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cHAPTER 1

Preface

The Sun Servers Integration 2.3 for Microsoft System Center Operations
Manager 2007 enables you to monitor and manage your Sun x64 servers. This
document explains how to install the required software on your Sun x64
servers and Blade modules, how to install the Sun Servers Integration 2.3 and
how to use the Sun-specific features in Microsoft System Center Operations
Manager 2007 (hereafter Operations Manager).

How this Document is Organized

This document contains the following sections:

Introduction provides an overview of how to install Sun Servers
Integration 2.3

Configuring Monitored Nodes explains how to install the drivers
and tools necessary to enable you use Sun Servers Integration 2.3 to
monitor your Sun x64 servers in Operations Manager

Deploying Sun Servers Integration 2.3 explains how to install the
Sun Servers Integration 2.3 into Operations Manager

Monitoring Sun x64 servers in Operations Manager explains how to
use the Sun-specific tools provided by Sun Servers Integration 2.3

Troubleshooting provides notes about how to resolve any problems
you may have discovering Sun x64 servers as well as any release
notes about Sun Servers Integration 2.3

This document is intended for experienced IT professionals, field sales
representatives and support engineers.

Before You Read This Document

To fully understand the information provided in this document and perform
the tasks discussed, you should use it in conjunction with the documentation
and on-line help that is supplied with Operations Manager.



Typographic Conventions

The following typographic conventions are used in this document:

Typeface Meaning Examples
AaBbCc1234 Elements written as seen on Click the File menu.
screen.

Select Open -> New.

AaBbCc1234 | Code that you type.

cd ..

AaBbCc1234 Hyperlink to an external web
site.

WwWww.sun.com

AaBbCc1234 Cross reference within this

See Installing for more

document. information.
Terms and Definitions
The following terms are used in this manual:

Term Definition

IPMI Intelligent Platform Management Interface

ILOM Integrated Lights Out Manager

ipmievd Windows A service that listens for events from the BMC that are

service being sent to the SEL and writes them to the Windows
Application log

SP Service Processor

Sun x64 server Any Sun x64 server or Blade module listed as supported
on the following web page:
http://www.sun.com/system-management/tools.js
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CHAPTER 2

Introduction

The Sun Servers Integration 2.3 extends the capabilities of Microsoft System
Center Operations Manager 2007 by providing Sun-specific configuration
information, product knowledge and tasks. Microsoft System Center
Operations Manager 2007 (Operations Manager) is a tool designed to provide
comprehensive system management capabilities in your data center.

Getting Started

The latest version of the Sun Servers Integration 2.3 can be downloaded from
the following web page:

http:/ /www.sun.com/system-management/tools.jsp

Once you have installed the Sun Servers Integration 2.3 to Operations
Manager, you can take advantage of the following features in Operations
Manager.

®  You can monitor your Sun x64 servers in Operations Manager,
viewing alerts, events, the server’s state and the state of any tasks.

=l L5 Sun b4 Servers
LA Active alerts
2| Events
EEE| Servers state
ﬂ Servers state [naot dizcovered)
s Taszk status


http://www.sun.com/systemmanagement/tools.jsp
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Once you have discovered your Sun x64 servers, you can take advantage of
the following Sun-specific features in Operations Manager.

B You can use Sun-specific tasks, such as launching a remote desktop
connection or opening the server’s Microsoft Management Console.

Sun Server Tasks -

_qg G0 ko Sun syskems inkeqgrations website

_qg Launch connection to ILOM

__..ﬂ Launch remote deskbop

=
_= Management console

®  You can control a Sun x64 server’s ILOM service processor.

3 Sun servers bask: Graceful server
shukdowmn

:ﬂ 3un servers kask: SEL lisk
__::| Sun servers bask: Server power cycle
__::| Sun servers task: Server power off

= |
|| SUn Servers kask: Server power on
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B You can view detailed information about each event or alert
received from supported and discovered Sun x64 servers.

4 Look For: I Find Mow  Clear ®

Level | Date and Time | Source | Mame | User Event Mumber Log Mame -
i
@ Errar 9/9f2009 §:55:5... Health Service 5., x4440-01.5g3-pr... /A 999 Cperations Man. ..
\J‘-,‘ Information 9/9f2009 8:54:0... Health Service 5.,  x4440-01.50-pr... M/a 99 Cperations Man, ..
._:3 Warning 91972009 §:52:0,.. Health Service 5., x$440-01.5g-pr... M/A Q99 Cperations Man. ..
:3) Success 9/9f2009 5:50:0... Health Service 5...  x4440-01.53-pr... /A 999 Cperations Man. ..
\“-,3 Information 9/9f2009 5:48:1... Health Service 5., x4440-01.50-pr... M/a 99 Cperations Man, ..
LLY Success 9/9/2009 S:146:1,.. Health Service 5., x4440-01.50-pr...  N/A 999 Cperations Man. ..
. —
;]3 Warning Q/9f2009 S:44:2... Health Service 5...  xd440-01.5g-pr... /A Q99 Cperations Man. ..
\“-,\ Success /972009 8:42:2... Health Service 5., x4440-01.50-pr... M/ 999 Cperations Man, ..
._:}a Warning 9/9f2009 5:40:2... Health Service 5., x4440-01.53-pr... /A 999 Cperations Man. ..
i Sycce 91917009 538 Health Service 5 4440-01,s0-or,., A 999 Cperations [Man ~

Date and Description: |
Tirne: Bf9/2003 §:57:58 FM Sun, Servers. Monitaring. InBand . MicrosaftOperationsManager2007 . Library Logiriter wbs 1 Volkage
Log Mame: 5 Hons M sensor CPU 0 YOD Yoltage (I0: MB/POMNY _YODCOREYN sensor reading has returned above the lower
a3 hame: peratians Fanager non-recoverable threshald,
Source: Health Service Scripk
Generafing Read log to consola
Rule:
Event
Mumber: #
Lewvel: _ﬁWarning
Lagaing X4440-01, sg-prague-
Computer: ad.czech.sun.com
User: I
Event Data: l";‘ Wiew Event Data

< Dataltem type =" System.ZmlData " time =" 2009-09-09T1 1:57:58.0002 149-07:00 " sourceHealthServiceld =" 9AFBZ6AE-FC88-
DF99-FE1D-5533C9E408BD " >
< EventData =
< Data > Sun.Servers.Monitoring.InBand.MicrosoftOperationsManager2007.Library.LogWriter.wbs <) Data =
< Data > Yoltage sensor CPU 0 ¥DD ¥Yoltage {ID: MB/P0,/¥_¥DDCORE): sensor reading has returned above the lower
non-recoverable threshold. </ Data > .
<] EventData =
=l Dataltem =




Requirements

A complete list of the currently supported Sun servers, operating systems,
service processors and service processor firmware is available at the following
web site:

http: //www.sun.com/systemmanagement/tools supportmatrix.jsp?
display=SCOM#SCOM

Please consult the list of supported servers at this website before installing
Sun Servers Integration 2.3.

Each Sun x64 server you want to monitor in the Operations Manager must
have an IPMI driver installed. For more information see Choosing a
Configuration Procedure.

Choosing a Configuration Procedure

The exact configuration procedure that you should follow to enable a Sun x64
server to be monitored using the Sun Servers Integration 2.3 depends on the
version of Windows Server that is installed on the server.

The following sections explain the different configuration procedures for
Microsoft Windows Server 2003 SP1 or SP2, Windows Server 2003 R2 or
Windows Server 2008.

Configuring Windows Server 2003 SP1 or
SP2

This section describes how to configure Sun x64 servers running Windows
Server 2003 SP1 or SP2 to enable Operations Manager to manage the
hardware. Windows Server 2003 SP1 or SP2 use the Sun IPMI driver and the
impievd Windows service.

To enable hardware monitoring of Microsoft Windows Server 2003 SP1 or SP2
follow these steps in the order they are shown:

m Install the Sun IPMI driver by following the procedure in Installing
the Sun IPMI Driver

m  Optionally verify the Sun IPMI driver is correctly installed by
following the procedure in Verifying the Sun IPMI driver is
Correctly Installed

m Install the ipmievd Windows service by following the procedure in
Installing the ipmievd Windows Service
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m  Optionally verify the ipmievd Windows service is correctly
installed by following the procedure in Verifying the ipmievd
Service is Correctly Installed

Configuring Windows Server 2003 R2 or
R2 SP2

This section describes how to configure Sun x64 servers running Windows
Server 2003 R2 or Windows Server 2003 R2 SP2 to enable Operations Manager
to manage the hardware. In these versions of Windows Server 2003 the
Hardware Management Feature (including the Microsoft IPMI driver and
provider) is provided by Microsoft. However, this feature is not installed by
default and must be installed and enabled additionally.

To enable hardware monitoring of Microsoft Windows Server 2003 R2 or R2
SP2 follow these steps in the order they are shown:

m Install the Microsoft IPMI driver and provider by following the
procedure in Installing the Microsoft IPMI Driver and Provider

m  Optionally verify the Microsoft IPMI driver is correctly installed by
following the procedure in Verifying the Microsoft IPMI Driver is
Correctly Installed

m Install the ipmievd Windows service by following the procedure in
Installing the ipmievd Windows Service

m  Optionally verify the ipmievd Windows service is correctly
installed by following the procedure in Verifying the ipmievd
Service is Correctly Installed

Configuring Windows Server 2008

This section describes how to configure Sun x64 servers running Windows
Server 2008 to enable Operations Manager to manage the hardware.

To enable hardware monitoring of Microsoft Windows Server 2008 follow this
procedure:

m Install the ipmievd Windows service by following the procedure in
Installing the ipmievd Windows Service

m  Optionally verify the ipmievd Windows service is correctly
installed by following the procedure in Verifying the ipmievd
Service is Correctly Installed



CHAPTER 3

Configuring Monitored Nodes

This section explains the how to install and configure the software necessary
on your your Sun x64 servers, which you want to monitor as nodes in
Operations Manager. The various versions of Windows Server require
different procedures. For information on which procedure is appropriate for
the version of Windows Server on your Sun x64 server, please see:

m  Configuring Windows Server 2003 SP1 or SP2
m  Configuring Windows Server 2003 R2 or R2 SP2

m  Configuring Windows Server 2008

Installing the Sun IPMI Driver

This section describes how to install the Sun IPMI driver to enable hardware
management of a Sun x64 server.

Ensure that you have one of the following Windows operating systems
installed on your Sun x64 server.

m  Microsoft Windows Server 2003 SP1
m  Microsoft Windows Server 2003 SP2

Note - If Windows Server 2003 R2, Windows Server 2003 R2 SP2 or Windows
Server 2008 is installed on the server, follow the steps described in either
Configuring Windows Server 2003 R2 or R2 SP2 or Configuring Windows
Server 2008.

Before you start, make sure you have downloaded the latest Sun IPMI System
Management Driver for Server 2003 prior to R2 package from:

http://www.sun.com/system-management/tools.jsp

Uncompress the Sun IPMI System Management Driver for Server 2003 prior to R2
package locally on the server to be monitored.

P To install the Sun IPMI driver:

1. On the server you want to monitor, click Start -> Control Panel -> Add
Hardware to display the Add Hardware Wizard, then click Next.
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Add Hardware

Welcome to the Add Hardware Wizard

&

Thiz wizard helps you:

+ |nztall zoftware to support the hardware you add ta your
computer.

* Troublezhoot problems pou may be having with your
hardware.

& If your hardware came with an installation CD,
it iz recommended that you click Cancel to
close this wizard and use the manufacturer's
CD to install this hardware.

To continue, click Next.

< Back Cancel

2. Select the Yes, I have already connected the hardware radio button,
then click Next. The following dialog opens.

Add Hardware Wizard

Is the hardware connected?

Have you already connected this handware to your computer?

ez | have dready connected the hardwarg

1~ Mo, | have not added the hardware yet

< Back I Mest » I Cancel

3. Select Add a new hardware device, then click Next.

4. Select the Install the hardware that I manually select from a list
(Advanced) radio button, then click Next.

5. In the following dialog select the System Devices option from the list,
then click Next.



Add Hardware Wizard

From the list below. select the type of hardware you are installing .

If pou do not e the hardware category you want, click Show Al Devices.

Comman hardveare types:
:i_] PCMCIA and Flash memory devices ;I
7 Parts [COM % LPT)
i Printers
€&5051 and RAID contrallers
@, Sound. video and game controllers

System devices
28 Tape drives
&3 Windows CE USE Devices

< Back I Mest » I Cancel

6. At the device driver selection click on Have Disk. Click Browse in the
next dialog and navigate to the folder you uncompressed the Sun IPMI
System Management Driver for Server 2003 prior to R2 package to. Click
the ISMLINF driver file, then click OK to proceed.

7. Choose Next, then click Next again to start the driver installation.

The Sun IPMI driver is now successfully installed.

Verifying the Sun IPMI driver is Correctly
Installed

To verify that the Sun IPMI driver is installed, choose Start -> Control Panel
-> System -> Hardware and open the Device Manager, as shown in the
following image.
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E._ Device Manager

=10 x|

File  Action View Help

-= @B EHFES 2mE A =R

----- J nForced HyperTranspork Bridge

----- J nForced Low Pin Count Conkroller

----- J Murmneric data processor

----- J NYIDIA nFarce PCI Syskemn Management
----- g PCIbus

----- d PCIbus

----- ¢ PCI standard I54 bridge

----- ¢ PCI standard PCI-ta-PCI bridge

----- ¢ PCI standard PCI-to-PCI bridge

----- ¢ PCI standard PCI-to-PCI bridge

----- ¢ PCI standard PCI-ta-PCI bridge

----- ¢ PCI standard PCI-to-PCI bridge

----- "¢ PCI standard PCI-to-PCI bridge

----- J Plug and Play Software Device Enumer atar
----- J Programmable interrupt controller

----- J SUM IPMI Svsktem Management Driver w21
----- J Syskem board

----- J Syskern CMOS real time clock,

----- g System speaker

----- J Syskern Lirner

----- J Terminal Server Device Redirector
EEl--G%b Universal Serial Bus controllers

Verify that the Sun IPMI System Management Driver v2.1 is included in the
list of system devices and that no problems are indicated.

Installing the ipmievd Windows Service

This section describes how to install the ipmievd Windows service on a Sun

x64 server.

The ipmievd Windows service is responsible for periodically polling the
System Event Log, which is located on the service processor of the monitored
server and updating the Windows Application Log with new hardware

events.

1"



Note - The ipmievd Windows service uses either the Sun IPMI driver or the
Microsoft IPMI to communicate with the service processor. Before starting,
please make sure that you have properly installed the appropriate IPMI driver
for the operating system on your server, as described in Choosing a
Configuration Procedure.

The ipmievd Windows service is a part of the IPMItool for Microsoft Windows
2003. Before you start, make sure you have downloaded the latest IPMItool for
Microsoft Windows 2003 package from:

http:/ /www.sun.com/system-management/tools.jsp

Uncompress the IPMItool for Microsoft Windows 2003 package locally on the
server to be monitored.

P To install the ipmievd Windows service:

1. On the server that you want to monitor, open a command prompt
window and change to the folder where you uncompressed the IPMI
tool.

2. Depending on the installed operating system choose one of the
following:

m  On Windows Server 2003 SP1 or SP2 install the ipmievd Windows
service by typing the following command:

i pm evd. exe -i "-1 ismsel”

m  On Windows Server 2003 R2 or Windows Server 2008 install the
ipmievd Windows service by typing the following command:

i pmievd.exe -i "-1 ns sel”
The ipmievd Windows service is installed on to the server.
3. To start the ipmievd Windows service, type the following command:
net start ipmevd
The ipmievd Windows service should report starting successfully.

4. The ipmievd Windows service is now successfully installed and
running. You can verify this by clicking Start -> Administrative Tools
-> Services.
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by Services

File  Action  Wiew Help
= HEFRER 20 > 80w
@ Setvices (Local) 4, Services (Local)
ipmievd Mame # | Description | Status |i|

%Intersite Maszaging  Enables me...
& ipmiesyd

Skop the service

Skarted

Pause the service " . )

Restart he service %IPSEC Services Provides ... Started |
%Kerberos Kew Distri,.. ©n domain ...
%License Logging Monikars a...
%LiveUpdate Livelpdate...

%Logical Disk Manager  Detects am.,.  Started
%Logical Disk Manag... Configures...
Messenger Transmits ...

%‘&Mirrn:nfr Snftware ... Manarr.c LI _ILI
4 »

Extended A Standard /

Locate the ipmievd Windows service and verify that the service is started,
as seen above.

Verifying the ipmievd Service is Correctly
Installed

This section describes how to verify that the ipmievd Windows service has
been correctly installed to enable hardware monitoring. This procedure is an
optional task and is not a necessary part of the installation procedure.

Before you start, ensure that you have successfully followed all the steps in
the section Installing the ipmievd Windows Service.

Verification consists of finding an appropriate hardware sensor and injecting
a hardware event to that sensor using the ipmitool utility. The ipmitool utility
is available in the IPMItool for Microsoft Windows 2003 package downloaded in
the previous section.

P To verify the ipmievd service is correctly installed:

1. Open a command prompt window (cmd.exe) and change (cd) to the
folder where you uncompressed the IPMI tool.

2. Depending on the installed operating system choose one of the
following:

m  On Windows Server 2003 SP1 or SP2 obtain a list of hardware
sensors and events from the service processor by typing the
following command:

i pmtool.exe -1 ism-v sdr |ist

m  On Windows Server 2003 R2 or Windows Server 2008 obtain a list
of hardware sensors and events from the service processor by
typing the following command:

ipmtool.exe -1 nme -v sdr |ist
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3. Choose an appropriate sensor (Sensor ID) and hardware event that is
Assertion Enabled and inject the hardware event. In this example, you

inject the hardware event by typing:

i pmitool.exe -1 ismevent

Absent" assert

"ft1l.fnR. prsnt" "Device

4. To verify that the ipmievd service writes this event in the Windows
Application Log, click Start -> Administrative Tools -> Event Viewer

and select Application log.

5. Verify that a message with ipmievd source is located in the log.

ﬂ Event Yiewer

File  Action Wiew Help

I[=] e

- DD FRE @ mE

@ Event Yiewer {Local) Application
4] Application

3| Security

3| System

3| Operations Manager

[Date | Time Source | Category 4|
|

214824 PM

11)20f2008 ipmiewvd
112072008 24704 PM  ipmievd
112072008 24554 PM  ipmievd
112042006 Z:44:44 PM ipmievd
112002006 2:43:24PM ipmievd
1120020086 2:41:03PM  ipmievd
1102002008 2:39:43 PM iDmierd

Maone
Mone
Mone
Mone
Mone
Mone

Mane i
»

6. Double click on the selected event to view the details of the event.

Event Properties

Event |

Drate: ] Source:  ipmiewd
Time: 24334 PM Categony: Mone
Tupe: Error Event [D: 1
Uzer: A4

Computer: =6220-01

Description:

ol

[Reading 0> Threshold 0 RPR]

Dtz €% Butes © Wiords

Error Fan zensar fmd.M speed Lower Man-recoverable going high

o]

Cancel I Lpoply

Once the events are being correctly written into the Windows Application
Log, the server is properly configured and can be monitored using the Sun

Servers Integration 2.3.
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Installing the Microsoft IPMI Driver
and Provider

This section describes how to install the Microsoft IPMI driver and provider to
enable hardware management of a Sun x64 server running Windows Server
2003 R2.

Ensure that you have one of the following Windows operating systems
installed on your Sun x64 server:

m  Microsoft Windows Server 2003 R2
m  Microsoft Windows Server 2003 R2 SP2

Note - if a non R2 version of Windows Server 2003 is installed on the server,
follow the steps described in Configuring Windows Server 2003 SP1 or SP2.
The Microsoft IPMI driver is installed by default on Windows Server 2008.

P To install the Microsoft IPMI driver and provider:

1. On the Sun x64 server running Windows 2003 R2 that you want to
monitor, click Start -> Control Panel -> Add or Remove Programs and
select Add/Remove Windows Components.

The Windows Components Wizard opens, as seen below.

Windows Components Wizard [ |

windows Components
*t'ou can add or remove compaonents of Windaws.

To add or remove a component, click the checkbox, A thaded box means that only
part of the component will be installed. To see what's included in a component, click
Details.

Lompanents:

< Microsoft MET Framework 2.0 150.0 MB
O E.‘D Networking Services 27ME =
O Eg] Other Metwork File and Print Services E.4MB

1 1™ Riarnnte Installation Servires 2nmR T

Description:  Includes tools far zerver and netwark management and monitaring.

Total digk space required: 41 MB Bt |
Space available on disk: 178022 MB —

< Back I Mest > I Cancel | Help |

2. Select Management and Monitoring Tools, click Details and select the
Hardware Management component.
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Management and Monitoring Tools

To add or remove a component, click the check box. A shaded box means that only part
of the component will be installed. To zee what's included in a component, click Detailz.

Subcomponents of Management and Monitoring Toals:

e oni 1 Manager Adm At 1 ME
O ﬂ[ﬁonnection Paint Services 02
[ i File Server Management 0.0 MB
O ﬂFiIe Server Resource Manager 25 KB
B8 Hardware Management 1.4 B
O Network M aritor Tools 23MEB
O <> Frint kM anagement Camponent 1.4 MB LI

Description:  |nstalls a toal for the creation of customized remote access connections,
which wou can distibute to pour uzers.

Total digk space required: 4.1 MB Dietails. |
Space available on disk: 178022 MB
oK I Cancel |

3. Click OK and proceed with the following steps to install the hardware
component.

4. Open the command prompt (cmd.exe) window and type the following
command:

Rundl | 32 i pnisetp.dll, AddTheDevice
The Hardware Management component is now successfully installed.

To verify that the Hardware Management component has been installed,
check the event viewer by clicking Start -> Administrative Tools -> Event
Viewer and make sure the Hardware Events log is present.

To verify that the IPMI driver has been properly installed and that the driver
has correctly detected the service processor, click Start -> Control Panel. In
the control panel, double-click System, then in the Hardware tab click Device
Manager. As seen in the image below, under System Devices you should see
the Microsoft Generic IPMI Compliant Device.

Device Manager !EI

File  Action Wiew Help

o @EFe 2@ Al<na

----- _" InkeliR) 6312ESB/6321ESE/3100 Chipset PCI Express Root Part 1 - 2690 ;I
----- _" InkeliR) 631<ESB/6321ESE/3100 Chipset SMBus Contraoller - 2698

..... ¢ InteliR) 82801 PCI Bridge - 244E

----- 4 ISAPNP Read Data Part

----- _" Microcode Update Device

----- _" Microsoft ACPI-Compliant Systam

soft Generic IPMI Compliant Device
----- _" Microsoft Systern Management BIOS Driver

----- _" Maotherboard resources J
----- _" Maotherboard resources

----- _" Maotherboard resources

----- _" Maotherboard resources

..... Jd Muorneric Asba renescsne LI
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Verifying the Microsoft IPMI Driver is
Correctly Installed

This section describes how to verify that a Sun x64 server has been correctly
set up for hardware monitoring using the Microsoft IPMI driver. Verifying the
correct installation of the driver is an optional part of the configuration
procedure.

Verification consists of finding an appropriate hardware sensor and injecting
a hardware event on that sensor. These hardware events are injected using the
ipmitool utility. The ipmitool utility is available as part of the IPMItool for
Microsoft Windows 2003 package.

Before you start, make sure you have downloaded the latest IPMItool for
Microsoft Windows 2003 package from:

http://www.sun.com/system-management/tools.jsp

Uncompress the IPMItool for Microsoft Windows 2003 package locally on the
server to be monitored.

P To verify the IPMI driver is correctly installed:

1. Open a command prompt window (cmd.exe) and change (cd) to the
folder where you uncompressed the IPMItool for Microsoft Windows
2003.

2. Obtain a list of hardware sensors and events from the service processor
by typing the following command:

i pmitool.exe -1 nms -v sdr |ist

3. Choose an appropriate sensor and hardware event that is Assertion
Enabled, note the Sensor ID. For example, in the example we will
choose the second Sensor ID, called Watchdog.

ommand Prompt
[PEF Action]

Sensor 1D : Critical INT <(Bxab)>
Entity ID 36.1 (System Busl
Sensor Type (DloCPBtB) Critical Interrupt
Event Enahle Event Messages Disabled
Aszertions Enabled : Critical Interrupt

[Software MMI]
[PCI PERR]
[PCI SERR]

Sensor ID : Hatchdog <(BxhB>
Entity ID 6.1 (Syztem Management Modulel
Sensor Type (Dlscrete) Watchdog
Event Enahle Event Messzages Disabled
fAzsertions Enahled : Watchdog 2
[Timer expired]
[Hard reset]
[Fower downl
[Fower cyclel

C:nipmitool 1.8.8 windows“SOFTWARENipmitool>
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4. To inject a hardware event, the following command is used:

i pmitool.exe -1 ne event "Sensor |ID' "Assertion"
assert

where Sensor ID is the ID of the sensor taken from the previous step and
Assertion is the type of assertion to inject.

5. You can also verify that the hardware event is written into the
Windows Hardware Events log. Choose Start -> Administrative Tools
-> Event Viewer and select Hardware Events log. Verify that a
message with Microsoft-Windows-WSMAN-SEL_LogRecord source
is located in the log.

H Event Yiewer

File  Action  Wiew Help
&= | OEFH B2 E

@ Event Viswer (Local) Hardware Events
i-£4| application
3| Security

3| Syskem =
Farwarded Events 103628 aM  Microsoft-windows-\W3Man-SEL_LogRecord  Mone

Merelere Brars . 22140 FM Microsoft-windows-yWSMAM-3EL_LogRecord  Mone

11| Operations Manager s 21352 PM Microsoft-windows-WSMAN-SEL_LogRecord  Mone

2:16:10 PM Microsoft-windows-WaMANM-3EL_LogRecard  Mone

. 23ZEPM Microsoft-windows-\WSMAM-3EL_LogRecord  Mone

@In. . 2:09:53 PM Microsoft-windows-\WSMAN-SEL_LogRecard  Mone

@In. L 210634 PM Microsoft-windows-WSMAM-3EL_LogRecord  Mone

@In. L 20346 PM Microsoft-windows-\W3SMAN-SEL_LogRecard  Mone
@In. . Zi01:04 PM Microsoft-windows -y SMAN-3EL_LogRecord NDTILI

»

al I

6. Double-click on the selected event to view the details of the event. The
Events Properties dialog opens.
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Event Properties

Event |
D ate: 8 Source:  Microzoft-windowewS
Time: 10:25:40 AM Category: Mone
Type: Information  Ewent 10: 400
Uzer M A

Computer: x6220-01. zg-prague-ad czech. sun.com

Dezcriphion:

Event Received from the IPI device with mezzage:
Mon-recoverable - going low Walue: 0 Threshold: 10

IFMI events can be found at
http: /g0 microgaft, comdfwlink /events. asp.

Event =ML

Data; & Bytes € Words

frn3.f1.zpeed(49.0.32]: Fan for Fandcooling device 3; Assert; Lower

The complete text of the event received iz below. More infarmation on

i]4 I Cancel |

Apply |

If step 5 completes successfully, the sever is properly installed and

can be monitored by the Sun Servers Integration 2.3.
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CHAPTER 4

Deploying Sun Servers Integration
2.3

This section explains how to install Sun Servers Integration 2.3 as well as how
to verify configuration.

Downloading the Sun Servers
Integration 2.3

Before you start, make sure you have downloaded the latest Sun Servers
Integration 2.3 from the following web site:

http:/ /www.sun.com/system-management/tools.jsp

Save the Sun Servers Integration 2.3 to a working directory on the local
system from which you plan to perform the installation and uncompress it.

Installing Sun Servers Integration 2.3

Sun Servers Integration 2.3 is supplied as a executable setup.exe file, which
installs all of the tools, Management Packs and utilities needed to completely
integrate Sun x64 servers into Operations Manager.

Note the Sun Servers Integration 2.3 installer is available for 32 bit and 64 bit
architecture servers. Setup.exe is the 32 bit installer and setup_64.exe is the 64
bit installer.

P To install Sun Servers Integration 2.3:
1. Navigate to the folder you uncompressed Sun Servers Integration 2.3.

2. In the software folder run setup.exe or setup_64.exe depending on the
server’s processor architecture.

The Sun Servers Integration 2.3 installer opens.
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Welcome to the InstallShield Wizard for Sun
Servers Integration for Microsoft SCOM 2007

The Installshield(R) Wizard will install Sun Servers Integration
for Microsoft SCOM 2007 on your computer, To continue, click
Mexk.

WARMNIMG: This program is protected by copyright law and &
international treaties, g

Cancel |

< Back

3. Click Next.

The License agreement opens.

{&# Sun Servers Integration for Microsoft SCOM 2007 - InstallShield Wizard

License Agreement

Flease read the following license agreement carefully,

SUN MICEOSYSTEMS, INC. ("Sun™) ENTITLEMENT for i’
SOFTWARE

Licensee/Company (¥ ou™): Entity recetving Cotnputer Equipment.

Effective Date: The date Sun or its authonzed channel partner delivers the
Computer Equipment to You.

| ' ™ N + TH 1 1 ' 1 N 1 ﬂ
¥ I accept the kerms in the license agreement Print |

I donot accept the terms in the license agreement

Installshield

< Back I Mexk = I Cancel |

Read the License agreement, click I agree with the license agreement
and then click Next.
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i'.p_!;'- Sun Servers Integration for Microsoft SCOM 2007 - InstallShield Wizard

Destination Folder

Click Mest ta install ta this Falder, ar click Change ta install to a different Fald

G Install Sun Servers Inkegration For Microsoft SCOM 2007 Eo:

C:\Program FilesiSun Microsystems)Sun Servers Inkegration Faor
Microsoft SCOM 2007,

Installshield

< Back Mext = Cancel

4. The destination folder page shows the default path which the Sun
Servers Integration 2.3 will be installed to. Choose one of the following
options:

If you want to install Sun Servers Integration 2.3 to the default path,
click Next.

If you want to change the path which Sun Servers Integration 2.3 is
installed to, click Change. A file browser opens and you can choose an
alternative path, then click OK followed by Next.

22 Sun Servers Integration 2.3 for Microsoft System Center Operations Manager 2007



i'\'.!:" Sun Servers Integration for Microsoft SCOM 2007 - InstallShield Wizard

Ready to Install the Program

The wizard is ready bo begin installation,

Click Install bo beqgin the installation.

IF wou want ko review or change any of wour installation settings, click Back, Click Cancel ko
exit the wizard.

WARMING: During the installation, management packs are going ko be imported into the
Cperational Manager database automatically, This may take several minutes, The progress
bar may not update accurately during the process of importing the management packs.
Please wait until the installation finishes correcth,

Installshield

Cancel

< Back

5. When you are sure you want to install Sun Servers Integration 2.3, click

Install.

The installer opens various command line windows. The progress bar

may not update accurately during the process of importing the
management packs.

6. When the Sun Servers Integration 2.3 has finished, click Finish.

7. To verify that the Sun Servers Integration 2.3 management packs have
been imported successfully, open the Operations Console and click
Administration. Click Management Packs and in the list of available

management packs look for packs with Sun Servers Integration as part

of their name.

Uninstalling Sun Servers Integration 2.3

Sun Servers Integration 2.3 can be uninstalled using standard Windows

administrative tools. The uninstaller removes all of the installed software

except the management packs. The management packs can be manually
uninstalled by deleting them from Operations Manager.

P To uninstall Sun Servers Integration 2.3:
1. In the Windows Control Panel, click Add or Remove Programs.

The list of currently installed programs opens.

2. In the list of currently installed programs, find the entry for Sun Servers

Integration for Microsoft SCOM 2007. Click Change.
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The Sun Servers Integration 2.3 installer opens.

welcome to the InstallShield Wizard for Sun
Servers Integration for Microsoft SCOM 2007

The InstallShigldiR) Wizard will allow vou ko remove Sun
Servers Inkeqgration For Microsoft SCOM 2007, To continue,
 click Mext,

e
Cancel |

= Barck

3. Click Next.

i'.;- Sun Servers Integration for Microsoft SCOM 2007 - InstallShield Wizard

Remove the Program

Yau have chosen o remaove the pragram Fram your syskem,

Click Remove bo remove Sun Servers Inkegration for Microsoft SCOM 2007 From wour
computer, Afker remaval, this program will no langer be available for use,

I you wank ko review or change any settings, click Back.

W ARMING: This uninstaller will not remove imporked Library and Servers packs from the
Microsoft Operations Manager 2007, You need bo delete them manually From Administration
panel of Micrasoft Operations Manager 2007 Consale,

Installshield

Cancel |

< Back

4. If you are sure you want to uninstall Sun Servers Integration 2.3, click
Remove.

Sun Servers Integration 2.3 is uninstalled.
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By default the Sun Servers Integration 2.3 management packs are not
uninstalled automatically. You can optionally uninstall the Sun Servers
Integration 2.3 management packs.

P To uninstall the Sun Servers Integration 2.3 management packs:

1. In the Operations Console, under Administration open the list of
Management Packs.

2. Click any Sun Servers Integration management pack except the Sun
Servers - Library and under Actions click Delete.

Note - all of the model specific management packs depend on the Sun Servers
- Library pack. The Sun Servers - Library management pack must be deleted
last.

3. Repeat this process for each management pack starting with Sun
Servers.

Verifying Configuration

Once you have added the Sun Servers Integration 2.3 to your Operations
Manager configuration and one or more Sun x64 servers have been
discovered, you can confirm that the entire configuration is working properly
using one or both of the following procedures:

m  Manual verification: See Verifying Configuration Manually.

m  Remote verification: See Verifying Configuration Remotely Using
IPMltool.

The following sections describe how to perform each of these procedures.

Verifying Configuration Manually

If you are located physically near one or more of your Sun x64 servers, you
can verify configuration by generating a physical event. The most reliable way
to accomplish this is to remove and re-insert a non-critical component.

Note - Before removing any component be certain that removal and re-
insertion of this component will not affect the normal and routine operation of
the server. Verify that the redundant component is not critical to the current
state of the system.

P To test your configuration manually, do the following:

1. Locate the Sun x64 server in your data center.
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2. Identify a component on that system that is non-critical and hot-
pluggable (for example, a redundant power supply or fan tray).Remove
the chosen non-critical component.

Note - Be certain to follow all required software and firmware procedures
required for the safe removal of any hot-pluggable component. Consult the
Sun manual or on-line information system that ships with your Sun x64 server
for specific procedures related to removing the hot-pluggable component.

3. In the Operations Manager Event, Alert and Health Explorer views
console, verify that removing the non-critical component has generated
one or more hardware events.

4. Re-insert the non-critical component.

If you do not see the events in the Operations Manager Console, review this
manual for required configuration steps or consult the Troubleshooting
section.

Verifying Configuration Remotely Using
IPMlItool

Recent Sun x64 servers support an Integrated Lights Out Manager (ILOM)
service processor. You can communicate with the ILOM service processors via
their IPMI interfaces to have them generate non-critical, simulated events. If
Operations Manager receives these non-critical, simulated events from ILOM,
it is configured properly for actual events.

IPMlItool is an open-source utility for managing and configuring devices that
support the Intelligent Platform Management Interface (IPMI) version 1.5 and
version 2.0 specifications. Versions of IPMItool are available for the Solaris,
Linux, and Windows operating systems.

Operating System IPMItool Distribution(s)

» Web: http://ipmitool.sourceforge.net/

. * Solaris 10 image: IPMItool is available at / usr / sf w/ bi n.
Solaris

* Software resource CDs: Often distributed with Sun x64
servers.

» Web: http://ipmitool.sourceforge.net/

Linux * Software resource CDs: Often distributed with Sun x64
servers.

* Web: http://www.sun.com /system-management/tools.jsp

Windows * Software resource CDs: Often distributed with Sun x64
servers.

P To verify that Operations Manager is configured to receive hardware
events from a server supporting an ILOM:

1. Collect the following information about the remote service processor
that you want to test.
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Field Description

The name or IP address of the service
<SPname> processor

Example: 192.168.1.1

The administrator login name for the
<SPadminname> service processor

Example: root

The administrator password for the service
<SPadminpassword> processor

Example: changeme

2. Enter the following IPMItool command to generate a list of all
available sensors on the remote Sun x64 server:

# ipmtool -U <SPadmi nnane> -P <SPadni npassword> \
-H <SPnanme> -v sdr |ist

For example, to get the list of available sensors on a Sun x64 server
with a service processor at IP address 192.168.1.1, with a login of root

and a password of changeme, type the following command:

# ipmtool -Uroot -P changene -H 192.168.1.1 -v sdr
list

3. In the output from IPMlItool, identify the Sensor ID name of a sensor
that has at least one entry in the Assertions Enabled or Deassertions
Enabled fields.

In the following example, IPMItool returns the following information
about the sensor named mb.t_amb, which monitors the ambient
temperature on the server’s motherboard.

Sensor ID: nb.t_anb (0x9)

Entity ID: 7.0 (System Board)

Sensor Type (Anal og) : Tenperature

Upper critical : 55.000

Assertions Enabled : Inc- lcr- Inr- unc+ ucr+ unr+

Deassertions Enabled : Inc- lcr- I nr- unc+ ucr+ unr+
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Note - Exercise caution in choosing a sensor to use for a simulated event.
Simulating unrecoverable high or low temperature for some sensors may
cause the server to shut down.

4. Enter the following IPMI command to generate a simulated event.

# ipmtool -U <SPadm nname> - P <SPadm npasswor d> \
-H <SPnane> event <sensornane> <option>

For example, to generate a simulated event for exceeding the upper
critical (ucr) ambient temperature on a Sun x64 server with a service
processor at IP address 192.168.1.1 and with an ILOM SP login of root
and a password of changeme, type the following command:

# ipmtool -Uroot -P changene -H 192.168.1.1 \
event nb.t_anb ucr assert

IPMltool returns information similar to the following;:
Fi ndi ng sensor nb.t_anb ...ok
O | Pre-Init Time-stanp | Tenperature nb.t_amb | \
Upper Critical going high | Reading 56 > Threshold \
55 degrees C

5. In the Operations Manager event console, verify that an event from
ILOM relevant to the sensor that you specified in your IPMItool
command has been received.

6. (Recommended) Clear the simulated event with the following syntax:

# ipmtool -U <SPadm nname> -P <SPadm npasswor d> \
-H <SPnane> event <sensornanme> <option>

7. To clear (deassert) the simulated event in the previous example, enter
the following command:

# ipmtool -Uroot -P changene -H 192.168.1.1 \
event nb.t_anb ucr deassert

If you do not see these messages in the console, review this manual for
required configuration steps or see the Troubleshooting section.

28 Sun Servers Integration 2.3 for Microsoft System Center Operations Manager 2007



CHAPTER 5

Monitoring Sun x64 servers in
Operations Manager

This section explains the Sun-specific features available in Operations
Manager after installing Sun Servers Integration 2.3 and how to use them to
monitor your Sun x64 servers. An overview of the various views and how
they apply to Sun x64 servers is also provided.

Discovering Sun x64 Servers

Once you have installed Sun Servers Integration 2.3 you have to discover your
Sun x64 servers, which have been configured as monitored nodes. Discovered
Sun x64 servers are listed in the Operations Console Monitoring view under

the Servers state, see Figure 1. For more information on discovering servers in
Operations Manager, please see the Operations Manager documentation. You
can optionally adjust how frequently Operations Manager discovers servers,

please see Changing the Frequency of Server Discovery for more information.
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Servers state

-{Look For: I Find Mow Clear b

Skate | )| rame | Path
@j Healthy w6220-01.5g0-prague-ad.czech.sun.com  x6220-01.5g-prague-ad.czech. sun.com

{) Healthy JS0-prague-ad, ENNC W 22 70-01,50-prague-ad. czech, sun.com

(\_{) Healthy *x4440-01,5g-prague-ad.czech.sun.com  x4440-01,sg-prague-ad.czech,sun.com

_

lE' Sun Server properties of X2270-01.sg-prague-ad.czech.sun.com

Harne %2270-01,sg-prague-ad, czech, sun.com

Path narne #2270-01.s9-prague-ad. czech. sun.com|¥2270-01.5g-prague-ad.czech.sun.com

Server model SUM FIRE %2270

Manufacturer Sun Microsystems

BIOS version BIOS Date: 05/28/09 13:25:04 Yer: 08.00,15

Firmare wersion 3.0.3.35

Product serial number  0915XEF00L

5P IP address 10,18.141.196

5P MAC address 00:14:4F: CArE4:5A

IPMI driver Microgsaft IPMI Driver

Used log Application

PlatForm %ML path IIIC:'l,F‘r'Dgr'am Filesh System Center Operations Manager 2007\Health Service State\Monitoring Host Temporary Files 1
g05

Windows Server version Microsoft® Windows Server® 2008 Datacenter

Frike

Figure 1: Monitored Servers State

If the Sun x64 server does not fulfill the requirements for being discovered, for
example if an IPMI driver is not installed, it is displayed in the Operations
Console Monitoring view under Servers state (not discovered). The Servers
state (not discovered) view may display a possible reason for the Sun x64
server not being discovered.
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Monitoring Servers state (not discovered)
= ._-; Muaritoring _{.I;mk far: I Eind Mow Clear b4

A Active Alerts —

o £

] Computers State | )] name Path

] Discovered Inventon Sun.Servers.Monitaring. InBand . MicrosoftOperationsManager2007. Library. Suns...  x6220-01.5g9-prague-ad.czech. sun.cam

u Distributed Applications:

ié Task Statuz
3 Agentless Enception Manitoring
d Microzoft Audit Collection Services
g Microsaft windows Client
g Metwork Devies
3 Operations tanager

= ‘—E Sun =64 Servers
LA Active alerts a

# Events IE! Sun Server not discovered properties of

ﬂ Servers state Sun.Servers.Monitoring. InBand.MicrosoftOperationsManager Z007.Library.SunserverMotDiscovered

% Servers state [not discovered] Mame Surn. Servers, Monitoring. InBand . MicrosoftOper ationsiManager2007 Library, SunServerMotDiscovered
sty Task status Fath name x6220-01.5g-prague-

g Spnthetic Transaction

ad.czech.sun.comiSun.Servers.Monitoring.InBand.MicrosoftOperationsManager2007 Library.SunServerM
3 Web Application

ko discovered because of: Mo suitable IPMI Driver is installed on the monitored host

Show or hide views. ..
Plew view »

g Monitoring

\_;IJ Authoring

$0% Administration

g My Workspace

Figure 2: Server Not Discovered

Once a Sun x64 server is discovered you can see various properties and
launch Sun-specific servers tasks, for more information see Sun-specific Tasks.
The next step for the discovered Sun x64 server is to become monitored. Sun
Servers Integration 2.3 provides monitors for every Sun x64 server sensor for
supported platforms, including the knowledge base articles for sensors and
events that indicate changes in the health state of the Sun x64 server.

It is always possible to monitor a supported machine regardless of the
firmware version, however if it is not explicitly listed in the supported
versions list, some events may not be displayed or translated and the
discovered server will display a note in its properties. If the Sun x64 server is
not supported, it will not be monitored at all. Sun x64 servers which fulfill the
requirements , see Requirements for more information, are discovered and
their static properties, such as SP IP address and so on are listed.

Changing the Frequency of Server Discovery

By default the Sun Server Discovery Rules run every 12 hours. You can
modify how frequently the Sun Server Discovery Rules run for supported
servers so that your Sun x64 servers can be discovered with less delay. There
is one Sun Server Discovery Rule for each supported server.
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Note - you should change the frequency of discovery when only necessary.
Running discovery returns a large amount of data in a production
environment with many monitored nodes.

P To change how frequently a Sun Server Discovery Rule runs:

1. In the Operations Console, click Authoring.

2. In the Authoring pane, under Management Pack Objects click Object

Discoveries.

The Object Discoveries list opens.

Object Discoveries

Management pack objects are now scoped bo: Sun Fire 4270 Server, Sun Fire %4240, Sun Fire ¥2250... Change Scope... x
4 Look for: Isun Clear ¥
MName Target Management Pack. ]

= Discovered Twpe: Sun Blade %6220 Server Module (1)

Hi Supporked Sun S
Discovered Type: Sun Blade %6240 Server Module (1)

T__h Supparted Sun Server Discovery
=l Discovered Tyvpe: Sun Blade ¥6250 Server Module (1)
I_h Supported Sun Server Discovery
= Discovered Twpe: Sun Blade %6270 Server Module (1)
1_3;5 Supported Sun Server Discovery
= Discovered Tyvpe: Sun Blade X6440 Server Module (1)
T__h Supparted Sun Server Discovery

=l Discovered Type: Sun Blade ¥6450 Server Module (1)

<

Sun Server

Sun Server

Sun Server

Sun Server

Sun Server

rs Integration Pack - Sun Blade. ..

Sun Servers Integration Pack - Sun Blade. ..

Sun Servers Integration Pack - Sun Elade. ..

Sun Servers Integration Pack - Sun Blade. ..

Sun Servers Integration Pack - Sun Blade. ..

3. Optionally, type Sun into the Look for text box and click Find Now.
This filters the Object Discoveries list to only show your Sun x64

servers.

4. For each row with Discovered Type: Sun server model in the Object
Discoveries list, click the Supported Sun Server Discovery row.

5. In the Actions panel, select Overrides -> Override the Object
Discovery -> For all objects of type: Sun Server.

6. The Override Properties window opens. The Interval in seconds
parameter can be modified to adjust the discovery frequency, measured

in seconds.

7. Repeat this procedure for each row with Discovered Type: Sun server
model in the Object Discoveries list.

8. In the Object Discoveries list, find the row Discovered Type: Sun
Server and click the Sun Server Discovery row.
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9. In the Actions panel, select Overrides -> Override the Object
Discovery -> For all objects of type: Windows Server.

Note - to disable discovery, the same steps can be taken. Instead of selecting
Override the Object Discovery, select Disable Object Discovery.

Sun x64 Servers Specific Views

The various views available after installing the Sun Servers Integration 2.3 for
Operations Manager provide the ability to monitor the health status of your
Sun x64 servers.

Bl L Sun xB4 Servers
LA Active alerts
2| Events
57| Servers state
ﬂ Servers state [hot dizcovered)
=
e Tazk status

These views provide information about events that have happened, the task
status, any state alerts, any Sun x64 servers that have not been discovered and
the health of your Sun x64 servers.

Servers State View

The Servers state view provides an overall view of the status of a Sun x64
server, together with its specific properties. To use the Servers state view,
open the Monitoring section in the Operations Console. Then open the Sun
x64 servers folder and select Servers state.

This view provides a list of your Sun x64 servers. Clicking on a specific server
shows information such as the name, model, BIOS version, SP details and so
on. The Servers state view also enables you to access the Sun-specific tasks
available for your Sun x64 servers as part of Sun Servers Integration 2.3.

Sun-specific Tasks

Within the Servers state view, the following tasks are available for all Sun x64
servers under the Sun servers tasks pane:

m  Go to Sun systems integrations website - opens a web browser and
navigates to the Integration with Third Party System Management
ISV tools web page, where you can find the latest version of Sun
Servers Integration 2.3.

m  Launch remote desktop - launches a remote desktop connection to
the server currently selected in the Servers state view.

m  Management console - opens the Microsoft Management Console for
the server currently selected in the Servers state view.
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m  Launch connection to ILOM - opens a web browser and displays the
web-based GUI main page of the ILOM SP.

Note - to use the Launch connection to ILOM task, the Sun x64 server’s SP
must be connected to the network and be accessible from the management
server.

When using the Management Console task, the task may fail if the Sun x64
server and the management server are not in the same domain and there is no
trust between them. The cause may be that additional log in credentials need
to be provided. If you encounter this problem, run the cndkey utility on the
management server to assign login credentials for the Sun x64 server.

For example:

cndkey /add: Server Nane /user: Server Nanme\ Admi ni st rat or
/ pass: passwor d

assigns the login credentials Administrator and password for the server
ServerName. More information on the cndkey utility can be found at:

http:/ /technet.microsoft.com/en-us/library /cc754243(WS.10).aspx

Assigning ILOM SP Log In Credentials

To be able to use the Sun server tasks you need to configure Operations
Manager to store the log in details for the ILOM SP.

Using Run As Profile enables you to use log in credentials to access the
Service Processor (SP) of a Sun x64 server. Several Sun server-specific tasks
are associated with the specific Run As Profile called SunSpAccessAccount.
You have the option of associating Run As Accounts for the mentioned Run
As Profile on a target computer.

Using Run As Account allows you to specify the necessary privileges for use
with those tasks targeted to specific computers on an as-needed basis. Data is
encrypted between the root management server and the targeted computer
when credentials are being transferred and the credentials are securely stored
on the targeted computer.

P To assign login credentials for an ILOM SP:
1. Go to Administration and under Security click Run As Accounts.
2. Under Actions click Create Run As Account....
3. Click Next.
4

. Type a Display name and select Basic authentication as the Run
AsAccount then click Next.

5. Provide the login and password of the ILOM SP you want to monitor as
the Account name and Password then click Create.

6. Go to Administration and under Security click Run As Profiles.

7. In the Run As Profiles tab, click Account for accessing the SP of Sun
Server and under Actions click Properties.
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8. Select the tab Run As Accounts and then click New... to open the Add
Alternate Run As Account dialog.

9. Under Run As account, select the previously created Run As Account
created in step 5.

10.From the list of Matching Computers, select your management server.
11.Click Ok on both open dialogs to return to the Operations Console.

The log in details are now available in Operations Manager.

Management Server Tasks

Once you have the ILOM SP details available in Operations Manager you can
use the management servers tasks to control your Sun x64 servers.

P To access the management server tasks specific for Sun x64 servers:
1. In the Operations Console, open Monitoring -> Discovered Inventory.

2. Right-click in the discovered inventory window and select Change
target type... -> Management server.

3. In the list of target types, select the Management server where the Sun
Servers Integration 2.3 has been installed.

The list of Sun x64 server specific tasks is shown in the Actions pane
under Health Service Tasks.

Note - to use the following tasks, the SP of the server being managed must be
connected to the network and be accessible from the management server.

Sun servers task Function

Graceful server shutdown Shuts down the operating system
gracefully prior to powering off the
selected Sun server.

SEL list Lists the contents of the System
Event Log (SEL) of the selected Sun
server.

Server power cycle Immediately reboots the selected
Sun x64 server.

Server power off Forces a hard power off, only use
when necessary.

Server power on Immediately turns on the power
for the selected Sun x64 server.

Table 1:

Running any of the Sun server tasks is similar. Before proceeding, you should
ensure you have the SP’s log in details available in Operations Manager, for
more information see Assigning ILOM SP Log In Credentials.
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P To run a Sun specific management server task:

1. In the Operations Console, open Monitoring ->Discovered Inventory.
Under Actions is a group of tasks starting with Sun servers task:.

2. Click on the task name you want to use, the Run Task window opens.

a'_ Run Task - Sun servers task: Graceful server shutdown

@ Help

Run the task on these targets

Target | Fun Location |
vin-ak-zcoml. sg-prague-ad.czech. sun. com vim-ak-scom] . sg-prague-ad.czech. sun.com

Task Parameters

Mame | Yalue |
ServiceProcessol pdddress

Dverride |

Task credentials Task description

|1z the predefined Fun &g Account Shutz down the selected Sun server gracefully.

" Other

User name : I

Pazsword : I

Domain : |5G-PRAGUE-AD =l

Task confirmation

[~ Don't prompt when running this task in the future

Bun Cancel I

4

3. Under Task Parameters, select ServiceProcessorIpAddress and click
Override.

4. In the Override Task Parameters dialog, in the NewValue field type
the IP address of the ILOM SP of the Sun x64 server that you want to
run the task on.

5. Click Override, the ILOM IP is displayed under Value.

Note - the IP address of the ILOM SP can be obtained from the property SP IP
of the discovered Sun x64 server. See Servers State View for more information.

6. Click Run and follow the information in the task output.
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Events View

Sun Servers Integration 2.3 provides an Operations Manager Events view
with the Sun-specific information related to Sun x64 servers.

To open the Sun x64 hardware Events view choose the Monitoring section in
the Operations Console, open the Sun x64 servers folder and click Events.

4 Look Far: I Find Mow  Clear %

Level | Date and Time | Source | Mame | User Event Number Log Mame -
f

@ Errar 9/9/2002 8:55:5,,, Health Service 5., x4440-01.5g-pr... M/& 299 Operations Man..,

(;i'} Information 9/9/2009 8:54:0,., Health Service 5., x4440-01.59-pr... M/& Q99 Cperations Man..,,

._:3 Warning 9/9/2009 8:52:0... Health Service 5... x4440-01.s0-pr... M@ 399 Operations Man.. .

::r‘e SUCCess 9/3/2009 8:50:0... Health Service ... x4440-01.s0-pr... M/& 999 Operations Man..,

(;i;} Infarmation /972003 8:45:1... Health Service ... x4440-01.s9-pr... Mf& 299 Operations Man..,

(;i} Success 2002 3:46:1,.. Health Service 5., =4440-01.59-pr...  M/A 299 Operations Man..,

J}*. Warning Q2009 8:144:2,,, Health Service 5., x4440-01.50-pr... M/ Q99 Cperations Man..,, e

\J\-r‘: SuCCess 9/9/2009 8:42:2.., Health Service 5... x4440-01.s0-pr... M/& 99 Operations Man..,

J}‘. Warning 9/9/2009 8:40:2... Health Service ... x4440-01.50-pr... MfA 99 Operations Man.. .,

i succe 9917009 5:38: Health Service 5 4440-01 ,s0-pr,,, IS 299 Operations Man =

Date and Description: 1
Tirme: 8/9/2003 &:57:58 PM Sun. Servers,Maonitaring. InBand. Microsoft Oper ationsManager 2007, Library  LogWwriter, vbs © Voltage
Lo Marme: perations Manager sensor CPU 0 YDD Yaolkage (10 MB/POYY_VDDCORE): sensor reading has returned above the lower
d ' R d nion-recoverable threshold,
Source: Health Service Script
GENErating Read log to console
Rule:
Ewvent
Mumber: 94
Level: I wesrming
Logging n4440-01,5g-prague-
Computer: ad.czech,sun.com
User: A
Event Data: 9 view Evert Data

< Dataltem type =" System.XmiData " time =" 2009-09-09T11:57:58.0002149-07:00 " sourceHealthServiceld =" 9AFB26AE-FCE8-
DF99-FE1D-5533C9E4086D " >
= EventData =
< Diata » Sun.Servers.Monitoring.InBand.MicrosoftOperationsManager2007.Library.LogWriter.vbs <[ Data >
< Diata > Yoltage sensor CPU 0 ¥DD Yoltage (ID: MB/P0,/¥_¥DDCORE): sensor reading has returned above the lower
non-recoverable threshold. </ Data > —
<} EventData >
< Dataltem =

Every event on Sun x64 servers produced by the ipmievd service that is
captured by the Application log is processed by Sun Servers Integration 2.3
and shown in human-readable form in the Events list for the server.

Events with event number 999 indicate the Sun server component state by
reporting the change of health for various server components.

Events with event number 888 indicate problems with particular server model
discovery. Please see the corresponding event text for details about the error.
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Events with event number 777 indicate problems with the server health state
and failure of processing events. Please see the corresponding event text for
details about the error.

Active Alerts View

Sun Servers Integration 2.3 provides an the Active alerts view with Sun-
specific information related to the Sun x64 servers being monitored.

To open the Sun x64 hardware Alerts view, open the Monitoring section in
the Operations Console. Then open the Sun x64 servers folder and select
Active alerts.

The hardware alerts view can be seen in the image below.

Mame | Re... | Created

;';l | Source |-.?‘;J

= Severity: Warning (1)

%6250-02,sg-prague-ad. czech. sun.com MEY_+2Y5 Mew  10/15/2008 6:0;

_ﬂ, MB/Y_+2¥5 Alert Description
Source: L'i'l’_n #E250-02,5g-prague- SEnsor Mainbu:uard 2,5% Yolkage is in Crikical
ad.czech, sun,com or ‘Warning state,
. KbZ250-02.sg-prague-
Path:
ad.czech.sun.com
Alert -
Manikor: () MBJY_+2v5
Created: 10/15/2008 6:02:53 PM
Knowledge: P view additional knowledge. ..
Resolution: Mo resolutions were Found For this  Causes: Mo knowledge For causes was
alert, available For this alert,
summary: Mo summary was available For
this problen,

Related Links: Mo related links were Found
Far this problem.

Hide knowledge

When the monitor for a particular sensor switches to warning or critical state,
it generates an alert. The alert is cleared automatically when the state of the
monitor has changed back to normal. For detailed information about the
monitor state that caused the alert, consult the monitor knowledge base.

Health Explorer

To identify a component that is affected by raised hardware alerts, the Health
Explorer view can be opened.
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To open the Health Explorer for a particular server, open the Monitoring
section of the Operations Console, select the desired server in any of the views
and click Health Explorer in the right top actions panel.

The Health Explorer opens as shown in the image below.

ﬁ Health Explorer for ®x6250-02.5g-prague-ad.czech.sun.com

() Reset Health - Recalculate Health | 2] ff'Properti_es &) Help
%Ogerrides - |

Health moritors for #6250-02.5g-prague-ad.czech sun  Knowledge  State Change Events [2) |

= _:3 Ertity Health - »E250-02 20-prague-ad.cze | Time 3 | Fram | To | Operational
-/, Availabiity - #6260-02 sg-prague-ad.c: -, A o
- /1\ Components manitar - *6250-02. 3¢ o =
..... O Buttan maritar - x6250-02 sg- 1041572008 301 PM ) &) StateMarmal
[]---@ Critic:al interrupt manitor - x625
----- O Dirivee Slot / Bay monitor - x62F
[]---@ Entity presence monitar - k625
[]---@ Fan monitar - #6250-02.2g-pra i
. ) ; Details
----- O Fhyzical security monitor - x62
[]---@ Power supply moritor - =6250- Context: ﬂ
----- O Power unit monitor - #6260-02 ’ .
_____ O Processor security monitor - £ Date and Time: 10/15/2008 £:02:53 PM
[]---@ Syztem ACP| Power State mol Property Name Property ¥alue
; ) Sensorld MBS _+25
[]---@ Temperature monitar - <6250-( . .
} State Lavwer Critical going low
(= /1, Woltage moritor - *6250-02 5 . . .
= MEA 12V - xE250-02 Direction Assertion
_\f) 1V - Khe e Entity System Board
\:) MEAF_+1 2 CPUID - 4625( SensorType volkage
""" () MBAL+TZVCPUT - 46250 | sy Mainboard 2,59 Woltage
""" \;’) ME A _+1YZMIC - »6250-L Yoltage sensar Mainboard 2.5Y Yoltage (ID:
MB A +1%5 - B250-02.50 MessageText MBS _+2¥S): sensor reading has crossed the
(£) MBA_+1%8 - vE250-02.5, lower critical threshold,
I\ MBAY_+2Y5 - vEZ50-02.51 Severity Major
_____ @ MBN:+3\I3 ) 35250_02_8; The sensor Mainboard 2.5 Yaoltage of entity
ME A +3VISTRY - v KnowledgeBase System Board has detected a value crossing
""" \;’) MBN_+5\I B2ED-DH2 the lower critical threshold.
5y - 02,20 -

The Health Explorer displays information about the health of Sun x64 Server
components and critical Windows services. Each sensor has a unique monitor.
Sensors are grouped by sensor type under aggregate monitors, one per sensor
type. Health status details can be expanded to show a particular sensor that is
in warning or critical state.

To get detailed information about the sensor that is being monitored, see its
knowledge base, which also contains the information about the available
states for the monitored sensor together with their severities, as in the
following example.
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Q_ Health Explorer for #6220-01.5g-prague-ad.czech.sun.com

/)Reset Health ™<'Recalculate Health 2] [ Properties (@) Help

3 Overrides -

Health monitors for #6220-01.5g-prague-ad.czech. sun. com

=1-{x) Woltage moritor - ©5220-01 .sg-prague-ad.czech.sun.colﬂ
{7 mbov_+12 - wB220-00 2g-prague-ad czech. sun.cor
{7 mbov_+1v2 - wE220-01 2g-prague-ad.czech. sun.cor
{7 mbov_+1%5 - wE220-01 2g-prague-ad.czech. sun.cor
{7 mbv_+2v5 - wE220-01 2g-prague-ad.czech. sun.cor
L) mbv_+3v3 - wB220-01 2g-prague-ad.czech. sun.cor
L) mobv_+3Iv3aun - w6220-00 sg-prague-ad czech. sun
1) mb.v_+5v - x6220-01 sg-prague-ad.czech. sun.com
() mb.v_bat - #6220-01.sg-prague-ad.czech. sun.com
) MBAY_+12Y - x5220-01.sg-prague-ad.czech. sun. oo
() MBAY_+1W2 - ¥5220-01. sg-prague-ad.czech. sun. co
{+) MBAY_+1W5 - 6220-01. sg-prague-ad. czech. sun. ct
{+) MBMY_+25 - #6220-01 20-prague-ad. czech. sun. co
() MBAY_+3v3 - ¥6220-01. sg-prague-ad.czech. sun. oo
() MBAY_+3v3ALK - ¥6220-01.sg-prague-ad.czech. st
{«) MBAY_+5Y - x6220-01.sg-prague-ad.czech. sun.cor
{«) MBAY_BAT - x6220-01.5g-prague-ad.czech. sun.co
() pl.v_vdd - »6220-01.sg-prague-ad.czech.sun.com
{7 plO.w_wddia - 622001 2g-prague-ad.czech. sun.car
{0 pl.w_wit - wB220-01 2g-prague-ad czech. sun.cam (5
{0 POADD - #5220-07 2g-prague-ad. czech. sun.com [
() POADDID - 6220-0.2g-prague-ad.czech. sun. cor
o) POATT - wB220-01 2g-prague-ad.czech. sun.cam (5
() plov_wdd - v6220-07 sg-prague-ad.czech. sun.com
() plov_vddio - #B220-00 2g-prague-ad.czech. sun.cor
{0 plow_wit - wB220-00 s0-prague-ad.ezech. sun.carm (5
() PIADD - #B220-07 2g-prague-ad. czech. sun.com [
() PIADDID - 6220-M sg-prague-ad.czech. sun. cor
() PIATT - wB220-00 sg-prague-ad czech. sun.cam (5
=1-e) Services manitor - #6220-01 sg-prague-ad. czech. sun.com [!
) ipmigsed service monibor - W6220-01.sg-prague-ad czech
(_) Configuration - *6220-01_sg-prague-ad.czech. sun.com (Entity)
(_) MOM 2005 Camputer Role Health - s6220-01 sg-prague-ad. cze
(_) Performance - x6220-01. sg-prague-ad. czech. sun.com [Entity)
(_) Security - *6220-01_sg-prague-ad.czech.sun.com (Entity) =

I H

Read:y

[=] E3

Knowledge I State Change Events [D]I

Sensor; MB/V_+2V5

This sensor monitors the 2.5V main input that is active when the power is on, It is not
rmonitored when the host is powered off,

CALUSES

The following states and sewverities are possible for the sensor:

& State: Lower Mon-critical going low

o Direction: Assertion, severity: Information. Sensor reading has crossed the lower
non-critical threshald,

Direction: Deassertion, severity; Success, Sensor reading has returmed above the
loweer non-critical threshold.

[s]

State: Upper Mon-critical going high

o Direction: Assertion, severity: Information, Sensor reading has crossed the upper
non-critical threshald,
o Direction: Deassertion, severity: Success, Sensor reading has returmed below the

Lpper non-critical threshold,

State: Upper Non-recoverable going high

Direction: Assertion, severity: Error, Sensor reading has crossed the upper non-
recaverable threshold.

Direction: Deassertion, severity: Warning. Sensor reading has returned below the
upper non-recoverable threshold,

[s]

[s]

State: Upper Critical going high

[s]

Direction: Assertion, severity; Warning. Sensor reading has crossed the upper
critical threshold,

Direction: Deassertion, sevetity: Information. Sensor reading has returmned below
the upper critical threshold,

s}

State: Lower Moh-recoverable going low

[s]

Direction: Assertion, severity: Error, Sensor reading has crossed the lower non-
recaverable threshald.

Direction: Deassertion, severity: Warning, Sensor reading has returned above the
loweer non-recoverable threshold.

=]

When a sensor has a critical state, an alert is generated with the corresponding

severity.

Aside from hardware sensors, Windows services essential for monitoring of
Sun x64 servers health are monitored. In this version of the integration, the
ipmievd service is also monitored.

Task Status View

The Task Status view provides an overview of that tasks that have been run
on the Sun x64 servers.

To open the Sun x64 servers Task Status view, open the Monitoring section in

the Operations Console. Then open the All Sun x64 servers folder and select

Task Status View.
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CHAPTER O

Troubleshooting

This section provides tips and solutions for the most common problems you
may encounter when installing and using Sun Servers Integration 2.3. In
addition you can find the release notes for the current version.

Sun x64 Servers not Discovered

Check all of the necessary prerequisites mentioned in Requirements. Make
sure you have followed the instructions appropriate to your server at
Choosing a Configuration Procedure.

Possible reasons for your Sun x64 Server not being discovered by the
integration pack are:

The server is an unsupported Sun x64 server model and/or is using
an unsupported firmware version. To see details about the server
model and firmware versions supported by a particular pack, check
the list of supported servers and firmwares at:

http:/ /www.sun.com/system-management/tools.jsp

The Sun IPMI driver, version 2.1 or higher is not installed on the
Sun x64 server running Windows Server 2003 SP1 or SP2 that you
want to monitor. For information on installing the Sun IPMI driver,
see Installing the Sun IPMI Driver.

The Microsoft IPMI driver and provider is not installed on the the
Sun x64 server running Windows Server 2003 R2 that you want to
monitor. For information on installing the Microsoft IPMI driver
and provider, see Installing the Microsoft IPMI Driver and Provider.

The ipmievd Windows service is not installed on the the Sun x64
server running either Windows Server 2003 SP1, SP2, Windows
Server 2003 R2 or Windows Server 2008 that you want to monitor.
For information on installing the ipmievd Windows service, see
Installing the ipmievd Windows Service.
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Release Notes

This section contains late breaking information relating to the Sun Servers
Integration 2.3. Please also check the following web page for any updated
information:

http:/ /www.sun.com/system-management/tools.jsp

m  If the service processor is restarted, all SEL messages are reread by
Operations Manager. This can cause out of date messages, such as
alerts and warnings, to reappear in Operations Manager. This can
also cause the health of the server to be incorrectly reported.

m  If the IPMI driver is not working on a Sun Fire X2250 Server make
sure you have the latest BIOS installed. The ILOM firmware
upgrade for Sun Fire X2250 Server does not automatically upgrade
the BIOS. To solve this manually, upgrade the BIOS to at least
version S86_3A16.

m  With monitored nodes using ipmievd 1.8.10.2, if you encounter a
problem with events appearing in the Event view, you can use the
following command to check the SEL of the monitored node:

i pmitool -U <root> -P <changeme> — H <server> sel
i nfo

where <r oot > is the user name, <changemne> is the password
and <ser ver > is the server. If the returned SEL Information
reports Overflow:true, then use the following command to clear the
SEL:

ipmitool -Uroot -P changene — H <server> sel
cl ear

The Event view should start to display events correctly.

m  When using a Sun X6450 server with ILOM version 2.0.3.10 build
number 41273, Windows Server 2003 and the Sun IPMI driver
version 2.1 you may encounter the following message:

This device is not working properly because
W ndows cannot |load the drivers required for this
devi ce.

This is a known issue related to this specific combination of
software and hardware and related to CR6899339. A work around
for this issue is to upgrade the ILOM firmware to ILOM 3.

m  When using a Sun Blade X6220 server module with ILOM version
2.0.3.10 build number 36968, Windows Server 2008 you may
encounter issues with the Microsoft IPMI driver in device manager.
A work around for this issue is to upgrade the ILOM firmware to
ILOM 3.
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