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Declaration of Conformity

EMC
Compliance Model Number: ~ DEIMOS

Product Family Name: Sun Crypto Accelerator 1000 (X6762A)
European Union
This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

EN55022:1998 / CISPR22:1997 Class A
EN55024:1998 Required Limits (as applicable):

EN61000-4-2 4 kV (Direct), 8 kV (Air)
EN61000-4-3 3V/m
EN61000-4-4 1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines
EN61000-4-5 1 kV AC Line-Line and Outdoor Signal Lines
2 kV AC Line-Gnd, 0.5 kV DC Power Lines
EN61000-4-6 3V
EN61000-4-8 1A/m
EN61000-4-11 Pass
EN61000-3-2:1995 + A1, A2, Al14 Pass
EN61000-3-3:1995 Pass

Safety
This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:1999, 3rd Edition

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/ /S/

Dennis P. Symanski DATE Peter Arkless

Manager, Compliance Engineering
Sun Microsystems, Inc.

901 San Antonio Road, MPK15-102
Palo Alto, CA 94303-4900 U.S.A.
Tel: 650-786-3255

Fax: 650-786-3723

Quality Manager

Sun Microsystems Scotland, Limited
Springfield, Linlithgow

West Lothian, EH49 7LR

Scotland, United Kingdom

Tel: 0506-670000  Fax: 0506-760011

DATE
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Regulatory Compliance Statements

Your Sun product is marked to indicate its compliance class:

* Federal Communications Commission (FCC) — USA

* Industry Canada Equipment Standard for Digital Equipment (ICES-003) — Canada
* Voluntary Control Council for Interference (VCCI) — Japan

* Bureau of Standards Metrology and Inspection (BSMI) — Taiwan

Please read the appropriate section that corresponds to the marking on your Sun product before attempting to install the
product.

FCC Class A Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is
not installed and used in accordance with the instruction manual, it may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which case the user will be required
to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply with
FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

* Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to

maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.



ICES-003 Class A Notice - Avis NMB-003, Classe A

This Class A digital apparatus complies with Canadian ICES-003.

ICES-003 Class B Notice - Avis NMB-003, Classe B

This Class B digital apparatus complies with Canadian ICES-003.
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BSMI Class A Notice

The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.
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110383-01 libnvpair
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33 o
2. FRHARMAT PCI M (RIF2 64 iyt » 66 MHz i) o
3. iR RASN TR L » g - E SR Em L -

4. (R RUREREE - > RPIRERTE PCI 224D ©
IRARRROR B DUSAEAD B 5 TR (e -

5. &1k Sun Crypto Accelerator 1000 #7 i -RiY#255 » FFERRMBRMEZHIR » BEREA
PCI RN » $35 3 LB SCE T IR o

6. NGB - B L BESR > WP REBR o
7. 1€ ok BRI show-devs HEE AR MM R ERERE :

ok show-devs

/pci@lf,2000/pcil08e, 5455@1
/pci@lf,4000/pcil08e, 5455@5

/pci@lf,2000/pcilo8e, 5455@n ja—(THUN HEI-FEZEE > HEHAM PR -
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Z28#E Sun Crypto Accelerator 1000 HH#E

Sun Crypto Accelerator 1000 ¥R Z1E Sun Crypto Accelerator 1000 CD H o KB
T 2E SunSolve #guli L MELRE - 552528 5 HRY T LFRAIETERES ) DUEE
ZIIEGA -

ZHYHR

v ISR
1. 8 Sun Crypto Accelerator 1000 CD J A Bl 243 CD-ROM SeiEirh o

n IHRHIEAEEST Sun Enterprise Volume Manager™ > HI'E & H B CD-ROM #
A% /cdrom/cdrom0 HEgkH o
m IR RAIEHE BT Volume Manager » 55 F5I#E/ 4 A CD-ROM :

# mkdir /cdrom
# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom

# 25 LB Sun Crypto Accelerator 1000 T EIF 9



IR EAE /cdrom/cdromo HERHEE] N YIREZEH #% -

BRI ER AE

Copyright P ERERE 5

FR_Copyright — EACZ/FREREE

Docs Sun Crypto Accelerator 1000 {5 i #8574

Packages f# Sun Crypto Accelerator 1000 HSE(: -
SUNWcrypr SRSz Lot

SUNWcrypu = N R e Ea v
SUNWcrysu Apache SSL 73% (G#H)

SUNWcrypm AR BRI E

SUNWdcar DCA #RiENEEs (Root)

SUNWdcamn DCA #5253

SUNWdcav DCA #3375 SunVTS HIE CG#A)

SUNWcrysl Apache SSL #8/g T H B2 =k

AIERSEET T Apache s fgulififias - EIAFEZEE SUNWerysu E(f:

ARG B E AT EASE] Apache UL FEIMRARAYIEM (CRIR) A » FE2esds
SUNWcrysl & -

UGG THBTT SunVTS™ HIE - F%4EE sSUNWdcav B - FNFE/LZLEE SunVTS
4.4~ 45 5( 4.6 » RIBEFHZLEE SUNWAcav B -

2. A TFHHRS DR BRI ST

# cd /cdrom/cdrom0/Packages
# pkgadd -4 .

3. SERERRIKI CIER R B8k > WEAT pkginfo fii% o

# pkginfo SUNWcrypr SUNWcrypu SUNWcrysl SUNWcrysu SUNWcrypm SUNWdcar SUNWdcamn
SUNWdcav

system SUNWcrypr Cryptography Kernel Components

system SUNWcrypu Cryptographic Administration Utility and Libraries

system SUNWcrysl SSL Development Tools and Libraries

system SUNWcrysu SSL Support for Apache

system SUNWcrypm Cryptographic Administration Manual Pages

system SUNWdcar DCA Crypto Accelerator (Root)
system SUNWdcamn DCA Crypto Accelerator Manual Page
system SUNWdcav SunVTS Test of DCA Crypto Accelerator
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4. GRNDER) B O L REHR > SEAT prtcont Hi% o

# prtconf
pcil08e, 5455, instance #0
pcilo8e, 5455, instance #1

5. GEMZER) BAT modinfo ML REUREIMAMEIA

# modinfo | grep Crypto
130 1033e946 6dfo 79
131 1030240c 2d93 -
132 10313acs8 131le -
135 103178be 8684 82

cryptio (Cryptographic IOCTL v1.58)
kcl (Cryptographic Library v1.64)
kcpi (Crypto Provider Interface v1.27)
dca (PCI Crypto Accelerator v1.156)

R

AR > kel K cryptio HATEEEF A Sun Crypto Accelerator 1000 K0T THRABIESE
% FErE ASERR -

H Sk Bl AR =

# 2-1 BURH Sun Crypto Accelerator 1000 # s THES 2 4ERF AT V7 HY H § -

%241 Sun Crypto Accelerator 1000 H %

8% RE
/etc/opt/SUNWconn/crypto/realms PRI L T HE R
/opt/SUNWconn/crypto/bin JiE PR T
/opt/SUNWconn/crypto/1lib JE R =

/opt/SUNWconn/crypto/sbin

BT TR

2-1 BEUTIE SR e A H s EAE -

B2E

L HEEAFZEE Sun Crypto Accelerator 1000 /M EF

1



/etc /opt
/opt
/SUNWconn
/SUNWconn
/crypto /crypto
/rialms
RIS R
/?in /include /}ib /man /sbin /ssl
| | |
FERREX BESE FERREN FHEH BE1ERE Apache
HMiTH fEE T HHRE IR

244 Sun Crypto Accelerator 1000 [ $#8afEZ
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JRLL 2 T IRRFT o SE0R] DANBR —{1& H B IEAERE A sh Ay sk - SIRHss - SRR
MGG ey B (B0 B EL ARy -

B - {525k Sun Crypto Accelerator 1000 8.2 /i > TR RBHPARTA [ H Sun
Crypto Accelerator 1000 7 -RHUMEGLFEIRAS © AR AE M - s Lok ik
i A TR A -

Ll

. DUBBAE I H I B £ secadm ZVHRES ¢

# /opt/SUNWconn/crypto/bin/secadm
secadm>

. i secadm 2 HIFEAKMER WS 19 3 o

secadm> delete realm=realm-name
Delete realm realm-name? [Y/N]: Y
System Administrator Login Required
Login: root

Password:

Realm realm-name deleted successfully.

SEERBRATHIL G NEE SIS sk -
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v PRIk

® IR NLLERS BRI & BRI EAE - G DUBIRE I (superuser) B A » WAL

pkgrm $§ SR ER o
LB LTRRERIHNERR R - IR EIRFFRERATRES [HLE  H MR EIERE O
FEAH

WFRECLEFTAIENT  EEZRIE TR B R E B

# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr
SUNWdcamn SUNWcrypm

AR - LSRR T Sun Crypto Accelerator 1000 #J SunVTS I (SUNWdcav)
% o AR SunVTS CASEETT 1 EHBETRRELH SunVTS ZGRAME BT Al FHAYHIE -
FHS% SunVTS SRR AVE T L& »
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G

g

R iPlanet 48t IR 2 08
FMEE

AR B IE iPlanet 83573 11 Sun Crypto Accelerator 1000 7
i -

A T YIS

. 15 EH TS

= 518 EIHY D) iPlanet SN (ARG |

n 16 IR TR TIAE,

HHG

EREE) iPlanet fEuL(AIARES (IWS) BUSEFEA - SRS B 1200 A S8 25005 - 5 31 $20i
—(EBRIERBH o B E A AR MR - AIRBAER— A e - 2
#3110

%31 iPlanet #HuL{EIIRESFT RIS
EisEmE )i

iws EHE kG JEE) iPlanet & EREIIR A FTTRAYE o EHFHIEZIE iPlanet ZCZEIRF T
FRIRHY -

ED Gl e iR A TELZEA AT ~ BORGERE - DURGRRE LS8Ry - B A AR

Al BERHFTFRHY A © 7F iPlanet #EUG{RIARESHE - S5 (A5 RIREE I 258
ARG S B » BLARLRH P BT -

RAE {EBT secadm FFE/FZEIRATTRAYERS - 1572 UNIX LR -

user@realm-nante TEZ 2T TR > RSB Sun Crypto Accelator 1000 F54HFTFEZEY

G - SR EETEAERT secadm RERHISHTIE B A &R IS IRIY S -
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o B R 7 ek
FEIEFY iPlanet fEuhEIR S FREENE R L M FET - ELFESCE E A T fEI, o A1

RARSEHGEES B - LT EDROE —(HE U —ERE % - G2t A LIS
L RHSAHRRARE A -

v AT B T pE ek

1. SRR 52 R i R 25 85 > 551% Sun Crypto Accelerator 1000 1. H H 8% & 1 £t 14
SRS > il -

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH

2. FHl secadm 2SR :

$ secadm

3. i secadm 2 F#E AW g e

secadm> create realm=realm-name
System Administrator Login Required
Login: root

Password:

Realm realm-name created successfully.
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4. fEAIPR A o

I8 LU A TR{ERE[T HAE Sun Crypto Accelerator 1000 fgfskr » H AR ELSRT T Hg0G
fRIARZFEE 7Y UNIX {5 & A —2 o EFmE 2R » shaci TR Jei e Hal
BUTHIEE » MLURME B S EA

FESEHTERE B AT - ST SCR e I 2L o FH B AR

secadm> set realm=realm-name
secadm{realm-name}> su

System Administrator Login Required
Login: root

Password:

secadm{ roote@realm-name} #

a. WEREE T BUAE I > R DUE "nobody s fei el 5 3 44 R 2 G 8¢
WK o GR2%H 55 HIY TR, DIFBESHE < )

secadm{rooterealm-name}# create user=nobody
Initial password:

Confirm password:

User nobody created successfully.

TEHEuL AR PR B B 2B > AR F IS RE © 3852 user@realm-name 4% o

AR - BT AR o A EEE o B T FIER o AR
FT DA RS -

5. fitBY secadm e

secadm> exit

£ 3 & REDH iPlanet fAULAMRRATERMNEF 17




8] iPlanet {95 a] ik es it

S5 TSR LU iPlanet HESEIAS » T EIAISEH SRRIVRY -
1. %% iPlanet A5 (A
BB EEDRI -
gk

SeE
[

o

oy
ol
FIR

HE
=
—~=

245 iPlanet ST NRIRALE -

o

Al
kIR

[

E=(1t

S
oty

U

l

AR - EEREFUFR TYHERIET SR o 5 EEECR IERERHRE

éﬁ‘ﬁ
K
Fl}

>

n ARG iPlanet MERGEIRSS 4.1 > SE2FEE 42 -
n ARG iPlanet MERLEARAS 6.0 > FE2EE 5 2 -
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AL EGTE iPlanet AguL{a]ikzs 4.1

AEEIH AR 2088 K 3% 5 iPlanet #EUH{AIRES 4.1 AHAE
AREALE T N RAEE

m 519 EHAY T 48 iPlanet #EULFEIIRES 4.1

m 26 EH T#%5E iPlanet #8uL{EIIRSE 4.1 AHRE |

Z5< iPlanet UL frlfilds 4.1

RHEAEE D Z AN 22486 Ko 38 iPlanet 4.1 fEUG{AIIRARAIRE o SBLERE P LM IE R
NEFF5ERk © 227 iPlanet AU AR A SCOFEE LIS iPlanet #Eul AR ASAIFHRR

HiH -

v Z23E iPlanet fgub{alfikes 4.1

1. &% iPlanet fAGfAMRES 4.1 REY
0] DIAE A0 hE i S e e IR A s

http://www.iplanet.com

2. RN ES ©

SIAEE—EHE] » B DIE B b FEIR g s B A ERIRHRE - (ARSI THR R4
FiE : /usr/netscape/server4

f£ iPlanet MU (AR as Z SR 7 THR K - AEZINS L FHANE - AIREERE
LEAENFRIALE - G5 B REELE TR T -

19



3. BUTRERENX -

4. PIFEELRRLHE PR o
bR VAR EE R BRI DI 2 THR (. - BERASE I E

a. @A ves DARIEERSZBIREREK ©
b. A S hostname.domain o

c. HAWR WS ¥ B IR 3 %15 o
d. HBIHE AR T Return o

v (L ERE
1. RUBTEAAE o
= SR iPlanet 4.1 HEIEINEE - FUER FIIHES (MIFFAIZIRRY R « HfT

startconsole) :

# /usr/netscape/server4/https-admserv/start
iPlanet-WebServer-Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

(o] FERREL PR R I R FEG el DU PR (] el
2. DR RIS AR 9k A T 530 BARE) iPlanet 5 BEAINRES

http://hostname.domain : admin_port

ek U e SR AR IR S S - I A SR T S A RE Y iWS
B R Ml (o P 8 A 7 R G -

FEE - WIRELEZEEE iPlanet #EUL{E AR gR AR o6 F TEERAE > S50 A IRSE Tid A
admin > 8% iWS E YA ARARIVE HE A

3. #—F TOK, o
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4. Lo A8 0 A 25 9 SEURT 45 A2 BORHR ©

FEAET AR E— i DA A8 SE I AR as BIE S 2 = TRE - FAERT ARG i PIE -
HEEERE -

AR - NRERREEAEE R RS BT SSL - RCE(S BRI 7 2RI -
2% iPlanet AHRR S DU BE ZHUE A -

a. EEMEMR EE—TF TServers (fallli#s) 1 #24% o
b. IR IEH —F "Manage (§E8) 4 #idl o

c. B FAREEMIN "Security (%) 1 » WiEHE TCreate Database (H i ¥H
J) 1 A o

d. fEWIfIEEGE 75 b A 1 (R8s Ik eSS AR RORHED) 3645 —F TOK. o

HHERCE D)W © & iPlanet ML IR AL L SN TR » SE ARSI AV
B HRASIEA -

5. BT PHINIRSWE LB Sun Crypto Accelerator 1000 #T1ii-R :

# /opt/SUNWconn/crypto/bin/sslconfig

EEfE DI PR R (ERL ke - B9 iPlanet #8UL (AR EC Apache 8k
{AIIR#RZ4%E Sun Crypto Accelerator 1000 #RAHIEHH © #5-H5E T 2R & SEHTHH B LUE
B Sun Crypto Accelerator 1000 NEF -

6. Bl SSL » sHli A 1 i€ iPlanet H4ub R A 4HRE » dfi¥%—F Enter o

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 1

E4E REHENT iPlanet fHuLEMREE 4.1 4A8E 21
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7. W HBISORIG > Wi A MRS root H SRS TEIEE — B Enter o

Please enter the full path of the web server
root directory [/usr/netscape/server4]: /usr/netscape/server4

8. MIREEHRT > S HBIORIGR A v W% —F Enter o

This script will update your iPlanet Web Server installation
in /usr/netscape/server4 to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? y

Using database directory /usr/netscape/serverd/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/netscape/server4 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. A 0 BH o

v A (AR
1. WA B DTS B M

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start

2. PORFINGESEGE » wit— PAHTENR "Security (%%) 1 Bk o
BURHTE (ST ER A BLET -
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3. RN EUA QY SR R

= Metscape: wWeb Server, Enterprise Edition B

File Edit Wiew Go Communicator Help
o< w a & 2 il =3 & @
Back Forward Reload Home Search Metscape Print Security Stop

j “$ Bookmarks &  CoTo /

iPlanet
Web Server 4.1

[miamntas), [forogamel, [ ity Styles |/ Contenttqmt | Web Publishing .

Feuest a Certificate Request a Server Certificate

]

\r\staﬂ Certificate (® Mew cerificate
w . Certificate renewal
Man e Certificates You can also see a list of available certificate authorities.

M\ rate Certificate

Submit to Certificate Authority via:

i@ A Email Address: |I

. CAURL :|;

Select the module to use with this certificate.

Cryy ic Module: y g ing

Key Pair File Password: |:

iBefore requesting a certificate, you should read the overview of the certificate process, and then go through the detailed steps
ion creating a correct distinguished name which you should enter below. You will also generate the proper authorization letter
H that you will use to obtain your certificate from a certification authority.

Requestor name: |j

Telephone number: ‘

Common name: |

Email address: ‘

IF o0 | Hon D 2P ) 2|

4. FERTFU I BRIl AR R > Dl 3G SOR

P TNew Certificate (i)
= JEL

ﬁD%uTuﬁﬁﬁﬁﬁ‘ﬁ,uH’lu ai"‘EZI@Jﬁ%ﬂE% EJIIE BT MERS RE B RS > S
## CA URL 3#1H - AHIGEEE CA Email Address @ i 38— (E K FH ERKCEEE
ZkEI’JﬁMfH_Liﬂ:

. ERREMEAI T Cryptographic Module (#misfial) 4 o
tﬂvﬁﬁ%ﬁﬁzﬁ—l(h_ﬁljﬁb%‘:ﬁﬁﬁi@ﬁE e EE 1 IERERY TR - S0 H] Sun
Crypto Accelerator 1000 > UL FEAE user@realm-name FA% s 2L A -

1t TKey Pair File Password CEHEHREFEN) o Baka 80 » 2olbief 8
¥ user@realm-name 5 %M o

!'“

mll\
{ul

ln

n

¥ 45 RUEHFNT iPlanet #HULFIRES 4.1 #1823



d. eI HIERER B

» Requestor Name (ZORFEHMTE) @ ZOREGHAEEN

» Telephone Number (EEFHHFH) @ ZORESHAKEN

» Common Name CHlfHTH) © (E2 BN BIEE 2501 AR L Hg
hostname.domain

» Email Address (FEFE{FHbl) @ EORFHEEN

» Organization (fH#%) ‘55’;"EPTJ@§%E%7JDL1§E@H’J§M§

» Organizational Unit (FHFEIC) © GEM) fE&EE TR ADINUETIRY
BfiEs

» Locality (FrfEits) @ (ER]) EMEREHIICVEIIRYSTT ~ ARECEIZ -

» State (JI) : (gﬁ)ﬁﬁﬁ¢hﬂﬂﬁmm%

» Country (HI%) ' REREZFWEFRE 1SO 15 > fEEEHE NLIE » MHEHEAT

e. WAFERE » #—TF TOK. #EEARMIHESE

5. SR 12 R Rt 1 G o
n JURGSEES MRS ERE CA URL » HIERE RS (EE M H B3 -
m JIRSEERE T CA Email Address (CA B7EF) | G 2RI EHIEFEPHYE
A EORHFIR IR S0 - MR R A ERE RS -

6. FERRRAER o e B — D A R B DG o
At SRS AN AP ERE 20K > s i DU IR

v LAl An R

1. SRR AE AN K 0 2 QDAY 2 S G A T o
— HEDRUGERE AT 2 HEE - BLFRRELIEAE iPlanet bk L -
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2. @R TSecuritys BREE o PRIRAEAC QU RS PR L RRRDR I o

= Netscape: Web Server, Enterprise Edition |-
File Edit Wiew Go Communicator Help

| € =« A4 £ S S | & & &

B Back Forward  Reload Home Search MNetscape Print Security Stop

] u#” Bookmarks £  GoTo: /|

Web Server a1 integrate I~ Server Manager

/ Preferences | Programs | ity /'Stules  / Content Mymt Web Publishing

Create Database
Recuest a Certificate Install a Server Certificate

Install Certificate
Certificate For:
w8 e soer
Manace Certificates - . Server Cerlificale Chain

.. Trusted Certificate Authority (CA)

<]

Micrate Certificate

Select the module to use with this certificate.

Cryptographic Module: nohody @engineering —

Key Pair File Password: |

Enter Certificate Hame OHLY if certificate is not for "This Server’.

Certificate Name: |

(® Message is in this file:

.. Message text (with headers):

1% a2 @ 2|

Bl
3. BRI B -

m Certificate For @ Afafk#

m Cryptographic Module * 558 1 user@realm-name 7

m Key Pair File Password * AT AL S user@realm-name WIS -

m Certificate Name : {/ERZEIIEN T » AT URARIRT B - AR ESEE R A —d 4

T8 > HAE SSL SCHR NRRITIR - R e B M (vl R o FH AR A R R ey 478
4. GRERGIE S GERR) R RRY T R s L o

5. H—TFEAE TR TOKy #Hedlt » R 08 s B AU b il Sy s 2l
FMessage GGHE) 1 FiBRA ©

RGBT — R NSRRI R AR -

EA4E REHEETE iPlanet fHUGAARE 4.1 #AE 25



6. MR BB IENE » @8 — T TAdd Server Certificate (Bl Z¥dRag) 4 #%
B o

o RS S SR ERTE B AR - G NSRBI I%%ﬂlﬁﬂﬁ&%ﬁﬁ%ﬁé%é\%&?ﬁ
P - %ﬂlﬁﬂﬁ&%%%‘é@iﬁﬁ SSL - S Er HEm A ELE R ERHRE © (T 5 R AR S s
IR AR E AR

2 7E iPlanet fEub{Alfikzs 4.1 #AHRE

SAERE SR s R AR A SR D L 5e i - LT Rduh iR as iy SSL o Rk -

v 0 iPlanet fub{RlR#s 4.1 #HHE

1. RREEEMIM D » BB EHATI A FIRES &R 0 W —F "Manage (FH) .
it o
TE#@ TE(E » BIE S EEERY " Preference ({RIFERTE) | fH8% F - AIR%H

# Tw(TT%ﬁ

2. B— P EEERENY Preference (fWlFaiE) 1 Bk o BERREAE AN
FEncryption (JI%) On/Offs &% o M ZELs TOny o
S A B S EH R B TR T S TS, SSL S EHIRRAE 443 o Q05T 35 G i pE S UR
R -

3. #—F TOK. ¥l -

4. ¥—F TSave (fifif#) 1 VDI EM L o
HEnLE R H TR € B L 2 T -

5. A TG A it

/usr/netscape/server4/https-hostname/config/magnus.conf 1§ :

CERTDefaultNickname user@realm-name:Server-Cert

Hrt hostname R EMEuG R AR F4TE o

RIS TERSAE "“7“*% 2 BB R 3 A ARG S T 45 Server-Cert o QIR
WA ANENATE 55 EE AR server-Cert o

6. wn RS B RIS > R — DA EA LA TApply (M) o #%dlh -
i B FE e B e ik as b B AT RS E -
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. w4 —F TLoad Configuration Files (iRAZEBRIZ) 1 #AKEHRH1E
magnus . conf KT EITEET o

E AR RARARE - WR4%—T " Apply Change (EM#E) | 8l RFEEFEURBI
AR BRI ARG < SEERE N T HERA/D - HEA AT REG (LR EE A I A
IR B IYSE (8 TR A W (I PR R 5 s

m }%— "Load Configuration Files (#k AfHEMHZ) | it -

n EEERG ARG 0 AR —T T Apply Change (EM#EE ) | $éft -

. ?ﬂﬁﬁﬁf?ﬁi}gﬂﬁﬁﬁﬂ s R EM AN TOn/Off ) A, o M A MRS B — T
OK4 HE ©

BN AR E R B A —E s E T - NIRRT FhtetiEss AR E T

BRHEEE

1E user@realm-name fEFHIE T » 55 AE BALE realm-name {fif] secadm £E37 user I

BB -

. oA DR PR AL B I AL > DAY SSL Auh Al IREs

https://hostname.domain:server_port/
S ETHRRIY server_port 5 443 o

EAE RHEMIT iPlanet MuLFEARSE 4.1 fH8E 27
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g

ZAHEEEG T iPlanet Aguh Al 2% 6.0 #HRE

ARFEHHIAAEE) Sun Crypto Accelerator 1000 71MAIF DAE B A iPlanet 6.0 #giki{A]
s o

Zfi BE T N IIREE

" 29 HiY "% iPlanet #8uEFEIIRES 6.0

36 HHY "EE iPlanet #Eufifalias 6.0 MHERE

Z 3 Planet f4uh Al ik gs 6 0

Tﬁﬂxﬂﬂl%@ﬁ%ﬁﬂﬁﬁ FE iPlanet MG FEIRAAHRE o S5 A8 P ARG RIET
S o E522% iPlanet %’*ﬂlﬁﬁﬁlﬁ RS LARASA 1Planet LR I A AR R S A,

Z%E iPlanet f4uh{E Ik 4s 6.0

. ¥ iPlanet Z8u5 RS 6.0 X o

W] LAE T F IR REHE R R R as iR

http://www.iplanet.com

- RRAG RS o

AL S —EE] - At n] DI Bk A R gs st € A FIIAHRE © FRIIRSSTEEE R
A5 © /usr/iplanet/servers

{£ iPlanet %ﬂl&iﬂﬁ&““*”ﬁ MR PR TR AR - ANE 2 IGE L THA IR - WIRIEIRE
LEAENFRINIE - G B REELE TR T -
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3. BUTRERENX -

4. PIFEELRRLHE PR o
bR VAR EE R BRI DI 2 THR (. - BERASE I E

a. @A ves DARIEERSZBIREREK ©
b. A S hostname.domain o

c. HAWR WS ¥ B IR 3 %15 o
d. HBIHE AR T Return o

v (L ERE
1. RUBTEAAE o
SN iPlanet ASLAIRE  SHOLAH FIUGHS (AULBT startconsole A

setup Z0R) ¢

# /usr/iplanet/servers/https-admserv/start
iPlanet-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58

warning: daemon is running as super-user

[LS 1s1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

[l FERHUE S BRI AR e A DU B Al s
2. GRS 88 dE B A B HUSC DURE) iPlanet $PR{IRAS

http://hostname.domain : admin_port

e Pk U e & EOR R ABE R IR R TS - I A SR T S A RRE Y iWS
B e i B8 P 5 47 o 2

FEE - WRAEAEZES iPlanet #EuL{E AR Es 0 EAE ool FH TERSAE > S50 {a A MR 5% i A
admin > 8% iWS EHE{A AR A HE 45 -

3. #%—F TOKjy °
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4. Lo A8 0 A 25 9 SEURT 45 A2 BORHR ©

FEAET AR E— i DA A8 SE I AR as BIE S 2 = TRE - FAERT ARG i PIE -
HEEERE -

AR - NRERREEAEE R RS BT SSL - RCE(S BRI 7 2RI -
2% iPlanet AHRR S DU BE ZHUE A -

a. EEMEMR EE—TF TServers (fallli#s) 1 #24% o
b. IR IEH —F "Manage (§E8) 4 #idl o

c. B FAREEMIN "Security (%) 1 » WiEHE TCreate Database (H i ¥H
J) 1 A o

d. fEWIfIEEGE 75 b A 1 (R8s Ik eSS AR RORHED) 3645 —F TOK. o

HHERCE D)W © & iPlanet ML IR AL L SN TR » SE ARSI AV
B HRASIEA -

. BT R HNIR S HELARLE) Sun Crypto Accelerator 1000 7 ifii | :

# /opt/SUNWconn/crypto/bin/sslconfig

EETE DT ECEE —(E GRS - TR iPlanet #Yu5FRIIREREE Apache Mu5{FIAR
#8244 Sun Crypto Accelerator 1000 #RASHAH « F5-H5EF T oK BT AHRERE LUSH)
Sun Crypto Accelerator 1000 /1A °

6. Wil SSL > sHl A 1 K€ iPlanet H4uh RN A 4HRE » dfi¥%— F Enter o

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 1

E5E REMET iPlanet uLFARS 6.0 fHRE 31
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7. W HBISORIG > Wi A MRS root H SRS TEIEE — B Enter o

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers

8. MIREEHRT > S HBIORIGR A v W% —F Enter o

This script will update your iPlanet Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/iplanet/servers has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. A 0 BH o

v A (AR
1. WA B DTS B M

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start

2. PORFINGESEGE » wit— PAHTENR "Security (%%) 1 Bk o
BURHTE (ST ER A BLET -
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3. R A Y SR AR o

= Netscape: web Server, Enterprise Edition |- ]

File Edit Wiew GCo Communicator Help
< e a & =2 om <+ & E
Back Forward Reload Home Search Metscape Print  Security Stop

j‘t' Bookmarks & Co To: | 7l

iFla
W

."‘I‘- B

@ o | s ae @]

anet
b Server 6.0 I~ Server Manager

[T Y Seaurity W i al Server Class | Java [ Leqacy Serviets /| Search

Request a Server Certificate

® New certificate.

L]

Create Database

Fiequest a Certificate

Install Certificate

Chance Pagsword

Manage Certificate: 1 e
. Certificate reneswal.

Fiequest ‘eriSign
Certificate

You can also see a list of available certificate authorities.

Install WeriSign
Certificate

Submit to Certificate authority via:
e CALICALYS (8 CA Email Address: ‘I
Camenmme | ca R

Select the module to use with this certificate.

cryptographic Module: nobody @ engineering ~

Key Pair File Password: ‘

Before requesting a certificate, you should read the overview of the
certificate process, and then go through the detailed steps on creating a
correct distinguished name which you should enter below. You will also

nanarata tha neanar antharizatinn lattar that von will nea ta ahtain vaoe

4. (ERIT S BRI E 2 R o DL R SR

a.

B TNew Certificate (F#%) 4

QIR TT DU B2 3 A FA e R B IS R I B I ME B i A G50
2 CA URL #I1H - BHIFHERE T CA Email Address (CA BFES (ML) | - A6
12— 7 BRI TR AT L -

)

. EREAIN T Cryptographic Module (#wi§fiaH) 5 o

THERUSHAEA TR AThREFR TP RN - MR 1 IR - 2] Sun
Crypto Accelerator 1000 > ZUATELE user@realm-name FFSHLEEE—{EBAH -

f£ TKey Pair File Password CEHURBRSOHE) o Bak v » 2ol S8
¥ user@realm-name 3 5€ % o

¥ 55 RUEHNT iPlanet #HuLAMRES 6.0 A8 33
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d. eI HIERER B

e.

Requestor Name * ZRFHEAEE A

Telephone Number : ZLRFEHAE A

Common Name : FEZ 8 E 08I 25 AL ANIREERER hostname.domain
Email Address @ B REHIEZER

Organization * fE#RRE AR A& A 8 fiE

Organizational Unit © GER ) 7EIEREHAERAHMR BT AN B 85l
Locality : GEF) fEEREHINLVEIRYSRT ~ HEsEI5

State : GER]) EAMIEASEEIIMNH

Country : FHRIETRHREBIZ A 1SO #5 » (EMEGE H g H 2 AN

—HBWAER » #H—F TOKy HERMELFEZL o

o AIRESEAFAERIRE CA URL » MR (5 E T -
« AL T CA Email Address (CA BFEHFMISE) | A6 HREIEHIFHI
R R R IR TR -

. RIS o W B — DR RN B DG o
it

BIEEAARPNEEEOK - H@ i DI R -
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L v Al am

WA ELT A I 2 B o

— USRS T [0+ A5 CF457E iPlanet RIS | -
WIREE TSecurity U » WRBAEA DN BN IR IS SRR o

= Netscape: web Server, Enterprise Edition |- ]
File Edit Wiew Go Communicator Help

< ¥ 3 @ 2 @ S & 3

|| Back Forward Reload Home Search MNetscape Print  Security Stop
| ¥ sookmars & cotor)

iPlanet

Web Server 6.0 o I~ Server Manager

T Y seounity B | @l Server Class =/ Java . / Legacy Sewviels | | Search

Install a Server Certificate

=

Create Database

ieciuest a Certificate

Install Certificate

Certificate For:

Change Password (¥ This Server

. Server Certificate Chain

. Trusted Certificate Authority {CA)

1

Manane Certificate:

Fiequest ‘eriSign
Certificate

Select the module to use with this certificate.
Install VeriSian
Certificate

toy hic Module: nobody @engineering i
Install CRL/CKL'S Croptograp HEd g

Manane CRLICKLYS

Key Pair File Password: ‘

Micrate Certificate

Enter Certificate Name ONLY if certificate is not for "This Server’.

Certificate Hame: ‘I

(@ Message is in this file:

. Message text {with headers):

T [eeE | e 3 op @ 2|

3. BRI DUETT RPN

m Certificate For (#EEEEN) @ A{FREE
m Cryptographic Module (fJIEEHH ) © IR E Y user@realm-name -
m Key Pair File Password (<88 EEZEMAE) - SRABEE M T EA 2 S50

user@realm-name JZ3HE o

m Certificate Name ({&FEHME) - FERZEAIIEN T » BRI LURFARRR 1 - AR 2GE

FREEOt—(H M0 - EAE SSL SR MR TG - ERF e S T R e R A USRS
AT o

B 58 REMIYT iPlanet fHiL{AARSS 6.0 #HAE



4. aEREESCY (PR MRR R PTE REE L o

5. B— TFEARE TR TOKy Hedlt » 58 s BB byl S 2 G 2
FMessage GGHE) 4 FiBEA ©

R EEOR A SRS A R -

6. MR AEARHEEIERE » 55#%—F TAdd Server Certificate (FiWifaliRasisaE) 1 ¥
2 o

g PSS BRI ERTE B ARG - G NS LB R AL ks DRSS 246
Pl o MEubfEikas 260 SSL » S HGm AN ShE R E AT » B T YIRIRE P2k Ro el
Rl R E AHRE -

iE iPlanet U] Aizax 6.0 FHRE

SAERE G A s R AR A SR L 5e e - LT Rduh iR as iy SSL e Rk -

v %1€ iPlanet fguL{a]fikes 6.0 FHRE

1. B— P EME TPreference (WlFa%s€) 1 BLAE o BERAELMBEAEIY TEdit
Listen Sockets (FulHISHEIMHE) & o o

ot S =gl bl e R OTEIRE Y i
a. BURAIRIGL :

» Port CHEHR) : BELIREEE) SSL Mgy AR GRE & miE

443)
» Security (Z%) @ &ER "On, -

b. #F TOK. HlREMILLEEY o

f£ "Edit Listen Sockets (#RiEEHSEEAM ) | HIm L2 MERNL - IRAENERS —E
" Attributes (JBM:) | HiAS

2. ¥—F TAttributes (Jgth) 1 #igh o
3. B A user@realm-name ZBRE LIS 240 LW user@realm-name o

4. EBEHABE PR SSL B¢ ©
AT T Cipher Default § 3% ~ "SSL2 , ~ 8 "SSL3/TLS | - "Default | j$%I&
NEBURTHRAERE - HI W EETE R B S B B s R0 -
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10.

P RIREE user@realm-name B3 » iGN :Server-Cert (SRETEEBEAFTY
) o

HEHEET user@realm-name FTEENSIBE BN " Certificate Name (15

) 5 R -

HECER TS BHEZMAENREENE » ST TOKy ¥t o

Y— T4 LA TApply () o HES » 1ERERUE) IR A il 5 Al ses8 i o

##—F TLoad Configuration Files CGEAZIRERIZS) o ME DB o

e yeE B S E o R ERE L AR A

AR ABEEARE > QR E—T " Apply Changes (M) | it - R THURBE
H IR B B AR o SEEREE AR B A/ » HAEE AT RE e/ R 258 LB T R 5%
B -

BRI ity R REA WA (R AR e S5 3

m % —F TLoad Configuration Files (&#{ AfHREMREZ) | %48 -

n CREEIEIL A - R HE—T " Apply Changes (ZE#5H) | %4 -

2 TR S 108 11 38 50 HE P i A\ % 15 DL RSB fRl IR 28 o

BN R AR E P B A —(H e R - ENEEAHEER T Sttt s AR E
AR -

1E user@realm-name fEAHIE T 0 AR BAE realm-name {5 secadm £E3T user IFf
BEEHENMS

i D R B AN R S AL > DAERZ IR SSL Aduh R &S ¢
https://hostname.domain:server_port/

it B RETHRLIYY server_port 7% 443 «

F 58 REENT iPlanet fAILEIRSS 6.0 #H8E 37
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g

B4 F Apache §855 {7 R 28

AT T AAAE Apache #dutfrlfay FFEH Sun Crypto Accelerator 1000 7M[HF
AEAE T NYIEE

m 5539 HIY T Apache U5 {EIRAR

w 42 HI TR

A} N — ':'E'
I Apache f8uE (A ikzs
Solaris 8 7/01 {E£ERRE AT T Apache fMEuLfAliR#AS 1.3.12 - NHEAVEHEHERZIA

i) Apache UL AR EEME o 552288 Apache MYUL{FEIAR AN S LAAUS 5% 81 Apache
e e e (s FHAHBR &R, -

F&F Apache #8UL{AIIR#S

. S httpd MBI o

#IJ% Solaris A4fi > httpd.conf -example f{ZGHH (7Y /etc/apache » AL
FIARE MO A RIS

# cp httpd.conf-example /etc/apache/httpd.conf

Ll ServerName E#{AIRE 4 -

2. Fi#) sslconfige

# /opt/SUNWconn/crypto/bin/sslconfig

39
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3. B 2 DIE¥ Apache Huifal i #s 4B R {EH] SSL :

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit):

4. Bifit Apache ZHENI PR IIAEN H & o
1F Solaris A#fi I » BZHEHE T & /usr/apache -

Please enter the directory where the Apache
binaries and libraries exist [/usr/apache]: /usr/apache

5. sabEft Apache AL RERE FKNLEL ©
1F Solaris A& I - ZHECEE & /etc/apache -

Please enter the directory where the Apache
configuration files exist [/etc/apache]: /etc/apache

6. LZ2HE RSA sl o
AR R EARELERM - BATFEMEREEH sslconfig FEESH -

[Y/N] :

Do you wish to create a new RSA keypair and certificate request?

AIERAEIEE No - GEBEEISS 42 HIY TSR -
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7.

10.

P AR A7 T H &% o
IR HSAFAE - QISR H 8% -

Where would you like the keys stored? [/etc/apache/keys]:
/etc/apache/keys

. RPEEE RPN SERE AR o

ZA GRS BRI RG] et 2 B EOR R R BURRERE A -

Please choose a base name for the key and request file:

. PR ESTR 512 3] 2048 fire RIS HIREE o

HIN L B R R E IR - 1024 (LTCH58R 1 o (EAE0R] DSRS0 P B DR A 25

What size would you like the RSA key to be [1024]7? 1024
Generating RSA private key, 1024 bit long modulus
.......... ++++++

...... ++tt++

e is 65537 (0x10001)

Hv; PEM W1THE

ASEITHS S I ACORTE SR ER) - S SR RS sRaE TS - (HECSZRACRGETTHS - AR
SRCEHS ,u?lfrfﬂf(ff i

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:

BE - COFELHWARGETE o AR o RIS o A ERE
DAFBENR KBS TS -

%6 %= FEMH Apache #¥utfERSE 41



T IREE

YRR PRI T AT AE Apache 855 fAIAR#Z#H A Sun Crypto Accelerator 1000 /1
TH-RATFRHIERE -

1. 58 P A 5 N Y <2 B A N R SR o
LT NS REF IR o ARIRAE TYIRGI R LS &N

» Country Name (BIZRAHE) © WifE7ICHERN 15O (U5 » &3 L EaEIAHs -
SEPRIVL:S [

= State or Province Name (JNEEHTE) © GEF) EARIC g A Se BAYEE
Hfl (BEmA . LT Return)

» Locality (FrfEH) @ GEA) Bl ~ B ~ FreeseiEl s - AR dam i -
TR

» Organizational Name (#4258 ) @ ARSI E(E - LIS

= Organizational Unit Name (B AIAE) © GERD ﬁ?@%ﬂ‘%ﬁﬂ%%ﬂ
AT RS

» SSL Server Name (SSL frlllikas#478 ) * 3iia/i HYEIEE s -, 35 i A B HEUL A

» Email Address (BEFEFHAE) @ BORFAFHEE I

Enter PEM pass phrase:

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) []:Fictional Company, Inc.
Organizational Unit Name (eg, section) []:Online Sales Division
SSL Server Name (eg, www.company.com) []:www.fictional-company.com
Email Address []:admin@fictional-company.com
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2. R > B /etc/apache/httpd.conf REEK o

R R B R REE AR E I o EHR BB &L
/etc/apache/httpd.conf fEZELILE Sun Crypto Accelerator 1000 {5 °

The keyfile is stored in /etc/apache/keys/ap6-key.pem.
The certificate request is in /etc/apache/keys/ap6-certreq.pem.

You will need to edit /etc/apache/httpd.conf for the following items:
You must specify the ports that Apache will listen to for

SSL connections, as well as for non-SSL connections. One

way to accomplish this is to add the following lines in

the Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:
LoadModule ssl module /usr/apache/libexec/mod_ssl.so.1.3.12
In the AddModule section, add the following:

AddModule mod_ssl.c

%6 %= FEMH Apache #¥utfARSE 43
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3. NI EEEEAT SN VirtualHost » B ELE httpd. conf i~
SSLPassPhraseDialog & 1T Z ENIA SSLEngine ~ SSLCertificateFile Kl
SSLCertificateKeyFile & 1T ©

P

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default :443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/ap6-cert.pem
SSLCertificateKeyFile /etc/apache/keys/ap6-key.pem
</VirtualHost>

You must add the following line after all of your VirtualHost
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/crypto/bin/sslpassword

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache web server. Please refer

to your Apache documentation.

<Press ENTER to continue>

1

Tﬂl}

WERAEHT IR 6 tPEYRIERIE no » EHRHESE AN ZE L SR E— P EA -

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing

"Work with iPlanet and Apache keys" from the
sslconfig main menu.

4. 58K sslconfig RYIRIER » E¥B 0o

5. H1 /etc/apache/keys/base_name-certreqg.pem (base name MESZ{ES R 8 it
5E) BRI B R B o MBS A IR R o
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. BB o SIS /ete/apache/keys/base_name-cert . pem WIFEEH
CIERRINS LR H o

. BBy Apache U5 flIIREY ©
EEEE Apache EMEHIEHEZE /usr/apache/bin « AISIEANEER HERFE
HEEH Sk - G AR 8 -

# /usr/apache/bin/apachectl start

. PORES > i\ PEM M1THE ©
. BRI AR Y SSL YIBE R A R o i B AR A i IS URL :

https: //server_name:server_port/
VEETHRREY server_port & 443 o

%6 %= FEMA Apache #¥utfERSE 45
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g

2 B HE DR

AEFHHHT Sun Crypto Accelerator 1000 B2l I B HEHEE - EE5E T T3
B -

m 5547 H TSunVTS Z2ETikES |

m 551 HiY " ¥ Sun Crypto Accelerator 1000 HETTEEHEHF |

SunVTS ZEHk s

Sun Crypto Accelerator 1000 CD 1y SUNWdcav EfFHHEHEY SunVTS HiE © decatest
A]LLHE Solaris Supplement CD /] SUNWvts Eil SUNWvtsx EFFEHEIRZ L SunVTS
TEAFEHI L & 7 L [FEE - DIEEE Sun Crypto Accelerator 1000 /1 -RHYR2
IRE ©

SRR SunVTS FYAZ - DIBAS T T BELES 12655 Sei2 IS I AERE & AR - AT DATE Sun
Hardware AnswerBook F#xF3E 55741 Solaris fili4<; Sun Hardware AnswerBook
EMK IR FHRY Solaris WA » 7E Solaris Supplement CD _FH2{ME -

AE - (#6428, Solaris Supplement CD 1) SunVTS E:#% - Ve
SunVTS -

47



v #fT dcatest
1. DBEREH# (superuser) &7 » BB SunVTS o

# /opt/SUNWvts/bin/sunvts

AP SunVTS (/#7577 DS SunVTS &) EHYRERTR -
TYERWMERCE &6 CDE %/ & E) SunVTs -

2. f£ SunVTS Diagnostic LB » $5€ System Map (RHEMHIE) % Logical (i
i) B o

3. HFRATA IR SEDASS A AR

4. 3EFE TOtherDevices (HAWZEE) 1 FHFIWBEIG YL » RiZERE TOtherDevices (H
fh3E8) 4 BUNSE 8L » DI TOtherDevices (HA#E¥) 5 BEAL-P A M o
5. 1#5B% OtherDevices BEEHTR ~ AL decatest [FEHU B o
m Q5 dcatest #HEURHZK » GEBEEIEER 6 -

m QI deatest WHMHUR © GHH " Commands (@) | FRI=IREZR PR
"Reprobe system (FEFERIRAT) 5 » BEH(EHGRA -

FEZB SunVTS - DAHESFAIUAE T - (IS8R ~ #UR dcatest & » FHEMAMETTH
R 6o
6. #%—F dcatest filiz— » RBMA B — FiEHEdL » DR Test Parameter
Options (MGASBIHEEKE) 4
B EEIEMSE I deatest 5 55 49 EHAY " dcatest WIEASMEEIE | hEra R -
7. SERi B > $—F TWithin Instance Apply (TEBISERNEN) 1 DB U e

dcatest I3 » 3% —F FAcross All Instance Apply (¥5Efif HIEEM) 1 Dis2
Ui dcatest W5 BN HIIE o

AREWEG RPN E o A6#FH 252 Sun Diagnostic FiifET ©
8. ¥#—F dcatest ffllHZ— » RBA B — FIAEN AER TTest Execution
Optionsy °

S+ —(EER " Test Execution Options CHIEABTER) | W53 » B4 —T
"Options CGEH) , PhHIzUbiET - AR —T ' Test Executions (HIEA$T) | < 38
ELEIEE A SunVTS #EH1H - SME B IR - G72% SunVTS s LUESE
555 o

Z&EN

9. fESEHiti IR » Wil —F TApply (EH) 1 DBERBEHABIE > IEMIFE] Sun
Diagnostic EHIE o

10. #—F FStart (BMR) 5 BATHIAHEENE o
11. #—F TStop (f51k) o EILFAH MG o
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dcatest JHIEZ2H2ETH

% 7-1 BN T deatest (HASHUERE - FEAIRRIAESR 48 HIK T 91T deatest | HU2BR
6 1 - HEHIEARIBHEA! - FREURAEREIFRETRY " Configuration (FHRE) ; Eikr -

K71 dcatest HEZHEETE

EIARR it

Test_Sel FHEC I > FIRYHRE S TR T IRE S o Bl 0 SRR A HIES -
A TREEEE D 2 BT - & 'DJ‘U\%)\?EIE%S??EU
AT USR5 11 » SUERZL (T Sl A F e
TG A E IR - TEE&EQEE 0-°

Info_Print e EEA (INFO B8 FRERIFIED - FEsoEe " -

% 7-2 #tBHT %08 decatest FHIEL »

%72 dcatest FHIE

AHEE 31 it

ALL 0 BT MR -

SHOWINFO 1 HIED INFO FEAUERA - AR E N N RUR LS el
A -

3DES 2 I\ 3DES K -

RSA 4 HIES RSA ZABHELRA N 45

DSA 32 HIEL DSA Zrealgss -

Random 64 HIEA AL AL B A L - FIHY INFO JEAUGAE. » B

AT -

FHIERE A A E &R AE SunVTS Diagnostic Fiili# (%) " Test Message CHIEHA

B W e R EARRRE S DUERT M

m INFO ZEAGHE © 41 info_Print fF " Test Parameters (I8 | Bk 4
W > MIRRGREEHBIENS] " Test Message CHIEARAE) | WIS - WF0#k(E
rInformatlon Log (&AGLEE) |, 1 - INFO MEAGAEFRME T IERAGEEA -

m FATAL SEMEAGIE. @ AGEEHEEUR » IS RCE8RAE | Test Error Log CHIEASEIREC
) Bl rInforrnation Log (&FFIEE) 4 H -

= VERBOSE #AEAM. ﬁ 1t " Test Execution CHIFAETT) o BrHi=tiies - H
"VERBOSE (ﬁ%ﬁi) o BRIERE - Y EEUR TIEAREHEERE - VERBOSE EAE
BB ARk -

ZURIRHEUR I decatest FATAL $EIRFUSAILHHE - F%55H VERBOSE i
Info Print I -

B7E DERREEHME 49



dcatest app¥IEEE
ARSI G STk CDE BT doatest » HIFFEINE B EEm 71 did
i

1 32 fefE=rf - dcatest HYPRIKZE /opt /SUNWvEs/bin/ o 1 64 A7 o= »
dcatest MK IE /opt/SUNWvts/bin/sparcv9/ °

THEAEIGIRR T 32 Mo RIEEE

/opt/SUNWvts/bin/dcatest -£f [Standard Command-Line Arguments]
[-0 [dev=dcan] [,testsel=n] [,infodis]]

722 B SunVTS Test Reference Manual DIIFSAEHERT3515 BV EF - HIA dcatest
e —METhEe B =CHIES - BEINA - £ » DA -u DB RETGRE ~ U -v DU
7K VERBOSE FAE o FHEIPUAFESRFEEIEE - RFEERMR ATE o B8 IE gy & 4
FERTENTERLENE - W%k 7-3 TR »

%73 dcatest mi$¥IEEE

E{E - it

dev=dcan FEE EHIER A SEEHE - B4 dcal B¢ dea2 o ASAIIALLS (8 > 76
FZMEE dcal »

testsel=n FE BB THYFHER > n AIDUZ 0 2 127 T - WIERANIALLS (%
THEAEZ 0 °

infodis AR ZEEE A INFO BHRIRYFAE. » SEIIAARS [H o AR AL [$ -

FE#ES Info_Print Enabled °
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#f Sun Crypto Accelerator 1000 E1TEEEE
A

ZHET Sun Crypto Accelerator 1000 £5E 2 {5 I{ERHH » & OpenBoot PROM
(OBP) £&/1k » i A show-devs DIBURSEE T - ZUEZEEFRITE Sun Crypto
Accelerator 1000 7 -RAVEEE B » #flan -

ok show-devs

/pci@lf, 0/pci@l/pcilO8e, 5455@2

1E FHEHEFIF > pcilose, 5455 {{Z Sun Crypto Accelerator 1000 /M E-RHYZEERE
& S~ B EYIE - FIRA R IR OBP FEg 2 -

Sun Crypto Accelerator 1000 N &5 RAE BGREUR AT » PRI MG SE /M E R B RIARIS TS
B o SEPEHRIS FERE S BRI - R > GEEH kstat(IM) frsRETREE
BT -

# kstat -m dca -i 0 -n dca0

module: dca instance: 0
name: dca0 class: misc
3desbytes 3040
3desjobs 5
crtime 65.342725895
dsasign 0
dsaverify 0
rngbytes 10592
rngjobs 187
rngshalbytes 16328
rngshaljobs 327
rsaprivate 9
rsapublic 0
snaptime 106956.467004482

B7E DEREsHME 51
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BT kstat ERADIAE NN zcﬂz HE "jobs | EEAHIHRE] Sun Crypto
Accelerator 1000 FrifiF o Tjobs ) WUEAYZEWHEEE - {{3% Sun Crypto Accelerator
1000 /M HEF EAENRE S ?J,E\J:EI’JIVE 3K o QSRARNE TR AHEE R MR o 5
MR L FENR AR R E AR - S R AR RE

A —EMRAEFIETHRAS EOR BAE MR BRI  ME ORISR TR B > fRih 2
KATREGEA RN EETT -

NEEHMH kstat(IM) REIRURL L / BRENRE AE T HE - BREE MRS LB Er
HE > BREAGETHMSE - R R e r sE G Rl -
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A

Bt $%
. L [ FLT A
{5 F iPlanet fuk{A] Al ms ey B
Sun Crypto Accelerator 1000 77 H
AWIERFEHE T iPlanet fE55FEIARZNETE Sun Crypto Accelerator 1000 7MY %4
DIREfHEL -
AE - SUEHEL > BLERESFIER E RS BIRE -
AW gt & N yIEET
m 553 HAY TSGR
m B 6l HY " ROE A
m 64 HIY T ROE EEET AEIRDE

/AT

A iZE R PKCS#11 /1L Sun Crypto Accelerator 1000 sEFARIE FHFE A1 © iPlanet
MLk ST YL R R T

Sun Crypto Accelerator 1000 PR F 2 I S BHME —BEA 5 - RRERE A EHD
AILIBER 2 o (I ETTREG 7 A L HSMLSHR T RIAERE - fian
"production ; Bl "development , <8 (LDURIERHAHEANFERRE) @ NFEELES
LGB T m T M (HA) #HRE - Fite TR B T EIRGE ) $8192 Sun
Crypto Accelerator 1000 {5 % » I FEEHTHY UNIX {5 FERSE - UNIX #4478
1 Sun Crypto Accelerator 1000 {8 &4 > WIRGE EEE -

TSR B B SR R AT iR 0 0% - SR it 1AW 2 A& RIRE ST - BEIRH

sk BN FIE FH B AT IR - R BTN HEI - A1 R DAKERF LA 2] » 38 AT DRI
PN E BRI N A
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— ML o S BRI B B — (- BRI o ARG TR S B R
"webserver | BERZHHIHAE —(IHE " nobody i& FJLLFERIHE " nobody , BEH
SN A 8 B — AR P Y 22 (I8 B S A A -

TR A AT AR MR > DU B A B BBkt - SRR TR &%
EAE ~ B4 ¢ T finance | ~ "legal | Bl "engineering | o SIS HER BT
22 o EREIACEE - BABSHEEIE E " webserv | ~ BER T FRFEIRAY T webserv | AN
HO F B MRAE -

AT LUMH ] secadm B T HACEHE Sun Crypto Accelerator 1000 FEISEL(H A+ -

EI ~ {5 B iPlanet f9uL{E RS
 iPlanet f9u57FF 2222 Sun Crypto Accelerator 1000 HEHY<E5@F - EEiH "2
LR | IRAZAAR A e HO e T JE A SR i o A -

Sun Crypto Accelerator 1000 1 f " @ , FFofsikit &0 HiRIF BRI 400 - A
S o £ LR EEERIT > FAFVES, T B YRS " webserver | ~ DAIRCEE—HIEE
# "nobody ; - iPlanet fgulfaliRas e K2 HH % "nobody ; 7€ " webserver |
TEI T A BRI ECAEEE T nobody@webserver | o AT (H FIHE I nobody
MIZNE ([ secadm N7 B RRE I IIERNG ) AKBEORIEEE - 22080858 - tiligsei&k
Hj iPlanet MYuLAEINRES ©

RO LR 2

iPlanet #8355 {A ey Z RIS ERL © S5 RO LR il - RS Rt
Sun Crypto Accelerator 1000 &5 5 %547 /& fE FI R FUE M E 2B E AR -

WG A FERERE Z/74E > Sun Crypto Accelerator 1000 & 2iE T ACALAS iPlanet #d
uhifrliias o CECLEEDH e B R s 2 — L » BRI TEE nobodyerealm-name o

#py
A AT AR ¢ TAE ~ BESELA - TV iPlanet AETAIIRES -

m nobody@engineering
m nobody@finance

m nobody@legal
PRI > SEEATRERESI A SE LR A A RRATAE — (M " nobody , FUBIA -
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G YIEES

LMATHRGE - A LAH MRS - mflEe e E S R =T
R FHERRRCAIE—1T © iPlanet #EULfIIRAHES BB HERE Z TAHIIERC © FRE Y
REERTEATT (RFPAE)

1. $HOME/.SUNWconn crypto slots %

NG TEAAAEN T iPlanet UG ARG E AR E $ - iPlanet UL RS
FIRES LU R H 8y UNIX (I FH S8 T - AERE TS0 PRI REB I 5K -

2. /etc/opt/SUNWconn/crypto/slots &2

/etc/opt/SUNWeconn/crypto/slots fEE e I THRLE - A5 HE IR H %
H1Y84H .SUNWconn crypto slots fEZ - HIIE{Hi FHETE -

N HE AR R AR -

webserveengineering
webservefinance

QR E ESfAE A5 - HISE 54 HRY T EERCEUEAIE 2< il i THA I &k
fEH -

A2 BHER 3 BLAS E ST R0 A HE(E iPlanet RYUL(FIR 2 AHRE A FHRHE A,

i secadm

secadm f22{E Sun Crypto Accelerator 1000 $&ft 1" @435/

SCERAF L secadm F2= > i Sun Crypto Accelerator 1000 1.5 H S A L= E 1K
o A

$ PATH=S$PATH:/opt/SUNWconn/crypto/bin
S export PATH

secadm migrUEEELIT ¢
secadm [-h]
secadm [-y] [-£ filename]

secadm [-y] [-r realm-name] [-u username | -s admin-name] command
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i&

MAMIAIELE /opt /SUNWeconn/crypto/bin/ H§k -

% A1 BUR T secadm T HAYEIE

® A1 secadm#EIEH

BE =t

-h HR secadm My R -

- £ filename H filename SN —{E S M » AR

-t realm-name {EAT 7 uT%JEEP@*iﬁH -1 SEIHE T secadm fEHEIE realm-name
FRET TR

-s admin-name HEEE—ar R A - - s SBIEE SR secadm [#H admin-name

{ERB AL - AREHEB BN © admin-name Y32 UID 0
(ZF) UNIX il (4] root ) o B AR FEAERELIm S oldT
HSEIEST -

-u username EAE Ry o -u EIEAER secadm DL username B A ©
BT AR R e D e TR ST -
-y AT — RS R BRI R Ay > A Tyes ) o

PEZEREE
secadm A DUAE =FERBI . —0T » sEEE R BN S U #EEE] secadm -
3& SRR B — iy s, RS O B, o AR T RN R R S

B — i
{ERL i AT [ HEE secadm RIEERTE G HIIZE - AEIREERITIIN
G o R IR RURATEBA T A &R 2] shell $LT -

$ secadm show realm

NI ELRRE T B ST EA - RIRAE T realm | FHISHANTH

Mwebserv | °

$ secadm -r engineering -s root create user=webserv
Password:

Initial password:

Confirm password:

User webserv created successfully.
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EEAE " Password: j fE/nREARERLTE AN EEL S %S - 1 " Initial
password: ; Bl " Confirm password: ; &/~ AR EIE SRR HIH A

FiTh B —a i A - EVERR AR YRR AR - B2 T DUBE FIERYE UNIX shell
SFNPAE A

= XG0y

ek zepasteh > (i e e (R B LUt secadm HHY—{HE 2 H 4y - YLV ER
ASCII &5 » S TEE—Earay o Pl T# ) FIClERTE - WIERERE 7R
HIE > secadm § BMS R —EREXRATEIN GV ZH - TN EHAEEEIEH T
deluser.scr P4y ~ WHATHEERETHERERIZ

S secadm -f deluser.scr -y

HEEE

HERCER A BB frp(1) BT > BT LA—Kii A —(@ar4y - BB
7 -y I -

i secadm B Adi4y

secadm BRABEEHDYEES - LT IILME ¥ S Sun Crypto Accelerator 1000
SrHE-RAE) o ST DA e s 2 s o CRLGERAR e R T
Adi o i Tshy BUX " show  MERZRESIEREI(E » (0 Mo, AIREE AR
Fyamlfee "login, 3¢ logout -

T EAEEBIREDR T ARI B S B AR A A4y

secadm{root@engineering}# show user

User Status

webserv enabled
alice enabled
bob enabled

[FIER B R AT DA F R Be gl 0 7 e A%S > BiIA © sho~ us -
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FEERIIR A T E SRR MR [ E

secadm{root@engineering}# lo
Ambiguous command: lo

i secadm T hRE

%y ~ Rl R R F IR e ie A > SRR R E E R B A
FH o RMEH BT Y Sun Crypto Accelerator 1000 7 TERRE » FREHE “%M’Elz[] : L
ITREIS ~ AT MRGE A (A RS - SR Eﬁi&@%% MRAT o HiAE
I HE BN - ST HERAemt: - BRERlHE LT - £ A2 AETT%
AR B ] DA Ry ~ {50 & TT DA R P e 4y -

& A2 e EiEER

we ERcE HERE STERENERE
create user=username i = RAERE
create realm=realm-name & = RALE R
delete user=username 75 = RAEHE
delete realm=realm-name & &= RS E
disable user=username i = RAERE
enable user=username w5 = RALE R
exit = = Ef
login = = i
logout N &5 Zi
passwd = s A%
set realm=realm-name = = 2
show class = = 2

show key & e R
show realm w5 &5 o

show user & I AR
su 2 = BB E
quit & 5 i
unset realm = N 25
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TR AME A  EUAFERME UID 0 /9 UNIX HHF 4 (FI4 root fIHE) -
WAL RN A o B AR L FF i AL ] B IR R MR e r s - HDUR
M HE B B B B AR AR S S a, -

LA HHN S A - GHEA -

secadm{realm-name}> login user=username

LLLREE BN S DEA - A

secadm{realm-name} > su

B DB EECREE B B 008 AR » secadm BUREHURHATE ARIBEAE - BHH
EABLRAE B8 A AT DI BRI Rt — (8 IU e » BB AR (>)
IIMAMEE BRI TE (#) - WREHBTEEHFRRMEHEBNSDEA ~ WE
A ARHAMMHFSCRRETR - Fre AR - EHBIRERERERE - fla

secadm> set realm=engineering
secadm{engineering}> login user=webserv
Password:

secadm{webserv@engineering}> su

System Administration Login Required
Login: root

Password:

secadm{root@engineering}# logout
secadm{engineering}>
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Py

secadm B NAERIALIRE - WS - BLFTEWA "7, FI0 0 REERE ST
W - AR A TS - are I EE T T TU0 0 R ERUREZ SRR
& pian

secadm> create ?
Usage: create {user=<username> | realm=<realm-names}

secadm> show ?

Sub-Command Description

class Show all realm classes

key Show all key objects in a realm
realm Show all realms

user Show all system accounts

A "7 WA ar s o B

secadm> ?

Sub-Command Description

create Create users and accounts

delete Delete users and accounts

disable Disable a user

enable Enable a user

exit Exit secadm

login Login as a user

logout Logout current session

passwd Change password for a user

set Set current working realm

show Show system settings

su Authenticate as the System Administrator
quit Exit secadm

unset Unset secadm operating parameters

AVFAETEA 2 VUSR] » AT e T T2 SR A
shell 3l « FHHEE LA RIBERTHT T @2 shell IERMETT -

IEHY secadm F2=0

ARG T LU secadm © quit fil exit o CTRL-D #4251l LA
secadm FPJITEE o
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s B T I

e SR EOR IR FOLE - BRI BR A AOFS B S B I o R R Bt
FZEM > gt T FIRSRA SR T3 o BT LIRLUBER & B 0 BarE e
BT S - s A EC: -

n BHUCH ERE R o e RHFLLIUE A iPlanet MEULFEIIRAEFHA -

w GEEIRDE ¢ 5 LR I R AU rE B R 72 Sl T -

BEAR IRV AR R > RHETIT O SRR - A ST O B OO R
AH o BROIAGHR - AR IE AR RERME websery « H LGRS - A
{5 FHHEIRYE webserv DR {FAER BT -

(ERVAERT

TR REI S A T G RIS HAER H 8% - AR R B AL BER o BN BRI 0 R
MEHBEVEMNH create realm fyfranfe BT MK AHE - Nam HATRAA &
Bl » R B ATRAEERRS - D REEFTERE o EEE R A SRS > S A
UNIX ZAFEH S 505 - il :

secadm> create realm=engineering
System Administrator Login Required
Login: root

Password:

Realm engineering successfully created.

E DRIRER 22 - e Aan 44 - 2RBsas - RS R RIRIERFIAN « BABSE0FIRI T2
BB > AT RIFY RN o FEBRTEDL T - R I 455 finance B
engineering o 4] :

secadm> create realm=finance

System Administrator Login Required
Login: root

Password:

Realm finance successfully created
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s e H A A E R pEisg
s cadm — (AL EL s I - % BRI A I E T e

TR R - BRI - S5 set realm @4y » FOHIAIT :

secadm> set realm=finance
secadm{finance}>

BTN © secadm §AE {} fFESRTEURHUIR R -

AERAEAEHEREAE H BRI LR H B LA E e & R i ~ siuEsR
TERRUE - BT aIGHRGE H Al TOESUg & BB Rk H RS BRRE I Fr A 52
HEARMEEA - B0

secadm{finance}> set realm=engineering
secadm{engineering}> unset realm
secadm>

AEREI A BE FH

I8 LB FH A TR{E AR HAE Sun Crypto Accelerator 1000 fgfskrf » H AR BRI THE0g
fAIflas 2 Py UNIX B A& 40— 2 - AEEFENLH AT FHRCE iR o sE
IERERYRESK - W DURAVE B B S8 A - B0

secadm> set realm=engineering
secadm{engineering}> su

System Administrator Login Required
Login: root

Password:

secadm{root@engineering}#

USRS TR — (AR T - r DABE RIS A4S " nobody | » G2 E F AR
% o NHEPIHERE " engineering ; "FEIL T "nobody , Wi
"nobody@engineering | i E &M > HIEFAIE 31 1Y user@realm-name

secadm{root@engineering}# create user=nobody
Initial password:

Confirm password:

User nobody successfully created.
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AL FI AR o NI - TR P LA AT T BeE

B - LA ARIES < RATN - ERHIREFIGER - AR E T LE
I SSRIDERE

BRI

AT LIFEH show realm=realm-name fi<y K51 HIREIK_FAYERH ©

secadm> show realm
Realm Name
engineering
finance

Sl IR

TEISE B R e s BT o S e e B e ~ (E SRR R - DU AR
Sun Crypto Accelerator 1000 HFiME—SZ#RAVEIBIERIE SUNW_filesys FRIBZEH]
G AT SRR REIER » 5 show class @4y °

secadm> show class
Realm Class

T2 s 3

SRR » G delete realm fy<y > MHR(EEMBRAGBIRAHE - A ks
secadm G| "yes/no G » BOREHEEERAEIR - VBRI - RETL BN
TIPS - apnF REMCITT = BEAh SN REMIBREE A rheaeisk - SRR s 2
W EATRE L TR RAPAR A i (50 BRI AR -
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s R BV PRS0 FH 2 R A

51 H E iR AL 2 05338 Sun Crypto Accelerator 1000 HY /514 » Wi feFAE[R—HE
oI - SEEE I ERSRHEA 1S3 N RE R RS I B - B DA At &
{rEaFE B AR &L - BT E dry - R RaI - HRAMEH BT

i secadm su A8 ARLHE -

G AVACRISER<)

® iHEH create user MALVEVIfEHH o

RSB FFHELTE > M= : create user=username °

secadm{root@engineering}# create user=username
Initial password:

Confirm password:

User username created successfully.

B - LR ARIES < A ERHIREFIGER - AR 5T LE
I SSRIDEE

U

U RMEH AT REYIHRUR PRI - REE RAFEFHL show user ay4r « K
a4y UGB HE E AR P A

® #EH show user Mi% o

secadm{root@engineering}# show user

User Status

webserv enabled
alice enabled
bob enabled
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42 5 50 A S

A secadm login ar e ARYHI I - ATLUSE B RL A FHRYES - TR
JedE H AT > S RERCERTENS -

® #H passwd % °

secadm{username@realm-name} > passwd

Enter current password:

Enter Password:

Confirm Password:

Password successfully changed for user username.

BE - LUFEAE AN o AR - ERINEGILE o IRAIEA 75 LU
INC SIS

B AR

(RIS T B AR A S F B RIRETT  IRIRTHRS - (8 B A2 i R A IR R
JRATI o

o THESIHMEHFIESE » 5l A disable user=username Mi%>

secadm{root@engineering}# disable user=username
User is now disabled.

FITA 55 I P IR SR Bl Rl - R > T S A g o - HIR Y
EFTRE IR P RE B A B B i ] DA X R A IR U

® THRHHIESE » Sl enable user=username #ji%> ©

secadm{root@engineering}# enable user=username
User is now enabled.

figk A {FH iPlanet #3i5FARESEIE Sun Crypto Accelerator 1000 /T 65



TR A

® F delete user % » FEEMERWEHHE o
RAE T BT BRI B I F IR 47 -

FeHEL R o B AR ER IR G MR o MEREEAE ZAT > secadm FHERA
A EETT yes/no WIMERD -

secadm{root@engineering}# delete user=username
Delete user webserv? [Y/N]: y
User username deleted successfully.
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i £%

B

ERIIEGE

Affs#E A T Sun Crypto Accelerator 1000 RN 21 man FHAH -
SRBHE T LA Ny ar s i DA

man -M /opt/SUNWconn/man page

% B-1 I H{IG# ] I man FEHHE -

%£B-1  Sun Crypto Accelerator 1000 man FRAHE

man FHEAH

it

cryptio(74d)

dca (7d)

kel (7d)

kepi (7d)

cryptio JERENFE AR @B SRS I ar e (it 1 7 IUZHIIEE -
cryptio BREE AT 2 E REEEI AL - MR O PR RE
TP B

deca FEEIE Sun JIEHLIEL leaf BRIIEE - SR T /@RI A
FIAFILPEITHRE

dea BRENFE AT EG AL - EARENEL 0 A P i iE (I
FRfEAI AR -

kel SEEERBIFEZUE Z BT TR AL OB - $20t Sun N BHES:
BeeEhfe A SR -

kel SREfe AT EE eI - AR 0 A P i B
FERERIARS -

kepi SEEBRBIFEUE Z BT THETEARZL OBAE - 520t Sun N ftiE
BB (AR

kepi BRENTE AT SRR IIEAE - RN 0 i BEfF Y
FEBERIARES -
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£ B-1  Sun Crypto Accelerator 1000 man giEHH E

man FHEAR fiit

secadm (1m) secadm & Sun Crypto Accelerator FJE R/ AR © secadm arfi/E
AT BHEEFESL Sun Crypto Accelerator AHRBRHEIAERE ~ IRSE - Bk
secadm EHREIEIINIEH SEEA -

secd (1m) secd BiffRLFHEM secadm JEMIREZUAY T EIA IR -

sslconfig(1lm) sslconfig f& Sun Crypto Accelerator 1000 HIFHREN FHFES -
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C

i £%

Apache #8u5 Al ey SSL AHREF R TT

AMFERSIL 75 E Apache 5 SSL SHRMHRELIERC Sun Crypto Accelerator 1000 %X
HEBEFAYAHRAE A - /£ http. conf FEETEESEHTTHIE - 5§25 Apache 2 {1:LU#
HHELERA -

1. sSLPassPhraseDialog exec:program
W 2
AFEH1TEH Apache HUUEFEINRES ~ F5E program JEFZHIT LA EE B IS BEIRtE
% o program JEZZRF AR FIHHAEY DB L d Y -
WIRZM EALHEEWESR - HA@ENE - A program (EEHRTT—R (RHE#
LRI BSAE T IR T program Hi » #EHFAFH—K - )

program BTIRFA AT (B * 25— 2k asry 4470 - A0 ¢ servername:port » ]
7] : www.fictional-company.com:443 o (GEBEE 443 2 DL SSL B ILEEHIHEE,
AR AR EGERHR o ) 5 (fESMtE R P ERl (keytype)  keytype T LUE
RSA T DSA -

AR - AR T LIE RS BIRE T » S MR N E G 0E ey 5
BRI (BEIF tty(3c) GHME] false) -

e tryfEst /opt/SUNWconn/crypto/bin/sslpassword BJDLHKA program $h
1T o AFE g B B R B oK A - ARG AR TEUR -

Pt sslpassword 2= E A B R H =% - & 0T DUHRAERE s FEIR SR
A B RE SR A AL ) - i R B e RS
/etc/apache/servername: port . keytype .pass T o QIR TFIMESE > HY
RAEHH /etc/apache/default.pass fE5 - 15 LGRS AN A E S RN
FERVENS - B —T -

AR - B ZERLE IR I LACRGE - AnpbEA BTG AR R UNIX (]
DIGEIGRAE S - G5 HERZ B HIEEHE Apache User fa-mf TAHIRIHIBEE AT
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WFRARERIIEE - THRENEE B PRI © Sun AR = HE 00 FHE
AT FHEE I sslpassword FEEUEAIL - u:&%f%ﬁ’ﬁ@bﬂw@ﬁﬁéﬂﬁ’]ﬁkﬁ °

2. SSLEngine (on|off)
AR ¢ 2 R

ZFKTE%T?E/EHE T4 SSLEFAIE - 18— fioe FIARAEREHRE - 5% BB Rl 1250y
SSL THEE - 2 FHgHIEE Y —2

<VirtualHost _default :443>
SSLEngine on
</VirtualHost>

AT EEE R 443 (f228E HTTPS s#EEHE ) MFTEFEIRES - 3% SSL i F_EAYRHRE -
WERANTFAE > IRIETHRGE SRR -

3. SSLProtocol [+-]protocol
S P - i~ R AR
AEEHTTEROE IR ERZ I SSL A BHINTEF s E ©
] FHIERAT E S S s e R 1 Rl ANDAFERIEL -

f£c1  SSLEHAWE

B E 518

SSLv2 2K H Netscape * FUAHIEE SSL e

SSLv3 SERTRRARHY SSLlAARRE » 28 2 Mz B ERIRE 4 S0 ik

Thevi SSLv3 [T - ERTIERREST IETF AL - A SO RS
IR 2 4R

all B AT

AT LA 7][15}“ (+) BAESE (-) ACHTIGEREERAT AR E - BROIKER - B
SSLv2 S7f% » Gl T HIFETT

SSLProtocol all -SSLv2

EHFR

it

SSLProtocol +SSLv3 +TLSv1l
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4. ssLCipherSuite cipher-spec
AR - 2 M - HEk -~ .htaccess

SSLCipherSuite 547

(TR

TEWBEL SSL #misas rI LB ~ DRI Rl sk

JE o AEEIREBUERELEBAEILT - EEERAMIAY SSL handshake FHfif] - {EFH—
HEHITHI T - B85l SSL ik s+ AUt es - Mg E2RYGHER ~ [

JEMERRTHET T -

cipher-spec J&=—{lil B 90 FRRUHRES A s B - ARG asaEilZorRtans c2 -

g£c-2 W SSL fRiEss
Cipher-Tag BEAEE ZERKR BB hnE MAC L]
DES-CBC3-SHA SSLv3  RSA RSA 3DES (168 f\iJT) SHA1
DES-CBC3-MD5 SSLv2  RSA RSA 3DES (168 {iioT) MD5
RC4-SHA SSLv3d  RSA RSA ARCFOUR SHA1
(128 fi77t)
RC4-MD5 SSLv3  RSA RSA ARCFOUR MD5
(128 fii7t)
RC4-MD5 SSLv2  RSA RSA ARCFOUR MD5
(128 fi77t)
RC2-CBC-MD5 SSLv2  RSA RSA ARCTWO
(128 fi7t)
DES-CBC-SHA SSLv3d  RSA RSA DES SHA1
(56 fiL7T)
RC4-64-MD5 SSLv2  RSA RSA ARCFOUR MD5
(64 f70)
DES-CBC-MD5 SSLv2  RSA RSA DES MD5
(56 fiL7T)
EXP-DES-CBC-SHA SSLv3  RSA RSA DES (40 f7JC) SHA1 [EH
(512 fiiot)
EXP-RC2-CBC-MD5 SSLv2  RSA RSA ARCTWO SHA1 NEEHH
(512 fiiot) (40 fiL7T)
EXP-RC2-CBC-MD5 SSLv3  RSA RSA ARCTWO SHA1 Ve
(512 f77C) (40 fi77T)
EXP-RC4-MD5 SSLv3d  RSA RSA ARCFOUR MD5 e
(512 A770) (40 fii7T)
EXP-RC4-MD5 SSLv2  RSA RSA ARCFOUR MD5 VEH
(512 f77C) (40 fi77T)
NULL-SHA SSLv3  RSA RSA Biiia SHA1
NULL-MD5 SSLv3d  RSA RSA 4t MD5

FMigk C  Apache fBuhfAlAR=S SSL #AREESTT T1



fc2 A SSL fRfiEes

Cipher-Tag ERGE WK BB m MAC g
ADH-DES-CBC3-SHA SSLvd DH i 3DES (168 {iioT) SHA1
ADH-DES-CBC-SHA SSLvd DH i DES (56 fiiJt) SHA1
ADH-RC4-MD5 SSLv3 DH i3 ARCFOUR MD5
(128 fi77t)
EDH-RSA-DES-CBC3-SHA SSLvd DH RSA 3DES (168 {iioT) SHA1
EDH-DSS-DES-CBC3-SHA SSLvd DH DSS 3DES (168 {ii7t) SHA1
EDH-RSA-DES-CBC-SHA SSLvd DH RSA DES (56 fi7JC) SHA1
EDH-DSS-DES-CBC-SHA SSLvd DH DSS DES (56 fi77C) SHA1
EXP-EDH-RSA-DES-CBC-SHA  SSLv3 DH RSA DES (40 £77%) SHA1 R
(512 fiiot)
EXP-EDH-DSS-DES-CBC-SHA  SSLv3  DH DSS DES (40 f7JC) SHA1 W
(512 fiiot)
EXP-ADH-DES-CBC-SHA SSLvd DH iz DES (40 £\77%) SHA1 FEH
(512 fi7ot)
EXP-ADH-RC4-MD5 SSLvd DH Fiiis ARCFOUR MD5 MEH
(512 fiot) (40 fiL7T)

1£# c2 '} » DH #5192 Diffie-Hellman » DSS f5fY & Digital Signature Standard ©
# C-3 FIHEREIH R R E SR 2 AHEDRERY B4 -

£c3 SSL A%

Bl& B

SSLv2 FTA SSL 2.0 FRimises

SSLv3 A SSL 3.0 FhfmiEes

EXP P T S AR AR S o

EXPORT40 P 40 (LTCHEH AR ASHR

EXPORT56 FITH 56 NLICHEH RIS

Low W{RAR L AmiEEY (DES - 40 77T RC4)
MEDIUM A5 128 1 TCARIS

HIGH P ¥ 1] =2 DES

RSA FITE ARG AR{H F RSA @i

DH T fimf 28 Diffie-Hellman <825 #
EDH P G253 F Ephemeral Diffie-Hellman <3754
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#c3 SSL j{l#

Bl& B

ADH T St a5 F & 44 Diffie-Hellman <872 4
DSS FRA SRR DSS Baig

NULL A HmA Al e i s

LA 2 C-4 gl IR ERTRS BRI T C AR E it e AT /ELRE -

R Ca4  BOCHRIGE R ALRERIAVRA YT

F wien

< {1 >

!
+

RIS 2

i B oE 2RSS — fRESEE N RER WA
g AR E T WAEIHATOE (ATREERERRS)
H B R B (AT DMERS R BT AT B

cipher-spec W THRLE 2

SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP

THREE R E T A i arURHRE - (HEH CORESEERE) Diffie-Hellman B4} -
ARCFOUR (s Y RSA » H S S M RS R e -

SSLCertificateFile file
AR - S R

AEatTgiaE A Ffka T PEM #fi5.2 X.509 ERER RN FT{ELE -

SSLCertificateKeyFile file

PHEE ¢ 23 R

REERTTEIREARFIRE T PEM MRllsZ AN SRS E - EEH T

SSLCertificateFile 547

s

17X

TERHRER SRS

ffi$% C  Apache #ut{fRIARES SSL #HAES

1=
=]

A
=4

A

T
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7. SSLCertificateChainFile file
PR ¢ 2 HEfE b

AEEDITEHEE B SRR RS RIS CHY PEM #Rflh. 2 IBREIIALE - H AR IIIER
il A FH FH i s SRk S AR E R R - & W DURT R i Bl FH P i e fmI i e

e

plany kv
LA P st (ssLverifyClient) Ry - IR Fimbens - Bk -hERE gt
BERARL -

8. SSLCACertificateFile file
o AR 2 R

AEERITEEE WS I P e SRS HERRS (CA) HUSRE SR S FT(E
(VA

9. SSLCARevocationFile file
AR ¢ 2 AR

AFEDATE R & I P F bl L SRE R A B (CA) BB

10. ssLvVerifyClient level
TR - 2 Rl EAE - HEk - .htaccess

AIEHTTROE 7 P I e iR as I BRadat g - (FEE © B TR IE I S — Rl
AT RILHRGE - (EAEHMER TPEIER - )

level HIEHEY TS C-5 » MiAFEAEERA -

®&cC5 SSL M FH Emks e

EB® B

none NRT A P Res
optional FFt o] AR A RO
require FH P 2475 B A SRS

optional no ca F Fni AT AR PR RS - (B — EL AR

— ARG > BRI LA AT none B¢ require o THRZAEZ none ©
11. ssLverifyDepth depth
TR - 2 R RS - HEk - .htaccess

AIEHTTE e EAIREER PSR D AR KRR E - 8l 0 [RE A
BHITHENEREAR U 1 REH Pl B A RS E LA CA GEil
SSLCACertificateFile) ZE - H KWIEMENET CA HYfLHEE -
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12. SSLLog filename
i FHEGE 2 HEfE A

AFEHTTEHERCE SSL HBEAARIECEE - WRIAILRE (FEE) » AR
AL SSL HpE ERARF & Tk -

13. sSLLogLevel level
ARG ¢ 2 - REET

AIEHTTHRERCEALE SSL sk rhHEHIRERIE © level RUBHEYI{ER C-6 - iHFE
AR -

% c-6 SSL ACHkFEfEHE

HiE B

none ANFUEk - (HEFBEAS KA G LR EIEME Apache $ERACEK
warn HEEENE

info HEENNE

trace AEBHERE

debug B EEREEE

14. sSLOptions [+-] option
TEAEE - 2 EETEH - HEk - .htaccess

AIERTTEROE SSL HEEEARIAHRAR - SHEHEEHTIE R H A& T - FE/ERT /70 b
INaE (+) + ZERERR - FEAERTTINERRER (-) « AERIA IR ERET - RlE s i
HFH -
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ﬁ&e'a

&c7 HJf] SSL #IH

ETH B H A e % c7 th o

=l ]

StdEnvVars AT ASHENY SSL AHBHEREE B — S S B RE R -

ExportCertData EMEH SSL_SERVER CERT » SSL CLIENT_CER T B
SSL_CLIENT CERT_CHAINn (n =0, 1,..) BRESEE - S s
PEM #5155 i i IR s

FakeBasicAuth fﬁ }f'iﬁﬁ(fﬁﬁﬂ’j I Distinguished Name (DN) , & ##2% HTTP 244K

ﬁiﬁﬁ%%f@ (Basic Authentication Username) > HE ", 5

ﬁ e o 38 i DAE SSL i las (i FAZHE) Apache 17-HIZE44
il o AR A -
SE L B E Apache FEHEREZEFRIIE H AR NS B S
xxJ31ZMTZzkVA » jg/& | password | i&H AN TIE
(crypt(3c)) °

StrictRequire JRHITE SSLRequireSSL HHRARAIFES (7Y » BIMgi L i gEAE 25 A4S

ATTHFE AT Satisfy Any 71E ©

15. SSLRequireSSL
G - H ek
AAEDTTE S ERE H S8t T BRIEEEHRYE HTTPS 38 il LU 2 1 SRR

.htaccess

KRS P I SRITIP A A AR AR I -
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i £%

D

AT JE AR ZCUFERC Sun Crypto
Accelerator 1000 /=15 H

AffskaTimbE Sun Crypto Accelerator 1000 £2HERVHRES » B AT DL A Fhdt
OpenSSL fHAFEHFEZ ~ DIFIH Sun Crypto Accelerator HISRASIEEIIRE

AR - A RS LUEH Sun Crypto Accelerator 1000 HHE BLRESIYZ R
REAEL THUIR ) $26E - HAGIEARENWIER RGN - SRR EAHNEALHERT
) (EATEENAFEHATAAIELR « AREFFE Sun IRIVIRIRGZ > G5

Sun Professional Services fjfi# » ZEE AIFLLEEE -

ThRR ooz sUNWerysl B > Hrh 5 B B B U -

JEFRTERAREL TS /opt/SUNWeonn/crypto/include Y OpenSSL #HE » 4[]
A AR o

-I /opt/SUNWconn/crypto/include

BEAY o S SRV A R SR 2 © %% OpenSSL IO fr 21
liberypto.a Bl 1ibssl.a f2aliiz — « A EEEIF - BHLLFENIA Sun T
S+ FFAs S e T DRI AGE A L ¢

-L/opt/SUNWconn/crypto/lib -R/opt/SUNWconn/crypto/lib \
-lcrypto -1lssl -lcryptography -lnvpair

EEALIEATE OpenSSL EME A GriEtkivfms i m GHAR B AR
OpenSSL FEAFEAMNE + #%EUBE R LIH www. openssl.org Tik) -
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w 579 HEY TEEERNT

m 2580 HY T/ HEIBIR

m 280 HIY TEEREDLK

m 5581 HAY "EREIHIG

B T

®E1  CEHEBRST

o) HHER ABIEE
6.875 HEIL} 174.625 /N
4.2 B} 106.680 /A

A

i
&
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NIV S

RE2 JIHER

Tk L

PCI KR 33 MHz 5 66 MHz

TS N IH 4% 33 MHz B 66 MHz Wik K, 3.3 V 5 5 V EREY PCL 2.1 -

PCI MEVRHEE & 32 7 TEEL 64 T

|

FRREK

RE3 EJFEIR

oL AR

R EIAFE R 10W @ 5V
700mW @ 3.3V

BIFRAE 5V +/-5%
3.3V +/-5%

PREETR 2A @1.8V
150mA @ 3.3V
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s #5%

F

Third-Party Licenses ({35 /I
HE )

Some portions of Software are provided with notices and/or licenses from other
parties which govern the use of those portions.

OPENSSL LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the
OpenSSL License and the original SSLeay license apply to the toolkit. See below for
the actual license texts. Actually both licenses are BSD-style Open Source licenses. In
case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.

OpenSSL License
Copyright (c) 1998-2001 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by the
OpenSSL Project for use in the OpenSSL Toolkit. (http:/ /www.openssl.org/)"
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4. The names "OpenSSL Toolkit" and "OpenSSL Project” must not be used to endorse
or promote products derived from this software without prior written permission.
For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may
"OpenSSL" appear in their names without prior written permission of the
OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by the OpenSSL
Project for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim Hudson
(h@cryptsoft.com).

Original SSLeay License
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following
conditions are aheared to. The following conditions apply to all code found in this
distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The
SSL documentation included with this distribution is covered by the same copyright
terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are
not to be removed.
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If this package is used in a product, Eric Young should be given attribution as the
author of the parts of the library used. This can be in the form of a textual message
at program startup or in documentation (online or textual) provided with the
package.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgement: "This product includes cryptographic software
written by Eric Young (eay@cryptsoft.com)" The word 'cryptographic' can be left
out if the rouines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps
directory (application code) you must include an acknowledgement: "This
product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative
of this code cannot be changed. i.e. this code cannot simply be copied and put under
another distribution licence [including the GNU Public Licence.]

“Ian Fleming was a UNIX fan!
How do I know? Well, James Bond
had the (license to kill) number 007,
i.e. he could execute anyone."

-- Unknown
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MOD_SSL LICENSE

The mod_ssl package falls under the Open-Source Software label because it's
distributed under a BSD-style license. The detailed license information follows.

Copyright (c) 1998-2000 Ralf S. Engelschall. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."

4. The names "mod_ssl" must not be used to endorse or promote products derived
from this software without prior written permission. For written permission,
please contact rse@engelschall.com.

5. Products derived from this software may not be called "mod_ssl" nor may
"mod_ssl" appear in their names without prior written permission of Ralf S.
Engelschall.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."

THIS SOFTWARE IS PROVIDED BY RALF S. ENGELSCHALL " AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL RALF S.
ENGELSCHALL OR HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE)ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.
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