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Declaration of Conformity

EMC
Compliance Model Number: =~ DEIMOS
Product Family Name: Sun Crypto Accelerator 1000 (X6762A)

European Union
This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

EN55022:1998 /CISPR22:1997 Class A
EN55024:1998 Required Limits (as applicable):
EN61000-4-2 4 kV (Direct), 8 kV (Air)
EN61000-4-3 3V/m
EN61000-4-4 1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines
EN61000-4-5 1 kV AC Line-Line and Outdoor Signal Lines
2 kV AC Line-Gnd, 0.5 kV DC Power Lines
EN61000-4-6 3V
EN61000-4-8 1A/m
EN61000-4-11 Pass
EN61000-3-2:1995 + Al, A2, Al4 Pass
EN61000-3-3:1995 Pass
Safety

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:1999, 3rd Edition

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/ /8/

Dennis P. Symanski DATE Peter Arkless DATE
Manager, Compliance Engineering Quality Manager

Sun Microsystems, Inc. Sun Microsystems Scotland, Limited

901 San Antonio Road, MPK15-102 Springfield, Linlithgow

Palo Alto, CA 94303-4900 U.S.A. West Lothian, EH49 7LR

Tel: 650-786-3255 Scotland, United Kingdom

Fax: 650-786-3723 Tel: 0506-670000  Fax: 0506-760011



iv. Sun Crypto Accelerator 1000 NEF 1.1 IRLE R{EHEIER » 2002 £6 B



Regulatory Compliance Statements

Your Sun product is marked to indicate its compliance class:

e Federal Communications Commission (FCC) — USA

¢ Industry Canada Equipment Standard for Digital Equipment (ICES-003) — Canada
* Voluntary Control Council for Interference (VCCI) — Japan

® Bureau of Standards Metrology and Inspection (BSMI) — Taiwan

Please read the appropriate section that corresponds to the marking on your Sun product before attempting to install the
product.

FCC Class A Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is
not installed and used in accordance with the instruction manual, it may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which case the user will be required
to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply with
FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

¢ Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

¢ Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to

maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.



ICES-003 Class A Notice - Avis NMB-003, Classe A

This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

ICES-003 Class B Notice - Avis NMB-003, Classe B

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.
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BSMI Class A Notice

The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.
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\Ee LG

1. &8 1.1 Bz » #AB RN Sun Crypto Accelerator 1000 1.0 Kk i o [ Tk
RLBERMAN 1.0 MEM :

# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr
SUNWdcamn SUNWcrypm

2. ¥ Sun Crypto Accelerator 1000 CD A Z%il) CD-ROM YeREHEH o

n QIR R IEAERIT Sun Enterprise Volume Manager™ > HI'EZ & H#j# CD-ROM £
A% /cdrom/cdromo H§kdr -
m UIERRMIZEHIT Sun Enterprise Volume Manager * i N5I[fE/~## A CD-ROM :

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom
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AL /cdrom/cdrom0 HEHAEI TYIMHI L HEk -

% 241 /cdrom/cdrom0 HEk FRIFEZEK

L-E ] =E RE
SR U.S. F R IITE =
FR_Copyright  JEsCZ/FHEZIIREZE
Docs Sun Crypto Accelerator 1000 7 1.1 e de R I & i re
Packages £ Sun Crypto Accelerator 1000 fREEEL:
SUNWcrypr MRt Lo

SUNWcrypu SR s T B SRR U
SUNWcrysu Apache SSL X245 ( Z/)
SUNWcrypm A s AR A

SUNWdcar DCA ##il &z (Root)
SUNWdcamn DCA et hdas i =
SUNWdcav SunVTS DCA #mis ezt ( Z4)

SUNWcrysl SSL B & T EAIRE L ( 247 )

IRAEET I Apache 2R EHIRENI A ey - EUAZEE SUNWerysu £ -

QST B P R AR A ( RSZ3R ) B9 Apache #EUL{FEIARSS » G544 SUNWerysl &
(EEN

MIREETEFAT SunVTS™ HIE - F5Z424E sSUNWdcav £ o BHE L8
SunVTS 4.4 ~ 4.5 ~ 4.6 3¢ 5.0 » RRFLLE: sUNWAcav Eff: -

3. WA PHIR S DAL SRR

# cd /cdrom/cdrom0/Packages
# pkgadd -d .

4. PR CIEMEE %358k > WiEIT pkginfo % o

# pkginfo SUNWcrypr SUNWcrypu SUNWcrysl SUNWcrysu SUNWcrypm SUNWdcar SUNWdcamn
SUNWdcav

system SUNWcrypr Cryptography Kernel Components

system SUNWcrypu Cryptographic Administration Utility and Libraries

system SUNWcrysl SSL Development Tools and Libraries

system SUNWcrysu SSL Support for Apache

system SUNWcrypm Cryptographic Administration Manual Pages

system SUNWdcar DCA Crypto Accelerator (Root)
system SUNWdcamn DCA Crypto Accelerator Manual Page
system SUNWdcav SunVTS Test of DCA Crypto Accelerator
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5. GEMN ) ZER A TR EMB ALK » S5PUIT pricont $#4% o ARR KB
Sun Crypto Accelerator 1000 i ifi-F » SRS HURBATE R » AN FIFHIFFAR o

# prtconf
pcil08e, 5455, instance #0
pcilo8e, 5455, instance #1

6. (EM ) 41T modinfo $HPRBREMA R B

AR > kel J cryptio HUA{EEFEEMH A Sun Crypto Accelerator 1000 57 2B T4
IR T E A BBIR K -

# modinfo | grep Crypto
130 1033e946 6dfo 79
131 1030240c 2d93 -
132 10313ac8 131e -
135 103178be 8684 82

cryptio (Cryptographic IOCTL v1.58)
kcl (Cryptographic Library v1.64)

kcpi (Crypto Provider Interface v1.27)
dca (PCI Crypto Accelerator v1.156)

R

H kB 2

# 2-2 UK Sun Crypto Accelerator 1000 RS FHEE Ze2EIF AT THY H Sk o

% 22 Sun Crypto Accelerator 1000 H$k

Bif e
/etc/opt/SUNWconn/crypto/realms I Hi (T FH FER)
/opt/SUNWconn/crypto/bin JE B TR
/opt/SUNWconn/crypto/lib FE R
/opt/SUNWconn/crypto/sbin FRREH AR TR

B 2-1 BETGE L H SR B 2R -

8258 %% Sun Crypto Accelerator 1000 T+ 11



/etc /opt
/opt
/SUNWconn
/SUNWconn
/crypto /crypto
/rialms
Fiis
Bim
/bin /influde /%ib /4an /sFin /ﬁsl
| -
HEIRE, : 2 | | EAREA . BRI Apache
TR R U TR BT fite s pE

21 Sun Crypto Accelerator 1000 EEG e

/N

EAERG

QR AESETIE T Rk > UL EAE RS BRI R SCMIBRIE L mEs - S5 255 65 HI T MkReHE
Sk e AEREARHTIGHI - ST DU LI RIS LA e - RmT AR — {8 H Bl EAE B A
FREIEK - EORRICAIRHI 2 I > ] e HBRPHRE UL Mk as B (B0 ) EERfA] s -

& — B Sun Crypto Accelerator 1000 #R#5.Z Hif - B ERHPASS T H
Sun Crypto Accelerator 1000 /1 H-RTE I ATA MGG AR - IR A S - &5
BoE Lo Al Ak A A I SE A
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/N

v PRIk

o NSRS FR K BRI E L » i B AR ERIE B WL pkgrm HESAREEER o

B - B LEIGRVIIEF IR - MFRARFBERTRES 5 [(HEE - Hil
TR DA -

WMREC LRI ENEN > EHEZIRIR N e RS HE Lt

# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr
SUNWdcamn SUNWcrypm

B - SRR Sun Crypto Accelerator 1000 71ME[ R Y SunVTS HIE (SUNWdcav)
% AR SunVTS CARYEBTT T » EhaF R S m Kb LA R4 7] I - 552255
SunVTS LRI B L HIEEA -

$|2E % Sun Crypto Accelerator 1000 M EI+ 13
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ot

58] iPlanet fguh{a] Ak as {58 FH 1Y
IHR

ARFE AN E) Sun Crypto Accelerator 1000 /M EIRLUAERC iPlanet #gu5{a Ak A5
o AFALE NYIEE]

m 215 HAY A

m 216 HIY "I BN I

m 5 18 HIY " EXE) iPlanet fEuE{FIAR S |

HHG

EREE) iPlanet fEUL(EIARES ((WS) IR » RAREZE R A E &5 - % 31 20
—A{E D BRI - 35 B S A AR MGREE o B AN IE L R A A2 E
#£31°
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% 31 iPlanet MEULfEI AR FTRRHIEHS

fead g2k B

iWs EHE R AT &)y iPlanet & HAIIRAS FTRRIVEENS o SE MBS EZ S iPlanet R
TEI o

ML fE A EE ez 2= NN ARSI R Fr R U B © ILAR IS S e I(E (T

B BERHERELE iPlanet M55 FIAR A E ARG FEEENT & BRFIZEEE
R N BRI Rt e EE A B S A B -

RfEHE TEHIT secadm FrE/EREREFTRRAYETS - 182 UNIX RS HER
FHEES (B Solaris T I UID £ 0 YEARIRSE ) -

user@realm-name {EZ 2R M) Sun Crypto Accelerator 1000 fRAHFAT %E"J%‘ﬁ% o

SEEENS R A secadm FBAEIHIE B R AT HEIRIV S -
SRFIZ2HEEREE T user@realm-name FiGIEAR I 2B T FH S (8% E%

16

BT BN T pE

FESERY iPlanet AU {EI AR LEFEIEL T ERAT > L RSeRE AT, o AIFRIERIR
SERGE B > BUAHEDRE — IR AR — ﬂfﬁﬁﬁ% A 2B A DS E %
HBABIRATEGER -

\ A0 S e AT

1. WSREMARSERERP B » 551 Sun Crypto Accelerator 1000 T.EL H S50 fE £ 11 1
IR > filn -

S PATH=$PATH:/opt/SUNWconn/crypto/bin
S export PATH

2. fFHl secadm 2R :

$ secadm

Sun Crypto Accelerator 1000 NEF 1.1 iRL#E R{FHEIER » 2002 £6 B



/N

3. flifHl secadm 2y HIFEA AW g S

secadm> create realms=realm-name
System Administrator Login Required
Login: root

Password:

Realm realm-name created successfully.

4. e BE

I8 BB E A IRERE FHTE Sun Crypto Accelerator 1000 #gfkr > H -~ A B0 7 g 55
AR AR A2 oy UNIX o & S 08— 20 - fEma i & mil - FRacs A e E H il
TR - WLRMEEE S EA -

FESEFTEBE B AT - SR SRR E IR 2L (o FH B AR

secadm> set realm=realm-name
secadm{realm-name}> su

System Administrator Login Required
Login: root

Password:

secadm{rooterealm-name} #

o IR R R S M R T RS BUEEI Tnobodly .y e flal 5 3 4 R 2 ME G 5 4

PRI o s2% 5 55 HIY TR, DS 9% 36 -

secadm{rooterealm-name}# create user=nobody
Initial password:

Confirm password:

User nobody created successfully.

HEnG A AR A EhY - SEJEE ML TRREE - 3872 user@realm-name %45 o

B&E — UVEG T AN A E o RIS o YRR A AT DUREEY
RENTE -

6. BB secadm -

secadm{rooterealm-name}# exit

$ 38 RE iPlanet AULERSBEAN NEFE 17



) iPlanet A9uL{A] Aias ML

TENJESERE N AIRL e LUZ S iPlanet fEuL{FEIIRES > N EIRVE A HFaRivERae -
1. 228 iPlanet fEuLRIIRSS
2. FHE(EEERE -

3. BEREEE -
4. LEEE
5. RE iPlanet fEuf{r] R ZFAHTE

& — B LAR T HERIET e o RIS SN IERERIRHRERE

>

n JISRE(EH iPlanet fuLFEIIRES 4.1 > FE2HH 4 = -
m JISRE(HEH iPlanet fuLFEIIRES 6.0 > FH2REIE 5 = -
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ot

222455 iPlanet fevhi{Al il gs 4.1 B

B TEAHRE

REEFGEAAMAIZEE iPlanet #gulifFlfkes 4.1 MakE HAH
m 19 HY T 448 iPlanet #EUL{AIRES 4.1
m 226 HY "iPlanet fEuLAEIIREE 4.1 AHAEEE

& - AEEE T

2% iPlanet f4ulfal ik as 4.1

BRI TIE P - 5525 iPlanet #4UL{alikes s A L2 DIVASE A iPlanet #Euk

IR EIAHRR A -

Z4E iPlanet f9uL R R4S 4.1

. Pk iPlanet 55 fARES 4.1 HXi o

] LAE N HURIRELE B ks s -

http://www.iplanet.com

- RIS ©

AR — M EE R - St AT AR E R Gl A AR o2

£ /usr/netscape/server4d

£ iPlanet AYufi{Al ey 228 m iR i Z TR R AL - AE
LEAEANFIIALE - G S SAE RS T -

ANEAIRLRE -

il Al A Y THE B 1

SIS TR - AIRIERE

19



3. PITLERA -
4. PIFEELBERLHE PR o
bR TRIREE R RS, - It T DU THE A - BERRSEHGRE

a. WA yes DI EESZRREMRK ©
b. WA S hostname.domain o

c. WAWR iWS FEPLFINE &Y RS o
d. HBIHE AL T Return o

v SR
1. ROy B ES o
ZUEE) iPlanet MEGL{AINRAS 4.1 - G NYITES (IR T/E setup FEZUHATERR

startconsole) :

# /usr/netscape/server4/https-admserv/start
iPlanet—WebServer—Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

R G BN A IR 45HY URL -
2. GHRCAE E RIRE 88 dk B A B 550 DURE) iPlanet $PR{IIRAS

http://hostname.domain : admin_port

JATREERE i ALAERIT setup IFFTERER iWS & B FEIRARE HI & IR -

FEE - WEREAEZEEE iPlanet #EUEEIIRZSAERE I T THER{E » 551F User ID 3¢ iWS
B A IR ER 0 AR Pl A admin SE{ETF -

3. % —F FTOK, o

. L8 0 A 25 9 SEURT 45 A2 RORHR ©

TEETAEYE — (B DL E RIS R IR a1 S L R THRE - F52iahk » ae AR E b ARk
e PIHEE T DR 14 -
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SER - W EFERR B I ANRS BT SSL - BUE (BT R R ALY -
F%:% iPlanet AHM LD TSI -

a. TEFPIRES ¥ —F TServersy Fi o
b. BRI —F "TManagey #3H o
c. E—PANETEGN Securitys » M TCreate Databases HEJH o

d. fEWIIEE GG 5 B A\ RS (ASh IR A (AR RO ) B —F TOKy o
FHSROE R )\ © & iPlanet MEULFEINRARAE 2 ST BTN » RURFE BT b A
BN R -

5. P17 FHHRSELURE) Sun Crypto Accelerator 1000 F7Hi F :

# /opt/SUNWconn/crypto/bin/sslconfig

SEMETE B R ASR (ARG AR - &S iPlanet #U5EfAREREL Apache HEUEH(H
%544 Sun Crypto Accelerator 1000 #Rft5HAH © 55 HE T K & AT AHRERE LUE Bl
Sun Crypto Accelerator 1000 N EF -

6. A 1 > B iPlanet AL IR HLIE 266 SSL » A% —F Enter o

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 1

48 REiPlanet fuhFMRES 4.1 B HEHEE 21



7. W HBISERIG > i A S (IR & H SR EE TG — T Enter o

Please enter the full path of the web server
root directory [/usr/netscape/server4]: /usr/netscape/server4

8. MIREBEHIRLT > Wi EHBISURINERA v 38— T Enter o

This script will update your iPlanet Web Server installation
in /usr/netscape/server4 to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/netscape/server4/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/netscape/server4 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. A 0 BH o

v ARl i &

1. WA T ARG DU Bt RBh 35 BRI &5

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start

2. BORFINRAEE > G5 — PAETNEN "Security s BEEE o
HURHTIG (ST E R ERR T -
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3. fEAEM B > ¥ TRequest a Certificatey HEJH o

= Netscape: Web Server, Enterprise Edition B
File Edit Wiew Go Communicator Help

o< w ‘a @4 = sl = & @

Back Forward Reload Home Search Metscape Print Security Stop
j " Bookmarks &  GoTof /]

I\ﬂ'z;&;ewe, 41 integrate I~ Server Manager

/Preferences . [ Programs ./ Serviets /Status . /‘Styles ./ Content Mgmt |/ Web Publishing |

Create Database
Retuest a Certificate Request a Server Certificate

(@ Mew certificate
] .. Certificate renewal.
a6 Certificates You can also see a List of available certificate anthorities.

=

Submit to Certificate Authority via:

(@& cA Email Address: |I

_ | CAURL :|;

Select the module to use with this cerlificate.

Cry ic Module: y i ing

Key Pair File Password: |:

i Before requesting a certificate, you should read the overview of the certificate process, and then go through the detailed steps
‘on ereating a correct distinguished name which you should enter below. You will also generate the proper authorization letter
that you will use to obtain your certificate from a certification anthority.

Requestor name: |:

Telephone number: ‘

Common name: |

Email address: ‘

| e

doe @ ap @ 2|

4. {ERT S B GH 0 A R > DL R 2R

a. ¥ TNew Certificates ©
QSRS AT ATE 42 208 41 SR U e B SR B AT Eh M s A 1 YR A S M R R TR - i
2 TCA URL, I o HHIGHESE "CA Email Address ; » i A —1{ld & 6%
Wik aE S KA AR Btk

RPN RSB (Cryptographic Module) ©
THERIEAAEA N R I RER P A RN - WS IR E - 260H] Sun
Crypto Accelerator 1000 * fEUHAE user@realm-name FA& BT

c. 1& TKey Pair File Passwords ¥/ 80 » 2ol 84 S8 user@realm-name 335¢E
& o

o
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d. R FHIEH I IEREZE R ¢
= Requestor Name ( BRFE IR ): SORFERBHEE A
s Telephone Number ( BEEEFE ): ERKERIRHE E A
Common Name ( —f#48 ): 7E22EH 1B e AR5 g i
hostname.domain
Email Address (% B ): ZORFRBHRFEEA
Organization (% ): AEFEREIRE - gt fEEs -
Organizational Unit (Bi#E54TE ): GER ) (BRSBTS thEr st e b
Locality ( FIT/EH ): (3R ) 37~ AL~ et sd 2 » AR ER LR & - it iy
1EiERE E
» State (M ): GEH ) fEABE-HEEA SERIIN 4
» Country ( [B5%): fRFEZ M A 1SO 1XHE (HIA > SEBIMREER US)

e. # TOKu #HEHBGH o
5. SR B AR B A A 1 G o
n JIRGCERRHREERE CA URL > HINEGE R E/EE M H B3 -

m AUREGESE CA Email Address » Gl ar @ BRI (546 T ARERE B RGH [ AREH 2L 7
B > Wi HRACTRRERIHE -

6. TR IR » G i AL — DF 45 BN B BN 5 o
A A SRR AN AR EOR . Hal R LSO IR A B -

v S i an S
1. FRE A EUT DY 5 B RS o

— HEORWOERE A T 2 52 Hm - SR IE SRS L 3G AE iPlanet #EU5 AR &%
I

2. B TSecuritys P& o
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3. e Bk > #88% TInstall Certificatey HEJH o

= Netscape: Web Server, Enterprise Edition -]
File Edit Wiew Go Communicator Help

|- = 3 P S R | =+ & @

B Eack Forward  Reload Home Search MNetscape Print Security Stop

j . Bookmarks & CoTo /]

iPlanet
Web Server 4.1 I~  Server Manager

[ Preferences’ /Programs’ /Sewieta’ M /'stotes ./ Content Mamt Web Publishing .

Create Database
Fecuest a Certificate Install a Server Certificate

=

Install Certificate
Certificate For:
Change Passward (@ This Server

IManane Certificate: .. Server Cerlificate Chain

.. Trusted Certificate Authority {CA)

ificates
Migrate Certificate

Select the module to use with this certificate.

Cryptographic Module: nohody @engineering

Key Pair File Password: |

Enter Certificate Hame ONLY if certificate is not for ‘'This Server’.

Certificate Name: |

{® Message is in this file:

.| Message text (with headers):

1% @ao @ 2|

[T

4. HZLREDEIT LR ¢

Certificate For ( ZZEEFFH 52 ): This Server ( AfAIRE )

Cryptographic Module ( #aff5f5#H ): SEEEE E 1 user@realm-name 7
FRHEHEA T Ui A 2 2381 user@realm-name (HEER -

TERZHEIEDT - EATDUREAHIRE B - AR R0 - HAE SSL 7% MR TIRE »
R S B ML R R 2 AR RS S e ) 47

5. ar R S0 (SRR ) MR R s R G L o

6. H—FAEHTFAI TOK, #t o
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7. SRR G REBRRS | R GRS "Messages SiBEA o
RGBT — RN ERE R AR -

8. MIMRAEERIESIERE » 5538% — T TAdd Server Certificatey $#%#l o

g ERIFVE G EOREEATE B AR - sE TR R - RIS IR A CASSE 2R
P o HEuhfr R as 220 SSL » At S o AN ShE PR E A © B R YIRORR 7 2 R
Rl e AHRE -

iPlanet fguh{rAlkas 4.1 fHREELE

SAERE G A s R AR A SR L 5e i - LT Rl i as iy SSL eIk -

v 1 iPlanet fgubfrlfikes 4.1 #HRE

1. RETEFEAEm D o BRI TS RS B 0 Mid—F "TManagey ¥t o
2. WIS TPreferences PEERASE B JHYG » 5% — TIER o
3. BEEAAEHAMM TEncryption On/Offy i o

4. FEMEBHELs TOny o

L B A SE R M B S T S TEES SSL SHAIURERAE 443 - WA
HENE o

5. #—F TOK. 3t o

6. ¥—F TSaves DAL EE T o
HEuLFE RS H T € BAE L 2B T IT -

7. Wi N Y S AR Al

/usr/netscape/server4/https-hostname/config/magnus.conf XK :

0 T S

%
i

rml\

CERTDefaultNickname user@realm-name:Server-Cert

Herft hostname RZEREGL{FIARARAT4H -

RIS THRLAE ‘TT*@‘%ZEZ*% 4 FTEERYIEREE 445y Server-Cert » QIREH)
EEANFRATE - G5 SRR server-cert -
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10.

11.

12.

- PR ST B IR A > R TANEA LA TApplys #idl o

SRS e {E TR ST -

. w4 —F TLoad Configuration Files #&#tREM AL magnus . conf KEHEAT

M52 o

E AR A BEEARE - 2154%— T " Apply Changes | $##ft > SRR E BURREHLET Il HE i
ANEWG o SEERE A EE A/ B W RE e E R =8 te st TR IR 35 4R R/ - BIEH
RIREE W E AR T

m }%—} "Load Configuration Files ; f%§f -

n LAY - AL — T " Apply Changes | ##ft -

AR B P » WA ETE AT TOn/Off s HiEL o

i A (el s G AE R — T TOK. #8H o

BT ARG IR A —E B (E %5 - NIRRT - Fsfeftub ke ST
BRI -

1E user@realm-name FEFAEE R T » Sl A BAE realm-name (i secadm 17 user I
BRI BN

wijdiah Bk URL DUEGBASuG R4S SSL Yhigsd RO -

https: //hostname.domain:server_port/

TEEETHERIY server_port iz 443 o
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22 iPlanet gL {A] Al ax 6.0 3liE% EAHRE

AEBHAYA LS Sun Crypto Accelerator 1000 7R LEELHE ] iPlanet 6.0 #d55{H]
fR#8 - RS TYIZEHE]

m 529 B T4 iPlanet #EuH{EARY 6.0

m 25 36 EHIY T E iPlanet #E5LH{AIRES 6.0 4HGE |

Z4¢ iPlanet fEUL Al kas 6.0

IR FHITIE LT - 55227 iPlanet #YUL{FE IR AR S FEE LU ] iPlanet M4
fAfRas AR E A -

v 23 iPlanet fPULfAIIRES 6.0
1. Fifk iPlanet #55FAIRES 6.0 i o
T DAE Y aE rh R sk (al iR e e
http://www.iplanet.com
2. TR FINRE
At B B — (R > AT DA E B Ml rl Bl 7 25t E A R AHRE © (R AR ANy THER

B ¢ /usr/iplanet/servers

£ iPlanet HBI (IR X SRR B2 FRRIAAS - AHSIRELHRIGG - MIREUE
YA FRILIE - TR L SE( RS -

3. T setup BK o

29



4. MIFEEL RGPS o

a. WA yes DARI B2 RIHERE
b. §ifi A\ 52 %1 hostname.domain o

c. AWK iWS 5 Pl i 235 %515 o
d. BRI T Return o

v RIEETIRE
1. BB BEIRAS o
ZEH) iPlanet f8UL ] iy - FE LA T IIRIFR AT ( MIEBITAE setup EfTEKAY

startconsole) :

# /usr/iplanet/servers/https-admserv/start
iPlanet-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58

warning: daemon is running as super-user

[LS 1s1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

AMHIEIESE L TR R ERAY URL fZ4E: -
2. DA e S 85 9 A T 51 30 BARLE) iPlanet ¥ BRI ES

http: //hostname.domain : admin_port

FRDRERm A T A SEAEBT T setup REFATEENY iWS BB A IRy (0 A & A R a s -

EE - MREAEZEEE iPlanet $HGEFEIIRESAREL 0 H T THERE » #54F User ID 3¢ iWS
EHE IR B AP A admin SE{ET -

3. % —F FTOK, °

4. LB (el 2 B e S (B AR OB o
TEAETAYE — (8 DA AR A as O S I 2 =2 ThRE - 52
ArdrBIE A E ARy -

Bk FHLEATERINENLE

it
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SER - W EFERR B AR BT SSL - BUE (BT R ALY -
F%:% iPlanet AHM LD S0 -

a. TEFPIRES ¥ —F TServersy Fi o
b. BRI —F "TManagey #3H o
c. E—PANETEGN Securitys » M TCreate Databases HEJH o

d. fEFIIEE G5 SErbim A\ 1S (A0S IR S AR ORI ) 38— TOKy o
b e i)\ o iPlanet MEULFIlAEL AP ET T - SIS VS
BATRAR S -

5. 1T FAIIIRSHE LB Sun Crypto Accelerator 1000 Frifif :

# /opt/SUNWconn/crypto/bin/sslconfig

SEMETE B R ASR ARG AR - & iPlanet fU5EfAREREL Apache HEUEH(H
IR #R%4%E Sun Crypto Accelerator 1000 FmffsfAt o FE-DilEE T 2l gy S AH 8 AR LU H
Sun Crypto Accelerator 1000 N EF -

6. A 1> B iPlanet AL IR HLIE 2 6] SSL > A% —F Enter o

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 1

7. WHBIBRI > GBS IS root H BREETEIEH —F Enter o

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers
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8. MUREEHIRLY > Wi EHBISLRINERA v 38— T Enter o

This script will update your iPlanet Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/iplanet/servers has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. A 0 BH o

v A ke

1. WA T ARG DU Bt RBh 35 BRI &%

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start

2. SRR & G > a5 — PAHTESER "Securitys £ o
MU S B RHEAmLET ©
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3. fE/EM 5B > ¥ TRequest a Certificatey HEJH o

4| MNetscape: web Server, Enterprise Edition

File Edit Wiew Go Communicator

| = a F S S E E |

Eack Forward  Reload Home Search Metscape Print  Security Stop

] ¥ Bookmarks & CoTof /|

iFlanet
ng; Server 6.0 I~ Server Manager

F T Y security W | al Server Class | Java | Leqacy Serviets | Search

Create Datolase
Fiecuest a Certificate o
Request a Server Certificate
Install Certificate
Charce Password .
8 New certificate.
Manage Certificates 9 e
_ Certificate renswal.

Fiequest ‘eriSign
Certificate

You can also see a list of available certificate authorities.

Install WeriSign
Certificate

Submit to Certificate Authority via:
age CAUICKL's [ CA Email Address: ‘I
| deseCeile | [ CA URL

Select the module to use with this certificate.

cryptographic Module: nobody @ engineering ~

Key Pair File Password: ‘:

Before requesting a certificate, you should read the overview of the
certificate process, and then go through the detailed steps on creating a
correct distinguished name which you should enter below. You will also

nanarata tha nranar autharizatinn lattar that van will nea ta sahtain vane

| e | 1o e e

]

2|

4. fEHTYIN B GRS A% I o Dhge e Rl R
a. ¥ "New Certificatey ©

QMR SE AT LU B2 3 A Y e SR B v A B e A YR R SRR A R B R TR - 3

E=S
)

% TCA URL 21 - FHIGHEE CA Email Address » 81— (#Z7 BRAIUE

65 ZORAYBRAZIL
b. BTN HTEEIA (Cryptographic Module) ©

FHERUSAAEA TR A RER T AR - FHEEER T IR - Z6H Sun

Crypto Accelerator 1000 » ZUAJHETE user@realm-name Fekg e RLERIH -

c. 1£ TKey Pair File Passwords ¥3675 B » 28T B3I user@realm-name 335

44 o
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d. R Y H IERER R ¢
= Requestor Name ( ZRE X ): EERERIRRAEENA
s Telephone Number ( BEEEFE ): ERKERIRHE E A
Common Name ( —fF4H0 ): 1E228 51 BB 25 A AR ki
hostname.domain
Email Address( BB AL ): BOREHIBRIE &N
Organization (% ): AEFEREIRE - gt fEEs -
Organizational Unit (B$E5TE ): GER ) (ARBERSBEAIAVEUE st I e ERE
Locality ( FT/EHR ): (G ) 38017~ B et els 52 AR e & i herst iy
1EiERE E
» State (JM): () TEARIHIEAEEATINH
» Country ( [B5%): fRFEZ M A 1SO 1XHE (HIA > SEBIMREER US)

e. # TOKu #HEHBGH o
5. SR B AR B A A 1 G o
n JIRGCERRHREERE CA URL > HINEGE R E/EE M H B3 -

m AUREGESE CA Email Address » Gl ar @ BRI (546 T ARERE B RGH [ AREH 2L 7
B > Wi HRACTRRERIHE -

6. TR IR » G i AL — DF 45 BN B BN 5 o
A A SRR AN AR EOR . Hal R LSO IR A B -

2 HE = B VEE =%
v LAk as &EE
1. B EAET MR TInstall Certificatey ©
— H BRSO AT 2 BB (BB E ZEE(E iPlanet #EUL{AIARES L o

2. i HE TSecurityy 1 o
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3. fE/EMIF Bt » #8$% Tinstall Certificatey ©

= Netscape: wWeb Server, Enterprise Edition |- ]a

File Edit Wiew GCo Communicator Help
o = a & = m <+ & &
Eack Forward  Reload Home Search Metscape Print  Security Stop

] ¥ Bookmarks &  CoTof /|

I~ Server Manager

[ Wirtua Server Class ./ Java . | Legacy Serviets | | Search

Install a Server Certificate

=

Create Database

iecuest a Certificate

Install Certificate
Certificate For:

Charie Password (® This Server
. Server Certificate Chain
. Trusted Certificate Authority {CA)

il

Manane Certificate:

Fiequest ‘eriSign
Certificate

Select the module to use with this cerlificate.
Install VeriSian
Certificate

to hic Module: nobody @engineering i
Install CRL/CKL'S Croptograp ey J

Manane CRLICKLS

Key Pair File Password: ‘

Migrate Certificate

Enter Certificate Name ONLY if certificate is not for "This Server’.

Certificate Hame: ‘I

(# Message is in this file:

.. Message text {with headers):

T [eeE | a 3ep @ 2|

4. WZFRE DT LR ¢
m Certificate For ( Z4&MRFEE S ): This Server ( Afrlfllds ) °
m Cryptographic Module ( #mff5fAH ): BEELHEEN) user@realm-name 418
n PEMBEEREL Z S8 user@realm-name WEE -
n ERZEAIEDNCT - EAIDURARE o AR SR A —(E 54 - E4E SSL SR T
BT - ERF e S USRI I AR T AR RS S sy 447 -
5. R S0 (SRR ) MR R s R G L o

6. W—FHEAHT/H "OK.y #sh o
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7. SRR G REBRRS | R GRS "Messages SiBEA o
RGBT — RN ERE R AR -

8. MIMRAEERIESIERE » 5538% — T TAdd Server Certificatey $#%#l o

g ERIFVE G EOREEATE B AR - sE TR R - RIS IR A CASSE 2R
P o HEuhfr R as 220 SSL » At S o AN ShE PR E A © B R YIRORR 7 2 R
Rl e AHRE -

i 7€ iPlanet fguhfalfikes 6.0 fHFE

BAERGuL e e ds B (iR an ERE 2258 1 > L H AUl iz SSL 3 e/ TE -

v i€ iPlanet {gubfalfiikes 6.0 FHAE

1. ¥— PS5 EmIER T TPreferencesy 14k o

2. EPELEAE B Yy TEdit Listen Socketsy #EJH o
RIS R G AR SR IE AT B T EE Socket ©

a. BYCRHIHDL :
» Port (GEIFUR): S ELBAZHE) SSL IHEuLEIIRES BV maRs (B S mauE
443) ©

» Security (%% ): &5 "On, -

b. #F TOK. #ElREN 252 Y o

1£ "Edit Listen Sockets | E H 22 MG - TIAEHERLE — " Attributes | 3
B o

3. #—F TAttributesy %l o
4. Wiy A\ user@realm-name BH5 D358 248 LY user@realm-name o

5. e thBAplEi PR SSL BHE o

&Er DLEE T Cipher Default | Eﬁﬁf_ FSSL2 , ~ 8¢ "SSL3/TLS | ° "Default | 3#IH
D ﬁﬁ%ﬁTﬁnXE’jgﬁiﬁ G4 T R T B B R R A FH By v -
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10.

11.

12.

. BRI user@realm-name B35 > S5 : Server-Cert (SRR TN ZME) ©

G ET user@realm-name FTEA IS BN " Certificate Name | fR{7H7 -

. ETUREE TR MR R A TESOE 0 ST TOK. i o
. A LA TApplya o 18 S ROH) i A8 i 65 P e Se B2 T o
. #—F TLoad Configuration Filesy PAEEMizstsyi o

(I B 5 (E T - B B TR e -
S {ANREERARAR - W45 —F © Apply Changes , el - R BT e AR T8
TG - SEMETRER TEE AN - B TTAE B eI 5 2 8 5 1 A -

BRI iy RIREA a7

m % —F " Load Configuration Files ; #%§t -

n SEEELL ARG R —T " Apply Changes ; ##4it -

1 SR %5 105 11 38 G HE PO i A %5 05 DU ) fel M 2 o

BN AR R~ i A — B 3 o FENETRAHEE R T > St A iR 2R E T
BERHEHEES -

1 user@realm-name BI#IEERF » Sl A B BAE realm-name [l secadm @7 user I
Wt SE I o

wiini ik URL PAREGZAYSS IR ES I SSL Yhped &R «

https: //hostname.domain:server_port/

VEETHERIY server_port J&: 443 -
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b

ot

% H Apache #8u5{A] ks

AEESH T AL Apache f55fRIARAS F& ) Sun Crypto Accelerator 1000 7P f ©
AEAE T

m 39 HY "M Apache G {EIRES

w 42 HRY TR

& H Apache fuh{rIARk#s

Solaris 8 7/01 TE£ERFEAMS T Apache Web Server 1.3.12 © Solaris 9 {EZEERIE AN T
Apache Web Server 1.3.22 - THEIJFWIEHREZIAR Apache UG fasmigft -
A 2B Apache #EUh AR AR S LIS S 2B Apache #8uk{AIAR 25 FHAHRBRZEA -

T4 H] Apache #guLifAIIR#

. J#37 httpd HIBHEE o

Solaris RN httpd.conf-example FEZ5@ i /Y /etc/apache o & DUF FHA
FEEMUEEA > RIE T AR -

# cp /etc/apache/httpd.conf-example /etc/apache/httpd.conf

2. i http.conf KEEH » §§ SserverName R Z I As £ 85 o
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3. Fi#) sslconfige

# /opt/SUNWconn/crypto/bin/sslconfig

4. 3 2 > FO¥ Apache B fAINRE A& 2B SSL :

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 2

5. $éfit Apache —HENIFEARRLEN H 8 o
1F Solaris A& I - ZHEEE & /usr/apache °

Please enter the directory where the Apache
binaries and libraries exist [/usr/apache]: /usr/apache

6. mPEflt Apache IWAIERI KNI HE o
1E Solaris A#fi L > FZHECHE & /etc/apache -

Please enter the directory where the Apache
configuration files exist [/etc/apache]l: /etc/apache
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10.

11.

LRGN RSA S
QOERAESEE R B i - BAEAERS ORI > i sslconfig mEA < -

Do you wish to create a new RSA keypair and certificate request?
[Y/N]:

AIETEE No » FEBEEIE 42 EIiy TRETTINGE | -

. BROEGHAE AN 3% o

R H AL - MR H 8% -

Where would you like the keys stored? [/etc/apache/keys]
/etc/apache/keys

SRR SR A o
ARG BRI TR LR e A - SR R S SRR
Please choose a base name for the key and request file:
PELRIEATIR 512 F 2048 fiyCRI SHERE o

BN Wb I i s FE FREE > 1024 (Z7CH58R 1 o (ELRAT DU ISR P SRy <2 -

What size would you like the RSA key to be [1024]7? 1024
Generating RSA private key, 1024 bit long modulus
.......... ++++++

...... ++++++

e is 65537 (0x10001)

Hvr PEM W1THE

BESETTHS & R IR ETR) - FETEE B B SRl THE - HRCRARCREETHE - WIREE

G o R A -

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:

¥ 6% B Apache #BuL{AARES
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IR RH A TS -

iii BE - RS ANGRITHS  RARATHS » AR IEAFIER o AL TR L

AT IERE

YRR T AR AE Apache #EUAEIIR A Sun Crypto Accelerator 1000 71
-~ i -

v RN EEE

1. TR 71 M B R o
SNBSS RETT IR - SREAE TOIMIAHE Al

Countary Name ( BZ %1 ): REBIZA M5 15O U - S50 EZM0r - H gkt
TevERE B (il > EEIIAIER US) -

State or Province Name (JNB): GEF) FEAMRN - ASE 8N & 2400 (B
A T Wi T Return)

Locality (FT{Edh): (A ) 3kt ~ BB ~ FTEMhEs % - ARtz & in > et
1EEE

Organization Name ( #5458 ): (UREEREVEUIE - eSS L

Organizational Unit Name (B H7 44 F0): GRF ) (RZHRBHLEIAOBIE - @ zkd
TEEE -

SSL Server Name (SSL frlfil 2441 ): S8 E 1 E 315 25 Frim ARG
Email Address (% EFHIHE ): ZORERIHIEENA
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N Rl A SRR LAY EE

Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated into
your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) []:Fictional Company, Inc.
Organizational Unit Name (eg, section) []:Online Sales Division
SSL Server Name (eg, www.company.com) []:www.fictional-company.com
Email Address []:admin@fictional-company.com

2. RIS » B /etc/apache/httpd.conf XK o

A R Bl S RSB A - EHURFER BB /etc/apache/httpd. conf
TEZELIELE Sun Crypto Accelerator 1000 S {H ] -

The keyfile is stored in /etc/apache/keys/base_name-key.pem.
The certificate request is in /etc/apache/keys/base_name-certreq.pem.

You will need to edit /etc/apache/httpd.conf for the following items:

You must specify the ports that Apache will listen to for
SSL connections, as well as for non-SSL connections. One
way to accomplish this is to add the following lines in
the Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:
LoadModule ssl module /usr/apache/libexec/mod_ssl.so.version-number
In the AddModule section, add the following:

AddModule mod_ssl.c

EE - IEMER AT S B AR E TS -

# 6= FEfF Apache fBiL{FAREE 43




3. MR BOUEREBAE NN VirtualHost » B SELE httpd. conf 1~
SSLPassPhraseDialog $§& 172 LM SSLEngine » SSLCertificateFile il
SSLCertificateKeyFile ¥§&17 o

You may need a virtual host directive similar to
what is shown below:

<VirtualHost default :443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/base_name-cert.pem
SSLCertificateKeyFile /etc/apache/keys/base_name-key.pem
</VirtualHost>

You must add the following line after all of your VirtualHost
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/crypto/bin/sslpassword

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache Web Server. Please refer

to your Apache documentation.

<Press ENTER to continue>

INRSEETERS 39 HEY TR Apache MEULEIIRES o THEIER 7 MRS no - HIRHER
MR 2 A SRS — & A,

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing

"Work with iPlanet and Apache keys" from the
sslconfig main menu.

4. 580K sslconfig WR{EIR » i 0 o

5. i /etc/apache/keys/base_name-certreq.pem (base_name JEZLESE 39 EHY
TR Apache A5Gl lRAS 2 2558 o vt ) #3850 B0 » Wk 38 An G 2
PEHE o
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ISR S IREBIEE /etc/apache/keys/base_name-cert .pem AEFEE
Cl B o

. B Apache H4S5fINRES ©

EERE Apache “HEMTEAMEHERZE /usr/apache/bin » AIFE N SR —HEATTE
FRvi Sk R NIRRT ESE

# /usr/apache/bin/apachectl start

. BEREE > i\ PEM J1THE o
. R AL IR ES Y SSL YIHE R A RN o GBI i T URL :

https: //server_name:server_port/

VEETHRGHY server_port ;& 443 o

# 6= FEfF Apache fBiL{FAREE 45



46  Sun Crypto Accelerator 1000 NEF 1.1 IREZE R{FEHEIER « 2002 £6 B



ot

2 B HE DR

AFEFH] T Sun Crypto Accelerator 1000 #CHS 2 ETHIGELEEHEHEAE - A5 T8
i
m 547 HIY "SunVTS 2EHREE

m 25 50 Hi " Sun Crypto Accelerator 1000 FSEHEHE# |

SunVTS ZETHE=

Sun Crypto Accelerator 1000 CD FJ sUNWdcav EfFHHH2HEH] SunVTS Ml -
dcatest HLLEL Solaris Supplement CD [y SUNWvts Hil SUNWvtsx EffHEHEF%
L» SunVTS {EJuiﬁ?ﬁ’%ﬂEﬁiﬁﬁﬁ FAHFEELESE - DI Sun Crypto Accelerator 1000 /7
H-RHYZETTIRE

FH2B SunVTS BYACHF - DAEUS ST BLES 14058 Be 2 BRI S AHRE & - 8T LUIFE Sun
Hardware AnswerBook #3535 Bea 4+ Solaris Fii74~ ; Sun Hardware AnswerBook
RIS Y Solaris filiA< » 7 Solaris Supplement CD _F#2{ft -

FEEB - (G2 Solaris Supplement CD _Ef¥) SunVTS &% » b aefdH
SunVTsS -
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48

7T dcatest

. DL AE# (superuser) & » BUH) SunVTS

# /opt/SUNWvts/bin/sunvts

A2 B SunVTS [/HZ75R LIS SunVTS B E) ERTFEHIER -
THIERBMBCE LM CDE 834 /M E) SunVTS -

. f£ SunVTS Diagnostic LBIE " » $E System Map 24 Logical Bix o

AR — MERW] SR Physical B 5 HIEF G BOEEHTEIZE Logical Fix -

- BRSNS DM A A o
. #EH TCryptographyy ST B » MM T Cryptographys MK B » LAME

A Cryptography BEALH ¥ 4G BEK <

. iHB% Cryptography H&1H ~ AR dcatest [REINTHL ©

m AR dcatest HFURHIZK - FEBEEISER 6 -

m Q1R dcatest WHMEUR » 55 " Commands , THIXIHEX R " Reprobe
system ;> HUFT{HHIRA -

2B SunVTS SCLABEEEAIRIRL 7 o (58 ~ BUR dcatest % SHABMEETTH

6 -

. #—F dcatest filMZ— » RBHA L — FAHEHE » DR T Test Parameter

Optionsy ©°

SEUESEIE (3 I B deatest ; 53 49 EIMY deatest MIBZBURIE | FrerH NS
Eﬁ o

. Wse EEREEE R » G5 TWithin Instances FHRIARIJRER T — T TApplys » B

PRI dcatest I » 8l TAcross All Instances FHiIIEE& % TApplys » ¥
SEFA I dcatest P o

AEWFEBERIREMNE » TRHES2E] Sun Diagnostic Flif

. ¥—F dcatest filz— » R4 BE— iR PR T Test Execution Optionsy ©

54— [BBT: Test Execution Options | /73 + 18— "Options , FH=t L5
3 R%HE— T [ Test Executions | ° & E#IEEEH SunVTS #4HTE - ST 2R
HHEE - 5525 SunVTS fFLISES HE L& -
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9.

10.

11.

TESEmi % » 5it%—F TApplys DABERPLEIBIA » kW3] Sun Diagnostic
o

$#%—F TStarts $I7HiHE EEE MR o
#%—F TStopas EILAEHEK o

dcatest HIEAZ2HEEIE
% 7-1 A T &/ IEH decatest FHIES ©

% 71 dcatest FHIE

AR E7L
3DES HIE 3DES K& -

RSA THIEK RSA ABHEFLN 558 -
DSA HIEA DSA ZFElgas -

RNG A IR BLEER S

N =73
dcatest agwdIEHA
AR ESEER AR YIMNIE CDE BETIT deatest > HIFTERTS [H
fB8E -
£ 32 f e > deatest HJE{EE /opt/SUNWvts/bin/ « 4 64 LTI -
dcatest RYIE{RIE /opt/SUNWvts/bin/sparcv9/ e
FiG SunVTS HIEEHERTATE dcatest WYap-py IS M EFHIR A SR « FiEr IR A
LA -o 51U RIFEE -
a 2B SunVTS Test Reference Manual LIS FEEREaT-3 515 [ E K © Y decatest
e EThEER IR RIS b - £ » DA -u DABERBEF 520 ~ SA -v
PAFHUR VERBOSE #MUE o FHEIPAGFESRFEERVIEE - AR M A -
TEREIGI A 32 Ao - DUEBIFE NGB T decatest o NHENGAEHET
FrEAE dcao EMIATE FHIE ¢

\\\\

HAEa R oI5 i

# /opt/SUNWvts/bin/dcatest -f -o dev=dcal,tl=3DES+RSA+DSA+RNG

B7TE DETHEREHHEE 49



MHUZELE SunVTS 2% ML 64 (GHAETT deatest RYFEHT - MHEINTESEE dea2
Y RCA HEFTHIE -

# /opt/SUNWvts/bin/sparcv9/dcatest -f -o dev=dca2,tl=RSA

P
F
Ke
it

HIEamHYIRIT deatest f » FEIEEED 7F {00 FH 2 38 1 1Y P R s T2 2R

1T 1 2 72 FIREREA -

% 72 dcatest ayYIEEE

EI1E L

dev=dcan ?Ei;c/‘ﬂﬁﬂ’] EHE I - B4l deao B¢ dea2 o AIRASIIALLS [# 71
FEE dcao

t1=testlist FEEBSETAY TR - €1 BUTRIRREA + (D09 ) Fock@il - n]S2gny 7

HIELHA 3DES ~ RSA ~ DSA #1RNG ° filA t1=3DES+RSA+DSA+RNG
FoRETTATE TR, - BT LUE A t1=all $YTATEIVHIES - 215947
BIEE TGS - THEAEE all -

Sun Crypto Accelerator 1000 HEEEEDH#E

Pl Sun Crypto Accelerator 1000 #&[E /& {574 A4 H * 5 1 OpenBoot PROM
(OBP) #2715 > #ifi A show-devs DU S %E(Paﬁ o TE u%%fﬂé% TR Sun Crypto
Accelerator 1000 /MHEI-R /MH-RIYSEEFH - #EIATT

ok show-devs

/pcielf,0/pci@l/pcilO8e, 5455@2

£ L EREIFI » pecilose, 5455 £ Sun Crypto Accelerator 1000 #11ER EEE B
& S~ A - K2 AP OBP g2
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Sun Crypto Accelerator 1000 /MA-RAMI & FE R EETR s 7 DUSUES MR _ERIARES

THE) o SRS TAEEORE S HAEmrE R
SEM AR -

I kstat(1IM) G4y s8R

# kstat

module:
name:

-m dca -i 0 -n dca0

dca instance: 0
dca0 class: misc
3desbytes 3040

3desjobs 5

crtime 65.342725895
dsasign 0

dsaverify 0

rngbytes 10592

rngjobs 187
rngshalbytes 16328
rngshaljobs 327

rsaprivate 9

rsapublic 0

snaptime 106956.467004482

FrIHH kstat EARERARIHEKEL Tjobs | A HE%E] Sun Crypto Accelerator
1000 /MR o "jobs y BAEAIZ WAL - FoRS M H-RIEAENBEELRE] Sun Crypto
Accelerator 1000 FMAE-RETANE LAFEOK © AUERMRIS LIFRA W2k L G

LR AR ERLRE - Al R s AU RHTE -

NEEFMEE kstat(IM) ZREIG / BEBITE AR HBUE - BaBhRE cUERr e 8 Erny
HE - R ENEI TR SR - HE R E R E T Re G Rl e -

SES - WSRAE /kernel/drv/dca.conf FELHIES

AT ECTIOTRIRIZEUR © LB n] FIZRPG IRk & AT -

T nostats B > BEE ISR

=

B7TE LEEARRHHEE 51
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2% A

{5 iPlanet A5 {rl i ae s B
Sun Crypto Accelerator 1000 71—~

A st T iPlanet A5 AIARAEEE Sun Crypto Accelerator 1000 /1A MEIF
2 A TRER 22 -

AT - EEHEEE > ST HE D RMEE BIRYE -

AR N YR

m 553 HAY "SR

m 561 HAY " RE BRI

m 565 HRY " EE EVE I ARG

FE e Bl G

HHAZE I PKCS#11 /P THEIEL Sun Crypto Accelerator 1000 771 - 3E AR fE A2 =040
iPlanet #8ukfAkds » B EFENT SIS R I -

Sun Crypto Accelerator 1000 WY HIF /@ NI S EORHME —HEG - RE BT
AILBER 2 o (U ETTREG A E A 2 HEEMLCHR T RIFRERE - fian

"production | B2 " development | <258 ( LASCHEM FIE IR AIRERS ) © BUFRE L B8
DABERY ST e v IR (HA) AHRE © GHEE TR % B DB B IR IR $8H9/2 Sun
Crypto Accelerator 1000 {5 17 » M IFEMAY UNIX I & IRSE - UNIX {5 & 1
il Sun Crypto Accelerator 1000 {5 F & @M > WA [E & B HE -

53



54

P E  FH E BLH  A R  R R b9 MRS T AN BB B RURE T -
o PR F R & BT - A ERE - #T DUERR BT AR 22 - 38 n] DRI
TSR N -

— M L B A B — e B B — T S o BRDISKER 0 B%AH R RT RE AR B — I
Mwebserver | HIZZFEIRYE — (i & "nobody | ° B0 AFEM HE "nobody | ¥
M A B — Rk P Y 2 < SR B RE

TR B ST ARSI o DUBE S PR A & B i) - B AERURHIE T RE 5 2%
I~ I 0 T finance; - "legal B2 "engineering - f{HFHIKARAERS
NLHIRARRZE] o BRBIAGET o T finance ) RESKHUGEE "webserv - Bl [engineering |
HUKIY " webserv | RN AT AIREE -

AT LU secadm B T HACE R Sun Crypto Accelerator 1000 FEIEEL{H FH# -

ik ~ (F B iPlanet A5 {RIARES -

 iPlanet fEUG{EIAR #7222 Sun Crypto Accelerator 1000 /7 5 BRI 6@ -
CEHA TR AR RS I IR AR RS R B -

Sun Crypto Accelerator 1000 FME - ] " @y FFOfAH &6 E IR sk A4 - 2
VIREELAATE o — ML FATE T B EIR Twebserver ) ~ DURE—HHIH
# "nobody | - iPlanet fEUS Al ds & HAK2 MBI " nobody | /£ " webserver |
I B A R < 8 A9 B RC AR 42 | nobodyewebserver ;o 04 ZH A A &
nobody HY# ( ] secadm ZI7H I HRFELAYENS ) RKERIERE « L5EHE -
Bt ) iPlanet AEGG{AIAR S -

RO LR AR 2
iPlanet fEUl Ak 4Z @R EC A IR EOR! 38 A RO s P ditl - JEiEIE 22 AT
Sun Crypto Accelerator 1000 &2 B 557 M R TG ER (3 B0 R EARRC -

WFE A FEREREZAFAE > Sun Crypto Accelerator 1000 #UHE & 2R THRATRLAHAG iPlanet
MEuh Rk s o AL B f s — (AR - Rl

nobody@realm-name °
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ey

2 A ={EMEE © "Tengineering | -~ "finance | fll Tlegal | - [N¥IfEE0 ey
25 iPlanet fEULFEINRES -

m nobody@engineering

m nobody@finance

m nobody@legal

AR - SEEEATRERES I - SE B T L T A AE—(ENU# " nobody ; HYEFIFE -

G YIEES

TATHREOE » A LT A - R E— S R B s T
% 1ERRRC AT —1T - iPlanet AEUS{EARAHEE RIS IERE R TRIIERD - FEEHRY
FEERTEAT (RFP4E ) -

1. $HOME/ .SUNWconn crypto slots f#%

FNEZIFAER T iPlanet UG ARARIGEHE AR E $% - iPlanet MEUL RS
FIREE LU R H 85y UNIX (I EH S A380T ¢ AR N RIRREB AIBE /5K -

2. /etc/opt/SUNWconn/crypto/slots FEZ

/etc/opt/SUNWconn/crypto/slots fEEE I FHRLE - W05 HE AR H 8%
H1Y%7 .SUNWconn crypto slots &% - HIE{# HATE -

A R A A B

webserv@engineering
webservefinance

ANARARAE] EfE— RS - QIS 54 HRY " ARRCEERERE 2 ) TRl TR AR
F -

A2 BER 3 LIS ZAEEL A HAAE iPlanet AL (R R 25 AHRE A FHRRFE I &, -
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i secadm

secadm #2553} Sun Crypto Accelerator 1000 /1 EIREEHE T w510/ °

PSRN secadm 220 > G/ Sun Crypto Accelerator 1000 T-H H AL FREE
tfeo i

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH

secadm fyFHYEEEAIR ¢
secadm [-h]
secadm [-y] [-£ filename]

secadm [-y] [-T realm-name] [-u username | -s admin-name] command

S I ELE /opt /SUNWeonn/crypto/bin/ HE -

® A1 secadm EIH

B=IE =t

-h HUR secadm WYATRRHANGEER

- £ filename H filename FEEY—{E 2 a4y > WAL -

- ¥ realm-name AR —ay U o - SBEIEE R secadm fEHIR realm-name
R THEHER Ay -

-s admin-name (EE R — SR - -s SBIEE &2F secadm {#H admin-name

TERB AL - DRIREIEESMEA © admin-name W2 UID 0
(35) UNIX {# % (#I4l root) o B AR P Efrhe iy Tabst

HEFT -

-u username R — U B o -u SBIEEER secadm DL username ZEA ©
B AR e R A D WA T ST T -

-y AT — B R BRI R Ay > EEE Tyes ) o
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TEZEREE
secadm ATDLYE =R 1T « SIS - (G UTRNGES] secadn
BB Rt - BB IR, - B I TS

B iRl
(e sl » B GE secadn BHEEATAR AT « REHEERTHR
% o WO FIUGR A EERITHBA R - AR A 2 SRR -

$ secadm show realm

Tl URREIEE S MHEITEA - RIRAE " engineering | FHIRPEETZHHH

Mwebserv | o

$ secadm -r engineering -s root create user=webserv
Password:

Initial password:

Confirm password:

User webserv created successfully.

VERI{E Password: | HUTHAH A EIEL L RGEIREEE - i T Initial
password: | Bl [ Confirm password: | 8 fi i AN A 47 A 7 4 1
5 -

Firf B —ar s CA i FER AR E R R - R T DL AR YE UNIX e
SFNPAE A -

SE WGy

R E e E (R E Lt secadm FHIL—(HE L (HmS - R NER
ASCII &F » TS —{(Edngy o 3T AL T# ) TR - WIRRE 75
FHEIE > secadm GRS % —EEIEE AT NGSYIZH - T EHEEEHT T
deluser.scr HTIiT4y ~ WHATH R REFTHERERIE -

$ secadm -f deluser.scr -y
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HEEE

H B I 9 £ep(l) BT LTl A —(Ead -« HEEARY
# -y S -

i secadm iy Aary
secadm MABEA T BYIFES » LLHEMELEHF BEEL Sun Crypto Accelerator 1000
SR AE) - SR DA A ar sy e i 7T (R LGERBIRZ A IR ) T TEA
mrm o #A T shy MANE " show | JEZRESIEHEIE > {H " 1o, WIREG AR
F5iEnEEZE " login, B "logout -

N EAEEBIRDR T ANRI B S R AR A A Ay

secadm{root@engineering}# show user

User Status

webserv enabled
alice enabled
bob enabled

AR A T DABE F e el 22 AT A0 T &4 - B4 - sh > us -
FERIR A T SR B R PR [ E

secadm{root@engineering}# lo
Ambiguous command: lo
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HiH secadm TS

P&~ Rl 2B A H FIR e oD > 2R R RIREIES S
¥ o RiRE B EIRITLZE Sun Crypto Accelerator 1000 H#ETTEREE » FREEITENE
s TR ~ AN RS ~ S O RS SN R e b B (o AR
DA IS B I BEE S - B R LT - £ A2 B
N T RIREIRE T LA IR ar 4y ~ B AT LG ke 4y

® A2 EHEToEEE

we ] HERE STRENERE
create user=username & = EN ==
create realm=realm-name 2 & RiREES
delete user=username %5 i RinERES
delete realm=realm-name & N EN ==
disable user=username N = EN ==
enable user=username = = RinEEE
exit = = EL
login = i (e
logout &= o Bt
passwd = = A%
set realm=realm-name % = ekl
show class & N et
show key &= = i
show realm N &= e

show user = = RirEES
su = S RiREES
quit &= = 2
unset realm N o il

HERERRREIES - At UID 0 /Y UNIX  H# 418 (B4 root EHFE ) - if:
FEARAMBE R R A - (50 AR LA A VLB B IR R M TR E S 5 LR
BIRE U FHEW S0 G RS B SR S ae, -
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L HHN ST - GHEA -

secadm{realm-name}> login user=username

LLRIREIEEN S EA - FHHA

secadm{realm-name} > su

B HERRRERE SN B AR - secadm G HUR HATE AN - (1%
BAHRRERE & AN DI R Rk — [l o BN ARt () -
MARKEIRERIFIIZHFIE #) - AREHBTZLMHERREEEEN I EFA
WE RS AREMME I ENRREIEE - e AR - EHATHEER R -

pian -

secadm> set realm=engineering
secadm{engineering}> login user=webserv
Password:

secadm{webserv@engineering}> su

System Administration Login Required
Login: root

Password:

secadm{root@engineering}# logout
secadm{engineering}>

= PAPAES
IS raitie
secadm HEE PUEERIIIIAE - SRR - EUERA "7 ) T - AR

WIRy e o AR A m i > ap I EE T T2, T ARG BN G THIRE
7 pian

secadm> create ?
Usage: create {user=<username> | realm=<realm-names}

secadm> show ?

Sub-Command Description

class Show all realm classes

key Show all key objects in a realm
realm Show all realms

user Show all system accounts
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A "2 ATLARR A AT an Al s B o B

secadm> ?
Sub-Command

create
delete
disable
enable
exit
login
logout
passwd
set
show
su
quit
unset

Description

Create users and accounts

Delete users and accounts

Disable a user

Enable a user

Exit secadm

Login as a user

Logout current session

Change password for a user

Set current working realm

Show system settings

Authenticate as the System Administrator
Exit secadm

Unset secadm operating parameters

AT A A IR USR] A EREESET + T2 ) ST Y
shell #2381 - s (e TIBRRTHEAT 7 f05r shell RMET-TT -

iIBEHY secadm F2=

AT LU BHE secadm @ quit Ml exit « Ctrl-D ##/F5IHHA LI secadm
T -

Sl gy
HXIE iy
IS SR R - HASHIS AR S TS T S I A - SEISCN R LR

FZEM > Wt 7B ERYS A MY I3 - BT DEER DR & S (R e
BT S - s i E e -

n SRV RIS FELIIVERIREEAN iPlanet fE5L IR BEA
w EEIRDE ¢ SR e R A UBaRE B RS el Tk -
HER 22D R — (R0 R rT R R - HERE T A B CRIBE R E IR

A o BRGIERE > IR FEFR BB % webserv « FUNEZIVEE T 4:48 - Bl
i &R webserv MELFIEGEIRT -
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(ERVAELS

FEET SRS A AT R R I E AR H Bk AR B B - BRI 0 R
MAEH RUHABIA] create realm anfEftEETIARIRAATE - a0 HATRAAEER
i - RIREIRE VHFGEERRE - an DV REIEFISER - B Fonii ABER: - Gl A UNIX
REE AN - PIA -

secadm> create realm=engineering
System Administrator Login Required
Login: root

Password:

Realm engineering successfully created.

TERTLMEIRTRE - g Llan s - FROIAKER - RN EBIETF TN « MABsar TR LR
T TR R © AERETEUL T » SEIERL R Sk 44 % £inance Bl engineering °
B -

secadm> create realm=finance

System Administrator Login Required
Login: root

Password:

Realm finance successfully created

=Y Wl i S N >
s E H HT LR eI

secadm — 7K {HAEE L —AE I SRERIRSE - 55 BRI A ET S P RS
SRR, - TURIRE, - T set realm gy o WEHIATT :

secadm> set realm=finance
secadm{finance}>

BEFILL » secadm GAE (} FEPRTEUREIRATE -
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ﬁ[l%uT TERERE /L H Ay sish TOE > ZT LUk H AT T OERsass e Rt #iE ~ sz
TE TR o B BREARGE H AT LRt g B B8 R ag b H RRSE Bgaa i A (o A

%EZ%%A}EE pian -

secadm{finance}> set realm=engineering
secadm{engineering}> unset realm
secadm>

AEREIER T A F

35 e A H LR EAEBEFLE Sun Crypto Accelerator 1000 71 [E-RAEEH > H A

TRHE
PRENTRE UL AR A R /37 HT UNIX (] & 88— 2 AEE SR & 2R > GHacie &

WRSSEERIEMER SR - IR EIEEI S & A - B

3

:

secadm> set realm=engineering
secadm{engineering}> su

System Administrator Login Required
Login: root

Password:

secadm{root@engineering}#

QT B S 0 S — (B I o ) o > AT DA I Bk %4 78 Tnobodly | 0 HEGRRE
% o NHHEPITEES "engineering , AT T "nobody ;  iE
rnoboc'ly@engineerin@iJ BOE TS - HE A% 31 Y user@realm-name ©

AR

secadm{root@engineering}# create user=nobody
Initial password:

Confirm password:

User nobody successfully created.

ML A E IR > UL REGE A IS T B -

BE - LR AT o RABE - CURIRE ISR 1A 7T LRI

REIE -
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IsREERE

] LIEEH show realm=realm-name w4y 2K 5| HAES_EI&ER

secadm> show realm
Realm Name
engineering
finance

Bl IR

TEIEEH A S i T o Pl A g e ~ E RS - DA R AR -
Sun Crypto Accelerator 1000 HFiHE— ZIRRIFHEAERE SUNW_filesys SHIEA] -
BHIHATE LR ER] > 5H# F show class M4y °

secadm> show class
Realm Class

UiliZS =R

ZIMBR K > 5532 delete realm aysy » P2 ZMI BRIV UL AT - FH A
IKf > secadm E#H "yes/no FE - EOREHERRE IR - A BIRIE - RIKEEE
MRS IILUSERE - an REMGIT - BESh B REMIBRBE A rhryRalsk - BIRERCE R
A2 - BT RELLFERPANGUL A RaR B (80 ) EEERS -
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v iR R
1. [ secadm 2 TR MBS i 1ty 6 o

secadm> delete realm=realm-name
Delete realm realm-name? [Y/N]: Y
System Administrator Login Required
Login: root

Password:

Realm realm-name deleted successfully.

IEE BRI WREN SIS - EIEEREr -

SIL i B AL 3 n
s e Bl TR F S R A%
i FH H RSP AL A2 =38 Sun Crypto Accelerator 1000 HY /732 > il fud/FAE R —%H

Sekrb PR o A P B RS M AU SR N RE DR BRRE B A B I~ B Ut
BRI RIS B L - WA E Sy BULTREERE - HRIREIEE LT

AR ASZ.

{#F secadm su Mgy a AGZEE, o

VIR

® 5B create user MLV o

KA ELH HE LR » BN © create user=username °

secadm{root@engineering}# create user=username
Initial password:

Confirm password:

User username created successfully.

EBE - CUFR R ARERES < AT - CUSIEEIGESE « 1A AT AT AR
KT -
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SUHE A

HAERREES T eV I A - RIREIEB LA show user a4y » K
a4y UGS 3 E SR PR A

® #H show user Mm% o

secadm{root@engineering}# show user

User Status

webserv enabled
alice enabled
bob enabled

4 5 50 A S

EH ] secadm login el ARG I » o] DUSE B EZ B AU ES - B R
JeHE H AT > S RERCERTENS -

® HH passwd f{i% e

secadm{username@realm-name} > passwd

Enter current password:

Enter Password:

Confirm Password:

Password successfully changed for user username.

BE - R AR < A BN - COR LTI - 1AL 5T LU
RZHTEHG -
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E RS A

EREIEEIRHE A HBUE A HEIIRES] - IRIRTHE - SHE M & E 2 A
ARREAENIHY -

o WEH{HEHIZIEDE » 35l A\ disable user=username Mi%> ©

secadm{root@engineering}# disable user=username
User is now disabled.

FITE s B B IR BRRE E A G 0L - R - FTE SR A - FiRIE
EUHTREHIRY - AR O B A B 80 AT DAR R G RE M R UL -

® FRYHIEYE » 35l A enable user=username i ©

secadm{root@engineering}# enable user=username
User is now enabled.

TR A

o F delete user % » FEEIMERWHEHHE o
RN EIR S VAR HL IR0 B SRR 450 -

FHR AR o R A AR AR B o MEREEHIE ZHT - secadm HHRR
REIEEETT yes/no HIHERL °

secadm{root@engineering}# delete user=username
Delete user webserv? [Y/N]: y
User username deleted successfully.
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i £%

ERIIEGE

AKf8%HH T Sun Crypto Accelerator 1000 #H# Y 5 1Y man fRHHE -
AT E AT LAGE A F e i DAk, -

man -M /opt/SUNWconn/man page

% B-1 FIHNG R AT Y man B -

#B-1  Sun Crypto Accelerator 1000 Man FitHHEL

man FHEAE

Bl

cryptio(74d)

dca (7d)

kel (7d)

kepi (7d)

cryptio JERENFE T T @B SRS NI aE (17 IUZEHIIEE -
cryptio BRENTE AR E@REARIFAE - EARE AL 0 H P RE
FrIR UL RS -

dea ZEEIE leaf BEEFETC o £20E N B HE N2 DIk & 09 17 U2 )
HE °

dea BRE)RE =T EE AR BGHIAAAE - I REZUELRZ O P i o REAF A
FEBEEIARES -

kel SEFREITE S 2 BITHE AT AR DFSEAE - £208E Sun I (EFESS
BRSNSz -

kel BB =55 2 E ok B fAAE - PR sUERZ O P i o REAF I
FRfEAI AT

kepi ZEEERETE U LRI TRE ATH AL OAEAE - $2BE Sun I RIE
BB AR -

kepi BRBIFE TR EGHREEGAITAAE > 8RR ZUELL (o P i REAFHY
FEBtRIARS -




70

%£B-1  Sun Crypto Accelerator 1000 Man #FHHE ( #)

man FHEAH £

secadm (1m) secadm EHEIEIIZESIHEN - secadm &
Sun Crypto Accelerator 1000 FJE BN HIFES - secadm g 2K
FHEHEEL Sun Crypto Accelerator 1000 FHBHERVAHRE - W57 ~ Bl

SRR -

secadm FEIBIINIES ST, -
secd (1m) secd ESPERL AL secadm ERIRE SO EERUIRTS
sslconfig(1lm) sslconfig ;& Sun Crypto Accelerator 1000 FJFHFE/ANFHFE -
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i £%

C

Apache #u5{Alas SSL AHREFRSTT

AHIE#FH T # ] Sun Crypto Accelerator 1000 FRf5E%E Apache fui{AIIRES SSL %
RAHRE - /E http. conf HEFEPRIEFRDITHIE - F52% Apache Hulifrlfikds s -LUE
HHELEGRA -

1. SSLPassPhraseDialog exec :program
S FHHERE - 2

AT 1T 5% Apache #8UL{aEIIRaS ~ F85E program FERZHCENIT DU SR B G BB 501
ZE © program MERZFF L EEE WY R IEN B FEHER L -

WIRAM AL EHEE ~ HAERER > J program (EEHERT—R ( BHEHTE
LR B F KRBT program 7T > EREHER—XK ) -

program YATTIREA W {lE 51 85 2 25— B A ARS8 #5848 © servername:port » ]
It www.fictional -company.com:443(GEAM 443 FLL SSL B REmEA ML E AR
LA EEAIR ) o B8 {5 [BUR S i I PSR (keytype) © keytype T LUSE
RSA ¢ DSA -

EE - HAREA TR BIRE R T - SEMHEE MDA T O A oy 45
EHITED (HERF tty(3c) B false)

FeftiyfE s /opt/SUNWeconn/crypto/bin/sslpassword HJLIHFA program $T
& o ARG HEERE R AN > B AR AR A TER -

FRHtH ss1lpassword 2 Er HE)HRE S HESES - & W DU ARAEE L fFI R o
BN R 0 F E) - SRR B AR
/etc/apache/servername : port . keytype . pass HITIEE: - RABIFELE > HIRM
@] /etc/apache/default.pass % i@ LRI RN EE LS RINER
TS T E 1T
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AR - B IERL O I REIR I CACRTE - AN (A T AR UNIX (235w
DAGEEGEAEZE - LB A& ERL Bl FARYE Apache User $5TTAHRIFUE I

WMFRERHIFEE - TR B2 A RIS - Sun Atas 7l (0 F g
fil - G FIEEBERY sslpassword BREANLUNAC - DUBERAERAMUVE B 1T AL BIHY
IR ©

2. SSLEngine (on|off)
AR - 2 R

AT SSL SEAAASE - AR R 54 1 RN 4619 SSL 20
fi - B FIEIE,Y — £

<VirtualHost _default :443>
SSLEngine on
</VirtualHost>

AT ESEAR 443 (f24E HTTPS @R ) WATEEIRSS - IbigaFE%E SSL A L
HIAHRE © WIRAFAE - IRIBFER S BEAILEAG E -

3. 8SLProtocol [+-]protocol
o R A R
AFESTTE R E AR ERZ RN SSL &2 B HEARE o ] i8R0 & S i er i
HIfEZ C-1 HR N LAREAR A

®c1  SSLEARE

EmiERE A

SSLv2 K H Netscape * EzfJH) SSL FEHE

SSLv3 FEHRRAY SSL @R E » 52226 B2 e H B e S i

TLSV1 SSLv3 FEHT - HEjIEAE#EST IETF FE8EAL » ARSI 2 A fd
HTIEE o SR

all &P @R
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AT DU PSR (+) BRIRSE (-) A0 I BB bR P A Sl AR 0 08 - BRI > 2245 )
SSLv2 S7i% » Gl T HIHETT

SSLProtocol all -SSLv2

DU R HERY

SSLProtocol +SSLv3 +TLSv1l

4. SSLCipherSuite cipher-spec

R 2 R - HEk - .htaccess

SSLCipherSuite #5717/ R a2 E W EE SSL AR #s m HLEE ) ~ DU MM R 35
JE o AEEIREE BEEMAVTEILT - FE R TTEAERAIRY SSL handshake H#%f ] - 4£
B —HSA I T > S8 5 SSL [kl HI45 E R MRS a - 17758 & 15 2 R Y
& ~ IR ERATETT -

cipher-spec J&—{El 11 B MR MRS A B > ARG asa AR fER c2 - fER C2 >
DH #5172 Diffie-Hellman > DSS #5HY5& Digital Signature Standard °

®c2 A SSL fmihes

Cipher-Tag R ot e BREE g MAC mE

DES-CBC3-SHA SSLv3 RSA RSA 3DES (168 77T ) SHA1

DES-CBC3-MD5 SSLv2 RSA RSA 3DES (168 £7T ) MD5

RC4-SHA SSLv3 RSA RSA ARCFOUR (128 fiiyt) ~ SHALI

RC4-MD5 SSLv3 RSA RSA ARCFOUR (128 fiiyt) ~ MD5

RC4-MD5 SSLv2 RSA RSA ARCFOUR (128 fizyt) ~ MD5

RC2-CBC-MD5 SSLv2 RSA RSA ARCTWO (128 fi7JT )

DES-CBC-SHA SSLv3 RSA RSA DES (56 fi7JC ) SHAI1

RC4-64-MD5 SSLv2 RSA RSA ARCFOUR (64 fi77C ) MD5

DES-CBC-MD5 SSLv2 RSA RSA DES (56 {iZJC ) MD5

EXP-DES-CBC-SHA SSLv3 RSA RSA DES (40 {i77C ) SHA1 [
(512 fiz7t)

EXP-RC2-CBC-MD5 SSLv2 RSA RSA ARCTWO (40 {i77C) SHA1 e
(512 fiz7T)
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gc2 AJF SSL #RiGER (A7)

Cipher-Tag BiEE A pndd EReE e MAC b=

EXP-RC2-CBC-MD5 SSLv3 RSA RSA ARCTWO (40 1i77T ) SHA1 NEEHE
(512 7o)

EXP-RC4-MD5 SSLv3 RSA RSA ARCFOUR (40 fi77C ) MD5 MEH
(512 AT )

EXP-RC4-MD5 SSLv2 RSA RSA ARCFOUR (40 fi77% ) MD5 MEH
(512 fi77C)

NULL-SHA SSLv3 RSA RSA Eiiid SHA1

NULL-MD5 SSLv3 RSA RSA ki3 MD5

ADH-DES-CBC3-SHA SSLv3 DH ki3 3DES (168 77T ) SHA1

ADH-DES-CBC-SHA SSLv3 DH Eiiia DES (56 17T ) SHA1

ADH-RC4-MD5 SSLv3 DH ki3 ARCFOUR (128 77T ) MD5

EDH-RSA-DES-CBC3-SHA SSLv3 DH RSA 3DES (168 {77 ) SHA1

EDH-DSS-DES-CBC3-SHA SSLv3 DH DSS 3DES (168 {i77T ) SHA1

EDH-RSA-DES-CBC-SHA SSLv3 DH RSA DES (56 77T ) SHA1

EDH-DSS-DES-CBC-SHA SSLv3 DH DSS DES (56 17T ) SHA1

EXP-EDH-RSA-DES-CBC-SHA  SSLv3 DH RSA DES (40 {775 ) SHAT R
(512 fi77t)

EXP-EDH-DSS-DES-CBC-SHA  SSLv3 DH DSS DES (40 {i.7T ) SHA1 FEH
(512 izt

EXP-ADH-DES-CBC-SHA SSLv3 DH fiE DES (40 {ii7T ) SHA1 MEF
(512 fi7oT)

EXP-ADH-RC4-MD5 SSLv3 DH ki3 ARCFOUR (40 fi77C ) MD5 MEH
(512 f77T)

# C-3 YRR TR E L E AR 2 7 RHDIRERY A4, -

& c3 SSLAI%

Rl& B

SSLv2 P4 SSL 2.0 KAmis s
SSLv3 FiiA5 SSL 3.0 Kifmises
EXP P T S AR AR S o
EXPORT40 P 40 (iCHEH RS
EXPORT56 P 56 fA7TCHE TGS
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% c3 SSL {4 (#4F)

BI& EL

Low TS MRAESS (DES » 40 A7JC RC4)

MEDIUM 86 128 FITTARAS S

HIGH FiE it FH =% DES

RSA A #iis as{di F RSA Sfcif

DH I S %31 ] Diffie-Hellman 70 #1

EDH P fises{# ] Ephemeral Diffie-Hellman <$#72c#i
ADH FIT M e FHBE 44 Diffie-Hellman <8402

Dss FIr A Mt ] DSS BRas

NULL FIT Ml s AN i

TR DABE 2 -4 TR NG EERIRR AR IR 7 LA E At de fr o AHLRE -

®C4  BUEHRIGE R AHRE FIRYRF AT T

F ELL]

< fE > TS AR 2 B

! FRR B oe 2R RIS A — RS A N RE R AIA

+ g AR R B MG F RIAZE (FTREERFERERE )

- A B RS BRAR IS (AT DMERRE T IAEE H)

cipher-spec FTHEEE

SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM: +LOW:+SSLv2:+EXP

TH 3% il & 5% E Fir A i 28 AU RHRE - (HIE %4 ( RACEFEE ) Diffie-Hellman 4} »
ARCFOUR Zff FHEA RSA » HESE A INEEMEERIINE -

5. SSLCertificateFile file
T FHAEE ¢ 2 REET
AEERTTEEEAFRET PEM fifls X.509 WSRERESIIFTEALE -
6. SSLCertificateKeyFile file
IR ¢ 2 R
FIEDTTEHRE AR PEM M52 FA NS AT ENE - SR

SSLCertificateFile 51T EAHREN I -
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7. SSLCertificateChainFile file
AR R R
AIEHITEEE R SRR IR AR IR PEM FRis  IREEIAIE - E A IRAS S
Rl FE P i e Sk S R T B s B T > SEmT DU R - T 0 B P i A £
AR s

EHB RS (SSLverifyClient) I - $IFAHI P ImBRag - A v RaE L
BERAR -

8. SSLCACertificateFile file
AR ¢ 2 EEREE AR

AIESTTEIECEE S R PGSR < BT AERRS (CA) MY EHERE LI FTAENL
= .

9. SSLCARevocationFile file
B AR R R

KEE T TE T EE RN Finbgs 2 SR RS R RS (CA) ZIEFHuA

10. SsLverifyClient level
SR 23 R - HEk -~ .htaccess

AEERATRGE 7 P i R BRasiig - ( R - HINE T B EMN S Rk
PR EILHRGE - EAEHAMEAEIER )

level HIEEY[1F3 C-5 » Wi HFEAIERAH -

®c5  SSL ki HH Pl e

B 5]

none B iSRS
optional A P a] DU H A RUEEE
require H B 2 b A s

optional no_ca  FISEHAILURHIER - [HEHAEE - EAN

— AR e {#i ] none B¢ require - FHE%{HE none
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11. SSLVerifyDepth depth
S0 R - i - FEHEEHE - HEk - .htaccess
KIgrfT e 8 AR AE P L AT RS SSE EE - 3 0 ﬁ?%ﬂﬁ

EAT#FREA R mEE 1 AR 7 b 0 F5 R i o 238 A0 CA (&
SSLCACertificateFile) %%E - B AWEUEAFT CA FIREE

12. SSLLog filename
S FHRERE 2 R

AEEPITEHER Sk SSL HIBERIRCEE - ARIRAEMEMEE (THRE) - FgA
EfA] SSL R E ERRIRF & WL 8k -

13. SSLLogLevel Jevel
TR 2 R
ARIFDITHEEFLERAE SSL FUSkE - AYEIIGEIE © level HYSEYITESR C-6 - WiIHFE
HHEHA -

% C-6  SSL ZUSKME G E

BiE HiA

none FECEk > ESFRREIR AT IR EIME Apache SIRACHE
warn HEESHE

info HEETTE

trace B EEEENE

debug WEFREEHE

14. SSLOptions [+-] option
B AR - 2 B - Hk - .htaccess

AFE G I H #3508 SSL BTIRFIIEEIE - SHRHE TSI H AT - FHERT
FIEANEE (+) ?7 N j:FJUﬁDDJ:{@@f ( ) © WIER[F— H 8 2 I > R
PR R B AR AEETH B BRI N S HEE Y -
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SETHBL Ly 2 -7 -

F&e'a

&c7 A/ SSL A
BIE BieA
StdEnvvars HENTAYEN) SSL AHBHEREEEHGH — S B E M EREREI -

ExportCertData SEFMEH SSL_SERVER CERT ~ SSL_CLIENT CERT il
SSL,_CLIENT CERT CHAINy (n = 0, 1,..) BERETAEE - BEEBHAS
PEM #RASH A = i B m] B i A5

FakeBasicAuth F P ER#H T Distinguished Name (DN) | € ##8E# 5 HTTP &R
ﬁ;f@ﬁ & % %5 (Basic Authentication Username) * H & M54 &
HEgRE - B0 LME SSL H Filifindae o FIAEHERY Apache 77HUZE i
il - ﬂﬁTﬁET@iﬁH%F?\mﬁ%
B A Apache AT 2S HRRYTE H AT I IIAS B

xxJ31ZMTZzkVA > 52 | password  EHFHIINIFHIILE (crypt(30)) °

StrictRequire HRHI{E SSLRequireSSL #IFMAREAE M 17N » BIM# H AL AT RETE 25 A4S
SITHIHEB1TU0 satisfy Any ﬁcf

15. SSLRequireSSL
WA © H$%k - .htaccess

AEEHTTER I BRE HEGETERL > BRIEGAZ HTTPS (i Ftbis w17 AR 58
R AREL G SE ol H Sk Y AR KBRS BRI A7
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i £%

D

T FE AR CIFERC Sun Crypto
Accelerator 1000 <15 H

AW gkaT5mbE Sun Crypto Accelerator 1000 F&HEF#REE > AT LLAH 2 A 7 Ltk
OpenSSL 7 EAFEZ ~ LUFIA Sun Crypto Accelerator 1000 /71K FUSRASINEL)
g ° Wi FEATH OpenSSL JEHIME U ES & G RRAVAR R P& ( AHEHABE A AR
OpenSSL FEAEATIMNE  F%FEAHATLIH www. openssl.org FHk) °

AR - AT EATERET LA A Sun Crypto Accelerator 1000 HHS BLREREE A
PRUVE TEGIR #2408 > HAGIEARE S IERCSHRE D « SRR HW LA mE
B ABATEE AN A S BT B AR - AR AT Sun SCIRAYMEIR T % > FH L Sun

Professional Services % » B A LEbEEE -

Aoz se suNWerysl £ » Hp S LB B B 20 -

[l FHAE A AHRE N H AL /opt /SUNWeonn/crypto/include #) OpenSSL 55 - #i4l
AReE AR

-I /opt/SUNWconn/crypto/include

B i A A S AL IEHERE AU 2 0] - 2% OpenSSL AHARIEMITE G2
libcrypto.a il libssl.a fRF{H L — » BUWHEH2 M - LHHLENA Sun IIERE
FE o NI A T AT LU AGE R H Y -

-L/opt/SUNWconn/crypto/lib -R/opt/SUNWconn/crypto/lib \
-lcrypto -1lssl -lcryptography -lnvpair
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2% E

Sun Crypto Accelerator 1000 IR
KA

AT SRS AGM Sun Crypto Accelerator 1000 71MH-RHY SRS o RSk E T 11
AEER Ly

581 HY TEEE R

5 82 HIY T/ TR

582 HAY TEIHRESK

55 82 HAY T BREERI

|
e El
B T
®E1  HERST
R+ g ABIER
£E 6.875 T 174.625 2\
"E 4.2 IR} 106.680 7\
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NIV S

®E2  JTHHUE

ThE s
PCI 3Rk 33 MHz 5 66 MHz
TS N IHI 4% 33 MHz 3% 66 MHz IR K 3.3 V 5L 5 V #ERAHY PCL 2.1 -
PCI FEFRHETIR 32 fi7TE 64 77T
|
EAGEEPN
®E3 HHIFEEK
B g
K BRI FE A 10W @ 5V
700mW @ 3.3V
TN 5V +/- 5%
3.3V +/- 5%
PRUEER 2A @1.8V
150mA @ 3.3V
——
BB A
FE-4  SRIEHIIG
L3 IRIERAS BEEHIE
R 0° Z 70°C ~ 32° % 160°F -65°C % +150°C ~ -85° % 300° F
EERdis 5 85% FEERE 0 & 95% JEEERE
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F

b ) I i e

APk bR S E R (D PR ST 0 2 AT A T S R T LA

OpenSSL FZHE e

OpenSSL T HEM R [AIRF 2 S B E T - & A OpenSSL fAEELF 1A SSLeay BZHEH
HHARZ LEEN - #2% T X UER BRI T - T FfERAER S BSD 4
R T BRBCIIRAS | A - WA EBE OpenSSL FHBARIIZRENTE » G |

openssl-core@openssl.org °

OpenSSL 72/
FAEREFTA (c) 1998-2001 4F » OpenSSL Project * FITAHEFIH TR

AR A B HE AT AR U A B AR BB - NG AR B - HMERRTZF - (B
JERFE T HIRE

1. AIFREUHE AR Eoll g (PR SR~ AR5 2R Ny e -

2. DAZSEATARGHEF TR B AT A LB (B ) HLAbRE AR e Ry EoRth BB i
HEREEETIH - AR(FYIREL N R -

3. FTH B8 B AR S < DhRES I FI Y [ & A1) > A HBEOR TR - T A MG
OpenSSL Project FTFA#HUHIES - fft OpenSSL Toolkit ]
(http:/ /www.openssl.org/) ° |

4. RACHFTEMEFEE © " OpenSSL Toolkit | i "OpenSSL Project | &AM A
HE P B B AR B 2 AT 2R i o BEHAS F AR > G5B openssl-core@openssl.org
Hh -
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5. A#% OpenSSL Project & A& » HIAHESAT A E AN 5HEES T OpenSSL
" OpenSSL ; FHAAGHBAEE A TR -

6. (LA E AL T E FIIEY] T AELNEREH OpenSSL Project FiTBR#EHY
kS > it OpenSSL Toolkit ] (http://www.openssl.org/) ° |

AERBEH OpenSSL PROJECT LLE IRk, 1B » FRERRERRZIER 82 0 8
TERE » BEEME - BEENEAMEEREEBRZY - TEEEMIERT » OpenSSL
PROJECT S EEREBHTHEIMAFERATEMEN < EHIZE - B 8% 155% - #
BEi S IeE ( S ETRER : BN R RIFAVENS » FHSE - EREFIE0
ek BEENTE ) BEMEMT  THEER ETRA  FTHESENESHN &
BETHEX (BERABHEMER ) - EMEHREFIEMZEFEREN R MR F S} o

AFEMALEH Eric Young (eay@cryptsoft.com) FT#EE N # S - A E S H
Tim Hudson (tjh@cryptsoft.com) FTH#EEHHIHE

A5 SSLeay £ZHE
ZAEREFTA (C) 1995-1998 4F Eric Young (eay@cryptsoft.com) FTHREFIYS IR -

AEA} 12 Eric Young (eay@cryptsoft.com) #5511y SSL HF - RE(FHEE E LTS
Netscape SSL FURERHEES

FERFE MYVBRIFRITE DL T AR T A st e fe it p s IR P B A - T8I PRSE
FAAEAT T A W A2 U & 0 RC4 ~ RSA - Thash ~ DES S5 f2 2UH5 - A R A
SSL 25\l - A AT H W EIY SSL S e ZAHFNE fFRE RIS - (B TFREFTR A
£ Tim Hudson (tjh@cryptsoft.com) ©

FAFREIER Eric Young TS - R AAE 2 FFREE EFH AN G -

WIRAEHERILERE i » Eric Young JERZ# /N BREF B R A2 20 iR i W2 B 73 1
TE# o i@ USRSV BRI 20 7 UE, ~ S Seiis e by (it BuEm ) =2fF -

AL AR B AT AR U AV B AT BB - NG AR B - HERETZH - (B
BTG YR

1. AR A B AT R R B A F R SR~ AR YIZREL N AR -

2. DAZSEATA A GHEF TR B AT L RAE SO (B ) HLAbRE A e Ry EoR TR E i
EPREEETIE « AR(FYIREL N BB -

3. AT 2 ROAHR IS 2 hRe Bl P Y B S5 A0k - MHBDR THIE © T ARE M E T
Eric Young (eay@cryptsoft.com) FTHEETHUMRAGHIAS o | AR FTEE A AR U REEL AR A%
AGAEAERE - QU TARES . R TLLENE - o)
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4. WIFEH apps HERIIALEAT Windows HJ@RZME ( BCHATARE ) (FRmERHER
5) > AEMA Y © TARZESAEH Tim Hudson (th@cryptsoft.com) FiTf#
d G

LE#XREM ERIC YOUNG LIE "Ik, =Mt TEATHEBTZER 85 BFR
E o EEHY - HEBRERMEEREERLZY - TERTMERT @ (FEHTHEM
RERAGREMEH 2B ~ Bi% - 8%  155% - ARNERIHEE ( B2EFRRE -
B RERIFAVEG - ERRE - EHEFIRAREL  SEBNPE ) RERE
> T@mERER - EERH @ TAHESENRSH - BRETHEX ( B8R BEH
& ) - BMERE AT &R FRE R A R A G o

AFE AL BHEATAE RS BERE AT B A - AN > AR SR
AEANAZIHAMEATEAEZ T (5 GNU ABHZHE ) -

“lan Fleming was a UNIX fan!

How do I know? Well, James Bond
had the (license to kill) number 007,
i.e. he could execute anyone."

-- Unknown

mod_ssl 71

mod_ssl E5E A T BIBCRIERG TS | 24 0 RRTERLL BSD ZURERREEA - SRRy
RIEEALT -

FAEHERTE (c) 1998-2000 4 Ralf S. Engelschall. FTAHERI TR -

APFAE AR B AR U A B AT BB - NG AR - FAERETZH1 - (B
TG YR

1. RIS A PR Ll (PR I AR5 3R N A R -

2. DAZSEATAS HEF TR B AT M RAE SO B (B ) HLAbRE A e Ry Eos i e
EEREEEEIE - AR(FYIRE NN BB -

3. A HE R AR 2 DhRE B AR S b0kt > W ZEBEOR PHIEWT - TARE M S B
Ralf S. Engelschall <rse@engelschall.com> Fff#EHHcEs » At mod_ssl Ff#I{#
(http:/ /www.modssl.org/) ° _

4. RREBRIFEAE > "mod_ssl ) — 7 HIFHER SURSHAR IR T A A A - BN

S EHIAE - 555 rse@engelschall.com % -

5. AA% Ralf S. Engelschall FHHFE > AT ZE S AHSEE " mod_ssl, >
"mod_ssl |, FREMAFFHHBEE A g o

Mitk F BOMRSIRE 85
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6. (EAIRERYEEA L LS FYIEY] © T AESESH
Ralf S. Engelschall <rse@engelschall.com> [i7 [ # H# s - it mod_ssl 51 #f H
(http:/ /www.modssl.org/) ° _

AEBEH RALF S. ENGELSCHALL LLH TIRHR, 12t - FTEARERBRZER 8
0 BFRE B - BEBMERMETEREERZY - TEETMIERT
RALF S. ENGELSCHALL s HEMEH T HEMEERASEMENR 2 E#% ~ B -
838 ~ 155 - BB SEMIEE ( B5ETER BN R RIFAVES - FHS
M~ EREFIEAEL  SERENTE ) BEMET  THEELER - STEHE » T TH
EEEREHN  BRETEEX (B2 BHEMER) » BMERERI S FHEFRENT
BEME NG Sp
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A
Apache SSL 54517, 71
Apache U5 IR A
FETTHREE , 42
&R, 39

D

dcatest, 48
THES, 49
i pylRE, 49
HERZ2HOEE , 49

iPlanet fgu5 Ak 7
iPlanet fgu5fAllkes 4.1
8L 19
L RARRES , 24
FESTERE, 20
EAEIRA SR, 20
BEAHRE, 24
iPlanet #gu5 ARk AR 6.0
8k, 29
L IRAR RS, 34
I ASTERE , 30
A ERA R, 32
BEAHRE, 36
&, 15
Pr@HEST EE , 16

K

kstat A4y, 51

o
OpenBoot PROM, 50

R
RSA 885 , 41

S

secadm A\NFHTEZ, 56
SunVTS, 47
dcatest, 48

U

URL
iPlanet ##s , 19,29
OpenSSL, 79

+E|
{alfllasi&as , 22,32

=]



NEl
fiH%, 53
HllZ, 66
fiHps , 67
217, 65
ISR, 67
P A
B, 66
[i/5is=1
kstat, 51
SRR, 41

hEl
BHEE R
ST
iPlanet g5 fAllkes 4.1, 20
iPlanet fg55 AR 6.0, 30
Edk P, 3

18
EIERER
Solaris 8, 4

Solaris 9, 5
SR, 4
A, 5

= A, 2

+—E&
BEAINEE R, 2

iPlanet MGG FEIREATHE , 15

secadm, 16
RiEEE, 17

e
TSI , 83
A
Apache fguLfrllkss , 39
iPlanet fguLfrElfikzs , 15
AfETEE , 51
HHEEM, 10

+=8
fEli R, 54
LTI, 47

+ gy
SEHEDEE , 50
BB iPlanet ML {AIR#AS , 53
THIE , 53

Hl%, 64

s, 64

T, 62

BE, 62

+h&
Bl 2

++8&
TEZEAIH %
22, 10
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