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715 DNS 7+ & A| 7F2 2083 Y e}

EAEOELRE S UL AT 2 FANAE B el | B S o),

2 AW 2R A

135



DNS 3] =H] ¢l 74

8 RestartRequired S 5 Yt}
Apply Changes | o] ] 7} 3£ A| 5 1] o},

9 RestartProxy Server 1 &5 =8 W73 A& & &)

DNS 5}¢] =] ¢l 74

AHURLe = o8] F5 2 519 Twelo] Sl= T2 E o] Fo] 35 o] 95t A
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default:encoded bindpw ¥¥iokokksx
default:digestauth on

rr

T
s

directory default ldap://<host name>:<port>/
default:binddn cn=Directory Manager
default:encoded bindpw ¥¥¥dsokokkx
default:digestauthstate on

A8 = 143 9 o] Z] “Digest /157l Ho] = 7 3 Zro] A1 A = ACL Wi ol 7|Hk3} o] LDAP
t o] B ul] o] 2 of] T 3 Q1 F2 A =7 = A A 5}HA] w;i”d,/\i‘ﬂ =% ol
8 5= 7 Digest *=+ Basice *P%é}m‘ %ol 875 A ¥+ A9 Basice
A ok

+ ol A= 2l dl ol Bl o] ~of| A A st AL A 517 o= Digest ?1 5ol t &l
vhed gk o

& A Qa2 A o] 143
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E8-1 Digest %5 A& A4

ACL®H %5 vl ol Bl W o] 20l A 2] < A5 vl ol el Wl o] 2ol A A A3} A] o5
Default Digest % Basic Basic

AR A Sl

Basic Basic Basic

Digest Digest ERROR

method=digest® 2 ¥ ACLS A &|3l= 3+ AH = th5 A S T35t A5

A g o,
w lF 8 A &Y El Y §le 7 tho| Al A E A =5 E3Hsh= 401 S ol
d .
Q15 78 =l 2% 73 o] Digestq! - A= vh A & 3 oh
= nonce 29l . nonce”} B G} A &2 7% o] Aol A A nonceS A A 5} 1L 401
5ol YA Z2 A ~7FF A H Utk nonce”7t L2 F 739 stale=true®
A 401 SOl A= ZE A 275 A g o)

server-root /proxy-server name/conflg/°ﬂ %] % &+ magnus. conf T A el =
DigestStaleTimeout ™| 7l ¥ 5=2] 3t-& *H 7 5} o nonce”} A 22 A B & 4| 5l =
A 7HE FAE 4 A F ek °] s *éxéﬂﬂjl‘i’i‘ magnus.confoll th53 & &5
F 7k o
DigestStaleTimeout seconds
o] 7] o] A seconds= nonce”} A B A E 1A 5h= & 9] A ok A A =
Al Zko]| 7 2451w nonce 7} BE7] = 7 AF-&-Aol] Tt gk A 2% Q1% o] & -F vt

n odod Ehel o] A FA| = 7401 S Hol A E ] ZEA T}
A "t

B l°ﬂ A& AR7E 8= A
T 3k wl o] B u] o] 2 of] AFZ-A}7}
0401 Tto] Ay A E W T Z A AT}

. OLI% u]aliamLDAP 7]*{“{1 74 LDAP ¥
|

E7 1__1__7(:31
I A B A E B8
A

w CEEE] A Es ub Y ol o] Bl W] o] 2ol 4] request-digest #= 7FA 2
Zelold E 9] request-digest 2F & | 5}=#] Zalgh) A A "}7"] %—‘E 7§
401 -3 o] A A = ZEA A7} 5 X FH o

m  Authorization-Info 3| Tl & RFE 1 o] &t & AW &) tf ol] AF<) ghv] ).

M X2 M
rlr r
N
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Digest 215 S8 1.9l A A

LDAP 7|1} t] & & 2] A ] 25 A}-3-6}+= Digest ¢
A A sl oF it o] T2 Q1 A u] Foll A tho ]
Setold Bl M Al gt thol Al ~E 7le' LT ]‘4 thol Al ~E gro
AFSA7E QS Y

gt 71k Q1S wl o] B W o] 25 AF&-5h= 7 - Digest 15 2l 2= AR L8 =

gl .

i Obﬁ

«] 7§ % Diges
E g

UNIX®ll Digest Q1% S8 1.2 A A

Digest Q1% S 71.8) & th-& 5 gho] Xef 2] 9} 1dif 5 4 = 74 1),
m  libdigest-plugin.lib

m  libdigest-plugin.ldif

¥ UNIXell Digest 15 Z 8 19 -& A X 3l= W

2] Zst7] Aol m o] FH glo| H g } Java System Directory Server = 2 &| &+ & 4 g 4] ¥
AF ol 97 2l 14
= Directory Manager H| 2 ¥ & 7} 21} & 2] gl g o},

= libdigest-plugin.ldif ﬁ} o 2] /path/tooll H3F & F A2 5 tlo| Al A E Z2] 19l
S5 etol Bl e] & A A g A = W7 o

o EHIYT AN FI L YAFh

% ldapmodify -D "cn=Directory Manager" -w password -a < libdigest-plugin.ldif

Windows®ll Digest 915 &2 191 A2 A

Directory Server 7} tho| Al 2~ E Z-2] 191 2} 3h7] Al e = Al AF =] 2] of 2 7] 2] .q1l
& Z 2 A AW A A 9] A] o] 4] Directory Server-8 Sun Java System Directory Server
A e 74 FE = SAel of g o}

¥ Windows®l Digest 15 F& 182 A A sl=44
1 server-root \bin\proxy\bin®l $)+ Proxy Server2] &+ 2} o] B2 ] o] A A 23},
2 9¥ nsldap32v50.d1l, libspnrd.dll ¥ libplds4.d11-& 3l @ o] & E 2] o] B2} o},

3 A YL oS F S R ol Euieh
B \Winnt\system32

®* SunJava System Directory Server 2 | | @] & 2]: server-root\bin\sldap\server
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DES ¢ 12 F AF-8-2 91 & Sun Java System Directory Server 4 &

DES 42| 5 & 9l8l tho| Al ~E v 5 7} AR E &4 S 9k 5 g)a of gk},
DES ¢ 18] &2 A}-&-3} = = Directory Server= A2 A 3l = Wy

Sun Java System Directory Server =% & A| =+ g ¢},

i

Sun ONE Directory Server5.1SP1 o] A }{ A o] I~ 6 2~ & gt}
Configuration ¥ = 4 ® g ¢},

Y2 DA +712EFF UL

\uf

DESZ¢¥ 19 A}
AddS A 93l A SA4 & F71g el

iplanetReversiblePasswordS ¥ 8 g4 e},

- 41 = 2 A & 2 2 iplanetReversiblePassword®ll 1+ iplanetReversiblePassword

= A& g ok A& AF] iplanetReversiblePassword <54 ofl 4] Digest ?1 %

U & 5 AFg5}2 ™ 5ol iplanetReversiblePasswordobject 74 A 7} iﬁLE] of o}
o}

ldapmodify S AF-8-5} 71} Directory Server ¥2] QIE] 5 o] 25 A}-&-5}o] o] & 3 & =
Stk

ldapmodify AF-&—

digest.ldif ¥4 S W5 LDAPHH S AU v|UH & Frt Z2 A~ =
2HA 2 A E o] ol T

a. AA FAEdigest.difoll F7HE el
gt o] oh5 3} - AFsHA # A v th(Directory Server A4 2 ACLE 7| £ 22 F7}
Wif Y= 7HE 7 9 5).
dn:uid=userl,dc=india,dc=sun,dc=com
changetype:modify
add:objectclass
objectclass:iplanetReversiblePasswordobject
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dn:uid=userl,dc=india,dc=india,dc=sun,dc=com
changetype:modify
add:iplanetReversiblePassword
iplanetReversiblePassword:userl

b. # ldapmodify -D  cn={CN Value} -w <password> -a <ldif file name>

Sun Java System Directory Server

I el £ t}A] A =8} aL A AL 44 o] Directory Server
t] o] e Hl] o] 2~ of] 7} = A 22

e l>'
o (1,

DIt

4] 22 A o] APLE AH§3hod 21§74 ] Q1% Y g W 5 el ek,

F 2 EPE A 2 A o]

Administration Servers} sl & ¥l Y W o] AN E 2| & 5F FFE E o| £35}= F ol ER
AHE g o EE A Sl o]of tf gk YA AE A G 4 9l 5 e} 58
A= AFHY T A2Eo|EEEIPFAEAZT YL T2E PSS
AbSete Y Ee gE E] dA A AR A7 S A A H Y of A A=
AbS AL o| B EER|HHEE JH5HA] ol FA] S L | H E o] YA A%

gt

o]e] Ao B AFHE AL F Qo T FAEPOZEL ALA 1F =T}
SHA| AFgst ) o] & 3HA ok £ 7FA] ol S b o] B AbS | = 79 oY A A5k )
A AL o] B3 v 5 712 8 g o

ﬁtdi n
o
2

S AEIPSS9 H o A DNS(Domain Name Service) S T4 < H 8 7} 95U o}
SAEIPRISE %@%°%Eﬂnmﬂﬂéﬂiﬂﬁﬂﬂﬂﬂﬁﬂﬁﬁﬂﬂ
ol & A8 5he 5 74 ¥ of o -]tk DNSS 465k 5 A A 5k 2] vl A ¥] 2] Server
Manager®l| Al 2~3} 31 Preferences ¥ = & T+ Configure System Preferences =
5tk DNS 24 & gl g o}

DNSE AH-&5 =2 A A sl 4 ¥ 7} DNS &
#] 5} 5 vl Tk DNS &= §]7H1H1 Aol n A= dFgFEE
TaE =she tAl “N*ﬂﬂmcml Fannt kel
47 5124 ™ obj . confell A th ]ﬂﬂblr/]-_

ok st = 2 p roxy Server?] 4d-5-©|
of#im X< 8 Aol o5l Ip
Tt ]Eifﬁxﬂ?ﬁo

AddLog fn="flex-log" name="access" iponly=1

A A 2 A o] 5 A&

Administration Server 5= = A1 ¥ 0] 3} o| L} o] H E 2] of| 4| A 4| 2 A o] & A}-§-5F= A5
et AL AR actel Lol AAF Yk A A Ao s o] o] E 2
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server-root /httpacloll A &= v of 7] A server-root= A1 ¥ 7} A A & $] A Yt} o &
Eo] AHE /usr/Sun/Serversel A %] g+ 73 -9 Administration Server-‘i} A of Al E 2t
A el A~ A8 ACL 919 9] 91 &= /usr/Sun/Servers/httpacl/ 3 Y Tt

7] ¥ ACL 3} ¥ 2 generated- proxy serverid .aclA Yt} 9 A] 2] v} L&
(e}

genwork-proxy-serverid .acl 3 Y t}. Administration Server S *]’% olo] HA A~ E
?-x-l:‘}t 739 o] & 3} o] u]— o] At v} A 3He v S BA5)A| sl of 2
] o

7N e atd & J%l server.xml 3t G ol A o] 83 o} A & Fx & 4= 9l 5o o}, 3k 51 F
FANEESYS 7T E AW et AN A A st 5, Y-S HA T wff ol gt
ARS8 ol= EH 7HA] 7)ol sl T

N 2 Ao 3t & FEFof o 3 AA T £2 18 A AR 54 Al L. server. xml el

tff g+ A} A gF W -8--> Sun Java System Web Proxy Server 4.0.4 Configuration File
ReferenceS 7 E 514 A] 2.

ACL A}-§-#} 7W X 4

7] © & Proxy Serveri= ACL AF-&- A} 7] Al of] 4] A2} 255 15 A&

7N A1 g T} magnus. conf 3} Y ol A AcLCacheLifetime A| A]i&= A28} ACL AF-&-#}
NAL Y] F & A7 Al s 4= dF Tk A Al el o= &5 o] FxE uufc} A 7ho]

A AF=] 31 ACLCacheLifetime} B i 5 1 o}, &} 9] /\l Zto] ACLCacheLlfetlmeﬂl- ZA
R o G s A Sherieh 7] R ke 120281V e k800 % 4 ol
NA7FOff= AR Tt o] ghell & %}% *F%E‘P‘H LDAP &5 ¥ 7 & o mho} Proxy
Servers THA| A|Ztalf of hu T of| & S0 o] Ft& 1202 & A A5t 7% 2| o 22 7HA]
Proxy Server”} LDAP T 9] & 2] ¢} £7| 5}=| 7] o4& 7 9l vtk LDAP v ¥ E 2| 7} AF 5
WA A ki g olth 2 grE A 85H Al S

ACLUserCacheSize 2] magnus.conf "l 7l 11 =5 A}-8-5lod 7| Al o] f-%] & &5 9] 2o &
FAT o4l ok o] v 9] 7] g e 2008 v e A L
F7tE M B2 0] Fofl ol FES MNAI 7 27] o =dsld A&
a2 o] Fuich

X %k magnus. conf “H 7l ¥4 ACLGroupCacheSize & AF-&-5fod AR&-A} &b & 7l A] S <=
U FHY IF AL FE ”I“SL* sttt o] w7 W] 7] B3k 49) vt

1ol 91 A8 A 7L 7 flo] obd A5 7 A 51 4] ek e m, 2 A wheh of o] LDAP
A o] oA e e

FTO| A E IS AI = H A £ A o]
]_

o
SHE S A ehul o4 2 A o] 9 Y7l Fepold

A of] A SSLS- S A& ALE3
FAFUEH EA Aol AA| A5t Felo|dE QS5 A 7F L 85t =E x| A6l of
ﬂQ%Mﬂ < Aol A ALl =& A sk 9l 5 A7) 3 %} A =

]_
A kel 221 ol o 4| 2 51z 2 $-ol 1k A} A} o] B3h u[ 2 5 2 %) & ] e ofel Bl 7}
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A 4] 2= A o]

A A A AHe] 218 o] S u] il 55 e Q15 A of v 3o o]
o) 2E] ApgALE Zotolod B QlSo] Haa Aglel] A Ag ) T o] 4} 214l o] &
U e s dde et gl

A8 747} A TR A ol oA 28t i A S Febol AEE Aol Fefolel E A E
BT AW 0] 2 w5 523 ] male] 3tel gl o) &l 54 7k 4l 2 Agko] YofFl
Abg kol 55 735 Aped o] A v e,

= Apglof )@ A 2% o] 5his S5 2 U 89k Z kol ol E QB A wol o ¢
BE Qe vhal Zeho] A= 2 5& ST ehi 23 Ik B G B E ssL ol Aol
ol Feto A E Q1 EAE STl AP A2 1% 7} o] o B o] 2.9

AL bl o3 ) 7] o] o). o] w3 & A skei B ALelo] ol A )] $) 8
Zebolol = Q1547 A S 3k = 5 A g ol o v ch

2
ol
oE
= ok

A8 7} 3 o] 7] o 97 74 ACL 3 o] 51 A & Ab-&-5fo] A 2~ A 3hs
HofaofstA AR5 AAGP UL A SAS MU= HAFEH TAE | F EE
IPFALEFHET T UFUch B LDAP U Eg|of AAs A1 gA 2 25FS Fx2 s
2= 9l 2=t}

T oA .

th dl ol A= ACL 7+ 4 9] 7}k Wl &= 3 Al 8FaL Al 2~ Ao 5 Z o v 3k ol &
A g3k et

version 3.0;
# The following "es-internal" rules protect files such
# as icons and images related to Sun Java System Web Proxy Server.
# These "es-internal" rules should not be modified.
acl "es-internal";
allow (read, list, execute,info) user = "anyone";
deny (write, delete) user = "anyone";

The following rules deny access to the directory "web"
to everyone not in the directory server and deny everyone
in the directory server who is not in GroupB.
Only the users in GroupB are allowed read, execute, list,
and info permissions. GroupA cannot gain access to the
directory "web" even though (in the ACL rule below) they
can access the directory my _stuff . Furthermore, members
of GroupB cannot write or delete files.
acl "path=/export/user/990628.1/docs/my stuff/web/";
authenticate (user,group) {

database = "default";

method = "basic";
I
deny (all)

H O B R W R W R
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(user = "anyone");

allow (read,execute,list,info)
(group = "GroupB");

The following rule denies everyone not in the directory
server and denies everyone in the directory server except
users with the ID of "SpecificMemberOfGroupB". The ACL rule
in this setting also has a requirement that the user
connect from a specific IP address. The IP address setting
in the rule is optional, and has been added for extra
security. Also, this ACL rule has a Customized prompt

of "Presentation Owner". This Customized prompt appears

in the username and password dialog box in the client’s
browser.

H o B K H W R W R K

acl "path=/export/user/990628.1/docs/my stuff/web/presentation.html";
authenticate (user,group) {
database = "default";

method = "basic";
prompt = "Presentation Owner";
}i
deny (all)
(user = "anyone" or group = "my group");
allow (all)
(user = "SpecificMemberOfGroupB") and

(ip = "208.12.54.76");

# The following ACL rule denies everyone not in the directory
# server and everyone in the directory server except for
# GroupA and GroupB access to the directory my stuff
acl "path=/export/user/990628.1/docs/my stuff/";
authenticate (user,group) {
database = "default";

method = "basic";
};
deny (all)
(user = "anyone");

allow (read,execute,list,info)
(group = "GroupA,GroupB");

o & Eo] AF-& A7} URL http://server name/my stuff/web/presentation.html <

8 7 31 Proxy Server+= T A A A ¥ o] th gk YA 2 Al o] & Bl g o} A A A S
ACLe| Al 2 A% 79 A= my_stuff H 2 E2] & ACLS 22l g th ACLO]
Ex) skl A9 = ACLe) 2 ACES BHelal ¥, th4 v 8 2 2] 2 o] S g1}, o]
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ZZ2 A 2e dAAE ARSE ACLe] A = At & 4 = URLel o & v & = ACL(©]
7 §-oll = presentation.html 3} )l =2 ulj 7} 2] A &5 v o},

Server Manager S AH-g-8}o] o] o o] 4 2] A A Al o) - A A sl 3} Hg w=
U2 Fese= 24 AYEACLS s g A suth &, AA A S 170, my_stuff
HHAE e L 170, my stuff/web HlHE2] S 17 Ll HdE 17 E9tE

AA
YA == ACLe| = o] 4l 7 A = LA == vFA 2 ACLE = A& 3 o,

A A 2 A o 4

ol Aol M= NA A5 A Fhoh= T2 A 2of o sl v gh ok 2= A e o 3 o

HA A Ao 7 AS AT T AL SR A g FAS AT =

dFyth el & Sol Y ] FA A EE AFTH AP AT AL S| A5 dl o] B &
L2 QY pe] F-4 9 dgg dRete Adut v o|HE fulo] 2

w151 F| o] A o Al 2 A of A
w153 3 o] A “A{ ] QIAES 4G oA 2 Al o] AP

A QA=A o 2H

Vv R E Ao ] HA A A o] E AHA S
1 Administration Serverell & 4] 23} 1 Global Settings ¥ 2 5 U t}.
2 Administer Access Control 3 ZL& 351 t}.

3 EEFoE EEo 4 &) A (proxy-admserv)S 4 ¥ 3} 3L Gotoload data S +E o}
New ACL(%E + Edit ACL) S Y th.

4 WA A7} 2] 5 S5 e},
Access Control Rules For ¥ o] ] 7} 3 A] 5] U] t}. Administration Serverel] &= H % & = 9l +=

718 QA 2 A o A o] F F T

5 o}x A el 5] x| ¢kt o ™ Access Control IsOnS A & g o},
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10

11

12
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16

Users/Groups € °ll 4] Anyone2 5t}
User/Group 3| o] £ 7} o} 2l &] Fref] 3% A] 5},

o
tlo
r’x

N 25 H G AEA D o
I35 e AR AR W El List S-S 7
AT 8 ool £ g e AT A
xl—x w]_/\l /\]

JL/\]FJL]\:} A 7] o] o) gk
# o] ] “A} &AL 15 x| AS

From Host & o] A] o}5 3to] L} =51 ¢},
From Host 3| o] | 7} o} 2l &] Fol] 32 Al g}

RAA 27} 5] 85 E2E o] FHIPF A E A A 3 F UpdateE F+5 Ul
u

ol g ApAl gl £ £ ehel e BE A Al L. E k157 3 o] A 4]
SAE RS FEaA AL

ofr

Programs & il 4] All-& 54 t}.
Programs ¥ o] Z| 7} o} 2l &] Fef| 3£ A ¢},

i
r)~
2
ol
L
A
3
o
Q
S
3
=
m
3
w
i)
ly
;2,
!
o
B=)
-
dl
o

A 255 Program Groups
4 Oh- UpdateS 5 Y tl.
AR o o g ARA g S ekl B S ARSI Al & gk 158 9 o] A] < E 18] o
DH YA 2~ A S %‘5_5}*& Al 2.

(A8 A ) A7 S ACL B8 41 -& 5 7h3h el o Extra 2 oF ¥l o] X & 51 v,

Customized Expressions 3| ©| Z] 7} o} 2] ©] Fgof] 3 A] | o}, AFA| & U] &2 159 | o] %]
FEA A o) R A R A A L.

o
L
o}

.}

[‘ll‘ Lo 50

g l‘lo
B

o 2

—?‘Continue ol 4] sholeh-S A8 g},
2~ 5 AR5 AA 7] Aol E}% ES gt A4 &5
E’HW ol Al ghol| A 7}k = -4 ol A gk o 2 %3] gk},

1

mE M
e elr e
oﬁl,_‘>"_ £
foopp 9
2

Y
2

(A8 <k A4 2= A o] 72 ol A 3 % 22l & A 5hE W FA 5 obo] & V] ek,

(A9 AH) AA 271 A5 QS w AL A7 A 5= S-S Al A 312 Response
When Denied @ Z-& *+§ 4 th.
Access Deny Response 3| 0] Z| 7} o} 2l 2] Zge] 32 A v o},

rio

S 5 5e 49k

a.
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N9she 3% 57 428 13 Fun,

ol

b.

c. UpdateE 754}
AR of o g AFA gF W &2 160 | o] A| “H A ATF AR -0 S 57E FERSA] AL

ACL 3} ol A A o) A 2 A o] 5t =] & A 33} ® SubmitS
I o H oA 2 245 AAASE H RevertS

SERIPS- PP P R

Server Manager & A}-&-5}o
/K]—xﬂ 3+ /\ o) ./;1/] 1;} M—xﬂ

A A 2' 2 G A 2 A o] & A A o= W
A Q1 = 'l 2o of &k Server Manager ol % 4] 235} 1L Preferences ¥ & +5 Y tl.
Administer Access Control ¥ Z& 54t}

ohe Y B 3hbE AbEshel ACLS A 8 ek,

= Select A Resource =& T E%fﬂ] A M A5 A st 7] el ACLS 285t A S
/d¥ 5} 7 1} Regular Expressione = 2] 51 £ A& A A ok AAIgE 82
Proxy Server ¥&| A A of| A 16 &= F AR A 2.

» 2GS EE A E BEACLE st s 7€ ACL E 5SS A9 ch
ABSLE R A A R 7| ACLE 5 Rol HA 57 Yol ok £ el
HZol| A ACLE A& g},

= TypeInThe ACL Name. ©] 45 AF&-3led ™
40 ACL 71 ol o] 52 7 ol 2 AH2-5}4)
L5t = A %ol = obj.confE A HA &) of
AT T

3 2 Edit &5 54 e}

Access Control Rules For 3| o] A 7} 32 A] vt}

o} %] A & 5] x] 9k © W Access Control Is On2 4 & g+ e},

5.9 3lehell 7] 2 ACL 72 2 571312 H New Line H E-2 5 1o}
M| 22 A o] Al g 9 A& WA 9 E ol & B E TRt
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16

17

o] A J '8 ACLS A 3HE H Action ol A ZH & FF ek
Allow/Deny 3| o] A 7} o} 2 2] FFol] 32 A] 5] 1t}

Allow7} o} %] 7] Bk o 2 A e 5] ] ¢k 9o w A ¥ 35l 3 UpdateS 5 Ul
Allow %= Denye©l| o &k ApA| gk W 8-> 155 9| o] & “Ab o] A A& F 24 Al L

Users/Groups % °l| A Anyone-= 5 U th. User/Group 3| ©] #] 7} o} 2} & 7ol & A 5 U},

ol A-]] <= o-] _B.sl- A}_B.;;].g]. aE
15 e AFE Aol o @) List ¥ A
A g ) g Sehel Eguhg BASIA Al 2 156 9 o) 2| A B 1 E A g

CEC R RES

% AR E A A g o}& Update S F5- Yt}
-%l,—‘gqj 2 el s ‘]-Eio] g—_/\]E‘L]r/]- K—‘X-]oﬂ 1;H‘6]—

pul

l

From Host & ¢ll 4] AnyplaceS +5 4 t}.
From Host 31| o] 2| 7} o} 2l &] ef| 3% Al 5] o},

NA ~7} 5] L% 52 E o] E7} P F 4 E A A 5}l Update S F+5 Y th.
AR ol o 3k AFA g ) £-2 22}ol © oS BRG] A 2. T3 157 9] o] A] “E4l
IAEAPE FRFAAAL

Rights & ol 4 All-& 754 c}.
Access Rights 3| o] 2] 7} o} 2} ©] Zgof] 3 A] 1 T,

o] A}-&-=foll o & o 4l 2 7 3£ 2] 3 8} 3L Update S 5 1 o},
&)

ARA R W &2 158 3| o] A] “Z 2 T of] T gk o A & A g & Ak A 2

Fueh,

(A5 AF) AHE- A o] ACL E 4 & 571312 ® Extra € o}l o X & 7
] Zrell A ok ARA g W 82 159 ¥ o] A

Customized Expressions | ©| Z| 7} o} 2 ©] 7
Abg el EHA 7S RS AL,
obxl A &l 5} 2] -2 7 - Continue & ol A &l 2h-& A & et

A= A AR A 2 8 B oA -5 B A S| Aol vhs S Pk A8 &=
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SRS LEEFECIPFLAA FEOIAE JA L E 7| E5A] GFoE

"‘ IP Addresses E =.oi] ¢} & 3o},

WA A S 713“}7‘] HesrE AT E SRS Y F

* . example. com< 7| 01 o] example.comQ! AF-&A} o] A A~ 5 7] 55
oo g ot =vte RS S sy

)
fol
I~
(m
i

fof
>
m
dn ;
=
—{}\
Pr
b
i ©
it
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10

11

12

13

234 FH EALE
Proxy Server®| & 1 -4 7
7S A= A B

OKE 54t

Restart Required S 5 4 t}.
Apply Changes | o] Z| 7} v} e} o},

Restart Proxy Server Bl < =& H 73 A} &-& A &3}

ol g7 27

Proxy Serverol| 4 = flexlog 7] 55 AF&-35td &

d obj.confoll A4 flex-log 0} ] ]i
Req->headers.cookie.cookie name= F7}3hu T}, o]
Flol 9= A% 9] M4 cookie name] HE 7|25
R EENE

A 4AA

Mo o7 2ol 7| SR HRE TAT F s

o F 2 A AH B

Administration Server®ll A &5 2 7] 345 42 & 3 2 H Preferences ¥ = 41 ¥ g t} & Set
Error Log Preferences @ 25 5 4 t}.

Server Manager®l| A A1 Il ~ &1 2o th gk @ 7 & 7) 345 4 & 5F 2] ¥ Server Status
8= 41 ® g o} Set Error Log Preferences % 2 & 75 1 tt.
Error Log File Name 2 E.¢l] 4] W 9] w| 2] ] & A &t 5} & & A A et

Loglevel EETHE S5 o4 0 F 210 715 4 9= F 2o F& AR FUThThE
THEAHET S YU

stdout Y-S &/ 212 2] t] ¥ 452 H Log Stdout= 4 & g o},
stderr 82 2/ 212 2] v] ¥ 41512 H Log Stderr= 4 & g o},

o) 2] 2| & 24 2 2 o] @ 4 512 9 Log To ConsoleS A © g},
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LOG &4 T4

7 UNIXsyslog 41 4]
Use System Logging= 41 & gt}

8 OKEFFUrh

Windows ©] 8l E

9 RestartRequired S 5 Yt}

Apply Changes | o] #| 7} v} b v o,

10 RestartProxy Server H &5 58 W73 A& & &g}

LOG 8.4 T4

b H ol &
Ao

H9-4 LOGEA

o] = server.xml ¥ Y ol A T4

%4

7123

i

file

loglevel

errors

info

Aol A vl A X & A g el okl &
A g,

thE 8 47} &5 Z 1ol 7] F3k v A 2] 9
7|8 58 % A o] gl ek 2 310l A 2 A 7}A)
345 E ke oot R4

finest, fine, fine, info,warning, failure
config, security, and catastrophe.

logstdout

true

(A AFah) true?] 739 stdout EH & 25
ilia‘r/]i‘"xitﬂq/]p]. _’TE‘_ 3} ]-80
yes, no, 1,0, true, falsed RRR=

logstderr

true

(Al AFah) true?] 739 stderr 28 & 25
Za= g dgdoh F &3 32 on, off,
yes, no, 1,0, true, false ) Lt}

logtoconsole

true

(A= UNIX A L) trued] ¢ 21
WA A& 242 2y g g

createconsole

false

(4181, Windows % %) true?l 7% stderr
9 % Windows &<-& 2h5 o} g
%X on, off, yes, no, 1,0, true, falsed 1 t}.

usesyslog

false

(A& AH8H trued] 7§ UNIX syslog A1 ¥] 2
= Windows o] 8l E 2 7] & A}-&-5} o]
238 AT Bk FaG e
on, off, yes, no, 1,0, true, falsed RRR=
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SHRFEIIL R

AN A 21 3Y ¥

Aol g fA 22 utd g Bt A A 20 9 S &5 g

Administration Server©l| A] Administration Server?] o Al A~ & 15 W 2™ Preference B &
A1 e gk £ View Access Log % 25 A1 & g o},

e

Server Manager©l| 4] A ¥ QI ~®d 2~ o] YA 2~ = 75 ¥ 2] Server Status B & A B
o} View Access Log & 2 & TT:T]/] o},

t}& ol ol A4 = Common Logfile Format®| e} 4| 2~ & 7 & 3% A] gt}

198.18.17.222 - - [20/May/2005:14:15:49 +0530]

"GET http://www.example.com/ HTTP/1.1" 504 622 198.18.17.222 - abc
[20/May/2005:14:16:09 +0530] "GET http://www.test.com/report.zip HTTP/1.1"
504 630

thg Holl A& o] A Y 2 21| mha t Sof v s) A Aok

AHE21AE o

FelolddES T AE o] E = 108.18.17.222(°] 739 T = A] A ¥ of| A DNS & 3] of] th 3 A A o]

Ip 54 ] 24 315 o] 917wl ol Febol A E O] P F 47t EAH T
DNS 3|7} &4 815 74 Feto]dEQ] G2 E o] Fol
vheb L ek

IFC 931 A 1. -(REC 931 ID+= T =] A] ¢4)

A& AL o] F abe(Fetol AETL Q1T S0 2 7 ALEA o] F)

27 ARy AT 20/May/2005:14:16:09 +0530

ISR GET

ZTREF HTTP/1.1

A 2= 504

&g vlol E 630

|

2 3.7)

S5 22U E L sfele] el ol £ A WY L5715
Shruleh e ke ol & A S A Ak 4| 7h 2
E35]of LTk 4T R ALEA AT E

228 Abgsbe] BolZ URL A Fetel 9l g 38 5 ol
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Administration Server®l] 4] Administration Server2] £ 5 % 7 1} 4 -& ¥ &7 Preferences
®1 2 A &l 8} 31 View Error Log % 25 “F& 4/ th

A /I~ 2~ 0] @ 3 = 7 3195 B 2] W Server Managerel| A1 Server Status B &
A1 &} 8} 31 View Error Log %@ 25 &1 th

e @5 2 aloll = &3 2 A 7hx] @] ol eh,

20/May/2005:14:08:37] info ( 6141): CORE1116: Sun Java System Web Proxy
Server 4.0 B05/10/2005 01:26 20/May/2005:14:08:37] info ( 6142): CORE3274:
successful server startup 20/May/2005:14:08:37] security (23246):

for host 198.18.148.89 trying to GET /, deny-service reports:

denying service of /

218472 =Y

182

server-root/extras/log_anly T @] E 2] ]| = Server Manager A}-8- %} Q1 E] 5] o] 2~ & 53
AT FolE 222 EF7LdFUTh ol R 2475 &A F5 2184 9
gtd et EAgh o =2 v =& A&l 1og anly T E E 2] W] ¢ HTML

=4 Ut} server-install/extras/ flexanlg Y & B 2lol & 13t & 71 v} g A&
HEE 1 w477 sl ok L2 v} Server Manager= A1 B @ & 71 9} ¢ A 7} A
ol 7| &R o ® FAt 229 d Ry =5 AFS 3 ok

ato] =g 9 oF, 7} gho] A Al A% URL, 81 % A ¥ ol o &

3
AlZE, 52l 712 A e of] o gt 5 A & A A v o} B8 Proxy Server
RN EAYE sy

o2

Al etolB 2] A= S HA 8l of

_.,
i
0]
x
Q
5
3,

QQ

g
o,
iy

Jo
iy
Ay

u
il
>
o
ofr
ol
N
)
=
i)
it

Solaris % Linux:

LD LIBRARY_PATH=server-root/bin/proxy/lib:$LD LIBRARY_ PATH

AIX:

LIBPATH=server-root/bin/proxy/lib:$LIBPATH

HP-UX:

SHLIB PATH=server-root/bin/proxy/lib:$SHLIB PATH

Windows:

path=server-root\\bin\\proxy\\bin;%path%
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F_2I RS AY7] Aol A 225 W te) of gk A 2 B Yol b gt
ZpA g WS- 172 Al o] A “2 1 9 Y B IS F A A] L.

glol B &g 2 E A A 5t= WA server-root/proxy-serverid T 2 E 2] & 1 73 g
B X EZEo|A /start -shells U H T F dFHTh

Extended = Emmwziﬂoﬂ%wﬁﬂtofiluﬂﬂLEL}Eéﬂﬁ@
%iﬂﬂi%ﬁ#“ﬁﬂﬂiilﬁeﬁﬂilﬁd- Aol A= o] 3F B 1A o]
tf &) A gk o}

A AL B R s ZEA A 7F @ & AS sk ol A” AIZHE EA ) o
B e = Au A A S48 E%) S 7ECE ERE BRI 2AH Yok oS
K A ZE AL B3 A] 2] of 9]

A 2 2] 7 7 2

<2sec [33.3%] ..o

<3sec [ 2.7%] .

<4 sec [ 1.7%] .

<5 sec [ 0.6%]

< 6 sec [ 0.4%]

<7 sec [ 0.2%]

< 8 sec [ 0.0%]

<9 sec [ 0.0%]

BB &%) 7E:

< L SEC [B4.4%] i it e e e
<2 86C [97.7%] iii i e e e

< 38EC [100.4%] .o v vttt ettt e e e
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184

ol 58 ¥ 14

ol 35 BuAs Fete]d B ZFA|, ZE Ao A ZEto]d E, T 5 Ao A
£174 4100 3 914 Aol A 2541 2 9] o] E] 5(H 48 vhol E )3 3 A g ok
B Aol = o] 2 g 2h Alvte] Lo tf &l sl t] B ARl E & A o 7 HE5 o o] B ofol
FA YT g dl o] B 35 B A el = 7| Aol A FEto] A E = 2] o] B 5 F o]
FAF YT eha2 dlolB 5 B A 9] o §iv et

Headers Content Total
- Client -> Proxy......... 0 MB 0 MB 0 MB
- Proxy -> Client........... 0 MB 2 MB 3 MB
- Proxy -> Remote........... 0 MB 0 MB 0 MB
- Remote -> Proxy.......... 0 MB 2 MB 2 MB
Approx:
- Cache -> Client........... 0 MB 0 MB 0 MB

ARl = B A s ZEFA] A 7E A Mol A Al sk ar Fete] d E R A E 7 AbE)
s e e e E A £ 4 SE e A el 10 2 E e el
gk A& Al g vk vk ARl 2= 214 9 o g

Code -From remote- -To client- -Explanation-

200 338 [70.7%] 352 [73.6%] 0K

302 33 [ 6.9%] 36 [ 7.5%] Redirect

304 90 [18.8%] 99 [20.7%] Not modified

404 3 [ 0.6%] 3 [ 0.6%] Not found

407 5 [ 1.0%] Proxy authorization required
500 2 [ 0.4%] Internal server error

504 6 [ 1.3%] Gateway timeout
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AL AR H A s ZEA AW 7L Sete]ld Eofl A 418k 8 A 47, A A v of o gt
=2 7 S(R7) A, 24 A AA R AR )R A A E E A E Ao
=2 A7t Eu)e 44 14 55 EAR T ohe e e 2 A d B e

o i}

- Total requests............. 478

- Remote connections......... 439

- Avoided remote connects.... 39 [ 8.2%]

7N A A5 BaLA]

WA e Bauss Sete]ldE WAL ZHA] A A 2 A4 A o] H5&

EAF e

ZetoldE A4

Sefold & A A HE-E Seholal B} FA ol A 241 Abe] HAFE ek 7 U7
7L Zehol A 7L £ 2] 93t ol i 3047 A A & WHRHSRE A
M gk e 2o o] )8 A 5HEl 241 AHe) 7 Abe F2hol 1= 2] 7 A] v of
Tk A AR ] 9 EA G e,

2

o

£
N

Feto| A E A 0] 9 A= by & EAIgH o)
= Clientand proxy cache hits: = 5 2] 48] 4 Felo]d Eof] 7 @ H ¥l -4 o] Abdo
Row 3 EA] AR} A = F A b Z AL 9 =
AL 5l FetoldE Q H S Hubst= F
RuMe ZEA7F A2k o] 732 8 A ot o] 8 A& A 2lst=
it A e EA R

>

= Proxy shortcut no-check: = 5 A| A 9! & -
Nom ZEA] AW 7L AA A E AR el S efeld
WAL 2] &A1 7F E A AEl ol & el fololE B
ZEZAIZF A g o] ool 8 A Fetoleldt 9 S Aelst=dl A9 d H At
HEAZ T

= Client cache hits only: Z 2t o| 1 Eof|nt & H 5 #-4] o] A}
A 3. oled T8 A A ZEA AWM= AA F
If-modified-since GET &l T & B @ & | th W A| A& B4 = ZF A7} A 2] gt of
el 8 A Fetoleg 8 A S Aelst=dl A8 " H A HE EAIFE T

= Total client cache hits: 3 = 2lo| A E 7| A| A5 3l 2l o] 23 2 & M2l st
4o % Hd A7k e
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186

E%Mﬂﬂﬂ%%%ﬂdﬁ =B A Aol A BAE 275
HRE R Ay

ﬁ
o

A AW 7L 9 A

Proxy cache hits with check:—tv"/ﬁ of tf gk Z[ Al ALE] Z AL E- 9] 9

I
MW E A2l she ZFA A AF Slg A e A= 25 A7) A 2] 3 o]
el 8 FeolET 8 A 2 ﬂ 2] sh= ol 28 5 H Al A oL
= Proxy cache hits without check: = =-A] 4] 2| ’Li/‘] WA A F Sl Aol et
F A A E A AeE7] Hlal A AW E A 2]k A @ ‘/]D]' WAl e BaLA e
ZEAZF ARk o] fra o] @A b ol QA& Aefste vl 20" Hd A S

HAj T

pure proxy cache hits: 2 2to| A Eof] 8 & 5 F-4] o] Al o] gl A A
sl MA s E—T’—H\_ ZEZA7L A elg o] oo QA ot olelgt 9 S
Aelste ol 28 5 Ht AZbE E A e

A3 e T2 WA AF 3 S
AR TEA AN AE 5 A NI E S
sAHEAelsted 208 % 4&A]7}%§_x]§,}q;}.

1\4
Jh
>

Al M A A Bl gl o] 27t

| ]

=

o

-

=

(o)

<

o

a

o

)

(o)

=

2

[}

=

-

»
r}‘_

2

1

=

—_

=

R

i

oy &
o

2
ooy
A b
>

rl

i
2o
Y

=

>

ox

H .
ii’ﬁ‘ “E*lﬂﬂﬂl?ﬂ o] T°r o] 94 & d ol 9 A& Aelste
EL% gt AE A
Total direct traffic:  2to| A E ol A A A = 24 o] 58 8 F ek 24
YA FA 07 AR EA ZF) A A5 HaA
A, ol e A& Aelshed £ 84 B Eds
FE Ak

o= WAl A Har ko] of sy e

M
h

CLIENT CACHE:
- Client & proxy cache hits... 86 reqs [18.0%] 0.21 sec/req- Proxy shortcut
no-check........ 13 reqs [ 2.7%] 0.00 sec/req- Client cache hits only.....
- TOTAL client cache hits.......... 99 reqs [20.7%] 0.18 sec/req

PROXY CACHE:
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- Proxy cache hits w/check........ 4 reqs [ 0.8%] 0.50 sec/req- Proxy cache
hits w/o check.. 10 reqs [ 2.1%] 0.00 sec/req- Pure proxy cache hits......
14 reqs [ 2.9%] 0.14 sec/req

PROXY CACHE HITS COMBINED:
- TOTAL proxy cache hits....... 113 reqs [23.6%] 0.18 sec/req

DIRECT TRANSACTIONS:
- Retrieved documents..313 reqs [65.5%] ©0.90 sec/req 2 MB- Other
transactions.. 52 reqs [10.9%] 7.79 sec/req- TOTAL direct traffic..
365 reqs [76.4%] 1.88 sec/req 2 MB

A A7 LA LB A eel ] ERA S Aelohi o 28T A RS
ERL ol vl g 3k & 4] g o)

Average transaction time:”7 | &

Average transfer time without caching: 7| A| of| 4] ¥F2H=| 2] o2 E 2l A A (7 A1 of A
200 55 kg o] <t A E A|3F

Average with caching, without errors: . = 1| 2.7 E 2l 4 A (2xx B 3xx A H| L =)ef| w3t
A A7

Average transfer time improvement: 2 57 $l o] | Al 5 3 o A& A 7HS H EHA A
Al Zkol| A A & 3t
e A% A7 oA e e gy eh.
- Average transaction time... 1.48 sec/req- Ave xfer time w/o caching..
0.90 sec/req- Ave w/caching, w/o errors.. 0.71 sec/req - Ave xfer
time improvement.. 0.19 sec/req
=] X
A 7HH ZH-g B LA
Zh B " A el df olf A2 AHE B = vhas AR
= 2E L
s 7 Aol ek 24 AL Ak el A A S 8
w A 7FEA A o] AL T A 7F S etol dE A Aol Sl T ske A Al H
F A A AAE E§HeE ZEA] AW o A A F Sl
v A7 EA AR o] AL A 7F Fete] A E A Aol §la& T sk A Aol i &
FHA A HAbE 23 54 AW o A AF Bl
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. A AR} o] EH EE ahi 914 A uol ol g 24 el HALE Egha m
EEEE R L+

o 9 T A A 200 A Bl TE 2 ukakeE 217 A v of o) g 3 4] el 7 ALS
E 5k T2 A Ao A B F A5

o =2 AW A A E A5 qlol DA Aol A AR BAE A 2 5

v Server Manager®l 4 21 ¥4 7] & A 3 5l
1 Server Manager®ll & 4l 43} 3L Server Status ¥ 2 51t}

2 Generate Report @ 25 +5 1t}
Generate Report 7| ©| 7| 7} 3£ A] 5 vt}

3 AW ol F& 3t o] o] F2 A E Rl vebd et

4 HIASHIMLEESASCZA 02 FA8A o] -5 A9 guch

'Y

5 2AZEISESAY?

=

o
i

i)
R I )

o

5+l 2 A 25121 % OutputFile W= o] 22 549 o] B4 Q2 g
: %o %9

[ FH HuM Aaprt st o St 21 91| &7
=}

T “o
FA ekl A 2ol ol AR 9l en® AsE A el of 3

%3

=t

°

-

>
>

7 SRZA AW SA I FA YA XS A F )
= EFAEAARE T sk

Total Hits- &} A 2~ 275 &4 518k o] & AW 7} A8 5 A 5 31,

= 304 (Not Modified) Status Codes- #| o] #] & WF&F5} = A 7} o} 2} & & 3k 4] ¢

27 Baldo] ALg-E 3l

302 (Redirects) Status Codes- € 2] URL®] o] 5 3}o4 4] 7} 2] URLZ 2] ] & 41 g}

3l

= 404 (Not Found) Status Codes- 1 ¥ 7} S & &l £ 4] & 2H& 7 Sl AU Selo|d EV}

AT H AFEA7F ol B 7 FA S A u] As)A] 92 8l

= 500 (Server Error) Status Codes- A1 ¥ ¥+ ¢ 77} 4] gk 314,

» Total Unique URLs- Y 4| 2~ & 15 &4 5}¢ al

= Total Unique Hosts- 4 4| 2~ 2 15 &4 813 5 A{ i of] o} A

» Total Kilobytes Transferred- &} A| 2~ & 75 24 3} gk 55| A w7} HE3 o o E
% (KB).

SN

rﬂ
1=°1‘-'
Al
Auj
e
iz
of
2
j
oX
oX
ol
e
o
o
v
dlo
o
r
o
o
12
ﬂ
Al
Au)

8 YUEAYYAREAY
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10

11

&
-
Ao
it
kr
i
N

i

1o 7 B4

i

= Find Top Number Seconds Of Log- 7}73 Z| 4l &= ot
A A g o)

= Find Top Number Minutes Of Log-
w PR EA S T ARE IR R FAE
|

=  Find Top Number Hours Of Log- 7}7 Z| 4
A gy o},

= i
= Find Top Number Referers (If Logged) ZEXP Xé HE7|Hlo 7 BAE
A g o,
= Find Top Number User Agents (If Logged)- E-2+-¢-# 5+, ¥ A 2 2o A A 52
Apg A} ollol A=l o2 A W E 7o 2 A S AT

Find Top Number Miscellaneous Logged Items (If Logged)- A& #F -+ 2] A H. &
7|uko 2 BAE Ay Ao},

o
o o

CEEEY

L]

o

e

URLs Accessed- 2} Al 2~ 3F URLS & A| g o},

Number Most Commonly Accessed URL- 7} Bo| A A% URL ®+ A A %

Sl woh o] A ~% URLE FA| g T

= URLs That Were Accessed More Than Number Times- % 7 5| 31 = H.c} o] o 4] ~ 5
URLS A g o

= Hosts Accessing Your Server- Proxy Server®l| 2§ 4| ~ 3 &~ E 5 3 A] g T},

= Number Hosts Most Often Accessing Your Server- A ¥ ol| 7} A5 4| 23t & ~ E
w2 AE 3Rl o] Ao A A8 5 AEE ¥ A )

Hosts That Accessed Your Server More Than Number Times- %] 4 5l 3l X .t} @ o]
Aol A A3 5 A E S % AF o)

A3 E 8RS EAE ARSIl

S %512 1614 3707 AR ahe] 24 Al Mo mLA o] EAD A4 E A 5
A g AR 9] 2 obl sl e Al e A o= AR ok 2 A e o8
ZE

= TFind Totals

= General Statistics

m  Make Lists

OKE F54rh

A Fell HoarA| 7F A o
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WY EANA T A 7] A3
W Eol| A dA A 22 IYE 245 flexanlg =75 At} o] T4+
server-install/extras/flexanlg Y & E 2] 2l F o}

flexanlgs Ay sleiH e ZFZE oA w2l

./flexanlg [-n name] [-x] [-r] [-p order] [-i file]* [ -m metafile 1* [-0
filel[-c opts] [-t opts] [-1 opts]

o} EAE A WEE 5 g5 o,

ful

You can display this information online by
typing ./flexanlg -h.

-P: proxy log format Default: no

-n servername: The name of the server

-X : Output in HTML Default: no

-r : Resolve IP addresses to hostnames Default: no

-p [c,t,l]: Output order (counts, time stats, lists) Default: ctl

-i filename: Input log file Default: none

-0 filename: Output log file Default: stdout
-m filename: Meta file Default: none

-c [h,n,r,f,e,u,0,k,c,z]: Count these item(s) - Default: hnreuokc

h: total hits
304 Not Modified status codes (Use Local Copy)
302 Found status codes (Redirects)
404 Not Found status codes (Document Not Found)
500 Server Error status codes (Misconfiguration)
total unique URL's
total unique hosts
total kilobytes transferred
total kilobytes saved by caches
z: Do not count any items.
-t [sx,mx,hx, xx,z]: Find time stats - Default:s5m5h10ul@aldrlox10
s(number): Find top (number) seconds of log
m(number): Find top (number) minutes of log
h(number): Find top (number) hours of log
u(number): Find top (number) users of log
a(number): Find top (number) user agents of log
r(number): Find top (number) referers of log
X(number): Find top (number) for miscellaneous keywords
z: Do not find any time stats.
-1 [cx,hx]: Make a list of - Default: c+3h5
c(x,+x): Most commonly accessed URL’s
(x: Only list x entries)
(+x: Only list if accessed more than x times)
h(x,+x): Hosts (or IP addresses) most often accessing your server

N X O € ® = 5 35
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o] ¥l E ¥ 7](Windows)

(x: Only list x entries)
(+x: Only list if accessed more than x times)
z: Do not make any lists.

o] ¥l E B 7](Windows)

AW 257 Z 2o & 7E 71 F35k= A 9l ofl Proxy Server | ¥l E F-of o] Al Zhgh A| 2~ H]
LFE 71 ST} o[l E Fo & AFE-5lod /‘]/\E” Ol oMl EE RUHH T T
RFHh o] E o] & AbRale] 7] 5 A 74 £ Al 2 g o7 E = sk o]
e o 2avkde] 7] Aol HAE 4 sl ek

1 Al A EE 22 1R AU F B £ A )
el B 22 3Fe] A o ME HelE

2 Zavweld$E =YL A ch

o[l E Jofo 3§ & 73 & 77} % Al F ]t} Proxy Server®| 257l =
proxy- serverzdr] axdo]go]l ZFH T

3 EI]H A B27]E AYsle] 22004 o] 5 @ o] & F 3 A E AP}
221 YES g o|EstEH B WA 2 2FHS At}
o] Wl E H-ofof thah ApA| & L & A| A8 A A S TR 4] A 2.

0% . 219y A& 191
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AW 2 EH Y

o] Aol A= W& 2B & =7 2 SNMP(Simple Network Management Protocol) 5 <
E3shod AWM E EUE st wh o o sl A g o

SNMP£- Sun Java System MIB(Management Information Bases) % HP OpenView 5 ©]
VES T e AZE Y o]e} &7 ALgsled Y EY T o} & A& B E 5=
AR AW E A7t 7 R 834 9)5 o)

% - Windows 2| 73 - Proxy Server 45 A #| 5} 7| A of] A| ~®] o]l Windows SNMP T4
9 47t A A E o] glofok gt
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<Object name="stats-xml">
Service fn="stats-xml"
</0Object>
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<Object name="stats-xml">
PathCheck fn="check-acl" acl="stats.acl"
Service fn="stats-xml"
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V¥ stats-xml

NameTrans fn="assign-name" from="

(/stats-xml|/stats-xml/.*)"

2 obj.confell B} Service & F7F e}

<Object name="stats-xml">
Service fn="stats-xml"

</0Object>
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V¥ perfdump SAFE A}-§ A A 5=

1 obj.conf kel 4 7] & A A 5o £h& A A& FoHgvch
<Object name="perf">
Service fn="service-dump"
</0Object>

2 7|2 AA s ES F7H Y ek

NameTrans fn=assign-name from="/.perf" name="perf"
3 A A= EY ]S c}A] A=)

4 http://computer_name:proxyport/.perfE 0] 3} perfdumpoll YA 23] e},
perfdump A5 2 s} et $A7 A5z A2 73S S48 74 (R)S A AT
T gy th o el A =s5x2ntch 2 23S A A g oh

http://computer_name:proxyport/.perf?refresh=5

perfdump &8 ¥ &
b ol = perfdump &8 A &5 Hof Fu )

proxyd pid: 6751
Sun Java System Web Proxy Server 4.0 B05/02/2005 15:32 (SunOS DOMESTIC)

Server started Thu May 19 13:15:14 2005
Process 6751 started Thu May 19 13:15:14 2005

ConnectionQueue:

Current/Peak/Limit Queue Length 0/1/4096

Total Connections Queued 1

Average Queue Length (1, 5, 15 minutes) 0.00, 0.00, 0.00
Average Queueing Delay 0.09 milliseconds

ListenSocket 1s1:

Address http://0.0.0.0:8081
Acceptor Threads 1

KeepAliveInfo:

KeepAliveCount 0/256
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KeepAliveHits

KeepAliveFlushes
KeepAliveRefusals
KeepAliveTimeouts
KeepAliveTimeout 30 seconds

[SISIS IS

SessionCreationInfo:

Active Sessions 1
Keep-Alive Sessions 0
Total Sessions Created 48/128

DiskCacheInfo:

Hit Ratio 0/0 ( 0.00%)

Misses 0
Cache files at startup
Cache files created

Cache files cleaned up

[SERSINS

Native pools:

NativePool:

Idle/Peak/Limit 1/1/128

Work Queue Length/Peak/Limit ©0/0/0

Server DNS cache disabled

Async DNS disabled

Performance Counters:

Total number of requests:
Request processing time: 0.2559

default-bucket (Default bucket)
Number of Requests:
Number of Invocations:

Latency: 0.2483
Function Processing Time: 0.0076
Total Response Time: 0.2559
Sessions:

Process Status Function

6751 response service-dump

0.2483
0.0076
0.2559

Sun Java System Web Proxy Server4.0.4 2] A5 4] . 2007 3¥
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o] w7l ¥ ol tf gk A4 gk W 8-> Sun ONE Web Server 6.1 Performance Tuning, Sizing,
and Scaling Guide®] 273 "Using Statistics to Tune Your Server" & 3F = 5} 4] A] &

perfdump & & ol th 3} & A 2= #| g}
B b Aol A A €] perfdump Al & & 5 9l A8 A Al @Sl e W /. perf URIC
i &k ACLS "tEof oF gt

TEHACL ¥} ©] obj.conf 7+ °l perf 24 2| A o] of| A FFZ =] of of Fh T} o & Fof
/.perf URIC t &l "o % ACLS whE 79 th23F Zo] A A 2] 2] pathCheck ol A
ACL 3} & &3l of g,

<0Object name="perf">
PathCheck fn="check-acl" acl="perf.acl"
Service fn="service-dump"

</0Object>

o
5 WAL Ea) WAL D olated oJe) A 1

Tol ARG F dFH et ol 5
3}L]'7}Ez'c”' wjwtch A8 = 5 A dl el B E ‘/qul slod Bl of] F713t T} o & S of
send-cgi ¥ NSServletServ1ceL 7k 7F CGIC) Java A £ 8 84 & A 8] 25 +=
AbggyTh CcGI Y B8 8% ] EH sl 7 7 o] WIS A o5l Mo T H &

71‘7(] stA 7 7HA] F A A i] 78 5ol g 9 S AXbst= WA S sk utE
Futh °]"4dﬂi°] TR G -t o B E A Aol Ao o e m| A A

OL/\]/]D} o] 2| gk A B = %ol perfdump 7+ & 2l E] & AF-§-5led A A 23 4 glF T}

H 7l ol = oh A 27 A A ek

s WA o] F-o] o] TN FFE AAA 7| = dl AHE R Tt

n A Flo] A H ol i H Y

s o FFo g e F-olFFETET A F T

w FF7tEEE gt s A ] el FRH oA A HEFTE SRR o

default-bucket:& 4|1 ol oI s v 2] o] uich g2k 4 o 1 Aol QA5 2] o
9 BAE 7| S o,

¢

107 « Ad ZUHE 201



AL g3l A 2 E Y

202

74

435 M 7l magnus.conf % obj.conf 3L o] B A AW E A A6 of g}, 7] &
EPREE P N

8311 “perfdump 121 ) & - 5hof WA 5 211 E ) 4ol vk
e LS PELISE e

o (L
olr >
—
o)

o} ol = magnus. conf Tt ol A A 715 A o] 5= W & Wol Fuich
Init fn="define-perf-bucket" name="acl-bucket" description="ACL bucket"

Init fn="define-perf-bucket" name="file-bucket" description="Non-cached
responses”

Init fn="define-perf-bucket" name="cgi-bucket" description="CGI Stats"

o] ‘r“ °ﬂ/‘1 + acl-bucket, file-bucket & cgi-bucket®] Al 7} ¥ 71-& w5 o}, Ol
WIS el dAdsted Ass 5A ﬁa" bj.conf &<l bucket=bucket-name=

F7hgh o),
o

PathCheck fn="check-acl" acl="default" bucket="acl-bucket"

Service method="(GET|HEAD|POST)" type="*~magnus-internal/*" fn="send-file"
bucket="file-bucket"

<Object name="cgi">
ObjectType fn="force-type" type="magnus-internal/cgi"
Service fn="send-cgi" bucket="cgi-bucket"

</0Object>

4% B3 A

H 7] 2] AW B = perfdump 5+ & 2| E| & AF8-8Fo] oA A8k 4=
B = perfdumpoll A HESHE W 7 A o] wl x| wk A Aol 9l F T}
B b5 R 7F 235 o] 9lF )

s 9 WJE]7Lséﬁ],JJ4%f g_ﬂ]UTH S o [<E}

= Request Processing Time A1 ¥ 7} Al 5 7hA] 418 & 9 F & A eleh=d 291

7: /\] 7].01]/]1;]_.
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= Number of Requests+ 3t

= Number of Invocations
B ofel W s s
demEnelF 5 rE A

r1r o

=

>
=

fol

i o

] Latency# Proxy Server’} &+ &% & <45l dl AF

&+

= Function Processing Time<> Proxy Server7} §H< U] °ﬂ A] 4em
1=]
W

Function Processing Time % Total Response Tlme«]
Time & 32 5kod ZA4H L] ct.

= Total Response Time-> Function Processing Time %! Latency®] A ZH(=) 2] A Y vt}

2 ATHE) R

£ % Request Processing

th ol = perfdumps S8l AHE R F A=A E AT HAALE Hof Fuot

Performance Counters:

Average Total Percent
Total number of requests: 1
Request processing time: 0.2559 0.2559

default-bucket (Default bucket)

Number of Requests: 1 (100.00%)
Number of Invocations: 7 (100.00%)
Latency: 0.2483 0.2483 ( 97.04%)
Function Processing Time: 0.0076 0.0076 ( 2.96%)
Total Response Time: 0.2559 0.2559 (100.00%)

SNMP 7] =

SNMP+= Y| E 9] A 5o o gk ¥ ] %ﬂﬁ%ﬁ}— oAb 5 = Z2 =g vt
SNMP 5 AF-8-5h o o] B} 7} k2] o 2 73 A| o o] £ 9] 3 3k2] 28] o] H(NMS) Atol =
ol et abel A AA = T Ak, A EEE L ECERE] EF A

,d
oZi
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:‘T-_

=3} o] SNMPE A @ he W= FA YUk NMSE P EN TS Ao
ﬂal*}‘ o] Ab85) = 4] 28 gJu] o}, 2l UbA O 2 NMS 4 E 8 o] = 24 1 o o] B &
HAobe 2 25 AT Sl vl o] B & ARE-shod 4w 7F 54 5§ gHA ol A

A} 55l 7] el ghu o),

2 ahfolate MES D He] $8 =2 ago] A

g~ H o] A o} HPOpenVlewg} 2 v EY = e g%iil_‘?—j%% A 59
Fel A A A o gt AR E T o Z E AT o] XJ—“L"H 3] abol| A A5 =
FAE AWM E BA| A A E &5 v Al X o] o) o] 2 gHE 7 gl o

52 5 2] 4] 6] 4 SNMPE A& 5= 73 o] 4. ob9] of o] 41 = 9} vl 2B o o] 1 = 2]
F LA ol o] A E /8 & F3ll NMS2F A1 Afo]of] A5t}
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Proxy Servers MIB<= proxyserv40.mib2h= ©| 52| 3} 4l v t}. o] MIBel| = Proxy
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U2 ohA] Al e of 3l th 21 Al SNMP B & ThA| Az el w2 8= = of 4]
iR =
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3] o o] 1 =7k vl

01 ° L.'E- H
7125 SNMP 91 & S8 T 5 sreleh

1 ZEZ Z2ad3Yr},
2 EZE 161 4 SNMP 8l Z(snmpd)°] A 3 5] 1 ) =# gl gt}

AP E I Q)= SNMP B 2o ¢l o 208 ] o] A| “SNMP u 2 E] o] o] H E A 3|72

o] &gt
= SnMP B 2] A3 Fo]H v Z-5 A &t W 2 Al A sk= MBS Ak 1™
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54k

Lo

4 VEYI B LZEN)S A=A A o]5L Y]

5 UEYI B A2 ERLAAIZTEMNIE YT FEALI}=ZTEE
1629 Yt}
E o o gk A g ) 42213 5 o] A| “E 7 o AL A FFR A A L.
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Administration Server®ll 4] Global Settings & ©] Set SNMP Master Agent Community & -5
Sdrch

Manager 4&0}04 CONFIG J}‘%‘—g #A 0}7{»} T= »}‘" A™ AT 9l
SNMP 5}¢] ol o] H E & A}-& A A 517] Aol Hl= Al A B SNMP ol o| Hd E
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ek T, F0hE, W 5 E s EAYE Q8 5 <kl Yolok gtk E R
16515 E71 02 38 A H T 5 gtk

Sun Java System Web Proxy Server4.0.4 2] A5 4] . 2007 3¥



SNMP vt~ B of o] H E A}-8- 473 B A] %}

[e)
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COMMUNITY public

ALLOW ALL OPERATIONS

MANAGER nms2

SEND ALL TRAPS TO PORT 162
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INITIAL sysLocation "Server room

987 East Cannon RoadMountain View, CA 94043 USA" INITIAL sysContact "Jill Dawson
email: jdawson@example.com"
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OKE 75t
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9 eh&okE FE Y
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AW E A uf) A g3 ZEA] ] HTTP & o] & A A & 4= sl 551 oh 7| 2 HTTP
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o5& A A E AL F g5 Th

= Blocked. = 52| 7} 2 2ho| o1 E ] SSL/TLS 2l 541 of th & k3 Ao AL o] 55
HAA AWM E AGE 5 glFvch

117 - RRLZEA 9 2191 223



AWZ A

224

= Client User DN Forwarding. = 2}°] <l E 2| SSL/TLS 2l
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= Enabled Using HTTP Header. = 7 7 A] A5 3|l i@ AR E 4 AW =
A o ALed ZZA S HTTP A HE A AT T ¢ H
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5 OKEF54rh
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FwﬂLFWHHﬂ glo| A E(Z A7}

A s b o] ghgrieh £ R E

JdE &) Zto) dlo]E] A2 &
7+7F PASV % PORT % = FTP2} 2 3t}
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el

urldb -o matching urls from site -e http://.*atlas.* -s atlas.phoenix.com
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n xe NA] dlo]E{ | o] 2ol A U A }= URLE BEE 7] 91k w4 vt o]
FAZ Eu|Ql 2 abo] E B E o} FhA| AR-E g o
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o
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moll
'U
P
%%
i
2
)
2]
Al
Au)

Port 2 = of] o] % A ¥ 7} |CPoll 3 AT T E

Multicast Address 2 E.of] o] o] FAF HE|N2E F A5 JH )
HE|NAE FLE A AL FAZT F AP FLEYUT HE|NAE FLE
ALt ZEA 7L | HE|N A E FAE FAISHE RS o] 2ol A o=
Y EY o] Al &5 Wl 4= A5t o

HEd g 87t gy

Ahgoto] S8 A E st WEl ) A 1Y
Wl AE F 28 A G ohA] e A5 £ AR o 6 E Aok ol g
FaE AP

1278 . 704 267



ICP(Internet Cache Protocol) A&

268

10

11

12

13

AT ZE )0 A A F o 2 &3} A @+ 7 -$ Default Route Z Eof] o] o] &3
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dnsDomainIs(host, ".example.com") ||
dnsDomainIs(host, ".mcom.com"))
return "DIRECT";
else
return "PROXY w3proxy.example.com:8080; DIRECT";
}
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}
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o] A WL DNSZF o B2 of £ ik Sl Ao g ieh %A 2
shol e 4 gl 5 s Ha A=

function FindProxyForURL(url, host)
{
if (isResolvable(host))
return "DIRECT";
else
return "PROXY proxy.mydomain.com:8080";

}
ofl ) 735 v DNSS 3% 8 of Fhuich. wheb] ohe
o

G A o] A3HE ATaA gk
7% uk DNSE &£ 5t £ 2 o] of| & o} 2 572 3} 37| 18 8}3k o},
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function FindProxyForURL(url, host)

{
if (isPlainhost name(host) ||
dnsDomainIs(host, ".mydomain.com") ||
isResolvable(host))
return "DIRECT";
else
return "PROXY proxy.mydomain.com:8080";
}

o 4: Byl 2 A

of all o M A HH AHUS BE BAEA A AAH T HE S AEE S B
Eaf A g e,

function FindProxyForURL(url, host)

{
if (isInNet(host, "198.95.0.0", "255.255.0.0"))
return "DIRECT";
else
return "PROXY proxy.mydomain.com:8080";
}

o el ofl A= A A} ool T35 3 A = F 715t DNS AHE-= # 42 3He ¢ slss vl e

function FindProxyForURL(url, host)

{
if (isPlainhost name(host) ||
dnsDomainIs(host, ".mydomain.com") ||
isInNet(host, "198.95.0.0", "255.255.0.0"))
return "DIRECT";
else
return "PROXY proxy.mydomain.com:8080";
}

d] 5:dnsDomainIs() ()& ZEA| 2= 73 £ A

ol ol = AR FAF T o] Aol A= 47l o] ZFA] AW S AbE5h 2 5 sk thE
Aol e alf A e 7] & AP oh b A] 37 o] ZEA] M7} FrbE g
WA A 7F o4& s ch v A 37 o] ZEA| AW = URLAR & 7| E 22
2SI AstA NS B a8 2 ST A4 Aol Hapdo] shunl sl
73oh Ee] e A o] Fafdo] Al A o] Aufef shuirt EA T B == v Aol
EAE AAH LAk
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z54 45

#1 om =1 ¢l

#2 edu =1 4l

#3 71} e v el
#4 FA] w7

£ 5 o) 27} 5 ) @1 sl oo} ik R E 3 5] A7) = s0s0el 4
Huleh + A4S AL ato] Bl e AR S Al

function FindProxyForURL(url, host)

{
if (isPlainhost name(host) || dnsDomainIs(host, ".mydomain.com"))
return "DIRECT";
else if (dnsDomainIs(host, ".com"))
return "PROXY proxyl.mydomain.com:8080; " +
"PROXY proxy4.mydomain.com:8080";
else if (dnsDomainIs(host, ".edu"))
return "PROXY proxy2.mydomain.com:8080; " +
"PROXY proxy4.mydomain.com:8080";
else
return "PROXY proxy3.mydomain.com:8080; " +
"PROXY proxy4.mydomain.com:8080";
}

o] 6:shExpMatch() () S 5S¢ ZEAX Z=FYJ 24
o] of &= 7| E& © & 350 ¥ o] A|] “of| 5: dnsDomainIs() ()% ‘LE*] Zr A 2A

T T —

5 Y 5} A 1t dnsbomainIs() () & AF-& 38k th Al shExpMatch() () & AF-& & o}

function FindProxyForURL(url, host)
{

if (isPlainhost name(host) || dnsDomainIs(host, ".mydomain.com"))
return "DIRECT";
else if (shExpMatch(host, "*.com"))
return "PROXY proxyl.mydomain.com:8080; " +
"PROXY proxy4.mydomain.com:8080";
else if (shExpMatch(host, "*.edu"))
return "PROXY proxy2.mydomain.com:8080; " +
"PROXY proxy4.mydomain.com:8080";

else

174 - ZeholAE AE T4 e AHg 31



return "PROXY proxy3.mydomain.com:8080; " +
"PROXY proxy4.mydomain.com:8080";

7.5 TFTEF x= 24

ERQ 22 R Zof tal| ZEFA| 5 AT 7 sk o -2 3 JavaScript 715>
FindProxyForURL() () &0l A A1-&3t7] el Al g Pk ol & S Z2EZ S
NEoR e ui*l—é‘—*éﬂ*}?l #13ll substring() () FFE AH&T 5 A5t

function FindProxyForURL(url, host)
{
if (url.substring(@, 5) == "http:") {
return "PROXY http-proxy.mydomain.com:8080";
}
else if (url.substring(@, 4) == "ftp:") {
return "PROXY ftp-proxy.mydomain.com:8080";
}
else if (url.substring(@, 7) == "gopher:") {
return "PROXY gopher-proxy.mydomain.com:8080";
}
else if (url.substring(@, 6) == "https:" |
url.substring(@, 6) == "snews:") {
return "PROXY security-proxy.mydomain.com:8080";
}
else {
return "DIRECT";

-

&k shExpMatch() () FFE AF&ate] o] A S T8 F sk ol & &9 w53

25

if (shExpMatch(url, "http:*")) {
return "PROXY http-proxy.mydomain.com:8080;
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s HHE ACL2 obj.conf I o] AL ol A X 5= o] & %]é@QﬂﬁﬂﬂL
7] o] T 2] A o] A Al F | o] B AR Aol Al ¢ 7] A AH 2~ E 5] -85} LDAP
qai]44£ﬂﬂﬂMﬂﬂﬂAgﬂﬁﬂQWhmﬁmm4£ﬂ
e | o] 2ol A W 5 ACLE "t 7+ 3 A5t % ™ % ACL% obj.conf 7+ 9
Aped 2} A 2z of of ik,

A2 9 A ACLEE 2 = AhE o} £ 5 sl oh S Ahs ol o @ A
W-E2 16 4AS ZxsHA A Q.

52 acl2 ARl Bohg EE H8 Y0 E EA ST e AnFES

AR P N b R ) e S
o[ 4 F71 5 ol h G A A8 5§ L AN Y ALE A D A FE S G oo
AFFL LFT 5 ol FrIrh oh Aol A ol el Q5% 7ol thal 47 3o,

W ARE-she ™ ARS AL AR of] Al 25} 7] A of] AF-E-AL o] 53t
3o 3

SSL M €] 7§ 2k 2ol A Feho] A= Q154 7k el o] of 3} ©2jn]
Serverell vl 8l o} 5 518 AL -8 of 3l v 21§ ko] A F A WFAT A D 5 ol 2 F
713k % Fof] glofof gt

1 o
AR T A 9 9] /1% )
ot
2% & AN T SAAEA, 1F EE A D 2F L) A7 of
ok o> ACL A3 £ thaoll A5l = ST o2, dlo|Hulo] X
£ 2] o] of A A8 A9} o A 5 Ak& Aol o o) Basic 3l 5 A1 % ok

authenticate(user) { method = "basic";};

oha Al A= SSLe AR A B 158 )T W 2= AR g T
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authenticate(user, group) { method = "ssl1";};
t}-& o o A = A} A} o] 0] sales & A| Aol BE AFEAES 5 &3 T}
allow (all) user = "sales*";

ukx) 2t &8 group = sales @ " 5hH 1F &4 o] ol 5 A| o= Z ACLe| A9l 5HA

Huo

=5t o] Abe] Ak Hod o] gl AdF o] o A w) xFY ol o &
E5 g rEE= AR AEAE A A o

allow|deny [absolute] (right[,right...]) attribute expression;

e allow.z_L deny® Al &b 5 & Al S 2R Qs A HA FA A= e
AL ALY WA A E A FGE ThF o] T 2] Sf E of| A = *}“&Xhl% E= #HFEH
WA 2~ E A A o o= 01% a2 S0 /my_files 2t HE &2 °ﬂ o 2=
AR-g-AL o] A A 2~ E 5] &8, /my fi 1 s/personal ©| 2t= 519 Tl E E 2] of tf 3 U
ApG-Zpol| Al vt A A A~ E 51*9“”}1_ T k9] E E ] o gt Q’#Xﬂi Al o] 7} A o &
&= A dF T °] /my_files E] A E o FA A7b G5 B ’\P&XWF
/my_files/personal T & Eg]of A A& = gl 7] wf i v|c) o] 2|3 H$-F

oA npsteH 25 AR ALY HA| A5 ARG F AH AL A Al YA A E 5] S5k
st vl E Bl 5 A & by o

Tt B AR AR O] QA A S ARG E S 7] ACLE A A SHH thE ACL I A ol =
“denyall’ 777 0] B 9 8} 7] k& 5

deny (all) user = "anyone";

ACL A5 At ol whe} o} S eh A= 54 Abdofl o & 8 F & b o sl Apd o]
45 = ACL 55 & v oh AW = -4 obj.conf 3} 9 check acli-ol el+=
W ACL 555 F7hhv ot 2™ ohs A A sk ﬁiﬂ 7} ACLE 57}k et o
S5 YA E A2 g vl "absolute" ACLE©] A (9= T EE &S TAHE
% 75 ] o}, "absolute allow" %= "absolute deny"'<©| "true"?l 7 ¢ A1 = M 2| &
T EE AAE SUAFYTH
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356

A A 5k= ACLo] F 7N o] Al A A= A A sl nhA R S AR g of e
absolutest-= AH-&5h= - AH =t E ¢ % ©+3} 21 absolute©|
FFE ACLE A3 ok 5 U gk A4 of] o 3l absolutext o] &<l 74 A= 3L 9 A
HA L& AHEsla A 5= o & 3k £ 35| & Febghy o}

version 3.0;acl "default";authenticate (user,group)
{ prompt="Sun Java System Web Proxy Server";};
allow (read,execute,list,info) user = "anyone";
allow (write,delete) user = "all";acl "http://*.*";
deny (all) user = "anyone";allow (all) user = "joe";

oX
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ofo > ol
E > rlo
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P dpy
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2 Hrox
ol moh
— M=

e
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A} o]l &, 15 ol F, &R Eo| F EEIP T4
Fogtch thg Eoll = b2 A A EE HFH ol A A~ HES
o

3l ol & 5ol A3t

o
kH
R
m1m

N

ll‘%l

fiu

_O‘L'

ofo

o

rlr

user = "anyone"
user = "smith*"
group = "sales"

dns = "*.mycorp.com
dns = "*.mycorp.com,*.company.com"
ip = "198.*"

ciphers = "rc4"

ssl = "on"

3 timeofday 4 & AHE5He] BHF T Al (A ¥ 2] A Aol whet A 2 9
= J
=

A
o A 28 7 3he 5 QeI ek, ol & Fo] tineofday S & AHg-ske] S A8 AL
Q% Al 7kl B o)

ol & 501 27 4:002] 7 -F- 0400, 2 10:30°] 73 - 22307 2 o] A|Zb& A A 52w
244 7F 3 A & Ab gy o) oS o o] A = 2 A 8:0000 A 2 F 4:59 A}o] ol guests BT
Sh= ARE-AF Lol i 3 M| 25 A gk v

allow (read) (group="guests") and (timeofday<0800 or timeofday=1700);
T3t FF S ol wpet AA A E A 4 9l ok o2 2 o] Sun, Mon, Tue, Wed,
Thu, Fri, Sat 2] Al Ak 2] 2FALE AR-E-5le] & a% A Qg o},

A A A 2~ 5 5§ dlSCOUht;l'*vJ

<]

um1 9 *F‘Q“XM] Al
BE AT F F 9 A gA o 4] ©.F 4595 A 2] 3 BE 2] 7o)

allow (read) (group="discount" and dayofweek="Sat,Sun") or (group="discount" and
(dayofweek="mon, tue,wed, thu, fri" and(timeofday<0800 or timeofday=1700)))or
(group="premium");
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Abg-ghu o} t}5 A AFAFE user, group, dns = ipet & AFE-sE 4= ol S U o}
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= or
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n =(539)

" I=(FEE)

t}5 A ALAFE timeofday M dayofweekS} &7 A8 4= ol F o)
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<M A

=Moot I A 25
ok e

7| 2 ACL 3} ¥

A R % server_root/httpacl/generated.proxy- serverid.acl ¥} L o] Al v & 7] B x5
A &g oh AR A QB o] o] 2ol A A A o] mhF o A wlj 7} 2] AW = AH] 51 Y
genwork.proxy- serverid.acle A& 3 th ACL 34 & H A & o genwork T4 =
W7 7 ol o, 17 F Proxy ServerE Ab-&-5to] W7 AL S A G 2 A4 83

HENTE

Y FALD = oS wAE 28T U5y
n FAa-z
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Sl E2 gk Eoll 9 A of sl M| FE 0 R Frfol vk B4R o2 E([]) el
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obj.conf 3t WO ACL B Y FXE

obj.conf 3} & W 2] AC
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S sl

F
o

HH E ACL =+ " T 2] ACL TL} A2 check-acl 45 AF-235}o] pathCheck A A< 9]
obj.conf ¥} Lol Al FHx & 4= 9lFu ) o] Z] P2 vh 3 25 o}

PathCheck fn="check-acl" acl="aclname "
o1 7] 4 aclname= ACL ¥} 4 ol] 3 A =] = ACLS| 2273k o] &3 e},

o & 0] testaclo| 2= ACLS AF§-5le] Tl H E o t g AN ~ 5 A ghsed o}
%5 obj.conf ¥ Lol F7Fghv o}

dlo

<Object ppath="https://"PathCheck fn="check-acl" acl="testacl"</Object>

o eflof| A A WA £ WA AE Al gl = A AL S B A 6l= 7”"“‘”‘4‘4 T A
%2 PathCheck A A\ 2 2, check-acl 55 A& 01-0:] " ¥ ACL(testacl) <

A At o] vFERLE = 2 A o] H]— Ql =3t} testacl ACL server.xmloll A 2% &
ACL 3} of| vfEbE = gl o)
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360

m 361 oA Q7 EIFE
36190 A “Hol g *P@:}”
361 3| o] A “Solaris ¥+ L A ~ =l 7] A]”

R 2 27
3

WA 2 7 7) 5 n] 24 3151 Proxy Server?] A5 A 7 ol th 22 Proxy
Serverol] A 2~ 3h= A& ALl 9 A 5ol # o] A & A A} &eld = gl

<+ 4 # 2] 5} Proxy Server Y A 2~ 2 7] & n| &4 3} 4~

M

obj.conf 7} 4 o] T} #] A]
A ek

Init fn= flex-init access= $accesslog format.access= %Ses->client.ip% -
%Req->vars.auth-user%s [%SYSDATES%] \\ %Req->reqpb.clf-request%s\\
%Req->srvhdrs.clf-status% %Req->srvhdrs.content-length% ...AddLog

fn= flex-log name= access

ACL N A =H

7] &% © F Proxy Server= A& A E 145 Q15 A 35 ACL A& A ) Al ol 7§ A 3F ] T}
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LDAP 55 1 7§ & w it Proxy Server2 thA| A 8l of 3t o} w2k 4] LDAP

HE Ee| 7 A 7 B A ef = 7 el RE 2 ke ' AR A A 2.

BT 6T

ACLUserCacheSize= 7| A o] 2348 4= 9l = 2| o] &5 45 F4J 5= magnus. conf 7l 7l

W Le TR 200U ) SR E S5 ) sl of 3759
Foll Sl 5 A A7 Ao 27)o] ERal A B L o] A2 g B 5E 5 &5 o,

B g+ ACLGroupCacheSize "l 7} *H -
TFAY SE AR S 95T} 7
735 WA= A 7] wl el 24 Alm

Sotod AS A FEFANA G o= Fd 15
%4°‘le}.1 o) Ab g &} 7} A Yo) o}
o] 2 LDAP t] & E 2] 7} o 4] 2~ % v o},

_ﬁﬁ rulru
§$~+

Sun Java System Web Proxy Server4.0.4 2] A5 4] . 2007 3¥



H 3 7]

e Ao A S v (SndBufSize) 2 4= 2] ) 3] (RevBufSize) 2| 275 A A & 4=
U h ol e “H 7l ¥ 4= magnus . conf I} of| A FAJ & 4= 9l

thef gk UNIX 2 Linux <93 & Al of] wh2} ch 51T}, o] 21 &k wh 74
AR steH o A A AHEAE TR AL

o] A X 7} x 3}

magnus . conf ¥} 4 ol ] AcceptTimeout "} 7} "5 AH-&-3lo] AR & FE 17| Aol
M7t FetoldERFH dl o8 7} =& w7}k 2] 7 vte| = A K (&) e AR E
°"\L]E} dl o] Bl 7} A1 A = A3 7kA| = XL*W gom ddo] FEH T of vy
el o 230k e 4R o el BAel A ol e WA U et
SIS 1eh, o] o) W58 712 ke A A g sle] 20 E 3 4 20 )
Rl A Aol A o] # 7 E slgieh

= 2 =
FEISFT
server.xml() L LOGEH| oA 21 T+ A4S Fo|H A7} 2/ Z 10 ¢
W ARSI AT 28 S5 S 7| SslH sl 3 d o] Aol o
FUth A E T st et 2AE = %ﬂH%Ezﬂquﬁ%g@

2 4 shar o,

o f“1°

Bt s A

SSL& 94 5}8hl Proxy Server®] /121 % 1.9} 1.0} 552 7435 2|k 31 ) ©] 9453}
25357} 0w e = o) dalo] ¥7] ul ol Aol A Frich = glo] 7447)
e ohat o e s L B 58 e 2EE Folk 2o F4vh

Solaris 3} ¢ x| ~ €l 7§ A

Proxy Server 7}l 2] = RAM(Random Access Memory)©ll | & | & ¢&<5 |t} 5} o) ofj gt
WA 2= 7H *l of| A £ 5 FE T wjuhe} 3t A] 28] of| A 438 5 v T}, Solaris 7Y
Al 228 A & AF-8-5} o Proxy Server 7] A & ™| 2] °ﬂ A 2 EshE Aol F5TH

131“:‘ WA sk oll e 7 27 9hd A A o] ofid v 2] ol 4 —rﬁ%lblr%

19% - A A=A 361



A|ZF 2= A A s oll A et o &2 551l T} Proxy Serverell thal = A o] A| 7 23 =
AARStH U EY I AL S FA &= ol o] fooh

=
o5} ZFo| ol 2~ ¥1 2~ SAF(Server Application Function) 7 7l & 1 & wij 7§ ¥ <= &+ 7§ &
A8} o] Proxy Server Wl of| A A1 7t 23} 3H& A& 4 3l 5ok

= 3623 ©] | “init-proxy() SAF(obj.conf ¥t ¥)”
= 363 I o] A|] “http-client-config() SAF(obj.conf ¥})”
= 363 9| o] A] “KeepAliveTimeout () SAF(magnus.conf 3} )’

init-proxy() SAF(obj.conf 3} )
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