Sun Java Enterprise System 5
Monitoring Guide

»
2 Sun

microsystems

Sun Microsystems, Inc.
4150 Network Circle
Santa Clara, CA 95054
US.A.

Part No: 819-5081-10
March 2007



Copyright 2007 Sun Microsystems, Inc. 4150 Network Circle, Santa Clara, CA 95054 U.S.A.  All rights reserved.

Sun Microsystems, Inc. has intellectual property rights relating to technology embodied in the product that is described in this document. In particular, and without
limitation, these intellectual property rights may include one or more U.S. patents or pending patent applications in the U.S. and in other countries.

U.S. Government Rights - Commercial software. Government users are subject to the Sun Microsystems, Inc. standard license agreement and applicable provisions
of the FAR and its supplements.

This distribution may include materials developed by third parties.

Parts of the product may be derived from Berkeley BSD systems, licensed from the University of California. UNIX is a registered trademark in the U.S. and other
countries, exclusively licensed through X/Open Company, Ltd.

Sun, Sun Microsystems, the Sun logo, the Solaris logo, the Java Coffee Cup logo, docs.sun.com, JavaScript, Java, JavaServer Pages, JSP, and Solaris are trademarks or
registered trademarks of Sun Microsystems, Inc. in the U.S. and other countries. All SPARC trademarks are used under license and are trademarks or registered
trademarks of SPARC International, Inc. in the U.S. and other countries. Products bearing SPARC trademarks are based upon an architecture developed by Sun
Microsystems, Inc.

The OPEN LOOK and Sun™ Graphical User Interface was developed by Sun Microsystems, Inc. for its users and licensees. Sun acknowledges the pioneering efforts
of Xerox in researching and developing the concept of visual or graphical user interfaces for the computer industry. Sun holds a non-exclusive license from Xerox to
the Xerox Graphical User Interface, which license also covers Sun's licensees who implement OPEN LOOK GUIs and otherwise comply with Sun's written license
agreements.

Products covered by and information contained in this publication are controlled by U.S. Export Control laws and may be subject to the export or import laws in
other countries. Nuclear, missile, chemical or biological weapons or nuclear maritime end uses or end users, whether direct or indirect, are strictly prohibited. Export
or reexport to countries subject to U.S. embargo or to entities identified on U.S. export exclusion lists, including, but not limited to, the denied persons and specially
designated nationals lists is strictly prohibited.

DOCUMENTATION IS PROVIDED “ASIS” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND WARRANTIES, INCLUDING ANY
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO
THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY INVALID.

Copyright 2007 Sun Microsystems, Inc. 4150 Network Circle, Santa Clara, CA 95054 U.S.A.  Tous droits réservés.

Sun Microsystems, Inc. détient les droits de propriété intellectuelle relatifs a la technologie incorporée dans le produit qui est décrit dans ce document. En particulier,
et ce sans limitation, ces droits de propriété intellectuelle peuvent inclure un ou plusieurs brevets américains ou des applications de brevet en attente aux Etats-Unis
et dans d'autres pays.

Cette distribution peut comprendre des composants développés par des tierces personnes.

Certaines composants de ce produit peuvent étre dérivées du logiciel Berkeley BSD, licenciés par 'Université de Californie. UNIX est une marque déposée aux
Etats-Unis et dans d'autres pays; elle est licenciée exclusivement par X/Open Company, Ltd.

Sun, Sun Microsystems, le logo Sun, le logo Solaris, le logo Java Coffee Cup, docs.sun.com, JavaScript, Java, JavaServer Pages, JSP et Solaris sont des marques de
fabrique ou des marques déposées de Sun Microsystems, Inc. aux Etats-Unis et dans d'autres pays. Toutes les marques SPARC sont utilisées sous licence et sont des
marques de fabrique ou des marques déposées de SPARC International, Inc. aux Etats-Unis et dans d'autres pays. Les produits portant les marques SPARC sont basés
sur une architecture développée par Sun Microsystems, Inc.

L'interface d'utilisation graphique OPEN LOOK et Sun a été développée par Sun Microsystems, Inc. pour ses utilisateurs et licenciés. Sun reconnait les efforts de
pionniers de Xerox pour la recherche et le développement du concept des interfaces d'utilisation visuelle ou graphique pour l'industrie de l'informatique. Sun détient
une licence non exclusive de Xerox sur I'interface d'utilisation graphique Xerox, cette licence couvrant également les licenciés de Sun qui mettent en place l'interface
d'utilisation graphique OPEN LOOK et qui, en outre, se conforment aux licences écrites de Sun.

Les produits qui font I'objet de cette publication et les informations qu'il contient sont régis par la legislation américaine en matiére de controle des exportations et
peuvent étre soumis au droit d'autres pays dans le domaine des exportations et importations. Les utilisations finales, ou utilisateurs finaux, pour des armes nucléaires,
des missiles, des armes chimiques ou biologiques ou pour le nucléaire maritime, directement ou indirectement, sont strictement interdites. Les exportations ou
réexportations vers des pays sous embargo des Etats-Unis, ou vers des entités figurant sur les listes d'exclusion d'exportation américaines, y compris, mais de maniére
non exclusive, la liste de personnes qui font objet d'un ordre de ne pas participer, d'une fagon directe ou indirecte, aux exportations des produits ou des services qui
sont régis par la legislation américaine en matiére de controle des exportations et la liste de ressortissants spécifiquement designés, sont rigoureusement interdites.

LA DOCUMENTATION EST FOURNIE "EN L'ETAT" ET TOUTES AUTRES CONDITIONS, DECLARATIONS ET GARANTIES EXPRESSES OU TACITES
SONT FORMELLEMENT EXCLUES, DANS LA MESURE AUTORISEE PAR LA LOI APPLICABLE, Y COMPRIS NOTAMMENT TOUTE GARANTIE
IMPLICITE RELATIVE A LA QUALITE MARCHANDE, A LAPTITUDE A UNE UTILISATION PARTICULIERE OU A L'ABSENCE DE CONTREFACON.

070217@16599



Contents

PREFACE ...ttt e e e 7
Overview of Java ES MONITOFING ............cc.ccooeiirieiieieicecetese ettt sssss s sss s ssssessnens 13
The Monitoring Framework and the Monitoring Console Components ...........ccccovceureneueurennne 13

How Java ES Monitoring Works

The Common Monitoring Model (CMM) ......cccveurieineneirinieinieeiseeisseieieeeesseesessesesseneans 14
CMM INStIUMENTATION ...vivvieiieiiririeeeicictentetr ettt ettt bttt esne 15
INOAE AGENLS ..ottt ettt sttt aebeen 15
THE MASTET AGENLT ...ceviieieiieeiriecie ettt ettt bbbttt b st 16
Suggested INStallation SEQUETICE .......c.ovruruiuruririieirieieireete ettt ettt sesseassesnans 17
Enabling and Configuring the Monitoring Framework ...............c.cccocooviiniicnnnnreeeeein, 19
Installed DIreCtOry LAYOUL .....c.cccuriiueuriiieirieieieieis ettt et 20
Using the Monitoring Framework with Access Manager ............oocueeeureneeeineeieenseisenseseseeeseenns 21
V¥ To Enable Monitoring in ACCeSS MaNAZET .........cevurereemeeeueuririririneeseeieteeseseseseesesesesessesesessnees 21
Using the Monitoring Framework with Application SErver ...........cooeceevvvrerireeeernerreeenenns 22

V¥V To Enable Monitoring in Application Server

Using the Monitoring Framework with Calendar Server ..........ccooceenninnienneenesnceneene 23
V To Enable Monitoring in Calendar SEIVET ...........ccoieurieurinieerieeeinesieieeisee s ssesesees 23
Using the Monitoring Framework with Directory Server .........coocvenencrnecrneceenencesenecnnenenne 23
V¥ To Enable Monitoring in Dir€CtOry SEIVET .......covvivirirrerniniriesseeessssesssssssssssessssssssssssssnes 23
Using the Monitoring Framework with Instant MeSSaging ..........ccecveerereueineeuneneieeneneesenenennenenns 24
V To Enable Monitoring with Instant MeSSAZING ..........ceveeueureuerrireerereeeirineeesseeeeesesseseeeesseassees
Using the Monitoring Framework with Messaging Server
V¥ To Enable Monitoring in MeSSaZINg SETVET .......cccovuvirieerririreririreeeeeieesesesesesssesssessssssssessssees
Using the Monitoring Framework with Portal Server ... 25
V To Enable Monitoring in POrtal SEIVET .........ccevceuririeinieirineeirieiesceisecetsee et seaesees 25



Contents

Using the Monitoring Framework with Web Server ..o 25
V¥ To Enable Monitoring in Web SEIVET .........c.cviruriiriririeieeirieieiee ettt essessseseesssees 25
Setting up the Common AZent CONTAINET ......ceveeveeeeereereiereeriieeeeeesesesseseesessesssesseseeesssssssssssssnes 26
V¥ To Enable Monitoring of the Common Agent CONtainer .........c.ceoocevereerreneeeenecineneeeneennes 26
Troubleshooting the Monitoring Framework .27
Using the Monitoring Framework on HP-UX Platforms .........cccccoevvivirineresssninerreeeennns 27
Using the Monitoring Framework on Microsoft Windows ..........c.ccoeeereeeueeneeenenseeenesinenenns 27
W T0 Restart @ NOAE AGENT ....c.cuieeeiricirieieiricieieecisteiet ettt bttt sese e eaesees 27
The mfwkadm COMMANG ....c.veeeiirieeicireieicireteeicct ettt b et seb et seb et eae et 28
SYTIOPSIS ettt ettt ettt et 28
DESCIIPHION vttt ettt 29
OPLIONS ettt sttt s e 30
SUDCOMIMANAS ...ttt sttt sttt 30
Examples
Exit Status
Attributes
SEE ALSO ettt bbbttt

Installing and Using Monitoring CoNSole ..................coooieeeiiieiiiciiccce et

Installing the Monitoring Console
V¥V To Install the Monitoring Console with the Java ES Installer

V To Install the Monitoring Console in @ SOlaris ZOMne ..........cccoovverereeeerererenereseneessesssseseeenes 51
¥V To Configure the Monitoring CONSOLE .........c.cceueeriuririeueeneeirieieiee et eeaeeees 51
V¥ To Unconfigure the Monitoring Console
Installed Directory Layout ........cceeeeereveereneeeenecenenees
Starting the Monitoring CONSOLE .........ocueuriiueiricurireieirecieseeistrese et ssese ettt sseaesseaesesseaes
¥V To Launch the Monitoring CONSOLE ..ottt ssseee e easaees
WV To Connect to YOUr NOAE AGENLS .....vueueriucuriiecirieieireieieeeeetseeisaesessesesessese s ssesessseseseesssees 54
Using the Monitoring COMNSOLE .........ccviriririririeirieieiree ettt easaeseeaas 56
V To Selectively Disable and Re-Enable Monitoring ... 56
¥V To Create a New MoOnitoring RUIE ........ccooiueuiuririniieinieieiceir ettt eaeaes 57
Troubleshooting the Monitoring CONSOLE .........c.cvueeueiniieirieieieieineeeneseseee et sseesesnenes 65
CMM Object Reference .
OVErvIEW Of CIMM ODBJECLS ....cucvuvrieircirieieieireieietseisesetsessese ettt tsebsese bttt ssenns 67

Sun Java Enterprise System 5 Monitoring Guide « March 2007



Contents

B Monitored Objects Exposed by EachComponent ..................ccooovriinnniniiieeeeeeeeseesesnns 69
Instrumentation of the Common Agent CONLAINET .......c.vveueurerrieereerieeineeresesesressesessessesesessesenae 69
Instrumentation 0f ACCESS MANAZET .....c.cvueueuriueueiriuciricieireeeieteietseesessesessesese s sesessesesesseaeseseaes 69
Instrumentation of APPliCATION SEIVET .......ccuriiueiriciricieirceeieiee ettt eeae e 69
Instrumentation Of Calendar SEIVET .........ccviuvieiriuriirieirienieireireieie ettt ses et seee s 69
Instrumentation Of DIF€CtOIY SEIVET ......c.ccvcucuriiurinicirieieireecieitieireet ettt seese e seeeaes 70
Instrumentation of INStANt MESSAZING ......c.cvuevrerueuriririeieieeieieiree ettt eeaeseeasseenans 70

Instrumentation of Messaging Server ..... .. 70
Instrumentation of Portal Server ...... .. 70
Instrumentation of Web Server ........ .70
INAEX ...ttt bbbttt ettt bbbttt san b bbbt e bt anananane 71






Preface

This book describes the new monitoring feature in Sun Java™ Enterprise System 5 (Java ES).
Monitoring is implemented by the Sun Java System Monitoring Framework 2.0 and the Sun
Java System Monitoring Console 1.0.

The procedures in this guide show you how to configure and enable the Monitoring Framework
for each of your installed components, then how to view all monitored data in the Monitoring
Console. This guide does not document log files nor other monitoring mechanisms of
individual components outside this framework.

Who Should Use This Book

This book is intended for the following audiences:

= Software architects who need to design a maintenance plan for Java ES deployments.
= System administrators who perform Java ES installation and configuration.

= System administrators and technicians who monitor and maintain Java ES deployments.

Before You Read This Book

You should be familiar with the documents of the Java ES documentation set described in the
next section. You should also be familiar with the design and functioning of the Java ES
components you wish to monitor.

Furthermore, if you are intending to install and configure the monitoring components, you
must first complete the installation of all other components. Before you perform any
installation or configuration, you should consult the Sun Java Enterprise System 5 Release Notes
for UNIX.



Java ES Documentation Set

The Java ES documentation set describes deployment planning and system installation. The
URL for system documentation is http://docs.sun.com/coll/1286.2. For an introduction to
Java ES, refer to the books in the order in which they are listed in the following table.

TABLE P-1

Java Enterprise System Documentation

DocumentTitle

Contents

Sun Java Enterprise System 5 Release
Notes for UNIX

Sun Java Enterprise System 5 Release
Notes for Microsoft Windows

Sun Java Enterprise System 5
Technical Overview

Sun Java Enterprise System 2005Q4
Deployment Planning Guide

Sun Java Enterprise System 5
Installation Planning Guide

Sun Java Enterprise System 5
Installation Guide for UNIX

Sun Java Enterprise System 5
Installation Guide for Microsoft
Windows

Sun Java Enterprise System 5
Installation Reference for UNIX

Sun Java Enterprise System 5 Upgrade
Guide for UNIX

Sun Java Enterprise System 5 Upgrade
Guide for Microsoft Windows

Sun Java Enterprise System 5
Monitoring Guide

Contains the latest information about Java ES, including known
problems. In addition, components have their own release notes listed
in the Release Notes Collection
(http://docs.sun.com/coll/1315.2).

Introduces the technical and conceptual foundations of Java ES.
Describes components, the architecture, processes, and features.

Provides an introduction to planning and designing enterprise
deployment solutions based on Java ES. Presents basic concepts and
principles of deployment planning and design, discusses the solution
life cycle, and provides high-level examples and strategies to use when
planning solutions based on Java ES.

Helps you develop the implementation specifications for the hardware,
operating system, and network aspects of your Java ES deployment.
Describes issues such as component dependencies to address in your
installation and configuration plan.

Guides you through the process of installing Java ES. Also shows how
to configure components after installation, and verify that they
function properly.

Gives additional information about configuration parameters,
provides worksheets to use in your configuration planning, and lists
reference material such as default directories and port numbers on the
Solaris Operating System and Linux operating environment.

Provides instructions for upgrading to Java ES 5 from previously
installed versions.

Gives instructions for setting up the Monitoring Framework for each
product component and using the Monitoring Console to view
real-time data and create monitoring rules.

Sun Java Enterprise System 5 Monitoring Guide « March 2007
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TABLE P-1

Java Enterprise System Documentation

(Continued)

Document Title

Contents

Sun Java Enterprise System Glossary

Defines terms that are used in Java ES documentation.

Default Paths and File Names

The following table describes the default paths and file names of the Java ES components that
implement monitoring.

TABLEP-2 Default Paths and File Names

Placeholder

Description

DefaultValue

mfwk-base

MConsole-base

WebConsole-base

Represents the directory where the
Monitoring Framework shared
component is automatically installed. This
path is also used as part of the
configuration directory.

Represents the installation directory
chosen for the Monitoring Console.

Represents the directory where the Web
Console shared component is
automatically installed.

Solaris systems: /opt/SUNWmfwk

Linux systems: /opt/sun/mfwk

Solaris systems: /opt/SUNWjesmc
Linux systems: /opt/sun/jesmc

Solaris systems:
/etc/webconsole/console

Linux systems:
/etc/opt/webconsole/console

AccessMgr-base

AppServer-base

CalServ-base

DirServ-base

IM-base

Represents the installation directory
chosen for Sun Java System Access
Manager.

Represents the installation directory
chosen for Sun Java System Application
Server.

Represents the installation directory
chosen for Sun Java System Calendar
Server.

Represents the installation directory
chosen forSun Java System Directory
Server.

Represents the installation directory
chosen for Sun Java System Instant
Messaging.

Solaris systems: /opt/SUNWam

Linux systems: /opt/sun/identity
Solaris systems:
/opt/SUNWappserver/appserver
Linux systems: /opt/sun/appserver
Solaris systems: /opt/SUNWics5

Linux systems: /opt/sun/calendar

Solaris systems: /opt/SUNWdsee/ds6

Linux systems: /opt/sun/ds6

Solaris systems: /opt/SUNWiim

Linux systems: /opt/sun/im
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TABLEP-2 Default Paths and File Names

(Continued)

Placeholder

Description

DefaultValue

MsgServ-base

Portal-base

WebServer-base

Represents the installation directory

chosen for Sun Java System Messaging

Server.

Represents the installation directory

chosen for Sun Java System Portal Server.

Represents the installation directory

Solaris systems: /opt/SUNWmsgsr

Linux systems: /opt/sun/messaging

Solaris systems: /opt/SUNWportal
Linux systems: /opt/sun/portal

Solaris systems: /opt/SUNWwbsv 7

chosen for Sun Java SystemWeb Server.

Linux systems: /opt/sun/webserver

Typographic Conventions

The following table describes the typographic changes that are used in this book.

TABLEP-3 Typographic Conventions

Typeface

Meaning

Example

AaBbCc123

AaBbCc123

AaBbCcl23

AaBbCc123

The names of commands, files, and
directories, and onscreen computer
output

What you type, contrasted with onscreen
computer output

A placeholder to be replaced with a real
name or value

Book titles, new terms, and terms to be
emphasized (note that some emphasized
items appear bold online)

Edit your . login file.

Use 1s -a to list all files.
machine _name% you have mail.
machine nameS% su

Password:

The command to remove a file is rm filename.

Read Chapter 6 in the User's Guide.
A cacheis a copy that is stored locally.

Do not save the file.

Shell Prompts in Command Examples

The following table shows default system prompts and superuser prompts.

10 Sun Java Enterprise System 5 Monitoring Guide « March 2007
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TABLEP-4  Shell Prompts

Shell Prompt

C shell on UNIX and Linux systems machine_name%
C shell superuser on UNIX and Linux systems machine_name#
Bourne shell and Korn shell on UNIX and Linux systems $

Bourne shell and Korn shell superuser on UNIX and Linux systems #

Microsoft Windows command line C:\

Symbol Conventions

The following table explains symbols that might be used in this book.

TABLEP-5 Symbol Conventions

Symbol Description Example Meaning

[] Contains optional arguments 1s [-1] The -1 option is not required.
and command options.

{13 Contains a set of choices fora -d {y|n} The -d option requires that you use
required command option. either the y argument or the n

argument.

${ } Indicates a variable ${com.sun.javaRoot} References the value of the
reference. com.sun. javaRoot variable.

- Joins simultaneous multiple ~ Control-A Press the Control key while you press
keystrokes. the A key.

+ Joins consecutive multiple Ctrl+A+N Press the Control key, release it, and
keystrokes. then press the subsequent keys.

- Indicates menu item File — New — Templates From the File menu, choose New.
selection in a graphical user From the New submenu, choose
interface. Templates.

Documentation, Support, and Training

The Sun web site provides information about the following additional resources:

= Documentation (http://www.sun.com/documentation/)
= Support (http://www.sun.com/support/)
= Training (http://www.sun.com/training/)


http://www.sun.com/documentation/
http://www.sun.com/support/
http://www.sun.com/training/
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Searching Sun Product Documentation

Besides searching Sun product documentation from the docs.sun.com™ web site, you can use a
search engine by typing the following syntax in the search field:

search-term site:docs.sun.com

For example, to search for “broker,” type the following:

broker site:docs.sun.com

To include other Sun web sites in your search (for example, java.sun.com, www.sun.com, and
developers.sun.com), use sun. com in place of docs . sun. com in the search field.

Third-Party Web Site References

Third-party URLs are referenced in this document and provide additional, related information.

Note - Sun is not responsible for the availability of third-party web sites mentioned in this
document. Sun does not endorse and is not responsible or liable for any content, advertising,
products, or other materials that are available on or through such sites or resources. Sun will not
be responsible or liable for any actual or alleged damage or loss caused or alleged to be caused by
or in connection with use of or reliance on any such content, goods, or services that are available
on or through such sites or resources.

Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments and
suggestions. To share your comments, go to http://docs.sun.comand click Send Comments.
In the online form, provide the full document title and part number. The part number is a
7-digit or 9-digit number that can be found on the book's title page or in the document's URL.
For example, the part number of this book is 819-5081.
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L K R 4 CHAPTER 1

Overview of Java ES Monitoring

This book describes the Monitoring Framework 2.0 and Monitoring Console 1.0 components
of the Sun Java™ Enterprise System (Java ES). Together, these components implement the new
monitoring feature introduced in release 5.

The procedures in this guide show you how to enable the Monitoring Framework for each of
your installed components, then how to view all monitored data in the Monitoring Console.
This guide does not document log files, error messages, nor other monitoring mechanisms that
individual components may implement outside the framework. Neither the Monitoring
Framework nor the Monitoring Console provide management or administration capabilities
for monitored components. For information about the administration of a component, see that
product's own documentation.

This chapter introduces monitoring concepts and presents the architecture of the Monitoring
Framework.

This chapter contains the following sections:

= “The Monitoring Framework and the Monitoring Console Components” on page 13
= “How Java ES Monitoring Works” on page 14
= “Suggested Installation Sequence” on page 17

The Monitoring Framework and the Monitoring Console
Components

The Sun Java System Monitoring Framework provides the infrastructure to instrument
components and expose their attributes for observation. It defines a hierarchy of monitored
objects called the Common Monitoring Model (CMM), based on the industry standard
Common Information Model (CIM) specification. Each product component exposes the
objects that represent its observable attributes, and the node agent aggregates a view of multiple
components on one host. The Monitoring Framework also provides the mechanism to gather
operational statistics and define alarms based on user-defined thresholds.



How Java ES Monitoring Works

The Sun Java System Monitoring Console is the graphical interface for monitoring Java ES
components. It includes a master agent that connects to all node agents in a Java ES deployment.
The Monitoring Console is a web-based application that relies on the Sun Java SystemWeb
Console to be accessible anywhere through HTTP. On the main screen, it provides a summary
status of all enabled components, including any alarms that were triggered. You can then access
the hierarchy of monitored objects in each component and see the detailed status and the
real-time values of all monitored attributes. The Monitoring Console interface allows you to
display the details of any alarm, acknowledge it, or create new monitoring rules based on any
attribute.

How Java ES Monitoring Works

14

Monitoring is the entire process of gathering runtime data, exposing it, and computing quality
of service criteria so that the system administrator can assess performance and be notified of
alarms During runtime operation, administrators only need to interact with the Monitoring
Console to view performance statistics, create rules to monitor automatically, and acknowledge
alarms. However, for configuration, troubleshooting and advanced monitoring, it helps to
understand the architecture of theMonitoring Framework and how it connects to the
Monitoring Console.

Monitoring in Java ES is based on the following concepts:

= The Common Monitoring Model (CMM) ensures that all Java ES components expose
uniform objects and values for comparable attributes.

= Javaobjects defined by the CMM interfaces provide standardized instrumentation for
product components.

= Anode agent exposes all monitored objects for all components installed on a system and
manages the statistics, rules, and alarms for those objects.

= A master agent on a separate host aggregates all monitored objects from all node agents and
makes the data available to the Monitoring Console.

The following sections explain each of these concepts of the monitoring architecture in more
detail.

The Common Monitoring Model (CMM)

The basis of a standardized monitoring mechanism is the definition of what objects are
monitored and the adoption of these objects across all monitored components. To this end, the
monitoring architecture defines the Common Monitoring Model (CMM) as an extension of the
Common Information Model (CIM) maintained by the Distributed Management Task Force
(DMTF). CMM is both an information model specifying monitored objects such as computer,
application, and so on, and a data model specifying uniform values such as the operational
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status values. As part of the information model, CMM also defines the attributes of an object,
for example the number of requests handled by a service, and relations between objects, such as
the fact that a service is hosted on a certain computer.

Thanks to CMM, concepts such as applications, services, points of access, and so on are the
same for all product components, even if the underlying implementation is different. For
example, Web Server might expose a service that handles HTTP requests while Directory Server
might expose a service that handles LDAP requests. However the standard object will capture
what is common to these two functions, for example the ability to measure the number of
requests handled, the average time to respond to a request over a given time period, and so on.

Furthermore, certain data values are standardized so that their meaning is uniform across the
entire system. For example, the operational status DEGRADED always means that a service is still
available but performance has dropped significantly, no matter which product component is
being monitored.

The CMM specification is embodied in the Java interfaces and classes used for the
instrumentation, which are described in Appendix A.

CMM Instrumentation

In the Monitoring Framework, the instrumentation is a set of Java interfaces and classes that
implement the CMM definitions. For the new monitoring functionality in Java ES, the product
components have instrumented their code to instantiate the CMM objects and expose run-time
values through the attributes of the monitored objects. The CMM objects that are implemented
by each component determines what can be monitored, and for this reason, some components
expose less attributes than others. The list of objects and attributes that are exposed for
monitoring by each product component is given in Appendix B.

Node Agents

In monitoring terminology, a node is a single logical host identified by a unique fully qualified
domain name or IP address. A node can be either an entire system or a Solaris zone configured
as a virtual system. The node agent communicates with all instrumented components on that
host and exposes all of their monitored objects. The node agent also manages all of the logic to
collect performance statistics, monitor thresholds defined in rules, and generate alarms for the
monitored objects it contains.

The following diagram represents the contents of a node agent on a single host that has
instances of three Java ES product components. It also shows how the instrumentation is
instantiated in the node agent to expose values provided by the product components.

Chapter 1 « Overview of Java ES Monitoring 15
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4 ~

( Perf ) @)s Stat@ @resho@ CAIarms)

Node Agent

\_ Java ES Node Y,

FIGURE 1-1 Diagram of a Node Agent

The node agent is implemented as a module loaded into the Common Agent Container , which
isitself a Java Virtual Machine. The implementation of the node agent is based on the Java
Management Extensions (JMX), the standard Java extension for monitoring and remote
management. Any JMX-enabled monitoring application that understands CMM can access the
monitored objects in the node agent. Using JMX functionality, the node agent can also expose
certain monitored objects through the Simple Network Monitoring Protocol (SNMP).

The Master Agent

The master agent is deployed on a separate machine as part of the Monitoring Console
installation. The master agent is configured with the name or address of all nodes so that it can
aggregate the monitored objects from all of the node agents. The master agent is also based on
JMX, which it uses to communicate with the node agents, and is also loaded into its local
Common Agent Container.

The following diagram represents a master agent connected to two nodes. The Monitoring
Console connects to the master agent to monitor the three components on each node. If you
wish to use SNMP for monitoring, you must connect to each node separately, because the
master agent does not aggregate SNMP attributes. The master agent is designed for use with the
Monitoring Console only and cannot be accessed by other monitoring applications.

Sun Java Enterprise System 5 Monitoring Guide « March 2007



Suggested Installation Sequence
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FIGURE 1-2 Diagram of the Overall Monitoring Architecture

Suggested Installation Sequence

If you choose to evaluate or deploy the monitoring feature of Java ES, it is easiest to perform the
installation in the following order:

1. Install and configure all of the components in your deployment according to the
recommendations and instructions in the Sun Java Enterprise System 5 Installation Guide for

UNIX.

2. Enable and configure the Monitoring Framework for all of your monitored components, as

described in Chapter 2.

3. Install the Monitoring Console on a separate host, start the master agent, and then start the
web server, as described in Chapter 3. All of your monitored components should then be
visible and actively monitored in the Monitoring Console.

Note - Due to an incompatibility of the node agent and master agent in this release, the
Monitoring Console must be installed on a host that does not contain any other Java ES
components. See “Troubleshooting the Monitoring Console” on page 65 for more details.
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Suggested Installation Sequence

Whenever you modify your deployed components after enabling monitoring, you will need to
restart the container for the master agent and the web server for the Monitoring Console as
described in “Troubleshooting the Monitoring Framework” on page 27.
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CHAPTER 2

Enabling and Configuring the Monitoring
Framework

As described in “How Java ES Monitoring Works” on page 14, the Monitoring Framework
provides the instrumentation and the node agent needed by every monitored component.
Therefore, the Monitoring Framework is a shared component that is automatically installed
whenever you install a monitored component using the Java Enterprise System installer.

However, many of the monitored components do not have monitoring enabled by default, and
some require further configuration to make them appear in the node agent. Follow the
procedures in this chapter for each of the product components that you have installed.

Note - It is good practice to install and configure all product components that you intend to run
on a given host before performing any of the procedures in this chapter. Before you perform
any installation or configuration, you should consult the Sun Java Enterprise System 5 Release
Notes for UNIX.

These procedures use the mfwksetup command that is usually not needed and which therefore
remains undocumented.

This chapter contains the following sections:

“Installed Directory Layout” on page 20

“Using the Monitoring Framework with Access Manager” on page 21
“Using the Monitoring Framework with Application Server” on page 22
“Using the Monitoring Framework with Calendar Server” on page 23
“Using the Monitoring Framework with Directory Server” on page 23
“Using the Monitoring Framework with Instant Messaging” on page 24
“Using the Monitoring Framework with Messaging Server” on page 24
“Using the Monitoring Framework with Portal Server” on page 25
“Using the Monitoring Framework with Web Server” on page 25
‘Setting up the Common Agent Container” on page 26
“Troubleshooting the Monitoring Framework” on page 27

“The mfwkadm Command” on page 28
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Installed Directory Layout

Installed Directory Layout

As a shared component, the Monitoring Framework is automatically installed whenever it is
needed. For the name of the package installed on your operating system, see Chapter 5, “List of
Installable Packages,” in Sun Java Enterprise System 5 Installation Reference for UNIX. The
following table describes the directories in the Monitoring Framework package. The default
installation directory mfwk-base has the following meaning, as described in “Default Paths and
File Names” on page 9:

= Solaris systems: /opt/SUNWmfwk
= Linuxsystems: /opt/sun/mfwk

TABLE2-1 Directories Used by the Monitoring Framework

Path Description of contents
mfwk-base/config Template for a configuration file
Solaris systems: mfwk-base/1ib Java archive (. jar) files

Linux systems: mfwk-base/share/1ib
Solaris systems: mfwk-base/1ib 32-bit runtime library files (. so)
Linux systems: mfwk-base/share/1ib
Solaris SPARC® systems: mfwk-base/1ib/sparcv9 64-bit runtime library files (. so)
Solaris x86 systems: mfwk-base/amd64

Linux systems: mfwk-base/1ib64

mfwk-base/bin Public scripts and private binaries

mfwk-base/mib Text versions of SNMP MIBs supported by the
Monitoring Framework

mfwk-base/xml Common Agent Container descriptor templates for
agent and master agent (deployed by the mfwksetup
command)

mfwk-base/dtd DTD files for the OSS/] functionality.

/etc/mfwk-base/config Configuration files, including security-related ones

/etc/mfwk-base/xml Common Agent Container descriptors for agents and
examples

/var/mfwk-base/logs Log files of the Monitoring Framework

/var/mfwk-base/reports Base directory for monitoring rule reports

/var/mfwk-base/alarms Repository for alarm files
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Using the Monitoring Framework with Access Manager

Troubleshooting

By default, monitoring is enabled in Access Manager, but a limitation prevents the monitored
objects from appearing in the Monitoring Console.

See “Instrumentation of Access Manager” on page 69 for the list of objects and attributes you
can monitor.

To Enable Monitoring in Access Manager

Temporarily disable monitoring in Access Manager with the following commands:

cacaoadm unregister-module com.sun.cmm.am.xml
cacaoadm restart

Open the Access Manager XML descriptor file for editing:

vi /etc/AccessMgr-base/config/com.sun.cmm.am.xml

Find the lines containing:

<param-name>Product Name</param-name>
<param-value>Access Manager</param-value>

and modify the second line to:

<param-value>Java ES Access Manager</param-value>

Save the file and exit the editor.

Register the modified XML module:

mfwk-base/bin/mfwksetup -u /etc/AccessMgr-base/config/com.sun.cmm.am.xml
mfwk-base/bin/mfwksetup -r /etc/AccessMgr-base/config/com.sun.cmm.am.xml

Restartthe Common Agent Container:

cacaoadm restart

Due to untested behavior with third-party web containers, monitoring is disabled by default
when Access Manager is deployed in Websphere or Weblogic. You may enable monitoring as
described in how “To Selectively Disable and Re-Enable Monitoring” on page 56, although this
configuration is unsupported.
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Using the Monitoring Framework with Application Server

Troubleshooting

22

See “Instrumentation of Application Server” on page 69 for the list of objects and attributes you
can monitor.

To Enable Monitoring in Application Server

Editthefile /var/AppServer-base/domains/domainl/config/domain.xml and change all
module-monitoring-level settings from OFF to HIGH. Alternatively:

a. Logonto the Application Server administration console at https://hostname: 4849
b. Select Configurations, then select server-config (Admin Config)

c. Setthe Monitoring value to HIGH

d. Setall other values to HIGH

Restart Application Server with the following commands:
cd AppServer-base/appserv/bin

asadmin stop-domain domainl
asadmin start-domain user myUser domainl

Enter the password for myUser when prompted.

If you have deployed and monitored an instance of Portal Server with Application Server, the
process of restarting Application Server interferes with Portal Server monitoring. To make the
Portal Server instance appear in the Monitoring Console, you must visit a portal pageina
browser. For example, load the page http://portalserv.example.com:8080/portal toallow
monitoring of portalserv.example.com.

Due to a limitation, the monitored objects for Application Server are removed from the
Monitoring Framework when Application Server crashes or is down. When this happens,
Application Server disappears from the Monitoring Console and can no longer be monitored.
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Using the Monitoring Framework with Calendar Server

See “Instrumentation of Calendar Server” on page 69 for the list of objects and attributes you
can monitor.

v To Enable Monitoring in Calendar Server

1 Edittheics.conffile:

vi CalServ-base/cal/config/ics.conf

2 Addtheline:

local.mfagent.enable="yes"

3 Register Calendar Server XML module:
mfwk-base/bin/mfwksetup -r /opt/SUNWics5/cal/lib/com.sun.cmm.cs.xml

4 SetthelLD LIBRARY_ PATHenvironment variable asfollows:

LD_LIBRARY_PATH=mfwk-base/1ib:$LD_LIBRARY_ PATH
export LD LIBRARY_PATH

5 Restart Calendar Server:

cd CalServ-base/cal/sbin/
./stop-cal
./start-cal

6 Restartthe Common Agent Container:

cacaoadm restart

Using the Monitoring Framework with Directory Server

See “Instrumentation of Directory Server” on page 70 for the list of objects and attributes you
can monitor.

v To Enable Monitoring in Directory Server

1 Create a temporary password file:

echo —-n password > /tmp/pwd

2 Enable the Monitoring Plugin with the following command:
DirServ-base/ds6/bin/dscfg enable-plugin -e -p 389 -w /tmp/pwd "Monitoring Plugin"
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Restart Directory Server:

cd DirServ-base/ds6/bin
./dsadm restart /var/DirServ-base/DSinstance/

Using the Monitoring Framework with Instant Messaging

See “Instrumentation of Instant Messaging” on page 70 for the list of objects and attributes you
can monitor.

To Enable Monitoring with Instant Messaging

Open the Instant Messaging XML descriptor file for editing:

vi /etc/IM-base/default/com.sun.cmm.im.xml
Change the Install Location from IM-base to /etc/IM-base/default.

Register the modified Instant Messaging XML descriptor:

mfwk-base/bin/mfwksetup -r /etc/IM-base/default/com.sun.cmm.im.xml

Enable Instrumentation by adding the following line to the file IM-base/config/iim. conf:

iim server.monitor.enable = true

Restart Instant Messaging with the following commands:

cd IM-base/sbin
./imadmin stop
./imadmin start

Restart the Common Agent Container:

cacaoadm restart

Using the Monitoring Framework with Messaging Server

24

See “Instrumentation of Messaging Server” on page 70 for the list of objects and attributes you
can monitor.

To Enable Monitoring in Messaging Server

Enable Instrumentation with the following command:

MsgServ-base/sbin/configutil -o local.mfagent.enable -v 1
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2 Register the Messaging Server XML module:

mfwk-base/bin/mfwksetup -r MsgServ-base/1ib/com.sun.cmm.ms.xml

3 Restart Messaging Server:

cd MsgServ-base/sbin
./stop-msg
./start-msg

4 Restartthe Common Agent Container:

cacaoadm restart

Using the Monitoring Framework with Portal Server

See “Instrumentation of Portal Server” on page 70 for the list of objects and attributes you can
monitor.

v To Enable Monitoring in Portal Server

D Toenable Portal Server, the user has to log onto
http://FullHostname:8080/portal/dt

This will compile the portal JSP, which creates the portal instance that is ready for monitoring.

Troubleshooting Whenever the Application Server hosting the Portal Server is restarted, you must manually
re-enable monitoring with this procedure.

Using the Monitoring Framework with Web Server

See “Instrumentation of Web Server” on page 70 for the list of objects and attributes you can
monitor.

v To Enable Monitoring in Web Server

1 StartWeb Server with the following command:

cd /var/WebServer-base/https - FullHostname/bin
./startserv

2 Startthe administration server:

cd /var/WebServer-base/admin-server/bin
./startserv
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The Common Agent Container is another shared component and one that the Monitoring
Framework depends on to run the node agent. Depending on your installation sequence,
Common Agent Container may be stopped and need restarting. In addition, Common Agent
Container has been instrumented and can be monitored as well. For a description of the
monitored objects, see “Instrumentation of the Common Agent Container” on page 69.

To check if the Common Agent Container and thus the node agent is already started, run the
following command:

cacaoadm status

If a message similar to the following appears, the node agent is running:

default instance is DISABLED at system startup.
Smf monitoring process:

26996

Uptime: 0 day(s), 0:57

If a message similar to the following appears, the node agent is not running:

default instance is DISABLED at system startup.
default instance is not running.

To Enable Monitoring of the Common Agent Container

The Common Agent Container is a shared component that has instrumentation to allow
monitoring. As described in “Node Agents” on page 15, all Java ES components on ahost orina
zone share the Common Agent Container and the node agent. Perform this task as root on
every logical host in your deployment where you wish to monitor the Common Agent
Container.

If the Common Agent Container is running, stop it with the following command:

cacaoadm stop

Enable instrumentation of the container itself:

cacaoadm set-param enable-instrumentation=true

Check the value of the parameter you just set and restart the Common Agent Container:

cacaoadm get-param enable-instrumentation
cacaoadm start

Create a key password:

echo —n password > /etc/mfwk-base/config/security/password.cacao
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cacaoadm register-
cacaoadm register-
cacaoadm register-

Generate your key:

mfwk-base/bin/cpgenkey -n cacao -p /etc/mfwk-base/config/security/password.cacao

Register the Common Agent Container's own monitoring modules:

module /usr/lib/cacao/ext/instrum/config/com.sun.cacao.instrum.xml
module /usr/lib/cacao/ext/instrum_ jesmf/config/com.sun.cacao.instrum.jesmf.xml
module /usr/lib/cacao/ext/instrum_jesmf/config/com.sun.cacao.cmm.xml

Troubleshooting the Monitoring Framework

See also the known issues listed in the Sun Java Enterprise System 5 Release Notes for UNIX.

Using the Monitoring Framework on HP-UX Platforms

The Java Virtual Machine (JVM) on HP-UX is not tuned by default for the task-intensive
processing needed by Monitoring Framework, and this may lead to OutOfMemory exceptions.
To configure the JVM, download and run the HPj config tool from the following
location:http://h21007 .ww2.hp.com/

dspp/tech/tech TechDocumentDetailPage IDX/1,1701,1620,00.html.

Using the Monitoring Framework on Microsoft
Windows

Monitoring Java ES components on the Windows platform through the Monitoring
Framework is fully supported, although there are some differences. For example, you must
upgrade to Java 1.5 or later to avoid certain known issues. For other known issues, see the Sun
Java Enterprise System 5 Release Notes for Microsoft Windows.

To Restart a Node Agent

If you need to restart the Common Agent Container that hosts a node agent, the components
monitored through that node agent will not be visible in the Monitoring Console until you
perform this procedure:

Restart the Common Agent Container that hosts the node agent:

cacaoadm restart

Restart the Common Agent Container that hosts the master agent. The master agent runs in the
Monitoring Framework on the host or in the zone where you installed theMonitoring Console.

cacaoadm restart
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The mfwkadm Command

The master agent will automatically reconnect with all node agents that it was previously
monitoring.

3 Restart the web server that hosts the Monitoring Console:
/usr/sbin/smcwebserver restart
The mfwkadm Command
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This section reproduces the man page for the mfwkadm command, a maintenance command in
man page section 1M. Use this command to manage the contents of a node agent, including all
of the modules for components being monitored and any monitoring rules, also known as jobs,
that you have defined on this node. Some of the terms and descriptions in the man page have
been modified here to match those used in this document.

Synopsis
mfwkadm - -help
mfwkadm start
mfwkadm stop
mfwkadm restart
mfwkadm list-params
mfwkadm list-modules

mfwkadm info runninglnstance

Performance Monitoring

mfwkadm pm-job observable-classes

mfwkadm pm-job observable-objects [class=objectClass] [domain=objectDomain]
mfwkadm pm-job observable-attributes class=objectClass

mfwkadm pm-job list

mfwkadm pm-job info jobName

mfwkadm pm-job create jobName granularity=integerValue object=objectName
[object=objectName . ..]

mfwkadm pm-job delete jobName

mfwkadm pm-job suspend jobName
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mfwkadm pm-job resume jobName

Operational Status Monitoring

mfwkadm opstat-job observable-classes

mfwkadm opstat-job observable-objects [class=objectClass] [domain=objectDomain]
mfwkadm opstat-job observable-attributes class=objectClass

mfwkadm opstat-job list

mfwkadm opstat-job info jobName

mfwkadm opstat-job create jobName granularity=integerValue object=objectName
[object=objectName .. .]

mfwkadm opstat-job delete jobName
mfwkadm opstat-job suspend jobName

mfwkadm opstat-job resume jobName

Threshold Value Monitoring

mfwkadm thrsh-job observable-classes

mfwkadm thrsh-job observable-objects [class=objectClass] [domain=objectDomain]
mfwkadm thrsh-job observable-attributes class=objectClass

mfwkadm thrsh-job list

mfwkadm thrsh-job info jobName

mfwkadm thrsh-job create jobName granularity=integerValue
attributeName=attributeName attributeType=attributeType
thresholdValue=thresholdValue thresholdOffset=offsetValue
thresholdDirection=[ RISING | FALLING ] object=objectName

mfwkadm thrsh-job delete jobName
mfwkadm thrsh-job suspend jobName

mfwkadm thrsh-job resume jobName

Description

The mfwkadm utility is the command line interface for managing the Monitoring Framework
agent, also called the node agent. The node agent runs inside the Common Agent Container.
The mfwkadm utility can be used to stop and restart the node agent and to manage the
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monitoring jobs it performs. This command should be run from the same host where the node
agent is running. The order of the arguments of this command presented here must be
respected.

To change the language of the output messages, set the LC_MESSAGE environment variable to
your locale. The mfwkadm command will use the messages contained in the file named
JesmfMessages_locale.pmin the lib/resources directory. If the locale has no corresponding
file of messages, or if no locale is specified, the mfwkadm command will use the default set of
messages in the file JesmfMessages. pm.

The mfwkadm utility has the following subcommands. Those marked with an asterisk (*) require
the Common Agent Container to be running and the node agent to be loaded:

m start
= stop
®  restart

= list-params (¥)
®  list-modules (¥)
= info(*)

= pm-job (*)

= opstat-job (*)

®=  thrsh-job (*)

Depending on the number of Common Agent Container modules to load, there is a delay of a
few seconds to a few minutes between starting the node agent and the availability of the
mfwkadm utility. During this period of time, commands fail with an explicit message.

Options
The following options are supported.

--help Display the usage summary.

Subcommands

start
Start the Monitoring Framework node agent and its associated component product modules
without stopping the Common Agent Container.

This action first deploys the node agent and then deploys the associated component product
modules in the Common Agent Container. This facility is a wrapper on top of the cacaoadm
utility's Lock and undeploy subcommands.
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The start subcommand only starts the node agent and the Java ES component modules
associated with the Monitoring Framework. Component modules have the prefix
com. sun. cmm.

Security: The start subcommand can be run only by the user who launched the Common
Agent Container. Otherwise an error message similar to the following will be displayed:

Error occured in mfwkadm
Problem running /usr/sbin/cacaoadm unlock com.sun.mfwk 2>&1.
Stdout/Stderr: This command must be run by user: [root].

stop
Stop the Monitoring Framework node agent and its associated Java ES component modules
in the Common Agent Container.

This action first stops any Java ES component's modules deployed in the Common Agent
Container, and then stops the node agent. This facility is a wrapper on top of the cacaoadm
lock and unlock subcommands.

The stop subcommand stops only those Java ES component modules associated with the
Monitoring Framework and then the node agent itself. Component modules have the prefix
com. sun. cmm.

Security: The stop subcommand can be run only by the user who launched the Common
Agent Container. Otherwise an error message similar to the following will be displayed:

Error occured in mfwkadm
Problem running /usr/sbin/cacaoadm unlock com.sun.mfwk 2>&1.
Stdout/Stderr: This command must be run by user: [root].

restart
Restart the Monitoring Framework node agent and its associated Java ES component
modules in the Common Agent Container.

This action will attempt to stop and then start the node agent and its associated modules in
the Common Agent Container in the same way as the stop and start subcommands.

Security: The restart subcommand can be run only by the user who launched the
Common Agent Container. Otherwise an error message similar to the following will be
displayed:

Error occured in mfwkadm
Problem running //usr/sbin/cacaoadm unlock com.sun.mfwk 2>&1.
Stdout/Stderr: This command must be run by user: [root].

list-params
List all the configuration parameters related to the Monitoring Framework node agent.

Security: There is no user restriction for this command.
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list-modules

Display a list of those component product modules that implement the Common
Monitoring Model (CMM) and that are loaded into the Common Agent Container. This
subcommand also lists all running instances of each installed Java ES component. Each
component can have zero, one, or more running instances.

Security:For users other than the one who launched the Common Agent Container, the list
of installed Java ES components does not include component instances.

info runninglnstance

Display information on the named runninglnstance. The runninglnstance must match a
running instance listed in the output of the list-modules subcommand.

The displayed information includes:

= For each type of monitoring job, all observable objects associated with the running
instance, sorted by their class name. Observable objects are those on which you can
create a performance monitoring job, an operational status job, or a threshold
monitoring job using the pm- job, opstat-job, or thrsh-job subcommands,
respectively.

= For each class of observable objects, all of its observable attributes, including the name
and type of each.

Security: For users other than the one who launched the Common Agent Container, no
information will be displayed.

Performance Monitoring

pm-job observable-classes

Display the list of all currently observable classes of objects for which you can create
performance monitoring jobs.

pm-job observable-objects [class=objectC lass] [domain=objectDomain]

Display the list of all currently observable objects for which you can create performance
monitoring jobs. By default all objects of all observable classes and in every domain will be
listed. The list of objects is sorted by their class name.

class=objectClass
Specitying the optional objectClass will restrict the output to observable objects of that
specific class. The objectClass must be one of the classes listed by the pm- job
observable-classes subcommand.

domain=objectDomain
Specitying the optional objectDomain will restrict the output to observable objects in that

domain. The domain of an object is the string preceding the colon (“:”) character in an
object's name.
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pm-job observable-attributes class=objectClass
Display the list of all observable attributes in the specified objectClass. Attributes are
displayed with their name and type. The objectClass must be one of the classes that supports
performance monitoring jobs, as listed by the pm- job observable-classes subcommand.

pm-job list
Displays the list of all currently defined performance monitoring jobs. Jobs are listed for each
object having a defined performance job, and objects are sorted by their class name. The
information displayed for each job is the same as displayed by the pm-job info
subcommand.

Security: For other users than the one who launched the Common Agent Container, no jobs
will be displayed.

pm-job info jobName

Display verbose information about a performance monitoring job named jobName. The
jobName must be one displayed by the pm-job list subcommand. This subcommand
displays the following information:

= The name of the performance monitoring job.

= The type of the performance monitoring job, either “by object” or “by class.” Jobs by
object monitor one or more named object instances, whereas jobs by class monitor every
instance of an object class. Note that it is not possible to create jobs by class with the
mfwkadm utility.

= The state of the performance monitoring job: active on-duty, active oft-duty, or
suspended. An active on-duty job is currently scheduled to run and is collecting data. An
active off-duty job is running but not collecting data because the current time is out of its
working schedule. A suspended job is not running nor collecting any data. Use the
pm-job suspend and pm-job resume subcommands to change the running state of a
performance monitoring job.

= The granularity in seconds of the performance monitoring job. This is the interval for
data collection by this job.

= The reporting period of the monitoring job. The reporting period times the granularity
equals the notification frequency. For example, if the granularity period is 10 seconds and
the reporting period is 6, a job reporting by event will collect data every 10 seconds and
will send a notification including 6 reports every 60 seconds (10*6). If the job is also
reporting by file, it will send an event every 60 seconds containing the locations of the 6
generated files.

= Whether the performance monitoring job is reporting by event. This means the results of
the performance monitoring job are sent as notifications to a registered client.

= Whether the performance monitoring job is reporting by file. This means the reports of
the performance monitoring job are written in local files and notifications containing the
filenames are sent to registered clients.
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= The report format of the performance monitoring job, which is always XML.

= The schedule of the performance monitoring job. The schedule specifies what days and
times the job is active on-duty or active off-duty (collecting data or not, respectively).

Then for a job by-object:
= Thelist of observed objects, ordered by name.

= Ifonlyasubset of observable attributes are specified, the observed attributes of the
observed objects are listed by name and type.

And for a job by-class:
= Thelist of observed classes, ordered by name.

= TIfonlyasubset of observable attributes are specified, the observed attributes of the
observed classes are listed by name and type. These attributes are common to all classes.

Security: For users other than the one who launched the Common Agent Container, no
information will be displayed.

pm-job create jobName granularity=integerValue object=objectName [object=objectName ...]
Creates a new performance monitoring job on one or more objects. The mfwkadm command
cannot create jobs by class. When creating performance monitoring jobs, the following
parameters can be set:

jobName
A string uniquely identifying the performance monitoring job. The jobName cannot be
already in use by any other performance monitoring job.

granularity=integerValue
The time specified in seconds between the initiation of two successive collections of
measurement data, while the job is active on-duty. Examples of granularity period can be
300 seconds (5 minutes), 900 seconds (15 minutes), 1800 seconds (every half-hour), 3600
seconds (every hour). A granularity period of 300 seconds is sufficient in most cases. For
some measurements it can be more meaningful to collect data with larger granularity
periods.

object=objectName [object=objectName ...]
One or more observable objects that the performance monitoring job will collect data
from and report on. The objectName must be one displayed by the pm-job list or
pm-job observable-objects subcommands. Specifying multiple object=o0bjectName
parameters will create a single performance monitoring job that monitors multiple
objects.

Security: This subcommand can be run only by the user who launched the Common Agent
Container.

pm-job delete jobName
Delete a performance monitoring job named jobName. The jobName must be one displayed
by the pm-job list subcommand.
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Security: This subcommand can be run only by the user who launched the Common Agent
Container.

pm-job suspend jobName
Suspend a performance monitoring job named jobName. A suspended job is not active and
will no longer collect data, regardless of its schedule. However, the job remains defined and
can be made active again with the pm-job resume subcommand. The jobName must be one
displayed by the pm- job list subcommand.

Security: This subcommand can be run only by the user who launched the Common Agent
Container.

pm-job resume jobName
Resume a performance monitoring job named jobName. A resumed job will begin collecting
data and sending reports according to its schedule. The jobName must be one displayed by
the pm-job list subcommand. This is the counterpart to the pm- job suspend
subcommand.

Security: This subcommand can be run only by the user who launched the Common Agent
Container.

Operational Status Monitoring

opstat-job observable-classes
Display the list of all currently observable classes of objects for which you can create
operational status monitoring jobs.

opstat-job observable-objects [class=objectClass] [domain=objectDomain]
Display the list of all currently observable objects for which you can create operational status
monitoring jobs. By default all objects of all observable classes and in every domain will be
listed. The list of objects is sorted by their class name.

class=objectClass
Specifying the optional objectClass will restrict the output to observable objects of that
specific class. The objectClass must be one of the classes listed by the opstat-job
observable-classes subcommand.

domain=objectDomain
Specitying the optional objectDomain will restrict the output to observable objects in that

domain. The domain of an object is the string preceding the colon (“:”) character in the
object's name.

opstat-job observable-attributes class=objectClass
Display the list of all observable attributes in the specified objectClass. Attributes are
displayed with their name and type. The objectClass must be one of the classes listed by the
opstat-job observable-classes subcommand.
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opstat-job list
Displays the list of all currently defined operational status monitoring jobs. Jobs are listed for
each object having a defined operational status job, and objects are sorted by their class
name. The information displayed for each job is the same as displayed by the opstat-job
info subcommand.

Security: For other users than the one who launched the Common Agent Container, no jobs
will be displayed.

opstat-job info jobName

Display verbose information about an operational status monitoring job named jobName.
The jobName must be one displayed by the opstat-job list subcommand. This
subcommand displays the following information:

The name of the operational status monitoring job.

The type of the operational status monitoring job, either “by object” or “by class.” Jobs by
object monitor a named object instance, whereas jobs by class monitor every instance of
an object class. Note that it is not possible to create jobs by class with the mfwkadm utility.

The state of the operational status monitoring job: active on-duty, active off-duty, or
suspended. An active on-duty job is currently scheduled to run and is collecting data. An
active off-duty job is running but not collecting data because the current time is out of its
working schedule. A suspended job is not running nor collecting any data. Use the
opstat-job suspend and opstat-job resume subcommands to change the running
state of an operational status monitoring job.

The granularity in seconds of the operational status monitoring job. This is the interval
for data collection by this job.

Whether the operational status monitoring job is reporting by event. This means the
results of the operational status monitoring job are sent as notifications to a registered
client.

Whether the operational status monitoring job is reporting by file. This means the
reports of the operational status monitoring job are written in local files and notifications
containing the filenames are sent to registered clients.

The report format of the operational status monitoring job, which is always XML.

The schedule of the operational status monitoring job. The schedule specifies what days
and times the job is active on-duty or active off-duty (collecting data or not, respectively).

For a job by-object, the list of observed objects, ordered by name.

For a job by-class, the list of observed classes, ordered by name.

Security: For users other than the one who launched the Common Agent Container, no
information will be displayed.
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opstat-job create jobName granularity=integerValue object=objectName
[object=objectName ...]
Creates a new operational status monitoring job on one or more objects. The mfwkadm
command cannot create jobs by class. When creating performance monitoring jobs, the
following parameters can be set:

jobName
A string uniquely identifying the operational status monitoring job. The jobName cannot
be already in use by any other operational status monitoring job.

granularity=integer Value
The time specified in seconds between the initiation of two successive collections of
measurement data, while the job is active on-duty.

object=objectName [object=objectName ...]
One or more observable objects that the operational status monitoring job will collect
data from and report on. The objectName must be one displayed by the opstat-job list
or opstat-job observable-objects subcommands. Specifying multiple
object=o0bjectName parameters will create a single operational status job that monitors
multiple objects.

Security: This subcommand can be run only by the user who launched the Common Agent
Container.

opstat-job delete jobName
Delete an operational status monitoring job named jobName. The jobName must be one
displayed by the opstat-job list subcommand.

Security: This subcommand can be run only by the user who launched the Common Agent
Container.

opstat-job suspend jobName
Suspend an operational status monitoring job named jobName. A suspended job is not
active and will no longer collect data, regardless of its schedule. However, the job remains
defined and can be made active again with the opstat-job resume subcommand. The
jobName must be one displayed by the opstat-job list subcommand.

Security: This subcommand can be run only by the user who launched the Common Agent
Container.

opstat-job resume jobName
Resume an operational status monitoring job named jobName. A resumed job will begin
collecting data and sending reports according to its schedule. The jobName must be one
displayed by the opstat-job list subcommand. This is the counterpart to the opstat-job
suspend subcommand.

Security: This subcommand can be run only by the user who launched the Common Agent
Container.
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Threshold Value Monitoring

thrsh-job observable-classes
Display the list of all currently observable classes of objects for which you can create
threshold monitoring jobs.

thrsh-job observable-objects [class=objectClass] [domain=objectDomain]
Display the list of all currently observable objects for which you can create threshold
monitoring jobs. By default all objects of all observable classes and in every domain will be
listed. The list of objects is sorted by their class name.

class=objectClass
Specitying the optional objectClass will restrict the output to observable objects of that
specific class. The objectClass must be one of the classes listed by the thrsh-job
observable-classes subcommand.

domain=objectDomain
Specifying the optional objectDomain will restrict the output to observable objects in that

domain. The domain of an object is the string preceding the colon (“:”) character in the
object's name.

thrsh-job observable-attributes class=objectClass
Display the list of all observable attributes in the specified objectClass. Attributes are
displayed with their name and type. The objectClass must be one of the classes listed by the
thrsh-job observable-classes subcommand.

thrsh-job list
Displays the list of all currently defined threshold monitoring jobs. Jobs are listed for each
object having a defined threshold job, and objects are sorted by their class name. The
information displayed for each job is the same as displayed by the thrsh-job info
subcommand.

Security: For other users than the one who launched the Common Agent Container, no jobs
will be displayed.

thrsh-job info jobName

Display verbose information about a threshold monitoring job named jobName. The
jobName must be one displayed by the thrsh-job 1ist subcommand. This subcommand
displays the following information:

= The name of the threshold monitoring job.

= The multiplicity of the threshold monitoring job. In this release, only simple threshold
jobs that monitor one attribute on one object are possible.

= The state of the threshold monitoring job: active on-duty, active off-duty, or suspended.
An active on-duty job is currently scheduled to run and is collecting data. An active
oft-duty job is running but not collecting data because the current time is out of its
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working schedule. A suspended job is not running nor collecting any data. Use the
thrsh-job suspend and thrsh-job resume subcommands to change the running state
of a threshold monitoring job.

= The granularity in seconds of the threshold monitoring job. This is the interval for data
collection by this job.

= The schedule of the threshold monitoring job. The schedule specifies what days and
times the job is active on-duty or active off-duty (collecting data or not, respectively).

= The alarm configuration of the threshold monitoring job. This is the alarm that will be
triggered when the observed value of the monitored attribute crosses the defined
threshold value. The display includes the alarm's type and severity.

= The observed object of the threshold monitoring job.
= The attribute name to which the threshold is applied.
= The value of the threshold that will trigger an alarm.

= The direction of the value's progress that will trigger an alarm at the threshold, either
RISING or FALLING.

= The tolerance offset of the threshold. When the direction is RISING, an alarm will not be
triggered again until the observed attribute is less than the thresholdValue-offset Value.
When the direction is FALLING, an alarm will not be triggered again until the observed
attribute is more than the thresholdValue+offsetValue. This behavior holds true even
when the offset is zero.

Security: For users other than the one who launched the Common Agent Container, no
information will be displayed.

thrsh-job create jobName object=objectName granularity=integerValue
attributeName=attributeName attributeType=attributeType thresholdValue=thresholdValue
thresholdOffset=offset Value thresholdDirection=[RISING | FALLING]
Creates a new threshold monitoring job that monitors one attribute on a single object. When
creating threshold jobs, the following parameters can be set:

jobName
A string uniquely identifying the threshold monitoring job. The jobName cannot be
already in use by any other threshold monitoring job.

object=objectName
The observable object on which the threshold monitoring job will collect the attribute
values to compare against the threshold. The objectName must be one displayed by the
thrsh-job list or thrsh-job observable-objects subcommands.

granularity=integer Value
The time specified in seconds between the initiation of two successive observations of the
attribute value, while the job is active on-duty.
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attributeName=attributeName
The name of the attribute for which the threshold monitoring job gathers values and
compares compare them to the threshold. The attributeName must be listed by the
thrsh-job info or thrsh-job observable-attributes subcommands.

attributeType=attributeType
The type of the observable attribute to be monitored. The attributeType must be listed by
the thrsh-job info or thrsh-job observable-attributes subcommands.

thresholdValue=thresholdValue
The value of the monitored attribute that will cause this threshold job to trigger an alarm
when crossed in the direction specified by thresholdDirection.

thresholdOffset=offset Value
The offset Value determines the tolerance of the threshold job in triggering successive
alarms. The offset Value must be zero or a positive value. After an alarm event is triggered,
no new alarm event will be triggered until the value of the monitored attribute exceeds the
range defined by the offset Value and the thresholdDirection.

thresholdDirection=[RISING | FALLING]
When the direction is RISING, an alarm event will not be triggered again until the
observed attribute value is less than threshold Value-offset Value. When the direction is
FALLING, an alarm event will not be triggered again until the observed attribute value is
more than thresholdValue+offsetValue. This behavior holds true even when the
offsetValue is zero.

Security: This subcommand can be run only by the user who launched the Common Agent
Container.

thrsh-job delete jobName
Delete a threshold monitoring job named jobName. The jobName must be one displayed by
the thrsh-job list subcommand.

Security: This subcommand can be run only by the user who launched the Common Agent
Container.

thrsh-job suspend jobName
Suspend a threshold monitoring job named jobName. A suspended job is not active and will
no longer collect data, regardless of its schedule. However, the job remains defined and can
be made active again with the thrsh-job resume subcommand. The jobName must be one
displayed by the thrsh-job list subcommand.

Security: This subcommand can be run only by the user who launched the Common Agent
Container.
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thrsh-job resume jobName
Resume a threshold monitoring job named jobName. A resumed job will begin collecting
data and sending reports according to its schedule. The jobName must be one displayed by
the thrsh-job list subcommand. This is the counterpart to the thrsh-job suspend
subcommand.

Security: This subcommand can be run only by the user who launched the Common Agent
Container.

Examples

The following fictional scenario demonstrates how to use the mfwkadm utility, along with its
options and subcommands.

The list-modules subcommand shows the Java ES component instances on the current host
and their corresponding modules in the Common Agent Container. The following example
lists two installed components, Directory Server having no running instances and Web Server
having one running instance.

$ mfwkadm list-modules

Installed products and their running instances:

Instances for installed product: com.sun.cmm.ds:collectionID=/opt/SUNWdsee/ds6,
name=Sun Java(TM) System Directory Server,type=CMM InstalledProduct

No instance.

Instances for installed product: com.sun.cmm.ws:collectionID=/var/opt/SUNWwbsvr7,
name=WebServer, type=CMM InstalledProduct

/wsPrefix/com.sun.cmm.ws:name=https-hostname.example.com, type=CMM_ApplicationSystem

The following info subcommand displays observable objects in the Web Server instance, with
their classes and attributes for each job type.

$ mfwkadm info /wsPrefix/com.sun.cmm.ws:name=https-hostname.example.com,\\
type=CMM_ApplicationSystem

Information about running instance: /wsPrefix/com.sun.cmm.ws:
name=https-hostname.example.com, type=CMM_ApplicationSystem
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Observable objects for performance jobs:

+ Objects of class: com.sun.cmm.settings.CMM ApplicationSystemSetting

/wsPrefix/com.sun.cmm.ws:name=https-hostname.example.com-setting,
type=CMM_ApplicationSystemSetting

Observable attributes:

Caption [STRING]
ConfigurationDirectory [STRING]
CreationClassName [STRING]
Description [STRING]
DirectoryName [STRING]
ElementName [STRING]

InstanceID [STRING]

Name [STRING]

URL [STRING]

+ Objects of class: com.sun.cmm.settings.CMM KeepAliveSetting

/wsPrefix/com.sun.cmm.ws:name=process-1-keepalive-setting,
type=CMM KeepAliveSetting

Observable attributes:

AllocationUnit [STRING]
Caption [STRING]
ConnectionsUpperBound [LONG]
CreationClassName [STRING]
Description [STRING]
ElementName [STRING]
InputUnit [STRING]
InstanceID [STRING]
LowerAllocationLimit [LONG]
LowerInputLimit [LONG]
LowerOutputLimit [LONG]

Name [STRING]
OtherAllocationUnit [STRING]
OtherInputUnit [STRING]
OtherLowerAllocationLimit [LONG]
OtherLowerInputLimit [LONG]
OtherLowerQutputLimit [LONG]
OtherOutputUnit [STRING]
OtherUpperAllocationLimit [LONG]
OtherUpperInputLimit [LONG]
OtherUpperOQutputLimit [LONG]
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OutputUnit [STRING]
QueuedUpperBound [LONG]
SecondsTimeout [LONG]
TimeoutUpperBound [LONG]
UpperAllocationLimit [LONG]
UpperInputLimit [LONG]
UpperOutputLimit [LONG]

The following command shows the list of defined performance monitoring jobs. In this
example, there is one performance job called myPerfJob that monitors one object:

$ mfwkadm pm-job list

BY OBJECTS performance jobs:

Performance job information for: myPerfJob

Type: BY_OBJECTS
State: ACTIVE ON_DUTY
Granularity period: 30

Reporting period: 1

By event: EVENT_SINGLE
By file: EVENT SINGLE
Report format: XML

Schedule:

Global start time: Immediately
Global stop time: Forever
Weekly schedule: Everyday
Daily schedule: All day
Observed objects:
/wsPrefix/com.sun.cmm.ws:name=virtualServer-hostname.example.com-
webApp-/-stats, type=CMM_VirtualServerWebModuleStats
Observed attributes:
All available

BY CLASSES performance jobs:

No jobs found.

The following command creates an operational status monitoring job related to two observable
objects obtained from the opstat-job info or opstat-job observable-objects
subcommands:

$ mfwkadm opstat-job create myOpStatJob granularity=60 \\
object=/wsPrefix/com.sun.cmm.ws:name=process-1,type=CMM_UnixProcess \\
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object=/wsPrefix/com.sun.cmm.ws:name=process-1-DNSCachel, type=CMM_DnsCache
The following command suspends the job created above:

$ mfwkadm opstat-job suspend myOpStatJob

The following command shows the observable classes for the potential threshold monitoring
jobs:

$ mfwkadm thrsh-job observable-classes

Threshold jobs observable classes:

com.sun.cmm.cim.CIM ScopedSettingData
com.sun.cmm.cim.CIM SettingData

com.sun.cmm.cim.CIM StatisticalData
com.sun.cmm.cim.statistics.CIM EthernetPortStatistics
com.sun.cmm.cim.statistics.CIM NetworkPortStatistics
com.sun.cmm.cim.statistics.j2ee.CIM J2eeJVMStats
com.sun.cmm.cim.statistics.j2ee.CIM J2eeStatistic
com.sun.cmm.settings.CMM ApplicationSystemSetting
com.sun.cmm.settings.CMM KeepAliveSetting
com.sun.cmm.settings.CMM QueueTimeoutSetting
com.sun.cmm.settings.CMM RFC2788ApplicationSystemSetting
com.sun.cmm.settings.CMM ScopedSettingData
com.sun.cmm.settings.CMM SoftwareResourceSetting
com.sun.cmm.settings.CMM_SWRBufferSetting
com.sun.cmm.settings.CMM SWRLimitSetting
com.sun.cmm.settings.CMM _SWRQueueSetting
com.sun.cmm.settings.CMM VirtualServerSetting
com.sun.cmm.statistics.CMM_ApplicationSystemStats
com.sun.cmm.statistics.CMM ApplicationSystemWatchdogStats
com.sun.cmm.statistics.CMM_ConnectionQueueStats
com.sun.cmm.statistics.CMM DnsCacheStats
com.sun.cmm.statistics.CMM _EthernetPortStats
com.sun.cmm.statistics.CMM FileCacheStats
com.sun.cmm.statistics.CMM_HTTPResponsesStats
com.sun.cmm.statistics.CMM_JVMISR174ExtStats
com.sun.cmm.statistics.CMM_JVMJISR174Stats
com.sun.cmm.statistics.CMM_JVMStats
com.sun.cmm.statistics.CMM_NetworkPortStats
com.sun.cmm.statistics.CMM OperatingSystemStats
com.sun.cmm.statistics.CMM ProcessorStats
com.sun.cmm.statistics.CMM ProcessStats
com.sun.cmm.statistics.CMM QueueTimeoutStats
com.sun.cmm.statistics.CMM RFC2788ApplicationTableStats
com.sun.cmm.statistics.CMM ServiceStats
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CMM_SoftwareResourceStats
CMM_SolarisEthernetPortStats
CMM_SolarisNetworkPortStats
CMM_SolarisOperatingSystemStats
CMM_SolarisProcessorStats

CMM SolarisProcessorSysinfoStats
CMM_SolarisProcessorVmStats
CMM_Statistic
CMM_SWRBufferStats
CMM_SWRCacheStats
CMM_SWRLimitStats
CMM_SWRQueueStats

.CMM_UnixOperatingSystemStats
.CMM_UnixProcessStats
.CMM_VirtualServerWebModuleStats
.CMM_WebModuleStats

The following command shows the observable attributes for threshold jobs that monitor objects
of class com. sun.cmm.statistics.CMM_SWRQueueStats found in the previous example:

$ mfwkadm thrsh-job observable-attributes \\
class=com.sun.cmm.statistics.CMM_SWRQueueStats

Threshold jobs observable attributes:

Class: com.sun.cmm.statistics.CMM SWRQueueStats

Attributes:

BufferSize [LONG]

EntriesCount [LONG]
EntriesHighWaterMark [LONG]
EntriesLowWaterMark [LONG]
EntriesTotal [LONG]
ErrorCount [INTEGER]

FailedOperations [LONG]

LowerLimit [LONG]

OperationsCount [LONG]
OtherLowerLimit [LONG]
OtherUpperLimit [LONG]
OverflowsCount [LONG]
QueuedCount [LONG]

QueuedHighWater [LONG]
SampleInterval [LONG]

TotalQueuedCount [LONG]

UpperLimit [LONG]

The following command is another example of job creation, here with a threshold job:
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$ mfwkadm thrsh-job create myThreshJob granularity=30 \\
object=/wsPrefix/com.sun.cmm.ws:name=process-1-threadPool-NativePool-stats,\\
type=CMM_SWRQueueStats attributeName=EntriesCount attributeType=LONG \\
thresholdValue=1000 thresholdOffset=10 thresholdDirection=RISING

The following example demonstrates the output of the thrsh-job info subcommand for the
threshold monitoring job created in the previous example:

$ mfwkadm thrsh-job info myThreshJob

Threshold job information for: myThreshJob

Type: SIMPLE

State: ACTIVE ON DUTY
Granularity period: 30

Schedule:

Global start time: Immediately
Global stop time: Forever
Weekly schedule: Everyday
Daily schedule: A1l day
Alarm configuration:
Type: QualityOfServiceAlarm
Severity: INDETERMINATE
Threshold definition(s):
Object: /wsPrefix/com.sun.cmm.ws:name=process-1-threadPool-
NativePool-stats,type=CMM SWRQueueStats
Attribute: EntriesCount [LONG]
Value: 1000
Direction: RISING
Offset: 10

Exit Status

The following exit values are returned:
0  Successful completion

1 An error occurred
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Attributes

Attribute Type Attribute Value
Availability SUNWmfwk
Interface Stability Contract Private
SeeAlso

cacao.5, cacaoadm.1lm
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L K R 4 CHAPTER 3

Installing and Using Monitoring Console

Monitoring Console is the web-based application that displays all of the monitoring data
collected by the instrumentation. It relies on a master agent to aggregate all the values and alarm
notifications from each of the node agents.

Once Monitoring Console is installed, you can access it securely from a simple browser window
on any host, even over the Internet if your firewall is configured to allow it. Using the graphical
interface, you can then see monitored values in real-time, view and acknowledge alarms, and
create rules for triggering custom alarms.

Note - Before you perform any installation or configuration, you should consult the Sun Java
Enterprise System 5 Release Notes for UNIX.

This chapter contains the following sections:

“Installing the Monitoring Console” on page 49
“Installed Directory Layout” on page 52

“Starting the Monitoring Console” on page 53

“Using the Monitoring Console” on page 56
“Troubleshooting the Monitoring Console” on page 65

Installing the Monitoring Console

Due to limitations of the master agent in this release, you cannot have a master agent on the
same host as a node agent. As a consequence, the Monitoring Console cannot be installed on the
same host as any of the other monitored components of Java ES. It must be installed on its own
host, unless you have configured Solaris zones. For more information, see below “To Install the
Monitoring Console in a Solaris Zone” on page 51

The installation of Monitoring Console also installs Monitoring Framework as a shared
component dependency. The console requires the framework and the Common Agent
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Container to load the master agent, but unlike the node agent, the master agent is not
user-configurable. Specifically, you should not use the nfwkadm command on the host or in the
zone where you install Monitoring Console.

To Install the Monitoring Console with the Java ES
Installer

Because of a limitation in this beta release, you must install Monitoring Console on a host or
Solaris zone where no other Java ES component is installed. As a result, the Monitoring Console
is the only component you will install in this procedure.

This procedure uses the installer's graphical interface. For information on how to run the
installer in other modes, see Chapter 4, “Installing With the Text-Based Interface,” in Sun Java
Enterprise System 5 Installation Guide for UNIX and Chapter 5, “Installing in Silent Mode,” in

Sun Java Enterprise System 5 Installation Guide for UNIX.

Launch the installer application from the directory the corresponds to your platformin the
Java ES release. For further details, see “To Begin Installation” in Sun Java Enterprise System 5
Installation Guide for UNIX.

After continuing past the welcome screen and accepting the license, choose to Upgrade or
Install, select Install New Software, and then click next.

On the component selection screen, select only the Sun Java System Monitoring Console to be
installed. Click Next.

The installer checks for needed upgrades to the shared components. When it is done, click Next.
The installer now checks system requirements. If your operating system needs patches, Cancel
theinstallation, add the required patches to your system and restart this procedure. Otherwise

click Next.

On the configuration type selection screen, chose Configure Now and on the next custom
configuration screen, click Next.

The installer is ready to install the Monitoring Console, click Next to begin. During the
installation, you may open the product registration window if you have not yet registered your

deployment of Java ES.

When the installation is done, you may review the installation summary and logs and then click
Installation Complete to exit the installer.

You should now proceed “To Configure the Monitoring Console” on page 51.
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To Install the Monitoring Console in a Solaris Zone

By using Solaris zones, you can install the Monitoring Console on the same physical host as
other components of Java ES. Those components will be in the global zone, and you will create a
sparse root local zone to be a logical host for the Monitoring Console. Proceed in the following
order.

Install and configure all of you Java ES components except the Monitoring Console in the global
zone. Complete all post-installation configuration of your selected components in the global
zone so that all server instances are running.

As part of the installation in the global zone, the Monitoring Framework will be installed as a
shared component in the global zone. Perform all procedures in Chapter 2 that are applicable to
your installed components.

On the same host, create a sparse root local zone as the logical host for the Monitoring Console.
Because it is a sparse root zone, the Monitoring Framework installed in mfwk-base should be
visible (see “Default Paths and File Names” on page 9).

Install the Monitoring Console in the sparse root local zone following the procedure “To Install
the Monitoring Console with the Java ES Installer” on page 50.

Configure the Monitoring Framework in the sparse root zone with the following commands:

cd mfwk-base/bin
./mfwksetup -i

Using the files from the global zone, this command will create the necessary Monitoring
Framework configuration files in the local zone.

You should now proceed “To Configure the Monitoring Console” on page 51.

To Configure the Monitoring Console

This procedure describes how to configure Monitoring Console on a separate physical host. If
you installed Monitoring Console on a logical host created by a Solaris zone, the commands are
the same but they must be run within that zone's file system.

Use the Monitoring Framework to initialize the master agent with the following commands:

cd mfwk-base/bin
./masetup -1i

Restart the Common Agent Container (cacao) with the following command:

cacaoadm restart
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v To Unconfigure the Monitoring Console

If you install and configure Monitoring Console on a host where you wish to install other
components, you will not be able to monitor those components because of a conflict in the
Monitoring Framework. To monitor the new components with a node agent, you must
unconfigure the master agent of the Monitoring Console.

D Asroot, run the following commands to unconfigure the Monitoring Console:

cacaoadm stop

cacaoadm unregister-module com.sun.mfwk.masteragent.xml
cacaoadm register-module /etc/mfwk-base/xml/com.sun.mfwk.xml
cacaoadm restart

Installed Directory Layout

For the name of the package installed on your operating system, see Chapter 5, “List of
Installable Packages,” in Sun Java Enterprise System 5 Installation Reference for UNIX. The
following table describes the directories in the Monitoring Console package. The default
installation directory MConsole-base has the following meaning, as described in “Default Paths
and File Names” on page 9:

= Solaris systems: /opt/SUNWjesmc
= Linux systems: /opt/sun/jesmc

TABLE3-1 Directories and Files Used by the Monitoring Console

Path Description of contents
MConsole-base/WEB-INF/classes Web application servlet classes
MConsole-base/WEB-INF/1ib Web application JAR dependencies
MConsole-base/WEB-INF/*.xml Web application descriptors
MConsole-base/css Stylesheet files

MConsole-base/html HTML files

MConsole-base/images GIF image files used in the user interface
MConsole-base/js JavaSript™ files

MConsole-base/*.jsp JavaServer Pages™ files
WebConsole-base/prereg/jesmc/*. reg Web Console files for the Monitoring Console
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Starting the Monitoring Console

The Monitoring Console is a web application available through any browser that can connect to
the host where you installed it. You will access the Monitoring Console through the Web
Console that is automatically installed on the same host. The following procedure explain how
to access the Monitoring Console and view the monitored components.

v To Launch the Monitoring Console

1 You must first restart the web server for the Web Console. Run this command on the host or in
the zone where you have installed Monitoring Console:

/usr/sbin/smcwebserver restart

2 Waitforthe Web Console to be started. Use the following command to see if it is ready:

/usr/sbin/smcwebserver status

You might need to run this command several times until you see the following message:
Sun Java(TM) Web Console is running.

3 Open the Web Console using the following URL from any browser that can connect to the
Monitoring Console host. If you installed in a Solaris zone, MC-host is the logical hostname you
gave to that zone:

https://MC-host.domain:6789

4 Depending on how your browser is configured, you may see a message about an untrusted
certificate. You will need to trust the certificate to access the Web Console.

5 When prompted, login to the Web Console as root using the root password on the Monitoring
Console host.

When you are logged in, the Web Console lists all the services that it provides.

6 Toopen the main window of the Monitoring Console, click on Sun Java System Monitoring
Console under the heading titled “Other,” as shown in the following screen capture.
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To Connect to Your Node Agents

When the Monitoring Console is started for the first time, you must indicate where your
monitored components are hosted. You specify the location of each node agent in your Java ES
deployment, and the console will automatically display all of the components in each node
agent. You will also need to repeat this procedure if you later add Java ES components to your

deployment by installing them on new hosts.

Once you add a node agent, the Monitoring Console will reconnect to it every time you access

the console until you remove it explicitly. If a node agent you previously added is not

responding, follow the procedure “T'o Restart a Node Agent” on page 27.

Synchronize the date and time between the logical host where the Monitoring Console is
installed and the host containing the node agent and Java ES components you wish to monitor.
Regardless of whether you synchronize automatically or manually, the time on each host must

be within approximately 10 minutes of each other.

If necessary, navigate to the Deployment level display by clicking the “Deployment”link at the
root of the hierarchy in the left-hand side of the Monitoring Console. Now select the Hosts tab in

the right-hand pane and click Add.

In the Add Host dialog that appears, enter the required information as shown in the following

screen capture:
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= Host Name: enter the fully qualified host name of a node agent where you have configured

monitored components.

= Port: 11164, unless you have otherwise configured the Monitoring Framework on the host

where the node agent resides.

= Remote Host Root Password: enter the root password for the system where the node agent

resides.

Click Test Connectivity.

If the connection information is correct and your host agent is configured and running, the
dialog will indicate that it is now connected.

Click OK to finish the Add Host dialog, and the new name appears in the list of Hosts. All of the
monitored components in that host's node agent now appear in the left column as well.
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Next Steps

Repeat this procedure for every host in your Java ES deployment where monitored components
areinstalled.

You can now browse the components listed in the left-hand column to view their operational
status, the monitored attributes they expose, and any alarms they have triggered.

Using the Monitoring Console

56

The procedures in this section describe how to interact with the Monitoring Console.

To Selectively Disable and Re-Enable Monitoring

The Java ES monitoring mechanisms are designed to be lightweight in order to not impact the
performance of production systems. However, in certain cases it is desirable to stop collecting
monitoring values so that the instrumentation has nearly zero impact on performance. The
Monitoring Console provides a way to do this on a host-by-host basis, as described in the
following procedure.

If necessary, navigate to the Deployment level display by clicking the “Deployment”link at the

root of the hierarchy in the left-hand side of the Monitoring Console. Then click on the Hosts tab
in the right-hand pane.
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The table on the Hosts tab lists all of the hosts containing Java ES component that are
monitored by the Monitoring Console.

2 Usethe checkboxes in the left-hand column of the table to select all hosts that you wish stop
monitoring. Click Disable at the top of the table of Hosts.

More Information Consequences

When monitoring on a host is disabled, all monitoring object in the hierarchy under that host
are disabled. In the disabled state, monitored objects are no longer updated, although they may
still contain the last value. Monitoring rules that depend on a disabled object are suspended. To
enable a host that was disabled, follow this procedure using the Enable button at the top of the
table of Hosts.

v To Create a New Monitoring Rule

A monitoring rule, also called a monitoring job, is a set of conditions of monitored values that
the user defines to trigger an alarm. The monitoring rule wizard in the Monitoring Console
helps you define the conditions you would like to monitor.
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1 If necessary, navigate to the Deployment level display by clicking the “Deployment”link at the
root of the hierarchy in the left-hand side of the Monitoring Console. Now select the Rules tab in
the right-hand pane as shown in the following screen capture, and click New in the table of
monitoring rules:
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For details about a rule, and to change its alarm threshold and schedule, click its name. To duplicate, enable, or disable a rule, first select itin
the table. » About Monitoring Rules

Monltoring Rules (1)

|| mew.. || Delete || Duplicate | | | Enable || Disable | | Filter:| Al hems |
| | Name | Component Product | Application Server | Monlored Object | Rule Status
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2 Give aname to your new monitoring rule and choose the type of server you wish to monitor.
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Sun Java™ System Monitoring Console

New Monitoring Rule

Steps | Help Step 1:Deflne Rule Name and Select Product
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4 Select Attribute and Define
Alarm
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Directory Server 3
Poral Server
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6 Define Schedule Intervals

7 Review

Previous Iext Cancel

Choose the instance of the component product you wish to monitor. In the case when there are
two instances of the same product installed on separate hosts, some instances may have
identical names in this table. In this case, the instances may be in the same order as they appear
in the hierarchy in the left-hand pane, but there is no sure way to know. You may need to create
identical monitoring rules on both instances to ensure you rule is defined.
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Sun Java™ System Monitoring Console
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4 Select the object that contains the attribute you wish to monitor:
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Sun Java™ System Monitoring Console
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5 Now, you can finally specify the attribute that will be monitored along with the values that will
generate an alarm.
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Sun Java™ System Monitoring Console

New Monitoring Rule
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6 Enterstartand end dates for the rule. Unlike the schedule which determines the activity or
inactivity of a rule, the start and end dates determine when a rule is defined to exist. When a
start time is in the past, as always happens with the default value, the monitoring associated
with this rule will begin immediately
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Sun Java™ System Monitoring Console
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Chapter 3 - Installing and Using Monitoring Console

Optionally, use the controls to create one or more time ranges during which the rule will be
actively monitoring You can also select the days of the week to create a weekly schedule.
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Sun Java™ System Monitoring Console

New Monitoring Rule

Steps Help Step 6:Deflne Schedule Intervals

1 Define Rule Marme and Use this step to define one or more daily and weekly schedules. A daily schedule must
Select Product be defined before a weekly schedule can be defined.
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8 Inthis final step of the Rule Wizard, review your input and click Finish to create your new rule.
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Sun Java™ System Monitoring Console
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When the Rule Wizard is finished, you should see the Monitoring Rules tab again, with your

new rule in the table of rules.

Troubleshooting the Monitoring Console

See also the known issues listed in the Sun Java Enterprise System 5 Release Notes for UNIX.

If the master agent is conflicting with a node agent, check the following conditions:

= Ifyou use Solaris zones, make sure you installed Monitoring Console in a sparse root local

zone.

= Make sure no previous installation of the monitored component remains on your host or in

your zone.

= Ineither case, you will need to uninstall Monitoring Console and any components, correct

the problem, and redo the Monitoring Console installation.

If you uninstall the Monitoring Console and reinstall it on the same host, it will fail to initialize

and will not appear in the Web Console. In this case, run the masetup —i command on the
Monitoring Console host to initialize the master agent. Then follow the procedure to “T'o
Launch the Monitoring Console” on page 53.
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Monitoring rules have a limitation that only allows them to be disabled when they are active. If
you wish to disable a rule whose schedule makes it inactive at the current time, you must either
change its schedule to make it active briefly, or remove the rule entirely.

Due to limitations the Windows platform, the handleCount and threadCount values in the host
statistics are always 0 (zero).
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CMM Object Reference

The Common Monitoring Model (CMM) is an extension of the Common Information Model
(CIM) implemented in the Java programming language. CIM is embodied in Java interfaces of
the com.sun.cmm.cim.* packages. CMM is embodied in the interfaces of the com. sun.cmm. *
packages that extend the CIM interfaces. Monitored objects are represented in the node agents
by classes that implement the CMM interfaces. The following tables show what attributes can
be monitored for each class of object.

Overview of CMM Objects

CMM is based upon a limited set of core interfaces that define which attributes a monitored
object of that type can expose. The following list shows the classes that represent the broad types
of monitored objects defined by CMM, and gives some of their key attributes:

CMM_InstalledProduct A Java ES component product, taken as a whole. For
example, Java ES Directory Server.

CMM_ApplicationSystem Aninstalled and configured instance of a Java ES
component product. This instance can be either running
or not running. Typical attributes of this object would be
the contact information for the administrator, the
operational status of the system, and startup or stopping
time of the application.

CMM_Service A specific function of a component product, for
example, the Java ES Directory Server authentication
service. A typical attribute would be the service's
operational status.

CMM_SoftwareResource A representation of software entities in the environment,
such as a cache, thread pool, and so on. A typical
attribute would be a cache size.
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CMM LogicalComponent

CMM ServiceAccessURI

CMM RemoteServiceAccessPoint

CMM Process

CMM UnitaryComputerSystem

CMM OperatingSystem

CMM_JVM

CMM DatabaseService

CMM_CommonDatabase

An entity which is manipulated by a Service and which is
visible to the end user, but which does not represent an
actual physical re source or a software feature. For
example, a set of configuration parameters for a software
instance, rather than the instance itself.

The point at which a Service is made available to be used.
Typical attributes would be a port number or Uniform
Resource Identifier (URI).

Access and addressing information for a remote
connection. Typical attributes would be a URI, or the
operational status of the connection (open or closed).

A single instance of a running program. Typical
attributes would be memory or CPU usage.

A single host used by the Java ES deployment, for
example a desktop machine or a server. Typical
attributes could be the number of available processors,
or the amount of physical memory.

The software or firmware that makes a host machine's
hardware usable. A typical attribute could be the amount
of available virtual memory on the system.

The Java Virtual Machine used by a Java ES server. An
example attribute could be the version number of the
Java Virtual Machine.

A task performed on behalf of a database, for example
providing user access. A typical attribute could be the
maximum permitted number of connections to the
database.

Properties that are common across a given type of
database. A typical attribute could be the date of the most
recent back up.
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Monitored Objects Exposed by Each
Component

The sections in this appendix list the CMM objects that have been instrumented in each
product component that supports monitoring. When only a subset of an object's attributes are
instrumented, those attributes are listed as well.

Instrumentation of the Common Agent Container

Not yet documented.

Instrumentation of Access Manager

Not yet documented.

Instrumentation of Application Server

Not yet documented.

Instrumentation of Calendar Server

Not yet documented.
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Instrumentation of Directory Server

Not yet documented.

Instrumentation of Instant Messaging

Not yet documented.

Instrumentation of Messaging Server

Not yet documented.

Instrumentation of Portal Server

Not yet documented.

Instrumentation of Web Server

Not yet documented.
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