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Audience

Purpose

Preface

This guide is for the networking professional using the Cisco |OS command-line interface (CL1) to
manage the Catalyst 3750 switch, hereafter referred to as the switch. Before using this guide, you should
have experience working with the Cisco |0S commands and the switch software features. Before using
this guide, you should have experience working with the concepts and terminology of Ethernet and local
area networking.

The Catalyst 3750 switch is supported by either the standard multilayer image (SM1) or the enhanced
multilayer image (EMI). The SMI provides Layer 2+ features including access control lists (ACLS),
quality of service (QoS), static routing, and the Routing Information Protocol (RIP). The EMI provides
aricher set of enterprise-classfeatures. It includes Layer 2+ features and full Layer 3 routing (1P unicast
routing, IP multicast routing, and fallback bridging). To distinguish it from the Layer 2+ static routing
and RIP, the EMI includes protocols such as the Enhanced Interior Gateway Routing Protocol (EIGRP)
and Open Shortest Path First (OSPF) Protocol.

This guide provides the information you need about the Layer 2 and Layer 3 commands that have been
created or changed for use with the Catalyst 3750 switches. For information about the standard 10S
Release 12.1 commands, refer to the |OS documentation set available from the Cisco.com home page by
selecting Service and Support > Technical Documents. On the Cisco Product Documentation home page,
select Release 12.1 from the Cisco 10S Software drop-down list.

This guide does not provide procedures for configuring your switch. For detailed configuration
procedures, refer to the software configuration guide for this release.

This guide does not describe system messages you might encounter. For more information, refer to the
system message guide for this release.
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W Conventions

Conventions

This publication uses these conventions to convey instructions and information:
Command descriptions use these conventions:
- Commands and keywords are in boldface text.
« Arguments for which you supply values arein italic.
» Square brackets ([ ]) means optional elements.
» Braces ({ }) group required choices, and vertical bars ( | ) separate the alternative elements.

» Braces and vertical bars within square brackets ([{ | }]) mean arequired choice within an optional
element.

Interactive examples use these conventions:

- Terminal sessions and system displays are in screen font.

» Information you enter isin bol df ace screen font.

» Nonprinting characters, such as passwords or tabs, are in angle brackets (< >).
Notes, cautions, and warnings use these conventions and symbols:

A

Note  Meansreader take note. Notes contain helpful suggestions or references to materials not contained in
this manual.

A

Caution ~ Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

@

Timesaver  Means the following will help you solve a problem. The tips information might not be troubleshooting
or even an action, but could be useful information.

Catalyst 3750 Switch Command Reference
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Related Publications W

Related Publications

These documents provide complete information about the switch and are available from this Cisco.com
site:

http://www.cisco.com/univercd/cc/td/doc/product/lan/cat3750/index.htm

You can order printed copies of documents with a DOC-xxxxxx= number from the Cisco.com site and
from the telephone numbers listed in the “ Ordering Documentation” section on page xviii.

- Release Notes for the Catalyst 3750 Switch (not orderable but available on Cisco.com)

» Catalyst 3750 Switch Software Configuration Guide (order number DOC-7815164=)

» Catalyst 3750 Switch Command Reference (order number DOC-7815165=)

» Catalyst 3750 Switch System Message Guide (order number DOC-7815166=)

« Cluster Management Suite (CMS) online help (available only from the switch CM S software)
- Catalyst 3750 Switch Hardware Installation Guide (order number DOC-7815136=)

» Cisco Small Form-Factor Pluggable Modules Installation Notes (not orderable but available on
Cisco.com)

Obtaining Documentation

Cisco.com

Cisco provides several ways to obtain documentation, technical assistance, and other technical
resources. These sections explain how to obtain technical information from Cisco Systems.

You can access the most current Cisco documentation on the World Wide Web at this URL:
http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:

http://www.cisco.com

International Cisco websites can be accessed from this URL:

http://www.cisco.com/public/countries_languages.shtml

Documentation CD-ROM

Cisco documentation and additional literature are available in a Cisco Documentation CD-ROM
package, which may have shipped with your product. The Documentation CD-ROM isupdated regularly
and may be more current than printed documentation. The CD-ROM package is available as a single unit
or through an annual or quarterly subscription.

Registered Cisco.com users can order a single Documentation CD-ROM (product number
DOC-CONDOCCD=) through the Cisco Ordering tool:

http://www.cisco.com/en/US/partner/ordering/ordering_place order_ordering_tool _launch.html
All users can order annual or quarterly subscriptions through the online Subscription Store:
http://www.cisco.com/go/subscription
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Ordering Documentation

You can find instructions for ordering documentation at this URL :
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
You can order Cisco documentation in these ways:

» Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from
the Networking Products MarketPlace:

http://www.cisco.com/en/US/partner/ordering/index.shtml

» Nonregistered Cisco.com users can order documentation through alocal account representative by
calling Cisco Systems Corporate Headquarters (California, USA.) at 408 526-7208 or, elsewhere in
North America, by calling 800 553-NETS (6387).

Documentation Feedback

You can submit comments electronically on Cisco.com. On the Cisco Documentation home page, click
Feedback at the top of the page.

You can send your comments in e-mail to bug-doc@cisco.com.

You can submit comments by using the response card (if present) behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

For all customers, partners, resellers, and distributors who hold valid Cisco service contracts, the Cisco
Technical Assistance Center (TAC) provides 24-hour, award-winning technical support services, online
and over the phone. Cisco.com features the Cisco TAC website as an online starting point for technical
assistance.

Cisco TAC Website

The Cisco TAC website (http://www.cisco.com/tac) provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The Cisco TAC
website is available 24 hours a day, 365 days a year.

Accessing all the tools on the Cisco TAC website requires a Cisco.com user |D and password. If you
have a valid service contract but do not have alogin ID or password, register at this URL:

http://tools.cisco.com/RPF/register/register.do
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Obtaining Additional Publications and Information

Opening a TAC Case

The online TAC Case Open Tool (http://www.cisco.com/tac/caseopen) isthe fastest way to open P3 and
P4 cases. (Your network is minimally impaired or you require product information). After you describe
your situation, the TAC Case Open Tool automatically recommends resources for an immediate sol ution.
If your issue is not resolved using these recommendations, your case will be assigned to a Cisco TAC
engineer.

For P1 or P2 cases (your production network is down or severely degraded) or if you do not have I nternet
access, contact Cisco TAC by telephone. Cisco TAC engineers are assigned immediately to P1 and P2
cases to help keep your business operations running smoothly.

To open a case by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1 800 553-2447

For a complete listing of Cisco TAC contacts, go to this URL:
http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

TAC Case Priority Definitions

To ensure that all cases are reported in a standard format, Cisco has established case priority definitions.

Priority 1 (P1)—Your network is “down” or thereis a critical impact to your business operations. You
and Cisco will commit all necessary resources around the clock to resolve the situation.

Priority 2 (P2)—Operation of an existing network is severely degraded, or significant aspects of your
business operation are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Priority 3 (P3)—Operational performance of your network isimpaired, but most business operations
remain functional. You and Cisco will commit resources during normal business hoursto restore service
to satisfactory levels.

Priority 4 (P4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. Thereis little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

» The Cisco Product Catalog describes the networking products offered by Cisco Systems, aswell as
ordering and customer support services. Access the Cisco Product Catalog at this URL:

http://www.cisco.com/en/US/products/products_catalog_links launch.html

- Cisco Press publishes a wide range of networking publications. Cisco suggests these titles for new
and experienced users: Internetworking Terms and Acronyms Dictionary, Internetworking
Technology Handbook, Internetworking Troubleshooting Guide, and the Internetworking Design
Guide. For current Cisco Press titles and other information, go to Cisco Press online at this URL:

http://www.ciscopress.com
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- Packet magazine is the Cisco quarterly publication that provides the latest networking trends,
technology breakthroughs, and Cisco products and solutions to help industry professionals get the
most from their networking investment. Included are networking deployment and troubleshooting
tips, configuration examples, customer case studies, tutorial s and training, certification information,
and links to numerous in-depth online resources. You can access Packet magazine at this URL :

http://www.cisco.com/go/packet

» iQ Magazine is the Cisco bimonthly publication that delivers the latest information about Internet
business strategies for executives. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine

« Internet Protocol Journal isa quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/en/US/about/ac123/ac147/about_cisco_the internet_protocol journal.html

» Training—Cisco offers world-class networking training. Current offerings in network training are
listed at this URL:

http://www.cisco.com/en/US/learning/le31/learning_recommended_training_list.html
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CHAPTER 1

Using the Command-Line Interface

The Catalyst 3750 switch is supported by Cisco |OS software. This chapter describes how to use the
switch command-line interface (CL1) to configure software features.

For a complete description of the commands that support these features, see Chapter 2, “Cisco |0S
Commands.” For information on the boot loader commands, see Appendix A, “Boot L oader
Commands.” For information on the debug commands, see Appendix B, “Debug Commands.” For
information on the show platform commands, see Appendix C, “ Show Platform Commands.” For more
information on Cisco |0S Release 12.1, refer to the Cisco I0S Release 12.1 Command Summary.

For task-oriented configuration steps, refer to the software configuration guide for this release.

Accessing the Switch

You manage the switch stack and the stack member interfaces through the stack master. You cannot
manage stack members on an individual switch basis. You can connect to the stack master through the
console port of one or more stack members. Be careful with using multiple CLI| sessions to the stack
master. Commands you enter in one session are not displayed in the other sessions. Therefore, it is
possible to lose track of the session from which you entered commands.

Note  We recommend using one CLI session when managing the switch stack.

If you want to configure a specific stack member port, you must include the stack member number in the
CLI command interface notation. For more information about interface notations, refer to the
“Configuring Interfaces” chapter in the software configuration guide for this release.

To debug a specific stack member, you can access it from the stack master by using the session
stack-member-number privileged EXEC command. The stack member number is appended to the system
prompt. For example, swi t ch- 2# is the prompt in privileged EXEC mode for stack member 2, and the
system prompt for the stack master is swi t ch. Only the show and debug commands are available in a
CL1 session to a specific stack member.

Catalyst 3750 Switch Command Reference
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CLI Command Modes

This section describes the CLI command mode structure. Command modes support specific Cisco 10S
commands. For example, the interface interface-id command only works when entered in global

configuration mode.

These are the main command modes for the switch:

e User EXEC

» Privileged EXEC

« Global configuration

« Interface configuration
« Config-vlan

« VLAN configuration

» Line configuration

Table 1-1 lists the main command modes, how to access each mode, the prompt you see in that mode,
and how to exit that mode. The prompts listed use the default name Switch.

Table 1-1 Command Modes Summary
Command Mode Access Method Prompt Exit or Access Next Mode
User EXEC Thisisthefirst level of access. |Switch> Enter the logout command.
(For the switch) Changeterminal To enter privileged EXEC mode, enter
settings, perform basic tasks, and the enable command.
list system information.
Privileged EXEC  |Fromuser EXEC mode, enter the |Switch# To exit to user EXEC mode, enter the
enable command. disable command.
To enter global configuration mode,
enter the configure command.
Globa From privileged EXEC mode, Swi tch(config) # To exit to privileged EXEC mode,

configuration

enter the configure command.

enter the exit or end command, or
press Ctrl-Z.

To enter interface configuration mode,
enter the interface configuration
command.

Interface
configuration

From global configuration mode,
specify an interface by entering
theinterface command followed
by an interface identification.

Switch(config-if)#

To exit to privileged EXEC mode,
enter the end command, or press
Ctrl-Z.

To exit to global configuration mode,
enter the exit command.

Config-vlan

In global configuration mode,
enter the vlan vlan-id command.

Switch(config-vlan)#

To exit to global configuration mode,
enter the exit command.

To return to privileged EXEC mode,
enter the end command, or press
Ctrl-Z.

i Catalyst 3750 Switch Command Reference
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CLI Command Modes

Table 1-1 Command Modes Summary (continued)

Command Mode Access Method Prompt Exit or Access Next Mode
VLAN From privileged EXEC mode, Swi tch(vl an) # To exit to privileged EXEC mode,
configuration enter the vlan database enter the exit command.
command.
Line configuration |From global configurationmode, |Swi tch(config-1ine)# To exit to global configuration mode,
specify alineby enteringtheline enter the exit command.
command. To return to privileged EXEC mode,
enter the end command, or press
Ctrl-Z.

User EXEC Mode

After you access the device, you are automatically in user EXEC command mode. The EXEC commands
available at the user level are a subset of those available at the privileged level. In general, use the user

EXEC commands to temporarily change terminal settings, perform basic tests, and list system
information.

The supported commands can vary depending on the version of software in use. To view a
comprehensive list of commands, enter a question mark (?) at the prompt.

Switch> ?

Privileged EXEC Mode

Because many of the privileged commands configure operating parameters, privileged access should be
password-protected to prevent unauthorized use. The privileged command set includes those commands
contained in user EXEC mode, as well as the configur e privileged EXEC command through which you
access the remaining command modes.

If your system administrator has set a password, you are prompted to enter it before being granted access
to privileged EXEC mode. The password does not appear on the screen and is case sensitive.

The privileged EXEC mode prompt is the device name followed by the pound sign (#).
Swi t ch#

Enter the enable command to access privileged EXEC mode:
Swi t ch> enabl e
Swi t ch#

The supported commands can vary depending on the version of software in use. To view a
comprehensive list of commands, enter a question mark (?) at the prompt.

Switch# ?

To return to user EXEC mode, enter the disable privileged EXEC command.

[ 78-15165-02
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Global Configuration Mode

Global configuration commands apply to features that affect the device as awhole. Use the configure
privileged EXEC command to enter global configuration mode. The default isto enter commands from
the management console.

When you enter the configure command, a message prompts you for the source of the configuration
commands:

Swi t ch# configure

Configuring fromtermnal, nmenory, or network [terminal]?

You can specify either the terminal or nonvolatile RAM (NVRAM) as the source of configuration
commands.

This example shows you how to access global configuration mode:
Swi t ch# configure term nal
Enter configuration commands, one per line. End with CNTL/Z

The supported commands can vary depending on the version of software in use. To view a
comprehensive list of commands, enter a question mark (?) at the prompt.

Switch(config)# ?

To exit global configuration command mode and to return to privileged EXEC mode, enter the end or
exit command, or press Ctrl-Z.

Interface Configuration Mode

Interface configuration commands modify the operation of the interface. Interface configuration
commands always follow a global configuration command, which defines the interface type.

Usetheinterfaceinterface-id command to accessinterface configuration mode. The new prompt means
interface configuration mode.

Switch(config-if)#

The supported commands can vary depending on the version of software in use. To view a
comprehensive list of commands, enter a question mark (?) at the prompt.

Switch(config-if)# ?

To exit interface configuration mode and to return to global configuration mode, enter the exit command.

To exit interface configuration mode and to return to privileged EXEC mode, enter the end command,
or press Ctrl-Z.

Catalyst 3750 Switch Command Reference
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config-vlan Mode

Use this mode to configure normal-range VLANs (VLAN IDs 1 to 1005) or, when VTP mode is
transparent, to configure extended-range VLANs (VLAN IDs 1006 to 4094). When VTP mode is
transparent, the VLAN and VTP configuration is saved in the running configuration file, and you can
save it to the switch startup configuration file by using the copy running-config startup-config
privileged EXEC command. The configurationsof VLAN IDs1to 1005 are saved inthe VL AN database
if VTP isin transparent or server mode. The extended-range VLAN configurations are not saved in the
VLAN database.

Enter the vlan vlan-id global configuration command to access config-vlian mode:

Swi tch(config)# vlan 2000
Swi t ch(config-vlan)#

The supported keywords can vary but are similar to the commands available in VLAN configuration
mode. To view a comprehensive list of commands, enter a question mark (?) at the prompt.

Swi tch(config-vlan)# ?

For extended-range VLANS, all characteristics except the MTU size must remain at the default setting.

To return to global configuration mode, enter exit; to return to privileged EXEC mode, enter end. All
the commands except shutdown take effect when you exit config-vlan mode.

VLAN Configuration Mode

You can use the VLAN configuration commands to create or modify VLAN parameters for VLAN IDs
1 to 1005.

Enter the vlan database privileged EXEC command to access VLAN configuration mode:

Swi tch# vl an dat abase

Swi tch(vl an) #

The supported commands can vary depending on the version of software in use. To view a
comprehensive list of commands, enter a question mark (?) at the prompt.

Switch(vlan)# ?

To return to privileged EXEC mode, enter the abort VLAN configuration command to abandon the
proposed database. Otherwise, enter exit to implement the proposed new VLAN database and to return

to privileged EXEC mode. When you enter exit or apply, the configuration is saved in the VLAN
database; configuration from VLAN configuration mode cannot be saved in the switch configuration file.

[ 78-15165-02
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Line Configuration Mode

Line configuration commands modify the operation of aterminal line. Line configuration commands
always follow aline command, which defines a line number. Use these commands to change terminal
parameter settings line-by-line or for a range of lines.

Usetheline vty line_number [ending_line_number] command to enter line configuration mode. The
new prompt means line configuration mode. The following example shows how to enter line
configuration mode for virtual terminal line 7:

Switch(config)# line vty 0 7

The supported commands can vary depending on the version of software in use. To view a
comprehensive list of commands, enter a question mark (?) at the prompt.

Switch(config-line)# ?

To exit line configuration mode and to return to global configuration mode, use the exit command. To

exit line configuration mode and to return to privileged EXEC mode, enter the end command, or press
Ctrl-Z.
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Cisco I0S Commands

aaa authentication dotlx

Usethe aaa authentication dot1x global configuration command on the switch stack or on a standalone
switch to specify one or more authentication, authorization, and accounting (AAA) methods for use on
interfaces running |EEE 802.1X. Use the no form of this command to disable authentication.

aaa authentication dot1x { default} methodl [method?2...]

no aaa authentication dot1x {default}

Syntax Description default Use the listed authentication methods that follow this argument as the default
list of methods when a user logsin.
method1 At least one of the these keywords:
[method?...]

Note

Defaults

Command Modes

» enable—Use the enable password for authentication.

» group radius—Use thelist of all Remote Authentication Dial-In User
Service (RADIUS) servers for authentication.

» line—Use the line password for authentication.
» |ocal—Use the local username database for authentication.

» |ocal-case—Use the case-sensitive local username database for
authentication.

« none—Use no authentication. The client is automatically authenticated by
the switch without using the information supplied by the client.

Though visible in the command-line help strings, the group tacacs+ keyword is not supported.

No authentication is performed.

Global configuration

[ 78-15165-02
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Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The method argument identifies the list of methods that the authentication algorithm triesin the given
sequence to validate the password provided by the client. The only method that is truly
802.1X-compliant is the group radius method, in which the client data is validated against a RADIUS
authentication server. The remaining methods enable AAA to authenticate the client by using locally
configured data. For example, the local and local-case methods use the username and password that are
saved in the |OS configuration file. The enable and line methods use the enable and line passwords for
authentication.

If you specify group radius, you must configurethe RADIUS server by entering theradius-server host
global configuration command.

If you are not using a RADIUS server, you can use the local or local-case methods, which access the
local username database to perform authentication. By specifying the enable or line methods, you can
supply the clients with a password to provide access to the switch.

Use the show running-config privileged EXEC command to display the configured lists of
authentication methods.

Examples This example shows how to enable AAA and how to create an authentication list for 802.1X. This
authentication first tries to contact a RADIUS server. If this action returns an error, the user is allowed
access with no authentication.

Swi t ch(config)# aaa new nodel
Switch(config)# aaa authentication dot1lx default group radi us none

You can verify your settings by entering the show running-config privileged EXEC command.

Related Commands ~ Command Description

aaa new-model Enables the AAA access control model. For syntax information, refer to the
Cisco 10S Security Command Reference for Release 12.1 >
Authentication, Authorization, and Accounting > Authentication
Commands.

show running-config  Displays the current operating configuration. For syntax information, select
Cisco 10S Configuration Fundamentals Command Reference for Release
12.1 > Cisco | OS File Management Commands > Configuration File
Commands.
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action

action

Use the action access map configuration command on the switch stack or on a standal one switch to set
the action for the VLAN access map entry. Use the no form of this command to set the action to the
default value, which is to forward.

action {drop | forward}

no action
Syntax Description drop Drop the packet when the specified conditions are matched.
forward Forward the packet when the specified conditions are matched.

Defaults

Command Modes

The default action is to forward packets.

Access-map configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

You enter access-map configuration mode by using the vian access-map global configuration command.

If the action is drop, you should define the access map, including configuring any access control list
(ACL) namesin match clauses, before applying the map to a VLAN, or all packets could be dropped.

In access map configuration mode, use the match access map configuration command to define the
match conditionsfor aVLAN map. Use the action command to set the action that occurs when a packet
matches the conditions.

The drop and forward parameters are not used in the no form of the command.

Examples This example shows how to identify and apply aVLAN access map vmap4 to VLANs5 and 6 that causes
the VLAN to forward an IP packet if the packet matches the conditions defined in access list al2:
Swi tch(config)# vlan access-map vmap4
Swi tch(config-access-map)# match ip address al 2
Swi t ch(config-access-map)# action forward
Swi t ch(config-access-map) # exit
Switch(config)# vlian filter vmap4 vlian-list 5-6
You can verify your settings by entering the show vlan access-map privileged EXEC command.
Catalyst 3750 Switch Command Reference
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Related Commands ~ Command Description

access-list {deny | permit} Configuresastandard numbered ACL . For syntax information, select
Cisco IOSIP and I P Routing Command Reference for 10OS
Release 12.1 > | P Addressing and Services > | P Services
Commands.

ip access-list Creates a named access list. For syntax information, select Cisco
IOSIPand IP Routing Command Referencefor IOSRelease12.1
> | P Addressing and Services > | P Services Commands.

mac access-list extended Creates a named MAC address access list.

match (access-map Defines the match conditions for a VLAN map.
configuration)

show vlan access-map Displays the VLAN access maps created on the switch.
vlan access-map Creates a VLAN access map.

Catalyst 3750 Switch Command Reference
m. 78-15165-02 |



| Chapter2

Cisco 10S Commands

archive copy-sw

Use the archive copy-sw privileged EXEC command on the stack master to copy the running image
from the Flash memory on one stack member to the Flash memory on one or more other stack members.

archive copy-sw Il

ar chive copy-sw source stack-member-number /destination-system {/force-reload | /leave-old-sw
| /no-set-boot | overwrite | /reload | /safe} destination-stack-member-number

Syntax Description

/destination-system
destination-stack-
member-number

The number of the stack member to which to copy the running image. The
rangeis 1to 9.

[force-reload

Unconditionally force a system reload after successfully downloading the
software image.

/leave-old-sw

Keep the old software version after a successful download.

/no-set-boot Do not alter the setting of the BOOT environment variable to point to the
new software image after it is successfully downloaded.

loverwrite Overwrite the software image in Flash memory with the downloaded one.

/reload Reload the system after successfully downloading the image unless the
configuration has been changed and not been saved.

/safe Keep the current software image; do not delete it to make room for the new

software image before the new image is downloaded. The current image is
deleted after the download.

source-stack-member -
number

The number of the stack member from which to copy the running image. The
rangeis1to 9.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

[ 78-15165-02
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Usage Guidelines The current software image is not overwritten with the downloaded image.
Both the software image and HTML files are downloaded.
The new image is downloaded to the flash: file system.
The BOOT environment variableis changed to point to the new software image on the flash: file system.
Image names are case sensitive; the image file is provided in tar format.

You can copy the image to more than one specific stack member by repeating the /destination-system
destination-stack-member-number option in the command for each stack member to be upgraded. If you
do not specify the destination-stack-member-number, the default isto copy the running image file to all
stack members.

Using the /safe or /leave-old-sw option can cause the new image download to fail if thereisinsufficient
Flash memory. If leaving the software in place would prevent the new image from fitting in Flash
memory due to space constraints, an error results.

If you used the /leave-old-sw option and did not overwrite the old image when you downloaded the new
one, you can remove the old image by using the delete privileged EXEC command. For more
information, see the “delete” section on page 2-60.

Use the /overwrite option to overwrite the image on the Flash device with the downloaded one.

If you specify the command without the /over write option, the download algorithm verifies that the new
image is not the same as the one on the switch Flash device or is not running on any stack members. If
the images are the same, the download does not occur. If the images are different, the old image is
deleted, and the new one is downl oaded.

After downloading a new image, enter the reload privileged EXEC command to begin using the new
image, or specify the /reload or /force-reload option in the archive download-sw command.

Examples This example shows how to copy the running image from stack member 6 to stack member 8:

Swi t ch# archive copy-sw 6 /destinati on-system 8

Related Commands ~ Command Description
archive download-sw  Downloads a new image to the switch.
archivetar Creates atar file, liststhefilesin atar file, or extractsthe filesfrom atar file.
archive upload-sw Uploads an existing image on the switch to a server.
delete Deletes afile or directory on the Flash memory device.
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archive download-sw

Usethe ar chive download-sw privileged EXEC command on the switch stack or on a standalone switch
to download a new image to the switch or switch stack and to overwrite or keep the existing image.

archive download-sw W

archive download-sw {/force-reload | /imageonly | /leave-old-sw | /no-set-boot |
/no-version-check | /destination-system stack-member-number | /only-system-type
system-type | /overwrite | /reload | /safe} source-url

Syntax Description

[force-reload

Unconditionally force a system reload after successfully downloading the
software image.

/imageonly

Download only the software image but not the HTML files associated with
the Cluster Management Suite (CMS). The HTML files for the existing
version are deleted only if the existing version is being overwritten or
removed.

/leave-old-sw

Keep the old software version after a successful download.

/no-set-boot

Do not alter the setting of the BOOT environment variable to point to the
new software image after it is successfully downloaded.

Ino-ver sion-check

Download the software image without checking the compatibility of the
stack protocol version on the image and on the switch stack.

/destination-system
stack-member-number

Specify the specific stack member to be upgraded. The rangeis 1to 9.

/only-system-type

Specify the specific system type to be upgraded. The rangeis 0 to

system-type FFFFFFFF.

loverwrite Overwrite the software image in Flash memory with the downloaded one.

/reload Reload the system after successfully downloading the image unless the
configuration has been changed and not been saved.

/safe Keep the current software image; do not delete it to make room for the new
software image before the new image is downloaded. The current image is
deleted after the download.

source-url The source URL alias for alocal or network file system. These options are

supported:

« Thesyntax for thelocal Flash file system on the standalone switch or the
stack master:
flash:

The syntax for the local Flash file system on a stack member:
flash member number:

« The syntax for the File Transfer Protocol (FTP):
ftp:[[//username] : password] @l ocation]/directory]/image-name.tar

« The syntax for the Remote Copy Protocol (RCP):
rcp:[[//username@Ilocation]/directory]/image-name.tar

« The syntax for the Trivial File Transfer Protocol (TFTP):
tftp:[[//location]/directory]/image-name.tar

The image-name.tar is the software image to download and install on the
switch.
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Defaults

The current software image is not overwritten with the downloaded image.

Both the software image and HTML files are downloaded.

The new image is downloaded to the flash: file system.

The BOOT environment variableis changed to point to the new software image on the flash: file system.
Image names are case sensitive; the image file is provided in tar format.

Compatibility of the stack protocol version on the image to be downloaded is checked with the version
on the switch stack.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Note

The /imageonly option removes the HTML files for the existing image if the existing image is being
removed or replaced. Only the |OS image (without the HTML files) is downloaded.

Using the /safe or /leave-old-sw option can cause the new image download to fail if there isinsufficient
Flash memory. If leaving the software in place prevents the new image from fitting in Flash memory due
to space constraints, an error results.

If you used the /leave-old-sw option and did not overwrite the old image when you downloaded the new
one, you can remove the old image by using the delete privileged EXEC command. For more
information, see the “delete” section on page 2-60.

Use the /no-ver sion-check option if you want to download an image that has a different stack protocol
version than the one existing on the switch stack. You must use this option with the/destination-system
option to specify the specific stack member to be upgraded with the image.

Use the /no-ver sion-check option with care. All stack members, including the stack master, must have
the same stack protocol version to be in the same switch stack. This option allows an image to be
downloaded without first confirming the compatibility of its stack protocol version with the version of
the switch stack.

You can upgrade more than one specific stack member by repeating the /destination-system option in
the command for each stack member to be upgraded.

Use the /overwrite option to overwrite the image on the Flash device with the downloaded one.

If you specify the command without the /over write option, the download algorithm verifies that the new
image is not the same as the one on the switch Flash device or is not running on any stack members. If
the images are the same, the download does not occur. If the images are different, the old image is
deleted, and the new one is downl oaded.

After downloading a new image, enter the reload privileged EXEC command to begin using the new
image, or specify the /reload or /force-reload option in the archive download-sw command.
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archive download-sw W

This example shows how to download a new image from a TFTP server at 172.20.129.10 and overwrite
the image on the switch:

Swi t ch# archi ve downl oad-sw /overwrite tftp://172.20.129.10/test-innage.tar
This example shows how to download only the software image from a TFTP server at 172.20.129.10 to
the switch:

Swi t ch# archi ve downl oad-sw /image-only tftp://172.20.129.10/test-i mage.tar

This example shows how to keep the old software version after a successful download:

Swi t ch# archi ve downl oad-sw /| eave-ol d-sw tftp://172.20.129. 10/test-i mage.tar

This example shows how to specifically upgrade stack members 6 and 8:

Swi t ch# archive downl oad-sw /i mage-only tftp://172.20.129.10/test-image.tar
/ destination-system 6 /destination-system 8

Related Commands

Command Description

archive copy-sw Copies the running image from the Flash memory on one stack member to
the Flash memory on one or more other stack members.

archivetar Creates atar file, liststhefilesin atar file, or extractsthe filesfrom atar file.

archive upload-sw Uploads an existing image on the switch to a server.

delete Deletes afile or directory on the Flash memory device.

[ 78-15165-02
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archive tar

Usethe archive tar privileged EXEC command on the switch stack or on a standal one switch to create
atar file, list filesin atar file, or extract the files from atar file.

archivetar {/create destination-url flash:/file-url} | {/table source-url} | {/xtract source-url
flash:/file-url}

Syntax Description /create destination-url Create a new tar file on the local or network file system.

flash:ffile-url For destination-url, specify the destination URL alias for the local or

network file system and the name of the tar file to create. These options
are supported:

« The syntax for the local Flash filesystem:
flash:

« The syntax for the File Transfer Protocol (FTP):
ftp:[[//username] : password] @Il ocation]/directory]/tar-filename.tar

« The syntax for the Remote Copy Protocol (RCP) is:
rcp:[[//username@Ilocation]/directory]/tar-filename.tar

e The syntax for the Trivial File Transfer Protocol (TFTP):
tftp:[[//location]/directory]/tar-filename.tar

The tar-filename.tar isthe tar file to be created.

For flash:/file-url, specify thelocation on thelocal Flashfile systemfrom
which the new tar fileis created.

An optional list of files or directories within the source directory can be
specified to write to the new tar file. If none are specified, all files and
directories at this level are written to the newly created tar file.
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archivetar

/table source-url Display the contents of an existing tar file to the screen.

For source-url, specify the source URL aliasfor the local or network file
system. These options are supported:

« The syntax for the local Flash file system:
flash:

« The syntax for the File Transfer Protocol (FTP)
ftp:[[//username] : password] @l ocation]/directory]/tar-filename.tar

« The syntax for the Remote Copy Protocol (RCP):
rcp:[[//username@Ilocation]/directory]/tar-filename.tar

e The syntax for the Trivial File Transfer Protocol (TFTP):
tftp:[[//location]/directory]/tar-filename.tar

The tar-filename.tar isthe tar file to display.

Ixtract source-url Extract files from atar file to the local or network file system.
flash:/file-url

For source-url, specify the source URL aliasfor thelocal or network file
system. These options are supported:

- The syntax for the local Flash file system:
flash:

« The syntax for the File Transfer Protocol (FTP):
ftp:[[//username[: password] @l ocation]/directory]/tar-filename.tar

« The syntax for the Remote Copy Protocol (RCP):
rcp:[[//username@Il ocation]/directory]/tar-filename.tar

« The syntax for the Trivial File Transfer Protocol (TFTP):
tftp:[[//location]/directory]/tar-filename.tar

The tar-filename.tar isthe tar file from which to extract.

For flash:/file-url, specify the location on the local Flash file system into
which the tar file is extracted.

An optional list of files or directories within the tar file can be specified
for extraction. If none are specified, all filesand directories are extracted.

Defaults None

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
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Usage Guidelines Filenames and directory names are case sensitive.
Image names are case sensitive.

Examples This example shows how to create atar file. The command writes the contents of the new-configs
directory on the local Flash device to afile named saved.tar on the TFTP server at 172.20.10.30:

Switch# archive tar /create tftp:172.20.10.30/saved.tar flash:/new configs

This example shows how to display the contents of the c3750-tv0-m.tar filethat isin Flash memory. The
contents of the tar file are displayed on the screen:

Swi tch# archive tar /table flash:c3750-tv0-mtar
info (219 bytes)

c3750-tv0-ne-121/ (directory)

c3750-tv0-ne-121/htm/ (directory)
c3750-tv0-ne-121/htm /foo.htm (0 bytes)

c3750-tv0- nz- 121/ vegas-t v0-nz- 121. bin (610856 bytes)
c3750-tv0-ne-121/info (219 bytes)

info.ver (219 bytes)

This example shows how to display only the c3750-tv0-mz-121/html directory and its contents:

Switch# archive tar /table flash: c3750-tv0-mtar c3750-tv0-ne-121/ htm
c3750-tv0-ne-121/htm/ (directory)
¢c3750-tv0-ne-121/htm /foo. html (0 bytes)

This example shows how to extract the contents of atar file on the TFTP server at 172.20.10.30. This
command extracts just the new-configs directory into the root directory on the local Flash file system.
The remaining filesin the saved.tar file are ignored.

Swi tch# archive tar /xtract tftp:/172.20.10.30/saved.tar flash:/ newconfigs

Related Commands ~ Command Description

archive copy-sw Copies the running image from the Flash memory on one stack member to
the Flash memory on one or more other stack members.

archive download-sw  Downloads a new image to the switch.
archive upload-sw Uploads an existing image on the switch to a server.
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archive upload-sw

Usethe archive upload-sw privileged EXEC command on the switch stack or on a standal one switch to
upload an existing switch image to a server.

archive upload-sw [/sour ce-system-num stack member number | /version version_string]
destination-url

Syntax Description /sour ce-system-num Specify the specific stack member containing the image that is to be
stack member number uploaded.

/version version_string (Optional) Specify the specific version string of the image to be uploaded.

destination-url The destination URL aliasfor alocal or network file system. These options
are supported:

« The syntax for the local Flash file system on the standalone switch or
the stack master:
flash:

The syntax for the local Flash file system on a stack member:
flash member number:

« The syntax for the File Transfer Protocol (FTP):
ftp:[[//username] : password] @Il ocation]/directory]/image-name.tar

« The syntax for the Remote Copy Protocol (RCP):
rcp:[[//username@Ilocation]/directory]/image-name.tar

« The syntax for the Trivial File Transfer Protocol (TFTP):
tftp:[[//location]/directory]/image-name.tar

The image-name.tar is the name of software image to be stored on the

server.
Defaults Uploads the currently running image from the flash: file system.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.
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Usage Guidelines You must specify the /sour ce-system-num option to use the /ver sion option. Using these options
together uploads the specified image, not the running image, of a specific stack member.

The upload feature is available only if the HTML files associated with the Cluster Management Suite
(CMS) have been installed with the existing image.

The files are uploaded in this sequence: the IOS image, the HTML files, and info. After these files are
uploaded, the software creates the tar file.

Image names are case sensitive.

Examples This example shows how to upload the currently running on stack member 6 imageto a TFTP server at
172.20.140.2:

Swi t ch# archi ve upl oad-sw /source-systemnum 6 tftp://172.20.140.2/test-i mage.tar

Related Commands ~ Command Description

archive copy-sw Copies the running image from the Flash memory on one stack member to
the Flash memory on one or more other stack members.

archive download-sw  Downloads a new image to the switch.
archive tar Creates atar file, liststhefilesin atar file, or extractsthe files from atar file.
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Use the auto qos voip interface configuration command on the switch stack or on a standal one switch
to automatically configure quality of service (QoS) for voice over |P (VolP) within a QoS domain. Use
the no form of this command to return to the default setting.

auto qos voip { cisco-phone | trust}

no auto qos voip [cisco-phone | trust]

auto qos voip Il

Syntax Description

cisco-phone I dentify thisinterface as connected to a Cisco I P phone, and automatically configure
QoS for Vol P. The QoS labels of incoming packets are trusted only when the phone
is detected.

trust Identify this interface as connected to atrusted switch or router, and automatically

configure QoS for Vol P. The QoS labels of incoming packets are trusted. For
nonrouted interfaces, the CoS value of the incoming packet is trusted. For routed

interfaces, the DSCP value of the incoming packet is trusted.

Defaults Auto-QoS is disabled on the interface.
When auto-QoS is enabled, it uses the ingress packet label to categorize traffic, to assign packet labels,
and to configure the ingress and egress queues as shown in Table 2-1.
Table 2-1  Traffic Types, Ingress Packet Labels, Assigned Packet Labels, and Queues
VolIP Data VolP Control Routing Protocol STP! BPDU?
Traffic Traffic Traffic Traffic All Other Traffic
IngressDSCP® |46 26 - - -
Ingress CoS* 5 3 6 7 -
DiffServ EF AF31 - - -
Assigned DSCP |46 26 43 56 0
Assigned CoS 5 3 6 7 0
CoS-to-Ingress 2,3,4,5,6, 7 (queue 2) 0, 1 (queue 1)
Queue Map
CoS-to-Egress 5 (queue 1) 3, 6, 7 (queue 2) 2,4 0,1
Queue Map (queue 3) |(queue 4)

1. STP = Spanning Tree Protocol

> w DN

BPDU = bridge protocol data unit
DSCP = Differentiated Services Code Point
CoS = class of service

[ 78-15165-02
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Table 2-2 shows the generated auto-QoS configuration for the ingress queues.

Command Modes

Table 2-2  Auto-QoS Configuration for the Ingress Queues

Queue Weight Queue (Buffer)
Ingress Queue Queue Number |CoS-to-Queue Map | (Bandwidth) Size
SRR! shared 1 0,1 90 percent 90 percent
Priority 2 2,3,4,5,6,7 10 percent 10 percent
1. SRR = shaped round robin. Ingress queues support shared mode only.
Table 2-3 shows the generated auto-QoS configuration for the egress queues.
Table 2-3  Auto-QoS Configuration for the Egress Queues

Queue Weight Queue (Buffer)
Egress Queue Queue Number |CoS-to-Queue Map  |(Bandwidth) Size
Priority (shaped) 1 5 10 percent 20 percent
SRR shared 2 3,6,7 10 percent 20 percent
SRR shared 3 2,4 60 percent 20 percent
SRR shared 4 0,1 20 percent 40 percent

Interface configuration

Command History

Usage Guidelines

Note

Modification
This command was first introduced.

Release
12.1(14)EAL

Use this command to configure the QoS appropriate for Vol P traffic within the QoS domain. The QoS
domain includes the switch, the interior of the network, and edge devices that can classify incoming
traffic for QoS.

Totake advantage of the auto-QoS defaults, you should enabl e auto-QoS before you configure other QoS
commands. You can fine-tune the auto-QoS configuration after you enable auto-QoS.

The switch applies the auto-QoS-generated commands as if the commands were entered from the
command-lineinterface (CLI). An existing user configuration can cause the application of the generated
commandsto fail or to be overridden by the generated commands. These actions occur without warning.
If all the generated commands are successfully applied, any user-entered configuration that was not
overridden remains in the running configuration. Any user-entered configuration that was overridden
can be retrieved by reloading the switch without saving the current configuration to memory. If the
generated commands fail to be applied, the previous running configuration is restored.
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If thisisthe first interface on which you have enabled auto-QoS, the auto-QoS-generated global
configuration commands are executed followed by the interface configuration commands. If you enable
auto-QoS on another interface, only the auto-QoS-generated interface configuration commands for that
interface are executed.

When you enable the auto-QoS feature on the first interface, these automatic actions occur:

» QoSisglobally enabled (mls gos global configuration command), and other global configuration
commands are added.

« When you enter the auto qos voip cisco-phone interface configuration command on a port at the
edge of the network that is connected to a Cisco | P phone, the switch enables the trusted boundary
feature. The switch uses the Cisco Discovery Protocol (CDP) to detect the presence or absence of a
Cisco IP phone. When a Cisco |P phone is detected, the ingress classification on theinterface is set
to trust the QoS label received in the packet. When a Cisco IP phone is absent, the ingress
classificationis set to not trust the QoS label in the packet. The switch configuresingress and egress
gueues on the interface according to the settings in Table 2-2 and Table 2-3.

« When you enter the auto qos voip trust interface configuration command on a port connected to
the interior of the network, the switch trusts the CoS value for nonrouted interfaces or the DSCP
value for routed interfaces in ingress packets (the assumption is that traffic has already been
classified by other edge devices). The switch configures the ingress and egress queues on the
interface according to the settings in Table 2-2 and Table 2-3.

You can enable auto-QoS on static, dynamic-access, and voice VLAN access, and trunk ports.

To display the QoS configuration that is automatically generated when auto-QoS is enabled, enable
debugging before you enable auto-QoS. Use the debug autoqos privileged EXEC command to enable
auto-QoS debugging. For more information, see the “debug autoqos” section on page B-2.

To disable auto-QoS on an interface, use the no auto qos voip interface configuration command. Only
the auto-QoS-generated interface configuration commands for this interface are removed. If thisisthe
last interface on which auto-QoS is enabled and you enter the no auto qos voip command, auto-QoSis
considered disabled even though the auto-QoS-generated global configuration commands remain (to
avoid disrupting traffic on other interfaces affected by the global configuration). You can use the no mis
gos global configuration command to disable the auto-QoS-generated global configuration commands.
With QoS disabled, there is no concept of trusted or untrusted ports because the packets are not modified
(the CoS, DSCP, and I P precedence values in the packet are not changed). Traffic is switched in
pass-through mode (packets are switched without any rewrites and classified as best effort without any

policing).

Examples This example shows how to enable auto-QoS and to trust the QoS labels received in incoming packets
when the switch or router connected to Gigabit Ethernet interface 0/1 on stack member 2 is a trusted
device:

Switch(config)# interface gigabitethernet2/0/1
Swi tch(config-if)# auto qos voip trust
You can verify your settings by entering the show auto qos interface interface-id privileged EXEC
command.
Catalyst 3750 Switch Command Reference
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Related Commands Command

Description

debug autogos

Enables debugging of the auto-QoS feature.

mls qos cos

Defines the default CoS value of a port or assigns the default
CoSto all incoming packets on the port.

mls qos map {cos-dscp dscpl ... dscp8

| dscp-cos dscp-list to cos}

Defines the CoS-to-DSCP map or the DSCP-to-CoS map.

mls qos queue-set output buffers

Allocates buffers to a queue-set.

mls qos srr-queue input bandwidth

Assigns shaped round robin (SRR) weights to an ingress
queue.

mls qos srr-queue input buffers

Allocates the buffers between the ingress queues.

mls qos srr-queue input cos-map

Maps CoS values to an ingress queue or maps CoS values to
aqueue and to athreshold ID.

mls qos srr-queue input dscp-map

Maps DSCP valuesto an ingress queue or maps DSCP values
to a queue and to athreshold ID.

mls qos srr-queue input
priority-queue

Configures the ingress priority queue and guarantees
bandwidth.

mls qos srr-queue output cos-map

Maps CoS values to an egress queue or maps CoS values to
a queue and to athreshold ID.

mls qos srr-queue output dscp-map

Maps DSCP values to an egress queue or maps DSCP values
to a queue and to a threshold ID.

mls qos trust

Configures the port trust state.

queue-set

Maps a port to a queue-set.

show auto qos

Displaystheinitial configuration that is generated by the
auto-QosS feature.

show mls qosinterface

Displays QoS information at the interface level.

srr-queue bandwidth shape

Assigns the shaped weights and enables bandwidth shaping
on the four egress queues mapped to a port.

srr-queue bandwidth share

Assigns the shared weights and enables bandwidth sharing
on the four egress queues mapped to a port.
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boot auto-copy-sw

Syntax Description

Defaults

Command Modes

Use the boot auto-copy-sw global configuration command from the stack master to automatically
upgrade switches in version-mismatch (VM) mode with the switch stack image. Use the no form of this
command to not automatically upgrade switchesin VM mode.

boot auto-copy-sw

no boot auto-copy-sw

This command has no arguments or keywords.

Enabled.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

A switch in version-mismatch (VM) modeis aswitch that has a different stack protocol version than the
version on the switch stack. Switches in VM mode cannot join the switch stack. If the switch stack has
an image that can be copied to a switch in VM mode, this command automatically copies the switch in
VM mode with the image from another stack member. The switch then exits VM mode, reboots, and
joins the switch stack.

This command affects only switchesin VM mode. It does not affect existing stack members.

Related Commands

Command Description
show boot Displays the settings of the boot environment variables.
show version Displays version information for the hardware and firmware.

[ 78-15165-02
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boot boothlpr

Use the boot boothlpr global configuration command on the switch stack or on a standal one switch to
load a special 10S image, which when loaded into memory, can load a second 10S image into memory
and launch it. This variable is used only for internal development and testing. Use the no form of this
command to return to the default setting.

boot boothlpr filesystem:/file-url

no boot boothlpr

Syntax Description filesystem: Alias for a Flash file system. Use flash: for the system board Flash device.
ffile-url The path (directory) and name of a bootable helper image.

Defaults No helper image is loaded.

Command Modes Global configuration

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines Filenames and directory names are case sensitive.

This command changes the setting of the BOOTHL PR environment variable. For more information, see
Appendix A, “Boot Loader Commands.”

Related Commands ~ Command Description

show boot Displays the settings of the boot environment variables.

Catalyst 3750 Switch Command Reference
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boot config-file

Use the boot config-file global configuration command on a standalone switch to specify the filename
that 10S uses to read and write a nonvolatile copy of the system configuration. Use the no form of this
command to return to the default setting.

boot config-file flash:/file-url

no boot config-file

Syntax Description

Defaults

Command Modes

flash:/file-url The path (directory) and name of the configuration file.

The default configuration file is flash:config.text.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

This command works properly only from a standal one switch.
Filenames and directory names are case sensitive.

This command changes the setting of the CONFIG_FILE environment variable. For more information,
see Appendix A, “Boot Loader Commands.”

Related Commands

Command Description

show boot Displays the settings of the boot environment variables.

[ 78-15165-02
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boot enable-break

Usethe boot enable-break global configuration command on a standal one switch to enableinterrupting
the automatic boot process. Use the no form of this command to return to the default setting.

boot enable-break

no boot enable-break

Syntax Description ~ This command has no arguments or keywords.

Defaults Disabled. The automatic boot process cannot be interrupted by pressing the Break key on the console.
Command Modes Global configuration
Command History Release Modification

12.1(11)AX This command was first introduced.

Usage Guidelines This command works properly only from a standal one switch.

When you enter this command, you can interrupt the automatic boot process by pressing the Break key
on the console after the Flash file system isinitialized.

N
Note  Despitethe setting of thiscommand, you can interrupt the automatic boot process at any time by pressing
the MODE button on the switch front panel.

This command changes the setting of the ENABLE_BREAK environment variable. For more
information, see Appendix A, “Boot Loader Commands.”

Related Commands ~ Command Description
show boot Displays the settings of the boot environment variables.
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boot helper

Use the boot helper global configuration command on the switch stack or on a standalone switch to
dynamically load files during boot loader initialization to extend or patch the functionality of the boot
loader. Use the no form of this command to return to the default.

boot helper filesystem:/file-url ...

no boot helper

Syntax Description

Defaults

Command Modes

filesystem: Alias for aFlash file system. Use flash: for the system board Flash device.

ffile-url The path (directory) and alist of loadable files to dynamically load during
loader initialization. Separate each image name with a semicolon.

No helper files are loaded.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

This variable is used only for internal development and testing.
Filenames and directory names are case sensitive.

This command changes the setting of the HEL PER environment variable. For more information, see
Appendix A, “Boot Loader Commands.”

Related Commands

Command Description

show boot Displays the settings of the boot environment variables.

[ 78-15165-02
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boot helper-config-file

Use the boot helper-config-file global configuration command on the switch stack or on a standalone
switch to specify the name of the configuration file to be used by the 10S helper image. If thisis not set,
the file specified by the CONFIG_FILE environment variable is used by all versions of 1OS that are
loaded. Use the no form of this command to return to the default setting.

boot helper-config-file filesystem:/file-url

no boot helper-config file

Syntax Description filesystem: Aliasfor aFlash file system. Useflash: for the system board Flash
device.
ffile-url The path (directory) and helper configuration file to load.
Defaults No helper configuration file is specified.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines This variable is used only for internal development and testing.
Filenames and directory names are case sensitive.

This command changes the setting of the HELPER_CONFIG_FILE environment variable. For more
information, see Appendix A, “Boot Loader Commands.”

Related Commands ~ Command Description

show boot Displays the settings of the boot environment variables.
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boot manual

Syntax Description

Defaults

Command Modes

Usethe boot manual global configuration command on a standalone switch to enable manually booting
the switch during the next boot cycle. Use the no form of this command to return to the default setting.

boot manual

no boot manual

This command has no arguments or keywords.

Manual booting is disabled.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

This command works properly only from a standal one switch.

The next time you reboot the system, the switch isin boot loader mode, which is shown by the switch:
prompt. To boot the system, use the boot boot loader command, and specify the name of the bootable
image.

This command changes the setting of the MANUAL_BOOQOT environment variable. For more
information, see Appendix A, “Boot Loader Commands.”

Related Commands

Command Description

show boot Displays the settings of the boot environment variables.

[ 78-15165-02
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boot private-config-file

Use the boot private-config-file global configuration command on a standalone switch to specify the
filenamethat |OS usesto read and write a nonvolatile copy of the private configuration. Usethe noform
of this command to return to the default setting.

boot private-config-file filename

no boot private-config-file

Syntax Description filename The name of the private configuration file.
Defaults The default configuration file is private-config.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines This command works properly only from a standal one switch.

Filenames are case sensitive.

Examples This example shows how to specify the name of the private configuration file to be pconfig:
Swi tch(config)# boot private-config-file pconfig

Related Commands ~ Command Description
show boot Displays the settings of the boot environment variables.
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boot system

Use the boot system global configuration command on a standal one switch to specify the |OS image to
load during the next boot cycle. Use the no form of this command to return to the default setting.

boot system filesystem: /file-url ...

no boot system

Syntax Description

Defaults

Command Modes

filesystem: Alias for aFlash file system. Use flash: for the system board Flash device.

ffile-url The path (directory) and name of a bootable image. Separate image names
with a semicolon.

The switch attempts to automatically boot the system by using information in the BOOT environment
variable. If this variable is not set, the switch attempts to load and execute the first executable image it
can by performing arecursive, depth-first search throughout the Flash file system. In a depth-first search
of adirectory, each encountered subdirectory is completely searched before continuing the search in the
original directory.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

This command works properly only from a standal one switch.
Filenames and directory names are case sensitive.

If you are using the ar chive download-sw privileged EXEC command to maintain system images, you never
need to use the boot system command. The boot system command is automatically manipulated to load the
downloaded image.

This command changes the setting of the BOOT environment variable. For more information, see
Appendix A, “Boot Loader Commands.”

Related Commands

Command Description
show boot Displays the settings of the boot environment variables.

[ 78-15165-02
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channel-group

Use the channel-group interface configuration command on the switch stack or on a standalone switch
to assign an Ethernet interface to an EtherChannel group. Use the no form of this command to remove
an Ethernet interface from an EtherChannel group.

channel-group channel-group-number mode { active | { auto [non-silent] | desirable [non-silent]

| on} | passive}

no channel-group

Syntax Description channel-group-number

Specify the channel group number. Therangeis1to 12.

mode

Specify the EtherChannel mode of the interface.

active

Unconditionally enable Link Aggregation Protocol (LACP).

Active mode places an interface into a negotiating state in which the
interface initiates negotiations with other interfaces by sending LACP
packets. A channel isformed with another port group in either the active or
passive mode.

auto

Enable the Port Aggregation Protocol (PAgP) only if aPAgP deviceis
detected.

Auto mode places an interface into a passive negotiating state in which the
interface responds to PAgP packets it receives but does not start PAgP
packet negotiation. A channel isformed only with another port group in
desirable mode. When auto is enabled, silent operation is the default.

desirable

Unconditionally enable PAgP.

Desirable mode places an interface into an active negotiating statein which
the interface starts negotiations with other interfaces by sending PAgP
packets. A channel isformed with another port group in either the desirable
or auto mode. When desirable is enabled, silent operation is the default.

non-silent

(Optional) Used with the auto or desirable keyword when traffic is
expected from the other device.

on

Force the interface to channel without PAgP or the LACP.

With the on mode, a usable EtherChannel exists only when an interface
group in the on mode is connected to another interface group in the on
mode.

passive

Enable LACP only if aLACP deviceis detected.

Passive mode places an interface into a negotiating state in which the
interface respondsto LACP packetsit receives but does not initiate LACP
packet negotiation. A channel is formed only with another port group in
active mode.

Defaults No channel groups are assigned.

No mode is configured.
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Interface configuration

Command History

Usage Guidelines

A

Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The active and passive keywords were added.

For Layer 2 EtherChannels, you do not haveto create a port-channel interfacefirst by using theinterface
port-channel global configuration command before assigning a physical interface to a channel group.
Instead, you can use the channel-group interface configuration command. It automatically creates the
port-channel interface when the channel group getsits first physical interface if the logical interfaceis
not already created. If you create the port-channel interface first, the channel-group-number can be the
same as the port-channel-number, or you can use a new number. If you use a new number, the
channel-group command dynamically creates a new port channel.

You do not have to disable the IP address that is assigned to aphysical interface that is part of a channel
group, but we strongly recommend that you do so.

You create Layer 3 port channels by using the interface port-channel command followed by the no
switchport interface configuration command. You should manually configure the port-channel logical
interface before putting the interface into the channel group.

After you configure an EtherChannel, configuration changes that you make on the port-channel interface
apply to all the physical interfaces assigned to the port-channel interface. Configuration changes applied
to the physical interface affect only the interface where you apply the configuration. To change the
parameters of all portsin an EtherChannel, apply configuration commandsto the port-channel interface,
for example, spanning-tree commands or commands to configure a Layer 2 EtherChannel as a trunk.

If you do not specify non-silent with the auto or desirable mode, silent is assumed. The silent mode is
used when the switch is connected to a device that is not PAgP-capable and seldom, if ever, sends
packets. A example of asilent partner is afile server or a packet analyzer that is not generating traffic.
In this case, running PAgP on a physical port prevents that port from ever becoming operational.
However, it allows PAgP to operate, to attach the interface to a channel group, and to use the interface
for transmission. Both ends of the link cannot be set to silent.

With the on mode, a usable EtherChannel exists only when a port group in the on mode is connected to
another port group in the on mode. The on keyword is the only setting that is supported when the
EtherChannel members are from different switches in the switch stack (cross-stack EtherChannel).

Caution

You should exercise care when setting the mode to on (manual configuration). All ports configured in
the on mode are bundled together in the same group and are forced to have similar characteristics. If the
group is misconfigured, packet loss or spanning-tree loops might occur.

Do not configure an EtherChannel in both the PAgP and L ACP modes. EtherChannel groups running
PAgP and LACP can coexist on the same switch or on different switches in the stack (but not in a
cross-stack configuration). Individual EtherChannel groups can run either PAgP or LACP, but they
cannot interoperate.

If you set the protocol by using the channel-protocol interface configuration command, the setting is
not overridden by the channel-group interface configuration command

Do not configure a port that is an active member of an EtherChannel as an 802.1X port. If 802.1X is
enabled on a not-yet active port of an EtherChannel, the port does not join the EtherChannel.

[ 78-15165-02
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Do not configure a secure port as part of an EtherChannel or an EtherChannel port as a secure port.

For acomplete list of configuration guidelines, refer to the “ Configuring EtherChannels” chapter in the
software guide for this release.

A

Caution Do not enable Layer 3 addresses on the physical EtherChannel interfaces. Do not assign bridge groups
on the physical EtherChannel interfaces because it creates loops.

Examples This example shows how to configure EtherChannel on a single switch in the stack. It assigns Gigabit
Ethernet interfaces 0/4 and 0/5 on stack member 2 as static-access portsin VLAN 10 to channel 5 with
the PAgP mode desirable:

Swi tch# configure termnal

Switch(config)# interface range gigabitethernet2/0/4 -5
Swi tch(config-if-range)# sw tchport node access
Switch(config-if-range)# sw tchport access vlan 10
Switch(config-if-range)# channel -group 5 node desirable
Swi tch(config-if-range)# end

This example shows how to configure EtherChannel on a single switch in the stack. It assigns Gigabit
Ethernet interfaces 0/4 and 0/5 on stack member 2 as static-access portsin VLAN 10 to channel 5 with
the LACP mode active:

Swi t ch# configure term nal

Swi tch(config)# interface range gigabitethernet2/0/4 -5
Switch(config-if-range)# sw tchport node access

Swi tch(config-if-range)# sw tchport access vlan 10

Swi tch(config-if-range)# channel -group 5 npde active
Switch(config-if-range)# end

This example shows how to configure cross-stack EtherChannel. It assigns Gigabit Ethernet interfaces
0/4 and 0/5 on stack member 2 and Gigabit Ethernet interface 0/3 on stack member 3 as static-access
portsin VLAN 10 to channel 5 with the PAgP and LACP modes disabled (on):

Swi tch# configure term nal

Switch(config)# interface range gigabitethernet2/0/4 -5
Swi tch(config-if-range)# sw tchport node access
Switch(config-if-range)# sw tchport access vlan 10
Switch(config-if-range)# channel -group 5 nbde on
Swi tch(config-if-range)# exit

Switch(config)# interface gigabitethernet3/0/3
Switch(config-if)# switchport npde access

Swi tch(config-if)# sw tchport access vlan 10
Switch(config-if)# channel -group 5 node on
Switch(config-if)# exit

You can verify your settings by entering the show running-config privileged EXEC command.

Related Commands ~ Command Description
channel-protocol Restricts the protocol used on an interface to manage channeling.
interface port-channel Accesses or creates the port channel.
show etherchannel Displays EtherChannel information for a channel.
show lacp Displays LACP channel-group information.
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Command Description
show pagp Displays PAgP channel-group information.
show running-config Displaysthe current operating configuration. For syntax information,

select Cisco | OS Configuration Fundamentals Command
Reference for Release 12.1 > Cisco | OS File Management
Commands > Configuration File Commands.
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channel-protocol

Use the channel-protocol interface configuration command on the switch stack or on a standalone
switch to restrict the protocol used on an interface to manage channeling. Use the no form of this
command to return to the default setting.

channel-protocol {lacp | pagp}

no channel-protocol

Syntax Description lacp Configure an EtherChannel with the Link Aggregation Control Protocol (LACP).
pagp Configure an EtherChannel with the Port Aggregation Protocol (PAgP).

Defaults No protocol is assigned to the EtherChannel.

Command Modes Interface configuration

Command History Release Modification
12.1(14)EAL This command was first introduced.

Usage Guidelines Use the channel-protocol command only to restrict a channel to LACP or PAgP. If you set the protocol
by using the channel-protocol command, the setting is not overridden by the channel-group interface
configuration command.

You must use the channel-group interface configuration command to configure the EtherChannel
parameters. The channel-group command also can set the mode for the EtherChannel.

You cannot enable both the PAgP and L ACP modes on an EtherChannel group.

PAgP and LACP are not compatible; both ends of a channel must use the same protocol.

Examples This example shows how to specify LACP as the protocol that manages the EtherChannel:

Swi tch(config-if)# channel - protocol |acp

You can verify your settings by entering the show ether channel [channel-group-number] protocol
privileged EXEC command.

Related Commands ~ Command Description
channel-group Assigns an Ethernet interface to an EtherChannel group.
show etherchannel protocol Displays protocol information the EtherChannel.
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Usethe class policy-map configuration command on the switch stack or on a standalone switch to define
atraffic classification match criteria (through the police, set, and trust policy-map class configuration
commands) for the specified class-map name. Use the no form of this command to delete an existing
class map.

class class-map-name

no class class-map-name

Syntax Description

Defaults

Command Modes

class-map-name Name of the class map.

No policy map class-maps are defined.

Policy-map configuration

Command History

Usage Guidelines

Release Modification

12.1(11)AX This command was first introduced.

Before using the class command, you must use the policy-map global configuration command to
identify the policy map and to enter policy-map configuration mode. After specifying a policy map, you
can configure a policy for new classes or modify a policy for any existing classes in that policy map.
You attach the policy map to an interface by using the service-policy interface configuration command.

After entering the class command, you enter policy-map class configuration mode, and these
configuration commands are available:

bandwidth: Although this command is displayed, it is not supported on Catalyst 3750 switches.
exit: exits policy-map class configuration mode and returns to policy-map configuration mode.
no: returns a command to its default setting.

police: defines a policer or aggregate policer for the classified traffic. The policer specifies the
bandwidth limitations and the action to take when the limits are exceeded. For more information,
see the police and police aggregate policy-map class commands.

set: specifies a value to be assigned to the classified traffic. For more information, see the set
command.

trust: defines atrust state for traffic classified with the class or the class-map command. For more
information, see the trust command.

Toreturn to policy-map configuration mode, use the exit command. To return to privileged EXEC mode,
use the end command.

The class command performs the same function as the class-map global configuration command. Use
the class command when a new classification, which is not shared with any other ports, is needed. Use
the class-map command when the map is shared among many ports.

[ 78-15165-02

Catalyst 3750 Switch Command Reference



Chapter 2 Cisco I0S Commands |

W class

Examples This example shows how to create a policy map called policyl. When attached to the ingress direction,
it matches all the incoming traffic defined in classl, sets the IP Differentiated Services Code Point
(DSCP) to 10, and policesthetraffic at an average rate of 1 Mbps and bursts at 20 KB. Traffic exceeding
the profile is marked down to a DSCP value obtained from the policed-DSCP map and then sent.
Swi tch(config)# policy-map policyl
Swi tch(config-pmap)# class cl assl
Swi t ch(config-pmap-c)# set ip dscp 10
Swi t ch(confi g- pmap-c)# police 1000000 20000 exceed-acti on policed-dscp-transmt
Switch(config-pmap-c)# exit
You can verify your settings by entering the show policy-map privileged EXEC command.

Related Commands ~ Command Description
class-map Creates a class map to be used for matching packets to the class whose name

you specify.
police Defines a policer for classified traffic.
policy-map Creates or modifies a policy map that can be attached to multiple interfaces
to specify a service policy.

set Classifies | P traffic by setting a DSCP or |P-precedence value in the packet.
show policy-map Displays quality of service (QoS) policy maps.
trust Defines atrust state for the traffic classified through the class policy-map

configuration command or the class-map global configuration command.
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Usethe class-map global configuration command on the switch stack or on a standal one switch to create
a class map to be used for matching packets to the class whose name you specify and to enter class-map
configuration mode. Use the no form of this command to delete an existing class map and to return to
global configuration mode.

class-map [match-all | match-any] class-map-name

no class-map [match-all | match-any] class-map-name

Syntax Description

Defaults

Command Modes

match-all (Optional) Perform alogical-AND of all matching statements under this class
map. All criteriain the class map must be matched.

match-any (Optional) Perform alogical-OR of the matching statements under this class
map. One or more criteria must be matched.

class-map-name Name of the class map.

No class maps are defined.
If neither the match-all or match-any keyword is specified, the default is match-all.

Global configuration

Command History

Usage Guidelines

Release Modification

12.1(11)AX This command was first introduced.

Use this command to specify the name of the class for which you want to create or modify class-map
match criteria and to enter class-map configuration mode.

The class-map command and its subcommands are used to define packet classification, marking, and
aggregate policing as part of a globally named service policy applied on a per-interface basis.

After you arein quality of service (QoS) class-map configuration mode, these configuration commands
are available:

- description: describes the class map (up to 200 characters). The show class-map privileged EXEC
command displays the description and the name of the class-map.

» exit: exits from QoS class-map configuration mode.

- match: configures classification criteria. For more information, see the match (class-map
configuration) command.

e no: removes a match statement from a class map.

« rename: renames the current class map. If you rename a class map with aname that is already used,
the message A cl ass-map with this nanme already exists appears.

[ 78-15165-02
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To define packet classification on a physical-port basis, only one match command per class map is
supported. In this situation, the match-all and match-any keywords are equivalent.

Only one access control list (ACL) can be configured in aclass map. The ACL can have multiple access
control entries (ACES).

Examples This example shows how to configure the class map called classl with one match criterion, whichisan
access list called 103:

Swi tch(config)# access-list 103 permit any any dscp 10
Switch(config)# class-map cl assl

Swi tch(config-cmap)# match access-group 103

Swi tch(config-cmap)# exit

This example shows how to delete the class map cl ass1:

Switch(config)# no class-map cl assl

You can verify your settings by entering the show class-map privileged EXEC command.

Related Commands ~ Command Description

class Defines a traffic classification match criteria (through the police,
set, and trust policy-map class configuration commands) for the
specified class-map name.

match (class-map configuration) Defines the match criteriato classify traffic.

policy-map Creates or modifies a policy map that can be attached to multiple
interfaces to specify a service policy.
show class-map Displays QoS class maps.
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clear lacp

Use the clear lacp privileged EXEC command on the switch stack or on a standalone switch to clear
Link Aggregation Control Protocol (LACP) channel-group counters.

clear lacp { channel-group-number counters| counter s}

Syntax Description channel-group-number (Optional) Channel group number. The rangeis 1 to 12.
counters Clear traffic counters.
Defaults No default is defined.

Command Modes Privileged EXEC

Command History Release Modification
12.1(14)EAL This command was first introduced.

Usage Guidelines You can clear all countersby using the clear lacp counterscommand, or you can clear only the counters
for the specified channel group by using the clear lacp channel-group-number counter s command.

Examples This example shows how to clear all channel-group information:

Switch# clear lacp counters

This example shows how to clear LACP traffic counters for group 4:

Swi tch# clear lacp 4 counters

You can verify that the information was del eted by entering the show lacp counters or the show lacp 4
counters privileged EXEC command.

Related Commands ~ Command Description
show lacp Displays LACP channel-group information.
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clear mac-address-table

Use the clear mac-address-table privileged EXEC command on the switch stack or on a standalone
switch to delete from the MAC address table a specific dynamic address, all dynamic addresses on a
particular interface, all dynamic addresses on stack members, or all dynamic addresses on a particular
VLAN. This command also clears the MAC address notification global counters.

clear mac-address-table { dynamic [address mac-addr | interface interface-id | vian vian-id] |
notification}

Syntax Description dynamic Delete all dynamic MAC addresses.
dynamic address (Optional) Delete the specified dynamic MAC address.
mac-addr

dynamic interface (Optional) Delete all dynamic MAC addresses on the specified physical port
interface-id or port channel.

dynamicvlan vlan-id  (Optional) Delete all dynamic MAC addresses for the specified VLAN. The
rangeis 1to 4096.

notification Clear the notifications in the history table and reset the counters.

Defaults No default is defined.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Examples This example shows how to remove a specific MAC address from the dynamic address table;

Swi tch# cl ear nac-address-table dynam ¢ address 0008. 0070. 0007

You can verify that the information was deleted by entering the show mac-address-table privileged

EXEC command.
Related Commands ~ Command Description
mac-address-table notification Enables the MAC address notification feature.
show mac-address-table Displays the MAC address table static and dynamic entries.

show mac-address-table notification Displays the MAC address notification settings for all
interfaces or the specified interface.

snmp trap mac-naotification Enables the Simple Network Management Protocol (SNMP)
MAC address notification trap on a specific interface.
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clear pagp

Use the clear pagp privileged EXEC command on the switch stack or on a standal one switch to clear
Port Aggregation Protocol (PAgP) channel-group information.

clear pagp { channel-group-number counters | counter s}

Syntax Description channel-group-number (Optional) Channel group number. The rangeis 1 to 12.
counters Clear traffic counters.
Defaults No default is defined.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines You can clear all countersby using the clear pagp counterscommand, or you can clear only the counters
for the specified channel group by using the clear pagp channel-group-number counters command.

Examples This example shows how to clear all channel-group information:
Swi tch# cl ear pagp counters

This example shows how to clear PAgP traffic counters for group 10:

Swi tch# cl ear pagp 10 counters

You can verify that information was deleted by entering the show pagp privileged EXEC command.

Related Commands ~ Command Description
show pagp Displays PAgP channel-group information.
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clear setup express

Use the clear setup express privileged EXEC command on the switch stack or on a standal one switch
to exit Express Setup mode without saving the current configuration.

clear setup express

Syntax Description ~ This command has no arguments or keywords.

Defaults No default is defined.

Command Modes Privileged EXEC

Command History Release Modification
12.1(14)EAL This command was first introduced.

Usage Guidelines You can usethe clear setup express command to exit Express Setup mode. For example, if you activate
Express Setup and then decide to connect to the switch through the console port instead of through an
Ethernet port, enter the clear setup express command. The switch exits Express Setup mode. The IP
address 10.0.0.1 is no longer valid on the switch, and your connection using this | P address is ended.

This command is available only when the switch is in Express Setup mode.

Examples This example shows how to exit Express Setup mode;

Switch# cl ear setup express

You can verify that the switch has exited Express Setup mode by entering the show express setup
privileged EXEC command.

Related Commands ~ Command Description
setup express Enables Express Setup mode.
show setup express Displays if Express Setup mode is active.
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clear spanning-tree counters

Usetheclear spanning-treecounters privileged EXEC command on the switch stack or on astandalone
switch to clear the spanning-tree counters.

clear spanning-tree counters [inter face interface-id]

Syntax Description interfaceinterface-id  (Optional) Clear all spanning-tree counters on the specified interface. Valid
interfaces include physical ports, VLANS, and port channels. The VLAN
rangeis 1to 4094. The port-channel rangeis 1to 12.

Defaults No default is defined.

Command Modes Privileged EXEC

Command History Release Modification

12.1(14)EAL This command was first introduced.
Usage Guidelines If the interface-id is not specified, spanning-tree counters are cleared for all interfaces.
Examples This example shows how to clear spanning-tree counters for all interfaces:

Swi t ch# cl ear spanning-tree counters

Related Commands ~ Command Description

show spanning-tree Displays spanning-tree state information.
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clear spanning-tree detected-protocols

Use the clear spanning-tree detected-protocols privileged EXEC command on the switch stack or on
a standalone switch to restart the protocol migration process (force the renegotiation with neighboring
switches) on all interfaces or on the specified interface.

clear spanning-tree detected-protocols [inter face interface-id]

Syntax Description

Defaults

interface interface-id (Optional) Restart the protocol migration process on the specified interface.
Valid interfaces include physical ports, VLANS, and port channels. The
VLAN rangeis 1 to 4094. The port-channel rangeis 1 to 12.

No default is defined.

Command Modes Privileged EXEC
Command History Release Modification
12.1(14)EAL This command was first introduced.

Usage Guidelines

Examples

A switch running the rapid per-VLAN spanning-tree plus (rapid-PV ST+) protocol or the Multiple
Spanning Tree Protocol (MSTP) supports a built-in protocol migration mechanism that enables it to
interoperate with legacy 802.1D switches. If arapid-PV ST+ switch or an MSTP switch receives alegacy
802.1D configuration bridge protocol data unit (BPDU) with the protocol version set to 0, it sends only
802.1D BPDUs on that port. A multiple spanning-tree (MST) switch can also detect that a port is at the
boundary of aregion when it receives alegacy BPDU, an MST BPDU (version 3) associated with a
different region, or arapid spanning-tree (RST) BPDU (version 2).

However, the switch does not automatically revert to the rapid-PV ST+ or the MSTP modeif it no longer
receives 802.1D BPDUs because it cannot determine whether the legacy switch has been removed from
the link unless the legacy switch is the designated switch. Use the clear spanning-tree
detected-protocols command in this situation.

This example shows how to restart the protocol migration process on an interface of stack member 2:

Swi tch# cl ear spanning-tree detected-protocols interface gigabitethernet2/0/1

Related Commands

Command Description
show spanning-tree Displays spanning-tree state information.
spanning-tree link-type Overridesthe default link-type setting and enables rapid spanning-tree

transitions to the forwarding state.
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clear vmps statistics

Usethe clear vmps statistics privileged EXEC command on the switch stack or on a standalone switch
to clear the statistics maintained by the VLAN Query Protocol (VQP) client.

clear vmps statistics

Syntax Description ~ This command has no arguments or keywords.

Defaults No default is defined.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Examples This example shows how to clear VLAN Membership Policy Server (VMPS) statistics:

Swi tch# clear vnps statistics

You can verify that information was deleted by entering the show vmps statistics privileged EXEC

command.
Related Commands ~ Command Description
show vmps Displays the VQP version, reconfirmation interval, retry count, VMPS IP

addresses, and the current and primary servers.
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clear vtp counters

Usetheclear vtp counters privileged EXEC command on the switch stack or on a standal one switch to
clear the VLAN Trunking Protocol (VTP) and pruning counters.

clear vtp counters

Syntax Description ~ This command has no arguments or keywords.

Defaults No default is defined.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Examples This example shows how to clear the VTP counters;

Swi tch# clear vtp counters

You can verify that information was deleted by entering the show vtp counters privileged EXEC

command.
Related Commands ~ Command Description
show vtp Displays general information about the VTP management domain, status,

and counters.
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cluster commander-address

You do not need to enter this command from the switch stack or from a standal one cluster member switch.
The cluster command switch automatically providesits MAC address to cluster member switches when
these switches join the cluster. The cluster member switch adds this information and other cluster
information to itsrunning configuration file. Use the no form of thisglobal configuration command from
the cluster member switch console port to remove the switch from a cluster only during debugging or

recovery procedures.

cluster commander-address mac-address [member number name name]

no cluster commander-addr ess

Syntax Description

Defaults

Command Modes

mac-address MAC address of the cluster command switch.

member number (Optional) Number of a configured cluster member switch. TherangeisOto
15.

name name (Optional) Name of the configured cluster up to 31 characters.

The switch is not a member of any cluster.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

This command is available only on the cluster command switch stack or the cluster command switch.

A cluster member can have only one cluster command switch.

The cluster member switch retains the identity of the cluster command switch during a system reload by
using the mac-address parameter.

You can enter the no form on a cluster member switch to remove it from the cluster during debugging
or recovery procedures. You would normally use this command from the cluster member switch console
port only when the member has lost communication with the cluster command switch. With normal
switch configuration, we recommend that you remove cluster member switches only by entering the no
cluster member n global configuration command on the cluster command switch.

When a standby cluster command switch becomes active (becomes the cluster command switch), it
removes the cluster commander address line from its configuration.

[ 78-15165-02
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Examples Thisis partial sample output from the running configuration of a cluster member.

Swi t ch(config)# show runni ng-configuration
<out put truncated>
cluster commander - address 00e0. 9bc0. a500 nenber 4 nane ny_cl uster

<out put truncated>

This example shows how to remove a member from the cluster by using the cluster member console.

Switch # configure term nal
Enter configuration commands, one per line. End with CNTL/Z
Switch(config)# no cluster commuander-address

You can verify your settings by entering the show cluster privileged EXEC command.

Related Commands ~ Command Description
show cluster Displays the cluster status and a summary of the cluster to which the switch
belongs.

Catalyst 3750 Switch Command Reference
m. 78-15165-02 |



| Chapter2 Cisco I0S Commands

cluster discovery hop-count

cluster discovery hop-count

Usethecluster discovery hop-count global configuration command onthe switch stack or ontheacluster
command switch on the cluster command switch to set the hop-count limit for extended discovery of
candidate switches. Use the no form of this command to return to the default setting.

cluster discovery hop-count number

no cluster discovery hop-count

Syntax Description

Defaults

Command Modes

number Number of hops from the cluster edge that the cluster command switch limits
the discovery of candidates. Therangeis1to7.

The hop count is set to 3.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(11)AX This command was first introduced.

This command is available only on the cluster command switch stack or cluster command switch. This
command does not operate on cluster member switches.

If the hop count is set to 1, it disables extended discovery. The cluster command switch discovers only
candidates that are one hop from the edge of the cluster. The edge of the cluster is the point between the
last discovered cluster member switch and the first discovered candidate switch.

This example shows how to set hop count limit to 4. This command is executed on the cluster command
switch.

Switch(config)# cluster discovery hop-count 4

You can verify your setting by entering the show cluster privileged EXEC command.

Related Commands

Command Description

show cluster Displays the cluster status and a summary of the cluster to which the
switch belongs.

show cluster candidates  Displays alist of candidate switches.
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Catalyst 3750 Switch Command Reference



Chapter 2 Cisco I0S Commands |

W cluster enable

cluster enable

Usethe cluster enable global configuration command on a command-capable switch or switch stack to
enable it as the cluster command switch, assign a cluster name, and to optionally assign a member
number to it. Use the no form of the command to remove al members and to make the cluster command
switch a candidate switch.

cluster enable name [command-switch-member-number]

no cluster enable

Syntax Description name Name of the cluster up to 31 characters. Valid charactersinclude
only alphanumerics, dashes, and underscores.

command-switch-member-number  (Optional) Assign a member number to the cluster command
switch of the cluster. The rangeis 0 to 15.

Defaults The switch is not a cluster command switch.
No cluster name is defined.

The member number is 0 when the switch is the cluster command switch.

Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines Enter this command on any command-capable switch that is not part of any cluster. This command fails

if adeviceis already configured as a member of the cluster.

You must name the cluster when you enable the cluster command switch. If the switch is already
configured as the cluster command switch, this command changes the cluster nameif it isdifferent from
the previous cluster name.

Examples This example shows how to enable the cluster command switch, name the cluster, and set the cluster
command switch member number to 4.

Swi tch(config)# cluster enabl e Engineering-I1DF4 4

You can verify your setting by entering the show cluster privileged EXEC command on the cluster
command switch.
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Related Commands ~ Command Description
show cluster Displays the cluster status and a summary of the cluster to which the switch
belongs.
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cluster holdtime

Use the cluster holdtime global configuration command on the switch stack or on the a cluster command
switch to set the duration in seconds before a switch (either the command or cluster member switch)
declares the other switch down after not receiving heartbeat messages. Use the no form of this command
to set the duration to the default value.

cluster holdtime holdtime-in-secs

no cluster holdtime

Syntax Description hol dtime-in-secs Duration in seconds before a switch (either acommand or cluster member
switch) declares the other switch down. The range is 1 to 300 seconds.

Defaults The default holdtime is 80 seconds.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines Enter this command with the cluster timer global configuration command only on the cluster command

switch. The cluster command switch propagates the valuesto all its cluster members so that the setting
is consistent among all switches in the cluster.

The holdtime is typically set as a multiple of the interval timer (cluster timer). For example, it takes
(holdtime-in-secs divided by the interval-in-secs) number of heartbeat messages to be missed in arow
to declare a switch down.

Examples This example shows how to change the interval timer and the duration on the cluster command switch.

Switch(config)# cluster timer 3
Switch(config)# cluster holdtine 30

You can verify your settings by entering the show cluster privileged EXEC command.

Related Commands ~ Command Description
show cluster Displays the cluster status and a summary of the cluster to which the switch
belongs.
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cluster member

Use the cluster member global configuration command on the cluster command switch to add
candidates to a cluster. Use the no form of the command to remove members from the cluster.

cluster member [n] mac-address H.H.H [password enable-password] [vlan vian-id]

no cluster member n

Syntax Description

Defaults

Command Modes

n The number that identifies a cluster member. The range is 0 to 15.

mac-address H.H.H MAC address of the cluster member switch in hexadecimal format.

passwor d enable-password Enable password of the candidate switch. The password is not
required if there is no password on the candidate switch.

vlan vlan-id (Optional) VLAN ID through which the candidate is added to the

cluster by the cluster command switch. The range is 1 to 4094.

A newly enabled cluster command switch has no associated cluster members.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

Enter this command only on the cluster command switch to add a candidate to or remove a member from
the cluster. If you enter this command on a switch other than the cluster command switch, the switch
rejects the command and displays an error message.

You must enter amember number to remove aswitch from the cluster. However, you do not need to enter
amember number to add a switch to the cluster. The cluster command switch selects the next available
member number and assigns it to the switch that is joining the cluster.

You must enter the enable password of the candidate switch for authentication when it joins the cluster.
The password is not saved in the running or startup configuration. After a candidate switch becomes a
member of the cluster, its password becomes the same as the cluster command-switch password.

If aswitch does not have aconfigured host name, the cluster command switch appends a member number
to the cluster command-switch host hame and assigns it to the cluster member switch.

If you do not specify aVLAN ID, the cluster command switch automatically choosesaVLAN and adds
the candidate to the cluster.

[ 78-15165-02
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Examples This example shows how to add a switch as member 2 with MAC address 00EQ.1E00.2222 and the

password key to a cluster. The cluster command switch adds the candidate to the cluster through VLAN
3.

Swi tch(config)# cluster nenmber 2 mac-address 00EO. 1EQ0. 2222 password key vlan 3
This example shows how to add a switch with MA C address 00EO.1E00.3333 to the cluster. This switch

does not have a password. The cluster command switch selects the next available member number and
assigns it to the switch that is joining the cluster.

Swi tch(config)# cluster nenmber nac-address O0EO. 1E00. 3333

You can verify your settings by entering the show cluster member s privileged EXEC command on the
cluster command switch.

Related Commands ~ Command Description
show cluster Displays the cluster status and a summary of the cluster to which the
switch belongs.
show cluster candidates Displays alist of candidate switches.
show cluster members Displays information about the cluster members.
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cluster outside-interface

Use the cluster outside-interface global configuration command on the switch stack or on the a cluster
command switch to configure the outside interface for cluster Network Address Translation (NAT) so
that amember without an | P address can communicate with devices outside the cluster. Use the no form
of this command to return to the default setting.

cluster outside-inter face interface-id

no cluster outside-interface

Syntax Description

Defaults

Command Modes

interface-id Interface to serve as the outside interface. Valid interfaces include
physical interfaces, port-channels, or VLANSs. The port-channel
rangeis 1to 12. The VLAN rangeis 1 to 4094.

The default outside interface is automatically selected by the cluster command switch.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(11)AX This command was first introduced.

Enter this command only on the cluster command switch. If you enter this command on a cluster member
switch, an error message appears.

This example shows how to set the outside interfaceto VLAN 1:

Swi tch(config)# cluster outside-interface vlian 1

You can verify your setting by entering the show running-config privileged EXEC command.

Related Commands

Command Description

show running-config Displays the current operating configuration. For syntax information,
select the Cisco | OS Configuration Fundamentals Command
Referencefor Release 12.1 > Cisco | OS File M anagement Commands
> Configuration File Commands.

[ 78-15165-02
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cluster run

Usethe cluster run global configuration command to enable clustering on a switch. Use the no form of
this command to disable clustering on a switch.

cluster run

no cluster run

Syntax Description ~ This command has no arguments or keywords.

Defaults Clustering is enabled on all switches.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines When you enter the no cluster run command on a cluster command switch or cluster command switch
stack, the cluster command switch is disabled. Clustering is disabled, and the switch cannot become a
candidate switch.

When you enter the no cluster run command on a cluster member switch, it isremoved from the cluster.
Clustering is disabled, and the switch cannot become a candidate switch.

When you enter the no cluster run command on a switch that is not part of a cluster, clustering is
disabled on this switch. This switch cannot then become a candidate switch.

Examples This example shows how to disable clustering on the cluster command switch:

Swi tch(config)# no cluster run

You can verify your setting by entering the show cluster privileged EXEC command.

Related Commands ~ Command Description
show cluster Displays the cluster status and a summary of the cluster to which the switch
belongs.
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cluster standby-group

Use the cluster standby-group global configuration command to enable cluster command-switch
redundancy by binding the cluster to an existing Hot Standby Router Protocol (HSRP). Entering the
routing-redundancy keyword enables the same HSRP group to be used for cluster command-switch
redundancy and routing redundancy. Use the no form of this command to return to the default setting.

cluster standby-group HSRP-group-name [routing-redundancy]

no cluster standby-group

Syntax Description

Defaults

Command Modes

HSRP-group-name Name of the HSRP group that is bound to the cluster. The group name is
limited to 32 characters.

routing-redundancy (Optional) Enable the same HSRP standby group to be used for cluster
command-switch redundancy and routing redundancy.

The cluster is not bound to any HSRP group.

Global configuration

Command History

Usage Guidelines

Release Modification

12.1(11)AX This command was first introduced.

Enter this command only on the cluster command switch. If you enter it on a cluster member switch, an
error message appears.

The cluster command switch propagates the cluster-HSRP binding information to all cluster-HSRP
capable members. Each cluster member switch stores the binding information in its nonvolatile RAM
(NVRAM).

The HSRP group name must be a valid standby group; otherwise, the command exits with an error.

The same group name should be used on all members of the HSRP standby group that is to be bound to
the cluster. The same HSRP group name should also be used on all cluster-HSRP capable members for
the HSRP group that isto be bound. (When not binding a cluster to an HSRP group, you can use different
names on the cluster commander and the members.)

[ 78-15165-02
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Examples

This example shows how to bind the HSRP group named my_hsrp to the cluster. This command is
executed on the cluster command switch.

Swi tch(config)# cluster standby-group nmy_hsrp

This example shows how to use the same HSRP group named my_hsrp for routing redundancy and
cluster redundancy.

Swi tch(config)# cluster standby-group ny_hsrp routing-redundancy

This example shows the error message when this command is executed on a cluster command switch and
the specified HSRP standby group does not exist:

Swi tch(config)# cluster standby-group nmy_hsrp

YERROR: St andby (ny_hsrp) group does not exist

This example shows the error message when this command is executed on a cluster member switch:
Swi tch(config)# cluster standby-group ny_hsrp routing-redundancy

YERROR: This command runs on a cluster conmmand switch

You can verify your settings by entering the show cluster privileged EXEC command. The output shows
whether redundancy is enabled in the cluster.

Related Commands

Command Description

standby ip Enables HSRP on the interface. For syntax information, select Cisco | OSIP
and I P Routing Command Referencefor |10S Release 12.1 > |P
Addressing and Services > | P Services Commands.

show cluster Displays the cluster status and a summary of the cluster to which the switch
belongs.
show standby Displays standby group information. For syntax information, select Cisco

IOSIP and I P Routing Command Reference for |IOS Release 12.1 > |P
Addressing and Services > | P Services Commands.

Catalyst 3750 Switch Command Reference
m. 78-15165-02 |



| Chapter2 Cisco I0S Commands

cluster timer

cluster timer

Use the cluster timer global configuration command on the switch stack or on the a cluster command
switch to set the interval in seconds between heartbeat messages. Use the no form of this command to
set the interval to the default value.

cluster timer interval-in-secs

no cluster timer

Syntax Description

Defaults

Command Modes

interval-in-secs Interval in seconds between heartbeat messages. The range is 1 to 300
seconds.

Theinterval is 8 seconds.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.1(11)AX This command was first introduced.

Enter this command with the cluster holdtime global configuration command only on the cluster
command switch. The cluster command switch propagates the values to al its cluster members so that
the setting is consistent among all switches in the cluster.

The holdtime istypically set as a multiple of the heartbeat interval timer (cluster timer). For example,
it takes (holdtime-in-secs divided by the interval-in-secs) number of heartbeat messages to be missed in
arow to declare a switch down.

This example shows how to change the heartbeat interval timer and the duration on the cluster command
switch:

Switch(config)# cluster timer 3
Switch(config)# cluster holdtine 30

You can verify your settings by entering the show cluster privileged EXEC command.

Related Commands

Command Description
show cluster Displays the cluster status and a summary of the cluster to which the switch
belongs.

[ 78-15165-02
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define interface-range

Use the define interface-range global configuration command on the switch stack or on a standalone
switch to create an interface-range macro. Use the no form of this command to del ete the defined macro.

define inter face-range macro-name interface-range

no define interface-range macro-name interface-range

Syntax Description macro-name Name of the interface-range macro; up to 32 characters.
interface-range Interface range; for valid values for interface ranges, see “Usage Guidelines.”
Defaults This command has no default setting.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The macro name is a 32-character maximum character string.
A macro can contain up to five ranges.

All interfacesin arange must be the sametype; that is, all Fast Ethernet ports, all Gigabit Ethernet ports,
all EtherChannel ports, or all VLANS, but you can combine multiple interface types in a macro.

When entering the interface-range, use this format:
» type{first-interface} - {last-interface}

« You must add a space between the first interface number and the hyphen when entering an
interface-range. For example, gigabitethernet1/0/1 -5is avalid range; gigabitethernet1/0/1-5is
not avalid range.

Valid values for type and interface:
« vlan vlan-id, where vian-id is from 1 to 4094

VLAN interfaces must have been configured with the interface vlan command (the show
running-config privileged EXEC command displays the configured VLAN interfaces). VLAN
interfaces not displayed by the show running-config command cannot be used in interface-ranges.

» port-channel port-channel-number, where port-channel-number is from 1 to 12
- fastethernet stack member/modul e/{first port} - {last port}
» gigabitethernet stack member/module/{first port} - {last port}
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For physical interfaces:

» stack member isthe number used to identify the switch within the stack. The number ranges from 1
to 9 and is assigned to the switch the first time the stack member initializes.

e moduleisaways0

» therangeistype stack member/0/number - number (for example, gigabitethernet 1/0/1 - 2)
When you define arange, you must enter a space before the hyphen (-), for example:
gigabitethernet1/0/1 - 2

You can also enter multiple ranges. When you define multiple ranges, you must enter a space after the
first entry before the comma (,). The space after the comma is optional, for example:

fastethernet1/0/3 ,gigabitethernet1/0/1 - 2
fastethernet1/0/3 -4 , gigabitethernet1/0/1 - 2

Examples This example shows how to create a multiple-interface macro:

Swi tch(config)# define interface-range macrol gi gabitethernet1/0/1 -2 ,
gi gabi tethernet1/0/5

Related Commands ~ Command Description
interface range Executes a command on multiple ports at the same time.
show running-config Displays the current operating configuration, including defined

macros. For syntax information, select Cisco |OS Configuration
Fundamentals Command Reference for Release 12.1 > Cisco |0S
File Management Commands > Configuration File Commands.
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delete

Use the delete privileged EXEC command on the switch stack or on a standalone switch to delete afile
or directory on the Flash memory device.

delete [/force] [/recursive] filesystem:/file-url

Syntax Description [force (Optional) Suppress the prompt that confirms the deletion.

[recursive (Optional) Delete the named directory and all subdirectories and the files
contained in it.

filesystem: Alias for a Flash file system.
The syntax for the local Flash file system on the stack member or the stack master:
flash:
From the stack master, the syntax for the local Flash file system on a stack
member:

flash member number:

ffile-url The path (directory) and filename to delete.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines If you use the /for ce keyword, you are prompted once at the beginning of the deletion processto confirm
the deletion.

If you use the /r ecur sive keyword without the /for ce keyword, you are prompted to confirm the del etion
of every file.

The prompting behavior depends on the setting of the file prompt global configuration command. By
default, the switch prompts for confirmation on destructive file operations. For more information about
this command, refer to the Cisco |OS Command Reference for Release 12.1.

Examples This example shows how to remove the directory that contains the old software image after a successful
download of a new image:

Switch# delete /force /recursive flash:/old-inmge

You can verify that the directory was removed by entering the dir filesystem: privileged EXEC
command.
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Related Commands ~ Command Description
archive download-sw  Downloads a new image to the switch and overwrites or keeps the existing
image.
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deny

Use the deny MAC access list configuration command on the switch stack or on a standalone switch to
prevent non-IP traffic from being forwarded if the conditions are matched. Use the no form of this
command to remove a deny condition from the named MAC access list.

{deny | permit} {any | host src-MAC-addr | src-MAC-addr mask} {any | host dst-MAC-addr |
dst-MAC-addr mask} [type mask | aarp | amber | cos cos | dec-spanning | decnet-iv |
diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | Isap Isap mask |[mop-console |
mop-dump | msdos | mumps | netbios | vines-echo | vines-ip | xns-idp]

no {deny | permit} {any | host src-MAC-addr | src-MAC-addr mask} {any | host dst-MAC-addr |
dst-MAC-addr mask} [type mask | aarp | amber | cos cos | dec-spanning | decnet-iv |
diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | Isap Isap mask | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo | vines-ip | xns-idp]

Syntax Description any Keyword to specify to deny any source or destination MAC address.
host src MAC-addr | Define a host MAC address and optional subnet mask. If the source
src-MAC-addr mask address for a packet matches the defined address, non-IP traffic from that

address is denied.
host dst-MAC-addr | Define a destination MAC address and optional subnet mask. If the
dst-MAC-addr mask destination address for a packet matches the defined address, non-1P
traffic to that address is denied.
type mask (Optional) Use the Ethertype number of a packet with Ethernet Il or

SNAP encapsulation to identify the protocol of the packet.
The typeis 0 to 65535, specified in hexadecimal.

The mask is a mask of don't care bits applied to the Ethertype before
testing for a match.

aarp (Optional) Select Ethertype AppleTak Address Resolution Protocol that
maps a data-link address to a network address.

amber (Optional) Select EtherType DEC-Amber.

COS C0S (Optional) Select a class of service (CoS) number from 0 to 7 to set

priority. Filtering on CoS can be performed only in hardware. A warning
message reminds the user if the cos option is configured.

dec-spanning (Optional) Select EtherType Digital Equipment Corporation (DEC)
spanning tree.

decnet-iv (Optional) Select EtherType DECnet Phase |V protocol.

diagnostic (Optional) Select EtherType DEC-Diagnostic.

dsm (Optional) Select EtherType DEC-DSM.

etype-6000 (Optional) Select EtherType 0x6000.

etype-8042 (Optional) Select EtherType 0x8042.

lat (Optional) Select EtherType DEC-LAT.

lavc-sca (Optional) Select EtherType DEC-LAV C-SCA.
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Note

Defaults

Command Modes

deny H

Isap Isap-number mask (Optional) Use the LSAP number (0 to 65535) of a packet with 802.2

encapsulation to identify the protocol of the packet.

mask is a mask of don't care bits applied to the LSAP number before
testing for a match.

(Optional) Select EtherType DEC-MOP Remote Console.

mop-console

mop-dump (Optional) Select EtherType DEC-MOP Dump.

msdos (Optional) Select EtherType DEC-MSDOS.

mumps (Optional) Select EtherType DEC-MUMPS.

netbios (Optional) Select EtherType DEC- Network Basic Input/Output System
(NETBIOS).

vines-echo (Optional) Select EtherType Virtual Integrated Network Service (VINES)
Echo from Banyan Systems.

vines-ip (Optional) Select EtherType VINES IP.

xns-idp (Optional) Select EtherType Xerox Network Systems (XNS) protocol

suite (0 to 65535), an arbitrary Ethertype in decimal, hexadecimal, or
octal.

Though visible in the command-line help strings, appletalk is not supported as a matching condition.

To filter IPX traffic, you use the type mask or Isap Isap mask keywords, depending on the type of 1PX
encapsulation being used. Filter criteriafor |PX encapsulation types as specified in Novell terminology
and Cisco 10S terminology are listed in Table 2-4.

Table 2-4  IPX Filtering Criteria

IPX Encapsulation Type
Cisco 10S Name Novel Name Filter Criterion
arpa Ethernet 11 Ethertype 0x8137
shap Ethernet-snap Ethertype 0x8137
sap Ethernet 802.2 L SAP OXEOEQ
novell-ether Ethernet 802.3 L SAP OxFFFF

This command has no defaults. However; the default action for aMAC-named ACL isto deny.

MAC-access list configuration

Command History

Release Modification

12.1(11)AX This command was first introduced.

[ 78-15165-02
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Usage Guidelines You enter MAC-access list configuration mode by using the mac access-list extended global
configuration command.

If you use the host keyword, you cannot enter an address mask; if you do not use the host keyword, you
must enter an address mask.

When an access control entry (ACE) is added to an access control list, an implied deny-any-any
condition exists at the end of thelist. That is, if there are no matches, the packets are denied. However,
before the first ACE is added, the list permits all packets.

Note  For moreinformation about named MAC extended accesslists, refer to the software configuration guide
for this release.

Examples This example shows how to define the named MAC extended access list to deny NETBIOS traffic from
any source to MAC address 00c0.00a0.03fa. Traffic matching thislist is denied.

Swi tch(config-ext-macl)# deny any host 00c0.00a0. 03fa net bi os.

This example shows how to remove the deny condition from the named MAC extended access list:
Switch(config-ext-macl)# no deny any 00c0. 00a0. 03fa 0000. 0000. 0000 net bi os.

This example denies all packets with Ethertype 0x4321.:
Swi tch(config-ext-nmacl)# deny any any 0x4321 0

You can verify your settings by entering the show access-lists privileged EXEC command.

Related Commands ~ Command Description
mac access-list extended Creates an access list based on MAC addresses for non-1P traffic.
permit Permits non-IP traffic to be forwarded if conditions are matched.
show access-lists Displays access control lists configured on a switch.
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dotlx default

Syntax Description

Defaults

Command Modes

Use the dot1x default interface configuration command on the switch stack or on a standalone switch
to reset the configurable 802.1X parameters to their default values.

dotlx default

This command has no arguments or keywords.

These are the default values:
» The per-interface 802.1X protocol enable state is disabled (force-authorized).
» The number of seconds between re-authentication attempts is 3600 seconds.
» The periodic re-authentication is disabled.
- The quiet period is 60 seconds.
« Theretransmission time is 30 seconds.
« The maximum retransmission number is 2 times.
e The host mode is single host.
- The client timeout period is 30 seconds.

» The authentication server timeout period is 30 seconds.

Interface configuration

Command History

Examples

Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL This command was changed to the interface configuration mode.

This example shows how to reset the configurable 802.1X parameters on an interface:
Swi tch(config-if)# dotilx default

You can verify your settings by entering the show dot1x [interface interface-id] privileged EXEC
command.

Related Commands

Command Description
show dot1x [interface interface-id] Displays 802.1X status for the specified interface.

[ 78-15165-02
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dotlx guest-vlan

Usethedot1x guest-vlan interface configuration command on the switch stack or on astandal one switch
to specify an active VLAN as an 802.1X guest VLAN. Use the no form of this command to return to the
default setting.

dot1x guest-vlan vian-id

no dot1x guest-vlian

Syntax Description vlan-id Specify an active VLAN as an 802.1X guest VLAN. Therangeis 1 to 4094.
Defaults No guest VLAN is configured.
Command Modes Interface configuration
Command History Release Modification
12.1(14)EAL This command was first introduced.

Usage Guidelines When you configure a guest VLAN, clients that are not 802.1X-capable are put into the guest VLAN
when the server does not receive a response to its Extensible Authentication Protocol over LAN
(EAPOL) request/identity frame. Clients that are 802.1X-capable but fail authentication are not granted
access to the network.

Guest VLANSs are supported on 802.1X portsin single-host mode and multiple-hosts mode.

You can configure any active VLAN except an RSPAN VLAN or avoice VLAN as an 802.1X guest
VLAN. The guest VLAN feature is not supported on internal VLANS (routed ports) or trunk ports; it is
supported only on access ports.

Examples This example shows how to specify VLAN 5 as an 802.1X guest VLAN:
Switch(config-if)# dotlx guest-vlian 5

You can verify your settings by entering the show dot1x [inter face interface-id] privileged EXEC
command.

Related Commands ~ Command Description
show dot1x [interface interface-id] Displays 802.1X status for the specified interface.
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dotlx host-mode

Use the dot1x host-mode interface configuration command on the switch stack or on a standalone
switch to allow a single host (client) or multiple hosts on an 802.1X-authorized port that has the dot1x
port-control interface configuration command set to auto. Use the no form of this command to return
to the default setting.

dot1x host-mode { multi-host | single-host}

no dot1x host-mode [multi-host | single-host]

Syntax Description

Defaults

Command Modes

multi-host Enable multiple-hosts mode on the switch.
single-host Enable single-host mode on the switch.

The default is single-host mode.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

12.1(14)EAL This command was first introduced. It replaces the dot1x multiple-hosts
interface configuration command.

Use this command to limit an 802.1X-enabled port to a single client or to attach multiple clients to an
802.1X-enabled port. In multiple-hosts mode, only one of the attached hosts must be successfully
authorized for all hosts to be granted network access. If the port becomes unauthorized
(re-authentication fails or an Extensible Authentication Protocol over LAN [EAPOL]-logoff messageis
received), all attached clients are denied access to the network.

Before entering this command, make sure that the dot1x port-control interface configuration command
is set to auto for the specified interface.

This example shows how to enable 802.1X globally, enable 802.1X on Gigabit Ethernet interface 0/1 on
stack member 2, and enable multiple-hosts mode:

Swi t ch(config)# dot1x system auth-control

Switch(config)# interface gigabitethernet2/0/1

Switch(config-if)# dotlx port-control auto
Swi tch(config-if)# dotlx host-nopde multi-host

You can verify your settings by entering the show dot1x [interface interface-id] privileged EXEC
command.

[ 78-15165-02
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Related Commands ~ Command Description

show dot1x [interface interface-id] Displays 802.1X status for the specified interface.
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dotlx initialize

Use the dot1x initialize privileged EXEC command on the switch stack or on a standalone switch to
manually return the specified 802.1X-enabled interface to an unauthorized state before initiating a new
authentication session on the interface.

dotlx initialize interface interface-id

Syntax Description

Defaults

inter face interface-id Interface to be initialized.

There is no default setting.

Command Modes Privileged EXEC
Command History Release Modification
12.1(14)EAL This command was first introduced.

Usage Guidelines

Examples

Use this command to initialize the 802.1X state machines and to set up a fresh environment for
authentication. After you enter this command, the port status becomes unauthorized.

There is no no form of this command.

This example shows how to manually initialize Gigabit Ethernet interface 0/3 on stack member 2:

Switch# dotlx initialize interface gigabitethernet2/0/3

You can verify the unauthorized port status by entering the show dot1x [interface interface-id]
privileged EXEC command.

Related Commands

Command Description

show dot1x [interface Displays 802.1X status for the specified interface.
interface-id]

[ 78-15165-02
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dotlx max-req

Use the dot1x max-r eq interface configuration command on the switch stack or on a standalone switch
to set the maximum number of times that the switch sends an Extensible Authentication Protocol
(EAP)-request/identity frame (assuming that no response is received) to the client before restarting the
authentication process. Use the no form of this command to return to the default setting.

dot1x max-req count

no dot1x max-req

Syntax Description count Number of times that the switch sends an EAP-request/identity frame before
restarting the authentication process. The rangeis 1 to 10.

Defaults The default is 2 times.
Command Modes Interface configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL This command was changed to the interface configuration mode.

Usage Guidelines You should change the default value of this command only to adjust for unusual circumstances such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

Examples This example shows how to set 5 as the number of times that the switch sends an EAP-request/identity
frame before restarting the authentication process:

Switch(config-if)# dotlx max-req 5

You can verify your settings by entering the show dot1x [interface interface-id] privileged EXEC

command.
Related Commands ~ Command Description
dot1x timeout tx-period Sets the number of seconds that the switch waits for a response to an
EAP-request/identity frame from the client before resending the
request.
show dot1x [interface Displays 802.1X status for the specified interface.

interface-id]
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dotlx multiple-hosts

dotix multiple-hosts

This is an obsolete command.

In past releases, the dot1x multiple-hosts interface configuration command was used on the switch
stack or on a standal one switch to allow multiple hosts (clients) on an 802.1X-authorized port.

Command History Release

Modification

12.1(11)AX

This command was first introduced.

12.1(14)EA1L

Thedot1x multiple-hostsinterface configuration command was replaced by
the dot1x host-mode interface configuration command.

Related Commands Command

Description

dot1x host-mode

Sets the 802.1X host mode on an interface.

show dot1x

Displays 802.1X statistics, administrative status, and operational status for
the switch or for the specified interface.

[ 78-15165-02
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dotlx port-control

Use the dot1x port-control interface configuration command on the switch stack or on a standalone
switch to enable manual control of the authorization state of the port. Use the no form of this command
to return to the default setting.

dot1x port-control {auto | force-authorized | force-unauthorized}

no dot1x port-control

Syntax Description auto Enable 802.1X authentication on the interface and cause the port to transition
to the authorized or unauthorized state based on the 802.1X authentication
exchange between the switch and the client.

force-authorized Disable 802.1X authentication on the interface and cause the port to transition
to the authorized state without any authentication exchange required. The port
sends and receives normal traffic without 802.1X-based authentication of the
client.

force-unauthorized Deny all access through this interface by forcing the port to transition to the
unauthorized state, ignoring all attempts by the client to authenticate. The
switch cannot provide authentication servicesto the client through the interface.

Defaults The default is force-authorized.
Command Modes Interface configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines You must globally enable 802.1X on the switch by using the dot1x system-auth-control global
configuration command before enabling 802.1X on a specific interface.

The 802.1X protocol is supported on Layer 2 static-access ports, voice VLAN ports, and Layer 3 routed
ports.

You can use the auto keyword only if the port is not configured as one of these:

e Trunk port—If you try to enable 802.1X on atrunk port, an error message appears, and 802.1X is
not enabled. If you try to change the mode of an 802.1X-enabled port to trunk, an error message
appears, and the port mode is not changed.

» Dynamic ports—A port in dynamic mode can negotiate with its neighbor to become atrunk port. If
you try to enable 802.1X on a dynamic port, an error message appears, and 802.1X is not enabled.
If you try to change the mode of an 802.1X-enabled port to dynamic, an error message appears, and
the port mode is not changed.
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Examples

dotix port-control 1l

» Dynamic-access ports—If you try to enable 802.1X on a dynamic-access (VLAN Query Protocol
[VQP]) port, an error message appears, and 802.1X is not enabled. If you try to change an
802.1X-enabled port to dynamic VLAN assignment, an error message appears, and the VLAN
configuration is not changed.

» EtherChannel port—Before enabling 802.1X on the port, you must first remove it from the
EtherChannel. If you try to enable 802.1X on an EtherChannel or on an active port in an
EtherChannel, an error message appears, and 802.1X is not enabled. If you enable 802.1X on a
not-yet active port of an EtherChannel, the port does not join the EtherChannel.

» Switched Port Analyzer (SPAN) and Remote SPAN (RSPAN) destination ports—You can enable
802.1X on aport that isa SPAN or RSPAN destination port. However, 802.1X is disabled until the
port is removed as a SPAN or RSPAN destination. You can enable 802.1X on a SPAN or RSPAN
source port.

To globally disable 802.1X on the switch, use the no dot1x system-auth-control global configuration
command. To disable 802.1X on a specific interface, use the no dot1x port-control interface
configuration command.

This example shows how to enable 802.1X on Fast Ethernet interface 0/1 on stack member 2:
Switch(config)# interface fastethernet2/0/1
Switch(config-if)# dotlx port-control auto

You can verify your settings by entering the show dot1x [inter face interface-id] privileged EXEC
command.

Related Commands

Command Description

show dot1x [interface interface-id] Displays 802.1X status for the specified interface.

[ 78-15165-02
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dotlx re-authenticate

Usethe dot1x re-authenticate privileged EXEC command on the switch stack or on a standal one switch
to manually initiate a re-authentication of all 802.1X-enabled ports or the specified 802.1X -enabled port.

dotlx re-authenticate interface interface-id

Syntax Description interface interface-id Stack switch number, module, and port number of the interface to
re-authenticate.

Defaults There is no default setting.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines You can use this command to re-authenticate a client without waiting for the configured number of

seconds between re-authentication attempts (re-authperiod) and automatic re-authentication.

Examples This example shows how to manually re-authenticate the device connected to Fast Ethernet interface 0/1
on stack member 2:

Switch# dot1lx re-authenticate interface fastethernet2/0/1
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dotlx re-authentication

dotlx re-authentication

This is an obsolete command.

In past releases, the dot1x re-authentication global configuration command was used on the switch
stack or on a standal one switch to set the amount of time between periodic re-authentication attempts.

Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The dot1x reauthentication interface configuration command replaced the

dot1x re-authentication global configuration command.

Related Commands ~ Command Description
dot1x reauthentication Sets the number of seconds between re-authentication attempts.
show dot1x Displays 802.1X statistics, administrative status, and operational

status for the switch or for the specified interface.
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dotlx reauthentication

Usethe dot1x reauthentication interface configuration command on the switch stack or on astandal one
switch to enable periodic re-authentication of the client. Use the no form of this command to return to
the default setting.

dotlx reauthentication

no dot1x reauthentication

Syntax Description ~ This command has no arguments or keywords.

Defaults Periodic re-authentication is disabled.
Command Modes Interface configuration
Command History Release Modification
12.1(14)EAL This command was first introduced. It replaces the dot1x re-authentication

global configuration command (with the hyphen).

Usage Guidelines You configure the amount of time between periodic re-authentication attempts by using the dot1x
timeout reauth-period interface configuration command.

Examples This example shows how to disable periodic re-authentication of the client:
Switch(config-if)# no dotlx reauthentication
This example shows how to enabl e periodic re-authentication and to set the number of seconds between
re-authentication attempts to 4000 seconds;
Switch(config-if)# dotlx reauthentication
Swi tch(config-if)# dotlx tinmeout reauth-period 4000

You can verify your settings by entering the show dot1x [interface interface-id] privileged EXEC
command.

Related Commands ~ Command Description

dot1x timeout reauth-period Sets the number of seconds between re-authentication attempts.

show dot1x [interface Displays 802.1X status for the specified interface.
interface-id]
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dotlx system-auth-control

dotlx system-auth-control

Syntax Description

Defaults

Command Modes

Use the dot1x system-auth-control global configuration command on the switch stack or on a
standalone switch to globally enable 802.1X. Use the no form of this command to return to the default
setting.

dot1x system-auth-control

no dot1x system-auth-control

This command has no arguments or keywords.

802.1X isdisabled.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(14)EAL This command was first introduced.

You must enable authentication, authorization, and accounting (AAA) and specify the authentication
method list before globally enabling 802.1X. A method list describes the sequence and authentication
methods to be queried to authenticate a user.

This example shows how to globally enable 802.1X on a switch:
Switch(config)# dot 1x system aut h-control

You can verify your settings by entering the show dot1x [interface interface-id] privileged EXEC
command.

Related Commands

Command Description
dot1x port-control Enables manual control of the authorization state of the port.
show dot1x [interface Displays 802.1X status for the specified interface.

interface-id]

[ 78-15165-02
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dotlx timeout

Use the dot1x timeout interface configuration command on the switch stack or on a standalone switch
to set 802.1X timers. Use the no form of this command to return to the default setting.

dot1x timeout {quiet-period seconds | reauth-period seconds | server-timeout seconds |
supp-timeout seconds | tx-period seconds}

no dot1x timeout {quiet-period | reauth-period | server-timeout | supp-timeout | tx-period}

Syntax Description quiet-period seconds Number of seconds that the switch remainsin the quiet state following a
failed authentication exchange with the client. Therangeis 1 to 65535.

reauth-period seconds Number of seconds between re-authentication attempts. Therangeis 1 to
65535.

server-timeout seconds  Number of seconds that the switch waits for the retransmission of packets
by the switch to the authentication server. The rangeis 1 to 65535.

supp-timeout seconds Number of seconds that the switch waits for the retransmission of packets
by the switch to the 802.1X client. The range is 1 to 65535.

tx-period seconds Number of seconds that the switch waits for a response to an
EAP-request/identity frame from the client before retransmitting the
request. Therangeis 1 to 65535.

Defaults These are the default settings:
reauth-period is 3600 seconds.
quiet-period is 60 seconds.
tx-period is 30 seconds.
supp-timeout is 30 seconds.

server-timeout is 30 seconds.

Command Modes Interface configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The supp-timeout and server-timeout keywords were added, and the

command was changed to the interface configuration mode.
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Usage Guidelines

Examples

dotix timeout

You should change the default value of this command only to adjust for unusual circumstances such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

The dot1x timeout reauth-period interface configuration command affects the behavior of the switch
only if you have enabled periodic re-authentication by using the dot1x reauthentication interface
configuration command.

During the quiet period, the switch does not accept or initiate any authentication requests. If you want
to provide a faster response time to the user, enter a smaller number than the default.

This example shows how to enable periodic re-authentication and to set 4000 as the number of seconds
between re-authentication attempts:

Switch(config-if)# dotlx reauthentication
Swi tch(config-if)# dotlx tinmeout reauth-period 4000

This example shows how to set 30 seconds as the quiet time on the switch:

Swi tch(config-if)# dotlx tinmeout quiet-period 30

This example shows how to set 25 seconds as the switch-to-authentication server retransmission time:
Switch(config)# dot1lx tineout server-tinmeout 25

This example shows how to set 25 seconds as the switch-to-client retransmission time for the EAP
request frame:

Switch(config-if)# dotlx tineout supp-tineout 25

This example shows how to set 60 as the number of seconds to wait for a response to an
EAP-request/identity frame from the client before re-transmitting the request:

Switch(config-if)# dotlx tineout tx-period 60

You can verify your settings by entering the show dot1x privileged EXEC command.

Related Commands

Command Description

dot1x max-req Sets the maximum number of times that the switch sends an
EAP-request/identity frame before restarting the authentication process.

dotlx reauthentication  Enables periodic re-authentication of the client.
show dot1x Displays 802.1X status for all interfaces.

[ 78-15165-02

Catalyst 3750 Switch Command Reference



Chapter 2 Cisco I0S Commands |

W duplex

duplex

Usethe duplex interface configuration command on the switch stack or on a standal one switch to specify
the duplex mode of operation for Fast Ethernet and Gigabit Ethernet ports. Use the no form of this
command to return the port to its default value.

duplex {auto | full | half}

no duplex
Syntax Description auto Enable automatic duplex configuration; port automatically detects whether it
should run in full- or half-duplex mode, depending on the attached device mode.
full Enable full-duplex mode.
half Enable half-duplex mode (for Fast Ethernet ports only).

Defaults

Command Modes

The default is auto.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

This command is not available on small form-factor pluggable (SFP) module ports unless a
1000BASE-T SFP moduleisin the port. All other SFP modules operate only in full-duplex mode.

Certain ports can be configured to be either full duplex or half duplex. Applicability of this command
depends on the device to which the switch is attached.

For Fast Ethernet ports, setting the port to auto has the same effect as specifying half if the attached
device does not autonegotiate the duplex parameter.

For Gigabit Ethernet ports, setting the port to auto has the same effect as specifying full if the attached
device does not autonegotiate the duplex parameter.

You cannot configure duplex mode on SFP module interfaces. However, when a 1000BASE-T SFP
module is in the SFP module port, you can configure duplex mode to auto or full.

If both ends of the line support autonegotiation, we highly recommend using the default autonegotiation
settings. If oneinterface supports autonegotiation and the other end does not, configure duplex and speed
on both interfaces; do use the auto setting on the supported side.
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A

duplex W

If the speed is set to auto, the switch negotiates with the device at the other end of the link for the speed
setting and then forces the speed setting to the negotiated value. The duplex setting remains as
configured on each end of the link, which could result in a duplex setting mismatch.

For 10/100/1000 Mbps ports, if both the speed and duplex are set to specific values, autonegotiation is
disabled.

For 10/100 Mbps ports, if both speed and duplex are set to specific values, the link operates at the
negotiated speed and duplex value.

Caution

N

Note

Examples

Changing the interface speed and duplex mode configuration might shut down and reenable theinterface
during the reconfiguration.

For guidelines on setting the switch speed and duplex parameters, refer to the software configuration
guide for this release.

This example shows how to configure an interface for full duplex operation:

Switch(config)# interface gigabitethernetl/0/1
Swi tch(config-if)# duplex full

You can verify your setting by entering the show interfaces privileged EXEC command.

Related Commands

Command Description
show interfaces Displays the interface settings on the switch.
speed Sets the speed on a 10/100 or 10/100/1000 Mbps interface.

[ 78-15165-02
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errdisable detect cause

Use the errdisable detect cause global configuration command on the switch stack or on a standalone
switch to enable error disable detection for a specific cause or all causes. Use the no form of this
command to disable the error disable detection feature.

errdisable detect cause{all | dtp-flap | gbic-invalid | link-flap | loopback | pagp-flap}

no errdisable detect cause {all | dtp-flap | gbic-invalid | link-flap | pagp-flap}

Syntax Description all Enable error detection for all error-disable cases.
dtp-flap Enable error detection for the Dynamic Trunking Protocol (DTP) flapping.
gbic-invalid Enable error detection for an invalid GBIC.

Note  Onthe Catalyst 3750 switch, this error refersto aninvalid small form-factor
pluggable (SFP) module interface cause.

link-flap Enable error detection for link-state flapping.

loopback Enable error detection for detected |oopbacks.

pagp-flap Enable error detection for the Port Aggregation Protocol (PAgP) flap-error disable
cause.

Note  Though visible in the command-line help strings, the dhcp-rate-limit keyword is not supported.

Defaults Detection is enabled for all causes.
Command Modes Global configuration
Command History Release Maodification
12.1(11)AX This command was first introduced.

Usage Guidelines A cause (dtp-flap, gbic-invalid, link-flap, loopback, and pagp-flap) is the reason why the
error-disabled state occurred. When a cause is detected on an interface, the interface is placed in an
error-disabled state, an operational state similar to link-down state.

If you set arecovery mechanism for the cause by entering the errdisable recovery global configuration
command for the cause, the interface is brought out of the error-disabled state and allowed to retry the
operation when all causes have timed out. If you do not set arecovery mechanism, you must enter the
shutdown and then the no shutdown commands to manually recover an interface from the
error-disabled state.
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errdisable detect cause

Examples This example shows how to enable error disable detection for the link-flap error-disable cause:

Swi tch(config)# errdi sabl e detect cause link-flap

You can verify your setting by entering the show errdisable detect privileged EXEC command.

Related Commands ~ Command Description
show errdisable detect Displays errdisable detection information.
show interfaces status err-disabled Displays interface status or alist of interfacesin the

error-disabled state.

Catalyst 3750 Switch Command Reference
[ 78-15165-02 .m



Chapter 2 Cisco I0S Commands |

M errdisable recovery

errdisable recovery

Usethe errdisable recovery global configuration command on the switch stack or on a standalone
switch to configure the recover mechanism variables. Use the no form of this command to return to the
default setting.

errdisable recovery { cause{all | bpduguard | dtp-flap | gbic-invalid | link-flap | loopback |
pagp-flap | psecure-violation | security-violation |udld | vmps} | {interval interval}

no errdisable recovery {cause{all | bpduguard | dtp-flap | gbic-invalid | link-flap | loopback |
pagp-flap | psecure-violation | security-violation | udld | vmps} | {interval interval}

Syntax Description

cause Enable error disable to recover from a specific cause.

all Enable the timer to recover from all error-disable causes.

bpduguard Enable the timer to recover from the bridge protocol data unit (BPDU) guard
error-disable state.

dtp-flap Enable the timer to recover from the Dynamic Trunking Protocol (DTP) flap
error-disable state.

gbic-invalid Enable the timer to recover from an invalid GBIC error-disable state.
Note  On the Catalyst 3750 switch, this error refersto an invalid small

form-factor pluggable (SFP) interface state.

link-flap Enable the timer to recover from the link-flap error-disable state.

loopback Enable the timer to recover from aloopback error-disable state.

pagp-flap Enable the timer to recover from the Port Aggregation Protocol (PAgP)-flap

error-disable state.

psecure-violation

Enable the timer to recover from a port security violation disable state.

security-violation

Enable the timer to recover from an 802.1X violation disable state

udld Enable the timer to recover from the UniDirectional Link Detection (UDLD)
error-disable state.

Enable the timer to recover from the VLAN Membership Policy Server
(VMPS) error-disable state.

Specify the time to recover from the specified error-disable state. The range
is 30 to 86400 seconds. The same interval isapplied to all causes. The default
interval is 300 seconds.

vmps

interval interval

Note  Theerrdisablerecovery timer isinitialized at arandom differential from
the configured interval value. The difference between the actual timeout
value and the configured value can be up to 15 percent of the configured
interval.

S

Note  Though visible in the command-line help strings, the dhcp-rate-limit, unicast-flood, and
channel-misconfig keywords are not supported.

Defaults Recovery is disabled for all causes.
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errdisable recovery

The default recovery interval is 300 seconds.

Command Modes Global configuration

Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The security-violation keyword was added.

Usage Guidelines A cause (bpduguard, dtp-flap, gbic-invalid, link-flap, loopback, pagp-flap, psecure-violation,
security-violation, udld, vmps) is defined as the reason why the error-disabled state occurred. When a
cause is detected on an interface, the interface is placed in error-disabled state, an operational state
similar to link-down state. If you do not enable errdisable recovery for the cause, the interface staysin
error-disabled state until you enter a shutdown and no shutdown interface configuration command. If
you enable the recovery for a cause, the interface is brought out of the error-disabled state and allowed
to retry the operation again when all the causes have timed out.

Otherwise, you must enter the shutdown then no shutdown commandsto manually recover an interface
from the error-disabled state.

Examples This example shows how to enable the recovery timer for the BPDU guard error-disable cause:

Swi tch(config)# errdi sabl e recovery cause bpduguard

This example shows how to set the timer to 500 seconds:

Swi tch(config)# errdi sable recovery interval 500

You can verify your settings by entering the show errdisable recovery privileged EXEC command.

Related Commands ~ Command Description
show errdisable recovery Displays errdisable recovery timer information.
show interfaces status Displays interface status or alist of interfaces in error-disabled
err-disabled state.
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flowcontrol

Note

Use the flowcontrol interface configuration command on the switch stack or on a standal one switch to
set thereceive flow-control statefor an interface. When flow control send is operable and onfor adevice
and it detects any congestion at itsend, it notifies the link partner or the remote device of the congestion
by sending a pause frame. When flow control receiveison for adevice and it receives a pause frame, it
stops sending any data packets. This prevents any loss of data packets during the congestion period.

Use the receive off keywords to disable flow control.

flowcontrol receive {desired | off | on}

The Catalyst 3750 switch can only receive pause frames.

Syntax Description

Defaults

Command Modes

receive Sets whether the interface can receive flow-control packets from a remote device.

desired Allows an interface to operate with an attached device that is required to send
flow-control packets or with an attached device that is not required to but can send
flow-control packets.

off Turns off an attached device's ability to send flow-control packets to an interface.

on Allows an interface to operate with an attached device that is required to send
flow-control packets or with an attached device that is not required to but can send
flow-control packets.

The default is flowcontrol receive off.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

The switch does not support sending flow-control pause frames.
Note that the on and desired keywords have the same result.

When you use the flowcontrol command to set a port to control traffic rates during congestion, you are
setting flow control on a port to one of these conditions:

» receive on or desired: The port cannot send out pause frames, but can operate with an attached
device that isrequired to or is able to send pause frames; the port is able to receive pause frames.

- receive off: Flow control does not operate in either direction. In case of congestion, no indication
isgiven to the link partner and no pause frames are sent or received by either device.

Table 2-5 shows the flow control results on local and remote ports for a combination of settings. The
table assumes that receive desired has the same results as using the receive on keywords.

Catalyst 3750 Switch Command Reference
m. 78-15165-02 |



| Chapter2 Cisco I0S Commands

Table 2-5 Flow Control Settings and Local and Remote Port Flow Control Resolution

flowcontrol

Flow Control Settings

Flow Control Resolution

Local Device

Remote Device

Local Device

Remote Device

send off/receive on

send on/receive on
send on/receive off
send desired/receive on
send desired/receive off
send off/receive on

send off/receive off

Receives only
Receives only
Receives only
Receives only
Receives only

Does not send or receive

Sends and receives
Sends only

Sends and receives
Sends only
Receives only

Does not send or receive

send off/receive off

send on/receive on
send on/receive off
send desired/receive on
send desired/receive off
send off/receive on

send off/receive off

Does not send or receive
Does not send or receive
Does not send or receive
Does not send or receive
Does not send or receive

Does not send or receive

Does not send or receive
Does not send or receive
Does not send or receive
Does not send or receive
Does not send or receive

Does not send or receive

Examples This example shows how to configure the local port to not support flow control by the remote port:

Switch(config-if)# flowcontrol receive off

You can verify your settings by entering the show interfaces privileged EXEC command.

Related Commands =~ Command Description
show interfaces Displaysthe interface settings on the switch, including input and output flow
control.
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Interface port-channel

Usetheinterface port-channel global configuration command on the switch stack or on a standalone
switch to access or create the port-channel logical interface. Usethe no form of this command to remove
the port-channel.

inter face port-channel port-channel-number

no interface port-channel port-channel-number

Syntax Description

Defaults

Command Modes

port-channel -number Port-channel number. Therangeis 1tol2.

No port-channel logical interfaces are defined.

Global configuration

Command History

Usage Guidelines

A

Release Modification
12.1(11)AX This command was first introduced.

For Layer 2 EtherChannels, you do not have to create a port-channel interface first before assigning a
physical interface to a channel group. Instead, you can use the channel-group interface configuration
command. It automatically creates the port-channel interface when the channel group gets its first
physical interface. If you create the port-channel interface first, the channel-group-number can be the
same as the port-channel-number, or you can use a new number. If you use a new number, the
channel-group command dynamically creates a new port channel.

You create Layer 3 port channels by using the interface port-channel command followed by the no
switchport interface configuration command. You should manually configure the port-channel logical
interface before putting the interface into the channel group.

Only one port channel in a channel group is allowed.

Caution

A

When using a port-channel interface as arouted interface, do not assign Layer 3 addresses on the
physical interfaces that are assigned to the channel group.

Caution

Do not assign bridge groups on the physical interfacesin achannel group used asalL ayer 3 port-channel
interface because it creates loops. You must also disable spanning tree.
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Examples

interface port-channel

Follow these guidelines when you use the inter face por t-channel command:

- If you want to use the Cisco Discovery Protocol (CDP), you must configure it only on the physical
interface and not on the port-channel interface.

- Do not configure a port that is an active member of an EtherChannel as an 802.1X port. If 802.1X
is enabled on a not-yet active port of an EtherChannel, the port does not join the EtherChannel.

For acomplete list of configuration guidelines, refer to the “ Configuring EtherChannels” chapter in the
software guide for this release.

This example shows how to create a port-channel interface with a port channel number of 5:

Swi tch(config)# interface port-channel 5

You can verify your setting by entering the show running-config privileged EXEC or show
etherchannel channel-group-number detail privileged EXEC command.

Related Commands

Command Description
channel-group Assigns an Ethernet interface to an EtherChannel group.
show etherchannel Displays EtherChannel information for a channel.

show running-config  Displays the current operating configuration. For syntax information, select
Cisco 10S Configuration Fundamentals Command Reference for
Release 12.1 > Cisco | OS File Management Commands > Configuration
File Commands.

[ 78-15165-02
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Interface range

Usetheinterfacerange global configuration command on the switch stack or on a standal one switch to
enter interface range configuration mode and to execute a command on multiple ports at the same time.
Use the no form of this command to remove an interface range.

inter face range { port-range | macro name}

no interface range { port-range | macr o name}

Syntax Description port-range Port range. For alist of valid values for port-range, see the “Usage Guidelines’
section.
macr o hame Specify the name of a macro.
Defaults This command has no default setting.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines When you enter interface range configuration mode, all interface parameters you enter are attributed to
all interfaces within the range.

For VLANS, you can use theinterface range command only on existing VLAN switch virtual interfaces
(SVIs). Todisplay VLAN SVIs, enter the show running-config privileged EXEC command. VLANS
not displayed cannot be used in the inter face range command. The commands entered under interface
range command are applied to all existing VLAN SVIsin the range.

All configuration changes made to an interface range are saved to nonvolatile RAM (NVRAM), but the
interface range itself is not saved to NVRAM.

You can enter the interface range in two ways:
» Specifying up to five interface ranges
» Specifying a previously defined interface-range macro

All interfacesin arange must be the sametype; that is, all Fast Ethernet ports, all Gigabit Ethernet ports,
all EtherChannel ports, or all VLANSs. However, you can define up to five interface ranges with asingle
command, with each range separated by a comma.
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Note
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Valid values for port-range type and interface:
e vlan vlan-ID - vlan-ID, where VLAN ID isfrom 1 to 4094

- fastethernet stack member/module/{first port} - {last port}, where switchisthe switch number and
moduleis 0

» gigabitether net stack member/module/{ first port} - {last port}, where switch isthe switch number
and moduleisO

For physical interfaces:

— stack member is the number used to identify the switch within the stack. The number ranges
from 1to 9 and is assigned to the switch the first time the stack member initializes.

— moduleisaways0
— therange is type stack member/0/number - number (for example, gigabitethernet1/0/1 - 2)

» port-channel port-channel-number - port-channel-number, where port-channel-number is from 1
to 12

When you use the inter face range command with port channels, the first and last port channel number
in the range must be active port channels.

When you define arange, you must enter a space between the first entry and the hyphen (-):

interface range gigabitethernet1/0/1 -2

When you define multiple ranges, you must still enter a space after the first entry, before the comma (,):

interface range fastethernet1/0/3 , gigabitethernet1/0/1 - 2
interface range gigabitethernetl1l/0/3 -5, gigabitethernetl/0/7 -8

You cannot specify both a macro and an interface range in the same command.

A single interface can also be specified in port-range (this would make the command similar to the
inter face interface-id global configuration command).

For more information about configuring interface ranges, refer to the software configuration guide for
thisrelease.

Examples This example shows how to use the interface range command to enter interface range configuration
mode to apply commands to two ports:
Switch(config)# interface range gigabitethernetl/0/1 - 2
Swi tch(config-if-range)#
This example shows how to use a port-range macro macrol for the same function. The advantage is that
you can reuse macrol until you delete it.
Switch(config)# define interface-range macrol gi gabitethernet1/0/1 - 2
Swi tch(config)# interface range macro nacrol
Switch(config-if-range)#
Catalyst 3750 Switch Command Reference
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Related Commands ~ Command Description

defineinterface-range  Creates an interface range macro.

show running-config Displaysthe configuration information currently running on the switch. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for Release 12.1 > Cisco | OS File Management
Commands > Configuration File Commands.
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Interface vlian

Use theinterface vlan global configuration command on the switch stack or on a standalone switch to
create or access a dynamic switch virtual interface (SV1) and to enter interface configuration mode. Use the
no form of this command to delete an SVI.

interface vlan vlan-id

no interface vlan vian-id

Syntax Description

Defaults

Command Modes

vlan-id VLAN number. Therangeis 1 to 4094.

The default VLAN interface is VLAN 1.

Global configuration

Command History

Usage Guidelines

A

Note

Release Modification

12.1(11)AX This command was first introduced.

You cannot delete the VLAN 1 interface.

SVls are created the first time that you enter the inter face vlian vlan-id command for a particular vian.
Thevlan-id correspondsto the VLAN-tag associated with dataframes on an ISL or 802.1Q encapsul ated
trunk or the VLAN ID configured for an access port.

When you create an SV|1, it does not become active until it is associated with a physical port.

If you delete an SVI by entering the no interface vlan vlan-id command, the deleted interface is no
longer visible in the output from the show interfaces privileged EXEC command.

You can reinstate a deleted SV by entering the interface vlan vian-id command for the del eted
interface. The interface comes back up, but much of the previous configuration will be gone.

The interrelationship between the number of SVIs configured on a switch stack and the number of other
features being configured might have an impact on CPU utilization due to hardware limitations. You can
use the sdm prefer global configuration command to reallocate system hardware resources based on
templates and feature tables. For more information, see the sdm prefer command.

[ 78-15165-02
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Examples This example shows how to create anew SVI with VLAN ID 23 and enter interface configuration mode:

Switch(config)# interface vlan 23
Switch(config-if)#

You can verify your setting by entering the show inter faces and show inter facesvlan vlan-id privileged
EXEC commands.

Related Commands ~ Command Description

show interfacesvlan vlan-id Displays the administrative and operational status of all
interfaces or the specified VLAN.

i Catalyst 3750 Switch Command Reference
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Ip access-group

Usetheip access-group interface configuration command on the switch stack or on a standalone switch
to control accessto alLayer 2 or Layer 3 interface. Use the no form of thiscommand to remove all access
groups or the specified access group from the interface.

ip access-group {access-list-number | name} {in | out}

no ip access-group [access-list-number | name] {in | out}

Syntax Description

Defaults

Command Modes

access-list-number The number of the IP access control list (ACL). Therangeis1to 199 or
1300 to 2699.

name The name of an IP ACL, specified in theip access-list global configuration
command.

in Specify filtering on inbound packets.

out Specify filtering on outbound packets. This keyword is valid only on

Layer 3 interfaces.

No access list is applied to the interface.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL This command support was extended to Layer 2 interfaces.

You can apply named or numbered standard or extended IP access lists to an interface. To define an
access list by name, use the ip access-list global configuration command. To define a numbered access
list, use the access list global configuration command. You can used numbered standard access lists
ranging from 1 to 99 and 1300 to 1999 or extended access lists ranging from 100 to 199 and 2000 to
2699.

You can use this command to apply an accesslist to aLayer 2 or Layer 3 interface. However, note these
limitations for Layer 2 interfaces (port ACLS):

« You can only apply ACLs in the inbound direction; the out keyword is not supported for Layer 2
interfaces.

e You can only apply one IP ACL and one MAC ACL per interface.

« Layer 2 interfaces do not support logging; if the log keyword is specified inthe IPACL, it is
ignored.

- AnIPACL applied to aLayer 2 interface only filters |P packets. To filter non-IP packets, use the
mac access-group interface configuration command with MAC extended ACLSs.

[ 78-15165-02
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You can use router ACLSs, input port ACLs, and VLAN maps on the same switch. However, a port ACL
takes precedence over arouter ACL or VLAN map.

» When an input port ACL is applied to an interface and aVLAN map is applied to aVLAN that the
interface is a member of, incoming packets received on ports with the ACL applied are filtered by
the port ACL. Other packets are filtered by the VLAN map.

« When an input router ACL and input port ACLsexist in an switch virtual interface (SV1), incoming
packets received on portsto which a port ACL is applied are filtered by the port ACL. Incoming
routed | P packets received on other ports are filtered by the router ACL. Other packets are not
filtered.

« When an output router ACL and input port ACLsexist in an SVI, incoming packets received on the
ports to which a port ACL is applied are filtered by the port ACL. Outgoing routed IP packets are
filtered by the router ACL. Other packets are not filtered.

« When aVLAN map, input router ACLSs, and input port ACLs exist in an SVI, incoming packets
received on the portsto which a port ACL is applied are only filtered by the port ACL. Incoming
routed | P packets received on other ports are filtered by both the VLAN map and the router ACL.
Other packets are filtered only by the VLAN map.

« When aVLAN map, output router ACLs, and input port ACLs exist in an SVI, incoming packets
received on the ports to which a port ACL is applied are only filtered by the port ACL. Outgoing
routed | P packets are filtered by both the VLAN map and the router ACL. Other packets arefiltered
only by the VLAN map.

You can apply IP ACLs to both outbound or inbound Layer 3 interfaces.
A Layer 3 interface can have one IP ACL applied in each direction.

You can configure only one VLAN map and one router ACL in each direction (input/output) onaVLAN
interface.

For standard inbound access lists, after the switch receives a packet, it checks the source address of the
packet against the access list. | P extended access lists can optionally check other fields in the packet,
such as the destination |1P address, protocol type, or port numbers. If the access list permits the packet,
the switch continues to process the packet. If the access list denies the packet, the switch discards the
packet. If the access list has been applied to aLayer 3 interface, discarding a packet (by default) causes
the generation of an Internet Control Message Protocol (ICMP) Host Unreachable message. ICMP Host
Unreachable messages are not generated for packets discarded on a Layer 2 interface.

For standard outbound access lists, after receiving a packet and sending it to a controlled interface, the
switch checks the packet against the access list. If the access list permits the packet, the switch sendsthe
packet. If the access list denies the packet, the switch discards the packet and, by default, generates an
ICMP Host Unreachable message.

If the specified access list does not exist, all packets are passed.

Examples This example shows how to apply IP access list 101 to inbound packets on Gigabit Ethernet interface
0/1 on stack member 1:

Switch(config)# interface gigabitethernetl/0/1
Switch(config-if)# ip access-group 101 in

You can verify your settings by entering the show ip interface, show access-lists, or show ip
access-lists privileged EXEC command.
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Related Commands ~ Command Description

access list Configures a numbered ACL. For syntax information, select Cisco
IOSIP and I P Routing Command Reference for |OS Release
12.1 > 1P Addressing and Services > | P Services Commands.

ip access-list Configures a named ACL. For syntax information, select Cisco
IOSIP and I P Routing Command Reference for |OS Release
12.1 > IP Addressing and Services > | P Services Commands.

show access-lists Displays ACLs configured on the switch.

show ip access-lists Displays IP ACLs configured on the switch. For syntax
information, select Cisco IOS P and IP Routing Command
Referencefor IOS Release 12.1 > | P Addressing and Ser vices >
I P Services Commands.

show ip interface Displays information about interface status and configuration. For
syntax information, select Cisco IOS|P and IP Routing
Command Referencefor IOS Release 12.1 > | P Addressing and
Services > |P Addressing Commands.

Catalyst 3750 Switch Command Reference
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Ip address

Use the ip address interface configuration command on the switch stack or on a standalone switch to
set an IP address for the Layer 2 switch or an | P address for each switch virtual interface (SVI) or routed
port on the Layer 3 switch. Use the no form of this command to remove an |P address or to disable |IP
processing.

ip address ip-address subnet-mask [secondary]

no ip address [ip-address subnet-mask] [secondary]

Syntax Description

Defaults

Command Modes

ip-address IP address.
subnet-mask Mask for the associated | P subnet.
secondary (Optional) Specifiesthat the configured address is a secondary |1P address. If

this keyword is omitted, the configured addressis the primary |P address.

No IP address is defined.

Interface configuration

Command History

Usage Guidelines

Note

Release Modification

12.1(11)AX This command was first introduced.

If you remove the switch | P address through a Telnet session, your connection to the switch will be lost.

Hosts can determine subnet masks using the Internet Control Message Protocol (ICMP) Mask Request
message. Routers respond to this request with an ICMP Mask Reply message.

You can disable | P processing on aparticular interface by removing its IP addresswith thenoip address
command. If the switch detects another host using one of its |P addresses, it will send an error message
to the console.

You can use the optional keyword secondary to specify an unlimited number of secondary addresses.
Secondary addresses are treated like primary addresses, except the system never generates datagrams
other than routing updates with secondary source addresses. | P broadcasts and ARP requests are handled
properly, as are interface routes in the I P routing table.

If any router on a network segment uses a secondary address, all other devices on that same segment
must also use a secondary address from the same network or subnet. Inconsistent use of secondary
addresses on a network segment can very quickly cause routing loops.

When you are routing Open Shortest Path First (OSPF), ensure that all secondary addresses of an
interface fall into the same OSPF area as the primary addresses.
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If your switch receivesits |P address from a Bootstrap Protocol (BOOTP) or Dynamic Host
Configuration Protocol (DHCP) server and you remove the switch | P address by using the no ip address
command, |P processing is disabled, and the BOOTP or DHCP server cannot reassign the address.

A Layer 3 switch can have an IP address assigned to each routed port and SVI. The number of routed
portsand SVIsthat you can configureisnot limited by software; however, theinterrelationship between
this number and the number of other features being configured might have an impact on CPU utilization
due to hardware limitations. You can use the sdm prefer global configuration command to reallocate
system hardware resources based on templates and feature tables. For more information, see the sdm
prefer command.

This example shows how to configure the | P address for the Layer 2 switch on a subnetted network:
Switch(config)# interface vlan 1

Switch(config-if)# ip address 172.20.128.2 255.255.255.0

This example shows how to configure the I P address for a port on the Layer 3 switch:

Swi tch(config)# ip nulticast-routing

Switch(config)# interface gigabitethernet6/0/1
Switch(config-if)# no switchport

Switch(config-if)# ip address 172.20.128.2 255.255.255.0

You can verify your settings by entering the show running-config privileged EXEC command.

Related Commands

Command Description

show running-config Displaysthe running configuration on the switch. For syntax information,
select Cisco 10OS Configuration Fundamentals Command Referencefor
Release 12.1 > Cisco | OS File M anagement Commands > Configuration
File Commands.

[ 78-15165-02
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Ip igmp filter

Usetheip igmp filter interface configuration command on the switch stack or on a standalone switch
to control whether or not all hosts on a Layer 2 interface can join one or more | P multicast groups by

applying an Internet Group Management Protocol (IGMP) profile to the interface. Use the no form of
this command to remove the specified profile from the interface.

ip igmp filter profile number

noip igmp filter

Syntax Description profile number The IGMP profile number to be applied. Therangeis 1 to 4294967295.

Defaults No IGMP filters are applied.
Command Modes Interface configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines You can apply IGMP filtersonly to Layer 2 physical interfaces; you cannot apply IGMP filtersto routed
ports, switch virtual interfaces (SV1s), or ports that belong to an EtherChannel group.

An IGMP profile can be applied to one or more switch port interfaces, but one port can have only one
profile applied to it.

Examples This example shows how to apply IGMP profile 22 to an interface.
Switch(config)# interface gigabitethernetl/0/12
Switch(config-if)# ip ignp filter 22

You can verify your setting by using the show running-config privileged EXEC command and by
specifying an interface.

Related Commands ~ Command Description
ip igmp profile Configures the specified IGMP profile number.
show ip igmp profile Displays the characteristics of the specified IGMP profile.

show running-configinterface Displaystherunning configuration onthe switchinterface, including

interface-id the IGMP profile (if any) that is applied to an interface. For syntax
information, select Cisco |0S Configuration Fundamentals
Command Referencefor Release 12.1> Ciscol OSFile M anagement
Commands > Configuration File Commands.
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Ip Igmp max-groups

Usetheip igmp max-groups interface configuration command on the switch stack or on a standalone
switch to set the maximum number of Internet Group Management Protocol (IGMP) groups that a
Layer 2 interface can join. Use the no form of this command to set the maximum back to the default,
which is to have no maximum limit.

ip igmp max-groups number

no ip igmp max-groups

Syntax Description

Defaults

Command Modes

number The maximum number of IGMP groups that an interface can join. TherangeisO to
4294967294. The default is no limit.

No limit.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(11)AX This command was first introduced.

You can use this command only on Layer 2 physical interfaces; you cannot set |GM P maximum groups
for routed ports, switch virtual interfaces (SV1s), or ports that belong to an EtherChannel group.

This example shows how to limit the number of IGMP groups that an interface can join to 25.
Swi tch(config)# interface gigabitethernetl/0/12
Switch(config-if)# ip i gnp max-groups 25

You can verify your setting by using the show running-config privileged EXEC command and by
specifying an interface.

Related Commands

Command Description
show running-configinterface Displaystherunning configuration onthe switchinterface, including
interface-id the maximum number of IGMP groups that an interface can join. For

syntax information, select Cisco | OS Configuration Fundamentals
Command Referencefor Release 12.1 > Ciscol OSFile M anagement
Commands > Configuration File Commands.

[ 78-15165-02
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Ip igmp profile

Usetheip igmp profile global configuration command on the switch stack or on a standal one switch to
create an Internet Group Management Protocol (IGMP) profile and enter IGMP profile configuration
mode. From this mode, you can specify the configuration of the IGMP profile to be used for filtering
|GM P membership reports from a switchport. Use the no form of this command to delete the IGMP
profile.

ip igmp profile profile number

no ip igmp profile profile number

Syntax Description profile number The IGMP profile number being configured. The range is 1 to 4294967295.

Defaults No IGMP profiles are defined. When configured, the default action for matching an IGMP profileisto
deny matching addresses.

Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines When you arein IGMP profile configuration mode, you can create the profile by using these commands:

» deny: specifies that matching addresses are denied; this is the default condition.
» exit: exits from igmp-profile configuration mode.

e no: negates a command or resets to its defaults.

- permit: specifies that matching addresses are permitted.

» range: specifies arange of 1P addresses for the profile. This can be a single IP address or a range
with a start and an end address.

When entering arange, enter the low | P multicast address, aspace, and the high | P multicast address.

You can apply an IGMP profile to one or more Layer 2 interfaces, but each interface can have only one
profile applied to it.

Examples This example shows how to configure IGMP profile 40 that permits the specified range of IP multicast
addresses.

Switch(config)# ip ignp profile 40
Switch(config-ignmp-profile)# permt
Swi tch(config-ignmp-profile)# range 233.1.1.1 233. 255. 255. 255

You can verify your settings by using the show ip igmp profile privileged EXEC command.
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Related Commands ~ Command Description
ip igmp filter Applies the IGMP profile to the specified interface.
show ip igmp profile Displays the characteristics of all IGMP profiles or the specified

IGMP profile number.
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Ip Igmp snooping

Usetheip igmp snooping global configuration command on the switch stack or on a standalone switch
to globally enable Internet Group Management Protocol (IGMP) snooping on the switch or to enable it
on a VLAN. Use the command with keywords to enable and configure IGMP snooping on a VLAN
interface. Use the no form of this command to disable IGMP snooping or to reset the parameters to the
default settings.

ip igmp snooping [vlan vian-id [immediate-leave | mrouter {interfaceinterface-id | learn { cgmp
| pim-dvmrp}} | static ip-address interface interface-id]]

no ip igmp snooping [vlan vlan-id [immediate-leave | mrouter {interface interface-id | learn
{cgmp | pim-dvmrp}} | static ip-address inter face interface-id]]

Syntax Description vlan vlan-id (Optional) When used with other keywords, enable IGMP snooping on a
VLAN interface. Use the no form of this command to disable IGMP
snooping on aVLAN interface. Therangeis 1 to 4094.

immediate-leave (Optional) Enable IGMP immediate-leave processing on a VLAN interface.
Use the no form of the command to disable the Immediate L eave feature on
the interface.

mrouter (Optional) Add a multicast router port or configure the multicast router
learning method. The no form of the command removes the configuration.

interfaceinterface-id  (Optional) With mrouter, specify the next-hop interface to the multicast
router.

With static, specify the interface of the member port. It can be one of these
values:

- fastethernet interface number—a Fast Ethernet 802.3 interface.
» gigabitethernet interface number—a Gigabit Ethernet 802.3Z interface.
« port-channel interface number—a channel interface. Therangeis0 to

12.
learn (Optional) With mrouter, specify the multicast router learning method.
cgmp Set the switch to learn multicast router ports by snooping on Cisco Group
Management Protocol (CGMP) packets.
pim-dvmrp Set the switch to learn multicast router ports by snooping on IGMP queries

and Protocol-Independent Multicast-Distance Vector Multicast Routing
Protocol (PIM-DVMRP) packets.

static ip-address (Optional) Add a Layer 2 port as a member of a multicast group with the
specified group | P address.

Note  Though visibleinthe command-line help string, thereport-suppression, sour ce-only-learning, andtcn
keywords are not supported.

Catalyst 3750 Switch Command Reference
m. 78-15165-02 |



| Chapter2 Cisco I0S Commands

Defaults

Command Modes

ip igmp snooping

IGMP snooping is globally enabled on the switch.

IGMP snooping is enabled on VLAN interfaces.

IGMP immediate-leave processing is disabled.

The default learning method is pim-dvmr p—to snoop IGMP queries and PIM-DV MRP packets.
By default, there are no ports specified as members of a static multicast group.

By default, there are no multicast router ports.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(11)AX This command was first introduced.

When IGMP snooping isenabled globally, it isenabled in all the existing VLAN interfaces. When IGMP
snooping is disabled globally, it is disabled on all the existing VLAN interfaces.

You should only configure the Immediate L eave feature when there is a maximum of one receiver on
every port in the VLAN. The configuration is saved in nonvolatile RAM (NVRAM).

The Immediate Leave feature is supported only with IGMP version 2 hosts.
The CGMP learn method is useful for reducing control traffic.
The static keyword is used for configuring the IGMP member ports statically.

The enabled configuration (globally or per VLAN), the learn method, and the static ports and groups are
saved in nonvolatile RAM (NVRAM).

This example shows how to globally enable |GM P snooping:
Swi tch(config)# ip i gnmp snooping

This example shows how to globally disable IGMP snooping:
Switch(config)# no ip i gnp snooping

This example shows how to enable IGMP snooping on VLAN 1:
Switch(config)# ip ignp snooping vlian 1

This example shows how to disable IGMP snooping on VLAN 1:
Switch(config)# no ip ignp snooping vlian 1
This example shows how to enable IGMP immediate-leave processing on VLAN 1:

Swi tch(config)# ip ignmp snooping vlian 1 i medi ate-I eave

This example shows how to disable IGMP immediate-leave processing on VLAN 1.

Swi tch(config)# no ip ignp snooping vlian 1 i nmedi ate-I|eave

[ 78-15165-02
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This example shows how to configure Gigabit Ethernet interface 2 on stack member 1 as a multicast
router port:

Switch(config)# ip ignp snooping vian 1 nrouter interface gigabitethernetl/0/2

This example shows how to specify the multicast router learning method as CGMP;

Switch(config)# no ip ignp snooping vian 1 nrouter |learn cgnp

You can verify your settings by entering the show ip igmp snooping privileged EXEC command.

Related Commands ~ Command Description
show ip igmp snooping Displays the snooping configuration.
show ip igmp snooping mrouter Displays the IGMP snooping router ports.
show ip igmp snooping multicast Displays IGMP snooping multicast information.
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lacp port-priority

Use the lacp port-priority interface configuration command on the switch stack or on a standalone
switch to configurethe port priority for the Link Aggregation Control Protocol (LACP). Usethenoform
of this command to return to the default setting.

lacp port-priority priority

no lacp port-priority

Syntax Description

Defaults

Command Modes

priority Port priority for LACP. Therange is 1 to 65535.

The default is 32768.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(14)EAL This command was first introduced.

This command takes effect only on EtherChannel interfaces that are already configured for LACP.

The software assignsto every link between systems that operate LACP a unique priority made up of the
system priority, system ID, port priority, and the port number. In priority comparisons, numerically
lower values have higher priority. The priority determines which ports should be put in standby mode
when there is a hardware limitation that prevents all compatible ports from aggregating.

Ports are considered for active usein aggregation in link-priority order starting with the port attached to
the highest priority link. Each port is selected for active use if the preceding higher priority selections
can also be maintained. Otherwise, the port is selected for standby mode. Use the show etherchannel
summary privileged EXEC command to see which ports are in the hot-standby mode (denoted with an
H port-state flag).

The lower the priority, the more likely that the interface will be used for LACP transmission.

For information about configuring LACP on physical interfaces, refer to the “ Configuring
EtherChannels” chapter in the software configuration guide for this release.

Examples This exampl e shows how to configure the LACP port priority on Gigabit Ethernet interface 0/1 on stack
member 2:
Switch(config)# interface gigabitethernet2/0/1
Swi tch(config-if)# lacp port-priority 1000
You can verify your settings by entering the show lacp [channel-group-number] inter nal privileged
EXEC command.
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Related Commands ~ Command Description
channel-group Assigns an Ethernet interface to an EtherChannel group.
lacp system-priority Configures the LACP system priority.
show lacp [channel-group-number] Displays internal information for all channel groups or for
internal the specified channel group.
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lacp system-priority

lacp system-priority

Use the lacp system-priority global configuration command on the switch stack or on a standalone
switch to configure the system priority for the Link Aggregation Control Protocol (LACP). Use the no
form of this command to return to the default setting.

lacp system-priority priority

no lacp system-priority

Syntax Description

Defaults

Command Modes

priority System priority for LACP. Therangeis 1 to 65535.

The default is 32768.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(14)EAL This command was first introduced.

Although thisis aglobal configuration command, the priority takes effect only on EtherChannels that
have physical interfaces that are already configured for LACP.

The software assignsto every link between systems that operate LACP a unique priority made up of the
system priority, system ID, port priority, and the port number. In priority comparisons, numerically
lower values have higher priority. The priority determines which ports should be put in standby mode
when there is a hardware limitation that prevents all compatible ports from aggregating.

Ports are considered for active use in aggregation in link-priority order, starting with the port attached
to the highest priority link. Each port is selected for active useif the preceding higher priority selections
can also be maintained. Otherwise, the port is selected for standby mode. Use the show etherchannel
summary privileged EXEC command to see which ports are in the hot-standby mode (denoted with an
H port-state flag).

The lower the priority, the more likely that the interface will be used for LACP transmission.

For more information about configuring LACP on physical interfaces, refer to the “ Configuring
EtherChannels” chapter in the software configuration guide for this release.

Examples This example shows how to set the LACP system priority:
Swi tch(config)# |lacp systempriority 20000
You can verify your settings by entering the show lacp sys-id privileged EXEC command.
Catalyst 3750 Switch Command Reference
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Related Commands ~ Command Description
channel-group Assigns an Ethernet interface to an EtherChannel group.
lacp port-priority Configures the LACP port priority.
show lacp sys-id Display the system identifier that is being used by LACP.
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logging file W

Use thelogging file global configuration command on the switch stack or on a standal one switch to set
logging file parameters. Use the no form of this command to return to the default setting.

logging file filesystem: filename [max-file-size [min-file-size]] [severity-level-number | type]

no logging file filesystem:filename [ severity-level-number | type]

Syntax Description

Defaults

Command Modes

filesystem:filename

Alias for a Flash file system. Contains the path and name of the file that
contains the log messages.

The syntax for the local Flash file system on the stack member or the stack
master:
flash:

From the stack master, the syntax for the local Flash file system on a stack
member:
flash member number

max-file-size (Optional) Specify the maximum logging file size. The range is 4096 to
2147483647.
min-file-size (Optional) Specify the minimum logging file size. The range is 1024 to

2147483647.

severity-level-number

(Optional) Specify the logging severity level. TherangeisOto 7. See the
type option for the meaning of each level.

type

(Optional) Specify the logging type. These keywords are valid:
e emergencies—System is unusable (severity 0).
- alerts—Immediate action needed (severity 1).
« critical—Critical conditions (severity 2).
« errors—Error conditions (severity 3).
« warnings—Warning conditions (severity 4).
« notifications—Normal but significant messages (severity 5).
« information—Information messages (severity 6).

- debugging—Debugging messages (severity 7).

The minimum file size is 2048 bytes; the maximum file size is 4096 bytes.

The default severity level is 7 (debugging messages and numerically lower levels).

Global configuration

Command History

Release

Modification

12.1(11)AX

This command was first introduced.

[ 78-15165-02
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Usage Guidelines

Examples

Thelog fileis stored in ASCII text format in an internal buffer on a standalone switch, and in the case
of a switch stack, on the stack master. If a standalone switch or the stack master fails, the log is lost
unless you had previously saved it to Flash memory by using the logging file flash:filename global
configuration command.

After saving the log to Flash memory by using the logging file flash:filename global configuration
command, you can use the mor e flash:filename privileged EXEC command to display its contents.

The command rejects the minimum file size if it is greater than the maximum file size minus 1024; the
minimum file size then becomes the maximum file size minus 1024.

Specifying alevel causes messages at that level and numerically lower levels to be displayed.

This example shows how to save informational 1og messages to afilein Flash memory:

Swi tch(config)# logging file flash:logfile infornational

You can verify your setting by entering the show running-config privileged EXEC command.

Related Commands

Command Description

show running-config Displaysthe running configuration on the switch. For syntax information,
select Cisco 10OS Configuration Fundamentals Command Referencefor
Release 12.1 > Cisco | OSFile M anagement Commands > Configuration
File Commands.
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mac aCCess-group

Use the mac access-group interface configuration command on the switch stack or on a standalone
switchto apply aMAC access control list (ACL) toaLayer 2 interface. Use the no form of thiscommand
toremove al MAC ACLs or the specified MAC ACL from the interface. You create the MAC ACL by
using the mac access-list extended global configuration command.

mac access-group {name} in

no mac access-group { name}

Syntax Description

Defaults

Command Modes

name Specify anamed MAC access list.

in Specify that the ACL is applied in the ingress direction. Outbound ACLs are not
supported on Layer 2 interfaces.

No MAC ACL is applied to the interface.

Interface configuration (Layer 2 interfaces only)

Command History

Usage Guidelines

Note

Release Modification
12.1(14)EAL This command was first introduced.

You can apply MAC ACLsonly to ingress Layer 2 interfaces. You cannot apply MAC ACLsto Layer 3
interfaces.

On Layer 2 interfaces, you can filter | P traffic by using IP access lists and non-IP traffic by using MAC
access lists. You can filter both IP and non-1P traffic on the same Layer 2 interface by applying both an
IPACL and aMAC ACL to the interface. You can apply no more than one IP access list and one MAC
access list to the same Layer 2 interface.

If aMAC ACL isalready configured on a Layer 2 interface and you apply anew MAC ACL to the
interface, the new ACL replaces the previously configured one.

If you apply an ACL to a Layer 2 interface on a switch, and the switch has an input Layer 3 ACL or a
VLAN map applied to a VLAN that the interface is a member of, the ACL applied to the Layer 2
interface takes precedence.

When an inbound packet is received on an interface with a MAC ACL applied, the switch checks the
match conditionsin the ACL. If the conditions are matched, the switch forwards or drops the packet,
according to the ACL.

If the specified ACL does not exist, the switch forwards all packets.

For more information about configuring MAC extended ACLSs, refer to the “ Configuring Network
Security with ACLS” chapter in the software configuration guide for this release.

[ 78-15165-02
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Examples This example shows how to apply a MAC extended ACL named macacl2 to an interface:
Switch(config)# interface gigabitethernetl/0/1
Switch(config-if)# nmac access-group macacl 2 in

You can verify your settings by entering the show mac access-group privileged EXEC command. You
can view configured ACLs on the switch by entering the show access-lists privileged EXEC command.

Related Commands ~ Command Description
show access-lists Displays the ACLs configured on the switch.
show mac access-group Displaysthe MAC ACLs configured on the switch.
show running-config Displays the running configuration on the switch. For syntax

information, select Cisco | OS Configuration Fundamentals
Command Referencefor Release 12.1 > Cisco | OSFile M anagement
Commands > Configuration File Commands.
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mac access-list extended

Use the mac access-list extended global configuration command on the switch stack or on a standalone
switch to create an access list based on MAC addresses for non-IP traffic. Using this command puts you
in the extended MAC access list configuration mode. Use the no form of this command to return to the

Note

default setting.

mac access-list extended W

You cannot apply named MAC extended ACLs to Layer 3 interfaces.

mac access-list extended name

no mac access-list extended name

Syntax Description

Defaults

Command Modes

name Assign a name to the MAC extended access list.

By default, there are no MAC access lists created.

Global configuration

Command History

Usage Guidelines

A

Note

Release Modification

12.1(11)AX This command was first introduced.

MAC named extended lists are used with VLAN maps and class maps.

You can apply named MAC extended ACLsto VLAN maps or to Layer 2 interfaces; you cannot apply

named MAC extended ACLs to Layer 3 interfaces.

Entering the mac access-list extended command enables the MA C-access list configuration mode.

These configuration commands are available:
- default: sets acommand to its default.

- deny: specifies packetsto reject. For more information, see the deny MAC-accesslist configuration

command.
» exit: exits from MAC-access list configuration mode.

* no: negates acommand or setsits defaults.

» permit: specifies packets to forward. For more information, see the permit command.

For more information about MAC extended accesslists, refer to the software configuration guide for this

release.

[ 78-15165-02
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Examples This example shows how to create aM A C named extended access list named macl and to enter extended
MAC access list configuration mode:

Swi tch(config)# mac access-1ist extended macl
Swi t ch(confi g-ext-nmacl)#

This example shows how to delete MAC named extended access list macl:

Switch(config)# no mac access-1list extended macl

You can verify your settings by entering the show access-lists privileged EXEC command.

Related Commands ~ Command Description
deny Configuresthe MAC ACL (in extended MAC-access list configuration
permit mode).
show access-lists Displays the access lists configured on the switch.
vlan access-map Definesa VLAN map and enters access-map configuration mode where you

can specify aMAC ACL to match and the action to be taken.
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mac-address-table aging-time

Use the mac-address-table aging-time global configuration command on the switch stack or on a
standalone switch to set the length of time that a dynamic entry remains in the MAC address table after
the entry is used or updated. Use the no form of this command to return to the default setting. The aging
time appliesto all VLANs or aspecified VLAN.

mac-address-table aging-time {0 | 10-1000000} [vlan vlan-id]

no mac-address-table aging-time {0 | 10-1000000} [vlan vian-id]

Syntax Description

Defaults

Command Modes

0 This value disables aging. Static address entries are never aged or removed from
the table.

10-100000 Aging time in seconds. The range is 10 to 1000000 seconds.

vlan vlan-id (Optional) Specify the VLAN ID to which to apply the aging time. Therange is
1 to 4094.

The default is 300 seconds.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(11)AX This command was first introduced.

If hosts do not send continuously, increase the aging time to record the dynamic entriesfor alonger time.
Increasing the time can reduce the possibility of flooding when the hosts send again.

If you do not specify a specific VLAN, this command sets the aging time for all VLANS.

This example shows how to set the aging time to 200 seconds for all VLANS:
Swi tch(config)# nmac-address-tabl e aging-tinme 200

You can verify your setting by entering the show mac-address-table aging-time privileged EXEC
command.

Related Commands

Command Description

show mac-address-table aging-time Displays the MAC address table aging time for all VLANSs
or the specified VLAN.

[ 78-15165-02
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mac-address-table notification

Use the mac-address-table notification global configuration command on the switch stack or on a
standal one switch to enable the MAC address notification feature on the switch stack. Use the no form
of this command to return to the default setting.

mac-address-table notification [history-size value] | [interval value]

no mac-address-table notification [history-size | interval]

Syntax Description

Defaults

Command Modes

history-size value (Optional) Configure the maximum number of entriesin the MAC
notification history table. The rangeis 1 to 500 entries.

interval value (Optional) Set the notification trap interval. The switch stack sends the
notification traps when this amount of time has elapsed. The rangeis 0 to
2147483647 seconds.

By default, the MAC address notification feature is disabled.
The default trap interval valueis 1 second.
The default number of entries in the history tableis 1.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

The MAC address notification feature sends Simple Network M anagement Protocol (SNMP) trapsto the
network management system (NMS) whenever anew MAC addressis added or an old address is del eted
from the forwarding tables. MAC notifications are generated only for dynamic and secure MAC
addresses. Events are not generated for self addresses, multicast addresses, or other static addresses.

When you configure the history-size option, the existing MAC address history table is deleted, and a
new tableis created.

You enable the MAC address notification feature by using the mac-address-table notification

command. You must also enable MAC address notification traps on an interface by using the snmp trap
mac-notification interface configuration command and configure the switch to send MAC addresstraps
to the NM S by using the snmp-server enable traps mac-notification global configuration command.
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Examples

mac-address-table notification

This example shows how to enable the mac-address-table notification feature, set the interval time to
60 seconds, and set the history-size to 100 entries:

Swi tch(config)# mac-address-table notification
Swi tch(config)# mac-address-table notification interval 60
Swi t ch(config)# mac-address-table notification history-size 100

You can verify your settings by entering the show mac-address-table notification privileged EXEC

command.

Related Commands

Command

Description

clear mac-address-table notification

Clears the MAC address natification global counters.

show mac-address-table notification

Displays the MAC address notification settings on all
interfaces or on the specified interface.

snmp-server enabletraps

Sends the SNMP MAC natification traps when the
mac-notification keyword is appended.

snmp trap mac-notification

Enables the SNMP MAC notification trap on a specific
interface.

[ 78-15165-02

Catalyst 3750 Switch Command Reference



Chapter 2 Cisco I0S Commands |

MW mac-address-table static

mac-address-table static

Use the mac-address-table static global configuration command on the switch stack or on a standalone
switch to add static addresses to the MAC address table. Use the no form of this command to remove
static entries from the table.

mac-addr ess-table static mac-addr vlan vlan-id inter face interface-id

no mac-address-table static mac-addr vlan vlan-id inter face interface-id

Syntax Description mac-addr Destination MAC address (unicast or multicast) to add to the address
table. Packets with this destination address received in the specified
VLAN are forwarded to the specified interface.

vlan vlan-id Specify the VLAN for which the packet with the specified MAC address
isreceived. Therangeis 1 to 4094.
interface interface-id Interface to which the received packet is forwarded. Valid interfaces

include physical ports and port channels.

Defaults No static addresses are configured.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
Examples This example shows how to add the static address c2f3.220a.12f4 to the MAC address table. When a

packet is received in VLAN 4 with this MAC address as its destination, the packet is forwarded to the
specified interface:

Swi tch(config)# mac-address-table static c2f3.220a.12f4 vlan 4 interface
gi gabi tethernet6/0/1

You can verify your setting by entering the show mac-address-table privileged EXEC command.

Related Commands ~ Command Description
show mac-address-table static  Displays static MAC address table entries only.
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match (access-map configuration)

match (access-map configuration)

Use the match access-map configuration command on the switch stack or on a standalone switch to set
the VLAN map to match packets against one or more access lists. Use the no form of this command to
remove the match parameters.

match {ip address { name | number} [name | number] [name | number]...} | {mac address { name}
[name] [name]...}

no match {ip address { name | number} [name | number] [name | number]...} | {mac address
{name} [name] [nameg]...}

Syntax Description

Defaults

Command Modes

ip address Set the access map to match packets against an |P address access list.

mac address  Set the access map to match packets against a MAC address access list.

name Name of the access list to match packets against.

number Number of the access list to match packets against. This option is not valid for MAC
access lists.

The default action is to have no match parameters applied to a VLAN map.

Access-map configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

You enter access-map configuration mode by using the vian access-map global configuration command.

You must enter one access list name or number; others are optional. You can match packets against one
or more access lists. Matching any of the lists counts as a match of the entry.

In access-map configuration mode, use the match command to define the match conditionsfor aVLAN
map applied to aVLAN. Use the action command to set the action that occurs when the packet matches
the conditions.

Packets are matched only against access lists of the same protocol type; |P packets are matched against
IP access lists, and all other packets are matched against MAC access lists.

Both IP and MAC addresses can be specified for the same map entry.

[ 78-15165-02
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Examples This example shows how to define and apply a VLAN access map vmap4 to VLANs 5 and 6 that will
cause the interface to drop an I P packet if the packet matches the conditions defined in access list al2.

Swi tch(config)# vlan access-map vimap4

Swi tch(config-access-map)# match ip address al 2
Swi t ch(confi g-access-map)# action drop

Swi t ch(config-access-map) # exit

Switch(config)# vlian filter vmap4 vlian-list 5-6

You can verify your settings by entering the show vlan access-map privileged EXEC command.

Related Commands ~ Command Description

access-list Configures a standard numbered ACL. For syntax information, select
Cisco IOS 1P and IP Routing Command Reference for | OS Release
12.1 > IP Addressing and Services > | P Services Commands.

action Specifies the action to be taken if the packet matches an entry in an
access control list (ACL).
ip access list Creates a named access list. For syntax information, select Cisco 10S

IP and I P Routing Command Reference for |IOS Release 12.1 > |P
Addressing and Services > | P Services Commands.

mac access-list extended Creates a named MAC address access list.
show vlan access-map Displays the VLAN access maps created on the switch.
vlan access-map Creates a VLAN access map.

Catalyst 3750 Switch Command Reference
m. 78-15165-02 |



| Chapter2 Cisco I0S Commands

match (class-map configuration) Il

match (class-map configuration)

Usethe match class-map configuration command on the switch stack or on astandal one switch to define
the match criteriato classify traffic. Use the no form of this command to remove the match criteria.

match {access-group acl-index-or-name | ip dscp dscp-list | ip precedence ip-precedence-list}

no match {access-group acl-index-or-name | ip dscp dscp-list | ip precedence ip-precedence-list}

Syntax Description access-group Number or name of an IP standard or extended access control list (ACL) or
acl-index-or-name MACACL. For anIPstandard ACL, the ACL index rangeis1to 99 and 1300
to 1999. For an IP extended ACL, the ACL index range is 100 to 199 and
2000 to 2699.
ip dscp dscp-list List of up to eight IP Differentiated Services Code Point (DSCP) values to

match agai nst incoming packets. Separate each value with aspace. Therange
is0to 63. You also can enter a mnemonic name for a commonly-used val ue.

ip precedence List of up to eight | P-precedence values to match against incoming packets.
i p-precedence-list Separate each value with a space. Therange is0to 7. You also can enter a
mnemonic name for a commonly-used value

Note  Though visible in the command-line help strings, the any, class-map, destination-address,
input-inter face, mpls, not, protocol, and sour ce-addr ess keywords are not supported.

Defaults No match criteria are defined.
Command Modes Class-map configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
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Usage Guidelines The match command is used to specify which fields in the incoming packets are examined to classify
the packets. Only the IP access group or the MAC access group matching to the Ether Type/Len are
supported.

To define packet classification on a physical-port basis, only one match command per class map is
supported. In this situation, the match-all and match-any keywords are equivalent.

For the match ip dscp dscp-list or the match ip precedence ip-precedence-list command, you can enter
a mnemonic name for a commonly-used value. For example, you can enter the match ip dscp afl1l
command, which is the same as entering the match ip dscp 10 command. You can enter the match ip
precedence critical command, which isthe same as entering the match ip precedence 5 command. For
alist of supported mnemonics, enter the match ip dscp ? or the match ip precedence ? command to
see the command-line help strings.

This example shows how to create aclass map called class2, which matches all the incoming traffic with
DSCP values of 10, 11, and 12:

Switch(config)# class-map cl ass2
Swi tch(config-cmap)# match ip dscp 10 11 12
Swi tch(config-cmap)# exit

This example shows how to create a class map called class3, which matches all the incoming traffic with
| P-precedence values of 5, 6, and 7:

Swi tch(config)# class-map cl ass3
Switch(config-cmap)# match ip precedence 5 6 7
Switch(config-cmap)# exit

This example shows how to delete the | P-precedence match criteria and to classify traffic using acl1:

Switch(config)# class-map cl ass2

Swi tch(config-cmap)# match ip precedence 5 6 7
Swi t ch(config-cmap)# no match ip precedence
Swi tch(config-cmap)# match access-group acl 1
Swi tch(config-cmap)# exit

You can verify your settings by entering the show class-map privileged EXEC command.

Related Commands ~ Command Description
class-map Creates a class map to be used for matching packetsto the class whose name
you specify.
show class-map Displays quality of service (QoS) class maps.
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mdix auto

Syntax Description

Defaults

Command Modes

mdixauto

Use the mdix auto interface configuration command on the switch stack or on a standalone switch to
enabl e the automati c media-dependent-interface crossover (Auto-MDIX) feature on the interface. When
Auto-MDIX is enabled, the interface automatically detects the required cable connection type
(straight-through or crossover) and configures the connection appropriately. Use the no form of this
command to disable Auto-MDIX.

mdix auto

no mdix auto

This command has no arguments or keywords.

The default is Auto-MDIX disabled.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(14)EAL This command was first introduced.

When you enable Auto-MDIX on an interface, you must also set the speed and duplex on the interface
to auto so that the feature operates correctly.

When Auto-MDIX (along with autonegotiation of speed and duplex) is enabled on one or both of
connected interfaces, link up occurs, even if the cable type (straight through or crossover) isincorrect.

Auto-MDIX is supported on all 10/100 and 10/100/1000-M bps interfaces and on
10/100/1000BASE-T/TX small form-factor pluggable (SFP) module interfaces. It is not supported on
1000BASE-SX or -LX SFP module interfaces.

This example shows how to enable Auto-MDIX on Gigabit Ethernet interface 0/1 on stack member 1:

Swi t ch# configure term nal

Switch(config)# interface gigabitethernetl/0/1
Switch(config-if)# speed auto

Swi tch(config-if)# duplex auto
Switch(config-if)# nmdix auto
Switch(config-if)# end

You can verify the operational state of Auto-MDIX on the interface by entering the show controllers
ethernet-controller interface-id phy privileged EXEC command.

[ 78-15165-02
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Related Commands ~ Command Description
show controllers Displays general information about internal registers of an interface,
ethernet-controller including the operational state of Auto-MDIX.

interface-id phy
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mls qos

Syntax Description

Defaults

Command Modes

misqgos M

Use the mls qos global configuration command on the switch stack or on a standalone switch to enable
quality of service (QoS) for the entire switch. When the mls gos command is entered, QoS is enabled
with the default parameters on all ports in the system. Use the no form of this command to reset all the
QoS-related statistics and to disable the QoS features for the entire switch.

mis qos

no mls qos

This command has no arguments or keywords.

QoSisdisabled. Thereis no concept of trusted or untrusted ports because the packets are not modified
(the CoS, DSCP, and I P precedence values in the packet are not changed). Traffic is switched in
pass-through mode (packets are switched without any rewrites and classified as best effort without any
policing).

When QoS is enabled with the mls qos global configuration command and all other QoS settings are set
to their defaults, traffic is classified as best effort (the DSCP and CoS value is set to 0) without any
policing. No policy maps are configured. The default port trust state on all portsis untrusted. The default
ingress and egress queue settings are in effect.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

QoS must be globally enabled to use QoS classification, policing, mark down or drop, queueing, and
traffic shaping features. You can create a policy-map and attach it to a port before entering the mls gos
command. However, until you enter the mls gos command, QoS processing is disabled.

Policy-maps and class-maps used to configure QoS are not deleted from the configuration by the no mls
gos command, but entries corresponding to policy maps are removed from the switch hardware to save
system resources. To re-enable QoS with the previous configurations, use the mls gos command.

Toggling the QoS status of the switch with this command modifies (reall ocates) the sizes of the queues.
During the queue size modification, the queue is temporarily shut down during the hardware
reconfiguration, and the switch drops newly arrived packets for this queue.

[ 78-15165-02
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Examples This example shows how to enable QoS on the switch:
Swi tch(config)# nmls qos

You can verify your settings by entering the show mls qos privileged EXEC command.

Related Commands ~ Command Description

show mls qos Displays QoS information.
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mls qos aggregate-policer

mls qos aggregate-policer

Usethemlsqosaggregate-policer global configuration command on the switch stack or on astandalone
switch to define policer parameters, which can be shared by multiple classes within the same policy map.
A policer defines a maximum permissible rate of transmission, a maximum burst size for transmissions,
and an action to take if either maximum is exceeded. Use the no form of this command to delete an

aggregate policer.

mls gos aggr egate-policer aggregate-policer-name rate-bps burst-byte exceed-action {drop |
policed-dscp-transmit}

no mls qos aggregate-policer aggregate-policer-name

Syntax Description

Defaults

Command Modes

aggregate-policer-name Name of the aggregate policer referenced by the police aggregate
policy-map class configuration command.

rate-bps Specify the average traffic rate in bits per second (bps). The rangeis
8000 to 1000000000.

burst-byte Specify the normal burst size in bytes. The range is 8000 to 1000000.

exceed-action drop When the specified rate is exceeded, specify that the switch drop the
packet.

exceed-action When the specified rate is exceeded, specify that the switch change the

policed-dscp-transmit Differentiated Services Code Point (DSCP) of the packet to that

specified in the policed-DSCP map and then send the packet.

No aggregate policers are defined.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

Define an aggregate policer if the policer is shared with multiple classes.

Policers for a port cannot be shared with other policers for another port; traffic from two different ports
cannot be aggregated for policing purposes.

The port ASIC supports 256 policers (255 policers plus 1 no policer). The maximum number of policers
supported per port is 64. Policers are allocated on demand by the software and are constrained by the
hardware and ASIC boundaries. You cannot reserve policers per port (there is no guarantee that a port
will be assigned to any policer).

You apply an aggregate policer to multiple classes in the same policy map; you cannot use an aggregate
policer across different policy maps.

[ 78-15165-02
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You cannot delete an aggregate policer if it isbeing used in apolicy map. You must first usetheno police
agor egate aggregate-policer-name policy-map class configuration command to del ete the aggregate
policer from all policy maps before using the no mls qos aggregate-policer aggregate-policer-name
command.

Policing uses a token-bucket algorithm. You configure the bucket depth (the maximum burst that is
tolerated before the bucket overflows) by using the burst-byte option of the police policy-map class
configuration command or the mls qos aggregate-policer global configuration command. You
configure how fast (the average rate) that the tokens are removed from the bucket by using the rate-bps
option of the police policy-map class configuration command or the mls qos aggregate-policer global
configuration command. For moreinformation, refer to the software configuration guide for thisrelease.

Examples This example shows how to define the aggregate policer parameters and how to apply the policer to
multiple classes in a policy map:

Swi tch(config)# ms gos aggregate-policer agg_policerl 10000 1000000 exceed-action drop
Swi tch(config)# policy-map policy2

Swi tch(config-pmap)# class classl

Swi t ch(confi g- pmap-c)# police aggregate agg_policerl
Swi t ch(config-pmap-c)# exit

Swi tch(config-pmap)# cl ass cl ass2

Swi t ch(config-pmap-c)# set ip dscp 10

Swi t ch(confi g- pmap-c)# police aggregate agg_policerl
Switch(config-pmap-c)# exit

Swi t ch(config- pmap) # cl ass cl ass3

Swi t ch(config- pmap-c)# trust dscp

Swi t ch(confi g-pmap-c)# police aggregate agg_policer2
Swi t ch(config-pmap-c)# exit

You can verify your settings by entering the show mls qos aggregate-policer privileged EXEC

command.
Related Commands ~ Command Description
police aggregate Creates a policer that is shared by different classes.

show mls qos aggregate-policer Displays the quality of service (QoS) aggregate policer
configuration.
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mls qos cos

Use the mls qos cos interface configuration command on the switch stack or on a standalone switch to
define the default class of service (CoS) value of a port or to assign the default CoSto all incoming
packets on the port. Use the no form of this command to return to the default setting.

mls gos cos { default-cos | override}

no mls qos cos { default-cos | override}

Syntax Description

Defaults

Command Modes

default-cos Assign adefault CoS value to a port. If packets are untagged, the default CoS value
becomes the packet CoS value. The CoSrangeis0to 7.
override Override the CoS of the incoming packets, and apply the default CoS value on the

port to all incoming packets.

The default CoS value for a port is 0.
CoS override is disabled.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

You can use the default value to assign a CoS and Differentiated Services Code Point (DSCP) value to
all incoming packetsthat are untagged (if the incoming packet does not have a CoS value). You also can
assign a default CoS and DSCP value to all incoming packets by using the override keyword.

Use the override keyword when all incoming packets on certain ports deserve higher or lower priority
than packets entering from other ports. Even if a port is previously set to trust DSCP, CoS, or IP
precedence, this command overrides the previously configured trust state, and all the incoming CoS
values are assigned the default CoS value configured with the mls qos cos command. If an incoming
packet istagged, the CoS value of the packet is modified with the default CoS of the port at the ingress
port.

[ 78-15165-02
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Examples This example shows how to configure the default port CoSto 4 on Gigabit Ethernet interface 0/1 of stack
member 2:

Switch(config)# interface gigabitethernet2/0/1
Switch(config-if)# ms qos trust cos
Switch(config-if)# ms qos cos 4

This example shows how to assign all the packets entering a port to the default port CoS value of 4 on
Gigabit Ethernet interface 0/1 of stack member 2:

Switch(config)# interface gigabitethernet2/0/1
Switch(config-if)# ms qos cos 4
Switch(config-if)# ms qos cos override

You can verify your settings by entering the show mis qos interface privileged EXEC command.

Related Commands ~ Command Description

show mis qosinterface Displays quality of service (QoS) information.
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mls qos dscp-mutation

Usethe mls qosdscp-mutation interface configuration command on the switch stack or on a standalone
switch to apply aDifferentiated Services Code Point (D SCP)-to-DSCP-mutation map to a DSCP-trusted
port. Use the no form of this command to return the map to the default settings (no DSCP mutation).

mls gos dscp-mutation dscp-mutation-name

no mls qos dscp-mutation dscp-mutation-name

Syntax Description

Defaults

Command Modes

dscp-mutation-name Name of the DSCP-to-D SCP-mutation map. This map was previously
defined with the mls gos map dscp-mutation global configuration
command.

The default DSCP-to-DSCP-mutation map is a null map, which maps incoming DSCPs to the same
DSCP values.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

12.1(11)AX This command was first introduced.

If two quality of service (QoS) domains have different DSCP definitions, use the
DSCP-to-DSCP-mutation map to translate one set of DSCP values to match the definition of another
domain. You apply the DSCP-to-DSCP-mutation map to the receiving interface (ingress mutation) at the
boundary of a quality of service (QoS) administrative domain.

With ingress mutation, the new DSCP value overwritesthe onein the packet, and QoS handles the packet
with this new value. The switch sends the packet out the interface with the new DSCP value.

You can configure multiple DSCP-to-DSCP-mutation maps on ingress ports.

You apply the map only to DSCP-trusted ports. If you apply the DSCP mutation map to an untrusted
port, to class of service (CoS) or | P-precedence trusted port, the command has no immediate effect until
the port becomes DSCP-trusted.

This example shows how to define the D SCP-to-D SCP-mutation map named dscpmutationland to apply
the map to a port on stack member 3:

Switch(config)# m s gqos map dscp-nutation dscpnutationl 10 11 12 13 to 30
Switch(config)# interface gigabitethernet3/0/1

Switch(config-if)# ms qos trust dscp

Switch(config-if)# ms qos dscp-nutation dscprutationl

[ 78-15165-02
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This example show how to remove the DSCP-to-D SCP-mutation map name dscpmutationl from the port
and to reset the map to the default:

Switch(config-if)# no ms qos dscp-nutation dscprutationl

You can verify your settings by entering the show mls gos maps privileged EXEC command.

Related Commands ~ Command Description
mls qos map dscp-mutation Defines the DSCP-to-D SCP-mutation map.
mls qos trust Configures the port trust state.
show mls qos maps Displays QoS mapping information.
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Use the mls gos map global configuration command on the switch stack or on a standalone switch to
define the class of service (CoS)-to-Differentiated Services Code Point (DSCP) map, DSCP-to-CoS
map, the DSCP-to-D SCP-mutation map, the | P-precedence-to-DSCP map, and the policed-DSCP map.
Use the no form of this command to return to the default map.

mls gos map { cos-dscp dscpl...dscp8 | dscp-cos dscp-list to cos | dscp-mutation
dscp-mutation-name in-dscp to out-dscp | ip-prec-dscp dscpl...dscp8 | policed-dscp dscp-list
to mark-down-dscp}

no mls qos map {cos-dscp | dscp-cos | dscp-mutation dscp-mutation-name | ip-prec-dscp |

policed-dscp}

Syntax Description cos-dscp dscpl...dscp8

Define the CoS-to-DSCP map.

For dscpl...dscp8, enter eight DSCP values that correspond to CoS values 0
to 7. Separate each DSCP value with a space. The rangeis 0 to 63.

dscp-cos dscp-list to
cos

Define the DSCP-to-CoS map.

For dscp-list, enter up to eight DSCP values, with each value separated by a
space. Therange is 0 to 63. Then enter the to keyword.

For cos, enter asingle CoS value to which the DSCP values correspond. The
rangeis0to 7.

dscp-mutation
dscp-mutation-name
in-dscp to out-dscp

Define the DSCP-to-DSCP-mutation map.
For dscp-mutation-name, enter the mutation map name.

For in-dscp, enter up to eight DSCP values, with each value separated by a
space. Then enter the to keyword.

For out-dscp, enter a single DSCP value.

TherangeisOto 63.

ip-prec-dscp
dscpl...dscp8

Define the | P-precedence-to-DSCP map.

For dscpl...dscp8, enter eight DSCP values that correspond to the P
precedence values 0 to 7. Separate each DSCP value with a space. The range
is0 to 63.

policed-dscp dscp-list
to mark-down-dscp

Define the policed-DSCP map.

For dscp-list, enter up to eight DSCP values, with each value separated by a
space. Then enter the to keyword.

For mark-down-dscp, enter the corresponding policed (marked down) DSCP
value.

TherangeisOto 63.

[ 78-15165-02
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Defaults

Command Modes

Table 2-6 shows the default CoS-to-DSCP map:

Table 2-6  Default CoS-to-DSCP Map

CoS Value 0 1 2 3 4 5 6 7
DSCP Value 0 8 16 24 32 40 48 56

Table 2-7 shows the default DSCP-to-CoS map:

Table 2-7  Default DSCP-to-CoS Map

DSCP Value 07 8-15 |[16-23 |24-31 |32-39 |40-47 |48-55 |56-63
CoS Value 0 1 2 3 4 5 6 7

Table 2-8 shows the default | P-precedence-to-DSCP map:

Table 2-8  Default IP-Precedence-to-DSCP Map

| P Precedence Value |0 1 2 3 4 5 6 7
DSCP Value 0 8 16 24 32 40 48 56

The default DSCP-to-DSCP-mutation map is a null map, which maps an incoming DSCP value to the
same DSCP value.

The default policed-DSCP map is a null map, which maps an incoming DSCP value to the same DSCP
value.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(11)AX This command was first introduced.

All the maps are globally defined. All the maps, except the DSCP-to-DSCP-mutation map, are applied
to all ports. The DSCP-to-DSCP-mutation map is applied to a specific port.

This example shows how to define the | P-precedence-to-DSCP map and to map | P-precedence values 0
to 7 to DSCP values of 0, 10, 20, 30, 40, 50, 55, and 60:

Swi tch# configure term nal
Switch(config)# ms qos nmap i p-prec-dscp 0 10 20 30 40 50 55 60
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This example shows how to define the policed-DSCP map. DSCP values 1, 2, 3, 4, 5, and 6 are marked
down to DSCP value 0. Marked DSCP values that not explicitly configured are not modified:

Swi tch# configure term nal
Swi tch(config)# ms gqos nmap policed-dscp 1 2 3 456 to 0

This example shows how to define the DSCP-to-CoS map. DSCP values 20, 21, 22, 23, and 24 are
mapped to CoS 1. DSCP values 10, 11, 12, 13, 14, 15, 16, and 17 are mapped to CoS O:

Swi tch# configure term nal
Swi tch(config)# ms gos map dscp-cos 20 21 22 23 24 to 1
Switch(config)# ms qos map dscp-cos 10 11 12 13 14 15 16 17 to O

This example shows how to define the CoS-to-DSCP map. CoS values0to 7 are mapped to DSCP values
0, 5, 10, 15, 20, 25, 30, and 35:

Swi t ch# configure term nal
Switch(config)# ms qos map cos-dscp 0 5 10 15 20 25 30 35

This example shows how to define the DSCP-to-DSCP-mutation map. All the entries that are not
explicitly configured are not modified (remain as specified in the null map):

Swi tch# configure termnal

Switch(config)# ms qos map dscp-nutation nmutationl 1 2 3456 7 to 10
Switch(config)# ms gos nap dscp-mutation nmutationl 8 9 10 11 12 13 to 10
Switch(config)# ms qos map dscp-nutation nmutationl 20 21 22 to 20
Switch(config)# ms qos map dscp-nutation nmutationl 0 31 32 33 34 to 30

You can verify your settings by entering the show mls gos maps privileged EXEC command.

Related Commands

Command Description
mls qos dscp-mutation Applies a DSCP-to-DSCP-mutation map to a DSCP-trusted port.
show mls qos maps Displays quality of service (QoS) mapping information.

[ 78-15165-02
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mls qos queue-set output buffers

Use the mls qos queue-set output buffers global configuration command on the switch stack or on a
standalone switch to all ocate buffersto aqueue-set (four egress queues per port). Usethe no form of this
command to return to the default setting.

mls gos queue-set output gset-id buffersallocationl ... allocation4

no mls qos queue-set output gset-id buffers

Syntax Description gset-id ID of the queue-set. Each port belongs to a queue-set, which defines all the
characteristics of the four egress queues per port. Therangeis1to 2.
allocationl ... Buffer space all ocation (percentage) for each queue (four valuesfor queues 1 to 4).
allocation4 Therangeis 0to 100. Separate each value with a space.
Defaults All allocation values are equally mapped among the four queues (25, 25, 25, 25). Each queue has 1/4 of

the buffer space.

Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines Specify four allocation values, and separate each with a space.

Allocate buffers according to the importance of the traffic; for example, give a large percentage of the
buffer to the queue with the highest-priority traffic.

To configure different classes of traffic with different characteristics, use thiscommand with the mls qos
gueue-set output gset-id threshold global configuration command.

Note  The egress queue default settings are suitable for most situations. You should change them only when
you have a thorough understanding of the egress queues and if these settings do not meet your QoS
solution.
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Examples This example shows how to map Fast Ethernet interface 0/1 on stack member 2 to queue-set 2. It
allocates 40 percent of the buffer space to egress queue 1 and 20 percent to egress queues 2, 3, and 4:
Switch(config)# ms gos queue-set output 2 buffers 40 20 20 20

Switch(config)# interface fastethernet2/0/1
Swi tch(config-if)# queue-set 2

You can verify your settings by entering the show mls qos interface [interface-id] buffersor the show
mls gos queue-set privileged EXEC command.

Related Commands ~ Command Description

mls qos queue-set output threshold Configures the weighted tail-drop (WTD) thresholds,
guarantees the availability of buffers, and configures the
maximum memory allocation to a queue-set.

queue-set Maps a port to a queue-set.
show mls qos interface buffers Displays quality of service (QoS) information.
show mls qos queue-set Displays egress queue settings for the queue-set.
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mls gos queue-set output threshold

Use the mls qos queue-set output threshold global configuration command on the switch stack or on
a standal one switch to configure the weighted tail-drop (WTD) thresholds, to guarantee the availability
of buffers, and to configure the maximum memory allocation to a queue-set (four egress queues per
port). Use the no form of this command to return to the default setting.

mls gos queue-set output gset-id threshold queue-id drop-thresholdl1 drop-threshold2
reserved-threshold maximum-threshold

no mls qos queue-set output gset-id threshold [queue-id]

Syntax Description gset-id ID of the queue-set. Each port belongs to a queue-set, which defines all the

characteristics of the four egress queues per port. Therangeis1to 2.

queue-id Specific queue in the queue-set on which the command is performed. The
rangeis1to 4.

drop-threshold1 Two WTD thresholds expressed as a percentage of the queue’s allocated

drop-threshold2 memory. Therangeis 1 to 400 percent.

reserved-threshold Amount of memory to be guaranteed (reserved) for the queue and expressed
as a percentage of the allocated memory. The rangeis 1 to 100 percent.

maxi mum-threshold Enable aqueuein the full condition to obtain more buffersthan are reserved

for it. Thisisthe maximum memory the queue can have before the packets
are dropped. The range is 1 to 400 percent.

Defaults When quality of service (QoS) is enabled, WTD is enabled.
Table 2-9 shows the default WTD threshold settings.

Table 2-9  Default Egress Queue WTD Threshold Settings

Feature Queue 1 Queue 2 Queue 3 Queue 4
WTD Drop Threshold 1 100 percent 50 percent 100 percent 100 percent
WTD Drop Threshold 2 100 percent 50 percent 100 percent 100 percent
Reserved Threshold 50 percent 100 percent 50 percent 50 percent
Maximum Threshold 400 percent 400 percent 400 percent 400 percent
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
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Note

Examples

mls qos queue-set output threshold

Use the mls qos queue-set output gset-id buffers global configuration command to allocate a fixed
number of buffers to the four queues in a queue-set.

The drop-threshold percentages can exceed 100 percent and can be up to the maximum (if the maximum
threshold exceeds 100 percent).

The egress queue default settings are suitable for most situations. You should change them only when
you have a thorough understanding of the egress queues and if these settings do not meet your QoS
solution.

The switch uses a buffer allocation scheme to reserve a minimum amount of buffers for each egress
gueue, to prevent any queue or port from consuming all the buffers and depriving other queues, and to
determine whether to grant buffer space to arequesting queue. The switch determines whether the target
gueue has not consumed more buffers than its reserved amount (under-limit), whether it has consumed
all of its maximum buffers (over-limit), and whether the common pool is empty (no free buffers) or not
empty (free buffers). If the queueis not over-limit, the switch can all ocate buffer space from the reserved
pool or from the common pool (if it is not empty). If there are no free buffers in the common pool or if
the queue is over-limit, the switch drops the frame.

This example shows how to map Fast Ethernet interface 0/1 on stack member 2 to queue-set 2. It
configures the drop thresholds for queue 2 to 40 and 60 percent of the allocated memory, guarantees
(reserves) 100 percent of the allocated memory, and configures 200 percent as the maximum memory
this queue can have before packets are dropped:

Swi tch(config)# ms gos queue-set output 2 threshold 2 40 60 100 200
Switch(config)# interface fastethernet2/0/1
Switch(config-if)# queue-set 2

You can verify your settings by entering the show mls qosinterface [interface-id] buffersor the show
mls gos queue-set privileged EXEC command.

Related Commands

Command Description

mls qos queue-set output buffers Allocates buffers to a queue-set.

queue-set Maps a port to a queue-set.

show mls qos interface buffers Displays QoS information.

show mls qos queue-set Displays egress queue settings for the queue-set.

[ 78-15165-02
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mls qos srr-queue input bandwidth

Use the mls qos srr-queue input bandwidth global configuration command on the switch stack or on
a standal one switch to assign shaped round robin (SRR) weights to an ingress queue. The ratio of the
weightsistheratio of the frequency in which the SRR schedul er dequeues packets from each queue. Use
the no form of this command to return to the default setting.

mls gos srr-queue input bandwidth weight1 weight2

no mls qos srr-queue input bandwidth

Syntax Description weight1 weight2 Ratio of weightl and weight2 determines the ratio of the frequency in which the
SRR scheduler dequeues packets from ingress queues 1 and 2. Therangeis 1to
100. Separate each value with a space.

Defaults Weight1 and weight2 are 4 (1/2 of the bandwidth is equally shared between the two queues).
Command Modes Global configuration
Command History Release Modification

12.1(11)AX This command was first introduced.

Usage Guidelines SRR servicesthe priority queuefor its configured weight as specified by the bandwidth keyword in the
mls gos srr-queue input priority-queue queue-id bandwidth weight global configuration command.
Then SRR shares the remaining bandwidth with both ingress queues and services them as specified by
the weights configured with the mls qos srr-queue input bandwidth weight1 weight2 global
configuration command.

You specify which ingress queue is the priority queue by using the mls qos srr-queue input
priority-queue global configuration command.

Examples This example shows how to assign the ingress bandwidth for the queues in the stack. Priority queueing
is disabled, and the shared bandwidth ratio allocated to queue 1 is 25/(25+75) and to queue 2 is
75/(25+75):

Switch(config)# ms qos srr-queue input priority-queue 2 bandwi dth 0O
Switch(config)# m s qos srr-queue input bandwi dth 25 75

In this example, queue 2 has three times the bandwidth of queue 1; queue 2 is serviced three times as
often as queue 1.
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This example shows how to assign the ingress bandwidths for the queues in the stack. Queue 1 is the
priority queue with 10 percent of the bandwidth allocated to it. The bandwidth ratio allocated to queues
1 and 2 is4/(4+4). SRR services queue 1 (the priority queue) first for its configured 10 percent
bandwidth. Then SRR equally shares the remaining 90 percent of the bandwidth between queues 1 and

2 by allocating 45 percent to each queue:

Switch(config)# ms qos srr-queue input priority-queue 1 bandw dth 10
Switch(config)# ms gos srr-queue input bandwidth 4 4

You can verify your settings by entering the show mlsqgosinterface[interface-id] queueing or the show
mls gos input-queue privileged EXEC command.

Related Commands

Command

Description

mls qos srr-queue input buffers

Allocates the buffers between the ingress queues.

mls qos srr-queue input cos-map

Maps class of service (CoS) valuesto an ingress queue or
maps CoS values to a queue and to a threshold ID.

mls qos srr-queue input dscp-map

Maps Differentiated Services Code Point (DSCP) values
to an ingress queue or maps DSCP values to a queue and
to athreshold ID.

mls qos srr-queue input priority-queue

Configures the ingress priority queue and guarantees
bandwidth.

mls gos srr-queue input threshold

Assignsweighted tail-drop (WTD) threshold percentages
to an ingress queue.

show mls qos input-queue

Displays ingress queue settings.

show mls qosinterface queueing

Displays quality of service (QoS) information.

[ 78-15165-02
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mls qos srr-queue input buffers

Use the mls qos srr-queue input buffers global configuration command on the switch stack or on a
standalone switch to allocate the buffers between the ingress queues. Use the no form of this command
to return to the default setting.

mls gos srr-queue input buffers percentagel percentage?

no mls qos srr-queue input buffers

Syntax Description

percentagel Percentage of buffers allocated to ingress queues 1 and 2. Therangeis 0 to
percentage2 100. Separate each value with a space.

Defaults

Command Modes

Ninety percent of the buffersisallocated to queue 1, and 10 percent of the buffersisallocated to queue 2.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(11)AX This command was first introduced.

You should allocate the buffers so that the queues can handle any incoming bursty traffic.

This example shows how to allocate 60 percent of the buffer space to ingress queue 1 and 40 percent of
the buffer space to ingress queue 2:

Switch(config)# ms qos srr-queue input buffers 60 40

You can verify your settings by entering the show mls qosinterface [interface-id] buffersor the show
mis gos input-queue privileged EXEC command.
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Related Commands

Command

Description

mls qos srr-queue input bandwidth

Assigns shaped round robin (SRR) weightsto an ingress
queue.

mls qos srr-queue input cos-map

Maps class of service (CoS) values to an ingress queue
or maps CoS values to a queue and to a threshold ID.

mls qos srr-queue input dscp-map

Maps Differentiated Services Code Point (DSCP) values
to an ingress queue or maps DSCP values to a queue and
to athreshold ID.

mls qos srr-queue input priority-queue

Configures the ingress priority queue and guarantees
bandwidth.

mls qos srr-queue input threshold

Assigns weighted tail-drop (WTD) threshold
percentages to an ingress queue.

show mls qos input-queue

Displays ingress queue settings.

show mls qos interface buffers

Displays quality of service (QoS) information.

[ 78-15165-02
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M mis qos srr-queue input cos-map

mls qos srr-queue input cos-map

Use the mls qos srr-queue input cos-map global configuration command on the switch stack or on a
standalone switch to map class of service (CoS) values to an ingress queue or to map CoS valuesto a
gueue and to athreshold ID. Use the no form of this command to return to the default setting.

mls gos srr-queue input cos-map queue queue-id { cosl...cos8 | threshold threshold-id
cosl...cos8}

no mls qos srr-queue input cos-map

Syntax Description queue queue-id Specify a queue number.

For queue-id, therangeis1to 2.

cosl...cos8 Map CoS values to an ingress queue.

For cosl...cos8, enter up to eight values, and separate each value with a
space. Therangeis0to 7.

threshold threshold-id  Map CoS values to a queue threshold ID.

cosl...cos8 For threshold-id, the rangeis 1 to 3.
For cosl...cos8, enter up to eight values, and separate each value with a
space. TherangeisOto 7.
Defaults Table 2-10 shows the default CoS input queue threshold map:

Table 2-10 Default CoS Input Queue Threshold Map

CoS Value 04 5 6,7
Queue ID - Threshold ID 1-1 2-1 |1-1

Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The CoS assigned at the ingress port selects an ingress or egress queue and threshold.

The drop-threshold percentage for threshold 3 is predefined. It is set to the queue-full state. You can
assign two weighted tail-drop (WTD) threshold percentages to an ingress queue by using the mls qos
srr-queue input threshold global configuration command.

You can map each CoS value to a different queue and threshold combination, allowing the frame to
follow different behavior.

Catalyst 3750 Switch Command Reference
m. 78-15165-02 |



| Chapter2 Cisco I0S Commands

Examples

mls qos srr-queue input cos-map M

This example shows how to map CoS values 0 to 3 to ingress queue 1 and to threshold ID 1 with adrop
threshold of 50 percent. It maps CoS values 4 and 5 to ingress queue 1 and to threshold ID 2 with adrop
threshold of 70 percent:

Switch(config)# ms gos srr-queue input cos-map queue 1 threshold 1 0 1
Switch(config)# m s qos srr-queue input cos-map queue 1 threshold 2 4 5
Swi tch(config)# ms qgos srr-queue input threshold 1 50 70

23

You can verify your settings by entering the show mls gos maps privileged EXEC command.

Related Commands

Command Description

mls qos srr-queue input bandwidth Assigns shaped round robin (SRR) weightsto an ingress
gueue.

mls qos srr-queue input buffers Allocates the buffers between the ingress queues.

mls qos srr-queue input dscp-map Maps Differentiated Services Code Point (DSCP) values

to an ingress queue or maps DSCP valuesto aqueue and
to athreshold ID.

mls qos srr-queue input priority-queue  Configures the ingress priority queue and guarantees

bandwidth.
mls qos srr-queue input threshold Assigns WTD threshold percentagesto an ingress queue.
show mls qos maps Displays QoS mapping information.

[ 78-15165-02
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mls qos srr-queue input dscp-map

Use the mls qos srr-queue input dscp-map global configuration command on the switch stack or on a
standalone switch to map Differentiated Services Code Point (DSCP) values to an ingress queue or to
map DSCP values to a queue and to a threshold ID. Use the no form of this command to return to the
default setting.

mls gos srr-queue input dscp-map queue queue-id {dscpl...dscp8 | threshold threshold-id
dscpl...dscp8}

no mls qos srr-queue input dscp-map

Syntax Description queue queue-id Specify a queue number.

For queue-id, therangeis1to 2.
dscpl...dscp8 Map DSCP values to an ingress queue.

For dscpl...dscp8, enter up to eight values, and separate each value with a
space. Therangeis 0 to 63.

threshold threshold-id Map DSCP values to a queue threshold ID.

dscpl...dscp8 For threshold-id, the rangeis 1 to 3.
For dscpl...dscp8, enter up to eight values, and separate each value with a
space. Therangeis O to 63.
Defaults Table 2-11 shows the default DSCP input queue threshold map:

Table 2-11 Default DSCP Input Queue Threshold Map

DSCP Value 0-39 |40-47 |48-63
Queue ID - Threshold ID 1-1 2-1 1-1

Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
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Usage Guidelines

Examples

mls qos srr-queue input dscp-map M

The DSCP assigned at the ingress port selects an ingress or egress queue and threshold.

The drop-threshold percentage for threshold 3 is predefined. It is set to the queue-full state. You can
assign two weighted tail-drop (WTD) threshold percentages to an ingress queue by using the mls qos
srr-queue input threshold global configuration command.

You can map each DSCP value to a different queue and threshold combination, allowing the frame to
follow different behavior.

You can map up to eight DSCP values per command.

This example shows how to map DSCP values 0 to 6 to ingress queue 1 and to threshold 1 with a drop
threshold of 50 percent. It maps DSCP values 20 to 26 to ingress queue 1 and to threshold 2 with adrop
threshold of 70 percent:

Swi tch(config)# ms gos srr-queue input dscp-map queue 1 threshold 1 012 3 456
Switch(config)# ms gos srr-queue input dscp-map queue 1 threshold 2 20 21 22 23 24 25 26
Switch(config)# ms qos srr-queue input threshold 1 50 70

You can verify your settings by entering the show mls gos maps privileged EXEC command.

Related Commands

Command Description

mls qos srr-queue input bandwidth Assigns shaped round robin (SRR) weightsto an ingress
gueue.

mls qos srr-queue input buffers Allocates the buffers between the ingress queues.

mls qos srr-queue input cos-map Maps class of service (CoS) values to an ingress queue

or maps CoS values to a queue and to threshold ID.

mls qos srr-queueinput priority-queue  Configures the ingress priority queue and guarantees

bandwidth.
mls qos srr-queue input threshold Assigns WTD threshold percentagesto an ingress queue.
show mls qos maps Displays QoS mapping information.

[ 78-15165-02
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mls qos srr-queue input priority-queue

Usethe mlsqossrr-queueinput priority-queue global configuration command on the switch stack or
on a standal one switch to configure the ingress priority queue and to guarantee bandwidth on the stack
ring if thering is congested. Use the no form of this command to return to the default setting.

mls gos srr-queue input priority-queue queue-id bandwidth weight

no mls qos srr-queue input priority-queue queue-id

Syntax Description queue-id Ingress queue ID. Therangeis1to 2.
bandwidth weight Bandwidth percentage of the stack ring. The rangeis 0 to 40.
Defaults The priority queue is queue 2, and 10 percent of the bandwidth is allocated to it.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines You should use the priority queue only for traffic that needs to be expedited (for example, voice traffic,
which needs minimum delay and jitter).

The priority queue is guaranteed part of the bandwidth on the stack ring, which reduces the delay and
jitter under heavy network traffic on an oversubscribed stack (when there is more traffic than the
backplane can carry, and the queues are full and dropping frames).

The amount of bandwidth that can be guaranteed is restricted because a large value affects the entire
stack and can degrade the stack performance.

Shaped round robin (SRR) services the priority queue for its configured weight as specified by the
bandwidth keyword inthe mlsqossrr-queueinput priority-queue queue-id bandwidth weight global
configuration command. Then SRR shares the remaining bandwidth with both ingress queues and
services them as specified by the weights configured with the mls gos srr-queue input bandwidth
weight1 weight2 global configuration command.

To disable priority queueing, set the bandwidth weigh to 0, for example, mls qos srr-queue input
priority-queue queue-id bandwidth 0.
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Examples

mls qos srr-queue input priority-queue 1l

This example shows how to assign the ingress bandwidths for the queues in the stack. Queue 1 is the
priority queue with 10 percent of the bandwidth allocated to it. The bandwidth ratio allocated to queues
1 and 2 is 4/(4+4). SRR services queue 1 (the priority queue) first for its configured 10 percent
bandwidth. Then SRR equally shares the remaining 90 percent of the bandwidth between queues 1 and
2 by allocating 45 percent to each queue:

Swi tch(config)# ms gos srr-queue input priority-queue 1 bandw dth 10
Switch(config)# ms qos srr-queue input bandwidth 4 4

You can verify your settings by entering the show misqosinter face [interface-id] queueing or the show
mls gosinput-queue privileged EXEC command.

Related Commands

Command

Description

mls qos srr-queue input bandwidth

Assigns shaped round robin (SRR) weights to an ingress
queue.

mls qos srr-queue input buffers

Allocates the buffers between the ingress queues.

mls qos srr-queue input cos-map

Maps class of service (CoS) values to an ingress queue or
maps CoS values to a queue and to a threshold ID.

mls qos srr-queue input dscp-map

Maps Differentiated Services Code Point (DSCP) valuesto an
ingress queue or maps DSCP values to a queue and to a
threshold ID.

mls qos srr-queue input threshold

Assignsweighted tail-drop (WTD) threshold percentagesto an
ingress queue.

show mls qos input-queue

Displays ingress queue settings.

show mls qosinterface queueing

Displays quality of service (QoS) information.

[ 78-15165-02
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mls qos srr-queue input threshold

Use the mls qos srr-queue input threshold global configuration command on the switch stack or on a
standalone switch to assign weighted tail-drop (WTD) threshold percentages to an ingress queue. Use
the no form of this command to return to the default setting.

mls gos srr-queue input threshold queue-id threshold-percentagel threshol d-percentage?

no mls qos srr-queue input threshold queue-id

Syntax Description queue-id ID of the ingress queue. Therangeis1to 2.
threshol d-percentagel Two WTD threshold percentage values. Each threshold value is a
threshol d-percentage? percentage of the total number of queue descriptors allocated for the

queue. Separate each value with a space. Therangeis 1 to 100.

Defaults When quality of service (QoS) is enabled, WTD is enabled.
The two WTD thresholds are set to 100 percent.

Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines QoS uses the CoS-to-threshold map or the DSCP-to-threshold map to determine which class of service
(CoS) or Differentiated Services Code Points (DSCPs) values are mapped to threshold 1 and to threshold
2. If threshold 1 is exceeded, packets with CoS or DSCPs assigned to this threshold are dropped until
the threshold isno longer exceeded. However, packets assigned to threshold 2 continue to be queued and
sent as long as the second threshold is not exceeded.

Each queue hastwo configurable (explicit) drop threshold and one preset (implicit) drop threshold (full).

You configure the CoS-to-threshold map by using the mls gos srr-queue input cos-map global
configuration command. You configure the DSCP-to-threshold map by using the mls qos srr-queue
input dscp-map global configuration command.

Examples This example shows how to configure the tail-drop thresholds for the two queues. The queue 1
thresholds are 50 percent and 100 percent, and the queue 2 thresholds are 70 percent and 100 percent:
Swi tch(config)# ms gos srr-queue input threshold 1 50 100
Switch(config)# m s qos srr-queue input threshold 2 70 100

You can verify your settings by entering the show mls qosinterface [interface-id] buffers or the show
mls gos input-queue privileged EXEC command.
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mls qos srr-queue input threshold 1l

Related Commands ~ Command Description
mls qos srr-queue input bandwidth Assigns shaped round robin (SRR) weightsto an ingress
queue.
mls qos srr-queue input buffers Allocates the buffers between the ingress queues.
mls qos srr-queue input cos-map Maps class of service (CoS) values to an ingress queue
or maps CoS values to a queue and to athreshold ID.
mls qos srr-queue input dscp-map Maps Differentiated Services Code Point (DSCP) values

to an ingress queue or maps DSCP values to a queue and
to athreshold ID.

mls qos srr-queueinput priority-queue  Configures the ingress priority queue and guarantees

bandwidth.
show mls qos input-queue Displays ingress queue settings.
show mls qos interface buffers Displays quality of service (QoS) information.
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mls qos srr-queue output cos-map

Use the mls qos srr-queue output cos-map global configuration command on the switch stack or on a
standalone switch to map class of service (CoS) values to an egress queue or to map CoS valuesto a
gueue and to athreshold ID. Use the no form of this command to return to the default setting.

mls gos srr-queue output cos-map queue queue-id { cosl...cos8 | threshold threshold-id
cosl...cos8}

no mls gqos srr-queue output cos-map

Syntax Description queue queue-id Specify a queue number.

For queue-id, therangeis1to 4.
cosl...cos8 Map CoS values to an egress queue.

For cosl...cos8, enter up to eight values, and separate each value with a
space. Therangeis0to 7.

threshold threshold-id Map CoS values to a queue threshold ID.

cosl...cos8 For threshold-id, the rangeis 1 to 3.
For cosl...cos8, enter up to eight values, and separate each value with a
space. Therangeis0to 7.
Defaults Table 2-12 shows the default CoS output queue threshold map:

Table 2-12 Default CoS Output Queue Threshold Map

CoS Value 0,1 2,3 4 5 6,7
Queue ID - Threshold ID 2-1 |3-1 |4-1 1-1 4-1

Global configuration

Command History Release Modification
12.1(11)AX This command was first introduced.
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Usage Guidelines

A

Note

Examples

mls qos srr-queue output cos-map M

The drop-threshold percentage for threshold 3 is predefined. It is set to the queue-full state.

The egress queue default settings are suitable for most situations. You should change them only when
you have a thorough understanding of the egress queues and if these settings do not meet your quality
of service (QoS) solution.

You can assign two weighted tail-drop (WTD) threshold percentages to an egress queue by using the mls
gos queue-set output gset-id threshold global configuration command.

You can map each CoS value to a different queue and threshold combination, allowing the frame to
follow different behavior.

This example shows how to map Fast Ethernet interface 0/1 on stack member 2 to queue-set 1. It maps
CoSvalues 0 to 3 to egress queue 1 and to threshold ID 1. It configures the drop thresholds for queue 1
to 50 and 70 percent of the allocated memory, guarantees (reserves) 100 percent of the allocated memory,
and configures 200 percent as the maximum memory that this queue can have before packets are
dropped.

Swi tch(config)# ms gos srr-queue output cos-map queue 1 threshold 1 0 1 2 3
Switch(config)# ms gos queue-set output 1 threshold 1 50 70 100 200
Switch(config)# interface fastethernet2/0/1

Swi tch(config-if)# queue-set 1

You can verify your settings by entering the show mls gos maps, the show mls qos interface
[interface-id] buffers, or the show mls qos queue-set privileged EXEC command.

Related Commands

Command Description

mls qos srr-queue output dscp-map Maps Differentiated Services Code Point (DSCP) valuesto an
egress queue or maps DSCP values to a queue and to a
threshold ID.

mls qos queue-set output threshold Configuresthe WTD thresholds, guaranteesthe availability of
buffers, and configures the maximum memory allocation to a

queue-set.
queue-set Maps a port to a queue-set.
show mls qos interface buffers Displays QoS information.
show mls qos maps Displays QoS mapping information.
show mls qos queue-set Displays egress queue settings for the queue-set.

[ 78-15165-02
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M mis qos srr-queue output dscp-map

mls qos srr-queue output dscp-map

Use the mls qos srr-queue output dscp-map global configuration command on the switch stack or on
a standalone switch to map Differentiated Services Code Point (DSCP) values to an egress or to map
DSCP valuesto a queue and to athreshold ID. Use the no form of this command to return to the default
setting.

mls gos srr-queue output dscp-map queue queue-id {dscpl...dscp8 | threshold threshold-id
dscpl...dscp8}

no mls qos srr-queue output dscp-map

Syntax Description queue queue-id Specify a queue number.

For queue-id, therangeis1to 4.
dscpl...dscp8 Map DSCP values to an egress queue.

For dscpl...dscp8, enter up to eight values, and separate each value with a
space. Therangeis 0 to 63.

threshold threshold-id Map DSCP values to a queue threshold ID.

dscpl...dscp8 For threshold-id, the rangeis 1 to 3.
For dscpl...dscp8, enter up to eight values, and separate each value with a
space. TherangeisO to 63.
Defaults Table 2-13 shows the default DSCP output queue threshold map:

Table 2-13 Default DSCP Output Queue Threshold Map

DSCP Value 0-15 |16-31 |32-39 (4047 |48-63
Queue ID - Threshold ID 2-1 |3-1 4-1 1-1 4-1

Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
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Usage Guidelines

A

Note

Examples

mls qos srr-queue output dscp-map M

The drop-threshold percentage for threshold 3 is predefined. It is set to the queue-full state.

The egress queue default settings are suitable for most situations. You should change them only when
you have a thorough understanding of the egress queues and if these settings do not meet your QoS
solution.

You can assign two weighted tail-drop (WTD) threshold percentages to an egress queue by using the mls
gos queue-set output gset-id threshold global configuration command.

You can map each DSCP value to a different queue and threshold combination, allowing the frame to
follow different behavior.

You can map up to eight DSCP values per command.

This example shows how to map Fast Ethernet interface 0/1 on stack member 2 to queue-set 1. It maps
DSCPvalues0to 3to egress queue 1 and to threshold ID 1. It configures the drop thresholds for queue 1
to 50 and 70 percent of the allocated memory, guarantees (reserves) 100 percent of the allocated memory,
and configures 200 percent as the maximum memory that this queue can have before packets are
dropped.

Swi tch(config)# ms gos srr-queue output dscp-map queue 1 threshold 1 01 2 3
Switch(config)# m s qos queue-set output 1 threshold 1 50 70 100 200
Switch(config)# interface fastethernet2/0/1

Swi tch(config-if)# queue-set 1

You can verify your settings by entering the show mls gos maps, the show mis qos interface
[interface-id] buffers, or the show mls qos queue-set privileged EXEC command.

Related Commands

Command Description

mls qos srr-queue output coss-map  Mapsclass of service (CoS) valuesto an egress queue or maps
CoS values to a queue and to a threshold ID.

mls qos queue-set output threshold Configuresthe WTD thresholds, guaranteesthe availability of
buffers, and configures the maximum memory allocation to a

queue-set.
queue-set Maps a port to a queue-set.
show mls qos interface buffers Displays quality of service (QoS) information.
show mls qos maps Displays QoS mapping information.
show mls qos queue-set Displays egress queue settings for the queue-set.

[ 78-15165-02
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mls qos trust

Usethe mls qostrust interface configuration command on the switch stack or on a standal one switch to
configure the port trust state. Ingress traffic can be trusted, and classification is performed by examining
the packet Differentiated Services Code Point (DSCP), class of service (CoS), or |P-precedence field.
Use the no form of this command to return a port to its untrusted state.

mls gostrust [cos | device cisco-phone | dscp | ip-precedence]

no mls qostrust [cos | device | dscp | ip-precedence]

Syntax Description cos (Optional) Classify an ingress packet by using the packet CoS value. For an
untagged packet, use the port default CoS value.

device cisco-phone  (Optional) Classify ingress packets by trusting the value sent from the Cisco
I P phone (trusted boundary).

dscp (Optional) Classify an ingress packet by using the packet DSCP value (most
significant 6 bits of 8-bit service-type field). For a non-1P packet, the packet
CoSisused if the packet istagged. For an untagged packet, the default port
CoSvalueis used.

ip-precedence (Optional) Classify an ingress packet by using the packet | P-precedence value
(most significant 3 bits of 8-bit service-type field). For a non-IP packet, the
packet CoSis used if the packet istagged. For an untagged packet, the port
default CoS valueis used.

Defaults The port is not trusted. If no keyword is specified when the command is entered, the default is dscp.
Command Modes Interface configuration
Command History Release Modification

12.1(11)AX This command was first introduced.

12.1(14)EAL The device cisco-phone keywords were added.

Usage Guidelines Packets entering a quality of service (QoS) domain are classified at the edge of the domain. When the
packets are classified at the edge, the switch port within the QoS domain can be configured to one of the
trusted states because thereis no need to classify the packets at every switch within the domain. Usethis
command to specify whether the port is trusted and which fields of the packet to use to classify traffic.

When a port is configured with trust DSCP or trust | P precedence and the incoming packet is a non-1P
packet, the CoS-to-DSCP map is used to derive the corresponding DSCP value from the CoS value. The
CoS can be the packet CoS for trunk ports or the port default CoS for nontrunk ports.

If the DSCP istrusted, the DSCP field of the I P packet is not modified. However, it is still possible that
the CoS value of the packet is modified (according to DSCP-to-CoS map).
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mis gos trust Il

If the CoSistrusted, the CoS field of the packet is not modified, but the DSCP can be modified
(according to CoS-to-DSCP map) if the packet is an | P packet.

The trusted boundary feature prevents security problems if users disconnect their PCs from networked
Cisco I P phones and connect them to the switch port to take advantage of trusted CoS settings. You must
globally enable the Cisco Discovery Protocol (CDP) on the switch and on the interface connected to the
IP phone. If the phone is not detected, trusted boundary disables the trusted setting on the switch port
and prevents misuse of a high-priority queue. If you configure the trust setting for DSCP or 1P
precedence, the DSCP or | P precedence values in the incoming packets are trusted. If you configure the
mls gos cos override interface configuration command on the switch port connected to the IP phone,
the switch overrides the CoS of the incoming voice and data packets and assigns the default CoS value
to them.

For an inter-QoS domain boundary, you can configure the port to the DSCP-trusted state and apply the
DSCP-to-DSCP-mutation map if the DSCP values are different between the QoS domains.

Classification using a port trust state (for example, mls qos trust [cos | dscp | ip-precedence] and a
policy map (for example, service-policy input policy-map-name) are mutually exclusive. The last one
configured overwrites the previous configuration.

Examples This example shows how to configure a port on stack member 2 to trust the | P precedence field in the
incoming packet:

Switch(config)# interface gigabitethernet2/0/1

Switch(config-if)# ms qgos trust ip-precedence

This exampl e shows how to specify that the Cisco | P phone connected on a port on stack member 2 isa
trusted device:

Switch(config)# interface gigabitethernet2/0/1

Switch(config-if)# ms qos trust device cisco-phone

You can verify your settings by entering the show mls qos inter face privileged EXEC command.

Related Commands ~ Command Description

mls qos cos Defines the default CoS value of a port or assigns the default CoS to all
incoming packets on the port.

mls qos dscp-mutation Applies a DSCP-to DSCP-mutation map to a DSCP-trusted port.

mls qos map Defines the CoS-to-DSCP map, DSCP-to-CoS map, the
DSCP-to-D SCP-mutation map, the | P-precedence-to-DSCP map, and the
policed-DSCP map.

show mis qosinterface Displays QoS information.
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monitor session

Use the monitor session global configuration command on the switch stack or on a standal one switch
to start anew Switched Port Analyzer (SPAN) session or Remote SPAN (RSPAN) source or destination
session, to enable ingress traffic on the destination port for a network security device (such as a Cisco
IDS Sensor Appliance), to add or delete interfaces or VLANSs to or from an existing SPAN or RSPAN
session, and to limit (filter) SPAN source traffic to specific VLANSs. Use the no form of this command
to remove the SPAN or RSPAN session or to remove source or destination interfaces or filters from the
SPAN or RSPAN session. For destination interfaces, the encapsulation replicate keywords are ignored
with the no form of the command.

monitor session session_number destination {interface interface-id [, | -] [encapsulation
replicate] [ingress{dotlq vlan vlan-id|isl |untagged vlan vlan-id | vlan vlan-id}]} |{remote

vlan vlian-id}

monitor session session_number filter vian vlan-id [, | -]

monitor session session_number source {interface interface-id [, | -] [both | rx | tx]} | {vlan
vian-id [, | -] [both | rx | tx]}| {remote vlan vlan-id}

no monitor session { session_number | all | local | remote}

no monitor session session_number destination {interface interface-id [, | -] [encapsulation
replicate] [ingress{dotlq vlan vlan-id|isl |untagged vlan vlan-id | vlan vlan-id}]} |{remote

vlan vlian-id}

no monitor session session_number filter vlian vian-id [, | -]

no monitor session session_number source {interface interface-id [, | -] [both | rx | tx]} | {vlan
vian-id [, | -] [both | rx | tx]} | {remote vlan vlan-id}

Syntax Description.  session_number

Specify the session humber identified with the SPAN or RSPAN session.
Therangeis 1 to 66.

destination

Specify the SPAN or RSPAN destination. A destination must be a physical
port.

inter face interface-id

Specify the destination or source interface for a SPAN or RSPAN session.
Valid interfaces are physical ports (including type, stack member, module,
and port number). For source interface, port channel isalso avalid
interface type, and the valid range is 1 to 12.

encapsulation replicate

(Optional) Specify that the destination interface replicates the source
interface encapsulation method. If not selected, the default is to send
packets in native form (untagged).

Note  Entering these keywordsisvalid only for local SPAN; for RSPAN,
the RSPAN VLAN ID overwritesthe original VLAN ID; therefore
packets are always sent untagged.

ingress

(Optional) Enable ingress traffic forwarding.

dotlq vlan vian-id

Specify ingress forwarding using 802.1Q encapsulation with the specified
VLAN asthe default VLAN for ingress traffic.

isl

Specify ingress forwarding using ISL encapsulation.

i Catalyst 3750 Switch Command Reference

78-15165-02 |



| Chapter2 Cisco I0S Commands

monitor session 1l

untagged vlan vlan-id Specify ingress forwarding using untagged encapsul ation with the specified
VLAN asthe default VLAN for ingress traffic

vlan vlan-id When used with only the ingress keyword, set default VLAN for ingress
traffic.
remote vlan vlan-id Specify theremote VLAN for an RSPAN source or destination session. The

rangeis 2 to 1001 and 1006 to 4094.

Note  The RSPAN VLAN cannot be VLAN 1 (the default VLAN) or
VLAN IDs 1002 to 1005 (reserved for Token Ring and FDDI
VLANS).

, (Optional) Specify a series of interfaces or VLANS, or separate a range of
interfaces or VLANSs from a previous range. Enter a space before and after
the comma.

- (Optional) Specify arange of interfaces or VLANS. Enter a space before
and after the hyphen.

filter vlan vlan-id Specify alist of VLANSs as filters on trunk source ports to limit SPAN
source traffic to specific VLANS. The vlan-id range is 1 to 4094.

source Specify the SPAN or RSPAN source. A source can be aphysical port, a port
channel, or aVLAN.

both, rx, tx (Optional) Specify the traffic direction to monitor. If you do not specify a
traffic direction, the source interface sends both transmitted and received
traffic.

source vlan vlian-id Specify the SPAN source interfaceasa VLAN ID. The rangeis 1 to 4094.

all, local, remote Specify all, local, or remotewith the no monitor session command to clear
all SPAN and RSPAN, all local SPAN, or all RSPAN sessions.

Defaults No monitor sessions are configured.
On a source interface, the default is to monitor both received and transmitted traffic.
On atrunk interface used as a source port, all VLANSs are monitored.

If encapsulation replicate is not specified on alocal SPAN destination port, packets are sent in native
form with no encapsulation tag.

Ingress forwarding is disabled on destination ports.

Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL Theingress{dotlq vlan vlan-id|isl |untagged vlan vlan-id | vian vlan-id}

keywords were added.
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Usage Guidelines Traffic that enters or leaves source ports or source VLANSs can be monitored by using SPAN or RSPAN.
Traffic routed to source ports or source VLANS cannot be monitored.

You can set a combined maximum of two local SPAN sessions and RSPAN source sessions. You can
have atotal of 66 SPAN and RSPAN sessions on a switch or switch stack.

You can have a maximum of 64 destination ports on a switch stack.

Each session can include multiple ingress or egress source ports or VLANS, but you cannot combine
source ports and source VLANSs in asingle session. Each session can include multiple destination ports.

When you use VLAN-based SPAN (VSPAN) to analyze network trafficinaVLAN or set of VLANS, all
active portsin the source VLANSs become source ports for the SPAN or RSPAN session. Trunk portsare
included as source ports for VSPAN, and only packets with the monitored VLAN ID are sent to the
destination port.

You can monitor traffic on asingle port or VLAN or on a series or range of portsor VLANS. You select
a series or range of interfaces or VLANS by using the [, | -] options.

If you specify a series of VLANS or interfaces, you must enter a space before and after the comma. If
you specify arange of VLANS or interfaces, you must enter a space before and after the hyphen (-).

EtherChannel ports cannot be configured as SPAN or RSPAN destination ports. A physical port that is
amember of an EtherChannel group can be used as a destination port, but it cannot participate in the
EtherChannel group whileit is as a SPAN destination.

You can monitor individual ports while they participate in an EtherChannel, or you can monitor the
entire EtherChannel bundle by specifying the port-channel number as the RSPAN source interface.

A port used as a destination port cannot be a SPAN or RSPAN source, nor can a port be a destination
port for more than one session at atime.

You can enable 802.1X on aport that isa SPAN or RSPAN destination port; however, 802.1X is disabled
until the port isremoved asa SPAN destination. (If 802.1X isnot available on the port, the switch returns
an error message.) You can enable 802.1X on a SPAN or RSPAN source port.

VLAN filtering refersto analyzing network traffic on a selected set of VL ANSs on trunk source ports. By
default, all VLANS are monitored on trunk source ports. You can use the monitor session
session_number filter vlan vian-id command to limit SPAN traffic on trunk source ports to only the
specified VLANS.

VLAN monitoring and VLAN filtering are mutually exclusive. If aVLAN isasource, VLAN filtering
cannot be enabled. If VLAN filtering is configured, a VLAN cannot become a source.

If ingresstraffic forwarding isenabled for anetwork security device, the destination port forwardstraffic
at Layer 2.

Destination ports can be configured to act in these ways:

« When you enter monitor session session_number destination interface interface-id with no other
keywords, egress encapsulation is untagged, and ingress forwarding is not enabled.

» When you enter monitor session session_number destination inter faceinterface-id encapsulation
replicate with no other keywords, egress encapsul ation replicates the source interface
encapsulation; ingress forwarding is not enabled. (This appliesto local SPAN only; RSPAN does
not support encapsulation replication.)

Catalyst 3750 Switch Command Reference
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« When you enter monitor session session_number destination inter faceinterface-id encapsulation
replicate ingress, egress encapsul ation replicates the source interface encapsulation; ingress
encapsul ation depends on the keywords that follow—dot1q, isl, or untagged. (This appliesto local
SPAN only; RSPAN does not support encapsulation replication.)

« When you enter monitor session session_number destination interfaceinterface-id ingress, egress
encapsulation is untagged; ingress encapsul ation depends on the keywords that follow—dot1q, isl,
or untagged.

This example shows how to create alocal SPAN session 1 to monitor both sent and received traffic on
source interface Gigabit Ethernet 1 on stack member 1 to destination interface Gigabit Ethernet 8 on
stack member 2:

Swi tch(config)# nonitor session 1 source interface gigabitethernet1/0/1 both
Swi tch(config)# nonitor session 1 destination interface gigabitethernet2/0/8

This example shows how to delete a destination port from an existing local SPAN session:

Swi tch(config)# no nonitor session 2 destination gigabitethernetl/0/4

This example shows how to limit SPAN traffic in an existing session only to specific VLANS:

Swi tch(config)# monitor session 1 filter vlian 100 - 304

This example shows how to configure RSPAN source session 1 to monitor multiple sourceinterfacesand
to configure the destination RSPAN VLAN 900.

Switch(config)# nonitor session 1 source interface gigabitethernetl1/0/10 ,

gi gabi t et hernet 1/ 0/ 12

Switch(config)# nonitor session 1 source interface gigabitethernet2/0/2 rx

Switch(config)# nonitor session 1 source interface port-channel 2 tx

Swi tch(config)# nonitor session 1 destination renmote vlan 900
Switch(config)# end

This example shows how to configure an RSPAN destination session 10 in the switch receiving the
monitored traffic.

Swi tch(config)# nmonitor session 10 source renote vlan 900
Switch(config)# nonitor session 10 destination interface gigabitethernetl/0/10

This example shows how to configure the destination port for ingress traffic on VLAN 5 by using a
security device that supports 802.1Q encapsulation. Egress traffic replicates the source; ingress traffic
uses 802.1Q encapsulation.

Switch(config)# nonitor session 2 destination interface gigabitethernetl1l/0/5 encapsul ation
replicate ingress dotlq vlian 5

This example shows how to configure the destination port for ingress traffic on VLAN 5 by using a
security device that does not support encapsulation. Egress traffic replicates the source encapsul ation;
ingress traffic is untagged.

Switch(config)# nonitor session 2 destination interface gigabitethernetl1l/0/5 encapsul ation
replicate ingress untagged vlan 5

You can verify your settings by entering the show monitor privileged EXEC command. You can view
SPAN and RSPAN configuration on the switch by entering the show running-config privileged EXEC
command. SPAN information appears near the end of the output.

[ 78-15165-02
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Related Commands ~ Command Description
remote-span Configures an RSPAN VLAN in vlan configuration mode.
show monitor Displays SPAN and RSPAN session information.
show running-config Displays the current operating configuration. For syntax information,

select Cisco | OS Configuration Fundamentals Command Reference
for Release 12.1 > Cisco | OS File Management Commands >
Configuration File Commands.
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mvr (global configuration)

Use the mvr global configuration command without keywords on the switch stack or on a standalone
switch to enable the multicast VLAN registration (MVR) feature on the switch. Use the command with
keywords to set the MV R mode for a switch, configure the MV R IP multicast address, set the maximum
time to wait for a query reply before removing a port from group membership, and to specify the MVR
multicast VLAN. Use the no form of this command to return to the default settings.

mvr [group ip-address [count] | mode [compatible | dynamic] | querytime value | vlan vlian-id]

no mvr [group ip-address | mode [compatible | dynamic] | querytime value | vlian vian-id]

Syntax Description

group ip-address Statically configure an MVR group | P multicast address on the switch.

Use the no form of this command to remove a statically configured IP
multicast address or contiguous addresses or, when no | P address is entered,
to remove all statically configured MVR | P multicast addresses.

count (Optional) Configure multiple contiguous MV R group addresses. The range
is1to 256; the default is 1.
mode (Optional) Specify the MV R mode of operation.

The default is compatible mode.

compatible Set MV R mode to provide compatibility with Catalyst 2900 XL and
3500 XL switches. This mode does not allow dynamic membership joins on
source ports.

dynamic Set MV R mode to allow dynamic MV R membership on source ports.

querytime value (Optional) Set the maximum time to wait for IGMP report memberships on
areceiver port. This time applies only to receiver-port leave processing.
When an IGMP query is sent from areceiver port, the switch waits for the
default or configured MV R querytime for an IGMP group membership
report before removing the port from multicast group membership.

The value is the response time in units of tenths of a second. Therangeis1
to 100; the default is 5 tenths or one-half second.

Use the no form of the command to return to the default setting.

vlan vlan-id (Optional) Specify the VLAN on which MV R multicast data is expected to
bereceived. Thisisalso the VLAN to which all the source ports belong. The
rangeis 1 to 4094, the default is VLAN 1.

Defaults MVR is disabled by default.
The default MV R mode is compatible mode.
No IP multicast addresses are configured on the switch by default.
The default group ip address count is 0.
The default query response time is 5 tenths of or one-half second.
The default multicast VLAN for MVR isVLAN 1.
Catalyst 3750 Switch Command Reference
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Command Modes

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.1(11)AX This command was first introduced.

A maximum of 256 MV R multicast groups can be configured on a switch.

Use the mvr group command to statically set up all the IP multicast addresses that will take part in
MVR. Any multicast data sent to a configured multicast address is sent to all the source ports on the
switch and to all receiver ports that have registered to receive data on that IP multicast address.

MV R supports aliased | P multicast addresses on the switch. However, if the switchisinteroperating with
Catalyst 3550 or Catalyst 3500 XL switches, you should not configure I P addresses that alias between
themselves or with the reserved |P multicast addresses (in the range 224.0.0.xxx).

The mvr querytime command applies only to receiver ports.

If the switch MVR isinteroperating with Catalyst 2900 XL or Catalyst 3500 XL switches, set the
multicast mode to compatible.

When operating in compatible mode, MV R does not support |GMP dynamic joins on MV R source ports.
MVR can coexist with IGMP snooping on a switch.

Multicast routing and MV R cannot coexist on a switch. If you enable multicast routing and a multicast
routing protocol while MV R isenabled, MV R is disabled and awarning message is displayed. If you try
to enable MV R while multicast routing and a multicast routing protocol are enabled, the operation to
enable MVR is cancelled with an Error message.

This example shows how to enable MVR:

Swi tch(config)# nmvr

This example shows how to disable MVR:

Swi tch(config)# no nvr

Use the show mvr privileged EXEC command to display the current setting for maximum multicast
groups.

This example shows how to configure 228.1.23.4 as an | P multicast address:

Swi tch(config)# mvr group 228.1.23.4

This example shows how to configure ten contiguous | P multicast groups with multicast addresses from
228.1.23.1t0 228.1.23.10:

Switch(config)# nmvr group 228.1.23.1 10

This example shows how to delete the previously configured ten IP multicast addresses:
Switch(config)# no nvr group 228.1.23.1 10

Catalyst 3750 Switch Command Reference
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This example shows how to delete all previously configured 1P multicast addresses:

Switch(config)# no mvr group

Use the show mvr members privileged EXEC command to display the IP multicast group addresses
configured on the switch.

This example shows how to set the maximum query response time as one second (10 tenths):
Switch(config)# nmvr querytine 10

This example shows how to return the maximum query response time to the default setting of one-half
second:

Switch(config)# no nmvr querytine

This example shows how to set VLAN 2 as the multicast VLAN:

Swi tch(config)# nvr vlian 2

You can verify your settings by entering the show mvr privileged EXEC command.

Related Commands ~ Command Description
mvr (interface configuration) Configures MVR ports.
show mvr Displays MVR global parameters or port parameters.
show mvr interface Displays the configured MVR interfaces with their type, status,

and Immediate L eave configuration. Also displays all MVR
groups of which the interface is a member.

show mvr members Displays all ports that are members of an MV R multicast group;
if the group has no members, its status is shown as Inactive.

Catalyst 3750 Switch Command Reference
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mvr (interface configuration)

Usethe mvr interface configuration command on the switch stack or on a standal one switch to configure
aLayer 2 port asamulticast VLAN registration (MVR) receiver or source port and set the immediate

leave feature, and statically assign a port to an IP multicast VLAN and | P address. Use the no form of

this command to return to the default settings.

mvr [immediate | type {receiver | source} | vlan vlan-id group [ip-address]]

no mvr [immediate | type {source | receiver}| vlan vlan-id group [ip-address]]

Syntax Description immediate

(Optional) Enable the Immediate L eave feature of MV R on a port. Use
the no mvr immediate command to disable the feature.

type

(Optional) Configure the port as an MVR receiver port or source port.

The default port typeis neither an MV R source nor receiver port. The no
mvr type command resets the port as neither a source or receiver port.

receiver

Configure the port as a subscriber port that can only receive multicast
data. Receiver ports cannot belong to the multicast VLAN.

source

Configure the port as an uplink port that can send and receive multicast
data for the configured multicast groups. All source ports on a switch
belong to a single multicast VLAN.

vlan vlan-id group

(Optional) Add the port as a static member of the multicast group with
the specified VLAN ID.

The no mvr vlan vlan-id group command removes a port on aVLAN
from membership in an |P multicast address group.

ip-address (Optional) Statically configure the specified MV R IP multicast group
address for the specified multicast VLAN ID. Thisisthe |P address of
the multicast group that the port is joining.
Defaults A port is configured as neither receiver nor source by default.

The Immediate Leave feature is disabled on all ports by default.

No receiver port is a member of any configured multicast group by default.

Command Modes Interface configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
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Configure aport asasource port if that port should be able to both send and receive multicast data bound
for the configured multicast groups. Multicast datais received on all ports configured as source ports.

Receiver ports cannot be trunk ports. Receiver ports on a switch can bein different VLANS, but should
not belong to the multicast VLAN.

A port that is not taking part in MV R should not be configured as an MVR receiver port or source port.
A non-MVR port isanormal switch port, able to send and receive multicast data with normal switch
behavior.

When Immediate Leave is enabled, areceiver port leaves a multicast group more quickly. Without
Immediate L eave, when the switch receives an IGMP |eave message from a group on a receiver port, it
sends out an IGMP MAC-based query on that port and waits for IGM P group membership reports. If no
reports are received in a configured time period, the receiver port is removed from multicast group
membership. With Immediate Leave, an IGMP MAC-based query is not sent from the receiver port on
which the IGMP leave was received. As soon as the leave message is received, the receiver port is
removed from multicast group membership, which speeds up leave latency.

The Immediate L eave feature should be enabled only on receiver portsto which asingle receiver device
is connected.

The mvr vlan group command statically configures ports to receive multicast traffic sent to the IP
multicast address. A port statically configured as a member of group remains a member of the group
until statically removed. In compatible mode, this command applies only to receiver ports; in dynamic
mode, it can also apply to source ports. Receiver ports can also dynamically join multicast groups by
using IGMP join messages.

When operating in compatible mode, MV R does not support |GMP dynamic joins on MV R source ports.

Examples This example shows how to configure Gigabit Ethernet port 0/1 on stack member 1 asan MVR receiver
port:
Switch(config)# interface gigabitethernetl/0/1
Switch(config-if)# mvr type receiver
This example shows how to configure Gigabit Ethernet port 0/2 on stack member 1 as an MVR source
port:
Switch(config)# interface gigabitethernetl/0/2
Swi tch(config-if)# nvr type source
This example shows how to remove port 0/1 on stack member 1 as an MVR port:
Switch(config)# interface gigabitethernetl/0/1
Swi tch(config-if))# no nvr
This example shows how to display configured receiver ports and source ports.
Swi t ch# show nmvr interface
Por t Type St at us I medi ate Leave
G 1/0/1 SOURCE ACTI VE/ UP DI SABLED
G 1/0/2 RECEIVER ACTI VE/ DOWN DI SABLED
G 1/0/5 RECElIVER ACTI VE/ UP ENABLED
This example shows how to enable Immediate Leave on Gigabit Ethernet port 1/0/1.:
Switch(config)# interface gigabitethernetl/0/1
Switch(config-if)# mvr inmmediate
Catalyst 3750 Switch Command Reference
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This example shows how to disable Immediate L eave on Gigabit Ethernet port 0/1on stack member 1:
Switch(config)# interface gigabitethernetl/0/1

Swi tch(config-if)# no nmvr inmmediate

This example shows how to add Gigabit Ethernet port 1/0/2 on VLAN 1 as a static member of 1P
multicast group 228.1.23.4:

Switch(config)# interface gigabitethernetl/0/2

Switch(config-if)# mvr vlianl group 230.1.23.4

This example shows how to remove this port from membership:

Switch(config)# interface gigabitethernetl/0/1

Swi tch(config-if)# no mvr vlan5 group 228.1.23.4

This example shows how to remove this port from all 1P multicast groups:

Switch(config)# interface gigabitethernetl/0/1

Switch(config-if)# no mvr vlan5 group

This example shows the result if Gigabit Ethernet port 0/2 on stack member 1 is not a receiver port:

Switch(config)# interface gigabitethernetl/0/2
Switch(config-if)# mvr vian 1 group 230.1.23.4
Interface G 1/0/2 not configured as a receiver interface

You can verify your settings by entering the show mvr member s privileged EXEC command.

Related Commands ~ Command Description
mvr (global configuration) Enables and configures multicast VLAN registration on the switch.
show mvr Displays MVR global parameters or port parameters.
show mvr interface Displays the configured MVR interfaces or displays the multicast

groups to which areceiver port belongs. Also displays all MVR
groups of which the interface is a member.

show mvr members Displays all receiver ports that are members of an MV R multicast
group.
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pagp learn-method

Use the pagp lear n-method interface configuration command on the switch stack or on a standalone
switch to learn the source address of incoming packets received from an EtherChannel port. Use the no
form of this command to return to the default setting.

pagp learn-method {aggregation-port | physical-port}

no pagp lear n-method

Syntax Description

Defaults

Command Modes

aggregation-port Specify address learning on the logical port-channel. The switch sends
packets to the source using any of the interfaces in the EtherChannel. This
setting is the default. With aggregate-port learning, it is not important on
which physical port the packet arrives.

physical-port Specify address learning on the physical port within the EtherChannel. The
switch sends packets to the source using the same interface in the
EtherChannel from which it learned the source address. The other end of the
channel usesthe same port in the channel for a particular destination MAC or
IP address.

The default is aggregation-port (logical port channel).

Interface configuration

Command History

Usage Guidelines

N

Note

Release Modification
12.1(11)AX This command was first introduced.

The learn method must be configured the same at both ends of the link.

The Catalyst 3750 switch supports address learning only on aggregate ports even though the
physical-port keyword is provided in the command-line interface (CLI). The pagp lear n-method and
the pagp port-priority interface configuration commands have no effect on the switch hardware, but
they are required for PAgP interoperability with devices that only support address learning by physical
ports, such as the Catalyst 1900 switch.

When thelink partner to the Catalyst 3750 switch isaphysical |earner, we recommend that you configure
the switch as a physical-port learner by using the pagp lear n-method physical-port interface
configuration command and to set the load-distribution method based on the source MAC address by
using the port-channel load-balance src-mac global configuration command. Use the pagp

lear n-method interface configuration command only in this situation.

[ 78-15165-02
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Examples This example shows how to set the learning method to learn the address on the physical port within the
EtherChannel:

Swi tch(config-if)# pagp | earn-nethod physical - port

This example shows how to set the learning method to learn the address on the port-channel within the
EtherChannel:

Swi tch(config-if)# pagp | earn-nethod aggregati on-port

You can verify your settings by entering the show running-config privileged EXEC command or the
show pagp channel-group-number internal privileged EXEC command.

Related Commands ~ Command Description
pagp port-priority Selects an interface over which all traffic through the EtherChannel is sent.
show pagp Displays PAgP channel-group information.

show running-config Displays the current operating configuration. For syntax information, select
Cisco 10S Configuration Fundamentals Command Reference for Release
12.1 > Cisco | OS File Management Commands > Configuration File
Commands.
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pagp port-priority

Use the pagp port-priority interface configuration command on the switch stack or on a standalone
switch to select an interface over which all Port Aggregation Protocol (PAgP) traffic through the
EtherChannel is sent. If al unused interfaces in the EtherChannel are in hot-standby mode, they can be
placed into operation if the currently selected interface and link fails. Use the no form of this command
to return to the default setting.

pagp port-priority priority

no pagp port-priority

Syntax Description

Defaults

Command Modes

priority A priority number ranging from 0 to 255.

The default is 128.

Interface configuration

Command History

Usage Guidelines

~

Note

Release Modification
12.1(11)AX This command was first introduced.

The physical port with the highest priority that is operational and has membership in the same
EtherChannel is the one selected for PAgP transmission.

The Catalyst 3750 switch supports address learning only on aggregate ports even though the
physical-port keyword is provided in the command-line interface (CLI). The pagp lear n-method and
the pagp port-priority interface configuration commands have no effect on the switch hardware, but
they are required for PAgP interoperability with devices that only support address learning by physical
ports, such as the Catalyst 1900 switch.

When thelink partner to the Catalyst 3750 switch isaphysical |earner, we recommend that you configure
the switch as a physical-port learner by using the pagp learn-method physical-port interface
configuration command and to set the load-distribution method based on the source MAC address by
using the port-channel load-balance src-mac global configuration command. Use the pagp
learn-method interface configuration command only in this situation.

[ 78-15165-02
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Examples This example shows how to set the port priority to 200:
Swi tch(config-if)# pagp port-priority 200

You can verify your setting by entering the show running-config privileged EXEC command or the
show pagp channel-group-number internal privileged EXEC command.

Related Commands ~ Command Description

pagp learn-method Provides the ability to learn the source address of incoming packets.
show pagp Displays PAgP channel-group information.

show running-config Displays the current operating configuration. For syntax information, select
Cisco 10S Configuration Fundamentals Command Reference for Release
12.1 > Cisco | OS File Management Commands > Configuration File
Commands.
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permit

Use the permit MAC-access list configuration command on the switch stack or on a standalone switch
to allow non-IP traffic to be forwarded if the conditions are matched. Use the no form of this command

Note

to remove a permit condition from the extended MAC access list.

{permit | deny} {any | host src-MAC-addr | src-MAC-addr mask} {any | host dst-MAC-addr |
dst-MAC-addr mask} [type mask | cos cos | aarp | amber | dec-spanning | decnet-iv |
diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | Isap Isap mask | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo | vines-ip | xns-idp]

no { permit | deny} {any | host src-MAC-addr | src-MAC-addr mask} {any | host dst-MAC-addr |
dst-MAC-addr mask} [type mask | cos cos | aarp | amber | dec-spanning | decnet-iv |
diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | Isap Isap mask | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo |vines-ip | xns-idp]

Though visible in the command-line help strings, appletalk is not supported as a matching condition.

Syntax Description

any

Keyword to specify to deny any source or destination MAC address.

host src-MAC-addr |
src-MAC-addr mask

Define a host MAC address and optional subnet mask. If the source
address for a packet matches the defined address, non-1P traffic from that
address is denied.

host dst-MAC-addr |
dst-MAC-addr mask

Define a destination MAC address and optional subnet mask. If the
destination address for a packet matches the defined address, non-I1P
traffic to that address is denied.

type mask

(Optional) Use the Ethertype number of a packet with Ethernet Il or
SNAP encapsulation to identify the protocol of the packet.

» typeis 0to 65535, specified in hexadecimal.

» mask isamask of don't care bits applied to the Ethertype before
testing for a match.

aarp

(Optional) Select Ethertype AppleTalk Address Resolution Protocol that
maps a data-link address to a network address.

amber

(Optional) Select EtherType DEC-Amber.

COSs cos

(Optional) Select an arbitrary class of service (CoS) number from 0 to 7
to set priority. Filtering on CoS can be performed only in hardware. A
warning message appears if the cos option is configured.

dec-spanning

(Optional) Select EtherType Digital Equipment Corporation (DEC)
spanning tree.

decnet-iv (Optional) Select EtherType DECnet Phase IV protocol.
diagnostic (Optional) Select EtherType DEC-Diagnostic.

dsm (Optional) Select EtherType DEC-DSM.

etype-6000 (Optional) Select EtherType 0x6000.

etype-8042 (Optional) Select EtherType 0x8042.

lat (Optional) Select EtherType DEC-LAT.

lavc-sca (Optional) Select EtherType DEC-LAVC-SCA.
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Isap Isap-number mask (Optional) Use the LSAP number (0 to 65535) of a packet with 802.2
encapsulation to identify the protocol of the packet.
The mask is amask of don’t care bits applied to the LSAP number before
testing for a match.
mop-console (Optional) Select EtherType DEC-MOP Remote Console.
mop-dump (Optional) Select EtherType DEC-MOP Dump.
msdos (Optional) Select EtherType DEC-MSDOS.
mumps (Optional) Select EtherType DEC-MUMPS.
netbios (Optional) Select EtherType DEC- Network Basic Input/Output System
(NETBIOS).
vines-echo (Optional) Select EtherType Virtual Integrated Network Service (VINES)
Echo from Banyan Systems.
vines-ip (Optional) Select EtherType VINES IP.
xns-idp (Optional) Select EtherType Xerox Network Systems (XNS) protocol
suite.
To filter IPX traffic, you use the type mask or Isap Isap mask keywords, depending on the type of 1PX
encapsulation being used. Filter criteriafor |PX encapsulation types as specified in Novell terminology
and Cisco 10S terminology are listed in Table 2-14.
Table 2-14 IPX Filtering Criteria
IPX Encapsulation Type
Cisco I0S Name Novell Name Filter Criterion
arpa Ethernet 11 Ethertype 0x8137
shap Ethernet-snap Ethertype 0x8137
sap Ethernet 802.2 LSAP OxEOEO
novell-ether Ethernet 802.3 L SAP OxFFFF
Defaults This command has no defaults. However; the default action for aMAC-named ACL isto deny.
Command Modes MAC-access list configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
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Usage Guidelines

Note

Examples

permit W

You enter MAC-access list configuration mode by using the mac access-list extended global
configuration command.

If you use the host keyword, you cannot enter an address mask; if you do not use the any or host
keywords, you must enter an address mask.

After an access control entry (ACE) is added to an access control list, an implied deny-any-any
condition exists at the end of thelist. That is, if there are no matches, the packets are denied. However,
before the first ACE is added, the list permits all packets.

For more information about MAC named extended accesslists, refer to the software configuration guide
for this release.

This example shows how to define the MAC name extended access list to allow NETBIOS traffic from
any source to MAC address 00c0.00a0.03fa. Traffic matching thislist is allowed.

Switch(config-ext-macl)# permit any host 00c0.00a0. 03fa netbi os

This example shows how to remove the permit condition from the MAC name extended access list:
Switch(config-ext-macl)# no permt any 00c0.00a0. 03fa 0000. 0000. 0000 net bi os

This example permits all packets with Ethertype 0x4321.:
Switch(config-ext-macl)# permit any any 0x4321 0

You can verify your settings by entering the show access-lists privileged EXEC command.

Related Commands

Command Description

deny Denies non-1P traffic to be forwarded if conditions are matched.
mac access-list extended Creates an access list based on MAC addresses for non-1P traffic.
show access-lists Displays access control lists configured on a switch.
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police

Use the poalice policy-map class configuration command on the switch stack or on a standalone switch
to define a policer for classified traffic. A policer defines a maximum permissible rate of transmission,
amaximum burst size for transmissions, and an action to take if either maximum is exceeded. Use the
no form of this command to remove an existing policer.

police rate-bps burst-byte [exceed-action {drop | policed-dscp-transmit} ]

no police rate-bps burst-byte [exceed-action {drop | policed-dscp-transmit}]

Syntax Description

Defaults

Command Modes

rate-bps Specify the average traffic rate in bits per second (bps). The range is 8000 to
1000000000.

burst-byte Specify the normal burst size in bytes. The range is 8000 to 1000000.

exceed-action drop (Optional) When the specified rate is exceeded, specify that the switch drop
the packet.

exceed-action (Optional) When the specified rate is exceeded, specify that the switch

policed-dscp-transmit change the Differentiated Services Code Point (DSCP) of the packet to that
specified in the policed-DSCP map and then send the packet.

No policers are defined.

Policy-map class configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

The port ASIC supports 256 policers (255 policers plus 1 no policer). The maximum number of policers
supported per port is 64. Policers are allocated on demand by the software and are constrained by the
hardware and ASIC boundaries. You cannot reserve policers per port. There is no guarantee that a port
will be assigned to any policer.

Toreturn to policy-map configuration mode, use the exit command. To return to privileged EXEC mode,
use the end command.

Policing uses a token-bucket algorithm. You configure the bucket depth (the maximum burst that is
tolerated before the bucket overflows) by using the burst-byte option of the police policy-map class
configuration command or the mls qos aggregate-policer global configuration command. You
configure how quickly (the average rate) the tokens are removed from the bucket by using the rate-bps
option of the police policy-map class configuration command or the mls qos aggregate-policer global
configuration command. For moreinformation, refer to the software configuration guide for thisrelease.
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Examples

police M

This example shows how to configure apolicer that drops packetsif traffic exceeds 1 Mbps average rate
with a burst size of 20 KB. The DSCPs of incoming packets are trusted, and there is no packet
modification.

Swi tch(config)# policy-map policyl

Swi tch(config-pmap)# class classl

Swi t ch(config-pmap-c)# set ip dscp 45

Swi t ch(confi g- pmap-c)# police 1000000 20000 exceed-acti on drop

Swi tch(config-pmap-c)# exit

This example shows how to configure a policer, which marks down the DSCPs with the values defined
in policed-DSCP map and sends the packet:

Swi tch(config)# policy-map policy2

Swi tch(config-pmap)# cl ass cl ass2

Swi t ch(confi g- pmap-c)# police 1000000 20000 exceed-acti on policed-dscp-transmt
Swi t ch(config-pmap-c)# exit

You can verify your settings by entering the show policy-map privileged EXEC command.

Related Commands

Command Description

class Definesatraffic classification match criteria (through the police, set,
and trust policy-map class configuration commands) for the
specified class-map name.

mls qos map policed-dscp Applies a policed-DSCP map to a DSCP-trusted port.

policy-map Creates or modifies a policy map that can be attached to multiple
interfaces to specify a service policy.

set Classifies P traffic by setting a DSCP or | P-precedence value in the
packet.

show policy-map Displays quality of service (QoS) policy maps.

trust Defines atrust state for traffic classified through the class
policy-map configuration or the class-map global configuration
command.

[ 78-15165-02
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police aggregate

Use the police aggregate policy-map class configuration command on the switch stack or on a
standalone switch to apply an aggregate policer to multiple classes in the same policy map. A policer
defines a maximum permissible rate of transmission, a maximum burst size for transmissions, and an
action to take if either maximum is exceeded. Use the no form of this command to remove the specified
policer.

police aggr egate aggregate-policer-name

no police aggr egate aggregate-policer-name

Syntax Description aggregate-policer-name Name of the aggregate policer.
Defaults No aggregate policers are defined.
Command Modes Policy-map class configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The port ASIC supports 256 policers (255 policers plus 1 no policer). The maximum number of policers

supported per port is 64. Policers are allocated on demand by the software and are constrained by the
hardware and ASIC boundaries. You cannot reserve policers per port. There is no guarantee that a port
will be assigned to any policer.

You set aggregate policer parameters by using the mls qos aggregate-policer global configuration
command. You apply an aggregate policer to multiple classes in the same policy map; you cannot use an
aggregate policer across different policy maps.

Toreturn to policy-map configuration mode, use the exit command. To return to privileged EXEC mode,
use the end command.
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Examples

police aggregate Il

This example shows how to define the aggregate policer parameters and to apply the policer to multiple
classes in a policy map:

Swi tch(config)# ms gos aggregate-policer agg_policerl 10000 1000000 exceed-action drop
Swi tch(config)# policy-map policy2

Swi t ch(config-pmap)# cl ass cl assl

Swi t ch(confi g- pmap-c)# police aggregate agg_policerl
Swi tch(config-pmap-c)# exit

Swi t ch(config- pmap) # cl ass cl ass2

Swi t ch(config-pmap-c)# set ip dscp 10

Swi tch(confi g-pmap-c)# police aggregate agg_policerl
Swi tch(config-pmap-c)# exit

Swi t ch(config- pmap) # cl ass cl ass3

Swi tch(config-pmap-c)# trust dscp

Swi t ch(confi g- pmap-c)# police aggregate agg_policer2
Swi t ch(config-pmap-c)# exit

You can verify your settings by entering the show mls qos aggregate-policer privileged EXEC
command.

Related Commands

Command Description

mls qos aggr egate-policer Defines policer parameters, which can be shared by multiple
classes within a policy map.

show mls qos aggregate-policer Displays the quality of service (QoS) aggregate policer
configuration.

[ 78-15165-02
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policy-map

Use the policy-map global configuration command on the switch stack or on a standalone switch to
create or modify a policy map that can be attached to multiple interfaces and to enter policy-map
configuration mode. Use the no form of this command to delete an existing policy map and to return to
global configuration mode.

policy-map policy-map-name

no policy-map policy-map-name

Syntax Description policy-map-name Name of the policy map.

Defaults No policy maps are defined.

The default behavior is to set the Differentiated Services Code Point (DSCP) to 0 if the packet isan IP
packet and to set the class of service (CoS) to 0 if the packet is tagged. No policing is performed.

Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines After entering the policy-map command, you enter policy-map configuration mode, and these
configuration commands are available:

» class: definesthe classification match criteriafor the specified class map. For moreinformation, see
the “class” section on page 2-33.

» description: describes the policy map (up to 200 characters).

- exit: exits policy-map configuration mode and returns you to global configuration mode.
» no: removes a previously defined policy map.

» rename: renames the current policy map.

To return to global configuration mode, use the exit command. To return to privileged EXEC mode, use
the end command.

Before configuring policies for classes whose match criteria are defined in a class map, use the
policy-map command to specify the name of the policy map to be created, added to, or modified.
Entering the policy-map command also enables the policy-map configuration mode in which you can
configure or modify the class policies for that policy map.
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policy-map M

You can configure class policiesin apolicy map only if the classes have match criteria defined for them.
To configure the match criteriafor aclass, use the class-map global configuration and match class-map
configuration commands. You define packet classification on a physical-port basis.

Only one policy map per ingress interface is supported. You can apply the same policy map to multiple
interfaces.

Examples This example shows how to create a policy map called policyl. When attached to the ingress direction,
it matches all theincoming traffic defined in classl, setsthe |IP DSCP to 10, and polices the traffic at an
average rate of 1 Mbps and bursts at 20 KB. Traffic exceeding the profile is marked down to a DSCP
value obtained from the policed-DSCP map and then sent.

Swi tch(config)# policy-map policyl

Swi t ch(config-pmap)# cl ass cl assl

Switch(config-pmap-c)# set ip dscp 10

Swi t ch(confi g- pmap-c)# police 1000000 20000 exceed-acti on policed-dscp-transmt
Swi t ch(config-pmap-c)# exit

This example shows how to configure multiple classes in a policy map called policymap?2:

Swi tch(config)# policy-nmap policymp2

Switch(config-pmap)# class classl

Swi tch(config-pmap-c)# set ip dscp 10

Swi t ch(confi g- pmap-c)# police 100000 20000 exceed-action policed-dscp-transmt
Switch(config-pmap-c)# exit

Swi tch(config-pmap)# cl ass cl ass2

Swi t ch(config- pmap-c)# trust dscp

Swi t ch(confi g-pmap-c)# police 100000 20000 exceed-action drop
Swi tch(config-pmap-c)# exit

Swi t ch(config- pmap)# cl ass cl ass3

Switch(config-pmap-c)# set ip dscp 0 (no policer)

Swi tch(config-pmap-c)# exit

This example shows how to delete policymap2:

Switch(config)# no policy-map policymp2

You can verify your settings by entering the show policy-map privileged EXEC command.

Related Commands ~ Command Description

class Defines a traffic classification match criteria (through the police, set, and
trust policy-map class configuration command) for the specified class-map
name.

class-map Creates a class map to be used for matching packets to the class whose name
you specify.

service-policy Applies apolicy map to an interface

show policy-map Displays quality of service (QoS) policy maps.
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port-channel load-balance

Use the port-channel load-balance global configuration command on the switch stack or on a
standalone switch to set the load-distribution method among the ports in the EtherChannel. Use the no
form of this command to return to the default setting.

port-channel load-balance {dst-ip | dst-mac | src-dst-ip | src-dst-mac | src-ip | sre-mac}

no port-channel load-balance

Syntax Description dst-ip Load distribution is based on the destination host | P address.

dst-mac Load distribution is based on the destination host MAC address. Packets to the same
destination are sent on the same port, but packets to different destinations are sent on
different ports in the channel.

src-dst-ip Load distribution is based on the source and destination host |P address.
src-dst-mac  Load distribution is based on the source and destination host MAC address.
src-ip Load distribution is based on the source host | P address.

src-mac L oad distribution is based on the source MAC address. Packets from different hosts use
different ports in the channel, but packets from the same host use the same port.

Defaults The default is src-mac.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines For information about when to use these forwarding methods, refer to the “ Configuring EtherChannels”
chapter in the software guide for this release.

Examples This example shows how to set the load-distribution method to dst-mac:

Swi tch(config)# port-channel | oad-bal ance dst-nmac

You can verify your setting by entering the show running-config privileged EXEC command or the
show etherchannel load-balance privileged EXEC command.
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port-channel load-balance W

Related Commands

Command

Description

interface port-channel

Accesses or creates the port channel.

show etherchannel

Displays EtherChannel information for a channel.

show running-config

Displays the current operating configuration. For syntax information, select
CiscolOS Configuration Fundamentals Command Referencefor Release
12.1 > Cisco | OS File Management Commands > Configuration File
Commands.

[ 78-15165-02
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queue-set

Usethe queue-set interface configuration command on the switch stack or on a standal one switch to map
aport to a queue-set. Use the no form of this command to return to the default setting.

gueue-set gset-id

no queue-set gset-id

Syntax Description gset-id ID of the queue-set. Each port belongs to a queue-set, which defines all the
characteristics of the four egress queues per port. Therangeis 1 to 2.

Defaults The queue-set ID is 1.
Command Modes Interface configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
Examples This example shows how to map Fast Ethernet port 0/1 on stack member 2 to queue-set 2:

Switch(config)# interface fastethernet2/0/1
Switch(config-if)# queue-set 2

You can verify your settings by entering the show mls gos interface [interface-id] buffers privileged
EXEC command.

Related Commands ~ Command Description
mls qos queue-set output buffers Allocates buffers to a queue-set.

mls qos queue-set output threshold Configures the weighted tail-drop (WTD) thresholds,
guarantees the availability of buffers, and configures the
maximum memory allocation to a queue-set.

show mls qos interface buffers Displays quality of service (QoS) information.
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rcommand 1

Use the rcommand user EXEC command on the switch stack or on the cluster command switch to start a
Telnet session and to execute commands on a cluster member switch from the cluster command switch
or the switch stack. To end the session, enter the exit command.

rcommand {n | commander | mac-address hw-addr}

Syntax Description n Provide the number that identifies a cluster member. TherangeisOto 15.
commander Provide access to the cluster command switch from a cluster member
switch.
mac-address hw-addr MAC address of the cluster member switch.
Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

This command is available only on the cluster command switch stack or cluster command switch.

If the switch is the cluster command switch but the cluster member switch n does not exist, an error
message appears. To obtain the switch number, enter the show cluster member s privileged EXEC
command on the cluster command switch.

You can use this command to access a cluster member switch from the cluster command-switch prompt
or to access a cluster command switch from the member-switch prompt.

For Catalyst 2900 XL, 3500 XL, 2950, 2970, 3550, and 3750 switches, the Telnet session accesses the
member-switch command-line interface (CL1) at the same privilege level as on the cluster command
switch. For example, if you execute this command at user level on the cluster command switch, the
cluster member switch isaccessed at user level. If you use this command on the cluster command switch
at privileged level, the command accesses the remote device at privileged level. If you use an
intermediate enable-level lower than privileged, access to the cluster member switch is at user level.

For Catalyst 1900 and 2820 switches running standard edition software, the Telnet session accesses the
menu console (the menu-driven interface) if the cluster command switch is at privilege level 15. If the
cluster command switch is at privilege level 1, you are prompted for the password before being able to
access the menu console. Cluster command switch privilege levels map to the cluster member switches
running standard edition software as follows:

« |If the cluster command switch privilege level isfrom 1 to 14, the cluster member switch is accessed
at privilege level 1.

 If the cluster command switch privilege level is 15, the cluster member switch is accessed at
privilege level 15.

The Catalyst 1900 and 2820 CLI is available only on switches running Enterprise Edition Software.

[ 78-15165-02
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This command will not work if the vty lines of the cluster command switch have access-class
configurations.

You are not prompted for a password because the cluster member switches inherited the password of the
cluster command switch when they joined the cluster.

Examples This example shows how to start a session with member 3. All subsequent commands are directed to
member 3 until you enter the exit command or close the session.

Swi t ch# rcommand 3
Swi t ch- 3# show version
Cisco Internet Operating System Software ...

Switch-3# exit

Swi t ch#
Related Commands ~ Command Description
show cluster members Displays information about the cluster members.
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reload W

Usethereload privileged EXEC command to reset the stack member and applies a configuration change
into effect.

reload [LINE | at | cancel |in | slot stack-member-number | standby-cpu]

Syntax Description

Defaults

LINE Specify the reason for the reload.

at Specify the time in hh:mm for the reload to occur.

cancel Cancel the pending reload.

in Specify atime interval in mmm or hhh:mm for reloads to occur.
slot stack-member-number  Save the changes on the specified stack member and restart it.
standby-cpu Reload the standby route processor (RP).

Immediately resets the stack member and puts a configuration change into effect.

Command Modes Privilege EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Examples

This example shows how to reload the switch stack:

Swi tch(config)# rel oad
System configuration has been nodified. Save? [yes/no]: y
Proceed to rel oad the whole Stack? [confirn y

This example shows how to reload a specific stack member:

Swi tch(config)# reload slot 6
Proceed with reload? [confirmy

Related Commands

Command Description

reload Accesses a specific stack member.

switch priority Changes the stack member priority value.

switch renumber Changes the stack member number.

show switch Displays information about the switch stack and its stack members.

[ 78-15165-02
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remote command

Use the remote command privileged EXEC command to monitor all or specified stack members.

remote command [all | stack-member-number] LINE

Syntax Description stack-member-number Specify the stack member. Therangeis1to 9.
all Apply to all stack members.
LINE Specify the command to execute.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The commands (such as debug, show, or clear) you use in the LINE command-to-execute string apply
to a specific stack member or to the switch stack.

Examples This example shows how to execute the undebug command on the switch stack:

Switch(config)# renote command all undebug all
Switch :1 :

Al'l possi bl e debuggi ng has been turned off
Switch :5 :

Al'l possi bl e debuggi ng has been turned off
Switch :9 :

Al'l possi bl e debuggi ng has been turned off

This example shows how to execute the debug udld event command on stack member 5:
Switch(config)# renpte command 5 undebug all
Switch :5 :

UDLD events debugging is on

Related Commands ~ Command Description
reload Accesses a specific stack member.
switch priority Changes the stack member priority value.
switch renumber Changes the stack member number.
show switch Displays information about the switch stack and its stack members.

Catalyst 3750 Switch Command Reference
m. 78-15165-02 |



| Chapter2 Cisco I0S Commands

remote-span M

remote-span

Syntax Description

Defaults

Command Modes

Use the remote-span VLAN configuration command on the switch stack or on a standalone switch to
configure aVLAN as a Remote Switched Port Analyzer (RSPAN) VLAN. Use the no form of this
command to remove the RSPAN designation from the VLAN.

remote-span

no remote-span

This command has no arguments or keywords.

No RSPAN VLANSs are defined.

VLAN configuration (config-VLAN)

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

You can configure RSPAN VLANs only in config-VLAN mode (entered by using the vlan global
configuration command), not the VLAN configuration mode entered by using the vlan database
privileged EXEC command.

If VTPisenabled, the RSPAN featureis propagated by VLAN Trunking Protocol (VTP) for VLAN-IDs
that are lower than 1005. If the RSPAN VLAN ID isin the extended range, you must manually configure
intermediate switches (those in the RSPAN VLAN between the source switch and the destination
switch).

Before you configure the RSPAN remote-span command, use the vlan (global configuration) command
to create the VLAN.

The RSPAN VLAN has these characteristics:
« No MAC address learning occurs on it.
 RSPAN VLAN traffic flows only on trunk ports.

» Spanning Tree Protocol (STP) can run in the RSPAN VLAN, but it does not run on RSPAN
destination ports.

When an existing VLAN is configured as an RSPAN VLAN, the VLAN isfirst deleted and then
recreated asan RSPAN VLAN. Any access ports are made inactive until the RSPAN feature is disabled.

[ 78-15165-02
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Examples This example shows how to configure aVLAN as an RSPAN VLAN.
Swi tch(config)# vlan 901
Swi tch(config-vlan)# renote-span
This example shows how to remove the RSPAN feature from a VLAN.
Switch(config)# vlan 901

Swi tch(config-vlan)# no renote-span

You can verify your settings by entering the show vlan remote-span user EXEC command.

Related Commands ~ Command Description
monitor session Enables Switched Port Analyzer (SPAN) and RSPAN monitoring on a port
and configures a port as a source or destination port.
vlan (global Changes to config-vlan mode where you can configure VLANSs 1 to 4094.

configuration)
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rmon collection stats

Use the rmon collection stats interface configuration command on the switch stack or on a standalone
switch to collect Ethernet group statistics, which include utilization statistics about broadcast and
multicast packets, and error statistics about Cyclic Redundancy Check (CRC) alignment errors and
collisions. Use the no form of this command to return to the default setting.

rmon collection stats index [owner name]

no rmon collection stats index [owner name]

Syntax Description

Defaults

Command Modes

index Remote Network Monitoring (RMON) collection control index. Therangeis
1 to 65535.
owner name (Optional) Owner of the RMON collection.

The RMON statistics collection is disabled.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

12.1(11)AX This command was first introduced.

The RMON statistics collection command is based on hardware counters.

This example shows how to collect RMON statistics for the owner root on Gigabit Ethernet interface 0/1
of stack member 2:

Switch(config)# interface gigabitethernet2/0/1
Swi tch(config-if)# rnmon collection stats 2 owner root

You can verify your setting by entering the show rmon statistics privileged EXEC command.

Related Commands

Command Description
show rmon statistics Displays RMON statistics.

For syntax information, select Cisco |OS Configuration
Fundamentals Command Referencefor Release 12.1 > Cisco |OS
System Management Commands > RMON Commands.
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sdm prefer

Use the sdm prefer global configuration command on the switch stack or on a standalone switch to
configure the template used in Switch Database Management (SDM) resource allocation. You can use a
template to all ocate system resources to best support the features being used in your application. Use a
template to provide maximum system utilization for unicast routing or for VLAN configuration or to
change an aggregator template (Catalyst 3750-12S only) to a desktop template. Use the no form of this
command to return to the default template.

sdm prefer {default | routing | vian} [desktop]

no sdm prefer
Syntax Description default Set the switch to use the default template (Catalyst 3750-12S only). This keyword
is not available on switches that do not allow the aggregator template (desktop
switches). On these switches, enter the no sdm prefer command to set the default
template.
routing Provide maximum system utilization for unicast routing. You would typically use
this template for arouter or aggregator in the middle of a network.
vlan Provide maximum system utilization for VLANSs. Thistemplate maximizes system
resources for use as a Layer 2 switch with no routing.
desktop Use only on a Catalyst 3750-12S switch (where aggregator templates are the
default), to select the default, routing, or VLAN desktop template.
Defaults The default template provides a balance to all features.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The aggregator templates were added.
Usage Guidelines You must reload the switch for the configuration to take effect. If you enter the show sdm prefer

command before you enter the reload privileged EXEC command, the show sdm prefer command shows
the template currently in use and the template that will become active after areload.

Desktop switches support only desktop templates; an aggregator switch (Catalyst 3750-12S) supports
both desktop and aggregator templates. On an aggregator switch, if you do not enter the desktop
keyword, the aggregator templates are sel ected.

All stack members use the same SDM desktop or aggregator template, stored on the stack master. When
anew switch member is added to a stack, as with the switch configuration file and VLAN database file,
the SDM configuration that is stored on the stack master overrides the template configured on an
individual switch.

Catalyst 3750 Switch Command Reference
m. 78-15165-02 |



| Chapter2 Cisco I0S Commands

Note

sdm prefer W

If a stack member cannot support the template that is running on the master switch, the switch goesinto
SDM mismatch mode, the master switch does not attempt to change the SDM template, and the switch
cannot be a functioning member of the stack.

- If the master switch is a Catalyst 3750-12S, and you change the template from an aggregator
template to a desktop template and reload the switch, the entire stack operates with the selected
desktop template. Thiscould cause configuration lossesif the number of ternary content addressable
memory (TCAM) entries exceeds the desktop template sizes.

- If you change the template on a Catalyst 3750-12S master from a desktop template to an aggregator
template and reload the switch, any desktop switches that were part of the stack go into SDM
mismatch mode.

« |If you add a Catalyst 3750-12S switch that is running the aggregator template to a stack that has a
desktop switch asthe stack master, the stack operates with the desktop templ ate sel ected on the stack
master. This could cause configuration losses on the Catalyst 3750-12S stack member if the number
of TCAM entries on it exceeds desktop template sizes.

For more information about stacking, refer to the “Managing Switch Stacks” chapter in the software
configuration guide.

Usethe sdm prefer vian [desktop] global configuration command only on switchesintended for Layer
2 switching with no routing. When you use the VLAN template, no system resources are reserved for
routing entries and any routing is done through software. This overloads the central processing unit
(CPU) and severely degrades routing performance.

Do not use the routing template if you do not have routing enabled on your switch. Entering the sdm
prefer routing [desktop] global configuration command prevents other features from using the memory
allocated to unicast routing in the routing template.

Table 2-15 lists the approximate number of each resource supported in each of the three templates for a
desktop or aggregator switch. Thefirst eight rowsin the tables (unicast MAC addresses through security
ACES) represent approximate hardware boundaries set when atemplate is selected. If a section of a
hardware resource is full, all processing overflow is sent to the CPU, seriously impacting switch
performance. The last row is a guideline used to cal cul ate hardware resource consumption related to the
number of Layer 3 VLANS configured.

Table 2-15 Approximate Number of Feature Resources Allowed by Each Template

Desktop Templates Aggregator Templates

Resource Default Routing VLAN Default Routing VLAN
Unicast MAC addresses 6 K 3K 12K 6 K 6 K 12K
Internet Group Management Protocol 1K 1K 1K 1K 1K 1K
(IGMP) groups and multicast routes
Unicast routes 8K 11K 0 12K 20K 0

« Directly connected hosts 6 K 3K 0 6 K 6 K 0

- Indirect routes 2K 8K 0 6 K 14 K 0
Policy-based routing access control 0 512 0 0 512 0
entries (ACES)
QoS classification ACEs 512 512 512 896 512 896

[ 78-15165-02
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Table 2-15 Approximate Number of Feature Resources Allowed by Each Template (continued)

Desktop Templates Aggregator Templates
Resource Default Routing VLAN Default Routing VLAN
Security ACEs 1K 1K 1K 1K 1K 1K
Layer 2VLANSs 1K 1K 1K 1K 1K 1K
Examples This example shows how to configure the routing template on a desktop switch:

Switch(config)# sdm prefer routing
Switch(config)# exit
Swi t ch# rel oad

This example shows how to configure the desktop routing template on an aggregator switch:

Switch(config)# sdm prefer routing desktop
Switch(config)# exit
Swi t ch# rel oad

This exampl e shows how to change a switch template to the default template. On an aggregator switch,
thisis the default aggregator template; on a desktop switch, thisis the default desktop template.

Swi tch(config)# no sdm prefer
Switch(config)# exit
Swi t ch# rel oad

This example shows how to configure the desktop default template on an aggregator switch:

Switch(config)# sdm prefer default desktop
Switch(config)# exit
Swi t ch# rel oad

You can verify your settings by entering the show sdm prefer privileged EXEC command.

Related Commands

Command Description

show sdm prefer Displays the current SDM template in use or displays the templates that can

be used, with approximate resource allocation per feature.
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service password-recovery

Syntax Description

Defaults

Command Modes

Usethe service passwor d-recovery global configuration command on the switch stack or on astandalone
switch to enable the password-recovery mechanism (the default). This mechanism allows a user with
physical access to the switch to hold down the M ode button and interrupt the boot process while the
switch is powering up and to assign a new password. Use the no form of this command to disable part
of the password-recovery functionality. When the password-recovery mechanism is disabled,
interrupting the boot process is allowed only if the user agrees to set the system back to the default
configuration.

service passwor d-recovery

No service passwor d-recovery

This command has no arguments or keywords.

The default action is for the password-recovery mechanism to be enabled.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

As asystem administrator, you can use the no service passwor d-recovery command to disable some of
the functionality of the password recovery feature by allowing an end user to reset a password only by
agreeing to return to the default configuration.

To use the password-recovery procedure, a user with physical access to the switch holds down the M ode
button while the unit powers up and for a second or two after the LED above port 1X goes off. When the
button is released, the system continues with initialization. If the password-recovery mechanism is disabled,

this message is displayed:

The password-recovery nmechani sm has been triggered, but
is currently disabled. Access to the boot |oader pronmpt
through the password-recovery nmechanismis disallowed at
this point. However, if you agree to let the system be
reset back to the default system configuration, access
to the boot |oader pronpt can still be all owed.

Would you like to reset the systemback to the default configuration (y/n)?

If the user chooses not to reset the system back to the default configuration, the normal boot process
continues, asif the M ode button had not been pressed. If you choose to reset the system back to the default
configuration, the configuration file in flash memory is deleted and the VLAN database file, flash: vian.dat
(if present) is deleted.

[ 78-15165-02
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~

Note

Examples

If you use the no service passwor d-recovery command to control end user access to passwords, we
recommend that you save a copy of the config file in alocation away from the switch in case the end
user uses the password recovery procedure and sets the system back to defaults. Do not keep a backup
copy of the config file on the switch.

If the switch is operating in VTP transparent mode, we recommend that you also save a copy of the
vlan.dat file in alocation away from the switch.

When you enter the service passwor d-recovery or no service passwor d-recovery command on the
stack master, it is propagated throughout the stack and applied to all switches in the stack.

You can verify if password recovery is enabled or disabled by entering the show version privileged
EXEC command.

This example shows how to disable password recovery on a switch or switch stack so that a user can
only reset a password by agreeing to return to the default configuration.

Swi tch(config)# no service-password recovery
Switch(config)# exit

Related Commands

Command Description
show version Displays version information for the hardware and firmware.
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service-policy

Use the service-policy interface configuration command on the switch stack or on a standalone switch
to apply apolicy map defined by the policy-map command to theinput of aparticular interface. Usethe
no form of this command to remove the policy map and interface association.

service-policy input policy-map-name

no service-policy input policy-map-name

Syntax Description input policy-map-name Apply the specified policy-map to the input of an interface.

~

Note  Though visiblein the command-line help strings, the history keyword is not supported, and you should
ignore the statistics it gathers. The output keyword is also not supported.

Defaults No policy maps are attached to the interface.
Command Modes Interface configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines Only one policy map per ingress interface is supported.

Classification using a port trust state (for example, mls gostrust [cos | dscp | ip-precedence] and a
policy map (for example, service-policy input policy-map-name) are mutually exclusive. The last one
configured overwrites the previous configuration.

Examples This example shows how to apply plcmapl to an ingress interface on stack member 2:
Switch(config)# interface gigabitethernet2/0/1
Swi tch(config-if)# service-policy input plcrmapl
This example shows how to detach plcmap2 from an interface on stack member 2:
Switch(config)# interface gigabitethernet2/0/2

Swi tch(config-if)# no service-policy input plcmp2

You can verify your settings by entering the show running-config privileged EXEC command.

Catalyst 3750 Switch Command Reference
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Related Commands ~ Command Description
policy-map Creates or modifies a policy map that can be attached to multiple interfaces
to specify a service policy.
show policy-map Displays quality of service (QoS) policy maps.
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session

Use the session privileged EXEC command on the stack master to access a specific stack member.

session stack-member-number

Syntax Description stack-member-number Specify the current stack member number. The stack member number is
in the range from 1 through 9.

Defaults No default is defined.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines When you access the stack member, its stack member number is appended to the system prompt.
Examples This example shows how to access stack member 6:
Swi tch(config)# session 6
Swi t ch- 6#
Related Commands ~ Command Description
reload Saves the configuration change and restarts the stack member.
switch priority Changes the stack member priority value.
switch renumber Changes the stack member number.
show switch Displays information about the switch stack and its stack members.
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set

Use the set policy-map class configuration command on the switch stack or on a standalone switch to
classify IP traffic by setting a Differentiated Services Code Point (DSCP) or | P-precedence value in the
packet. Use the no form of this command to remove traffic classification.

set {ip dscp new-dscp | ip precedence new-precedence}

no set {ip dscp new-dscp | ip precedence new-precedence}

Syntax Description

Note

Defaults

Command Modes

ip dscp new-dscp New DSCP value assigned to the classified traffic. Therangeis
0 to 63. You al'so can enter amnemonic name for acommonly-used
value.

ip precedence new-precedence  New | P-precedence value assigned to the classified traffic. The
rangeis0to 7. You also can enter a mnemonic name for a
commonly-used value.

Though visible in the command-line help strings, the mpls keyword is not supported.

No traffic classification is defined.

Policy-map class configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

The set command is mutually exclusive with the trust policy-map class configuration command within
the same policy map.

For the set ip dscp new-dscp or the set ip precedence new-precedence command, you can enter a
mnemonic name for acommonly-used value. For example, you can enter the set ip dscp af11 command,
which is the as same entering the set ip dscp 10 command. You can enter the set ip precedence critical
command, which is the same as entering the set ip precedence 5 command. For alist of supported
mnemonics, enter the set ip dscp ? or the set ip precedence ? command to see the command-line help
strings.

To return to policy-map configuration mode, use the exit command. To return to privileged EXEC mode,
use the end command.
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set W

This example shows how to assign DSCP 10 to all FTP traffic without any policers:

Swi tch(config)# policy-map policy_ftp
Switch(config-pmap)# class ftp_class
Swi t ch(config-pmap-c)# set ip dscp 10
Swi t ch(config-pmap) # exit

You can verify your settings by entering the show policy-map privileged EXEC command.

Related Commands ~ Command Description
class Defines atraffic classification match criteria (through the police, set, and trust
policy-map class configuration commands) for the specified class-map name.
police Defines a policer for classified traffic.
policy-map Creates or modifies a policy map that can be attached to multiple interfaces to

specify a service policy.

show policy-map

Displays quality of service (QoS) policy maps.

trust

Defines a trust state for traffic classified through the class policy-map
configuration command or the class-map global configuration command.

[ 78-15165-02
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setup

Syntax Description

Use the setup privileged EXEC command to configure the switch with itsinitial configuration.

setup

This command has no arguments or keywords.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

When you use the setup command, make sure that you have this information:
» [P address and network mask
» Password strategy for your environment
«  Whether the switch will be used as the cluster command switch and the cluster name

When you enter the setup command, an interactive dialog, called the System Configuration Dialog,
appears. It guides you through the configuration process and prompts you for information. The values
shown in brackets next to each prompt are the default values | ast set by using either the setup command
facility or the configure privileged EXEC command.

Help text is provided for each prompt. To access help text, press the question mark (?) key at a prompt.

To return to the privileged EXEC prompt without making changes and without running through the
entire System Configuration Dialog, press Ctrl-C.

When you complete your changes, the setup program shows you the configuration command script that
was created during the setup session. You can save the configuration in nonvolatile RAM (NVRAM),
return to the setup program without saving, or return to the command-line prompt without saving the
configuration.
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Examples This is an example of output from the setup command:

Swi t ch# setup
--- System Configuration Dialog ---
Continue with configuration dialog? [yes/no]: yes
At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any pronpt.
Default settings are in square brackets '[]"'.
Basi ¢ managenent setup configures only enough connectivity
for managenent of the system extended setup will ask you
to configure each interface on the system
Wul d you like to enter basic managenent setup? [yes/no]: yes
Configuring global paraneters:
Enter host nanme [ Switch]: host-nane

The enabl e secret is a password used to protect access to

privileged EXEC and configuration nodes. This password, after

entered, becones encrypted in the configuration.

Enter enabl e secret: enabl e-secret-password

The enabl e password is used when you do not specify an

enabl e secret password, with sonme ol der software versions, and

some boot inages.

Ent er enabl e password: enabl e- password

The virtual term nal password is used to protect

access to the router over a network interface.

Enter virtual term nal password: term nal-password

Configure SNVP Network Management? [no]: yes

Community string [public]:
Current interface sunmary
Any interface listed with OK? value "NO' does not have a valid configuration
Interface | P- Addr ess OK? Method Status Pr ot ocol
VI anl 172.20.135.202 YES NVRAM up up
G gabi t Et hernet 6/ 0/ 1 unassi gned YES unset up up
G gabi t Et hernet 6/ 0/ 2 unassi gned YES unset up down
G gabi t Et hernet 6/ 0/ 3 unassi gned YES unset admi nistratively down down
G gabi t Et hernet 6/ 0/ 4 unassi gned YES unset up down
G gabi t Et hernet 6/ 0/ 5 unassi gned YES NVRAM up down
G gabi t Et hernet 6/ 0/ 6 unassi gned YES NVRAM up down
G gabi t Et hernet 6/ 0/ 7 unassi gned YES unset up down
G gabi t Et hernet 6/ 0/ 8 unassi gned YES unset up down
G gabi t Et hernet 6/ 0/ 9 unassi gned YES unset admi nistratively down down
G gabi t Et hernet 6/ 0/ 10 10.1.2.3 YES NVRAM up down
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G gabi t Et hernet 6/ 0/ 11 unassi gned YES unset up down
G gabi t Et hernet 6/ 0/ 12 unassi gned YES unset up down
Port - channel 1 unassi gned YES unset up down
Enter interface name used to connect to the
managenent network fromthe above interface summary: vlanl
Configuring interface vlanil:
Configure IP on this interface? [yes]: yes
| P address for this interface: ip_address
Subnet mask for this interface [255.0.0.0]: subnet_mask
Woul d you like to enable as a cluster command switch? [yes/no]: yes
Enter cluster name: cluster-nane
The follow ng configuration conmand script was created
host name host - nanme
enabl e secret 5 $1$Li Bws0XclwyT. PXPkuhFwgyhVi 0
enabl e password enabl e- password
line vty 0 15
password term nal - password
snnp-server conmunity public
!
no ip routing
!
interface G gabitEthernet6/0/1
no i p address
!
interface G gabitEthernet6/0/2
no i p address
!
interface G gabitEthernet6/0/12
no i p address
cluster enable cluster-nane
!
end
Use this configuration? [yes/no]: yes
!
[0] Go to the | 0OS command pronpt without saving this config
[1] Return back to the setup without saving this config
[2] Save this configuration to nvramand exit.
Enter your selection [2]:
Related Commands ~ Command Description

show running-config Displays the running configuration on the switch. For syntax
information, select Cisco 10S Configuration Fundamentals
Command Referencefor Release 12.1 > Cisco | OSFile M anagement
Commands > Configuration File Commands.

show version Displays version information for the hardware and firmware.
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setup express

Usethe setup express global configuration command to enable Express Setup mode on the switch stack
or on a standal one switch. Use the no form of this command to disable Express Setup mode.

setup express

No Setup express

Syntax Description ~ This command has no arguments or keywords.

Defaults Express Setup is enabled.
Command Modes Global configuration
Command History Release Modification
12.1(14)EAL This command was first introduced.

Usage Guidelines When Express Setup is enabled on anew (unconfigured) switch, pressing the M ode button for 2 seconds
activates Express Setup. You can access the switch through an Ethernet port by using the | P address
10.0.0.1 and then can configure the switch with the web-based Express Setup program or the
command-line interface (CLI)-based setup program.

When you press the M ode button for 2 seconds on a configured switch, the mode LEDs start flashing. If
you press the Mode button for atotal of 10 seconds, the switch configuration is deleted, and the switch
reboots. The switch can then be configured like a new switch, either through the web-based Express
Setup program or the CLI-based setup program.

Note  Assoon asyou make any change to the switch configuration (including entering no at the beginning of
the CLI-based setup program), configuration by Express Setup is no longer available. You can only run
Express Setup again by pressing the Mode button for 10 seconds. This del etes the switch configuration
and reboots the switch.

If Express Setup is active on the switch, entering the write memory or copy running-configuration
startup-configuration privileged EXEC commands deactivates Express Setup. The IP address 10.0.0.1
is no longer valid on the switch, and your connection using this IP address ends.

The primary purpose of the no setup express command is to prevent someone from deleting the switch
configuration by pressing the Mode button for 10 seconds.
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Examples

A

This example shows how to enable Express Setup mode;

Swi tch(config)# setup express

You can verify that Express Setup mode is enabled by pressing the Mode button:
« On an unconfigured switch, the mode LEDs turn solid green after 3 seconds.

« Onaconfigured switch, the mode LEDs begin flashing after 2 seconds and turn solid green after 10
seconds.

Caution

If you hold the M ode button down for atotal of 10 seconds, the configuration is deleted, and the switch
reboots.

This example shows how to disable Express Setup mode;

Swi tch(config)# no setup express

You can verify that Express Setup mode is disabled by pressing the Mode button. The mode LEDs do
not turn solid green or begin flashing green if Express Setup mode is not enabled on the switch.

Related Commands

Command Description

clear setup express  Exits Express Setup mode.

show setup express  Displays if Express Setup mode is active.
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show access-lists

Use the show access-lists privileged EXEC command to display access control lists (ACLSs) configured
on the switch.

show access-lists [name | number | hardware counters|ipc] [ | {begin | exclude | include}

expression]
Syntax Description name (Optional) Name of the ACL.

number (Optional) ACL number. Therangeis 1 to 2699.

hardware counters (Optional) Display global hardware ACL statistics for switched and
routed packets.

ipc (Optional) Display Interprocess Communication (1PC) protocol
access-list configuration download information.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.

expression Expression in the output to use as a reference point.

Note  Though visible in the command-line help strings, the rate-limit keywords are not supported.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The ipc keyword was added.

Usage Guidelines The switch supportsonly |P standard and extended access lists. Therefore, the allowed numbers are only
1to 199 and 1300 to 2699.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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Examples This is an example of output from the show access-lists command:

Swi t ch# show access-lists
Standard | P access list 1
permit 1.1.1.1
permt 2.2.2.2
permt any
permt 0.255.255.255, wldcard bits 12.0.0.0
Standard | P access list videow zard_1-1-1-1
permt 1.1.1.1
Standard | P access |ist videow zard_10-10-10-10
permit 10.10.10.10
Extended | P access list 121
permit ahp host 10.10.10.10 host 20.20.10.10 precedence routine
Ext ended | P access |ist CMP-NAT- ACL
Dynami ¢ C uster-HSRP deny i p any any
deny ip any host 19.19.11.11
deny ip any host 10.11.12.13
Dynam c Cluster-NAT permt ip any any
permt ip host 10.99.100.128 any
permit ip host 10.46.22.128 any
permt ip host 10.45.101.64 any
permt ip host 10.45.20.64 any
permit ip host 10.213.43.128 any
permt ip host 10.91.28.64 any
permt ip host 10.99.75.128 any
permit ip host 10.38.49.0 any

This is an example of output from the show access-lists har dwar e counter s command:

Swi t ch# show access-1lists hardware counters
L2 ACL INPUT Statistics

Dr op: Al frame count: 855
Dr op: Al'l bytes count: 94143
Drop And Log: Al frane count: O
Drop And Log: Al bytes count: O

Bri dge Only: Al frane count: O

Bri dge Only: Al'l bytes count: 0O
Bridge Only And Log: Al frane count: O
Bridge Only And Log: All bytes count: O
Forwar di ng To CPU: Al frane count: O
Forwar di ng To CPU: Al bytes count: O

For war ded: Al frane count: 2121
For war ded: Al'l bytes count: 180762
Forwar ded And Log: Al frame count: O

Forwar ded And Log: Al'l bytes count: 0O

L3 ACL I NPUT Statistics

Dr op: Al frane count: O

Dr op: Al'l bytes count: 0O
Drop And Log: Al frame count: O
Drop And Log: Al'l bytes count: O

Bri dge Only: Al frane count: O

Bri dge Only: Al bytes count: O
Bridge Only And Log: All frame count: O
Bridge Only And Log: All bytes count: O
Forwar di ng To CPU: Al frame count: O
Forwar di ng To CPU: Al'l bytes count: 0

For war ded: Al frane count: 13586
For war ded: Al'l bytes count: 1236182
Forwar ded And Log: Al frane count: O

Forwar ded And Log: Al bytes count: 0
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L2 ACL OUTPUT Statistics

show access-lists W

Dr op: Al frame count: O
Dr op: Al bytes count: 0
Drop And Log: Al frame count: O
Drop And Log: Al bytes count: O
Bri dge Only: Al frane count: O
Bri dge Only: Al bytes count: O
Bridge Only And Log: Al frane count: O
Bridge Only And Log: All bytes count: O
Forwar di ng To CPU: Al frame count: O
Forwar di ng To CPU: Al bytes count: O
For war ded: Al frane count: 232983
For war ded: Al bytes count: 16825661
Forwar ded And Log: Al frame count: O
Forwar ded And Log: Al bytes count: 0O
L3 ACL OQUTPUT Statistics
Dr op: Al frane count: O
Dr op: Al bytes count: O
Drop And Log: Al frame count: O
Drop And Log: Al bytes count: 0O
Bridge Only: Al frame count: O
Bri dge Only: Al bytes count: O
Bridge Only And Log: All frame count: O
Bridge Only And Log: Al bytes count: O
Forwar di ng To CPU: Al frame count: O
Forwar di ng To CPU: Al'l bytes count: 0
For war ded: Al franme count: 514434
For war ded: Al bytes count: 39048748
Forwar ded And Log: Al frane count: O
Forwar ded And Log: Al bytes count: O
Related Commands ~ Command Description
access-list Configures a standard or extended numbered access list on the switch.
For syntax information, select Cisco IOS 1P and | P Routing
Command Reference for IOS Release 12.1 > | P Addressing and
Services > | P Services Commands.
ip access list Configures a named | P access list on the switch. For syntax

information, select Cisco IOS P and I P Routing Command
Reference for IOS Release 12.1 > | P Addressing and Services > | P
Services Commands.

mac access-list extended

Configures a named or numbered MAC access list on the switch.

[ 78-15165-02
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show auto gos

Use the show auto qos user EXEC command to display the initial configuration that is generated by the
automatic quality of service (auto-QoS) feature.

show auto qos [interface [interface-id]] [ | {begin | exclude | include} expression]

Syntax Description interface [interface-id] (Optional) Display auto-QoS information for the specified
interface or for all interfaces. Valid interfaces include physical
ports.

| begin (Optional) Display beginswith the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified
expression.

expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(14)EAL This command was first introduced.

Usage Guidelines The show auto qos [interface [interface-id]] command displays the initial auto-QoS configuration; it
does not display any user changes to the configuration that might be in effect. Use the show
running-config privileged EXEC command to display the auto-QoS configuration and the user
modifications.

To display information about the QoS configuration that might be affected by auto-QoS, use one of these
commands:

- show mlsqos
- show mls qos maps cos-dscp
- show mls qosinterface [interface-id] [buffers| queueing]

» show mls qos maps[cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-output-q]

» show mls qosinput-queue
« show running-config

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Catalyst 3750 Switch Command Reference
m. 78-15165-02 |



| Chapter2 Cisco I0S Commands

showautogos

Examples This is an example of output from the show auto gos command when auto-QoS is enabled:
Swi t ch# show aut o qos
Initial configuration applied by AutoQoS:
m's qos map cos-dscp 0 8 16 26 32 46 48 56
m s qos
no ms qos srr-queue input cos-nap
no m s gos srr-queue output cos-nap
m's qos srr-queue input cos-map queue 1 threshold 3 0
m s qos srr-queue input cos-map queue 1 threshold 2 1
m's qos srr-queue input cos-map queue 2 threshold 1 2
m's qos srr-queue input cos-map queue 2 threshold 2 4 6 7
m s qos srr-queue input cos-map queue 2 threshold 3 3 5
m's qos srr-queue output cos-map queue 1 threshold 3 5
m s qos srr-queue output cos-map queue 2 threshold 3 3 6 7
m s qos srr-queue output cos-map queue 3 threshold 3 2 4
m s qos srr-queue output cos-map queue 4 threshold 2 1
m's qos srr-queue output cos-map queue 4 threshold 3 0
no m's qos srr-queue input dscp-nmap
no ms qos srr-queue output dscp-nmap
m's qos srr-queue input dscp-map queue 1 threshold 2 9 10 11 12 13 14 15
m s qos srr-queue input dscp-map queue 1 threshold 3 01234567
m s qos srr-queue input dscp-map queue 1 threshold 3 32
m's qos srr-queue input dscp-map queue 2 threshold 1 16 17 18 19 20 21 22 23
m s qos srr-queue input dscp-map queue 2 threshold 2 26 33 34 35 36 37 38 39
m s qos srr-queue input dscp-map queue 2 threshold 2 48 49 50 51 52 53 54 55
m's qos srr-queue input dscp-map queue 2 threshold 2 56 57 58 59 60 61 62 63
m s qos srr-queue input dscp-map queue 2 threshold 3 24 25 27 28 29 30 31 40
m s qos srr-queue input dscp-map queue 2 threshold 3 41 42 43 44 45 46 47
m's qos srr-queue output dscp-map queue 1 threshold 3 40 41 42 43 44 45 46 47
m s qos srr-queue output dscp-map queue 2 threshold 3 24 25 27 28 29 30 31 48
m s qos srr-queue output dscp-map queue 2 threshold 3 49 50 51 52 53 54 55 56
m s qos srr-queue output dscp-map queue 2 threshold 3 57 58 59 60 61 62 63
m s qos srr-queue output dscp-map queue 3 threshold 3 16 17 18 19 20 21 22 23
m s qos srr-queue output dscp-map queue 3 threshold 3 26 32 33 34 35 36 37 38
m's qos srr-queue output dscp-nmap queue 3 threshold 3 39
m s qos srr-queue output dscp-map queue 4 threshold 1 8
m s qos srr-queue output dscp-map queue 4 threshold 2 9 10 11 12 13 14 15
m's qos srr-queue output dscp-nmap queue 4 threshold 3 012 3 4567
no m's qos srr-queue input priority-queue 1
no m's qos srr-queue input priority-queue 2
m s qos srr-queue input bandw dth 90 10
no ms qos srr-queue input buffers
m s qos queue-set output 1 buffers 20 20 20 40
|
interface G gabitEthernet2/0/2
m s qos trust device cisco-phone
m's qos trust cos
no queue-set 1
srr-queue bandwi dth shape 10 0 0 O
srr-queue bandw dth share 10 10 60 20
Catalyst 3750 Switch Command Reference
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This is an example of output from the show auto qos interface command after the auto qos voip
cisco-phone interface configuration command is entered:

Swi t ch# show auto qos interface

Initial configuration applied by AutoQoS:
!

interface G gabitEthernet2/0/2

m's qos trust device cisco-phone

m's qos trust cos

no queue-set 1

srr-queue bandw dth shape 10 0 0 O
srr-queue bandw dth share 10 10 60 20

Thisisan example of output from the show auto qosinter face gigabitether net2/0/2 command after the
auto qos voip cisco-phone interface configuration command is entered:

Swi t ch# show auto qos interface gigabitethernet2/0/2
m s qos trust device cisco-phone

m s qos trust cos

no queue-set 1

srr-queue bandwi dth shape 10 0 0 O

srr-queue bandwi dth share 10 10 60 20

Related Commands ~ Command Description
auto gqos voip Automatically configures QoS for Vol P within a QoS domain.
debug autoqos Enables debugging of the auto-QoS feature.
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show boot

Use the show boot privileged EXEC command to display the settings of the boot environment variables.

show boot [ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output

are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show boot command. Table 2-16 describes each field in the
display.
Swi t ch# show boot
BOOT path-1list: flash: ¢c3750-i 593l 2- ng- 121. 11. AX/ ¢3750-i 5931 2- nz- 121. 11. AX. bin
Config file: flash: config.text
Private Config file: private-config
Enabl e Break: no
Manual Boot : yes
HELPER path-1i st:
Aut o upgr ade . yes

NVRAM Config file
buffer size: 32768

Catalyst 3750 Switch Command Reference
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Table 2-16 show boot Field Descriptions

Field

Description

BOOT path-list

Displays a semicolon separated list of executable files to try to load and execute when
automatically booting.

If the BOOT environment variable is not set, the system attempts to load and execute
thefirst executable imageit can find by using arecursive, depth-first search through the
Flash file system. In a depth-first search of a directory, each encountered subdirectory
is completely searched before continuing the search in the original directory.

If the BOOT variable is set but the specified images cannot be |oaded, the system
attempts to boot the first bootable file that it can find in the Flash file system.

Config file

Displays the filename that 10S uses to read and write a nonvolatile copy of the system
configuration.

Private Config file

Displays the filename that 10S uses to read and write a nonvolatile copy of the system
configuration.

Enable Break

Displays whether a break during booting is enabled or disabled. If it is set to yes, on, or
1, you caninterrupt the automatic boot process by pressing the Break key on the console
after the Flash file system is initialized.

Manual Boot

Displays whether the switch automatically or manually boots. If it is set to no or 0, the
boot loader attempts to automatically boot the system. If it is set to anything else, you
must manually boot the switch from the boot loader mode.

Helper path-list

Displays asemicolon separated list of loadable files to dynamically load during the boot
loader initialization. Helper files extend or patch the functionality of the boot loader.

Auto upgrade

Displays whether the switch stack is set to automatically copy its software version to an
incompatible switch so that it can join the stack.

A switch in version-mismatch (VM) mode is aswitch that has a different stack protocol
version than the version on the switch stack. Switchesin VM mode cannot join the
switch stack. If the switch stack has an image that can be copied to a switch in VM
mode, and if the boot auto-copy-sw feature is enabled, the switch stack automatically
copiestheimagefrom another stack member to the switchin VM mode. The switch then
exits VM mode, reboots, and joins the switch stack.

NVRAM/Config file buffer size

Displaysthe buffer size that |OS usesto hold a copy of the configuration filein memory.
The configuration file cannot be larger than the buffer size allocation.

Related Commands

Command

Description

boot auto-copy-sw

Automatically upgrade switches in version-mismatch (VM) mode with the
switch stack image.

boot config-file

Specifies the filename that 10S uses to read and write a nonvolatile copy of
the system configuration.

boot enable-break

Enables interrupting the automatic boot process.

boot manual Enables manually booting the switch during the next boot cycle.

boot Specifies the filename that 10S uses to read and write a nonvolatile copy of
private-config-file the private configuration.

boot system Specifies the |OS image to load during the next boot cycle.
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show class-map

Use the show class-map user EXEC command to display quality of service (QoS) class maps, which
define the match criteriato classify traffic.

show class-map [class-map-name] [ | {begin | exclude | include} expression]

Syntax Description class-map-name (Optional) Display the contents of the specified class map.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show class-map command:

Swi t ch> show cl ass- map
Class Map match-all vi deowi zard_10-10-10-10 (id 2)
Mat ch access-group nanme vi deow zard_10- 10-10- 10

Class Map natch-any class-default (id 0)
Mat ch any

Class Map match-all dscp5 (id 3)
Match ip dscp 5

Related Commands ~ Command Description

class-map Creates a class map to be used for matching packets to the class
whaose name you specify.

match (class-map configuration)  Defines the match criteriato classify traffic.
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show cluster

Use the show cluster user EXEC command to display the cluster status and a summary of the cluster to
which the switch belongs. This command can be entered on the cluster command switch and cluster
member switches.

show cluster [ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Maodification
12.1(11)AX This command was first introduced.
Usage Guidelines If you enter this command on aswitch that is not a cluster member, the error message Not a nanagenent

cluster nenber appears.

On a cluster member switch, this command displays the identity of the cluster command switch, the
switch member number, and the state of its connectivity with the cluster command switch.

On acluster command switch stack or cluster command switch, this command displays the cluster name
and the total number of members. It also shows the cluster status and time since the status changed. If
redundancy is enabled, it displays the primary and secondary command-switch information.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples Thisisan example of output when the show cluster command is entered on the active cluster command
switch:

Swi t ch> show cl uster
Command switch for cluster "A ang"

Total nunmber of nenbers: 7
St at us: 1 nmenbers are unreachabl e
Tine since |last status change: 0 days, 0 hours, 2 mnutes
Redundancy: Enabl ed
St andby command switch: Menber 1
St andby Group: Aj ang_st andby
St andby Group Nunber: 110
Heart beat interval: 8
Heart beat hol d-ti nme: 80
Ext ended di scovery hop count: 3
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This is an example of output when the show cluster command is entered on a cluster member switch:

Swi t chl> show cl uster

Member switch for cluster "hapuna"
Member nunber:
Managenent | P address:
Command swi tch nmac address:
Heartbeat interval:
Heart beat hol d-ti me:

3

192.192.192. 192
0000. 0c07. acl14
8

80

This is an example of output when the show cluster command is entered on a cluster member switch
that is configured as the standby cluster command switch:

Swi t ch> show cl uster
Member switch for cluster
Member nunber:
Managenent | P address:
Conmmand swi tch mac address:
Heartbeat interval:
Heart beat hol d-ti me:

"hapuna"

3 (Standby conmmand swi tch)
192.192.192. 192

0000. 0c07. ac14

8

80

Thisisan example of output when the show cluster command is entered on the cluster command switch

that has lost connectivity with member 1:

Swi t ch> show cl uster
Conmmand switch for cluster
Total nunber
St at us:
Time since |ast status change:
Redundancy:
Heartbeat interval:
Heart beat hol d-ti me:
Ext ended di scovery hop count:

"A ang"
of nmenbers:

7

1 nenbers are unreachabl e
0 days, O hours, 5 minutes
Di sabl ed

8

80

3

Thisis an example of output when the show cluster command is entered on a cluster member switch
that has lost connectivity with the cluster command switch:

Swi t ch> show cl uster
Member switch for cluster "hapuna"

Member nunber: <UNKNOWA>
Managenent | P address: 192.192.192. 192
Command swi tch nmac address: 0000. 0c07. ac14
Heartbeat interval: 8
Heart beat hol d-ti me: 80

Related Commands ~ Command Description

cluster enable

Enables a command-capable switch as the cluster command switch,

assigns a cluster name, and optionally assigns a member number to it.

show cluster candidates

Displays alist of candidate switches.

show cluster members

Displays information about the cluster members.

[ 78-15165-02

Catalyst 3750 Switch Command Reference



Chapter 2 Cisco I0S Commands |

W show cluster candidates

show cluster candidates

Use the show cluster candidates privileged EXEC command on a switch stack or on a cluster command
switch to display a list of candidate switches.

show cluster candidates [detail | mac-addressH.H.H.] [ | {begin | exclude | include} expression]

Syntax Description detail (Optional) Display detailed information for all candidates.
mac-address H.H.H. (Optional) MAC address of the cluster candidate.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines This command is available only on the cluster command switch stack or cluster command switch.

If the switch is not a cluster command switch, the command displays an empty line at the prompt.

The SN in the display means switch member number. If E appears in the SN column, it means that the
switch is discovered through extended discovery. If E does not appear in the SN column, it means that
the switch member number is the upstream neighbor of the candidate switch. The hop count is the
number of devices the candidate is from the cluster command switch.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show cluster candidates command:
Swi t ch> show cl uster candi dates
| ---Upstream--|
MAC Addr ess Nanme Devi ce Type PortIf FEC Hops SN Portlf FEC
00d0. 7961. c4c0 StLouis-2 Ws- C3750- 12T G 6/0/1 2 1 Fa0O/11
00d0. bbf 5. €900 | df -di st-128 WS- C3524- XL Fa0/ 7 1 0 FaO/24
00e0. 1e7e. be80 1900_Swi tch 1900 3 0 1 0 Fa0/11
00e0. 1e9f. 7a00 Surfers-24 WE- C2924- XL Fa0/ 5 1 0 Fa0/3
00e0. 1e9f. 8c00 Surfers-12-2 W5 C2912- XL Fa0/ 4 1 0 Fa0/7
00e0. 1e9f . 8c40 Surfers-12-1 Ws-C2912- XL Fa0/ 1 1 0 Fa0/9
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Thisisan example of output from the show cluster candidates command that uses the MAC address of
a cluster member switch directly connected to the cluster command switch:

Swi t ch> show cl uster candi dates mac-address 00d0. 7961. c4c0
Device 'Tahiti-12' with mac address nunber 00d0. 7961. c4cO

Devi ce type: ci sco W5 C3750- 12T

Upstream MAC addr ess: 00d0. 796d. 2f 00 (Cl uster Menber 0)
Local port: G 6/0/1 FEC nunber:

Upstream port: G 6/0/11 FEC Nunber:

Hops fromcluster edge: 1
Hops from command device: 1

Thisisan example of output from the show cluster candidates command that uses the MAC address of
a cluster member switch three hops from the cluster edge:

Swi t ch> show cl uster candi dates mac-address 0010. 7bb6. 1ccO
Device 'Ventura' w th mac address nunber 0010. 7bb6. 1ccO

Devi ce type: ci sco Ws- C2912MF- XL
Upstream MAC address: 0010. 7bb6. 1cd4

Local port: Fa2/ 1 FEC nunber:
Upstream port: Fa0/ 24 FEC Number:

Hops from cluster edge: 3
Hops from command device: -
This is an example of output from the show cluster candidates detail command:

Swi t ch> show cl uster candi dates detail
Device 'Tahiti-12' with mac address nunber 00dO. 7961. c4cO

Devi ce type: cisco Ws-C3512- XL

Upstream MAC addr ess: 00d0. 796d. 2f 00 (C uster Menber 1)
Local port: Fa0/ 3 FEC nunber:

Upstream port: Fa0/ 13 FEC Nunber:

Hops from cluster edge: 1
Hops from command device: 2

Device '1900_Switch' with mac address number 00e0. le7e. be80
Devi ce type: cisco 1900
Upstream MAC addr ess: 00d0. 796d. 2f 00 (C uster Menber 2)
Local port: 3 FEC nunber: 0
Upstream port: Fa0/ 11 FEC Nunber:

Hops from cluster edge: 1
Hops from command device: 2
Device 'Surfers-24'" with mac address nunber 00e0. 1e9f. 7a00

Devi ce type: ci sco W5 C2924- XL

Upstream MAC address: 00d0. 796d. 2f 00 (Cl uster Menber 3)
Local port: Fa0/ 5 FEC nunber:

Upstream port: Fa0/ 3 FEC Nunber:

Hops fromcluster edge: 1
Hops from command device: 2

Related Commands

Command Description

show cluster Displays the cluster status and a summary of the cluster to which the
switch belongs.

show cluster members Displays information about the cluster members.

[ 78-15165-02
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show cluster members

Use the show cluster member s privileged EXEC command on a switch stack or on a cluster command
switch to display information about the cluster members.

show cluster members|[n | detail] [ | { begin | exclude | include} expression]

Syntax Description n (Optional) Number that identifies a cluster member. The range is 0 to 15.
detail (Optional) Display detailed information for all cluster members.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Examples

This command is available only on the cluster command switch stack or cluster command switch.

If the cluster has no members, this command displays an empty line at the prompt.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

This is an example of output from the show cluster members command. The SN in the display means
switch number.

Swi t ch# show cl uster nenbers

SN MAC Address

0002. 4b29
0030. 946¢
0002. b922
0002. 4b29
0002. 4b28

A WNEO

. 2e00
. d740
. 7180
. 4400
.c480

Narme
St Loui s1

tal-switch-1 Fa0/13

nns- 2820
SanJuan2
Ceni eTest

Port|f FEC Hops

10
Go0/1
GO0/2

0

NNDNPEFE O

| ---Upstream - - |
SN Portlf FEC State
Up  (COndr)
0 Go0/1 Up
1 Fa0/18 Up
1 Fa0/11 Up
1 Fa0/9 Up
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This is an example of output from the show cluster member s for cluster member 3:

Swi t ch# show cluster nenbers 3
Devi ce ' SanJuan2' with menber nunber 3

Devi ce type:
MAC address:

cisco Ws-C3750- 12T
0002. 4b29. 4400

Upstream MAC addr ess: 0030. 946¢. d740 (C uster menber 1)

Local port:
Upstream port:

G 6/0/1 FEC nunber:
G 6/0/11 FEC Nunber:

Hops from command device: 2

This is an example of output from the show cluster members detail command:

Swi t ch# show cl uster nenbers detail
Device 'StLouisl' with nmenber nunber 0 (Conmmand Switch)

Devi ce type:
MAC address:

ci sco Ws- C3750-12T
0002. 4b29. 2e00

Upstream MAC addr ess:

Local port:
Upstream port:

FEC nunber:
FEC Nunber :

Hops from command device: 0O
Device '"tal-switch-14'" w th nenber nunber 1

Devi ce type:
MAC addr ess:

ci sco Ws- C3548- XL
0030. 946¢. d740

Upstream MAC address: 0002. 4b29. 2e00 (Cluster menber 0)

Local port:
Upstream port:

Fa0/ 13 FEC nunber:
Go/1 FEC Nunber:

Hops from command device: 1
Devi ce 'nns-2820" with menber nunber 2

Devi ce type:
MAC address:

cisco 2820
0002. bh922. 7180

Upstream MAC addr ess: 0030. 946¢. d740 (Cluster menber 1)

Local port:
Upstream port:

10 FEC nunber: 0
Fa0/ 18 FEC Number:

Hops from command device: 2
Devi ce ' SanJuan2' with menber nunber 3

Devi ce type:
MAC address:

ci sco Ws- C3750-12T
0002. 4b29. 4400

Upstream MAC addr ess: 0030. 946¢. d740 (C uster menber 1)

Local port:
Upstream port:

G 6/0/1 FEC nunber:
Fa6/0/ 11 FEC Nunber:

Hops from command device: 2
Device ' CGenieTest' with nmenber nunber 4

Devi ce type:
MAC addr ess:

ci sco SeaHor se
0002. 4b28. c480

Upstream MAC addr ess: 0030. 946¢. d740 (Cluster menber 1)

Local port:
Upstream port:

G 0/2 FEC nunber:
Fa0/ 9 FEC Nunber :

Hops from command device: 2
Device 'Pal patine' with nmenber nunber 5

Devi ce type:
MAC address:

cisco Ws- C2924M XL
00bO0. 6404. f 8¢c0

Upstream MAC address: 0002. 4b29. 2e00 (Cluster menber 0)

Local port:
Upstream port:

G2/1 FEC nunber:
Go/7 FEC Nunber:

Hops from command device: 1

Related Commands

Command

Description

show cluster

Displays the cluster status and a summary of the cluster to which the
switch belongs.

show cluster candidates

Displays alist of candidate switches.
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show controllers cpu-interface

Use the show controllers cpu-interface privileged EXEC command to display the state of the CPU
network interface application-specific integrated circuit (ASIC) and the send and receive statistics for
packets reaching the CPU.

show controllers cpu-interface[ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Examples

This display provides information that might be useful for Cisco technical support representatives
troubleshooting the switch.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Thisisa partia output example from the show controllers cpu-inter face command:

Swi t ch# show controllers cpu-interface

cpu- queue-franes

rpc
stp

i pc

routing protoco
L2 protoco
renmot e consol e
sw forwardi ng
host

br oadcast
cbt-to-spt

i gnp snoopi ng
icmp

| oggi ng

rpf-fai

queueld

cpu heart beat

retrieved dropped invalid hol - bl ock
4523063 0 0 0
1545035 0 0 0
1903047 0 0 0
96145 0 0 0
79596 0 0 0
0 0 0 0
5756 0 0 0
225646 0 0 0
46472 0 0 0
0 0 0 0
68411 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
1710501 0 0 0
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Super vi

queue
queue
queue
queue

sor ASIC recei ve-queue paraneters
5EE pakhead 1419A20 paktail
5EE pakhead 15828E0 paktai l
5EE pakhead 1470D40 paktail
5EE pakhead 19CDDDO pakt ai |

maxr ecevsi ze
maxr ecevsi ze
maxr ecevsi ze
maxr ecevsi ze

<out put truncated>

Supervi sor ASIC M c Registers

M cDirect Pol | I nfo

M cl ndi cat i onsRecei ved

M cl nt errupt sRecei ved
M cPcsl nfo

M cPl bMast er Conf i gur ati on
M cRxFi f osAvai | abl e
M cRxFi f osReady

M cTi meQut Peri od:

<out put truncated>

M cTransmi t Fi f ol nfo:

80000800
00000000
00000000
0001001F
00000000
00000000
0000BFFF

13EAEDA
157FBFC
1470FE4
19D02C8

show controllers cpu-interface

FrameTOPeri od: 0O0000OEA6 Direct TOPeri od: 00004000

Fi f 00: StartPtrs: 038C2800 ReadPtr: 038C2C38
WitePtrs: 038C2C38 Fi f o_Fl ag: 8A800800
Wei ght s: 001EOO1E

Fifol: StartPtr: 03A9BCO00 ReadPt r: 03A9BC60
WitePtrs: 03A9BC60 Fi f o_Fl ag: 89800400
writeHeader Ptr: 03A9BC60

Fifo2: StartPtr: 038C8800 ReadPt r: 038CB88E0
WitePtrs: 038C88E0 Fi f o_Fl ag: 88800200
wr it eHeader Ptr: 038C88EO0

Fifo3: StartPbtr: 03C30400 ReadPt r: 03C30638
WitePtrs: 03C30638 Fi f o_Fl ag: 89800400
writeHeader Ptr: 03C30638

Fifo4: StartPtr: 03AD5000 ReadPt r: 03AD50A0
WitePtrs: 03AD50A0 Fi f o_Fl ag: 89800400
wr it eHeader Ptr: 03AD50A0

Fifo5: StartPtr: 03A7A600 ReadPt r: 03A7A600
WitePtrs: 03A7A600 Fi f o_Fl ag: 88800200
writeHeader Ptr: 03A7A600

Fifo6: StartPtr: 03BF8400 ReadPt r: 03BF87F0
WitePtrs: 03BF87F0 Fi f o_Fl ag: 89800400

<out put truncated>

Related Commands ~ Command Description

show controllers
ether net-controller

Displays per-interface send and receive statistics read from the hardware or

the interface internal registers.

show interfaces

Displays the administrative and operational status of all interfaces or a

specified i

nterface.

[ 78-15165-02
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I show controllers ethernet-controller

show controllers ethernet-controller

Use the show controllers ethernet-controller privileged EXEC command without keywords to display
per-interface send and receive statistics read from the hardware. Use with the phy keyword to display
the interface internal registers or the port-asic keyword to display information about the port
application-specific integrated circuit (ASIC).

show controllers ethernet-controller [interface-id] [phy[detail]] [port-asic { configuration |
statistics}] [ | {begin | exclude | include} expression]

Syntax Description interface-id The physical interface (including type, stack member, module, and port number).

phy (Optional) Display the status of the internal registers on the switch physical layer
device (PHY) for the device or theinterface. Thisdisplay includes the operational
state of the automati c media-dependent-interface crossover (Auto MDIX) feature
on an interface.

detail (Optional) Display details about the PHY internal registers.

port-asic (Optional) Display information about the port ASIC internal registers.

configuration Display port ASIC internal register configuration.

statistics Display port ASIC statistics, including the Rx/Sup Queue and miscellaneous
statistics.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.

expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC (supported with only the interface-id keywords in user EXEC mode)

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines This display without keywords provides traffic statistics, basically the RMON statisticsfor all interfaces
or for the specified interface.

When you enter the phy or port-asic keywords, the displayed information is useful primarily for Cisco
technical support representatives troubleshooting the switch.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Catalyst 3750 Switch Command Reference
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show controllers ethernet-controller

This is an example of output from the show controllers ether net-controller command for an interface:

Swi t ch# show controllers ethernet-controller G gabitEthernet6/0/1

Transmt G gabitEthernet6/0/1
0 Bytes
Uni cast franes
Mul ticast franes
Br oadcast franes
Too old franes
Deferred franes
MIU exceeded franes
collision franes
collision frames
collision frames
collision franmes
collision franes
collision frames
collision franes
collision franmes
collision frames
collision franes
11 collision frames
12 collision frames
13 collision frames
14 collision frames
15 collision frames
Excessi ve col lisions
Late collisions
VLAN di scard franes
Excess defer franes
64 byte franes
127 byte franes
255 byte franes
511 byte franes
1023 byte franes
1518 byte franes
Too | arge franes
Good (1 coll) frames

©oo~NOOO A~ wWNPR

D000 O0OO0O00DO0DO0O0OO000O0O0O0O000O0O0OO0O0O0O0O0OOO0O OO
=
o

Recei ve
0 Bytes
0 Unicast franes
0 Multicast frames
0 Broadcast franes
0 Unicast bytes
0 Multicast bytes
0 Broadcast bytes
0 Alignnent errors
0 FCS errors
0 Oversize franes
0 Undersi ze franes
0 Collision fragnments
0 M ninmum si ze frames
0 65 to 127 byte franes
0 128 to 255 byte frames
0 256 to 511 byte franes
0 512 to 1023 byte franmes
0 1024 to 1518 byte franes
0 Overrun franes
0 Pause franes
0 Synbol error frames
0 Invalid frames, too |arge
0 Valid franmes, too |large
0 Invalid frames, too snal
0 Valid franes, too snal
0 Too old franes
0 Valid oversize franes
0 System FCS error frames
0 RxPortFifoFull drop franme

This is an example of output from the show controllers ethernet-controller phy command for a
specific interface. Note that the last line of the display is the setting for automatic
media-dependent-interface crossover (Auto-MDIX) for the interface.

Swi t ch# show controllers ethernet-controller gigabitethernetl/0/3 phy

Control Register

Control STATUS

Phy 1D 1

Phy 1D 2

Aut o- Negoti ation Adverti senment
Aut o- Negoti ation Link Partner
Aut o- Negot i ati on Expansi on Reg
Next Page Transmt Register

Li nk Partner Next page Registe
1000BASE-T Control Register
1000BASE-T Status Register

Ext ended Status Register

PHY Specific Control Register
PHY Specific Status Register

I nterrupt Enable

Interrupt Status

Ext ended PHY Specific Contro

0001
0111
0000
0000
0000
0000
0000
0010
0000
0000
0100
0011
0000
1000
0000
0000
0000

0001 0100 0000
1001 0100 1001
0001 0100 0001
1100 0010 0100
0011 1110 0001
0000 0000 0000
0000 0000 0100
0000 0000 0001
0000 0000 0000
1111 0000 0000
0000 0000 0000
0000 0000 0000
0000 0111 1000
0001 0100 0000
0000 0000 0000
0000 0100 0000
1100 0110 1000
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I show controllers ethernet-controller

Recei ve Error Counter . 0000 0000 0000 0000
Reserved Register 1 . 0000 0000 0000 0000
d obal Status : 0000 0000 0000 0000
LED Contr ol ;0100 0001 0000 0000
Manual LED Override : 0000 1000 0010 1010
Ext ended PHY Specific Control : 0000 0000 0001 1010
Di sabl e Receiver 1 . 0000 0000 0000 1011
Di sabl e Receiver 2 : 1000 0000 0000 0100
Ext ended PHY Specific Status : 1000 0100 1000 0000
Aut o- MDI X o On [ Adm nSt at e=1 Fl ags=0x00052248]

This is an example of output from the show controllers ethernet-controller port-asic configuration
command:

Swi t ch# show controllers ethernet-controller port-asic configuration

Switch 4, PortASIC 0 Registers

Devi ceType : 000101BC

Reset : 00000000

PmadM cConfi g . 00000001

PmadM cDi ag : 00000003

Super vi sor Recei veFi f oSram nf o : 000007D0 000007D0O 40000000

Super vi sor Transm t Fi f oSram nf o : 000001D0O 000001D0 40000000

d obal St at us : 00000800

I ndi cati onSt at us : 00000000

I ndi cati onSt at usMask . FFFFFFFF

I nterrupt St atus : 00000000

I nt errupt St at usMask : 01FFE800

Super vi sor Di ag : 00000000

Super vi sor FranmeSi zeLi mi t : 000007C8

Super vi sor Br oadcast : 000AOF01

General 1 O : 000003F9 00000000 00000004

St ackPcsl nf o : FFFF1000 860329BD 5555FFFF FFFFFFFF
FFOFFFOO 86020000 5555FFFF 00000000

St ackRacl nf o : 73001630 00000003 7F001644 00000003
24140003 FD632B00 18E418E0 FFFFFFFF

St ackControl St at us : 18E418E0

st ackControl St at usMask . FFFFFFFF

Transm t Buf fer FreeLi stInfo : 00000854 00000800 O000OFF8 00000000
0000088A 0000085D 00000FF8 00000000

Transm t Ri ngFi fol nfo : 00000016 00000016 40000000 00000000
0000000C 0000000C 40000000 00000000

Transm t Bufferlnfo : 00012000 O00OOOFFF 00000000 00000030

Transmi t Buf f er CoomonCount : O00000F7A

Transm t Buf f er CoomonCount Peak : 0000001E

Transm t Buf f er CoomonCommonEnpt y : 000000FF

Net wor KActivity : 00000000 00000000 00000000 02400000

Dr oppedSt ati stics : 00000000

FrameLengt hDel t aSel ect : 00000001

SneakPort Fi f ol nfo : 00000000

Macl nf o : OEC0801C 00000001 OEC0801B 00000001

00C0001D 00000001 0O0OCOO01E 00000001

<out put truncated>
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show controllers ethernet-controller

This is an example of output from the show controllers ethernet-controller port-asic statistics
command:

Swi t ch# show controllers ethernet-controller port-asic statistics

Switch 1, PortASIC O Statistics

0 Rx@Q 0, wt-0 enqueue franes 0 RxQ 0, wt-0 drop frames
4118966 RxQ 0, wt-1 enqueue franes 0 RxQ 0, wt-1 drop frames
0 RXQ 0, w-2 enqueue franes 0 RXQ 0, w-2 drop franes
0 Rx@ 1, wt-0 enqueue franes 0 RxQ 1, wt-0 drop frames
296 RxQ 1, wt-1 enqueue franes 0 RxQ 1, w-1 drop franes
2836036 RxQ 1, wt-2 enqueue franes 0 RxQ 1, w-2 drop frames
0 RxQ 2, w-0 enqueue franes 0 RxQ 2, w-0 drop franes
0 Rx@Q 2, wt-1 enqueue franes 0 RxQ 2, wt-1 drop frames
158377 RxQ 2, wt-2 enqueue franes 0 RxQ 2, wt-2 drop frames
0 Rx@ 3, wt-0 enqueue franes 0 RxQ 3, wt-0 drop frames
0 Rx@ 3, wt-1 enqueue franes 0 RxQ 3, wt-1 drop frames
0 RxQ 3, w-2 enqueue franes 0 RxQ 3, w-2 drop franes
15 TxBufferFull Drop Count 0 Rx Fcs Error Franes
0 TxBuff er FrameDesc BadCrc16 0 Rx Invalid Oversize Franes
0 TxBuffer Bandwi dth Drop Cou 0 Rx Invalid Too Large Franes
0 TxQueue Bandwi dth Drop Coun 0 Rx Invalid Too Large Franes
0 TxQueue M ssed Drop Stati st 0 Rx Invalid Too Snall Franes
74 RxBuffer Drop Destlndex Cou 0 Rx Too O d Franes
0 SneakQueue Drop Count 0 Tx Too O d Franes
0 Learning Queue Overflow Fra 0 System Fcs Error Frames
0 Learning Cam Ski p Count
15 Sup Queue O Drop Franes 0 Sup Queue 8 Drop Franes
0 Sup Queue 1 Drop Franes 0 Sup Queue 9 Drop Franes
0 Sup Queue 2 Drop Franes 0 Sup Queue 10 Drop Franes
0 Sup Queue 3 Drop Franes 0 Sup Queue 11 Drop Franes
0 Sup Queue 4 Drop Franes 0 Sup Queue 12 Drop Franes
0 Sup Queue 5 Drop Franes 0 Sup Queue 13 Drop Franes
0 Sup Queue 6 Drop Franes 0 Sup Queue 14 Drop Franes
0 Sup Queue 7 Drop Franes 0 Sup Queue 15 Drop Franes

Switch 1, PortASIC 1 Statistics

0 RXQ 0, w-0 enqueue franes 0 RxQ 0, w-0 drop franes
52 RxQ 0, wt-1 enqueue franes 0 RxQ 0, w-1 drop frames
0 Rx@Q 0, wt-2 enqueue franes 0 RxQ 0, wt-2 drop frames
<out put truncated>
Related Commands ~ Command Description
show boot Displays the state of the CPU network ASIC and send and receive statistics

for packets reaching the CPU.

show controllerstcam Displays the state of registers for all ternary content addressable memory
(TCAM) and TCAM ASICs.

Catalyst 3750 Switch Command Reference
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I show controllers tcam

show controllers tcam

Use the show controllerstcam privileged EXEC command to display the state of the registers for all
ternary content addressable memory (TCAM) in the system and for all TCAM interface
application-specific integrated circuits (ASICs) that are CAM controllers.

show controllerstcam [asic [number]] [detail] [ | {begin | exclude | include} expression]

Syntax Description asic (Optional) Display port ASIC TCAM information.
number (Optional) Display information for the specified port ASIC number. Therangeis
from O to 15.
detail (Optional) Display detailed TCAM register information.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The asic [number] keywords were added.
Usage Guidelines This display provides information that might be useful for Cisco technical support representatives

troubleshooting the switch.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Catalyst 3750 Switch Command Reference
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Examples

This is an example of output from the show controllerstcam command:

Swi t ch# show controllers tcam

show controllers tcam 1l

REV: 00B30103

S| ZE: 00080040

I D 00000000

CCR: 00000000_F0000020
RPI DO:  00000000_00000000
RPI D1: 00000000_00000000
RPI D2: 00000000_00000000
RPI D3:  00000000_00000000
HRRO: 00000000_EOOOCAFC
HRR1: 00000000_00000000
HRR2: 00000000_00000000
HRR3: 00000000_00000000
HRR4: 00000000_00000000
HRR5: 00000000_00000000
HRR6: 00000000_00000000
HRRY7: 00000000_00000000

<out put truncated>

GVR31: FF_FFFFFFFF_FFFFFFFF

GVR32:  FF_FFFFFFFF_FFFFFFFF

GVR33: FF_FFFFFFFF_FFFFFFFF

TCAM rel ated PortASIC 1 registers

LookupType:
Last Cam ndex:
Local NoMat ch:

89A1C67D_24E35F00
0OO0OOFFEO
000069EO0

For war di ngRanBaseAddr ess:

00022A00 0002FEOO0 00040600 0002FEO0 0000D400
00000000 O03FBAOO 00009000 00009000 00040600
00000000 00012800 00012900

Related Commands

Command

Description

show controllers
cpu-interface

Displays the state of the CPU network ASIC and send and receive statistics
for packets reaching the CPU.

show controllers
ether net-controller

Displays per-interface send and receive statistics read from the hardware or
the interface internal registers.

[ 78-15165-02
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W show dotlx

show dotlx

Use the show dot1x privileged EXEC command to display 802.1X statistics, administrative status, and
operational status for the switch or for the specified interface.

show dot1x [all | interface interface-id | statistics interface interface-id] [ | { begin | exclude |
include} expression]

Syntax Description all

(Optional) Display the 802.1X status for all interfaces.

inter face interface-id

(Optional) Display the 802.1X status for the specified interface (including
type, stack member, module, and port number).

statistics interface

(Optional) Display 802.1X statistics for the specified interface (including

interface-id type, stack member, module, and port number).

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release

Modification

12.1(11)AX

This command was first introduced.

12.1(14)EAL

The all keyword was added.

Usage Guidelines If you do not specify an interface, global parameters and a summary are displayed. |If you specify an
interface, details for that interface are displayed.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

i Catalyst 3750 Switch Command Reference
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show dotix

Examples Thisis an example of output from the show dot1x and the show dot1x all privileged EXEC commands:

Swi t ch# show dot 1x
Sysaut hcont r ol = Enabl ed
Dot 1x Protocol Version =1
Dot 1x Oper Controlled Directions = Both
Dot 1x Admin Controlled Directions = Both
Swi t ch# show dot 1x all
Dot 1x Info for interface G gabitEthernetl/0/3
Suppl i cant MAC 00dO. b71b. 35de

Aut hSM St at e = CONNECTI NG

BendSM St at e = I DLE
Port St at us = UNAUTHORI ZED
MaxReq =2
Host Mode = Single
Port Control = Auto
Qui et Peri od = 60 Seconds
Re- aut henti cation = Di sabl ed
ReAut hPeri od = 3600 Seconds
Ser ver Ti neout = 30 Seconds
SuppTi meout = 30 Seconds
TxPeri od = 30 Seconds
Guest -Vl an =0
Dot 1x Info for interface G gabitEthernetl/0/7
Port St at us = UNAUTHORI ZED
MaxReq =2
Host Mode = Multi
Port Control = Auto
Qui et Peri od = 60 Seconds
Re- aut henti cati on = Di sabl ed
ReAut hPer i od = 3600 Seconds
Ser ver Ti neout = 30 Seconds
SuppTi meout = 30 Seconds
TxPeri od = 30 Seconds
Guest -Vl an =0
This is an example of output from the show dot1x interface gigabitethernet1/0/3 privileged EXEC
command:
Swi t ch# show dot 1x interface gi gabitethernetl/0/3
Suppl i cant MAC 00dO. b71b. 35de

Aut hSM St at e = AUTHENTI CATED

BendSM St at e = I DLE
Port St at us = AUTHORI ZED
MaxReq =2
Host Mode = Single
Port Control = Auto
Qui et Peri od = 60 Seconds
Re- aut henti cati on = Di sabl ed
ReAut hPeri od = 3600 Seconds
Ser ver Ti neout = 30 Seconds
SuppTi neout = 30 Seconds
TxPeri od = 30 Seconds
Guest -Vl an =0

Catalyst 3750 Switch Command Reference
[ 78-15165-02 .m



Chapter 2 Cisco I0S Commands |

W show dotlx

Thisis an example of output from the show dot1x statisticsinterface gigabitethernet1/0/3 command.
Table 2-17 describes the fields in the display.

Swi t ch# show dot 1x statistics interface gigabitethernetl/0/3
Port Statistics Paranmeters for Dot 1x

TxReqld = 15 TxReq = 0 TxTotal = 15

RxStart = 4 RxLogoff =0 RxRespld =1 RxResp = 1

Rxlnvalid = 0 RxLenErr = 0 RxTotal = 6

RxVersion = 1 Last RxSrcMac 00d0. b71b. 35de

Table 2-17 show dotlx statistics Field Descriptions

Field Description

TxRegld Number of Extensible Authentication Protocol (EAP)-request/identity frames
that have been sent.

TxReq Number of EAP-request frames (other than request/identity frames) that have
been sent.

TxTotal Number of Extensible Authentication Protocol over LAN (EAPOL) frames of any
type that have been sent.

RxStart Number of valid EAPOL-start frames that have been received.

RxL ogoff Number of EAPOL-logoff frames that have been received.

RxRespld Number of EAP-response/identity frames that have been received.

RxResp Number of valid EAP-response frames (other than response/identity frames) that
have been received.

RxInvalid Number of EAPOL frames that have been received and have an unrecognized
frame type.

RxL enError Number of EAPOL frames that have been received in which the packet body
length field isinvalid.

RxTotal Number of valid EAPOL frames of any type that have been received.

RxVersion Number of received packetsin the 802.1X version 1 format.

LastRxSrcMac Source MAC address carried in the most recently received EAPOL frame.

Related Commands ~ Command Description

dot1x default

Resets the configurable 802.1X parameters to their default values.

i Catalyst 3750 Switch Command Reference
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show dtp

showdtp

Usethe show dtp privileged EXEC command to display Dynamic Trunking Protocol (DTP) information
for the switch or for a specified interface.

show dtp [interface interface-id] [ | {begin | exclude | include} expression]

Syntax Description

interface (Optional) Display port security settings for the specified interface. Valid interfaces
interface-id  include physical ports (including type, stack member, module, and port number).

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show dtp command:
Swi t ch# show dtp
d obal DTP information
Sendi ng DTP Hel | o packets every 30 seconds
Dynam c Trunk tineout is 300 seconds
21 interfaces using DTP
Catalyst 3750 Switch Command Reference
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M showdtp

This is an example of output from the show dtp interface command:

Switch# show dtp interface gigabitethernet1/0/1

DTP i nformation for G gabitEthernetl/0/1:
TGOS/ TAS/ TNS:
TOT/ TAT/ TNT:
Nei ghbor address 1:
Nei ghbor address 2:
Hello timer expiration (sec/state):
Access timer expiration (sec/state):
Negotiation tiner expiration (sec/state):
Mul tidrop tiner expiration (sec/state):
FSM st at e:
# times nulti & trunk
Enabl ed:
In STP:

Statistics

3160 packets received (3160 good)
0 packets dropped

0 nonegotiate, O bad version, 0 donmin m snmatches,

6320 packets output (6320 good)

3160 native, 3160 software encap isl,
0 output errors
0 trunk tineouts

ACCESS/ AUTQ' ACCESS

NATI VE/ NEGOTI ATE/ NATI VE

000943A7D081
000000000000
1/ RUNNI NG
never/ STOPPED
never/ STOPPED
never/ STOPPED
S2: ACCESS

0

yes

no

0 isl hardware native

1 link ups, last link up on Mon Mar 01 1993, 01:02:29

0 link downs

0 bad TLVs, 0 other

Related Commands ~ Command Description

show interfaces trunk

Displays interface trunking information.

i Catalyst 3750 Switch Command Reference

78-15165-02 |



| Chapter2 Cisco I0S Commands

show env

showenv W

Use the show env user EXEC command to display fan, temperature, redundant power system (RPS)
availability, and power information for the switch being accessed (standalone switch or stack master or
stack member). Use with the stack keyword to display all information for the stack or for a specified
switch in the stack.

show env {all | fan | power | rps| stack [switch-number] | temperature} [ | {begin | exclude |
include} expression]

Syntax Description all Display both fan and temperature environmental status.
fan Display the switch fan status.
power Display the switch power status.
rps Display whether an RPS 300 Redundant Power System is connected to the switch.
stack Display all environmental status for each switch in the stack or for the specified
[switch-number] switch. Therangeis1to 9, depending on the switch member numbersin the stack.
temperature Display the switch temperature status.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Examples

Use the show access-lists privileged EXEC command to access information from a specific switch other
than the master.

You can use the show env stack [switch-number] command to display information about any switch in
the stack from any switch member.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

This is an example of output from the show env all command entered from the master switch or a
standalone switch:

Swi t ch> show env all
FAN is OK
TEMPERATURE i s OK
PONER i s OK

RPS i s AVAI LABLE

[ 78-15165-02
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W showenv

Thisis an example of output from the show env fan command:

Swi t ch> show env fan
FAN is OK

This is an example of output from the show env stack command:

Swi t ch> show env stack
SWTCH: 1

FAN is OK
TEMPERATURE i s OK
POAER is OK

RPS i s NOT PRESENT
SWTCH: 2

FAN is OK
TEMPERATURE i s K
POAER is OK

RPS i s NOT PRESENT
SWTCH: 3

FAN is OK
TEMPERATURE is OK
PONER is OK

RPS i s NOT PRESENT
SWTCH: 4

FAN is OK
TEMPERATURE i s K
PONER is OK

RPS i s NOT PRESENT
SWTCH: 5

FAN is OK
TEMPERATURE i s K
PONER is OK

RPS i s NOT PRESENT
SWTCH: 6

FAN is OK
TEMPERATURE i s OK
PONER is OK

RPS i s NOT PRESENT

This example shows how to display information about stack member 3 from the master switch:

Swi t ch> show env stack 3
SWTCH: 3

FAN is OK

TEMPERATURE i s OK

PONER is OK

RPS i s NOT PRESENT

Catalyst 3750 Switch Command Reference
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show errdisable detect W

show errdisable detect

Use the show errdisable detect user EXEC command to display error-disable detection status.

show errdisable detect [ | {begin | exclude | include} expression]

Syntax Description

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

On the Catalyst 3750 switch, a displayed ghic-invalid error reason refersto an invalid small form-factor
pluggable (SFP) interface.

Examples This is an example of output from the show errdisable detect command:

Swi t ch> show errdi sabl e detect

Err Di sabl e Reason Det ection status

udl d Enabl ed

bpduguar d Enabl ed

security-violation Enabl ed

channel - mi sconfig Enabl ed

psecure-viol ation Enabl ed

dhcp-rate-limt Enabl ed

uni cast - fl ood Enabl ed

vnps Enabl ed

pagp-fl ap Enabl ed

dtp-flap Enabl ed

link-flap Enabl ed

gbic-invalid Enabl ed

| oopback Enabl ed

A
Note  Though visible in the output, the dhcp-rate-limit and unicast-flood fields are not valid.
Catalyst 3750 Switch Command Reference
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W show errdisable detect

Related Commands ~ Command Description
errdisable detect cause Enables error-disable detection for a specific cause or all causes.
show errdisable flap-values  Displays error condition recognition information.
show errdisable recovery Displays error-disable recovery timer information.
show interfaces status Displays interface status or alist of interfaces in error-disabled state.
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show errdisable flap-values

Use the show errdisable flap-values user EXEC command to display conditions that cause an error to
be recognized for a cause.

show errdisable flap-values[ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The Flaps column in the display shows how many changes to the state within the specified timeinterval

will cause an error to be detected and a port to be disabled. For example, the display shows that an error
will be assumed and the port shut down if three Dynamic Trunking Protocol (DTP)-state (port mode
access/trunk) or Port Aggregation Protocol (PAgP) flap changes occur during a 30-second interval, or if
5 link-state (link up/down) changes occur during a 10-second interval.

Err Di sabl e Reason Fl aps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show errdisable flap-values command:
Swi t ch> show errdi sabl e flap-val ues
Err Di sabl e Reason Fl aps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10
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M show errdisable flap-values

Related Commands ~ Command Description
errdisable detect cause Enables error-disable detection for a specific cause or all causes.
show errdisable detect Displays error-disable detection status.
show errdisable recovery Displays error-disable recovery timer information.
show interfaces status Displays interface status or alist of interfaces in error-disabled state.
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show errdisable recovery

Use the show errdisable recovery user EXEC command to display the error-disable recovery timer
information.

show errdisable recovery [ | {begin | exclude | include} expression]

Syntax Description

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

On the Catalyst 3750 switch, a gbic-invalid error-disable reason refersto an invalid small form-factor
pluggable (SFP) interface.

[ 78-15165-02

Catalyst 3750 Switch Command Reference



Chapter 2 Cisco I0S Commands |

M show errdisable recovery

Examples

Swi t ch> show errdi sab
Err Di sabl e Reason
udl d

bpduguar d
security-violatio
channel - m sconfig
vnps

pagp-flap
dtp-flap
link-flap
gbic-invalid
psecure-viol ation
gbic-invalid
dhcp-rate-limt
uni cast - fl ood

| oopback

Ti mer interval:300 se

Interfaces that wll

This is an example of output from the show errdisable recovery command:

I e recovery
Ti mer Status
Di sabl ed

Di sabl ed

Di sabl ed

Di sabl ed

Di sabl ed

Di sabl ed

Di sabl ed

Di sabl ed

Di sabl ed

Di sabl ed

Di sabl ed

Di sabl ed

Di sabl ed

Di sabl ed

conds

be enabl ed at the next tineout:

Interface Errdi sabl e reason Time left(sec)
G 1/0/4 l'ink-flap 279
Related Commands ~ Command Description

errdisable recovery

Configures the recover mechanism variables.

show errdisable detect

Displays error disable detection status.

show errdisable flap-v

alues Displays error condition recognition information.

show interfaces status

Displays interface status or alist of interfaces in error-disabled state.
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show etherchannel

Use the show etherchannel user EXEC command to display EtherChannel information for a channel.

show etherchannel [channel-group-number {detail | port | port-channel | protocol | summary}]
{detail | load-balance | port | port-channel | protocol | summary} [ | {begin | exclude |
include} expression]

Syntax Description channel-group-number (Optional) Number of the channel group. Therangeis 1to 12.
detail Display detailed EtherChannel information.
load-balance Display the load-balance or frame-distribution scheme among portsin the
port channel.
port Display EtherChannel port information.
port-channel Display port-channel information.
protocol Display the protocol that is being used in the EtherChannel.
summary Display a one-line summary per channel-group.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The protocol keyword was added.

Usage Guidelines

If you do not specify a channel-group, all channel groups are displayed.

In the output, the Passive port list field isdisplayed only for Layer 3 port channels. This field means that
the physical interface, which is still not up, is configured to be in the channel group (and indirectly isin
the only port channel in the channel group).

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

[ 78-15165-02
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W show etherchannel

Examples

Swi t ch> show et herchannel 1 detail

Group state = L2

Ports: 2 Maxports = 16
Port-channels: 1 Max Port-channels = 16
Pr ot ocol : LACP

Ports in the group:
Port: G1/0/1

Port state = Up Mstr | n-Bndl
Channel group =1 Mode = Active Gcchange = -
Port-channel = Pol GC = -
Port i ndex =0 Load = 0x00 Pr ot ocol
Flags: S - Device is sending Sl ow LACPDUs F -

A - Device is in active nopde. P -
Local information:

LACP port Admi n Oper

Por t Fl ags State Priority Key Key
G1/0/1 SA bndl 32768 0x1 0x1
G 1/0/2 SA bndl 32768 0x0 0x1

Age of the port in the current state: 01d: 20h: 06m 04s

Port-channel s in the group:

Port-channel : Pol

(Primary Aggregator)

Age of the Port-channel = 01d: 20h: 20m 26s

Logi cal slot/port = 10/1 Nunber of ports = 2
Hot St andBy port = null
Port state = Port-channel Ag-Inuse
Pr ot ocol = LACP
Ports in the Port-channel:
I ndex Load Por t EC state No of bits
------ ey
0 00 G 1/0/1 Active 0
0 00 G 1/0/2 Active 0
Tine since |last port bundl ed: 01d: 20h: 20m 20s

G 1/0/2

Pseudo port-channel

LACP

Device is sending fast

Port
Nunber
0x101
0x0

This is an example of output from the show etherchannel 1 detail command:

= Pol

LACPDU

Device is in passive node.

Por t

State
0x3D
0x3D
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show etherchannel

Thisis an example of output from the show etherchannel 1 summary command:

Swi t ch> show et her channel

Fl ags: D - down

- Layer3

- in use

o Cc XTI~
'

- stand-al one s -
- Hot-standby (LACP only)

unsui table for

- default port

1 summary

in port-channel
suspended

Layer 2
bundl i ng
failed to allocate aggregator

Number of channel -groups in use: 1

Number of aggregators:

Group Port-channel

1 Pol( SU)

1
Pr ot ocol Ports
________ e
LACP G 1/0/1(P) G 1/0/2(P)

Thisis an example of output from the show etherchannel 1 port-channel command:

Swi t ch> show et her channel

1 port-channel

Port-channel s in the group:

(Primary Aggregator)

Port - channel : Pol

Age of the Port-channel

Logi cal sl ot/ port =

Hot St andBy port = null
= Port-channel Ag-Inuse
LACP

Port state
Pr ot ocol =

Ports in the Port-channel:

I ndex Load Por t

0 00

Time since |ast port bundl ed:

EC state

= 01d: 20h: 24m 50s

Nunber of ports = 2

No of bits

G 1/0/1 Active 0
G 1/0/2 Active 0

01d: 20h: 24m 44s G 1/0/2

This is an example of output from show etherchannel protocol command:

Swi t ch# show et her channel

pr ot ocol

Channel -group listing:

Protocol: LACP

Protocol: PAgP

Related Commands Command

Description

channel-group

Assigns an Ethernet interface to an EtherChannel group.

channel-protocol

Restricts the protocol used on an interface to manage channeling.

interface port-channel

Accesses or creates the port channel.
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show Interfaces

Usethe show interfaces privileged EXEC command to display the administrative and operational status
of all interfaces or a specified interface.

show interfaces [interface-id | vlan vlan-id] [accounting | capabilities [module number] |
counters | description | etherchannel | flowcontrol | pruning | stats | status[err-disabled] |
switchport | trunk] [ | {begin | exclude | include} expression]

Syntax Description

Note

interface-id (Optional) Valid interfaces include physical ports (including type, stack member,
module, and port number) and port channels. The valid port-channel rangeis 1 to
12.

vlan vlan-id (Optional) VLAN identification. Therangeis 1 to 4094.

accounting (Optional) Display accounting information on the interface, including active
protocols and input and output packets and octets.

capabilities (Optional) Display the capabilities of all interfaces or the specified interface,

including the features and options that you can configure on the interface. Though
visible in the command line help, this option is not available for VLAN IDs.

module number

(Optional) Display capabilities of all interfaces on the specified stack member.
Therangeisfrom 1to 9. Thisoption is not available if you enter a specific
interface ID before the capabilities keyword.

counters (Optional) See the show interfaces counter s command.

description (Optional) Display the administrative status and description set for an interface.

etherchannel (Optional) Display interface EtherChannel information.

flowcontrol (Optional) Display interface flowcontrol information

pruning (Optional) Display interface trunk VTP pruning information.

stats (Optional) Display the input and output packets by switching path for the
interface.

status (Optional) Display the status of the interface.

err-disabled (Optional) Display interfaces in error-disabled state.

switchport (Optional) Display the administrative and operational status of a switching
(nonrouting) port, including port blocking and port protection settings.

trunk Display interface trunk information. If you do not specify an interface,
information for only active trunking portsis displayed.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.

expression Expression in the output to use as a reference point.

Though visible in the command-line help strings, the crb, fair-queue, irb, mac-accounting,
precedence, private-vlan mapping, random-detect, rate-limit, and shape keywords are not

supported.
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show interfaces 1l

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL Support for the capabilities keyword was added.

Usage Guidelines The show interfaces capabilities command with different keywords has these results:

» Entering show interface capabilities module number displays the capabilities of all interfaces on
that switch in the stack. If there is no switch with that module number in the stack, the output is
blank. Entering show interfaces interface-id capabilities displays the capabilities of the specified
interface.

» Entering show interfaces capabilities (with no module number or interface ID) displays the
capabilities of all interfaces in the stack.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show interfaces command for Gigabit Ethernet interface 3 on
stack member 3:

Swi t ch# show i nterfaces gigabitethernet3/0/3
G gabitEthernet3/0/3 is down, line protocol is down
Hardware is G gabit Ethernet, address is 0009.43a7.d085 (bia 0009.43a7.d085)
MrU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on ARPA, | oopback not set
Keepal i ve set (10 sec)
Aut o- dupl ex, Aut o-speed
input flowcontrol is off, output flowcontrol is off
ARP type: ARPA, ARP Tinmeout 04:00:00 Last input never, output never, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Qut put queue :0/40 (size/ max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0O bits/sec, 0 packets/sec
2 packets input, 1040 bytes, 0 no buffer
Recei ved 0O broadcasts, O runts, 0 giants, O throttles
input errors, 0 CRC, 0 frame, O overrun, 0 ignored
wat chdog, O multicast, O pause input
i nput packets with dribble condition detected
packets output, 1040 bytes, 0 underruns
output errors, O collisions, 3 interface resets
babbles, 0 late collision, O deferred
lost carrier, 0 no carrier, 0 PAUSE out put

0
0
0
4
0
0
0
0 output buffer failures, 0 output buffers swapped out
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W show interfaces

This is an example of output from the show interfaces accounting command.

Swi t ch# show i nterfaces accounting

VI anl
Pr ot ocol Pkts In Chars In Pkts Qut Chars Qut
I P 1094395 131900022 559555 84077157
Spanni ng Tree 283896 17033760 42 2520
ARP 63738 3825680 231 13860
Interface V an2 is disabl ed
VI an7
Pr ot ocol Pkts In Chars In Pkts Qut Chars Qut
No traffic sent or received on this interface.
VI an31
Pr ot ocol Pkts In Chars In Pkts Qut Chars Qut
No traffic sent or received on this interface.
G gabi tEthernet1/0/ 1
Pr ot ocol Pkts In Chars In Pkts Qut Chars Qut
No traffic sent or received on this interface.
G gabi t Et hernet 1/ 0/ 2
Pr ot ocol Pkts In Chars In Pkts Qut Chars Qut
No traffic sent or received on this interface.
G gabi t Et hernet 1/ 0/ 3
Pr ot ocol Pkts In Chars In Pkts Qut Chars Qut

No traffic sent or received on this interface.

<out put truncated>

This is an example of output from the show interfaces capabilities command for an interface.

Switch# show interfaces gigabitethernetl/0/3 capabilities

G gabi t Et hernet 1/ 0/ 3
Model :
Type:
Speed:
Dupl ex:
Trunk encap. type:
Trunk node:
Channel :
Br oadcast suppression:
Fl owcontrol :
Fast Start:
QoS schedul i ng:
CoS rewite:
ToS rewite:
UDLD:
Inline power:
SPAN:
Por t Secur e:
Dot 1x:
Dot 1x:

WB- C3750G 24TS

10/ 100/ 1000BaseTX

10, 100, 1000, auto

full,auto

802.1Q I SL

on, of f, desi rabl e, nonegoti ate
yes

per cent age( 0- 100)

rx-(of f,on, desired), tx-(none)
yes

rx-(not configurable on per port basis),tx-(492t)
yes

yes

yes

no

source/ destination

yes

yes

yes

Thisis an example of output from the show interfaces gigabitether net1/0/4 description command
when the interface has been described as Connects to Marketing by using the description interface

configuration command.

Swi tch# show interfaces gigabitethernetl/0/4 description

Interface Status
G 1/0/4 up

Prot ocol Description
down Connects to Marketing
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Thisis an example of output from the show interfaces ether channel command when port channels are
configured on the switch:

Swi t ch# show i nterfaces etherchannel

Por t - channel 1:

Age of the Port-channel = 03d: 20h: 17m 29s
Logi cal slot/port = 10/1 Nunmber of ports = 0
GC 0x00000000 Hot St andBy port = null

Port state Port - channel Ag-Not- I nuse

Por t - channel 2:

Age of the Port-channel = 03d: 20h: 17m 29s
Logi cal slot/port = 10/ 2 Nunmber of ports = 0
GC 0x00000000 Hot St andBy port = null

Port state Port - channel Ag-Not- I nuse

Por t - channel 3:

Age of the Port-channel = 03d: 20h: 17m 29s
Logi cal slot/port = 10/ 3 Nunmber of ports = 0
GC 0x00000000 Hot St andBy port = null

Port state Port - channel Ag-Not- I nuse

This is an example of output from the show interfaces gigabitethernet1/0/6 pruning command when
pruning is enabled in the VTP domain:

Switch# show interfaces gigibitethernetl/0/6 pruning
Por t VIl ans pruned for |ack of request by nei ghbor
G 1/0/6 3,4

Por t Vlans traffic requested of neighbor
G1/0/6 1-3
This is an example of output from the show interfaces stats command for a specified interface.

Swi tch# show interfaces vian 1 stats
Swi t chi ng path Pkts In Chars In Pkts Qut Chars Qut

Processor 1165354 136205310 570800 91731594
Rout e cache 0 0 0 0
Tot al 1165354 136205310 570800 91731594

Thisisan example of partial output from the show inter faces status command. It displays the status of
all interfaces.

Swi t ch# show interfaces status

Por t Name St at us VI an Dupl ex Speed Type

Fal/0/ 1 not connect 1 aut o aut o 10/ 100BaseTX
Fal/ 0/ 2 not connect 1 aut o auto 10/ 100BaseTX
Fal/ 0/ 3 not connect 1 aut o auto 10/ 100BaseTX
Fal/ 0/ 4 Test not connect 1 aut o aut o 10/ 100BaseTX
Fal/ 0/ 5 not connect 1 aut o auto 10/ 100BaseTX

<out put truncated>

This is an example of output from the show interfaces status err-disabled command. It displays the
status of interfaces in the error-disabled state.
Swi tch# show interfaces status err-disabled

Por t Nane St at us Reason
G 2/ 0/ 26 err-di sabl ed gbic-invalid
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W show interfaces

Thisis an example of output from the show interfaces switchport command for a single interface.
Table 2-18 describes the fields in the display.

Note

Private VLANS are not supported in this release, so those fields are not applicable.

Swi tch# show i nterfaces gigabitethernetl/0/3 switchport

Name: G 1/0/3
Swi t chport: Enabl ed
Admini strative Mde:

Operational Mde: down

Admini strative Trunking Encapsul ation:

Negoti ation of Trunking: Of
Access Mbde VLAN: 1 (default)

static access

negoti ate

Trunki ng Native Mbde VLAN. 1 (default)

Voi ce VLAN: none

Admi ni strative private-vlan host-association: none
Admini strative private-vlan nmappi ng: none
Administrative private-vlan trunk native VLAN. none
Admini strative private-vlan trunk encapsul ation: dotl
Admini strative private-vlan trunk normal VLANs: none
Admini strative private-vlan trunk private VLANs: none

Operational private-vlan: none
Trunki ng VLANs Enabl ed: ALL

Pruni ng VLANs Enabl ed: 2-1001
Capture Mode Disabl ed

Capture VLANs All owed: ALL
Protected: false

Unknown uni cast bl ocked: disabled
Unknown rul ti cast

Appliance trust: none

bl ocked: di sabl ed

Table 2-18 show interfaces switchport Field Descriptions

Field Description
Name Displays the port name.
Switchport Displays the administrative and operational status of the port.

In this display, the port isin switchport mode.

Administrative Mode
Operational Mode

Displays the administrative and operational modes.

Administrative Trunking
Encapsulation

Operational Trunking Encapsulation
Negotiation of Trunking

Displays the administrative and operational encapsulation
method and whether trunking negotiation is enabled.

Access Mode VLAN

Displaysthe VLAN ID to which the port is configured.

Trunking Native Mode VLAN
Trunking VLANS Enabled
Trunking VLANS Active

Liststhe VLAN ID of thetrunk that isin native mode. Liststhe
alowed VLANS on the trunk. Lists the active VLANSs on the
trunk.

Pruning VLANS Enabled

Lists the VLANSs that are pruning-eligible.

Protected

Displays whether or not protected port is enabled (True) or
disabled (False) on the interface.
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show interfaces 1l

Table 2-18 show interfaces switchport Field Descriptions (continued)

Field

Description

Unknown unicast blocked Displays whether or not unknown multicast and unknown

Unknown multicast blocked

unicast traffic is blocked on the interface.

Voice VLAN

Displaysthe VLAN ID on which voice VLAN is enabled.

Appliance trust Displays the CoS setting of the data packets of the IP phone.

This is an example of output from the show interfaces interface trunk command. It displays trunking
information for the interface.

Swi tch# show interfaces fastethernet1/0/17 trunk

Por t Mbde Encapsul ati on Status Nati ve vl an
Fal/ 0/ 17 desirabl e n-isl t runki ng 1
Por t VI ans al | owed on trunk
Fal/ 0/ 17 1- 4094
Por t VI ans all owed and active in nanagenent donain
Fal/ 0/ 17 1- 4, 20, 34- 36, 38- 55, 57- 58, 66- 67, 100, 139, 200- 201, 1000
Por t VI ans in spanning tree forwarding state and not pruned
Fal/ 0/ 17 1- 4, 20, 34- 36, 38- 55, 57- 58, 66- 67, 100, 139, 200- 201, 1000
e
Related Commands ~ Command Description
switchport access Configures a port as a static-access or dynamic-access port.
switchport block Blocks unknown unicast or multicast traffic on an interface.
switchport mode Configures the VLAN membership mode of a port.
switchport protected I solates unicast, multicast, and broadcast traffic at Layer 2 from other

protected ports on the same switch.

switchport trunk pruning  Configuresthe VLAN pruning-eligible list for ports in trunking mode.
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show Interfaces counters

Usethe show interfaces counter s privileged EXEC command to display various counters for the switch

or for a specific interface.

show interfaces[interface-id | vlan vlan-id] counter s[broadcast | errors| module switch- number
| multicast | trunk | unicast] [ | {begin | exclude | include} expression]

Syntax Descriptions  interface-id

(Optional) ID of the physical interface, including type, stack member,
module, and port number.

vlan vlan-id (Optional) VLAN number of the management VLAN. Therangeis1to 4094.
broadcast (Optional) Display discarded broadcast traffic.
errors (Optional) Display error counters.

module switch- number

(Optional) Display counters for the specified stack member. The rangeis
from 1to 9, depending upon the switch numbers in the stack.

Note  Inthis command, the module keyword refers to the stack member
number (1-9). In other commands that contain an interface ID, the
module number is always zero.

multicast (Optional) Display discarded multicast traffic.

trunk (Optional) Display trunk counters.

unicast (Optional) Display discarded unicast traffic.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines If you do not enter any keywords, all counters for all interfaces are included.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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Examples Thisis an example of partial output from the show interfaces counters command. It displays all

counters for the switch.

Swi t ch# show i nterfaces counters

Por t InCctets I nUcast Pkt s I nMcast Pkt s I nBcast Pkt s

Fa6/ 0/ 1 0 0 0 0

Fa6/ 0/ 2 0 0 0 0

Fa6/ 0/ 3 0 0 0 0

Fa6/ 0/ 4 0 0 0 0

Fa6/ 0/ 5 0 0 0 0

<out put truncated>

Fa6/ 0/ 24 0 0 0 0

G6/0/1 0 0 0 0

G 6/0/2 0 0 0 0

Fa8/ 0/ 1 0 0 0 0

Fa8/ 0/ 2 0 0 0 0

<out put truncated>

Thisisan example of partial output from the show interfaces counter sbroadcast command. It displays

dropped broadcast traffic for all interfaces.

Swi t ch# show i nterfaces counters broadcast

Por t Bcast SuppDi scar ds

Fal/ 0/ 1 0

Fal/ 0/ 2 0

Fal/ 0/ 3 0

Fal/ 0/ 4 0

Fal/ 0/ 5 0

Fal/ 0/ 6 0

<out put truncated>

Thisis an example of partial output from the show interfaces counters module command for stack

member 2. It displays all counters for the specified switch in the stack.

Swi t ch# show i nterfaces counters nodule 2

Saur on#show i nterface counters

Por t InCctets I nUcast Pkt s I nMcast Pkt s I nBcast Pkt s

Fa2/ 0/ 1 520 2 0 0

Fa2/ 0/ 2 520 2 0 0

Fa2/ 0/ 3 520 2 0 0

Fa2/ 0/ 4 520 2 0 0

Fa2/ 0/ 5 520 2 0 0

Fa2/ 0/ 6 520 2 0 0

Fa2/ 0/ 7 520 2 0 0

Fa2/ 0/ 8 520 2 0 0

<out put truncated>
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This is an example of output from the show interfaces counters trunk command. It displays trunk
counters for all interfaces.

Swi tch# show i nterfaces counters trunk

Por t TrunkFramesTx TrunkFranesRx W ongEncap
Fal/ 0/ 1 0 0 0
Fal/ 0/ 2 0 0 0
Fal/ 0/ 3 80678 4155 0
Fal/ 0/ 4 82320 126 0
Fal/ 0/ 5 0 0 0

<out put truncated>

Related Commands ~ Command Description
show interfaces Displays additional interface characteristics.
show stor m-control Displays storm-control settings for an interface or all interfaces.
storm-control Setsstorm-control broadcast, multicast, and unicast suppression levelsfor an
interface.
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show ip igmp profile

Use the show ip igmp profile privileged EXEC command to view all configured Internet Group
Management Protocol (IGMP) profiles or a specified IGMP profile.

show ip igmp profile [profile number] [ | {begin | exclude | include} expression]

Syntax Description profile number (Optional) The IGMP profile number to be displayed. The rangeis 1 to
4294967295. If no profile number is entered, all IGMP profiles are displayed.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples These are examples of output from the show ip igmp profile privileged EXEC command, with and
without specifying a profile number. If no profile number is entered, the display includes all profiles
configured on the switch.

Switch# show ip ignp profile 40
|GW Profile 40

permt

range 233.1.1.1 233. 255. 255. 255

Swi tch# show ip ignp profile
IGW Profile 3
range 230.9.9.0 230.9.9.0
IGW Profile 4
permt
range 229.9.9.0 229. 255. 255. 255

Related Commands ~ Command Description

ip igmp profile Configures the specified IGMP profile number.

Catalyst 3750 Switch Command Reference
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show Ip igmp snooping

Use the show ip igmp snooping privileged EXEC command to display the Internet Group Management
Protocol (IGMP) snooping configuration of the switch or the VLAN.

show ip igmp snooping [mrouter] [multicast] [vlan vian-id] [ | {begin | exclude | include}

expression]
Syntax Description mrouter (Optional) See the show ip igmp snooping mrouter command.
multicast (Optional) See the show ip igmp snooping multicast command.
vlan vlan-id (Optional) Specify aVLAN; therangeis 1 to 4094.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification

12.1(11)AX This command was first introduced.

Usage Guidelines Use this command to display snooping configuration for the switch or for a specific VLAN.

Although visible in the output display, output lines related to topology change notification (TCN),
source-only learning, and report suppression are not supported.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show ip igmp snooping vlan 1 command. It shows snooping
characteristics for a specific VLAN.

Swi t ch# show i p ignp snooping vlian 1
| GW snooping is globally enabled
| GWP snooping TCN solicit query is globally disabled
| GW snoopi ng gl obal TCN flood query count is 2
| GW snooping is enabled on this MV an
| GWP snoopi ng i medi ate-1eave is disabled on this VW an
| GW snooping nrouter learn node is pimdvnrp on this Vlan
| GW snoopi ng source only learning age tiner is 10
| GWP snooping is running in | GW_ONLY node on this VWl an
| GW snoopi ng report suppression is enabled on this WVl an

Note  TCN, source-only learning, and report suppression are not supported, and information displayed about
these featuresis not valid.
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show ip igmp snooping

This is an example of output from the show ip igmp snooping command. It displays snooping
characteristics for all VLANS on the switch.

Switch# show ip i gnp snoopi ng

vian 1
| GW snoopi
| GWP snoopi
| GWP snoopi
| GW snoopi
| GWP snoopi
| GWP snoopi
| GW snoopi
| GWP snoopi
| GWP snoopi

| GWP snoopi
| GW snoopi
| GWP snoopi
| GWP snoopi
| GW snoopi
| GWP snoopi
| GWP snoopi
| GW snoopi
| GWP snoopi

ng
ng
ng
ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng
ng
ng
ng
ng

is globally enabled

TCN solicit query is globally disabled

gl obal TCN fl ood query count is 2

is enabled on this Vlan

i medi ate-1 eave is disabled on this Vlan
nrouter learn nmobde is pimdvnrp on this Vlan
source only learning age timer is 10

is running in | GW_ONLY npde on this Vlan
report suppression is enabled on this Vlan

is globally enabled

TCN solicit query is globally disabled

gl obal TCN fl ood query count is 2

is enabled on this Vlan

i mredi ate-| eave is disabled on this VWl an
nrouter learn mobde is pimdvnrp on this Vlan
source only learning age timer is 10

is running in | GW_ONLY node on this Vlan
report suppression is enabled on this Vlan

<out put truncated>

Related Commands

Command

Description

ip igmp snooping

VLAN.

Enables and configures |GM P snooping on the switch or on a

show ip igmp snooping mrouter

the specified multicast VLAN

Displays | GMP snooping multicast router portsfor the switch or for

show ip igmp snooping multicast

for the specified parameter.

Displays | GM P snooping multicast information for the switch or

[ 78-15165-02
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show Ip igmp snooping mrouter
Use the show ip igmp snooping mrouter privileged EXEC command to display the Internet Group
Management Protocol (IGM P) snooping dynamically learned and manually configured multicast router ports

for the switch or for the specified multicast VLAN.

show ip igmp snooping mrouter [vlan vian-id] [ | {begin | exclude | include} expression]

Syntax Description vlan vlan-id (Optional) Specify aVLAN; therangeis 1 to 4094.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12/1(11)AX This command was first introduced.
Usage Guidelines Use this command to display multicast router ports on the switch or for a specific VLAN.

When multicast VLAN registration (MVR) is enabled, the show ip igmp snooping mrouter command
displays MV R multicast router information and |GM P snooping information.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show ip igmp snooping mrouter command. It shows how to
display multicast router ports on the switch.

Swi t ch# show i p i gnp snoopi ng nrouter
VI an ports

1 G 2/ 0/ 1(dynam c)

Related Commands ~ Command Description
ip igmp snooping Enables and configures IGM P snooping on the switch or on a
VLAN.
show ip igmp snooping Displays the IGMP snooping configuration of the switch or the
VLAN

show ip igmp snooping multicast  Displays|GM P snooping multicast information for the switch or
for the specified parameter.

Catalyst 3750 Switch Command Reference
m. 78-15165-02 |



| Chapter2 Cisco I0S Commands

show ip igmp snooping multicast

show Ip igmp snooping multicast

Use the show ip igmp snooping multicast privileged EXEC command to display the Internet Group
Management Protocol (IGMP) snooping multicast table for the switch or multicast information for the
selected parameter. Use with the vian keyword to display the multicast table for a specified multicast VLAN
or information about the selected parameter for the VLAN.

show ip igmp snooping multicast [vlan vlan-id] [count | dynamic [count | group ip_address] |
group ip_address | user [count | group ip_address]] [ | {begin | exclude | include} expression]

Syntax Description vlan vlan-id (Optional) Specify aVLAN; therangeis 1 to 4094.
count (Optional) Display the total number of entries for the specified command
options instead of the actual entries.
dynamic (Optional) Display entries learned through |GM P snooping.
group ip_address (Optional) Display characteristicsof the multicast group with the specified group
IP address.
user (Optional) Display only the user-configured multicast entries.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Use this command to display multicast information and the multicast table for specified parameters.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show ip igmp snooping multicast command without any
keywords. It displays the multicast table for the switch.
Swi t ch# show i p i gnp snooping multicast
VI an Group Address Type Ports
1 224.1.2.30 | GWP Fa3/ 0/ 31, Fa4/0/1
1 224.1.2.1 | GWP Fa3/ 0/ 31, Fa4/0/1
1 224. 4. 4.4 USER Fall/ 0/ 4, Fa4/0/1
Catalyst 3750 Switch Command Reference
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M show ip igmp snooping multicast

This is an example of output from the show ip igmp snooping multicast count command. It displays
the total number of multicast groups on the switch.

Switch# show ip i gnp snooping nulticast count
Total nunber of nulticast groups: 3

Thisis an example of output from the show ip igmp snooping multicast dynamic command. It shows
only the entries learned through |GM P snooping.

Switch# show ip i gnp snooping multicast dynam c

VI an G oup Address Type Ports
1 224.1.2.30 | GWP Fa4/ 0/ 1, Fa4/0/ 37
1 224.1.2.1 | GWP Fa4/ 0/ 1, Fa4/0/37

Thisis an example of output from the show ip igmp snooping multicast group command. It shows the
entries for the group with the specified IP address.

Swi t ch# show i p i gnp snooping nulticast group 224.1.2.30
VI an Group Address Type Ports

1 224.1.2.30 | GWP Fa4/ 0/ 1, Fa4/0/ 37

Thisisan example of output from the show ip igmp snooping multicast vian command. It displays all
entries belonging to the specified VLAN.

Swi tch# show i p ignp snooping nmulticast vlian 1

VI an G oup Address Type Ports
1 224.1.2.30 | GWP Fa4/ 0/ 1, Fa4/ 0/ 37
1 224.1.2.1 | GWP Fa4/ 0/ 1, Fa4/ 0/ 37
Related Commands ~ Command Description
ip igmp snooping Enables and configures |GM P snooping on the switch or on a
VLAN.
show ip igmp snooping Displays the IGMP snooping configuration of the switch or the
VLAN

show ip igmp snooping mrouter Displays|GMP snooping multicast router portsfor the switch or for
the specified multicast VLAN.
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showlacp I

Use the show lacp user EXEC command to display Link Aggregation Control Protocol (LACP)
channel-group information.

show lacp [channel-group-number] {counters | internal | neighbor | sys-id} [ | {begin | exclude |
include} expression]

Syntax Description

channel-group-number  (Optional) Number of the channel group. Therangeis 1 to 12.

counters Display traffic information.
internal Display internal information.
neighbor Display neighbor information.
sys-id Display the system identifier that is being used by LACP. The system
identifier is made up of the LACP system priority and the switch MAC
address.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(14)EA1 This command was first introduced.

Usage Guidelines

You can enter any show lacp command to display the active channel-group information. To display
specific channel information, enter the show lacp command with a channel-group number.

If you do not specify a channel group, information for all channel groups appears.

You can enter the channel-group-number option to specify a channel group for all keywords except
sys-id.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
do not appear, but the lines that contain Output appear.

[ 78-15165-02
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Examples

This isan example of output from the show lacp counters command user EXEC command. Table 2-19
describes the fields in the display.

Swi t ch> show | acp counters

LACPDUs Mar ker Mar ker Response LACPDUs
Por t Sent Recv Sent Recv Sent Recv Pkts Err
Channel group:1
G 2/0/5 19 10 0 0 0 0 0
G 2/0/6 14 6 0 0 0 0 0
G 2/0/7 8 7 0 0 0 0 0

Table 2-19 show lacp counters Field Descriptions

Field Description

LACPDUSs Sent and Recv The number of LACP packets sent and received by an interface.

Marker Sent and Recv The number of LACP marker packets sent and received by an
interface.

Marker Response Sent and Recv The number of LACP marker response packets sent and received
by an interface.

LACPDUSs Pkts and Err The number of unknown and illegal packets received by LACP
for an interface.

This is an example of output from the show lacp internal command:

Swi tch> show lacp 1 internal
Flags: S - Device is requesting Sl ow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active node P - Device is in Passive node

Channel group 1

LACP port Admi n Oper Por t Por t
Por t Fl ags State Priority Key Key Number State
G 2/0/5 SA bndl 32768 0x3 0x3 0x4 0x3D
G 2/0/6 SA bndl 32768 0x3 0x3 0x5 0x3D
G 2/0/7 SA bndl 32768 0x3 0x3 0x6 0x3D
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Table 2-20 describes the fields in the display:

Table 2-20 show lacp internal Field Descriptions

Field

Description

State

State of the specific port. These are the allowed values:
e ——~Port isin an unknown state.

« bndl—Port is attached to an aggregator and bundled with
other ports.

« susp—~Port isin asuspended state; it is not attached to any
aggregator.

« hot-sby—Port isin a hot-standby state.

« indiv—Port is incapable of bundling with any other port.

« indep—Portisin anindependent state (not bundled but able
to switch data traffic. In this case, LACP is not running on
the partner port).

« down—~Port is down.

LACP Port Priority

Port priority setting. LACP uses the port priority to put ports s
in standby mode when there is a hardware limitation that
prevents all compatible ports from aggregating.

Admin Key

Administrative key assigned to this port. LACP automatically
generates an administrative key value as a hexadecimal number.
The administrative key defines the ability of a port to aggregate
with other ports. A port’s ability to aggregate with other portsis
determined by the port physical characteristics (for example,
datarate and duplex capability) and configuration restrictions
that you establish.

Oper Key

Runtime operational key that is being used by this port. LACP
automatically generates this value as a hexadecimal number.

Port Number

Port number.

Port State

State variables for the port, encoded as individual bits within a
single octet with these meanings:

« bit0: LACP_Activity
« bitl: LACP_Timeout
- bit2: Aggregation

« bit3: Synchronization
« bit4: Collecting

« bit5: Distributing

« bit6: Defaulted

« bit7: Expired

[ 78-15165-02
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This is an example of output from the show lacp neighbor command:
Swi t ch> show | acp nei ghbor
Flags: S - Device is sending Sl ow LACPDUs F - Device is sending Fast LACPDUs
A - Device is in Active node P - Device is in Passive node
Channel group 3 neighbors
Partner’s information:
Part ner Par t ner Par t ner
Por t System | D Port Number Age Fl ags
G 2/0/3 32768, 0007. eb49. 5e80 0xC 19s sP
LACP Part ner Par t ner Par t ner
Port Priority Oper Key Port State
32768 0x3 0x3C
Partner’s information:
Part ner Par t ner Par t ner
Por t System | D Port Nunber Age Fl ags
G 2/0/4 32768, 0007. eb49. 5e80 O0xD 15s Sy
LACP Part ner Par t ner Par t ner
Port Priority Oper Key Port State
32768 0x3 0x3C
This is an example of output from the show lacp sys-id command:
Swi tch> show | acp sys-id
32765, 0002. 4b29. 3200
The system identification is made up of the system priority and the system MAC address. The first two
bytes arethe system priority, and the last six bytes are the globally administered individual MAC address
associated to the system.
Related Commands ~ Command Description
clear lacp Clears LACP channel-group information.
lacp port-priority Configures the LACP port priority.
lacp system-priority Configures the LACP system priority.
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show mac access-group

Use the show mac access-group user EXEC command to display the MAC access control lists (ACLS)
configured for an interface or a switch.

show mac access-group [inter face interface-id] [ | {begin | exclude | include} expression]

Syntax Description

Command Modes

interfaceinterface-id  (Optional) Display the MAC ACLs configured on a specific interface. Valid
interfaces are physical portsand port channels; the port channel rangeis1to

64.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

User EXEC,; the interface keyword is available only in privileged EXEC mode.

Command History

Usage Guidelines

Examples

Release Modification

12.1(14)EAL This command was first introduced.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

This is an example of output from the show mac-access group user EXEC command. In this display,
Gigabit Ethernet interface 1/0/12 has the MAC access list macl_el applied; no MAC ACLs are applied
to other interfaces.

Swi t ch> show nmac access- group
Interface G gabitEthernetl/0/1:

I nbound access-list is not set
Interface G gabitEthernetl/0/2:

I nbound access-list is macl_el
Interface G gabitEthernetl/0/3:

I nbound access-list is not set
Interface G gabitEthernetl/0/4:

I nbound access-list is not set

<out put truncated>

Interface G gabitEthernet1/0/10:

I nbound access-list is not set
Interface G gabitEthernetl/0/11:
I nbound access-list is not set
Interface G gabitEthernet1/0/12:

I nbound access-list is macl_el

<out put truncated>

[ 78-15165-02
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Thisis an example of output from the show mac access-group interface gigabitethernet1/ 0/12
command:

Swi t ch# show mac access-group interface gi gabitethernetl/0/12
Interface G gabitEthernetl/0/12:

I nbound access-list is macl_el

Related Commands ~ Command Description

mac access-group Applies aMAC access group to an interface.

i Catalyst 3750 Switch Command Reference

78-15165-02 |



| Chapter2 Cisco I0S Commands

show mac-address-table

Use the show mac-address-table user EXEC command to display a specific MAC address table static
and dynamic entry or the MAC address tabl e static and dynamic entries on a specific interface or VLAN.

show mac-address-table 1l

show mac-address-table[ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples Thisis an example of output from the show mac-address-table command:
Swi t ch> show mac- address-tabl e
Mac Address Tabl e
VI an Mac Address Type Ports
Al l 0000. 0000. 0001 STATIC CPU
All 0000. 0000. 0002 STATI C CPU
All 0000. 0000. 0003 STATI C CPU
Al l 0000. 0000. 0009 STATIC CPU
All 0000. 0000. 0012 STATI C CPU
All 0180. c200. 000b STATI C CPU
Al l 0180. ¢200. 000c STATIC CPU
All 0180. c200. 000d STATI C CPU
All 0180. c200. 000e STATI C CPU
Al l 0180. c200. 000f STATIC CPU
All 0180. c200. 0010 STATI C CPU
1 0030. 9441. 6327 DYNAM C G 6/0/ 23
Total Mac Addresses for this criterion: 12
Catalyst 3750 Switch Command Reference
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Related Commands Command

Description

clear mac-address-table dynamic

Deletes from the MAC address table a specific dynamic
address, all dynamic addresses on a particular interface, or all
dynamic addresses on a particular VLAN.

show mac-address-table aging-time

Displaysthe aging timein all VLANSs or the specified VLAN.

show mac-address-table count

Displays the number of addresses presentinall VLANsor the
specified VLAN.

show mac-address-table dynamic

Displays dynamic MAC address table entries only.

show mac-address-table interface

Displays the MAC address table information for the specified
interface.

show mac-address-table multicast

Displays the Layer 2 multicast entries for all VLANS or the
specified VLAN.

show mac-address-table notification

Displays the MAC address notification settings for all
interfaces or the specified interface.

show mac-address-table static

Displays static MAC address table entries only.

show mac-address-table vlian

Displays the MAC address table information for the specified
VLAN.

i Catalyst 3750 Switch Command Reference
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show mac-address-table address

Use the show mac-address-table address user EXEC command to display MAC address table
information for the specified MAC address.

show mac-address-table address mac-address [interface interface-id] [vlan vlian-id] [ | {begin |
exclude | include} expression]

Syntax Description

mac-address

Specify the 48-bit MAC address; the valid format is H.H.H.

inter face interface-id

(Optional) Display information for a specific interface. Valid interfaces
include physical ports and port channels.

vlan vlan-id (Optional) Display entries for the specific VLAN only. Therangeis1 to
4094.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show mac-address-table address command:

Swi t ch# show mac- addr ess-tabl e address 0002. 4b28. c482

Mac Address Tabl e
VI an Mac Address Type Ports
All 0002. 4b28. c482 STATIC CPU
Total Mac Addresses for this criterion: 1
Catalyst 3750 Switch Command Reference
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Related Commands Command

Description

show mac-address-table aging-time

Displaysthe aging timein all VLANS or the specified VLAN.

show mac-address-table count

Displays the number of addresses presentinall VLANsor the
specified VLAN.

show mac-address-table dynamic

Displays dynamic MAC address table entries only.

show mac-address-table interface

Displays the MAC address table information for the specified
interface.

show mac-address-table multicast

Displays the Layer 2 multicast entries for all VLANSs or the
specified VLAN.

show mac-address-table notification

Displays the MAC address notification settings for all
interfaces or the specified interface.

show mac-address-table static

Displays static MAC address table entries only.

show mac-address-table vlian

Displays the MAC address table information for the specified
VLAN.
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show mac-address-table aging-time

Use the show mac-address-table aging-time user EXEC command to display the aging time of a
specific address table instance, all address table instances on a specified VLAN or, if aspecific VLAN
is not specified, on all VLANS.

show mac-address-table aging-time [vlan vlan-id] [ | {begin | exclude | include} expression]

Syntax Description vlan vlan-id (Optional) Display aging time information for a specific VLAN. The range
is1to 4094.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

If no VLAN number is specified, then the aging time for all VLANSs s displayed.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show mac-address-table aging-time command:
Swi t ch> show nac- address-tabl e aging-tinme
VI an Agi ng Tine
1 300
This is an example of output from the show mac-address-table aging-time vian 10 command:
Swi t ch> show nac- address-tabl e aging-tinme vlian 10
VI an Aging Tinme
10 300
Catalyst 3750 Switch Command Reference
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Related Commands Command

Description

mac-address-table aging-time

Sets the length of time that a dynamic entry remainsinthe MAC
address table after the entry is used or updated.

show mac-address-table address

Displays MAC address table information for the specified MAC
address.

show mac-address-table count

Displays the number of addresses present in all VLANSs or the
specified VLAN.

show mac-address-table dynamic

Displays dynamic MAC address table entries only.

show mac-address-table interface

Displays the MAC address table information for the specified
interface.

show mac-address-table multicast

Displays the Layer 2 multicast entries for all VLANSs or the
specified VLAN.

show mac-address-table
notification

Displaysthe MAC address notification settings for all interfaces
or the specified interface.

show mac-address-table static

Displays static MAC address table entries only.

show mac-address-table vlian

Displays the MAC address table information for the specified
VLAN.
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show mac-address-table count

Use the show mac-address-table count user EXEC command to display the number of addresses
present in all VLANSs or the specified VLAN.

show mac-address-table count [vlan vian-id] [ | { begin | exclude | include} expression]

Syntax Description vlan vlan-id (Optional) Display the number of addresses for a specific VLAN. Therangeis1to
4094.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines If no VLAN number is specified, the address count for all VLANSs is displayed.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples Thisis an example of output from the show mac-address-table count command:

Swi t ch# show nmac- address-tabl e count

Mac Entries for Vlan o1
Dynam c Address Count : 2
Static Address Count : O
Total Mac Addresses 2
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Related Commands ~ Command Description
show mac-address-table address Displays MAC address table information for the specified
MAC address.

show mac-address-table aging-time Displaysthe aging timein all VLANSs or the specified VLAN.

show mac-address-table dynamic  Displays dynamic MAC address table entries only.
show mac-address-tableinterface  Displaysthe MAC address table information for the specified

interface.

show mac-address-table multicast Displaysthe Layer 2 multicast entries for all VLANSs or the
specified VLAN.

show mac-address-table Displays the MAC address notification settings for all

notification interfaces or the specified interface.

show mac-address-table static Displays static MAC address table entries only.

show mac-address-table vian Displays the MAC address table information for the specified
VLAN.
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show mac-address-table dynamic

Usethe show mac-address-table dynamic user EXEC command to display only dynamic MAC address
table entries.

show mac-address-table dynamic [addr ess mac-address] [interface interface-id] [vlan vian-id]
[ | {begin | exclude | include} expression]

Syntax Description

Command Modes

address mac-address  (Optional) Specify a 48-bit MAC address; the valid format isH.H.H
(availablein privileged EXEC mode only).

interfaceinterface-id (Optional) Specify an interface to match; valid interfaces include physical
ports and port channels.

vlan vlan-id (Optional) Display entries for a specific VLAN; the range is 1 to 4094.
| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

User EXEC; address keyword available only in privileged EXEC mode.

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show mac-address-table dynamic command:
Swi t ch> show nac- address-tabl e dynam c
Mac Address Tabl e
VI an Mac Address Type Ports
1 0030. bh635. 7862 DYNAM C G 6/0/ 2
1 00b0. 6496. 2741 DYNAM C G 6/0/ 2
Total Mac Addresses for this criterion: 2
[ 78-15165-02
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Related Commands Command

Description

clear mac-address-table dynamic

Deletes from the MAC address table a specific dynamic
address, all dynamic addresses on a particular interface, or all
dynamic addresses on a particular VLAN.

show mac-address-table addr ess

Displays MAC address table information for the specified
MAC address.

show mac-address-table aging-time

Displaysthe aging timein all VLANSs or the specified VLAN.

show mac-address-table count

Displays the number of addresses present in all VLANsor the
specified VLAN.

show mac-address-table interface

Displays the MAC address table information for the specified
interface.

show mac-address-table multicast

Displays the Layer 2 multicast entries for all VLANS or the
specified VLAN.

show mac-address-table static

Displays static MAC address table entries only.

show mac-address-table vlian

Displays the MAC address table information for the specified
VLAN.
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show mac-address-table interface

Use the show mac-address-table inter face user command to display the MAC address table
information for the specified interface in the specified VLAN.

show mac-address-table interface interface-id [vlan vian-id] [ | {begin | exclude | include}

expression]
Syntax Description interface-id Specify an interface type; valid interfaces include physical ports and port
channels.
vlan vlan-id (Optional) Display entries for a specific VLAN; therangeis 1 to 4094.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output

are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show mac-address-table inter face command:

Swi t ch> show mac- address-table interface gi gabitethernet6/0/2
Mac Address Tabl e

VI an Mac Address Type Ports

1 0030. b635. 7862 DYNAM C G 6/0/2
1 00b0. 6496. 2741 DYNAM C G 6/0/2
Total Mac Addresses for this criterion: 2
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Related Commands ~ Command Description

show mac-address-table address Displays MAC address table information for the specified
MAC address.

show mac-address-table aging-time  Displaysthe aging timein all VLANSs or the specified
VLAN.

show mac-address-table count Displays the number of addresses present in all VLANS or
the specified VLAN.

show mac-address-table dynamic Displays dynamic MAC address table entries only.

show mac-address-table multicast Displaysthe Layer 2 multicast entries for all VLANSs or the
specified VLAN.

show mac-address-table notification  Displays the MAC address notification settings for all
interfaces or the specified interface.

show mac-address-table static Displays static MAC address table entries only.
show mac-address-table vian Displays the MAC address table information for the
specified VLAN.
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show mac-address-table multicast

Use the show mac-address-table multicast user EXEC command to display the Layer 2 multicast
entriesfor all VLANSs. Usethe command in privileged EXEC mode to display specific multicast entries.

show mac-address-table multicast [vlan-id] [count |user [count]] [ | {begin | exclude | include}

expression]
Syntax Description vlan vlan-id (Optional) Display addresses for a specific VLAN. Therangeis 1 to 4094.
count (Optional) Display the total number of entries for the specified command
options instead of the actual entries.
user (Optional) Display only the user-configured multicast entries.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Note

Though visible in the command-line help string, the igmp-snooping keyword is not supported. Use the
show ip igmp snooping multicast privileged EXEC command to display the Internet Group Management
Protocol (IGMP) snooping multicast table.

Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Examples

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

This is an example of output from the show mac-address-table multicast command. It shows how to
display all multicast entries for the switch.

Swi t ch> show nac- address-table nulticast
VI an Mac Address Type Ports

1 0100. 5e00. 0128 |1 GwW G1/0/1

This is an example of output from the show mac-address-table multicast count command. It shows
how to display atotal count of MAC address entries for the switch.

Swi t ch> show nmac- address-tabl e nulticast count

Mul ti cast MAC Entries for all vlans: 10

[ 78-15165-02
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This is an example of output from the show mac-address-table multicast vlan 1 count command. It
shows how to display atotal count of MAC address entriesfor a VLAN.

Swi t ch> show nmac- address-table nulticast vlian 1 count

Mul ticast MAC Entries for vlian 1: 4
Related Commands ~ Command Description

show mac-address-table address Displays MAC address table information for the specified
MAC address.

show mac-address-table aging-time  Displaysthe aging timein all VLANSs or the specified
VLAN.

show mac-address-table count Displays the number of addresses present in all VLANS or
the specified VLAN.

show mac-address-table dynamic Displays dynamic MAC address table entries only.

show mac-address-table interface Displays the MAC address table information for the

specified interface.

show mac-address-table notification  Displays the MAC address notification settings for all
interfaces or the specified interface.

show mac-address-table static Displays static MAC address table entries only.
show mac-address-table vian Displays the MAC address table information for the
specified VLAN.
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show mac-address-table notification

Use the show mac-address-table notification user EXEC command to display the MAC address
notification settings for all interfaces or the specified interface.

show mac-address-table notification [interface [interface-id]] [ | {begin | exclude | include}

expression]
Syntax Description interface (Optional) Display information for all interfaces. Valid interfaces include
physical ports and port channels.
interface-id (Optional) Display information for the specified interface. Valid interfaces
include physical ports and port channels.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(8)AX This command was first introduced.
Usage Guidelines Use the show mac-address-table notification command without any keywords to display whether the

feature is enabled or disabled, the MAC natification interval, the maximum number of entries allowed
in the history table, and the history table contents.

Usetheinterface keyword to display the flags for all interfaces. If the interface-id isincluded, only the
flags for that interface are displayed.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Catalyst 3750 Switch Command Reference
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Examples This is an example of output from the show mac-address-table notification command:

Swi t ch> show mac- address-table notification

MAC Notification Feature is Enabled on the switch

Interval between Notification Traps : 60 secs

Number of MAC Addresses Added : 4

Number of MAC Addresses Renoved : 4

Number of Notifications sent to NMs : 3

Maxi mum Nurber of entries configured in History Table : 100

Current History Table Length : 3

MAC Notification Traps are Enabl ed

Hi story Table contents

Hi story Index 0, Entry Timestanp 1032254, Despatch Ti nestanp 1032254
MAC Changed Message :

Oper ati on: Added VI an: 2 MAC Addr: 0000.0000. 0001 Module: 0 Port: 1

Hi story Index 1, Entry Timestanp 1038254, Despatch Ti nestanp 1038254
MAC Changed Message :

Oper ati on: Added VI an: 2 MAC Addr: 0000.0000. 0000 Module: 0 Port: 1
Operation: Added VI an: 2 MAC Addr: 0000. 0000. 0002 Module: O Port: 1
Oper ati on: Added VI an: 2 MAC Addr: 0000.0000. 0003 Module: 0 Port: 1

Hi story Index 2, Entry Timestanp 1074254, Despatch Ti nestanp 1074254
MAC Changed Message :

Operation: Deleted VMlan: 2 MAC Addr: 0000.0000. 0000 Module: 0 Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000. 0000. 0001 Module: O Port: 1

Operation: Deleted VMlan: 2 MAC Addr: 0000.0000. 0002 Module: 0 Port: 1

Operation: Deleted M an: 2 MAC Addr: 0000.0000. 0003 Module: 0 Port: 1
Related Commands ~ Command Description

clear mac-address-table notification Clearsthe MAC address notification global counters.
show mac-address-table address Displays MAC address table information for the specified

MAC address.
show mac-address-table aging-time Displaysthe aging timein all VLANSs or the specified VLAN.
show mac-address-table count Displays the number of addresses presentinall VLANsor the
specified VLAN.

show mac-address-table dynamic Displays dynamic MAC address table entries only.
show mac-address-tableinterface  Displaysthe MAC address table information for the specified

interface.

show mac-address-table multicast ~ Displays the Layer 2 multicast entries for all VLANSs or the
specified VLAN.

show mac-address-table static Displays static MAC address table entries only.

show mac-address-table vian Displays the MAC address table information for the specified
VLAN.
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show mac-address-table static

Use the show mac-address-table static user EXEC command to display static MAC address table
entries only.

show mac-address-table static [address mac-address] [interface interface-id] [vlan vian-id]
[ | {begin | exclude | include} expression]

Syntax Description

Command Modes

address mac-address (Optional) Specify a 48-bit MAC address; the valid format is H.H.H
(available in privileged EXEC mode only).

interface interface-id (Optional) Specify an interface to match; valid interfaces include physical
ports and port channels.

vlan vlan-id (Optional) Display addresses for a specific VLAN. The rangeis 1 to 4094.
| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

User EXEC; address keyword available only in privileged EXEC mode.

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show mac-address-table static command:
Swi t ch> show mac- address-table static
Mac Address Tabl e
VI an Mac Address Type Ports
All 0100. Occc. cccc  STATIC CPU
All 0180. c200. 0000 STATIC CPU
All 0100. Occc. cccd STATIC CPU
All 0180. c200. 0001 STATIC CPU
All 0180. c200. 0002 STATIC CPU
All 0180. c200. 0003 STATIC CPU
All 0180. c200. 0004 STATIC CPU
All 0180. c200. 0005 STATIC CPU
All 0180. c200. 0006 STATIC CPU
All 0180. c200. 0007 STATIC CPU
Total Mac Addresses for this criterion: 10
Catalyst 3750 Switch Command Reference
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Related Commands ~ Command Description

mac-address-table static Adds static addresses to the MAC address table.

show mac-address-table address Displays MAC address table information for the specified
MAC address.

show mac-address-table aging-time  Displaysthe aging timein all VLANSs or the specified
VLAN.

show mac-address-table count Displays the number of addresses present in all VLANS or
the specified VLAN.

show mac-address-table dynamic Displays dynamic MAC address table entries only.

show mac-address-table interface Displays the MAC address table information for the
specified interface.

show mac-address-table multicast Displaysthe Layer 2 multicast entries for all VLANSs or the
specified VLAN.

show mac-address-table notification  Displays the MAC address notification settings for all
interfaces or the specified interface.

show mac-address-table vian Displays the MAC address table information for the
specified VLAN.
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show mac-address-table vlan

Use the show mac-address-table vlan user EXEC command to display the MAC address table
information for the specified VLAN.

show mac-address-table vian vlan-id [ | {begin | exclude | include} expression]

Syntax Description vlan-id (Optional) Display addresses for a specific VLAN. Therangeis 1 to 4094.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.

expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples Thisis an example of output from the show mac-address-table vilan 1 command:

Swi t ch> show nmac- address-table vlian 1
Mac Address Tabl e

VI an Mac Address Type Ports
1 0100. Occc. cccc  STATIC CPU
1 0180. c200. 0000 STATIC CPU
1 0100. Occc.cccd STATIC CPU
1 0180. ¢200. 0001 STATIC CPU
1 0180. c200. 0002 STATIC CPU
1 0180. c200. 0003 STATIC CPU
1 0180. c200. 0004 STATIC CPU
1 0180. ¢200. 0005 STATIC CPU
1 0180. c200. 0006 STATIC CPU
1 0180. ¢200. 0007 STATIC CPU
al Mac Addresses for this criterion: 10
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Related Commands ~ Command Description

show mac-address-table address Displays MAC address table information for the specified
MAC address.

show mac-address-table aging-time  Displaysthe aging timein all VLANSs or the specified
VLAN.

show mac-address-table count Displays the number of addresses present in all VLANS or
the specified VLAN.

show mac-address-table dynamic Displays dynamic MAC address table entries only.

show mac-address-table interface Displays the MAC address table information for the
specified interface.

show mac-address-table multicast Displaysthe Layer 2 multicast entries for all VLANSs or the
specified VLAN.

show mac-address-table notification  Displays the MAC address notification settings for all
interfaces or the specified interface.

show mac-address-table static Displays static MAC address table entries only.
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show mls gos

Use the show mls qos user EXEC command to display global quality of service (QoS) configuration
information.

show misqos|[ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Examples

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

This is an example of output from the show mls gos command:

Swi t ch> show m's qos
Qos is enabl ed

Related Commands

Command Description
mls qos Enables quality of service (QoS) for the entire switch.

[ 78-15165-02
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show mls gos aggregate-policer

Use the show mls qos aggregate-policer user EXEC command to display the quality of service (QoS)
aggregate policer configuration. A policer defines a maximum permissible rate of transmission, a
maximum burst size for transmissions, and an action to take if either maximum is exceeded.

show mls qos aggregate-policer [aggregate-policer-name] [ | { begin | exclude | include}
expression]

Syntax Description aggregate-policer-name (Optional) Display the policer configuration for the specified name.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show mls qos aggregate-policer command:

Swi tch> show m's gos aggregate-policer policerl
aggregat e-policer policerl 88000 2000000 exceed-action drop
Not used by any policy map

Related Commands ~ Command Description

mls qos aggr egate-policer Defines policer parameters that can be shared by multiple classes
within a policy map.
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show mls gos input-queue

Use the show mls qos input-queue user EXEC command to display quality of service (QoS) settings
for the ingress queues.

show mls qosinput-queue[ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output

are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show mls qos input-queue command:
Swi t ch> show m's qos input-queue
Queue : 1 2
buffers : 90 10
bandwi dt h : 4 4
priority : 0 10
threshol d1: 100 100
threshol d2: 100 100
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Related Commands Command

Description

mls qos srr-queue input bandwidth

Assigns shaped round robin (SRR) weights to an ingress
queue.

mls qos srr-queue input buffers

Allocates the buffers between the ingress queues.

mls qos srr-queue input cos-map

Maps assigned class of service (CoS) valuesto an ingress
queue and assigns CoS values to a queue and to a threshold
ID.

mls qos srr-queue input dscp-map

Maps assigned Differentiated Services Code Point (DSCP)
values to an ingress queue and assigns DSCP values to a
queue and to athreshold ID.

mls qos srr-queue input priority-queue

Configures the ingress priority queue and guarantees
bandwidth.

mls qos srr-queue input threshold

Assigns weighted tail-drop (WTD) threshold percentagesto
an ingress queue.
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show mls qos interface

Use the show mls qos interface user EXEC command to display quality of service (QoS) information
at the interface level.

show mls qos interface [interface-id] [buffers| queueing | statistics]
[ | {begin | exclude | include} expression]

Syntax Description

Note

interface-id (Optional) Display QoS information for the specified interface. Valid interfaces
include physical ports.

buffers (Optional) Display the buffer allocation among the queues.

queueing (Optional) Display the queueing strategy (shared or shaped) and the weights
corresponding to the queues.

statistics (Optional) Display statistics for sent and received Differentiated Services Code

Points (DSCPs) and class of service (CoS) values, the number of packets
enqueued or dropped per egress queue, and the number of in-profile and
out-of -profile packets for each policer.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Though visible in the command-line help string, the policer s keyword is not supported.

Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show mls gos interface command:
Swi tch# show m's qos interface fastethernetl/0/7
Fast Et hernet 1/ 0/ 7
Attached policy-map for Ingress: videow zard_policy
trust state: not trusted
CCS override: dis
default COS: 0
DSCP Mutation Map: Default DSCP Mutation Map
Catalyst 3750 Switch Command Reference
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This is an example of output from the show mis qos interface fastethernet1/0/7 buffer s command:

Switch> show m's qos interface fastethernetl/0/7 buffers

Fast Et hernet 1/ 0/ 7
The port
The al l ocati ons between the queues are : 25 25 25 25

is mapped to gset

1

This is an example of output from the show mls qos interface fastethernet1/0/7 queueing command:

Switch> show ms qos interface fastethernetl/0/7 queueing

Fast Et hernet 1/ 0/ 7
Shaped queue wei ghts (absolute) : 25 00 0

Shared queue wei ghts

25 25 25 25

The port bandwidth is limted to: 100%
The port

is mapped to gset

1

This is an example of output from the show mis gos interface fastethernet1/0/7 statistics command.
Table 2-21 describes the fields in this display.

Swi tch> show ml's qos interface fastethernetl/0/7 statistics

Fast Et hernet 1/ 0/ 7

dscp:

10 -
15 -
20 -
25 -
30 -
35 -
40 -
45 -
50 -
55 -
60 -

64 :

i ncom ng

4213

[eNeoNeNeolNoNeNeolNoNoNolNoNo}

dscp: outgoi ng

0 -
5 -
10 -
15 -
20 -
25 -
30 -
35 -
40 -
45 -
50 -
55 -
60 -

4
9 :
14 :
19 :
24 .
29
34
39 :
44
49
54 :
59 :
64 :

363949

[eNeNeoNoNoNeoNoNolNoNoNoNol

cos: incom ng

Pol i cer:

739155
90

I nprofile:

0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 QutofProfile: 0

[eNeoNeNoNoNeoNeoloNeNolNoNeNo)

[eNeoNeNeoNoNoNoNoNoNoNoNoNo)

[eNeNeoNoNoNoNoNolNoNoNoNo]

[eNeoNeoNeoNoNeoNeoNoNoNolNoNo)
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show mls qos interface M

Table 2-21 show mls gos interface statistics Field Descriptions

Field Description

DSCP incoming Number of received packets for each DSCP value.
outgoing Number of sent packets for each DSCP value.

CoSs incoming Number of received packets for each CoS value.
outgoing Number of sent packets for each CoS value.

Policer Inprofile Number of in profile packets for each policer.
Outofprofile Number of out of profile packets for each policer.

Related Commands

Command

Description

mls qos queue-set output buffers

Allocates buffers to a queue-set.

mls qos queue-set output threshold

Configures the weighted tail-drop (WTD) thresholds,
guarantees the availability of buffers, and configures the
maximum memory allocation to a queue-set.

mls qos srr-queue input bandwidth

Assigns shaped round robin (SRR) weights to an ingress
queue.

mls qos srr-queue input buffers

Allocates the buffers between the ingress queues.

mls qos srr-queue input cos-map

Maps CoS values to an ingress queue or maps CoS values
to a queue and to athreshold ID.

mls qos srr-queue input dscp-map

Maps DSCP values to an ingress queue or maps DSCP
values to a queue and to a threshold ID.

mls qos srr-queue input priority-queue

Configures the ingress priority queue and guarantees
bandwidth.

mls qos srr-queue input threshold

Assigns WTD threshold percentages to an ingress queue.

mls qos srr-queue output cos-map

Maps CoS values to an egress queue or maps CoS valuesto
a queue and to a threshold ID.

mls qos srr-queue output dscp-map

Maps DSCP values to an egress queue or maps DSCP
values to a queue and to a threshold ID.

policy-map

Create or modifies a policy map.

queue-set

Maps a port to a queue-set.

srr-queue bandwidth limit

Limits the maximum output on a port.

srr-queue bandwidth shape

Assignsthe shaped weights and enabl es bandwidth shaping
on the four egress queues mapped to a port.

srr-queue bandwidth share

Assigns the shared weights and enabl es bandwidth sharing
on the four egress queues mapped to a port.

[ 78-15165-02
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show mls qos maps

Use the show mls qos maps user EXEC command to display quality of service (QoS) mapping
information. During classification, QoS uses the mapping tables to represent the priority of the traffic
and to derive acorresponding class of service (CoS) or Differentiated Services Code Point (DSCP) value
from the received CoS, DSCP, or | P precedence value.

show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-mutation dscp-mutation-name | dscp-output-q | ip-prec-dscp | policed-dscp] [ | {begin

| exclude | include} expression]

Syntax Description cos-dscp (Optional) Display class of service (CoS)-to-DSCP map.
cos-input-q (Optional) Display the CoS input queue threshold map.
cos-output-q (Optional) Display the CoS output queue threshold map.
dscp-cos (Optional) Display DSCP-to-CoS map.
dscp-input-q (Optional) Display the DSCP input queue threshold map.

dscp-mutation dscp-mutation-name

(Optional) Display the specified DSCP-to-DSCP-mutation
map.

dscp-output-q

(Optional) Display the DSCP output queue threshold map.

ip-prec-dscp (Optional) Display the | P-precedence-to-DSCP map.
policed-dscp (Optional) Display the policed-DSCP map.
| begin (Optional) Display begins with the line that matches the
expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified
expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output

are not displayed, but the lines that contain Output are displayed.
The policed-DSCP, DSCP-to-CoS, and the DSCP-to-DSCP-mutation maps are displayed as a matrix.

The d1 column specifiesthe most-significant digit in the DSCP. The d2 row specifiestheleast-significant
digit in the DSCP. The intersection of the d1 and d2 values provides the policed-DSCP, the CoS, or the
mutated-D SCP value. For example, in the DSCP-to-CoS map, a DSCP value of 43 correspondsto a CoS
value of 5.

i Catalyst 3750 Switch Command Reference
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The DSCP input queue threshold and the DSCP output queue threshold maps are displayed as a matrix.
The d1 column specifies the most-significant digit of the DSCP number. The d2 row specifies the
least-significant digit in the DSCP number. The intersection of the d1 and the d2 values provides the
gueue ID and threshold ID. For example, in the DSCP input queue threshold map, a DSCP value of 43
corresponds to queue 2 and threshold 1 (02-01).

The CoS input queue threshold and the CoS output queue threshold maps show the CoS value in the top
row and the corresponding queue ID and threshold ID in the second row. For example, in the CoS input
gueue threshold map, a CoS value of 5 corresponds to queue 2 and threshold 1 (2-1).

Examples This is an example of output from the show mls qos maps command:
Swi t ch> show nml's qos maps
Pol i ced-dscp nap:
dl: d20 1 2 3 4 5 6 7 8 9
0 00 01 02 03 04 05 06 07 08 09
1 10 11 12 13 14 15 16 17 18 19
2 20 21 22 23 24 25 26 27 28 29
3 30 31 32 33 34 35 36 37 38 39
4 40 41 42 43 44 45 46 47 48 49
5 50 51 52 53 54 55 56 57 58 59
6 60 61 62 63
Dscp-cos map:
dl: d20 1 2 3 4 5 6 7 8 9
0 00 00 00 00 00 00 00 00 01 01
1 01 01 01 01 01 01 02 02 02 02
2 02 02 02 02 03 03 03 03 03 03
3 03 03 04 04 04 04 04 04 04 04
4 05 05 05 05 05 05 05 05 06 06
5 06 06 06 06 06 06 07 07 07 07
6 07 07 07 07
Cos-dscp nmap
cos: 0 1 2 3 4 5 6 7
dscp 0 8 16 24 32 40 48 56
| pPrecedence-dscp map
i pprec: 0 1 2 3 4 5 6 7
dscp 0 8 16 24 32 40 48 56
Dscp- out put g-t hreshol d map
dl :d2 0 1 2 3 4 5 6 7 8 9
0 02-01 02-01 02-01 02-01 02-01 02-01 02-01 02-01 02-01 02-01
1 02-01 02-01 02-01 02-01 02-01 02-01 03-01 03-01 03-01 03-01
2 03-01 03-01 03-01 03-01 03-01 03-01 03-01 03-01 03-01 03-01
3 03-01 03-01 04-01 04-01 04-01 04-01 04-01 04-01 04-01 04-01
4 01-01 01-01 01-01 01-01 01-01 01-01 01-01 01-01 04-01 04-01
5 04-01 04-01 04-01 04-01 04-01 04-01 04-01 04-01 04-01 04-01
6 04-01 04-01 04-01 04-01
Catalyst 3750 Switch Command Reference
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Dscp-i nputg-threshol d map:
dl :d2 0 1 2 3 4 5 6 7 8 9

Cos- out put g-t hreshol d map:
cos: O 1 2 3 4 5 6 7

queue-threshold: 2-1 2-1 3-1 3-1 4-1 1-1 4-1 4-1

Cos-i nputg-threshold map:
cos: O 1 2 3 4 5 6 7

queue-threshold: 1-1 1-1 1-1 1-1 1-1 2-1 1-1 1-1

Dscp-dscp nutation nmap:
Default DSCP Mutation Map:
dli: d20 1 2 3 4 5 6 7 8 9

Related Commands ~ Command Description

mls qos map Defines the CoS-to-DSCP map, DSCP-to-CoS map,
DSCP-to-DSCP-mutation map, | P-precedence-to-DSCP map,
and the policed-DSCP map.

mls qos srr-queue input cos-map Maps CoS values to an ingress queue or maps CoS valuesto a
gueue and to athreshold ID.

misqossrr-queueinput dscp-map  Maps DSCP valuesto an ingress queue or maps DSCP valuesto
a queue and to athreshold ID.

mls qos srr-queue output cos-map Maps CoS values to an egress queue or maps CoS valuesto a
gueue and to athreshold ID.

mls qos srr-queue output dscp-map  Maps DSCP values to an egress queue or maps DSCP values to
a queue and to athreshold ID.

Catalyst 3750 Switch Command Reference
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show mls qos queue-set

Use the show mls qos queue-set user EXEC command to display quality of service (QoS) settings for
the egress queues.

show mls qos queue-set [gset-id] [ | {begin | exclude | include} expression]

Syntax Description gset-id (Optional) 1D of the queue-set. Each port belongs to a queue-set, which defines
all the characteristics of the four egress queues per port. The rangeis 1 to 2.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show mls qos queue-set command:

Swi t ch> show m's qos queue-set

Queueset: 1

Queue : 1 2 3 4

buffers : 25 25 25 25

t hreshol d1: 100 50 100 100

t hreshol d2: 100 50 100 100

reserved : 50 100 50 50

maxi num 400 400 400 400

Queueset: 2

Queue : 1 2 3 4

buffers : 25 25 25 25

t hreshol d1: 100 50 100 100

t hreshol d2: 100 50 100 100

reserved : 50 100 50 50

maxi mum 400 400 400 400

Catalyst 3750 Switch Command Reference
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Related Commands ~ Command Description

mls qos queue-set output buffers Allocates buffers to the queue-set.

mls qos queue-set output threshold  Configures the weighted tail-drop (WTD) thresholds,
guarantees the availability of buffers, and configures the
maximum memory allocation of the queue-set.

Catalyst 3750 Switch Command Reference
m. 78-15165-02 |



| Chapter2 Cisco I0S Commands

show monitor 1l

show monitor

Use the show monitor user EXEC command to display information about all Switched Port Analyzer
(SPAN) and Remote SPAN (RSPAN) sessions on the switch. Use the command with keywords to show
a specific session, all sessions, all local sessions, or all remote sessions.

show monitor [session {session_number | all | local | rangelist | remote} [detail]] [ | {begin |
exclude | include} expression]

Syntax Description

session (Optional) Display information about specified SPAN sessions.
session_number Specify the number of the SPAN or RSPAN session. The rangeis 1 to 66.
all Display all SPAN sessions.

local Display only local SPAN sessions.

rangelist Display arange of SPAN sessions, where list isthe range of valid sessions,

either asingle session or arange of sessions described by two numbers, the
lower one first, separated by a hyphen. Do not enter any spaces between
comma-separated parameters or in hyphen-specified ranges.

Note  This keyword is available only in privileged EXEC mode.

remote Display only remote SPAN sessions.
detail (Optional) Display detailed information about the specified sessions.
| begin Display begins with the line that matches the expression.
| exclude Display excludes lines that match the expression.
| include Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL Therange list and detail keywords were added.

Usage Guidelines

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

The output is the same for the show monitor command and the show monitor session all command.

[ 78-15165-02
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Examples This is an example of output for the show monitor user EXEC command:
Swi t ch# show noni t or
Session 1
Type :Local Session
Source Ports:
RX Only: Fa4/ 0/ 24
TX Only: None
Bot h: Fa2/ 0/ 1- 2, Fa4/ 0/ 1-5
Sour ce VLANSs:
RX Only: None
T™X Only: None
Bot h: None

Sour ce RSPAN VLAN: None

Destination Ports: Fa2/0/18
Encapsul ati on: Replicate

Filter VLANs: None

Dest RSPAN VLAN. None

Session 2
Type :Renpt e Source Session
Source Ports:
RX Only: None
X Only: None
Bot h: None
Sour ce VLANs:
RX Only: None
TX Only: 10
Bot h: 1-9

Sour ce RSPAN VLAN: None
Destination Ports: None
Filter VLANs: None
Dest RSPAN VLAN. 105

Thisis an example of output for the show monitor user EXEC command for RSPAN source session 1:

Swi t ch# show nonitor session 1

Session 1
Type :Local Session
Source Ports:
RX Only: Fa4/ 0/ 24
T™X Only: None
Bot h: Fa2/ 0/ 1-2, Fa4/ 0/ 1-5
Sour ce VLANs:
RX Only: None
X Only: None
Bot h: None

Sour ce RSPAN VLAN: None

Destination Ports: Fa2/0/18
Encapsul ati on: Replicate

Filter VLANs: None

Dest RSPAN VLAN. None

Catalyst 3750 Switch Command Reference
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Thisisan example of output for the show monitor session all user EXEC command when ingresstraffic
forwarding is enabled:

Swi t ch# show nonitor session all

Session 1
Type :Local Session
Source Ports :

Bot h :Fal/0/2

Destination Ports :Fa2/0/2
Encapsul ation : Replicate
I ngress: Enabl ed, default VLAN = 5
I ngress encapsul ati on: DOT1Q

Session 2
Type :Local Session
Source Ports :

Bot h :Fa3/0/2

Destination Ports :Fa3/0/4
Encapsul ation : Replicate
I ngress: Enabl ed
I ngress encapsul ation: | SL

Related Commands ~ Command Description
monitor session Starts or modifies a SPAN or RSPAN session.

Catalyst 3750 Switch Command Reference
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show mvr
Usethe show mvr privileged EXEC command without keywordsto display the current Multicast VLAN
Registration (MVR) global parameter values, including whether or not MVR is enabled, the MVR
multicast VLAN, the maximum query response time, the number of multicast groups, and the MVR
mode (dynamic or compatible).

show mvr [ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Maodification
12.1(11)AX This command was first introduced.
Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output

are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show mvr command:

Swi t ch# show nmvr

MR Runni ng: TRUE

MVR mul ti cast VLAN. 1

MVR Max Ml ticast G oups: 256

MVR Current nulticast groups: O

MR G obal query response tine: 5 (tenths of sec)
MVR Mode: conpati bl e

In the preceding display, the maximum number of multicast groups is fixed at 256. The MVR mode is
either compatible (for inter-operability with Catalyst 2900 XL and Catalyst 3500 XL switches) or
dynamic (where operation is consistent with | GM P snooping operation and dynamic MV R membership
onh source ports is supported).

Catalyst 3750 Switch Command Reference
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Related Commands ~ Command Description
mvr (global configuration) Enables and configures multicast VLAN registration on the switch.
mvr (interface configuration) Configures MVR ports.

show mvr interface Displays the configured MVR interfaces, status of the specified
interface, or all multicast groupsto which the interface belongs when
theinter face and member s keywords are appended to the command.

show mvr members Displays all portsthat are members of an MV R multicast group or, if
there are no members, means the group is inactive.

Catalyst 3750 Switch Command Reference
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show mvr interface

Use the show mvr interface privileged EXEC command without keywords to display the Multicast
VLAN Registration (MVR) receiver and source ports. Use the command with keywordsto display MVR
parameters for a specific receiver port.

show mvr interface [interface-id [members[vlan vian-id]]] [ | { begin | exclude | include}

expression]
Syntax Description interface-id (Optional) Display MVR type, status, and Immediate L eave setting for the
interface.
Valid interfaces include physical ports (including type, stack member,
modul e, and port number.
members (Optional) Display all MV R groups to which the specified interface belongs.
vlan vlan-id (Optional) Display all MVR group members on thisVLAN. Therangeis1
to 4094.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

If the entered port identification is anon-MVR port or a source port, the command returns an error
message. For receiver ports, it displays the port type, per port status, and |mmediate-L eave setting.

If you enter the member s keyword, all MV R group members on the interface are displayed. If you enter
aVLAN ID, al MVR group membersin the VLAN are displayed.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show mvrinterface

This is an example of output from the show mvr interface command:

Swi tch# show nmvr interface

Por t Type St at us
G1/0/1 SOURCE ACTI VE/ UP

G 1/0/2 RECEI VER ACTI VE/ DOWN
G 1/0/5 RECEI VER ACTI VE/ UP

In the preceding display, Statusis defined as follows:

- Active means the port is part of aVLAN

I mredi at e Leave

DI SABLED
DI SABLED

« Up/Down means that the port is forwarding/nonforwarding

« Inactive means that the port is not yet part of any VLAN.

This is an example of output from the show mvr interface gigabitethernet 1/0/2 command:

Swi t ch# show nmvr interface gigabitethernetl/0/2
Type: RECEIVER Status: ACTIVE |Inmmedi ate Leave:

DI SABLED

This is an example of output from the show mvr interface gigabitethernet1/0/6 members command:

Swi tch# show nvr interface gigabitethernetl/0/6 nmenbers

Related Commands

239.255.0.0 DYNAM C ACTI VE
239.255.0.1 DYNAM C ACTI VE
239.255.0.2 DYNAM C ACTI VE
239.255.0.3 DYNAM C ACTI VE
239.255.0.4 DYNAM C ACTI VE
239.255.0.5 DYNAM C ACTI VE
239.255.0.6 DYNAM C ACTI VE
239.255.0.7 DYNAM C ACTI VE
239.255.0.8 DYNAM C ACTI VE
239.255.0.9 DYNAM C ACTI VE
Command

mvr (global configuration)

Enables and configures multicast VLAN registration on the

mvr (interface configuration)

Configures MVR ports.

show mvr

Displays the global MV R configuration on the switch.

show mvr members

Displays all receiver ports that are members of an MVR
multicast group.

[ 78-15165-02
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show mvr members

Use the show mvr member s privileged EXEC command to display all receiver and source portsthat are
currently members of an |P multicast group.

show mvr members [ip-address] [ | {begin | exclude | include} expression]

Syntax Description ip-address (Optional) The IP multicast address. If the addressis entered, all receiver and
source ports that are members of the multicast group are displayed. If no
addressis entered, all members of all Multicast VLAN Registration (MVR)
groups are listed. If a group has no members, the group is listed as Inactive.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification

12.1(11)AX This command was first introduced.

Usage Guidelines

Examples

The show mvr member s command appliesto receiver and source ports. For MV R compatible mode, all
source ports are members of all multicast groups.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Thisis an example of output from the show mvr members command:

Swi t ch# show nmvr nenbers

MR G oup IP

N

[

©

N

o1
COoLoo0O0o0o0000
B O©O~NOUAWN R

0

St at us

ACTI VE

I NACTI VE
I NACTI VE
I NACTI VE
I NACTI VE
I NACTI VE
I NACTI VE
I NACTI VE
I NACTI VE
I NACTI VE

<out put truncated>

239. 255. 0. 255
239.255.1.0

I NACTI VE
I NACTI VE

G 1/0/1(d), G 1/0/5(s)
None
None
None
None
None
None
None
None
None

None
None

i Catalyst 3750 Switch Command Reference
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Thisisan example of output from the show mvr member s 239.255.0.2 command. It shows how to view
the members of the IP multicast group 239.255.0.2:

Swi t ch# show nvr nmenbers 239. 255.0. 2
239. 255. 003.--22 ACTI VE G 1/0/1(d), G1/0/2(d), G1/0/3(d),
G 1/ 0/ 4(d), G 1/0/5(s)

Related Commands ~ Command Description
mvr (global configuration) Enables and configures multicast VLAN registration on the
switch.
mvr (interface configuration) Configures MVR ports.
show mvr Displays the global MVR configuration on the switch.
show mvr interface Displays the configured MVR interfaces, status of the specified

interface, or all multicast groups to which the interface belongs
when the member s keyword is appended to the command.
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show pagp

Use the show pagp user EXEC command to display Port Aggregation Protocol (PAgP) channel-group
information.

show pagp [channel-group-number] { counters | internal | neighbor} [ | {begin | exclude |
include} expression]]

Syntax Description channel-group-number  (Optional) Number of the channel group. Therangeis 1 to 12.

counters Display traffic information.

internal Display internal information.

neighbor Display neighbor information.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines You can enter any show pagp command to display the active channel-group information. To display the

nonactive information, enter the show pagp command with a channel-group number.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples Thisis an example of output from the show pagp 1 counters command:

Swi t ch> show pagp 1 counters
I nformation Fl ush
Por t Sent Recv Sent Recv
Channel group: 1
G1/0/1 45 42 0 0
G 1/0/2 45 41 0 0
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Thisis an example of output from the show pagp 1 internal command:

Swi t ch> show pagp 1 internal

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.

A - Device is in Auto node.
Timers: H- Hello tiner is running. Q- Qit tinmer is running.

S - Switching timer is running. | - Interface timer is running.
Channel group 1

Hell o Partner PAgP Learning Group

Por t Fl ags State Tinmers Interval Count Priority Met hod | findex
G1/0/1 SC ue/ S7 H 30s 1 128 Any 16
G 1/0/2 SC U6/ S7 H 30s 1 128 Any 16

This is an example of output from the show pagp 1 neighbor command:

Swi t ch> show pagp 1 nei ghbor

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto node. P - Device | earns on physical port.

Channel group 1 neighbors

Part ner Par t ner Par t ner Part ner G oup
Por t Nane Device ID Por t Age Fl ags Cap.
GO0/1 vegas- p2 0002. 4b29.4600 G O0/1 9s SC 10001
GO0/2 vegas- p2 0002. 4b29. 4600 G 0/2 24s SC 10001

Related Commands ~ Command Description
clear pagp Clears PAgP channel-group information.

[ 78-15165-02
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show policy-map

Use the show policy-map user EXEC command to display quality of service (QoS) policy maps, which
define classification criteria for incoming traffic. Policy maps can include policers that specify the
bandwidth limitations and the action to take if the limits are exceeded.

show policy-map [policy-map-name [class class-map-name]] [ | { begin | exclude | include}

expression]
Syntax Description policy-map-name (Optional) Display the specified policy-map name.
class class-map-name (Optional) Display QoS policy actions for aindividual class.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Note  Though visible in the command-line help string, the interface keyword is not supported, and the
statistics shown in the display should be ignored.

Command Modes User EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output

are not displayed, but the lines that contain Output are displayed.

Examples Thisis an example of output from the show policy-map command:

Swi t ch> show policy-nmap
Pol i cy Map vi deow zard_policy2
class videow zard_10-10-10-10
set ip dscp 34
pol i ce 100000000 2000000 exceed-action drop

Policy Map nypolicy
class dscp5
set ip dscp 6
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Related Commands ~ Command Description

policy-map Creates or modifies a policy map that can be attached to multiple interfaces
to specify a service policy.
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show port-security

Usethe show port-security privileged EXEC command to display port-security settingsfor an interface
or for the switch.

show port-security [interface interface-id] [address | vlan] [ | {begin | exclude | include}
expression]

Syntax Description

interfaceinterface-id  (Optional) Display port security settings for the specified interface. Valid
interfaces include physical ports (including type, stack member, module,
and port number).

address (Optional) Display all secure MAC addresses on all ports or a specified port.

vlan (Optional) Display port security settings for all VLANS on the specified
interface. Thiskeyword isvisible only on interfaces that have the switchport
mode set to trunk.

| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The vlan keyword was added (visible only on trunk ports).

Usage Guidelines

If you enter the command without keywords, the output includes the administrative and operational
status of all secure ports on the switch.

If you enter an interface-id, the command displays port security settings for the interface.

If you enter the addr ess keyword, the show port-security address command displays the secure MAC
addresses for all interfaces and the aging information for each secure address.

If you enter an interface-id and the address keyword, the show port-security interface interface-id
address command displays all the MAC addresses for the interface with aging information for each
secure address. You can also use this command to display all the MAC addresses for an interface even
if you have not enabled port security onit.

If you enter the vlan keyword, the show port-security address interface interface-id vian command
displays the configured maximum and the current number of secure MAC addresses for all VLANs on
the interface. This option is visible only on interfaces that have the switchport mode set to trunk.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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Examples This is an example of the output from the show port-security command:
Swi t ch# show port-security
Secure Port MaxSecur eAddr Current Addr SecurityViolation Security Action
(Count) (Count) (Count)
G1/0/1 1 0 0 Shut down
Total Addresses in System (excluding one mac per port) 1

Max Addresses limt in System (excluding one mac per port) : 6272

Thisis an example of output from the show port-security interface gigabitether net1/0/1 command:

Swi tch# show port-security interface gigabitethernetl/0/1
Port Security : Enabl ed

Port status : SecureUp

Vi ol ati on node : Shut down

Maxi mum MAC Addresses : 1

Total MAC Addresses : O

Configured MAC Addresses : 0

Aging time : O mins

Agi ng type : Absolute

SecureStatic address aging : Disabled
Security Violation count : O

This is an example of output from the show port-security address command:

Swi t ch# show port-security address

Secure Mac Address Tabl e

VI an Mac Address Type Ports Remai ni ng Age
(mns)
1 0006. 0700. 0800 Secur eConfi gured G 1/0/2 1
Total Addresses in System (excluding one nmac per port) 1

Max Addresses limt in System (excluding one mac per port) : 6272

This is an example of output from the show port-security interface gigabitethernet1/0/2 address
command:

Swi t ch# show port-security interface gigabitethernetl/0/2 address
Secure Mac Address Table
VI an Mac Address Type Ports Remai ni ng Age
(mns)

Total Addresses: 1

Catalyst 3750 Switch Command Reference
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This is an example of output from the show port-security inter face gigabitethernet1/0/2 vian

command:

Switch# show port-security interface gigabitethernetl/0/2 vlan

Def aul t maxi mum not usi ng 5120
VLAN Maxi num
5 def aul t 1
10 def aul t 54
11 def aul t 101
12 def aul t 101
13 def aul t 201
14 def aul t 501
Related Commands ~ Command Description

switchport port-security

Enables port security on a port, restricts the use of the port to a
user-defined group of stations, and configures secure MAC
addresses.

i Catalyst 3750 Switch Command Reference
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show running-config vlan

Use the show running-config vlan privileged EXEC command to display all or a range of
VLAN-related configurations on the switch.

show running-config vlan [vlan-ids] [ | { begin | exclude | include} expression]

Syntax Description

vlan-ids (Optional) Display configuration information for asingle VLAN identified by
VLAN ID number or arange of VLANS separated by a hyphen. For vlan-id, the
rangeis 1to 4094.

| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Examples

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

This is an example of output from the show running-config vlan command:

Swi t ch# show runni ng-config vlan 220-2000
Bui | di ng configuration...

Current configuration:
|

vl an 239
|

vl an 501

!

vl an 1000

!

vl an 1002
tb-vlianl 1
tb-vlan2 1003
!

vl an 1003
tb-vlianl 1
tb-vlan2 1002
!

vl an 1004
bridge 1

end

[ 78-15165-02
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Related Commands ~ Command Description

show running-config  Displays the running configuration on the switch. For syntax information,
select Cisco | OS Configuration Fundamentals Command Reference for
Release 12.1 > Cisco | OSFileM anagement Commands> Configuration File

Commands.

vlan (global Enters config-vlan mode for creating and editing VLANs. When VLAN

configuration) Trunking Protocol (VTP) mode is transparent, you can use this mode to
create extended-range VLANs (VLAN IDs greater than 1005).

vlan database Enters VLAN configuration mode for creating and editing normal-range
VLANS.
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show sdm prefer

Use the show sdm prefer privileged EXEC command to display information about the Switch Database
Management (SDM) templates that can be used to maximize system resources for a particular feature,
or use the command without a keyword to display the template in use.

show sdm prefer W

show sdm prefer [default | routing | vian [desktop]] [| {begin | exclude | include} expression]

Syntax Description default (Optional) Display the template that balances system resources among
features.
routing (Optional) Display the template that maximizes system resources for routing.
vlan (Optional) Display the template that maximizes system resources for Layer 2
VLANS.
desktop (Optional) For Catalyst 3750-12S aggregator switches only, display the
desktop templates. For this switch, when you do not enter the desktop
keyword, the aggregator templates appear.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

12.1(14)EA1

The desktop keyword was added.

When you change the SDM template by using the sdm prefer global configuration command, you must
reload the switch for the configuration to take effect. If you enter the show sdm prefer command before
you enter the reload privileged EXEC command, the show sdm prefer command shows the template
currently in use and the template that will become active after areload.

The numbers displayed for each template represent an approxi mate maximum number for each feature
resource. The actual number might vary, depending on the actual number of other features configured.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

[ 78-15165-02
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Examples This is an example of output from the show sdm prefer command, displaying the template in use:

Swi t ch# show sdm prefer

The current tenplate is "desktop default" tenplate
The selected tenplate optinizes the resources in
the switch to support this level of features for

8 routed interfaces and 1024 VLANs.

nurmber of unicast nac addresses: 6K
nunber of ignp groups + nulticast routes: 1K
nurmber of unicast routes: 8K
nurmber of directly connected hosts: 6K
nunmber of indirect routes: 2K
nurmber of policy based routing aces: 0
nurmber of qos aces: 512
nunber of security aces: 1K

This is an example of output from the show sdm prefer routing command entered on an aggregator
switch:

Swi t ch# show sdm prefer routing

"aggregate routing" tenplate

The sel ected tenplate optinizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

nurmber of unicast nac addresses: 6K
nunber of ignp groups + nulticast routes: 1K
nurmber of unicast routes: 20K

nurmber of directly connected hosts: 6K

nunmber of indirect routes: 14K
nurmber of policy based routing aces: 512
nurmber of qos aces: 512
nunber of security aces: 1K

Thisis an example of output from the show sdm prefer routing command entered on a desktop switch:

Swi t ch# show sdm prefer routing

"desktop routing" tenplate:

The sel ected tenplate optinizes the resources in
the switch to support this |level of features for
8 routed interfaces and 1024 VLANs.

nunmber of unicast nac addresses: 3K
nunber of ignp groups + nulticast routes: 1K
nurmber of unicast routes: 11K

nunber of directly connected hosts: 3K

nunmber of indirect routes: 8K
nurmber of policy based routing aces: 512
nunber of qgos aces: 512
nunber of security aces: 1K

Catalyst 3750 Switch Command Reference
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This is an example of output from the show sdm prefer command when you have configured a new
template but have not reloaded the switch:

Swi t ch# show sdm prefer

The current tenplate is "desktop routing" tenplate.
The sel ected tenplate optinizes the resources in
the switch to support this |level of features for

8 routed interfaces and 1024 VLANs.

nunber of unicast mac addresses: 3K
nurmber of ignp groups + nulticast routes: 1K
nunber of unicast routes: 11K
nunber of directly connected hosts: 3K
nunber of indirect routes: 8K
nurmber of qos aces: 512
nunber of security aces: 1K
On next reload, tenplate will be "aggregate routing" tenplate
Related Commands ~ Command Description
sdm prefer Setsthe SDM template to maximize resourcesfor routing or VLANsor to the

default template, or to select the desktop or aggregator templ ates.

Catalyst 3750 Switch Command Reference
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show setup express

Use the show setup express privileged EXEC command to display if Express Setup mode is active on
the switch.

show setup express|[ | {begin | exclude | include} expression]

Syntax Description

Defaults

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

No default is defined.

Command Modes Privileged EXEC
Command History Release Modification
12.1(14)EAL This command was first introduced.

Examples

This is an example of output from the show setup express command:

Swi t ch# show setup express
express setup node is active

Related Commands

Command Description
clear setup express Exits Express Setup mode.
setup express Enables Express Setup mode.
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show spanning-tree

Use the show spanning-tree user EXEC command to display spanning-tree state information.

show spanning-tree [bridge-group | active [detail] | backbonefast | blockedports| bridge | detail
[active] | inconsistentports|interface interface-id | mst | pathcost method | root | summary
[totals] | uplinkfast | vlan vian-id] [ | {begin | exclude | include} expression]

show spanning-tree bridge-group [active [detail] | blockedports | bridge | detail [active] |
inconsistentports | interface interface-id | root | summary] [| {begin | exclude | include}
expression]

show spanning-tree vlan vlian-id [active [detail] | blockedports | bridge | detail [active] |
inconsistentports | interface interface-id | root | summary] [ | {begin | exclude | include}
expression]

show spanning-tree {vlan vlan-id | bridge-group} bridge [address| detail | forward-time |
hello-time | id | max-age | priority [system-id] | protocol] [ | {begin | exclude | include}
expression]

show spanning-tree {vlan vlan-id | bridge-group} root [address | cost | detail | forward-time |
hello-time | id | max-age | port | priority [system-id] [ | {begin | exclude | include}
expression]

show spanning-treeinterface interface-id [active [detail] | cost | detail [active] | inconsistency |
portfast | priority | rootcost | state] [ | {begin | exclude | include} expression]

show spanning-tree mst [configuration] | [instance-id [detail | interface interface-id [detail]]
[ | {begin | exclude | include} expression]

Syntax Description

bridge-group (Optional) Specify the bridge group number. The range is 1 to 255.
active [detail] (Optional) Display spanning-tree information only on active interfaces
(available only in privileged EXEC mode).

backbonefast (Optional) Display spanning-tree BackboneFast status.
blockedports (Optional) Display blocked port information (available only in privileged
EXEC mode).

bridge [address| detail | (Optional) Display status and configuration of this switch (optional
forward-time| hello-time| keywords available only in privileged EXEC mode).

id | max-age | priority

[system-id] | protocol]

detail [active] (Optional) Display a detailed summary of interface information (active
keyword available only in privileged EXEC mode).

inconsistentports (Optional) Display inconsistent port information (available only in
privileged EXEC mode).

interface interface-id (Optional) Display spanning-tree information for the specified interface

[active [detail] | cost | (all options except portfast and state available only in privileged EXEC

detail [active] | mode). Enter each interface separated by a space. Ranges are not

inconsistency | portfast | supported. Valid interfaces include physical ports, VLANS, and port
priority | rootcost | state] channels. The VLAN range is 1 to 4094. The port-channel rangeis 1 to

12.
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mst [configuration | (Optional) Display the multiple spanning-tree (MST) region
[instance-id [detalil | configuration and status (available only in privileged EXEC mode). You
interface interface-id can specify asingleinstance ID, arange of IDs separated by a hyphen, or
[detail]] aseries of IDs separated by acomma. Therangeis 1 to 15.

Valid interfaces include physical ports, VLANS, and port channels. The
VLAN rangeis 1 to 4094. The port-channel rangeis 1 to 64.

pathcost method (Optional) Display the default path cost method (available only in
privileged EXEC mode).

root [address| cost |detail (Optional) Display root switch status and configuration (all keywords
|forward-time|hello-time available only in privileged EXEC mode).

|id | max-age | port |

priority [system-id]]

summary [totals] (Optional) Display a summary of port states or the total lines of the
spanning-tree state section.

uplinkfast (Optional) Display spanning-tree UplinkFast status.

vlan vlan-id [active (Optional) Display spanning-tree information for the specified VLAN

[detail] | backbonefast | (some keywords available only in privileged EXEC mode). You can
blockedports | bridge specify asingle VLAN identified by VLAN ID number, a range of
[address | detalil | VLANS separated by a hyphen, or a series of VLANS separated by a
forward-time|hello-time| comma. Therangeis 1 to 4094.

id | max-age | priority

[system-id] | protocol]

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC; indicated keywords available only in privileged EXEC mode.

Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The mst keyword and options were added.
Usage Guidelines If the vlan-id variable is omitted, the command applies to the spanning-tree instance for all VLANS.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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Examples This is an example of output from the show spanning-tree active command:

Swi t ch# show spanning-tree active
VLANOOO1
Spanni ng tree enabl ed protocol ieee
Root I D Priority 32768

Addr ess 0001. 42e2. cddO
Cost 3038
Por t 24 (G gabitEthernet?2/0/1)

Hello Tinme 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 49153 (priority 49152 sys-id-ext 1)
Addr ess 0003. f d63. 9580
Hello Tinme 2 sec Max Age 20 sec Forward Delay 15 sec
Agi ng Tine 300

Upl i nkfast enabl ed

Interface Rol e Sts Cost Prio. Nor Type

G2/0/1 Root FWD 3019 128.24  P2p
<out put truncated>

Thisis an example of output from the show spanning-tree detail command:

Swi t ch# show spanni ng-tree det ai

VLANOOOL1 i s executing the ieee conpatible Spanning Tree protoco
Bridge ldentifier has priority 49152, sysid 1, address 0003.fd63. 9580
Configured hello tine 2, nax age 20, forward delay 15
Current root has priority 32768, address 0001. 42e2. cddO
Root port is 24 (G gabitEthernet2/0/1), cost of root path is 3038
Topol ogy change flag not set, detected flag not set
Nunmber of topol ogy changes 0 | ast change occurred 1d16h ago
Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Tiners: hello 0, topology change 0, notification 0, aging 300
Upl i nkfast enabl ed

Port 1 (G gabitEthernet2/0/1) of VLANOOOl is forwarding
Port path cost 3019, Port priority 128, Port ldentifier 128.24
Desi gnated root has priority 32768, address 0001. 42e2. cddO
Desi gnated bridge has priority 32768, address 00dO. bbf5. c680
Designated port id is 128.25, designated path cost 19
Tiners: nessage age 2, forward delay 0, hold O
Nunmber of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 0, received 72364

<out put truncated>
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This is an example of output from the show spanning-tree inter face gigabitethernet2/0/1 command:

Swi t ch# show spanning-tree interface gigabitethernet2/0/1

VI an Rol e

VLANOOO1 Root

Swi t ch# show spanni ng-
Switch is in pvst node
Root bridge for: none
Et her Channel mi sconfig
Ext ended system | D
Port f ast

Port Fast BPDU Guard
Portfast BPDU Filter
Loopguard

Upl i nkFast
BackboneFast

i
i
i
i
i
i
i
Pat hcost net hod used

VLANOOO1
VLANO0O2
VLANOOO4
VLANOOO6
VLANOO31
VLANOO32
<out put truncated>

37 vl ans

Sts Cost

FWD 3019

tree summary

uration guard
s enabl ed

s di sabl ed by
s di sabl ed by
s di sabl ed by
s disabl ed by
s enabl ed
s enabl ed
s short

Bl ocki ng Listening Learning Forwardi ng STP Active

109 0

Prio. Nor Type

128.24 P2p

i s enabl ed
defaul t
defaul t

defaul t
defaul t

Station update rate set to 150 packets/sec

Upl i nkFast statistics

Nurmber of transitions via uplinkFast (all VLANs)
Nunmber of proxy multicast addresses transmtted (all VLANs)

BackboneFast statistic

S

Number of transition via backboneFast (all VLANs)
Nurmber of inferior BPDUs received (all VLANs)

Number of RLQ request

PDUs received

(all VLANs)

Number of RLQ response PDUs received (all VLANs)

Nurmber of RLQ request

PDUs sent (al

VLANS)

Number of RLQ response PDUs sent (all VLANs)

Thisis an example of output from the show spanning-tree mst configuration command:

Swi t ch# show spanning-tree nst configuration

Nane [ regionl]
Revision 1

I nstance WV ans Mapped
0 1-9, 21- 4094
1 10- 20

o

[eNeNelNoNoNo]

i Catalyst 3750 Switch Command Reference
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This is an example of output from the show spanning-tree mst interface gigabitethernet2/0/1
command:

Swi t ch# show spanning-tree nst interface gigabitethernet2/0/1
G gabi tEthernet2/0/1 of MSTOO is root forwarding

Edge port: no (defaul t) port guard : none (defaul t)
Li nk type: point-to-point (auto) bpdu filter: disable (defaul t)
Boundary : boundary (STP) bpdu guard : disable (defaul t)

Bpdus sent 5, received 74

I nstance role state cost
0 root FWD

prio vlans napped
200000 128 1,12,14-4094

This is an example of output from the show spanning-tree mst 0 command:

Swi t ch# show spanning-tree nmst 0

#i##H# MSTOO vl ans mapped: 1-9, 21-4094

Bri dge address 0002. 4b29. 7a00 priority 32768 (32768 sysid 0)

Root address 0001. 4297.e000 priority 32768 (32768 sysid 0)
port G 1l/0/1 path cost 200038

I ST master *this switch

Operational hello time 2, forward delay 15, nax age 20, nex hops 20

Configured hello tinme 2, forward delay 15, nmax age 20, nmax hops 20

Interface role state cost prio type

G gabitEthernet2/0/1 root FWD 200000 128 P2P bound( STP)
G gabi t Et hernet 2/ 0/ 2 desg FWD 200000 128 P2P bound( STP)
Port - channel 1 desg FWD 200000 128 P2P bound( STP)

Related Commands ~ Command Description

clear spanning-tree counters Clears the spanning-tree counters.

clear spanning-tree detected-protocols
spanning-tree backbonefast

Restarts the protocol migration process.
Enables the BackboneFast feature.

spanning-tree bpdufilter

Prevents a port from sending or receiving bridge protocol
data units (BPDUSs).

spanning-tree bpduguard

Puts a port in the error-disabled state when it receives a
BPDU.

spanning-tree cost

Sets the path cost for spanning-tree calculations.

spanning-tree extend system-id

Enabl es the extended system ID feature.

spanning-tree guard

Enablesthe root guard or the loop guard feature for all the
VLANS associated with the selected interface.

spanning-tree link-type

Overrides the default link-type setting for rapid
spanning-tree transitions to the forwarding state.

spanning-tree loopguard default

Prevents alternate or root ports from becoming the
designated port because of afailure that leads to a
unidirectional link.

spanning-tree mst configuration

Enters multiple spanning-tree (M ST) configuration mode
through which the M ST region configuration occurs.

spanning-tree mst cost

Sets the path cost for MST calculations.

spanning-tree mst forward-time

Sets the forward-delay time for all MST instances.

spanning-tree mst hello-time

Setstheinterval between hello BPDUs sent by root switch
configuration messages.

[ 78-15165-02

Catalyst 3750 Switch Command Reference



Chapter 2 Cisco I0S Commands |

M show spanning-tree

Command Description

spanning-tree mst max-age Setsthe interval between messages that the spanning tree
receives from the root switch.

spanning-tree mst max-hops Sets the number of hopsin an M ST region before the
BPDU is discarded and the information held for a port is
aged.

spanning-tree mst port-priority Configures an interface priority.

spanning-tree mst priority Configures the switch priority for the specified
spanning-tree instance.

spanning-tree mst root Configuresthe M ST root switch priority and timers based
on the network diameter.

spanning-tree port-priority Configures an interface priority.

spanning-tree portfast (global Globally enables the BPDU filtering or the BPDU guard

configuration) feature on Port Fast-enabled ports or enables the Port Fast
feature on all nontrunking ports.

spanning-tree portfast (interface Enables the Port Fast feature on an interface and all its

configuration) associated VLANS.

spanning-tree uplinkfast Accelerates the choice of a new root port when alink or
switch fails or when the spanning tree reconfigures itself.

spanning-tree vlan Configures spanning tree on a per-VLAN basis.
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show storm-control

Use the show storm-control user EXEC command to display broadcast, multicast, or unicast storm
control settings on the switch or on the specified interface or to display storm-control history.

show stor m-control [interface-id] [broadcast | multicast | unicast] [ | { begin | exclude | include}

expression]
Syntax Description interface-id (Optional) Interface ID for the physical port (including type, stack member,
module, and port number).
broadcast (Optional) Display broadcast storm threshold setting.
multicast (Optional) Display multicast storm threshold setting.
unicast (Optional) Display unicast storm threshold setting.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

When you enter an interface-id, the storm control thresholds are displayed for the specified interface.
If you do not enter an interface-id, settings are displayed for one traffic type for all ports on the switch.
If you do not enter atraffic type, settings are displayed for broadcast storm control.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples Thisis an example of a partial output from the show storm-control command when no keywords are
entered. Because no traffic type keyword was entered, the broadcast storm control settings are displayed.
Swi t ch> show storm control
Interface Filter State Level Current
G1/0/1 inactive 100.00% N A
G 1/0/2 inactive 100.00% N A
G 1/0/3 inactive 100.00% N A
G 1/0/4 inactive 100.00% N A
G 1/0/5 inactive 100.00% N A
G 1/0/6 inactive 100.00% N A
G 1/0/7 inactive 100.00% N A
G 1/0/8 inactive 100.00% N A
Catalyst 3750 Switch Command Reference
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G 1/0/9 i nactive 100.00% N A
G 1/0/10 inactive 100.00% N A
G1/0/11 i nactive 100. 00% N A
G 1/0/12 inactive 100.00% N A
G 1/0/13 inactive 100.00% N A
G 1/0/ 14 i nactive 100. 00% N A

<out put truncated>
Thisis an example of output from the show storm-control command for a specified interface. Because
no traffic type keyword was entered, the broadcast storm control settings are displayed.

Swi t ch> show stormcontrol gigabitethernet 2/0/1

Interface Filter State Level Current

G2/0/1 i nactive 100.00% N A

Thisisan example of output from the show stor m-control command for a specified interface and traffic
type, where no storm control threshold has been set for that traffic type on the specified interface.

Swi t ch> show stormcontrol gigabitethernetl/0/5 multicast
Interface Filter State Level Current

G 1/0/5 i nactive 100.00% N A

Table 2-22 describes the fields in the show stor m-control display.

Table 2-22 show storm-control Field Descriptions

Field Description
Interface Displays the ID of the interface.
Filter State Displays the status of the filter:

« Blocking—Storm control is enabled, and a storm has occurred.
« Forwarding—Storm control is enabled, and no storms have occurred.

« |nactive—Storm control is disabled.

Level Displays the threshold level set on the interface for broadcast traffic or the
specified traffic type (broadcast, multicast, or unicast).
Current Displaysthe bandwidth utilization of broadcast traffic or the specified traffic

type (broadcast, multicast, or unicast) as a percentage of total available
bandwidth. Thisfield is only valid when storm control is enabled.

Related Commands

Command Description
stor m-control Sets the broadcast, multicast, or unicast storm control levels for the switch.
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show switch

show switch

Use the show switch user EXEC command to display information related to the stack member or the
switch stack.

show switch [stack-member-number | detail | neighbors | stack-ports] [ | {begin | exclude |
include} expression

Syntax Description

stack-member-number (Optional) Display information for the specified stack member. The

rangeis1to 9.

detail (Optional) Display detailed information about the stack ring.
neighbors (Optional) Display the neighbors for the entire switch stack.
stack-ports (Optional) Display port information for the entire switch stack.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The output for this command was expanded to include Switch Database

Usage Guidelines

Management (SDM) mismatch.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

These are the states displayed from this command:

Waiting—The stage when a switch is booting up and waiting for communication from other switches
in the stack. The switch has not yet determined whether it is a stack master or not.

Stack members not participating in a stack master election remain in the waiting state until the stack
master is elected and ready.

Initializing—The stage when a switch has determined whether it is the stack master or not. If the
switch is not the stack master, it is receiving its system- and interface-level configuration from the
stack master and loading it.

Ready—The stage when the stack member has completed loading the system- and interface-level
configuration and is ready to forward traffic.

Master Re-Init—The stage immediately after a stack master re-election and a different stack
member is elected stack master. The new stack master is re-initializing its configuration. This state
applies only to the new stack master.

[ 78-15165-02

Catalyst 3750 Switch Command Reference



Chapter 2 Cisco I0S Commands |

W show switch

» Ver Mismatch—The stage of a switch in version mismatch (VM) mode. VM mode iswhen aswitch
joining the switch stack has a different stack protocol minor version number from the stack master.

- SDM Mismatch—The stage of a switch in Switch Database Management (SDM) mismatch mode.
SDM mismatch is when a stack member does not support the SDM template running on the stack
master.

A typical state transition for a stack member (including a stack master) booting up is Waiting ->
Initializing -> Ready.

A typical state transition for a stack member becoming a stack master after a stack master election is
Ready -> Master Re-Init -> Ready.

A typical state transition for a stack member in version mismatch (VM) mode is Waiting ->
Ver Mismatch.

The word slave in the output refers to a stack member other than the stack master.

Examples This example shows how to display summary information about stack member 6:
Swi tch(config)# show switch 6
Current
Switch# Role Mac Address Priority State
6 Sl ave 0003. e31a. 1e00 1 Ready

This example shows how to display summary information about a switch stack:
Switch(config)# show switch

Current

Switch# Role Mac Address Priority State
6 Sl ave 0003. e31a. 1e00 1 Ready
*8 Mast er 0003. e31a. 1200 1 Ready

This example shows detailed information about a switch stack:

Swi tch(config)# show switch detail

Current
Switch# Role Mac Address Priority State
6 Sl ave 0003. e31a. 1e00 1 Ready
*8 Mast er 0003. e31a. 1200 1 Ready
Stack Port Status Nei ghbor s
Switch# Port A Port B Port A Port B
6 Down (0 ¢ None 8
8 (04 Down 6 None

This example shows how to display neighbor information for a switch stack:

Switch(config)# show swi tch nei ghbors

Switch # Port A Port B
6 None 8
8 6 None
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This example shows how to display stack-port information for a switch stack:

Swi tch(config)# show switch stack-ports

show switch

Switch # Port A Port B
6 Down Ok
8 Ok Down
Related Commands ~ Command Description
reload Saves the configuration change and restarts the stack member.
remote command Monitors all or specified stack members.
session Accesses a specific stack member.
switch priority Changes the stack member priority value.
switch renumber Changes the stack member number.

[ 78-15165-02
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show system mtu

Use the show system mtu privileged EXEC command to display the global maximum transmission unit
(MTU) or maximum packet size set for the switch.

show system mtu [ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Maodification
12.1(11)AX This command was first introduced.
Usage Guidelines If you have used the system mtu or system mtu jumbo global configuration command to change the

MTU setting, the new setting does not take effect until you reset the switch.
The system MTU refersto 10/100 ports; the system jumbo MTU refers to Gigabit ports.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples Thisis an example of output from the show system mtu command:
Swi t ch# show system nmtu

System MIU si ze is 1500 bytes
System Junbo MIU size is 1500 bytes

Related Commands ~ Command Description

system mtu Sets the MTU size for the Fast Ethernet or Gigabit Ethernet ports.
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show udld

Use the show udld user EXEC command to display UniDirectional Link Detection (UDLD)
administrative and operational status for all ports or the specified port.

show udld [interface-id] [ | { begin | exclude | include} expression]

Syntax Description interface-id (Optional) ID of the interface and port number. Valid interfaces include
physical portsand VLANs. The VLAN rangeis 1 to 4094.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines If you do not enter an interface-id, administrative and operational UDLD status for all interfaces are
displayed.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show udld gigabitethernet6/0/11 command. For this display,
UDLD is enabled on both ends of the link, and UDLD detects that the link is bidirectional. Table 2-23
describes the fields in this display.

Swi t ch> show udl d gi gabitethernet6/0/11
Interface gi 6/0/11
Port enabl e adm nistrative configuration setting: Follows device default
Port enabl e operational state: Enabl ed
Current bidirectional state: Bidirectiona
Current operational state: Advertisenment - Single Neighbor detected
Message interval: 60
Tine out interval: 5
Entry 1
Expiration tine: 146
Device ID: 1
Current neighbor state: Bidirectiona
Devi ce nanme: 00502826000
Port ID: G 6/0/12
Nei ghbor echo 1 device: SAD03160954
Nei ghbor echo 1 port: G 6/0/11
Message interval: 5
CDP Devi ce name: 066527791
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Table 2-23 show udld Field Descriptions

Field

Description

Interface

The interface on the local device configured for UDLD.

Port enable administrative
configuration setting

How UDLD is configured on the port. If UDLD is enabled or
disabled, the port enable configuration setting is the same as the
operational enable state. Otherwise, the enable operational setting
depends on the global enable setting.

Port enable operational state

Operational state that shows whether UDLD is actually running on
this port.

Current bidirectional state

The bidirectional state of the link. An unknown state is displayed if
the link is down or if it is connected to an UDL D-incapable device.
A bidirectional stateis displayed if the link is a normal two-way
connection to a UDL D-capable device. All other values mean
miswiring.

Current operational state

The current phase of the UDLD state machine. For a normal
bidirectional link, the state machine is most often in the
Advertisement phase.

M essage interval

How often advertisement messages are sent from the local device.
Measured in seconds.

Time out interval

The time period, in seconds, that UDLD waits for echoes from a
neighbor device during the detection window.

Entry 1

Information from the first cache entry, which contains a copy of echo
information received from the neighbor.

Expiration time

The amount of time in seconds remaining before this cache entry is
aged out.

Device ID

The neighbor device identification.

Current neighbor state

The neighbor’s current state. If both the local and neighbor devices
are running UDLD normally, the neighbor state and local state
should be bidirectional. If the link is down or the neighbor is not
UDL D-capable, no cache entries are displayed.

Device name

The neighbor MAC address.

Port ID

The neighbor port ID enabled for UDLD.

Neighbor echo 1 device

The MAC address of the neighbors' neighbor from which the echo
originated.

Neighbor echo 1 port

The port number 1D of the neighbor from which the echo originated.

Message interval

The rate, in seconds, at which the neighbor is sending adverti sement
messages.

CDP device name

CDP name of the device.
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Related Commands ~ Command Description

udld (global configuration) Enables aggressive or normal mode in UDLD or sets the
configurable message timer time.

udld (interface configuration) Enables UDLD on an individual interface or prevents a fiber-optic
interface from being enabled by the udld global configuration
command.

udld reset Resets all interfaces shutdown by UDLD and permitstraffic to begin
passing through them again.
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show version

Use the show version user EXEC command to display version information for the hardware and
firmware.

show version [ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Maodification
12.1(11)AX This command was first introduced.
Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output

are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show version command:

Swi t ch> show version

Cisco Internetwork Operating System Software

I0S (tm C3750 Software (C3750-15-M, Version 12.1(0.0.709) EAl, Cl SCO DEVELOPMENT TEST
VERSI ON

Copyright (c) 1986-2003 by cisco Systenms, |nc.

Conpi l ed Fri 02-May-03 21:09 by antonino

| mage text-base: 0x00003000, data-base: Ox008E36A4

ROM Bootstrap programis C3750 boot | oader
BOOTLDR: C3750 Boot Loader (C3750-HBOOT-M Version 12.1(0.0.130)EA1, Cl SCO DEVELOPMENT
TEST VERSI ON

Switch uptine is 2 days, 11 hours, 16 m nutes
Systemreturned to ROM by power-on
Systeminmage file is "flash:i5.709"

ci sco W5- C3750-48TS ( Power PC405) processor with 120822K/ 10240K byt es of nenory.
Last reset from power-on

Bri dgi ng software.

Target |1 0S Version 12.1(14)EAL

1 Virtual Ethernet/|EEE 802.3 interface(s)

48 Fast Et hernet/| EEE 802. 3 interface(s)

32 G gabit Ethernet/|EEE 802.3 interface(s)

The password-recovery nmechani smis enabl ed.

512K bytes of flash-simulated non-volatile configuration nmenory.
Base et hernet MAC Address : 00:09:43: A7: F2: 00
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Mot her board assenbl y nunber
Mot her board serial nunber
Mot her board revi si on nunber
Model number

Switch Ports Model

1 28 WB- C3750G- 24TS
* 8 52 W6- C3750- 48TS
Switch 01

Switch Uptine

Base et hernet MAC Address
Mot her board assenbl y nunber
Power supply part nunber
Mot her board serial nunber
Mbdel nunber

System serial nunber

Configuration register is OxF

<out put truncated>

73-7056- 05
CSJ0638004U
05

73-7056- 05

SW Ver si on

show version

12. 1( 0. 0. 709) EAL C3750-15-M
12.1(0. 0. 709) EAL C3750-15-M

2 days, 11 hours, 17 minutes
00: 0B: 46: 2E: 35: 80

73-7058- 04
341-0045-01
CSJ0640010L

WB- C3750- 24TS- SM

CSJ0642U00A
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show vlan

Use the show vlan user EXEC command to display the parameters for all configured VLANS or one
VLAN (if the VLAN ID or name is specified) on the switch.

show vlan [brief | id vlan-id | internal usage | name vian-name | remote-span | summary]
[ | {begin | exclude | include} expression]

Syntax Description

brief (Optional) Display one line for each VLAN with the VLAN name, status,
and its ports.
id vlan-id (Optional) Display information about asingle VLAN identified by VLAN ID

number. For vian-id, the range is 1 to 4094.

internal usage

(Optional) Display list of VL ANsbeing used internally by the switch. These
VLANSs are always from the extended range (VLAN IDs 1006 to 4094), and
you cannot create VLANSs with these IDS by using the vlian global
configuration command until you remove them from internal use.

name vlan-name

(Optional) Display information about asingle VLAN identified by VLAN
name. The VLAN name is an ASCI|I string from 1 to 32 characters.

remote-span (Optional) Display information about Remote SPAN (RSPAN) VLANS.
summary (Optional) Display VLAN summary information.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Y
Note  Though visible in the command-line help string, the ifindex and private-vlan keywords are not
supported.
Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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Examples

show vlan

This is an example of output from the show vlan command. Table 2-24 describes each field in the

display.

Swi t ch> show vl an
VLAN Nane

1 def aul t

<out put truncated>

2 VLANOOO2
3 VLANOOO3

<out put truncated>

1000 VLAN1000

1002 fddi-default

1003 token-ri ng-defaul
1004 fddi net-default
1005 trnet-default

VLAN Type SAID

1 enet 100001
2 enet 100002
3 enet 100003

<out put truncated>
1005 trnet 101005

Renot e SPAN VLANs

Fal/ 0/ 2, Fal/0/3

Fal/ 0/ 4, Fal/O0/5, Fal/0/6
Fal/ 0/ 7, Fal/0/8, Fal/0/9

Fal/ 0/ 12
Fal/ 0/ 15
Fal/ 0/ 18
Fal/ 0/ 21
Fal/ 0/ 24
Fal/ 0/ 27
Fal/ 0/ 30
Fal/ 0/ 33
Fal/ 0/ 36
G 1/0/2

Fal/ 0/ 11,
Fal/ 0/ 14,
Fal/ 0/ 17,
Fal/ 0/ 20,
Fal/ 0/ 23,
Fal/ 0/ 26,
Fal/ 0/ 29,
Fal/ 0/ 32,
Fal/ 0/ 35,
G 1/0/1,

G 1/0/3, G1/0/4, G2/0/1
G 2/0/2, G2/0/3, G2/0/4
G 2/0/5 G2/0/6, G2/0/7

St at us Ports

active Fal/0/ 1,
Fal/ 0/ 10,
Fal/ 0/ 13,
Fal/ 0/ 16,
Fal/ 0/ 19,
Fal/ 0/ 22,
Fal/ 0/ 25,
Fal/ 0/ 28,
Fal/ 0/ 31,
Fal/ 0/ 34,
Fal/ 0/ 46,

active

active

active

active

t active
active
active

MIU  Parent RingNo BridgeNo Stp

1500 - - - i bm

BrdgMbde Transl Trans2

- 1002 1003
- 0 0
- 0 0
- 0 0

Table 2-24 show vlan Command Output Fields

Field Description

VLAN VLAN number.

Name Name, if configured, of the VLAN.
Status Status of the VLAN (active or suspend).
Ports Ports that belong to the VLAN.

[ 78-15165-02
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Table 2-24 show vlan Command Output Fields (continued)

Field Description

Type Mediatype of the VLAN.

SAID Security association ID value for the VLAN.

MTU Maximum transmission unit size for the VLAN.

Parent Parent VLAN, if one exists.

RingNo Ring number for the VLAN, if applicable.

BrdgNo Bridge number for the VLAN, if applicable.

Stp Spanning Tree Protocol type used on the VLAN.

BrdgMode Bridging mode for this VLAN—possible values are source-route bridging
(SRB) and source-route transparent (SRT); the default is SRB.

Transl Translation bridge 1.

Trans2 Translation bridge 2.

Remote SPAN VLANs |Identifies any RSPAN VLANSs that have been configured.

Primary/Secondary/ Not applicable to this release.

Type/Ports

This is an example of output from the show vlan summary command:

Swi t ch> show vl an sumary

Nunmber of existing VLANs : 45
Number of existing VTP VLANs ;45
Number of existing extended VLANs : O

This is an example of output from the show vlan id command.
Swi tch# show vlian id 2

VLAN Nane St at us Ports

2 wmoz0 active  Fall0/47, Fall0/48, G2/0/13
G 3/0/1

VLAN Type SAID Mru Parent RingNo BridgeNo Stp BrdgMde Transl Trans2

2 enet 100002 1500 - o S S o o

Renmpt e SPAN VLAN

Di sabl ed

Thisis an example of output from the show vlan internal usage command. It shows that VLANs 1025
and 1026 are being used as internal VLANS for Fast Ethernet routed ports 23 and 24 on stack member
1. If you want to use one of these VLAN IDs, you must first shut down the routed port, which releases
the internal VLAN, and then create the extended-range VLAN. When you start up the routed port,
another internal VLAN number is assigned to it.

Swi t ch> show vl an internal usage

VLAN Usage

1025 Fast Et hernet 1/ 0/ 23
1026 Fast Et hernet 1/ 0/ 24
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Related Commands

Command

Description

switchport mode

Configures the VLAN membership mode of a port.

vlan (global Enables config-vlan mode where you can configure VLANSs 1 to 4094.
configuration)
vlan (VLAN Configures VLAN characteristicsin the VLAN database. Only available for

configuration)

normal-range VLANs (VLAN IDs 1 to 1005). Do not enter leading zeros.
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show vlan access-map

Use the show vlan access-map privileged EXEC command to display information about a particular
VLAN access map or all VLAN access maps.

show vlan access-map [mapname] [ | { begin | exclude | include} expression]

Syntax Description mapname (Optional) Name of a specific VLAN access map.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show vlan access-map command:

Swi t ch# show vl an access- nap
VI an access-map "SecWz" 10
Mat ch cl auses:
ip address: SecWz_Fal 0 3 in_ip

Acti on:
f orward
Related Commands ~ Command Description
show vlan filter Displays information about all VLAN filters or about a particular VLAN or
VLAN access map.
vlan access-map Creates a VLAN map entry for VLAN packet filtering.
vlan filter Appliesa VLAN map to one or more VLANS.
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show vlan filter

Use the show vlan filter privileged EXEC command to display information about all VLAN filters or
about a particular VLAN or VLAN access map.

show vlan filter [access-map name | vlan vlan-id] [ | {begin | exclude | include} expression]

Syntax Description access-map hame (Optional) Display filtering information for the specified VLAN access map.

vlan vlan-id (Optional) Display filtering information for the specified VLAN. Therangeis
1 to 4094.

| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Examples

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

This is an example of output from the show vlan filter command:

Swi tch# show vlian filter
VLAN Map map_1 is filtering VLANs:

20-22
Related Commands ~ Command Description
show vlan access-map Displays information about a particular VLAN access map or all
VLAN access maps.
vlan access-map Createsa VLAN map entry for VLAN packet filtering.
vlan filter AppliesaVLAN map to one or more VLANS.
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show vmps

Usethe show vmpsuser EXEC command without keywordsto display the VLAN Query Protocol (VQP)
version, reconfirmation interval, retry count, VLAN Membership Policy Server (VMPS) IP addresses,
and the current and primary servers, or use the statistics keyword to display client-side statistics.

show vmps [statistics] [ | {begin | exclude | include} expression]

Syntax Description statistics (Optional) Display VQP client-side statistics and counters.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes User EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples This is an example of output from the show vmps command:

Swi t ch> show vnps

VQP Client Status:

VMPS VQP Ver si on: 1
ReconfirmlInterval: 60 mn
Server Retry Count: 3
VMPS donmai n server:

Reconfirmation status
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This is an example of output from the show vmps statistics command. Table 2-25 describes each field

in the display.

Swi t ch> show vnps statistics
VMPS Client Statistics

VQP Queries:

VQP Responses:
VMPS Changes:

VQP Shut downs:

VQP Deni ed:

VQP Wong Donai n:
VQP Wong Version:

VQP Insufficient Resource:

0
0
0
0
0
0
0
0

Table 2-25 show vmps statistics Field Descriptions

Field Description

VQP Queries Number of queries sent by the client to the VMPS.

V QP Responses Number of responses sent to the client from the VMPS.

VMPS Changes Number of times that the VMPS changed from one server to another.

V QP Shutdowns Number of times the VMPS sent a response to shut down the port. The client
disables the port and removes all dynamic addresses on this port from the
address table. You must administratively re-enable the port to restore
connectivity.

V QP Denied Number of timesthe VM PS denied the client request for security reasons. When

the VMPS response denies an address, no frame is forwarded to or from the
workstation with that address (broadcast or multicast frames are delivered to the
workstation if the port has been assigned to a VLAN). The client keeps the
denied addressin the address table as a blocked address to prevent more queries
from being sent to the VMPS for each new packet received from this
workstation. The client agesthe addressif no new packets are received from this
workstation on this port within the aging time period.

VQP Wrong Domain

Number of times the management domain in the request does not match the one
for the VMPS. Any previous VLAN assignments of the port are not changed.
Thisresponse meansthat the server and the client have not been configured with
the same VTP management domain.

V QP Wrong Version

Number of times the version field in the query packet contains avaluethat is
higher than the version supported by the VMPS. The VLAN assignment of the
port is not changed. The switches send only VMPS version 1 requests.

V QP Insufficient
Resource

Number of times the VMPS is unable to answer the request because of a
resource availability problem. If the retry limit has not yet been reached, the
client repeats the request with the same server or with the next alternate server,
depending on whether the per-server retry count has been reached.
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Related Commands ~ Command Description
clear vmps statistics  Clears the statistics maintained by the VQP client.
vmps reconfirm Sends V QP queries to reconfirm all dynamic VLAN assignments with the
(privileged EXEC) VMPS.
vmpsretry Configures the per-server retry count for the VQP client.
vmps server Configures the primary VMPS and up to three secondary servers.
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showvtp I

Use the show vtp user EXEC command to display general information about the VLAN Trunking
Protocol (VTP) management domain, status, and counters.

show vtp {counters| password | status} [ | {begin | exclude | include} expression]

Syntax Description counters Display the VTP statistics for the switch.
password Display the configured VTP password.
status Display general information about the VTP management domain status.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes User EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The password keyword was added.

Usage Guidelines

Examples

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Thisis an example of output from the show vtp counters command. Table 2-26 describes each field in

the display.

Swi t ch> show vtp counters

VTP statistics:

Sumrary advertisenments received
Subset advertisements received
Request advertisenments received

Sumrary advertisements transmtted :

Subset advertisements transmitted

Request advertisenments transmtted :

Number of config revision errors
Number of config digest errors
Number of V1 summary errors

[eNeolNeNeooNoNeNoNo)
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VTP pruning statistics:

Trunk Join Transmtted Join Received Summary advts received from
non- pruni ng- capabl e devi ce

Fal/ 0/ 47 0 0 0

Fal/ 0/ 48 0 0 0

G 2/0/13 0 0 0

G 3/0/1 0 0 0

Table 2-26 show vtp counters Field Descriptions

Field

Description

Summary advertisements
received

Number of summary advertisements received by this switch on its trunk
ports. Summary advertisements contain the management domain name,
the configuration revision number, the update timestamp and identity, the
authentication checksum, and the number of subset advertisements to
follow.

Subset advertisements
received

Number of subset advertisements received by this switch on its trunk
ports. Subset advertisements contain all the information for one or more
VLANS.

Request advertisements
received

Number of advertisement requests received by this switch on its trunk
ports. Advertisement requests normally request information on all
VLANS. They can also request information on a subset of VLANS.

Summary advertisements
transmitted

Number of summary advertisements sent by this switch on its trunk
ports. Summary advertisements contain the management domain name,
the configuration revision number, the update timestamp and identity, the
authentication checksum, and the number of subset advertisements to
follow.

Subset advertisements
transmitted

Number of subset advertisements sent by this switch on its trunk ports.
Subset advertisements contain all the information for one or more
VLANS.

Request advertisements
transmitted

Number of advertisement requests sent by this switch on its trunk ports.
Advertisement requests normally request information on all VLANS.
They can also request information on a subset of VLANS.

Number of configuration
revision errors

Number of revision errors.

Whenever you define anew VLAN, delete an existing one, suspend or
resume an existing VLAN, or modify the parameters on an existing
VLAN, the configuration revision number of the switch increments.

Revision errors increment whenever the switch receives an
advertisement whose revision number matches the revision number of
the switch, but the MD5 digest values do not match. This error means
that the VTP password in the two switches is different or that the
switches have different configurations.

These errors means that the switch is filtering incoming advertisements,
which causes the VTP database to become unsynchronized across the
network.
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Table 2-26 show vtp counters Field Descriptions (continued)

Field Description

Number of configuration Number of MD5 digest errors.

digest errors Digest errorsincrement whenever the MD5 digest in the summary packet

and the M D5 digest of the received advertisement calculated by the
switch do not match. Thiserror usually means that the VTP password in
the two switches is different. To solve this problem, make sure the VTP
password on all switches isthe same.

These errors mean that the switch is filtering incoming advertisements,
which causes the VTP database to become unsynchronized across the
network.

Number of V1 summary Number of version 1 errors.

errors Version 1 summary errorsincrement whenever aswitchin VTP V2 mode

receives aVTP version 1 frame. These errors mean that at least one
neighboring switch is either running VTP version 1 or VTP version 2
with V2-mode disabled. To solve this problem, change the configuration
of the switchesin VTP V2-mode to disabled.

Join Transmitted Number of VTP pruning messages sent on the trunk.

Join Received Number of VTP pruning messages received on the trunk.

Summary Advts Received |Number of VTP summary messages received on the trunk from devices
from non-pruning-capable |that do not support pruning.
device

Thisis an example of output from the show vtp status command. Table 2-27 describes each field in the

display.

Swi t ch> show vtp status

VTP Versi on 2

Configuration Revision .0

Maxi mum VLANs supported locally : 1005

Nunmber of existing VLANs : 45

VTP Operating Mde . Transparent

VTP Domai n Nane . shared_t est bedl
VTP Pruni ng Mode : Disabl ed

VTP V2 Mdde . Disabl ed

VTP Traps Generation . Enabl ed

MD5 di gest : Ox3A 0x29 0x86 0x39 0xB4 0x5D 0x58 0xD7

Table 2-27 show vtp status Field Descriptions

Field Description

VTP Version Displaysthe VTP version operating on the switch. By default, the switch
implements version 1 but can be set to version 2.

Configuration Revision Current configuration revision number on this switch.

Maximum VLANSs Maximum number of VLANSs supported locally.

Supported Locally

Number of Existing Number of existing VLANS.

VLANSs

Catalyst 3750 Switch Command Reference
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Table 2-27 show vtp status Field Descriptions (continued)

Field

Description

VTP Operating Mode

Displays the VTP operating mode, which can be server, client, or
transparent.

Server: aswitch in VTP server mode is enabled for VTP and sends
advertisements. You can configure VLANS on it. The switch guarantees
that it can recover all the VLAN information in the current VTP database
from nonvolatile RAM (NVRAM) after reboot. By default, every switch
isaVTP server.

Note  The switch automatically changes from VTP server modeto VTP
client mode if it detects a failure while writing the configuration
to NVRAM and cannot return to server mode until the NVRAM
isfunctioning.

Client: aswitchin VTP client mode is enabled for VTP, can send
advertisements, but does not have enough nonvolatile storage to store
VLAN configurations. You cannot configure VLANson it. WhenaVTP
client starts up, it does not send VTP advertisements until it receives
advertisements to initialize its VLAN database.

Transparent: aswitch in VTP transparent mode is disabled for VTP, does
not send or learn from advertisements sent by other devices, and cannot
affect VLAN configurations on other devicesin the network. The switch
receives VTP advertisements and forwards them on all trunk ports except
the one on which the advertisement was received.

VTP Domain Name

Name that identifies the administrative domain for the switch.

VTP Pruning Mode

Displays whether pruning is enabled or disabled. Enabling pruning on a
VTP server enables pruning for the entire management domain. Pruning
restricts flooded traffic to those trunk links that the traffic must use to
access the appropriate network devices.

VTP V2 Mode

Displaysif VTP version 2 mode is enabled. All VTP version 2 switches
operate in version 1 mode by default. Each VTP switch automatically
detects the capabilities of all the other VTP devices. A network of VTP
devices should be configured to version 2 only if all VTP switchesin the
network can operate in version 2 mode.

VTP Traps Generation

Displays whether VTP traps are sent to a network management station.

MD5 Digest A 16-byte checksum of the VTP configuration.
Configuration Last Displays the date and time of the last configuration modification.
Modified Displaysthe | P address of the switch that caused the configuration change

to the database.

Related Commands Command

Description

clear vtp counters

Clears the VTP and pruning counters.

vtp (global configuration)

Configuresthe VTP filename, interface name, domain name, and mode.

vtp (VLAN configuration)

Configures the VTP domain name, password, pruning, and mode.
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shutdown

Use the shutdown interface configuration command on the switch stack or on a standalone switch to
disable an interface. Use the no form of this command to restart a disabled interface.

shutdown

no shutdown

Syntax Description ~ This command has no arguments or keywords.

Command Modes Interface configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The shutdown command for a port causes it to stop forwarding. You can enable the port with the no
shutdown command.

The no shutdown command has no effect if the port is a stati c-access port assigned to aVLAN that has
been deleted, suspended, or shut down. The port must first be amember of an active VLAN beforeit can
be re-enabled.

The shutdown command disables all functions on the specified interface.

This command also marks the interface as unavailable. To see if an interface is disabled, use the show
interfaces privileged EXEC command. An interface that has been shut down is shown as
administratively down in the display.

Examples These examples show how to disable and re-enable an interface:

Swi tch(config)# interface gigabitethernetl/0/2
Swi tch(config-if)# shutdown

Swi tch(config)# interface gigabitethernetl/0/2
Swi tch(config-if)# no shutdown

You can verify your settings by entering the show interfaces privileged EXEC command.

Related Commands ~ Command Description
show interfaces Displays the statistical information specific to all interfaces or to a specific
interface.

Catalyst 3750 Switch Command Reference
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shutdown vilan

Use the shutdown vlan global configuration command on the switch stack or on a standalone switch to
shut down (suspend) local traffic on the specified VLAN. Use the no form of this command to restart
local traffic on the VLAN.

shutdown vlan vlian-id

no shutdown vlan vlian-id

Syntax Description vlan-id ID of the VLAN to belocally shut down. Therangeis2to 1001. VLANSs defined as
default VLANSs under the VLAN Trunking Protocol (VTP), aswell as
extended-range VLANS (greater than 1005) cannot be shut down. The default
VLANs are 1 and 1002 to 1005.

Defaults No default is defined.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The shutdown vlan command does not change the VLAN information in the VTP database. It shuts

down traffic locally, but the switch still advertises VTP information.

Examples This example shows how to shutdown traffic on VLAN 2;

Swi t ch(config)# shutdown vlan 2

You can verify your setting by entering the show vlan privileged EXEC command.

Related Commands ~ Command Description
shutdown Shutsdown local traffic onthe VLAN whenin config-VLAN mode (accessed by the
(config-vlan mode)  vlan vlan-id global configuration command).
vlan database Enters VLAN configuration mode.
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snmp-server enable traps

Use the snmp-server enable traps global configuration command on the switch stack or on a standalone
switch to enable the switch to send Simple Network Management Protocol (SNMP) natifications for
various traps or inform requests to the network management system (NMS). Use the no form of this
command to return to the default setting.

snmp-server enabletraps[bgp | bridge | cluster | config | copy-config | entity | envmon [fan |
shutdown | supply | temperature] | flash [insertion | removal] | fru-ctrl | hsrp |
mac-notification | port-security [trap-rate value] | rtr | snmp [authentication | coldstart |
linkdown | linkup | warmstart] | stpx | syslog| vlancreate| viandelete | vian-member ship |

vtp]

no snmp-server enabletraps[bgp | bridge | cluster | config | copy-config | entity | envmon [fan
| shutdown | supply | temperature] | flash [insertion | removal] | fru-ctrl | hsrp |
mac-notification | port-security [trap-rate] | rtr | snmp [authentication | coldstart |
linkdown | linkup | warmstart] | stpx | syslog| vlancreate| viandelete | vian-member ship |

vtp]
Syntax Description bgp (Optional) Enable Border Gateway Protocol (BGP) state change traps.
Note  This keyword is available only when the enhanced multilayer image
isinstalled on the stack master.

bridge (Optional) Generate STP bridge MIB traps.

cluster (Optional) Enable cluster traps.

config (Optional) Enable SNMP configuration traps.

copy-config (Optional) Enable SNMP copy configuration traps.

entity (Optional) Enable SNMP entity traps.

envmon (Optional) Generate environmental monitor traps.

fan (Optional) Generate environmental fan trap.

shutdown (Optional) Generate environmental monitor shutdown traps.

supply (Optional) Generate environmental monitor power supply traps.

temperature (Optional) Generate environmental monitor temperature traps.

flash (Optional) Enable SNMP FLASH notifications.

insertion (Optional) Generate atrap when a switch (flash) is inserted into a stack,
either physically or because of a power cycle or reload.

removal (Optional) Generate a trap when a switch (flash) is removed from a stack,
either physically or because of a power cycle or reload.

fru-ctrl (Optional) Generate entity FRU control traps. In the Catalyst 3750 switch
stack, this trap refers to the insertion or removal of a switch in the stack.

hsrp (Optional) Enable Hot Standby Router Protocol (HSRP) traps.

mac-notification (Optional) Enable MAC address notification traps.

port-security (Optional) Enable SNMP port security traps.

trap-rate value

(Optional) Set the maximum number of port-security traps sent per second.
Therangeisfrom 0 to 1000; the default is O (no limit imposed; atrap is sent
at every occurrence).

[ 78-15165-02
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rtr (Optional) Enable SNMP Response Time Reporter traps.
snmp (Optional) Enable SNMP traps.

authentication (Optional) Enable authentication trap.

coldstart (Optional) Enable cold start trap.

linkdown (Optional) Enable linkdown trap.

linkup (Optional) Enable linkup trap.

warmstart (Optional) Enable warmstart trap.

stpx (Optional) Enable SNMP STPX MIB traps.

syslog (Optional) Enable SNMP syslog traps.

vlan-member ship (Optional) Enable SNMP VLAN membership traps.
vlancreate (Optional) Enable SNMP VL AN-created traps.
vlandelete (Optional) Enable SNMP VLAN-deleted traps.

vtp (Optional) Enable VLAN Trunking Protocol (VTP) traps.

Note  Though visible in the command-line help strings, the snhmp-server enable informs command is not
supported. To enable the sending of SNMP inform notifications, use the snmp-server enable traps
command combined with the snmp-server host host-addr informs command.

Defaults The sending of SNMP trapsis disabled.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The bgp, copy-config, envmon, flash, port-security, stpx, syslog,

vlancreate, and vlandelete keywords were added.

Usage Guidelines Specify the host (NMS) that receives the traps by using the snmp-server host global configuration
command. If no trap types are specified, all trap types are sent.

Use the snmp-server enable traps command to enable sending of traps or informs, when supported.

~

Note  Informs are not supported in SNMPv1.

To enable more than one type of trap, you must enter a separate snmp-server enable traps command
for each trap type.
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Examples This example shows how to send VTP traps to the NMS:

Swi tch(config)# snnp-server enable traps vtp

You can verify your setting by entering the show vtp status or the show running-config privileged
EXEC command.

Related Commands ~ Command Description

show running-config  Displays the running configuration on the switch. For syntax information,
select Cisco | OS Configuration Fundamentals Command Reference for

Release 12.1 > Cisco | OS File Management Commands > Configuration
File Commands.

snmp-server host Specifies the host that receives SNMP traps.

Catalyst 3750 Switch Command Reference
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snmp-server host

Use the snmp-server host global configuration command on the switch stack or on a standalone switch to
specify the recipient (host) of a Simple Network Management Protocol (SNMP) natification operation.
Use the no form of this command to remove the specified host.

snmp-server host host-addr [informs | traps] [version {1 | 2c | 3 [auth | noauth]| priv]}]
{community-string [ [bgp ] [bridge] [cluster] [config] [copy-config] [ entity] [ envmon]
[flash] [fru-ctrl] [ hsrp] [mac-notification] [ port-security] [rtr] [ snmp] [stpx] [ syslog]
[tty] [udp-port] [ vlancreate] [ vlandelete] [vian-member ship] [ vtp]] }

no snmp-server host host-addr [informs | traps] [version {1 | 2c | 3 [auth | noauth | priv]}]

community-string

Syntax Description host-addr

Name or Internet address of the host (the targeted recipient).

informs | traps

(Optional) Send SNMP traps or informs to this host.

version1|2c|3

(Optional) Version of the Simple Network Management Protocol (SNMP)
used to send the traps.

These keywords are supported:

1—SNMPv1. This option is not available with informs.

2c—SNMPv2C.

3—SNMPv3. These optional keywords can follow the version 3 keyword:

- auth (Optional). Enables Message Digest 5 (MD5) and Secure Hash
Algorithm (SHA) packet authentication.

« noauth (Default). The noAuthNoPriv security level. Thisis the default
if the [auth | noauth | priv] keyword choice is not specified.

e priv (Optional). Enables Data Encryption Standard (DES) packet
encryption (also called privacy).

Note  The priv keyword is available only when the crypto (encrypted)
software image is installed.

community-string

Password-like community string sent with the notification operation. Though
you can set this string by using the snmp-server host command, we
recommend that you define this string by using the snmp-ser ver community
global configuration command before using the snmp-server host
command.

bgp (Optional) Send Border Gateway Protocol (BGP) state change traps.
Note  This keyword is available only when the enhanced multilayer image
isinstalled on the stack master.
bridge (Optional) Send SNMP Spanning Tree Protocol (STP) bridge MIB traps.
cluster (Optional) Send cluster member status traps.
config (Optional) Send SNMP configuration traps.
copy-config (Optional) Send SNMP copy configuration traps.
entity (Optional) Send SNMP entity traps.
envmon (Optional) Generate environmental monitor traps.
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flash (Optional) Enable SNMP FLASH notifications.

fru-ctrl (Optional) Generate entity FRU control traps. In the Catalyst 3750 switch
stack, this trap refers to the insertion or removal of a switch in the stack.

hsrp (Optional) Send Hot Standby Router Protocol (HSRP) traps.

mac-notification

(Optional) Send MAC natification traps.

port-security

(Optional) Send port security traps.

rtr (Optional) Send SNMP Response Time Reporter traps.

snmp (Optional) Send SNM P-type traps.

stpx (Optional) Enable SNMP STP extended MIB traps.

syslog (Optional) Enable SNMP syslog traps.

tty (Optional) Send Transmission Control Protocol (TCP) connection traps.

udp-port (Optional) Configure the User Datagram Protocol (UDP) port number of the
host to receive the traps.

vlancreate (Optional) Enable SNMP VLAN-created traps.

vlandelete (Optional) Enable SNMP VL AN-deleted traps.

vlan-member ship

(Optional) Send SNMP VLAN membership traps.

vtp

(Optional) Send VLAN Trunking Protocol (VTP) traps.

This command is disabled by default. No notifications are sent.

If you enter this command with no keywords, the default isto send all trap types to the host. No informs

are sent to this host.

If no version keyword is present, the default is version 1.

If version 3 is selected and no authentication keyword is entered, the default is the noauth
(noAuthNoPriv) security level.

If the community-string is not defined by using the snmp-server community global configuration
command before using this command, the default form of the snmp-server community command is

Command Modes

automatically inserted into the configuration. The password (community-string) used for this automatic
configuration of the snmp-server community will be the same asthat specified in the snmp-server host
command.

Global configuration

Command History

Release Modification
12.1(11)AX

12.1(14)EA1

This command was first introduced.

The bgp, copy-config, flash, port-security, stpx, syslog, vlancreate, and
vlandelete keywords were added.

[ 78-15165-02
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Usage Guidelines

Examples

SNMP notifications can be sent as traps or inform requests. Traps are unreliable because the receiver
does not send acknowledgments when it receives traps. The sender cannot determine if the traps were
received. However, an SNMP entity that receives an inform request acknowledges the message with an
SNMP response PDU. If the sender never receives the response, the inform request can be sent again.
Thus, informs are more likely to reach their intended destinations.

However, informs consume more resources in the agent and in the network. Unlike atrap, which is
discarded as soon asit is sent, an inform request must be held in memory until aresponseisreceived or
the request times out. Traps are also sent only once, but an inform might be retried several times. The
retries increase traffic and contribute to a higher overhead on the network.

If you do not enter an snmp-server host command, no notifications are sent. To configure the switch to
send SNMP notifications, you must enter at least one snmp-server host command. If you enter the
command with no keywords, all trap types are enabled for the host. To enable multiple hosts, you must
enter a separate snmp-server host command for each host. You can specify multiple notification types
in the command for each host.

When multiple snmp-server host commands are given for the same host and kind of notification (trap
or inform), each succeeding command overwrites the previous command. Only the last snmp-server
host command isin effect. For example, if you enter an snmp-server host inform command for a host
and then enter another snmp-server host inform command for the same host, the second command
replaces the first.

The snmp-server host command is used with the snmp-server enable traps global configuration
command. Use the snmp-server enable traps command to specify which SNMP notifications are sent
globally. For a host to receive most notifications, at least one snhmp-server enable traps command and
the snmp-server host command for that host must be enabled. Some notification types cannot be
controlled with the snmp-server enable traps command. For example, some notification types are
always enabled. Other notification types are enabled by a different command.

The no snmp-server host command with no keywords disables traps, but not informs, to the host. To
disable informs, use the no snmp-server host informs command.

This example shows how to configure a unique SNM P community string named comaccess for traps and
prevent SNMP polling access with this string through access-list 10:
Swi tch(config)# snnp-server comunity comaccess ro 10

Swi tch(config)# snnp-server host 172.20.2.160 conmaccess
Swi tch(config)# access-list 10 deny any

This example shows how to send the SNM P traps to the host specified by the name myhost.cisco.com.
The community string is defined as comaccess:

Switch(config)# snnp-server enable traps
Swi t ch(config)# snnp-server host myhost.ci sco.com comaccess snnp
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This example shows how to enable the switch to send all traps to the host myhost.cisco.com by using the
community string public:

Switch(config)# snnp-server enable traps
Swi t ch(config)# snnp-server host myhost. ci sco.com public

You can verify your settings by entering the show running-config privileged EXEC command.

Related Commands ~ Command Description

show running-config Displays the running configuration on the switch. For syntax information,
select Cisco | OS Configuration Fundamentals Command Refer ence for

Release 12.1 > Cisco | OS File M anagement Commands > Configuration
File Commands.

snmp-server enable traps Enables SNMP notification for various trap types or inform requests.
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snmp trap mac-notification

Use the snmp trap mac-notification interface configuration command on the switch stack or on a
standal one switch to enable the Simple Network Management Protocol (SNMP) MAC address
notification trap on aspecific Layer 2 interface. Use the no form of this command to return to the default
setting.

snmp trap mac-notification {added | removed}

no snmp trap mac-naotification {added | removed}

Syntax Description added Enable the MAC natification trap whenever a MAC addressis added on this
interface.
removed Enable the MAC notification trap whenever a MAC address is removed from this
interface.
Defaults By default, the traps for both address addition and address removal are disabled.
Command Modes Interface configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines Even though you enable the notification trap for a specific interface by using the snmp trap
mac-notification command, the trap is generated only when you enable the snmp-server enabletraps
mac-notification and the mac-address-table notification global configuration commands.

Examples This example shows how to enable the MAC notification trap when a MAC address is added to Gigabit
Ethernet interfacel/ 0/4 on stack member 1:
Switch(config)# interface gigabitethernetl/0/4
Swi tch(config-if)# snnp trap mac-notificati on added

You can verify your settings by entering the show mac-address-table notification inter face privileged
EXEC command.
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Related Commands

Command

Description

clear mac-address-table notification

Clears the MAC address notification global counters.

mac-address-table notification

Enables the MAC address notification feature.

show mac-address-table notification

Displays the MAC address notification settings for all
interfaces or on the specified interface when the inter face
keyword is appended.

snmp-server enable traps

Sends the SNMP MAC notification traps when the
mac-notification keyword is appended.
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spanning-tree backbonefast

Use the spanning-tree backbonefast global configuration command on the switch stack or on a
standalone switch to enable the BackboneFast feature. Use the no form of the command to return to the
default setting.

spanning-tree backbonefast

no spanning-tree backbonefast

Syntax Description ~ This command has no arguments or keywords.

Defaults BackboneFast is disabled.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The BackboneFast feature is supported only when the switch is running per-VLAN spanning-tree plus
(PVST+). Itisnot supported when the switch is operating in the rapid-PV ST+ or multiple spanning-tree
(MST) mode.

BackboneFast starts when aroot port or blocked port on a switch receives inferior BPDUs from its
designated switch. An inferior BPDU identifies a switch that declaresitself as both the root bridge and
the designated switch. When a switch receives an inferior BPDU, it meansthat alink to which the switch
isnot directly connected (anindirect link) hasfailed (that is, the designated switch haslost its connection
to the root switch. If there are alternate paths to the root switch, BackboneFast causes the maximum
aging time on the ports on which it received the inferior BPDU to expire and allows a blocked port to
move immediately to the listening state. BackboneFast then transitions the interface to the forwarding
state. For more information, refer to the software configuration guide for this release.

Enable BackboneFast on all supported switchesto allow the detection of indirect link failuresand to start
the spanning-tree reconfiguration sooner.

Examples This example shows how to enable BackboneFast on the switch:

Swi t ch(config)# spanni ng-tree backbonef ast

You can verify your setting by entering the show spanning-tree summary privileged EXEC command.

Related Commands ~ Command Description
show spanning-tree summary Displays a summary of the spanning-tree port states.
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spanning-tree bpdufilter

Use the spanning-tree bpdufilter interface configuration command on the switch stack or on a
standalone switch to prevent a port from sending or receiving bridge protocol data units (BPDUSs). Use
the no form of this command to return to the default setting.

spanning-tree bpdufilter {disable | enable}

no spanning-tree bpdufilter

Syntax Description disable Disable BPDU filtering on the specified interface.
enable Enable BPDU filtering on the specified interface.
Defaults BPDU filtering is disabled.
Command Modes Interface configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines You can enable the BPDU filtering feature when the switch is operating in the per-VLAN spanning-tree
plus (PVST+), rapid-PV ST+, or the multiple spanning-tree (MST) mode.

Caution  Enabling BPDU filtering on an interface is the same as disabling spanning tree on it and can result in
spanning-tree loops.

You can globally enable BPDU filtering on all Port Fast-enabled ports by using the spanning-tree
portfast bpdufilter default global configuration command.

You can use the spanning-tree bpdufilter interface configuration command to override the setting of
the spanning-tree portfast bpdufilter default global configuration command.

Examples This example shows how to enable the BPDU filtering feature on a port on stack member 2:

Switch(config)# interface fastethernet2/0/1
Swi tch(config-if)# spanning-tree bpdufilter enable

You can verify your setting by entering the show running-config privileged EXEC command.
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Related Commands ~ Command Description

show running-config Displays the current operating configuration. For syntax
information, select Cisco |OS Configuration Fundamentals
Command Reference for Release 12.1 > Cisco IOS File
Management Commands > Configuration File Commands.

spanning-tree portfast (global Globally enables the BPDU filtering or the BPDU guard feature
configuration) on Port Fast-enabled ports or enables the Port Fast feature on all
nontrunking ports.

spanning-tree portfast (interface Enablesthe Port Fast feature on aninterfaceand all itsassociated
configuration) VLANS.
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spanning-tree bpduguard

Use the spanning-tree bpduguard interface configuration command on the switch stack or on a
standalone switch to put a port in the error-disabled state when it receives a bridge protocol data unit
(BPDU). Use the no form of this command to return to the default setting.

spanning-tree bpduguard {disable | enable}

no spanning-tree bpduguard

Syntax Description disable Disable BPDU guard on the specified interface.
enable Enable BPDU guard on the specified interface.
Defaults BPDU guard is disabled.
Command Modes Interface configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The BPDU guard feature provides a secure response to invalid configurations because you must
manually put the port back in service. Use the BPDU guard feature in a service-provider network to
prevent a port from being included in the spanning-tree topology.

You can enable the BPDU guard feature when the switch is operating in the per-VLAN spanning-tree
plus (PVST+), rapid-PV ST+, or the multiple spanning-tree (MST) mode.

You can globally enable BPDU guard on all Port Fast-enabled ports by using the spanning-tree portfast
bpduguard default global configuration command.

You can use the spanning-tree bpduguard interface configuration command to override the setting of
the spanning-tree portfast bpduguard default global configuration command.

Examples This example shows how to enable the BPDU guard feature on a port on stack member 2:

Switch(config)# interface fastethernet2/0/1
Switch(config-if)# spanning-tree bpduguard enabl e

You can verify your setting by entering the show running-config privileged EXEC command.
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Related Commands ~ Command Description

show running-config Displays the current operating configuration. For syntax
information, select Cisco |OS Configuration Fundamentals
Command Reference for Release 12.1 > Cisco IOS File
Management Commands > Configuration File Commands.

spanning-tree portfast (global Globally enables the BPDU filtering or the BPDU guard feature
configuration) on Port Fast-enabled ports or enables the Port Fast feature on all
nontrunking ports.

spanning-tree portfast (interface Enablesthe Port Fast feature on aninterface and all its associated
configuration) VLANS.
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spanning-tree cost

Use the spanning-tree cost interface configuration command on the switch stack or on a standalone
switch to set the path cost for spanning-tree calculations. If aloop occurs, spanning tree considers the
path cost when selecting an interface to place in the forwarding state. Use the no form of this command
to return to the default setting.

spanning-tree [vlan vlan-id] cost cost

no spanning-tree [vlan vlan-id] cost

Syntax Description

Defaults

Command Modes

vlan vlan-id (Optional) VLAN range associated with a spanning-tree instance. You can specify
asingle VLAN identified by VLAN ID number, a range of VLANS separated by a
hyphen, or a series of VLANS separated by acomma. The rangeis 1 to 4094.

cost Path cost. The range is 1 to 200000000, with higher values meaning higher costs.

The default path cost is computed from the interface bandwidth setting. These are the | EEE default path
cost values:

« 1000 Mbps—4
« 100 Mbps—19
e 10 Mbps—100

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The value for the vlan-id variable was changed.

When you configure the cost, higher values represent higher costs.

If you configure an interface with both the spanning-tree vlan vlan-id cost cost command and the
spanning-tree cost cost command, the spanning-tree vlan vlan-id cost cost command takes effect.

Examples This example shows how to set the path cost to 250 on an interface on stack member 2:
Switch(config)# interface fastethernet2/0/4
Swi tch(config-if)# spanning-tree cost 250

[ 78-15165-02
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This example shows how to set a path cost to 300 for VLANSs 10, 12 to 15, and 20:
Switch(config-if)# spanning-tree vlan 10, 12-15, 20 cost 300

You can verify your settings by entering the show spanning-tree interface interface-id privileged
EXEC command.

Related Commands ~ Command Description

show spanning-treeinterface Displays spanning-tree information for the specified interface.
interface-id

spanning-tree port-priority Configures an interface priority.
spanning-tree vlan priority Sets the switch priority for the specified spanning-tree instance.
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spanning-tree extend system-id

Note

Syntax Description

Defaults

Command Modes

Use the spanning-tree extend system-id global configuration command on the switch stack or on a
standalone switch to enable the extended system ID feature.

spanning-tree extend system-id

Though visible in the command-line help strings, the no version of this command is not supported.
You cannot disable the extended system ID feature.

This command has no arguments or keywords.

The extended system ID is enabled.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

The Catalyst 3750 switch supports the 802.1T spanning-tree extensions. Some of the bits previously
used for the switch priority are now used for the extended system ID (VLAN identifier for the per-VLAN
spanning-tree plus [PV ST+] and rapid PV ST+ or an instance identifier for the multiple spanning tree
[MST]).

The spanning tree uses the extended system 1D, the switch priority, and the all ocated spanning-tree MAC
address to make the bridge ID unique for each VLAN or multiple spanning-tree instance. Because the
Catalyst 3750 switch stack appears as a single switch to the rest of the network, all switchesin the stack
use the same bridge ID for a given spanning tree. If the stack master fails, the stack membersrecal culate
their bridge IDs of all running spanning trees based on the new MAC address of the stack master.

Support for the extended system ID affects how you manually configure the root switch, the secondary
root switch, and the switch priority of aVVLAN. For more information, see the “ spanning-tree mst root”
and the “ spanning-tree vlan” sections.

If your network consists of switches that do not support the extended system ID and switches that do
support it, it isunlikely that the switch with the extended system 1D support will become the root switch.
The extended system | D increases the switch priority value every timethe VL AN number is greater than
the priority of the connected switches.
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Related Commands ~ Command Description
show spanning-tree summary Displays a summary of spanning-tree port states.
spanning-tree mst root Configures the MST root switch priority and timers based on the

network diameter.
spanning-tree vlan priority Sets the switch priority for the specified spanning-tree instance.
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spanning-tree guard

Use the spanning-tree guard interface configuration command on the switch stack or on a standalone
switch to enable root guard or loop guard on all the VLANSs associated with the selected interface. Root
guard restricts which interface is allowed to be the spanning-tree root port or the path-to-the root for the
switch. Loop guard prevents alternate or root ports from becoming designated ports when afailure
creates a unidirectional link. Use the no form of this command to return to the default setting.

spanning-tree guard {loop | none | root}

no spanning-tree guard

Syntax Description

Defaults

Command Modes

loop Enable loop guard.
none Disable root guard or loop guard.
root Enable root guard.

Root guard is disabled.

Loop guard is configured according to the spanning-tree loopguard default global configuration
command (globally disabled).

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

You can enable root guard or loop guard when the switch is operating in the per-VLAN spanning-tree
plus (PVST+), rapid-PV ST+, or the multiple spanning-tree (MST) mode.

When root guard is enabled, if spanning-tree cal culations cause a port to be selected as the root port, the
port transitions to the root-inconsistent (blocked) state to prevent the customer’s switch from becoming
the root switch or being in the path to the root. The root port provides the best path from the switch to
the root switch.

When the no spanning-tree guard or the no spanning-tree guard none command is entered, root guard
isdisabled for all VLANS on the selected interface. If thisinterface isin the root-inconsistent (blocked)
state, it automatically transitions to the listening state.

Do not enable root guard on interfaces that will be used by the UplinkFast feature. With UplinkFast, the
backup interfaces (in the blocked state) replace the root port in the case of afailure. However, if root
guard is also enabled, all the backup interfaces used by the UplinkFast feature are placed in the
root-inconsistent state (blocked) and prevented from reaching the forwarding state. The UplinkFast
feature is not available when the switch is operating in the rapid-PV ST+ or MST mode.

[ 78-15165-02
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Loop guard is most effective when it is configured on the entire switched network. When the switch is
operating in PV ST+ or rapid-PV ST+ mode, loop guard prevents alternate and root ports from becoming
designated ports, and spanning tree does not send bridge protocol dataunits (BPDUS) on root or alternate
ports. When the switch is operating in MST mode, BPDUSs are not sent on nonboundary portsif the port
isblocked by loop guard in all MST instances. On aboundary port, loop guard blockstheportinall MST
instances.

To disable root guard or loop guard, use the spanning-tree guard none interface configuration
command. You cannot enable both root guard and loop guard at the same time.

You can override the setting of the spanning-tree loopguard default global configuration command by
using the spanning-tree guard loop interface configuration command.

Examples This example shows how to enable root guard on all the VLANS associated with the specified interface
on stack member 2:

Switch(config)# interface fastethernet2/0/3

Swi tch(config-if)# spanning-tree guard root

This example shows how to enable loop guard on all the VLANSs associated with the specified interface
on stack member 2:

Switch(config)# interface fastethernet2/0/3

Switch(config-if)# spanning-tree guard | oop

You can verify your settings by entering the show running-config privileged EXEC command.

Related Commands ~ Command Description

show running-config Displays the current operating configuration. For syntax
information, select Cisco 10S Configuration Fundamentals
Command Reference for Release 12.1 > Cisco | OS File
Management Commands > Configuration File Commands.

spanning-tree cost Sets the path cost for spanning-tree calculations.

spanning-tree loopguard default Prevents alternate or root ports from becoming designated
ports because of afailure that leads to a unidirectional link.

spanning-tree mst cost Configures the path cost for MST calculations.

spanning-tree mst port-priority Configures an interface priority.

spanning-tree mst root Configures the MST root switch priority and timers based on
the network diameter.

spanning-tree port-priority Configures an interface priority.

spanning-tree vlan priority Sets the switch priority for the specified spanning-tree
instance.
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spanning-tree link-type

Use the spanning-tree link-type interface configuration command on the switch stack or on a
standalone switch to override the default link-type setting, which is determined by the duplex mode of
the port, and to enable rapid spanning-tree transitions to the forwarding state. Use the no form of this
command to return to the default setting.

spanning-tree link-type { point-to-point | shared}

no spanning-tree link-type

Syntax Description

Defaults

Command Modes

point-to-point  Specify that the link type of a port is point-to-point.
shared Specify that the link type of a port is shared.

The switch derives the link type of a port from the duplex mode. A full-duplex port is considered a
point-to-point link, and a half-duplex port is considered a shared link.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(14)EAL This command was first introduced.

You can override the default setting of the link type by using the spanning-tree link-type command; for
example, a half-duplex link can be physically connected point-to-point to a single port on a remote
switch running the Multiple Spanning Tree Protocol (MSTP) or the rapid per-VLAN spanning-tree plus
(rapid-PV ST+) protocol and be enabled for rapid transitions.

Examples This example shows how to specify the link type as shared (regardless of the duplex setting) and to
prevent rapid transitions to the forwarding state:
Switch(config-if)# spanning-tree |ink-type shared
You can verify your setting by entering the show spanning-tree mst interface interface-id or the show
spanning-tree interface interface-id privileged EXEC command.
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Related Commands ~ Command Description

clear spanning-tree detected-protocols  Restarts the protocol migration process (force the
renegotiation with neighboring switches) on all interfaces
or on the specified interface.

show spanning-tree interface Displays spanning-tree state information for the specified
interface-id interface.

show spanning-tree mst interface Displays multiple spanning-tree (MST) information for
interface-id the specified interface.
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spanning-tree loopguard default

Syntax Description

Defaults

Command Modes

Use the spanning-tree loopguard default global configuration command on the switch stack or on a
standalone switch to prevent alternate or root ports from becoming designated ports because of afailure
that leads to a unidirectional link. Use the no form of this command to return to the default setting.

spanning-tree loopguard default

no spanning-tree loopguard default

This command has no arguments or keywords.

Loop guard is disabled.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

You can enabl e the loop guard feature when the switch is operating in the per-VLAN spanning-tree plus
(PVST+), rapid-PVST+, or the multiple spanning-tree (MST) mode.

Loop guard is most effective when it is configured on the entire switched network. When the switch is
operating in PV ST+ or rapid-PV ST+ mode, loop guard prevents alternate and root ports from becoming
designated ports, and spanning tree does not send bridge protocol dataunits (BPDUS) on root or alternate
ports. When the switch is operating in MST mode, BPDUs are not sent on nonboundary portsif the port
isblocked by loop guard in all MST instances. On aboundary port, loop guard blocksthe portinall MST
instances.

Loop guard operates only on ports that are considered point-to-point by the spanning tree.

You can override the setting of the spanning-tree loopguard default global configuration command by
using the spanning-tree guard loop interface configuration command.

Examples This example shows how to globally enable loop guard:
Swi t ch(config)# spanning-tree | oopguard default
You can verify your settings by entering the show running-config privileged EXEC command.
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Related Commands ~ Command Description

show running-config Displays the current operating configuration. For syntax information,
select Cisco | OS Configuration Fundamentals Command Reference
for Release 12.1 > Cisco 10S File Management Commands >
Configuration File Commands.

spanning-tree guard loop Enables the loop guard feature on all the VLANSs associated with the
specified interface.
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spanning-tree mode

Use the spanning-tree mode global configuration command on the switch stack or on a standalone
switch to enable per-VLAN spanning-tree plus (PV ST+), rapid PV ST+, or multiple spanning tree (MST)
on your switch. Use the no form of this command to return to the default setting.

spanning-tree mode { mst | pvst | rapid-pvst}

no spanning-tree mode

Syntax Description mst Enable MST and Rapid Spanning Tree Protocol (RSTP) (based on |EEE 802.1S and
|EEE 802.1W).
pvst Enable PV ST+ (based on |EEE 802.1D).
rapid-pvst Enable rapid PV ST+ (based on IEEE 802.1W).
Defaults The default mode is PVST+.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The mst and rapid-pvst keywords were added.

Usage Guidelines The switch supports PV ST+, rapid PV ST+, and MSTP, but only one version can be active at any time;
All VLANsrun PVST+, all VLANsrunrapid PVST+, or all VLANsrun MSTP. All stack members run
the same version of spanning-tree.

When you enable the MST mode, RSTP is automatically enabled.

A

Caution  Changing spanning-tree modes can disrupt traffic because all spanning-tree instances are stopped for
the previous mode and restarted in the new mode.

Examples This example shows to enable MST and RSTP on the switch:

Swi t ch(config)# spanni ng-tree node nst

This example shows to enable rapid PV ST+ on the switch:

Swi t ch(config)# spanni ng-tree node rapid-pvst

You can verify your setting by entering the show running-config privileged EXEC command.
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Related Commands ~ Command Description

show running-config Displays the current operating configuration. For syntax information,
select Cisco 10S Configuration Fundamentals Command Reference for
Release 12.1 > Cisco | OS File M anagement Commands> Configuration
File Commands.
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spanning-tree mst configuration

Use the spanning-tree mst configuration global configuration command on the switch stack or on a
standalone switch to enter multiple spanning-tree (M ST) configuration mode through which you
configure the MST region. Use the no form of this command to return to the default settings.

spanning-tree mst configuration

no spanning-tree mst configuration

Syntax Description ~ This command has no arguments or keywords.

Defaults The default mapping is that all VLANS are mapped to the common and internal spanning-tree (CIST)
instance (instance 0).

The default name is an empty string.

The revision number is 0.

Command Modes Global configuration
Command History Release Modification
12.1(14)EAL This command was first introduced.
Usage Guidelines The spanning-tree mst configuration command enables the MST configuration mode. These

configuration commands are available:
- abort: exitsthe MST region configuration mode without applying configuration changes.
» exit: exitsthe MST region configuration mode and applies all configuration changes.

« instanceinstance-id vlan vlan-range: maps VLANsto an MST instance. The range for the
instance-id is 1 to 15. The range for vian-range is 1 to 4094. You can specify asingle VLAN
identified by VLAN ID number, a range of VLANSs separated by a hyphen, or a series of VLANs
separated by a comma.

« name name: sets the configuration name. The name string has a maximum length of 32 characters
and is case sensitive.

« no: negates the instance, name, and revision commands or sets them to their defaults.

» private-vlan: Though visible in the command-line help strings, this command is not supported.
- revision version: sets the configuration revision number. The rangeis 0 to 65535.

» show [current | pending]: displays the current or pending MST region configuration.

In MST mode, the switch stack supports up to 16 MST instances. The number of VLANS that can be
mapped to a particular MST instance is unlimited.
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When you map VLANs to an MST instance, the mapping isincremental, and VLANS specified in the
command are added to or removed from the VLANSs that were previously mapped. To specify a range,
use a hyphen; for example, instance 1 vlan 1-63 maps VLANs 1 to 63 to MST instance 1. To specify a
series, use acomma; for example, instance 1 vlan 10, 20, 30 maps VLANSs 10, 20, and 30 to MST
instance 1.

All VLANSs that are not explicitly mapped to an MST instance are mapped to the common and internal
spanning tree (CIST) instance (instance 0) and cannot be unmapped from the CIST by using the no form
of the command.

For two or more switches to be in the same M ST region, they must have the same VLAN mapping, the
same configuration revision number, and the same name.

Examples This example shows how to enter MST configuration mode, map VLANSs 10 to 20 to MST instance 1,
name the region regionl, set the configuration revision to 1, display the pending configuration, apply the
changes, and return to global configuration mode:

Swi t ch# spanni ng-tree nmst configuration
Switch(config-nst)# instance 1 vlan 10-20
Swi tch(config-nst)# name regionl

Swi tch(config-nmst)# revision 1

Swi tch(config-nst)# show pendi ng

Pendi ng MST configuration

Nane [ regionl]

Revision 1

I nstance Wl ans Mapped

0 1-9, 21- 4094

1 10- 20

Switch(config-nst)# exit
Swi tch(config)#

This example shows how to add VLANSs 1 to 100 to the ones already mapped (if any) to instance 2, to
move VLANSs 40 to 60 that were previously mapped to instance 2 to the CIST instance, to add VLAN
10toinstance 10, and to remove all the VLANs mapped to instance 2 and map them to the CI ST instance:
Swi tch(config-nmst)# instance 2 vlan 1-100

Swi tch(config-nmst)# no instance 2 vlan 40-60

Switch(config-nst)# instance 10 vl an 10
Swi tch(config-nmst)# no instance 2

You can verify your settings by entering the show pending MST configuration command.

Related Commands ~ Command Description
show spanning-tree mst configuration Displays the MST region configuration.
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spanning-tree mst cost

Usethe spanning-tree mst cost interface configuration command on the switch stack or on astandalone
switch to set the path cost for multiple spanning-tree (MST) calculations. If aloop occurs, spanning tree
considers the path cost when selecting an interface to put in the forwarding state. Use the no form of this
command to return to the default setting.

spanning-tree mst instance-id cost cost

no spanning-tree mst instance-id cost

Syntax Description

Defaults

Command Modes

instance-id Range of spanning-tree instances. You can specify a single instance, a range of
instances separated by a hyphen, or a series of instances separated by acomma. The
rangeis 0to 15.

cost Path cost is 1 to 200000000, with higher values meaning higher costs.

The default path cost is computed from the interface bandwidth setting. These are the |EEE default path
cost values:

- 1000 Mbps—20000
- 100 Mbps—200000
- 10 Mbps—2000000

Interface configuration

Command History

Usage Guidelines

Release Modification

12.1(14)EAL This command was first introduced.

When you configure the cost, higher values represent higher costs.

Examples This example shows how to set a path cost of 250 on an interface associated with instances 2 and 4:
Switch(config)# interface gigabitethernetl/0/4
Switch(config-if)# spanning-tree nst 2,4 cost 250
You can verify your settings by entering the show spanning-tree mst interface interface-id privileged
EXEC command.
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Related Commands ~ Command Description
show spanning-tree mst Displays MST information for the specified interface.
interface interface-id
spanning-tree mst Configures an interface priority.
port-priority
spanning-tree mst priority Configures the switch priority for the specified spanning-tree
instance.
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spanning-tree mst forward-time

Use the spanning-tree mst forward-time global configuration command on the switch stack or on a
standalone switch to set the forward-delay time for all multiple spanning-tree (MST) instances. The
forwarding time determines how long each of the listening and learning states last before the interface
begins forwarding. Use the no form of this command to return to the default setting.

spanning-tree mst forwar d-time seconds

no spanning-tree mst forward-time

Syntax Description

Defaults

Command Modes

seconds Length of the listening and learning states. The rangeis 4 to 30 seconds.

The default is 15 seconds.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.1(14)EAL This command was first introduced.

Changing the spanning-tree mst forwar d-time command affects all spanning-tree instances.

This example shows how to set the spanning-tree forwarding time to 18 seconds for all MST instances:

Swi tch(config)# spanning-tree nst forward-tine 18

You can verify your setting by entering the show spanning-tree mst privileged EXEC command.

Related Commands

Command Description
show spanning-tree mst Displays M ST information.

spanning-tree mst hello-time  Sets the interval between hello bridge protocol data units (BPDUS)
sent by root switch configuration messages.

spanning-tree mst max-age Sets the interval between messages that the spanning tree receives
from the root switch.

spanning-tree mst max-hops  Sets the number of hopsin aregion before the BPDU is discarded.
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spanning-tree mst hello-time

Use the spanning-tree mst hello-time global configuration command on the switch stack or on a
standalone switch to set the interval between hello bridge protocol data units (BPDUSs) sent by root
switch configuration messages. Use the no form of this command to return to the default setting.

spanning-tree mst hello-time seconds

no spanning-tree mst hello-time

Syntax Description seconds Interval between hello BPDUSs sent by root switch configuration messages. The
rangeis 1to 10 seconds.

Defaults The default is 2 seconds.
Command Modes Global configuration
Command History Release Modification
12.1(14)EAL This command was first introduced.
Usage Guidelines After you set the spanning-tree mst max-age seconds global configuration command, if a switch does

not receive BPDUs from the root switch within the specified interval, the switch recomputes the
spanning-tree topology. The max-age setting must be greater than the hello-time setting.

Changing the spanning-tree mst hello-time command affects all spanning-tree instances.

Examples This example shows how to set the spanning-tree hello time to 3 seconds for all multiple spanning-tree
(MST) instances:

Switch(config)# spanning-tree nst hello-tinme 3

You can verify your setting by entering the show spanning-tree mst privileged EXEC command.

Related Commands ~ Command Description
show spanning-tree mst Displays M ST information.
spanning-tree mst Sets the forward-delay time for all MST instances.

forward-time

spanning-tree mst max-age Sets the interval between messages that the spanning tree receives
from the root switch.

spanning-tree mst max-hops  Sets the number of hopsin aregion before the BPDU is discarded.
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spanning-tree mst max-age

Use the spanning-tree mst max-age global configuration command on the switch stack or on a
standalone switch to set the interval between messages that the spanning tree receives from the root
switch. If a switch does not receive a bridge protocol data unit (BPDU) message from the root switch
within thisinterval, it recomputes the spanning-tree topol ogy. Use the no form of this command to return
to the default setting.

spanning-tree mst max-age seconds

no spanning-tree mst max-age

Syntax Description

Defaults

Command Modes

seconds Interval between messages the spanning tree receives from the root switch. Therangeis
6 to 40 seconds.

The default is 20 seconds.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(14)EAL This command was first introduced.

After you set the spanning-tree mst max-age seconds global configuration command, if a switch does
not receive BPDUs from the root switch within the specified interval, the switch recomputes the
spanning-tree topology. The max-age setting must be greater than the hello-time setting.

Changing the spanning-tree mst max-age command affects all spanning-tree instances.

Examples This example shows how to set the spanning-tree max-age to 30 seconds for all multiple spanning-tree
(MST) instances:
Swi tch(config)# spanning-tree nst max-age 30
You can verify your setting by entering the show spanning-tree mst privileged EXEC command.
Catalyst 3750 Switch Command Reference
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Related Commands ~ Command Description
show spanning-tree mst Displays MST information.
spanning-tree mst forward-time  Sets the forward-delay time for all MST instances.
spanning-tree mst hello-time Sets the interval between hello BPDUSs sent by root switch
configuration messages.
spanning-tree mst max-hops Sets the number of hopsin aregion before the BPDU is
discarded.
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spanning-tree mst max-hops

Use the spanning-tree mst max-hops global configuration command on the switch stack or on a
standalone switch to set the number of hopsin aregion before the bridge protocol data unit (BPDU) is
discarded and the information held for a port is aged. Use the no form of this command to return to the
default setting.

spanning-tree mst max-hops hop-count

no spanning-tree mst max-hops

Syntax Description

Defaults

Command Modes

hop-count Number of hops in aregion before the BPDU is discarded. The range is 1 to 40 hops.

The default is 20 hops.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(14)EAL This command was first introduced.

The root switch of the instance always sends a BPDU (or M-record) with a cost of 0 and the hop count
set to the maximum value. When aswitch receives this BPDU, it decrements the received remaining hop
count by one and propagates the decremented count as the remaining hop count in the generated
M-records. A switch discards the BPDU and ages the information held for the port when the count
reaches 0.

Changing the spanning-tree mst max-hops command affects all spanning-tree instances.

Examples This example shows how to set the spanning-tree max-hops to 10 for all multiple spanning-tree (MST)
instances:
Swi tch(config)# spanning-tree nst nmax-hops 10
You can verify your setting by entering the show spanning-tree mst privileged EXEC command.
Catalyst 3750 Switch Command Reference
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Related Commands ~ Command Description
show spanning-tree mst Displays MST information.
spanning-tree mst forward-time Sets the forward-delay time for all MST instances.
spanning-tree mst hello-time Sets the interval between hello BPDUSs sent by root switch
configuration messages.
spanning-tree mst max-age Sets the interval between messages that the spanning tree

receives from the root switch.
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spanning-tree mst port-priority

Use the spanning-tree mst port-priority interface configuration command on the switch stack or on a
standalone switch to configure an interface priority. If aloop occurs, the Multiple Spanning Tree
Protocol (MSTP) can determine which interface to put in the forwarding state. Use the no form of this
command to return to the default setting.

spanning-tree mst instance-id port-priority priority

no spanning-tree mst instance-id port-priority

Syntax Description

Defaults

Command Modes

instance-id Range of spanning-tree instances. You can specify a single instance, a range of
instances separated by a hyphen, or a series of instances separated by acomma. The
rangeis 0to 15.

priority Therangeis0to 240 inincrements of 16. Valid priority valuesare 0, 16, 32, 48, 64,
80, 96, 112, 128, 144, 160, 176, 192, 208, 224, and 240. All other values arerejected.
The lower the number, the higher the priority.

The default is 128.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(14)EAL This command was first introduced.

You can assign higher priority values (lower numerical values) to interfaces that you want selected first
and lower priority values (higher numerical values) that you want selected last. If all interfaces have the
same priority val ue, the multiple spanning tree (MST) putstheinterface with thelowest interface number
in the forwarding state and blocks other interfaces.

If your switch isamember of aswitch stack, you must use the spanning-tree mst [instance-id] cost cost
interface configuration command instead of the spanning-tree mst [instance vlan-id] port-priority
priority interface configuration command to select an interface to put in the forwarding state. Assign
lower cost values to interfaces that you want selected first and higher cost values to interfaces that you
want selected last.

[ 78-15165-02
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Examples This example shows how to increase the likelihood that the interface associated with spanning-tree
instances 20 and 22 is placed into the forwarding state if aloop occurs:

Swi tch(config)# interface gigabitethernet2/0/2
Switch(config-if)# spanning-tree nst 20,22 port-priority O

You can verify your settings by entering the show spanning-tree mst interface interface-id privileged

EXEC command.

Related Commands ~ Command Description
show spanning-tree mst interface Displays MST information for the specified interface.
interface-id
spanning-tree mst cost Sets the path cost for MST calculations.
spanning-tree mst priority Sets the switch priority for the specified spanning-tree

instance.
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spanning-tree mst priority

Use the spanning-tree mst priority global configuration command on the switch stack or on a
standalone switch to set the switch priority for the specified spanning-tree instance. Use the no form of
this command to return to the default setting.

spanning-tree mst instance-id priority priority

no spanning-tree mst instance-id priority

Syntax Description

Defaults

Command Modes

instance-id Range of spanning-tree instances. You can specify a single instance, a range of
instances separated by a hyphen, or a series of instances separated by acomma. The
rangeis 0to 15.

priority Set the switch priority for the specified spanning-tree instance. This setting affects
the likelihood that the switch is selected as the root switch. A lower value increases
the probability that the switch is selected as the root switch.

Therangeis 0 to 61440 in increments of 4096. Valid priority values are 0, 4096,
8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864, 40960, 45056, 49152,
53248, 57344, and 61440. All other values are rejected.

The default is 32768.

Global configuration

Command History

Examples

Release Modification
12.1(14)EAL This command was first introduced.

This example shows how to set the spanning-tree priority to 8192 for multiple spanning-tree instances
(MST) 20 to 21:

Swi tch(config)# spanning-tree nst 20-21 priority 8192

You can verify your settings by entering the show spanning-tree mst instance-id privileged EXEC
command.

Related Commands

Command Description

show spanning-tree mst instance-id Displays MST information for the specified interface.
spanning-tree mst cost Sets the path cost for MST cal culations.
spanning-tree mst port-priority Configures an interface priority.

[ 78-15165-02
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spanning-tree mst root

Use the spanning-tree mst root global configuration command on the switch stack or on a standalone
switch to configure the multiple spanning-tree (MST) root switch priority and timers based on the
network diameter. Use the no form of this command to return to the default settings.

spanning-tree mst instance-id root { primary | secondary} [diameter net-diameter
[hello-time seconds]]

no spanning-tree mst instance-id root

Syntax Description instance-id Range of spanning-treeinstances. You can specify asingleinstance, arange
of instances separated by a hyphen, or a series of instances separated by a
comma. Therangeis 0 to 15.

root primary Force this switch to be the root switch.
root secondary Set this switch to be the root switch should the primary root switch fail.

diameter net-diameter (Optional) Set the maximum number of switches between any two end
stations. Therangeis 2 to 7. This keyword is available only for MST
instance 0.

hello-time seconds (Optional) Set the interval between hello bridge protocol data units
(BPDUSs) sent by the root switch configuration messages. Therangeis1to 10
seconds. This keyword is available only for MST instance O.

Defaults The primary root switch priority is 24576.
The secondary root switch priority is 28672.
The hello timeis 2 seconds.

Command Modes Global configuration
Command History Release Modification
12.1(14)EAL This command was first introduced.

Usage Guidelines Use the spanning-tree mst instance-id root command only on backbone switches.

When you enter the spanning-tree mst instance-id root command, the software tries to set ahigh
enough priority to make this switch the root of the spanning-tree instance. Because of the extended
system ID support, the switch sets the switch priority for the instance to 24576 if this value will cause
this switch to become the root for the specified instance. If any root switch for the specified instance has
a switch priority lower than 24576, the switch setsits own priority to 4096 less than the lowest switch
priority. (4096 is the value of the least-significant bit of a 4-bit switch priority value.)
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Examples

spanning-tree mstroot Il

When you enter the spanning-tree mst instance-id root secondary command, because of support for
the extended system ID, the software changes the switch priority from the default value (32768) to
28672. If the root switch fails, this switch becomes the next root switch (if the other switches in the
network use the default switch priority of 32768 and are therefore unlikely to become the root switch).

This example shows how to configure the switch as the root switch for instance 10 with a network
diameter of 4:

Swi tch(config)# spanning-tree nst 10 root prinmary diameter 4

This example shows how to configure the switch as the secondary root switch for instance 10 with a
network diameter of 4:
Swi tch(config)# spanning-tree nst 10 root secondary di aneter 4

You can verify your settings by entering the show spanning-tree mst instance-id privileged EXEC
command.

Related Commands

Command Description

show spanning-tree mst instance-id Displays MST information for the specified instance.

spanning-tree mst forward-time Sets the forward-delay time for all MST instances.

spanning-tree mst hello-time Sets the interval between hello BPDUs sent by root switch
configuration messages.

spanning-tree mst max-age Sets the interval between messages that the spanning tree
receives from the root switch.

spanning-tree mst max-hops Sets the number of hopsin aregion before the BPDU is
discarded.

[ 78-15165-02
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spanning-tree port-priority

Use the spanning-tree port-priority interface configuration command on the switch stack or on a
standalone switch to configure an interface priority. If aloop occurs, spanning tree can determine which
interface to put in the forwarding state. Use the no form of this command to return to the default setting.

spanning-tree [vlan vlan-id] port-priority priority

no spanning-tree [vlan vlan-id] port-priority

Syntax Description vlan vlan-id (Optional) VLAN range associated with a spanning-tree instance. You can specify a
single VLAN identified by VLAN ID number, arange of VLANS separated by a
hyphen, or a series of VLANS separated by acomma. The rangeis 1 to 4094.

priority Number from 0 to 240, in increments of 16. Valid values are 0, 16, 32, 48, 64, 80,
96, 112, 128, 144, 160, 176, 192, 208, 224, and 240. All other values are rejected.
The lower the number, the higher the priority.

Defaults The default is 128.
Command Modes Interface configuration
Command History Release Modification
12.1(14)EAL The value for the vlan-id variable was changed. The priority range values
changed.
Usage Guidelines If the variable vlian-id is omitted, the command applies to the spanning-tree instance associated with
VLAN 1.

You can set the priority on a VLAN that has no interfaces assigned to it. The setting takes effect when
you assign the interface to the VLAN.

If you configure an interface with both the spanning-tree vlian vlan-id port-priority priority command
and the spanning-tree port-priority priority command, the spanning-tree vlian vlan-id port-priority
priority command takes effect.

If your switch is a member of a switch stack, you must use the spanning-tree [vlan vlan-id] cost cost
interface configuration command instead of the spanning-tree [vlan vlan-id] port-priority priority
interface configuration command to select an interface to put in the forwarding state. Assign lower cost
values to interfaces that you want selected first and higher cost values that you want selected last.
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Examples This example shows how to increase the likelihood that Fast Ethernet interface 0/2 on stack member 2
will be put in the forwarding state if aloop occurs:

Swi tch(config)# interface fastethernet2/0/2
Switch(config-if)# spanning-tree vlian 20 port-priority O

This example shows how to set the port-priority value on VLANSs 20 to 25:
Switch(config-if)# spanning-tree vlan 20-25 port-priority O

You can verify your settings by entering the show spanning-tree interface interface-id privileged

EXEC command.
Related Commands ~ Command Description
show spanning-treeinterface Displays spanning-tree information for the specified interface.
interface-id
spanning-tree cost Sets the path cost for spanning-tree calculations.

spanning-tree vlan priority Sets the switch priority for the specified spanning-tree instance.
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spanning-tree portfast (global configuration)

Use the spanning-tree portfast global configuration command on the switch stack or on a standalone
switch to globally enable bridge protocol data unit (BPDU) filtering on Port Fast-enabled ports, the
BPDU guard feature on Port Fast-enabled ports, or the Port Fast feature on all nontrunking ports. The
BPDU filtering feature prevents the switch port from sending or receiving BPDUs. The BPDU guard
feature puts Port Fast-enabled ports that receive BPDUs in an error-disabled state. Use the no form of
this command to return to the default settings.

spanning-tree portfast { bpdufilter default | bpduguard default | default}

no spanning-tree portfast { bpdufilter default | bpduguard default | default}

Syntax Description bpdufilter default Globally enable BPDU filtering on Port Fast-enabled ports and prevent the
switch port connected to end stations from sending or receiving BPDUs.

bpduguard default Globally enablethe BPDU guard feature on Port Fast-enabled ports and place
the ports that receive BPDUs in an error-disabled state.

default Globally enable the Port Fast feature on all nontrunking ports. When the Port
Fast feature is enabled, the port changes directly from a blocking state to a
forwarding state without making the intermediate spanning-tree state

changes.
Defaults The BPDU filtering, the BPDU guard, and the Port Fast features are disabled on all ports unlessthey are
individually configured.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines You can enablethese features when the switch isoperating in the per-VL AN spanning-tree plus (PVST+)
rapid-PV ST+, or the multiple spanning-tree (MST) mode.

Use the spanning-tree portfast bpdufilter default global configuration command to globally enable
BPDU filtering on ports that are Port Fast-enabled (the ports are in a Port Fast-operational state). The
ports still send afew BPDUs at link-up before the switch begins to filter outbound BPDUSs. You should
globally enable BPDU filtering on a switch so that hosts connected to switch ports do not receive
BPDUs. If aBPDU isreceived on a Port Fast-enabled port, the port losesits Port Fast-operational status
and BPDU filtering is disabled.

You can override the spanning-tree portfast bpdufilter default global configuration command by
using the spanning-tree bdpufilter interface configuration command.
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spanning-tree portfast (global configuration)

Caution

Examples

Enabling BPDU filtering on an interface is the same as disabling spanning tree on it and can result in
spanning-tree loops.

Use the spanning-tree portfast bpduguard default global configuration command to globally enable
BPDU guard on portsthat are in a Port Fast-operational state. In avalid configuration, Port Fast-enabled
ports do not receive BPDUs. Receiving a BPDU on a Port Fast-enabled port signals an invalid
configuration, such as the connection of an unauthorized device, and the BPDU guard feature puts the
port in the error-disabled state. The BPDU guard feature provides a secure response to invalid
configurations because you must manually put the port back in service. Use the BPDU guard feature in
a service-provider network to prevent an access port from participating in the spanning tree.

You can override the spanning-tree portfast bpduguard default global configuration command by
using the spanning-tree bdpuguard interface configuration command.

Use the spanning-tree portfast default global configuration command to globally enable the Port Fast
feature on all nontrunking ports. Configure Port Fast only on ports that connect to end stations;
otherwise, an accidental topology loop could cause a data packet loop and disrupt switch and network
operation. A Port Fast-enabled port moves directly to the spanning-tree forwarding state when linkup
occurs without waiting for the standard forward-delay time.

You can override the spanning-tree portfast default global configuration command by using the
spanning-tree portfast interface configuration command. You can use the no spanning-tree portfast
default global configuration command to disable Port Fast on all ports unless they are individually
configured with the spanning-tree portfast interface configuration command.

This example shows how to globally enable the BPDU filtering feature:

Swi tch(config)# spanning-tree portfast bpdufilter default

This example shows how to globally enable the BPDU guard feature:
Swi tch(config)# spanning-tree portfast bpduguard default

This example shows how to globally enable the Port Fast feature on all nontrunking ports:

Swi tch(config)# spanning-tree portfast default

You can verify your settings by entering the show running-config privileged EXEC command.

Related Commands

Command Description

show running-config Displays the current operating configuration. For syntax
information, select Cisco |0S Configuration Fundamentals
Command Reference for Release 12.1 > Cisco | OSFile
Management Commands > Configuration File Commands.

spanning-tree bpdufilter Prevents a port from sending or receiving BPDUSs.
spanning-tree bpduguard Puts a port in the error-disabled state when it receives a BPDU.

spanning-tree portfast (interface Enablesthe Port Fast feature on an interface in all its associated
configuration) VLANS.

[ 78-15165-02
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spanning-tree portfast (interface configuration)

Usethe spanning-tree portfast interface configuration command on the switch stack or on a standalone
switch to enable the Port Fast feature on an interface in al its associated VLANSs. When the Port Fast
feature is enabled, the interface changes directly from a blocking state to a forwarding state without
making the intermediate spanning-tree state changes. Use the no form of this command to return to the
default setting.

spanning-tree portfast [disable | trunk]

no spanning-tree portfast

Syntax Description

Defaults

Command Modes

disable (Optional) Disable the Port Fast feature on the specified interface.
trunk (Optional) Enable the Port Fast feature on a trunking interface.

The Port Fast feature is disabled on all interfaces; however, it is automatically enabled on
dynamic-access ports.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

Use this feature only on interfaces that connect to end stations; otherwise, an accidental topology loop
could cause adata packet loop and disrupt switch and network operation.

You can enable this feature when the switch is operating in the per-VLAN spanning-tree plus (PV ST+),
rapid-PV ST+, or the multiple spanning-tree (MST) mode.

This feature affects all VLANSs on the interface.

A port with the Port Fast feature enabled is moved directly to the spanning-tree forwarding state without
waiting the standard forward-time delay.

You can use the spanning-tree portfast default global configuration command to globally enable the
Port Fast feature on all nontrunking interfaces. However, the spanning-tree portfast interface
configuration command can override the global setting.

If you configure the spanning-tree portfast default global configuration command, you can enable Port
Fast on a port that is not a trunk port by using the no spanning-tree portfast interface configuration
command.

The no spanning-tree portfast interface configuration command is the same as the spanning-tree
portfast disable interface configuration command.
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Examples This example shows how to enable the Port Fast feature on an interface on stack member 2:

Swi tch(config)# interface fastethernet2/0/2
Switch(config-if)# spanning-tree portfast

You can verify your settings by entering the show running-config privileged EXEC command.

Related Commands ~ Command Description

show running-config Displays the current operating configuration. For syntax
information, select Cisco | OS Configuration Fundamentals
Command Reference for Release 12.1 > Cisco IOS File
Management Commands > Configuration File Commands.

spanning-tree bpdufilter Prevents a port from sending or receiving bridge protocol data units
(BPDUS).

spanning-tree bpduguard Puts a port in the error-disabled state when it receives a BPDU.

spanning-tree portfast (global Globally enablesthe BPDU filtering or the BPDU guard feature on

configuration) Port Fast-enabled ports or enables the Port Fast feature on all

nontrunking ports.
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spanning-tree uplinkfast

Usethe spanning-tree uplinkfast global configuration command on the switch stack or on a standalone
switch to accelerate the choice of a new root port when alink or switch fails or when the spanning tree
reconfigures itself. Use the no form of this command to return to the default setting.

spanning-tree uplinkfast [max-update-r ate pkts-per-second]

no spanning-tree uplinkfast [max-update-rate]

Syntax Description

Defaults

Command Modes

max-update-r ate pkts-per-second (Optional) The number of packets per second at which update
packets are sent. The range is 0 to 32000.

UplinkFast is disabled.
The update rate is 150 packets per second.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The max-update-r ate keyword was added.

Use this command only on access switches.

The UplinkFast feature is supported only when the switch is running per-VLAN spanning-tree plus
(PVSTH). Itisnot supported when the switch is operating in the rapid-PV ST+ or multiple spanning-tree
(MST) mode.

When you enable UplinkFast, it is enabled for the entire switch and cannot be enabled for individual
VLANS.

When you enable or disable UplinkFast, cross-stack UplinkFast (CSUF) also is automatically enabled
or disabled on all nonstack port interfaces. CSUF accel erates the choice of a new root port when a link
or switch fails or when spanning tree reconfigures itself.

When UplinkFast is enabled, the switch priority of all VLANs s set to 49152. If you change the path
cost to avalue less than 3000 and you enable UplinkFast or UplinkFast is already enabled, the path cost
of all interfaces and VLAN trunksisincreased by 3000 (if you change the path cost to 3000 or above,
the path cost is not altered). The changes to the switch priority and the path cost reduces the chance that
a switch will become the root switch.

When UplinkFast is disabled, the switch priorities of all VLANs and path costs of all interfaces are set
to default values if you did not modify them from their defaults.

When spanning tree detects that the root port has failed, UplinkFast immediately switches over to an
alternate root port, changing the new root port directly to FORWARDING state. During thistime, a
topology change notification is sent.
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spanning-tree uplinkfast

Do not enable the root guard on interfaces that will be used by the UplinkFast feature. With UplinkFast,
the backup interfaces (in the blocked state) replace the root port in the case of afailure. However, if root
guard is also enabled, all the backup interfaces used by the UplinkFast feature are placed in the
root-inconsistent state (blocked) and prevented from reaching the forwarding state.

If you set the max-update-rate to O, station-learning frames are not generated, so the spanning-tree
topology converges more slowly after aloss of connectivity.

This example shows how to enable UplinkFast:

Swi t ch(config)# spanni ng-tree uplinkfast

You can verify your setting by entering the show spanning-tree summary privileged EXEC command.

Related Commands

Command Description

show spanning-tree summary Displays a summary of the spanning-tree port states.

spanning-treevlan root primary  Forces this switch to be the root switch.

[ 78-15165-02
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spanning-tree vlan

Usethe spanning-treevlan global configuration command on the switch stack or on astandalone switch
to configure spanning tree on a per-VLAN basis. Use the no form of this command to return to the
default setting.

spanning-tree vlan vlan-id [for war d-time seconds | hello-time seconds | max-age seconds |
priority priority | root { primary | secondary} [diameter net-diameter
[hello-time seconds]]]

no spanning-tree vlan vlan-id [forward-time | hello-time | max-age | priority | root]

Syntax Description vlan-id VLAN range associated with a spanning-tree instance. You can specify a
single VLAN identified by VLAN ID number, arange of VLANS separated
by ahyphen, or aseries of VLANS separated by acomma. Therangeis1to
4094.

forward-time seconds  (Optional) Set the forward-delay time for the specified spanning-tree
instance. The forwarding time determines how long each of the listening
and learning states last before the interface begins forwarding. Therangeis
4 to 30 seconds.

hello-time seconds (Optional) Set the interval between hello bridge protocol data units
(BPDUSs) sent by the root switch configuration messages. Therangeis1to 10
seconds.

max-age seconds (Optional) Set the interval between messages the spanning tree receives

from the root switch. If aswitch does not receive aBPDU message from the
root switch within this interval, it recomputes the spanning-tree topology.
Therangeis 6 to 40 seconds.

priority priority (Optional) Set the switch priority for the specified spanning-tree instance.
This setting affectsthe likelihood that a standal one switch or aswitch in the
stack is selected as the root switch. A lower value increases the probability
that the switch is selected as the root switch.

Therangeis 0to 61440 in increments of 4096. Valid priority values are
4096, 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 57344, and 61440. All other values are rejected.

root primary (Optional) Force this switch to be the root switch.
root secondary (Optional) Set this switch to be the root switch should the primary root switch
fail.

diameter net-diameter (Optional) Set the maximum number of switches between any two end
stations. Therangeis2to 7.

Defaults Spanning tree is enabled on all VLANS.
The forward-delay time is 15 seconds.
The hello time is 2 seconds.

The max-age is 20 seconds.
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Command Modes

spanning-treevian M

The primary root switch priority is 24576.
The secondary root switch priority is 28672.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The value for the vlan-id variable was changed.

Disabling the STP causes the VLAN to stop participating in the spanning-tree topology. Interfaces that
are administratively down remain down. Received BPDUs are forwarded like other multicast frames.
The VLAN does not detect and prevent loops when STP is disabled.

You can disablethe STPon aVLAN that is not currently active and verify the change by using the show
running-config or the show spanning-tree vlan vian-id privileged EXEC command. The setting takes
effect when the VLAN is activated.

When disabling or re-enabling the STP, you can specify arange of VLANSs that you want to disable or
enable.

When aVLAN isdisabled and then enabled, all assigned VLANSs continue to be its members. However,
all spanning-tree bridge parameters are returned to their previous settings (the last setting before the
VLAN was disabled).

You can enable spanning-tree optionson a VLAN that has no interfaces assigned to it. The setting takes
effect when you assign interfaces to it.

When setting the max-age seconds, if a switch does not receive BPDUs from the root switch within the
specified interval, it recomputes the spanning-tree topology. The max-age setting must be greater than
the hello-time setting.

The spanning-tree vlan vlan-id root command should be used only on backbone switches.

When you enter the spanning-tree vlian vian-id root command, the software checks the switch priority
of the current root switch for each VLAN. Because of the extended system |ID support, the switch sets
the switch priority for the specified VLAN to 24576 if this value will cause this switch to become the
root for the specified VLAN. If any root switch for the specified VLAN has a switch priority lower than
24576, the switch sets its own priority for the specified VLAN to 4096 less than the lowest switch
priority. (4096 is the value of the least-significant bit of a 4-bit switch priority value.)

When you enter the spanning-tree vlan vlan-id root secondary command, because of support for the
extended system ID, the software changes the switch priority from the default value (32768) to 28672.
If the root switch should fail, this switch becomes the next root switch (if the other switchesin the
network use the default switch priority of 32768, and therefore, are unlikely to become the root switch).

Examples This example shows how to disable the STP on VLAN 5:
Switch(config)# no spanning-tree vlian 5
You can verify your setting by entering the show spanning-tree privileged EXEC command. In this
instance, VLAN 5 does not appear in the list.
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This example shows how to set the spanning-tree forwarding time to 18 seconds for VLANSs 20 and 25:

Swi tch(config)# spanning-tree vlian 20,25 forward-tinme 18

This example shows how to set the spanning-tree hello-delay time to 3 seconds for VLANS 20 to 24:
Swi tch(config)# spanning-tree vlian 20-24 hello-tine 3

This example shows how to set spanning-tree max-age to 30 seconds for VLAN 20:

Swi tch(config)# spanning-tree vlan 20 nmax-age 30

This example shows how to reset the max-age parameter to the default value for spanning-tree instance
100 and 105 to 108:

Swi tch(config)# no spanning-tree vlan 100, 105-108 nax-age

This example shows how to set the spanning-tree priority to 8192 for VLAN 20:
Swi tch(config)# spanning-tree vlian 20 priority 8192

This example shows how to configure the switch as the root switch for VLAN 10 with a network
diameter of 4:

Swi tch(config)# spanning-tree vlian 10 root prinmary dianmeter 4

This example shows how to configure the switch as the secondary root switch for VLAN 10 with a
network diameter of 4:

Switch(config)# spanning-tree vlian 10 root secondary di aneter 4

You can verify your settings by entering the show spanning-tree vian vlian-id privileged EXEC

command.
Related Commands ~ Command Description
show spanning-tree vlan Displays spanning-tree information.
spanning-tree cost Sets the path cost for spanning-tree calculations.
spanning-tree guard Enables the root guard or the loop guard feature for all the VLANS

associated with the selected interface.
spanning-tree port-priority Sets an interface priority.
spanning-treeportfast (global Globally enables the BPDU filtering or the BPDU guard feature on

configuration) Port Fast-enabled ports or enables the Port Fast feature on all
nontrunking ports.

spanning-tree portfast Enables the Port Fast feature on an interface in all its associated

(interface configuration) VLANS.

spanning-tree uplinkfast Enables the UplinkFast feature, which accelerates the choice of a

new root port.
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Note

speed W

Use the speed interface configuration command on the switch stack or on a standalone switch to specify
the speed of a 10/100 Mbps or 10/100/1000 Mbps port. Use the no or default form of this command to
return the port to its default value.

speed {10 | 100 | 1000 | auto | nonegotiate}

no speed

You cannot configure speed on small form-factor pluggable (SFP) module ports, but you can configure
speed to not negotiate (nonegotiate) if they are connected to a device that does not support
autonegotiation. See “Usage Guidelines’ for exceptions when a 1000BASE-T SFP moduleisin the SFP
module port.

Syntax Description

Defaults

Command Modes

10 Port runs at 10 Mbyps.
100 Port runs at 100 Mbps.
1000 Port runs at 1000 Mbps. This option is valid and visible only on 10/100/1000
M bps-ports.
auto Port automatically detects the speed it should run at based on the port at the other

end of the link.

nonegotiate Autonegotiation isdisabled, and the port runsat 1000 Mbps. Thisoptionisvalid and
visible only on SFP ports. When a 1000BASE-T SFP moduleisin the SFP module
port, the speed can be configured to 10, 100, 1000, or auto, but not nonegotiate.

The default is auto.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

You can configure the Fast Ethernet port speed as either 10 or 100 Mbps. You can configure the Gigabit
Ethernet port speed as 10, 100, or 1000 Mbps. You cannot configure speed on SFP modul e ports, but you
can configure speed to not negotiate (nonegotiate) if connected to a device that does not support
autonegotiation. However, when a 1000BASE-T SFP moduleisin the SFP module port, you can
configure speed as 10, 100, or 1000 Mbps.

If the speed is set to auto, the switch negotiates with the device at the other end of the link for the speed
setting and then forces the speed setting to the negotiated value. The duplex setting remains as
configured on each end of the link, which could result in a duplex setting mismatch.

[ 78-15165-02
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If both ends of the line support autonegotiation, we highly recommend the default autonegotiation
settings. If one interface supports autonegotiation and the other end does not, do use the auto setting on
the supported side, but set the duplex and speed on both interfaces.
For 10/100/1000 Mbps ports, if both the speed and duplex are set to specific values, autonegotiation is
disabled.
For 10/100 Mbps ports, if both speed and duplex are set to specific values, the link operates at the
negotiated speed and duplex value.
Caution  Changing the interface speed and duplex mode configuration might shut down and re-enable the
interface during the reconfiguration.
Al
Note  For guidelines on setting the switch speed and duplex parameters, refer to the software configuration
guide for this release.
Examples This example shows how to set the specified interface to 100 Mbps:

Switch(config)# interface gigabitethernetl/0/1
Swi tch(config-if)# speed 100

You can verify your settings by entering the show interfaces privileged EXEC command.

Related Commands

Command Description

duplex Specifies the duplex mode of operation for Fast Ethernet and Gigabit
Ethernet ports.

show interfaces Displays the statistical information specific to all interfaces or to a specific
interface

Catalyst 3750 Switch Command Reference
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srr-queue bandwidth limit

Use the srr-queue bandwidth limit interface configuration command on the switch stack or on a
standalone switch to limit the maximum output on a port. Use the no form of this command to return to
the default setting.

srr-queue bandwidth limit weight1

no srr-queue bandwidth limit

Syntax Description

Defaults

Command Modes

weightl Percentage of the port speed to which the port should be limited. The range is 10 to 90.

The port is not rate limited and is set to 100 percent.

Interface configuration

Command History

Usage Guidelines

~

Note

Release Modification

12.1(11)AX This command was first introduced.

If you configure this command to 80 percent, the port isidle 20 percent of the time. The line rate drops
to 80 percent of the connected speed. These values are not exact because the hardware adjusts the line
rate in increments of six.

The egress queue default settings are suitable for most situations. You should change them only when
you have a thorough understanding of the egress queues and if these settings do not meet your QoS
solution.

Examples This example shows how to limit Gigabit Ethernet port 0/1 on stack member 2 to 800 Mbps:
Switch(config)# interface gigabitethernet2/0/1
Switch(config-if)# srr-queue bandwidth limt 80
You can verify your settings by entering the show mls qosinterface [interface-id] queueing privileged
EXEC command.
Catalyst 3750 Switch Command Reference
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Related Commands ~ Command Description
mls qos queue-set output buffers Allocates buffers to the queue-set.

mls qos srr-queue output coss-map  Maps class of service (CoS) values to egress queue or maps
CoS values to a queue and to athreshold ID.

mls qos srr-queue output dscp-map Maps Differentiated Services Code Point (DSCP) valuesto an
egress queue or maps DSCP values to a queue and to a
threshold ID.

mls qos queue-set output threshold Configures the weighted tail-drop (WTD) thresholds,
guarantees the availability of buffers, and configures the
maximum memory allocation for the queue-set.

queue-set Maps a port to a queue-set.

show mls qos interface queueing Displays quality of service (QoS) information.

srr-queue bandwidth shape Assigns the shaped wei ghts and enabl es bandwidth shaping on
the four egress queues mapped to a port.

srr-queue bandwidth share Assigns the shared weights and enabl es bandwidth sharing on

the four egress queues mapped to a port.
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srr-gueue bandwidth shape

Use the srr-queue bandwidth shape interface configuration command on the switch stack or on a
standalone switch to assign the shaped weights and to enable bandwidth shaping on the four egress
gueues mapped to a port. Use the no form of this command to return to the default setting.

srr-queue bandwidth shape weight1 weight2 weight3 weight4

no srr-queue bandwidth shape

Syntax Description

Defaults

Command Modes

weight1 weight2 Specify the weights to determine the percentage of the port that is shaped. The
weight3 weight4 inverse ratio (1/weight) determines the shaping bandwidth for this queue.
Separate each value with a space. The rangeis 0 to 65535.

Weightl is set to 25. Weight2, weight3, and weight4 are set to 0, and these queues are in shared mode.

Interface configuration

Command History

Usage Guidelines

Note

Release Modification

12.1(11)AX This command was first introduced.

In shaped mode, the queues are guaranteed a percentage of the bandwidth, and they are rate-limited to
that amount. Shaped traffic does not use more than the allocated bandwidth even if thelink isidle. Use
shaping to smooth bursty traffic or to provide a smoother output over time.

The shaped mode overrides the shared mode.

If you configure a shaped queue weight to 0 by using the srr-queue bandwidth shape interface
configuration command, this queue participates in shared mode. The weight specified with the
srr-queue bandwidth shape command is ignored, and the weights specified with the srr-queue
bandwidth share interface configuration command for a queue come into effect.

When configuring queues for the same port for both shaping and sharing, make sure that you configure
the lowest numbered queue for shaping.

The egress queue default settings are suitable for most situations. You should change them only when
you have a thorough understanding of the egress queues and if these settings do not meet your QoS
solution.

[ 78-15165-02
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Examples This exampl e shows how to configure the queues for the same port for both shaping and sharing. Because
the weight ratiosfor queues 2, 3, and 4 are set to 0, these queues operate in shared mode. The bandwidth
weight for queue 1is 1/8, which is 12.5 percent. Queue 1 is guaranteed this bandwidth and limited to it;
it does not extend its slot to the other queues even if the other queues have no traffic and are idle. Queues
2, 3, and 4 are in shared mode, and the setting for queue 1 isignored. The bandwidth ratio allocated for
the queues in shared mode is 4/(4+4+4), which is 33 percent:

Switch(config)# interface gigabitethernet2/0/1
Switch(config-if)# srr-queue bandwi dth shape 8 0 0 0
Swi tch(config-if)# srr-queue bandwi dth share 4 4 4 4

You can verify your settings by entering the show mls qosinter face [interface-id] queueing privileged
EXEC command.

Related Commands ~ Command Description

mls qos queue-set output buffers Allocates buffers to a queue-set.

mls qos srr-queue output coss-map  Mapsclass of service (CoS) valuesto an egress queue or maps
CoS values to a queue and to athreshold ID.

mls qos srr-queue output dscp-map Maps Differentiated Services Code Point (DSCP) valuesto an
egress queue or maps DSCP values to a queue and to a
threshold ID.

mls qos queue-set output threshold Configures the weighted tail-drop (WTD) thresholds,
guarantees the availability of buffers, and configures the
maximum memory allocation to a queue-set.

queue-set Maps a port to a queue-set.
show mls qos interface queueing Displays quality of service (QoS) information.
srr-queue bandwidth share Assigns the shared weights and enabl es bandwidth sharing on

the four egress queues mapped to a port.
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srr-queue bandwidth share

Use the srr-queue bandwidth share interface configuration command on the switch stack or on a
standalone switch to assign the shared weights and to enable bandwidth sharing on the four egress
gueues mapped to a port. The ratio of the weightsis the ratio of frequency in which the shaped round
robin (SRR) scheduler dequeues packets from each queue. Use the no form of this command to return
to the default setting.

srr-queue bandwidth share weight1 weight2 weight3 weight4

no srr-queue bandwidth share

Syntax Description

Defaults

Command Modes

weight1 weight2 Theratios of weightl, weight2, weight3, and weight4 determine theratio of the
weight3 weight4 frequency in which the SRR scheduler dequeues packets. Separate each value
with a space. Therangeis 1 to 255.

Weight1, weight2, weight3, and weight4 are 25 (1/4 of the bandwidth is allocated to each queue).

Interface configuration

Command History

Usage Guidelines

Note

Release Modification

12.1(11)AX This command was first introduced.

The absolute value of each weight is meaningless, and only the ratio of parametersis used.

In shared mode, the queues share the bandwidth among them according to the configured weights. The
bandwidth is guaranteed at this level but not limited to it. For example, if a queue empties and does not
require a share of the link, the remaining queues can expand into the unused bandwidth and share it
among themselves.

If you configure a shaped queue weight to 0 by using the srr-queue bandwidth shape interface
configuration command, this queue participates in SRR shared mode. The weight specified with the
srr-queue bandwidth shape command is ignored, and the weights specified with the srr-queue
bandwidth share interface configuration command for a queue take effect.

When configuring queues for the same port for both shaping and sharing, make sure that you configure
the lowest numbered queue for shaping.

The egress queue default settings are suitable for most situations. You should change them only when
you have a thorough understanding of the egress queues and if these settings do not meet your QoS
solution.

[ 78-15165-02
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Examples

This example shows how to configure the weight ratio of the SRR scheduler running on egress port

Gigabit Ethernet 0/1 on stack member 2. Four queues are used. The bandwidth ratio allocated for each
gueue in shared mode is 1/(1+2+3+4), 2/(1+2+3+4), 3/(1+2+3+4), and 4/(1+2+3+4), which is

10 percent, 20 percent, 30 percent, and 40 percent for queues 1, 2, 3, and 4. This means that queue 4 has
four times the bandwidth of queue 1, twice the bandwidth of queue 2, and one-and-a-third times the

bandwidth of queue 3.

Switch(config)# interface gigabitethernet2/0/1
Switch(config-if)# srr-queue bandwi dth share 1 2 3 4

You can verify your settings by entering the show mls qosinterface [interface-id] queueing privileged

EXEC command.

Related Commands Command

Description

mls qos queue-set output buffers

Allocates buffers to a queue-set.

mls qos srr-queue output cos-map

Maps class of service (CoS) valuesto an egress queue or maps
CoS values to a queue and to athreshold ID.

mls qos srr-queue output dscp-map

Maps Differentiated Services Code Point (DSCP) valuesto an
egress queue or maps DSCP values to a queue and to a
threshold ID.

mls qos queue-set output threshold

Configures the weighted tail-drop (WTD) thresholds,
guarantees the availability of buffers, and configures the
maximum memory allocation to a queue-set.

queue-set

Maps a port to a queue-set.

show mls qos interface queueing

Displays quality of service (QoS) information.

srr-queue bandwidth shape

Assigns the shaped weights and enabl es bandwidth shaping on
the four egress queues mapped to a port.
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storm-control

Use the storm-control interface configuration command on the switch stack or on a standalone switch to
enable broadcast, multicast, or unicast storm control on an interface with the specified threshold level.
Use the no form of this command to disable broadcast, multicast, or unicast storm control on an
interface.

storm-control {broadcast | multicast | unicast} level level [.level]

no storm-control {broadcast | multicast | unicast} level

Syntax Description

Defaults

Command Modes

broadcast Enable broadcast storm control on the interface.

multicast Enable multicast storm control on the interface.

unicast Enable unicast storm control on the interface.

level Storm-control suppression level as a percent of total bandwidth. The range is 0 to
100 percent.

Jlevel (Optional) Fractional storm-control suppression level. The range is 0 to 99.

Broadcast, multicast, and unicast storm control are disabled.

Interface configuration

Command History

Usage Guidelines

Note

Release Modification
12.1(11)AX This command was first introduced.

Storm control is supported only on physical interfaces; it is not supported on EtherChannel port
channels, even though it is available in the command-line interface (CLI).

Storm-control suppression level is entered as a percentage of total bandwidth. A threshold value of
100 percent means that no limit is placed on the specified traffic type. A value of 0.0 means that all
broadcast, multicast, or unicast traffic on that port is blocked.

When the storm control threshold for multicast traffic is reached, all multicast traffic except control
traffic, such as bridge protocol data unit (BDPU) and Cisco Discovery Protocol (CDP) frames, are
blocked. However, the switch does not differentiate between routing updates, such as Open Shortest Path
First (OSPF) and regular multicast data traffic, so both types of traffic are blocked.

For more information about storm control suppression levels, refer to the software configuration guide
for this release.

[ 78-15165-02
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Examples This example shows how to enable multicast storm control with a 75.5 percent threshold level:

Swi tch(config-if)# stormcontrol multicast |evel 75.5

This example shows how to disable multicast storm control:

Switch(config-if)# no stormcontrol nulticast |evel

You can verify your settings by entering the show stor m-control privileged EXEC command.

Related Commands ~ Command Description

show stor m-contr ol Displays broadcast, multicast, or unicast storm control settings on all
interfaces or on a specified interface.
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switch priority

Usethe switch priority global configuration command on the stack master to change the stack member
priority value.

switch stack-member-number priority new-priority-value

Syntax Description

Defaults

Command Modes

priority new-priority-value  Specify the new stack member priority value. The range is 1 to 15.

stack-member-number Specify the current stack member number. Therange 1 to 9.

The default priority valueis 1.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.1(11)AX This command was first introduced.

If you do not specify a priority value, the default value is assigned.

The new priority value is a factor during a stack-master re-election. Therefore, changing the priority
value does not change the stack master immediately.

Usethereload slot current stack member number privileged EXEC to reset the stack member and apply
this configuration change into effect.

This example shows how to change the priority value of stack member 6 to 9:

Switch(config)# switch 6 priority 9
Changing the Switch Priority of Switch Number 6 to 9
Do you want to continue?[confirm

Related Commands

Command Description

reload Resets the stack member and puts a configuration change into effect.
session Accesses a specific stack member.

switch renumber Changes the stack member number.

show switch Displays information about the switch stack and its stack members.

[ 78-15165-02

Catalyst 3750 Switch Command Reference



Chapter 2 Cisco I0S Commands |

W switch renumber

switch renumber

Use the switch renumber global configuration command on the stack master to change the stack
member number.

switch current-stack-member-number renumber new-stack-member-number

Syntax Description renumber Specify the new stack member number for the stack member. The
new-stack-member-number rangeis1to 9.

current-stack-member-number  Specify the current stack member number. Therangeis1to 9.

Defaults The default stack member number is 1.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines If another stack member is already using the member number that you just specified, the stack master

assigns the lowest available number when you reset the stack member.

A

Note  If you change the number of a stack member, and no configuration is associated with the new stack
member number, that stack member loses its current configuration and resetsto its default configuration.
For more information about stack member numbers and configurations, see the software configuration
guide.

Usethereload slot current stack member number privileged EXEC to reset the stack member and apply
this configuration change into effect.

Examples This example shows how to change the member number of stack member 6 to 7:

Switch(config)# switch 6 renunber 7

WARNI NG Changing the switch nunber may result in |ost
or changed configuration for that switch!

Do you want to continue?[confirm
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Related Commands

Command Description
reload Resets the stack member and puts a configuration change into effect.
session Accesses a specific stack member.

switch priority

Changes the stack member priority value.

show switch

Display information about the switch stack and its stack members.

[ 78-15165-02
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switchport

Note

Syntax Description

Defaults

Command Modes

Use the switchport interface configuration command with no keywords on the switch stack or on a
standalone switch to put an interface that isin Layer 3 modeinto Layer 2 mode for Layer 2 configuration.
Use the no form of this command to put an interface in Layer 3 mode.

switchport
no switchport

Use the no switchport command (without parameters) to set the interface to the routed-interface status
and to erase all Layer 2 configurations. You must use this command before assigning an |P address to a
routed port.

If an interfaceis configured as a Layer 3 interface, you must first enter this switchport command with
no keywords to configure the interface as a Layer 2 port. Then you can enter additional switchport
commands with keywords, as shown on the pages that follow.

This command has no arguments or keywords.

By default, all interfaces are in Layer 2 mode.

Interface configuration

Command History

Usage Guidelines

Examples

Note

Release Modification

12.1(11)AX This command was first introduced.

Entering the no switchport command shuts the port down and then re-enables it, which might generate
messages on the device to which the port is connected.

This example shows how to cause an interface to cease operating as a Layer 2 port and become a
Cisco-routed port.

Swi tch(config-if)# no switchport
This example shows how to cause the port interface to cease operating as a Cisco-routed port and convert
to a Layer 2-switched interface:

Swi tch(config-if)# sw tchport

The switchport command without keywords is not used on platforms that do not support Cisco-routed
ports. All physical ports on such platforms are assumed to be Layer 2-switched interfaces.
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You can verify the switchport status of an interface by entering the show running-config privileged
EXEC command.

Related Commands ~ Command Description

show interfaces switchport Displays the administrative and operational status of a switching
(nonrouting) port, including port blocking and port protection settings.

show running-config Displays the current operating configuration. For syntax information,
select Cisco | OS Configuration Fundamentals Command Reference
for Release 12.1 > Cisco | OS File Management Commands >
Configuration File Commands.

Catalyst 3750 Switch Command Reference
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switchport access

Usethe switchport accessinterface configuration command on the switch stack or on a standal one switch
to configure a port as a static-access or dynamic-access port. If the switchport modeis set to access, the
port operates as a member of the specified VLAN. If set to dynamic, the port starts discovery of VLAN
assignment based on the incoming packets it receives. Use the no form of this command to reset the
access mode to the default VLAN for the switch.

switchport access vlan {vlan-id | dynamic}

no switchport access vlan

Syntax Description vlan vlan-id Configure the interface as a static access port with the VLAN ID of the
access mode VLAN; therangeis 1 to 4094.
vlan dynamic Specify that the access mode VLAN isdependent on the VLAN Membership

Policy Server (VMPS) protocol. The port is assigned to a VLAN based on
the source MAC address of ahost (or hosts) connected to the port. The switch
sends every new MAC address received to the VMPS server to obtain the
VL AN name to which the dynamic-access port should be assigned. If the port
already has a VLAN assigned and the source has already been approved by
the VMPS, the switch forwards the packet to the VLAN.

Defaults The default access VLAN and trunk interface native VLAN is adefault VLAN corresponding to the
platform or interface hardware.

A dynamic-access port isinitially amember of no VLAN and receivesits assignment based on the packet

it receives.

Command Modes Interface configuration

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The no switchport access command resets the access mode VLAN to the appropriate default VLAN for
the device.

The port must be in access mode before the switchport access vian command can take effect.
An access port can be assigned to only one VLAN.

The VMPS server (such as a Catal yst 6000 series switch) must be configured before a port is configured
as dynamic.
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These restrictions apply to dynamic-access ports:

» The software implements the VLAN Query Protocol (VQP) client, which can query a VMPS such
as a Catalyst 6000 series switch. The Catalyst 3750 switches are not VMPS servers. The VMPS
server must be configured before a port is configured as dynamic.

» Usedynamic-access portsonly to connect end stations. Connecting them to switches or routers (that
use bridging protocols) can cause a loss of connectivity.

» Configurethe network so that STP does not put the dynamic-access port into an STP blocking state.
The Port Fast feature is automatically enabled on dynamic-access ports.

» Dynamic-access ports can only be in one VLAN and do not use VLAN tagging.
» Dynamic-access ports cannot be configured as

— Members of an EtherChannel port group (dynamic-access ports cannot be grouped with any
other port, including other dynamic ports).

— Source or destination portsin a static address entry.

— Monitor ports.

Examples This example shows how to cause a port interface that has already been configured as a switched
interface to operate in VLAN 2 instead of the platform’s default VLAN when in access mode:

Swi tch(config-if)# sw tchport access vlan 2

You can verify your setting by entering the show interfaces interface-id switchport privileged EXEC
command and examining information in the Administrative Mode and Operational Mode rows.

Related Commands ~ Command Description

show interfaces switchport Displays the administrative and operational status of a switching
(nonrouting) port, including port blocking and port protection settings.

switchport mode Configures the VLAN membership mode of a port.
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switchport block

Usethe switchport block interface configuration command on the switch stack or on a standal one switch
to prevent unknown multicast or unicast packetsfrom being forwarded. Use the no form of thiscommand
to allow forwarding unknown multicast or unicast packets.

switchport block {multicast | unicast}

no switchport block {multicast | unicast}

Syntax Description multicast Specify that unknown multicast traffic should be blocked.
unicast Specify that unknown unicast traffic should be blocked.
Defaults Unknown multicast and unicast traffic is not blocked.
Command Modes Interface configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines By default, all traffic with unknown MAC addressesis sent to all ports. You can block unknown multicast
or unicast traffic on protected or nonprotected ports. If unknown multicast or unicast traffic is not
blocked on a protected port, there could be security issues.

Blocking unknown multicast or unicast traffic is not automatically enabled on protected ports; you must
explicitly configure it.

Note  For more information about blocking packets, refer to the software configuration guide for this release.

Examples This example shows how to block unknown multicast traffic on an interface:

Swi tch(config-if)# sw tchport block multicast

You can verify your setting by entering the show interfaces interface-id switchport privileged EXEC
command.

Related Commands ~ Command Description

show interfaces switchport Displays the administrative and operational status of a switching
(nonrouting) port, including port blocking and port protection settings.
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switchport host

Use the switchport host interface configuration command on the switch stack or on a standalone switch
to optimize a Layer 2 port for a host connection. The no form of this command has no affect on the
system.

switchport host

Syntax Description ~ This command has no arguments or keywords.

Defaults The default is for the port to not be optimized for a host connection.
Command Modes Interface configuration
Command History Release Modification

12.1(1DAX This command was first introduced.

Usage Guidelines To optimize the port for a host connection, the switchport host command sets switch port mode to
access, enables spanning tree Port Fast, and disables channel grouping. Only an end station can accept
this configuration.

Because spanning tree Port Fast is enabled, you should enter the switchport host command only on ports
that are connected to a single host. Connecting other switches, hubs, concentrators, or bridgesto a
fast-start port can cause temporary spanning-tree loops.

Enable the switchport host command to decrease the time that it takes to start up packet forwarding.

Examples This example shows how to optimize the port configuration for a host connection:

Switch(config-if)# switchport host
switchport nmbde will be set to access
spanni ng-tree portfast will be enabl ed
channel group will be disabled
Switch(config-if)#

You can verify your setting by entering the show interfaces interface-id switchport privileged EXEC
command.

Related Commands ~ Command Description

show interfaces switchport  Displays the administrative and operational status of a switching
(nonrouting) port, including switchport mode.
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switchport mode

Use the switchport mode interface configuration command on the switch stack or on a standalone switch
to configure the VLAN membership mode of a port. Use the no form of this command to reset the mode
to the appropriate default for the device.

switchport mode { access | dynamic { auto | desirable} | trunk}

no switchport mode {access| dynamic | trunk}

Syntax Description access Set the port to access mode (either static-access or dynamic-access depending
on the setting of the switchport access vlan interface configuration command).
The port is set to access unconditionally and operates as a hontrunking, single
VLAN interface that sends and receives nonencapsul ated (non-tagged) frames.
An access port can be assigned to only one VLAN.

dynamic auto Set the interface trunking mode dynamic parameter to auto to specify that the
interface convert the link to atrunk link. This is the default switchport mode.

dynamic desirable  Set the interface trunking mode dynamic parameter to desirable to specify that
the interface actively attempt to convert the link to a trunk link.

trunk Set the port to trunk unconditionally. The port isatrunking VLAN Layer-2
interface. The port sends and receives encapsulated (tagged) frames that
identify the VLAN of origination. A trunk is a point-to-point link between two
switches or between a switch and arouter.

Defaults The default mode is dynamic auto.
Command Modes Interface configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines A configuration that uses the access or trunk keywords takes effect only when you configure the port in
the appropriate mode by using the switchport mode command. The static-access and trunk
configuration are saved, but only one configuration is active at atime.

When you enter access mode, the interface changes to permanent nontrunking mode and negotiates to
convert the link into a nontrunk link even if the neighboring interface does not agree to the change.

When you enter trunk mode, the interface changes to permanent trunking mode and negotiates to
convert the link into atrunk link even if the interface connecting to it does not agree to the change.

When you enter dynamic auto mode, the interface converts the link to atrunk link if the neighboring
interface is set to trunk or desirable mode.

When you enter dynamic desirable mode, the interface becomes a trunk interface if the neighboring
interface is set to trunk, desirable, or auto mode.
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Examples

switchport mode

To autonegotiate trunking, theinterfaces must bein the same VTP domain. Trunk negotiation is managed
by the Dynamic Trunking Protocol (DTP), which is a point-to-point protocol. However, some
internetworking devices might forward DTP frames improperly, which could cause misconfigurations.
To avoid this, you should configure interfaces connected to devices that do not support DTP to not
forward DTP frames, which turns off DTP.

- If you do not intend to trunk across those links, use the switchport mode access interface
configuration command to disable trunking.

» To enable trunking to a device that does not support DTP, use the switchport mode trunk and
switchport nonegotiateinterface configuration commands to cause the interface to become atrunk
but to not generate DTP frames.

Access port and trunk ports are mutually exclusive.
The 802.1X feature interacts with switchport modes in these ways:

« If youtry to enable 802.1X on atrunk port, an error message appears, and 802.1X is not enabled. If
you try to change the mode of an 802.1X-enabled port to trunk, the port mode is not changed.

« If you try to enable 802.1X on aport set to dynamic auto or dynamic desirable, an error message
appears, and 802.1X is not enabled. If you try to change the mode of an 802.1X-enabled port to
dynamic auto or dynamic desirable, the port mode is not changed.

« If you try to enable 802.1X on a dynamic-access (VLAN Query Protocol [VQP]) port, an error
message appears, and 802.1X isnot enabled. If you try to change an 802.1X-enabled port to dynamic
VLAN assignment, an error message appears, and the VLAN configuration is not changed.

This example shows how to configure a port for access mode:

Swi tch(config-if)# sw tchport npde access

This example shows how set the interface to dynamic desirable mode:

Switch(config-if)# switchport node dynam c desirable

This example shows how to configure a port for trunk mode:

Switch(config-if)# switchport node trunk

You can verify your settings by entering the show inter faces interface-id switchport privileged EXEC
command and examining information in the Administrative Mode and Operational Mode rows.

Related Commands

Command Description

show interfaces switchport Displays the administrative and operational status of a switching
(nonrouting) port, including port blocking and port protection
settings.

switchport access Configures a port as a static-access or dynamic-access port.

switchport trunk Configures the trunk characteristics when an interface isin trunking
mode.

[ 78-15165-02
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switchport

Syntax Description

Defaults

Command Modes

nonegotiate

Use the switchport nonegotiate interface configuration command on the switch stack or on a standalone
switch to specify that Dynamic Trunking Protocol (DTP) negotiation packets are not sent on the Layer 2
interface. The switch does not engage in DTP negotiation on this interface. Use the no form of this
command to return to the default setting.

switchport nonegotiate

no switchport nonegotiate
This command has no arguments or keywords.
The default is to use DTP negotiation to determine trunking status.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

The no form of the switchport nonegotiate command removes nonegotiate status.

This command is valid only when the interface switchport mode is access or trunk (configured by using
the switchport mode access or the switchport mode trunk interface configuration command). This
command returns an error if you attempt to execute it in dynamic (auto or desirable) mode.

Internetworking devices that do not support DTP might forward DTP frames improperly and cause
misconfigurations. To avoid this, you should turn off DTP by using the switchport no negotiate
command to configure the interfaces connected to devices that do not support DTP to not forward DTP
frames.

When you enter the switchport nonegotiate command, DTP negotiation packets are not sent on the
interface. The device does or does not trunk according to the mode parameter: access or trunk.

« If you do not intend to trunk across those links, use the switchport mode access interface
configuration command to disable trunking.

» To enable trunking on a device that does not support DTP, use the switchport mode trunk and
switchport nonegotiateinterface configuration commands to cause the interface to become atrunk
but to not generate DTP frames.
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switchport nonegotiate

Examples This example shows how to cause a port interface to refrain from negotiating trunking mode and to act
as atrunk or access port (depending on the mode set):

Swi tch(config-if)# sw tchport nonegotiate

You can verify your setting by entering the show interfaces interface-id switchport privileged EXEC
command.

Related Commands ~ Command Description

show interfaces switchport  Displays the administrative and operational status of a switching
(nonrouting) port, including port blocking and port protection settings.
switchport mode Configures the VLAN membership mode of a port.
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switchport port-security

Use the switchport port-security interface configuration command without keywords on the switch
stack or on a standalone switch to enable port security on the interface. Use the keywords to configure
secure MAC addresses, sticky MAC address |earning, a maximum number of secure MAC addresses, or
the violation mode. Use the no form of this command to disable port security or to set the parameters to

their default states.

switchport port-security [aging] [mac-address mac-address [vlan vian-id] | mac-address sticky
[mac-address]] [maximum value [vlan vlan-list]] [violation {protect | restrict | shutdown}]

no switchport port-security [aging] [mac-address mac-address [vlan vlan-id] | mac-address
sticky [mac-address]] [maximum value [vlan vlan-list]] [violation {protect | restrict |

shutdown}]

Syntax Description aging

(Optional) See the switchport port-security aging command.

mac-addr ess mac-address

(Optional) Specify a secure MAC address for the interface by entering
a48-bit MAC address. You can add additional secure MAC addresses
up to the maximum value configured.

vlan vlan-id

(Optional) On atrunk port only, specify the VLAN ID and the MAC
address. If no VLAN ID is specified, the native VLAN is used.

mac-address sticky
[mac-address]

(Optional) Enable the interface for sticky learning by entering only the
mac-address sticky keywords. When sticky learning is enabled, the
interface adds all secure MAC addressesthat are dynamically learned to
the running configuration and converts these addresses to sticky secure
MAC addresses.

(Optional) Enter amac-addressto specify asticky secure MAC address.

maximum value

(Optional) Set the maximum number of secure MAC addresses for the
interface. The maximum number of secure MAC addresses that you can
configure on a switch stack is determined by the maximum number of
available MAC addresses allowed in the system. This number is
determined by the active Switch Database Management (SDM)
template. See the sdm prefer command. This number represents the
total of available MAC addresses, including those used for other Layer
2 functions and any other secure MAC addresses configured on
interfaces.

The default setting is 1.

vlan [vlan-list]

(Optional) For trunk ports, you can set the maximum number of secure
MAC addresses on a VLAN. If the vlan keyword is not entered, the
default value is used.

« vlan—set a per-VLAN maximum value.

« vlan vlan-list—set a per-VLAN maximum value on arange of
VLANS separated by a hypen or a series of VLANS separated by
commas. For nonspecified VLANS, the per-VLAN maximum value
is used.

violation

(Optional) Set the security violation mode or the action to be taken if
port security is violated. The default is shutdown.
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Defaults

Command Modes

switchport port-security 1l

protect Set the security violation protect mode. In this mode, when the number
of port secure MAC addresses reaches the maximum limit allowed on
the port, packets with unknown source addresses are dropped until you
remove a sufficient number of secure MAC addresses to drop below the
maximum value or increase the number of maximum allowable
addresses. You are not notified that a security violation has occurred.

Note  We do not recommend configuring the protect mode on atrunk
port. The protect mode disables learning when any VLAN
reaches its maximum limit, even if the port has not reached its
maximum limit.

restrict Set the security violation restrict mode. In this mode, when the number
of secure MAC addresses reaches the limit allowed on the port, packets
with unknown source addresses are dropped until you remove a
sufficient number of secure MAC addresses or increase the number of
maximum allowable addresses. An SNMPtrap is sent, asyslog message
islogged, and the violation counter increments.

shutdown Set the security violation shutdown mode. In this mode, the interfaceis
error-disabled when a violation occurs and the port LED turns off. An
SNMPtrap issent, asyslog messageislogged, and the violation counter
increments. When a secure port is in the error-disabled state, you can
bring it out of this state by entering the errdisable recovery cause
psecure-violation global configuration command, or you can manually
re-enable it by entering the shutdown and no shut down interface
configuration commands.

The default is to disable port security.

When port security is enabled and no keywords are entered, the default maximum number of secure
MAC addressesis 1.

The default violation mode is shutdown.
Sticky learning is disabled.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The sticky and vlan keywords were added.

A secure port has the following limitations:
« A secure port can be an access port or a trunk port; it cannot be a dynamic access port.
» A secure port cannot be a routed port.
» A secure port cannot be a protected port.
» A secure port cannot be a destination port for Switched Port Analyzer (SPAN).

[ 78-15165-02
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» A secure port cannot belong to a Fast EtherChannel or Gigabit EtherChannel port group.
« You cannot configure static secure or sticky secure MAC addresses in the voice VLAN.

« When you enable port security on an interface that is also configured with avoice VLAN, you must
set the maximum allowed secure addresses on the port to two plus the maximum number of secure
addresses allowed on the access VLAN. When the port is connected to a Cisco |P phone, the Cisco
IP phone requires up to two MAC addresses. The Cisco | P phone address is learned on the voice
VLAN and might also be learned on the access VLAN. Connecting a PC to the Cisco | P phone
requires additional MAC addresses.

« |If any type of port security is enabled on the access VLAN, dynamic port security is automatically
enabled on the voice VLAN. You cannot configure port security on a per-VLAN basis.

N

Note Voice VLAN is supported only on access ports and not on trunk ports.

« When avoice VLAN is configured on a secure port that is also configured as a sticky secure port,
all addresses on the voice VLAN are learned as dynamic secure addresses, and all addresses seen on
the access VLAN to which the port belongs are learned as sticky secure addresses.

» You cannot configure static secure MAC addressesin the voice VLAN.

» When you enter a maximum secure address value for an interface, if the new value is greater than
the previous value, the new value overrides the previously configured value. If the new valueisless
than the previous value and the number of configured secure addresses on the interface exceeds the
new value, the command is rejected.

» The switch does not support port security aging of sticky secure MAC addresses.

A security violation occurs when the maximum number of secure MAC addresses arein the addresstable
and a station whose MAC address is not in the address table attempts to access the interface, or when a
station whose MAC address is configured as a secure MAC address on another secure port attempts to
access the interface.

If you enable port security on avoice VLAN port and if there is a PC connected to the IP phone, you
should set the maximum allowed secure addresses on the port to more than 1.

When a secure port is in the error-disabled state, you can bring it out of this state by entering the
errdisable recovery cause psecure-violation global configuration command, or you can manually
re-enable it by entering the shutdown and no shut down interface configuration commands.

Setting a maximum number of addresses to one and configuring the MAC address of an attached device
ensures that the device has the full bandwidth of the port.

When you enter a maximum secure address value for an interface, this occurs:

- If the new valueisgreater than the previous value, the new value overrides the previously configured
value.

- If the new value is less than the previous value and the number of configured secure addresses on
the interface exceeds the new value, the command is rejected.

Sticky secure MAC addresses have these characteristics:

« When you enable sticky learning on an interface by using the switchport port-security
mac-addr ess sticky interface configuration command, the interface converts all the dynamic secure
MAC addresses, including those that were dynamically learned before sticky learning was enabled,
to sticky secure MAC addresses and adds all sticky secure MAC addresses to the running
configuration.
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Examples

switchport port-security 1l

If you disable sticky learning by using the no switchport port-security mac-address sticky
interface configuration command or the running configuration is removed, the sticky secure MAC
addresses remain part of the running configuration but are removed from the address table. The
addresses that were removed can be dynamically reconfigured and added to the address table as
dynamic addresses.

« When you configure sticky secure MAC addresses by using the switchport port-security
mac-addr ess sticky mac-addressinterface configuration command, these addresses are added to the
address table and the running configuration. If port security is disabled, the sticky secure MAC
addresses remain in the running configuration.

» If you save the sticky secure MAC addresses in the configuration file, when the switch restarts or
the interface shuts down, the interface does not need to relearn these addresses. If you do not save
the sticky secure addresses, they are lost. If sticky learning is disabled, the sticky secure MAC
addresses are converted to dynamic secure addresses and are removed from the running
configuration.

- If you disable sticky learning and enter the switchport port-security mac-address sticky
mac-address interface configuration command, an error message appears, and the sticky secure
MAC address is not added to the running configuration.

This example shows how to enable port security on Gigabit Ethernet port 12 on stack member 2 and to
set the maximum number of secure addressesto 5. The violation mode isthe default, and no secure MAC
addresses are configured.

Swi tch(config)# interface gigahitethernet 2/0/12
Switch(config-if)# switchport npde access

Swi tch(config-if)# sw tchport port-security

Swi tch(config-if)# switchport port-security nmaxi mum 5

This example shows how to configure a secure MAC addressand a VLAN ID on Gigabit Ethernet port
12 on stack member 2.

Swi tch(config)# interface gigabitethernet 2/0/12

Switch(config-if)# switchport node trunk

Switch(config-if)# switchport port-security

Swi tch(config-if)# switchport port-security nac-address 1000.2000. 3000 vlan 3

This example shows how to enable sticky learning and to enter two sticky secure MAC addresses:

Switch(config-if)# switchport port-security nac-address sticky
Switch(config-if)# switchport port-security nac-address sticky 0000.0000. 4141
Switch(config-if)# switchport port-security mac-address sticky 0000.0000. 000f

You can verify your settings by using the show port-security privileged EXEC command.

Related Commands

Command Description

show port-security address Displays all the secure addresses configured on the switch.
show port-security Displays port security configuration for the switch or for the
interface interface-id specified interface.
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switchport port-security aging

Use the switchport port-security aging interface configuration command on the switch stack or on a
standal one switch to set the aging time and type for secure address entries or to change the aging behavior
for secure addresses on a particular port. Use the no form of this command to disable port security aging
or to set the parameters to their default states.

switchport port-security aging { static | timetime | type {absolute | inactivity}}

no switchport port-security aging { static | time | type}

Syntax Description static Enable aging for statically configured secure addresses on this port.
timetime Specify the aging timefor this port. The range is 0 to 1440 minutes. If thetime
is 0, aging is disabled for this port.
type Set the aging type.
absolute Set absolute aging type. All the secure addresses on this port age out exactly after
the time (minutes) specified and are removed from the secure address list.
inactivity Set the inactivity aging type. The secure addresses on this port age out only if there

is no data traffic from the secure source address for the specified time period.

Defaults The port security aging feature is disabled. The default time is 0 minutes.
The default aging type is absolute.
The default static aging behavior is disabled.

Command Modes Interface configuration
Command History Release Madification
12.1(11)AX This command was first introduced.

Usage Guidelines To enable secure address aging for a particular port, set the aging time to a value other than O for that
port.

To allow limited time access to particular secure addresses, set the aging type as absolute. When the
aging time lapses, the secure addresses are del eted.

To allow continuous accessto alimited number of secure addresses, set the aging type asinactivity. This
removes the secure address when it become inactive, and other addresses can become secure.

To allow unlimited access to a secure address, configure it as a secure address, and disable aging for the
statically configured secure address by using the no switchport port-security aging static interface
configuration command.
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Examples

switchport port-security aging Il

This exampl e sets the aging time as 2 hours for absolute aging for all the secure addresses on Gigabit
Ethernet interface 0/1 on stack member 1.

Switch(config)# interface gigabitethernetl/0/1

Switch(config-if)# switchport port-security aging tine 120

This example sets the aging time as 2 minutes for inactivity aging type with aging enabled for configured
secure addresses on Gigabit Ethernet interface 0/2 on stack member 1.

Switch(config)# interface gigabitethernetl/0/2
Switch(config-if)# switchport port-security aging tine 2
Switch(config-if)# switchport port-security aging type inactivity
Switch(config-if)# switchport port-security aging static

This example shows how to disable aging for configured secure addresses.
Switch(config-if)# no switchport port-security aging static

Related Commands

Command Description
show port-security Displays the port security settings defined for the port.

switchport port-security  Enables port security on a port, restricts the use of the port to a
user-defined group of stations, and configures secure MAC addresses.

[ 78-15165-02
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switchport priority extend

Use the switchport priority extend interface configuration command on the switch stack or on a
standalone switch to set a port priority for the incoming untagged frames or the priority of frames
received by the IP phone connected to the specified port. Use the no form of this command to return to
the default setting.

switchport priority extend { cos value | trust}

no switchport priority extend

Syntax Description cos value Set the I P phone port to override the 802.1P priority received from the PC or the
attached device with the specified class of service (CoS) value. Therangeis0to 7.
Seven is the highest priority. The default is 0.

trust Set the IP phone port to trust the 802.1P priority received from the PC or the attached
device.
Defaults The default port priority is set to a CoS value of 0 for untagged frames received on the port.
Command Modes Interface configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines When voice VLAN isenabled, you can configure the switch to send the Cisco Discovery Protocol (CDP)
packets to instruct the IP phone how to send data packets from the device attached to the access port on
the Cisco IP Phone. You must enable CDP on the switch port connected to the Cisco IP Phone to send
the configuration to the Cisco IP Phone. (CDP is enabled by default globally and on all switch
interfaces.)

You should configure voice VLAN on switch access ports. You can only configure avoice VLAN on
Layer 2 ports.

Before you enable voice VLAN, we recommend that you enable quality of service (QoS) on the switch
by entering the mls qos global configuration command and configure the port trust state to trust by
entering the mls qos trust cos interface configuration command.

Examples This example shows how to configure the I P phone connected to the specified port to trust the received
802.1P priority:

Switch(config-if)# switchport priority extend trust

You can verify your settings by entering the show inter faces interface-id switchport privileged EXEC
command.
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switchport priority extend

Related Commands ~ Command Description

show interfaces Displays the administrative and operational status of a switching
(nonrouting) port.

switchport voicevlan  Configures the voice VLAN on the port.
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switchport protected

Use the switchport protected interface configuration command on the switch stack or on a standalone
switch to isolate unicast, multicast, and broadcast traffic at Layer 2 from other protected ports on the
same switch. Use the no form of this command to disable protection on the port.

switchport protected

no switchport protected

Syntax Description ~ This command has no arguments or keywords.

Defaults No protected port is defined. All ports are nonprotected.
Command Modes Interface configuration
Command History Release Modification

12.1(11)AX This command was first introduced.

Usage Guidelines The switchport protection feature is local to the switch; communication between protected ports on the
same switch is possible only through a Layer 3 device. To prevent communication between protected
ports on different switches, you must configure the protected ports for unique VLANS on each switch
and configure a trunk link between the switches. A protected port is different from a secure port.

A protected port does not forward any unicast, multicast, or broadcast traffic to any other protected port.
A protected port continues to forward unicast, multicast, and broadcast traffic to unprotected ports and
vice versa.

Because a switch stack represents a single logical switch, Layer 2 traffic is not forwarded between any
protected ports in the switch stack, whether they are on the same or different switches in the stack.

Port monitoring does not work if both the monitor and monitored ports are protected ports.

Examples This example shows how to enable a protected port on an interface:
Switch(config)# interface gigabitethernetl/0/3
Switch(config-if)# switchport protected

You can verify your settings by entering the show inter faces interface-id switchport privileged EXEC
command.
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switchport protected 1l

Related Commands ~ Command Description
show interfaces Displays the administrative and operational status of a switching (nonrouting)
switchport port, including port blocking and port protection settings.

switchport block Prevents unknown multicast or unicast traffic on the interface.
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switchport trunk

Usethe switchport trunk interface configuration command on the switch stack or on a standalone switch
to set the trunk characteristics when the interface isin trunking mode. Use the no form of this command
to reset a trunking characteristic to the default.

switchport trunk {allowed vlan vlan-list | encapsulation {dot1q |isl | negotiate} |
native vlan vlan-id | pruning vlan vlan-list}

no switchport trunk {allowed vlan | encapsulation | native vlian | { pruning vian}

Syntax Description allowed vlan vlan-list

Set the list of allowed VLANSs that can receive and send traffic on this
interfacein tagged format when in trunking mode. Seethefollowing vian-list
format. The none keyword is not valid. The default is all.

encapsulation dot1q

Set the encapsulation format on the trunk port to 802.1Q. With this format,
the switch supports simultaneous tagged and untagged traffic on a port.

encapsulation isl

Set the encapsulation format on the trunk port to Inter-Switch Link (ISL).
The switch encapsulates all received and sent packetswith an ISL header and
filters native frames received from an ISL trunk port.

encapsulation
negotiate

Specify that if Dynamic Inter-Switch Link (DISL) and Dynamic Trunking
Protocol (DTP) negotiation do not resolve the encapsulation format, ISL is
the selected format.

native vlan vian-id

Set the native VLAN for sending and receiving untagged traffic when the
interface isin 802.1Q trunking mode. The range is 1 to 4094.

pruning vlan vian-list

Set the list of VLANSs that are eligible for VTP pruning when in trunking
mode. The all keyword is not valid.

Thevlan-list format isall | none | [add | remove | except] vlan-atom [,vlan-atom...] where;

- all specifiesall VLANs from 1 to 4094. This keyword is not allowed on commands that do not
permit all VLANs in thelist to be set at the same time.

» none means an empty list. This keyword is not allowed on commands that require certain VLANS
to be set or at least one VLAN to be set.

- add addsthe defined list of VLANSsto those currently set instead of replacing the list. Valid IDs are
from 1 to 1005; extended-range VLANSs (VLAN IDs greater than 1005) are valid in some cases.

S

Note  You can add extended-range VLANSsto the allowed VLAN list, but not to the
pruning-eligible VLAN list.

Separate nonconsecutive VLAN IDs with a comma; use a hyphen to designate a range of IDs.
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Defaults

Command Modes

switchport trunk

remove removes the defined list of VLANSs from those currently set instead of replacing the list.
Valid IDs are from 1 to 1005; extended-range VLAN IDs are valid in some cases.

N

Note  You can remove extended-range VLANSs from the allowed VLAN list, but you cannot
remove them from the pruning-eligible list.

Separate nonconsecutive VLAN IDs with a comma; use a hyphen to designate a range of IDs.

except lists the VLANSs that should be calculated by inverting the defined list of VLANSs. (VLANs
are added except the ones specified.) Valid IDs are from 1 to 1005. Separate nonconsecutive VLAN
IDs with a comma; use a hyphen to designate a range of I1Ds.

vlan-atomis either asingle VLAN number from 1 to 4094 or a continuous range of VLANSs
described by two VLAN numbers, the lesser one first, separated by a hyphen.

The default encapsulation is negotiate.
VLAN 1 isthe default native VLAN ID on the port.
The default for all VLAN listsistoinclude all VLANS.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL Theallowed vlan vlan-list add, remove, and except keywords were modified

to accept the VLAN1 and VLANSs 1002 to 1005 values.

Encapsulation:

The switchport trunk encapsulation command is supported only for platforms and interface
hardware that can support both ISL and 802.1Q formats.

You cannot configure one end of the trunk as an 802.1Q trunk and the other end as an ISL or
nontrunk port. However, you can configure one port asan | SL trunk and a different port on the same
switch as an 802.1Q trunk.

If you enter the negotiate keywords and D TP negotiation does not resolve the encapsul ation format,
ISL isthe selected format. The no form of the command resets the trunk encapsulation format to the
default.

The no form of the encapsulation command resets the encapsulation format to the default.

[ 78-15165-02
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Native VLANS:

» All untagged traffic received on an 802.1Q trunk port isforwarded with the native VLAN configured
for the port.

- If apacket hasaVLAN ID that is the same as the sending-port native VLAN ID, the packet is sent
without a tag; otherwise, the switch sends the packet with atag.

« Theno form of the native vlan command resets the native mode VLAN to the appropriate default
VLAN for the device.

Allowed VLAN:

» Toreduce the risk of spanning-tree loops or storms, you can disable VLAN 1 on any individual
VLAN trunk port by removing VLAN 1 from the allowed list. When you remove VLAN 1 from a
trunk port, the interface continues to send and receive management traffic, for example, Cisco
Discovery Protocol (CDP), Port Aggregation Protocol (PAgP), Link Aggregation Control Protocol
(LACP), Dynamic Trunking Protocol (DTP), and VLAN Trunking Protocol (VTP) in VLAN 1.

- Thenoform of theallowed vlan command resetsthelist to the default list, which allowsall VLANS.
Trunk pruning:

» The pruning-eligible list applies only to trunk ports.

» Each trunk port has its own eligibility list.

« If you do not want a VLAN to be pruned, remove it from the pruning-eligible list. VLANSs that are
pruning-ineligible receive flooded traffic.

« VLAN 1, VLANs 1002 to 1005, and extended-range VLANSs (VLANSs 1006 to 4094) cannot be
pruned.

Examples This example shows how to cause a port interface configured as a switched interface to encapsulate in
802.1Q trunking format regardless of its default trunking format in trunking mode:

Switch(config-if)# switchport trunk encapsul ation dot 1q

This example shows how to configure VLAN 3 as the default port to send all untagged traffic:
Switch(config-if)# switchport trunk native vlian 3

This example shows how to add VLANs 1, 2, 5, and 6 to the allowed list:

Switch(config-if)# switchport trunk allowed vlan add 1,2,5,6

This example shows how to remove VLANSs 3 and 10 to 15 from the pruning-eligible list:

Swi tch(config-if)# sw tchport trunk pruning vlan renpve 3,10-15

You can verify your settings by entering the show inter faces interface-id switchport privileged EXEC
command.

Related Commands ~ Command Description

show interfaces switchport  Displays the administrative and operational status of a switching
(nonrouting) port, including port blocking and port protection settings.

switchport mode Configures the VLAN membership mode of a port.
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switchport voice vilan

Use the switchport voice vlan interface configuration command on the switch stack or on a standalone
switch to configure voice VLAN on the port. Use the no form of this command to return to the default
setting.

switchport voice vlan {vlan-id | dot1p | none | untagged}

no switchport voice vlan

Syntax Description

Defaults

Command Modes

vlan-id Specify the VLAN to be used for voice traffic. The rangeis 1 to 4094. By default, the
IP phone forwards the voice traffic with an 802.1Q priority of 5.

dotlp Configure the telephone to use 802.1P priority tagging and uses VLAN O (the native
VLAN). By default, the Cisco | P phone forwards the voice traffic with an 802.1P
priority of 5.

none Do not instruct the I P telephone about the voice VLAN. The telephone uses the

configuration from the telephone key pad.

untagged Configure the telephone to send untagged voice traffic. Thisisthe default for the
telephone.

The switch default is not to automatically configure the telephone (none).

The telephone default is not to tag frames.

Interface configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

You should configure voice VLAN on Layer 2 access ports.

You must enable Cisco Discovery Protocol (CDP) on the switchport connected to the Cisco I P phone for
the switch to send configuration information to the phone. CDP is enabled by default globally and on the
interface.

Before you enable voice VLAN, we recommend you enable quality of service (QoS) on the switch by
entering the mls qos global configuration command and configure the port trust state to trust by entering
the mis gostrust cos interface configuration command.

When you enter aVLAN ID, the IP phone forwards voice traffic in 802.1Q frames, tagged with the
specified VLAN ID. The switch puts 802.1Q voice traffic in the voice VLAN.

When you select dot1q, none, or untagged, the switch puts the indicated voice traffic in the access
VLAN.

In all configurations, the voice traffic carries a Layer 2 IP precedence value. The default is 5 for voice
traffic.

[ 78-15165-02
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When you enable port security on an interface that is also configured with avoice VLAN, you must set
the maximum allowed secure addresses on the port to at least two. When the port is connected to a Cisco
I P phone, the I P phone requirestwo MAC addresses: onefor the access VLAN and the other for the voice
VLAN. Connecting a PC to the IP phone requires additional MAC addresses.

If any type of port security is enabled on the access VALN, dynamic port security is automatically
enabled on the voice VLAN.

You cannot configure static secure MAC addresses in the voice VLAN.

The Port Fast feature is automatically enabled when voice VLAN is configured. When you disable voice
VLAN, the Port Fast feature is not automatically disabled.

Examples This example shows how to configure VLAN 2 as the voice VLAN:

Swi tch(config-if)# swtchport voice vlian 2

You can verify your settings by entering the show inter faces interface-id switchport privileged EXEC
command.

Related Commands ~ Command Description

show interfacesinterface-id switchport  Displays the administrative and operational status of a
switching (nonrouting) port.

switchport priority extend Determines how the device connected to the specified port
handles priority traffic received on its incoming port.
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system mtu

Use the system global configuration command on the switch stack or on a standalone switch to set the
maximum packet size or maximum transmission unit (M TU) size for Gigabit Ethernet ports or for Fast
Ethernet (10/100) ports. Use the no form of this command to restore the global MTU value to its default
value.

system mtu { bytes | jumbo bytes}

no system mtu

Syntax Description

Defaults

Command Modes

bytes Set the system MTU for Fast Ethernet (10/100) ports. The range is 1500 to
1546 bytes.
jumbo bytes Set the system jumbo frame size (MTU) for Gigabit Ethernet ports. The

range is 1500 to 9000 bytes.

The default MTU size for all portsis 1500 bytes.

Global configuration

Command History

Usage Guidelines

Note

Release Modification
12.1(11)AX This command was first introduced.

When you use this command to change the MTU size, you must reset the switch before the new
configuration takes effect.

Gigabit Ethernet ports are not affected by the system mtu command; Fast Ethernet ports are not affected
by the system mtu jumbo command.

If you enter a value that is outside the range for the specific type of switch, the value is not accepted.

The switch does not support setting the MTU on a per-interface basis.

The size of framesthat can be received by the switch CPU islimited to 1500 bytes, no matter what value
was entered with the system mtu command. Although frames that are forwarded or routed typically are
not received by the CPU, in some cases packets are sent to the CPU, such astraffic sent to control traffic,
SNMP, Telnet, or routing protocols.

[ 78-15165-02
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Examples This example shows how to set the maximum packet size for Gigabit Ethernet ports to 1800 bytes:

Swi tch(config)# systemntu junbo 1800
Switch(config)# exit
Swi t ch# rel oad

You can verify your setting by entering the show system mtu privileged EXEC command.

Related Commands ~ Command Description

Displays the packet size set for Fast Ethernet and Gigabit
Ethernet ports.

show system mtu

i Catalyst 3750 Switch Command Reference
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traceroute mac

Use the traceroute mac privileged EXEC command on the switch stack or on a standalone switch to
display the Layer 2 path taken by the packets from the specified source MAC address to the specified
destination MAC address.

traceroute mac [interface interface-id] { source-mac-address} [interface interface-id]
{ destination-mac-address} [vlan vlian-id] [detail]

Syntax Description

Defaults

interface interface-id (Optional) Specify an interface on the source or destination switch.
source-mac-address Specify the MAC address of the source switch in hexadecimal format.
destination-mac-address  Specify the MAC address of the destination switch in hexadecimal format.
vlan vlan-id (Optional) Specify the VLAN on which to trace the Layer 2 path that the

packets take from the source switch to the destination switch. Valid VLAN
IDs are from 1 to 4094.

detail (Optional) Specify that detailed information appears.

There is no default.

Command Modes Privileged EXEC
Command History Release Modification
12.1(14)EAL This command was first introduced.

Usage Guidelines

The Layer 2 traceroute feature is available on these switches:

» Catalyst 2950 switches running Release 12.1(12c)EA1 or later

» Catalyst 2955 switches running Release 12.1(12c)EA1 or later

» Catalyst 2970 switches running Release 12.1(14)EA1 or later

» Catalyst 3550 switches running Release 12.1(12c)EAL or later

» Catalyst 3750 switches running Release 12.1(14)EAL or later

» Catalyst 4000 switches running Catalyst software Release 6.2 or later for the supervisor engine
- Catalyst 5000 switches running Catalyst software Release 6.1 or later for the supervisor engine
- Catalyst 6000 switches running Catalyst software Release 6.1 or later for the supervisor engine

For Layer 2 traceroute to function properly, Cisco Discovery Protocol (CDP) must be enabled on all the
switches in the network. Do not disable CDP.

When the switch detects adevice in the Layer 2 path that does not support Layer 2 traceroute, the switch
continues to send Layer 2 trace queries and lets them time out.

The maximum number of hops identified in the path is ten.

[ 78-15165-02
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Examples

Layer 2 traceroute supports only unicast traffic. If you specify a multicast source or destination MAC
address, the physical path is not identified, and an error message appears.

Thetraceroute mac command output shows the Layer 2 path when the specified source and destination
addresses belong to the same VLAN. If you specify source and destination addresses that belong to
different VLANS, the Layer 2 path is not identified, and an error message appears.

If the source or destination MAC address belongs to multiple VLANS, you must specify the VLAN to
which both the source and destination MAC addresses belong. If the VLAN is not specified, the path is
not identified, and an error message appears.

The Layer 2 traceroute feature is not supported when multiple devices are attached to one port through
hubs (for example, multiple CDP neighbors are detected on a port). When more than one CDP neighbor
is detected on a port, the Layer 2 path is not identified, and an error message appears.

This feature is not supported in Token Ring VLANS.

This example shows how to display the Layer 2 path by specifying the source and destination MAC
addresses:

Switch# traceroute nmac 0000.0201. 0601 0000. 0201. 0201

Sour ce 0000. 0201. 0601 found on con6[ Ws- C3750-12T] (2.2.6.6)
coné (2.2.6.6) :G0/0/1 =>G0/0/3

cons (2.2.5.5 ) GO0/0/3 => GO/0/1
conl (2.2.1.1 ) GO0/0/1 => GO/0/2
con2 (2.2.2.2 ) GO0/0/2 => GO/0/1

Destination 0000.0201. 0201 found on con2[ Ws- C3550-24] (2.2.2.2)
Layer 2 trace conpleted

This example shows how to display the Layer 2 path by using the detail keyword:

Swi tch# traceroute nmac 0000. 0201. 0601 0000. 0201. 0201 detai |
Sour ce 0000. 0201. 0601 found on con6[ Ws- C3750- 12T] (2.2.6.6)
con6 / W5-C3750-12T / 2.2.6.6 :

G 0/0/2 [auto, auto] => G 0/0/3 [auto, auto]
con5 / WB-C2950G 24-El / 2.2.5.5 :

Fa0/3 [auto, auto] => G O0/1 [auto, auto]
conl / Ws-C3550-12G/ 2.2.1.1 :

G 0/1 [auto, auto] => G 0/2 [auto, auto]
con2 / W5-C3550-24 / 2.2.2.2 :

G 0/2 [auto, auto] => FaO/1 [auto, auto]
Desti nati on 0000. 0201. 0201 found on con2[ Ws- C3550-24] (2.2.2.2)
Layer 2 trace conpl eted.

This example shows how to display the Layer 2 path by specifying the interfaces on the source and
destination switches:

Switch# traceroute mac interface fastethernet0/1 0000.0201. 0601 interface fastethernet0/3
0000. 0201. 0201

Sour ce 0000. 0201. 0601 found on con6[ Ws- C3750- 12T] (2.2.6.6)

con6 (2.2.6.6) :G0/0/1 => GO0/0/3

cons (2.2.5.5 ) GO0/0/3 => GO/0/1
conl (2.2.1.1 ) GO0/0/1 => GO/0/2
con2 (2.2.2.2 ) GO0/0/2 => GO/0/1

Desti nati on 0000.0201. 0201 found on con2[ Ws- C3550-24] (2.2.2.2)
Layer 2 trace conpleted
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This example shows the Layer 2 path when the switch is not connected to the source switch:

Swi tch# traceroute mac 0000. 0201. 0501 0000. 0201. 0201 detai |
Source not directly connected, tracing source .....
Sour ce 0000. 0201. 0501 found on con5[ Ws- C3750- 12T] (2.2.5.5)
con5 / WS-C3750-12T / 2.2.5.5 :

G 0/0/1 [auto, auto] => G 0/0/3 [auto, auto]
conl / Ws-C3550-12G/ 2.2.1.1 :

G 0/1 [auto, auto] => G 0/2 [auto, auto]
con2 / Ws-C3550-24 / 2.2.2.2 :

G 0/2 [auto, auto] => FaO/1 [auto, auto]
Desti nati on 0000.0201. 0201 found on con2[ Ws- C3550-24] (2.2.2.2)
Layer 2 trace conpl eted.

This example shows the Layer 2 path when the switch cannot find the destination port for the source
MAC address:

Switch# traceroute nmac 0000.0011.1111 0000. 0201. 0201
Error: Source Mac address not found.
Layer2 trace aborted.

This example shows the Layer 2 path when the source and destination devices are in different VLANS:

Swi t ch# traceroute nac 0000. 0201. 0601 0000. 0301. 0201
Error: Source and destination nacs are on different vlans.
Layer2 trace aborted.

This example shows the Layer 2 path when the destination MAC address is a multicast address:
Swi tch# traceroute nmac 0000.0201. 0601 0100. 0201. 0201
Invalid destination mac address

This example shows the Layer 2 path when source and destination switches belong to multiple VLANS:

Swi tch# traceroute mac 0000.0201. 0601 0000. 0201. 0201
Error: Mac found on multiple vlans.
Layer2 trace aborted.

Related Commands

Command Description

traceroutemacip  Displaysthe Layer 2 path taken by the packets from the specified source IP
address or hostname to the specified destination | P address or hostname.

[ 78-15165-02
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traceroute mac Ip

Usethetraceroute macip privileged EXEC command on the switch stack or on a standalone switch to
display the Layer 2 path taken by the packets from the specified source |P address or hostname to the
specified destination | P address or hostname.

traceroute mac ip { source-ip-address | source-hostname} { destination-ip-address |
destination-hostname} [detail]

Syntax Description source-ip-address Specify the | P address of the source switch as a 32-bit quantity in
dotted-decimal format.

destination-ip-address Specify the I P address of the destination switch as a 32-bit quantity in
dotted-decimal format.

source-hostname Specify the I P hostname of the source switch.

destination-hostname Specify the | P hostname of the destination switch.

detail (Optional) Specify that detailed information appears.
Defaults There is no default.

Command Modes Privileged EXEC

Command History Release Modification
12.1(14)EAL This command was first introduced.

Usage Guidelines The Layer 2 traceroute feature is available on these switches:

» Catalyst 2950 switches running Release 12.1(12c)EA1 or later

» Catalyst 2955 switches running Release 12.1(12c)EA1 or later

» Catalyst 2970 switches running Release 12.1(14)EA1 or later

» Catalyst 3550 switches running Release 12.1(12c)EAL or later

» Catalyst 3750 switches running Release 12.1(14)EAL or later

» Catalyst 4000 switches running Catalyst software Release 6.2 or later for the supervisor engine
- Catalyst 5000 switches running Catalyst software Release 6.1 or later for the supervisor engine
- Catalyst 6000 switches running Catalyst software Release 6.1 or later for the supervisor engine

For Layer 2 traceroute to function properly, Cisco Discovery Protocol (CDP) must be enabled on all the
switches in the network. Do not disable CDP.

When the switch detects an devicein the Layer 2 path that does not support Layer 2 traceroute, the switch
continues to send Layer 2 trace queries and lets them time out.

The maximum number of hops identified in the path is ten.
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The traceroute mac ip command output shows the Layer 2 path when the specified source and
destination |P addresses are in the same subnet. When you specify the | P addresses, the switch uses
Address Resol ution Protocol (ARP) to associate the | P addresses with the corresponding MAC addresses
and the VLAN IDs.

- If an ARPentry existsfor the specified | P address, the switch uses the associated MAC address and
identifies the physical path.

- If an ARP entry does not exist, the switch sends an ARP query and tries to resolve the |P address.
The IP addresses must be in the same subnet. If the |P address is not resolved, the path is not
identified, and an error message appears.

The Layer 2 traceroute feature is not supported when multiple devices are attached to one port through
hubs (for example, multiple CDP neighbors are detected on a port). When more than one CDP neighbor
is detected on a port, the Layer 2 path is not identified, and an error message appears.

This feature is not supported in Token Ring VLANS.

This example shows how to display the Layer 2 path by specifying the source and destination IP
addresses and by using the detail keyword:

Switch# traceroute mac ip 2.2.66.66 2.2.22.22 detail
Translating IPto mac .....
2.2.66.66 => 0000.0201. 0601
2.2.22.22 => 0000.0201. 0201

Sour ce 0000. 0201. 0601 found on con6[ Ws- C2950G- 24-El] (2.2.6.6)
con6 / W5-C3750-12T / 2.2.6.6 :
G 0/0/1 [auto, auto] => G 0/0/3 [auto, auto]
con5 / WB-C2950G 24-El / 2.2.5.5 :
Fa0/3 [auto, auto] => G 0O/1 [auto, auto]
conl / W5-C3550-12G/ 2.2.1.1 :
G 0/1 [auto, auto] => G 0/2 [auto, auto]
con2 /| W5-C3550-24 / 2.2.2.2 :
G 0/2 [auto, auto] => FaO/1 [auto, auto]
Desti nati on 0000. 0201. 0201 found on con2[ Ws- C3550-24] (2.2.2.2)
Layer 2 trace conpl eted.

This example shows how to display the Layer 2 path by specifying the source and destination hostnames:

Swi tch# traceroute nmac ip con6 con2
Translating IPto mac .....
2.2.66.66 => 0000.0201. 0601
2.2.22.22 => 0000.0201. 0201

Sour ce 0000. 0201. 0601 found on con6

con6 (2.2.6.6) :G0/0/1 =>G0/0/3

conb (2.2.5.5 ) G0/0/3 =>G0/1
conl (2.2.1.1 ) G0/0/1 =>G0/2
con2 (2.2.2.2 ) G 0/0/2 => Fa0/1
Desti nati on 0000.0201. 0201 found on con2

Layer 2 trace conpleted

This example shows the Layer 2 path when ARP cannot associate the source |P address with the
corresponding MAC address:
Switch# traceroute mac ip 2.2.66.66 2.2.77.77

Arp failed for destination 2.2.77.77.
Layer2 trace aborted.

[ 78-15165-02
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Related Commands ~ Command Description

traceroute mac Displays the Layer 2 path taken by the packets from the specified source MAC
address to the specified destination MAC address.
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trust

Usethetrust policy-map class configuration command on the switch stack or on a standalone switch to
define atrust state for traffic classified through the class policy-map configuration or the class-map
global configuration command. Use the no form of this command to return to the default setting.

trust [cos | dscp | ip-precedence]

no trust [cos | dscp | ip-precedence]

Syntax Description cos (Optional) Classify an ingress packet by using the packet class of service (CoS)
value. For an untagged packet, the port default CoS value is used.
dscp (Optional) Classify an ingress packet by using the packet Differentiated Services

Code Point (DSCP) values (most significant 6 bits of 8-bit service-type field). For
anon-1P packet, the packet CoS value is used if the packet istagged. If the packet
is untagged, the default port CoS value is used to map CoS to DSCP.

ip-precedence (Optional) Classify an ingress packet by using the packet | P-precedence value
(most significant 3 bits of 8-bit service-typefield). For anon-IP packet, the packet
CoSvalueisused if the packet istagged. If the packet is untagged, the port default
CoSvalueis used to map CoS to DSCP.

Defaults The action is not trusted. If no keyword is specified when the command is entered, the default is dscp.
Command Modes Policy-map class configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines Use this command to distinguish the quality of service (QoS) trust behavior for certain traffic from other

traffic. For example, incoming traffic with certain DSCP values can be trusted. You can configure aclass
map to match and trust the DSCP values in the incoming traffic.

Trust values set with this command supersede trust values set with the mls gos trust interface
configuration command.

Thetrust command is mutually exclusive with set policy-map class configuration command within the
same policy map.

If you specify trust cos, QoS uses the received or default port CoS value and the CoS-to-DSCP map to
generate a DSCP value for the packet.

If you specify trust dscp, QoS usesthe DSCP value from the ingress packet. For non-1P packetsthat are
tagged, QoS usesthe received CoS value; for non-1P packetsthat are untagged, QoS uses the default port
CoS value. In either case, the DSCP value for the packet is derived from the CoS-to-DSCP map.
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If you specify trust ip-precedence, QoS uses the IP precedence value from the ingress packet and the
| P-precedence-to-DSCP map. For non-1P packets that are tagged, QoS uses the received CoS value; for
non-1P packets that are untagged, QoS uses the default port CoS value. In either case, the DSCP for the
packet is derived from the CoS-to-DSCP map.
To return to policy-map configuration mode, use the exit command. To return to privileged EXEC mode,
use the end command.

Examples This example shows how to define a port trust state to trust incoming DSCP values for traffic classified
with classl:
Swi tch(config)# policy-map policyl
Swi t ch(config-pmap)# cl ass cl assl
Swi tch(config-pmap-c)# trust dscp
Swi t ch(confi g- pmap-c)# police 1000000 20000 exceed-action policed-dscp-transmt
Swi t ch(config-pmap-c)# exit
You can verify your settings by entering the show policy-map privileged EXEC command.

Related Commands ~ Command Description

class Defines atraffic classification match criteria (through the police, set,
and trust policy-map class configuration commands) for the
specified class-map name.

police Defines a policer for classified traffic.

policy-map Creates or modifies a policy map that can be attached to multiple
interfaces to specify a service policy.

set Classifies IP traffic by setting aDSCP or |P-precedence value in the
packet.

show policy-map Displays QoS policy maps.

Catalyst 3750 Switch Command Reference
m. 78-15165-02 |



| Chapter2 Cisco I0S Commands

udld (global configuration)

udld (global configuration)

Use the udld global configuration command on the switch stack or on a standalone switch to enable
aggressive or normal mode in the UniDirectional Link Detection (UDLD) and to set the configurable
message timer time. Use the no form of the command to disable aggressive or norma mode UDLD on
all fiber-optic ports.

udld { aggressive | enable | message time message-timer-interval}

no udld {aggressive | enable | message}

Syntax Description

Defaults

Command Modes

aggressive Enable UDLD in aggressive mode on all fiber-optic interfaces.
enable Enable UDLD in normal mode on all fiber-optic interfaces.
message time Configure the period of time between UDLD probe messages on ports that

message-timer-interval  are in the advertisement phase and are determined to be bidirectional. The
rangeis 7 to 90 seconds.

UDLD isdisabled on all interfaces.
The message timer is set at 60 seconds.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

In normal mode, if UDLD isin the advertisement or in the detection phase and all the neighbor cache
entries are aged out, UDLD restarts the link-up sequence to try to resynchronize with any potentially
out-of-sync neighbors.

If you enabl e aggressive mode, when all the neighbors of aport have aged out either in the advertisement
or in the detection phase, UDLD restarts the link-up sequence to resynchronize with any potentially
out-of-sync neighbor. UDL D shuts down the port if, after the fast train of messages, thelink state is still
undetermined. Use aggressive mode on point-to-point links where no failure between two neighborsis
allowed. In this situation, UDLD probe packets can be considered as a heart beat whose presence
guarantees the health of the link. Conversely, the link must be shut down if it is not possible to
re-establish a bidirectional link.

If you change the message time between probe packets, you are making a trade-off between the detection
speed and the CPU |oad. By decreasing the time, you can make the detection-response faster but increase
the load on the CPU.

This command affects fiber-optic interfaces only. Use the udld interface configuration command to
enable UDLD on other interface types.

[ 78-15165-02
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Examples This example shows how to enable UDLD on all fiber-optic interfaces:
Swi tch(config)# udld enabl e

You can verify your setting by entering the show udld privileged EXEC command.

Related Commands ~ Command Description

show udld Displays UDLD administrative and operational status for all ports
or the specified port.

udld (interface configuration) Enables UDLD on an individual interface or prevents a fiber-optic
interface from being enabled by the udld global configuration
command.

udld reset Resets all interfaces shut down by UDLD and permits traffic to
again pass through.
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udld (interface configuration)

Use the udld interface configuration command on the switch stack or on astandalone switch to enable the
UniDirectional Link Detection (UDLD) on anindividual interface or prevent afiber-opticinterface from
being enabled by the udld global configuration command. Use the no form of this command to return to
the udld global configuration command setting or to disable UDLD if entered on a nonfiber-optic port.

udld port {aggressive | disable}

no udld port {aggressive | disable}

Syntax Description

Defaults

Command Modes

aggressive Enable UDLD in aggressive mode on the specified interface.

disable Disable UDLD on the specified interface. This keyword applies only to
fiber-optic interfaces.

enable Enable UDLD in normal mode on the specified interface.

On fiber-optic interfaces, UDLD is not enabled, in aggressive mode, or disabled. For this reason,
fiber-optic interfaces enable UDL D according to the state of the udld enable or udld aggressive global
configuration command.

On nonfiber-optic interfaces, UDLD is disabled.

Interface configuration

Command History

Usage Guidelines

Release Modification

12.1(11)AX This command was first introduced.

A UDLD-capable port cannot detect aunidirectional link if it is connected to a UDL D-incapable port of
another switch.

In normal mode, if UDLD isin the advertisement or in the detection phase and all the neighbor cache
entries are aged out, UDLD restarts the link-up sequence to try to resynchronize with any potentially
out-of-sync neighbors.

If you enable aggressive mode, after all the neighbors of a port have aged out either in the adverti sement
or in the detection phase, UDLD restarts the link-up sequence to resynchronize with any potentially
out-of-sync neighbor. UDLD disables the port if, after the fast train of messages, the link state is still
undetermined. Use aggressive mode on point-to-point links where no failure between two neighborsis
allowed. In this situation, UDLD probe packets can be considered as a heart beat whose presence
guarantees the health of the link. Conversely, the loss of the heart beat that the link must be shut down
if it is not possible to re-establish a bidirectional link.

Use the no udld enable command on fiber-optic ports to return control of UDLD to the udld enable
global configuration command or to disable UDLD on nonfiber-optic ports.

[ 78-15165-02
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Usethe udld aggressive command on fiber-optic portsto override the setting of the udld enable or udld
aggressive global configuration command. Use the no form on fiber-optic ports to remove this setting
and to return control of UDLD enabling to the udld global configuration command or to disable UDLD
on nonfiber-optic ports.

The disable keyword is supported on fiber-optic ports only. Use the no form of this command to remove
this setting and to return control of UDLD to the udld global configuration command.

If the switch software detects a GBIC module change and the port changes from fiber optic to nonfiber
optic or vice versa, all configurations are maintained.

Examples This example shows how to enable UDLD on an port 11 of stack member 6:
Swi tch(config)# interface gigabitethernet6/0/11
Switch(config-if)# udld enable
This example shows how to disable UDLD on a fiber-optic interface despite the setting of the udld
global configuration command:
Swi tch(config)# interface gigabitethernet6/0/11
Switch(config-if)# udld disable

You can verify your settings by entering the show running-config or the show udld interface privileged

EXEC command.
Related Commands ~ Command Description
show running-config Displays the running configuration on the switch. For syntax

information, select Cisco | OS Configuration Fundamentals Command
Referencefor Release 12.1 > Cisco | OSFile M anagement Commands
> Configuration File Commands.

show udld Displays UDLD administrative and operational status for all ports or
the specified port.

udld (global configuration) Enablesaggressive or normal modein UDLD or sets the configurable
message timer time.

udld reset Resets all interfaces shut down by UDLD and permits traffic to again
pass through.
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Syntax Description

udld reset

Usetheudld reset privileged EXEC command to reset all interfaces disabled by the UniDirectional Link
Detection (UDLD) and permit traffic to begin passing through them again (though other features, such
as spanning tree, Port Aggregation Protocol (PAgP), and Dynamic Trunking Protocol (DTP) still have
their normal effects, if enabled).

udld reset

This command has no arguments or keywords.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Examples

If the interface configuration is still enabled for UDLD, these ports begin to run UDLD again and are
disabled for the same reason if the problem has not been corrected.

This example shows how to reset all interfaces disabled by UDLD:

Swi tch# udld reset
1 ports shutdown by UDLD were reset.

You can verify your setting by entering the show udld privileged EXEC command.

Related Commands

Command Description

show running-config Displays the running configuration on the switch. For syntax
information, select Cisco | OS Configuration Fundamentals Command
Referencefor Release 12.1 > Cisco | OS File Management Commands
> Configuration File Commands.

show udld Displays UDLD administrative and operational status for all ports or
the specified port.

udld (global configuration) Enables aggressive or normal mode in UDLD or sets the configurable
message timer time.

udld (interface Enables UDLD on an individual interface or prevents a fiber-optic
configuration) interface from being enabled by the udld global configuration
command.

[ 78-15165-02
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vlan (global configuration)

Use the vlan global configuration command on the switch stack or on a standalone switch to add a
VLAN and to enter the config-vlan mode. Use the no form of this command to delete the VLAN.
Configuration information for normal-range VLANs (VLAN IDs 1 to 1005) is always saved in the
VLAN database. When VLAN Trunking Protocol (VTP) mode is transparent, you can create
extended-range VLANSs (VLAN IDs greater than 1005), and the VTP mode, domain name, and the
VLAN configuration are saved in the switch running configuration file. You can save configurationsin
the switch startup configuration file by entering the copy running-config startup-config privileged
EXEC command.

vlan vlan-id

no vlan vlan-id

Syntax Description

Defaults

Command Modes

vlan-id ID of the VLAN to be added and configured. For vian-id, therangeis 1 to 4094. You
can enter asingle VLAN ID, aseriesof VLAN IDs separated by commas, or arange
of VLAN IDs separated by hyphens.

This command has no default settings.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

You must usethe vlan vlian-id global configuration command to add extended-range VLANsS(VLAN IDs
1006 to 4094). Before configuring VLANS in the extended range, you must use the vtp transparent
global configuration or VLAN configuration command to put the switch in VTP transparent mode.
Extended-range VLANsare not learned by VTP and are not added to the VL AN database, but when VTP
mode istransparent, VTP mode and domain name and all VLAN configurations are saved in the running
configuration, and you can save them in the switch startup configuration file.

When you savethe VLAN and VTP configurationsin the startup configuration file and reboot the switch,
the configuration is determined in these ways:

« If both the VLAN database and the configuration file show the VTP mode as transparent and the
VTP domain names match, the VLAN database isignored. The VTP and VLAN configurationsin
the startup configuration file are used. The VLAN database revision number remains unchanged in
the VLAN database.

« If the VTP modeis server, or if the startup VTP mode or domain names do not match the VLAN
database, the VTP mode and the VLAN configuration for the first 1005 VLANs use the VLAN
database information.

If youtry to create an extended-range VL AN when the switchisnot in VTP transparent mode, the VLAN
is rejected, and you receive an error message.
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If you enter an invalid VLAN ID, you receive an error message and do not enter config-vlan mode.

Entering the vlan command with aVLAN ID enables config-vlan mode. When you enter the VLAN 1D
of an existing VLAN, you do not create a new VLAN, but you can modify VLAN parameters for that
VLAN. The specified VLANSs are added or modified when you exit the config-vian mode. Only the
shutdown command (for VLANSs 1 to 1005) takes effect immediately.

These configuration commands are availablein config-vlian mode. The no form of each command returns
the characteristic to its default state.

Note  Although all commandsare visible, the only config-vlan command supported on extended-range VLANS
is mtu mtu-size. For extended-range VLANS, al other characteristics must remain at the default state.

« are are-number: defines the maximum number of all-routes explorer (ARE) hops for this VLAN.
This keyword applies only to TrCRF VLANs.Therangeis0to 13. The default is 7. If no valueis
entered, 0 is assumed to be the maximum.

» backupcrf: specifies the backup CRF mode. This keyword applies only to TrCRF VLANS.
— enable backup CRF mode for this VLAN.
— disable backup CRF mode for this VLAN (the default).

- bridge {bridge-number| type}: specifies the logical distributed source-routing bridge, the bridge
that interconnects all logical rings having this VLAN as a parent VLAN in FDDI-NET, Token
Ring-NET, and TrBRF VLANS. Therange is 0 to 15. The default bridge number is 0 (no
source-routing bridge) for FDDI-NET, TrBRF, and Token Ring-NET VLANS. The type keyword
applies only to TrCRF VLANSs and is one of these:

— srb (source-route bridging)
— srt (source-route transparent) bridging VLAN

» exit: applieschanges, incrementsthe VLAN database revision number (VLANs 1to 1005 only), and
exits config-vlan mode.

» media: definesthe VLAN mediatype. See Table 2-28 for valid commands and syntax for different
media types.

2

Note  The switch supports only Ethernet ports. You configure only FDDI and Token Ring
media-specific characteristics for VLAN Trunking Protocol (VTP) global advertisements to
other switches. These VLANSs are locally suspended.

— ethernet is Ethernet media type (the default).
— fddi is FDDI mediatype.
— fd-net isFDDI network entity title (NET) mediatype.

— tokenring is Token Ring mediatypeif the VTP v2 modeis disabled, or TrCRF if the VTP
version 2 (v) mode is enabled.

— tr-net is Token Ring network entity title (NET) mediatype if the VTP v2 mode is disabled or
TrBRF mediatypeif the VTP v2 mode is enabled.

» mtu mtu-size: specifies the maximum transmission unit (MTU) (packet size in bytes). Therangeis
1500 to 18190. The default is 1500 bytes.
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N

namevlan-name: namesthe VLAN with an ASCI|I string from 1 to 32 charactersthat must be unique
within the administrative domain. The default is VLANxxxx where xxxx represents four numeric
digits (including leading zeros) equal to the VLAN ID number.

no: negates a command or returns it to the default setting.

parent parent-vlian-id: specifies the parent VLAN of an existing FDDI, Token Ring, or TrCRF
VLAN. This parameter identifies the TrBRF to which a TrCRF belongs and is required when
defining a TrCRF. The range is 0 to 1005. The default parent VLAN ID is 0 (no parent VLAN) for
FDDI and Token Ring VLANS. For both Token Ring and TrCRF VLANS, the parent VLAN ID must
already exist in the database and be associated with a Token Ring-NET or TrBRF VLAN.

Note Though visible in the command-line interface, the private-vlan command is not supported.

remote-span: configure the VLAN as a Remote SPAN (RSPAN) VLAN. When the RSPAN feature
is added to an existing VLAN, the VLAN isfirst deleted and is then recreated with the RSPAN
feature. Any access ports are deactivated until the RSPAN featureisremoved. If VTPisenabled, the
new RSPAN VLAN is propagated by VTP for VLAN-IDs that are lower than 1024. Learning is
disabled on the VLAN. See the remote-span command for more information.

ring ring-number: definesthe logical ring for an FDDI, Token Ring, or TTCRF VLAN. Therangeis
1to 4095. The default for Token Ring VLANsis 0. For FDDI VLANS, there is no default.

said said-value: specifiesthe security association identifier (SAID) as documented in |EEE 802.10.
Therangeis 1 to 4294967294, and the number must be unique within the administrative domain.
The default value is 100000 plus the VLAN ID number.

shutdown: shuts down VLAN switching on the VLAN. This command takes effect immediately.
Other commands take effect when you exit config-vian mode.

state: specifiesthe VLAN state:
— active meansthe VLAN is operational (the default).
— suspend means the VLAN is suspended. Suspended VLANS do not pass packets.

ste ste-number: defines the maximum number of spanning-tree explorer (STE) hops. This keyword
applies only to TrCRF VLANS. Therangeis0to 13. The defaultis 7.

stp type: defines the spanning-tree type for FDDI-NET, Token Ring-NET, or TrBRF VLANS. For
FDDI-NET VLANS, the default STP type isieee. For Token Ring-NET VLANS, the default STP
typeisibm. For FDDI and Token Ring VLANS, the default is no type specified.

— ieeefor |IEEE Ethernet STP running source-route transparent (SRT) bridging.
— ibm for IBM STP running source-route bridging (SRB).

— auto for STP running a combination of source-route transparent bridging (IEEE) and
source-route bridging (IBM).

tb-vlanl th-vlanl-id and tb-vlan2 tb-vlan2-id: specifies the first and second VLAN to which this
VLAN istranslationally bridged. Translational VLANSs translate FDDI or Token Ring to Ethernet,
for example. The rangeis 0 to 1005. If no valueis specified, O (no transitional bridging) is assumed.
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Table 2-28 Valid Commands and Syntax for Different Media Types

Media Type Valid Syntax

Ethernet name vlan-name, media ether net, state { suspend | active}, said said-value, mtu
mtu-size, remote-span, tb-vlanl tb-vlanl-id, tb-vlian2 tb-vlan2-id

FDDI name vlan-name, media fddi, state { suspend | active}, said said-value,
mtu mtu-size, ring ring-number, parent parent-vlan-id, th-vliani th-vlani-id,
tb-vlan2 tb-vlan2-id

FDDI-NET name vlan-name, media fd-net, state { suspend | active}, said said-value, mtu
mtu-size, bridge bridge-number, stp type{ieee|ibm | auto}, tb-vlanltb-vlanl-id,
tb-vlan2 tb-vlan2-id
If VTP v2 mode is disabled, do not set the stp type to auto.

Token Ring VTP v1 modeis enabled.
name vlan-name, media tokenring, state { suspend | active}, said said-value,
mtu mtu-size, ring ring-number, parent parent-vlan-id, tb-vlianl tb-viani-id,
tb-vlan2 tb-vian2-id

Token Ring VTP v2 modeis enabled.

colnce:trattc_)r name vlan-name, media tokenring, state { suspend | active}, said said-value,

E‘?’rac):/RlL:J;]C on mtu mtu-size, ring ring-number, parent parent-vian-id, bridge type {srb | srt},

are are-number, ste ste-number, backupcrf { enable | disable},
tb-vlanl tb-vlanl-id, tb-vlan2 tb-vian2-id

Token Ring-NET

VTP v1 modeis enabled.

name vlan-name, media tr-net, state { suspend | active}, said said-value,

mtu mtu-size, bridge bridge-number, stp type{ieee|ibm}, tb-vlanl tb-viani-id,
tb-vlan2 tb-vian2-id

Token Ring
bridge relay
function (TrBRF)

VTP v2 modeis enabled.

name vlan-name, media tr-net, state { suspend | active}, said said-value,
mtu mtu-size, bridge bridge-number, stp type{ieee |ibm | auto},
tb-vlanl tb-vlanl-id, tb-vlan2 tb-vian2-id

[ 78-15165-02
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Examples

Table 2-29 describes the rules for configuring VLANS.

Table 2-29 VLAN Configuration Rules

Configuration

Rule

VTP v2 modeis enabled, and you
are configuring a TrCRF VLAN
media type.

Specify aparent VLAN ID of a TrBRF that already exists in the
database.

Specify aring number. Do not leave this field blank.

Specify unique ring numbers when TrCRF VLANS have the same
parent VLAN ID. Only one backup concentrator relay function
(CRF) can be enabled.

VTP v2 modeis enabled, and you
areconfiguring VLANSsother than
TrCRF media type.

Do not specify a backup CRF.

VTP v2 modeis enabled, and you
are configuring a TrBRF VLAN
media type.

Specify a bridge number. Do not leave thisfield blank.

VTP v1 mode is enabled.

No VLAN can have an STP type set to auto.

Thisrule applies to Ethernet, FDDI, FDDI-NET, Token Ring, and
Token Ring-NET VLANSs.

Add aVLAN that requires
translational bridging (values are
not set to zero).

The translational bridging VLAN IDs that are used must already
exist in the database.

The translational bridging VLAN IDs that a configuration points
to must also contain a pointer to the original VLAN in one of the
translational bridging parameters (for example, Ethernet pointsto
FDDI, and FDDI points to Ethernet).

The translational bridging VLAN IDs that a configuration points
to must be different media types than the original VLAN (for
example, Ethernet can point to Token Ring).

If both translational bridging VLAN IDs are configured, these
VLANSs must be different media types (for example, Ethernet can
point to FDDI and Token Ring).

This example shows how to add an Ethernet VL AN with default media characteristics. The default
includes avian-name of VLANXxxx, where xxxx represents four numeric digits (including leading zeros)
equal to the VLAN ID number. The default media option is ether net; the state option is active. The
default said-value variable is 100000 plus the VLAN ID; the mtu-size variable is 1500; the stp-type
option isieee. When you enter the exit config-vlan configuration command, the VLAN isadded if it did
not already exist; otherwise, this command does nothing.

This example shows how to create anew VLAN with all default characteristics and enter config-vian

mode:

Swi tch(config)# vlan 200
Swi tch(config-vlan)# exit
Swi tch(config)#
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This example shows how to create a new extended-range VLAN with all the default characteristics, to
enter config-vlan mode, and to save the new VLAN in the switch startup configuration file:
Switch(config)# vtp node transparent

Swi tch(config)# vlan 2000

Swi t ch(config-vlan)# end

Swi t ch# copy running-config startup config

You can verify your setting by entering the show vlan privileged EXEC command.

Related Commands =~ Command Description
show running-config vian Displaysall or arange of VLAN-related configurations on the switch.
show vlan Displays the parameters for all configured VLANSs or one VLAN (if the
VLAN ID or name is specified) in the administrative domain.
vlan (VLAN Configures normal-range VLANs in the VLAN database.

configuration)
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Usethevlan VLAN configuration command on the switch stack or on a standalone switch to configure
VLAN characteristics for anormal-range VLAN (VLAN IDs 1 to 1005) in the VLAN database. You
access VLAN configuration mode by entering the vian database privileged EXEC command. Use the
no form of this command without additional parameters to delete a VLAN. Use the no form with
parameters to change its configured characteristics.

vlan vlan-id [are are-number] [backupcrf {enable | disable}] [bridge bridge-number |
type {srb | srt}] [media {ethernet | fddi | fdi-net | tokenring | tr-net}] [mtu mtu-size]
[name vlan-name] [parent parent-vlan-id] [ring ring-number] [said said-value]
[state {suspend | active}] [ste ste-number] [stp type{ieee|ibm | auto}]
[tb-vlanl tb-vianl-id] [tb-vlan2 tb-vlan2-id]

no vlan vlan-id [are are-number] [backupcrf {enable | disable}] [bridge bridge-number |
type{srb | srt}] [media {ethernet | fddi | fdi-net | tokenring | tr-net}] [mtu mtu-size]
[name vlan-name] [parent parent-vian-id] [ring ring-number] [said said-value]
[state {suspend | active}] [ste ste-number] [stp type{ieee|ibm | auto}]
[tb-vlanl tb-vianl-id] [tb-vlan2 tb-vlan2-id]

Extended-range VLANSs (with VLAN IDs from 1006 to 4094) cannot be added or modified by using
these commands. To add extended-range VLANS, usethevlan (global configuration) command to enter
config-vlan mode.

Note  The switch supports only Ethernet ports. You configure only FDDI and Token Ring media-specific
characteristics for VLAN Trunking Protocol (VTP) global advertisements to other switches. These
VLANSs are locally suspended.

Syntax Description vlan-id ID of the configured VLAN. Therangeis 1 to 1005 and must be unique
within the administrative domain. Do not enter leading zeros.
are are-number (Optional) Specify the maximum number of all-routes explorer (ARE)

hopsfor thisVLAN. Thiskeyword appliesonly to TrCRF VLANS. The
rangeis0to 13. If novalueisentered, 0 isassumed to be the maximum.

backupcrf{enable|disable} (Optional) Specify the backup CRF mode. This keyword applies only
to TrCRF VLANS.

« enable backup CRF mode for this VLAN.

- disable backup CRF mode for this VLAN.

bridge bridge-number| (Optional) Specify the logical distributed source-routing bridge, the
type{srb|srt} bridgethat interconnectsall logical ringshaving thisVLAN asaparent
VLAN in FDDI-NET, Token Ring-NET, and TrBRF VLANS.

Therangeis0to 15.

The type keyword applies only to TrCRF VLANSs and is one of these:
» srb (source-route bridging)

- srt (source-route transparent) bridging VLAN
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media { ethernet | fddi | (Optional) Specify the VLAN mediatype. Table 2-30 lists the valid
fd-net | tokenring | tr-net}  syntax for each media type.

« ethernet is Ethernet mediatype (the default).
- fddi is FDDI mediatype.
- fd-net is FDDI network entity title (NET) media type.

- tokenring is Token Ring mediatype if the VTP v2 modeis
disabled, or TrCRF if the VTP v2 mode is enabled.

« tr-net is Token Ring network entity title (NET) mediatype if the
VTPv2 modeisdisabled or TrBRF mediatypeif the VTP v2 mode

is enabled.
mtu mtu-size (Optional) Specify the maximum transmission unit (MTU) (packet size
in bytes). The range is 1500 to 18190.
name vlan-name (Optional) Specify the VLAN name, an ASCI|I string from 1 to 32
characters that must be unique within the administrative domain.
parent parent-vlan-id (Optional) Specify the parent VLAN of an existing FDDI, Token Ring,

or TrCRF VLAN. This parameter identifies the TrBRF to which a
TrCRF belongs and is required when defining a TrCRF. Therangeis0

to 1005.

ring ring-number (Optional) Specify thelogical ring for an FDDI, Token Ring, or TrCRF
VLAN. Therangeis 1 to 4095.

said said-value (Optional) Enter the security association identifier (SAID) as

documented in IEEE 802.10. Therange is 1 to 4294967294, and the
number must be unique within the administrative domain.

state { suspend | active} (Optional) Specify the VLAN state:
- |If active, the VLAN is operational.

» If suspend, the VLAN is suspended. Suspended VLANS do not
pass packets.

ste ste-number (Optional) Specify the maximum number of spanning-tree explorer
(STE) hops. This keyword applies only to TrCRF VLANS. The range
isOto13.

stp type{ieee|ibm |auto}  (Optional) Specify the spanning-tree type for FDDI-NET, Token
Ring-NET, or TrBRF VLAN.

- ieeefor |IEEE Ethernet STP running source-route transparent
(SRT) bridging.

« ibm for IBM STP running source-route bridging (SRB).

« auto for STP running a combination of source-route transparent
bridging (IEEE) and source-route bridging (IBM).

tb-vlanl tb-vlanl-id (Optional) Specify the first and second VLAN to which this VLAN is
: translationally bridged. Translational VLANstranslate FDDI or Token
d tb-vlan2 tb-vian2-id
an vian vians Ring to Ethernet, for example. Therangeis0to 1005. Zero is assumed
if no value is specified.

Table 2-30 shows the valid syntax options for different media types.
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Table 2-30 Valid Syntax for Different Media Types

Media Type Valid Syntax
Ethernet vlan vlan-id [name vlan-name] media ethernet [state { suspend | active} ]
[said said-value] [mtu mtu-size] [tb-vlianl tb-vlanl-id] [tb-vlan2 tb-vian2-id]
FDDI vlan vlan-id [name vlan-name] media fddi [state {suspend | active}]
[said said-value] [mtu mtu-size] [ring ring-number] [parent parent-vlian-id]
[tb-vlanl tb-vlanl-id] [tb-vlan2 tb-vlan2-id]
FDDI-NET vlan vlan-id [name vlan-name] media fd-net [state { suspend | active} ]
[said said-value] [mtu mtu-size] [bridge bridge-number]
[stp type{ieee|ibm | auto}] [tb-vlanl th-vlanl-id] [tb-vlan2 tb-vian2-id]
If VTP v2 mode is disabled, do not set the stp type to auto.
Token Ring VTP v1 modeis enabled.
vlan vlan-id [name vlan-name] media tokenring [state { suspend | active}]
[said said-value] [mtu mtu-size] [ring ring-number] [parent parent-vlian-id]
[tb-vlanl tb-vlanl-id] [tb-vlan2 tb-vlan2-id]
Token Ring VTP v2 modeis enabled.
colncefmratc_)r vlan vlan-id [name vlan-name] media tokenring [state {suspend | active}]
r_?_ ac):/Rgnctlon [said said-value] [mtu mtu-size] [ring ring-number] [parent parent-vlian-id]
(Tr ) [bridgetype{srb | srt}] [are are-number] [ste ste-number]
[backupcrf {enable | disable}] [thb-vlanl th-vlanl-id] [tb-vlan2 tb-vlan2-id]
Token Ring-NET |VTP v1 mode is enabled.
vlan vlan-id [name vlan-name] media tr-net [state { suspend | active}]
[said said-value] [mtu mtu-size] [bridge bridge-number]
[stp type {ieee |ibm}] [tb-vlanl tb-vlan1-id] [tb-vlan2 tb-vian2-id]
Token Ring VTP v2 modeis enabled.
]E)ndg_e rel?l'yBRF vlan vlan-id [name vlan-name] media tr-net [state {suspend | active}]
unction (Tr ) [said said-value] [mtu mtu-size] [bridge bridge-number]
[stp type{ieee|ibm | auto}] [tb-vlanl th-vlanl-id] [tb-vlan2 tb-vian2-id]

Table 2-31 describes the rules for configuring VLANS.

Table 2-31 VLAN Configuration Rules

Configuration Rule
VTPv2 modeisenabled, and you |Specify aparent VLAN ID of a TrBRF that already existsin the
are configuring a TrCRF VLAN  |database.

media type.

Specify aring number. Do not leave this field blank.

Specify unique ring numbers when TrCRF VLANS have the same
parent VLAN ID. Only one backup concentrator relay function
(CRF) can be enabled.

VTP vVv2 modeis enabled, and you
are configuring VL ANsother than

TrCRF media type.

Do not specify a backup CRF.
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Table 2-31 VLAN Configuration Rules (continued)

Configuration Rule

VTP Vv2 modeisenabled, and you |Specify a bridge number. Do not leave this field blank.
are configuring a TrBRF VLAN
media type.

VTP vl modeis enabled. No VLAN can have an STP type set to auto.

Thisrule applies to Ethernet, FDDI, FDDI-NET, Token Ring, and
Token Ring-NET VLANS.

Add aVLAN that requires The translational bridging VLAN IDs that are used must already
translational bridging (values are |exist in the database.

not set to zera). The translational bridging VLAN IDs that a configuration points
to must also contain a pointer to the original VLAN in one of the
translational bridging parameters (for example, Ethernet pointsto
FDDI, and FDDI points to Ethernet).

The translational bridging VLAN IDs that a configuration points
to must be different media types than the original VLAN (for
example, Ethernet can point to Token Ring).

If both translational bridging VLAN IDs are configured, these
VLANSs must be different media types (for example, Ethernet can
point to FDDI and Token Ring).

The ARE valueis 7.
Backup CRF is disabled.

The bridge number is 0 (no source-routing bridge) for FDDI-NET, TrBRF, and Token Ring-NET
VLANS.

The media typeis ethernet.
The default mtu size is 1500 bytes.

The vian-name variable is VLANxxxx, where xxxx represents four numeric digits (including leading
zeros) equal to the VLAN ID number.

The parent VLAN ID is 0 (no parent VLAN) for FDDI and Token Ring VLANS. For TrCRF VLANS,
you must specify a parent VLAN ID. For both Token Ring and TrCRF VLANS, the parent VLAN ID
must already exist in the database and be associated with a Token Ring-NET or TrBRF VLAN.

The ring number for Token Ring VLANsis 0. For FDDI VLANS, there is no default.
The said value is 100000 plus the VLAN ID.

The state is active.

The STE valueis 7.

The STP typeisieee for FDDI-NET and ibm for Token Ring-NET VLANSs. For FDDI and Token Ring
VLANS, the default is no type specified.

The tb-vlanl-id and tb-vlian2-id variables are zero (no translational bridging).

VLAN configuration

[ 78-15165-02
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Command History Release Modification

12.1(11)AX This command was first introduced.

Usage Guidelines You can only use this command mode for configuring normal-range VLANS, that is, VLAN IDs 1 to
1005.

~

Note  To configure extended-range VLANs (VLAN IDs 1006 to 4094), use the vlan global configuration
command.

VLAN configuration is always saved in the VLAN database. If VTP modeistransparent, it is also saved
in the switch running configuration file, along with the VTP mode and domain name. You can then save
it in the switch startup configuration file by using the copy running-config startup-config privileged
EXEC command.

When you save VLAN and VTP configuration in the startup configuration file and reboot the switch, the
configuration is determined in these ways:

If both the VLAN database and the configuration file show the VTP mode as transparent and the
VTP domain names match, the VLAN database isignored. The VTP and VLAN configurationsin
the startup configuration file are used. The VLAN database revision number remains unchanged in
the VLAN database.

If the VTP mode is server, or if the startup VTP mode or domain names do not match the VLAN
database, the VTP mode and the VLAN configuration for the first 1005 VLANsuse VLAN database
information.

The following are the results of using the no vian commands;

When the no vlan vlan-id form is used, the VLAN is deleted. Deleting VLANSs automatically resets
to zero any other parent VLANS and translational bridging parameters that refer to the deleted
VLAN.

When the no vlan vlan-id bridge form is used, the VLAN source-routing bridge number returns to
the default (0). Thevlan vlian-id bridge command isused only for FDDI-NET and Token Ring-NET
VLANs and isignored in other VLAN types.

When the no vlan vlan-id media form is used, the media type returns to the default (ether net).
Changing the VLAN mediatype (including the no form) resetsthe VLAN MTU to the default MTU
for thetype (unlessthe mtu keyword is also present in the command). It also resetsthe VL AN parent
and translational bridging VLAN to the default (unless the parent, tb-vlanl, or tb-vlian2 are also
present in the command).

When the no vlan vlan-id mtu formisused, the VLAN MTU returnsto the default for the applicable
VLAN mediatype. You can also modify the MTU by using the media keyword.

When the no vlan vlan-id name vlan-name form is used, the VLAN name returns to the default
name (VLANXxxxx, where xxxx represent four numeric digits [including leading zeros] equal to the
VLAN ID number).

When the no vlan vlan-id parent form is used, the parent VLAN returns to the default (0). The
parent VLAN resets to the default if the parent VLAN is deleted or if the media keyword changes
the VLAN type or the VLAN type of the parent VLAN.

When the no vlan vlan-id ring form is used, the VLAN logical ring number returns to the default

(0).
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«  When the no vlan vlan-id said form is used, the VLAN SAID returns to the default (100,000 plus
the VLAN ID).

« When the no vlan vlan-id state form is used, the VLAN state returns to the default (active).

« Whentheno vlan vlan-id stp type formisused, the VLAN spanning-tree type returnsto the default
(ieee).

- When the no vlan vlan-id tb-vlanl or no vlan vlan-id tb-vlan2 form is used, the VLAN
translational bridge VLAN (or VLANS, if applicable) returnsto the default (0). Translational bridge
VLANs must be adifferent VLAN type than the affected VLAN, and if two are specified, the two
must be different VLAN types from each other. A translational bridge VLAN resetsto the default if
the translational bridge VLAN is deleted, if the media keyword changes the VLAN type, or if the
media keyword changes the VLAN type of the corresponding translation bridge VLAN.

This example shows how to add an Ethernet VLAN with default media characteristics. The default
includes avlan-name of VLANXxxx, where xxxx represents four numeric digits (including leading zeros)
equal to the VLAN ID number. The default media option is ethernet; the state option is active. The
default said-value variable is 100000 plus the VLAN ID; the mtu-size variable is 1500; the stp-type
option is ieee. When you enter the exit or apply vlan configuration command, the VLAN is added if it
did not already exist; otherwise, this command does nothing.
Switch(vlan)# vlan 2
VLAN 2 added:

Nane: VLANO0O02
Swi tch(vlan)# exit

APPLY conpl et ed.
Exiting....

This example shows how to modify an existing VLAN by changing its name and MTU size:

Switch(vlan)# no vlan nane engi neering nmu 1200

You can verify your settings by entering the show vlan privileged EXEC command.

Related Commands

Command Description

show vlan Displaysthe parametersfor all configured VLANsor one VLAN (if the VLAN
ID or name is specified) in the administrative domain.

vlan (global Enters config-vlan mode for configuring normal-range and extended-range

configuration) VLANSs.

[ 78-15165-02
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vlan access-map

Use the vlan access-map global configuration command on the switch stack or on a standalone switch
to create or modify a VLAN map entry for VLAN packet filtering. This entry changes the mode to the
VLAN access map configuration. Use the no form of this command to delete aVLAN map entry. Use
the vlan filter interface configuration command to apply a VLAN map to one or more VLANS.

vlan access-map name [number]

no vlan access-map name [number]

Syntax Description

Defaults

Command Modes

name Name of the VLAN map.

number (Optional) The sequence number of the map entry that you want to create or modify (0
to 65535). If you are creating a VLAN map and the sequence number is not specified,
it isautomatically assigned in increments of 10, starting from 10. This number is the
sequence to insert to, or delete from, a VLAN access-map entry.

There are no VLAN map entries and no VLAN maps applied to a VLAN.

Global configuration

Command History

Usage Guidelines

Release Modification
12.1(11)AX This command was first introduced.

In global configuration mode, use this command to create or modify a VLAN map. This entry changes
the mode to VLAN access-map configuration, where you can use the match access-map configuration
command to specify the access lists for IP or non-IP traffic to match and use the action command to set
whether a match causes the packet to be forwarded or dropped.

In VLAN access map configuration mode, these commands are available:

- action: setsthe action to be taken (forward or drop).

- default: sets acommand to its defaults

» exit: exitsfrom VLAN access-map configuration mode

« match: setsthe values to match (1P address or MAC address).

e no: negates acommand or set its defaults
When you do not specify an entry number (sequence number), it is added to the end of the map.
There can be only one VLAN map per VLAN and it is applied as packets are received by a VLAN.

You can use the no vlan access-map name [number] command with a sequence number to delete asingle
entry.

In global configuration mode, use the vian filter interface configuration command to apply the map to
one or more VLANS.
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~

Note  For moreinformation about VLAN map entries, refer to the software configuration guidefor thisrelease.

Examples This example shows how to create aVVLAN map named vacl and apply matching conditions and actions
toit. If no other entries already exist in the map, this will be entry 10.

Switch(config)# vlan access-map vacl

Swi t ch(config-access-map)# match i p address acl 1
Swi tch(config-access-nmap)# action forward

This example shows how to delete VLAN map vacl:

Swi tch(config)# no vlan access-nmap vacl

Related Commands ~ Command Description
action Sets the action for the VLAN access map entry.
match (access-map Setsthe VLAN map to match packets against one or more access
configuration)) lists.
show vlan access-map Displaysinformation about aparticular VLAN access map or all
VLAN access maps.
vlan filter Applies the VLAN access map to one or more VLANS.
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vlan database

Note

Syntax Description

Defaults

Usethevlan database privileged EXEC command on the switch stack or on a standal one switch to enter
VLAN configuration mode. From this mode, you can add, delete, and modify VLAN configurations for
normal-range VLANSs and globally propagate these changes by using the VLAN Trunking Protocol
(VTP). Configuration information is saved in the VLAN database.

vlan database

VLAN configuration mode is only valid for VLAN IDs 1 to 1005.

This command has no arguments or keywords.

No default is defined.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Note

You can use the VLAN database configuration commands to configure VLANSs 1 to 1005. To configure
extended-range VLANSs (VLAN IDs 1006 to 4094), use the vlan (global configuration) command to
enter config-vlan mode. You can also configure VLAN IDs 1 to 1005 by using the vlan global
configuration command.

To return to the privileged EXEC mode from the VLAN configuration mode, enter the exit command.

This command mode is different from other modes because it is session-oriented. When you add, del ete,
or modify VLAN parameters, the changes are not applied until you exit the session by entering the apply
or exit command. When the changes are applied, the VTP configuration version isincremented. You can
also not apply the changes to the VTP database by entering abort.

When you arein VLAN configuration mode, you can access the VLAN database and make changes by
using these commands:

- vlan: accesses subcommands to add, delete, or modify values associated with a single VLAN. For
more information, see the vlan (VL AN configuration) command.

» vtp: accesses subcommandsto perform VTP administrative functions. For moreinformation, seethe
vtp (VLAN configuration) command.
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When you have modified VLAN or VTP parameters, you can use these editing buffer manipulation
commands:

abort: exits the mode without applying the changes. The VLAN configuration that was running
before you entered VLAN configuration mode continues to be used.

apply: applies current changes to the VLAN database, increments the database configuration
revision number, propagates it throughout the administrative domain, and remainsin VLAN
configuration mode.

A

Note  You cannot use this command when the switch isin VTP client mode.

exit: appliesall configuration changestothe VLAN database, increments the database configuration
number, propagates it throughout the administrative domain, and returnsto privileged EXEC mode.

no: negates a command or set its defaults; valid values are vian and vtp.

reset: abandons proposed changes to the VL AN database, resets the proposed database to the
implemented VL AN database on the switch, and remainsin VLAN configuration mode.

show: displays VLAN database information.

show changes[vlan-id]: displaysthe differences between the VLAN database on the switch and the
proposed VLAN database for all normal-range VLAN IDs (1 to 1005) or the specified VLAN ID (1
to 1005).

show current [vlan-id]: displaysthe VLAN database on the switch or on a selected VLAN (1 to
1005).

show proposed [vlan-id]: displays the proposed VLAN database or a selected VLAN (1 to 1005)
from the proposed database. The proposed VLAN database is not the running configuration until
you use the exit or apply VLAN configuration command.

You can verify that VLAN database changes have been made or aborted by using the show vlan
privileged EXEC command. This output is different from the show VLAN database configuration
command output.

This example shows how to enter the VLAN configuration mode from the privileged EXEC mode and
to display VLAN database information:

Swi tch# vl an dat abase
Swi tch(vl an)# show

VLAN ISL 1d: 1

Name: defaul t

Medi a Type: Ethernet

VLAN 802.10 Id: 100001

State: Operational

MTU: 1500

Transl ational Bridged VLAN: 1002
Transl ati onal Bridged VLAN. 1003

VLAN I SL Id: 2

Name: VLANO002

Medi a Type: Ethernet
VLAN 802.10 Id: 100002
State: Operational

MTU: 1500

[ 78-15165-02
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VLAN | SL 1d: 1002
Narme: fddi-default
Medi a Type: FDDI
VLAN 802.10 Id: 101002
State: Operational
MTU: 1500
Bri dge Type: SRB
Ri ng Number: 0
Transl at i onal
Transl ati onal

Bridged VLAN: 1
Bridged VLAN:. 1003

<out put truncated>

This is an example of output from the show changes command:

Swi t ch(vl an)# show changes

DELETED:
VLAN ISL I1d: 4
Nanme: VLANOOO4
Medi a Type: Ethernet
VLAN 802.10 Id: 100004

State: Operational
MrU: 1500
MODI FI ED:

VLAN I SL Id: 7
Current State:
Modi fied State:

Oper ati onal
Suspended

This example shows how to display the differences between VLAN 7 in the current database and the
proposed database.

Swi t ch(vl an)# show changes 7

MODI FI ED:
VLAN I SL Id: 7
Current State:
Modi fied State:

COper at i onal
Suspended

This is an example of output from the show current 20 command. It displays only VLAN 20 of the
current database.

Switch(vl an)# show current 20
VLAN I SL 1d: 20

Nanme: VLANO0020

Medi a Type: Ethernet

VLAN 802.10 Id: 100020

State: Operational
MIU: 1500
Related Commands ~ Command Description
show vlan Displays the parameters for all configured VLANS in the administrative
domain.

shutdown vlan Shuts down (suspends) local traffic on the specified VLAN.

Enters config-vlan mode for configuring normal-range and extended-range
VLANS.

vlan (global
configuration)
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vlan filter

Usethevlan filter global configuration command on the switch stack or on a standal one switch to apply
aVLAN map to one or more VLANS. Use the no form of this command to remove the map.

vlan filter mapname vian-list {list | all}

no vlan filter mapname vlan-list {list | all}

Syntax Description mapname Name of the VLAN map entry.
list Thelist of one or more VLANSsintheformtt, uu-vv, xx, yy-zz, where spaces
around commas and dashes are optional. The range is 1 to 4094.
all Remove the filter from all VLANS.
Defaults There are no VLAN filters.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines To avoid accidentally dropping too many packets and disabling connectivity in the middle of the
configuration process, we recommend that you compl etely definethe VLAN access map before applying
ittoaVLAN.

~

Note  For moreinformation about VLAN map entries, refer to the software configuration guidefor thisrelease.

Examples This example applies VLAN map entry mapl to VLANSs 20 and 30:
Switch(config)# vlian filter mapl vlan-list 20, 30

This example shows how to delete VLAN map entry macl from VLAN 20:

Swi tch(config)# no vlian filter mapl vlan-list 20

You can verify your settings by entering the show vlan filter privileged EXEC command.

Catalyst 3750 Switch Command Reference
[ 78-15165-02 .m



Chapter 2 Cisco I0S Commands |

M vian filter
Related Commands ~ Command Description
show vlan access-map Displays information about a particular VLAN access map or all VLAN
access maps.
show vlan filter Displays information about all VLAN filters or about a particular VLAN
or VLAN access map.
vlan access-map Createsa VLAN map entry for VLAN packet filtering.
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vmps reconfirm (privileged EXEC)

Use the vmps reconfirm privileged EXEC command on the switch stack or on a standalone switch to
immediately send VLAN Query Protocol (VQP) queries to reconfirm all dynamic VLAN assignments
with the VLAN Membership Policy Server (VMPS).

vmps reconfirm

Syntax Description ~ This command has no arguments or keywords.

Defaults No default is defined.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Examples This example shows how to immediately send VQP queries to the VMPS:

Swi tch# vnps reconfirm

You can verify your setting by entering the show vmps privileged EXEC command and examining the
VMPS Action row of the Reconfirmation Status section. The show vmps command shows the result of
the last time the assignments were reconfirmed either because the reconfirmation timer expired or
because the vmps reconfirm command was entered.

Related Commands ~ Command Description
show vmps Displays VQP and VMPS information.
vmps reconfirm (global Changes the reconfirmation interval for the VLAN Query Protocol (VQP)
configuration) client.
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vmps reconfirm (global configuration)

Use the vmps reconfirm global configuration command on the switch stack or on a standalone switch
to change the reconfirmation interval for the VLAN Query Protocol (VQP) client. Use the no form of
this command to return to the default setting.

vmps reconfirm interval

no vmps reconfirm

Syntax Description interval Reconfirmation interval for VQP client queries to the VLAN Membership Policy
Server (VMPS) to reconfirm dynamic VLAN assignments. Therangeis 1 to 120
minutes.

Defaults The default reconfirmation interval is 60 minutes.

Command Modes Global configuration

Command History Release Modification

12.1(11)AX This command was first introduced.
Examples This example shows how to set the VQP client to reconfirm dynamic VLAN entries every 20 minutes:

Swi tch(config)# vnps reconfirm 20

You can verify your setting by entering the show vmps privileged EXEC command and examining
information in the Reconfirm Interval row.

Related Commands ~ Command Description
show vmps Displays VQP and VMPS information.

vmps reconfirm (privileged EXEC) Sends V QP queries to reconfirm all dynamic VLAN
assignments with the VM PS.
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vmps retry

Use the vmpsretry global configuration command on the switch stack or on a standalone switch to
configure the per-server retry count for the VLAN Query Protocol (VQP) client. Use the no form of this
command to return to the default setting.

vmps retry count

no vmpsretry

Syntax Description count Number of attempts to contact the VLAN Membership Policy Server (VMPS) by the
client before querying the next server in the list. Therangeis 1 to 10.

Defaults The default retry count is 3.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.
Examples This example shows how to set the retry count to 7:

Swi tch(config)# vnps retry 7

You can verify your setting by entering the show vmps privileged EXEC command and examining
information in the Server Retry Count row.

Related Commands ~ Command Description
show vmps Displays VQP and VMPS information.

Catalyst 3750 Switch Command Reference
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vmps server

Use the vmps server global configuration command on the switch stack or on a standalone switch to
configurethe primary VLAN Membership Policy Server (VMPS) and up to three secondary servers. Use
the no form of this command to remove a VMPS server.

vmps server ipaddress [primary]

no vmps server [ipaddress]

Syntax Description ipaddress IP address or host name of the primary or secondary VMPS servers. If you specify
a host name, the Domain Name System (DNS) server must be configured.
primary (Optional) Determines whether primary or secondary VMPS servers are being
configured.
Defaults No primary or secondary VMPS servers are defined.
Command Modes Global configuration
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines Thefirst server entered is automatically selected as the primary server whether or not primary is
entered. The first server address can be overridden by using primary in a subsequent command.

If amember switch in a cluster configuration does not have an IP address, the cluster does not use the
VMPS server configured for that member switch. Instead, the cluster uses the VMPS server on the
command switch, and the command switch proxies the VMPS requests. The VMPS server treats the
cluster as a single switch and uses the | P address of the command switch to respond to requests.

When using the no form without specifying the ipaddress, all configured servers are deleted. If you
delete all servers when dynamic-access ports are present, the switch cannot forward packets from new
sources on these ports because it cannot query the VMPS.

Examples This example shows how to configure the server with IP address 191.10.49.20 as the primary VMPS
server. The servers with |P addresses 191.10.49.21 and 191.10.49.22 are configured as secondary
servers:

Swi tch(config)# vnps server 191.10.49.20 prinmary

Switch(config)# vnps server 191.10.49.21
Switch(config)# vnps server 191.10. 49. 22
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This example shows how to delete the server with | P address 191.10.49.21:
Switch(config)# no vnps server 191.10.49.21

You can verify your setting by entering the show vmps privileged EXEC command and examining
information in the VMPS Domain Server row.

Related Commands ~ Command Description

show vmps Displays VQP and VMPS information.
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vtp (global configuration)

Usethevtp global configuration command on the switch stack or on a standal one switch to set or modify
the VLAN Trunking Protocol (VTP) configuration characteristics. Use the no form of this command to
remove the settings or to return to the default settings.

vtp {domain domain-name | file filename | interface name [only] | mode {client | server |
transparent} | password password | pruning | ver sion number}

no vtp {file | interface | mode | password | pruning | version}

Syntax Description domain domain-name  Specify the VTP domain name, an ASCII string from 1 to 32 characters that
identifies the VTP administrative domain for the switch. The domain name
is case sensitive.

file filename Specify the |OS file system file where the VTP VLAN configuration is
stored.

interface name Specify the name of the interface providing the VTP ID updated for this
device.

only (Optional) Use only the I P address of this interface as the VTP IP updater.

mode Specify the VTP device mode as client, server, or transparent.

client Placethe switchin VTP client mode. A switchin VTP client modeisenabled

for VTP, and can send advertisements, but does not have enough nonvolatile
storage to store VLAN configurations. You cannot configure VLANSs on the
switch. When a VTP client starts up, it does not send VTP advertisements
until it receives advertisements to initialize its VLAN database.

server Place the switch in VTP server mode. A switch in VTP server mode is
enabled for VTP and sends advertisements. You can configure VLANson the
switch. The switch can recover all the VLAN informationinthe current VTP
database from nonvolatile storage after reboot.

transparent Place the switch in VTP transparent mode. A switch in VTP transparent
mode is disabled for VTP, does not send advertisements or learn from
advertisements sent by other devices, and cannot affect VLAN
configurations on other devices in the network. The switch receives VTP
advertisements and forwards them on all trunk ports except the one on which
the advertisement was received.

When VTP mode is transparent, the mode and domain name are saved in the
switch running configuration file, and you can save them in the switch
startup configuration file by entering the copy running-config startup
config privileged EXEC command.

password password Set the administrative domain password for the generation of the 16-byte
secret value used in MD5 digest cal culation to be sent in VTP advertisements
and to validate received V TP adverti sements. The password can be an ASCI|
string from 1 to 32 characters. The password is case sensitive.

pruning Enable VTP pruning on the switch.

ver sion number Set VTP version to version 1 or version 2.
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vtp (global configuration)

The default filename is flash: vian.dat.

The default mode is server mode.

No domain name or password is defined.

No password is configured.
Pruning is disabled.

The default version is version 1.

Global configuration

Command History

Usage Guidelines

Release Modification

12.1(11)AX This command was first introduced.

When you save VTP mode, domain name, and VL AN configurationsin the switch startup configuration
file and reboot the switch, the VTP and VLAN configurations are determined by these conditions:

If both the VLAN database and the configuration file show the VTP mode as transparent and the
VTP domain names match, the VLAN database isignored. The VTP and VLAN configurationsin
the startup configuration file are used. The VLAN database revision number remains unchanged in
the VLAN database.

If the startup VTP modeis server mode, or the startup VTP mode or domain names do not match the
VLAN database, VTP mode and VLAN configuration for the first 1005 VLANS are determined by
VLAN database information, and VLANSs greater than 1005 are configured from the switch
configuration file.

Thevtp filefilename cannot be used to |oad anew database; it renames only the filein which the existing
database is stored.

Follow these guidelines when configuring a VTP domain name:

The switch isin the no-management-domain state until you configure a domain name. While in the
no-management-domain state, the switch does not send any V TP advertisements even if changes
occur to thelocal VLAN configuration. The switch leaves the no-management-domain state after it
receives the first VTP summary packet on any port that is trunking or after you configure a domain
name by using the vtp domain command. If the switch receivesits domain from a summary packet,
it resetsits configuration revision number to 0. After the switch leaves the no-management-domain
state, it can no be configured to re-enter it until you clear the nonvolatile RAM (NVRAM) and rel oad
the software.

Domain names are case-sensitive.

After you configure a domain name, it cannot be removed. You can only reassign it to a different
domain.

Follow these guidelines when setting VTP mode:

The no vtp mode command returns the switch to VTP server mode.

The vtp mode server command is the same as no vtp mode except that it does not return an error
if the switch is not in client or transparent mode.

[ 78-15165-02
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If the receiving switch isin client mode, the client switch changes its configuration to duplicate the
configuration of the server. If you have switchesin client mode, be sure to make all VTP or VLAN
configuration changes on a switch in server mode. If the receiving switch is in server mode or
transparent mode, the switch configuration is not changed.

Switches in transparent mode do not participate in VTP. If you make VTP or VLAN configuration
changes on a switch in transparent mode, the changes are not propagated to other switches in the
network.

If you change the VTP or VLAN configuration on a switch that isin server mode, that change is
propagated to all the switches in the same VTP domain.

The vtp mode transparent command disables VTP from the domain but does not remove the
domain from the switch.

The VTP mode must be transparent for you to add extended-range VLANs or for VTP and VLAN
information to be saved in the running configuration file.

If extended-range VLANSs are configured on the switch and you attempt to set the VTP mode to
server or client, you receive an error message, and the configuration is not allowed.

VTP can be set to either server or client mode only when dynamic VLAN creation is disabled.

Follow these guidelines when setting a V TP password:

Passwords are case sensitive. Passwords should match on all switches in the same domain.

When you use the no vtp password form of the command, the switch returns to the no-password
state.

Follow these guidelines when setting VTP pruning:

VTP pruning removes information about each pruning-eligible VLAN from VTP updatesiif there
are no stations belonging to that VLAN.

If you enable pruning onthe VTP server, it is enabled for the entire management domain for VLAN
IDs 1 to 1005.

Only VLANSs in the pruning-eligible list can be pruned.

Pruning is supported with VTP version 1 and version 2.

Follow these guidelines when setting the VTP version:

Toggling the version 2 (v2) mode state modifies parameters of certain default VLANS.

Each VTP switch automatically detects the capabilities of all the other VTP devices. To use version
2, al VTP switches in the network must support version 2; otherwise, you must configure them to
operate in VTP version 1 mode.

If all switchesinadomain are VTP version 2-capable, you need only to configure version 2 on one
switch; the version number is then propagated to the other version-2 capable switchesin the VTP
domain.

If you are using VTP in a Token Ring environment, VTP version 2 must be enabled.

If you are configuring a Token Ring bridge relay function (TrBRF) or Token Ring concentrator relay
function (TrCRF) VLAN media type, you must use version 2.

If you are configuring a Token Ring or Token Ring-NET VLAN mediatype, you must use version 1.

You cannot save password, pruning, and version configurations in the switch configuration file.
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Examples This example shows how to rename the filename for VTP configuration storage to vtpfilename:

Switch(config)# vtp file vtpfil enane

This example shows how to clear the device storage filename:

Swi tch(config)# no vtp file vtpconfig
Cl earing device storage fil enane.

This example shows how to specify the name of the interface providing the VTP updater ID for this
device:

Switch(config)# vtp interface gigabitethernet

This example shows how to set the administrative domain for the switch:
Swi tch(config)# vtp domai n Our Donai nNane

This example shows how to place the switch in VTP transparent mode:

Switch(config)# vtp node transparent

This example shows how to configure the VTP domain password:

Switch(config)# vtp password Thi sl sQur Domai n’ sPassword

This example shows how to enable pruning in the VLAN database;

Switch(config)# vtp pruning
Pruni ng swi tched ON

This example shows how to enable version 2 mode in the VLAN database:

Switch(config)# vtp version 2

You can verify your settings by entering the show vtp status privileged EXEC command.

Related Commands ~ Command Description

show vtp status Displaysthe VTP statistics for the switch and general information about the
VTP management domain status.

vtp (VLAN Configures VTP domain-name, password, pruning, version, and mode.
configuration)

Catalyst 3750 Switch Command Reference
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vtp (VLAN configuration)

Use the vtp VLAN configuration command on the switch stack or on a standal one switch to configure
VLAN Trunking Protocol (VTP) characteristics. You access VLAN configuration mode by entering the
vlan database privileged EXEC command. Use the no form of this command to return to the default
settings, disable the characteristic, or remove the password.

vtp {domain domain-name | password password | pruning | v2-mode | { server | client |

transparent}}

no vtp {client | password | pruning | transparent | v2-mode}

N

Note VTP configuration in VLAN configuration mode is saved in the VLAN database when applied.

Syntax Description domain domain-name

Set the VTP domain name by entering an ASCI|I string from 1 to 32
characters that identifies the VTP administrative domain for the switch. The
domain name is case sensitive.

password password

Set the administrative domain password for the generation of the 16-byte
secret value used in MD5 digest calculation to be sent in VTP advertisements
and to validate received V TP advertisements. The password can be an ASCI|
string from 1 to 32 characters. The password is case sensitive.

pruning

Enable pruning in the VTP administrative domain. VTP pruning causes
information about each pruning-eligible VLAN to be removed from VTP
updates if there are no stations belonging to that VLAN.

v2-mode

Enable VLAN Trunking Protocol (VTP) version 2 in the administrative
domains.

client

Placethe switchin VTP client mode. A switchin VTP client modeisenabled
for VTP, can send advertisements, but does not have enough nonvolatile
storage to store VLAN configurations. You cannot configure VLANs on it.
When a VTP client starts up, it does not send VTP advertisements until it
receives advertisementsto initialize its VLAN database.

server

Place the switch in VTP server mode. A switch in VTP server mode is
enabled for VTP and sends advertisements. You can configure VLANson it.
The switch can recover all the VLAN information in the current VTP
database from nonvolatile storage after reboot.

transparent

Place the switch in VTP transparent mode. A switch in VTP transparent
mode is disabled for VTP, does not send advertisements or learn from
advertisements sent by other devices, and cannot affect VLAN
configurations on other devices in the network. The switch receives VTP
advertisements and forwards them on all trunk ports except the one on which
the advertisement was received.
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Command Modes

vtp (VLAN configuration)

The default mode is server mode.

No domain name is defined.

No password is configured.
Pruning is disabled.
VTP version 2 (v2 mode) is disabled.

VLAN configuration

Command History

Usage Guidelines

Release Modification

12.1(11)AX This command was first introduced.

If the VTP modeistransparent, the mode and domain name are saved in the switch running configuration
file, and you can save the configuration in the switch startup configuration file by using the copy
running-config startup-config privileged EXEC command.

Follow these guidelines when setting the VTP mode:

The no vtp client and no vtp transparent forms of the command return the switch to VTP server
mode.

The vtp server command isthe same asno vtp client or no vtp transparent except that it does not
return an error if the switch isnot in client or transparent mode.

If the receiving switch isin client mode, the client switch changes its configuration to duplicate the
configuration of the server. If you have switches in client mode, make sure to make all VTP or
VLAN configuration changes on a switch in server mode. If the receiving switch isin server mode
or transparent mode, the switch configuration is not changed.

Switches in transparent mode do not participate in VTP. If you make VTP or VLAN configuration
changes on a switch in transparent mode, the changes are not propagated to other switches in the
network.

If you make achangetothe VTP or VLAN configuration on a switch in server mode, that changeis
propagated to all the switches in the same VTP domain.

Thevtp transparent command disables VTP from the domain but does not remove the domain from
the switch.

The VTP mode must be transparent for you to add extended-range VLANSs or for the VTP and the
VLAN configurations to be saved in the running configuration file.

If extended-range VLANSs are configured on the switch and you attempt to set the VTP mode to
server or client, you receive an error message and the configuration is not allowed.

VTP can be set to either server or client mode only when dynamic VLAN creation is disabled.

[ 78-15165-02
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Follow these guidelines when configuring a VTP domain name:

The switch isin the no-management-domain state until you configure a domain name. While in the
no-management-domain state, the switch does not send any V TP advertisements even if changes
occur to the local VLAN configuration. The switch |eaves the no-management-domain state after
receiving the first VTP summary packet on any port that is currently trunking or after configuring a
domain name with the vtp domain command. If the switch receives its domain from a summary
packet, it resets its configuration revision number to zero. After the switch leaves the
no-management-domain state, it can never be configured to reenter it until you clear the nonvolatile
RAM (NVRAM) and reload the software.

Domain names are case sensitive.

After you configure a domain name, it cannot be removed. You can reassign it only to a different
domain.

Follow these guidelines when configuring a V TP password:

Passwords are case sensitive. Passwords should match on all switches in the same domain.

When the no vtp password form of the command is used, the switch returns to the no-password
state.

Follow these guidelines when enabling VTP pruning:

If you enable pruning on the VTP server, it is enabled for the entire management domain.
Only VLANSs included in the pruning-eligible list can be pruned.
Pruning is supported with VTP version 1 and version 2.

Follow these guidelines when enabling VTP version 2 (v2-mode):

Toggling the version (v2-mode) state modifies certain parameters of certain default VLANS.

Each VTP switch automatically detects the capabilities of all the other VTP devices. To use VTP
version 2, all VTP switches in the network must support version 2; otherwise, you must configure
them to operate in VTP version 1 (no vtp v2-mode).

If all switchesin adomain are VTP version 2-capable, you need only to enable VTP version 2 on
one switch; the version number is then propagated to the other version-2 capable switches in the
VTP domain.

If you areusing VTPinaToken Ring environment or configuring a Token Ring bridge relay function
(TrBRF) or Token Ring concentrator relay function (TrCRF) VLAN mediatype, VTP version 2
(v2-mode) must be enabled.

If you are configuring a Token Ring or Token Ring-NET VLAN media type, you must use VTP
version 1.

Examples This example shows how to place the switch in VTP transparent mode;

Switch(vlan)# vtp transparent
Setting device to VTP TRANSPARENT node.

This example shows how to set the administrative domain for the switch:

Switch(vlan)# vtp dormai n Qur Domai nName
Changi ng VTP domain nanme from cisco to QurDonmai nNane

This example shows how to configure the VTP domain password:

Switch(vlan)# vtp password private
Setting device VLAN database password to private.
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This example shows how to enable pruning in the proposed new VLAN database:

Swi tch(vlan)# vtp pruning
Pruni ng switched ON

This example shows how to enable v2 mode in the proposed new VLAN database:

Swi tch(vlan)# vtp v2-node
V2 node enabl ed.

You can verify your settings by entering the show vtp status privileged EXEC command.

Related Commands ~ Command Description
show vtp status Displaysthe VTP statistics for the switch and general information about the
VTP management domain status.
switchport trunk Configures the VLAN pruning-eligible list for ports in trunking mode.
pruning
vtp (global Configures the VTP filename, interface, domain name, and mode.

configuration)
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APPENDIX l \

Boot Loader Commands

This appendix describes the boot loader commands on the Catalyst 3750 switches. Unless otherwise
noted, the term switch refers to a standal one switch and to a switch stack.

During normal boot loader operation, you are not presented with the boot loader command-line prompt.
You gain access to the boot loader command line if the switch is set to manually boot, if an error occurs
during power-on self test (POST) DRAM testing, or if an error occurs whileloading the operating system
(acorrupted 10S image). You can also access the boot loader if you have lost or forgotten the switch
password.

The default configuration for Catalyst 3750 switches allows an end user with physical access to the
switch to recover from alost password by interrupting the boot process while the switch is powering up
and then entering a new password. The password recovery disable feature allows the system
administrator to protect accessto the switch password by disabling part of thisfunctionality and allowing
the user to interrupt the boot process only by agreeing to set the system back to the default configuration.
With password recovery disabled, the user can still interrupt the boot process and change the password,
but the configuration file (config.text) and the VLAN database file (vlan.dat) are deleted. For more
information, refer to the software configuration guide for this release.

You can access the boot loader through a switch console connection at 9600 bps. Unplug the switch
power cord, and press the switch M ode button while reconnecting the power cord. You can release the
M ode button a second or two after the LED above port 1X goes off. You should then see the boot |oader
Switch: prompt. The boot loader performs low-level CPU initialization, performs POST, and loads a
default operating system image into memory.

[ 78-15165-02
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boot

Use the boot boot loader command to load and boot an executabl e image and to enter the command-line
interface.

boot [-post | -n | -p | flag] filesystem: /file-url ...

Syntax Description

Defaults

-post (Optional) Run the loaded image with an extended or comprehensive power-on
self-test (POST). Using this keyword causes POST to take longer to compl ete.

-n (Optional) Pause for the 10S debugger immediately after launching.

-p (Optional) Pause for the JTAG debugger right after loading the image.

filesystem: Alias for a Flash file system. Use flash: for the system board Flash device.

ffile-url (Optional) Path (directory) and name of a bootable image. Separate image names

with a semicolon.

The switch attempts to automatically boot the system by using information in the BOOT environment
variable. If this variable is not set, the switch attempts to load and execute the first executable image it
can by performing arecursive, depth-first search throughout the Flash file system. In a depth-first search
of adirectory, each encountered subdirectory is completely searched before continuing the search in the
original directory.

Command Modes Boot loader
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Examples

When you enter the boot command without any arguments, the switch attempts to automatically boot the
system by using the information in the BOOT environment variable, if any. If you supply an image name for
thefile-url variable, the boot command attempts to boot the specified image.

When you set boot loader boot command options, they are executed immediately and apply only to the current
boot loader session. These settings are not saved for the next boot operation.

Filenames and directory names are case sensitive.

This example shows how to boot the switch using the new-image.bin image:

switch: boot flash:/newimges/ new inage. bin

After entering this command, you are prompted to start the setup program.
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Related Commands ~ Command Description

set Sets the BOOT environment variable to boot a specific image when the
BOOT keyword is appended to the command.

Catalyst 3750 Switch Command Reference
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cat

Use the cat boot loader command to display the contents of one or more files.

cat filesystem:/file-url ...

Syntax Description filesystem: Alias for aFlash file system. Use flash: for the system board Flash device.
ffile-url Path (directory) and name of thefilesto display. Separate each filename with a space.
Command Modes Boot loader
Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines Filenames and directory names are case sensitive.

If you specify alist of files, the contents of each file is sequentially displayed.

Examples This example shows how to display the contents of two files:

switch: cat flash:/newinmages/info flash:env_vars
version_suffix: i5q3l2-121-11. AX
version_directory: ¢3750-i5q3l 2-nz. 121-11. AX
i mmge_nane: ¢3750-i 593l 2-ne. 121-11. AX. bin
ios_imge_file_size: 3049472

total _inmage_file_size: 4551168

i mmge_feature: LAYER 3| M N_DRAM MEG=64
imge_fam ly: C3750

info_end:

BAUD=57600

MANUAL_BOOT=no

Related Commands ~ Command Description
more Displays the contents of one or more files.
type Displays the contents of one or more files.
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Copy
Use the copy boot loader command to copy afile from a source to a destination.
copy [-b block-size] filesystem:/source-file-url filesystem:/destination-file-url
Syntax Description -b block-size (Optional) This option is used only for internal development and testing.
filesystem: Alias for aFlash file system. Use flash: for the system board Flash device.
/source-file-url Path (directory) and filename (source) to be copied.
/destination-file-url Path (directory) and filename of the destination.
Defaults The default block sizeis 4 KB.
Command Modes Boot loader
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines Filenames and directory names are case sensitive.

Directory names are limited to 45 characters between the slashes (/); the name cannot contain control
characters, spaces, deletes, slashes, quotes, semicolons, or colons.

Filenames are limited to 45 characters; the name cannot contain control characters, spaces, deletes,
slashes, quotes, semicolons, or colons.

If you are copying afile to a new directory, the directory must already exist.

Examples This example show how to copy afile at the root:

switch: copy flash:testl.text flash:test4.text

File "flash:testl.text" successfully copied to "flash:test4.text"

You can verify that the file was copied by entering the dir filesystem: boot loader command.

Related Commands ~ Command Description

delete Deletes one or more files from the specified file system.
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delete

Use the delete boot loader command to delete one or more files from the specified file system.

delete filesystem: /file-url ...

Syntax Description filesystem: Alias for a Flash file system. Use flash: for the system board Flash device.
ffile-url Path (directory) and filename to delete. Separate each filename with a space.
Command Modes Boot loader
Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines Filenames and directory names are case sensitive.

The switch prompts you for confirmation before deleting each file.

Examples This example shows how to delete two files:

switch: delete flash:test2.text flash:test5.text

Are you sure you want to delete "flash:test2.text" (y/n)?y
File "flash:test2.text" del eted

Are you sure you want to delete "flash:test5.text" (y/n)?y
File "flash:test2.text" deleted

You can verify that the files were deleted by entering the dir flash: boot loader command.

Related Commands ~ Command Description

copy Copies afile from a source to a destination.

Catalyst 3750 Switch Command Reference
m. 78-15165-02 |



| Appendix A Boot Loader Commands

dir

dir W

Use the dir boot loader command to display alist of files and directories on the specified file system.

dir filesystem:/file-url ...

Syntax Description filesystem: Alias for aFlash file system. Use flash: for the system board Flash device.
ffile-url (Optional) Path (directory) and directory name whose contents you want to
display. Separate each directory name with a space.
Command Modes Boot loader
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Directory names are case sensitive.

Examples This example shows how to display the files in Flash memory:
switch: dir flash:
Directory of flash:/
3 -rwx 1839 Mar 01 2002 00:48: 15 config.text
11 -rwx 1140 Mar 01 2002 04:18:48 vl an. dat
21 -rwx 26 Mar 01 2002 00:01:39 env_vars
9 drwx 768 Mar 01 2002 23:11:42 htn
16 -rwx 1037 Mar 01 2002 00:01: 11 config.text
14 -rwx 1099 Mar 01 2002 01:14:05 honepage. htm
22 -rwx 96 Mar 01 2002 00:01: 39 systemenv_vars
17  drwx 192 Mar 06 2002 23:22:03 c3750-i5q3l 2-nz. 121-11. 64. AX
15998976 bytes total (6397440 bytes free)
Catalyst 3750 Switch Command Reference
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Table A-1 describes the fields in the display.
Table A-1  dir Field Descriptions
Field Description
2 Index number of the file.
-rwx File permission, which can be any or all of the following:
« d—directory
« r—readable
< w—writable
< Xx—executable
1644045 Size of thefile.
<date> Last modification date.
env_vars Filename.
Related Commands ~ Command Description
mkdir Creates one or more directories.
rmdir Removes one or more directories.
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flash_init
Use the flash_init boot loader command to initialize the Flash file system.

flash_init

Syntax Description ~ This command has no arguments or keywords.

Defaults The Flash file system is automatically initialized during normal system operation.
Command Modes Boot |oader
Command History Release Modification

12.1(11)AX This command was first introduced.

Usage Guidelines During the normal boot process, the Flash file system is automatically initialized.

Use this command to manually initialize the Flash file system. For example, you use this command
during the recovery procedure for alost or forgotten password.
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format

Use the for mat boot loader command to format the specified file system and destroy all datain that file
system.

format filesystem:

Syntax Description filesystem: Alias for a Flash file system. Use flash: for the system board Flash device.
Command Modes Boot loader
Command History Release Modification

12.1(11)AX This command was first introduced.

Usage Guidelines

A

Caution

Use this command with care; it destroys all data on the file system and renders your system unusable.
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fsck
Use the fsck boot loader command to check the file system for consistency.
fsck [-test | -f] filesystem:

Syntax Description -test (Optional) Initialize the file system code and perform extra POST on Flash memory.
An extensive, nondestructive memory test is performed on every byte that makes up
the file system.

-f (Optional) Initialize the file system code and perform afast file consistency check.
Cyclic redundancy checks (CRCs) in the flashfs sectors are not checked.
filesystem: Alias for a Flash file system. Use flash: for the system board Flash device.

Defaults No file system check is performed.

Command Modes Boot loader

Command History Release Modification

12.1(11)AX This command was first introduced.

Usage Guidelines To stop an in-progress file system consistency check, disconnect the switch power and then reconnect

the power.

Examples This example shows how to perform an extensive file system check on Flash memory:

switch: fsck -test flash:
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help

Use the help boot loader command to display the available commands.

help

Syntax Description ~ This command has no arguments or keywords.

Command Modes Boot loader
Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines You can also use the question mark (?) to display alist of available boot loader commands.
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load_helper

Use theload_helper boot loader command to load and initialize one or more helper images, which
extend or patch the functionality of the boot loader.

load_helper filesystem:/file-url ...

Syntax Description

Defaults

filesystem: Alias for aFlash file system. Use flash: for the system board Flash device.

ffile-url Path (directory) and alist of loadable helper filesto dynamically load during
loader initialization. Separate each image name with a semicolon.

No helper files are loaded.

Command Modes Boot loader
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Theload_helper command searches for loadable files only if the HELPER environment variableis set.
Filenames and directory names are case sensitive.
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Syntax Description

Command Modes

Use the memory boot loader command to display memory heap utilization information.

memory

This command has no arguments or keywords.

Command History

Examples

Boot loader
Release Modification
12.1(11)AX This command was first introduced.

This example shows how to display memory heap utilization information:

switch: nmenory

Text : 0x00700000
Rot ext : 0x00000000
Dat a: 0x0071cf 24
Bss: 0x0072529c¢
Stack: 0x00746f 94
Heap: 0x00756f 98

0x0071cf 24 (0x0001cf 24 bytes)
0x00000000 (0x00000000 byt es)
0x00723a0c (0x00006ae8 byt es)
0x00746f 94 (0x00021cf 8 bytes)
0x00756f 94 (0x00010000 byt es)
0x00800000 (0x000a9068 byt es)

Bottom heap utilization is 22 percent.
Top heap utilization is O percent.
Total heap utilization is 22 percent.
Total bytes: 0xa9068 (692328)

Byt es used: 0x26888 (157832)

Byt es avail abl e: 0x827e0 (534496)

Alternate heap utilization is 0 percent.

Total alternate heap bytes: Ox6fd000 (7327744)

Al ternate heap bytes used: 0x0 (0)

Al ternate heap bytes avail abl e: 0x6fd000 (7327744)
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Table A-2 describes the fields in the display.

Table A-2 memory Field Descriptions

Field Description

Text Beginning and ending address of the text storage area.

Rotext Beginning and ending address of the read-only text storage area. This part of the data
segment is grouped with the Text entry.

Data Beginning and ending address of the data segment storage area.

Bss Beginning and ending address of the block started by symbol (Bss) storage area. It
isinitialized to zero.

Stack Beginning and ending address of the area in memory allocated to the software to
store automatic variables, return addresses, and so forth.

Heap Beginning and ending address of the areain memory that memory is dynamically
allocated to and freed from.
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mkdir

Use the mkdir boot loader command to create one or more new directories on the specified file system.

mkdir filesystem:/directory-url ...

Syntax Description filesystem: Alias for a Flash file system. Use flash: for the system board Flash device.
[directory-url Name of the directoriesto create. Separate each directory name with a space.
Command Modes Boot loader
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Examples

Directory names are case sensitive.

Directory names are limited to 45 characters between the slashes (/); the name cannot contain control
characters, spaces, deletes, slashes, quotes, semicolons, or colons.

This example shows how to make a directory called Saved Configs:
switch: nkdir flash: Saved_Confi gs

Directory "flash: Saved_Configs" created

This example shows how to make two directories:

switch: mkdir flash: Saved_Configsl flash: Test
Directory "flash: Saved_Configsl" created
Directory "flash: Test" created

You can verify that the directory was created by entering the dir filesystem: boot loader command.

Related Commands

Command Description
dir Displays alist of files and directories on the specified file system.
rmdir Removes one or more directories from the specified file system.
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more

Use the more boot loader command to display the contents of one or more files.

mor e filesystem:/file-url ...

Syntax Description filesystem: Alias for aFlash file system. Use flash: for the system board Flash device.

ffile-url Path (directory) and name of the filesto display. Separate each filename with

a space.

Command Modes Boot loader
Command History Release Modification

12.1(11)AX This command was first introduced.
Usage Guidelines Filenames and directory names are case sensitive.

If you specify alist of files, the contents of each file is sequentially displayed.

Examples This example shows how to display the contents of two files:

switch: nore flash:/newimges/info flash:env_vars
version_suffix: i5q3l2-121-11. AX
version_directory: ¢3750-i5q3l 2-nz. 121-11. AX
i mge_nane: ¢3750-i 593l 2-ne. 121-11. AX. bin
ios_imge_file_size: 3049472

total _inmage_file_size: 4551168

i mmge_feature: LAYER 3| M N_DRAM MEG=64
imge_fam ly: C3750

info_end:

BAUD=57600

MANUAL_BOOT=no

Related Commands ~ Command Description
cat Displays the contents of one or more files.
type Displays the contents of one or more files.
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rename

Use the rename boot loader command to rename afile.

rename filesystem:/source-file-url filesystem:/destination-file-url

Syntax Description filesystem: Alias for aFlash file system. Use flash: for the system board Flash device.
/source-file-url Original path (directory) and filename.

/destination-file-url ~ New path (directory) and filename.

Command Modes Boot loader
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines Filenames and directory names are case sensitive.

Directory names are limited to 45 characters between the slashes (/); the name cannot contain control
characters, spaces, deletes, slashes, quotes, semicolons, or colons.

Filenames are limited to 45 characters; the name cannot contain control characters, spaces, deletes,
slashes, quotes, semicolons, or colons.

Examples This example shows a file named config.text being renamed to configl.text:

switch: renane flash:config.text flash:configl.text

You can verify that the file was renamed by entering the dir filesystem: boot loader command.

Related Commands ~ Command Description
copy Copies afile from a source to a destination.
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reset

Use the reset boot loader command to perform a hard reset on the system. A hard reset is similar to
power-cycling the switch, clearing the processor, registers, and memory.

reset

Syntax Description ~ This command has no arguments or keywords.

Command Modes Boot loader
Command History Release Modification

12.1(11)AX This command was first introduced.
Examples This example shows how to reset the system:

switch: reset
Are you sure you want to reset the system (y/n)?y
System resetting...

Related Commands ~ Command Description

boot L oads and boots an executable image and enters the command-line interface.
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rmdir

Use the rmdir boot loader command to remove one or more empty directories from the specified file
system.

rmdir filesystem:/directory-url ...

Syntax Description

filesystem: Alias for a Flash file system. Use flash: for the system board Flash device.

/directory-url Path (directory) and name of the empty directories to remove. Separate each
directory name with a space.

Command Modes Boot loader
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

Examples

Directory names are case sensitive and limited to 45 characters between the slashes (/); the name cannot
contain control characters, spaces, deletes, slashes, quotes, semicolons, or colons.

Before removing a directory, you must first delete all the files in the directory.

The switch prompts you for confirmation before deleting each directory.

This example shows how to remove a directory:
switch: rndir flash: Test

You can verify that the directory was deleted by entering the dir filesystem: boot loader command.

Related Commands

Command Description
dir Displays alist of files and directories on the specified file system.
mkdir Creates one or more new directories on the specified file system.
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Note

set W

Use the set boot loader command to set or display environment variables, which can be used to control
the boot loader or any other software running on the switch.

set variable value

Under normal circumstances, it is not necessary to alter the setting of the environment variables.

Syntax Description

variable value

Use one of these keywords for variable and value:

MANUAL_BOOT—Determines whether the switch automatically or manually
boots.

Valid values are 1, yes, 0, and no. If it is set to no or 0, the boot loader attempts to
automatically boot the system. If it is set to anything else, you must manually boot
the switch from the boot loader mode.

BOOT filesystem:/file-url— A semicolon-separated list of executable filesto try to
load and execute when automatically booting.

If the BOOT environment variableisnot set, the system attemptsto |oad and execute
thefirst executable imageit can find by using arecursive, depth-first search through
the flash: file system. If the BOOT variableis set but the specified images cannot be
loaded, the system attempts to boot the first bootablefile that it can find in the Flash
file system.

ENABL E_BREAK—Determines whether the automatic boot process can be
interrupted by using the Break key on the console.

Validvaluesare 1, yes, on, 0, no, and off. If itisset to 1, yes, or on, you can interrupt
the automatic boot process by pressing the Break key on the console after the Flash
file system has initialized.

HEL PER filesystem:/file-url— A semicolon-separated list of loadable files to
dynamically load during the boot |oader initialization. Helper files extend or patch
the functionality of the boot |oader.

PS1 prompt—A string that is used as the command-line prompt in boot loader mode.

CONFIG_FILE flash:/file-url—The filename that 10S uses to read and write a
nonvolatile copy of the system configuration.

BAUD rate—The rate in bits per second (bps) used for the console. The IOS
software inherits the baud rate setting from the boot loader and continues to use this
value unless the configuration file specifies another setting. The rangeis from 0 to
4294967295 bps. Valid values are 50, 75, 110, 150, 300, 600, 1200, 1800, 2000,
2400, 3600, 4800, 7200, 9600, 14400, 19200, 28800, 38400, 56000, 57600, 115200,
and 128000.

The most commonly used values are 300, 1200, 2400, 9600, 19200, 57600, and
115200.
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Defaults

Note

BOOTHLPR filesystem:/file-url—The name of the |0S helper image that is first
loaded into memory so that it can then load a second 10S image into memory and
launch it. This variable is used only for internal devel opment and testing.

HELPER_CONFIG_FIL E filesystem:/file-url—The name of the configuration file
to be used by the 10S helper image. If thisis not set, the file specified by the
CONFIG_FILE environment variableis used by all versions of 10S that are loaded,
including the helper image. This variable is used only for internal development and
testing.

The environment variables have these default values:
MANUAL_BOOQOT: No (0)
BOOT: Null string

ENABLE_BREAK: No (Off or 0) (the automatic boot process cannot be interrupted by pressing the
Break key on the console).

HELPER: No default value (helper files are not automatically loaded).

PS1: switch:

CONFIG_FILE: config.text

BAUD: 9600 bps

BOOTHLPR: No default value (no helper images are specified).
HELPER_CONFIG_FILE: No default value (no helper configuration file is specified).
SWITCH_NUMBER: 1

SWITCH_PRIORITY: 1

Environment variables that have values are stored in the Flash file system in various files. The format of
these files is that each line contains an environment variable name and an equal sign followed by the
value of the variable. A variable has no value if it is not listed in thisfile; it hasavalueif itislisted in
the file even if the value isa null string. A variable that is set to anull string (for example, “ ") isa
variable with avalue. Many environment variables are predefined and have default values.

Command Modes Boot |oader
Command History Release Modification
12.1(11)AX This command was first introduced.

Catalyst 3750 Switch Command Reference
m. 78-15165-02 |



| Appendix A Boot Loader Commands

Usage Guidelines

Examples

set W

Environment variables are case sensitive and must be entered as documented.
Environment variables that have values are stored in Flash memory outside of the Flash file system.

The MANUAL_BOOT environment variable can also be set by using the boot manual global
configuration command.

The BOOT environment variable can also be set by using the boot system filesystem:/file-url global
configuration command.

The ENABLE_BREAK environment variable can also be set by using the boot enable-break global
configuration command.

The HEL PER environment variable can also be set by using the boot helper filesystem:/file-url global
configuration command.

The CONFIG_FILE environment variable can also be set by using the boot config-file flash:/file-url
global configuration command.

The BOOTHLPR environment variable can also be set by using the boot boothlpr filesystem:/file-url
global configuration command.

TheHELPER_CONFIG_FILE environment variable can also be set by using the boot helper-config-file
filesystem: /file-url global configuration command.

TheHELPER_CONFIG_FILE environment variable can also be set by using the boot helper-config-file
filesystem: /file-url global configuration command.

The SWITCH_NUMBER environment variable can also be set by using the switch
current-stack-member-number renumber new-stack-member-number global configuration command.

The SWITCH_PRIORITY environment variable can also be set by using the switch
stack-member-number priority priority-number global configuration command.

The boot loader prompt string (PS1) can be up to 120 printable characters except the equal sign (=).

This example shows how to change the boot loader prompt:

switch: set PS1 | oader:
| oader :

You can verify your setting by using the set boot loader command.

Related Commands

Command Description
unset Resets one or more environment variables to its previous setting.
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type
Use the type boot loader command to display the contents of one or more files.

type filesystem: ffile-url ...

Syntax Description filesystem: Alias for a Flash file system. Use flash: for the system board Flash device.
ffile-url Path (directory) and name of thefilesto display. Separate each filename with
a space.
Command Modes Boot loader
Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines Filenames and directory names are case sensitive.

If you specify alist of files, the contents of each file is sequentially displayed.

Examples This example shows how to display the contents of two files:

switch: type flash:/newimges/info flash:env_vars
version_suffix: i5q3l2-121-11. AX
version_directory: ¢3750-i5q3l 2-nz. 121-11. AX
i mmge_nane: ¢3750-i 593l 2-ne. 121-11. AX. bin
ios_imge_file_size: 3049472

total _inmage_file_size: 4551168

i mmge_feature: LAYER 3| M N_DRAM MEG=64
imge_fam ly: C3750

info_end:

BAUD=57600

MANUAL_BOOT=no

Related Commands ~ Command Description
cat Displays the contents of one or more files.
more Displays the contents of one or more files.
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unset

Use the unset boot loader command to reset one or more environment variables.

unset variable ...

~

Note  Under normal circumstances, it is not hecessary to alter the setting of the environment variables.

Syntax Description variable Use one of these keywords for variable:

MANUAL _BOOT—Determines whether the switch automatically or
manually boots.

BOOT—Resets the list of executable files to try to load and execute when
automatically booting. If the BOOT environment variable is not set, the
system attempts to load and execute the first executable image it can find by
using arecursive, depth-first search through the Flash file system. If the
BOOT variable is set but the specified images cannot be loaded, the system
attempts to boot the first bootablefile that it can find in the Flash file system.

ENABLE_BREAK—Determines whether the automatic boot process can
be interrupted by using the Break key on the console after the Flash file
system has been initialized.

HEL PER—A semicolon-separated list of |oadable files to dynamically load
during the boot loader initialization. Helper files extend or patch the
functionality of the boot loader.

PS1—A string that is used as the command-line prompt in boot loader mode.

CONFIG_FILE—Resets the filename that 10S uses to read and write a
nonvolatile copy of the system configuration.

BAUD—Resets the rate in bits per second (bps) used for the console. The
|OS software inherits the baud rate setting from the boot |oader and
continues to use this value unless the configuration file specifies another
setting.

BOOTHL PR—Resets the name of the 0S helper image that isfirst loaded
into memory so that it can then load a second |0S image into memory and
launch it. This variable is used only for internal development and testing.

HELPER_CONFIG_FIL E—Resetsthe name of the configuration fileto be
used by the 10S helper image. If thisis not set, the file specified by the
CONFIG_FILE environment variable is used by all versions of 10S that are
loaded, including the helper image. This variable is used only for internal
development and testing.

Command Modes Boot |oader

Command History Release Modification

12.1(11)AX This command was first introduced.
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Usage Guidelines The MANUAL_BOOT environment variable can also be reset by using the no boot manual global
configuration command.

The BOOT environment variable can also be reset by using the no boot system global configuration
command.

The ENABLE_BREAK environment variable can also be reset by using the no boot enable-break
global configuration command.

The HEL PER environment variable can also be reset by using the no boot helper global configuration
command.

The CONFIG_FILE environment variable can also be reset by using the no boot config-file global
configuration command.

The BOOTHLPR environment variable can also be reset by using the no boot boothlpr global
configuration command.

The HELPER_CONFIG_FILE environment variable can also be reset by using the no boot
helper-config-file global configuration command.

Examples This example shows how to reset the prompt string to its previous setting:
switch: unset PS1
switch:

Related Commands ~ Command Description
set Sets or displays environment variables.
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version

Use the version boot loader command to display the boot |oader version.

Version

Syntax Description ~ This command has no arguments or keywords.

Command Modes Boot loader
Command History Release Modification

12.1(11)AX This command was first introduced.
Examples This example shows how to display the boot |oader version:

switch: version

C3750 Boot Loader (C3750-HBOOT-M Version 12.1(11)AX
Conpi | ed Wed 21- Feb-02 14:58 by devgoyal

switch:
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APPENDIX B

Debug Commands

This appendix describes the debug privileged EXEC commands that have been created or changed for
use with the Catalyst 3750 switch. These commands are helpful in diagnosing and resolving

internetworking problems and should be enabled only under the guidance of Cisco technical support
staff.

A

Caution  Because debugging output is assigned high priority in the CPU process, it can render the system
unusable. For this reason, use the debug commands only to troubleshoot specific problems or during
troubleshooting sessions with Cisco technical support staff. It is best to use the debug commands during
periods of lower network traffic and fewer users. Debugging during these periods decreases the
likelihood that increased debug command processing overhead will affect system use.
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debug autoqos

Use the debug autoqos privileged EXEC command to enable debugging of the automatic quality of
service (auto-QoS) feature. Use the no form of this command to disable debugging output.

debug autoqos

no debug autoqos

Syntax Description ~ This command has no keywords or arguments.

Defaults Auto-QoS debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(14)EAL This command was first introduced.

Usage Guidelines To display the QoS configuration that is automatically generated when auto-QoS is enabled, enable
debugging before you enabl e auto-QoS. You enabl e debugging by entering the debug autoqos privileged
EXEC command.

The undebug autogos command is the same as the no debug autogos command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Examples This example shows how to display the QoS configuration that is automatically generated when
auto-QoS is enabl ed:

Swi t ch# debug aut oqos

Aut 0Q0S debugging is on

Swi tch# configure term nal

Enter configurati on conmands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet2/0/1
Switch(config-if)# auto qos voip ci sco-phone

21:29:41: ms qos map cos-dscp O 8 16 26 32 46 48 56
21:29:41: ms qos

21:29:42: no ms qos srr-queue input cos-map

21:29:42: no m's gos srr-queue output cos-nmap

21:29:42: ms qos srr-queue input cos-map queue 1 threshold
21:29:42: nm's gos srr-queue input cos-nmap queue 1 threshold
21:29:42: ms qos srr-queue input cos-map queue 2 threshold
21:29:42: ms qos srr-queue input cos-map queue 2 threshold
21:29:43: nml's gos srr-queue input cos-nmap queue 2 threshold
21:29:43: ms qos srr-queue output cos-map queue 1 threshold 3 5
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21:29:43: ms qos srr-queue output cos-map queue 2 threshold 3 3 6 7

21:29:44: ms qos srr-queue output cos-map queue 3 threshold 3 2 4

21:29:44: nls gos srr-queue output cos-map queue 4 threshold 2 1

21:29:44: ms qos srr-queue output cos-map queue 4 threshold 3 0

21:29:44: no m's gos srr-queue input dscp-mp

21:29:44: no m's qos srr-queue output dscp-nmap

21:29:44: ms qos srr-queue input dscp-map queue 1 threshold 2 9 10 11 12 13 14 15
21:29:45: ms qos srr-queue input dscp-map queue 1 threshold 3 012 34567
21:29:45: nm's gos srr-queue input dscp-map queue 1 threshold 3 32

21:29:45: ms qos srr-queue input dscp-map queue 2 threshold 1 16 17 18 19 20 21 22 23
21:29:45: ms qos srr-queue input dscp-map queue 2 threshold 2 26 33 34 35 36 37 38 39
21:29:46: nml's gos srr-queue input dscp-map queue 2 threshold 2 48 49 50 51 52 53 54 55
21:29:46: ms qos srr-queue input dscp-map queue 2 threshold 2 56 57 58 59 60 61 62 63
21:29:46: m s qos srr-queue input dscp-map queue 2 threshold 3 24 25 27 28 29 30 31 40
21:29:47: m's gos srr-queue input dscp-map queue 2 threshold 3 41 42 43 44 45 46 47

threshol d
threshol d

40 41 42 43 44 45 46 47
24 25 27 28 29 30 31 48

21:29:47: ms qos srr-queue output dscp-map queue 1 3
21:29:47: ms qos srr-queue output dscp-nmap queue 2 3
21:29:47: m's gos srr-queue output dscp-map queue 2 threshold 3 49 50 51 52 53 54 55 56
21:29:48: ms qos srr-queue output dscp-map queue 2 threshold 3 57 58 59 60 61 62 63
21:29:48: ms qos srr-queue output dscp-map queue 3 threshold 3 16 17 18 19 20 21 22 23
21:29:48: nmls gos srr-queue output dscp-map queue 3 threshold 3 26 32 33 34 35 36 37 38
21:29:48: ms qos srr-queue output dscp-map queue 3 threshold 3 39

21:29:49: ms qos srr-queue output dscp-nmap queue 4 threshold 1 8

21:29:49: nls gos srr-queue output dscp-map queue 4 threshold 2 9 10 11 12 13 14 15
trs(config-if)#

21:29:49: ms qos srr-queue output dscp-map queue 4 threshold 3 012 3 4567
21:29:49: no ms qos srr-queue input priority-queue 1

21:29:49: no ms gqos srr-queue input priority-queue 2

21:29:50: m s qos srr-queue input bandwi dth 90 10

21:29:50: no ms qos srr-queue input buffers

21:29:50: m s qos queue-set output 1 buffers 20 20 20 40

21:29:50: interface G gabitEthernet2/0/1

21:29:50: nmls gos trust device cisco-phone

21:29:50: nms qos trust cos

21:29:50: no queue-set 1

21:29:50: srr-queue bandwi dth shape 10 0 0 O

21:29:50: srr-queue bandwi dth share 10 10 60 20

Related Commands ~ Command Description
auto qos voip Configures auto-QoS for voice over IP (VolP) within a QoS domain.
show auto qos Displays the initial configuration that is generated by the automatic auto-QoS
feature

show debugging Displays information about the types of debugging that are enabled. For syntax
information, select Cisco |0S Configuration Fundamentals Command
Reference For |OS Release 12.1 > Cisco | OS System M anagement
Commands > Troubleshooting Commands.
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debug cluster

Use the debug cluster privileged EXEC command to enable debugging of cluster-specific events. Use
the no form of this command to disable debugging output.

debug cluster {discovery | events|extended | hsrp | http | ip [packet] | members|nat | neighbors
| platform | snmp | vqpxy}

no debug cluster {discovery | events| extended | hsrp | http | ip [packet] | members| nat |
neighbors | platform | snmp | vqpxy}

Syntax Description

Defaults

discovery Display cluster discovery debug messages.

events Display cluster event debug messages.

extended Display extended discovery debug messages.

hsrp Display the Hot Standby Router Protocol (HSRP) debug messages.
http Display Hypertext Transfer Protocol (HTTP) debug messages.

ip [packet] Display IP or transport packet debug messages.

members Display cluster member debug messages.

nat Display Network Address Translation (NAT) debug messages.
neighbors Display cluster neighbor debug messages.

platform Display platform-specific cluster debug messages.

snmp Display Simple Network Management Protocol (SNMP) debug messages.
vVgpXxy Display VLAN Query Protocol (VQP) proxy debug messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

This command is available only on the cluster command switch stack or cluster command switch.

The undebug cluster command is the same as the no debug cluster command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

i Catalyst 3750 Switch Command Reference
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debug cluster

Related Commands

Command

Description

show debugging

Displays information about the types of debugging that are enabled. For
syntax information, select Cisco |OS Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco | OS System

M anagement Commands > Troubleshooting Commands.

show cluster

Displays the cluster status and a summary of the cluster to which the
switch belongs.

show cluster candidates

Displays alist of candidate switches when entered on the command
switch.

show cluster members

Displays information about cluster members when executed on the
command switch.
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debug dotlx

Usethe debug dot1x privileged EXEC command to enable debugging of the 802.1X feature. Usetheno
form of this command to disable debugging output.

debug dotlx {all | errors| events| packets | registry | state-machine}

no debug dotlx {all | errors | events| packets | registry | state-machine}

Syntax Description all Display all 802.1X debug messages.
errors Display 802.1X error debug messages.
events Display 802.1X event debug messages.
packets Display 802.1X packet debug messages.
registry Display 802.1X registry invocation debug messages.

state-machine  Display state-machine related-events debug messages.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The authsm, backend, besm, core, and reauthsm keywords were removed.
The errors, events, packets registry, and state-machine keywords were
added.
Usage Guidelines The undebug dot1x command is the same as the no debug dot1x command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco 1OS Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.

show dot1x Displays 802.1X statistics, administrative status, and operational status for
the switch or for the specified interface.
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debugdtp M

Use the debug dtp privileged EXEC command to enable debugging of the Dynamic Trunking Protocol
(DTP) activity. Use the no form of this command to disable debugging output.

debug dtp {aggregation | all | decision | events| oserrs| packets | queue | states | timer s}

no debug dtp {aggregation | all | decision | events | oserrs | packets | queue | states | timers}

Syntax Description

Defaults

aggregation Display DTP user-message aggregation debug messages.

all Display all DTP debug messages.

decision Display the DTP decision-table debug messages.

events Display the DTP event debug messages.

oserrs Display DTP operating system-related error debug messages.
packets Display DTP packet-processing debug messages.

queue Display DTP packet-queueing debug messages.

states Display DTP state-transition debug messages.

timers Display DTP timer-event debug messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug dtp command is the same as the no debug dtp command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco |OS Configuration Fundamentals
Command Reference for 10S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.

show dtp Displays DTP information for the switch or for a specified interface.
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debug etherchannel

Use the debug ether channel privileged EXEC command to enable debugging of the
EtherChannel/PAgP shim. This shim is the software modul e that is the interface between the Port
Aggregation Protocol (PAgP) software module and the port manager software module. Use the no form
of this command to disable debugging output.

debug etherchannel [all | detail | error | event | idb]

no debug etherchannel [all | detail | error | event | idb]

Syntax Description all (Optional) Display all EtherChannel debug messages.
detail (Optional) Display detailed EtherChannel debug messages.
error (Optional) Display EtherChannel error debug messages.
event (Optional) Debug major EtherChannel event messages.
idb (Optional) Display PAgP interface descriptor block debug messages.
A

Note  Though visible in the command-line help strings, the linecard keyword is not supported.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines If you do not specify a keyword, all debug messages are displayed.
The undebug etherchannel command is the same as the no debug etherchannel command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |I0S Release 12.1 > Cisco 1 OS System
M anagement Commands > Troubleshooting Commands.

show etherchannel Displays EtherChannel information for the channel.
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debug interface

Usethe debug interface privileged EXEC command to enable debugging of interface-related activities.
Use the no form of this command to disable debugging output.

debug interface M

debug interface {interface-id | null interface-number | port-channel port-channel-number |

vlan vlan-id}

no debug interface {interface-id | null interface-number | port-channel port-channel-number |

vlan vlan-id}

Syntax Description

Defaults

interface-id

Display debug messages for the specified physical interface, identified by
type switch number/module number/ port, for example gigabitethernet
6/0/3.

null interface-number

Display debug messages for null interfaces. The interface-number is always
0.

port-channel
port-channel-number

Display debug messages for the specified EtherChannel port-channel
interface. The port-channel-number rangeis 1 to 12.

vlan vlan-id

Display debug messages for the specified VLAN. The vian-id rangeis 1 to
4094.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

If you do not specify a keyword, all debug messages are displayed.

The undebug interface command is the same as the no debug interface command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command

Description

show debugging

Displays information about the types of debugging that are enabled. For
syntax information, select Cisco |OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show etherchannel

Displays EtherChannel information for the channel.

[ 78-15165-02
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debug ip igmp filter

Use the debug ip igmp filter privileged EXEC command to enable debugging of Internet Group
Management Protocol (IGMP) filter events. Use the no form of this command to disable debugging
output.

debug ip igmp filter

no debug ip igmp filter

Syntax Description ~ This command has no arguments or keywords.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The undebug ip igmp filter command is the same as the no debug ip igmp filter command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |0S Release 12.1 > Cisco 1 OS System
M anagement Commands > Troubleshooting Commands.
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debug ip igmp max-groups

Syntax Description

Defaults

Usethe debug ip igmp max-groups privileged EXEC command to enable debugging of Internet Group
Management Protocol (IGMP) maximum groups events. Use the no form of this command to disable
debugging output.

debug ip igmp max-groups

no debug ip igmp max-groups

This command has no arguments or keywords.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug ip igmp max-groups command is the same as the no debug ip igmp max-groups
command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco |OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.
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debug ip igmp snooping
Use the debug igmp snooping privileged EXEC command to enable debugging of Internet Group
Management Protocol (IGM P) snooping activity. Use the no form of this command to disable debugging
output.

debug ip igmp snooping [group | management | router | timer]

no debug ip igmp snooping [group | management | router | timer]

Syntax Description group (Optional) Display IGMP snooping group activity debug messages.
management (Optional) Display IGM P snooping management activity debug messages.
router (Optional) Display IGM P snooping router activity debug messages.
timer (Optional) Display IGMP snooping timer event debug messages.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The undebug ip igmp snooping command is the same as the no debug ip igmp snooping command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description
debug platform ip Displays information about platform-dependent IGMP snooping activity.
igmp snooping
show debugging Displays information about the types of debugging that are enabled. For

syntax information, select Cisco |OS Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.
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debug lacp

Use the debug lacp privileged EXEC command to enable debugging of Link Aggregation Control
Protocol (LACP) activity. Use the no form of this command to disable debugging output.

debug lacp [all | event | fsm | misc | packet]

no debug lacp [all | event | fsm | misc | packet]

Syntax Description all (Optional) Display all LACP debug messages.
event (Optional) Display LACP event debug messages.
fsm (Optional) Display L ACP finite state-machine debug messages.
misc (Optional) Display miscellaneous L ACP debug messages.
packet (Optional) Display LACP packet debug messages.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(14)EAL This command was first introduced.
Usage Guidelines The undebug lacp command is the same as the no debug lacp command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show lacp Displays LACP channel-group information.
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debug mac-notification

Use the debug mac-notification privileged EXEC command to enable debugging of MAC notification
events. Use the no form of this command to disable debugging output.

debug mac-notification

no debug mac-notification

Syntax Description ~ This command has no arguments or keywords.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The undebug mac-notification command is the same as the no debug mac-notification command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |0S Release 12.1 > Cisco 1 OS System
M anagement Commands > Troubleshooting Commands.

show Displays the MAC address notification information for all interfaces or the
mac-address-table specified interface.
notification
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debug matm

Syntax Description

Defaults

Use the debug matm privileged EXEC command to enable debugging of platform-independent MAC
address management. Use the no form of this command to disable debugging output.

debug matm

no debug matm

This command has no arguments or keywords.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug matm command is the same as the no debug matm command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description
debug platform matm  Displays information about platform-dependent MAC address management.
show debugging Displays information about the types of debugging that are enabled. For

syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

[ 78-15165-02
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debug monitor

Use the debug monitor privileged EXEC command to enable debugging of the Switched Port Analyzer
(SPAN) feature. Use the no form of this command to disable debugging output.

debug monitor {all | errors|idb-update | info | list | notifications | platform | requests | snmp}

no debug monitor {all |errors|idb-update|info|list | notifications| platform |requests| snmp}

Syntax Description all Display all SPAN debug messages.
errors Display detailed SPAN error debug messages.
idb-update Display SPAN interface description block (IDB) update-trace debug messages.
info Display SPAN informational-tracing debug messages.
list Display SPAN port and VLAN-Ilist tracing debug messages.
notifications Display SPAN notification debug messages.
platform Display SPAN platform-tracing debug messages.
requests Display SPAN request debug messages.
snmp Display SPAN and Simple Network Management Protocol (SNMP) tracing
debug messages.
Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The undebug monitor command is the same as the no debug monitor command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |0S Release 12.1 > Cisco 1 OS System
M anagement Commands > Troubleshooting Commands.

show monitor Displays information about all SPAN and remote SPAN (RSPAN) sessions
on the switch.
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debug mvrdbg

Use the debug mvrdbg privileged EXEC command to enable debugging of Multicast VLAN
Registration (MVR). Use the no form of this command to disable debugging output.

debug mvrdbg {all | events | igmpsn | management | ports}

no debug mvrdbg {all | events | igmpsn | management | ports}

Syntax Description all Display all MVR activity debug messages.
events Display MVR event-handling debug messages.
igmpsn Display MVR Internet Group Management Protocol (IGMP) snooping-activity
debug messages.
management Display MV R management-activity debug messages.
ports Display MVR port debug messages.
Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The undebug mvrdbg command is the same as the no debug mvrdbg command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show mvr Displays the current MV R configuration.
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debug nvram

Use the debug nvram privileged EXEC command to enable debugging of nonvolatile random-access
memory (NVRAM) activity. Use the no form of this command to disable debugging output.

debug nvram

no debug nvram

Syntax Description ~ This command has no arguments or keywords.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The undebug nvram command is the same as the no debug nvram command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |0S Release 12.1 > Cisco 1 OS System
M anagement Commands > Troubleshooting Commands.
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debug pagp

Use the debug pagp privileged EXEC command to enable debugging of Port Aggregation Protocol
(PAgP) activity. Use the no form of this command to disable debugging output.

debug pagp [all | event | fsm | misc | packet]

no debug pagp [all | event | fsm | misc | packet]

Syntax Description all (Optional) Display all PAgP debug messages.
event (Optional) Display PAgP event debug messages.
fsm (Optional) Display PAQP finite state-machine debug messages.
misc (Optional) Display miscellaneous PAgP debug messages.
packet (Optional) Display PAgP packet debug messages.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The undebug pagp command is the same as the no debug pagp command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show pagp Displays PAgP channel-group information.
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debug platform acl

Use the debug platform acl privileged EXEC command to enable debugging of the access control list
(ACL) manager. Use the no form of this command to disable debugging output.

debug platform acl {all | exit | label | main | racl | stack | vacl | vimap | warn}

no debug platform acl {all | exit | label | main | racl | stack | vacl | vimap | warn}

Syntax Description all Display all ACL manager debug messages.
exit Display ACL exit-related debug messages.
label Display ACL label-related debug messages.
main Display the main or important ACL debug messages.
racl Display router ACL related debug messages.
stack Display ACL stack-related debug messages.
vacl Display VLAN ACL-related debug messages.
vimap Display ACL VLAN-map-related debug messages.
warn Display ACL warning-related debug messages.
Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The undebug platform acl command is the same as the no debug platform acl command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.
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debug platform cli-redirection main

Use the debug platform cli-redirection main privileged EXEC command to enable debugging of the
main (important) command-line interface (CLI) redirection events. Use the no form of this command to
disable debugging output.

debug platform cli-redirection main

no debug platform cli-redirection main

Syntax Description ~ This command has no arguments or keywords.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The undebug platform cli-redirection main command is the same as the no debug platform
cli-redirection main command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco |OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.
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debug platform configuration

Use the debug platform configuration privileged EXEC command to enable debugging of
configuration file activity across the stack. Use the no form of this command to disable debugging
output.

debug platform configuration {all | reception | transmission}

no debug platform configuration {all | reception | transmission}

Syntax Description all Display debug messages for all configuration file transmission and reception events
throughout the stack.
reception Display debug messages for configuration file reception from other stack members.

transmission Display debug messages for configuration file transmission to other stack members.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The undebug platform configuration command is the same as the no debug platform configuration
command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.
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debug platform cpu-queues

Use the debug platform cpu-queues privileged EXEC command to enable debugging of platform
central processing unit (CPU) receive queues. Use the no form of this command to disable debugging

output.

debug platform cpu-queues { broadcast-q | cbt-to-spt-q | cpuhub-q | host-q | icmp-q |
igmp-shooping-q | layer 2-protocol-q | logging-q | remote-console-q | routing-protocol-q |
rpffail-q | software-fwd-q | stp-q}

no debug platform cpu-queues {broadcast-q | cbt-to-spt-q | cpuhub-q | host-q | icmp-q |
igmp-snooping-q | layer 2-protocol-q | logging-q | remote-console-q | routing-protocol-q |
rpffail-q | software-fwd-q | stp-q}

Syntax Description

broadcast-q Display debug messages about packets received by the broadcast queue.

cbt-to-spt-q Display debug messages about packets received by the core-based tree to
shortest-path tree (cbt-to-spt) queue.

cpuhub-q Display debug messages about packets received by the CPU heartbeat queue.

host-q Display debug messages about packets received by the host queue.

icmp-q Display debug messages about packets received by the Internet Control Message

Protocol (ICMP) queue.

igmp-snooping-q

Display debug messages about packets received by the Internet Group
Management Protocol (IGM P)-snooping queue.

layer 2-protocol-q

Display debug messages about packets received by the Layer 2 protocol queue.

logging-q

Display debug messages about packets received by the logging queue.

remote-console-q

Display debug messages about packets received by the remote consol e queue.

routing-protocol-q

Display debug messages about packets received by the routing protocol queue.

rpffail-q

Display debug messages about packets received by the reverse path forwarding
(RFP) failure queue.

software-fwd-q

Debug packets received by the software forwarding queue.

stp-q

Debug packets received by the Spanning Tree Protocol (STP) queue.

Defaults

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.
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Usage Guidelines The undebug platform cpu-queues command is the same as the no debug platform cpu-queues
command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |0S Release 12.1 > Cisco 1 OS System
M anagement Commands > Troubleshooting Commands.
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debug platform device-manager

Use the debug platform device-manager privileged EXEC command to enable debugging of the
platform-dependent device manager. Use the no form of this command to disable debugging output.

debug platform device-manager {all | device-info | poll | port-download | tr ace}

no debug platform device-manager {all | device-info | poll | port-download | trace}

Syntax Description

Defaults

all Display all platform device manager debug messages.

device-info Display platform device manager device structure debug messages.

poll Display platform device manager 1-second poll debug messages.

port-download  Display platform device manager remote procedure call (RPC) usage debug
messages.

trace Trace platform device manager function entry and exit debug messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug platform device-manager command is the same as the no debug platform
device-manager command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.
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debug platform dotlx

Usethe debug platform dot1x privileged EXEC command to enable debugging of stack-related 802.1X
events. Use the no form of this command to disable debugging output.

debug platform dot1x {initialization | interface-configuration | rpc}

no debug platform dot1x {initialization | interface-configuration | rpc}

Syntax Description initialization Display 802.1X initialization sequence debug messages.
interface-configuration Display 802.1X interface configuration-related debug messages.
rpc Display 802.1X remote procedure call (RPC) request debug messages.
Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The undebug platform dot1x command is the same as the no debug platform dot1x command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.
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debug platform etherchannel

Use the debug platform etherchannel privileged EXEC command to enable debugging of
platf orm-dependent EtherChannel events. Use the no form of this command to disable debugging output.

debug platform etherchannel {init | link-up | rpc-detailed | rpc-generic | warnings}

no debug platform etherchannel {init | link-up | rpc-detailed | rpc-generic | warnings}

Syntax Description

Defaults

init Display EtherChannel module initialization debug messages.

link-up Display EtherChannel link-up and link-down related debug messages.
rpc-detailed Display detailed EtherChannel remote procedure call (RPC) debug messages.
rpc-generic Display EtherChannel RPC generic debug messages.

warnings Display EtherChannel warning debug messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug platform etherchannel command is the same as the no debug platform etherchannel
command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.
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debug platform fallback-bridging

Use the debug platform fallback-bridging privileged EXEC command to enable debugging of the
platform-dependent fallback bridging manager. Use the no form of this command to disable debugging
output.

debug platform fallback-bridging [error |retry | rpc { events | messages} |

no debug platform fallback-bridging [error | retry | rpc {events | messages}]

Syntax Description error (Optional) Display fallback bridging manager error condition messages.

retry (Optional) Display fallback bridging manager retry messages.

rpc { events | messages} (Optional) Display fallback bridging debugging information. The
keywords have these meanings:

» events—Display remote procedure call (RPC) events.
» messages—Display RPC messages.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines If you do not specify a keyword, all fallback bridging manager debug messages are displayed.

The undebug platform fallback-bridging command is the same as the no debug platform
fallback-bridging command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco 1 OS System
M anagement Commands > Troubleshooting Commands.
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debug platform forw-tcam

Use the debug platform forw-tcam privileged EXEC command to enable debugging of the forwarding
ternary content addressable memory (TCAM) manager. Use the no form of this command to disable
debugging output.

debug platform forw-tcam [adjustment | allocate | audit | error | move | read | write]

no debug platform forw-tcam [adjustment | allocate | audit | error | move | read | write]

Syntax Description

Defaults

adjustment (Optional) Display TCAM manager adjustment debug messages.
allocate (Optional) Display TCAM manager allocation debug messages.
audit (Optional) Display TCAM manager audit messages.

error (Optional) Display TCAM manager error messages.

move (Optional) Display TCAM manager move messages.

read (Optional) Display TCAM manager read messages.

write (Optional) Display TCAM manager write messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

If you do not specify a keyword, all forwarding TCAM manager debug messages are displayed.

The undebug platform forw-tcam command is the same as the no debug platform forw-tcam
command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for 10S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

[ 78-15165-02
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debug platform ip igmp snooping

Use the debug platform ip igmp snooping privileged EXEC command to enable debugging of
platform-dependent Internet Group Management Protocol (IGMP) snooping. Use the no form of this
command to disable debugging output.

debug platform ip igmp snooping {all | di | error | event | group | mgmt | pak |retry |rpc|warn}

debug platform ip igmp snooping pak {ip-address | error | ipopt | leave| query | report | rx | svi
| tx}

debug platform ip igmp snooping rpc [cfg | I3mm | misc | vlan]

no debug platform ip igmp snooping {all | di | error | event | group | mgmt | pak |retry | rpc |

warn}
Syntax Description all Display all IGMP snooping debug messages.
di Display IGMP snooping destination index (di) coordination remote procedure
call (RPC) debug messages.
error Display IGMP snooping error messages.
event Display IGMP snooping event debug messages.
group Display IGMP snooping group debug messages.
mgmt Display IGMP snooping management debug messages.
pak {ip-address | Display IGMP snooping packet event debug messages. The keywords have

error |ipopt | leave| these meanings:
query | report | rx |

svi | tx) » ip-address—IP address of the IGMP group.

- error—Display IGMP snooping packet error debug messages.

« ipopt—Display IGMP snooping | P bridging options debug messages.
» leave—Display IGMP snooping leave debug messages.

» query—Display IGMP snooping query debug messages.

» report—Display IGMP snooping report debug messages.

» rx—Display IGMP snooping received packet debug messages.

» svi—Display IGMP snooping switched virtual interface (SV1) packet
debug messages.

» tx—Display IGMP snooping sent packet debug messages.

retry Display IGMP snooping retry debug messages.
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Defaults

debug platform ip igmp snooping

rpc[cfg|I3mm |misc Display IGMP snooping remote procedure call (RPC) event debug messages.
| vlan] The keywords have these meanings:

» cfg—(Optional) Display IGMP snooping RPC debug messages.

e I13mm—(Optional) IGMP snooping Layer 3 multicast router group RPC
debug messages.

» misc—(Optional) IGMP snooping miscellaneous RPC debug messages.
» vlan—(Optional) IGMP snooping VLAN assert RPC debug messages.

warn Display |GMP snooping warning messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug platform ip igmp snooping command is the same as the no debug platform ip igmp
snooping command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description

debugip igmp Displays information about platform-independent | GM P snooping activity.
snooping

show debugging Displays information about the types of debugging that are enabled. For

syntax information, select Cisco |OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

[ 78-15165-02
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debug platform ip multicast

Use the debug platform ip multicast privileged EXEC command to enable debugging of IP multicast
routing. Use the no form of this command to disable debugging output.

debug platform ip multicast {all | mdb | mdfs-rp-retry | midb | mroute-rp | resources | retry |
rpf-throttle | snoop-events | software-forward | swidb-events | vlan-locks}

no debug platform ip multicast {all | mdb | mdfs-rp-retry | midb | mroute-rp | resources|retry
| rpf-throttle | snoop-events | software-forward | swidb-events | vlan-locks}

Syntax Description

all Display all platform IP-multicast event debug messages.
Note  Using this command can degrade the performance of the switch.
mdb Display IP-multicast debug messages for multicast distributed fast switching

(MDFS) multicast descriptor block (mdb) events.

mdfs-rp-retry

Display IP-multicast MDFS rendezvous point (RP) retry event debug messages.

midb Display IP-multicast MDFS multicast interface descriptor block (M1DB) debug
messages.

mroute-rp Display IP-multicast RP event debug messages.

r esour ces Display IP-multicast hardware resource debug messages.

retry Display IP-multicast retry processing event debug messages.

rpf-throttle

Display |P-multicast reverse path forwarding (RPF) throttle event debug
messages.

snoop-events

Display IP-multicast |GMP snooping event debug messages.

softwar e-forward

Display IP-multicast software forwarding event debug messages.

swidb-events

Display IP-multicast MDFS software interface descriptor block (swidb) or
global event debug messages.

vlan-locks

Display IP-multicast VLAN lock and unlock event debug messages.

Defaults

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.
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debug platform ip multicast M

Usage Guidelines The undebug platform ip multicast command is the same as the no debug platform ip multicast
command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco |OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.
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debug platform ip unicast

Use the debug platform ip unicast privileged EXEC command to enable debugging of
platform-dependent | P unicast routing. Use the no form of this command to disable debugging output.

debug platform ip unicast {adjacency | all | arp | dhcp | errors| events|interface | mpath |
registries|retry | route | rpc | standby | statistics}

no debug platform ip unicast {adjacency | all | arp | dhcp | errors| events | interface | mpath |
registries|retry | route | rpc | standby | statistics}

Syntax Description

adjacency Display IP unicast routing adjacency programming event debug messages.

all Display all platform I P unicast routing debug messages.
Note  Using this command can degrade the performance of the switch.

arp Display I P unicast routing Address Resol ution Protocol (ARP) and ARP throttling debug
messages.

dhcp Display IP unicast routing Dynamic Host Configuration Protocol (DHCP) dynamic
address-related event debug messages.

errors Display all IP unicast routing error debug messages, including resource allocation
failures.

events Display all IP unicast routing event debug messages, including registry and

mi scellaneous events.

interface Display IP unicast routing interface event debug messages.

mpath Display IP unicast routing multi-path adjacency programming event debug messages
(present when performing equal or unequal cost routing).

registries  Display IP unicast routing forwarding information database (FIB), adjacency add,
update, and delete registry event debug messages.

retry Display IP unicast routing reprogram FIBs with ternary content addressable memory
(TCAM) allocation failure debug messages.

route Display IP unicast routing FIB TCAM programming event debug messages.
rpc Display IP unicast routing Layer 3 unicast remote procedure call (RPC) interaction
debug messages.

standby Display I P unicast routing standby event debug messages, hel pful in troubleshooting Hot
Standby Routing Protocol (HSRP) issues.

statistics Display IP unicast routing statistics gathering-related event debug messages.

Defaults

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.
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debug platform ip unicast

Usage Guidelines The undebug platform ip unicast command isthe same asthe no debug platform ip unicast command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco |OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.
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debug platform ipc

Usethe debug platform ipc privileged EXEC command to enabl e debugging of the platform-dependent
Interprocess Communication (1PC) Protocol. Use the no form of this command to disable debugging
output.

debug platform ipc {all | init | receive | send | trace}

no debug platform {all | init | receive | send | trace}

Syntax Description all Display al platform IPC debug messages.
Note  Using this command can degrade the performance of the switch.
init Display debug messages related to I PC initialization.
receive Display IPC traces each time an IPC packet is received by the switch.
send Display IPC traces each time an IPC packet is sent by the switch.
trace Display IPC trace debug messages, tracing the code path as the IPC functions are
executed.
Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The undebug platform ipc command is the same as the no debug platform ipc.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.
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debug platform led

Use the debug platform led privileged EXEC command to enable debugging of light-emitting diode
(LED) actions. Use the no form of this command to disable debugging output.

debug platform led {generic | signal | stack}

no debug platform led {generic | signal | stack}

Syntax Description generic Display LED generic action debug messages.

signal Display LED signal bit map debug messages.
stack Display LED stack action debug messages.
Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The undebug platform led command is the same as the no debug platform led command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for 10S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

Catalyst 3750 Switch Command Reference
[ 78-15165-02 .m



Appendix B Debug Commands |

M debug platform matm

debug platform matm

Use the debug platform matm privileged EXEC command to enable debugging of platform-dependent
MAC address management. Use the no form of this command to disable debugging output.

debug platform matm {aging | all | ec-aging | errors|learning | rpc | secure-address | war nings}

no debug platform matm {aging | all | ec-aging | errors|learning | rpc | secure-address |

warnings}
Syntax Description aging Display MAC address aging debug messages.
all Display all platform MAC address management event debug messages.
ec-aging Display EtherChannel address aging-related debug messages.
errors Display MAC address management error messages.
learning Display MAC address management address-learning debug messages.
rpc Display MAC address management remote procedure call (RPC) related debug
messages.
secure-address Display MAC address management secure address |earning debug messages.
warning Display MAC address management warning messages.
Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The undebug platform matm command is the same as the no debug platform matm command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description
debug matm Displays information about platform-independent MAC address management.
show debugging Displaysinformation about the types of debugging that are enabled. For syntax

information, select Cisco |OS Configuration Fundamentals Command
Reference for IOS Release 12.1 > Cisco | OS System M anagement
Commands > Troubleshooting Commands.
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debug platform messaging application

Use the debug platform messaging application privileged EXEC command to enable debugging of
application messaging activity. Use the no form of this command to disable debugging output.

debug platform messaging application {all | badpak | cleanup | events | memerr | messages |
stackchg | usererr}

no debug platform messaging application {all | badpak | cleanup | events | memerr | messages
| stackchg | usererr}

Syntax Description

Defaults

all Display all application-messaging debug messages.
badpak Display bad-packet debug messages.

cleanup Display clean-up debug messages.

events Display event debug messages.

memerr Display memory-error debug messages.

messages Display application-messaging debug messages.
stackchg Display stack-change debug messages.

usererr Display user-error debug messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug platform messaging application command is the same as the no debug platform
messaging application command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command

Description

show debugging

Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco 1OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

[ 78-15165-02
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debug platform phy

Use the debug platform phy privileged EXEC command to enable debugging of PHY driver
information. Use the no form of this command to disable debugging output.

debug platform phy {automdix | flowcontrol | forced | init-seq | link-status|read | sfp |
show-controller | speed | write}

no debug platform phy {automdix | flowcontrol | forced | init-seq | link-status | read | sfp |
show-controller | speed | write}

Syntax Description

Defaults

automdix Display PHY automatic media-dependent-interface crossover (Auto MDIX)
debug messages.

flowcontrol Display PHY flowcontrol debug messages.

forced Display PHY forced-mode debug messages.

init-seq Display PHY initialization-sequence debug messages.

link-status Display PHY link-status debug messages.

read Display PHY-read debug messages.

sfp Display PHY small form-factor pluggable (SFP) modules debug messages.

show-controller Display PHY show-controller debug messages.

speed Display PHY speed-change debug messages.

write Display PHY-write debug messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines
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The undebug platform phy command is the same as the no debug platform phy command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.
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debug platform phy Il

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco 1OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.
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debug platform pm

Usethe debug platform pm privileged EXEC command to enable debugging of the platform-dependent
port manager software module. Use the no form of this command to disable debugging output.

debug platform pm {all | counters| errdisable| etherchnl | exceptions | hpm-events|idb-events
| if-numbers | ios-events | link-status | platform | pm-events| pm-vector s [detail] | rpc
[general | oper-info | state | vectors| vp-events] | soutput | stack-manager | sync | vlans}

no debug platform pm {all | counters| errdisable | etherchnl | exceptions | hpm-events |
idb-events|if-numbers|ios-events| link-status| platform | pm-events | pm-vector s[detail]
| rpc[general | oper-info | state | vectors| vp-events] | soutput | stack-manager | sync|vlans}

Syntax Description

all Display all port-manager debug messages.

counters Display counters for remote procedure call (RPC) debug messages.
errdisable Display error-disabled rel ated-events debug messages.

etherchnl Display EtherChannel related-events debug messages.

exceptions Display system exception debug messages.

hpm-events Display platform port-manager event debug messages.

idb-events Display interface descriptor block (IDB) related-events debug messages.
if-numbers Display interface-number translation-event debug messages.
ios-events Display 10S event debug messages.

link-status Display interface link-detection event debug messages.

platform Display port-manager function-event debug messages.

pm-events Display port manager event debug messages.

pm-vector s [detail]

Display port-manager vector-rel ated-event debug messages. The keyword has
this meaning:

» detail—Display vector-function details.

rpc[general |
oper-info | state |
vectors| vp-events]

Display RPC related-event debug messages. The keywords have these
meanings:

« general—(Optional) Display RPC general events.

« oper-info—(Optional) Display operational- and informational -rel ated
RPC messages.

- state—(Optional) Display administrative- and operational-related RPC
messages.

« vectors—(Optional) Display vector-related RPC messages.

« vp-events—(Optional) Display virtual portsrelated-events RP messages.

soutput

Display IDB output vector event debug messages.

stack-manager

Display stack-manager related-events debug messages.

sync

Display operational synchronization and VLAN line-state event debug
messages.

vlans

Display VLAN creation and deletion event debug messages.
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debug platformpm W

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The undebug platform pm command is the same as the no debug platform pm command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco 1OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.
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debug platform port-asic

Use the debug platform port-asic privileged EXEC command to enable debugging of the port
application-specific integrated circuit (ASIC) driver. Use the no form of this command to disable
debugging output.

debug platform port-asic {interrupt | periodic | read | stack | write}

no debug platform port-asic {interrupt | periodic | read | stack | write}

Syntax Description interrupt Display port-ASIC interrupt-related function debug messages.
periodic Display port-ASIC periodic-function-call debug messages.
read Display port-ASIC read debug messages.
stack Display stacking-related function debug messages.
write Display port-ASIC write debug messages.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The undebug platfor m port-asic command is the same as the no debug platform port-asic command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco 1OS Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.
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debug platform port-security

Use the debug platform port-security privileged EXEC command to enable debugging of
platform-dependent port-security information. Use the no form of this command to disable debugging

output.

debug platform port-security {add | aging | all | delete | errors| rpc | warnings}

no debug platform port-security {add | aging | all | delete | errors|rpc | warnings}

Syntax Description

Defaults

add Display secure address addition debug messages.
aging Display secure address aging debug messages.

all Display all port-security debug messages.

delete Display secure address deletion debug messages.
errors Display port-security error debug messages.

rpc Display remote procedure call (RPC) debug messages.
warnings Display warning debug messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug platform port-security command is the same as the no debug platform port-security

command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command

Description

show debugging

Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco 1OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

[ 78-15165-02
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debug platform gos-acl-tcam

Use the debug platform qos-acl-tcam privileged EXEC command to enable debugging of the quality
of service (QoS) and access control list (ACL) ternary content addressable memory (TCAM) manager
software. Use the no form of this command to disable debugging output.

debug platform gos-acl-tcam {all | ctcam | errors|labels | mask | rpc | tcam}

no debug platform qos-acl-tcam {all | ctcam | errors|labels| mask | rpc | tcam}

Syntax Description all Display all QoS and ACL TCAM (QATM) manager debug messages.
ctcam Display Cisco TCAM (CTCAM) related-events debug messages.
errors Display QATM error-rel ated-events debug messages.
labels Display QATM label-related-events debug messages.
mask Display QATM mask-related-events debug messages.
rpc Display QATM remote procedure call (RPC) related-events debug messages.
tcam Display QATM TCAM-related events debug messages.
Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The undebug platform qos-acl-tcam command is the same as the no debug platform gos-acl-tcam
command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco 1OS Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.
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debug platform remote-commands

Syntax Description

Defaults

Usethe debug platform remote-commands privileged EXEC command to enable debugging of remote
commands. Use the no form of this command to disable debugging output.

debug platform remote-commands

no debug platform remote-commands

This command has no arguments or keywords.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug platform remote-commands command is the same as the no debug platform
remote-commands command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco |OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

[ 78-15165-02
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debug platform resource-manager

Use the debug platform resource-manager privileged EXEC command to enable debugging of the
resource manager software. Use the no form of this command to disable debugging output.

debug platform resource-manager {all |dm |erd | errors| madmed | sd | stats | vid}

no debug platform resource-manager {all |dm |erd | errors| madmed | sd | stats| vid}

Syntax Description

Defaults

all Display all resource manager debug messages.

dm Display destination-map debug messages.

erd Display equal-cost-route descriptor-table debug messages.

errors Display error debug messages.

madmed Display the MAC address descriptor table and multi-expansion descriptor table
debug messages.

sd Display the station descriptor table debug messages.

stats Display statistics debug messages.

vid Display the VLAN-list descriptor debug messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug platform resource-manager command is the same as the no debug platform
resour ce-manager command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco 1OS Configuration Fundamentals
Command Reference for |0S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.
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debug platform snmp

debug platform snmp

Syntax Description

Defaults

Use the debug platform snmp privileged EXEC command to enable debugging of the
platform-dependent Simple Network Management Protocol (SNMP) software. Use the no form of this
command to disable debugging output.

debug platform snmp

no debug platform snmp

This command has no arguments or keywords.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug platform snmp command is the same as the no debug platform snmp command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco |OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.
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debug platform span

Use the debug platform span privileged EXEC command to enable debugging of the
platform-dependent Switched Port Analyzer (SPAN) software. Use the no form of this command to
disable debugging output.

debug platform span

no debug platform span

Syntax Description ~ This command has no arguments or keywords.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The undebug platform span command is the same as the no debug platform span command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco 1OS Configuration Fundamentals
Command Reference for |0S Release 12.1 > Cisco 1 OS System
M anagement Commands > Troubleshooting Commands.
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debug platform stack-manager

Use the debug platform stack-manager privileged EXEC command to enable debugging of the stack
manager software. Use the no form of this command to disable debugging output.

debug platform stack-manager {all | rpc|sdp | sim | ssm | trace}

no debug platform stack-manager {all | rpc | sdp | sim | ssm | trace}

Syntax Description

Defaults

all Display all stack manager debug messages.

rpc Display stack manager remote procedure call (RPC) usage debug messages.
sdp Display the Stack Discovery Protocol (SDP) debug messages.

sim Display the stack information modul e debug messages.

ssm Display the stack state-machine debug messages.

trace Trace the stack manager entry and exit debug messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug platform stack-manager command is the same as the no debug platform
stack-manager command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco |OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.
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debug platform supervisor-asic

Use the debug platform supervisor-asic privileged EXEC command to enable debugging of the
supervisor application-specific integrated circuit (ASIC). Use the no form of this command to disable
debugging output.

debug platform supervisor-asic {all | errors | receive | send}

no debug platform supervisor-asic{all | errors | receive | send}

Syntax Description all Display all supervisor-ASIC event debug messages.
errors Display the supervisor-ASIC error debug messages.
receive Display the supervisor-ASIC receive debug messages.
send Display the supervisor-ASIC send debug messages.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The undebug platform supervisor-asic command is the same as the no debug platform
supervisor-asic command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco 1OS Configuration Fundamentals
Command Reference for |0S Release 12.1 > Cisco 1 OS System
M anagement Commands > Troubleshooting Commands.
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debug platform sw-bridge

Use the debug platform sw-bridge privileged EXEC command to enable debugging of the software
bridging function. Use the no form of this command to disable debugging output.

debug platform sw-bridge { broadcast | control | multicast | packet | unicast}

no debug platform sw-bridge { broadcast | control | multicast | packet | unicast}

Syntax Description

Defaults

broadcast Display broadcast-data debug messages.
control Display protocol-packet debug messages.
multicast Display multicast-data debug messages.

packet Display sent and received data debug messages.
unicast Display unicast-data debug messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug platform sw-bridge command is the same as the no debug platform sw-bridge

command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command

Description

show debugging

Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco 1OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.
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debug platform tcam

Use the debug platform tcam privileged EXEC command to enable debugging of ternary content
addressable memory (TCAM) access and lookups. Use the no form of this command to disable
debugging output.

debug platform tcam {log | read | search | write}
debug platform tcam log 12 {acl {input | output} | local | qos}

debug platform tcam log 13 {acl {input | output} |ipv6 {acl {input | output} |local | qos|
secondary} |local | gos | secondary}

debug platform tcam read {reg | ssram | tcam}

debug platform tcam search

debug platform tcam write {forw-ram | reg | tcam}

no debug platform tcam {log | read | search | write}

no debug platform tcam log 12 { acl {input | output} | local | qos}

no debug platform tcam log I3 {acl {input | output} | ipv6 {acl {input | output} |local | qos |
secondary} | local | gos | secondary}

no debug platform tcam read {reg | ssram | tcam}
no debug platform tcam search

no debug platform tcam write {forw-ram | reg | tcam}
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Syntax Description

logl2{acl {input |output} |
local | qos}

Display Layer-2 field-based CAM look-up type debug messages. The
keywords have these meanings:

« acl {input | output}—Display input or output ACL look-up debug
messages.

» local—Display local forwarding look-up debug messages.

- qos—Display classification and quality of service (QoS) look-up
debug messages.

I3 {acl {input | output} |
ipv6 {acl {input | output} |
local | qos | secondary} |
local | qos | secondary}

Display Layer-3 field-based CAM look-up type debug messages. The
keywords have these meanings:
« acl {input | output}—Display input or output ACL look-up debug
messages.
« ipv6{acl {input | output} |local | qos| secondary}—Display
I Pv6-based look-up debug messages. Options include displaying
input or output ACL look-up, local forwarding look-up,

classification and QoS look-up, or secondary forwarding |ook-up
debug messages.

» local—Display local forwarding look-up debug messages.

- qos—Display classification and quality of service (QoS) look-up
debug messages.

» secondary—Display secondary forwarding look-up debug
messages.

read {reg | ssram | tcam}

Display TCAM-read debug messages. The keywords have these
meanings:

« reg—Display TCAM-register read debug messages.

« ssram—Display synchronous static RAM (SSRAM)-read debug
messages.

« tcam—Display TCAM-read debug messages.

sear ch

Display supervisor-initiated TCAM-search results debug messages.

write {forw-ram |reg |
tcam}

Display TCAM-write debug messages. The keywords have these
meanings:

forw-ram—Display forwarding-RAM write debug messages.
reg—Display TCAM-register write debug messages.
tcam—Display TCAM-write debug messages.

Defaults

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.
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Usage Guidelines The undebug platform tcam command is the same as the no debug platform tcam command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco 10S Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.
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debug platform udld

Use the debug platform udld privileged EXEC command to enable debugging of the
platform-dependent UniDirectional Link Detection (UDL D) software. Use the no form of this command
to disable debugging output.

debug platform udld [all | error | rpc { events | messages} ]

no debug platform udld [all | error | rpc {events| messages} |

Syntax Description

Defaults

all (Optional) Display all UDLD debug messages.
error (Optional) Display error condition debug messages.

rpc { events | messages} (Optional) Display UDLD remote procedure call (RPC) debug messages.
The keywords have these meanings:

» events—Display UDLD RPC events.
» messages—Display UDLD RPC messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug platform udld command is the same as the no debug platform udld command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco 1OS Configuration Fundamentals
Command Reference for I0OS Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

[ 78-15165-02
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debug platform vlan

Use the debug platform vlan privileged EXEC command to enable debugging of the VLAN manager
software. Use the no form of this command to disable debugging output.

debug platform vian {errors| mvid | rpc}

no debug platform vlan {errors| mvid | rpc}

Syntax Description errors Display VLAN error debug messages.
mvid Display mapped VLAN ID allocations and free debug messages.
rpc Display remote procedure call (RPC) debug messages.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The undebug platform vian command is the same as the no debug platform vian command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco |OS Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.
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debugpm W

Use the debug pm privileged EXEC command to enable debugging of port manager (PM) activity. The
port manager is a state machine that controls all the logical and physical interfaces. All features, such as
VLANS, UniDirectional Link Detection (UDLD), and so forth, work with the port manager to provide
switch functions. Use the no form of this command to disable debugging output.

debug pm {all | assert | card | cookies | etherchnl | messages | port | registry | sm | span | split |
vlan | vp}

no debug pm {all | assert | card | cookies | etherchnl | messages | port | registry | sm | span | split |

vlan | vp}

Syntax Description all Display all PM debug messages.
assert Display assert debug messages.
card Display line-card related-events debug messages.
cookies Display internal PM cookie validation debug messages.
etherchnl Display EtherChannel related-events debug messages.
hatable Display Host Access Table events debug messages.
messages Display PM debug messages.
port Display port related-events debug messages.
registry Display PM registry invocation debug messages.
sm Display state-machine related-events debug messages.
span Display spanning-tree related-events debug messages.
split Display split-processor debug messages.
vlan Display VLAN related-events debug messages.
vp Display virtual port related-events debug messages.

Note

Defaults

Though visible in the command-line help strings, the scp and pvlan keywords are not supported.

Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The hatable keyword was added.
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Usage Guidelines The undebug pm command is the same as the no debug pm command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |0S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.
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debug port-security

Syntax Description

Defaults

Use the debug port-security privileged EXEC command to enable debugging of the allocation and
states of the port security subsystem. Use the no form of this command to disable debugging output.

debug port-security

no debug port-security

This command has no arguments or keywords.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug port-security command is the same as the no debug port-security command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco |OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show port-security Displays port-security settings for an interface or for the switch.
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debug gos-manager

Use the debug qgos-manager privileged EXEC command to enable debugging of the quality of service
(QoS) manager software. Use the no form of this command to disable debugging output.

debug qos-manager {all | event | verbose}

no debug qos-manager {all | event | ver bose}

Syntax Description all Display all QoS-manager debug messages.
event Display QoS-manager related-event debug messages.
verbose Display QoS-manager detailed debug messages.
Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The undebug gos-manager command is the same as the no debug gos-manager command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, refer to the Cisco |OS Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.
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debug spanning-tree

Use the debug spanning-tree privileged EXEC command to enable debugging of spanning-tree
activities. Use the no form of this command to disable debugging output.

debug spanning-tree {all | backbonefast | bpdu | bpdu-opt | config | csuf/csrt | etherchannel |
events | exceptions | general | mstp | pvst+ | root | snmp | switch | synchronization |

uplinkfast}

no debug spanning-tree{all | backbonefast | bpdu | bpdu-opt | config | csuf/csrt | etherchannel
| events | exceptions | general | mstp | pvst+ | root | snmp | switch | synchronization |

uplinkfast}
Syntax Description all Display all spanning-tree debug messages.
backbonefast Display BackboneFast-event debug messages.
bpdu Display spanning-tree bridge protocol data unit (BPDU) debug messages.
bpdu-opt Display optimized BPDU handling debug messages.
config Display spanning-tree configuration change debug messages.
csuf/csrt Display cross-stack UplinkFast and cross-stack rapid transition activity debug
messages.
etherchannel Display EtherChannel-support debug messages.
events Display spanning-tree topology event debug messages.
exceptions Display spanning-tree exception debug messages.
general Display general spanning-tree activity debug messages.
mstp Debug Multiple Spanning Tree Protocol events.
pvst+ Display per-VLAN spanning-tree plus (PVST+) event debug messages.
root Display spanning-tree root-event debug messages.
snmp Display spanning-tree Simple Network Management Protocol (SNMP)

Defaults

Command Modes

handling debug messages.

synchronization

Display the spanning-tree synchronization event debug messages.

switch Display switch shim command debug messages. This shim is the software
modul e that is the interface between the generic Spanning Tree Protocol (STP)
code and the platform-specific code of various switch platforms.

uplinkfast Display UplinkFast-event debug messages.

Debugging is disabled.

Privileged EXEC
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Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The mstp and csuf/csrt keywords were added.
Usage Guidelines The undebug spanning-tree command is the same as the no debug spanning-tree command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.

show spanning-tree Displays spanning-tree state information.

Catalyst 3750 Switch Command Reference

B-64 78-15165-02 |



| Appendix B Debug Commands

debug spanning-tree backbonefast M

debug spanning-tree backbonefast

Use the debug spanning-tree backbonefast privileged EXEC command to enable debugging of
spanning-tree BackboneFast events. Use the no form of this command to disable debugging output.

debug spanning-tree backbonefast [detail | exceptions]

no debug spanning-tree backbonefast [detail | exceptions]

Syntax Description

Defaults

detail (Optional) Display detailed BackboneFast debug messages.
exceptions (Optional) Display spanning-tree BackboneFast-exception debug messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug spanning-tree backbonefast command is the same as the no debug spanning-tree
backbonefast command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco |OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show spanning-tree Displays spanning-tree state information.

[ 78-15165-02
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debug spanning-tree bpdu

Use the debug spanning-tree bpdu privileged EXEC command to enable debugging of sent and
received spanning-tree bridge protocol data units (BPDUSs). Use the no form of this command to disable
debugging output.

debug spanning-tree bpdu [receive | transmit]

no debug spanning-tree bpdu [receive | transmit]

Syntax Description

Defaults

receive (Optional) Display the nonoptimized path for received BPDU debug messages.
transmit (Optional) Display the nonoptimized path for transmitted BPDU debug messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug spanning-tree bpdu command is the same as the no debug spanning-tree bpdu
command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco |OS Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco 1 OS System
M anagement Commands > Troubleshooting Commands.

show spanning-tree Displays spanning-tree state information.
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debug spanning-tree bpdu-opt

Use the debug spanning-tree bpdu-opt privileged EXEC command to enable debugging of optimized
spanning-tree bridge protocol data units (BPDUs) handling. Use the no form of this command to disable
debugging output.

debug spanning-tree bpdu-opt [detail | packet]

no debug spanning-tree bpdu-opt [detail | packet]

Syntax Description

Defaults

detail (Optional) Display detailed optimized BPDU-handling debug messages.
packet (Optional) Display packet-level optimized BPDU-handling debug messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug spanning-tree bpdu-opt command isthe same as the no debug spanning-tree bpdu-opt
command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for I0OS Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show spanning-tree Displays spanning-tree state information.
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debug spanning-tree mstp

Use the debug spanning-tree mstp privileged EXEC command to enable debugging of the Multiple
Spanning Tree Protocol (MSTP) software. Use the no form of this command to disable debugging

output.

debug spanning-tree mstp {all | boundary | bpdu-rx | bpdu-tx | errors|flush |init | migration |
pm | proposals | region | roles| sanity_check | sync | tc | timers}

no debug spanning-treemstp { all | boundary | bpdu-rx | bpdu-tx | errors|flush |init | migration
| pm | proposals | region | roles| sanity check | sync|tc |timers}

Syntax Description all

Enable all the debugging messages.

boundary Debug flag changes at these boundaries:
« An multiple spanning-tree (MST) region and a single spanning-tree region
running Rapid Spanning Tree Protocol (RSTP)
« An MST region and a single spanning-tree region running 802.1D
« An MST region and another M ST region with a different configuration
bpdu-rx Debug the received M ST bridge protocol data units (BPDUS).
bpdu-tx Debug the transmitted MST BPDUSs.
errors Debug MSTP errors.
flush Debug the port flushing mechanism.
init Debug the initialization of the MSTP data structures.
migration Debug the protocol migration state machine.
pm Debug MSTP port manager events.
proposals Debug handshake messages between the designated switch and the root switch.
region Debug the region synchronization between the switch processor (SP) and the route
processor (RP).
roles Debug MSTP roles.
sanity_check Debug the received BPDU sanity check messages.
sync Debug the port synchronization events.
tc Debug topology change notification events.
timers Debug the MSTP timers for start, stop, and expire events.
Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release

Modification

12.1(14)EA1

This command was first introduced.
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debug spanning-tree mstp

Usage Guidelines The undebug spanning-tree mstp command is the same as the no debug spanning-tree mstp
command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco |OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show spanning-tree Displays spanning-tree state information.
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debug spanning-tree switch

Use the debug spanning-tree switch privileged EXEC command to enable debugging of the software
interface between the Spanning Tree Protocol (STP) software module and the port manager software
module. Use the no form of this command to disable debugging output.

debug spanning-tree switch {all | errors| flush | general | helper | pm | rx {decode|errors|
interrupt | process} | state | tx [decode] | uplinkfast}

no debug spanning-tree switch {all | errors|flush | general | helper |pm | rx {decode | errors|
interrupt | process} | state | tx [decode] | uplinkfast}

Syntax Description all Display all spanning-tree switch debug messages.

errors Display debug messages for the interface between the spanning-tree software
module and the port manager software module.

flush Display debug messages for the shim flush operation.

general Display general event debug messages.

helper Display spanning-tree helper-task debug messages. Helper tasks handle bulk
spanning-tree updates.

pm Display port-manager event debug messages.

rx Display received bridge protocol data unit (BPDU) handling debug messages. The

keywords have these meanings:
» decode—Display decoded received packets.
» errors—Display receive error debug messages.
« interrupt—Display interrupt service request (ISR) debug messages.
» process—Display process receive BPDU debug messages.

state Display spanning-tree port state change debug messages;
tx [decode] Display transmitted BPDU handling debug messages. The keyword has this
meaning:

- decode—(Optional) Display decoded transmitted packets.
uplinkfast Display uplinkfast packet transmission debug messages.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
12.1(14)EAL The flush and uplinkfast keywords were added.
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debug spanning-tree switch

Usage Guidelines The undebug spanning-tree switch command is the same as the no debug spanning-tree switch
command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco |OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show spanning-tree Displays spanning-tree state information.
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debug spanning-tree uplinkfast

Use the debug spanning-tree uplinkfast privileged EXEC command to enable debugging of
spanning-tree UplinkFast events. Use the no form of this command to disable debugging output.

debug spanning-tree uplinkfast [exceptions]

no debug spanning-tree uplinkfast [exceptions]

Syntax Description exceptions (Optional) Display spanning-tree UplinkFast-exception debug messages.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The undebug spanning-tree uplinkfast command is the same as the no debug spanning-tree

uplinkfast command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.

show spanning-tree Displays spanning-tree state information.
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debug sw-vlan

Use the debug sw-vlan privileged EXEC command to enable debugging of VLAN manager activities.
Use the no form of this command to disable debugging output.

debug sw-vian W

debug sw-vlan { badpmcookies | cfg-vlan { bootup | cli} | events|ifs| management | notification
| packets | registries| vtp}

no debug sw-vlan { badpmcookies | cfg-vlan {bootup | cli} | events|ifs| management |
notification | packets | registries | vtp}

Syntax Description

Defaults

badpmcookies

Display debug messages for VLAN manager incidents of bad port manager
cookies.

cfg-vlan {bootup | cli}

Display config-vlan debug messages. The keywords have these meanings:
» bootup—Display messages when the switch is booting up.

» cli—Display messages when the command-line interface (CLI) isin
config-vlan mode.

events Display debug messages for VLAN manager events.

ifs See the debug sw-vlan ifs command.

management Display debug messages for VLAN manager management of internal
VLANS.

notification See the debug sw-vlan notification command.

packets Display debug messages for packet handling and encapsulation processes.

registries Display debug messages for VLAN manager registries.

vtp See the debug sw-vlan vtp command.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug sw-vlan command is the same as the no debug sw-vlan command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

[ 78-15165-02
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Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |0S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.

show vlan Displays the parameters for all configured VLANs or one VLAN (if the
VLAN name or ID is specified) in the administrative domain.

show vtp Displays general information about VTP management domain, status, and
counters.
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debug sw-vlan ifs

Use the debug sw-vlan ifs privileged EXEC command to enable debugging of the VLAN manager 10S
file system (IFS) error tests. Use the no form of this command to disable debugging output.

debug sw-vlan ifs{open {read | write} |read {1|2]| 3|4} | write}

no debug sw-vlan ifs{open {read | write} |read {1|2| 3|4} |write}

Syntax Description

open {read |write}  Display VLAN manager |IFS file-open operation debug messages. The
keywords have these meanings:

« read—Display VLAN manager |FS file-read operation debug messages.

- write—Display VLAN manager IFSfile-write operation debug messages.
read {1|2|3]4} Display file-read operation debug messages for the specified error test (1, 2, 3,

write (I;r| :gl'ay file-write operation debug messages.
Defaults Debugging is disabled.
Command Modes Privileged EXEC
Command History Release Modification

12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug sw-vlan ifs command is the same as the no debug sw-vlan ifs command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

When determining the file read operation, Operation 1 reads the file header, which contains the header
verification word and the file version number. Operation 2 reads the main body of the file, which
contains most of the domain and VLAN information. Operation 3 reads type length version (TLV)
descriptor structures. Operation 4 reads TLV data.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show vlan Displays the parameters for all configured VLANs or one VLAN (if the
VLAN name or ID is specified) in the administrative domain.

[ 78-15165-02
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debug sw-vlan notification

Use the debug sw-vlan notification privileged EXEC command to enable debugging of the activation
and deactivation of Inter-Link Switch (ISL) VLAN IDs. Use the no form of this command to disable
debugging output.

debug sw-vlan notification { accfwdchange | allowedvlancfgchange | fwdchange | linkchange |
modechange | pruningcfgchange | statechange}

no debug sw-vlan notification { accfwdchange | allowedvlancfgchange | fwdchange |
linkchange | modechange | pruningcfgchange | statechange}

Syntax Description accfwdchange Display debug messages for VLAN manager notification of aggregated
access interface spanning-tree forward changes.

allowedvlancfgchange  Display debug messages for VLAN manager notification of changes to the
allowed VLAN configuration.

fwdchange Display debug messages for VLAN manager notification of spanning-tree
forwarding changes.

linkchange Display debug messages for VL AN manager notification of interface
link-state changes.

modechange Display debug messages for VLAN manager notification of interface mode
changes.

pruningcfgchange Display debug messages for VLAN manager notification of changes to the
pruning configuration.

statechange Display debug messages for VLAN manager notification of interface state
changes.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines The undebug sw-vlan notification command is the same as the no debug sw-vlan notification
command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.
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debug sw-vlan notification

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show vlan Displays the parameters for all configured VLANs or one VLAN (if the
VLAN name or ID is specified) in the administrative domain.

Catalyst 3750 Switch Command Reference
[ 78-15165-02 .m



Appendix B Debug Commands |

M debug sw-vlan vtp

debug sw-vlan vtp

Use the debug sw-vlan vtp privileged EXEC command to enable debugging of the VLAN Trunking
Protocol (VTP) code. Use the no form of this command to disable debugging output.

debug sw-vlan vtp { events | packets| pruning [packets | xmit] | xmit}

no debug sw-vlan vtp {events | packets | pruning | xmit}

Syntax Description

Defaults

events Display debug messagesfor general-purposelogic flow and detailed VTP
messages generated by the VTP_LOG_RUNTIME macro in the VTP
code.

packets Display debug messages for the contents of all incoming VTP packets

that have been passed into the VTP code from the IOS VTP
platform-dependent layer, except for pruning packets.

pruning [packets | xmit]  Display debug messages generated by the pruning segment of the VTP
code. The keywords have these meanings:

» packets—(Optional) Display debug messages for the contents of all
incoming VTP pruning packets that have been passed into the VTP
code from the 10S VTP platform-dependent layer.

- xmit—(Optional) Display debug messages for the contents of all
outgoing VTP packets that the VTP code requests the IOS VTP
platform-dependent layer to send.

xmit Display debug messagesfor the contents of all outgoing V TP packetsthat
the VTP code requests the |OS VTP platform-dependent layer to send,
except for pruning packets.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug sw-vlan vtp command is the same as the no debug sw-vlan vtp command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

If no further parameters are entered after the pruning keyword, VTP pruning debugging messages are
displayed. They are generated by the VTP_PRUNING_LOG_NOTICE, VTP_PRUNING_LOG_INFO,
VTP_PRUNING_LOG_DEBUG, VTP_PRUNING_LOG_ALERT, and
VTP_PRUNING_LOG_WARNING macrosin the VTP pruning code.
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Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for I0S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show vtp Displays general information about VTP management domain, status, and
counters.
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debug udid

Use the debug udld privileged EXEC command to enable debugging of the UniDirectional Link
Detection (UDLD) feature. Use the no form of this command to disable UDLD debugging.

debug udld {events | packets | registries}

no debug udld {events | packets | registries}

Syntax Description events Display debug messages for UDLD process events as they occur.
packets Display debug messages for the UDLD process as it receives packets from the
packet queue and tries to send them at the request of the UDLD protocol code.
registries Display debug messages for the UDLD process as it processes registry calls from

the UDLD process-dependent module and other feature modules.

Defaults Debugging is disabled.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines The undebug udld command is the same as the no debug udld command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

For debug udld events, these debugging messages are displayed:
» General UDLD program logic flow
- State machine state changes
» Program actions for the set and clear ErrDisable state
» Neighbor cache additions and deletions
» Processing of configuration commands
» Processing of link-up and link-down indications
For debug udld packets, these debugging messages are displayed:
» General packet processing program flow on receipt of an incoming packet

- Indications of the contents of the various pieces of packets received (such as type length versions
[TLVS]) as they are examined by the packet reception code

» Packet transmission attempts and the outcome
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debugudid

For debug udld registries, these categories of debugging messages are displayed:
» Sub-block creation
- Fiber-port status changes
» State change indications from the port manager software
« MAC address registry calls

Related Commands ~ Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |10S Release 12.1 > Cisco | OS System
Management Commands > Troubleshooting Commands.

show udld Displays UDLD administrative and operational status for all ports or the
specified port.
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debug vgpc

Use the debug vgpc privileged EXEC command to enable debugging of the VLAN Query Protocol
(VQP) client. Use the no form of this command to disable debugging output.

debug vgpc [all | cli | events | learn | packet]

no debug vgpc [all | cli | events|learn | packet]

Syntax Description

Defaults

all (Optional) Display all VQP client debug messages.

cli (Optional) Display the VQP client command-line interface (CLI) debug
messages.

events (Optional) Display VQP client event debug messages.

learn (Optional) Display VQP client address learning debug messages.

packet (Optional) Display VQP client packet information debug messages.

Debugging is disabled.

Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

The undebug vgpc command is the same as the no debug vgpc command.

When you enable debugging, it is enabled only on the stack master. To enable debugging on a stack
member, you must start a session from the stack master by using the session switch-number privileged
EXEC command. Then enter the debug command at the command-line prompt of the stack member.

Related Commands

Command Description

show debugging Displays information about the types of debugging that are enabled. For
syntax information, select Cisco | OS Configuration Fundamentals
Command Reference for |0S Release 12.1 > Cisco | OS System
M anagement Commands > Troubleshooting Commands.

Catalyst 3750 Switch Command Reference

B-82

78-15165-02 |



APPENDIX C

Show Platform Commands

This appendix describes the show platform privileged EXEC commands that have been created or
changed for use with the Catalyst 3750 switch. These commands display information helpful in
diagnosing and resolving internetworking problems and should be used only under the guidance of Cisco
technical support staff.
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show platform acl

Usethe show platform acl privileged EXEC command to display platform-dependent access control list
(ACL) manager information.

show platform acl {interface interface-id | label label-number [detail] | statistics asic-number |
vlan vlan-id} [ | {begin | exclude | include} expression]

Syntax Description

interface interface-id

Display per-interface ACL manager information for the specified interface.
The interface can be a physical interface or aVLAN.

label |abel-number
[detail]

Display per-label ACL manager information. The label-number rangeis0to
255. The keyword has this meaning:

» detail—(Optional) Display detailed ACL manager label information.

statistics asic-number

Display per-ASIC ACL manager information. The asic-number is the port
ASIC number, either O or 1.

vlan vlan-id Display per-VLAN ACL manager information. Thevlan-id rangeisfrom 1to
4094.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

You should use thiscommand only when you are working directly with atechnical support representative
whiletroubleshooting a problem. Do not use thiscommand unless atechnical support representative asks

you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform configuration

Use the show platform configuration privileged EXEC command to display platform-dependent
configuration-manager related information.

show platform configuration { config-output | default | running | startup} [ | { begin | exclude |
include} expression]

Syntax Description config-output Display the output of the last auto-configuration application.
default Display whether or not the system is running the default configuration.
running Display a snapshot of the backed-up running configuration on the local

switch.

startup Display a snapshot of the backed-up startup configuration on the local switch.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines You should use this command only when you are working directly with atechnical support representative
whiletroubleshooting a problem. Do not use thiscommand unless atechnical support representative asks
you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform etherchannel

Use the show platform etherchannel privileged EXEC command to display platform-dependent
EtherChannel information.

show platform etherchannel {flags|time-stamps} [ | {begin | exclude | include} expression]

Syntax Description flags Display EtherChannel port flags.
time-stamps Display EtherChannel time stamps.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines You should use this command only when you are working directly with atechnical support representative
whiletroubleshooting a problem. Do not use thiscommand unless atechnical support representative asks
you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform forward

Use the show platform forward privileged EXEC command for an interface to determine how the
hardware would forward a frame that matches the specified parameters.

show platform forward interface-id [vlan vlan-id] src-mac dst-mac [I3protocol-id] [sap | shap]
[cos cos] [ip src-ip dst-ip [frag field] [dscp dscp] {14protocol-id | icmp icmp-type icmp-code |
igmp igmp-version igmp-type | tcp src-port dst-port flags | udp src-port dst-port} [ | {begin |
exclude | include} expression]

Syntax Description

interface-id Theinput physical interface, the port on which the packet comesinto the
switch (including type, stack member, module, and port number).

vlan vlan-id (Optional) Input VLAN ID. The rangeis 1 to 4094. If not specified, and
the input interface is not a routed port, the default is 1.

src-mac 48-bit source MAC address.

dst-mac 48-bit destination MAC address.

I3protocol-id (Optional) The Layer 3 protocol used in the packet. The number isa
value 0 to 65535.

sap (Optional) Service access point (SAP) encapsulation type.

shap (Optional) Subnetwork Access Protocol (SNAP) encapsulation type.

COS C0S (Optional) Class of service (CoS) value of the frame. Therangeis0to 7.

ip src-ip dst-ip (Optional, but required for | P packets) Source and destination P
addresses in dotted decimal notation.

frag field (Optional) The IP fragment field for a fragmented I P packet. The range
is 0 to 65535.

dscp dscp (Optional) Differentiated Services Code Point (DSCP) field in the IP
header. The rangeis 0 to 63.

|4protocol-id The numeric value of the Layer 4 protocol field in the IP header. The

range is 0 to 255. For example, 47 is generic routing encapsulation
(GRE), and 89 is Open Shortest Path First (OSPF). If the protocol isTCP,
UDP, ICMP, or IGMP, you should use the appropriate keyword instead
of a numeric value.

icmp icmp-type

Internet Control Message Protocol (ICMP) parameters. The icmp-type

icmp-code and icmp-code ranges are 0 to 255.
igmp igmp-version Internet Group Management Protocol (IGMP) parameters. The
igmp-type igmp-version range is 1 to 15; the igmp-type range is O to 15.

tcp src-port dst-port
flags

Transmission Control Protocol (TCP) parameters: TCP source port,
destination port, and the numeric value of the TCP flags byte in the
header. The src-port and dst-port ranges are 0 to 65535. The flag range
isfrom O to 1024.

udp src-port dst-port

User Datagram Protocol (UDP) parameters. The src-port and dst-port
ranges are 0 to 65535.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
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Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines You should use this command only when you are working directly with atechnical support representative
whiletroubleshooting a problem. Do not use thiscommand unless atechnical support representative asks
you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Examples Refer to the “Troubleshooting” chapter of the software configuration guide for this release for examples
of the show platform forward command output displays and what they mean.
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show platform ip igmp snooping

Use the show platform ip igmp snooping privileged EXEC command to display platform-dependent
Internet Group Management Protocol (IGMP) snooping information.

show platform ip igmp snooping {all | control [di] | counters | flood [vlan vian-id] | group
ip-address | hardware | retry [count | local [count] | remote [count]]} [ | {begin | exclude |
include} expression]

Syntax Description

all Display all IGMP snooping platform | P multicast information.
control [di] Display IGMP snooping control entries. The keyword has this meaning:
« di—(Optional) Display IGMP snooping control destination index
entries.
counters Display IGMP snooping counters.

flood [vlan vlan-id]

Display IGMP snooping flood information. The keyword has this meaning:

- vlan vlan-id—(Optional) Display flood information for the specified
VLAN. Therangeis 1 to 4094.

group ip-address

Display the IGM P snooping multicast group information, whereip-addressis
the IP address of the group.

hardware

Display IGMP snooping information loaded into hardware.

retry [count | local
[count]

Display IGMP snooping retry information. The keywords have these
meanings:

« count—(Optional) Display only the retry count.
« local—(Optional) Display local retry entries.

remote [count] Display remote entries. The keyword has this meaning:
- count—(Optional) Display only the remote count.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.
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Usage Guidelines You should use this command only when you areworking directly with atechnical support representative
whiletroubleshooting a problem. Do not use this command unless atechnical support representative asks

you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform ip multicast

Use the show platform ip multicast privileged EXEC command to display platform-dependent IP
multicast tables and other information.

show platform ip multicast { counters| groups | hardware [detail] | interfaces | locks |
mdfs-routes | mroute-retry | retry | trace} [ | {begin | exclude | include} expression]

Syntax Description counters Display IP multicast counters and statistics.
groups Display |P multicast routes per group.
hardware [detail] Display IP multicast routes loaded into hardware. The keyword has this
meaning:
» detail—(Optional) Display port membersin destination index and route
index.
interfaces Display IP multicast interfaces.
locks Display IP multicast destination-index locks.
mdfs-routes Display multicast distributed fast switching (MDFS) IP multicast routes.
mroute-retry Display the IP multicast route retry queue.
retry Display the IP multicast routes in the retry queue.
trace Display the IP multicast trace buffer.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

You should use this command only when you areworking directly with atechnical support representative
whiletroubleshooting a problem. Do not use this command unless atechnical support representative asks
you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform ip unicast

Usethe show platform ip unicast privileged EXEC command to display platform-dependent | P unicast

routing information.

show platform ip unicast {adjacency | cef-idb | counts|dhcp | failed {adjacency | arp [A.B.C.D]
| route} | mpaths|route | standby | statistics | trace} [ | {begin | exclude | include}

expression]

Syntax Description adjacency

Display the platform adjacency database.

cef-idb Display platform information corresponding to Cisco Express Forwarding
(CEF) interface descriptor block.

counts Display the current counts for the Layer 3 unicast databases.

dhcp Display the Dynamic Host Configuration Protocol (DHCP) system dynamic

addresses.

failed { adjacency |
arp [A.B.C.D] | route}

Display the hardware resource failures. The keywords have these meanings:

- adjacency—Display the adjacency entries that failed to be programmed
in hardware.

« arp—Display the Address Resol ution Protocol (ARP) deletions because
of failure and because of retries.

+ A.B.C.D—(Optional) Prefix of the ARP entries to display.
« route—Display the route entries that failed to be programmed in

hardware.
mpaths Display the Layer 3 unicast routing multipath adjacency database.
route Display the platform route database.
standby Display the platform standby information.
statistics Display the Layer 3 unicast routing accumulated statistics.
trace Display the platform event trace logs.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release

Modification

12.1(11)AX

This command was first introduced.
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Usage Guidelines You should use this command only when you areworking directly with atechnical support representative
whiletroubleshooting a problem. Do not use this command unless atechnical support representative asks

you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform ipc trace

Use the show platform ipc trace privileged EXEC command to display platform-dependent
Interprocess Communication (IPC) Protocol trace log information.

show platform ipc trace[ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Maodification
12.1(11)AX This command was first introduced.

Usage Guidelines You should use this command only when you are working directly with atechnical support representative
whiletroubleshooting a problem. Do not use thiscommand unless atechnical support representative asks
you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform layerdop

Use the show platform layer4op privileged EXEC command to display platform-dependent Layer 4
operator information.

show platform layer4op {acl | gos [port-asic]} {and-or | map | or-and | vcu} [ | {begin | exclude
| include} expression]

Syntax Description

acl

Display access control list (ACL) Layer 4 operators information.

gos [port-asic]

Display quality of service (QoS) Layer 4 operators information. The keyword has
this meaning:

» port-asic—(Optional) QoS port ASIC number. The value can be O or 1.

and-or Display AND-OR registers information.
map Display select map information.
or-and Display OR-AND registers information.
vcu Display value compare unit (V CU) register information.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

You should use this command only when you are working directly with atechnical support representative
whiletroubleshooting a problem. Do not use thiscommand unless atechnical support representative asks

you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform mac-address-table

Use the show platform mac-address-table privileged EXEC command to display platform-dependent
MAC address table information.

show platform mac-address-table [aging-array | hash-table | mac-addr ess mac-address] [vlan
vlian-id]] [ | {begin | exclude | include} expression]

Syntax Description

aging-array (Optional) Display the MAC address table aging array.

hash-table (Optional) Display the MAC address table hash table.

mac-address mac-address  (Optional) Display the MAC address table MAC address information,
where mac-address is the 48-bit hardware address.

vlan vlan-id (Optional) Display information for the specified VLAN. Therangeis 1
to 4094.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as areference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

You should use this command only when you are working directly with atechnical support representative
whiletroubleshooting a problem. Do not use thiscommand unless atechnical support representative asks
you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform messaging

Use the show platform messaging privileged EXEC command to display platform-dependent
application and performance message information.

show platform messaging { application [incoming | outgoing | summary] | hiper f
[class-number]} [ | {begin | exclude | include} expression]

Syntax Description

application [incoming |
outgoing | summary]

Display application message information. The keywords have these
meanings:
« incoming—(Optional) Display only information about incoming
application messaging requests.
« outgoing—(Optional) Display only information about incoming
application messaging requests.
« summary—(Optional) Display summary information about all
application messaging requests.

hiperf [class-number]

Display outgoing high-performance message information. Specify the
class-number option to display information about high-performance
messages for this class number. The rangeis 0 to 36.

| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

You should use this command only when you areworking directly with atechnical support representative
whiletroubleshooting a problem. Do not use this command unless atechnical support representative asks

you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform monitor

Use the show platform monitor privileged EXEC command to display platform-dependent Switched
Port Analyzer (SPAN) information.

show platform monitor [session session-number] [ | {begin | exclude | include} expression]

Syntax Description session (Optional) Display SPAN information for the specified SPAN session. The
session-number rangeis 1 to 66.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification

12.1(11)AX This command was first introduced.

Usage Guidelines You should use this command only when you areworking directly with atechnical support representative
whiletroubleshooting a problem. Do not use this command unless atechnical support representative asks
you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform mvr table

Use the show platform mvr table privileged EXEC command to display the platform-dependent
Multicast VLAN Registration (MVR) multi-expansion descriptor (MED) group mapping table.

show platform mvr table[ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

You should use this command only when you are working directly with atechnical support representative
whiletroubleshooting a problem. Do not use thiscommand unless atechnical support representative asks
you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform pm

Use the show platform pm privileged EXEC command to display platform-dependent port-manager

information.

show platform pm {counters| group-masks | idbs { active-idbs | deleted-idbs} | if-numbers |
link-status | platform-block | port-info interface-id | stack-view | vlan {info | line-state}
[ | {begin | exclude | include} expression]

Syntax Description

counters

Display module counters information.

group-masks

Display EtherChannel group masks information.

idbs {active-idbs |

Display interface data block (IDB) information. The keywords have these

deleted-idbs} meanings:

» active-idbs—Display active IDB information.

» deleted-idbs—Display deleted and |eaked I DB information.
if-numbers Display interface numbers information.
link-status Display local port link status information.

platform-block

Display platform port block information.

port-info interface-id

Display port administrative and operation fieldsfor the specified interface.

stack-view

Display status information for the stack.

vlan {info | line-state}

Display platform VLAN information. The keywords have these meanings:
« info—Display information for active VLANS.
« line-state—Display line-state information.

| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

You should use this command only when you are working directly with your technical support
representative while troubleshooting a problem. Do not use this command unless your technical support
representative asks you to do so.

Usage Guidelines

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

78-15165-02 |
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show platform port-asic

Use the show platform port-asic privileged EXEC command to display platform-dependent port
application-specific integrated circuit (ASIC) register information.

show platform port-asic { cpu-queue-map-table [asic number | port number [asic number]] |

dest-map index number |

etherchannel-info [asic number | port number [asic number]] |

exception [asic number | port number [asic number]] |

global-status [asic number | port number [asic number]] |

lear ning [asic humber | port number [asic number]] |

mac-info [asic number | port number [asic number]] |

mvid [asic number] |

packet-info-ram [asic number | index number [asic humber]] |

port-info [asic number | port number [asic number]] |

prog-parser [asic number | port number [asic number]] |

receive { buffer-queue | port-fifo | supervisor-sram} [asic number | port number [asic
number]] |

span [vlan-id [asic number] | [asic number]

stack {control | dest-map | learning | messages | mvid | prog-par ser | span | stats [asic
number | port number [asic number]]

stats {drop | enqueue | miscellaneous | supervisor} [asic number | port number [asic
number]] |

transmit { port-fifo | queue | supervisor-sram} [asic number | port number [asic number]]
vct [asic number | port number [asic number]]}

[ | {begin | exclude | include} expression]

Syntax Description

cpu-queue-map-table Display the CPU queue-map table entries. The keywords have
[asic number | port number these meanings:
[asic number]]

« asic number—(Optional) Display information for the
specified ASIC. Therangeis0to 1.

« port number—(Optional) Display information for the
specified port and ASIC number. The rangeis 0 to 27.

dest-map index number Display destination-map information for the specified index. The

range is 0 to 65535.

etherchannel-info [asic number | Display the contents of the EtherChannel information register. The
port number [asic number]] keywords have these meanings:

« asic number—(Optional) Display information for the
specified ASIC. Therangeis0to 1.

« port number—(Optional) Display information for the
specified port and ASIC number. The range is 0 to 27, where
0 isthe supervisor and 1 to 25 are the ports.

[ 78-15165-02

Catalyst 3750 Switch Command Reference



Appendix C  Show Platform Commands |

M show platform port-asic

exception [asic number | port
number [asic number]]

Display the exception-index register information. The keywords
have these meanings:

« asic number—(Optional) Display information for the
specified ASIC. Therangeis0to 1.

« port number—(Optional) Display information for the
specified port and ASIC number. The range is 0 to 27, where
0 isthe supervisor and 1 to 25 are the ports.

global-status [asic number |
port number [asic number]]

Display global and interrupt status. The keywords have these
meanings:
« asic number—(Optional) Display information for the
specified ASIC. Therangeis0to 1.

« port number—(Optional) Display information for the
specified port and ASIC number. The range is 0 to 27, where
0 isthe supervisor and 1 to 25 are the ports.

lear ning [asic number | port
number [asic number]]

Display entries in the learning cache. The keywords have these
meanings:
« asic number—(Optional) Display information for the
specified ASIC. Therangeis0to 1.

« port number—(Optional) Display information for the
specified port and ASIC number. The range is 0 to 27, where
0 isthe supervisor and 1 to 25 are the ports.

mac-info [asic number |
port number [asic number]]

Display the contents of the MAC information register. The
keywords have these meanings:

« asic number—(Optional) Display information for the
specified ASIC. Therangeis0to 1.

« port number—(Optional) Display information for the
specified port and ASIC number. The range is 0 to 27, where
0 isthe supervisor and 1 to 25 are the ports.

mvid [asic number]

Display the mapped VLAN ID table. The keyword has this
meaning:

« asic number—(Optional) Display information for the
specified ASIC. Therangeis0to 1.

packet-info-ram [asic number |
index number [asic number]]

Display the packet information RAM. The keywords have these
meanings:
« asic number—(Optional) Display information for the
specified ASIC. Therangeis0to 1.

« index number—(Optional) Display information for the
specified packet RAM index number and ASIC number. The
rangeis 0 to 63.
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port-info [asic number | port Display port information register val ues. The keywords have these
number [asic number]] meanings:

asic number—(Optional) Display information for the
specified ASIC. Therangeis0to 1.

port number—(Optional) Display information for the
specified port and ASIC number. The range is 0 to 27, where
0 isthe supervisor and 1 to 25 are the ports.

prog-parser [asic number | port  Display the programmable parser tables. The keywords have these
number [asic number]] meanings:

asic number—(Optional) Display information for the
specified ASIC. Therangeis0to 1.

port number—(Optional) Display information for the
specified port and ASIC number. The range is 0 to 27, where
0 isthe supervisor and 1 to 25 are the ports.

receive{buffer-queue|port-fifo| Display receive information. The keywords have these meanings:

supervisor-sram} [asic number |
port number [asic number]]

buffer-queue—Display the buffer queue information.
port-fifo—Display the port-FIFO information.

supervisor-sram—Display the supervisor static RAM
(SRAM) information.

asic number—(Optional) Display information for the
specified ASIC. Therangeis0to 1.

port number—(Optional) Display information for the
specified port and ASIC number. The range is 0 to 27, where
0 isthe supervisor and 1 to 25 are the ports.

span [vlan-id | asic number] Display the Switched Port Analyzer (SPAN)-related information.
The keywords have these meanings:

vlan-id—(Optional) Display information for the specified
VLAN. Therangeis 0 to 1023.

asic number—(Optional) Display information for the
specified ASIC. Therangeis0to 1.
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stack {control | dest-map |
learning | messages | mvid |
prog-parser | span | stats[asic
number | port number [asic
number]] .

Display stack-related information. The keywords have these
meanings:

control—Display stack control-status register information.
dest-map—Display destination-map information.
learning—Display entries in the learning-cache.
messages—Display the stack-message register information.
mvid—Display entries in the mapped VLAN-ID table.
prog-par ser—Display the programmable parser tables.
span—Display SPAN-related information.

stats—Display raw statistics for the port ASIC.

asic number—(Optional) Display information for the
specified ASIC. Therangeis0to 1.

port number—(Optional) Display information for the
specified port and ASIC number. The range is 0 to 27, where
0 isthe supervisor and 1 to 25 are the ports.

stats{drop | enqueue |

Display raw statistics for the port ASIC. The keywords have these

miscellaneous| supervisor} [asic meanings:

number | port number [asic
number]]

drop—Display drop statistics.
enqueue—Display enqueue statistics.
miscellaneous—Display miscellaneous statistics.
supervisor—Display supervisor statistics.

asic number—(Optional) Display information for the
specified ASIC. Therange is0to 1.

port number—(Optional) Display information for the
specified port and ASIC number. The range is 0 to 27, where
0 isthe supervisor and 1 to 25 are the ports.

transmit { port-fifo | queue |
supervisor-sram} [asic number |
port number [asic number]]

Display transmit information. The keywords have these meanings:

por t-fifo—Display the contents of the port-FIFO information
register.

queue—Display the contents of the queue information
register.
supervisor-sram—Display supervisor SRAM information.

asic number—(Optional) Display information for the
specified ASIC. Therangeis0to 1.

port number—(Optional) Display information for the
specified port and ASIC number. The range is 0 to 27, where
0 isthe supervisor and 1 to 25 are the ports.
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vct [asic number | port number Display the VLAN compression table entries for the specified
[asic number]] ASIC or for the specified port and ASIC. The keywords have these
meanings:
« asic number—(Optional) Display information for the
specified ASIC. Therangeis0to 1.

« port number—(Optional) Display information for the
specified port and ASIC number. The range is 0 to 27, where
0 isthe supervisor and 1 to 25 are the ports.

| begin (Optional) Display begins with the line that matches the
expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified
expression.

expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.
Usage Guidelines You should use this command only when you are working directly with your technical support

representative while troubleshooting a problem. Do not use this command unless your technical support
representative asks you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Catalyst 3750 Switch Command Reference
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show platform port-security

Use the show platform port-security privileged EXEC command to display platform-dependent
port-security information.

show platform port-security [ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Maodification
12.1(11)AX This command was first introduced.
Usage Guidelines You should use this command only when you are working directly with your technical support

representative while troubleshooting a problem. Do not use this command unless your technical support
representative asks you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform gos

Usethe show platform qos privileged EXEC command to display platform-dependent quality of service
(QoS) information.

show platform qos {label asic number | policer { parameters asic number |
port alloc number asic number}} [ | {begin | exclude | include} expression]

Syntax Description label asic number Display QoS label maps for the specified ASIC.
(Optional) For asic number, the rangeis 0 to 1.
policer { parameters asic number | Display policer information. The keywords have these
port alloc number asic number} meanings:

- parametersasic number—Display parameter
information for the specified ASIC. TherangeisOto 1.

« port alloc number asic number—Display port allocation
information for the specified port and ASIC. The port
allocation range is 0 to 25. The ASIC rangeis 0 to 1.

| begin (Optional) Display begins with the line that matches the
expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified
expression.

expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines You should use this command only when you are working directly with your technical support
representative while troubleshooting a problem. Do not use this command unless your technical support
representative asks you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform resource-manager

Use the show platform resource-manager privileged EXEC command to display platform-dependent
resource-manager information.

show platform resource-manager {dm [index number] | erd [index number] |
mad [index number] | med [index number] | mod | sd [index number] |
vid [index number]} [ | {begin | exclude | include} expression]

Syntax Description dm [index number]

Display the destination map. The keyword has this meaning:

« index number—(Optional) Display the specified index. Therangeis0to
65535.

erd [index number]

Display the equal-cost-route descriptor table for the specified index. The
keyword has this meaning:

» index number—(Optional) Display the specified index. TherangeisOto
65535.

mad [index number]

Display the MAC-address descriptor table for the specified index. The
keyword has this meaning:

« index number—(Optional) Display the specified index. Therangeis0to
65535.

med [index number]

Display the multi-expansion descriptor table for the specified index. The
keyword has this meaning:

» index number—(Optional) Display the specified index. TherangeisOto
65535.

mod

Display the resource-manager module information.

sd [index number]

Display the station descriptor table for the specified index. The keyword has
this meaning:

« index number—(Optional) Display the specified index. TherangeisOto
65535.

vld [index number]

Display the VLAN-Ilist descriptor table for the specified index. The keyword
has this meaning:

» index number—(Optional) Display the specified index. TherangeisOto
65535.

| begin (Optional) Display begins with the line that matches the expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release

Modification

12.1(11)AX

This command was first introduced.
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Usage Guidelines You should use this command only when you are working directly with your technical support

representative while troubleshooting a problem. Do not use this command unless your technical support
representative asks you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform snmp counters

Use the show platform snmp counters privileged EXEC command to display platform-dependent
Simple Network Management Protocol (SNMP) counter information.

show platform snmp counters|[ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Maodification
12.1(11)AX This command was first introduced.
Usage Guidelines You should use this command only when you are working directly with your technical support

representative while troubleshooting a problem. Do not use this command unless your technical support
representative asks you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform spanning-tree

Use the show platform spanning-tree privileged EXEC command to display platform-dependent
spanning-tree information.

show platform spanning-tree synchronization [detail | vlan vian-id] [ | {begin | exclude |
include} expression]

Syntax Description

synchronization

Display spanning-tree state synchronization information. The keywords have

[detail | vlan these meanings:
vian-id] » detail—(Optional) Display detailed spanning-tree information.
» vlan vlan-id—(Optional) Display VLAN switch spanning-tree information
for the specified VLAN. Therangeis 1 to 4094.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

You should use this command only when you are working directly with your technical support
representative while troubleshooting a problem. Do not use this command unless your technical support
representative asks you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform stp-instance

Use the show platform stp-instance privileged EXEC command to display platform-dependent
spanning-tree instance information.

show platform stp-instance vian-id [ | {begin | exclude | include} expression]

Syntax Description vlan-id Display spanning-tree instance information for the specified VLAN. The range
is1to 4094.
| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Command History Release Modification
12.1(14)EAL This command was first introduced.

Usage Guidelines You should use this command only when you are working directly with your technical support
representative while troubleshooting a problem. Do not use this command unless your technical support
representative asks you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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show platform stack-manager

Use the show platform stack-manager privileged EXEC command to display platform-dependent

switch-stack information.

show platform stack-manager {all | counters|trace [sdp [reverse] | state [reverse]]}
[ | {begin | exclude | include} expression]

Syntax Description

all

Display all information for the entire switch stack.

counters

Display the stack manager counters.

trace [sdp [reverse]]

Display trace information. The keywords have these meanings:
» sdp—(Optional) Display Stack Discovery Protocol (SDP) information.

» reverse—(Optional) Display traceinformationinreversechronological
order (from recent to older chronological sequence).

trace [state [reverse]]

Display trace information. The keywords have these meanings:
- state—(Optional) Display stack state machine information.

» reverse—(Optional) Display traceinformationinreversechronological
order (from recent to older chronological sequence).

| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

You should use this command only when you are working directly with your technical support
representative while troubleshooting a problem. Do not use this command unless your technical support
representative asks you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

These are the states displayed in the summary information about the switch stack:

» Waiting—The stage when aswitch isbooting up and waiting for communication from other switches
in the stack. The switch has not yet determined whether it is a stack master or not.

Stack members not participating in a stack master election remain in the waiting state until the stack
master is elected and ready.

[ 78-15165-02
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M show platform stack-manager

 Initializing—The stage when a switch has determined whether it is the stack master or not. If the
switch is not the stack master, it is receiving its system- and interface-level configuration from the
stack master and loading it.

» Ready—The stage when the stack member has completed loading the system- and interface-level
configuration and is ready to forward traffic.

- Master Re-Init—The stage immediately after a stack master re-election and a different stack
member is elected stack master. The new stack master is re-initializing its configuration. This state
applies only to the new stack master.

« Ver Mismatch—The stage of a switch in version mismatch (VM) mode. VM mode is when aswitch
joining the switch stack has a different stack protocol minor version number from the stack master.

A typical state transition for a stack member (including a stack master) booting up is Waiting ->
Initializing -> Ready.

A typical state transition for a stack member becoming a stack master after a stack master election is
Ready -> Master Re-Init -> Ready.

A typical state transition for a stack member in version mismatch (VM) mode is Waiting ->
Ver Mismatch.

Catalyst 3750 Switch Command Reference
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show platformtb

show platform th

Use the show platform tb privileged EXEC command to display platform-dependent trusted-boundary
information during a stack master change to a new stack master.

show platform tb [ | {begin | exclude | include} expression]

Syntax Description | begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(14)EAL This command was first introduced.

Usage Guidelines

Examples

You should use this command only when you are working directly with your technical support
representative while troubleshooting a problem. Do not use this command unless your technical support
representative asks you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

This is an example of output from the show platform tb command:

Swi tch# show platformthb

Print TB sub-block information

(Fal/ 0/ 2) device: (G sco phone)

/* current interfaces with TB enabled, and the trust device type */

Current master switch: (Yes)
/* Is this switch the current master switch? */

New el ect ed naster : (No)
/* Is the master switch-over occurred and this is the new master switch? */

Mast er ready : (No)
/* |'s the Master switch in ready state? */

HULC TB process on : (No)
/* I's the TB platform process currently runni ng? */

CDP stable timer ON :(No) (360 secs)

/* |'s the CDP stable tinmer running? After the CDP stable tiner expired, CDP nei ghbors of
all the TB enabled interfaces will be verified to make sure the replacenent of |P phone
and PC did not happen during the master switch-over. */

Print TB residue trust ports information

[ 78-15165-02
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M show platform tb

/* The interfaces with TB enabled right before nmaster sw tch-over. */

Print port CDP nei ghbor information
/* Is the CDP nessage still received after switch-over? */

HULC TB i s not detecting CDP events
/* Currently, this switch is not detecting any CDP event. */

i Catalyst 3750 Switch Command Reference
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Show Platform Commands

show platformtcam W

show platform tcam

Use the show platform tcam privileged EXEC command to display platform-dependent ternary content
addressable memory (TCAM) driver information.

show platform tcam {handle number | log-results|table{acl | all | equal-cost-route|ipv6 {acl |
gos | secondary} local | mac-address | multicast-expansion | qos | secondary | station |
vlan-list} | usage} [asic number [detail [invalid]] | [index number [detail [invalid]] | invalid
| num number [detail [invalid]] | invalid] | [invalid] | [num number [detail [invalid]] |
invalid]] [ | {begin | exclude | include} expression]

show platform tcam table acl [asic number [detail [invalid]] | [index number [detail [invalid]] |
invalid | num number [detail [invalid]] | invalid] | [invalid] | [num number [detail [invalid]]
| invalid]] [ | {begin | exclude | include} expression]

show platform tcam table all [asic number [detail [invalid]] | [index number [detail [invalid]] |
invalid | num number [detail [invalid]] | invalid] | [invalid] | [num number [detail [invalid]]
| invalid]] [ | {begin | exclude | include} expression]

show platform tcam table equal-cost-route [asic number [detail [invalid]] | [index humber
[detail [invalid]] | invalid | num number [detail [invalid]] |invalid] | [invalid] | [num number
[detail [invalid]] | invalid]] [ | {begin | exclude | include} expression]

show platform tcam table ipv6 {acl | qos | secondary} [asic number [detail [invalid]] | [index
number [detail [invalid]] |invalid | num number [detail [invalid]] | invalid] |[invalid] | [num
number [detail [invalid]] | invalid]] [ | {begin | exclude | include} expression]

show platform tcam tablelocal [asic number [detail [invalid]] | [index number [detail [invalid]]
|invalid | num number [detail [invalid]] |invalid] | [invalid] | [num number [detail [invalid]]
| invalid]] [ | {begin | exclude | include} expression]

show platform tcam table mac-address [asic number [detail [invalid]] | [index number [detail
[invalid]] | invalid | num number [detail [invalid]] |invalid] | [invalid] | [num number [detail
[invalid]] | invalid]] [ | {begin | exclude | include} expression]

show platform tcam table multicast-expansion [asic number [detail [invalid]] | [index number
[detail [invalid]] |invalid | num number [detail [invalid]] |invalid] | [invalid] | [num number
[detail [invalid]] | invalid]] [ | {begin | exclude | include} expression]

show platform tcam table qos [asic number [detail [invalid]] | [index number [detail [invalid]] |
invalid | num number [detail [invalid]] | invalid] | [invalid] | [num number [detail [invalid]]
| invalid]] [ | {begin | exclude | include} expression]

show platform tcam table secondary [asic number [detail [invalid]] | [index number [detail
[invalid]] | invalid | num number [detail [invalid]] |invalid] | [invalid] | [num number [detail
[invalid]] | invalid]] [ | {begin | exclude | include} expression]

show platform tcam table station [asic number [detail [invalid]] | [index number [detail
[invalid]] | invalid | num number [detail [invalid]] |invalid] | [invalid] | [num number [detail
[invalid]] | invalid]] [ | {begin | exclude | include} expression]

show platform tcam table vlan-list [[asic number [detail [invalid]] | [index number [detail
[invalid]] | invalid | num number [detail [invalid]] |invalid] | [invalid] | [num number [detail
[invalid]] | invalid]] [ | {begin | exclude | include} expression]

[ 78-15165-02
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M show platform tcam

Syntax Description handle number Display the TCAM handle. The range is 0 to 4294967295.
log-results Display the TCAM log results.
table{acl | all | equal-cost-route Display lookup and forwarding table information. The keywords
| ipv6 {acl | gos | secondary} have these meanings:

local | mac-address |
multicast-expansion | qos | _
secondary | station | vlan-list} » all—Display al the TCAM tables.

- egual-cost-route—Display the equal-cost-route table.

» acl—Display the access-control list (ACL) table.

» ipv6—Display IPv6 information.
— acl—Display the IPv6 ACL -table information.
— qos—Display the IPv6 QoS-table information.

— secondary—Display the |Pv6 secondary-table
information.

» |local—Display the local table.
- mac-address—Display the MAC-address table.

- multicast-expansion—Display the | Pv6 multicast-expansion
table.

- qos—Display the QoS table.

» secondary—Display the secondary table.
» station—Display the station table.

« vlan-list—Display the VLAN list table.

usage Display the CAM and forwarding table usage.

[[asic number [detail [invalid]] | Display information. The keywords have these meanings:
[index number [detail [invalid]] |
invalid | num number [detail
[invalid]] | invalid] | [invalid] |
[num number [detail [invalid]] | < detail [invalid]—(Optional) Display valid or invalid details.

asic number—Display information for the specified ASIC
device ID. Therangeis 0 to 15.

invalid]] - index number—(Optional) Display information for the
specified TCAM table index. The range is 0 to 32768.

» num number—(Optional) Display information for the
specified TCAM table number. The range is 0 to 32768.

| begin (Optional) Display begins with the line that matches the
expression.

| exclude (Optional) Display excludes lines that match the expression.

| include (Optional) Display includes lines that match the specified
expression.

expression Expression in the output to use as a reference point.

Command Modes Privileged EXEC

Catalyst 3750 Switch Command Reference
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show platformtcam W

Command History Release Modification

12.1(11)AX This command was first introduced.

Usage Guidelines You should use this command only when you are working directly with your technical support

representative while troubleshooting a problem. Do not use this command unless your technical support
representative asks you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.

Catalyst 3750 Switch Command Reference
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M show platform vian

show platform vlan

Use the show platform vlan privileged EXEC command to display platform-dependent VLAN
information.

show platform vlian {misc | mvid | prune|refcount |rpc{receive|transmit}} [ | { begin | exclude
| include} expression]

Syntax Description

misc Display miscellaneous VLAN module information.

mvid Display the mapped VLAN ID (MVID) allocation information.

prune Display the stack pruning database.

refcount Display the VLAN lock modul e-wise reference counts.

rpc {receive | Display remote procedure call (RPC) messages. The keywords have these
transmit} meanings:

- receive—Display received information.

» transmit—Display transmitted information.

| begin (Optional) Display begins with the line that matches the expression.
| exclude (Optional) Display excludes lines that match the expression.
| include (Optional) Display includes lines that match the specified expression.
expression Expression in the output to use as a reference point.
Command Modes Privileged EXEC
Command History Release Modification
12.1(11)AX This command was first introduced.

Usage Guidelines

You should use this command only when you are working directly with your technical support
representative while troubleshooting a problem. Do not use this command unless your technical support
representative asks you to do so.

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output
are not displayed, but the lines that contain Output are displayed.
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Numerics

802.1X
and switchport modes  2-427
See also port-based authentication

violation error recovery 2-84

A

aaa authentication dotlx command 2-1
AAA methods 2-1
abort command  2-475
access control entries

See ACEs
access control lists

See ACLs
access groups

IP 295

MAC, displaying 2-267
access lists

IP 295

on Layer 2 interfaces 2-95
access map configuration mode 2-121
access mode 2-426
access ports  2-426
ACEs 2-64,2-177
ACLs

deny 2-62

displaying 2-209

for non-IP protocols 2-115

matching 2-121

permit 2-175

I N DEX

action command  2-3

address aliasing  2-166
aggregate-port learner  2-171

allowed VLANs  2-440

apply command  2-475

archive copy-sw command  2-5
archive download-sw command  2-7
archive tar command 2-10

archive upload-sw command  2-13
audience xv

authorization state of controlled port 2-72
autonegotiation of duplex mode 2-81
auto gos voip command  2-15

B

BackboneFast, for STP  2-364
boot (boot loader) command A-2
boot auto-copy-sw command  2-19
boot boothlpr command  2-20
boot config-file command 2-21
boot enable-break command  2-22
boot helper command  2-23
boot helper-config file command 2-24
booting
displaying environment variables 2-215
interrupting  2-22
I0OSimage 2-27
manually 2-25
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W index

boot |oader
accessing A-1
booting
helper image 2-23
IOSimage A-2
directories
creating A-16
displaying alist of A-7
removing A-20
displaying
available commands A-12
memory heap utilization A-14
version A-27
environment variables
described A-21
displaying settings A-21
location of A-23

C

candidate switches
See clusters
cat (boot loader) command A-4
caution, description  xvi
channel-group command 2-28
channel-protocol command  2-32
class command  2-33
class-map command 2-35
class maps
creating 2-35
defining the match criteria 2-123
displaying 2-217
class of service
See CoS
clear lacp command 2-37

setting  A-21 clear mac-address-table command  2-38
unsetting A-25 clear pagp command  2-39
files clear setup express command  2-40
copying A-5 clear spanning-tree counters command  2-41
deleting A-6 clear spanning-tree detected-protocols command  2-42
displaying alist of A-7 clear vmps statistics command  2-43
displaying the contents of ~ A-4, A-17, A-24 clear vtp counters command  2-44
renaming A-18 cluster commander-address command  2-45
file system cluster discovery hop-count command 2-47
formatting A-10 cluster enable command  2-48
initializing Flash  A-9 cluster holdtime command  2-50
running a consistency check A-11 cluster member command  2-51
loading helper images A-13 cluster outside-interface command  2-53
prompt A-1 cluster run command  2-54
resetting the system A-19 clusters
boot manual command  2-25 adding candidates 2-51
boot private-config-file command 2-26 binding to HSRP group  2-55
boot system command  2-27 building manually 2-51
BPDU filtering, for spanning tree  2-365, 2-398 communicating with
BPDU guard, for spanning tree  2-367, 2-398 devices outside the cluster  2-53
broadcast storm control  2-415 members by using Telnet 2-187
broadcast traffic counters 2-254 debug messages, display B-4
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clusters (continued)
displaying
candidate switches 2-220
debug messages B-4
member switches 2-222
status 2-218
hop-count limit for extended discovery 2-47
HSRP standby groups 2-55
redundancy 2-55
SNMP trap 2-355
cluster standby-group command  2-55
cluster timer command 2-57
command modes defined 1-2
command switch
See clusters
configuration files
password recovery disable considerations A-1
specifying the name  2-21, 2-26
configuring multiple interfaces 2-90
config-vlan mode
commands 2-461
description  1-5
entering  2-460
summary 1-2
conventions
command  xvi
for examples  xvi
publication  xvi
text  xvi
copy (boot loader) command A-5
CoS
assigning default value to incoming packets 2-131
overriding the incoming value 2-131
CoS-to-DSCP map  2-135
CPU ASIC statistics, displaying 2-224

index W

D

debug autogos command  B-2

debug cluster command B-4

debug dotlx command B-6

debug dtp command B-7

debug etherchannel command B-8

debug interface command B-9

debug ip igmp filter command B-10

debug ip igmp max-groups command B-11
debug ip igmp snooping command  B-12

debug lacp command B-13

debug mac-notification command B-14

debug matm command B-15

debug monitor command B-16

debug mvrdbg command  B-17

debug nvram command B-18

debug pagp command B-19

debug platform acl command B-20

debug platform cli-redirection main command B-21
debug platform configuration command B-22
debug platform cpu-queues command B-23
debug platform device-manager command B-25
debug platform dotlx command B-26

debug platform etherchannel command B-27
debug platform fallback-bridging command B-28
debug platform forw-tcam command  B-29

debug platform ipc command B-36

debug platform ip igmp snooping command B-30
debug platform ip multicast command B-32
debug platform ip unicast command B-34

debug platform led command B-37

debug platform matm command B-38

debug platform messaging application command B-39
debug platform phy command B-40

debug platform pm command B-42

debug platform port-asic command B-44
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debug platform port-security command B-45
debug platform gos-acl-tcam command B-46
debug platform remote-commands command B-47
debug platform resource-manager command B-48
debug platform snmp command B-49

debug platform span command B-50

debug platform stack-manager command B-51
debug platform supervisor-asic command B-52
debug platform sw-bridge command B-53
debug platform tcam command B-54

debug platform udld command B-57

debug platform vlan command B-58

debug pm command B-59

debug port-security command B-61

debug gos-manager command B-62

debug spanning-tree backbonefast command B-65
debug spanning-tree bpdu command  B-66
debug spanning-tree bpdu-opt command B-67
debug spanning-tree command B-63

debug spanning-tree mstp command B-68
debug spanning-tree switch command B-70
debug spanning-tree uplinkfast command B-72
debug sw-vlan command B-73

debug sw-vlan ifscommand B-75

debug sw-vlan notification command B-76
debug sw-vlan vtp command B-78

debug udld command B-80

debug vgpc command  B-82

define interface-range command  2-58

delete (boot loader) command  A-6

delete command 2-60

deny command 2-62

detect mechanism, causes 2-82

dir (boot loader) command A-7

directories, deleting 2-60

documentation

feedback  xviii

obtaining

CD-ROM  xvii
world wide web  xvii

ordering  xviii

related xvii
document conventions  xvi
domain name, VTP  2-484, 2-488
dotlx default command 2-65
dotlx guest-vlan command 2-66
dot1x host-mode command  2-67
dotlx initialize command 2-69
dotlx max-req command 2-70
dotlx multiple-hosts command 2-71
dot1x port-control command 2-72
dot1x re-authenticate command 2-74
dotlx re-authentication command 2-75
dot1x reauthentication command 2-76
dot1x system-auth-control command 2-77
dot1x timeout command 2-78
dropping packets, with ACL matches 2-3
DSCP-to-CoSmap 2-135
DSCP-to-DSCP-mutation map  2-135
DTP 2-427
DTP flap

error detection for  2-82

error recovery timer  2-84
duplex command  2-80
dynamic-access ports

configuring  2-422

restrictions 2-423
dynamic auto VLAN membership mode 2-426
dynamic desirable VLAN membership mode 2-426
Dynamic Trunking Protocol

See DTP
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E

EAP-request/identity frame
maximum number to send  2-70
response time before retransmitting  2-78
encapsulation methods  2-440
environment variables, displaying 2-215
errdisable detect cause command  2-82
errdisable recovery command  2-84
error conditions, displaying 2-241
error disable detection 2-82
error-disabled interfaces, displaying 2-248
EtherChannel
assigning Ethernet interface to channel group 2-28
creating port-channel logical interface 2-88
debug EtherChannel/PAgP, display B-8
debug platform-specific events, display B-27
displaying 2-245
interface information, displaying 2-248
LACP
clearing channel-group information  2-37
debug messages, display B-13
displaying 2-263
modes 2-28
port priority for hot-standby ports 2-107
restricting a protocol  2-32
system priority  2-109
load-distribution methods 2-184
PAgP
aggregate-port learner  2-171
clearing channel-group information  2-39
debug messages, display B-19
displaying 2-310
error detection for  2-82
error recovery timer  2-84
learn method  2-171
modes 2-28
physical-port learner  2-171
priority of interface for transmitted traffic  2-173

index W

Ethernet controller, internal register display 2-226
Ethernet statistics, collecting 2-193
examples, conventions for  xvi
exit command  2-475
extended discovery of candidate switches 2-47
extended-range VLANSs
and allowed VLAN list 2-440
and pruning-eligible list  2-440
configuring  2-460
extended system ID for STP  2-371

F

fan information, displaying 2-237

feedback to Cisco Systems, web  xviii
filename, VTP 2-484

files, deleting 2-60

flash_init (boot loader) command A-9
flowcontrol command  2-86

format (boot loader) command A-10
forwarding packets, with ACL matches 2-3
forwarding results, display C-5

frame forwarding information, displaying C-5
fsck (boot loader) command  A-11

G

global configuration mode 1-2, 1-4

H

hardware ACL statistics 2-209
help (boot loader) command A-12
hop-count limit for clusters 2-47
host connection, port configuration  2-425
HSRP
binding HSRP group to cluster  2-55
standby group  2-55
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W index

IGMP filters
applying 2-100
debug messages, display B-10
IGMP groups, setting maximum  2-101
IGM P maximum groups, debugging B-11
IGMP profiles
creating 2-102
displaying 2-257
IGMP snooping
displaying 2-258, 2-260
enabling 2-104
images
See software images
Immediate-L eave feature, MVR  2-168
Immediate-L eave processing 2-104
interface command  2-93
interface configuration mode 1-2, 1-4
interface port-channel command 2-88
interface range command  2-90
interface-range macros 2-58
interfaces
assigning Ethernet interface to channel group 2-28
configuring 2-80
configuring multiple 2-90
creating port-channel logical 2-88
debug messages, display B-9
disabling 2-353
displaying the MAC addresstable 2-279
restarting 2-353
interface speed, configuring  2-407
internal registers, displaying 2-226, 2-230
invalid GBIC
error detection for  2-82
error recovery timer  2-84
ip address command  2-98
IP addresses, setting  2-98
IP address matching  2-121

ipigmp filter command 2-100
ip igmp max-groups command  2-101
ip igmp profile command  2-102
ip igmp snooping command  2-104
IP multicast addresses  2-165
IP phones
auto-QosS configuration  2-15
trusting packets sent from  2-158
IP-precedence-to-DSCP map  2-135

J

jumbo frames. See MTU

L

LACP
See EtherChannel
lacp port-priority command  2-107
lacp system-priority command  2-109
Layer 2 mode, enabling  2-420
Layer 2 traceroute
IP addresses  2-450
MAC addresses 2-447
Layer 3 mode, enabling  2-420
line configuration mode 1-3,1-6
Link Aggregation Control Protocol
See EtherChannel
link flap
error detection for  2-82
error recovery timer  2-84
load_helper (boot loader) command  A-13
|oad-distribution methods for EtherChannel  2-184
logging file command 2-111
logical interface 2-88
loopback error
detection for  2-82
recovery timer 2-84
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loop guard, for spanning tree  2-373, 2-377

M

mac access-group command  2-113
MAC access-groups, displaying 2-267
MAC access list configuration mode 2-115
mac access-list extended command  2-115
MAC access lists  2-62
MAC addresses
displaying
aging time 2-273
al 2-271
dynamic 2-277
Layer 2 multicast entries  2-281
notification settings  2-283
number of addressesinaVLAN 2-275
per interface 2-279
per VLAN 2-287
static  2-285
static and dynamic entries  2-269
dynamic
aging time 2-117
deleting 2-38
displaying 2-277
enabling MAC address notification 2-118
matching 2-121
static
adding and removing 2-120
displaying 2-285
tables 2-271
MAC address notification, debugging B-14
mac address-table aging-time  2-113, 2-121

mac-address-table aging-time command  2-117
mac-address-table notification command  2-118

mac-address-table static command  2-120

macros, interface range 2-58, 2-90

index W

manual
audience xv
purpose of  xv
maps
QoS
defining 2-135
displaying 2-296
VLAN
creating 2-472
defining 2-121
displaying 2-344
match (access-map configuration) command  2-121
match (class-map configuration) command  2-123
maximum transmission unit
See MTU
mdix auto command  2-125
member switches
See clusters
memory (boot loader) command A-14
mkdir (boot loader) command A-16
mls qos aggregate-policer command  2-129
mls gos command  2-127
mls gos cos command  2-131
mls qos dscp-mutation command  2-133
mls gos map command  2-135
mls qos queue-set output buffers command  2-138
mls qos queue-set output threshold command  2-140
mls qos srr-queue input bandwidth command  2-142
mls qos srr-queue input buffers command  2-144
mls qos-srr-queue input cos-map command  2-146
mls qos srr-queue input dscp-map command  2-148
mls qos srr-queue input priority-queue command  2-150
mls qos srr-queue input threshold command  2-152
mls qos-srr-queue output cos-map command  2-154
mls qos srr-queue output dscp-map command  2-156
mls gos trust command  2-158
mode, MVR  2-165
M ode button, and password recovery 2-197
modes, commands  1-2
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W index

monitor session command  2-160
more (boot loader) command A-17
MSTP
displaying 2-324
interoperability 2-42
link type 2-375
MST region
aborting changes  2-381
applying changes 2-381
configuration name 2-381
configuration revision number 2-381
current or pending display 2-381
displaying 2-324
MST configuration mode 2-381
VLANSs-to-instance mapping 2-381
path cost 2-383
protocol mode 2-379
restart protocol migration process 2-42
root port
loop guard 2-373
preventing from becoming designated 2-373
restricting which can beroot 2-373
root guard 2-373
root switch
affects of extended system ID  2-371
hello-time 2-386, 2-394
interval between BDPU messages 2-387

interval between hello BPDU messages 2-386, 2-394

max-age 2-387
maximum hop count before discarding BPDU
port priority for selection of 2-391

primary or secondary 2-394

switch priority 2-393

M STP (continued)
state changes
blocking to forwarding state 2-400
enabling BPDU filtering  2-365, 2-398
enabling BPDU guard 2-367, 2-398
enabling Port Fast  2-398, 2-400
forward-delay time 2-385
length of listening and learning states 2-385
rapid transition to forwarding 2-375
shutting down Port Fast-enabled ports 2-398
state information display  2-323
MTU
configuring size  2-445
displaying global setting 2-334
multicast group address, MVR  2-168
multicast groups, MVR  2-166
multicast router learning method  2-104
multicast router ports, configuring 2-104
multicast storm control  2-415
multicast traffic counters 2-254
multicast VLAN, MVR  2-165
multicast VLAN registration
See MVR
multiple hosts on authorized port  2-67
Multiple Spanning Tree Protocol
See MSTP
MVR
and address aliasing  2-166
configuring  2-165
configuring interfaces 2-168
debug messages, display B-17
displaying 2-304
displaying interface information  2-306
members, displaying 2-308
mvr (global configuration) command 2-165
mvr (interface configuration) command 2-168

mvr vlan group command  2-169
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N

native VLANS 2-440
nonegotiate

DTP messaging 2-428

speed  2-407
non-1P protocols

denying 2-62

forwarding 2-175
non-|P traffic access lists  2-115
non-1P traffic forwarding

denying 2-62

permitting 2-175
normal-range VLANS  2-460, 2-466
note, description  xvi

no vlan command  2-460, 2-470

P

PAgP

See EtherChannel
pagp learn-method command  2-171
pagp port-priority command 2-173
password, VTP  2-484, 2-488

password-recovery mechanism, enabling and
disabling 2-197

permit command 2-175
per-VLAN spanning-tree plus
See STP
physical-port learner  2-171
PIM-DVMRP, as multicast router learning method 2-104
police aggregate command  2-180
police command 2-178
policed-DSCP map 2-135

policy-map command 2-182

index W

policy maps
applying to an interface  2-199, 2-204
creating 2-182
displaying 2-312
policers
displaying 2-290
for asingleclass 2-178
for multiple classes 2-129, 2-180
policed-DSCP map  2-135
traffic classification
defining the class  2-33
defining trust states  2-453
setting DSCP or |P precedence values  2-202
Port Aggregation Protocol
See EtherChannel
port-based authentication
AAA method list 2-1
debug messages, display B-6
enabling 802.1X
globally 2-77
per interface 2-72
guest VLAN  2-66
host modes  2-67
initialize an interface  2-69
manual control of authorization state 2-72
multiple hosts on authorized port  2-67
periodic re-authentication
enabling 2-76
time between attempts 2-78

quiet period between failed authentication
exchanges 2-78

re-authenticating 802.1X-enabled ports 2-74
resetting configurable 802.1X parameters 2-65
statistics and status display  2-232

switch-to-authentication server retransmission
time 2-78

switch-to-client frame-retransmission number  2-70

switch-to-client retransmission time 2-78
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port-channel |oad-balance command 2-184
Port Fast, for spanning tree  2-400
port ranges, defining  2-58
ports, debugging B-59
ports, protected 2-438
port security

aging 2-434

debug messages, display B-61

enabling 2-430

violation error recovery 2-84
port trust states for QoS 2-158
port types, MVR  2-168
power information, displaying 2-237
priority value, stack member 2-331, 2-417
privileged EXEC mode 1-2,1-3
protected ports, displaying 2-252
pruning

VLANSs 2-440

VTP

displaying interface information 2-248
enabling 2-484, 2-488

pruning-eligible VLAN list 2-442

publications for products, technologies, and network
solutions  xix

PVST+
See STP

Q

QoS

auto-QoS
configuring 2-15
debug messages, display B-2
displaying 2-212

class maps
creating 2-35
defining the match criteria 2-123
displaying 2-217

defining the CoS value for an incoming packet 2-131

QoS (continued)

displaying configuration information 2-212, 2-289
DSCP trusted ports
applying DSCP-to-DSCP-mutation map to  2-133
defining DSCP-to-DSCP-mutation map  2-135
egress queues
allocating buffers 2-138
defining the CoS output queue threshold map  2-154
defining the DSCP output queue threshold map  2-156
displaying buffer allocations 2-293
displaying CoS output queue threshold map  2-296
displaying DSCP output queue threshold map  2-296
displaying queueing strategy 2-293
displaying queue-set settings 2-299
enabling bandwidth shaping and scheduling 2-411
enabling bandwidth sharing and scheduling  2-413
limiting the maximum output on a port  2-409
mapping a port to a queue-set  2-186
mapping CoS values to a queue and threshold  2-154
mapping DSCP valuesto a queue and threshold  2-156

setting maximum and reserved memory
alocations 2-140

setting WTD thresholds  2-140

enabling 2-127

ingress queues
allocating buffers  2-144
assigning SRR scheduling weights  2-142
defining the CoS input queue threshold map  2-146
defining the DSCP input queue threshold map  2-148
displaying buffer allocations 2-293
displaying CoS input queue threshold map  2-296
displaying DSCP input queue threshold map  2-296
displaying queueing strategy 2-293
displaying settingsfor 2-291
enabling the priority queue 2-150
mapping CoS values to a queue and threshold  2-146
mapping DSCP valuesto a queue and threshold  2-148
setting WTD thresholds  2-152
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QoS (continued)
maps
defining  2-135, 2-146, 2-148, 2-154, 2-156
displaying 2-296
policy maps
applying an aggregate policer  2-180
applying to an interface 2-199, 2-204
creating 2-182
defining policers  2-129, 2-178
displaying policers 2-290
displaying policy maps 2-312
policed-DSCP map 2-135
setting DSCP or IP precedence values 2-202
traffic classifications 2-33
trust states 2-453
port trust states 2-158
statistics
in-profile and out-of-profile packets 2-293
packets enqueued or dropped  2-293
sent and received CoS values  2-293
sent and received DSCP values  2-293
trusted boundary for IP phones 2-158
quality of service
See QoS
guerytime, MVR  2-165
gueue-set command  2-186

R

rapid per-VLAN spanning-tree plus

See STP
rapid PVST+

See STP
rcommand command  2-187
re-authenticating 802.1X-enabled ports 2-74
re-authentication

periodic 2-76

time between attempts 2-78
receiver ports, MVR 2-168

index W

receiving flow-control packets 2-86
recovery mechanism
causes 2-84
display 2-239, 2-243
timer interval  2-84
redundancy for cluster switches 2-55
reload command  2-189
remote command command  2-190
remote-span command  2-191
Remote Switched Port Analyzer
See RSPAN
rename (boot loader) command A-18
reset (boot loader) command A-19
reset command 2-475
resource templates, displaying 2-319
rmdir (boot loader) command  A-20
rmon collection stats command  2-193
root guard, for spanning tree  2-373
routed ports
IP addresseson  2-99
number supported  2-99
RSPAN
configuring 2-160
displaying 2-301
filter RSPAN traffic  2-160
remote-span command  2-191
sessions
add interfacesto  2-160
displaying 2-301
start new  2-160

S

SDM mismatch mode  2-195, 2-332

sdm prefer command  2-194

secure ports, limitations 2-431

sending flow-control packets 2-86

service password-recovery command  2-197
service-policy command  2-199
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session command  2-201

set (boot loader) command  A-21

set command  2-202

setup command  2-204

setup express command  2-207

show access-lists command  2-209

show auto qos command  2-212

show boot command  2-215

show changes command  2-475

show class-map command  2-217

show cluster candidates command  2-220

show cluster command 2-218

show cluster members command  2-222

show controllers cpu-interface command  2-224
show controllers ethernet-controller command  2-226
show controllers tcam command  2-230

show current command  2-475

show dotlx command 2-232

show dtp 2-235

show env command  2-237

show errdisable detect command  2-239

show errdisable flap-values command  2-241

show errdisable recovery command  2-243

show etherchannel command  2-245

show interfaces command  2-248

show interfaces counters command  2-254

show ip igmp profile command 2-257

show ip igmp snooping command  2-258

show ip igmp snooping mrouter command  2-260
show ip igmp snooping multicast command  2-261
show lacp command  2-263

show mac access-group command  2-267

show mac-address-table address command  2-271
show mac-address-table aging time command  2-273
show mac-address-table command  2-269

show mac-address-table count command  2-275
show mac-address-table dynamic command  2-277
show mac-address-table interface command  2-279
show mac address-table multicast command  2-281

show mac-address-table notification command  2-283
show mac-address-table static command  2-285
show mac-address-table vlan command  2-287
show mls qos aggregate-policer command  2-290
show mls gqos command  2-289

show mls gos input-queue command  2-291
show mls gos interface command  2-293

show mls gos maps command  2-296

show mls gos queue-set command  2-299

show monitor command  2-301

show mvr command  2-304

show mvr interface command 2-306

show mvr members command  2-308

show pagp command  2-310

show platform acl command C-2

show platform configuration command C-3
show platform etherchannel command C-4
show platform forward command C-5

show platform igmp snooping command C-7
show platform ipc trace command C-12

show platform ip multicast command C-9

show platform ip unicast command C-10

show platform layer4op command C-13

show platform mac-address-table command C-14
show platform messaging command C-15

show platform monitor command C-16

show platform mvr table command C-17

show platform pm command C-18

show platform port-asic command C-19

show platform port-security command C-24
show platform qos command C-25

show platform resource-manager command C-26
show platform snmp counters command C-28
show platform spanning-tree command C-29
show platform stack-manager command C-31
show platform stp-instance command C-30
show platform tb command C-33

show platform tcam command C-35

show platform vlan command C-38
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show policy-map command  2-312
show port security command  2-314
show proposed command  2-475
show running-config vlan command  2-317
show sdm prefer command  2-319
show setup express command  2-322
show spanning-tree command  2-323
show storm-control command  2-329
show switch command  2-331
show system mtu command  2-334
show trust command  2-453
show udld command  2-335
show version command  2-338
show vlan access-map command  2-344
show vlan command  2-340
show vlan command, fields 2-341
show vlan filter command 2-345
show vmps command  2-346
show vtp command  2-349
shutdown command  2-353
shutdown vlan command  2-354
SNMP host, specifying 2-358
SNMP informs, enabling the sending of  2-355
snmp-server enable traps command  2-355
snmp-server host command  2-358
snmp trap mac-notification command 2-362
SNMP traps
enabling MAC address notification trap  2-362
enabling the MAC address notification feature 2-118
enabling the sending of  2-355
software images
copying 2-5
deleting 2-60
downloading 2-7
upgrading 2-5,2-7
uploading 2-13
software version, displaying 2-338
source ports, MVR  2-168

SPAN
configuring 2-160
debug messages, display B-16
displaying 2-301
filter SPAN traffic  2-160
sessions
add interfacesto  2-160
displaying 2-301
start new  2-160
spanning-tree backbonefast command  2-364
spanning-tree bpdufilter command  2-365
spanning-tree bpduguard command  2-367
spanning-tree cost command  2-369
spanning-tree extend system-id command  2-371
spanning-tree guard command  2-373
spanning-tree link-type command  2-375
spanning-tree loopguard default command  2-377
spanning-tree mode command  2-379
spanning-tree mst configuration command  2-381
spanning-tree mst cost command  2-383
spanning-tree mst forward-time command  2-385
spanning-tree mst hello-time command  2-386
spanning-tree mst max-age command  2-387
spanning-tree mst max-hops command  2-389
spanning-tree mst port-priority command  2-391
spanning-tree mst priority command  2-393
spanning-tree mst root command  2-394

spanning-tree portfast (global configuration)
command  2-398

spanning-tree portfast (interface configuration)
command  2-400

spanning-tree port-priority command  2-396
Spanning Tree Protocol

See STP
spanning-tree uplinkfast command 2-402
spanning-tree vlan command  2-404
speed command  2-407
srr-queue bandwidth limit command  2-409
srr-queue bandwidth shape command  2-411
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srr-queue bandwidth share command  2-413
stack member
access 2-201
number 2-331, 2-418
priority value 2-417
reloading 2-189
stacks, switch
reloading 2-189
stack member access 2-201
stack member number  2-331, 2-418
stack member priority value 2-331, 2-417
static-access ports, configuring  2-422
statistics, Ethernet group  2-193
sticky learning, enabling  2-430
storm-control command  2-415
STP
BackboneFast 2-364
counters, clearing 2-41
debug messages, display
BackboneFast events B-65
MSTP B-68
optimized BPDUs handling B-67
spanning-tree activity B-63
switch shim  B-70
transmitted and received BPDUs B-66
UplinkFast B-72
detection of indirect link failures 2-364
extended system ID  2-371
path cost 2-369
protocol modes 2-379
root port
accelerating choice of new  2-402
loop guard 2-373
preventing from becoming designated 2-373
restricting which can beroot 2-373
root guard 2-373
UplinkFast  2-402

STP (continued)
root switch
affects of extended system ID  2-371, 2-405
hello-time  2-404
interval between BDPU messages 2-404
interval between hello BPDU messages 2-404
max-age 2-404
port priority for selection of 2-396
primary or secondary 2-404
switch priority  2-404
state changes
blocking to forwarding state 2-400
enabling BPDU filtering  2-365, 2-398
enabling BPDU guard 2-367, 2-398
enabling Port Fast  2-398, 2-400
enabling timer to recover from error state 2-84
forward-delay time 2-404
length of listening and learning states 2-404
shutting down Port Fast-enabled ports 2-398
state information display  2-323
VLAN options 2-393, 2-404
SVis
creating 2-93
Switched Port Analyzer
See SPAN
switching characteristics
modifying 2-420, 2-428
returning to interfaces 2-420, 2-428
switchport access command  2-422
switchport block command  2-424
switchport command  2-420
switchport host command  2-425
switchport mode command  2-426
switchport nonegotiate command  2-428
switchport port-security aging command  2-434
switchport port-security command  2-430
switchport priority extend command 2-436
switchport protected command  2-438
switchports, displaying 2-248
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switchport trunk command  2-440
switchport voice vlan command  2-443
switch priority command  2-417

switch renumber command  2-418

system message logging, save message to Flash  2-111

system mtu command  2-445
system resource templates  2-194

T

TAC

toll-free telephone numbers  xix

website  xviii
tar files, creating, listing, and extracting 2-10
technical assistance

case priority definitions  xix

opening acase  xix

TAC website  xviii

toll-free telephone numbers  xix
Telnetting to cluster switches 2-187
temperature information, displaying 2-237
templates, system resources 2-194
traceroute mac command  2-447
traceroute mac ip command  2-450
trunking, VLAN mode 2-426
trunk mode  2-426
trunk ports 2-426
trunks, to non-DTP device 2-427
trusted boundary for QoS 2-158
trusted port states for QoS 2-158
type (boot loader) command A-24

U

uUDLD
aggressive mode  2-455, 2-457
debug messages, display B-80
enable globally  2-455

UDLD (continued)

enable per interface  2-457

error recovery timer  2-84

message timer  2-455

normal mode 2-455, 2-457

reset a shutdown interface 2-459

status 2-335
udld (global configuration) command  2-455
udld (interface configuration) command  2-457
udld reset command  2-459
unicast storm control  2-415
unicast traffic counters  2-254
UniDirectional Link Detection

See UDLD
unknown multicast traffic, preventing 2-424
unknown unicast traffic, preventing 2-424
unset (boot loader) command  A-25
upgrading, software images 2-5, 2-7
UplinkFast, for STP  2-402
user EXEC mode 1-2,1-3

index W

\Y%

version (boot loader) command A-27
version mismatch mode 2-332
vlan (global configuration) command  2-460
vlan (VLAN configuration) command 2-466
vlan access-map command  2-472
VLAN access map configuration mode  2-472
VLAN access maps

actions  2-3

displaying 2-344
VLAN configuration

rules 2-464, 2-468

saving 2-460, 2-470
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VLAN configuration mode
commands
VLAN  2-466
VTP 2-488
description  1-5
entering 2-474
summary 1-3
vlan database command 2-474
vlan filter command 2-477

VLAN Trunking Protocol

See VTP

VM mode 2-332
VMPS

configuring servers 2-482
displaying 2-346
error recovery timer 2-84

reconfirming dynamic VLAN assignments

2-479

vmps reconfirm (global configuration) command 2-480

VLAN filters, displaying 2-345 vmps reconfirm (privileged EXEC) command  2-479
VLAN ID range 2-460, 2-466 vmps retry command  2-481
VLAN maps vmps server command  2-482
applying 2-477 voice VLAN
creating 2-472 configuring  2-443
defining 2-121 setting port priority  2-436
displaying 2-344 VQP
VLAN Query Protocol and dynamic-access ports  2-423
See VQP clearing client statistics 2-43
VLANS displaying information 2-346
adding 2-460 per-server retry count  2-481
configuring  2-460, 2-466 reconfirmation interval  2-480
debug messages, display reconfirming dynamic VLAN assignments 2-479
ISL B-76 VTP
VLAN IOSfile system error tests B-75 changing characteristics 2-484
VLAN manager activity B-73 clearing pruning counters 2-44
VTP B-78 configuring
displaying configurations 2-317, 2-340 domain name 2-484, 2-488
extended-range 2-460 filename 2-484
MAC addresses mode 2-484, 2-488
displaying 2-287 password 2-484, 2-488
number of  2-275 counters display fields 2-350
mediatypes 2-463, 2-468 displaying information  2-349
normal-range 2-460, 2-466 enabling
restarting 2-354 pruning 2-484, 2-488
saving the configuration 2-460 VErsion 2 2-484, 2-488
shutting down  2-354 mode 2-484, 2-488
SNMP trapsfor VTP 2-356, 2-359 pruning 2-484,2-488
suspending  2-354 saving the configuration 2-460, 2-470
variables 2-466 statistics  2-349
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VTP (continued)

status 2-349

status display fields 2-351
vtp (global configuration) command 2-484
vtp (VLAN configuration) command 2-488
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