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T2 CLI show 8 @& AF8-8Fe] AW 3= CMM )% 23 X E9} ddvbel £4 4

e & dFyHh

show <target>

o
s CMME] 79 show /CMM/serial/external
n HEEE A 73—?" show /SP/serial/external
n ol A BEQ 49 show /CH/BLn/SP/serial /external

A DA IP T

& S SFAZ 5o ILOM §l QlEH|o] 2 ®i= CLIE AHE-slo] 4 o=
IP %ié e 5 EyTh
m AH SP I CMMO] IP 4 &

n AW EECMMUIEY A #E] LE oyl A4 HH

ol MES T e A4 % A}
26301 A] o] "ot Yl ] AA S
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HEYIAIP T4 74 Ay

A0 2 ILOMS| P & SP V= A)2L QEj o) 2o P45 2w ke = o))
dlole Eg)#g R 5 Qe th Av) SP EE CMMe| #96kis DHCP %4

A ras PR WEN DL IP T aeha ohl, o) HlolE W= IP Fast £
sl ok v,

Holg] IEYAIP 4= Ard T2E £9 AAES X3 Fo g YT o]
B YEYIIP T4 AT UELAIP FTAE AR T2 I3S 58517 ufiLo
m2 FEshe Aol FagY.

2 A oA #e] MEH A IP T4 tigh o] %9 BE 3 A2 "X H SPe
[P FA4"EE"CMMO IP F4"2 FAE YT dutd o2 o838k &% AL [LOM
4 QlEl#Hlo] 2 Fi= ILOM CLI 2o ti gk

ILOM] T UIEY Ao T3t AA S &2 35 0] % o] "ILOM @] YEYA"E F%
S Al

Aulol dlole WESZ P T Wl tlg AT G BAE £ Ak G
AFHE AR AN S RS AL

1'}1]

[LOM HEH T XE T

%J‘%_(EZ-SEQEZ-@OHHLIL Mol| AR5 = 7] M ES I XEE A H3 )
ojelgt VIEY T XE+= i T 7Hs YT ILOMel sk Bl A~ A
S uff s A H] 2ol A 64111 A}ﬁﬂi Je T LES AR o] 3 XES
4 3loF gk
%25 1 SPILOM ¥ E 4 &

ZE TZ2EZ S22 ZZIOY

80 TCPE 53 HTTP  SP - ILOM AM&-AF 14 715 L E

443 TCPE %% HTTPS SP - ILOM Al&-#F 74 715 L E

5120 TCP SP - ILOM 94 &£%:CD

5123 TCP SP - ILOM 97 &&: t] =7

5121 TCP SP - ILOM 94 &%: 7|RE 3 np9-2
7578 TCP SP - ILOM 97 &£ vt

22 TCPE %3 SSH SSH - 1.9+

69 UDPE %3+ TFIP TFTIP - Trivial File Transfer Protocol
123 UDPE § 3 NTP NTP - Network Time Protocol

161 UDPE &3 SNMP SNMP - Simple Network Management Protocol
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]
N
&

A8 SPILOM ¥ E A3 a3 (A%)

162
389

514
546

623
1812

UDPE &% IPMI

UDP/TCPE %3+
LDAP

UDPE &% Syslog
UDPE &% DHCP

UDPE &3 IPMI

UDPE %3
RADIUS

IPMI - PET(Platform Event Trap)('&4l ZE)

LDAP - Lightweight Directory Access Protocol
(Hg A by 2E)

Syslog - (T4l X E)

DHCP - Dynamic Host Configuration Protocol
(EEelAE)

IPMI - Intelligent Platform Management Interface
RADIUS - Remote Authentication Dial In User Service

Bl

2-6

CMMILOM Y EY A X E AH g

Hl
Im

ZTZ2EE

=2
S

0l
[EI

21

0¥

80
443

8000 -
8009

8400 -
8409

22
69
123
161
389

514
546

1812

TCPE &% HTTP

TCPE &%
HTTPS

TCPE &% HITP
TCPE 53
HTTPS

TCPE &% SSH
UDPE § 3 TFTP
UDPE %3 NTP
UDPE % 3 SNMP

UDP/TCPZ &3
LDAP

UDP¥£ & 3% Syslog
UDP%£ 58 DHCP

UDPE 53
RADIUS

CMM - ILOM(AH&-AF 4 715 L E)
CMM - ILOM(AH8-2F 4 7He EE)

CMM - ILOM =3 t}$(BL0-BL9)
CMM - ILOM =& t}$(BL0-BL9)

SSH - X<l 4

TFTP - Trivial File Transfer Protocol

NTP - Network Time Protocol

SNMP - Simple Network Management Protocol
LDAP - Lightweight Directory Access Protocol
(AEAE T3 Ths EE)

Syslog - (‘T4 £ E)

DHCP - Dynamic Host Configuration Protocol
(el E)

RADIUS - Remote Authentication Dial In User
Service
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CMMS & 2~E o]E 1D
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R
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>{1:1

IP 72 Al SE2E o] 5 Ab&ste] Y ES A9 54 AW SP = CMME A8
F AFUT B T 2E o188 ApEBtol Hﬂ% 'SP ILOM %= CMM ILOM#2] 2
S AR R dFUT b o o7t fd o) AlaF A Bl Aol A ol
A4 A 8] 2~ (¢l: DNS, NIS, SMB)°| 4] &~ E o] 53} A1 SP(%E= CMM)A P %—i%
Az ok FUTh HEN A A A S 2E o5& AHE38to] A SP &= CMM&
21 3= 7 - System Identification(A] =& 2] 1) s o] x| o] A H] SP(XE+ CMM) 9]
TAE o] 55 YHste] ILOME] FY 3 8-S A 1] SP = CMMOl o= 48
& AFutth AR 82 309 o] X o] "§) QIEjH| o] 25 AFE-Et] TAE o] F H
Azw] A A BEe FEFAA S

Sun A H o] A28l Auia} B~ E F2hd
Al 28] 28 2}= Sun f\l”‘w T 45 A b g0 HES AT 5 e
H2E FALJYT d & , A8 S1X])(53] ol e AH) B Al A 8%
of th3lk AF FRE *—J%&E A28l AE2LE v = gl

Al 28] A 2= SNMP E ol &= 23515 o] Ql5U ), o] g gk AJ2~8l A H 215 ALS-
sle] ERS Al AEl A A8 5= 54 ILOM A 2' 2~ Ut

r o
N
et
£ 4
30,

ILOM A28 A8 HYsHe A5 82 243 A =
A EE A 84S B E sl AY T 4 A4tk ILOM A28
A% wpg el ek AR O)g-2 3050l A 9] "B E o) B i A28 A B S

HF2FA L.

o
ol
-
£
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20

Sun A Z P EZ SPlE o] 2o IP T4

Elac)

th Aol wet Sun A H FHAEF ] SPUIEY A e H o] 20 IP 45 TFFYTh
w 20504 9] "ol Yl ¢te] AE & AHE-3ho] DHCP IP 52~ &3

m 22707 o] A AHE ARESo] A B SPell LA IP F4 T

m 24¥0]x| 9] A AL A}—&o}ﬁ CMMel| 227 TP 52~ &3

m 3030]%] 9] "g) QIE O]~ E AFESte] ZAE o] 5 Bl A AE Adal g

m 323 o] %] 9] "CLIE 4%6%04 TAE o5 R A AE AEa gt

v o]y ul ¥ AZ & Al&ste] DHCPIP +4 &9
th& Al W} DHCPE ALgdte] IP 48 T3y
5'\_

1. DHCP AME{7} i MAC(IH A XM A X o) TAE AISE
gk

DHCP A1 AZE o9} g7 AlFH e S FF23H4 A Q.

tetoll ol AH o] So0] WA= 0 A=K &heletct,

2. CIE XE &3
n 7F5@ 7%, CMMS] o]t 4l % E(NET MGT)
n JF5E A9, vhEE SYF A o) o] eyl % E(MGT)

T —ILOMO] 1A IP T4 2 O]X%ﬂ TAAEA &S 45 ILOM 3l SP U ES =
AE F o]~ MAC F42] ID7} 9 DHCPDISCOVER A& ATz AdEgy
ILOMo] o] o] 1A TP T4 ?*é 739~ Network Settings(M E$] 2 A7) 5ol A
TAIP F24 AL v &8k of S IP 4 A A A gst A4 s y&Le
26Jﬂ o] M ”Olti i we] dAS ARESte] P 2 tﬂﬂ qRs FEHA L

3. HE=®/ 32 DHCP MH=IP =4 & 7|El § &7} /.= DHCPOFFER | 7! & Htatghe
Ct. OJ8{™ MH|A T2 AMAME DHCP Mu{of| M SEtEl [P FAL| "2|A"E 2| g},
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4. Ctx 2 & StLHE ALE5t0{ SP W E 3 2le o] Ao 2EE DHCPIP 48
7t ct
m E AAZ ALESI0{ ILOMI CMM o1&
CMM 513 s o] A28 2™ FE3 AFRsto] dejat=2 ILOMol| = 29134
of| 2 So], 219 X2 E | A] *}Zd T E B A o] & rootd} 7] 4%
changemeZ ¢ ¥t U Enterg F+5 4T}
x A CMME z]—ﬁ gaes s AAsad &
cd /CMM/network/CMMO
» A CMMIP 45 B 0S8 show
. =Y Teate] 7} Belole] IP FAE R thee Qg
show /CH/BLO0/SP/network

o

0
_L\l{
e
i
o

F - CMM02 &3 CMMO°l| A28 CMM-S YEFE U TH BLOS &3 BLOO A X ¥
e =S HEb YT iy CMM B S0 =S A gste i g g dAd
=5 & Aok Yt Edol= &£F9 WY& 0-90]L CMM &£59 W=

=

AE35t0{ ILOMIE Mt Sp e4&

W el AdE Ad FES AFSse] A AR ILOMel| 21919

t & &0, i:LJ iEiEoﬂ/ﬂ AP | BEl A} o] F root ot 71 ¢ E
= 5

o EW
g

n =¥ o]=1P —Zri—g‘ Hﬂﬂ‘ﬁ oss ¢ gnﬂsu]’b] t}. show /SP/network

s DHCP M 23
ZFA 3 U8 149 0] #] 9] "A}F DHCP IP &3"S #Z3} 7y DHCP A1 A A
ol A A HHE FxIHA L.
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22

. dZE AE Z&ol LEE Bold Foll o
H]

. EnterE =2 & &

. HE[A Ol E R &A=

2y AAL AFEEe] 1] SPoll 1A IP 4 &1
oS gAo) upe A AAS AL A P FA4E AH SPol| syt

. Me{ spoll 22 2E Z2& AH S gk

AY 2&L AW EECMMe] A8 LEO AAFU T AAF YL Sun A Z
3} @7 AFHE ASA G B2 A L.

g MY 2 PMECL
8N1: 8 HlolE] W] E, se]E §l, 1 AN E
9600 3.(baud)

st=9o] 55 AoJ(CTS/RTS) AH& <t 3
AT Eg o] 55 0] (XON/XOFF) AF-& <F 3

2 Z&£1SP Qe o] A Zhol| 912 Z A Bt
ILOM L 2281 TFZE7F YUYt
dE 5 423 Z5YY. <host name> Login:

i

= stod &2 A2 ILOMoll 23218 CH2 EnterE =54 Ch

T — ILOMel Abd -3 H o] Alg &= #elat A8 & AHgshe] ILOMe| =198
T AF YT root/changeme. AFA 8 8- 55 0] %] 2] "ALA A H ILOM #2] &F
=ik ZAPN K

22 E7 YeEbgyth->). EY IS AA 7] 918 CLI H 8-S 218 1) 7}

MN

. ohS WY S Yestof aie Cl E2| 8 MF B

cd /SP/network
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6. CtS CLI H&E S ALEstod I, HlotAa3 & Aol EQo] =28 X & et

2 Mo %o
set pendingipaddress= v SPol| e 1A IP T4 o o] WS E g}

o8 Sl theat 2ol 4T
set pendingipaddress=129.144.82.26
129.144.82.26% AW SPI IP 42 &3 =F ILOM
o A At

set pendingipnetmask= MW SPol| B9E 114 YnufAa F4 9o o] HE S oY

U,

& 5o &3 Zol Y83 Th

set pendingipnetmask=255.255.255.0
255.255.255.0% A1 SPol| YufA~T F47 sa =
ILOMell A A Ut

set pendingipgateway= AW Spol| @& A Ao Eg o] Fi ool o] HEHS

9.

A& B0l tha 3 o] g3

set pendingipgateway=129.144.82.254
129.144.82.2545 A 0] SPol| Alo]E9o] 47 &35}
== ILOMol A A Tt

setpendingipdiscovery= e HaES dE st ILOMo] A SPl| A IP 4= A

ox
o
ki
S
DY
>
ot
v
o

set pendingipdiscovery=static

o
)
ofl

ol

set commitpending= o] W (true)S 43t AAH NELT BA

true ).

b

A& W t5% ZEUh

set pendingipaddress=129.144.82.26
set pendingipnetmask=255.255.255.0
set pendingipnetmask=129.144.82.254

set commitpending=true

AWrA o2 1P =485 sy WA Fol= o] d IP 48 ARE-3he] ILOMel
AR Aol AR Ut A2 e 1P F4E AFSske] ILOMOl A2 T
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v Ay AZALE A} &3] CMM| A IP F+4 &9
o Aol whel Ae AR ARgale] 3 IP 45 CMMO BT
1. &8 cMMe| 2 E HAZo| 2H== =X el Ch,
CMMel 21d Z& A4 3k 2}A g HE&L Sun A8 ZAZ3) A A3 5= AL

PEEEEE ECRRES

2. H2[XO|§ ¥ 25 E U5t 22| X2 ILOMO| 21218 CFS EnterS +&4 Ch

F —ILOMOl Abd FA E o] A F= &= TE A A S AL&38Fe] ILOMol| 21913k
4 Q&5 Y root /changeme. AFA 3F W82 603 o] x| o] "ALd F-4] % ILOM 3] A}
22 REAAAL.

7F HEYaL(->) CLI 3 S A sl YEYAE 4GS F U=s A|~

o},

3. ILOM CLIE &3 CMMo| I8 IP 45 MMslaiH ol WEH S 24510] 2
ClAE2| & MEYSIAAIL,

= =2 o

cd /CMM/network/CMMO

F — CMMO0OL &3 CMMOd] A X9 CMMS Yebd Yt tia CMMS CMM 9] &5
MNEE FFxsle] X AHFH Y
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. Chs WY S At8sto] Ip, YotAa3 2 Aol EQo] FAE XM Ct

= EER
set pendingipaddress= CMMol| &a 1A [P F4 <ol o] 4HS A},

% S0l theat 2ol YHFU set
pendingipaddress=129.144.82.26
129.144.82.26% CMM IP 4 & &3l E= ILOMo
2| Al g o,

set pendingipnetmask= CMMol 333t A YlufAT F4 ko o] WS 9y

Fu,

& 5o &3 2ol YEFUT set
pendingipnetmask=255.255.255.0

255.255.255.09 CMM YutA2= FA4AE gl s
ILOMell A A gt}
set pendingipgateway= CMMeol 33 114 Alo]Ego] F4 o] o] H&H &

i

A% Bo] the3} o] YT o,
set pendingipgateway=129.144.82.254
129.144.82.2545 CMM Al Ego] 42 st x
= ILOMell A A

set pendingipdiscovery= S HE S JE3t] 11 IP F42E A A EE ILOMe

A A g,

set pendingipdiscovery=static

set commitpending=true o] M (true) S Yl AAHA VMEYA AAHS &
#uh.
CIE

set pendingipaddress=129.144.82.26
set pendingipnetmask=255.255.255.0
set pendingipgateway=129.144.82.254

set comitpending=true

¥4 SSH A2 & &3 ILOMOl AZAS 4§ o] A IP 45 AH-8-31o] ILOMe] A 7 3t
AALE A 7ro] ZFFYUT A2 SFGE [P F A4S AR ILOMe] A2y E}.
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o

@) = = =
[H Ul Ao A2 S ARE S IP T4 &
A4
U AApel] whef ol Ul ¥ A4S S8 M= ZRAAN IP &2 B

m 267 0] A 2] "§] QIE|H o] 25 AE8lo] ILOMO A 7] 1P 54 T A"
m 287 0] A 9] "CLIE AF&-3Fo] ILOMOA] 7] 1P 4 H "

v 3 e o) 28 AL 3ol ILOMAN A 71 E
IP F4 AF

o ©AlCl upel o] Mol A1 SP = CMMeoll S E ILOM ¢ QL E ¥ o] 25 AL-&-3)
o 7|1E 1P F45 AZ ).

1. B2I2X 7|8t 2E2l0|AEE AIE5I0| EEtfX F4 AHXo| M SP 2= CMM<E| IP
FoE AdHT oS EnterE F5uch

ILOM #7191 s} o] vhehgch.

2. ILOM 212l stHoAM 22[X} o] & & S & 3 sto] HE|Xt2 2l

B — ILOMel Abd T4 = o] Al g = #el A} Al S AF8-ato] ILOMeol| = 1213
T AFYT root/changeme. AFA 8 8- 55 0] %] 2] "ALA A H ILOM &) =F
A" S FE[HA A Q.
ILOM SQIE}# o] 27} YEbe L T

3. ILOM QIHH0o|A 2EZ% Fo| A Configuration(T74) --> Network(W| EQI3)E Z&
gt

AW B CMMO U] gk Network Settings(M E9] 2 A2 A) 3| o] A 7} el Th
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4. SP 2lE{H o] 2o0f &

a2 241 ILOM A1 ¥ SP - Network Settings(W] E¢] 2 A 4]) o] =]

‘ System Information ‘ System Monitoring ‘ Configuration ’ User Management ‘ Remote Control ‘ Maintenance ‘

‘ System GCESE ‘ lert ‘ Metwork ! Serial Port ! Clock Settings ‘ Syslog | SMTP Client ‘ Palicy ‘

Network Settings

Wiew the MAC address and configure network seftings for the Semice Processor fram this page. DHCP is the default mode, butyou can manually configure the Netmask, Gateway, and 1P address
radio bution next o the appropriate mode, then enter settings as needed,

MAC Address: 00:03BADE22CT

Obtainan IP Address Automatically

(use DHCP) 0

Use the Following IP Address ®

IP Address: W
Subnet Mask: W
Gateway: W

Save |

a3 22 ILOM CMM - Network Settings(M E$1 =2 A7) = o] #|

\ System i I System Monitori ‘ C i ‘ User I Remate Control ‘ Maintenance ‘

‘ System Management Access | Netwark i Serial Port i Clock Settings ‘ Syslog | Policy ‘

Network Settings

View MAC addresses and configure netwark addresses for Chassis Monitoring Modules and Service Processors fom this page. DHCP 15 the default mode, butyou can manually
il

configure each |P address, Netmask, and Gateway. To change the network setfings, select the radio button next to the appropriate component, then choose Editfrom the Action drop
down list

Network Settings

| —Actions —

MName MAC Mode IP Address Gateway Netmask ‘
O | ICHIMASTERCHM 00:03:BA84.CB24 DHCP onoo 0000 0000

O ichichmo 00:03.BAF1:3B:88 Static 10.8.144.160 10.8.145254 266.255.255.0

O|chieLt 00:03:BAF1:32.68 Static 108.145.162 108145254 255.286.266.0

O|chieLz 00.03.BAF1:2C42 Static 108.145.164 108145254 255.256.266.0

on

=HIP T2

mn
El

HE st M cl2 8 TASMAIL
Use the Following IP Address(CtS IP 4 AL8)Q| 2iC|2 HES MEf &t Ct
b. I AE MXtof| IP F4, M EU 0tA 3 S A0|EQ0| gte et
c. Save(MZHE
J0 2 IP
14 o]

=5to] M &

o M3
E @95ty A3 E Foll= o] A IP 4 E AHE-5ke] ILOMel
iﬂr%“%ﬂ. A2 I P F2E ALE5e] ILOM] A2 3t

S|

=2
=

T
s

o [‘-i":

i 1
o

Al

o

2% ILOMItel 7| SAl 4y 27



28

v CLIZ AF&3lo] ILOMOA 7€ 1P F4 HH

oh& Ao whE)k o] Aol A SP == CMMY B3E ILOM CLIE AF8-3Fo] 71 1P
FAE AU

= 1= =2 — =

AE ZES M E= CcMMe| &E ZEo dAZ gt

AA S U 8- Sun ¥ BRF I AT E = AL AEAE G L
E
- _9;7_| SSH(EO}- *JI) 0:171

ME{ SP == CMMOI| SSH(E o 4) edH S MH el

917 o] A Eo A AH] SP i CMMol FEE Bt A4S 44U oS

5o}, 015 st 917 SsH FetolAEel A Av spe] Bet A4S Y

ol

ssh -1 root <server_ip_address>
Password: changeme

s} eI (>) CLL B H & Adste]l ENLE 448 5 QES A~

02

Mo o

A oA e S dEe

I opy
ok
- T
NW
o

243104 SP
[e)
o,

N,
cd /SP/network

n Hut =HE A 7

n AA A Edol= AW EEQ 49 cd /SP/network
n &% 09 A CMM 9] 49~ cd /CMM/network/CMMO
n &% 19 A CMME] 7§ cd /CMM/network/CMM1

3. show W& S ladst0] &&= [P TAE U C o E W ctS3f 250 Ch
m A0S E =YY A9 49 show /SP/network

Al Belol= A8 EE9 79 show /CH/BLn/SP network
<5 09 AA] CMM 9] 7 $: show /CMM/network/CMMO
m &5 19 A CMM2] 7 $-: show /CMM/network/CMM1

Sun Integrated Lights Out Manager 2.0 AF-ZXF A2 A « 2007 8&



o 8% 2 of
set pendingipaddress= AW SP = CMMOl &8 314 IP 4 Lol o] 3 &
o)l & ) 1;]_
\E Y .

set pendingipnetmask=

set pendingipgateway=

setpendingipdiscovery=

set commitpending=

A% S0l th&3 2ol AU,
set pendingipaddress=129.144.82.26
129.144.82.26< AW SPA IP 42 I3 == ILOM
o A A g,

AW SP = CMMell &8 114 YlmfA3 4 o) o]
BE g E Py,

o % So] Tk} o] gy,
set pendingipnetmask=255.255.255.0
255.255.255.0% AW SP(FEE= CMM)9l| Ylmf A= F4
2 &t ILOMel| A A .

B SP = CMMol| &38 114 Ao E g o] F4 o] o]
PHS JdEggy.

A% ol vt ol Pk
set pendingipgateway=129.144.82.254
129.144.82.254% A1 SP(EE CMM)ll 7l o] E 9] o]
FAe @3 EE ILOM A At

S My S dHste] B SP == CMMo| 14 IP F+4
A3 EE [LOMO X AU T},

il

set pendingipdiscovery=static

ol §¥(true)e A8t AGE VENA AAHS &I

true Ut

& ¥ o534 ZEU

set pendingipaddress=129.144.82.26

set pendingipnetmask=255.255.255.0

set pendingipnetmask=129.144.82.254

set commitpending=true
A7 SSH A2 L &3l ILOMell 423 45 o] A IP F4E AH&-3ho] ILOMel A 7 gt
Ade Azke] zdgych A2 GG [P F 42 Aol ILOMo] AAF .
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T AE o] 2 = Al A8 AlH ) 3}

)

TRE o] & AbEEte] YEY Ao Sun A1 SP i CMME A8k 4% d3
wj ol 4] AW SP Ei= CMMe] 5 U8 A (ZAE O]E)g FAFEE ILOMS 74
s %%HE}. w3 H]E%:LOHH A2Ee AMEs o Boo] B 858 HAE
EAELS A}435] ILOME AT 4= 45Ut ILOMOA E2E o] 2 e Al A~

2 %“iE wAE Edel tg XMIE& W82 &S s A e
m 307 0] A9 "4 QIE|H o] 2E AFESlo] T AE o]F Bl A AE A AL
m 329 0] A 2] "CLIE AME-8e] 3 2E o] & Bl AJAF] Adxa; dg
A 2E] AEA gAE FAD Y o B S AE 01%— ol o gk AAIRE &2
195 0] %] 2] "4 SP 2L CMM 9] 3~ E o] & [D" T 195 0] %] ] "Sun A #] 2] A] 2~ €l

A B BAA S FEHA L

v § AE o] 2B AFEE] TAE o F
A8z} e

)
>,
hx
T

o2 Aol wpe} 1 Qe H o] A5 AFE-EFe] ILOMO| &1 E o] & L= Al 4¥] At
= g3y
1. E 22X 7|8t 22lo|HAE S ALE35l0] 222K T4 AXlof| M SPe| IP F4E
|24 5t C}S Enters F5UICh
ILOM Login(=1%1) th &} %27} vepd o},

2. ILOM Login(2112l) ti 3} XA 22X} 0| § ¥ &S E el2dsto] (X2 22l
sk C}
= .

ILOM <1 &} #0] 27} hepy ey,

3. System Information(A| 2% & &) --> Identification Information(2/2 H =) ME
g ot
= .

Identification Information(2]d A 1) 7 o] 2| 7} Yebd Lt}

]IO
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a8 2-3

" EWe EM Mww GO Boomarks Toos Wndow balp

(6. % & 0 - Ter—
xﬂ o I mops 128 B GT 113 agma el hnp

" @roma | L Boosmans
AT

| Srememon | Sy ey Goyurstn Ut Maregreerd  foorow Gowel | Warrores

Bl 2mm] 2 - @)
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Redirection | Rermote Power Control ‘ Mouse hode Settings |

Redirection(#] <] ) &Y

Redirection(M A A) A A A= A|~8 &S 24 Al 2B 02 )2 A3}
dA o2 Al 7 AFHT AA g W82 2087 o ]Q"%} AEIF o] 25
ILOM ¥4 #Alo] A4 74" Fxs Al Q.
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Remote Power Control(1 4 A Aof) &

Remote Power Control(17 ¢l Alo]) Ao A= A28 A& Aoed + AdFHT
A g 82 2085 o] 4 o] "§Y QIE #| o] 25 ARE-&to] ILOM U4 Ao 274 4"&
EEa ORI

Mouse Mode Settings(7}-9-2= 2= A A]) 5

Mouse Mode Settings(7}-9-2> 2= A A) Ao A= S 2EE
AFE S 24 wpg-2ol RS s = sy ZAEE
Blo|o] =5 Ab8-ste] ILOM €7 Ao} A4 4 e 3HEshil

o IZ

Maintenance(++%] #2]) #

Maintenance(-+#| #2]) §-& S8 3H vty 193 A 93 F MA 5 Hol
EAIE Yt Maintenance(7] #2]) §loll A= th3 22 F WA 55 gof] A4~

o5 dFUTh
m Firmware Upgrade((8 €lo] ¢ 180l =)
m Reset SP(SP A1%27%) ¥

ag 47 Maintenance(f* &2]) ¥

ABOUT REFREZH LOG OUT

Ro drministrator (root) 5P Hostharme :

Sun™ Integrated Lights Out Manager

Sun™ Microsys

| Systemmtormation  System Monitoring

J Firmware Upgrade | Reset 5P |

ion | User Manag Remaote Control | Maintenance \-

Firmware Upgrade(:8 ?o] ¢ ¥ o] =) &
Firmware Upgrade(¥ 9] ¢} 22| 0] =) Aol A= ILOM H 9ol & ¢ el o] =6+

ZRA2E A F dsUT A W82 1973 0] A €] "§Y Q1E| # o] 25 AL-§-8)
o] ILOM H4lof e ol E"E F2dt A L.

Reset SP(SP #] 41 4) =Y

Reset SP(SP A4 A) Al Aol A= SP(A H] 2= L2 A M)E AL A S= Z2A| 5 A2}
gk 4= AdFUTh ZFAE W8S 1999 0] 2] 2] "ILOM SP A A A "& 234 Al 2.

4% ILOM ¥ el molA & 210l 51
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1. @ lEmolAo 2a¢lste{H ¥ E2tXoll ILOM2| IP F45 gt

=

918} 5l ©] 2= Login(=719)) 5 o] 47} vhebch.
T8 4-8 Login(Z1%1) o] X

Sun” Integrated Lights Out Manager

5P Hostname:

User Name: ||
Password: |

2. ALBRH OIS 25 S 2128l
718 AL ol F3) oFEE AL S S gl gyt
m 7]E A&} o] F - root
m 7] 943 - changeme
7|8 AR o8 2 s ARG

22l 9ol A rooceht A8 ol B8
o slof glgth o AHg IDE A ASHAY 93

7 ﬁ}Urfﬂ f.’d_ A}%x} ID7} AFA A
) 3 elsyth 27 OP

% changemeX® #A&E 1t} o] ?.}i-t— J# 2 S1E o]~ ( ) SSH(E?l ) g€

Q1E] H| o] 2ol 21818k o F gk E}.
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3. Log In(2¢hE 2= &t
4 e #H o] 2 Versions(H H) #| o] A 7} vrER Y T

a8 4-9 Versions(H ) #] o] %]

ABOUT REFREZH LOG OUT

Rale {Usery: Administrator (root) 5P Hosthame :

Sun™ Integrated Lights Out Manager

-
| Systeminormaton  SystemMontoring | Configuration | User Management | Remote Cantrol | Maitenance
J Varsiohs | Session Time-0ut | Commponents | Fault Managernent | Identification Infotrmation |

Versions

View the version of ILOM firmware currently in use.

Yersion Information

Property Value |
5P Firmware Wersion 2000
SP Firmware Build Mumber | 17755
SP Firmware Date Thu May 3 10:45:47 EDT 2007 JIll]
8P Filesystem Version 0.1.14
ILOMol| ZI19l8kar Al ~glake] YELA AAS AT Fol= A28l Fdow
MM ~T = IEF ILOM FE AA 7 ?ﬂ@% 7] 9t % (changeme)E Al 3l oF &

)= C
HE‘r ILOM FE A4 o5 Aol gk 2413k f&-2 605 o] 4 &] "< e 5 o] 2~
£ AR&8He] ILOM FE AA o M7 S FEsdA L.

v SSL Q1A 2=
ILOMe| A= HTTPS NA| A~Z 93 7] 5 SSL ¢154 & 2A) ™ 712 A3}
U2 SSL 15 A B s a5 A 9 A= e 715 dREs = QU o
AS-UEYA e 22 Fd A28 B8 A 2159} 7)o A28k = 9=A]
el sfof .
S dA o) w) SSL A FEA S 2=
1. ILOMO| 219l ch,

2. Configuration(T4]) --> System Management Access(A| A8 22| HA|A) --> SSL
Certificate(SSL 21 EA)E MEi g CL
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SSL Certificate Upload(SSL 154 H=2) o] X7} A H Yt
a2 4-10 SSL Certificate Upload(SSL ¢S4 1 2E) # o] %]

(" Ee Est wiew Go Bosmans Toos Wedow bue
= E
£ .9 8 O G me e [ Lsra] = - @)
" @rome | W Bookmans

Sun” Integrated Lights Out Manager

v irwn | Syvhn Wiy | Goyieskon et Mamgewen | oo Gorod | M

Syten Managemend Access | MlarManagamant | Mework | Garaifon | Ciokfemrgy | Oyeam | MTRCuard

wenderw S [ s Conmone

SSL Centificats Upload

@ = & B o [ Tranewrng dus men 20480710 | [o-f=fa

3. Af SSL 21 E A 2| mt 0| §S 2 5t7H Lt Browse(30HE7|) HES 22/510 Af SSL
AEME HM Tk
ASA dd o] A= pemP U T AH| & Z 2 A M= ¢S (pass-phrase) & =
H33tE JASHE A LA FFUHh

4. Upload(R2E=) HH=2 2850 MEISH SSL 2l SME 7HH SH Ch

SSL Certificate Upload Status(SSL Q1A Q2= AHH]) o 8} A7} Ve gy T

5. AIEAMLt Il 715 HEE M OK (=) HHES 285101 ILOM g MHE MAH

St A SSL 21 S A o| ALZE AlZftH ek

A} S1ZAE A gste]d ILOM € A S Al d A el oF g,

4% ILOM ¥ 2lEmHo|A & 23¢l
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A A7E 23} 27

A ILOM A& Z1ob23k Foll = Al A A 7F 23} A o] A&
ILOM < 21 °li°ﬂ 208 wjujrk AlA AZE 275 A

o w7 o] upel & 1obea7] Aol ILOM A A o] &5 A

.
1. ILOMOI| 22l Cl,

2. System Information(A| 22 & &) --> Session Time-Out(Ml A|ZF =

Session Time-Out(A A A|F Z23}) #| o] X 7} YR T},
12 411 Session Time-Out(A A A3t Z3}) o] %]

liclizantispepsmant, | Demyrte Contral )

Vau Wil b DGGEE Gut autamatically

@ = @ B e | mpesizeoieso? A agee_sessme s |

= B,

Mdol #5F dEi 2 7XI= <=

R

3. Session Time-Out(MM A|ZF =11 EFCI2 SS0|A ILOM 20| glS mf ILOM
AlZt
J

o] A el g A7k <k W] 2y

v ILOM = 1o}-%-

o 2 ClE{Ho|AE 2025t ™ Log Out(Z10IR) HES
Log Out(Z1o}-%) HE2 §] Qg o] =9 Q2% 7 9]0
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ol
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a 647 0] %] 2] "CLIE A}&3lo] AL2A} AA =7}
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= 691°1091 "0 e ol Abgatel 484 A2 el

n 6971017 2] "¢} QE|H 0] 25 ALgak] ALgAL A FIL R A A
e 729001 15] "4 QUElAol £ % 83N L8R AY 57"
o 75901 9] "3 QAE| o] 2T AL Baho] AL AL A A
a 765 0] %] 9] "9 O E H o] A2 ALE-5lo] AFERF A A B

m 77% ] A 9] "Active Directory"
n 7890] 2] 2] "1 QIE]H| o] 2~ & A}-&-3}o] Active Directory 773"
n 829]0]1%] 2] "§l Q¥ H o] 22 A}-3}] Active Directory H o] & AR 7"
n 847 0] A o] "ARGA} A Fo] =5 A"
» 857 ©] A 9] "Active Directory 14 H "
m 897 ¢] A 9] "Lightweight Directory Access Protocol"
n 925 0] %] ©] "LDAP A 4"
n 923 0] %] 9] "CLIE A}-&3}o] LDAP &l ILOM 43"
n 935 0] #] 2] "] QIE A o] 25 AL§-3te] LDAPO] t3] ILOM 43"
m 953 0]#] €] "RADIUS ¢15"
» 957 0] %] 2] "RADIUS Z&}o]dE L A"
» 967 ] %] ¢ "RADIUS ®j 7|l ¥4
» 979 0] A €] "CLIE A}-&-3te] RADIUS 74"
14
141

A
A
A

ol
]
]
]

w9730 %] 2] "§) QNE] # o] 2~ & A}-&-3}o] RADIUS 4"
= 98 0] %] 9] "RADIUS & &"

Z — o] Ho] & do| A /sp/ R A FEE gAS ,\} ST} Sun Al B el
we} o] vl /cmy O ARteh ke shE S QI el e A
Sun A B ZTAZ|A FEH T
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AFE X} Ol &: root

UR

changeme
3

k=

AREA} O] F rooti= “Xﬂ AU WA 4= AR dE(changeme)= AEA D 5

%Hﬂr. o] A& EILOM 7ls, &4 S W ol that 71 Al de] A(el7]
27 A 2) & Xﬂ%’“?‘iqﬁ‘r.

T T CMM oA ILOMeOl X 0.2 A28 = 7] ¢3S changeme

83l root@ Z 1ol of FYth ILOMO 21313k e] Al ~Elyo] Y EL T A
A G Fol = Al z=wlel] Fko 2 a2 5 ¢S [LOM root A4 o] A2 H

% (changeme)E A3 Aol FHULE Bdol= A A|2R& AME-SH= 45
| = Al 2~8 A Ao A X E ZF CMM 2 B#o] =0 A o] & E A4 ATt} ILOM
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1. %I EE"'_CI)_X-I = E—l— A-I H'I SP Lt = CMMol 1P 2|S_+_ ==
ILOM 9 Q17 o] 2= €] Login(=1%1) #l o] A 7} YEFH T}

2. ILOM Login(21¢!) HO[X|ol|M CtZ & s~ =t

i
0
o
o

L

I

a. 7| & AEX} 0| E(root) E &S (changeme)

b. Log In(21¢2)g E& L
ILOM ¢ ¢1E]#] o] 27} Lhepd i o},

3. TLOM # elE{H 0| A0l A Ch2 S S8l Ehch,
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4. ILOM & QIE{H 0| A0l A User Management(AtE A} 22[) --> User Accounts(AtE At
AE)E S= et

User Account Settings(AH-8-2F Al A A7) 7| o] 2] 7} YEbE Y o

a8 51 User Account Settings(AH-8-A} Al 4 4) 7 o] ]

§yslpmlllo!qpilpriru_l Configuratior J User M 1| \ Remoie Conirol 1 Mainfenance ‘

l System Information

J User Accounts | Active Sessions | LDAP ‘ RADILS | Active Directory |

User Account Settings

Add, delete, or modify local ILOM user accounts from this page. ILOM offers 10 local user accounts. The systern uses root, which you cannot delete. The other 9 are available foryo
adrministrator access to ILOM Remote Console without having tolog in again. It also enables an administrater, logged intothe Chassis Monitoring Module, to access any blade Ser
Single Sign On must be enabled on each Service Processor you want to access with this feature, which is enabled by default.

E Enable Single Sign Cn

Save |

Delete |

Rolke

Adrninistratar

5. User Account Settings(AtEAL A E A7) HO|X|0| M root E2f 22 HHES MHE
gt ChS Edit(E &) E S22 e ch

Bt wAI A 7} vrERE Y o

5% ALSAAE 22| 61



6. OK(&2)E 22510 AL el User Account Password(AHEAF AN 2tg) o st
AR} F LEERER L CF,

a8 52 User Account Password(AF-&-#F A1 &%) tf g} 3=k

Sun” Integrated Lights Out Manager

The password must be §to 16 characters, which are case sensitive. Use any characters
except a colon or space.

User Name: root

L_d Change

Mew Password: I

Confirm New Password: I

Role: Administrator :

User Account Password(ALE AL AE 2+5) i 5t &Xto| A ch22 & = Ch
a. Change(H%) & 2| &XE MEi gt
b. M New Password(2}S I A E) abXtol| Af @f
c. Confirm Password(S =Ql) Bl AE AbXiof| Af &
d. Save(MZHE S & Ch

7b 2 7ctA A A A A G E 7t root FHE|AF Al A Ol disl] A sk Yt

8. IRt 4 2~7dtt/ € tH=sto MR E 2F x| & HA LTt
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v CLIZ A} &3lo] ILOM FE AA d3HA

Cl2 HE S 2sto] ILOM FE AE 258 HA o
-> set /SP/users/root password=password

o E9 eyt g

-> set /SP/users/root password=password
Changing password for user /SP/users/root...
Enter new password again: ****kkk*

New password was successfully set for user /SP/users/root

at
o,
>
>
0,
o

el ARQI2-2 ILOMOY HAI2=3817] A8l ¢ka s s of sl slag Fol= Hed
AT AHl 2k T A1 7] A 02 AR YT ThE Q1S AR 204 A |
A5 A S MESAS F& Ayt dskx] & A foll= G Al
Q% AN SE AFEEA BE S5 AL

CLIZ A}§-3te] ©h Abol & 24 8 i 1l 24 3}
<

B ARl 2L 7] H 0 2 ALk, Aekal AL vl s 5
sl AeE el Aol AR dFU
crS w2 oleislof Tl ARl S B E e b EA EELIC

-> set /SP/services/sso state=disabled |enabled

3 Q1] o] 223 ARaFo] whel AL & A}
H] 2k 3}

U dAlol whel &l AR RS g shel Ay Bl g sty o

. ILOM 3 ¢lEfm o[ 2of 22Xtz 2 3QlgtCf,

. User Management(AE A} #2[) --> User Accounts(AtE AL A M) E MEH T T,

User Account Settings(AH-8-2F Al A A7) o o] 2| 7} AP Yt}

5% ALSAAY 22l 63



3. Enable Single Sign On(Et2 Atel2 &M 3} Ho| = =
Lt 2tel2ts MEH F 4510 7|52 ALESHA] 5 ek

a2 5-3

Role {User) Administrator (root) SP Hostname : SUNSPOD0SBAF157 60

Sun™ Integrated Lights Out Manager

Sun™ Microsystems, Inc.

Sysiem iloril ‘ Gonfi i | User ‘ Remoile Conirol Mainienance

‘ Sysiem Informalion

J User Accounts | Adctive Sessions ‘ LDAF | RADIUS | Adctive Directory |

User Account Settings

Add, delete, or modity Iocal ILOM user accounts from this page. ILOM offers 10 Iocal user aceounts. The system uses root, which you cannot delste. The other 9 are available for your use. Single Sign
©On enables an ILOWM administrator access to ILOK Remote Gonsole without having tolog in again. It alse enables an administrater, logged in tothe Chassis Menitoring Madule, 1o access any blade
Service Processor without the need to log inagain. Single Sign On must be enabled on each Service Processor you want to access with this feature, which is enabled by default.

M Enatie Single Sign on
Save |

Add Il Edit || Delete |
|

Name Role

@ | root Adrninistrator

@ | josoper Cperator
I

CLIZ AF-&5to] A8 A4 e

o] Ao A= ILOM CLI(H % & A E o] 2)&E AL&3t AFEA Al S #Este
of thaf A},

v CLIE AM-&3te] AFE-xF Al F7F

W22 22sto 22 ALK A S FIbaich,

o

ojo

e Cf
—> create /SP/users/username password=password role=
administrator|operator
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A% 59 Ue gaUY.
-> create /SP/users/davemc
Creating user...

Enter new password: **xxxkksk

Enter new password again: ***x*xxkxx*

Created /SP/users/davemc

CLIE Abg-sho] AFEAF AIA 7
che WY 2 oleistol 22 ALBAL A S +HELIC

—> set /SP/users/username password=password role=
administrator|operator

CLIE AM&3}o] AFE2F AA 2HA]
. CH2 WHE Q250 2 AIZ2XA HE S AM g .

—> delete /SP/users/username
dE =9 gga gaUn.

-> delete /SP/users/davemc

mlm

Are you sure you want to delete /SP/users/davemc (y/n)?

. yE A5t AHSHALE nS 22510 F v C

CLIZ A}-g3Fo] A& A

o
SE 2 ABR AN et BB e BAISIRH o3 Yy Yghch

o2
1
m,
=
)

—> show -display targets /SP/users
= ¥ &I g5tk
-> show -display targets /SP/users
/SP/users
Targets:
root

davemc



66

v CLIE A&-3tod 7HE AFEAF A7
o SiLtol EX AR} Aol 3t HEE EASRH o2
—> show /SP/users/username
% 59 e 2y
-> show /SP/users/davemc
/SP/users/davemc
Targets:
Properties:
role = Operator
password = ****x*
Commands :
cd
set

show

v CLIE AF&35Fo] AR AR T4

set W& AHESH A E AREA A Ot S, 3=

o =Z AEX AT E FHsteH ols HE 2 ™ok

—> set <target> [<property>=value]

Es1 2AASA ARG SRR O, 44 R
CH A =M ot s 7|23t
/SP /users/username role administrator | operator
operator
password <string>
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o & S0l user1®] o 8g Bl AN 22z WA 0L Y
—> set /SP/users/userl role=operator

user1ld ¥4 E WA HH S dg g

—> set /SP/users/userl password

]

e},

Changing password for user /SP/users/userl/password...
Enter new password:****x*%*
Enter new password again:******¥%

New password was successfully set for user /SP/users/userl

F - gt 454

Jb
m[o

W43t A #E] A (Administrator) H $Fo] o] oF g},

CLIE Ab8-8ho] AREA} AlA &5 57|
2E 2H ASA MM gt HEE EAISH M ofg S ok
—> show /SP/sessions
& &9 v&3 gsyh
-> show /SP/sessions
/SP/sessions
Targets:
108
Properties:
Commands :
cd

show



v CLIE AR&-3to] 7HE AREAE Al 17
o JHH ALZXL Mo ChHSt HEE EAlSHH S HE S 2 gguch
—> show /SP/sessions/108
& &9 v&3 gsyh
-> show /SP/sessions/108
/SP/sessions/108
Targets:
Properties:
username = root
starttime = Tue Jun 5 10:04:05 2007
type = shell
Commands :
cd

show
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Qe Aol 28 AL Il AHEA AYE F, £ W A e

1l

o,

b3l
=
1

o]
ik

ol %,
o rr
W)

o
&l

3 QlE| s o] 28 Abg-she] AL A F7)
A5 44

. ILOM ¥ QlEH ol Aof ze|X} ASto| U= AFEAIR 2Ol g ot

e Ak e 7H AR AR AL AR S F0F A e A A 5 Ay ey
222 = Al o] dEwt e 4 dF U T

A} AREAF7E BEl A} Ak 2EA FH o] gk @gho] ILOMel thek ME = QY #H|o] 2~
(command-line interface, CLI) B=+= IPMI(Intelligent Platform Management Interface)
o thal A& o= 57kt

. User Management(AE A} 2t2[) --> User Accounts(AtS AL A H)E HEH B T,

User Account Settings(AH8-2}F A4 A4 A) = o] A 7} Ve T}

. Users(AF2 AN HO| &M Add(FE7HE 28 & ch
Add User(AH&-=} =71 th3t A2H7F vebdy o

5% ALSAHAY 2l 69



a2 54 Add User(AH&-2 5271 o8t =t

Sun™ Integrated Lights Out Manager

The user name rnust be 4 to 16 characters and must start with an alphabetic
character and use no spaces. The password must be 8 to 16 characters, which
are case sensitive. Use any characters except a colon or space

User Hame: ||

Passward: |

Confirm Passward: |

Rale: IOperator :

Save || Close |

4. Ch5 Y2 E ¥k

a. User Name(AFEX| 0| ) Z =0l AFEAL 0|52 & Tt

b. Password(23) EEof 2t5 & @l2d gt

c. Confirm Password(&S =0l) ZEof S E CtA| l2d5t0] &t S & kel ghucf,

d. Role(¥ &) EECHR | 50|A Administrator(22|A}) = Operator(Z2tAhHE
MEd St
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agss  BEZF AN o] Add User(AH8-A 5271 w8 Ak

Sun™ Integrated Lights Out Manager

The user name must be 4 to 16 characters and must start with an alphabetic
character and use no spaces. The password must be & to 16 characters, which
are case sensitive. Use any characters except a colon or space.

User Name: |daveme

Password: |”””*"

Confirm Passward: [kekkress

Rale: Administrator

Save || Close |

e. M AFBAIFEE 257 Y 2™ Save(HZHE SE BHCL

User Account Settings(AH-8-2F 717 A7) o] A 7} thA] FAIF YT A A2} AA
2 7 G 17 User Account Settings(AH-&-2F 7178 A7) o] Al o] Ya gt}

5% ALSAAE 22l T



72

a2 5.6 Al AF&AE E A S User Account Settings(AH8-AF Al A2 A) 7 o] #]

x (s} 3P Hosinasns - SUNEPOADIRAFISTRS

d Lights Out Manager

UserAccounts | ActiveGassions | LDAP | RADIUS | Actve Directary

User Account Settings
Add, delete, or moasy local ILOM user accounts from this page. ILOM offers 10 local user accounts The system uses /oot which you canndt delete. The other 9 are avallable for your use. Single Sign On enables an ILOM

sdministrator acoess o ILOM Remate Gonsole wihout having 10107 in again, 1 %0 enaties an administrator, 1gged in 10 the Chassis Monionng Module, 53 access any tade Senvice Frocessor withaut the need 1o in again
Singhe SN On MUBE B¢ $natied 00 BECh Servite FIOCEBEdr YOU WAl 10 BCoess with this Teature, which I8 enatied by defaut

P Enates single spn o

Save

Im

Ammirunrate

Optrater

v 9 ClE W o] A8 A5 AL 2R A A

o] Ao A= ILOM AH§ A4 ARS S48k el ths) 4 gk AHe4 AR L
SRS AFgAe 45, EADL L A AL WAT 5 AFUTh

Z - pela AR AP AR AER ARL L, FA EE AAL 5 A5
Sy AR Al dEn A S sy

A AREAR Al A RS F-of sk ILOM S CLI(B % = Q1E o ©
IPMI(Intelligent Platform Management Interface)oll 3|4 &= o] 2] gk ¢ gko] A}-&-=}o]
A Abs oz Folgyt

1. ILOMO|| 2[At=2 2739215104 g l&{H o[ A S Lt

.3
H
ol

2. User Management(A-& At 2t2|) --> User Accounts(AHE AL A M) E ME4FL Cf,
User Account Settings(AH-&-2F A1 A A) # o] %] 7} v U T

Sun Integrated Lights Out Manager 2.0 AF&XF A A « 2007 8



a8 5.7 User Account Settings(AH8-2F A4 AA) 5] o] =]

ik Home: ‘ #Boockmarks

REFRESH

Sun™ Wi

‘ System Information ‘ System Manitoring ‘ Configuration ‘ User Management | Remoie Confrol | Mainkenance

J User Accounts ‘ Active Sessions | LDAP ‘ RADIUS | Active Direstory |

User Account Settings

Add, delete, or modify [ocal ILOM user accounts from this page. ILOM offers 10 Iocal user accounts. The system uses root, which you cannot delste. The other 3 are available for your uss. Single Sign On enables an ILOM
administrator access to ILOM Remote Console without having to 109 in again. It also enables an administrator, logged in 1o the Chassis Monitoring Module, to access any blade Servics Frocessor without the need to log in again
Single Sign On must be enabled on each Service Proce ssor you want to access with this feature, which is enabled by default

[ Enable single Sign Cn

save |

Add | Edit | Delete |

‘ Name Role ‘
@ | root Administrator
W davernc Operator

3. Users(AtZA}) E|O[ S0 +HE ALSA AE Fol 2HH2 HE

mjo
>
ju
gf
L
i

4. Edit(®Z)E g ch

Edit User(A-8-#F 1 4) tha} 347 vebd



)

Rl

Edit User(A}-8#}

a8 5-8

Sun™ Integrated Lights Out Manager

The password must be & to 16 characters, which are case sensitive. Use any

characters except a colon or space
Usear Name davernc
[ change
New Passward: |
Canfirm New Password: |
Rale: IAdministrator :
Save || Close |
5. 22 Al S E e O
a. APEA S E HA st = 4 Change(H) =telets ME gt Ct 25 S HA 5t
x| gtoe{H o] =elgte| MEH g F AT Ch
b. New Password(M 2t5) EE=of A %‘i% At
QL 8} ~ 167h0] of Shof th/ 2 WAE TR FUITE Bk S A3 Ly,
5D B EAE P AEHAN . FEL ANE DE BAE ALY 50X
e 33 5 glsyth
Confirm New Password(M| &5 &0l) ZEof| &5 & CtA| l2dsto] &S & &helgt
Ol A Administrator(22| X}) 2= Operator(ZZfAHE M EY
HA AtEEE M BSHHLE Close(E71)E

c.
L .,
6. Role(¥ &) EECIR =
g
HE HEE £H™sH 5 Save(HZHE 221510 ¢
E85lof o|d MH 2oz solztHcCh
User Account Settings(AF-&-2} Al AA) 7l o] 2| 7} hA] A Yo}

Sun Integrated Lights Out Manager 2.0 AF2Xt A ¥ A « 20074 8
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v §] Qe o] 28 ALEEle] ALER AA A

1. ILOMO|| Z2[Xt2 279215t0{ @ QIE{Ho|A S HuCh.
2. User Management(A& At ZH2|) --> User Accounts(AHE AL A M) E ME4FL Cf,
User Account Settings(AH-&-2F Al A A7) 7| o] 2| 7} YebE Y o

)
3. A AFEAL AE Fel e[ HES ME R L

— 1 e

T - FE ARG AT g5
a2 5.9 User Account Settings(AH8-2F A4 AA) 5] o] =]

ﬁHume | \‘fBuukmarks

Sun Integrated L|

REFRESH LOG

ghts Out Manager

Sun” Micrasystems, Inc.

| Syskem i | Syskem ilori ‘ i i | User ‘ Remoke Coniral Mainkenance

J User Accounts | Active

Sessions ‘ LDAP ‘ RADIUS ‘ Active Directory |

User Account Setting:

E Enable Single Sign On

Save |

Add, delete, or modify [ocal ILOM user accounts from this page. ILOM offers 10 local user accounts. The systern uses roct, which you cannot delete. The other 3 are available for your use. Single Sign On enables an ILOM
administrator access o ILOM Remote Console without having to log in again. It also enables an adrinistrator, Iogged in tothe Chassis Monitoring Module, to access any blade Service Processor without the need o 1og in again.
Single Sign On must be enabled on each Service Processor you want to access with this feature, which is enabled by default

(ot Eat | Detete |

Name Roke
@ | oot Administrator
0 davernc Operator

5% ALSAAE 22|
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4. Users(AHE AL E| 0| S0l Al Delete(&H)E 2 &4 Ch
Confirmation(2<l) s} &27F 4 @y th.

ag 510 ARSAF AFA Eel s} A

https:/129.148.97 113

@ Are you sure you want to delete davemc?

l Cancel l

5. OK(&2)E S =510 AE S A M SHH L Cancel(F 22)S 28510 Z2MHAE SX| 8
=

User Account Settings(AH-8-2F 7174 A7) 3| o] A 7} A F Y o} 2FA|H AF&Ak= 1 o]
yUa A fFyh

v 9 Qe o] =5 ALE3te] AL&AF A B

1. ILOM & QlE{H ol 2o ZolgfCh

2. User Management(AFE AL ZH2]) --> Active Sessions(2d M[M)E MEHFHL|CL

Active Sessions(Z4 Al A1) #H o] x| 7} e U T AL& A} o] B, ALE-R 7} A A S A2
R R At &UH ILOMOY 21913 ARg- A1) Al & 5§ e w T dsyT

a2 511 Active Sessions(Zd Al ) | o] 2|

Role (User): Administrator (davemc) SP Hostname : SUNSPOD144F1FABFS @

Sun” Integrated Lights Out Manager v

rasystems, Inc.

System Infarmatian | System Maonitaring | Configuratian | User Management Remote Cantral Maintanance

User Accounts | Active Sessions | LDAP | RADIUS | Active Directory |

Active Sessions

Wiew the users currently logged in to ILDM, and the type of session they initiated. ILOM supports 10 concurrent sessions of any type, either web ar shell

Active Sessions

Usar Name Start Time Type
davemc Tue May 15 12:45:54 2007 web
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Active Directory

ILOMel| Al = Microsoft Windows Server 2003 & Microsoft Windows 2000 Server
G A Al ZFE A4k v P Ee] A 8] 220 Active Directory s A FY Th.

Active Directory 7 X

HEEe] A= golg o] A s Al~R(T R A7g4)Q0 sAld tEEe

A7 2ol A dlol Bl & b s A F7F, A, Al B A sE S A

Aol 7= Fuoh A4hd 873 ol A fEEy Mul2s= EYAR 49 &4 2

A28} e ARE ALt A RS At T AAE AsFUT I HEEY

AME] 2= o] AR E AMEA, AFH B &8 TEIOAHNNA ALETE F A EF dh= A

25 Ty

Active Directory+= U4 o2 43 Al 7HA] 8= 3 shuh= AR Ut

n WE CAED - R e A YIEY A 719 W] ARSAF 3 2kl
g GRE AA e §EE AREH YT

n R CIHEZ| - o OB = dukd o & 3] A LAN(Local Area Network)¥} 3§
B ALe] o] Al A= DMZ($HE A1) =3 U E 2] Aol syt

n S ZEIYCAER - & Z2IA UIAEY = & 22090 A "8
gEEg] HolHE gt §8& T2 13 sUgk Ao Q& =7 g Eg o

Active Directory &= AH8-2} 244 51
= 7o m Mujol A A FES
AR RS AR 5 9lom

5% ASAAY 2l 77



Active Directory 7-/3

Active DirectoryS /3 8te™ B 74 A A £4& A48k, A H = v Al 7HA
gol &l 4EE e sfoF gyt

w AREAR Q)

s HEA OF

n A2 2E

v Qg o] 2 & AF-E3lo] Active Directory 773
1. ILOMOI| 22| X} Esto| U= AF2X2 2321510 ¢ e H oA S HLC}

2. User Management(AF-8 At 22]) --> Active DirectoryS M & gt Ct.

Active Directory 3| ©]#] 7} WEREH T Active Directory 74 A7 2 Active
Directory E©] & 0] o] o] x| o] Antitol )5t

e

38 512 Active Directory 74 A4

Sun” Integrated Lights Out Manager

| UserManagement | Remote Control | Maintenance

| Liser Accounts Active Sessinns 1 LOAP 1 RADILIS | Active Directory

Active Directory

Configure Active Directary settings on this page. Select a defauk role for all Active Directory users. either Administrator. Operator or none. Enter the i address of your
server. To change the port used to communicate with your server, uncheck Autoselect. Enter a bmesut value in seconds. To uplosd s certificate type in the TFTF server
and then the Path and file name Cick Save Certificate to complete the pracess

Stata: [H gnabied

Configure User Rale:  [Howe (3]

IP Address: ,06007

Part: & anoseea
Timesut ,17

Strict Cartificata Made: [ frabled
A

save
Cenificate infarmation

Certificate Pile Status: cerbhcate not present, cemibicate backup nat present;

TFTP Sarvar:

Path and File Name: |

Save Reztore Cerificate Remaeve Certficate

= fdmin Groups = Operator Graups = User Domains
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Active Directory 773 o] #] &4

3% 5-2°0 4= Active Directory S AH8-317] #1877 alf oF sf+= A A ol whsf A gt

5-2

Bl

Active Directory 743 A7 (1 ¥F)

£4(8)

2 4(CLI)

My

State(% B

Role(¥ &)

IP Address
(IP F24)

Port(£E)

Timeout

(M3 23}

Strict
Certificate
Mode(9 4 &+
ASA BE)

Certificate File
Status(%] 54
BRI

adminState

defaultRole

ipaddress

12

port 0(;}% P

P

timeout 5

Enabled
(18 7hs

strictcertmode

certfilestatus

)

)

Enabled(A}-%) | Disabled(A}-& ¢F 3h

None | Administrator(Ze] z}) |
Operator(Z2}4})
ek 7 AbElol A JIFE B
AREAL Al F-of B = A2 A
0”4‘3} 7| EA 07 o] a2 o—iu )
< FAH AA 7] Wi Bk
%%L% A o] 7|2 H o2
AREFHUT A 2 52 Active
Directory Al H ol A 7}A4 5t}

Active Directory A o] IP F4-9)
[Rh=

"13%9}5’\10}7%/} } A
= o]——‘:— Eﬂ /\}_.Q_E]
SSL-LDAP = 4 1of %
AF&E == XAy,
H ¥ 3 TCP X E7} AFE 5 & 5
Sk ﬁ‘?*oﬂ‘: Abg e 5= gl&U )

AR 3 ghE) Yy
7§ LDAP Edl & o] k=
W72 7] sk A 7HE)YY
EQAA £ Ao nhet v
glom g o] g AA EdA
% A0 dERA U
o] &A= AW 7 SE 5K

ALY Ao AZAT 5 91 S 1

7] A 7He 24 E = 9Lt}

=
=
3}
I

1_4

JI

o=
T

g]

oAl ] I

(e3

Enabled(A}-& 7}5) | Disabled
(/\}9_ o} 61—)
FaE A9, B0k ABH 9
H 5 AAE ek Ay
Q124 == dof gt
certificate present(?l%’ﬂ A |
not present(oi ), not present
(81%) | not present(§i+)

of\

5% ALSAAE 22|



Bl

5-2 Active Directory T4 AA (S W) (Al%)

B ) ZA(CLl) 7|25k My
Slgshs 9 getcertfile none o el Q24 HYL e
54 e Sh ol ALg S W aE U T
o 7] A IFAME AA H HAE
S vt
TFTP Server  #|9&H= CLI%4  none Az FUL 7440 E v Agat
(TFTP A1) 8=y = TFIP A ¥ Yt
Path and File s 3= CLI 4 none Aol 9= AZA o] A
Name(4= 2 §1& A2 0% % el o] FYIt
sl o] )
Restore s Fsl= CLI &4 none ol=A MAdS JRrEdo V) E
Certificate e AFH FA g ol el B
(QAFA 29 AR 71E Shade ugl Ba)
oz AR B 0y
BAHEG A A @A) AR
2 vEYh
Remove 33l CLI $4 none Strict Certificate Mode( 4 3+ S5
Certificate g A BE)E AR A9 AEA S
1A AlA) AAE = FHFHTH

Active Directory ™/ Hl o] &

Active Directory QIE]#| o] (18 5- 13)«] ShHEELol] Q1= Al 7l 9] H o] &2 AL-8-#}9]
AT 2 At A& ] =T} 15S TSk ol A2 Y gl "ol EddlA
= ‘:}uﬂr #HAE ARE Ao

s WA 2F

n A 1F

m A& =<l

A2t 25 D 222} 0 Eﬂ o] & &0 = MS Active Directory 1*4 o] §o] I+
sl o] & %QEE 23 JFYTE AR B 175 Y] A5 AHEA
7o) ofE Hol 53} dX|sF=A ol upef ARE-AFol| Al AR} = %}ﬂx}«] A~
Hgto] Foig U},

A B & ALg AT 5 915 Er U Th QukH 02 AL 2 S
9 ARESHE ol Fol WA AT RN A8 Y S mrlel/ol§9l Ao Fhin
A} 15 AL AT G AL A EoQ) dlol e st A G =18l o] F2 /e

AEg G,

ol 3 Al o] RFel A Bagt ol B4 EASH] 13 /1% ol A
AZ U 0.7 WA A% AL A7t G ok sk gl tha) P Hh
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a2 513 Active Directory Hl o] &

Admin Groups

Edit |

D Name ‘
® 1 CN=SpSuperAdmin,0U=Groups,DC=davidc,bC=example, DC=sun, DC=com

® |2 -

®|s

@ |4

® s

2 Back to top

Operator Groups

U|

Edit |

Home \

o

CN=5pSupercper, GU=Groups,BC=davide DC=example, DC=sun,DC=com

000 e

= Back to top

D|

Edit |

Name domain |

~<USERNAME=@davidc.example sun.com
CN=<USERNAME=-, CN=Users,BC=davide, DC=example,DC=sun,DC=com

L0001

2
3
4
3

2 Back to top

5

Active Directory W7 H o] & &4

¥ 532 ¥ 5494 B A 25 2 242 25 ol Bl el A4S A gy

Name(°] &) Delli= AF3te A ol Fo] Webd

£ 53 w7 2F Heols

ID Name(0| &)

1 CN=SpSuperAdmin,OU=Groups,DC=davidc, DC=example, DC=sun,DC=com
2

F 5-4 A2 5 Hel s

ID Name(0| &)

1 CN=SpSuperOper,0U=Groups,DC=davidc,DC=example, DC=sun,DC=com
2

5% ALSAAE 22|



5-4 Z2 2 25 "ol 5 (A%)

Bl

ID Name(0| &)

3

4

TS 3 5-500 A1 1’ 5-1390] AIE AFSAF =] "ol B tidl] x}As] A}
S 1o YEE =2 3 HA Q1S A Zol| A AVRE = 7] E A S A E YT &5 2
= 718 A S AFEEA Q1S A =Tt Al A §- ALEStE A A ol B (dn)S EAIF
Y}

T = ¥ 5-59] do| A <USERNAME>S AFg2F2] AA] 27121 o]0 2 A5 = A
TAE Yyt

E 55 AREAF =9l H o] &

Name(0|S) Domain(ZH 2l)

1 <USERNAME>@davidc.example.sun.com

CN=<USERNAME>, CN=Users, DC=davidc, DC=example, DC=sun, DC=com

2
3
4
5

A AdE H o] ~F AF-&-3F] Active Directory H| ] &
A8 A7

. ILOMoi| 22| X} A EHo| A= ALSALZE 2121510 @ lBH 0| A S P Ch

. User Management(AE AL 22[) --> Active Directory S 4184 2t Cf.
Active Directory ¥ ©] ] 7} L EFE U T}
. Active Directory I 0| X| 2| o2 ZojAM HE S HE Ao 20| HES ME G OIS
Edit(H ) E S et
83 8}= Active Directory ¥H2] 2} Z135 H 3 ¥ o] #], Active Directory 224} 135 HF]

#H| o] A <= Active Directory AL-g-A} ] 01 A oo A7} Jepd ) 7t ”Ed1t(ﬁj‘%] "
o] Ao = A2 F7} w Wx)817] 9% Name(o] B) D=7 951 o),
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5.

a8 514 Active Directory ¥ 2} “1 H3] #o] A

Sun” Integrated Lights Out Manager

Edit Active Directory Administrator Groups here. Click Save to complete your action

1= 1

Name: |CN=SpSuperidmin,OU=Groups,DC=davermf,DC

Save || Close |

Save(XIZHE 2250 HY AtetS M S Ch
Active Directory ¥ ] #] 7} W EFH U T}
User Domains(A& Xt =M Q1) H|O| 20 A| Name(0| &) Z =0 YEE HAEZ Q&
B L} <USERNAME> CHA| EA|ALE ALE35H0{ LDAP &AM ALE XL 0| §0| S0{&
xE X ™ g ok
o 59 et 2HUT

domain = <USERNAME>@davemc.example.sun.com

domain = CN=<USERNAME>,CN=Users, DC=davemc,DC=example, DC=sun,
DC=com

AHgAE T ol st ol AFH ol FS AHetel ILOMe 423 & v,

AE of 541 713 P2 2 & Active Directory =191

/home/dc150698> ssh -1 davemc 10.X.XXX.XXX
Password: **x***x%
Sun (TM) Integrated Lights Out Manager
Version 1.1
Copyright 2005 Sun Microsystems, Inc. All rights reserved.
->

5% ALSAAE 22l 83



84

2E of 5-2 34 o] F 2 & Active Directory = 1%1

/home/dc150698> ssh -1 "David A. Engineer" 10.X.XXX.XXX
Password: ** * & *x
Sun (TM) Integrated Lights Out Manager
Version 1.1
Copyright 2005 Sun Microsystems, Inc. All rights reserved.
->

AHEA UG o] FE A
S0l uHY v} o] ApRAL] A S AAT F sy
Abgl ol A = - 224 AF i A Abeks AR AR A 2 A RS Sspell o
Directory %LH =3 oH 24 44 ELH U} d# o] LDAP # gl & A aste] A}
3 H

.

m 3l HA o] :rL/H 371l 7Hd g5 UTH AHEAE defaultRoles AHE-3LY] Q1F
g A A uE 12 A0S AR }7] gk A2l 884 eHF YT Active Directory
ol ]Eiﬂﬂo]/\oﬂ’ﬂ ’*F‘lﬂe ARk A {%0}@ 1 T °J°ﬂ HAlgle] e
Tk gl o . SPol| A= defaultRoleO] administrator %=+ operatori®
A7 5 Ut} Active Directory & &3f Q15H B AR&AL Al o ;L/\g ule sjulo &
A} = 22 Afe] AAE fgke] ddgunh

A T WS of O BAbebe 2 ARE AR A 3 Q1T BFOlA O B 9
= Aasyrh 7449 B AM 2 S AA S ul AFE-E Active Directory
Eﬂ olguo] 29 s 155 o] & g7 SP ¥ Al T1E HlolE B 22 T Hlol =
S FAF ok UL A RS (A EL] 98 o] 5719 Active Directory IS 9Y
T4 Sl 24 Aee B 99 T2 500 15 ST £ A

AbgAEe] 1 A A SPell T4 ¥l Active Directory Bl o] E-ol|A] 7} Z15F o] & 2t
of T A} = 2ARFe] A -G A2 S A e d AFSE YT A g2
WS ARESHHE 57 9] AFERF 1F HFo] A fEks 7H o g A E AL, 570
O ARgAF 1ol wE A AgHS 7] Ao ® AP YT AR T H5o] Fojw
SP AH&AF 1w T shutell A oW e N A =7k AR Yo
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Active Directory ?i 4 5el
?ﬂ- /\ 01 /\14 T;].

CLIE A}&-3}o] Active Directory 174 X<l

U2 Aapell A= 4] Qe H o] 25 ALE-31Y] Active Directory 9172 HoHS A s =
el s Adrg gy ok

getcertfile Qo we} AFA HUS JRE8)= d AFEs= WA=d YT
ISME HEESHH o3 =gk

-> set getcertfile=tftp://IP_ address/file-path/filename
ASME HMASHHL Sste{H chg& L= ek

-> set getcertfile=remove|restore

o SW et gHU

-> get getcertfile=remove

PREZ71E ASA ddo] AAR UG Hd2 MY JASAH o] S mink
Ade > Qg AL AdZAS g e 0 & e Wl BAS Age] 9@
AQUTH A7E A= A old U s 5L dFUT

CLIE= X873} strictcertmode &4 3}

strictcertmodei 7|E-% o 2 AFEE X gF5 YT SSLo| AFE-H AT Q154 a4

ol Asld o2 FHFH YT} strictcertmodesE AFE3 74 $-9l = SSL 3 = 4| 9]
AU AW JAFAE BAIS u] AFA A FaAAS AT = TS AH 9

ASA 7} ojm] R =5 o] glofof T

strictcertmodeE ALS5I2{™ Ct58 /=& Ct,

-> set strictcertmode=enabled

5% ALSAAY 2l 85



v CLIE A}&3}Y certfilestatus &9l

=
certfilestatust AA Q15A AE] @ QlFA o] W BFAFE S w9 & of 3}= 2HY
WA Y strictcertmodes *PﬁﬂﬁX]OLE 7dG-o = F AEA 7}
FE5YTE 28U strictcertmoded AFEShE Aol = Q1S
M el F e A Ael Alglo] 7]E A FAME Yol = Aol AUt
o 2T Ao AMEfE &olstai™ CtE2 i sy
-> show /SP/clients/activedirectory certfilestatus

e 5W T3t 2uU.

-> show /SP/clients/activedirectory certfilestatus

mlm

Properties:

certfilestatus = certificate not present;certificate.backup
not present;

A A H o] 2~ F AFE-3F Active Directory 14
Eﬁ’}

U dabell M= g /IE o] 25 AHE-3Fe] Active Directory 917 H.oh& A4 o)+
el ol Aok
19 5-15¢ 4= Active Directory®] .ot &4 3} vlolE & Y& aljof o= A5 Ko

=yt
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18 5-15

Active Directory 2] H.¢F

Role [User): Administrator {root} SP Hostname : SUNSPOO144F1FABFS

Sun™ Integrated Lights Out Manager

HerHEar

Sun™ Microsystems, inc.

| Systam Infarmation | Systam Manitaring ‘ Canfiguration ‘ User Management

Remate Cantral

Maintenance

2 —

J User Accounts | Active Sessions ‘ LD&AP ‘ RADIUS ‘ Active Directory

Active Directory
and then the Fath and file name. Click Save Certificate fo complete the process

State: [ enabled

None -

Configure User Role:

IP Address: 0000
Port: o M autoselect
Timeout: 4

Configure Active Directory settings on this page. Select a default role for all Active Directory users, either Administrator, Gperater or none. Enter the IP address of your
server. To change the port used to communicate with your server, uncheck Autosefect. Enter a timeout value in seconds. Ta upload a certificate type in the TFTP server

Strict Cartificate Made: [J Enabled

Certificate Information

-

——

TFTP Server:

Certificate File Status: certificate not present; certficate backup not present, < —————————— 3

-

Path and File Name: |

Save | (_Restore Certificate | [ Remove Certificate |

SRR

A~

—

<+ 1b

la

2 ALgtel 34 e

ILOMof| 22| A} o] A= AFEALEZ 23216101 2 QlefHo|AE Fu Ct

User Management(AtE AL 22]) --> Active Directory S
Active Directory # ]| 7} YEbEH T 1§ 5-159 A

BoAFYL

1
.

ghuict,
A= ASE 24

TFIP A, 22 2 0t 0| ES AT CL 19 5-152 8= 1a X 1bE X5 AI2.
Save(MZ) HES 225101 2B MES Al&EHcCt 19 5-152| &= 28 & =5}
AAIQ

= —4.

F -5 Y AA IS Zao wel A& 4 91 o1, Restore Certificate(2] 54
E4¢) =& Remove Certificate(Q1 54 AA) HES S83s1d AP 4 dHFUh

5% ALSAAE 22l 87



88

v ] QIE FH o] 25 ALg3te] AFA

At X2 2918101 ¢

[uln

1. ILOMOI| 22| X}

2. User Management(AHE At 2t2]) --> Active Directory
Active Directory #| ©] A 7} YEPE Y th 17 5-159] &

3. Certificate File Status(2!SA] ! AMEl)

v §l QB o] 22 AL§Ete] 617

27d 3t

1. ILOMoOi| 2| X} 2 eto|
2. User Management(AHE At 2t2[) --> Active Directory
Active Directory | ©] A 7} Ve g YT 717 5-159] &

3. Enable(AlE) & 2|

A to

—

ol

slo| 2}

=

o| =
AA =

AR

[

o =
= =

23
= ©°

toi &

= =
= =

ALEALEZ 29215101 & QlE{H o] A

ey

=
=
=42
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Lightweight Directory Access Protocol

ILOMel| A = OpenLDAP A ESJo]E 7|¥FS 2 LDAP(Lightweight Directory Access
Protocol) ?152 A4y th. LDAP= & HY &Y /\1 HAdu Tk H g Ee] Aqu s
dHgEDe] FES Aod HHoR ‘474]% wte &8 Trae] T X"S@rﬂ

tloj e o] 2~ & Wttt w}a}/\i, olg] & o] gy A& Eﬂolaﬂﬂ o]~
T = Ad5Y T LDAPY| th3F 2FA 3F &2 http: //www. openldap.org/%‘
Frai Ao

LDAP A E

LDAP+:= ZEfo]Ad E- A dlo Dﬂ&% Ut} LDAP A Y P ERE A3+,
ZEto]AEq A o] (A ER] AU =& ALE-8Fe] 5ol A A 2~3h ) o g E g o
A74E delg = 2 712 LDAP *M Zhell B2k 4= 9l H Y Th

LDAPS| dlo] el FEA Agste] 8 G202 275 AFH o2 749
Uk ASE) 49 G w2 24 ehle, T okd)] §Be 27t R 243 1}
WUt AS e W obelel = A AHEA} EE Bl hsE EhlE F5ol dgth

LDAP S&}o]AE 5 M1

LDAP Z8}o|AE-AH EHo| A LDAP A= LDAP S ol AEd HM =3 4= 9+
ARBAL, 2 A A E B Ry SEoldES dud o2 LDAP A ¥ o
A MER AFE = Fepo]AE FETE|E ALE-5to] LDAP o] e o] A5 W F g
Uth LDAP dlo]EjHo] 27} A RE Felo]dE S8 I gdllo A= W7 ALg
S SA B 4= glomw 7 Bt %iil%ﬁe‘ﬂﬂ] 1E%a37}°i*uq.

So] Y Eg e 59 qulo|EdtEE ¢ LDAP Zeto]dEE gluo| EH
uot 97 B At o] §2 LDAP Mul = 4*6“43} LDAP A B} = 3¢
+ (Distinguished Name, dn) ARgste] S 2§

o) G2 gulo] =gt el =g Aui 3

A S8 T2 ale] 54 489

o

_4

M b o 1 2
e T o

E
;1

DR Ee) A FEL A6 71 e
A BB R e o

e Eee 45 dulol =g
e Eelol A G AA G
deEeld Qi G5 o5& WA Tk
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http://www.openldap.org/

o] 213t LDAP 21 S 33t LDAP Zglo] A Eo - LDAP A n&fe] A48 A
ok gl A B = 389 o] 9] ¢] t}E EEA AP 1= 9l x| vk, LDAP| A TCP/IP
X E M3 3895 AFESIEE A

Sun A B LDAP A 8] 9] Eelo]Ad EV} & 4= 9l Ut LDAP 2154 AH-8-3# ™ Sun
AW 7F 1SS 4 = LDAP AW o A ALE-ALE THEA Y 18 g AW of] ulQl =& of

[}
). “efolet 220]1E7} LDAP Aol A Sl tel el s 9 e A9
< 2 gyrh
LDAP AH¥ fHEY F+%
LDAP?] tlo]El= 19 5-163 o] AT H o= 74 5o AdFH
a2 5-16 LDAP Y ¥ EY +%
do=com
|
de=5un
|
ou=salas au=enginaernng
l
ou=people ou=people ou=grinters
[T e o e bl | | Faenireat e |
i uid=jsmith I | uid=bmiller | vid=labprinter |
] . ! L !
ZF FEL 3 o] F(dn)S F3 AEE YT DN2 a9 AT 4 A 35S 1
Sl st ol 83 $BE Eelo FEAX FAsE F2E PRI
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ol & 50 jsmith®] DN th& 7 25Ut

dn: uid=jsmith, ou=people, dc=sun.com

o] 7] H uidi F2o] A8} IDO] 1L outs F2o] 3 27 W9o|n, dei FEo]
&g ke 24t} Th tholo] 2l DNo| e Ee] AZol A FES 148
Aet o AH8E e Ao el wolEy T

a2 5-17 LDAP i o] &

de=com
|
de=sun
|
|
ou=sales ou=sengineerng dr:  ou=engineering, dc=sun,
de=com
[
|
ou=people ou=peopla ou=printers dn: ou=printers, ou=angineering,
dc=sun, dc=com

| uldsjsmith | uid=bmiller | uid=lsbprinter | dn:  uid=labprinter, ou=printers,
i i i i i | ou=engineering, dc=sun, dc=com

LDAP +4

LDAPE AF-&-3Fe W LDAP AW A Ao upgl LDAP AW E 438l oF ). T3t
ILOM CLIY} ¥ QIE #H o] 25 AF&3Le] ILOMS A &)l oF g th.

U AakE aske W LDAP A1 7+ ol thall AbAs] aL glofof gt Al %}s}7)
Aol IP 5225 H5E 38kl LDAP A H ol thgh 7] 249 vl & %’4 HRE sl oF gt

F - ©] 4] LDAPE Linux %5 Solaris & W9 A H] =2 74 3k= 22k fARE o

5% ALSAAY 2l 9



v

1.

LDAP A ® 4

ILOMO|| 21&55t= 2Z& ALEALS] 227} "erypt" &
(e o 2 "MD5 crypt"2t EHe =2 M A =0 U
= W U3 g5tk

userPassword: {CRYPT}ajCa2He4PJhNo
EE

userPassword: {CRYPT}S$1S$SpzKnglsdulBfONWBjhOt3FbUgf46.

ILOMo| A= o] 2] & = 71x] W& 9] crypt P4 02 #1735 ¢t o tha A7t LDAP
ASE ALFUh

.MM 22 A posixaAccount ¥ shadowAccount & F716HL 0| A7|oOfof| &5t
=4 s L™= CHRFC 2307)
%56 LDAP &4 3k
Lot =4 =
uid ILOMell 21918 AL-g-2} o] &
uidNumber olojo] ufF HE
gidNumber ololo] f HE
userPassword ors
homeDirectory Qo] o] gh(ol £A4-2 ILOMel A F-214)
loginShell A 2] gh(e] $A4-S ILOMoI A FA1%)
. LDAP AMt{&te| ALEAL AFol o & ILOM MM A& M S B Cf

LDAP Ao A o] vl =5 3 &3 AY, ILOMS 53 5T BE A2 Al
3k ¢17] Ag AA=E 717 LDAP AW A2l ZEA] AFEALE A ST
A S W82 LDAP A ¥ AHAE 2 AIL

CLIE A}&3}o] LDAPO| o3 ILOM T4

. ZEAALEAL Ol St A5 E et oh oSS ek

=== |

—> set /SP/clients/ldap binddn="cn=proxyuser, ou=people, ou=
sales, dc=sun, dc=com" bindpw=password

LDAP M 2| IP A& gt ch5& 8 &k

—> set /SP/clients/ldap ipaddress=ldapipaddress
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lm

. LDAP Mu{ete| Ao Al8E= ZEE X|HEHCL 7|2
gt

= 389 Lt CHS S

—> set /SP/clients/ldap port=ldapport

. LDAP E2|o|M ALEX Y OF S Estol= 27(2 15 o|E(DN)2 & &t
CtS2 el8d gt

—> set /SP/clients/ldap searchbase="ou=people, ou=sales, dc=sun,
dc=com"

o] o &< LDAP E2jol A A&7} 15 A4 E 914 duth
. LDAP MHE| 29| AEf S enabledZ2 MM &L C CtS S 12 §hu
—> set /SP/clients/ldap state=enabled

. LDAP 21 50| Z53t=X| 212152{ M LDAP AFEA O] 52 25 & At
2aelgdch

0|:0
_o'h
2
L}
—
@)
=
2

— ILOMO A= 24 2832 A8 1o LDAP A]._Q_x]_
*F‘lﬂ olfo] 27 AI§ AR A5 450l % ILOMelA] <)
Tyt

om ﬂllm

Y AE o] =5 AHE-5te] LDAPeY w3 ILOM 17
. ILOMO| 22| XtZ 23215t0 3 elE{m|o|AE FuCh

. User Management(A+E A 22|) --> LDAPES ME4 &Lt
LDAP Settings(LDAP A7) #| o] %] 7} L}E o
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a8 518  LDAP Settings(LDAP A ) 5 0] %]

| Systam Information | Systam Monitoring = Configuration Usar Managamant Remota Contral  Maintananca
| UserAccounts | Active sessions LDAP | RADIUS | Active Directory |

LDAP Settings

Configure ILOM access for LDAP users on this page. Select a default role for all of your LDAP users, either Administrator or Operator. Enter the IP address of your LDAP
server. Enter the port used to communicate with your LDAF server, the default port is 389. Enter the searchbase, or portion of your LDAF tree, where ILOM should look for
LDAP user accounts (ou=docs, dn=writers). Enter the distinguished name (DN} and password for a proxy user ILOM can use to access your LDAP tree

State: I3 Enabled

Role: Operator :

IP Address: [oooo

Port: [389

Searchhase: |

Bind DN: [

Bind Passward: | (_Change |

m State(&El) - Enabled(*}-8) &21&tS A ¥ sto] LDAP AHEAHE 153yt

m Role(dE) - LDAP ARE-AHe] 7] G &Yt =502 H5 A Operator
(Z2AF) E= Administrator(ZE| 2D E A 8

m IP Address(IP &) - LDAP A H

m Port(ZE) - LDAP ¥ 9] X E MEE YH P

m Searchbase(Z A H]|0|A) - AFE-A}E 7134‘11 sk LDAP AW 2] &715 4 E

m Bind DN(H}2/ = DN) - LDAP A 1 7] Ag ZEA A}&x}gl DN ( o]
< JEFY G AFEAE AFska A E LDAP AWl tigh ¢} 7] -8 AA

=2 1. 0

A gto] ILOMel 9lofof gt}
m Bind Password(HI2IE &t35) - ¢17] A& Al&A}2] 5 & 8y},

o
<
o

E
o
o{r o

4. Save(XZHE S= gtk

5. LDAP 21Z0| ZH=5=X| &92l5t2{H LDAP A2 X} 0|21} 245 E ALZ 3510 ILOMO|
ZIolshch

- ILOM< LDAP AF§4 Mol 274 A28 A At} LDAP A&7} o] &0l
Eiéj! AR R EA 8 A5l = ILOM2 A2 9 A 24 AR ST
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RADIUS ¢1=

ILOMel| 4 &= RADIUS(Remote Authentication Dial-In User Service) ¢! 5< A 934
th RADIUS= &% f 53t AR8A #el & &l of= /15 TR Ea Y.
RADIUSE AH&3IH o 2] A ¥l A Fof do]E o] 9] HolEof djgh M @
= o g o, Betdt v &olid o] Holdth. RADIUS A H| = of 2]
RADIUS A8 of e} th2 F3 9] Q15 A o} 3 253 4= lFY T

RADIUS Z&}o]AdE % X1

RADIUSE Z&lo]AdE-An e 7]¥kS F Utk RADIUS A= AL&%} €15 do]
HE Al Fata AAAE 58 B AR 5= o, Feo]dEx= ALEA} Ho|H =
Ao Bujal 38 e AR SHS FAIg ok RADIUS 2] o E-Au] T el o A
ZaloldEx AAA-2 % gl E RADIUS A H o] Byt Au 7} SeoldEzy
B AH -2 WA A E 408 A= dlo]EHo] o A dld AFE-AFe] Q15 AR
S AAFY G AFEA ARV Lo A E dAA-AR AXE BuUal 83 H A
Hl 2o gk AA 2= ARG YT AFEAF 17 o AW = HA 2591 H A A 2
SHEYUG QA 2-52 A A A= AFEAF] Q15 HolE & F2lslal 8% Ay
2o ek Apg A A AsES Fof g}

RADIUS Z&2fo] A E e} Mn 1te] =
EAE I3 8 AFREe] s YT
ZEto]AE9} Ao A Zh7t o] S E & o]

ASE A EHE T 4T s &a dojoF
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RADIUS ®=j 7] ¥ <=

¥ 579014 4 <lE]s| o] =9} CLIo| th3 RADIUS w7} ¥ 4=of th3] A v e,

# 57 RADIUS ! S1¥]#| o] gl CLI 27

2 elefHol 2 cL .

State(%E) state enabled | disabled RADIUS A}&-2+E ¢1=3}2] A enable
(AHE AU

Role(4 &) defaultrole RADIUS AFg-7}o] 7] B o =,

administrator | operator Administrator(¥2] Z}) ®3= Operator

@47 E 2T,

IP Address ipaddress ipaddress RADIUS A 9] IP 2t}

(IP 5 2)

Port(3E) port portnum RADIUS 4B ¢} 5241 8l<= ] AHg-5] =
XE MEPUTh 718 X EE 181294t

Shared Secret ~ secret text RADIUS®| A28t o] AFRH = 3

(- 4=2) dEdyh

RADIUS 24 G4

107] 01442 291 44824 A 900 ILOM 9441~ AT 415319 5hiz 4401 &= RADIUS
B % k2 745 F RADIUS 915 AL 3HES ILOME 74 2 7 A& .

o] A5 F=d5tr] ol 573 0] A o] "AEAF A el AT Wl = RADIUS $H73
o e AAe AR =Qd )
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v CLIE AF-&35lo] RADIUS 4

1. ILOM CLIo| 22| A} #sto| A= AFEAZ 2Ol gt ct,

N

/SP/clients/radius 2 0| & C}. 985 o] x| 2] "RADIUS ™ #"S =S AI2,

3. 3 5-70 Zo| o7y HiE MdF et oh

v $ o1E #H o] A& A}8-3}o] RADIUS +4
1. ILOMOI| 22| X2 2739215101 ¢ 2l H o|AE Eu

2. User Management(At& XAt 2+2]) --> RADIUSE & gL},
RADIUS Settings(RADIUS A #) #| ©] A 7} e F Y th
a7 519 RADIUS Settings(RADIUS 4 %) ¥ o] %]

System Infarmation Systam Maonitoring Canfiguration Usar Managamant Remote Contral Maintanance

User Accounts Active Sessions LDAP RADIUS Active Directory

RADIUS Settings

Configure ILOM access for RADIUS users on this page. Select a default role for all of your RADIUS users, either Administrator or Operator. Enter the IP address of your RADIUS
server. Enter the port used to communicate with your RADIUS server, the default port is 1812, Enter the shared secret your RADIUS server uses to authenticate users

State: [H Enabled

Rola: m
IP Addrass: [oooo

Part: [1812

Shared Secret: I Change W
Save |

3. 4 S &t

=
A W82 3E 578 RS L.

=
7]
%)

<

2
Rl
0
i
Ml
Ju
ol
2
|'II
o
>
0ot
o
Al
0k
el
T
a




RADIUS 3 &

o] Aof| A= RADIUS " & o] thaf A3k}

show /SP/clients/radius

o) By welA W 2447 ST 5 gk

[*]

| ¥8& AH8-3sto] RADIUS /153 e $4& & 5 dsyth

=y
a

show /SP/clients/radius

A
o)

defaultrole — 2= RADIUS AF&-Atol| Al &&= A8 =, #e]A} s 242 v th
ipaddress - RADIUS A ¥ 2] IP =44 Yt}

port - RADIUS A H ¢}9] S4lo] Abg-5 = £ E Ha Yyt 7] £
secret — RADIUS A ¥ o] HA| 238k o] AF85 = & gy

state - o] 4742 F4 5 Ei= w84 55}0] RADIUS AHEAe] o4 2% 5§87

b AR,

)
o
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o]

-> show /SP/clients/radius

/SP/clients/radius
Targets:

Properties:

defaultrole = Operator
ipaddress = 129.144.36.142
port = 1812

secret = (none)

state = enabled

Commands :

cd
set
show

set /SP/clients/radius

ol By pel A ST 5 ATk

op
k1

3% O,

-

set /SP/clients/radius

oy g

ARE-3FTH Al H] 22 32 A A ol A] RADIUS

By
oX,
o
-
o,
]
ale

91%3} pd

gul i

[defaultrole=[Administrator|Operator]

ipaddress=radiusserverIP port=port# secret=radiussecret state=
[enabled|disabled]]



3

defaultrole — & RADIUS AF&-Aof| Al A8 AL A ¢ &, A8 A B+

le—x}e x] bl oHo]: 61-1/]1—4_

ipaddress - RADIUS M B 9] IP =&Y Y}

port - RADIUS A ¥ ¢} E2131= d AME5 = X E He Yt 7] & L E = 1812

SIS

m secret - RADIUS A H o] M| 238l= U AFREH = T/ 4328 48yt 4%
ERE RS TN

s state - o] 442 B3 w= ¥ 24 5 ale] RADIUS AHEALe] 9Hl 22 3 85}

A% AR,

n -]l")'

o]

-> set /SP/clients/radius state=enabled ipaddress=10.8.145.77
Set 'state' to 'enabled'
Set 'ipaddress' to '10.8.145.77

show /SP/clients

o] el Rl A W 2AA AT F AT

L=
o] HH S }4‘15}0% AUl L2 A 20 A HolHE 2418 4= 9l & Fglo] A E(LDAP
NTP, RADIUS, % SYSLOG Z&lo]HE ¥3hHE & = 5y

show /SP/clients
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o]

-> show /SP/clients

/SP/clients
Targets:
ldap
ntp
radius
syslog

Properties:
Commands :

cd
show

F8-2+= ntp 2 syslog U5 & 4= 95Ut RADIUS ¥

5% ALSAAY 22l 101
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-

M= 3 4 24 e

ILOME AH§3e] T4 8.4 o, 53 W 0F Jo) 5o 74 82 A% 4uE 2 5
AL UTh E ILOME AHg3le 74 82 AlA 2 A2 F01% 5 A&

o] F& thg M= Ao} gHFUth
m 10490] A o] "FA 84 FH B E JIWEE He"
n 1047 0] A €] "CLIE AF&3te] 4 84 FH H7
n 1057 0] A 9] " QIF H[ o] ~F ARGate] 4 4 AH ®BY|
m 1063 0] A o] "FA 8 oA A S
n 1075 0] A ¢] "CLIE AF&-3te] 74 84 AA F1]”
n 1073]0] A 9] "CLIE AF&-3Fo] A AT 74 24 F1] of 3 gl
n 1087 0] A ©] "CLIE AM&-3to] Auj2== 40 Q4 wkgh
w108 0] A o] " QI H[ o] ~F ARE3le] A Q4 A FH]”
n 1097 0] A o] ") AE]H O] ~E AFESFe] AH| 2R T4 84 §EE
m 1108 0] A o] "FA QA4 ALE Vle 2 ALE B}
n 1103 0] %] 9] "CLIE AH&-3te] 74 8.4 A 7hs 9 ARE =71
w1103 0] %] 9] "§] QIY F| o] 25 AFE-3te] A Q4 AFE 7hs B ARE B
m 111501 #] o] "2 Hg A"
n 1115 0] A 9] "CLIE AM&-3te] H 3 A4 4"
w1125 0] %] 9] "4] QI F| o] 25 ARE-ato] G A7 54"

"

F — o] Ao] FE oo A= sspy/E A ZEE Ol AFEEU T o]t Sun ATH
=dFol whet somy o2 Al Aek s i3 ub AR S AU o Sk di
A Sun M B ZHFAA FEH U
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1. ILOM CLIO| 2| X} EE= =Z&IX 2 2 aelsh o),

2. ¥ ZETE0M OS2 Y Bch

o —_ A= -d7

-> show component_name type
s 59 o5 25U Th
-> show /SYS/MB type
Properties:

type = Motherboard
Commands :

show

DMEY JRE HERE £4& e B2 4uslo] gtk % & 9

o}
Argale o 2ol weh ey,

fru_part_number

rr
Ip
o,
rlo

fru_manufacturer
fru_serial_ number
fru_name
fru_description
fru_version
chassis_serial_ number
chassis_part_number
product_name
product_serial_ number
product_part_number

customer_frudata
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v {4 e o] ~E AHgEEe] T4
1. ILOM @ 2lEfH 0| 20f 22X} =

2. System Information(A A HE) --> Components(74 )&

L4 AR B

ZEAZ 2algH

AMEH S| T,

L

Component Management(7-/ 84> ¥2]) & o] A 7} e T}

a8 6-1

Component Management(7-/d 8.4 ¥+2]) #| o] ]

‘ User

J System Infermation | Sysiem Moniloring | [+

| Remoie Coniral | Mainienance

J Versions | Session Time-Out ‘ Components | Fault Management ‘ Identification Information

Component Management

FRemove LED. Toview further details, click on 8 Component Mame:

View component details or prepare to install or remove a compenent from this page. Te medify a compenent, select the radio butten next to that component, then choose an opticn frem
the Action drop down list. Components without radio buttons cannct be modified. Choosing the Prepare to Remove action shuts down the selected component and lights its blue Ready to

Component Management Siatus

Componeni Name Type Ready o Remove Stalus Faull Stalus
© o fCH Chassis - Ok
SCHEXTERMALIMAIR_TEMP Therrnal Conditions - Ok
0 SSHICRMD Chassis Monitoring Module Mot Ready Ok
Q SSHASRM GChassis Monitoring Module Mot Ready Ok
HCHPSD Power Supply Ready (No Power) Ok

@ | ICHIFSHEXTERNALIAC_INPUT Power Conditions - Faulted

fCHPSVEXTERNAL/AC_INPUT_RANGE Power Conditions - OK
SCHPSVEXTERNMALMAGC INFUT_HALF_LOAD Power Conditions - QK
Q fGHIPST Power Supply Mot Ready Ok
T - PSS UEXTERMAL JAC NPT Pwn - Dk

3. Component Management(T4

L cf,

24 o]

Aef) Bo|20M 7H 22

e 74 920 e Rk 9 W3k A7} ek o,

ro
=
Hn
o

o
k0
b
i
o
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a2 6-2 T4 84 AR U3 g

Sun™ Integrated Lights Out Manager

“Wiew component name and information.

fCHICMMOD

Property Value |
type Chassis Monitoring Module

fru_narme IL2M

fru_description ASEY AMDY S

fru_part_nurmber S01-B372-08

fru_serial_nurmber 0oo0000-054 6000171

fault_state Ok

prepare_to_remove_status MotReady

]

=

g 8ol 2 3
]

HEZE &2 7 S Wrk oyt 74 8404 b A4S 7S 5 Q5

A A /AH =2 93 8] - 1065 0] A ) "FA 24 AA D WAE k4

n AME 7HE/ARE BT - 11090 X 2] " 24 AV Ve H ARS B
Al L.

a2 A97] - o 7ol ol ApAIF Ul 1045 0] A o] "L Tl BRAAIA L.

[-'0

TA 84 AA W A

A 9 A AT ALgsfe] o] ARz Fot ole] T4 04T WAY F 9]
ST o] Ak wE A W A 2w B 4Hs] 7 B E o] gtk Al = 8o A
38 4751 7] Aol ILOM CLI = 9 QIE|lo] =5 A} §ohe] W& 2] a0 &
U,
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v CLIE AFE3te] 44 84 AlA &
1. ILOM CLIO| 22| A} EE= =EXL 2 2 aolgh o},

2. ILOM & ZEZEoM CtSS =5 g
—> set <target> prepare_to_remove_action=true
o F =¥ v ZE5Uh
-> set /CH/RFMO prepare_to_remove_action=true

Set ’'prepare_to_remove_action’ to ‘true’

AAE T4 228 EUS F T 227 AAR AAE 207 H0EA AR 5
FIRaEle
1. ILOM CLIOf| 22| A} = Z=RALZ 23003 o
2. ILOM Y% ZEZEo|M Ct2S e ch
—> show <target> prepare_to_remove_status
g 9 gt gyuh
-> show /CH/RFM0O prepare_to_remove_status
Properties:
prepare_to_remove_status = Ready|NotReady
Commands :
cd
set
show
start

stop
o] o el A Ready | NotReady -2 |7} AAE £07F H A=A o F-5 YEPHU T



O_u
sl
_l_J

o

v CLIE AF&3lo] AH 2= -4 zl,
AA 78 a47Foln] FHlH ol AL AP S A Hastel e A dAdow 4T
T Asdh
1. ILOM CLIoi| #2|A == Z=&ALZ 232l
2. ILOM E& ZTEZE0|A CtSS = Fuch

—> set <target> return_to_service_action=true

o F =¥ v 25U
-> set /CH/RFMO return_to_service_action=true

Set ’'return_to_service_action’ to ‘true’

v F Aol S ARGt A 24 A 4
1. ILOM # 2lefuo| 2ol palxt = mEAZ 210l ghch,

2. System Information(A| 28 & E) --> Components(74 24)E ME4 S CL
Component Management(7-’d 8.4 #&]) # o] 2| 7} YERg ),
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a2 6-3

ed Lights Out Manager

Component Management(7-43 8.4 #2]) 7] A

J Sysiem Information t System Monioring | G

| User

J Versions | Session Time-Out | Components ‘ Fault Managerment | Identification Information |

‘ Remoie Conlrol | Maintenance

jova

Sun™ Microsystems, Inc.

Component Management

View component details or prepare to install or rernove a component from this page. To modify a cornponent, select the radio button next to that component, then choose an option from
the Action drop down list. Components without radio buttons cannot be medified. Choosing the Prepere fo Remove action shuts down the selected compenent and lights its blue Resdy to

Remove LED. Toview further details, click on a Component Name

Component Management Status

Componeni Name: Type Ready fo Remove Stalus Fauli Staius ‘
- |/CH Chassis = Ok
© | /CHEEXTERNAL/AIR_TEMP Thermal Conditions = Ok
O JCHACMMOD Chassis Monitoring Module Mot Ready oK
e JCHACKMMY Chassis Monitoring Module Mot Ready K
JCHIPSD Power Supply Ready (No Power) K
G JCHIPSD/EXTERMALMAC_IMPLIT Power Gonditions = Faulted
JCHIPSD/EXTERMALMAGC_IMPLT_RANGE Power Conditions Ok
© | /CH/PSVEXTERNALMC_INPUT_HALF_LOAD Power Conditions Ok
Q JCHIPS1 Power Supply Mot Ready oK
- JCHIPSUEXTERNALIAC NPT BoserCopdifice b Ok
o« »l
3. MAHE 74 24 ol A= 2HH2 HES M s Ch
o e v Eo] gl 74 a4 AT 5 flsdd
4. Actions(%f ) EECH2 =50 A Prepare to Remove(X| 7 &H|)E ME & C},

hlads

Component Management(7-/3

MH|A 2 distst

—

5 Qe o] 28

ILOM 3 ClE{H ol Ao EE[Xt £

QXN

i w Nt

Abgate] Aqn) s 7

ZEAZ 2algH

System Information(A| A8 & &) --> Components(74 24)E

) o] 27} vhepg o,

A

@)
Ji

oL

AMEH S| T,

L I

TN 24 Ho e 2o HHES MEd St
Action(Z¢d) M 70l A Return to Service(AM{H|A 2 BtSHE MEH L T},
6%t QM ERZ I FM 24 BE|
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= = i =]
CLIZ AMg3te] T4 84 A8 7bs 2 AR 871
. ILOM CLIo| &2|X} HEHo| U= ALSXIZ 2l gt
CILOM EE ZEZTEM CH2S @)

-> set /SYS/MB/CMP0/P0/CO0 component_state=enabled | disabled

9 QB o] 25 AL stel T4 24 AHE 7HE o
A 27}

. ILOM 3 ¢lEfm o[ 2of 22[At= 2 3elgtcf

. System Information(A| 28] & 2) --> Components(74 24)E ME4 ST
Component Management(7-/ $.4x ¥2]) & o] A 7} e T}

. ARSSHALE ALESHR] 2 M 24 ol A= EE 2 HES ME gL CL

. Actions(2/) EFCI2 =50l Al Enable(AtE 7F5) EE= Disable(AE 27H S MEH
st}
= .

MeElg ol what T 4% AFES AL AR 2 gl Fu o
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A 2A 74

AL A28 FAL AAGE DA, AL A

o 1=

] JLOM CLI == ¢ Qg Ho] A5 A3l &4 &=

CLIE AH&-3ke] 43 24 74
. ILOM CLIO|| #2|Xt2 23lst et
. ILOM ¥ TEZE0A Ct2S L™ ch
—> show /CMM/policy
A% 59 tey o,
-> show /CMM/policy
/CMM/policy
Targets:
Properties:
PolicylName = enabled
Policy2Name = enabled
Policy2Name = enabled
Commands :
cd
set
show
. ILOM ¥ TEZE0oN Ct2S L™t
—> set /CMM/policy
& &9 v&3 gayth
-> set /CMM/PolicylName=enabled
/CMM/PolicylName=enabled

A A s =]



v A o] 25 ARGt A A A
@A) AL§ $2) Sun Aol FAE] wheh A HHL FHT 5 B

1. ILOM ¥ 2l H ol A0 22|Xt2 2ol 3H

M

3. 2 B Pofl Us 20| wES M B )

4. Action(2t®l) EECHR S 50|A Enable(AS 71S) EE= Disable(AHS 27hHS MEHE

Lt
a2 6-4 Policy Configuration(?8 & =-/d) | ¢]#]
‘ Syskem Infermation ‘ Syskem Moniloring ‘ Gonfiguralion ‘ User Managemeni ‘ Remoie Conirol ‘ Mainienance ‘
J Systern Managernent Access | Alert Management | Metwork | Serial Port | Clock Settings | Syslog | SMTP Client | Policy |

Policy Configuration

Configure system policies from this page. To modify a policy, select the radio button next to that policy, then choose Enable or Disable from the Action drop dow:

Service Processor Policies
I—Acﬁons— :

Descriplion

Auto power-on host on boct (enabling this policy disables Set host power to last power state policy)
Set host power to last pow er state on boot (enabling this policy disables Auto power-on host policy)

Setto delay host power on

Q0L

Setto enable backing up of user account infoto SCC card
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1227 0] A ] "o M E # 1 E}S] AEIE W [LOM 28 AA"
1233| 0] #] €] "Syslog 4 B."
w1245 0] A ¢] " FE]”
m 1273 o] A of "AJ2E) AlA, A7) BLILOM o[l E =1 U EE"
1275 0] &] "§Y QIEjH| o] 25 AFB-8ho] FA] 7] A gel”
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1327 0] A o] "§Y RIE|H o] ~E ApE-ale] 28 AA By E A"
1333901 #] €] "5 Q¥ H o] 25 ALg-3to] 97 Syslog Receiver IP 24 74"
1343 o] #] o] "CLIE AF&-3to] 94 Syslog Receiver IP 4 4"

m 13530 o] "Har e] R

» 13530 X 9] " a1 2 FA"
w1363 01X 9] "H a1 gF2 & A"

oo
_0|L
9
oY,
=
=l
o
-
oX,
)
=

1403 o] #] o] "Ap FH] 2"
140 o] A &] "§Y Q1 E|H o] 25 AFE-51] 2
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m 1437 0] A 2] "ILOM CLIE A}&-3ted 7 3 +f2 -4 e
w 143901 %] 9] "H a1 F7] F+AS #e]str] 918 CLI E3"
s 1467 0] A 2] "CLIE A}-&3le] A 572 74 A"
n 1473501 A 9] "CLIZ AH&-3le] Aol 2 4] v gAd sl

m 14990 %] 9] "Az} WY & a1 s SMTP S&Fo|AE 4"
w1493 0] %] 9] "l QI E] o] Ab-g3Fe] SMTP Zelo] A E g4 3}

w1503 0] A o] "CLIE A}-&-3}e] SMTP Egho| A E &4 s}

Fal=1

g BUE Y A

ILOM«] }\]/\Eﬂ 1= E “—'6]
S FA AR T G
= }\]}\Eﬂ :rL/H QA %_1,:_
Utk AR 0§
m HA A"l A A
imwwgﬂzaﬂa

29 0 R E AT AAE U8
]

= [e)
" A]*E“ A gAA I AHE BYrtt o] 715 & & A Sun Fire X4100 T+ X4200
H ZAZANA AL = FYTh AFAIS W&
O

2 1245 0] XH "a g s Al

n Al 2=g] ojHlEd djs] A4 H ¢H S IPMI PET 74 d3L, SNMP E # @z BE% A =}
Hd 48 Aus 58 v iy oh A g 8- 1359 o] X 2] "Har E] AR
=2 2235

EESun AW S % =5, 3
B M7 A E o sy ILOMS] 7}
Al /\19% e v A A ] &
akaL sy

Al =" e A ILOMO A = 7] A o &2 AA & &9 3kaL
279} A H O]HﬂE7} WA sk 45 ILOM o] Hl E
oA 23 A T LA oh AL A S AR A5 ILOMol A = Aol L
el eisl 7 VWE A ow Ay

114  Sun Integrated Lights Out Manager 2.0 AF2X} Mg A{ « 2007H 8



9 Qg H o) A5 AFE3}o] A 5L A 7]

ILOM %‘H QJE% Eﬂ ] 4 S stem Morutormg(/\] /\Eﬂ 5 L] Eﬁ a) --> Sensor Readlngs
(AlA FE=gh) #H o] A ol A A]iﬁ,ﬂ FRU(E & 2.4 7}L Ax]) = 7)€ Al 28 QlHl E
Dol et MA WE kS S /1A S 5 e

a8 741 ILOM ¢ 21E] | ©] 2~ 2] Sensor Readings(Al A = %k) | o] A

Sun” Integrated Lights Out Manager

Sensor Readings
Wiew readings for system sensors. Click on a sensar name for mare infarmation, Including threshald values
=
Name Type Reading
JSYSIPO_PRSNT Enlity Presence Present 3
ISYSIP1_PRSNT Enlity Presence Present
I5YSIP2_PRENT Eniity Presence FPrasent
J8Y8IP3_PRSNT Enity Presence Present
ISYSIEND_PRENT Entity Presence Absent
JSYSIENT_PRSNT Ansent
ISYSIHDDO_PRSNT Enlity Presence Absent
JSYSHDDT_PRSNT Enlity Pregence Abgent
ISYST_AMB Temperature 26000 degrees ©
ISYSIPOT_AMB Temperature 58000 degrees C
IBYSIP1/T_AMB Temperature 54.000 degrees G
JBYBIP 2T _AMB Temperature 51.000 degrees C
FSYSIP3T_AMB Temperalure 61.000 degrees ©
ISYSN_0_+48Y Voltage 48.400 Volis
ISYSN_1_+48Y Valtage 48,400 Volis
ISYEN_2_+48Y Voltage 48,000 Volts
ISYSIPON NCORE Voltage 1.344 Volts
JEYSIP 0N NTT Voltage 0,896 Volts
I8YBIP0_VDDIO Voltage 1.794 Vaolts
I8YSIP1NM_VCORE Voltage 1.344 Yolls
ISYSIPAN_MTT Voltage 0.896 Volls
ISYSIPIN_VDDIO Voltage 1.784 Volts
ISYSIPIV_NCORE Valtage 1.358 Valts
FEYSIP 2V _NTT Voltage 0.896 Volts &
< m B

Sensor Readings(AlA] ¥+53k) #llo] Ao = 2t Al 1ﬂ Hdimglo] ol &, ¥ % AEpE

2 uds o] sk dAgk Aol o gk 2FA gk ﬂi%% o] #o] Aol A I A%k AA
oS FEate] e AW £4E U L. o E So] AAF AA o] F
/SYS/T._ AMBE 2Y8td vk 2ol o] Aol vigk F7F AR S FA sk sk A}
7F yebdy



a8 72 /sYs/T_amBol| st AA &2 Al A=;

Sun™ Integrated Lights Out Manager

Wiewr all of the properties and valuss for a sensor,

EPmperEy Value |

| trpe Temperature

| class Threshold Sensor

| value 12.000 degrea

| upper_nonrecoy_threshold 45.00 degres C

| wpper_griical_threshold 40.00 degree &

| wpper_noncnticzl_thre shald 35.00 degree C

| loweer_naoncritical_threshold 1000 degree ©
loweer_critical_threshold 4.00 degree C

| lowver_nonracev_threshold 0.00 degrae ©

ILOM 1 g Hlo] 2o A A F53EE 714 = ol gk AFAISE W82 1273 o] A
o] "9l QE FH o] ~E AFE3F FA 7] AFE] Fl Al L.

m[&
e
BN

CLIE AR&-&to] AlA B¢k 7HA4 2.7]

ILOM CLI®] /sys ®+= /cH ©] & &1F Ul A Al 2=8] FRU % 7] €} A| 2~ 8 QIHlE 2] o

o A RERE S S 5 G ool o5 AL el A

X 35 gho] oA 2 5 A %, G A I A B
2-¢ o] W ghol vk zheke AP Yo,

AA gk ALA

A AR A Aol v 91 F e/ ae w919 e /s ARt A4 54
S AT QA Aol AW o2 L% W=k, A BEL EE W B

ol gy}
ILOM CLIZ A}-&3}9]

/\
1B T8 ohon 812

cd /SYS/T_AMB

show
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WA O3E Ashs 40 ekt 8 B gt gl

n Type = Sensor

m Class = Threshold Sensor

m Value = 32.000 degree C

m Upper = non-recov_threshold = 80.00 degree C

m Upper critical_threshold = 75.00 degree C

m Upper noncritical_threshold = 70.00 degree C

m Lower non_recov_threshold = 0.00 degree C

m Lower critical_threshold = 0.00 degree C

m Lower noncritical_threshold = 0.00 degree C
A= 7 A= DAL AN W D ol g ot A2k ARl g
Ak g W82 Sun H‘ﬂ =954 ¢ Xﬂ*lﬁlb AHEAF A A S FFEA] Al L
AL AllA
A Al M= AA i gEste] 2 Ao E g AEE Al dut af AlA el
A ditd o2 g E {5, dEE 14 B AY 35 A ABE ATdYo
ILOM CLIE AH8-3te] aLf AlA| 54k

cd /SYS/HDDO_PRSNT

show
AN e Ak Sao) tehdUth o g 51 g 2y
m Type = Entity Presence
m Class = Discrete Indicator
m Value = Present
N 23 5 gl 1 A U 7 R ol el el A sk Rl g A

G EE Sun A8l FAFH G AZHE AHSA ABAE A 0.

rl



34 0 2 [LOMOl A= Sun 48] Z 8% A 2o whe} A2~ F2]7] LEDe] 20|
ARt} Qb3 o 2 [LOMO| A= the 27A0] arAl el A4S A ~8 ¥ A]7] LEDO)
Eol Ayt

B A SAoA 1F EE QFI HAHE AS-

» FRU(ER A 7hs gA)o) An)2=7h dedh 45

n R EHILRES AAYL EVLE B S

m FRU &&= A 2=Ho| A ZF o] @Asl= 749

A 2E] A 719] AR = TLOM §) )1E 3] o] 2 = ILOM CLIC A = 4= hF Ut
EEk QB Abslo = A 28l EA 7)o A2 A E = g)& )

A= A AE A7) S

ILOMOI A &= theah & 4129 E417) e84 2 g,
A - 4 AF FEU T Ar) 2ok BesHA g

]

A% AE - T4 22E AAY F7} H

n SR 2R - Y 8] Ak WAE T ey,

a BHE Ztotel - HolE] AL el A A 2EE S 5 RS HokE T

w 7] A2 Zutel - 74 927} B ekR Ful7t slo] QAW AA G5 Wi
Yk,

p

Al=®) A7) S
[e]

ILOMI| A & 317 §17 745 e A

7] AEE AL g

n D2 A JhS Mef - [LOME| X A28 A7) LEDO| A= 27 W73 7 A e
: o A AE FAV)E o8] AR T 84

Sl e AlEl T 7o) wheh A4

ok o & B0l Ax" HA we g3 2w WA JHs et Aled ¢

o)

A%

I
T
%

) g gHehs A fE el A2 A

b

i)

w HE - A AE g ych Auj =7t Q8] ey

w W2 ZERRl - o] E AE A Al 2EE 2HS F EE RekFU

ILOM ¢ Qe Hlo] 2~y CLINA Al =" EA17] S Hal 2] 3k ol tigk 244
E=
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S
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AlSE 2 M) - A 2E] S gAY A o] A flayt ol 9
O A 2=F BAZE A ek As Rl tigh 7] A8 @e AT oy
0] Sun A H FAF AN A|2E b EAT] = A H 2 24 e LEDSY . o
2o 799 LED= RHA 0% thy 2io] X wf o] AfdYnt

A 2E A 8l 1 B e F T A H = B
o B ST RES AN FH7FE B

FRU(A Y A 7bg AA)ell Aul =7 d ot 45

ILOM ¢ ¢1E] 5 o] 2 9] Indicators(FA] 7]) Flo] A ol A A =8 A 7|2 B3 #e] 3y
t}. o] Flo] Aol = A] 28l A 7] 7} © 2 7k

A S AlTshe Al 2E X =
EA7] AEE siEE e ¥
A A S Mg,

a2 73 ILOM < Q¥ 5| o] 2~ 2] Indicators(EA] 7]) | o] A]

=2 of ofr
faii)

K

>,

N

2

System Information | System Monitoring | Configuration  User Managamant | Ramota Comrol | Malntenance |

SencorReatings | Indicalors | Eventlogs | PowerManagement

Indicators

stanage the system Locator indicaters and view the status of other indicators frlom this page. To moﬁl?y an Indicator, select the radio bution next to that indicator, then choose an option fromthe
Sgtion drop down list The Locate indicators an the white LEDs

| —artions — v

iLS_I |N«;:ue iSIMIIs

@ |[18v8ILOCATE | of
- |1svsiok | Standby Biink
- | rmvmokzRy

| o
= | ISYSISERVICE

© | ISYBIPOSSERVICE
© | IBYSIPUSERVICE

ILOM 1 QlE]sf| o]~
42 1289 0] 2] 2] "§] QlE]H o] ~E A}



CLIZ AF-g35lo] A7) B7] 9 #g

ILOM CLI®| /Sys B+ /CH ©] & &3l A e A28 A 7)o A 2~T o Q5
oh AW O R od WHS Ao} A2 HA7) YO ol %% thS show HH L
ALl T £4S B set B S Mg A 2H EAY] HHE WA T S5
A see 98¢ wA W 1 $AT ABAS g LA 8y
= B =z
o2 o] &3 v show =
=9 g dsyy
cd /syS/<indicator target> £ &= cd /CH/<indicator target>
show
A28 AT S B O, 54 L gale] yEg U A8 59 e 2%
.
Targets:
Properties:
Type = indicator

Value = Off
Commands :

cd

set

show

set 9] Commands F=o %
"1i5ﬁ:1 EA7) dHE 8 Hﬂ‘ﬂ g s AU Th

set value=<state_name>

A ZzElol A A RS A 28 EA )9 S Ao A 25k ol B A @
W82 Sun A8 EREI} I AFHE AEA A E FEAA L
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OJWE RIE By r&as}—t— Wi ol o) &k 2FA 8- 1283 o] #] 2] "§) 1 E]H o] 2
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Sun™ integrated Lights Out Manager

EventLog

Displaye every event in the sysierm, including P 2odlt and FMA events. Clickthe Clesr Log button to delete all current log entrles

ClearLog [“iiE

Event I | Class I Type Severity leo:Tuns Description

15_70 R_l.ldll Lag mingr Wed MHV? 08:49:00 2007 I’f]ﬂl quﬂ Eess:pn thE[I: fSESSlUn'ﬁ:nE uah;e: W SULEESS
1589 | Audit ELog minor | Wed bz 9 03 44:50 2007 root Close Session | object = fsessionfype | value =wivw | succass
1562 iAudnt !Lng minor :WedMay!!ﬂS 28:46 2007 root - Open Session: object= lsesslonfype ; value = wew : sutcess
1567 ;Audrt éLng minor :Wau May 8 08:22:50 2007 root: Close Session : object = fsessionfype | value = www : sucess
1566 | Audit éLug minor | Vied May 9 07.56:44 2007 rool . Open Session - object= /sessionfype : value = www - sucress
1565 ;_Nuﬁit an minor | Wed May 8 0B:51:02 2007 raot: Close Session : object = [session/ype :value =wwew  success
1564 | Audit ' Lag minar | Wied May 8 08:30:58 2007 raal Open Session - object= [sessianiype  value = wwiw  SUCCESS
1563 Audit ' Log minor Wed May 9055522 2007 raol: Cloge Session | objecl = [sessionfpe value=wiww | succass |
1562 :Aud:t ELng minor fWed May 9 05:39:18 2007 raot: Open Session © object= /esslonitype | value = ww  SULEESS
1561 | Audit ELng minor :Wau May805:23:17 2007 root: Close Session : object= fsessionfype value = wiw | SUCCESS
1580 | Budit ian minor | Wied May 8 05:07:11 2007 tagt : Open Bession: object= feessionfype : value= www: suctess
1559 Audit ' Log minor ‘ Vied May 9 04:53:52 2007 root - Close Bession : object = /sessionfype - value = www : success
1558 :A_udnt | Log minor | Wied May 8 04:42:08 2007 root: Open Bession - object= sessionfype | value = www - success
1557 Audit ’ LUG_ min_Ur | Tu_e Ma_ys 1_‘:57 07 2007 raol . Open Session ohient:_lsessionmne Cvalug = shell suetess
1556 _ Audit : Log minor | Tue May 8 14:55.55 2007 rool: Close Session ; object = lsessionfpe value= shell | success |
1585 :Mdil %Lug minor :Tue Way 8 14;54.56 2007 rant - Open Session - object= /sesslonfype  value = shell - success
15854 Audit l Log minor | Tue May 8 14:53:47 2007 ragt: Close Session : object= fsessionype valua = shell: success
1552 Audit ' Log minor | Tue May 3 14:51:08 2007 root : Open Session - object= /sessionftype :value = shell - suecess
1552 Audit Log minor Tue May 8 14:50:01 2007 rogt: Close Session : object = fsassiontype :value = shell : success
1351 Audit | Log minor Tue May & 14:49.50 2007 raot: Open Session - object=sessionftype value = shell | success
1560 lauen lion minor | Tuamava 144812 2007 rant - Clnse Session * ohisct = fsassiontme ‘value = shall succass




oWl E 21 e}l A®ix U ILOM ¢ A A
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ZHA T} JEM o2 Al el = EEto]AE A ~Fof A oJHE 275 KB 74
G G SetolAE AJ2~Elo] AlZhjol gA| E}%]i%‘iﬂ AEo 8 Z?“-?MD} -2}
AT ILOM o] E 2719 1Y o|HlEV} 7 7] o] Bfd ATz o} 3 A1 E = A FH T

2E A9 UTC/GMT Al ZHU & 7|20 2 [LOM 28 & 502 -
A& % 93, NTP A IP F42 ILOM 288 743 o1& ILOM =9 % HYEA
o] & A" 57)8E 5 dFU

Aol ~E At Y A B = A

ILOM ¢ 1¥ 7 o] 2~ 9] Configuration(7-/d) --> Clock Settings(E & A7) 5| o] %] o] A
ILOM £ 51.24 AL RAY A AE 4+ 0]/’\1/‘{]:]_

a2 75 Clock Settings(Z & A A) 7 o] X

| System Inf

T 3 g | n
System g G | User M t  Remote Control | Maintenance

T T T T T T
| System Managament Accass | Alert Management | Metwork | SerialPart | Clock Settings | Syslog  SMTPClient | Policy

Clack Settings

To getthe Seniee Processor clock rmanually, tyoe the date in the format ey, then elect the hour and minute. To gynchronize the Seniee Processor clock with an NTP server,
selactthe Enable check how, then type the IF addresses of the NTP serers to use.

Date: T

Time: e

Synchronize Time Using NTP: - [ Enablad

Server 1: 0.000
sorver 2 0.00.0
(B

ILOM ¢ o1E]H o] oA 28 AAL B AAsI=
1325017 ] 3] Qe so] A5 A} B ote] 2 A4 107
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CLIZ AFg3le] 28 44 87 2 A4
ILOM CLI®I A show M #E S A}&3te] ILOM 8 244& & 4= 5yt 9
AR AB] ZPFAANE & ARE A 29 S BAY

show /sp/clock
CLIoNA -3 22 set B T2 AE31] ILOM 28 A S 5oz AT
Azt
=] .

set target <propertyname=value>

TE3HILOM CLICIA] NTP A ¥ 9] IP 45
thE A2 F718 et s A S FE JFYT dE o U5 Sun A EHE
MNe s dEE ?Ji’ﬂo}@] NTP A 9] IP F+4E 4
& % Yk
m NTP 4B IP 54 A4 .

set /SP/clients/ntp/server/l address=<ip_address>
n 5713 &3} 4

set /SP/clock/usentpserver=enabled

ILOM CLI| A ILOM &8 A4S A8 i i3k 2448 W8-S Sun 8] =
F A AT E = AR *4““1 g FZx o}“ f\l

B3 Sun A SHF ARE A A A A thaoll g EHEE S8 RS FxshA
Al Q.
m ILOMS| @A Al 7ke] SPE] AF-E 7hel| {2 5] =%] o F-

Eay

]
m ILOMY| @A AlRbo] T2E RE A 5B F7]8d = A of
a A 7S AREE AA 7 ZE QAT =R of B

Syslog= T S0 A AMEH &= ¥5 27 7% LM . Syslogq = <M= =7
S 9% FF 7 JAFH IHMES %_74 B SAER A 9 22EZS A
o3t} SyslogE AHg&atd Tl 9129 4 ILOM 4 0431 Q120 2ol gk oM £
A 5 glHUrh 21 FEel = i ILOM o[ Wl E 210l 2 = gli= 23 5l
FARZ, %EH-’l,on% A=, Ay Fo] B U ILOMOHH syslog& 5}4
Bz o N IP T dEete s Aok ol o AhAl U8 13351 o] 4] 9]

>
o
)
é
o

(B /‘F‘lo}oﬂ A4 Syslo gRecewer IP 54 74" T 1349 0] A ¢] "CLI
o 97 Syslog Receiver IP F4 FA"S 231 A L.

il .
~
-
op
ol
-
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k]
o3
rJ
AL

-] Sun A H] EFl = 2 Be] AXES 6] 7] 0] ILOMel E3HE o 9l
t}. o] 7155 Ab8-ske] A=) St sfo} AEE Abdel BuE RSl shmso] a1l
LA A5 olE A 5 YFUh w7 de] KZES O] A= A A S slof
= BUEHEH: A Yol 37 2315 BUE P Sk A ~F $Hg o] 518 7k gk vy
AEE ol s 49 Btk A AR T4 849 et Al A &40 By
HEgunh 2AZF 4 E W g e AL E oo s s o2 thgS AL
w3 Q4o el 24 I8 LEDE AU

n 3G FHE wgske] ILOM | QlE o] 25 o] Eqty .

e 1% P A0S ILOM ol WE =10 7] % e,

ILOM ] |IE#o] 21} ILOM CLISI A 37 & 74 849 e & & 5 AFyth
A FE 82 TS RS

m 12590 X 9] "9 ClE]H o] A= A}%O}O% a7 e B
m 126¥ 0] ®] 2] "CLIZ AF-&3fe] 24 AFE B

e mzE
AE ZPEo] o8] ARFYUTH 1 ] AT E 9 o]0 A 1
o gk A &2 Sun A ZREF I AT EE ALEA AEHE 2

AT E oA RYUH Y= Al=® 4 84 F8 9 37 2712 Sun
oA RUE d

T —ILOM 2% #8] 7|52 fﬁ H Sun Fire X4100 %=+ X4200 Al 8] 2= A H & A 9] gt

REE Sun A FHEAA AFEE 5 dFY T
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H A A o] 25 ARE-ste] a1 FH) BV

ILOM €1 Q1E ¥ o] 2= ¢] Fault Management(I’_ ) H oA & ALEste] A A 1%
}ahq]oﬂ ol = }\]/\E-] ?_ QAE E ol/\q\;}

a2 7-6 a7 ] HolA] 4

| Ver\alons | BasslunTlmB-Oul | Cnmpnnants , Fault Management Idenﬁﬂeaﬂunlmhrmaﬂen

Fault Management

view the components that are currendly in 2 faulted state,

Faulted Components

n FRU Timestamp |
i 0 GCHPSIEATERNALAC INPLIT) JCHIPSHEATERMNALAC_INPUT FriMay 18 09:50:45 2007
| 1 (CHPSZEXTERNALIAC_INFUT) ICHIPSAEXTERMALIAC_INPUT Fri May 18 09:50:53 2007

Fault Management(aL7% #2]) Jﬂ ol Ao = 1% ¢ A 471D, FRU ¥ EfY~®
IR YdHo lFUh g W 4 24 IDE

DE Zg3ato] 24 W +A &/\Oﬂ o &
F7F ARl AT S 9,11’5‘41‘/} @ﬂ%— S 3 d 4 241D
0 (CH/PS3/EXTERNAL/AC_INPUT) S 283t 1 & 4 849 ok =71 4

2 EAGHE TS S st Ak dep o

ag 77 a4 &4 g3}k Ak

[EF hitps: f10.8.145.160 - Mozilla

Sun” Integrated Lights Out Manager

Wiew infarrmation for fauled fiss

0 [{CH/PSI/EXTERNAL/AC_INPUT)

Propery. Vale |
| fru JCHIPSHEXTERNALIAC_INPLT

| timestarmp Fri May 18 09.50.45 2007

| tlass Tauil powersupply.no_ac

U mSg-id Fa-2000-11

| uid 3237 c-9deT-4142-9936-c60e340733hd

timestamp FriMay 18 09:50:45 2007

Close |
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= ILOM § 1H #H o] 2] Component Management(7-43 8.4 #2]) | o] %] o] A
—‘,L/\é /\4 "71]— /\}EH = N tﬂtﬂ- 2= o}]\?q q_
a8 7.8 Component Management(7-4 8.4 #2]) #o] %] - 1% e

Component Management Status

| Component Name Type Ready to Remove Status Fault Status
il Contalner iy OK

i 15Y5 Host System i OK
EE BIOS &

‘ 18Y5IP0 Host Processor gl OK

| 15Y3/POIDD Ditdhe 3 0K

| IBYSIPOIDT Dili = 0K

‘ 13¥5IP1 Host Processor o OK
L) Host Processor - oK
| 13Y51P3 Host Processor a 0K
‘ 19Y3/HD0D Hard Disk : 0K

g
ol
rir

Component Management(7-4 2.4 #+2]) #H| o] X o] A} Al =8l 74 245 7 }
ol gk AbA g 82 104-S st A oL AT ol A Al FE = ILOM
2] 715 oll th AbA g -8 Sun M B ZHE 3} A Al g E = AFEAF AR A

A4 2.

ol
m1m lﬂ
BN

n}L'f

CLIZ AF&-3te] a1 AbH 17

ILOM CLI®I A show W ¥ & AF&3te] 74 849 1 FEHE

E°] Sun A ¥ &0 et & A= T stuE A 5 AdFyTh
show /SP/faultmgmt
show /CH/faultmgmt

A 26 A AFEE ILOM 18 ¥ 7159 thek A4 @ 8-S Sun AH E 9 E
W AT A AN FESYA
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A28 AA, A 7] D ILOM o|Hl E
TUHH

Al 2Bl AA, Al 228 FA]7] 2 ILOM oMl E ®19] oM E S RuE Yty d o
A2k gy

m 1279]0] A 9] ") QNEH| o] 25 AFE-3Fe] A7) ] Sl

n 12850 <] 9] "§] QIE] o] 25 AE-Se] AN HEZL 1A )"

m 128%|0] 7 9] " QIE o] =5 ALE-3le] ILOM oI E 21 H7] B X 9-7]"
= 1303 0]# €] "CLIZ A}ﬁ‘}@l ILOM °o|¥lE 21 H7| £ x]%7 "

m 1329017 9] "¢ QlE]F o) =5 AMEEte] FE A By F A

m 1333 0] A &] " °“ Q1E ) ]*E 4—30}04 7%' Syslog Receiver IP 4 /4"
m 1347 o] %] €] ”CLIE Ab-&-3te] 914 Syslog Receiver IP 724~ 74"

2 Qe o] 22 A8 she] AT
o Aol whek ILOM § 1] o] 2ol A A 2~B] 3EA|
.Y EElexE €1 M SP == CMM2| TP T4
ILOM ¢ ¢1Ej 5 o] 9] Login(Z1¢l) o] 2] 7} e th

. ILOM Login(Z119!) H 0| X[of| A ALEA} 0| &1t &S E A e S OK(=RHE 28
gHLich,

ILOM 1 S1E] 3] o] 227} Lheb o).

| oIE{ 1| O] A 1| O] X|0f| A System Monitoring(AlAE =L E{2) --> Indicators(EA|7])
S MEfRC

Indicators(EA] 7]) = o] X 7} YEbE U )

0%,
o
i
©

e

Il

T = Ao ol AR A= AF o] FA7E 53 e o® FAE Y

. Indicators(EA|7]) HO|X|0l|A] C}2 S =3l gh

a. 2felgt MAMeof o528 HaUHh

= - =

b. EAIZ|9 MEfE FHAHLE T12{H SHE EA|IZ|Q 2HE 20| HES Z2 6t Clg
Actions(ZfY) EECHR =5 AAE 2251 Turn LED Off(LED 117]) EE= Set
LED to Fast Blink(LEDZ £ 7Ztglolo 2 MX)E ME4 S C},

HAHE L& st v AA7F eld Uy

c. OK(=ehE 285l HE as H3zdcl



. ILOM Login(Z 12l) H 0| X0l A Al2X} 0| E2} 2t5 2 Q23 C}2 OK(&e)E 22
ghch
= .

ILOM 1 S1E] 5] 227} trebg o,

. & 2lE{H o] A H 0| X|of| A System Monitoring(A| A8 2L E{Q) --> Sensors Readings
WM HEZhE S Ch

Sensor Readings(Al A = 7k) 3 o] A 7} YERE U T

rr

T = Ao Aol A4 = A e 7 24 HEg lEeE FAEY

o
=
°
Pl
=2
x
n
0jo
o
ol
OOI'
il
L
il

. Sensor Reading(Hl A ZH=

g Q1E|H o] A5 A}E3Ele] [LOM o|HIE 271
H7] B+ A 5-7]

e TAlol whek ILOM § 1E] o] =& AF&-3te] ILOM ©|HIE 2104 o|HIEE
HAY A5

. H E2RME 1 MY SP E= CMMe| IP 4

ILOM ¢ ¢1Ej 5 o] 9] Login(Z1¢l) o] 2] 7} YEb Y th

. ILOM Login(21¢!) HO|X[of A ALEX} 0|51t &S E 2H 5t OK(&HE 28
g ch

ILOM {I QlEjsje] 27} yEbdy .

. & 2lE{H oA HO|X|of A System Monitoring(Al A7 2 L E{Z) --> Event Logs(O|#Hl £
27)E Medgtct,

Event Log(°| W1 E & 1) # o] x| 7} Ve Ut}
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4. Event Log(O|HIl E 2 1) H 0| X[ M C}S S 3 &
m HO|X|2 &5 A - 3xo] w98} of el QL& H oA B AEES AR5
FollA AH R o]t A 7S diolHE gAYt

El=

P2 o] Mulet FEL A Aed Wut 9 Aol x] S/ HE} O]
= £ YUk
n SES 2350 BAE 5 27| - b BolAE 200 BAHE 4 D) o3
A ch
& glols 44y
Event ID o[HIE MIAUNFH FAHR)
(°] ¥l E ID)
Class/Type  « Audit/Log(#/F/2 1) - 74& Wsts 9y siueh 49e A8
(@ele/f8) A, A, EE aas, e/ A0 ol wgE Y.
N IPMI/Log(IPMI/E:l) - IPMI SEL]l A& o|HEE #e] o=
EEE R

e Chassis/State(A A /2 El) - QI Eg]of] th3k ¥ 7 A}ak 2 Ak A~
el W7 AREel] ARg- Y T

¢ Chassis/Action(*1A]/ZF4]) - AW BE/AAY TR o|HE
A /AA L i A HEe] EEe AE A HEFS
Y,

e FMA/Fault(FMA /3% - FMA(Z 3 o8] o}7] el A]) a1l AL-&E Y
ol Aol = EMACI A 7Hx gk a7 A7k o4l v = A 847} o)
AHEUTH

e FMA/Repair(FMA /%) - FMA &30l A&yl Aol &= 4
827 vt glHU T

Severity Critical($1¥), Major(+£.) %+ Minor(d¥hH 44t

A=)

Date/Time olHl E7} @A gk st} Al 2k NTP(Network Time Protocol) A1 ¥ & AF-&

(&#/A3) dke] ILOM ARHE A d 5= gl 79l ILOM 2 & ol A UTC(AIATE

AANE AU

Description ol Eq tfg M

(A1)

m O|HIE 2T X|27| - o|WlE 215 #|-5-21¥ Clear Event Log(¢|HIE &1 %] 9-7])
MES S 31 olsh A 7E RIS Sl st Kol 4 OK(3He)) &
Zelstel 33 Af U

Z —ILOM o[ E 216 = IPMI @50 AbES 238 of 2] {3 9] o] E7} 45
of QI LITh ILOM oW E 218 <) -4l IPMI &2 & ¥§-ahe] =10 gl %ol
BE 29Ut 12 v ILOM o) E 27§28 A S ety [PMI 210 24 A
18 AA e 29 x &),

N




v CLIE AF&3lo] ILOM ©o|HIE 271 H7|] L&
A 371
th5 @Al o whel ILOM CLIE AH&-3to] Al 28] oMl E & oA o]l EE B 7L}
A5
1. M| SP == CMMIte| 2Z 2H Z£ 20| SSH S Ay et

A
n 22 NE Z2E A

Dy 2ge Mul £5 CMMel M3 ZEof AZch

AAI R W82 Sun AW = HAFI A Ale =
E

22 - SSH(2 oY) H

Me{ SP == CMMte| Eot ¢l oZ S M B

A7 Fepo|AEo A FERZ A1 SP = &4
o F Hol the-g sl A7 SSH Fehel ol
& Atk

ssh -1 root <server_ip_address>

Password: changeme

718 g ZFEIZETL JERE U TH->).

2. Ct2 B Z2 & 5tHE dsto] At g2 & 4F

m YUl E M1 SP2] 9 cd /SP/logs/event

CMM o] Het A4&
EofA AH SPE2] KO

42t

n A U] Edol= AW SPe] H 9 ed /cH/BLn/SP/logs/event

s CMM9 74 $:ecd /CMM/logs/event
3. Che WE A2 E glaisiof olHlE 21 252 EA

show list

ol E 21| W&ol yEPd UL ol & 51 ta 25Ut

ID Date/Tims Class Tvpe

1522 Bun Jul 30 01:11:36 2006 Aundit Log

root @ Close Seszion @ object = /seszlon/type @ valua = wew

1521  Sun Jul 30 01:05:34 2006 Aundit Log

Savarity

minor

minor

root : Close Sesslon : sesslon ID = 1307912184 : success
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. 25 qE AE T ob Y AU FEUT. B8 i 210
EAHE 7 Ao ot Aol sy

g eols g
Event ID o|HlE HE(1HFH ¢AHR)
(°] ¥l E ID)
Class/Type ¢ Audit/Log(#AF/=.1) - 74& WA= BRIyt Ao AL
@aA=/f8) A, W, EE A, /A0 ol 2hEuh
. IPMI/Log(IPMI/E:L) - IPMI SEL°|| )= o|HIEE #2] 2=
3 v o

¢ Chassis/State(A| Al /4] - Al E 2] F Auk A 2~8 A e tjs |
Abgtol] Ag-g Ut}

o Chassis/Action(MA]/2}) = A ¥ &5/ A 9] & F
S AA/AA R uiEE QG HEe] BElE A$E YT HFS
=

* FMA/Fault(FMA/37) - FMA(GLg 2] ob7| 9 4)) a7 el AHg- ]
th Aol = FMACIA A g 13 A7 e} 9 A == A 8. 47) e}
AFH

e FMA /Repair(FMA /%) - FMA ol ALtk Aol = 4
247 veb dFYh

Severity Critical(¥] &), Major(+£.) =+ Minor(d¥hH 4ot
A=)
Date/Time oWl E 7} Wb Al gk I o} Al 7F NTP(Network Time Protocol) AW E ALE
(& /A3 3] TLOM A1 7+8 AAE 4= gle 4 $-oll = ILOM Z 2 ol A UTC(AI A
AANE AT
Description ol E] th3k A
(44)
n OHMIE 20 BY[(2O EAl BX).'q 71& F5UYTL
m O[HIE 29| &5 X|27|. 1} %741% TG
a. LSS ¢ & Ch set clear=true
8191 v 414 7} vhebgh o,

w FES A yE AE Y
w 2 AGVE AL ns JEdU G



F - ILOM °|H E & 10]| &= IPMI 3=
AU ILOM oI E 215 A5

BE X MHE} JaiurlLOM ol E

18 AA g5 XA FHFyh

AHES L33k o8 f3 o o|ET) 74 H
MI 2 ¥ 35le] 210 9= dEo
3.

P
I 5SS X$-HE s IPMI 2229 214 Al

9

o]
=]
2

S~

v 9 e ol ag Abgate] Fe A W) g
o] A& kEstHH NTP A IP F45 &

I
1. €l E2IRANE ¥ AH SP == CMMQ| IP A& /3 shc},
ol

ILOM ¢ ¢1Ej 5 o] 9] Login(Z1<l) ¥l o] A 7} vrebd Lt}
2. ILOM Login(21¢l) H 0| X|ol| M ALE X} Ol E2t &S E 23 sh Clg OK(EHE 28
gt ch,

ILOM € Q¥ #o] =7} YEbdH o

3. & 2/EHo|A HO|X|ofl A Configuration(T4) --> Clock Settings(E2 M4 H)E =&
i ck

Clock Settings(2 2 A7) s o] 2] 7} YebE o}

4. Clock Settings(2 M &) H 0| X0 M CtE & stLHE TR L CL
n 7EAH BT
m SAE AW SPY g U AI7MS FEo R A
a. Date(2M) Bl A E AXol| EM-E m
b. Time(A|Zh EECHR 55 Aol AlZH Y B2 M& g ch
m NTP A8 IP F4 A4 2 %73 243}

a. Synchronize Time Using NTP(NTPE AtE5t0{ A|ZF 7|3 Fofl = Enable
(AH8) &telzts Medghiict,

FI

b. Server 1(M ] 1) I AE AXlof| ALZ2E 7|2 NTP MHE| IP FAE & &

c. (MEH AL Server 2(AH{ 2) I AE ALXlof| Al2S HE NTP AlHHS| IP T4 /&
gk o,

ock
o

5. Save(MZHE 2&I5t0] B Atet2 HE & Ch
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A AH o] 25 AF-&3to] ¥4 Syslog Receiver
IP T A

e dAl ol whet ) Qe #| o] ~F5 AF8-3Fo ILOM O] 94 syslog Receiver IP F4&
TAAEUS

.Y 22 E 0 MY SP EE= CMMe| IP A& &t

ILOM ¢ Q1E]#o] 29 Login(21¢]) 3| o] x| 7} LEb L th,

. ILOM Login(212l) HO|X|o| M AtEAL O] E2t 25 & 232t ofZ OK(&E2HE 28

gt ok

ILOM ! V¥ 3 0] =7} vhepstu o).

. ILOM ¥ 2IE{H 0| A0 M Configuration(T4) --> SyslogS & &L},
Syslog ¥ ] A 7} W e L
ag 79 Syslog ¥ ] A

:  E—— Lights it Manager - Wels Mrow
x‘ = --_:,.:_- 2 “3“ g (I rempn b 146 67 1131Pag P BIM ;:[ = @
| @riomo | uf Bockmarks
= LaSine eatmeinn | b L i
e Mewon | SensiPor | ciockSemngs | Sysop | sMTeosent |
Syslog
Ganfgiars RLOM 1o sand the Bysiy ko crs o by 1P ddrasees frorm this pegs.
P Address 1 0000
P Addines s [505
[T
FEEE |nmuu.1125 148 67 11MiPagos_sysiog s | I_o.im__qla
4. IP Address 1(IP 2~ 1) ¥ IP Address 2(IP 2~ 2) Z =0] syslog CIO|E{ & 2WH
F *Ixlol thgt 1P A5 A et o)
5. Save(MZhHE Z2lsto{ MY S M Ch
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v CLI= AFg3to] 94 Syslog Receiver IP 42 173

th2 @HAlol whel CLIE A}-8-3Fe] 94 syslog Receiver IP 25 4 Ut

1. Mt SP EE= CMMZte| 2 AE & A Z0|LI SSH (& S HF gL

i)

AE ZES M E= CcMMe| &E ZEo dAZ gt

AA g W &2 Sun AW ZAE 3 A AT = AR A E RS A S
BE_‘:_
m A -SSH(ECHH) AZA

ME SP == CMMIte| Eot 4 odd 5 MA g,

A7 Ze}o]AEc| FEZ M1 SP = &4 CMMI2] B ot A28 AAdy

04%;201 thas i ste] 94 SSH oA Eol A A SPE o] Het AAS 47

g AdFYH
ssh -1 root <server_ip_address>

Password: changeme

7] 5 W8 2 E 7L e TH->).

2. Ch5 88 42 S 5HHHE Esto] 2y tlA g2 & A st
m Yu2E A8 SPO] H$-:ed /SP/clients/syslog
n AA W] B0 = A SPe| 79 cd /cH/BLn/SP/clients/syslog

m CMM9] 4$:cd /CMM/clients/syslog

3. show S 250 syslog H4 S EAIRLCHL

o= A

A o] YElF YT} & 59 SPol A syslog $Alo A0 =2 A3t H
5} ol EAHU T,

/SP/clients/syslog
Targets:
Properties:
destination_ipl = 0.0.0.0

destination_ip2 0.0.0.0

Commands :
cd
set

show
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4. set BHS ARSI IP (S s == 22 1P2)o| e IP T8 4E
S0 IP AS IP 4 11.222.3342 MH5Ia{M™ Cl2S sl

set destination_ipl=111.222.33.4

L ch ol &

ok

5. Enters 22 A¥ 2 Mgl

IP 24 27 Z37F depdytt o & 5o tid IP 45 1112223342 A A=
8¢ vhrel EAE Y
Set ‘destination_ipl’ to '111.222.33.4°

T2 — ILOMOI| A &= & oMl E B 244l LocalTime=GMT(¥:+= UTC) 2t H L&
EAU Bep9-A Sehe] A Eo A= o] 2§ ol ES LocalTime & = FA| § 1}, o
g st o]l E m o) A FElgh 2ko]7F A = lEFH T ILOMOl A o]l E 7} Ay
gt A oM E 2o A= UTCE FASHAI R Sefo|AEo = 2 Ao R A
Utk ILOM EFQI ~8Ia 9l 2] g ol g gk 2pAl & W82 1229 o] A o] "o Wl E &
T ER~RE W ILOM 28 A4S R

A3 H T4

ILOMol| A &= ILOM ¢ ¢lEjH| o] ~1} CLIZ AM&35te] Aol 15709 A1 73S 7438
F AFYTH ILOM A A8t ZF Aol ol e A f3d vl 2 #4d &
Ae A e ol ook g

An e Ad 94 0 An A4S F s g 49 gt ILoMe| A =
EEE P PR E EX S B R

m IPMIPET 73

m SNMP E3} A1

n AA v &Y A



= =Y %01] 4+ Sun CMM(Chassis Morutormg Module)S A €]k Al 7}
B F3E 2T AT Th Sun CMMol A = SNMP E 2 19} Azt vl o4&

73315 A L3ARE # A IPMI PET 74 3L+ A 9 3}A] owqq

A3 &4 ge)

ILOMOI A= the-ah 2ol Aam 752 A olshs A vl Aol &4 e AT T,

Alert Type(7d 3 %)

Alert Level(7d 3 )

Alert Destination(7 2 th4})

SNMP Version(SNMP H )(SNMP E ] 7 a1l 7k

SNMP Community Name(SNMP 7]+ 1 E] ©]&) B=+= User Name(AH&-#} ©] &)
(SNMP E & 7 3o vk & )

oleidt 7t 44 ol vl AAF 8-S Thg H(F 7-)E REAA L.

e,
4

4o gelane 44

27 Abg L

a5 B FH 42 ILOMOA A WA A S whEo] Bl uf ARG-3E wA]A] 4]
2 A HRE QG thf AL F§3 T s FEst S A9 s
Yt
e IPMI PET & 1. IPMI PET(Platform Event Trap) 74 3L Sun CMM< A £]

L& Sun A é“ﬁ% 2 BEo A Adg Yt
ILOMel| A -4 8}+= 7+ IPMI PET 2 329 3] 41 qw,] IP F49 X 9=
Ul 7R Ax SE T shUE A sloF gtk A" Ao di gl A=
IPMI PET "l A1A] =418 A Y8l ofF U Th 7 2 tf dell Al IMPI PET Hl A 4|
TS YA gom Fa =4l9le] Fa AR E vmy e = glsyth
e SNMP E Z 1. ILOMO A= o] XA 8k P t)dol tlsk SNMP E & 7
o] A 5 A4 A BE g4 SNMP EF] Hl A 2] 218 X
gl ok gl
SNMP E& 7ol givkgE Aol Belo|= Au] aoA A gyt
o MAbMY B AT, ILOMoﬂH Aol A A3 Ax W F2x0) thFk A} A
o 4y Hao] Y-S A LT ILOM S0 AE A AA wd &4 Az
= s Aol 1ILOM°1W Az vl 3w A 1% A% 2= SMTP
XdXP WA A ] o] 58 FA S oF Ttk ARA S U8 1495 0] X 2] "5 QT E]
H o] 25 AFR-3lo] SMTP Zto] A E &4 31"S %i%}ﬂ AL
A AL A fAANE Bl 9XE AU P Fgol whe Fa
HAAE B 5 9lE giate] gty Uttt ¢ & So] IPMI PET 2 SNMP E &
A= IP T4 S A gslof st A vl 4™ 73101]*1% Az W
Ta2E A48 oF gt
3l el &nlE A8 JH A o ILOMAA o771 gy,

o2

rig
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71 A 3E At 4 (AF)
&M 0|8 27 Atgt My
Alert Level 2R A FFEL Ao FAJe] M BAle] e A AR RE alE e E )
(B3 +F) =24 fAYSE 9 FYTh ILOMA A A1 73S A wuit Fa 5
=& A A oF Ftt.
Ai FEE A0S YA oM EES AAFYUL. 7 B S50 FauE T
FEY A9 BE Ao el ds) Fus AT
ILOMA A = 53 22 A1 52 A F3H Minor(dRh & 718 W 459
Ayt
e Minor(&gh. o] A3 52 FRE oJME, v 918 43t/ olulE, 913 4
gk/3kek oM E, B3 75 A8/5ek oMl E| dis] A s AT
* Major(FR). ©] Aal 72 19 g 43t/313t oMl E, 913 A3t/313 oWl E,
B Bl A3/ o)Wl E ) el A e A F )
e Critical(¥1 &). o] 41 2 98 43t/513t oWl E S} B Bl A3t/
shgk oMl Ee] dis] 4 s AT
e Down(AMAEl BCh. o] A1 FFL& B BV J3/813k o]l E ta) A
W ARE G
* Disabled(AH8 ¢t 8. H & AE-3HA] &5 Tth ILOMoIA 7 1 WA X &
A kYT
10, Disabled(AH8- ¢t 3hE A9k & A3 oA A AE5S AR
S2.ILOMoIM = ZE IPMI EF 2D Az} vl d &3 Edio el oL =5 2
HY S A4 SNMP Efoll tisiA = 41 3 e H S A UsHA &5
Uth SNMP E & A4S AL&8lX 2 SNMP ENS A1 3H 2 DE 3 4A
25 0 ¥ minor(YRY), major(F L), critical($1F) E= down(A =¥ F 1) Fol
A s Aest = 9l Ut SNMP E3l A8 AL&3FA] o e disabled
(A& ot & S-S Aesior gy
SNMP Ae Al SNMP Bl £4 8 Ab&-3to] "4 59 SNMP E3 el vl A& AT 4= glHY
Version o} 1, 2¢ B 38 A QSRS AEE 5 olsUr)
(SNMP B ) o] &4 #-& SNMP EJ 4 atel| vk 4 &gy},
SNMP e Apet SNMP AR UE o] & & AFEA} o] & A4S ALE-3] SNMP E =) 7 310l A
Community A E = ARUE FArd o]y SNMPY3 A A o] 58 A4 & 4= gl
Name(SNMP e SNMP E 7] vl & v2ce] 4%, SNMP 7 atel tha] AHUE o2 #te A3
71 H s Aud 4 gy
= -
°l&) e SNMP v.39] 7 9-, SNMP 74 irell tf 3] AL-§-2} o] 5 #h& XAt es A8 5
Tr= 01_/‘;1/];]_
A H .
User Name

(AH87 ol 8)

E2.SNMP v.3 AF&A o] & & A Gstke 4 -F-ol = ILOMO A o] AL&aHE
SNMP AH8- 22 A o] g oF huth. o] AL-&AHE SNMP AR&- AR 4 o 3h4] ¢k o
H Ed FAlQl0] SNMP EF] Jaus Hadg e 5= 17 H Yt ILOMel A
SNMP AM-8-2+5 A o] 3= Wl dl g 2hAl 3 Ul 82 1082 24 A L.

of,
et
&
g2
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SMTP & & a9

SMTP o] el Ag-steEd o] e A

State(SMTP 4+ Hj)

SMTP Server Az e A Bl SMTP A4 vl Mu o 1P F45 99
IP(SMTP A ® IP) gt}

SMTP HUl= SMTP HAF Wl Mo 2 E S E Y=g

Port(SMTP X E

ILOMol| A 731 F2 & Tl stal A sk ol o gk AA 3 W82 T}

S A 2.

m 1397 0] €] "ILOM ¢ S1E o] =5 AF&-3ste] AL gt 2 -4 #H”
m 1437 0] #] ¢] "ILOM CLIE AR&sto] il a2 548 )"

n 1497 o] A o] "M} w47 A arel] s SMTP S etolAE 143"
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ILOM € Qe H o] 2 & Al-E-5}
AaL gt A g e

ILOM 9] Alert Settings(7d 3L A A) § Qs o] 2 o] Aol A AL 73] +AL =4

= ARESEAY AR SR s A E = dFU T o] Flo] A4 A 1574 F AL
72 T4 BT 7|24 02 AFEH X gt o] Hlo]X] 9] Actions(RY) =& T
EE AAE ALESIE A 7 #EE A4S AR ¢ A5G o] Hol XA A
I ARS AN ES AW AL 7, A 2 Fas Aa gds godof

g e,

TS Alert Settings(7 3 A A) 7 o] A o = Send Test Alert(’d i W% B ~E) HE0]
AFUT o] FaL HIAE 755 AF88H A 7he @ A ar tH el A A3 7 Ao
FA o]l A WA E FAE A AT 5 A5 U

a8 710 Alert Settings(7 3 A2 A) | o] A

Bystern Management Access Alert Managerment Metwrork | Serial Port Clock Seftings ‘ Syslog | EMTP Client ‘ Paolicy |
Alert Settings
Thie shows the table of configured alerts. To send a test alert to each of the configured alert destinations, click the Send Test Aferts bution. IPMI Platform Event Traps (PETs), Email
Alerts and SMMP Traps are supported. Select a radio button, then select Edit from the Actions drop down listto configure an alert. You can configure up to 15 alerts.
Send TestAlerts |
I EE——
| —Autions — |
‘ AlertiD Level Alert Type Destination Sunimary ‘
Ol1 disable ipmipet 0.00.0
(o] }] disable ipmipet 0.00.0
Ols disable Iomipet 0.0.0.0
Ol disable inmmipet 0.0.0.0
Qs disable ipmipet 0.00.0
Ole disable ipmipat 0000
Ol disable inmipet 0.0.0.0
Ols disable Inmipet 0.0.0.0
Olg disable ipmipet 0.00.0
Ol disable ipmipet 0.00.0
O 11 disable Inmipet 0.0.0.0
Oz disable inmmipet 0.0.0.0
Q|13 disable ipmipet 0.00.0
Ol 14 disable ipmipat 0000
©]15 disable infmipet 0.0.0.0

ILOM@I A 4] Qe o] =8 Abg-ste] A 314 F4& A4 2 welshs Wiol e
AAE N g The e FEIA L.

m 1407 0] X 9] "A}A Fw] 2F"
|

n 140510]7]9) ") QIE o] =8 Abgatel A FH T A"
n 14150017 9] ") QIE o] 28 Abg-ste] A 7 H T4 v A3
n 1425007 9] "4 QIE] 0] 28 AHge] A3 B 2E 4

7 ALY 2uUEE R ZD 2] 139



m SNMP E3] 4315 A28t uf 48 SNMP v.30 2 AA 3= 4 9ol = ILOMOM
SNMP A}-g-#} 0] &S SNMP AH&-AL2 4 o] &f o gt} ILOMo) A AFgA=
SNMP *}ﬁx} g ostA] e o SNMP 7 il AF-§-A7F SNMP 7 3L WA A & t] =
F& 5 A FYTh ILOMOI A SNMP AFE-AHE A 2] 8= W ol dl &k zh A & )&
2 105 =z A L.

n [LOMO A BaE wEAY A AY AFE8A4] FE= AAsied vz A4 o
2 [LOMel| 2192138k gt}

v 9 A o] =g ALgae] 7
the datel wheh ILOMO A 2 AL 72 4 & 8T
1. g B2} E 910 M SP EE= CMMe| IP FAE gt
ILOM ¢ ¢1Ej 5 o] 9] Login(Z1¢l) o] 2] 7} e T

2. ILOM Login(Z212l) H 0| X|of| A 22| Xt AFE A} O] E1t S & = et ChZ OK(&HE))
= =225t
= =2 1 - .

ILOM §1 Q1] #]0] 27} vhepd o),

3. ¥ 2lE{H oA H 0| X|ol| A Configuration(T4)) --> Alert Management(Z 11 &
MEd St o

k]
=
iy
-
o,
N
ol

i
mn

F - = CMM 3 QUE o] 0l M) SPe] A3 A A S Bl e A e,
CMMOHH A H SPe] A aL gt A S e et Ho] A o] Y& Aol A A Sp

S o E)E AE 3 thg o] A 9] QEF oA Conflguratlon(?‘/‘é) --> Alert
Management(ﬁ 7 #AIH)E Sy

Alert Settings(7 32 A A) 7 o] A 7} e T}
4. Alert Settings(Z 12 A7) H 0| X0l M C}Z S &l gL,
a. FEAL HE S FD AE o 20 HES ME T CL

b. Actions(ZH

:?L_"
oft
o
=
N~
i)
- 2|
i
i,
db
oX,
S
o
=5
>
=
rlr
i‘i
ox
>
N
=
u)
AV
i
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A i d N
B olFolt AHEA o F g SHOw T 5 Azt

A3 30 sl AT F A S dhol W A gL 136300l 4 2]
TAE ok $4"8 BN L

U AE o] 25 ARgale] A 3 T v s
the datel wheh ILOMOl A 2 AL 32 74 & v 2 sk o

H EERME H0 M SP = CMMe| IP FAE =

ILOM ¢ ¢1Ej 5 o] 9] Login(Z1¢l) o] 2] 7} e T

. ILOM Login(21¢!) H O|X|ol| A ZH2| X} ALZ AL O] E 2 22 & I3 et ohZ OK (&)
£ S= g

ILOM §1 1] #0] 227} vrebg ey,

. 8 elE ol A H O|X|o| M Configuration(T4]) --> Alert Management(Z& 1 #2/)
MEf St o,

mn

of| &

T — EE CMM ¢ QIE 7 ]
c

ojzoll A A SPe] AL tH TS weld 5 AFH
CMMOHH AW SPe] A aL qtF A S e }34 H o] x| o] Y25 ol A A SP
Edol=)E Aels thg Hlo]A] 9] QL EZF Ao A Conflguratlon(?‘/‘é) --> Alert
Management(ﬁ 7 #AIH)E Yy

Alert Settings(73 aL 2 4) # o] A 7} vrebd U ot

. Alert Settings(d 1 M%) HO|X[o|M =™ Hd10 &9 2lC|2 HES MESHCHS
Actions(Z]) EELCHR 55 AHAM0[A] Edit(HE)E S gt Ch
I gFe gE g ¢ J = £AS 2AIEE U AR e Y ok

. SA O3t AR Alert Levels(d 11 =F) EECH2 =50l A Disabled(AME o HE
MEd S T},



142

ILOMell A 7 31 1iE% AEato] ALE 7 e 7 s HAES 5 dFyTh
ILOM ] 75‘"’ T A A" didel tial Fa HAES et d v At

2wy,

. E2IRANE Y0 AMH SP EE= CMME| IP A& /3 shu o},

ILOM ¢ ¢1Ej 5 o] 9] Login(Z1¢l) o] 2] 7} e o).

. ILOM Login(Z21¢!) H 0| X|ol| A ZH2| X} ALZ AL O] E 2 22 & 13 et ohZ OK (&)

g 2= 2k

ILOM ] 91E] 9 0] =7} vpeh e},

. 8 ¢lEHolA H O|X|o| M Configuration(T4]) --> Alert Management(Z 11 &2|)E

Meishct,

T = = CMM ) STE} | o] 2o A ’\1‘ﬂ SPe] AaL F& +A g #3295yt
CMMell A AH SPe] A aL 72 & ¥hefstefH o] Ao €125 oA 1] SP
(Edlol=)E AEs thf so] A2 Q&% Fol A Conflguratlon(?-*é) --> Alert
Management(7d 1L #&])5 28 g h

Alert Settings(74 3L A1) 3] o] A 7} Y ER U T}

. Alert Settings(Z 11 M &) H 0| X|0{| A Send Test Alert(&d 1 & HAE) HME EE

El=a

ILOMO|| A = Alert Settings(7d a2 A1 ) o] Aol A A& 7153 7F 4 a1 512 4ol o
3 Fa HAEE AT
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ILOM CLIE AF-&-5Fo] 74 a1 112 -4 g

ILOM®] M #E = Qe H o] 2~(CLDoNA A 3 +A4S 4 A&t A Y ALS-3)
A G = AAE 4 JHFUTE ILOMAAA A Q== 16714 FaL 72 142 B5F 7]
Ao g AbgE A st ILOMOlA AaL F3] +AS Abgsteld a7, Fa
T2 A gd £A49 ths Al oF o

3 ILOME] CLIA A 7Fs 3 e Ha F3 74 s8] A g 2ES AAst
TE AFUG o] A H2E 758 AMESHH AFS ke A A ofF Ao A A H
il g=21910] Aal WA A E =418 =R] gelst 4= lHy )

O

ILOMOI| A CLIE AH&-ato] al o+3 742 A4 B dre] sk ol gk 2hAl g
Yeo oo A8 2514 A 9.

m 14350] %) 9] "A a1 qFH 35 #elshy] 913 CLI B 3"
w1455 o] #] o] "Ab Ew] 2]

m 1467 0] A 9] "CLIE AH&-8to] L 73 74 +4"

m 1473 0] 4] 9] "CLIE AR&-8ho] oL g2 -4 n| &g g
m 148¥]0] %] 9] "CLIE AH&-3te] L HAE 24

al gt A A dEs] Y% CLI ¥ %

3 72004 = dukd o 2 ILOM CLIE AF83t A3 32 4 & &8t o AH&-3)
oF l+= CLI ¥ ¥ 8 21 g}



s72 A3 H TS 5] A% CLLEH

cLl 23 g

show show W% & A&t AA e AUl A2E A gt Za v ¥8
Eg9 RE S5 XA F IdF5UY
of:

o QA ARE AL A A Y S BAGE WY 2g
Eo 35 g€ dY
show /SP/alertmgmt/rules/1
/SP/alertmgmt/rules/1

Properties:
community_ or_username = public
destination = 129.148.185.52
level = minor
snmp_version = 1

type = snmptrap
Commands :
cd
set
show
o A ARE Gl B SHL EAGEW BY TFLES| he S
SEREY
show /SP/alertmgmt/rules/1l type
Properties:
type = snmptrap
Commands :
set
show
o A E7] 9JX7} /SP/alertmgmt/rules?] A-F A A2E x| A3}
Ju ¥y Tpaed 0 U g,
show 1/
/SP/alertmgmt/rules/1
Targets:
Properties:
community or username = public
destination = 129.148.185.52
level = minor
snmp_version = 1
type = snmptrap
Commands :
cd
set
show
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#7-2 daLatH TS deskr] 919 CLI ¥R (A1)

cLI =¥ Ay

cd cd WL AHEHY A HaEYE AT 5 AHUTh AE SPA 7
3 e Ay vUEe s 24sted 3y TEXE g 9YS 9
et
cd /SP/alertmgmt

set set HH & AHEH Eg o o= A MY £ s 28T 5 AdFH
th B8 X ol whel A0 AA mE A AE2E A AT S AdH5U

% 59 et 2L

« A ARe) A TEEEN G 9y F2E dF T,
set /SP/alertmgmt/rules/l1l type=ipmipet

o At HREo H(EF A7} /SsP/alertmgmtS] A) HEH TETE
of thg WaE A2E JHFLL
set rules/l1l type=ipmipet

ZgoEd 0 WY d2E A8,
set type=ipmipet

< = Qo) e 4§ ILOMOIA A #Y 3 & W53l )
AR E Wi A W A e A s oF Stk muls A wd AL
o] 1% o JLOMOIA Az} val oal A= YAs 2= oA Ut

= .
Aol 3t wf WAL SNMP v.3 2o 2 AA = 74 9ol = ILOMO A
S SNMP AHg#F2 A o] g)oF gt} ILOMel A AL-&-AH &
SNMP AH-g-4+ 2 o] 8h#] 90w SNMP 7 31 AF§-2}7F SNMP 7 3 v 4|4 & ] 7
g3k = A FYth ILOMol A SNMP AF&AS 4 o) 8l W ol th 3 AFA 3 )&
2 108S FxsaA L.

ILOMOA a5 BHEAY T4 AY AFE8HA] s A5t ez Ao
2 ILOMY| Z2s)oF g},
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T

Kl

o

L cf,

I

=

=
xS
o

[<
=
=

M

gho] AE ol A A1 SP= 2] B

Eof A&
= £d8 g4k

=
=

S

Z SSH

R

A

{5tof Ztel Cl2 E2|2

:cd /SP/alertmgmt

o

5

cd /SP/alertmgmt

changeme
7F b o).

Me 2aol 4

s

ssh -1 root <server_ip_address>

Password:

LA ZEfolAEo A FEZ A SP = &4 CMMI}9] B
gl o]
m AMA CMME 749 cd /CMM/alertmgmt

AMB{ SP &= CMM

1=
=

a ok E Auje) 49

3. show 2

o
Al

O
mi

—_
o

Nfo

o

B

m

el

0

4
w

)

s

N

]
ﬁo
w
S

119 H

show /SP/alertmgmt/rules/1
=]

p=S

T

(e}
B 259 79 show /CH/BLn/SP/alertmgmt/rules/1

Mw el 4

A

1

=

=
o} IPMI PETZ t

=

2
==

n =]

m AA] CMME] 79 show /CMM/alertmgmt/CMM/rules/1

set type=ipmipet

o
Uk,

n
4, set 2

iy
wnﬂq
T RO AL
do oy 0%
=B A
oy °F g
A 5
I T o
X B

ﬁwoi
HwnT
O oy ofm
I T op
KF fom =&

7-1

-
It

1369 o] %] 2]

EeRNeR

[€)

gl

6LLH

AR
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pil
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v

3.

CLIE AH&-&to] oL o3 74 n &4 s}
OHE bl wheh ILOM O] CLIGNA 7oL 7t 45 v &4 sh ek ot

Mb{ SP &L= CMMIte| 24 2E 24 HZO|LI SSH eiZ S dd e Ch

p 22 3™ Zs oA

1T=2 =
XNg 252 MY £5 CMMe MY ZEof A2 B ot
A g U823 Sun AW FHAFH T AT E = AR AHEA S FREAHA L
TC =

m A - SSH(EoH4) oAz
ME SP == CMMIte| Eot 4 odd 5 MA g,
A ga}o]oazow FEZ AH SP EE 24 CMMIF] Bt A4S Ay
01 e g 3to] 974 SSH Zefo|AEo A A SPE o] Bt A4S A4

ssh -1 root <server_ip_address>

Password: changeme
7% g T8 TES} b th-),

cd WHS ALESI 2 Tl ER|E 5| 2Mate 20 22| Ao 2 Ayt

o E E¥ oS3 25
m YUl E B SPe] H$: ed /SP/alertngnt/rules/n
7

$: ed /CH/BLn/SP/alertmgmt/rules/n
n A CMMY 9 ecd /CMM/alertmgmt/CMM/rules/n

Z1 AZ 2 ALESHA gfoeiH o2 WY 2 et ok

o o

set level=disable



v CLIE AF&3te] 4 aL EﬂiE 23

ILOMO A 41 Hl2=E S AEsto] AHg 7He e 2+ 41 %24 TRE HEED 5 A%
Utk ILOMe®] A3 73 43014 <49 ool e 2 = S
Aakg wEy o,

1. Abf SP & CMMZte| 22 X2 24 o1Z0|L SSH AZE S ME g ok

n 22 Xy _E__/.\_ (?_4724

2 Ny 2
Ny 2ge My E£E cMMe| M EEof e Z et
AA G L Sun AH ZREFD A A FHE A ARAE FREAA L
E2
27 - SSH(22H4) A
M#{ SP = CMMzte| 2ot ¢ o1E g MM Ch
27 Zefol Ao FEZ AB 5P B4 CMMIe] Bt A4S AT
g 5ol the-& Y ste] 917 SSH Zekol ol EOﬂH M SPEe] Mok AAL 4A
@ 5 9l

ssh -1 root <server_ip_address>

Password: changeme
782 Y 2EmE S} e ),

2. cd BHS ALEsto] A Cl2 2| & 0 e A2 d™ecth
—

d& W v Z5
m AU} E A1 SPe] % cd /SP/alertmgmt/rules
m Edo]= M SPe] 4$: e¢d /CH/BLn/SP/alertmgmt/rules

% d /CMM/alertmgmt/CMM/rules
A ne& 54 AL gtA Wl 1-15 Abol 9 gho] & 4 glHU T

3. Ct2 ¥E S st ZU HAEE 44y

0|

or ct.

set testalert=true
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AW d &= 7 1o o 8] SMTP

TAE Ax WA G s AAeHH LOM SOl AETE M WY A AL H Al A
& HUl& SMTP S8o|JE J3-& stE5 A of FUt} ILOM Z&to 1@5%
SMTP ZEolAER ALEStEH A WY &7 %ZMSLPJHL SMTP A=}
AW IP T4 XE HEE A A& oF ).

ILOMol| A qu} v d &7 oo i SMTP Selo]AES 4 &= Wl g3t
AA g W82 ok AS A Al Q.

m 1493 0] %] o] "1 QIE|H o] ~ & A}§-3lo] SMTP Zefo|JE & s

m 1503 0] %] 2] "CLIE A}-8-3}o] SMTP E&he| A E &4 3}

9 Qe 0] =5 Al&-ste] SMTP Zelo] Al E 243}
o ©Al whE §) Qe H o] 2 & ALE-3F ILOME] SMTP S8lo|AEE FA3 Y
.Y EEIRNE H0 A SP EE= CMME| IP A5 & s},

ILOM ¢ ¢1Ej# o] 9] Login(Z1¢l) #l o] 2] 7} et}

. ILOM Login(2 1¢l) HO|X[0f| A 22| X} AtEA} O|E 2t S E U
g 2= 2k

ILOM 1 91E] 9 0] =7} vpeh e},

. g ¢le{H ol A H o] X[l A Configuration(74) --> SMTP Client(SMTP 22}0[1 E)
£ Mg ch

ol

FEHS OK(

ol

fel)

r



4. SMTP Client(SMTP 22/0|A E) H 0| X[ M CIS MH S XM 50 MAF M e
7:! nE=" ELH — E QI-A-I _9_|.ol-|_,| |:|.

SMTP & X oy

SMTP State o] A& AlL-5 e o] ol AMEE )

(SMTP “H)

SMTP Server IP Azl S-S A Bl SMTP AA WY AW IP 428 o F
(SMTP A 1] IP) P

SMTP Port HUE SMTP AA v A e TE HEE 9E3yr}).
(SMTP % E)

5. Save(MZhHE 22/5t0{ SMTP A& & At

v CLIZ A} €3lo] SMTP Zdto| A E A3}
t}e A o wel CLIE A}83Fe] ILOMS] SMTP Z&o]dEE A3 o),

1. MB SP == CMM 2| 22 XE Z& AZO0|LH SSH 2S5 dY UL

n 2EZH X

AE 24 d4
A ZE£2 MY == CMM2| 2 ZEof dZ g

=
Pay—%
==
AARE WSS Sun A ERFD G AFHE AR HRAE A L.

=

=

- '°.';7—| - SSH(EC’l‘ *JI) 0:171
Mb{ SP L& CMMI}2| Eot 4l o 8 MA st}
44 Sgo|AEA FEZ AW SP & &4 CMMI2] Bt < A%y
d& E0] g5 YEste] 94 SSH E&Fo| A E A A SPZ ﬂ E?} AAde A
IS AR =

ssh -1 root <server_ip_address>

Password: changeme

= B e ).

tof 2t¢d |2l E2| & clients/smtp 2 A & C},
&3} g,

8] SPe] 91 ed /SP/clients/smtp

/1] SP9] 7 $: ed /CH/BLn/SP/clients/smtp
M| 4$: cd /CMM/clients/smtp

N
re
ol
ot
[ &l
UFU

N
Q
a
02
i
o
Ral
0
[o]]

o

2
it g

[ |

tr g M
k)
Mo

lm_ﬁ
E‘EJ‘#

=
3

> o
n o
g I

]
>
=
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3. show HE S 225l0] smtp HM S FAIHCL
° o

5 5] SPAlA] smtp &0l Ao A~
/SP/clients/smtp
CH&t
&4
address = 0. 0. 0. O
port = 25
state = enabled

Commands :

cd

set address=222.333.44.5

5. Returns =2 & AlstS M 5o

o=

Y

59] set address=222.333.44.55 ¢
o},
Set ‘address=222.333.44.5'

Shul the} o] A

Ay,
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-

ILOM 541 A4 -4

I ILOM 54 A= YEY T, 18 X E 9§ FAo] g
o] A& o5 ' FA o AdHFYTH
m 1549 0]#] ¢] "CLIE A}8-3tof ILOM W E9 = A4 "

n 1547 0] X €] "CLIE AF&-3to] UES A A4 B7]"

n 1557 0] ] ¢] "CLIE A&-3to] ES A A4 4"

n 1567 0] A €] "CLIE AF&-3te] 21d X E A4 57"

n 1563 0] A o] "CLIE AH&3to] Ad X E AA 4"

» 1573 0] %] o] "CLIZ A}-&3lo] HTTP %+ HTTPS 9 A~ &4 31"
m 1593 0] %] &] "SSH(K.SF ) A A"

n 1597 0] A o] "Rl AA AAES AAste] CLI EHE A"

w1599 0] %] 9] "CLIE A}-&3te] A4 7] ®7]"

w1613 0] A ¢] "CLIE AH8-3}o] SSH 2/ 3} B v &4 3}

w 16170] A ¢ ") QI H o] =5 AbE-she] SSH &4 3} B v & 3}

s 1623 0] A ¢] "CLIZ AM-&3ke] A 7] AA"

w1637 0] A o] "§Y QIE H| o] 2 & AFgate] A 7] A"

» 163701 %] 9] "CLIE A}-&-3to] SSH AW ThA] Al A}

w1637 0] A 9] ") QI H o] ~F AFE-3}o] SSH AW ThA] A 2}
n 1645 0] A o] ") QIE|H o] ~F ALE-3le] ILOM W ES = A A "

w1643 0] o] "§Y QIEf o] A5 ARG-Sle] M ES A 27 B7)"

w 16430017 o] "§) QIE|F o] =5 ARG-Ste] M ER AL 27 4"

n 166701 A o] "§) QIEj o] A5 ARESo] Ad X E AA A

w 1673014 9] "§] QI F o] A5 ARl AE X E A A"
] E’

x 1677 0] <] "¢ o1E 7 Ab-g-8Fo] HTTP T HTTPS § 9 A~
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F - o] o] PE oo A ssp/ % A AFEHE B AL FU T o) Ble Sun MM
Z9 ol e /oy 0% A RS Ol g vk ALE S 5 dgUh 89 ke A
A Sun A Y Fo) A FEH

154

CLIE A3l ILOM Y E = A A ¢

o] Ao & ILOM B HZ 2 EH o] ~(CL)ZE AF&3le] ILOMY HEY 2 AA S 74
3= W o) o)) **D“—*MD}

ol

UEYT A4 FH

=01 A w899 5 ) 9 A7) G, 89 494 Lov
A A AFE S0l AA L T3 qu_ o] AL 97| % %oqu_ AL ‘jﬂﬁo]—i':]
AU E" AAHS HF LA (pendlnglpaddress L pendlnglpgateway)° E
?QE’—:“?‘} S commitpending A4S true® AA YT 2 H FES Y EYI A
4 ol el A5 Ado] AAHE A PAG - AU,

F - 27 AR Fo| ILOMY| A IP F4E gAY U3 IP F47F ILOMY
b B % DHCP AW S PASe] 84 F AT IP 7247} ILOMo| e %
gyt o] 2 st UES A A ILOMS A 2& 4 dF YT

. O

CLIE Al&3to] UMEY A A B

. ILOM CLIo| &2|X} e = Z=&XIZ2 2 39lsh

U TEZEo|M chE2 A etk

[= Ha|

—> show /SP/network
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v CLIE AM&3sto] MIEQ T 44 4
set BHS AL VEANDL A 54 2 g WAT 5 dEUh
1. ILOM CLIo| ZH2|xt2 210l 8tc}.
2. 38 ZFZE0NM ChEs e

—> set /SP/network

oo Ul S4 0 S ILOM V=N Aol AF8E & AT

= 81 ILOM Y E A Uy, 4 2 3t
CH & =4 ak 7| =gk
/SP/network  ipaddress o] 917] AL FFe A 2Elo|
ipdiscovery A o] Ex T
ipgateway
ipnetmask
macaddress ILOM®] MAC F4
commitpending truel(none) (none)
pendingipaddress <IP 524 | none> none
pendingipdiscovery dhcplstatic dhcp
pendingipgateway <IP 52> Inone> none

pendingipnetmask <Hoz FEH 1074 [P> 255.255.255.255

o E EW o5 25Ut
ILOMY IP 42 HA4sied oS =g

-> set /SP/network pendingipaddress=nnn.nn.nn.nn commitpending=
true

T —IP F2E WAt UEYNAE T3 ILOMel dd =] &= 7% 274 At
Ado] siAldyt

DHCPO VEYA AAHE 1A T Ao s vAstad &S 483y

-> set /SP/network pendingipdiscovery=static pendingipaddress=
nnn.nn.nn.nn pendingipgateway=nnn.nn.nn.nn pendingipnetmask=
nnn.nn.nn.nn commitpending=true

o A&

it

L=

T — commitpendingS true® A A s A A H
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-
it
5
[t
X
2

2AY ¥YEE= Y LE YA QS 53] ILOM ¢ e Ho)~, WH = ¢E 3 o] ~(CLI)

DA 2~d FE 2EY g AN 2F AU

n U AE TEE ILOM AREAE 2B AY F&o] AA28 F S 3t &
2~E AW ILOM (F AZSIUTHILOM - A8 X E &= S 2E AH o] A9
ZE XE(FTT A4 LE 0, COM1 E+= /dev/ttyS0°] 2t Fhye] &9 ¢ 4] 3
of ot

F —dWtdog T 2E g F& AL [LOME 7]E A 9600 H.(baud), SN1

@ dlely v E, s{El g1, 1 AAHE), &5 Al gl A

p 9 AE LEEILOMO RJ-45 34 TEQUT ILOM 25 Ad FEJA T2
E Z&o A4 o F Alo] wAE HA ] S8 iAo g Y H o F Ay
XE d4do] U Hr 2 A ojof T}

= = YA
v CLI= ARE8te] A9 X E 474 17|
1. ILOM CLIO|| &2|At B =242 22lgh o}
2. 9 ZFEZEOM

n o5 HE XE HAAS RASHHWA vy WHS dEdunt

-> show /SP/serial/external

m S2E AY XEJAYS FASHAE TS HHES gy

-> show /SP/serial/host

= = YA
v CLIE Ab8ate] Ad xE 44 74

set B S AMEH AE XE Ao £ F @S WA F AdFYTh T E AAA

v Hget @A F A £ METE AF U &4 A2 ILOMA A A A AHE &

A ARS TR UTH o] AL 7] &P A WA E = A5 Qo ER

AR BF AFoR 493 ths commitpending $4& true® AA YT 1Y

W EZEG UEYT A w5 ] AFE AZdo] A= B2 AT F IF

Yt}

-> set target [propertyname=valuel]
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ohE W, S4B gk ILOM 4 £ E AREE 4= YUt

= 82 ILOM #4d XE9 fa v, $4 3 4

CH A =M ak 7|22k

/SP/serial/external commitpending true| (none) (none)
flowcontrol none none
pendingspeed <103 4=> 9600
speed 9600 9600

/SP/serial/host commitpending true| (none) (none)
pendingspeed <1073 > (none)
speed 9600 9600

TAE 28 ¥ E| B (baud) $EZ 9600014 5760002 WA stHH &S JH S

o

} S2E &9 AA AY LE 0, COM1 &&=
/dev/ttys0°] g &5 A A7 o X3 lclﬂ ILOM©o] T AE %} Sul=2A B4 4

g1k,

CLIZS A}-&3}o] HTTP B+ HTTPS ¢ M A~

2] 3}

ILOM< HTTP X+ HTTPS 9145 257 A 43y ILOME AF-8-31H HTTP Al 2=
E HTTPSY A& _Ea AAAE = Jd&H5YUTh 3 ILOME AF8-5to] HTTP 2 HTTPS

_:.EE /HX%EL Z= 01/\1414_
. ILOM CLIo| &t2| X} Esto| A= AFEXRIZ 2aQlstucf,

. WY ZETEo|A che e Y B ch

set /SP/services/http

g Al /SP/services/http % el /SP/serv1ces/https°ﬂ IR sy
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9, &4 2 3

S
tlo

¥ 8-32 HTTP ¥ HTTPS?] & i, 4 2 4
&

1 o

it

e},

¥ 83 HTTP 3! HTTPS®| & thd, 44 3
oh &t =4 s 7=k
/SP/services/http secureredirect enabled| enabled
disabled
servicestate enabled | disabled
disabled
port <¥XE 35> 80
/SP/services/https servicestate enabled | enabled
disabled
port <XE HZ> 443

3 8-4+ 7}5 3 HTTP, HTTPS % A& A A4 AA & a3yt

£ 8-4 7}& ¢ HTTP, HTTPS % b5 A4 A A4

Hste AkEY CH A =M e

HTTPY &4 3} /SP/services/http secureredirect disabled
/SP/services/http servicestate enabled
/SP/services/https servicestate disabled

HTTP % HTTPS &4 3} /SP/services/http secureredirect disabled
/SP/services/http servicestate enabled
/SP/services/https servicestate enabled

HTTPSYF &4 3} /SP/services/http secureredirect disabled
/SP/services/http servicestate disabled
/SP/services/https servicestate enabled

HTTPSo| HTTP A} A A% /SP/services/http secureredirect enabled
/SP/services/http servicestate disabled
/SP/services/https servicestate enabled
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SSH(H.QF ) 474 4

SSH(X.qF €)= ILOM W #H & 1B # o] 2=(CLDll Het 97 A4S N 2d= o A
5= ET Jiii"‘uﬁ} SSHE AF-8-8hwl ILOM?M 2E

spoto] Bl = AT ¢ dFyrh MH A4 5 22
ATHY Y dmdtE Fo HagUrh ILOM 9142 RSA 2 DSA 7
4 wEH YT

@) o = -
HoF 4 A4ds dAsto] CLI & A3
2/Z74 SSH Z2I0| M Eo|M M| SPE Hot A S MA5|of gt HotodZH S MY
st ™ Cts S 3 g ch
ssh -1 username <A{H] [P Fi>

Password: ***x*k%*x

b e aL>) CLL B8 & Aol MENDS 44T 5 A=S A~

RSA 7| & E2{H tf2 2 et

-> show /SP/services/ssh/keys/rsa
& &9 v&3 gayth
/SP/services/ssh/keys/rsa

Targets:

Properties:

fingerprint =
ca:c0:05:ff:b7:75:15:a0:30:df:1b:al:76:bd:fe:eb

length = 1024
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160

publickey =
AAAAB3NzaClyc2EAAAABIWAAATEAthv1ggXbPIxN4OEvkukKupdFPr8GDaOsKGg7
BESV1Inny4nX8yd8JC/hrw3gDHmXIZ8JAFwoLQg]jtZCbEsgpn9nNIMb6nSfubYltp
TtUZXSGFBZ48ROMUOSggfR313bgDUROsiphlpgV6eYu0zdlh3549wQ+RWk3vxgHQi
Ffzhv9c=

Commands :
cd
show
® DSA 7| £ E3{H ct5S H e
-> show /SP/services/ssh/keys/dsa
& &4 v g5y
/SP/services/ssh/keys/dsa

Targets:

Properties:

fingerprint =
6a:90:¢c7:37:89:e6:73:23:45:ff:d6:8e:e7:57:2a:60

length = 1024

publickey =

AAAAB3NzaClkc3MAAACBAInrYecNH861imBbUgE+3FoUfm/fei2ZZtQzgrMx5zBml
bHFIaFdRQKeoQ7ggjc9jQb07ajlLxwk2vzzkg3ntnmgHz /hwHvdho2KaolBtAFGcV
fLIAzGVx14I3phVb6anmT1bgI2AILAa7IvQ8dEGbYATYRIA/pES5VTac/TQ700/J9
AAAAFQCIUavkex7wtEhCOCH3s250N0I3CwAAATIBNfHUOPp6ZN7146ZuQOKhD7MkjQ
gdHy+8MTBkupVEXgfREIZwIyrBZCNsoD8XEeIeyP+puO5k5ddvkzgSqrTVoAXyYh
gewyZMFE7stutugw/XEmyjg+XgBWaiOAQskdiMVnHa3MSg8PKIyWP8eIMxD3rIu7
PTzkV632uBxzwSwEAQAAATAtAS/30dDJUprnxLgHTowc8ksGB] /wIDgPfpGGIHBK
B1FDBMhSsRbwh6Z+s/gAfl1f+S67HIBTUPsVSMz+czmamcloZeOazT4+zeNG6uCl/
u/5/ImJISdkguclFcoxtBFgfO/fKjyRO0ecWaU7L4kjviWoSsydHJIOpMHasEecEBErD
lg==

Commands :

cd

show
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v CLIZ AF&35}o] SSH 43 == 184 3}

o LIER/AE STt HMAE MSSHX| 27HLE SSHE ALE5HA| oa{H S8
=

e

-> set /SP/services/ssh state=enabled | disabled

v 9 QE|Fo| =5 ApE-so] SSH 84 8} i
H| g4 5}
1. ILOMOol| Z2| X} A o] U= AFESAIZ 2aelgd ),

2. Configuration(T4]) --> System Management Access(A| 2B 22| KA A) --> SSH
Server(SSH A{t{)E ME4 T C},

3. SSH Server(SSH AH{) EECI2 S =0l M Enabled(&A 3}) EE = Disabled(H| 2HA 5}
£ Megtch,
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a2 8- SSH Server Settings(SSH A1 ¥ A1 A) | o] %]

Systern Management Access Alert Management | Network | Serial Port Clock Settings | Syslog ‘ SMTP Client | Policy |

Wieb Server SMMP S5L Certificate G5H Server

S5H Server Settings

Configure Secure Shell server access and Key generation. Newly generated keys are not used until the S5H server is restarted. When the 58H server is restarted or disa
terminated

S&H Server: Enabled :

RSA Key: Generate RSA Key J

RSA Fingerprind:  ca:cQ:05fb7:7515a0:30 df 1al: 7 Gbdfe &5

REA Key Lengih: 1024 bits

ARRABINZEC Ly 2 EAAAABTWARATEAthy Ly XbPIxNA OB ku ki
updFPraGDa0sKGY 7BESY LNy nX8yda IC/ hru3gqDHmE I Z8 A
FwoL0g] tZCbEsgpnanNIMbenS FUBY1tpTUZXS GFEZ48RONU
05y fR313byDURES1ph1lpyVEYUEZd1h354 Swl+RiWkSvxgHOL
Ffzhuoc=

REA Public Key:

DEA Key: Generate DSA Key J

DEA Fingerprinl:  8a:90:c7:37 62287 32345 .d68e:e 7.57.2a:60
DEA Key Lengih: 1024 bits

ARAKB3NZAC] ke3MARACBATN rYecNHBB1inEbUGE+3 Folfm/fe
12772t 0zgrix5zBmlbHFIaFdROKen07gy] c9) 0b07a] Lxwkay
Zzkg3ntnmgHz,/hwHydho 2Kao 1B tAFGCYTLIdzGifx14 I3phih
BanmnT lbgI2ATLAa7 IvOBdEGbyATYRIA/ pFSYTac/ TO700/19
ARAAFOCT Uy kex PwtERCOCH3S 250N BT CwARAT BN THUDpBZN
7146Zu00KhD7Mk] QydHy +BMTE kupy fig TREIZw 0y rBZCN=nD
SXEeleyP+pulSkSdIvkzgSyrTyokdyYhoewyZMFE7s tutugw
JREMy ] g+XgBWal 0A0s kd iMYnHa3MSgRPKIyWP BeTMxO3rIu7
PTzkYE3ZUBx zwSwiAGAMATATAS /SodDIUprnxLgHTowc B ks G
Bj /wJDgP fpGGIHEKEL FOBMhSsRbwhBZ+s /gAf1 T+S67HIETU
PsWSMz+czmamcloZelazTd+zeNGBul 1 /u/5/ Indsdkgucl Fo
oxtBFg 0/ TK] yREecWall 7LA k] vWoSsydHIBpMHasEecERE D

DSA Public Key:

v CLIE AF&35te] Al 7] A A

1. oSS st 7| RS dEeCh

-> set /SP/services/ssh generate_new_key_ type=dsa | rsa
2. A &AS true2 H T CL

-> set /SP/services/ssh generate_new key action=true

AL 7] ol EA FAIHY
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S QLE| o] 22 ALg3to] A 7] A
. ILOMo|| zt2| Xt #eto| A= AHEALZ 2l ok

. Configuration(74) --> System Management Access(A A8 22| UM A) --> SSH
Server(SSH A{t])E MEH Tt T,

T
rm
mjo
|u
u

. Generate RSA Key(RSA 7| 44 2/5t0{ RSAE EH SI7H Lt Generate

=
DSA Key(DSA 7| 44) HHES 22/5t0{ DSAS ME{FHCh,
AR 7F EAIE T OK(EH]]) == Cancel(F 4) & 8310 A9 AFERS 1A Y
FAagy ok
8 8-2

https:#/10.8.136.165

@ Are you sure you want to generate a new RSA key?

Cancel

CLIE AR§3lo] SSH A H A A4

A 715 A -8-skel™ SSH A H & v A &a oF Tt

F = oAl Al#tetd 7]E SSH d o] Sagyth

SSH MHB{E CIAl A|ZtSt{H of5 2 = et

[= |

-> set /SP/services/ssh restart_sshd_action=true

0 QlEf o] 222 A}§-3te] SSH A8 ThA] A

A 718 4 gehel W SSH AW & ThA] A 2slof g o),

F — oAl Al et 7]E SSH A4 o] Sag Yt

. ILOMo|| 22| Xt A 5| A= ALZALZ 2al3H

. Configuration(74) --> System Management Access(Al AE] ZH2| A A A) --> SSH
Server(SSH A{t{)E ME4 T C},

. SSH Server(SSH AMH{) EECI2 = 50| A Restart SSH Server(SSH A{H{ CIA| A[Z})

£ Mgt ch,
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< o1 ] H| o] A& A} L3} ILOM U E S =
A 3 e

:j d 711;1%]] ES%D%L% 3151 #Ho] 25 ARg-ste] ILOME] M E ¢ = w7 M=E A st
ILOM-& DHCP(Dynamic Host Configuration Protocol)

2 AU UES A o] ZRESS AdetA] &
o7 AdAsoF gyt

v 9 91 H o] A2E AL5l] YEYT AA B
1. ILOMO| Z2|x} £& ZA 2 2301510 ILOM 2 2IE{H 0|2 S uch

2. Configuration(74) --> Network(H| E®/ 3)E ME &
Network Settings(U| E =1 A A) sl o] Ao A AH o] A A] RUHE EE5(CMM) %

AMB] 2 ZZAA(SP)S] MAC 42 B YEYT F422 AT 5 ds5Ud
DHCP+= 7] REO| ARk ZH P 4, Ylnp 25 Bl Ao Edo] & FEor 74

v ¢ Qg o] 25 AbESte] MEH T 274 74
1. ILOMOl 22I%H2 23915101 ILOM @ IEIH 0| A S &uick,

2. Configuration(74) --> Network(H| E¢/ 3)E ME &}
Network Settings(M| E9] = A A) = o] A 7} e T}
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a8 83 Network Settings(M E9] 2 A7) #| o] A]

‘ Sysiem Information

Syskem Monilnrinq_; ‘ Configuralion ‘ User Manaq_;emem ‘ Remoie Conirol ‘ Mainlenance ‘

J Systern Management Access | Alert Management | Metwork | Serial Port | Clock Settings | Syslog | SMTF Cliel

Network Settings

“Wiew the MAC address and configure network settings for the Service Processor from this page. DHCF isthe default rnode, but you can r
appropriate mode, then enter settings as needed.

MAC Address: D044 1FABFY
Obtainan IP Address Auomatically @

(use DHCP}

Use 1he Following IP Address ®

IP Address: |129.148.9?.113
Subnet Mask: |255.255255.0
Gateway: |129.148.9?.254

Save |

3. Network Settings([| E2| 3 & 73) Ho|X[olM sl S EE 7| &t ch

i 8-59 A s Fxsto] RS A A L.

85 Network Settings(U|E ] A7) 7 o] A
u= ope

MAC Address(MAC 52) ILOME] MAC(W A HA| 2~ Ao]) FhE 54 &3 A 24EY
. MAC 4= ZUEY A A2 ZA 9] nh/3 st=9o] F4
Ut ILOM® MAC F4E A1 i CMMY o] &,
AE 2A 7)1 Eof ¥3ty 1 FH 7= 9 BIOS A4 8} ol A
gelg 4= lHyh

Obtain an IP Address DHCPII A IP 45 7IH L 25 sy d 2o HE

Automatically (use Yt}

DHCP)(AH5 0 % IP 4

7}4 2.7]1(DHCP A}-8))

IP Address(IP 5+4) ILOMY] IP 45 Yl IP F4+& TCP/IP U E Y F A

g 99
AlZEE A ahe R ol F YT

o

=%

Subnetmask(A] B Ul vt~ ) ILOMO| Y X3t JJEY F o] A BY v~

Gateway(71 o] E 9] 9]) ILOM Y] Ao Ego] A~ F4E g

e et




4. Save(MZHE 225l0f N g Hgsict
Save(A)E YT W7tx= A o] BF HHZE JALFYH IP 45 W45t
ILOM Aol TR YT}

A BEl-AE Foghi= WA A 7 BAIFH Y
Fo1 ILOMO|| CiA| 2 a2l Eh Cf,

OII

5. M IP &5 AlS

-YEYI AL AAZ o A BEle-A Aoz [LOM thA] 21els) ok
?Mlﬂr.

v S SlE| o] 28 Abgatel A RE MY A
1. ILOM g QlEH ol Ao 22|At 2= Z=AFALZ 2 aelst ot

2. Configuration(74) --> Serial Port(%| 2
Serial Port Settings(2 € XE A74) 5o

a2 8-4 Serial Port Settings(*] 4 X E A7

2 ru
el

[m

u

g

2

gk

£

n

REFRESH | LOG OUT

ISPOD144F1FABFS

Sun” Integrated nghts Out Manager

| Sysiem Information User Management ‘ Remote Control ‘ Mainerance: |

System Monitoring ‘ Gonfiguration

J System coess ‘ Alert | Network | Serial Fort ‘ Clock Setlings ‘ Syslog ‘ SMTP Client |

Serial Port Settings

The internal serial port is the connection between the host server and the Service Processor that allows a SF user o access the host serial console. The 3P internal serial port speed must match the speed
of the serial sonsole part on the host server, often referred 1o 35 Serial port 0, COMD, of /devitySD. The external serial port is the DB-8 serial port on the sarver. Typically, the intermnal and external serial port
connections should run atthe same speed to avoid flow control issues when connecting to the host console from the SP external serial port. Setings will take effe ctior subsequent sessions opened over the
serial port

Internal Serial Port

4 Tri seting must maten the seting for Senial Port 0, COMT or idewitySO an the nest operating system
Baud Rate: %600 (¥

External Serial Port

Baud Rate: %600 ¥

Flow Conlrol none

Save )
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g Qe F o] 22 ALEEle] HE E HA TA
o] do A= ILOM # ¥ XEE T4 S

H(baud) B &5 Ao} gAY
. ILOMO|| #2|Xt2 232150 ILOM g QIE{HOo|A S Huct,

=

. Configuration(74) --> Serial Port(X|& ZE)E ME gLl
Serial Port Settings(2 & X E d74) s o] x| 7} A gt}
|

. Internal Serial Port Baud Rate(Lil & 2|&H ZE & =%
ZEQ| H(baud) ST E MEHSIL I

o] AL TAE 9 AA 9 FAE XE 0, COM1 = /dev/ttyS0el tf g A7 2}
A =]l oF g},

H(baud) £ % 32 BIOS & & A A A

e R P FEREMEER

ILOMS A}&5}o] A28 240 32

[8 tlolEl BIE, sizlE g1, 1 141] HE

. External Serial Port Baud Rate(2| & &2& XE &
ZEQ9| H(baud) ST E MEHTL I

o] 472 Sun AWl 2% RJ-45 2 L E ] H(baud) X LA 3o F}.

. Save(XZHE 22501 H1H AlEE M ESIHLL, Cancel(F| &) S 28510 O|M MAX o

Z otk

4(9600 H.(baud), 8N1
A4 ofof Fvh.

) =502 S50l 7 A E

o

sl
e
X

o
-‘-’z-\

I

) 1E 3l o] 25 A}-8-3te] HTTP H= HTTPS <)
NA 2 & )

o] doM= P AW A& Ba sk Wil dal Ayt
ILOM2 §§ 21Ejg o] 2o g HA 25 Aolst= S-S AlTFUTh o] FHo=

471 9] *dﬂ‘ o] AFH

m HTTPRH

s HTTPS®

m HTTP % HTTPS

m HTTPSo] HTTPS ¥ HTTP A& A=A A

HTTPS= 7] 4 o 2 A&t
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Rg

listrs

Sun™ Integrated Lights Out Manager

1. ILOMO 22|At2 = 39215t01 ILOM & 2lE{Ho|AE P

2. Configuration(T4]) --> System Management Access(M| 2F 22| UM A) --> Web

Server(& AH)E MEHFCI,
Web Server Settings($] A1 A74) # o] A 7} LAYt}

a2 85 Web Server Settings(] A1 A7) ] A

REFRESH [ LOG OUT

- -
n | System Monitoring J Configuration | User Management ‘ ‘Remote Control | Maintenance |

HTTP Port:

HTTPS Port:

Save |

J Systern Management Access | Alert Management | MNetwork | Serial Port | Clock Settings | Sysloy | SMTF Client | Palicy |

| | ¥eh Server SNMP

SEL Cerificate SEH Sener

HTTPS Webserver:

Web Server Settings

Configure which types of web server access to allow, and the associated ports. HTTPS is the default. Ifboth HTTP and HTTPS are disabled, you lose access to the [LOM weh interface.
To regain access, you mustlog into the CLI and enable HTTP or HTTPS access.

HTTP Webserver: [ Redirect HTTP Connection to HTTPS =]

]

[# Enabled

443

3. HTTP == HTTPS & A& MEf st}

m HTTP 245} - =508 A#}ol| A Enabled(Z4 3hHE A&t} of & Aest
Eath wilife) Py
T A ‘/hjr

» Redirect HTTP Connection to HTTPS(HTTPS® HTTP 124 A A]17) - HTTP
A4 o] HTTPSO A& o2 A« 4 Ut
» Disabled(M] &4 3}) - HTTPE 3l Al g4t
m HTTPS &4 3} - HTTPS Webserver(HTTPS ] A H]) <ol ¢l+= Enabled (24 3})
shel kg Aelghch
HTTPS ¢} A& 7|24 02 ARg-gu )

ZF — HTTPE 4| 84 318} 71 1} Redirect HTTP Connection to HTTPS(HTTPSl HTTP
A4 AAG)E A8 thS HTTPSE M &4 sFak= 4 -9- ILOM §) Q15 s o] 2of oA
28 5 QU AUt QA 2E Fdsted 1579 0] 4] 9] "CLIE AH8-8to] HTTP H4=
HTTPS ] A2~ A3} o] A% & CLI /SP/services/http &
/SP/services/https H#HS A&}

4, HTTP E= HTTPS £ E ¥ S E shetsto o},

5. Save(MZHE 285t 4F S M I Ch
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-

ILOM< @& A #H o] 25 Ab&ato] AW ZFo] dig BRE AT Erkoby
g AW FRES ZYEHY © o Aot Asd ZHF e Qe FH o] 2~(IPMDE A ¥
vt
of 42t A& =] AdFHrTh
m 1693 0] 1"IPM1 RN
m 1703 ©] A ¢] "ILOM % IPMI"
m 1707 0] ]”IPMItool A}ﬁ"
m 1717 o] %] €] "IPMI 7
m 1723 0] ]”IPMItoolO] o
|

IPMI 7]} &

X]* 3 = weE A H ol A(IPMI) = A 2] IR IE o] AR, thFE )
E FgolA T2 AH A5 Y 9]%% o= AAEAEFYH IPMI 7] 5
2

J

= @4 wA 7bs %% (FRU) QW Eg] B3, A2~ R e, A]_csgl oWl E gﬂ
A2® B2 2 94 A]2~®" A4 ) ;ﬁ% A71/117] 7] *E
Yot IPMI= 5 JEAH A8l EG ARk HEAoR Ay

IPMIE 53] AlE 4 e 5 ZUHY, 27 2 A2 7|52 S F st=9 ol
!

ﬂﬂﬂEﬂLaﬂ%@%ﬂ%%uqUﬁHm@zE@%%ﬂﬂﬂ@%@#%%
A2 el Sm=alol ] G, A2 del SrEdolE 4 EE 2a R
2 e 5 A28 ARG

IPMICl] o gk Al 5 ALES B3 37 A RS BeW tg Al EE 264 A Q.
http://www.intel.com/design/servers/ipmi/spec.htm

http://openipmi.sourceforge.net
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[LOM % IPMI

IPMI= W7 e st ’\V\Eﬂ °] AT T de 54 HES Ao IPMI A E
+ IPMI 714 ¢] st=9o] 4 8429 31+ BMC(Baseboard Management Controllers)
= Tl wekgurh & AA Al A5 sh= 9o O] e d 2o ApE-2 5 7HA 8
oS AlEdUTE A WA o] o7 o] A= Y 9 B A E FIE S 3
om, F A o] ow G AATE A= G HolEE dEs oF sk FES AIA

gyt

AH = By o] =9 SP(AH] 2 R AAM)E IPMIv2.0 # A4 Yt gl Wl = g o
2] Al IPMItool +E 2 E] & Al-&3lo] HH &S
qﬁﬁﬂHoMﬁﬂﬂHﬂﬂ}MVﬂmMi%é
T el 9 we] &7l M SPel IPMI 7 E

170

[PMItool AF-&

IPMItool-o— NS 2224 IPMI XY AR E Ta] 2 A4S 4 9

1] o] 2~(CLI) %l 2] €] Q111 o}, IPMItool & 271 A| o]} 917 A
T2 Bl e § Jds5 Ut IPMItool 8 & Bl S AFE-shH AY A
AH Ao ~E F3f IPMI 7l 55 T3S = AFUTE T Ao Eoll A IPMItoolS& Th
2=8 % JdHu

http://ipmitool.sourceforge.net/

IPMItool S A}&-3}o] teS S8k 2= o)<t}
= SDR(AIA ElolE] e s1e) el 2A Eel & ¢t

n A S A F T

m SEL(A 28 o]l E 20)9) W82 A th

m FRUEA wA] 7} A2 B AR E A4 § o)
s LAN 74 w7 W52 9o 44 g,

n A A A A A E FFFY

IPMItoolol] t st 2}A| gk Y& th5 Aol E Q] ufj7 ¢ Fo] A& 3314 Al L.

Tn
i)
o,
E3
H
Ir
—
>
Z

http://ipmitool.sourceforge.net/manpage.html

Sun Integrated Lights Out Manager 2.0 AF-& A+ M2 A « 2007'H 82


http://ipmitool.sourceforge.net/
http://ipmitool.sourceforge.net/manpage.html

. %

H

[e]
o.

g

34
74 a1 thAto] IPMI PET H] A

471 ¢]

=

=

p

.

9% 5 gl
ol A1 4

L

R

}_

.
1

[

Fu

Y
=
9
Yt} ILOMe]

B2
=
=

1350t
Z1Ef A H) 2 el A

5

o

R

]

R

[e)
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=
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s o
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=

4

A5 el o

o

1
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i

IPMI PET(Platform Event Trap)
k9

[HlE o

Il

L

[e)
Sun A1

] o

2324

kel

[e)

R

A 7Y
SPo A A&

!
m Critical(%!

=

=

o

-y
-

IPMI 7 a1
m Major(F ) -
s Down(A|

ILOM
]:]E],
1

)

37

=
=

H4 &5t ILOMe] 4 3L WAl A]

A}-g-3]

=
=

m Disabled(AE o EH) - A1
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=
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=

=
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[PMItool&] <

52 IPMItoolS A& = = W dish o Yt o] ool A 10.8.136.165+
ILOMY IP 429Ut sld 98-S v E ZAEZd A FE5E Uk 28y AN
ol F, &, AAF 5)> ZAEd weF the Ytk

v AAM B w55 B

$ ipmitool -H 10.8.136.165 -I lanplus -U root -P changeme sdr

list

/SYS/T_AMB | 24 degrees C | ok
/RFMO/FAN1_SPEED | 7110 RPM I ok
/RFMO0/FAN2_SPEED | 5880 RPM | ok
/RFM1/FAN1_SPEED | 5880 RPM | ok
/RFM1/FAN2_SPEED | 6360 RPM | ok
/RFM2/FAN1_SPEED | 5610 RPM | ok
/RFM2/FAN2_SPEED | 6510 RPM | ok
/RFM3/FAN1_SPEED | 6000 RPM | ok
/RFM3/FAN2_SPEED | 7110 RPM | ok
/RFM4/FAN1_SPEED | 6360 RPM | ok
/RFM4/FAN2_SPEED | 5610 RPM | ok
/RFM5/FAN1_SPEED | 5640 RPM | ok
/RFM5/FAN2_SPEED | 6510 RPM | ok
/RFM6/FAN1_SPEED | 6180 RPM | ok
/RFM6/FAN2_SPEED | 6000 RPM | ok
/RFM7/FAN1_SPEED | 6330 RPM | ok
/RFM7/FAN2_SPEED | 6330 RPM | ok
/RFM8/FAN1_SPEED | 6510 RPM | ok
/RFM8/FAN2_SPEED | 5610 RPM | ok

T =9 =92 Ads] FA1E AU AA E9ell= 16371 9] AA 7 FAH YT
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v 9 A4 B AR AR 1)

$ ipmitool -H 10.8.136.165 -v -I lanplus -U root -P changeme
sensor get /SYS/T AMB

Locating sensor record...
Sensor ID : /SYS/T_AMB (0x8)
Entity ID :41.0

Sensor Type (Analog) : Temperature
Sensor Reading : 24 (+/- 0) degrees C
Status : ok

Lower Non-Recoverable : 0.000

Lower Critical : 4.000

Lower Non-Critical : 10.000

Upper Non-Critical : 35.000

Upper Critical : 40.000

Upper Non-Recoverable : 45.000
Assertions Enabled  : Inc- lcr- Inr- unc+ ucr+ unr+

Deassertions Enabled : Inc- ler- Inr- unc+ ucr+ unr+

v 3AE ALY A7

$ ipmitool -H 10.8.136.165 -v -I lanplus -U root -P changeme
chassis power on

v 3AE A 117

$ ipmitool -H 10.8.136.165 -v -I lanplus -U root -P changeme
chassis power off

9 Asd SUE 22l AEm ol



v 3AE Hdd o

$ ipmitool -H 10.8.136.165 -v -I lanplus -U root -P changeme
chassis power cycle

=

1.

o\

$ ipmitool -H 10.8.136.165 -v -I lanplus -U root -P changeme
chassis power soft

v FRUS A& AKX B7|

$ ipmitool -H 10.8.136.165 -v -I lanplus -U root -P changeme fru
print

FRU Device Description : Builtin FRU Device (ID 0)
Board Product : ASSY,ANDY,4SKT_PCI-E,BLADE
Board Serial : 0000000-7001
Board Part Number :501-7738-01
Board Extra : AXX_RevE_Blade
Product Manufacturer : SUN MICROSYSTEMS
Product Name : ILOM

FRU Device Description : /SYS (ID 4)
Chassis Type : Rack Mount Chassis
Chassis Part Number : 541-0251-05

Chassis Serial : 00:03:BA:CD:59:6F
Board Product : ASSY,ANDY,4SKT_PCI-E,BLADE
Board Serial : 0000000-7001

Board Part Number :501-7738-01
Board Extra : AXX_RevE_Blade
Product Manufacturer : SUN MICROSYSTEMS
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Product Name : SUN BLADE X8400 SERVER MODULE

Product Part Number : 602-0000-00
Product Serial : 0000000000
Product Extra : 080020ff{f£FEFEEff0003bafl5c5a

FRU Device Description : /P0 (ID 5)
Product Manufacturer : ADVANCED MICRO DEVICES
Product Part Number : 0F21

Product Version 12

FRU Device Description : /P0/D0 (ID 6)

Product Manufacturer : MICRON TECHNOLOGY
Product Name : 1024MB DDR 400 (PC3200) ECC
Product Part Number : 18VDDF12872Y-40BD3

Product Version : 0300
Product Serial : D50209DA
Product Extra : 0190
Product Extra : 0400

FRU Device Description : /P0/D1 (ID 7)

Product Manufacturer : MICRON TECHNOLOGY
Product Name : 1024MB DDR 400 (PC3200) ECC
Product Part Number : 18VDDF12872Y-40BD3

Product Version : 0300
Product Serial : D50209DE
Product Extra : 0190
Product Extra : 0400

o SUEZ 22| elEHol~
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176

v IPMI A &~H o] E 271 1 7]

$ ipmitool -H 10.8.136.165 -I lanplus -U root -P changeme sel
list

100

Pre-Init Time-stamp | Power Unit #0x78 | State Deasserted

200

Pre-Init Time-stamp | Power Supply #0xa2 | Predictive Failure Asserted
300

Pre-Init Time-stamp | Power Supply #0xba | Predictive Failure Asserted
400

Pre-Init Time-stamp | Power Supply #0xcO | Predictive Failure Asserted
500

Pre-Init Time-stamp | Power Supply #0xb4 | Predictive Failure Asserted
600

04/05/2007 | 12:03:24 | Power Supply #0xa3 | Predictive Failure Deasserted
700

04/05/2007 | 12:03:25 | Power Supply #0xaa | Predictive Failure Deasserted
800

04/05/2007 | 12:03:25 | Power Supply #0xbc | Predictive Failure Deasserted
900

04/05/2007 | 12:03:26 | Power Supply #0xa2 | Predictive Failure Asserted

a00 | 04/05/2007 | 12:03:26 | Power Supply #0xa8 | Predictive Failure Deasserted

b00

04/05/2007 | 12:03:26 | Power Supply #0xb6 | Predictive Failure Deasserted
c00 | 04/05/2007 | 12:03:26 | Power Supply #0xbb | Predictive Failure Deasserted
d00 | 04/05/2007 | 12:03:26 | Power Supply #0xc2 | Predictive Failure Deasserted
e00 | 04/05/2007 | 12:03:27 | Power Supply #0xb0 | Predictive Failure Deasserted
f00 | 04/05/2007 | 12:03:27 | Power Supply #0xb5 | Predictive Failure Deasserted
1000 | 04/05/2007 | 12:03:27 | Power Supply #0xba | Predictive Failure Asserted

1100 | 04/05/2007 | 12:03:27 | Power Supply #0xc0O | Predictive Failure Asserted

1200 | 04/05/2007 | 12:03:28 | Power Supply #0xa9 | Predictive Failure Deasserted
1300 | 04/05/2007 | 12:03:28 | Power Supply #0xae | Predictive Failure Deasserted
1400 | 04/05/2007 | 12:03:28 | Power Supply #0xb4 | Predictive Failure Asserted

1500 | 04/05/2007 | 12:03:28 | Power Supply #0xbe | Predictive Failure Deasserted
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Simple Network Management
Protocol

ILOMO A= VIES A 2]l tiet dloJ8 & n & H A8 5= SNMP(Simple
Network Management Protocol) & Al U TH SNMP+= 718 94 T+ Z2ES
duot
o] & thi = A H o] lHUth
m 1783 0] %] 2] "SNMP 7] &"
m 1793 0] %] 2] "SNMP 2t 2"
m 1793 0] %] ¢] "SNMP Management Information Base
m 1803 0] A €] "7 i Bl SNMP E
m 1817 0] A ¢] "CLIE A}-8-3Fo] SNMP AR-&-2f )"
n 1813 0] #] ¢] "CLIE A}8-3}o] SNMP AR&-AF AA F7}
» 1813 0] A ¢] "CLIE A}8-3}o] SNMP AR&AF A4 A 5"
n 1813 0] A ¢] "CLIE A}-8-3}o] SNMP AR8-2F A4 AbA]"
n 1827]0] %] ¢] "CLIE AH&-3te] SNMP A FHE F7F == 13
n 1827 0] A ¢] "CLIE AM&-3Fo] SNMP AU E] 2FA]"
» 1833 0] A ¢] "CLIE A}8-3Fod SNMP E5] thd 443"
m 1843 0] % ¢] "4 QB H o] 2F ALR5F] SNMP AH&AF 2"

E)
e

n 184301 %] 9] "§ Q1 E]H| o] 2 A}E3Flo] SNMP A A A"
s 1867 0] A <] "9 OV E] H o] A2 A}-&5}o] SNMP AF-&AF A A =7} = @A
w1887 0] A ¢] "¢ SIE]H o] 25 AFE-8te] SNMP AHEA} A AFA"

w 1883|0] %] €] "§] QlE] H o] 22 AL-E-3L0] SNMP ARFYE F7F = A"

= 1895 0] A 9] ") QIE] A o] 25 A}-8-3Fe] SNMP 7| Fr U B 2FA]"

n 1893 0] ] 9] "} QTE H| o] 25 ARE-Ste] SNMP == A 9] 4"

177



m 1907 o] #] 2] "SNMP <"
» 1903 0] %] 2] "SNMP A7 H 7] g 4"

n 1929 9] %] 9] "snmpget H snmpwalk net-snmp %S AFE-SHY] A H 71A
—9_7] "

n 1939 0] % 9] "snmpsetE AF&35Fo] AR AA"
n 193701 A 9] "snmptrapdE AH&-3te] EF 74l

1

T = o] &Y & M= /sp/E A A S AFE U T Sun A H E R E
uhet o] S /oMM/ O AR T o R v ¢ QU T Skl g A
Sun A H FHFAA FSHUT

SNMP 7l &

SNMP(Simple Network Management Protocol)« W E S I % FX] = Y ES] F
AZE =25 BT 5 e Y 71 dYth SNMPE ARS-&to] #e] A (=)
SUIES A ] 2Eo]Ad zbel] HiolB7b gk Y. whe] A= S 2E, dh9-F, 9
AH], UIE ] F7d0] 718k 2] o} & SNMPE A 8k & 4] 9] 1 v SNMP ] A]
A]+= UDP(User Datagram Protocol)E AF&-3to] IPE &3l A5 Utk SNMPE A ¢
st BE vy &8 ZRIOPS Sl A E g dsyTh
ILOMo| A= SNMP H 7 1, 2¢ 2 3& XL 73U th SNMP v3oll A= SNMP vl 2 v2c¢
olge] F7A ¢l Bet, Q15 B Zefo] A E Al E st = SNMP v3E AR&-8h= 2l
F5Uoh
SNMP+= %4 AA|7F obd LR EZFo] B R SNMP HA A& ALgatel ™ &8 Ta
Fo] AUt SNMP 2] AZEofoll A o] 7|53 AlgatA tha §] Ale] Eo
A net-SNMP9} &2 MY Ak =5 AR 2 AF U
http://net-snmp.sourceforge.net/
e 2g o] olo] A E K5 SNMP " A A & AE-8te] EA1gH et ¥ 2Hlo] A
9]
AR

N ARE 5/ 5 dGUrh ol AEE 246 $Haa 94X g A
2 EQ Uz A58 5 9

g
m Get

m GetNext

m GetResponse
m Set

m Trap
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SNMP 2+ g

SNMP 715 & Ab8-ahef ™ th 5 7H4 74 8.47F da sy

n HEHI 22| AE0|M - HIES A #e] SEo]de e =
Aojahs B8 §8 TRIPS TAEFUL

Z]

Iy
il
b
i
o
o
_(}‘L
=2

A2 £E - Y =5 ILOMS 235 SPeF o] #y] o]l 24 S &

& 3l= SNMP #g] oo HEE 3 2E&E A1, 245 & 5B 5o Fx gyt
] 2ol FYE ALE5te] T oo]HE. T ARE EYTFOZH w55
FUHIH YL viyA = 2= ER FEE 2] Ho| ol I e e RS
AFed 5 JdFUTEH SNMPE & ~H ol Az o] HE Thof] ] ARE st

ol A EE e,

SNMP ol o]  E= Sun AW & &0l AFd X5 of Q3 ILOMo| A A ez B E
SNMP #8 &= ILOM<S S8 g U o] 7]5& A8t ™ &9 Al Ao SNMP
ZaloldE 8§ T a#o] glojol ),

SNMP Management Information Base
j} o]

=
SNMP & 9] 7] 744 8.4 % MIB(Management Information Base)$ Y t}. MIB+
WUAE w0 ALg bs e JR et A4 E 942 7] HekE BaE 3 o
oM = E] el AT F2E Bl MEY A Aol digh ARE BHFyh
MIB:= SNMP ol o] E ol A A28 5= Ql= W5 o). vhe] 2 o] Aol A
UAE E2 B H ARE 2 Yots 49 dlo]dEs 935 w2 5 MIBollA &3
ARE ARt MIBE A ¥ 2] Y ES A 7, e 2 SA o digh AA =5 A3
Yk,
ILOMe®]l 4] A}-&-5]i= SNMP MIB:= U3} 2551 th
= SNMPv2 MIB¢] A] 2] 2 SNMP 1% (RFC1907)
» SNMP-FRAMEWORK-MIB(RFC2271.txt)
= SNMP-USER-BASED-MIB(RFC 2574)
» SNMP-MPD-MIB(RFC 2572)
» ENTITY-MIB®] entPhysicalTable(RFC2737)
» SUN-PLATFORM-MIB

o] MIBoll A &= RE AlA & A 7] B i el & vl Zste] A B AjA] st=9)

SEREEEER =
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m SUN-ILOM-CONTROL-MIB
o] MIBo| A& AFE-AF 2= M~ #E], H 3 53 22 Sun SP & CMM 74
< AL

m SUN-HW-TRAP-MIB
o] MIB9| A += Sun SP == CMMO A A& 4= = sl=¢jo] ¢l Edlof of 5
A g,

s SUN-ILOM-PET-MIB
o] MIBel| 4] += Sun SPell 4] A& 5

U]

3 Ao} PETol o 3 =}A) 3k
S Al S

%1+ IPMI PET(Platform Event Trap)ol th
€& 1355 o] A o] "o ] FR"E Fx

U]
SNMP &
ILOM< AR&-3sfo] Hof 1570 €] 7 11 T = dH5UH ILOMOl A A8k 2+
A3 gt el A, A el met o] ééaxﬂ 7N o3 A o sl ok Tt A
I FPoA = A WAAE FEE o AFSE WAR] AP A TS oy
o}, ILOMO| A= IPMI PET 4 1, A=} v ekel 231 == SNMP EEU xﬂ 7FA] 7oL
FdS AL
ILOMol| A = AF&217F X1 4 3 IP 40 o sl SNMP E3 a1 AAA S #d3ty).
Ak BE U)ol A= SNMP EF wlA| A 9] 418 2] 3l oF gt
ILOM®| = SNMP #g] &8 T2 723 o 2 o] SNMP E & AL 2% 3= SNMP ¢ ©]
AET} ALA A X 5] of 91@44.

o] 1 = A&t o A oF T
Z3¥ MIBEZ SNMP t g E a0 53 2 A gghc},
oMol Ao tfal &yt
#g 2ol RUYEE ILOMS 43Ut}
EF oS 712 A o8 Ao A FHEUTE 72 07 of o] H E o A
161914 SNMP &3S 421813 L E 1622 EHLS By},

— H=

r1r
ke
(m
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CLIZ A}&-3lo] SNMP AF-&A} ¢

ILOM CLI(" & < E o] 2)E AFE-3lo] SNMP AF8-2F A1 2 AFYEE F71,
2h7) = A 4= Adsy T

|

— ILOM CLI°I A 2§18 o] Set Requests(2 4 83)& AH&sh#] &Fo™ BE
SNMP AAZE 71 % % =g

CLIZ A}-&3lo] SNMP A& AR 37}
. ILOM CLIol| Z2|Xt2 2aolstct,
. SNMP v3 217| M2 AMEXA HE S FJ15t2{H ClE dE8 2 Ao

create /SP/services/snmp/users/username authenticationpassword=
password

CLIZ A}-£3}o] SNMP AF&2F Al AH
. ILOM CLIo| 2t2|AtZ Z2aelgtHct,
. SNMP v3 ALEA AN S HESH M ClS Wy g a syt

edit /SP/services/snmp/users/username authenticationpassword=
password

T — SNMP A&-AFe] w5 WA e s
authenticationpassword?® < X A3 oF T},

CLIZ A3l SNMP AF&-2F A& 2HA|

. ILOM CLIof| 22|XIZ2 2 aelghcf,

[m]

. SNMP v3 AtEAL AE S MM st ot HE S Ak

delete /SP/services/snmp/users/username
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v CLIZ AF&3to] SNMP 74+ B 57}
1. ILOM CLIo| 2t2|AtZ Z2aelgtct,
2. SNMP vl/v2c AFRUEIE F7I5t2{H Cl5 @& 2 & &t

create /SP/services/snmp/communities/communityname

v CLIZ A}83lo] SNMP A HF U gl 2HA

1. ILOM CLIo| 22| A2 2 aelghct,

Al A=A )\—
Oy 71 Oy %
Thg ol = SNMP AH8 A Aol AL83 9= T4, 54 2 grel U Ho] 2%
Ut
£ 101 SNMP AH&-A; AR i, 44, 4t
o & =M ak 7|2k
/SP/services/snmp/ permissions ro|rw ro
communities/
communityname
/SP/services/snmp/users/ authenticationprotocol MD5 | SHA MD5
username authenticationpassword* <string> (2 F214)
permissions ro|rw ro
privacyprotocol none | DES none
privacypassword* <string> g 7A219¥)
/SP/services/snmp engineid = none <string> g TA2E)
port = 161 <A F> 161
sets = enabled enabled|disabled disabled
vl = disabled enabled|disabled disabled
v2c = disabled enabled|disabled disabled
v3 = disabled enabled|disabled enabled

* privacyprotocol %41 2] #k°] none©| o} TFE #holW privacypasswordE WF=A] A A & of vt}
A gAE HEAY =4 vl = authenticationpasswords A A 8] oF &1 tHSNMP v3ell 1k 3] 3.
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A& 59, AH&A a19] privacyprotocol s DESE W74 3t# ™ th23 o] JH3

U,

-> set /SP/services/snmp/users/al privacyprotocol=DES
privacypassword=password authenticationprotocol=SHA
authenticationpassword=password

e WH e AYF 9ol T WA F A,

-> set /SP/services/snmp/users/al privacyprotocol=DES

F - sopolu A W A% 4 A S FIE SNMP AHEA AFE WA T 5

v CLIE AF&3Fo] SNMP E = that +A4
S Ao wpgl SNMP E3S Bl A& 74 3o
1. ILOM CLIo| 2t2|AtZ Z23aelgtHct,

2. show BHES A0 20 2o x| HES HAITH T
& &9 v&d gayy

/SP/alertmgmt/rules/1

Targets:

Properties:
community_or_username = public
destination = 0.0.0.0
level = disable
snmp_version = 1

type = snmptrap
Commands :

cd
set
show

3. /SP/alertmgmt/rules/snmp C|2H E2| 2 o| &L Cl CtSS &gt

-> cd /SP/alertmgmt/rules/snmp
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4, O & 10l A 157}X] SNMP EF ol tjM 2 78S H& S MEiStD sl CH ER 2
ols&4ch

o E E¥ o5 25Ut
->cd 4

5. S & Cl2A E2| Lol set WHE AHsSt0] A& SM S HE Ol
o F =¥ v 25Uk

-> set type=snmptrap level=critical destination=<[Paddress>
snmp_ version=2c¢ community or_ username=public

W Ve #| 0] 25 AR-E-8F o SNMP A4}
e

o] o) A= ILOM ) Q1E| o] =5 Abg-ahe] SNMP AHEAH 3 AR EE e st
el o e A g o,

v f dEH o] ~E ARE8E SNMP A7 4
thE @Al el whek SNMP A4S 78 ot

1. ILOMOI| 22| Xt=2 23215101 E

2lE{H 0|~ E FUcCh
ILOMell ¥ej#t Aoz 213 4907t SNMP A4S 4T 5 d5H

2. Configuration(74) --> System Management Access(A| A8 22| HAA) >
SNMPE WM& gtCt,

SNMP Settings(SNMP A1 A4) o o] 2] 7} Wb T}
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38101 SNMP Settings(SNMP 4 4) = o] %]

ABOUT REFRESH LoE ouT

01 44F1FABFY

Sun™ Miicrosyst

User Management | Remata Control  Maintenance |

Syslog | SMTP Client

J System Managerment Access ‘ Alert Mahagement Metwork | Serial Port ‘ Clock Settings

‘ieh Serer SHMP S5L Certificate

SHNMP Settings

Manage SNMP users, communities, and access form this page. To permit access for Set Requests orvl, v2e, orv3 protocols from SHMP users, checkthe box next to the appropriste
function.

Port: |181

Set Requests: I get Requests
™ w1 Fratacaol
I v2e Protocal

F 3 Pratacol
Save |

¥ Communities ¥ Users

3. Port(ZE) Bl AE ZCo| TE HSE Qladshct,

4. Set Requests(8d RF) =tolets MEHSIHLE MEY 54510 Set Requests(EH 2 &)

FHE ALESHALL ALESHR| =S Mg Ch

Set Requests(A2 4 8.4)E AH&38HA] ¢F o™ K= SNMP ZIA7F ¢} 7] A &o] gyt
04 SNMP v1, v2¢c EE= v3& A5 & A gt
o

2} = MEd St
SNMP v3&= 7|24 02 AL YT v, v2c 2 v3 22 EF HA

F - 29 1029} o] sl|o]A] kel A SNMP A F U E] Ei= AFg S F7h 4
A FE dFUh
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28102 SNMP ARUE 2 AL§ A4

SNMP Communities
[ add | Edit I Delete |

Ci ity Name Permission ‘
fa
-~

private e

pukblic o

% Backto top

add | Edit | Delete
User Name Authentication Protocol Permission Privacy Protocol ‘
| 7as MDS o DES

% Backiotop

v QA H o]~ F AFE-SF] SNMP AHSAF A1 57}
EE

ChE Gl whet SNMP v3 AH&-2F A1 & F7Fsk A H 5 3o

1. ILOMO|| Z2|Xt2 2321510 3 eIH I o|AE FUCh
ILOMell #e]2F A7 & 2 2115k A 5o vk SNMP AH&-2F = Abg2F A S 37
g sy

2. Configuration(74) --> System Management Access(A| A8 22| HAMA) >
SNMPE ME4 3L C},
SNMP Settings(SNMP A A4) o o] 2] 7} v e} U v}

3. Users(AF2Ah I3 E 28517 Lt of2f 2 AT E5101 SNMP ALEXI S22 EAIE
4 ek

4. SNMP ALEAF 5 of2foll A Add(F7}) E£= Edit(HE)E S e ch
19 10-37% o] Add(F7h tis} A = EditCA F) tist 27 vERd Y T

ez
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10

11

12

.

13.

28103 SNMP AR&-AF =7} t 3} 4}

/129.148.97.113 - Mozilla Firefox i 10| x|

Sun™ Integrated Lights Out Manager

To grant an SMMP user access to ILOM, enter the SHMP user account details here. Click
Save 10 add the user.

User Name: 1l

Authentication Protocol: MD5 'I

Authentication Password:

Confirm Password: |
Permission:
Privacy Protocol: DES 'I

Privacy Password: |
|

Confirm Password:

Save || Close |
| pone [1zon4s0m1s & | @
User Name(AHEAL O| &) Bl A E HEol ALEXALO|FE ATt
A2 o) 68 S0 3 EE T FEAR A0 o, BN S 2 PY

T sy

Authentication Protocol(2! 5 Z2 & F) = FCH2 S 50|A MD5(Message Digest 5)
EE = SHA(Secure Hash Algorithm)E A& gt

:ILT-:% [RR=
Confirm Password(&& &tol
Permission(# sh EECIE S E0M ¢17| M E(@ro) EE= 47]-27[(w)E M EH & C},

Privacy Protocol(Z2}0|H{A| Z2 EF) EFCHR 5 S0|lA DES = None(313)S
ME s ek

Privacy Password(Z2l0|HA| 2t5) HIAE ZEof 255 2 EH
o

Salo] W Al 9= 8-164F Abo] o] of B} il &
7} FEH Y]

Confirm Password(& S =2tQl) HIAE ZEof S & CHA| i3 gt

Save(XZHE 2= gl
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v 9 QEl3] o] =8 ALg-3ke] SNMP AHg A A9 214
U5 Al wh2} SNMP v3 AR Al & A1l gy o

1. ILOMOI| &2| X2 219215104 ¢l QIE{H o|AE &L Cl,
A} fato] Y= Ao R 2123 H-o| v SNMP A4S A4 4= 9]

)

Y.

2. Configuration(7-4) --> System Management Access(A| A8 22| MM A) -->
SNMPE ME BfL{Ch

SNMP Settings(SNMP “d #4) & o] 2| 7} WHEb U o}
3. Users(AF2XN) 3 E =AU of2f 2 AT ESH0 SNMP ALEAL 52 EA| L CL
4. MM SNMP AtEALS| 2IE| 2 HHES MEH B O},

5. SNMP AL8 Xt S of2lofl M Delete(AH) & 22 ghct,
el s 4k A,

6. OK(EHe)E 22501 ALR A AT 2 A BLICh
v §1 I o] 2~ F AF-&3te] SNMP AFUE F7}
w2y

T
& A whek SNMP vl 5= v2e AFHEE F7hsk7 v d 5
1. ILOMOI| Z2|Xt2 2321504 @ & H oA E HUCh
d A Agte] A= AR o R maRlg A5 vt SNMP AR HE & F7F e Ay
T Ay
2. Configuration(T4) --> System Management Access(A| AE 22| HA|A) >
SNMPE ME gt}
SNMP Settings(SNMP A1 A4) 9 o] 2] 7} Wb T}

fk

3. SNMP Communities({ R E|) @I E 2&stHL} ofel 2 AFESH0] HARYE S5
S EAIEHCL

4. SNMP A FUHE| 52| Add(F7} ££ Edit(H ) HES S e ch
Add(F7}) B Edit(d ) sk A7 ey o
5. Community Name(# 7 E| 0| &) Z =0l 71 FLE| 0| 52 U efCh

ATIE o5& A0 3547H) EFE F A2 FEAR Aok ool 3% E Y

st = gl
6. Permissions(#eh EECIE S F0A 247 M B(ro) EE= SH7|-A7|(xw)E MEH T

7. Save(X ZHE = &k
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9 QlEl 7] 0] 2 AF8-3te] SNMP 7 FUEl 244
b A o) ulel SNMP vl E= v2e AFUE S 243 o)

. ILOMo|| 22| At2 273215101 2 I Ho|AE HU

Pel Aol gl AR o= 21915 4ol W SNMP AR E & A &
.

. Configuration(T4) --> System Management Access(A| 22 22| AAM| A) >
SNMPE ME4 BT},

SNMP Settings(SNMP 4 #4) & o] 2| 7} WFEp - o}

. SNMP CommunitiesG1 FHE|) @35 25l olel 2 A3 E5I0{ ARUE =
2 EAlgHCE,

. A 2 SNMP 7 R LIE|2| 2l 2 B E2 Megich

. Delete(4fX)E 25 & CL

ske) o3k A 7E e

. OK(&9)E 285t SNMP H FUH E|E AfA &t

3 QLE] 3] o] 25 ALg-5ke] SNMP =) o] 74

o} Ao Wl SNMP E S B

. ILOMof| Z2|Xt2 2¢l5t01 & QIHE oA E .:.‘—I Cf.
HeAl Aol A= ARG o m 2aRlgk Ff-ollvk SNMP EJ tdS 74 5 s

U,

. Configuration(74) --> Alert Management(d 11 Zt2|)S ME4 Lt

Alert Settings(7 31 A7) o] x| 7} YEpd U ), o] Ho] Ao = A E Havt =
ZAU .

. Actions(3}¥)) EECIR 58 o 5|
Create or Modify Alert(3 31 ®H&7] 842 57) th 3k 347} by,

. Ol that &Ate| EFCIR S=o0lM 42 &2 M e ch

wn
o
<
2
A
bal
i
Ml
u
o
2
e
N
>
09
o
Jal
0l
]
L
i
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SNMP
o] Aol+= net-snmp= AF&-3}o] ILOM SP2| SNMP of| o] A E & & 8] 3}+= v} 3k o 7}
vhsl %o,

WA B2 Aol &9 AAL 2E 8= net-snmpe] H4l HAM A 5.2.1 o)
S T ] Aol Eof A Q'T':EEO}'C# A3

http://net-snmp.sourceforge.net/

net-snmpi= ILOMol| A A Y 3li= BE ¥ F MIB(SNMPv2-MIB, SNMP-FRAMEWORK-
MIB 2 ENTITY-MIB)E 4 %] g1 t}. SUN-PLATFORM-MIB.mib, SUN-ILOM-CONTROL-
MIB.mib, SUN-HW-TRAP-MIB.mib % SUN-ILOM-PET-MIB.mib 32 t}-$ 2 =3} 3
¢ H LS net-smmp ET7E MIBE 225 v 2 =elo] A a0k gk A4 W&

1:]_‘3 URL_O_ 7(1—1 o]_/d /\]g
http://net-snmp.sourceforge.net/wiki/index.php/
TUT:Using_and_loading_MIBS

v SNMP A4 ®H7| 2 A4

14 ol A3 g & SP == CMMS 1A 8 3o thg wHA o ul2} SNMP A H
S Ba A oh

b

-> cd /SP/services/snmp

o
N

=
0

0jo

= 2350 /spP/services/snmp LI E2| 2 O| S &L Ch

2. i ClH E2| Lol A show HHES 245101 SNMP A& S S Ch
-> show

/SP/services/snmp

Targets:

communities
users

Properties:

engineid = none
port = 161

sets = disabled
vl = disabled
v2c = disabled
v3 = enabled
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Lict ol & &9 ct22t 254k

Sh
=

M
o
o] v2cE enabled® A A Y}

L

-> set v2c=enabled

B U325 48359 setsE enabled® AA YT}
-> set sets=enabled

4. CHE 2 Y50l A RUEIS BUICL
-> show communities
/SP/services/snmp/communities

Targets:
public

Properties:

Commands :

cd
create
delete
show

5. CtS

mjo

U5t & HRUEIE UL
-> show communities/public
/SP/services/snmp/communities/public

Targets:

Properties:
permission = ro

Commands :

cd
set
show

6. CIS2 A= St0d 7|/247] AAM A Heto] A= At ARUEIE 2HEHCL

-> create communities/private permission=rw
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v snmpget F+ snmpwalk net-snmp HHE S
AHg-3to] A K 744 2.7
1. snmpget WHS 50| EH HEE 71U Ch
A& 5 53 g5k

$ snmpget -v 2¢ -c public -m ALL <sp_ip> sysObjectID.O0
sysUpTime.0 sysLocation.O

SNMPv2-MIB::sysObjectID.0 =
OID:SUN-FIRE-SMI-MIB::sunBladeX8400ServerModule
SNMPv2-MIB::sysUpTime.0 = Timeticks: (17523) 0:02:55.23
SNMPv2-MIB::sysLocation.0 = STRING:

& &9 s 254y
$ snmpwalk -v 2c¢ -c public -m ALL <sp_ip> entPhysicalName

ENTITY-MIB::entPhysicalName.1 = STRING: /SYS
ENTITY-MIB::entPhysicalName.2 = STRING: /SYS/OK2RM
ENTITY-MIB::entPhysicalName.3 = STRING: /SYS/SERVICE
ENTITY-MIB::entPhysicalName.4 = STRING: /SYS/SASBP/
ENTITY-MIB::entPhysicalName.5 = STRING: /SYS/LOCATE
ENTITY-MIB::entPhysicalName.6 = STRING: /SYS/LOCATE_BTN
ENTITY-MIB::entPhysicalName.7 = STRING: /SYS/POWER_BTN
ENTITY-MIB::entPhysicalName.8 = STRING: /SYS/T_AMB
ENTITY-MIB::entPhysicalName.9 = STRING: /SYS/P0
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v snmpset& AF&3lo] AH A
® snmpset WHS Q510 X[ A& HH L Ch

$ snmpset -v 2¢ -c private -m ALL <sp_ip> sysLocation.0 s
"<location>"

dE =¥ ve dsyh
SNMPv2-MIB::sysLocation.0 = STRING: ILOM Dev Lab

v snmptrapdE AFE5lo] EF A

® snmptrapd WHZ 235t0] EPY HEHE AL}

dE =¥ v EEUh

$ /usr/sbin/snmptrapd -m ALL -f -Lo

SNMP E &} o:
2007-05-21 08:46:41 ban3c9sp4 [10.8.136.94]:
SNMPv2-MIB::sysUpTime.0 = Timeticks: (1418) 0:00:14.18
SNMPv2-MIB::snmpTrapOID.0 = OID:
SUN-HW-TRAP-MIB::sunHwTrapPowerSupplyError
SUN-HW-TRAP-MIB::sunHwTrapSystemldentifier.0 = STRING:
SUN-HW-TRAP-MIB::sunHwTrapChassisld.0 = STRING:
ban6c4::0000000000 SUN-HW-TRAP-MIB::sunHwTrapProductName.0
= STRING: SUN-HW-TRAP-MIB::sunHwTrapComponentName.0 =
STRING: /PS3/FAN_ERR
SUN-HW-TRAP-MIB::sunHwTrapAdditionallnfo.0 = STRING: Predictive
Failure Asserted SUN-HW-TRAP-MIB::sunHwTrapAssocObjectld.0 =
OID: SNMPv2-SMI::zeroDotZero
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1%

ILOM A o] JUlolE

ILOM # #of ldo]| E Z 2 A~ 5 AHE-31ef Al ILOM A 9o & A #] 8}l x642] BIOS,
OpenBoot PROM % SPARC®] Hypervisor 2ZE 90| 53 72 7E} 2P E ZES
JH | ES = AdFYTh
o] F& thg A= A H o] U th
m 1953 0] A ¢] "FH o] YJu|o]E ZE A"
m 1967 0] A ¢] "ILOM o] ¢lHelE 7ja"

» 1967 0] A ¢] "CLIE A}H8-3Fo] ILOM H 7 1 17]"

n 1967 0] A €] "CLIE AF-&-3ko] ILOM H9lo] fdolE”

w1977 0] A ¢] "§Y TE]H o] 2~ E AFE-8te] ILOM WA 4 H B 7]"

n 1977 0] A o] ") TE]FH o] ~E AFE-3Fe] ILOM o] Jd|e] E"

w1993 o] %] 2] "TLOM SP A4 A"

Fol — A %e7] Aol TAE & AAS FE T ILOMO A 0S7F A A o2 F

BIEF AETYL AYHor T8 5 gl A ILOMAA FA $25 23}

=, o] A Y Alxgo] &4E 5 dHFU

n Ul EE gkt b oF 5] Yyt ulo]E Fell ILOMO A= th& 2]
S I 5 sy Th

n P Fd JR2E A UES T o7} FASHH A7 222 13 ILOMe] #A
A ¥ ILOM A glo]l W oz AFEF
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ILOM H4lo] el E 7ha
A ol oA e gh .

2. TETP A H o] o]n A & B Alste] CLIZ gulo|Edt AL 24 5 A ~Eo] o]r] X
5 HAbste] §l JIE o]~ 4 E

3. @Ak Agko] gl AHE AR =Rl

—_

4. CLIE= 4] Qe o] 22 AL§-3ho] 4| 2251 ] 2 SP(A M) 22 4] 4]) 2 /8= A A
SUE Y ECMM) #9101 ol =g

5. ol JHlo]EVF R HH A AF o] Agow AFEH Y

v CLIE AF&3Fo] ILOM A AKX H 7
1. 2| AL #Hsto| A= AFEAIZ Eot dof| 2aelgtct,
2. Y T ETEOA versions 3 et Cl

& Ausk e,

SP firmware #.#.#.#

SP firmware build number: #####

SP firmware date: Fri Apr 27 14:03:21 EDT 2007
SP filesystem version: #.#.##

v CLIZ A3t ILOM H9lo] duolE

1. Z2[AF Aol = ALZAtZE 23l s o

2. CHS CLIEE S /&5t Af ILOM E 9 of o|o|X| & ct2E2EFH C
->load -source tftpURL
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o

-> load -source tftp://xxx.xxx.xxX.xxx/filename.pkg

NOTE: A firmware upgrade will cause the server and ILOM to
be reset. It is recommended that a clean shutdown of
the server be done prior to the upgrade procedure.
An upgrade takes about 6 minutes to complete. ILOM
will enter a special mode to load new firmware. No
other tasks can be performed in ILOM until the
firmware upgrade is complete and ILOM is reset.

Are you sure you want to load the specified file (y/n)? vy
Do you want to preserve the configuration (y/n)? vy
Preserving configuration. Please wait.

Done preserving configuration.

Firmware update is complete.
ILOM will now be restarted with the new firmware.

4 ol H o] 25 AFESHe] ILOM WA A HE B 7

. HE|XFEeto] AE AFEAE 2a0lst
. User Mangement(At& At ZH2|) --> Version(H ™) MEH g O,

A A AR7 HEbE Y o

] QlE]# o] ~ 5 A&3te] ILOM H glo] ¢l

. HE|RFEeto] A= AFEAE 2aolst ot

E

. Maintenance(7X| #2|) --> Firmware Upgrade(& 9|0 & 120/ E)E ME4 §HCh,

Firmware Upgrade(: 9o ¢ 2@ o] =) 7 o] %] 7} vpEp L o}

. Enter Upgrade Mode(& 120/ E ZEZ E0{7}7|)& S8 & ch
Hadel= Ruw SojdA] &= &l st AA7F YEbd Ytk

. OK(&2HE 285t fdafol= =2 S0{7FHLE Cancel(F )2 22 5H0{ Z2A|

~g ER8ch

ILOMO A dit g3 & FX]35ta S A] dad el =& &Y gy

1% ILOM H¥of HlolE
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5. Select Image File to Upload(Z 2= % 0|0|X| I MEH) Z =of Af ILOM ZzHA|
Olo|X| mtdeol ZZE UHSIHLL Browse(EolE7)E 22510 Hof M0l E
s MEf stk
.pkg EE Lima FFH o] = ALE AHEE 5 IAIRL pkg FEH S AHE S

Aol £,

28 1141 Firmware Upgrade(3g 910] i 1¢ o] =) o] #]

ABOUT REFRESH | LOG OUT

Ro ninistrator {root) 8P Hostname : SUNSPO0144F1FABFG

Sun Integrated Lights Out Manager

Sun™ Microsystams, Inc.

t Eipiemionnatiiea iz EMonttosin g J Configuration | User Management  Remote Control L el

J Firmware Upgrade | Reset 5P |

Firmware Upgrade

Afirmware upgrade will cause ILOM to be reset and may also resetthe server ifthe BIOS gets updated. It is recommended that a clean shutdown ofthe server be done priorto the upgrade procedure. An
upgrade takes about B minutes to complete. ILOM will enter 3 special mode 1o load new firmware. Users signed in throuah other sessions will lose connectivity when ILOM is reset.

Enter Uparade Mode I

6. Upload(¥ 2E) == Cancel(F )& 2850 Z2MAE SE8HCL
e vpdo] 2 =501 SP = CMMel| thal] &1k o n|#] 7} Y H o] EX =4
Sl yh
of ZEAAE A& EA A AR A oF 13 0] gy

7. Verify Firmware Image(E 9/ 0f 0|0|X| &fol) H| 0| X| 7} LtEtH OK(&H2HE S8 &
L ch,

8. ILOM A& & 7X|5t24™ Preserve Configuration(7& 2 &)2 MEH g, o] &=
2 MEISIX| pto™ HeYof 7| =2gkol s 4™ S Hof &L Ch

9. Start Upgrade( 12{0| = A|Z}) E£= Cancel(F|2)E 285101 Z2MAE S22
=

Start Upgrade(%] L& o] = Al 2 & S8 4 S0l = Helo] o|w X7} o= F<l
S YehE A8 E o] A g YT gagole MalEo] 100%7F =W Blo] o
131]01:7}9} ® Ady

Jelo|E7} &5 F T A AF o] A5 o AFEf T

10. SP X/== CMM MR ET} et2 =M H2t2XN S AFES5H0] ILOMO|| CRA] A Bh Cf,
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v ILOM SP A4 A

ILOM SP(A H] 2= & A A)E A A o
e = dFULh 22U SPE A A AE
3t Fo spE w5 /A By

1. 22| XL HSHO| U= AFESAIZ 2aolgtu ),

(i

_O|_ll
i
= o
5 40

TAEOSO Y T4 B
LOM Al e} ez o] o1 a1 A4 4

Qo

2. Maintenance(FX| 22]) --> Reset SP(SP XA X)E MEHEL|C},
Reset Service Processor(A 0] 2= Z 2 A4 A4 A) #| o] x| 7} & Yy},

a8 112 Reset Service Processor(A H] 2> X Z Al A A A7) 5| o] #]

Sun Integrated Lights Out Manager - Web Browser

7 File Edit Wiew Go Bookmarks Tools Window Help

* » ‘ 0 rﬂ hitp=4#129.148.97. 1 13/iPages'suntab.asp B £ Sear

Back Forward Reload Stop

M mHome | LfBookmarks

User Remoie Conirol Mainie nance

Sysiem Monitaring ‘ C

| System Information

J Firrmware Upgrade ‘ Reset 5P ‘

Reset Service Processor

Resetting the SP disconnects your current ILOM session. You must log in again to continue working in ILOM

Reset P |

3. Reset SP(SP M A1) B £2 22510 [LOMS M4 & BH|ch,
ILOMo] A3 E 5T, ILOMo] A3 E 5= Eoko] = 41 olEjsl o] 22 AL§ 8 & 14
U

1% ILOM EHeof HElolE 199
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127

Sun ILOM >
x64 AW 24 2

97 £42 AHg o

Sun ILOM 992 42 X E Sun

X

SPARC A Bl A& Sun ILOM Y7 Z<o] x| Y9 A| &)

o gl At the g HHF

n 202 0] A 9] T H= T 9F S2E A g 1]
n 2047 0] %] o] "X 8T AP

n 205901 %] 9] "HEYT B4 TE L TR EZ

n 205 0] A o] "HE] A} G AREA A - 291 S LR
2063 o] A1 o] "7 #e]E flel ILOM A3 B A

n 2067 0] A €] "ILOM §§ S1E Ho] 2o AA"

2139 o] 2] o] "A] AW Al F7}

2139 o] 2] ] "FA] A A A&, FA] = TRA] AL A
214570 #] 2] "7 W= 9 wp9-2 2] A X A"

2159 0] 7] 2] 7R E e " 7] Bgy] FA Aot
2169 o] A o] "A A =] A A A4G"

217901 A 9] "Sun [LOM ¥4 Z& Z8"

2189 0] A 9] "CD % Y= A A4 A} Al

64 2 A A 7]HE Aol M Al dg Yt dA Sun
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Sun ILOM 924 &4 /&

A7 Z% Sun ILOM 94 ££2 ILOM 4 AE o] 2o A A e 5 =]
Eil%?&‘%‘ﬁr Sun ILOM ‘?_J_Zﬂv 2&S /\]——g—é}tﬂ %Z} x64 T~E }ﬂ}ﬂoﬂ/\i o ;(01_
A A2 AN R Aol 5 AU

m JHE

LR o

m HT L Z& HA A

n A% GA T o] rA(CD/DVD, 23] FXA])

Sun ILOM ¢7 &8 A3t 27 SgoldES] X 7F 94 5 2E Ao 27

AZE AAH AIES = AF UL o & 5o 94 T2E AW HEYT AA S

AbEtE A 7e s AHESHE e s TR E g dSH

n 24 A A A 4F TAE A AZEg o] X

n 274 oA ENA U T 2E A HHF FEEE A3

n 27 SFEpo|AEGA A4 5 2E Ao GUI 7R T2 0 a2~ g A

n 27 FHO|AENA x64 ZREAA 7R MY Ve S dA R T4

n 274 ZEo|AEd A x64 ZE2AA 7|0 AW A S FA0 =2 #g
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A Ss Hula viA M F'S Hula A WA dE =
AEE UEb Y o, LY
4 WAL AYE HAA A7 2 393 5 33 5
& 58 Zza3o] A2H 35
5 A 7} Gl el A A 2% T2REA gL YHE S AF5S S2ECA US dHES A5
S& T2 aHo] Az A gt o wf A 7F S eEbdlE e W w A gle-S bl E A
2 7} A E S WA A& A HY o} WA A S WA Py o
6 oluAZ ANHE Fejeld 9 3w} HY 3w} 59
A 2% $8 xe1glo] A4
7%
7 olm A7} Q= AElel A 94 2 =gl o)A DVD A A Aol Zgtoln{o| A DVD A} %] H o]
% S8 22 o] A FHAA FA k= AR S A s FAH Q= AP S Q1A
T A Gol FAH AS-ISO Al T T2E A A A §lo o g2l #Azl A oA §le
QS FAT F A= FLde A S By}, AH S By
)
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122 DVD EglolB ol ] melolu g 9174 24 25 (A%

= o

A2 2HEl U2 s2Eo| A== DVD A S2Eo EAIRE CjA%

I COER L o] 2zEg ool AZ fA ¥ o 2EES ool A 4 o
Aol Atk Balol glo AUzl AT LZE o]
B2 AZESoll A A2 f4 oA $HHA e FeholdE
e gAen FeeldES & pAste] 2 B A
oHehA ¥ AHEta 7hgst Aol #ASE Eefolnel &
of 2% Bt Setelnle] gtk Seelmol N FAER
M Z2ER A gls BHE wfA §l S S S
A% g

9 FueldEs ERE A sud 59 e

12% SunILOM 22 Z&£2 AtS5H0] x64 At 214 22| 219
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J

[LOM HH = Qg Ho] X~ =%

o] L Eo] 2o &2ty gHyh
m 2215 0] %] ] "CLI W W&
m 22630 %] 9] "CLI & Fz"

CLI ¥ = & z=%

o] Ao A= W= QI F o] 2~(CLD oI A Sun AW E e sl dl AFE-at= 71 LRt
¢l ILOM ¥ H S 2

T = o] Zo] #& do A= /sp/E A ZsHE S AR T o] td-2 Sun ATH]
Z Y E fﬁ}ﬂ‘r /cvM/ O 2 A 2t g ) vl AbgE = s Ut &9t A A
Sun A ¥ EHFNA FEHYCH
= A we R g Ag
e R My
91¢ DF = RN AEA A HaEdU B4R g2 49
a7 Q1&g
slie] &8 & DX Z 28t ZAFEH| EAHE H2EJUY
W e AG e ol mis grom wt
RSB s otoll A A E HAEE Ad A1gq]
Si=
EREE ) AT o2 PR AAEE AL b
WS e T st deeae
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£ A2 Antk g H
My EE
PE & gAS A 84 help targets
CLIo| A & 1o}y T}, exit
ILOMOI A 218 91 ILOM®] H9lo] A& ¥4 version
k.
Z ARE FATEYTH show /SP/clock
REECLIEE S gAY show /SP/cli/commands
A ILOM A S FA gy} show /SP/sessions
W w el @ A g wAFU help
=4 9o at 4RE FAFUY help creafe
e o] EgYt load -source tftp://newSPimage

show /SP/logs/event/list

£ A3 A4 T

oy uy

24 A gAE F7shy o) create /SP/users/user]l password=password
role=administrator|operator

27 AFEAE AbA gy ). delete /SP/users/userl

27 Abgxe] £ WA YL set /SP/users/user]l role=operator

BE ZA A& s ARE show -display [targets|properties]|alll

FEA Y. -level all /SP/users

LDAP A4 Uit ALE AT
[RR=

LDAP 44 & 9743ty

2

show /SP/clients/ldap

set /SP/clients/ldap binddn=proxyuser
bindpw=proxyuserpassword
defaultrole=administrator|operator

ipaddress=ipaddress
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I* A4

FECERR

rE

A4 B

A
=

o
=}

O:
=

%4

YEYT 4 AR E LA show /SP/network

P

ILOMS Y ESH &AL set /SP/network pendingipaddress=ipaddress

WA P F+49 & pendingipdiscovery=dchp|static

EAQ VESZ $4S ¥ pendingipgateway=ipgateway

3t &4 M dAZ40] 314 pendingipnetmask=ipnetmask commitpending=true

o,

QX 219y T E t}gk 4B show /SP/serial/external

& wAFUT

oIE Ay ¥E LA S W7 set /SP/serial/external pendingspeed=integer

(2= commitpending=true

S AE AY 44 show /SP/serial/host

ge e EAT O

SAE AY ¥ E LA S set /SP/serial/host pendingspeed=integer

WAy commitpending=true

Al o] i AL TAE

Q3 AA Y XE 0,

COM1 E & /dev/ttyS0¢l

ik &= A A ) of

Fuct.

A5 74 #e ¥

Ay =L

Zao] ek B =S ¥ A3 show /SP/alertmgmt/rules/l...15

o A 1570744 B g 74

@ 5 sk

IPMI PET 7 1.& F4 3t} set /SP/alertmgmt/rules/1...15 type=ipmipet
destination=ipaddress level=
down|critical |major|minor

v3SNMP E® H 31 E 1A% set /SP/alertmgmt/rules/l...15 type=snmptrap

vt} snmp_version=3 comunity_ or_username=username
destination=ipaddress level=
down|critical |major|minor

Az Wd AuE FA3% ). set /SP/alertmgmt/rules/1...15 type=email

destination=email_address level=
down |critical |major |minor

FEA ILOMEHEZE eleH ol F

FA
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E A6 Al2~E ] AA A

Ay gy

HTTP A Ao tJ3t show /SP/services/http

Aus wAF .

HTTPSZ 9] A5 #] set /SP/services/http port=portnumber secureredirect
2 8439} 7+ enabled|disabled
HTTP 242 W73 servicestate=enabled|disabled

.

HTTPS 9N A 2of )3} show /SP/services/https

AuE EA T,

HTTPS A4S W7 set /SP/services/https port=portnumber servicestate=

g}, enabled|disabled

SSH DSA 7] 4% S show /SP/services/ssh/keys/dsa
FARUS.

SSH RSA 7] 214 & show /SP/services/ssh/keys/rsa
FAI U

E A7 SNMP ™ %

EE

SNMP AH-&-2HE A T
SNMP AHg-2H5 F=7Fgh ot

SNMP AF&-2+5 A4 g o},
SNMP &&(¢17] d-&) A4
ol gk J 15 A g
o] AxE SNMP &¢& AFY
glo F7Fgu ot

SNMP & AFYE A ©]

FAE “ﬂ] .

pp P

i

show /SP/services/snmp engineid=snmpengineid
port=snmpportnumber sets=enabled|disabled
vl=enabled|disabled v2c=enabled|disabled
v3=enabled|disabled

show /SP/services/snmp/users

create /SP/services/snmp/users/snmpusernanie
authenticationpassword=password
authenticationprotocol=MD5 | SHA
permissions=rw|ro privacypassword=password
privacyprotocol=none|DES

delete /SP/services/snmp/users/snmpusernane

show /SP/services/snmp/communities/public

create /SP/services/snmp/communities/
public/comml

delete /SP/services/snmp/communities/
public/comml
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£ A7 SNMP & (71 <5)

My Hy

SNMP AMA (2371 /2~ 7]) #1F show /SP/services/snmp/communities/private
e & ARE ZAIE

.

o] & SNMP A4 AR
Elo| F7}3 o

SNMP A AFYE] A o]
G2 & A A Y

create /SP/services/snmp/communities/
private/comm?2

delete /SP/services/snmp/communities/
private/comm?2

E A8 TAE A 2~H W

My ]

FTARE A 2E s A AYE start /SYS & start /CH

A AT

SRE A2 EE A AYS stop /SYS L+ stop /CH
FAFUHR S T52).

SAE A2E s AJA] Y-S stop -f /SYS ™+ stop -f /CH
FAFYUHZA T5)

T2E A 2" = A S LA reset /SYS i reset /CH
Fuok

AL A A el T AE Z4:0 start /SP/console

adgy

SAE Z&o d24% AAES $% stop /SP/console

FUh(A S £5)

FE 240 A9 AMS F4  stop -force [-£]

FYUTH A T 87) /SP/console

= A9 g2 4A 95

My ]

ILOM 8 & 7] E NTP A8 set /SP/clients/ntp/server/l address=

ILOM Z¢ & BZ% NTP A H
o} 7|t E =5 A}

ntpIPaddress

set /SP/clients/ntp/server/2 address=
ntplPaddress2

FEA ILOMYEEZE 2lHH ol & &=



i
N
N,

Lo
r_‘o-‘{_yl
2
do
B
N
— o
K
>,
o
i
£
=
)
e}
o
)
N
Q
1)
o
n
il
jins
)
ol
o,
ra
2
__>|4_:1
o
il
of
)
Lo
td
rin
4

4 B%o] BAHY

.ZF_

cd target

ri

o
>

L= 4

[-default] [-h|help]

emmett = 0] 5 9] AFEAE WHEH W /sP/usersel] W3] caE 33 YA 7 E
N4 o2 /sp/usersE A3} create HH = Ay

->cd /SP/users
-> create emmett
AAE govul cas Pk

->cd /SP/users
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create W& A&

create M #H S Al-&3}

AR AR e A &

Sl

:ll

2
o
sl

create [options] target [propertyname=valuel

A

[-h|help]

e, &4, wk

create W@l tist A, 44 2 3k

Yt} create H ¥ ALE

i A-10
w& e =4 o 7|2
/SP/users/username password <string> (none)
role administrator operator
| operator
/SP/services/snmp/communities permissions rolrw ro
/communityname
/SP/services/snmp/user/ authenticationprotocol =~ MD5 MD5
username authenticationpassword <string> (g £x49)
permissions rolrw ro
privacyprotocol none | DES DES
privacypassword <string> (g EA9¥)

o]

-> create /SP/users/susan role=administrator

=
2EA

ILOM

o

q

0

o
A
ro
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delete W& A&

delete WH S AFE3IH o] & FHAA MAE AAT & AH5UY. delete BHS
=T 8 “’ﬂ/\] A 7F FAE YL o] ZEXLE YA A Z A ASHY —script A4S

AFEEHA A &

il

:ll

delete [options] [-script] target

A

[-f|force]l [-h|help] [-script]

i

E A1 delete W Hol| thdt it

o &

ol

o
aT

/SP/users/username

/SP/services/snmp/communities /communityname

/SP/services/snmp/user/username

o
-> delete /SP/users/susan

-> delete /SP/services/snmp/communities/public
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exit [options]

A

[-h|help]

help Bg /\]’ e

help W#H & AH&stHd HE 2 gided dig =% ARE ZAS F AFHh
-output terse ¥4 AFESHE AFEH A B TAFH YUY —output verbose
S HH ALE ] o & E3tsto] AFEH, AW 2 F7F AR E A Y -output
FAS /\}%é}xl YO AME AR = =8 W dig e A A H Y

command targetsZE X A3 /sp ¥ /svyse 1A
A o] FAFU A S A WE 5 Qe A,

M

:IL

help [options] command [targets]

A

[-h|help] [-output terse|verbosel
i

cd, create, delete, exit, help, load, reset, set, show, start,
stop, version

_[?_% A ILOM Dod%’g o._E‘I_U:”O A 7é|-_7.t_ 229



o]

-> help load

load W< MBolA o RdS dEshe v AHg
A-&-H: load -source URL [target]

-source: }U & 74 & A E A A FH T

-> help -output verbose reset

reset W W& S AP A8t H AHEH YT

AF&WH: reset [-script] [target]

Available options for this command:

-script: o /obH @ &l WA A& FAEHA] AL o7 A AXE 2y
& &9 vEd gayth

-> reset /SYS

Are you sure you want to reset /SYS (y/n)? y
Performing hard reset on /SYS

-> reset

/SP Are you sure you want to reset /SP (y/n)? n

Command aborted. ->

load " & AF&

load ¥ ® & AF&-3lH URI(Umform Resource Indicator)@ A 4 ¥ 42=2] o]w]#] 3}
912 A4 5ho] ILOM #9102 Aol B 4 %1t} URIE Aol ALS & =2
Elﬂr Z]"‘l SHE AR F AFHT TFIP L2 EZ W A ¥ B2 URL7} tftp://
2 A At ojof Ut A4 FH o] B asHA R A sHA] 2 F o= dEE ﬂ]a;
o= WA A 7F A YT -script g A& AHgBte] o = 0}14 =l WA A &
shA] e o] o7k A1 E AR AEgu

F\:\ J
> oL

=
=

T - o] B85 AHEsW ILOM # 9lo] % BIOSE lHo|ES = lFyu.

il
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T

load -source URI

A

[-h|help] [-source] [-script]

o]

-> load -source tftp://<ipaddress>/newmainimage

F - gelo] ol =2 aw Av e ILoME AR sloF FUTh g Lelo| =8 A
#a}7] ol AW 9 FRIE A0l Fut) A oLelol =i RS bl oF 5ol
APUL ILOME A28 Beo] 2 2Ea7] 9l 54 new S0z AT, 7
So] ¢l 1elo] =7} ehsi 31 ILOMe] A4 4517] Aol The olw A4l @ 4 gier
U},

ekt

-> load -source tftp://archive/newmainimage
Are you sure you want to load the specified file (y/n)? y
File upload is complete.
Firmware image verification is complete.
Do you want to preserve the configuration (y/n)? n
Updating firmware in flash RAM:

Firmware update is complete.
ILOM will not be restarted with the new firmware.

reset W& A&

reset WH S AHESHH o] B E AEA S 5 AdFUT ALAA A 2= &<
T A] 17} 1%143} o] T2 E v A A2 A7 ete] W -script 3L AR EHA]
A9

T — reset HHL =9 o] AFx9 AY AHlol = H85 = &5y
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a

?

reset [options] target

A

[-h|help] [-script]

o

E A-12 reset FH st g
28

/SP

/8SYS

o

-> reset /SP

-> reset /SYS

set BHL AN e $HS AT 5

set [options] target [propertyname=value]

L

[-h|help]
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Hd, =

A6\'/ %k

# A-13 set Wl thgk i, 4 2 @
FE it 24 2 7123
/SP/users/username password <string> (none)
role administrator | operator operator
/SP/alertmgmt/rules testalert true (none)
/SP/alertmgmt/rules/ community_or_username <string> public
rulename destination email_address (none)
(rulename = 1-15) level down | critical | major I minor  (none)
snmp_version 112c13 3
type email | ipmipet | snmptrap  (none)
/SP/clock usentpserver enabled | disabled disabled
datetime day month date time year <string>
/SP/services/http port <AF> 80
secureredirect enabled | disabled enabled
servicestate enabled | disabled disabled
/SP/services/https port <A T> 443
servicestate enabled | disabled disabled
/SP/services/snmp engineid <163 4> IP +2
port <A4> 161
sets enabled | disabled disabled
vl enabled | disabled disabled
v2c enabled | disabled disabled
v3 enabled | disabled enabled
/SP/services/snmp/ permission ro lrw rw
communities/private
/SP/services/snmp/ permission ro lrw ro
communities/public
/SP/services/snmp/user authenticationprotocol MD5 MD5
/username authenticationpassword  <string> (g £49)
permissions rolrw ro
privacyprotocol none | DES DES
privacypassword <string> (g £24)
/SP/services/ssh generate_new_key_action true (none)
generate_new_key_type  rsaldsa (none)
restart_sshd_action true (none)
state enabled | disabled enabled
S5 A ILOMEHZE olE{HolA Fx 233



= A-13 set M H ol 3t

FE O =4 at J127t

/SP/services/sso state

/SP/users/username role administrator | operator (none)
password <string> (none)

/SP/clients/ state enabled | disabled disabled

activedirectory certfilestatus <string> (none)
defaultrole <string> (none)
getcertfile <string> (none)
ipaddress <string> (none)
port <string> (none)
strictcertmode enabled | disabled disabled
timeout <> (none)
name <string> (none)

/SP/clients/ name <string> (none)

activedirectory/

admingroups/n

o171 A ne 1-5

/SP/clients/ name <string> (none)

activedirectory/

opergroups/n

q71A n& 1-5

/SP/clients/ domain <string> (none)

activedirectory/

userdomains/n

7)1 A ne 1-5

/SP/clients/ldap binddn <A}g-3} o] B> (none)
bindpw <string> (none)
defaultrole administrator | operator operator
ipaddress <IP 52> | none (none)
port <A F> 389
searchbase <string> (none)
state enable | disabled disabled

/SP/clients/ntp/server/ address <IP 4> (none)

[1]|21

/SP/clients/radius defaultrole administrator | operator operator
ipaddress <IP 24> Inone (none)
port <G> 1812
secret <string>Inone (none)
state enable | disabled disabled
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£ A13 set Rl that i, £4 = g(AH
e =4 a 7|23t
/SP/clients/smtp address <IP 24> IP 242
port <A 4> 25
state enabled | disabled enabled
SP/clients/syslog destination_ip1 <IP F4> IP 4
destination_ip2 <IP F2> IP 4
/SP/network commitpending true (none)
ipaddress <IP F4> IP F24&
ipdiscovery <IP 4> IP 54
ipgateway <IP F24> IP F24
ipnetmask <IP 4> IP 4
pendingipaddress <IP F4=>Inone (none)
pendingdiscovery dhcep | static dhep
pendingipgateway <IP 54> Inone (none)
pendingipnetmask <Hog FEH 1045 IP> 255.255.255.255
/SP/serial/external commitpending true (none)
flowcontrol none none
pendingspeed <BEZo 9= Hs 9600
speed <H5) = A 9600
/SP/serial/host commitpending true (none)
pendingspeed <BEZEo 9= A4S 9600
speed 9600
/Se/ system_identifier <string> (none)
/sp/ hostname <string> 71 7kS- MAC

FAE 7S

=2 3k

oot

o

-> set /SP/users/susan role=administrator

-> set /SP/clients/ldap state=enabled binddn=proxyuser bindpw=

ez24get

o
o
T

ILOM &

=
2EA

0!

ro

FA

B{m o~ &
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-display w4 FEes AL F JdFYUH -display
targetsE A ASHH WA thd ol = o] F e BE thde] EAE Y
-display $4& A4t o] BE &4 o5 B gho] AU o] S-S AL
g3l ER &4 o2 Zralk E/\]E‘HE} -display all<
A8t dA| g of © O AR el H40] A
HYt}. -display ow ‘333301 -display allo] Z] A A
EE oY

oﬂ 7(4%

~level 34 show HHY Zo]Z A|o)slH -display A4 EE BEof A
Yt} -level 1% X]ﬂ;]"?i MA 7Y EAE o]l & 7o =50 & ]%14‘4 15
T2 ol 5 FAAlA e Al e T okd Y] <A A Fh> ol vigh Ju
BT 7] -Level 211014 ol 0 W G2} o) BE al
A-&HUT -oloutput w4 HE 99 W& H FejE ATt ILOMS

o tablest A QU of SHE O 2 448 F G402 e,

Elo
o
tlo
D)
ol
ol
D)
&’r
o
u
0)
5

mmﬂmﬁ

_l

:F_

show [options] [-display targets|properties|a11] [-level
value|all]l target [propertyname]

ri

A

[-d|-display] [-1]|level]l [-o]|output]

 A-14 show W&ol th3t o4

7E & =4

/8Ys

/8P

/SP/alertmgmt/rules/ community | username
rulename destination

(rulename = 1-15) level

snmp_version

type
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= A-14 show &l g U (A%)

7a &4y

/SP/clients/ state

activedirector certfilestatus
defaultrole
getcertfile
ipaddress
port
strictcertmode
timeout

/SP/clients/ name

activedirectory/

admingroups/n

71 A n 1-5

/SP/clients/ name

activedirectory/

opergroups/n

o714 ne 1-5

/SP/clients/ domain

activedirectory/

userdomains/n

o714 ne& 1-5

/SP/clients/ldap binddn
bindpw
defaultrole
ipaddress
port
searchbase
state

/SP/clients/ntp/server/[1]|2] ipaddress

/SP/clock datetime
usentpserver

/SP/logs/event clear

5 A ILOM

o
o
T

q

0!

]

r

B{m o~ &

FA
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= A-14 show W& o gt tjF(Al%)

CH AF

=

fol

=)
5

=M
=S

/SP/network

/SP/serial/external

/SP/serial/host

/SP/services/http

/SP/services/https

/SP/services/snmp

/SP/services/snmp/communities/private
/SP/services/snmp/communities/public

/SP/services/snmp/users/username

/SP/services/ssh

/SP/services/ssh/keys/dsa

/SP/services/ssh/keys/rsa

ipaddress
ipdiscovery
ipgateway
ipnetmask
macaddress
pendingipaddress
pendingdiscovery
pendingipgateway
pendingipnetmask

flowcontrol
pendingspeed
speed

pendingspeed
speed

port
secureredirect
servicestate

port
servicestate
engineid
port

sets

vl

v2c

v3

permissions
permissions

password
role

state

fingerprint
length
publickey

fingerprint
length
publickey
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= A-14 show W& o gt o d(Al%)

wE oA =
/SP/services/sso state
/SP/sessions username
time
date
/SP/sessions/sessionid starttime
source
type
user
/SP/users/username role
password

o]

-> show -display properties /SP/users/susan

/SP/users/susan
Properties:

role = Administrator

-> show /SP/clients -level 2

/SP/clients
Targets:
Properties:
Command :
/SP/clients/ldap
Targets:
Properties:

ldap
ntp

cd

show

£S5 A ILOM

o
o
T

q

0!

]

r

B{m 0] &

PN
=

FA
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binddn = cn=Manager,dc=sun,

dc=com

bindpw = secret

defaultrole = Operator
ipaddress = 129.144.97.180
port = 389

searchbase = ou=people,dc=sun,
dc=com

state = disabled

Command :
cd
show
/SP/clients/ntp
Targets:
server
Properties:
Commands :
cd
show

start W& AHESE R AZY BAE B&abe] A4S AR 5 g
script §4& ALEato] o mi= olu @ kel vl A X & B8 kil Welo] o7k 7%

A A AP

:}

start [options] target

&

A

[-h|help] [-script]
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i

E A-15 start HHl d) g tjd

S8 ofa g

/SYS B /CH A 2] B AALE AR TR (A 2 S
AuYth.

/SP/console & 2B 3k 3} M-S A Eg T

o]

-> start /SP/console

-> start /SYS

stop ¥ A&

stop ¥ &= AH-&-3}
T ﬁlﬁqq stop
0}31”1 -script %’ﬂ

tlo
>~
>
ofo
=)
o
> F
fo

?_

stop [options] [-script] target

a

A

[-f|force]l [-h|help]

=
2EA



E A-16 stop @ 3t

55 04t My

/SYS & /cH AR TEE TR A A2 e A A9 DS HYT
-force ¥4& AHEsH Hd2AA TE5E Aty AYE SA
2 2= o) =)
2 T ARJ .

/SP/console T2E ZEH YE AEA AZS FTEFUL

o
-> stop /SP/console

-> stop -force /SYS

version H® A&

version H® S A8 H ILOM HA ARE AT 4= JHF5H T

Sl

:IL

version

A

[-h|help]

o]

-> version

version SP firmware version: 1.0.0
SP firmware build number: 4415

SP firmware date: Mon Mar 28 10:39:46 EST 2005

SP filesystem version: 0.1.9
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access control list, ACL
FEHZ Mol =5

address(F )

address resolution

T HE

Address Resolution
Protocol, ARP

(F& Mz Z2ES)

Administrator(2t2| X}

agent(0l| 0| ™ E)

alert(Zd 1)

Aol oA 23 5= QL= AL AE A
F A AE 54 ol UYE
ol 4¢e] ALg At gl vlal oA 2

M9
o, 10, g
rl
o e

W3l L I E. "hostl.sun.com" ¥ &
F3l "168.124.3.4"9} T2 viH R TR E

=
o
Y

o] 2 o] DNS(EH ¢l o] &
FAa2 HsE Y,

F4E B MACKHIA A2 Alo)) F4 B Q) F4E P35t

o &
o 4z

IP(Internet Protocol) & W EH I 3t=9 o] FA(MAC Fa)ol AA3tE b A&
HeT2EF

MUAE EAE Aot AT AN A(FE)E b A

durrog EA 224 fjUX = S AE 3Hd= AZEY o] TRAAE, By

2} 8HE S5y A A A S T2 g HARE QA X7} AFR-TF
T JA Frh

LF oME £ H B A EE HAIA e 2. 43 54 st=9 o
EE AZE Y WY AYE Faddor & YE YT
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Alert Standard Format,
ASF(Z 1 BEZ #2)

authentication(2! &)

authorization
(At 7o)

B

bandwidth(t] & £)

Baseboard Management

Controller, BMC(7| £
HE &2l HEEY)

baud rate(& £

bind(HI2I E)

Basic Input/Output
System, BIOS
C12 AE AXH)

Asd ol AEZe o 22 FA7F Ao, % E= 7| A& S48 vt
B R =9 ASF 12 AAMZS A& 2 0 2 ~705} 3 PET(Platform Event Trap) 7f 2
ol u}2} RMCP(Remote Management and Control Protocol) 74 1.8 A4 4= 9l
E5 oh APIE-E(Preboot) Bz o] o SEE ¥ 9 4. 7] 24 02 ASF=
SopolAE tlaage] g el e 7le & om AAHAEFHT ASF=
DMTEF(Distributed Management Task Force)ell <] 3l 4 2] t}.

AL&AL, 2] = 7 e AEE7F Al 28 Aol HA2317] el F4al Al el A
G AFEAFS Al o)yt RFE Al 2R s d A = 7|E AEEE ZE

EZEAA A QS T o R FE F IdFUTh A SelA Setold
Zot] A Alo] AH S WHYH EZ0oAE SAME AHE A5

U t}. SSL(Secure Sockets Layer)s AH&-3F 49 SEfo|AdEE AW E &
ot

EE=E
—_—=
A~
S
gl

of oy r2

AL A A 5 A2 NS Folshis TRAA BF ol AF I 2 Aol

o whgE FU o

A Yo A%E 5 Qi Pl FS e 28 Y=Y 204
AET 5 0 29 1 E 52 vehEd AgEd o

A 8, A D A 2~ 7] 5 S FE|Ehal Al ~El o] TR E Bl A ol WIES
218 dl AFR-E =GR o] G = AlA QIEH| o] 25 S8 vlo]EH & ol
Bl 7 o] 227} A|gd SDR(AIA tlolE #lZ=)g AME-ate] s dloEl & 3413
Ut} BMCE I T2 ¢lE #| o] A Z SEL(A| &8 o] HlE & 1)) Al F gt}

BMC9 ¥ 7|52 T2AM &%, A9 &5 A gt L 37 A A= 5
T AYYTE BMCE A 28 FAA S HE57] A8 A& 25 3T

A .

A (el Euld s ME Ihell RV dEE = S

LDAP(Lightweight Directory Access Protocol)oll 4] A}-82}7} LDAP T & E g of
A~ W LDAP] B 237 95 T2AAE A4t LDAP S¢te]AdEZL
LDAP A #jol] upelel = uf Ql5o] g},

A2 DS A w2 AA B W o] HAEE Aol s A2y &

EgJo]. BIOSE= ROM(817] A& d&e])ol AT},
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bits per second, bps

(=L HIE )

boot loader(- E ZO)

C

cache(ZH Al)
certificate(2! S A1)

Certificate Authority,
CARIE7]2)

Chassis Monitoring
Module, CMM
MA 2HEEY 258)

client(S2}0[ 1 E)

command-line
interface, CLI
(HYZE 2l olr)

console(£ %)

Coordinated Universal
Time, UTC
MAZEZ A

EE YEE 54 99
ste] R WA G 9} sh=go] B AES Aola}

2228 7 ) 42w 2]

7) 98] A% 02 s X2 1o, ROM(S 7] A4 el 415
AeuTh 29 thg HE 2Ot £ AAE REske woh BE L2
Aol A e W AF T

FF Welol L AT A 2u AR P AR A 2 (R A)o) A
A8 dlolel o] AL AN E dlolEl 9 A A4 Awel A thal b e Bast
Qeuith AN AAl Mg A% SEs T SES P
AT % gl AF7)BCA)NA AEE 9 D FAL A5 T F 7
B AFAE A4A0 R AP BAY T Feo A ES} AW RE AN E
M 5 QBT E 7] AFA e E g

M 7] ASAE EEetaL A LFAkE Felsks AR g = 7] w0
7] A7 A = A ol A= e E 9} (% ol AA]H) sl e

FeholAE/AM B Bl U E] AL MB glisd] 9A R ALt HE
=

AgAT e Lg e a5 WA e AW ¢ YRS T gaE
I EE B

A2 BN AL EA S E Bl EE e 48 3 24 L A g
o A 2XEd o} T 028 74, RUHY L 4sn BAE AT 3

Ut

A A A A (B E ). UTCY o] 3 % &2 GMT(Greenwich Meridian Time)
% Ut NTP(Network Time Protocol) A ¥ = UTCE AF-&-3le] Y E 9 =9
Al =83 FA 5 57183 T

Bl
J
w
0p
2
iz
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core file(Z0] u}) 2ol 2L A3t ALt
7

Critical event
FIEHA O|HE) XNu| 25 IA &FA7IAY S244 0 2271 a3 Al 2~H o[HlE

i

customer-replaceable
unit, CRU
(D2 DA TS FR) SR @l B ol G AT WAG 5 A A2 T

o

D

Data Encryption
Standard, DES
(HiolH 253t #F) HolHE 4338 % d5ste g5 ¢S

Desktop Management
Interface, DMI(C| 2 3
22| el Eol2) Y st=glo] B AT Egofo] gl 7w A H R A Ast= H AFEH
= TS AAstE 4. DMIE st=9lo ¢k & A A(O0S)ell vl E& 2 o]r 9
Aol A, B = 7E A5 A AH S B 5 s U T DMIE
DMTF(Distributed Management Task Force)ll <] 3l 74 <] g Yt}

digital signature
EAME) A doly Az Ty, AR YL
o Aol w50l 3 dlolE ) 5 .
AN HE dlol8 54 ol %2 S5 vloly F A4S §A4 3 5 gk

Digital Signature
Algorithm, DSA
(HAMY L12|Z)  DSS(AAAE E)dl ol A 4H or5 3k el DSAE AAA A4l
Agd s £F e Edu
direct memory access,
DMA
EF Mz &x) Z2AAM S WA g ol E MR A dFshs Vs

directory server
(CIA E2| M) LDAP(Lightweight Directory Access Protocol)ol| 4], =2] 4
ulo] Ab&Ae} gl Ao Tk AR E A W AT AH

ol
o2
)
N
29
2
BN
»
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Distinguished Name,
DN(Z7 0| 5)

Distributed
Management Task
Force, DMTF
(24 22| "=

—

domain(=H| 2!)

domain name
(=l o[ &)

Domain Name Server,
DNS
(=M 2l ol & M)

Domain Name System,
DNS
(M2l Ol 5 AlAHY)

Dynamic Host
Configuration Protocol,
DHCP(S% 3£E 74

Z2EEE)

LDAP(Lightweight Directory Access Protocol)oﬂ A HdED o] g o]F o
AAE A EslE T3 9 2E F2149. DN E| 9] FE X AA A25 23
3+ FQDN(fully qualified domain name)¥ 5 151t}

AFE A2 AA0E Hel@ 5 7152 BAND BHOR BEL 4
g 8kal F W sk 20001 GAZ 4 WA Y. DTMFO A xﬂ X*tz} 7 < P
DMI(Desktop Management Interface), CIM(Common Information Model) %
ASF(Alert Standard Format) 5 ©] 1+ Ut}

o]Eo® AHEE TAELY BF T AEE dut o7 5 U3 [P(Internet
Protocol) W E S A S0 £ 3t Ll =S Afshe 3AY
ZA S A= FQDN(fully qualified domain name)®] v}=| 9t F-3&-& =] 4 3}

]E \45} o= "sun.com"< FQDN "docs.sun.com"l| 4] Sun
Microsystems & Uﬂ Ql & AbE A E gy

Qe el A Al 28] Boam Al AE) o] S Al Ol% 2 W B Al AE e
TAE O F 1017} 254tk =

= .com H
Sl O]%% .S’_%Zi?oﬂfﬂ 912 vbsko 7 g A =Lt} Oﬂ% —501 sun com” S Sun
2l o] =

o]u}z% o7 ‘:Uﬂ o]

RS

ZXAE o5& #Yste A1, DNS A H &
1 1E o2

°]
"www.example.com"# 22 S~ E o] &£ "030.120.000.168" % 72 [P(Internet
Protocol) T4 = W},
HAFE7F =]l o] 55 Vo2 YEYSAY JIHYY b2 AFHE 23S -
=

AEE St BAlE o] 8 ¥ig AJAH o] A|AHELS "00.120.000.168"3’4' &
IP(Internet Protocol) F+4& "www.sun. com"ﬂ‘r 7EL—8— FTRE o5 AAFY

HIFE = dHbH o= DNS A Bjol A o] gt AR E 7FA 51Ut

DHCP A ¥ 7} TCP/IP(Transmission Control Protocol/Internet Protocol) Y E ]
A749] Al 2" || [P(Internet Protocol) =45 54 o2 aga 4 Qe & 3= =
2EF
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w
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E

enhanced parallel port,
EPP(&t& HE X E)

HolE & A% F 5 ArS i =y

Ethernet(0|H{4!) 71] ol &g Fal A 03735] Al 28] Zholl AAIZF &A1 AlF 8k LAN(Z 71 2
e dA £E 7. © E‘]Lioﬂ = CSMA /CD(Carrier Sense Multlple
Access/Collision Detection) &38| F& M| 2= W 02 ALE-35)=], o] &g
]

ZoE RE =7}
0431L‘:°ﬂ*1 TA AEE Al
o71g & Al ASS A]Eﬁlﬂﬁ‘r.

°1E1% 13 Hol Zdo = A s %QHE}
= _?_(%Fé_ ;dé: 011_1:‘—01/] /\]7]-50

o 6 U =—— e

event(O|H E)  ¥ke] 7R o] Fe] Wa} oMl E A2 8}9] A| A2 i Edofol A 248t

Ao 5] Sk T oM WA Al 2 E o] A
A 2ZES o] A2 A2 AFE 5

=2 1 =2

externally initiated
reset, XIR

@5 =73t MEY) =
S

SR RS SEER BERE

F

failover(&0f ==)

Fast Ethernet
(2% 0| C%)

field-replaceable unit,
FRU

@ DA 7K Fx)  wAL YRS WA 5 A ALY T

file system

@ AlAg)  AuotEeld WAl 74 W A o
A= Ter' el Al AEL A}L 3T} B35
27k AL 2 ok#ell &kl TIEEe ) e

AP
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hva
vy — i=4
= s AR It e A B A S A S e
Al &k
o =

B 7158 A FH) 98 ko] Asu Ei EF shbe] akg) Alwel A
£ A2YoR AFH AN A7t AFoR A E A o g
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File Transfer Protocol,
FTP
(I M& T2 EZ) TCP/IP(Transmission Control Protocol/Internet Protocol)ol] 7]HFS & 7] -2
Y 22 EZEA, o] ZZEZS T3l Y A5 B A= o178
A = g AAS A glol AE ol A A28 bo] el A AlE
g,
firewal(221H) 2] Yo YES A AZH HFEE o Lo 2N BRest= YEY]A
A(ARHA o7 st=glo] et AT E o] 5 L3 WIS & A H AH| s e
SESS] F/44 A4S FUHP AW Add & dFHTh

firmware(B ¥ 0) Ut oz A28l 7] 9 gret A28 el & XAt b AFEH =
AZE o] Helo]= ROM(2 7] A& v 2e]) == PROM(ZZ13 715 ROM)

fully qualified domain
name, FQDN
(2™ =4 £ el 0|F) "www.sun.com'¥} & Al AEIO] 313 A A Q1EI Yl o] & FQDNY| &= T A E
AW o] 5 (www)Z 249 (.com) 2 2 Al (sun) =l o] Fo] EgE ),
FQDN-2 A] 2= ®] 9] [P(Internet Protocol) 4% g & 4= &5t

G

gateway(ZI 0Ol EQI0l) FUEAE A4S A4 T UELA 1) oy A& A3l AFH
T i Al Edels F 7HA] o] YIEH A o] =5 T Y T

Gagabit Ethernet
(CI7H|E olt{Yl)  FH 1000Mbps= H ol H & A% oluidl 7| &

graphical user interface,
GUI(Z2HH ALEXE
Slefmfol2) ALEATF §8 Lol A AAAY 5 YRS A HE 2 vpg 2o} G
S99 & ALgHE B o] =

H

host(E2E) IP(Internet Protocol) 52429} T~ E o] F o]

host ID(EZAE ID)

=
[
o,
1y
o
lo
fol
[
[
il
1>
il
_0|L
rir
__r,(_,‘
>~
>,
oo
i)
rlr
(€8]
N
=
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i
5
o
=
=]
o3
3
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1=}
SEl

Bl
J
w
0p
2
iz
08

249



host name(EAE 0|E)

hot plug(st £81 1)

hot swap(3t 22

Hypertext Transfer
Protocol, HTTP
(stolHE A E
MNE ZRESR)

Hypertext Transfer
Protocol Secure,
HTTPS(SIO|HE A E
H& ZZEZ 2o

|

in-band system
management
(CHAL AlAF 22])

Integrated Lights Out
Manager, ILOM

HAd Ul 54 HFHY ol E2E o] FL2 &4 &4 IP(Internet Protocol)

A28 A3 ol A AATAY FAE 5 A FHES .
et P R2E AAN DAY BElAE R B AYL F 5 YRS
N Eg FH) Sholok shat Al £ RaE A1 5 A AE Pl Al g
A& AT S F QES A2 eel A Al stolof g o,

SR THES WA THES 05 0%
E PAES g 2w A s s TAE WAL A4S
O 2 ol A&l A ES FLAE AL AR} A Al 2B A EE A AT Y
r+:aqﬂ:%%zm$% B asH YHUTh BE & A9 s TAELS
g Ze) vt rbe sk, 3 Fel vt b e T E Tolle & g Bk d
TAERE gL,

A T A

ﬂl_u
R
ol
25
A
T

i ol

LA T2EA 5}"]?4‘%“455 MAE 7 = B Yl T2 =3 HTTP WA A
© FeldEdd A A Ee] 233} Ao i‘j/} I9ERS] SHOZ 745
Yt} HTTP+ TCP/IP(Transmission Control Protocol/Internet Protocol)ol 7] %
Iyt

SSL(Secure Sockets Layer)& A}-8-3}¢] TCP/IP(Transmission Control Protocol/
Internet Protocol) | E Q] A4} ol A o] Bot A4S 7153t 3t HITPY &%

& AL 2155 3 A 7E SuhE ) GBS wel e AL S S gl A
e 7
AA ) e Belo] = ) A28l 9 19 B3 Shmslo), el % e
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Intelligent Platform
Management Interface,

IPMI(X| & EHE
2| 2le{H ol A)

Internet Control
Message Protocol,
ICMP(2IE{ 4l M

HAIX Z2EE)

Internet Protocol, IP
Qe Z2EE)

Internet Protocol. IP
address(IP +2)

IPMItool

J

Java™ Web Start
application
(Java™ Web Start
S8 Z2IY)

TR YT E94 e Addd ] AW Al 2" tid e el E s A o
=90 FF 9 QI o]~ 4. IPMI 71242 AlA ol gk theket =44 /Md &
Z1=guth o] 42 &9 AA(OS)H A4 Al 2~Hlo A A== A S8 =
o] AxHEe] 31 F2 5 Q1 slal Al 2~E 9] TPMI 8}4 A 2-Elo] E25}
o o|MIEE £ & = ) IPMIE thst F72 T35 A A7 Al &3t
= #E AZEY 9} T3F YT [PMI 7] 5ol = FRU(Fleld Replacable Unit
olMlEd B, A28 RUEY, 27 A28 Boned 9 97 A s A
I Add A7/ 17 Vs 2F) B A7k dE5H

298, AlFAY, 5 Ao & ol /\]%i% It 3} = IP(Internet Protocol) <]
474 ICMP+= IPQ} i A}B—E] o= W Aol WA A2 A AT}

E% o] 7] & LﬂE%ﬂ Az EiE%. [PE 811} o S AEQA THE T AER Q)

AAFANHE 5 ) AME AR ADS 7 A FYUTh Pl A = s o) A

,@%} 28 ANZHE BASR] gkom B JH?U BE Agd cAol w2t A

Aolghs X 31A] &5yt IPoﬂ 1HP° FUE IREZAE A2 A
[e]

TCP/IP(Transmission Control Protocol/Internet Protocol)ll 4] W E$] =1
FTAE EEOE =90 AAvS AEets 1f73 320 E HE [P F
"192.168.255.256" 3} o] whl = FE A FH3Fow, e Ylolu I EZY
oAl A 71719 AA AAE A A

IPMI A& 7hs A& #gfske vl A= frE el E. IPMItool° 274 A 2H
olL} 992 Al~" o] IPMI 7] 5 a3 4= &) o] SE gL Vs =
FRU(E w4 7Fs FA) AR, LAN(ZAE 5418) 74, AM 53t 2 94
Al A Aol Fo] AF U

o) 7}
Fes

# &8 =219 YA (application launcher). Java Web StartE A-8-3h+= 79 )
YA 2Yow 38 TIPS NS@“T?&QWW. A 2=l el &) 8%iil
Aol gl 9ol = Java Web Start7} 58 T2 1S t}L 2 =35lo] Al 2 7

Al AU &8 TR0 7H/\]i U2 =55 v b sk ofo] F o]
L Beke-A S %OH Nsﬂ“ AFH
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K

kernel(1<)

Keyboard Controller
Style, KCS Interface
(KCS 2lE{H 0| 2)

keyboard, video,
mouse, storage, KVMS
G2, sitle,
ofA M & &R|)

L

lights out management,
LOM

Lightweight Directory
Access Protocol, LDAP
(e clEs| ga
E )

Lightweight Directory
Access Protocol, LDAP
server(Th Cl3 E2|
HZ ZEZEE M)

local area network,
LAN(ZHe2| 8412

local host(ZEZH SAE)

Sh=glol g wheleha st

dlofol A AFekA i A 9 el s G g
e A2 A E ke £ ]

(s}
AA(0S)e] 714 2 g A

& AFEPC) 711 AEZelo] TAH AT ol {4, vlo]El 7}
= 4lo] 215 AHg-ake] KCS Q1E] 0] 2ol A A%

N AR, M) e, ok H A P oM ES $HF 5 QRS s

Ve | o] 2~

0_4

2
%13391

A| ol 7%,

]/\Eﬂ
=

Aujekel dele] B4 7158 Al F ke
18 AHEahe A 28] gl Aok 94 916 NS A 113,

[¢}
7
%, 0 &% 52 Belehn 28NS A AL 5 A

, U= o =2 T

G AA7E A 3l

o o Mo

AbEA RO, Wi 55 9 g oy E v Este] AR A%, A H wj
o AlgE = tEED AMHl 2~ jiE' LDAP+ TCP/IP(Transmission Control
Protocol/Internet Protocol)ol] 7]WHS il of 2] S EF o)A A 3g L},

LDAP t ¥ 2] 2 o] f &) thgt Mn 2 72 & de] sk LZES o] A,
LDAP A ¥ +& 2] o & Sun Directory Service @ Netscape Directory Services”}
A5H

sheslof Bl A Ed o] AdE Tl FAL 4
ol e 714 de] AHEH = LAN 7= Y Th

AXEGo] $§ Tz ue] AYH TRAN Ei A 2¥)

A= TAY Al =T =] T
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M

major event
F2 ol E)

Management
Information Base, MIB
(2] =2 Holx)

man pages

(O = m o] X])

media access control,
MAC adress
(oA H 2 Mo Fa

Message Digest 5, MD 5
(HAIX] ClO| M £ E 5)

minor event
(L O|H E)

Z

namespace(0| & 37}

Network File System,
NFS
HESIT uhed AJAH)

Au 28 &

,4
>,
N
N
2
jutal
N
o
ol
B
52
rlo
>,
>
o
o
=
(m

HEY TS gz digt ARE F73H7] 9g E] Fejo] AT A ~%. MIB
£ vk E SNMP(Simple Network Management Protocol) o o] 1 E Oﬂ /‘1 M| 22
8 4 9l WS o FYTh MIBE A o] ES A T4, e 2 EA o
sk HM| =& Xﬂ*ﬂ‘/l t}. SNMPE A}F-8-31H NMS(network management station)

o A o] 7‘4—“%_ E a5 AdFyth A el wrek A ANdAbel Al A g A
o #dH ”S”é'% A5 e EY 29| Fado] gy

22421 UNIX A9 A

LDAP(Lightweight Directory Access Protocol) T gl 2] 9] Eg] F3o| A] 7] A
S\ Fol SAE AL A EE AF T ol AT AZ So} B L 4 o] F T
el A o]Fo] A= ZAEH = ia”ﬂ 01% FE ol A o] B o] XYt}

o] F(LH) st=do] S AREA EA A FEd S S TRES
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Network Information
Service, NIS
2T HE M)

network interface card,
NIC(Ll E<I 3
QlE{H| O|A FtE)

network management
station, NMS(L| E® 3
el AH olM)

network mask
(U EL 3 oja3)

Network Time Protocol,
NTP(U E 2 AlZH
TZEE)

node(‘=E&)

nonvolatile memory
H1F Y Hzal)

O

object identifier, OID
CHA AE XD

OpenBoot™ PROM

OpenIPMI

UNIX Al 250 4 AFE] A2 8le] W92 A Ao] 24 AFE, AFer}, 32
e 9 U E 2 el thE 5 AN E g, B
R U I ISR

HazdHoldoly A S U ES A AR ol ddsh= W 3= 73 = 7t=

Stk ol el M= 2] 38 2ol P L EENC R
A7 =

A7) o
NMS= W ELAE 2 dgs= oAby

2 ZE g oo A 3] IP(Internet Protocol) 5749 27 A B Yl 29} Yy %]
s Twet] A8 ARgshe WE

TCP /IP(Transmission Control Protocol/Internet Protocol) Ul E ¢ ol o 3t ¢
Al E5. NTP= UTC(AIAIF B AN E AH&ato] el @974 I E S A 4] €]
=98 Al NTP A 9 57183y o

HE g 4 A
Tk FHAAE U E

EO] /\] Ei] E1 tl] Ul otr =

AlaEl A flo] AX L dlol B 7 A H A ¥ viie] 9

=249 7HZ-]] ﬂoﬂlﬂ 7HZﬂ‘/]H ]g A 3}.% W3, Eﬂ‘/] 7) I_I:oﬂ
7} @y vw OIDE ol2] gk W5 o *H fuch JIE AR A] OID M &
o= FEEYrh(al: "0.128.45.12"). LDAP(Lightweight Directory Access
Protocol I A= A Zal2: 9 54 § Fo] 2710} 222 whaA Ae
= tl OIDE A&yt

POST(Power-On Self-Test)ol| A T4 Ao R HAESG o] Fo 27|35}

H A 2= S Alofsls AT EY ] AlF .OpenBoot PROM-& | 7.2] ¢to] H]o]E
TFE2E e Y9 AAE FE I

IPMI(Intelligent Platform Management Interface) M =& 7kax3}sl7] 918
& @ AA N HFEHAQ o ME -5 WA 9 ghol B g
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Operator(Z=ZHA})

out-of-band, OOB
system management
(CHE 2] A|AE ZH2])

P

parity (T 2| E|)

permissions(& £

physical address

(B2M Fo EE

A F)

Platform Event
Filtering, PEF

(EHE oM He )

Platform Event Trap,
PET

E EH)

(A F olH

port(2£E)

port number
(ZE®H3T)

power cycling
(M3 Atol2)

fUA = FAE A28 3t 28k E

l

i
roh
o
N
)
N,
b’
>
op
R

29 AA ENDL Seholm i Au L ke A B W ST

A= AH B 7l

T21E Hol B 7} F41 5 vlolEl 9 dAet=A] g]lstr] A3 % TLTHOHH AF&-st
= U B3 AEEHA A =gkl B Aol $o Ho|H & thA] 2 st AFE
He, gaae dolg et 34 A ARE AHS) = ?ﬂ“%‘ﬂr.

AREAF = TLgel S EAY AR E e A Ao R, gdoy U ELE
21 AU (read), 22 A (write), 2 3 (execute)st= 52 A A S AAT YL A
Aol & 3l Hu A Y Ee HR| digh XSJO] &7t A=A 71—‘?51ML
A A7} 87 e AREE HE FES ARG FUTH

w w2 929} A x| et A A F=go] F

Tsio] B4 Faol ugg .

P>
il
i
BN
gﬂ
rlr
1=
fr

o) AEe 2 (el A9 1171, A28 AR, A3 B E Fas
ZAAME A

st MAYSE

sh=9o] = 3 90(BIOS) oMl Eol| A A v = + 4 | 4 3. PET+ &9 A A
o} &= H o 2 253l IPMI(Intelligent Platform Management Interface)q #
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