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Preface

This guide explains how to administer the Sun Java™ System Messaging Server and its accompanying
software components. Messaging Server provides a powerful and flexible cross-platform solution to
meet the email needs of enterprises and messaging hosts of all sizes using open Internet standards.

Who Should Use This Book

You should read this book if you are responsible for administering and deploying Messaging Server
at your site. You should also have read the Sun Java System Communications Services 6 2005Q4
Deployment Planning Guide.

Before You Read This Book

This book assumes that you are responsible for administering the Messaging Server software and
that you have a general understanding of the following:

The Internet and the World Wide Web
Messaging Server protocols

Sun Java System Administration Server

Sun Java System Directory Server and LDAP
Sun Java System Console

System administration and networking
General deployment architectures

How This Book Is Organized

This manual contains the following chapters and appendix:

TABLE P-1 How This Book Is Organized

Chapter Description

Preface General information about using this book.
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How This Book Is Organized

TABLE P-1 How This Book Is Organized (Continued)

Chapter

Description

Chapter 1

Describes the tasks required to get you to a point where you have a
functioning Messaging Server.

Chapter 2

Describes how to upgrade from Messaging Server 5.2 to this version of
Messaging Server.

Chapter 3

Provides information on how to configure the Veritas Cluster Server and
Sun Cluster high availability clustering software for use with the Messaging
Server.

Chapter 4

Describes the general Messaging Server tasks.

Chapter 5

Describes how to configure your server to support POP, IMAP and HTTP
services by using the Sun ONE Console or by using command-line utilities.

Chapter 6

Explains how to enable Single Sign-On.

Chapter 7

Describes the Messaging Multiplexor (MMP) for standard mail protocols
(POP, IMAP and SMTP) and the Messenger Express Multiplexor used for
the Messenger Express web interface.

Chapter 8

Provides a conceptual description of the MTA.

Chapter 9

Describes Address Translation and Routing.

Chapter 10

Describes MTA services and configuration.

Chapter 11

Describes how to configure rewrite rules in the imta.cnf file.

Chapter 12

Explains how to use channel keyword definitions in the MTA configuration
file imta.cnf.

Chapter 13

Describes how to use pre-defined channel definitions in the MTA.

Chapter 14

Describes how to integrate and configure spam and virus filtering software
with Messaging Server.

Chapter 15

Describes LMTP operation and deployment.

Chapter 16

Describes the vacation autoreply mechanism.

Chapter 17

Discusses how to filter mail based on its source (sender, IP address and so
on) or header strings.

Chapter 18

Describes the message store and its administration interface.

Chapter 19

Describes how to configure security and access control to the messaging
server.

Chapter 20

Describes how to administer S/MIME.

Chapter 21

Describes Messaging Server logging facility.
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Messaging Server Documentation Set

TABLE P-1 How This Book Is Organized (Continued)

Chapter Description

Chapter 22 Describes common tools, methods, and procedures for troubleshooting the
MTA.

Chapter 23 Describes the monitoring of the Messaging Server.

Appendix A Describes how to enable SNMP support for the Messaging Server.

Appendix B Describes how to enable the Event Notification Service Publisher (ENS
Publisher) and administer Event Notification Service (ENS) in Messaging
Server.

Appendix C NOT RECOMMENDED.

Appendix D Describes how to implement the Short Message Service (SMS).

Appendix E Provides worksheets by which you can plan your installation.

Messaging Server Documentation Set

The following table summarizes the books included in the Messaging Server core documentation set.

TABLE P-2 Messaging Server Documentation

Document Title

Contents

Sun Java System Messaging Server 6 2005Q4
Administration Reference

Sun Java System Communications Services 6 2005Q4
Deployment Planning Guide

Sun Java System Communications Services 6 2005Q4
Delegated Administrator Guide

Sun Java System Communications Services 6 2005Q4
Schema Migration Guide

Provides detailed reference information on Messaging
Server commands, configutil parameters,
configuration files and options, and supported
standards.

Contains the information you need to deploy Sun Java
System Communications Services including
Messaging Server.

Explains how to configure and administer Sun Java
System Communications Services Delegated
Administrator. Also describes the Delegated
Administrator commands.

Describes how to migrate Sun Java System LDAP
Directory data from LDAP Schema 1 to LDAP Schema
2 for System Messaging Server and Calendar Server.
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Related Books

TABLE P-2 Messaging Server Documentation (Continued)

Document Title

Contents

Sun Java System Communications Services 6 2005Q4
Event Notification Service Guide

Sun Java System Communications Services 2005Q4
Release Notes

Sun Java System Communications Services 6 2005Q4
Schema Reference

Sun Java System Communications Express 6 2005Q4
Administration Guide

Sun Java System Communications Express 6 2005Q4
Customization Guide

Sun Java Enterprise System 2005Q4 Installation Guide
for UNIX

Sun Java System Messaging Server 6 2005Q4 MTA
Developer’s Reference

Sun Java Enterprise System Glossary

Sun Java System Messaging Server Documentation
Collection (http://docs.sun.com/coll/1312.1)

Sun Java Enterprise System Documentation
Collection (http://docs.sun.com/coll/1286.1)

Describes the Event Notification Service (ENS)
architecture and APIs for Messaging Server and
Calendar Server. It gives detailed instructions on the
ENS APIs that you can use to customize your server
installation.

Contains important information available at the time
of release of Sun Java System Messaging Server 6
2005Q4. New features and enhancements, known
issues and limitations, and other information are also
addressed here.

Serves as a reference for schema information for
Messaging Server and Calendar Server.

Describes how to administer Communications
Express and its accompanying software components.

Explains how to customize the look and feel of
Communications Express. Focuses on how to perform
the most commonly requested customizations.

Contains the information you need to install the Sun
Java Enterprise System (Java ES) software.

Describes the Messaging Server Message Transfer
Agent (MTA) Software Development Kit (SDK) and
Callable Send facility.

Glossary.

All the Messaging Server Documentation.

Sun Java Enterprise System documentation.

In addition, use the following URL to see the documentation that applies to all Communications

Services products:

Related Books

The http://docs.sun.com’™ web site enables you to access Sun technical documentation online.
You can browse the archive or search for a specific book title or subject.
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For other server documentation related to deploying Messaging Server, go to the following:

= Access Manager documentation: http://docs.sun.com/app/docs/coll/1292.1
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Typographic Conventions

m  Calendar Server documentation: http://docs.sun.com/app/docs/coll/1313.1

»  Communications Express documentation: http://docs.sun.com/app/docs/coll/1312.1
= Directory Server documentation: http://docs.sun.com/app/docs/coll/1316.1

= Instant Messaging documentation: http://docs.sun.com/app/docs/coll/1309.1

" Messaging Server documentation: http://docs.sun.com/app/docs/coll/1312.1

Default Path and File Names

The following table describes the default path and file name that are used in this book.

TABLE P-3 Default Paths and File Names

Placeholder Description Default Value
msg_svr_base Represents the base installation Solaris systems: /opt/SUNWmgsr
directory for Messaging Server. The )
M . Linux systems:
essaging Server default base Jopt/sun/ )
installation and product directory opt/sun/messaging
depends on your specific platform.

Typographic Conventions

The following table describes the typographic changes that are used in this book.

TABLE P-4 Typographic Conventions

Typeface

Meaning

Example

AaBbCc123

The names of commands, files, and
directories, and onscreen computer
output

Edit your . login file.
Use 1s -a to list all files.

machine name% you have mail.

AaBbCc123

What you type, contrasted with onscreen
computer output

machine name% su

Password:

AaBbCcl123

A placeholder to be replaced with a real
name or value

The command to remove a file is rm filename.

AaBbCcl123

Book titles, new terms, and terms to be
emphasized (note that some emphasized
items appear bold online)

Read Chapter 6 in the User’s Guide.
A cache is a copy that is stored locally.

Do not save the file.
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Shell Prompts in Command Examples

Shell Prompts in Command Examples

The following table shows default system prompts and superuser prompts.

TABLE P-5 Shell Prompts

Shell

Prompt

C shell on UNIX and Linux systems

machine_name%

C shell superuser on UNIX and Linux systems

machine name#

Bourne shell and Korn shell on UNIX and Linux systems $
Bourne shell and Korn shell superuser on UNIX and Linux systems #
Microsoft Windows command line C:\

Symbol Conventions

The following table explains symbols that might be used in this book.

TABLE P-6 Symbol Conventions

Symbol Description Example Meaning
[1 Contains optional arguments | 1s [-1] The -1 option is not required.
and command options.
{11} Contains a set of choices fora | -d {y|n} The -d option requires that you
required command option. use either the y argument or the
nargument.
${} Indicates a variable reference. | ${com.sun.javaRoot} References the value of the
com.sun.javaRoot variable.
- Joins simultaneous multiple | Control-A Press the Control key while you
keystrokes. press the A key.
+ Joins consecutive multiple Ctrl+A+N Press the Control key, release it,
keystrokes. and then press the subsequent
keys.
- Indicates menu item selection | File - New — Templates From the File menu, choose
in a graphical user interface. New. From the New submenu,
choose Templates.
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Sun Welcomes Your Comments

Accessing Sun Resources Online

The docs.sun.com web site enables you to access Sun technical documentation online. You can
browse the docs.sun.com archive or search for a specific book title or subject. Books are available as
online files in PDF and HTML formats. Both formats are readable by assistive technologies for users
with disabilities.

To access the following Sun resources, go to http://www.sun. com:

Downloads of Sun products

Services and solutions

Support (including patches and updates)

Training

Research

Communities (for example, Sun Developer Network)

Third-Party Web Site References

Third-party URLs are referenced in this document and provide additional, related information.

Note - Sun is not responsible for the availability of third-party web sites mentioned in this document.
Sun does not endorse and is not responsible or liable for any content, advertising, products, or other
materials that are available on or through such sites or resources. Sun will not be responsible or liable
for any actual or alleged damage or loss caused or alleged to be caused by or in connection with use of
or reliance on any such content, goods, or services that are available on or through such sites or
resources.

Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments and suggestions. To
share your comments, go to http://docs.sun. comand click Send Comments. In the online form,
provide the full document title and part number. The part number is a 7-digit or 9-digit number that
can be found on the book’s title page or in the document’s URL. For example, the part number of this
book is 819-2650.
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CHAPTER 1

Post-install Tasks and Layout

This chapter assumes that you have read the Sun Java System Communications Services 6 2005Q4
Deployment Planning Guide) and installed Messaging Server with the Sun Java™ Enterprise System
installer. See the Sun Java Enterprise System 2005Q4 Installation Guide. Performing the following
tasks should get you to a point where you have a functioning Messaging Server. You will still want to
customize your deployment as well as provision and/or migrate users and groups. Customizing is
described in the later chapters of this guide. Provisioning is described in theSun Java System
Communications Services 6 2005Q4 Delegated Administrator Guide.

This chapter consists of the following sections:

“Creating UNIX System Users and Groups” on page 45

“To Prepare Directory Server for Messaging Server Configuration” on page 46
“Creating the Initial Messaging Server Runtime Configuration” on page 54
“Installing Messaging Server Against a Directory Server Replica” on page 60
“Installing Messaging Server Provisioning Tools” on page 61

“SMTP Relay Blocking” on page 63

“Enabling Startup After a Reboot” on page 64

“Handling sendmail Clients” on page 65

“Configuring Messenger Express and Communications Express Mail Filters” on page 67
“Performance and Tuning” on page 68

“Post-Installation Directory Layout” on page 68

“Post-Installation Port Numbers” on page 70

Creating UNIX System Users and Groups

System users run specific server processes, and privileges need to be given to these users so that they
have appropriate permissions for the processes they are running.

Set up a system user account and group for all Sun Java System servers, and set permissions for the
directories and files owned by that user. To do so, follow the steps below.
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To Prepare Directory Server for Messaging Server Configuration

Note - For security reasons, in some deployments it may be desirable to have different system
administrators for different servers. This is done by creating different system users and groups per
server. For example, the system user for Messaging Server would be different from the system user
for Web Server, and system administrators Messaging Server would not be able to administer the
Web Server.

v To Create UNIX System Users and Groups

1 Loginassuperuser.

2 Createagroup to which your system users will belong.
In the following example, the mailsrv group is created:

# groupadd mail

3 Create the system user and associate it with the group you just created. In addition, set the password
for that user.

In the following example, the user mail is created and associated with the mailsrv group:

#useradd -g mail mailsrv

useradd and usermod commands are in /usr/sbin. See UNIX man pages for more information.

4 Youmightalso need to checkthe /etc/groupand /etc/passwd files to be sure that the user has
been added to the system group that you created.

Note - Should you decide not to set up UNIX system users and groups prior to installing Messaging
Server, you will be able to specify them when you run the “Creating the Initial Messaging Server
Runtime Configuration” on page 54.

To Prepare Directory Server for Messaging Server
Configuration

This section provides instructions on how to run the Directory Server Setup script
(comm_dssetup.pl) that configures your LDAP Directory Server to work with your Messaging
Server, Calendar Server, or User Management Utility configurations. The comm_dssetup.pl script
prepares the Directory Server by setting up new schema, index, and configuration data in your
Directory Server. It must be run for new installations of Messaging Server and Communications
Express. It is also a good idea to run the latest comm_dssetup.pl if you are upgrading any of the
component products that depend on Directory Server.
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To Prepare Directory Server for Messaging Server Configuration

The following topics are explained:

® “Location of comm_dssetup.pl” on page 47
® “comm_dssetup.pl Requirements” on page 47
= “Running the comm_dssetup.pl Script” on page 48

Location of comm dssetup.pl

In earlier versions of Java Enterprise System, this utility was bundled with Messaging Server and
Calendar Server and did not have to be separately installed. However, starting with Java Enterprise
System 2005Q1, the script is now a separately installable shared component.

To install comm_dssetup. pl, choose one of the following methods:

= When using the Java Enterprise System installation program, at the component selection panel,
select comm_dssetup.pl. (Selecting Directory Server automatically selects comm_dssetup.pl,
t0o0.)

= Ifyouare upgrading from an earlier version of Java Enterprise System and are not using the Java
Enterprise System installation program, download the following patches:

Solaris Sparc: 118245 and 118242
Solaris x86: 118256 and 118243
Linux: 118247 only

Asinstalled, comm_dssetup.pl is found in the following directory:
Solaris: /opt/SUNWcomds/sbin

Linux: /opt/sun/comms/dssetup/sbin

comm dssetup.pl Requirements

Before you run the comm_dssetup. pl script, be sure to read the following requirements:

= Prior to running the comm_dssetup.pl script, your directory server must be installed and
configured.

= Runthe comm_dssetup.pl script as superuser.

= Run comm_dssetup.pl prior to running the Messaging Server, Calendar Server,
Communications Express, or User Management Utility Initial Runtime Configuration
programs.
Generally, if you run comm_dssetup.pl on a directory server for one product (for example,
Calendar Server), you don’t need to run it again for another product (like Messaging Server), as
long as both products are using the same directory server. However, you will need to run
comm_dssetup again if you change some of the answers you gave when running comm_dssetup.
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To Prepare Directory Server for Messaging Server Configuration

48

For example, if you want to use a different user/group suffix for the next configuration of
Messaging Server, say because you ran commdirmig (migrated from Sun LDAP Schema 1 to Sun
LDAP Schema 2).

= The comm_dssetup.pl script must be run on your directory server machine.
= Be sure that your directory server is running prior to running comm_dssetup.pl.

= Whenever you install a new version of Messaging Server, you will need to run the new version of
comm_dssetup.pl on your Directory Server machine. New schema and new indexes may be
added to each Messaging Server distribution.

= [Ifthe configuration data and user and group data are split into separate directory instances, you
will need to run the comm_dssetup script on both instances.

= For UNIX systems, use the version of Perl that ships with Directory Server to avoid problems
with versions: dir_svr_root/bin/slapd/admin/bin/perl.

= Ifyouare running comm_dssetup.pl on aremote directory server:

= Copythedssetup.zip file from the msg_svr_base/install directory to the remote directory
server. You may want to copy it to a directory like /tmp or /var/tmp. If you don’t wish to
install comm_dssetup on all Directory Server machines, you can copy the zip file to other
Directory Server machines instead of installing it.

" Unzip the dssetup.zip file (which contains the comm_dssetup.pl and required schema).
=  Runthe comm_dssetup.pl script on the remote directory server.

= Ifyouare running a replicated directory server, you need to make sure you run the
comm_dssetup. pl script against the master and replica directories.

= When you run the Directory Server Setup script (comm_dssetup.pl) to prepare Directory Server
for Messaging Server configuration, record your installation parameters in Table E-3. You will
need some of these parameters for the Messaging Server initial runtime configuration.

Running the comm dssetup.pl Script

You can either run comm_dssetup.pl in interactive or silent mode as described in the following
sections:

= “To Run comm_dssetup.pl in Interactive Mode” on page 48
= “To Run comm_dssetup.pl in Silent Mode” on page 52

Use the Installation Worksheets in Table E-3 to record your answers.

To Run comm dssetup.plininteractive Mode
The following questions will be asked if you specify comm_dssetup.pl without any arguments:

Introduction
# perl comm_dssetup.pl
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To Prepare Directory Server for Messaging Server Configuration

Welcome to the Directory Server preparation tool for Java Enterprise
Communications Server. (Version X.X Revision X.X)

This tool prepares your directory server for Sun Java System Messaging
Server install.

The logfile is /var/tmp/dssetup YYYYMMDDHHSS

Do you want to continue [y]:

Press Enter to continue. Type No to exit.

2 Installation Root of Directory Server

Please enter the full path to the directory where the Java
Enterprise Directory Server was installed.

Directory server root [/var/opt/mps/serverroot]
Indicate the location of the installation root of the Directory Server on the Directory Server machine.

Note that the Directory server root location is different on Linux.

3 Directory Server Instance

Please select a directory server instance from the following list:
[1] slapd-varrius

Which instance do you want [1]:

If multiple instances of Directory Server reside on the machine, choose the one that will be
configured with Messaging Server.

4 Directory Manager Distinguished Name (DN)

Please enter the directory manager DN [cn=Directory Manager]:

Password:

The Directory Manager DN (cn=Directory Manager) is the administrator who is responsible for the
user and group data in the Organization Tree. Be sure that the Directory Manager DN you specify in
this script is the same DN that you set up in your Directory Server installation as well as your
Messaging Server installation.

5 Userand Group Directory Server

Will this directory server be used for users/groups [Yes]:
If you type Yes, more questions will be asked regarding the user/group tree.

If you type No, it is assumed that this directory instance is only used to store configuration data; you
will skip to the question about updating schema files. After you finish running this script against the
configuration directory instance, you need to run this script against the directory instance that stores
user and group data before moving on in the installation process.
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User and Group Base Suffix
Please enter the Users/Groups base suffix [o=usergroup]:
The User and Group base suffix is the top entry in the Organization Tree which holds the namespace

for user and group entries. Be sure that the User and Group base suffix you select is the same as what
you specified during your Directory Server installation and in your Messaging Server installation.

Note - If you installed Access Manager, be sure the suffix specified in Access Manager installation is
the same as what you specify for this question. If you do not use the same suffix, Messaging Server
will not recognize your Access Manager installation.

For more information on the Organization Tree, see “LDAP Directory Information Tree
Requirements” in Sun Java System Communications Services 6 2005Q4 Deployment Planning Guide
and Chapter 12, “Provisioning and Schema Concepts for Messaging Server 6.0”
(http://docs.sun.com) in the Sun Java Enterprise System 2003Q4 Installation Guide.

Schema Type

There are 3 possible schema types:
1 - schema 1 for systems with iMS 5.x data
1.5 - schema 2 compatibility for systems with iMS 5.x data
that has been converted with commdirmig
2 - schema 2 native for systems using Access Manager

Please enter the Schema Type (1, 1.5, 2) [1]:
Choose Option 1 if you are planning to use Sun LDAP Schema 1.

Choose Option 1.5 if you plan to use Sun LDAP Schema 2, Compatibility Mode. For more
information, see the Sun Java System Communications Services 6 2005Q4 Schema Migration Guide.

Choose Option 2 if you plan to use Sun LDAP Schema 2, Native Mode.

comm_dssetup.pl will no longer terminate if Access Manager is not installed. Instead it will warn
you that Access Manager is not installed and offer to install schema 2 for you. The warning screen
looks like this:

Please enter the Schema Type (1, 1.5, 2) [1]: 2
Access Manager has not been configured for this new user/group suffix

You can opt to continue, but you will not be able to use features
that depend on Access Manager

Are you sure you want this schema type? [n]:

For more information on your schema options, see Chapter 8, “Understanding Schema and
Provisioning Options,” in Sun Java System Communications Services 6 2005Q4 Deployment Planning
Guide.
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Domain Component (DC) Tree Base Suffix

Please enter the DC Tree base suffix [o=internet]:

Note - In Step 7, if you choose Option 1 or 1.5, you will be asked to provide your DC Tree Base Suffix.
If you choose Option 2 - Sun LDAP Schema 2 - Native Mode, you will not be asked this question.

The DC Tree mirrors the local DNS structure and is used by the system as an index to the
Organization Tree that contain the user and group data entries. The DC Tree base suffix is the name
of the top entry on the DC tree. You can either choose the default o=internet or another name.

For more information on the DC Tree or the Organization Tree, see “LDAP Directory Information
Tree Requirements” in Sun Java System Communications Services 6 2005Q4 Deployment Planning
Guide and Chapter 12, “Provisioning and Schema Concepts for Messaging Server 6.0”
(http://docs.sun.com) in the Sun Java Enterprise System 2003Q4 Installation Guide.

Updating Schema Files
Do you want to update the schema files [yes]:

If you answer Yes, new elements will be added to your schema. It is recommended that you update
the Directory with the new schema files each time you install newer versions of Messaging Server.

Configuring New Indexes

Do you want to configure new indexes [yes]:

If you answer Yes to the question of whether or not this directory server be used for users/groups
(Step 5), you will be asked if you want to configure new indexes, which are used to create caches to

improve efficiency of directory searches. It is recommended that you answer Yes to this question.
However, there are several conditions under which you wouldn’t want to create the indexes:

= [fthis is for a master user/group Directory Server that is only used to serve replicas, that is, there
are no direct queries done against the user/group Directory Server.

= Ifyou have a production user/group Directory Server with lots of entries in which you don’t want
alot of downtime while the indexes are created.

Summary of Settings

Here is a summary of the settings that you chose:

Server Root 1 /var/opt/mps/serverroot/
Server Instance : slapd-varrius
Users/Groups Directory . Yes

Update Schema 1 yes

Schema Type HE

DC Root : o=internet

User/Group Root 1 o=usergroup

Add New Indexes . yes

Directory Manager DN : cn=Directory Manager
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Now ready to generate a shell script and ldif file to modify
the Directory.
No changes to the Directory Server will be made this time.

Do you want to continue [y]:

A summary of your settings will be displayed before your directory configuration is updated. No
changes will be made at this time.

Note - In Step 7, if you choose Option 2: Sun LDAP Schema 2 - Native Mode, the DC Root in the
Summary of Settings will be the same value that you entered for the User/Group Root.

If you want to change any of your settings, enter No and run the script again.

If you enter Yes to continue, the comm_dssetup. pl script will create an LDIF file and a shell script
that will be used to update the indexes and schema in your directory server:

/var/tmp/dssetup YYYYMMDDHHMMSS.sh
/var/tmp/dssetup YYYYMMDDHHMMSS . ldif

where YYYYMMDDHHMMSS indicates the time and date stamps when the files were created.

Note - You can either choose to run the script now or later. If you choose to run the script now, type
Yes when asked if you want to continue. If you want to run the script later, you can invoke the script
by using /var/tmp/dssetup_ YYYYMMDDHHMMSS. sh.

To Run comm dssetup.plinSilent Mode

To enable the silent mode, specify all the arguments at one time on a single line:
# perl comm_dssetup.pl -i yes|no -R yes|no -c \
Directory_Svr_Root -d Directory_instance \
-r DC_tree -u User_Group_suffix -s yes|no \
-D "DirectoryManagerDN" \
-w password -b yes|no -t 1|1.5]|2 \
-m yes|path-to-schema-files]

For example:

# perl comm_dssetup.pl -i yes -c /var/opt/mps/serverroot -d slapd-budgie
-r o=internet -u o=usergroup -s yes -D "cn=Directory Manager"
-w password -b yes -t 1 -m yes

The options for this command are:
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Option Description

-iyes|no Answers the following question: “Do you want to configure new indexes?”
Specify yes to configure new indexes. Specify no if you don’t want to
configure new indexes.

-Ryes|no Execute reindexing if new indexes found and -m yes is given

-c Directory_Svr_Root

Directory Server Root path name. For example: /var/opt/mps/serverroot

-d Directory_instance

Directory Server instance subdirectory. For example: slapd-budgie

-r DC_tree

DC tree suffix. For example: o=internet

-u User_Group_suffix

User/Group suffix. Example: o=usergroup

-syes|no

Answers the following question: “Do you want to update the schema?”
Specify yes to update the schema files. Specify no if you don’t want to
update the schema files.

-D DirectoryManagerDN

Directory Manager DN. For example, "cn=Directory Manager"

-w password

Directory Manager password

-byes|no

Answers the following question: “Will this directory server be used for users
and groups?” Specify yes if the directory server will be used for
configuration and user/groups. Specify no if this directory will be only used
for configuration data.

-t1]1.5]2

Determines the schema version that you want to use for your Messaging

Server:

B Choose 1 for Sun LDAP Schema 1.

®  Choose 1.5 for Sun LDAP Schema 2 (Compatibility Mode). See the Sun
Java System Communications Services Schema Migration Guide for
more information.

B Choose 2 for Sun LDAP Schema 2 (Native Mode).

-myes|no

Answers the following question: “Do you want to modify the directory
server?” Specify yes to modify the directory. Specify no if you don’t want to
modify the directory.

-S path-to-schema-files

Specifies the directory path to schema files. For example: . /schema.

Once you set all the options for the comm_dssetup. pl script, you will see the following summary

screen before the script runs:

Here is a summary of the settings that you chose:

Server Root

Server Instance
Users/Groups Directory
Update Schema

Schema Type

1 /var/opt/mps/serverroot/
: slapd-budgie

: Yes

1 yes

1
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DC Root 1 o=internet

User/Group Root 1 o=usergroup

Add New Indexes . yes

Schema Directory : ./schema

Directory Manager DN : "cn=Directory Manager"

Each option is further described in “To Run comm_dssetup.plin Interactive Mode” on page 48.
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The initial runtime configuration program provides a configuration to get your Messaging Server up
and running. It is meant to create an initial runtime configuration to setup a generic functional
messaging server configuration. Thus it gives you a base working configuration from which you can
make your specific customization. The program is only meant to be run once. Subsequent running of
this program will result in your configuration being overwritten. To modify your initial runtime
configuration, use the configuration utilities described here and in the Sun Java System Messaging
Server 6 2005Q4 Administration Reference.

Messaging Server Prerequisites

Before running the initial runtime configuration program, you must:

= Install and configure the Administration Server. (See the Sun Java Enterprise System 2005Q4
Installation Guide. If you don’t configure the administration server, you can still configure
Messaging Server, but then you can not use the console to administer the Messaging Server.

= Install and configure the Directory Server. (See the Sun Java Enterprise System 2005Q4
Installation Guide.)

= Runthe comm_dssetup.pl program. (See “To Prepare Directory Server for Messaging Server
Configuration” on page 46.)

= Record your Administration and Directory installation and configuration parameters in the
checklists supplied in Appendix E.

Messaging Server Configuration Checklist

When you run the Messaging Server initial runtime configuration program, record your parameters
in Table E-2. To answer certain questions, refer to your Directory and Administration Server
installation checklists in Appendix E.

To Run the Configure Program

This procedure walks you through configuring the Messaging Server initial runtime configuration.
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1 Ensureinyour setup that DNS is properly configured and that it is clearly specified how to route to
hosts that are not on the local subnet.

The /etc/defaultrouter should contain the IP address of the gateway system. This address
must be on a local subnet.

The /etc/resolv.conf exists and contains the proper entries for reachable DNS servers and
domain suffixes.

In /etc/nsswitch. conf, the hosts: and ipnodes: line has the files, dns and nis keywords
added. The keyword files must precede dns and nis. So if the lines look like this:

hosts: nis dns files
ipnodes: nis dns files
They should be changed to this:

hosts: files nis dns
ipnodes: files nis dns

Make sure that the FQDN is the first host name in the /etc/hosts file.

If your Internet host table in your /etc/hosts file looks like this:

123.456.78.910 budgie.west.sesta.com

123.456.78.910 budgie loghost mailhost

Change it so that there is only one line for the IP address of the host. Be sure the first host name is
a fully qualified domain name. For example:

123.456.78.910 budgie.west.sesta.com budgie loghost mailhost

You can verify that the lines are read correctly by running the following commands:

# getent hosts ip_address

# getent ipnodes ip_address

If the lines are read correctly, you should see the IP address followed by the FQDN and then the

other values. For example:

# getent hosts 192.18.126.103
192.18.126.103 budgie.west.sesta.com budgie loghost mailhost

2 Invoke the Messaging Server initial runtime configuration with the following command:

/msg_svr_base/sbin/configure [flag]

You might need to use the xhost(1) command if you are configuring Messaging Server on a remote
system.

The table below describes optional flags you can set with the configure program:
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Flag Description

-nodisplay Invokes a command-line configuration program.
-noconsole Invokes a GUT user interface program.

-state [statefile] Uses a silent installation file. Must be used with

-nodisplay and -noconsole flags. See “To Perform a
Silent Installation” on page 59.

Once you run the configure command, the configuration program will start:

Welcome

The first panel in the configure program is a copyright page. Select Next to continue or Cancel to exit.
If you didn’t configure the administration server you will be warned, select okay to continue.

Enter the Fully Qualified Host Name (FQHN).

This is the machine on which Messaging Server will operate. When you installed the server using the
Java Enterprise System installer, you probably specified the physical host name. However, if you are
installing a cluster environment, you will want to use the logical hostname. Here is the chance to
change what you originally specified.

Select directory to store configuration and data files.

Select the directory where you want to store the Messaging Server configuration and data files.
Specify a pathname that is not under the msg_svr_base. Symbolic links will be created under
msg_svr_base to the configuration and data directory. For more information on these symbolic links,
see “Post-Installation Directory Layout” on page 68.

Make sure you have large enough disk space set aside for these files.

You will see a small window indicating that components are being loaded.

This may take a few minutes.

Select Components to Configure.

Select the Messaging components that you want to configure.

m  Message Transfer Agent: Handles routing, delivering user mail, and handling SMTP
authentication. The MTA provides support for hosted domains, domain aliases, and server-side
filters.

= Message Store: Provides the foundation for unified messaging services through its universal
Message Store. Access to the message store is available through multiple protocols (HTTP, POP,
IMAP). If you are only configuring a Message Store, you must also select the MTA.

= Messenger Express: Handles the HTTP protocol retrieval of messages from the Message Store. If
you are only configuring Messenger Express, you must also select the Message Store and the
MTA.
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m  Messaging Multiplexor: Acts as a proxy to multiple messaging server machines within an
organization. Users connect to the Multiplexor server, which redirects each connection to the
appropriate mail server. This component is not enabled by default. If you do check the MMP as
well as the Message Store, they will be enabled on the same system; a warning message will appear
for you to change your change port numbers after configuration. For instructions on doing so,
see “Post-Installation Port Numbers” on page 70.

To configure the MMP, see Chapter 7.

Check any components you want to configure, and uncheck those components you do not wish
to configure.

Enter the system user name and the group that will own the configured files.

For information on setting up system users and groups, see “Creating UNIX System Users and
Groups” on page 45.

Configuration Directory Server Panel

Enter your Configuration Directory LDAP URL, Administrator and Password. This is taken from
the Administration Server configuration.

Gather the Configuration Server LDAP URL from your Directory Server installation. See the
Directory Server Installation worksheet from Table E-1.

The Directory Manager has overall administrator privileges on the Directory Server and all Sun Java
System servers that make use of the Directory Server (for example, the Messaging Server). It also has
full administration access to all entries in the Directory Server. The default and recommended
Distinguished Name (DN) is cn=Directory Manager and is set during Directory Server
configuration.

Note - If you select something other than the default, you will have a mismatch between the
Administration Server and the configuration Directory Server. This will require manual
post-configuration steps. So modify this entry only if you really know what you are doing.

User/Group Directory Server Panel
Enter your Users and Groups Directory LDAP URL, Administrator and Password.

Gather the User/Group Server LDAP URL information from the host and post number information
from your Directory Server installation. See the Directory Server Installation worksheet from Table
E-1.

The Directory Manager has overall administrator privileges on the Directory Server and all Sun Java
System servers that make use of the Directory Server (for example, the Messaging Server) and has full
administration access to all entries in the Directory Server. The default and recommended
Distinguished Name (DN) is cn=Directory Manager and is set during Directory Server
configuration.

If you are installing against a replicated Directory Server instance, you must specify the credentials of
the replica, not the master directory.
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Postmaster Email Address
Enter a Postmaster Email Address.

Select an address that your Administrator will actively monitor. For example, pma@siroe. com for a
postmaster on the siroe domain. This address cannot begin with “Postmaster.”

The user of the email address is not automatically created. Therefore, you will need create it by using
a provisioning tool.

Password for administrator accounts
Enter an initial password that will be used for service administrator, server, user/group administrator,

end user administrator privileges as well as PAB administrator and SSL passwords.

After the initial runtime configuration, you might change this password for individual administrator
accounts. For more information, see “To Modify Your Passwords” on page 105.

Default Email Domain

Enter a Default Email Domain.

This email domain is the default that is used if no other domain is specified. For example, if
siroe.comis the default email domain, then the is the domain to which messages addressed to user
IDs without a domain will be sent.

If you are using the User Management Utility, the command-line interface for provisioning users and
groups with Sun LDAP Schema 2, you will want to specify the same default domain during its
configuration. For more information, see the Sun Java System Communications Services 6 2005Q4
Delegated Administrator Guide.

Organization DN
Enter an Organization DN under which users and groups will be created. The default is the email
domain prepended to the user/group suffix.

For example, if your user/group suffix is o=usergroup, and your email domain is siroe. com, then
the default is o=siroe.com, o=usergroup (where o=usergroup is your user/group Directory suffix
which was specified in “Creating UNIX System Users and Groups” on page 45.

If you choose the same your user/group Directory suffix as your Organization DN, you may have
migration problems if you decide to create a hosted domain. If you want to set up a hosted domain
during initial runtime configuration, then specify a DN one level below the User/Group suffix.

Ready to Configure

The configuration program will check for enough disk space on your machine and then outline the
components it is ready to configure.

To configure the Messaging components, select Configure Now. To change any of your configuration
variables, select Back. Or to exit from the configuration program, select Cancel.
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16 Starting Task Sequence, Sequence Completed, and Installation Summary Panels

You can read the installation status by selecting Details on the final Installation Summary page. To
exit the program, select Close.

Alog file is created in /msg_svr_base/install/configure_YYYYMMDDHHMMSS. log, where
YYYYMMDDHHMMSS identifies the 4-digit year, month, date, hour, minute, and second of the
configuration.

An initial runtime configuration is now set up for your Messaging Server. To change any
configuration parameter, refer to other parts of this document for instructions on doing so.

To start Messaging Server, use the following command:

/opt/SUNWmsgsr/sbin/start-msg

v ToPerform a Silent Installation

The Messaging Server initial runtime configuration program automatically creates a silent
installation state file (called saveState) that can be used to quickly configure additional Messaging
Server instances in your deployment where the Messaging Server Solaris packages have been
installed. All of your responses to the configuration prompts are recorded in that file.

By running the silent installation, you instruct the configure program to read the silent installation
state file. The configure program uses the responses in this file rather than ask the same installation
questions again for subsequent initial runtime configurations of Messaging Server. When you use the
state file in a new installation, you are not asked any questions. Instead, all of the state file responses
are automatically applied as the new installation parameters.

The silent installation saveState state file is stored in the

msg_svr_base/install/configure_ YYYYMMDDHHMMSS directory, where
YYYYMMDDHHMMSS identifies the 4-digit year, month, date, hour, minute, and second of the
saveState file.

To use the silent installation state file to configure another Messaging Server instance on another
machine in the deployment, follow these steps:

1 Copythesilentinstallation state file to a temporary area on the machine where you are performing
the new installation.

2 Review and edit the silentinstallation state file as necessary.

You will probably want to change some of the parameters and specifications in the state file. For
example, the default email domain for the new installation may be different than the default email
domain recorded in the state file. Remember that the parameters listed in the state file will be
automatically applied to this installation.

3 Runthefollowing command to configure other machines with the silent installation file:

msg_svr_base/sbin/configure -nodisplay -noconsole -state \
fullpath/saveState
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where fullpath is the full directory path of where the saveState file is located. (See Step 1 of this
section).

Note - After running the silent installation program, a new state file is created from the silent
installation in directory location:

msg_svr_base/install/configure YYYYMMDDHHMMSS/saveState, where
YYYYMMDDHHMMSS identifies the 4-digit year, month, date, hour, minute, and second of the
directory containing the saveState file.

Installing Messaging Server Against a Directory Server

Replica

60

There might be limitations that prevent you from installing Messaging Server against a Directory
Server master:

= You do not have Directory Server master credentials.
= Messaging Server cannot communicate directly with the Directory Server master.

To Install Messaging Server Against a Directory Server
Replica

Run the comm_dssetup.pl program against all Directory Servers including the Directory Server
replicas as noted in “comm_dssetup.pl Requirements” on page 47.

Run the Messaging configure program using the replicated Directory Server credentials as
described in “Creating the Initial Messaging Server Runtime Configuration” on page 54.

By default, this program is located in msg_svr_base/sbin/configure.

Because of invalid privileges, the configure program will fail in trying to configure the Directory
Server Administrators. It will, however, produce the msg_svr_base/config/*.1d1if files thatare
needed to allow proper privileges to the Directory Server replicas.

Move the *. 1dif files to the Directory Server master.

Run the 1dapmodify command on the *. 1dif files.

See the Sun Java System Directory Server documentation for more information on ldapmodify or in
the msg_svr_base/install/configure YYYYMMDDHHMMSS.log.

Run the configure program again.

Your Directory Server replica (and master) are now configured to work with your Messaging Server.
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Installing Messaging Server Provisioning Tools

The following sections provide a summary of install information about the supported provisioning
tools:

® “Schema 1 Delegated Administrator for Messaging” on page 61
= “LDAP Provisioning Tools” on page 62
® “Creating UNIX System Users and Groups” on page 45

Schema 1 Delegated Administrator for Messaging

Two GUI provisioning tools are available for Messaging Server, the iPlanet Delegated Administrator
(Sun LDAP Schema 1) and the Communications Services Delegated Administrator (Sun LDAP
Schema 2). This section discusses the former. For details on the latter see the Sun Java Enterprise
System 2005Q4 Installation Guide.

To install the iPlanet Delegated Administrator (Sun LDAP Schema 1), you need to download it from
the Sun Software page. Contact your Sun Java System representative for information on the
download location information.

Note - The iPlanet Delegated Administrator can only be installed after Messaging Server and Web
Server are installed and configured. For more information on installing iPlanet Delegated
Administrator, see the iPlanet Delegated Administrator documentation.

iPlanet Delegated Administrator is only available for those customers with existing Messaging Server
5.x installations and who are currently installing Messaging Server 6. It is not available to those
customers new to the Messaging Server product.

iPlanet Delegated Administrator must be used with Sun Java System Web Server 6.0 (which is only
bundled with the previous Messaging Server 5.2 product). You cannot use Web Server 6.1 (bundled
with the Java Enterprise System installer) with iPlanet Delegated Administrator.

Summary of Installation Steps: To install and configure iPlanet Delegated Administrator for
Messaging with Messaging Server:

Note - When you install the following products, use the Java Enterprise System installer. Note that
some of these products have their own configuration whereas other product configurators are
embedded in the Java Enterprise System installer/configurator. For more information, refer to
specific product documentation.
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To Install iPlanet Delegated Administrator

Be sure that either Sun Java System Directory Server 5.2 is installed and configured.
For more information, read the appropriate Sun Java System Directory Server Installation Guide.

Install and configure Messaging Server.

Messaging Server will detect that you are using Sun LDAP Schema 1 since Sun Java System Access
Manager will not be installed.

Install Sun Java System Web Server 6.0 from your previous Messaging Server 5.2 bundle.

Review the Sun Java System Web Server documentation and the Sun Java System Delegated
Administrator documentation.

Install iPlanet Delegated Administrator for Messaging 1.2 Patch 2.
Contact your Sun support representative to obtain the latest version.

Refer to the iPlanet Delegated Administrator documentation.

LDAP Provisioning Tools

Sun LDAP Schema 1 users and groups can be provisioned using the LDAP Directory tools (Schema 2
is not supported).

To Install Schema 1 LDAP Provisioning Tools

If Directory Server is not already installed, be sure to install and configure it.

For more information, refer to the Sun Java Enterprise System 2005Q4 Installation Guide.

Configure Access Manager to recognize data in your Directory Server.

Before Access Manager can recognize the data in your LDAP directory, you must add special object
classes to entries for all organizations, groups and users that will be managed by Access Manager. If
you have not done this already, do it before you start provisioning new accounts. Sample scripts are
bundled in the Access Manager product to help you automatically add these object classes to your
directory. For more information on these post-installation steps, see the Sun Java System Access
Manager 6 2005Q1 Migration Guide.

Install and configure Messaging Server with help from this guide.

Messaging Server will detect which Sun Java System LDAP Schema you are using, depending on
whether or not Access Manager is installed.

Install and configure Sun Java System Web Server 6.1 to enable mail filtering in Messenger Express.

For more information on enabling mail filtering, see “Configuring Messenger Express and
Communications Express Mail Filters” on page 67.
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Though mail filtering is not a provisioning tool, its functionality existed in the previous GUI version
of Delegated Administrator for Messaging.

Refer to the Sun Java System Messaging Server documentation to perform LDAP provisioning.

For Sun LDAP Schema 1 LDAP provisioning, use the iPlanet Messaging Server 5.2 Provisioning
Guide and Sun Java System Communications Services 6 2005Q4 Schema Reference. The Schema
Reference contains object classes and attributes for both Sun LDAP Schema 1 and v.2.

SMTP Relay Blocking

By default, Messaging Server is configured to block attempted SMTP relays; that is, it rejects
attempted message submissions to external addresses from unauthenticated external sources
(external systems are any other system than the host on which the server itself resides). This default
configuration is quite aggressive in blocking SMTP relaying in that it considers all other systems to
be external systems.

After installation, it is important to manually modify your configuration to match the needs of your
site. Specifically, your messaging server should recognize its own internal systems and subnets from
which SMTP relaying should always be accepted. If you do not update this configuration, you might
encounter problems when testing your MTA configuration.

IMAP and POP clients that attempt to submit messages via Messaging Server system’s SMTP server
destined for external addresses, and who do not authenticate using SMTP AUTH (SASL), will find
their submission attempts rejected. Which systems and subnets are recognized as internal is typically
controlled by the INTERNAL_IP mapping table, which may be found in the file
msg_svr_base/config/mappings.

For instance, on a Messaging Server system whose IP address is 192.45.67.89, the default
INTERNAL_IP mapping table would appear as follows:

INTERNAL_IP

$(192.45.67.89/24) $Y
127.0.0.1 $Y
* 6N

The initial entry, using the $ (IP-pattern/significant-prefix-bits) syntax, is specifying that any
IP address that matches the first 24 bits of 192.45.67.89 should match and be considered internal.
The second entry recognizes the loopback IP address 127.0.0. 1 as internal. The final entry specifies
that all other IP addresses should not be considered internal.

You may add additional entries by specifying additional IP addresses or subnets before the final $N
entry. These entries must specify an IP address or subnet (using the $(.../...) syntax to specifya
subnet) on the left side and $Y on the right side. Or you may modify the existing $(.../...) entry to
accept a more general subnet.
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For instance, if this same sample site has a class C network, that is, it owns all of the 192.45.67.0
subnet, then the site would want to modify the initial entry so that the mapping table appears as
follows:

INTERNAL_IP

$(192.45.67.89/24) $Y
127.0.0.1 $Y
* $N

Or if the site owns only those IP addresses in the range 192.45.67.80-192.45.67.99, then the site
would want to use:

INTERNAL_IP

! Match IP addresses in the range 192.45.67.80-192.45.67.95
$(192.45.67.80/28) $Y

! Match IP addresses in the range 192.45.67.96-192.45.67.99
$(192.45.67.96/30) $Y
127.0.0.1 $Y
*  $N

Note that the msg_svr_base/sbin/imsimta test-match utility can be useful for checking whether
an IP address matches a particular $(.../...) test condition. The imsimta test -mapping utility
can be more generally useful in checking that your INTERNAL_IP mapping table returns the desired
results for various IP address inputs.

After modifying your INTERNAL_IP mapping table, be sure to issue the msg_svr_base/sbin/imsimta
cnbuild and the msg_svr_base/sbin/imsimta restart utilities so that the changes take effect.

Further information on the mapping file and general mapping table format, as well as information
on imsimta command line utilities, can be found in the Chapter 2, “Message Transfer Agent
Command-line Utilities,” in Sun Java System Messaging Server 6 2005Q4 Administration Reference.
In addition, information on the INTERNAL_IP mapping table can be found in “To Add SMTP
Relaying” on page 488.

Enabling Startup After a Reboot
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You can enable Messaging Server startup after system reboots by using the bootup script:
msg_svr_base/1ib/Sun_MsgSvr. That is, by default, Messaging Server will not restart after a system
reboot unless you run this script. In addition, this script can also start up your MMP, if enabled.
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v To Enable Messaging Server After a Reboot

1 CopytheSun MsgSvrscriptintothe /etc/init.d directory.

2 Change the following ownerships and access modes of the Sun_MsgSvr script:

Ownership (chown(1M)) Group Ownership (chgrp(1M)) Access Mode (chmod(1M))

root (superuser) sys 0744

3 Gotothe /etc/rc2.ddirectory and create the following link:
1n /etc/init.d/Sun_MsgSvr S92Sun_MsgSvr

4 Gotothe/etc/rc0.ddirectory and create the following link:
1n /etc/init.d/Sun_MsgSvr K08Sun_MsgSvr

Handling sendmail Clients

If end users send messages through sendmail clients, you can configure Messaging Server to work
with those clients over protocol. Users can continue to use the UNIX sendmail client.

To create compatibility between sendmail clients and Messaging Server, you can create and modify a
sendmail configuration file.

Note - Each time a new sendmail patch is applied to your system, you will need to modify the
submit. cf file as described in the following instructions in “To Create the sendmail Configuration
File on Solaris 9 Platforms” on page 66. On Solaris 8, follow the instructions in “To Obtain the
Proper Version of the /usr/1ib/sendmail on Solaris 8” on page 66.

When you upgraded previous versions of Messaging Server, the /usr/1ib/sendmail binary was
replaced with a component of the sendmail product. In Messaging Server, this replacement during
upgrade no longer occurs. Therefore, you need to obtain the proper version of the
/usr/lib/sendmail binary from the most current sendmail patch.

On Solaris OS 9 platforms, sendmail is no longer a setuid program. Instead, it is a setgid program.
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v

To Obtain the Proper Version of the
/usr/lib/sendmail on Solaris 8

Find the filemain-v7sun.mcfilein directory /usr/1lib/mail/cf and create a copy of this file.

In the example in this section, a copy called sunone-msg.mc is created.

Inthe sunone-msg.mc file, add the following lines before the MATILER macros:

FEATURE(”nullclient’, "smtp:rhino.west.sesta.com’)dnl
MASQUERADE_AS ("west.sesta.com’)dnl
define(”confDOMAIN NAME’, "west.sesta.com’)dnl

rhino.west.sesta.comis thelocalhost name and west.sesta.comis the default email domain as
described in “Creating the Initial Messaging Server Runtime Configuration” on page 54. In an HA
environment, use the logical host name. See Chapter 3 for more information about logical
hostnames for High Availability.

Compile the sunone-msg.mc file:

/usr/ccs/bin/make sunone-msg.cf

The sunone-msg.mc will output sunone-msg. cf.
Make a backup copy of the existing sendmail. cf file located in the /etc/mail directory.
a. Copyandrename /usr/lib/mail/cf/sunone-msg.cftosendmail.cf file.

b. Move the new sendmail.cf filetothe /etc/mail directory.

To Create the sendmail Configuration File on Solaris 9
Platforms

Find the file submit.mc filein directory /usr/lib/mail/cf and create a copy of this file.

In the example in this section, a copy called sunone-submit.mc is created.

Change the following line in the file sunone-submit.mc:
FEATURE ("msp’)dn

to
FEATURE("msp’, "rhino.west.sesta.com’)dnl

where rhino.west.sesta.comis thelocalhost name.
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rhino.west.sesta.comis thelocalhost name and west.sesta. comis the default email domain as
described in “Creating the Initial Messaging Server Runtime Configuration” on page 54. In an HA
environment, use the logical host name. See Chapter 3 for more information about logical
hostnames for High Availability.

3  Compile the sunone-submit.mcfile:

/usr/ccs/bin/make sunone-submit.cf

The sunone-submit.mc will output sunone-submit.cf.
4  Make a backup copy of the existing submit. cf filein the /etc/mail directory.
a. Copyandrename /usr/lib/mail/cf/sunone-submit.cf fileto submit.cf file.

b. Movethe new submit.cffiletothe /etc/mail directory.

Configuring Messenger Express and Communications Express
Mail Filters

Mail filters are accessible through Messenger Express and Communications Express. There is no
need to deploy the .war file if you use only Communications Express, but to deploy the mail filters
within Messenger Express you need to issue the following commands:

Ifyou’re using Web Server as your web container :

# cd web_svr_base/bin/https/httpadmin/bin/
# ./wdeploy deploy -u /MailFilter -i https-srvr_instance \
-v https-virtual_srvr_instance msg_svr_base/SUNWmsgmf/MailFilter .war

Ifusing Application Server as your Web container :

# cd app_svr_base/sbin
# ./asadmin
asadmin> deploy --user admin msg_svr_base/SUNWmsgmf/MailFilter.war

In both cases, set the following configutil parameter and restart mshttpd:

# cd msg_svr_base/sbin/# ./configutil -o "local.webmail.sieve.port” \
-v "WS_port_no|AS_port_no"# \
./stop-msg http# ./start-msg http

You can also use the Administration Console to deploy .war files; for more information please
consult the Sun Java System Web Server 7 2004Q2 Administrator’s Guide), or the at Sun Java System
Application Server Enterprise Edition 8.1 2005Q2 Administration Guide..

Information on mail filters for end-users is available in the Messenger Express and Communications
Express online help files.
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Performance and Tuning

Refer to “Performance Considerations for a Messaging Server Architecture” in Sun Java System
Communications Services 6 2005Q4 Deployment Planning Guide.

Post-Installation Directory Layout

After installing the Sun Java System Messaging Server, its directories and files are arranged in the
organization described in Table 1-1. The table is not exhaustive; it shows only those directories and
files of most interest for typical server administration tasks.

TABLE 1-1 Post-Installation Directories and Files

Directory

Default Location and Description

Messaging Server Base

(msg_svr_base)

/opt/SUNWmsgsr/
(default location)

The directory on the Messaging Server machine dedicated to holding the
server program, configuration, maintenance, and information files.

Only one Messaging Server Base directory per machine is permitted.

Configuration msg_svr_base/config/

config Contains all of the Messaging Server configuration files such as the imta. cnf
and the msg. conf files.
On Solaris and Linux platforms only: This directory is symbolically linked
(on UNIX platforms) to the config subdirectory of the data and
configuration directory (default: /var/opt/SUNWmsgsr/) that you specified
in the initial runtime configuration.

Log msg_svr_base/ log/

log Contains the Messaging Server log files like the mail.log_current file.

On Solaris and Linux platforms only: This directory is symbolically linked
(on UNIX platforms) to the log subdirectory of the data and configuration
directory (default: /var/opt/SUNWmsgsr/) that you specified in the initial
runtime configuration.
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TABLE 1-1 Post-Installation Directories and Files (Continued)

Directory Default Location and Description

Data msg_svr_base/data/

data (required location)
Contains databases, configuration, log files, site-programs, queues, store and
message files.
The data directory includes the config and log directories.
On Solaris and Linux platforms only: This directory is symbolically linked
(on UNIX platforms) to the data and configuration directory (default:
/var/opt/SUNWmsgsr/) that you specified in the initial runtime
configuration.

System Administrator msg_svr_base/sbin/

Programs

& (required location)

sbin
Contains the Messaging Server system administrator executable programs
and scripts such as imsimta, configutil, stop-msg, start-msg, and
uninstaller.

Library msg_svr_base/1ib/

lib (required location)
Contains shared libraries, private executable programs and scripts, daemons,
and non-customizable content data files. For example: imapd and
gm_maint.hlp.

SDK Include Files msg_svr_base/include/

include (required location)
Contains Messaging header files for Software Development Kits (SDK).

Examples msg_svr_base/examples/

examples (required location)

Contains the examples for various SDKs, such as Messenger Express AUTH
SDK.

Installation Data

install

msg_svr_base/install/
(required location)

Contains installation-related data files such as installation log files, silent
installation files, factory default configuration files, and the initial runtime
configuration log files.
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Post-Installation Port Numbers
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In the installation and initial runtime configuration programs, port numbers will be chosen for
various services. These port numbers can be any number from 1 to 65535.

Table 1-2 lists the port numbers that are designated after installation.

TABLE 1-2 Port Numbers Designated During Installation

Port Number Service (configutil parameter)

389 Standard Directory Server LDAP Port on the machine where you install Directory
Server. This port is specified in the Directory Server installation program.
(local.ugldapport)

110 Standard POP3 Port. This port may conflict with the MMP port if installed on the same
machine. (service.pop.port)

143 Standard IMAP4 Port. This port may conflict with the MMP port if installed on the
same machine. (service.imap.port)

25 Standard SMTP Port. (service.http.smtpport)

80 Messenger Express HTTP Port. This port may conflict with the Web Server port if
installed on the same machine. (service.http.port)

992 POP3 over SSL port. For encrypted communications. (service.pop.sslport)

993 IMAP over SSL Port. For encrypted communications. This port may conflict with the
MMP port if installed on the same machine. (service.imap.sslport)

443 HTTP over SSL Port. For encrypted communications. (service.http.sslport)

7997 Messaging and Collaboration Event Notification Service (ENS) Port.

27442 Port that is used Job Controller for internal product communication.

49994 Port that is used by the Watcher for internal product communication. See the Sun Java

System Messaging Server Administration Guide for more information on the Watcher.
(local.watcher.port)

user-specified

Administration Server HTTP Port. (For listening to Console requests).

If certain products are installed on the same machine, you will encounter port number conflicts.
Table 1-3 shows potential port number conflicts.

TABLE 1-3 Potential Port Number Conflicts

Conflicting Port Number

Port Conflicting Port

143

IMAP Server MMP IMAP Proxy
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TABLE 1-3 Potential Port Number Conflicts (Continued)

Conflicting Port Number Port Conflicting Port

110 POP3 Server MMP POP3 Proxy

993 IMAP over SSL MMP IMAP Proxy with SSL
80 Web Server port Messenger Express

If possible, you should install products with conflicting port numbers on separate machines. If you
are unable to do so, then you will need to change the port number of one of conflicting products.

v To Change Port Numbers

D Usetheconfigutil utility to change port numbers.

See the “configutil” in Sun Java System Messaging Server 6 2005Q4 Administration Reference for
complete syntax and usage.

Example1-1  Changing the Messenger Express HTTP Port Number

The following example uses the service.http.port configutil parameter to change the
Messenger Express HT'TP port number to 8080.

configutil -o service.http.port -v 8080
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L R R 4 CHAPTER 2

Upgrading to Sun Java System Messaging
Server

This chapter describes how to upgrade from Messaging Server 5.2 to the current version of
Messaging Server.

“Before You Begin” on page 73

“Overview of the Upgrade Process” on page 74

“Creating Upgrade Files to Update your Configuration” on page 74
“Running the Upgrade Utility” on page 77

“Migrating User Mailboxes” on page 79

Before You Begin

Prior to performing the upgrade, ensure the following:

= This version of Messaging Server is installed and configured on either the same or a different
system than the Messaging Server 5.2 system.

Note - Unlike previous versions of Messaging Server, you cannot upgrade your existing Messaging
Server without first installing and configuring the current version of Messaging Server.

Also, you cannot use this upgrade program with Messaging Server versions older than version 5.2.
Therefore, you must first migrate or upgrade to Messaging Server 5.2, install Messaging Server 6
2005Q4 and then run this upgrade program. See the iPlanet Messaging Server 5.2 Migration Guide
(http://docs.sun.com) for more information on migrating to Messaging Server 5.2.

= Existing Messaging Server 5.2 installations are configured with MTA Direct LDAP Lookup, not
with imsimta dirsync.

®  Inaddition, Messaging Server 6 2005Q4 does not support multiple instances. If you have

multiple instances of Messaging Server version 5.2, you may only choose one instance to upgrade

to Messaging Server 6 2005Q4. Furthermore, running the upgrade utility more than once in an
attempt to migrate multiple instances will overwrite your configuration.
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Overview of the Upgrade Process

Overview of the Upgrade Process

The following topics outline the steps to upgrade from Messaging Server 5.2 to the current version of
Messaging Server.

m “Creating Upgrade Files to Update your Configuration” on page 74 (UpgradeMsg5toMsg6.pl)
= “Running the Upgrade Utility” on page 77 (do_the_upgrade.sh)

“MTA Configuration” on page 78 (make_mta_config_changes.sh)
“configutil Parameters” on page 78 (make_configutil_changes.sh)
“Backup Configuration” on page 78 (make_backup_config_changes.sh)
“mbox1ist Database” on page 78 (make_mboxlistdb_changes.sh)

= “Migrating User Mailboxes” on page 79 (optional)

Creating Upgrade Files to Update your Configuration

74

This section describes how special upgrade files are created in order to update the configuration on
your Messaging Server:

= “About Upgrade Files” on page 74
= “To Run the UpgradeMsg5toMsg6. pl Perl Script” on page 76

About UpgradeFiles

Prior to running an upgrade utility to move from Messaging Server 5.2 to 6, you first need to run the
UpgradeMsg5toMsg6. pl Perl script (located in msg_svr_base/sbin).

UpgradeMsg5toMsg6. pl compares your 5.2 configuration files with your Messaging Server 6
configuration files and creates two sets of files for each configuration file: * . CHANGES files and
* . MERGED files.

The *. CHANGES files and * . MERGED files are generated in the work space directory,
/var/tmp/UpgradeMsg5toMsg6.ScratchDir.

The *. CHANGES files show critical configuration file differences between Messaging Server 5.2 and the
current version of Messaging Server. These files highlight the configuration entities that are only
found in Messaging Server, the configuration entities from Messaging Server 5.2 that are obsolete in
this current version of Messaging Server, and the configuration entities that are only found in the
Messaging Server 5.2. Not all * . CHANGES files will show differences between the versions of
configuration files, and not all configuration files will generate * . CHANGES files.

The *.MERGED files are a consolidation of Messaging Server 5.2 and the current version of Messaging
Server configuration values and settings. In general, configuration parameter values from Messaging
Server 5.2 are retained over the current version of Messaging Serverif:

®  There is no default value in the current version of Messaging Server, or
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= The value specified in your 5.2 configuration is not a default setting.
Table 2-1 lists the configuration files that generate *.MERGED or *. CHANGES files.

TABLE 2-1 Messaging Server Configuration Files that Generate * .MERGED or * . CHANGES files

Configuration Information Description Generates * . MERGED File Generates * . CHANGES File
job controller.cnf Job Controller File X X

conversions Conversions File X

channel_option, where SMTP channel option X

channelisan SMTP channel files

native_option Native channel option X X
file (exception to
channel_option)

channel_headers.opt, where Header option files X
channel is an SMTP channel

dispatcher.cnf Dispatcher File

imta tailor Tailor File

option.dat Global MTA Option File

aliases Aliases File

R | R e

imta.cnf MTA Conﬁguration File. In some instances, a
Only the include * . CHANGES file may be
references (like file generated.
directory locations) are
changed. Rewrite rule
and channel settings are
retained from your 5.2
configuration. To
include LMTP in your
imta.cnf, copy the
LMTP information from
your Messaging Server 6
imta.cnf file.

mappings Mappings File

mappings.locale Localized Mappings File

internet.rules Internet Rule
Configuration File

backup-groups.conf Backup Group X X
Definitions
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TABLE 2-1 Messaging Server Configuration Files that Generate * . MERGED or * . CHANGES files (Continued)

Configuration Information Description Generates * . MERGED File Generates * . CHANGES File
configutil Changes of X
configuration

parameters in
local.conf and
msg.conf configuration
files.

To Run the UpgradeMsg5toMsg6. pl Perl Script

To run the UpgradeMsg5toMsg6 . pl to create sets of files by which you’ll be able to update your
configuration, follow these steps:

Both your 5.2 and current version of Messaging Server can be running at this point.

If your Messaging Server 5.2 and 6 versions are on the same machine, start with Step 2.

If your Messaging Server 5.2 and 6 versions are not on the same machine, transfer, extract and copy
the Messaging Server 5.2 server-root directory to the current version of Messaging Server.

If your server versions are installed on the same machine, you can skip this step.
If your Message Store is too large to transfer from one system to another, you can transfer just the

essential portions of the server instance to the new system. There are comments inside of the
UpgradeMsg5toMsg6 . pl which cover this in detail.

You don’t have to copy the Messaging Server 5.2 store data to the Messaging Server 6 2005Q4 system,
however, you must ensure that the Messaging Server 5.2 mboxlist directory is accessible during the
upgrade process.

Run the UpgradeMsg5toMsg6. pl upgrade script.

By default, this script is located in msg_svr_base/sbin.

Run the script against the msg - instance of 5.2 version and the msg_svr_base of the current version of
Messaging Server. For example:

perl UpgradeMsg5toMsg6.pl /usr/sunone/server5/msg-budgie \
/opt/SUNWmsgsr

where /usr/sunone/server5/msg-budgie is the msg-instance of the 5.2 Messaging Server and
/opt/SUNWmsgsr is the msg_svr_base of the current version of Messaging Server.

The process creates * .MERGED and * . CHANGES files (as described in “About Upgrade Files” on page
74).

Carefully review the * . MERGED files to determine if you need to adjust the settings.

If you don’t want to use the suggested recommendations, you must manually adjust the settings.

Sun Java System Messaging Server 6 2005Q4 Administration Guide « March 2006



Running the Upgrade Utility

This utility does not update the Messenger Express customization files. Therefore, you need to
manually change these files in order to keep the relevant information from Messaging Server 5.2 and
add any new information from the current version of Messaging Server installation.

Running the Upgrade Utility

This section describes the do_the_upgrade. sh utility (located in
/var/tmp/UpgradeMsg5toMsg6.ScratchDir), a shell script that is made up of four sub-scripts. The
following topics are covered in this section:

“Overview of the Upgrade Utility” on page 77(do_the_upgrade.sh)
“MTA Configuration” on page 78 (nake_mta_config_changes.sh)
“configutil Parameters” on page 78 (make_configutil_changes.sh)
“Backup Configuration” on page 78 (make_backup_config_changes.sh)
“mbox1list Database” on page 78 (make_mboxlistdb_changes.sh)

Overview of the Upgrade Utility

The do_the_upgrade. sh utility is made up of four shell scripts that, with your * . MERGED files, update
the configuration and file directory locations of your MTAconfiguration, your configutil
parameters, backup parameters, and your mbox1ist database in your current version of Messaging
Server system.

You can either run the do_the_upgrade. sh utility, or you can individually run one or more of the
scripts that make up the do_the_upgrade. sh utility (nake_mta_config_changes.sh,

make configutil changes.sh,make backup config changes.sh,and

make mboxlistdb changes.sh).

If you want to upgrade an MTA relay machine from Messaging Server 5.2 to current version of
Messaging Server, you only need to run the make_mta_config_changes.sh and the
make_backup_config_changes.sh (described in “Backup Configuration” on page 78).

When executing either the do_the_upgrade. sh utility or any of the sub-scripts, be sure that neither
Messaging Server 5.2 nor 6 2005Q4 is up and running.

¥ ToRunthedo the upgrade.sh Utility

1 Shutdown both the 5.2 and the current version of Messaging Servers.

2 Runthe utility:
# sh /var/tmp/UpgradeMsg5toMsg6.ScratchDir/do_the_upgrade.sh
After running the do_the_upgrade. sh script, you can either continue to reference your 5.2 partition
paths (though you will not be able to remove your Messaging Server 5.2 server-root directory) or you

can manually move the 5.2 store partitions to the appropriate current version of Messaging Server
directory location. You should perform this step prior to restarting Messaging Server.
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MTA Configuration

The MTA upgrade configuration sub-script that makes up of part of the do_the_upgrade. sh utility
is called make_mta_config changes.sh (located in /var/tmp/UpgradeMsg5toMsg6.ScratchDir).

The make_mta_config_changes.sh script backs up, renames, and moves the *.MERGED server
configuration files to their original names and locations within the current version of Messaging
Server file directory structure.

Once the script has finished renaming and moving the files, it automatically runs the imsimta
cnbuild command to recompile the MTA configuration.

Note - If you want to upgrade an MTA relay machine from Messaging Server 5.2 to the current
version of Messaging Server, you only need to run the make_mta_config_changes.sh and the
make_backup_config_changes.sh (described in “Backup Configuration” on page 78).

configutil Parameters

The configutil upgrade configuration sub-script that makes up part of the do_the_upgrade.sh
utility is called make_configutil_changes.sh script (located in
/var/tmp/UpgradeMsg5toMsg6.ScratchDir).

The make_configutil_changes. sh script incorporates new or updated parameters in the msg. conf
and local. conf files. If default values are not specified in configutil parameters in the current
version of Messaging Server, any Messaging Server 5.2 values are carried forward to the current
version of Messaging Server version.

Backup Configuration

The backup upgrade configuration sub-script that makes up part of the do_the_upgrade. sh utility is
called make_backup_config_changes.sh script (located in
/var/tmp/UpgradeMsg5toMsg6.ScratchDir).

The make_backup_config_changes. sh script upgrades the configuration of your backup services
such as those in your backup-groups. conf file.

mbox1ist Database

The mboxlist database upgrade configuration sub-script that makes up part of the
do_the_upgrade. sh utility is called make_mboxlistdb_changes. sh script (located in
/var/tmp/UpgradeMsg5toMsg6.ScratchDir).
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Migrating

The make_mboxlistdb_changes.sh script transfers and upgrades your 5.2 mbox1ist database and
upgrades it to the current version of Messaging Server directory structure. The script copies the four
* . db files (folder.db, quota.db, peruser.db, and subscr.db) from
server-root/msg-instance/store/mbox1ist on your Messaging Server 5.2 system to
msg_svr_base/data/store/mboxlist on your current version of Messaging Server system.

User Mailboxes

This section describes how to migrate user mailboxes from one Messaging Server to another
Messaging Server. While this section focuses on migrating Messaging Server 5.2 to your Messaging
Server 6 2005Q4 system, the online migration process can apply to any post-5.2 Messaging Servers .
The online migration is probably the most convenient, but alternative migration methods are also

described.

If you are upgrading Messaging Server 5.2 to Messaging Server 6 and upgrading the entire message
store database, you do not need to follow these migration procedures. The
make_mboxlistdb_changes. sh script described in the previous section can be used to upgrade your
database more efficiently.

You only need to perform these procedures if:

®  You are migrating from Windows to UNIX or from UNIX to Windows.
= You do not want to migrate the entire message store all at once.

= You need to rename your users, including UIDs, domain names, and default domain changes.

If you choose to migrate mailboxes using these procedures, do not map the partition paths to the
Messaging Server 5.2 partitions and also do not run the make_mbox1ist_changes. sh script.

The make_configutil changes.sh script generated by the upgrade script automatically sets the
partition path to map to the Messaging Server 5.2 partitions. You need to alter this manually. In
addition, you should remove the invocation of the make_mboxlistdb_changes. sh script from your
do_the_upgrade.sh script.

To move user mailbox data from Messaging Server 5.2 to the current version of Messaging Server in
an online method, follow the steps described in the following section. You should not need to bring
the Messaging Server down while you move data.

The following procedures are provided:

® “To Migrate User Mailboxes from One Messaging Server to Another While Online” on page 82
= “To Move Mailboxes Using an IMAP client” on page 86

= “To Move Mailboxes Using the moveuser Command” on page 87

= “To Move Mailboxes Using the imsimport Command” on page 88
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Migrating User Mailboxes to Another Messaging
Server While Online

You can use this procedure to migrate the message store from an older version of Messaging Server to
a newer version or to move mailboxes from one Sun Messaging Server message store to another. This
procedure should work for iPlanet Messaging Server 5.0 and later. It cannot be used to move
messages from earlier versions of Messaging Server or a non-Sun Microsystems message store.

The advantages of moving mailboxes using this procedure are as follows:

= System administrators move the mailboxes from the old source system to the new destination
system without users involvement.

= This process is faster than any of the other processes.
®  Re-linking is not required if you are moving an entire partition.
= Both Messaging Server systems remain active and online.

= You can migrate all the mailboxes on a messages store or a subset of those messages. This
procedure allows for incremental migrations.

The disadvantages of moving mailboxes using this procedure are as follows:

= This method does not work with non-Sun messaging servers.

= The users being migrated will not have access to their mailboxes until the migration of their own
mailbox is complete.

= This method can be complex and time consuming.

Incremental Mailbox Migration

Incremental migration provides numerous advantages for safely and effectively moving your
message store to a different system or upgrading to a new system, Incremental migration allows you
to build a new back-end message store system alongside the old back-end message store. You can
then test the new system, migrate a few friendly users, then test the new system again. Once you are
comfortable with the new system and configuration, and you are comfortable with the migration
procedure, you can start migrating real commercial users. These users can be split into discrete
backup groups so that during migration, only members of this group are offline, and only for a short
time.

Another advantage of on-line incremental migration is that you do not have to plan for a
system-wide backoff in case the your upgrade fails. A backoffis a procedure for reverting changes you
have made to a system to return the system to the original working state. When doing a migration,
you have to plan for failure, which means that for every step in the migration requires a plan to return
your system back to its previous operational state.

The problem with offline migrations is that you can’t be sure your migration is successful until
you’ve completed all the migration steps and switched the service back on. If the system doesn’t work
and cannot be quickly fixed, you’ll need a backoff procedure for all the steps performed. This can be
stressful and take some time, during which your users will remain offline.
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With an on-line incremental migration you perform the following basic steps:

1. Build the new system alongside the old one so that both can operate independently.

2. Configure the old system for the coexistence with the new.

3. Migrate a group of friendly users and test the new system and its coexistence with the old system.

4. Divide the users on the old system into groups and migrate group by group to the new one as
desired.

5. Disassemble the old system.

Because both systems will co-exist, you will have time to test and get comfortable with the new
system before migrating to it. If you do have to perform a backoff procedure--which should be very
unlikely--you only have to plan for steps 2 and 4. Step 2 is easy to revert since you don’t ever touch
user’s data. In step 4, the backoff is to revert the user’s state back to active and their mailhost attribute
back to the old host. No system-wide backoff is required.

On-line Migration Overview

Migrating mailboxes while remaining online is a straightforward process. Complications arise when
you try to ensure that messages in transit to the mailbox (sitting in an MTA channel queue waiting
for delivery) are not lost in the migration process. One solution is to hold messages sent during the
migration process in a held state and wait for the messages in the various channel queues to be
delivered. However, messages can get stuck in queues because of system problems or because a
particular user is over quota. In this case, you must address this situation before migrating the
mailboxes.

You can take various measures to reduce the likelihood of lost messages and to verify that messages
are not stuck in a channel queue, but at a cost of increased complexity of the procedure.

The order and necessity of steps in the procedure vary depending upon your deployment and
whether every message addressed to every mailbox must not be lost. This section describes the
theory and concepts behind the steps. It is incumbent on you to understand each step and decide
which to take and in which order, given your specific deployment. Following is an overview of the
process of moving mailboxes. This process might vary depending upon your deployment.

1. Block user access to the mailboxes being moved.

Temporarily hold messages addressed to the mailbox being moved.
Verify that messages are not stuck in the channel queues.

Change the user’s mailhost attribute to the new mailbox location.

Move the mailboxes to the new location.

A

Release held mail to be delivered to the new mailbox and enable incoming messages to be
delivered to the migrated mailboxes.

7. Examine the old message store to see if any messages were delivered after the migration.
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To Migrate User Mailboxes from One Messaging
Server to Another While Online

The requirements for this type of migration are as follows:

= stored should be running on both the source (0ld) and destination (new) messaging servers.

= The source system and destination system must be able to route messages to each other if both
systems will operate in co-existence. This is needed, for instance, so that delivery status
notification messages can be generated on the destination system and get delivered to the source
system.

Note - Some steps apply only if you are upgrading the messaging server from an earlier version to a
later version. These steps might not apply if you are only migrating mailboxes from one message
store to another. The steps that apply to migrating entire systems are noted.

On the source system, split your user entries to be moved into equal backup groups using the
backup-groups.conf file.

This step is in preparation for the mailbox migration, Step 8, that occurs later in this procedure. See
“To Create Backup Groups” on page 563 for detailed instructions.

You can also place the user names into files and use the -u option in the imsbackup command.

Notify users to be moved that until the move process is completed, they will not have access to their
mailboxes until the move is completed.

Ensure that users to be moved are logged out of their mail systems before the data move occurs. (See
“Monitoring User Access” on page 573.)

Set the authentication cache timeout to 0 on the back-end message store and MMP systems, and
ALIAS ENTRY CACHE TIMEOUToption to 0 onthe MTAs.

a. Ontheback end message stores containing the mailboxes to be moved, set the authentication
cache timeout to 0.

configutil -o service.authcachettl -v 0

This step and Step 7 (changing mailUserStatus to hold) immediately prevents users from
accessing their mailboxes during migration.

b. Onall MMPs, set the authentication cache timeout to 0.

In ImpProxyAService.cfgand PopProxyAService.cfg set LdapCacheTTL to 0.
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¢. Onany Messaging Server that hosts an MTA that inserts messages into mailboxes that are to be
migrated, set the ALTAS_ENTRY_CACHE_TIMEOUT optionto 0.

Messaging Servers hosting an MTA that inserts messages into the migrating mailboxes will
typically be the back end message store. However, if the system is using LM TP, then that system
will be the inbound MTAs. Check your configuration to make sure.

Resetting ALIAS_ENTRY_CACHE_TIMEOUT in /msg_svr_base/config/option.dat forces the MTA
to bypass the cache and look directly at the LDAP entry so that intermediate channel queues (for
example, the conversion or reprocess channels) see the newmailUserStatus (hold) of the
users being moved rather then the out-of-date cached information.
ALIAS_ENTRY_CACHE_TIMEOUTisin option.dat.

d. Restart the systems on which the caches were reset.

You must restart the system for these changes to take place. See “Starting and Stopping Services”
on page 108 for instructions.

Ensure that both your source Messaging Server and destination Messaging Server are up and
running.

The source Messaging Server must be able to route incoming messages to the new destination server.

Change the LDAP attribute mailUserStatus on all user entries whose mailboxes will be moved from
activetohold.

Changing the attribute holds incoming messages in the hold queue and prevents access to the
mailboxes over IMAP, POP, and HTTP. Typically, users will be moved in groups of users. If you are
moving all the mailboxes of a single domain, you can use the mailDomainStatus attribute.

For more information on mailUserStatus, see the “mailUserStatus” in Sun Java System
Communications Services 6 2005Q4 Schema Reference.

Make sure that messages addressed to mailboxes being migrated are not stuck in the ims -ms
ortcp_lmtp* channel queues (if LMTP has been deployed) channel queues.

Use the following commands to see if messages exist in the channel queue directory tree and in the
held state (to see .HELD files) addressed to a user to be migrated:

imsimta gm directory -to=<user_address to be migrated> -directory_tree

imsimta gm directory -to=<user address to be migrated> -held -directory tree

If there are messages in the queue, run these same commands later to see if the MTA has dequeued
them. If there are messages that are not being dequeued, then you must address this problem before
migrating. This should be a rare occurrence, but possible causes are recipient mailboxes being over
quota, mailboxes being locked perhaps because users are logged in and moving messages, the LMTP
backend server is not responding, network or name server problems, and so on).
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7 Change the LDAP attribute mailHost in the user entries to be moved as well as in any mail group
entries*.

Use the ldapmodify command to change the entries to the new mail server. Use the ldapmodify that
comes with Messaging or Directory Server. Do NOT use the Solaris OS 1dapmodify command.

*You only need to change the mailHost attribute in the mail group entry if the old mail host is being
shut down. You can either change this attribute to the new mail host name or just eliminate the
attribute altogether. It is optional for mail groups to have amailHost. Having a mailHost means that
only that host can do the group expansion; omitting a mailHost (which is the more common case)
means all MTAs can do the group expansion. Note that mail group entries do not have mailboxes to
be migrated and typically do not even have the mailhost attribute.

For more information on mailhost, see the “mailHost” in Sun Java System Communications
Services 6 2005Q4 Schema Reference.

8 Move the mailbox data from the source Messaging Server message store to the destination
Messaging Server message store and record the time when started.

Back up the mailboxes with the imsbackup utility and restore them to the new Messaging Server with
the imsrestore utility. For example, to migrate mailboxes from a Messaging Server 5.2 system called
oldmail.siroe.comto newmail.siroe.com, run the following command on oldmail.siroe.com:

/server-root/bin/msg/store/bin/imsbackup -f- /instance/group \
| rsh newmail.siroe.com /opt/SUNWmsgsr/lib/msg/imsrestore.sh \
-f- -cy -vl

You can run multiple concurrent backup and restore sessions (one per group) to maximize the
transfer rate into the new message store. See the “Command Descriptions” in Sun Java System
Messaging Server 6 2005Q4 Administration Reference for more information about the imsbackup and
imsrestore utilities as well as “Backing Up and Restoring the Message Store” on page 562.

Note - Record the timestamp of when imsbackup is run for later delivery validation.

9  (Conditional Step for System Upgrades) If your mailbox migration is part of the process of upgrading
from an earlier version of Messaging Server to the current version, set this current version of
Messaging Server to be the new default Messaging Server for the system.

Change the DNS Arecord of oldmail.siroe.com to point to newmail.siroe.com (the server
responsible for domain(s) previously hosted on oldmail. siroe. com).

10 Enable user access to the new message store.

Set the LDAP attribute mailUserStatus or mailDomainStatus, if applicable, to whatever value it
had been before it was changed to hold (for example,active).

11 Release the messages in the held state on all source Messaging Servers.

Any system that may be holding incoming messages needs to run the following command to release
all the user messages:

imsimta qm release -channel=hold -scope
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where scope can be all, which releases all messages; user, which is the user ID; or domain is the
domain where the user resides.

Reset the authentication cache timeout and the ALIAS ENTRY_ CACHE_TIMEOUT option to the default
or desired values and restart the system.

At this point, you’ve migrated all the user mailboxes that need to be migrated. Before proceeding,
make sure that no new entries in LDAP have been created with the old system as the mailhost, and if
some have, migrate them. Also, make sure that no such entries can be created by modifying the
provisioning systems.

You will also want to change the preferredmailhost attribute to the name of the new mail host.

For back-end messages stores, set authentication cache timeout as follows:

configutil -o service.authcachettl -v 900

For the MMPs, in ImpProxyAService.cfg and PopProxyAService.cfg set the LdapCacheTTL option
to 0.

For MTAs, set the ALIAS ENTRY_CACHE_TIMEOUT option to 600. ALIAS_ENTRY_CACHE_TIMEOUT isin
option.dat.

You must restart the system for these changes to take place. See “Starting and Stopping Services”
on page 108 for instructions.

Ensure that the user clients are pointing to the new mail server.

After the upgrade finishes, have the users point to the new server through their mail client program
(in this example, users would point to newmail.siroe. comfrom oldmail.siroe.com).

An alternative is to use a messaging multiplexor (MMP) which obviates the need to have users point
their clients directly to the new mail server. The MMP gets that information from the mailHost
attribute which is stored in the LDAP user entries and automatically redirects the client to the new
server.

After everything works, verify that no messages were delivered to the old message store after the
migration.

Go to the old message store and run mboxutil -1 to list the mailboxes. Check the last message
delivery timestamp. If a message was delivered after the migration timestamp (the date stamp when
you ran the imsbackup command), then migrate those messages with a backup and restore
command. Because of the preparatory steps provided, it would be exceedingly rare to see a message
delivered after migration.

Theoretically, a message could be stuck in a queue for the number of days or hours specified by the

notices channel keywords (see “To Set Notification Message Delivery Intervals” on page 255).

Remove duplicate messages on the new message store, run the relinker command.

This command might free disk space on the new message store. See “Reducing Message Store Size
Due to Duplicate Storage of Identical Messages” on page 558.
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Remove the old messages from the store you migrated from and delete users from the database on
the old store.

Run the mboxutil -d command. (See “The mboxutil Utility” on page 551).

To Move Mailboxes Using an IMAP client

This procedure can be used anytime messages need to be migrated from one messaging server to a
different messaging server. Consider the advantages and disadvantages before moving mailboxes
using this method.

The advantages of moving mailboxes using IMAP clients are as follows:

= This method can be used to migrate from a non-Sun Messaging Server to the Sun Java System
Messaging Server. It can also be used to move mailboxes from one physical server to a different
physical server.

= After system administrators set up the new mail server or message store, responsibility for
moving mailboxes to the new system is left to users.

= The process for moving mailboxes is relatively simple.

m User access to mailbox does not have to be disabled.

The disadvantages of moving mailboxes using IMAP clients are as follows:

= Requires that both the old and new systems be simultaneously be running and accessible to users.
= Cumulatively, this method takes longer to move mailboxes than other methods.
= Responsibility for moving mailboxes to the new system is left to users.

= The size of the new message store will be significantly larger than the old message store until the
re-linking operation is performed.

Install and configure the new Messaging Server.

Setlocal.store.relinkertoenable.

This will reduce the message store size on the new system caused by duplicate storage of identical
messages. See “Reducing Message Store Size Due to Duplicate Storage of Identical Messages”
on page 558 for more information.

Provision users on the new Messaging Server.

You can use Delegated Administrator to do this. As soon as users are provisioned on the new system,
newly arriving mail will be delivered to the new INBOX.

Have users configure their mail client to view both new and old Messaging Server mailboxes.

This may involve setting up a new email account on the client. See mail client documentation for
details.

Instruct users to drag folders from their old Messaging Server to their new Messaging Server.
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Verify with users that all mailboxes are migrated to the new system, then shut down the user account
on the old system.

To Move Mailboxes Using the moveuser Command

This procedure can be used anytime messages need to be migrated from one messaging server to a
different messaging server. It is useful for migrating IMAP mailboxes from a non-Sun Messaging
Server to the Sun Java System Messaging Server. Consider the advantages and disadvantages before
moving mailboxes using this method.

The advantages of moving mailboxes using the moveuser command are as follows:

= System administrators have complete responsibility for moving mailboxes from the old system to
the new system. Users do not have to do anything.

= Works with any IMAP servers.

The disadvantages of moving mailboxes using the moveuser command are as follows:

®  Requires that both the old and new systems be simultaneously be running and accessible to users.
= This method takes longer to move mailboxes than the other non-IMAP methods.
m  Users access to mailboxes must be disabled while mailboxes are being moved.

®  The size of the new message store will be significantly larger than the old message store until the
re-linking operation is performed.

Install and configure the new Messaging Server.

Setlocal.store.relinkertoenable.

This will reduce the message store size on the new system caused by duplicate storage of identical
messages. See “Reducing Message Store Size Due to Duplicate Storage of Identical Messages”
on page 558 for more information.

Halt incoming mail to the messaging servers.
Set the user attribute mailUserStatus to hold.

Provision users on the new Messaging Server if needed.

If you are migrating from a previous version of messaging server, you can use the same LDAP
directory and server. moveuser changes the mailhost attribute in each user entry.

Run the moveuser command.

To move all users from host1 to host2, based on account information in the Directory Server
siroe.com:

MoveUser -1 \
"ldap://siroe.com:389/0=siroe.com???(mailhost=hostl.domain.com)" \
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-D “cn=Directory Manager" -w password -s hostl -x admin \
-p password -d host2 -a admin -v password

See the “MoveUser” in Sun Java System Messaging Server 6 2005Q4 Administration Reference for
details on the moveuser command.
Enable user access to the new messaging store.

a. SetthemailUserStatus LDAP attributetoactive.

b. Run the following command to set the authentication cache timeout value to 0 and immediately
allow access to the message store.

configutil -o service.authcachettl -v 0

Shut down the old system.

To Move Mailboxes Using the imsimport Command

This procedure is specifically used to move mailboxes from UNIX /var/mail format folders into a
Sun Java System Messaging Server message store. However, if the messaging server from which you
are migrating can convert the IMAP message stores to UNIX /var/mail format, then you can use the
imsimport command to migrate messages to the Sun Java System Messaging Server. Consider the
advantages and disadvantages before moving mailboxes using this method.

The advantage of moving mailboxes using the imsimport command is as follows:

= System administrators have complete responsibility for moving mailboxes from the old system to
the new system. Users do not have to do anything.

The disadvantages of moving mailboxes using the imsimport command are as follows:

= This method takes longer to move mailboxes than the other non-IMAP methods.

= Users access to mailboxes must be disabled while mailboxes are being moved.

= The size of the new message store will be significantly larger than the old message store until the
re-linking operation is performed.

Install and configure the new Messaging Server.

Setlocal.store.relinker toenable.

This will reduce the message store size on the new system caused by duplicate storage of identical
messages. See “Reducing Message Store Size Due to Duplicate Storage of Identical Messages”
on page 558 for more information.

Provision users on the new Messaging Server if needed.

You can use Delegated Administrator to do this. Do not switch over to the new system yet.
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Disable user access to both the new and old messaging store.

Set the mailUserStatus LDAP attribute to hold. User’s mail is sent to the hold queue and access to
the mailbox over IMAP, POP, and HTTP is disallowed. MTA and Message Access Servers on the store
server must comply with this requirement. This setting overrides any other mailDeliveryOption
settings.

If the mail store from the existing mail server is not already in the /var/mail format, convert the mail
storeto /var/mail files.

Refer to the third-party mail server documentation.

Run the imsimport command.
For example:

imsimport -s /var/mail/joe -d INBOX -u joe

See the “imsimport” in Sun Java System Messaging Server 6 2005Q4 Administration Reference for
details on the imsimport command.

Enable user access to the message store.
a. SetthemailUserStatus LDAP attributetoactive.

b. Run the following command to set the authentication cache timeout value to 0 and immediately
allow access to the message store.

configutil -o service.authcachettl -v 0
Enable user access to the new and old messaging store.

Shut down the old system.
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Configuring High Availability

This section provides the information you need to configure the Veritas Cluster Server or Sun Cluster
high availability clustering software and prepare it for use with the Messaging Server. It is assumed
you have read Chapter 6, “Designing for Service Availability,” in Sun Java System Communications
Services 6 2005Q4 Deployment Planning Guide as well as the appropriate Veritas or Sun Cluster
Server documentation for detailed planning, installation instructions, required patches, and other
information as needed.

This chapter consists of the following sections:

“Cluster Agent Installation” on page 92

“Veritas Cluster Server Agent Installation” on page 93
“Sun Cluster Agent Installation” on page 96
“Unconfiguring High Availability” on page 102

Supported Versions

The table below lists the versions of Sun Cluster Server and Veritas Cluster Server that are currently
supported with Messaging Server:

TABLE 3-1 Supported Versions of Sun Cluster Server and Veritas Cluster Server

Cluster Supported Versions

Sun Cluster Server Sun Cluster 3.1

Veritas Cluster Server Veritas Cluster Server 1.3, Veritas Cluster Server 2.0, and Veritas Cluster
Server 3.5
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A cluster agent is a Messaging Server program that runs under the cluster framework.

The Sun Cluster Messaging Server agent (SUNWs cims) is installed when you select Sun Cluster 3.1
through the Java Enterprise System]Java Enterprise System installer. The Veritas Cluster Messaging
Server agent (SUNWmsgvc) can be found in the Messaging Server Product subdirectory on the Java
Enterprise System CD, Solaris_sparc/Product/messaging_svr/Packages/SUNWmsgvc. (Note that
you must use the pkgadd(1M) command to install the VCS cluster agent.)

Messaging Server and High Availability Notes

Some items of note regarding the Messaging Server and high availability (applies to both Veritas
Cluster, and Sun Cluster) installation:

= Clustering software needs to be installed before installing and configuring the current version of
Messaging Server. Run the installation on the cluster node currently pointed at by the HA logical
host name for Messaging Server. Use the cluster alias when prompted for any node names. When
installing Messaging Server, tell the Administration Server that the node that they are installing
on is the logical name of the cluster regardless of which physical machine is involved.

= When running the Messaging Server Initial Runtime Configuration (see “Creating the Initial
Messaging Server Runtime Configuration” on page 54) sure to specify the fully-qualified HA
logical host name of the cluster of Messaging Server.

= Configure Messaging Server using the cluster host name. If you do otherwise, then you’ll need to
re-configure a second time using the cluster host name.

Using the useconfig Utility

The useconfig utility allows you to share a single configuration between multiple nodes in an HA
environment. This utility is not meant to upgrade or update an existing configuration.

For example, if you are upgrading your first node, you will install through the Java Enterprise System
installer and then configure Messaging Server. You will then failover to the second node where you
will install the Messaging Server package through the Java Enterprise System installer, but you will
not have to run the Initial Runtime Configuration Program (configure) again. Instead, you can use
the useconfig utility.

To enable the utility, run useconfig utility to point to your previous Messaging Server configuration:

msg_svr_base/sbin/useconfig install/configure YYYYMMDDHHMMSS
where configure_ YYYYMMDDHHMMSS is your previous configuration settings file.
On abrand new node, you can find the configure YYYYMMDDHHMMSS in the

msg_svr_base/data/setup directory on the shared disk.
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The following sections on “Veritas Cluster Server Agent Installation” on page 93 and “Sun Cluster
Agent Installation” on page 96 describe when you can use the useconfig utility.

Veritas Cluster Server Agent Installation

Messaging Server can be configured with Veritas Cluster Server 1.3, 2.0, and 3.5. The instructions in
this section only cover Veritas Cluster 3.5; for Veritas 1.3 and 2.0, review the Sun Java Enterprise
System 2005Q4 Installation Guide for UNIX.

Be sure to review the Veritas Cluster Server documentation prior to following these procedures.

Note -

®  Veritas Volume Manager (VxVM) has a cluster feature that requires a separate license. This
feature provides a global view of the file systems on shared storage, similar to the Sun Cluster 3.0
global file system. See the Veritas Cluster Server documentation for more information.

®  FsckOpt was optional in pre-3.5 Veritas releases. However, it is required for configuring the
Mount resource. FsckOpt must include a -y or -n, otherwise the resource will not come online.

®  Veritas Cluster Server 2.0 Explorer cannot be used to manage Veritas Cluster Server 3.5.

After installing Messaging Server through the Java Enterprise System installer and configuring HA,
be sure to review “Binding IP Addresses on a Server” on page 101 for additional steps associated with
configuring HA support.

Veritas Cluster Server Requirements

= Veritas Cluster Software is already installed and configured.

= Asdescribed in the following instructions (in “VCS 3.5 Installation and Configuration Notes”
on page 93 package for Messaging Server along with the Messaging Server software on both
nodes.

V(S 3.5 Installation and Configuration Notes

The following instructions describe how to configure Messaging Server as an HA service, by using
Veritas Cluster Server 3.5.

The defaultmain. cf configuration file sets up a resource group called ClusterService that launches
the VCSweb application. This group includes network logical host IP resources like csgnic and webip.
In addition, the ntfr resource is created for event notification.
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To Configure Messaging Server as an HA Service by Using Veritas
Cluster Server 3.5

Launch Cluster Explorer from one of the nodes.

Note that these Veritas Cluster Server instructions assume you are using the graphical user interface
to configure Messaging Server as an HA service.

To launch Cluster Explorer, run the following command:

# /opt/VRTSvcs/bin/hagui

The VRTScscm package must be installed in order to use the GUL
Add s1ims_dg disk group resource of type DiskGroup and enable it.
Add s1ms_mt mount resource of type Mount.

a. Unlike in Veritas Cluster Server 2.0, you must add -y (or -n) to FsckOpt. Null options cause Mount
to hang. See the Solaris Man page for more information on fsck_vxfs.

b. Besureto click the Link button to enable linking resources, if they are not already enabled.

Createalink between sims_mt and s1ms_dg. Enable the resource s1ms_mt.

The figure depicts the dependency tree:

VCSweb ntfr
webip sims_mt
csghic sims_dg

FIGURE 3-1 Veritas Cluster Server Dependency Tree 1
Run the Java Enterprise System installer, selecting Administration Server and Messaging Server.

a. During Administration Server configuration, be sure to specify the logical host name when asked
to provide a hostname.

b. Run the Messaging Server Initial Runtime Configuration from the primary node (for example,
Node_A) to install Messaging Server.
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¢. Install the Veritas Cluster Server agent package, SUNWmsgvc, (located in the Messaging Server
Product subdirectory on the Java Enterprise System CD) by using the pkgadd(1M) command.

Messaging Server and the Veritas agent are now installed on Node_A.
Switch to the backup node (for example, Node_B).
Run the Java Enterprise System installer to install Messaging Server on the backup node (Node_B).

After installing Messaging Server, you can use the useconfig utility to obviate the need for creating
an additional initial runtime configuration on the backup node (Node_B). The useconfig utility
allows you to share a single configuration between multiple nodes in an HA environment. This utility
is not meant to upgrade or update an existing configuration. See “Using the useconfig Utility”

on page 92.

The Veritas agent is now installed on Node_B.

From the Cluster Explorer, Select Import Types... from the File menu which will display a file selection
box.

Import theMsgSrvTypes. cf type from the /etc/VRTSvcs/conf/config directory. Import this type
file. Note that you need to be on a cluster node to find this file.

Now create a resource of type MsgSrv (for example, Mail). This resource requires the logical host
name property to be set.

TheMailresource depends on sims_mt and webip. Create links between the resources as shownin
the following dependency tree:

Mail
VCSweb ntfr
webip sims_mt
csgnic s1ms_dg

FIGURE 3-2 Veritas Cluster Dependency Tree
a. Enableallresources and bring Mail online.
b. Allserversshould be started.

Switch over to Node_A and check if the High Availability configuration is working.
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14 Change the group attribute OnlineRetryLimit from 3 to 9, otherwise the failed-over service might

restart on the same node.

MsgSrv Attributes

This section describes MsgSrv additional attributes that govern the behavior of the mail resource. To
configure Messaging Server with Veritas Cluster Server, see Table 3-2.

TABLE 3-2 Veritas Cluster Server Attributes

Attribute Description

FaultOnMonitorTimeouts If unset (=0), monitor (probe) time outs are not treated as resource fault.
Recommend setting this to 2. If the monitor times out twice, the
resource will be restarted or failed over.

ConfInterval Time interval over which faults/restarts are counted. Previous history is
erased if the service remains online for this duration. Suggest 600
seconds.

ToleranceLimit Number of times the monitor should return OFFLINE for declaring the

resource FAULTED. Recommend leaving this value at "0’ (default).

Sun Cluster Agent Installation
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This section describes how to install and configure the Messaging Server as a Sun Cluster Highly
Available (HA) Data Service. These installation instructions apply to Sun Cluster 3.1. The following
topics are covered in this section:

= “Sun Cluster Requirements” on page 96

= “About HAStoragePlus” on page 97

= “Configuring Messaging Server with Sun Cluster and HA StoragePlus” on page 97
= “Binding IP Addresses on a Server” on page 101

See also Sun Cluster 3.1 Documentation (http://docs.sun.com/app/docs/coll/514.2)

Note that Veritas File System (VXFS) is supported with Sun Cluster 3.1.

Sun Cluster Requirements

This section presumes the following:

= Sun Cluster 3.1 is installed and configured on a Solaris 8 or 9 operating system with required
patches.

®  The Sun Cluster agent SUNWscims is installed on your systems.
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= Iflogical volumes are being created, either Solstice DiskSuite or Veritas Volume Manager is used.

About HAStoragePlus

It is highly recommended that you use the HAStoragePlus resource type to make locally mounted file
systems highly available within a Sun Cluster environment. Any file system resident on a Sun Cluster
global device group can be used with HAStoragePlus. Unlike a globally mounted file system like
HAStorage, HAStoragePlus is available only on one cluster node at any given point of time. These
locally mounted file systems can only be used in failover mode and in failover resource groups.
HAStoragePlus offers FES (failover file system), in contrast to HAStorage’s GFS (global file system).

HAStoragePlus has a number of benefits:

= HAStoragePlus bypasses the global file service layer completely. For disk-10 intensive data
services, this leads to a significant performance increase.

m  HAStoragePlus can work with any file system (like UFS, VXFS, and so forth), even those that
might not work with the global file service layer. If a file system is supported by the Solaris
operating system, it will work with HAStoragePlus.

For more information on HAStoragePlus, read the Sun Cluster 3.1 Data Service Planning and
Administration Guide at http://docs.sun.com.

Configuring Messaging Server with Sun Cluster and
HA StoragePlus

This section describes how to configure HA support and HA StoragePlus for the current version of
Messaging Server for Sun Cluster 3.1 through a simple example.

After configuring HA, be sure to review “Binding IP Addresses on a Server” on page 101 for
additional steps associated with HA support.

The following example assumes that the messaging server has been configured with a HA logical host
name and IP address. The physical host names is assumed to be mail-1and mail-2, withan HA
logical host name of budgie. Figure 3-3 depicts the nested dependencies of the different HA
resources you will create in configuring Messaging Server HA support.
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HA StoragePlus HA logical host name
Resource name = disk-rs Resource name = budgie
ServicePaths = disk_sys_mount_point2

HA Messaging Server

Resource name = mail-rs
MS_serverroot= msg_svr_base
Resource Dependencies=disk-rs, budgie

MAIL-RG Resource Group
on physical hosts mail-1 and mail-2

FIGURE 3-3 A Simple Messaging Server HA configuration
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To Configure HA support and HA StoragePlus

Become the superuser and open a console.

All of the following Sun Cluster commands require that you have logged in as superuser. You will also
want to have a console or window for viewing messages output to /dev/console.

Add required resource types.

Configure Sun Cluster to know about the resources types we will be using. This is done with the
scrgadm -a -t command:

# scrgadm -a -t SUNW.HAStoragePlus
# scrgadm -a -t SUNW.ims

Create a resource group for the Messaging Server.

If you have not done so already, create a resource group and make it visible on the cluster nodes
which will run the Messaging Server. The following command creates a resource group named
MAIL-RG, making it visible on the cluster nodes mail-1and mail-2:

# scrgadm -a -g MAIL-RG -h mail-1,mail-2

You may, of course, use whatever name you wish for the resource group.

Create an HA logical host name resource and start resource group.

If you have not done so already, create and enable a resource for the HA logical host name, placing it
in the resource group. The following command does so using the logical host name budgie. Since the
-j switch is omitted, the name of the resource created will also be budgie.

# scrgadm -a -L -g MAIL-RG -1 budgie

# scswitch -Z -g MAIL-RG
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Create an HAStoragePlus resource.

Next, you need to create an HAStoragePlus resource type for the file systems on which Messaging
Server is dependent. The following command creates an HAStoragePlus resource named disk-rs
and the file system disk_sys_mount_point is placed under its control:

# scrgadm -a -j disk-rs -g MAIL-RG \

-t SUNW.HAStoragePlus \

-x ServicePaths=disk_sys_mount_point-1, disk_sys_mount_point-2

The comma-separated list of ServicePaths are the mount points of the cluster file systems on which
Messaging Server is dependent. In the above example, only two mount points,
disk_sys_mount_point-1 and disk_sys_mount_point-2, are specified. If one of the servers has
additional file systems on which it is dependent, then you can create an additional HA storage
resource and in Step 10 to indicate that additional dependency.

Install and configure the Administration Server.

See the Sun Java Enterprise System 2005Q4 Installation Guide for instructions.

When specifying the fully qualified domain name, use the HA logical host name created in Step 4.

Install and configure the Messaging Server. See “Creating the Initial Messaging Server Runtime
Configuration” on page 54

a. Inthelnitial Runtime Configuration, you are asked to specify a configuration directory in
“Creating the Initial Messaging Server Runtime Configuration” on page 54. Be sure to use the
shared disk directory path of your HAStoragePlus resource.

b. Run the following command to enable the watcher process under Sun Cluster:
configutil -o local.autorestart -v 1

For more information on the watcher process, refer to the “Automatic Restart of Failed or
Unresponsive Services” on page 111

Runtheha ip configscripttosetservice.listenaddrand service.http.smtphostandto
configure thedispatcher.cnfand job _controller.cnf files for high availability. The script
ensures that the logical IP address is set for these parameters and files, rather than the physical IP
address. It also enables the watcher process (sets local.watcher.enable to 1), and auto restart
process (Local.auto.restartto1).

For instructions on running the script, see “Binding IP Addresses on a Server” on page 101.

Theha_ip_config script should only be run once on the machine with the shared disk (for
configuration and data).

Modify the imta. cnf file and replace all occurrences of the physical hostname with the logical name
of the cluster.
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Create an HA Messaging Server resource.

It’s now time to create the HA Messaging Server resource and add it to the resource group. This
resource is dependent upon the HA logical host name and HA disk resource.

In creating the HA Messaging Server resource, we need to indicate the path to the Messaging Server
top-level directory—the msg_svr_base path. These are done with the IMS_serverroot extension
properties as shown in the following command.
# scrgadm -a -j mail-rs -t SUNW.ims -g MAIL-RG \

-x IMS server root=msg_svr_base \

-y Resource dependencies=disk-rs,budgie

The above command, creates an HA Messaging Server resource named mail- rs for the Messaging
Server which is installed on IMS_serverroot in the msg_svr_base directory. The HA Messaging
Server resource is dependent upon the HA disk resource disk- rs as well as the HA logical host name
budgie.

If the Messaging Server has additional file system dependencies, then you can create an additional
HA storage resource for those file systems. Be sure to include that additional HA storage resource
name in the Resource_dependencies option of the above command.

Remove the term global from the /etc/vfstab file. At bootup, /etc/vbstab must be set to “no..For
more information, refer to your Sun Cluster 3.1 documentation.

Before the vfstab file is enabled with HAStoragePlus, you might first umount the file systems that are
currently global file systems. You can then enable the vfstab file with HAStoragePlus and remount
the file systems.

Enable the Messaging Server resource.

It’s now time to activate the HA Messaging Server resource, thereby bringing the messaging server
online. To do this, use the command

# scswitch -e -j mail-rs
The above command enables the mail- rs resource of the MAIL-RG resource group. Since the

MAIL-RG resource was previously brought online, the above command also brings mail- rs online.

Verify that things are working.

Use the scstat command to see if the MAIL-RG resource group is online. You may want to look at
the output directed to the console device for any diagnostic information. Also look in the syslog file,
/var/adm/messages.

Fail the resource group over to another cluster node in order to make sure failover properly works.

Manually fail the resource group over to another cluster node. (Be sure you have superuser privileges
on the node to which you failover.)

Use the scstat command to see what node the resource group is currently running on (“online” on).
For instance, if it is online on mail-1, then fail it over to mail-2 with the command:

# scswitch -z -g MAIL-RG -h mail-2
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If you are upgrading your first node, you will install through the Java Enterprise System installer and
then configure Messaging Server. You will then failover to the second node where you will install the
Messaging Server package through the Java Enterprise System installer, but you will not have to run
the Initial Runtime Configuration Program (configure) again. Instead, you can use the useconfig
utility.

Binding IP Addresses on a Server

If you are using the Symmetric or N + 1 high availability models, there are some additional things
you should be aware of during configuration in order to prepare the Sun Cluster Server for
Messaging Server.

Messaging Server running on a server requires that the correct IP address binds it. This is required
for proper configuration of Messaging in an HA environment.

Part of configuring Messaging Server for HA involves configuring the interface address on which the
Messaging Servers bind and listen for connections. By default, the servers bind to all available
interface addresses. However, in an HA environment, you want the servers to bind specifically to the
interface address associated with an HA logical host name.

A script is therefore provided to configure the interface address used by the servers belonging to a
given Messaging Server instance. Note that the script identifies the interface address by means of the
IP address which you have or will be associating with the HA logical host name used by the servers.

The script effects the configuration changes by modifying or creating the following configuration
files. For the file

msg_svr_base/config/dispatcher. cnf

itadds or changes INTERFACE_ADDRESS option for the SMTP and SMTP Submit servers. For the file
msg_svr_base/config/job_controller.cnf

itadds or changes the INTERFACE_ADDRESS option for the Job Controller.

Finally it sets the configutil service. listenaddr and service.http.smtphost parameters used
by the POP, IMAP, and Messenger Express HT'TP servers.

Note that the original configuration files, if any, are renamed to *.pre-ha.

Run the script as follows:

V¥ ToBind IPAddresses on a Server
1 Become superuser.

2 Executemsg_svr_base/sbin/ha_ip_config
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3 Thescript presents the questions described below. The script may be aborted by typing control-din
response to any of the questions. Default answers to the questions will appear within square
brackets, [ 1. To accept the default answer, simply press the RETURN key.

a. Logical IP address: Specify the IP address assigned to the logical host name which Messaging
Server will be using. The IP address must be specified in dotted decimal form, for example,
123.456.78.90.

The logical IP address is automatically set in the configutil parameter service.http.smtphost
which allows you to see which machine is running your messaging system in a cluster. For
example, if you are using Messenger Express, your server will be able to determine from which
mail host to send outgoing mail.

b. Messaging Server Base (msg_svr_base): Specify the absolute path to the top-level directory in
which Messaging Server is installed.

¢. Doyouwish to change any of the above choices: answer “no” to accept your answers and effect
the configuration change. Answer “yes” if you wish to alter your answers.

Note - In addition, the ha_ip_config script automatically enables two new processes watcher
and msprobe with the following parameters: local.autorestart and local.watcher.enable.
These new parameters help to monitor the health of the messaging server. Process failures and
unresponsive services result in log messages indicating specific failures. The cluster agents now
monitor the watcher process and failover whenever it exits. Note that the parameters must be
enabled in order for Sun Cluster to function properly.

For more information on the watcher and msprobe processes, see “Automatic Restart of Failed
or Unresponsive Services” on page 111

Unconfiguring High Availability

This section describes how to unconfigure high availability. To uninstall high availability, follow the
instructions in your Veritas or Sun Cluster documentation.

The High Availability unconfiguration instructions differ depending on whether you are removing
Veritas Cluster Server or Sun Cluster.

The following topics are covered in this section:

= “To Unconfigure the Veritas Cluster Server” on page 103
= “To Unconfigure Messaging Server HA Support for Sun Cluster 3.x” on page 103

102 Sun Java System Messaging Server 6 2005Q4 Administration Guide « March 2006



Unconfiguring High Availability

v

To Unconfigure the Veritas Cluster Server

This section describes how to unconfigure the high availability components for Veritas Cluster
Server:

Bring the iMS5 service group offline and disable its resources.

Remove the dependencies between the mail resource, the Logical IPresource,and the
mountshared resource.

Bring the iMS5 service group back online so the sharedg resource is available.
Delete all of the Veritas Cluster Server resources created during installation.

Stop the Veritas Cluster Server and remove following files on both nodes:

/etc/VRTSvcs/conf/config/MsgSrvTypes.cf
/opt/VRTSvcs/bin/MsgSrv/online
/opt/VRTSvcs/bin/MsgSrv/offline
/opt/VRTSvcs/bin/MsgSrv/clean
/opt/VRTSvcs/bin/MsgSrv/monitor
/opt/VRTSvcs/bin/MsgSrv/sub.pl

Remove the Messaging Server entries from the /etc/VRTSvcs/conf/config/main. cf file on both
nodes.

Remove the /opt/VRTSvcs/bin/MsgSrv/ directory from both nodes.

To Unconfigure Messaging Server HA Support for Sun
Cluster 3.x

This section describes how to undo the HA configuration for Sun Cluster. This section assumes the
simple example configuration (described in the “Sun Cluster Agent Installation” on page 96 (for
example, Step 3) may be different but will otherwise follow the same logical order.

Become the superuser.

All of the following Sun Cluster commands require that you be running as user superuser.
Bring the resource group offline.

To shut down all of the resources in the resource group, issue the command

# scswitch -F -g MAIL-RG

This shuts down all resources within the resource group (for example, the Messaging Server and the
HA logical host name).
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Disable the individual resources.
Next, remove the resources one-by-one from the resource group with the commands:

# scswitch -n -j mail-rs
# scswitch -n -j disk-rs
# scswitch -n -j budgie

Remove the individual resources from the resource group.

Once the resources have been disabled, you may remove them one-by-one from the resource group
with the commands:

# scrgadm -r -j mail-rs
# scrgadm -r -j disk-rs
# scrgadm -r -j budgie

Remove the resource group.
Once the all the resources have been removed from the resource group, the resource group itself may
be removed with the command:

# scrgadm -r -g MAIL-RG

Remove the resource types (optional).
Should you need to remove the resource types from the cluster, issue the commands:

# scrgadm -r -t SUNW.ims
# scrgadm -r -t SUNW.HAStoragePlus
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Configuring General Messaging Capabilities

This chapter describes the general Messaging Server tasks—such as starting and stopping services
and configuring directory access—that you can perform by using Sun ONE Server Console
(hereafter called Console) or by using command-line utilities. Tasks specific to individual Messaging
Server services—such as POP, IMAP, HTTP, and SMTP—are described in subsequent chapters. This
chapter contains the following sections:

= “To Modify Your Passwords” on page 105

= “Managing Mail Users, Mailing Lists and Domains” on page 106

= “Managing Messaging Server with Sun ONE Console” on page 108
“Starting and Stopping Services” on page 108

“Automatic Restart of Failed or Unresponsive Services” on page 111
“To Schedule Automatic Tasks” on page 113

“To Configure a Greeting Message” on page 115

“To Set a User-Preferred Language” on page 117

“To Customize Directory Lookups” on page 118

“Encryption Settings” on page 121

= “Setting a Failover LDAP Server” on page 121

To Modify Your Passwords

Because you set up a number of administrators with the same password in during initial
configuration (see “Creating the Initial Messaging Server Runtime Configuration” on page 54
administrators.

Refer to Table 4-1, which shows the parameters where default passwords are set up during initial
runtime configuration and the utilities you can use to change them. For those parameters that use the
configutil utility to change for complete syntax and usage.
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TABLE 4-1 Passwords Set in Messaging Server Initial Runtime Configuration

Parameter Description

local.ugldapbindcred Password for the user/group administrator set
through the configutil utility.

local.service.pab.ldappasswd Password for user specified by Bind DN for PAB
searches set through the configutil utility.

SSL passwords for key files Passwords that are directly set in the
sslpassword. conf file.

Service Administrator Credentials These are credentials that are directly set in your
LDAP Directory (with the ldapmodify command).

Service Administrator for Delegated Administrator You will only need to change the password of this
administrator if you have enabled Sun LDAP Schema
1 and you are using the iPlanet Delegated
Administrator utility.

To change the password of the Delegated
Administrator Service Administrator, you can do so in
the Sun ONE Console, your LDAP Directory (with the
ldapmodify command), or the Delegated
Administrator UL

Store Administrator To change the password of the Store Administrator,
you can do so in either the Sun ONE Console or in
your LDAP Directory (with the 1dapmodify
command).

The following example uses the local.enduseradmincred configutil parameter to change the
password of the end user administrator.

configutil -o local.enduseradmincred -v newpassword

Managing Mail Users, Mailing Lists and Domains
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All user, mailing list and domain information is stored as entries in an LDAP directory. An LDAP
directory can contain a wide range of information about an organization’s employees, members,
clients, or other types of individuals that in one way or another “belong” to the organization. These
individuals constitute the users of the organization.

In the LDAP directory, the information about users is structured for efficient searching, with each
user entry identified by a set of attributes. Directory attributes associated with a user can include the
user’s name and other identification, division membership, job classification, physical location,
name of manager, names of direct reports, access permission to various parts of the organization, and
preferences of various kinds.
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In an organization with electronic messaging services, many if not all users hold mail accounts. For
Messaging Server, mail-account information is not stored locally on the server; it is part of the LDAP
user directory. The information for each mail account is stored as mail attributes attached to a user’s
entry in the directory.

Creating and managing mail users and mailing lists consists of creating and modifying user and
mailing list entries in the directory. This is done using the Delegated Administrator for Sun LDAP
Schema 2 and the iPlanet Delegated Administrator for Messaging (for Sun LDAP Schema 1),
Delegated Administrator command line utilities, or by directly modifying the LDAP directory for
Sun LDAP Schema 1.

v To Remove a User from Messaging Server

1 Mark the user as deleted by running the commadmin user delete command. (See the Chapter 5,
“Command Line Utilities,” in Sun Java System Communications Services 6 2005Q4 Delegated
Administrator Guide.

2 Removeservices from the user.

A service can be a mailbox or a calendar. For the current version of Messaging Server, the program is
called msuserpurge. (See “msuserpurge” in Sun Java System Messaging Server 6 2005Q4
Administration Reference). For calendar services, the program is csclean. (See the Sun Java System
Calendar Server 6 2005Q4 Administration Guide.)

3 Permanently remove the user, by invoking the commadmin domain purge command.

v To Remove a Domain from Messaging Server

1 Mark the domain as deleted by running the commadmin domain delete command. (See the Chapter
5, “Command Line Utilities,” in Sun Java System Communications Services 6 2005Q4 Delegated
Administrator Guide).

2 Remove sservices from the users of that domain.

A service can be a mailbox or a calendar. For Messaging Server, the program is called msuserpurge.
(See “msuserpurge” in Sun Java System Messaging Server 6 2005Q4 Administration Reference. For
calendar services, the program is csclean. (See Sun Java System Calendar Server Administration
Guide.)

3 Permanently remove the domain, by invoking the commadmin domain purge command.

Chapter4 - Configuring General Messaging Capabilities 107



Managing Messaging Server with Sun ONE Console

Managing Messaging Server with Sun ONE Console

When the Messaging Server installation process and initial runtime configuration program
completes, you can start your Messaging Server through the Admin Console. If your directory and
messaging server reside on a single machine, you can use the Console interface to manage both
servers.

To invoke the console, run the /var/opt/mps/serverroot/start console command.

You can review some of the basic information about an installed Messaging Server by viewing its
Information form in the Sun ONE Server Console.

To display the Information form use the following steps.

To Manage Messaging Server with Sun ONE Console

In Console, open the Messaging Server whose information you want to view.
Select the server’sicon in the left pane.
Click the Configuration tab in the left pane.

Click the Information tab in the right pane, if itis not already frontmost.

The Information form appears. It displays the server name, server root directory; installation
directory, and instance directory.

Starting and Stopping Services
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Services are started and stopped differently depending on whether they are installed in an HA
environment or not.

To Start and Stop Servicesin an HA Environment

While Messaging Server is running under HA control, you cannot use the normal Messaging Server
start, restart, and stop commands to control individual Messaging Server services. If you attempt a
stop-msg in an HA deployment, the system warns that it has detected an HA setup and will tell you
how to properly stop the system.

The appropriate start, stop and restart commands are shown in the tables below. Note that there are
no specific HA commands to individually start, restart, or stop other Messaging Server services (for
example, SMTP). However, you can run a stop-msg service command to stop/restart individual
servers such as imap, pop or sched.
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Sun Cluster’s finest granularity is that of an individual resource. Since Messaging Server is known to
Sun Cluster as a resource, scswitch commands affect all Messaging Server services as a whole.

TABLE 4-2 Start, Stop, Restart in a Sun Cluster 3.0/3.1 Environment

Action Individual Resource Entire Resource Group
Start scswitch -e -j resource sscswitch -Z -g resource_group
Restart scswitch -R -g resource_group

scswitch -n -j resource
scswitch -e -j resource

Stop scswitch -n -j resource scswitch -F -g resource_group

TABLE 4-3 Start, Stop, Restart in Veritas 1.3, 2.0, 2.1, and 3.5 Environments

Action Individual Resource Entire Resource Group
Start hares -online resource -sys system hagrp -online group -sys system
Restart . .
hares -offline resource -sys system hagrp -offline group -sys system
hares -online resource -sys system hagrp -online group -sys system
Stop hares -offline resource -sys system hagrp -offline group -sys system

To Start and Stop Services in a non-HA Environment

You can start and stop services from Console or from the command line. In addition, you only need
to run the services that your server actually uses. For example, if you are using Messaging Server
solely as a message transfer agent (MTA), you can turn on the MTA alone. Or, if maintenance, repair,
or security needs require shutting down the server, you may be able to turn off just the affected
service. (If you never intend to run a particular service, you should disable it instead of just turning it

off)

Note - You must first enable services such as POP, IMAP, and HTTP, before starting or stopping them.
For more information, see “Enabling and Disabling Services” on page 124.

Important: If a server process crashes, other processes may hang as they wait for locks held by the
server process that crashed. If you are not using automatic restart (see “Automatic Restart of Failed
or Unresponsive Services” on page 111), and if any server process crashes, you should stop all
processes, then restart all processes. This includes the POP, IMAP, HTTP, and MTA processes, as well
as the stored (message store) process, and any utilities that modify the message store, such as
mboxutil, deliver, reconstruct, readership, or upgrade.

Console: Console allows you to start and stop individual services and view status information about
each service.
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For each service—IMAP, POP, SMTP, and HTTP—the form displays the service’s current state (on or
off). If the service is running, the form shows the time at which the service was last started up. It can
also display other status information.

To start up, shut down, or view the status of any messaging services:

To Start Up, Shut Down, or View the Status of Any Messaging Services
From Console, open the Messaging Server whose services you want to start or stop.

Get to the Services General Configuration form in either of these two ways:

a. Clickthe Tasks tab, then click “Start/Stop Services”.

b. Click the Configuration tab and select the Services folder in the left pane. Then click the General
tabin theright pane.

The Services General Configuration form appears.

The left column of the Process Control field lists the services supported by the server; the right
column gives the basic status of each of the services (ON or OFF, plus—if it is ON—the time it was
last started).

To view status information about a service that is currently on, select the service in the Process
Control field.

The Service Status field displays status information about the service.

For POP, IMAP, and HTTP the field shows the last connection time, the total number of connections,
the current number of connections, the number of failed connections since the service last started,
and the number of failed logins since the service last started.

The information in this field helps you to understand the load on the server and the reliability of its
service, and it can help spotlight attacks against the server’s security.
To turn a service on, select it in the Process Control field and click Start.

To turn a service off, select it in the Process Control field and click Stop.

To turn all enabled services on or off simultaneously, click the Start All or Stop All button.

Command Line: You can use the start-msg and stop-msg commands to start or stop any of the
messaging services (smtp, imap, pop, store, http, ens, sched). Examples:

msg_svr_base/sbin/start-msg imap
msg_svr_base/sbin/stop-msg pop
msg_svr_base/sbin/stop-msg sched

msg_svr_base/sbin/stop-msg smtp
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The services must be enabled in order to stop or start them. See “To Specify What Services are
Started” on page 111

Note - The start-msg and stop-msg command start and stop all of the MTA services, not just the
SMTP server. If you want more granular control when starting or stopping the MTA services, you can
use the start/stop-msg command for the dispatcher and the job controller. For more information,
see “start-msg” in Sun Java System Messaging Server 6 2005Q4 Administration Reference and
“stop-msg” in Sun Java System Messaging Server 6 2005Q4 Administration Reference..

To Specify What Services are Started
By default the following services are started with start-msg:

#./start-msg
Connecting to watcher ...
Launching watcher ...

Starting ens server .... 21132

Starting store server .... 21133

checking store server status ... ready
Starting imap server .... 21135

Starting pop server .... 21138

Starting http server .... 21141

Starting sched server .... 21143

Starting dispatcher server .... 21144
Starting job controller server .... 21146

These can be controlled by enabling or disabling the configutil parameters:
service.imap.enable, service.pop.enable, service.http.enable, local.smsgateway.enable,
local.snmp.enable, local.imta.enable, local.mmp.enable, local.ens.enable,and
local.sched.enable. Note that you need to set both service. imap.enable and
service.imap.enablesslport to @ in order to disable IMAP. The same goes for POP and HTTP. See
the “configutil Parameters” in Sun Java System Messaging Server 6 2005Q4 Administration Reference
for details on how these work.

Automatic Restart of Failed or Unresponsive Services

Messaging Server provides two processes called watcher and msprobe that transparently monitor
services and automatically restart them if they crash or become unresponsive (the services hangs).
watcher monitors server crashes. msprobe monitors server hangs by checking the response time.
When a server fails or stops responding to requests, it is automatically restarted. Table 4-4.
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TABLE 4-4 Services Monitored by watcher and msprobe

watcher (crash) msprobe (unresponsive hang)

IMAP, POP, HTTP, job controller, dispatcher, message IMAP, POP, HTTP, cert, job controller, message
store (stored), imsched, MMP. (LMTP/SMTP servers store (stored), imsched, ENS, LMTP, SMTP
are monitored by the dispatcher and LMTP/SMTP

clients are monitored by the job_controller.)

Setting local.watcher.enable=on (default) will monitor process failures and unresponsive services
and will log error messages to the default log file indicating specific failures. To enable automatic
server restart, set the configutil parameter local.autorestart to yes. By default, this parameter
is set to no.

If any of the message store services fail or freeze, all message store services that were enabled at
start-up are restarted. For example, if imapd fails, at the least, stored and imapd are restarted. If other
message store services were running, such as the POP or HTTP servers, then those will be restarted as
well, whether or not they failed.

Automatic restart also works if a message store utility fails or freezes. For example, if mboxutil fails
or freezes, the system will automatically restart all the message store servers. Note, however, that it
will not restart the utility. msprobe runs every 10 minutes. Service and process restarts will be
performed up to two times within a 10 minute period (configurable using
local.autorestart.timeout).

Whether or not local.autorestart is set to yes, the system still monitors the services and sends
failure or non-response error messages to the console and msg_svr_base/data/log/ watcher listens
to port 49994 by default, but this is configurable with local.watcher.port.

A watcher log file is generated in msg_svr_base/data/log/watcher. This log file is not managed by
the logging system (no rollover or purging) and records all server starts and stops. An example log is
shown below:

watcher process 13425 started at Tue Oct 21 15:29:44 2003
Watched ’'imapd’ process 13428 exited abnormally

Received request to restart: store imap pop http
Connecting to watcher ...

Stopping http server 13440 .... done
Stopping pop server 13431 ... done
Stopping pop server 13434 ... done
Stopping pop server 13435 ... done
Stopping pop server 13433 ... done

imap server is not running

Stopping store server 13426 .... done
Starting store server .... 13457

checking store server status ...... ready
Starting imap server ..... 13459
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Starting pop server ....... 13462
Starting http server ...... 13471

See “Monitoring Using msprobe and watcher Functions” on page 746 for more details on how to
configure this feature.

msprobe is controlled by imsched. If imsched crashes, this event will be detected by watcher and
trigger a restart (if autorestart is enabled). However, in the rare occurrence of imsched hanging, you
will need to kill imsched with a kill imsched_pid, which will cause the watcher to restart it.

Automatic Restart in High Availability Deployments

Automatic restart in high availability deployments require the following configutil parameters to
be set:

TABLE 4-5 HA Automatic Restart Parameters

Parameter Description/HA Value

local.watcher.enable Enable watcher. On (Default is On)

local.autorestart Enable autorestart. On

local.autorestart.timeout Failure retry time-out. If a server fails more than twice in this designated amount of time,

then the system stops trying to restart the server. If this happens on an HA system,
Messaging Server is shutdown and a failover to the other system occurs. The value (set in
seconds) should be set to a period value longer than the msprobe interval
(local.schedule.msprobe).

local.schedule.msprobe msprobe run schedule. A crontab style schedule string (see Table 18-10). Default is 600
seconds.

To Schedule Automatic Tasks

Messaging Server provides a general task scheduling mechanism using a process called imsched. It is
intended for scheduling the current version of Messaging Server processes. Scheduling non-current
version of Messaging Server tasks is not supported. It is enabled by setting the

local.schedule. taskname configutil parameter. If you modify the schedule, you must either
restart the scheduler with the command stop-msg sched and start-msg sched, or you can refresh
scheduler process (refresh sched).

This parameter requires a command and a schedule on which to execute the command. The format
is as follows:

configutil -o local.schedule.taskname -v “schedule”
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taskname is a unique name for this command/schedule combination.
schedule has the format:
minute hour day-of-month month-of-year day-of-week command args

command args can be any Messaging Server command and its arguments. A fully qualified command
pathname is required.

minute hour day-of-month month-of-year day-of-week is the schedule for running the command. It
follows the UNIX crontab format.

The values are separated by a space or tab and can be 0-59, 0-23, 1-31, 1-12 or 0-6 (with 0=Sunday)
respectively. Each time field can be either an asterisk (meaning all legal values), a list of
comma-separated values, or a range of two values separated by a hyphen. Note that days can be
specified by both day of the month and day of the week and both will be required if specified. For
example, setting the 17th day of the month and Tuesday will only run the command on the 17th day
of a month when it is Tuesday. See Table 18-10

Note that if you modify scheduler, you must either restart the scheduler with the command stop-msg
sched and start-msg sched, or you can send SIGHUP to the scheduler process:

kill -HUP scheduler_pid

Scheduler Examples

Run imexpire in verbose mode at 12:30am, 8:30am, and 4:30pm:

configutil -o local.schedule.rm messages -v “30 0,8,16 * * *”
/opt/SUNWmsgsr/sbin/imexpire -v

Display MTA channel queue message counters every 20 minutes:

configutil -o local.schedule.counters -v “20,40,60 * * * *”
/opt/SUNWmsgsr/sbin/imsimta gm counters -show > temp.txt

Run imsbackup Monday through Friday at midnight (12AM):

configutil -o local.schedule.msbackup -v “@ @ * * 1-5"
/opt/SUNWmsgsr/sbin/imsbackup -f backupfile /primary
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To Configure a Greeting Message

Messaging Server allows you to create an email greeting message to be sent to each new user using
the console or parameters.

v To Create a New User Greeting with Console

1 InConsole, open the Messaging Server whose new-user greeting you want to configure.
2 Click the Configuration tab. If the server’s icon in the left pane is not already highlighted, select it.
3 Clickthe Miscellaneous tab in the right pane.

4 Create a new-user greeting or make changes, as needed.

You must format the greeting as an email message, with a header (containing at least a subject line),
then a blank line, then the message body.

When you create a message, specify its language with the drop-down list above the message field. You

can create several messages in several languages, if desired.

5 Click Save.

Command Line: To create a new-user greeting by using the command line:
configutil -o gen.newuserforms -v Message

Where Message must contain a header (with at least a subject line), followed by $$, then the message
body. The $ represents a new line.

For example, to enable this parameter, you can set the following configuration variables:

configutil -o gen.newuserforms -v 'Subject: Welcome!! $$ Sesta.com welcomes you to
the premier internet experience in Dafandzadgad!

Depending on the shell that you are using, it might be necessary to append a special character before
$ to escape the special meaning of $. (§ is often the escape character for the shell.)

To Set a Per-Domain Greeting Message

Whenever you create a new hosted domain, it is a good idea to create per-domain greeting messages
for your supported languages. If this is not done, the generic greeting message set by
gen.newuserforms will be sent.

You can set a greeting message for new users in each domain. The message can vary depending on
the user’s, the domain’s, or the site’s preferred language. This is done by setting the
mailDomainWelcomeMessage attribute in the desired LDAP domain entry. The attribute syntax is as
follows:
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mailDomainWelcomeMessage;lang-user_prefLang
mailDomainWelcomeMessage;lang-domain_prefLang
mailDomainWelcomeMessage; lang-gen.sitelanguage

The following example sets the domain welcome message for English:
mailDomainWelcomeMessage;lang-en: Subject: Welcome!! $$Welcome to the mail system.
The following example sets the domain welcome message for French:
mailDomainWelcomeMessage;lang-fr: Subject: Bienvenue!! $$Bienvenue a siroe.com!
Using the above examples, we assume the following:

= the domain is siroe.com

= anew user belongs to this domain

®  the user’s preferred language is French as specified by the LDAP attribute preferredlanguage
= siroe.com has the above English and French welcome messages available

= thesite language is en as specified by gen. sitelanguage.

For alist of supported locales and their language value tag, see the (Directory Server Reference
Manual (http://docs.sun.com)).

When the user logs in for the first time, they will receive the French greeting. If the French welcome
message isn’t available, they will get the English greeting.

Greeting Message Theory of Operations

Greeting messages can be set by both the LDAP attribute mailDomainWelcomeMessage and the
configutil parameter gen.newuserforms. The order in which a message will get chosen, with the top
one having the highest preference, is shown below:

mailDomainWelcomeMessage;lang-user_prefLang
mailDomainWelcomeMessage; lang-domain_prefLang
mailDomainWelcomeMessage; lang-gen.sitelanguage
mailDomainWelcomeMessage
gen.newuserforms;lang-"$user-prefLang"
gen.newuserforms;lang-"$domain-prefLang"
gen.newuserforms;lang-"$gen.sitelanguage"
gen.newuserforms

The algorithm works as follows: if there are no domains (or there are, but there is no per domain
welcome message provisioned for them), a welcome message is configured with the
gen.newuserforms parameter, if specified. If a user has a preferred language (set with the
preferredlanguage LDAP attribute) and gen. newuserforms; lang- user_prefLang is set, the user
will receive that welcome message at the time of their firstlog in to the server. If
gen.newuserforms;lang-gen.sitelanguage is set, and preferredlanguage is not set, but the site
language is set (using gen. sitelanguage parameter), user will receive that message. If no language
tag parameter is set and a untagged gen.newuserforms is set, then that message will be sent to the
user. If none of the values are set, user will not receive any welcome message.

Sun Java System Messaging Server 6 2005Q4 Administration Guide « March 2006


http://docs.sun.com
http://docs.sun.com

To Set a User-Preferred Language

If the user is in a domain, then similar to the discussion above, the user might receive one of
mailDomainWelcomeMessage;lang-xx, depending on which one is available in the list and in the
order given.

Example: Domain is siroe.com. The domain preferred language is German (de). But the new user in
this domain has preferred language of Turkish (tr). Site language is English. The following values are
available (mailDomainWelcomeMessage are attributes of the domain siroe.com):

mailDomainWelcomeMessage; lang-fr
mailDomainWelcomeMessage;lang-ja
gen.newuserforms;lang-de
gen.newuserforms;lang-en
gen.newuserforms

According to the algorithm, the message sent to user will be gen.newuserforms; lang-de.

To Set a User-Preferred Language

Administrators can set a preferred language for the GUI and server-generated messages by setting
the attribute preferredLanguage in the user’s LDAP entry.

When the server sends messages to users outside of the server’s administrative domain it does not
know what their preferred language is unless it is responding to an incoming message with a
preferred language specified in the incoming message’s header. The header fields (accept-language,
Preferred-Language or X-Accept-Language) are set according to attributes specified in the user’s
mail client.

If there are multiple settings for the preferred language—for example, if a user has a preferred
language attribute stored in the Directory Server and also has a preferred language specified in their
mail client—the server chooses the preferred language in the following order:

1. Theaccept-language header field of the original message.

2. ThePreferred-Language header field of the original message.

3. TheX-Accept-Language header field of the original message.

4. The preferred language attribute of the sender (if found in the LDAP directory).

To Set a Domain Preferred Language

A domain preferred language is a default language specified for a particular domain. For example,
you may wish to specify Spanish for a domain called mexico.siroe. com. Administrators can seta
domain preferred language by setting the attribute preferredLanguage in the domain’s LDAP entry.
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To Specify a Site Language from Console

You can specify a default site language for your server as follows. The site language will be used to
send language-specific versions of messages if no user preferred language is set.

Open the Messaging Server you want to configure.

Click the Configuration tab.

In the right pane, click the Miscellaneous tab.

From the site language drop-down list, choose the language you wish to use.

Click Save.

Command Line: you can also specify a site language at the command line as follows:
configutil -o gen.sitelanguage -v value

where value is one of the local supported languages. See Chapter 5 ofSun Java System Directory
Server 5 2005Q1 Administration Guide for a list of supported locales and the language value tag.

To Customize Directory Lookups
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Messaging Server cannot function without an LDAP-based directory system such as the Sun Java
System Directory Server. Messaging Server and the Console requires directory access for a number of
purposes. For example:

= When you first install a Messaging Server, you enter configuration settings for the server. These
settings are stored in a central configuration directory. Part of the installation process includes
configuring the connection to that directory.

= When you create or update account information for mail users or mail groups, the information is
stored in a directory called the user directory. Your server group’s Administration Server is
configured at installation so that when you access Users and Groups, Console connects by default
to the configuration directory that defines your administrative topology—the set of Sun Java
System servers that all share the same configuration directory and user directory.

= When routing messages and delivering mail to mailboxes, Messaging Server looks up
information about the sender or recipients in the user directory. By default, Messaging Server
looks in the same user directory that its Administration Server has been configured to use.

= When authenticating a user for mail routing lookups.
You can modify each of these directory-configuration settings in the following ways:

®  The Administration Server interface of Console lets you change the connection settings for the
configuration directory. (For more information, see the Administration Server chapter of Sun
ONE Server Console 5.2 Server Management Guide.)
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= The Users and Groups interface of Console lets you temporarily connect to a different user
directory from the default when making changes to user and group information. (For more
information, see the Users and Groups chapter of Sun ONE Server Console 5.2 Server
Management Guide.)

®  The Messaging Server interface of Console lets you configure your Messaging Server to connect
to a different user directory from the default defined by the Administration Server. This is the
configuration task discussed in this section.

Reconfiguring your Messaging Server to connect to a different user directory for user and group
lookups is strictly optional. In most cases, the user directory that defines your server’s administrative
domain is the one used by all servers in the domain.

Note - If you specify a custom user directory for your Messaging Server lookups, you must also
specify that same directory whenever you access the Users and Groups interface of Console to make
changes to the directory’s user or group information.

v To Modify the Messaging Server LDAP User-lookup
Settings by Using Console

1 From Console, open the Messaging Server whose LDAP connection you want to customize.
2 Click the Configuration tab.
3 Selectthe Services folder in the left pane.

4 Selectthe LDAP tab in the right pane. The LDAP form appears.

The LDAP form displays the configuration settings for both the configuration directory and the user
directory. The configuration-directory settings, however, are read-only in this form. See the
Administration Server chapter of Sun ONE Server Console 5.2 Server Management Guide if you need
to change them.

5 To change the user-directory connection settings, click the box labeled “Use messaging server
specific directory settings”.

6 Update the LDAP configuration by entering or modifying any of the following information (for
explanations of directory concepts, including definitions of terms such as distinguished name, see the
Directory Server Administration Guide):

Host name: The name of the host machine on which the directory containing your installation’s user
information resides. This is typically not the same as the Messaging Server host, although for very
small installations it might be.
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Port number: The port number on the directory host that Messaging Server must use to access the
directory for user lookup. This number is defined by the directory administrator, and may not
necessarily be the default port number (389).

Base DN: The search base—the distinguished name of a directory entry that represents the starting
point for user lookups. To speed the lookup process, the search base should be as close as possible in
the directory tree to the information being sought. If your installation’s directory tree has a “people”
or “users” branch, that is a reasonable starting point.

Bind DN: The distinguished name that your Messaging Server uses to represent itself when it
connects to the directory server for lookups. The bind DN must be the distinguished name of an
entry in the user directory itself that has been given search privileges to the user portion of the
directory. If the directory allows anonymous search access, you can leave this entry blank.

To change the password used in conjunction with the Bind DN, to authenticate this Messaging Server
to the LDAP directory for user lookups, click the Change Bind password button. A Password-Entry
window opens, into which you can enter the updated password.

Your own security policies should determine what password you use in this situation. Initially, the
password is set to no password. The password is not used if you have specified anonymous access by
leaving the Bind DN field blank.

This step updates the password stored in server configuration, but does not change the password in
the LDAP server. This account is also used for PAB lookups by default. The following two steps need
to be performed after the password has been changed.

Modify the password for the user specified in the configuration attribute local.ugldapbinddn. This
user account exists in the directory server specified in configuration attribute local.ugldaphost.

If the same account is used for PAB access, specified in the attributes
local.service.pab.ldapbinddnand local.service.pab.ldaphost, then the password storedin
local.service.pab. ldappasswd must be updated.

To return to using the default user directory, uncheck the “Use messaging server specific directory
settings” box.

Command Line: You can also set values for the user-directory connection settings at the command
line as follows. Be sure to also set the LDAP and PAB password as described in the steps 8 and 9
above.

To specify whether to use Messaging Server specific directory settings:
configutil -o local.ugldapuselocal -v [ yes | no ]

To specify the LDAP host name for user lookup:

configutil -o local.ugldaphost -v name[:port_number]

To specify the LDAP port number for user lookup:

configutil -o local.ugldapport -v number

To specify the LDAP base DN for user lookup:
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configutil -o local.ugldapbasedn -v basedn
To specify the LDAP bind DN for user lookup:

configutil -o local.ugldapbinddn -v binddn

Encryption Settings

You can use Console to enable Secure Sockets Layer (SSL) encryption and authentication for
Messaging Server and to select the specific encryption ciphers that the server will support across all of
its services.

Although this task is a general configuration task, it is described in “To Enable SSL and Selecting
Ciphers” on page 601 which also contains background information on all security and access-control
topics for Messaging Server.

Setting a Failover LDAP Server

It is possible to specify more than one LDAP server for the user/group directory so that if one fails
another takes over:

v To Set aFailover LDAP Server

1 Setlocal.ugldaphost tothe multiple LDAP machines. Example:

configutil -o local.ugldaphost -v "serverl server2 ...

2 Setlocal.ugldapuselocal to yes. This specifies that the user/group LDAP configuration data will
be stored in the local configuration file. Otherwise, it is stored in LDAP. Example:

configutil -o local.ugldapuselocal -v yes

If the first server on the list fails, the existing LDAP connections will get recognized as down and new
connections will be made. When a new LDAP connection is needed, the LDAP library will try all the
LDAP servers in the order they’re listed.

Just as there is failover for the user/group directory one can similarly set failover servers for
configuration directory. The configuration attribute is local. ldaphost.
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L R R 4 CHAPTER 5

Configuring POP, IMAP, and HTTP Services

Messaging Server supports the Post Office Protocol 3 (POP3), the Internet Mail Access Protocol 4
(IMAP4), and the HyperText Transfer Protocol (HTTP) for client access to mailboxes. IMAP and
POP are both Internet-standard mailbox protocols. Messenger Express, a web-enabled electronic
mail program, lets end users access their mailboxes using a browser running on an
Internet-connected computer system using HTTP.

This chapter describes how to configure your server to support one or more of these services by using
the Sun ONE Console or by using command-line utilities.

For information on configuring Simple Mail Transfer Protocol (SMTP) services, see Chapter 10.

This chapter contains the following sections:

= “General Configuration” on page 123

= “Login Requirements” on page 125

m “Performance Parameters” on page 127

= “Client Access Controls” on page 130

= “To Configure POP Services” on page 130

= “To Configure IMAP Services” on page 132
m “To Configure HTTP Services” on page 134

General Configuration

Configuring the general features of the Messaging Server POP, IMAP, and HTTP services includes
enabling or disabling the services, assigning port numbers, and optionally modifying service banners
sent to connecting clients. This section provides background information; for the steps you follow to
make these settings, see “To Configure POP Services” on page 130, “To Configure IMAP Services”

on page 132 and “To Configure HTTP Services” on page 134
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Enabling and Disabling Services

You can control whether any particular instance of Messaging Server makes its POP, IMAP, or HTTP
service available for use. This is not the same as starting and stopping services (see “Starting and
Stopping Services” on page 108); to function, POP, IMAP, or HTTP must be both enabled and
started.

Enabling a service is a more “global” process than starting or stopping a service. For example, the
Enable setting persists across system reboots, whereas you must restart a previously “stopped”
service after a reboot.

There is no need to enable services that you do not plan to use. For example, if a Messaging Server
instance is used only as a message transfer agent (MTA), you should disable POP, IMAP, and HTTP.
If it is used only for POP services, you should disable IMAP and HTTP. If it used only for web-based
email, you should disable both POP and IMAP.

You can enable or disable services at the server level. This process is described in this chapter. “To
Specify What Services are Started” on page 111 also describes this process. You can also enable or
disable services at the user level by setting specified LDAP attribute mailAllowedServiceAccess.

Specifying Port Numbers

For each service, you can specify the port number that the server is to use for service connections:

= Ifyou enable the POP service, you can specify the port number that the server is to use for POP
connections. The default is 110.

= Jfyou enable the IMAP service, you can specify the port number that the server is to use for
IMAP connections. The default is 143.

= Ifyou enable the HTTP service, you can specify the port number that the server is to use for
HTTP connections. The default is 80.

You might need to specify a port number other than the default if you have, for example, two or more
IMAP server instances on a single host machine, or if you are using the same host machine as both an
IMAP server and a Messaging Multiplexor server. (For information about the Multiplexor, see
Chapter 7.

Keep the following in mind when you specify a port:

= Port numbers can be any number from 1 to 65535.

= Make sure the port you choose isn’t already in use or reserved for another service.

Ports for Encrypted Communications

Messaging Server supports encrypted communications with IMAP, POP and HTTP clients by using
the Secure Sockets Layer (SSL) protocol. For general information on support for SSL in Messaging
Server, see “Configuring Encryption and Certificate-Based Authentication” on page 594
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IMAP Over SSL

You can accept the default (recommended) IMAP over SSL port number (993) or you can specify a
different port for IMAP over SSL.

Messaging Server provides the option of using separate ports for IMAP and IMAP over SSLbecause
most current IMAP clients require separate ports for them. Same-port communication with both
IMAP and IMAP over SSLis an emerging standard; as long as your Messaging Server has an installed
SSL certificate (see “Obtaining Certificates through the Administration Console” on page 596), it can
support same-port IMAP over SSL.

Pop Over SSL

The default separate SSL port for POP is 995. One can also initiate SSL over normal POP port with
the command “STLS” (see “To Configure POP Services” on page 130).

HTTP Over SSL

You can accept the default HT'TP over SSL port number (443) or you can specify a different port for
HTTPS.

Service Banner

When a client first connects to the Messaging Server POP or IMAP port, the server sends an
identifying text string to the client. This service banner (not normally displayed to the client’s user)
identifies the server as Sun Java System Messaging Server, and gives the server’s version number. The
banner is most typically used for client debugging or problem-isolation purposes.

You can replace the default banner for the POP or IMAP service if you want a different message sent
to connecting clients.

You can use Sun ONE Console or the configutil utility (service.imap.banner,
service.pop.banner) to set service banners. For detailed syntax information about configutil, see
the Sun Java System Messaging Server 6 2005Q4 Administration Reference.

Login Requirements

You can control how users are permitted to log in to the POP, IMAP, or HTTP service to retrieve
mail. You can allow password-based login (for all services), and certificate-based login (for IMAP or
HTTP services). This section provides background information; for the steps you follow to make
these settings, see “To Configure POP Services” on page 130, “To Configure IMAP Services” on page
132 or “To Configure HTTP Services” on page 134. In addition, you can specify the valid login
separator for POP logins.
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To Set the Login Separator for POP Clients

Some mail clients will not accept @ as the login separator (that is, the @ in an address like
uid@domain). Examples of these clients are Netscape Messenger 4.76, Netscape Messenger 6.0, and
Microsoft Outlook Express on Windows 2000. The workaround is as follows:

Make + a valid separator with the following command:

configutil -o service.loginseparator -v "@+"

Inform POP client users that they should login with + as the login separator, not @.

To Allow Log In without Using the Domain Name

A typical login involves the user entering a user ID followed by a separator and the domain name and
then the password. Users in the default domain specified during installation, however, can log in
without entering a domain name or separator.

To allow users of other domains to log in with just the user ID (that is, without having to use the
domain name and separator) set sasl.default. ldap.searchfordomain to 0. Note that the user ID
must be unique to the entire directory tree. If it is not unique, logging in without the domain name
will not work.

You may wish to modify the attribute that user must enter to log in. For example if you want to allow
the user to log in with a phone number (telephoneNumber) or employee number (employeeID)
change the LDAP search defined by configutil parameter sasl.default.ldap.searchfilter.
This parameter is a global default setting for the inetdomainsearchfilter per-domain attribute
and follows the same syntax.

Refer to the Sun Java System Messaging Server 6 2005Q4 Administration Reference for further
information on these parameters.

Password-Based Login

In typical messaging installations, users access their mailboxes by entering a password into their
POP. IMAP or HTTP mail client. The client sends the password to the server, which uses it to
authenticate the user. If the user is authenticated, the server decides, based on access-control rules,
whether or not to grant the user access to certain mailboxes stored on that server.

If you allow password login, users can access POP, IMAP, or HTTP by entering a password.
(Password- or SSL-based login is the only authentication method for POP services.) Passwords are
stored in an LDAP directory. Directory policies determine what password policies, such as minimum
length, are in effect.

If you disallow password login for IMAP or HTTP services, password-based authentication is not
permitted. Users are then required to use certificate-based login, as described in the next section.

Sun Java System Messaging Server 6 2005Q4 Administration Guide « March 2006



Performance Parameters

To increase the security of password transmission for IMAP and HTTP services, you can require that
passwords be encrypted before they are sent to your server. You do this by selecting a minimum
cipher-length requirement for login.

= Ifyou choose 0, you do not require encryption. Passwords are sent in the clear or they are
encrypted, depending on client policy.

= Ifyou choose a nonzero value, the client must establish an SSL session with the server—using a
cipher whose key length is at least the value you specify—thus encrypting any IMAP or HTTP
user passwords the client sends.

If the client is configured to require encryption with key lengths greater than the maximum your
server supports, or if your server is configured to require encryption with key lengths greater than
what the client supports, password-based login cannot occur. For information on setting up your
server to support various ciphers and key lengths, see “To Enable SSL and Selecting Ciphers” on page
601.

Certificate-Based Login

In addition to password-based authentication, Sun Java System servers support the authentication of
users through examination of their digital certificates. Instead of presenting a password, the client
presents the user’s certificate when it establishes an SSL session with the server. If the certificate is
validated, the user is considered authenticated.

For instructions on setting up Messaging Server to accept certificate-based user login to the IMAP or
HTTP service, see “To Set Up Certificate-Based Login” on page 603

You don’t need to uncheck the “Allow password login” box in the IMAP or HTTP System form to
enable certificate-based login. If the box is checked (its default state), and if you have performed the
tasks required to set up certificate-based login, both password-based and certificate-based login are
supported. Then, if the client establishes an SSL session and supplies a certificate, certificate-based
login is used. If the client does not use SSL or does not present a client certificate, it will send a
password instead.

Performance Parameters

You can set some of the basic performance parameters for the POP, IMAP, and HTTP services of
Messaging Server. Based on your hardware capacity and your user base, you can adjust these
parameters for maximum efficiency of service. This section provides background information; for
the steps you follow to make these settings, see “To Configure POP Services” on page 130, “To
Configure IMAP Services” on page 132 or “To Configure HTTP Services” on page 134.
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Number of Processes

Messaging Server can divide its work among several executing processes, which in some cases can
increase efficiency. This capability is especially useful with multiprocessor server machines, in which
adjusting the number of server processes can allow more efficient distribution of multiple tasks
among the hardware processors.

There is a performance overhead, however, in allocating tasks among multiple processes and in
switching from one process to another. The advantage of having multiple processes diminishes with
each new one added. A simple rule of thumb for most configurations is to have one process per
hardware processor on your server machine, up to a maximum of perhaps 4 processes. Your
optimum configuration may be different; this rule of thumb is meant only as a starting point for your
own analyses.

Note: On some platforms you might also want to increase the number of processes to get around
certain per-process limits (such as the maximum number of file descriptors), specific to that
platform, that may affect performance.

The default number of processes is 1 each for the POP, IMAP, or HTTP service.

Number of Connections per Process

The more simultaneous client connections your POP, IMAP, or HTTP service can maintain, the
better it is for clients. If clients are denied service because no connections are available, they must
then wait until another client disconnects.

On the other hand, each open connection consumes memory resources and makes demands on the
I/O subsystem of your server machine, so there is a practical limit to the number of simultaneous
sessions you can expect the server to support. (You might be able to increase that limit by increasing
server memory or I/O capacity.)

IMAP, HTTP, and POP have different needs in this regard:

= IMAP connections are generally long-lived compared to POP and HTTP connections. When a
user connects to IMAP to download messages, the connection is usually maintained until the
user quits or the connection times out. In contrast, a POP or HTTP connection is usually closed
as soon as the POP or HTTP request has been serviced.

= IMAP and HTTP connections are generally very efficient compared to POP connections. Each
POP reconnection requires reauthentication of the user. In contrast, an IMAP connection
requires only a single authentication because the connection remains open for the duration of the
IMAP session (login to logout). An HTTP connection is short, but the user need not
reauthenticate for each connection because multiple connections are allowed for each HTTP
session (login to logout). POP connections, therefore, involve much greater performance
overhead than IMAP or HTTP connections. Messaging Server, in particular, has been designed to
require very low overhead by open but idle IMAP connections and by multiple HTTP
connections.
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Note - For more information about HTTP session security, see “About HT'TP Security” on page 588

Thus, at a given moment for a given user demand, Messaging Server may be able to support many
more open IMAP or HTTP connections than POP connections.

The default value for IMAP is 4000; the default value for HTTP is 6000 connections per process; the
default value for POP is 600. These values represent roughly equivalent demands that can be handled
by a typically configured server machine. Your optimum configuration may be different; these
defaults are meant only as general guidelines.

Typically, active POP connections are much more demanding on server resources and bandwidth
than active IMAP connections since IMAP connections are idle most of the time while POP
connections are constantly downloading messages. Having a lower number of sessions for POP is
correct. Conversely, POP connections only last as long as it takes to download email, so an active
POP user is only connected a small percentage of the time, while IMAP connections stay connected
between successive mail checks.

Number of Threads per Process

Besides supporting multiple processes, Messaging Server further improves performance by
subdividing its work among multiple threads. The server’s use of threads greatly increases execution
efficiency, because commands in progress are not holding up the execution of other commands.
Threads are created and destroyed, as needed during execution, up to the maximum number you
have set.

Having more simultaneously executing threads means that more client requests can be handled
without delay, so that a greater number of clients can be serviced quickly. However, there is a
performance overhead to dispatching among threads, so there is a practical limit to the number of
threads the server can make use of.

For POP, IMAP, and HT TP, the default maximum value is 250 threads per process. The numbers are
equal despite the fact that the default number of connections for IMAP and HTTP is greater than for
POP. It is assumed that the more numerous IMAP and HTTP connections can be handled efficiently
with the same maximum number of threads as the fewer, but busier, POP connections. Your
optimum configuration may be different, but these defaults are high enough that it is unlikely you
would ever need to increase them; the defaults should provide reasonable performance for most
installations.

Dropping Idle Connections

To reclaim system resources used by connections from unresponsive clients, the IMAP4, POP3, and
HTTP protocols permit the server to unilaterally drop connections that have been idle for a certain
amount of time.
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The respective protocol specifications require the server to keep an idle connection open for a
minimum amount of time. The default times are 10 minutes for POP, 30 minutes for IMAP, 3
minutes for HTTP. You can increase the idle times beyond the default values, but you cannot make
them less.

If a POP or IMAP connection is dropped, the user must reauthenticate to establish a new connection.
In contrast, ifan HTTP connection is dropped, the user need not reauthenticate because the HTTP
session remains open. For more information about HTTP session security, see “About HTTP
Security” on page 588.

Idle POP connections are usually caused by some problem (such as a crash or hang) that makes the
client unresponsive. Idle IMAP connections, on the other hand, are a normal occurrence. To keep
IMAP users from being disconnected unilaterally, IMAP clients typically send a command to the
IMAP server at some regular interval that is less than 30 minutes.

Logging Out HTTP Clients

An HTTP session can persist across multiple connections. HTTP clients are not logged out when a
connection is dropped. However, if an HTTP session remains idle for a specified time period, the
server will automatically drop the HTTP session and the client is logged out (the default time period
is 2 hours). When the session is dropped, the client’s session ID becomes invalid and the client must
reauthenticate to establish another session. For more information about HT TP security and session
ID’s, see “About HTTP Security” on page 588.

Client Access Controls

Messaging Server includes access-control features that allow you to determine which clients can gain
access to its POP, IMAP, or HTTP messaging services (and SMTP as well). You can create flexible
access filters that allow or deny access to clients based on a variety of criteria.

Client access control is an important security feature of Messaging Server. For information on
creating client access-control filters and examples of their use, see “Configuring Client Access to
POP, IMAP, and HTTP Services” on page 607 and “Configuring Client Access to SMTP Services”
on page 619.

To Configure POP Services

130

You can perform basic configuration of the Messaging Server POP service by using the configutil
command or by using Sun ONE Console. Some of the more common POP services options are given
in this chapter. A complete listing can be found in the “configutil Parameters” in Sun Java System
Messaging Server 6 2005Q4 Administration Reference.

For more information, see also:

Sun Java System Messaging Server 6 2005Q4 Administration Guide « March 2006



To Configure POP Services

“Enabling and Disabling Services” on page 124

“To Set the Login Separator for POP Clients” on page 126
“Specifying Port Numbers” on page 124

“Number of Connections per Process” on page 128
“Dropping Idle Connections” on page 129

“Number of Threads per Process” on page 129

“Number of Processes” on page 128

To Configure the POP Service Using Console
From Sun ONE Console, open the Messaging Server you want to configure.

Click the Configuration tab and open the Services folder in the left pane.

Select POP.

Click the System tab in the right pane.

To enable the service, check the box labeled “Enable POP service at port” and assign a port number.

Specify connection settings as follows:

®  Set the maximum number of network connections per process. For more information, see
“Number of Connections per Process” on page 128.

= Set the maximum idle time for connections. For more information, see “Dropping Idle
Connections” on page 129.
Specify process settings as follows:

= Set the maximum number of threads per process. For more information, see “Number of
Threads per Process” on page 129.

®  Set the maximum number of processes. For more information, see “Number of Processes”
on page 128.

If desired, in the POP service banner field, specify a service banner.

Click Save.

Note - For the POP service, password-based login is automatically enabled.

Command Line. You can set values for POP attributes at the command line as follows:
To enable or disable the POP service:

configutil -o service.pop.enable -v [ yes | no ]
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To specify the port number:

configutil -o service.pop.port -v number

To set the maximum number of network connections per process:
configutil -o service.pop.maxsessions -v number
To set the maximum idle time for connections:
configutil -o service.pop.idletimeout -v number
To set the maximum number of threads per process:
configutil -o service.pop.maxthreads -v number
To set the maximum number of processes:

configutil -o service.pop.numprocesses -v number
To enable POP over SSL:

configutil -o service.pop.enablesslport -v 1
configutil -o service.pop.sslport -v 995

TLS is also supported if SSL is configured correctly.
To specify a protocol welcome banner:

configutil -o service.pop.banner -v banner

To Configure IMAP Services

132

You can perform basic configuration of the Messaging Server IMAP service by using the configutil
command or by using Sun ONE Console. Some of the more common IMAP services options are
given in this section. A complete listing can be found in the Chapter 3, “Messaging Server
Configuration,” in Sun Java System Messaging Server 6 2005Q4 Administration Reference. For more
information, see also:

“Enabling and Disabling Services” on page 124
“Specifying Port Numbers” on page 124
“Password-Based Login” on page 126

“Dropping Idle Connections” on page 129
“Number of Threads per Process” on page 129

n
u
n
= “Number of Connections per Process” on page 128
[}
n
= “Number of Processes” on page 128
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To Configure the IMAP Service from the Console

From Sun ONE Console, open the Messaging Server you want to configure.

Click the Configuration tab and open the Services folder in the left pane.

Select IMAP.

Click the System tab in the right pane.

To enable the service, check the box labeled “Enable IMAP service at port” and assign a port number.
If desired, enable password-based login.

Specify connection settings as follows:

®  Set the maximum number of network connections per process. For more information, see
Number of Connections per Process” on page 128.

= Set the maximum idle time for connections. For more information, see “Dropping Idle
Connections” on page 129.
Specify process settings as follows:

®  Set the maximum number of threads per process. For more information, see “Number of
Threads per Process” on page 129.

®  Set the maximum number of processes. For more information, see “Number of Processes”
on page 128.

If desired, in the IMAP service banner field, specify a service banner.

Click Save.

Command Line: You can set values for the IMAP attributes at the command line as follows:
To enable or disable the IMAP service:

configutil -o service.imap.enable -v [ yes | no ]

To specify the port number:

configutil -o service.imap.port -v number

To enable a separate port for IMAP over SSL:

configutil -o service.imap.enablesslport -v [ yes | no ]

To specify a port number for IMAP over SSL:

configutil -o service.imap.sslport -v number

To enable or disable password login to the IMAP service:
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configutil -o service.imap.plaintextmincipher -v value
where value is one of the following:

-1 - Disables password login

0 - Enables password login without encryption

40 - Enables password login and specifies an encryption strength
128 - Enables password login and specifies an encryption strength
To set the maximum number of network connections per process:
configutil -o service.imap.maxsessions -v number

To set the maximum idle time for connections:

configutil -o service.imap.idletimeout -v number

To set the maximum number of threads per process:

configutil -o service.imap.maxthreads -v number

To set the maximum number of processes:

configutil -o service.imap.numprocesses -v number

To specify a protocol welcome banner:

configutil -o service.imap.banner -v banner

To Configure HTTP Services

POP and IMAP clients send mail directly to Messaging Server MTA for routing or delivery. In
contrast, HTTP clients send mail to a specialized web server that is part of Messaging Server. The
HTTP service then sends the message to the local MTA or to a remote MTA for routing or delivery, as
shown in Figure 5-1. If Messaging Server is used only for web-based email, disable both POP and
IMAP.
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FIGURE 5-1 HTTP Service Components

Many of the HTTP configuration parameters are similar to the parameters available for the POP and
IMAP services. These include parameters for connection settings and process settings. Some of the
more common HTTP service options are given in this section. A complete listing can be found in the
“configutil Parameters” in Sun Java System Messaging Server 6 2005Q4 Administration Reference. For
more information, see also:

= “Enabling and Disabling Services” on page 124

m “Specifying Port Numbers” on page 124
“Password-Based Login” on page 126

“Number of Connections per Process” on page 128
“Dropping Idle Connections” on page 129
“Logging Out HT'TP Clients” on page 130
“Number of Threads per Process” on page 129
“Number of Processes” on page 128
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Some parameters are specific to the HTTP service; these include parameters for message settings and
MTA settings.

Message Settings — When an HTTP client constructs a message with attachments, the attachments
are uploaded to the server and stored in a file. The HTTP service retrieves the attachments and
constructs the message before sending the message to an MTA for routing or delivery. You can accept
the default attachment spool directory or specify an alternate directory. You can also specify a
maximum size allowed for attachments.

MTA Settings — By default, the HTTP service sends outgoing web mail to the local MTA for routing
or delivery. You might want to configure the HTTP service to send mail to a remote MTA, for
example, if your site is a hosting service and most recipients are not in the same domain as the local
host machine. To send web mail to a remote MTA, you need to specify the remote host name and the
SMTP port number for the remote host.

To Configure Your HTTP service

From Sun ONE Console, open the Messaging Server you want to configure.

Click the Configuration tab and open the Services folder in the left pane.

Select HTTP.

Click the System tab in the right pane.

To enable the service, check the box labeled “Enable HTTP service at port” and assign a port number.
If desired, enable password-based login.

Specify connection settings as follows:

= Set the maximum number of network connections per process. For more information, see
“Number of Connections per Process” on page 128.

= Set the maximum idle time for connections. For more information, see “Dropping Idle
Connections” on page 129.

= Set the maximum idle time for client sessions. For more information, see “Logging Out HTTP
Clients” on page 130.

Specify process settings as follows:

= Set the maximum number of threads per process. For more information, see “Number of
Threads per Process” on page 129.

= Set the maximum number of processes. For more information, see “Number of Processes”
on page 128.
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Specify Message settings as follows:

m  Ifdesired, specify the attachment spool directory.

= Ifdesired, specify the maximum outgoing mail size. Note that this includes all the attachments
encoded in base64, and that base64 encoding requires an extra 33% more space. Thusa 5
megabyte limit in the console results in the maximum size of one message and attachments being
about 3.75M.

When an HTTP client constructs a message with attachments, the attachments are uploaded to
the server and stored in a file. The HTTP service retrieves the attachments and constructs the
message before sending the message to an MTA for routing or delivery. You can accept the default
attachment spool directory or specify an alternate directory. You can also specify a maximum size
allowed for attachments.

Specify MTA settings as follows:

»  [Ifdesired, specify an alternate MTA host name.
»  Ifrequired, specify an alternate MTA port.

By default, the HTTP service sends outgoing web mail to the local MTA for routing or delivery.
You might want to configure the HTTP service to send mail to a remote MTA, for example, if
your site is a hosting service and most recipients are not in the same domain as the local host
machine. To send web mail to a remote MTA, you need to specify the remote host name and the
SMTP port number for the remote host.

Click Save.

Command Line. You can set values for the HTTP attributes at the command line as follows:
To enable or disable the HTTP service:

configutil -o service.http.enable -v [ yes | no ]

To specify the port number:

configutil -o service.http.port -v number

To enable a separate port for HTTP over SSL:

configutil -o service.http.enablesslport -v [ yes | no ]
To specify a port number for HTTP over SSL:

configutil -o service.http.sslport -v number

To enable or disable password login:

configutil -o service.http.plaintextmincipher -v value
where value is one of the following:

-1- Disables password login

0 - Enables password login without encryption
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40 - Enables password login and specifies an encryption strength
128 - Enables password login and specifies an encryption strength
To set the maximum number of network connections per process:
configutil -o service.http.maxsessions -v number

To set the maximum idle time for connections:

configutil -o service.http.idletimeout -v number

To set the maximum idle time for client sessions:

configutil -o service.http.sessiontimeout -v number

To set the maximum number of threads per process:

configutil -o service.http.maxthreads -v number

To set the maximum number of processes:

configutil -o service.http.numprocesses -v number

To specify the attachment spool directory for client outgoing mail:
configutil -o service.http.spooldir -v dirpath

To specify the maximum message size:

configutil -o service.http.maxmessagesize -v size

where size is a number in bytes. Note that this includes all the attachments encoded in base64, and
that base64 encoding requires an extra 33% more space. Thus a 5 megabyte limit in the console
results in the maximum size of one message and attachments being about 3.75M.

To specify an alternate MTA host name:
configutil -o service.http.smtphost -v hostname
To specify the port number for the alternate MTA host name:

configutil -o service.http.smtpport -v portnum

138 Sun Java System Messaging Server 6 2005Q4 Administration Guide « March 2006



L R R 4 CHAPTER 6

Enabling Single Sign-On (SSO)

Single sign-on is the ability for an end user to authenticate once (that is, log on with user ID and
password) and have access to multiple applications. The Sun Java System Access Manager (note that
this used to be called Identity Server) is the official gateway used for SSO for Sun Java System servers.
That is, users must log into Access Manager to get access to other SSO configured servers.

For example, when properly configured, a user can sign in at the Sun Java System Access Manager
login screen and have access to Messenger Express, in another window without having to sign in
again. Similarly, if the Sun Java System Calendar Server is properly configured, a user can sign in at
the Sun Java System Access Manager login screen, then have access to their Calendar in another
window without having to sign in again.

It should be noted that Messaging Server provides two methods of deploying SSO. The first way is
through the Sun Java System Access Manager, the second way is through communications servers
trusted circle technology. Using a trusted circle is the legacy method of implementing SSO. Though
this method provides some features not available with Access Manager SSO, we do not recommend
using it since all future development will be with the Access Manager. Both methods, however, are
described in the following sections:

m “Access Manager SSO for Sun Java System Servers” on page 139
= “Trusted Circle SSO (Legacy)” on page 142

Access Manager SSO for Sun Java System Servers

This section describes SSO using Access Manager. It consists of the following sections:

= “SSO Limitations and Notices” on page 140
= “Configuring Messaging Server to Support SSO” on page 140
= “Troubleshooting SSO” on page 141
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SSO Limitations and Notices

®  The Messenger Express session is only valid for as long as the Access Manager session is valid. If
the user logs out of Access Manager the webmail session is automatically closed (single sign-off).

=SSO Applications working together must be in the same DNS domain. (Also known as cookie
domain).

=SSO Applications must have access to Access Manager verification URL (naming service).

®m  Browsers must have cookies.

Configuring Messaging Server to Support SSO

Four configutil parameters support Messaging Server SSO. Of these four, only one,
local.webmail.sso.amnamingurl is required to enable SSO with Messaging Server. To enable SSO,
set this parameter to the URL where Access Manager runs the naming service. Typically this URLis
http://server/amserver/namingservice. Example:

configutil -o local.webmail.sso.amnamingurl -v
http://sca-walnut:88/amserver/namingservice

Note - Access Manager SSO does not look at local.webmail. sso.enable which enables the older
SSO mechanism. local.webmail.sso.enable should be left to of f or unset otherwise warning
messages will be logged about missing configuration parameters which are needed for the old SSO
mechanism.

You can modify the SSO configuration parameters shown in Table 6-3, by using the configutil
command.

TABLE 6-1 Access Manager Single Sign-On Parameters

Parameter

Description

local.webmail.sso.amnamingurl The URL where Access Manager runs the naming service. Mandatory variable for

single sign-on through Access Manager. Typically this URLis
http://server/amserver/namingservice.

Default: Not set.

local.webmail.sso.amcookiename Access Manager cookie name. By default Access Manager saves its session handle

in a cookie called iPlanetDirectoryPro. Ifit is configured to use another cookie
name, then that name needs to be configured in Messaging Server as this
parameter so that Messaging Server knows what to look for when doing
single-sign on. Default value must not be changed if IS has default configuration.

Default: iPlanetDirectoryPro
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TABLE 6-1 Access Manager Single Sign-On Parameters (Continued)

Parameter

Description

local.webmail.sso.amloglevel AMSDK logging level. The SSO library used by Messaging Server has its own

logging mechanism separate from Messaging Server. Its messages are logged in a
file called http_sso under msg_svr_base/log. By default only messages with info
or higher are logged, but it is possible to increase the logging level by setting the
logging level to a value from 1 to 5 (1 = errors, 2 = warnings, 3 = info, 4 = debug, 5
= maxdebug). Be aware that the library doesn’t have the same notion of message
importances as Messaging Server and that setting the level to debug can result in a
lot of meaningless data. Also the http_sso log file is not managed by common
Messaging Server logging code and is never cleaned up or rolled over. It is the
responsibility of the system administrator to clean it up when setting the log level
higher than the default.

Default: 3

local.webmail.sso.singlesignoff Single sign-off from Messaging Server to Access Manager. Access Manager is the

central authentication authority, and single sign-oft is always enabled from
Access Manager to Messaging Server. This option allows a site to configure
whether the logout button in webmail should also log the user out of Access
Manager (saving some customization work). By default this is enabled. If this is
disabled, a user logging out of the default webmail client is automatically logged
back in since logout refers to the root document and the root document refers to
the inbox display as long as the Access Manager cookie exists and is valid.
Therefore, a site choosing to disable this option needs to customize what happens
at webmail logout.

Default: yes

Troubleshooting SSO

If there is a problem with SSO, the first thing to do is check the webmail log file
msg_svr_base/log/http for errors. Increasing the logging level may be helpful (configutil -o
logfile.http.loglevel -v debug). If this does not help, then check the amsdk messages in
msg_svr_base/1log/http_sso, then increase the amsdk logging level (configutil -o
local.webmail.sso.amloglevel -v 5). Note that new logging levels only take effect after server
restart.

If SSO is still having problems, make sure you are using fully qualified host names of both Access
Manager and Messaging Server during log in. Cookies are only shared between servers of the same
domain, and browsers do not know what the domain is for local server names, so one must use the
fully qualified names in the browser for SSO to work.
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Trusted Circle SSO (Legacy)

142

This section describes trusted circle SSO. We do not recommend using this method of SSO since all
future development will be with the Access Manager. However, there is some functionality available
with trusted circle SSO that is not available with Access Manager SSO at this time. This section
consists of the following sections:

= “Trusted Circle SSO Overview and Definitions” on page 142

® “Trusted Circle SSO Applications” on page 142

® “Trusted Circle SSO Limitations” on page 143

= “Example Trusted Circle SSO Deployment Scenarios” on page 143

= “Setting Up Trusted Circle SSO” on page 145

® “Messenger Express Trusted SSO Configuration Parameters” on page 149

Trusted Circle SSO Overview and Definitions

Before deploying SSO it is important to understand the following terminology.

= SSO: Single Sign-On. The ability to sign on to one application and be able access the other
applications. The user identification is the same throughout all applications.

= Trusted applications. Applications sharing the SSO scheme (SSO Prefix) and trusting each
other’s cookies and verifications. Also known as Peer SSO applications.

= Trusted circle. The circle of trusted applications. They share the same SSO Prefix.

=SSO Prefix. A string defined by the person deploying SSO and made known to applications so
they can use it to find cookies generated by other applications in the same trusted circle.
Applications with different prefixes are not in the same circle and the user needs to
re-authenticate when moving between these applications. The prefix sometimes, but not always,
explicitly contains the trailing - (“-”) in the configuration setting.

= Application ID. (appid). A unique string defined by the person deploying SSO for each
application in the SSO circle.

=SSO Cookie. A token that the browser uses to remember that the user has authenticated to some
application. The name of the cookie is of the form SSO_prefix-application ID. The value of the
cookie is the SSO key, usually a session ID generated by the application.

= Cookie Domain. A domain within which the application is restricted to send cookies. This is a
domain in the DNS sense.

= Verification URL. A URL used by one application to verify the cookie it found to another
application.

Trusted Circle SSO Applications

Before implementing SSO, you must first consider which applications will be in this trusted circle.
The applications which can be in this trusted circle are Messenger Express (with or without
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Messenger Express Multiplexor), Calendar Express, and the old iPlanet Delegated Administrator for
Messaging (not recommended because it only supports Sun LDAP Schema 1).

Table 6-2 shows which applications can be accessed from each other via SSO. From a user’s point of
view, logging into one of the applications on the first column, SSO works if the user is able to access
application across the top row without having to re-enter user id and passwords.

TABLE 6-2 SSO Interoperability

To:

Messenger Express Delegated
From: Calendar Express Messenger Express  Multiplexor Administrator
Calendar Express SSO SSO SSO SSO
Messenger Express SSO N/A N/A SSO
Messenger Express SSO N/A N/A SSO
Multiplexor
Delegated Administrator ~ SSO SSO SSO N/A

Trusted Circle SSO Limitations

=SSO Applications working together must be in the same domain.

®  SSO Applications must have access to each other’s SSO verification URL.

= Browsers must support cookies.

= For security purposes, SSO should not be used on machines where the browser is run.
= To switch to a different identity, the browser needs to be restarted.

= Assuming single sign-off is enabled in both Messenger Express and for Sun Java System Calendar
Server, if you log out of Sun Java System Calendar Server, then you are supposed to have to login
again to Messenger Express. If you log out of Messenger Express, then you would have to login
again into Sun Java System Calendar Server. However, it currently does not work this way. You
may stay logged into one after logging out of another.

Example Trusted Circle SSO Deployment Scenarios

The simplest SSO deployment scenario consists of only Messenger Express and Delegated
Administrator. A more complicated scenario can be created by adding Calendar Express—on the
same machine or a different machine—using the same SSO prefix so they are in the same trusted
circle. This is shown in Figure 6-1.
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Delegated
Web Server
Administrator

Messaging Server
(Messenger Express
Server on the backend
Message Store)

Calendar Server

b= SSO prefix=ssogrpl [=—===—=——= =

FIGURE 6-1 Simple SSO Deployment

An even more complex deployment would include Messenger Express Multiplexors and load
balancers.
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FIGURE 6-2 Complex SSO Deployment

Setting Up Trusted Circle SSO

This section describes setting up SSO for Messenger Express, Delegated Administrator, and Calendar
Manager.

V¥ To Set Up SSO for Messenger Express, Delegated Administrator, and
Calendar Manager

1 Configure Messenger Express for SSO.

a. Settheappropriate SSO configutil parameters.

To enable single sign-on for Messenger Express with Delegated Administrator, set the
configuration parameters as follows (assumes your default domain is siroe.com). These
parameters are described in Table 6-3. You must be root user. cd to instance_root

configutil -o local.webmail.sso.enable -v 1
configutil -o local.webmail.sso.prefix -v ssogrpl
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ssogrpl is the default SSO Prefix used by iDA, although you can choose a different prefix, using
the default would save a little typing when configuring iDA and iCS.

configutil -o local.webmail.sso.id -v ims5
ims5 is a name you pick to identify Messenger Express (ME) to other applications.
configutil -o local.webmail.sso.cookiedomain -v “.siroe.com”

The above domain must match the domain used by the ME/browser client to connect to the
servers. Thus, although the hosted domain on this server may be called xyz . com, we must use a
real domain in the DNS. This value must start with a period.

configutil -o local.webmail.sso.singlesignoff -v 1
configutil -o local.sso.ApplicationID.verifyurl -v \
"http://ApplicationHost:port/VerifySso?"

ApplicationID is a name we give to the SSO application (example: ida for Delegated
Administrator, ics50 for Calendar Server). ApplicationHost:port is the host and port number of
the application. You will have one of these lines for each non-Messaging Server application.
Example:

configutil -o local.sso.ida.verifyurl -v \
"http://siroe.com:8080/VerifySS0?"

Restart Messenger Express http server after changing the configuration.

cd instance_root./stop-msg http
./start-msg http

2 Configure Directory Server for SSO.

Create a proxy user account in the directory.

The proxy user account allows the Delegated Administrator to bind to the Directory Server for
proxy authentication. Using the following LDIF code (proxy . 1dif) you could create a proxy user
account entry using ldapadd.

ldapadd -h mysystem.siroe.com -D "cn=Directory Manager" -w password -v -f
proxy.ldif

dn: uid=proxy, ou=people, o=siroe.com, o=isp
objectclass: top

objectclass: person

objectclass: organizationalperson
objectclass: inetorgperson

uid: proxy

givenname: Proxy

sn: Auth

cn: Proxy Auth

userpassword: proxypassword
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Create the appropriate ACIs for proxy user account authentication.

Using the ldapmodify utility, create an ACI for each of the suffixes you created at the time you
installed the Delegated Administrator.

osiroot - The suffix you entered to store the user data (the default is o=isp). osiroot is the root
of the Organization Tree.

dcroot - The suffix you entered to store the domain information. (The default is o=internet.)

osiroot - The suffix you entered to store the configuration information, it should have been the
same value you entered to store the user data.

The following is an example of an ACI entry (acil.ldif) for the osiroot for the proxy user
created earlier:

dn: o=isp

changetype: modify

add: aci

aci: (target="ldap:///o=isp") (targetattr="*")(version 3.0; acl

"proxy";allow (proxy) userdn="ldap:///uid=proxy, ou=people,

o=siroe.com, o=isp";)

ldapmodify -h siroe.com -D “cn=Directory Manager" -w password -v
-f acil.ldif

Create a similar ACI entry (aci2.1dif) for the dcroot:

dn: o=internet

changetype: modify

add: aci

aci: (target="ldap:///o=internet")(targetattr="*")(version 3.0; acl
"proxy";allow (proxy) userdn="ldap:///uid=proxy, ou=people,
o=siroe.com, o=isp";)

ldapmodify -h siroe.com -D “cn=Directory Manager" -w password -v
-f aci2.ldif

3 Configure the Delegated Administrator

a. Add the proxy user credentials and cookie name for context to the Delegated Administrator

resource.properties file.

Uncomment and modify the following entries in the Delegated Administrator
resource.properties file:

LDAPDatabaseInterface-ldapauthdn=Proxy_Auth_DN
LDAPDatabaseInterface-ldapauthpw=Proxy_Auth_Password
NDAAuth-singleSignOnId=SSO_Prefix-
NDAAuth-applicationId=DelAdminID

For example:

LDAPDatabaseInterface-ldapauthdn= uid=proxy,ou=people,o=cesta.com,o=isp
LDAPDatabaseInterface-ldapauthpw=proxypassword
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NDAAuth-singleSignOnId=ssogrpl-
NDAAuth-applicationId=ida

The resource.properties file is stored in the following location:

iDA_svr_base/nda/classes/netscape/nda/servlet/

b. Add the participating server’s verification URL.

To verify a single sign-on cookie it receives, Delegated Administrator must know who to contact.
You must provide a verification URL for all known participating servers.

Following the example, assume Messenger Express is installed and its application ID is msg5. Edit
the Delegated Administrator resource.properties file and add an entry such as:

verificationurl-ssogrpl-msg5=http://webmail_hostname:port/VerifySS0?
verificationurl-ssogrpl-ida=http://iDA_hostname:port/VerifySS0?
verificationurl-ssogrpl-ics50=http://iCS_hostname:port/VerifySS0?

The resource.properties file is located in the following directory:
iDA_svr_base/nda/classes/netscape/nda/serviet/

4 AddDelegated Administrator single sign-on cookie information and enable UTF8 Parameter
Encoding.

a. Define a context identifier for Delegated Administrator.

Edit the servlets.properties file and uncomment all lines containing the text
servlet.*.context=ims50. Where *is any string.

The servlets.properties fileislocated at:

Web_Svr_Base/https-instancename/config/

b. Specify a cookie name for the context in the Enterprise Server configuration.

Edit the Enterprise Server contexts. properties file and add the following line to the bottom of
the file before the #IDACONF-Start line:

context.ims50.sessionCookie=ssogrpl-ida
The contexts.properties fileis located at:

Web_Svr_Base/https-instancename/config/

¢. Enable UTF8 parameter encoding for ims5 contexts.

To Enable UTF8 Parameter Encoding for ims5 Contexts in the Enterprise Server configuration
add the following entry to the Enterprise Server contexts.properties file:

context.ims50.parameterEncoding=utf8
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5 Restart Messenger Express.

After you've made the configuration changes described in steps 1a through 2¢, you must restart

Messenger Express for the changes to take effect:

Web_Svr_Base/https-instance_name/stop
Web_Svr_Base/https-instancename/start

6 Ifyouare deploying Calendar in this SSO group, configure Calendar Server.

Edit ics.conf and add the following:

SSO

SSO.
SSO.

SSO

sso.
sso.
.ims5.url="http://mysystem.red.iplanet.com:80/VerifySs0o?"

SSO

SSO.

.appid = "ics50"

appprefix = "ssogrpl"

cookiedomain = ".red.iplanet.com"
.enable = "1"

singlesignoff = "true"

userdomain = "mysystem.red.iplanet.com"

ida.url=http://mysystem.red.iplanet.com:8080/VerifySS0?

7 Restart Calendar Server

start-cal

8 Restart the Messenger Express http server:

msg_svr_base/sbin/stop-msg http
msg_svr_base/sbin/start-msg http

Messenger Express Trusted SSO Configuration

Parameters

You can modify the single sign-on configuration parameters for Messenger Express, shown in

“Messenger Express Trusted SSO Configuration Parameters” on page 149, by using the configutil

command. For more information about configutil, see the Sun Java System Messaging

Server 6 2005Q4 Administration Reference
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TABLE 6-3 Trusted Circle Single Sign-On Parameters

Parameter Description

local.sso.appid.verifyurl Sets the verify URL values for peer SSO applications. appid is the application ID of a peer
SSO application whose SSO cookies are to be honored. For example, the default appid
for Delegated Administrator is nda45 . Its actual value is specified by the Delegated
Administrator resource.properties file entry NDAAuth-applicationID.

There should be one parameter defined for each trusted peer SSO application. The
standard form of the verify URLis:

http://nda-host:port/VerifySS0?

If you are using a load balancer in front of multiple Messenger Express Multiplexors and
Message Store servers (running Messenger Express) or Calendar front ends, be sure to
assign a different appid for each physical system with the real host names in the
verifyurl. This will ensure that the correct system will be used to verify the cookie

The string value of this parameter is used to set the cookie domain value of all SSO

local.webmail.sso. cookies set by the Messenger Express HTTP server. The default value is null.

cookiedomain
This domain must match the DNS domain used by the Messenger Express browser to
access the server. It is not the hosted domain name.

local.webmail.sso.enable Enables or disables all single sign-on functionality, including accepting and verifying
SSO cookies presented by the client when the login page is fetched, returning an SSO
cookie to the client on successful login and responding to requests from other SSO
partners to verify its own cookies.

If set to any non-zero value, the server performs all SSO functions.
If set to zero, the server does not perform any of these SSO functions.

The default value is zero.

local.webmail.sso.id The string value of this parameter is used as the application ID value when formatting
SSO cookies set by the Messenger Express HTTP server. The default value is null.

This is an arbitrary string. Its value must match what you specify for the Delegated
Administrator in its resource.properties file. The corresponding entry in
resource.properties would be:

Verifycationurl-XXX-YYY=http://webmailhost:
webmailport/VerifySS0?

Where XXX is the local.webmail.sso.prefix value set above, and YYY is the value of
local.webmail.sso.id set here.
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TABLE 6-3 Trusted Circle Single Sign-On Parameters (Continued)

Parameter

Description

local.webmail.sso.prefix

The string value of this parameter is used as the prefix value when formatting SSO
cookies set by the Messenger Express HTTP server. Only SSO cookies with this prefix
will be recognized by the server; all other SSO cookies will be ignored.

Anull value for this parameter effectively disables all SSO functionality on the server.
The default value is null.

This string must match what’s used by the Delegated Administrator in its
resource.properties file without the trailing -. For example, if:

NDAAuth-singleSignOnID=ssogrpl-

Then this value should be set here to ssogrpl.

local.webmail.sso.
singlesignoff

The integer value of this parameter, if set to any non-zero value, clears all SSO cookies
on the client with prefix values matching the value configured in
local.webmail.sso.prefix when the client logs out.

If set to zero, Messenger Express will clear its own SSO cookie when the client logs out.

The default value is zero.
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L R R 4 CHAPTER 7

Configuring and Administering Multiplexor
Services

This chapter describes the two multiplexors that are included with Messaging Server: the Messaging
Multiplexor (MMP) for standard mail protocols (POP, IMAP and SMTP) and the Messenger Express
Multiplexor used for the Messenger Express web interface.

The following topics are covered in this chapter:

“Multiplexor Services” on page 153

“About Messaging Multiplexor” on page 155
“Setting Up the Messaging Multiplexor” on page 160
“Configuring MMP with SSL” on page 163

“MMP Tasks” on page 168

“About Messaging Multiplexor” on page 169

Multiplexor Services

A multiplexor is necessary to achieve horizontal scalability (the ability to support more users by
adding more machines), because it provides a single domain name that can be used to connect
indirectly to multiple mail stores. A multiplexor can also provide security benefits.

While MMP is managed separately from Messaging Server, the Messenger Express Multiplexor is
built-in to the HTTP service (mshttpd) that is included with the Message Store and Message Access
installation.

Multiplexor Benefits

Message stores on heavily used messaging servers can grow quite large. Spreading user mailboxes
and user connections across multiple servers can therefore improve capacity and performance. In
addition, it may be more cost-effective to use several small server machines than one large,
high-capacity, multiprocessor machine.
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If the size of your mail-server installation requires the use of multiple message stores, your
organization can benefit in several ways from using the multiplexors. The indirect connection
between users and their message stores, coupled with the ease of reconfiguration of user accounts
among messaging servers allows for the following benefits:

Simplified User Management

Because all users connect to one server (or more, if you have separate Multiplexor machines for
POP, IMAP, SMTP or web access), you can preconfigure email clients and distribute uniform
login information to all users. This simplifies your administrative tasks and reduces the
possibility of distributing erroneous login information.

For especially high-load situations, you can run multiple Multiplexor servers with identical
configurations and manage connections to them by DNS round robin or by using a
load-balancing system.

Because the Multiplexors use information stored in the LDAP directory to locate each user’s
Messaging Server, moving a user to a new server is simple for the system administrator and
transparent to the user. The administrator can move a user’s mailbox from one Messaging Server
to another, and then update the user’s entry in the LDAP directory. The user’s mail address,
mailbox access, and other client preferences need not change.

Improved Performance

If a message store grows prohibitively large for a single machine, you can balance the load by
moving some of the message store to another machine.

You can assign different classes of users to different machines. For example, you can choose to
locate premium users on a larger and more powerful machine.

The Multiplexors perform some buffering so that slow client connections (through a modem, for
example) do not slow down the Messaging Server.

Decreased Cost. Because you can efficiently manage multiple Messaging Servers with a
Multiplexor, you might be able to decrease overall costs by purchasing several small server
machines that together cost less than one very large machine.

Better Scalability. With the Multiplexors, your configuration can expand easily. You can
incrementally add machines as your performance or storage-capacity needs grow, without
replacing your existing investment.

Minimum User Downtime. Using the Multiplexors to spread a large user base over many small
store machines isolates user downtime. When an individual server fails, only its users are
affected.

Increased Security. You can use the server machine on which the Multiplexor is installed as a
firewall machine. By routing all client connections through this machine, you can restrict access
to the internal message store machines by outside computers. The Multiplexors support both
unencrypted and encrypted communications with clients.
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About Messaging Multiplexor

The Sun Java System Messaging Multiplexor (MMP) is a specialized messaging server thatacts asa
single point of connection to multiple back-end messaging servers. With Messaging Multiplexor,
large-scale messaging service providers can distribute POP and IMAP user mailboxes across many
machines to increase message store capacity. All users connect to the single Multiplexor server, which
redirects each connection to the appropriate messaging server.

If you provide electronic mail service to many users, you can install and configure the Messaging
Multiplexor so that an entire array of messaging servers will appear to your mail users to be a single
host.

The Messaging Multiplexor is provided as part of Messaging Server. You can install the MMP at the
same time you install the Messaging Server or other Sun Java System servers, or you can install the
MMP separately at a later time. The MMP supports:

= Both unencrypted and encrypted (SSL) communications with mail clients.

m  (lient certificate-based authentication, described in “Certificate-Based Client Authentication”
on page 157

m  User pre-authentication, described in “User Pre-Authentication” on page 158.

= Virtual domains that listen on different IP addresses and automatically append domain names to
user IDs, described in “MMP Virtual Domains” on page 158.

= Multiple installations of the MMP on different servers (see the Sun Java Enterprise System
2005Q4 Installation Guide).

= Enhanced LDAP searching.

®  POP before SMTP service for legacy POP clients. For more information, see “Enabling POP
Before SMTP” on page 616.

How the Messaging Multiplexor Works

The MMP is a multithreaded server that facilitates distributing mail users across multiple server
machines. The MMP handles incoming client connections destined for other server machines (the
machines on which user mailboxes reside). Clients connect to the MMP itself, which determines the
correct server for the users, connects to that server, and then passes data between the client and
server. This capability allows Internet service providers and other large installations to spread
message stores across multiple machines (to increase capacity) while providing the appearance of a
single mail host for users (to increase efficiency) and for external clients (to increase security). “How
the Messaging Multiplexor Works” on page 155 shows how servers and clients relate to each other in
an MMP installation.
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POP, IMAP > LDAP
POP, IMAP "
Multiplexor Directory
<« server

Mail servers

FIGURE 7-1 Clients and Servers in an MMP Installation

All POP, IMAP, and SMTP clients work with the Messaging Multiplexor. The MMP accepts
connections, performs LDAP directory lookups, and routes the connections appropriately. As is
typical with other mail server installations, each user is assigned a specific address and mailbox on a
specific Messaging Server. However, all connections are routed through the MMP.

In more detail, these are the steps involved in establishing a user connection:

1. Auser’s client connects to the MMP, which accepts preliminary authentication information (user
name).

2. The MMP queries the Directory Server to determine which Messaging Server contains that user’s
mailbox.

3. The MMP connects to the proper Messaging Server, replays authentication, then actsas a
pass-through pipe for the duration of the connection.

Encryption (SSL) Option

Messaging Multiplexor supports both unencrypted and encrypted (SSL) communications between
the Messaging Server(s) and their mail clients. current version of Messaging Server supports the new
certificate database format (cert8.db).

When SSLis enabled, the MMP supports STARTTLS and the MMP can also be configured to listen
on additional ports for SSLIMAP, POP, and SMTP connections.
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To enable SSL encryption for your IMAP, POP, and SMTP services, edit the
ImapProxyAService.cfg, PopProxyAService.cfg, and SmtpProxyAService. cfg files, respectively.
You must also edit the default:ServicelList option in the AService. cfg file to include the list of all
IMAP, POP, and SMTP server ports regardless of whether or not they are secure. See “Configuring
MMP with SSL” on page 163 for details.

By default, SSL is not enabled since the SSL configuration parameters are commented out. To enable
SSL, you must install an SSL server certificate. Then, you should uncomment and set the SSL
parameters. For a list of the SSL parameters, see the “Encryption (SSL) Option” in Sun Java System
Messaging Server 6 2005Q4 Administration Reference.

Certificate-Based Client Authentication

The MMP can use a certificate mapping file (certmap) to match a client’s certificate to the correct
user in the Users/Groups Directory Server.

In order to use certificate-based client authentication, you must also enable SSL encryption as
described in “Encryption (SSL) Option” on page 156.

You also have to configure a store administrator. You can use the mail administrator, but it is
recommended that you create a unique user ID, such as mmpstore for this purpose so that you can set
permissions as needed.

Note that the MMP does not support certmap plug-ins. Instead, the MMP accepts enhanced
DNComps and FilterComps property value entries in the certmap. conf file. These enhanced format
entries use the form:

mapname:DNComps FROMATTR=TOATTR mapname:FilterComps FROMATTR=TOATTR

So thata FROMATTR value in a certificate’s subjectDN can be used to form an LDAP query with the
TOATTR=value element. For example, a certificate with a subjectDN of “cn=Pilar Lorca,
ou=pilar, o=siroe.com” could be mapped to an LDAP query of “(uid=pilar)” with the line:

mapname:FilterComps ou=uid

V¥  ToEnable Certificate-based Authentication for Your IMAP or POP
Service

1 Decide on the user ID you intend to use as store administrator.

While you can use the mail administrator for this purpose, it is recommended that you create a
unique user ID for store administrator (for example, mmpstore).

2 Make sure that SSL encryption is (or will be) enabled as described in “Encryption (SSL) Option”
on page 156.

3 Configure the MMP to use certificate-based client authentication by specifying the location of the
certmap.conf file in your configuration files.
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4

Install at least one trusted CA certificate, as described in “To Install Certificates of Trusted CAs”
on page 598

User Pre-Authentication

The MMP provides you with the option of pre-authenticating users by binding to the directory as the
incoming user and logging the result.

Note - Enabling user pre-authentication will reduce server performance

The log entries are in the format:

date time (sid Oxhex) user name pre-authenticated - client
IP address, server IP address

Where date is in the format yyyymmdd, time is in the time configured on the server in the format
hhmmss, hex is the session identifier (sid) represented as a hexidecimal number, the user name
includes the virtual domain (if any), and the IP address is in dot-quad format.

MMP Virtual Domains

An MMP virtual domain is a set of configuration settings associated with a server IP address. The
primary use of this feature is to provide different default domains for each server IP address.

A user can authenticate to MMP with either a short-form userID or a fully qualified userID in the
form user@domain. When a short-form userID is supplied, the MMP will append the
DefaultDomain setting, if specified. Consequently, a site which supports multiple hosted domains
can permit the use of short-form user IDs simply by associating a server IP address and MMP virtual
domain with each hosted domain.

The recommended method for locating the user subtree for a given hosted domain is via the
inetDomainBaseDN attribute in the LDAP domain tree entry for that domain. The MMP’s LdapUrl
setting is not suitable for this purpose since the back-end mail store servers will also need to look up
the user in LDAP and do not support virtual domains.

When Sun LDAP Schema 2 is enabled (see the Sun Java Enterprise System 2005Q4 Installation Guide
for UNIX and Sun Java System Communications Services 6 2005Q4 Schema Reference), the user
subtree for the specified domain will be all the users in the subtree below the organization node for
that domain.

To enable virtual domains, edit the ImapProxyAService.cfg, PopProxyAService.cfg, or
SmtpProxyAService. cfg file(s) in the instance directory such that the VirtualDomainFile setting
specifies the full path to the virtual domain mapping file.

Each entry of a virtual domain file has the following syntax:
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vdmap name
IPaddrname:parameter value

Where name is simply used to associate the IP address with the configuration parameters and can be
any name you choose to use, IPaddr is in dot-quad format, and parameter and value pairs configure
the virtual domain. When set, virtual domain configuration parameter values override global
configuration parameter values.

Listed below are the configuration parameters you can specify for a virtual domain:

AuthCacheSize and AuthCacheSizeTTL
AuthService

BindDN and BindPass

CertMap

ClientLookup

CRAMs

DefaultDomain

DomainDelim

HostedDomains

LdapCacheSize and LdapCacheTTL
LdapURL

MailHostAttrs

PreAuth

ReplayFormat
RestrictPlainPasswords
StoreAdmin and StoreAdminPass
SearchFormat

TCPAccess

TCPAccessAttr

Note - Unless the LdapURL is correctly set, the BindDN, BindPass, LdapCacheSize and LdapCacheTTL
settings will be ignored.

For detailed descriptions of these configuration parameters, see the Sun Java System Messaging
Server 6 2005Q4 Administration Reference

About SMTP Proxy

The MMP includes an SMTP proxy which is disabled by default. Most sites do not need the SMTP
proxy because Internet Mail standards already provide an adequate mechanism for horizontal
scalability of SMTP (DNS MX records).

The SMTP proxy is useful for the security features it provides. First, the SMTP proxy is integrated
with the POP proxy to implement the POP before SMTP authorization facility required by some
legacy POP clients. For more information, see “Enabling POP Before SMTP” on page 616. In
addition, an investment in SSL acceleration hardware can be maximized by using the SMTP proxy.
See “How to Optimize SSL Performance Using the SMTP Proxy” on page 604

Chapter7 - Configuring and Administering Multiplexor Services 159



Setting Up the Messaging Multiplexor

Setting Up the Messaging Multiplexor

160

During the initial runtime configuration of Messaging Server, you determined if you wanted to
configure the MMP on a machine. You could either set it up on the same machine as your Messaging
Server or set it up on a separate machine.

Note - MMP does not cache DNS results. A high quality caching DNS server on the local network is a
requirement for a production deployment of Messaging Server.

The following sections describe how to set up the MMP:

= “Before You Configure MMP” on page 160
= “Multiplexor Configuration” on page 161

= “Multiplexor Files” on page 161

= “Starting the Multiplexor” on page 162

® “Modifying an Existing MMP” on page 163

More information about the MMP can be found in the following:

= Chapter 5, “Messaging Multiplexor Configuration,” in Sun Java System Messaging
Server 6 2005Q4 Administration Reference

Before You Configure MMP

Before configuring the MMP:

1. Choose the machine on which you will configure the MMP. It is best to use a dedicated machine
set aside for the MMP.

Note - It is reccommended that the MMP not be enabled on a machine that is also running either
the POP or IMAP servers.

If you install MMP on the same machine as Messaging Server, you must make sure that the POP
and IMAP servers are set to non-standard ports. That way, the MMP and Messaging Server ports
will not conflict with one another.

2. On the machine that the MMP is to be configured, create a UNIX system user to be used by the
MMP. This new user must belong to a UNIX system group. See “Creating UNIX System Users
and Groups” on page 45

3. Setup the Directory Server and its host machine for use with Messaging Server, if they are not
already set up. See “To Prepare Directory Server for Messaging Server Configuration” on page 46

4. Ifthe MMP is upgraded before the backend servers, customers should set the Capability option
in ImapProxyAService.cfg to match the response to the capability command from the older
backend. This would be:
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IMAP4 IMAP4revl ACL QUOTA LITERAL+ NAMESPACE UIDPLUS CHILDREN LANGUAGE XSENDER
X-NETSCAPE XSERVERINFO

Note that line break is for editorial clarity, and that the configuration value must be on one line.

Multiplexor Configuration

To configure the MMP, you must use the Messaging Server configure program, which gives you the
option of enabling the Messaging Multiplexor. For detailed information about the configure
program see “Creating the Initial Messaging Server Runtime Configuration” on page 54

¥ To Configure the MMP

1  PutSunJava System Messaging Server on the machine where you are installing and configuring the
MMP.

2 Configure the MMP by creating the Messaging Server Initial Runtime Configuration. See “Creating
the Initial Messaging Server Runtime Configuration” on page 54

Note the following exception: when installing Messaging Server, check only the Messaging
Multiplexor option.

Multiplexor Files

The Messaging Multiplexor files are stored in the msg_svr_base/config configuration file directory.
You must manually edit the configuration parameters in the Messaging Multiplexor configuration
files listed in Table 7-1. For a complete description of all MMP configuration parameters, see the
“Multiplexor Configuration Parameters” in Sun Java System Messaging Server 6 2005Q4
Administration Reference.

TABLE 7-1 Messaging Multiplexor Configuration Files

File Description

PopProxyAService.cfg Configuration file specifying configuration variables used for POP
services.

PopProxyAService-def.cfg POP services configuration template. File comes into existence

only after initial MMP start with start-msg mmp

ImapProxyAService.cfg Configuration file specifying configuration variables used for
IMAP services.
ImapProxyAService-def.cfg IMAP services configuration template. File comes into existence

only after initial MMP start with start-msg mmp
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TABLE 7-1 Messaging Multiplexor Configuration Files (Continued)

File Description

AService.cfg Configuration file specifying which services to start and a few
options shared by both POP and IMAP services.

AService-def.cfg Configuration template specifying which services to start and a few
options shared by both POP and IMAP services. File comes into
existence only after initial MMP start with start-msg mmp

SmtpProxyAService.cfg Optional configuration file specifying configuration variables used
for SMTP Proxy services. Required if you enable POP before
SMTP; useful for maximizing support for SSL hardware even if
POP before SMTP is not enabled. For more information on POP
before SMTP, see “Enabling POP Before SMTP” on page 616

SmtpProxyAService-def.cfg Configuration template specifying configuration variables used for
SMTP Proxy services. File comes into existence only after initial
MMP start with start-msg mmp

Asan example, the LogDir and LogLevel parameters can be found in all configuration files. In
ImapProxyAService. cfg, they are used to specify logging parameters for IMAP-related events;
similarly, these parameters in PopProxyAService. cfg are used to configure logging parameters for
POP-related events. In SmtpProxyAService.cfg, they are used to specify logging for SMTP
Proxy-related events.

In AService.cfg, however, LogDir and LogLevel are used for logging MMP-wide failures, such as
the failure to start a POP, IMAP, or SMTP service.

Note - When the MMP is configured or upgraded, the configuration template files will be
overwritten.

Starting the Multiplexor

To start, stop, or refresh an instance of the Messaging Multiplexor, use the one of the following
commands in Table 7-2 located in the msg_svr_base/sbin directory:

TABLE 7-2 MMP Commands

Option Description
start-msg mmp Starts the MMP (even if one is already running).
stop-msg mmp Stops the most recently started MMP.
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TABLE 7-2 MMP Commands (Continued)

Option Description

refresh mmp Causes an MMP that is already running to refresh its configuration without
disrupting any active connections.

Modifying an Existing MMP
To modify an existing instance of the MMP, edit the ImapProxyAService. cfg and/or

PopProxyAService. cfg configuration files as necessary. These configuration files are located in the
msg_svr_base/config subdirectory.

Configuring MMP with SSL

To configure the MMP to use SSL, do the following:

Note - It is assumed that the MMP is installed on a machine that does not have a Message Store or
MTA.

v To Configure MMP with SSL

1 Ifyouhaveinstalled the Admin Server, use the Admin Console to install an SSL server certificate.
Otherwise use the NSS tools to do this. See “Network Security Services Tools” on page 604

See Managing Servers with iPlanet Console 5.0. (http://docs.sun.com)

2 Ifyouhaveinstalled the Admin Server, from the command line, make the following symbolic links to
simplify things:
cd msg_svr_base/config
1n -s /var/mps/serverroot/alias/admin-serv-instance-cert7.db cert7.db
ln -s /var/mps/serverroot/alias/admin-serv-instance-key3.db key3.db

Also, make sure that those files are owned by the system ID under which the MMP will run. current
version of Messaging Server supports the new certificate database format (cert8.db).

3 Sincethesslpassword.conf fileis set during the initial Messaging Server runtime configuration,
you do not need to set one up. See “Creating the Initial Messaging Server Runtime Configuration”
on page 54
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Note - An alternative approach to steps 1-8 is to copy the following files: cert7.db, key3.db,
secmod. db, and sslpassword. conf from an existing Messaging or Directory Server. These servers
must have a server certificate and a key appropriate for the same domain already installed.

Edit the ImapProxyAService. cfg file and uncomment the relevant SSL settings.

If you want SSL and POP, edit the PopProxyAService. cfg fileand uncomment the relevant SSL
settings.

Additionally, you must edit the AService. cfg fileand add | 995 after the 110 in the ServiceList
setting.

Make sure that the BindDN and BindPass options are setin the ImapProxyAService.cfgand
PopProxyAService.cfgfiles.

You should also set the DefaultDomain option to your default domain (the domain to use for
unqualified user names).

If you just want server-side SSL support, you are finished. Start the MMP with the following
command in the msg_svr_base/sbin directory:

start-msg mmp

To Configure MMP with Client Certificate-based Login

If you want client certificate based login, do the following:
Get a copy of a client certificate and the CA certificate which signed it.

Start the Sun ONE Console as before (on the same machine as the MMP), but this time import the CA
certificate as a Trusted Certificate Authority.

Use the Store Administrator you created during your Messaging Server installation.

For more information, see the “Specifying Administrator Access to the Store” on page 515

Createa certmap. conf file for the MMP. For example:

certmap default default
default:DNComps
default:FilterComps e=mail

This means to search for a match with the e field in the certificate DN by looking at the mail attribute
in the LDAP server.
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5

Edit your ImapProxyAService.cfgfileand:

a. SetCertMapFiletocertmap.conf

b. SetStoreAdminand StorePass to valuesfrom Step 3.

¢. SetUserGroupDN to the root of your Users and Groups tree.

If you want client certificates with POP3, repeat Step 5 for the PopProxyAService. cfg file.

If the MMP is not already running, start it with the following command in the msg_svr_base/sbin
directory:

start-msg mmp

Import the client certificate into your client. In Netscape™ Communicator, click on the padlock
(Security) icon, then select Yours under Certificates, then select Import a Certificate... and follow the
instructions.

Note - All your users will have to perform this step if you want to use client certificates everywhere.

A Sample Topology

The fictional Siroe Corporation has two Messaging Multiplexors on separate machines, each
supporting several Messaging Servers. POP and IMAP user mailboxes are split across the Messaging
Server machines, with each server dedicated exclusively to POP or exclusively to IMAP (You can
restrict client access to POP services alone by removing the ImapProxyAService entry from the
Servicelist setting; likewise, you can restrict client access to IMAP services alone by removing the
PopProxyAService entry from the ServicelList setting.). Each Messaging Multiplexor also supports
only POP or only IMAP. The LDAP directory service is on a separate, dedicated machine.

This topology is illustrated below in Figure 7-2.
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FIGURE 7-2 Multiple MMPs Supporting Multiple Messaging Servers

IMAP Configuration Example

The IMAP Messaging Multiplexor in Figure 7-2 is installed on sandpit, a machine with two
processors. This Messaging Multiplexor is listening to the standard port for IMAP connections
(143). Messaging Multiplexor communicates with the LDAP server on the host phonebook for user
mailbox information, and it routes the connection to the appropriate IMAP server. It overrides the
IMAP capability string, provides a virtual domain file, and supports SSL communications.

This is its ImapProxyAService. cfg configuration file:
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default:
default:
default:
default:
default:
default:
default:
default:
UIDPLUS

default:
default:
default:
default:
default:
default:
default:
default:
default:
default:
default:
default:
default:
default:

LdapUrl ldap://phonebook.siroe.com/o=internet
LogDir /opt/SUNWmsgsr/config/log

LogLevel 5

BindDN "cn=Directory Manager"

BindPass secret

BacksidePort 143

Timeout 1800

Capability "IMAP4 IMAP4revl ACL QUOTA LITERAL+ NAMESPACE
CHILDREN BINARY LANGUAGE XSENDER X-NETSCAPE XSERVERINFO"
SearchFormat (uid=%s)

SSLEnable yes

SSLPorts 993

SSLSecmodFile /opt/SUNWmsgsr/config/secmod.db
SSLCertFile /opt/SUNWmsgsr/config/cert7.db
SSLKeyFile /opt/SUNWmsgsr/config/key3.db
SSLKeyPasswdFile ""

SSLCipherSpecs all

SSLCertNicknames Siroe.com Server-Cert
SSLCacheDir /opt/SUNWmsgsr/config

SSLBacksidePort 993

VirtualDomainFile /opt/SUNWmsgsr/config/vdmap.cfg
VirtualDomainDelim @

ServerDownAlert "your IMAP server appears to be temporarily

out of service"

default:
default:
default:
default:
default:
default:
default:
default:
default:
default:
default:
default:
default:
default:
default:
default:
default:
default:

MailHostAttrs mailHost
PreAuth no

CRAMs no

AuthCacheSize 10000
AuthCacheTTL 900

AuthService no

AuthServiceTTL 0

BGMax 10000

BGPenalty 2

BGMaxBadness 60

BGDecay 900

BGLinear no

BGExcluded /opt/SUNWmsgsr/config/bgexcl.cfg
ConnLimits 0.0.0.0]|0.0.0.0:20
LdapCacheSize 10000
LdapCacheTTL 900
HostedDomains yes
DefaultDomain Siroe.com

P