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mailAllowedServiceAccess: +pop:ALLS+imap:ALLS+smtp:ALLS+http:ALL
daServiceType: mail user

2]

mailMsgMaxBlocks: 600
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daServiceType: mail user
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mailMsgMaxBlocks: 700
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mailMsgMaxBlocks: 800
daServiceType: mail group
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#

# Definition for user mail service bundle
#

dn: cn=standardUserMail, <ugldapbasedn>
changetype: add

objectclass: top

objectclass: LDAPsubentry

objectclass: extensibleObject
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objectclass: cosSuperDefinition
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daServiceType: mail user

% : Delegated Administrator T4 ZZI1#o] tJ¥Ez2]o| standardUserMail A& A sld
el EAEl <ugldapbasedn> WF7F dld FE Amle] (o o-usergroup) &= WA FH Y},

daServiceType &7d¢| o] A& Ab-&Atell gk w| A Au] A= A 2|7t}

g Aol g 2 el A
AL A 23 v AE standardUserCalendaribs CoS A 2ol Aol g},

#

# Definition for user calendar service bundle
#
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cosAttribute: icsDWPHost

cosAttribute: icsFirstDay

daServiceType: calendar user
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#

# Definition for user mail and user calendar service bundle
#

dn: cn=standardUserMailCalendar, <ugldapbasedn>
changetype: add

objectclass: top

objectclass: LDAPsubentry

objectclass: extensibleObject

objectclass: cosSuperDefinition

objectclass: cosClassicDefinition
cosTemplateDn: o=cosTemplates, <ugldapbasedn>
cosSpecifier: inetCos

cosAttribute: icsPreferredHost

cosAttribute: icsDWPHost

cosAttribute: icsFirstDay

cosAttribute: icsQuota

cosAttribute: mailAllowedServiceAccess
cosAttribute: mailMsgMaxBlocks

cosAttribute: mailquota

cosAttribute: mailmsgquota

daServiceType: calendar user

daServiceType: mail user
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standardGroupMail®| 2= CoS A &l ol A o] v ch.

# Definition for group mail service bundle

#
dn:
changetype:
objectclass:
objectclass:
objectclass:
objectclass:
objectclass:

cosTemplateDn:
cosSpecifier:

cn=standardGroupMail, <ugldapbasedn>
add

top

LDAPsubentry

extensibleObject
cosSuperDefinition
cosClassicDefinition
o=cosTemplates, <ugldapbasedn>
inetCos

cosAttribute: mailMsgMaxBlocks
daServiceType: mail group
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nk501%l 71 © 2 Delegated Administrator”} -4 = LDAP t ¥ E 2]
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da.cos.skeleton.1dif 7% el Delegated Administratorell 41 A &-3t+= 7+ CoS
Aol sl shupa ARE2 ¢ gl ] i) st jE R BV S o] Stk

standardUserMail
standardUserCalendar
standardUserMailCalendar
standardGroupMail

da.cos.skeleton.1ldif Yol = w7 HE3tE B Z 2| E & sl o] A S
AbE3le] A A CoS B ZE|EE AT 4 AdFHth
<‘

da.cos.skeleton.1ldif It¥el &= CoS HIZ 2| E= 23 25U}

Templates for creating COS templates for service packages.

There are four COS definitions
standardUserMail
standardUserCalendar
standardUserMailCalendar
standardGroupMail

Each definition can have zero or more COS templates which
define specific values for the attributes listed in the
COS definition.

Each COS definition points to a corresponding subdirectory
in which COS templates for that definition (and no other
definition) are found. The templates directory structure
is as follows:

standardUserMail => o=mailuser,o=costemplates, <ugldapbasedn>

standardUserCalendar => o=calendaruser,o=costemplates,
<ugldapbasedn>

standardUserMailCalendar => o=mailcalendaruser,o=costemplates,
<ugldapbasedn>

standardGroupMail => o=mailgroup, o=costemplates,
<ugldapbasedn>

HHoH H H H H o o o H o H H H
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Thus, all COS templates for the user mail service are found in the
o=mailuser, o=costemplates, <ugldapbasedn> directory, etc.

It is not necessary to have any templates for a given definition.
In that case default values are assumed for those attributes defined
in the COS definition.

If a template is created for a definition there should be at least
one attribute with a defined value.

Consult documentation for values for the attributes.
Documentation includes units and default values.

The finished COS derived from this skeleton is added to the
directory with the following command:

ldapmodify -D <directory manager> -w <passwords>
-f <cos.finished.template.ldif>

HH##HHHHHHH R R R
standardMailUser COS template

HH##HHH R R R R
There must be a least one of the following attributes:

- mailMsgMaxBlocks

- mailQuota

- mailMsgQuota

- mailAllowedServiceAccess

HH HHHFEHFHHFHHFHHFHHHHH R

dn: cn=<service package name>,o=mailuser,o=cosTemplates, <rootSuffix>
changetype: add

objectclass: top

objectclass: LDAPsubentry

objectclass: extensibleobject

objectclass: cosTemplate

cn: <service package name>

mailMsgMaxBlocks: <mailMsgMaxBlocksValue>

mailQuota: <ma:ilQuotavValues>

mailMsgQuota: <mailMsgQuotaValues>

mailAllowedServiceAccess: <mailAllowedServiceAccessValues

#

#

HH#HHHHHH R
#

# standardCalendarUser COS template

#

HH##HHFHHH R R
# There must be a least one of the following attributes:

- icsPreferredHost

- icsDWPHost

- icsFirstDay

H H H H

dn: cn=<service package names>,o=calendaruser,o=cosTemplates,
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<ugldapbasedn>
changetype: add
objectclass: top
objectclass: LDAPsubentry
objectclass: extensibleobject
objectclass: cosTemplate
cn: <service package name>
icsPreferredHost: <preferredHostValue>
icsDWPHost: <dwpHostValues
icsFirstDay: <firstDayValues>
daServiceType: calendar user
#
#
HEHHHHFHHH A R
#
# standardMailCalendarUser COS template
#
FH#ES R R
# There must be a least one of the following attributes:
- mailMsgMaxBlocks
- mailQuota
- mailMsgQuota
- mailAllowedServiceAccess

H o H H

dn: cn=<service package names>,o=mailcalendaruser,o=cosTemplates,
<ugldapbasedn>

changetype: add

objectclass: top

objectclass: LDAPsubentry

objectclass: extensibleobject

objectclass: cosTemplate

cn: <service package name>

mailMsgMaxBlocks: <mailMsgMaxBlocksValue>

mailquota: <mailQuotaValue>

mailmsgquota: <mailMsgQuotaValue>

mailAllowedServiceAccess: <mailAllowedServiceAccessValue>

daServiceType: calendar user

daServiceType: mail user

#

#

HEHHHHFHHHH R R R

#

# standardMailGroup COS template

#

FH#ESHHFFHHH R R R

# There must be a least one of the following attributes:

# - mailMsgMaxBlocks

#

#

dn: cn=<service package names>,o=mailgroup, o=cosTemplates,
<ugldapbasedn>

changetype: add

objectclass: top

objectclass: LDAPsubentry

objectclass: extensibleobject
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objectclass: cosTemplate

cn: <service package name>
mailMsgMaxBlocks: <mailMsgMaxBlocksValues>
daServiceType: mail group

A Aul s s 7] A & A Ad sk

Fit

of
i

1. da.cos.skeleton.ldif €l Y= w7/l H4sld S| F
B2} o] B& vy e}
Delegated Administrator 2 Z| A da.cos.skeleton.1dif ¥t o] o}
olg Eg]of X FH ),
da_base/1ib/config-templates

da.cos.skeleton.1dif 349t} B Z2E 5 sh}E Al sle] HAlsla
o] &< vl

standardUserMail
standardUserCalendar
standardUserMailCalendar
standardGroupMail

2. WEP =9 BAEoIA & wA W5 E AR
B <ugldapbasedns>
FE AHulo] w7 M crootSuffix>g AHEALS] FE Au|of(d:
o=usergroup)® ¥ 73 g},
<ugldapbasedn> "I 7} 7} DNei| v+ebu o}
B <service package name>
<service package name> "7 "MFE f Au|x 9 7] %] o] F o &
WA g e
<service package name> "7} W7} DN 2 cnoll e g ch
n v &4 gk
<mailMsgMaxBlocksValue>
<mailQuotavalues>

<mailMsgQuotavalues>
<mailAllowedServiceAccessValue>

o] < ' Akl Bt HA o}

d & 5o, Wld Sl el v #& 4ET o stk

mailMsgMaxBlocks: 400

mailQuota: 400000000

mailMsgQuota: 5000

mailAllowedServiceAccess: imap:ALLS+pop:ALLS+smtp:ALLS+http:ALL

Eal .
s T 5 gk
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<preferredHostValue>
<dwpHostValue>
<firstDayValue>

o] W}/ M= icsPreferredHost, icsDWPHost W icsFirstDay LDAP
&0 ghs R T

ol2 gt £ A o] W Aol tf gt W82 Sun Java System Communications Services
Schema Reference®] 37, “Messaging Server and Calendar Server Attributes” =
HAESA AL
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87 B9 CoS B Fe| 2ol 4 shi ol 4] £4& Abgafof ik At o
SelEo 4 vl o] W S B ST B et glgeh Auls o7 Aol 4
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. LDAP H ¥ £ =7 ldapmodifyE AH§3te] tld Eg]ol Au]x 7] A&

AA gt
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ldapmodify -D <directory manager> -w <passwords> -f
<cos.finished.template.ldif>

o] 7] A
<directory manager>+ Directory Server 2] A+ 2] o] 54t}
<passwords>+ Directory Service ¥2] At 2] vl 5 ¢},

<cos.finished.template.ldif>+ U Eg|o] An|2 7|2 & R =
A 5 1dif 74 9] o] & Th

A 7nt2 534 X =8 ACI F7}

73 % Delegated

2~7|nk 2 534 R ES ACIE F7tsledH

1. OSI FE9| t}-& 5 ACIE 7} Ytl /opt/SUNWecomm/config ¥l 8 E 2] el

%+ usergroup.1dif 3 Lo 4 o} F ACIE & F sl
ugldapbasedn® 5H G AR 1F vl 2 v o HA g
usergroup.ldifE LDAP o] & E 2| F7}g )

#
# acis to limit Org Admin Role
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#

HHHHHAFHHFHH A RS H S H AR AR R RS R R

# dn: <local.ugldapbasedn>

HHSHHAFHAS SRS RS SRS RS RS SRS R

dn: <ugldapbasedn>

changetype: modify

add: aci

aci: (target="ldap:///($dn),<ugldapbasedn>") (targetattr="*")
(version 3.0; acl "Organization Admin Role access deny to org node";
deny (write,add,delete) roledn = "ldap:///cn=Organization Admin
Role, ($dn), <ugldapbasedn>";)

dn: <ugldapbasedn>

changetype: modify

add: aci

aci: (target="ldap:///($dn),<ugldapbasedn>") (targetattr="*")
(version 3.0; acl "Organization Admin Role access allow read
to org node";

allow (read,search) roledn = "ldap:///cn=Organization Admin
Role, ($dn), <ugldapbasedn>";)

DC Eg] FE Hul]ojd t}& F ACIE F7}g V). /opt/SUNWecomm/config
t#Eg|e 9= detree.1dif H LA t}S F ACIE 3-S5 Y54k
dctreebasedns DC E 2| FE A w| o] 2 b3 ugldapbasedn< A&7/ 15 vl =
vl ol #HA S detree.1difE LDAP U & E 2o F7Fgh o},

#

# acis to limit Org Admin Role

#

HHHHHAFHHFHH A HAHH S H A H AR AR

# dn: <dctreebasedn>

HHAHH S HAS SRS RS SRR SR R R

dn: <dctreebasedn>

changetype: modify

add: aci

aci: (target="ldap:///($dn),<dctreebasedn>") (targetattr="*")
(version 3.0; acl "Organization Admin Role access deny to dc node'";
deny (write,add,delete) roledn = "ldap:///cn=Organization Admin
Role, ($dn), <ugldapbasedn>";)

dn: <dctreebasedn>

changetype: modify

add: aci

aci: (target="ldap:///($dn),<dctreebasedn>") (targetattr="*")
(version 3.0; acl "Organization Admin Role access allow read to dc
node"; allow (read,search) roledn = "ldap:///cn=Organization Admin
Role, ($dn), <ugldapbasedn>";)

DC E&] FE Fuo]d] t}L-2] 37} ACIE F7HHY e} (o] ACI= detree.1dif
s}l d el §-5)

dn:<dctreebasedn>

changetype:modify

add:aci

aci: (target="ldap:///<dctreebasedn>") (targetattr="*")
(version 3.0; acl "S1IS Proxy user rights"; allow (proxy)
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userdn = "ldap:///cn=puser,ou=DSAME Users, <ugldapbasedn>";)

dn:<dctreebasedn>

changetype:modify

add:aci

aci: (target="ldap:///<dctreebasedn>") (targetattr="*")

(version 3.0; acl "S1IS special dsame user rights for all under the
root suffix"; allow (all) userdn ="ldap:///cn=dsameuser, ou=DSAME
Users, <ugldapbasedns>";)

dn:<dctreebasedn>

changetype:modify

add:aci

aci: (target="ldap:///<dctreebasedn>") (targetattr="*")
(version 3.0; acl "S1IS Top-level admin rights";
allow (all) roledn = "ldap:///cn=Top-level Admin
Role, <ugldapbasedns>";)

4. AMConfig.properties 3 ¥ol4] com.iplanet.am.domaincomponent 5=
BRE HT DC EE FE Huloj2 A}

=

5], < AM_base_directory>/1ib/AMConfig.properties gL o] A t}g
T3 g o}

£
o
ﬁ

ol
oit
)

Q

om.iplanet.am.domaincomponent=o0=isp

&

&
+

com.iplanet.am.domaincomponent=o=internet

5. Access Manager(°| A ol = Identity Server)7} 234 =& A8 4 A Fulch
il &

o
Access Manager 5 2| 32| E& Au] 2 sl o] | of| A =] Q] 74 Eg] A&
7hs Ehelahs AdE(Z2 A4 3h

6. o} o8} Zo| inetdomain AA FH2A2E RE DC EE E(d:
dc=com, o=internet)d] 7} t}.

/var/mps/serverroot/shared/bin 298% ./ldapmodify
-D "cn=Directory Manager" -w password

dn: dc=com,o=internet

changetype: modify

add: objectclass

objectclass: inetdomain

7. 9 eV thAl Az ek
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®m Security.properties 3¥S ARG} o] ol A= o] whA ol s
Ao

" MailHostStorePlugin 24 shgku ot ok 2 2] 83 9 o] A] “Delegated
Administrator <2 12} —?7}’011*‘] o] Ao thal A3t

Security. properties TS At BE 9% s viE o el o 3] Delegated
Administrator &S A4 A2 & 4 9l 5

Security.properties 3}
da_base/da/WEB-INF/classes/com/sun/comm/da/resources H 3 E 2] o]

o)<t

ZENA 7|2 WY T2EE A ASEY ool BAIE AE
Security.properties Tt Yol F7Fg o).

Remove Preferred Mail Host from UI

.NewOrganizationPage6 .PreferredMailHostProperty=INVISIBLE
.NewOrganizationSummaryPage.PreferredMailHost SummaryProperty=INVISIBLE
.OrgProperties.MailHostName=INVISIBLE
.OrgProperties.MailHostNameText=INVISIBLE
.OrgProperties.MailHostValue=INVISIBLE

* K ok ok %

Fo: AbE A A2 & g8 o] ghdel FE FUHE 5 sdAIRE o]
dAsHE of gt 71 & WA LA o o7 A 5 s

{

|

o

|

vt o A 55 & H= Security Element Name=Permission®] & A 0 & 3% A §|c},

i

Xk 8 4 o] &2 Role Name . Container View Name . Console Element Name2| & A & &

A e,
ok S0z Aol Bl 28 9 AWE AP, 90 0 28 22wl
sol 4] 4% shalehed slo] A 4e) o F3h ok B4 245 A AW}

H o] 2] AH2] o] B2 Af3tE ol 5t o] F Feol A C
Element Name & A) 2] v} x|t & 8 A5k Al & of g},

Delegated Administratorell A &g 3 o] 2 th53 25 th
“ProviderAdminRole”(SPA) 2] & &ol thgk A4t W &2 55 AE FxRsAA L.
“OrganizationAdminRole”(OA)

“Top-levelAdminRole”(TLA)

wn(B o gol A A E 2] ks @ E o} abol shbo] AL H 43

AL b EAA F shihelof o,

EDITABLE - %.¢F & 27} #4] 745 & vhepbyiv ot

NONEDITABLE - 5.0+ & 27} ¢7] A8 vepd o

VISIBLE — 2.9} 8 47} 34| =™ ¢7] zd%cg S vhEb U o}
INVISIBLE — .8} 8 A&7} B A 5] A &S5 LEFE Y},
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Delegated Administrator & 2| 18]

th& F2 1215 A Y3 =% Delegated Administrators AH-&-AF A 23 = ol oh.

B MailHostStorePlugin

7| &R w o] ZE{ a2 nl2AstE o] slgyth vl a2y s £A S AT
preferredmailhost & A A sHA] o™ o o] 7} Ao F8] 13l 9]
ZAdste|o] glom i S o] e 7 -Folnt S8 gk (o] 2o Sl A

dwd)el ghol ARt
B MailDomainReportAddressPlugin
A5k DSN F 45 ubghstedw wo el ghs ARk 7|2 73 &
MAILER-DAEMONe<domain> - At%3 & HH8Hsl= 7 i h
B UidPlugin

S ofolt] BAbed g AT 7] TRl A % Aol A WY GUIDE
43 g,

=2l 2435

o] Z#|1¢l & &3 st o g EE] o 2+ commeli servlet
resource.properties ¥ dE HA ok

da_base/data/WEB-INF/classes/sun/comm/cli/server/servlet/
resource.properties

(1A 2= da_base= /opt /SUNWcomm$d)

Ze1ad2 o5 22 A Al 522 resource.properties Tl 3l F ).

HHEHHHHHHHHHHHHHHHHHHAAAS
# Plugin Configuration #
HHEHHHHHHHHHHHHHHHAAAAAAAAS

77t wplugintelebs AulelE 2UTh. @4 B et 24t

jdapi-mailhoststoreplugin=disabled

jdapi-mailhoststorepluginclass=sun.comm.cli.server.util.MailHostStorePlugin

jdapi-mailhoststorepluginfile=/tmp/mailhostmailstore

jdapi-maildomainreportaddressplugin=enabled

jdapi-maildomainreportaddresspluginclass=sun.comm.cli.server.
util.MailDomainReportAddressPlugin

jdapi-uidautogenerationplugin=disabled

jdapi-uidautogenerationpluginclass=sun.comm.cli.server.util.UidPlugin
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72227 ol e o m FAEM 74 o] NS o AE T

®m jdapi-<names>plugin= “enabled” | “disabled”

jdapi-<name>pluginclass=sun.comm.cli.server.util/
<java class name>

Z2]191 & &4 3t5ted ™ “disabled” S “enabled” ® W7 &},

dl

o}

rir
dlo

o 4ol vl e Felorelol theh Fe1el Fehsvk AT Y Feh
El 9= 2l of Q4 e,

da_base/data/WEB-INF/classes/sun/comm/cli/server/util

o] FY22E oW AYE T WL} gk

MailHostStorePlugine®l 2

(@)

a1
MailHostStorePluginol+ S tdo] P 8 slm S| 1ele Al Wi 3o
Fg 5 o] Sl Eel 1l e el #4322 ¢l

A Sh o}, el Lelol A skE|w of shedo] lojof b, LA prow
W g
n

jdapi-mailhoststoreplugin
o jdapi-mailhoststoreplugininf=<full file name>
o file has one line
o value is that for :
o preferredmailhost attribute
o preferredmailmessagestore attribute
o form
o <mailhost> : <mailpartition>

LDAP 247 44 4] A8t 4 o] 2
Sep s 2]
Delegated Administrator& AF-838ed A& A o] 4 A S *_% AN AR, 1F, A

9] Eal
= 2% 9 LDAP 5ol 713 = ol th o] A& T35t H Access
Managerﬂ tE Eejol AA|g st A YA BIFe|EE AFEA A sl ofF g
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o & 5°1, BasicUser 4 Wl &2l E= Al AHEAF A A Al ARG A & 5of] 715 = A A
S E SA4S ZAR S AHEA Ao AA| S 2~ E AHEShe] BasicUser A4 4
HEg|ES gulol 23 5 dguivh 2387 shd AR A Ao AA S 27 2E A
S 2ok A 7 A AR A el Frhg Yo

th& A Aol A = BasicUser B Z 2| EE AF& AL & o] ah= v ol e alf 2w 3kl ot
BasicGroup, BasicResource 2! BasmOrgamzatlon AP RBEZES AHSA FT =
L AAS Yot ok

AR YA 2 A 2ol AR A o] A A Sl
7}

1. AH&A B o] AA F 27t H B 27| ufel] B o] 5 o] A &t
2. o dgEe] 5 FFUch
ou=basicuser,ou=creationtemplates, ou=templates, ou=default,
ou=globalconfig,ou=1.0,ou=dai, ou=services,
o=$Root_Suffix
7] 4] $Root_Sufixi= | vl 8 £ el FE Hulejghuich,
3. & attributevalues F=o F71¢ e},

sunkeyValue:required=objectClass=$Your_Custom_Objectclass

o 7] A $Your_Custom_Objectclass A&7 A 2] A A F2 2~ v o}

gt 29l AL A O

Delegated Administrator 7-4] Z % 1% (config-commda)s A 3 51H Delegated
Administratorel] & 218 wj A}§-8}+= Fhol uid® AA Yk

o & o), TLAZ 212138 2 3+3 TLA® uid”’t john.doet¥ john.doe®
A-8-3Fo] Delegated Administratorell 2 113t}

AbGA Zaclel vhE e F7hR AHEE 4 9L =5 Delegated Administrator S AH-8-AF
B st dlE S0, WY FAamail)E F7HE F sk

config-commda ZZ 132 v} o8} Zo] resource.properties I} ol A
loginAuth-idAttr 55 A HE Ab&3te] o] & uid® ARt
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loginAuth-searchBase=<$rootSuffix>
servicepackage-cosdefbasedn = <$rootSuffix>
loginAuth-idAttr-1=uid

o171 4] <$rootSuffiv>t o % €l 2l o £ = Au]of ik,

resource.properties 342 o5 ¢ Aol AF

da_base/data/WEB-INF/classes/sun/comm/cli/server/servlet/
resource.properties

Ag A 229 g )

resource.properties I Y& HA G AL A 2ol g FHE FUE HA T

& alrvin

of| & Eof, WY F4(): john.doe@sesta.com)& A-&35}od 2118 32 F
sl2{ " resource.properties 3Ll o} A& F7Hg o}

loginAuth-searchBase=<$rootSuffix>
servicepackage-cosdefbasedn = <$roofSuffix>
loginAuth-idAttr-1=uid
loginAuth-idAttr-2=mail

o] 7] 4] <$rootSuffix>+ & Tl E 2| o] FE Flulofglrc},

= M E F7He wjutet loginAuth- 1dAttr 5= ARE 14 S7A Aok g o]
°ﬂ of| &= F WA Fro] F7FE|EE -2F loginAuth-idattrel —7—7}5"1/]D]-_

loginAuth-idattr 55 AH | ofe] JIAHAES 3713 7 ol th
loginAuth-idAttr-1=uid
loginAuth-idAttr-2=mail

loginAuth-idAttr-n=<login-in value>

A AR-G-ALel] T 3l A u] 2 3 7] A] E
ARt S 87

7] © 2 Delegated Administratorol| 4= AF-&-Afel| A A n] 2 sif 7] 2] & 2] A 5} |
oL A AFEAFS AT s

A AFg Aol Al st o] Abe] Auf A 7| A& A 72 AR HA

= 2~
- A T
FuTh

30 o
st
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v A ALE Rkl Hal AAul s 9 7] A S 2 Qe E
ol e

A 1. 92E HAI| A daconfig.properties €S Gt}
daconfig.properties ¥4 7| B o 2 of& t]d Eglof )5t
/var/opt/SUNWcomm/da/WEB-INF/classes/com/sun/

comm/da/resources/daconfig.properties

2. user.atleastOneServicePackage 5= F X9 Z<E falsedlA] trueE
WA gl

7|&A 07 o] & falseYH Tl

user.atleastOneServicePackage=true

e true® A A3 Foll = Delegated Administrator &% ol 4] A AF-8-A}F 9157
PP ARE ARG o sl o] dke] Aful s s 7 A& A A S of A5 o2 A ARG AE
ART %

=5 T F A7k =7}

A EE EFE A F7

A} Calendar Server 5= A ZFt] & F7} 3510 Delegated Administrator= AFH-&-#F A o] &
T U5yt 12 ¥ Delegated Administrator7} Al 35+ Al & A8k 27,

AREA, 25 g A S A EU T

AZH & F7hshd A2 AR AR AR 7 RE A R AR S sle T

kxl
EN

v Delegated Administratorel| 4] A} E= A| 2] &
F 7ot ™

@A 1. Calendar Serverdl 4| & A2t & F7F ol
o] A E F35#I W timezones.ics 4 2 7]} Calendar Server 74 &
HA &l oF gtk A 5> Sun Java System Calendar Server #2] 4 ™ 4] 9|
“Calendar Server 3= A Zte] FH2]” Aol l= “A £+ Al F71H 5
s AL

2. UserCalendarService.xml, DomainCalendarService.xml ¥
Resources.properties o g-& W el

xml 3hel & 7] BA 0 2 oh& v E el 9],
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/opt/SUNWcomm/lib/services

Resources.properties 34> 7|24 0 F o} t]H Eglof glFv ).
/var/opt/SUNWcomm/da/WEB-INF/classes/com/sun/ \
comm/da/resources

== ffP Delegated Administrator® 3 L2l o] =3}7] el Ab-&A} Aol 74 dio|H &
&3l Delegated Administrator 74 Z & 13 2 thA| A3 s}4] A 2.

3. UserCalendarService.xml ¥ DomainCalendarService.xml 3¢
H 7% 3} Delegated Administratorell 4] A & A| 7t & F71g ol
o] g xml U 7| & A S E thF | Egof 9| A gt}

/opt/SUNWcomm/lib/services

m UserCalendarService.xml % DomainCalendarService.xml 3%

el 4] theal 2L R AEE B,

<AttributeSchema name="icstimezone"
type="single choice"
syntax="string"
any="optional|adminDisplay">
<ChoiceValues>

® <Choicevalues>?| H5of A} F AIZH gh2 F7Hh o
4. Access Manager amadmin % 2l E| & A @ 3te] A A u] 25 AHA| 5k
gl o] E® Au| 2 FrHe e}

UserCalendarService.xml ¥ DomainCalendarService.xml 3}Y &30l
3 o2 amadmin M3 S A3 ?’Q"/] =

./amadmin -u <admin> -w <password> -r DomainCalendarService

./amadmin -u <admin> -w <password> -s $PATH/DomainCalendarService.xml

Fomah Al £ A0S 7| Egto 2 AAoelw £ Aol g BE w5 ol
amadmin B AT F o FIh (B AL 78 EE AN E WA s

5. W7 42 2eadR U Au v S oAl ATk
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v Delegated Administratorell 4 7] E 5 A7 &

78 sk

. UserCalendarService.xml ¥ DomainCalendarService.xml 3} ¥ 4] t}-&

e AT

<DefaultValues>
<Value>America/Denver</Value>
</DefaultValues>

xml 3} 4 2] t} & & oo A <DefaultValues>S & F U5t

<AttributeSchema name="icstimezone"

. Access Manager amad.min-ﬂ- 12] E] & AP35t dA Au| 25 AHA 5t

dulol =8 Aul2g S e
UserCalendarService.xml ¥ DomainCalendarService.xml 34 5ol
&l o} amadmin 8= @Egﬁq‘;}.

./amadmin -u <admins> -w <password> -r DomainCalendarService

./amadmin -u <admin> -w <password> -s S$PATH/DomainCalendarService.xml

W7 0E-g AEae T Y Aol ol Al ARk

v Delegated Administrator &l A E& A| 2 &

A

F 7ot ™

® Delegated Administrator Hl ] 6 ©] ¥ E 2] o}# o] 3= Resources.properties

Qs HA g},
Resources.properties ¥4 7| 2 H 0 & tf3 t] & Eglof glFuch

/var/opt/SUNWcomm/da/WEB-INF/classes/com/sun/ \
comm/da/resources

158 rsre. Timezone 53 AR5 HA sl

7} Tt

o] 345 A 5kl v Delegated Administrator &£ 2| 3l & 55 A Aol A 2F
F ek

A Zke 7 e

. =
Resources.propertiess

S Foll A BT AR E

—1)4' rﬂ

>
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5%

2] AF = Delegated Administrator ™ 8 & 7+ & 2| Bl & AF&-8tod AR&-AL, 15, =<l
U 2 A S 913k ohakgk B4l AR A S Fe| g 4 slFu T o] Bo| A= AFEAL, 1R,
E A 53 2 EF 2] e Al s YEE

=
o]l 5l w5 of A, 54, AL, %
=7 Aol s Adn e,

commadmin ¥ 2l €]+ /opt/SUNWcomm/bin B & E 2]l 35t}

% 5-1 Delegated Administrator ™ & & Q1 E] o] o] 2~

33 47 EERTE

94 #| o] ] “commadmin admin add” AL Aol Al & A Z|A}9] 2] AHTLA)
Fel AHOA) A Fo

96 ¥ o] A] “commadmin admin remove” | AF$AZHE OA A3 TLA
3l #]

97 3l o] A] “commadmin admin search” |OA Agte] = A4 | TLA, OA

BRI Y

| ¢l A A TLA

b
[

98 ¥ o] ] “commadmin domain create”

+

[
>
>

100 ¥ o] A] “commadmin domain delete” | =] | TLA

91



£ 5-1 Delegated Administrator ™ % & <& 3| o] ~ (Al <4)

) A Ay P

102 5] o] A] “commadmin domain =l £3 TLA

modify”

104 ¥ o] 7] “commadmin domain purge” | =2l ] # TLA

106 ¥ ©] A] “commadmin domain =rel HA TLA

search”

107 #ll o] Z| “commadmin group create” [ ZF A4 TLA, OA % W & 5=
S A

109 ¥ o] | “commadmin group delete” | L& *H#| TLA, OA % " & &5

i

111 ¥ °] ] “commadmin group modify” | & 73 TLA, OA % 4 &5
A A}

113 ¥ ] #] “commadmin group search” | L& 714 HE AR

115 @ ©] A] “commadmin resource AL A TLA, OA

create”

119 ¥ o] ] “commadmin resource A 3 TLA, OA

modify”

118 ¥l ©] A] “commadmin resource A AHA| TLA, OA

delete”

120 ¥ ] A] “commadmin resource AL 7] A8 FE AEA

search”

122 ¥ o] A] “commadmin user create” A2} A A TLA, OA

124 ¥ ] A] “commadmin user delete” AF-&-A} AL A TLA, OA

129 ¥ o] A] “commadmin user search” AR} 7 A 2E ALg-AE

126 ¥ o] ] “commadmin user modify” | AH-&AF FA TLA, OA

*o] ¥ Delegated Administrator

e 2ol A= Aul 2 FFd A

2] ZAHSPA) 7} commadmin -2 2 El &

A& ol e

I
Alg) B e
HRE Al 370 ek A 7he ko
m el A Ao Y

92
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commadmin object task -1 inputfile
inputfile 43kl o] & Ao},
R
commadmin object task

e Al 34 g S Ad ol df sl qhe| Afell Al F 2] gk ot

commadmin object task [options]
commadmin #F ¢} o] g st W ®E el OK A A 7} 3 A g},
A ks Aol & b vl A A 7 A Y e
FAIL
<message>

o 7] A <message>= 25 B AEE FA|§ T

o O 2 o 1
g el A -1 FAE At IS AR E T Adseh
o} ol A A o FIh HA e T om TRk 4 e T o] obyl 3
EAZ ARl Y FE EARA o] Huich 4 TS W B2 TRt}
dnbF el 2 ok ZFyoh
<option name><white spaces[option value, if any]
<option name><white spaces[option value, if any]
<option name><white spaces[option value, if anyl]
<blank line>
<option name><white spaces[option value, if anyl]
<option name><white space>[option value, if any]
<option name><white spaces[option value, if any]
HE e A A el A4 A A 7| Egte] Suth B A ATER IS
AR dsueh 12 H o] g2 HE Eoll A AR 7| E3hE AP

b5 commadmin user add @ el Wal] -i FHOE A A3 gL FA U &
o i ch,
1 newuserl

F new
L userl
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W secret

newuser2
new
user?2
secret

S0

newuser3
new
user3
secret

S -

<and so forth...>

Eo] el Ardeta e 7 B ool S oh ek

+4 A

-D userid HH E o] nil =& o Ak-g-5h= A AL ofol T

-w password tA Eglof thaf| AFgA} ofelt] & Q5T w AFS-5h= v HHE
g A2 E 39 password . txt S AH-E-3o] password S X1 A T
= g5

-n domain w2 A7 &g 2l

Access Manager ©.2~ E (-X), Access Manager £ E (-p) % 7| =w|Ql(-n) 3t 4 A
Foll A1 =] cli-userprefs.properties Il AAFH )

# — commadmin W& A3 A -x, -p X -n FA o] A A=A ko
cli-userprefs.properties 3o A FHS 7hA gk

commadmin admin add

commadmin admin add H®-< 54 w9 AF&A Al OA AgHe Fof )
TLA = ISP ¥ Atgt o] W& Ay 4 5
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commadmin admin add -D login -1 login -n domain -w password -d domain [-h]

[-1 inputfile]

A

o S Hrh

4 A

-D login TLA®| AH-&-#} ofo] ]

-1 login OA Agho] F-ofd Ap& A} o] AFG A} ofolT], o] ARE-AME
Tl s olo] EA s A -a &40 AP Er|alol] Lol of
et

-n domain TLA®| =l | F = A] ¥ cli-userprefs.properties
gl AAH 718 T glo] AbEF T}

-w password TLA®] »|HH Z

-d domain o] g o4 2l S AZ P AR A 94w -n

$How A Qe 2ol AHgHch

e e

| obaiuie,

4 4+

-1 inputfile WHE A Tl M WY AHE o5 h

-p AM port Access Manager”t 741 %21 Aefoll A thA| TCP XEE A AT
o o] FAl& ARSE T AR shA] 92 A 71 AM port 7t
AREE DL A A A 7] 23S A A 82 Aol = £ E 800]
A ek

-X AM host Access Manager7} A ¥ 5l 3 ~E 5 A3 ch x| A s1A
= 7% 718 AM host7F A& H v Tt

-h, -? W AR e dA ek

-v FEelE WA Y HE gt

-s SSL(Secure Socket Layer)= AF-8-3}o] Access Managerel
At

-v oz 28 7hs st v

o

oh W& & AFE A} ofe] B 7F admin1 Ql AFS Al Al OA A gHE Fod g o),

57 ey E FHelE] 95

[-p AM port]



commadmin admin add -D chris -n sesta.com -w bolton -1 adminl \
-d florizel.com

t}2 W2 AFE A} ofol Y 7} admin2 9l AR AL Al florizel . com = Qlel of &k
OA A& F g}

commadmin add admin -D chris -w bolton -1 admin2 -n varrius.com \
-d florizel.com

commadmin admin remove

commadmin admin remove % %2 7|E OAZFE OA AT A A3} TLARE o]
e AT At

of 2] AbAZHFE OA A& Al AstEHY -1 45 Ao

TR

commadmin admin remove -D login -1 login -n domain -w password -d domain name [-h] [-?]1 [-1 inputfile] [-p A

] 47

-D login TLA®| A}-& A} ool T

-1 login Fe] Agho] 3 A 5] of of 5}= AR-&AFE] AR-E-A} ofo] T

-n domain TLAS = ¢l

-w password TLA®| v 5

-d domain name Ae] Ak A} AT 2ol -aF ARG B AF -nell A
A Qg 2w elo] ARg-FH T}

4 4
-h, -? B AREH TEE dA Tk
-1 inputfile WHE A el A HE ARE ¢S5
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4 A

-p AM port Access Manager”7} 741 %<
g T AR A R T
Ayt

o o] FAE& A8 214 8hA]

-X AM host Access Manager”} A3 52 3AEE x| Ao} x| A 8hA|
S 7F 71 AM host7} AHEE 3L A A] Al 7] E 3 A EHA|
242 7 F-oll = localhost7} AH-8-F T}

-8 SSL(Secure Socket Layer)£ AF-&3}¢] Access Manager©l
AZA g o}

v 7 £8& 7hselA gyt

v Sreele] WA JRE <4

o

o5 W2 AbE AL ofe]t 7} admins Q! e AFZFE OA

= AlAF

commadmin admin remove -D chris -n sesta.com -w bolton -1 admin5 -d test.com

commadmin admin search

commadmin admin search W # 2 o H =d|Qle &3
E A e

T

= REQAE Ml

commadmin admin search -D login -n domain -w password [-1 login] [-d domain]
<A

o gde D5 AR

+4 e

-D login o] WS A Agto] gl A& Ae] A} 7} olo]r]

-n domain DEMoE AAF ALEAY &

-w password -DeACZ XNAF AL A B

o}

SAE WS Abgrol opyvin,

pud

dlo

97



98

o
22

4%

-1 login

4 o4 OS] A1& 7 ofolt]. ~10] x| 4 5] 7|

Tuele] BE QA7 E A g

ekt AL -10]
shlEsbe Fatel g7 A GE H( -1\ * EE -1 xr)

-d domain

A g o clel g3 OA A gte] sl AHEAE

A3

-

o},

-dE AR SHA 2 7 -nel A AR T Z| ele] ST

o

test.com =W ele] ZE OAE HAse® olg3 Zo] &g}

commadmin admin search -D chris -n sesta.com -w bolton -d test.com

commadmin domain create

commadmin domain create ™ %> Access Manager®l| 4] s}vte] Ew|QlS g5y Th

ofg] Erlele e -1 A4S ARk

T

commadmin domain create -D login -d domain name -n domain -w password [-A [+] attributename:value]

4 Ax

-D login TLA®] AF-&-A} o}o] T

-d domain name A4 52l =rcle] DNS =Hdl ol &
-n domain TLA®] =<l

-w password TLA® v 5
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4 A

-A [+ lattributename: value TR A attributename>= LDAP 2=7| 7ol A & 2| 5|,

A A value= 1 E2]oll A o] A AA FHe BF
vtk S A ol o8] $AE FASAV T L S sl
g S ARt d o] i‘d—o‘ Hh&- gk o},

2o
g
2
AP
o
At
&
=2
)
o

attrzbutename bol| “177} gl o

diite a= L NS Ao

2}
—’?ﬂ@q

-h, -? W b TS AP

-1 inputfile W E Al el P FRE d5ch

-o organization RDN =l 2% RDNS A4 g vh(el:
o=varrius.florizel.com).
o] FAo] A A o £AL o=2u| o] F
o=osiSuffix® osi suffix olelfel A4 Hch

-p AM port Access Manager”7} 5741 5l WA TCP £ E & A A vt
A QA 2 7T 715'—AMport7P 4*‘15]57— AA A 7 EE
T3 5kA % 3 73 foll= EZE 80°] AH-&H vt

-s SSL(Secure Socket Layer)< A}-8-3}9] Access Manager®ll
AA g o}

-v Yz £8E& 7hs sk ot

-V FEeE 2 A JRE d3ct

-X AM host Access Manager’t 23 &<l S 2~E& A G Pch A A s}A|
W 7F 71 AM host7F AHEE| 3L A A A 7| E3EE A EHA|
‘Es}{’_— 74—?—0" + localhost7} AF-&5 U o}

-8 service Zr]lel 7} Mnl 28 A Qe

servicer T An| X~ E= 0431 Aul 2 g 7H & U
83 service Fr>mail ¥ calel™ o] I N AEAE

-S mail,cal

Identity Sever®| 74 Yol EAst= 54 4ul 2~ A 2 glell
upeh b dg 3 Au)2e] Eelele] A Huth

mail &4le]

o 2 [e]
T w T -S
A% 7ol 2k 51 85V o

57 ey E FHelE] 99



4 4

-H preferred mailhost ZHle] 7B Wd T A8 FAEE AHFEE TAE
o] &-o]ofo} gt rh(dl: mailhost . sesta.com).

-Smail FAlo] AR F A of FAE gt

>

4

o o _gc
h=} A I
A1 7 S-ol w585 1 o

-B backend calendar data server | =™ Q1] AFS-At Aol A A E 7|2 MAlE FAEE

7 A g et
-C searchable domains o]} Abg A 23] Al A TS A AP
-g access control string A2 A A= A A 2 E 9] ACL(Access Control List) &
A A7 et
- P propertyname[: value] ofg] el 3t " ulE A S g B ,

-R right[:value] 24 Ty 2] £4 icsAllowRightsE ARG o] A&
| ERY S ZEsuch £4 55, g2 Al tlalA =
157 slo| 7] “&A 3t & AR A L.

= A2k ofol ] & A A g}

2159 dlojA =E B
)
-

-T calendar time zone string & 7hA S o) AbE =

ol
ol By Au st @A A meele b vk 2ol ¥

commadmin domain create -D chris -d florizel.com -n sesta.com -w bolton \
-S mail,cal -H mailhost.sesta.com

commadmin domain delete

commadmin domain delete HH 2> S AEE Tu|Ql sl}E Ao A AHA|E Aoz
EA Ul 3228 Tel o A E AMAE o g AW -1 S
AR5 e

)

104 9| ©] #] “commadmin domain purge” % %2 =S F A 02 A A}
2 Au| ;v Au ) e Au) A5 OATF AHEE F gl st -s Al

ARgRF o1 7] 4] st T A L o,

T

commadmin domain delete -D login -d domain name -n domain -w password [-h]l [-?]1 [-1 inputfile] [-p AM port]
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-D login

TLA S| AF-&-#} ofolT]

-d domain name

21418 DNS =l o] F. -a& A AsHA| ¢4 ¢ -nellAl
AR 2ol ARg-g Tt

-n domain

TLAS] w2l

-w password

TLAS v|EH T

4 4

-h, - HE AR TEE APt

-1i inputfile WHE A el M Y RS o5t

-p AM port Access Manager7} 741 &2l Al TCP 2 EE A Gt
A Qe A & 79 712 AM port7} AHE =21 A A A 7| R3S
FAhA oS A Sel 2 g00] AHEH M e

-5 SSL(Secure Socket Layer)s A}-§3}¢] Access Manager®l
A2t

-8 service AR Mul 2 e £4 9 gE “deleted” 2 4 T T
o] Mul25 A A Jdie TR 783 service
#H2mail % calel™ o] 2 HaEAE TETh

-v A 28 7heshA g

-v FEelE 2 A ARE gt

-X AM host Access Manager7} Agy %—01 F2EE A A 2 A 8HA

&5.’-
lo
o
Ho o
i
M
hS
E
=
g "
E
>
°F°
i
H

A A A 7] 23S T EEA

ol

71E THels

ApA sk e ehe ko] o) 2 g o,

commadmin domain delete -D chris -w bolton -d florizel.com -n sesta.com

florizel.com =™ 2l

ol A vl o AnlAant Al A st ohE3} 2ol dE ek

commadmin domain delete -D chris -w bolton -d florizel.com -n sesta.com \

-S mail
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commadmin domain modify H#-2 THlel st tAEe] &5 A4S
TR A8 =S TR W -1 FA4E AFEJ o

T

commadmin domain modify -D login -d domain -n domain -w password [-A [+|-]attributename:value] [-h] [?]
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-p AM port Access Manager”} =41 <l 9l A TCP £
AR gt A AR S 7 F 71 AM port7F AHE-E| 3L
A A Al 7123 AR 982 A Fell= £ E 800l
g
-8 SSL(Secure Socket Layer)£ AF-§3}¢] Access Manager©l
1o
-v tz £9L 7k gt
-V e elE %A RS A et
-X AM host Access Manager7} A% 5l 3 ~E 5 A Q3T
A At A] 92 7 7] AM host7} *PO”E]J_ A Al
71 8E T4 o}f] %< 74-9-oll = localhost”} AH-8-% Y th.
-8 service TR Foll AR Au| 25 = el F7hgh

& 3} service IS mail 2 calel™ o] 2 HAEAES
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H

s EHoE s nak 4EE TR

-Smail ¥A4E A A g FAE ¥
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o
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>
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-H preferred mailhost

Erele 7B wd A

-Smail FAo] ARE A o] FAL B

o} &8 Au) 2~ E7F A g cal
SAo| A A= 7 9ol ut
38k,

-B backend calendar data server

L Qle] A At Abgell A G " 7] W= TAE

-C cross domain search domains

Gelou} A8t 23] A AN molel g A Qg o,

-g access string

A2 YA 5 A A 23 o] ACL(Access Control List) <
A A7 et

-P [action]propertyname [: value]

ofe] 7§ o] gk wE le’é“* el g AR

% W
propertyname/] A L ghel viall 4= 157 = o] 7] “&A4
2 B2 FAHREAA L.

-T calendar time zone string

bl g A& w) AHEakE EE A2k ofolt]
FED EE AT EAd F52 159 9 o] 4] “2Y BE
A A g AL,




4 Ax

-R propertynamel: value] 28 Tl £4 icsAllowRightsE AR Pt} o]
S v EY gE ZEuth 55 AW o] F, 3 2 A
52157 s o| A “EA TrE R Al L.

ol

7|E 2= A sk | oha ol iy Tk

commadmin domain modify -D chris -w bolton -n sesta.com -d varrius.com \
-A preferredmailhost:test.siroe.com

commadmin domain purge

commadmin domain purge HH -2 AAH o2 FA|H BE FE E= FE9
AUl AE 9 TFHOE AAT YT 7)ol = =Hll, AFEA, 25 9 ARl o]

EFHE e

A7) 77 B2 Ao 43O 2 commadmin domain purge S AF-E5le] x| =
Frel 717k Het e AFek Al o7 BAF Y BE FE5E A A A AL

AdAlete o] HH S+ &t AAE TH T sy

ol §H S sEsH tH Bl & A5kl AR el 7|2t R e elEet A g ®
EAE G FE(=Hl 2ol ole =l F5o] AT el 717 7| £ 3

>
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o
S
2
X
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£
s

Mulza7h Al o7 A = sk v Lol 2 5o A Al A st AR el El Y
A A s|ofof Hu] A5 Tl o M AAT 5 Qlreh vl An[2o] A o

2 2 33E msuserpurgest §t}h msuserpurge 2 2 El ol off 3k A}A| & ] 2
Sun Java System Messaging Server Administration Reference s # & 34] 4] 2. &8
el 2ol e ZE 13 o] cgcleanY Ut csclean 7+ E 2 El ol o 3t A} g &2
Sun Java System Calendar Server ¥&| A" A & 33514 A 2.

% - commadmin domain purge ¥ & HFE=A] TLAZF A3 & ofF gt}

T

commadmin domain purge -D login -n domain -w password -d domain [-g grace]l [-hl [-?]1 [-i inputfile] [-p AM
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-D login TLA®] AR-§-A} o}o] T

-n domain TLA® =2l

-w password TLA®| v]HEH S

-d domain AR =& A AGUTE * AN (-ax)E AFg-5lod
HaE AT 5 st

-g grace

rele] Al A= A ‘lﬂ 717J(°a‘)°}JLIEP A4A| E/\l% 7] 7ko]
grace AT} A2 QL AAS A LT 02 34
AALE vl Fich, 7|k e 5 oln] o TAH 02 WAL 4
AEyh Frod 717 WA = commadmin domain purge
H oA g grace §4& AHE-oF S},

-h, -?

-1 inputfile

-p AM port

Access Manager”} 5741 %<2l oA TCP £ E & A A v
A A sHA| & A5 712 AM port7t AH-&E| 2 A A A] 7]
FAEA e A i ol = E£E 80| AH&H T
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=

s

fle

- S service

Aul2 I AA S Y SAE T elel A Al Ak
ZHQlof Abg-A 2 X}%O] siohd sl ARE A 2 AF €
A v) 2~ o] Bl & v Eg]of A A A o)

Au) s HES HE() Sl AZ FEF Y ek

TI‘E_—G}‘ service #<mail % calel™ o] 2 A TAE

g,

SSL(Secure Socket Layer)= }-§3}¢] Access Manager®l|
Aot

R R

AE2E Y

g
z
)

BEE Ak

-X AM host

Access Manager7} A& 5l 3 A~E S A Qo) A A 5HA|
B AF 712 AM host7} A& E| 3L A A A] 7| B gEE A SHA
% 7 F-oll = localhost7} A}-&-F v T},
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t}S Aol A= siroe.com B elo] A A= o] =wH|eld &5l RE FEE

Al A

commadmin domain purge -D chris -d siroe.com -n sesta.com -w bolton

commadmin domain search

commadmin domain search W& sh}e] ooy #HH 2 E A E] 55
Q05 b gk o2 Eojelo] Bl wE CeEe) 52 gnE Qoey i 44
AFSgu o) o] A s XA A AFE A Av|2E 36 T gt

EREIRE

T

commadmin domain search -D login -n domain -w password [-d domain] [-h] [-?]1 [-1i inputfile] [-p AM port]

A4 4

-D login o]l §E & AP Aglo] o= AHEAE AFEAL ofe] T

-n domain -DeAoE AAg AbgAbe] el

-w password -DFALE A AHEAS WS

e e U4 Aol oby it

] 4%

-d domain o] mrel& HAZ Yt -dE AASA GAY -axE AT
At BE mvlde] AIFH

-h, -2 W AR T dA @

-1 inputfile W E Al elA W JRE s

-p AM port Access Managerﬂ FAl ol oA TCP £ E & A Qg
AR HA] S 73 F 712 AM port7F AHEE 3L A A A] 7] 23S

%Hﬂﬂ%S%TWtiEwﬂﬁ%ﬁqw

Sun Java System Communications Services 6 2005Q4 Delegated Administrator 427 4] « 20051 104



4 A+

-s SSL(Secure Socket Layer)< AF-8-3}o] Access Managerel
REENE

-8 service g4 m el A HAF Au| 25 Aok
servicew T AH| 2 Es of 7 Au| A 3HE 7§ gk

+ &3 service F< mail ¥ o cale|™ o] g2 HAEEAE

FEeh
Aul s 552 %) Ll AR TR
A& W ohF3 25
-S mail,cal

-t Search template 718 AN HEE A AR A Bl E Bl o] 55
AR e ol 24wl elik E4H .

u7) 288 shs ekl g,

-V
-V FEeE WA YHE gt
-X AM host Access Manager7} A ¥ 5l 5 ~E 5 A A3t x| A s1A

% 79 718 AM host7} AF-F 31 “Xl A 7]

%}% 7 o 2ol = localhost”} AF-&% 1 t}.

23E
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commadmin group create

. o
commadmin group create W #-< 1§

due s -1 FAE AR

TAY gl Lol AW N RA 2 AR 1Fo] Hleh

5hhE Access Managerell =7}k ot of 2]

3} 5A FAYE BE 7H S glgvh

AR v d w2 BEEL&
Manager+ 3 3 o 15

T

commadmin group create -D login -G groupname -n domain -w password [-A [+]attributename :value]

%x41mw4ﬂ§£@qw

% shubeluich 1F £42 W AAE B Access

[-d dor
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4 Ax

-D login o]l & AP Agto] 9l= A& AL AR A} ofol T
-n domain -DFALE A g AHgA Ev 2l

-G groupname 259 o] F(el: mktg-list)

-w password -DFALE A AHEA v S

4 A

-A [+ lattributename: value TR EHA. attrzbutenameL LDAP £ 7|utol| A A o] =] m], 2] 4 %
value= tH E |°ﬂ Al o] 49 A FhE EF uhE U el F Al
o8] £A4& F4 OPH‘/P FTde Ao sl A e
A A sted ™ o] w4 & ubE g o}
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159 AtstE 2wl o] & (el varrius. com). 7]
Evld et -aE AAEA 52 A -noll A AR = o]

- £ Idap-filter

4 152 A
St &40 2L A Yeke] LDAP BEE AR P Th
_£ g AP ste] 1§e] T4l vhs) ol LDAP HEl
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-1 inputfile

-m internal -member

A Aot ofel A9 n f A8 g
D

AR 2Ee s W o] F4E A of Ptk

-p AM port Access Manager”} =41 <l ] x| TCP £E & A Ao}
AR5t A 32 ¢ 718 AM port7F AH&E L A A A] 7] gk E
TA A e A i Tol& EE 80°] AH&H vt

-X AM host Access Manager’t 23 52 3A2EE A3 A A 3HA

7%~ 7)1 AM host7} AF-E& 5| 1L

=

=3
> AR Al 7] 23E T 5HA
2 73 -9-ol = localhost 7} A4 o},

52 a2
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-s SSL(Secure Socket Layer)& A}-§3}¢] Access Manager®l
A2t

v oA £9& 7hs s g

-V FEele WA RS gt

- S service 2o =718 Mu)|AE 2 A}

H
SE *ﬂ’l/\ e e 5
mail & caly} Yt} o] 32

-S mail,cal

g AL -Smail §4lo]

SR B R R AR =

-H mailhost o] 1Fe°| & 1:1-0}1‘ W d &2~ E(e: mailhost.varrius.com).
7127k 594 Hd s 2=},

-E email Fol AA v d FAa

-M external-member o] :’_g—ﬂ] F7he o] B FA LY ALg-Af ofol ], E o] Ate]
TALE F7rsledd o428 719 -M 54 AHS 3 oh
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o

testgroup L5 < sesta.com T oA gtE8 W o}3 3 o] =g}

commadmin group create -D chris -n sesta.com -w bolton -G testgroup \
-d sesta.com -m lorca@sesta.com -S mail -M achiko@varrius.com

commadmin group delete

commadmin group delete H# < 3} 157
IS AP 7 BAsHE - 48 AF2
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2
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>

o |

N
o o
ot Mo

,,
T o
Ot
-

T

commadmin group delete -D login -G groupname -n domain -w password [-d domain] [-h] [-?]1 [-1i inputfile] [-p

+4 A

-D login o] M2 A Agto] gl L& Ate] A&7} ofo]r]
-G groupname AR g oz A= 25 o] E(dl: mktg-1list)

-n domain -DEAHCE AAZ AEAY] el

-w password -DFALE A AHEAS v S

ohg g Ae WS Abaro] ohyueh,

4 A

-d domain 259 =l -aE AAGA] 9 A -n FAANA A7
ZHqlo] Abg-FHTh

-h, -2 HE ALY TS AP
-1 inputfile HHE QA Fdell M WY YHE osuch
-p AM port Access Manager7F 741 %2l A TCP £ EE A Fct.

AR sEA 2 7% 71 AM port7t AH&-E 2L A A A] 7] 2 ghkE
T5HA] 52 74 -F-oll= £ E 80°] AH&H vt

-8 SSL(Secure Socket Layer)= A}-§3}¢] Access Manager®l
Aot

-8 service A A5 Au] 2 ALE)

_11->

A o] 7HE “deleted” E 5 3t}

sEAoR s Aulas 4ER TR FEd
T

service F<mail & calel™ o] F2 AT AE gt
-v ot 7] £8& 7HssHA gk
-V e 2 HA JRE g}
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-X AM host Access Manager”t 28 %<2 S~ EE A A gch 2| A shA
W AF 712 AM host7} AHEE| AL A A A] 7| RS FA 51A|
92 74 $-oll = localhost7} A& U T},

o]

o} ool A4l = testgroupevarrius.com L5 AHAI H o2 EA]§ )

commadmin group delete -D chris -n sesta.com -w bolton -G testgroup \
-d varrius.com

o} ool A = testgroupevarrius.com® WY AMu]|2E AA|H o7 F A},

commadmin group delete -D chris -n sesta.com -w bolton -G testgroup \
-d varrius.com -S mail

commadmin group modify
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S AT o8] 259 A HASHE -1 A A Th
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-D login ol HE & AP Agte] A= AHEAS] AR} o} o] T]
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FA 9
-h, -? Wy A FEE g
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112 Sun Java System Communications Services 6 2005Q4 Delegated Administrator 2™ 4] « 2005 104



4 A

-V FE2E A RS g

-X AM host Access Manager7} A% 5l 3 ~E 5 A A3t} A A 51A
U2 A 712 AM host 7} AH& ]—,)\q; Al 71 23kE T EkA
Lf}'% 7 %ol = localhost 7} AF-&- v T},
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v Au|AE F7H o el a7t EA ek 255 v A A 7}
EA g ek

-9 e R = mailit AHEE £ sl T
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IR =
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varrius.com = # ¢l A4 testgroup LH 2 HE W F FA M (jsmith)<
A Aste ™ o}&3 7o] od#@d o}

commadmin group modify -D chris -d varrius.com -G testgroup -n sesta.com \
-w bolton -m \\-jsmith

commadmin group search

commadmin group search ™ % "}‘/} o el #HE RE YHEE 55
BEE 7PAF e o 25l EH HRErdEe] FEAREAoHH -1 FAS
A e,

T

commadmin group search -D login -n domain -w password [-d domain] [-E string] [-G string]l [-h] [-?]
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-p AM port

1 59l A TCP £ =& A A g ek 2P skA
14 AM port 7} A-4-51 32 AR 4] 71238 F 45
= L E goo] A&y},

- S service

-S mail

-t Search Template 7|8 A B EeE gl ALSS A || B o] 5 S
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-V FE2E WA RS Ak

-X AM host Access Manager7} A& &<l 3 ~EE A Qo) A A shA|
92 7S 718 AM host7} AHEE G A A A] 7| R3S A shA
242 73 §-°ll = localhost 7} AH-8-F vt}

ol
developers®te I1F S siroe.com ©H ol A A5 e o532 o] o &g}

commadmin group search -D chris -n sesta.com -w password -G developers \
-d siroe.com

Commadmin resource create
commadmin resource create W H 2 Aol tls)] ol 2] 5SS w5}

A2l Aol vl g ALA g W) -2 117 5 o] A “Ah gl A BEFHAIALL.,

T

commadmin resource create -D login -n domain -w password -u identifier -N name -o owner [-c calendar ides

4 Av
-D login ol H & AT Agte] = AHEAS AR} o} o]t
-n domain -D5A2E AT ARG ALY Tl
-w password -DFAHEE ARG A AL v S
-u identifier AL o] a1 Al A}
o identifier gt =W Q] o] F el A e dlE o] 2
Roo A Ae|ete BE AREA E A Wel A aLfaf o gt
-N name 23 GUICN A dl o A& 2413 uf A}§38le A5 o] &
-0 owner A} 2] Lo Ab, o] AFE AR ofolt| = H " At o] A A E =
S| qlell EAf sl of gch.
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- ¢ calendar identifier o] At o] &e AW A}

AWz} ZH& Calendar Serverol| A #2]sl= 2E 2o 2 X
aFraf o Tk,

4 A

-A [+ ] attributename: value TRE EA. at trzbutenameL LDAP £ 7|utol| A4 A o] =|m, 2] &
value= HH E 2ol A o] &40 HA gh& T wlgvch F Aol
oA £A4E FF °P71LF£°]3L S sl o g
ARt o] FA4& vEEF o)
attributename %ol “+77} oW HA| £A HE o g
F7tetet ojm] gt

-C DWPHost o] Al-g-Ake] &El & & A~ 85l Wl = Calendar Server® DNS
o] &
W ol = Calendar Server2| DNS o] 5o Z| & = z] ¢§ 0w A]H] 2]
ics.conf Z Yol A AFH Fho] 7| 2o E A}

-d domain name Ao Tuel. -dE AASHA @2 7F -nollA A AT
T elo] Abg-gTh

-h, -? B e TEs A oh

-1 inputfile HEE Al ddel A HE FRE s

-p AM port Access Manager”t #4152l s A TCP 2 E& A g}
A shA] & 7% 712 AM port7} AHSE 3L A A A] 7| 23S
TABHA] & 7 s foll= £E 80| A&t

-s SSL(Secure Socket Layer)& AH-§-3}¢] Access Manager®ll
A7 g}

-T time zone 28 o] ALg A} B H o] 2o A A EHE FTAG W) AFEsle
EF A7t
FEI ZE A EAG £22 159 w o] x| v EE A4
A e FREIAIAIL

-v oM7) &8 & 7t A gl

-V FEEE 2 HA JRE dg g

-X AM host Access Manager7} A3 52l 3 ~E S AP ch A A5k
REaR R 7|iAMhost7]' ARSE AL AR Al 7] 23S A EHA
‘”3 74 %ol = localhost 7} AH-& % 1T}
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varrius.com =™ 29| cal.siroe.com @ Z ol 4 o] E-o] peterd] AH-S
s ohast el 9 g,

commadmin resource create -D chris -n sesta.com -w bolton -o ownerid \
-d varrius.com -u id -c calid -N peter -C cal.siroe.com

Rpg) A 4

A& v] ¥ 2] 35 Calendar Server ©| o] E{ ¥ o] ~ & & 3} 72
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R
Q
0]
o
i
u
Auj
rlr

A28t Aol S5
m U T2 ES S5 H commadmin resource creates AMSEla 2 &
W8 csresource FEEEE AR YT o & 9 o 53 ZHFU ok

tAdge] FE& 758 commadmin resource creates AR o}

commadmin resource create -D amadmin -w ampassword -n blink.sesta.com
-X blink -p 5555 -d varrius.com -o testl -u resourceOne
-N firstResource -c¢ resourceOneCalendar

e Ee BB hest 24k

dn: uid=resourceONE, ou=People, o=varrius, o=domainroot
uid: resrouceONE

objectClass: icsCalendarResource

objectClass: top

cn: firstResource

icsStatus: active

icsCalendar: testl@varrius.com:resourceOne

g8 & w58 Y csresourced AHSETh

ZF: csresource®| A create HH S TEFE S A o] E 27 lHI 3
commadmin resource create?] -u §Al AF&3 33 F &) oF g
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commadmin resource delete

commadmin resource delete WH S A4

o

o

A=

T e

A eh.

Z A Asle 104 o] #| #

commadmin domain purge”=

TR

commadmin resource delete -D login -u identifier -n domain -w password [-d domainname]

4 ek

-D login o]l W& AP Agto] 9= AH& AL AR A} ofol T
-n domain DA ® AAZ AL AL T Q)

-w password -DEACE A AT ALE ALY v HH S

-u identifier

ohe g e Wg Abgol obyue,

+4 4%

-d domainname Ao =l -aE ARSHA B A -noll A AR g Ercle]
A8 o

-h, - W AR TS g

-1 inputfile HEE WA sl M WY FuE osich

-p AM port Access Manager7F =41 59l WA TCP 2 EE A4 et
AR A 83 B 718 AM port7h A8 5 2L A A Al 7] 3
$@aﬂ%3ﬂTﬂ% EZE 80°] A&t

-s SSL(Secure Socket Layer)= A}-83}¢] Access Manager®l
G s

-v Uz 39S 7k sA gk

-V FeEelE B WA QRS g
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[-h]

[-?]

[-1 inputfile



4 4w

-X AM host Access Manager”t 28 %<2 S~ EE A A gch 2| A shA
U 7AF 712 AM host7} AH-EE 3L A A] A] 7] 230 TASEA
92 74 $-oll = localhost7} A& U T},

ol
Aol e AR R o2 EA o ohe3) o] e,

commadmin resource delete -D chris -n sesta.com -w bolton -u bill023

commadmin resource modify

commadmin resource modify % #H-< AH-& Ao}
=
T
commadmin resource modify -D login -n domain -w password -u identifier [-A [+|-]1attributename:value] [-d
&4
e B Y5 AR
4 ch
-D login o] WS A Agto] gl A& Ate] A&7} olo]r]
-n domain -DwALE XA AR A = el
-w password DAL E XA ARS ALY BHHE
-u identifier A4l o] - A At

by &4 B4 Abgho] oy,
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4 4%

-A [+ | -lattributename: value | TR A, attributename->= LDAP 2~ 7] n}ol| 4 & 2| 5]

fA E 2|9 o] &Aof sl BE A & AT T} 5 Ao
o8] £AS FASAY FL SA el oA g

A3 “}34”3 o] F4& k&3

attributename kol “+77} QoW HA) £A HE o g
F7hetebE ot = 3 Al A=

v b AL E = e S A o] AR W

W ] 2707 EPOIE ek 1 T W Fell A o]
AeEe dfde - 5 ‘3l°ﬂ W2l Al 177} ehof o

-d domainname Ao =l -aE ARSHA B A § -nollA AR
vuﬂ]°10] Abgg

-h, -2 HE Ay RS Aok

-1 inputfile WHE dA el M HE ARE ¢S5

-N name ‘:;E" AbEAE e o] 2o A AL S FAIE W) ALE-She FE
o=

-p AM port Access Manager 7} 741 %2l tj A TCP £ EE A A et

A 5EA| 94-E 7 718 AM port7h AH4-5 o A A A 7| RS
TFA A & A f-ol = ZE 80°] A-EH ] Th

-s SSL(Secure Socket Layer) = AH-§-3}¢] Access Manager®l|
Aot
-T time zone 28 GUIA A 282 ZA1E o) Abgsle BE A2
FEI XFE A EAE F52 159 d| o] 7] v mE A7t
A& FaE A AL
-v tZ £9E ks ch
-v TR WA AR E A
-X AM host Access Manager7} A48 &<l 3 2EE 2| Qg ch A A sHA
& AT 712 AM host7} A= AL A A A] 7| B gkE A sHA
%2 74 ol = localhost 7} AH-&-5 H t}.
ol
IS A A7Ebi110238) AHLE A FF ©]F bjones®E AW th53 Zol
SRR
=

commadmin resource modify -D chris -n sesta.com -w bolton -d test.com \
-u bill023 -N bjones

commadmin resource search

. o o B}
commadmin resource search W32 S AT}
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[-N st1

[-1 inputfile]

[-2]

[-h]

A%

cl
e

]

& AHE-AE] m

3

Ao AH

ofm

-D

e,

[e]

commadmin resource search -D login -n domain -w password [-d domain]

ko2
ojn

-D login
-n domain

A

-w password

ko2
o

U

i
e

l-o1 Access Manager®ll

[

Q.

E 80°] A&
[e)

3
27} _1x7} 7]

L

7% 712 AM port7} A& 5

75l

fANe)
16
o)
16

vef

5}
17
1

[¢)

o

IRERENER

=

AW =7} 7] A 5| |

|
]_o

Access Manager7} =41 %¢l !l Al TCP ZEE A

SSL(Secure Socket Layer)< A}

AA
74
14
o
S

-d domain

-h, -?

-1 inputfile

-N string

-p AM port

-t Search Template
-u string



4 4%

i

v saele WA JrE A

-X AM host Access Manager”} A3 F2l 52~ EE x| &g th A A5} A]
22 79 718 AM host 7t AHEE 2L A A A 7] g A 8HA)
02 73 9-ol| = localhost 7} AH-&-5 1t}

o

o
arabella A S sesta.com T=H ¢loll A M ste{ ™ o} -3} o] o H gt}

commadmin resource search -D serviceadmin -w serviceadmin -n sesta.com \s
-d sesta.com -u arabella

commadmin user create

commadmin user create ™ %> Access Manager A| Z~®l ol A A}-&-A} Sh-E
Thauth A AP AE ThE Y -1 S AR

TR

commadmin user create -D login -F firstname -n domain -L lastname -1 userid -w password -W password [-A [+] ath

A4 A

-D login o]l ME S AP Agto] od= AFEAL] AFE-A} o}ol T

-F firstname AL& AL o] &l gl shvhe] whefof o gt

-n domain -DHFACE AAT AREAY] el

-1 userid AR AEe] B2l o] &

-w password -DHACE AAZ AFE AL v U B

-W password A Fl AbgAe] v 5
g 8l 2~ E 9 password . txt & AHS-3Fe passwordE A1 AT
& gyt

-L lastname Abg-ARe] A
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4

A

-A [+ attributename: value

TR A attributename> LDAP 2~ 7| vlol| A & 2] 5| v,
AR H value Tl E 2ol A o] Ao WAl ghe 27
H]'JS‘L]‘:P FAlel A8 $A& FAI}AY 5‘”“‘?} Aol o8l

o2 & AR EH o] F4E& Wk
attributename el “+77F S\ o AA &4 FFof &
F7tekehs vl vt

-d domain AbgALe] ErQl. —aE AR EA 2 A -noll A AT
Erlle] At

-1 inputfile e oA el HE LS e5h

-1 initial ARG ARe] F 3k o] &

-h, -? W AR s Ak

-p AM port Access Manager7} 741 5 <¢1 WAl TCP 2 E& A Gt
AR HA] 2 7% 712 AM port7F A& 3 A A A] 7] 23S
TASHA 737“’"% EE 80°| A& th

-s SSL(Secure Socket Layer)= A8 3}¢] Access Manager®l
A et

-v HuA £5& 7t st e

-V FEeE WA YHE gt

-X AM host Access Manager’t A3 5 & ~EE A AP A QA
W 7 71 AM host 7} *}*Q“EIL A Al 7)1 E3E T A
%> 7o = localhost7F AH-&- % v T}

- S service AR Mul2E A A A AFE ALl Al F7F A o
service% T Al s e 01131 A2 e 71 ¢ sk

&8 service Bt mail B calolw o] gt A EAS
T

Aul 2~ BE22 %) LA R g
d& s o3 ZE
-S mail,cal

c} AL -smail H410]

[s)

& e
SRR MRS

-E email Abg AL A AL o o FEA
-H mailhost AbEALO) WY S AE
} A

-B DWPHost

AbgALe] 2 S 3 AR el 23 o] DNS o] &

-E email

2 A2 xbo] A A v d FE4
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4 47

-J First Day of Week Calendar Server AH-§- 7t Q1 E{ 3] o] 2o 4] 2 o] 3 A] 2 uj
Yebbs g Fo] A F g gk 0-6HthoS 4849, 12
489 5).

-k calid_type A= %}a_:; otelt] & & A AP AHE 7} %AL%

l‘ﬁ. ofr
) ok
_li‘i

legacy % ! hostedd 4t} -k legacy® 2 A5k
olo]tiut *}%‘%L]D}(“ﬂ jsmlth) -k hosted®& IVQ%]' il
2 ofo|t] 9} Ew| QL A AL g Thel:
jsmithesesta.com).

kEME AR e AL v EA o7 gE olo|t] e}

% 7o
Zw|qls @A A& F thhosted).
“k HAE A AR b2 A A E = Y ololt] £33 ¢
&e AT 5 el elo] sla A
resource.properties 4ol t}F w7 WS F7Fg o

switch-caltype=value
o 7] A value “hosted” | “legacy” 3tk
resource.properties g2t g E g 9)5y T}

da_base/data/WEB-INF/classes/sun/comm/cli/ \
server/servlet/resource.properties

-T time zone AbEARe] EE o] A E = EE AR
FEZ ZE A7 EAE B2 159 Ho) A v ZE
A7 B A& FER A Al L.

o
A AF8A smithE RbE e oha 3 ol iy

commadmin user create -D chris -n sesta.com -w secret -F smith -1 john \
-L major -W secret -S mail -H mailhost.siroe.com

commadmin user delete

commadmin user delete W #2 AFSAF shE AAH o2 E A G of g
AP AE AR ® 246 -1 A S AR R

AA 57 e El= Qe eh sHAIRE A A ol 7] 3ke] Evhal s @
2]

AA LAY E A ﬂ 5171 A7 A= A A 2= 1dapmodify ™
50 AE £A4E active HAT 4 o FH
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v

A

Ap-g- 7} A 7

1. commadmin user delete ¥ <

2. AHEAEZRH ADE AAFY
Al & | A g

-
a1

APsle] AFLAE AAEH HAoZ ®

Yo & ol

g e,

W A Au] A A4 o] ﬁil%% msuserpurge &t ¢t} msuserpurge

FEe el e XW Gl Ry

< Sun Java System Messaging Server

Admlmstratlon Reference s & 314 A &

2 Me| o e ZZ T8 o] cgcleand YT csclean B 2 El ol o] & AFA| g

-8 Sun Java System Calendar Server #&] A4 =

R AL,

oS B 255 AHEAE A2 A AZ Y 104 7 0] 7] “commadmin

domain purge”

=
T
commadmin user delete -D login -n domain -1 login name -w password [-d domain] [-h]
A
oo gae 85 AR
+4 e
-D login ol §H & AYT Ao e AHSAE AFE-A ofolT]
-n domain -D Ao AT AR AL E
-w password -DRAoE AT AL AL vEH T
-1 userid A ARG AL o] ARG AL of o] H]
o §HE B4 Algel obyve)
+4 e
-d domain AbgAte] ol -aE AR A 32 ¢ -nell A AT
L qlo] g et
-h, -2 W AR g gk
-1 inputfile HEgE Al dell A HEg AR E Hsh
57 «d = FHeE 125

[-2]

[-1 inputfile



4 4%

-p AM port Access Manager7F =41 59l WA TCP £ EE A A et
ARG okA g2 75 7]3;'—AMport7P ARSI AR A 73 E
T 5kA & 7ol = ZE 800] AT

-s SSL(Secure Socket Layer)= A}-83}¢] Access Manager®l
L=

-8 service A& AL E B A A A 25 e ok b A s 24 e E

A5 AR H Au| 2wk v A s o) - & A A 5HA|

oF o AF-G-AF7} AbA F o o)

service= &Y A B2 E= of 2] Au| 2 FhE 7P § sl ok
& 8 service 3 mail t;'\'—] calyutth o] T NAEAE

Tk
Al s B35 () Lol AR g
g s o3 ZFh
-S mail,cal

-v A 28 7hestA ik

-V FEE W ug JRE Ak

-X AM host Access Manager7} A3 £ & ~E 5 A3t x| A s}A|
W A 71 AM host7} A& L A A A] 7| B ge A sHA
%2 7o & localhost 7} AH-&-% ot

o

7|E ARG A AAlH o2 A5k TRk 2ol i H T
commadmin user delete -D chris -n sesta.com -w bolton -1 smith
A8 smith® F-E] Wl & Aju| 2nt AbA| shelw o3} 2ol sl gk ot

commadmin user delete -D chris -n sesta.com -w bolton -1 smith -S mail

commadmin user modify

commadmin user modify B ¥ > @d L&A HHEEe] &5 SA4E A
EEE ST ST A

TR

commadmin user modify -D login -n domain -1 userid -w password [-A [+|-]attributename:value] [-d domain]
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4 A7

-D login o] W& AP Aol A= A& AL ARG AL ofo]T]
-n domain -D¥A o2 A AT AR AR Eral

-w password -DFACE AT ALG ALY vHH T

-1 userid ApgAbe] Z19] ofolr]

g S A Aol obuli
4 A
-A [+ | -lattributename: value T £ A attributename= LDAP 227l A A o] =

£ aA) ke oA,

S oot BT Sl o) ol el
% H

e AR st H o] A& bR
attributename o “+77F ) oW A HA FFof g

F7hRbehs o]l

e e A e A dm e
o7 AEEE S W EE A WE o] A A=Y I Sl
W) 2] 270 7F ehok ot 1Y 3L W Fell A o] 4 o]
A E = Aol s« 5 Sbell W& A 17] 7} Shof
et

-d domain AREA e TF0] Evld. -aE AR B A}
-nell 4] A A& Zlo] A& r).

-h, - W AR e A

-1i inputfile WHE A el M Y ARE g5t

-p AM port Access Manager7]' FAl Fol A TCP XEE A G P h
ARt A] e A 718 AM port7F AHEE I A A] A
713 A 0]'21 W 7 Fol = £E 800] AHEH Y

-8 SSL(Secure Socket Layer)= A}-83}¢] Access Manager®l
A7t

-v oz £ 7hs st g

-v FeelE WA YHE gt




=4 A

-X AM host Access Manager7} A% 5l 3 ~E S 2| G ch
AR SHA] e 73§ 712 AM host7} AH-&-5] a1 A A A
| 23S FA A 92 7 %ol = localhost 7} AF-&- 5 U T},

- S service A} Aol Al g 20 E A A Au| A7) =R Felsk =
AR H A v 2F AFE A Al F7Fg o} AR Aol Al &l T
Au] 227t o]m] glebwd @ F WA A 7} A g T}
servicest= WY AR~ = of ] Alu| A FHE VM 5
AFU et F &3 service 32 mail % calol™ o] FH
) &EAHE Fa g
Aul 2~ 55 95() e AR Y
o & &9 oh2 3 ZH o
-S mail,cal

o AL -Smail 541 0|

A A= 7ol vt 5] &5

-E email AR AALw d FAE A A g o

-H mailhost Abgae] vld 54~ E
-Smail ¥Ae] AAE N o] AL HeYoh

& FAL -8 cal Ao]

A" 7ot 3 &5}

-B DWPHost o] Ab-gAte] &g & A8 3= W el= Calendar Server?]
DNS o] &< A A g}
o] AL Fohske ARt 75k o)n] EX gty
TRE F YdEH

-E email G AbgALe] AR W d FAE AZ

-J First Day of Week Calendar Server AH-&- At Q1 B{ 5| o] 2ol 4] 2lo] 3 A| & u
el = g Fo A FE5F 2 064 Y HH02 Y8,

1& 984 %)
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4 A

-k calid_type g Au) s F7E A A E = =EY oto|r o] F &

AR g AL 7158 32 legacy ¥ hosted$d v Th
-k legacy® A Astd =& ololrint AL-g&-gh vkl
jsmith). -k hosted® A A 3tH & ofo|r| e} Twels
A AFEg Th(ell: jsmithesesta. com).
“k HAE AASA S AS 7| RAH R F Y ofolr] 9}

Zv ]S A AS-3H th(hosted).

-k wAE AR g2 A A E s =Y ofoly] 77 9
e ART sk 2#7] slaiAle

resource.properties ¥} Yol vl w7 H4E

F7H o
switch-caltype=value
o 7] A valuex “hosted” | “legacy” 1t}

resource.properties gLt} o E 2o
S5 o

da_base/data/WEB-INF/classes/sun/comm/cli/ \
server/servlet/resource.properties

- time zone AR FE o] o] BFE A E A FH VT

FAEZ EFE AW EAE F52 159 dlo| A “=HY 1F
A7t A& ARSI A L.

ol
ohg ol ol A AR smithE 913 Wl Aul 2 F Eobg o

commadmin user modify -D chris -n sesta.com -w bolton -1 smith \
-A description:"new description" -S mail -H mailhost.siroe.com

ot ol M= vl 2 AF FAa7F AR A smithel Al F7FH Ve

commadmin user modify -D chris -n sesta.com -w bolton -1 smith \
-A +mailforwardingaddress:tsmith@siroe.com

commadmin user search

commadmin user search W& @Y AH&A et A RE v e 55 U E
7HA Fu ek of 2 ARg Al el EE HEER] S5 ARE Ao -1 FAS
Apgab ok 7 Feoll = 24 A& AR E A E o,
)=
T
commadmin user search -D login -n domain -w password [-d domain] [-E string] [-F string]l [-h] [-?]
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T

om

ny
)
—_
o]
o
TA
ojo
4
%
T|_|H
K | o) | &
G| = |
<~ ¥ =
| or | or
KRR | ®
o | g | do
—_ —_ —_
o | X ~X
||
R R
| K| K
CU T
o | ol | ol
o TR
0 oﬁ oﬁ
w5 alan
e o 1 1
=
Iy =
| | &
| 3| §
2| =SS
ofn D_ m ”_w

bl o
TN PR
R n Kos®
e e u| wp S T
= 2 | o ~ =2 b
= | bl ™ i w &0
Ry o il - 4 a0 W =
W T | P |9 52T | S
COE e ] | of ToToo »
do o | g - | T | T oo N 5
—~ %0 — —_ T 9]
<~ | el T | Ak KT |7, o ]
B BIR e Az | ov B n | O gk <
= oy | ) o5 x| A oE 7
T T o | 5 R | =T o
W o : = w dwc M nd_wﬂ_l,_% 3
T e w S T TAR|E L oo
R Rt e ol el B s ol I 2T G S [
T M7 FT T | R A Mo = X N
Moz |58 |e || gk et |l <aw |2
WOHNTR | G| T || TR gy (0B | B
BB || T | m ke |2 |8
K w# g | g [P |T |[Taw | o w ﬂl_a7 -
5 B Krddo | oo || [T |m | 5T |2
= < |~y —_ o —_ O X — g
T ORI K | kX W x| A3 | P x &
W oB gy o ||| R | My | EPTx | o
o ) 5
T o |ge|ge|P|FTlge|an |[2aHT | 8T
S G e B B e Rl B I B
p|t B|ez 22|z b by | Tes | on
BIX T KRBT || XT|IXFT|LSEXX|BF
g 00 00 =) 50 50 g
g = = RIS £
5 £ |E |vF|E |5 |2
= @\ [} = [} 2
g = B ol T — Y w
0? 1 1 1 1 | 1 1 1 1
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4 4

-8 service AR A of| A DA A A v AE A A g o)

servicest= T A2~ s oy vl g 7HE ol F Yo
& 3 service 3 mail ¥ calel™ o]

T2 ok

Al 5o () B2 A2 TP,

-t Search template 7]
|

A, ol < w8l £ 2ol 4 74
FE e 4 Abg Akt A gk o)
v Hw 7 8L 715 shA g
v Seele]l @ WA B E Qg
-X AM host Access Manager7} A3 59l 32 E 2 # Qg ch 4 5} 7]

02 7% 71 AM host7} A5 2L AR A 71 E3EE FA EHA|
932 73 9-ol = localhost 7} A5 Y o}

o
t}g gl ol A= varrius. com =™ ¢lo| A A& AE 7 A gk T},

commadmin user search -D chris -w bolton -d varrius.com -n sesta.com
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2

H]
it
5B

aL
o

l

S

2 | >
Pi i
2

L}

Delegated Administrator =& ol A = A} 22 Ae| A} 2]l An)
] AHSPA) S HE B2l o| A A The gt 28 24 73 & A

ol #-E ot d o2 A E ] sk

133 s o] A] “A B 2~ FF A Fe| AP

137 5| o] x| “A{u] A #T}‘”ﬂl Fe| A7) e she 2 A

138 s o] #] “F-F A A 2 Muj 2~ FF A He X} 2y A3
150 =l o] A “FH 2 A A sk 2x YA

152 #| o] 2] “H & Aul A A 24 d o] §”

o] F-Frof| A& An| 2~ FFA
Administratorell A o] 55 A

o |

Aul 2 S A 22| A}

Delegated Administrator T ol A1 = A £& 13 2|
e 2L A&l Anlx T A we| AHSPA)ol #

SPA S| A W 9= A9l el AHTLA)SF 24 #H2| ZH0A) ] 57+ A =l &g o}

SPAS AHE-3hml 179 24 w0l 7] 37 5 Farel A AW ek 345 Bl FAE WE

= Adwyd

oA sho] A Z 9] =W of 3 LDAP 1 & =2|7} Xl%ﬂ% o5+ 5 a7 7k
w7k Golal A 5 slFu ek ol & S, ISP= 2P AF AMA| 242 H8 2 st 7
e A N A skl A MulAE 35S dmueh e A e *H
2T YYD °ﬂ F7tal oF sk - S5

2415 FES AHEShE A Foll= TLAZF 283 A 245 B b5 ofof gt of 4
TLA® 1213 &S SPACI Al 9103 st

133



SPAE M 2 E Al 5k9l A S wbEa 1 2 A AL ALE AE| T OAE ARE
%k,
2% Al A A E A £ Ta) 2 d 8] S e,
(RE Hnlo)
VIS
SaA =3
(=MQI: siroce.com)
| |
DEF HIJ SESTA
37 =3 29 == A ==
(=mQl: siroe.com) (=MIQl: siroe.com) (=MI2l: sesta.com)
I- ----------- :' ----------- 1 I- ----------- :' ----------- 1 I- ----------- :' ----------- 1
' userl (SPA) 1 | userd (OA2) 1 | userl (OA3) !
1 user2 (OAl) ! 1 user5 1| user2 !
I user3 i\ ! user6 ] E user3 i
e cccmccccm e e e mccmccccm e .
23 A1 AR 2 FF A B AE RS St HE R =2 1Y)
25 A-19] el A= st e FF Al 2 S Bod Fuh shAIRE Y E 2| st
EEESTE ECEE L e
of el ofl 4] k2] Ahe] & Th33} 2o 9e) vk,
B SPAT VIS 35 %A £% 2 o] 2A 9] X E 519 RA S He| T AgE Zhg o
SPA & DEF £ 7] 9] user1ol Al A1 A = Fvch
= OAlelgte o] 59 &4 el A7 &5 £ <l DEFE #e|3hvth o] OA 9 &
DEF 2% 2] user2°l A A& 5 i1t
® OA2+ 391 242 HJE el o] OA 932 HIJ 2% 2] user4ol 7
7 A = Ei%LlE}
m OA32 A A =%l SESTAS #e|jhuth o] OA o932 SESTA £ 9] user1el 7l
AR s g gvieh
SESTA= AA £2A 024 178 o] F F7H& Z+F1th SESTA(sesta . com
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EL kg A g elo] b A dif 59 o] E 4 el gt

da_base/1ib/config-templates

ol wj 7} M2} 3 % & Aol th et A ©l <= Sun Java System Communications Services
Schema Reference«] 5%, “Communications Services Delegated Administrator Classes
and Attributes(Schema 2)” %! 37, “Messaging Server and Calendar Server
Attributes” S 32 5H4 A &

®  ugldapbasedn
HE el A AbgA/ L dlol B o] FE Alv| e
d& =9 w53 Atk
o=usergroup
dc=red,dc=iplanet,dc=com

®  maildomain_dn
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maildomain_dn_str
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mlm rl
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Bl

o] W7 M= da.provider.skeleton.1dif B E 2| Eof 4] of 2] =&

A e,

o & 59 chet R,

sunProviderOrgDN: o=MyProviderOrg, o=siroe.com, o=susergroup
o=MyProviderOrg

sunBusinessOrgBase: o=MyProviderOrgdomainsroot, o=usergroup
servicepackage
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m  domain_name
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sunAssignableDomains: <domain name>

sunPreferredDomain % associatedDomain <4 ol

259 eh)

sunAssignableDomains:
sunAssignableDomains:
sunAssignableDomains:
sunAssignableDomains:
sunAssignableDomains:

®  provider_sub_org

=i}
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siroe.com
siroe.net
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sunProviderOrgDN:
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d & 59 v Zah
preferredMailHost: mail.siroe.com

m  goailable_domain_name
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uid: userl
®  spa_password
SPA AH-&-AFe] vl &
d & 59 v Zau vk
userPassword: x12P3&grS

®  spa_firstname

SPA AH-&-AF2] o] &
dE =4 o3 e
givenname: John

®  spa_lastname
SPA AF-8-A}2] A
d & s vh53 2auth
sn: Smith

®  spa_servicepackage

SPA A& A}oll Al A/ A= Au
30 ¥ o] 2] “A]n] 2 3] 7] &)

d& 59 v 2ath
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|2 o}
B AEIAALL.

®  spa_mailaddress
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da.provider.skeleton.ldif 3 ¥4S HA}8IAL o] 55 vl
Delegated Administrator 4 #| A] da.provider.skeleton.1dif 3% o] th&
tE Eglo] AR g
da_base /1ib/config-templates
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B <ugldapbasedn>

® <maildomain_dn>

B <maildomain dn str>

B <providerorgs>

®m <servicepackage>(th%E )

® <domain names>(thF Ft

® <provider sub_ orgs>

® <preferredmailhosts>

B cavailable domain names(th3s %)
® cavailable services>(t}% #)
B <spa uids>

B <spa password>

B <spa firstname>

B <spa lastname>

B <spa_ servicepackages>

B <spa mailaddress>

ol i) ot Al H S ol v 7k & 2)<= Sun Java System Communications
Services Schema Reference®] 57, “Communications Services Delegated
Administrator Classes and Attributes(Schema 2)” 2 374, “Messaging Server
and Calendar Server Attributes” 5 3£ 54 A &



4. LDAP Y8 E 2] EF 1ldapmodifyS AH8-3le] tlH gl T3 gA £3 ¢
SPAE A A et
o5 EH oS HES AR F AdFh

ldapmodify -D <directory manager> -w <passwords> \
-f <da.provider.finished.1ldif>

o171 4

<directory manager>+ Directory Server ¥2| A 2] o] Fsiv|th.

_,TL

<passwords+ Directory Service 2| AF2] v]H 5 ¢ 1]

<da.provider.finished.ldif>= A FF QA 2% 2 SPAZ A o] & E 2|0
2] X] =] {]XIE{J 1dif Jl]_ol o] o] E O‘L]E]—.

gt o] Anl s 2FA W E

B &Z7] E(da.provider.skeleton.1ldif)ol< A 54 =% 4 SPAE wh&7]
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ol A= Idif L el A w7 Mot sle A S 2o Fuvh 9 A A 7
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1dif 7+ ol 41 = w7 5ak A 8 ofF gtk Access Manager#t & ¥ 3k Al 2
TR glsdh

da.provider.skeleton.ldif 7} 9 (% A A)

All service packages in the system

may be assigned by leaving this value empty.
<domain name> :: One for each DNS name which may be assigned

to a subordinate organization.

#

# The following parameterized values must be replaced.

#

# <ugldapbasedn> :: Root suffix for user/group data

# <maildomain_dn> :: Complete dn of the mail domain underneath
# which the provider organization will be

# created.

# <maildomain_dn_str> :: The maildomain dn with all ’,’ replaced

# by ' ’'. E.g.

# dn --\> o=siroe.com,o=SharedDomainsRoot,
# o=Business,dc=red,dc=iplanet, dc=com

# dn_str --> o=siroe.com o=SharedDomainsRoot
# o=Business_dc=red_dc=iplanet_dc=com

# <providerorgs> : Organization value for provider node.

# <servicepackage> :: One for each service package to include.
#

#

#

#
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<spa_uids>
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These names form a proper subset (some or
all) of the names listed in the <maildomains>
organization’s sunpreferreddomain

and associateddomain attributes.

<provider sub org> :: Organization value for the shared subordinate

organization in which the Provider
Administrator resides.

<preferredmailhost> :: Name of the preferred mail host for the

provider’s subordinate organization.

<available domain name> :: one for each DNS name that an organization

allows an organization admin to use when
creating a user’s mail address. This is
a proper subset of the values given for
<domain_name> (sunAssignableDomains attribute).

<available_services> :: One for each service packags available to an

organization (sunAvailableServices attribute).
These service packages form a proper subset

of the ones assigned to a provider organization
- <servicepackage> (sunIncludeServices

attribute). Form is
<service package name>:<count>
where count is an integer. If count is absent

then default is unlimited.
The uid for the service provider administrator.

<spa_password> :: The password for the service provider
administrator.

<spa_firstname> :: First name of the service provider
administrator.

<spa_lastname> :: Last name of the service provider
administrator.

<spa_servicepackage> :: Service package assigned to the service

provider administrator.

<spa_mailaddress> :: The spa’s mail address. The domain part of the

mail address must be one of the values used for
<available_domain_ names.

#
# Provider Organization
#

dn: o=<providerorg>,<maildomain_dn>

changetype:

add

o: <providerorgs>

objectClass:
objectClass:
objectClass:
objectClass:
objectClass:

top
sunismanagedorganization
sunmanagedorganization
organization
sunManagedProvider

sunAllowBusinessOrgType: full

sunAllowBusinessOrgType: shared

sunBusinessOrgBase: o=<providerorg>domainsroot, <ugldapbasednx>
sunIncludeServices: <servicepackage>

sunAssignableDomains: <domain_name>

sunAllowMultipleDomains: true
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sunAllowOutsideAdmins: false
sunProviderOrgDN: o=<provider sub_orgs>,o=<providerorgs>,<maildomain_dn>

#

# .

# [Entries and ACIs required by Access Manager]
#

#

#

# Full Organizations node

#

dn: o=<providerorg>DomainsRoot, <ugldapbasedn>
changetype: add

o: <providerorg>DomainsRoot

objectClass: top

objectClass: organization

objectClass: sunmanagedorganization

#

# .

# [Entries and ACIs required by Access Manager]
#

#

#

# Provider Admin Role shared organizations

#

dn: cn=Provider Admin Role,o=<providerorgs,<maildomain_ dn>
changetype: add

cn: Provider Admin Role

objectClass: ldapsubentry

objectClass: nssimpleroledefinition
objectClass: nsroledefinition

objectClass: nsmanagedroledefinition
objectClass: iplanet-am-managed-role
objectClass: top

iplanet-am-role-description:

Provider Admin

#

# Provider Admin Role full organizations
#

dn: cn=Provider Admin Role, o=<providerorg>DomainsRoot, <ugldapbasedn>
changetype: add

cn: Provider Admin Role

objectClass: ldapsubentry

objectClass: nssimpleroledefinition
objectClass: nsroledefinition
objectClass: nsmanagedroledefinition
objectClass: iplanet-am-managed-role
objectClass: top

iplanet-am-role-description:

#

# Shared Subordinate Organization.

Provider Admin

Includes 1 user who is

# the Provider Administrator.

#
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dn: o=<provider sub_ orgs>,=<providerorg>,<maildomain_dn>
changetype: add

preferredMailHost: <preferredmailhosts>
sunNameSpaceUniqueAttrs: uid

o: <provider sub orgs>

objectClass: inetdomainauthinfo

objectClass: top

objectClass: sunismanagedorganization
objectClass: sunnamespace

objectClass: sunmanagedorganization

objectClass: organization

objectClass: sunDelegatedOrganization
objectClass: sunMailOrganization
sunAvailableDomainNames: <available_domain_name>
sunAvailableServices: <available_ services>
sunOrgType: shared

sunMaxUsers: -1

sunNumUsers: 1

sunMaxGroups: -1

sunNumGroups: 0

sunEnableGAB: true

sunAllowMultipleServices: true

inetDomainStatus: active
sunRegisteredServiceName: GroupMailService
sunRegisteredServiceName: DomainMailService
sunRegisteredServiceName: UserMailService
sunRegisteredServiceName: iPlanetAMAuthService
sunRegisteredServiceName: UserCalendarService
sunRegisteredServiceName: iPlanetAMAuthLDAPService
sunRegisteredServiceName: DomainCalendarService

[Entries and ACIs required by Access Manager]

H H H H H

dn: ou=People,o=<provider sub orgs>,o=<providerorgs>,<maildomain dn>
changetype: add

ou: People

objectClass: iplanet-am-managed-people-container

objectClass: organizationalUnit

objectClass: top

dn: ou=Groups,o=<provider sub orgs>,o=<providerorgs>,<maildomain_ dn>
changetype: add

ou: Groups

objectClass: iplanet-am-managed-group-container

objectClass: organizationalUnit

objectClass: top

[Entries and ACIs required by Access Manager]

H H H H
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#

# User - provider administrator

#

dn: uid=<spa uids,ou=People,o=<provider sub_ orgs>,o=<providerorg>, \
<maildomain_ dn>

changetype: add

sn: <spa_lastname>

givenname: <spa_firstname>

cn: <spa_firstname> <spa_ lastnames

uid: <spa_uids>

iplanet-am-modifiable-by: cn=Top-level Admin Role, <ugldapbasedn>

objectClass: inetAdmin

objectClass: top

objectClass: iplanet-am-managed-person

objectClass: iplanet-am-user-service

objectClass: iPlanetPreferences

objectClass: person

objectClass: organizationalPerson

objectClass: inetuser

objectClass: inetOrgPerson

objectClass: ipUser

objectClass: inetMailUser

objectClass: inetLocalMailRecipient

objectClass: inetSubscriber

objectClass: userPresenceProfile

objectClass: icsCalendarUser

mailhost: <preferredmailhost>

mail: <spa mailaddress>

maildeliveryoption: mailbox

mailuserstatus: active

inetCos: <spa_servicepackage>

inetUserStatus: Active

nsroledn: cn=Provider Admin Role,o=<providerorg>,<maildomain_ dn>

userPassword: <spa_ passwords>
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da_base/data/WEB-INF/classes/sun/comm/cli/
server/servlet/resource.properties

2. jdapi-wildorgsearchmaxresults < ¥ Fo2 AFA Ul A& &9
o } 2
=3 25l

jdapi-wildusersearchmaxresults=10

Tl e ol ® ARt 22 & EAEHA B 5 35yt Delegated
Administrator &l 4] A S5 55 /\} sl 5 2 A& HAS &

2155 e,

3) ] = }
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| £ EA8t 2 A S T she 23 22 dHbA 2l Delegated Administrator
| 455 A4 7] 21 Delegated Administrator7} ¥l £ 51 ) 218 o] 1A o] 4]

= o

(s = [e]
A&k JVM(Java Virtual Machine) 31 271& 5 7HA1 2 5 A5l § ZH o]y 9
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v Web Server JVM ¥ Z.7] 57}

@A 1. Web Server Administration Server®] Z1¢l 3},
2. Java Bl A JVM ¥4-& A9l

3. -Xmx256m ¥4 AF I}
o] FAel JVM ¥ 27| & A7t

4., -Xmx256m A4S Xmx1024m¥} Zo] of =L oz A3}

5 A AARE ARF

A48 Ar Web Server 2™ A

Web Server Administration Server AF-8- 2 JVM &4 A A of] tf gk AA| gk v &2 Sun
Java System Web Server 2] 4" 4] 2 Web Server Performance Tuning, Sizing,
and Scaling Guide S Fx3}4] 4] £

v Application Server JVM & Z7] 57}

274 1. Application Server Administration Server] & 11t}
2. JVM ¥4 22 o] &3 r}
3. -xmx256m +4S FAFch
ol FAol VM & 27|15 ARt
4. -¥mx256m ¥4 Xmx1024m¥ Zo] o £ o2 AP}

5. A AARS AR

A4 Fx Application Server ™ A

Application Server Administration Server A8 2 JVM =41 A A ol o gk &} g
-85 22 Sun Java System Application Server Documentation Center %
°]&3ked “JVM Advanced Settings” 5 41 & 54 4] £. == Sun Java System
Application Server Enterprise Edition 8.1 2005Q4 Performance Tuning Guide °|

”o

“Tuning the Java Runtime System”& &34 A] £
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A& AE Z A SEAL E A SEE A3 22 Delegated Administrator 7] 2 *é Okl
@A 71 214 Directory Server”} H# E 2] & A& wff AL-§-35h= A
SR E e

Al IAFE Bt =2 gho 2 HAste W dse.1dif FHL ol A
nssldap-allidsthreshold &4 #& WA},

o] $AL b3 & gro 7 A s 5 dFh
nssldap-allidsthreshold: 4000

nssldap-allidsthreshold® © &2 o2 Aol o & 9 vh23
st

nssldap-allidsthreshold: 200000

R ololt] A Fhell th &k A} gk W &2 Sun Java System Directory Server ¥l
Ar A o] “ojE B2 dlo] B A lslrel sl Al el E FESAIALL.
nssldap-allidsthreshold w42 & 9] tf 3t -8 Sun Java System Directory

Server Administration Reference | “Server Configuration Reference” !l i+
“Database Configuration Attributes” & Ft &84 4| 2.
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o] ¥ °ﬂ A= M A 1dif 3} Y (replacment .acis.1dif)S A5l FE A v| oo A
ACIE 33l 4123514 9= ACIE t]E Eg o A Al A= W el sl Av gt

LA gt 141 S olgf 174 #| o] A “ACI B3 % A A7 & Fx3514]

7 thgel s 7 ACIE 48k o & A A AL, BEAE Fol7] el AR e A,
chAl A4 st g Al ket

o] AAtell = tha3h o] H 7hA| A of &7 o] QlFuth

n FHF AR AE HE R E&of YA 28R dFuth

m  E[F AF$- A= Access Manager 5ol ) Al 28} A] b T

ol AloF =7 slel] ACI 53 2 Al Aol 1dif 34 & AH&F A A = U ACIE FA
e e 2o 2 Fo °lﬁ o}“xl ot 7LXP4 47 87 9 At mep Axm

AR of e},

(
-

AR B2 o] FFof SRl S 179 ol Al “7]E ACT 4= RS AL

W

I 522 = replacement.acis.1dif 3Ll A Fgsl= ACIl sl 2o}
F5 o] "ol EAYst= ACISH 57 o] F A H ACIE ‘/]‘ é ‘/]‘4 LA & W
5o FHEel =195 vl o] A “ACI &% B £47& FERAI L

o] #-Z o A= replacement .acis.1dif 3}L el o3 AHA 5= ACIES
Eis o] F-F2] FlH3tol gl 202 #| o] A] “A}-§-5}A| eFo} AHAI S

174

ACI 53 2 A A

o] Aol 1}d = 1dif 3} Y replacement.acis.ldifE= FE Fr|ofo A 53H ACIE
A A5t AbEEHA] 4 ACTE vl E gl ol A AR gk o}, o] 1dif 3} Y- Delegated
Administratoroll A A &stv] oS o] 2@ E 2o ¢ A g

da_base/1ib/config-templates

replacement acis.ldif 3¢ ‘:] E“EE] o] H-8&35}H(1dapmodify AHE)
ldapmodlfy HEy FE ﬂ‘j]oﬁ"ﬂ Nt aci HAY BEUAAEAE A AL o]
ACIE replacement.acis.1dif 392 ACIZ H}"lbl o},

%, o] AAfo| A= FE AFulojo| A E ACIE | A A 71@ tha ot of] vhed ¥l = ACI
Ao HF';L]E} t] 8 & 2] of| Portal Server?} 22 th& &-& ZE 13 4] A A&

ACI7} vt 2 ACIE 3¢l A A3 £ replacement .acis.1dif 3 Y&
4 8% b 2 5hel & 8 Eelol thAl A g of gt}

ACI Al Al o] 1dif 3L & A}-&3h= W ol o gk x| H 2 177 3l o] #] “ACI 1A @A &
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replacement.acis.ldif i1}

dn: SrootSuffix
changetype: modify
replace: aci
aci: (targetattr = “*”) (version 3.0; acl “Configuration Administrator”;
allow (all)
userdn="1dap:///uid=admin, ou=Administrators, ou=TopologyManagement,
o=NetscapeRoot” ;)
aci: (target="“ldap:///SrootSuffix”)
(targetfilter=(! (objectclass=sunServiceComponent)))
(targetattr != “userPassword||passwordHistory
| |passwordExpirationTime | |passwordExpWarned| |passwordRetryCount
| |retryCountResetTime | |accountUnlockTime | |passwordAllowChangeTime”)
(version 3.0; acl “anonymous access rights”;
allow (read,search,compare)

userdn = “ldap:///anyone”; )
aci: (targetattr != “nsroledn||aci||nsLookThroughLimit||nsSizeLimit
| InsTimeLimit | [nsIdleTimeout | |passwordPolicySubentry| |passwordExpiration
Time

| |passwordExpWarned| | passwordRetryCount | | retryCountResetTime
| |accountUnlockTime| |passwordHistory| |passwordAllowChangeTime | |[uid| |mem
beroOf
| |objectclass| |inetuserstatus||ou| |owner| |mail| |mailuserstatus
| |memberOfManagedGroup | |mailQuota| |mailMsgQuota| |mailhost
| ImailAllowedServiceAccess| |inetCOS| |mailSMTPSubmitChannel”)
(version 3.0; acl “Allow self entry modification”;
allow (write)
userdn ="1ldap:///self”;)
aci: (targetattr != " aci || nsLookThroughLimit || nsSizeLimit
|| nsTimeLimit|| nsIdleTimeout”)
(version 3.0; acl “Allow self entry read search”;
allow(write)
userdn ="1ldap:///self”;)
aci: (target="1ldap:///$rootSuffix”)
(targetattr="*")
(version 3.0; acl “S1IS Proxy user rights”;
allow (proxy)
userdn = “ldap:///cn=puser,ou=DSAME Users,
SrootSuffix”; )
aci: (target="ldap:///$rootSuffix”)
(targetattr="*")
(version 3.0; acl “S1IS special dsame user rights for all under the root
suffix”;
allow (all)
userdn = “ldap:///cn=dsameuser,ou=DSAME Users,
SrootSuffix”; )
aci: (target="1ldap:///$rootSuffix”)
(targetattr="*")
(version 3.0; acl “S1IS special ldap auth user rights”;
allow (read, search)
userdn = “ldap:///cn=amldapuser,ou=DSAME Users,
SrootSuffix”; )
aci: (target="ldap:///$rootSuffix”)
(targetattr="*")
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(version 3.0; acl “S1IS Top-level admin rights”;

allow (all)
roledn = “ldap:///cn=Top-level Admin Role,
SrootSuffix”; )
aci: (targetattr="*")
(version 3.0; acl “Messaging Server End User Administrator Read Only
Access”;

allow (read, search)
groupdn="1dap:///cn=Messaging End User Administrators Group, ou=Groups,

SrootSuffix”;)
aci: (targetattr="objectclass || mailalternateaddress || Mailautoreplymode
| | mailprogramdeliveryinfo || preferredlanguage || maildeliveryoption
|| mailforwardingaddress || mailAutoReplyTimeout
|| mailautoreplytextinternal
|| mailautoreplytext || vacationEndDate || vacationStartDate
|| mailautoreplysubject || maxPabEntries || mailMessageStore
|| mailSieveRuleSource || sunUCDateFormat || sunUCDateDeLimiter
|| sunUCTimeFormat || mailuserstatus || maildomainstatus”)
(version 3.0; acl “Messaging Server End User Administrator All Access”;
allow (all)
groupdn = “ldap:///cn=Messaging End User Administrators Group, ou=Groups,
SrootSuffix”;)
aci: (targetattr = “*”)

(version 3.0;acl “Allow Read-Only Access”;
allow (read,search,compare)
groupdn = “ldap:///cn=Read-Only, ou=Groups,
SrootSuffix” ;)

aci: (target="ldap:///cn=Organization Admin Role, ($dn), $SrootSuffix”)
(targetattr="*")
(version 3.0; acl “S1IS Organization Admin Role access deny”;
deny (write,add,delete,compare, proxy)
roledn = “ldap:///cn=Organization Admin Role, ($dn),
SrootSuffix”;)

aci: (target="1ldap:///($dn),$rootSuffix”)
(targetattr="*")
(version 3.0; acl “Organization Admin Role access allow read”;
allow (read, search)

roledn = “ldap:///cn=Organization Admin Role, [$dn],
SrootSuffix” ;)

aci: (target="1ldap:///($dn), $SrootSuffix”)
(targetfilter:(!(|(nsroledn:cn:Top—level Admin Role, $SrootSuffix)
(entrydn= ($dn) , SrootSuffix))))
( targetattr = “*7)
(version 3.0; acl “S1IS Organization Admin Role access allow”;
allow (all)
roledn = “ldap:///cn=Organization Admin Role, [$dn],
SrootSuffix”;)
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SEREEE

o] AatE A|#st7] Aol T E 2] o] 7|E ACIE # Atske o] S5t o] A Atel A
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]t'é ° & vyt tE E 2o Messagmg Server ©| 2] 2] 5§ ZE 2ol A A A ﬂ
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Aa a7 bl el elol A 4o

Access Manager "2 Messaging Server©l| 4 kL
2 E o] HE0o| Sl = ohE AS RIS

w179 3| o] A] “7]E ACI £4]”
m 195 # o] A “ACI & v
m 202 #| o] x| “AFL-G}x ] oo

ACI HHT7]

t}-g Ao A= FE Aulofof ol ACIE T35l 43514 ¥+ ACIE A A sl=
upe S dv g o),

v ACIE °PH = W
A 1. A FE Hulold 9= ACIE ARZ Y}
o} o9} 2ol 1dapsearch W H S A+ 4 o F Uk

ldapsearch -D “cn=Directory Manager” -w <password> -s base -b
<SrootSuffix> aci=* aci ><filename>

o] 7] A

<password>+ Directory Server #2| At 2] v] ™ & 31|t}
<$rootSuffix>+ FE A 7| {(e: o=usergroup)y H .
<filename>< A A E ACIZt 7] 55 = 314 9 o] &t

2. replacement.acis.ldif I¥-& EA}SIL o] & HA Tl

Delegated Administrator 4 #| A| replacement.acis.1ldif 3} % o] th5
ol & £ 2]o A A o)

da_base /1ib/config-templates
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3. replacement .acis .1dif 399 FAFE A $rootSuffix F5o AR Fch
FE Au]o] w7} M $rootSuffix s 3l @ == FE Hr|o|(d: o=usergroup)®
W74 g ok $rootSuffix v 7N W= 1dif 3 el 4] o 2] Ael| Ve E R b
AAEIAE npHof ghch

O

4. LDAP ¥ £ 2] = 1dapmodifyS 483l ACIE vlE Yt}
A& Eo, oh2 HHES AT F s

ldapmodify -D <directory manager> -w <passwords -f
<replacement.acis.finished.1ldif>

o] 7] A
<directory manager>+ Directory Server 2] A+ 2] o] 54t}
<password>+ Directory Service ¥2] A+ 2] v] ™ & g1},

<replacement.acis.finished.ldif>+ HHEEE oA ACIE &35t
A A =S HWAE 1dif 9L 2 o] 5tk

A5 &% ACI A A

Delegated Administrator TEE st 2R S RbE A 24 k=] ACI 1+

shubh erE el e,

oro] Aol A WA ACI7F A A F| gl en® o] 2AM ACIE H o] 4 2 2514
%5 Y th. Access Manager <2 AF-&-3ho] A ACIZF A A =1 2] 974 &
syt

9

by

ol

v A =24 ACIE AlA
@A 1. amadmin® E AM Z£F° 2 1A}
AM 22 thg URLell $ A gt
http://< machine name>: <port >/amconsole
o] 7] A
<machine name>- Access Manager”}t 43 5%
<port>w EE S th

2. Aulz 74 e Ad e,
Aoz ghe] T4 B 0|27k EAH L )

3. ZF9 2 EFA A vl 4 ACI7HA ol & 2T EF et
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4, FA B2 9 ACI 92 E A Ao A BE ACIE A9 &lo] AHA| g},
AR " AAHE ARG}

i

5.

71& ACI &4

o] A °] FEFof 4] = Access Manager 2 Messaging Server 4 | A| t] & E 2]of A x| %l
ACIE Hof Fuch ek 7F ACT®] 7|58 A9l sl g ACTE BE, 58 AUA
o W 7i°\lxl A kg ot

ACIE= ths W52 vyt

179 s o] #] “F-E A u|of”

181 ¥ o] A| “Access Manager”

183 | o] A “Z| AL 9] = Wl 23 ] o g
184 sl o] x| “x| A 9] A A ] d&”
185 | o] A] “AM A}A|”

187 | o] & “AM ™~

188 | o] Z] “AM &7] ol A 2~ A X
189 o] ] “AM A H| o] He| o~
190 #H o] A “FA A &1 g A7

191 # o] A “AM 2= A 32| o3~

193 # o] A] “AM 7| E}”

193 ¥ o] Z] “Messaging Server”

& ]

dn: SrootSuffix

#

# consolidate

#

aci:

(targetattr != “nsroledn || aci || nsLookThroughLimit || nsSizeLimit ||
nsTimeLimit || nsIdleTimeout || passwordPolicySubentry

|| passwordExpirationTime

|| passwordExpWarned || passwordRetryCount || retryCountResetTime

|| accountUnlockTime || passwordHistory || passwordAllowChangeTime”)

(version 3.0; acl “Allow self entry modification except for nsroledn, aci,
resource limit attributes, passwordPolicySubentry and password policy state
attributes”;

allow (write)

userdn ="ldap:///self”;)

Zral. gt
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o] Fulofo]] AAH o2 AN AT HQ = glFh o] ACIE HA =n] FE Fujo]9
A ACTel &3 4 Tt
#
# retain
#
aci:
(targetattr = “*7)
(version 3.0; acl “Configuration Administrator”;
allow (all)
userdn = “ldap:///uid=admin, ou=Administrators,

ou=TopologyManagement , o=NetscapeRoot” ;)

]— o—l 7_]_;]
slapd-config QA& °ﬂ i @ PTA(Pass-Through Authentlcatlon) s 53l A=
“admin” AH-&#F4 L] ot ZE 7ol WHE e EE 2SSl Directory Manageri

S= 7 ol ACIE 28 glerveh *Mﬂ il o] AH8-AF Aoz qlT o sh=
ZdFoll= ol ACIE 7)ol Bad = slsyth vl <3 ACTE AAE 914 .

#

# discard

#

aci:

(targetattr ="*")

(version 3.0;acl “Configuration Administrators Group”;

allow (all)

(groupdn = “ldap:///cn=Configuration Administrators, ou=Groups,
ou=TopologyManagement, o=NetscapeRoot”) ;)

Zhel: B& DB Wl Eof 4] AbA|

A he] AgE Y el F& o] AHEE = Aol d3hE 2= “Configuration
Administrators” & % Yt}

#

# discard

#

aci:

(targetattr ="*")

(version 3.0;acl “Directory Administrators Group”;

allow (all)

(groupdn = “ldap:///cn=Directory Administrators, SrootSuffix”) ;)
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1L

)
hnd

: 22 DB ¥ ol Sof| 4] 247

A WHA el “Directory Administrators” L& gk g 2] vt}

#

# discard

#

aci:

(targetattr = “*x7)

(version 3.0; acl “SIE Group”;

allow (all)

groupdn = “ldap:///cn=slapd-whater, cn=Sun ONE Directory Server,
cn=Server Group, cn=whater.red.iplanet.com, ou=red.iplanet.com,
o=NetscapeRoot"” ;)

Access Manager

# retain

#

aci:

(target="1dap:///$rootSuffix”)

(targetattr="*")

(version 3.0; acl “S1IS Proxy user rights”;

allow (proxy)

userdn = “ldap:///cn=puser,ou=DSAME Users, $SrootSuffix”; )

Zred: 4]

o] ACI= Access Manager A 28l Ab-& Akl o g A &~ A 3hg o g},

#
# retain
#
aci:
(target="1dap:///$rootSuffix”)
(targetattr="*")
(version 3.0; acl “S1IS special dsame user rights for all under the

L
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root suffix”;

allow (all)

userdn = “ldap:///cn=dsameuser,ou=DSAME Users, SrootSuffix”; )
Zhed: A

°] ACIE Access Manager A| 28] AF-§-Atel] tf @k o) Al 2~ A k& Fof g},
#

# retain

#

aci:

(target="1dap:///SrootSuffix”) (targetattr="+*") |

(version 3.0;acl “S1IS special ldap auth user rights”;

allow (read,search)

userdn = “ldap:///cn=amldapuser,ou=DSAME Users, SrootSuffix”; )
Aol A

o] ACI= Access Manager A 2~ 8l Ab-&Abell off g o} A 2~ A 3h5 Fof g},

#

# discard

#

aci:

(target="1dap:///cn=amldapuser, ou=DSAME Users, SrootSuffix”)
(targetattr = “*7)

(version 3.0;
acl “S1IS special ldap auth user modify right”;
deny (write)

roledn != “ldap:///cn=Top-level Admin Role, SrootSuffix”;)
Zred: AbA|
o] ACI+ # 49| #2] AHTLA)7} amldapuser Al A S AT = A gt

#

# retain

#

aci:

(target="1dap:///SrootSuffix”)

(targetattr="*")

(version 3.0; acl “S1IS Top-level admin rights”;
allow (all)
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roledn = “ldap:///cn=Top-level Admin Role, $SrootSuffix”; )

ZF

|

ind

: A

o

>

i

CI 2749 el Ak o ol A g Al 2~ AghE F-of 3ot

#

# discard

#

aci:

(targetattr="iplanet-am-saml-user || iplanet-am-saml-password”)
(targetfilter=" (objectclass=iplanet-am-saml-service)”)

(version 3.0; acl “S1IS Right to modify saml user and password”;

deny (all)

(roledn != “ldap:///cn=Top-level Admin Role, $SrootSuffix”)

AND (userdn != “ldap:///cn=dsameuser,ou=DSAME Users, SrootSuffix”)
AND (userdn != “ldap:///cn=puser,ou=DSAME Users, $rootSuffix”); )
2ey; A

#

# discard

#

aci:

(target="1dap:///$rootSuffix”)

(targetfilter=(! (nsroledn=cn=Top-level Admin Role, $rootSuffix)))
(targetattr = “*x7)

(version 3.0; acl “S1IS Top-level Help Desk Admin Role access allow”;
allow (read, search)

roledn = “ldap:///cn=Top-level Help Desk Admin Role, $rootSuffix”;)
Zbal: A A

#

# discard

#

aci:

(target="1dap:///$rootSuffix”)

L
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(targetfilter=(! (nsroledn=cn=Top-level Admin Role, SrootSuffix)))
(targetattr = “userPassword”)

(version 3.0; acl “S1IS Top-level Help Desk Admin Role access allow”;
allow (write)

roledn = “ldap:///cn=Top-level Help Desk Admin Role, $rootSuffix”;)
Aol AL

= o) H 3 ol 5}

A A A 9

#

# discard

#

aci:

target="1dap:///SrootSuffix”)
(targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix))))
(targetattr = “*7)

(version 3.0; acl “S1IS Top-level Policy Admin Role access allow”;
allow (read, search)
roledn = “ldap:///cn=Top-level Policy Admin Role, $rootSuffix”;)

Zhad: AbA|

ol ACI= |49l A Fhe] &3t edof glssh

#

# discard

#

aci:

(target="1dap:///ou=iPlanetAMAuthService, ou=services, *SrootSuffix”)
(targetattr = “*x")

(version 3.0; acl “S1IS Top-level Policy Admin Role access Auth Service
deny” ;

deny (add,write,delete)

roledn = “ldap:///cn=Top-level Policy Admin Role, $rootSuffix”;)

ARl AL

bi

|7491 3

2
)
o
12
st

3}

i

dol Qlsuth

o] ACI=

#
# discard

#
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aci:

(target="1dap:///ou=services, *$rootSuffix”)

(targetattr = “*x7)

(version 3.0; acl “S1IS Top-level Policy Admin Role access allow”;
allow (all)

roledn = “ldap:///cn=Top-level Policy Admin Role, $rootSuffix”;)
Ao A4
o] ACI= #|4+9] BA | Az o] shs

#

# discard

#

aci:

(target="1dap:///SrootSuffix”)

(targetfilter=" (objectclass=sunismanagedorganization)”)
(targetattr = “sunRegisteredServiceName”)

(version 3.0; acl “S1IS Top-level Policy Admin Role access allow”;
allow (read,write, search)

roledn = “ldap:///cn=Top-level Policy Admin Role, SrootSuffix”;)
Zral: A A
o] ACI= |49 A& | &3 Addo] shst

AM A}A|

#

# consolidate

#

aci:

(targetattr = “*7)

(version 3.0;

acl “S1IS Deny deleting self”;
deny (delete)

userdn ="ldap:///self”;)

zrod. whol A 7] ACIE £33t & E AL A= AR S u]Zalo] o] W g2 ¢ AbA| st
Astel Yor e WAH AYE BaatA g

A S AR ACLF Shtiich WA ARE o o)9] §Ro| 2xg
AL #) 7] b g o)
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#

# consolidate

#

aci:

(targetattr = “objectclass || inetuserstatus

|| iplanet-am-user-login-status

|| iplanet-am-web-agent-access-allow-list

|| iplanet-am-domain-url-access-allow

|| iplanet-am-web-agent-access-deny-list || iplanet-am-user-account-life
|| iplanet-am-session-max-session-time || iplanet-am-session-max-idle-time
|| iplanet-am-session-get-valid-sessions

|| iplanet-am-session-destroy-sessions

|| iplanet-am-session-add-session-listener-on-all-sessions

|| iplanet-am-user-admin-start-dn

|| iplanet-am-auth-post-login-process-class”)

(targetfilter=(! (nsroledn=cn=Top-level Admin Role, SrootSuffix)))
(version 3.0; acl “S1IS User status self modification denied”;

deny (write)

userdn ="1ldap:///self”;)

zted. oke) A4 ~7] ACIE 53

p}

HAl 2-7] A& A sk ACT F sty et

#

# consolidate

#

aci:

(targetattr != “iplanet-am-static-group-dn || uid || nsroledn || aci

| | nsLookThroughLimit || nsSizeLimit || nsTimeLimit || nsIdleTimeout
memberOf || iplanet-am-web-agent-access-allow-list

N

|| iplanet-am-domain-url-access-allow

|| iplanet-am-web-agent-access-deny-list”)

(version 3.0; acl “S1IS Allow self entry modification except for nsroledn,
aci, and resource limit attributes”;

allow (write)

userdn ="1dap:///self”;)

zkol: whe) A4A| 7] ACIE E7

Aghs A= ACL T btk

#
# consolidate
#

aci:
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(targetattr != “aci || nsLookThroughLimit || nsSizeLimit || nsTimeLimit
|| nsIdleTimeout || iplanet-am-domain-url-access-allow”)

(version 3.0; acl “S1IS Allow self entry read search except for nsroledn,
aci, resource limit and web agent policy attributes”;

allow (read, search)

userdn ="1ldap:///self”;)

zhel: el AHA| 227] ACIZ 53

P

PR 7] A& A= ACT 5 bl v o).

AM °}¥

#

# consolidate

#

aci:

(target="1dap:///ou=services, SrootSuffix”)
(targetfilter=(! (objectclass=sunServiceComponent)))
(targetattr = “*x7)

(version 3.0; acl “S1IS Services anonymous access”;
allow (read, search, compare)
userdn = “ldap:///anyone” ;)

™

tol: ok o v ACIZ 53

o7 FEHg Folah ACT 5 ahibel e,

#

# consolidate

#

aci:
(target="1dap:///ou=iPlanetAMAdminConsoleService, *, SrootSuffix”)
(targetattr = “*x7)

(version 3.0; acl “S1IS iPlanetAMAdminConsoleService anonymous access”;
allow (read, search, compare)
userdn = “ldap:///anyone” ;)

Zhel gt oW ACIZ 53
o A& Fofsk= ACI 5 shtsiv et

L
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#

# discard

#

aci:

(target="1dap:///SrootSuffix”)
(targetfilter=(entrydn=SrootSuffix))

(targetattr="*")

(version 3.0; acl “S1IS Default Organization delete right denied”;
deny (delete)

userdn = “ldap:///anyone”; )

el A

°] ACI= rootdn ©] ¢ 8] AFg§A7} 7] &2 2 A& AHA| & 4= gLA §h o},

#

# discard

#

aci:

(target="1dap:///cn=Top-level Admin Role, SrootSuffix”)
(targetattr="*")

(version 3.0; acl “S1IS Top-level admin delete right denied”;
deny (delete)

userdn = “ldap:///anyone”; )

ZRe: ARA|

o] ACI+= rootdn ©] 9| 8] A}-&A7F TLA 9 &5 A A = 9 A o)

AM 227] R A 2~ A -

#

# discard

#

aci: (targetattr = “*”)

(version 3.0; acl “S1IS Deny write to anonymous user”;
deny (add,write,delete)
roledn ="1ldap:///cn=Deny Write Access, SrootSuffix”;)

Zkad: AbA|

o] ACIE= 27| QA2 75 &3} o] gl ot
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AM ZH o]y He] I3

#

# discard

#

aci:

target="1dap:/// ($dn) , SrootSuffix”)
targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)

nsroledn=cn=Top-level Help Desk Admin Role, SrootSuffix)
nsroledn=cn=Top-level Policy Admin Role, SrootSuffix))))

(
(
(
(
(
(

targetattr != “nsroledn”)
version 3.0; acl “S1IS Container Admin Role access allow”;
allow (all)
roledn = “ldap:///cn=Container Admin Role, [$dn], $rootSuffix”;)
Zred: A A
ol ACI= HHl o] ¥te] &3t Iy o] gls5u it
#
# discard
#
aci:

(target="1dap:///cn=Container Admin Role, ($dn), SrootSuffix”)
(targetattr="*")

(version 3.0; acl “S1IS Container Admin Role access deny”;
deny (write,add,delete,compare,proxy)

roledn = “ldap:///cn=Container Admin Role, ($dn), SrootSuffix”;)
Zrel: A A
o] ACI= HH o] ¥te] &3 3l o] gls5ch.

#
# discard
#
aci:
(target="1dap:///ou=People, SrootSuffix”)
targetfilter:(!(\(nsroledn:cn:Top—level Admin Role, SrootSuffix)

(

(nsroledn=cn=Top-level Help Desk Admin Role, SrootSuffix)
(nsroledn=cn=Top-level Policy Admin Role, SrootSuffix)
(nsroledn=cn=0Organization Admin Role, SrootSuffix)
(nsroledn=cn=Container Admin Role, SrootSuffix))))
(targetattr != “iplanet-am-web-agent-access-allow-list
|| iplanet-am-domain-url-access-allow

L
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|| iplanet-am-web-agent-access-deny-list || nsroledn”)

(version 3.0; acl “S1IS Group and people container admin role”;

allow (all)

roledn = “ldap:///cn=ou=People dc=red dc=iplanet_dc=com, $rootSuffix”;)

ZRe: AHA|

ol ACI= 27 9 AHs el o] 3e] 23t o] glmurh

# discard

#

aci: (extra verses dreambig)

(target="1dap:///SrootSuffix”)
(targetfilter:(!(|(nsroledn:cn:Top—level Admin Role, SrootSuffix)
(nsroledn=cn=Top-level Help Desk Admin Role, SrootSuffix)
(nsroledn=cn=Top-level Policy Admin Role, SrootSuffix)
(nsroledn=cn=0Organization Admin Role, SrootSuffix))))

(targetattr = “*x7)

(version 3.0; acl “S1IS Organization Help Desk Admin Role access allow”;
allow (read,search)

roledn = “ldap:///cn=Organization Help Desk Admin Role, $rootSuffix”;)

Zked: AbA|

o] ACI= =4 =& vl 2= 3] 43 wdo] glFu

#

# discard

#

aci:

target="1dap:///SrootSuffix”)
targetfilter:(!(|(nsroledn:cn:Top—level Admin Role, SrootSuffix)

(
(
(nsroledn=cn=Top-level Help Desk Admin Role, SrootSuffix)
(nsroledn=cn=Top-level Policy Admin Role, SrootSuffix)
(nsroledn=cn=0Organization Admin Role, $SrootSuffix))))

(targetattr = “userPassword”)

(version 3.0; acl “S1IS Organization Help Desk Admin Role access allow”;
allow (write)

roledn = “ldap:///cn=Organization Help Desk Admin Role, SrootSuffix”;)
Ated: A
o] ACI= 2% T ol A= 3] oats} e o] 95
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AM 7 3] A

#

# consolidate

#

aci: (different name - “allow all” instead of “allow”)
target="1dap:/// ($dn) , $rootSuffix”)
targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)

(
(
(nsroledn=cn=Top-level Help Desk Admin Role, SrootSuffix)
(nsroledn=cn=Top-level Policy Admin Role, $rootSuffix))))
(targetattr != “nsroledn”)

(version 3.0; acl “S1IS Organization Admin Role access allow all”;
allow (all)

roledn ="1ldap:///cn=0Organization Admin Role, [$dn], $rootSuffix”;)

A 53

#

# consolidate

#

aci:

(target="1dap:///cn=0rganization Admin Role, ($dn), $rootSuffix”)
(targetattr="*")

(version 3.0; acl “S1IS Organization Admin Role access deny”;
deny (write,add,delete,compare, proxy)

roledn = “ldap:///cn=Organization Admin Role, ($dn), $rootSuffix”;)

=k

g:i

#

# consolidate

#

aci: (missing)

(target="1dap:/// ($dn), $SrootSuffix”)

(targetattr="*")

(version 3.0; acl “Organization Admin Role access allow read to org node”;
allow (read,search)

roledn = “ldap:///cn=Organization Admin Role, ($dn), $rootSuffix” ;)

Zral: gt

L
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#

# consolidate

#

aci:

(target="1dap:/// ($dn), SrootSuffix”)
(targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)
(nsroledn=cn=Top-level Help Desk Admin Role, $SrootSuffix))))
(targetattr != “nsroledn”)

(version 3.0; acl “Organization Admin Role access allow”;

allow (all)

roledn = “ldap:///cn=Organization Admin Role, [$dn], $rootSuffix”;)
e 5%

#

# consolidate

#

aci:

(target="1dap:/// ($dn), $SrootSuffix”)

(targetattr!="businessCategory || description || facsimileTelephoneNumber
| | postaladdress || preferredLanguage || searchGuide || postOfficeBox ||
postalCode

| | registeredaddress || street || 1 || st || telephonenumber

| |Imaildomainreportaddress

| | maildomainwelcomemessage || preferredlanguage || sunenablegab”)

(version 3.0; acl “Organization Admin Role access deny to org node”;
deny (write,add,delete)

roledn = “ldap:///cn=Organization Admin Role, ($dn), $rootSuffix” ;)
Zel: 55

ol ACI= 24 ] J&3} o] slFth

#

# consolidate

#

aci:

(target="1dap:/// ($dn), SrootSuffix”)
(targetfilter=(1(|(nsroledn:cn:Top—level Admin Role, SrootSuffix)

(nsroledn=cn=Top-level Help Desk Admin Role, SrootSuffix))))
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(targetattr != “nsroledn”)

(version 3.0; acl “S1IS Organization Admin Role access allow all”;
allow (all)

roledn = “ldap:///cn=Organization Admin Role, [$dn], SrootSuffix”;)

Zral: Egt

AM 7] €}

discard

H H H H*

aci:

(target="1dap:///SrootSuffix”)

(targetattr!="nsroledn”)

(version 3.0; acl “S1IS Group admin’s right to the users he creates”;
allow (all)

userattr = “iplanet-am-modifiable-by#ROLEDN” ;)

ACIE ¢loll" iplanet-am-modifiable-by 43 & F A gho]
v| 2 sl o},

Messaging Server

#

# consolidate

#

aci:

(target="1dap:///$rootSuffix”)

(targetattr="*")

(version 3.0; acl “Messaging Server End User Administrator Read
Access Rights -

product=SOMS, schema 2 support,class=installer,num=1,version=1";
allow (read, search)

groupdn="1dap:///cn=Messaging End User Administrators Group, ou=Groups,
SrootSuffix”;)

ztal: &3t

ol ACI= "I A1 25 AH&AH del A 5ol e Adhs Foq3hoh

L
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#

# consolidate

#

aci:

(target="1dap:///SrootSuffix”)
(targetattr="objectclass||mailalternateaddress| |mailautoreplymode

| [mailprogramdeliveryinfo| |nswmextendeduserprefs| |preferredlanguage

| Imaildeliveryoption| |mailforwardingaddress

| [mailAutoReplyTimeout | |mailautoreplytextinternal | |mailautoreplytext

| |vacationEndDate| | vacationStartDate| |mailautoreplysubject | |pabURI

| |[maxPabEntries||mailMessageStore||mailSieveRuleSource| | sunUCDateFormat
| | sunUCDateDeLimiter | |sunUCTimeFormat”)

(version 3.0; acl “Messaging Server End User Adminstrator Write

Access Rights -

product=SOMS, schema 2 support,class=installer,num=2,version=1";

allow (all)

groupdn="1dap:///cn=Messaging End User Administrators Group, ou=Groups,
SrootSuffix” ;)

zhad: &3t

o]l ACI= "l A1 A 2 & AR&AF 32l Ak 2ol e Aghs Foq 3t

#

# consolidate

#

aci:

(targetattr="uid| |ou| |owner||mail||mailAlternateAddress

| |ImailEquivalentAddress | |memberOf

| | inetuserstatus| |mailuserstatus||memberOfManagedGroup| |mailQuota

| [mailMsgQuota| |inetSubscriberAccountId||dataSource| |mailhost

| ImailAllowedServiceAcces| |pabURI | | inetCOS| |mailSMTPSubmitChannel

| |[acim)
(targetfilter=(&(objectClass=inetMailUser) (! (nsroledn=cn=0Organization
Admin Role, *))))

(version 3.0; acl “Deny write access to users over Messaging Server
protected attributes -

product=SOMS, schema 2 support,class=installer,num=3,version=1 “;
deny (write)

userdn = “ldap:///self”;)

o] & AHAl A& HAsh= ACL 5 shbsd vl

194  Sun Java System Communications Services 6 2005Q4 Delegated Administrator 42 ™ 4 « 2005d 10%



ACI 53 v &

o] Ao F5of A= vH E ] A ACI
replacement .acis.ldifel Al F&E ACIE 2o Fuch ACI A o o &+ x| &2
(e}

177 sl o] &] “ACI 2L A& FHEFA A 2.

1

ACIE %o 2 vpguch W Fuieh e ACI7F HA F A5 2 B35 ACIF L thgo
A Y}

195 s o] & “ef o v AA| 2~ A7

196 # o] A] “F§F v AA| 2~ A7

196 3| o] #] “A = o] A ACI”

198 #| o] x| “5-3t A}A] ACI”

198 #| o] 7] “<l 2§ Messaging Server ACI”
199 ¥ o] #] “%&§ Messaging Server ACI”
200 = o] A] “e] == THe] ACT”

201 = o] ] “&g == THe] ACT”

Hl v A A~ AHgH

aci:

(targetattr != “userPassword || passwordHistory || passwordExpirationTime
|| passwordExpWarned || passwordRetryCount || retryCountResetTime ||
accountUnlockTime || passwordAllowChangeTime “)

(version 3.0; acl “Anonymous access”;
allow (read, search, compare)
userdn = “ldap:///anyone” ;)

aci:

(target="1dap:///cn=Top-level Admin Role, SrootSuffix”)
(targetattr="*")

version 3.0; acl “S1IS Top-level admin delete right denied”;
deny (delete)

userdn = “ldap:///anyone”; )

aci:

(target="1dap:///$rootSuffix”)

(targetfilter=(entrydn=$rootSuffix))

(targetattr="*")

(version 3.0; acl “S1IS Default Organization delete right denied”;
deny (delete)

userdn = “ldap:///anyone”; )

aci:
(target="1dap:///ou=services, $rootSuffix”)
(targetfilter=(! (objectclass=sunServiceComponent)))
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(targetattr = “*7)

(version 3.0; acl “S1IS Services anonymous access”;
allow (read, search, compare)

userdn = “ldap:///anyone” ;)

aci:
(target="1dap:///ou=iPlanetAMAdminConsoleService, *, SrootSuffix”)
(targetattr = “*7)

(version 3.0; acl “S1IS iPlanetAMAdminConsoleService anonymous access”;
allow (read, search, compare)
userdn = “ldap:///anyone” ;)

F3F o) a2 A

aci:

(target="1dap:///SrootSuffix”)

(targetfilter=(! (objectclass=sunServiceComponent)))
(targetattr != “userPassword||passwordHistory

| |passwordExpirationTime | |passwordExpWarned| |passwordRetryCount

| |retryCountResetTime | |accountUnlockTime | |passwordAllowChangeTime”)
(version 3.0; acl “anonymous access rights”;

allow (read,search, compare)

userdn = “ldap:///anyone”; )

FEo Sl= o] ACI= o™ ACI®| el 253 5L HA LS 583

=]
M FE

2

Aol S AdhE vhdstd Hulvh o] e A ACIE el A ()& AAT =4
Ao FAY

el AHAl ACT

aci:

(targetattr != “nsroledn || aci || nsLookThroughLimit || nsSizeLimit ||
nsTimeLimit || nsIdleTimeout || passwordPolicySubentry ||
passwordExpirationTime

| | passwordExpWarned || passwordRetryCount || retryCountResetTime ||
accountUnlockTime || passwordHistory || passwordAllowChangeTime”)
(version 3.0; acl “Allow self entry modification except for nsroledn, aci,
resource limit attributes, passwordPolicySubentry and password policy
state attributes”;

allow (write)

userdn ="1ldap:///self”;)

aci:

(targetattr = “*7)

(version 3.0; acl “S1IS Deny deleting self”;
deny (delete)

userdn ="1ldap:///self”;)
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aci:

(targetattr = “objectclass || inetuserstatus ||
planet-am-web-agent-access-allow-1list

|| iplanet-am-domain-url-access-allow

|| iplanet-am-web-agent-access-deny-list

|| iplanet-am-user-account-life || iplanet-am-session-max-session-time
|| iplanet-am-session-max-idle-time

|| iplanet-am-session-get-valid-sessions

|| iplanet-am-session-destroy-sessions

|| iplanet-am-session-add-session-listener-on-all-sessions

|| iplanet-am-user-admin-start-dn

|| iplanet-am-auth-post-login-process-class”)

(targetfilter=(! (nsroledn=cn=Top-levelAdmin Role, SrootSuffix)))
(version 3.0; acl “S1IS User status self modification denied”;

deny (write)

userdn ="1ldap:///self”;)

aci:

(targetattr != “iplanet-am-static-group-dn || uid || nsroledn || aci
|| LookThroughLimit

|| nsSizeLimit || nsTimeLimit || nsIdleTimeout || memberOf ||

planet-am-web-agent-access-allow-1list

|| iplanet-am-domain-url-access-allow ||
planet-am-web-agent-access-deny-list”)

(version 3.0; acl “S1IS Allow self entry modification except
for nsroledn, aci, and resource limit attributes”;

allow (write)

userdn ="1ldap:///self”;)

aci:

(targetattr != “aci || nsLookThroughLimit || nsSizeLimit || nsTimeLimit
|| nsIdleTimeout || iplanet-am-domain-url-access-allow”)

(version 3.0; acl “S1IS Allow self entry read search except for
nsroledn, aci, resource limit and web agent policy attributes”;

allow (read, search)

userdn ="ldap:///self”;)

aci:

(targetattr="uid| |ou||owner||mail||mailAlternateAddress

| ImailEquivalentaddress| |memberOf

| | inetuserstatus||mailuserstatus| |memberOfManagedGroup | |mailQuota

| [mailMsgQuota

| | inetSubscriberAccountId||dataSource| |mailhost | |mailAllowedServiceAccess
| |pabURI| | inetCOS| |mailSMTPSubmitChannel| |aci”)
(targetfilter=(&(objectClass=inetMailUser) (! (nsroledn=cn=0Organization Admin
role,*))))

(version 3.0; acl “Deny write access to users over Messaging Server
protected attributes -

product=SOMS, schema 2 support,class=installer,num=3,version=1 “;

deny (write)

userdn = “ldap:///self”;)
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%3+ zA| ACI

aci:

(targetattr != “nsroledn || aci
|| nsTimeLimit || nsIdleTimeout
asswordExpirationTime

nsLookThroughLimit || nsSizeLimit
passwordPolicySubentry ||

| | passwordExpWarned || passwordRetryCount || retryCountResetTime

| | accountUnlockTime || passwordHistory || passwordAllowChangeTime ||

id || memberOf

|| objectclass || inetuserstatus || ou || owner || mail || mailuserstatus
| | memberOfManagedGroup ||mailQuota || mailMsgQuota || mailhost

| | mailAllowedServiceAccess || inetCOS || mailSMTPSubmitChannel”)

(

version 3.0; acl “Allow self entry modification”;
allow (write)
userdn ="1dap:///self”;)

aci:

(targetattr != ™ aci || nsLookThroughLimit || nsSizeLimit
| | nsTimeLimit|| nsIdleTimeout”)

(version 3.0; acl “Allow self entry read search”;

allow (read, search)

userdn ="ldap:///self”;)

o+ B iplanet-am-* $4 72 ACI7F EA1 54 &5 7% deny 7t
7B Fe]BE BE deny ACI7} Al A YE writeE 3§38l ACIE 59 ACIE
S

= Messaging Server ACI

aci:

(target="1dap:///SrootSuffix”)

(targetattr="%*")

(version 3.0; acl “Messaging Server End User Administrator Read

Access Rights -

product=SOMS, schema 2 support,class=installer,num=1,version=1";

allow (read,search)

groupdn="1dap:///cn=Messaging End User Administrators Group, ou=Groups,
rootSuffix”;)

aci:

(target="1dap:///SrootSuffix”)
(targetattr="objectclass||mailalternateaddress| |mailautoreplymode] |
mailprogramdeliveryinfo

| Inswmextendeduserprefs| |preferredlanguage| |[maildeliveryoption| |
mailforwardingaddress

| [mailAutoReplyTimeout | |mailautoreplytextinternal| |mailautoreplytext] |

vacationEndDate

| |vacationStartDate| |mailautoreplysubject||pabURI | |maxPabEntries]| |
mailMessageStore

| |ImailSieveRuleSource| | sunUCDateFormat | | sunUCDateDeLimiter| |
sunUCTimeFormat”)
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(version 3.0; acl “Messaging Server End User Adminstrator Write

Access Rights -

product=SOMS, schema 2 support,class=installer,num=2,version=1";

allow (all)

groupdn="1dap:///cn=Messaging End User Administrators Group, ou=Groups,
rootSuffix” ;)

aci:

(targetattr="uid| |ou| |owner||mail||mailAlternateAddress]| |
mailEquivalentAddress| |memberOf

| | inetuserstatus| |mailuserstatus| |memberOfManagedGroup | |mailQuotal |
mailMsgQuota

| | inetSubscriberAccountId| |dataSource| |mailhost||mailAllowedServiceAccess

| |pabURI | | inetCOS| |mailSMTPSubmitChannel | |aci”)

(targetfilter=(&(objectClass=inetMailUser) (! (nsroledn=cn=0Organization Admin

Role, *))))

(version 3.0; acl “Deny write access to users over Messaging Server
protected attributes -

product=SOMS, schema 2 support,class=installer,num=3,version=1 “;
deny (write)

userdn = “ldap:///self”;)

5 % Messaging Server ACI
AHA] ACI= AHA| ACIell A1 A 2] 5 v e},

aci:

(targetattr="*")

(version 3.0; acl “Messaging Server End User Administrator
Read Only Access”;

allow (read, search)

groupdn = “ldap:///cn=Messaging End User Administrators
group, ou=Groups, SrootSuffix”; )

aci:

targetattr="objectclass || mailalternateaddress || Mailautoreplymode
| mailprogramdeliveryinfo || preferredlanguage || maildeliveryoption
| mailforwardingaddress || mailAutoReplyTimeout

| mailautoreplytextinternal

| mailautoreplytext || vacationEndDate || vacationStartDate

| mailautoreplysubject || maxPabEntries || mailMessageStore

| mailSieveRuleSource || sunUCDateFormat || sunUCDateDeLimiter

| sunUCTimeFormat || mailuserstatus || maildomainstatus”)

version 3.0; acl “Messaging Server End User Administrator All Access”;
allow (all)

groupdn = “ldap:///cn=Messaging End User Administrators

group, ou=Groups, SrootSuffix” ;)

(
|
|
|
|
|
|
|
(

A e ACISH 5 <
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Aol 25 el ACI

aci: (different name - “allow all” instead of “allow”)
target="1dap:/// ($dn) , SrootSuffix”)
targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)

(
(
(nsroledn=cn=Top-level Help Desk Admin Role, $SrootSuffix)
(nsroledn=cn=Top-level Policy Admin Role, SrootSuffix))))
(
(

targetattr != “nsroledn”)
version 3.0; acl “S1IS Organization Admin Role access allow all”;
allow (all)

roledn ="1dap:///cn=Organization Admin Role, [$dn], SrootSuffix”;)

aci: (missing)

(target="1dap:/// ($dn), $SrootSuffix”)

(targetattr="%*")

(version 3.0; acl “Organization Admin Role access allow read to org node”;
allow (read, search)

roledn = “ldap:///cn=Organization Admin Role, ($dn), $rootSuffix” ;)
aci:

(target="1dap:/// ($dn) , SrootSuffix”)
(targetfilter=(1(|(nsroledn:cn:Top—level Admin Role, SrootSuffix)
(nsroledn=cn=Top-level Help Desk Admin Role, SrootSuffix))))
(targetattr != “nsroledn”)

(version 3.0; acl “Organization Admin Role access allow”;

allow (all)

roledn = “ldap:///cn=Organization Admin Role, [$dn], $rootSuffix”;)
aci:

(target="1dap:/// ($dn), SrootSuffix”)

(targetattr!="businessCategory || description || facsimileTelephoneNumber
|| postalAddress || preferredLanguage || searchGuide || postOfficeBox
| | postalCode

| | registeredaddress || street || 1 || st || telephonenumber

| | maildomainreportaddress

|| maildomainwelcomemessage || preferredlanguage || sunenablegab”)

(

version 3.0; acl “Organization Admin Role access deny to org node”;
deny (write,add,delete)
roledn = “ldap:///cn=Organization Admin Role, ($dn), $SrootSuffix” ;)

aci: (duplicate of per organization aci)
(target="1dap:///cn=0Organization Admin Role, ($dn), $rootSuffix”)
(targetattr="%*")

(version 3.0; acl “S1IS Organization Admin Role access deny”;
deny (write,add,delete, compare, proxy)

roledn = “ldap:///cn=Organization Admin Role, ($dn), SrootSuffix”;)

aci:
(target="1dap:///cn=0rganization Admin
Role, ($dn) ,dc=red,dc=iplanet,dc=com”)
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(targetattr="*")

(version 3.0; acl “S1IS Organization Admin Role access deny”;
deny (write,add,delete,compare, proxy)

roledn = “ldap:///cn=Organization Admin Role, ($dn), SrootSuffix”;)

aci:
(target="1dap:///o=£fullOrgl,o=VIS,o=siroe.com, o=SharedDomainsRoot,
o=Business, rootSuffix”)

(targetfilter:(l(\(nsroledn:cn:Top—level Admin Role, SrootSuffix)
(nsroledn=cn=Top-level Help Desk Admin Role,dc=red,dc=iplanet,dc=com))))
(targetattr = “nsroledn”)

(targattrfilters="add=nsroledn: (nsroledn=*,o0=fullOrgl, o=VIS, o=siroe.com,
o=SharedDomainsRoot, o=Business, SrootSuffix),

del=nsroledn: (nsroledn=*,0=fullOrgl, 0o=VIS, o=siroe.com, o=SharedDomainsRoot,
o=Business, SrootSuffix)”)

(version 3.0;

acl “S1IS Organization Admin Role access allow”;

allow (all)

roledn = “ldap:///cn=Organization Admin

Role,o0=fullOrgl, o=VIS, o=siroe.com, o=SharedDomainsRoot, o=Business,
SrootSuffix” ;)

aci:

(target="1dap:/// ($dn), SrootSuffix”)
(targetfilter:(!(\(nsroledn:cn:Top—level Admin Role, SrootSuffix)
(nsroledn=cn=Top-level Help Desk Admin Role, $SrootSuffix))))
(targetattr != “nsroledn”)

(version 3.0; acl “S1IS Organization Admin Role access allow all”;
allow (all)

roledn = “ldap:///cn=Organization Admin

Role, [$dn],dc=red,dc=iplanet,dc=com” ;)

(target="1dap:///cn=0rganization Admin Role, ($dn), $SrootSuffix”)
(targetattr="*")

(version 3.0; acl “S1IS Organization Admin Role access deny”;
deny (write,add,delete,compare,proxy)

roledn = “ldap:///cn=Organization Admin Role, ($dn), SrootSuffix”;)

aci:

(target="1dap:/// ($dn), SrootSuffix”)

(targetattr="*")

(version 3.0; acl “Organization Admin Role access allow read”;
allow (read, search)

roledn = “ldap:///cn=Organization Admin Role, [$dn], $rootSuffix” ;)

aci:
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target="1dap:/// ($dn) , $SrootSuffix”)

(

(targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)
(entrydn= ($dn) , SrootSuffix))))

( targetattr = “*7)

(version 3.0; acl “S1IS Organization Admin Role access allow”;
allow (all)

roledn = “ldap:///cn=Organization Admin Role, [$dn], SrootSuffix”;)

A4} 7) ekol AHA T ACT 2%

o] A2o] & E oA replacement .acis.1dif o] Tl Eg]of &&= uj
ALE5EA] 9 7] wlj ol T F E g of| A AA| 7] ACTE B.o] Fu T

A" ACIE thF HF 2 v v
m 202 # o] A] “Aiw] o]~
m 203 do] A “H A Eawdl AT e 9
w204 o] x| “E| 4] A | 97
m 205 ¥ °] A “Access Manager *™3”
m 205 7| o] A] “Access Manager 2=7] | 4| 2~ 7 5
m 205 3| ©] A] “Access Manager T €l o] 1] 3te] o3
m 206 dlo] A YA Eg d 2~
m 207 9 °] A “Access Manager 7| E}”
3
Ao of
# discard
#
aci:

(targetattr ="*")

(version 3.0;acl “Configuration Administrators Group”;

allow (all)

(groupdn = “ldap:///cn=Configuration Administrators, ou=Groups,
ou=TopologyManagement, o=NetscapeRoot”) ;)

#

# discard

#

aci:

(targetattr ="*")

(version 3.0;acl “Directory Administrators Group”;

allow (all)

(groupdn = “ldap:///cn=Directory Administrators, $rootSuffix”) ;)
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#

# discard

#

aci:

(targetattr = “x7)

(version 3.0;

acl “SIE Group”;

allow (all)

groupdn = “ldap:///cn=slapd-whater, cn=Sun ONE Directory Server, cn=Server
Group, cn=whater.red.iplanet.com, ou=red.iplanet.com, o=NetscapeRoot”;)

#
# discard - prevents TLA from modifying the amldapuser account.

#

aci:
(target="1dap:///cn=amldapuser, ou=DSAME Users, $SrootSuffix”)
(targetattr = “x7)

(version 3.0;
acl “S1IS special ldap auth user modify right”;
deny (write)

roledn != “ldap:///cn=Top-level Admin Role, $rootSuffix”;)

#

# discard - protects SAML related attributes

#

aci:

(targetattr="iplanet-am-saml-user || iplanet-am-saml-password”)

(targetfilter=" (objectclass=iplanet-am-saml-service)”)
(version 3.0; acl “S1IS Right to modify saml user and password”;

deny (all)

(roledn != “ldap:///cn=Top-level Admin Role, SrootSuffix”)

AND (userdn != “ldap:///cn=dsameuser,ou=DSAME Users, SrootSuffix”)
AND (userdn != “ldap:///cn=puser,ou=DSAME Users, $rootSuffix”); )

54ts) Eg vl B 9

#

# discard

#

aci:

(target="1dap:///SrootSuffix”)

(targetfilter=(! (nsroledn=cn=Top-level Admin Role, $rootSuffix)))
(targetattr = “*x7)

(version 3.0; acl “S1IS Top-level Help Desk Admin Role access allow”;
allow (read,search)
roledn = “ldap:///cn=Top-level Help Desk Admin Role, $rootSuffix”;)

#
# discard
#
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aci:

(target="1dap:///SrootSuffix”)

(targetfilter=(! (nsroledn=cn=Top-level Admin Role, SrootSuffix)))
(targetattr = “userPassword”)

(version 3.0; acl “S1IS Top-level Help Desk Admin Role access allow”;
allow (write)

roledn = “ldap:///cn=Top-level Help Desk Admin Role, $rootSuffix”;)

2p9) A A we) 4P

#

# discard

#

aci:

(target="1dap:///SrootSuffix”)
(targetfilter:(!(|(nsroledn:cn:Top—level Admin Role, SrootSuffix))))
(targetattr = “*7)

(version 3.0; acl “S1IS Top-level Policy Admin Role access allow”;
allow (read,search)

roledn = “ldap:///cn=Top-level Policy Admin Role, $rootSuffix”;)

#

# discard

#

aci:
(target="1dap:///ou=iPlanetAMAuthService, ou=services, *$rootSuffix”)
(targetattr = “*7)

(version 3.0; acl “S1IS Top-level Policy Admin Role access
Auth Service deny”;

deny (add,write,delete)

roledn = “ldap:///cn=Top-level Policy Admin Role, SrootSuffix”;)

#

# discard

#

aci:

(target="1dap:///ou=services, *$rootSuffix”)

(targetattr = “*7)

(version 3.0; acl “S1IS Top-level Policy Admin Role access allow”;
allow (all)

roledn = “ldap:///cn=Top-level Policy Admin Role, SrootSuffix”;)

#

# discard

#

aci:

(target="1dap:///SrootSuffix”)

(targetfilter=" (objectclass=sunismanagedorganization)”)
(targetattr = “sunRegisteredServiceName”)

(version 3.0; acl “S1IS Top-level Policy Admin Role access allow”;
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allow (read,write, search)
roledn = “ldap:///cn=Top-level Policy Admin Role, $rootSuffix”;)

Access Manager 1™

#

# discard - prevents anyone other than rootdn from deleting
# default organization.

#

aci:

(target="1dap:///SrootSuffix”)
(targetfilter=(entrydn=$rootSuffix))

(targetattr="*")

(version 3.0; acl “S1IS Default Organization delete right denied”;
deny (delete)

userdn = “ldap:///anyone”; )

#

# discard - prevents any user other than rootdn from deleting the
# TLA admin role.

#

aci:

(target="1dap:///cn=Top-level Admin Role, SrootSuffix”)
(targetattr="*")

version 3.0; acl “S1IS Top-level admin delete right denied”;

deny (delete)

userdn = “ldap:///anyone”; )

Access Manager 2-7] A 2~ A5

#

# discard

#

aci:

(targetattr = “*x7)

(version 3.0; acl “S1IS Deny write to anonymous user”;
deny (add,write,delete)

roledn ="1dap:///cn=Deny Write Access, $rootSuffix”;)

Access Manager Z1E| 0| 32| &

#

# discard

#

aci:

(target="1dap:/// ($dn) , SrootSuffix”)
(targetfilter:(!(\(nsroledn:cn:Top—level Admin Role, SrootSuffix)
(

nsroledn=cn=Top-level Help Desk Admin Role, $SrootSuffix)
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(nsroledn=cn=Top-level Policy Admin Role, $SrootSuffix))))

(targetattr != “nsroledn”)

(version 3.0; acl “S1IS Container Admin Role access allow”;
allow (all)

roledn = “ldap:///cn=Container Admin Role, [$dn], SrootSuffix”;)
#

# discard

#

aci:

(target="1dap:///cn=Container Admin Role, ($dn), SrootSuffix”)
(targetattr="*")

(version 3.0; acl “S1IS Container Admin Role access deny”;
deny (write,add,delete,compare,proxy)

roledn = “ldap:///cn=Container Admin Role, ($dn), $rootSuffix” ;)

#

# discard

#

aci:

target="1dap:///ou=People, $SrootSuffix”)
targetfilter=(1(|(nsroledn:cn:Top—level Admin Role, SrootSuffix)

(
(
(nsroledn=cn=Top-level Help Desk Admin Role, SrootSuffix)
(nsroledn=cn=Top-level Policy Admin Role, $rootSuffix)
(nsroledn=cn=Organization Admin Role, $rootSuffix)
(nsroledn=cn=Container Admin Role, $SrootSuffix))))
(targetattr != “iplanet-am-web-agent-access-allow-list
|| iplanet-am-domain-url-access-allow

|| iplanet-am-web-agent-access-deny-list || nsroledn”)

(version 3.0; acl “S1IS Group and people container admin role”;

allow (all)

roledn = “ldap:///cn=ou=People_dc=red_dc=iplanet_dc=com, $rootSuffix” ;)

#

# discard

#

aci: (extra verses dreambig)

(target="1dap:///SrootSuffix”)

(targetfilter=(! (| (nsroledn=cn=Top-level Admin Role, $rootSuffix)
(nsroledn=cn=Top-level Help Desk Admin Role, $SrootSuffix)
(nsroledn=cn=Top-level Policy Admin Role, SrootSuffix)
(nsroledn=cn=Organization Admin Role, $SrootSuffix))))

(targetattr = “*7)

(version 3.0; acl “S1IS Organization Help Desk Admin Role access allow”;
allow (read, search)

roledn = “ldap:///cn=Organization Help Desk Admin Role, $rootSuffix”;)
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# discard

#

aci:

target="1dap:///SrootSuffix”)
targetfilter:(!(\(nsroledn:cn:Top—level Admin Role, SrootSuffix)

(
(
(nsroledn=cn=Top-level Help Desk Admin Role, $SrootSuffix)
(nsroledn=cn=Top-level Policy Admin Role, SrootSuffix)
(nsroledn=cn=0Organization Admin Role, $rootSuffix))))

(targetattr = “userPassword”)

(version 3.0; acl “S1IS Organization Help Desk Admin Role access allow”;
allow (write)

roledn = “ldap:///cn=Organization Help Desk Admin Role, SrootSuffix”;)

Access Manager 7| E}

#

# discard - Removal disables the associated privileges to the attribute
# iplanetam-modifiable-by

#

aci:

(target="1dap:///$rootSuffix”)

(targetattr!="nsroledn”)

(version 3.0; acl “S1IS Group admin’s right to the users he creates”;
allow (all)

userattr = “iplanet-am-modifiable-by#ROLEDN” ;)
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