Technical Note: Sun Java System
Access Manager Cross-Domain
Single Sign-On

X Sun

microsystems

Sun Microsystems, Inc.
4150 Network Circle
Santa Clara, CA 95054
US.A.

Part No: 820-1165-10



Copyright 2007 Sun Microsystems, Inc. 4150 Network Circle, Santa Clara, CA 95054 U.S.A.  All rights reserved.

Sun Microsystems, Inc. has intellectual property rights relating to technology embodied in the product that is described in this document. In particular, and without
limitation, these intellectual property rights may include one or more U.S. patents or pending patent applications in the U.S. and in other countries.

U.S. Government Rights - Commercial software. Government users are subject to the Sun Microsystems, Inc. standard license agreement and applicable provisions
of the FAR and its supplements.

This distribution may include materials developed by third parties.

Parts of the product may be derived from Berkeley BSD systems, licensed from the University of California. UNIX is a registered trademark in the U.S. and other
countries, exclusively licensed through X/Open Company, Ltd.

Sun, Sun Microsystems, the Sun logo, the Solaris logo, the Java Coffee Cup logo, docs.sun.com, Java, and Solaris are trademarks or registered trademarks of Sun
Microsystems, Inc. in the U.S. and other countries. All SPARC trademarks are used under license and are trademarks or registered trademarks of SPARC
International, Inc. in the U.S. and other countries. Products bearing SPARC trademarks are based upon an architecture developed by Sun Microsystems, Inc.

The OPEN LOOK and Sun™ Graphical User Interface was developed by Sun Microsystems, Inc. for its users and licensees. Sun acknowledges the pioneering efforts
of Xerox in researching and developing the concept of visual or graphical user interfaces for the computer industry. Sun holds a non-exclusive license from Xerox to
the Xerox Graphical User Interface, which license also covers Sun's licensees who implement OPEN LOOK GUIs and otherwise comply with Sun's written license
agreements.

Products covered by and information contained in this publication are controlled by U.S. Export Control laws and may be subject to the export or import laws in
other countries. Nuclear, missile, chemical or biological weapons or nuclear maritime end uses or end users, whether direct or indirect, are strictly prohibited. Export
or reexport to countries subject to U.S. embargo or to entities identified on U.S. export exclusion lists, including, but not limited to, the denied persons and specially
designated nationals lists is strictly prohibited.

DOCUMENTATION IS PROVIDED “ASIS” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND WARRANTIES, INCLUDING ANY
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO
THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY INVALID.

Copyright 2007 Sun Microsystems, Inc. 4150 Network Circle, Santa Clara, CA 95054 U.S.A.  Tous droits réservés.

Sun Microsystems, Inc. détient les droits de propriété intellectuelle relatifs a la technologie incorporée dans le produit qui est décrit dans ce document. En particulier,
et ce sans limitation, ces droits de propriété intellectuelle peuvent inclure un ou plusieurs brevets américains ou des applications de brevet en attente aux Etats-Unis
et dans d'autres pays.

Cette distribution peut comprendre des composants développés par des tierces personnes.

Certaines composants de ce produit peuvent étre dérivées du logiciel Berkeley BSD, licenciés par 1'Université de Californie. UNIX est une marque déposée aux
Etats-Unis et dans d'autres pays; elle est licenciée exclusivement par X/Open Company, Ltd.

Sun, Sun Microsystems, le logo Sun, le logo Solaris, le logo Java Coffee Cup, docs.sun.com, Java et Solaris sont des marques de fabrique ou des marques déposées de
Sun Microsystems, Inc. aux Etats-Unis et dans d'autres pays. Toutes les marques SPARC sont utilisées sous licence et sont des marques de fabrique ou des marques
déposées de SPARC International, Inc. aux Etats-Unis et dans d'autres pays. Les produits portant les marques SPARC sont basés sur une architecture développée par
Sun Microsystems, Inc.

L'interface d'utilisation graphique OPEN LOOK et Sun a été développée par Sun Microsystems, Inc. pour ses utilisateurs et licenciés. Sun reconnait les efforts de
pionniers de Xerox pour la recherche et le développement du concept des interfaces d'utilisation visuelle ou graphique pour l'industrie de I'informatique. Sun détient
une licence non exclusive de Xerox sur l'interface d'utilisation graphique Xerox, cette licence couvrant également les licenciés de Sun qui mettent en place l'interface
d'utilisation graphique OPEN LOOK et qui, en outre, se conforment aux licences écrites de Sun.

Les produits qui font l'objet de cette publication et les informations qu'il contient sont régis par la legislation américaine en matiére de contréle des exportations et
peuvent étre soumis au droit d'autres pays dans le domaine des exportations et importations. Les utilisations finales, ou utilisateurs finaux, pour des armes nucléaires,
des missiles, des armes chimiques ou biologiques ou pour le nucléaire maritime, directement ou indirectement, sont strictement interdites. Les exportations ou
réexportations vers des pays sous embargo des Etats-Unis, ou vers des entités figurant sur les listes d'exclusion d'exportation américaines, y compris, mais de maniére
non exclusive, la liste de personnes qui font objet d'un ordre de ne pas participer, d'une fagon directe ou indirecte, aux exportations des produits ou des services qui
sont régis par la legislation américaine en matiére de contrdle des exportations et la liste de ressortissants spécifiquement designés, sont rigoureusement interdites.

LA DOCUMENTATION EST FOURNIE "EN LETAT" ET TOUTES AUTRES CONDITIONS, DECLARATIONS ET GARANTIES EXPRESSES OU TACITES
SONT FORMELLEMENT EXCLUES, DANS LA MESURE AUTORISEE PAR LA LOI APPLICABLE, Y COMPRISNOTAMMENT TOUTE GARANTIE
IMPLICITE RELATIVE A LA QUALITE MARCHANDE, A LAPTITUDE A UNE UTILISATION PARTICULIERE OU A L'ABSENCE DE CONTREFACON.

070625@17466



Technote: Cross-Domain Single Sign-On

This document contains the following sections:

= “Software Versions ” on page 3

“Introduction” on page 3

“CDSSO Overview” on page 5

“Configuring CDSSO” on page 10

“J2EE Agent Sample Use Case Protocol Exchange” on page 12

= “Web Policy Agents Use Case — Protocol Exchange” on page 31
= “Accessing Sun Resources Online” on page 44

Software Versions

This technical note is based on Sun Java System Access Manager 7.0 SP1, Sun Java System J2EE
Agent 2.2, and Sun Java System Web Policy Agent 2.2 . However, this document applies to the
following product versions until further notice:

= Access Manager 7.0
= J2EE agent2.2
= Web Policy Agent 2.2

Introduction

The Cross Domain Single Sign-On (CDSSO) is a mechanism by which a Single Sign On (SSO)
solution can be extended to Sun Java Enterprise System Access Manager protected resources in
different DNS domains. CDSSO makes it possible for users to authenticate once against Access
Manager in a primary DNS domain, and then access protected resources in other DNS
domains.



Introduction

CDSSO is a Sun proprietary mechanism from Access Manager, designed before Security
Assertion Markup Language (SAML) and the Liberty Alliance Project existed. CDSSO is still
available today in Access Manager and it is easier to set up and manage than SAML and Liberty
in certain cases.

The CDSSO Challenge

Conventional SSO works via HTTP cookies within a single DNS domain. In such situations,
Access Manager and agent-protected resources reside in the same DNS domain. When a user
successfully authenticates to Access Manager, an HTTP session cookie (also known as an SSO
token) will be set to the user's browser, with Access Manager's DNS domain as the cookie
domain. From this point on until the session terminates or expires, the browser will always
present the SSO token to any server in the same DNS domain (for example Access Manager
agents), based on the HT'TP protocol. This allows Access Manager and the policy agents to
reexamine the validity of the user session and identity, and then enforce security policies
without re-authentication.
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The SSO solution breaks down when the Access Manager and agents reside in different DNS
domains. For example, Access Manager and some agents may reside in www. primary.com while
some other agents reside in www. partner. com. During authentication to Access Manager, the
SSO token (HTTP cookie) will still be set to the browser with . primary.comas the cookie
domain. However, when the browser accesses agent-protected resources in www. partner. com,
it will not present the SSO token to the servers, as dictated by the HTTP protocol. To the Access
Manager agents, no SSO token means the user is not authenticated. The agents will force the
user to authenticate, which will then fall into a loop, since the Access Manager in the right DNS
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CDSSO Overview

domain will see the browser does have a valid session SSO token. The Access Manager will
redirect the browser back to the original requested resource in www. partner.com, thus leads to a
non-stopping loop.

CDSSO versus SAML/Liberty

CDSSO has nothing to do with SAML/Liberty even though its implementation uses Liberty-like
protocol exchange AuthNResponse. SAML/Liberty solves a broader set of SSO issues where
CDSSO focuses on a much narrower subset.

CDSSO requires all Access Manager policy agents to be configured to use a single Access
Manager server. This means only one user identity can exist in the entire system. In
SAML/Liberty, user identities can exist in multiple systems such as Service Providers (SPs) and
Identity Providers (IDPs). SAML/Liberty enables account mapping from IDP to SP. Account
mapping from IDP to SP is not possible with CDSSO. Because of the single user store
assumption, issues such as account mapping, attribute flow and session synchronization in
SAML/Liberty are not relevant to CDSSO. If the situation fits the following, then CDSSO may
be a simpler and more suitable solution than SAML/Liberty:

1. Only Sun Java System Access Manager and Sun policy agents are involved.

2. Access Manager policy agents are all configured to use the same Access Manager
infrastructure where multiple Access Manager instances can exist.

3. Access Manager uses a single user identity store.

4. Multiple Access Manager instances configured for high-availability must all reside in a
single DNS domain. Only policy gents can reside in different DNS domains.

CDSSO Overview

This section describes the over functionality for CDSSO for both J2EE and Web Policy Agents.

J2EE Agent CDSSO

Based upon the appropriate HT'TP protocols, an HTTP cookie will be presented to only a server
in the DNS domain that is set in the cookie. A server may only set a cookie within their own
domain. Hence, despite having a valid SSO token cookie in one domain, agent protected servers
in other domains are never presented with this cookie. CDSSO overcomes the problem with
coordinated work between two components:

1. On the Access Manager, Cross-Domain Controller (CDC) serlvet
http(s)://am_host:port/amserver/cdcserlvet

2. Onthe J2EE agent: CDSSO Redirect Servlet
http(s)://agent host:port/agentapp/sunwCDSSORedirectURI
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The CDSSO Redirect Servlet extracts the SSO Token sent by the CDC Servlet, and then sets the
same SSO Token cookie again. This time the SSO Token is set with the agent DNS domain as
the cookie domain. The purpose of CDSSO Redirect Servlet is to extract the SSO token sent by
CDC Servlet and sets the same SSO token cookie again but with the agent DNS domain as the
cookie domain. This process essentially duplicates the SSO token in the agent DNS domain
from the Access Manager DNS domain.

In the example illustrated above, the Access Manager server resides in DNS Domain-1,and a
Policy Agent/Protected Resource resides in DNS Domain-2. The following protocol illustrates
the CDSSO process:
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1. The user's browser attempts to access an Agent-protected resource in Domain-2.

2. With CDSSO enabled on this Agent, the Agent will redirect the browser to the cdcservlet on
the Access Manager. Without CDSSO enabled, the Agent will normally redirect the user to
Access Manager login URL for user login.

The browser follows the redirection and accesses the cdcservlet on the Access Manager.

4. Atthis time, the cdcservlet will need to determine if the ssotoken is valid and that the cookie
is for Domain-1. The cdcservlet forwards the request to Access Manager for token
validation.

5. Access Manager sends the response to the cdcservlet. If the ssotoken was found to be valid
and a cookie present for Domain-1, then proceed to Step 11

6. Since the ssotoken is invalid or absent, the cdcservlet forwards the request to the Access
Manager's Authentication Service. When this forwarding of the request is done, it does not
involve the client browser. The request is forwarded to the servlet/jsp in the container.

7. The Authentication Service presents the user with the login form.
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8. The user provides his credentials on the login page, clicks on the 'Submit' button. The
credentials use a POST action to the authentication module.

9. Ifauthentication is successful, the Authentication Service sets the ssotoken cookie for the
Domain-1. The Authentication Service then redirects the browser back to the cdcservlet.

10. The browser follows the redirection and accesses the cdcservlet on the Access Manager.
Now proceed to Step 4.

11. The CDC servlet retrieves the user's SSO Token for Domain-1, composes a Liberty-like
AuthNResponse message (LARES) with the SSOToken wrapped inside. The LARES
message is contained in a HTML FORM in the HTTP response page. The HTTP response
page also contains the directives to automatically post the form without the user interaction
to the Agent's sunwCDSSORedirect URI.

12. The browser, upon receiving the HT TP response, automatically posts the form to the
Agent's sunwCDSSORedirect URL

13. The Agent intercepts this request. Since it is sunwCDSSORedirect URI (part of URL that is
intercepted by the Agent) the Agent determines that it is a response from cdcservlet and
processes the CDSSO response. The Agent validates the ProviderID in the CDSSO response,
by comparing it with the registered Providers. If the provider validation fails, the user will be
denied access to the protected resource. If the provider validation is successful, the Agent
extracts the SSOToken and sets the cookie for Domain-2. Now the Agent retrieves the
original requested URL for the protected resource and does a redirect to it.

14. The browser receives the new cookie. Now the browser has two ssotoken cookies, they only
differ in their cookie domains. One is for Domain-1 and another is for Domain-2. The
browser follows the redirection to the protected resource, presenting the new SSO token.

15. The Agent intercepts the request for the protected resource, and requests Access Manager to
validate the ssotoken.

16. The Access Manager determines if the ssotoken is valid and the cookie is present for
Domain-1. The Access Manager sends it's response to the Agent. If the ssotoken was
evaluated to be invalid or absent, then proceed to Step 2.

17. Since the ssotoken was evaluated to be valid, the Agent next requests Access Manager for the
policy decision as pertaining to the protected resource.

18. The Agent receives the policy decision from Access Manager, and evaluates it to determine
if the user should be allowed or denied access to the protected resource. Based on the policy
evaluation, the Agent enforces the policy.

19. If the policy evaluation resulted in denying access for the user, the user will see a message to
that effect in the browser and not be able to access the protected resource. if the policy
evaluation resulted in allowing access to the user, the user will be shown the protected
resource.
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Note - In step 13 above, the current J2EE policy agent implementation sets an SSO token cookie
without a domain. Per cookie protocol, this means the cookie will be presented only when
accessing the server where the J2EE policy agent reside. The cookie will not be presented to any
other servers in the same domain.

The following diagram illustrates the sequence of the steps described in the previous section:
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Browser Protected Resource: AM: AM: AM:
Agent / Agent's sunwCDSSORedirectURI cdcserviet Auth Naming/Session/Policy

T T T T T
| | | | |
| | | | |
: 1) User atlempis to access a proleclad : : : :
| resource o | | i |
¥ Ll | | |
: 2) The Agent redirects the browser 1o : : : ;
| the cdcsarviet | | | i
[ .l | | |
| | | | |
| | | |
| 3) The browser follows trlre redirect to the cdcsenviet | | |
Ly T .t | |
: : : 4) The: odcsenrlei requests for S50Token ;
| | | validation i
| | L T il
| | | | |
: : : 5) 350Token ualld%llnn response is received. :
| | | fthe 550Token is valid, then proceed to step 11. |
| | - T "
| | | | |
4 i | 8) The cdcserviel | }
| | | forwards the request | I
| | | to the Authentication | |
| | | Sarvica | |
| | |
| | | | |
| | | |
. T) The Authentication Ser\a;oe presents the user with the appropriate login form | |
- T T ' |
| |

| 8) The user 1i|ls the form and submits his credentials | : ;
g T T - |
| | | | |
| |

| 9) The Authenfication Service sels %n S50Token with the domain and redirects g the cdcserviet : :
I—" T T T I
| | | | |
: 10} The browser follows the redirect o the cdeserviet, with a valid SS0Token. : : :
| Proceed Lo step 4. | | i

-
T T - I |
| | | | |
: 11) The cdcsarviel composes a Libert ! -like AuthNResponse message with the : : :
| 550Token and redirects the hrmusmq;n the Agent's sunwCDSSORedirectURI | | |
I 4 T T I I
| | | | |
| 12) The browser follows the rediractia | | . }
| the Agent's suanDSSOde\chlURL | | | |
2 Ll | | |
| | | | |
| | | | |
| | | | |
| | | | |
| 13) The Agent validates the ProvideriD | | | |
| In the AuthNResponse. | | | |
| If the validation fails, the Agent will dery | | | |
| access to the protected resource. | | | |
| If the validation is successful, the Agent: | | | |
| - extracts the S50Token from the | | | |
| AuthMResponse | | | |
| - the cookie is set with the Agent's | | | |
| domain | | | |
: - the access to the resource is allowed : : ! I
| and the browser is redirected to the | | : ;
ratecied resource.

|k | | | |
- ¥ | | |
| | | | |
| | | | |
| f | |

| 14) The browser follows the redirect to | | : ;
| the protectad resource | | | |
¥ Ll | | |
| | | | |
| | | |
| | 15) The agent requests for S50Token valqat\on ]
| ¥ T T )
| | | | |
| | e i’ 1 |
| | 16) S50Token Vah*ahun response s recejved, I
| | If the SS0Token is invaligfabsent, then procsed)lo step 2. |
| I T T 2
| | | | |
| | |

| | 17) The agent requests for policy decisi«%m ;
| ¥ T T Ll
| | | | |
| | |

| | 18) The Agent receives the policy dai:isilpn ;
| [ T T .
| | | | |
: 18} Based an the policy evaluation, the : : : :
| Agent allows/denies access to the | | | i
oz [ReATS | | | |
o | | |

.
Technote: Cross-Domain Single Sign-On 9



Configuring CDSSO

Web Policy Agent CDSSO

Web Policy Agent works similarly as the J2EE Policy Agent, except for a slight variance. No
CDSSO Redirect Servlet exists on the web policy agent because the agent is a NSAPI plugin.
Instead, the web policy agent is invoked via a URL parameter called sunwMethod. As a result, the
web policy agent combines the above steps 13-16 into a single step without the extra redirection
in Step 14. For more details, please refer to the section "Web Policy Agent Sample Protocol
Exchange" in this document.

Configuring CDSSO

10

This section describes the procedures to configure and implement CDSSO.

Configuring Access Manager for CDSSO

The CDC Servlet (/amserver/cdcservlet) is always available and enabled on the Access
Manager server. There are no special steps to install and configure it. However, if you deploy
multiple AM instances behind a load balancer, you need to configure the Access Manager
instances accordingly. The configuration has nothing to do with CDSSO. For instructions on
how to configure multiple Access Manager instances behind a load balancer, see "Deployment
Example: Access Manager Load Balancing, Distributed Authentication, and Session Failover" at
the following URL:

http://docs.sun.com/app/docs/doc/819-6258.

The policy agent part of the configuration will vary depending upon whether you are using a
single Access Manager instance or multiple Access Manager instances.

Configuring the J2EE Agent for CDSSO

For J2EE agents, the CDSSO Redirect Servlet is also deployed but disabled by default. No special
steps are required during agent installation. After the installation, you should see the following
default CDSSO processing properties in the AMAgent . properties file:

com.sun.identity.agents.config.cdsso.enable = false
com.sun.identity.agents.config.cdsso.redirect.uri = /agentapp/sunwCDSSORedirectURI
com.sun.identity.agents.config.cdsso.cdcservlet.url[0] =
https://am-pool®.red.iplanet.com:8443/amserver/cdcservlet
com.sun.identity.agents.config.cdsso.clock.skew = 0
com.sun.identity.agents.config.cdsso.trusted.id.provider[0] =
https://am-pool0@.red.iplanet.com:8443/amserver/cdcservlet
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Note - the URL https://am-pool@.red.iplanet.com:8443/amserver/cdcservliet points to
the CDC servlet on the Access Manager. The Access Manager protocol, host and port are
provided during the agent installation. The two properties, cdcservlet.urland provider,are
typically added by the agent installer.

If a J2EE agent resides in the same DNS domain as the Access Manager, CDSSO is not necessary
and should be disabled. Check AMAgent . properties and ensure this property value remains
the default "false": com.sun.identity.agents.config.cdsso.enable = false.

If aJ2EE agent resides in a different DNS domain than the Access Manager, CDSSO can be
enabled like this:

com.sun.identity.
com.sun.identity.

agents.config.cdsso.enable = true
agents.config.cdsso.redirect.uri = /agentapp/sunwCDSSORedirectURI

com.sun.identity.
https://am-pool0.
com.sun.identity.
com.sun.identity.

agents.config.cdsso.cdcservlet.url[0] =
red.iplanet.com:8443/amserver/cdcservliet
agents.config.cdsso.clock.skew = 0
agents.config.cdsso.trusted.id.provider[0] =

https://am-pool@.red.iplanet.com:8443/amserver/cdcservliet

If multiple Access Manager instances are behind a load balancer, then the actual Access
Manager CDC servlet URL for all Access Manager instances should be added to the trusted ID
provider list. This list will be consulted when the policy agent CDSSO Redirect Servlet receives
the AuthNResponse. If the individual Access Manager CDC servlet URLs are not in the list, the
agent rejects the AuthnReponse from a non trusted provider like this:

ERROR: LibertyAuthnResponseHandler : Response received from an untrusted provider
- https://ide-14.red.iplanet.com:443/amserver/cdcserviet

For example: if ide-14 and ide- 15 are two SSL-enabled Access Manager instances behind a
load balancer am-pool0. red. iplanet.com: 8443, then the agent CDSSO configuration should
look like this:

com.sun.identity.agents.config.cdsso.enable = true
com.sun.identity.agents.config.cdsso.redirect.uri = /agentapp/sunwCDSSORedirectURI
com.sun.identity.agents.config.cdsso.cdcservlet.url[0] =
https://am-pool@.red.iplanet.com:8443/amserver/cdcservlet
com.sun.identity.agents.config.cdsso.clock.skew = 0
com.sun.identity.agents.config.cdsso.trusted.id.provider[0]
https://am-pool@.red.iplanet.com:8443/amserver/cdcservlet
com.sun.identity.agents.config.cdsso.trusted.id.provider[1]
https://ide-14.red.iplanet.com:443/amserver/cdcserviet
com.sun.identity.agents.config.cdsso.trusted.id.provider([2]
https://ide-15.red.iplanet.com:443/amserver/cdcservlet
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Technically, you don't need the load balancer's URL in the trusted provider list. The load
balancer URL is derived from the detected Access Manager host, port, and URL, and then
added by the agent installer. But it doesn't hurt to have the load balancer URL in the trusted
provider list.

The clock skew factor is used to handle minor system clock drifts between the agent and the
Access Manager instances. Even with the presence of this parameter, it's a good practice to
synchronize system clocks between Access Manager servers and policy agents with a NTP
service.

Configuring the Web Policy Agent for CDSSO

Web policy agents CDSSO has considerably fewer configurable parameters than J2EE policy
agents. During the installation of the web policy agents, you are prompted to enable or disable
CDSSO. If you choose to enable, after the installation, you should see the following default
CDSSO processing properties in the AMAgent . properties file:

com.sun.am.policy.agents.config.cdsso.enable=true
com.sun.am.policy.agents.config.cdcservlet.url =
https://am-pool0@.red.iplanet.com:8443/amserver/cdcservlet

The URL https://am-pool@. red.iplanet.com:8443/amserver/cdcservlet points to the
CDC servlet on the Access Manager. The Access Manager protocol, host and port are provided
during the agent installation. The property cdcservlet.urlis typically added by the agent
installer.

J2EE Agent Sample Use Case Protocol Exchange

12

The following are actual protocol exchanges in the two use cases. In both use cases, the
configuration is as follows:

= The primary domain (where Access Manager resides) is . iplanet. com. The non-primary
domain is . sun.com.

= Inthe primary domain, there are two Access Manager instances:
ide-14.red.iplanet.com:443 and ide-15.red.iplanet.com:443. Both are behind a load
balancer am-pool0. red.iplanet.com:8443.

= Inthe primary domain, Agent #2 resides in am-v210-01.red.iplanet.com:7001 with
CDSSO disabled because it's in the same DNS domain as the Access Manager instances.

= Inthe non-primary domain, Agent #1 resides in comal-b.central.sun.com:80 with
CDSSO enabled.

= A protected resource /appl/testl.html is deployed on the servers of both agents.
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b
’ LB: am-pool0 red iplanet com:8443 ]

A 4 h
|A.\dee-i '.+ﬂ| |A.\i: ide-15;443|

.central.sun.com red.iplanet.com

In the use cases, we will demonstrate a CDSSO sequence from the primary domain to the
non-primary domain, and the reverse.

J2EE Use Case 1: Accessing a Protected Resource in the
Primary Domain First

In this use case, an unauthenticated user first accesses a resource under the agent #2 in the
Access Manager DNS domain (the primary domain). After the authentication, the Access
Manager sets an SSO token in domain . iplanet. com. Then the user accesses another resource
under agent #1 in a different domain . central. sun. com. The CDSSO sequence will be invoked
and access will be allowed without re-authentication.

1. Anunauthenticated user attempts to access
http://am-v210-01.red.iplanet.com:7001/appl/testl.html. The agent intercepts the
request and receives no SSO token. The agent responds with a redirection to the Access
Manager login page.

REQUEST:

GET /appl/testl.html HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*
Accept-Language: en-us

If-Modified-Since: Tue, 20 Jun 2006 11:03:04 GMT

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

Technote: Cross-Domain Single Sign-On 13



J2EE Agent Sample Use Case Protocol Exchange

SV1; .NET CLR 1.1.4322)
Host: am-v210-01.red.iplanet.com:7001

RESPONSE:

HTTP/1.1 302 Moved Temporarily

Date: Wed, 02 Aug 2006 12:26:47 GMT

Location: https://am-pool®@.red.iplanet.com:8443/amserver/UI/Login?goto=
http%3A%2F%2Fam-v210-01.red.iplanet.com%3A7001%2Fappl%2Ftestl.html

Content-Type: text/html

Connection: Close

2. The browser follows the redirection to access the Access Manager login page.
REQUEST:

GET /amserver/UI/Login?goto=
http%3A%2F%2Fam-v210-01.red.iplanet.com%3A7001%2Fappl%2Ftestl.html HTTP/1.0
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash,application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*
Accept-Language: en-us

If-Modified-Since: Tue, 20 Jun 2006 11:03:04 GMT

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;
SV1; .NET CLR 1.1.4322)

Host: am-pool@.red.iplanet.com:8443

Connection: Keep-Alive

RESPONSE:

HTTP/1.1 200 OK

Server: Sun-ONE-Web-Server/6.1

Date: Wed, 02 Aug 2006 12:26:52 GMT

Content-type: text/html;charset=UTF-8

Cache-control: private

Pragma: no-cache

Expires: 0

X-dsameversion: 7 2005Q4

Am_client type: genericHTML

Set-cookie: JSESSIONID=54C2BEA3ABIBEE7AC172AD396F6C012A;Path=/;Secure

Set-cookie: AMAuthCookie=AQIC5wM2LY4Sfcw%2F71xSeh8udj3%2FKcoBDs4FiDT70

zpFDjQ%3D%40AAJTSQACMTEAATMXAAIWMQ%3D%3D%23 ;
;Domain=.iplanet.com;Path=/

Set-cookie: amservercookie=0C;Domain=.iplanet.com;Path=/

<.... login in page content omitted by the author >

3. The user types in his credential on the login page and clicks Submit. A login form is posted
to Access Manager. If the user authenticates successfully, the Access Manager responds by
setting an SSO token (iPlanetDirectoryPro) inthe domain . iplanet. com. The response
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also redirects the browser to the original requested resource
http://am-v210-01.red.iplanet.com:7001/appl/testl.html.

REQUEST:

POST /amserver/UI/Login HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,

application/x-shockwave-flash, application/vnd.ms-excel,

application/vnd.ms-powerpoint, application/msword, */*

Referer: https://am-pool@.red.iplanet.com:8443/amserver/UI/
Login?goto=http%3A%2F%2Fam-v210-01.red.iplanet.com%3A7001%2Fappl%2Ftestl.html

Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded

Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: am-pool®.red.iplanet.com:8443

Content-Length: 144

Cache-Control: no-cache

Cookie: JSESSIONID=54C2BEA3ABIBEE7AC172AD396F6CQ12A;
AMAuthCookie=AQIC5wM2LY4Sfcw%2F71xSeh8udj3%2FKcoBDs4FiDT70zpF
DjQ%3D%40AAITSQACMTEAATMXAAIWMQ%3D%3D%23;
amservercookie=0C

RESPONSE:

HTTP/1.1 302 Moved Temporarily

Server: Sun-ONE-Web-Server/6.1

Date: Wed, 02 Aug 2006 12:27:01 GMT

Content-length: 0

Content-type: text/html

Cache-control: private

Pragma: no-cache

X-dsameversion: 7 2005Q4

Am_client type: genericHTML

X-autherrorcode: 0

Location: http://am-v210-01.red.iplanet.com:7001/appl/testl.html

Set-cookie: iPlanetDirectoryPro=AQIC5wM2LY4Sfcw%2F71xSeh8udj3%2
FKcoBDs4FiDT70zpFDjQ%3D%40AAITSQACMTEAATMXAAIWMQ%3D%3D%23;

Domain=.iplanet.com;Path=/

Set-cookie: AMAuthCookie=LOGOUT;Domain=.iplanet.com;Expires=Thu,

01-Jan-1970 00:00:10 GMT;Path=/

Connection: close

4. The browser follows the redirection to access
http://am-v210-01.red.iplanet.com:7001/appl/test.html. Note the SSO token
cookie iPlanetDirectoryPro is sentin the HTTP request to the server. The agent validates
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the SSO token and evaluates policies by interacting with the Access Manager in the
background. If the access is allowed, the server responds with the content of the protected
resource.

REQUEST:

GET /appl/testl.html HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,

application/x-shockwave-flash, application/vnd.ms-excel,

application/vnd.ms-powerpoint, application/msword, */*

Pragma: no-cache

Accept-Language: en-us

Cookie: amservercookie=0C; iPlanetDirectoryPro=AQIC5wM2LY4Sfcw%
2F71xSeh8udj3%2FKcoBDs4FiDT70zpFDjQ%3D%40
AAJTSQACMTEAATMXAAIWMQ%3D%3D%23

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: am-v210-01.red.iplanet.com:7001

Cache-Control: no-cache

RESPONSE:

HTTP/1.1 200 OK

Date: Wed, 02 Aug 2006 12:27:02 GMT
Content-Length: 88

Content-Type: text/html

Last-Modified: Tue, 20 Jun 2006 11:03:04 GMT
Set-Cookie: JSESSIONID=GQhWKgrXz1R8jCSpgncljXtzMdoM
jwnly9NXPjpZGCQn7jhX5wKd!384704559; path=/
Accept-Ranges: bytes

Connection: Close

<html>

<head>

<title>Testl HTMOL</title>

</head>

TEST1 HTML

</body>

</html>

The user now attempts to access another resource
http://comal-b.central.sun.com:80/appl/testl.html. Note the SSO token
iPlanetDirectoryPro is not sent in the HTTP request because the server
comal-b.central.sun.comdoes not match the cookie domain .iplanet.com. The agent,
receiving no SSO token, responds by redirecting the browser to the CDC servlet URL
https://am-pool@.red.iplanet.com:8443/amserver/cdcservlet.

REQUEST:

GET /appl/testl.html HTTP/1.0
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
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application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*
Accept-Language: en-us
Cookie: SUN ID=69.196.39.237:227251153914164
If-Modified-Since: Wed, 19 Jul 2006 14:43:46 GMT
If-None-Match: W/"88-1153320226000"
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;
SV1; .NET CLR 1.1.4322)
Host: comal-b.central.sun.com

RESPONSE:

HTTP/1.1 302 Moved Temporarily

Server: Sun-Java-System/Application-Server

Date: Wed, 02 Aug 2006 12:27:09 GMT

Content-type: text/html

X-powered-by: Servlet/2.4

Location: https://am-pool@.red.iplanet.com:8443/amserver/cdcserviet?goto=
http%3A%2F%2Fcomal-b.central.sun.com
%3A80%2Fagentapp%2FsunwCDSSORedirectURI&refererservliet=
http%3A%2F%2Fcomal-b.central.sun.com%3A80%2Fagentapp%
2FsunwCDSSORedirectURI&MajorVersion=1&MinorVersion=0&RequestID;
=s58c70ff292d4b9f9fbb211003528b7ab90de41229&ProviderID;=
http%3A%2F%2Fcomal-b.central.sun.com%3A80%2F%3FRealm%3D%252F&Issuelnstant;
=2006-08-02T12%3A27%3A09Z&ForceAuthn;=false&IsPassive;=false&Federate;=false

Set-cookie: amFilterCDSSORequest=AQICAtwmVLBfMe/

PgTWWIqWPST02eZo6rYLpQLiSI2Uk+Es+I25/

7Pb51DpLfNbM1S64amLqY9RLg1gib2HzbGgM+GKp/aF/

Ps1JYgcOwjKzAjZCBX+fDUtjQazNCAD+Xw0dOnVsdKuGHNs=; Path=/

Connection: close

A cookie amFilterCDSSORequest is set by the agent to save the user requested URL, its
access type (GET/POST), etc. and AuthnRequestID (value of RequestID query parameter).
This cookie is set before redirecting to the Access Manager's CDC Servlet. After getting the
AuthnResponse later from the CDC Servlet, the Agent then retrieves the information from
the amFilterCDSSORequest cookie to continue with the User's Original requested URL.

The redirection URL contains some parameters to be carried to the CDC servlet. Some of
these parameters are:

goto The URL to which CDC servlet will forward AuthNResponse.
MajorVersion ~ Major version is set 1. It is Liberty Federation Protocol major version.

MinorVersion  The minor version is set to 1. It is Liberty Federation Protocol minor
version.

RequestID Is an Authn Request ID. It is a uniquely generated id. It is of the form
sfollowed-by-20-digit-hexadecimal-string. Thisissentto CDC
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Servlet so that the its AuthnResponse later can contain this unique
identifier. The RequestID is used to tie the response coming back. It is
verified when the response comes back from the CDC servlet.

ProviderID It is Service Provider ID, which is the agent. The value will be of the form:
http://agent-host:port/?Realm=RealmName. Where RealmName is
what is configured for property
com.sun.identity.agents.config.organization.name in
AMAgent.properties.

Issuelnstant It is the time at which the AuthnRequest was created (being sent), in UTC
format.

6. The browser follows the redirection to access the CDC servlet. Note the SSO token
iPlanetDirectoryPro is sent in the HT'TP request because the server DNS domain matches
the cookie domain. The CDC servlet validates the SSO token and responds with an HTML
page. The page contains an HTML FORM which will be automatically posted to CDSSO
Redirect URL on the agent
(http://comal-b.central.sun.com:80/agentapp/sunwCDSSORedirectURI, based on the
"goto" parameter earlier). The form's hidden field LARES is an encoded Liberty-like
AuthnResponse that contains the existing SSO Token in the domain .iplanet. com.

REQUEST:

GET /amserver/cdcservlet?goto=

http%s3A%2F%2Fcomal-b.central.sun.com%3A80%2F

agentapp%2FsunwCDSSORedirectURI&refererserviet;=http%3A%2F%2
Fcomal-b.central.sun.com%3A80%2Fagentapp%2FsunwCDSSORedirectURI&
MajorVersion=1&MinorVersion=0&RequestID;
=s8c70ff292d4b9f9fbb211003528b7ab90de41229&ProviderID;
=http%3A%2F%2Fcomal-b.central.sun.com%3A80%2F%3FRealm%3D%252F&IssueInstant;
=2006-08-02T12%3A27%3A09Z&ForceAuthn;=false&IsPassive;
=false&Federate;=false HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,

application/x-shockwave-flash,application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Accept-Language: en-us

Cookie: JSESSIONID=54C2BEA3ABIBEE7AC172AD396F6C012A; amservercookie=0C;
iPlanetDirectoryPro=AQIC5wM2LY4Sfcw%2F71xSeh8udj3%2FKcoBDs4FiDT70zpF
DjQ%3D%40AAITSQACMTEAATMXAAIWMQ%3D%3D%23

If-Modified-Since: Wed, 19 Jul 2006 14:43:46 GMT

If-None-Match: W/"88-1153320226000"

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: am-pool@.red.iplanet.com:8443

Connection: Keep-Alive

RESPONSE:
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HTTP/1.1 200 OK

Server: Sun-ONE-Web-Server/6.1
Date: Wed, 02 Aug 2006 12:27:10 GMT
Content-type: text/html

Pragma: no-cache

Content-length: 3788

Connection: keep-alive

<HTML>

<BODY Onload="document.Response.submit()">

<FORM NAME="Response" METHOD="POST" ACTION=
"http://comal-b.central.sun.com:80/agentapp/sunwCDSSORedirectURI">
<INPUT TYPE="HIDDEN" NAME="LARES" VALUE="PGxpYjpBdXRob1lJ1c3BvbnNlIHhthG
5z0mxpYj@iaHROcDovL3Byb2plY3RsaWJI1lcnR5LmAyZy9zY2h1bWFzL2NvcmUvMjAwMi8xM
IgeGlsbnM6c2FtbD@idXJuOm9hc21z0m5hbWVzOnRjOINBTUWEMS4wOmFzc2VydGlvbiIge
G1lsbnM6c2FtbHA9INVybjpvYXNpczpuYW1llczp@YzpTQU1MOjEuMDpwcm90b2NvbCIgeGls

bnM6ZHMIImh@dHA6LY93d3cudzMub3InLzIwMDAVMDkveGlsZHNpZyMiIHhtbG5z0nhzaT@
iaHROcDovL3d3dy53My5vemcvMjAwWMSOYTUXTY2h1bWEtaW5zdGFuY2UiIFJ1c3BvbnN1SU
0ZmIx0Dg2Nzc4ZTBkMzMyMmEzMzFhYTg4MzMzOTMXN j ZmMmYwIiAgSW5SZXNwb25zZVRvPS
Jz0GM3MGZmM]j kyZDRiOWY5ZmJiMjEXMDAZNTI4YjdhYjkwZGUOMTIyOSIgIE1lham9yVmVyc
21vbj0iMSIgIE1pbm9yVmVyc21lvbj@iMCIgIELzc3V1SW5zdGFudD@iMjAwNi@wOCOWMLQx
g=="/>

</FORM>

</BODY></HTML>

The decoded AuthnResponse (line-wrapped) looks like this:

<lib:AuthnResponse xmlns:1lib=
"http://projectliberty.org/schemas/core/2002/12" xmlns
:saml="urn:oasis:names:tc:SAML:1.0:assertion" xmlns:samlp=
"urn:oasis:names:tc:SAML:1.0:protocol" xmlns:ds=
"http://www.w3.0rg/2000/09/xmldsig<" xmlns:xsi=
"http://www.w3.0rg/2001/XMLSchema-instance"
ResponseID="sb3f4fb1886778e0d3322a331aa8833393166F2f0"
InResponseTo="s8c70ff292d4b9f9fbb211003528b7ab90de41229"
MajorVersion="1"

MinorVersion="0"

Issuelnstant="2006-08-02T12:27:10Z">

<samlp:Status>

<samlp:StatusCode Value="samlp:Success">
</samlp:StatusCode>

</samlp:Status>

<saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" xmlns:xsi=
"http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:lib="http://projectliberty.org/schemas/core/2002/12"
1d="516703a57e86c8163160b2a2ab3ce76111lcc9ed5adl"
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MajorVersion="1"

MinorVersion="0"
AssertionID="s516703a57e86c8163160b2a2ab3ce76111cc9ed5a01"
Issuer="https://ide-14.red.iplanet.com:443/amserver/cdcserviet"
IssueInstant="2006-08-02T12:27:10Z"
InResponseTo="s58c70ff292d4b9f9fbb211003528b7ab90de41229"
xsi:type="1lib:AssertionType">

<saml:Conditions NotBefore="2006-08-02T12:27:10Z"
NotOnOrAfter="2006-08-02T12:28:10Z2" >
<saml:AudienceRestrictionCondition>
<saml:Audience>http://comal-b.central.sun.com:80/?Realm=%2F</saml:Audience>
</saml:AudienceRestrictionCondition>

</saml:Conditions>

<saml:AuthenticationStatement

AuthenticationMethod="LDAP"

AuthenticationInstant="2

006-08-02T12:27:012"

ReauthenticateOnOrAfter="2006-08-02T12:28:10Z"
xsi:type="1lib:AuthenticationStatementType">

<saml:Subject

xsi:type="1lib:SubjectType"><saml:NameIdentifier
NameQualifier="https://ide-14.red.iplanet.com:443/amserver/cdcserviet">
AQIC5wWM2LY4Sfcws2F71xSeh8udj3%2FKcoBDs4FiDT70zpFDjQ%3D%40AAITSQACMTEAAL
MxAAIWMQ%3D%3D%23</saml:NameIdentifier>

<saml:SubjectConfirmation>
<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:bearer
</saml:ConfirmationMe>

</saml:SubjectConfirmation>

<lib:IDPProvidedNameIdentifier
NameQualifier="https://ide-14.red.iplanet.com:443/amserver/cdcserviet" >
AQIC5wM2LY4Sfcw%2F71xSeh8udj3%2FKcoBDs4FiDT70zpFDjQ%3D%40AAITS
QACMTEAATMXAAIWMQ%3D%3D%23</1ib: IDPProvidedNameIdentifier>
</saml:Subject><saml:SubjectLocality IPAddress="192.18.72.87"
DNSAddress="ide-14.red.iplanet.com" />
<lib:AuthnContext><lib:AuthnContextClassRef>http://www.projectliberty.org/
schemas/authctx/classes/Password</lib:AuthnContextClassRef>
<lib:AuthnContextStatementRef>http://www.projectliberty.org/schemas/
authctx/classes/Password</lib:></1lib:AuthnContext>
</saml:AuthenticationStatement></saml:A>
<lib:ProviderID>https://ide-14.red.iplanet.com:443/amserver/cdcserviet
</lib:Provide></lib:AuthnResponse>

7. The browser automatically posts the form with LARES to
http://comal-b.central.sun.com:80/agentapp/sunwCDSSORedirectURI without the
user interaction. The agent responds by setting a new SSO token iPlanetDirectoryPro
with an empty cookie domain. A cookie without a domain will be restricted to be sent to the
originating server only in the future. Also note the cookie value is exactly the same as the one
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set in Step 3 response by Access Manager. The HTTP response also redirects the browser to
the original requested resource http://comal-b.central.sun.com:80/appl/testl.html.

REQUEST:

POST /agentapp/sunwCDSSORedirectURI HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded

Pragma: no-cache

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: comal-b.central.sun.com

Content-Length: 3592

Cookie: amFilterCDSSORequest=AQICAtwmVLBfMe/PgTWWIqWPST02eZo6rYLpQLiSI2Uk+Es+I25/

7Pb51DpLfNbM1S64amLqY9RLg1lgib
2HzbGgM+GKp/aF/Ps1JYgcOwjKzAjZCBX+fDUtjQazNCAD+XwOdOnVsdKuGHNs=;
SUN ID=69.196.39.237:227251153914164

RESPONSE:

HTTP/1.1 302 Moved Temporarily

Server: Sun-Java-System/Application-Server

Date: Wed, 02 Aug 2006 12:27:12 GMT

Content-type: text/html

X-powered-by: Servlet/2.4

Location: http://comal-b.central.sun.com:80/appl/testl.html

Set-cookie: iPlanetDirectoryPro=AQIC5wM2LY4Sfcw%s2F71xSeh8udj3%
2FKcoBDs4FiDT70zpFDjQ%3D%40AAITSQACMTEAATMXAAIWMQ%3D%3D%23; Path=/

Set-cookie: amFilterCDSSORequest=reset;

Expires=Thu, 01-Jan-1970 00:00:10 GMT; Path=/

Connection: close

In responding to this request, the agent goes through the following steps to validate the
received AuthnResponse:

a. First the requestID (saved in the amFilterCDSSORequest cookie) is verified against the
responselD of the AuthnResponse.

b. The status code of the AuthnResponse is verified to see if it is successful.
The assertions are extracted from the AuthnResponse. There should be only 1.

d. From the Assertion, the issuer is extracted and is verified against the policy agent list of
trusted ID providers. If the issuer is not in the policy agent trusted list, then user request
is blocked. These trusted ID providers are governed by property, as we discussed in the
conﬁguration section,
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com.sun.identity.agents.config.cdsso.trusted.id.providerx. These IDs should
contain URLs of the actual Access Manager instances (not the load-balancer URL).

e. The conditions that are in the assertion are also validated. The main one is the date
validity condition. The date validity attributes, not before and notOnorAfter, are verified
to verify the assertion has not expired. Hence time synchronization between Access
Manager and Agent is essential. Also the skew factor provided in AMAgent
com.sun.identity.agents.config.cdsso.clock.skew helpsto overcome any
network latencies.

In the response, cookie amFilterCDSSORequest is removed by setting the expiration date in
the past.

8. The browser follows the redirection to access the protected resoruce again at
http://comal-b.central.sun.com:80/appl/test.html. Note the new SSO token is sent
to the server. The agent validates the SSO token, evaluates the policies and allows the access.
The server responds with the content of the protected resource.

REQUEST:

GET /appl/testl.html HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Accept-Language: en-us

Pragma: no-cache

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: comal-b.central.sun.com

Cookie: iPlanetDirectoryPro=AQIC5wM2LY4Sfcw%2F71xSeh8udj3%2FKcoB
Ds4FiDT70zpFDjQ%3D%40AAITSQACMTEAATMXAAIWMQ%3D%3D%23;

SUN ID=69.196.39.237:227251153914164

RESPONSE:

HTTP/1.1 200 OK

Server: Sun-Java-System/Application-Server
Date: Wed, 02 Aug 2006 12:27:13 GMT
Content-length: 88

Content-type: text/html

X-powered-by: Servlet/2.4

Etag: W/"88-1153320226000"

Last-modified: Wed, 19 Jul 2006 14:43:46 GMT
Connection: close

<html>

<head>
<title>Testl HTML</title>
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</head>
body>
Testl HTML
</body>
</html>

J2EE Agent Use Case 2: Accessing a Protected Resource
in a Non-Primary Domain First

In this use case, an unauthenticated user first accesses a protected resource in the non-primary
domain (. sun. com). He then accesses a protected resource in the primary domain
(.iplanet.com).

1. Anunauthenticated user attempts to access
http://comal-b.central.sun.com:80/appl/testl.html. The policy agent intercepts the
request and receives no SSO token. Because the SSO is enabled, the agent responds with a
redirection to the Access Manager CDC servlet URL
https://am-pool@.red.iplanet.com:8443/amserver/cdcservlet.

REQUEST:

GET /appl/testl.html HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Accept-Language: en-us

Cookie: SUN ID=69.196.39.237:227251153914164

If-Modified-Since: Wed, 19 Jul 2006 14:43:46 GMT

If-None-Match: W/"88-1153320226000"

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: comal-b.central.sun.com

RESPONSE:

HTTP/1.1 302 Moved Temporarily

Server: Sun-Java-System/Application-Server

Date: Tue, 01 Aug 2006 17:43:58 GMT

Content-type: text/html

X-powered-by: Servlet/2.4

Location: https://am-pool@.red.iplanet.com:8443/amserver/cdcservliet?goto=
http%3A%2F%2Fcomal-b.central.sun.com%3A80%2Fagentapp%
2FsunwCDSSORedirectURI&refererservliet;
=http%3A%2F%2Fcomal-b.central.sun.com%3A80%2F
agentapp%2FsunwCDSSORedirectURI&MajorVersion=1&MinorVersion=0&RequestID;
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=sa51la9%95ae420a2a8bb2d608740680c9df6e767dc3&ProviderID ;
=http%3A%2F%2Fcomal-b.central.sun.com%3A80%2F%3FRealm%3D%252F&Issuelnstant;
=2006-08-01T17%3A43%3A58Z&ForceAuthn;=false&IsPassive;=false&Federate;=false
Set-cookie: amFilterCDSSORequest=AQICAtwmVLBfMe/
PgTWWIqWPST02eZo6rYLpQLiSI2Uk+Es+I25/7Pb51DpLfNbM1S64amLqY9RLg1i9nEXzWfcn
BEVZS5SdG2pJtTdMzEgo/0/MARoPq//EMt766UEXFT6a0UAtMEQor70=; Path=/
Connection: close

2. The browser follows the redirection to access the CDC servlet without any SSO token. The
CDC servlet responds with a login page.

REQUEST:

GET /amserver/cdcservlet?goto=http%s3A%2F%2
Fcomal-b.central.sun.com%3A80%2Fagentapp%2FsunCDSSORedirectURI
&refererservlet;=http%3A%2F%2Fcomal-b.central.sun.com%3A80
%2Fagentapp%s2FsunwCDSSORedirectURI&MajorVersion=1
&MinorVersion=0&RequestID;=sa51a95ae420a2a8bb2d608740680c9df6e767dc3&
ProviderID;=http%3A%2F%2Fcomal-b.central.sun.com%3A80%2F%3FRealm%3D
%252F&Issuelnstant;=2006-08-01T17%3A43%3A58Z
&ForceAuthn;=false&IsPassive;=false&Federate;=false HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Accept-Language: en-us

If-Modified-Since: Wed, 19 Jul 2006 14:43:46 GMT

If-None-Match: W/"88-1153320226000"

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: am-pool®@.red.iplanet.com:8443

Connection: Keep-Alive

RESPONSE:

HTTP/1.1 200 OK
Server: Sun-ONE-Web-Server/6.1
Date: Tue, 01 Aug 2006 17:44:02 GMT
Content-type: text/html;charset=UTF-8
Cache-control: private
Pragma: no-cache
Expires: 0
X-dsameversion: 7 2005Q4
Am_client type: genericHTML
Set-cookie: JSESSIONID=B38B1B717BDD9EE781995CCEC058A70D;Path=/;Secure
Set-cookie: AMAuthCookie=AQIC5wM2LY4SfcwzBSR87MxpRCFMIP5Dx9csUN7EGE40
JIXk%3D%40AAITSQACMTEAATMXAAIWMQ%3D%3D%23;
Domain=.iplanet.com;Path=/
Set-cookie: amservercookie=0C;Domain=.iplanet.com;Path=/
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<.... login page content omitted by author ...>

3. The user types in his credential on the login page and clicks Submit. A login form is posted
to Access Manager. If the user authenticates successfully, the Access Manager responds by
setting an SSO token (iPlanetDirectoryPro) in the domain . iplanet. com. The response also
redirects the browser back to the CDC servlet
https://am-pool@.red.iplanet.com:8443/amserver/cdcservlet.

REQUEST:

POST /amserver/UI/Login HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Referer: https://am-pool@.red.iplanet.com:8443/amserver/c
dcservliet?goto=http%3A%2F%2Fcomal-b.central.sun.com%3A80
%2Fagentapp%2FsunwCDSSORedirectURI&refererserviet;
=http%3A%2F%2Fcomal-b.central.sun.com%3A80%2Fagentapp%2
FsunwCDSSORedirectURI&MajorVersion=1&MinorVersion=0&RequestID;
=sa5la95ae420a2a8bb2d608740680c9df6e767dc3
&ProviderID;=http%3A%2F%2Fcomal-b.central.sun.com
%3A80%2F%3FRealm%3D%252F&Issuelnstant;
=2006-08-01T17%3A43%3A58Z
&ForceAuthn;=false&IsPassive;=false&Federate;=false

Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded

Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1l; .NET CLR 1.1.4322)

Host: am-pool®@.red.iplanet.com:8443

Content-Length: 600

Cache-Control: no-cache

Cookie: JSESSIONID=B38B1B717BDD9EE781995CCEC058A70D;

AMAuthCookie=AQIC5wM2LY4SfcwzBSR87MxpRCFMIP5Dx9csUN7EGE43D
%40AAITSQACMTEAATMXAAIWMQ%3D%3D%23; amservercookie=0C

RESPONSE:

HTTP/1.1 302 Moved Temporarily
Server: Sun-ONE-Web-Server/6.1
Date: Tue, 01 Aug 2006 17:44:15 GMT
Content-length: 0

Content-type: text/html
Cache-control: private

Pragma: no-cache

X-dsameversion: 7 2005Q4

Am_client type: genericHTML
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X-autherrorcode: 0

Location: https://am-pool@.red.iplanet.com:8443/amserver/cdcserviet?
TARGET=http%3A%2F%2Fcomal-b.central.sun.com%3A80%2F
agentapp%2FsunwCDSSORedirectURI&refererserviet;=
http%3A%2F%2Fcomal-b.central.sun.com%3A80%2Fagentapp%2F
sunwCDSSORedirectURI&MajorVersion=1&MinorVersion=0&RequestID;
=sa51a95ae420a2a8bb2d608740680c9df6e767dc3
&ProviderID;=http%3A%2F%2Fcomal-b.central.sun.com
%3A80%2F%3FRealm%3D%252F&Issuelnstant;
=2006-08-01T17%3A43%3A58Z&ForceAuthn;
=false&IsPassive;=false&Federate;=false

Set-cookie: iPlanetDirectoryPro=AQIC5wM2LY4SfcwzBSR87MxpRCFMIP5Dx9csUN7
EGE40JXk%3D%40AAITSQACMTEAATMXAAIWMQ%3D%3D%23;
Domain=.iplanet.com;Path=/

Set-cookie: AMAuthCookie=LOGOUT;Domain=.iplanet.com;

Expires=Thu, 01-Jan-1970 00:00:10 GMT;Path=/

Connection: close

The browser follows the redirection to access the CDC servlet again. This time the SSO
token iPlanetDirectoryPro is sent in the HT'TP request because the server DNS domain
matches the cookie domain. The CDC servlet validates the SSO token and responds with an
HTML page. The page contains a HTML FORM which will be automatically posted to
CDSSO Redirect URL on the agent
(http://comal-b.central.sun.com:80/agentapp/sunwCDSSORedirectURI). The form's
hidden field LARES is an encoded Liberty-like AuthnResponse that contains the existing
SSO Token in the domain .iplanet. com.

REQUEST:

GET /amserver/cdcservlet?TARGET=

http%3A%2F%2Fcomal-b.central.sun.com
%3A80%2Fagentapp%2FsunwCDSSORedirectURI&
refererservliet;=http%3A%2F%2Fcomal-b.central.sun.com
%3A80%2Fagentapp%2FsunwCDSSORedirectURI&MajorVersion=1
&MinorVersion=0&RequestID;=sa51a95ae420a2a8bb2d608740680c9df6e767dc3&ProviderID;
=http%3A%2F%2Fcomal-b.central.sun.com%3A80%2F%3FRealm%3D%252F&Issuelnstant;
=2006-08-01T17%3A43%3A58Z&ForceAuthn;=false&IsPassive;=false&Federate;
=false HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Referer: https://am-pool@.red.iplanet.com:8443/amserver/cdcservliet?
goto=http%s3A%2F%2Fcomal-b.central.sun.com%3A80%2Fagentapp%
2FsunwCDSSORedirectURI&refererservlet;
=http%3A%2F%2Fcomal-b.central.sun.com%3A80%2Fagentapp%
2FsunwCDSSORedirectURI&MajorVersion=1&MinorVersion=0
&RequestID;=sa51a95ae420a2a8bb2d608740680c9df6e767dc3&
ProviderID;=http%3A%2F%2Fcomal-b.central.sun.com%3
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AB0%2F%3FRealm%3D%252F&IssueInstant;=2006-08-01T17%3A43%3A58Z&
ForceAuthn;=false&IsPassive;=false&Federate;=false
Accept-Language: en-us
Connection: Keep-Alive
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;
SV1; .NET CLR 1.1.4322)
Host: am-pool®.red.iplanet.com:8443
Cache-Control: no-cache
Cookie: JSESSIONID=B38B1B717BDD9EE781995CCECQ58A70D; amservercookie=0C;
iPlanetDirectoryPro=AQIC5wM2LY4SfcwzBSR87MxpRCFMIP5DXx9csUN7EGE4
0JXk%3D%40AAITSQACMTEAATMXAAIWMQ%3D%3D%23

RESPONSE:

HTTP/1.1 200 OK

Server: Sun-ONE-Web-Server/6.1
Date: Tue, 01 Aug 2006 17:44:16 GMT
Content-type: text/html

Pragma: no-cache

Content-length: 3776

Connection: keep-alive

<HTML>

<BODY Onload="document.Response.submit()">

<FORM NAME="Response" METHOD="POST"
ACTION="http://comal-b.central.sun.com:80/agentapp/sunwCDSSORedirectURI">
<INPUT TYPE="HIDDEN" NAME="LARES" VALUE="PGxpYjpBdXRoblJ1c3BvbnNlIHhtbG5z
OmxpYj0@iaHR@cDovL3Byb2plY3RsaWJlcnR5LmIyZy9zY2h1bWFzL2NvcmUvMjAwMi8xMiIge
G1lsbnM6c2FtbDOidXJuOm9hc21z0m5hbWVzOnRjOINBTUW6MS4wOmFzc2VydGlvbiIgeGlsbn
M6c2FtbHA9INVybjpvYXNpczpuYW1llczp@YzpTQUIMOjEuMDpwcm90b2NvbCIgeGlsbnM6ZHM
9Imh@dHAGLY93d3cudzMub3InLzIwMDAVMDkveGlsZHNpZyMiIHhtbG5z0nhzaT@iaHROcDov
L3d3dy53My5vemcvMj AwMSOYTUXTY2h LbWEtaW5zdGFuY2UiIFJ1c3BvbnN1SUQ9INM4AMiMyN

Tg30DBhNDYWNTFkZTRINjQzZDZhNmQ4NDQ30WRiMTBkYmFiIiAgSW5SZXNwb25zZVRvPSIzYT
XYTk1YWU@OMjBhMmE4YmIyZDYwODCcOMDY4MGM5ZGY2ZTc2N2RjMyIgIELham9yVmVyc2lvbj0i
MSIgIElpbm9yVmVyc2lvbj@iMCIgIE1zc3V1SW5zdGFudDOiMjAwNi@wOCOWMVQxNzo@NDoxN
10iPjxzYW1scDpTdGFOAXM+CjxzYW1scDpTdGFOAXNDb2RTIFZhbHV1PSIzYW1scDpTdWNjZX
NzIj4KPC9zYW1scDpTdGFOdXNDb2R1Pgo8L3NhbWxwOLNOYXR1cz4KPHNhbWw6QXNzZXJ0aw9
uICB4bWxuczpzYW1sPSJI1cm46b2FzaXM6bmFtZXM6dGM6UOFNTDoXLjA6YXNZzZXI0aw9uIiB4
bWxuczp4c2k9Imh@dHA6LY93d3cudzMub3InLzIwMDEVWEIMU2NoZW1hLWluc3RhbmN1IiAge
G1sbnM6bG1iPSJodHRwOi8vcHIvamVjkLmlwbGFuzXQuY29t0jQOMy9hbXNlcnZ1ci9jZGNzZ
XJ2bGVOPC9saWI6UHIvdmlkZXJIJRD48L2xpYjpBdXRob1J1c3BvbnN1Pgo="/>

</FORM>

</BODY></HTML>

The corresponding decoded AuthnResponse (line-wrapped) is as follows:
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<lib:AuthnResponse xmlns:lib="http://projectliberty.org/schemas/core/2002/12"
xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" xmlns:samlp="urn:oasis:names:tc
:SAML:1.0:protocol" xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" xmlns:xsi="htt
p://www.w3.0rg/2001/XMLSchema-instance" ResponseID="s5823258780a46051de4e643d6a6d
84479db1l@dbab" InResponseTo="sa5la95ae420a2a8bb2d608740680c9df6e767dc3" MajorV
ersion="1" MinorVersion="0" IssueInstant="2006-08-01T17:44:16Z"><samlp:Status>
<samlp:StatusCode Value="samlp:Success">
</samlp:StatusCode>
</samlp:Status>
<saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" xmlns:xsi="h
ttp://www.w3.0rg/2001/XMLSchema-instance" xmlns:lib="http://projectliberty.org/
schemas/core/2002/12" id="sa3e3d3c81c45413d66bcfbbaadeff0624a243e3901" MajorVer
sion="1" MinorVersion="0" AssertionID="sa3e3d3c81c45413d66bcfb6baadeff0624a243e39
01" Issuer="https://ide-14.red.iplanet.com:443/amserver/cdcservliet" Issuelnstant
="2006-08-01T17:44:15Z" InResponseTo="sa5la95ae420a2a8bb2d608740680c9df6e767dc3"
xsi:type="lib:AssertionType">
<saml:Conditions NotBefore="2006-08-01T17:44:15Z" NotOnOrAfter="2006-08-01T17:4
5:152" >
<saml:AudienceRestrictionCondition>
<saml:Audience>http://comal-b.central.sun.com:80/?Realm=%2F</saml:Audience>
</saml:AudienceRestrictionCondition>
</saml:Conditions>
<saml:AuthenticationStatement AuthenticationMethod="LDAP" AuthenticationInstant
="2006-08-01T17:44:15Z" ReauthenticateOnOrAfter="2006-08-01T17:45:15Z" xsi:type=
"lib:AuthenticationStatementType"><saml:Subject xsi:type="1lib:SubjectType"><sa
ml:NameIdentifier NameQualifier="https://ide-14.red.iplanet.com:443/amserver/cdc
servlet">AQIC5wM2LY4STcwzBSR87MxpRCFMIP5Dx9csUN7EGE40IXk%3D%40AAITSQACMTEAATMXAA
IwMQ%3D%3D%23</saml:NameIdentifier>
<saml:SubjectConfirmation>
<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:bearer</saml:Confirmatio>
</saml:SubjectConfirmation>
<lib:IDPProvidedNameIdentifier NameQualifier="https://ide-14.red.iplanet.com:44
3/amserver/cdcserviet" >AQIC5wM2LY4SfcwzBSR87MxpRCFMIP5Dx9csUN7EGE40IXk%3D%40AA]
TSQACMTEAATMXAAIWMQ%3D%3D%23</1ib: IDPProvidedNameIdentifier>
</saml:Subject><saml:SubjectLocality IPAddress="192.18.72.87" DNSAddress="ide-1
4.red.iplanet.com" /><lib:AuthnContext><lib:AuthnContextClassRef>http://www.proj
ectliberty.org/schemas/authctx/classes/Password</lib:AuthnContextClassRef><lib:A
uthnContextStatementRef>http://www.projectliberty.org/schemas/authctx/classes/Pa
ssword</lib:AuthnContextStatementRef></1ib:AuthnContext></saml:AuthenticationSta>
</saml:Assertion>
<lib:ProviderID>https://ide-14.red.iplanet.com:443/amserver/cdcserviet</lib:Prov>
</lib:AuthnResponse>

5. The browser automatically posts the form with LARES to
http://comal-b.central.sun.com:80/agentapp/sunwCDSSORedirectURI without the
user interaction. The agent responds by setting a new SSO token iPlanetDirectoryPro
with an empty cookie domain. A cookie with an empty DNS domain will have the server
FQDN as the domain. Also note the cookie value is exactly the same as the one set in Step 3
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response by Access Manager. The only difference is the cookie domain. The HTTP response
also redirects the browser to the original requested resource
http://comal-b.central.sun.com:80/appl/testl.html.

REQUEST:

POST /agentapp/sunwCDSSORedirectURI HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded

Pragma: no-cache

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: comal-b.central.sun.com

Content-Length: 3584

Cookie: amFilterCDSSORequest=AQICAtwmVLBfMe/PgTWWIqWPST02eZo6rYLpQLiSI2Uk+Es+I25/
7Pb51DpLfNbM1S64amLqY9RLg1i9nEXzWfcnBEVZS55dG2pJtTdMzEgo/ 0/
MARoPq//EMt766UEXFT6a0UAtMEQOr70=;
SUN ID=69.196.39.237:227251153914164

RESPONSE:

HTTP/1.1 302 Moved Temporarily

Server: Sun-Java-System/Application-Server

Date: Tue, 01 Aug 2006 17:44:18 GMT

Content-type: text/html

X-powered-by: Servlet/2.4

Location: http://comal-b.central.sun.com:80/appl/testl.html

Set-cookie: iPlanetDirectoryPro=AQIC5wM2LY4SfcwzBSR87MxpRCFm

9P5Dx9csUN7EGE40JXk%3D%40AAITSQACMTEAATMXAAIWMQ%3D%3D%23 ;
Path=/

Set-cookie: amFilterCDSSORequest=reset;

Expires=Thu, 01-Jan-1970 00:00:10 GMT; Path=/

Connection: close

6. The browser follows the redirection to access the protected resoruce again at
http://comal-b.central.sun.com:80/appl/test.html. Note the new SSO token is sent
to the server. The agent validates the SSO token, evaluates the policies and allows the access.
The server responds with the content of the protected resource.

REQUEST:
GET /appl/testl.html HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
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application/vnd.ms-powerpoint, application/msword, */*
Accept-Language: en-us
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;
SV1; .NET CLR 1.1.4322)
Host: comal-b.central.sun.com
Cookie: iPlanetDirectoryPro=AQIC5wM2LY4SfcwzBSR87MxpRCFMIP5DXx9cs
UN7EGE40JXKk%3D%40AAITSQACMTEAATMXAAIWMQ%3D%3D%23 ;

SUN ID=69.196.39.237:227251153914164

RESPONSE:

HTTP/1.1 200 OK

Server: Sun-Java-System/Application-Server
Date: Tue, 01 Aug 2006 17:44:19 GMT
Content-length: 88

Content-type: text/html

X-powered-by: Servlet/2.4

Etag: W/"88-1153320226000"

Last-modified: Wed, 19 Jul 2006 14:43:46 GMT
Connection: close

<html>

<head>

<title>Testl HTML</title>
</head>

<body>

Testl HTML

</body>

</html>

The user now attempts to access
http://am-v210-01.red.iplanet.com:7001/appl/testl.html. A SSO token is sent with
the HTTP request. The browser currently has two SSO Tokens, one for each domain. The
token sent was obtained in Step 3. The agent intercepts the request and receives the SSO
token. The agent validates the token and permits the server to serve the content of the
protected page.

REQUEST:

GET /appl/testl.html HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash,
application/vnd.ms-excel, application/vnd.ms-powerpoint,
application/msword, */*

Accept-Language: en-us

If-Modified-Since: Tue, 20 Jun 2006 11:03:04 GMT

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;
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SV1; .NET CLR 1.1.4322)

Host: am-v210-01.red.iplanet.com:7001

Cookie: amservercookie=0C; iPlanetDirectoryPro=AQIC5wM2LY4Sfcwz

BSR87MxpRCFMIP5DXx9csUN7EGE40JX
%3D%40AAITSQACMTEAATMXAAIWMQ%3D%3D%23

RESPONSE:

HTTP/1.1 304 Not Modified

Date: Tue, 01 Aug 2006 17:44:32 GMT

Content-Length: 0

Set-Cookie: JSESSIONID=GPTQKHIWTyvJIVSGm31rV59LCzxGTmhqVFfc4GbLY4
L98VBRCYNKT!384704559; path=/

Connection: Close

Web Policy Agents Use Case — Protocol Exchange

The following are actual protocol exchanges in two use cases. In both use cases, the
configuration are as follows:

The primary domain (where Access Manager resides) is . iplanet.com. The non-primary
domain is .sun.com.

In the primary domain, there are two Access Manager instances are
ide-14.red.iplanet.com:443 and ide-15.red.iplanet.com:443. Both are behind aload
balancer am-pool0. red.iplanet.com:8443.

In the primary domain, Agent #2 resides in am-v210-01. red. iplanet. com: 7001with
CDSSO disabled because it's in the same DNS domain as the Access Manager instances.

In the non-primary domain, Agent #1 resides in comal-b.central.sun.com:80 with
CDSSO enabled.

A protected resource /appl/testl.html is deployed on the servers of both agents.
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In the use cases, we will demonstrate a CDSSO sequence from the primary domain to the
non-primary domain, and the reverse.

Web Policy Agent Use Case 1: Accessing a Protected
Resource in the Primary Domain First

1. Anunauthenticated user attempts to access
http://am-v210-01.red.iplanet.com:7001/appl/testl.html. The agent intercepts the
request and receives no SSO token. The agent responds with a redirection to the Access
Manager login page.

REQUEST:

GET /appl/testl.html HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: am-v210-01.red.iplanet.com:7001

RESPONSE:

HTTP/1.1 302 Moved Temporarily
Date: Thu, 10 Aug 2006 14:44:55 GMT
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Location: https://am-pool@.red.iplanet.com:8443/amserver/UI/
Login?goto=http%3A%2F%2Fam-v210-01.red.iplanet.com%3A7001
%2Fappl%2Ftestl.html

Content-Type: text/html

Connection: Close

<html><head><tit1le>302 Moved Temporarily</title></head>

<body bgcolor="#FFFFFF">

<p>This document you requested has moved temporarily.</p>

<p>It’s now at <a href="https://am-pool@.red.iplanet.com:8443/amserver/Ul/
Login?goto=http%3A%2F%2Fam-v210-01.red.iplanet.com%3A7001%2Fappl%2Ftestl.html">
https://am-pool®.red.iplanet.com:8443/amserver/UI/Login?goto=
http%3A%2F%2Fam-v210-01.red.iplanet.com
%3A7001%2Fappl%2Ftestl.html</a>.</p>

</body></html>

2. The browser follows the redirection to access the Access Manager login page.
REQUEST:

GET /amserver/UI/Login?goto=http%3A%2F%2Fam-v210-01.red.iplanet.com
%3A7001%2Fappl%2Ftestl.html HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*
Accept-Language: en-us

Host: am-pool®.red.iplanet.com:8443

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Connection: Keep-Alive

RESPONSE:

HTTP/1.1 200 OK

Server: Sun-ONE-Web-Server/6.1

Date: Thu, 10 Aug 2006 14:44:09 GMT

Content-type: text/html;charset=UTF-8

Cache-control: private

Pragma: no-cache

Expires: 0

X-dsameversion: 7 2005Q4

Am_client type: genericHTML

Set-cookie: JSESSIONID=D74987DB66D0OF603043D1032FF92780D;Path=/;Secure

Set-cookie: AMAuthCookie=AQIC5wM2LY4SfcyUVIxDMmieXosNGE7jBEZdye

JbOCIYBuc%3D%40AAITSQACMTEAATMXAAIWM%3D%3D%23;
Domain=.iplanet.com;Path=/

Set-cookie: amservercookie=02;Domain=.iplanet.com;Path=/
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<... login page content omitted by authro ...>

3. The user types in his credential on the login page and clicks Submit. A login form is posted
to Access Manager. If the user authenticates successfully, the Access Manager responds by
setting an SSO token (iPlanetDirectoryPro) in the domain .iplanet.com. The response
also redirects the browser to the original requested resource
http://am-v210-01.red.iplanet.com:7001/appl/testl.html

REQUEST:

POST /amserver/UI/Login HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Referer: https://am-pool@.red.iplanet.com:8443/amserver/UL/
Login?goto=http%3A%2F%2Fam-v210-01.red.iplanet.com%3A7001
%2Fappl%2Ftestl.html

Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded

Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: am-pool®@.red.iplanet.com:8443

Content-Length: 144

Cache-Control: no-cache

Cookie: JSESSIONID=D74987DB66D0OF603043D1032FF92780D;
AMAuthCookie=AQIC5wM2LY4SfcyUVIxDMmieXosNGE7jBEZdyeJb0CI
YBuc%3D%40AAITSQACMTEAATMXAAIWMQ%3D%3D%23; amservercookie=02

RESPONSE:

HTTP/1.1 302 Moved Temporarily

Server: Sun-ONE-Web-Server/6.1

Date: Thu, 10 Aug 2006 14:44:16 GMT

Content-length: 0

Content-type: text/html

Cache-control: private

Pragma: no-cache

X-dsameversion: 7 2005Q4

Am _client type: genericHTML

Location: http://am-v210-01.red.iplanet.com:7001/appl/testl.html

Set-cookie: iPlanetDirectoryPro=AQIC5wM2LY4SfcyUVIxDMmieXosNGE7j
BEZdyeJb@CIYBuc%3D%40AAITSQACMTE
AATMXAAIwMQg%3D%3D%23;Domain=.iplanet.com;Path=/

Set-cookie: AMAuthCookie=LOGOUT;Domain=.iplanet.com;

Expires=Thu, 01-Jan-1970 00:00:10 GMT;Path=/

Connection: close
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4. The browser follows the redirection to access
http://am-v210-01.red.iplanet.com:7001/appl/test.html. Note the SSO token
cookie iPlanetDirectoryPro is sent in the HTTP request to the server. The agent validates
the SSO token and evaluates policies by interacting with the Access Manager in the
background. If the access is allowed, the server responds with the content of the protected
resource.

REQUEST:

GET /appl/testl.html HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Pragma: no-cache

Accept-Language: en-us

Cookie: amservercookie=02; iPlanetDirectoryPro=AQIC5wM2LY4Sfc
yUVIxDMmieXosNGE7jBEZdyeJb@CIYBuc
%3D%40AAITSQACMTEAATMXAAIWMQ%3D%3D%23

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: am-v210-01.red.iplanet.com:7001

Cache-Control: no-cache

RESPONSE:

HTTP/1.1 200 OK

Date: Thu, 10 Aug 2006 14:45:06 GMT
Content-Length: 88

Content-Type: text/html

Last-Modified: Tue, 20 Jun 2006 11:03:04 GMT
Accept-Ranges: bytes

Connection: Close

<html>

<head>

<title>Testl HTML</title>
</head>

<body>

Testl HTML

</body>

</html>

5. The user now attempts to access another resource
http://comal-b.central.sun.com:80/appl/testl.html. Note the SSO token
iPlanetDirectoryPro is not sent in the HTTP request because the server
comal-b.central.sun.comdoes not match the cookie domain . iplanet.com. The agent,
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receiving no SSO token, responds by redirecting the browser to the CDC servlet URL
https://am-pool@.red.iplanet.com:8443/amserver/cdcservlet.

REQUEST:

GET /appl/testl.html HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Accept-Language: en-us

Cookie: SUN ID=69.196.39.237:227251153914164

If-Modified-Since: Thu, 10 Aug 2006 14:40:34 GMT

If-None-Match: "23-44db4562"

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: comal-b.central.sun.com

RESPONSE:

HTTP/1.1 302 Moved Temporarily

Server: Sun-ONE-Web-Server/6.1

Date: Thu, 10 Aug 2006 14:45:15 GMT

Content-length: 0

Content-type: text/html

Location: https://am-pool@.red.iplanet.com:8443/amserver/cdcserviet?goto=
http%3A%2F%2Fcomal-b.central.sun.com%3A80%2Fappl%2Ftestl.html%
3FsunwMethod%3DGET&RequestID;
=8382&MajorVersion=1&MinorVersion=0
&ProviderID;=http%3A%2F%2Fcomal-b.central.sun.com%3A80%2Famagent&Issuelnstant;
=2006-08-10T09%3A45%3A16Z

Connection: close

The redirection URL contains some parameters to be carried to the CDC servlet. Some of
these parameters are:

goto The URL to which CDC servlet will forward AuthNResponse, which is
the original requested URL with a parameter sunwMethod=GET appended.

MajorVersion Major version is set 1. It is Liberty Federation Protocol major version.

MinorVersion  The minor version is set to 1. It is Liberty Federation Protocol minor
version.

RequestID Is the Authn Request ID. It is a randomly generated unique id. This is sent
to CDC Servlet so that the its AuthnResponse later can contain this
unique identifier. The RequestID is used to tie the response coming back.
It is verified when the response comes back from the CDC servlet
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ProviderID It is Service Provider ID - which is the agent. The value will be of the
form: http(s)://<agent-host>:<port>/amagent?Realm=<RealmName>
orhttp(s)://<agent-host>:<port>/amagent, where RealmName is
what is configured for property
com.sun.identity.agents.config.organization.name in
AMAgent.properties.

Issuelnstant It is the time at which the AuthnRequest was created, in UTC format.

6. The browser follows the redirection to access the CDC servlet. Note the SSO token
iPlanetDirectoryPro is sent in the HTTP request because the server DNS domain matches
the cookie domain. The CDC servlet validates the SSO token and responds with a HTML
page. The page contains a HTML FORM which will be automatically posted to the agent
(http://comal-b.central.sun.com:80/appl/testl.html?sunwMethod=GET, based on
the "goto" parameter earlier). The form's hidden field LARES is encoded Liberty-like
AuthnResponse that contains the existing SSO Token in the domain . iplanet. com.

REQUEST:

GET /amserver/cdcservliet?goto=http%3A%2F%
2Fcomal-b.central.sun.com%3A80%2Fappl%2Ftestl. html%3F
sunwMethod%3DGET&RequestID;=8382&MajorVersion=1&MinorVersion=
0&ProviderID;=http%3A%2F%2Fcomal-b.central.sun.com%3A80%
2Famagent&IssueInstant;=2006-08-10T09%3A45%3A16Z HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,

application/x-shockwave-flash,application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Accept-Language: en-us

Cookie: JSESSIONID=D74987DB66DOF603043D1032FF92780D; amservercookie=02;
iPlanetDirectoryPro=AQIC5wM2LY4SfcyUVIxDMmieXosNGE7jBEZdyeJb@CIYBuc%3D%
40AAITSQACMTEAATMXAAIWMg%3D%3D%23

If-Modified-Since: Thu, 10 Aug 2006 14:40:34 GMT

If-None-Match: "23-44db4562"

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: am-pool®.red.iplanet.com:8443

Connection: Keep-Alive

RESPONSE:

HTTP/1.1 200 OK

Server: Sun-ONE-Web-Server/6.1
Date: Thu, 10 Aug 2006 14:44:27 GMT
Content-type: text/html

Pragma: no-cache

Content-length: 3681

Connection: keep-alive
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<HTML>

<BODY Onload="document.Response.submit()">

<FORM NAME="Response" METHOD="POST" ACTION="http://comal-b.central.sun.com:80/appl

/testl.html?sunwMethod=GET">

<INPUT TYPE="HIDDEN" NAME="LARES" VALUE="PGxpYjpBdXRob1lJ1c3BvbnNlIHhtbG5z0mxpYj0ia
HROcDovL3Byb2p1lY3RsaWJ1lcnR5Lm9yZy9zY2h1bWFzL2NvcmUvMjAwMi8xMiIgeGlsbnM6c2FtbDOidX]
uOm9hc21z0m5hbWVzOnRjOINBTUWw6MS4wOmFzc2VydGlvbiIgeGlsbnM6c2FtbHA9InVybjpvYXNpczpuY
W1lczp@YzpTQUIMOjEuMDpwcm90b2NvbCIgeGlsbnM6ZHMIImh@dHAGLY93d3cudzMub3InLzIwMDAVMDK
veG1lsZHNpZyMiIHhtbG5z0nhzaT@iaHROcDovL3d3dy53My5vemcvMjAWMSOYTUXTY2h1bWEtaW5zdGFuY
2UiIFJ1c3BvbnN1SUQ9INNmMOTgzZjUONWZINGQzOWFjMzcyYTZhOWMWNTFhMThiNmZ1NjJIMGIOIiAgSW5

Nwb25zZVRvPSI4MzgyIiAgTWFgb3IWZXJzaWIuPSIXxIiAgTWlub3IWZXJzaW9uPSIwIiAgSXNzdWVIbnNO
YW50PSIyMDA2LTA4LTEWVDEQO;jQ@0]j I3WiI+PHNhbWxwOINOYXR1cz4KPHNhbWxwOINOYXR1c@ONvZGUgVm
FsdWU9InNhbWxwOlIN1Y2N1c3MiPgo8L3NhbWxwOINOYXR1cONvZGU+Cjwvc2FtbHA6U3RhdHVZzPgo8c2Ft
bDpBc3N1cnRpb24gIHhtbG5z0NNhbWwOInVybjpvYXNpczpuYW1lczp@YzpTQUIMOjEuMDphc3NlcnRpb2
4iTHhtbG5z0nhzaT@iaHROcDovL3d3dy53My5vemcvMjAwMSOYTUXTY2h lbWEtaW5zdGFuY2UiICB4bWxu
czpsaWI9Imh@dHA6LY9wcm9qZWNObGliZXJI0eS5vemevc2NoZWlhey9jb3I1LzIwMDIVMTILIICBpZDOicz
cmVKLmlwbGFuZXQuY29t03jQ@My9hbXN1lcnZ1ci9jZGNzZXI2bGVL2xpYjpBdXRob1J1c3BvbnN1Pgo="/>
</FORM>

</BODY></HTML>

The browser automatically posts the form with LARES to the goto URL
http://comal-b.central.sun.com:80/appl/testl.html?sunwMethod=GET, withoutany
user interaction. The agent validates the AuthNResponse, and responds by setting a new
SSO token iPlanetDirectoryPro with an empty cookie domain. A cookie with no domain
will be restricted to the originating server only in the future. Also note the cookie value is
exactly the same as the one set in Step 3 response by Access Manager.

The agent also perform necessary session validation and policy evaluation. If all well, the
user is allowed for the access. The protected page is served in the response.

REQUEST:

POST /appl/testl.html?sunwMethod=GET HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded

Pragma: no-cache

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: comal-b.central.sun.com

Content-Length: 3490

Cookie: SUN ID=69.196.39.237:227251153914164

RESPONSE:
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HTTP/1.1 200 OK

Server: Sun-ONE-Web-Server/6.1

Date: Thu, 10 Aug 2006 14:45:17 GMT

Content-length: 35

Content-type: text/html

Set-cookie: iPlanetDirectoryPro=AQIC5wM2LY4SfcyUVIXDMmieXosNGE7]
BEZdyeJbOCIYBuc%3D%40AAITSQACMTEAATMXAAIWMg%3D%3D%23; Path=/

Last-modified: Thu, 10 Aug 2006 14:40:34 GMT

Accept-ranges: bytes

Connection: close

Success! This is testl.html page.

In responding to this request, the agent goes through the following steps to validate the
received AuthnResponse:

a. The status code of the AuthnResponse is verified to see if it is successful.
b. The assertions are extracted from the AuthnResponse. There should be only 1.

c. The conditions that are in the assertion are also validated. The main one is the date
validity condition. The date validity attributes, not before and notOnorAfter, are verified
to verify the assertion has not expired. Hence time synchronization between Access
Manager and Agent is crucial.

Web Policy Agent Use Case 2: Accessing a Protected
Resource in the Non-Primary Domain First

In this use case, an unauthenticated user first accesses a protected resource in the non-primary
domain (. sun. com). He then accesses a protected resource in the primary domain
(.iplanet.com).

1. Anunauthenticated user attempts to access
http://comal-b.central.sun.com:80/appl/testl.html. The agent intercepts the
request and receives no SSO token. Because the SSO is enabled, the agent responds with a
redirection to the Access Manager CDC servlet URL
https://am-pool@.red.iplanet.com:8443/amserver/cdcservlet.

REQUEST:

GET /appl/testl.html HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,

application/x-shockwave-flash,
application/vnd.ms-excel,application/vnd.ms-powerpoint, application/msword, */*

Accept-Language: en-us

Cookie: SUN _ID=69.196.39.237:227251153914164

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;
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SV1; .NET CLR 1.1.4322)
Host: comal-b.central.sun.com

RESPONSE:

HTTP/1.1 302 Moved Temporarily

Server: Sun-ONE-Web-Server/6.1

Date: Thu, 10 Aug 2006 14:47:15 GMT

Content-length: 0

Content-type: text/html

Location: https://am-pool@.red.iplanet.com:8443/amserver/cdcserviet?goto=
http%s3A%2F%2Fcomal-b.central.sun.com%3A80%2Fappl%s2Ftestl.html%3FsunwMethod%s
3DGET&RequestID;=13293&MajorVersion=1&MinorVersion=0&ProviderID;=http%3A%2F%
2Fcomal-b.central.sun.com%3A80%2Famagent&IssueInstant;=2006-08-10T09%3A47%3A15Z

Connection: close

The browser follows the redirection to access the CDC servlet without any SSO token. The
CDC servlet responds with a login page.

REQUEST:

GET /amserver/cdcservliet?goto=http%s3A%2F%2Fcomal-b.central.sun.com%3A80%
2Fappl%2Ftestl.html%3FsunwMethod%3DGET&RequestID;=13293&MajorVersion=
1&MinorVersion=0&ProviderID;=http%3A%2F%2Fcomal-b.central.sun.com%3A80%
2Famagent&IssueInstant;=2006-08-10T09%3A47%3A15Z HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: am-pool®.red.iplanet.com:8443

Connection: Keep-Alive

RESPONSE:

HTTP/1.1 200 OK

Server: Sun-ONE-Web-Server/6.1

Date: Thu, 10 Aug 2006 14:46:27 GMT

Content-type: text/html;charset=UTF-8

Cache-control: private

Pragma: no-cache

Expires: 0

X-dsameversion: 7 200504

Am client type: genericHTML

Set-cookie: JSESSIONID=FCD5ED4FC@43E1E2C2789D228413DB87;Path=/;Secure
Set-cookie: AMAuthCookie=AQIC5wM2LY4SfcwS5LT8TIP9%2Bs3ZqdIVOaEtBDSLrHxr
%2FCs%3D%40AAITSQACMTEAATMXAATWMQ%3D%3D%23
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;Domain=.iplanet.com;Path=/
Set-cookie: amservercookie=02;Domain=.iplanet.com;Path=/

<... login page content omitted by the author ...>

3. The user types in his credential on the login page and clicks Submit. A login form is posted
to Access Manager. If the user authenticates successfully, the Access Manager responds by
setting an SSO token (iPlanetDirectoryPro) in the domain . iplanet. com. The response
also redirects the browser back to the CDC servlet
https://am-pool@.red.iplanet.com:8443/amserver/cdcservlet.

REQUEST:

POST /amserver/UI/Login HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Referer: https://am-pool@.red.iplanet.com:8443/amserver/
cdcservlet?goto=http%s3A%2F%2Fcomal-b.central.sun.coms%
3A80%2Fappl%2Ftestl. html%3FsunwMethod%3DGET&RequestID;
=13293&MajorVersion=1&MinorVersion=0&ProviderID;=http%3A%2F%
2Fcomal-b.central.sun.com%3A80%2Famagent&IssueInstant;=2006-08-10T09%3A47%3A15Z

Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded

Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: am-pool®.red.iplanet.com:8443

Content-Length: 391

Cache-Control: no-cache

Cookie: JSESSIONID=FCD5ED4FC@43E1E2C2789D228413DB87;
AMAuthCookie=AQIC5wM2LY4SfcwS5LT8TIP9%2Bs3ZqdIV0aEtBDSL
rHxr%2Fcs%3D%40AAITSQACMTEAATMXAAIWMg%3D%3D%23; amservercookie=02

RESPONSE:

HTTP/1.1 302 Moved Temporarily
Server: Sun-ONE-Web-Server/6.1
Date: Thu, 10 Aug 2006 14:47:53 GMT
Content-length: 0

Content-type: text/html
Cache-control: private

Pragma: no-cache

Connection: close

X-dsameversion: 7 200504

Am client type: genericHTML
Location: https://am-pool@.red.iplanet.com:8443/amserver/cdcserviet?
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TARGET=http%3A%2F%2Fcomal-b.central.sun.com%3A80%2Fappl%2Ftestl.html
%3FsunwMethod%3DGET&RequestID;=13293&MajorVersion=1&MinorVersion=
0&ProviderID;=http%3A%2F%2Fcomal-b.central.sun.com%3A80%2Famagent
&Issuelnstant;=2006-08-10T09%3A47%3A15Z

Set-cookie: AMAuthCookie=AQIC5wM2LY4SfcwlpUfPmb1ldtNENXWxnAoZSuWvmQ5pg
UB0%3D%40AAITSQACMTEAATMXAATIWMQ%3D%3D%23;
Domain=.iplanet.com;Path=/

Set-cookie: amservercookie=02;Domain=.iplanet.com;Path=/

Set-cookie: iPlanetDirectoryPro=AQIC5wM2LY4SfcwlpUfPmb1ldtNENXWxnAoZSu
WvmQ5pgUB0%3D%40AAITSQACMTEAATMXAAIWMQS ;
Domain=.iplanet.com;Path=/

Set-cookie: AMAuthCookie=LOGOUT;Domain=.iplanet.com;

Expires=Thu, 01-Jan-1970 00:00:10 GMT;Path=/

4. The browser follows the redirection to access the CDC servlet again. This time the SSO
token iPlanetDirectoryPro is sent in the HTTP request because the server DNS domain
matches the cookie domain. The CDC servlet validates the SSO token and responds with a
HTML page. The page contains a HTML FORM which will be automatically posted to the
URL on the agent (http://comal-b.central.sun.com:80/appl/testl.html?
sunwMethod=GET, derived from the goto and target parameters). The form's hidden field
LARES is an encoded Liberty-like AuthnResponse that contains the existing SSO Tokein in
the domain .iplanet.com.

REQUEST:

GET /amserver/cdcservlet?TARGET=http%3A%2F%
2Fcomal-b.central.sun.com%3A80%2Fappl%2Ftestl.html%3F
sunwMethod%3DGET&RequestID;=13293&MajorVersion=1&MinorVersion=
0&ProviderID;=http%3A%2F%2Fcomal-b.central.sun.com%3A80%2Famagent&IssueInstant;
=2006-08-10T09%3A47%3A15Z HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Referer: https://am-pool@.red.iplanet.com:8443/amserver/cdcservliet?
goto=http%s3A%2F%2Fcomal-b.central.sun.com%3A80%2Fappl%2Ftestl.html%
3FsunwMethod%3DGET&RequestID;=13293&MajorVersion=1&MinorVersion=0&ProviderID;
=http%3A%2F%2Fcomal-b.central.sun.com%s3A80%2
Famagent&IssueInstant;=2006-08-10T09%3A47%3A15Z

Accept-Language: en-us

Connection: Keep-Alive

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;

SV1; .NET CLR 1.1.4322)

Host: am-pool®.red.iplanet.com:8443

Cache-Control: no-cache

Cookie: JSESSIONID=FCD5ED4FCQ43E1E2C2789D228413DB87;
amservercookie=02; iPlanetDirectoryPro=AQIC5wM2LY4SfcwlpUfPm
b1dtNENXWxnAoZSuWvmQ5pgUB0@%3D%40AAITSQACMTEAATMXAAIWMY%3D%3D%23
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RESPONSE:

HTTP/1.1 200 OK

Server: Sun-ONE-Web-Server/6.1
Date: Thu, 10 Aug 2006 14:47:54 GMT
Content-type: text/html

Pragma: no-cache

Content-length: 3685

Connection: keep-alive

<HTML>

<BODY Onload="document.Response.submit()">

<FORM NAME="Response" METHOD="POST" ACTION=
"http://comal-b.central.sun.com:80/appl/testl.html?sunwMethod=GET">
<INPUT TYPE="HIDDEN" NAME="LARES" VALUE="PGxpYjpBdXRoblJ1c3BvbnNlIH
htbG5z0mxpYj@iaHROcDovL3Byb2plY3RsaWJI1lcnR5Lm9yZy9zY2h1lbWFzL2NvcmUvM
jAwWMi8xMiIgeGlsbnM6c2FtbDOidXJuOm9hc21z0m5hbWVzOnRjOINBTUWEMS4wOmFz
c2VydGlvbiIgeGlsbnM6c2FtbHA9INVybjpvYXNpczpuYW1llczp@YzpTQU1IMOjEuUMDp
wcm90b2NvbCIgeGlsbnM6ZHMIImh@dHA6LY93d3cudzMub3InLzIwMDAVMDkveGlsZH

NpZyMiIHhtbG5z0nhzaT@iaHROcDovL3d3dy53My5vemcvMjAWMSOYTUXTY2h1bWEta
W5zdGFuY2UiIFJ1c3BvbnN1SUQ9INM4N2IzNTkzOGRhZjk1YZzQ4MTBmYzJ1ODIKMTF1
MGMyZDI2Y2I4ZDAOIiAgSW5SZXNwb252ZVRvPSIxMzI5MyIgIELlham9yVmVyc21lvbj0
iMSIgIE1pbm9yVmVyc2lvbj0@iMCIgIELlzc3V1SW5zdGFudDOiMjAwNi@wOCOXMFQXND
ONzo1NF0iPjxzYW1scDpTdGFOAXM+CjxzYW1lscDpTdGFOAXNDb2R1IFZhbHV1PSIzYW
2FtbDpBc3N1cnRpb24+CjxsaWI6UHIvdmlkZXJIRD50dHRwczovL21kZS@XNS5yZWQu
Y3N1cnZsZXQ8L2xpYjpQcm92aWRlcklEPjwvbGliOkF1dGhuUmVzcG9uc2U+Cg=="/>
</FORM>

</BODY></HTML>

5. The browser automatically posts the form with LARES to the goto URL
‘http://comal-b.central.sun.com:80/appl/testl.html?sunwMethod=GET, withoutany
user interaction. The agent validates the AuthNResponse, and responds by setting a new
SSO token iPlanetDirectoryPro with an empty cookie domain. A cookie with no domain
will be restricted to be sent to the originating server only in the future. Also note the cookie
value is exactly the same as the one set in Step 3 response by Access Manager.

The policy agent also performs necessary session validation and policy evaluation. If all well,
the user is allowed for the access. The protected page is served in the response.

REQUEST:

POST /appl/testl.html?sunwMethod=GET HTTP/1.0

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*

Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded
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Pragma: no-cache

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;
SV1; .NET CLR 1.1.4322)

Host: comal-b.central.sun.com

Content-Length: 3482

Cookie: SUN ID=69.196.39.237:227251153914164

<... posted form omitted by the author ...>

RESPONSE:

HTTP/1.1 200 OK

Server: Sun-ONE-Web-Server/6.1

Date: Thu, 10 Aug 2006 14:48:44 GMT

Content-length: 35

Content-type: text/html

Set-cookie:iPlanetDirectoryPro=AQIC5wM2LY4SfcwlpUfPmbldtNENXWx
nA0ZSuWvmQ5pgUB0%3D%40AAITSQACMTEAATMXAAIWM=0%3D%3D%23; Path=/

Last-modified: Thu, 10 Aug 2006 14:40:34 GMT

Accept-ranges: bytes

Connection: close

Success! This is testl.html page.

Accessing Sun Resources Online

The docs.sun.com (tm) web site enables you to access Sun technical documentation online. You
can browse the docs.sun.com archive or search for a specific book title or subject. Books are
available as online files in PDF and HTML formats. Both formats are readable by assistive
technologies for users with disabilities.

To access the following Sun resources, go to http://www.sun. com:

Downloads of Sun products

Services and solutions

Support (including patches and updates)

Training

Research

Communities (for example, Sun Developer Network)
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Sun Welcomes Your Comments

Third-Party Web Site References

Third-party URLs are referenced in this document and provide additional, related information.

Note - Sun is not responsible for the availability of third-party web sites mentioned in this
document. Sun does not endorse and is not responsible or liable for any content, advertising,
products, or other materials that are available on or through such sites or resources. Sun will not
be responsible or liable for any actual or alleged damage or loss caused or alleged to be caused by
or in connection with use of or reliance on any such content, goods, or services that are available
on or through such sites or resources.

Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments and
suggestions. To share your comments, go to http://docs.sun. comand click Send Comments.
In the online form, provide the full document title and part number. The part number is a
7-digit or 9-digit number that can be found on the book's title page or in the document's URL.
For example, the part number of this book is 820-1165-10.
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