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Preface

The Sun StorageTek Common Array Manager User Guide for the 4000 Array Family is a
combined software installation and user guide. This guide describes how to install
management and configuration software, and how to perform initial site and array
configuration. Consult the hardware installation guide for your array for
information about the initial physical installation of an array.

Before You Read This Book

Before you begin to install the Sun StorageTek Common Array Manager software,
review late-breaking and release-specific information in the following books:

m Sun StorageTek Common Array Manager Software Release Notes

m Release Notes for your array
The books are available from:

http://www.sun.com/documentation

xiii


http://www.sun.com/documentation

How This Book Is Organized

Chapter 1 provides an overview of the Sun StorageTek Common Array Manager
software, recommends a management solution installation options and describes the
remote proxy agent.

Chapter 2 describes how to install the Common Array Manager software using the
CAM Installation GUL

Chapter 3 describes how to sign up for Auto Service Registration, register the array,
upgrade the array firmware, and add initial array information.

Chapter 4 describes monitoring your array and fault management.
Appendix A describes how to navigate though the browser interface.
Appendix B describes CLI options for experienced users.

Appendix C provides information about using SNMP with the Command Array
Manager software.

Using Operating System Commands

This document contains information on OS-specific commands and procedures such
as shutting down the system, booting the system, and configuring devices. For more
information, refer to the following:

m Software documentation that you received with your operating system

m Solaris™ Operating System documentation, which is available from
http://docs.sun.com

Xiv Sun StorageTek Common Array Manager User Guide for the J4000 Array Family ¢ August 2008


http://docs.sun.com

Shell Prompts

Shell

Prompt

C shell

C shell superuser

Bourne shell and Korn shell

Bourne shell and Korn shell superuser

machine-names
machine-name#
$
#

Typographic Conventions

Typeface” Meaning Examples

AaBbCcl23 The names of commands, files, Edit your. login file.
and directories; on-screen Use 1ls -a to list all files.
computer output. % You have mail.

AaBbCcl123 What you type, when contrasted % su
with on-screen computer output. pzgsword:

AaBbCc123 Book titles, new words or terms, Read Chapter 6 in the User’s Guide.

words to be emphasized.
Replace command-line variables
with real names or values.

These are called class options.
You must be superuser to do this.
To delete a file, type rm filename.

* The settings on your browser might differ from these settings.
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Related Documentation

Application Title Part Number

Late-breaking information  Sun StorageTek Common Array Manager — 820-4191-xx
not included in the Software Release Notes
information set

Release Notes for your array Various
Information for the Sun Sun Storage [4500 Array System 820-3163-xx
Storage J4500 array Overview
Quick reference Sun StorageTek Common Array Manager — 820-4419-xx

information for the CLI CLI Guide for the [4000 Array Family

In addition, the Sun StorageTek Common Array Manager includes the following
online documentation:

m Sun StorageTek Common Array Manager online help
Contains system overview and configuration information.
m Service Advisor

Provides guided, Field Replaceable Unit (FRU) procedures with system feedback.
You can access Service Advisor from the Sun StorageTek Common Array Manager
software.

m sscs man page commands

Provides help on man page commands available on a management host or on a
remote CLI client.

m Documentation for other supported arrays

All other arrays supported by the software share a common documentation set.

Accessing Sun Documentation

You can view, print, or purchase a broad selection of other Sun documentation,
including localized versions, at:

http://www.sun.com/documentation

http://docs.sun.com/app/docs/prod/stor.arrmgr#hic
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Third-Party Web Sites

Sun is not responsible for the availability of third-party web sites mentioned in this
document. Sun does not endorse and is not responsible or liable for any content,
advertising, products, or other materials that are available on or through such sites
or resources. Sun will not be responsible or liable for any actual or alleged damage
or loss caused by or in connection with the use of or reliance on any such content,
goods, or services that are available on or through such sites or resources.

Contacting Sun Technical Support

If you have technical questions about this product that are not answered in this
document, go to:

http://www.sun.com/service/contacting

Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments and
suggestions. You can submit your comments by going to:

http://www.sun.com/hwdocs/feedback
Please include the title and part number of your document with your feedback:

Sun StorageTek Common Array Manager User Guide for the J4000 Array Family, Release
6.1.2, part number 820-3765-11.
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CHAPTER 1

Overview

This chapter provides an overview of managing the Sun Storage J4200, J4400, and
J4500 arrays using the Sun StorageTek Common Array Manager (CAM) software. It
contains the following sections:

m “Overview of the Management Software” on page 1
m “Local Management of an Array” on page 2
m “Remote Management of Arrays” on page 2

m “Overview of the Software Installation” on page 4

Overview of the Management Software

The Sun StorageTek Common Array Manager software consists of a software suite
that provides management, monitoring, and servicing capabilities.

The software provides a:

m Browser interface

m Local Command Line Interface

m Remote Command Line Interface

The Local Command Line Interface (CLI) performs the same control and monitoring
functions as the full CAM installation with the browser interface. The Remote
Command Line Interface provides a small client CLI which depends on a full or
Command Line only instance of CAM to be installed on the same host or a remote

host. When the Remote Command Line Interface is used with a remote host,
communication is accomplished via HTPPS.

For most new users, managing the J4000 Array Family with the browser interface is
recommended.



This chapter will focus on the recommended management solution using the
browser interface.

For experienced users, use of the CLIs are discussed in Appendix B.

Local Management of an Array

For the simplest management solution for new users, install the full CAM software
on a host attached via SAS to the array, as seen in FIGURE 1-1. The host can act as
both a management and a data host. You can then use a browser to access the
software and manage the array.

FIGURE 1-1 Recommended Configuration for New Users

¥

Figure Legend

1 Host running web browser

2 Host with full CAM installation and data to store
3 In-band SAS connection

4 J4000 Array Family

Remote Management of Arrays

Experienced users may want to have a central management server or host to manage
multiple arrays.
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Since the Sun Storage J4000 Array Family can communicate only over the in-band
SAS data path, CAM software on a central host can not use the Ethernet network to
communicate directly with the array. Instead, CAM communicates with a CAM
proxy agent you install on a data host attached to the array.

FIGURE 1-2 illustrates this configuration.

FIGURE 1-2 Using a Central Management Server to Manage an Array

Figure Legend

a H WON =

Management host(s) with full CAM installation
Out-of-band IP network

One or more data hosts with CAM proxy agent enabled
In-band SAS connection

J4000 Array Family

More Information on Using a Central Management
Server

There are two types of management paths:
m in-band

m out-of-band

In-band communicates the management and control commands on the same path as
the data being processed.

Out-of-band uses a management path such as Ethernet that is separate from the data
path.

Chapter 1 Overview 3



Since the J4000 Array Family can only be managed from the host directly attached to
the storage array, management would be limited to a single host unless a method is
used. In this case, each host directly connected to the storage is used as a relay
(proxy) to a centralized instanced of CAM which can aggregate and delegate as
needed in order to provide a single point of monitoring and control for all the
storage arrays.

The software and the arrays can communicate by converting out-of band
communication to in-band and vice-vera. This is accomplished by installing a proxy
agent on a data host attached to the array. The proxy agent receives communication
from the management software over Ethernet and delivers the information over an
in-band SAS connection between the data host and the array. Likewise, the proxy
agent receives in-band communications from the array and sends it to the software
over the Ethernet network.

Overview of the Software Installation

The Sun StorageTek Common Array Manager software is delivered by download or
CD.

Prerequisites

Before you install the Common Array Manager software, do the following;:

m Read the Sun StorageTek Common Array Manager Software Release Notes for any late-
breaking information related to the installation of the array.

m Install the array hardware per the hardware installation documentation that came
with your array.

Installing CAM on a Data Host

To install CAM using the recommended management solution for new users, you
will have to run the installation tool (Chapter 2) once on the host attached to the
array using the typical (full) Installation.

TABLE 1-1 provides a checklist for this option.
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Installing CAM on a Central Management Server

To install CAM on a central management server for use with Sun Storage J4000
Array Family, you will have to run the installation tool (Chapter 2) once on the

management server and once on the data host:

1. A typical (full) installation on the management server.

2. An installation of CAM CLI (with proxy mode) on all data hosts attached to J4000

storage.

TABLE 1-2 provides a checklist for this option.

The following checklists (TABLE 1-1 and TABLE 1-2) outline the tasks required for

installing the Sun StorageTek Common Array Manager software locally or centrally
and tells you where you can find detailed procedures.

TABLE 1-1  Installation Checklist for Installing CAM on a Local Data Host
Step Installation Task Where to Find Procedure
1 Prepare for the installation Chapter 2 “Installing the Common Array
Manager Software” on page 9
2. Review Users and Roles Chapter 2 “Make sure the following user
names are defined on your systems:” on
page 13
3. Install the management software on Chapter 2 “To Install CAM on a Local Data
the data host. Host:” on page 16
4. Start and log in to the management Chapter 3 “Starting the Management
software. Software” on page 30
5. Enter the site and contact Chapter 3 “Providing Site Information” on
information. page 36
6. Sign up for the Auto Service Request Chapter 3 “Subscribing to Auto Service
service. Request” on page 37
7. Register the array. Chapter 3 “Registering the Array” on
page 38
8. Install the firmware baseline. Chapter 3 “Installing New Firmware” on
page 42
9. Enter the array administration Chapter 3 “Configuring Array

information.

Administration Functions” on page 47

Chapter 1

Overview
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TABLE 1-1  Installation Checklist for Installing CAM on a Local Data Host

Step Installation Task Where to Find Procedure

10. Add additional users and roles Chapter 3 “Adding Users And Assigning
(storage, guest). Roles” on page 51

11. Set up notification Chapter 4 “Setting Up Notification for Fault

Management” on page 68

12. Monitor the array health and fault ~ Chapter 4 “Monitoring the Sun Storage J4000
management. Array Family” on page 65

TABLE 1-2  Installation Checklist for Installing CAM on a Central Management Server

Step Installation Task Where to Find Procedure

1 Prepare for the installation Chapter 2 “Installing the Common Array
Manager Software” on page 9

2. Review Users and Roles Chapter 2 “Make sure the following user
names are defined on your systems:” on
page 13

3. Install the management software on Chapter 2 “To Install CAM on a Central

the management server. Management Server and a Proxy Agent on

the Data Host” on page 21

4. Install the proxy agent on a data host Chapter 2 “To Install CAM on a Central
attached to the array. Management Server and a Proxy Agent on
the Data Host” on page 21

5. Start and log in to the management Chapter 3 “Starting the Management
software. Software” on page 30
6. Enter the site and contact Chapter 3 “Providing Site Information” on
information. page 36
7. Sign up for the Auto Service Request Chapter 3 “Subscribing to Auto Service
service. Request” on page 37
8. Register the array. Chapter 3 “Registering the Array” on
page 38
9. Install the firmware baseline. Chapter 3 “Installing New Firmware” on
page 42
10. Enter the array administration Chapter 3 “Configuring Array
information. Administration Functions” on page 47
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TABLE 1-2  Installation Checklist for Installing CAM on a Central Management Server

Step Installation Task Where to Find Procedure

11. Add additional users and roles Chapter 3 “Adding Users And Assigning
(storage, guest). Roles” on page 51

12. Set up notification Chapter 4 “Setting Up Notification for Fault

Management” on page 68

13. Monitor the array health and fault ~ Chapter 4 “Monitoring the Sun Storage J4000
management. Array Family” on page 65

Next Steps

You are now ready to install the Common Array Manager software.

Chapter 1 Overview
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CHAPTER 2

Installing the Common Array
Manager Software

This chapter describes how to install the management software using a graphical
user interface (GUI). It contains the following sections:

“Installation and Upgrading to a New Release” on page 10
“About the Software Installation CD” on page 10
“Installing From a Downloaded File” on page 11
“Checking the Installation Requirements” on page 12
“Installation Command Summary” on page 14

“Installing the Software” on page 14

“Installing on the Solaris OS” on page 15

“Installing on the Linux OS” on page 15

“Installing on a Windows OS” on page 15

“To Install CAM on a Local Data Host:” on page 16

“To Install CAM on a Central Management Server and a Proxy Agent on the Data
Host” on page 21

“Starting the Management Software” on page 30
“Installation Troubleshooting” on page 32

“Next Steps” on page 33



Installation and Upgrading to a New
Release

This chapter describes two types of full installation of Common Array Manager
software:

m On a local management host

m On a central management server

These procedures apply equally to installing on a new host or a new release of the
software on a host already running an earlier version of the software. When you
proceed to upgrade an existing management host to a new release, you run the
install program exactly as described for a fresh installation. The install script
searches to see if there is an earlier version of the software present on the system and
if so, updates and adds only those files that require change. Existing settings and
other data are preserved, and after the upgrade, normal operations can resume.
Normally it is not necessary to manually uninstall or re-register devices, redefine
users, or reset other system parameters.

Experienced users who want to install software using the CLI can refer to “Installing
the CAM Software Using a CLI Script” on page 128.

Any release-specific considerations, including those pertaining to upgrades, are
provided in the Sun StorageTek Common Array Manager Software Release Notes.

About the Software Installation CD

The Sun StorageTek Common Array Manager Installation Software CD provides
three installation-related wizards:

m GUI software installer — Enables you to use a graphical user interface wizard to
install a selection of applications to support a local or remote management host.

m CLI software installers — Enables you to use either a command-line interface (CLI)
script to install a selection of applications to support a local or remote
management host.

m Uninstaller — Enables you to uninstall the management and remote host software
from a host.

To simplify the installation process for new users, this chapter will present the GUI
Install Option. See Appendix B for CLI options.
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Installing From a Downloaded File

You can also download the latest version of the Common Array Manager software
from System Administration/Storage Management category on:
http://www.sun.com/download.

The current URL is: http://www.sun.com/download/index.jsp?cat=
Systems%$20Administration&tab=3&subcat=Storage%20Management

Scroll down to StorageTek Common Array Manager software and download the
most recent revision listed.

Solaris and Linux Downloads

If installing from a downloaded file on Solaris or Linux, do the following to unpack
the file and run the install program:

1. Unpack the file:

tar xvf filename.tar

2. Change to the directory where the install files are unpacked, for example:

cd /install_dir/Host_Software_6.x.x.X

3. Begin the applicable installation procedure at Step 3.

Windows Downloads

1. Unzip the host_sw_windows_6.x.x.x file using a Windows zip application.

2. Change to the directory where the install files are unpacked, for example:

Host_Software_6.x.x.x

3. Begin the Windows installation procedure at Step 3.

Chapter 2 Installing the Common Array Manager Software 11
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Checking the Installation Requirements

Before installing the management software, do the following:
m Read the entire installation instructions.

m Complete the array hardware installation.

m Check the installation space requirements.

Check that the installation space requirements are met, as listed in TABLE 2-1. (The
installation script verifies these requirements. If a requirement is not met, the
script informs you.)

TABLE 2-1  Installation Space Requirements - Full Installation

0s Total Space Directory Space

Solaris 860 megabytes  root — 5 megabytes
/tmp — 175 megabytes
/usr — 40 megabytes
/var — 110 megabytes
/opt — 530 megabytes

Linux 805 megabytes  root — 5 megabytes
/tmp — 120 megabytes
/usr — 155 megabytes
/var — 115 megabytes
/opt — 410 megabytes

Windows 965 megabytes  On system drive (usually C:)

Note — These space requirements are for a full installation, including Java Web
Console. (You sign into the JAVA Web Console to access the CAM software.) If Java
Web Console Version 3.02 and JDK are pre-installed on the system, the required
space is smaller by approximately 150 megabytes. On Solaris this is in /opt; on
Linux, this is in /usr; on Windows this is on the system drive.
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m Make sure the following user names are defined on your systems:
» root (or an administrative user for Windows)
= storage
= guest

They are NOT added to the system by the CAM installer. They are default users
with storage and guest roles and are required to be present in order to use them
to log into CAM.

Two roles (storage and guest) are defined in CAM. The storage role has write
privileges in CAM, while the guest role can read-only. By default, the root user, or
the administrative user in Windows, has the storage role, the storage user has the
storage role, and the guest user has the guest role.

Additional users should be added to the storage or guest roles by using the CAM
User Management interface. The password for these accounts is the password for the
user on the operating system. For more information, see “Adding Users And
Assigning Roles” on page 51.

m Check to see if previous versions of the management software are installed.

Solaris and Linux: Uninstall all versions of the Sun StorageTek Configuration
Service management software prior to the Common Array Manager 5.0.1.1
release. Later versions do not have to be removed.

Windows: Uninstall all versions of the Sun StorageTek Configuration Service
management software prior to the Common Array Manager 5.1.0.10 release. Later
versions do not have to be removed.

m Check that previously installed services, such as the Storage Automated
Diagnostic Environment, are not performing a function on the array over the
Ethernet port of either array controller.

Note — If a version of Sun Java Web Console prior to 2.2.5 is installed, the script
prompts you to upgrade to the current version of the Sun Java Web Console. If you
choose not to upgrade, the script exits and you cannot install the software.

m Check RAM Memory Requirements
» Solaris: 1 GB (for browser interface use)
s Linux: 512 MB
s Windows: 512 MB
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Installation Command Summary

TABLE 2-2 summarizes the commands you need to install the management software
using CAM’s GUI installation wizard.

TABLE2-2 Common Array Manager Software Installation Commands

Installation Task Graphical User Interface

Install the management software. RunMe.bin (Solaris, Linux)
RunMe.bat (Windows)

or click on the RunMe button if
using a file manager

Uninstall the management software. uninstall

Note: The Add/Remove Programs
feature in Windows is supported

Force a complete cleanup and removal Not Available
of an installation. Appendix B describes the
uninstall -f command
line option to force a
complete cleanup

Installing the Software

The following covers installing the management software either locally on a data
host or on a central management server, as described in the following sections:

m “Installing on the Solaris OS” on page 15

m “Installing on the Linux OS” on page 15

m “Installing on a Windows OS” on page 15

m “To Install CAM on a Local Data Host:” on page 16

m “To Install CAM on a Central Management Server and a Proxy Agent on the Data
Host” on page 21
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Installing on the Solaris OS

You can install the Common Array Manager software on a SPARC, X86, or X64
system running the Solaris Operating System.

The array installation files and installers are provided in a compressed .bin file on
the CD.

The process unpacks the contents of the file on the host and then proceeds with the
installation.

Note — The Common Array Manager software installs a Sun GUI framework called
Sun Web Console (also known as Lockhart). Some advanced users might install
Lockhart separately. For Solaris 10, do not attempt to run the Lockhart setup script
when logged into the local zone. (The software installation prevents this.) Either
install Lockhart into a whole root zone or install/upgrade Lockhart in the global
zone before installing the Common Array Manager software into the local zone.

Proceed to “To Install CAM on a Local Data Host:” on page 16 or “To Install CAM on
a Central Management Server and a Proxy Agent on the Data Host” on page 21.

Installing on the Linux OS

You can install the Common Array Manager software on a host system running the
Red Hat or SUSE Linux Operating System.

The array installation files and installers are provided in a compressed .bin file on
the CD.

The process unpacks the contents of the file on the host and then proceeds with the
installation.

Proceed to “To Install CAM on a Local Data Host:” on page 16 or “To Install CAM on
a Central Management Server and a Proxy Agent on the Data Host” on page 21.

Installing on a Windows OS

You can use a wizard to install the Common Array Manager software on a system
running Windows 2003, 2008, or XP.

Windows Installer 3.1 must be installed and the service packages listed in TABLE 2-3
are required:
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TABLE2-3 Windows Service Pack Requirements

Windows OS Required Service Pack Version
Windows 2003 SP1 or higher

Windows 2008 SP1

Windows XP SP2 or higher

If needed, download the files from the Microsoft Download site.

You must be logged in to the Windows system as an administrative user. For
information on setting up administrative users and root users on Windows, see
“Adding Users And Assigning Roles” on page 51.

The array installation files and installers are provided in a compressed file on the
CD.

The process unpacks the contents of the file on the host and then proceeds with the
installation.

After the installation on a Windows platform, you will need to configure the
Windows firewall on each host to allow an exception for port 6789 as noted in
Step 10.

Proceed to “To Install CAM on a Local Data Host:” on page 16 or “To Install CAM on
a Central Management Server and a Proxy Agent on the Data Host” on page 21.

V¥ To Install CAM on a Local Data Host:

1. Log in to the data host OS as root (Solaris, Linux) or as an administrative user
(Windows).

2. Load the software from either a download or CD-ROM installation:

m To Download - download the installation file as described in “Installing From a
Downloaded File” on page 11.

a. Solaris and Linux - run tar filename to unpack the file

tar xvf filename.tar

b. Windows - Unzip the host_sw_windows_6.x.x.x file using a Windows zip
application.

c. Change to the Host_Software_6.x.x.x directory where the files were
unpacked.
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m To Install from CD-ROM - Insert the host software installation CD into a drive on
the management host.

If the compressed installation files do not appear in a directory window:

Change to the cd-rom directory:
Solaris /cdrom/cdrom0
Linux /media/cdrom

Windows <system drive>: (Example: C:)

. Display the contents of the CD:

Solaris and Linux ls -1

Windows - click the directory

3. Review the README. txt file for the latest information on the product and the
installation process.

4. To begin unpacking the contents of the compressed installation file, perform
one of the following:

a.

Solaris and Linux - enter the following command or click the RunMe icon if
using a file manager:

RunMe.bin

The files are unpacked in the default directory -
/var/opt/CommonArrayManager.

. Windows - double click on the following icon:

RunMe
The files are unpacked in the default directory path:

<system drive>:\Sun\CommonArrayManager\
Host_Software_6.x.x.x\bin.

5. Review the README. txt file for the latest information on the product and the
installation process.

The Host_Software_6.x.x.x directory is unpacked into the default directory.
The unpacking process takes a couple of minutes. The contents of this directory
includes:

bin/tools
bin/iam
bin/uninstall
components/

util/
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If the wizard screen is not redisplayed or if you receive an error message, recheck
that the host requirements listed in “Checking the Installation Requirements” on
page 12.

6. Click Next.

Summary information about the installation is displayed.

Sun StorageTek{T™M) Common Array Manager 6.1.2 =l

Sun StorageTek({TM) Common Array Manager 6.1.2

The InstallShield Wizard will install Sun StorageTek(Th) Carmmon Array Manager o
Waur camputer.
To continue, choose Mest.

Sun StorageTek(Thl) Common Array Manager 6.1.2
Sun Micrasystems, Inc.
httpeffatnnn, SLINLCOIT

et = I Cancel

7. Click Next to display the license agreement screen.
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8. Click the radio button to accept the license agreement, and then click Next to
display the Installation Type screen.

6 % Sun StorageTek{TM} Common Array Manager

Choose the installation type

ical

® Typi

}—' The program will he installed with the suggested configuration.
Recommended for most users.

) Custom

@ The program will be installed with the features you choose.
L Recommended for advanced users.

-

<gack || Neds ||  cancel

9. Choose Typical to install the full management software on the data host.

10. Click next to display the Review Selections Screen.
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IS Sun StorageTek{TM) Common Array Manager b.1.2 - |EI|5|

Review selections

Software To Be Installed:
Full Install

& Browser User Interface (BUI
& Local and Remote CLI
& Array Firmware

= Back | Install I Cancel

The screen should show that the software to be installed is the Full Install.

11. To continue, click the Install button.

Note — During the software installation, the progress indicator reflects 0% for a
significant portion of the installation process. This is the expected progress
indication for the typical installation process.

When the host installation is complete, the View Results screen is displayed.

For information on installation logs, refer to “Reviewing the Installation Logs” on
page 33.
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| [ Sun StorageTek{T™) Host Software Installation Summary o ] oA |

View results

Info  Installation success.
The following have heen installed: Browser User Interface (EUI, Local
and Remaote CLI, and Array Firmware.

To access the Broweser User Interface paint a broveser at;
hitps:finstallation_host 67849

The logs may he found in CAProgram FilesiCommon FilesiSun
Microsystemsizef000L

Your software installation on the data host is complete.
12. Eject the CD and remove it from the drive.

13. Windows Only - After the installation on a Windows platform, you will need to
configure the Windows firewall on the data host.

Set the Windows firewall to allow an exception for port 6789.

Since a proxy agent was not installed or activated with this installation option,
there is no need to open port 8653 for a proxy.

Some firewall programs prompt for your agreement to allow new programs to
communicate through the firewall, and set the port for you. Refer to your firewall
documentation for instructions on how to open a port through the firewall.

V¥V To Install CAM on a Central Management Server
and a Proxy Agent on the Data Host

1. Log in to the management host OS as root (Solaris, Linux) or as an
administrative user (Windows).

2. Load the software from either a download or CD-ROM installation:
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m To Download - download the installation file as described in “Installing From a
Downloaded File” on page 11
a. Solaris and Linux - run tar filename to unpack the file
tar xvf filename.tar

b. Windows - Unzip the host_sw_windows_6.x.x.x file using a Windows zip
application.

c. Change to the Host_Software_6.x.x.x directory where the files were
unpacked.

m To Install from CD-ROM - Insert the host software installation CD into a drive on
the management host.

If the compressed installation files do not appear in a directory window:

a. Change to the cd-rom directory:
Solaris /cdrom/cdrom0
Linux /media/cdrom

Windows <system drive>: (Example: D:)

b. Display the contents of the CD:
1s -1

3. Review the README. txt file for the latest information on the product and the
installation process.

4. To begin unpacking the contents of the compressed installation file, perform
one of the following:

a. Solaris and Linux - enter the following command or click the RunMe icon if
using a file manager:
RunMe.bin
The files are unpacked in the default directory -
/var/opt/CommonArrayManager.

b. Windows - double click on the following icon:
RunMe
The files are unpacked in the default directory path:

<system drive>:\Sun\CommonArrayManager\
Host_Software_6.x.x.x\bin.
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5. Review the README. txt file for the latest information on the product and the
installation process.

The Host_Software_6.x.x.x directory is unpacked into the default directory.
The unpacking process takes a couple of minutes. The contents of this directory
includes:

- bin/tools
- bin/iam
- bin/uninstall
- components/
- util/
If the wizard screen is not redisplayed or if you receive an error message, recheck

that the host requirements in “Check the installation space requirements.” on
page 12 are met.

6. Click Next.

Summary information about the installation is displayed.

5 Sun StorageTek({TM) Common Array Manager 6.1.2 - |D|ﬂ

Sun StorageTek{TM) Common Array Manager 6.1.2

The InstallShield YWizard will install Sun StorageTek(Th) Commaon Array Manager an
your computer.
To continue, choose MNext.

Sun StarageTek{Th) Common Array Manager 6.1.2
Sun Microsystems, Inc.
hitpiamin SUN.com

Mext = I Cancel

7. Click Next to display the license agreement screen.
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8. Click the radio button to accept the license agreement, and then click Next to
display the Installation Type screen.

faen % Sun StorageTek(TM) Common Array Manager

Choose the installation type

® Typical
}—' The program will be installed with the suggested configuration.
4 Recommended for most users.
Cu:

) Custam
ﬁ The program will he installed with the features you choozse.

i Recommended for advanced users.

Cancel

9. Choose Typical to install the full management software on the management host.

10. Click next to display the Review Selections Screen.
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5 Sun StorageTek({TM) Commmon Array Manager 6.1.2 =0

Review selections

Software To Be Installed:
Full Install

# Browser User Interface (BUD
# Local and Remaote CLI
#* Array Firmware

= Back | Install I Cancel

The screen should show that the software to be installed is the Full Install.

11. To continue, click the Install button.

Note — During the software installation, the progress indicator reflects 0% for a
significant portion of the installation process. This is the expected progress
indication for the typical installation process.

When the host installation is complete, the View Results screen is displayed.

For information on installation logs, refer to “Reviewing the Installation Logs” on
page 33.
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: |§ Sun StorageTek{TM) Host Software Installation Summary 10| =l

View results

Info Installation success,

The following have heen installed: Browser User Interface (BUD, Local
and Remaote CLI, and Array Finmware.

Toaccess the Browser User Interface paint a browser at;
hitpsiinstallation_host67ag

The logs may he found in CAProgram Files\Commaon FilesiSun
MicrosystemsiseG000Y

Your software installation on the management host is complete.

Installing the J4000 Proxy Agent on the Data Host

Next you have to install the proxy agent on the data host attached to the array.

1. Log in to the data host as root.
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2. Complete Steps 2 to 7 on the data host.
The Installation Type screen displays.

Choose the installation type

) Typical
}-" The program will he installed with the suggested configuration.
| Recommended for most users.

@ Custom
?ﬁ The program will be installed with the features you choose.

| Recammended for advanced users.

3. Choose Custom to reveal other installation options.

4. Click Next and proceed to the next step.
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5 sun StorageTek{TM}) Common Array Manager 10| =l

The Sun StorageTek TW) Camman Array Manager creates a management host
which can be accessed by aweh browser or Command Line Interface (CLEG. 1t
may alza include and install array firmware updates.

Select a feature bundle:

© Full Install (BUI, Lacal and Remaote CLI, Array firrmwvare)
' Command Line Only wWith Firrnware
{Lacal CLI; Proxy for remote access; Array firmmaara)

& Command Line Only (Local CLI Proxy far remate access)
 Remate CLI

= Back Pest = Cancel

5. Choose the third radio button, Command Line Only, to install the proxy agent
on the data host.

Note — The other options are explained in Appendix B, but are not needed by new
users using the recommended installation.

6. When you have made your selection, click Next to proceed.

The Review Selection screen displays, showing the Command Line Only selection.
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The Proxy for Remote Access screen will display.

| [§ Sun StorageTek{TM) Common Array Manager ;Iﬂlﬁl

Proxy For Remote Access To Local Sun Storage J4200/J4400 Array

¢ Disahle remote contral from other Common Array Manager Software

& Enable remote control from other Common Array Manager Software

Access will e through hitps on port 8663

Enter passward: I E Upto 15 characters
Re-enter passward: I

= Back | Mext = I Cancel

7. Select the Enable button to enable remote access to the array via the proxy
agent.

The proxy agent receives out-of band communication from the management
software over Ethernet and delivers the information over an in-band SAS
connection between the data host and the array. The communication path uses
https on port 8653.

a. Enter and confirm a proxy agent password of up to 15 characters for remote
access to this host.

Be sure to remember the password. You will need to enter the proxy agent
password when registering the hosts which will serve as proxies to the J4000
arrays.

b. When done, click Next to display the Finish screen.

When the host installation is complete, the View Results screen is displayed,
showing that you installed the CLI Only software and Local CLIL

8. Click the Install button to proceed.

Your proxy agent installation on the data host is complete.

9. Eject the CD and remove it from the drive.
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10. Windows Only - After the installation on a Windows platform, you will need to
configure the Windows firewall on both the management host and the data
host.

Set the Windows firewall to allow an exception for port 6789. If you have a proxy
agent, also allow an exception to port 8653. Some firewall programs prompt for
your agreement to allow new programs to communicate through the firewall, and
set the port for you. Refer to your firewall documentation for instructions on how
to open a port through the firewall.

Starting the Management Software

The Sun StorageTek Common Array Manager provides a browser interface for
accessing the management software from any host that is connected to the site LAN.
The web-based browser interface is the primary interface for configuring, managing,
and monitoring the system.

Two command-line interfaces options are also provided. For more information,
experienced users should refer to Appendix B.

Logging In Using the Browser Interface

You can start the management software on any system that is connected to the network.
Before you log in, you need to set up a storage role or group in your OS and assign users
to it. See “Adding Users And Assigning Roles” on page 51.

1. Open a supported web browser.

Note — For information about supported web browsers, see the Sun StorageTek
Common Array Manager Release Notes.

2. Enter the IP address of the management host using this format:
https://cam-management-host : 6789

cam-management-host is the IP address or hostname of the host where you installed
the Sun StorageTek Common Array Manager software.

The login page is displayed.
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Java” Web Console

Server Name: obe-72

User Hame:  |roof
Password: |

ntrn] ONE

3. Login with the root or administrator name.

You need root and storage users on the system. For more information about user
names and roles, see “Adding Users And Assigning Roles” on page 51.

For Solaris and Linux, root already exists for the machine on which you installed
the software.Later, you may want to add a user accounts with the storage role.

For Windows, you can initially login with any user account with Windows
administrative privileges. Later, you may want to add a user accounts with the
storage role. For more information about adding users and roles to Windows, see
“Adding New Users in Windows” on page 54.

4. Click Log In.

The Java Web Console page is displayed.
At this point, you are logged into the system.

Chapter 2 Installing the Common Array Manager Software 31



Note — The connection closes automatically if there is no activity for approximately
15 minutes.

APPLICATIONS | VERSION LOG OUT | HELP

User:root Server: obe-70
Java™ Web Console =
a’

Sun™ Microsystems, Inc.

I™ start Each Application in a New Window

Systems Desktop Applications
No applications available No applications available
Storage Other

Sun StorageTek(TM) Commen Array Manager No applications available
Services

No applications available

5. Select Sun StorageTek Common Array Manager from the Storage section of the
Sun Java Web Console page.

Installation Troubleshooting

You can verify the installation by bringing up the Sun StorageTek Common Array
Manager browser, as discussed in “Starting the Management Software” on page 30
of the next chapter.

In the browser, you can click the Version button to verify the release version
information.
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Reviewing the Installation Logs

You can also verify the success of the installation by reviewing the installation logs.
Note that the installation logs are mainly intended for debugging by developers. By
scrolling to the end of the installation log, you can verify the successful installation
message Or any error messages.

If an error occurs, review the requirements in “Check the installation space
requirements.” on page 12. Also, review the Readme.txt file located in the
installation directory (see “Locating Files and Logs” on page 123) for late-breaking
information and attempt a reinstallation.

The installation logs are located:

m Solaris:

/var/sadm/install/se6000/se6000_Host_SW.log

m Linux:

/var/opt/cam/

m Windows:
\Program Files\Common Files\Sun Microsystems\se6000

For Windows, verify that you made the firewall changes after you finished the
installation as noted in Step 13.

Next Steps

You are now ready to log in to the browser interface, discover arrays, install the
array firmware baseline, and set up arrays.
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CHAPTER 3

Registering and Initially
Administering the Array

This chapter provides an overview of the management software and the steps
required for first time you log in. including registering the array. It contains the
following sections:

“Setting Up the Initial Site and Array Information” on page 35
“Providing Site Information” on page 36

“Subscribing to Auto Service Request” on page 37
“Registering the Array” on page 38

“Installing New Firmware” on page 42

“Configuring Array Administration Functions” on page 47
“Adding Users And Assigning Roles” on page 51

“Setting Up Auto Service Request” on page 59

“Next Steps” on page 64

Setting Up the Initial Site and Array
Information

This section describes the operations you need to perform the first time you open
the management software. The sections include:

“Providing Site Information” on page 36

“Subscribing to Auto Service Request” on page 37

35



Providing Site Information

Opening the Common Array Manager after a first-time installation displays the
General Configuration page.

“APPLCATIONS | VERSION REFRESH | SEAFCH | SERVICEADVISOR | LOGOUT | HELP

User: oot Server: sun01-umall i Current Login: 1 ¢

o Last Update: Aug 2, 2007 60100 PMEDT >
Sun StorageTek™ Common Array Manager CureatAlarme @0 0 @0 B0

) Alarms
» [ Storage Systems

Site Information
& [ General Contiguratiq hid

‘Complete the site information form first, before you startto use this application.

General Configuration ‘Save and Conilnue Setup
% Steinformation % ContactInormation

* Indicates required field
Site Information

n describing installed. This in may be used to ensure that parts are shipped to the correct location.
* Company Name: [Sun Wicio
‘Gompany name must match that associated wih a Sun Oniine Accourt.
* Site Name: [CAN Pubs Lab
Address: [T Network Or.
Address 2: I
Mal Stop: UBUROT
* City: | —
State/Province: | —
Postal Code: | —
Country: United States: =
2 Backtotop

Contact Information

‘Your Sun StorageTek contract agreement may entite you to extended Site O s 1o allow Sun Service Technical
required during the hours of your contract. While the contact name should specify a person, the telephone number and email may be a support desk, or a Ste SUppOTt group.

personnel at your site if remediation is

*Name: First: [John Last: [Bannnnnn
Telephone Number: 78TNNNANAN exension:[ ]
* Contact Emall: e —

2 Back o top

The General Configuration page contains information about the site, rather than
individual information about an array.

1. Enter the following information for your site:

m Company Name

s Contract Number

m Site Name

m Address

m Mail Stop

m City, State, Zip Code and Country

m Contact Name
The required fields are indicated by an asterisk: (*).
2. Click Save and Continue Setup.

Once you have saved the General Configuration page, the Auto Service Request
page displays during initial installations.
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User:root Server: sun01-umall

— T If you have any questions pleas refer to the Sun Privacy Policy.

Subscribing to Auto Service Request

During the initial Common Array Manager installation, the software prompts you to
enroll CAM with the Auto Service Request service by displaying the Auto Service
Request (ASR) Setup page.

Auto Service Request (ASR) monitors the array system health and performance and
automatically notifies the Sun Technical Support Center when critical events occur.
Critical alarms generate an Auto Service Request case. The notifications enable Sun
Service to respond faster and more accurately to critical on-site issues.

[Rerrest | seanc | SERvce ADvisom | 10GouT | HeLr ]
3 Gurrent Logins: 1
Sun StorageTek™ Common Array Manager Last Update: Aug 2, 2007 6:13:23 PM EDT.

Current Alarms: @0 T0 20 S0

S i
) Alarms

» [ Sorage Systems
< [ General Configurato
[ Auto Service Req

Startup Setup
‘The General Configuration information has been saved successully. Please continue to set up Auto Service Request information. You can choose "Enroll Now” or “Decline" o continue.

[ General Healin Md Auto Service Request (ASR) Setup EnrollNaw
» B Notification Complete this form to configure your connection with Auto Service Request. Th i il apply to all st . by th le.» More on Auto Service Request

) User Management TostASA

[ Actiiy Log % Sun Online Account inormation % Purpose Statement

< Internet Connection Settings
* Indicates required field

Sun Online Account Information

‘You must have a Sun Online Account to change the settings on this page. I you do not have an account, create one now by going to Sun Online Account Registration.

Registration Status: Not Registered
* Sun Online Account Name: ficro_CAN_Pubs|
* Password:

2 Backto top

Internet Connection Settings

Connection Type: ¢~ Direct Connection to the Internet
& Use Proxy Server

Proxy HostName: [webproxytetnnn sun com |

Proxy Port: A
[~ Enable Proxy Authentication
User Name:

Password: [ |

2 Backtotop

Purpose Statement

3 p information may
not provide an adequate lével of protection. Sun, however, is committed 1o providing a
suitable and consistent level of protection for your personal information regardiess of the
country in which it resides. m

Ifyou agree with the above processing of your personal information, please complete and
submit the form.

You can select the Enroll Now button to enroll or the Decline button to defer
enrollment.

For more information on Auto Service Request, see “Setting Up Auto Service
Request” on page 59.

To enroll with the Auto Service Request service during the Common Array Manager
installation, on the Auto Service Request Setup page:

1. Provide the following information:
m Sun online account username and password

ASR is available to all customers with a current warranty or Sun Spectrum
Contract:

http://www.sun.com/service/warranty/index.xml

http://www.sun.com/service/serviceplans/index.jsp
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m Type of internet connection to be used
» Direct connection to internet

= Connection using a http proxy server
2. To register for Auto Service Request, click Enroll Now.

There is a Test button to verify that CAM is communicating with the Sun Online
Account services.

While ASR is enabled by default for all registered arrays, there are settings that must
be configured to use ASR to monitor an array as described in “Configuring Auto
Service Request for an Array” on page 63.

Registering the Array

When you install the management software on a new host, the Storage System
Summary page is displayed next. Initially the page is blank with no arrays listed.

On all subsequent logins to the Common Array Manager, the Storage System
Summary page is displayed with the arrays you registered with the software.

To register an array, you launch the Array Registration wizard to either search the
subnet for arrays that are not already registered or manually register an array.
Registering arrays are documented in the following sections:

m “Finding and Registering Arrays” on page 38

m “Unregistering an Array” on page 41

Finding and Registering Arrays

The registration wizard can automatically discover arrays that are on the same
subnet as the management host, or you can point the wizard to the array if it is not
on the same subnet as the management host.

If searching for arrays on a subnet, the discovery process displays the percentage of
completion while the array management software polls devices in the network to
determine whether any new arrays are available. When complete, a list of
discovered arrays is displayed.
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V¥ To Register an Array

1.

Click Storage Systems.
The Storage System Summary page is displayed.

. Click Register.

The Register Storage System wizard is displayed.

. In the Register Storage System wizard, select the Discovery and Authentication

Method you want to use.

Select "Scan the local network" and “Use the default password” to scan for
unregistered arrays on the same subnet as the management software.

» For the J4000 Array Family, use this method to discover arrays that are directly
connected to a host with either the full or CLI-only CAM installed and the
CAM proxy agent turned off.

» For other arrays, use this method to discover arrays that use the default
password set at the factory.

Select "Scan the local network" and “Enter password for the discovery” to scan for
unregistered arrays that use that password and are located on the same subnet as
the management software.

» For the J4000 Array Family, use this option for a central management host and
enter the proxy agent password.

If each proxy agent has a different password, only the array with a proxy agent
using that password will be discovered. You may want to set up a common
proxy agent password.

Select "Enter IP address or hostname" and “Enter password for the discovery” to
manually register an array or to register an array outside of the local subnet.

» For the J4000 Array Family, enter the IP address or hostname of the proxy
agent and the proxy agent password.

» For all other arrays, enter the IP address or hostname of the array controller
and the array password.

Note — It can take as much as 2 minutes for the software to discover each array.
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4. Click Finish.

Sun StorageTek™ Common Array Manager

Register Storage System

Steps Help Step 2:Storage System Summary

1. Select Storage System Discovery Review the list of Storage Systems. Deselect any Storage Systems that you do notwant to register now.
Method
Storage Systems (1)
1.1 Accessing the Storage System ‘ = | | ‘ | |
for Registration Name 4 |Type - | NetworkAddress . | Serial Number s
| ¥ 20290TF0B020CKO15 | j4400 1089050 (In-band) | SUN J4400.2029QTF0802QCKD15

= 2. Storage System Summary

w

Results

[ I

The Results page displays, showing whether the array was successfully registered
with the software.

The Results page also displays a message if the discovered array’s firmware does
not match the firmware baseline. To install the firmware, see “Installing New
Firmware” on page 42.

Sun StorageTek™ Common Array Manager

Register Storage System

Steps | Help Step 3:Results
1.. Select Storage Syst=m Discovery Monitor the status of the Storage System registration process displayed in the Status and Progress fislds. When
Method the Storage System registration process is complete, click Close

All operations have completed.

11 Ac the Stol Syste
RSN NH e Sorege.cysiem Status for each Storage System is displayed in the table below.

for Registration

The array(s) with A sign have firmware which is notat the baseline required by this softwars. Alarm(s) will be

2.. Storage System Summary generated and please follow the instruction in the alarm to install firmware baseline.
=+ 3. Results Storage Systems (1)
Name Status | Progress |
2029QTFOB02QCKO15 Storage systsm registered. AFirmware is not | [0 ]
at baseline.
[« I+
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Unregistering an Array

You remove an array from the management software by unregistering the array.

V¥ To Unregister an Array

1. Click Storage Systems.
The Storage System Summary page is displayed.

2. Select the check box to the left of the array you want to remove from the list of
registered arrays.

This enables the Remove button.

3. Click Remove.

The array is unregistered and removed from the Storage System Summary.

Installing New Firmware

New arrays come with the firmware installed. As updates to the firmware are
released, you will need to follow these instructions to install the new firmware.

Note — For other arrays managed by the Sun StorageTek Common Array Manager,
firmware, this release may require special firmware instructions. Refer to the Sun
StorageTek Common Array Manager Software Release Notes, Release 6.1.2 (or later) for the
latest firmware information and a list of firmware files for your array.
http://docs.sun.com/app/docs/prod/stor.arrmgré6l~cam6.l#hic

You can update your array firmware by clicking the Install Firmware button on the
Storage System Summary page or the array’s Administration page.

As part of the installation of the Common Array Manager software, the script puts
the array firmware files in a directory on the management host. When you upgrade
the firmware, the software analyzes the firmware installed on the array. If the
firmware on the host is newer, and you choose to install, the software installs the
firmware on the array.

For optimal performance, Sun Microsystems recommends that the firmware on all
arrays be at the level of the current firmware baseline. New features are not
supported with older versions of firmware not at the baseline.
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Always check the latest Common Array Manager and array Release Notes for the
latest release-specific information about firmware and other features.

V¥ To Install the Firmware

1. Check the release notes for any release-specific upgrade requirements:
http://docs.sun.com/app/docs/prod/stor.arrmgr#hic

Upgrades to the J4000 Array Family firmware (SAS I/O modules and disks)
require an offline upgrade (stop all I/O activity to the array).

2. Check alarms and resolve the problems using Service Adviser before
attempting to update.

3. On the Storage System Summary page, click the checkbox of the array you
want to upgrade.

You can only upgrade one J4000 Array Family array at a time.

Upgrades to the J4000 Array Family firmware (SAS I/O modules and disks)
require an offline upgrade (stop all I/O activity to the array).

[ aePucarons T verson ]

User: sorage Sorver: NMS-LABS. i CurentLogins:2 ¢
Lost Update: Feb 14, 2008 24955 PMEST >

Current Alarms: @0 T4 @14 ©0 java

Sun StorageTek™ Common Array Manager

S icomptems,
[ Alams
» [ Storage Systems

Storage System Summary
To manage  lick
» [ General Configuratiod

. below. To regi network, click on the Reg| below.

Storage Systems (8)
[ Register.. || Remove ||_instal Fiiare Baseii... |

| Name 4| Health 2|type | Firmware version | Total Capacity | Available Capacity | Network Address N
[v]  Accnt Armay Optimal 6140 06.19.25.13 427278 413778 10.30.12.113 (Out-of-band)
[ camindia-idev Optinal 6140 07.1018.10 421278 387078 10301211 (Outotband)
[~ |ISCSILCA3 Optimal 2510 06.7037.10 34183268 271.367 GB 10.30.12.89 (Out-of-band)
[~ ISCSILCA_1DONTUPDTFW optinal 2510 96.7003.10 34163268 272350 6B 10.30.12.99 (Out-ot-band)
[~ ISCSLCA 2 2510 06.7037.10 29968 213578 10.30.12.95 (Outot-band)
I Linust optinal 6140 06.19.25.16 213878 186578 10.30.12.15 (Outot-band)
- Snoopyt Optimal 6140 37103333 6152978 149.710GB 10.30.12.104 (Outotband)
[~ Snoopy2 Optimal 6140 07.1022.10 4206 TB 3,807 TB 10.30.12.106 (Out-of-band)
[ Register... |[_Remove [

(—————o§

The Install Firmware button is enabled.

4. Click Install Firmware.

42 Sun StorageTek Common Array Manager User Guide for the J4000 Array Family * August 2008


http://docs.sun.com/app/docs/prod/stor.arrmgr#hic

The management software launches the Analyze and Install Array Firmware wizard.
Step 1, the Overview, is displayed.

Sun StorageTek™ Common Array Manager

Analyze and Install Array Firmware Baseline

Steps Help Step 1:Overview

= 1. Overview This wizard analyzes the firmware on selected Storage Systems and identifies the Storage
Systems that are not at the current baseline.

2. Analyze Storage System
Firmware Before installing the firmware baseline, the wizard verifies that all selected Storage Systems
have a valid registered password. If the registered password is not valid, the install for that

3. Review Storage Systems will not be allowed.

Caution: Once initiated, the install operation cannot be canceled.

4. Results
Click Next to continue.

Previous

Cancel

5. Click the Next button.
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Sun StorageTek™ Common Array Manager

Analyze and Install Array Firmware Baseline

Steps Help Step 2:Analyze Arrays

1. Overview Firmware information for each array is displayed as the analysis is completed. The action column
displays the recommended action to bring each array up o the current firmware baseline. For
optimal performance, all arrays should have the same firmware version installed. This wizard will
only install the components thatare not at the baseline

=* 2. Analyze Storage System

Firmware
Storage Systems (1)
3. Review
Name - ‘ Action ‘ Current Firmware | Baseline |
4. Results "

2028QTFOB02QCKO1E [ nstal baseling, no alsks =] Disk00: 4804 Disk00: -

Disk.01: AS0A Disk01: -
Disk install is not required Disk.02: A904 Disk.02: -

Disk.03: ASDA Digk.03: -
Disk.04: AQDA Disk.04: -
Disk.05: ASDA Disk 05: -
Disk.06: AQDA Disk.0&: -
Disk.07: AQDA Digk.07: -
Disk.08: AS0A Disk 08: -
Disk.08: AS0A Disk.0g: -
Disk.10: ASDA Digk.10: -
Disk.11: AQDA Digk.11: -
Disk.12: ASDA Disk 12: -
Disk.13: ADDA Diek.13: -
Disk.14: AQDA Digk. 14: -
Disk.15: AS0A Disk 15: -
Disk.16: AS0A Disk.16: -
Disk.17: ASDA Diek17: -
Disk.18: AQDA Disk.18: -
Disk.19: ASDA Disk 19: -
Disk.20: ASDA Disk.20: -
Disk.21: AQDA Diek.21: -
Disk.22: ASDA Disk 22: -
Disk.23: AS0A Disk.23: -
§IM.0: 2R14 SIM.0: 2R20
SIM.1:2R14 SIM.1: 2A20

Step 2, Analyze Arrays, is displayed. It compares the current firmware to the new
firmware. You set whether to install or not install the new firmware. Depending

on the difference from the new firmware, you may also set the array firmware to
install.

6. If you need to update disk drive firmware, stop disk I/O before installation.

7. In the Action field, specify the type of upgrade, and click Next.

Step 2.1, Validate Password verifies that the array password is correct. For 4000
Array Family arrays registered through a remote proxy, the registration validates
the proxy agent password entered during the software installation. No password
is checked for local in-band arrays.
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Sun StorageTek™ Common Array Manager

Analyze and Install Array Firmware Baseline

Steps Help Step 2.1:Validate Array Password

1. Cwverview Any arrays with invalid will be listed but deselected hers. Firmware install
requires valid password, oraq

2. Analyze Storage System
Firmware Storage Systems (1)
|Name & | Status s
= 2.1 Validate Storage System
Password [¥ | 202saTFOBD2QCKD15 Password is valid
3. Review
4.

re

8. Click Next.

Sun StorageTek™ Common Array Manager I

Analyze and Install Array Firmware Baseline

Steps | Help Step 3:Review —
1. Overview Review the current selections and then click Finish fo perorm any specified firmware install.
i
2. Analyze Storage System Firmivare ;;\f!\l man.ag.ame.nmpem.tmns.for Storage System should stop prior to firmware install. Disk A0 must be
quiesced if disk firmware is being installed
2.1 Validate Storage System Storage Systems (1)
Password
Name FY | Action | Current Firmware | Basgeline |
3. Review 2029QTFOB020QCKO15 Install baseline, no disks Disk.00: AG0A Disk.00: -
Disk install is not required Dl E L HEaR: Dl -~
4. Results Disk. 02 ABDA Disk02: -
Disk.03: ABOA Disk.03: -
Disk.04: AGDA Disk.04: -
Digk.05: AGDA Digk .05 -
Disk 06: ASDA Disk 0B -
Disk.07: AGODA Disk.07: -
Digk.0B: AGDA Digk.08: -
Disk 09: AGDA Disk 08 -
Disk.10: ABOA Disk.10: -
Disk.11: AGOA Disk.11: -
Disk.12; AGDA Digk.12: -
Disk.13: AGDA Disk.13: -
Disk.14: AGDA Disk. 14 -
Digk.15: AGDA Disk.15: -
Disk.168: AGDA Disk.18: -
Disk.17: AGDA Disk 17 -
Disk.18: AGODA Disk.18: -
Digk.19: AGDA Digk.18: -
Disk.20: AGDA Disk 20: -
Disk.21: ABDA Disk.21: -
Disk.22: AGDA Disk.22: -
Disk.23: AGDA Disk.23; - -
SIM.0: 2R14 SIM.0: 2R20
SIM.1: 2A14 SIM.1: 2R20 E

Step 3, Review, displays.
9. Review the current installation action.

10. To install the firmware, click Finish.
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Sun StorageTek™ Common Array Manager

Analyze and Install Array Firmware Baseline

Steps | Help Step 4:Results

1. Cwerview Maonitor the status of the armay firmware install process displayed in the Status and Progress
fields. When the array firmware install process is complete, click Close.

2.. Analyze Storage System

; All operations have pleted.
Firmware

Status for each Storage System is displayed in the table below.

2.1 Validate Storage Storage Systems (1) I
System P; 1

Name | Status | Progress |
i Flaview, 2029QTFOB02QCKO15 | Firmware install completed [
= 4. Results
Done obe-70:6789 &

11. When the upgrade is complete, click Close.

Configuring Array Administration
Functions

To set up the array for basic operation, perform the procedures outlined in the
following sections:

m “Opening the Administration Page” on page 48
m “Naming an Array” on page 50
m “Setting the System Time” on page 51

The Administration page contains other features that you may decide to
configure. See the online help for more information before you change any default
settings.
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Opening the Administration Page

Open the Administration page to perform array administration functions.

V¥ To Open the Administration Page

1. In the navigation pane, click on the array you want to work with to expand the
navigation tree.

The navigation tree expands to display the configuration options for the selected
array, including Administration.

Sun StorageTek™ Common Array Manager

[ Alarms
<[] Storage Systems
> 2029QTF0B02QCKO15
[ alarms
[ FRUs
[ Events
[] Array Health Monitoring
[] Administration
+ [I3 obe-J4200
[ Alarms
[ FRUs
[ Events
[] Array Health Monitoring
[] Administration
- General Configuration
[ Auto Service Request
[] General Health Monitoring
13 Motification
[] User Management
[ Activity Log

2. Click on Administration, under the array you have selected.

The Administration page for that array is displayed.

3. Click Save to save any changes you have made.
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Sun StorageTek(TM) Common Array Manager — Mozilla Firefox | - \J

File Edit View History Bookmarks

Tools Help

P

T @ ﬁ} ||_| https:/fedhost-98.central sun.com:6789/5e61 30ui/login/PrimaryLo ﬁ|v| D-l !"Goog\e |\x|

P Getting Started [ Latest Headlines

[ | Sun StorageTek(TM) Co... [ | ¥ SunWeb: SMI Internal Portal

APPLICATIONS VERSION

User. root Server. edhost-98

led -

REFRESH SERVICGE ADVISOR

i CurrentLogins 16

Sun StorageTek™ Common Array Manager

D Alarms . . =
< = Storage sysiems | Administration on Storage System J0OA
I [ Jooe ¥ Details ¥ System Time
= [ Jo0A * Indicates required field
Al .
[ #ame Details
[ FAUs
[T Events * Name: JODA
D Array Health M Type: 4200
[} Adminigtration Network Acldre ss: edhost-98
b [ 14400_box3 Serial Number: SUN J4200.2025QTFOT52QAI00A
4 General Configuratiof Firmware Version: 3a18
Parent Name Connected to SIMO: JO06
Parent SIM Card Connected to SIM0: SIMO -
Parent Name Connected to SIM1: No Parent
Parent SIM Card Connected to SIM1:  NJA
Chilkd Name Connected to SIMO: 14400_box3
Child SIM Card Connected to SIM0:  SIMO
Child Name Connectled to SIM1: No Child
il I F]| cmwsmcaraconnecteato sm:  NiA =l
TABLE 3-1  Fields on the Administration Page
Field Description
Details
Name The name of the array.
Type The model number of the array.
Network Address The network address of the array.

Serial Number
Firmware Version

Parent Name
Connected to SIM0O

Parent SIM Card
Connected to SIMO

The serial number associated with this array.
The version of the firmware installed on the array.

The name of the parent array that is connected to SIMO of this array.
This field is used only in an interconnected configuration.

The SIM card in the parent array that is connected to SIMO of this
array. This field is used only in a interconnected configuration.
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TABLE 3-1

Fields on the Administration Page (Continued)

Field

Description

Parent Name
Connected to SIM1

Parent SIM Card
Connected to SIM1

Child Name
Connected to SIMO

Child SIM Card
Connected to SIM0O

Child Name
Connected to SIM1

Child SIM Card
Connected to SIM1

System Time

Synchronize with
Server

The name of the parent array that is connected to SIM1 of this array.
This field is used only in a interconnected configuration.

The SIM card in the parent array that is connected to SIM1 of this
array. This field is used only in a interconnected configuration.

The name of the child array that is connected to SIMO of this array.
This field is used only in a interconnected configuration.

The SIM card of the child array that is connected to SIMO of this
array. This field is used only in a interconnected configuration.

The name of the child array that is connected to SIM1 of this array.
This field is used only in a interconnected configuration.

The SIM card of the child array that is connected to SIM1 of this
array. This field is used only in a interconnected configuration.

Click to synchronize the time with the time set on the server.

After making any changes on the Administration page, click Save to save the

changes.

Naming an Array

Each array requires a unique name to be identified on the subnet.

To Name an Array

1. On the Administration page, locate the Name field and enter a unique name
consisting of up to 30 characters.

Setting the System Time

You can also update the system time on the array so that it synchronizes the
information with your management host. You set the system time from the
Administration page for the array in the browser interface. When you set the time
and date for a selected array, the values are updated for all arrays registered with
this management software.
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V¥ To Set the Time

1. On the Administration page, scroll down to the System Time section.

2. Click Synchronize with Server to synchronize the time on the array with
your management host.

3. Click Save to save your changes.
The Administration page is refreshed, and a Success message is displayed at

the top of the page.

For more information about the fields and buttons on the Administration page, see
the online help.

Adding Users And Assigning Roles

To use the Common Array Management software, users and roles must be defined
on the host and assigned in CAM.

User names must be a currently defined user on the management host.

Roles assign privileges to users. Two roles (storage and guest) are defined in CAM.
m Storage role

Assigns a user write permission and access to all of the software features related
to array configuration and management.

m Guest role

Assigns a user read permission but restricts the ability to manage the array.

By default, CAM automatically assigns roles to:
m root users in Solaris and Linux
m Administrator users in Windows

m storage and guest user names if defined on the host

For all other users, you assign roles to users in the CAM software.
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TABLE 3-2 describes the user names and user role functions and the requirements for
each.

TABLE 3-2 User Names and User Roles

User Role/Group Description User Name Required Password
storage Use the root or administrative Solaris - root Root or
(initial user name to initially add other | jnux - root administrator

password on the
management host

administrator users. A storage user can use
all of the software features
related to array configuration and

Windows - administrator user,
including root if so set up.

management.

storage A storage user can use all of the Currently defined user on the The same password
software features related to array management host used to log into the
configuration and management. host

guest A guest user has read-only Currently defined user on the The same password
privileges and can only view management host used to log into the
information. This user cannot host

modify any settings or features.

Setting up users and roles is described in the following sections:
m “Using Administrative Roles to Initially Log In” on page 52
m “Adding Roles to Hosts” on page 53

m “Adding New Users to Hosts” on page 53

m “Adding New Users to CAM” on page 53

m “Adding New Users in Windows” on page 54

m “Best Practices - User Roles and Names” on page 58

Using Administrative Roles to Initially Log In

The first time that you access CAM software, you sign in as an administrative user
defined on the management host:

m root in Solaris or Linux.

m Administrator user in Windows.

By default, the administrative user has the storage role. The administrative user can
add users in CAM and assign roles to them.
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Adding Roles to Hosts

For users other than the administrative user to access CAM, the storage and guest
roles must also be defined on the management host using its OS software.

To add new roles to hosts running Solaris or Linux OS, consult the system
administration documentation.

To add new roles (as groups) to hosts running Windows, refer to “Adding New
Users in Windows” on page 54.

Adding New Users to Hosts

User names in CAM must be currently defined users on the host.

To add new users to hosts running Solaris or Linux OS, consult the system
administration documentation.

To add new users to hosts running Windows, refer to “Adding New Users in
Windows” on page 54.

To share a user name for storage administration, add the following user names to
your hosts:

m storage

m guest

Once these user names are added to the host, by default they are assigned the
storage and guest roles.

Adding New Users to CAM

This section describes how to add new users and assign them the storage or guest
role in CAM. The users and roles must first be defined on the host.

You do not have to complete this step for users automatically assigned a role by
CAM:

m root user in Solaris and Linux

m Administrator users in Windows

m storage and guest user names defined on the host
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V¥ To Add New Users in CAM

1. To view the list of defined users, choose General Configuration > User
Management in the navigation pane.

The User Summary page is displayed.

2. To add a new user, click the Add button.
The Add New User page is displayed.

User Summary = Add Users

Add New User [T OK_I( Cancel |

New User

* Indicates required field |

* User Name: |

* User Role:

Valid characters for username consist of characters from the set of alphabetic characters,
numeric characters, peried (.), underscore (_), and hyphen (-)

| storage |

[ oK ,[ Cancel |

3. In the User Name field, enter a valid user name defined on this host.

4. From the User Role list, select the storage or guest role you want to assign to
this user.

5. Click OK.

The User Summary page is displayed with a success message and the name is
added to the list.

Newly added users can log into the Sun Java Web Console to access CAM with the
same password that they use to log into the system.

Adding New Users in Windows

This section provides the information you need to create users in Windows and
assign them to groups for privileges.

Note — The steps are an example and may differ in your Windows software.

This appendix contains the following section:
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m “Adding an Administrator User” on page 55
m “Adding Non-Administrator Users in Windows” on page 58

Adding an Administrator User

These instructions show you an example of how to configure an administrative user
in standard Windows XP. Other versions of Windows software may vary slightly.
Consult the Windows documentation.

Note — Administrative user names for Windows cannot have a space character.

V¥ To Add an Administrative User in Windows

1. Click Start and select Administrative Tools -> Computer Management.

The Computer Management window displays.

2. In the Computer Management window, select Local Users and Groups ->

Users.
=) Computer Management E]@@
g File  Action VWiew ‘Window Help ;lﬁ'_lJ

& = || HE =2
l@ Computer Management {Local) Marme

= m Syskem Tools
+ @ Event Yiewer

+ Shared Folders
+ Local Users and Groups
&3

g Performance Logs and Alerts
m

Device Manager
E & Skorage
+ Removable Storage
Disk Defragmenter
Disk Management
(E1 @ Services and Applications

3. Right click and select New User.

The New User window displays.
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User name: ITUUt

Full name: I

Drescription: I

Password: I

Confirm password: I

I~ User must change password at nest logon
™ User cannat change password

V¥ Password never expires

[ Accourt is disabled

Create I Cloze

4. Complete the New User window as follows:
a. Enter a username in the User name box (root is used as an example).
b. Create a password and confirm it.
c. Uncheck the box labeled User must change password at next login.
d. Check Password never expires.

e. Click Create.

The Computer Management window displays.
f. Select Users, right click on root, and select Properties.

The Properties window for the username displays.
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root Properties

General | Member Of | Proiile |

g -

Full name: ,E |

Drescription: | |

Uszer must change pazzword at nest logon
[ User cannat change password
Password never expires
[ Account is disabled

Account is locked out

[ QK ] [ Cancel Apply

5. Select the Member Of tab.
6. Select Add.

The Select Groups window displays.

Select this object type:

IGroups Object Types... |

From this location:

|c1 28032 Locations. . |

Enter the object names to select (examples):

i IE: Check Mames |

Advanced.. | ()3 | Cancel |

p

7. In the Enter the object names box, type Administrators and click Check Names.

The system displays the computer-name\ Administrator group in the box labeled
“Enter the object names to select.”

8. Click OK.
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The root Properties window shows that root is a member of Users and the
Administrators groups. The root user now has Windows Administrator privileges
and is automatically assigned the storage role in CAM.

Adding Non-Administrator Users in Windows

To add non-Administrator users, follow the same steps as “Adding an Administrator
User” on page 55, but define groups called storage and guest and add the user
name to one of those groups instead of the Administrator group.

When done, check the Properties window of the user name and Member of tab to
verify that the user is assigned to Users and to the storage or guest Group.

Proceed to assign the user name the storage or guest role in the CAM software, as
described in “Adding New Users to CAM” on page 53.

Best Practices - User Roles and Names

m To share a user name for storage administration, add the following user names to
your systems:

= storage
= guest

Once these user names are added to the system, by default they are assigned the
storage and guest roles.

m Administrative user names for Windows cannot have a space character.

m To have a common administrative role across all platforms, you can add a user
name of root with administrative privileges on the Windows system.

m Make rules for multiple users with storage roles.

Multiple instances of the same user name can be logged in concurrently.
However, because users with the storage user role have write privileges, there is
a risk that the changes of one logged-in user will overwrite previous changes of
another logged-in user. Therefore, you should develop policies about who can
make changes and how to notify others.
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Setting Up Auto Service Request

During the initial storage array set-up process, Common Array Manager prompts
you to enroll with the Auto Service Request service by displaying the Auto Service
Request (ASR) Setup page. This page continues to display until you either fill out the
page and click OK, or click Decline to either decline or defer ASR service enrollment.

To set up the array for Auto Service Request, perform the procedures outlined in the
following sections:

m “About Auto Service Requests (ASR)” on page 59

m “Subscribing to and Editing Properties of Auto Service Request” on page 60

m “Unregistering From Auto Service Request Service” on page 62

m “Configuring Auto Service Request for an Array” on page 63

m “Testing Auto Service Request Registration” on page 62

About Auto Service Requests (ASR)

Auto Service Request (ASR) monitors the array system’s health and performance
and automatically notifies the Sun Technical Support Center when critical events
occur. Critical alarms generate an Auto Service Request case. The notifications
enable Sun Service to respond faster and more accurately to critical on-site issues.

The Common Array Manager provides the interface to activate Auto Service Request
on behalf of the devices it manages. It also provides the fault telemetry to notify the
Sun service database of fault events on those devices.

To use ASR, you must provide Sun online account information to enroll this CAM
software to participate in the ASR service. After you enroll CAM with ASR, you can
choose which arrays you want to be monitored and enable them individually.

ASR uses SSL security and leverages Sun online account credentials to
authenticate transactions. The service levels are based on contract level and
response times of the connected devices.

ASR is available to all customers with a current warranty or Sun Spectrum Contract:
http://www.sun.com/service/warranty/index.xml
http://www.sun.com/service/serviceplans/index.jsp

The service runs continuously from activation until the end of the warranty or
contract period.
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Event Information Collected Using Auto Service Requests (ASR)

Only the event information listed in the following table is collected.
Your stored data is not read and remains secure.

The event information is sent by secure connection to
https://cns-services.sun.com.

TABLE3-3 Event Information Collected by ARS

Information Purpose

Activation Event Static information collected for purpose of client registration and
entitlement.

Heart Beat Event Dynamic pulse information periodically collected to establish whether

a device is capable of connecting.

Alarm Event Critical events trigger Auto Service Request and generate a case.
Additional events are collected to provide context for existing or
imminent cases.

Subscribing to and Editing Properties of Auto
Service Request

During the initial CAM set-up process, the Common Array Manager prompts you to
enroll with the Auto Service Request service by displaying the Auto Service Request
(ASR) Setup page. This page continues to display until you either fill out the page
and click OK, or click Decline to either decline or defer ASR service registration.

To enroll with ASR after the initial set-up, use the following procedure.

V¥ To Register with the Auto Service Request Service

1. Click Sun StorageTek Common Array Manager.

The navigation pane and the Storage System Summary page are displayed.

2. In the navigation pane, expand General Configuration and choose Auto
Service Request.

The following Auto Service Request Setup page is displayed.
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[0 Activity Log ¥ Sun Online Account Information . Purposa Statement

< Intemet Gonnection Settings

Sun Online Account Information

Registration Status:
* Sun Online Account Name:
* Password:

2 Backotop
Internet Connection Settings
& Use Proxy Server
Proxy Port: i

[~ Enable Proxy Aumentcaton
User Name:

2 Backto top

Purpose Statement

‘You must have a Sun Online Account to changa the seffings an this page. I ot do not have an account, areate ane now by going to Sun Online Account Registration.

Connection Type: ¢~ Diroct Connoction to the Intornet

Proxy HostName: ~ [Webproxyletmnnn suncom |

Password: [

@ Startup Setup

* Indicates required fiela

Not Hegistered
EVR U b

information

Sun, A P may
ot provid an adequats favel of protociion. Sun, Rowever, s commitied o providing a.
protoction P

Souniry in which i resides.

suomit the form.

Ifyou agree with the bove provessing of your personal information, pleass complete and

information rogardioss of tho

e
=

s If you have any auestions please refer fo the Sun Privacy Policy

3. Provide the following information:

= Sun online account username and password

s Type of internet connection to be used

4. Click Enroll Now.

TABLE 3-4 describes the fields and buttons on the Auto Service Request page.

TABLE 3-4  Fields and Buttons on the Auto Service Request Page

Field

Description

Unregister

Test ASR

Click to stop sending telemetry data to Sun.

Click to make sure that CAM and the Sun Online Account services
are communicating.

Sun Online Account Information

Sun Online Account
Name

Password

The name of the Sun online account.

The password that corresponds to the Sun online account.
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TABLE 3-4  Fields and Buttons on the Auto Service Request Page (Continued)

Field Description

Internet Connection Settings

Connection Type Select the type of internet connection to be used by Auto Service
Request. Options include:
¢ Direct Connection to the Internet
¢ Use a Proxy Server

If using an http proxy server to connect to the internet, you must
supply the proxy host name and port number. If proxy authorization
is required, enter the appropriate username and password for the
proxy host.

Purpose Statement

Sun’s privacy statement.

Testing Auto Service Request Registration

You can test the Auto Service Request service connection to ensure that the email
address specified in the Sun online account and CAM are communicating. The CAM
software must be enrolled with the Auto Service Request service before testing.

To Test the Auto Service Request Registration

1. Click Sun StorageTek Common Array Manager.

The navigation pane and the Storage System Summary page (see ) are displayed.

2. In the navigation pane, expand General Configuration and choose Auto
Service Request.

The Auto Service Request Setup page displays.
3. Click Test ASR.

The Sun Online Account service will send a confirmation email to the email
address on record for your Sun Online Account. If you do not receive a
confirmation email within approximately 30 minutes, contact the Sun Online
Account personnel.

Unregistering From Auto Service Request Service

When you unregister from Auto Service Request service, ASR will stop sending
telemetry data to Sun about your system.
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V¥ To Unregister from the Auto Service Request Service

1.

Click Sun StorageTek Common Array Manager.

The navigation pane and the Storage System Summary page are displayed.

. In the navigation pane, expand General Configuration and choose Auto Service

Request.
The Auto Service Request Setup page displays.

. Click Unregister.

Configuring Auto Service Request for an Array

After registering with ASR, you can choose which arrays to monitor using ASR. In
order for an array to be monitored using ASR, the following settings must be in
effect:

the health monitoring agent must be active
health monitoring must be enabled for the array type
health monitoring must be enabled for this array

ASR must be enabled for this array

While ASR is enabled by default for all registered arrays, the following settings must
be configured to use ASR to monitor an array:

1.

Click Sun StorageTek Common Array Manager.

The navigation pane and the Storage System Summary page are displayed.

. In the navigation pane, expand the array you want to monitor using ASR.

. In the navigation pane, click on Array Health Monitoring

The Array Health Monitoring Setup page is displayed.

. In the Health Monitoring section, ensure that the Health Monitoring Agent Active

and the Device Category Monitored fields are set to Yes. If either are set to No, go
to the General Health Monitoring Setup page and change the settings.

. In the Monitoring this Array section, the checkbox next to both Health

Monitoring and Auto Service Request are selected by default. If monitoring is not
desired, deselect the Auto Service Request checkbox.

. Click OK.
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Next Steps

You are now ready to start monitoring the array you registered.
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CHAPTER 4

Monitoring the Sun Storage J4000
Array Family

This chapter describes the monitoring process and how to set up monitoring system
wide and on individual arrays. It contains the following sections:

m “Monitoring Overview” on page 65

m “Setting Up Notification for Fault Management” on page 68
m “Configuring Array Health Monitoring” on page 76

m “Monitoring Alarms and Events” on page 80

m “Monitoring Field-Replaceable Units (FRUs)” on page 90

For more information about the concepts introduced in this chapter, see the
appropriate topic in the online help.

Monitoring Overview

The Fault Management Service (FMS) is a software component of the Sun StorageTek
Common Array Manager that is used to monitor and diagnose the storage systems.
The primary monitoring and diagnostic functions of the software are:

m Array health monitoring

m Event and alarm generation

m Notification to configured recipients

m Device and device component reporting

An FMS agent, which runs as a background process, monitors all devices managed
by the Sun StorageTek Common Array Manager.

The high-level steps of a monitoring cycle are as follows.
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1. Verify that the agent is idle.

The system generates instrumentation reports by probing the device for all
relevant information, and it saves this information. The system then compares the
report data to previous reports and evaluates the differences to determine
whether health-related events need to be generated.

Events are also created from problems reported by the array. If the array reports a
problem, an alarm is generated directly. When the problem is no longer reported
by the array, the alarm is removed.

2. Store instrumentation reports for future comparison.

Event logs are accessible by accessing the Events page for an array from the
navigation pane in the user interface. The software updates the database with the
necessary statistics. Some events require that a certain threshold be attained
before an event is generated. For example, having the cyclic redundancy count
(CRC) of a switch port increase by one is not sufficient to trigger an event, since a
certain threshold is required.

3. Send the alarms to interested parties.

Alarms are sent only to recipients that have been set up for notification. The types
of alarms can be filtered so that only pertinent alarms are sent to each individual.

Note: If they are enabled, the email providers receive notification of all alarms.

Alarms are created when a problem is encountered that requires action. When the
root-cause problem of the alarm is corrected, the alarm will either be cleared
automatically or you must manually clear the alarm. See the CAM Service
Advisor procedures for details.

Monitoring Strategy

The following procedure is a typical strategy for monitoring.

1. Monitor the devices.

To get a broad view of the problem, the site administrator or Sun personnel can
review reported information in context. This can be done by:

= Displaying the device itself

= Analyzing the device’s event log

2. Isolate the problem.

For many alarms, information regarding the probable cause and recommended
action can be accessed from the alarm view. In most cases, this information
enables you to isolate the source of the problem. In cases where the problem is
still undetermined, diagnostic tests are necessary.
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Once the problem is fixed, in most cases the management software automatically
clears the alarm for the device.

The Event Life-Cycle

Most storage network events are based on health transitions. For example, a health
transition occurs when the state of a device goes from online to offline. It is the
transition from online to offline that generates an event, not the actual offline value.
If the state alone were used to generate events, the same events would be generated
repeatedly. Transitions cannot be used for monitoring log files, so log events can be
repetitive. To minimize this problem, the agent uses predefined thresholds to entries
in the log files.

The software includes an event maximums database that keeps track of the number
of events generated about the same subject in a single eight-hour time frame. This
database prevents the generation of repetitive events. For example, if the port of a
switch toggles between offline and online every few minutes, the event maximums
database ensures that this toggling is reported only once every eight hours instead of
every five minutes.

Event generation usually follows this process:

1. The first time a device is monitored, a discovery event is generated. It is not
actionable but is used to set a monitoring baseline This event describes, in detail,
the components of the storage device. Every week after a device is discovered, an
audit event is generated with the same content as the discovery event.

2. Alog event can be generated when interesting information is found in storage log
files. This information is usually associated with storage devices and sent to all
users.

3. Events are generated when the software detects a change in the Field Replaceable
Unit (FRU) status. The software periodically probes the device and compares the
current FRU status to the previously reported FRU status, which is usually only
minutes old. ProblemEvent, LogEvent, and ComponentRemovalEvent categories
represent most of the events that are generated.

Note — Aggregated events and events that require action by service personnel
(known as actionable events) are also referred to as alarms. Some alarms are based
on a single state change and others are a summary of events where the event
determined to be the root cause is advanced to the head of the queue as an alarm.
The supporting events are grouped under the alarm and are referred to as
aggregated events.
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Setting Up Notification for Fault
Management

The fault management features of the Sun StorageTek Common Array Manager
software enables you to monitor and diagnose your arrays and storage environment.
Alarm notification can be provided by:

m Email notification

m Simple Network Management Protocol (SNMP) traps

You can also set up Sun Service notification by enabling Auto Service Request as
described in “Setting Up Auto Service Request” on page 59.

1. In the navigation pane, under General Configuration, choose Notification.

The following Notification Setup page is displayed.

—
SERVICEADYISOR | LOGOUT
User:storage  Server: jbsparc @ Current Logins: 1
= s J M
sun StorageTek™ Common Array Manager SR—— — iy
Current Alarms: )0 3
Javd
Sun™ Microsystems, Ine.
[ Atarms .
(Save )( Resel |
+ 55 Storage Systems Notification Setup ) )l
e * Indicates required field
Email Notification Setup
[} Alarms
[ Volumes Email Configuration Options:
[0 Mappings *Use This SMTP Server for Email: [localhost U ]

[y Snapshots SMTP Server User Name: [Mai_Usert
[ Replication Setd  sy7p server Password: | —

Virtual Disks
| Use secure SMTP connection:
&) Poots Ifthis checkbox is checked, SMTPS protocol will be used. Othenwise, SMTP protoco wil be used
Profiles -
] * SMTP Port: 465
[ Jobs Defaul port for SMTPS is 465; Defaul port for SMTP is 25.

» 3 Physical Device} Path to Email Program:
» [T Troubleshooting Used when SMTP server is unavailable

e Emall Address of Sender: [Sun Faul anagement Semvices |
+ [ General Configuratio] ~ Maximum Email Size: [z =imB
[} Health Monitoring

b [ Notification
[ user Select Providers:

[ SNMP Trap

TABLE 4-1 describes the fields and buttons on the Notification Setup page.

Remote Notification Setup

TABLE 4-1  Fields and Buttons on the Notification Setup Page

Field Description

Email Notification Setup

Use this SMTP The address of the Simple Mail Transfer Protocol (SMTP) server that
Server for Email will process remote email transmission.
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TABLE 4-1  Fields and Buttons on the Notification Setup Page
Field Description
Test Email Click to send a test email to a test email service.

SMTP Server User
Name

SMTP Server
Password

Use secure SMTP
connection

SMTP Port

Path to Email
Program

Email Address of
Sender

Maximum Email
Size

The user name used with the SMTP server.

The password used with the SMTP server.

Check the box to enable the secure SMTP (SMTPS) protocol.
Otherwise, the SMTP protocol will be used.

The port used with by SMTP server.

The server path to the email application that is to be used when the
SMTP server is unavailable.

The email address to be specified as the sender for all email
transmissions.

The largest size allowed for a single email message.

Remote Notification Setup

Select Providers

Select the check box to enable the SNMP remote notification
provider.

2. Enable local email.

a. Enter the name of the SMTP server.

If the host running this software has the sendmail daemon running, you can
accept the default server, localhost, or the name of this host in the required

field.

b. Specify the other optional parameters, as desired.

c. If you have changed or entered any parameters, click Save.

d. (Optional) Click Test Local Email to test your local email setup by sending a

test email.

If you need help on any of the fields, click the Help button.

3. (Optional) Set up remote notifications by SNMP traps to an enterprise
management application.

a. Select SNMP as the provider.

b. Click Save.

4. Set up local email notification recipients.
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a. Click Administration > Notification > Email.

The following Email Notification page is displayed.

APPLICATIONS | vERSion REFRESH | SEARCH | SERVICE ADVISOR

User: oot Server: edhost-98

Sun StorageTek™ Common Array Manager : 08 1 PM MOT

e
b [ 1420

b [ J4400_box3

b [ sp-katanal
< [ General Conifigura
[ Auto Senvice F

0_box2

[ General Health
[ Notiication
[} Eman

[ Email Fitiers|_|

3 SNMP
D =

O 0

i Currentlogins: 7

@0 710 10 @0

Email Notification

= =
‘ - | Emal ress. a ‘ Active a ‘ Category A‘ Priority Al
| T johnsmith@suncom ves Al Gategories Gritical and above

TABLE 4-2 describes the fields and buttons on the Email Notification page.

TABLE 42  Fields and Buttons on the Email Notification Page

Field

Description

New

Delete

Edit

Email Address

Active

Category

Priority

Click to add an email recipient.
Click to delete an email recipient.
Click to edit an email recipient’s information.

The email address of a current email recipient.

Whether the current email recipient is configured as active and

receiving email notifications.

The types of devices for which the corresponding email recipient

receives email notifications. Options include one, multiple
categories, or all categories of device types.

The alarm types for which the corresponding email recipient

receives email notifications. Options include:
* All

* Major and Above

¢ Critical and Above

b. Click New.
The following Add Email Notification page is displayed.
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- Storage Syste
3 diag-sig
3 fms-6140-1

= Notification

|__‘=| Email

ﬁ Email Fi

—._ahRD

3 j4200_box1
[ j4200_box2
3 J4400_box3
b spl-katanal
- General Configuration
D Auto Service Requl
B General Health Md

Commaon Array Manager

ms

Email Properties

Type:

* Email Address:

Categories:

Alarm Priority:

lters Active:

Apply Email Filters:

Email Notification = Add Email Notification ]

Add Email Notification

Skip Components of Aggregated Events: (¢ Yes

Turn Off Event Advisor:

Send Configuration Change Events:

‘ Save H Reset || Cancel

< Indicates required fisld

@ Email
¢ Pager

Ijohn.smwthasun.com

All Categories u
StarageTek FLX380 l
StorageTek6540 [
StorageTek FLX240 [+

Critical and above ﬂ

¢ Yes
¢ No

¢ Yes
(@ Mo

¢ No
 Yes
@ No

¢ Yes

TABLE 4-3 describes the fields on the Add Email Notification page.

TABLE 4-3  Fields on the Add Email Notification Page

Field Description

Type The format of the notification: email or pager.

Email Address The email address of the new email notification recipient.
Categories The types of devices for which the email recipient will receive email

Alarm Priority

Active

Apply Email Filters

Skip Components of

Aggregated Events

notifications. Options include one, multiple categories, or all
categories of device types.

The alarm types for which the email recipient will receive email
notifications. Options include:

e All
* Major and Above
e Critical and Above

Select Yes to enable email notification for the new email notification
recipient.

Select Yes to apply email filters to this recipient.

Select Yes if you do not want notification sent for single events that
are also part of aggregated events.
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APPLICATIONS

TABLE 4-3  Fields on the Add Email Notification Page (Continued)

Field

Description

Turn Off Event
Advisor

Send Configuration

Change Events

Select Yes if you do not want Event Advisor messages included in
email notifications.

Select Yes if you want to send configuration change notices in the
notifications.

c. Enter an email address for local notification. At least one address is required
to begin monitoring events. You can customize emails to specific severity,
event type, or product type.

d. Click Save.

5. (Optional) Set up email filters to prevent email notification about specific
events that occur frequently. You can still view filtered events in the event log.

a. Click Administration > Notification > Email Filters.

The following Email Filters page is displayed.

VERSION

User. root Server edhost-88

Sun StorageTek™ Common Array Manager

b i

3 J4400_box3
3 spl-katanal

(Rt [t Email Filters

= [f General Configura) [ Add New Fitier.. ][ Detete |[ Edit. | || [
|__h| D B0 - | Filter 1D S | Event Code =y ‘ Decreased Severity A|
[Wy GeneralHealin r filter1 | 30.44.16 Information
T | Acd new Fiter.. || Deete || Eait. |
|__‘=| Email
O

TABLE 4-4 describes the fields and buttons on the Email Filters page.

TABLE 4-4  Fields and Buttons on the Email Filters Page

Field

Description

Add New Filter
Delete

Edit

Filter ID

Click to add a new email filter.
Click to delete the selected email filter.
Click to edit the selected email filter.

The identification (ID) for the email filter.
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TABLE 4-4  Fields and Buttons on the Email Filters Page (Continued)

Field Description
Event Code The event code to which this filter applies.
Decreased Severity Select Information or No Event to prevent email notification for the

specified event code.

b. Click Add New Filter.
The following Add Filter page is displayed.

User: root Server: edhost-98 4 Current Logins: 7

Sun StorageTek™ Common Array Manager ate: Mar 31, 2008 PM MDT

0 mo Jav

B j4200_box2 Email Filters = Add Filter

b [ J4400box3 || pAdd Filter | save || Reset || cancei

[ spl-katanal
B General Configura)
|__‘=| Auto Service Re

|__‘=| General Health * Event Code: ISO -|44 -|16

* Indicates required field

Filter Properties

= Motification Example: 30.44.16, 13.43.16
[ Email Decreased Severity: I Information |
|__h| Email Fitters_| "Mo Event® means that events defined in this filter will not be sent out by email.

T SMKAD

TABLE 4-5 describes the fields on the Add Filter page.

TABLE 45 Fields on the Add/Edit Email Filters Page

Field Description

Event Code The event code to which this filter applies.

Decreased Severity The alarm types to which the filter applies. Options include:
¢ Information
¢ No Event

c. Enter the event code that you want to filter. You can obtain event codes from
the Event Details page of the event you want to filter to prevent email
notification for events with that event code.

d. Click Save.

6. (Optional) Set up SNMP trap recipients.
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a. Click Administration > Notification > SNMP
The following SNMP Notification page is displayed.

b [ J4400_boxa [«
B spl-katanal SNMP Notification
ek U ———————————
All SNMP Contracts (1)
|__‘=| Auto Service Re
[ General Health e[| Detete | Ear. [ o]
< [ Notification = | IP Name/Address a | Port a | Minimum Alert Level A|
|__‘=| Email I_ Jumaniji 4 | Down
[¥ Email Filters [.new || Detete || Edit. |
Ell—iLlser Manage my
|__‘=| Activity Log z
— D

TABLE 4-6 describes the fields and buttons on the SNMP Notification page. See “SNMP
Trap MIB” on page 146 for more information.

TABLE 4-6  Fields and Buttons on the SNMP Notification Page

Field Description

New Click to add a Simple Network Management Protocol (SNMP)
recipient.

Delete Click to delete an SNMP recipient.

Edit Click to edit an SNMP recipient’s information.

IP Name/Address The identifying Internet Protocol (IP) address or name of the current
SNMP recipient.

Port Port to which (SNMP) notifications are sent.

Minimum Alert The minimum alarm level for which SNMP notifications are sent to
Level the corresponding SNMP recipient. Options include:

e Down
e Critical
* Major
¢ Notice

b. Click New.
The following Add SNMP Notification page is displayed.
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T .
i3 spl-katanal
7 General Configural
D Auto Service Re
D General Health
L4 Motification

D Email
D Email Filters

E‘ SNMP
D User Managem

D Activity Log

SNMP Motification = Add SNMP Notification

Add SNMP Notification | OK || Reset || Cancel

g Indicates required field

SNMP Properties

* IP Name/Address:

e

* Port:

Minimum Alert Level: I Down j

Send Configuration Change Events: (& Yes
* No

TABLE 4-7 describes the fields on the Add SNMP Notification page.

TABLE 4-7  Fields on the Add SNMP Notification Page

Field Description

IP Name/Address The identifying Internet Protocol (IP) address or name of the new
SNMP recipient.

Port The port to which SNMP notifications are to be sent.

Minimum Alert The minimum alarm level for which SNMP notifications are to be
Level sent to the new SNMP recipient. Options include:

e Down
e (Critical
* Major
¢ Notice

Send Configuration  Select Yes if you want to send configuration change notices in the
Change Events SNMP notifications.

c. Enter the event code that you want to filter. You can obtain event codes from
the Event Details page of the event you want to filter to prevent email
notification for events with that event code.

d. Click Save.

7. (Optional) Set up remote notifications by SNMP traps to an enterprise
management application.

a. Click Administration > Notification > SNMP
The SNMP Notification page is displayed.

b. Click New.
The Add SNMP Notification page is displayed.
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c. Enter the following information
n [P address of the SNMP recipient
» The port used to send SNMP notifications.

» (Optional) From the drop down menu, select the minimum alarm level for
which SNMP notifications are to be sent to the new SNMP recipient.

» (Optional) Specify whether you want to send configuration change events.
d. Click Save.

8. Perform optional fault management setup tasks:
m Confirm administration information.
m Add and activate agents.

m Specify system timeout settings.

76

Configuring Array Health Monitoring

To enable array health monitoring, you must configure the Fault Management
Service (FMS) agent, which probes devices. Events are generated with content, such
as probable cause and recommended action, to help facilitate isolation to a single
field-replaceable unit (FRU).

You must also enable array health monitoring for each array you want monitored.

V¥ To Configure the FMS Agent

1. In the navigation pane, expand General Configuration.

The navigation tree is expanded.

2. Choose General Health Monitoring.
The following General Health Monitoring Setup page is displayed.
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D Alarms

- Storage Systems

General Health Monitoring Setup

3 diag-1sig

‘ Activate || Deactivate || Run Agent |

3 fms-6140-1
3 j4200_box1
B j4200_box2
'3 J4400_box3
3 spl-katanal
- General Configuration
D Auto Service Requy

¥ Agent Configuration

Agent Configuration

Agent Information
Active:

Categories to Monitor:
W General Health M

b Notification
D User Managemen|

B Activity Log
Meonitoring Frequency:

2 Back to top

Timeout Settings

* Agent HTTP:

Ping:

* Email:

TABLE 4-8 describes the fields and buttons on the General Health Monitoring Setup

Maximum Monitoring Thread Allowed: |1

ISO second(s)
|1— second(s)
* SNMP Access: [s0 | secondis)
Iag— second(s)

¥ Timeout Settings

& Indicates required field

page.

TABLE 4-8  Fields and Buttons on the General Health Monitoring Page
Field/Button Description

Activate Click to activate the health monitoring agent.
Deactivate Click to deactivate the health monitoring agent.
Run Agent Click to manually run the health monitoring agent.

Agent Information
Active

Categories to
Monitor

Monitoring
Frequency

The status of the agent.

The type of arrays to be monitored. You can select more than one
type of array by using the shift key.

How often, in minutes, the agent monitors the selected array
categories.
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TABLE 4-8  Fields and Buttons on the General Health Monitoring Page (Continued)

Field/Button Description

Maximum The maximum number of arrays to be monitored concurrently. If the
Monitoring Thread number of arrays to be monitored exceeds the number selected to be
Allowed monitored concurrently, the agent will monitor the specified number

of additional arrays serially.
Timeout Settings

Agent HTTP The amount of time for which the agent will attempt to connect to
the Internet before generating a timeout.

Ping The amount of time for which the management station will attempt
a ping operation before generating a timeout.

SNMP Access The amount of time, in seconds, before an SNMP notification will
generate a timeout.

Email The amount of time, in seconds, before an email notification will
generate a timeout.

3. Select the types of arrays that you want to monitor from the Categories to
Monitor field. Use the shift key to select more than one array type.

4. Specify how often you want to monitor the arrays by selecting a value in the
Monitoring Frequency field.

5. Specify the maximum number of arrays to monitor concurrently by selecting a
value in the Maximum Monitoring Thread field.

6. In the Timeout Setting section, set the agent timeout settings.

The default timeout settings are appropriate for most storage area network (SAN)
devices. However, network latencies, I/O loads, and other device and network
characteristics may require that you customize these settings to meet your
configuration requirements. Click in the value field for the parameter and enter
the new value.

7. When all required changes are complete, click Save.

The configuration is saved.

V¥ To Enable Health Monitoring for an Array

1. In the navigation pane, select an array for which you want to display or edit the
health monitoring status.

2. Click Array Health Monitoring
The following Array Health Monitoring Setup page is displayed.
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User: root S

Sun StorageTek™ Common Array Manager

m Alarms

< [ Storage Systems Array Health Monitoring Setup on Storage System j4200_box1
B [ diag-1sig . .
o Health Monitoring Status
3 tms-6140-1
L }4200_box1 The following indicate monitoring status for all armays registered with this instance of Sun StorageTek Common Array Manager
EI Alarms satess
DI FRUSs Health Monitoring Agent Active: Yes
Device Category Monitored: Yes ('Storage J4200')

[ Administration | Monitoring for This Array
B j4200_box2
3 J4400_box3
3 spl-katanal
I General Configuratiol

rver: edh B

To configure health monitoring agent or change device categories monitored, click here

The following indicate monitoring status for this array.

Health Monitoring: |7 Enable health monitoring for this array

Auto Service F Enable ASR for this array

Request: In order for ASR 1o be enabled for this array the health monitoring agent must be active and heatth monitoring must be
enabled

TABLE 4-9 describes the fields on the Array Health monitoring Setup page.

TABLE 49  Fields on the Array Health Monitoring Setup Page

Field/Button Description

Health Monitoring Status

Health Monitoring Identifies whether the health monitoring agent is active or inactive.
Agent Active

Device Category Identifies whether health monitoring is enabled for this array type.
Monitored

Monitoring for this Array

Health Monitoring Enables or disables health monitoring for this array. Select the
checkbox to enable health monitoring for the array; deselect the
checkbox to disable health monitoring for this array.

Auto Service Enables or disables the Auto Service Request monitoring service for

Request this array. Select the checkbox to enable the Auto Service Request
service for this array; deselect the checkbox to disable the Auto
Service Request service for this array. Note: to enable Auto Service
Request, you must also enable Health Monitoring for this array and
the monitoring agent must be active.
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3. For the array to be monitored, ensure that the monitoring agent is active and
that the Device Category Monitored is set to Yes. If not, go to “Configuring
Array Health Monitoring” on page 76

4. Select the checkbox next to Health Monitoring to enable health monitoring for
this array; deselect the checkbox to disable health monitoring for the array.

5. Click Save.

Monitoring Alarms and Events

Events are generated to signify a health transition in a monitored device or device
component. Events that require action are classified as alarms.
There are four event severity levels:

m Down - Identifies a device or component as not functioning and in need of
immediate service

m Critical - Identifies a device or component in which a significant error condition
is detected that requires immediate service

m Major — Identifies a device or component in which a major error condition is
detected and service may be required

m Minor - Identifies a device or component in which a minor error condition is
detected or an event of significance is detected

You can display alarms for all arrays listed or for an individual array. Events are
listed for each array only.

V¥ To Display Alarm Information

1. To display alarms for all registered arrays, in the navigation pane, choose
Alarms.

The following Alarm Summary page for all arrays is displayed.
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Senver: edh

u root

Sun StorageTek™ Common Array Manager

=4 st

¥ Storage Systems
b [ diag-Isi
13 fms-6140-1
+ [p) [4200_box1

|__‘=| Alarms
D FRUs
|__‘=| Events

|__‘=| Array Health
|__‘=| Administratic
j4200_box2

b @

J4400_box3
[ spl-katanal

= General Configural :

D Auto Service Re

|__‘=| General Healthj

1 Current Logins:

JEVE]
Alarms
| Acknowledge... || Reopen... || Deletz | | Filter: I All tems j | @
- | Severity « | Alarm Details | Device P | Component 2 | Type o | Date

I [T] Details (1 aggregated) | fms-6140-1 (5140) | wdisk1 ProblemEvent 03/31/2008 1
I_ (1] Details (1 aggregated)  diag-1si8 (5130) Tray.00.Drive.14 ProblemEvent 03/31/2008 1
I_ [T] Details (1 aggregated)  diag-1si8 (5130) Tray.01.PowerSupply.B | ProblemEvent 03/31/2008 1
I_ [T] Details (1 aggregated) | diag-1si8 (5130) Tray.00.Fan.B ProblemEvent 03/31/2008 1
I_ [T] Details (1 aggregated) | diag-1si8 (5130) Tray.00.Drive.13 ProblemEvent 03/31/2008 1
I_ ('] Details (1 aggregated) | diag-1si8 (5130) Tray.01.Drive.11 ProblemEvent 03/31/2008 1
I (1] Details (2 aggregated)  J4400_box3 (j4400)  Sim01 Log 03/28/2008 2
- [T] Details (1 aggregated) | j4200_box2 (j4200) | Sim01 Log 03/28/2008 2
I [T] Details (2 aggregated) | j4200_box1 (j4200) | Sim01 Log 03/28/2008 2
I_ [#] Details (1 aggregated)  fms-6140-1 (6140) Tray.B5.Battery A ProblemEvent 03/31/2008 1
I_ [#] Details (1 aggregated)  fms-6140-1 (5140) Tray.B5.Battery.B ProblemEvent 03/31/2008 1

TABLE 4-10 describes the fields and buttons on the Alarms page and the Alarms

Summary page.

TABLE 4-10 Fields and Buttons on the Alarms Page and the Alarm Summary Page

Field Description

Acknowledge Click to change the state of any selected alarms from Open to
Acknowledged.

Reopen Click to change the state of any selected alarms from Acknowledged
to Open. This button is grayed out until the alarm has been
acknowledged.

Delete Click to remove selected alarms. This button is grayed out for any
auto-clear alarm.

Severity The severity level of the event. Possible severity levels are:

Alarm Details
Component
Type

Date

e Black — Down
e Red — Critical
* Yellow — Major
e Blue — Minor

Click to display detailed information about the alarm.
The component to which the alarm applies.
The general classification of the alarm.

The date and time when the alarm was generated.
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Sun StorageTek™

|__‘=| Alarms

7 Storage Systems
[ diag-1si8
13 fms-6140-1
= [ 14200_box1
|__‘=| Alarms

[ FRUs
|__‘=| Events

|__‘=| Array Health

|__‘=| Administratic
13 j4200_box2
13 J4400_box3
13 spl-katanal

7 General Configural

M Antn Service RA

82

TABLE 4-10 Fields and Buttons on the Alarms Page and the Alarm Summary Page

Field Description
State The current state of the alarm; for example, open or acknowledged.
Auto Clear Whether or not this alarm will automatically be cleared when the

underlying problem is resolved. Alarms which do not have the
auto-clear state will need to be deleted by the user when the
underlying problem is resolved.

2. To display alarms that apply to an individual array, in the navigation pane
select the array whose alarms you want to view and choose Alarms below it.

The following Alarm Summary page for that array is displayed.

Common Array Manager PM MDT

10 mo Java

Alarms on Storage System j4200_box1

| Acknowledge... || Reopen... || Delets | | FIIher:IAII ltems j | @

= | Severity « | Alarm Details

s [}

| Acknowledge... || Reopen... || Delete |

|Component A|‘I'\fpe A|Date v|s‘late A|Auinclear A|

Details (2 aggregated) | Sim01

Log 03/28/2008 23:13:37 | Cpen Mo

3. To view detailed information about an alarm, in the Alarm Summary page,

click Details for the alarm.

The following Alarm Details page is displayed.
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APPLICATIONS VERSION

User: oot Server: edhost-98

Sun StorageTek™ Commaon Array Manager

D

E‘ Alarms
- Storage Systems
13 diag-Isig
[ fms-6140-1
w |5y 14200 _box1
D Alarms
D FRUs
D Events

D Array Health|
D Administratic

'3 j4200_box2

[ J4400_box3

B spl-katanal
= General Cunfigura""_.
D‘ Auto Service Rg

j General Health:]

e

Alarm Summary = Alarm Details

Alarm Details

REFRESH SEARCH SERVICE ADVISOR

1 Current Logins: 7

Update: Mar 3

41 PM MDT

Alarm

[ Acknowiedge... |[ Feopen

‘ ‘ View Aggregated Events

Details

Recommended Action

Details

= ll Alarm Detals (11)

Probable Cause

o«

Notes

Property | Value ‘ ‘
Severity: Critical

Date: 03/31/2008 10.28:18

Stale Open

Acknowledged By: =|

TABLE 4-11 describes the fields on the Alarm Details page.

TABLE 4-11  Fields and Buttons on the Alarm Details Page
Field Description
Acknowledge Click to change the state of this alarm from Open to Acknowledged.
Reopen Click to change the state of this alarm from Acknowledged to Open.
This button is grayed out until the alarm has been acknowledged.
View Aggregated Click to display all events associated with this alarm.
Events
Details
Severity The severity level of the event. The possible severity levels are:
¢ Down
e Critical
¢ Major
* Minor
Date The date and time when the alarm was generated.
State The current state of the alarm; for example, Open or Acknowledged.
Acknowledged by: The user who acknowledged the alarm. This field displays only if an
alarm has not yet been acknowledged.
Reopened by: The user who reopened the alarm.This field displays only after an

alarm has been acknowledged and then reopened.
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TABLE 4-11  Fields and Buttons on the Alarm Details Page (Continued)

Field Description

Auto Clear Whether or not this alarm will automatically be cleared when the
underlying problem is resolved. Alarms which do not have the
auto-clear state will need to be deleted by the user when the
underlying problem is resolved.

Description A technical explanation of the condition that caused the alarm.
Info A non-technical explanation of the condition that caused the alarm.
Device The device to which the alarm applies. Click the device name for

detailed information about the component; for example, J007(J4200).
Component The component element to which the alarm applies.
Event Code The event code used to identify this alarm type.

Aggregated Count The number of events aggregated for this alarm.

Probable Cause

The most likely reasons that the alarm was generated.

Recommended Action

The procedure, if any, that you can perform to attempt to correct the alarm condition. A link
to the Service Advisor is displayed if replacement of a field-replaceable unit (FRU) is
recommended.

Notes

Optional. You can specify text to be stored with the alarm detail to document the actions
taken to address this alarm.

4. To view the a list of events associated with an alarm, from the Alarm Details
page, click Aggregated Events.

The following Aggregated Events page is displayed.

Note — The aggregation of events associated with an alarm can vary based on the
time that an individual host probes the device. When not aggregated, the list of
events, is consistent with all hosts.

Sun StorageTek™ Common Array Manager

Aggregated Events

1) 2008-05-02 11:35:25 [Major, JOO7, 77.5.585]
The property MixedDriveSizes for JOO7 on JOOT7 has changed from FALSE to TRUE.
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Managing Alarms

An alarm that has the Auto Clear function set will be automatically deleted from the
alarms page when the underlying fault has been addressed and corrected. To
determine whether an alarm will be automatically deleted when it has been
resolved, view the alarm summary page and examine the Auto Clear column. If the
Auto Clear column is set to yes, then that alarm will be automatically deleted when
the fault has been corrected, otherwise, the alarm will need to be manually removed
after a service operation has been completed.

If the Auto Clear function is set to No, when resolved that alarm will not be
automatically deleted from the Alarms page and you must manually delete that
alarm from the Alarms page.

Acknowledging Alarms

When an alarm is generated, it remains open in the Alarm Summary page until you
acknowledge it. Acknowledging an alarm is a way for administrators to indicate that
an alarm has been seen and evaluated; it does not affect if or when an alarm will be
cleared.

V¥ To Acknowledge One or More Alarms
1. Display the Alarm Summary page by doing one of the following in the
navigation pane:
» To see the Alarm Summary page for all arrays, choose Alarms.
» To see alarms for a particular array, expand that array and choose Alarms
below it.
2. Select the check box for each alarm you want to acknowledge, and click

Acknowledge.

The following Acknowledge Alarms confirmation window is displayed.

Sun StorageTek™ Common Array Manager

Acknowledge Alarm

* |ndicates required fisld

* Enter User Name: |

Acknowledge | | Cance|
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3. Enter an identifying name to be associated with this action, and click
Acknowledge.

The Alarm Summary page is redisplayed, and the state of the acknowledged
alarms is displayed as Acknowledged.

Note: You can also acknowledge an alarm from the Alarm Details page. You can also
reopen acknowledged alarms from the Alarm Summary and Alarm Details pages.

Deleting Alarms

When you delete an open or acknowledged alarm, it is permanently removed from
the Alarm Summary page.

Note: You cannot delete alarms which are designated as Auto Clear alarms. These
alarms are removed from the Alarm Summary page either when the array is
removed from the list of managed arrays or when the condition related to the
problem is resolved.

V¥ To Delete One or More Alarms

1. In the navigation pane, display the Alarm Summary page for all registered
arrays or for one particular array:

n To see the Alarm Summary page for all arrays, choose Alarms.

» To see alarms for a particular array, select that array and choose Alarms below
it.
The Alarm Summary page displays a list of alarms.

2. Select the check box for each acknowledged alarm you want to delete, and click
Delete.

The Delete Alarms confirmation window is displayed.

3. Click OK.
The Alarm Summary page is redisplayed without the deleted alarms.

Displaying Event Information

To gather additional information about an alarm, you can display the event log to
view the underlying events on which the alarm is based.
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Note: The event log is a historical representation of events in an array. In some
cases the event log may differ when viewed from multiple hosts since the agents run
at different times on separate hosts. This has no impact on fault isolation.

V¥ To Display Information About Events

1. In the navigation pane select the array for which you want to view the event
log and choose Events.

The following Events page displays.

APPLIGATIONS | VERSION

User: root Server: edh

REFRESH | SEARGH | SERVIGE ADVISOR

Sun StorageTek™ Common Array Manager

D Alarms

w [ Storage Systems
b [ diag-lsig
3 fms-6140-1
+ [ 14200_box1
ﬁ Alarms
D FRUs
[ Events

B Array Health M

D‘ Administration
13 }4200_box2
'3 J4400_box3
13 spl-katanal
13 General Configuratiol

Events on Storage System j4200_box1

The default setting is only to read non-aggregated events from the last 50 Kbytes data of log file. User can change this setting (*"Read the
last X Kbyt=s From Log File:") in the advanced filter.

Events (6)

Date - | Event Details ‘ Component o ‘ Type N |
03/29/2008 12:43:39 Details InBand Communication Established

03/29/2008 12:23:38 Details InBand Lost Communication

03/28/2008 23:13:28 Details j4200_box1 RevisionBaselineEvent

03/28/2008 23:13.26 Details Discovery

03/26/2008 08:13:39 Details Sim01 Log

03/18/2008 06:09:33 Details Sim01 Log

TABLE 4-12 describes the fields on the Events page.

TABLE 4-12 Events Page

Field

Description

Date

Event Details

Component

The date and time when the event occurred.

Click Details to display detailed information for the corresponding
event.

The component to which the event applies.
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TABLE 4-12 Events Page

Field Description

Type A brief identifier of the nature of the event, such as Log, State
Change, or Value Change.

2. To see detailed information about an event, click Details in the row that
corresponds to the event.

The Event Details page is displayed for the selected event.

APPLICATIONS | VERSION REFRESH [ SEARGH | SERVIGE ADVISOR

User.root Server. edhost-98 i Current Logins,

Sun StorageTek™ Common Array Manager

Current Al

D Alarms [~
Event Summary > Event Details
- Storage Systems
b [y diag-lsis Event Details
3 fms-6140-1
= B 14200_box1 BB ¥ Probable Cause
¥ Recommended Action
D Alarms
D FRUs
[} Events Details

D Array Health M

[ Administration Detalls (10)

b [ 14200_box2
b [ J4400_box3

Property ‘Value -

Severity: Major

b [ spHiatanal Date: 03/29/2008 12:43:39
B General Gonfiguratior
General Gonfigural

Actionable:  No
Description: | Established ib communication with 4200 j4200_box1

Data: menitor.CommunicationEstablished desc
:com.sun netstorage fm storade agent. Messages monitor CommunicationEstablished desc:$2:ib:55:/4200:510:j4200_bo

Component: | InBand

Type Communication Established

Info:

Event Code: 77.11.21 ﬂ
4 | 3]

TABLE 4-13 describes the fields on the Event Details page.

TABLE 4-13 Event Details Page

Field Description
Details
Severity The severity level of the event. Possible severity levels are:
¢ Down
¢ Critical
¢ Major
¢ Minor
Date The date and time when the event was generated.
Actionable Whether the event requires user action.
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TABLE 4-13 Event Details Page

Field Description

Description A technical explanation of the condition that caused the event.

Data Additional event data.

Component The component to which the alarm applies.

Type A brief identifier of the nature of the event, such as Log, State
Change, or Value Change.

Info A non-technical explanation of the condition that caused the event.

Event Code The event code used to identify this event type.

Aggregated The number of events aggregated for this event.

Probable Cause

The most likely reasons that the event was generated.

Recommended Action

The procedure, if any, that you can perform to correct the event condition.

Monitoring Field-Replaceable Units
(FRUs)

The Common Array Manager software enables you to view a quick listing of the
FRU components in the array, and to get detailed information about the health of

each type of FRU. For a listing of the FRU components in your system, go to the FRU

Summary page.

Note — All FRUs in the J4000 Array Family are also Customer Replaceable Units
(CRUs).

For detailed information about each FRU type, refer to the hardware documentation

for your array.

To View the Listing of FRUs in the Array

1. In the navigation pane, select the array whose FRUs you want to list and click

FRUs.
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The FRU Summary page is displayed. It lists the FRU types available and
provides basic information about the FRUs. The types of FRU components
available depend on the model of your array.

The following figure shows the FRU Summary page for the Sun Storage J4200
array.

User: root Server: edhost-98

Sun StorageTek™ Common Array Manager Last Update: Ma

Current Alar

D‘ Alarms =
< [ Storage systems FRU Summary on Storage System j4200_box1

b [ daclsis FRUs (4)
fms-6140-1

e FRU Type Y | Alarms | Installed | Siot Count |
j4200_box1

~ & Disk 3 12
D Alarms

Fan 2 £

|~ iERt Power Supply 2 2
E‘ Events sIM 2 2

B Array Health
D Administratic
[ j4200_box2
3 J4400_box3
[ spl-katanal
= [fy General Configural

D Aulo Service Rg

j General Hea\th:J
TABLE 4-14 describes the fields on the FRU Summary page.

TABLE 4-14 Fields on the FRU Summary Page

Field Indicates

FRU Type The type of FRU installed on the array.

Alarms Alarms on the FRU type.

Installed The quantity of FRU components of a particular type installed on
array.

Slot Count The quantity of slots allocated for the particular FRU type.

2. To view the list of FRU components of a particular type, click on name of the
FRU in the FRU Type column.

The Component Summary page displays the list of FRUs available, along with
basic information about each FRU component.
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User root Server edhost-98 i Currentlogins: 7

Sun StorageTek™ Common Array Manager

B L ATa = Summary = Compeonent Summary =
[ Sterage Systems
b = diaglsis Component Summary for Disk on Storage System j4200_box1
+ (g 14200_box1
E‘ Alarms E]
B FRUs Name Fs | State A | Status N | Revision S ‘ Unique Identifier A |
[ Events Disk.00 Enabled OK ASOA GTF400PEG2BVHF
[ Array Heaitn Disk.01 Enabled OK AS0A GTA470PEG2ZEBE
[ Acminisiatic Disk02 Enabled OK ASOA GTA470PEG2ZLPE
P TR Disk03 Other UNINSTALLED
e Disk.04 Other UNINSTALLED
Disk.05 Other UNINSTALLED
LA Disk 06 Other UNINSTALLED
« [ General Contigur=i@] H pjsko7 Other UNINSTALLED
[ Auto Sarvice Ry Disk08 Other UNINSTALLED - - =
al General Health|#|| | Diskos Other UNINSTALLED

TABLE 4-15 describes the fields on the Component Summary page.

TABLE 4-15 Fields on the Component Summary Page

Field Indicates

Name Name of the FRU component.

State The state of the FRU component. Valid values are:
¢ Enabled
¢ Disabled

Status Status of the FRU component. Valid values are:
e OK
® Degraded
¢ Uninstalled
e Degraded
¢ Disabled
e Failed
e Critical
¢ Unknown

Revision The revision of the FRU component.

Unique Identifier The unique identifier associated with this FRU component.

3. To view detailed health information about a particular FRU component, click
on the component name.

Depending on the FRU type of the selected component, one of the following
pages will display:
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» “Disk Health Details Page” on page 93

n “Fan Health Details Page” on page 95

» “Power Supply Health Details Page” on page 98
» “SIM Health Details Page” on page 99

Disk Health Details Page

The disk drives are used to store data. For detailed information about the disk drives
and each of its components, refer to the hardware documentation for your array.

The following figure shows the Disk Health Detail page.

APPLICATIONS VERSION

User: root Server: edhost-98 : L
Sun StorageTek™ Common Array Manager ast Upda : 25 PM MDT j_—f
) ava

a°

D Alarms =i
Summary > Component Summary > Details

w [ Storage Systems
b (= diag-lsi8 Disk Health Details for Disk.00 on Storage System j4200_box1
I [ fms-8140-1

< [ 14200_boxt Health Details

|__‘=| Alarms Availability : Running/Full Power
[ FRUs capacity: 500GB
B Events Caption: Disk
D Array Health M Element Status: Enabled
B Administration Enabled State: Enabled
b [y 14200_box2 Host Path: fHevidski5td1d0s2

J4400_box3 : diskoo

| sPl-katanal Name: Disk.00
i [i General Configuratiol  phygical ID: disk00.GTFA00PEG2EVHF
i iy

Product Firmware Version: AS0A

Product Name: ATA HITACHI HUAT 2505
SAS Address: 50:01:63:60.00:04:64.08
Serial Number: GTF400PEG2ZBVHF

— Speed: 3G
Sjis Status: oK =

TABLE 4-16 describes the fields on the Disk Health Details page.

TABLE 4-16 Fields on the Disk Health Detail Page

Field Indicates

Availability The availability of this disk drive. Valid values are:
¢ Running/Full Power
® Degraded

Not Installed

Unknown
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TABLE 4-16 Fields on the Disk Health Detail Page (Continued)

Field Indicates
Capacity The total capacity of this disk.
Caption The general name of this FRU type.

Element Status

Enabled State

Host Path
Id

Name
Physical ID

Product Firmware
Version

Product Name
Name

Product Name.
SAS Address
Serial Number
Speed

Status

Type

The operational status of this FRU component. Valid values are:
e OK

* Degraded

¢ Error

® Lost Communication

Physical state of this disk drive. Valid values are:
¢ Enabled

e Removed

e Other

e Unknown

The path where the disk drive is located.
The unique ID assigned to this disk drive.
The name assigned to this disk drive.

The physical ID assigned to this disk drive.

The version of firmware running on this disk drive.

Name of the disk drive manufacturer.

Name assigned to this disk drive.

Model number of the array where this disk drive is installed.
SAS address assigned to this disk drive.

The serial number associated with this disk.

The speed at which this disk is rotating.

Health status of this FRU component. Valid values are:
e OK

¢ Uninstalled

® Degraded

¢ Disabled

e Failed

e Critical

e Unknown

The type of disk drive, such as SAS or SATA.
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Fan Health Details Page

The fans in the Sun Storage J4000 Array Family circulate air inside the tray. Some
array models, such as the J4200 array, contains two hot-swappable fans to provide
redundant cooling. Other array models, such as the J4400, include fans in the power
supplies. For detailed information, consult the hardware installation guide for your
array.

The following figure shows the Fan Health Detail page.

APPLIGATIONS | VERSION REFRESH

User: root Server: edhost-98

Sun StorageTek™ Common Array Manager

[ Alerms Summary > Component Summary = Details
+ [ Storage Systems
b [ diag-lsis Fan Health Details for Fan.00 on Storage System j4200_box1
B s | veatth Details
|__‘:| Alarms Avallability : Running/Full Power
| [ | FRUS Caption: Fan
[ Eventa Element Status: Enabled
[} Amay Health M Enabled State:  Enabled
D‘ Administration id: fan00
B (a2e08boxa Name: Fan.00
b [ J4400_box3 Part Number:  371-3992-01
[ spl-katanal Position: Left
13 General Configuratior Speed: 5550 RPM
Status: oK
| l 3 Ty pe: Fan

TABLE 4-17 describes the fields on the Fan Health Details page.

TABLE 4-17 Fields on the Fan Health Details Page

Field Indicates

Availability The availability of this fan. Valid values are:
* Running/Full Power
® Degraded
¢ Not Installed
¢ Unknown

Caption The general name of this FRU type.
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TABLE 4-17 Fields on the Fan Health Details Page (Continued)

Field

Indicates

Element Status

Enabled State

ID

Name

Part Number
Physical ID

Position

Serial Number

Speed

Status

Type

The operational status of this FRU component. Valid values are:
¢ OK

® Degraded

¢ Error

* Lost Communication

The physical state of this fan. Valid values are:
e Enabled

* Removed

e Other

¢ Unknown

The unique ID assigned to this fan.
Name assigned to the fan.

The part number assigned to this fan.
The physical ID assigned to this fan.

The location of this fan in the chassis when viewing the chassis from
the back. Valid values are:

o Left
¢ Right

Serial number of the fan. The serial number is assigned by the fan
manufacturer.

The speed, in rotations per minute (RPMs) at which the fan is
operating.

Health status of this FRU component. Valid values are:

e OK

¢ Uninstalled

® Degraded

e Disabled

e Failed

e Critical

e Unknown

The type of FRU.

NEM Health Details Page

The NEM card is attached to the J4500 array. For detailed information about the disk
drives and each of its components, refer to the hardware documentation for your

array.
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TABLE 4-18 describes the buttons and fields on the NEM Health Details page.

TABLE 4-18  Fields on the NEM Health Details Page

Field

Indicates

Availability

Caption

Element Status

Enabled State

1D

Model

Name

Physical ID
Product Revision

Serial Number

Status

The availability of this component. Valid values are:
¢ Running/Full Power

® Degraded

¢ Not Installed

¢ Unknown

The general name of this FRU type.

The status of this FRU component. Valid values are:
¢ OK

® Degraded

¢ Error

¢ Lost Communication

State of this FRU component. Valid values are:
¢ Enabled

* Removed

¢ Other

¢ Unknown

The unique ID assigned to this component.
The model name of this FRU component.
Name assigned to the component.

The physical ID assigned to this fan.

Revision of this FRU component.

Serial number of the fan. The serial number is assigned by the fan

manufacturer.

Status of this FRU component. Valid values are:
¢ OK

¢ Uninstalled

* Degraded

¢ Disabled

e Failed

e Critical

e Unknown
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Power Supply Health Details Page

Each tray in the Sun StorageTek J4000 Array Family has hot-swappable, redundant
power supplies. If one power supply is turned off or malfunctions, the other power
supply maintains electrical power to the array.

The following figure shows the Power Supply Health Detail page.

APPLICATIONS VERSION REFRESH SEARCH SERVICE ADVISOR

User. oot Server. edhost-98 i Current Logins: 7

Sun StorageTek™ Common Array Manager

D Alarms Summary = Component Summary = Details
- Storage Systems
b [y diag-lsis Power Supply Health Details for PowerSupply.0 on Storage System j4200_box1
i s | weattn Detaits
D Alarms Availability : Running/Full Power
|—_h| FRUs Caption: Power Supply
B Events Element Status: Enabled
D Array Health M Enabled State: Enabled
|__‘=| Administration Fan0 Speed: 5440 RPM
b [y 14200_box2 FanO Status:  Normal
b [ J4400_box3 Kd: ps0
13 spl-katanal Name: PowerSupply.0
o B General Configuratior Status: OK
Ty pe: Power Supply

TABLE 4-19 describes the fields on the Power Supply Health Details page.

TABLE 4-19  Fields on the Power Supply Health Details Page

Field Indicates

Availability The availability of this power supply. Valid values are:
* Running/Full Power
® Degraded
* Not Installed
¢ Unknown

Caption The general name of this FRU type.

Element Status The operational status of this FRU component. Valid values are:
* OK
* Degraded
¢ Error

e Lost Communication
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TABLE 4-19  Fields on the Power Supply Health Details Page (Continued)

Field Indicates

Enabled State The physical state of this power supply. Valid values are:
¢ Enabled
* Removed
e Other

e Unknown

Fan 0 Speed The speed, in rotations per minute (RPMs) at which this fan is
operating. If the fan operation is not within acceptable limits, an
alarm is reported.

Fanl Speed The speed, in rotations per minute (RPMs) at which this fan is
operating. If the fan operation is not within acceptable limits, an
alarm reported.

ID Unique identifier assigned to this power supply.

Fan Status Status of the fan associated with this power supply. Valid values are:
¢ Normal

Name Name assigned to this power supply.

Status Health status of this FRU component. Valid values are:
* OK
¢ Uninstalled
¢ Degraded
¢ Disabled
¢ Failed
¢ Critical

e Unknown

Type Type of component.

SIM Health Details Page

The SAS Interface Module (SIM) is a hot-swappable board that contains two SAS
outbound connectors, one SAS inbound connector, and one serial management port.
The serial management port is reserved for Sun Service personnel only.

The following figure shows the SIM Health Detail page.
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User: root Server edhost-98

Sun StorageTek™ Common Array Manager

B Alarme Summary = Compenent Summary = Details =
< [f] Sterage Systems
b = diag-lsia SIM Health Details for SIM.0 on Storage System j4200_box1
3 fms-8140-1 i
< [ [4200_boxT Health Details
W) Almrma Availability: Running/Full Power
[} FRUs Caption: SIM
[ Events Child JBOD Name: [4200_box2
[ Array Health Child SIM Card: SiM 0
D Administration Element Status: Enabled
P [ 14200_box2 Enabled State: Enabled
I [ J4400_box3 Host Path: Kevies/sesd
3 spl-katanal Ied: sim0Q |
13 General Configuratior Model: Storage J4200
Name: SIM.0
Part Humber: 375-3575-01
Physical ID: 5im00.2029QTFO750AMO0B3
Product Firmware Version: 3A18
SAS Address: 50:01.63.60:00.04.84.3D
SC Sl Mode: SES
SES Serial Number: 2029QTF0801QCJ006 :]
TABLE 4-20 describes the fields on the SIM Health Details page.
TABLE 4-20 Fields on the SIM Health Details Page
Field Indicates
Availability The availability of this SIM. Valid values are:
* Running/Full Power
® Degraded
¢ Not Installed
¢ Unknown
Caption The general name of this FRU type.
Controller Temperature of the controller at location 1. If the temperature at this
Temperature 1 location is not within acceptable limits, an alarm is reported.
Controller Temperature of the controller at location 2. If the temperature at this
Temperature 2 location is not within acceptable limits, an alarm is reported.
Controller Temperature of the controller at location 3. If the temperature at this
Temperature 3 location is not within acceptable limits, an alarm is reported.
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TABLE 4-20 Fields on the SIM Health Details Page (Continued)

Field Indicates

Element Status The operational status of this FRU component. Valid values are:
¢ Enabled
e OK
® Degraded
¢ Error
¢ Lost Communication

Enabled State The physical state of this FRU component. Valid values are:
¢ Enabled
* Removed
e Other
¢ Unknown
Host Path /dev/es/ses#
ID Unique ID assigned to this controller.
Model The model number of the array.
Name The name assigned to this controller.
Part Number The part number assigned to this controller.
Physical ID The physical ID associated with this controller.
Product Firmware The version of the firmware loaded on the controller.
Version
SAS Address SAS address assigned to this controller.
SCSI Mode The SCSI mode assigned to this controller.
SES Serial Number Serial number assigned to SIM’s enclosure.
SES Temperature 1 Temperature within the SES enclosure at location 1. If the

temperature at this location is not within acceptable limits, an alarm
is reported.

SES Temperature 2 Temperature within the SES enclosure at location 2. If the
temperature at this location is not within acceptable limits, an alarm
is reported.

Serial number Serial number assigned to the SIM.
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TABLE 4-20 Fields on the SIM Health Details Page (Continued)

Field

Indicates

Status

Voltage (1.2V)

Voltage (12V)

Voltage (3.3V)

Voltage (5V)

Health status of this FRU component. Valid values are:
* OK

¢ Uninstalled

® Degraded

¢ Disabled

¢ Failed

e Critical

e Unknown

The actual voltage of this 1.2 volt circuit. If the voltage is not within

acceptable limits, an alarm is reported.

The actual voltage of this 12 volt circuit. If the voltage is not within

acceptable limits, an alarm is reported.

The actual voltage of this 3.3 volt circuit. If the voltage is not within

acceptable limits, an alarm is reported.

The actual voltage of this 5 volt circuit. If the voltage is not within
acceptable limits, an alarm is reported.

Storage Module Health Details Page

The storage module is available as part of the Sun Storage B6000 array. For

information about the system controller, refer to the hardware documentation for

your array.

TABLE 4-21 describes the buttons and fields on the Storage Module Health Details

page.

TABLE 4-21  Fields and Buttons on the Storage Module Health Details Page

Field

Indicates

Availability

Caption

The availability of this storage module. Valid values are:
¢ Running/Full Power

® Degraded

* Not Installed

¢ Unknown

The general name of this FRU type.
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TABLE 4-21

Fields and Buttons on the Storage Module Health Details Page (Continued)

Field

Indicates

Element Status

Enabled State

Expander 0 Host
Path

Expander 0 Name

Expander 0 Product
Revision

Expander 0 Serial
Number

Expander 0 Status

Expander 1 Host
Path

Expander 1 Name

Expander 1 Product
Revision

Expander 1 Serial
Number

Expander 1 Status
ID

Name

Part Number
Physical ID
Product Name

Product Firmware
Version

Serial number

The status of this FRU component. Valid values are:
¢ OK

® Degraded

¢ Error

® Lost Communication

State of this FRU component. Valid values are:
e Enabled

* Removed

e Other

¢ Unknown

The path the operating system uses to access this expander.

The location of this expander.

Revision of the firmware on this expander.

The serial number assigned to this expander.

The operating status of this expander. Valid values are OK or Failed.

The path the operating system uses to access this expander.

The location of this expander.

Revision of the firmware on this expander.

The serial number assigned to this expander.

The operating status of this expander. Valid values are OK or Failed.

Unique ID assigned to this storage module.

The name assigned to this storage module.

The part number assigned to this storage module.
The physical ID associated with this storage module.
The model number of the array

The version of the firmware loaded on the storage module.

Serial number assigned to the storage module.
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TABLE 4-21  Fields and Buttons on the Storage Module Health Details Page (Continued)

Field Indicates

Status Status of this FRU component. Valid values are:
* OK
¢ Uninstalled
® Degraded
¢ Disabled
¢ Failed
e Critical

e Unknown

Temp Sensor One of two temperature sensors on the storage module. If the
Ambient Temp temperature at this location is not within acceptable limits, an alarm
is reported.

Temp Sensor Exp One of two temperature sensors on the storage module. If the
Junct Temp temperature at this location is not within acceptable limits, an alarm
is reported.

Voltage Sensor 12V The actual voltage of this 12 volt circuit. If the voltage is not within
In acceptable limits, an alarm is reported.

Voltage Sensor 3.3V The actual voltage of this 3.3 volt circuit. If the voltage is not within
acceptable limits, an alarm is reported.

Voltage Sensor 5V In  The actual voltage of this 5 volt circuit. If the voltage is not within
acceptable limits, an alarm is reported.

System Controller Health Details Page

The system controller is available as part of the Sun Storage J4500 array. The system
controller is a hot-swappable board that contains four LSI SAS x36 expanders. These
expanders provide a redundant set of independent SAS fabrics (two expanders per
fabric), enabling two paths to the array’s disk drives. The serial management is
reserved for Sun Service personnel only.

For more information about the system controller, refer to the hardware
documentation for your array.

The following figure shows the Component Summary for the System Controller page.
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Sun StorageTek(TM) Common Array Manager a
tral. ogin ©|~(Q- Google )

Apple - Mac _our — Large Yahoo! Apple Yahoo! Google Maps YouTube Wikipedia >
SEARCH | SERVICE ADVISOR | LOG OUT | HELP
&

Java

ic  CPAP Machin...leep Apnea

User: root Server: 2 i Current Logir

Sun StorageTel mmon Array Manager Last Update: Sep 24, 2008 4:17:36 PM MDT
Current Alarms: 0 70 2 g0

) Alarms.

< [ Storage Systems.
» = dpl1500b Component Summary for System Controller on Storage System fred

Summary > Component Summary

< [ fred Components (1)
[} Alarms
FRUs 8
[ Events | Name - | state - | Status | Revision - | Unique Identifier N
) Array Heath | chassis.00 Enabled OK 502C 5080020000469600

Administratio
» [ General Configural

TABLE 4-22 describes the buttons and fields on the System Controller Health Details
page.

TABLE 4-22 Fields and Buttons on the System Controller Health Details Page

Field Indicates

Availability The availability of this system controller. Valid values are:
e Running/Full Power
® Degraded

Not Installed

¢ Unknown

Caption The general name of this FRU type.

Element Status The status of this FRU component. Valid values are:
* OK
® Degraded
¢ Error
¢ Lost Communication

Enabled State State of this FRU component. Valid values are:
¢ Enabled
* Removed
¢ Other
¢ Unknown
Expander 0 Host The path the operating system uses to access this expander.
Path
Expander 0 Name The location of this expander.
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TABLE 422 Fields and Buttons on the System Controller Health Details Page

Field

Indicates

Expander 0 Product
Revision

Expander 0 Serial
Number

Expander 0 Status

Expander 1 Host
Path

Expander 1 Name

Expander 1 Product
Revision

Expander 1 Serial
Number

Expander 1 Status

Expander 2 Host
Path

Expander 2 Name

Expander 2 Product
Revision

Expander 2 Serial
Number

Expander 2 Status

Expander 3 Host
Path

Expander 3 Name

Expander 3 Product
Revision

Expander 3 Serial
Number

Expander 3 Status
ID

Name

Part Number
Physical ID

Product Name

Revision of the firmware on this expander.

The serial number assigned to this expander.

The operating status of this expander. Valid values are OK or Failed.

The path the operating system uses to access this expander.

The location of this expander.

Revision of the firmware on this expander.

The serial number assigned to this expander.

The operating status of this expander. Valid values are OK or Failed.

The path the operating system uses to access this expander.

The location of this expander.

Revision of the firmware on this expander.

The serial number assigned to this expander.

The operating status of this expander. Valid values are OK or Failed.

The path the operating system uses to access this expander.

The location of this expander.

Revision of the firmware on this expander.

The serial number assigned to this expander.

The operating status of this expander. Valid values are OK or Failed.
Unique ID assigned to this controller.

The name assigned to this controller.

The part number assigned to this controller.

The physical ID associated with this controller.

The model number of the array
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TABLE 422 Fields and Buttons on the System Controller Health Details Page

Field

Indicates

Product Firmware
Version

Serial number

Status

Temp Sensor
Ambient Temp

Temp Sensor LM75
Temp Sensor

Voltage Sensor 12 V
In

Voltage Sensor 3.3V
Main

Voltage Sensor 3.3V
Stby

Voltage Sensor 5V In

Voltage Sensor AINO

Voltage Sensor
VCCP

The version of the firmware loaded on the controller.

Serial number assigned to the system controller.

Status of this FRU component. Valid values are:
e OK

¢ Uninstalled

® Degraded

Disabled

e Failed

e Critical

¢ Unknown

One of two temperature sensors on the system controller board. If
the temperature at this location is not within acceptable limits, an
alarm is reported.

One of two temperature sensors on the system controller board. If
the temperature at this location is not within acceptable limits, an
alarm is reported.

The actual voltage of this 12 volt circuit. If the voltage is not within
acceptable limits, an alarm is reported.

The actual voltage of this main 3.3 volt circuit. If the voltage is not
within acceptable limits, an alarm is reported.

The actual voltage of this standby 3.3 volt circuit. If the voltage is
not within acceptable limits, an alarm is reported.

The actual voltage of this 5 volt circuit. If the voltage is not within
acceptable limits, an alarm is reported.

The actual voltage of this 5 volt circuit. If the voltage is not within
acceptable limits, an alarm is reported.

The actual voltage of this VCCP circuit. If the voltage is not within
acceptable limits, an alarm is reported.
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Viewing Activity on All Arrays

The activity log lists user-initiated actions performed for all registered arrays, in
chronological order. These actions may have been initiated through either the Sun
StorageTek Common Array Manager or the command-line interface (CLI).
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V¥ To View the Activity Log

1. In the navigation pane, click General Configuration > Activity Log.

The Activity Log Summary page is displayed.

[ Avarms
+ [i Storage Systems

b [ diag-lsis

b [ fms-6140-1
[4200_box1
b [ 14200_box2
J4400_box3

b [ sphkatanal
= [B5 General Configuratior

[T Auto Service Aeau
[ General Health Mg
< [ Notification

D Email

D Email Filters

. e

APPLICATIONS | VERSION

REFRESH | SEARCH | SERVICE ADVISOR

w | Event

. | Details

March 31,
March 31,
March 31,
March 28,
March 28,
March 28,
March 28,
March 25,
March 25,
March 25,
March 25,
March 24,
March 20,

2008 10:28.13 AM MDT
2008 10:25:52 AM MDT
2008 10:17.50 AM MDT
2008 9:05:256 PM MDT
2008 8.:43:38 PM MDT
2008 8:43:36 PM MDT
2008 10:41.35 AM MDT
2008 4:48:16 PM MDT
2008 4.49:15 PM MDT
2008 4:48:15 PM MDT
2008 11.08.:33 AM MDT
2008 11:56:45 AM MDT
2008 1.47:38 PM MDT

Array Registration
Array Registration
Array Registration
Array Unregistration
Array Unregistration
Array Unregistration
Array Registration
Array Registration
Array Registration
Array Registration
Array Unregistration
Array Registration

Array Unregistration

Array fms-6140-1(600ADB8000112FEE000000004395D631) registration
Array diag-Isi8(500A0BB000 16F5F40000000047 CCEDBD) registration ¢
Array sphkatanal (S00A0B80000BDDE20000000047 G3FF24) registratiof
Array fms-6140-1(60.0A0B:80:00:1 1:2F:6E:00:00:00:00:43:95:D6:31) wa
Array diag-Isi§(50:0A:08:80:00:11:28:85:00:00:00:00:47 :0E:5A:9B) was u
Array diag-Isi8(50:0A:0B:80:00:16:F5:F4:00:00:00:00:47:CC:6D:BD) was
Array diag-Isi8(S00A0BE00016F5F40000000047 GCEDBD) registration ¢
Array J4400_box2(2029Gt0807qck013) 1 completed successi

Array [4200_box1(2029q1i0752qa]00a) successiul

Array [4200_box2(20280t08014cj008) registration completed succassfull

Array diag-Isi8(50:0A:08:80:00:16:F5:F4:00:00:00:00:47:CG:ED:BD) was |
Array diag-Isi8(E00A0BB000 16F5F40000000047 CCEDBD) registration cq. -
Array fms-6140-1(80.0A08.80:00.11:2F 6E/00:00,00:00:43:95:D6:31) wa |

TABLE 4-23 describes the fields on the Activity Log Summary page.

TABLE 4-23 Fields on the Activity Log Page

Field Description

Time The date and time when an operation occurred on the array.

Event The type of operation that occurred, including the creation, deletion,
or modification of an object type.

Details Details about the operation performed, including the specific object

affected and whether the operation was successful.

Monitoring Storage Utilization

Common Array Manager graphically provides a summary of the total storage
capacity of an array and the number of disk drives that provide that storage.

Chapter 4 Monitoring the Sun Storage J4000 Array Family 107



108

APPLICATIONS | VERSION

User: root Server: edhost-98

REFRESH | SEARCH | SERVICE ADVISOR

i CurrentLogins: 7

Sun StorageTek™ Common Array Manager La:

b [ ims-6140-1
« [ 14200_box1
[ Atarms
[ FAUs
[ Events

[ Armay Health
[ Administratiq

b [ 14200_box2

B [ J4400_box3

b [ spl-katanal

<+ [B General Configural
[ Auto Service Rq

D General Heath|_| Storage Utilization by Drive Type (1)

Storage Utilization on Storage System j4200_box1

Current Al

Total Storage: 1.364 TB

+ [ Notification Key |'rype ‘ Drives |Tnh|capa=lly | Non Optimal | |
[ Email - SATA 3 1.364 TB 0 =14
Total 3 1364 TB 0

[ Email Fitiers | =]
TH v |

[of

TABLE 4-24 describes the buttons and fields on the Storage Utilization page.

TABLE 4-24 Fields on the Storage Utilization Page

Field Description

Key A color-coded key that corresponds to the type of disk drive
represented in the pie chart.

Type The type of disk drive: FC, SATA or SAS.

Drives The number of disk drives of the specified type.

Total Capacity The sum of the capacities of all discovered disks, including spares
and disks whose status is not optimal

Non Optimal The number of disk drives that are in any of the following states:

e Unknown
e Failed
Replaced

® Bypassed
® Unresponsive

Removed
e Predictive Failure
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APPENDIX A

Using the Browser Interface

This section describes navigating the browser interface:

m “Navigating the Common Array Manager Interface” on page 111

For more information about the management software, you can click the Help
button at the top right corner of any window.

Navigating the Common Array Manager
Interface

The browser interface provides you with an easy-to-use interface to configure,
manage, and monitor the system. You navigate through the browser interface as you
would a typical web page. You use the navigation tree to move among pages within
an application. You can click a link to get details about a selected item. You can also
sort and filter information displayed on a page. When you place your pointer over a
button, tree object, link, icon, or column, a tooltip provides a brief description of the
object.
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000 Sun StorageTek(TM) Common Array Manager - Mozilla

(=]

T ZhHome | WBookmarks £ mozillorg £ mozillaZine 4 mozdev.org

User: oot Server: sun01-umall 4 Curent Logins: 1 &
o Last Update: Aug 9, 2007 10:1837 PMEDT >
Sun StorageTek™ Common Array Manager Curtent Alams: 0 T 0 B3 @0

[ Alams

Storage System Summary

= [ siorage Sysiaria To manage aSorage System, lckon s name below. o regser and manage ol lck on the Register
on balow

< [ pubs
B Aarme ‘Storage Systems (2)

[ Volumes
[} Mappings

[ snapshots | ZI(El [ Name 4| Heattn 2 |Type | Firmware Version - | Total Capacity . | Avallable Capacity - | Network Addross - |
) Replicaton Sets I~ pubs K 6140 06167310 752,025 GB 681920 GB 10,8.86.242 (Outol-band)
I Ruby Degraded 2540 96.1762.14 227478 133718 10.8.87.187 (in-band)

[0 Vinual Disks

[ Pools

) Proties

ubleshooting
< [ Adminisvaton
[T} Aray Heaith Monioring
[ Pertormance
[} Lcensing
b [ Ruby
< [ General Configuraion
[0} Auto Service Request
5 GonoraHeath oniorng
» [ Notcaton b
[T} User Management

T

6 %L £ BN B Transferring data from 129.148.71.195... — -,

Each page uses a form or table format to display data.

The following sections describe the main elements of the browser interface:
m “Page Banner” on page 112

m “Page Content Area” on page 114

m “Controlling the Display of Table Information” on page 115

m “Status Icons” on page 116

m “Using Forms” on page 117

m “Searching for System Elements” on page 118

m “Using Help” on page 119

Page Banner

Across the top of each page, the banner displays buttons, links, system information,
alarm status, and the name of the application. TABLE A-1 displays the contents of the
banner.
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TABLE A-1  Contents of the Banner

Button Description

APPLICATIONS Returns you to the Java Web Console page, where you can navigate

between the configuration software and the diagnostic software.

vERSION Displays the software version and copyright information.

: REFRESH Refreshes the current page.

Enables you to quickly locate logical and physical elements defined
in the system. You select a component and enter a name or World
Wide Name (WWN) for the component you want to locate. An
asterisk (*) searches for all instances of the selected component. For
example, you can search for all initiators or only those initiators that
match a specified name or WWN.

S — Launches Service Advisor.

Opens the online help in a separate window.

L0G ouT Logs you out of the Java Web Console and the current application.

System Information and Status

Displays the name of the user who is currently logged in to the
system.

Displays the name of the system.

Displays the number of users currently logged in to the system.
Click the link to open the Active User Summary, which displays the
user name, role, client type, and IP address for each logged-in user.

Displays the latest date and time that data was retrieved from the
server that you are administering. The latest data is collected and
displayed each time you refresh the browser window or perform an
action in the browser.
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TABLE A-1  Contents of the Banner (Continued)

Button Description

Displays the current number of each type of alarm. There are four
alarm types:

u Down, m Major, and E] Minor.

To get more information about the alarms, click the Current Alarms
link. The Alarms Summary page is displayed.

Current Alarms:

The top level of the navigation pane displays the following links:
m Alarms

Clicking the Alarms link displays the Alarms page, from which you can view
current alarms for all storage systems and gain access to alarm detail information.

m Storage Systems

Clicking the Storage Systems link displays the Storage System Summary page,
from which you can select an array to manage.

m General Configuration

Clicking the General Configuration link displays the Site Information page, where
you enter company, storage site, and contact information.

Page Content Area
The content section of each page displays storage or system information as a form or

table. You click a link in the page to perform a task or to move among pages. You
can also move among pages by clicking an object in the navigation tree.
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Controlling the Display of Table Information

Tables display data in a tabular format. TABLE A-2 describes the objects you can use
to control the display of data on a page.

TABLE A-2  Table Objects

Control/Indicator Description

Enables you to display only the
information that interests you.

Filter: | Al ltems j When filtering tables, follow these

guidelines:

e A filter must have at least one defined
criterion.

¢ A filter applies to the current server
only. You cannot apply a filter to tables
across multiple servers.

To filter a table, choose the filter criterion

you want from the table’s Filter drop-

down menu.

Enable you to toggle between displaying
all rows and displaying 15 or 25 rows one

page at a time. When the top icon is

displayed on a table, click the icon to page

through all data in the table. When the
bottom icon is displayed in a table, click
the icon to page through 15 or 25 rows of
data.

Enable you to select or deselect all of the
check boxes in the table. Use the icon on

the left to select all of the check boxes on
the current page. Use the icon on the right
to clear all of the check boxes on the
current page.

Indicates that the column in the table is
sorted in ascending order. The ascending
sort order is by number (0-9), by
uppercase letter (A-Z), and then by
lowercase letter (a-z).

Click this icon to change the sort order of
the column to descending.

A closed icon indicates the column by
which the table is currently sorted.
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TABLE A-2  Table Objects (Continued)

Control/Indicator

Description

Indicates that the column in the table is
sorted in descending order. The
descending sort order is by lowercase
letter (z-a), by uppercase letter (Z-A), and
then by number (9-0).

Click this icon to change the sort order of
the column to ascending.

A closed icon indicates the column by
which the table is currently sorted.

Enables you to select the entries that you
want to display. Click the button on the
left to display the first 25 table entries.
Click the button on the right to display
the previous 25 table entries.

Click the button on the left to display the
next 15 or 25 table entries. Click the
button on the right to display the last 15
or 25 table entries.

page: | 4| or10 [

Indicates how many pages are in the
table, and displays the page you are
currently viewing. To view a different
page, type the page number in the Page
field and click Go.

Status Icons

Icons are displayed to draw your attention to an object’s status. TABLE A-3 describes

these status icons.

TABLE A-3  Status Icons

Control/Indicator

Description

Identifies a critical error. Immediate
attention to the failed object is strongly
recommended.

Identifies a a minor error. The object is not
working within normal operational
parameters.
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TABLE A-3  Status Icons (Continued)

Control/Indicator Description

0 Identifies an unknown condition. A report
|..:..| on the status cannot be supplied at this
time.

Using Forms

Forms have menus, buttons, links, and text fields that allow you to select available
options and enter information on a page. TABLE A-4 describes these elements.

TABLE A-4 Form Controls

Control/Indicator Description

Indicates that you must enter information
¥ in this field.

- Lists options from which you can make a
- - Actions -~ Ej selection.

Displays the part of the form that is
indicated by the text next to this icon.

Returns you to the top of the form.

Saves the selections and entries that you
have made.

Sets all page elements to the original
selections that were displayed when the

Feset page was first accessed.

Cancels the current settings.

Cancel |

Appendix A Using the Browser Interface 117



TABLE A-4 Form Controls (Continued)

Control/Indicator Description

Causes the current settings to take effect.

OK_

Searching for System Elements

You can easily locate logical and physical elements of the system by using the search
feature located in the banner of any page.

You can search for all elements of a selected type for particular elements that match
a specified term. For example, you can search for all initiators or you can search for
only the initiators that contain a specific World Wide Name (WWN).

V¥ To Use the Search Feature:

1.

2.

Click Sun StorageTek Common Array Manager.

In the banner, click Search.

The Search window is displayed.

3.

5.

Select the type of component you want to locate. You can search for arrays,
disks, initiators, storage pools, storage profiles, trays, virtual disks, hosts, host
groups, volumes, replication sets, snapshots, or all system elements.

. If you want to narrow your search, enter a term in the text field.

All elements that contain the specified term in the name or description field will
be located. For example, the term “primary” will locate elements with the name
of primary, demoprimary, primarydemo, and firstprimarylast.

The search feature is not case-sensitive. For example, the term “primary” will
locate elements that contain primary, Primary, PRIMARY, priMARY, and any
other case combination.

Do not embed spaces or special characters in the search term.

Use the wildcard (*) only to search for all elements of a selected type. Do not use
the wildcard with the search term. If you do, the system will search for the
asterisk character.

Click Search.

The result of your search is displayed.
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6. Click Back to return to the previous page.

Using Help

To view additional information about the configuration software, click Help in the
banner of the web browser. The help window consists of a navigation pane on the
left and a topic pane on the right.

To display a help topic, use the Navigation pane's Contents, Index, and Search tabs.
Click the Search tab and click Tips on Searching to learn about the search feature.

TABLE A5 Help Tabs

Tab Description

Contents Click a folder icon to display subtopics. Click a page icon to display
the help page for that topic in the Topic pane.

Index Click an index entry to display the help page for that topic.

Search Type the words for which you want to search and click Search. The

Navigation pane displays a list of topics that match your search
criteria in order of relevancy. Click a topic link to display the help
page for that topic.

Click the Tips on Searching link for information about how to
improve your search results.

To search for a particular word or phrase within a topic, click in the
Topic pane, press Ctrl+FE, type the word or phrase for which you are
searching, and click Find.Sun StorageTek Common Array Manager
User Guide for the J4000 Array Family
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APPENDIX B

Options for Experienced Users

This chapter provides experienced users information about other Sun StorageTek
Common Array Manager tools and installation options for the Sun Storage J4200,
J4400, and J4500 arrays. It contains the following sections:

“Common Array Manager Installation Options” on page 121
“Command Line Interface Options” on page 126

“Installing the CAM Software Using a CLI Script” on page 128
“Uninstalling Software” on page 139

“Installation Troubleshooting” on page 143

Common Array Manager Installation
Options

The recommended software installation in Chapter 2 did not detail the installation
options. The section provides more information about the installation options in the
following section:

“Full Management Software” on page 122
“CLI-only Management Software” on page 122
“Remote CLI Client” on page 123

“Locating Files and Logs” on page 123

“Installation Command Summary” on page 125

121



Full Management Software

This install option creates a management station that contains the full set of CAM
services:

m Array management, monitoring and service capabilities
m A web browser interface

m Local and Remote CLIs

m Array firmware

m Multiple array management

The full install can either be installed locally on a data host connected to the array or
on a central management server that communicates with the array via a proxy agent.

CLI-only Management Software

This option creates a compact, standalone installation which can be as little as 25mb
in size.

This light-weight management solution is installed on a data host attached to the
array. The data host can also serve as a management host using the CLI only
installation option and provides:

m Array management and monitoring capabilities
m A remote proxy agent

m Local CLI

m Single array management

m Optional array firmware

This option is also used to load the proxy agent that allows communication between
the full management software on a central management server and the array.

The Cli-only management software will manage the array without using the proxy
agent. Deactivate the proxy agent when the management host is directly attached.

FIGURE B-1 shows the CAM CLI-only option installed on a data host that is also
acting as a management host.
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FIGURE B-1 Using the CAM CLI-Only Option to Manage the Array

Figure Legend

Terminal session on host

Data Host with CAM CLI-only installation and data to store
In-band SAS connection

J4000 Array Family

AW N =

Remote CLI Client

This option installs a thin scripting client that connects via secure HTTP (HTTPS) to
the management host. Login to the management host and navigate to the CLI
directory to manage the J4000 Array Family.

See the Sun StorageTek Common Array Manager Software Release Notes, Release 6.1.2 for
a list of supported operating systems for the client.

Locating Files and Logs

The following tables show the location of the files and logs for the Sun StorageTek
Common Array Manager software by Operating System.

TABLE B-1  Solaris Software File Locations

File Type Directory

Unpacked install files /var/opt/CommonArrayManager/Host_Software_6.x.x.x/bin
Installation logs /var/sadm/install/se6000

Sun copyright notice /var/opt/CommonArrayManager/Host_Software_6.x.x.x/bin
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TABLE B-1  Solaris Software File Locations (Continued)

File Type Directory

ThirdPartyReadme.txt /cdrom/cam-6.x.x.x-solaris/doc on the cd-rom
Remote SSCS (CLI) /opt/SUNWsesscs/cli/bin

directory

Local CLI directory /opt/SUNWstkcam/bin

Man page directory /opt/SUNWsesscs/cli/man

TABLEB-2 Linux Software File Locations

File Type Directory

Unpacked install files /var/opt/CommonArrayManager/Host_Software_6.x.x.x
Installation logs /var/opt/cam

Remote SSCS (CLI) /opt/sun/cam/se6x20/cli/bin/sscs

directory

Local CLI directory /opt/sun/cam/bin

Sun copyright notice /var/opt/CommonArrayManager/Host_Software_6.x.x.x/bin
ThirdPartyReadme.txt /cdrom/cam-6.x.x.x-1linux/doc on the cd-rom

Man page directory /opt/sun/cam/se6x20/cli/man/manlm/sscs.lm

TABLE B-3 Windows Software File Locations

File Type Directory

Unpacked install files <system drive>: \ Sun\CommonArrayManager\Host_Software_6.x.x.x\bin
Installation logs \Program Files\Common Files\Sun Microsystems\se6000

Program files are in Example:

various directories. \Program Files\Sun\Common Array Manager\

Sun copyright notice <system drive>: \ Sun\CommonArrayManager \Host_Software_6.x.x.x\bin
ThirdPartyReadme.txt \doc on cd-rom
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TABLE B-3 Windows Software File Locations (Continued)

File Type Directory

Remote SSCS (CLI) <system drive>: \Program Files\Sun\Common Array Manager\Component\
directory sscs\bin

Local CLI directory <system drive>:\Program Files\Sun\Common Array Manager\bin
Man page directory A copy of the man page and CLI Reference is located in the CD doc directory.

Installation Command Summary

TABLE B-4 summarizes the commands you need to install the management software
using either a GUI wizard or a CLI script.

TABLEB-4 Common Array Manager Software Installation Commands

Installation Task Graphical User Interface Command Line Interface
Install the management software. RunMe.bin (Solaris, Linux) RunMe.bin -c (Solaris, Linux)
RunMe.bat (Windows) RunMe.bat -c (Windows)
Uninstall the management software. uninstall uninstall -c

Note: The Add/Remove Programs
feature in Windows is supported

Force a complete cleanup and removal Not Available uninstall -f
of an installation.

If you are using the Solaris or Linux operating system and a path is not defined, use
./ to run the commands (. /RunMe.bin).

If you are using a Windows platform, if the command alone does not work, add .\
to run the commands (. \RunMe .bat).
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Command Line Interface Options

Chapter One recommended that using Sun StorageTek Common Array Manager’s
browser interface option was the best option for new users. This section discusses
the options available to use a Command Line Interface (CLI).

The CLI performs the same control and monitoring functions available through the
browser interface. It is the interface for scripting tasks.

There are two forms of the CLI:

m Local

m Remote

The only difference is that the local CLI requires a user has to run the command as

administrator from a shell on the management host and because of this limitation
the login and logout commands aren’t supported.

Both CLIs can manage any array that has been registered and added to the Common
Array Manager inventory in the same way that the browser interface can manage
any array in the inventory. The array type and array management path (in-band,
out-of-band, proxy agents) has no limitations with local or remote CLI usage. Both
CLIs manage the same arrays with the same command set.

Logging In and Out Using the CLI

The following explains how to log in to and out of a the management host using the
CLI. The options for accessing the CLI are presented in the next section.

There are different CLI directories for the remote and local CLIs.

1. Access the local CLI directory:

m Solaris - /opt/SUNWstkcam/bin

m Linux - /opt/sun/cam/bin

m Windows - <system drive>:\Program Files\Sun\Common Array Manager\
bin

2. Access the remote CLI directory:

m Solaris - /opt/SUNWsesscs/cli/bin

m Linux - /opt/sun/cam/se6x20/cli/bin/sscs

m Windows - <system drive>:\Program Files\Sun\Common Array Manager)\
Component\sscs\bin
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3. Log into the remote CLI by typing the following command:

% sscs login -h cam-hostname -u username

where:
m cam-hostname is the management host machine where you installed the software.

m username is one of the defined users in the management host software. See
“Adding Users And Assigning Roles” on page 51.

Note — The Local CLI on a data host does not require the login command. You will
need the terminal window login to the host.

You can now use CLI commands to perform the same software operations as those
available in the browser interface.

For more information about CLI commands, see:

m Sscs man page

m Sun StorageTek Common Array Manager CLI Reference for the J4000 Array Family

m Sscs man page

m For Solaris, see the sscs (1M) man page, located in
/opt/SUNWsesscs/cli/man.

» For Linux, see the sscs (1M) man page, located in
/opt/sun/cam/se6x20/cli/man/manlm/sscs.1m.

s For Windows, see the CD doc directory.

Note — To locate the sscs(1M) man page, you must update your MANPATH variable
or use the -m option with the man command.

4. Log out by typing the following command:

# sscs logout

Accessing the Command-Line Interface Remotely

The local and remote CLIs can be accessed remotely through the full management
workstation using;:

m Terminal session at the management workstation

Navigate to the Local CLI directory to manage the J4000 arrays via the proxy
agent.

m A Remote CLI Client from a remote host
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This thin scripting client uses HTTPS to communicate with the management host.
Login to the management host and navigate to the Local CLI directory to manage
the J4000 arrays via the proxy agent.

m Telnet session from a remote host

Login to the management host and navigate to the Local CLI directory to manage
the J4000 arrays via the proxy agent.

Installing the CAM Software
Using a CLI Script

This section describes how to install the management software using a command
line interface script and other options for experience users. It contains the following
sections:

m “Using a CLI to Install on the Solaris OS” on page 128
m “Using a CLI to Install on the Linux OS” on page 132
m “Using a CLI to Install on a Windows OS” on page 135
m “Uninstalling Software” on page 139

m “Installation Troubleshooting” on page 143

Using a CLI to Install on the Solaris OS

You can use a CLI script to install the Common Array Manager software with the
same options as the GUI install wizard on a SPARC system running the Solaris 8, 9,
or 10 Operating System, or on an X86 or X64 System running the Solaris OS.

The array installation files and installers are provided in a compressed .bin file on
the CD.

The process unpacks the contents of the file on the host and then proceeds with the
installation.

Before you continue, check that all of the requirements are met, as listed in
“Checking the Installation Requirements” on page 12.
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V¥ To Install the Software Using a CLI (Solaris)

You can install from a CD or from a download of the install files from the Sun
Software Download Center. If installing from a download, run tar xvf filename to
unpack the file, then change to the Host_Software_6.x.x.x directory and begin the
following procedure at Step 3.

1. Log in to the host’s Solaris OS as root.

2. Insert the host software installation CD into a drive on the management host.

If the compressed installation file does not appear in a directory window:

a. Change to the /cdrom/cdrom0 directory:

cd /cdrom/cdromO

b. Display the contents of the CD:
1s -1

3. Review the README. txt file for the latest information on the product and the
installation process.

4. To unpack the contents of the compressed installation file, enter the following
command:
RunMe.bin -c
The files are unpacked in the default directory - /var/opt/Common Array
Manager.
The Host_Software_6.x.x.x directory is unpacked into the default directory. To
use a different directory, enter the following command:

RunMe.bin -c /path-to-new-directory
The following message is displayed:
Initializing InstallShield Wizard
Launching InstallShield Wizard

The host software installer is launched automatically after the installation files are
unpacked and the initial host installer prompt is displayed.

5. When prompted about the license agreement, accept the agreement and press
Return.

6. When prompted to select the installation type, do one of the following:
m To install the entire software package on the management host, select Typical.

m To install the proxy agent and other software options on the data host, select
Custom.
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If you select Custom, you will be prompted to choose:
m Full Installation
This install option creates a management station that contains the full set of CAM
services:
= Array management, monitoring and service capabilities
= A web browser interface
= Local and Remote CLIs
» Array firmware
» Multiple array management
m Command Line Only With Firmware
This option creates a compact, standalone installation which can be as little as 25mb

in size. This light-weight management solution is installed on the data host
provides:

= Array management and monitoring capabilities
= A remote proxy agent

» Local CLI

= Single array management

= Optional array firmware

This option is also used to load the proxy agent that allows communication between
the full management software on the management workstation and the array.

Do not activate the proxy if the management host is directly connected to the array.

There is also an option to install array firmware using the CLI.

m Command Line Only

Same as the last option, but without firmware files. Use this option to install the
proxy agent on a data host.

m Remote CLI Client

This option installs a thin scripting client that connects via secure HTTP (HTTPS) to

the management host. Login to the management host and navigate to the Local CLI
directory to manage the J4000 arrays via the proxy agent.

See the Sun StorageTek Common Array Manager Software Release Notes, Release 6.1.2 for a
list of supported operating systems.
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Note — During the software installation, the progress indicator reflects 0% for a
significant portion of the installation process. This is the expected progress
indication for the typical installation process.

When the installation is complete, the host software installer Installation
Summary screen is displayed.

7. During a custom install, choosing to install a CLI only install will display the
Proxy for Remote Access screen.

Do not activate the proxy if the management host is directly connected to the
array

b

Select the Enable button to enable remote access to the array via a proxy
agent.

The proxy agent receives out-of band communication from the management
software over Ethernet and delivers the information over an in-band SAS
connection between the data host and the array. Access is over https and port
8653.

b. Enter and confirm a proxy agent password of up to 15 characters for remote
access to this host.

Be sure to remember the password. You will need to enter the proxy agent
password when registering the array.

Zun StorageTek(TM> Common Array Manager

Enable remote control from other Common Array Manager Software. Access will be
through https on port 8653.

[ 11 - True
[¥1 2 - False

To select an item enter its number. or @ vhen you are finished:

[¥1 1 - True
[ 12 - False

To select an item enter its number. or @ vhen you are finished:

Proxy For Remote Access To Local Sun Storage J4280-J4488 Array
Enter password:
Re—enter pa rd:

Press 1 for Mext, 2 for Previous, 3 to Cancel or 5 to Redis

8. Press Return to complete the installation.

9. Eject the CD and remove it from the drive.

Appendix B Options for Experienced Users 131



Using a CLI to Install on the Linux OS

You can use a CLI script to install the Common Array Manager software with the
same options as the GUI install wizard on a host system running the Red Hat or
SUSE Linux Operating System.

The array installation files and installers are provided in a compressed .bin file on
the CD.

The process unpacks the contents of the file on the host and then proceeds with the
installation.

Before you continue, check that all of the requirements are met, as listed in
“Checking the Installation Requirements” on page 12.

V¥V To Install the Software Using a CLI (Linux)

You can install from a CD or from a download of the install files from the Sun
Software Download Center. If installing from a download, run tar xvf filename to
unpack the file, then change to the Host_Software_6.x.x.x directory and begin the
following procedure at Step 3.

1. Log in to the management host Linux OS as root.

2. Insert the host software installation CD into a drive on the management host.

If the compressed installation file does not appear in a directory window:
a. Change to the /media/cdrom directory:
cd /media/cdrom
b. Display the contents of the CD:
1s -1

3. Review the README. txt file for the latest information on the product and the
installation process.

4. To unpack the contents of the compressed installation file, enter the following
command:
RunMe.bin -c
The files are unpacked in the default directory:
/var/opt/CommonArrayManager/Host_Software_6.x.x.x
The Host_Software_6.x.x.x directory is unpacked into the default directory. To
use a different directory, enter the following command:

RunMe.bin -c /path-to-new-directory
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The following message is displayed:
Initializing Install Shield Wizard
Launching InstallShield Wizard

The host software installer is launched automatically after the installation files are
unpacked and the initial host installer prompt is displayed.

5. When prompted about the license agreement, accept the agreement and press
Return.

6. When prompted to select the installation type, do one of the following:
m To install the entire software package on the management host, select Typical.

m To install the proxy agent and other software options on the data host, select
Custom.

If you select Custom, you will be prompted to choose:
m Full Installation
This install option creates a management station that contains the full set of CAM
services:
= Array management, monitoring and service capabilities
= A web browser interface
» Local and Remote CLIs
» Array firmware
= Multiple array management
m Command Line Only With Firmware
This option creates a compact, standalone installation which can be as little as 25mb

in size. This is light-weight management solution installed on the data host
provides:

= Array management and monitoring capabilities
= A remote proxy agent

» Local CLI

= Single array management

» Optional array firmware

This option is also used to load the proxy agent that allows communication between
the full management software on the management workstation and the array.

Do not activate the proxy if the management host is directly connected to the array

There is also an option to install array firmware using the CLI.

m Command Line Only
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Same as the last option, but without firmware files. Use this option to install the
proxy agent on a data host.

m Remote CLI Client
This option installs a thin scripting client that connects via secure HTTP (HTTPS) to

the management host. Login to the management host and navigate to the Local CLI
directory to manage the J4000 arrays via the proxy agent.

See the Sun StorageTek Common Array Manager Software Release Notes, Release 6.1.2 for a
list of supported operating systems.

Note — During the software installation, the progress indicator reflects 0% for a
significant portion of the installation process. This is the expected progress
indication for the typical installation process.

When the installation is complete, the host software installer Installation
Summary screen is displayed.

7. During a custom install. choosing to install the CLI only management software
will display the Proxy for Remote Access screen.

Do not activate the proxy if the management host is directly connected to the
array

a. Select the Enable button to enable remote access to the array via a proxy
agent.

The proxy agent receives out-of band communication from the management
software over Ethernet and delivers the information over an in-band SAS
connection between the data host and the array. Access is over https and port
8653.
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b. Enter and confirm a proxy agent password of up to 15 characters for remote
access to this host.

Be sure to remember the password. You will need to enter the proxy agent
password when registering the array.

Zun StorageTek(TM> Common Array Manager

Enable remote control from other Common Array Manager Software. Access will be
through https on port 8653.

[ 11 - True
[¥1 2 - False

To select an item enter its number. or @ vhen you are finished: [B] 1

[¥1 1 - True
[ 12 - False

To select an item enter its number,. or @ when you are finished: [@]

Proxy For Remote Access To Local Sun Storage J4280-J4488 Array
Enter password:
Re—enter password:

Press 1 for Mext, 2 for Previous, 3 to Cancel or 5 to Redis

8. Press Return to complete the installation.

9. Eject the CD and remove it from the drive.

Using a CLI to Install on a Windows OS

You can use a CLI script to install the Common Array Manager software with the
same options as the GUI install wizard on a system running Windows 2000, 2003, or
XP.

The array installation files and installers are provided in a compressed file on the
CD.

The process unpacks the contents of the file on the host and then proceeds with the
installation.

Before you continue, check that all of the requirements are met, as listed in
“Checking the Installation Requirements” on page 12.
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V¥ To Install the Software Using a CLI (Windows)

1.

2.

Log into Windows as Administrator.

Insert the host software installation CD into a local drive.

If the compressed installation file does not appear in a directory window, access
the CD drive (example: D).

. Review the README. txt file for the latest information on the product and the

installation process.

. To unpack the contents of the compressed installation file in the default

directory, enter the following command:

RunMe.bat -c

The following message is displayed:

Initializing Install Shield Wizard

Launching Install Shield Wizard

The files are unpacked in the default directory:

<system drive>: \ Sun\CommonArrayManager\Host_Software_6.x.x.x

When the unpacking is complete, the host software installer begins automatically.

5.

When prompted about the license agreement, accept the agreement and press
Return.

. When prompted to select the installation type, do one of the following:

To install the entire software package on the management host, select Typical.

To install the proxy agent and other software options on the data host, select
Custom.

If you select Custom, you will be prompted to choose:

Full Installation

This install option creates a management station that contains the full set of CAM
services:

= Array management, monitoring and service capabilities
= A web browser interface

» Local and Remote CLIs

= Array firmware

= Multiple array management
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m Command Line Only With Firmware

This option creates a compact, standalone installation which can be as little as 25mb
in size. This light-weight management solution is installed on the data host
provides:

= Array management and monitoring capabilities
= A remote proxy agent

» Local CLI

= Single array management

» Optional array firmware

This option is also used to load the proxy agent that allows communication between
the full management software on the management workstation and the array.

Do not activate the proxy if the management host is directly connected to the array.

There is also an option to install array firmware using the CLI.

m Command Line Only

Same as the last option, but without firmware files. Use this option to install the
proxy agent on a data host.

m Remote CLI Client

This option installs a thin scripting client that connects via secure HTTP (HTTPS) to

the management host. Login to the management host and navigate to the Local CLI
directory to manage the J4000 arrays via the proxy agent.

See the Sun StorageTek Common Array Manager Software Release Notes, Release 6.1.2 for a
list of supported operating systems.

Note — During the software installation, the progress indicator reflects 0% for a
significant portion of the installation process. This is the expected progress
indication for the typical installation process.

When the installation is complete, the host software installer Installation
Summary screen is displayed.

7. During a custom install. choosing to install a CLI only management software
will display the Proxy for Remote Access screen.
Do not activate the proxy if the management host is directly connected to the
array

a. Select the Enable button to enable remote access to the array via a proxy
agent.
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The proxy agent receives out-of band communication from the management
software over Ethernet and delivers the information over an in-band SAS
connection between the data host and the array. Access is over https and port
8653.

b. Enter and confirm a proxy agent password of up to 15 characters for remote
access to this host.

Be sure to remember the password. You will need to enter the proxy agent
password when registering the array.

Zun StorageTek(TM> Common Array Manager

Enable remote control from other Common Array Manager Software. Access will be
through https on port 8653.

[ 11 - True
[¥1 2 - False

To select an item enter its number. or @ vhen you are finished: [B] 1

[¥1 1 - True
[ 12 - False

To select an item enter its number,. or @ when you are finished: [@]

Proxy For Remote Access To Local Sun Storage J4280-J4488 Array
Enter password:
Re—enter password:

Press 1 for Mext, 2 for Previous, 3 to Cancel or 5 to Redis

8. Press Return to complete the installation.
9. Eject the CD and remove it from the drive.

10. After the installation on a Windows platform, you will need to configure the
Windows firewall.

Set the Windows firewall to allow an exception for port 6789. If you have a proxy
agent, also allow an exception to port 8653.

Some firewall programs prompt for your agreement to allow new programs to
communicate through the firewall, and set the port for you. Refer to your firewall
documentation for instructions on how to open a port through the firewall.
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Uninstalling Software

If you need to remove the Common Array Manager software from your system,
there are wizards and scripts to uninstall the software and its baseline firmware in
the following prceedures:

m “To Uninstall the Management Software on Solaris or Linux Using the Uninstall
GUI” on page 139

m “To Uninstall the Management Software on Solaris or Linux Using the CLI” on
page 141

m “To Uninstall the Management Software on a Windows System” on page 142

Caution — Do not attempt to remove individual Common Array Manager
components. If you want to remove the Common Array Manager, uninstall the
entire application using the uninstall.bat script or using Control Panel -
Add/Remove Programs.

To Uninstall the Management Software on
Solaris or Linux Using the Uninstall GUI

1. Log in to the management host as root.

2. Change to the bin directory in the installation directory as described in
“Locating Files and Logs” on page 123.

Example:
cd /var/opt/CommonArrayManager/Host_Software_6.x.x.x/bin

3. Run the uninstall command.
./uninstall

The uninstall GUI opens.
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: 1% Sun StorageTek({TM) Common Array Manager ;Iglll

Review selections

e To Be Uninstalled:
Full Installation (Management host software; CLI for local users, remote users,
and remate management host; array firmware; browser user interface)

esu = Back | Uninstall I Cancel

itrogystums

4. Click Next.
The Review Selections window is displayed.

5. Select the software to be uninstalled, and click the Uninstall button.

When the uninstall completes, the View Results screen is displayed.

Lninstalistion Succass.

6. Click Finish.

140 Sun StorageTek Common Array Manager User Guide for the J4000 Array Family ¢ August 2008



V¥ To Uninstall the Management Software on
Solaris or Linux Using the CLI

1. Log in to the management host as root.

2. Change to the bin directory in the installation directory as described in
“Locating Files and Logs” on page 123.

Example:
cd /var/opt/CommonArrayManager/Host_Software_6.x.x.x/bin

3. Execute the uninstall command

./uninstall -c
4. Follow the prompts in the install console dialog.

If for any reason the uninstallation has failed, run the uninstall script with the -f
option:

./uninstall -f

| [ Sun StorageTek{TM) Common Array Manager =1ox]

Review selections

e To Be Uninstalled:
Full Installation (Management host software; CLI for local users, remote users,
and remate management host; array firmware; browser user interface)

= Back | Uninstall I Cancel

5. Click Next.

The Review Selections window is displayed.

6. Select the software to be uninstalled, and click the Uninstall button.

When the uninstall completes, the View Results screen is displayed.
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5un StorageTek({TM) Host Software Installation Summary i = |EI

View results

Info Installation success.
The following have heen installed: Browser User Interface (BUIY, Local
and Remate CLI, and Array Firmware,

To access the Browser User Interface point a browser at:
hitp=:finstallation_host 67849

The logs may be found in C:AProgram Files\Commoan Files\Sun
MicrosystemsiseB000Y

7. Click Finish.

V¥ To Uninstall the Management Software on a
Windows System

1. Navigate to the host CD bin directory:

<system drive>:\ Sun\CommonArrayManager\Host_Software_6.x.x.x\bin

2. Click on the uninstall.bat icon.
To run the uninstaller in console mode, enter: uninstall .bat -c
To clean up (remove all associated files), enter: uninstall.bat -f

Alternatively, you can remove the Common Array Manager using the Control
Panel - Add/Remove Programs.

Caution — Do not attempt to remove individual Common Array Manager
components. If you want to remove the Common Array Manager, uninstall the
entire application using the uninstall.bat script or using Control Panel -
Add/Remove Programs.

3. Follow the uninstall wizard steps as described in the “To Uninstall the
Management Software on Solaris or Linux Using the Uninstall GUI” on page 139.
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Installation Troubleshooting

You can verify the installation by bringing up the CLI prompt, as discussed in
“Logging In and Out Using the CLI” on page 126.

At the CLI prompt, enter:
sccs list mgmt-sw

Review the installation logs as noted in “Reviewing the Installation Logs” on
page 33
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APPENDIX C

Using SNMP with CAM

This appendix provides an overview and best practices for using SNMP with the
Sun StoraageTek Common Array Manager.

The System Edition of CAM provides SNMP traps as well as an agent that can be
queried. The Device and Enterprise Editions of CAM currently provide only trap
support.

SNMP Traps

CAM provides SNMP traps for all actionable events. The trap fields are defined by
the SNMP trap MIB (see “SNMP Trap MIB” on page 146).

The traps that can be received are based on the alarms possible for the specific
device. Traps are sent through port 162 to the IP addresses configured in the User
Interface Ul or CLIL. The minimum alarm priority used for trap generation can be
selected using CAM’s Ul or CLI interfaes. Traps can only be sent to the default
‘public’ community at this time.

CAM does not provide an SNMP agent that can be queried using SNMP "GET’
operations. At times, the devices themselves support SNMP 'GET’ operations
although all the arrays supported by CAM at this time do not. Instead customers
typically do remote scripting to CAM with the remote CLI (SSCS) or the SMI-S
industry standard provider is used.
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SNMP Trap MIB

-- Copyright 2001 - Sun Microsystems, Inc. All Rights Reserved.
-- FIXED for RFC 2578compatibility --
-- Sun Storage Agent Notification --
-- Definitions of the Sun Storage Agent Notification and Notification attributes
SUNSTORAGEAGENT-NOTIFICATION-MIB DEFINITIONS ::= BEGIN
IMPORTS

enterprises, MODULE-IDENTITY, NOTIFICATION-TYPE, OBJECT-TYPE
FROM SNMPv2-SMI
OBJECT-GROUP
FROM SNMPv2-CONF;
alertTrap MODULE-IDENTITY
LAST-UPDATED "200210160000z"
ORGANIZATION "Sun Microsystems Inc."
CONTACT-INFO
" Sun Microsystems Inc.
Customer Support
Postal: 901 San Antonio Road
Palo Alto, CA-94303-4900, USA
Tel: 650-960-1300
E-mail: service@sun.com"
DESCRIPTION
"This mib defines the trap sent by the Sun Storage Agent
with the variable bindings. Any outside entity can
subscribe for this trap."

REVISION "200210160000z"
DESCRIPTION
"Rev 1.0 19 January 2000 12:00, Initial version Of MIB."
::= { storagent 0 }

sun OBJECT IDENTIFIER ::= { enterprises 42 }
prod OBJECT IDENTIFIER ::= { sun 2 }
storagent OBJECT IDENTIFIER ::= { prod 95 }

alert OBJECT IDENTIFIER ::= { storagent 1 }
alertInfoGroup OBJECT IDENTIFIER ::= { alert 3 }
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-- alertInfoGroup OBJECT-GROUP

-— OBJECTS { deviceName, alertLevel, message }
-= STATUS current

-— DESCRIPTION

- "Varbinds of alertMessage trap"

- ::= { alertInfoGroup 3 }

alertMessage NOTIFICATION-TYPE

OBJECTS { deviceName, alertLevel, message }

STATUS current

DESCRIPTION
"An alertMessage trap signifies that an alert was
was generated for a storage device monitored
by the Storage Agent."

::= { alertTrap 6 }

deviceName OBJECT-TYPE
SYNTAX OCTET STRING
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
"The name of the storage device that the alert message
pertains to."
::= { alertInfoGroup 1 }
alertLevel OBJECT-TYPE
SYNTAX INTEGER {
notice(0),
warning (1),
failure(2),
down (3)

MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
"The level of importance of the alert related to failure."
::= { alertInfoGroup 2 }
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message OBJECT-TYPE
SYNTAX OCTET STRING
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
"The alert message for the storage device."
::= { alertInfoGroup 3 }
gridId OBJECT-TYPE
SYNTAX OCTET STRING
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
"Event Grid ID"
::= { alertInfoGroup 4 }
deviceId OBJECT-TYPE
SYNTAX OCTET STRING
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
"Device ID ie: t3:serialno"
::= { alertInfoGroup 5 }

END
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Glossary

Definitions obtained from the Storage Networking Industry Association (SNIA)
Dictionary are indicated with “(SNIA)” at the end. For the complete SNIA
Dictionary, go to www.snia.org/education/dictionary.

agent

The component of the system monitoring and diagnostic software that collects
health and asset information about the array.

alarm
A type of event that requires service action. See also event.
alert

A subtype of an event that requires user intervention. The term actionable event often
describes an alert. See also event.

array

Multiple disk drives that function as a single storage device. A high-availability
(HA) array configuration has redundant controllers and expansion trays of disk
drives.

array hot-spare

A disk that serves as a hot-spare within an array as part of the storage pool; a
reserve disk that can be made available to all virtual disks within an array. See also
hot-spare.

block

The amount of data sent or received by the host per I/O operation; the size of a data
unit.

149


www.snia.org/education/dictionary
http://www.snia.org/education/dictionary

capacity

The amount of storage you must allocate to storage elements, including volumes,
pools, and virtual disks. Capacity planning should include allocations for volume
snapshots and volume copies.

control path

The route used for communication of system management information, usually an
out-of-band connection.

customer LAN

See site LAN.

CRU

Customer replaceable unit. See also FRU.
DAS

See direct attached storage (DAS).

data host

Any host that uses the system for storage. A data host can be connected directly to
the array (direct attach storage, or DAS) or can be connected to an external switch
that supports multiple data hosts (storage area network, or SAN). See also host.

data path
The route taken by a data packet between a data host and the storage device.
direct attached storage (DAS)

A storage architecture in which one or two hosts that access data are connected
physically to a storage array.

disk
A physical drive component that stores data.
event

A notification of something that happened on a device. There are many types of
events, and each type describes a separate occurrence. See also alarm and alert.

extent

A set of contiguous blocks with consecutive logical addresses on a physical or
virtual disk.

failover and recovery
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The process of changing the data path automatically to an alternate path.
fault coverage

The percentage of faults detected against all possible faults or against all faults of a
given type.

FC
See Fibre Channel (FC).
Fibre Channel (FC)

A set of standards for a serial I/O bus capable of transferring data between two
ports at up to 100 megabytes/second, with standards proposals to go to higher
speeds. Fibre Channel supports point to point, arbitrated loop, and switched
topologies. Fibre Channel was completely developed through industry cooperation,
unlike SCSI, which was developed by a vendor and submitted for standardization
after the fact. (SNIA)

Fibre Channel switch

A networking device that can send packets directly to a port associated with a given
network address in a Fibre Channel storage area network (SAN). Fibre Channel
switches are used to expand the number of servers that can connect to a particular
storage port. Each switch is managed by its own management software.

FRU

Field replaceable unit. See also CRU.
HBA

See host bus adapter (HBA).

host

A representation of a data host that is mapped to initiators and volumes to create
a storage domain. See also data host, initiator.

host bus adapter (HBA)

An I/0O adapter that connects a host I/O bus to a computer’s memory system.
(SNIA) See also initiator.

host group

A group of hosts with common storage characteristics that can be mapped to
volumes. See also host.
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hot-spare
The drive used by a controller to replace a failed disk. See also array hot-spare.
in-band traffic

System management traffic that uses the data path between a host and a storage
device. See also out-of-band traffic.

initiator

A system component that initiates an I/O operation over a Fibre Channel (FC)
network. If allowed by FC fabric zoning rules, each host connection within the FC
network has the ability to initiate transactions with the storage array. Each host in
the FC network represents a separate initiator, so if a host is connected to the system
through two host bus adapters (HBAs), the system identifies two different initiators
(similar to multi-homed, Ethernet-based hosts). In contrast, when multipathing is

used in round-robin mode, multiple HBAs are grouped together, and the
multipathing software identifies the group of HBAs as a single initiator.

I0PS

A measure of transaction speed, representing the number of input and output
transactions per second.

LAN
Local area network.
logical unit number (LUN)

The SCSI identifier for a volume as it is recognized by a particular host. The same
volume can be represented by a different LUN to a different host.

LUN

See logical unit number (LUN).

MAC address

See media access control (MAC) address.
management host

A Solaris host serving the configuration, management, and monitoring software for
the Sun StorageTek Common Array Manager. The software on the station can be
accessed with a browser to run the browser interface or with a remote scripting
command-line interface (CLI) client to access the ssCS CLI commands.
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master / alternate master

A design for reliability that uses redundant configuration. Array configurations
share master/alternate master configurations: each array configuration has two
controller trays that are grouped as one host. In each case, the master component
uses the IP address and name. If the master fails, the alternate master assumes the IP
address and name and takes over the master’s functions.

media access control (MAC) address

The physical address identifying an Ethernet controller board. The MAC address,
also called an Ethernet address, is set at the factory and must be mapped to the IP
address of the device.

mirroring

A form of storage — also called RAID Level 1, independent copy, and real-time copy
— whereby two or more independent, identical copies of data are maintained on
separate media. Typical mirroring technologies enable the cloning of data sets to
provide redundancy for a storage system.

multipathing
A design for redundancy that provides at least two physical paths to a target.
out-of-band traffic

System management traffic outside of the primary data path that uses an Ethernet
network. See also in-band traffic.

pool

See storage pool.

profile

See storage profile.

provisioning

The process of allocation and assignment of storage to hosts.
RAID

An acronym for Redundant Array of Independent Disks, a family of techniques
for managing multiple disks to deliver desirable cost, data availability, and
performance characteristics to host environments. (SNIA)

remote monitoring

Monitoring of the functions and performance of a hardware system from a location
other than where the hardware resides.
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remote scripting CLI client

A command-line interface (CLI) that enables you to manage the system from a
remote management host. The client communicates with the management software
through a secure out-of-band interface, HTTPS, and provides the same control and
monitoring capability as the browser interface. The client must be installed on a host
that has network access to the system.

SAN
See storage area network (SAN).
site LAN

The local area network at your site. When the system is connected to your LAN, the
system can be managed through a browser from any host on the LAN.

snapshot
An copy of a volume’s data at a specific point in time.
SSCS

Sun Storage Command System. The command-line interface (CLI) that can be used
to manage the array.

storage area network (SAN)

An architecture in which the storage elements are connected to each other and to a server
that is the access point for all systems that use the SAN to store data.

storage domain

A secure container that holds a subset of the system’s total storage resources.
Multiple storage domains can be created to securely partition the system’s total set
of storage resources. This enables you to organize multiple departments or
applications into a single storage management infrastructure.

storage pool

A container that groups physical disk capacity (abstracted as virtual disks in the
browser interface) into a logical pool of available storage capacity. A storage pool’s
characteristics are defined by a storage profile. You can create multiple storage pools
to segregate storage capacity for use in various types of applications (for example,
high throughput and online transaction-processing applications).

storage profile

A defined set of storage performance characteristics such as RAID level, segment
size, dedicated hot-spare, and virtualization strategy. You can choose a predefined
profile suitable for the application that is using the storage, or you can create a
custom profile.
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storage tray

An enclosure containing disks. A tray with dual RAID controllers is called a
controller tray; a tray without controllers is called an expansion tray.

stripe size

The number of blocks in a stripe. A striped array’s stripe size is the stripe depth
multiplied by the number of member extents. A parity RAID array’s stripe size is the
stripe depth multiplied by one less than the number of member extents. See also
striping.

striping

Short for data striping; also known as RAID Level 0 or RAID 0. A mapping
technique in which fixed-size consecutive ranges of virtual disk data addresses are
mapped to successive array members in a cyclic pattern. (SNIA)

target

The system component that receives a SCSI I/O command. (SNIA)
thin-scripting client

See remote scripting CLI client.

tray

See storage tray.

virtual disk

A set of disk blocks presented to an operating environment as a range of
consecutively numbered logical blocks with disk-like storage and I/O semantics.
The virtual disk is the disk array object that most closely resembles a physical disk
from the operating environment’s viewpoint.(SNIA)

volume

A logically contiguous range of storage blocks allocated from a single pool and
presented by a disk array as a logical unit number (LUN). A volume can span the
physical devices that constitute the array, or it can be wholly contained within a
single physical disk, depending on its virtualization strategy, size, and the internal
array configuration. The array controller makes these details transparent to
applications running on the attached server system.

volume snapshot

See snapshot.
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WWN

World Wide Name. A unique 64-bit number assigned by a recognized naming
authority such as the Institute of Electrical and Electronics Engineers (IEEE) that
identifies a connection (device) or a set of connections to the network. The World
Wide Name (WWN) is constructed from the number that identifies the naming
authority, the number that identifies the manufacturer, and a unique number for the
specific connection.
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Index

A

acknowledged alarms
deleting, 86

actionable events, 67

adding users
Solaris and Linux, 54
Windows, 54

agent
viewing, 76

alarms
acknowledging, 86
clearing, 67
current, 114
deleting, 86
types of, 114

array
auto-discovery, 39
naming, 50
pre-installation process for, 4
registering with the software, 38
storage components of, 65
unregistering, 41

asterisk, meaning of
in forms, 116, 117
in searches, 118

Auto Service Request
configuration, 63
description, 59
subscribing, 37

auto-discovering an array, 39

B
banner, described, 112
baseline firmware, 42

book
before you read, xiii
organization, xiv

related documentation, xvi
submitting comments to Sun, xvii

browser interface

logging in to management software, 30
using to set up the array, 111

C

CD, installation wizards, 10

central managemen, 2
change, control, 58
child array, 49

column sort order, changing, 115

command-line interface

logging in and out, 126
remote client, 123,127,130, 134, 137

commands
installation, 125
UNIX, xiv
comments
submitting to Sun, xvii
components

packed software, 16,17, 21, 22,129, 132, 136
unpacked software, 129, 133

concurrent users, 58
console, accessing, 113
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contacting technical support, xvii Linux, 132

content pane, elements in, 114 Solaris, 129,132
Windows, 135

conventions

typographic, xv install GUI
current alarms, 114 Linux, 15
current user logins, 113 ' Wmd'ows, 136

installation
D commands, 125
data path, 3 logs, 33,123
. . . process, 4

diagnostic software, described, 65 removing, 139
discovery events, 67 space, 12
display filters, applying, 115 troubleshooting, 32
documentation installation file

accessing from Sun, xvi unpacking, 14,132

related, xvi installing software
downloading latest software, 11 about the CD, 10

before you begin, 12

E unpacking the installation file, 14, 132
email notification, 68
event generation, overview of, 67 J
event life-cycle, described, 67 Java Web Console, accessing, 31, 113
event maximums database, 67
events L

actionable, 67 location of files and logs, 123

causes of, 66 log events, generation of, 67

overview of, 76 log locations, 123
events logs, 66 Log Out button, 113

logging in and out using the CLI, 126

F logging in using a browser interface, 30
fault management logical storage elements

setting up, 68 searching for, 118
Fault Management Service, 65 logins, current user, 113
file locations, 123 logs, 123
filters, display, applying, 115
firewall, 30 M
firmware, baseline, 42 management software, 1, 126
FMS, 65 logging in and out using the CLI, 126
FRU-replacement procedures, xvi logging in using a browser interface, 30

setting up fault management, 68

H setting up the array using a browser

interface, 111
starting, 30

monitor
array health, 59, 63
monitoring software, described, 65

Help button, 113
help function, using, 119

|
install CLI
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monitoring strategy, overview of, 66

N

naming an array, 50
navigating the software, 111
notification
Auto Service Request, 37
fault management, 68

o)

organization of book, xiv
out-of-band, 3

P

page banner, described, 112
page display controls, 115
parent array, 49

physical storage elements
searching for, 118

port

6789, 16,21, 30

8653, 21,29, 30, 134

exceptions, 30
ports

http proxy, 62
prerequisites

software installation, 12
privileges, 58
product overview

software

management software, 1, 126

prompts

shell, xv
proxy agent

installation, 26

remote access, 4
proxy host name, 62
proxy server, http, 62

R
RAM memory, 13
README.txt file
reviewing, 17,22,23, 129,132,136
Refresh button, 113
registering an array, 39

registering the array, 38
related documentation, xvi
Release Notes, xiii
remote access

via proxy agent, 29
remote CLI client, 123
remote notification

Auto Service Request, 59
Reset button, 117, 118

reviewing the README.txt file, 17,22, 23,129,132,

136

S
SAS 1/0 module (SIM), 49
Save button, 117
search function, 113
in help, 119
using, 118
Service Advisor, xvi
setting up fault management, 68

setting up the array using a browser interface, 111

shell prompts, xv

SNMP traps, 68

software
about the installation CD, 10
before you begin installation, 12
downloading latest, 11
logging in and out using the CLI, 126
logging in using a browser interface, 30

packed components, 16,17, 21, 22,129,132, 136
reviewing the README.txt file, 17, 22, 23, 129,

132,136
setting up fault management, 68
setting up the array using a browser
interface, 111
starting management, 30
unpacked components, 129, 133
unpacking the installation file, 14, 132

software overview
management software, 1, 126

software version, displaying, 113
space, installation, 12

sscs man page commands, xvi
starting the management software, 30

storage array
configuration components, 65

Index
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subscribing wildcard character, in searches, 118

Auto Service Request, 59 Windows
Sun Connection adding users, 54
see Auto Service Request, 59, 63 wizard
Sun online account, 61 array registration, 38

Sun Spectrum, 59
Sun StorageTek Common Array Manager
navigating, 111
using to set up the array, 111
switch zoning
overview, 55
system monitoring software, described, 65
system name, displayed in banner, 113

T
table columns, changing the sort order of, 115
tables, filtering information in, 115

technical support
contacting, xvii

telemetry, 59

thin scripting client, 123
third party web sites, xvii
typographic conventions, xv

U

uninstall, 139

UNIX
commands, xiv

unpacking the software installation file, 14, 132
unregistering an array, 41
user name, displayed in banner, 113

users
adding, 54

\'
Version button, 113
viewing

agent, 76

w

warranty, 59
web browser
content pane elements in, 114

web sites
third-party, xvii
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