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Preface

SunJava™ System ldentity Synchronization for Windows 1 2004Q3 (formerly
Sun™ ONE Identity Synchronization for Windows) allows passwords and other,
specified user attributes to flow between Sun Java™ System Directory Server and
other systems.

This guide explains how to install and configure Sun Java System Identity
Synchronization for Windows for use in a production environment.

For the latest information about new features and enhancements in this release of
Identity Synchronization for Windows, please see the online release notes at:

http: // docs. sun. coni db/ doc

NOTE User interfaces depicted in this document are subject to change in
future versions of the product.

This Preface contains the following information:

= “Who Should Use This Book” on page 16

< “Before You Read This Book™ on page 16

= “How This Book Is Organized” on page 17

= “Conventions Used in This Book” on page 18

= “Related Documentation” on page 21

= “Accessing Sun Resources Online” on page 23

= “Contacting Sun Technical Support” on page 23

= “Related Third-Party Web Site References” on page 24

e “Sun Welcomes Your Comments” on page 24
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Who Should Use This Book

This Installation and Configuration Guide is intended for use by administrators,
systems engineers, and professional services engineers who will install and
configure Identity Synchronization for Windows to establish bidirectional
password and user attribute synchronization between Sun Java™ System
Directory Server and Windows Active Directory/NT machines.

You should already be familiar with

= Configuring and operating Directory Server and Windows Active
Directory/NT

= Lightweight Directory Access Protocol (LDAP)
= Javatechnology
= Extensible Markup Language (XML)

= Basic concepts of public-key cryptography and Secure Sockets Layer (SSL)
protocol

= Basic concepts of intranet, extranet, and the Internet security and the role of
digital certificates in an enterprise

Before You Read This Book

The Sun Java System Identity Synchronization for Windows 1 2004Q3 Release Notes
contain the latest information about the product — including information that may
supersede instructions provided in this book. Be sure you read these Release Notes
before attempting any procedures described in this book.

Because Sun Java System Directory Server is used as the data store in an Identity
Synchronization for Windows deployment, you should be familiar with the
documentation provided with that product. Directory Server documentation can
be accessed online at http://docs. sun. contcol | / D rect orySer ver _04q2.
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How This Book Is Organized

The Sun Java System Identity Synchronization for Windows 1 2004Q3 Installation and
Configuration Guide is organized into the following chapters:

Chapter 1, “Understanding the Product”: Explains some basic concepts related
to Identity Synchronization for Windows; such as product features, system
components, command line utilities, system component distribution, and
deployment examples.

Chapter 2, “Preparing for Installation”: Describes the installation and
configuration processes, and provides information you may find helpful as
you prepare to install the product.

Chapter 3, “Installing Core”: Explains how to use the Identity Synchronization
for Windows installation program and how to install the Identity
Synchronization for Windows Core component.

Chapter 4, “Configuring Core Resources”: Explains how to add and configure
Core resources using the Console.

Chapter 5, “Installing Connectors and Directory Server Plugins”: Provides
instructions for installing the Identity Synchronization for Windows
Connectors and Directory Server Plugins.

Chapter 6, “Synchronizing Existing Users”: Explains how to link and
resynchronize existing users for new Identity Synchronization for Windows
installations.

Chapter 7, “Migrating to Identity Synchronization for Windows 1 2004Q3”:
Explains how to migrate your system from Sun Java System ldentity
Synchronization for Windows version 1.0 to version 1 2004Q3.

Chapter 8, “Removing the Software”: Explains how to remove ldentity
Synchronization for Windows, including how to prepare for the uninstallation
and how to uninstall the Console manually.

Chapter 9, “Troubleshooting”: Provides information you can use to
troubleshoot your Identity Synchronization for Windows installation.

Chapter 10, “Understanding Audit and Error Files”: Provides information
about audit and error logging, including how to set logging levels, viewing
and understanding your log files and directory source status.

Chapter 11, “Configuring Security”: Describes how to configure a secure
system. Information provided includes hardening security, securing replicated
configurations, enabling SSL, and adding Active Directory CA certificates to
certificate databases.
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= Appendix A, “Using the Identity Synchronization for Windows Command
Line Utilities”: Explains how to use the Identity Synchronization for Windows
command line utilities to perform different tasks.

= Appendix B, “LinkUsers XML Document Sample”: Provides a sample
Linkusers XML document (I i nkuser s- si npl e. cf g) that you can use to
customize to your environment.

= Appendix C, “Running Services as Non-Root on Solaris”: Explains how to run
Identity Synchronization for Windows services as a non-root user.

= Appendix D, “Defining and Configuring Synchronization User Lists”:
Provides information about Synchronization User List definitions and multiple
domain configurations.

= Appendix E, “Installation Notes for Replicated Environments”: Provides a
brief overview of the steps required to configure and secure a multimaster
replication (MMR) deployment.

Conventions Used in This Book

The tables in this section describe the conventions used in this book.
The information is organized as follows:

< “Typographic Conventions” on page 19
= “Symbols” on page 19
< “Mnemonics” on page 20

= “Default Paths and File Names” on page 20
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Typographic Conventions

The following table describes the typographic conventions used in this book.

Table1  Typographic Conventions

Typeface Meaning Examples
AaBbCc123 API and language elements, HTML tags, web site Edit your. | ogi n file.
(Monospace) URLs, command names, file names, directory path Use |'s -atolist all files.

names, on-screen computer output, sample code.

AaBbCc123 What you type, when contrasted with on-screen
(Monospace bold)  computer output.

AaBbCc123 Book titles, new terms, words to be emphasized.
(Italic)

A placeholder in a command or path name to be
replaced with a real name or value.

% You have mail .

%su
Passwor d:

Read Chapter 6 in the User’s Guide.
These are called class options.
Do not save the file.

The file is located in the install-dir/ bi n
directory.

Symbols

The following table describes the symbol conventions used in this book.

Table 2 Symbol Conventions

Symbol  Description Example Meaning

[] Contains optional command options.  |s [-1] The -1 option is not required.

{]} Contains a set of choices for a -d {y|n} The - d option requires that you use
required command option. either the y argument or the n

argument.

- Joins simultaneous multiple Control-A Press the Control key while you press
keystrokes. the A key.

+ Joins consecutive multiple Ctrl+A+N Press the Control key, release it, and
keystrokes. then press the subsequent keys.

> Indicates menu item selection in a File > New > Templates From the File menu, choose New.

graphical user interface.

From the New submenu, choose
Templates.
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Mnemonics

Identity Synchronization for Windows uses mnemonics (underlined letters)
throughout the user interface to give you quicker options for performing certain
tasks. You simply type the unlined letter to perform the task. Mnemonics are not
case sensitive. To access them press the Alt key simultaneously.

For example, in some dialog boxes, you can type a capital “C” or “Alt-c” to cancel
the dialog box or type capital “H” or “Alt-h,” to opent an online help dialog box.

Default Paths and File Names

The following table describes the default paths and file names used in this book.

Table 3 Default Paths and File Names

Term Description

<serverroot> Represents represents the parent directory of the Identity Synchronization for
Windows installation location

i sw <hostname> Represents the Identity Synchronization for Windows instance directory

<current-working-directory>/
cert8.db

<installation_root>/ i sw <machine_name>/
| ogs/central/

<installation_root>/ i sw <machine_name>/
| ogs/

Jusr/sfw bin

Represents the default path and file name of the client’s certificate database

Represents the default path to the Identity Synchronization for Windows
central logs

Represents the default path to the Identity Synchronization for Windows local
logs (for the System Manager, each connector, and the Central Logger)

On Solaris, certutil is installed in this directory location by default.
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Related Documentation

The http://docs. sun. comweb site enables you to access Sun technical
documentation online. You can browse the archive or search for a specific book

title or subject.

Books in This Documentation Set

The following table summarizes the books included in the Identity
Synchronization for Windows documentation set.

Table 4 Books in This Documentation Set

Book Title

Description

Sun Java System Identity Synchronization for Windows
12004Q3 Installation and Configuration Guide
(http: //docs. sun. con doc/ 817- 6199)

Sun Java System Identity Synchronization for Windows
12004Q3 Deployment Planning Guide
(http: //docs. sun. con doc/ 817- 6200)

Sun Java System Identity Synchronization for Windows
12004Q3 Release Notes
(http: //docs. sun. con doc/ 817- 6202)

Describes how to install and configure Identity
Synchronization for Windows for use in a production
environment.

Provides general guidelines and best practices for the
planning and deploying Identity Synchronization for Windows.

Available after the product is released. Contains last-minute
information, including a description of what is new in this
current release, known problems and limitations, installation
notes, and how to report issues with the software or the
documentation.

Other Documentation

Because you will be working ith Directory Server and Sun Java™ System Message
Queue, you may need to refer to their product documentation. You can access the
documentation from the following locations:

= SunJava System Directory Server documentation
http://docs. sun. coni col | / Di r ect or ySer ver _04g2

= SunJava System Message Queue documentation
http://docs. sun. coni db/ prod/ 2296#hi ¢
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For information about the basic concepts of public-key cryptography; Secure
Sockets Layer (SSL) protocol; intranet, extranet, and the Internet security; and the
role of digital certificates in an enterprise, read the security-related appendixes in
the Managing Servers with iPlanet Console 5.0 manual.

For information about Windows 2003 Server and Windows Password Policies, read
the following Microsoft publications:

e Using Secedit.exe to Force Group Policy to Be Applied Again - Windows 2000 Servers
Microsoft KB #227448

e A Description of the Group Policy Update Utility - Windows 2003 Servers Microsoft
KB #298444

e Microsoft Knowledge Base Article 232690
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Accessing Sun Resources Online

Accessing Sun Resources Online

For product downloads, professional services, patches and support, and additional
developer information, go to the following:

= Developer Information
ht t p: // devel opers. sun. cond pr odt ech/ i ndex. ht ni

= Download Center
http://wamms. sun. coni sof t war e/ downl oad/

e Product Data Sheets
htt p: // waw sun. con sof t wer e/

e Product Documentation Online
http://docs. sun.com

e Product Support and Status
ht t p: // v sun. cond ser vi ce/ suppor t/ sof t war e/

= Professional Services
ht t p: // waw sun. com ser vi ce/ sunps/ sunone/ i ndex. ht n

= Sun Enterprise Services, Solaris Patches, and Support
http://sunsol ve. sun. com

« Support and Training
ht t p: / / waw sun. conmd suppor t rai ni ng/

Contacting Sun Technical Support

If you have technical questions about this product that are not answered in the
product documentation, go to:

http: //waw sun. cond ser vi ce/ cont acti ng
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Related Third-Party Web Site References

Related Third-Party Web Site References

The following third-party web sites are referenced in this publication:
= For information about password policies for Windows 2003:

http://waw ni crosof t . com r esour ces/ docunent ati on/ W ndowsSer v/ 2003/ al | /
depl oygui de/ en- us/ dsscc_aut _xbby. asp

= Forinformation about applying or modifying passwords and group policies in
Windows 2003:

http://waw ni crosof t . coml r esour ces/ docunent at i on/ wi ndowsser v/ 2003/ st andar d
/ proddocs/ en- us/ password_grouppol i cy. asp

= For information about the Microsoft Certificate Services Enterprise Root
certificate authority:

http://support. mcrosoft.coni defaul t. aspx?sci d=kb; en- us; q247078
= For information about configuring LDAP over SSL:
http://support.mcrosoft.con def aul t. aspx?sci d=kb; en- us; 321051

Sun is not responsible for the availability of third-party web sites mentioned in this
document. Sun does not endorse and is not responsible or liable for any content,
advertising, products, or other materials that are available on or through such sites
or resources. Sun will not be responsible or liable for any actual or alleged damage
or loss caused or alleged to be caused by or in connection with use of or reliance on
any such content, goods, or services that are available on or through such sites or
resources.

Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments
and suggestions.

To share your comments, go to htt p: // docs. sun. comand click Send Comments. In
the online form, provide the document title and part number. The part number is a
seven-digit or nine-digit number that can be found on the title page of the book or
at the top of the document.

For example, the title of this books is Sun Java System ldentity Synchronization for
Windows 1 2004Q3 Installation and Configuration Guide, and the part number is
817-6199.
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Part |

Installation and Configuration

Chapter 1, “Understanding the Product”

Chapter 2, “Preparing for Installation”

Chapter 3, “Installing Core”

Chapter 4, “Configuring Core Resources”

Chapter 5, “Installing Connectors and Directory Server Plugins”
Chapter 6, “Synchronizing Existing Users”

Chapter 7, “Migrating to Identity Synchronization for Windows
12004Q3”

Chapter 8, “Removing the Software”
Chapter 9, “Troubleshooting™
Chapter 10, “Understanding Audit and Error Files”

Chapter 11, “Configuring Security”






Chapter 1

Understanding the Product

Identity Synchronization for Windows provides bidirectional password and user
attribute synchronization between the Sun Java™ System Directory Server
52004Q2 and the following:

< Windows 2000 or Windows 2003 Server Active Directory
= Windows NT SAM Registry

Identity Synchronization for Windows handles synchronization events

= Securely: Identity Synchronization for Windows never sends passwords “in
the clear,” and restricts system access to administrators only.

= Robustly: Identity Synchronization for Windows keeps directories
synchronized — even when individual components are temporarily
unavailable.

= Efficiently: Identity Synchronization for Windows synchronization methods
place very little load on your directory servers.

Before you install (or migrate to) Sun Java System Identity Synchronization for
Windows version 1 2004Q3, you should become familiar with the concepts
described in this chapter, which consists of the following sections:

< “Product Features” on page 28
= “System Components” on page 29
= “System Components Distribution” on page 36

= “How Identity Synchronization for Windows Detects Changes in Directory
Sources” on page 39

= “Deployment Example: A Two-Machine Configuration” on page 48
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Product Features

Product Features

Identity Synchronization for Windows provides the following features and
functionality:

Bidirectional password synchronization: Enables you to synchronize user
passwords between Sun Java System directory sources and Windows Active
Directory and Windows NT directory sources.

Synchronizing passwords allows users to access applications using these
directory sources for login authentication so they only have to remember a
single password. In addition, when users have to apply periodic password
updates, they only have to update their password in one environment.

Bidirectional user attributes synchronization: Enables you to create, modify,
and delete selected attributes in one directory environment and propagate the
values automatically to the other directory environment.

Bidirectional user account creation synchronization: Enables you to create or
delete a user account in one directory environment and automatically
propagate the new account to the other directory environment.

Bidirectional object deletions, activations, and inactivations: Enables you to
control the flow of object deletions and object activations and inactivations
between Directory Server and Active Directory directory sources (not available
for Windows NT).

Synchronization with multiple domains: Enables you to synchronize with
multiple Active Directory and Windows NT domains, and with multiple
Active Directory forests.

Centralized system auditing: Enables you to monitor installation and
configuration status, the day-to-day system operations, and any error
conditions related to your deployment from a single, centralized location.

You will not be required to modify entries in Windows directories, or to change the
applications using the directories.

If you are using Identity Synchronization for Windows to synchronize between
Directory Server and Active Directory, you will not be required to install any
components in the Windows operating environment.

If you are synchronizing between Directory Server and Windows NT, you must
install the product’s NT component in the Windows NT environment.
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System Components

System Components

Identity Synchronization for Windows consists of a set of Core components and
any number of individual connectors and connector subcomponents that allow for the
synchronization of password and user attribute updates between Sun Java System
Directory Server and Windows directories (see Figure 1-1).

Figure 1-1 System Components

Directory

Server
Central System

Logger Manager Console

Caonfiguration
Directory

Command Line

Sun Java System Message Queue Interfaces

Care Components

Connector Components

Directory Server Active Directory
Connector Connector NT Connector
P NT Change
Windows Detactor
Active Directory Windows
Directory NT SAM Password
Server Filter DLL

This section defines and describes each of the Identity Synchronization for
Windows components and is organized as follows:

“Watchdog Process” on page 30

“Core” on page 30

“Connectors” on page 34

“Connector Subcomponents” on page 34
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System Components

Watchdog Process

The Watchdog is an Identity Synchronization for Windows java process that is
responsible for starting, restarting, and stopping individual background java
processes. The Watchdog launches and monitors the central logger, system
manager, and connectors (but does not monitor subcomponents, Message Queue,
or the Identity Synchronization for Windows Console).

The Watchdog is installed anywhere you install Core and it can be started as a
Solaris daemon or a Windows service. (For information about starting and
stopping services, see “Starting and Stopping Services” on page 188.)

Core

When you install Identity Synchronization for Windows, you install the Core
component first, and then you configure it to match your environment.

Core consists of the following components, which are each separate java processes.
A description each component, begins on the referenced page:

“Configuration Directory” on page 31
= “Console” on page 31

e “Command Line Utilities” on page 32
= “System Manager” on page 32

= “Central Logger” on page 33

NOTE The Watchdog is installed where you install Core, and it is
responsible for launching and monitoring the central logger and
system manager.

For more information, see “Watchdog Process” on page 30.
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System Components

Configuration Directory

Identity Synchronization for Windows stores its configuration data in a Directory
Server configuration directory (the program does not install a configuration
directory).

The console, system manager, command line utility, and the installer all read and
write the product’s configuration data to and from the configuration directory,
including:

= Installation information about each component’s health

= Configuration information for every directory, domain, connector, and
Directory Server Plugin

e Connector status

= Synchronization settings that describe the direction of user creations, user
deletions, and attribute modifications

= Attributes to be synchronized and attribute mappings between the two
directory environments Active Directory and Directory Server or Windows NT
and Directory Server)

= Synchronization User Lists in each directory topology

= Log settings

Console

The Identity Synchronization for Windows provides a Console that centralizes all
of the product’s component configuration and administration tasks.

You can use the console to
= Configure directory sources to be synchronized

= Define mappings for user entry attributes to be synchronized, in addition to
passwords

= Specify which users and attributes within a directory or domain topology will
be (or will not be) synchronized

= Monitor system status

= Start and stop synchronization
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System Components

Command Line Utilities

Identity Synchronization for Windows also provides command line utilities that
enable you to perform the following tasks directly from the command line:

Display certificate information based on your configuration and SSL settings
Change the Identity Synchronization for Windows configuration password

Import an exported Identity Synchronization for Windows version 1.0
configuration XML document

Prepare a Sun Java System Directory Server source for use by Identity
Synchronization for Windows

Display the steps you must perform to complete the installation/configuration
process and view the status of installed connectors, the system manager, and
Message Queue

Reset connector states in the configuration directory to uninstalled

Synchronize and link existing users in two directories, and pre-populate
directories as part of the installation process

Start synchronization

Stop synchronization

For a detailed description of the product’s command line utilities and how to use
them, see Appendix A, “Using the Identity Synchronization for Windows
Command Line Utilities.”

System Manager

The Identity Synchronization for Windows system manager is a separate java
process that:

Leverages the product’s back-end networked facilities to dynamically deliver
configuration updates to connectors

Keeps status of each connector and all connector subcomponents

Coordinates i dsync resync operations that are used to initially synchronize
two directories
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System Components

Central Logger

Connectors may be installed so that they are widely distributed across remote
geographical locations; therefore, it is of great administrative value to have all
logging information centralized, which allows the administrator to monitor
synchronization activity, detect errors, and evaluate the health of the entire system
from a single location.

Administrators can use the central logger logs to

Verify that the system is running correctly
Detect and resolve individual component and system-wide problems
Audit individual and system-wide synchronization activity

Track a user’s password synchronization between directory environments

There are two different types of logs:

The audit log provides information about the system’s day-to-day activities,
which includes important events such as a user’s password being
synchronized between directories. You can control the level of information that
is logged in the audit log by increasing or decreasing the detail provided in the
log messages.

NOTE Identity Synchronization for Windows also writes all of the
error log messages to the audit log to facilitate easy correlation
with other events.

The error log provides information about conditions qualified as severe errors
and warnings. All error log entries are worthy of attention, so you cannot
prevent errors from being logged. If an error condition takes place, it will
always be documented in the error log.
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System Components

Connectors

A connector is a java process that manages the synchronization process in a single
data source type. A connector detects user changes in the data source, and
publishes these changes to remote connectors over Message Queue.

Identity Synchronization for Windows provides the following directory-specific
connectors, which are responsible for bidirectionally synchronizing user attributes
and password updates between directories and domains:

= Directory Server Connector: Supports a single root suffix (for example
suffix/database) in a Directory Server

= Active Directory Connector: Supports a single instance in a Windows 2000 or
Windows 2003 Server Active Directory environment. You may use multiple
connectors for additional domains

= Windows NT Connector: Supports a single domain in a Windows NT
environment

NOTE The Watchdog is installed anywhere you install a connector, and it
is responsible for starting, restarting, and stopping and connectors.
For more information, see “Watchdog Process” on page 30.

Connector Subcomponents

A subcomponent is a lightweight process or library that runs separately from the
connector. Connectors use subcomponents to access native resources that cannot
be accessed remotely, such as capturing passwords inside Directory Server or
Windows NT.

The following connector subcomponents are installed with the directory being
synchronized and communicate with the corresponding connector over an
encrypted connection.

- “Directory Server Plugin” on page 35

< “Windows NT Connector Subcomponents” on page 35

NOTE Active Directory Connectors do not require subcomponents.
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System Components

Directory Server Plugin

The Directory Server Plugin is a subcomponent of the Directory Server Connector.
You install the Directory Server Plugin in each Directory Server being
synchronized.

This Plugin

= Enhances the Directory Server Connector’s change-detection features by
storing encrypted passwords in the Retro Changelog

= Provides bidirectional support for user attribute and password
synchronization between Active Directory and Directory Server (see “Using
On-Demand Password Synchronization to Obtain Clear-Text Passwords” on
page 43)

NOTE The Directory Server Plugin is functional in four-way, multimaster
replication (MMR) environments. (Previously, Identity
Synchronization for Windows supported two-way MMR only.)

Windows NT Connector Subcomponents

If your installation requires synchronization with Windows NT SAM Registries,
the Identity Synchronization for Windows installation program installs the
following in the Primary Domain Controller (PDC) along with the Windows NT
Connector:

= Change Detector: Detects user entry and password change events by
monitoring the Security Log, and then passes the changes to the Connector

= Password Filter: Captures password changes made on the NT Domain
Controller and passes these securely to the NT Connector

Message Queue

Identity Synchronization for Windows uses Message Queue (a persistent message
gueue mechanism with a publish/subscribe model) to propagate attribute and
password changes between directory sources and to distribute administrative and
configuration information to the connectors managing synchronization for those
directory sources.
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System Components Distribution

System

Message Queue is an enterprise messaging system that implements the Java
Message Service (JMS) open standard. The JMS specification describes a set of
programming interfaces that provide a common way for java applications to
create, send, receive, and read messages in a distributed environment.

Message Queue consists of message publishers and subscribers that exchange
messages using a common message service. This message service is composed of
one or more dedicated message brokers, which are responsible for controlling
access to the message queue, maintaining information about active publishers and
subscribers, and ensuring that messages are delivered.

Message Queue is the best approach because it,

= Establishes a system of trust between connectors

= Simplifies security access controls for all components

= Facilitates end-to-end encryption of passwords

= Ensures that all password update messages are delivered

= Reduces connector-to-connector communication complexity and security risks
= Enables a central authority to distribute configuration information

= Allows for the aggregation of all connector logs in a central location

Components Distribution

Before you can develop an effective deployment, you must understand how
Identity Synchronization for Windows components are organized and how the
product operates. This section is organized as follows:

e “Core” on page 37

“Directory Server Connector and Plugin” on page 37

“Active Directory Connector” on page 38

“Windows NT Connector and Subcomponents” on page 39

When you understand the basic concepts described in this section and in the
Deployment Scenario example (on page 48), you should be able to extrapolate the
information to create deployment strategies for more complex, sophisticated
scenarios (such as mixed Active Directory and Windows NT environments or
multi-server environments).
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System Components Distribution

Core

You first install all Core components only once in any of the supported operating
system’s directory servers. The Administration Server must reside on the same
machine as Core. You must install Message Queue 3.5 SP1 Enterprise Edition prior
to installing Core.

Directory Server Connector and Plugin

You can install Directory Server Connectors on any of the supported operating
systems (listed in “Operating System Requirements” on page 54). You are not
required to install a Directory Server Connector on the same machine where the
Directory Server being synchronized is running. However, there must be one
Directory Server Connector installed per each configured Directory Server source.

You must install the Directory Server Plugin on every host where a Directory
Server to be synchronized resides.

NOTE A single Directory Server Connector is installed for each Directory
Server source. However, Directory server Plugins should be
installed for each master, hub, and consumer replica to be
synchronized.
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System Components Distribution

Active Directory Connector

You can install Active Directory Connectors on any of the supported operating
systems (see Figure 1-2). You are not required to install an Active Directory
Connector in the Windows environment; however, there must be one Active
Directory Connector installed per Active Directory domain.

Figure 1-2 Directory Server and Active Directory Component Distribution
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How Identity Synchronization for Windows Detects Changes in Directory Sources

Windows NT Connector and Subcomponents

To synchronize with Windows NT SAM Registries (see Figure 1-3) you must install
the Windows NT Connector in the Primary Domain Controller (PDC). In addition,
the installation program installs the two NT Connector subcomponents (the
Change Detector and the Password Filter DLL) along with the Connector in the
PDC of the NT Domain. A single NT Connector synchronizes users and passwords
for a single NT Domain.

Figure 1-3 Directory Server and NT Component Distribution
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How ldentity Synchronization for Windows
Detects Changes in Directory Sources

This section explains how user entry and password changes are detected by
Sun Java System Directory Server (Directory Server), Windows Active Directory,
and Windows NT Connectors.
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The information is organized as follows:

< “How Directory Server Connectors Detect Changes” on page 40
= “How Active Directory Connectors Detect Changes” on page 41
= “How Windows NT Connectors Detect Changes” on page 42

= “Propagating Password Updates” on page 43

How Directory Server Connectors Detect
Changes

The Directory Server Connector examines the Directory Server Retro-Changelog
over LDAP to detect user entry and password change events. The Directory Server
Plugin helps the Connector:

= Capture clear-text passwords by encrypting and then making them available in
the Retro Changelog. Without the Plugin, only hashed passwords appear in the
Retro Changelog and hashed passwords cannot be synchronized.

= Perform On-Demand Password Synchronization with Active Directory;
removing the need to install any Identity Synchronization for Windows
components in a Windows environment (See “Using On-Demand Password
Synchronization to Obtain Clear-Text Passwords” on page 43.)

Figure 1-4 How Directory Server Connectors Detect Changes
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How Active Directory Connectors Detect
Changes

The Windows 2000/2003 Server Active Directory Connector detects user entry and
password changes by examining the Active Directory USNChanged and PwdLast Set
attribute values.

Unlike the Directory Server’s Retro Changelog, when you change attributes in an
entry, Active Directory does not report which attributes changed. Instead, Active
Directory identifies entry changes by incrementing the USNchanged attribute. To
detect changes to individual attributes, Active Directory and Windows NT
Connectors use an in-process database called the object cache. The object cache
stores a hashed copy of each Active Directory entry, which allows the Connector to
determine exactly which attributes were modified in the entry.

You are not required to install Active Directory Connectors in the Windows
environment. They can run elsewhere (such as a Solaris computer) and detect or
make changes remotely over LDAP.

Figure 1-5 How Active Directory Connectors Detect Changes
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How Windows NT Connectors Detect Changes

The Windows NT Connector detects user entry and password changes by
examining the Security log for audit events about user objects.

To synchronize with Windows NT SAM Registries (see Figure 1-3) you must install
the Windows NT Connector in the Primary Domain Controller (PDC). In addition,
the installer installs the two NT Connector subcomponents (the Change Detector
and the Password Filter DLL) along with the Connector in the PDC of the NT
Domain. A single NT Connector synchronizes users and passwords for asingle NT
Domain.

Figure 1-6 How Windows NT Connectors Detect Changes
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NOTE If you have a Windows NT machine in your deployment, auditing
must be enabled or Identity Synchronization for Windows cannot
log messages from the that machine. To verify whether audit
logging is enabled on your Windows NT machine, see “Enabling
Auditing on a Windows NT Machine” on page 283.

For a description of the Change Detector and the Password Filter
DLL subcomponents, review “Windows NT Connector
Subcomponents” on page 35.
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Propagating Password Updates

This section explains the following methods for obtaining clear-text passwords
needed to propagate password changes between Windows systems and Directory
Server systems:

= “Using the Password Filter DLL to Obtain Clear-Text Passwords” on page 43

= “Using On-Demand Password Synchronization to Obtain Clear-Text
Passwords” on page 43

Using the Password Filter DLL to Obtain Clear-Text Passwords

Windows NT Connectors must obtain clear-text passwords to propagate password
updates to the Sun Java System Directory Server. However, you cannot extract
clear-text passwords from a Windows directory — by the time passwords are
stored in the directories, they have already been encrypted.

Windows NT provides a Password Filter DLL interface, which allows components
to capture clear-text passwords before they are stored in a directory permanently.

Using On-Demand Password Synchronization to Obtain Clear-Text
Passwords

While Active Directory supports the same password filter as Windows NT, you
must install the password filter DLL on every domain controller instead of just the
Primary Domain Controller (PDC). Because this can be a significant installation
burden, Identity Synchronization for Windows uses a different approach, called
on-demand password synchronization, to synchronize password changes from Active
Directory to Directory Server.

On-demand password synchronization provides a method to obtain new password
values on Directory Server when the user tries to log-in after their password
changes on Windows 2000.

On-demand password synchronization also allows you to synchronize passwords
on Active Directory without the need of a password filter DLL.
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The on-demand password synchronization process occurs as follows:

1.

User presses Ctrl-Alt-Del on a Windows workstation and changes his or her
password. New passwords are stored in Active Directory.

The Active Directory Connector polls the system at scheduled intervals.

When the Connector detects the password change (based on changes made to
the USNchanged (Update Sequence Number) and PwdLast Set attributes), the
Connector publishes a message on Message Queue about the password
change. The message is transferred on an SSL-encrypted channel.

Figure 1-7 On-Demand Password Synchronization — Part |

The Connector sends a
T assword update event. :
Active Directory p p Directory Server
Connector Connector I
Directory
Server Plugin
The Connector disables the user
Active entry password in Directory Server,
Directory
Directory —
Server

The Directory Server Connector receives the password change message from
Message Queue (over SSL).

The Directory Server Connector sets the user entry’s dspswal i dat e attribute
to t rue., which invalidates the old password and alerts the Directory Server
Plugin of the password change.

When the user tries logging on, using an LDAP application (such as Portal
Server) to authenticate against the Directory Server, the Sun Java System
Directory Server Plugin detects that the password value in the Directory Server
entry is invalid.
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6. The Directory Server Plugin searches for the corresponding user in Active
Directory. When the Plugin finds the user, the Plugin tries to bind to Active
Directory using the password provided when the user tried logging into
Directory Server.

NOTE On-demand password synchronization requires the application
to use simple authentication against the Directory Server
instead of using a more-complex authentication mechanism,
such as SASL Digest-MD5.

7. Ifthe bind against Active Directory succeeds, then the user provided his or her
new Active Directory password and the Directory Server Plugin set the
password and removed the invalid password flag from the user entry on
Directory Server.

Figure 1-8 On-Demand Password Synchronization — Part |1
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T Directory Server with new password value. / '?'Gtwe
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NOTE If the user authentication fails, the user entry password remains in

Directory Server and the passwords on Directory Server and Active
Directory will be out-of-sync until the user logs in with a valid
password (one that authenticates to Active Directory).
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Reliable Synchronization

Identity Synchronization for Windows takes many precautions to ensure that you
do not lose user change events — even when components become temporarily
unavailable. Identity Synchronization for Windows’ reliability is similar to the TCP
network protocol. TCP guarantees that even over a lossy and intermittently
connected network, it will eventually deliver all data in order. Data sent during a
temporary network outage is queued while the network is down and re-delivered
once connectivity is restored. Identity Synchronization for Windows will
eventually detect and apply user change events if one of the following components
becomes temporarily unavailable:

= Connector

= Directory Server

= Message Queue

= Active Directory Domain Controller

= Windows NT Primary Domain Controller
= System Manager

= Configuration Directory

If one of these components is not available, Identity Synchronization for Windows
will delay synchronization until the affected component is available without losing
any changes (even to passwords). This version of Identity Synchronization for
Windows does not support Sun Cluster or other true, high-availability solutions.
Because Identity Synchronization for Windows is a behind-the-scenes application
that users do not interact with directly, high availability is not usually required.

If you ever experience a catastrophic failure, you can re-install Identity
Synchronization for Windows components and use the i dsync resync command
to re-synchronize all directory sources.

46  Identity Synchronization for Windows 1 2004Q3 « Installation and Configuration Guide



Reliable Synchronization

In most situations, when a component is unavailable, the program queues
synchronization events and applies them only when the component becomes
available. There are two exceptions to this process:

In a multimaster replication (MMR) Directory Server environment, external
changes to Windows users can be synchronized to the preferred or secondary
Directory Server.

If the preferred Directory Server is unavailable, then the Directory Server
Connector will apply changes to the secondary server. ldentity
Synchronization for Windows will not detect and propagate external changes
made on any Directory Server master until the preferred master is available.

While the Active Directory Connector can communicate with a single Active
Directory domain controller only, the Directory Server Plugin can fail between
all Active Directory domain controllers while performing on-demand
password synchronization. This point is where failover is most important —
if the Directory Server Plugin cannot contact an Active Directory domain
controller to verify a user's new password, the user cannot log into

Directory Server.
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Deployment Example: A Two-Machine
Configuration

This section describes a deployment scenario in which ldentity Synchronization for
Windows is used to synchronize user object creation and bidirectional password
modification operations between Sun and Windows directories.

The deployment scenario consists of two systems:

= Asystem running a Sun Java System Directory Server (host name:
corp.example.com)

= A system running Active Directory on a Windows 2000 server (host name:
sales.example.com)

NOTE Though NT is not used in this scenario, it is important to note that
Identity Synchronization for Windows also supports

synchronization with NT domains.

Figure 1-9 illustrates the synchronization requirements (node structures with
associated attribute values) used for this deployment scenario.

Figure 1-9 Synchronization Requirements

Sun Java System
Directory Server

s e

de=corp,do=example.de=com  Synchronize

ou=Paople

Jsmith wthompson

Microsoft
Active Directory

e e

de=sales de=example dc=com

cn=Lsers

James Smith

48  Identity Synchronization for Windows 1 2004Q3 « Installation and Configuration Guide




Deployment Example: A Two-Machine Configuration

There are two goals for this scenario:

To synchronize user passwords bidirectionally between the user subtrees
(ou=people in Directory Server and cn=users in Active Directory), which means
that whenever a user password changes in either directory, the password
change is synchronized to the associated user in the other directory.

For example, if you change the password for uid=JSmith in the ou=people
container on the Directory Server, then the new password should
automatically be synchronized to cn=Joe Smith in the cn=users container on the
Active Directory server.

To synchronize user object creation operations from the Directory Server
people subtree to the Active Directory user subtree only.

For example, if you create a new user (uid=WThompson in the ou=People

container) with a specified set of attributes, then Identity Synchronization for
Windows will create a new account for WThompson (cn=William Thompson
in the cn=Users container) with the same set of attributes on Active Directory.

NOTE Identity Synchronization for Windows supports multiple

synchronization sources of the same type (for example, you can
have more than one Directory Server in a deployment or multiple
Active Directory domains).

Creation, modification, and deletion synchronization settings are
global for the entire set of directories, and cannot be specified for
individual directory sources. If you synchronize user object
creations from Sun to Windows, then user object creations will
propagate from all Sun Directory Servers to all Active Directory
domains and Windows NT domains configured in the installation.
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Physical Deployment

Figure 1-10 illustrates how all the product’s components are physically deployed
on a single Solaris box, while the Active Directory domain resides in a separate
Active Directory domain controller where no components have been installed.

Figure 1-10  Directory Server and Active Directory Scenario
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Component Distribution

Host corp.example.com is a Directory Server installed in a Solaris operating system.
The root suffix for the Directory Server being synchronized is
dc=corp,dc=example,dc=com.

This machine contains:

= Identity Synchronization for Windows Core components

= ldentity Synchronization for Windows Directory Server Connector
= Identity Synchronization for Windows Directory Server Plugin

= Identity Synchronization for Windows configuration directory (located in a
different Directory Server instance than the one being synchronized)

Host sales.example.com is the Active Directory domain being synchronized.
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Chapter 2

Preparing for Installation

Before installing Identity Synchronization for Windows 1 2004Q3 or before you
migrate from version 1.0 to version 1 2004Q3, you should familiarize yourself with
the installation and configuration process.

This chapter describes these processes and provides other information you may
find helpful as you prepare to install the product. This information is organized
into the following sections:

= “Installation Requirements” on page 54

= “Installation Overview” on page 58

= “Configuration Overview” on page 63

= “Migrating to Version 1 2004Q3” on page 68

= “Synchronizing Passwords with Active Directory” on page 69
= “Configuring Windows for SSL Operation” on page 76

= “Installation and Configuration Decisions” on page 77

= “Installation Checklists” on page 81
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Installation Requirements

This section describes the installation requirements for Identity Synchronization
for Windows, which includes operating system versions, patches, and utilities for
each platform.

“Operating System Requirements” on page 54

“Hardware Requirements” on page 55

“Sun Java System Software Requirements” on page 56

“Installation Credentials” on page 57

Operating System Requirements

The following tables describe the operating system requirements for this release of
Identity Synchronization for Windows:

Table 2-1  Solaris Requirements

Component Solaris Requirement

Core Components Solaris 8™ for UltraSPARC?® (32-bit and 64-bit)
Solaris 9™ SPARCE® Platform Edition (32-bit and 64-bit)
Solaris 9™ Operating System (x86 Platform Edition for Pentium Il or later) 1A-32

Connectors for Sun Java™ System  Solaris 8 for UltraSPARC (32-bit and 64-bit)
Directory Server and for Windows Solaris 9 for SPARC platforms (32-bit and 64-bit)

Active Directory Solaris 9 Operating System (x86 Platform Edition for Pentium Il or later) IA-32
Plugin for Sun Java™ System Solaris 8 for UltraSPARC (32-bit and 64-bit)
Directory Server Solaris 9 for SPARC platforms (32-bit and 64-bit)

Solaris 9 Operating System (x86 Platform Edition for Pentium Il or later) IA-32
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Table 2-2  Windows Requirements

Component

Windows Requirement

Core

Connectors for Sun Java™ System
Directory Server and for Windows
Active Directory

Plugin for Sun Java™ System
Directory Server

NT Connectors and
subcomponents

Windows 2000 Server SP4
Windows 2000 Advanced Server SP4

Windows 2003 Server Standard Edition (with latest security updates)

Windows 2003 Server Enterprise Edition (with latest security updates)

Windows 2000 Server SP4
Windows 2000 Advanced Server SP 4

Windows 2003 Server Standard Edition (with latest security updates)
Windows 2003 Server Enterprise Edition (with latest security updates)

Windows 2000 Server SP4
Windows 2000 Advanced Server SP 4

Windows 2003 Server Standard Edition (with latest security updates)

Windows 2003 Server Enterprise Edition (with latest security updates)

Windows Primary Domain Controller NT 4.0 Server SP 6A (for x86 only)

Hardware Requirements

Your hardware (all platforms) must meet the following minimum requirements to
run Identity Synchronization for Windows:

= Approximately 400 MB of disk space for a minimal installation on Directory

Server.

e A minimum of 512 MB of RAM for servers running any ldentity
Synchronization for Windows component. (more memory is preferred)
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Sun Java System Software Requirements

Before you can install Identity Synchronization for Windows, you must install the
following Sun Java System software components:

Sun Java System Directory Server version 52004Q2 Patch 117907-02 (or higher)

The patch fix enables delete functionality for Identity Synchronization for
Windows 1 2004Q2 with Directory Server 52004Q2.

o For Solaris SPARC Package Format: Patch Number 117907-02 or higher
o For Solaris SPARC Compressed Archive Installations: Patch 5077789

o For Solaris x86 Package Format: Patch Number 117908-02 or higher

o For Solaris x86 Compressed Archive Installations: Patch 5077789

o For Windows Compressed Archive Installations: Patch 5077789

For additional details on these patches and how to apply them to your
Directory Server environment, please see the READVE. pat ch file located in the
Identity Synchronization for Windows download, available from:

<download_root>/ pat ches/ di r ect ory/ README. pat ch

For the latest information about patches that may be required to install
Directory Server 5 2004Q2 on Solaris, refer to the Sun Java System Directory
Server 5 2004Q2 Installation and Tuning Guide and the Sun Java System Directory
Server 5 2004Q2 Release Notes, which can be found at the following web site:

http://docs. sun. coni col | / D r ect or ySer ver _04qg2

Sun Java System Message Queue (formerly Sun ONE Message Queue)
version 3.5 SP1 Enterprise Edition.

NOTE Identity Synchronization for Windows version 1.0 installed
Message Queue for you, but version 1 2004Q3 does not.

To install the Identity Synchronization for Windows Core on an
existing Sun Java System Message Queue installation, you must
be using Message Queue version 3.5 SP1 Enterprise Edition.
Trying to install Core on an improper version of Message
Queue will fail.

56  Identity Synchronization for Windows 1 2004Q3 - Installation and Configuration Guide



Installation Requirements

The Identity Synchronization for Windows download bundle includes
Message Queue. The software is available in the / nessagequeue directory for
each platform, as follows:

o Solaris SPARC: / nessagequeue/ i ng3_5-ent - sol sparc. zi p
o Solaris x86: / messagequeue/ i ng3_5-ent - sol i 386. zi p
o Windows: / nessagequeue/ i ng3_5-ent - w n. exe
= Java Runtime Environment
A Java Runtime Environment (JRE) is not provided with this product.

o You must install J2SE (or JRE) 1.4.2_04 (or later) to run the Identity
Synchronization for Windows installer on Solaris or Windows.

o You must install JRE 1.4.1_03 (or later) on Windows NT.

Installation Credentials

To install Identity Synchronization for Windows, you must provide credentials for
the following:

= Configuration directory
= Directory Server being synchronized

= Active Directory (See “Installing Core” for more information.)

In addition, you must have the following privileges to install Identity
Synchronization for Windows:

= On Solaris systems: You must install as root.

< On Windows systems: You must install as Administrator.

NOTE When you enter passwords using the text-based installer, the
program automatically masks the passwords so they will not be
echoed in the clear. The text-based installer is supported on Solaris
systems only.
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Installation Overview

Figure 2-1 illustrates the process for installing the product for a single-host
deployment.

Figure 2-1 Installing in a Single-Host Deployment

Upgrade(install Directory Server 5 200402 See Sun Java System Directory Server and
and Message Queue 3.5 SP1 Sun Java System Message Queue product
Enterprise Edition documentation for instructions.
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Install Core
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Install Directory Server Connector for
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Install Directory Server Plugin for Every Master, Hub, See Chapter 5: Installing
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Install Windows (Active Directory or NT) Connector
for Every Domain Being Synchronized

Run idsync resync Command Ling Utility
fo Initialize the System

l See Chapter 6:

Synchronizing Existing Users

Start Synchronization

Some components must be installed in a particular order, so be sure to read all
installation instructions carefully.
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Identity Synchronization for Windows provides a “To Do” list, which is displayed
throughout the installation and configuration process. This information panel lists
all of the steps you must follow to successfully install and configure the product.

Figure 2-2 Identity Synchronization for Windows To Do List

Thizis a list of rermnaining installation and configuration steps:

¥ 1. Install the Identity Synchronization core components.

2 : Create an initial configuration using the product's console or by
migrating frorm a previous installation using ‘idsync importcnt

3: Prepare every Sun Directory Server included in this configuration by
uging the console orthe Yidsync prepds’ command.

4 : Install connectors for every configured directony source.

5 : Afterinstalling each Sun Directory Server connector, run the installer
again on every master and on every read-only replica to install the Sun
Directory Server plugin.

6: Run'idsync resyne'to establish links between existing Directory Server
and Windows users.

¥: Btart synchronization using the console or the 'idsync statsyne’
cormmand.

As you go through the installation and configuration process, the program
greys-out all completed steps in the list (as you can see in Figure 2-2).

The rest of this section provides an overview of the installation and configuration
process, and is organized as follows:

= “Installing Core” on page 60

= “Configuring the Product” on page 60

= “Preparing the Directory Server” on page 60

= “Installing the Connectors and the Directory Server Plugin” on page 61

= “Synchronizing Existing Users” on page 62

NOTE Detailed installation and configuration instructions are provided
later in this manual.
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Installing Core

When you install Core, you will be installing the following components:

= Console: Provides a centralized location for performing all of the product’s
component configuration and administration tasks

= Central logger: Centralizes all audit and error logging information in a central
location

= System manager: Delivers configuration updates to connectors dynamically
and maintains the status of each connector

NOTE Instructions for installing Core are provided in Chapter 3,
“Installing Core.”

Configuring the Product

After installing Core, you use the Console to initially configure the directory
sources to be synchronized (and other characteristics of the deployment) all from a
centralized location.

NOTE Instructions for configuring directory resources are provided in
Chapter 4, “Configuring Core Resources.”

Preparing the Directory Server

Directory Server Connectors support the Sun Java System Directory Server
52004Q2.

Before you can install Directory Server Connectors, you must prepare a Sun Java
System Directory Server source for every configured Directory Server master (both
preferred and secondary masters) being synchronized.

You can perform this task from the Console or from the command line using the
i dsync prepds subcommand.

NOTE Instructions for preparing Directory Server are provided in
“Preparing the Directory Server” on page 115.
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Installing the Connectors and the Directory
Server Plugin

You can install any number of connectors and Directory Server Plugins, based on
how many configured directories there are in your system.

NOTE The Console and the installation program both use a directory’s label
to associate a connector with the directory being synchronized.
Table 2-3 describes Identity Synchronization for Windows’s
label-naming conventions.

Table 2-3  Label Naming Conventions

Connector Type Directory Source Label Subcomponent
Directory Server root suffix or suffix/database Directory Server Plugin
Connector Install one Plugin in every Directory Server (master or

consumer) for the root suffix being synchronized.
AD Connector Domain name None

NT Connector Domain name (Automatically installed with the Window NT Connector)
Change Detector and Password Filter DLL subcomponents
are installed together in the same installation.

You must install the Windows NT Connector using the
graphical user interface (GUI) installer.

NOTE Instructions for installing and configuring Connectors and Directory
Server Plugins are provided in Chapter 5, “Installing Connectors
and Directory Server Plugins.”
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Synchronizing Existing Users

After installing the connectors, plugins, and subcomponents you must run the
i dsync resync command line utility to bootstrap deployments with existing users.
This command uses administrator-specified matching rules to

= Link existing entries (For a definition of linking, see “Linking Users” on
page 182.)

= Populate an empty directory with the contents of a remote directory

= Bulk-synchronize attribute values (including passwords) between two existing
user populations where entries in both the Windows and Directory Server
directories are uniquely identified and linked to each other.

NOTE Instructions for synchronizing existing users in your deployment
are provided in Chapter 6, “Synchronizing Existing Users.”
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Configuration Overview

After installing the product, you must configure the product deployment, which
includes:

= Configuring the directories and global catalogs to be synchronized

= Specifying synchronization settings for attribute modifications and object
activations/inactivations

= Specifying synchronization settings for (optional) user entry creations and
deletions between the configured directories

This section provides an overview of the following configuration element concepts:
= “Directories” on page 63

= “Configuration Directories and Global Catalogs” on page 64

= “Synchronization Settings” on page 64

= “Objectclasses” on page 64

= “Attributes and Attribute Mapping” on page 65

= “Synchronization User Lists” on page 67

NOTE Detailed configuration instructions are provided later in this manual.

Directories

A directory represents:

= Asingle root suffix (suffix/database) in one or more Sun Java System Directory
Servers

= Asingle Active Directory domain in a Windows 2000 or Windows 2003 Server
Active Directory forest

e Asingle Windows NT domain

You can configure any number of each directory type.
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Configuration Directories and Global Catalogs

Identity Synchronization for Windows uses Sun Java System Directory Server
configuration directories and Active Directory global catalogs as repositories in
which to fetch Directory Server or Active Directory directory topology — as well as
schema information for these directories.

Synchronization Settings

You use synchronization settings to control the direction in which object creations,
object deletions, password and other attribute modifications are propagated
between Sun and Windows directories. Synchronization flow options are as
follows:

e From Sun to Windows
e From Windows to Sun

= Bidirectionally

NOTE In a configuration that includes Active Directory and Windows NT,
it is not possible to save a configuration that specifies different
synchronization settings for creations or modifications between
Windows NT an Sun and between Active Directory and Sun.

Objectclasses

When you configure resources, you will specify which entries to synchronize based
on their objectclass. Object class(es) determine which attributes will be available to
synchronize for both Directory Server and Active Directory.

NOTE Objectclasses are not applicable for Windows NT.
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Identity Synchronization for Windows supports two types of objectclasses:

= Structural Objectclasses: Every entry that’s created or synchronized from the
selected Directory Server must have at least one structural objectclass. Select a
structural objectclass from the drop-down list. (Defaults to inetorgperson on
Directory Server and User on Active Directory)

= Auxiliary Objectclasses:

o Directory Server allows you to select one or more objectclasses from the
Available Auxiliary Object Classes list pane to augment the selected
structural class, which provides additional attributes for synchronization.

o Active Directory is more restrictive with the auxiliary objectclass.
Attributes on all valid auxiliary objectclasses for the selected structural
objectclass will be available for synchronization.

NOTE For detailed information about configuring objectclasses and
attributes, see Chapter 4, “Configuring Core Resources.”

Attributes and Attribute Mapping

Attributes hold descriptive information about a user entry. Every attribute has a
label, one or more values, and follows a standard syntax for the type of information
that can be stored as the attribute value(s).

NOTE You can define attributes from the Console. Instructions for defining
attributes are provided in Chapter 4.

Attribute Types

Identity Synchronization for Windows synchronizes significant and creation user
attributes, as follows:

= Significant Attributes: Synchronized between Sun and Windows directories
whenever the attributes are modified according to specified modification
synchronization settings.

= Creation Attributes: Synchronized between Sun and Windows directories
whenever a new user is created, according to specified object creation
synchronization settings.
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Mandatory creation attributes are attributes that are considered “mandatory” in
order to successfully complete a creation action in the target directory. For
example, Active Directory expects that both cn and sanaccount nane have valid
values upon creation. On the Sun side, if you are configuring i net or gper son of
a user objectclass, Identity Synchronization for Windows will expect cn and sn
as mandatory attributes for a creation.

A creation attribute default updates the target directory creation attribute with
a default value only when there is no value in the attribute propagated from the
originating directory. (Creation attribute defaults can be based on other
attribute values. See “Parameterized Attribute Default VValues” on page 66.)

NOTE Significant attributes are automatically synchronized as creation
attributes but not the other way around. Creation attributes are only
synchronized during user creations.

Parameterized Attribute Default Values

Identity Synchronization for Windows allows you to create parameterized default
values for creation attributes using other creation or significant attributes.

To create a parameterized default attribute value, you embed an existing creation
or significant attribute name — preceded and followed by percent symbols
(%attribute_name>%) — in an expression string. For example, honedi r =/ hone/ %ui d%
or cn=%i venName% %n%

When you create these attribute default values:

= You can use multiple attributes in a creation expression (cn=%gi venName%
%n9%), but the attributes in %attribute_name>%must have single values.

= If A=9%B% then Bcan have one default value only.

= You can use the backslash symbol (\) for quoting (for example,
di skUsage=0\ %.

= Do not use expressions that have cyclic substitution conditions (for example,
sn=%i d%and ui d= %n%
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Mapping Attributes

After you define the attributes to synchronize by mapping the attribute names
between the Sun and Windows systems. For example, you must map the Sun
i net or gper son attribute to the Active Directory user attribute.

NOTE You use attribute maps for both significant and creation attributes,
and you must configure attribute maps for all “mandatory creation
attributes” in each directory type.

Synchronization User Lists

You create Synchronization User Lists (SULSs) to define specific users in both the
Sun and Windows directories to be synchronized. These definitions enable
synchronization of a flat Directory Information Tree (DIT) to a hierarchical
directory tree.

The following concepts are used to define a Synchronization User List:

= Base DN (not applicable to Windows NT): Includes all users in that DN unless
another SUL is more specific or unless excluded by a filter.

= Filter: Uses attributes in the user’s entry to exclude users from synchronization
or to separate users with the same base DN into multiple SULs. This filter uses
LDAP filter syntax.

= Creation expression (not applicable to Windows NT): Constructs the DN
where new users are created, for example, cn=%n% ou=sal es, dc=exanpl e,
dc=com where %n%is replaced with the value of cn from the existing user
entry. A creation expression must end with the base DN.

An SUL includes two definitions; where each definition identifies the group of
users to be synchronized in the topology terms of the directory type.

= One definition identifies which Directory Server users to synchronize (for
example: ou=peopl e, dc=exanpl e, dc=con)

= The other definition identifies the Windows users to synchronize (for example:
cn=users, dc=exanpl e, dc=com
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When you are preparing to create SULs, ask yourself the following questions:
= Which users will be synchronized?
= Which users are excluded from synchronization?

= Where should new users be created?

NOTE See Appendix D for detailed information about creating SULSs.

Migrating to Version 1 2004Q3

68

The procedures you use to migrate from Identity Synchronization for Windows
version 1.0 (or version 1.0 SP1) are similar to the procedures you would use for a
first-time 1 2004Q3 installation, with a few exceptions.

NOTE Migration procedures are provided in Chapter 7

Before you migrate to Identity Synchronization for Windows 1 2004Q3 you should
be aware of the following:

= You must restore the Directory Server Connector state file and the Active
Directory and NT Connector object cache files manually after installing the
connectors. Be sure you have sufficient disk space (based on the size of the
/i sw hone/ persi st directories and subdirectories) on which to save a copy of
each Active Directory and NT Connector object cache.

= You must uninstall all version 1.0 and 1.0 SP1 components.

If the version 1 2004Q3 installer finds remnants of the version 1.0 system, it
may cause problems with the Identity Synchronization for Windows schema
installed into Directory Server and the actual Identity Synchronization for
Windows binaries installed on the machine.

NOTE For more information, see “What to Do if the 1.0 Uninstallation
Fails” on page 212.

= You must install the Identity Synchronization for Windows 1 2004Q3
components on the same platform and hardware architecture as they were
installed for 1.0.
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Synchronizing Passwords with Active Directory

The default password policy on Windows 2000 was changed on Windows 2003 to
enforce strict passwords by default.

Identity Synchronization for Windows services must occasionally create entries
that do not have passwords (for example, during aresync -c from Directory
Server to Active Directory). Consequently, if you have password policies enabled
on Active Directory (on Windows 2000 or 2003) or on Directory Server, user
creation errors can result.

Although you do not have to disable password policies on Active Directory or
Directory Server, you should understand the issues associated with enforcing
password policies on the different systems.

The following installation information is important if you will be synchronizing
passwords with Active Directory on Windows 2003 Server Standard or Enterprise
Edition:

= If you are installing on Windows, you can install the Active Directory
Connector on Solaris.

NOTE Active Directory Connectors will work with Active Directory on
both Windows 2000 and Windows 2003 Server.

= You use the same procedures to create directory sources, global catalogs, and
Synchronization User Lists for Windows 2003 Server that you used for Active
Directory on Windows 2000.

< On Windows 2003 Server, the default password policy enforces strict
passwords, which is not the default password policy on Windows 2000.

This rest of this section is organized as follows:

= “Enforcing Password Policies” on page 70: If you must enforce password
policies on Windows or on Directory Server, read the information provided in
this section to understand how password policies can affect synchronization
results between Active Directory and Directory Server.

= “Example Password Policies” on page 75: This section provides password
policy examples for several different scenarios.
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Enforcing Password Policies

This section explains how the password policies for Active Directory on Windows
2003 Server, Windows 2000, and Sun Java System Directory Server 5 2004Q2 can
affect synchronization results.

The information is organized as follows:
= “Overview” on page 70

= “Important Notes” on page 70

“Example Password Policies” on page 75

“Error Messages” on page 75

Overview

If you create users on Active Directory (or Directory Server) that meet the required
password policies for that system, the users may be created and synchronized
properly between the two systems. If you have password policies enabled on both
systems, the passwords must meet the policies of both systems or the synchronized
user creations will fail.

= Ifyou enable the password policy features on Active Directory, you should
enable a similarly configured or matched password policy on Directory Server.

= Ifyou cannot create a consistent password policy on both Active Directory and
Directory Server, you should enable password policies on the side that you
consider the authoritative source for passwords and user creations. However,
there are some cases in which user creations will not work as expected because
of certain password policy configurations.

Important Notes
The following sections provide important information about password policies:

< “Directory Server Password Policies” on page 71
= “Active Directory Password Policies” on page 71

= “Creating Accounts Without Passwords” on page 72
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Directory Server Password Policies

If you create users in Active Directory with passwords that violate the Directory
Server password policy, those users will be created and synchronized in Directory
Server, but the entries will be created without a password. The password will not
be set until the new user logs into Directory Server, which triggers on-demand
password synchronization. At this time the login will fail because the password
violates the Directory Server password policy.

There are several ways to recover from this situation:

= Force the user to change their password the next time they log on to Active
Directory

= Change the user password on Active Directory, and be sure the new password
meets Directory Server password policy requirements

You may want to review whether the password policy set on Active Directory and
on Directory Server are equivalent (or as similar as possible).

Active Directory Password Policies

If you create users on Active Directory that do not match the Active Directory
password policy, those users will be created on Directory Server.

= Active Directory actually creates users “temporarily” and then deletes the
entries if the password does not meet the password policy requirements.
Consequently, the Active Directory Connector sees this temporary ADDand
creates users on the Directory Server side. The users will not have a password
in Directory Server, so no one will be able to log in as the user. In addition,
these entries will not be linked to a valid entry in Active Directory. If deletions
are synchronized from Active Directory to Directory Server, then the
temporarily created users will be deleted automatically.

= Users are created without a password on Directory Server. Directory Server
does not enforce the password policy for user creations unless the entries
contain a password.

There are several ways to recover from this situation. The preferred method is to
synchronize deletions from Active Directory to Directory Server. Alternatively,
you can remove the user from Directory Server and then add them to Active
Directory with a valid password for the Active Directory password policies. This
method ensures that the users are created on Directory Server and linked properly.
Users on Directory Server will have their password invalidated when they log into
Active Directory for the first time and change their passwords.
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= If you do not delete the user from Directory Server, and then try to add the
Active Directory user again with a new password, the ADD to Directory Server
will fail because the user already exists on Directory Server. The entries will
not be linked together and you will have to run ai dsync resync command to
link the two separate accounts.

= Ifyou run theidsync resync command, you must be sure to reset the
passwords for the accounts on Active Directory that were linked to entries on
Directory Server. Resetting the passwords invalidates those passwords on
Directory Server, which then forces on-demand synchronization to update the
Directory Server password the next time the user authenticates to Directory
Server with their new Active Directory password.

Creating Accounts Without Passwords

In certain circumstances, such as resynchronization, Identity Synchronization for
Windows must create accounts without passwords.

Directory Server When Identity Synchronization for Windows creates entries in
the Directory Server, without a password, it sets the user passwor d attribute to

{ PSWEYNC} *| NVALI D* PASSWORD* . The user will not be able to log into Directory
Server until you reset the password. One exception to this is when you run resync
with the -i NEW USERS or NEW LI NKED USERS option. In this case, resync will
invalidate the new user’s password triggering on-demand password
synchronization the next time the user logs in.

Active Directory When Identity Synchronization for Windows creates entries in
the Active Directory, without a password, it sets the user’s password to a randomly
chosen, strong password that meets Active Directory password policy
requirements. In this case, a warning message is logged and the user will not be
able to log into Active Directory until you reset the password.

The following tables describe some different scenarios you might encounter as you
work with Identity Synchronization for Windows:

= Table 2-4 describes how password policies affect synchronization.
= Table 2-5 describes how password policies affect resynchronization.

Use this information as a guideline to help ensure that passwords will remain
synchronized. (These tables do not attempt to describe all possible configuration
scenarios because system configurations differ.)
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Table 2-4  How Password Policies Affect Synchronization Behavior

Synchronizing Passwords with Active Directory

Scenario Results
User Originally User Meets
. r Created In
Created In Password Policy In User Created
Directory  Active Directory Active
Server Directory Server Directory Comments
Active Directory Yes Yes Yes Yes
Yes No Yes (see No Users will be created in Directory
Comments) Server. However, if deletes are
synchronized from Active Directory to
Directory Server then this user will be
deleted immediately.
See “Active Directory Password
Policies” on page 71 for more
information.
No Yes Yes Yes See “Important Notes” on page 70 for
more information.
No No Yes (see No Users are created in Directory Server.
Comments) However, if deletes are synchronized
from Active Directory to Directory
Server then this user will be deleted
immediately.
See “Active Directory Password
Policies” on page 71 for more
information.
Directory Server Yes Yes Yes Yes
Yes No Yes No
No Yes No No
No No No No
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Table 2-5  How Password Policies Affect Resynchronization Behavior

Scenario Result
Resync Command User Meets Password Policy In
Directory Server Active Directory
resync -c -o Sun N/A Yes User will be created in Active Directory but will
not be able to log in.
See “Creating Accounts Without Passwords” on
page 72 for more information.
N/A No User will be created in Active Directory but will
not be able to log in.
See “Creating Accounts Without Passwords” on
page 72 for more information.
resync -c -i Yes N/A User will be created in Directory Server and their
NEW USERS | password will be set when the user first logs in.

NEW LI NKED_USERS

No

resync -c Yes

No

See “Creating Accounts Without Passwords” on
page 72 for more information.

N/A User will be created in Directory Server but they
cannot log in because their password violates the
Directory Server password policy.

See “Important Notes” on page 70 and “Creating
Accounts Without Passwords” on page 72 for
more information.

N/A User will be created in Directory Server but they
cannot log on until a new password value is setin
Active Directory or Directory Server.

See “Creating Accounts Without Passwords” on
page 72 for more information.

N/A User will be created in Directory Server but they
cannot log on until a new password value is setin
Active Directory or Directory Server.

See “Creating Accounts Without Passwords” on
page 72 for more information.

74 Identity Synchronization for Windows 1 2004Q3 « Installation and Configuration Guide



Synchronizing Passwords with Active Directory

Example Password Policies

This section describes different scenarios for Active Directory and Directory Server
password policy examples using the following specifications:

= For Active Directory:

o Enforce Password History: 20 days

o Max Password Age: 30 days

o Min Password Age: 0 days

o Min Password Length: 7 characters

o Passwords must meet complexity requirements: Enabled
= For Directory Server:

o User must change password after reset

o User May Change Password

o Keep 20 passwords in history

o Password expires in 30 days

o Send warning 5 days before password expires

o Check password syntax: Password min length is 7 characters

Error Messages
Check the central logger audi t . | og file on the Core system for the following error
message:

Unabl e to update password on DS due to password policy during on-demand
synchr oni zat i on:

WARNI NG 125 CNNLOO host name " DS Pl ugi n (SUBCL00): unabl e to update password
of entry ’cn=John Doe, ou=peopl e, 0=sun’, reason: possible conflict with
| ocal password policy"
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NOTE For more information about password policies for Windows 2003, see
http: // waw i crosof t . cont resour ces/ docunent at i on/ WndowsSer v/ 2003/
al | / depl oygui de/ en-us/ dsscc_aut _xbby. asp

For more information about password policies for Directory Server
52004Q2, see

http: //docs. sun. cond db/ col | / D r ect or ySer ver _04qg2

Configuring Windows for SSL Operation

If you are planning to propagate password changes from Directory Server to
Windows Active Directory servers you must configure each Active Directory
server to use SSL and you must install the high-encryption pack.

The Identity Synchronization for Windows Active Directory Connector installer
can automatically set-up SSL in the Active Directory Connector if you enable
LDAP over SSL in Active Directory by automatically obtaining a certificate from a
Microsoft Certificate Services Enterprise Root certificate authority as described in:

http://support. mcrosoft.coni def aul t. aspx?sci d=kb; en- us; q247078

However, LDAP over SSL can more easily be configured as described in this
MSDN tech note:

http://support. mcrosoft.con def aul t. aspx?sci d=kb; en- us; 321051

In this case, if you decided to require trusted certificates for SSL communication,
you must manually install the certificate in the Connector’s certificate database as
described in “Enabling SSL in the Active Directory Connector” on page 302.
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Installation and Configuration Decisions

This section gives installation and configuration summaries and details the choices
you make in deploying Identity Synchronization for Windows. Have this
information available before you begin the installation process. This section
contains:

Core Installation
Core Configuration
Connector and Directory Server Plugin Installation

Using the Command Line Utilities

Core Installation

You must provide the following information when you install Core:

Configuration Directory Host and Port: Specify the configuration directory
host and port for the Directory Server instance on which Identity
Synchronization for Windows configuration information will be stored.

You can specify an SSL port as the configuration directory port; and if you do,
you must identify the port as an SSL port during the installation process.

NOTE Identity Synchronization for Windows does not support the
configuration directory being installed as | ocal host .

Root suffix: Specify the root suffix for the configuration directory. All
configuration information is stored under this suffix.

Administrator’s name and password: Specify credentials for the configuration
Directory Server.

Configuration password: Specify a secure password to protect sensitive
configuration information.

File system directory: Specify the location in which to install Identity
Synchronization for Windows. You must install Core in the same directory as a
Directory Server Administration Server.

Unused port number: Specify an available port number for the Message
Queue instance.
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Core Configuration

You must provide the following information when you configure Core:

Sun Java System Directory schema server: Specify the Directory Server data
you want loaded from the configuration directory.

User object class (for Directory Server only): Specify the user object class that
will be used to determine user types. lIdentity Synchronization for Windows
derives a list of attributes (including password attributes) based on this object
class. This list is populated from the schema.

Synchronized Attributes: Specify user entry attributes to be synchronized
between the Directory Server and the Windows environment.

Modifications, Creations, and Deletions flow: Specify how you want
modifications, creations, and deletions to be propagated between the Sun and
Windows systems. Your options are:

o From Sun to Windows
o From Windows to Sun
o Bidirectionally

Specify whether to synchronize object activations and inactivations are
propagated between Sun and Windows systems, and specify a method for
synchronizing these objects.

Global Catalogs: Specify global catalogs (repositories for Active Directory
topological and schema information).

Active Directory schema controller: Specify the Fully Qualified Domain Name
(FQDN) of the Active Directory schema source to be retrieved from the
Windows global catalog.

Configuration Directory: Specify the Directory Server storing the Identity
Synchronization for Windows configuration.

Active Directory Source: Specify the sources used to synchronize Active Directory
domains.

Windows NT Primary Domain Controller: Specify the Windows NT domains to
be synchronized and the name of the Primary Domain Controller for each domain.

Synchronization User Lists: Use LDAP DIT and filter information to specify the
users to be synchronized on Directory Server, Active Directory, and NT.

Sun Java System Directory Servers: Specify Directory Server instances that store
users to be synchronized.
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Connector and Directory Server Plugin
Installation

You must provide the following information when you install the connectors and
the Directory Server Plugin:

Configuration Directory Host and Port: Specify the configuration directory
host and port for the Directory Server instance on which Identity
Synchronization for Windows configuration information will be stored.

Root suffix: Specify the root suffix for the configuration directory. Use the root
suffix specified during Core installation.

Administrator’s name and password: Specify credentials for the configuration
Directory Server.

Configuration password: Specify a secure password to protect sensitive
configuration information.

File system directory: Specify the location in which to install Identity
Synchronization for Windows. All components installed on the same machine
must have the same installation path.

Directory sources: Specify the directory source for which you want to install
the connector or plugin.

When you are installing Directory Server and Windows NT Connectors, you must
specify an unused port.

When you are installing the Directory Server Connector and Plugin, you must
specify the host, port, and credentials for the Directory Server that corresponds to
that Connector and Plugin.
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Using the Command Line Utilities

Identity Synchronization for Windows enables you to perform a variety of tasks
from the command line using the following utilities:

= You use thei dsync script with the following subcommands to execute the
Identity Synchronization for Windows command line utility:

o certinfo: Displays certificate information based on your configuration
and SSL settings

o changepw Changes the Identity Synchronization for Windows
configuration password

o prepds: Preparesa Sun Java System Directory Server source for use by
Identity Synchronization for Windows

o printstat: Printsthe status of installed connectors, the system manager,
and Message Queue

You can also use the pri nt stat command to display a list of the remaining
installation and configuration steps you have to perform to complete the
installation process.

o resetconn: Resets connector states in the configuration directory to
uninstalled (in cases of hardware or uninstaller failure only)

o resync: Resynchronizes and links existing users, and pre-populates
directories as part of the installation process

o startsync: Startssynchronization

o stopsync: Stops synchronization

NOTE See Appendix A for detailed information about these utilities.

= You the following utilities to migrate from ldentity Synchronization for
Windows 1.0 or 1.0 SP1 to Identity Synchronization for Windows 1 2004Q3:

o forcepwchg: Requires a password change for users who changed their
passwords during the Identity Synchronization for Windows version 1.0 to
version 1 2004Q3 migration process

o inportcnf: Imports an exported version 1.0 configuration XML document

NOTE See Chapter 7 for detailed information about these utilities.
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Installation Checklists

These checklists are intended to aid in the installation process. Print them out and

record the following information prior to installing Identity Synchronization for

Windows.

Table 2-6 Core Installation Checklist

Required Information Entry

Configuration directory host and port

Root suffix for the configuration directory
(such as dc=example,dc=com)

File system directory in which to install Identity
Synchronization for Windows

Configuration directory server administrator's name and
password

Secure configuration password to protect sensitive
configuration information

Port number for the Message Queue instance

Table 2-7  Core Configuration Checklist

Required Information Entry

Active Directory Global Catalog (when appropriate)
Directory Server schema server

Directory Server User structural and auxiliary object
class(es)

Synchronized attributes

Flow for user entry creations

Flow for user entry modifications

Flow for user entry activations and inactivations
Flow for user entry deletions

Sun Java System Directory Server directory sources

Active Directory directory sources

Chapter
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Table 2-7  Core Configuration Checklist (Continued)

Required Information Entry

Synchronization User Lists
Windows source filter creation expression

Sun Java System source filter creation expression

Table 2-8  Connector and Directory Server Plugin Installation Checklist

Required Information Entry

Configuration directory host and port
Root suffix for the configuration directory
File system directory in which to install the connector

Configuration Directory Server administrator's name and
password

A secure configuration password to protect sensitive
configuration information

Directory sources
An unused port for Directory Server and Windows NT

Host, port, and credentials for the Directory Server
corresponding to the Connector and Plugin

Table 2-9  Linking Users Checklist

Required Information Entry

Synchronization User Lists to be linked.
Attributes used to match equivalent users

XML configuration file
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Table 2-10 Resynchronization Checklist

Required Information Entry

Synchronization User List selection
Synchronization source.

Create a user entry automatically if a corresponding
user is not found at the destination directory source?

Invalidate Directory Server passwords?

Synchronize only those users that match the specified
LDAP filter and are in the selected SULs?
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Chapter 3

Installing Core

This chapter explains how to use the Identity Synchronization for Windows
installation program and how to install the Identity Synchronization for Windows
Core component.

The information is organized into the following sections:

“Before You Begin” on page 85
“Starting the Installation Program” on page 86

“Installing Core” on page 89

Before You Begin

Before starting the Identity Synchronization for Windows installation process:

Read Chapter 2, “Preparing for Installation.” This chapter contains important
information, such as installation prerequisites, checklists, and administrator
privilege requirements.

A Java Runtime Environment (JRE) is not provided with this product.
If necessary, you can download a Java Development Kit from the following
location:

http://java. sun.comor http://waw j ava. com

You must install JRE 1.4.2_04 (or later) to run the Identity Synchronization for
Windows installation program on your Solaris or Windows 2000/2003
systems.

On Windows systems only: You must close any open Service Control Panel
windows before starting Core installation, or the installation will fail.
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= If you still have Identity Synchronization for Windows version 1.0 (or 1.0 SP1)
installed on your machine, read Chapter 7, “Migrating to ldentity
Synchronization for Windows 1 2004Q3.”

NOTE The Identity Synchronization for Windows 1.0 uninstall
program will remove the SUNW ss package if it is not registered
for use by another application (other than Identity
Synchronization for Windows 1.0). In particular, this situation
may occur on Solaris machines if you installed a zip version of
Directory Server 5.2.2, where the uninstall program removes the
jss3.jar file from /usr/share/lib/ nps/secvl.

If you encounter this situation as you migrate to Identity
Synchronization for Windows 11 2004Q3, the installer will
report that a required file is missing, and log the file name to the
installation log. When this happens, you must re-install the
required patches (see “Sun Java System Software
Requirements” on page 56) and restart the installation process.

= Identity Synchronization for Windows version 1.0 installed Message Queue for
you, but version 1 2004Q3 does not. You should have already installed Message
Queue 3.5 SP1 Enterprise Edition.

On Solaris systems: Do not install Message Queue and Identity
Synchronization for Windows in the same directory.

Starting the Installation Program

This section explains how to download, unpack (or unzip), and run the Identity
Synchronization for Windows installation program on the following platforms:

= “On Solaris SPARC” on page 87
= “On Solaris x86” on page 87
e “On Windows” on page 88
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On Solaris SPARC

Use the following steps to prepare and run the Identity Synchronization for
Windows installation program on a Solaris SPARC operating system:

1.

2.

Log in as root.

Create a new directory by typing # nkdir i sw12004@B, and then change (cd) to
that directory.

If you have not already done so, download the product binaries file
(i sw 12004@8. sparc-sun-sol ari s. t ar. gz) to the installation directory.

Use the following command to unpack the product binaries file:
# gunzip -dc isw 12004@8. sparc-sun-sol aris.tar.gz | tar -xvof -

From the i sw12004@ directory, change to the i nstal | er directory and then
type./runinstal | er.sh toexecute the installation program.

NOTE To run the installation program in text-based mode, type
./runlnstaller.sh -nodispl ay

When you run the runl nst al | er. sh program, Identity
Synchronization for Windows automatically masks passwords
so they will not be echoed in the clear.

On Solaris x86

Use the following steps to prepare and run the Identity Synchronization for
Windows installation program on a Solaris x86 operating system:

1.

2.

Log in as root.

Create a new directory by typing # nkdir i swl2004@8B, and then change (cd) to
that directory.

If you have not already done so, download the product binaries file
(i sw 12004(B. x86- sun-sol ari s. tar. gz) to the installation directory.

Use the following command to unpack the product binaries file:

# gunzip -dc isw 12004(B. x86-sun-solaris.tar.gz | tar -xvof -
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5.

From the i sw12004@ directory, change to the i nstal | er directory and then
type./runinstal | er.sh toexecute the installation program.

NOTE To run the installation program in text-based mode, type
.Irunlinstal l er.sh -nodi spl ay

When you run the runl nst al | er. sh program, Identity
Synchronization for Windows automatically masks passwords
so they will not be echoed in the clear.

On Windows

Use the following steps to prepare and run the Identity Synchronization for
Windows installation program on a Windows operating system:

1.
2
3

Log in as an Administrator.
Create a new directory by typing # nkdi r i sw12004@@
Change (cd) to the i swl2004(B directory.

If you have not already done so, download the product binaries file
(i sw 12004(B- wi ndows. zi p) to the installation directory.

Unzip the i sw 12004@8- wi ndows. zi p file to an empty directory.

From the i sw12004@8 directory, cd to the i nstal | er directory and then type
set up. exe to execute the installation program.

The Identity Synchronization for Windows installation wizard is displayed.

NOTE Because you are installing Core in the Administration Server
root, the Identity Synchronization for Windows wizard will
detect most of the information required for installation (such as
directory paths and names) and will complete certain fields in
the wizard panels automatically.

If any of the information is missing or incorrect, you can enter
the required information manually.

Continue to the next section for Core installation instructions.
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Installing Core

This section explains the process for installing the Identity Synchronization for
Windows Core on both Solaris and Windows operating systems.

Before you install Core, you should be aware of the following requirements:

On Solaris systems: You must have root privileges to install and run Solaris
services.

NOTE You must install the program as root, but after installation you
can configure the software to run Solaris services as a non-root
user. (See Appendix C, “Running Services as Non-Root on Solaris.”)

On Windows 2000/2003 systems: You must have Administrator privileges to
install Identity Synchronization for Windows.

You must install Core into a directory that has an existing server root managed
by an Administration Server (version 52004Q2 or higher) or the installation
program will fail. (You can install Administration Server using the Directory
Server 5 2004Q2 installation program.)

Use the installation wizard to install the Identity Synchronization for Windows
Core components, as follows:

1.

When the Welcome screen is displayed, read the information provided and
then click Next to proceed to the Software License Agreement panel.

Read the license agreement, then select
o Yes (Accept License) to accept the license terms and go to the next panel.
o No to stop the setup process and exit the installation program.

The Configuration Location panel is displayed (Figure 3-1) so you can specify
the configuration directory location.
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Figure 3-1 Specifying the Configuration Directory Location

Core Install: Configuration Location

Specify information about the configuration directony and root context where the
Sun Java(Thly Systemn [dentity Synchronization for Windows will be stored oris
already stored.

Configuration Directory Host |machine1 [EXample.com |

Configuration Difectory Fort. (289 | [T secure Port

Configuration Root Suffix: |dc=example,dc=cum v| | Refresh |

Provide the following information:

o Configuration Directory Host: Enter the fully qualified domain name
(FQDN) of a Sun Java System Directory Server instance (affiliated with the
local Administration Server) where Identity Synchronization for Windows
configuration information will be stored.

You can specify an instance on the local machine or an instance that is
running on a different machine.

NOTE To avoid warnings about invalid credentials or host names,
be sure to specify a host name that is DNS-resolvable to the
machine on which the installation program is running.

o Configuration Directory Port: Specify the port where the configuration
directory is installed. (Default port is 389.)

To enable secure communication, enable the Secure Port option and
specify an SSL port. (Default SSL port is 636).

Once the program determines that the configuration directory is
SSL-enabled, all Identity Synchronization for Windows components will
use SSL to communicate with the configuration directory.
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NOTE Identity Synchronization for Windows encrypts sensitive
configuration information before sending it to the
configuration Directory Server.

However, if you want additional transport encryption
between the Console and configuration directory, be sure to
enable SSL for both Administration Server and the
configuration Directory Server. Then, configure a secure
connection between the Administration Server to which you
will be authenticating the Directory Server Console. (For
information, see the Sun Java System Administration Server
52004Q2 Administration Guide).

o Configuration Root Suffix: Select a root suffix from the menu in which to
store the Identity Synchronization for Windows configuration.

NOTE If the program could not detect a root suffix, and you have
to enter the information manually (or if you change the
default value), you must click Refresh to regenerate a list of
root suffixes. (You must specify a root suffix that exists on
the configuration Directory Server.)

4. Click Next to open the Configuration Directory Credentials panel.

Figure 3-2 Specifying Administrator’s Credentials

Core Install: Configuration Directory Credentials

You must specify administrative credentials to access the configuration Directony
Sernver.

Adrministrator User |D; |admin |

Adrrinistrator Password: |""*| |
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5. Enter the configuration directory Administrator’s user ID and password.

o Ifyou specify adm n as the user ID, you will not be required to specify the
User ID asa DN.

o Ifyou use any other user ID, then you must specify the ID as a full DN.
For example, cn=Directory Manager.

NOTE If you are not using SSL to communicate with the configuration
directory (see Step 3, page 90), these credentials will be sent
without encryption.

6. When you are finished, click Next to open the Configuration Password panel.

Figure 3-3 Specifying a Configuration Password

Core Install: Configuration Password

Flease provide a password thatwill be used to encrypt sensitive parts of the
configuration. Rermember this password because it must be supplied when you
use the console, use the cormmand line wlilities, or install other components.

Configuration Password: || |

Confirrn Pagsword: | |

7. You must enter and confirm a password that will be used to encrypt sensitive
configuration information, such as credentials. When you are done, click Next.
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NOTE Be sure you remember this password as it will be required any
time you want to

= Access the Identity Synchronization for Windows Console
= Create or edit a configuration

= Install components

= Run any of the command line utilities

For information about changing the configuration password see
“Using changepw” on page 318.

The Select Java Home panel is displayed (see Figure 3-4). The program
automatically inserts the location of the Java Virtual Machine directory to be
used by the installed components.

Figure 3-4 Specifying the Java Home Directory

Core Install: Select Java Home.

Specify the location of the Java Yirtual Machine to be used by installed components.

Java Home Directory: fusnjava | Browse...

8. Verify the Java Home Directory (must be a JDK/JRE 1.4.2_04 or later):

o Ifthe location is satisfactory, click Next to proceed to the Select Installation
Directories panel (Figure 3-5 on page 94).

o Ifthe location is not correct, click Browse to search for and select a
directory where Java is installed, for example:

*+ OnSolaris:/var/java

«  OnWindows: C \Program Fil es\j 2sdk1. 4. 2_04
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Figure 3-5 Specifying the Installation Directories

Core Install: Select Installation Directories.

Specify the directories where you want the product installed.

Senver Root Directony: |Nar1mparsenterrc-c-t | Browse...
Installation Directory:  liopt | | Browse..
Instance Directory:  [variopt | | Browse..

9. Enter the following information in the text fields provided or click Browse to
search for and select available directories:

o Server Root Directory: Specify the path and directory name of the
Directory Server installation server root. The Console will be installed in

this location.

NOTE There is only one server root directory available on
Windows operating systems, and all products will be
installed in that location.

o Installation Directory (available only when you are installing Core on Solaris):
Specify the path and directory name of the installation directory. Core
binaries, libraries, and executables will be installed in this directory.

o Instance Directory (available only when you are installing Core on Solaris):
Specify the path and directory name of the instance directory.
Configuration information that changes (such as log files) will be stored in
this directory.
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10. Click Next to proceed to the Message Queue Configuration panel.

NOTE

You should have installed Message Queue 3.5 SP1 Enterprise

Edition before starting the Identity Synchronization for

Windows installation.

On Solaris systems: Do not install Message Queue and Identity
Synchronization for Windows in the same directory.

On Windows systems: You must close any open Service
Control Panel windows before continuing, or the Core

installation will fail.

Figure 3-6

Configuring Message Queue

Core Install: Message Queue Configuration

This product requiresthe use of a pre-existing Message Queue. Specify the
installation location, aswell asthe fully gqualified host narme and port of the new
Brokerinstance.

Installation Directony: |Iu5r

Configuration Directory: |NarIimq

==
| [ rowse-. |

Fully Qualified Local Host Narne: |machine1 Exarnple.com

Broker Port Mumber: |T6T6

11. Enter the following information in the text fields provided or click Browse to
search for and select available directories:

0

Installation Directory: Specify the path of the Message Queue installation

directory.

Configuration Directory: Specify the path and directory name of the

Message Queue instance directory.

Fully Qualified Local Host Name: Specify the fully qualified domain
name (FQDN) of the local host machine. (There can only be one Message

Queue broker instance running per host.)

Broker Port Number: Specify an unused port number for the Message

Queue broker to use. (Default port is 7676.)
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12. Click Next and the Ready to Install panel is displayed.

This panel provides information about the install, such as the directory where
Core will be installed and how much space is required to install Core.

o If the displayed information is satisfactory, click Install Now to install the
Core component (where the installation program installs the binaries, files,
and packages).

o Ifthe information is not correct, click Back to make changes.

An “Installing” message is displayed briefly, and then the Component
Configuration panel is displayed while the installation program adds
configuration data to the specified configuration Directory Server. This
operation includes:

o Creating a Message Queue broker instance
o Uploading the schema to the configuration directory

o Uploading deployment-specific configuration information to the
configuration directory

This operation will take several minutes and may pause periodically, so do not
be concerned unless the process exceeds ten minutes. (Watch the progress bar
to monitor the installation program'’s status.)

13. When the component configuration operation is complete, the Installation
Summary panel is displayed to confirm that Identity Synchronization for
Windows installed successfully.

You can click the Details button to see a list of the files that have been installed,
and where they are located.

14. Click Next and the program will determine the remaining steps you must
perform to successfully install and configure Identity Synchronization for
Windows.
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A “Loading...” message, and then a Remaining Installation Steps panel each
display briefly, and then the following panel (Figure 3-7) is displayed. This
panel contains a “To Do” list of the remaining installation and configuration
steps. (You also can access this panel from the Console’s Status tab.)

Figure 3-7 Identity Synchronization for Windows To Do List

Thisis a list of rernaining installation and configuration steps:

¥ 1 :Ingtall the |dentity Synchronization core components.

2: Create an initial configuration using the product's console or by
migrating frorm a previous installation wsing ‘idsyne imporcnf

3: Prepare every Sun Directony Server included in this configuration by
using the console orthe ‘idsync prepds’ command.

4: Install connectors for every configured directory source.

h: Afterinstalling each Sun Directory Server connectar, run the installer
again on every master and on every read-only replica to install the Sun
Directory Server plugin.

6: Run idsyne resync'to establish links between existing Directory Server
and ¥Windows users.

F: Start synchronization using the console or the idsyne startsync'
cormand.

The “To Do” panel will re-display throughout the installation and
configuration process. The program greys-out all completed steps in the list.

Up to this point, the To Do list will contain a generic list of steps. After you
save a configuration, the program provides a list of steps that are customized
for your deployment (for example, which connectors you must install).

15. After reading the list of steps, click Next and the Start Console Option panel is
displayed to indicate you have finished the Core installation.

Figure 3-8 Starting the Console

Core Install: Start Console Option

Core installation is now complete. You must now create a configuration using
the Sun Java(Th) System Console or the ideync importcnt command line utility.

v Startthe Sun Java(Th) Systermn Console.
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16. Next, you must configure the Core component, which you can do from the Sun
Java System Console (the Start the Sun Java System Console option is enabled by
default).

If you are migrating from ldentity Synchronization for Windows version 1.0 or
SP1 to Identity Synchronization for Windows 1 2004Q3, you can import an
exported version 1.0 or SP1 configuration XML document using the i dsync

i npor t cnf command line utility. For instructions, see Chapter 7, “Migrating to
Identity Synchronization for Windows 1 2004Q3.)

17. Click Finished.
18. If you elected to use the Console, the Sun Java System Console Login dialog
box is displayed (see Figure 3-9).

Figure 3-9 Logging into the Console

Uszer [D: |

Password: |

Adrniniztration URL: |h't'tp:n'mau:hine1.example.com:25351 -

| Eancel | ﬂelp |

You must enter the following information to log into the Console:

o User ID: Enter the Administrator’s user ID you specified when you
installed the Administration Server on your machine.

o Password: Enter the Administrator’s password specified during
Administration Server installation.

o Administration URL: Enter the Administration Server’s current URL
location using the following format:

http://<hostname.your_domain.domain:port_number>
Where:

» hostname.your_domain.domain is the computer host name you selected
when you installed Administration Server.

»  port_number is the port you specified for Administration Server.
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19. After providing your credentials, click OK to close the dialog box.

20. You will then be prompted for the configuration password. Enter the password
and click OK.

When the Sun Java System Server Console window is displayed, you can start
configuring Core. Continue to Chapter 4, “Configuring Core Resources” for
instructions.
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Configuring Core Resources

You must initially configure the Core resources immediately after installing the
Identity Synchronization for Windows Core (as described in Chapter 3).

This chapter explains how to add and configure these resources using the Console,
and is organized into the following sections:

= “Configuration Overview” on page 102

= “Opening the Identity Synchronization for Windows Console” on page 103
= “Creating Directory Sources” on page 107

= “Selecting and Mapping User Attributes” on page 130

= “Propagating User Attributes Between Systems” on page 136

= “Creating Synchronization User Lists” on page 153

= “Saving a Configuration” on page 159

NOTE To effectively configure Core resources you must know how to
configure and operate Directory Server and Active Directory.

You are not required to configure these resources in a particular
order (unless specifically noted in the text); however, using the
configuration order presented in this chapter until you become more
familiar with the product can save time and prevent errors.
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Configuration Overview

Figure 4-1 illustrates the steps you will use to configure the Core resources for your
deployment.

Figure 4-1 Configuring Core Resources for Your Deployment

Open Identity Synchronization Console

Create Sun Directory Source:

+ Selact Root Suffix

+  Specify Preferred Server

+ Specify Secondary Server {optional)
+ Specify Advanced Security Options

Prepare Directory Server

Create Active Directory (Windows NT)
Directory Source:

+ Select Domain

Specify Credentials

Specify Domain Controller

Specify Failover Controllers (optional )
Specify Advanced Security Options

Select and Map User Altributes

Specify How Object Creations, Modifications,
and Deletions Flow between Systems

Create Synchronization User Lists (SULs)

l

Save Configuration

*
*
*
-
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Opening the Identity Synchronization for
Windows Console

NOTE If you have not logged into the Sun Java System Server Console yet,
return to page 98 for instructions.

The Sun Java System Server Console window (Figure 4-2) lists all of the servers and
resources under your control and provides information about your system.

Figure 4-2 Sun Java System Server Console

Defautt Wi
| B v| il example.com

_FEI example.com
':RE'! machine exarmple corm Dromain name: example.com

Description:  Standard branch for configuration information
User directory host and port: machine] example corm: 353
Secure connection:
User directory subtree: dc=example dc=com
Bind Crhl:

Bind password:

Edit... Help |

To open the Identity Synchronization for Windows Console:

1. Onthe Servers and Applications tab, select the hostname node in the
navigation tree that contains the Server Group to which the Identity
Synchronization for Windows instance belongs.

2. Expand the Server Group node and select the Identity Synchronization for
Windows node (see Figure 4-3).

Chapter 4  Configuring Core Resources 103



Opening the Identity Synchronization for Windows Console
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Figure 4-3

Expanding the Server Group

example . corm

&

Y

Q@ Q]’ machine] exarnple.com
@ [ Server Group

& Directory Server tmacl

The information panel changes to provide information about Identity
Synchronization for Windows and your system (for example, see Figure 4-4).

Figure 4-4

Identity Synchronization for Windows Information Panel

4 ldentity Synchronization for Windows (isw-mac... Cpen

SEerver name:

Description:

In=tallation date:
Server root
Product name:
“endor:
Ersion:

Build nurn ber:
Revision:

Security level:

-

ldertity Synchronization for Yindows {swemachine )

Sun JavalT ) Systemn |dentity Synchronization for Windows Configuration
Console

July 26, 2004 5:49:25 AW DT

Mvarimpsfserverroot

Sun JavalTh) System Identity Synchronization for Windows
Sun Microsystems, Inc.

1 200423

2004 206.0219

1

domestic

[« [E

[ »]

Edit... | Help |

3. Click the Open button (located in the upper-right corner of the panel).

NOTE

The Edit button (located at the bottom of the panel) enables you
to edit the Server name and Description.

Identity Synchronization for Windows 1
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Opening the Identity Synchronization for Windows Console

You will be prompted to enter the configuration password that you specified
during Core installation (see page 92). Enter the password and click OK.

The Identity Synchronization for Windows Console is displayed, as follows:

Figure 4-5 Identity Synchronization for Windows Console: Tasks Tab

Sun Java™ System identity Synchronization for Windows ' %

Tasks

Start Synchronization Service

Stop Synchronization Service

)
P

This window contains three tabs and a Status Bar:

o Tasks (Default): Use this tab to stop and start synchronization between
your Sun and Windows systems. (Information about starting and stopping
services is provided in Chapter 6, “Synchronizing Existing Users.”)

NOTE Do not confuse starting and stopping Synchronization
Services with starting and stopping Windows services.

To start or stop Windows services, you must do so from the
Windows Console by selecting Start > Console >
Administrative Tools > Computer Management > Services.

o Configuration: Use this tab to configure your systems for synchronization.
o Status: Use this tab to do the following:
»  Monitor the status of system components (such as Connectors).

»  View the audit and error logs generated by Identity Synchronization
for Windows during configuration and synchronization.

« Update and check the installation and configuration To Do list.

» Status Bar: Check this location for a brief system status.

NOTE For more information about the Status tab, see Chapter 10.
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5. Select the Configuration tab (see Figure 4-6).

Figure 4-6 Identity Synchronization for Windows Console: Configuration Tab

Sonfiguration

@S& Identity Synchronization for Yin
(g Directory Sources
EE; Synchronization Lists

[ Log

% ldentity Synchronization for Windows

Use the following takle to defne sttributes thet vou want the system to synchronize.

Synchronized Atributes:
@@9 Directory Server |A Active Directory |E ‘Windows MT Sam EBW- . |
Liserpassnord |<n0ne> |<n0ne>

Edit...

Delete |

§ave R_eset ﬂelp

The Configuration panel consists of the following tabs:

0

Attributes: Use this tab to specify the attributes you want to synchronize
between systems.

Attribute Modification: Use this tab to specify how passwords, attribute
modifications, and object disablements are propagated between systems.

Object Creation: Use this tab to specify how newly created passwords and
attributes are propagated between systems, and to specify initial values for
the objects created by Identity Synchronization for Windows during
synchronization.

Object Deletion: Use this tab to specify how deleted passwords and
attributes are propagated between systems.

You must configure at least one Sun Java System Directory Server directory source,
and at least one Windows server directory source (either Active Directory or
Windows NT). Proceed to the next section for instructions.
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Creating Directory Sources

You must create directory sources in the following order (based on which sources
you will be synchronizing):

1. “Creating a Sun Java System Directory Source” on page 108
2. “Preparing the Directory Server” on page 115
3. *“Creating an Active Directory Source” on page 119

4. *“Creating a Windows NT SAM Directory Source” on page 127

NOTE At minimum, you must configure at least one Sun Java System
Directory source and at least one Windows directory source (Active
Directory and/or NT SAM).

Select the Directory Sources node in the navigation tree and the Directory Sources
panel is displayed (see Figure 4-7).

Figure 4-7 Accessing the Directory Sources Panel

Si Identity Synchronization for Window,

s = = Directory Sources
Ry Synchronization Lists
[ Log

@?@ Mewy Sun girectory Source... |

A Newﬂcﬁve Directory Source... |

=

I Mewvsindows NT Sah Directory Source. .. |
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Creating a Sun Java System Directory Source

NOTE Each Sun Java System directory source is associated with a
Connector and set of Plugins that can be deployed in a replication
scenario of up to four masters. Any Directory Server Plugin can
handle password validity checks from Windows directory sources
and users can change passwords at any master; however, the
Directory Server Connector is capable of synchronizing changes
from Windows directory sources for up to two masters — preferred
or secondary — only. Directory Server replication will replicate
changes made from either of these two masters to other servers in
the topology.

Use the following steps to create a new Sun Java System directory source:

1. Click the New Sun Directory Source button to invoke the Define Sun Java
System Directory Source wizard.

Figure 4-8 Selecting a Root Suffix

Steps Select a Root Suffix.

1. Select & Roct Suffix. Select a root suffix in which to store synchronized user data.

2. Specify a Preferred Roat Suffixes: Configuration Directories
Server.

de=example, dc=com
3. Specify a
Secondary Server.

4. Specify Advanced
Security Options.

The preceeding list was generated by gueryving the known set of configuration
directories. To manage this list, =elect Configuration Directaries.
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System directory sources.

Creating Directory Sources

The program queries a known set of configuration directory sources and
displays existing root suffix (also referred to as naming contexts) in the list pane.

By default, the program knows about the configuration directory where you
installed the product, and the root suffixes known by the configuration
directory will be listed in the list pane.

Select the root suffix where your users are located from the list pane. (If several
root suffixes are listed, select the one where your users are located.) Click Next
and proceed to Step 3.

If the root suffix you want to synchronize with is not affiliated with a
configuration directory registered with Identity Synchronization for Windows,
then you must specify a new configuration directory, as follows:

a. Click the Configuration Directories button to specify a new configuration
directory.

b. When the Configuration Directories dialog box is displayed (Figure 4-9),
click the New button to open the New Configuration Directories
dialog box.

Figure 4-9 Selecting a New Configuration Directory

% New Configuration Directory

machinel example.com: 389

4 Specify a configuration directory, which i a specialized instance ofthe
k Sun Java System Directory Server used to hold configuration
inforration. For example, the configuration directory associstes LD AP
root suffixes with the Sun Java System Directory Servers that manage
them.

Host: |

Enter a fully qualified name; for example, host.example.com.

Port: |339 X
OK | Help — [] This port uses SSL

Us=er Mame and Password

U=ser DN: |

Password: |

9 8 | 9 ancel ﬂelp
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c. Enter the following information, and then click OK to save your changes
and close the dialog box.

»  Host: Enter the fully qualified host name.
For example: machi nel. exanpl e. com
« Port: Enter a valid, unused LDAP port number. (Default is 389.)

Enable the This port uses SSL box if Identity Synchronization for
Windows is using an SSL (Secure Socket Layer) port to communicate
with the configuration directory.

» User DN: Enter your Administrator’s (bind) distinguished name.
For example:

ui d=adm n, ou=Adni ni strat or s, ou=Topol ogyManagenent , 0=Net scape
Root

« Password: Enter your Administrator’s password.

The wizard will query the specified configuration directory to determine
all of the directory servers managed by that directory.

NOTE Identity Synchronization for Windows only supports one
root suffix per Sun Java System Directory Server source.

NOTE Editing and Removing Configuration Directories

You can also use the Configuration Directories dialog box to
manage your list of configuration directories, as follows:

= Select a configuration directory from the list pane, and
then click the Edit button. When the Edit Configuration
Directories dialog is displayed, you can change the
Host, Port, Secure Port, User Name, and Password
parameters.

= Select a configuration directory from the list pane, and
then click Remove to delete the directory from the list.
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Click OK to close the Configuration Directories dialog box and the newly
selected configuration directory’s root suffixes are displayed in the
list pane.

By default, Directory Server creates a root suffix whose prefix corresponds
to the components of the machine’s DNS domain entry. It uses the
following suffix:

dc=<your_machine’s DNS_domain_name>

That is, if your machine domain is example.com, then you should configure
the suffix dc=exanpl e, dc=com for your server. The entry named by the
chosen suffix must already exist in the directory.

Select the root suffix, and click Next.

The Specify a Preferred Server panel is displayed (see Figure 4-10).

Figure 4-10  Specifying a Preferred Server

Steps Specify & Preferred Server.

1.

2.

Select & Root Suffx. Specify a preferred master Sun Java System Directory Server for this root

. suffix.
Specify a Preferred

Server.
11} @ Choose a known server.

Specify a

Secondary Server. ‘ machinel example com:E36 -
Specify Advanced [wl U§e S5L for secure communication

Security Cptions.

T @ Specify & Server by providing a hostname and port.

[C] This port uses SSL

Identity Synchronization for Windows uses the preferred Directory Server
to detect changes made at any Directory Server master. The preferred
server also acts as the primary location where changes made on Windows
systems are applied to the Sun Java System directory system.

If the preferred server fails, the secondary server can store these changes
until the preferred server comes back online.

Chapter 4  Configuring Core Resources 111



Creating Directory Sources

3. Use one of the following methods to select a preferred server:

o Enable the Choose a known server button, and then select a server name
from the drop-down list.

NOTE A Directory Server must be running to appear in the list.
If the server is down temporarily, enable the Specify a
server by providing a hostname and port button, and then
enter the server information manually.

Enable the Use SSL for secure communication box if you want the
Directory Server to communicate using SSL. However, if you enable this
feature there are some additional setup steps you must perform after
installation. For more information, see “Enabling SSL in Directory Server”
on page 299.

o Enable the Specify a server by providing a fully qualified hostname and
port button, and then type the server’s Host name and Port into the text
fields provided.

Enable the This port uses SSL box if the port you specified uses SSL.
4. Click Next and the Specify a Secondary Server panel is displayed.

Figure 4-11  Specifying a Secondary Server

Steps Specity & Secondary Server.

1. Selact & Root Suffix. Specify the secondary master Sun Java System Directory Server for this root

. suffix.
2. Specify a Preferred

Server.
i) &5 Choose a known server.

3. Specify a
Secondary Server, =none= -
4. Specify Advanced = Use S5L for secure communication

Security Options.
) @ Specify & Server by providing & hostnarme and port.

|
——
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o To specify a secondary Directory Server, select a name from the
drop-down list or enter the information manually (use the same
procedures you used to specify the preferred server), and then click Next.

NOTE The Directory Server must be running or the server name
will not appear in the drop-down list. If the server is down
temporarily, enter the server information manually.

o Ifyou do not want to use a secondary server, just click Next.

NOTE =« Do not use the same host name and port for both the
preferred and the secondary servers in a Sun directory
source.

= If you enable the Secure Port feature, there are
additional setup steps you must perform after
installation. For more information, see “Enabling SSL in
Directory Server” on page 299.

The Specify Advanced Security Options panel is displayed, as follows:

Figure 4-12  Specifying Advanced Security Options

Steps Specify Advanced Security Cptions.

1. Select a Root Suffic.

[w] Recuire trusted SSL cerificates
2. Specify a Preferred

Server. This aption only applies ta S50 communication between the directory
server connector and the directory server.
3. Specify a
Secondary Server.

Us=e S5L for plugin to Active Directory communication
4. Specify Advanced = e v

Security Options. WARMIMG: Before enabling this setting, be sure you read and

understand the security information provided in the product
documentstion. &lso, you can use the idsync certinfo' command line
utility to get specific information about the certificates reguired to
configure S5L for your systerm .
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As part of the installation process, you must install the Directory Server Plugin
on each Directory Server (any master, replica, or hub) where users will bind or
where passwords will be changed.

When the Directory Server Plugin synchronizes passwords and attributes to
Active Directory, it must bind to Active Directory to search for users and their
passwords. In addition, the Plugin writes log messages to the central log and
into the Directory Server’s log. By default these communications are not
accomplished over SSL.

5. If you want to use secure SSL communication, read the warning notes provided,
and then enable one or both of the following options:

o Toencrypt channel communication only or to encrypt channel
communication and use certificates to ensure participants’ identity
verification between Directory Server and the Directory Server Connector,
enable the Require Certificates for SSL box.

Clear the checkbox if you do not want to trust certificates.

o To use secure SSL communication between the Directory Server Plugin
and Active Directory, enable the Use SSL for Plugin to Active Directory
communication box.

NOTE = If you enable these features, then additional setup is
required after installation. See Chapter 11, “Configuring
Security” for more information.

= You can use the use the i dsync certi nf o command line
utility to determine which certificates you must add for
each Directory Server Plugin and/or Connector
certificate database. See “Using certinfo” on page 317

= If your primary and secondary Directory Servers are
part of a multimaster replication (MMR) deployment,
refer to Appendix E, “Installation Notes for Replicated
Environments” for more instructions.
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When you are finished with the Specify Advanced Security Options panel,
click Finish.

The program adds the selected directory sources (s) to the navigation tree
under Directory Sources and the Prepare Directory Server Now? dialog is
displayed.

You must prepare the Directory Server to be used by Identity Synchronization
for Windows. You can choose to perform this task now, or you can do it later
— but you must prepare the Directory Server before you install the
Connectors. (Instructions for installing Connectors are provided in Chapter 5).

o If you want to prepare the Directory Server now, click Yes to open the
wizard, and then proceed to the next section, “Preparing the Directory
Server” on page 115.

o Ifyou prefer to perform this process later, click No and proceed to
“Creating an Active Directory Source” on page 119.

Preparing the Directory Server

This section explains how to prepare the Sun Java System Directory Server source
for use by Identity Synchronization for Windows.

Preparing the Directory Server

Creates the Retro-Changelog database and access control instance available on
the preferred host

Creates the Connector user and user access control instance available on the
preferred host

Creates an equality index on the preferred and secondary hosts

NOTE = As an alternative to using the Console, you can use the i dsync

pr epds command line utility to prepare the Directory Server.
For more information, see “Using prepds” on page 321.

= To prepare the Directory Server using the i dsync prepds
command line utility, you must know which hosts and suffixes
you will be using and you must have Directory Manager’s
credentials.
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You can use the Prepare Directory Server wizard (Figure 4-13) to prepare the
Directory Server.

Figure 4-13  Entering Your Directory Manager Credentials

Steps Specify Directary Manager Credertials.

1. Specify Directory
M anager
Credentials.

To prepare the Sun Java System Directory Server
for use by Sun Java System |dentity Synchronization for Windows,
wou rnust provide Directory Manager credentials.

2. Specify Preparation

i Preferred Host © machine! .exarmple.com: 359
Configuration.

Directary Manager User Mame : |Cn=Diredgry Manager
3. Preparation Status.

Directary Manager Password |

E

To access this wizard, use one of the following methods:

= When the Prepare Directory Server Now? dialog box is displayed, click the Yes
button.

= When the Sun Directory Sources panel is displayed (on the Configuration tab),
click the Prepare Directory Server button.

To prepare your Directory Server source:

1. Enter the following credentials for the Directory Manager account.
o Directory Manager User Name
o Directory Manager Password

If you are using a secondary host (MMR configurations), then the Secondary
Host options will be active and you must specify credentials for these
hosts too.

2. When you are done, click Next and the Specify Preparation Configuration
panel is displayed (Figure 4-14).
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Figure 4-14  Specifying the Preparation Configuration

Steps Specify Preparation Configuration.

Specify Directory wWiarning. This operation puts the database irto read-only mode while cresting

an index in Directory Server. The database is read-only for just & fev seconds
unless it contains many entries. |f necessary, you can creste the index [ster
by running this wizard again or using the 'idsync prepds' command line wtility .

Ianager
Credertials.

Specify Preparation
Configuration.

Preparation Status. [w] Create indexes for database do=example do=com

Read the warning, and then decide whether to create the Directory Server
indexes now or later.

NOTE = This operation can take a few seconds or a few minutes,

depending on the size of your database.

= While your database is in read-only mode, any attempts to
update information in the database will fail.

= Taking your database off-line enables you to create the
indexes much faster.

To create the indexes now, enable the Create indexes for database box, and
then click Next.

To create the indexes later (either manually or by running this wizard
again) clear the Create indexes for database box, and then click Next.

The Preparation Status panel is displayed to provide information about the
Directory Server preparation progress.

0

When a SUCCESS message is displayed at the bottom of the message pane,
click Finish.

If error messages display, you must correct the problem(s) reported before
you can continue. Check the error logs (see the Status tab) for more
information.

Return to the Configuration tab in the Console. Select the Sun Directory source
node in the navigation tree to view the Sun Directory Source panel (see
Figure 4-15).
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Figure 4-15  Sun Directory Source Panel

@ (g Directory Sources
at do=example,do=com
@ Synchronization Lists

[ Log

S} Identity Synchronization for Windoy

o5 3un Directory Source: dc=example,dc=com

Edit Servers... | Frepare Directory Server... |
o Preferred master: |machine1 example.com: 389
5 Secondary master: | “nanes
Resync interval: | 1000 {miliseconds)

From this panel, you can perform the following tasks:

o Edit servers: Click this button to reopen the Define Sun Java System
Directory Source panel where you can change any of the server
configuration parameters. If necessary, review the instructions provided for
“Creating a Sun Java System Directory Source.”

o Prepare Directory Server: Click this button and follow the instructions for
“Preparing the Directory Server” on page 115 to prepare a Directory Server.

If anything changes on the Directory Server after you initially prepare the
server (for example, if an index is deleted or you lose the Retro-Changelog
database), you can re-prepare the server.

NOTE

If you re-create the Retro-Changelog database for the
preferred Sun directory source, the default access control
settings will not allow the Directory Server Connector to
read the database contents.

To restore the access control settings for new the
Retro-Changelog database, run i dsync prepds or click the
Prepare Directory Server button after selecting the
appropriate Sun directory source in the Console.

o Resyncinterval: Specify how often you want the Directory Server Connector
to check for changes. (Default is 1000 milliseconds.)

5. Add a Directory Server directory source for each user population in your Sun
Java System Directory Server enterprise that you want to synchronize.
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When you are finished, you must create at least one Windows directory source:

= Tocreate an Active Directory directory source, continue to the next section,
“Creating an Active Directory Source” on page 119.

= To create a Windows NT directory source, continue to “Creating a Windows
NT SAM Directory Source” on page 127.

Creating an Active Directory Source

You should add an Active Directory directory source for each Windows domain in
your network that you want to synchronize.

Each Active Directory deployment has at least one global catalog that knows about
all the global information across all Active Directory domains.

NOTE It is possible for each Active Directory server to be a global catalog
and a deployment can have multiple global catalogs, but you only
need to specify one global catalog.

Perform these steps if there are Windows Active Directory servers in your network:

1. Select the Directory Sources node in the navigation tree, and then click the
New Active Directory Source button on the Directory Sources panel.

The Windows Global Catalog dialog box is displayed (Figure 4-16).

Figure 4-16  Windows Global Catalog
Windows Global Catalog

The system requires a global catalog from which to discover
schema and topology information about the Windows domain.
Specify the host and access credentials for the global catalog in
your Windows domain.

Host: | machine2 example.com

Enter a fully qualified name; for example, host.example.com.
[C] This port uses S5L

Directary Source Gredentials

Us=er DM: |cn=Adm inistrator cn=Users de=example do=com

Password: |**x****
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Enter the following information and then click OK:

0

Host: Enter the fully qualified host name of the machine that holds the
global catalog for the Active Directory forest.

For example: machi ne2. exanpl e. com

This port uses SSL: Enable this option if Identity Synchronization for
Windows is using an SSL port to communicate with the global catalog.

User DN: Enter your fully qualified Administrator’s (bind) distinguished
name. (Any credentials that enable you to browse the schemas and
determine which Active Directory domains are available on your system
will suffice.)

For example: cn=Adni ni strat or, cn=User s, dc=exanpl e, dc=com

Password: Enter a password for the specified user.

The Define Active Directory Source wizard is displayed, as follows:

Figure 4-17  Define an Active Directory Source Wizard

Define an ve Dire ource. [x]

Steps Select & Domain,

i, e T, Select & domain from the following list.

2. Specify Credentials. gomains: Global Catalogs

3. Specify & Domain exam ple.com
Controller.

4. Specify Failover
Controllers.

5. Specify Advanced
Security Options.

The following list was generated by querying the known set of global catalogs.
To manage this list, select Global Catalogs.

€ | Next 3 | Gancel Help
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This wizard queries the Active Directory global catalog to determine what
other domains exist, and displays those domains in the Domains list pane.

Select a name from the list pane to specify an Active Directory domain, click
OK, and proceed to Step 5 on page 122.

If the domain you want to use is not displayed in the list, you must add the
global catalog that knows about that domain using the following steps:

a. Click the Global Catalogs button and the Global Catalogs wizard is
displayed (Figure 4-18).

Figure 4-18 Specifying a New Global Catalog

This list contains all of the global catalogs used to gather YWindows domain information when
creating Windows Directory Sources.

machine? exarnple.com: 3268 E‘Ew...

b. Click the New button.

c. When the Windows Global Catalog dialog box is displayed, provide the
global catalog’s Host name and your Directory Source credentials (as
described on page 120), and then click OK

d. The new global catalog and port, are displayed in the Global Catalogs list
panel. Select the catalog name, and then click OK.

e. Repeat these steps if you want to add more global catalogs (domains) to
the system.

f.  When you are done, click the Next button in the Select a Domain pane.
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5.  When the Specify Credentials panel is displayed, review the value in the User
DN field.

Figure 4-19  Specifying Credentials for This Active Directory Source

Steps Specify Credertials.

1. Select a Domain. Specify credentials for accessing user entries in all servers in this directory

SOLMCE.
2. Specify Credertials.

User DN: | cn=Administratar, cn=Users de=example,dc=com
3. Specify a Domain
Controller. Password: |nﬂﬂt

4. Specify Failover
Controllers.

5. Specify Advanced
Security Options,

If the program did not automatically enter the Administrator’s distinguished
name in the User DN field (or you do not want to use the Administrator’s
credentials) enter a User DN and password manually.

When configuring an Active Directory source, you must provide a user name
and password that the Active Directory Connector can use to connect to Active
Directory.

NOTE The Connector requires specific access rights. Minimum will
rights depend on the direction of synchronization, as follows:

= If you are configuring synchronization flow from Active
Directory to Directory Server only, then the user provided
for the Active Directory Connector does not require many
special privileges. A normal user with the extra privilege to
“Read All Properties” in the domain being synchronized
will suffice.

= If you are configuring synchronization flow from Directory
Server to Active Directory, then the Connector user must
have more privileges because synchronization changes user
entries in Active Directory. In this setup, the Connector user
must have either the “Full Control” privilege or be a
member of the Administrators group.
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6. Click Next to open the Specify a Domain Controller panel.

Figure 4-20  Specifying a Domain Controller

Steps Specify & Dormain Contraller.

1. Selecta Domain. Specify a domain cortroller with & "PLC Master” Flexible Single-Master

. . Operation role.
2. Specify Credentials.

3. Specify & Domain Choose & known domain cantroller.
Coantraller.

‘ machine2 example .com: 636 -

4. Specify Failover

Controllers [w] Use S5L for secure communicstion

5. Specify Advanced *
Security Options.

* fales denole the "POC Master’ FSMO Rok Dwner.

Use this panel to select a controller to synchronize within the specified domain.
(The domain controller is similar in concept to a Directory Server’s preferred
server.)

If the selected Active Directory domain has multiple domain controllers, select
the domain controller with the Primary Domain Controller FSMO role for
synchronization.

By default, password changes made at all domain controllers will be replicated
immediately to the Primary Domain Controller FSMO role owner, and if you
select this domain controller, Identity Synchronization for Windows will
synchronize these password changes immediately to the Directory Server.

In some deployments, the Avoi dPdcnVn attribute may be set in the Windows
registry because there is a significant network “distance” to the PDC, which
will delay synchronization significantly. (See Microsoft Knowledge Base Article
232690 for more information.)

7. Select a domain controller from the drop-down list.
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8. If you want the Identity Synchronization for Windows Connector to
communicate with the domain controller over a secure port, enable the Use a
Secure Port box.

NOTE The program automatically installs the CA certificate in the
Active Directory Connector if you are using Microsoft certificate
server. If you are not, then you must manually add the CA
certificate in the Active Directory Connector (see “Enabling SSL
in the Active Directory Connector” on page 302). Also, if you
change your flow settings after initial configuration these
procedures apply as well.

9. When you are done, click Next.

The Specify Failover Controllers panel is displayed (see Figure 4-21). You can
use this panel to specify any number of failover domain controllers.

Figure 4-21  Specifying Failover Controllers

Steps Specify Failover Controllers.

1. Select & Domain. Specify the failover domain controllers to be used by

the Sun Java System Directory Server plugin.
2. Specify Credertials. = = u u A

Failover Servers
3. Specify a Domain
Caontraller. Enahled Servers

4. Specify Failover
Contrallers.

5. Specify &dvanced
Security O ptions.

Select All

The Active Directory Connector communicates with only one Active Directory
domain controller, and Identity Synchronization for Windows does not
support failover changes applied by that Connector. However, the Directory
Server Plugin will communicate with any number of domain controllers when
validating password changes to Directory Server.
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If Directory Server tries connecting to an Active Directory domain controller
and that domain controller is not available, Directory Server will iteratively try
connecting to the failover domain controller(s) specified.

Select one or more of the server names listed in the Failover Servers list pane
(or click the Select All button to specify all of the servers in the list), and then
click Next.

The Specify Advanced Security Options panel is displayed (Figure 4-22).

The Require trusted SSL certificates option is active (available for selection)
only if you enabled the Use SSL for Secure Communication box on the Specify
a Domain Controller panel (see Figure 4-20).

Figure 4-22  Specifying Advanced Security Options

Steps Specify Advanced Security O ptions.

1. Select & Daomain.
D Fequire trusted S5L cerificates

2. Specify Credentials.
pocify Credenials This option only applies to S50 communication between the Active Directory

3. Specity a Domain connector and Active Directory.

Controller.

4.  Specify Failover
Gortrollers.

5. Specify Advanced
Security Options.

o Ifthe Require trusted SSL certificate box is disabled (Default setting), the
Active Directory Connector will connect to Active Directory over SSL and
does not verify that it trusts the certificates passed by Active Directory.

Disabling this option simplifies the set-up process because you do not have
to put an Active Directory Certificate in the Active Directory certificate
database.

o Ifyou enable the Require trusted SSL certificate box, the Active Directory
Connector will connect to Active Directory over SSL and it must verify that
it trusts the certificates passed by Active Directory.
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NOTE You must add Active Directory Certificates to the Active
Directory Connector’s certificate database. For instructions, see
“Adding Active Directory Certificates to the Connector’s
Certificate Database” on page 305.

12. When you are finished with the Advanced Security Options panel, click the
Finish button.

The program adds the newly specified Active Directory directory source to the
navigation tree under Directory Sources.

13. Select the Active Directory directory source node to view the Active Directory
Source panel (Figure 4-23).

Figure 4-23  Active Directory Source Panel

2 Active Directory Source: example.com

Edit Contraller. ..
L3

Domain Gontroller: | maching2 exam ple.com: 389

Eesync interval: | 1000 {milliseconds)

Directory Source Credertials

User DN: |cn=.£\drn inistrator cn=Users do=exam ple, de=com

Pasaword: |-x-x-x-x-x-x-x
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From this panel, you can perform the following tasks:

o Edit Controllers: Click this button to reopen the Specify a Domain
Controller panel where you can change any of the domain controller
configuration parameters. If necessary, review the instructions provided
for “Creating an Active Directory Source.”

o Resync Interval: Specify how often you want the Active Directory
Connector to check for changes. (Default is 1000 milliseconds.)

o Directory Source Credentials: Change the specified User DN and/or
password.

When you are finished creating Active Directory directory sources:

= Tocreate a Windows NT directory source, continue to the next section,
“Creating a Windows NT SAM Directory Source.”

= To create and map attributes to be synchronized, continue to “Selecting and
Mapping User Attributes” on page 130.

Creating a Windows NT SAM Directory Source

To deploy Identity Synchronization for Windows on a Windows NT platform,
designate the NT SAM directory source as follows:

1. Select the Directory Sources node in the navigation tree, and then click the
New Windows NT SAM Directory Source button.

Figure 4-24  Directory Sources Panel

= Directory Sources

@@@ Mewy Sun Directory Source. .. |

& Mewy Active Directary Source. .. |

| Newv\ﬁnkdows MT S&M Directory Source...
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2. When the Define a Windows NT SAM Directory Source panel is displayed (see
Figure 4-25), follow the instructions for locating the Windows NT domain
name, and enter the unique NT directory source domain name in the Domain
field. When you are done, click Next.

Figure 4-25  Specifying a Windows NT SAM Domain Name

Steps Specify the Windows NT Domain.

i ey To locate the infarmation required for this wizard, on your YWindows MT host

'-.-'\lindo.m MT right-click on Metwork Meighborhood = Properties = Idertification. The recuired

DLomain. information for this panel is the value ofthe Domain field an your YWindows MT
2. Specify the st

computer name for Specify the dornain for this directory source.

the Primary Dormain

Caontraller. Dromain: | ExAPLE

3. When the Specify the Computer Name for the Primary Domain Controller
panel is displayed (see Figure 4-26), follow the instructions for locating the
Primary Domain Controller computer name, and enter the information in the
Computer Name field.

Figure 4-26  Specifying a Name for the Primary Domain Controller

Steps Specify the computer name for the Primary Domain Sontroller.

1. Specify the To locate the information required for this wizard, on your Windows MT host
Winoos NT right-click on Metwork Meighborhood = Properties = |dentification. The reguired
Domain. infarmation for this panel is the value of the Computer Mame field on your

2. Specitythe wyindows MT host

computer name far

) i Specify the computer name for the Primary Dommain Controller.
the Primary Domain

Coantraller.

Computer Mame: | W ACHINE 3

4. Click Finish.
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The program adds the newly specified Windows NT SAM directory source to
the navigation tree under Directory Sources. Select the new directory source
node to view the Windows NT SAM Source panel (see Figure 4-27).

Figure 4-27 Windows NT SAM Directory Source Panel

§i Idertity Synchronization for Yin
@ (g Directory Sources
oy do=example de=com
A example.com

Windows NT SAM Directory Source: EXAMPLE

O] Ex2MPLE —
y arnain; .
[E@y Synchronization Lists |EXAMFLE Edi...
|_—ﬁ£, Log Specify the domain name for this directory source.

Cormputer Marms: | machined

Specify the computer name for the Primary Domain Sontroller.

Resync interval: | 1000 {rniliseconds)

From this panel, you can perform the following tasks:

o Edit: Click this button to reopen the Specify a Domain Controller panel
where you can change any of the domain controller configuration
parameters. If necessary, review the instructions provided for “Creating an
Active Directory Source.”

o Resync interval: Specify how often you want Identity Synchronization for
Windows to check for changes made on Windows NT. (Default is 1000
milliseconds.)

5. Add a Windows NT directory source for each Windows NT machine in your
network.

When you are finished creating Windows NT SAM directory sources, you are
ready to create and map attributes to be synchronized, continue to “Selecting and
Mapping User Attributes” on page 130 for instructions.
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Deleting Directory Sources

NOTE If you have already installed the connector associated with a
directory source, you must uninstall the connector before you delete
the directory source.

If you must delete a directory source, use the following steps:

1. Before you can delete the directory source, you must first delete all of the
Synchronization User Lists (SULSs) associated with that source.

a. Right-click the affected Synchronization User List node listed under
Synchronization List in the navigation tree.

b. When the pop-up menu displays, select Delete to remove the SUL.

Figure 4-28  Deleting a Synchronization User List

Si Identity Synchronization for Windoo|
@ L Directory Sources

@% de=example do=com

A exarnple.com
o EE Synchronization Lists

2B adUse
WV

2. Right-click the directory source node listed under Directory Sources in the
navigation tree.

3. When the pop-up menu displays, select Delete to remove the directory source.

Selecting and Mapping User Attributes

After you have created and configured your Directory Server and Windows
directory sources, you must decide which user attributes you want to synchronize
and then map those attributes between systems.

The information in this section is organized as follows:
= “Selecting and Mapping Attributes” on page 131
= “Creating Parameterized Default Attribute Values” on page 133

= “Changing the Schema Source” on page 134
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Selecting and Mapping Attributes

There are two types of attributes:

Significant: Attributes that are synchronized between systems when you
create or modify user entries.

Creation: Attributes that are synchronized between systems only when you
create user entries.

Some creation attributes are mandatory based on the schema used for each
platform. These attributes are required for password synchronization and they
must be mapped to Sun attributes to successfully create a user object class
entry on the Active Directory server.

This section explains how to select user attributes for synchronization and how to
map these attributes (one-to-one) so that when you specify an attribute for
Directory Server the equivalent attribute will display in your Active Directory
and/or Windows NT environment (and vice versa), and the companion Windows
attributes will have their values synchronized.

To select and map attributes for synchronization:

1.

Select the Identity Synchronization for Windows node at the top of the
navigation tree (see Figure 4-29).

Figure 4-29  Attributes Tab

Configuration

QS} Idertity Synchronization for Win
(g Directary Sources
£y Synchranization Lists

[# Log

% |dentity Synchronization for YWindows

U=e the following table to define attributes that vou want the system to synchronize.

Synchronized Atributes:
999 Directory Server | A Active Directory |E Windows MT SAM EEW--- I
userpassword |<n0ne> |<n0ne>

Edit...

Delete |

§ave R_eset ﬂelp
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2.

Select the Attributes tab and then click the New button.

The Define Significant Attribute Mappings dialog box is displayed
(Figure 4-30). Use this dialog box to map attributes from Directory Server to

your Windows Systems (Active Directory and/or Windows NT).

Figure 4-30 Defining Significant Attribute Mappings

Define Significant Attribute Mappings

Specify an sttribute rmapping to use when synchronizing modifications or crestions.

=nones - | Load Schema...

Initialize attribute with values from the following attributes

=nones= - | Load Schema...

=none= - |

@% Sun Java System Directory attribute:

A Active Directory attribute:

Windows MT SAM attribute:

Haies denote syrthetic sttributes

QK | Eancel | ﬂelp

NOTE

Which creation attributes are mandatory for Directory Server
(or for Active Directory) will depend on the objectclass
configured for your Sun-side (or Active Directory-side) user

entries.

3. Select an attribute from the Sun Java System attribute drop-down list
(for example cn), and then select the equivalent attribute from the Active
Directory attribute and/or Windows NT SAM attribute drop-down menus.

4. When you are finished, click OK.

5. To designate additional attributes, repeat Step 2 through Step 4.

A finished Synchronized Attributes table might look something like the following
example, which shows the user passwor d, cn, and t el ephonenunber Directory
Server attributes mapped to uni codepwd, cn, and t el ephonenunber Active

Directory attributes.
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Figure 4-31 Completed Synchronized Attributes Table

@9@ Directory Server |A Active Directory | Windows MT S I
userpassword unicodegpwd Lzer_password

I ()} =None=

telephonenurner telephonerumber =nones=

NOTE The program automatically uses inetOrgPerson as the default

objectclass for Sun Java System Directory Server, and you loaded the
Active Directory schema when you specified the global catalog. So
you do not use the Load Schema buttons unless you want to change
the default schema.

If you want to change the default schema source, see “Changing the
Schema Source” on page 134 for instructions.

Creating Parameterized Default Attribute Values

Identity Synchronization for Windows allows you to create parameterized default
values for attributes using other creation or significant attributes.

To create a parameterized default attribute value, you embed an existing creation
or significant attribute name — preceded and followed by percent symbols
(Yattribute_name>%) — in an expression string. For example, honedi r =/ hone/ %ui d%
or cn=Y%gi venNane% %n%

When you create these attribute values:

You can use multiple attributes in a creation expression
(cn=%i venNanme% %n%).

If A=98% then B can have one default value only.

You can use the backslash symbol (\) for quoting (for example,
di skUsage=0\ %.

Do not use expressions that have cyclic substitution conditions (for example,
if you specify descri pt i on=%i d% you cannot use ui d=%lescri pti on%.)
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Changing the Schema Source

The program automatically provides default schema sources, but allows you to
change the default schema.

Use the following procedure to change the default schema source:

1. Click the Load Schema button on the Define Significant Attribute Mappings
dialog box.

The Select Schema Sources panel is displayed (Figure 4-32).

Figure 4-32  Selecting Schema Sources

Steps Select Schema Source.

1. Select Schema
Source.

Select & data source to act as the schema source. Press Mext, and there will be & short delay
while the schema lozds.

2. Select Structural
" . @e@ sun Java Systemn Directory schems server: | machinet example com: 389 Ghoose. ..
and Auziliary Ohject =

Classes.

Use this panel to specify from which Sun Java System Directory Server schema
server you want to read the schema. This schema contains the object classes
that are available on your system, and object classes define which attributes are
available for users on your system.

The program adds your configuration directory to the Sun Java System
Directory schema server field by default.

2. To select a different server, click the Choose button.

The Select a Sun Schema Host dialog box is displayed. This dialog box contains
a list of the configuration directories that gather administrative information
about your directory sources.

From this dialog box, you can:
o Create new configuration directories and add them to the list.

Click New, and when the New Configuration Directory dialog box
displays; specify a Host, Port, User DN, and Password. Click OK when you
are done.

o Edit existing directories.
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Click Edit, and when the Edit Configuration Directory dialog box displays,
you can change the Host, Port, User DN, and/or Password. Click OK when
you are done.

o Remove directories from the list.
Select a directory name from the list and then click the Remove button.

Select a server from the list and click OK when you are done. (Generally, one of
your Sun synchronization host(s) is a good choice as a schema source.)

Click the Next button and the Select Structural and Auxiliary Object Classes
panel is displayed (Figure 4-33).

Figure 4-33  Selecting Structural and Auxiliary Object Classes
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Use this panel to specify the object classes to synchronize, as follows:

o Structural Object Class: Every entry that is created or synchronized from
the selected Directory Server must have at least one structural object class.

o Auxiliary Object Classes: These object classes augment the selected
structural class and provide additional attributes for synchronization.
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To specify structural and auxiliary object classes:

a.

Select a structural object class from the drop-down list. (Default is
inetorgperson.)

Select one or more object classes from the Available Auxiliary Object
Classes list pane, and then click Add to move your selection(s) to the
Selected Auxiliary Object Classes list pane.

The selected object class(es) determine which Directory Server source
attributes will be available for selection as significant or creation attributes.
The object class(es) also determine the mandatory creation attributes.

To delete selections from the Selected Auxiliary Object Classes list, click
the object class name and then click the Remove button.

When you are done, click Finish and the program loads the schema and
selected object classes.

Propagating User Attributes Between Systems

After you create and map the user attributes you want to synchronize, you must
tell Identity Synchronization for Windows how to propagate (flow) the attribute
creations, modifications, and deletions between your Sun and Windows Systems.

By default, Identity Synchronization for Windows

Synchronizes from Windows to Sun Java System Directory Server only

Synchronizes the password attribute only (unless you specified significant
attributes in the previous section)

Does not synchronize the creation or deletion of entries

This section explains how to configure attribute synchronization between systems.
The information is organized as follows:

“Specifying How Object Creations Flow” on page 137

“Specifying How Object Modifications Flow” on page 142

“Specifying How Deletions Flow” on page 152
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Specifying How Object Creations Flow

Use the following steps to specify how object creations should flow between
Directory Server and Active Directory systems:

1. Click the Object Creation tab.

Figure 4-34  Selecting and Propagating Creations
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[] Ohiect creations flow from Sun Java System Directory Server to Windows.
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2. You can enable or disable the flow of creations as follows:

o Enable Object creations flow from Sun Java System Directory Server to
Windows to propagate creations from the Directory Server environment to
your Windows servers.

o Enable Object creations flow from Windows to Sun Java System
Directory Server to propagate creations from the Windows environment
to your Directory Servers.

o Enable both options for bidirectional flow.

o Disable both options to prevent user creations from propagating from one
system to the other. (Default)

3. Toadd, edit, or delete creation attributes to synchronize between systems, click
the Creation Attributes button located under the selected option(s).
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The Creation Attribute Mappings and Values dialog box displays
(see Figure 4-35 and Figure 4-36).

Figure 4-35 Creation Attributes Mappings and Values: Directory Server to Windows
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Figure 4-36  Creation Attributes Mappings and Values: Windows to Directory Server
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You can use either dialog box to do the following:

o Specify new creation attributes (page 139)

NOTE To satisfy schema constraints regarding required attributes
for user object classes, you may have to specify additional
attributes to flow through the system during a user creation.

Additional attributes are not necessary if you specified the
required attributes as modification attributes (as described in
“Selecting and Mapping User Attributes” on page 130.

o Edit existing attributes (see page 139)

o Remove existing attributes (see page 139)
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Specifying New Creation Attributes

The following instructions explain how to add and map creation attributes from
Active Directory to Directory Server. (The procedure for adding and mapping
creation attributes flowing from Directory Server to Windows and from Windows
to Directory Server is similar.)

1. Click the New button in the Creation Attribute Mappings and Values
dialog box.

The Define Creation Attribute Mappings and Values dialog box is displayed
(Figure 4-37).

Figure 4-37  Defining Creation Attribute Mappings and Values
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2. Select an attribute value from the Active Directory attribute drop-down list.

Figure 4-38  Selecting a New Active Directory Attribute

Specify an intialization value andior attribute.
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Identity Synchronization for Windows allows you to initialize an attribute with
multiple values — if the attribute itself accepts multiple values.

For example, if your company has three fax telephone numbers, you can
specify the facsi | i m | et el ephonenunber attribute for both Sun Java System
Directory Server and Active Directory, and specify the three numbers.

You must know which attributes will accept multiple values. If you try adding
multiple values to an attribute that does not accept them, an error will result
during runtime when the program attempts to create the object.

3. Enter avalue in New value field and click Add.
The program adds the attribute value to the list pane. Repeat this step as many
times as necessary to add multiple attribute values.

Figure 4-39  Specifying Multiple Values for a Creation Attribute
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4. To map the attribute to Directory Server, select an attribute name from the
Directory Server attribute drop-down list.

Figure 4-40 Mapping the Directory Server Attribute

Intizlize attribute with values from the following list of sttributes

@9@ Sun Java System Directory attribute: facsimiletelephonenum ber - | Load Schema...

-

displaynarme
Employvesnurnber [ (—= —

mployvestype
facsimiletelephonenurmber
givennarme

omephone
omepostaladdress

[N

nitizls

140 Identity Synchronization for Windows 1 2004Q3 « Installation and Configuration Guide



Propagating User Attributes Between Systems

When you are finished, click OK.

Based on the example, the finished Creation Attributes and Mappings table
would look like the one in the following figure:

Figure 4-41 Completed Creation Attributes and Mappings Table

A Active Directory I @@@ Directary Server I Walue
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To designate additional attributes, repeat these steps.

Editing Existing Attributes
To edit any of the creation attributes mapping or values,

1.

Select the Object Creation tab, and click on the Creation Attributes button
located under the selected creation option.

When the Creation Mappings and Values dialog box is displayed, select the
attribute from the table, and then click the Edit button.

The Define Creation Mappings and Values dialog box is displayed.

Use the drop-down menus to change the existing mapping between Directory
Server and Active Directory (or Windows NT).

For example, if you have Sun Java System Directory Server’s honephone
attribute mapped to Active Directory’s ot hert el ephone attribute. You could
use the Active Directory attributes drop-down list to change the mapping to
homephone.

You can also add or remove attribute values:

o To add a value, enter the information in the New Value field and click
Add.

o Toremove a value, select the value from the list pane and click Remove.

When you are done, click OK to apply your changes and close the Define
Creation Mappings and Values dialog box.

Click OK again to close the Creation Mappings and Attributes dialog box.
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Removing Attributes
To remove creation attributes mappings or values,

1. Select the Object Creation tab, and click the Creation Attributes button located
under the selected creation option.

2. When the Creation Mappings and Values dialog box is displayed, select the
attribute from the table, and then click the Delete button.

The attribute is removed from the table immediately.

3. When you are done, click OK to close the Creation Mappings and Attributes
dialog box.

Specifying How Object Modifications Flow

Use the Attribute Modification tab (Figure 4-42) to control how modifications made
to user attributes and passwords will be propagated (flow) between your Sun and
Windows systems.

Figure 4-42  Attribute Modification Tab
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You use this tab to configure the following:

= Specify the direction in which modifications flow between Directory Server
and Windows directory sources.

= Control whether object activations and inactivations (enables and disables on
Active Directory) will be synchronized between Directory Server and Active
Directory directory sources, and specify the method in which user accounts are
activated and inactivated.

NOTE You cannot synchronize account statuses with Windows NT
directory sources.

Specifying Direction

Select one of the following buttons to control how changes made in the Directory
Server and Windows environments will be propagated between systems.

= Attribute modifications flow from Sun Java System Directory Server to
Windows: Propagates changes made in the Directory Server environment to
your Windows servers.

= Attribute modifications flow from Windows to Sun Java System Directory
Server (Default): Propagates changes made in the Windows environment to
your Directory Servers.

= Attribute modifications flow in both directions: Propagates changes
bidirectionally (from one environment to the other environment).

Configuring and Synchronizing Object Activations and Inactivations

If you enable the Synchronize Object Activations/Inactivations with Active
Directory box (see Figure 4-43) you can synchronize object activations and
inactivations (known as enables and disables on Active Directory) between Directory
Server and Active Directory directory sources.

NOTE You cannot synchronize activations and inactivations with
Windows NT directory sources.
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Figure 4-43  Synchronizing Object Activations and Inactivations
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To synchronize object activations/inactivations:

1. Enable the Synchronize Object Inactivations between Directory Server &
Active Directory box.

2. Enable one of the following buttons to specify how Identity Synchronization
for Windows will detect and synchronize object activations and inactivations:

o Interoperate with Directory Server tools (see page 145)

o Modify Directory Server’s nsAccountLock attribute directly
(see page 146)

o Use custom method for Directory Server (see page 146)

NOTE These options are mutually exclusive.

= Enable the Interoperate with Directory Server Tools option,
and Identity Synchronization for Windows cannot set or
remove the nsAccount Lock attribute directly. In addition,
the program cannot detect objects that have been
inactivated using other roles such as cn=nsdi sabl edr ol e,
<database suffix> or roles that nest within other roles, such as
cn=nsdi sabl edrol e, <database suffix> or
cn=nsnmanageddi sabl edrol e, <database suffix>.

= Enable the Modify Directory Server’s nsAccount Lock
attribute option and Identity Synchronization for Windows
will not detect objects that are activated/inactivated using
the Directory Server Console or command line utilities.

= Enable the Use custom method for Directory Server option
and ldentity Synchronization for Windows cannot lock
objects out of the directory unless access to the directory is
controlled by an external application, such as Sun Java™
System Access Manager (formerly Sun JES Identity Server).
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Interoperating with Directory Server Tools

Select this option if you use the Directory Server Console or command line tools to
activate/inactivate an object.

= To activate objects, Identity Synchronization for Windows will remove the
cn=nsnanageddi sabl edr ol e, <database suffix> value from the nsrol edn attribute.

= Toinactivate objects, Identity Synchronization for Windows will add the
cn=nsnmanageddi sabl edr ol e, <database suffix> value to the nsr ol edn attribute.

NOTE If you enable the Interoperate with Directory Server Tools option,
Identity Synchronization for Windows cannot set or remove the
nsAccount Lock attribute directly. In addition, Identity
Synchronization for Windows cannot detect objects have been
inactivated using other roles.

For example, cn=nsdi sabl edrol e, <database suffix> or roles that nest
within other roles such as cn=nsdi sabl edrol e, <database suffix> or
cn=nsnmanageddi sabl edrol e, <database suffix>.

Table 4-1 describes how Identity Synchronization for Windows detects and
synchronizes object activations/inactivations when you enable the Interoperate
with Directory Server Tools option:

Table 4-1  Interoperating with Directory Server Tools

Activations Inactivations

Identity Synchronization for Windows Identity Synchronization for Windows detects an
detects an activation only when the inactivation only when the entry’s nsr ol edn
cn=nsmanageddi sabl edr ol e, <database suffix> attribute includes the

role is removed from the object. cn=nsmanageddi sabl edr ol e, <database suffix> role.
When synchronizing an object activation When synchronizing an object inactivation from
from Active Directory, Identity Active Directory, Identity Synchronization for
Synchronization for Windows activates the Windows inactivates the object by adding the
object by removing the cn=nsmanageddi sabl edr ol e, <database suffix>

cn=nsmanageddi sabl edr ol e, <database suffix> role to the object.
role from the object.
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Modifying Directory Server's NsAccountLock Attribute Directly

Use this method when Directory Server activations and inactivations are based on
Directory Server’s operational attribute, nsAccount Lock. This attribute controls
object states as follows:

< When nsAccount Lock=t r ue, the object is inactivated and the user cannot log in.
= When nsAccount Lock=f al se (or has no value), the object is activated.

Table 4-2 describes how Identity Synchronization for Windows detects and
synchronizes object activations/inactivations when you enable the Modify
Directory Server’s nsAccountLock Attribute Directly option:

Table 4-2  Modifying Directory Server’s nsAccountLock Attribute Directly

Activation Inactivation
Identity Synchronization for Windows Identity Synchronization for Windows
detects an inactivated object only when the detects an activated object only when the
nsAccount Lock attribute is set to t r ue. nsAccount Lock attribute is absent or set

to fal se.
When synchronizing an object inactivation When synchronizing an object activation from
from Active Directory, Identity Synchronization  Active Directory, ldentity Synchronization for
for Windows removes the nsAccount Lock Windows sets the nsAccount Lock attribute
attribute. totrue.

Using a Custom Method for Directory Server

Use this method when Directory Server activations and inactivations are controlled
exclusively by an external application such as Sun Java™ System Access Manager
(formerly Sun JES Identity Server).

When you configure a custom method for Directory Server, you must specify

< How ldentity Synchronization for Windows will detect that the external
application has activated or inactivated an object in Directory Server

< How ldentity Synchronization for Windows will activate or inactivate the
object when synchronizing from Active Directory to Directory Server

NOTE If you enable the Use custom method for Directory Server option,
Identity Synchronization for Windows cannot lock objects out of the
directory unless access to the directory is controlled by an external
application, such as Access Manager.
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To configure a Custom method for activations and inactivations, click the

Configure button and the Configure Custom Method for Directory Server dialog

box is displayed (see Figure 4-44).

Figure 4-44  Configuring a Custom Method for Activations and Inactivations
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This dialog contains the following features:

= Activation state attribute drop-down list: Use this list to specify an attribute
that Identity Synchronization for Windows will use to synchronize activations

and inactivations between Directory Server and Active Directory.

The list contains all attributes in the schema for the currently selected Directory

Server structural and auxiliary objectclasses.

= Value and State table: Use this table to specify when values associated with

the selected attribute are activated or inactivated.

o Value column: Use this column (in conjunction with the New and Remove

buttons) to specify attribute values that will be used to indicate active or

inactive states.
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The program automatically provides two values in this column:
» No Value: Where the Activation state attribute has no value.

« All Other Values: Where the Activation state attribute has a value, but
that value is not specified in this Value and State table.

o State column: Use this column to specify whether the Value entry (in the
same row) corresponds to an object that is activated or inactivated.

Table 4-3  Specifying Activated and Inactivated States

Value State Result

No Value Activated If the attribute is missing or does not have a value, Identity
Synchronization for Windows detects the object as
activated.

Inactivated If the attribute is missing or does not have a value, Identity
Synchronization for Windows detects the object as
inactivated.

<user-defined> Activated If the attribute has the <user-defined> attribute, Identity
values Synchronization for Windows detects the object as
activated.

Inactivated If the attribute has the user-defined attribute, Identity
Synchronization for Windows detects the object as
inactivated.

All Other Activated If the attribute has a value, but that value is not specified in
Values the table, Identity Synchronization for Windows detects the
object as activated.

Inactivated If the attribute has a value, but that value is not specified in
the table, Identity Synchronization for Windows detects the
object as inactivated.

e New button: Click this button to add new entries to the Value column.

= Remove button: Select an entry in the Value column, and then click this button
to remove that entry.

= Activated value and Inactivated value drop-down lists: Use these two lists to
specify values that Identity Synchronization for Windows will use to set an
object’s state.
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Synchronizing Activations and Inactivations Use the following procedure to
configure Identity Synchronization for Windows to detect and synchronize object
states between Directory Server and Active Directory:

1.
2.
3.

Select an attribute from the Activation state attribute drop-down list.

Click the New button to add attribute values to the Value column of the table.
Click in the State column next to each of the Value entries and when the
drop-down list is displayed, select Activated or Inactivated.

Figure 4-45  Selecting a State

Walue | State |
Mo walue Activated
=TT ]|
&1l Other Values artivated ;
| nzctivated

For example, if you were using Access Manager:

1.

Select the i net user st at us attribute from the Activation state attribute
drop-down list.

Click the New button and enter acti ve, i nacti ve, and del et ed attribute
values to the Value column of the table.

Click in the State column and select Activated or Inactivated for each value as
follows:

o No Value: Activated
o active: Activated

o Inactive: Inactivated
o deleted: Inactivated

o All Other Values: Inactivated
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Based on this example, Table 4-4 describes how Identity Synchronization for
Windows will detect and synchronize activations/inactivations when you enable
the Use Custom Method for Directory Server option (using the i net user st at us
example).

Table 4-4  Example Results Using inetuserstatus Values

Value

No Value

active

inactive

deleted

All Other Values

State Result

Activated If the i net user st at us attribute is missing or does not have a value,
Identity Synchronization for Windows detects the object as activated.

Activated If the attribute is active Identity Synchronization for Windows detects
the object as activated.

Inactivated If the attribute value is inactive Identity Synchronization for Windows
detects the object as inactivated.

Inactivated If the attribute value is deleted Identity Synchronization for Windows
detects the object as inactivated.

Inactivated If the attribute has a value, but that value is not specified in the table,
Identity Synchronization for Windows detects the object as
inactivated.

Setting Activations and Inactivations As you populate the Value and State table
with entries, Identity Synchronization for Windows automatically populates the
Activated value and Inactivated value drop-down lists as follows:

= The Activated value list contains all values with an Activated status
(for example No Val ue and acti ve).

= The Inactivated value list contains all values with an Inactivated status
(for example i nact i ve and del et ed).

« Neither list will contain the All Other Values value.

Select a value from the Activated value and/or the Inactivated value drop-down
lists to specify how Identity Synchronization for Windows will activate and/or
inactivate an object when synchronizing from Active Directory.

= Activated value: Controls the object’s active state.

o No Value: If the object contains the active value, Identity Synchronization
for Windows will set the state to activated in Directory Server.

o active: If the object contains the active value, Identity Synchronization for
Windows will set the state to activated in Directory Server.
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Inactivated value: Controls the object’s active state.

o inactive or deleted: Identity Synchronization for Windows will set the
object’s state to inactive in Directory Server.

o <none>: Not a valid setting. You must select a value.

NOTE You must specify an Inactivated value or your configuration
will be invalid.

Figure 4-46 illustrates a completed Configure Custom Method for Directory
Server dialog box.

Figure 4-46  Example: Completed Dialog
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Specifying How Deletions Flow

Use Object Deletions tab to specify how deleted user entries should flow between
Directory Server and Active Directory systems

NOTE You cannot specify Object Deletions flow for Windows NT.

1. Select the Identity Synchronization for Windows node at the top of the
navigation pane, and then click the Object Deletion tab.

Figure 4-47  Propagating User Entry Deletions
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Use these settings to specify howidentity object deletions are propagated in the system.

[_] ©Ohject deletions fow fom Sun Java System Directory Server to Active Directory.

|| ©Ohject deletions fiow fom Lotive Directory to Sun Java Systern Directory Server.

2. Enable or disable the flow of deletions as follows:

o Enable Object deletions flow from Sun Java System Directory Server to
Active Directory to propagate deletions from the Directory Server
environment to your Active Directory servers.

o Enable Object deletions flow from Active Directory to Sun Java System
Directory Server to propagate deletions from the Active Directory
environment to your Directory Servers.

o Enable both options for bidirectional flow.

o Disable both options to prevent user deletions from propagating from one
system to the other. (Default setting)
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Creating Synchronization User Lists

A Synchronization User List (SUL) specifies which users in two directory sources
will be synchronized. Every entry in the SUL passes through the Connector and is
evaluated against the constraints you configured for that SUL.

Each SUL contains two elements, one to identify which Directory Server users to
synchronize and one to identify which Windows users to synchronize.

NOTE To synchronize users in a Directory Server with multiple Active
Directory domains, you must define one SUL for each Active
Directory domain.

For more information about defining and configuring SULs
(including components of a definition, how to define multiple SULs,
how multiple SULs are processed, and how to configure multiple
Windows domain support) refer to Appendix D, “Defining and
Configuring Synchronization User Lists” on page 341.

Both of the SUL elements contain three definitions that identify which users to

synchronize:

= Base DN: Location of the users to be synchronized (not applicable for NT)

< Naming attribute: Attribute used for newly created users (creation expression)

(not applicable for NT)

= Filter: Excludes specified users from synchronization

To identify and link user types between servers:

1. Select the Synchronization User Lists node in the navigation tree, and then
click New Synchronization User List button.

Figure 4-48  Creating a New Synchronization User List
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The Define a Synchronization User List wizard is displayed, as follows:

Figure 4-49  Specifying a Name for Your SUL

tion User List. 5. [x]

Steps Specify & Mame.

1. Specify a Name. Specify & unigue, meaningful display name to describe this Synchronization User

List.
2. Zpecify the
Windowes Criteria. Eame: SULt
3. Specify the Sun The name can only cortain alphanumeric characters, no punctuation
Java System or spaces may he used.

Directory Server
criteria.

The program default for your first Synchronization User List is SUL1.
o Ifthe default name is acceptable, click Next.

o If you want to use a different name, type a different name into the Name
field and then click Next.

NOTE = Do not use spaces or any kind of punctuation in
the SUL name.

= You must specify a name that is unique within the
system.
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The Windows Criteria panel is displayed, as shown in Figure 4-50.

Figure 4-50  Specifying the Windows Criteria

Steps Specify the Windows Criteria.

1. Specify a Name.

Directory Source: | /A example.com - |
2. Specify the
Windows Criteria. User Set Domain
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Criteria.

reation Expression: D=example, DE=com

For example, cn=%cn%

Select a Windows Directory Source from the drop-down list.

NOTE You cannot edit this directory source after creating the SUL.

A User Set Domain is the set of all the users to be synchronized. Enter the User Set
Domain's Base DN, using one of the following methods:

o Type the name into the text field (for example, DC=exanpl e, DC=con).

o Click the Browse button, to open the Set Base DN dialog box so you can look
for, and select a Base DN.

Figure 4-51  Selecting a Base DN
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6.

All users under the specified Base DN will be included in this SUL, unless you
explicitly exclude them using a filter.

NOTE Base DNs and creation expressions are not allowed for
Windows NT machines.

You can enter an equality, a presence, or a substring Filter to specify which
users in this base DN are synchronized. For example, if you are using the same
base DN for multiple synchronization user lists, you may want to use a filter to
distinguish between them.

The equality filter syntax is similar to LDAP query syntax, except that equality
substrings allow *, &, |, =, ! characters only. For example, you can use the
following filter to exclude the Administrator from your SUL:

(! (cn=Admi ni strator))

The program should populate the Creation Expression field automatically.

NOTE A creation expression defines the parent DN and naming
attribute used when new entries are propagated from Active
Directory to Directory Server.

A creation expression is not allowed for Sun directories unless
you configured user attribute creations to flow from Active
Directory to Directory Server (See “Specifying How Object
Creations Flow” on page 137).

If the creation expression is missing or you want to change the existing entry,
you can enter a creation expression for all Windows Active Directory
synchronization user lists; for example:

cn=%n% cl =user s, dc=exanpl e, dc=com

If you are going to change the creation expression, you must select an attribute
that you will be synchronizing. If necessary, go back to the Object Creation tab
and use the Creation Attribute button to add and map this attribute.

Click Next to specify the Sun Java System Directory Server criteria.
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When the Specify the Sun Java System Directory Server Criteria panel is
displayed repeat Step 2 through Step 5 to provide the Directory Server criteria.

Figure 4-52  Specifying Directory Server Criteria

Steps Specify the Sun Java Systemn Directory Server Criteria.
1. Specify a Name. Directory Source: | o de=example d=com - |
2. Specify the
Windowe Criteria. User Set Domain
3. Specify the Sun Ease DM: |dc=example do=carm Browss...
Java System
Directary Server IFlizr: |
Criteria.
Creation Expression: | cn=%cn% Jdo=exam ple do=corn
For example, cn="%cn%
NOTE You cannot edit the Active Directory or Directory Server

directory sources included in this SUL after you click the Finish
button to create the SUL.

When you are done, click Finish.

The program adds your new SUL node to the navigation tree and the
Synchronization User List panel is displayed on the Configuration Tab.
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Figure 4-53

Synchronization List Panel

(S} Idertity Synchronization for Windoy

©@ [ Directory Sources
993 de=example do=com
A exarmple.com

Q@ E@ Synchronization Lists
2y adUsers

[ Log

& Synchronization List: IadUsers

Ediit...

Directory Source: | A esample com

Uszer Set Domain

Baze DR: I cr=users de=example do=com

Fiter: | {I{cn=Adm nistratary)

Resalve Daomain Overlap...

Creation Expression:. | cn=%cn%

For exarmple, cn="%cn%

[Ch=users do=exanple de=com

L3

Save

| R_eset | ﬂelp |

10. In cases where a user matches multiple lists, click the Resolve Domain Overlap
button to define a preference for the synchronization user list. (For more
information, see “Understanding Synchronization User List Definitions” on

page 341.)

11. Create a Synchronization User List that includes every directory source in your
network except for the Directory Server.
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Saving a Configuration

To save your current configuration from any of the Console panels,

1.

2.

Click Save to store your settings at this point.

The Configuration Validity Status window is displayed as the program
evaluates your configuration settings.

Figure 4-54  Configuration Validity Status Window

Configuration Validity Status % [%]

The following is & list of errors and warnings regarding the current state of the configuration.
Errors must be corrected before the configurstion can be saved to the system.

Loading...

| Cancel |

Saving your configuration may take a few minutes because the program
rewrites the information out to the configuration directory and notifies the
system manager.

The system manager (a Core component) is responsible for distributing your
configuration settings out to the components that need the information.

NOTE Configuration validation errors are red and warnings are
yellow.

= You cannot save a configuration with errors.

= You can save configurations with warnings, but it is better
to try and clear the warnings first.
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3. Ifyour configuration is valid, click Continue to save the configuration.

A Connector Installation Instructions dialog box is displayed (similar to the list
in Figure 4-55), giving instructions about how to proceed with installing the
Identity Synchronization for Windows Connectors and subcomponents.

This list has now been updated with a To Do list that is customized for your
deployment. (Up to this point, the steps were generic.) Note that you can also
access and update the To Do list from the Status tab on the Identity
Synchronization for Windows Console.

Figure 4-55 Instructions for Installing the Connectors

tion Instructions % [x]

when you add newdirectory sources to the configuration, you must perform the following steps:

1. "Prepare” every Sun directory source included in this configuration,

using the "Prepare Directory Server" button on each Sun Directory Source configuration page or wsing the “idsync
prepds" command.

2. Install connectors for every directory source by running the installer program on the machine targeted for
cannectar installstion.

3. After instaling & Sun Directory connector, run the installer program again on every master and on every
read-only replica to install the Sun Java System Directory Server connector's plugin subcornponent.

4. Before starting synchronization, run ‘idsync link users' and 'idync resync' to establish link = between existing Sun
Java System Directory Server entries and Windows users. |f you do not run these commands, you cannot
=synchronize existing users. See the product documentation for maore information about these two commands.

Mote that every installation interfaces with the [dentity Synchronization for Windows configuration registry and
requires the user name, password, host, and port thet you specified during the core installation.

Eopy to Clipboard QK

4. Read the information carefully and click OK.

After finishing the initial Core configuration, you are ready to install the Identity
Synchronization for Windows Connectors and subcomponents. Continue to
Chapter 5, “Installing Connectors and Directory Server Plugins” for instructions.
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Chapter 5

Installing Connectors and Directory
Server Plugins

This chapter provides instructions for installing the Identity Synchronization for
Windows Connectors and Directory Server Plugins. The information is organized
as follows:

< “Before You Begin” on page 161

= “Running the Installation Program” on page 162
= “Installing Connectors” on page 164

= “Installing Directory Server Plugins” on page 175

Identity Synchronization for Windows uses Connectors to synchronize user
passwords between directory sources, and uses subcomponents to enhance the
Connector’s change-detection and bidirectional synchronization support.

Before You Begin

Before starting the Connector/Directory Server Plugin installation process, you
should be aware of the following:

= Close the Console before starting the installation process. If the Console is open
when you are installing a Connector or the Plugin, the program perceives a
conflict about which component is adding configuration data to the server and
generates an error message.

= You must install the Directory Server Plugin on every Directory Server
machine in your deployment that stores users to be synchronized; which
includes masters, replicas, and hubs.

= Active Directory Connectors do not have subcomponents.
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< Windows NT Connectors and subcomponents are installed simultaneously.

= You can install Directory Server or Active Directory Connectors on the same
machine where you installed Core or you can install Connectors on another
machine. (The Windows NT Connector must be installed on the Primary Domain
Controller (PDC) of the domain being synchronized.)

o Ifyouare installing the Connector on the same machine as Core, the
program automatically installs the Connector in the same directory as Core.

o If you are installing the Connector on a different machine, the program will
prompt you to specify

»  The configuration directory information supplied during the Core
installation

e The installation directory

= You must run the installation program each time you install a Connector or a
Directory Server Plugin.

For example, if you are installing a Directory Server Connector, a single
Directory Server Plugin, and an Active Directory Connector, you will run the
installation program three separate times after Core is installed.

Running the Installation Program

Use the following procedure to restart and run the installation program. You will
repeat these steps each time you install a Connector or a Directory Server Plugin:

1. Re-run the installation program on the machine where you want to install the
Connector, as follows:

o On Solaris: Change to the i nstal | er directory and then type
.Irunlnstaller.sh toexecute the installation program.

NOTE To run the installation program in text-based mode, type
./runlnstaller.sh -nodispl ay

When you run the runl nst al | er. sh program, Identity
Synchronization for Windows automatically masks
passwords so they will not be echoed in the clear.

o On Windows: Change to thei nstal | er directory and then type set up. exe
to execute the installation program.
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When the Welcome screen is displayed, read the information provided and
then click Next to proceed to the Software License Agreement panel.

Read the license agreement, then select
o Yes (Accept License) to accept the license terms and go to the next panel.
o No to stop the setup process and exit the installation program.

The Sun Java System Directory Server panel is displayed. Specify the
configuration directory location as follows:

o Configuration Directory Host: Enter the fully qualified domain name
(FQDN) of a Sun Java System Directory Server instance (affiliated with an
Administration Server) where Identity Synchronization for Windows
configuration information is stored. You must specify the same instance that
you specified during the Core installation.

o Configuration Directory Port (Defaults to port 389): Specify a port for the
configuration directory. You can leave the port set to the default or change to
a different, available port.

To enable SSL (Secure Socket Layer) between Core and the configuration
directory, enable the Secure Port option and specify an SSL port (default SSL
port is 636). Enabling this option prevents sensitive information from being
passed in the clear over the network.

o Configuration Root Suffix: Select the root suffix that you specified during
the Core installation from the menu. The Identity Synchronization for
Windows configuration will be stored in this root suffix.

NOTE If the program could not detect a root suffix, and you enter
the server information manually, you must click Refresh to
repopulate the list of root suffixes.

Click Next to open the Configuration Directory Credentials panel.
Enter the configuration directory Administrator’s user ID and password.

o Ifyou specify adm n as the user ID, you will not be required to specify the
User ID asa DN.

o Ifyou use any other user ID, then you must specify the ID as a full DN.
For example, cn=Directory Manager.

NOTE These credentials will be sent without encryption unless you
enabled SSL in Step 4.
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7. Click Next to open the Configuration Password panel where you must enter
the configuration password you specified when you installed Core.

Also, if Core has not been installed on this machine, you will be prompted to
provide the location of the Java Home directory (see page 93).

8. When you are finished, click Next.

NOTE At this point, the installation process becomes specific to the
Directory Server Plugin or the type of Connector you are installing.

= Toinstall a Connector, proceed to “Installing Connectors” on
page 164.

= Toinstall a Directory Server Plugin, proceed to “Installing
Directory Server Plugins” on page 175.

Installing Connectors

This section explains how to install the three types of Identity Synchronization for
Windows Connectors, as follows

= “Installing the Directory Server Connector” on page 165
= “Installing an Active Directory Connector” on page 170

= “Installing the Windows NT Connector” on page 174

NOTE You are not required to install Connectors in any particular order,
but do not attempt to install any Connectors simultaneously.
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Installing the Directory Server Connector

After completing the steps described in “Running the Installation Program” on

page 162, the Connector Configuration panel displays.

Figure 5-1

Selecting the Directory Server Connector

Connector Configuration

Sun JavalTh) Systemn ldentity Synchronization for Windows uses"Connactars" to
synchronize user entries between directory sources. Connectors might be installed
sormeplace otherthan the directory source they synchronize. Which Connectors would
you like to install in this machine? Select a directory source fromthe following list to
install the respective Connector.

Select components to install.:

Selected | Cormponent
i) o de=example de=corn
Ay exarnple.com

The Select components to install list contains only those Connector components

that have not yet been installed. For example, after you install the Directory Server
Connector (dc=example,dc=com in Figure 5-1), the program will remove the entry

from the |

ist pane.

The following table contains some example directory source entries:

Table 5-1

Directory Source Examples

Directory Source

Example Entry

Sun Java System Directory Server

Windows Active Directory

Windows NT SAM

dc=exanpl e, dc=com
exanpl e. com

EXAMPLE
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To install the Directory Server Connector:

1. Enable the button next to the Directory Server Connector component and then
click Next.

The Directory Server Connector Credentials panel is displayed (Figure 5-2).

Figure 5-2 Entering Directory Server Connector Credentials

Directory Server Connector Credentials

Enter the directory ranager credentials for the Sun Java(Thy Systern Directory Server(s)
associated with the connector being installed.

Primary: ldap:/machinel.example.com:389

Prirnary Directory Server User DN: |cn=Directc-r3f Manager |

Frirnary Directory Server Password: | |

NOTE The program automatically completes the User DN fields with
your fully qualified Directory Manager distinguished name, but
you can change the information if necessary.

Enter the following information:

o Primary Directory Server User DN: If necessary, change the default user
DN by entering a fully qualified Directory Manager distinguished name.

o Primary Directory Server Password: Enter your Directory Manager
password.

If you are using a secondary master, the Secondary Directory Server User
Name and Password fields will be active. The program automatically
completes the Directory Manager DN field with the same entries provided for
the Primary Directory Server User DN and Password fields. You can change
this information if necessary.

166 Identity Synchronization for Windows 1 2004Q3 « Installation and Configuration Guide



Installing Connectors

The program will verify that the Directory Server was prepared and ready to
synchronize data. When you prepared Directory Server (page 115), the
program creates an account that the Connector will use to connect to Directory
Server (for example, uid=PSWoonnect or , suffix).

Click Next to proceed to the Connector Port Configuration pane.

Figure 5-3 Specifying the Connector Local Host and Port

Connector Port Configuration

Some Sun Java{Th) System Identity Synchronization for Windows Connectors require
a TCPIP port number. You must specify a TCPIP server port number to enable
communication between the Connector and its subcomponent(s). You must specify

a port number that is not being used by any other applications an this machine.

Fully Qualified Local Host Name; |machine1 example.corm |

Connector Port Mumkber: | |

Enter the Fully Qualified Local Host Name with the domain and an available
port number where the Connector will listen. (Specifying a port already in use
will result in an error message.)

The Directory Server Plugin needs access to the configuration information you
saved in the Console. To get this information, the Plugin communicates with
the Directory Server Connector, through a server socket on this port.
Additionally, the Plugin logs messages over this channel so the messages will
go to the central log.

Click Next and the Ready to Install pane is displayed to provide information
about the Connector’s installation location and how much disk space is
required for the installation. When you are ready, click the Install Now button.

Figure 5-4 Ready to Install Pane

Ready to Install.

Product: Identity Synchronization for Windows
Location: fopt!S Uk su
Space Required: 3.51 MBE

Sun JawaiTh) Systern ldentity Synchronization for Windows Connector
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NOTE If you installed Core on the local machine, the Ready to Install
pane will indicate that zero space is required to install the
Connector. This situation occurs because the Core installation
has already installed the Connector binaries. Because there are
no additional binaries to install, no additional space is required.

If you are installing the Connector on a machine other than
where you installed Core, then the Ready to Install pane will
indicate how much space is required to complete the Connector
installation on the local machine.

The Connector installation is accomplished in two steps:

o An Installing pane is displayed, with a progress bar, while the program
installs the binaries.

o Next, the Component Configuration pane displays. A progress bar is
displayed because this step takes several minutes to complete.

NOTE If you did not close the Console before starting the
installation, the following warning displays (Figure 5-5).
Click Reset in the Console to reload the Connector’s
configuration settings.

Figure 5-5 Configuration Warning Dialog Box

Configuration Warning . [x]

.g Some other system component such as the Connector Installer
has =saved a configuration into the registry. Before you can continue, you must press Reset to load

the new configuration.

When both steps are complete, an Installation Summary pane is displayed.
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Installing Connectors

Click the Details button if you want to review the installation log.

o On Solaris: Installation logs are written to / var/ sadm i nstal | / | ogs/

o On Windows: Installation logs are written to the Y0EMP%directory, which
is usually a subdirectory of the Local Setti ngs folder located under
C \Docunents and Settings\ Adni ni strat or

NOTE

On some Windows systems (such as Windows 2000 Advanced
Server), the Local Settings folder is a hidden folder.

To view this folder and the Tenp subdirectory, open your
Windows Explorer and select Tools > Folder Options from the
menu bar. When the Folder Options dialog box is displayed,
select the View tab and enable the Show Hidden Files option.

Click Next and the “To Do list” panel (Figure 5-6) displays to indicate which

steps you have completed successfully and which steps remain.

Figure 5-6 To Do List

Thigis a list of remaining installation and configuration steps:

v 1 : Install the [dentity Synchronization core components.
v 2 Create an initial configuration using the product's console or by migrating from a
previous installation using ‘idsyne importenf
v 3 Prepare Sun Directory Senver master(s) [Idap:fimachine! .example com:3849] by
using the console orthe idsyne prepds' command.
¥" 4 Inztallthe connector for the Sun Diractory source de=exarmple,de=corm on any
Solaris orWindows 2000 machine by re-running the installer.

8 : Install the connector for the Windows NT domain EXAMPLE on the Primary
Dornain Controller maching3 by running the Windomws version of the installer.

6 : Install the connector for the Active Directory domain example.corm on any
Solaris orWindows 2000 machine by re-running the installer.

7 @ Inztall the Sun Directory Server plugin at master
Idapiimachinel example.corm: 3859 by re-running the installer.

8: Install the Sun Directory Server plugin on every other master and read-only
replica that manage users under de=exarmple,dc=com,

9: Run 'idsync resync'to establish links betiween existing Directory Server and
Windows users.

10 : Start synchronization using the console or the 'idsyne staftsync' command.

When you are done with the panel, click Finished.
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After installing the Directory Server Connector, you can install other Connectors
and/or Directory Server Plugins that you configured when you configured
resources (Chapter 4):

= Install additional Directory Server Connectors: Restart the installation program
(using the instructions in “Running the Installation Program” on page 162) and
then repeat Step 1 through Step 7.

= Install an Active Directory Connector: Go to “Installing an Active Directory
Connector” on page 170.

= Install a Windows NT Connector: Go to “Installing the Windows NT
Connector” on page 174.

= Install the Directory Server Plugin: Go to “Installing Directory Server Plugins”
on page 175.

Installing an Active Directory Connector

After completing the steps described in “Running the Installation Program” on
page 162, the Component Type Selection panel displays.

NOTE After you install the Directory Server Connector and if you have
other configured Connectors to install, the installation program will
give you the option of installing the Connectors or installing the
Directory Server Plugin before you see the Connector Configuration
pane (Figure 5-7).

Figure 5-7 Selecting the Connector

Companent Type Selection

Indicate which type of component you want to install;

@ Connector

1 Directory Server Plugin

The component list contains only those Connector components that have not yet
been installed. For example, if you already installed the Directory Server Connector
(dc=example,dc=com in this case), it will not be listed.
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To install an Active Directory Connector:
1. Enable the Connector button and click Next.

The Connector Configuration panel displays (see Figure 5-8).

Figure 5-8 Selecting the Active Directory Connector

Connector Configuration

Sun JavaiThy Systern ldentity Synchronization for Windows uses " Connectors” to
synchronize user entries between directory sources. Connectors miaht be installed
someplace other than the directory source they synchronize. Which Connectorswould
you like to install in this machine? Select a directory source from the following list to
install the respective Connector.

Select components to install.;

Selected | Cornponent
] example.com

The Select components to install list contains only those Connector
components that have not yet been installed. For example, after you install the
Directory Server Connector (dc=example,dc=com in this case), the program
will remove the entry from this list pane.

2. Enable the button next to the Active Directory component and then click Next.

The Ready to Install pane is displayed (Figure 5-9) to provide information
about the Connector’s installation location and how much disk space is
required for the installation.

Figure 5-9 Ready to Install Pane

Ready to Install.

Product: Identity Synchronization for Windows
Location: fopt!S Uk su
Space Required: 3.51 MBE

Sun JawaiTh) Systern ldentity Synchronization for Windows Connector
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NOTE If you installed Core on the local machine, the Ready to Install
pane will indicate that zero space is required to install the
Connector. This situation occurs because the Core installation
has already installed the Connector binaries. Because there are
no additional binaries to install, no additional space is required.

If you are installing the Connector on a machine other than
where you installed Core, then the Ready to Install pane will
indicate how much space is required to complete the Connector
installation on the local machine.

3. When you are ready, click the Install Now button.

An Installing pane is displayed, with a progress bar, while the program installs
the binaries, and then an Installation Summary pane is displayed to confirm
the installation is finished.

4. Click the Details button if you want to review the installation log.
o On Solaris: Installation logs are written to / var/ sadm i nstal | / | ogs/

o On Windows: Installation logs are written to the YdEMP%directory, which
is a subdirectory of the Local Setti ngs folder located under
C \Docunents and Settings\ Adni ni strat or

NOTE On some Windows systems (such as Windows 2000 Advanced
Server), the Local Settings folder is a hidden folder.

To view this folder and the Tenp subdirectory, open your
Windows Explorer and select Tools > Folder Options from the
menu bar. When the Folder Options dialog box is displayed,
select the View tab and enable the Show Hidden Files option.
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Click Next and the “To Do list” panel is displayed (Figure 5-10) to indicate
which steps you have completed successfully and which steps remain.

Figure 5-10 To Do List

Thisis a list of rernaining installation and configuration steps:

v 1 Install the Identity Synchronization core components.
v 2 Create an initial configuration using the product's console or by migrating frorm a
previous installation using idsyne importonf.
v 3. Prepare Sun Directory Server master(s) [Idap:fiimachine! .example.corm 329] by
using the console orthe ‘idsync prepds’ command.
¥" 4 Install the connector for the Active Diractory dormain exarmpla.cormon any Solaris
or Windows 2000 machine by re-running the installer.
v 5 Install the connector for the Sun Directory source de=example, dc=cormon any
Solaris or Windows 2000 machine by re-running the installer.

6 : Install the connector for the Windows NT domain EXAMPLE on the Primany
Diomain Controller machine3 by running the Windows version of the installer.

T @ Install the Sun Directory Server plugin at master
Idap:fimachinel example.com:389 by re-running the installer.

8: Install the Sun Directory Server plugin on every other master and read-only replica
that rmanage users under de=exarmple, de=corn.

O: Run 'idsyne resync'to establish links hetween existing Directory Server and
Windows users.

10 Start synchronization using the console or the idsyne statsyne' command.

When you are done with the panel, click Finished to exit the installation
program.

After installing the Active Directory Connector, you can install other Connectors

and/or Directory Server Plugins that you configured when you configured

resources (Chapter 4):

Install a Windows NT Connector: Go to “Installing the Windows NT
Connector” on page 174.

Chapter 5 Installing Connectors and Directory Server Plugins

Install additional Active Directory Connectors: Restart the installation program
(see “Running the Installation Program” on page 162) and then repeat Step 1
through Step 6.

Install additional Directory Server Connectors: Restart the installation program
(using the instructions in “Running the Installation Program” on page 162) and
then repeat Step 1 through Step 7.

Install the Directory Server Plugin: Go to “Installing Directory Server Plugins”
on page 175.
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Installing the Windows NT Connector

NOTE You must install the Windows NT Connector on the Primary

Domain Controller (PDC) of the domain you configured.

After completing the steps described in “Running the Installation Program” on
page 162, the Connector Configuration panel displays.

To install a Windows NT Connector and the NT subcomponent(s):

1.

2.

Enable the Windows NT Connector button and click Next.

When the Connector Port Configuration pane is displayed, enter the Fully
Quialified Local Host Name with the domain and an available port number
where the Connector will listen. (Specifying a port already in use will result in
an error message.)

The Directory Server Plugin needs access to the configuration information you
saved in the Console. To get this information, the Plugin communicates with
the Windows NT Connector, through a server socket on this port.
Additionally, the Plugin logs messages over this channel so the messages will
go to the central log.

When you are done, click Next.

The Ready to Install pane is displayed to provide information about the
Connector’s installation location and how much disk space is required.

When you are ready, click the Install Now button.
The Connector installation is accomplished in two steps:

o An Installing pane is displayed, with a progress bar, while the program
installs the binaries.

o Next, the Component Configuration pane displays. A progress bar is
displayed because this step takes several minutes to complete.

NOTE If you did not close the Console before starting the installation, a
warning displays (see Figure 5-5). Click Reset in the Console to
reload the Connector’s configuration settings.

When both steps are complete, an Installation Summary pane is displayed.
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5. Click the Details button if you want to review the installation log.

Installation logs are written to the 99EMP%directory, which is C:\TEMP on
most Windows NT systems.

6. Click Finished to exit the installation program.

After installing the Windows NT Connector, you can install other Connectors
and/or Directory Server Plugins that you configured when you configured
resources (Chapter 4):

< Install additional Windows NT Connectors: Restart the installation program
(see “Running the Installation Program” on page 162) and then repeat Step 1
through Step 6.

= Install an Directory Server Connector: Go to “Installing the Directory Server
Connector” on page 165.

= Install an Active Directory Connector: Go to “Installing an Active Directory
Connector” on page 170.

= Install the Directory Server Plugin: Go to “Installing Directory Server Plugins”
on page 175.

Installing Directory Server Plugins

This section explains how to install the Identity Synchronization for Windows
Directory Server Plugin.

NOTE You must install Directory Server Plugins on the same machine
where you installed Directory Server.

If you are installing the Plugin on the same system as Core or any
Connectors, the installation program will detect when Core or the
Connectors have already been installed on the system. All
additional components will be installed in the installation directory.
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1. Complete the steps described in “Running the Installation Program” on
page 162.

Figure 5-11  Selecting the Directory Server Plugin

Directory Server Plugin Installation

The Sun Jawa{Th} Systermn Directory Server connectar requires a plugin to be installed
in every directory server that stores synchronized users, including all masters and read-
only replicas. Choose the root suffix that corresponds to the directory server where the
Sun Java {Th) Systern Directory Server plugin should be installed.

Select Directory Source.:

Selected | Component
I} s@s de=example, de=com

2. When the Connector Configuration panel is displayed, enable the Directory
Server Plugin (dc=example,dc=com) button and click Next.

3. Another Directory Server Plugin Installation pane is displayed (Figure 5-12).

Figure 5-12  Specifying the Directory Server URL and Credentials

Directory Server Plugin Installation

The Sun Jawva{Th}) Systemn Directory Sernver Connector's plugin is installed in the Sun
Java(Thl) Systern Directory Server being synchronized. Provide the Sun Java(Th)
Systermn Directory Server URL and credentials.

Select Host Type.; ‘ Preferred - |
Directory Server URL: ldapfimachine! exarmple corm: 389
Directory Server Adrmin 1D: |cn=DirectDw Manager |

Directory Server Admin Password: | |
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Select the appropriate Host Type from the drop-down list.

o Preferred: Select this option if you are installing the Plugin on the
preferred server.

o Secondary: Select this option if you are installing the Plugin on a
secondary server.

o Other: Select this option if you are installing the Plugin on a machine that
is not a preferred or secondary server.

Enter the URL where your Directory Server exists, if it is not a preferred or
secondary host.

Enter the Directory Server administrator’s name and password, and then
click Next.

The Ready to Install pane is displayed to provide information about the
Plugin’s installation location and how much disk space is required for the
installation.

When you are ready, click the Install Now button.
The Plugin installation is accomplished in two steps:

o An Installing pane is displayed with a progress bar, while the program
installs the binaries.

o Next, the Component Configuration pane displays. A progress bar is
displayed because this step takes several minutes to complete.

When both steps are complete, the following prompt is displayed. After
reading the information, click OK to close the dialog box.

Figure 5-13  Restart Directory Server Prompt

Restart Directary Server. % [%]

You must restart the Sun Java(Th) Systern Directory Server
‘?@ fwhere the plugin was installed) now for the plugin to

take effact.
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9. Click the Details button if you want to review the installation log.
o On Solaris: Installation logs are written to /var/sadnii nstal | / | ogs/

o On Windows: Installation logs are written to the Y0EMP%directory, which
is a subdirectory of the Local Setti ngs folder located under
C \Docunents and Settings\ Adni ni strat or

NOTE On some Windows systems (such as Windows 2000 Advanced
Server), the Local Settings folder is a hidden folder.

To view this folder and the Tenp subdirectory, open your
Windows Explorer and select Tools > Folder Options from the
menu bar. When the Folder Options dialog box is displayed,
select the View tab and enable the Show Hidden Files option.

10. Click Finished to exit the installation program.

The “To Do list” panel is displayed (similiar to Figure 5-10) to indicate which
steps remain in the installation/configuration process.

After installing the Directory Server Plugin, you can install other Connectors
and/or Directory Server Plugins that you configured when you configured
resources (Chapter 4):

o Install additional Directory Server Plugins: Restart the installation
program (see “Running the Installation Program” on page 162) and then
repeat Step 2 through Step 9.

o Because Identity Synchronization for Windows requires you to install the
Plugin on every Directory Server in your deployment, you can continue
running the Plugin installation program an unlimited number of times.

o Install an Directory Server Connector: Go to “Installing the Directory
Server Connector” on page 165.

o Install an Active Directory Connector: Go to “Installing an Active
Directory Connector” on page 170.

o Install a Windows NT Connector: Go to “Installing the Windows NT
Connector” on page 174.

11. If you have no other connectors or plugins to install, restart Directory Server.
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Chapter 6

Synchronizing Existing Users

The Identity Synchronization for Windows command line utility provides the

i dsync resync subcommand to bootstrap deployments with existing users. This
command uses administrator-specified matching rules to link existing entries, to
populate an empty directory with the contents of a remote directory, or to
bulk-synchronize attribute values (including passwords) between two existing
user populations.

This chapter explains how to use the i dsync resync subcommand to link and
synchronize existing users for new Identity Synchronization for Windows
installations. In addition, this chapter provides instructions for starting and
stopping synchronization and services. The information is organized as follows:

= “Using idsync resync” on page 180

= “Checking Results in the Central Log” on page 186

= “Starting and Stopping Synchronization” on page 187
- “Starting and Stopping Services” on page 188

NOTE You must finish installing Core and the Connectors before trying to
link and synchronize existing users.

For more information about the i dsync resync subcommand, see
Appendix A, “Using the Identity Synchronization for Windows
Command Line Utilities.”
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Table 6-1 summarizes the post-installation steps to follow based on existing user

populations:
Table 6-1  Post-Installation Steps Based on Existing User Populations
Users Exist In Post-Installation Steps
Windows Directory Synchronize Existing Users Do NOT Synchronize Existing Users
Server
No No None None
No Yes Run i dsync resync -o Sun -c to create None
existing Directory Server users in Windows.
Yes No Run idsync resync -c to create existing Run i dsync resync -u to populate the
Windows users in Directory Server. connector’s local cache of user entries.
Yes Yes Using one of the following methods: Run i dsync resync -uto populate the

< Run idsync resync -f <filename> to link connector’s local cache of user entries.

and synchronize users from Active
Directory and Directory Server.

* Run idsync resync -f <filename> -k to
link users only.

« Runidsync resync -f <filkname> -k to
link the users only, and then run i dsync
resync - o Sunto resynchronize existing
users from Directory Server.

Using idsync resync

This section explains linking and synchronizing processes, describes the proper
syntax for using the idsync resync subcommand, and explains how to verify that
the processes completed successfully. The information is organized as follows:

« “Linking Users” on page 182
= “Resynchronizing Users” on page 181
= “idsync resync Arguments” on page 183

= “Checking Results in the Central Log” on page 186
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Resynchronizing Users

NOTE

Before starting synchronization for your deployment, verify that all
existing users are synchronized between servers.

You can use the i dsync resync command to link existing entries, create users, and
synchronize user attributes in two directory sources. Specifically, you can use the
i dsync resync command to

Populate an empty Directory Server with existing Active Directory or
Windows NT SAM domain users

Link all users and then synchronize all user entry attribute values (other than
passwords) in two existing directory sources

NOTE

If there are users that exist on Directory Server and Windows,
you must run the i dsync resync -f <filtname> command to link
and synchronize those users.

If you do not want to synchronize existing users to Directory
Server, then runi dsync resync with the -uargument, which
updates the object cache only and does not synchronize the
Windows’ entries to Directory Server.

If you have existing Windows users and do not run i dsync

r esync, then changes to these users may or may not be
propagated; and depending on flow settings, these users might
even be automatically created in Directory Server. You must run
i dsync resync again, even if you have already run the
command.

Synchronize user entries when two directory sources become out of sync

“Prime” the Active Directory and Windows NT SAM Connectors object cache
database, which maintains a shadow copy of the Active Directory or Windows
NT SAM user entries.

You cannot use the i dsync resync command to synchronize passwords (except to
invalidate Directory Server passwords to force on-demand password
synchronization in an Active Directory environment).
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Linking Users

After populating Active Directory and Directory Server with users and installing
the Active Directory and Directory Server Connectors (before starting
synchronization), you must use the i dsync resync command to ensure that all
existing users are linked in the two directory sources.

What is linking? Identity Synchronization for Windows correlates the same user on
Directory Server and on Windows by storing the following unique, immutable
identifiers:

= Thedspswuserli nk attribute of each Directory Server user entry
= The obj ect gui d attribute for each Active Directory user

e A combination of the domain name and the R Dfor each Windows NT
SAM user

Storing this immutable identifier allows Identity Synchronization for Windows to
synchronize other key identifiers, such as ui d and cn. The dspswuser | i nk attribute
is populated when:

= Identity Synchronization for Windows creates a new user in Directory Server
(after a new user is synchronized from Windows or by running
i dsync resync -c)

= Identity Synchronization for Windows creates a new user on Windows
(after synchronizing a new user from Directory Server or by running
i dsync resync -c -0 Sun)

= Yourunidsync resync -c -fto link entries that already exist on Directory
Server and Windows as described in this chapter.

To link existing users, you must provide rules for matching users between the two
directories. For example, to link a user entry in two directories, both the first names
and last names must match in both directory entries.

Linking user entries and resolving data conflicts could be described as more art
than science. There are many reasons why the i dsync resync subcommand might
fail to link two users in opposing directory sources and depends to a large extent
on the consistency of the data in the linked directories.

One strategy for using i dsync resync is to use the - n argument, which runs the
operation in “safe mode” so you can preview the effects of an operation with no
actual changes. Running in safe mode allows you to refine the linking criteria
gradually until you find an optimum set of user matching criteria.
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However, you should be aware that there is a balance to be achieved through
linkage accuracy and linkage coverage.

For example, if both directory sources contain an employee ID or social security
number, you might begin with linking criteria that includes this number only. You
might think that to improve linkage accuracy, you should include a last name
attribute in the criteria as well. However, you could lose linkages because entries
that would have matched on ID alone did not match because there were

inconsistent last name values in the data. You will have to go through a data
cleansing process for entries that fail to link.

idsync resync Arguments

Theidsync resync command accepts the following arguments:

Table 6-2  idsync resync Usage

Argument Meaning

-f <filename> Creates links between unlinked user entries using one of the specified XML
configuration files provided by Identity Synchronization for Windows
(see Appendix B, “LinkUsers XML Document Sample”)

-k Creates links between unlinked users only (does not create users or modify
existing users). You must use this argument in combination with the - f argument.

-a <lIdap-filter> Specifies an LDAP filter to limit the entries to be synchronized

-1 <sul-to-sync>

-0 (Sun | Wndows)

The filter will be applied to the source of the resynchronization operation.
For example, if you specify i dsync resync -o Sun -a “usi d=*" all Directory
Server users that have a ui d attribute will be synchronized to Active Directory.

Specifies individual Synchronization User Lists (SULSs) to resynchronize

Note: You can specify multiple SUL IDs to resynchronize multiple SULs or, if you do
not specify any SUL IDs, the program will resynchronize all of your SULSs.

Specifies the source of the resynchronization operation

¢ Sun: Sets attribute values for Windows entries to corresponding attribute values
in Sun Java System Directory Server directory source entries.

¢« Windows: Sets attribute values for Sun Java System Directory Server entries
to corresponding attribute values in Windows directory source entries.

(Default is Windows.)
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Table 6-2  idsync resync Usage (Continued)

Argument

Meaning

-C

-i (ALL_USERS | NEW USERS |
NEW LI NKED_USERS)

-u

-X

Creates a user entry automatically if the corresponding user is not found at
destination

* Randomly generates a cryptographically secure password for users created in
Active Directory or Windows NT

* Automatically creates a special password value (( PSWSYNC) * | NVALI D
PASSWORD* ) for users created in Directory Server (unless you specify the - i
option)

Note: Identity Synchronization for Windows will attempt to create users even if you
have not configured creations in that direction. For example, if you have not
configured Identity Synchronization for Windows to synchronize from Windows to
Sun (or vice versa), but you specify the -c argument, Identity Synchronization for
Windows will try to create users that are not found.

Resets passwords for user entries synchronized in a Sun directory source, forcing
password synchronization within the current domain for those users the next time
the user password is required.

¢ ALL_USERS: Forces on-demand password synchronization for all
synchronized users

¢ NEW USERS: Forces on-demand password synchronization for newly
created users only

e NEWLINKED_USERS: Forces on-demand password synchronization for
all newly created or linked users

See Table 6-3 for more information about how these options affect password
validation.

Updates the object cache.

This argument updates the local cache of user entries for a Windows directory
source only, which prevents pre-existing Windows users from being created in
Directory Server. If you use this argument, Windows user entries are not
synchronized with Directory Server user entries. This argument is valid only when
the resync source is Windows.

Deletes all destination user entries that do not match a source entry.

Runs in safe mode so you can preview the effects of an operation with no actual
changes.
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Table 6-3  Will idsync resync invalidate the user’s password on Directory Server?

User has an entry on Active  User has an entry on Active User has an entry on

Directory and on Directory  Directory and on Directory Active Directory, but
Server that is linked. Server that are not linked. not on Directory Server.
-i ALL_USERS Yes Yes Yes
-i NEWLI NKED_USERS No Yes Yes
-i NEW.USERS No No Yes
No-i value No No No

Table 6-4 provides examples to illustrate the results of combining different
arguments (The —h, -p, -D, -w, -, and - s arguments are defaulted and have been
omitted for brevity).

Table 6-4 idsync resync Usage Samples

Arguments Result
i dsync resync Displays a resync usage statement.
i dsync resync -i ALL_USERS Invalidates the passwords of all users to force on-demand password

synchronization (valid in Active Directory environments only).

In mixed environments (with both Active Directory and NT domains),
you must explicitly list Active Directory SULs.

i dsync resync -c¢ -i NEW USERS Creates users that are not found on Directory Server and invalidates
their passwords to force on-demand password synchronization. Use
this command to populate an empty Directory Server instance with
existing Windows users.

i dsync resync -c¢ -1 SUL_sal es Creates all existing Active Directory users on Directory Server for the
-1 SUW finance SUL_sales and SUL_finance SULs only (but does not force

- on-demand password synchronization).
i dsync resync -n Runs in safe mode so you can preview the effects of the resync

operation with no actual changes.

i dsync resync -0 Sun Synchronizes all Directory Server users with the last name (sn) Smith,
-a "(sn=Smth)" on Windows.
i dsync resync -u Updates the object cache for Windows Connectors only to prevent

existing users from being created in Directory Server. No users are
actually synchronized.
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Table 6-4 idsync resync Usage Samples (Continued)

Arguments Result

i dsync resync Displays a resync usage statement.

idsync resync -f link.cfg -k -i Links unlinked users based on linking criteria specified in the | i nk. cf g
NEW LI NKED_USERS file. Identity Synchronization for Windows does not create or modify

users, but the Directory Server passwords of newly linked users will be
set to the Active Directory users’ passwords.

CAUTION When you usei dsync resync to link users, be aware that you
should use indexed attributes for the operation. Non-indexed
attributes can affect performance.

If there are multiple attributes in the UserMatchingCriteria set, and
at least one of them is indexed, then performance will probably be
acceptable. However, if there no indexed attributes in the

User Mat chi ngCri t eri a, then performance will be unacceptable with
a large directory.

Checking Results in the Central Log

The results of all i dsync resync operations are reported in a special central log
named r esync. | og. This log lists all of the users that were properly linked and
synchronized, those that failed to link, and those that were previously linked.

NOTE Some pre-existing special Active Directory users (such as
Administrator and Guest) might appear in this log as failures.
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Starting and Stopping Synchronization

Starting and stopping synchronization does not start or stop individual java
processes, daemons, or services. Once you begin synchronization, stopping
synchronization only pauses the operation. When you restart synchronization, the
program resumes synchronization from where it stopped and no changes will

be lost.

To start or stop synchronization:

1. Inthe Sun Java System Server Console navigation pane, select the Identity
Synchronization for Windows instance.

2. When the Identity Synchronization for Windows pane is displayed, click the
Open button in the upper right corner.

3. When you are prompted, enter the configuration password.

4. Select the Tasks tab (Figure 6-1):

Figure 6-1 Starting and Stopping Synchronization

Configuration

4| Start Synchronization

| Stop Synchronization

o To start synchronization, click Start Synchronization.

o To stop synchronization, click Stop Synchronization.

NOTE You can also start and stop synchronization using the i dsync
startsync and i dsync stopsync command line utilities. For
detailed instructions, see “Using startsync” on page 330 and “Using
stopsync’ on page 331.
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Starting and Stopping Services

Identity Synchronization for Windows and Message Queue are installed as daemons
on Solaris and as services on Windows. These processes start automatically when
the system boots, but you can also start and stop them manually, as follows:

e On Solaris: From the command line,

o Enter/etc/init.d/isw start to startall Identity Synchronization for
Windows processes.

o Enter/etc/init.d/iswstop to stop all Identity Synchronization for
Windows processes.

o Enter/etc/init.d/inmg start to startthe Message Queue broker.
o Enter/etc/init.d/ing stop to stop the Message Queue broker.
e On Windows:
o From the Windows Start menu:
I.  Select Start > Settings > Control Panel > Administrative Services.

I. ' When the Administrative Services dialog box is displayed,
double-click the Services icon to open the Services dialog box.

1. Select Identity Synchronization for Windows and then select
Action > Start (or Stop) from the menu bar. Repeat for iMQ Broker.

o From the command line, enter the net command to control the services.

NOTE Pause 30 seconds after stopping the Identity Synchronization for
Windows daemon/service before starting it again. Connectors can
take several seconds to cleanly shut themselves down.
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Migrating to Identity Synchronization
for Windows 1 2004Q3

This chapter explains how to migrate your system from Sun Java System ldentity
Synchronization for Windows version 1.0 to version 1 2004Q3.

NOTE Identity Synchronization for Windows version 1.0 installed Message
Queue for you, but Identity Synchronization for Windows 1 2004Q3 does
not.

Refer to the Sun Java System Message Queue product
documentation for installation instructions.

The information is organized into the following sections:

= “Overview” on page 190

-« “Before You Migrate” on page 190

= “Preparing for Migration” on page 191

= “Migrating Your System” on page 202

< “What to Do if the 1.0 Uninstallation Fails” on page 212
= “Other Migration Scenarios” on page 230

= “Checking the Logs” on page 236
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Overview

Migration from Identity Synchronization for Windows version 1.0 (or version 1.0
SP1) to 1 2004Q3 is accomplished in several major phases:

1. Preparing your Identity Synchronization for Windows version 1.0 (or 1.0 SP1)
installation for Migration.

2. Uninstalling Identity Synchronization for Windows version 1.0 (or 1.0 SP1).

3. Installing or upgrading dependent products.

4. Installing Identity Synchronization for Windows 1 2004Q3 using the
configuration and connector states you backed-up.

NOTE Install Identity Synchronization for Windows 1 2004Q3 on the same

platform and architecture where you installed Identity
Synchronization for Windows version 1.0 (or 1.0 SP1).

Before You Migrate

Before you start the migration process,

Familiarize yourself with the new features and functionality provided in Sun
Java System Identity Synchronization for Windows version 1 2004Q3.

Read Chapter 2, “Preparing for Installation” for installation and configuration
information you can use to plan your migration process.

Document your version 1.0 deployment and configuration.
Be sure to note any customizations you have made to the configuration.

Schedule migration.
Because the migration process requires at least four hours, you may want to
schedule migration after normal business hours.
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If users input password or attribute changes while you are migrating the
system from version 1.0 to 1 2004Q3, Identity Synchronization for Windows
will process these changes as follows:

o For Active Directory: Any password changes made on Active Directory
during the migration process will be synchronized on-demand by the
Directory Server Plugin after completing the migration process.

o For Directory Server: Any password changes made on Directory Server
during migration will not be synchronized. However, you will be able to
identify affected users in the Identity Synchronization for Windows 1
2004Q3 logs after completing the migration process. (See “Checking the
Logs” on page 236.)

o For Windows NT: Any password changes made on NT during the
migration process will not be synchronized.

However, if you use the f or cepwchg utility, you can identify affected users
and force them to change passwords again. (See “Forcing Password
Changes on Windows NT” on page 201 and “Checking the Logs” on

page 236 for more information.)

o All other attribute changes made during migration (at any directory
source) will be synchronized after you complete the migration process.

Preparing for Migration

You will use one or more the following utilities to migrate from version 1.0 to
version 1 2004Q3:

export 10cnf : A stand-alone utility that enables you to create an export
configuration file from your Identity Synchronization for Windows 1.0
configuration. (See “Exporting Your Version 1.0 Configuration” on page 192
for detailed information.)

The exported XML document will contain the directory deployment’s topology
and enough information to configure the Identity Synchronization for
Windows version 1 2004Q3 installation.

checkt opi cs: A utility that checks Message Queue synchronization topics in
a 1.0 installation and determines if any undelivered messages remain on
the queue.
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Updates can remain in Message Queue after you stop 1.0 synchronization. You
must verify that no updates exist in the Message Queue before you proceed
with the migration. (See “Checking for Undelivered Messages” on page 199 for
detailed information.)

< forcepwechg: A Windows NT tool that enables you to identify users who
changed passwords during the migration process and force them to change
passwords again when your version 1 2004Q3 system is ready. (Password
changes made on Windows NT are not captured during the migration
process.) (See “Forcing Password Changes on Windows NT” on page 201 for
detailed information.)

NOTE

These utilities facilitate the migration of Identity Synchronization
for Windows version 1.0 to 1 2004Q3. The migration is performed in
the same environment where Identity Synchronization for
Windows 1.0 is deployed. Consequently, these utilities are available
in the Solaris/SPARC and Windows packages only.

You will find the migration utilities in the installation m grati on
directory — no additional installation steps are required.

Exporting Your Version 1.0 Configuration

You can use the export 10cnf utility to export an existing version 1.0 configuration
file to an XML file and then use the i dsync i nportcnf command to quickly and
accurately import the file into the 1 2004Q3 system before installing the connectors.

TIP

Although it is possible to manually re-enter the 1.0 configuration
using the Identity Synchronization for Windows console, you are
strongly advised to use the export 10cnf utility. If you decide not to
use export 10cnf , then you will not be able to preserve the state of
your connectors.
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Exporting your version 1.0 configuration provides the following benefits:

= You eliminate most of the initial configuration process to be performed from
the management Console.

= You guarantee that the connector IDs assigned in version 1 2004Q3 will match
the connector IDs used in version 1.0, which greatly simplifies the task of
preserving the existing connector states that can be used directly in your
version 1 2004Q3 deployment.

(Basically, you back-up the per si st and et c directories, and later restore them
without having to worry about the underlying directory structure).

You will find the export 10cnf utility in the installation m grati on directory — no
additional installation steps are necessary.

Using the export10cnf Utility

To export an Identity Synchronization for Windows configuration to an XML file,
execute export 10cnf from the nmigrati on directory as follows:

= Open a Terminal window and type:

java -jar exportlOcnf.jar -h <hosthame> -p <port> - D <bind DN>
-w <bind password> -s <rootsuffix> -q <configuration password> - Z
- P <cert-db-path> - m <secmod-db-path> - f <filename>

For example,

java -jar exportlOcnf.jar -D “cn=di rmanager” -w- -q - -S
“dc=exanpl e, dc=conf -f exported-configuration

The export 10cnf utility shares the same common arguments as the Identity
Synchronization for Windows command-line utilities (see “Common Arguments”
on page 312). The only export 10cnf specific option is-f <filename>. If the operation
is successful, then the utility will export the current configuration into the file
specified in the argument of the -f option.
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Inserting Clear-Text Passwords

The export 10cnf utility does not export clear-text passwords from version 1.0
configurations (for security reasons). Instead, the utility inserts empty strings in
cl ear t ext Passwor d fields where appropriate. For example,

<Oredentials
user Name="cn=i swser vi ce, cn=user s, dc=exanpl e, dc=conf
cl eart ext Passwor d=""/>

<I'-- | NSERT PASSWIRD BETWEEN THE DOUBLE QUOTES I N THE ABOVE FI ELD
-->

You must enter a password manually — between the double quotes — for each and
every cl eart ext Passwor d field in the exported configuration file before you can
import the file into ldentity Synchronization for Windows 1 2004Q3. (i npor t cnf
validation prevents you from importing a configuration file with empty password
values.)

For example,

<Credential s
user Name="cn=i swser vi ce, cn=user s, dc=exanpl e, dc=conf
cl eart ext Passwor d="nySecr et Password"/ >

<I'-- | NSERT PASSWORD BETWEEN THE DOUBLE QUOTES | N THE ABOVE
FIELD -->

Sample Export Configuration File
Code Example 7-1 on page 195 contains a sample exported configuration file.

In this file,
= ad- host . exanpl e. comrefers to the Active Directory domain controller.

= ds-host . exanpl e. comrefers to the host running the Sun Java System
Directory Server.
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Code Example 7-1 Sample Export Configuration File

<?xnml version="1.0" encodi ng="UTF-8"?>

<Acti veConfiguration>
<SunDi r ect orySour ce
parent.attr="DirectorySource"
onDemandSSLOpt i on="t r ue"
maxConnect i ons="5"
di spl ayNanme="dc=exanpl e, dc=cont
resyncl nt erval =" 1000" >
<Synchr oni zat i onHost
host Order Of Si gni fi cance="1"
host nane="ds- host . exanpl e. conf
por t =" 389"
port SSLpt i on="t r ue"
securePort ="636">
<Credentials
user Nane="ui d=PSWlonnect or , dc=exanpl e, dc=coni'/ >
</ Synchr oni zati onHost >
<SyncScopeDef i ni ti onSet

i ndex="0"

| ocat i on="ou=peopl e, dc=exanpl e, dc=cont

filter=""

creat i onExpr essi on="cn=%n% ou=peopl e, dc=exanpl e, dc=conf
sulid="sWw"/>

</ SunDi r ect or y Sour ce>
<Acti veDi rect orySour ce
parent.attr="DrectorySource"
di spl ayNanme="exanpl e. conf
resyncl nt erval =" 1000" >
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<SyncScopeDef i ni ti onSet
i ndex="0"
| ocati on="cn=user s, dc=exanpl e, dc=con
filter=""
creati onExpressi on="cn=%n% cn=user s, dc=exanpl e, dc=conf
sulid="sW"/>
</ Acti veDi rect or ySour ce>
<ActiveDi rectoryd obal s
f1 owt nboundCr eat es="t r ue"
f1 owl nboundModi f i es="true"
f1 owQut boundCr eat es="t r ue"
f1 owQut boundMbdi fi es="t rue">
<Attribut eDescription
parent.attr="CreationAttribute"
name="samaccount nane"
syntax="1.3.6.1.4.1. 1466. 115. 121. 1. 15"/ >
<Attri but eMap>
<AttributeDescription
parent.attr="WndowsAttribute"
name="sanaccount name"
syntax="1.3.6.1.4.1. 1466. 115. 121. 1. 15"/ >
<AttributeDescription
parent.attr="SunAttribute"
name="ui d"
syntax="1.3.6.1.4.1. 1466. 115. 121. 1. 15"/ >
</ AttributeMap>
<Attribut eDescri ption
parent.attr="SignificantAttribute"
name="descri ption"
syntax="1.3.6.1.4.1.1466. 115. 121. 1. 15"/ >
<Attri but eMap>
<AttributeDescription
parent.attr="SunAttribute"
name="sn"
syntax="1.3.6.1.4.1. 1466. 115. 121. 1. 15"/ >
<Attribut eDescri ption
parent.attr="WndowsAttribute"
name="sn"
syntax="1.3.6.1.4.1. 1466. 115. 121. 1. 15"/ >
</ AttributeMap>

196 Identity Synchronization for Windows 1 2004Q3 ¢ Installation and Configuration Guide



Preparing for Migration

<Synchr oni zat i onHost
host Order Of Si gni fi cance="1"
host nane="ad- host . exanpl e. conf
por t =" 389"
port SSLpt i on="t r ue"
securePort ="636">
<Credentials
user Nane="cn=i swser vi ce, cn=user s, dc=exanpl e, dc=conf
cl eart ext Passwor d=""/>
<l-- | NSERT PASSWORD BETWEEN THE DOUBLE QUOTES IN THE ABOVE FI ELD -->
</ Synchr oni zat i onHost >
<AttributeDescription
parent.attr="CreationAttribute"
name="cn"
syntax="1.3.6.1.4.1.1466. 115. 121. 1. 15"/ >
<Topol ogyHost
parent. attr="SchemalLocat i on"
host nane="ad- host . exanpl e. conf
por t ="3268"
port SSLpt i on="t r ue"
secur ePort ="3269" >
<Credentials
parent.attr="Credential s"
user Nane="cn=i swser vi ce, cn=user s, dc=exanpl e, dc=conf
cl eart ext Passwor d=""/>
<l-- | NSERT PASSWORD BETWEEN THE DOUBLE QUOTES IN THE ABOVE FI ELD -->
</ Topol ogyHost >
<Topol ogyHost
parent. att r="Host sTopol ogyConfi gurati on"
host nane="ad- host . exanpl e. conf
por t ="3268"
por t SSLOpt i on="t r ue"
secur ePort ="3269" >
<Credential s
parent.attr="Credential s"
user Nane="cn=i swser vi ce, cn=user s, dc=exanpl e, dc=cont
cl eart ext Passwor d=""/>
<l-- | NSERT PASSWORD BETWEEN THE DOUBLE QUOTES IN THE ABOVE FI ELD -->
</ Topol ogyHost >
<Attribut eMap>
<AttributeDescription
parent.attr="SunAttribute"
nane="cn"
syntax="1.3.6.1.4.1. 1466. 115. 121. 1. 15"/ >
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<AttributeDescription
parent.attr="WndowsAttribute"
name="cn"
syntax="1.3.6.1.4. 1. 1466. 115. 121. 1. 15"/ >
</ AttributeMap>
<Attri but eMap>
<AttributeDescription
parent.attr="SunAttribute"
name="descri pti on"
syntax="1.3.6.1.4. 1. 1466. 115. 121. 1. 15"/ >
<AttributeDescription
parent.attr="WndowsAttribute"
nanme="descri pti on"
syntax="1.3.6.1.4. 1. 1466. 115. 121. 1. 15"/ >
</ AttributeMap>
</ ActiveD rectoryd obal s>
<SunDi rect oryd obal s
user Cbj ect d ass="i net or gper son"
f 1 owt nboundCr eat es="t r ue"
f1 ow nboundModi fies="true"
f I owQut boundCr eat es="t r ue"
f1 owQut boundMbdi fies="true">
<Topol ogyHost
parent. attr="SchemalLocati on"
host nane="ds- host . exanpl e. conf
port ="389"
por t SSLOpt i on="f al se"
secur ePor t =" 636" >
<Credential s
parent.attr="Cedential s"
user Nane="cn=di rect ory nmanager"
cl eart ext Password=""/>
<I'-- INSERT PASSWIRD BETWEEN THE DOUBLE QUOTES IN THE ABOVE FI ELD -->
</ Topol ogyHost >
<Topol ogyHost
parent . att r="Host sTopol ogyConfi gurati on"
host nane="ds- host . exanpl e. conf
por t ="389"
por t SSLOpt i on="f al se"
secur ePort ="636"><Credenti al s
parent.attr="Cedential s"
user Nane="cn=di rect ory nmanager"
cl eart ext Password=""/>
<I'-- INSERT PASSWORD BETWEEN THE DOUBLE QUOTES IN THE ABOVE FI ELD -->
</ Topol ogyHost >
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<Attribut eDescription
parent.attr="SignificantAttribute"
name="descri ption"
syntax="1.3.6.1.4.1. 1466. 115. 121. 1. 15"/ >
<Attribut eDescription
parent.attr="CreationAttribute"
nane="sn"
syntax="1.3.6.1.4.1.1466. 115. 121. 1. 15"/ >
<AttributeDescription
parent.attr="CreationAttribute"
nane="cn"
syntax="1.3.6.1.4.1.1466. 115. 121. 1. 15"/ >
</ SunDi rect oryd obal s>
</ ActiveConfi guration>

At the completion of configuration export, expor t 10cnf will report the result of the
operation. If the operation fails, an appropriate error message is displayed with an
error identifier.

Checking for Undelivered Messages

The Identity Synchronization for Windows 1.0 to 1 2004Q3 migration process
minimizes system downtime by preserving the connectors’ states in your existing
deployment. However, these states reflect only the last change received and
acknowledged by the Message Queue — so you will not know whether the
message was actually delivered and applied to the destination connector.

This behavior does not cause problems as long as the Message Queue remains the
same; however, you will lose any messages on the Message Queue during the
migration process (when you install Message Queue 3.5 SP1).

You must verify that synchronization topics on the existing Message Queue do not
have any undelivered messages before you proceed with the migration. The
Identity Synchronization for Windows checkt opi cs utility enables you to verify
that all synchronization topics are empty (and the system is quiescent).
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Using the checktopics Utility

The checkt opi cs utility is delivered in the m grati on directory of the
Solaris/SPARC and the Windows ldentity Synchronization for Windows 1 2004Q3
package.

NOTE The only prerequisite for running checkt opi cs is a suitable Java
Virtual Machine (version 1.4.2_04 or later).

When you run the checkt opi cs utility, it connects to the configuration directory,
which contains information about Synchronization User Lists (SULs) and current
synchronization topic names used in Message Queue. In addition, when you run
checkt opi cs, it queries the Message Queue to see how many outstanding
messages remain on each active synchronization topic and then displays this
information for you.

To execute the checkt opi cs command line utility:
a. Opena Terminal window and cd to the m grat i on directory.

b. From a command prompt, type the subcommand as follows:

java -jar checktopics.jar -h <hostname> -p <port> -D <bind DN> -w
<bind_password> -s <root_suffix> -q <configuration_password> - Z

For example,

java -jar checktopics.jar -D "cn=directory nanager" -w- -s
"dc=exanpl e, dc=com -q -

NOTE = For detailed information about the checkt opi cs arguments,
review “Common Arguments” on page 312.

= For more information about using checkt opi cs, see “Checking
for Undelivered Messages” on page 199.
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After running checkt opi cs, check your terminal for messages:

= If the operation was successful, a message is displayed to the terminal stating
there are no outstanding messages in the logs.

= If the operation fails, an appropriate error message is displayed with an error
identifier.

Clearing Messages

If any of the active synchronization topics have outstanding messages, you can use
the following procedure to clear the messages:

1. Restart synchronization.
2. Wait until the messages are applied to the destination connector.
3. Stop synchronization.

4. Rerun checkt opi cs.

Forcing Password Changes on Windows NT

On Windows NT, password changes are not monitored and new password values
are not captured during the migration process. Consequently, there is no way to
determine new password values after the migration is complete.

Instead of requiring all users to change passwords when you finish migrating to
12004Q3, you can use the f or cepuchg command line utility to require a password
change for all users who changed passwords during the migration process.

NOTE The f or cepwchg utility is available in the Windows packages only.

You will find the f or cepwchg utility in the Windows ni grati on directory. You
execute f or cepwchg directly from that directory — no additional installation steps
are necessary.

You must run f or cepwchg on the Primary Domain Controller (PDC) host where the
NT components (connector, Change Detector DLL, and Password Filter DLL) are
installed — you cannot run f or cepwchg remotely.

The f orcepwchg utility also prints out the account names (one name per line) that
it is trying to migrate. If an error occurs during the migration process, the error
happened while migrating the user account that printed out last.
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Migrating Your System

This section provides instructions for migrating a single-host deployment to
version 1 2004Q3. In a single-host deployment, all Identity Synchronization for
Windows components are installed on a single host (Windows 2000 Server, Solaris
version 8 or 9, or SPARC), as follows:

= Directory Server (one instance)

= Core (Message Queue, Central Logger, System Manager, and Console)
= Active Directory Connector

= Directory Server Connector

= Directory Server Plugin

NOTE If you are using Solaris as your installation host, then a Windows
2000 machine with Active Directory is required for synchronization
purposes only. (No components would be installed on the Windows
2000 machine.)

The following figure illustrates the migration process and may serve as a checklist
to supplement the migration instructions that follow.
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Figure 7-1 Migrating a Single-Host Deployment
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{Continuation)
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Preparing for Migration

Use the following procedure to prepare to migrate from Identity Synchronization
for Windows version 1.0 to version 1 2004Q3:

1. From a command prompt:
o On Solaris or SPARC: Type unconpr ess -c¢ <filename> | tar xf -

o OnWindows: Type %AVA HOME% bi n\jar -xf <filename>
(or use any zip archive program for Windows, such as WinZip®).

After the binaries are unpacked, you will see the following subdirectories
containing the necessary migration tools:

o installer/
o lib/

o magration/

Solaris Windows

exportlOcnf.jar exportl0cnf.jar
— forcepwchg.exe

checktopics.jar checktopics.jar

2. Export your version 1.0 configuration settings to an XML file.
From the m grati on directory, execute export 10cnf as described in “Using the
exportl0cnf Utility” on page 193. For example:

java -jar exportlOcnf.jar -D “cn=directory nmanager” -w- -s
“dc=exanpl e, dc=conf -q - -f export.cfg

3. Add passwords to the exported XML file.

Enter a password between the double quotes for each cl ear t ext Passwor d field
in the exported configuration file (see “Inserting Clear-Text Passwords” on
page 194).

4. Stop synchronization as described in “Starting and Stopping Synchronization”
on page 187.

5. Verify that your system is in a quiescent state. From the ni grati on directory,
execute checkt opi cs as described in “Using the checktopics Utility” on
page 200.

Chapter 7 Migrating to Identity Synchronization for Windows 1 2004Q3 205



Migrating Your System

For example:

java -jar checktopics.jar -D “cn=directory nmanager” -w- -s
“dc=exanpl e, dc=coni -q -

Stop Identity Synchronization for Windows services (daemons) as described in
“Starting and Stopping Services” on page 188.

NOTE Do not stop the Sun ONE Message Queue service at this point.

On Windows NT only — Stop the Sun One NT ChangeDetector Service.
You can stop the service from the command line by typing

net stop “Sun One NT ChangeDetector Service”

On Windows NT only — Save the NT ChangeDetector Service counters as
follows:

a. Open the Registry Editor by executing r egedt 32. exe.
b. Select the HKEY LOCAL MACH NEwindow.
c. Navigate to the SOFTWARE\ Sun M crosyst ens\ PSW 1. 0 node.
d. Save the following registry values:
+  H ghest ChangeNunber
+ Last ProcessedSecLogRecor dNunber
+ Last ProcessedSecLogTi meSt anp
+  QueueS ze

Save the connector states by backing up the per si st and et ¢ directories from
the existing 1.0 installation tree.

o On Solaris: Type cd <serverroot>/ i sw <hostname>
tar cf /var/tnp/connector-state.tar persist etc

o OnWindows: Type cd <serverroot>\ i sw <hostname>
zip -r C\WNNT Tenp\ connector-state.zip persist etc
Y%JAVA HOVE% bi n\jar -cf M 9%dEMP% connector-state.jar persist etc
(or use any zip archive program for Windows, such as WinZip)

10. Start the Identity Synchronization for Windows services (see page 188).
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NOTE

because you never stopped it.

You do not have to start the Sun ONE Message Queue service

Uninstalling Identity Synchronization for
Windows

NOTE

The Identity Synchronization for Windows 1.0 uninstall program

will remove the SUNW ss package if it is not registered for use by
another application (other than Identity Synchronization for
Windows 1.0). In particular, this situation may occur on Solaris
machines if you installed a zip version of Directory Server 5.2.2,
where the uninstall program removes the j ss3.j ar file from
[usr/share/lib/ nps/secvl.

If you encounter this situation as you migrate to Identity

Synchronization for Windows 11 2004Q3, the installer will report

that a required file is missing, and log the file name to the

installation log. When this happens, you must re-install the required
patches (see “Sun Java System Software Requirements” on page 56)

and restart the installation process.

After completing the preparation steps, you are ready to begin uninstalling
Identity Synchronization for Windows version 1.0 (or 1.0 SP1), as follows:

1.

Uninstall the Directory Server Plugin manually, and restart each Directory

Server where the Plugin was installed.

Execute the following steps on each Directory Server where the Plugin was

installed:

a.

Remove the following entries from the Directory Server:

cn=confi g, cn=pswsync, cn=pl ugi ns, cn=confi g
cn=pswsync, ch=pl ugi ns, cn=confi g

For example:

| dapdel ete -D “cn=directory manager” -w - -p <port> -c
cn=config, cn=pswsync, cn=plugi ns, cn=config
cn=pswsync, ch=pl ugi ns, cn=confi g
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3.

b. Restart the Directory Server.
» On Solaris: Type <serverroot>/ sl apd- <hostname>/ r est art - sl apd

«  On Windows: Type
<serverroot>\ sl apd- <hostname>\r est art - sl apd. bat

c. Remove the Plugin binaries from the system.

» On Solaris: Type rm <serverroot>/ | i b/ psw-pl ugi n. so
rm <serverroot>/ | i b/ 64/ psw pl ugi n. so

«  On Windows: Type del <serverroot>\| i b\ psw pl ugi n. dl |

Change directory (cd) to <server_root>\ i sw <hostname>and then use the Identity
Synchronization for Windows 1.0 uninstallation program to uninstall the
version 1.0/1.0 SP1 Connectors and Core components.

NOTE You must always uninstall Connectors before uninstalling
Core components.

o On Solaris or SPARC: Type ./ runUninstal | er. sh
o OnWindows: Type \runlhni nstal | er. bat

Use the following steps to remove Identity Synchronization for
Windows-related entries from the product registry file:

a. Back-up a copy of the file (located at):
« On Solaris: /var/sadm i nstal | / product regi stry
«  On Windows: C \ WNNT\ Syst enB2\ product regi stry

b. To remove the ldentity Synchronization for Windows-related entries from
the product registry file, follow the instructions provided in Step 6 of the
“Manually Uninstalling 1.0 Core and Instances from Solaris.”

On Windows only — After uninstalling Core, restart your machine.

NOTE If the uninstall fails for any reason, you may have to manually
uninstall the Identity Synchronization for Windows
components. Instructions are provided in “What to Do if the 1.0
Uninstallation Fails” on page 212.

208 Identity Synchronization for Windows 1 2004Q3 - Installation and Configuration Guide



Migrating Your System

On Windows only — Verify that Identity Synchronization for Windows is not
running. If necessary, you can stop the service from the command line by

typing
net stop “Sun ONE Identity Synchronization for Wndows”

If this service continues running after uninstallation is completed, it causes a
sharing violation that will prevent you from deleting the instance directory.

Remove the Identity Synchronization for Windows instance directory
(i sw <hostname>).

Installing or Upgrading the Dependent Products

Use the following steps to upgrade the Java Runtime Environment, install Message
Queue, and upgrade Directory Server:

1.

Upgrade the Java 2 Runtime Environment (or Java 2 SDK) on each host (except
on Windows NT) where Identity Synchronization for Windows components
are installed. (The minimum required version is 1.4.2_04.)

o Java2 SDK:http://java.sun.contj2se/1.4.2/install.htn

o Java 2 Runtime Environment:
http://java.sun.conj2se/1.4.2/jrelinstall.htn

Install Message Queue 3.5 SP1 using instructions provided in the Sun Java
System Message Queue 3.5 SP1 Installation Guide.

Upgrade Directory Server to version 5.2 SP2 using instructions provided in the
Sun Java System Directory Server 52004Q2 Installation and Migration Guide,
which is available from the following location:

http://docs. sun. coni db/ col | / D rect orySer ver _04g2

The Directory Server upgrade will preserve your current Directory Server
configuration and database.
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Installing Identity Synchronization for Windows
1 2004Q3

Use the following steps to install the Identity Synchronization for Windows
1 2004Q3 components:

1.

Install Identity Synchronization for Windows 1 2004Q3 Core. (see “Installing
Core” on page 89)

Execute i dsync prepds against Directory Server as follows to update the
schema.

o On Solaris: Type cd / opt/ SUNW sw bi n
Then type: i dsync prepds <arguments>

o OnWindows: Type cd \ <serverroot>\ i sw <hostname>\ bi n
Then type: i dsync prepds <arguments>

For more information about i dsync prepds, see Appendix A, “Using the
Identity Synchronization for Windows Command Line Utilities.”

Import your version 1.0 configuration XML file by typing

i dsync inportcnf <arguments>

NOTE If the program detects errors in your input configuration file, an
error will result. Identity Synchronization for Windows will abort
the i nportcnf process and provide necessary information to
correct the mistakes.

For more information about using i dsync i nportcnf, see “Using
importcnf” in Appendix A.

Install the Identity Synchronization for Windows 1 2004Q3 Connectors (see
“Installing Connectors” on page 164).

Install Identity Synchronization for Windows 1 2004Q3 Directory Server Plugin
(“Installing Directory Server Plugins” on page 175).

Stop ldentity Synchronization for Windows services (daemons) as described in
“Starting and Stopping Services” on page 188.

On Windows NT only — Stop the Sun Java™ System NT Change Detector service.
You can stop the service from the command line by typing

net stop “Sun Java(TM System NT Change Detector”
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On Windows NT only — Restore the NT ChangeDetector Service counters:

a.
b.

C.

Open the Registry Editor by executing r egedt 32. exe.
Select the HKEY_LOCAL_MACH NE window.

Navigate to the SOFTWARE\ Sun M crosyst ens\ Sun Java(TM System
Identity Synchronization for Wndows\1.1 node.

Double-click on each of the following entries to restore their values (which
you saved prior to uninstalling version 1.0):

e H ghest ChangeNunber

e Last ProcessedSecLogRecor dNunber
e Last ProcessedSecLogTi neSt anp

e QueueSi ze

On Windows NT only — Start the Sun Java™ System NT Change Detector service.
You can start the service from the command line by typing

net start “Sun Java(TM System NT Change Detector”

Remove the 1 2004Q3 per si st and et c directories (and all their contents) from
the instance directory and restore the version 1.0 (or 1.0 SP1) persi st and etc
directories you backed up in “Preparing for Migration” on page 205.

0

On Solaris: Type

cd /var/opt/ SUNW sw
rm-rf etc persist
tar xf /var/tnp/connector-state.tar

On Windows: Type

cd <serverroot>\ i sw <hostname>

rd /s etc persist

Y%JAVA HOVE% bi n\jar -xf 9% EMP% connector-state.jar

(or use any zip archive program for Windows, such as WinZip)

Start Identity Synchronization for Windows service (see page 188).

Start synchronization as described in “Starting and Stopping Synchronization

on page 187.

Check the central audit log to verify there are no warning messages.
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NOTE If you customized your version 1.0 log settings, you must manually
apply those customizations to your version 1 2004Q3 installation.
Use the Identity Synchronization for Windows Console to configure
your version 1 2004Q3 log settings.

What to Do if the 1.0 Uninstallation Fails

If the version 1 2004Q3 installation program finds remnants of the version 1.0
system, then the 1 2004Q3 installation will fail. Consequently, you should verify
that all of the 1.0 components are completely removed from the system prior to
installing version 1 2004Q3.

If the uninstallation program does not uninstall all of the version 1.0/1.0 SP1
components, you must manually clean up the Identity Synchronization for
Windows product registry and Solaris packages.

Detailed instructions for uninstalling Identity Synchronization for Windows
version 1.0 manually are provided in the following three sections:

= “Manually Uninstalling 1.0 Core and Instances from Solaris” on page 213

= “Manually Uninstalling 1.0 Core and Instances from Windows 2000” on
page 219

= “Manually Uninstalling a 1.0 Instance from Windows NT” on page 225

NOTE The instructions provided in this section are for uninstalling
Identity Synchronization for Windows version 1.0 only.

Do not use the manual uninstallation procedures provided in the
following sections unless the Identity Synchronization for
Windows uninstallation program fails.
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Manually Uninstalling 1.0 Core and Instances
from Solaris

Use the instructions provided in this section to manually uninstall Core from a
Solaris machine.

NOTE In this section, Identity Synchronization for Windows locations are
described in the following manner:

<serverroot>/ i sw <hostname>

Where <serverroot> represents the parent directory of the Identity
Synchronization for Windows installation location.

For example, if you installed Identity Synchronization for Windows
in/var/ Sun/ nps/i sw <example>, the <serverroot> would be
[ var/ Sun/ nps.

1. Stop all Identity Synchronization for Windows Java processes by typing
/etcl/init.d/isw stop intoaterminal window.

If the preceding command does not stop all of the Java processes, type the
following:

[usr/ucb/ ps -gauxww | grep java
kill -s Sl GIERM <process IDs from preceding command>
2. Stop Message Queue as follows:

a. Atthe prompt, type the following command to stop the Message Queue
broker:

letc/init.d/ing stop
b. To stop any remaining i g processes, type:
* ps -ef | grep ingbroker

* kill -s S GIERM <process IDs from preceding command>
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c. Use one of the following methods to uninstall the broker packages and
directories:

»  Use the Message Queue broker uninstall script (located in the Identity
Synchronization for Windows instance directory on the host where
you installed Core) to uninstall the broker. Type the following:

| <serverroot>/ i sw <hostname>/ i ng_uni nst al |
» Manually uninstall the packages and directories as follows:

Use the pkgr m command to remove these packages:

SUNvécl g SUNW qum SUNW gj x
SUNW gl en SUNVKsT t SUNW qu
SUNW af SUNW gf s SUNW hr t
SUNW gdoc SUNW quc SUNW gsup
SUNW gr SUNW nai |

Use the rm -r f command to remove these directories:

rm-rf /etc/ing
rm-rf /var/ing
rm-rf [usr/bin/inm*

3. Toremove the Identity Synchronization for Windows 1.0 Solaris packages,
run pkgr m <packageName> for each of the packages listed in Table 7-1.
(For example, pkgr m SUNW dscm SUNW dscn SUNW dscr SUNW dsct  SUNW dsoc)
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Table 7-1  Solaris Packages to Remove

Package Name Description

SUNW dscm Sun ONE Directory Server Identity Synchronization package for
Core components and Connectors.

SUNW dscn Sun ONE Directory Server Identity Synchronization package for
Console help files.

SUNW dscr Sun ONE Directory Server Identity Synchronization package for
Core Components.

SUNW dsct Sun ONE Directory Server Identity Synchronization package for
Connectors.

SUNW dsoc Sun ONE Directory Server Identity Synchronization package for
Object Cache.

To verify that all of the packages were removed, type the following:

pkginfo | grep -i "ldentity Synchroni zation"

NOTE Run the pkgr m <packageName> command again if there are still

existing packages due to dependencies.

Remove Director Server Plugin as follows:

a.

b.

Open the Directory Server Console and select the Configuration tab.

In the left pane, expand the Plugins node and select the pswsync node.
In the right pane, uncheck the Enable plug-in check box.

Click Save to save your changes.

From the Directory Server Console, locate and remove the following entry
from the Configuration Directory:

cn=pswsync, ch=pl ugi ns, cn=confi g
Stop Directory Server.

To remove the Plugin binary, type
rm-f /<serverroot>/ | i b/ psw pl ugi n. so

Restart Directory Server.
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5.

Back-up (copy and rename) the current pr oduct regi st ry file located in
/var/sadminstal | /productregistry.

Manually edit the product regi stry file in/var/sadminstal | / to remove the
following entries (if present):

NOTE = For best results, use an XML editor. Alternatively, you can

use a standard text editor.

= Some of the following components may not be included in
your file.

= You must delete the beginning tag (<conpi d>), ending tag
(<\ conpi d>), and all contents in-between both tags). Ellipses
are used in the following list to represent any additional text
and/or tags that are included as part of these tags. (See the
example on page 217.)

<conpi d>l dentity Synchroni zation for Wndows . . . </conpid>
<conpi d>Core . . . </conpid>

<conpi d>uni staller . . . </conpid>

<conpi d>wpsyncwat chdog . . . </conpid>
<conpid>setenv . . . </ conpid>

<conpi d>Create DIT . . . </conpid>

<conpi d>Extend Schena . . . </conpid>

<conpi d>resources . . . </ conpid>

<conpi d>Cor eConponents . . . </conpid>

<conpi d>Connector . . . </conpid>

<conpi d>DSConnector . . . </ conpi d>
<conpid>Directory Server Plugin. . . </conpid>
<conpi d>DSSubconponents . . . </conpi d>

<conpi d>bj ect Cache . . . </conpi d>

<conpi d>bj ect CacheDLLs . . . </conpid>

<conpi d>SUNWdscr . . . </conpid>
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o <conpi d>SUNWdscm. . . </ conpid>
o <conpi d>SUNWdsct . . . </ conpid>
o <conpi d>SUNWdscn . . . </ conpid>
o <conpi d>SUNWdsoc . . . </ conpid>
o <conpi d>ADConnector . . . </ conpi d>

The following is a example <conpi d>tag. Remove <conpi d>, </ conpi d>, and all
text and tags in-between.

<conpi d>l dentity Synchronization for Wndows
<conpversi on>1.0
<uni quenane>l dentity Synchroni zation for Wndows</uni quename>
<conpi nst ance>1
<chi | dren>

<conpr ef >ADConnect or

<i nstance>1
<ver si on>1. 0</ ver si on>

</instance>

</ conpr ef >

<conpr ef >DSSubconponent s

</ conpi nst ance>
</ conpver si on>
</ conpi d>

7. Remove the following Identity Synchronization for Windows directories
and files:

a. From the installation location, type
rm-rf /<serverroot>/ i sw <hostname>
b. Remove the bootstrap files by typing

rm-rf /etc/init.dlisw
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8. Clean up the configuration directory as follows:

a. Run the following | dapsear ch command against the configuration
directory where ldentity Synchronization for Windows Core is installed to
locate the Identity Synchronization for Windows Console subtree:

| dapsearch -D "cn=directory nmanager" -w <my_ password> - b
o=net scaperoot "(nsni ckname=i sw" dn

NOTE | dapsear ch is located in Directory Server’s
<serverroot>/ shar ed/ bi n/ | dapsear ch
For example, / var/ Sun/ nps/ shar ed/ bi n/ | dapsear ch

The resulting entry should be similar to the following (note that the entry
will always end with o=NetscapeRoot):

"cn=Sun ONE ldentity Synchronization for Wndows, cn=server
group, cn=nyhost . nydonai n. com ou=nydonai n. com 0=Net scapeRoot "

b. Use the Directory Server Console to remove the Identity Synchronization
for Windows Console subtree and all subtrees below it.

9. Clean up the Identity Synchronization for Windows configuration registry as
follows:

a. Run the following | dapsear ch command to locate the Identity
Synchronization for Windows configuration registry in Directory Server:

| dapsearch -D "cn=directory nmanager" -w <my_ password> - b
"dc=ny, dc=donai n"
" (& obj ect cl ass=i pl anet servi ce) (ou=l dent i t ySynchroni zation))" dn

The resulting entry should be similar to the following:
"ou=l dentitySynchroni zati on, ou=Ser vi ces, dc=ny, dc=donai n"

b. Use the Directory Server Console to remove the Identity Synchronization
for Windows configuration registry and all subtrees below it.
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10. Clean up all other Console-related files as follows:
a. Remove all Console jar files by typing:

rm-rf <serverroot>/javaljars/isw
For example, / var/ Sun/ nps/j avalj ars/i sw*

b. Remove all Console servlet jar files by typing:

rm-rf <serverroot>/ bi n/i sw
For example, / var/ Sun/ nps/ bi n/ i sw

Manually Uninstalling 1.0 Core and Instances
from Windows 2000

Use the instructions provided in this section to manually uninstall Core from a
Windows 2000 machine.

NOTE In this section, Identity Synchronization for Windows locations are
described in the following manner:

<serverroot>\ i sw- <hostname>

Where <serverroot> represents the parent directory of the Identity
Synchronization for Windows installation location.

For example, if you installed Identity Synchronization for Windows
in C.\ Program Fi | es\ Sun\ nps\ i sw exanpl e, the <serverroot> would
be C.\ Program Fi | es\ Sun\ nps.

1. Stop all Identity Synchronization for Windows Java processes using one of the
following methods:

o Select Start > Settings > Control Panel > Administrative Tools > Services to
open the Services window. In the right pane, right-click on Sun ONE
Identity Synchronization for Windows and select Stop.

o Open a Command Prompt window and type the following command:

net stop “Sun ONE ldentity Synchronization for Wndows”
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0

If the preceding methods do not work, you can use the following steps to
stop the Java processes manually:

I.  Open the Services window, right-click on Sun ONE Identity
Synchronization for Windows, and select Properties.

Il.  From the General tab in the Properties window, select Manual from
the Startup type drop-down list.

NOTE Although you can view Java processes (such as
pswaat chdog. exe) from the Windows Task Manager, you
cannot determine which processes are specifically related to
Identity Synchronization for Windows. For this reason, do
not stop processes from the Windows Task Manager.

2. Stop the Message Queue (for a Core uninstallation only) using one of the
following methods:

0

In the Services window, right-click on iMQ Broker in the right pane and
select Stop.

Open a Command Prompt window and type the following command:
net stop “i MQ Broker”

If the preceding methods do not work, you can use the following steps to
stop Message Queue manually:

I.  Open the Services window, right-click on iMQ Broker and select
Properties.

Il.  From the General tab in the Properties window, select Manual from
the Startup type drop-down list.

3. Remove the Directory Server Plugin as follows:

a.

b.

Open the Directory Server Console and select the Configuration tab.

In the left pane, expand the Plugins node and select the pswsync node.
In the right pane, uncheck the Enable plug-in check box.

Click Save to save your changes.

From the Console, locate and remove the following entry from the
Configuration Directory:

cn=pswsync, ch=pl ugi ns, cn=confi g
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Stop Directory Server, using one of the following methods:

» Inthe Services window, right-click on Sun ONE Directory Server5.2in
the right pane and select Stop.

» Open a Command Prompt window and type the following command:
net stop sl apd- <myhostname>

Open the Windows Explorer to locate and remove the Plugin binary:

<serverroot>\ | i b\ psw pl ugi n. so

Restart Directory Server.

Open a Command Prompt window and type regedi t to open the Registry
Editor window.

Important — Back up your current registry file before proceeding to Step 5.

a.
b.

C.

In the Registry Editor, select the top node (My Computer) in the left pane.
Select Registry > Export Registry File from the menu bar.

When the Export Registry File dialog box is displayed, specify a name for
the file and select a location in which to save the backup registry.

In the Registry Editor, select Edit > Delete from the menu bar and remove the
following Identity Synchronization for Windows keys from the Windows
Regqistry:

0

All entries under HKEY_LOCAL_NMACH NE\ SOFTWARE\ M cr osof t \ W ndows\
Qurrent Version\Uninstal I\l dentity Synchronization for Wndows

All Qurrent Cont rol Set and Control Set (such as Cont r ol Set 001,

Cont r ol Set 002, and so forth) entries under

HKEY_LOCAL_MACH NE\ SYSTEM *, which includes the following entries (if
they exist):

+ ...\Control\ Session Manager\ Envi r onment \ <isw-installation directory>

e ...\Services\Eventlog\Application\Sun ONE Identity
Synchroni zation for Wndows

 ...\Services\Sun O\E Identity Synchronization for Wndows

e ...\Services\i MBroker

Back-up (copy and rename) the current pr oduct regi st ry file located in
C \ WNNT\ syst enB2.
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7. Edit the C\ WNNT\ syst en82 \pr oduct r egi stry file to remove the following

tags:

NOTE = For best results, use an XML editor. Alternatively, you can
use a standard text editor.

= Some of the following components may not be included in
your file.
= You must delete the beginning tag (<conpi d>), ending tag

(<\ conpi d>), and all contents in-between both tags).
Ellipses are used in the following list to represent any
additional text and/or tags that are included as part of
these tags. (See the example page 223.)

o <conpid>l dentity Synchronization for Wndows . . . </conpi d>

o <conpid>Core . . . </conpid>

o <conpid>unistaller . . . </conpid>

o <conpi d>wpsyncwat chdog . . . </conpid>

o <conpid>setenv . . . </conpid>

o <conpid>Create DIT . . . </conpid>

o <conpi d>Extend Schema . . . </conpid>

o <conpi d>resources . . . </ conpid>

o <conpi d>CoreConponents . . . </conpid>

o <conpi d>Connector . . . </ conpid>

o <conpi d>DSConnector . . . </ conpi d>

o <conpid>Directory Server Plugin . . . </ conpid>

o <conpi d>DSSubconponents . . . </conpi d>

o <conpi d>Cbj ect Cache . . . </conpid>

o <conpi d>Cbj ect CacheDLLs . . . </conpid>

o <conpi d>ADConnector . . . </ conpi d>
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The following is a <conpi d>tag sample. Remove <conpi d>, </ conpi d>, and all
text and tags in-between.

<conpi d>l dentity Synchroni zation for Wndows
<conpversi on>1. 0
<uni quenane>l dentity Synchroni zation for W ndows</ uni quename>
<conpi nst ance>1
<chi | dren>

<conpr ef >ADConnect or

<i nstance>1
<ver si on>1. 0</ versi on>

</ i nst ance>

</ conpref >

<conpr ef >DSSubconponent s

</ conpi nst ance>
</ conpver si on>
</ conpi d>

Remove the Identity Synchronization for Windows installation folder located
at <serverroot>\ i sw <hostname>.

For example, C.\ Progr am Fi | es\ Sun\ nps\i sw exanpl e
Clean up the configuration directory as follows:

a. From a Command Prompt window, run the | dapsear ch command against
the configuration directory where Identity Synchronization for Windows
Core is installed to locate the Identity Synchronization for Windows
Console subtree.

NOTE | dapsear ch is located in <serverroot>\ shar ed\ bi n\ | dapsear ch.

For example,
C \ Program Fi | es\ Sun\ nps\ shar ed\ bi n\| dapsear ch

| dapsearch -D "cn=directory nanager" -w <my_ password> - b
o=net scaperoot "(nsni ckname=i sw" dn
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The resulting entry should be similar to the following (note that the entry
will always end with o=NetscapeRoot):

"cn=Sun ONE Identity Synchronization for Wndows, cn=server
group, cn=nyhost . nydonai n. com ou=nydonai n. com 0=Net scapeRoot "

Use the Directory Server Console to remove the Identity Synchronization
for Windows Console subtree you found and all subtrees below it.

10. Clean up the Identity Synchronization for Windows configuration directory
(also know as the configuration registry) as follows:

a.

From a Command Prompt window, run the following | dapsear ch
command to locate the Identity Synchronization for Windows
configuration directory in Directory Server:

| dapsearch -D "cn=directory nmanager" -w <my_ password> - b
"dc=ny, dc=donai n"
" (& obj ect cl ass=i pl anet servi ce) (ou=l dent it ySynchroni zation))" dn

The resulting entry should be similar to the following:
"ou=l dentitySynchroni zati on, ou=Ser vi ces, dc=ny, dc=donai n"

Use the Directory Server Console to remove the configuration directory
subtree you found, including all subtrees below it.

11. Clean up all other Console-related files as follows:

a.

Remove all Console jar files located in <serverroot>\ j aval j ar s\ i swt
For example, C:\ Program Fi | es\ Sun\ nps\j ava\j ar s\i sw*

Remove all Console servlet jar files located in
\ <directory_server_install_root>\ bi n\ i swk
For example, C. \ SunOne\ Server s\ bi n\i sw

12. Restart your machine for all changes to take effect.
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Manually Uninstalling a 1.0 Instance
from Windows NT

Use the instructions provided in this section to manually uninstall an instance from
a Windows NT machine.

NOTE

In this section, Identity Synchronization for Windows locations are
described in the following manner:

<serverroot>\ i Sw <hostname>

Where <serverroot> represents the parent directory of the ldentity
Synchronization for Windows installation location. For example, if
you installed Identity Synchronization for Windows in

C \ Program Fi | es\ Sun\ nps\i sw exanpl e, the <serverroot> would be
C\ Program Fi | es\ Sun\ nps.

1. Stop all Identity Synchronization for Windows Java processes (Core and
instance installations) using one of the following methods:

0

Select Start > Settings > Control Panel > Administrative Tools > Services to
open the Services window. In the right pane, right-click on Sun ONE
Identity Synchronization for Windows and select Stop.

Open a Command Prompt window and type the following command:

net stop “Sun CNEldentity Synchronization for Wndows”

If the preceding methods do not work, use the following steps to stop the
Java processes manually:

Open the Services window, right-click on Sun ONE Identity
Synchronization for Windows, and select Properties.

From the General tab in the Properties window, select Manual from
the Startup type drop-down list.

NOTE Although you can view Java processes (such as

pswwat chdog. exe) from the Windows Task Manager, you
cannot determine which processes are specifically related to
Identity Synchronization for Windows. For this reason, do
not stop processes from the Windows Task Manager.

Chapter 7 Migrating to Identity Synchronization for Windows 1 2004Q3 225



What to Do if the 1.0 Uninstallation Fails

2. Stop the Change Detector service using one of the following methods:

o Inthe Services window, right-click on Sun ONE NT Change Detector Service
in the right pane and select Stop.

o Open a Command Prompt window and type the following command:
net stop “Sun ONE NT Change Detector Service”

o If the preceding methods do not work, use the following steps to stop the
Change Detector Service manually:

I.  Open the Services window, right-click on Change Detector Service and
select Properties.

Il.  From the General tab in the Properties window, select Manual from
the Startup type drop-down list.

3. Restart your Windows NT computer.

4. You must remove ldentity Synchronization for Windows registry keys. Open a
Command Prompt window and type r egedt 32 to open the Registry Editor
window.

CAUTION Do not use regedi t because the program does not allow you to
edit multi-value strings.

Be sure to back up your current Windows registry file before
proceeding to Step 5.

a. Inthe Registry Editor, select the top node (My Computer) in the left pane.
b. Select Registry > Export Registry File from the menu bar.

c. When the Export Registry File dialog box is displayed, specify a name for the
file and select a location in which to save the backup registry.
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In the Registry Editor, select Edit > Delete from the menu bar and remove the
following Identity Synchronization for Windows keys from the Registry:

0

0

All entries under HKEY_LOCAL_MACH NE\ SOFTWARE\ M cr osof t \ W ndows\
Qurrent Version\Uninstal I\ldentity Synchronization for Wndows

All Qurrent Control Set and Cont rol Set (such as Control Set 001,
Cont r ol Set 002, and so forth) entries under HKEY_LQOCAL_NMACH NE\ SYSTEM *,
which includes the following entries (if they exist):

* ...\ Control\ Session Manager\ Envi r onnent \ <isw-installation directory>
e« ...\Services\Eventl og\ Application\Sun ONE Identity
Synchroni zation for Wndows
e ...\Services\Sun ONE Identity Synchronization for Wndows
« ...\Services\i MBroker

The HKEY_LOCAL_MACH NE\ SOFTWARE\ Sun M cr osyst enms\ PSW

Use r egedt 32 (do not use r egedi t ) to modify (do not delete) the following
registry key:

a.

C.

Select the registry key entry in the left pane:
HKEY_LOCAL_MACH NE\ SYSTEM \ Cur rent Cont r ol Set \\ CONTRCL\ \ LSA
The registry value type must be REG MLTI _SZ

In the right pane, right-click on the Notification Packages value and select
Modify.

Change the PASSFLT value to FPNWCLNT.

Back-up (copy and rename) the current pr oduct regi st ry file located in
C \ WNNT\ syst enB2.
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8. Edit the C\ WNNT\ syst en82 product regi stry file to remove the
following tags:

NOTE = For best results, use an XML editor. Alternatively, you can
use a standard text editor.

= Some of the following components may not be included in
your file.

= You must delete the beginning tag (<conpi d>), ending tag
(<\ conpi d>), and all contents in-between both tags). Ellipses
are used in the following list to represent any additional text
and/or tags that are included as part of these tags. (See the
example on page 223.)

o <conpi d>l dentity Synchroni zation for Wndows . . . </conpid>
o <conpid>Core . . . </conpid>

o <conpid>uninstaller . . . </ conpid>

o <conpi d>wpsyncwat chdog . . . </conpid>

o <conpid>setenv . . . </conpid>

o <conpid>Create DIT . . . </conpid>

o <conpi d>Extend Schema . . . </conpid>

o <conpi d>resources . . . </ conpid>

o <conpi d>CoreConponents . . . </conpid>

o <conpi d>Connector . . . </ conpid>

o <conpi d>DSConnector . . . </ conpi d>

o <conpid>Directory Server Plugin . . . </ conpid>
o <conpi d>DSSubconponents . . . </conpi d>

o <conpi d>Cbj ect Cache . . . </conpi d>

o <conpi d>Cbj ect CacheDLLs . . . </conpi d>

o <conpi d>ADConnector . . . </ conpid>
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The following is a example <conpi d>tag. Remove <conpi d>, </ conpi d>, and all
text and tags in-between.

<conpi d>l dentity Synchronization for Wndows
<conpversion>1.0
<uni quenane>l dentity Synchroni zation for Wndows</uni quename>
<conpi nst ance>1
<chi | dren>

<conpr ef >ADConnect or

<i nstance>1
<versi on>1. 0</ versi on>

</i nst ance>

</ conpref >

<conpr ef >DSSubconponent s

</ conpi nst ance>
</ conpver si on>
</ conpi d>

9. Remove the Identity Synchronization for Windows installation folder located
at <serverroot>\ i sw <hostname>.

For example, C.\ Progr am Fi | es\ Sun\ nps\i sw exanpl e

NOTE You must edit the Windows registry as described in Step 8 before
proceeding to Step 10.

10. Remove the Password Filter DLL.

Locate the passflt. dl | file in the C \wi nnt\ syst enB2 folder, and rename the
file to passflt.dll. ol d.

11. Restart your machine for all changes to take effect.
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Other Migration Scenarios

Because other deployment topologies are possible, your migration process may
differ somewhat from the process described for a single-host deployment.

This section describes two alternative deployment scenarios and explains how to
migrate each case. The sample deployment scenarios include:

= “Multimaster Replication Deployment”

= “Multi-Host Deployment with Windows NT” on page 233

Multimaster Replication Deployment

In a multimaster replication (MMR) deployment, two Directory Server instances
are installed on different hosts. It is possible to run the hosts on different operating
systems, but in this scenario, both hosts are running on the same operating system.

Table 7-2 illustrates how the Identity Synchronization for Windows components
are distributed between the two hosts.

Table 7-2 ~ Component Distribution in a Multimaster Replication Deployment

Host 1 Host 2

Directory Server (one instance) as the Directory Server (one instance) as the
secondary master for synchronized users preferred master for synchronized users
Core (Message Queue, Central Logger, Directory Server Plugin

System Manager, and Console)
Active Directory Connector
Directory Server Connector

Directory Server Plugin

The migration process keeps on-demand password synchronization running
continuously on the preferred master or on the secondary master.

NOTE If both hosts are running on a Solaris operating system, then a third
host running Windows 2000 with Active Directory is required for
synchronization purposes only. (No components would be installed
on the third host.)
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The following figure illustrates the process for migrating ldentity Synchronization

for Windows in a MMR deployment:

Figure 7-2 Migrating a Multimaster Replication Deployment
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[ Back Up Connector State (persist, ete Directories) |

| Start ldentity Synchronization for Windows Service |

Uninstall the Identity Synchronization for Windows 1.0
Active Directory and Directory Server Conneciors

Uninstall Identity Synchronization for Windows 1.0 Core

| Upgrade/Install Message Queue 3.5 SP1

Remove Identity Synchronization for Windows 1.0
Directory Server Plugin on Host 1

| Upgrade to Directory Server 5.2 Patch 2 on Host 1
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(Continuation)
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Multi-Host Deployment with Windows NT

Three hosts are used in this deployment scenario:
e A Windows NT system

= A host for Directory Server with the synchronized users and the Directory
Server Connector

= A host for all other components

Table 7-3 illustrates how the Identity Synchronization for Windows components
are distributed between the three hosts.

Table 7-3 ~ Multi-Host Deployment

Host 1 Host 2 Host 3

Directory Server with Directory Server for Windows NT Connector
configuration repository synchronized users

Core (Message Queue, Directory Server Connector Windows NT Subcomponents
Central Logger, System (Password Filter DLL and
Manager, and Console) Change Detector Service)
Active Directory Connector Directory Server Plugin

As in the previous scenario, Hosts 1 and 2 are running on the same operating
system.

NOTE If both hosts are running a Solaris operating system, then a fourth
host running Windows 2000 with Active Directory is required for
synchronization purposes only. (No components would be installed
on the fourth host.)
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Figure 7-3 illustrates the process for migrating Identity Synchronization for
Windows for a multi-host deployment:

Figure 7-3 Migrating a Multi-Host Deployment with Windows NT
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(Continued from previous page)
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Monitor Logs

Chapter 7 Migrating to Identity Synchronization for Windows 1 2004Q3

235



Checking the Logs

Checking the Logs

After migrating to version 1 2004Q3, check the central audit log for messages
indicating a problem — especially for Directory Server users whose password
changes may have been missed during the migration process, which would result
in a message similar to the following:

[ 16/ Apr/2004: 14: 23: 41. 029 - 0500] WARNI NG 14  ONN101

ds- connect or - host . exanpl e.com "Unable to obtai n password of user
cn=JohnSni t h, ou=peopl e, dc=exanpl e, dc=com because the password was encoded
by a previous installation of Identity Synchronization for Wndows
Directory Server Plugin. The password of this user cannot be synchronized at
this time. Update the password of this user again in the Directory Server.

n

You will not see this log message until after you start synchronization in Identity
Synchronization for Windows 1 2004Q3, which is why checking the logs is the last
step of the migration procedure.
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Chapter 8

Removing the Software

This section contains procedures for removing ldentity Synchronization for
Windows 1 2004Q3 in the following sections:

= “Planning for Uninstallation” on page 237
= “Uninstalling the Software” on page 238

= “Uninstalling the Console Manually” on page 245

Planning for Uninstallation

Before removing the software keep in mind the following points:

NOTE You must follow the instructions for uninstalling product
components and subcomponents explicitly, and verify that you have
uninstalled all components successfully.

= You must uninstall subcomponents and the Directory Server Plugin before you
uninstall their associated connectors, and uninstall all the connectors before
Core. (The Active Directory Connector does not have any subcomponents to
uninstall.)

Failure to uninstall one of these components in the proper order will prevent
you from selecting and uninstalling the other components. For example, if you
do not uninstall the connectors first, you cannot select Core for uninstallation.
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= You must uninstall the Directory Server Plugin before you uninstall Core.

Uninstalling Core first will remove the Plugin bits without unregistering them
from the Directory Server, which prevents the Directory Server from starting
unless you manually remove cn=pswsync, cn=pl ugi ns, cn=confi g.

= Inreplicated environments with replicas (in addition to primary and secondary
servers) you must uninstall the Directory Server Plugin and then restart the
servers.

= The order in which you uninstall connectors does not matter.

= After uninstalling a Sun Java System Directory Server or Windows NT
Connector, you must perform some additional steps to reinstall the Connector on
a different machine or to use a different server port.

In this case, you must uninstall and reinstall all of the corresponding
subcomponents, and restart the Identity Synchronization for Windows
daemon/service where Core is installed (see “Starting and Stopping Services” on
page 188).

= You must not uninstall Core unless all the connectors and subcomponents on all
systems have been uninstalled.

< You mustruntheuninstall.cnd script (located in the i sw <hostname> directory)
on Windows 2000 and NT platforms. (You must run this batch file as
Administrator.)

< You must run the runUni nstal | . sh script (located in the installation directory,
/ opt / SUNW sw, by default) on Solaris operating systems. (You must run this script
as root.)

Uninstalling the Software

Your system may contain any or all of the following ldentity Synchronization for
Windows components:

= Active Directory Connectors
= Directory Server Connectors and Plugins
= Core

Your Windows NT system may contain the Windows NT Connector and
subcomponents.

UserunUni nstal | er. sh (Solaris) or uninstall.cnd (Windows) to remove all
connectors and subcomponents and then remove Core (if installed).
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This section provides instructions for the following:
= Uninstalling the Directory Server Plugin
= Uninstalling Connectors

= Uninstalling Core

Uninstalling the Directory Server Plugin

NOTE = The uninstaller removes Identity Synchronization for Windows
Directory Server Plugins only. You cannot use this uninstaller
to remove any other Directory Server Plugins.

In this publication, Directory Server Plugin refers to the Identity
Synchronization for Windows Directory Server Plugin (unless
specifically noted otherwise).

= To run the uninstallation program in text-based mode
(on Solaris only), type

.IrunUni nstal l er.sh -nodi spl ay

When you run this program, Identity Synchronization for
Windows automatically masks passwords so they will not be
echoed in the clear.

Use the following steps to uninstall the Identity Synchronization for Windows
Directory Server Plugin.

1. Start the uninstaller program (r unUni nst al | er. sh on Solaris or uni nstal | . cnd
on Windows).

These uninstaller programs are located in the installation directory (which is
the / opt / SUNW swdirectory by default).

2. Atthe Welcome screen click Next.
3. Enter the Configuration Directory Host name and Port number.

o Select the root suffix of the configuration directory. (If necessary, click
Refresh to see the list of suffixes.)

o For secure communication between the uninstall program and the
configuration directory server, enable the Secure Port box and specify the
Directory Server’s SSL port number.
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4. Enter your administrator’s name and password for the configuration directory.
5. Select the Uninstall a Directory Server Plugin option.

6. Enter the Directory Server Host name, port, and your Administrator’s
credentials (name and password).

7. Click Next to perform further uninstallation related tasks.
8. When prompted restart the Directory Server where the Plugin was installed.

9. A summary window is displayed. Please follow the instructions presented in
this window.

o On Solaris systems: Uninstallation logs are written to
/var/sadniinstal |/l ogs/

o On Windows systems: Uninstallation logs are written to the Y99EMP%
directory, which is a subdirectory of the Local Setti ngs folder located
under

C \Docunents and Settings\ Adni ni strat or

NOTE On some Windows systems (such as Windows 2000
Advanced Server), the Local Settings folder is a hidden
folder.

To view this folder and the Tenp subdirectory:

Open your Windows Explorer and select Tools > Folder
Options from the menu bar. When the Folder Options
dialog box is displayed, select the View tab and enable the
Show Hidden Files option.

Click Close to exit the program.

10. If the Directory Server Plugin is the only Identity Synchronization for Windows
component installed on the target host, then you can delete the isw-hostname
folder.

11. Repeat Step 1 through Step 9 for each Directory Server Plugin installed on a
Windows 2000 server in your network.
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Uninstalling Connectors

To uninstall connectors, use the following steps:

1.

Start the uninstaller program (r unUni nst al | er. sh on Solaris or uni nstal | . cd
on Windows).

These programs are located in the installation directory (which is the
/ opt / SUNW sw directory by default).

At the Welcome screen click Next.
Enter the Configuration Directory Host name and Port number.

o Select the root suffix of the configuration directory. (If necessary, click
Refresh to see the list of suffixes.)

o For secure communication between the uninstall program and the
configuration directory server, enable the Secure Port box and specify the
Directory Server’s SSL port number.

Enter your administrator’s name and password for the configuration directory.

Select the connector(s) to be uninstalled.

NOTE The selected connectors must be present on the target host.

Click Next to perform further uninstallation related tasks.

A summary window appears. Please follow the instructions presented in this
window.

o On Solaris systems: Uninstallation logs are written to
/var/sadnminstal |/l ogs/

o On Windows systems: Uninstallation logs are written to the Y%9EMP%
directory, which is a subdirectory of the Local Setti ngs folder located in

C \Docunents and Settings\ Adni ni strat or
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NOTE On some Windows systems (such as Windows 2000 Advanced
Server), the Local Setti ngs folder is a hidden folder.
To view this folder and the Tenp subdirectory:

Open your Windows Explorer and select Tools > Folder
Options from the menu bar. When the Folder Options dialog
box is displayed, select the View tab and enable the Show
Hidden Files option.

8. Click Close to exit the program.

9. Ifthere are no other connectors installed on the target host, then you can safely
remove the i sw <hostname> folder.

10. Repeat Step 1 through Step 7 for all hosts where connectors are installed.

Uninstalling Core

NOTE You must uninstall the Directory Server Plugin before you
uninstall Core.

Uninstalling Core before the Plugin removes the Plugin bits without
unregistering them from the Directory Server, which will prevent
the Directory Server from starting unless you manually remove
cn=pswsync, cn=pl ugi ns, cn=confi g.

Use the following instructions to uninstall Core:
1. Start the uninstaller program:
o On Windows machines:
I. Click Start, and then choose Settings > Control Panel .
Il. Double-click Add/ Renove Prograns.

1. Inthe Add/ Remove Prograns window, select | dentity
Synchroni zation for Wndows, then click Renove.
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o On Solaris or Windows machines, execute r unUni nst al | er. sh on Solaris
or uni nstal | . cnd on Windows.

These programs are located in the installation directory (which is the
/ opt / SUNW sw directory by default).

2. Atthe Welcome screen click Next.
3. Enter the Configuration Directory Host name and Port number.

o Select the root suffix of the configuration directory. (If necessary, click
Refresh to see the list of suffixes.)

o For secure communication between the uninstall program and the
configuration directory server, enable the Secure Port box and specify the
Directory Server’s SSL port number.

4. Enter your administrator’s name and password for the configuration directory.
5. Select Core to be uninstalled and click Next.

6. Enter the configuration directory URL, click Refresh, and select the appropriate
root suffix from the drop-down list.

7. Click Next to perform further uninstallation related tasks.

8. A summary window appears. Please follow the instructions presented in this
window.

o On Solaris systems: Uninstallation logs are written to
/var/sadnlinstal |/l ogs/

o On Windows systems: Uninstallation logs are written to the Y%9EMP%
directory, which is a subdirectory of the Local Setti ngs folder located
under

C \Docunents and Settings\ Adni ni strat or

NOTE On some Windows systems (such as Windows 2000 Advanced
Server), the Local Settings folder is a hidden folder.

To view this folder and the Tenp subdirectory:

Open your Windows Explorer and select Tools > Folder
Options from the menu bar. When the Folder Options dialog
box is displayed, select the View tab and enable the Show
Hidden Files option.

9. Click Close to exit the program.
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NOTE

If you are unable to run the connector uninstaller for a given connector for
any reason (for example, if you lost the connector files during a hard drive
failure), use thei dsync reset conn subcommand (see “Using resetconn” on
page 326).

This command resets the connector state in the configuration directory to
uninstalled so that you can reinstall it elsewhere. The reset conn
subcommand is similar to other commands that access the configuration
directory, and it provides two options:

= - e <dir-source>: Specifies the name of the directory source to be reset.
(Connectors are identified in the installers by their directory source
name.)

= -n (safe mode): Indicates whether the arguments specified for the
command are correct without doing any work.

Example command:

i dsync resetconn -D “cn=Directory Manager” -w [-h CR-hostnane]
[-p 389] [-s dc=exanple, dc=sun,dc=con] -q [-Z] [-P “cert8.db"]
[-m*“secrod. db“] -e “dc=central, dc=exanpl e, dc=conf [-n]

r eset conn Output:

NOTICE: This programwi ||l reset the installation state to
UNI NSTALLED for the Connector associated with the specified
Di rectorySource 'dc=central, dc=exanpl e, dc=coni .

Changi ng the Connector to an UNINSTALLED state is a last resort.
This is NOT neant to be used for uninstalling connectors. It is
typically used if you lost a machine with the connector on it and can
not run the uninstaller. Additionally, this programw Il rewite
the existing configuration. This can be a |engthy process. Before
proceedi ng, you shoul d stop the Consol e, any running installers, and
al | other system processes. You may want to export the ou=Services
tree in the configuration directory to Idif as a backup.

Do you want to reset the installer settings for the connector (y/n)?
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Uninstalling the Console Manually

After you have removed all other Identity Synchronization for Windows
components, you may have to manually uninstall the Console.

From Solaris Systems

To uninstall the Console from a Solaris system, use the following steps:

1.

Delete the following subtree from the configuration directory:

cn=Sun Java (TM Systemldentity Synchronization for
W ndows, cn=<server_group>, cn=<hostname>, ou=<domain_name>, o0=net scaper oot

For all console installations, remove all of the . j ar files with ani swprefix from
the following directory:

<serverroot></ server>/ j aval j ar s

From Windows Systems

To uninstall the Console from a Windows Active Directory or NT system, use the
following steps:

1.

Delete the following subtree from the configuration directory:

cn=Sun Java (TM Systemldentity Synchronization for
W ndows, cn=<server_group>, cn=<hostname>, ou=<domain_name>, o0=net scaper oot

For all console installations, remove all of the . j ar files with an i swprefix from
the following directory:

<serverroot>/ <server>/ j aval j ar s
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Chapter 9

Troubleshooting

This chapter provides information to help you troubleshoot problems you may
encounter while using Identity Synchronization for Windows. The information is
organized as follows:

= “Troubleshooting Checklist” on page 248

= “Troubleshooting Connectors” on page 252

= “Troubleshooting Components” on page 256

= “Troubleshooting Subcomponents” on page 259
= “Troubleshooting Message Queue” on page 261
= “Troubleshooting SSL Problems” on page 264

= “Troubleshooting Controller Problems” on page 269
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Troubleshooting Checklist

NOTE Administrators: When you are debugging problems, adjust the

logging level (as described in “Configuring Your Log Files” on
page 277) to ensure the log reflects all events that may be causing
problems.

Some events (such as the program failing to synchronize a user
change because the user was not included in the SUL) are not
included in a log file until you adjust the log level to FINE or higher.
The log level should be left at INFO during all i dsync resync
operations.

The i dsync printstat command can be a useful tool as you install
and configure Identity Synchronization for Windows. When you
run printstat (see “Using printstat” on page 325), it displays a list
of the remaining steps you have to perform to complete the
installation and configuration process.

Are there any problems reported in the central error.log?
i sw <hostname>/ | ogs/ central /error.| og

Almost all errors will be reported in the central error log file. Also, additional
information about any error is usually available in the audi t . | og file. To ease
correlation of related log entries, the audi t. | og file also includes all entries in
the error log.

The Release Notes document many known issues. Is this problem explained
there?

Was the installation performed on a clean machine? Problems might occur
when this product is reinstalled if the uninstallation of the previous
configuration was not complete. Please refer to Chapter 8, “Removing the
Software” for more instructions about how to clean up previous installations.

Was the Core properly installed? If Core installation completed successfully,
then log files will exist in the i sw <hostname>/ | ogs/ central / directory.

Was the Directory Server running during resource configuration?

Is the Core, including the Message Queue and the System Manager, currently
running? On Windows, check for the appropriate service name. On Solaris,
check for the appropriate daemon name. Use the i dsync printstat command
to verify that the Message Queue and System Manager are active.
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10.

11.
12.

13.

14.

15.

16.

17.

18.

Troubleshooting Checklist

Was a configuration saved successfully? If the i dsync printstat command
lists connectors, then a configuration was saved successfully.

Were all connectors installed? One connector must be installed for each
directory source being synchronized.

Were all subcomponents installed? Directory Server and Windows NT
Connectors require subcomponents to be installed after the Connector
installation. The Directory Server Plugin must be installed in each Directory
Server replica.

Were post-installation procedures followed? The Directory Server must be
restarted after the Directory Server Plugin is installed. The Windows NT
Primary Domain Controller must be restarted after the Windows NT
subcomponents are installed.

Was synchronization started either from the Console or command line?
Are all connectors currently running?

Verify that all connectors are in the SYNCING state using the Console or
idsync printstat.

Are the directory sources being synchronized currently running?

Verify using the Console that modifications and/or creates are synchronized in
the expected direction(s).

If synchronizing users that existed in only one directory source, were these
users created in the other directory source using the i dsync resync
command?

NOTE You must runi dsync resync whenever there are existing users.
If you do not resynchronize existing users, resynchronization
behavior remains undefined.

If synchronizing users that existed in both directory sources, were these users
linked using the i dsync resync command?

If user creates fail from Active Directory or Windows NT to the Sun Java
System Directory Server, verify that all mandatory attributes in the Directory
Server objectclass are specified as creation attributes and values for the
corresponding attributes are present in the original user entry.
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19.

20.

21.

22.

23.

24.

25.

26.

If synchronizing creates from Directory Server to Windows NT and the user
creation succeeded, but the account is unusable, verify that the user name does
not violate Windows NT requirements.

For example, if you specify a name that exceeds the maximum allowable length
for Windows NT, the user will be created on NT but will remain unusable and
uneditable until you rename the user (User > Rename).

For the Windows NT SAM Change Detector subcomponent to be effective, you
must turn on the NT audit log. Select Start > Programs > Administrative Tools
> User Manager, and then select Policies > Audit Policies.

Select Audit These Events and then both the Success and Failure boxes for User
and Group Management.

Select Event Log Settings in the Event Viewer >Event Log Wrapping, and then
select Overwrite Events as Needed.

Are the users that fail to synchronize within a Synchronization User List? For
example, do they match the base DN and filter of a Synchronization User List?
In deployments that include Active Directory, on-demand password
synchronization fails silently if the Sun Java System Directory Server entry is
not in any Synchronization User List. This most often occurs because the filter
on the Synchronization User List is incorrect.

Were the synchronization settings changed? If the synchronization settings
changed from only synchronizing users from Active Directory to the Sun Java
System Directory Server to synchronizing users from the Directory Server to
Active Directory, then the Active Directory SSL CA certificate must be added
to the connector’s certificate database. The i dsync certinf o command reports
what SSL certificates must been installed based on the current SSL settings.

Are all host names properly specified and resolvable in DNS? The Active
Directory domain controller should be DNS-resolvable from the machine
where the Active Directory Connector is running and the machine where the
Sun Java System Directory Server Plugin is running.

Does the IP address of the Active Directory domain controller resolve to the
same name that the connector uses to connect to it?

Does the source connector detect the change to the user? Use the central
audi t . | og to determine if the connector for the directory source where the user
was added or modified detects the modification.

Does the destination connector process this modification?
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27.

28.

29.

30.

Troubleshooting Checklist

Are multiple Synchronization User Lists configured? If so, are these in conflict?
More specific Synchronization User Lists should be ordered before less specific
ones using the Console.

If flow is set to bidirectional or from Sun to Windows and there are Active
Directory data sources in your deployment, are the connectors configured to
use SSL communication?

If memory problems are suspected on Solaris environments check the
processes. To view which components are running as different processes, enter

[usr/ucb/ ps -gauxww | grep com sun.directory.wps

The output gives the full details including the ID of connectors, system
manager and central logger. This can be useful to see if any of the processes are
consuming excessive memory.

If you are creating or editing the Sun Java System Directory source, and the
Directory Server does not display in the Choose a known server drop-down
list, check that the Directory Server is running. The Directory Server must be
running to appear in the drop down list of available hosts.

If the server in question is down temporarily, type the host and port into the
Specify a server by providing a hostname and port field.

NOTE Identity Synchronization for Windows uses a short host name
by default; however, the default host name may not work with
your configuration. We recommend using a fully qualified
name whenever you are asked to provide a host name.

31. Do you receive the following error while running uninstaller program?

.lruninstaller.sh

| CException while nmaking /tnp/ Sol ari sNativeTool kit_5.5.1 1
execut abl e:j ava.io. | CException: Not enough space

java.io.l CException: Not enough space

Increase the size of the swap file mounted at / t np.
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Troubleshooting Connectors

Use the information in this section to troubleshoot problems with your connectors.
The information is organized as follows:

< “How to Determine the ID of a Connector Managing a Directory Source” on
page 252

< “How to Determine a Connector’s Current State” on page 253

How to Determine the ID of a Connector
Managing a Directory Source

You can use one of the following methods to determine the connector ID:
= “Using the Central Logs”

e “Using idsync printstat”

Using the Central Logs

Determine the connector IDs of the directory sources being synchronized by
looking in the central audi t . | og. At startup, the central logger logs the IDs of each
connector and the directory source that it manages. Look for the last instance of the
startup banner for the most recent information.

For example, in the following log message there are two connectors:
< CNN101 is a Sun Directory Connector that manages dc=ai ri us, dc=com

< CNNZ100 is an Active Directory Connector that manages the ai ri us. com
domain

[ 2003/ 03/ 19 00: 00: 00. 722 -0600] INFO 16  "SystemConponent |nformation:
SysMyr _100 is the system manager (CORE); console is the Product Console
User Interface; ONNL1O1 is the connector that nanages [dc=airi us, dc=com
(I'dap://hostl.airius.com389)]; CNNIOO is the connector that manages
[airius.com (Idaps://host2. airius.com636)];"
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Using idsync printstat
The connector IDs and status are also available from the i dsync print st at
command (see “Using printstat” on page 325).

A sample output of this command follows:

Connector 1D CNN1OO
Type: Active Directory
Manages: airius.com (| daps://host2.airius.com636)
State: READY

Connector 1D ONN101
Type: Sun Java System Directory
Manages: dc=airi us, dc=com (I dap://host 1. airius.com 389)
State: READY

Sun Java System Message Queue Status: Started
Checking the System Manager status over the Sun Java System Message Queue.
System Manager Status: Started

SUCCESS

How to Determine a Connector’s Current State

You can determine the current state of the connectors involved in synchronization,
using the Status pane in the Console, thei dsync printstat command (as shown
previously), or by looking in the central audi t . | og.

Search for the last message in the audi t . | og that reports the connector state.
For example, in the following log message you can see that connector CNN101 is in

the READY state.

[2003/03/19 10:20: 16.889 -0600] | NFO 13 SysMyr_100 host1 "Connect or
[CNN101] is now in state "READY"."
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Table 9-1 describes the different connector states.

Table 9-1  Connector State Meanings

State Meaning

UNINSTALLED  The connector has not been installed.
INSTALLED The connector has been installed, but it has not received its configuration.

READY The connector has been installed and has received its configuration, but it has
not started to synchronize.

SYNCING The connector has been installed, has received its configuration, and has
attempted to start synchronizing.

What to Do if the Connector is in the UNINSTALLED State
Install the connector.

What to Do if the Connector Install Failed but You Cannot Reinstall

If the connector installation failed, but the Identity Synchronization for Windows
installation program thinks that the connector is installed, the installation program
will not allow you to reinstall the connector.

Runidsync reset conn (as described in “Using resetconn” on page 326) to reset the
connector’s state to UNINSTALLED, and then re-install the connector.

What to Do if the Connector is in the INSTALLED State

If a connector remains in the installed state for a long period of time, then most
likely it is not running, or it is unable to communicate with the Message Queue.

At the machine where the connector was installed, look in the connector’s logs
(audit .l og and error.| og) for potential errors. If the connector cannot connect to
the Message Queue, then that error will be reported here. If this is the case, see
“Troubleshooting Message Queue” on page 261 for possible causes.

If the most recent messages in the audit log are old, then perhaps the connector is
not running. See “Troubleshooting Components” on page 256.
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What to Do if the Connector is in the READY State

A connector remains in the READY state until synchronization has been started
and all of its subcomponents have been installed and have connected to the
connector. If synchronization has not been started, then start it using the Console
or command line utility.

If synchronization has been started, but a connector does not enter the SYNCING
state, then there is likely a problem with subcomponent. See “Troubleshooting
Subcomponents” on page 259.

What to Do if the Connector is in the SYNCING State

If all connectors are in the SYNCING state, but modifications are not being
synchronized, then verify that the synchronization settings are correct:

Using the Console, verify that modifications and/or creates are synchronized
in the expected direction (for example, from Windows to the Sun Java System
Directory Server).

Using the Console, verify that the attribute being modified is a synchronized
attribute (note: passwords are always synchronized). If created user entries are
not being synchronized, then verify that user creation flow is enabled in the
Console.

Does the source connector detect the change to the user? Use the central

audi t . | og to determine if the connector for the directory source where the user
was added or modified detects the modification. Does the destination
connector process this modification?

What to Do if the Active Directory Connector Fails to Contact Active
Directory Over SSL

If the Active Directory Connector fails to contact Active Directory over SSL and the
following error message displays, restart the AD domain controller.

Failed to open connection to | daps://server.exanpl e.com 636, error(91):
Cannot connect to the LDAP server, reason: SSL_ForceHandshake fail ed:
(-5938) Encountered end of file.
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Troubleshooting Components

Use the information in this section to troubleshoot components. The information is
organized as follows:

= “On Solaris” on page 256
e “On Windows” on page 257

= “Examining WatchList.properties” on page 258

On Solaris

The command /usr/ucb/ps -auxww | grep comsun. directory.ws will list all
of the Identity Synchronization for Windows processes running. This table shows
which processes should be running.

Table 9-2  Identity Synchronization for Windows Processes

Java Process Class Name Component When Present

com sun. di rect ory. wps. wat chdog. ser ver . Wat chDog System Watchdog Always

com sun. direct ory. wps. central | ogger. Central Logger Manager Central Logger Only where Core is
installed

com sun. di rect ory. wps. manager . Syst enVanager System Manager Only where Core is
installed

com sun. directory.wps. control | er. Agent Har ness Connector One for each

connector installed

If the expected number of processes are not running, then issue the following
commands to restart all Identity Synchronization for Windows processes.

# letclinit.d/iswstop
# letc/init.d/iswstart

If the WatchDog process is running, but the expected number of j ava. exe
processes are not running, then see the “Examining WatchList.properties” section
to verify that all components were installed properly.
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Like other system components, the Sun Java System Directory Server Plugin sends
log records over the bus that are managed by the central logger for end-user
viewing. However, the Plugin also logs some messages that may not show up over
the bus (for instance when the subcomponent cannot contact the connector). In this
case the log messages only show up in the Plugin’s | ogs directory on the file
system, which should look something like the following:

<serverroot>/ i sw <hostname>/ | ogs/ SUBC<id>

Because the Plugin runs with the Directory Server process, there could potentially
be a problem for the Plugin’s ability to write into its | ogs directory. This happens if
the directory server runs as a different user than the owner of the | ogs directory. In
this case, it may be necessary to give the Plugin permission explicitly by changing
the directories permission or owner using native operating system commands.

On Windows

Using the Service control panel, check that the “Sun Java System ldentity
Synchronization for Windows service is started. If it is not started, then ldentity
Synchronization for Windows is not running on that machine, and should be
started. If the service is started, then verify using the Task Manager that

pswnat chdog. exe (the Watchdog process) is running and that the expected number
of j ava. exe processes are running:

= One for the Message Queue broker only if the Core is installed
= One for the System Manager only if the Core is installed
= One for the Central Logger only if the Core is installed

e One for each Connector installed on that machine

NOTE There might be other active java processes, such as the Directory
Server Console. If pswnat chdog. exe is not running, then restart the
“Sun Java System Identity Synchronization for Windows” service. If
it is running but the expected number of j ava. exe processes are not
running, then see “Examining WatchList.properties” on page 258 to
verify that all components were installed properly.
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Examining WatchList.properties

On each machine where a Identity Synchronization for Windows component is
installed, the i sw <machine_name>/ r esour ces/ Wt chLi st . properti es file
enumerates the components that should run on that machine. The

process. name[ n] properties name the components that should be running.

On machines where Core is installed, Wt chLi st . proper ti es will include entries
for the Central Logger and System Manager:

process. nanme[ 1] =Central Logger

pr ocess. nane[ 2] =Syst em Manager

On machines where connectors are installed, Wt chLi st . properties will include a
separate entry for each connector. The process. nane property is the connector ID:

process. name[ 3] =C\NNLOO

process. narme[ 4] =CN\NN101

If there is a mismatch between the entries in Vit chLi st . properti es and the
actively running processes, then restart the Identity Synchronization for Windows
daemon or service.

If there are fewer than expected entries in Wt chLi st . properties (e.g. only one
connector entry even though two were installed), then examine the installation logs
for possible installation failures.

= On Solaris systems: Installation logs are written to/ var/ sadn i nstal | /| ogs/

< On Windows systems: Installation logs are written to the YdEMP%directory,
which is a subdirectory of the Local Setti ngs folder located under

C \ Docurents and Settings\Admi ni strator

258 Identity Synchronization for Windows 1 2004Q3 - Installation and Configuration Guide



Troubleshooting Subcomponents

NOTE On some Windows systems (such as Windows 2000 Advanced

Server), the Local Settings folder is a hidden folder.
To view this folder and the Tenp subdirectory:

1. Open your Windows Explorer and select Tools > Folder
Options from the menu bar.

2.  When the Folder Options dialog box is displayed, select the
View tab and enable the Show Hidden Files option.

Troubleshooting Subcomponents

Use the following checklist to troubleshoot subcomponents in your deployment:

1. Have all subcomponents been installed?

Subcomponent installation must be done after the connector is installed:

0

0

For Active Directory Connectors, no subcomponents are installed.

For Sun Java System Directory Server Connectors, the Directory Server
Plugin must be installed on the Sun Java System Directory Server being
synchronized.

For Windows NT Connectors, the Windows Change Detector and
Password Filter subcomponents must be installed on the primary domain
controller for each Windows NT domain being synchronized. These two
subcomponents are installed together after the Windows NT Connector
has been installed.

NOTE

For the Windows NT SAM Change Detector subcomponent to be
effective, you must turn on the NT audit log. Select Start > Programs
> Administrative Tools > User Manager, and then select Policies >
Audit Policies. Select Audit These Events and then both the Success
and Failure boxes for User and Group Management.

Select Event Log Settings in the Event Viewer > Event Log
Wrapping, and then select Overwrite Events as Needed.
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2. Have the subcomponent post-installation steps been followed?

After the Directory Server Plugin has been installed at the Sun Java System
Directory Server, the server must be restarted. After the NT Change Detector
and Password Filter have been installed on the primary domain controller, the
server must be restarted.

3. Are the subcomponents running?

Is the Directory Server where the Plugin was installed running? Is the Primary
Domain Controller where the Change Detector and Password Filter were
installed running?

4. Have the subcomponents established a network connection to the connector?

On the machine where the connector is running, verify that the connector is
listening for the subcomponent’s connection by running netstat -n -a. The
following examples show the results of this command for three different
scenarios. (The connector was configured to listen on port 9999.)

a. The connector is listening for incoming connections, and the
subcomponent has successfully connected, which is the expected result:

netstat —n —a | grep 9999
*. 9999 * ¥ 0 0 65536 0 LISTEN
12.13.1.2.44397 12.13.1.2.9999 73620 0 73620 0 ESTABLI SHED

3.1
12.13.1.2.9999 12.13.1.2.44397 73620 0 73620 0 ESTABLI SHED

b. Theconnector is listening for incoming connections, but the subcomponent
has not connected:

# netstat -n —a | grep 9999
*. 9999 * o 0 0 65536 0 LI STEN

After verifying that the subcomponent is running, examine the
subcomponent’s local logs for potential problems.
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c. The connector is not listening for incoming connections:

# netstat -n —a | grep 9999
<no out put >

Verify that the correct port number was specified. Verify that the connector
is running and is in the READY state. Examine the connector’s local logs
for potential problems.

Troubleshooting Message Queue

Verify that the Sun Java System Message Queue broker is running. Issuing a
tel net command to the machine and port where the Message Queue broker is
running will return a list of the active Message Queue services:

# tel net |ocal host 7676

Trying 127.0.0.1...

Connected to |ocal host.

Escape character is "7]"'.

101 pswbroker 3.0.1

cluster tcp CLUSTER 32914
adnmin tcp ADM N 32912

port mapper tcp PORTMAPPER 7676
ssljms tls NORVAL 32913

jms tcp NORMAL 32911

Connection cl osed by foreign host.

e Ifthe“ssljms tcp NCRVAL” service is not listed in the output, then examine the
Message Queue logs for potential problems. If the Core was installed on
Solaris, then the Message Queue broker’s log is:

/var/ing/instances/pswbroker/log/l og. t xt
= Ifthe Core was installed on Windows, then the broker’s log is:

<installation_root>\ i sw <machine_name>\ i ng\ var \ i nst ances\i sw- br oker\
I og\l og. t xt
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If the t el net command fails, then either the broker is not running or the wrong
port was specified. Check the port number in the broker’s log. The broker’s port is
specified in the following line

[ 13/ Mar/2003: 18: 17: 09 CST] [B1004]: “Starting the portmapper service using
tcp [ 7676, 50 ] with min threads 1 and max threads of 1"

If the broker is not running, then it can be started on Solaris by running
letc/init.d/ing start and on Windows by starting the i MQ Br oker Windows
service.

If you are installing Message Queue on Solaris 8, and you will be running
nmgui nst al | to install all of the packages, be sure to set | M) JAVAHOME before running
ngi nstal | to ensure the software picks the correct version of Java.

If you have not yet installed Core, you do not have to set | M) JAVAHOME because the
Identity Synchronization for Windows installation program tells the Message
Queue broker which JVM to use.

Troubleshooting Broker Configuration Directory
Communication

The Message Queue broker authenticates clients against the Directory Server that
stores the Identity Synchronization for Windows configuration. If the broker
cannot connect to this Directory Server, no clients will be able to connect to the
Message Queue, and the broker log will mention some j avax. nani ng exception,
such as “j avax. nam ng. Communi cat i onExcepti on” or

“j avax. nam ng. NameNot FoundExcept i on”.

If a j avax. nani ng exception occurs, do the following

< Verify thatall ing. user _repository.|dap properties in
/var/inmg/instances/isw broker/props/config.properties havethe correct
values. If any of these is incorrect, stop the Message Queue broker, correct and
save the file, and restart the broker. The directory server host name must be
resolvable from the broker’s machine.

= Verify that the i ng. user_repository. | dap. password property in
/etclimyl passfil eis correct.

= In some cases, the broker cannot search for entries if the root suffix contains
spaces.
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Troubleshooting Broker Memory Settings

During normal operation, the Message Queue broker consumes a modest amount
of memory. However, during i dsync resync operations, the broker’s memory
requirements increase. If the broker reaches its memory limit, undelivered
messages will accumulate, the i dsync resync operation will slow down
dramatically (or stop completely), and Identity Synchronization for Windows
might be unresponsive afterwards.

When the broker enters a low-memory state, the following messages will appear in
its log:

[ 03/ Nov/ 2003: 14: 07: 51 CST] [B1089]: In low nenory condition, Broker is
attenpting to free up resources

[ 03/ Nov/ 2003: 14: 07: 51 CST] [B1088]: Entering Menmory State [B0024]: RED
fromprevious state [B0023]: ORANGE - current nenory is 1829876K, 90% of
total nenory

To avoid this situation,

= Increase the broker’s memory limit to 1 or 2 GB, as explained in the Sun Java
System 1 2004Q3 Identity Synchronization for Windows Release Notes.

= During an idsync resync operation, keep the log level set to INFO. Changing
the log level to FINE or higher increases the load at the broker as more log
messages are sent to the central logger.

= Runidsync resync for asingle Synchronization User List at a time.

If the broker does run out of memory, follow these steps to recover:

1. Verify that the broker has a backlog of undelivered messages by examining its
persistent message store in the appropriate directory.

o On Solaris: /var/i my/ i nst ances/ psw br oker/ fi | est ore/ message/

o On Windows: <installation_root>\ i sw <machine_name>\i ng\ var\
i nstances\i sw broker\fil estore\ nmessage\
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2. Each file in this directory contains a single undelivered message. If there are
more than 10000 files in this directory, then the broker has a backlog of
messages.! Otherwise, there is another problem with the broker.

3. The message backlog is probably only log files related to an i dsync resync
operation and you can safely remove them.

4. Stop the Message Queue broker as described in “Starting and Stopping
Services” on page 188.

5. Remove all files in the persistent message store. The easiest way to remove
these files is by recursively removing the nessage/ directory and then
re-creating it.

6. Restart the Message Queue broker.

Follow the instructions in this section to ensure the broker does not run out of
memory again.

Troubleshooting SSL Problems

When diagnosing problems with SSL, also see the Chapter 11, “Configuring
Security,” which describes how to setup SSL between components in Identity
Synchronization for Windows. This section contains:

= SSL Between Core Components
= SSL between Connectors and Directory Server or Active Directory

= SSL between the Directory Server Plugin and Active Directory

1. Evenif all messages have been delivered, the broker might maintain up to 10000 message files to avoid the
performance penalty of creating and deleting files.
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SSL Between Core Components

The Identity Synchronization for Windows installation program cannot verify that
the SSL port provided during Core installation is correct. If you type the SSL port
incorrectly during Core installation, then the Core components will not be able to
communicate properly. You may not notice a problem until you try to save your
configuration for the first time. The Console will display the following warning:

The configuration was successfully saved, however, the System Manager coul d
not be notified of the new configuration.

The system manager logs will have the following entry:

[ 10/ Nov/ 2003: 10: 24: 35. 137 -0600] WARNING 14 exanple "Failed to connect
to the configuration directory because "Unabl e to connect: (-5981)
Connection refused by peer.". WII retry shortly."

In this situation, uninstall the Core and install it again with the correct SSL port
number.

SSL between Connectors and Directory Server
or Active Directory

If a connector is unable to connect over SSL to the Directory Server or Active
Directory, then this message will appear in the central error log:

[ 06/ Cct/2003: 14: 02: 48. 911 - 0600] WARNI NG 14 CONN100 host1l "failed to open
connection to |daps://host2.airius.com636."

Open the Console and check the Specifying Advanced Security Options panel
(see page 125).

Chapter 9  Troubleshooting 265



Troubleshooting SSL Problems

Untrusted Certificates

More information will be available in the central audit log. For example, if the
LDAP server’s SSL certificate is not trusted this message will be logged

[06/ Oct/2003: 14: 02: 48. 951 - 0600] | NFO 14 ONN100 hostl “failed to open
connection to | daps://host2.airius.com636, error(91): Cannot connect to the
LDAP server, reason: SSL_ForceHandshake failed: (-8179) Peer’s Certificate
i ssuer is not recognized."

In most situations, the CA certificate has not been added to the connector’s
certificate database. This can be confirmed by running the cert util program that
ships with the Directory Server.!

NOTE Certificate management utilities such as cert uti| are provided in
the SUNW | su package, which is not bundled with the Directory
Server. (You can download this package from Sun Microsystems at
no cost.)

After downloading this package, you will find certutil in:

[usr/sfw bin/certutil

1. Before running this command on Solaris, you must add the <installation_root>/ | i b directory to the
LD LI BRARY_PATHenvironment variable.
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In this example, the certificate database contains no certificates:?

# [usr/sunone/ servers/shared/bin/certutil -L -d /usr/sunone/servers/
i swhost 1/ et ¢/ ONNL0OO

Certificate Nane Trust Attributes

p Valid peer

P Trusted peer (inplies p)

c Valid CA

T Trusted CA to issue client certs (inplies c)

C Trusted CA to certs(only server certs for ssl) (inplies c)

u User cert

w Send war ni ng

In the following example, the certificate database contains only the Active
Directory CA certificate:

# [usr/sunone/ servers/shared/bin/certutil -L -d /usr/sunone/servers/
i swhost 1/ et ¢/ ONN10O

Certificate Nane Trust Attributes
ai rius.com CA Cc,

p Valid peer

P Trusted peer (inplies p)

c Valid CA

T Trusted CA to issue client certs (inplies c)

C Trusted CA to certs(only server certs for ssl) (inplies c)

u User cert

w Send war ni ng

As shown here, the trust flags of the CA certificate must be “C , ”. If the certificate
exists and the trust flags are set properly, but the connector still cannot connect,
then first verify that the connector was restarted after adding the certificate, and
then use the | dapsear ch command that ships with the Sun Java System Directory
to help diagnose the problem. If | dapsear ch does not accept the certificate, then
neither will the connector. For example, | dapsear ch can reject certificates if they
are not trusted

1.  The default certificate databases for the Sun Java System Directory Server and Windows NT Connectors
include two certificates, sai nt - cert 100 and sai nt Root CA These certificates are not used in this release.
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# [usr/sunone/ server s/ shared/ bi n/| dapsearch -Z - P /usr/sunone/
servers/iswhost 1/ et ¢/ CNNLOO -h host2 -b "" -s base "(objectclass=*)"
| dap_search: Can’t contact LDAP server

SSL error -8179 (Peer’s Certificate issuer is not recognized.)

The - P option directs | dapsear ch to use connector CNNZ100’s certificate database
for SSL certificate validation. After the correct certificate is added to the connector’s
certificate database, verify that | dapsear ch accepts the certificate, and then restart
the connector.

Mismatched Hostnames

When Identity Synchronization for Windows tries to establish SSL connections
(with the trust all certificates setting disabled), the Identity Synchronization for
Windows’ Connectors verify that the server’s hostname matches the hostname in
the certificate that is presented by the server during the SSL negotiation phase. If
the hostnames do not match, the connector will refuse to establish the connection.

The directory source hostname in the Identity Synchronization for Windows
configuration must always match the hostname embedded in the certificate used
by that directory source.

You can use | dapsear ch to verify that the hostnames match, as follows:

[ var/ nps/ serverr oot/ shared/ bi n/| dapsearch. exe -Z -P
/var/ opt/ SUNW sw/ et ¢/ CNNLOO -3
-h host 2. exanpl e.com-p 636 -s base -b "" "(objectclass=*)"

If there is a mismatch between the hostname in the command line
(host 2. exanpl e. com) and the hostname embedded in the certificate, then the
following error message is displayed:

| dap_search: Can’t contact LDAP server
SSL error -12276 (Unable to commnicate securely with peer: requested do
mai n name does not match the server’'s certificate.)

If the hostnames match, the | dapsear ch command is successful and displays the
contents of the root DSE.
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Expired Certificates
If the server’s certificate has expired, this message will be logged

[ 06/ Cct/2003: 14: 06: 47. 130 - 0600] | NFO 20 ONN100 hostl "failed to open
connection to | daps://host2.airius.com636, error(91): Cannot connect to the
LDAP server, reason: SSL_ForceHandshake failed: (-8181) Peer’s Certificate
has expired."

In this case, the server must be issued a new certificate.

SSL between the Directory Server Plugin and
Active Directory

By default, Directory Server does not communicate with Active Directory over SSL
when performing on-demand password synchronization. If the default is
overridden to protect this communication with SSL, then the Active Directory CA
certificate must be added to the Directory Server certificate database of each master
replica as described in Chapter 11, “Configuring Security.” If this certificate is not
added, users will fail to bind to Directory Server with the error “DSA is unwilling
to perform.”, and the Plugin’s log (for example,

i sw <hostname>/ | ogs/ SUBCLO0/ pl ugi nwps_| og_0. t xt ) will report:

[ 06/ Nov/ 2003: 15: 56: 16. 310 - 0600] | NFO  td=0x0376DD74 | ogCode=81
ADReposi t ory. cpp: 310 "unabl e to open connection to Active Directory
server at |daps://host2.airius.com636, reason: '

In this situation, you must add the Active Directory CA certificate to Directory
Server’s certificate database and restart Directory Server.

Troubleshooting Controller Problems

Some counters will not be reset when you restore an Active Directory domain
controller from back-up files.

To ensure all counters will be reset appropriately, resynchronize all users after
restoring the an Active Directory domain controller.
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Chapter 10

Understanding Audit and Error Files

Identity Synchronization for Windows provides information about the installation
and configuration status, the day-to-day system operations, and any error
conditions that are related to your deployment.

This chapter explains how to access and understand this information in the
following sections:

= “Understanding the Logs” on page 271

= “Configuring Your Log Files” on page 277

< “Viewing Directory Source Status” on page 279

= “Viewing Installation and Configuration Status” on page 280
< “Viewing Your Audit and Error Logs” on page 281

= “Enabling Auditing on a Windows NT Machine” on page 283

Understanding the Logs

You can view various types of information from the Status tab of the Identity
Synchronization for Windows Console.

If you select one of the following nodes in the navigation tree pane (on the left), the
content presented on the Status tab changes to provide specific information about
that item.

= Directory Source: Select a directory source node (such as dc=example,dc=com)
to view status information about that directory source.

= To Do: Select this node for a list of the steps you must complete to successfully
install and configure Identity Synchronization for Windows (the program
greys-out all completed steps).
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= Audit File: Select this node for information about day-to-day system
operations (including error conditions).

= Error File: Select this node for information about error conditions on your
system. (The Error log essentially acts as a filter in which only the error entries
are displayed.)

Figure 10-1  The Status Tab
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Log Types

This section describes the different kinds of logs that are available for Identity
Synchronization for Windows:

e “Central Logs” on page 273
< “Local Component Logs” on page 274
e “Local Windows NT Subcomponent Logs” on page 274

- “Directory Server Plugin Logs” on page 275
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Central Logs

As long as Identity Synchronization for Windows components can access Message
Queue, all audit and error messages will be logged in the Identity Synchronization
for Windows central logger. Consequently, these central logs (which include
messages from all components) are the primary logs to monitor.

The centralized logs are located on the machine where Core is installed, in the
following directories:

e On Solaris: /var/opt/ SUNW sw | ogs
e On Windows: <installation_root>/ i sw <machine_name>/ | ogs/ central /

The specific logs are described in Table 10-1.

Table 10-1 Identity Synchronization for Windows Log Types

Log Name Description

error.|og Warning and Severe messages are reported here.

audit.log A supersetof error. | og thatincludes messages about each synchronization
event.

resync. | og Messages generated by the r esync command are reported here.

Each central log also includes information about each component ID. For example,

[2003/03/ 14 14:48:23.296 -0600] | NFO 13 "System Conponent | nfornati on:
SysMyr_100 i s the system manager (CORE); console is the Product Consol e
User Interface; CNNLOO is the connector that manages [airius.com (|daps://
serverl. airius.com636)]; OCNN101 is the connector that manages
[dc=airius,dc=com (| dap:// server2.airius.com389)];"

In addition to the central logger, each component has it’s own local logs. You can
use these local logs to diagnose problems with the connector if it cannot log to the
central logger.

Chapter 10  Understanding Audit and Error Files 273



Understanding the Logs

Local Component Logs
Each connector, the system manager, and the central logger have the following

local logs:

Table 10-2 Local Logs

Log Name Description

audit.log A superset of error. | og that includes messages about each synchronization
event. These messages are also written to the central audit . | og.

error.log Warning and Severe messages are reported here. These messages are also

written to the central error. | og.

These local logs are located in the following subdirectories:
e On Solaris: /var/opt/ SUNW sw | ogs
e On Windows: <installation_root>/ i sw <machine_name>/ | ogs/ central /

The sysngr and cl ogger 100 (central logger) directories are on the machine where
Core is installed.

Identity Synchronization for Windows rotates these local component logs daily by
moving the current log to a log file that includes the date, as follows:

audi t _2004_08_06. | og

NOTE By default, Identity Synchronization for Windows deletes connector
logs after ten days. You can extend this period by editing the
comsun. directory. wps. | oggi ng. maxm unDaysToKeepd dLogs
value in the Log. pr operti es file and restarting the service daemon.

Local Windows NT Subcomponent Logs
The following Windows NT subcomponents also have local logs:

= Windows NT Change Detector DLL
= Password Filter DLL

These subcomponent logs are located in the SUBCLXX (for example, SUBCL00)
subdirectories of the following directory:

<installation_root>/ i sw <machine_name>/ | ogs/

Identity Synchronization for Windows limits these files to 1 MB in size, and keeps
only the last 10 logs.

274  Identity Synchronization for Windows 1 2004Q3 - Installation and Configuration Guide



Understanding the Logs

Directory Server Plugin Logs

The Directory Server Plugin logs information through the Directory Server
connector to the central log and through the Directory Server logging facility.
Consequently, local Directory Server Plugin log messages will also be saved in the
Directory Server error log.

Directory Server saves information into the error log from other Directory Server
Plugins and components. To identify messages from the Identity Synchronization
for Windows Directory Server Plugin, you can filter out lines containing the i sw
string.

By default, only minimal Plugin log messages are displayed in the error log.
For example:

[ 14/ Jun/ 2004:17: 08: 36 -0500] - ERROR<38747> - isw - conn=-1 op=-1 nsgld=-1
- Plugins unable to establish connection to DS Connector at attil a:1388,
will retry later

You can change the default verbosity level of the Directory Server error log from
the Directory Server Management Console as follows:

1. Open the Directory Server Console.
2. Select the Configuration tab.
3. Click the Logs node in the navigation pane.

4. Select the Errors tab.

o

Click the Log Level button.
6. Enable the Plugins box. For extra verbosity, you can also enable Verbose Mode.

7. Click OK, and then click Save.

For more information about Directory Server logging, refer to the Sun Java System
Directory 5 2004Q2 Server Administrator's Guide
(http://docs. sun. coni db/col |/ D rectoryServer _04q2).
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Reading the Logs

Every log message includes the following information:

< Time: Indicates when (time and date) the log entry was generated. For
example:

[ 13/ Aug/ 2004: 06: 14: 36: 753 - 0500]

=« Level: Indicates the severity and verbosity of the log message.
Identity Synchronization for Windows uses the following log levels:

Table 10-3 Log Levels

Log Level Description

INFO These messages provide a minimum amount of information about each
action so you can see that the system is running correctly. For example, you
can see when a change is detected and when synchronization occurs.
These messages are always logged to the audit log.

FINE These messages contain more information about an action as it travels
through the system.

FINER These messages contain even more information about an action as it travels
through the system. Turning the logging level to FINER for all components
may impact performance.

FINEST These messages contain the most information about an action as it travels
through the system. Turning the logging level to FINEST for all components
may significantly impact performance.

= Thread ID: Displays the Java thread ID of the function causing the event.

< ID: Identifies the component (console, system manager, and so forth.) causing
the event.

= Host: Displays the name of the host causing the event.

= Message: Displays audit or error information associated with the event.
Some examples include:

”

“Resetting Central Logger configuration ...
“System manager is shutting down.”
“Processing request (I D=<ID_number> fromthe console to stop
synchroni zation.”
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Configuring Your Log Files

You can use the Identity Synchronization for Windows Console to configure
logging for your deployment, as follows:

1. Open the Console and select the Configuration tab.

2. Inthe navigation tree pane, and expand nodes until you see the Logs node.

3. Select the Logs node and the Log Files panel is displayed on the Configuration
tab (see Figure 10-2).

Figure 10-2  Configuring Log Files
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4. Use the Log Files pane to configure your log files, as follows:
o Write logs to file. Enable this option to write logs to a file on the Core host.
After selecting this option you can:

» Enable the default log directory and file (for example,
[var/ opt/ SUNWsw | ogs/ central).

» Enable the Write log files to directory option, and then specify a path
and file name for the log file.
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NOTE The Console does not verify whether a specified log file
location actually exists. The central logger will try to
create the log directory if it does not exist.
Consequently, there is no indication that you specified
and saved a nonexistent log location until you try to
view the logs. After several attempts to view the logs, a
message displays to report the Console’s inability to
find logs at the specified location.

o On Solaris Only — Write logs to syslog daemon: Enable this option if
Identity Synchronization for Windows resides on a Solaris platform.
Use the drop-down list to select a category for writing the log. (Default is
DAEMON.)

NOTE When you select this option, Identity Synchronization for
Windows logs everything to the syslog; however, the syslog
is configured by default to log WARNING and SEVERE
messages only.

To configure syslog to log INFO messages, edit
/etc/syslog.conf and change the following line:

*.err; kern. debug; daermon. notice; mail.crit
/var/ adm messages

to

*.err; kern. debug; daermon. noti ce; daemon. info; mail.crit
/var/ adm messages

After making this change, you must restart the syslog
daemon as follows:

letc/init.d/syslog stop ; /etc/init.d/ syslog start

To enable FINE, FINER, and FINEST logging, include
daemon.debug in the semi-colon separated list.
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Remove Old Logs: The number of log files will continue to grow (one per
day) indefinitely. To avoid running out of disk space, enable this option
and specify when the program can delete old logs from the central log file.

For example, if you specify 30 days, ldentity Synchronization for Windows
will delete all files when they become 31 days old.

Log Level. Use the drop-down list to select the level of detail you want to
see in your system logs. (Review “Log Levels” on page 276.)

5. Click the Save Log Configuration button to create log files based on the
selected options.

Viewing Directory Source Status

To view the status of your directory sources:

1. From the ldentity Synchronization for Windows Console, select the Status tab.

2. Inthe navigation tree pane, expand the Directory Source node, and then select
the directory source node (such as dc=example,dc=com).

The Status tab content changes to provide information related to the selected
directory source (for example, see Figure 10-3).

Figure 10-3  Directory Source Status
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NOTE When viewing the Directory Source status you are essentially

viewing the status of the connector associated with that
Directory Source.
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The following information is provided on the Status tab:

0

0

Update: Click Update to refresh the information on this tab.

State: Reflects the current state of the directory source. Valid states include:

Uninstalled: The connector has not been installed.

Installed: The connector is installed, but is not ready for
synchronization because it has not received its runtime

configuration yet. If the connector remains in this state for more than a
minute, something is probably wrong.

Ready: The connector is ready for synchronization, but it is currently
not synchronizing any objects. A connector remains in the Ready state
if synchronization has not been started or if synchronization has been
started but not all subcomponents have established connections with
the connectors.

Syncing: The connector is synchronizing objects. There might still be
errors, so consult the error log if you notice that changes are not
synchronized.

Active: Indicates whether the directory source is active or down.

Last Communication: Indicates the time of the last response from this
directory source’s connector.

Viewing Installation and Configuration Status

To see which steps you must still complete in the Identity Synchronization for
Windows installation and configuration process, use the following procedure:

280

1.

2.

From the Identity Synchronization for Windows Console, select the Status tab.

In the navigation tree pane, expand the To Do node.

The Status tab content changes to provide a checklist of the installation and
configuration steps (for example, see Figure 10-3).
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Figure 10-4  Viewing Your To Do List
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3. Click the Update button (upper right) to refresh the list.

Completed steps will be check-marked and greyed-out. You must complete the

remaining steps to successfully complete the installation and configuration

process.

Viewing Your Audit and Error Logs

To view your error logs:

1. From the ldentity Synchronization for Windows Console, select the Status tab.

2. Inthe navigation tree pane, expand the Audit File or the Error File node.

Chapter 10  Understanding Audit and Error Files
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The Status tab content changes to display the current logs (Figure 10-5).

Figure 10-5 Viewing Your Logs
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The following information is provided on the Status tab:

0

Refresh: Loads the latest audit or error information.

o Continuous: Updates and displays the latest audit or error information
constantly.
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Log File: Displays the full path name of the audit or error log being read;
for example:

C \Program Fi | es\ Sun\ MPS\i sw <hostname>\ | ogs\ central \audi t. | og

Lines to show: Specifies how many audit or error entries to display.
(Default is 25.)
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Enabling Auditing on a Windows NT Machine

If you have a Windows NT machine in your deployment, verify that auditing is
enabled or Identity Synchronization for Windows cannot log messages from that
machine.

You can use the following procedure to enable audit logging on your Windows NT
machine:

1. From the Windows NT Start menu, select Programs > Administrative Tools >
User Manager for Domains.

2. When the User Manager dialog box is displayed, select Policies > Audit from
the menu bar.

The Audit Policy dialog box is displayed.

3. Enable the Audit These Events button and then enable the Success and Failure
boxes.

4. Click OK to close the dialog box.

These settings will remain in effect until you change them again.
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Chapter 11

Configuring Security

This chapter provides important information about configuring security for your
deployment. The information is organized as follows:

“Security Overview” on page 286

“Hardening Your Security” on page 292

“Securing Replicated Configurations” on page 295

“Using idsync certinfo” on page 297

“Enabling SSL in Directory Server” on page 299

“Enabling SSL in the Active Directory Connector” on page 302
“Adding Active Directory Certificates to Directory Server” on page 306

“Adding Directory Server Certificates to the Directory Server Connector” on
page 307

NOTE This chapter assumes that you are familiar with the basic concepts of

public-key cryptography and Secure Sockets Layer (SSL) protocol,
and that you understand the concepts of intranet, extranet, Internet
security, and the role of digital certificates in an enterprise. If you are
new to these concepts, please refer to the security-related
appendixes of the Managing Servers with iPlanet Console 5.0 manual.
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Security Overview

Passwords are sensitive information; therefore, Identity Synchronization for
Windows takes security precautions to ensure that user and administrative
password credentials used to access the directories being synchronized are not
compromised.

This section covers the following security methodologies:

“Specifying a Configuration Password” on page 287
“Using SSL” on page 287

“Generated 3DES Keys” on page 288

“SSL and 3DES Keys Protection Summary” on page 288
“Message Queue Access Controls” on page 290
“Directory Credentials” on page 290

“Persistent Storage Protection Summary” on page 291

This security approach aims to prevent the following events from taking place:

An eavesdropper intercepting a clear text password over the network

An attacker manipulating a connector to change a user’s password to a value of
their choosing, which is equivalent to capturing the user’s clear text password

An attacker gaining access to a privileged component of Identity
Synchronization for Windows

An unprivileged user recovering a password from a file stored on disk.

An intruder recovering a password from a hard disk that was removed from
one of the components of the system. This could be a password being
synchronized, or it could be a system password that is used to access a
directory.
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Specifying a Configuration Password

To protect sensitive information while it is stored in the product’s configuration
directory and while it is transferred over the network, Identity Synchronization for
Windows uses a configuration password. You (the administrator) specify a
configuration password when you install Core, and you must provide this
password when you open the Console or run the Identity Synchronization for
Windows installation program.

NOTE The system manager must access the configuration password before
passing it to the connector; consequently, the system manager stores
this password in its initialization file.

File system access controls prevent non-privileged users from
accessing the system manager’s initialization file. The Identity
Synchronization for Windows installation program does not enforce
a password policy for this password.

To increase security when you select a configuration password,
see “Hardening Your Security” on page 292.

Using SSL

You can configure Identity Synchronization for Windows to use LDAP over SSL
everywhere that components use LDAP. All access to Message Queue is protected
with SSL.

You must use SSL between the Active Directory Connector and Active Directory
when you are synchronizing from Directory Server to Active Directory.

Requiring Trusted SSL Certificates

By default, connectors configured to use SSL will accept any SSL certificate that the
server (i.e.Directory Server or Active Directory) returns — which includes
untrusted, expired, and invalid certificates. All network traffic between the
connector and server will be encrypted, but the connector will not detect a server
that is impersonating the true Active Directory or Directory Server.
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To force the connector to accept only trusted certificates, use the Console to enable
the Require trusted SSL certificates option on the Specify Advanced Security
Options panel of the Directory Source Configuration wizard (see page 125). After
enabling this option, you must add the appropriate CA certificates to the
connector’s certificate database as reported by i dsync certi nfo.

Generated 3DES Keys

A 3DES key generated from the configuration password is used to secure all
sensitive information in the product’s configuration directory. With the exception
of log messages, all messages to the Message Queue are encrypted with per-topic
3DES keys. Messages sent between connectors and subcomponents are encrypted
with per session 3DES keys. The Directory Server Plugin encrypts all user
password changes with a 3DES key.

SSL and 3DES Keys Protection Summary

Table 11-1 summarizes how Identity Synchronization for Windows protects
sensitive information that is sent over the network.

Table 11-1 Protecting Sensitive Information Using Network Security

Use this Protection Method Between the Following Information Types:

LDAP over SSL (optional) « Directory Server Connector and Directory Server, Active Directory Connector
and Active Directory

« Directory Server Plugin and Active Directory

¢« Command line interfaces and the product’s configuration directory

¢ Console and the product’s configuration directory

« Console and Active Directory Global Catalog

* Console and Active Directory domains or Directory Servers being synchronized
¢ Message Queue broker and the product’s configuration directory

« Connectors, system manager, central logger, command line interfaces, and
Console may authenticate the Message Queue over LDAPS

« Installer and the Configuration Directory Server
¢ Installer and Active Directory

¢ Installer and the Directory Server being synchronized
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Table 11-1 Protecting Sensitive Information Using Network Security

Encrypted with 3DES keys « Directory Server Connector and Directory Server Plugin (all data)

(default ¢ Windows NT Connector, Windows NT Password Filter DLL, and Windows NT
Change Detector (all data)

« All sensitive information in the product’s configuration directory

« Al messages sent between connectors and subcomponents (encrypted with
per-session 3DES keys)

« All (non-log) messages sent over Message Queue

Figure 11-1 contains an overview of the security features discussed in this section.

Figure 11-1  Identity Synchronization for Windows Security Overview
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Message Queue Access Controls

Identity Synchronization for Windows uses Message Queue’s access control to
prevent unauthorized access to message subscription and publishing, allowing
each connector to trust messages that it receives.

Unique username and passwords known only to Message Queue and to the
connector are provided to access the Message Queue broker. Each message sent
over the Message Queue is encrypted with a per topic 3DES key, which protects the
message contents and prevents outsiders who do not know the topic key from
sending meaningful messages. These measures prevent (a) an attacker from
sending falsified password synchronization messages to connectors and (b) an
attacker from impersonating a connector and receiving actual password updates.

NOTE By default, clients of the Message Queue, such as the connectors and
system manager, accept any SSL certificate that the Message Queue
broker returns. See “Hardening Your Security” on page 292 for more
information to enhance Message Queue certificate validation and
other Message Queue-related security issues.

Directory Credentials

Privileged credentials are required by the connectors to change passwords in
Active Directory and the Directory Servers being synchronized. These privileged
credentials are encrypted before they are stored in the product’s configuration
directory.
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Persistent Storage Protection Summary

Table 11-2 summarize how ldentity Synchronization for Windows protects

sensitive information that is stored on disk.

Table 11-2  Persistent Storage Protection

Persistent Storage

Confidential Information

Protection

Product's Configuration
Stored in a Configuration
Directory Server

Directory Server
Retro Changelog

Message Queue Broker
Persistent Storage

Message Queue Broker
Directory Credentials

System Manager Boot
File

Connectors and Central
Logger Boot Files

Directory Server Plugin
Boot Configuration

Credentials for accessing the directories
and per Message Queue topic 3DES keys
are stored in the product’s configuration
directory.

The Directory Server Plugin captures
password changes and encrypts them
before writing them to the Directory Server
Retro Changelog.

The Message Queue broker stores
password synchronization messages sent
between all connectors.

The Message Queue broker authenticates
users against the product’s configuration
directory. It connects to the configuration
directory using the directory administrative
user name and password provided during
Core installation.

The system manager’s boot file contains
information for accessing the configuration.
This includes the configuration password
and the directory administrative user name
and password provided during Core
installation.

Each connector as well as the central
logger have an initial configuration file with
credentials for accessing the Message
Queue.

The Plugin’s configuration, stored in
cn=config, includes credentials for
connecting to the connector.

All sensitive information stored in the
product’s configuration directory is
encrypted with a 3DES key that is
generated from the configuration
password. See “Hardening Your Security”
for recommendations to further protect the
product’s configuration directory.

The Directory Server Plugin encrypts all
user password changes with a 3DES key
that is unique to each deployment.

With the exception of log messages, all
persisted messages are encrypted with
per-topic 3DES keys.

The directory password is stored in a
passfile, which is protected with file system
access controls.

This file is protected with file system access
controls.

These files are protected with file system
access controls.

The cn=config subtree is protected with
ACls and the dse. | di f file, which mirrors
this tree, is protected with file system
access controls.
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Table 11-2 Persistent Storage Protection (Continued)

Persistent Storage Confidential Information Protection

NT Password Filter DLL The NT subcomponent’s configuration, If access to the PDCs registry is not

and NT Change Detector  which is stored in the Windows registry, secure, these registry keys can be

Boot Configuration includes credentials for connecting to the protected with access controls.
connector.

Windows Connector’s Windows connectors store hashed user The passwords are not stored in the clear

Object Cache

passwords in the connector’s object cache. but encrypted with MD5 hashes. These
database files are protected with file
system access controls.(see “Hardening
Your Security”).

Hardening Your Security

This section depicts potential security weaknesses in the current release of the
product and recommendations as to how to extend and harden security outside the
product’s default configuration. It includes the following:

= “Configuration Password” on page 292

= “Creating Configuration Directory Credentials” on page 293
= “Message Queue Client Certificate Validation” on page 293
= “Message Queue Self-Signed SSL Certificate” on page 294

= “Access to the Message Queue Broker” on page 294

= “Configuration Directory Certificate Validation” on page 294

= “Restricting Access to the Configuration Directory” on page 295

Configuration Password

The configuration password is used to protect sensitive configuration information
but the installation program does not enforce any password policy for this
password; be sure that this password follows some strict guidelines choose a
complex password that is not easily guessed and follow standard policy guidelines
for strong passwords.

For example, it should be at least eight characters long, include upper case letters,
lower case letters, and non-alphanumeric characters. It should not include your
name, initials, or dates.
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Creating Configuration Directory Credentials

To access the Directory Server where the product’s configuration directory resides,
your credentials must be in the Configuration Administrators group. However, if
you need to create credentials other than admin for any reason, consider the
following:

The installation program requires you to provide credentials for a user stored in
the Console administrative subtree. However, the Core installation program will
not expand users other than admin into “ui d=adni n, ou=Adm ni strators,
ou=Topol ogyManagenent , o=Net scapeRoot ”. Therefore, you must specify the
entire DN during Core installation.

To create a new user other than admin:
1. Create a userin
ou=Adni ni strators, ou=Topol ogyManagenent, o0=Net scapeRoot
2. Add the new credentials to the Configuration Administrators group

3. Set AClIs to allow only this user or all users in the Configuration
Administrators group to access the Directory Server where the product’s
configuration directory is stored

4. Specify entire DN during Core installation

For more information about managing access controls in the Directory Server,
see Sun Java System Directory Server 52004Q2 Administrator’s Guide, Chapter 6:
“Managing Access Control.”

Message Queue Client Certificate Validation

By default, clients of the Message Queue, such as the connectors and system
manager, accept any SSL certificate that the Message Queue broker returns.

1. To override this setting and force Message Queue clients to validate the
Message Queue broker’s certificate, edit:

<installation_root>/ r esour ces/ Wt chLi st. properties

2. Add the following to the JVM arguments of each process in
Vét chlist. properties:

-Dj avax. net. ssl . trust St or e=<keystore_path> - Di ngqSSLI sHost Tr ust ed=f al se

3. Restart the Identity Synchronization for Windows daemon or service.
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The j avax. net. ssl . trust St or e property should point to a JSEE keystore that
trusts the broker certificate, for example, / et ¢/ i ng/ keyst or e can be used on the
machine where Core was installed because this is the same keystore used by the
broker.

Message Queue Self-Signed SSL Certificate

By default, the Message Queue broker uses a self-signed SSL certificate. To install a
different certificate, use the keyt ool utility that ships with Java to modify the
broker’s keystore (/ var /i my/ i nst ances/ i sw br oker/ et c/ keyst or e on Solaris and
<mq_installation_root>/ var /i nst ances/ i sw br oker/ et c/ keyst or e on Windows 2000).
The alias of the certificate must be i ng.

Access to the Message Queue Broker

By default, the Message Queue uses dynamic ports for all services except for its
port mapper. To access the broker trough a firewall or restrict the set of hosts that
can connect to the broker, the broker should use fixed ports for all services.

This can be achieved by setting the i my. <service_name>. <protocol_type>. port broker
configuration properties. Refer to the Sun Java System Message Queue Administrator’s
Guide for more information.

Configuration Directory Certificate Validation

The system manager accepts any certificate when connecting to the product’s
configuration directory over SSL; the Message Queue broker accepts any certificate
when connecting to the product’s configuration directory over SSL. Currently,
there is no way to make either the system manager or the Message Queue broker
validate the product’s configuration directory SSL certificates.
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Restricting Access to the Configuration Directory

When Core is installed, the process of adding information to the Directory Server
where the product’s configuration directory is stored does not include adding any
access control information. To restrict access to only configuration Administrators,
the following ACI can be used:

(targetattr ="*") (target =

"I dap: ///ou=ldentitySynchroni zati on, ou=Servi ces, dc=exanpl e, dc=cont')
(version 3.0;acl "Test";deny (all)(groupdn != "ldap:///cn=Configuration
Admi ni strators, ou=Q oups, ou=Topol ogyManagenent, o=NetscapeRoot");)

For more information about managing access controls in the Directory Server, see
Sun Java System Directory Server 5 2004Q2 Administrator’s Guide, Chapter 6:
“Managing Access Control.”

Securing Replicated Configurations

Deployments connecting to Directory Servers using replication follow the same
rules identified in Security Overview. This section gives an example replicated
configuration and explains how to enable use of SSL in this configuration.

NOTE For an overview of planning, deploying, and securing replicated
configurations see Appendix E, “Installation Notes for Replicated
Environments.”

Table 11-3 lists the configuration components requiring CA certificates and
identifies which certificates are required where.

Table 11-3 MMR Configuration Components Requiring CA Certificates

Component Required CA certificates

Preferred Directory Server Replicated Master Active Directory System

Secondary Directory Server Replicated Master ~ Active Directory System

Read-only Directory Server Hub(s) Preferred Directory Server Replicated Master
Secondary Directory Server Replicated Master

Directory Server Connector Preferred Directory Server Replicated Master
Secondary Directory Server Replicated Master

Active Directory Connector Active Directory System
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Figure 11-2 shows Identity Synchronization for Windows installed in an MMR
configuration, where there are two replicated Directory Server masters with
multiple Directory Server read-only hubs or consumers. Each Directory Server has
a Plugin and there is only one Directory Server Connector, one Active Directory
system, and one Active Directory Connector.

Figure 11-2  Replicated Configuration
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NOTE When the Directory Server source is configured for SSL, you must

make sure that both the preferred and secondary Directory Server
certificates are trusted by the replica Directory Server. This is true
for every Directory Server Plugin of type ot her that you install on a
system with a Directory Server hub or read-only replica.

Directory Server Plugins have access to the same CA certificates as
its associated Directory Server.
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Using idsync certinfo

Use thei dsync certinfo utility to determine what certificates are required based
on the current Identity Synchronization for Windows SSL settings. Execute i dsync
certinf o to retrieve information about what certificates are required in each
certificate database.

NOTE

You must be sure that when you are configuring the Directory
Server source for SSL, both the preferred and secondary Directory
Server source certificates are trusted by the replica Directory Server
for all Directory subcomponents or Plugins.

If Identity Synchronization for Windows tries to establish SSL
connections (with the trust all certificates setting enabled), and the
server’s hostname does not match the hostname provided in the
certificate presented by the server during the SSL negotiation phase,
the Identity Synchronization for Windows Connector will refuse to
establish the connection.

The directory source hostname in the Identity Synchronization for
Windows configuration must always match the hostname
embedded in the certificate used by that directory source.

Arguments

Table 11-4 describes the arguments you can use with the i dsync certinfo
subcommand:

Table 11-4

certinfo Arguments

Argument

Description

-h <CR-hostname> Specifies the configuration directory hostname. This argument

-p <CR-port-no>

- D <hind-DN>

defaults to the values specified during Core installation.

Specifies the configuration directory LDAP port number. (Default is
389.)

Specifies the configuration directory bind distinguished name (DN).
This argument defaults to the values specified during Core
installation.

-w <bind-password | -> Specifies the configuration directory bind password.

The - value reads the password from standard input (STDI N).
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Table 11-4 certinfo Arguments (Continued)

Argument Description

-s <rootsuffix> Specifies the configuration directory rootsuffix. Where rootsuffix is a
distinguished name such as dc=exanpl e, dc=com
This argument defaults to the values specified during Core
installation.

-q <configuration_password> Specifies the configuration password. The - value reads the
password from standard input (STDI N).

Usage

The following example uses i dsync certinfo to search for system components
designated to run under SSL communications. The results of this example
identifies two connectors (CNIN101 and CNN100) and provides instructions as to
where to import the appropriate CA certificate.

:\ Program Fi | es\ Sun\ MPS\ i sw- hostname\ bi n> i dsync certinfo -h CR-hostname

-p 389 -D "cn=Directory Manager" -w di rmanager -s dc=exanpl e, dc=com

-q <password>

Connector: CNN101

Certificate Database Location: C\Program

Fi | es\ Sun\ MPS\ i sw hostname\ et ¢\ CNN101

CGet 'Active Directory CA' certificate fromActive Directory and inport into
Active Directory Connector certificate db for server

| daps: : // hostname. exanpl e. com 636

Connector: CNN100

Certificate Database Locati on: C:\ Program

Fi | es\ Sun\ MPS\ i sw hostname\ et ¢\ CNN10O

Export 'Directory Server CA" certificate fromDirectory Server certificate
db and inport into Directory Server Connector certificate db

| daps: / / hostname. exanpl e. com 636

Export 'Active Directory CA" certificate fromActive Directory Server
hostname. exanpl e. sun. com 389 and inport into Directory Server Server
certificate db for server |daps:// hostname. exanpl e. com 638

SUCCESS
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Enabling SSL in Directory Server

Follow these steps to enable SSL in a Directory Server using a self-signed

certificate.

NOTE These abbreviated procedures are for your convenience. Refer to the
Directory Server 5 2004Q2 Administrator’s Guide for more
information.

NOTE < OnWindows, use the certutil version bundled with Directory

Server 5 2004Q2 (or later).

Do not use the cert uti| shipped with Directory Server versions
prior to 52004Q2. Earlier versions of cert uti | are incompatible
with Identity Synchronization for Windows.

e OnSolaris,certutil isinstalled in/ usr/sfw bi n by default.

1. Create a new key certificate database for Directory Server by entering:

C:\ Program Fi | es\ Sun\ MPS\ shar ed\ bin\ certutil.exe -d . -P sl apd- hostname-

In order to finish creating your database, you

nust enter a password which will be used to

encrypt this key and any future keys.

The password nust be at | east 8 characters |ong,

and nust contain at |east one non-al phabetic character.
Enter new password:

Re- enter password:

NOTE These examples are run in the al i as directory immediately
below the server root. Otherwise, Directory Server will not be
able to find the certificate database.
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Generate a self-signed certificate, which will be the server certificate used by
Directory Server. Be sure you choose the subject DN according to the hostname
of the server where Directory Server is running.

NOTE By default, a self-signed certificate is valid for three months. If
you want to increase or decrease this time period, use the -v
<months-valid> option. For example, to increase the time period to
24 months, enter -v 21 or to decrease the time period to one
month, enter -v - 2.

C:\ Program Fi | es\ Sun\ MPS\ shar ed\ bi n\ certutil.exe -d . -P sl apd- hostname-
-S -n server-cert -s "cn=hostname. exanpl e. com c=us" -x -t CTu,,
A random seed nust be generated that will be used in the
creation of your key. One of the easiest ways to create a
randomseed is to use the timng of keystrokes on a keyboard.
To begin, type keys on the keyboard until this progress neter
is full. DO NOT USE THE AUTOREPEAT FUNCTI ON ON YOUR KEYBOARD!
Continue typing until the progress meter is full:
|************************************************************|
Fini shed. Press enter to continue:

Enter Password or Pin for "NSS Certificate DB":

Cenerating key. This may take a few nmonents. ..

Display the certificates for checking purposes.

C:\Program Fil es\ Sun\ MPS\ shared\ bi n\certutil.exe -L -d . -P
sl apd- hostname-

Certificate Nane Trust Attributes

server-cert CTu, ,

p Valid peer

P Trusted peer (inplies p)

c Valid CA

T Trusted CA to issue client certs (inplies c)

C Trusted CA to certs(only server certs for ssl) (inplies c)
u User cert

w Send war ni ng
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4. Create a Pl Nfile, so that the certificate database password does not have to be
entered each time you restart Directory Server.

C\ProgramFiles\Sun\ MPS\al i as > echo Internal (Software) Token: <secretl2>
sl apd- hostname- pi n. t xt

5. Enable SSL in the Directory Server as follows:

a.
b.

C.

Open the Console.

Select the Configuration tab.

Select the Encryption tab (on the right pane).
Select Enable SSL for this server.

Select Use this cipher family: RSA.

Click Save and click OK twice.

Select the Network tab.

Update the Secure Port field. If running on the same machine as Active
Directory, the port must be changed from 636 to an unused port or
Directory Server will not start.

Click Save, then yes, then OK.
Select the Tasks tab (on the top).

Click Restart Directory Server, then click yes.

Retrieving the CA Certificate from the Directory
Server Certificate Database

Ensure that you have enabled SSL in Directory Server. To export the Directory
Server certificate to a temporary file so that you can import it into the certificate
database of the Directory Server Connector, issue the following command:

C \ Program Fil es\ Sun\ M°PS\ shar ed\ bi n\certutil.exe -L -d . -P sl apd- hostname-
-n server-cert -a > C:\s-cert.txt

These examples are run in the al i as directory immediately below the server root.
Otherwise, Directory Server will not find the certificate database.
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Enabling SSL in the Active Directory Connector

Identity Synchronization for Windows automatically retrieves Active Directory SSL
certificates over SSL and imports them into the Connector’s certificate database
using the same credentials you provided for the Connector.

However; if an error occurs (for example, invalid credentials or no SSL certificates
were found), you can retrieve an Active Directory CA certificate and add it to the
Connector certificate database. See the following sections for instructions:

= “Retrieving an Active Directory Certificate” on page 302

= “Adding Active Directory Certificates to the Connector’s Certificate Database”
on page 305

Retrieving an Active Directory Certificate

If an error occurs, you can use certutil (a program that ships with
Windows 2000/2003) or LDAP to retrieve an Active Directory certificate, as
described in the following sections.

NOTE Thecertutil command discussed in this section is not the same as
the certutil command that ships with the Directory Server and
discussed previously in this publication.

Using Window’s certutil
To retrieve an Active Directory Certificate using the certutil program:

1. Run the following command from the Active Directory machine to export the
certificate.

C\>certutil -ca.cert cacert.bin

2. You can then import the cacert. bi n file into a certificate database.
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Using LDAP
To retrieve an Active Directory Certificate using LDAP:

1.

Execute the following search against Active Directory:

| dapsearch -h <CR-hostname> - D <administrator DN> - w <administrator_password> - b
"cn=confi gurati on, dc=put, dc=your, dc=domai n, dc=here" "cacertificate=*"

Where the <administrator_DN> might look like:
cn=adni ni strator, cn=users, dc=put, dc=your, dc=domai n, dc=here
In this example, the domain name is: <put.your.domain.name.here>.

Several entries will match the search filter. You probably need the entry using
cn=Certification Authorities, cn=Public Key Servicesinits DN.

Open a text editor and cut the first value of the first CA certificate attribute (it
should be a base64 encoded text block). Paste that value (text block) into the
text editor (only the value). Edit the contents, so that none of the lines start with
white space.

Add----- BEG N CERTI FI CATE- - - - - before the first line and - - - - - END
CERTI FI CATE- - - - - after the last line. See the following example:
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----- BEG N CERTI FI CATE- - - - -

M | Dvj OCA2i gAwl BAgl QDgoyk+Tul4NGoQnxhm\HLj ANBgkghki GOWOBAQUFA

DCBj | EeMBWGCSqGS| b3DQE] ARYPYmVy d@sZEBz dWiuY29t MBWCQYDVQQGEW VUz ELMAKG
AL UECBMOVFgx Dz ANBgNVBAC TBK F1c 3Rpbj EZVBc GALUEChMUBVuUI E1pY3Jvc3l zdGvt czE
QVA4GALUECK MHaVBs YW5I dDEUMVBI GALTUEAX M. Uz dG-1 ¢ Fud HVinHh ¢ NVDI wMTEx MDALND
A5\Wic NMTT WMTEX MDALOTQRW CBj j Ee MBWGCSqGS| b3DQEJARYPYmVy d s ZEBz d\Whu Y29t M
Qs WOQYDVQQGEWJ VUEL MAk GAT UECBMCVFgx Dz ANBgNVBAC TBK F1c 3Rpbj EZVBC GALUEChMQU
3Vul E1pY3Jvc3l zdGvt cz EQVAMGATUECK MHaVBs YW1 dDEUVBI GATUEAXM.UnVzdGF1enfu
dHMWXDANBgkghki GOWOBAQEFAANLADBI Ak EAy ekZa8gwwhwar LK3eV/ 128t 1DVUsg31LQu3
nB8cMHQZXI gi Ugt QOhn2kpZ4nEhwCAHFLDSI | hl PABGWLF] cwi DAQAB04! Bnj CCAZowEwW
YJ KwYBBAGCNx QCBAYe BABDAEEWOWYDVROPBAQDAG FGVAS GAL UdEWER/ wQFMAVBAF 8wHQYDV
ROOBBYEFJ5Bgt 60y pq7 T80y kwALHBws 2d/ | M | BMy YDVROf Bl | BKTOCASUAgdOggdCgge2G
gcpsZGwO 8vLONOPVII c3RhdXJhbnRzLENCPWRvd2! 0Y2hi ci xDTj 1DRFASQ049UHVI b@

j ITIWS2VBJITI w2Vydnd | ZXMs Q049U2Vydrd | ZXMs Q049Q29uZn ndXJhdG vbi xEQz 1y ZX
NOYXVy YWs0cyx EQz 1j ZWs0c s LERDPXNLbi xEQz1j b20/ Y2VWydG maWhd GVSZXZv Y2F0a
VOUTA zdD9i YXN P29i anVj dG\s YXNz PWNSTERpc3RyaW 1dd vbl BvaWs0ME2gS6BIhkdo
dHRWO 8vZ@3aXR aGWyLnJl c3RhdXJhbnRzLmN bnRy YW c3VuLni\vbSODZXJORWNBY bh2x
sL1JI c3RhdXJhbnRzLmNybDAQBgkr BgEEAYI 3FQEEAW BADANBgk ghki GOWOBAQUFAANBAL
5RIOR+ONDdVHWI/ 5Sd9Tn9dpxNBoegj S88zt v1HDEXSTDz GTuaaVebhSzZV3Il +ghSl nsgQHOg
WIf GRwal BvePl 4=

----- END CERTI FI CATE--- - -

Save the certificate into a file (such as ad- cert . t xt).

You can then import that file (for example, ad-cert . t xt) into a certificate
database. Continue to the next section, “Adding Active Directory Certificates
to the Connector’s Certificate Database” for instructions.
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Adding Active Directory Certificates to the
Connector’s Certificate Database

Use this procedure only if you enabled SSL for the Active Directory Connector
after installing the Connector or if invalid credentials were provided during

installation.
1. Onthe machine where the Active Directory Connector is installed, stop the
Identity Synchronization for Windows service/daemon.
2. Retrieve the Active Directory CA certificate using one of the following
methods:
o “Using Window’s certutil” on page 302
o “Using LDAP” on page 303
3. Assuming the Active Directory Connector has connector ID CNN101
(see | ogs/ central /error. | og for a mapping from connector ID to the
directory source it manages), go to its certificate database directory on the
machine where it was installed, and import the certificate file:
o Ifthe certificate was retrieved using certutil , type:
C \\Program Fi | es\ Sun\ MPS\ shared\ bi n\certutil.exe -A-d . -n
ad-ca-cert -t C, -i \cacert.bin
o Ifthe certificate was retrieved using LDAP, type:
C \\Program Fi | es\ Sun\ MPS\ shared\ bi n\certutil.exe -A-d . -n
ad-ca-cert -t C, -a -i \ad-cert.txt
4. Restart the Identity Synchronization for Windows service/daemon.

Chapter 11  Configuring Security 305



Adding Active Directory Certificates to Directory Server

NOTE

Because the Directory Server certutil . exe is installed
automatically when you install Directory Server 52004Q2, you
will not be able to add a CA certificate to a connector installed
on a machine with no Directory Server.

At a minimum, you must install the Sun Java System Server
Basic Libraries and Sun Java System Server Basic System
Libraries from the Directory Server 5 2004Q2 package on the
server where the Active Directory Connector is installed. (You
do not have to install the Administration Server or Directory
Server components.)

In addition, be sure to select the JRE subcomponent from the
Console (to ensure your ability to uninstall).

Adding Active Directory Certificates to

Directory Server

Follow these steps to add the Active Directory CA certificate to the Directory
Server certificate database.

NOTE

Make sure that you have enabled SSL in Directory Server.

1. Retrieve the Active Directory CA certificate using one of the following

methods:

o “Using Window’s certutil” on page 302

o “Using LDAP” on page 303

2. Stop Directory Server.

3. Onthe machine where Directory Server is installed, import the Active
Directory CA certificate as follows:

o Ifthe certificate was retrieves using certutil, type:

C \\Program Fi | es\ Sun\ MPS\ shared\ bi n\certutil.exe -A-d . -P
sl apd- host nane- -n ad-ca-cert -t C, -i \cacert.bin
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o Ifthe certificate was retrieves using LDAP, type:

C \\Program Fi | es\ Sun\ MPS\ shared\ bi n\certutil.exe -A-d . -P
sl apd- host nane- -n ad-ca-cert -t C, -a -i \ad-cert.txt

Start Directory Server.

Adding Directory Server Certificates to the
Directory Server Connector

If you enable SSL communication between the Directory Server Plugin and Active
Directory, then you must add the Active Directory CA Certificate to the certificate
database of each Directory Server master. Use the following steps:

1.

4.

On the machine where the Directory Server Connector is installed, stop the
Identity Synchronization for Windows service/daemon.

Retrieve the Directory Server CA certificate.

Assuming the Directory Server Connector has connector ID CNN100 (see

| ogs/ exanpl e/ error. | og for a mapping from connector ID to the directory
source it manages), go to its certificate database directory on the machine
where it was installed, and import the cacert . bi n file:

C:\ Program Fi | es\ Sun\ MPS\ shar ed\ bi n\certutil.exe -A -d . -n ds-cert -t
C, -i C\s-cert.txt

NOTE If the certificate was obtained in ASCII form, add an “-a”
argument to the certuti| command line to indicate that it is in
ASCII form rather than binary form.

Restart the Identity Synchronization for Windows service/daemon.
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Appendix A

Using the Identity Synchronization for
Windows Command Line Utilities

Identity Synchronization for Windows enables you to perform a variety of tasks
from the command line. This appendix explains how to execute the Identity
Synchronization for Windows command line utilities to perform different tasks.
The information is organized into the following sections:

= “Common Features” on page 312
= *“Using the i dsync command” on page 316

= “Using the forcepwchg Migration Utility” on page 332
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Common Features

The Identity Synchronization for Windows command line utilities share the
following features:

e “Common Arguments” on page 312
= “Entering Passwords” on page 315

= “Getting Help” on page 315

Common Arguments

This section describes the arguments (options) that are common to most of the
command line utilities. The information is organized into the following tables:

= Table A-1 Arguments Common to All Subcommands: Describes the following
arguments, which are common to all of the i dsync subcommands (except
pr epds) and migration tools.

- D <bind-DN> - w <bind-password | -> [-h <Configuration Directory-hostname>]
[-p <Configuration Directory-port-no>] [-s <rootsuffix>] [-Z] [-P <cert-db-path>]
[ - m <secmod-db-path>]

NOTE Brackets [ ] indicate optional arguments.

The Identity Synchronization for Windows installation program
automatically writes default values to the -h, -p,-D,and - s
arguments based on the information you provide during
installation. However, you can specify a different value on the
command line to override a defaulted value.

To support multibyte characters, Identity Synchronization for
Windows base64-encodes the default values for - s <rootsuffix>
and - D <bind-DN> in the command line interface (CLI)
environment file. The rootsuffix default should not be changed.
The bind DN default can be overridden on the command line or
updated with the appropriate base64-encoded value in the CLI
environment file.
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= Table A-2 SSL-Related Arguments Common to All Subcommands: Describes
optional arguments that provide information about securely accessing the
Configuration Directory Server using Secure Socket Layer (SSL). These
arguments are also common to all of the i dsync subcommands and the
migration tools.

= Table A-3 Configuration Directory Arguments: Describes arguments related to
the configuration directory. These arguments are common to two or more
i dsync subcommands and migration tools.

NOTE Arguments that are unique to a particular subcommand will be
explained in the pertinent subcommand section.

Table A-1  Arguments Common to All Subcommands

Argument Description

-h <Configuration Directory-hostname> Specifies the configuration directory hostname. This argument defaults to the
values specified during Core installation.

-p <Configuration Directory-port-no> Specifies the configuration directory LDAP port number.

-D <bind-DN> Specifies the configuration directory bind distinguished name (DN). This

argument defaults to the values specified during Core installation.

-w <bind-password | -> Specifies the configuration directory bind password.
The - value reads the password from standard input (STDI N).

- s <rootsuffix> Specifies the configuration directory rootsuffix. Where rootsuffix is a
distinguished name such as dc=exanpl e, dc=com
This argument defaults to the values specified during Core installation.

- g <configuration_password | -> Specifies the configuration password. The - value means the password will be
read from standard input (STDI N).

This argument is mandatory for all subcommands except pr epds.
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Table A-2  SSL-Related Arguments Common to All Subcommands

Argument

Description

-Z

- P <cert-db-path>

- m <secmod-db-path>

Specifies that SSL be used to provide secure communication. Provides certificate-based client
authentication when connecting to the configuration directory accessing the command line
interface or the preferred/secondary Directory Servers.

Specifies the path and file name of the client’s certificate database.

This certificate database must contain the CA certificate used to sign the Directory Server's
certificate database.

If you specify - Z but do not use - P, the <cert-db-path> defaults to <current-working-directory>/ cer t 8. db.

Note: If Identity Synchronization for Windows does not find the certificate database file in the
specified directory, the program creates an *empty* database in that directory, which consists of
three files: cert 8. db, key3. db, and secnod. db.

Specifies the path to the security module database. For example:
/var/ Sun/ MPY sl apd- <serverlD>/ secnod. db

Specify this argument only if the security module database is in a different directory than the
certificate database itself.

Table A-3  Configuration Directory Arguments

Argument

-a <l|dap_filter>

Use with f or cepwchg and
resync subcommands

- <filename>

Description

Specifies the LDAP filter to use when retrieving users from the source SULs, and
allows the operation to retrieve a focused subset of users from the directory source,
prior to determining whether the users fall within the specified SULSs.

Specifies the name of a Configuration XML Document file.

Use with export 10cnf ,
i mpor t cnf , and r esync

subcommands

-n

Use with f or cepwchg,

Runs in safe mode so you can preview the effects of an operation with no actual
changes.

i mpor t cnf, and reset conn

subcommands
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Entering Passwords

Wherever a password argument is required (such as - w <bind-password> or
- g <configuration_password>), you can use the “-”” argument to tell the password
program to read the password from STD N.

If you use the “-” value for multiple password options, i dsync will prompt you for
passwords based on the arguments’ order.

In this case, the program would expect the <bind-password> first, and then for the
<configuration-password>.

Getting Help

You can use one of the following commands to display usage information about
i dsync or any of its subcommands in the command Console:

e -help
e --help
- -?

For usage information

= Aboutidsync (including a list of valid subcommands), type one of the preceding
help options at a command prompt and click Return.

= About a subcommand, type the subcommand followed by a help option at a
command prompt and click Return.
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Using the i dsync command

You use the i dsync command and subcommands to execute the lIdentity
Synchronization for Windows command line utility.

NOTE The i dsync command converts all DN-valued arguments (such as
bind DN or suffix name) from the character set specified for that
window to UTF-8 before sending the arguments to Directory Server.

Do not use backslashes as escape characters in suffix names.

To specify UTF-8 characters on Solaris, your terminal window must
have a locale based on UTF-8. Make sure that the environmental
variable’s LC_CTYPE and LANG ar e set correctly.

Unless specifically noted otherwise, you can run the i dsync command with
subcommands using either of the following methods:

= From Solaris:
a. Open aterminal window and cd to the / opt/ SUNW sw bi n directory.
b. Type theidsync command with one subcommand, as follows
i dsync <subcommand>
= From Windows:

a. Open a Command Window and cd to the <install_path>\ i sw <hostname>\ bi n
directory.

b. Type theidsync command with one subcommand, as follows

i dsync <subcommand>
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Table A-4 lists all of the i dsync utility subcommands and their purpose:

Table A-4  idsync Subcommands Quick Reference

Subcommand Purpose

certinfo Displays certificate information based on your configuration and SSL settings
(see “Using certinfo” on page 317)

changepw Changes the Identity Synchronization for Windows configuration password
(see “Using changepw” on page 318)

i mpor t cnf Imports an exported Identity Synchronization for Windows version 1.0 configuration XML document
(see “Using importcnf” on page 320)

pr epds Prepares a Sun Java System Directory Server source for use by Identity Synchronization for
Windows (see “Using prepds” on page 321)

printstat Displays a list of steps you must perform to complete the installation/configuration process. Also
provides the status of installed connectors, the system manager, and the Message Queue (see
“Using printstat” on page 325)

reset conn Resets connector states in the configuration directory to uninstalled
(see “Using resetconn” on page 326)

resync Links and resynchronizes existing users and pre-populates directories as part of the installation
process (see “Using resync” on page 327)

startsync Starts synchronization (see “Using startsync” on page 330)

st opsync Stops synchronization (see “Using stopsync” on page 331)

Using certinfo

You can use the certi nf o subcommand to display certificate information based on
your configuration and SSL settings. This information can help you determine
which certificates must be added for each connector and/or Directory Server
Plugin certificate database.

To display certificate information, open a terminal window (or Command
Window) and type the i dsync certinfocommand as follows:

i dsync certinfo [<bind-DN>] -w <bind-password | -> [-h <Configuration
Directory-hostname>] [ -p <Configuration Directory-port-no>] [-s <rootsuffix>] -q
<configuration_password> [ -Z] [-P <cert-db-path>] [- m <secmod-db-path>]
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NOTE Because the cert i nf o subcommand does not have access to the

connectors’ and Directory Server’s certificate databases, some of the
required steps it lists might have already been performed.

For example:

i dsync certinfo -w <admin-password> - q <configuration-password>

NOTE For detailed information about the certinf o arguments, review

“Common Arguments” on page 312.

Using changepw

You can use the changepwsubcommand to change the Identity Synchronization for
Windows configuration password.

To change the configuration password for Identity Synchronization for Windows:

1.

Stop all Identity Synchronization for Windows processes (for example, System
Manager, Central Logger, Connectors, Console, Installers/Uninstallers).

After stopping all the processes, back up the ou=Services tree by exporting the
configuration directory to | di f.

Type the i dsync changepwcommand as follows:

i dsync changepw [ - D <bind-DN>] - w <bind-password | -> [-h <Configuration
Directory-hostname>] [-p <Configuration Directory-port-no>] [-s <rootsuffix>]

- g <configuration_password> [-Z] [-P <cert-db-path>] [- m <secmod-db-path>]

-b <newpassword | - > [-Y]

For example:
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i dsync changepw -w <admin password> - g <old config password> -b -q <new config
password>

The following arguments are unique to changepw.
Table A-5 idsync changepw Arguments

Argument Description

-b <password> Specifies a new configuration password. The - value reads the
password from standard input (STD N).

[-y] Does not prompt for command confirmation.

NOTE For detailed information about other changepwarguments,

review “Common Arguments” on page 312.

Respond to the messages that display in the terminal window.
For example,

Are you sure that want to change the configurati on password (y/n)? yes
Before restarting the system- you nust edit the

$PSWHOMVE/ r esour ces/ Syst emvanager Boot Parans. cfg file and change the

" depl oyrment Password’ to the new val ue.

SUCCESS

You must modify the Syst emvanager Boot Par ans. cf g file before restarting the
system.

The Syst enManager Boot Par ans. cf g file in $SPSWHOVE\ r esour ces (where
SPSWHOME s the <isw-installation directory>) contains the configuration password
the system manager uses to connect to the configuration directory.

For example, you would change the password value as follows:
From: <Parameter name=""manager.configReg.deploymentPassword" value="0l dpasswor d"/ >
To: <Parameter name="manager.configReg.deploymentPassword" value=" newpasswor d" / >

If the program reports any errors, restore the configuration directory using the
| di f from Step 2 and then try again. The most likely reason for an error is that
the Directory Server hosting the configuration directory became unavailable
during the password change.
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Using importcnf

CAUTION Useidsync inportcnf only when migrating from Identity
Synchronization for Windows 1.0 or 1.0 SP1 to version 1 2004Q3.

After installing Core (Chapter 3, “Installing Core™), use the i dsync i npor t cnf
subcommand to import your exported Identity Synchronization for Windows
version 1.0 (SP1) configuration XML file, which contains Core configuration
information.

To import your version 1.0 configuration XML file, open a terminal window (or
Command Window) and type the i dsync i nportcnf command as follows:

i dsync inportcnf [-D <hind-DN>] -w <bind-password | -> [-h <Configuration
Directory-hostname>] [ -p <Configuration Directory-port-no>] [-s <rootsuffix>] -q
<configuration_password> [-Z] [-P <cert-db-path>] [-m <secmod-db-path>] -f <filename>

[-n]

For example:

i dsync inportcnf -w <admin_password> - q <configuration_password> -f “MConfi g. cfg”
The following arguments are unique to i nport cnf:

Table A-6  idsync importcnf Arguments

Argument Description
-f <filename> Specifies the name of your configuration XML document.
-n Runs in safe mode so you can preview the effects of an operation with

no actual changes.

NOTE For detailed information about other i nport cnf arguments, review
“Common Arguments” on page 312.

After importing the version 1.0 configuration XML file, you must run pr epds on all
Directory Server sources configured for synchronization, (see “Using prepds” on
page 321) and then you can install the Identity Synchronization for Windows
connectors and subcomponents.
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Using prepds

You use the console or pr epds subcommand to prepare a Sun Java System
Directory Server source for use by Identity Synchronization for Windows. You
must run pr epds before installing the Directory Server Connector.

Running the i dsync prepds subcommand applies the appropriate ACI to the
cn=changelog entry, which is the root node of the Retro-Changelog database.

= If you are preparing a preferred master Directory Server for use by ldentity
Synchronization for Windows, you must provide Directory Manager
credentials.

The Directory Manager user is a special user on Directory Server who has full
rights anywhere inside the Directory Server instance. (ACI does not apply to
Directory Manager users.)

For example, only the Directory Manager can set the access control for the
Retro-Changelog database, which is one of the reasons why Identity
Synchronization for Windows requires Directory Manager credentials for the
preferred master server.

NOTE If you re-create the Retro-Changelog database for the preferred Sun
directory source for any reason, the default access control settings
will not allow the Directory Server Connector to read the database
contents.

To restore the access control settings for the Retro-Changelog
database, runi dsync prepds or click the Prepare Directory Server
button after selecting the appropriate Sun directory source in the
Console.
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NOTE You can configure your system to automatically remove (or trim)
Change-log entries after a specified period of time. From the
command line, modify the nssl apd- changel ogmaxage configuration
attribute in cn=Retro Changel og Pl ugi n, cn=plugi ns, cn=config:

nssl apd- changel ognaxage: IntegerTimeunit
Where:
= Integer is a number

= Timeunit is s for seconds, m for minutes, h for hours, d for days,
or w for weeks. (There should be no space between the Integer
and Timeunit variables.)

For example, nssl apd- changel ogmaxage: 2d

For more information, see the “Managing Replication” chapter in
the Sun Java™ System Directory Server 5 2004Q2 Administration
Guide.

= You can use Administrative credentials to prepare a secondary server.

NOTE Be sure to plan your Identity Synchronization for Windows
configuration before running i dsync prepds because you must know
which hosts and suffixes you will be using.

Running i dsync prepds on a Directory Server suffix where the
Directory Server Connector and Plugin are already installed,
configured, and synchronizing will result in a message asking you
to install the Directory Server Connector. Disregard this message.

To prepare a Sun Java System Directory Server source, open a terminal window (or
a Command Window) and type the i dsync prepds command as follows:

i dsync prepds [-D <bind-DN>] -w <bind-password | -> [-h <preferred host>]

[-p <preferred-port>] [-s <database-suffix>] [-Z] [-P <cert-db-path>]

[ - m <secmod-db-path>] [-j <secondary_host>] [-r <secondary- port>] [-E <admin DN of
secondary host>] [ -u <password for secondary host | ->] [ - X]
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For example:

i dsync prepds -D “cn=Directory Manager” -w <preferred master password> - h
<preferred-host> -p 389 -s dc=exanpl e, dc=com -j “secondary host” -r 389 -E
“cn=Adm ni strator” -u <secondary master password> -s dc=exanpl e, dc=com

NOTE The-h,-p,-D -w and -s arguments are redefined (as described in
the following table) for the pr epds subcommand only. In addition,
the - g argument does not apply.

Table A-7 describes the arguments that are unique to i dsync pr epds:

Table A-7  prepds Arguments

Argument Description
-h <name> Specifies the DNS name of the Directory Server instance serving as the preferred host.
-p <port> Specifies port number for Directory Server instance serving as preferred host.

-] <name> (optional)

-r <port> (optional)

-D <dn>

-W <password>

- E <admin-DN>

-u <password>

-s <rootsuffix>

(Default is 389.)

Specifies the DNS name of the Directory Server instance serving as the secondary host
(applicable in a Sun Java System Directory Server 5 2004Q2 multimaster replicated
(MMR) environment).

Specifies a port for the Directory Server serving as the secondary host (applicable in a
Sun Java System Directory Server 5 2004Q2 multimaster replicated (MMR) environment).
(Default is 389.)

Specifies the distinguished name of the Directory Manager user for the preferred host.

Specifies a password for the Directory Manager user for the preferred host.
The - value reads the password from standard input (STD N).

Specifies the distinguished name of the Directory Manager user for the secondary host.

Specifies a password for the Directory Manager user for the secondary host.
The - value reads the password from standard input (STDI N).

Specifies the root suffix to use for adding an index (root suffix where you will be
synchronizing users).

Note: The database name of the Preferred and Secondary hosts may vary, but the suffix
will not. Consequently, the program can find the database name of each host and use it to
add the indexes.

Does not add equality and presence indexes for dspswiser | i nk attribute to the database.

If you are running i dsync prepds in a replicated environment, (for example, where
you have a preferred master, a secondary master, and two consumers), you only
need to run i dsync prepds once for the preferred and secondary masters.
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To runidsync prepds
1. Ensure that Directory Server replication is up and running (if applicable.)
2. Runidsync prepds from the Console or from the command line, for example:

i dsync prepds -h ML exanple.com-p 389 -j M.exanple.com-r 389 .

Running the i dsync prepds command accomplishes the following:
e On ML

o Enables and extends the RCL to capture more attributes (dspswuser | i nk
and so forth)

RCL is required on M1 only.
o Extends schema
o Adds ui d=pswconnect or, <suffix> user with AClIs

o Adds indexes to the dspswuser | i nk attribute, which puts Directory Server
in read-only mode temporarily until the indexing is done.

You can add indexes later to avoid downtime, but you must add indexes
before installing the Directory Server Connector.

e Adds indexes on M2.

NOTE = Replication ensures that Identity Synchronization for Windows
copies schema information and the ui d=pswconnect or from the
preferred master to the secondary master and both consumers.

= You must install the Directory Server Connector once. You must
install the Directory Server Plugin in all directories.

= Indexing is required on the preferred and the secondary masters
only. (Replication does not push the indexing configuration
from the preferred master to the secondary master.)
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Using printstat

You can use the print stat subcommand to:

= Display a list of the remaining steps you have to perform to complete the
installation and configuration process

= Print the status of installed connectors, the system manager, and the Message
Queue.

Possible status settings include:

0

0

Uninstalled. The connector is not installed.

Installed. The connector is installed, but not ready for synchronization
because it has not received its runtime configuration yet.

Ready. The connector is ready for synchronization, but is not
synchronizing any objects yet.

Syncing. The connector is synchronizing objects.

To print the status of installed Connectors, the System Manager, and the Message
Queue open a terminal window (or a Command Window) and enter the i dsync
printstat command as follows:

idsync printstat [-D <bind-DN>] -w <bind-password | -> [-h <Configuration
Directory-hostname>] [ -p <Configuration Directory-port-no>] [-s <rootsuffix>]
- g <configuration_password> [-Z] [-P <cert-db-path>] [- m <secmod-db-path>]

For example:

i dsync printstat -w <admin password> - q <configuration password>

NOTE

For detailed information about the printstat arguments, review
“Common Arguments” on page 312.
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Using resetconn

You can use the r eset conn subcommand to reset connector states in the
configuration directory to uninstalled. For example, if a hardware failure prevents
you from uninstalling a connector, use r eset conn to change the connector’s status
to uninstalled so you can reinstall that connector.

CAUTION  The reset conn subcommand is intended to be used only in the
event of hardware or uninstaller failures.

To reset the state of connectors from the command line, open a terminal window
(or a Command Window) and type the i dsync reset conn command as follows:

i dsync resetconn [-D <bind-DN>] -w <bind-password> | -> [-h <Configuration
Directory-hostname>] [ -p <Configuration Directory-port-no>] [-s <rootsuffix>] -q
<configuration_password> [ -Z] [-P <cert-db-path>] [- m <secmod-db-path>] -e
<directory-source-name> [ - n]

For example:

i dsync reset conn -w <admin password> - q <configuration_password> - e
“dc=exanpl e, dc=cont

Table A-7 describes the arguments that are unique to reset conn:

Table A-8 idsync resetconn Arguments

Argument Description
- e <dir-source> Specifies the name of the directory source to reset.
-n Runs in safe mode so you can preview the effects of an operation with

no actual changes.

NOTE idsync printstat can be used to find directoy source names.

For detailed information about the other reset conn arguments,
review “Common Arguments” on page 312.
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Using resync

You can use the r esync subcommand to bootstrap deployments with existing
users. This command uses administrator-specified matching rules to

= Link existing entries
= Populate an empty directory with the contents of a remote directory

= Bulk-synchronize attribute values between two existing user populations

NOTE For more detailed information about linking and synchronizing
users, see “Synchronizing Existing Users” on page 179.

To resynchronize existing users and to pre-populate directories, open a terminal
window (or a Command Window) and type the i dsync resync command as
follows:

i dsync resync [-D <bhind-DN>] -w <bind-password> | -> [-h <Configuration
Directory-hostname>] [ -p <Configuration Directory-port-no>] [-s <rootsuffix>] -q
<configuration_password> [ -Z] [-P <cert-db-path>] [-m <secmod-db-path>] [-n] [-f <xml
filename for linking>] [-Kk] [-a <Idap-filter>] [-] <sulto-sync>] [-0 Sun | W ndows]
[-c] [-x] [-u] [-i ALL_USERS | NEWUSERS | NEW LI NKED USERS]

For example:

i dsync resync -w <admin password> - q <configuration_password>
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Table A-9 describes the arguments that are unique to resync:

Table A-9  idsync resync Usage

Argument Meaning

-f <filename> Creates links between unlinked user entries using one of the specified XML
configuration files provided by Identity Synchronization for Windows
(see Appendix B, “LinkUsers XML Document Sample”)

-k Creates links between unlinked users only (does not create users or modify
existing users)

-a <lIdap-filter> Specifies an LDAP filter to limit the entries to be synchronized

-1 <sul-to-sync>

-0 (Sun | Wndows)

-i (ALL_USERS | NEW USERS |
NEW LI NKED_USERS)

The filter will be applied to the source of the resynchronization operation.
For example, if you specify i dsync resync -o Sun -a “ui d=*" all Directory Server
users that have a ui d attribute will be synchronized to Active Directory.

Specifies individual Synchronization User Lists (SULSs) to resynchronize

Note: You can specify multiple SUL IDs to resynchronize multiple SULs or, if you do
not specify any SUL IDs, the program will resynchronize all of your SULSs.

Specifies the source of the resynchronization operation

¢ Sun: Sets attribute values for Windows entries to corresponding attribute values
in Sun Java System Directory Server directory source entries.

« Windows: Sets attribute values for Sun Java System Directory Server entries
to corresponding attribute values in Windows directory source entries.

(Default is Windows.)

Creates a user entry automatically if the corresponding user is not found at
destination

« Randomly generates a password for users created in Active Directory or
Windows NT

* Automatically creates a special password value (( PSWSYNC) * | NVALI D
PASSWORD* ) for users created in Directory Server (unless you specify the - i
option)

Resets passwords for user entries synchronized in the Sun directory sources,
forcing password synchronization within the current domain for those users the next
time the user password is required.

¢ ALL_USERS: Forces on-demand password synchronization for all
synchronized users

¢ NEW USERS: Forces on-demand password synchronization for newly
created users only

e NEWLINKED_USERS: Forces on-demand password synchronization for
all newly created and newly linked users
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Table A-9  idsync resync Usage (Continued)

Argument Meaning

-u Only updates the object cache. No entries are modified.

This argument updates the local cache of user entries for a Windows directory
source only, which prevents pre-existing Windows users from being created in
Directory Server. If you use this argument, Windows user entries are not
synchronized with Directory Server user entries. This argument is valid only when
the resync source is Windows.

-X Deletes all destination user entries that do not match a source entry.
-n Runs in safe mode so you can preview the effects of an operation with no actual
changes.
NOTE < Runidsync resync with no arguments to view a usage
statement.

= For detailed information about the resync arguments, review
“Common Arguments” on page 312.

= For more information about resynchronizing existing users,
review “Synchronizing Existing Users” on page 179.

After running r esync, check the resync. | og file in the central audi t | og. If errors
result, consult Chapter 9, “Troubleshooting.”
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Using startsync

You can use the st art sync subcommand to start synchronization from the
command line.

To start synchronization, open a terminal window (or a Command Window) and
type the i dsync startsync command as follows:

i dsync startsync [-D <bind-DN>] -w <bind-password | -> [-h <Configuration
Directory-hostname>] [ -p <Configuration Directory-port-no>] [-s <rootsuffix>] -q
<configuration_password> [ -Z] [-P <cert-db-path>] [- m <secmod-db-path>]

For example:

i dsync startsync -w <admin password> - g <configuration_password>

Table A-10 describes the arguments that are unique to st art sync:

Table A-10 idsync startsync Arguments

Argument Description
[-y] Does not prompt for command confirmation.
NOTE For detailed information about the other st art sync arguments,

review “Common Arguments” on page 312.
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Using stopsync
You can use the st opsync subcommand to stop synchronization from the
command line.

To stop synchronization, open a terminal window (or a Command Window) and
type the i dsync st opsync command as follows:

i dsync stopsync [-D <bind-DN>] -w <bind-password | -> [-h <Configuration
Directory-hostname>] [ -p <Configuration Directory-port-no>] [-s <rootsuffix>] -q
<configuration_password> [ -Z] [-P <cert-db-path>] [- m <secmod-db-path>]

For example:

i dsync stopsync -w <admin password> - g <configuration_password>

NOTE For detailed information about the st opsync arguments, review
“Common Arguments” on page 312.
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Using the forcepwchg Migration Utility

Users who change their passwords during migration will have different password
in Windows NT and the Directory Server. You can use the f or cepwchg utility to
require a password change for users who changed their passwords during the
Identity Synchronization for Windows version 1.0 to version 1 2004Q3 migration
process.

NOTE The f or cepwchg utility ships with Windows packages only.

Before using f or cepwchg you must verify the following:

Be sure you do not configure the 7-bit check Plugin in Directory Server to
enforce 7-bit values for the user passwor d attribute. Do this using the Directory
Server console.

Be sure that the client you are using for authentication translates the value
from your locale to UTF-8 correctly. (For example, the -i option for the
| dapsear ch shipped with Directory Server).

To execute the f or cepwchg command line utility,

1.

Open a Command Prompt window and cd to the Windows ni gr ati on
directory on the host where you are performing the migration. (The Identity
Synchronization for Windows 1.0 NT components (connector, Change
Detector DLL, Password Filter DLL) must be installed on the PDC host.)

From the mi grati on directory, type

java -jar forcepwchg.jar [-n] [-a] [-t <time_specification>]

For example,

forcepwchg.jar -n -a
forcepwchg.jar -t 33m
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Table A-11 describes the arguments that are unique to f or cepwchg:

Table A-11 forcepwchg Arguments

Option Description

-n Specifies preview mode.
In preview mode, the utility prints out the names of all normal users except:

« Built-in accounts (Administrator and Guest) if you specify the - a argument.
¢ Users who changed passwords during the time specified using the -t argument.

In preview mode, any user can execute f or cepwchg.
In non-preview mode, only the Administrator can execute f or cepwchg.

-a Requires all users (except Administrator and Guest) to change their passwords.
You cannot use this argument if you are using the -t argument.

-t <time_specification> Forces all users who changed passwords in the past <time specification> to change their
passwords. Where <time specification> can have the following form:

e <number>: Number of seconds (for example, -t 30)
¢ <number>m: Number of minutes (for example, -t 25m)
e <number>h: Number of hours (for example, -t 6h)

For example, if you specify f or cepwchg -t 6h, all users who changed passwords within the
last six hours will be required to change their password again.

-? Prints out usage information.

NOTE For more information about using f or cepwchg, see “Forcing
Password Changes on Windows NT” on page 201.
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LinkUsers XML Document Sample

This appendix provides two sample XML configuration documents that you can
use with the i dsync resync subcommand to link existing users in your
deployment.

Both of the following files are available in the sanpl es1 subdirectory where you
installed Core:

= “Sample 1: linkusers-simple.cfg” on page 336 (an example of a common and
simple configuration)

= “Sample 2: linkusers.cfg” on page 337 (a more-complex configuration example
that shows the full power of specifying linking criteria)

You can modify the samples to suit your environment. Both files contain comments
that explain how to modify the samples to link your users — including how to link
users in multiple SULSs.
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Sample 1: linkusers-simple.cfg

<l--
Copyri ght 2004 Sun M crosystenms, Inc. Al rights reserved
Use is subject to license terns.

-->

<I--
This xm file is used to [ink Wndows and Sun Directory Server users fromthe conmand
line. It is passed to the 'idsync resync’ script as the -f option.
This is a sinple file that links users in the SUL1 synchronization user list that have
the sane login name, that is the Directory Server uid attribute matches the Active
Directory samaccountname attribute.
For nore conpl ex matching rules, see the linkusers.cfg sanple.

>

<User Li nki ngCper at i onLi st >
<User Li nki ngCperation parent.attr="UserLi nki ngOper ati on" sulid="SUL1l">
<UserMatchingCriteria parent.attr="UserMtchingCiteria">
<AttributeMap parent.attr="AttributeMap">
<AttributeDescription parent.attr="SunAttribute" nane="uid"/>

<AttributeDescription parent.attr="WndowsAttribute" name="samaccount nane"/>
</ Attribut eMap>

</ User Mat chi ngCriteri a>
</ User Li nki ngQper ati on>
</ User Li nki ngQper at i onLi st >
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Sample 2: linkusers.cfg

<?xnml version ="1.0" encodi ng="UTF- 8" ?>

<l--
Copyright 2004 Sun Mcrosystens, Inc. Al rights reserved
Use is subject to license terns.
-->
<l--
This xm file is used to Iink Wndows and Sun Directory Server users from
the conmand line. It is passed to the "idsync resync' script as the -f option.
-->
<l--

The fol | owi ng parameters al |l owLi nki ngQut Of Scope: if true, then Wndows users can be
linked to Sun Directory Server users that are outside of the users' Synchronization
User List. Default is false.

-->

<User Li nki ngOper ati onLi st al | owLi nki ngQut O Scope="f al se">

<l--
User Li nki ngQperation encapsul ates the configuration of a single SUL to Iink.
It includes the SUL ID and a list of attributes to match.
A separate UserLinki ngQperation nmust be specified for each SUL being |inked.

-->
<User Li nki ngOper ati on parent.attr="UserLinki ngOperation" sulid="SUL1">

<l--
User Mat chi ngOriteria encapsul ates a list of attributes that nust match for a user
to be linked. -->

<l--
For two users to match using this UserMatchingCriteria, they nust have the sane
givenNane and the same sn. -->

<UserMatchingCriteria parent.attr="UserMatchingCriteria">
<AttributeMap parent.attr="Attri buteMap">
<AttributeDescription parent.attr="SunAttribute" name="sn"/>
<AttributeDescription parent.attr="WndowsAttribute" name="sn"/>
</ AttributeMap>
<AttributeMap parent.attr="Attri buteMap">
<AttributeDescription parent.attr="SunAttribute" nane="gi venName"/>
<AttributeDescription parent.attr="WndowsAttri bute"
nane="gi venNane"/ >
</ AttributeMap>
</ User Matchi ngCriteri a>
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<l--

Mil tiple UserMatchingCriteria can be specified for a single SUL. They are treated as
alogical OR Inthis exanple, (the givenNane's and sn's nust match (see above)) OR
(the enpl oyee(Nunmber | I D) nust match), for the user to be linked. Notice that attribute
that is specified, enpl oyeeNunber, is the name of the DS attribute. -->

<l--

This UserMatchingCriteria is comented out because enpl oyeeNunber is not an i ndexed
attribute in DS. Al attributes used in a UserMatchingCriteria should be indexed.

<UserMatchingCriteria parent.attr="User MatchingCriteria">
<AttributeMap parent.attr="Attri buteMap">
<AttributeDescription parent.attr="SunAttribute" nanme="enpl oyeeNunber"/>
<AttributeDescription parent.attr="WndowsAttribute" nane="enpl oyeel D'/ >
</ Attri but eMap>
</ User Mat chi ngOri teri a>

-->

</ User Li nki ngQOper ati on>

<l--
Wien nul tiple SULs are linked, a separate UserLinkingQperation is specified
for each. As shown here, each UserLinkingQperation can use different
UserMat chingOriteria: in this exanple, users in SUL2 are only linked if their
sn and enpl oyeeNunber mat ch.

Note: this UserLinkingQperation is currently comrented out because
the exanpl e configuration only has a single SUL.

<User Li nki ngCperation parent. attr="UserLi nki ngCperation" sul i d="SU.2">
<User MatchingCriteria parent.attr="User MatchingCriteria">
<AttributeMap parent.attr="Attri buteMap">
<AttributeDescription parent.attr="SunAttribute" name="sn"/>
<AttributeDescription parent.attr="WndowsAttribute" name="sn"/>
</ Attri but eMap>
<AttributeMap parent.attr="AttributeMap">
<AttributeDescription parent.attr="SunAttribute" name="enpl oyeeNunber"/>
<AttributeDescription parent.attr="WndowsAttribute" nane="enpl oyeel D'/ >
</ Attri but eMap>
</ User Mat chi ngQOri teri a>
</ User Li nki ngQOper at i on>
-->

</ User Li nki ngQper ati onLi st >
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Appendix C

Running Services as Non-Root
on Solaris

You must have root privileges to install and run Identity Synchronization for
Windows services. However, after installing the product you can configure the
software to run the program services as a non-root user.

NOTE If you are going to run services as non-root, you must change the

permissions for all directories under the Identity Synchronization
for Windows instance directory. (The default directory is
/var/ opt / SUNW sw).

To run services as a non-root user on Solaris, perform the following steps:

1.

Use the UNIX useradd command to create a user account for ldentity
Synchronization for Windows (optional step).

You also can use a nobody user to run services.
The remaining examples in this procedure assume you created a user called
i swuser .

To install a Sun Java System Directory Server Connector on Solaris, you must
choose a non-privileged port for the Connector during installation.
(For example, ports larger than 1024 are acceptable.)

NOTE You must execute all commands in the remaining steps asr oot .

After installing all components, execute the following command to stop
Identity Synchronization for Windows:

Jetc/init.dl/isw stop
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You must update the ownership of the instance directory.
For example if you installed the product in /var/ opt/ SUNW sw.

chown -R iswuser /var/opt/SUNWsw
chown -R iswuser /opt/SUNW sw

In a text editor, open the /etc/init.d/ i swfile and replace the following line:
"$EXEC_START_WATCHDOG' " $JAVA PATH' "$INSTALL_DIR' "CONFIG DIR'
with the following:

Ssu iswuser -c "$EXEC START WATCHDOG ' $JAVA PATH ' $INSTALL DIR
'CONFIGDIR "

Execute the following command to restart the service:
letc/init.d/iswstart

Execute the following command to verify that the components are running
using the assigned user’s userid:

ps -ef | grep iswiser
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Appendix D

Defining and Configuring
Synchronization User Lists

This appendix provides supplemental information about Synchronization User
List (SUL) definitions and explains how to configure multiple domains. The
information is organized as follows:

= “Understanding Synchronization User List Definitions” on page 341

= “Configuring Multiple Windows Domains” on page 343

Understanding Synchronization User List
Definitions

Every Synchronization User List (SUL) contains two definitions — one to identify
which Directory Server users to synchronize and the other to identify which
Windows users to synchronize.

Each definition identifies which users in a directory to synchronize, which users to
exclude from synchronization, and where to create new users.

NOTE The objectclasses you select using the Identity Synchronization for
Windows Console also determine which users will be synchronized.
The program synchronizes only those users that have the selected
objectclass, which includes any users that have a subclass of the
selected an objectclass.

For example, if you select the or gani zat i onal Per son objectclass,
then Identity Synchronization for Windows will synchronize users
with the i net or gper son objectclass because it is a subclass of the
or gani zat i onal Per son objectclass.
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Table D-1 describes the components of an SUL definition:

Table D-1  SUL Definition Components
Component  Definition Applicable
Sun AD NT
Base DN Defines the parent LDAP node of all users to be synchronized. Yes Yes No
A Synchronization User List base DN includes all users in that DN — unless
the users are excluded by the Synchronization User List’s filter or the user’s
DN is matched in a more specific Synchronization User List.
For example, ou=sal es, dc=exanpl e, dc=com
Filter Defines an LDAP-like filter used to include or exclude users from a Yes Yes  Yes
Synchronization User List. The filter can include the &, |, !, =, and *
operators. The >= and <= operators are not supported. All comparisons are
done using case-insensitive string comparisons.
For example, (& (enpl oyeeType=manager) (st =CA)) will include managers
in California only.
Creation Defines the parent DN and naming attribute of newly created users Yes Yes No
Expression  (applicable only when you enable creates).

The creation expression must include the base DN of the Synchronization
User List. For example, cn=%n% ou=sal es, dc=exanpl e, dc=com (Where the
% n%token is replaced with a value from the user entry being created.)

NOTE To synchronize users in a Sun Java System Directory Server with
multiple Active Directory domains, you must define at least one
SUL for each Active Directory domain.

When you define multiple SULSs, Identity Synchronization for Windows
determines membership in an SUL by iteratively matching each SUL definition.
The program examines the SUL definitions with more-specific base DNs first.
For example, the program tests a match against ou=sal es, dc=exanpl e, dc=com
before testing dc=exanpl e, dc=com

If two SUL definitions have the same base DN and different filters, then Identity
Synchronization for Windows cannot determine automatically which filter should
be tested first, so you must use the Resolve Domain Overlap feature to order the
two SUL definitions. If a user matches the base DN of an SUL definition but does
not match any filters for that base DN, then the program will exclude that user
from synchronization — even if that user matches the filter for a less-specific

base DN.
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Configuring Multiple Windows Domains

To support synchronizing multiple Windows domains to the same Directory
Server container (such as ou=peopl e, dc=exanpl e, dc=con), Identity
Synchronization for Windows uses “synthetic” Windows attributes that contain
domain information.

= For Active Directory domains, Identity Synchronization for Windows sets the
acti vedi r ect or ydonai nnane attribute to the Active Directory domain name
(such as east.example.com) before synchronizing the entry to the Directory
Server.

= For Windows NT domains, Identity Synchronization for Windows sets the
user _nt _domai n_nane attribute to the Windows NT domain name (such as
NTEXAMPLE) before synchronizing the entry to the Directory Server.

While these attributes do not actually appear in the Windows user entries, they are
available for synchronization in the Identity Synchronization for Windows Console
and can be mapped to a Directory Server user attribute. Once Identity
Synchronization for Windows maps the domain attributes, they will be set in the
Directory Server entries during synchronization and can be used in
Synchronization User List (SUL) filters.

The following example illustrates how Identity Synchronization for Windows uses
these attributes. This example assumes that three Windows domains (two Active
Directory domains and one Windows NT domain) will be synchronized with a
single Directory Server instance.

1. Users in the Active Directory east.example.com domain will be synchronized
to the Directory Server in ou=peopl e, dc=exanpl e, dc=com

2. Users in the Active Directory west.example.com domain will be synchronized
to the Directory Server in ou=peopl e, dc=exanpl e, dc=com

3. Users in the Windows NT NTEXAMPLE domain will be synchronized to the
Directory Server in ou=peopl e, dc=exanpl e, dc=com

When you create or modify a Directory Server user, the program uses the SUL
filters to determine in which Windows domain to synchronize the user (because
each Directory Server SUL has the same base DN, ou=peopl e, dc=exanpl e, dc=con).
The acti vedi r ect or ydormai nname and user _nt _donai n_narre attributes make
constructing these filters easy.
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To construct a filter from the Attributes tab on the Console:

1. Map the Directory Server desti nati oni ndi cat or attribute to the Active
Directory act i vedi r ect or ydonai nnane attribute and to the Windows NT
user _nt_donmai n_nane attribute.

2. Configure one SUL for each Windows domain as follows:

EAST_SUL
Sun Java System Directory Server definition
Base DN:  ou=peopl e, dc=exanpl e, dc=com
Filter: destinationindicator=east.exanple.com
Creation Expression: cn=%n% ou=peopl e, dc=exanpl e, dc=com
Active Directory definition (east.exanple.com
Base DN: cn=users, dc=east, dc=exanpl e, dc=com
Filter: <none>
Creation Expression: cn=%n% cn=users, dc=east, dc=exanpl e, dc=com
VEEST_SUL
Sun Java System Directory Server definition
Base DN:  ou=peopl e, dc=exanpl e, dc=com
Filter: destinationindicator=west.exanple.com
Creation Expression: cn=%n% ou=peopl e, dc=exanpl e, dc=com
Active Directory definition (west.exanpl e.com
Base DN: cn=users, dc=west, dc=exanpl e, dc=com
Filter: <none>
Creation Expression: cn=%n% cn=users, dc=west, dc=exanpl e, dc=com
NT_SUL
Sun Java System Directory Server definition
Base DN:  ou=peopl e, dc=exanpl e, dc=com
Filter: destinationindicator=NTEXAMPLE
Creation Expression: cn=%n% ou=peopl e, dc=exanpl e, dc=com
W ndows NT definition (NTEXAMPLE)
Base DN NA
Filter: <none>
Creation Expression: NA

Notice that each Directory Server SUL definition has the same base DN and
creation expression, but the filters indicate the domain of the corresponding
Windows user entry.
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To further illustrate how these settings allow Directory Server user entries to
synchronize with separate Windows domains, consider this test case:

1. Create cn=Jane Test, cn=users, dc=east, dc=exanpl e, dc=comin the Active
Directory east.example.com domain.

2. ldentity Synchronization for Windows creates the user entry
cn=Jane Test, ou=peopl e, dc=exanpl e, dc=comin the Directory Server with
desti nati oni ndi cat or =east . exanpl e. com

3. Modify the cn=Jane Test, ou=peopl e, dc=exanpl e, dc=comentry in the
Directory Server.

4. Because Jane Test’s desti nati oni ndi cat or attribute is east.example.com, her
entry will match the EAST_SUL Synchronization User List filter, and the
modification will be synchronized to the east.example.com Active Directory
domain.

This example assumes that Identity Synchronization for Windows is synchronizing
user creations from Windows to the Directory Server. If this is not the case, you can
run the i dsync resync command to set the desti nat i oni ndi cat or attribute.

NOTE When you use i dsync resync -f in a deployment with multiple
SULs, you probably will have to set the al | owLi nki ngQut O Scope
option to true in the linking configuration file. See Appendix B,
“LinkUsers XML Document Sample” for more information.

The example uses an existing attribute in i net or gper son, dest i nat i onl ndi cat or,
which might be used for other purposes. If this attribute is already in use or a you
select a different objectclass, you must map some attribute in the user’s Directory
Server entry to the user_nt _donai n_name and/or the act i vedi r ect or ydonai nnarme
attribute(s). The Directory Server attribute you choose to hold this value must be in
the objectclass you are using for the rest of the attribute mapping configuration.

If there are no unused attributes to hold this domain information, you must create
a new objectclass to include a new domain attribute and all other attributes you
will be using with Identity Synchronization for Windows.
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Appendix E

Installation Notes for Replicated
Environments

Identity Synchronization for Windows 1 2004Q3 supports synchronizing users in a
single replicated suffix.

NOTE This appendix summarizes procedures used to configure and secure
a multimaster replication (MMR) deployment. The information is
taken directly from the Sun Java System Directory Server 5 2004Q2
Administrator’s Guide — and is not Identity Synchronization for
Windows-specific.

Designing and implementing an MMR deployment is complex.
Refer to the Sun Java System Directory Server 5 2004Q2 Deployment
Guide to plan your deployment and the Sun Java System Directory
Server 5 2004Q2 Administrator’s Guide to implement the deployment.

This appendix is organized into the following sections:
= “Configuring Replication” on page 348

= “Configuring Replication Over SSL” on page 349
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NOTE In multimaster replication (MMR) environments, ldentity

Synchronization for Windows allows you to specify a preferred and
a secondary master server for any given Sun directory source.

Directory Server version 5 2004Q2 now supports four-way MMR
(where you can change the replicated database at any of the four
masters). When you install the Plugin on a third or fourth master,
you must select the Other host type and enter Directory Server
instance’s parameters manually during Plugin installation.

The following steps assume you are replicating a single suffix. If you are
replicating more than one suffix, you may configure them in parallel on each
server. In other words, you may repeat each step to configure replication on
multiple suffixes.

To configure any replication topology, proceed in the following order:

1.

Define a replication manager entry on all servers except single masters (or use
the default replication manager on all servers.)

On all servers containing a dedicated consumer replica:

a. Create an empty suffix for the consumer replica.

b. Enable the consumer replica on the suffix through the replication wizard.
c. Optionally, configure the advanced replica settings.

On all servers containing a hub replica, if applicable:

a. Create an empty suffix for the hub replica.

b. Enable the hub replica on the suffix through the replication wizard.

c. Optionally, configure the advanced replica settings.

On all servers containing a master replica:

a. Choose or create a suffix on one of the masters that will be the master
replica.

b. Enable the master replica on the suffix through the replication wizard.

c. Optionally, configure the advanced replica settings.
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Configure the replication agreements on all supplier replicas, in the following
order:

a. Between masters in a multimaster set.
b. Between masters and their dedicated consumers.
c. Between masters and hub replicas.
Optionally, you can configure fractional replication at this stage.

Configure replication agreements between the hub replicas and their
consumers.

For multimaster replication, initialize all masters from the same master replica
containing the original copy of the data. Initialize the hub and consumer
replicas.

Configuring Replication Over SSL

NOTE In this procedure, all references are chapters in the Sun Java System

Directory Server 5 2004Q2 Administration Guide.

To configure Directory Servers involved in replication so that all replication
operations occur over an SSL connection, complete the following steps:

1.

Configure both the supplier and consumer servers to use SSL.

Refer to Chapter 11, “Managing Authentication and Encryption” for details.

NOTE = Replication over SSL will fail if the supplier server
certificate is an SSL server-only certificate that cannot act as
a client during an SSL handshake.

= Replication over SSL is currently unsupported with
self-signed certificates.

If replication is not configured for the suffix on the consumer server, enable it
as described in Chapter 8, “Enabling a Consumer Replica.”
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Follow the procedure in Chapter 8, “Advanced Consumer Configuration,” to
define the DN of the certificate entry on the consumer as another replication
manager.

If replication is not configured for the suffix on the supplier server, enable it as
described in Chapter 8, “Enabling a Hub Replica” or “Enabling a Master
Replica.”

On the supplier server, create a new replication agreement to send updates to
the consumer on the secure SSL port. Follow the procedure in Chapter 8,
“Creating Replication Agreements,” for detailed instructions. Specify a secure
port on the consumer server and select the SSL option of either using a
password or a certificate. Enter a DN for the SSL option that you chose, either a
replication manager or a certificate.

After you finish configuring the replication agreement, the supplier will send all

replication update messages to the consumer over SSL and will use certificates if
you chose that option. Customer initialization will also use a secure connection if
performed through the console using an agreement configure for SSL.

Configuring ldentity Synchronization for Windows
In an MMR Environment

The following procedure summarizes the steps for configuring Identity
Synchronization for Windows in an MMR Environment — detailed instructions are
provided in other sections of this publication.

1.

From the Identity Synchronization for Windows Console, specify a preferred
and secondary Directory Server master for the suffix to be synchronized.
(Review “Creating a Sun Java System Directory Source” on page 108.)

You do not have to provide information about other Directory Servers in your
topology.

Prepare the preferred and secondary servers from the Console or using the
i dsync prepds command line utility. (Review “Preparing the Directory
Server” on page 115 or “Using prepds” on page 321.)

If you use the command line utility, you should prepare both servers in a
single invocation by specifying arguments for both the preferred and
secondary servers.
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Install the Directory Server Connector for the suffix replicated between these
directories. (Review “Installing the Directory Server Connector” on page 165.)

Install the Directory Server Plugin on the preferred master, the secondary
master, and every other Directory Server instance that manages users in the
replicated suffix. (Review “Installing Directory Server Plugins” on page 175.)
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Glossary

The following terms are used in the Identity Synchronization for Windows product
and throughout this documentation set.

accessor A connector layer that interfaces directly with a directory source over
protocols such as LDAP. Identity Synchronization for Windows has separate
accessor implementations for Directory Server, Active Directory, and

Windows NT. The accessor is often referenced in log messages about an action.

acknowledgement A specialized message that acknowledges receipt of a
message from another component. Identity Synchronization for Windows uses
acknowledgements between connectors and Message Queue, and between the
connector components (agent, controller, and accessor) to ensure all changes are
synchronized reliably.

action An encapsulation of a single synchronization event. Identity
Synchronization for Windows Connectors use actions to communicate user change
events. Each action includes a type (such as CREATE, MDI FY, or DELETE) and enough
attributes from the user entry to allow the destination connector to synchronize the
change. All actions are processed atomically.

agent A connector component that interfaces with Message Queue and translates
attributes between their Directory Server names and Windows names. The agent is
often referenced in log messages about an action.

attribute Holds descriptive information about an entry. Attributes have a label
and a value. Each attribute also follows a standard syntax for the type of
information that can be stored as the attribute value.

attribute list A list of required and optional attributes for a given entry type or
object class.
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audit log A central log file that contains entries for day-to-day events, such as a
user’s password being synchronized. Administrators can use the Identity
Synchronization for Windows Console to control how many entries and what level
of detail will be displayed in this log.

Each connector produces an audit log of the users processed by that connector, and
there is a centralized audit log containing an aggregation of the audit logs
produced by all of the connectors in your deployment.

authentication Process of proving the identity of the client user to Directory
Server. Users must provide a bind DN and the corresponding password to be
granted access to the directory. Directory Server allows the user to perform
functions or access files and directories based on the permissions granted to that
user by the directory administrator.

authentication certificate A digital file, issued by a third party, that cannot be
transferred or forged. Authentication certificates are sent from server to client (or
from client to server) to verify and authenticate the other party.

Auxiliary objectclass An objectclass that augments the selected structural class,
which provides additional attributes for synchronization. See Structural object
class.

base DN Base distinguished name. A search operation is performed on the base
DN, the DN of the entry, and all entries below it in the directory tree. For Active
Directory and Directory Server, Synchronization User Lists are rooted at a specific
base DN. All users under this base DN will be synchronized unless they are
explicitly excluded by a filter.

base distinguished name See base DN.

bind DN Distinguished name used to authenticate to an LDAP directory (e.g.
Active Directory or Directory Server) when performing an operation.

bind distinguished name See bind DN.
Broker See Sun Java System Message Queue Broker.

CA See certificate authority.
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cascading replication In acascading replication scenario; one server (often called
the hub supplier) acts both as a consumer and a supplier for a particular replica. The
server holds a read-only replica and maintains a change log. It receives updates
from the supplier server that holds the master copy of the data, and in turn
supplies those updates to the consumer.

central logger A Core component that manages all of the central logs, which are
an aggregation of every connector’s audit and error logs. Administrators can
monitor the health of an entire Identity Synchronization for Windows installation
by monitoring these logs. You can view the central logs directly or from the
Identity Synchronization for Windows Console. By default, the central logs are
available on the machine where Core was installed under the

<install-root>/ | ogs/ central / subdirectory.

certificate A collection of data that associates public keys with a network
identity. This information enables the recipient of an electronic message to verify
the authenticity of the message and the message sender. When you configure
Identity Synchronization for Windows Connectors to use SSL communication, you
must add certificates to the connector’s certificate databases before trusted SSL
communication can occur. See also certificate authority.

certificate authority A company or organization that sells and issues
authentication certificates. You may purchase an authentication certificate from a
certificate authority (also known as a CA) that you trust. A root certificate authority
certificate is used to sign other certificates. When configuring an ldentity
Synchronization for Windows Connector to use SSL, you must add the appropriate
root certificate authority certificate to the Connector’s certificate database.

certificate database A secure repository for certificates, which includes three
files: cert 8. db, key3. db, and secnod. db. In Identity Synchronization for Windows,
each connector has its own certificate database directory (for example,

<install-root>/ et ¢/ ONNLOO). See also certificate.

character type Distinguishes alphabetic characters from numeric (or other)
characters and the mapping of upper-case to lower-case letters.

CLI See command line interface

client See LDAP client.
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command line interface A means of communication between a program and its
user, based solely on textual input and output. Commands are input with the help
of a keyboard or similar device, and are interpreted and executed by the program.
The Identity Synchronization for Windows command line interface is named

i dsync and is available in the bi n/ directory where you installed Core.

configuration directory A special installation of Directory Server that serves as a
repository for configuration and status information. Identity Synchronization for
Windowvs stores all of its configuration within the configuration directory instance
chosen during Core installation.

configuration password A password chosen during Core installation that
protects all sensitive Identity Synchronization for Windows information stored in
the configuration directory. The configuration password must be provided when
using the installer, the console, or the command line interface.

configuration registry Another term used by Identity Synchronization for
Windows to refer to the configuration directory.

connector A Java process that manages Identity Synchronization for Windows’
interaction with a single data source (such as a Directory Server, an Active
Directory domain, or a Windows NT domain). A connector is responsible for
detecting user changes in the data source and publishing these changes to remote
connectors over Message Queue, and for subscribing to user change topics and
applying updates from these topics to the data source.

console A Graphical User Interface used to configure and monitor server
applications. The Sun Java System Directory Server and Identity Synchronization
for Windows have separate consoles.

controller A connector component that interfaces with the agent and accessor
components. The controller performs key synchronization-related tasks such as
determining a user’s membership in a Synchronization User List, searching for and
linking equivalent user entries, and detecting changes to users by comparing
current user entries with the previous versions stored in the object cache. The
controller is often referenced in log messages about an action.

Core The first Identity Synchronization for Windows component that is installed.
The Core includes the initial configuration stored in the configuration directory,
the System Manager, the Central Logger, the console, and the command line
interface.
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creation attributes Attributes that are synchronized only when an object is
created. All significant attributes are automatically synchronized when an object is
created. You can configure default values for creation attributes that might not
have a corresponding attribute value in the remote directory.

daemon A background process on a UNIX machine that is responsible for a
particular system task. Daemon processes do not need human intervention to
continue functioning. Connectors, the system manager, and the central logger run
as daemon processes that are launched and monitored by the Identity
Synchronization for Windows Watchdog.

directory information tree The logical representation of the information stored in
the directory that mirrors the tree model used by most file systems, where the
tree’s root appears at the top of the hierarchy.

Directory Manager The privileged directory server administrator, comparable to
the root user in UNIX. Identity Synchronization for Windows requires Directory
Manager credentials to perform certain configuration operations, but the connector
does not require Directory Manager credentials for synchronization.

directory source A SunJava System Directory Server, Windows Active Directory
Domain, or Windows NT Domain. Directory sources contain users to be
synchronized.

distinguished name String representation of an entry’s name and location in an
LDAP directory.

DIT See directory information tree.
DM See Directory Manager.

domain (1) (n.) The last part of a fully qualified domain name that identifies the
company or organization that owns the domain name (for example, example.com,
host.example.com).

(2) (n.) Resources under control of a single computer system.

domain controller A Windows server that stores user account information,
authenticates users, and enforces security policy for a Windows domain. Identity
Synchronization for Windows Connectors communicate directly with domain
controllers to detect changes to user accounts and to synchronize changes made in
Directory Server user entries.
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DNS Domain Name System. System used by machines on a network to associate
standard IP addresses (such as 198.93.93.10) with hostnames (such as

ww exanpl e. con). Machines normally get the IP address for a hostname from a
DNS server or look up the address in tables maintained on their systems.

file extension Portion of a filename following the period or dot (.) that typically
defines the file type (for example, .GIF and .HTML). For example, in a file named
i ndex. htm the file extension isht m .

file type The format of a given file. For example, graphics files are often saved in
Ad Fformat, while a text file is usually saved as ASA | text format. File types are
usually identified by the file extension (for example, .GIF or HTML).

FSMO Role Flexible Single-Master Operation role. Mechanism used by Active
Directory to prevent update conflicts in multimaster deployments. Some objects
are updated in a single-master mode even if the deployment is multimaster, which
is very similar to the old concept of a Primary Domain Controller (PDC) in
Windows NT domains. There are five FSMO Roles in an Active Directory
deployment, but only the PDC-emulator role affects Identity Synchronization for
Windows. Because password updates are replicated immediately only to the
Active Directory domain control with the PDC emulator role, Identity
Synchronization for Windows use this domain controller for synchronization.
Otherwise, synchronization with the Sun Java System Directory Server might be
delayed for several minutes.

global catalog A Windows repository that stores Active Directory directory
topology and schema information for Active Directory directories.

hostname A name for a machine in the form machine.domain.com, which is
translated into an IP address. For example, www. exanpl e. comis the machine www in
the subdomain example, and domain com.

Identity Synchronization for Windows Console A Graphical User Interface
used to configure and monitor Identity Synchronization for Windows.

inbound Within the connector, the direction of actions that flow from a directory
source toward Message Queue. Changes detected by the connector flow inbound
into the system. Log messages about an action often refer to events that occur on
the inbound side of the connector.

IP address Internet Protocol address. A set of numbers, separated by dots, that
specifies the actual location of a machine on the Internet (for example, 192.168.2.1).
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ISO International Standards Organization.

Java Message Service A messaging standard API that allows application
components based on the Java 2 Platform, Enterprise Edition (J2EE) to create, send,
receive, and read messages. It enables distributed communication that is loosely
coupled, reliable, and asynchronous.

JMS See Java Message Service.

LDAP Lightweight Directory Access Protocol. Directory service protocol
designed to run over TCP/IP and across multiple platforms. Identity
Synchronization for Windows uses LDAP to communicate with Active Directory
domain controllers and Sun Java System Directory Servers.

LDAP client Software used to request and view LDAP entries from an LDAP
Directory Server. Identity Synchronization for Windows Connectors act as LDAP
clients when connecting to LDAP servers.

LDAP URL Provides the means of locating directory servers using DNS and then
completing the query via LDAP. A sample LDAP URL is | dap://| dap. exanpl e. com

Lightweight Directory Access Protocol See LDAP.

locale Identifies the collation order, character type, monetary format, and time /
date format used to present data for users of a specific region, culture, and/or
custom. This includes information on how data of a given language is interpreted,
stored, or collated. The locale also indicates which code page should be used to
represent a given language.

main object class See Structural object class.

Message Queue See Sun Java System Message Queue

MMR See multimaster replication.

MQ See Sun Java System Message Queue.

multimaster replication A directory server replication model in which entries
can be written and updated on any of several master replica copies without
requiring communication with other master replicas before the write or update is

performed. Modifications made on one server are automatically replicated to the
other servers. Identity Synchronization for Windows can be installed in a
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deployment with multiple directory server masters. However, when synchronizing
changes to Windows, the preferred directory server must be available, and when
synchronizing changes from Windows, the preferred or secondary directory server
must be available.

naming context (also knows as root suffix) A specific suffix of a directory
information tree (DIT) that is identified by its distinguished name (DN), e.g.
dc=example,dc=com. In Identity Synchronization for Windows, a directory source
for Sun Java System Directory Server is defined by the suffix containing the data to
be synchronized.

object cache An in-process database used by the Windows Connectors to detect
changes to user entries. The object cache stores a hashed summary of each user
entry, which enables Windows Connectors to determine which specific attributes
in the user entry have changed.

object class A template specifying the kind of object that the entry describes and
the set of valid and mandatory attributes that entry contains. For example,
Directory Server specifies an i net or gper son object class which has attributes such
as cn and user passwor d.on-demand password synchronization: a mechanism
whereby a user’s password in Directory Server is not updated until the user
attempts to authenticate to Directory Server. The user’s password is synchronized
only if the provided password matches what is stored in Active Directory. This
simplifies password synchronization in Active Directory environments.

outbound Within the connector, the direction of actions that flow from Message
Queue toward the directory source. Changes applied by a connector flow
outbound into the synchronized directory source. Log messages about an action
often refer to events that occur on the outbound side of the connector.

password file A file on UNIX machines that stores UNIX user login names,
passwords, and user ID numbers. It is also known as / et ¢/ passwd, because of its
location.

password policy A set of rules that govern how passwords are used in a given
directory.

permission In the context of access control, the permission states whether access
to the directory information is granted or denied, and the level of access that is
granted or denied.

plug-in  An accessory program that can be loaded and then used as part of the

overall system.
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For example, Identity Synchronization for Windows uses the Directory Server
Plugin to enhance the Directory Server Connector change-detection features and to
provide bidirectional support for password synchronization between Active
Directory and Directory Server.

preferred directory server A directory server master instance used by Identity
Synchronization for Windows to detect and apply changes to user entries. While
this server is available, Identity Synchronization for Windows will not
communicate with any other directory server masters.

protocol A set of rules that describes how devices on a network exchange
information.

RCL  Se retro changelog.

resync interval How often a connector checks a directory source for changes.
This periodic check is efficient and only requires reading entries of users that have
changed since the last check. The console expresses this value in milliseconds and
provides 1000 (1 second) as a default.

retro changelog A Directory Server database (cn=changelog) that stores a record
of all changes made to Directory Server. Identity Synchronization for Windows
uses the retro changelog to detect changes made to Directory Server. In an MMR
environment, the retro changelog must be enabled on the Preferred Directory
Server.

root The most privileged user available on UNIX machines (also called
superuser). The root user has complete access privileges to all files on the machine.
On Solaris systems, Identity Synchronization for Windows must be installed as
root.

root suffix The parent of one or more LDAP sub-suffixes. A directory tree can
contain more than one root suffix.

schema Definitions describing what types of information can be stored as entries
in the directory. When information that does not match the schema is stored in the
directory, clients attempting to access the directory may be unable to display the
proper results.

schema checking Ensures that entries added or modified in the directory

conform to the defined schema. Schema checking is on by default and users will
receive an error if they try to save an entry that does not conform to the schema.
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secondary directory server A directory server master instance in an MMR
environment that Identity Synchronization for Windows can use when the
preferred directory server is not available. While the preferred directory server is
unavailable, Identity Synchronization for Windows can synchronize changes made
in Active Directory or Windows NT to the secondary directory server, but changes
made at the secondary server or any other directory server master will not be
synchronized until the preferred directory server is available.

Secure Sockets Layer See SSL.

Server Console Java-based application that allows you to perform administrative
management of your Directory Server from a GUI.

server root A directory on the server machine dedicated to holding the server
program configuration, maintenance, and information files.

service A background process on a Windows machine that is responsible for a
particular system task. Service processes do not need human intervention to
continue functioning. On Windows, connectors, the system manager, and the
central logger run as processes that are launched and monitored by the Identity
Synchronization for Windows Watchdog service.

significant attributes Attributes that are synchronized when an entry is created
or modified.

SSL  Secure Sockets Layer. A software library used for establishing a secure
connection between two parties (client and server). Used to implement HTTPS, the
secure version of HTTP, and LDAPS the secure version of LFAP.

Structural object class The primary object class of an entry that defines the set of
valid and mandatory attributes on the user entries that ldentity Synchronization
for Windows synchronizes. For example, the default Active Directory object class is
user, and the default Directory Server object class is i net or gper son. See Auxiliary
objectclass.

subcomponent A lightweight process or library that runs separate from a
connector. A subcomponent runs close to the directory source that a connector
manages, and enables functionality in the connector that cannot be achieved in a
remote machine or separate process. The subcomponent communicates with
connector over a custom encryption channel to receive configuration information,
report change events, and log to the central logger. Identity Synchronization for
Windows includes three subcomponents: the Directory Server Plugin, the
Windows NT Password Filter DLL, and the Windows NT Change Detector.
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suffix The name of the entry at the top of the directory tree, below which data is
stored. Multiple suffixes are possible within the same directory. Each database has
only one suffix.

SUL See Synchronization User List.

Sun Java System Message Queue An enterprise messaging system that
implements the Java Message Service (JMS) open standard. The basic architecture
of Message Queue consists of publishers and subscribers that exchange messages
by way of a common service. The Sun Java System Message Queue is administered
by a dedicated message broker, which is responsible for controlling access to
Message Queue, maintaining information about active publishers and subscribers,
and ensuring that messages are delivered. Identity Synchronization for Windows
uses Message Queue to securely synchronize user change events, distribute
configuration information, and monitor the health of remote components.

Sun Java System Message Queue Broker A standalone Java server that provides
clients access to the Sun Java System Message Queue. On Solaris, the Broker is
controlled viathe /etc/init.d/ing daenon script, and on Windows, it is
controlled via the "iMQ Broker" service. Identity Synchronization for Windows
configures and starts the broker during Core installation.

superuser See root.

synchronization host Servers that store synchronized data according to the rules
defined in the Synchronization User Lists (SULS).

Synchronization User List Defines users in the Sun and Windows directories to
be synchronized. A Synchronization User List can restrict the scope of users to be
synchronized based on an LDAP base DN or filter.

synchronized attributes See significant attributes.

System Manager A stand-alone Java process that is started by the Watchdog
daemon/service where Core is installed. The system manager distributes
configuration information to the connectors and central logger, monitors the health
of the system, and coordinates i dsync resync operations.

topology The way a directory tree is divided among physical servers and how
these servers link with one another.

uid A unique number associated with each user on a UNIX system.
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URL Uniform Resource Locator. The addressing system used by the server and
the client to request documents. It is often called a location. The format of a URL is
[protocol ]://[machi ne: port]/[docunent]. The port number is necessary only on
selected servers, and it is often assigned by the server, freeing the user of having to
place it in the URL.

Watchdog A stand-alone Java process that is installed on every machine where
Core or a connector is installed. The Watchdog starts all Identity Synchronization
for Windows Java processes including the System Manager, the Central Logger,
and Connectors. If any of these components fail, the Watchdog restarts them. On
Solaris, the Watchdog is controlled via the /et c/i nit. d/i swdaemon script, and on
Windows, it is controlled via the "Sun Java™ System Identity Synchronization for
Windows" service.

364 Identity Synchronization for Windows 1 2004Q3 -« Installation and Configuration Guide



NUMERICS

3DES keys 288

A

access rights 122, 290, 295, 321
accounts
built-in 333
creating 72, 167, 339
troubleshooting 250
ACls 295, 321
activations 143-151
Active Directory
advanced security options 125, 288
attributes 64, 131, 141
bidirectional synchronization 28
certificate database 125
importing certificates 302-307
certificates 124, 125, 250, 266, 269, 287, 295,
302-307
change detection 41
component distribution example 51
configuring Core 78
configuring SSL 76, 114
connector description 34
connector distribution 161
connector requirements 54, 55
connector-domain controller communication 47
connectors, installing 170
connectors, troubleshooting 252

Index

creating directory sources 119

creating SULs 153

creation attributes, specifying 139

creation expressions 156

creation flow, specifying 137

deployments 119

detecting changes 41

directories 63

directory sources 119, 165

domain controllers 47, 50, 123, 124, 127, 250, 269

domains 119, 121, 342, 343

during migration 202

editing attributes 141

editing domain controller configuration
parameters 127

enabling secure communication 114

failover servers 125

global catalogs 64, 78, 119, 120

hosts 120, 121, 230, 233, 250

installing connectors 38, 170

linking users 182, 183

mapping attributes 131, 139

MMR deployments 230

multi-host deployments 233

multiple domains 342, 343

object cache database 181

object cache files 68

object creation flow 137

object deletions flow 152

objectclasses 64

on-demand password synchronization 43, 47,
181, 191, 250, 265, 269

password policies 69, 71

password synchronization during migration 191

365



Section A

physical deployment 50 filtering from SULs 156
pre-existing users 186 installing the product 57
Primary Domain Controller FSMO role linking users 182

owner 123 preparing Directory Server 115, 322
propagating passwords 76 providing (bind) distinguished name 110, 120
resync interval 127 restricting access 295
sample deployment example 48 resynchronizing directory sources 181
schema controller 78 running uninstall.cmd scripts 238
security options 125 user distinguished names 120
selecting attributes 131 advanced security options, specifying 113, 125
sources alias directory 299, 301

creating 107, 119
special users 186
SSL, using 120, 125, 250, 265, 269, 287, 288,
302-307
supported versions 27
synchronization settings 49, 64, 250
synchronizing activations/inactivations 143
synchronizing attributes 114, 131
synchronizing deletions 152
synchronizing passwords 48, 69, 114, 191
synchronizing users 180, 183
trusted certificates 125, 266, 287, 295
uninstalling Console 245
untrusted certificates 266
user authentication failure 45

aliases, certificate 294
arguments
certinfo 297
changepw subcommand 319
checktopics 200
command line utilities 312
forcepwchg 333
importenf 210, 314
password 315
prepds 323
printstat 325
resetconn 326
resync 183, 185, 328, 329
stopsync 331

user DNs 120 associating connectors 61

using multiple domain controllers 123 attribute modification flow 143

using SSL 120, 125, 250, 265, 269, 287, 288, attributes

302-307 AvoidPdcOnWan 123

adding creating parameterized default values 66

attribute values 141 creation 65

certificates 305, 306, 307, 317 description 65

configuration data to Directory Server 96 dspswuserlink 182, 323

credentials to Administrators group 293 dspswvalidate 44

directory sources 107, 118, 129 editing 141

indexes 323, 324 indexing 186

passwords to exported XML files 205 inetorgperson 67

SULs 153 mandatory creation 65, 132

users to Active Directory 71,72 mapping 67,131, 139
Administration Server naming 153

enabling SSL communication 91 nsAccountLock 144, 146

installing 89 objectguid 182

installing Core 37, 88 PwdLastSet 44

URL location 98 resynchronizing 181

selecting 64, 131, 136

administrators .
significant 65

credentials/privileges 77,79, 91, 293

366 Identity Synchronization for Windows 1 2004Q3 - Installation and Configuration Guide



synchronizing user entry 78, 131
types 66
uid 183
user 67
USNchanged 41, 44
verifying 249, 255
audit.log 75
checking for problems 248
description 33, 273
linking and resynchronizing results 329
location 273, 282
purpose 273
troubleshooting connectors 250, 252, 253
turning on 250, 259
auditing, enabling on Windows NT 42, 283
authentication
certificates 354
client 332
connecting to configuration directory 314
description 354
failures 45
on-demand password synchronization 45
auxiliary objectclasses
configuring 65
description 354
removing 136
selecting 135, 136
AvoidPdcOnWan attribute 123

B

base DN
description 67, 153
specifying user set domain 155
specifying user set domain base DN 155
using for multiple SULs 156
base64 encoding 303, 312
bidirectional synchronization 28, 34
binary files
downloading 87, 88
removing 215
unpacking 87, 88, 205
unzipping 88
broker

Section B

accessing 294

description 363

logs 262

Message Queue 36

restarting 262, 264

specifying ports 95

starting 188

stopping 188

troubleshooting 261, 263
built-in accounts 333

C

CA certificates
adding 269, 288, 306, 307
automatic installations 124
component requirements 295
enabling SSL 302
examples 267
importing 298
retrieving 301, 305, 306
troubleshooting 250, 266
catalogs, global
description 64, 358
multiple 119
protecting 288
purpose 78
specifying 119, 121
central log directories 20, 273
central logger
clogger 100 directories 274
description 33
Java process class name 256
local logs 274
messages 273
purpose 252
troubleshooting problems 273
verifying Identity Synchronization for
Windows 257
WatchList.properties 258
centralized
logs 273, 354
system auditing 28
certificate database

Index

367



Section C

adding certificates 305, 307
creating 299

default path 20

directories 305, 307
required certificates 297
retrieving certificates 301
specifying location 314

certificates

accepting 294

Active Directory 124, 250, 266, 269, 302-307

adding 305, 306, 307
aliases 294

authentication 354

CA 288,295

certinfo subcommand 317
creating PIN files 301
Directory Server 301
exporting 301

getting information 80, 317
importing 305

installing 294

requiring 125, 287, 297
retrieving 301, 302
self-signed 294, 299, 300
SSL 125, 287, 294

using certinfo subcommand 80, 317
using certutil 302

using idsync certinfo 297
validating 293, 294
viewing information 317

certinfo subcommand

adding certificates 317

arguments 297

description 80, 317

displaying certificate information 80, 317
examples 317

syntax 317

using 297

certutil

change detection 34, 35, 39-42, 46, 111, 250, 255
Change Detector subcomponents 35, 39, 42, 61, 210,

368

default location 20, 266, 299
retrieving certificates 302
running 266, 302
SUNWItIsu package 266

211, 226, 233, 259, 332

changepw subcommand
arguments 318, 319
changing passwords 318
description 80, 317, 318
examples 318
syntax 318
changing
configuration passwords 80, 317
default schema sources 134
channel communication, encrypting 114
checklists 97
installation 81, 83
troubleshooting 248, 259
checktopics utility
checktopics.jar 205
clearing messages 201
default location 200
description 191, 199
prerequisites 200
syntax 200
using 200
checktopics.jar 200, 205, 206
clear-text passwords
capturing 40
inserting 194
obtaining 43
propagating 43
using Password Filter DLL 43
client, authentication 332
command line utilities
common arguments 312
common features 312
description 32, 80, 311-333
entering passwords 315
idsync resync 181
using 80, 311-333
commands
creating new directories 87, 88
descriptions 80
idsync resync 249
imq start 188
imq stop 188
isw start 188
isw stop 188
listing processes 256
netstat—n -a 260

Identity Synchronization for Windows 1 2004Q3 « Installation and Configuration Guide



restarting processes 256

telnet 261
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Active Directory 64
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auxiliary 64, 354
configuring 65
Directory Server 64
selecting 135
structural 64
User 78
objectguid attribute 182
objects 137

configuring activations/inactivations 143
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deleting 152
specifying deletion flow 152
specifying modification flow 142-151
on-demand password synchronization 40, 43, 44, 45,
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online resources 23
online support 23
operating system requirements 54
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packages
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SUNWidscn 215
SUNWidscr 215
SUNWidsct 215
SUNWidsoc 215
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SUNWtIsu 266
parent directory 20
Password Filter subcomponents 35, 39, 42, 43, 61,
233, 259, 332
password policies
Active Directory 71
affecting synchronization 72
default Windows 69
Directory Server 71
enforcing 70
examples 75
for configuration passwords 292
password synchronization, on demand 181, 191,
250, 265, 269
password synchronization, on-demand 40, 44, 45,
250
passwords
arguments 315
changing configuration 318
clear-text, inserting 194
configuration 287
creating 137,141, 142
creating accounts without 72
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encrypting 40
entering for command line utilities 315
finding 319
forcing changes 201
hashed 40
on-demand password synchronization 43, 47,
181, 250, 265, 269
propagating changes 43-45, 76
protecting 292
requiring changes 332
synchronizing 69-76
synchronizing changes with Directory Server
Plugin 191
patches
information about 23
required 54
required for installation 56
PDC
FSMO role owner 123
installing connectors and subcomponents 39
locating computer names 128
running forcepwchg utility 201
persist directory 68
backing up 193, 206
removing 211
restoring 211
persistent message stores 263
persistent storage protection 291
PIN files, creating 301
planning installation 27,57
platforms
deploying Identity Synchronization for
Windows 127
requirements 54
port numbers
configuration directory 183, 328
defaults 90, 95
specifying Message Queue 95
verifying 262
prefixes 111
preparing
Directory Server 60, 115, 321
for installation 53-83
for migration 205
prepds subcommand
arguments 323
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credentials 321 product support 23

description 80, 317 programs

examples 322 removing 86

preparing Directory Server 60 setup 162

preparing Directory Servers 80, 317 propagating

syntax 323 new passwords 137
pre-populating directories 327 password changes 43-45, 76, 143
prerequisites user deletions 152

for checktopics utility 200 protecting

recommended reading 16 global catalogs 288
presence passwords 292

filters 156 sensitive information 288

indexes 323 protecting sensitive information 291
Primary Domain Controller. See PDC pswwatchdog.exe. See Watchdog process
priming object caches 181 publications
printing connector status 325 Microsoft 22
printstat subcommand related 21

arguments 325 PwdLastSet attribute 44

description 325
displaying installation/configuration steps 80,

317
printing connector status 80, 317
syntax 325 Q
privileg_es/crgdent_ials 77,91 querying
configuration directory 293 configuration directory 109, 110
configuration Directory Server 79 using LDAP 359

creating credentials 293

installing Core 89

required for connectors 290

required for idsync prepds 321

required for installation 57 R
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central logger 33

command line utilities 32

configuration directory 31

RAM requirements 55
reading logs 276
recommended reading 16, 21

connectors 34 regedt32.exe 206, 211, 226, 227
Console 31 registries
lightweight 34 editing 222
stopping 219 NT SAM 42
system manager 32 related documentation 21
Watchdog 30, 257 reliability 46
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downloading 87, 88 attribute values 141
unpacking 87, 88 auxiliary objectclasses 136
unzipping 88 binary files 215

product downloads 23 connectors 241
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console jar files 219, 224
Core 242
creation attributes 142

Directory Server Plugin 215, 220, 238, 239

directory sources 130
help files 215
packages 215
software 86
Solaris packages 214
replication
configuring 295, 348
over SSL 349
single suffix 347
synchronizing users 347
requirements
Core 54
hardware 55
operating system 54
operating system versions 54
RAM 55
software 56
Solaris 54
synchronization 48
Windows 55
requiring password changes 332
resetconn subcommand 326
arguments 326
description 326
resetting connector states 80, 317
syntax 326
resetting
connector states 80, 317, 326
counters 269
resolving domain overlap 158
resources
finding 103
online 23
restarting
broker 262, 264
connectors 34
daemons 258
Directory Server 207
installation program 162
java processes 30
services 258, 340
synchronization 187, 201

restoring

directories 211
domain controllers 269

restricting access 295
resync interval

default 118
description 361
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setting for Active Directory connectors 127
setting for Directory Server connectors 118

setting for NT 129

arguments 327

bootstrapping deployments 62
description 327

linking and synchronizing users 181
linking/synchronizing users 80, 317
synchronizing existing users 327
syntax 327

resync.log

description 273

linking and resynchronizing results 186, 329

location 273

resynchronizing

attributes 181
directory sources 181
users 80, 317, 327

retrieving certificates

using certutil 302
using LDAP 303

Retro-Changelog database

change detection 40
creating 115
re-creating 118

default 111

description 77

directory source lables 61
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running

certutil 266, 302

idsync resync scripts 182
java.exe processes 256
out of disk space 279
Watchdog process 256

resync subcommand 183, 185, 328, 329, 335
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setup programs
Directory Server 162

samples Identity Synchronization for Windows 17, 85

linkusers.cfg 337
linkusers-simple.cfg 336
XML configuration documents 335
samplesl directory 335
SASL Digest-MD5 45

safe mode 182

setup.exe 88, 162

significant attributes
creating parameterized default values 66
description 65

single-host
saving configurations 159 deployments 202
schema . single-host deployments 58
changing default sources 134 software requirements 56
controller 78 .
Solaris
server 78 . . o
. removing ldentity Synchronization for
updating 210 Windows 245
scripts

removing packages 214
required patches 56
requirements 54

idsync 80, 316
idsync resync 182

secure communication 114 running the installation program 87
Secure Sockets Layer (SSL) 16, 22, 285 SPARC 87
security starting/stopping daemons 188
Active Directory 125 troubleshooting components 256
configuring 285-307 x86 87
hardening 292 sources
replicated configurations 295 creating Active Directory 119
self-signed certificates 294, 299, 300 creating NT SAM Directory 127
Server Console 362 creating Sun Java System directory 108
server-root directories 20 specifying _
servers Act!ve Directory domains 121
Administration 37,88, 89, 91, 98 artributes 64, 136 _
failovers 125 configuration directory credentials 91

finding 103 configuration directory host/port 90
configuration passwords 287

indentifying user types 153 creation flows 137, 141, 142

linking user types 153 cr_edentials 122
minimum RAM 55 Directory Server 112
domain controllers 123

failover controllers 124
failover servers 125

global catalogs 119, 120, 121
hosts 120

installation directories 94
Java Home 93

object creation flow 137
object deletion flow 152

hostnames 103

services
central logger 257
Identity Synchronization for Windows 257
iMQ Broker 262
listing active 261
Message Queue 261
restarting 340
starting/stopping 105, 187, 188, 258
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port numbers 95
resync interval 127
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synchronization settings 250
user DN 110, 120
user DNs 120
user set domain base DN 155
Windows NT domain names 128
specifying creation flow 137
SSL
accessing Directory Server 313
certificates 125, 287, 294
configuring Active Directory 76, 120, 125
configuring for Windows 76
configuring replication 349
default port 90
enabling 299, 301
enabling communication 112, 114, 299
enabling for Core 163
requiring trusted certificates 125
selecting ports 163
troubleshooting 264
using 114, 287, 307
using on Active Directory 265, 269, 287, 288
starting
consoles 97, 98, 103
daemons 188
Message Queue broker 188
net start 211
services 105, 188, 211
synchronization 80, 187, 330
startsync subcommand
arguments 330
description 330
starting synchronization 80, 317
syntax 330
states
connector 253
directory source 280
status
Configuration Validity Status 159
connector 253, 325
printing connector status 325
viewing 253, 272, 279, 280
status bar 105
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Status tab 105
STDIN, reading passwords 315
stopping
daemons 188
java processes 219
Message Queue 220
Message Queue broker 188
net stop 210
services 105, 188, 210
synchronization 80, 187, 331
stopsync subcommand
arguments 331
stopping synchronization 80, 317
syntax 331
storing
configuration information 78, 163
SULs 158, 159
structural objectclasses
configuring 65
defaults 65
subcommands
certinfo 297, 317
descriptions 80, 317
idsync 311-333
importenf 80, 192, 194, 210, 314, 317, 320
printstat 325
resetconn 326
resync 327, 329, 335
startsync 330
stopsync 331
using changepw 318
using importcnf 320
subcomponents
Change Detector 259
description 34
installing 160
Password Filter 259
troubleshooting 259
Windows NT 35, 250, 259
Windows NT SAM Change Detector 259
substring filters 156
subtrees, user 49
suffix/database 61, 63
suffixes
configuring 111
replicating 347

Index

383



Section S

suggestions and comments 24
SULs
creating 67, 69, 153-158
defining 341-345
definition components 153, 342
definitions 67
deleting 130
description 67, 153, 363
filtering administrators 156
storing 158
Sun Java System
Console 103
creating directory sources 107, 108
Directory schema server 78
Sun Java™ System Directory Server. See Directory
Server
Sun Java™ System Identity Synchronization for
Windows. See Identity Synchronization for
Windows
Sun Java™ System Message Queue. See Message
Queue
Sun online resources 23
SUNWidscm package 215
SUNWidscn package 215
SUNWidscr package 215
SUNWidsct package 215
SUNWidsoc package 215
SUNWijss package, removing 86, 207
SUNWItIsu package 266
support, product 23
symbol conventions 19
synchronization
bidirectional 34
configuring 136
defaults 136
event messages 274
filtering user lists 158
multiple domains 158
requirements 48
restarting 187, 201
settings 49, 64, 250
starting 330
starting/stopping 80, 187, 317
stopping 331
troubleshooting 249

using idsync startsync 80, 317
using idsync stopsync 80, 317

when components become unavailable 46

Synchronization User Lists. See SULs
synchronizing

activations/Zinactivations 143, 144-151

attributes 114, 131

changes with Directory Server Plugin 191

deletions 152
existing users 62
NT SAM 39
passwords 48, 69, 69-76, 114
user creations 49
user entry attributes 78, 131
users 179-186
using idsync resync 80, 317
with Active Directory 69
syntax
changepw subcommand 318
checktopics command 200
checktopics utility 200
exportl0cnf command 193
forcepwchg command 332
idsync 316
idsync certinfo command 318
idsync changepw command 318
idsync importcnf 210, 320
idsync prepds command 323
idsync printstat command 325
idsync resetconn command 326
idsync resync command 327
idsync startsync command 330
idsync stopsync command 331
LDAP filter 67
LDAP query 156
system
auditing 28

password creation flow 137, 141, 142

patches 54

requirements 54

verifying quiescence 200
system components

descriptions 29

distribution 36-39
system manager

accepting certificates 294
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java.exe processes 256, 257
WatchList properties entries 258

SystemManagerBootParams.cfg file 319

T

tabs
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telnet commands 261
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third-party websites 24
To Do list 59, 97, 160, 169, 173, 178
To Do node 271, 280
troubleshooting
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communication problems 254
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connectors 252, 253, 254
controllers 269
Core 248, 265

Directory Server Plugin 249, 250, 257, 269

Directory Server Plugins 259, 260
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Identity Synchronization for Windows 247-269

Message Queue 261

Solaris components 256

SSL 264
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WatchList.properties 258
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Windows NT subcomponents 259
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uninstalling
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software 237
UNIX commands
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removing binaries 208
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restarting Directory Server 208
starting/stopping daemons 188
uninstalling program 208
unpacking binary files 87
unpacking product binary files 205
verifying Java Home 93
UNIX installation privileges 57
unpacking product binary files 87, 88, 205
updates, detecting 39-42
updating
schema 210
windows 280
upgrading dependent products 209
URLs
Administration Server 98
configuration directory 90, 163
usage information, idsync 315
user
attributes 67
authentication failures 45
deletions 152
distinguished names 120
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user DNs
example 110, 120
specifying 110, 120
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user set domains 155
useradd command 339
users
adding to Active Directory 71
creating SULs 67
defining 67
filtering 156, 342
linking/synchronizing 49, 62, 78, 80, 82, 131, 153,
179-186, 317
NT SAM domain 181
resynchronizing 181, 327
special on Active Directory 186
subtrees 49
using
checktopics utilities 200
custom methods for Directory Server 144, 146
SSL 287, 299, 307
USNchanged attribute 41, 44
UTF-8 316, 332
utilities
checktopics 191, 199
command line 32
exportlOcnf 191, 192
forcepwchg 192, 332
keytool 294
required operating system 54
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validating
certificates 293, 294
configurations 159
validation errors 159
verifying
attributes 249, 255
creation flows 255
empty synchronization topics 200
port numbers 262
system quiescence 200
version requirements 54
viewing audit/error logs 281

W

warnings, configuration 159
Watchdog process 30, 256, 257
WatchList.properties 258, 293
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comments and suggestions 24
Directory Server publications 16, 21, 76, 209
download Java Development Kit 85
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publications 21
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Microsoft certificate authority 24, 76
Microsoft product documentation 24, 76
Sun product documentation 15, 56
Sun resources 23
support 23
third-party 24
Windows
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installation privileges 57
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Windows 245
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running the installation program 88
selecting Directory Source 155
starting/stopping services 105, 188
troubleshooting components 257
Windows Active Directory. See Active Directory
Windows NT
change detection 42
connector description 34
creating directory sources 127
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installing connectors and subcomponents 39
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Registry 48
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subcomponents 250, 259
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troubleshooting 250, 259
writing
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errors 210
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