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e 3 Active Directory 5¥ Windows NT = @ (1) FH ;7 BEHLAE B — AN B 1) 22 4 25 i

» it Directory Server "I 1) ;B sh g T & (B0
((PSWSYNC) *INVALID PASSWORD*) ([RIEf&iE T -1 21D

VER: WMERECE 4% 5 1 AIE,  1dentity Synchronization for Windows t£: 34346
@M. i, W R ACKRK 1dentity Synchronization for Windows Ft & b M
Windows 2P %] Sun (Fiffif) , {HI&E T -c 244, W Identity Synchronization
for Windows 23 5B AR B M .
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* 6-2 idsync resync HiE (40

ZH X
-i (ALL USERS | NEW USERS |  HB{7E Sun HayfirP A5 (K H 1 4 H K e RS, ANIX R G ZEARPL P i i i
NEW_LINKED_USERS) SR TRIAAT 24 ATk P B R A

* ALL USERS: XJJIAT O [FI A2 i FH P sl hlpAue T B I 7 sk g5 1 [m) 22
*  NEW_USERS: {XURDHTEUAEMIHI o AT IR 3 sk i it ] 2
* NEW_LINKED USERS: XJ /7 Gd sl ity Hl ) sk thl AT RIS 7 sk 11 ) A2
AR IR AT 52 0 B AL IR K AN B, WS 6-3.
-u SRR R AT o

1ZZHUN A Windows H skl 80T H 2 4% H A =0d 2847, X7 1L7E Directory
Server I T AEAE K Windows /7 o 1 B4 25, MIA 2% Windows
M4 H5 Directory Server 174 HIFI2P . (CUFIBYE Windows ], &4

AHH
x TR BT S5 4% H AU H AR 46 H
-n FE AT IEAT, IXRRISAE AT LLTUE S A (KRR AN BEAT 92 54
# 6-3 idsync resync £ Directory Server |- ff ] F' 85 6i5 J s 2

H F#E Active Directory 4 ZE Active Directory B F7E Active Directory
Directory Server -#—/ %  Directory Server LH—4* +HE-""%EB, HE

BH%H. HEN%4H. Directory Server L¥FH
%H.
-i ALL USERS 7= i 2
-i NEW_LINKED USERS i 32 iEA
-i NEW_USERS i T 2
No -i value & = S
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*® 6-4 ARGV TARSEIAG ISR (-hy -pv Dy -we - M -s
BINSH, AR, AR .
x 6-4 idsync resync H 364
28 gGR
idsync resync R4 resyne JVEBHT.
idsync resync -i ALL_USERS R P I A sk, DLasiIs AT RIS sk B 5 R A2 (IAE Active
Directory 55 %0 -
ARG (54 Active Directory FI NT PFHE) w, AZ0I6H%H
Active Directory SUL.
idsync resync -c -i NEW USERS {1 Directory Server "R BNMIH ™, el ik 8025 5 Ao il B
ATRIIT S SRR [0 . A8 R i Ay 2 mT LU A Windows - 78 7
Directory Server sS4,
idsync resync -c -1 SUL_sales {4 SUL_sales #l SUL_finance SUL 7% Directory Server LAl#frf
-1 SUL finance BB 1Y Active Directory F /' (IEANGRIHAT BI I 3 SR 2 G [0
idsync resync -n FE AT, XA AE T LTI resync B4R IACR AN L334T
BRI
idsync resync -o Sun [ Windows H#: [X (sn) b Smith [¥)iT45 Directory Server F /.
-a "(sn=Smith)"
idsync resync -u X EEHT Windows ZEHAS Xt G 847, LABj IE{E Directory Server
I . SEBR ERFEREARA
idsync resync -f link.cfg -k -i MAHELE Link. cfg SO 4R € M RER AT REHER BERRI A ' o Identity
NEW LINKED USERS Synchronization for Windows G SIS, (EFTHEREA )
- B Directory Server Zfih 234 %t ¥ 4 Active Directory F ) %15
-3 YMEH idsync resync BEEEH PR, ROMHEZEAEMH CAIE RTINS
Mo REIERTIMEVESmPERE.
2R UserMatchingCriteria 220 A Z Mg, JF HebH — M@tk
CEERL], WPEREEF TR (HE, R
UserMatchingCriteria PANE SRS BN, WHT HRRK
R AEAFPEREAN AT 32
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1. fE “Sun Java System Server Console [F]'FHUE 4% 11, #%+F Identity
Synchronization for Windows S5 .

2. %R Identity Synchronization for Windows &A%, fiifs EMM “477F”
2.

3. IR, AR,
4. WF RS IR (& 6-1

El 6-1 JA B Ik )2
fEF

4 TRl

| B ILFES

o BRI, Wl THERL .
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WA Ui idsyne startsync Al idsync stopsync #2475 L
A IEFE . ARVEA U], TES 0 321 T “AlH]
startsync” I 322 Gifr) “fFH] stopsync” .

Ja B AT 1R 55
Identity Synchronization for Windows #11 Message Queue 7t Solaris FAf24 777

2%, £ Windows EAF N A 20, FIRIEREAE S| S R4 A3l Rsh, (Hibn]
LAk AT LR 2B 3R T3 Ja shA s 1k el

e ¥ Solaris T': Mar2A1T,

o

o

o

fIN /etc/init.d/isw start JA#)if7 Identity Synchronization for
Windows #EF.

fN /etc/init.d/isw stop f%I1LJ1T Identity Synchronization for
Windows #EF.

BN /etc/init.d/img start /i3 Message Queue QIR .
HiN /etc/init.d/img stop {7 1I: Message Queue fREEFE/ T

e 7E Windows H:

o

M Windows ] “JT4h” SEH.
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N BB CBBEARSS T RHEHERS, X “ARSS” BIARTIT “HRSS T AHEHE,
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E7 > “JEgh” (8 “4F117) o % iMQ Broker T HUAT FIR IR,

MAr AT net i AT LA IR 55 .
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Ja, FERTASIE . JERES T RPN A A R e Ak
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12004Q3 i 1L JLAN E LI BORSE I

1. HERZATEAET Identity Synchronization for Windows hitA 1.0 (87 1.0
SP1) e,
2. 1% Identity Synchronization for Windows hitA 1.0 (8( 1.0 SP1) .
3. LRETT AR o
4. [l A IO TG E R A IR A5 %03 Tdentity Synchronization for Windows
12004Q3.
ER 1E4:%% T 1dentity Synchronization for Windows JifitA 1.0 (5% 1.0
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#7& Sun Java System Identity Synchronization for Windows ig 4 1 2004Q3 [¥]
BRI T AE o
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WIRAE¥ RGNS 1.0 FH 4 1 2004Q3 A5k F b 1 )™ o N 25 ) e 2 5 2%
Identity Synchronization for Windows J 4 i1~ 5 sUAb BRIX L6 5 14«

o XFF Active DlreCtOI'y %&*EL%ILPT Active Directory FIEAT LA # L 5
RS AE 5E RS A R 1l i Directory Server i RN 3 3K 1) 77 AT [\)25

> XTF Directory Server: AHLFEH1 7 Directory Server AT (1 {TAr] % f4
HSHIASWIRE . (BAESE )G, "T7E Identlty Synchronization for
Windows 12004Q3 H e =252 m I /1. GEZ S 229 5O “fr
H&”. )

o XF Windows NT: AR HAE NT b 3E4T AT Ae) 23515 58 S0 =
[Eiki 28

fH3E, MR forcepwchg SEHIFEIT, AT A 2 52 5200 1) FH 7 I o iAdAT ]
FRESEN ., CBRFEAER, ESHE 194 ﬁE’J “ft Windows NT _I=
SR TR R NS 229 TR “HEEHE” .

o BRRET (FEARRE HRWED BT PTA Fe e P 3 ek A e i A i it
(MEEZ

TRGAE DL — /N2 AN SE RSP WIRAS 1.0 BEA 2 A 1. 2004Q3:

exportlOcnf: LSRR, FIH'EF M Identity Synchronization for
Windows 1.0 @aﬁﬁ%%tlj@aﬁwﬁh (HRPEAMER, HZS DA 186 Ui
“CFHRA TOBE”

T XML SCRPRE 8 H S A8 40 $h LA BC . Identity Synchronization for
Windows A 12004Q3 24T 19 2 45 7 5 -

checktopics: ZSLHFTH T A 1.0 %2 [1) Message Queue [f]25 8,
T BAB R AT R AR

1511 1.0 [R5 i 523 N 254150 B 7E Message Queue 1. 464 lﬁﬁﬁﬂﬁ A7, A0
fifk Message Queue AFELEALATE B (A GTEAIME R, WSS 192 1)
CRIBRALIETHE” o)

forcepwchg: —Ff Windows NT L H., FJHE I #fiEEBE P E g T %
TR, R IFERR A 1 2004Q3 ARG i F R s his . (BB Rl
ORI IRTE Windows NT _Fib4T (188 5 2, ) (ﬁ?%ﬁéﬁﬁm S, HS
194 T “4F Windows NT sl AT 305 55 2~
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HE XS H R 746 T Identity Synchronization for Windows iitA< 1.0
F]12004Q3 M. BAHKG AL E Identity Synchronization for
Windows 1.0 IR $AT. Kk, 4Xn] M Solaris/SPARC F1
Windows ARG L85 FHFR 7

FPE e migration Hak N REIBHSR: AfEHEROD K,

FHIRA 1.0 BLE

GRSERLARAT, W export10enf SR FHHLA 1.0 BAHC B 50T 12 XML
A, RJAEH] idsyne importent T & PR M HERMHIR IZCIE T 12004Q8 R4

77N H AR {# H] Identity Synchronization for Windows #1fil & 1J LLF-3)) 5
WA 1.0 BCE, Haga @ UEfEH export10enf SEHFEF. Witk
YeE A exportioent, WK TCIERAIERLSSPIRE .

SRS 1.0 fit & B A LR A
o RIRT NEHEEHIG HIT 2 WG ECE R

o A[RIELERCA 12004Q3 H - B He s 1D S5HRA 1.0 A H 1iEE4% ID L
Bl IXFEFEHAHL AL TR I E AR S OXERRAS T HHEAERA 1
2004Q3 #EFAEHD HITS .

CGHlH, X persist Ml ete HaxkiEAT#4, JFAELURREENT, A LIHLE
JZ H RS )

A {E % %% migration H 3% F$k# export10enf SR, A5 EILE@HobIR,

1 [l export10cnf 52 H R+
¥ Identity Synchronization for Windows Fit & 5 Hi 28 XML 3C#F, 1M
migration HXPIT exportioenf, U FEI7N:

SEEIFIIRE S R (SEL N

java -jar exportlOcnf.jar -h <hostname> -p <port> -D <bind DN>
-w <bind password> -s <rootsuffix> -q <configuration password> -7
-P <cert-db-path> -m <secmod-db-path> -£ <filename>
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Bt

java -jar exportlOcnf.jar -D “cn=dirmanager” -w - -q - -8
“dc=example,dc=com” -f exported-configuration

exportl0cnf S FEF 5 Identity Synchronization for Windows iy 447 5 FH F2 3 3L
MM AMZSE GEZH 5 306 1) “AMZH7) . ME—LH]T export10cnt
WIEIUN -£ <filenameso WEREAFRND), WSE IR P28 M ATHCE -3 3 -f BT
S PR E 13

i N B SO
export10cnf SEFHFEFAMMA 1.0 P T SO G T2 45D o 1A 5K
HIFEFAE cleartextPassword F B[N IG AL BN ST i,

<Credentials
userName="cn=1iswservice, cn=users,dc=example,dc=com"
cleartextPassword=""/>

<!-- INSERT PASSWORD BETWEEN THE DOUBLE QUOTES IN THE ABOVE FIELD

-->
WA S OB S PO cleartextPassword B (1EALF1 5 14) TFahfi A%
fith, SRIGA RERF SCAE TN Identity Synchronization for Windows 1 2004Q3.
(importenf i nf it G 5 ANAT 2 B R AE IR T S 1. D
flhn,
<Credentials
userName="cn=1iswservice, cn=users, dc=example, dc=com"
cleartextPassword="mySecretPassword" />

<!-- INSERT PASSWORD BETWEEN THE DOUBLE QUOTES IN THE ABOVE
FIELD -->
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S HECE SRR
2 188 TGS 7-1 A& — Aot F H i & S .

FERESC A,
* ad-host.example.com fff Active Directory 34 il %% .

* ds-host.example.com ffiZ1T Sun Java System Directory Server ] F4L.

BB 7-1 S B SR

<?xml version="1.0" encoding="UTF-8"?>

<ActiveConfigurations>
<SunDirectorySource
parent.attr="DirectorySource"
onDemandSSLOption="true"
maxConnections="5"
displayName="dc=example, dc=com"
resyncInterval="1000">
<SynchronizationHost
hostOrderOfSignificance="1"
hostname="ds-host .example.com"
port="389"
portSSLOption="true"
securePort="636">
<Credentials
userName="uid=PSWConnector, dc=example, dc=com" />
</SynchronizationHost>
<SyncScopeDefinitionSet
index="0"
location="ou=people, dc=example, dc=com"
filter=""
creationExpression="cn=%cn%, ou=people,dc=example, dc=com"
sulid="SUL"/>
</SunDirectorySource>
<ActiveDirectorySource
parent .attr="DirectorySource"
displayName="example.com"
resyncInterval="1000">
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<SyncScopeDefinitionSet
index="0"
location="cn=users, dc=example, dc=com"
filter=""

creationExpression="cn=%cn$%, cn=users, dc=example, dc=com"

sulid="SUL"/>
</ActiveDirectorySource>
<ActiveDirectoryGlobals
flowInboundCreates="true"
flowInboundModifies="true"
flowOutboundCreates="true"
flowOutboundModifies="true">
<AttributeDescription
parent.attr="CreationAttribute"
name="samaccountname"
syntax="1.3.6.1.4.1.1466.115.121.1.15"/>
<AttributeMap>
<AttributeDescription
parent.attr="WindowsAttribute"
name="samaccountname"
syntax="1.3.6.1.4.1.1466.115.121.1.15"/>
<AttributeDescription
parent.attr="SunAttribute"
name="uid"
syntax="1.3.6.1.4.1.1466.115.121.1.15"/>
</AttributeMap>
<AttributeDescription
parent.attr="SignificantAttribute"
name="description"
syntax="1.3.6.1.4.1.1466.115.121.1.15"/>
<AttributeMap>
<AttributeDescription
parent.attr="SunAttribute"
name="sn"
syntax="1.3.6.1.4.1.1466.115.121.1.15"/>
<AttributeDescription
parent.attr="WindowsAttribute"
name="sn"
syntax="1.3.6.1.4.1.1466.115.121.1.15"/>
</AttributeMap>
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<SynchronizationHost
hostOrderOfSignificance="1"
hostname="ad-host .example.com"
port="389"
portSSLOption="true"
securePort="636">
<Credentials
userName="cn=iswservice, cn=users, dc=example, dc=com"
cleartextPassword=""/>
<!-- INSERT PASSWORD BETWEEN THE DOUBLE QUOTES IN THE ABOVE FIELD -->
</SynchronizationHost>
<AttributeDescription
parent.attr="CreationAttribute"
name="cn"
syntax="1.3.6.1.4.1.1466.115.121.1.15"/>
<TopologyHost
parent.attr="Schemalocation"
hostname="ad-host .example.com"
port="3268"
portSSLOption="true"
securePort="3269">
<Credentials
parent.attr="Credentials"
userName="cn=iswservice, cn=users, dc=example,dc=com"
cleartextPassword=""/>
<!-- INSERT PASSWORD BETWEEN THE DOUBLE QUOTES IN THE ABOVE FIELD -->
</TopologyHost >
<TopologyHost
parent.attr="HostsTopologyConfiguration"
hostname="ad-host .example.com"
port="3268"
portSSLOption="true"
securePort="3269">
<Credentials
parent.attr="Credentials"
userName="cn=iswservice, cn=users, dc=example,dc=com"
cleartextPassword=""/>
<!-- INSERT PASSWORD BETWEEN THE DOUBLE QUOTES IN THE ABOVE FIELD -->
</TopologyHost >
<AttributeMap>
<AttributeDescription
parent.attr="SunAttribute"
name="cn"
syntax="1.3.6.1.4.1.1466.115.121.1.15"/>

190  Identity Synchronization for Windows 1 2004Q3 23 & 15



HE% A

<AttributeDescription
parent.attr="WindowsAttribute"
name="cn"
syntax="1.3.6.1.4.1.1466.115.121.1.15"/>
</AttributeMap>
<AttributeMap>
<AttributeDescription
parent.attr="SunAttribute"
name="description"
syntax="1.3.6.1.4.1.1466.115.121.1.15"/>
<AttributeDescription
parent.attr="WindowsAttribute"
name="description"
syntax="1.3.6.1.4.1.1466.115.121.1.15"/>
</AttributeMap>
</ActiveDirectoryGlobals>
<SunDirectoryGlobals
userObjectClass="inetorgperson"
flowInboundCreates="true"
flowInboundModifies="true"
flowOutboundCreates="true"
flowOutboundModifies="true">
<TopologyHost
parent.attr="Schemalocation"
hostname="ds-host .example.com"
port="389"
portSSLOption="false"
securePort="636">
<Credentials
parent.attr="Credentials"
userName="cn=directory manager"
cleartextPassword=""/>
<!-- INSERT PASSWORD BETWEEN THE DOUBLE QUOTES IN THE ABOVE FIELD
</TopologyHost >
<TopologyHost
parent .attr="HostsTopologyConfiguration"
hostname="ds-host .example.com"
port="389"
portSSLOption="false"
securePort="636"><Credentials
parent.attr="Credentials"
userName="cn=directory manager"
cleartextPassword=""/>
<!-- INSERT PASSWORD BETWEEN THE DOUBLE QUOTES IN THE ABOVE FIELD
</TopologyHost >
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<AttributeDescription
parent.attr="SignificantAttribute"
name="description"
syntax="1.3.6.1.4.1.1466.115.121.1.15"/>

<AttributeDescription
parent.attr="CreationAttribute"
name="sn"
syntax="1.3.6.1.4.1.1466.115.121.1.15"/>

<AttributeDescription
parent.attr="CreationAttribute"
name="cn"
syntax="1.3.6.1.4.1.1466.115.121.1.15"/>
</SunDirectoryGlobals>
</ActiveConfigurations>

PoE TSR, exportloenf SR TITIRIELTA . WERRAE R, & Btz
PR AR AH A R o

o B ARAL 1L )V S

Identity Synchronization for Windows 1.0 £ 1 2004Q3 ¥J#% fEid Ft i i Or B I A5
BB ARSI RGFHU R R . U, XEBIRSA IR Message Queue
IR L —F 0, FrCAEVRFR AN e T B SE AR I I N B H bR s .

H 2 Message Queue REFAAL, AT HFASHILR S, AEBMERE D (Rl
% Message Queue 3.5 SP1 ) 23 %’k Message Queue T E .

ARSEIAT AT, LSS K LTI Message Queue 11745 5 8 v A A AT o] A%
(13 .. f#HH] Identity Synchronization for Windows checktopics 5 FHF2/5 1 LA
BRENA R FEH ST (HRGATHIERS) .
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1 Ff] checktopics S 14+
checktopics S FHFEFAL T Solaris/SPARC 1 Windows Identity Synchronization
for Windows 1 2004Q3 % /4-fL1¥) migration H= .

N

R 1217 checktopics MIME—RIIEMREH —G/EN “Java EIIHL”
(BRAS 1.4.2_04 S5 ED o

™MIZAT checktopics SIS, CRIEERIRE H, ZHXPASH LD
J1513% (SUL) & Message Queue H Y HT [RI2D F@ A MG R . 58, MigqT
checktopics B, ‘B Message Queue, LA E &GS [0 32047 2 /b KAl
PR, RN SRR B
TEHAT checktopics v 4T SR

a. I “Zun” wO, HMAH cd ¥ migration Hx.

b. HIA ARG, WAL w4

java -jar checktopics.jar -h <hostname> -p <port> -D <bind_DN> -w
<bind_password> -s <root_suffix> -q <configuration_password> -7

o4 -

java -jar checktopics.jar -D "cn=directory manager" -w - -s
"dc=example,dc=com" -q -

EE o f% checktopics ZEIMVELNH R, HEEF 306 T “AH
ZH
o  fAXRAFH checktopics MFEANME R, TESHUH 192 T “K Ak
LI R
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HE AT N Windows Bk -3k forcepwehg SE R T
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Fi LR D BRUE 4 M Tdentity Synchronization for Windows A 1.0 BAH £ A 1
2004Q3:

1.

H B 2 3R AT )i
> fE Solaris 8, SPARC #: A\ uncompress -c <filename> | tar xf -

> FE Windows H': ## A\ %JAVA HOME%\bin\jar -xf <filename>
(A AT H T Windows JHARVHRSEEF, 41 WinZip®) .

fil e i — b SCA I, WTERRIE SRR TR H %
o 1installer/
o lib/

o migration/

Solaris Windows

export10cnf.jar export10cnf.jar
— forcepwchg.exe

checktopics.jar checktopics.jar

KA 1.0 Bl v B ) XML SO ans 186 ity “fiiH] export10cenf 52
FEF” FriR, M migration H3g#MAT exportiocnf. -

java -jar exportlOcnf.jar -D “cn=directory manager” -w - -s
“dc=example,dc=com” -q - -f export.cfg

BN N2 S A XML 30

753 R E SO RS cleartextPassword PR IAG 5 WIS (i
S5 187 T “HRAWIICHEL” ) .

$255 180 WU “ R SRS L[R5 7 A B ik s kA kR 2

I RGBT EIIRAS . 128 193 T “AfH checktopics SEHIFET” fr
&, M migration HEHAT checktopics.

o4 -

java -jar checktopics.jar -D “cn=directory manager” -w - -s
“dc=example,dc=com” -q -
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B ARG

F55 181 UL “JA s A kg5 o Brid 757245 11 Identity Synchronization
for Windows %5 (SF47ERE) o

EX IEI AN ZL4E 11 Sun ONE Message Queue il %

X171 Windows NT _/: - #5 1I: Sun One NT ChangeDetector Service.
PR ATREN UR A B 1R IR 5%

net stop “Sun One NT ChangeDetector Service”
K1t Windows NT _/- - %41 L BR{& 47 NT ChangeDetector Service i1 %7
a. AT regedt32.exe FTIT “TEMEHRER” .
b. #f HKEY LOCAL MACHINE % [,
c. $i%| SOFTWARE\Sun Microsystems\PSW\1.0 5.
d. PRAFLUT M.
*  HighestChangeNumber
¢ LastProcessedSecLogRecordNumber
e LastProcessedSecLogTimeStamp
e QueueSize
WM 1.0 2325100 persist fl ete H R RBAAIERE NG

o 1E Solaris T': N ed <serverroots/isw-<hostname>
tar cf /var/tmp/connector-state.tar persist etc

o 1E Windows H: X\ cd <serverroot>\isw-<hostnames
zip -r C:\WINNT\Temp\connector-state.zip persist etc
%JAVA HOME%\bin\jar -cfM %TEMP%\connector-state.jar persist etc
(A AT T Windows [ E48 S RYFE Y, W1 WinZip)

J8)) Identity Synchronization for Windows JIR% (iif [ 5 181 70D .

VA= K4 JE A A5 11 Sun ONE Message Queue %5, FTLALTE H3IE .
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1H1%4% |dentity Synchronization for Windows

WRILE N (JF Identity Synchronization for Windows 1.0)
KRENHE sunwyss #4440, Identity Synchronization for
Windows 1.0 HIBHE 72K 2 B A MR . 55l AE Solaris HL#% L
AT R4 Directory Server 5.2.2 I, 52 LI PP,  Bhif
HEFEF M /usr/share/lib/mps/secvl MRk jss3.jar 3CIF.

I R A5 #% 4 2] Identity Synchronization for Windows 11 2004Q3 I}
BRXFNGOL, 2R DTS, IR SO IR B %
PeHE P HPUXAEOUN, DAUE B b T RN TR GEZ
55 54 UK “Sun Java System #AFESK” ) I A B e R T

SERE &P G, RInT 4G I3 Identity Synchronization for Windows it A 1.0
(H 1.0SP1) , FAKUITF:

F-3 14, Directory Server ffiff, SRGEFHNBFAN T “HHHE" 1)

Directory Server.

TEREAN 3 “4fifF” (1) Directory Server FHUTLL N ER:

1.

a.

M Directory Server "R LT 45 H :

cn=config, cn=pswsync, cn=plugins, cn=config
cn=pswsync, cn=plugins, cn=config

(KR

ldapdelete -D “cn=directory manager” -w - -p <port> -c
cn=config, cn=pswsync,cn=plugins,cn=config
cn=pswsync, cn=plugins, cn=config

#f1JA 2) Directory Server.
e ¥t Solaris H': A\ <serverroots/slapd-<hostname>/restart-slapd
e 7F Windows #': #A

<serverroot>\slapd-<hostname>\restart-slapd.bat
MRS MIBR “HmfE” —EHISCHE

e ¥E Solaris 1': # N\ rm <serverroot>/1ib/psw-plugin.so
rm <serverroot>/1lib/64/psw-plugin.so

e 7 Windows ¥': ## A del <serverroot>\1lib\psw-plugin.dll
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¥ H SR (ed) 4 <server_root>\isw-<hostname>, #%J5f{if Identity
Synchronization for Windows 1.0 #IZFE /7 HZ A 1.0/1.0 SP1 “&EH4 7 F
Rz 4.

ER I R0 APFRTLAUEEIER AT .

o 7E Solaris 8%, SPARC #: % A\ ./runUninstaller.sh
o 7F Windows ¥: f# A \runUninstaller.bat

FZ LU B B SO R B Tdentity Synchronization for Windows
GEPSINEER

a. &WICHEIA (M) .
e ¥E Solaris ¥: /var/sadm/install/productregistry
e 7 Windows ¥': C:\WINNT\System32\productregistry

b.  ZEMNFE MR SO MR 5 1dentity Synchronization for Windows #f
KHZH, % “M Solaris T-ahHIE 1.0 2 OMELE] 7 2D 6 it
(S

W Windows 7 - HIE, “K0” J5, FHR L.

ER DR RN B R SRR R ARG, Wl 250 T2 12 Identity
Synchronization for Windows 11, £ 205 viffy “ 4 1.0 EIZ
ORGSR AR At i 3R A T 1 W

X7 Windows - % Identity Synchronization for Windows /&7 IE/EI81T
WAL, AN AT AN LUR WA AR S

net stop “Sun ONE Identity Synchronization for Windows”

WRAE S N B SR S5 AR EL18 1T, 2 FEUEEh R, T BH b R B 2% S 451
H %o

kR Identity Synchronization for Windows 554 H 5% (isw- <hostnames).
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P :I__: A) A} +‘ I:[

BT IR

$% LU R BT Java Runtime Environment.  %¢%¢ Message Queue FlF1-4¢
Directory Server:

1. {EfF 6244 T Identity Synchronization for Windows {41 4L (Windows
NT F&4h) _EFH4 Java 2 Runtime Environment (&% Java 2 SDK) . (T %
RARA N 1.4.2_04. )

o Java2 SDK: http://java.sun.com/j2se/1.4.2/install.html

o Java 2 Runtime Environment:
http://java.sun.com/j2se/1.4.2/jre/install.html

2. M (Sun Java System Message Queue 3.5 SP1 Installation Guide) P42 (115 1]
e Message Queue 3.5 SP1.

3. {1 (Sun Java System Directory Server 5 2004Q?2 Installation and Migration
Guide) FE2ALAIUIY], ¥ Directory Server TF2 £ ilA 5.2 SP2, W LR kit
RAFIZIH -
http://docs.sun.com/db/coll/DirectoryServer 04q2

Directory Server Jh 4K 08 B * i ) Directory Server Mo & A4k 7 o
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B ARG

4% ldentity Synchronization for Windows

12004Q3

F B LN P B 42 4% Identity Synchronization for Windows 1 2004Q3 21

1.

‘%% Identity Synchronization for Windows 1 2004Q3 #%.0». (52 [ 5 85 1L
<2 dzn” )
F i R B BXT Directory Server $44T idsync prepds, LA,

o %E Solaris H7: A\ cd /opt/SUNWisw/bin
SRJGHEN: idsync prepds <arguments>

o 7E Windows H: A\ cd \<serverroots>\isw-<hostname>\bin
SRJGHEN: idsync prepds <arguments>

H K idsync prepds HIHAIE R, EZHMx A, “fIH Identity
Synchronization for Windows fix 24755 HEE T o

TE NPT NS AR 1.0 Bt & XML S0

idsync importcnf <arquments>

R U SRAZAE AR N C B SO AR B R R, I IR
Identity Synchronization for Windows 2311l importent #EFE,
TP A B B USRS R
A idsyne importenf TELI(E B, ES M A F i
“fff A importenf” .

‘4%% Identity Synchronization for Windows 12004Q3 # 4% (2[4 158 7L
7S SUR 7S DI

224%  “Identity Synchronization for Windows 1 2004Q3 Directory Server #dif}-”
(%5 169 UL[1) “%%E Directory Server Jfiff” ) .

F55 181 U “ s st bR g5 " T TiR U745 1L Identity Synchronization for
Windows flud5 (PR o

X Windows NT - — 15 1I: Sun Java™ System NT Change Detector lx45. HJ M
AT ATBEA LU B 1 g%

net stop “Sun Java(TM) System NT Change Detector”

X7 Windows NT _/: — P NT ChangeDetector Service 714 #5:

a. N PAT regedts2.exe FIIT “VH MRS .
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b. 1%#f HKEY LOCAL MACHINE %I,

c. ‘F/iE) SOFTWARE\Sun Microsystems\Sun Java(TM) System Identity
Synchronization for Windows\1.1 775,

d. Xl NHEIRREAA H DRI (FEEVERAR 1.0 /T CARAFIAED -
e  HighestChangeNumber
e LastProcessedSecLogRecordNumber
e LastProcessedSecLogTimeStamp

e QueueSize

9. Z? 7 Windows NT _/: — )13} Sun Java™ System NT Change Detector lt45. 1]\
AT LT WA R 3z k55

net start “Sun Java(TM) System NT Change Detector”

10. MSEH] H SEMIBR 12004Q3 persist fl ete Hag (RHATNE) , IFKEAS
198 il “UERFEHL” HEAIRA 1.0 (8 1.0SP1) persist fl etc H3t.

o 4£ Solaris J: 2

cd /var/opt/SUNWisw
rm -rf etc persist
tar xf /var/tmp/connector-state.tar

o 7E Windows H: 5%

cd <serverroot>\isw-<hostnames

rd /s etc persist

%JAVA HOME%\bin\jar -xf %TEMP%\connector-state.jar
CEAE FHATAT HI T Windows (1 48 HA4 L, @l WinZip)

11. JH3) Identity Synchronization for Windows JIlx%5 GEZ 4% 181 1) .
12, $255 180 LY “JashFE LF” Tk Fik A s R .
13. AP v H G DU IE AR 57 S .

R WRAENTHRA 1.0 HEiRE, WAHFIRixes [ e ik E N
FRA 12004Q3 4. f{iH] Identity Synchronization for Windows
P & ok B R A 12004Q3 H G B
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an A 1.0 EIERIMON K IBU AR o 475 it

9 12004Q3 FiAS 2R FE P $k 21 1.0 SR FRAFZH A, ) 1 2004Q3 223545 U
I, TEZEEERCA 12004Q3 HI, NASLS &7 M ARG HWIIHER T 1.0 AR 4144

U SR E AR R BT AR 1.0/1.0 SP1 4144, M2 F 2 bk Identity
Synchronization for Windows 7= i /it & il Solaris #A4-£0.

PLF =AM b4 4t 7 F3) 148 Identity Synchronization for Windows hit4s 1.0 f#]
FEAI UL -

o ZE 206 T “M Solaris F-shEIZ 1.0 AZ.LoFN 52417
o 212 WK “M Windows 2000 F-5hEIZE 1.0 4% .00 R 52417
o 218 WK “M Windows NT F-5h#EZk 1.0 sz45)”

TR AT ) B {0E H T Identity Synchronization for Windows
JRA 1.0 (R EIE

Fx9E Identity Synchronization for Windows HIZFE T M, 5 0 A
ZAEILAN & R Al 0 T3l el fe .
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M Solaris F-l I 1.0 #% LA L4

FEIRAATA U] A Solaris MLt T EHIE “HZ0” .

EE FEATTF, KR F 21Uk ik Identity Synchronization for
Windows f7 '

<serverroot> / isw- <hostname>

Horr, <serverroots 7~ Identity Synchronization for Windows %%
IARITEE R

i, WAL /var/Sun/mps/isw-<example> T 43¢ Identity
Synchronization for Windows, <serverroot> #4J& /var/Sun/mps.

1. B ARG E N Jete/init.d/isw stop {5 1174 Identity
Synchronization for Windows Java #f .

AR EiR A AT LT Java R, TEBALUT N

/usr/ucb/ps -gauxwww | grep java

kill -s SIGTERM < LB#<SHI#FEID>

2. 4T BB 1E Message Queue:

a. (ERERTTRBEA T Z1ir & LU 1 Message Queue fURLRE
/etc/init.d/img stop

b.  ZHFIATATOEREAT ) img HERE, THBEA:
* ps -ef | grep imgbroker
* kill -s SIGTERM < Lbar$H#FEID>

c. fHEHILLT Uik — EEACEERE P A A H

o {i[H] Message Queue fXEREFEIBA (F7 T 2248 “R0” FENLT
Identity Synchronization for Windows 5451 H 3 &) EIEARHEFE T .
BEALUR A7

/<serverroot>/isw-<hostnames/imq uninstall
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o WIS FEE B H -
] pkgrm: iy 2 MR LA N 344

SUNWaclg SUNWiqum SUNWigjx
SUNWiglen SUNWxsTrt SUNWiqu
SUNWjaf SUNWigfs SUNWjhrt
SUNWigdoc SUNWiquc SUNWigsup
SUNWiqgr SUNWjmail

R rm -rf MU H 3%

m -rf /etc/img
m -rf /var/img

rm -rf /usr/bin/img*

ZLHBR Identity Synchronization for Windows 1.0 Solaris 43,
AR 7-1 o RN A IE AT pkarm <packageNames .
(#l4n, pkgrm SUNWidscm SUNWidscn SUNWidscr SUNWidsct SUNWidsoc)

x£ 71 TEMFRI) Solaris A,

LR YL

SUNWidscm Sun ONE Directory Server Identity Synchronization ] “#%.0»” #14:H1
CHERRART .

SUNWidscn Sun ONE Directory Server Identity Synchronization [ “¥xiil&” #Bh3C
PER AL

SUNWidscr Sun ONE Directory Server Identity Synchronization (#1102 #F 4 #E 4,

SUNWidsct Sun ONE Directory Server Identity Synchronization 3% 2 4% & f4,

SUNWidsoc Sun ONE Directory Server Identity Synchronization f{% % sid 22474514

LR A MIER T P, A

pkginfo | grep -i "Identity Synchronization"
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208

EE IR E AR MAMAAEDAT AL, 5 FHKIEAT pkgrm

<packageName> 4

4. FZan D BRMER Director Server fiff::

h.

fI9F “Directory Server #Hl5 7, NGk “HLE” EI.

FELM GRS, RIT “HmfE” i, SRIGIEFE pswsync 5
A M E R, ORI IE” L.

B “ORAT” ORAF T IBCE E

f. “Directory Server ¥ ” 1, M “HCE Hx” FIBFFMERLLT4H:
cn=pswsync, cn=plugins, cn=config

{5 11 Directory Server.

TEMER PR HERSCME, TR

rm -f /<serverroot>/lib/psw-plugin.so

73 8)) Directory Server.

5. &ty (EHPJFEMH) AT /var/sadm/install/productregistry I 24H(
productregistry 44,

6. TH%ME /var/sadm/install/ R productregistry 3X£F, MAHER T 514

H

(I RAFAE -

TR

o ONIRAHEAERCR, R XML e as. soE, Al ARvE S
ARG A o
o DUNAAF AL A AT REAN RS AE SO

o WHMBRIFUARFIC (<compids). 45 HUbRAT (<\compid>) K
AMFRILZ BT W2 fELUT AT, A 5 ik e
BRI AR, WIS SRR / bR, GEB 5
209 B 7R )

Identity Synchronization for

<compid>Identity Synchronization for Windows .. . </compid>
<compid>Core .. . </compids>

<compidsunistaller .. . </compid>
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o <compidswpsyncwatchdog ..

o <compid>setenv ..

o <compid>Create DIT ..

o <compid>Extend Schema ..

o <compid>resources

2R 1.0 BN Fof 5 It

. </compid>

. </compid>

</compid>

. </compid>

. </compid>

o <compid>CoreComponents

o <compid>Connector ..

. </compid>

. </compid>

o <compid>DSConnector ..

o <compid>Directory Server Plugin ..

o  <compid>DSSubcomponents ..

o <compid>ObjectCache ..

o <compid>ObjectCacheDLLs ..
o <compid>SUNWidscr ..

o <compid>SUNWidscm ..

o <compid>SUNWidsct

o <compid>SUNWidscn ..

o <compid>SUNWidsoc ..

. </compid>

. </compid>
</compid>

. </compid>

</compid>

. </compid>

. </compid>

. </compid>

. </compid>

. </compid>

o  <compid>ADConnector ..

PLR A <compid> #Ricnfil. MHER <compidsy </compids DL W3E 2 [ ¥ BT f

AR

%7

. </compid>

# 4 HiF) Identity Synchronization for Windows 1 2004Q3
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<compid>Identity Synchronization for Windows
<compversion>1.0
<uniquename>Identity Synchronization for Windows</uniquenames>
<compinstances>1
<children>
<compref >ADConnector
<instance>1
<versions>1l.0</version>
</instance>
</compref >
<compref >DSSubcomponents

</compinstances
</compversion>
</compid>

7. MIBRLLF Identity Synchronization for Windows H 513
a. MR EBA
rm -rf /<serverroot>/isw-<hostnames
b. JHILBEA LT NAEMERT 33

rm -rf /etc/init.d/isw
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8. &l MU BEHERICE H k-

a.

XF4¢%% T Identity Synchronization for Windows 10 AL & H SIg 17 LA
ldapsearch #ir4, A4k Identity Synchronization for Windows #1154
ldapsearch -D "cn=directory manager" -w <my_password> -b
o=netscaperoot " (nsnickname=isw)" dn

R ldapsearch {7 T Directory Server [f]
<serverroot>/shared/bin/ldapsearch
i, /var/Sun/mps/shared/bin/ldapsearch

PR H N RLT UF N2 GEVE RS HIRZLL o=NetscapeRoot 4540) -

"cn=Sun ONE Identity Synchronization for Windows, cn=server
group, cn=myhost.mydomain.com,ou=mydomain.com, o=NetscapeRoot"

fff “Directory Server #5557 MFk Identity Synchronization for
Windows #2654 S S0 T I A 18

9. %W A BERR Identity Synchronization for Windows Fitt & {1 % :

a.

1Z1TLLN 1dapsearch fiv%, LA{E Directory Server H'4£ % Identity
Synchronization for Windows Pt & i I 4 -

ldapsearch -D "cn=directory manager" -w <my_password> -b
"dc=my, dc=domain"
" (& (objectclass=iplanetservice) (ou=IdentitySynchronization))" dn

PR A H MR DU A

"ou=IdentitySynchronization, ou=Services, dc=my,dc=domain"

ffil] “Directory Server #5iil & ” MR Identity Synchronization for
Windows Bt & VE R ST R 58
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10. L4 N LB BRILE FTAT S G A RSP
a. BEALLFNAEMIERPTA RIS jar SCHF

rm -rf <serverroot>/java/jars/isw*
i, /var/Sun/mps/java/jars/isw*

b. HEALLFNAEMERITA S serviet jar 31t

rm -rf <serverroot>/bin/isw/
Blan, /var/Sun/mps/bin/isw/

M Windows 2000 212k 1.0 %0 F1 4]
AF P AT h 3R AL AU B ] M Windows 2000 &ML TFshEIZ “Z0 7 .

HEE TEATT, KR H T 5 XA Identity Synchronization for
Windows 7 :

<serverroot>\ i sw- <hostname>

o, <serverroot> 37 Identity Synchronization for Windows %
TR E A H %

filhn, WIRTE c:\Program Files\Sun\mps\isw-example %% T
Identity Synchronization for Windows, W <serverroot> .2k
C:\Program Files\Sun\mps.

1. LR 772 — 45 1LFTH Identity Synchronization for Windows Java JEf#:

o I‘ij:% “© a:FﬁA ”» > “ ,LXE » “}H%Jﬁm » [{xan /“"’}EIE ”» “E&%’, s ?T}:l:
“HRgs” wWIH . fEWJf’xﬂ‘%'# i Sun ONE Identlty
Synchronization for Windows, #RJFiE# “f511”

o FIHF “ArRRFT HWH, REEALLI T A
net stop “Sun ONE Identity Synchronization for Windows”
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R ERTFEA AT, WA LL R DTS 1L Java BER:

LTI “IR%s” @O, Al Sun ONE Identity Synchronization for
Windows, RGIEF “EIE” .

W AE IR EWH R GETTRT, N RIS Mu sk
% “%ﬁ]”o

TR ARV “Windows (F45 B4 7 &5 F Java dEFE (U
pswwatchdog.exe) , {HIETLILfC WAL Identity
Synchronization for Windows % JJAH5G. Bk, 1EAZM
“Windows {F45 & BLA% 7 {5 1L1ERE

LA 75922 1% 11- Message Queue (fUfR “#%0»” EIZEO -

o

2 MRS 7w, A A O %R P Y IMQ Broker, ARJEIEFE “%
JJ:”O

I “ament” @, REHANLL R4

net stop “iMQ Broker”

AR EIRTIEATAT, WA LN D RT3 1 Message Queue:

L 107 “IRS:” @, Al iMQ Broker, SRJIEFE “JEIE” .

W AE R BN R TR, N R FRAIE i
BT

¥ R B INESE Director Server $6ifF:

17T “Directory Server ¥ G 7, RIGILHE “FLE” LK.
FERM GRS, JEIT “HffF” Rl MRJ5iLHE pswsyne 75 5.
TEA M AR T, BOHE “ 8 HEfE” Sk,

R “ORAE” RAEFTICE 2K

fE “EHle” B, N “RCE BT ERETFMERLUN & H
cn=pswsync, cn=plugins, cn=config

I LR 722 —45 1 Directory Server:

° Y‘f “ E&% » ﬁ D EP ’ E%E‘EEEW»U E—T*%'EP El(] Sun ONE Directory Server
5.2, MFUAE “FFIk”.
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o HTIF CRARRRE B, RRRALF A4
net stop slapd-<myhostname>

g. fIJF “Windows BHEAE IS AHIFMER “Hdifh” —dEHISC
<serverroot>\1ib\psw-plugin.so

h. &¥ )i 3) Directory Server.

4. HTIF “@ PR WH, RJEHAN regedit MFTIF “VEMERmESR" W,

- PREEBAT D YR 5 R A0 2 BRSO

a. (& “VENRRRAT b, SRR TP R R GREGHBRD .

b. MEEHAPERE MR > IR .

c. Bun “PHTEMERSCIE” XRHEHES, IETRE A, RIR R R R AT
M A E

5. f& “VEMERINIEST b, MSEERAHPIER “wT > MR, FEMN
“Windows 7EME” Hlk LR Identity Synchronization for Windows /%
B
o HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\

CurrentVersion\Uninstall\Identity Synchronization for Windows |

KA % H

o HKEY LOCAL MACHINE\SYSTEM\* F[JJTfi CurrentControlSet Al
ControlSet (¥l ControlSet001. ControlSet002 %%) 4cH, A EFELL
T&H R

e ...\Control\Session Manager\Environment\<isw-installation
directory>

. ...\Services\Eventlog\Application\Sun ONE Identity
Synchronization for Windows

. ...\Services\Sun ONE Identity Synchronization for Windows

. ...\Services\iMQBroker

6. &%t (EHFFEMA) LT C:\WINNT\system32 H 14 Hl productregistry
A
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Ym%H C: \WINNT\system32 \productregistry C{F, M MIER T kR

i

N

*

=

AR AERCR, R XML b s . 2o, /g bRuE
ARG o
PAUR AL b L8 4L ) e A s AE SO

WA BR - UEFRIC (<compids)s &5 ARIC (<\compids>) M
MRl Z T WA 7ELLRFIR Y, HA IS R oRix 8
PRGNS, BRI SCARR / Bibsid. GESHE
216 v ERI7RE . O

<compid>Identity Synchronization for Windows .. . </compid>

<compid>Core .. . </compids>

<compid>unistaller .. . </compid>

<compid>wpsyncwatchdog .. . </compid>

<compid>setenv .. . </compid>

<compid>Create DIT .. . </compid>

<compid>Extend Schema .. . </compid>

<compid>resources .. . </compid>

<compid>CoreComponents .. . </compid>

<compid>Connector .. . </compid>

<compid>DSConnector .. . </compids>

<compid>Directory Server Plugin .. . </compid>

<compid>DSSubcomponents .. . </compid>

<compid>ObjectCache .. . </compids>

<compid>ObjectCacheDLLs .. . </compid>

<compid>ADConnector .. . </compid>
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216

PLR A <compid> #Ric il MHER <compidsy </compids DLW 2 [ ¥ BT f
SCARRIC.

<compid>Identity Synchronization for Windows
<compversion>1.0
<uniquename>Identity Synchronization for Windows</uniquenames>
<compinstances>1
<children>

<compref >ADConnector

<instance>1
<version>1.0</version>

</instance>

</compref >

<compref >DSSubcomponents

</compinstances>
</compversion>
</compid>

8. MIBRAL T <serverroot>\isw-<hostnames T [¥] Identity Synchronization for
Windows 223 13,

4, C:\Program Files\Sun\mps\isw-example
9. fun A BERRACE H %

a. fE “ArPURfT” W, X493 T Identity Synchronization for Windows
L IC . H % IZ4T 1dapsearch #r4, L4k Identity Synchronization for
Windows #1l & T# .
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HE ldapsearch /. T <serverroot>\shared\bin\ldapsearch T .

1,
C:\Program Files\Sun\mps\shared\bin\ldapsearch

ldapsearch -D "cn=directory manager" -w <my_password> -b
o=netscaperoot "(nsnickname=isw)" dn

PR H N RLT UR N2 GEVE RS HIRZLL o=NetscapeRoot 4540) -

"cn=Sun ONE Identity Synchronization for Windows, cn=server
group, cn=myhost.mydomain.com,ou=mydomain.com, o=NetscapeRoot"

fiiH] “Directory Server il &5 7 MFR &k F(1) Identity Synchronization
for Windows £l & 78 SN Hi ¥ 7 #

10. %LU U85 FR Identity Synchronization for Windows FU'E H 3% (4R 1EAL &
I -

a.

e “ar 23R fs” &, 1247 151 1dapsearch fif%, LA{E Directory
Server 114k #| Identity Synchronization for Windows M & H 5% :

ldapsearch -D "cn=directory manager" -w <my_password> -b
"dc=my, dc=domain"
" (& (objectclass=iplanetservice) (ou=IdentitySynchronization))" dn

PR A H MR DU A

"ou=IdentitySynchronization, ou=Services,dc=my,dc=domain"

f#iH] “Directory Server i & 7 MR £ & 2 HURC & H 5B S IE R I e
R

1. LT NP BRI BRI AT S B A ORI SCA

a.

TR <serverroots>\java\jars\isw+ HAFTATIEEIE jar SO
#l4n, C:\Program Files\Sun\mps\java\jars\isw*

MBS \<directory_server_install_root>\bin\isw\ "HIFIHTEHIG servietjar U1
f5n, c:\SunOne\Servers\bin\isw\

12, FOH A s H LA LU BT A S 2k
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M Windows NT F-zhE12% 1.0 L4
g A eh B2 At 11356 B 1) ) Windows NT ML 2% T3l E1 4 52471 .

ER FEATTH, KR 51UHE 4k Identity Synchronization for
Windows {7 # :

<serverroot>\ 1sw- <hostname >

Hrp,  <serverroot> %7i Identity Synchronization for Windows %:%¢
FLEMA H. BN, aRAE

C:\Program Files\Sun\mps\isw-example %%z Identity
Synchronization for Windows, M| <serverroot> . ’Aj C:\Program
Files\Sun\mps,

1. fFHLLF 772 — 45 1L P A Identity Synchronization for Windows Java Hff#
CRgy” RSB35

o EFE OFLR” > CWE” > ‘PSR > “FREITHR” > ‘MRS, 1T
“Megs” w0 e MR, AT Sun ONE Identity
Synchronization for Windows, #RJFiEH “451L” .

o ATIF “aARRTTT WH, RIEEAL TR
net stop “Sun ONE Identity Synchronization for Windows”
o WA ERTFEATAT, EMAH LN DT L Java B
L FIJF “IR%:” @1, A8 Sun ONE Identity Synchronization for
Windows, RJEiksE “Jait” .
In. f;i E% B R IR, N “SREhRAL” TR fn g R ik
25 P]

HE AR “Windows /L4 B4R " 15 Java HiFE (1
pswwatchdog.exe) , {HIETLILHf AN Identity
Synchronization for Windows % UJAH5G. Bk, EAZMN
“Windows 1145 & Bl gs 7 45 1L

2. LU F /%2 —4% 1l: Change Detector Service:

o fE MRS AT, A EE R R T Sun ONE NT Change Detector
Service, MJTikfE “IFIE” .
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o HATIF “ArAIRARAFT W, ARJEEALL T A4
net stop “Sun ONE NT Change Detector Service”
o R FIRTIEAEAT, WA LUR SBT3 1L Change Detector Service:
L FI9F “IRSs” @O, £t Change Detector Service, #RJGik+HE
({E/r »
I 75 “JEtE” WOm R EmR, N CEBIEM” Rzl TiE
%% “© %‘Zﬁj‘] ” R
)8 3 Windows NT #5481

WM ER Identity Synchronization for Windows & 8. 4T “ar
7 w0, SRJGHEN regedte32 LLFTIF “VENIRGwH A" & 1.

BE G regedit, FMIAFETA RVFwE 2 HFFTH
ARELVEAT VIR 5 2 i 55 & 24 1T Windows VE IR S

a. (B “VENRREST T, RN AR PR R GRATHRD
b. ML “VEMER” > “FHNEMERSCH .

c. B “SPHTENERSCIE” RAGHESS, TETRESCIEA, RIR LR R T
ﬂﬂi%ﬁ’]ﬂﬁ
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5. f£ VMRS T, MSERMAThIEEE g7 > “MHERT, TR MR
H il LA R Identity Synchronization for Windows 26 324k :

o HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\Uninstall\Identity Synchronization for Windows I[F

frf % H

o HKEY LOCAL MACHINE\SYSTEM\* F[JFTH CurrentControlSet fll ControlSet
({1 controlSet001. ControlSet002 %5) 4cH, HPAMFHIFAH (WH

AL

e ...\Control\Session Manager\Environment\<isw-installation directory>

. ...\Services\Eventlog\Application\Sun ONE Identity
Synchronization for Windows

. ...\Services\Sun ONE Identity Synchronization for Windows

. ...\Services\iMQBroker

> HKEY LOCAL MACHINE\SOFTWARE\Sun Microsystems\PSW
6. 11 regedt32 (AZ/ff/F regedit) B (AEHE LI NIEM R E:
a. R/ Ik R R A H
HKEY LOCAL MACHINE\SYSTEM\\CurrentControlSet\\CONTROL\\LSA
T MRAESR AN REG_MULTI_SZ.
b. FEAMEAME T, AREad MR EH, REEE B
c. 4 PASSFLT {H ¥ S’y FPNWCLNT.

7. %4y (EHIFEMAZ) LT C:\WINNT\system32 H {24 | productregistry
i{#o
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Ym%H C: \WINNT\system32 productregistry 344, M MIER T dRic:

ER o NBRAGEAERCR, WEATH XML gufEds. BeE, nIAEHbRdE
ARG o
o LUNAUAF A S ES AL AT REAN LS AR SO

o VMR IFIEFRIC (<compids) SERPFRIC (<\compids) KX
AR Z A NEE . fELLRAIES, HA IS5 RIRIX L
PR IS, BRI B SRR / Bibsid. GES
216 B LR D

o <compid>Identity Synchronization for Windows .. . </compid>
o <compid>Core .. . </compid>

o <compids>uninstaller .. . </compid>

o <compid>wpsyncwatchdog .. . </compid>

o <compids>setenv .. . </compid>

o <compid>Create DIT .. . </compid>

o <compid>Extend Schema .. . </compid>

o <compidsresources .. . </compids>

o <compid>CoreComponents .. . </compid>

o <compid>Connector .. . </compid>

o <compid>DSConnector .. . </compid>

o <compidsDirectory Server Plugin .. . </compid>
o <compid>DSSubcomponents .. . </compid>

o <compid>ObjectCache .. . </compid>

o <compid>ObjectCacheDLLs .. . </compid>

o <compid>ADConnector .. . </compid>
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PLR A <compid> #Ric il MHER <compidsy </compids DLW 2 [ ¥ BT f
SCARRIC.

<compid>Identity Synchronization for Windows
<compversion>1.0
<uniquename>Identity Synchronization for Windows</uniquenames>
<compinstances>1
<children>

<compref >ADConnector

<instance>1
<version>1.0</version>

</instance>

</compref >

<compref >DSSubcomponents

</compinstance>
</compversion>
</compid>

9. MIERAL T <serverroot>\isw-<hostname> T [f] Identity Synchronization for

Windows %225 3432,

41, C:\Program Files\Sun\mps\isw-example

TR AREATICIE 10 B, LAV ER 8 TR gW i Windows 1R .

10. B4 Password Filter DLL.

7 C:\winnt\system32 R3] passfle.dll M, REHIZ TR ML
Jj passflt.dll.old.

1. HOPA S LA DA P S 2
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of
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HeEeBHETE
K m] Re A e B i B 4h, BT A AT M R m] B 5 AT fliad 1 B AL B o R
BTN

AN APRR & HIE T % R R RER ) S BT A . B s
ESUERR

o “ZEEHIEE
o 226 W “AFHH Windows NT [ FHLEBE"”

» /—A ELL
2 T2
2 X H (MMR) 585+, P4~ Directory Server SE S E AR EHL . AL
TEANF AR R G LasAT B0, EAEART ST, M6 ENLER —RIERGTIET.

# 7-2 UiW] Identity Synchronization for Windows 214544 aifal 761X 1 & ML [i]

i
® 7-2 2 S R AL oA
FEHA .2
10 EVFIZ0 F P 16 32 IR %5 3 11 Directory 1R ELFIAD F P IR 3 3 R4 4% 11 Directory
Server (—/MSE) Server (—ANsEfD
%0 (Message Queue. .0idx%. R4  Directory Server fiff

HERAEER A
Active Directory Connector

Directory Server Connector

Directory Server #fift

AR R At RTINS 33 SR B ) 25 A 1 308 MR 55 4 e Y e 55 s b siaty.

HER W W 5 EHUIYTE Solaris #a1E R HI21T, WALEIAT P A T
BAE A = 51817 Windows 2000 JF4¢45 Active Directory [ 341,
=6V A 2T AL D
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[EZiWIES

T EUEHIE MMR #5 H # 48 Identity Synchronization for Windows (13 2

B 7-2 Bhiz LR E

|HEE£1‘5 Identity Synchronization for Windows 1 2004Q3 4 4F |

{#H exportiocnf {77 1.0 Bl 34550

HnE| S A E o
[ENSEES l¢
JE1T checktopics Ll Message Queue #
R 4T Quiescent 4R35 ———* R i
i

| 51 Identity Synchronization for Windows M4 % |

[ £ GHERIRE (persist. etc HE) | . Sorver S B L

| ERE R Tk

[ J12h Identity Synchronization for Windows i 527 |
+

{14k Identity Synchronization for Windows 1.0
Active Directory Connector 1 Directory Server Connector

|
1
|
I
|
I
|
I
|
1
! EN4% |dentity Synchronization for Windows 1.0 #.0»
|
I
|
I
|
I
|
1
|
1
|

| Fhef/4 % Message Queue 3.5 SP1

MIEEEHL 1 LA Identity Synchronization for
Windows 1.0 Directory Server 35

| #3411 L7475 Directory Server 5.2 {542l 2
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| %4 Identity Synchronization for Windosws 1 200403 .0 |

{17 importent # 1.0 BE S A 12004Q3

Mk EHL 2 £ Identity Synchronization for
Windows 1 200403 Directory Server #fif

of

\.

Directory Server L f#55%
EMER

4% |dentity Synchronization for Windows 1 200403
Active Directory. Directory Server Fil NT Connector

TEEHL 2 E493 Identity Synchronization for
Windows 1 2004Q3 Directory Server &}

34l ) % %78 B 3 Directory Server
F P2 WA S e

]
I
1
I
1
I
1
I
1
| [ #3612 E5tm3 Directory Server 52 fsihiFF 2
]
I
1
I
1
I
1
I
1

%11 Identity Synchronization for Windows I 442 /5

| e e RE (persist. etc HRE) |

| F4%) Identity Synchronization for Windows i %125 |

| Fri |

O L0 WA SRS B B i) NT R P
R T

L

HifERE

HBTE
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[EZiWIES

1 F] Windows NT )£ EHLEE
FEARERE 7 ZH AT =& EhL:
e  Windows NT &%

* ‘%% Directory Server [ 1:HL, WEHCFPHI I %% T Directory Server
Connector

o T E AL
% 7-3 Ui Identity Synchronization for Windows 4144 Qe 7E1% = & EHLZ 1]
o3 Aii o

x 7-3 Z BB E

EHL1 EHl 2 E#L 3

A LA A EE M Directory T EL R 11 f4 Directory Windows NT Connector
Server Server

¥:» (Message Queue. 0> Directory Server Connector Windows NT 1404
R REFHE RIS (Password Filter DLL F/1
Change Detector Service)

Active Directory Connector Directory Server #fif}f

WE LT %, LT AENL 2 FEAR R R R G PIsAT

R RPN & ENIIALE Solaris #AE RS izlT, WANAERATIR SR A
T EAI 25 DY 51217 Windows 2000 #3615 Active Directory )3
Mo CEIMNEG FEN A wBATMLAE. D
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Kl 7-3 ULEH A 2 EHLHE R HE 1dentity Synchronization for Windows ¥ F2:

B 7-3 i ] Windows NT B £ LML E

|Jl¥EEiﬁ‘ Identity Synchrenization for Windows 1 2004Q3 # |

{#H] exportiocnf {4 1.0 AlEHH5EH
HIME T H AR

IR

F

iZ1T checktopics ELEIG: Message Queus
&4k T Quiescent $h

| 5  Identity Synchronization for Windows 1% FifF |

[ # e R IRE (persist. etc HFE)

| fh Identity Synchronizati

on for Windows il & F2 7

| HIENL 3 L0 NT T

Active Directory. Director

E14¥; Identity Synchronization for Windows 1.0

¢ Server F1 NT Connector

HI# Identity Synchronization for Windows 1.0 4

| FHegrid: Message Queus 3.5 SP1

| #3401 L743] Directory Server 6.2 fshiEF2 |

|23 Identity Synchronization for Windows 12004Q3 f4.|

HBTE

FHEA IR 3 S b |

i~ Directory Server 3 & 2% LY
WEER TR
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[EZiWIES

of

\.

[€: 2o 9]

|3 Identty Synchronization for Windows 12004Q3 | Directory Server | (55

|t improtont # 1.0 RES A 1200403 |

WEEFHL 2 _EAY Identity Synchronization for
Windows 1 2004Q3 Directory Server $iff
I

1

|

1

|

]

|

1

| |

1

! [ £ £t 3] Drectory Server 5.2 7 2 mw’ffg’iﬁ?ﬁgﬁiﬁ e
|
1
|
]
|
1
|
1

% %% Identity Synchronization for Windows 1 200403
Active Directory. Directory Server 3 NT Connector

#EEH 2 | %3 Identity Synchronization for
Windows 1 2004Q3 Directory Server #ift

5 1k 1dentity Synchronization for Windows i % & FF

| ®EsmERs persist, stc H) |

| J55) Identity Synchronization for Windows i & ¥ 7 |

| TRl |

AFERMEERE AN NT AP
| e

l

i HE
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e H &

FRBIRAS 12004Q3 Jio, AL T HAS TP E ki B R, JCHOE kI
Fi 850 B 24 n] B L 216 Directory Server H1J7, 7= 2R LT LR AT B

[16/Apr/2004:14:23:41.029 -0500] WARNING 14 CNN101

ds-connector-host.example.com "Unable to obtain password of user
cn=JohnSmith, ou=people, dc=example,dc=com, because the password was encoded
by a previous installation of Identity Synchronization for Windows
Directory Server Plugin.The password of this user cannot be synchronized at
this time.Update the password of this user again in the Directory Server."

7% Identity Synchronization for Windows 1 2004Q3 1 )& 3l [Fl 0 J5 4 RE & 2k H &
MR, XA R a2 b SR A H A K S R e
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/s‘/v‘8ir§

=

Ml R XA

AATA- 241 ER 1dentity Synchronization for Windows 12004Q3 (#id #, HARGLFE
AR JUAN B2 -

nZlE=S 8l

25231 TR “EIEOIR
55232 TUHY “EIEEAE
5239 U “TFRhEEIEEG”

FEMIBR AT, WA UR LR

ER WITFEAR GV DY 8™ b AR RN 28, R B T 24T 2
) E I E

T Directory Server i {f 2L EI B A RIS RS 2 BUEIEL, TP A %
BEMIIAEEEE, “AZ%0” ZTTEIE . (Active Directory Connector %47 T %2
BT

AR R RAZ I E R A3 A R SEAN AL, R oiR e R B e ArE. i,
UERANGEIBOERL S, MIAREEFEEE “H0” .

IR “A%0” Z HTE# Directory Server fiff

S A% K33 AR Directory Server HUNEMGOL R EIZE “4d
7 414, XMEBLGIE A ) Directory Server, BRAET-ahMER

cn=pswsync, cn=plugins, cn=config.

TE A RIS HIASE (B RS dF & RSS2 A1) b, b ZiisE #14K Directory
Server i, X5 A sIRSS4s
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AT

o HEREASHIEIEINT IR K E

e {E#1#} Sun Java System Directory Server 8, Windows NT Connector Ji7, 7
PAT —LEHONRD BN “ERE . HOB R RIS b, B AN ()R 55 s
Ui 1
FERXAGOCT D ZTEN BT A AR AU R R EOR 203, JF BB A sh ke i
“f%.0” ¥ Identity Synchronization for Windows %5 / ¢4 iR G54
181 5y “JH s RS IEARSS ")

o FEHEITA AL LTSRS T AL w5, AEEIE 07

o WIE Windows 2000 #1 NT *¥4 Fiz4T uninstall.cmd A (ST
isw-<hostname> H3H) o (WAILL “8F 07 Gr@aiT ebab # k. D

o AIITE Solaris #:1F &4t 1247 runUninstall.sh A CERIAEH N LT
/opt/SUNWisw %35 HH) o (AIRMLIBH T P S4rs T A, D

E AT

232

TR G b ] e LU R T 423 Identity Synchronization for Windows 411
¢ Active Directory Connector

e Directory Server %% 4% FIfdi{}:

o B

&1 Windows NT &% ] f&£7% Windows NT Connector FI1411f.

] runUninstaller.sh (Solaris) B uninstall.cmd (Windows) MR T & H a5 A
TUE, REMER “Rn” (R ozd .

AT YT AR N7

e {H1#§ Directory Server ffiff
o HIHGEHA

o HIEZL
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AT

1% Directory Server fdiff

"R o HHEFTIUMER Identity Synchronization for Windows

Directory Server ffiff. ANBEAE ] HLEI BRI BR AT A7 L
Directory Server ffiff .

EARASH,  Directory Server #7 /4 Identity Synchronization for

Windows Directory Server #fiff: (BrAEFH U] .

o BU/EFLT A NiEfTEHEAERF (VPR Solaris) , 1EHEEA

./runUninstaller.sh -nodisplay

IZT IR FRY,  Identity Synchronization for Windows ¥4 [ 5))

BRSNS A 2 LU SRR

AT LA P B E14E Identity Synchronization for Windows Directory Server ffiff

1.

© ® N o o &

JEEE# L (Solaris >4 runUninstaller.sh, Windows H24

uninstall.cmd)

XBCENRAR AL T2k Ha (BRIAKEBL N /opt/sunwisw Hat) .
15 “Xad” g braly N7

i NI H sk B LA A S

o IEFFMCE HRMMES. (WEREZE, Bl “RiF” UEHFEHRIIE. )
o HSIPLEIERL Y HEE H RS A L g A, WA g ain

HE, #RJ548 7 Directory Server (1) SSL %ifj 15
TR H AN B 5L 44 PR A R o
%P “HIZ Directory Server #fiff” HELi.
f N\ Directory Server THL44 . i I AVE B RTE (AR .
alp b7 GREEPAT L ETEAT S S5
HMILRGIR, B Rz T “Hlift” 1) Directory Server.
SN EEE o W D R
> *E Solaris R4 : HIEHEW S N /var/sadm/install/logs/

8w MMEREK
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AT

> f£ Windows RZtH: FIEH GRS AN sTEMPS Hk, © /& Local Settings
A H 3k, &SI A

C:\Documents and Settings\Administrator e~

TR {EHLE Windows &G (41 Windows 2000 Advanced
Server) , Local Settings SCHF32J& R T,

BAE IS IEHN Temp + H 3%

HIF “Windows HSH LA, AIFIERA LR T
B > SO . R SRR RHERER,
BN LR, IR SURKIRINCE

Rl “OCH” BHNZAET

10. 1R i% Directory Server ffiff 215 Hbx AL 225 (1) 7 — Identity
Synchronization for Windows 20, WA LUMIER isw-hostname LA

1. 2 3AE M 2% Windows 2000 filk %5 és L HIBEDS “Directory Server ffifl” #4
PAT LR 1 2R 9,
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AT

I L A

THBIERS, WPITLL NP,

1.

B EI# L (Solaris o0 runUninstaller.sh, Windows H2k
uninstall.cmd) .

X PAL T2k Hae CBRIATEOL N /opt/suNwisw Hg) e

12 “xam” fRgE by b7

i N H s E LA A 1S

o EFEEE HRMMEA. (WHRHE, il R UEERHSIE. )

o HSEILEERE T SECE H RS A 2 R s, ERE e
HE, #RJ548 7 Directory Server (1) SSL it 15

O EE H AN B R A A
PR BN E R

ER M58 MR s S AHAE T A ENL L

iy N7 QR HUT S ETEUH O AT S
SN o 1R R 1 U I A
> fE Solaris ZZH: HIEHEW S N /var/sadm/install/logs/

> 7E Windows RZiH: FIHH G S AN sTEMPS HK, '©JE Local Settings
AT H 3k, S AE

C:\Documents and Settings\Administrator e~

R EH 8 Windows &4 (41 Windows 2000 Advanced
Server) , Local Settings SCHF3JE &R SCF .,
AT IS IE RN Temp 1 H 5%

FI9F “Windows JURHFHE ", RIFISIADIES “ TR >
LS o R PRI AR, Jh CE R
IR, JFRIT SRR B

Falr “ORH” B .
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AT

9. WURAEHAR TN EAR B E RS, WA LL 2 NER 1sw- <hostnames SCIFR o
10. X 222¢ TEHAR T EHEL AT HE 1 28K 7,

EI A L

HR AR “A%0” Z i3, Directory Server fif

FEENE “HmfE” ZATENE Rl REREL “HRPET AR
Directory Server HUHTEM A5 DL N # I, XFE AR 30
Directory Server, FrIET-ZIER

cn=pswsync, cn=plugins, cn=config.

W T AU A%
1. JAEIERE T
> fF Windows 5 HLH
Ll “OHET, ARJEIERE CRE” > RN .
L Xt A/ MEREE .

. £ “Whn/ MERREF” & 0+, E$E Identity Synchronization for
Windows, ARG “MER” .

o 1F Solaris 8% Windows 115 -, 7 Solaris 44T runUninstaller.sh, 7F
Windows 4T uninstall.cmd.

BRI T 2% H 3 CRIAIFIL R Jopt/somise B3 1.
2. 75 “WOR” FHELML T
3. HIARLE H BRI

o MGHHRLE HRIIRAL CREE, Wl B R4S )

o HSTPUEERL Y HECE H RS A L M g i, R g aimi”
HE, SRJ548 5 Directory Server (1) SSL it 15

4. JPCE H M NE B A R R .
5. GEFFEIEIRM) R, RERdG R
6. MIAMCEH URL, #di “WiBr”, RGN FRsIRPIEREIEIRIGS
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AT

M N7 R AT S BRI TS
S — N EE Do IR TP R U A
o *F Solaris R&iH: F#E HEW S N /var/sadm/install/logs/

> £ Windows RZH: HI# HEW S A sTEMPS H %, ‘EJE Local Settings
AR F S, EZSCHIAE

C:\Documents and Settings\Administrator

R 52 Windows 454 (41 Windows 2000 Advanced
Server) , Local Settings {322 B SCF35,
BEE IR Temp T H 3

17T “Windows BHE B, RIG M LhiksE “ TR >
CICPERIEIT o SR “ICPRIRIET XUTHES, AR AR
IR, JFRH “ BoRBRR SR I

HE “ORH” B IR
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AT

QSR REATT R AN REXT R s e AT e ds WV R e (i, FERERE A
AR B R T BRSSO, 1B ] idsyne resetconn T (HS [
2 318 Ui “Afi ] resetconn” ) o

U ARG B H Sk P R BRSO AS T B S E, XA n s E S
GEERNILEAIE . resetconn T A5V MIELE H %It em 240, HA
PN :

e e <dirsource>: IR EBEERM HRIFLIR. (FELEM T, EEpud
AT H FIEZFRA . D

o n (EABR) . HSRERBUHTTRENEI T, iz iREns
B AT LT

LN R

idsync resetconn -D “cn=Directory Manager” -w [-h CR-hostname]

[-p 389] [-s dc=example,dc=sun,dc=com] -g [-Z] [-P “cert8.db"]
[-m “secmod.db"] -e “dc=central,dc=example,dc=com" [-n]

resetconnﬁﬁ&h

NOTICE:This program will reset the installation state to UNINSTALLED
for the Connector associated with the specified DirectorySource
"dc=central,dc=example,dc=com’ .

Changing the Connector to an UNINSTALLED state is a last resort.This
is NOT meant to be used for uninstalling connectors.It is typically
used if you lost a machine with the connector on it and can not run
the uninstaller.Additionally, this program will rewrite the existing
configuration.This can be a lengthy process.Before proceeding, you
should stop the Console, any running installers, and all other
system processes.You may want to export the ou=Services tree in the
configuration directory to 1ldif as a backup.

Do you want to reset the installer settings for the connector (y/n)?
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TR G

TR 5
FEMI BT HE Identity Synchronization for Windows 2414 )5, %20 F5h 13K,

“FEHA" .

M Solaris £4;
5 Solaris AAHBFEIG, WHTLLF B
1 ONEE H L T

cn=Sun Java (TM) System Identity Synchronization for
Windows, cn=<server_group>, cn=<hostname>, ou=<domain_name>, o=netscaperoot

2. WSS, BT SRR FT A isw ATZHIK) . jar 3CPF:

<serverroot></server>/java/jars

M Windows %4t
N Windows Active Directory 8¢ NT R4 HIZL “Hhila”, HHATLL TP EK:

1. AFCE H IR AR 7B :

cn=Sun Java (TM) System Identity Synchronization for
Windows, cn=<server_group>, cn=<hostname>, ou=<domain_name>, o=netscaperoot

2. XERMPATIERIG . WELT B MIERPTAT isw BTSN . jar SCIF:

<serverroot> / <server>/java/jars
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/s‘/v‘girz
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g B R

a0

A LA L) N 2 0] B S Sl pAE A ] Identity Synchronization for Windows i 72 H
RELSIB R Ir) . AR EAR 2RI

55 242 UM MBS HERR I

o5 246 TR “HRERZE A b

o 9250 B “HERRALLFHRE”

o G253 UMM HERRT AR

o 255 Wif¥ “FEPR Message Queue i ”
o G258 UMK “HFFR SSL itk

o G264 UM “HERRTE IS M

241



HBRHE BRI

e R BRI H

bav-y

FRLGY . HEBRERRR, VIR HEZ (nE 272 UK “RCE HAE
SCAE” TR, LM OR H A SR T e S R B A A
FLRVEOR GO “PEdn” s =GO, A ook ek
Cn AR P AR A5 AE SUL i SUERE P R AERI2E R 80 BAG1E H
B . TEFTH idsyne resync #AEMAN], NOREHEZONBA
((1%‘/%\ ”» R

1223 AL S Identity Synchronization for Windows B}, idsync
printstat M2 MREAHMW T H., 217 printstat GEZ[UE
317 Gy “AEH] printstat” ) Ji7, B8 7R EE 58 2RI G B I R P
AT IR AR D IRIAI

by error.log & AT R A ATAA k) L
isw-<hostname>/logs/central/error.log

JUT T RRE S O E R H SOk . i H, B IERTLE audit. log
AR A SATAT R R IE R . A H 4 H & T K8k,
audit.log XA EFRE R HEF TG 4H.

CRATULIT” 4R T2 CANR) 8, 2R b ) T3EAT T AH R B 2

RO e O RN ALES AT 2 0 SRR A e S T B A B
GAGARE h, WITTRES L8, A S Q)i R 5 BT 222 el Ui W, 15210
B8, “MIBREAE .

ERIEMZET “B0” 2 RN T “Z0” 28, MAHEXHEF
TET isw-<hostnames/logs/central/ HzH .

BEUERC B R 2 53847 T Directory Server?

MHGEGEEBAT “M0” (L% Message Queue Fl “REFHAR” ) 2 1F
Windows H', 15K A AR IS 4 FR . 7E Solaris H, 15 7 AH Y (1) 557 47 EFE
HF. I idsync printstat -t Message Queue Fl “ REE BIL” &
BATFIEER A

TERINRAATEHE? W idsync printstat 2 4HIERELE, NIRRT
PRAF T L

FEA I T AR AU B A R MR
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10. &5

11.
12.
13.

14.
15.
16.

17.

18.

19.

20.

R BRI

SRR T AT 414+ ? Directory Server Connector fil Windows NT
Connector BR{ELHE “HEREE” Gwhe v 4lF. WA{ERA Directory Server
mIA b2d¢ “Directory Server ffiff” .

WA T eV RY 2% “Directory Server ffifF” 5 A UE A Bl
Directory Server. %% Windows NT F414F)5, WMAEHHZ) “Windows
NT Tz ds” .

TN “HEHE 7 BRI ITGERFED?
BB IS fEET?
iR “#&idilE” 8( idsynce printstat KRS G A EESILT < EAER

JJ:U /bl(i(
P A0 () H sl e 7 IEAEIE AT ?
fE “FEbR 7 RS ST R R B SO/ sa

WRRAFRPEAT—NHXEPPHS, BARESMHA idsyne resync wrd
A —ANH FPE PO T IX e 2

TR HWEAFAEIA R, HLUE1T idsyne resync. WSAHE T [H
I, R AT AT AR SCIRES .

WRFECAAAE T A HRIEH P, B2 2B e idsyne linkusers fin 4
BB T IS 2

WER M Active Directory i Windows NT %I Sun Java System Directory Server
BRI ARG WKL E 7544 Directory Server X & (1) T A7 s il Ja P4 4 i
B E L, HARN B R s AE SRR ) 4 H

Wi M Directory Server | Windows NT [A)25 G 3 H AL Qg e, (HU2mk
JUANTTHE, TR R R T Windows NT 2K .

B, wnide e M4 FE S Windows NT [#s K ARV BERR S, TSR P E NT
BRI, AE A A T > CEarA ) Ja J5 A A G .

Al Windows NT SAM Change Detector FZHfFH 4L, %4471 HF NT il H
Ho WEFE THRT > REFPT > “EEILHEY > “HIEES, REEEE C%
W > CHAZRNS” .

WePE UL T AN, RIGIET U AIALE B BT BRI HES

PR > TS PR SRR, AR
“WHBE T

o WEEHER 243



HBRHE BRI
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21.

22.

23.

24,

25.

26.

27.

28.

29.

30.

RBEFLV R ZSAE “RRPH8IER” e i, eAbedt “FEP M5
K7 WA DN SO IE#RUCAC? /R4 7 Active Directory HFEH, Wik Sun
Java System Directory Server 4% H ANEAEAT “[F2EH] 1 4103” r,  WHI I K
R [ AR R HAS WA 5o o IR BLX A LI LR “ R HT
FIZR” LRI MRS AN IER .

SET T D BECE T R D BCE AR T 7 Active Directory [R]2V 2 Sun
Java System Directory Server ¥ S} A Directory Server [f] 5] Active
Directory, WZ0K Active Directory SSL CA IE5%8 I 25 Be s (1 1 44
JiE. idsync certinfo fir A4 T SSL 15 B R 15 WA A 2B ) SSLAIE 15 .

S IEi4RE T T EH14 HAE DNS Haffi##ft? - Active Directory 45 il 4 i
RS IZ1T Active Directory Connector LA FIIZ4T “Sun Java System
Directory Server i} ” ({5 34T DNS fi##fr .

Active Directory S &5 ) TP Huhib 75 Al b 4 JE R 2 ] 1 2 SR 1 )
—HHR?

PR BT L BEAT IR B2 AT L audit . Tog ATAAAE S N ERAE 2
TP IR H SRR R A e A Al 2

HARER 2 A B I ?

EERE T 2A “FPHPIERY 2 WRE, YRS GAAAEMR? NAE
“PEBE 7 CREONEARK “ D AR HPEAKREAR “ R 5
R A

WK A B B Sun i3] Windows, H i HA77E Active
Directory H#lalit, B2t AR IE RS IC & 0 A H] SSL {5 ?

& Solaris MY, WIRBEA AAF IR E, TR E S AR . EAFWLLA T IELE
YEAARIERREAT, A

/usr/ucb/ps -gauxwww | grep com.sun.directory.wps

B g AR S A AR S, RIS ID. REUE PN IL RS . X
ARHAT I T AR LA A AEATHERE IEAE 5 L 2 A7

IR A 5445 Sun Java System H kUi, 1M Directory Server A HIAE “ik
PO S 7 FRidRd, 1EKE Directory Server &5 IEfEIE1T. WA IEAE
i£47 1) Directory Server 4 23 tHUUAE W] Fl AL M sl

R FTIR RSS2 B AL TR APIRAS, WEE T SRAE LA R 45 2 IR 5
287 TP EEN EHIA .
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R BRI

R Identity Synchronization for Windows BRI A AL F 1445
EEOA ML TREAGEHTEMNIE . SN RFERERAE T
LA IS A R e 44

31, IBATEERE I e A R LU R R ?

./runInstaller.sh

IOException while making /tmp/SolarisNativeToolkit 5.5.1 1
executable:java.io.IOException:Not enough space
java.io.IOException:Not enough space

=

BERZRAE /tmp B RS HSLAF IR

o WEEHER 245



FIBRIGEE A5 b

ARRRIE

g {1

FI ARSI BRI e s Wb . AR Ak 2 i an R -
o 5246 UM Al B FE H SRR KRR 1D
o U247 TURY AT e L AR I 2 AR A

An AT B E T B H SRR KRR AR 1Y 1D
AT BAR 3R —WE B A 1D:

o fEHIFPLHE”

e “ffiH] idsync printstat”

Ly H S

AR L audit . log R E B AP K HRIEFDERAS ID. B, il
SR RN ID AU BN H . B R ARl i) dee i — S, BAER

S SE PN

B, F NHHEHEBEFERAERES:
e CNN101 2% # dc=airius, dc=com [f] Sun Directory Connector

e CNNI100 /2% # airius.com /¥ Active Directory Connector

[2003/03/19 00:00:00.722 -0600] INFO 16 "System Component
Information:SysMgr 100 is the system manager (CORE); console is the Product
Console User Interface; CNN101l is the connector that manages
[dc=airius,dc=com (ldap://hostl.airius.com:389)]; CNN100 is the connector
that manages [airius.com (ldaps://host2.airius.com:636)];"
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HERR I P B

1 1] idsync printstat
W] ff ] idsync printstat fy&3RPUERAS ID MRS GESBUEE 317 i) “Aff
H printstat” ).

RPN CIIE TR R (I

Connector ID: CNN100

Type: Active Directory
Manages: airius.com (ldaps://host2.airius.com:636)
State: READY

Connector ID: CNN101

Type: Sun Java System Directory
Manages: dc=airius,dc=com (ldap://hostl.airius.com:389)
State: READY

Sun Java System Message Queue Status: Started

Checking the System Manager status over the Sun Java System Message Queue.

System Manager Status: Started

SUCCESS

UNAnT B RE JE R AR 1) = HIPIRAS

A DA 7 v g (R0 B OB 0 RS A “gshila” B OoRE”
%%, 1] idsync printstat iv% (WIRTATIR) , BRAEHL audit.log AT k.

F audit.log YRR L AR e — 4 B
B, A2 NI HGHEEF, WHESERS CNN10T 41 “mteh” R,

[2003/03/19 10:20:16.889 -0600] INFO 13 SysMgr 100 hostl "Connector
[CNN101] is now in state "READY"."
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FIBRIGEE A5 b

L 9-1 X B P IRASIAT T Ui .
% 9-1 ERRIRET X

RE X

AR LSS LR S

[EN7e3 R, (HIZIERAS WA B L E
b RIS H O L, (AR 32 .
IEAER DA AT BRI E, HEeslnshFp.

BT AR e RS I PR 35
LRGERA -

T 4 223 SR IS TGV 8 22 e I R R A
U 2% 2RI, {H Tdentity Synchronization for Windows %25 F42 7\ b L%
PazIEAy, W 2R R A SV s BB AT 208

1217 idsync resetconn (WI1% 318 UI¥] “fiH] resetconn” HFTik) , LN &EHAR
REFWA WAL, RFFFraZiERdE.

B asAb T OB RESIN R A

IR ERE SRR — B T N AL T 2R As, IR BERIsATE, B B Toik
1 Message Queue {5 .

TEZBGEAR LA b, BRIEESRMHE (audit.log fil error.log) AT
TR WG OV 2 Message Queue, WISTRILIRE AR X FPE L
N, HSHE 255 TUH “HEBR Message Queue itk " £ 0] HE M JR A

an R v H A T O B SRR I, W e BE RIS T IR . TH S5 250
TU “HEBRE A iR
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FEBRIGE R A b

HEASAE T s RSN BRI AR
FEJRBNAD . e i P AR PR E AT L RO AS T, A OREE “ 2™ IR
&o WRMARBBFEL, HEH “EHE 7 a2 T MR R 3.

IR ERBNFEL, HIEAERGRIEN “IEAERD” R, WA T4 .
THZ Y 253 T “HERR AR

BRI T CIEAERED 7 ARSI YRR3R

WERPATERR SR T “IEAERD” R, ERFEDEE, W FED RE L
NRGE

o A “HEHIET MRS LIUNTT I (B, A Windows F| Sun Java System
Directory Server) [AIZAESA / BB .

o M MG REEESEERE TR OFEP RN GER: WSt

RS o« WKL QRIS 4 H, WA SE G fRiT
I B«

o JRIEFESS ARSI P BT EE 2 A R0y audit . log T 2 S INERAE
THPMH RFEREELS SRS SR, HirEEaS e mOermtese

Active Directory Connector Jtiiliik SSL 5 Active Directory 1 5 )
INEZ RV HE (e

IR Active Directory Connector Joiiliid SSL 15 Active Directory WK%, HBEE &
ARLUT R R, EEWT A 3 AD Sl

Failed to open connection to ldaps://server.example.com:636,
error (91) :Cannot connect to the LDAP server, reason:SSL ForceHandshake
failed: (-5938) Encountered end of file.
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FEBRALF b

FFER AR A b

A AR BEROE S HEER AL fbE . AR HRE TR -
* 55250 UT[¥ “fE Solaris H1”

* 251 Y “fF Windows 17

o 35252 Giff) “Hifr WatchList.properties”

1 Solaris T

4 /usr/ucb/ps -auxww | grep com.sun.directory.wps F¥HIEAT A
Identity Synchronization for Windows ##¢. TRV T NAZIz 7 R

x 9-2 Identity Synchronization for Windows 172

Java #HEEHZ ke fTIBAT

com.sun.directory.wps.watchdog. server.WatchDog E Ay ks wHe&

com.sun.directory.wps.centrallogger.CentralLoggerManager RPN TRl N Yz ds R0 G

com.sun.directory.wps.manager.SystemManager REE A Y 2eds “RZ0” 5

com.sun.directory.wps.controller.AgentHarness R B OB E 2
AR —A>

USRI AT PO H ERE, U At DA i 2 F08T A 3 T A7 Identity
Synchronization for Windows ##¢.

# /etc/init.d/isw stop
# /etc/init.d/isw start

MBI T AT R, ERSITHUIEH N java. exe R, WSS “f
7 WatchList.properties” —1, DU IEM 2% 7T 41T
HHERGEAM—FE, “Sun Java System Directory Server it 8 i 5 4k & 1%
Ol RS EI H Al R, MERAH M &h . B2, % “ffF7 oy
REANIH I S 2 Won (0T S (B 24 TR RIERAR N D o« XA EOLT, HIE
HE R BRI R G PRI N i) “4lift” 1) logs Hag

<serverroot>/ isw-<hostname>/1ogs /SUBC<id> o
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TR LA bt

K i 4di 5 Directory Server #ifE—iiz4T, FrLAA vl fgss MG AF 6L m) 3
logs HkHEATE#AMIE. WIRLL logs Hax)m EZ AN S isqT Ha st
a5, S BLX ML BB, AT BEAT A I ASH LA 2R 40 iy 238 B M H SRA
el Wit “HEiE” AU

1 Windows

] “IRS5” FAdlim, R a2 CH3) Sun Java System Identity
Synchronization for Windows JIR55. WA HZIEIRS, WRBIZHLE EAREAT
Identity Synchronization for Windows, NA$IJE5). WURCENRS, WHiEH
H “MEEEIR” RK &S IFFEIaIT pswwatchdog.exe C(MAARZSIERE) FF HiEfEIE
ITHUHELH 1) java. exe JEFE:

*  Message Queue fREIFEFPX N — IR (U2 T “Rl” )
o “RGUEILIET XN AR (MR T R B

o LSRR RN AR (YR T R B

o ZMLAS LA AR KRN EERE

R Al RES A B AL TG BRI java BEFE, 1 “Directory Server #5ifi
7 WHKIEIT pswwatchdog.exe, NIEFHE5) “Sun Java
System Identity Synchronization for Windows” fil%%. WiHiz4r 7
©, KRBT H () Java. exe HERE, WITE 20 55 252 L) “A
7 WatchList.properties” , DAGIE AT IEff 22 T P dift.

o MBI 251



FEBRALF b

£ #F WatchList.properties

14} 6 223545 1dentity Synchronization for Windows 211 (14145 I,
isw-<machine_name>/resources/WatchList .properties CIFEMAS N AE1ZHL g
ATINAE . process.name [n] J& P T 44 Az AT I AL

B “Z0” PSS L, WatchList.properties B “Hulvid 348" Al
CRGEIAR” M H:

process.name [1] =Central Logger

process.name [2] =System Manager

LA AR NS ., WatchList.properties KGR/ ERAS I B4 H .
process.name J& M N IEZLS ID:

process.name [3]=CNN100

process.name [4] =CNN101

Ik watchList.properties 4% H FIEAEISAT EREANLEL, U B8 3
Identity Synchronization for Windows ~F 4" 2 F2E R %5 .

Wik watchList .properties 4 H/ATHUHEH (Filhn, HARZH: T AN IEH:
&, A —NMEESRAHD , WIERE 3 HE, BT SR 2R R MU .

e ¥E Solaris A& : w3 HEW S N /var/sadm/install/logs/

e 7E Windows RZiH: 3 HEW S A sTEMPS H %k, B/ Local Settings X
PRI T H o, &S RAE T H R

C:\Documents and Settings\Administrator
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IR T 2L e

HE 7R Windows &4 (11 Windows 2000 Advanced

Server) , Local Settings SCHF3JE e KR SCHF2 .
AT SO IE RN Temp 1 H 5% :

1. 47JF “Windows BRI EIES ", R Mg fiierpife “ L
B> “3efRigm” .

2. R CSCERIET WARME)S, iEEE CEE” LR, JF
JAH SRR BRI ST 3BT

FIEBR T ALt b

A P LT 355 SRR 2 P 1) LR IR e«

1. &

LR T P ALY

RGNS IR WIS T A 2k

o

o

XFF Active Directory Connector, AN&ZEATAT-F211F.

%} Sun Java System Directory Connector, #A45i7E 2 [A] 5[] Sun Java
System Directory Server I-%%% “Directory Server ffiff” .

%tT Windows NT Connector, W Z57E 22 6] 25 [F)451 Windows NT 45 /¢ 3=
ey 23 Windows Change Detector fil Password Filter F411f. %
%¢ Windows NT Connector Ji7, 4 [7] I 22 3X py 4> 241

i Windows NT SAM Change Detector F4114F4 %%, %441 HF
NT it Hi&. @ “IFR” > “BRFp7 > “BlLHR” > “JhE
PR, RGeS CORMKT > “HRORNET . P WL TR
7, RIEET TP RAEEL” ) T MR HE.

fE R EEART > “HHMFHEER hEEE RS BE”, R
JRIEFE T EE AT

o WEEHER 253



FIFRBR T 2 A e

A T AR R DR

7t Sun Java System Directory Server b%%¢ “Directory Server #fiff” J&, &
ONEE A BS54 . A8 LA 4% 223 NT Change Detector I Password
Filter Ji7, W50 BT )0 S5 4% o

TR IEARIET?

AT “YEME” [ Directory Server J& 5 IEFEIZT? “%%% T Change Detector
Fl Password Filter [¥] “ T3 Hlgs” & IEACIBIT?

TR O R A AT T I

TEIBATEREAINLAS b, BILIZT netstat -n -a AR ERA L A AT+
AR . BUTR =Bl ml s T ki @ M =M AR S5 R . R as i &
AR S 1 9999, )

a. EEIRIELEMUTCRI VRS, Ho AL D, XSS PO 45 R

netstat -n -a | grep 9999

*.9999 * % 0 0 65536 0 LISTEN
12.13.1.2.44397 12.13.1.2.9999 73620 0 73620 0 ESTABLISHED
12.13.1.2.9999 12.13.1.2.44397 73620 0 73620 0 ESTABLISHED

b. JERARIEAEMUTIRIINER, (A FAMFEREITER:

# netstat -n -a | grep 9999
*.9999 * Lk 0 0 65536 0 LISTEN

€ T AR IEAEIZAT R, AR T AR AL H RS B 2 5 A AR AE )
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Hebk Message Queue i[5

. AR ARMIVTHCRKE R

# netstat -n -a | grep 9999
<no output>

I 2R E T IERI 1S . MRS ST IEEIsr HAb T “mtes”
WA o FEIERLER A H G P B 2 5 A7 AR AE )

ek Message Queue i

K% Sun Java System Message Queue fCHFE T2 IEAEIZAT . 111217 Message Queue
AR P IR LS Al 1 & H telnet v 2Kk [V 5 Message Queue JIj 454135 :

# telnet localhost 7676

Trying 127.0.0.1...

Connected to localhost.

Escape character is '*]'.

101 psw-broker 3.0.1

cluster tcp CLUSTER 32914
admin tcp ADMIN 32912
portmapper tcp PORTMAPPER 7676
ssljms tls NORMAL 32913

jms tcp NORMAL 32911

Connection closed by foreign host.

o WIRHH AR RIIE “sslims tep NORMAL” JIR%5, WiE{E Message Queue
H&E A LS AR AR 8. WIHRAE Solaris 12367 “f%0”, N Message
Queue REFEFHIHEN:

/var/img/instances/psw-broker/log/log.txt
o WURTE Windows He2e 17 “A%0”, WARERE 1 H &8

<installation_root>\1isw- <machine_name>\1img\var\instances\isw-broker\
log\log.txt

o Bk 255



HeBk Message Queue i

256

R telnet 4 KUK, WARIEATCIEL Ptk THIRIM T, RPEImE T H s
S 5. (RS (R P

[13/Mar/2003:18:17:09 CST] [B1004]:“Starting the portmapper service using
tcp [ 7676, 50 ] with min threads 1 and max threads of 1”

AR RIZATAE, WA #2147 /ete/init.d/img start {F Solaris ' E3)E,
ol JE 3l iMQ Broker Windows k45 7E Windows H B 31 .

WIREELE Solaris 8 H1%:%¢ Message Queue, HZHE1T mquinstall Phehe k4,
MZ1T mginstall #7550 ¥e & IMQ JAVAHOME, LURfRHA R Java (M IERIRRA o

WM AR e “f%0”, WIALAE IMQ JAVAHOME, K4 Identity Synchronization
for Windows ‘% Hef% /723 411 Message Queue fRELFR /A HIEAS TVML.

R PRI R G B H SR b

Message Queue fCHF )74l %1 77 f# Identity Synchronization for Windows fii & [¥]
Directory Server %l 1 HlL. W RACHRE 5 JoV4i%E 5 2 It Directory Server, N
AT S WL ER: 2 Message Queue, HACHIFEF HE Sl 4k
javax.naming J# &%, U1 “javax.naming.CommunicationException” ¥
“Javax.naming.NameNotFoundException” .

I Javax.naming S5, IHHAT R HIEAE

o 4 /var/img/instances/isw-broker/props/config.properties KT
img.user repository.ldap properties [FME &S IEM . 1 RAFIEATATANIE
WhAE, 1515 1k Message Queue IR, S SGFORAF SO, SR )5 B8 SR
PR . AR AN 2 BAREERR P ML A BT B s IR 5548 ML .

o Ku%: /etc/img/passfile H[] img.user repository.ldap.password J& &7
1Efi.

o FERUERGOUT, WRMGSh A A, WA R I R A H .
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Hebk Message Queue i[5

FEERACERE 7> A A7 B B

IEHIZATI, Message Queue fREERE P43 @ MW AF. (HAEHAT idsync
resync #AEMIA], ACBRP T E L KNAF. WRACBERE B B0 N AEA AR, ok
FRIEIH B ESBUIR,  idsyne resync #AFIEESUIEFC (Bg4fFib) . m
HItJ5 Identity Synchronization for Windows AJ A& 43 %7 Wi Y. o

AARHEREFHEAMRAERSE, RGPS ML HE R

[03/Nov/2003:14:07:51 CST] [B1089]:In low memory condition, Broker is
attempting to free up resources

[03/Nov/2003:14:07:51 CST] [B1088] :Entering Memory State [B0024]:RED from
previous state [B0023]:ORANGE - current memory is 1829876K, 90% of total
memory

N e B AR O

o HKHRBLR I A AE LRI INE 1 8 2 GB, Wl (Sun Java System 1 2004Q3
Identity Synchronization for Windows & 7715 47) ik .

o fEIAT idsync resync #AEIIE], NOREH G0N AR o R HIS G0 ik
TR B R o B AR AR e A B, DR R SRR AL 5 R S 2 1) H S
THEROE R R o

o RRUCA—A “[BH IR 1817 idsync resync.

— BARBRE P AL, 15U D IR IR

1. A A AN F ok P R AGE RAF SR IR AR P R AR T R AR AL I%
IMENSE

o #£ Solaris #: /var/img/instances/psw-broker/filestore/message/

o 7F Windows H: <installation_root>\isw-<machine_name>\img\var\
instances\isw-broker\filestore\message\

o WEEHER 257



Hebr SSL ik

2. JEHS MRS S A ARALIE I . R H S i SCFE R 10000
A MIZRHREERE PR T ORI R P AR, SRR e A AR T )

3. BURMIMEWRENZY idsync resync #AEA7 K HESCHE, W Bl el ix
LESCAEMER -

4. FE 181 LW ARG TR 51545 1 Message Queue fRILFEF

5. MHERFF A BALAGRS P BT SCUE o IR JK R S 1) e T 60 P vl A 3t U )
bk message/ H3%, ZJGHHFal#E.

6. THi )13l Message Queue fRHIFLT .

AR U T HEAT BeAl, AR IR P AN P B AE AN 2 TS

IFBx SSL ke

S Wi SSL R, i ZIAA 11 %, “PE ettt ZE A T
Identity Synchronization for Windows {41 [ SSL. A5 f:

o ZOAHAFINT SSL
o “%HR” Y Directory Server 8¢ Active Directory [1][#] SSL
e Directory Server ffiff*5 Active Directory [ SSL

1 A EAER THTAIEE, AR R At IR R B2 10000 MHESCHE,  DUEGEIEERINER SR L TE RS R .
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Bk SSL ki

A LERN ) SSL

Identity Synchronization for Windows 3 P IS “A%0” 220 n) 2 it
() SSL i LR AR IEA . WRAE “AZ0” BIYI BN T AR I SSL w11, R4
Rl AR TCIRIE R A . AR IR ORI B AT T REAN 2 R IR A
“PERIG T R EoR M AE

RCE DRI ORAE, ([EIEIEA “ RO ARIZHIER .

/?P\é L%ﬂ%ﬁ EI u_,\’[ﬂ‘@x?q: [J\—F% EI

[10/Nov/2003:10:24:35.137 -0600] WARNING 14 example "Failed to connect
to the configuration directory because "Unable to connect: (-5981)
Connection refused by peer.".Will retry shortly."

R DU RGO, THEIEC R0, SRR AT IERA 1 SSL v 15 HRT 2

“EEdias” 5 Directory Server &Y, Active
Directory [i1]f#] SSL

WIR RS oVl SSL %24 Directory Server 5% Active Directory, I I f¥)¥
K HIUAE O R H S

[06/0ct/2003:14:02:48.911 -0600] WARNING 14 CNN100 hostl "failed to open
connection to ldaps://host2.airius.com:636."

7 “HEHlG7 R “femPLaiint” mil (2058 119 30 .
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Hebr SSL ik

AMEARHUEF
Al AL HESRIUE 25 . flan, i LDAP IRE-2:17 SSL ik B ARG AT,
2230 5 513 B

[06/0ct/2003:14:02:48.951 -0600] INFO 14 CNN100 hostl "failed to open
connection to ldaps://host2.airius.com:636, error (91):Cannot connect to the
LDAP server, reason:SSL ForceHandshake failed: (-8179) Peer’s Certificate
issuer is not recognized."

KREZHNEOT,  CAUEFBRPAINZNERL S IEB R . Xl adizfr
Directory Server Bt (1] certutil /@ EATHAIA. !

R SUNWt1su AL 30t TUE A BSE R Y (U certutil) , %K
FEAZE Y Directory Server — 42K (A A Sun
Microsystems % 2 N &t B, D

PR )E, FTAELC ML E RS certutil:

/usr/sfw/bin/certutil

1. fE Solaris HiBTIL AT AR, Ik <installation_root>/1ib F 5V MF] LD _LIBRARY PATH FREEAS R,
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Hebr SSL ik

FEAGIH, U EE A S AR AE S

# /usr/sunone/servers/shared/bin/certutil -L -d /usr/sunone/servers/
isw-hostl/etc/CNN100

Certificate Name Trust Attributes

p Valid peer

P Trusted peer (implies p)

c Valid CA

T Trusted CA to issue client certs (implies c)

c Trusted CA to certs(only server certs for ssl) (implies c)

u User cert

w Send warning

FE R, AR E s L Active Directory CA HiE15:

# /usr/sunone/servers/shared/bin/certutil -L -d /usr/sunone/servers/
isw-hostl/etc/CNN100

Certificate Name Trust Attributes
airius.com CA c,c,

) Valid peer

P Trusted peer (implies p)

c Valid CA

T Trusted CA to issue client certs (implies c)

¢ Trusted CA to certs(only server certs for ssl) (implies c)

u User cert

w Send warning

Sun Java System Directory Server fl Windows NT Connector BRI 88 i b A & P ANIE, B
saint-cert100 fll saintRootCA. PLARAS H AN i IX 2eiiE 5 o
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Hebr SSL ik

A TR, CAMERREE SR “c,,” . WmAUFBAAE HIE R E TH
FEFRE, AR, W e AN INEB 5 & SRR 3) s, R
JE ) Sun Java System Directory [77f] 1dapsearch fir &2 Wil il . 1
ldapsearch NEZIZIUET, MIEEMSRWASESZ. flwn, WRIEBARET, W
é?ﬁﬁldapsearch?ﬁ?ﬁo

# /usr/sunone/servers/shared/bin/ldapsearch -Z -P /usr/sunone/
servers/isw-hostl/etc/CNN100 -h host2 -b "" -g base " (objectclass=*)"
ldap search:Can’t contact LDAP server

SSL error -8179 (Peer'’'s Certificate issuer is not recognized.)

-p EIHIE/R 1dapsearch fii FHIZER: 2 CNN100 [KIUF PBEE FEEHEAT SSL iF P E¥IF . %
IEHAAE B N2 8 AE AP 5, #56 1dapsearch /& B HEZZIE T, R
S TR SR

ANVEFCH) =LA

> Identity Synchronization for Windows 2184 V. SSL ME#m,  (ZEHEEIT A IE
F#'E) , Identity Synchronization for Windows ] “HEHAE” KA 40 M55 2% 1 3
BLA K75 55 ik 55 A 7E SSL W R BOIT e S AOUE S i N ARDLIC . 7 LA A
VLR, DA R AR L S

Identity Synchronization for Windows Ft & *' i) H sl EHLA D AURL % H sk J5
A4 RAE A RN TR LA AR AT

[ 1dapsearch RAGH AL ETICH, 41 FFR:

/var/mps/serverroot/shared/bin/ldapsearch.exe -Z -P
/var/opt/SUNWisw/etc/CNN100 -3
-h host2.example.com -p 636 -s base -b "" " (objectclass=*)"

#4247 (host2.example.com) H K =LA S UEF Bk A B =LA AVLHS, W2

ldap search:Can’t contact LDAP server
SSL error -12276 (Unable to communicate securely with peer: requested do
main name does not match the server’s certificate.)
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Bk SSL ki

A EHLAULED, WP R DIiEAT 1dapsearch T4 27~ DSE [N %% .

BISHIUET
SRR AR HOUE T DR, WS T AR

[06/0ct/2003:14:06:47.130 -0600] INFO 20 CNN100 hostl "failed to open
connection to ldaps://host2.airius.com:636, error(91):Cannot connect to the
LDAP server, reason:SSL ForceHandshake failed: (-8181) Peer’s Certificate has
expired."

BRI, 2500 55 s R BOHTIE S o

Directory Server {#if}5 Active Directory [a] 1]
SSL

BTG N, AESAT BN SR i R DB, Directory Server ANiliid SSL 5
Active Directory {5 . 1SS ERAH LLAR S il ok SSL HEATHIAEAS, 25t hn
BT, “TE AN PR, # Active Directory CA iF 158 N2 &F - El A4
(] Directory Server k-S4 FErh o W SRANGRINILUE S, 2 HBL “PdT DSA WAE”
BRI JCVRR P 4652 ) Directory Server, JfH “hiffF” MIH&E (i,
isw-<hostname>/logs/SUBC100/pluginwps log 0.txt) ¥ FHIE &

[06/Nov/2003:15:56:16.310 -0600] INFO td=0x0376DD74 logCode=81
ADRepository.cpp:310 "unable to open connection to Active Directory
server at ldaps://host2.airius.com:636, reason: "

BB, 280K Active Directory CA iE-F¥5 I # Directory Server (#1544 1,
SR J5 0T J3 3)) Directory Server.
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FIRBRAS il 4% i bie

FIF R A28 il s e i
A A Active Directory S I # I, JELETF RIS EE

A OR IER S T TS, TR Active Directory J8d il 4% 5 58T R A2 i T
e
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Identity Synchronization for Windows #2147 5 22BN BURA . HH R Ge#dt LA
Lo b5 A R A AT A BRAR DL AR A7 o

AEE I US55 N B G SRR T R A

o

S

® B

# ®

#

266 T[]
272 G
274 L1
275 LI
276 TLIH
277 LI

“THEH &
“RLE H &S

“ B H IR
P BRI FAR A
“ BT H LI

“YF Windows NT HL2% g &1~

265



THRH&

TiRH &

266

A M “Identity Synchronization for Windows #iil& 7 1) “IRA&E”

IR AH S

KER.

WRAE SR B R (LT 2D Pakfe FA iz —, “ORE”

HEIR  EoR g

B RAAMN, DS bhe e Ti200H 5 R .

o HFW: EFAHKE A (B, de=example,dc=com) #F& % H UK
NP

o FRBAT: B AT BOR AN D BYIE, T R AINC E Identity
Synchronization for Windows @420l 56 X L2 B (R fp o LK 8 Won i 258
B .

o EHURICAR: BEPEILTT RUARIA R H W RS RAE G R (ERREHRRD .

o HRRSUMF: R AUTRIUE R RGHAROUIE R CBRRHE” SZBRAH
AP—Aadugss, H U BRIRSH )

Bl 10-1 REILET

y BFE

) T

L AE
B i
B e

rtity Synchronization

@9@ do=prc do=sun
A prc.SUn.canm

L UEZ () ] [ #Ey
B T 1Nar.fopt.fSUNNSMogsfcentral.faud'rt.Iog
B e L 125
Bl | B | #ERID D == | R [
[27iDcti2004 . INF O 13 alclab26 pre.... "Connectar [CMM100] is nowin state ... | &
[27iDcti2004 . INF O 13 alclah26 pre... "Connector [CMM101] is nowin state .. m
[27iCcti2004 . INFO 15 Sysidgr_100  alclab2B.pro.... "Established a connection to the Sun ..
[27iCcti2004 . INFO 13 Sysidgr_100  alclab26.pro.... "Reading the active configuration.” =
A S S S S S S S N S e S e E S S S S S NI S S G ES SRS TG SO SITIEEIE P e
B8]
51
R D
]
""" 1
HE
wap |
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H AR
A4 Identity Synchronization for Windows 1] F (AN [/ 287 H & :
o U5 267 U O HE”

o 260 B “AMAIEH A

o 5 269 G “AH Windows NT F414F H&”

e Zf 270 Uiff) “Directory Server ffif} H&”

qUAL) ILD

HZLK Identity Synchronization for Windows Z1{-#£Vj in] Message Queue, P
iR KRV E S| E’jﬁfh%ﬁﬂif /- Identity Synchronization for Windows H'/0rid %4
o B, XL HAE P SR BT ALERTE R 2RI 32 H A

XEAE R H A T35 T “R0” BIPLESRILLT H
e ¥ Solaris F': /var/opt/SUNWisw/logs
o £ Windows H: <«installation_root>/isw-<machine_name>/logs/central/

HARHGEAEL 10-1 o8,

* 10-1 Identity Synchronization for Windows H &%

H & &R B

error. log TR s 0 “oEE” KA.
audit.log error.log I, W& KTEEANFED I E.
resync.log i resync fiv 445 A TH BAE BEALHR S .

B L HER 5 TR LT ID IR R il

[2003/03/14 14:48:23.296 -0600] INFO 13 "System Component
Information:SysMgr 100 is the system manager (CORE); console is the Product
Console User Interface; CNN100 is the connector that manages [airius.com
(ldaps:// serverl.airius.com:636)]; CNN101 is the connector that manages
[dc=airius,dc=com (ldap:// server2.airius.com:389)];"

B0 TRH IR 267



THRH&

B 7ol sds, BAAREAT B CRAM H & BRSSOl RS
NSRS, A AR I e Al ] 7ok 4 e s i«
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A HE
FNERRS . RAEHISRHP OO RIS 1 LT AR H &
2% 10-2 A H &

HELZ#K i

audit.log error.log [MHBLE, &K TRAFDIHAMMNE L. XL BB E A8 H .0
audit.log.

error.log TG &7 1 PE” KR, X WS A0 error. log.

e HEN T LU 1 H ek

e ¥E Solaris #: /var/opt/SUNWisw/logs

e £ Windows F: <«installation_root>/isw-<machine_name>/logs/central/
sysmgr Al clogger100 (HLOMLsRAS) HRMELE T “Hb” ML b

Identity Synchronization for Windows i RAGFAMiE HIXLEA AL H IS, Rl
K 2 H S sh 205 B0 H OSSO se 8L, sk

audit 2004 08 06.log

HE BRINEDL T, Identity Synchronization for Windows £+ K2
BIAER RS H & 9 S Log. properties HH
com. sun.directory.wps.logging.maxmiumDaysToKeepOldLogs {H X
Ja FOF R ARG bR, o] A I TR B

AHL Windows NT 74144 H &
L' Windows NT T2 A G AH H &

e  Windows NT Change Detector DLL

e Password Filter DLL

KA H SR T LUN H% I suBcixx (541 suBc100) F H sk
<installation_root>/ 1sw- <machine_name>/1logs/

Identity Synchronization for Windows KX 26 3CAF ) K/ BRID AN gk 1 MB,
HARE &G 10 MHE.

B0 TRH RSO 269



270

Directory Server ffif}: H i

Directory Server #fi{}-ifi il Directory Server 45K Bac s 20 H &, il
Directory Server sk L HBEAT HSidsxk. Mk, A Directory Server f#ift H & iH
ALK R A7 ] Directory Server 15 H &

Directory Server ¥k [1 L't Directory Server i FIZ0 {4 (115 B A7 B4 2 H &
. i THfi%E K B 1dentity Synchronization for Windows Directory Server i)
THE, WTRURIE S PR Lsw 4T,

BRAATOUT, AR H G R SR My “HEifE” HEWE.
1

[14/Jun/2004:17:08:36 -0500] - ERROR<38747> - isw - conn=-1 op=-1 msgld=-1
- Plugins unable to establish connection to DS Connector at attila:1388,
will retry later

Al M “Directory Server Bl 57 T4 Directory Server i H A BN TELH 2
FEgon, BB

1. #IHf “Directory Server ¥l &

WP “RUE” EIR.

FEFALE R RS “HE” A

HPE CHRRT IR

i “HEZ” $H.

JAH AT HE. O TIRBEVEANMAEEE, WATBUS ] R
il “EET, IRl “ORAET

N o a & » N

42K Directory Server H % TEIEE, 2 (Sun Java System Directory 5
2004Q2 Server Administrator’s Guide)
(http://docs.sun.com/db/coll/DirectoryServer 04q2).
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i

HBH &

% EI ﬁgyﬁlg\%ﬁ@/ﬁ‘\ W\—F{Elg\:

IFIE]: $i it H A HAERTIN NIRRT E D 2B .
[13/Aug/2004:06:14:36:753 -0500]

Fl: 5 H S B E R AR .

Identity Synchronization for Windows fifi ] LA~ H & 41 :

® 10-3 H &0
H&HH B

s ZI PP TR RN I DB E B, PIRSEIEWIET. fl,
S ] IS B B 5 B TN B AR P B R B e IR AR 2R B v H
Eh.

TR X B S ERAEAE RS P HAT IR A 2 A R R .

Fikea R R SRR G TP IAT IR E 24 R E R KA 4L H &%
SR VRN SR A

LA X SRS B RSP AT N e 2 A 5 . BT A H SR

TBCEA RN SR RE

LR ID: WoRT5 R HF KRR Java 7 ID.
ID: EWIGURCHAFRAUE (EHE . REE IS .
TN BRGNS AR

HWE: SR 5RO T R R E R .

N VIERE IR

“Resetting Central Logger configuration ...”
“System manager is shutting down.”

“Processing request (ID=<ID_number> from the console to stop
synchronization.”
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e H a3

Al E H & SO

A LM “Identity Synchronization for Windows £l & 7 48 (1) B B0 & H &
3K, WRPR:

LT CERAT, R CRE R

2. TESHUMEHOIEIFN AL BBMBL “H&” AL

3. EE KT WAL CRUE” IR ¢ HESE W (B0
Kl 10-2) .

& 10-2 ficd & H &Sk

n.con - Sun Javal(TM) Svstem ldentity Synchronization for Windows - alclabze
E-L ETERE LV oy ARENh

Sun Java™ System  identity Synchronization for Windows ' 207443

& ldentity Synchronization for Wine
® Cg B&% R B
o do=pre de=sun de=com

A%, pro.sun.cam [ B ET AR,

@ G@ WMERE
B suL

G O HAETHTARFDY |

) Mvarfopt/SUNWiswlogscentral

] MERR Unix) B ES5 syslog FIFHEARN),

DAEMC -

[ MR B,

TR T 30 x,

EERNEAOHE, W AR AR, FERMFROAEHE, W AZRIHER S
B, WIEAAELA A A A ENSAIINEE.

R A EERE) Eif(R)

LE” this: WP EFLE

4. (EH] “HBICAE MR BCE H S, ik anh
o RHBBAIM . FHIETAR HESA “BL” TP,
LIS, L

o JAHEGAHEHRSCE (i,
/var/opt/SUNWisw/logs/central) .

o M “RHESUFENHER” I, SRJEHRE H S EAR AN S 44
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P & H &Sk

ER el & AN IUESR 2 1) 0SSOI B R R BOEAFAE.
R HEHFEAEE, ool a2l e H s H k.
U, AR HE 20, AR iR E IF R
A7 TR HS AR . 220 LIk ER HER w5, &
ML, e EHl G fEfR e ML B R AR H .

o KM Solaris — K HE BN syslog FHBi#2 111 Identity Synchronization
for Windows M F7£ Solaris “V-& &, W5 F ik 1.
fEHIF hr s ik H0E HERZO . (B2l /5% DAEMON. )

EX WRIEH EIET,  Identity Synchronization for Windows #%
25 BARIC K B syslog s HUZE, BRIAME DL syslog #HT
BN A BT O PR L.
LK syslog BUE Al “fEE” KME, HwiE
/etc/syslog.conf, JfFFLLFAT:

* err;kern.debug;daemon.notice;mail.crit
/var/adm/messages

EEOAR

* err;kern.debug;daemon.notice;daemon.info;mail.crit
/var/adm/messages

MO B EUR, WA T B ) syslog SFHHERL, R Tk
/etc/init.d/syslog stop ; /etc/init.d/syslog start

ZRA VRN . CEETRN” R “ERAn” Hds, TETE
5 AR5 daemon.debug.

o MEREFHE: HECHFRERE TR (R 14 A TR
fEAE=E ), 3 R IO 8 8 R P ) AE A I A0 H S SO p R B AT

H&s

i, g w 30 X, Identity Synchronization for Windows K75 3C#F/E
J 31 KGR EA

o HEZH . HHTRARTEREARGHEP AR ENI. GEEFE
271 W “HESM” . )

5. i “ORAFHGGRCE” #HL, MR prEiE el H s st

B0 TRE RS 273



A H xRS

274

TAH H AP IPRES

1. {E “Identity Synchronization for Windows #iil &7 v, it “RE” &I
+e

2. fESHUM AT, FIT CHSURT W, R IERE H ORI R (B,

dc=example,dc=com) -

CRET IETR IR AR, SRAVSIEE H R RNE R (B, S0

Kl 10-3)
B 10-3 EBS RN
’g I;;m;;;;chronizaﬂon for Windows 8 dc=prc,dc=sun,dc=c0m #5U)
399 do=prc do=sun,dc=com SEHBD.  GNHID
A Jrc SN Corn
@ ek
¢ G A "
Bi sitm .
B dhaTi EHET ;True
E—IER: ;2004.10.2?15:33:2?

ER R U RSN, Kb BRAEEERSZ CHRET RER
IHBEEE 2 ATIEINAR

R IR N A B

o BEHT: b “HUH RTRIHIESR AR

o RE:: R HSREREEEPR S . ARCRES R
o AREER: RUEIEHA.

o DREE: CUORERSES, HPMARBKEIESITINGCE, PTUORMLS P
HE . WRE R AR MRS B — 20 ph, W] e AR B T e

o B RS OMIFIREHES, HEHEPRFEDAEMDN R . WER AR A B
[0, B B E R SRR AR A AU R s o 1 R:, W
R REE el KA.
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HE RN EARE

o IEFEREP: HESSEAERDN R ARV, B R BOK [
&, WEERIRH &,

o IEBIHY: RUTH PR AL TS SRS
o E—UGER: $R L H SRUEIE R S bR R R I T

A RN B RS

B I N0 5E % Identity Synchronization for Windows 4¢3 Rl & ik F2 ¥ 460
R, L A R A

1. 7& “Identity Synchronization for Windows ¥l &7 v, E# “IRE&” TR,
2. EFMMERT, BIT AT 1R
CRET IETCR I AR R, SRV ED RIS (B, 2
Kl 10-3) .

E 10-4 BE “THITY FIE

&} Identity Synchronizati il B

@ g BeE = ]
& de=prc do=s1.

a8 '

A prc sLn.com v

© 14 | dentity Synchronization 7R,

s v oo {50 R 7 e ] e BB R s v im portont A, b — S A AL RSt R S AL
@ BE ¥ 3 A Eidsync prepds s 4% Sun Directory Server 2RSS (dap: falclab2 pro.sun.com: 389].

[E s ¥ 4 ERE TSR TR Solaris 2 Windmes 2000 153 k3 Active Directory i pro.sun.com e,
B R v s AT E R TR FEEE Solaris 2 Windows 2000 3133 E3h Sun Directory 3 do=pre do=sun do=com 425l
¥ o B ERETEER, ST F8% dap:alclah 26 pro.sun.com: 359 % Sun Directary Server T,

7@ T do=pro,do=sun,do=com TP BEEE S ER 53550 AR5 HR 58 b Sun Directory Server 101,

8 : 32 Pidsync resync”, FEHA Directory Server T windows F P2 8= AR,

9 : (R A Bidsync startsync 4 4-REFIEE,

3. Huly “HURTT HZH OB RPFTZSE.

SENRH B E TG, JFRUKE TR AR DR A R R T e
BN B R .
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A A I H &

B H U IR

LA R H &

—+
PIAN]

1. £ “Identity Synchronization for Windows ¥l &7 1, @EF “RE” EIUR.
2. {ESFNMERST, RIT ST SCE” B “HRRSCHE” TR
R IR A R KA, BaMarHE (K 10-5) .

B 10-5 HEHE

e w7 e

rtity Synchronization
B

AlHRY | [ *EHiy

oy domprodo=sun | B ) [FariptSUR s wiogs certralizuditlog
A pre.sun.com
) T ALY |25

HE

B &b et B | #2810 | D EZII L]

@. Hig T [27iCcti2004 . INFO 13 alclab26 pre. ... "Gonnector [CMM100] is nowin state .. |-
[27i0ctiz004 . INFO 13 alclab26 pre. .. "Connector [CMM101] is nowin state .
[2Ti0cti2004.  INF O 15 Syehigr 100 alclab26 ore.... "Established & connection to the Sun ..

| FvarfoptiSUNWiswlogsicentralierror log

&l | #ARID = b

INF O 15 -
INFO 15
INFO 15 =

= & Idertity Synch
B ?, t‘; E"m";c ™ AR [ #
[ oh dompros | By
_‘% A pre.sun, =
i @ riturs BT L), 25
| | |® G A=®
B #ribme | | FAE
bed s | | (270120041 4.26:34.452 +0500]
[2780ct/2004:1 4 46:13 545 +0500]
[27480ct/2004:15:13:20.057 +0800]
521D
10
E#.
HE
[ mmry

waE |

CORE” IR B B

o MRIFT: INZEOHT I U B R

o 4L

ML BTN Sk s BB () U B R A

o HEIXM: B R e R H AR e R4 . il
C:\Program Files\Sun\MPS\isw-<hostname>\logs\central\audit.log

o BEIMATH: JRE TR ORI T IR A H AL
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7t Windows NT HL#s 15 FH wi it

7t Windows NT Hl#% I )3 FH H 1t

RIS E P — & Windows NT LS, 1SS HH Tk, 50 Identity
Synchronization for Windows AN BE1C 3% 3K F1ZHLAR 1971 & o

A% LU T P2 7E Windows NT H12% F g H s 1 H il %

1. E Windows NT Ij(] “« ﬁﬁL\ ” ‘H‘$‘EP jJ “« ijz ”» Jﬁj:x 113 %EEF?: ”» “,"5‘:, EIH ”» >
PR

2. BoR CHHPEEEY XEHESS, MOREEIRIEEE CHmE” > “HIRT
K BoR “CHTALORIG” RRHE

3. i “HRZRAIEAE” L RIEIRM CREhT R R HE,

4. i e RMNZAERE.

X e B BT PR L AT A R

B0 TR AR 277



7E Windows NT Hl#s I s diit

278  Identity Synchronization for Windows 1 2004Q3 » 23 FIfL & 57



11 =

fic & 224

AT TN M F N B 2 A EL G R . WA

%5 280 LK)
5 286 LK)
%5 289 WL
55291 LK
%5 293 LI
5 296 T
%5 300 TLI1
%5 301 TLIH)

“u AR

“ e e

“ORA R IR E”

“iH idsync certinfo”

“ft Directory Server )i H] SSL”

“ft Active Directory Connector H)i ] SSL”

“¥4 Active Directory iE-2¥5 1 £ Directory Server”

“Ft Directory Server il 575 1 ] Directory Server Connector”

ARERIERB NI B 22 EETF)R” (SSL) Wil 5k

AHES, I TENECM . ANECRUFT Internet 424 IR & DA B 7UE
TEAN R ER . R T XSS, WS HFM (Managing
Servers with iPlanet Console 5.0) 5 24 M =B i % .

279



LA TR

E2Qe SR /BN

R BUR(E B Bk, Identity Synchronization for Windows SRHU % 4> Tilj 4 it
KA R -0 1r) B[R] 20 H S R MV B R UE A5 1 22 42

AT TR AT

o 281 WU “HREMHLE B

e 55281 Uif¥) “ffH SSL”

o EE 282 Giff) “ AR 3DES #H”

o 5282 Tiff) “SSL I 3DES #EH R4 i
o 5284 iff] “Message Queue V45l
o B 284 U “HUE”

o 285 WM “REALEREIRY L

sese 4 ik BAERTIE R AR R L
o TN I I P A Y] SO

o Ui FRYUE RGP S SO AT TR R O E, XA TSR W]
CEY

o Wi # 3k X Identity Synchronization for Windows [FJRFAZHL 1 (1 1 ] L
o TURPBLI T N b A 1 SO AR B

o NRFEMEEEE BV CNRGHIEEA AR B X ) e 4 R R K,
B T REE ] T U5 R A H SR R G
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LA TERE

T 7€ Mo B A

N T AERBURAE AP A 0 Sre3UIIR) LG e ) 26 4% i 301 ) e HC EAT (R 47,
Identity Synchronization for Windows i 1] A/ &' %75, &R A4 “fb” 45

S MC B, O BAEFT I 456 7 8217 Identity Synchronization for Windows
LR PPN L S A B A 1

bav-y RGUE BAS LAV MR, R4 Rek LS RIER S, XM
RGUE B A 2 B AR AR AE AT an A SO

SCAF AR GEVT 1) 1 2 B L ETERBUT U5 ) R GEAE BRI AR ST
Identity Synchronization for Windows 222 7 A% 1 25 ith i i 5
it A SR

LR PN B A D I P e, WS A 286 UL “Inum etk

i ] SSL

A} Identity Synchronization for Windows & 4 7E 414 F 4 1] LDAP (AT {7 &
ffFJET SSL [¥) LDAP. fifi%F Message Queue (115 i) 333 ik SSL AT 447

M Directory Server [ £ Active Directory i, @AZifE Active Directory
Connector fll Active Directory Z [f]{fi F| SSL.

Eﬁg‘{m ’fjt_ SSL IquJ

BOATGOUT, BCE M H] SSL IR SR %% kg5 4% (W] Directory Server u§
Active Directory) IR[FIIATAT SSL iE+: — GARAREAEUETS . BIWIUE S TC AR
oo HEREASAIRSS 4% 18] (T AT W 230 A5 AR BN, (HZ e e A AN H S4T30
5 Active Directory 5¥ Directory Server [f/[155%% .

SRR NGRS, EMH “EHE” £ CHRERE” K “45

SE R AR MR R ] “ TR EMEAE SSLAER” &I GES M 119 1) . JH
FHILIEIZ J5, 0K IE M1 CA UE BN INE] idsyne certinfo Hiih MIERARE
AETTIL

=
g
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LA TR

LA ) 3DES %9

MTC 25 R A F ¥ 3DES A H T Oy L & H s T A U S B . B H &
B4k, &% % Message Queue [F T A TH B K H T 5 38 3DES %4 m#% 7 A, 7&
PR AR AN T AL 2 1) KA I R R4 421 3DES B9 n% 77, Directory
Server ffifiKH| 3DES % 177 0] BT H - % 58 SSO2EA T N %

SSL fi1 3DES Z4H {9 Mg 3L

#% 11-1 #Ei& T Identity Synchronization for Windows W1 {474 ko /4 £ 432 1)
A5 B

£ 1141 FIF W 2% 22 A R U 5 B

B AR T vk FETFHE BRRZ A

T SSL Yy LDAP  (WJik) » Directory Server Connector #iI Directory Server. Active Directory Connector
A1 Active Directory

» Directory Server #fi{1}-#1 Active Directory

o AT ARSI E H %

o UG FOFESINCE H

o “YEHI&” F Active Directory 4 )= H 3t

o “PEifl&” A Active Directory 1 m 2[5 25 ) Directory Server
o Message Queue IR ARG & H 5%

o HEFEHS. RGUEHSR. POdSAR. AT AR ‘G rlResEl
LDAPS I&il: Message Queue

o IR HIICE H XM
o UEFEFFAI Active Directory
o ZRREPMELHIL ) Directory Server
FIFH 3DES #4mas (ERAME) e«  Directory Server Connector Fil Directory Server ffift (s 2D

¢ Windows NT Connector. Windows NT Password Filter DLL 1 Windows NT
Change Detector (113 4

o TRACHE H ST BURME R
o EEMM M RRIENTAEE  CRAEESE 3DES WAHBAT )
e %4/ Message Queue RiXMATE (FEHE) HE
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B 11-1 R BE] T ASHT R TR I 2 A D RE

B 11-1 Identity Synchronization for Windows %4 Pt

-
L

s R
R R s
S3L S3L SSL
3DES 3DES 3DES
| Message Broker
S50 SSL
3DES 3DES
Directory Server Active Directory
3 ) _fEEEJ B

Microsoft
Aclive Direclory

BeLEH ST SSL ) LDAP RATEN, il h LDAP

HNE K
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£
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LA TR

Message Queue V5 [ 4% 1l

Identity Synchronization for Windows 1] Message Queue [1)j il 2 iR By 1171
RGFAUIE I TR BT T A QA ATIEAT VT 1), AT S VRS IR A5 AR L2 Y
HE.

Vi li) Message Queue fUFLFE/FIS, K it A Message Queue FIIERE a5 1R (1 HE
— P2, 4 Message Queue K% REA N BIR A 128 3DES #4177
Aon, ORI E A, LABE LB ANGIE U P AR R IR SR i S
Ko XEEHE AT 1L (a) &R RERCE IS 0 BAS BERs, BLA (b) Mo
B B B A R L S 11 2 ) B

HE FOIAEDOL T, Message Queue [ P AL (WHEZ ISR GE B
¥4 Message Queue FUHRE IR [HIRAE ] SSLEF. A7 CHY 54
Message Queue iE-FKHIEL) A8 M HE 5 Message Queue A5 24
) BRI PEAIAE L, S D05 286 T “Iname vk

EPSIeY
BRI HATREAGE TS, 4 85 0 Active Directory F1% /)25 ) Directory Server
FHREE RS o AEREX LR BGIEAS A7 fif 17 i e B H b 2 i Lk A .
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FF Al DRI 22

# 11-2 #iA T Identity Synchronization for Windows 411 £R47 776t 2E fig A% T 11 B

LA TERE

BAE R o
* 11-2 FEALL IR
RHARE PLERB sl
TG E H RSB AP SN S H s R APk U5 0 8% B3 ARfiAEr= Shiic & H 360 0 T Busfs B3R
7 i e & IEP A4 Message Queue L[ BDES T MAC & 24 i) 3DES 254347 I

Directory Server
Retro Changelog

Message Queue LHIFE
FFRE AT A

Message Queue fLHEfE
e H e

ROV PG S 3

puz Sy L VS RS T R
iy

Directory Server #fif}5]
FhHLE

NT Password Filter I NT
Change Detector 5| 3t &

Windows Connector f)%
R

4.

Directory Server ffifI-ili i /i, IfFAE
5 X Directory Server Retro Changelog 2.
X IR AL S S AT N

Message Queue {{HEFE ¥ 476t 46 T &
P 2 IR) R A B R 253 o

Message Queue FCEFE A AR 7 i i e
B HFORSALA . EAE B0 %
FHAIRSR AL B S B P A A S R R
P e H

ARGV B 515 S0P U7 RN B (5
Ko HAETE A% IR i it

T T S B P 4 3R

S S Ol S AR — MR L B
Iﬁ:, Hoh 4 HF V5 Message Queue
FIRE TS .

% Ui MECE (f7fif#E en=config H)
FIHE P TR B E .

1EfifdE Windows A1  NT F411E
e B L5 T T B M N 12 B HOAE T

Wlndows EBAIS B ) B AT
A SRR AT

o HRIE—DLRY R EE H I

WS kst .

Directory Server fdiff-23 K FH &N 52 Frl
H 1) BDES =PI BrE HI ) 2 s 5 Sudh AT

.

B RSB AL, I R A B AR 32
3DES #H75 :\Un#

SR B ATA A5 R SO R G0 ) 45 ik
ATRY ) passfile #.

BOCAFE SCPF R G AT IR

TR i SO R G IR R R EEAT DR AP

cn=config T-H it ACI HATIRY", TR
SRR dse. 1dif SCHRDIE Ik S0P &R 48 Vi )
BRI TR

WRXT PDC 1M U5 1) A =2 2 R4, I
TR I U ] ) ORI e R

XL AN DA S AP0, 1R
MDS5 #H J7vERIT T I o IX e A SC
IR SO R GV MBI T Y. GES
[ “hnsm At )

HNE K

W
e
2
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T 2e 4tk

hnos 22 4k

ASTTREIR T A7 it 24 B RCAS P A AL IRV A 2 A B LA S A SR AT E A i BRI T
AN RTINS 2 A PR R . e AR LR A

o BB 286 N “HCE D

o 5286 UMM “OIEACE HoRUEH”

o 5287 Tiff] “Message Queue % ) HLUF P54 1F”
e 5287 Tiff] “Message Queue [1%:44 SSL iE1”
e 5288 Ui “iJjin] Message Queue fLHEFT”

o 288 UMY ML H AR PR

o 5288 BUffy “PRAINHCE H R MYs] 7

HC B

Pic S G T OR P BBUR IO AR IS, R 2R P AN 2 0 A ) it ) S Tt A o ) 3
W s VAR ORI B AR LY AR (R T IR S BRI S, TR T
TR R E SRS TR 3 5 6

g, JLRERDNH)ATRE, LS PR NG FRAEE TR 7
Fro EANAFEIILEA . WA R H I

O LA H ik

BEY; 1] P S E H S ITE Y Directory Server, #EMUE PS04 T “FEEELR” 4
o RUZ, WU TR R R L admin UE T Z MRS, 5% I8 N AR

APPSR BN A “Pi e FEFM I PR B2, “&
0 R ASNGAE admin FI PP EE] “uid=admin, cu=Administrators,
ou=TopologyManagement, o=NetscapeRoot” . KL, WAIFE “M%.0” LR M$e
SE 4 DN

LRI AR admin H1 )
1. FELUN RSP

ou=Administrators, ou=TopologyManagement, o=NetscapeRoot

2. ) “RCEERLG” HEIOPHET
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a2 4tk

3. X ACIHHATHE, (MEHASVRA o “PCE A B 57 A i 1 5 il 47
fifi 7 b I & H % 1) Directory Server.

4. £ Rzl YA E A DN

H KAE Directory Server H A BLY; ¥ HIKI LIS B, WS (Sun Java System
Directory Server 5 2004Q2 Administrator’s Guide) % 6 T: “4HLyj | # ] ”

Message Queue % /7 HLE 5 AE

BRATEOL T, Message Queue &ML (WIERA R RS HLAS) K452 Message
Queue FRRLFE 7R [B] LA SSLAEFS

1. S UL B IR Message Queue % /' AL E Message Queue fUELEET I
1£E:F5 ’ éﬁiﬂ

<installation_root>/resources/WatchList .properties
2. KLU AR INE] watchlist . properties FIRENIERER JVM S84 .
-Djavax.net.ssl.trustStore=<keystore_path> -DimgSSLIsHostTrusted=false
3. @i 3l Identity Synchronization for Windows ~F 47 i F2 5l il %5 -

javax.net.ssl.trustStore J&VEN R [ {5 EACBLREFAHIE 1S ¥ JSEE keystore, )
i, TR R HIBLES LA Jete/img/keystore, RINIX AR T H]
1] keystore #H [l

Message Queue H254 SSL ks

ERATEIL T, Message Queue fRBFE P {2544 SSL R, 2 AR RES,
VAL IBE Java $24E 1) keytool S FIFERF KB %A P I keystore  (7E Solaris
4 /var/img/instances/isw-broker/etc/keystore, 1ML Windows 2000 4
<mq_installation_root>/var/instances/isw-broker/etc/keystore) . ZiE %
H It img.

HNE K
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£
2
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T 2e 4tk

i In) Message Queue fUFEREF

BOATEOL T, Message Queue 1 IR 7 & (¥ RN 2% 2 A1 182 1 HEAT BT AT il
5o BERL B KA )2 AR R T R B AR e ) BT R, %
ARBRFR e AL H ] 5 sy 1 EA T BT IR 55

X AT LU I B E img. <service_names . <protocol_types . port I T L I PR 5L
Mo ARVEAMEE, WS (Sun Java System Message Queue Administrator’s
Guide) .

B A H sk 56k

FEAE SSL MERL 2 WG E H kN, REUE PGSR AR, 7Eilind SSL 4%
B lCE H KR, Message Queue fREEFE PR HESZATAES . UFT, BAATA )
A DU RS L4 B Message Queue fRBRFR 50 1E ™ i I C & H 5% SSL k5.

B C D H s B U5 1)

LR D, RS B INEBAEAE 7 G E H 3 1) Directory Server ffJid 2
e, ANEFRZS AR V5 el A R e SR Uy AR A R TR B A B 0L, I AR
ACI:

(targetattr = "*") (target =

"ldap:///ou=IdentitySynchronization, ou=Services, dc=example,dc=com")
(version 3.0;acl "Test";deny (all) (groupdn != "ldap:///cn=Configuration
Administrators, ou=Groups, ou=TopologyManagement, o=NetscapeRoot") ;)

41 RAE Directory Server "V FEYT I FEANE S, 1§20 (Sun Java System
Directory Server 5 2004Q2 Administrator’s Guide) 55 6 %: “EHLYj i o
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PRy L HITE

PRI A il

fd 1 52 il 42 31 Directory Server [RJ3H5 K B0 71 22 4 PRI v it e FRO AR TR E ) o
AT NI E s, FEud W an ey /e e lic & b i H] SSL.

HR AR EE MR IR E L, WS B, “RHIE
FR 2R R I

& 11-3 T EE CA GRS RTC B AL T F0 8 (] AL T ZEAT AR e+

# 11-3 T CA UFEH I MMR Bt & 24114

e %35 CA D

% Directory Server 51l T /IR %5 2% Active Directory Z 4t

4% 1] Directory Server &3 R4 2% Active Directory #%:

S Directory Server %4k &% 1% Directory Server 51l 3 Ik 55 2%
#J1] Directory Server &5 IR 55 2%

Directory Server Connector ik Directory Server & 3 IR 45 2%
#J1] Directory Server & IR 55 2%

Active Directory Connector Active Directory &4t

Kl 11-2 W7n7E MMR BC & 2242 (1) Identity Synchronization for Windows, HH4
P & & il Directory Server ¥ /lx%5#5 #1124~ Directory Server HistAE 4 2% aliH 1 k55
#%. #A Directory Server ff —> “4fift”, 1 HJA4— Directory Server
Connector. —> Active Directory R4l Active Directory Connector.

HE K

W
e
2
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PRy L HITC

K 11-2 e
s AP, BEAR

Directory Server

Connector *
A
R ——— H_'_'_'_* ''''''''' 0
|
i | dlitt Directory Server Directory Server i ‘ !
i Mk EmREE GHEREE " !
| ] |
| 1
' by !
! i Directory Server |
| EETET S [
i |
]
| |
N I
Y
Active Directory Server
Active Directory
Connector *
*WE CAIEY
2= el e v T L N = .
R {EHCE Directory Server Y LA ] SSL 1}, 25U il 4% Directory

Server [FB 54T 15 £ A4 H] Directory Server [IE 15, T34
A Directory Server #:2k# sl H BLRIA ) 2 48 L1 other KA HEA
Directory Server ffif'f 5 & k.

Directory Server ffif-43 8V 1] 54 5 [1) Directory Server #{[A]f¥] CA
EF.
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i idsync certinfo

1 idsync certinfo

i} idsync certinfo SEFHREFFHRYE 241 ¥ Identity Synchronization for Windows
SSL % B E T BT AUEB . 4T idsync certinfo LIS R A MIF B EHEFE T

TR LEAE P
ER &0 % "L & Directory Server Y5 LAMTH] SSL i, iy “Hx”

TAAFE “HfifE” BEIA Directory Server 7] INAF AT 3 F14 1
Directory Server Y15,

Ut Identity Synchronization for Windows %8 ## . SSL &8 ()i
MAEAEFTAIE BB, MRk S5 4% 10 LA L5 ik 55 48 4E SSL Py ra b Be
FRALUES T ) =LA AFE, W) Identity Synchronization for
Windows Connector Ff45 4 il v/ 44z

Identity Synchronization for Windows Ft.'& 11 [ H s I F ML 4 20
U 2% 5512 H U T AOUE P IR B A4 AT

ZH
* 114 #& T idsync certinfo Fard— IS4

* 11-4 certinfo 24§

BH L]

-h <CR-hostname> FREEE HRERENA . SEWEER B0 wedeim$a e m
=8

-p <CR-port-no> feE il E H% LDAP 5 115 . CECA 4% 389, )

-D <bind-DN> FREEE Hakghe R4 (DN). WS EUINIBAEAN “Bly” 3
5] F % O AH

-w <bind-password | -> FRERE H 39w %,
- {HMARHERI N (STDIN) i E 5

-s <rootsuffix> IRl E HRMEH. RFZE M4, W de=example, dc=com.
WSO BRINE ) “H0” 3 e e e .

-q <configuration_password> FREE %, - M ARAERI A (STDIN) BLHUA Y.

FE K

W
£
2
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i/} idsync certinfo

YV

LR /RIMEH] idsyne certinfo RIWZE M 4R ELE SSL A5 Pt RS 41;. Mow
WBIR45 SLr e T W AEBES:  (CNIN101 T CNN100) , FFRAE Se /e b S N HH
CA EPB .

:\Program Files\Sun\MPS\isw-hostname\bin> idsync certinfo -h CR-hostname

-p 389 -D "cn=Directory Manager" -w dirmanager -s dc=example,dc=com

-q <password>

Connector:CNN101

Certificate Database Location:C:\Program
Files\Sun\MPS\isw-hostname\etc\CNN101

Get ’'Active Directory CA’ certificate from Active Directory and import into
Active Directory Connector certificate db for server

1daps: : //hostname . example . com: 636

Connector:CNN100

Certificate Database Location:C:\Program
Files\Sun\MPS\isw-hostname\etc\CNN100

Export ’‘Directory Server CA’ certificate from Directory Server certificate
db and import into Directory Server Connector certificate db

1daps: / /hostname . example . com: 636

Export ’‘Active Directory CA’ certificate from Active Directory Server
hostname . example . sun.com: 389 and import into Directory Server Server
certificate db for server ldaps://hostname.example.com:638

SUCCESS
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7t Directory Server H1 i /1] SSL

7t Directory Server H 3 H] SSL

TR L P B 1254 0F 157 Directory Server H1JiF | SSL.

ER PAUR Al B w] TP AR A ] . A STEAIME ., 15200 (Directory
Server 5 2004Q2 Administrator’s Guide) -

R e 7f Windows I, i&{fH]ff Directory Server 52004Q2 (B3
WA YR certutil MRA,

127 B 5 2004Q2 A Z Hi ¥ Directory Server $24L[K]
certutil. Y HIHMAN certutil 4 Identity Synchronization
for Windows A%

e ¥ Solaris I, certutil BRIN%3EHE /usr/sfw/bin H.

1. HEHALLF %4 Directory Server Il #5715 F3UE 15 5o 14 -

C:\Program Files\Sun\MPS\shared\bin\certutil.exe -d . -P slapd-hostname-

In order to finish creating your database, you

must enter a password which will be used to

encrypt this key and any future keys.

The password must be at least 8 characters long,

and must contain at least one non-alphabetic character.
Enter new password:

Re-enter password:

TR REIRGIGAE HARAL TR AR T I alias Hakhisfr. &
W, Directory Server K Joi% £k 2ITE 15 Hods e o

HE K

W
£
2
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£ Directory Server H1J5 f] SSL

2. EHRAAZBLIUETY, ©F it Directory Server i IR S 25 UE 15 13 i (AR I
384T Directory Server il 55 & i) EHL 4 Kk £ 18 DN.

R BN OL T, AR RBOHA = H o i R S K 4
FAZIR, M -v <months-valid> HET0 . B0, EEKG IR AE K
F 24 N, BN -v 21 50, EORIIR4ERC)—AH, B
ﬁﬁ)\ -v -2,

C:\Program Files\Sun\MPS\shared\bin\certutil.exe -d . -P slapd-hostname-
-S -n server-cert -s "cn:hmﬂmnw.example.com,c:us" -x -t CTu,,
A random seed must be generated that will be used in the
creation of your key.One of the easiest ways to create a
random seed is to use the timing of keystrokes on a keyboard.
To begin, type keys on the keyboard until this progress meter
is full.DO NOT USE THE AUTOREPEAT FUNCTION ON YOUR KEYBOARD!
Continue typing until the progress meter is full:
|************************************************************|
Finished.Press enter to continue:

Enter Password or Pin for "NSS Certificate DB":

Generating key.This may take a few moments...

3. SRR A AN .

C:\Program Files\Sun\MPS\shared\bin\certutil.exe -L -d . -P
slapd-hostname -

Certificate Name Trust Attributes

server-cert CTu, ,

p Valid peer

P Trusted peer (implies p)

c Valid CA

T Trusted CA to issue client certs (implies c)

C Trusted CA to certs(only server certs for ssl) (implies c)
u User cert

w Send warning
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7t Directory Server H1 i /1] SSL

4. QA pIN U, MITA ARSI EH A 2)) Directory Server B4 A+ 44
JEEE T

C:\Program Files\Sun\MPS\alias > echo Internal (Software) Token:<secretI2>
slapd-hostname-pin.txt

5. {i Directory Server H1 il SSL, 41K ik

a. JIIHEHIG.

b, iEFE “HCE” EIR.

c. IEFE I WHIR FEAMER D

d. zlssasikee “JAH SSL” .

e. IEFE “MEIHIHIL RS RSA” .

f. Ll ORAET, R “EE” PTIKG
P “MIER” IR .
BB “aedim 7 FB WERAEY Active Directory MIRIIHLAS Fig4T,
YU 2504 3 11 AN 636 B 5 AL IR 3 1, 75 W) Directory Server ¥4
JFE) .

i RUCRL CORAET L R, R “iE” .

oo LR AR TR (RL T .

k. i “HHr i 35) Directory Server”, REHdi “2&7 .

M “Directory Server i P52 E” K% “CA
i 5
Wi fi Rk 7 Directory Server H1Jd T SSL. Z2¥4 Directory Server iiF 155t 21 i

S, DMERE IS\ F) Directory Server Connector [FJUFE 57, & & H LR
e

C:\Program Files\Sun\MPS\shared\bin\certutil.exe -L -d . -P slapd-hostname-
-n server-cert -a > C:\s-cert.txt

XEGRGPREAE AL T IR SS AR P11 alias HagHiz47. &0, Directory Server
SHRAFUE T HE

HE K

W
£
2
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7t Active Directory Connector 1) ] SSL

7t Active Directory Connector #' i H SSL

296

Identity Synchronization for Windows //z/iliid SSL 1% Active Directory SSL 1
o, IO RS RAUMIERRENT AR RS FREEE .

Ho2, WRMBUER (il REME-B LR A E] SSLUES) , MK 2 i
— Active Directory CA UIEF IR RN A “IEds” iE-PAda . AU
ZH LU 5T

e 5296 TUIH “KrER Active Directory ilE45”
o 5299 Tiff] “¥4 Active Directory 1F 108 N EIE a8 1 UF 155 A vh

% Active Directory iF-

WAL, AT A TR certutil (B Windows 2000/2003 424t —4>
FF) B LDAP K% Active Directory iF15.

HE AHTTHIRI certutil #iy4 5B Directory Server $#24it H S /EA 1511
HTTE R certutil wy2 AlFH .

1 [l Windows ff certutil
BUFH] certutil FJPRIER “Active Directory UF45” :

1. M Active Directory HL&$iz1T T 414 LG HHE S
C:\>certutil -ca.cert cacert.bin

2. KRG, [H0¥ cacert.bin XS FNEBHIEFE T,
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1 Active Directory Connector )i il SSL

fi}1] LDAP
B LDAP 1% “Active Directory UF45” :

1.

%f Active Directory $AT LA N5

ldapsearch -h <CR-hostname> -D <administrator DN> -w <administrator_password> -b
"en=configuration, dc=put,dc=your,dc=domain, dc=here" "cacertificate=*"

Hrr, <administrator DN> 0] G240 T

cn=administrator, cn=users, dc=put, dc=your,dc=domain, dc=here
FEARBIH, 4N <putyourdomain.name.here> .
HETHAHSERIESRMATT . B2 DN F#H cn=Certification

Authorities, cn=Public Key Services [ H .
T SOR AR BT VI — A CAUEBJE I —AME  CENE > base64 %

PSR o TERZAE  COORBY) RGEISCOAR G2 (IXRIZAED - ZidH
FAZE, MRS ARSI AT .

LES— AT 2 BRI —---- BEGIN CERTIFICATE----- s FEIRIG AT Z G ----- END
CERTIFICATE--- - - o WS T AR H

HE K

W
£
R
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7t Active Directory Connector 1) ] SSL

298

MIIDv]jCCA2igAwIBAgIQDgoyk+Tul4NGoQnxhmNHLjANBgkghkiGOwOBAQUFA

DCBj jEeMBwGCSqGSIb3DQEJARYPYmMVydGIsZEBzdW4uY2 9tMQswCQYDVQQGEWIVUZELMAKG
A1UECBMCVFgxDzANBgNVBACTBkKF1c3RpbjEZMBCGALIUEChMQU3VUIEl1pY3Jve31zdGVtczE
QMA4GA1UECxMHaVBsYW51dDEUMBIGA1UEAXMLUMVzdGF1 cmFudHMwHhcNMDIwMTEXMDA1ND
ASWhcNMTIwMTEXMDA1OTQ2W] CBj jEeMBWGCSQGSIb3DQEJARYPYmMVYdGIsZEBzdW4AUY29tM
QswCQYDVQQGEwJVUELMAkGA1UECBMCVFgxDzANBgNVBACTBkF1c3Rpbj EZMBcGA1UEChMQU
3VuIElpY3Jve31zdGVtczEQMA4GA1UECxMHaVBsYW51dDEUMBIGA1UEAXMLUMVzdGF1cmEFu
dHMwXDANBgkghk 1GOwOBAQEFAANLADBIAKEAyekZa8gwwhw3rLK3eV/12St1DVUsg31L0u3
CnB8cMHQZX1giUgtQ0hm2kpZ4nEhwCAHhFLD31ThIP4BGWQFjcwIDAQABO4 IBnj CCAZOWEW
YJKwYBBAGCNXQCBAYeBABDAEEWCWYDVROPBAQDAGFGMA8GA1UJEWER /wQFMAMBAf 8wHQYDV
ROOBBYEFJ5Bgt 60ypq7T80ykw4 LH6ws2d,/ IMI IBMGYDVRO£BI IBKTCCASUwgd0ggdCgge2G
gcpsZGFw01i8vLONOPVI1c3RhdXJhbnRzLENOPWRvA210Y2h1lcixDTj1DRFASQ04 9UHVibGL
FITIwS2V5JTIwU2VydmljZXMsQ049U2VydmljZXMsQ04 902 9uZmlndXJhdGlvbixEQz1lyZX
NOYXVyYW50cyxEQz17j ZW50cmFsLERDPXN1bixEQz17b20/Y2VydGlmaWNhdGVSZXZvY2F0a
WOUTG1zdD9iYXN1P29iamVjdGNsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50ME2gS6BJIhkdo
dHRwO18vZG93aXRjaGVyLnJdlc3RhdXJhbnRzImN1bnRyYWwuc3VuLmNvbS9DZXJORW5yb2x
sL1J1c3RhdXJhbnRzLmNybDAQBgkrBgEEAY I3 FQEEAWIBADANBgkghk1GO9wOBAQUFAANBAL
5R9R+ONDAVHWu/5Sd9Tn9dpxN8oegjS88ztv1HD6XSTDzGTuaavebSzV3I+ghSInsgQbHOg
W4fGRwal BvePI4=

BZiF BRSSO (U ad-cert . txt) H

RIG, EADRZSCE (B, ad-cert.txt) SARNEREIEE S . AU,
THAREEHE N1 R Active Directory UEF578 1B IEHL 3 IIE B HE FErh 7
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1 Active Directory Connector )i il SSL

¥ Active Directory UE 157 in2131& B a5 Uk 15 5
JE

WA 11 %3% Active Directory Connector Jii b % “#EH:48” JAH T SSL, l# 1E%

J*ﬁﬂﬂiﬂ TERAEF, A REE L e .

1.

£ %% Active Directory Connector ffIHL#s I, {5 1k Identity Synchronization
for Windows %5 / ~F 9 #tRE.

/T35 2 — K% Active Directory CA iF13:
o 55296 BUK “AE] Windows ] certutil”
o 297 vy “EiH] LDAP”

1% Active Directory Connector /%445 ID & CNNlOl

(RS ID 2L B H s s, 52
logs/central/error.log) , FZ AR %HE & H % (fﬁ ERILEs ED
FEFANUEF A

o MR certutil MRIUFH, HEHN:

C:\\Program Files\Sun\MPS\shared\bin\certutil.exe -A -d . -n
ad-ca-cert -t C,, -1i \cacert.bin

o WMHAFH LDAP fr ik, iEHA:

C:\\Program Files\Sun\MPS\shared\bin\certutil.exe -A -d . -n
ad-ca-cert -t C,, -a -i \ad-cert.txt

3§73 8)) Identity Synchronization for Windows JIR%5 / ~#4 i #%.

ER “J Directory Server certutil.exe {f: % %% Directory Server 5
2004Q2 I H3h 234, fEIEH CA LN 2 e /et
Directory Server [l #s FFIERS .

Z/b, 40 Directory Server 5 2004Q2 A4 [1) Sun Java
System Server Basic Libraries 11 Sun Java System Server Basic
System Libraries ZAAE 3¢ | Active Directory Connector (1)l
% bo (AR L3 Administration Server 8¢ Directory
Server éﬁﬁio )

BEAh, SN RIS 7 1EHE JRE AL CLAE IR RS REAS
ATEIED .

HE K

W
£
R

iin 299

[l



# Active Directory LE15¥% % Directory Server

¥ Active Directory ilE 15~ il 2| Directory Server

T EL T BB Active Directory CA 1E-15¥5 112 Directory Server UE-15 £k 7= 7 o

N

R R ©.7F Directory Server H i1 T SSL.

1. I NFIJ7EZ —HK % Active Directory CA 1iEF5:
o #1296 B “fii/1] Windows ] certutil”
o 297 By “fEH LDAP”
2. {¥1l: Directory Server.
3. {E%%¢ Directory Server Bl L, #%1F 77503 A Active Directory CA iE45:

o TR certutil MRIUFP, iEEEN:

C:\\Program Files\Sun\MPS\shared\bin\certutil.exe -A -d . -P
slapd-hostname- -n ad-ca-cert -t C,, -i \cacert.bin

o  WRAMFH LDAP HZiFP, HEA:

C:\\Program Files\Sun\MPS\shared\bin\certutil.exe -A -d . -P
slapd-hostname- -n ad-ca-cert -t C,, -a -1 \ad-cert.txt

4. J33)) Directory Server.
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4 Directory Server ik -13¥3 i £ Directory Server Connector

¥ Directory Server i 155 N £l Directory Server
Connector

U AE Directory Server ffiffFl Active Directory [l ] SSL id@if5, W40
Active Directory CA iE-H5¥5 N 451> Directory Server = JJx55 s I £d v

WL N YD SR

1. {E%3 T Directory Server Connector ffJFL# -, 15 112 Identity Synchronization
for Windows JIR%5 / ~F4ridt e

2. #u% Directory Server CA iFf5.

3. fiE 1% Directory Server Connector 4% 4 ID 2y CNN100 (5% k4% 4 ID
LA P H I AP, 52 logs/example/error.log) , 4 HilE
PR Hx (fEwdeeflas ), HFA cacert .bin -

C:\Program Files\Sun\MPS\shared\bin\certutil.exe -A -d .-n ds-cert -t
C,, -1 C:\s-cert.txt
EE IR ZUE R A L ASCIL TR AR LES, 14 “-a” ZHuRN
B certutil MAAT, VIRHIZIET & ASCIT B XA & — 1l
T
4. FHi)i3) Identity Synchronization for Windows t%5 / sF4 ik

HE K

W
£
2

iin 301

[l



#% Directory Server iE15#%5 i1 ¥ Directory Server Connector
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bk A, “fIH] Identity Synchronization for Windows i

IR
b B, “LinkUsers XML SCR4y 451 ”

=% C, “7E Solaris b LAAEHEZH " S izt k%5
bk D, “& XHIECE RS H 527
sk B, “RHIPAEE ) ey B

=
AT SE






% A

f#i [ Identity Synchronization for
Windows iy <1155 FI FE 17

Identity Synchronization for Windows Fo VAL fir AT HAT 5 FPES5 . A=A
U4 AT Identity Synchronization for Windows #ir 247 5 IR 7 LA 58 & T
%o XL R HEAE LR %15

o 55306 T “—BkEE”
o H309 WM “fFH] idsync 2"

o 323 Ui “AfH forcepwchg R SEH FET”

305



A

A
Identity Synchronization for Windows iy 2475 FI A2 57 H AT LR Rk
o G306 UK RS
o 35308 T “Hm AN
o 6308 WYy “IRINARY”

e 21
KU HL o AT A IS GETD . e BB Feoh,

o R ALJH TSN AMNSE: MALTSE, EfTEIT idsyne T2
(kf prepds 4h) MBH TR A NSH

-D <bind-DN> -w <bind-password | -> [-h <Configuration Directory-hostname>]
[-p <Configuration Directory-port-no>] [-s <rootsuffix>] [-2] [-P <cert-db-path>]
[-m <secmod-db-path>]

ER 5 [ 1 RoRESH

Identity Synchronization for Windows 3 F2 75 Hi s 747 22 ¢
PSRN R AR BAMES A -hy -p. -D M -s AT,
A, BT e AT R E AN R OB R A A BRI

N T X2 T PAAHR ISR, AE AT AT O (CLY) S5,
Identity Synchronization for Windows X} -s <rootsuffix> 1 -D
<bind-DN> FRINEHEAT base64 Hifth. ANREXIHA S ERINMEEAT
. AITEATAT P 0T DN BRI, S 7E CLI FEE 3
PR 538 1) base64 Ffid {H 0 HE4T 53T

o R A2 T M A M SSL- AHKS KL AR SHL, XSS HER AT AL
H “waBfR 77 (SSL) wavi “RiE HxMssd” MfER. XS4t
JETH idsync i MR A TR A IS
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— Mk

o R ASWEHXZH: NMASIE HRARNSE . RESHEOWABEL

idsync F TS MBH T RINATN S

ER R 3E T i A AT S BCR AEAT DG 7 i & 0 A 2

* A1 Pt ran A B

W

E 14

DL

- <Configuration Directory-hostname> TRERCE H X ENA . WSEREOMER Rl ZRIRmE € K.

-p <Configuration Directory-port-no> ¥RERCE H 3 LDAP i 15,

-D <bind-DN> FOERCE HRPE PN (DN)o BEZEHIBRAE D R0 e I35 & 1)
fEi.

-w <bind-password | -> fRE NS H g %

-s <rootsuffix>

B - WArvERI N (STDIN) HHEEHC L

T E H RS . ME4E R4, W de=example, de=com.
WSHMBONER b el e ffE.

~q <configuration_password | > F&ERCE . {1 - A MEFAER (STDIN) .

7T prepds Z4b, WSO ETE T 248 5& 2275

% A-2 BT T2 AT SSL- M55

24

HH

-P <cert-db-path>

-m <secrmod-db-path>

fE i SSL fefit e Anilife . iER RN E H V5 I Ar 4T S s 1% / % 1 Directory Server
I, AEH] SSL fe fitdk THE B % S LK.

i oE & HUICIE 5 5080 PR A R AR RN SO 44
BEAE T HHE FE A 45415 B T Directory Server [AIE-P i FESS 44 1) CA GE .
mREE -z, BAEH -p, W <cert-db-path> ¥R H ERINME

<current-working-directory>/cert8.db.

VER: Wik Identity Synchronization for Windows A 7EFg i& H 36 3 BE 55 5 S0, F2 Pk AE
1ZH & N Al A *empty* Bl)E, LA LUR =4 30: certs.db. key3.db Fl secmod. db.

5 € R AR RN A . i
/var/Sun/MPS/slapd-<serverlD>/secmod . db
Y 2 AR A PR S E A PEAR B A T AN W H S IR, AR E S5

=% A 4#JH Identity Synchronization for Windows #4475z /L% 307



A

* A-3 B & HR S5

2%
-a <ldap_filter>

45 forcepwchg fll resync F-fiy

S o U

-f <filename>

LB

e IR SUL K 1/ KA T 1Y) LDAP i 3828, JIF HAesfiwe I RS fEdaE
SUL YN Z T, VAR A SRR R WE R 4.

€ “HCE XML SCRS” SCPFRI A4 .

45 exporti0enf. importenf Fl
resync Ffr &L H

-n

FELZARGUTIBIT, AT DL AR RCR AN EAT SE R T

5 forcepwchg. importcnf Fl
resetconn Ty &AL fH

NG L

BB SHNT (W -w <bind-password> 5% -q <configuration_password>) , A {fi ]
“7 SR RN AR N STDIN BEHUA T .

AR A B “-7,  idsync 25T SRR R AN B 1 o
PRI, R e T SN <bind-password>, SR 5N <configuration-password> .

SR B

AL T fir & 2 —FE A 245 G 2T K idsyne BUHAT 1 fir & (VAL B
e -help

e --help
e -?
LG R

o X T idsync (EHE—FIHM L), WM SIRRTTAA LR H Bk i
—A RGN

o WTHATA, WHEMSIRTTANZ T ard, JR L, Rnagnl 4.
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i} idsync 4>

i idsync < #

Tl H idsync fir @ 1 fir & AT Identity Synchronization for Windows i 417
SRR .

TR idsync 2 10K S5 % & Directory Server Z /i, 417 DN {H
ZH0 gk DN BURSA) MR E H K58 7 rF a4 UTE-8.

TEITEE AL RV (2 Bt 77«

P Solaris 1R UTF-8 744, 2 ad I s Zify 3L 1 UTF-8 [1)i&
HWEE. BRAEEAR R LC_CTYPE A LANG ' 1E .

BRAESAT U, S BN Jrik e s AT T a2 i idsyne @
* Solaris:

a. P& 0, T ed #EN /opt/SuNWisw/bin H 3.

b. #AWH —NT w2 idsync 4, W RPN

idsync <subcommand>
e  Windows:
a. It “@AE0”, I ed BN <install_path>\1isw-<hostname>\bin H3k.
b. BAWH AT M idsync @4, WHHR

idsync <subcommand>

[ff% A f#H Identity Synchronization for Windows #4175 H /7 309



i idsync fiy

® A-4 5 T T idsync SEHIRRFE i ST

= A4 idsync TS RIE S %
Fd Hi&

certinfo FEFRCE A SSL W B B BfE R GEZS M 310 1 “fiiH certinfo”)

changepw 2 Identity Synchronization for Windows Ft'& 244 (iFZ 55 311 w1 “ffH changepw” )

importent S A B T Identity Synchronization for Windows A 1.0 & XML SCRS G5 312 T
“f¢i ] importcnf” )

prepds #E# it 1dentity Synchronization for Windows {ii H ¥ Sun Java System Directory Server J§i (&S
5313 T “AEH] prepds”)

printstat WORBSE RS [ IE AR LIPAT PR INAIR . G O 2R 4y . RAE HIAE A Message
Queue PR GEZ R 317 WK “{FH] printstat” )

resetconn FUCE H P BB RSN A %% (WS P4 318 milfy “fiH] resetconn” )

resync Ny i R —3R 5%, SRR WP A R P JE e e Hae GHSBIAE 319 Tl “fiEH
resync” )

startsync JAIEE GES R 321 TR “fliH startsync” )

stopsync IR GESIY 322 T “4§ 1] stopsync” )

1§ FH certinfo

Al certinfo Fin A% THCE R SSL W& WoniE (5 B. sbfE BB Tfe
TN ERAS R/ 5% Directory Server ffif4-iF 15505 2 73 I L4 1E 4.

TERNERER, WL mED (8 “@a4E 07, R/FEN idsyne
certinfo %, W TFHIN:

idsync certinfo [<bind-DN>] -w <bind-password | -> [-h <Configuration
Directory-hostname>]1 [-p <Configuration Directory-port-no>] [-s <rootsuffix>1 -q
<configuration_password> [-Z] [-P <cert-db-path>] [-m <secmod-db-path>]

N

R M certinfo Fiy A NAEVS M I H: 45 Al Directory Server [FJiF 1541
e, Pprelesith i bR, A REC AT
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i} idsync 4>

Bt

idsync certinfo -w <admin-password> -q <configuration-password>

ER ik certinfo ZHUMEANE R, WEF Y 306 T “AHZH .

fifi H changepw

& H changepw i 4 8 24 Identity Synchronization for Windows Fit & %14 .

B % Identity Synchronization for Windows [¥1/ic & %5 fifh:

1.

{5 1L T4 Identity Synchronization for Windows Hif (i, REE . +
DdsREs A WG R/ B .

b ARG, W E H & T H 3] 1dif %47 ou=Services #f .
B\ idsync changepw 7%, W FT7R:

idsync changepw [-D <bind-DN>] -w <bind-password | -> [-h <Configuration
Directory-hostname>] [-p <Configuration Directory-port-no>] [-s <rootsuffix>]

-q <configuration_password> [-Z] [-P <cert-db-path>] [-m <secmod-db-path>]

-b <new password | - > [-y]

%4

idsync changepw -w <admin password> -q <old config password> -b -gq <new config
password >

AN 232 changepw ME S
x A5 idsync changepw 24}

2% 5
-b <password> PR BB HT . ( - AFRHERIA (STDIN) BTG .
-yl AR k.
TE 17X HE changepw ZHNTEAIE KL, 2 1 306 51 “ A

fff=% A dJ1 Identity Synchronization for Windows #4475z I fLfF 311



LA
IJ/?\

i idsync fi

4. XA DR R R RTINS B,

Are you sure that want to change the configuration password (y/n)? yes
Before restarting the system - you must edit the
$PSWHOME/resources/SystemManagerBootParams.cfg file and change the
"deploymentPassword’ to the new value.

SUCCESS

5. FHIA 3 RAE L IE R SystemManagerBootParams. cfg X AF .

$PSWHOME\resources (MH $PSWHOME Wy <isw-installation directory>) ") 3C
4 SystemManagerBootParams.cfg {7 | R E HLAE ] TIEHNCE H R M E

B
B, ST R, TR R

M: <Parameter name="manager.configReg.deploymentPassword”
value="oldpassword" />

BEBCR: <Parameter name="manager.configReg.deploymentPassword”
value="newpassword" />

6. WURFHFIAATMAR, WAH 1aie MPER 2 R RCE Hak, R HIEE
W M) B P A It PR S i B 5 () G PG . H 5% ) Directory Server 28 4 A af Al

1 1] importenf

- 1% M\ Identity Synchronization for Windows 1.0 5 1.0 SP1 #t |
A% 12004Q3 i A4 ff ] idsync importenf.

TR 3 5, L0 Ja, i idsyne importenf Fir AL
A “fZ0” EES B 1) Identity Synchronization for Windows hit4< 1.0 (SP1)
fic & XML 3CfF
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i} idsync 4>

ZEPRA 1.0 FLE XML SCR 7, Wl &m0 (80 “@2 %07, RIGHEA
idsync importenf 4, W FI7N:

idsync importenf [-D <bind-DN>] -w <bind-password | -> [-h <Configuration
Directory-hostname>]1 [-p <Configuration Directory-port-no>] [-s <rootsuffix>] -q
<configuration_password> [-Z] [-P <cert-db-path>] [-m <secmod-db-path>] -f <filename>
[-n]

LR
idsync importenf -w <admin_password> -q <comfiguration_password> -f “MyConfig.cfg”
LN 2802 importent AT S 4L
* A-6 idsync importenf Z4(
SH P
-£ <filename> TR E XML SCRY ) £ R
-n e U NIsAT, IR AT DA S E BRI AN AT SE R 50

HE ARIE importent ZHITFEAEE, HEF 306 U “AHZ

TN 1.0 FRAKIELE XML SCRY G, 25 BT [R5 T RE & ) BT A Directory
Server J§i 1817 prepds (IEZ [ 313 T “ffH prepds” ) , RG] %3¢
Identity Synchronization for Windows 445 Fl7411F .

1 il prepds

A R 5 B2 prepds i 2 #E# Sun Java System Directory Server i, it
Identity Synchronization for Windows f#iJ1]. ‘2% Directory Server Connector 2
A WIS AT prepds.

1217 idsync prepds T2 AIGEAHMN 1) ACI W] %] en=changelog 4 H, ‘& &
Retro-Changelog s AR5 £

o NP EHER K H Identity Synchronization for Windows il ¥) 27 7=
Directory Server, WAZif it Directory Manager iiE-15.
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LA
IJ/?\

i idsync fi

“HZREHR” M & Directory Server FIRFEE /. AbAi 1% Directory

Server SEHI HAT &AM . (ACIAGEN T “HREBL” /e )

B, R “HREPLR” A% E Retro-Changelog i e (1 1y n 41, X
J& Identity Synchronization for Windows 7522 1 ik /IR 55451« Hag L5 7
UE R 2 —

bav-y

Jeie TR s R 1 Sun H %5 i Retro-Changelog 4k ¢
BRI TR 1n) 42 161 15 BB HE AN LT Directory Server Connector 32HUAL
P e N2

%)y Retro-Changelog #u#i ek U5 a5 &, 7221847 1idsyne
prepds, BXEFSHIE FIEPEAIEN Sun H X5 iy “UE%
Directory Server” %4l

K RGN TN A4 I I BUR I ZM (84 Change-log 4
H. MAdr&4T1E X cn=Retro Changelog Plugin, cn=plugins,
cn=config # ] nsslapd-changelogmaxage Mt & J& I :

nsslapd-changelogmaxage: IntegerTimeunit

e
o Integer & —MIT

o Timeunit HI AL, s AR, m AEKDPH, h AR, d
RERE, wAREFEL. (FF Integer Al Timeunit 2 2 [A] AN
A% )

%141, nsslapd-changelogmaxage: 2d

RV, W2 (Sun Java™ System Directory Server 5
2004Q2 FHHRE) R BT R

o Af

HEASHE S 27 /IR 55 4 o
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i} idsync 4>

R 1847 idsync prepds .2 #J, W55 11Xl Identity Synchronization for
Windows HL'E, A 8506 250 A B4t W2 AT LA i 442

WA & 2. BlEMFIL T Directory Server Connector FIfiff
[] Directory Server 5% Fi217 idsync prepds, ¥HIL—4WHE,
R 14 22%% Directory Server Connector. 2 I & o

ZIE4 Sun Java System Directory Server J§, 15F7 0% M (B “m2 &
H7), SRiGH#N idsync prepds y%, W FAIR:

idsync prepds [-D <bind-DN>] -w <bind-password | -> [-h <preferred host>]

[-p <preferred-port>] [-s <database-suffix>] [-2] [-P <cert-db-path>]

[-m <secmod-db-path>] [-3 <secondary host>] [-r <secondary-port>] [-E <admin DN of
secondary host>]1 [-u <password for secondary host | ->]  [-x]

Bl

idsync prepds -D “cn=Directory Manager” -w <preferred master password> -h
<preferred-host> -p 389 -s dc=example,dc=com -j “secondary host” -r 389 -E
“cn=Administrator” -u <secondary master password> -s dc=example,dc=com

WA

ER -hy -p. -Dv -w Al -s BN prepds TS HPTE X (AR
B o BAh, AMEH -qg ZHL.

*£ A-7 #iIR T idsync prepds P IS5

x£ A7 prepds Z:4{
R B

-h <name> YR N 1% £ Directory Server SZf5 () DNS 44 %5 .

-p <port> YR E N 15 i% LML Directory Server SEf Kk 5. (2020425 389. )

-3 <name> (optional) 5 5N % F EHLIY Directory Server SZfif¥) DNS 4 (3T Sun Java System
Directory Server 5 2004Q2 % -5 | (MMR) ¥£55) .

-r <port> (AP T AE 9 % F ALK Directory Server 52413t 1 GEHF Sun Java System Directory
Server 52004Q2 £ 154 (MMR) 3848 . (22 5% 389. )

-D <dn>

BN H B RN R N4 .
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LA
IJ/?\

i idsync fi

& A-7 prepds Z4  (4F)
S Vi HH
-w <password> EE AU H S B RN P e . (- ARSI (STDIN) HhsRIUE T .
-E <admin-DN> N2 BN H S 28 5 7 4 2 TR 4
-u <password> A AN H SR B R P e 5. A - WASHER N (STDIN) HHistHU D .
-s <rootsuffix> MRS, AFRngs (A5 H P RESD .
WE: EIET BAUN 7 BNUBIE A TR, ERZNARE. FiL, B
w AR B EA EHL B 2 IR TR g1
-X X+ dspswuserlink JEMH, ASFEHEE R INE R RS FYATR 5] .
WUREAE S HIET (., A EIETIRS A & E RS A F P 5L
H1) HIZAT idsync prepds, WA HEIE LRSS H RS 251217 — IR
idsync prepds.
YLIZAT idsync prepds
1. itk Directory Server & iP5 1% I IEAEIsAT (A& )
2. MNEHIG B 21T181T idsync prepds, fiU1:
idsync prepds -h Ml.example.com -p 389 -j M2.example.com -r 389 . . .
1247 idsync prepds iv& % LI :
L4 ?’f M1 . f‘
o JAMAMYE RCL, LU#ZREZEME (dspswuserlink 55)
INAE M1 EFF% RCL.
o YRR
o A¥H ACI %5l uid=pswconnector, <suffix> user
o KRBISINE dspswuserlink BT, MEAESERRRSI G
Directory Server Ifi i & T~ H sz
AR SRR IR g1, LLREJT S ML R], {HAAZRFE 22 %% Directory Server
Connector .Z i Nz 51 .
o EM2 FRINES.
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i} idsync 4>

R o SHIMEEA R Identity Synchronization for Windows 45X
{5 M uid=pswconnector M Bk 3 e 55w & i 245 H 3 e 55 4%
KA

o W% IR Directory Server Connector. WJI{E 7 H 3 T %
%¢ Directory Server ffiff.

o AR EIET RS SN MG & EeIERG. (RHASH
B RTHCEN EE T 55 A% 4k 2 4 ) R 55 4 )

i i printstat
AT printstat T4 5L
o EORIATE RIS R R BT A ST I B2
o JTENCZZAIERAS . KRGV PLAs A Message Queue [FPIRA .
T R MRS BB
o MR, R
o BEE. COCBER, PRIGRBE LS ITIICE, BT S A
o B RSB, (BRSNS
o EEERP. EHBELSHE.

BTED B4 . R TP X Message Queue FPIRES, 152 b i
(B “@y2 %07, RIGHIN idsyne printstat w72, W T AT7N:

idsync printstat [-D <bind-DN>] -w <bind-password | -> [-h <Configuration
Directory-hostname>] [-p <Configuration Directory-port-no>] [-s <rootsuffix>]
-q <configuration_password> [-2] [-P <cert-db-path>] [-m <secmod-db-path>]

it

idsync printstat -w <admin password> -q <configuration password>

TR K printstat ZHNTEANE S, HAEFN 306 T “AMSH .
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i idsync %

i F resetconn

T resetconn T A FHIEE H St HE B SR 6 0 2 A 2% it
B OB 5 e R B, T ] resetconn J5 AL MR ATE 0k 1A %
o A

o

s ACAE MG BN AR et BB () 1 L A resetconn T4

BN AT ERIEA PR, W& mE D (B ‘@R E ), RIEHA
idsync resetconn %, W T A/N:

idsync resetconn [-D <bind-DN>] -w <bind-password> | -> [-h <Configuration
Directory-hostname>]1 [-p <Configuration Directory-port-no>] [-s <rootsuffix>1 -q
<configuration_password> [-Z] [-P <cert-db-path>] [-m <secmod-db-path>] -e
<directory-source-name> [-n]

Bl

idsync resetconn -w <admin password> -q <configuration_password> -e
“dc=example, dc=com"

*K A-8 {iih T resetconn FTAlAT 1S4

&= A8 idsync resetconn 24§

¥ L

-e <dir-source> T e TR B H ORI TR

n FELZERIBIT, AR AT AT RA A RO RCR AN EEAT SERR B 2

=Y idsync printstat AT EH HRKIEHLFR.

I RIVE resetconn ZHINTEAME R, WAL 306 WK “AHZ
%ﬁ ” R
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i} idsync 4>

1 [ resync

AP resyne T4 SILA L HOHH . It fr 4 M 556 A R C RC MU B
. GHIAAH

o R RN EIE T

o P LB U P

MR fOCEERRIRIL P AL SN 173 T L
P

BLECHRP B H P RIS S H ok, BT H (B R E ), ARG
BEN idsync resync 4, W FFs:

idsync resync [-D <bind-DN>] -w <bind-password> | -> [-h <Configuration
Directory-hostname>] [-p <Configuration Directory-port-no>] [-s <rootsuffix>] -g
<configuration_password> [-Z] [-P <cert-db-path>] [-m <secmod-db-path>] [-n] [-f <xml
filename for linking>] [-k] [-a <ldapfilter] [-1 <sul-to-sync>] [-o Sun | Windows]
[-c] [-x] [-u] [-i ALL USERS | NEW USERS | NEW LINKED USERS]

%t

idsync resync -w <admin password> -q <configuration_password>
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i idsync %

R A9 IR T resync AT IS4

& A9 idsync resync fli%

5

wX

-f <filename>

-k

-a <ldapfilter>

-1 <sul-to-sync>

-0 (Sun | Windows)

-1 (ALL USERS | NEW_USERS |
NEW_LINKED USERS)

1§ ] Identity Synchronization for Windows $2 4t (455 XML it & U2 —7EPA &
BEEH 4 H MG @ . GESMM: B, “LinkUsers XML SCR4YEH]” D

SUEARBER A W QU CREIE ] S SaiA ™

T57E LDAP i yE#% R BRI 2L [P 4% H

eI R KBl A T R D R B

Blhn, W45 idsync resync -o Sun -a “uid=*", WFTHEFH uid TR
Directory Server H| /#4417 31| Active Directory.

e HITH AL IEA P HPFIER” (SUL).

HRE: IR EA SULID IEHFL £ A SUL, WRAMEE AL SUL ID, TR
FOH PRI SUL.

TR T R L BRAF IR

* Sun: % Windows 4% H ¥ /B £ {H % & & Sun Java System Directory Server H
SeYE A H TR A R R

e Windows: ¥ Sun Java System Directory Server 4% H @ LA ¥ & b
Windows H 354k H o (¥ 48 N m A8 .

CEL2L 5 Windows. )
WURAE H AR b AFRBARN -, WA sh @ 7 4% H
o BENLNAE Active Directory u¥, Windows NT HJ @il i) B /- A= i as it

* N{E Directory Server H1 I E (¥ H ) B 201245 52 (1% A4 ((PSWSYNC) *INVALID
PASSWORD*) (BRIEFEE T -1 HEID

ufE Sun H IR PRI 7 46 HE VG, T IR SR AU P B i I 0 I L8 Y
SR AT 2 BTk R G )2

* ALL USERS: XJJT O IR A5 I FH P Sl e T B B i sk 85 1 [m) 2

*  NEW_USERS: UG UAR I - Sl AT RV 33 ok 2 1 v 25

*  NEW_LINKED USERS: XTJIT7H 60 Z AR R K FH /- dR AT B SR o i ) 22
DU R iR Ar . Todk H B .

EZSHU N Windows H 65T 1 4% H AR M Rl 2847, 1K B 11-7F Directory
Server HAIEE D AFAE M Windows /. WRAE S, WASH Windows i/
% H 5 Directory Server H 4« HIF2P . (4 [F2EY6 4 Windows I, IS HA L.

MBS BT SR A B ANICECH B bs ) 46 H .
FEL AT IBAT, IXHEEAE AT LT R A R (KR T AN AT SEBR S K
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i} idsync 4>

R o IZATANHATASEH] idsyne resync Al B A LU .
o HXresync SEHITEAGEE, HEED 306 L “AHZ
5,
o  HXREWFEILUAM P MG R, WEEN 173 10y “RE2PI
HAHP .

TEIZAT resync ZJ5, BFH D audit.log H I resync.log . W HIE R,
WESHEH 9=, “HBEHRR” .

1§ i startsync
Al ] startsync & M 2T BRI .

BIRED, E & 1 (B “@mAE 1Y), ARIGHEA idsyne startsync
wmA, WNFR:

idsync startsync [-D <bind-DN>] -w <bind-password | -> [-h <Configuration
Directory-hostname>]1 [-p <Configuration Directory-port-no>] [-s <rootsuffix>]1 -q
<configuration_password> [-Z] [-P <cert-db-path>] [-m <secmod-db-path>]

Bl

idsync startsync -w <admin password> -q <configuration_password>

£ A-10 b T startsync FidH NS H:
& A-10 idsync startsync 24

2% A
[-yl AR AN
ER S startsyne BHUOTEANE L, HEES 306 UK “AH%
%ﬁ ” R
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i idsync %

fifi 1 stopsync
] {fi i stopsync Fav& N AT1E 1L

FEILFEDE, B R 0 (e
A, W FIR:

a1k
HiZV o

?’

ﬁ

A E A", RIGEEN idsync stopsync i

idsync stopsync [-D <bind-DN>] -w <bind-password | -> [-h <Configuration
Directory-hostname>] [-p <Configuration Directory-port-no>] [-s <roofsuffix>] -gq
<configuration_password> [-Z] [-P <cert-db-path>] [-m <secmod-db-path>]

it

idsync stopsync -w <admin password> -q <configuration_password>

R 1K stopsync ZHITEAE R, EEEL 306 1 “AHSH” .
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i i} forcepwehg #4 4 S F F2)7

fifi 1] forcepwehg #4152 R

TERS RIS AR T B 0 T % S 1K H P ¥ 25 7E Windows NT 1 Directory Server H1 5 A [i]
. A H] forcepwehg S HIFERE A IE4EAE M Identity Synchronization for
Windows [iAs 1.0 ZURA 12004Q3 MRS ARRLAR 5 Bl 13 I P 1 SR i B e

EE forcepwchg SZHFEFAL S Windows AL — -4t

1] forcepwchg Z FI IR LT P 2%

o 1fifRAAHF Directory Server ¥ 7 AR50 i 1 B 4 X userpassword J& Pl
i 7 Arf. i H] Directory Server 5l & AT b4 AE .

o ORI T IR R LR AR T R 5 PR R A ( (E A e o UTE-8. (i,
Directory Server [ff#{7[¥] 1dapsearch [f] -1 ZEIi. )

PLHAT forcepwehg i AT 5 HFET,

1. 479 “@n iR W0, I od BEANZAE B PAT R RN EHLK Windows
migration Hk. C40i7E PDC F4L I %3¢ Identity Synchronization for
Windows LONT 414 GESAR. Sl DLL. # il &4 DLL) . )

2. 7Emigration HxH, A

java -jar forcepwchg.jar [-n] [-al [-t <time_specification>]

4.

forcepwchg.jar -n -a
forcepwchg.jar -t 33m

ik A [l Identity Synchronization for Windows iy 447z fL/F7 323



{ifiH] forcepwchg 4 5 FH R P

* A-11 8 T forcepwchg AT S 44

x£ A-11 forcepwchg Z44

I B

-n FaAE A A
FEMUEAE I, SRR PR AT B e R P (R A6 8K, (EANTENRUT

o WRHEE -a 28 WAMTEPNERS CGEELR AR .
o FEMEH -t ZHERE RN RN ST AR

TSR, AT P #T AT forcepwehg.
EAETUREL T, A& A AT forcepwchg.

-a ZORFIAF CRERBURIRIN P BRST) STSCHL
WERAEH -t 240 AR LS #.

-t <time_specification> SRERE 10 < A/ R > ST AT D O S . o, < EX > VR
MR B

o < Hfr>: BE (B, -t 30)

o < #fE>m: SR (B, -t 25m)

o < ZEsh: PMINEC (B, -t eh)

BN, W4T forcepwchg -t 6h, WIS TERAERRIT/S/NIF A B 50 T A (¥ A - 1

R TN
-? TR AR
HE HIFAEH forcepwchg MVEAIME R, TEZS M 194 WK “AE

Windows NT _F g il 47T 2 i s gk 7
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% B

LinkUsers XML #4354

AHERARBEPIAS XML BCE SCREG], B idsyne resyne Fir&ILH], DUEE
BHRE I BAT

IO AR AT LAAE 228 “H0” 197 H 2K samplesl H3kAT:
o 326 G “yufdl 1: linkusers-simple.cfg” (5 i #1751

o 327 TUM “Yufdl 2: linkusers.cfg” CRREAMECE NG, ULITe @ RER A
4R Ll RED

BT MBHOZ LR, AEFOE A IS KPS SO S R T 5o ] A
SRR R — S AT e 2 4> SUL gl .

325



Juf 1: linkusers-simple.cfg

R . .

5 1: linkusers-simple.cfg

<l--
Copyright 2004 Sun Microsystems, Inc. All rights reserved
Use is subject to license terms.

-->

<l--

This xml file is used to link Windows and Sun Directory Server users from the command
line.It is passed to the ’idsync resync’ script as the -f option.

This is a simple file that links users in the SUL1 synchronization user list that have
the same login name, that is the Directory Server uid attribute matches the Active
Directory samaccountname attribute.

For more complex matching rules, see the linkusers.cfg sample.
-->
<UserLinkingOperationList>
<UserLinkingOperation parent.attr="UserLinkingOperation" sulid="SUL1">
<UserMatchingCriteria parent.attr="UserMatchingCriteria">
<AttributeMap parent.attr="AttributeMap">
<AttributeDescription parent.attr="SunAttribute" name="uid"/>

<AttributeDescription parent.attr="WindowsAttribute" name="samaccountname"/>

</AttributeMap>
</UserMatchingCriteria>
</UserLinkingOperation>

</UserLinkingOperationList>
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{ufsl 2: linkusers.cfg

754 2: linkusers.cfg

<?xml version ="1.0" encoding="UTF-8"?>

<!--
Copyright 2004 Sun Microsystems, Inc. All rights reserved
Use is subject to license terms.

-->
<!--

This xml file is used to link Windows and Sun Directory Server users from
the command line. It is passed to the 'idsync resync' script as the -f option.

-->
<l--

The following parameters allowLinkingOutOfScope: if true, then Windows users can be
linked to Sun Directory Server users that are outside of the users' Synchronization
User List. Default is false.

-->
<UserLinkingOperationList allowLinkingOutOfScope="false">

<l--
UserLinkingOperation encapsulates the configuration of a single SUL to link.
It includes the SUL ID and a list of attributes to match.
A separate UserLinkingOperation must be specified for each SUL being linked.

-->

<UserLinkingOperation parent.attr="UserLinkingOperation" sulid="SUL1l">

<l--
UserMatchingCriteria encapsulates a list of attributes that must match for a user
to be linked. -->

<l--
For two users to match using this UserMatchingCriteria, they must have the same
givenName and the same sn. -->

<UserMatchingCriteria parent.attr="UserMatchingCriteria">
<AttributeMap parent.attr="AttributeMap">
<AttributeDescription parent.attr="SunAttribute" name="sn"/>
<AttributeDescription parent.attr="WindowsAttribute" name="sn"/>
</AttributeMap>
<AttributeMap parent.attr="AttributeMap">
<AttributeDescription parent.attr="SunAttribute" name="givenName"/>
<AttributeDescription parent.attr="WindowsAttribute"
name="givenName"/>
</AttributeMap>
</UserMatchingCriteria>
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gl 2: linkusers.cfg

<l--
Multiple UserMatchingCriteria can be specified for a single SUL. They are treated as
a logical OR. In this example, (the givenName's and sn's must match (see above)) OR
(the employee (Number|ID) must match), for the user to be linked. Notice that attribute
that is specified, employeeNumber, is the name of the DS attribute. -->

<l--
This UserMatchingCriteria is commented out because employeeNumber is not an indexed
attribute in DS. All attributes used in a UserMatchingCriteria should be indexed.

<UserMatchingCriteria parent.attr="UserMatchingCriteria">
<AttributeMap parent.attr="AttributeMap">
<AttributeDescription parent.attr="SunAttribute" name="employeeNumber"/>
<AttributeDescription parent.attr="WindowsAttribute" name="employeeID"/>
</AttributeMap>
</UserMatchingCriteria>

-->
</UserLinkingOperation>

<!--
When multiple SULs are linked, a separate UserLinkingOperation is specified
for each. As shown here, each UserLinkingOperation can use different
UserMatchingCriteria: in this example, users in SUL2 are only linked if their
sn and employeeNumber match.

Note: this UserLinkingOperation is currently commented out because
the example configuration only has a single SUL.

<UserLinkingOperation parent.attr="UserLinkingOperation" sulid="SUL2">
<UserMatchingCriteria parent.attr="UserMatchingCriteria">
<AttributeMap parent.attr="AttributeMap">
<AttributeDescription parent.attr="SunAttribute" name="sn"/>
<AttributeDescription parent.attr="WindowsAttribute" name="sn"/>
</AttributeMap>
<AttributeMap parent.attr="AttributeMap">
<AttributeDescription parent.attr="SunAttribute" name="employeeNumber"/>
<AttributeDescription parent.attr="WindowsAttribute" name="employeeID"/>
</AttributeMap>
</UserMatchingCriteria>
</UserLinkingOperation>
-->

</UserLinkingOperationList>
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fi>x C

{t Solaris F AR - B iz Ay
55

W BAT B PR A fie 2 3¢ M2 AT Identity Synchronization for Windows Jiik
55 o ARAELHG T, AR E ) AR R ) B s AT R IR SS

ER IR T DU ARR T P S IS T IRSS . AZE 4 Tdentity

Synchronization for Windows 54 H 5% F A7 H kAR . CEE2A
Hx M /var/opt/SUNWisw. )

ZLAE Solaris AR ) ST IR, TEIAT FIDER:

1

i/} UNIX useradd #ir4->& Identity Synchronization for Windows & —4> ]
Pk (A i A5

BT LA nobody A 7 G40 @47 k5SS

St AR I AR BB A T — AN iswuser I P

BLLE Solaris %% Sun Java System Directory Server Connector, 2231l firh
WK BT R AN TR M 1

Cian, wTEAE IR T 1024 13 H . D

ER WAILA root B AT AL AP BT i %o

LRPTAAMN )G, AT T 416245 11 Identity Synchronization for
Windows:

/etc/init.d/isw stop
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4. WSS HTSER] H SR AL
Bian, WAREIETE /var/opt/SUNWisw H1ZHE 1= o

chown -R iswuser /var/opt/SUNWisw
chown -R iswuser /opt/SUNWisw

5. TESCARZmAEAST, FIIF Jetc/init.d/isw SCAFIFERLLRAT:
"$EXEC START WATCHDOG" "$JAVA PATH" "$INSTALL DIR" "CONFIG DIR"
N -

su iswuser -c "$EXEC START WATCHDOG '$JAVA PATH' '$INSTALL DIR'
'CONFIG DIR'"

6. HUTLL N @A EHE 8RS
/etc/init.d/isw start
7. PUTCL N A ARG AR A de e P P 1D 1847

ps -ef | grep iswuser
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TARIF 3 E S

#* D-1 #iW] T SUL & X%

% D-1 SUL j& X %
R £ X EHE
Sun AD NT
4 DN & SCERIE I BTA HI IS LDAP 7 k1. i = 5
“IERER P HIZR” 3R DN 5% DN S prE - — BRAeR 8 <R
B R IESRHERRTESL, BCEZ A B DN fFG 2R “F2P R 5R7 .
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BHEBRTESb . I ESS AT EHE & |V 1 = L+ BHAT. AR >= Fl <=8
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% B BEARS . O
R WAL Sun Java System Directory Server 114 24> Active

Directory 3K/, @525 54 Active Directory 3E X £ /b—4

SUL.

WiE LT £/~ SUL, Identity Synchronization for Windows 43l it J & V34>
SUL & SCkAfE SUL IR R R FEF B e A DN B 41 SUL & X
wltn, R RS2 S 5 ou=sales, dc=example, de=com VCIL, AR5 PR 275

5 dc=example, dc=com LR .

AR PIAS SUL & AT AHIAI ) HE A DN Tiyid 3§ #5 AN H], - 1 Identity Synchronization
for Windows mt JoiZ H 2l W SE IS JE 4% . SR, 02U il i 307
DRE AN SUL 52 Yo R 75 & 584 SUL & KA DN, (HAFT & i%3E
A DN HEME sEds, P2l i HEBRAE R D 2 b — RIME %0 5 R AR R

ZE— LA DN L SE S AHAT o
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it & £~ Windows 1

it & 24 Windows 1

N SRR 2 Windows 35 [7] 42 2| [f]—> Directory Server %¢4s (40
ou=people, dc=example,dc=com) , Identity Synchronization for Windows i %
HiAE B “4857 Windows JE M.

e XJT Active Directory 3, Identity Synchronization for Windows 355
activedirectorydomainname & PE¥E N Active Directory 544 (4
east.example.com) , RJ5G FH#%4% H [7]22 | Directory Server.

e %I Windows NT 4, Identity Synchronization for Windows 23564
user nt domain name J& ¥ E & Windows NT 14 (Ul NTEXAMPLE) , #&
J5i TR %45 H [/ 22 3] Directory Server.

BRI 8 P AN S HUIAE Windows P 4 HH, HIn[7E “Identity
Synchronization for Windows %l 57 1A, Ffn/ W 2] Directory Server H /™
J&T% . Identity Synchronization for Windows W& /5, EAT TR [F) 232 3 7)1
A Directory Server & H, JFn[7E “RIPH 413" (SUL) i &% rh A8 o

N3] T Identity Synchronization for Windows Qe[ {if FliX 28 @ . i i —

A~ Windows 3k (4™ Active Directory 3F1—/~ Windows NT 3#) 5—4~
Directory Server 44 [F] 5 .

1. Active Directory [f] east.example.com I8 [{] ] 5 LA
ou=people, dc=example, dc=com [7] £ #| Directory Server ',

2. Active Directory [f] west.example.com 31 K] H] /7 4 LA
ou=people, dc=example, dc=com [f]}{ #| Directory Server ',

3. Windows NT [f) NTEXAMPLE $+ 1) Ji] ) 45 LA

ou=people, dc=example, dc=com [7]}{ #| Directory Server 1.
B84 Directory Server FH /I, )7 H SUL i JE 85 4ff i€ 2R Windows
W EEE P (R %4 Directory Server SUL # #H[FI (¥ A DN,

ou=people, dc=example,dc=com) . {#H] activedirectorydomainname #l

user_nt_domain_name J& 1 A] AR ;A by i IX L8 g 2%
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it & £ 4 Windows 15

TN “EEHIG” 1w IR Mg g

1.

2,

¥ Directory Server destinationindicator &MU %] Active Directory
activedirectorydomainname J& 4! Windows NT user nt domain name J&k.

2 LA 77 AN A4~ Windows L E —> SUL:

EAST SUL
Sun Java System Directory Server definition
Base DN: ou=people,dc=example,dc=com
Filter: destinationindicator=east.example.com
Creation Expression: cn=%cn%,ou=people,dc=example,dc=com
Active Directory definition (east.example.com)
Base DN: cn=users,dc=east,dc=example,dc=com
Filter:<none>
Creation Expression: cn=%cn%,cn=users,dc=east,dc=example,dc=com
WEST SUL
Sun Java System Directory Server definition
Base DN: ou=people,dc=example,dc=com
Filter: destinationindicator=west.example.com
Creation Expression: cn=%cn%,ou=people,dc=example,dc=com
Active Directory definition (west.example.com)
Base DN: cn=users,dc=west,dc=example,dc=com
Filter:<none>
Creation Expression: cn=%cn%,cn=users,dc=west,dc=example,dc=com
NT_SUL
Sun Java System Directory Server definition
Base DN: ou=people,dc=example,dc=com
Filter: destinationindicator=NTEXAMPLE
Creation Expression: cn=%cn%,ou=people,dc=example,dc=com
Windows NT definition (NTEXAMPLE)
Base DN: NA
Filter:<none>
Creation Expression: NA

5 & Directory Server SUL & R AH [F] (1) 24 DN gt kir X, A
I g g e A Y. Windows FH P 4% H (1935
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Test, cn=users,dc=east,dc=example, dc=com.

2. Identity Synchronization for Windows 7%: Directory Server H1 6 H J 4 H
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destinationindicator=east.example.com %% H .
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