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t}& 3ol A+ Oracle ILOM MIB E &l sl A3} z+

Ho] FUt.

I«
ar:

Oracle ILOM MIB X5, 1A ID 4 MIB o] & ¢l tjgh A3

MIB o] 5ol ujgt A A IDE

MIB 0| &

[
08

MIB Z & ID

ENTITY-MIB

SUN-HW-CTRL-
MIB

SUN-HW-TRAP-
MIB

SUN-ILOM-
CONTROL-MIB

SUN-
PLATFORM-
MIB

@ SNMP ol o] A Eol A A 9138} of g &2
EE e = MIB ZEQ YT

& — entPhysicalTable> 7-& ¥ ©] MIBo| ¥} &3t}
o] MIBZ %3|| Oracle ILOMS& Al&3lE BE
Sun A ZHEE AT = dF YL

2 Ana

F -o| MBS A & FE&xt FaHYh

o] MIB+= Oracle Sun A ® Z A F o A A st
st=do] #d dH/ENS Ay

.
T Ae

MIB: 2 E Oracle ILOM 7] 5< 74 2 ¥ 3
= AAE AFFY) o] MIB7F 445 = FA
Fo, A%, 27, A2, M ESZ] 4 Heo] #
of & 75l A YT

o] MIBE A 8o
entPhysicalTable 9]
MIB(REC 2737)°l o} &

30 o
o

=R =iE=3 R
- = RS |

45 T3 ¥A == ENTITY-
g5 AT

o o,

1.3.6.1.2.1.47

1.3.6.1.4.1.42.2.175.
104

1.3.6.1.4.1.42.2.175.
103

1.3.6.1.4.1.42.2.175.
102

1.3.6.1.4.1.42.2.70.
101

g Hol vadH

7 MIB9| YH-42-& Oracle ILOMel A & = 54 .

E: Oracle ILOMo| A 3 &= ¥ = MIB
MIB 0| & Ay MIB 24 ID
IF-MIB UES A Qe H o]~ 519 A9 dut A4S dygste 1.3.6.1.2.1.31
MIB =& ¢} U t}. o] MIB: MIB-II ifTabled] ¢ H|o]E
WA o R, RFC 12299 Aol® 48 Fasd.
IP-MIB IP A& PeE AYsta IP 2 ICMP +&8& #elste 1361214
MIB E& <Y th
SNMP- SNMP #&] ¢}7] €2 MIBS YT}, 1.3.6.1.6.3.10
FRAMEWORK-
MIB
SNMPv2-MIB SNMP <lE]E] ] MIB &5 U T}, 1.3.6.1.6.3.1
ZF _ o] MIB 2 E9] A2 2 SNMP &%} Oracle
ILOMel & &g YTt
TCP-MIB TCP +8 < #& 8= MIB RE YUt} 1.3.6.1.2.1.49
UDP-MIB UDP 7&d & #2] 8= MIB =54 YT 1.3.6.1.2.1.50

SNMP 71 & 5



o2 oA+ Oracle ILOM SNMP +& & X3l d AFE-5 = MIBE A7 gyt

Oracle ILOM SNMP 1&g #| 3= 9l AH-85 &= MIB

i

Iz

MIB 0| & a9 MIB Z4 & ID

HOST- o] MIBE: 5 ~E A A8 pralahi o ALdyry.  13.6.1.2.1.25.1
RESOURCES-MIB MIB+ UNIX ¥ &S 2 38}% PC % Al =8-S 233t

o B QIEM i"Eoﬂ TEHAAEHE ]LUL‘/]‘jr.
IANAifType-MIB  ¢] MIB 2 & -2 IANAIfType Textual Conventions % 1.3.6.1.2.1.30

o]st 2 & MIB-119] ifTablell A ] % ifType 2} A ¢] &
A 7S AU

b

NOTIFICATION- o] MIB X2 SNMP ¢&(E#)L 7|51 ] AbE 1.3.6.2.1.92.1.1.3
LOG-MIB gt}

SNMP-MPD-MIB o] MIB 2 E5< WAl #] A7 @ Ao AFg= 1t} 1.3.6.1.6.3.11
SNMPv2-TM o] MIB &< SNMP = vfjsg o AL&5 Y}, 1.3.6.1.6.3.19
SNMPv2-SMI o] MIB EE = WA 238 AR Fxo U8t A7t 1.3.6.1.6

EoE ] YFyH
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Oracle ILOMO| A SNMP 24 4]

My 23

SNMP KA 2=, AF&-2} A8 3L SNMP o 85 0] 4] ©] "SNMP ¢}~

8l 22 7] A 2, ARG A A
CLI

ES F 1 #E 9% Oracle ILOM 2 SNMP E & 7 1 #2](CLI)"

CLI &4} e 195 0] A o] ' SNMP 917] Wl 27| hA| 2 ALEA} A
74 9 SNMP E 3 731 #2] ()"

Oracle ILOMOI A 2% SNMP MIB o 29¥]©] %] €] "Oracle ILOM < A}-&3}%] SNMP MIB

ters TR

2 e

m Oracle ILOM 3.0 €221 &2 73, AF&AF A4 &

m Oracle ILOM 3.0 &322 &e] 4 A=}, AF-8-4F A Te

m Oracle ILOM 3.0 €42 <1 2] CLI 4}, A2 A4 2]



SNMP &17] 2 227] B2~ AL8-Z} A A
2 SNMP = 74 31 #2](CLI)

My 23

Oracle ILOM CLIE A}-8-3F SNMP ¥-2] 2] o 103 0] A ¢] "A]2}E}7] Aol — SNMP Al
QT Ab3} eko}r 7 2 A7 (CLL)"

SNMPE &4 316}7] 93+ Oracle ILOM CLI o 83| ©] 2] 2] "SNMP N A2~ 2 3 Fof
Azt A (CLI)"

SNMP AM82F A 55 41 B & fg e 107 0] %] ¢] "SNMP AF-&2 A4 2 A H
Oracle ILOM CLI & =} YE #eE(CLD"

SNMP E 3 ##] = 913 Oracle ILOM CLI e 159 0] %] 2] "Oracle ILOM CLI= A}-&-3}
2 2} o] SNMP E= . #e]"

V¥ SNMP H A2 2 Fsk Fof A (CLI)
AlZHSEZ| Ao
m Oracle ILOMOI A SNMP 55 A EE 432 ™ Admin(a) & &o] &35 o] 9
o] of gLt
|24 02 =3} Al enabled A E| &2 AlFE T}
=

=3} Al disabled 73 e 2 A|-Tg U
NMP sets 55 JHE &4 3}

O
=
@]
<
9,
=
QL
wn
Z
<
>4
N |
N
12
B
[
il
_O‘L
oo
_O|L
%)
e
wn

afof o),

— Oracle ILOM®]| 4| "Set Requests(:8.7d A 7d)" e 7} vl & s}l 74§ =& SNMP

7“Xﬂ 8171 d&°l™ snmpset 83| X%Elﬂxl ERSEle

A

S
2,
=
%
r o
ol\
ojr

N

m Oracle ILOMo| A= SNMP L2 E = 7 vl, v2c ¥ v3 Z TE AR

= A Za ).

s SNMP vl % v2c9] 7 —r Oracle ILOMO| A= AF&-A} 155 #8]E communities
=4 H(%k public 2 prwate)e A&yl 18y SNMPvl % v2c°ﬂ oj gk

communities 5% AW kS =3} A disabled A EH| = Xﬂ*ﬂqq—

s Oracle ILOM-& SNMP v3ol thall AF&2} Q152 #2]3}+= users 53 AHE
AFTdYT} users 5= AHE= 7| EX o i 3} Al enabled /‘]’EHE Xﬂ*%‘%\’/]—.
SNMPv3 users 6% JH= F3F Al AFEAE 918l vle] 714 H gto = A%
54 e,
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SNMP AMH| A A8 52 AHE AAsEd o8 dAE gSYT

1. Oracle ILOM SP CLIo| 29lgt cl.
2. Oracle ILOM SNMP S5 MEE E2{™ |22 =g ch

-> show /SP/services/snmp

&7} 22 SNMP %2 o] el

-> show /SP/services/snmp
/SP/services/snmp
Targets:

communities
mibs
users
Properties:
engineid = none
port = 161
servicestate =
sets = disabled
vl = disabled
v2c = disabled
v3 = enabled
Commands :
cd

(enabled)

4 5t5tei o g e ot

o) =

917] 1§ oA 2 Aol gl

SNMP

-> set /SP/services/snmp servicestate=enabled

SNMP 2% 7] oA 2~

SNMP Z 2 E 3 W H(vl, v2c
= = v3) == 7@5

HEE WAL 4e A o

-> set /SP/services/snmp sets=enabled

->set /SP/services/snmp v#=enabled
A7 #2 ZA 3t SNMP Z2EF Bt

ol

Ct2S ok

->create /SP/services/snmp/users/<useraccountname>
authenticationpassword=password permission=rw

->create /SP/services/snmp/users/<useraccountname>
authenticationpassword=password

SNMP AF&-AF AlA 2 91 7]/227] A2 @kl of 3k 2FA 8F 8- 107 0] #] 2]

"SNMP AH&AF A4 2 AR UE #2(CL)'S F=x

EERRES

Oracle ILOMO{|A{ SNMP A& T4



10

SNMP A} A7 2 ARFYE 2] (CLI)

sHE AMod 23

SNMP AF-&-AF AR ol sk 25 o 103 0] %] <] "AlZ}3}7] el — SNMP AR&-2F Al A
A} gho (CLI)"
CLI 9’ % SNMP A&7 Al 9] 5 o 115 0] A 9] "SNMP AH8-2F A4 di, 55 FH
5 AR g2l 2k
Oracle ILOM CLIZ A}-8-3lo] SNMP o 123]0]#] 9] "SNMP AHFUE 5= FH Br] L
AREA AR S 33k E Ak T4 (CLD)"

e 137 o] %] 2] "SNMP AH-&-#} A4 F7HCLID)"

e 137 o] %] 2] "SNMP AH-&-#} A4 HF(CLD)"

o 143 0] %] 2] "SNMPv3 AF-&-2} A4 Zejo]mA] L&

23 3 A4 (CLy”
o 143 0] %] 2] "SNMP A}-8-=} A4 AHA|(CLL)"
e 147 0] A ¢] "SNMP AHFYE F7} ©=3= HAF(CLD"

14
e 145 0] A €] "SNMP A1 E 2AHA|(CLI)"

A 2H817] Z ol — SNMP AF&-A} Al A (CLI)

o] Ao A& Faqat7] Mol v 87 Ak %5‘3}‘:‘7‘] gelsfofF .

m Oracle ILOMO| A AF&-2}F A1 CLI &5 A EE A4 3t2]H User Management(u)
& gho] &g st o] glojof gt

m Oracle ILOM| 4] 214 gk SNMP A7 o] &4 stx]o] ol=%] E1stA Al 2. A}A| g
W82 83 o] 4 2] "SNMP <} 4] 2 o B Ho] A (CL)"S F2IAHA L.

Z — Oracle ILOM CLI°ﬂ 1 ek ) sets v/ W7 v E A EtE o] QoW BE
SNMP MIB 21 7} ¢} 7] A& e 7} Fu o)

m snmpset H#HS A3 HH SNMP vl/v2e AFYE = ¢7]-227](tw) #eS 7
%1 SNMP v3 AF&-2}F 7178 & AF&-3fl oF o

F — o] Ao 1} 9l = oA SNMP 3 = 2 Net-SNMP 4 %} So gAY
317] o] Net-SNMP 2 Net-SNMP *"i L9 wggAMo] AR F o] = A 9-of ut
Ay 2 253y
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SNMP AH&-AF A1t 55 BE R
A 52 A4u

SNMP A}-&-2} Al A , 5 2 /SP/services/snmp WA of ol A A
28 4 gl E T ol A SNMP AL A Ao frad g, B8 A1 ke

p
=

A

®: SNMP AM&AF A7 W2, 5 42 2 7%

ot S= e 2 =gt

/SP/services/snmp/ permissions rolrw o

communities/

communityname

/SP/services/snmp/users/ authenticationprotocol MD5 |SHA MD5

username authenticationpassword® <F2d> H Ex14h)
permissions rolrw o
privacyprotocol none | DES | AESt e
privacypassword! <224 (N E=214)

/SP/services/snmp engineid = none <TAE> R ZAE)
port = 161 <A4> 161
servicestate = enabled enabled | disabled enabled
sets = enabled enabled | disabled disabled
vl = disabled enabled | disabled disabled
v2c = disabled enabled | disabled disabled
v3 = disabled enabled | disabled enabled

* ALEALE HEAY A E A AT SEE ATE ok
t privacyprotocol &% A 1| none ©] 9] 9] ko] U= A9 Zeto]| WA 55 A of gy
1 ILOM 3.0.16%-E] SNMPv 3¢l AES(2L+ 453} ) ZEfo|HA| ZRES FHAS A 4

S

L] t}.

dE 5] AlE2} a19] privacyprotocolS DESE WHEsIEH ™ oS 58S AFE3

g},

-> set /SP/services/snmp/users/al privacyprotocol=DES
privacypassword=password authenticationprotocol=SHA
authenticationpassword=password

U ol A E Aol

i
E

7 Aol FEsHY L,

| -> set /SP/services/snmp/users/al privacyprotocol=DES |

F —privacy % authentication 55 FHE AL A3 &L SNMP A-&4F Agk
o o
=

Oracle ILOMOI| A SNMP &% T4 11



12

V¥ SNMP AwUHE 55 AE B7] 2 74 (CLI)

1.

-> cd /SP/services/snmp

/SP/services/snmp | E2| 2 0| S5t2{M CIS2 T

2. O c[2 &2 Lol M show HEH 2 224510 SNMP A F & &eletct, 7|2 482

CtEat 254 oh

-> show
/SP/services/snmp
Targets:

communities
mibs
users
Properties:
engineid = (none)
port = 161
servicestate = enabled
sets = disabled
vl = disabled
v2c = disabled
v3 = enabled
Commands :
cd
set
show

3. ARUEE E3{H ct2 8 A

=

-> show /SP/services/snmp/communities

/SP/services/snmp/communities
Targets:
private
public
Properties:
Commands :
cd
create
delete
show

-> show /SP/services/snmp/communities
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2171/47| Heto| U= HRLEIS BHER W Ch3 S Y BiLICh

-> create /SP/serv:l.ces/sn.mp/comunities/commumtyname
permission=rw

-> create /SP/services/snmp/communities/communityname permission=
rw
Created /SP/services/snmp/communities/communityname

5.

CtE22 st 374 ARUEE 2felatch

-> show /SP/services/snmp/communities/public

-> show /SP/services/snmp/communities/public
/SP/services/snmp/communities/public
Targets:
Properties:

permission = ro
Commands :

cd

set

show

V¥ SNMP AF-&-=} A4 F7HCLI)

Oracle ILOM CLIO| Z12lstC},

SNMP v3 817| M8 AMEXA AYE F7t6ta{H Cl= WE 2 =gk
-> create /SP/services/snmp/users/username
authenticationpassword=password

V¥ SNMP AF-&%} A7 | (CLI)

1.

2.

Oracle ILOM CLIo| 29lgtC},
SNMP v3 AFZ2X} AM S HESIHH chS "E 2 lgdshct

-> set /SP/services/snmp/users/username authenticationpassword=
password

T — SNMP Abg-#Rof w7 W5 g o o
authenticationpassword HE AT

oF

do s WA
o

14 e Aol

kol'
Ll
o

o 1l

o

off oF
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V¥V SNMP A& 2} A AFA|(CLI)
1. Oracle ILOM CLId| Z212l&C},

2. SNMP v3 ALSAL AE S AHste{H ofs dE S et ch

-> delete /SP/services/snmp/users/username

V¥ SNMPv3 AF8-2} Al Zelo|H Al 2 & F 3k A A (CLI)

AlZFSE2| Mol

n APEAL A Y] Efo| WA ZREF 55 FH ghS AA S| el SNMP AFE-AL A
& WrEooF itk A g W82 133 o] 4] ©] "SNMP A&+ Al F7HCLI)"&
FxHA L

1. Oracle ILOM CLIA| Z12I&HC},

2. SNMP v3 AL2 X} A ™Hof| &&=l privacyprotocol 65 HE S ™5™ c}
= @E@ s =gt

-> set /SP/services/snmp/users/username privacyprotocol=
<DES | AES | None>

Z — Oracle ILOM 3.0.16%* €] SNMPv3 AES(al+ ¢33} £5) A4S ALEe 5= J5
[RA=

¥ SNMP 774 ¥ F7} E+= A F(CLI)
1. Oracle ILOM CLId| 22l&C},

2. SNMP vl/v2c¢ A RUYE|E FIlolz{H cts WEH S A=z g ch

-> create /SP/services/snmp/communities/communityname

¥ SNMP A UY ¥l 2HA](CLI)
1. Oracle ILOM CLId| 212l&C},

2. SNMP vl/v2c¢ 7 RUYE|E AtHol2{H cfs HEH S =z g ch

-> delete /SP/services/snmp/communities/communityname
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Oracle ILOM CLIE A}-&3}e] SNMP E Y 74 a1 #¢]

ECIE 33

CLISNMP E# &3} o 157 0] A €] "SNMP E&] 713 o 9 55 4E 4
(CLI)"

CLI A1 713 B3 =z o 1750] A 9] " 5L 5F A G4 wejel] D8 s CLI ¥3"

SNMP E& 4f2] o 3 55 41 -4 (CLI)

Al=Est7| Mo

m Oracle ILOMOI A 3L 73S THEAY HA 5 W Admin(a) & o] &4 315 o

o]o}o]: fﬂ-qq_

m SNMP v3 E& A1 E A o&teld Oracle ILOM| SNMPv3 AF-&-A} o] &8 A 9] 3
oF ?,%14 t}. Oracle ILOM®]] SNMP v3 4}1;} o]F o] Aoy ke 7J9 SNMP 74 L
Z $:2138H= SNMP v3 AF&217} SNMPv3 7 i wl A A & & 53 5= ¢lA Hu ).
Oracle ILOMoﬂ 4] SNMPv3 ¢35+ ¥ 01 9 SNMP v3 AF&-A}E A o) sl vk of o st
ZpA gF 82 8F| o] =] 2] "SNMP ¢7] 2 o 27 MA| 2, AFEA AR W SNMP E =)
74 3L %al(CLI)”% E S R RA

m 175 0] o] "A o gFE 74 Bl BaskCLI WH"S AESAIAIL.

m Oracle ILOMoI A A1 #e] AAL FASE= W o] g3k A48 U 8L Oracle
ILOM 3.0 973521 #&] - CLI 14z} SFJ A E+= Oracle ILOM 3.0 €47 01 #g] -
N iAo "Al ' A 31 BEE FERFA A L.

SNMP E# & AEe dids 74584 v 9A4A& sy
1. Oracle ILOM CLIo| Z12lstC},

=

2. 210 Azo M MY S EAISIHH show S e ch

S

-> show /SP/alertmgmt/rules/1
/SP/alertmgmt/rules/1

Targets:

Properties:
community_or_username = public
destination = 0.0.0.0
level = disable
snmp_version = 1
type = snmptrap

Commands :

cd
set
show

Oracle ILOMOI| A SNMP &% T4 15



3. /SP/alertmgmt/rules C|HEZ|E FAlst2{M™ C}S WH S s},
->cd /SP/alertmgmt/rules

-> show

-> cd /SP/alertmgmt/rules
-> show
/SP/alertmgmt/rules
Targets:
1
2

15
Properties:
testalert = (Cannot show property)
Commands :
cd
set
show

(Nt

SNMP E & td& 74 11 2 (g 1~15) A8t s g e Ee] 2 o] &3t
of:
->cd 4
4. A CIER| Lol A 4 S YBE HABH ser YHS YA B
o
-> set type=snmptrap level=critical destination=

IPaddress_of_snmp_management_station snmp_version=2c
community or_username=public
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dar atH 54 welel 223 CLI
t}2- o A= Oracle ILOM CLION A 7 a2 72 A4S #e]sl= o] 223 CLI ¥ &
i3 A g .
=: A3 A 4 #eEle] g CLI ¥ H
CLI &E& =L
show show HH & A A2 e Ao Z2E AAste] A #7 98 Eg
TS IAFYTL
a:
o AR BRE AHgSe] 55 g 3 43 A S EAS W 3y x
FLECA T JH P
-> show /SP/alertmgmt/rules/1
/SP/alertmgmt/rules/1
Properties:
community_or_username = public
destination = 129.148.185.52
level = minor
snmp_version = 1
type = snmptrap
Cormmands :
cd
set
show
o AA HARZE ALESI] GY TF HHE BASHH W ZEZEJA
- 9489y
-> show /SP/alertmgmt/rules/1l type
/SP/alertmgmt/rules/1
Properties:
type = snmptrap
Commands :
set
show
Oracle ILOMO| A SNMP &3 4 17
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#: A atA g el E 8.3 CLL B E (A1)
cLI =¥ Ay
o AA E] X7} /sP/alertmgmt/rulesS! A5, F AEE A A3
WY TELEA kS 4 g
-> show 1/
/SP/alertmgmt/rules/1
Targets:
Properties:
community or_username = public
destination = 129.148.185.52
level = minor
snmp_version = 1
type = snmptrap
Commands :
cd
set
show
cd caW@e A4e e s AT Av spel 2] HeEw A1 B
S A A o G e gt
-> cd /SP/alertmgmt
set set BH S EF 9] 9o YAolA 55 FH & AT E f1A]

A]
wel 5% Ane AA A% EE AU ARE A9 S Azt o
o A BEE AGstEH B TEZEANA U5S 9
-> set /SP/alertmgmt/rules/l type=snmptrap
o 3l AE(EY X /sP/alertmgmt)E A G s H PH TF I Eo| A
e gy 428 g8y
-> set rules/1l type=snmptrap
o g HZ(EY 91A: /sP/alertmgmt /rules/1)E A 45t P&
SFEEA TS B8 A2E AZ P
-> set type=snmptrap
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SNMP ¢}7] &
2 GNMP E& 7 31 %ﬂ(%‘)

My 23

Oracle ILOM®| 4] SNMP A1 8|2~ A E] 5= e 195 0] R 9] "SNMP & 7]/2~7] AA| 22}

AR HAdS gek ) A3 Agk Fof A"

SNMP Al&-2F Al @ AFYE B2l & 913 e 229 0] %] 2] "SNMP AF&-AF Al 2 ARFY
& A A} g )"

SNMP EX] 55 45 #e & A% 44 o 275 0] %] 2] "SNMP E & 7431 2] ()"

=1 B
SNMP &17]/227] HA 22} Hgk Fof A (<)
Alxt5t7| o
m Oracle ILOM9| A SNMP 55 A HE A3l Admin(a) & & o] &4 3}5 o] 9l
ofof gttt
m SNMP service A= 7|24 0 5 Z3} A enabled 73 e = A& Y},

m SNMP set requests W Hi= 7] 24 02 &3} A disabled e 2 Al 3 Yt}
ILOMe] thgk SNMP 2~7] HA| 25 &]-8-3Fe ¥ set requests JEl & &4 shallofF §F
v,

& = Oracle ILOMO®I| A set requests B 7} B] &4 8} 7 9- B35 SNMP A A= ¢17]
Aol snmpset o] A H A FFUT

m Oracle ILOM9| A= SNMP L2 EZ B A vl, v2c @ v3 ZtZ}o 3l 1= 5= A X
E ATFYrh
s SNMP vl % v2c9] 7 o“l‘ Oracle ILOMO| A &= AF8- 2} 158 38 communities
= QB (4k: public R private)E Al FH T L2t SNMP vl % v2c AFHE ol
EH?SF S22 AR gte 7B A o7 Z3) A disabled A EN 2 Xﬂ*ﬂ‘/}ﬁr
s Oracle [LOME SNMP v39l] thall AF&AF Q128 #e]3lE users 5= ZAHE
A-FUTh users 5F AH = 7| EH o2 %6]' A] enabled 73 el 2 Zﬂ*%‘/l‘:}-
SNMP v3 users 55 AR &3} Al AFEALE 93] v 97| HE #ho =2 ATy
A eFE .
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wE T,

SNMP MR 2= ZH o5 dRE A48t vs dA=
1. Oracle ILOM # QlE{H 0|20 2algCt
2. Configuration --> System Management Access --> SNMPE 22| &},
SNMP Settings(SNMP A A4) =] o] #] 7} LFEFH U T}
System System ser Aemote I
Information Monltoring Cenfiguration Management Control Mainte
Systern 3
Managerment Ao Network DNS Sl Clock Tirnezone
N Management Port
Web Server S5L Certificate SEH Server IPMI 4
SNMP Settings
Manage SMNMP users, communities, and access from this page. Use the checkboxes to
control the state of the SNIMP Agent, permission for Set Reqguests, and access for each of the
protocols.
State: [“ Enabled 1
Port: [181
Englne ID I
Set Requests: [ Enabled
Protocols [+ w1
[ vee
[ va
Save |
¥ Cormmunities ¥ Users ]
(Rl il ] il
3. SNMP X EE 2t 51521 ™ State(&tEll) =telzts 2l gt ch
State”} disabled©]| ™ SNMP ¥ E 7} 2}t 5| o] Oracle ILOM3¥} HE S A 719 &
SNMP &2l o] wAg 4,
4. Port(ZE) HIAE Zcof XE HSE gt
5. Engine ID 2Z=5 {l Mef2 U ct. O2{H 7|2 HHo| ALSE U Tt
% ID= SNMP ol o] A Eof o &) Abs o= AUt o] =5 ARg-sto] Azl
IDE AAT o AN o] =2 9] 7= Ao] F5Ynh A ID SNMP <17l
& LfrskAl At AR 2E7E SNMP ol o] I E S F 2] ek bl A8 Y Tt SNMP
3 Wt gl o] A o] AL ol 953k -0l vt o] =S AL-E-3l] Engine IDE
dA s oF gt
0 ZZEE Z2| - SNMP, IPMI, CIM, WS-MAN HEH A « 20114 7
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6. Set Requests(2& M) M2 &M 35t H L H| &AM 51512 M Set Requests(2&
AA) ehelgts MENSHHLE MEH S A = Cf

Set Requests(2.7% A7) A o] ILOMelA B ZA st o] 9lom
7} 2171 A8 Aol ob snmpset B ® = A 2] H A 5yt
7. SNMP v1, v2¢ == v3S 2455121 Protocols(Z2 EZ) Eel2ts 2 g Ch
SNMP v3> 7|24 0.2 &4 s Ut vl, v2c B v3 T2 EE WS 24 st 7
H &g std 4 AdFuHh
8. Save(MZhHE S Ch

thE 19ell 418 o 2 SNMP Settings 7 0] #] 9] o} 2] %0 A SNMP 7] U E] &=
EAMEAE F7E By e A SR sy

RE SNMP A A

¥ Comrmunities ¥ Users

( Add | [ Edit | [ Delete |

Communlty Name

¢ private
¢ public

= Back to top

[ Add | [ Edit | [ Delete |

Lser Name Authentleatlon Protoeol

| testuser MD5

% Back to top
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SNMP AL} A7 2 ARFYE ] (H)

Aod Eo_li

=S

SNMP A&7 A& #elat7] A e 105 0] A 2] "A| %817 Hell - SNMP A&7t 7] 4 (CLL)"
of Bag Aol thal] Fotr 7]

SNMP AH&-2F A1 3 7 Fr U E o 22701 ] 2] "SNMP #FHE F7F == A ()"
TS 99 Y A o 2435 0] %] 2] "SNMP # 51 €] 214 (31)"
o 225 0] A 2] "SNMP # U E] =7} B AR ()"
o 267104 o "SNMP AF&2} A4 A (1)

A28l 7] el - SNMP AH&-AF Al

o] o] Mg Fsty] Hell b o AHFS

m Oracle ILOMO A A}&2F Al A CLI 52 A X
e o] &g stulo] glojof

m [LOMOI| A 223k SNMP A & o] g4 315 o] 9li=x%] grelsti Al &, pA g &
193] 0] 2] 2] "SNMP ¢] 7]/7%7] WA~} AeF Fo] AA)'S FERIAAA L.

e shelalof giv,

A7 32 User Management(u)

mlm )

Z — QOracle ILOM CLI A 23w sets w7l W57 )& g5 o] 9QoH R E
SNMP MIB A1 A1 7} 171 & el 7} gy .

m snmpset H#HS A3 H SNMP vl/v2e AFYE E= ¢17]-227](w) IS 7}
721 SNMP v3 Ab-&2 A4 & Ab-gafof g,

SNMP A=Y E F7F E= A3 (H)
SNMP vl & v2c AFUEE F7FetAY A s v dAE o5yt
1. Oracle ILOM ¢ QlE{HOo|A0 Z22l& ).

2. Configuration --> System Management Access --> SNMPE 2 & & C}.

SNMP Settings(SNMP 4 4) #]0] %] 2] 57} ol 2] 2 23 2 5}6] SNMP
Communities(SNMP #FUY¥]) t] s} A& 5
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3.

HRYEIE F7t5t5{H Add(F7hE & &4 ch
SNMP Community(SNMP A4 E]) tf 8} %27t vebd o).

Add SNMP Community names and their associated privileges here. Click
Save to complete your action.

Community Name: I

Permission: ro j

Save ) Close |

b. Edit(H%)E 22 ch
SNMP Community(SNMP A4 E]) 8} %27} vebd o).

M HAFJHEIE F715t2{H Community Name(F 7R E| 0| &) 2 =0 {/{HE| Of
Z2g oladstch 01X 2o o} oAy 2 o| S8t o},

s —d

ARUE olF& 357 oz AT & AUtk JEAZ A%l ok ] F
I~

mlo

Permissions(# &h) EECIE FF0l|lA 17| M E@o) EE= H7|-A7|ew)E MH
=

]

Save(XZhHE 2= &t Ch
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¥ SNMP A7 YEl 2HA|($1)

SNMP vl B+ v2c AFUE & 2HAe e | v dAE o5yt
1. Oracle ILOM ¥ QIE{Ho|A0l| Za2l5tC},

2. Configuration --> System Management Access --> SNMPE Z 2! gt C}.
SNMP Settings(SNMP “d 4) & o] 2| 7} WHEp L o}

3. Communities @ 3 & 2= 5t7HL} of2lie| HRUE 522 AFEFHHCL
4, AH g SNMP HFUHEL 22 HES E 7 Ch

5. Delete(&x)E 22 gt
gl disl AA7F e Y T
6. OK(&ehE 2215109 SNMP H R U E|IE AHA| &

3 QI o] 25 AF§3ke] SNMP A8+ AR F7}
A4

SNMP v3 AH87 A4S F7stAu AAdshel e the wAl S nhE

F - AFYE = AN AE Ao]stE U AFRE T E SNMP vl 2 v2col &= A& AlA
o] 4854 gHFYT}

1. Oracle ILOM ¥ QIE{H 0|20l Za2lgtC},

2. Configuration(7'4) --> System Management Access(A| A 22| A A|A) >
SNMPE 2= & ch

SNMP Settings(SNMP A #4) = o] 2| 7} YE} Y o}

3. Users(At8A) 23 E Z2/510] SNMP Settings(SNMP A &) H 0| X| & =H&tstn
SNMP Users(SNMP AtEXHE FA| g

4. SNMP AL2ALE =716l M Add(FE7HE 22 gt
Add or Edit SNMP User(SNMP AF&2} 37} 3= A 3] ) 3} 4217 ey o

a. MEet ALZAL 22 HES ZE = Ch

b. Edit(EZ&)E =& ch

Edit SNMP User Information(SNMP A}-8-2} 74 B35 1) ) 3} A 27)F Yebd o
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® @& @ Mozilla Firefox
I@ IDREERLND] https://10.153.55.60/iPages/frameWindow.asp?conten

Oraclee Integrated Lights Out Manager

Edit SNMP user informaticn here. Click Save to confirm your changes.

User Name: davidc

Authentication Protocol: MD5

Authentication Password: I

Confirm Password:

Permission: I Read-Only i

Privacy Protocol:

Privacy Password: AES

noneg

Confirm Password:

Done =]

6. ALEALE F7t5t2{H User Name(AHEA} 0| F) BIAE Lol ALZAL 0|58 &Y
Sta, X o of2 B ol S
AREAE o] 52 354 ol 2 ¥ 4= syt AR At of st el 2
ek o jlsyh

7. Authentication Protocol(Q/E Z2E &) EFCHR |50 M Message Digest 5

(MD5)(MD5(H| Al X| 2 2F 5)) EE= Secure Hash Algorithm (SHA)(SHA(E ot s A|
g0z F)S ME gt

i

|'O
0|>|
o
E!.
[
|>
[m
El
In
2
o

8. Authentication Password(2! & & = = k=2
A% i oh/2RAE TR TE B9 B} glo] 8~16% ol 9

oF g ok,

9. Confirm Password(& & SQH)HAE ZEof 2l E &S E CtA| = 7t
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10.

11.

Permissions(H$H) EECIE SE0|AM 27| M E(ro) £= &47[-27|(xw)
=

i
>
Ju
9'-

(ME Abg) Zojo|{Al ZRESS XMt Y ok IS S B o,

a. Privacy Protocol(Z2}0[HA| T2 £ F) 55 &HAtoll A DES 2= AESE UEH &
Lk

— ILOM 3.0.16%-E] SNMPv3ol| Wt AES(2L 3 ¢33} §55) Zelo|uA] TREF A
AHE-EE 7 dF YT

b. Privacy Password(Z2t0|HA| 2t ) =24 Etol| 11aTHA[O| A X[ & 5F Z 20 A
ang|=e s E gt
Zepol A b= i/ AwAE RS 2ol o 24k glo] 8~164F oW
= s oF gyt

4

— oA I E = 1lad Aol A DES =5 AESE A 8138 799

r:'i

293

12.

c. Confirm Password(2t& &2l) Z =of 11bEHAHMIM X|H & Z2lo|HA| &5 2}
A X|5t= Z2lo|HA| &S E CiA| 3 g,

=

Save(M &) E 2= 5t0d SNMP ALEAL AE 55 2 & M Ch

¥V SNMP AM&-2F A4 214 ()
SNMP v3 AL-&2F Al A& 2FA 82 H v GAE w5y

1.

2.

Oracle ILOM g ¢lE{H 0|20 2aelstct

Configuration(74) --> System Management Access(A| A8 22| HA|A) >
SNMPE S& &4 CH
SNMP Settings(SNMP A1 A4) o o] 2] 7} Wb T

Users @ A& Z&!/5IHL} of2f 2] SNMP Users(SNMP AlEAH 5522 A3
=

U
]

AtH| 2t SNMP AFS AL AF 2ol 2ie|2 HHES 28 gL Ch

SNMP User’s List(SNMP A2 AL =) ol ol A] Delete(&H)E 22 gt Ch
22l i s} A7k d gy

OK(2eh)E S5t ALEAL A E S AP g Ch
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¥ SNMP E =& 711 #2](%))
Al&tstz| Mol
m Oracle ILOMoﬂ 2 SNMP E# 411 #3588 HEAY HF 5™ Admin(a) & o]
A sl o ook ).
m SNMP v3 E3 7 115 A 9] 3}&] ™ Oracle ILOMoI 4] SNMP A}-&%} o] &8 A o] 3
oF &1 t}. Oracle ILOMel| SNMP v3 /\]"Q‘Z} o] Eo] Hojx A e 79 SNMP 7 1L

d

2 $A18FE SNMP v3 AF2-217F SNMP v3 74 1L HlA A & 358 5= g A DU
Oracle ILOM¢| 4] SNMP v3 @ gt Proq 9 SNMP v3 A& 28 A o5t Wb o o) st
AFA| B 82 193] o] 4] 2] "SNMP 2] 7] ‘32 A7) A 22, AFE-AF A7 2 SNMP E

Bar (s oA L.

m Oracle ILOMO A 721 #2] 4RSS A3 o ol xpA sk LH%% Oracle
ILOM 3.0 &A= ¢l e - <) E z} OFJ A HE+= Oracle ILOM 3.0 94}4 91 #e] -
= ‘?‘hﬂﬁgl "’\]—’l‘:’“ 81l J&\“J”E 23 Al L

Oracle ILOMO| 4] SNMP E& 71 53 AHE FA54H 2 dA S w4y}

1. Oracle ILOM ¥ QIE{H|o|A0 Zaolgh Ct,

2. Configuration(74) --> Alert Management(d 1 &2()E 22 gt Ch

Alert Settmgs( AL AA) # o] #|7F vEbE U T o] Flo] Aol FAE e AL
glo] o] AU A 157 AE A8 = dH5Yrh

System Sy stem Liser Remote I
Information Monltoring Sontlguration Management Control Malnte
System i
Alert Serial :
Management Metwork DN Clock Timezone
Management Port
Access

Alert Settings

This shows the table of configured alerts. To send a test alert to each of the configured alert
destinations, click the Send Test Alerts button. IPMI Platform Event Traps (PETs), Email Alerts
and SNMP Traps are supported. Select a radio button, then select Edit fram the Actions drop
down list to configure an alert. You can configure up to 15 alerts.

Send Test Alerts )

I—Actions — j

Alert 1D Level Alert Type

C disable iprnipet

Cle disable iprnipet =
Chl i ] 33
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SHEALE +HStHHE 41 2o =2 S gt

ﬂI|ﬂJ

3. 21
4. Actions(Z) EECHR SS0M Edit(HR)E Mg,

Create or Modify Alert(Z 3 A4 2 54) o3} 427} Uebdyr)

Tocreate or modify an Alert, select the alert level and type, then fill in the
destination information for the alert type selected.

Level: IDisabIe j
Type: IIPMIPET |

Fillin the IP address of the PET destination. Glick Sawve to complete your
action.

IP Address: 0.0.00

Save | Close |

5. Level(+%) ESCH2 2S04 Z1 +52 Mef s ch,
6. Type(RE) EECHS 2=0M &

. IP Address(IP &2) Z=oM &

N

8. Save(XT)E SE 5t HE AtetE HE =L Ch
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Oracle ILOM<- AF-8-5Fo] SNMP MIB th

FEZ=

My 23 ZE J|5 x|
Oracle ILOM®l A SNMP o 293 0] x| ¢] "A]2+3}7] Hol - o x86 A] 2] X B] SP
MIB & 2= 93 o SNMP MIB t}& =z =" e SPARC A]2=¥l A1 SP
T AR &2l ¢ CMM

Oracle ILOM CLI®I A # o 297 0] %] ¢] "SNMP MIB t}-&

% SNMP MIB Ut} 2= 2 Z(CLI)"

Oracle TLOM § 91EJ5] o 303 0] %] 2] "SNMP MIB t}-&

o] 2o A A4 SNMP 2"

MIB t-& 2 =

A ZsE7] Aol - SNMP MIB th&-2 &

m Oracle ILOM| 4] SNMP MIBZ t}-¢ 2 =3} # ™ Reset and Host Control(r) & &o]
a3}

m Oracle ILOM 3.0.4 ©]& AF-&-3foF gt}

SNMP MIB Tt = = (CLI)

1. Oracle ILOM CLI SP =& CMMOol| 2 1°2l§H
2. show WHZ 2245101 SNMP MIBE & A| gt Cl.
o

-> show /SP/services/snmp/mibs

/SP/services/snmp/mibs
Targets:

Properties:
dump_uri = (Cannot show property)

Commands :
cd
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30

dump
set
show

nd g ct2EEs5t2H o2 49 5 ShHE == ok

-> dump -destination UR] /SP/services/snmp/mibs
T=

-> set /SP/services/snmp/mibs dump_uri=URI]
o]714 URI= 3tdo] 2 =s= uids A4 gdu
MIBE X gtal= ZIP 9t o] i Au = S U

¥ SNMP MIB Tt} 2 = (1)

1. Oracle ILOM SP 5= CMM ¢l 2lE{H| o] Aof 212l C},

SNMPE £ &t

SNMP Management(SNMP #2]) 5| o] 2] 7} L} e} o},

o)A o] MIB 440 tepg] o).

. Download(Ct22E)E 226t CI3 Save(H ) E E 5+ 1}

SELI

MIBE X3l ZIP 3 o] A A 2 A5 Yo

ol
=

. MIB A= 235 S2/5HL} ofefo| MIB Moz A3 E5HC}

mjo

0

e

2. Configuration(7'4d) --> System Management Access(A| A 22| A A|A) >

0z
o
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SNMPE A+-8-35tof ARGAF A 2]

49 EE!

SNMPE Ap-g-8to] Ab82F AIGS ¥ e 323 0] %] &) "A| 24817 Aol - AF8-AF 74 (SNMP)”
Z8k7] % A= a7 A HE
AR A& T3 8] 91 E SNMP

43}

323 o] A] o] "A-g-A} Al -4 (SNMP)"

Active Directory A4 -& 774 3}7]
918 SNMP 2}

DNS o] & A¥ & F+A3t7] ¢
SNMP A %}

353 o] #] ¢] "Active Directory 24 /3"

525 o] %] €] "DNS ©]& A 474 #2](SNMP)"

LDAP A 7-& 4 3}7] 93 SNMP
A2}

5473 o] #] ¢] "LDAPoI| th 3+ ILOM T~ (SNMP)"

LDAP/SSL 2 A S /4317 9%

573 0] %] ¢] "LDAP/SSLe| tf 8 ILOM 74"

SNMP A =}

RADIUS A4 & T43t7] A e 667 0] %] o] "RADIUS A4 T4 (SNMP)"

SNMP A =}

A HE

m 8T 0] X 2] "SNMP ¢]7] & 2A7] A2, L8} Al A 2 SNMP EF 7 31 2] (CLI)"
m 1930]#] €] "SNMP ¢]7] B 227] A2, A2 Al 2 SNMP E 3 7 ar ] (5))"

o]
<1
m Oracle ILOM 3.0 €42 ¢l &g 7, *}%x} 7]
Oracle ILOM 3.0 €744 21 2] CLI A=}, AF-8-2F AA T
m Oracle ILOM 3.0 €442l g A A}, AF&A A4 3

31



Al 2bat7] el — AF&-AF Al A (SNMP)

o] o] HAatE Fast7] dell b &7 AFhE whRsh=A] gl of Yt
m SNMPE AF&3l2l ¥ BE SNMP 55 AHE Sut2 A dAHSAHA L. A& Ul &
£ 79 0] %] 2] "Oracle ILOMO A SNMP 24 4"S ZZ34 A L.
AHgAF AR A BE B Read Only(o) 9 &o] 24 3l5 o] glofof gt}
" ﬁ‘ix} A7 FRE 43 W User Management(u) & &¢] &35 o] glojof g

m snmpset H#HS 235 H SNMP vl/v2e AFYE E= 97]-227](w) #IS 7}
%1 SNMP v3 AHg-2F Al & ARg-all oF g T

— SNMP ¥ #H 9] o= 2299 0] %] 2] "SNMP ¥ & o"E FZ3H A L.

T = o] dof 119} oli= ol Al SNMP ¥ &2 Net-SNMP A& &8 T2 I35 7|Wo =
8}7] W] Net-SNMP 2 Net-SNMP A& &§ L2 130] A o] gli= 7 §-of 7

AL-8-2F Al -4 (SNMP)

AMod E'élﬂ

=S

AEAF AR ] 919k o 323 o] A 9] "AFEAF A1 T (SNMP)
SNMP 23} 2 %3 MIB 7]

a2

Single Sign OnS -4 3}7] e 347 ¢] %] 9] "Single Sign On /3 (SNMP)"

SNMP &z} 2 a3k MIB

&

N do
o

=

V AHEAE A -4 (SNMP)
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1. SNMP =7 % Oracle ILOM MIB7| A X|& SAEo0 Zaolstuct o & 50,
ctSof 2ol = s,

ssh username@snmp_manager_ipaddress

Passwords: password

2. Operator AFSAF Ao Af AFEAL A H S 2HE2{H o2 2 A ok

% snmpset -v2c -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLocalUserRowStatus. 'userl' i 4
ilomCtrlLocalUserRoles. 'userl' s "operator"
ilomCtrlLocalUserPassword. 'userl' s "password"

3. ALEAAEE AMste{H chE8 et

% snmpset -v2c -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLocalUserRowStatus.'userl' i 6

& 3ol A= User Account(AH-&AF 71 7d) SNMP MIB 21 A & A g o},

MIB Z4 x| My S 8=E & 7 7123t
ilomCtrlLocal &7 AFRXA}O] AFRX} o]E  username ] S5 =
UserUsername AUt} FEAFE A Zaf oF

Tk FEA, 541, ool

Z9Es ¥de S 9l

Ak Fwe 23 5 flE

TF AR AL o] 52 T ot

e & guunt
ilomCtrlLocal =7 AFgX}9] ot5 Yt} password A4 NS
UserPassword
ilomCtrlLocal A}gx}¢9} A@sE IS % administrator, 2o AL
UserRoles AU, V& 9 operator,

(Administrator =+ admin (a)

Operator) 5=+ HE g user (u)
ID(a,u,c,r,0 % s)Z !
e WY 5 3

Ut} console(c),
4% D AFE + ¢

g1, e reset (r),
Ut} o & 59 aucros® read-only(o),
2ol AT 5 JF YT service(s)

7] 4 a=admin, u=user,
c=console, r=reset, o=

read-only, s=services 9]
vy o

SNMPE AtE35H0] AFEAL A 22
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MIB 24 x| Ay 51 == @t 7 7|28k
ilomCtrlLocal o] 2|+ g o] Eo A Af active(1l), A s
UserRowStatus & WFEAY 7|& & notInService(2),

Ak Q2

- Zj]:o]—‘_ El AU T notReady (3),

ol TF ARE

. - CreateAndGo(4),

createAndWait (5) L= .

destroy (6) 0.2 A A3} createAndWait (5),

o 47} AH§ A3 WEAL  destroy (6)

A dFUH
ilomCtrlLocal 7}&3%F CLI =5 A3t default(l), A4 s =

UserCLIMode =4dA zkrdyrct. alom(2)
default EE+ Oracle
ILOM DMTF CLPel 3%
&}il, alom =+ ALOM
CMTel &gy

¥ Single Sign On 7"/ (SNMP)

Single Sign On- Oracle ILOMe]l thgh A2~ Aghs A7) 918 S5 = alof af=
sl S0l = WY S AR 29 YT SSO= 7]—“557519—i /‘} e AAgg Yy
= A28} A R /1S A S o] YIEYAE Fall AEdgyt ol o
[e)

=
B )
A 8= 7S Single Sign On 215 A| <5 W] 455} Ae] FeUTh

T — set™ B3 AHE-314 Single Sign On MIB A A4S 743 4 syt o] &
Apol] AR-g-= = MIB A Aol tfgh A& o] A} th5ol o= 15 st AL
1. SNMP =+ & ILOM MIB7t MA|& SAEO 223t} o & , Ct2at &

of gt
ssh username@snmp_manager_ipaddress
Password: password

2. Single Sign On2 &4 3tst2{H CtZ S U gLch
ilomCtrlSingleSignonEnabled.0 i 1
of:

% snmpset -v2c -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlSingleSignonEnabled.0 i 1
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o5 ol A= Single Sign On SNMP MIB A4 4| & AW gty th
MIB 2| 49 slg=e 4t 7 7|28k
ilomCtrlSingle  ZFX| ]| X4 SSO(Single Sign On) <! true(1), A Sre=s
SignonEnabled oo 243tafof dh=A %= A false(2)

AUt} SSOE A}%om Eio]
qaguioqa _Q_._Li_j_au 7k
of 45 E A °‘fz‘ﬂ 237 5
Yt} SC(A| ¢ xﬂoM) 2 9l Jﬂ
o] 2=} SP(AH] 2~ LR AA) 4 <1
El#o] 2, SC W& = Qe 7 1*9}
SP &= QJE o], :LﬂLsc
EQSPO Ej o] 29} Java 94 £
-8 T2 1o SSOE A}%%‘
T AFYT

Active Directory 274 773

== gy 23
Active Directory % X & * 367 °]#] 9] "Active Directory 47 ¥](SNMP)"
T/ et7] 213k SNMP 4} o 407 0] 4] ©] "Active Directory ¥+&] 2 15 7] (SNMP)"
e 417 0] A 9] "Active Directory 14t} 715 2] (SNMP)"
|

o 437 0] A 9] "Active Directory A&7t J o] 15 &

e 457 0] ] 9] "Active Directory At-&2F Ew[Ql 3]

(SNMP)"
o 467 0]

e 507 0]
(SNMP)"

A1 €] "Active Directory A A H 2] (SNMP)"
o 49370] %] 9] "M B T ¥He](SNMP)"
A1 £] "Active Directory DNS Z # o] E] #¢]

SNMPE AtE35H0] AFEAL A 22 35



V¥ Active Directory A7 #2|(SNMP)

T —get Y set YHE AL}

sto] Active Directory 2785 KBl 74 4= 35Ut
o] Aol AR-g-%3= MIB 2 A EE

°}
g e o A okl

i
to
rir
H

il

D
:
>
>,
fo

1. SNMP =+ 2 ILOM MIBJ} Mx|2l SAEof 2a2lgtlcCt o & S0, Cl2n} &
ol ¢lad gt

ssh username@snmp_manager_ipaddress

Password: password

2. CI2 SNMP H3H of £
o

FRSHAMAI.
m Active Directory 2 H

Bl Hd gas A8y

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryEnabled.0

m Active DirectoryE &4 3}stel¥ thS =Y}

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryEnabled.0 i 1

m Active Directory X E M35 He|¥ o5& =g

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryPortNumber. 0

m  Active Directory X E M3 & dAsI2IH th&S =3y

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryPortNumber.0 i portnumber

m Active Directory 7] AH&A 93-S Bed o3& o

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryDefaultRoles.0

m  Active Directory 7|3 AH8-AF &5 A4 ste W th& A9

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryDefaultRoles.0 s acro

Oracle Integrated Lights Out Manager(ILOM) 3.0 Z2EZ 22| - SNMP, IPMI, CIM, WS-MAN A A « 2011 78



m Active Directory 9154 3t URIE E8¥ 55 48U

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryCertFileURI.O

m Active Directory 154 31 URIE AAstH ™ 55 d8 U

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryCertFileURI.O0 s URI

6=

m Active Directory Al & A {ts Hei¥ 55 J8 ok

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryTimeout.0

telwl vhe

tlo

e

ot

Ut

ol

m Active Directory Al gt A|7HS AA

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryTimeout.0 i 6

m Active Directory {154 A5 =5 HeW t5S& 48yt

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryStrictCertEnabled.0

m Active Directory {154 A5 =5 274

(2

Fe ™ v

ol
tilo
jins
)
i
i
)

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryStrictCertEnabled.0 i 1

m Active Directory 3154 3 FHlE BaH t&S A=

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryCertFileStatus.0

n OMIE 22 A% E WAA A5l BiE o ME 21 HE S welw e
)2l g o,

tlo

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryLogDetail.O
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A E7E 7HE FE MAA R o HE 20 ASHES oWE 27 44 &

)

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryLogDetail.0 i 2

m  Active DirectoryE &2l )15H 4 ¢ userlel]l ZoF &S HejH b5 oY

gy,

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryDefaultRoles. 'userl’

m Active DirectoryE &3l 5% 7 userle] 3l Admin(a) & &S # g s+

o 1< 9 aﬂaqq

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryDefaultRoles.’userl’ s a

n AW} AAE JNFA AR} trueR AAE F9- ol ARE B A9 WH
o0 oy
= =2 h

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryCertClear.0

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryCertClear.0 i 0

s QEA D WAL weY s P,

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryCertVersion.0

s Q134 U] AU WEE welW S 9Pk

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryCertserialNo.0

s AN RY WAL wW S GHFY

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryCertIssuer.0

s AFA Y] FAE BAW LS AAF .

Q

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirectoryCertSubject.0
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s AFA A FE AR DS wel W Te g

e,

3

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress

ilomCtrlActiveDirectoryCertvalidBegin.O0

s A e fa

7|1 EFREE

S RAE UEs

9 g v,

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress

ilomCtrlActiveDirectoryCertvalidEnd.O

T} 3Eoll A= Active Directory Certificates(Active Directory ?1%541) SNMP

MIB 44 & 23 o

MIB 2 | MYy Sl 8=e & w3 7|23t
ilomCtrlActive Active Directory ELE}—O] AE true(l), A4 true
Directory o] &3} AR5 AAFYUY.  false(2)
Enabled
ilomCtrlActive  A}RA}F A& 9 o] & X B AR ipaddress E2rd gle
DirectoryIP A}&-5]= Active Directory 4

SER EPRINEY
ilomCtrlActive Active Directory FHolold E portnumber A= NS
Directory o] XE HEE AAFYL. H 2]: 0~65535
PortNumbe EES 002 A3t X E

7} AFow e 1

65535714 &2 A 4 &FH A A

ZEZF Y
ilomCtrl Active Directory & €3 1% administrator, #2349 {l&
Active HAFEAANA 2o 4TS operator,

T == =

Directory X} ii;/]f" d] A4 EE? admin (a),

7 < =
DefaultRoles & (Administrator %= user (u) ,

Operator) = 718 93
ID(a, u, ¢, r, 0 ¥ s)Z A 43}
™ Active Directory &&}o] ¢l
E7} Active Directory A1 o]l
AgE 27)nE T8 |
Utk &% o] 5 ARE
nonel & A4 3tH gho] A4
A1 3L 9 Active Directory 2=7]
w7} AL-g-E] o] oF 3h-& LERY
Utk 9 IDE 75?}% = A
FUYth 9 & 59 aucrosel
4] a=admin, u=user, c=
console, r=reset, o=read-only

2 s=service$] L t}.

console(c),
reset(r),
read-only (o),
service(s),
e

SNMPE
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MIB Z4 x| Ay sl E=l= gt <y 7|28t
ilomCtrlActive  Strict Certificate ModeZ} &  URI S e S
Directory AstE A -0l Dok A

kel o] = A
CertFileURT ] URIY L o URTES 4

A5k A5 Aol 8T 9

FAEZA AT F RS

shelo] Ag o,
ilomCtrlactive  Active Directory A B 7} §% %9 1~20% A4 4
Directory SHA] & A5 Alzbe] 23}
rimeont 7] Aol th71 8 AZKE)S A

A5
ilomCtrlActive Active Directory %ﬂ-o] OJE true(l), 7@ %\—- true
Directory o th 3l Strict Certificate Mode false(2)
StrictCert = %“? ﬂ?%—x'] A5 A8

Yt &4 3515k A Active
Enabled . 1

Directory A H o} &A1& uj <1

ZAATe SR T UAES

Active Directory 1541E SP

o = EgoF Tk
ilomCtrlActive 1= Ao AeE YeRY  status o == I e

pus
p
L

DirectoryCert EaE AUl el EA] ud
RN L= IE=0C o) =
FileStatus Z] %\“_ A AR-E 8l 5k=
&3t

Active Directory ¥+ X} 155 ¥ 2] (SNMP)

T = Net-SNMP A& $-8 T2 7S AL]-3F+= 7 9 snmpget 2 snmpset H &S A}
43} Active Directory Administrator 135 A4S 74T 5 AF U o] Aajel A
|5 MIB 2 Aol gk A& o] A} thgoll Yo w RE XA L.

1. SNMP =+ 2 ILOM MIB7} A x| =
o| =gt ch

SAE 2aoYHCLOE &

s

ssh username@snmp_manager_ipaddress

Password: password

2. Active Directory Administrator 15 ID H3 22| 0| & E2{H CtSS &L Ch

Q

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirAdminGroupName. 2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirAdminGroupName.2 = STRING:
CN=spAdmins, DC=spc, DC=north, DC=sun, DC=com
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3. Active Directory Administrator I1& ID 35 22| 0| § 2 CcN=spAdmins,
DC=spc,DC=south,DC=sun,DC=com® Z A 5lz{H cl2S A sl

% snmpset -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirAdminGroupName.2 s CN=spAdmins, DC=spc,DC=
south, DC=sun, DC=com

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirAdminGroupName.2 = STRING:
CN=spAdmins, DC=spc, DC=south, DC=sun, DC=com

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirAdminGroupName. 2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirAdminGroupName.2 = STRING:
CN=spAdmins, DC=spc, DC=south, DC=sun, DC=com

th& 3o A+ Active Directory Admistrator Groups(Active Directory ¥&] A} “15)
SNMP MIB A & A7 gttt

MIB 24| My CEEEE Ly EE
ilomCtrlActive Active Directory 1~5 A4 Sre=s
DirAdminGroupId  Administrator 15 & = _ o] A= ¢]7)

o] Ao A EAA YT L= A7) AA| 2T}

o &HA FEHT

ilomCtrlActive o] 219 & Active name(= | 255%}) A FIR=a
DirAdminGroup Directory }“1 Hell A=
o] = ole ‘6*0}‘%9} 3—54’3]

" YA 8= AL ol &S
gHallok gt o Hlo] 2
o Q= olel e 1% F 8
IJr°ﬂ %38k AL-g AL Al =
Oracle Administrator
ILOM & &o] gt}

hj; HZ(

Active Directory 14H2} 715 2] (SNMP)

F —get ¥ set WH S AHE3}9] Active Dlrectory Operator L& A4S 74T + 9
Q‘%E]r. o] dztel "} = MIB A Ao thek Awe o] dat vl Yo 5 2
A A 2

1. SNMP =7 2 ILOM MIB7} MX|E SAEo| 2I2l8Hch o & 50, CtS ot Z

o =,
ssh username@snmp_manager_ipaddress

Password: password
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2. Active Directory Operator 1& ID H<S 22| 0|§ 2 E2{H Cl3 S = ch

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirOperatorGroupName. 2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirOperatorGroupName. 2
STRING: ad-oper-group-ent-2

3. Active Directory Operator & ID 15 22| 0| § 2 new-name-22Z A& 5t2{H Cf
=2 gk

% snmpset -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirOperatorGroupName.2 S new-name-2
SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirOperatorGroupName.2 =
STRING: new-name-2

% snmpget -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirOperatorGroupName. 2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirOperatorGroupName.2 =
STRING: new-name-2

T} 3ol A= Active Directory Operator Groups(Active Directory 14HAF 713&)
SNMP MIB 2} 4| & 4™ g},

MIB 74 3| Mo s8ss 2t 28 =
ilomCtrlActive  Active Directory Operator 1~5 A s =g
DirOperator Iw &5 A5 A8 F= ool A= ¢l
GroupId Yt T = A7) AAM 2T}

5857 ezt
ilomCtrlActive o] FAFE -2 Active name(Z o] 255%}) A4 A=
DirOperator Directory Al H ol 2= 1%
GroupName ol ¥ shbet A &s] X

3k A ol FS X ok
. o] Hlol &l &=
ol g 15 F dhifel &3
A}-8-2}ef Al = Oracle
Operator ILOM & o]
FH Y
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V¥ Active Directory AF-&2F 4 ¢ 1&F 2] (SNMP)

F —get ¥ set & A}8-3}9] Active Directory AF-8-2F 4] 15 24 S TS 5
Ayt o] Axafo] AME-E = MIB 2 A o digh A2 o] b tfgof 1/}_‘1% x5 F

25 AL

1. SNMP =+ % ILOM MIB7t &% & SAE0 2a¢lgHcCt o & 50, ct22t &
o =gt cth
ssh username@snmp_manager_ipaddress

Password: password

2. Active Directory AFEAL 2| 05 ID HSE 22/ 0|2 E2iH ct32 LdH L

[

% snmpget -v1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirCustomGroupName. 2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirCustomGroupName.2 =
STRING: CN=SpSuperCust,OU=Groups,DC=johns,DC=sun, DC=com

3. Active Directory AFEAL 2| OF ID S 22| 0| 52 cN=SpSuperCust, OU=
Groups,DC=bills, DC=sun, DC=com2 £ A& 5} ':"1 ct2g =gt

Q

% snmpset -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirCustomGroupName.2 s CN=SpSuperCust,OU=Groups,DC=
bills, DC=sun, DC=com

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirCustomGroupName. 2
STRING: CN=SpSuperCust,OU=Groups,DC=bills,DC=sun,DC=com
% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirCustomGroupName. 2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirCustomGroupName. 2
STRING: CN=SpSuperCust,OU=Groups,DC=bills,DC=sun,DC=com

4. Active Directory AFEA} &2l OF ID HE 22| dets EaiH o2 L ch

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirCustomGroupRoles.2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirCustomGroupRoles.2 =
STRING: "aucro"
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5. Active Directory AEAL H 2| O& ID #H 5 22| & =hS User Management % Read
Only(u,0) 2 MHsl2{H Cta2 L=k

H /-

)

% snmpset -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirCustomGroupRoles.2 s “uo"
SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirCustomGroupRoles.2 =
STRING: "uo"

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirCustomGroupRole.2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirCustomGroupRoles. 2
STRING: "uo"

U 3Eoll A1+ Active Directory Custom Group(Active Directory A&} 8 €] 1)
SNMP MIB 2 A & 4 3t

MIB Z4 | oy o E= = @t 7 7|28t
ilomCtrlActive Active Djrectory /\]—%Z}- 7\3 9] 1 1~5 7\3 —}F ‘{;‘i%
DirCustomGroup & 59 A4 2Ex¢iH o] A= 7] &

Id = 227] QM| =7}

3]-8-57] &HFHTh
ilomCtrlactive o] #xH L& Active Directory  name(H ) 2552} A4 ¢l
DirCustomGroup AWl = 17 & = stk
o 4453 DA ol

£ x3HaoF Pt o] HeolE

o 1 0|2l & 1§ £ ol

&3 AL g Aol Al = ] 9

sk G- A o w}e} Oracle ILOM

S gto] gyt
ilomCtrlActive  Active Directory—%— 3 A= administrator, &x}4 =
DirCustom AL} A o3 dEgs operator,
GroupRoles AQZF UL o] 55 74 E: 7] admin (a),

&9 Q(Admlmstrator T=
Operator) = 7' 93 1D
(& u ¢ r, o0 el s)& Z] A5 console(c),
Active Directory S 2}¢]1E7} reset(r),
Active Directory 4] H of A7 read-only (o),
| 2=7hE FASA AU gervice(s),
L3k o] A& nonelZ A A o).

SHH ko] XA Y Active A
Directory 2~7]| 7} 7} A}-8-%] o] oF
& ety YUk 9 1DE 2
LR SR
aucros©l| 4 a=admin, u=user,
c=console, r=reset, o=read-
only ¥ s=serviced Ht}.

user (u),
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V¥ Active Directory AF-&2F =1 Q1 #2] (SNMP)

T —get ¥ set ¥ # & AHE-3lo] Active Directory AH&-AF = Ql AA S A4S 4 9l
Q‘J‘;}. o] X} "}OE]% IB 2 Aol o gk A& o] A} th2-of 1/}3% =

SHAI AL

1. SNMP =7 % ILOM MIBZ} A% & SAEof 2a0lgtct ol & S0, ch52t &
ol gz s,
ssh username@snmp_manager_ipaddress

Password: password

2. Active Directory AFEAL T2l ID #HS 22| 0| 5 E2{H Ct2 S

e
i

gt

[

% snmpget -v1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirUserDomain.2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirUserDomain.2 = STRING:
<USERNAME>@davidc.example.sun.com

3. Active Directory AFEAL =0 QI ID #1522 0| &S
<USERNAME>@johns .example.sun.com2 £ M A sl8{H S 3 ol

% snmpset -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirUserDomain.2 s
“<USERNAME>@johns.example.sun.com”

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirUserDomain.2 = STRING:
<USERNAME>@johns.example.sun.com

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirUserDomain.2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirUserDomain.2 = STRING:
<USERNAME>@johns.example.sun.com
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b5 3£l A= Active Directory User Domains(Active Directory A&7} =] 1)

SNMP MIB 24 4| & A= gy}

MIB Z4 | My 5 8sl= 78 7128k
ilomCtrlActive Active Directory _,_Uﬂ ?19] 746] 1~5 7@ 3,‘— %i%
DirUserDomain T 22y o] M= Qly] &
1d = 7] dA 27

887 st
ilomCtrlactive o] #2}¥-2 Active Directory  name(3 t] 2557} —=E  8ls

DirUserDomain A e ? E) Q1 3} 24&0]
Ao Gt} o] E4A
Q% Fol AHgAe] 229 o)
o ke A £44
(<USERNAME>)< J-ULOH oF
gtk 7|2 EE o F

3140] 3851,

Active Directory T A A1 2] (SNMP)

151tk o] Ao ALE = MIB 2710] o e A2 o]

T —get B set HH S A3 MIB A 55 A H ¢S5 A7 3t Active Directory
A M A A
A thgol]l ow= X5 FRot AL

SNMP =+ %! ILOM MIB7| M X|= s A
o iz gt ct,

=

ssh username@snmp_manager_ipaddress
Password: password
2. CHS SNMP B 0 & &A=,
m  Active Directory th#] A} ID M3 29] IP T4 &

Eof 2aclgtHch o E &

, Ct=2t

ZF
=

[

ilomCtrlActiveDirAlternateServerIp.2

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress

SUN-ILOM-CONTROL-MIB::ilomCtrlActiveDirAlternateServerIp.2 =

IpAddress: 10.7.143.236
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m Active Directory th&] A¥ ID & 2] IP 4 10.7.143.246 2% A3}
Hm theS &)

% snmpset -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirAlternateServerIp.2 a 10.7.143.246
SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirAlternateServerIp.2
IpAddress: 10.7.143.246

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirAlternateServerIp.2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirAlternateServerIp.2
IpAddress: 10.7.143.246

m Active Directory & /¥ ID ¥l % 29] X E M55 HeW b3S =3

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirAlternateServerPort.2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirAlternateServerPort.2 =
INTEGER: 636

m  Active Directory H 3] A ID H3$ 29 XE ME & 6392 AAsHH &S
SR

% snmpset -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirAlternateServerPort.2 i 639
SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirAlternateServerPort.2 =
INTEGER: 639

% snmpget -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirAlternateServerIp.2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirAlternateServerPort.2
INTEGER: 639

m  Active Directory t3] A ID & 29] 154 e & 2eid o2& dH3ych

% snmpget -v2c -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirAlternateServerCertStatus.2
SUN-ILOM-CONTROL-MIB::ilomCtrlActiveDirAlternateServerCertStatus.
2 = STRING: certificate not present

m Active Directory thA A ID ¥ % 29 ?I5A URIE B thao 8 dHh

% snmpget -v1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirAlternateServerCertURI.2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirAlternateServerCertURI.2 =
STRING: none
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1 54 AR} true= A H 45 ol

o

xgy_

il
N
o
And
rg
ui

dlo

)

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirAlternateServerCertClear.0 i 1

A ME RISA gl o) IS W e BeH tas A E U

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirAlternateServerCertVersion.0

A AW EA e QU MBS Wl Thed g

)

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirAlternateServerCertSerialNo.0

s A A QIFA o] Bl neld ee JH P

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirAlternateServerCertIssuer.0

n A A JISA 3o FAE Beld vEs 4

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirAlternateServerCertSubject.0

n A A RISA 9o R 7 A GRS B ves ey

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirAlternateServerCertvValidBegin.0

oA A A e fE V1 FR SRS Y e dEih

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlActiveDirAlternateServerCertvValidEnd.O
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e

SNMP MIB 24 A & A= g}

3l A= Active Directory Alternate Server(Active Directory ™ ] A1)

MIB 24 % My s8=s @t | 7128t
ilomCtrlActive  Active Directory Al A4®  1~5 e =
DirAlternate Hol &9 A AEAIUT o] A= ¢)y) ®
ServerId = 7] A AT}
854 LU

ilomCtrlActive A2} AA Q] o] & A H| A2 ipaddress 72214 e
DirAlternate A}&-¥] = Active Directory
ServerIP A e IP FAadY )
ilomCtrlactive  Active Directory T A1H] portnumber AT A=
DirAlternate o] XE HIE A A}, (8 $1: 0~65535)
ServerPort YEEZE o % XA 2 &

HH XE ME7} AFo R

A9y} 1-655355 4 A

Aoz AAsIH XE HE 7}t

AR,
ilomCtrlActive Q1ZA 9] AelS el Ae)(H W =7): = A<E A=
DirAlternate = EAdgeyr), e=4] 1t 2554}
ServerCert do] A=A ARE el sl=
Status 9 f&g ok
ilomCtrlActive  Strict Certificate Mode”7} &  URI A A=
DirAlternate A3l 9o Q3 el=A
ServerCertURI g} o] URIO‘QE]-. URIE A

A 9154 Aol o

AFAE ZA AL 5 9l

%% welo] Ay

T A4 AFA 2ol

remove ¥i= restore”}

R AR =

-

X H 2] (SNMP)
T —get YL set HH [&ote] S84 A4S B 748 F dFHnh o2l g ¥
o] AF&-5 &= MIB 2 xﬂ <>ﬂ gk A % SUN-ILOM-CONTROL-MIBE #%3}4] Al 2.

1. SNMP =+ 2 ILOM MIB7} A x| &l oA
o =gt

ssh username@snmp_manager_ipaddress

Password: password

Eof 2a¢lgtHct o & S0f, CtE 2t
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50

2. CI2 SNMP H & of & E=3HAAI2.

s B2 YT AN U E Red vee gEIh

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlRedundancyStatus.0

n AHE 2 B g *o”iﬂoﬂ*i SAHTEA T Ao dA o5 Al sh=
AEE Bod vy

no

b
E"#‘
°
ko)

=

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlRedundancyAction.0

s FHANE O] FEel A B Az SAEE Bed 9T

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlRedundancyAction.0 i 2

m A do]AET A& FAd CMMAIA EUE Y BE)9 FRU o]l Red 4
o )

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlRedundancyFRUName. 0

V¥ Active Directory DNS Z 7| ©]H ¥2](SNMP)

T —get @ set YH & A 3}01 Active Directory DNS 2 A o] 8] AA & 74 4= gl
/\Wﬂr. o] Azt }\]'o = MIB Aol tigk A o] da thgol es 85 Fx
AL

1. SNMP =+ % ILOM MIB7} & X|=l SAEO 2I&CH o &
o lad st

,CtEent &

ssh username@snmp_manager_ipaddress

Password: password

2. Active Directory DNS 2#0|E 2| MEfE EH{H CtZ S & gLt

Q

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirDnsLocatorEnabled.0

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirDnsLocatorEnabled.0 =
INTEGER: false(2)
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3. Active Directory DNS Z#0|E{ ID H S 29| MEfE &M AMEf2 M 5ta{H
2 Qlad st}
=2 -H7/ - .

% snmpset -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirDnsLocatorEnabled.0 i 1
SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirDnsLocatorEnabled.0
INTEGER: true(l)

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirDnsLocatorEnabled.2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirDnsLocatorEnabled. 2
INTEGER: true(l)

4. Active Directory DNS £70|E ID #15 22| MH|A O|F S EH CI2S 2™

=

=

1o

% snmpget -v1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirDnsLocatorQueryService.2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirDnsLocatorQueryService.?2
STRING: _ldap._tcp.dc._msdcs.<DOMAIN>.<PORT:636>

ol
i

5. Active Directory DNS Z70|H ID #15 29| MH|A O|F & ZE ®#

=2 et

Heod ot

% snmpset -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirDnsLocatorQueryService.2 s
“_ldap._tcp.pdc._msdcs.<DOMAIN>.<PORT:936>"
SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirDnsLocatorQueryService.2
STRING: _ldap._tcp.pdc._msdcs.<DOMAIN>.<PORT:936>

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlActiveDirDnsLocatorQueryService.2

SUN-ILOM-CONTROL-MIB: :ilomCtrlActiveDirDnsLocatorQueryService.2
STRING: _ldap._tcp.pdc._msdcs.<DOMAIN>.<PORT:936>
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5 3l A= Active Directory DNS Locator(Active Directory DNS Z 7| o] H)
SNMP MIB 2} A & 49§y},

MIB 24 x| oy S 8= = @t 78 7|12at
ilomCtrlActive  Active Directory DNS ZA 0 7|5 & &4 true(l), false(2) A+ false
DirDnsLocator 38R ARE A AP
Enabled
ilomCtrlActive  Active Directory DNS ZA o] ¥ ] 3] 1~5 A FIR=a
DirDnsLocator A Ay o] M= 9 7] = 7]
QueryId N A 27} 61“3'5] A FE

.
ilomCtrlActive DNS HgE ng st AFREE AH 2 o] name(H W) 2557 —AE e
DirDnsLocator EJQYtL o] 52 2 F Al Al HEE =
QueryService HQl AR=Z HHH = <DOMAIN>S thA] 34|

A2 E5E 5 A HFUT I AH A o] 52
Pod 45 9aE LE ARE YAsE= b
AbeE F Qe <PORT.>~ 3 5 g5y
t}. o = 5o ¥ LDAP/SSL X E 636°] O
3 <PORT: 636>° A8 4= &)

V¥ DNS ©| & A A4 2] (SNMP)

—get ¥ set WHE A83le DNS ol & AW A S Bal 743 5= dHFYT o]
Sl g 7] o A}J‘lﬂ MIB 2} Ao o 3k A& SUN-ILOM-CONTROL—MIB 2z 3}
Al Q..

> Y

1. SNMP =7 % ILOM MIB7} X &E SAEo 2OQFHCh & , Cteot &
ol glatgtct,
ssh username@snmp_manager_ipaddress

Password: password
2. CfS SNMP 3 o & FZ3HAIL
= DNS9| o] 5 MB& Hi %4 3}24‘33_ e dE gy

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlDNSNameServers.0

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlDNSNameServers.0 s ‘nameservername’
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= DNs®| 24 428w Agsteu thag Q.

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlDNSSearchPath.0

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlDNSSearchPath.0 s ‘searchpath’

m DNS<9| DHCP autodns JE] & & ™ S8 dg )

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlDNSdhcpAutoDns.O0

J
]
i
O

s DNS2| DHCP autodns A S &4 A2 AAsHH oSS

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlDNSdhcpAutoDns.0 i 1

n AEZESEEA W A A7 238 7] Aol 1B KRS welE e
9) el g o,

o

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlDNSTimeout.0

A AR 23E 7] Aol 7@ Al ()& 52 A sk

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlDNSTimeout.0 i 5

n AR ED S S OA AIRE SIS Rl oS dE T

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlDNSRetries.0

n A7 EH S S A AEE SFE 5 AW e S E gy Th

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlDNSRetries.0 i 5
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54

LDAPe] tf 3 ILOM -4 (SNMP)

g2 My g3

ILOM LDAP 55 JHE F4438}7] e 54590]%] 9] "LDAP A7 7% (SNMP)"
2}

V¥ LDAP A4 5/ (SNMP)

F — get % set WL AL§3o] LDAPO 3] ILOME 74
o AE-513= MIB Ao olah A S o] At theo] o= 58 ARSI 0.

i mok

1. SNMP =7 % ILOM MIB7} dX|= SAEo0| 2IlgtHCL o & &0, Cl5ot &
o gtk
ssh username@snmp_manager_ipaddress

Password: password

2. ChS SNMP B 0f & EEsHIAIL
o LDAP A7 1% 5HE % LDAP A1bl7 24 5}590] gl o155 welwl

2% AT,

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapEnabled.0

m LDAP AIEAE Q15325 LDAP AW AHE &4 JEZ 4458 d oSS
=3y

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapEnabled.0 i 1

m LDAP AH IP 45 BEd th&S =3y}

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrllLdapServerIP.0

m LDAP AW IP F4 5 AAHY S JF gy

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapServerIP.0 a ipaddress
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m LDAP AW TE W3 E Be|d &S g=E3yr}.

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapPortNumber. 0

= LDAP AH 2E W52 248w bdeg 9 an,

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapPortNumber.0 i 389

m LDAP A H 1§ o5& HEWH TS Y Fyh

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapBindDn.0

m LDAP AH 1f o5& AAsed 53 49 3dth

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress

ilomCtrlLdapBindDn.0 s ou=people,ou=sales,dc=sun,dc=com

m LDAP AH 4352 v¢d tSs Jddyr.

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrllLdapBindPassword.0

m LDAP A 43 & A3 d v d8Ed Ytk

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapBindPassword.0 s password

A48} AAo] R LDAP AM o) 7] nad tee Qg
% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapSearchBase.0

s AH8AE AT LDAP AH o] 2718 A4 stel | the-S g vk

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapSearchBase.0 s Idap_server_branch

= LDAP A4 7]% 32 ey the-2 el ghvh

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapDefaultRoles.0

SNMPE AtE35H0] AFEAL A 22

55



s LDAP A H 7| & 9&-& Administrator2 A3l S-S ¢]&d ),

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapDefaultRoles.0 s administrator

ThE 3ol A= LDAP Settings(LDAP 4 4]) SNMP MIB 21 3| & A% o,

MIB 24 M . o8 e
ilomCtrlLdap LDAP &0l E 9] 843} oJ B2 A&t} true(l), e false
Enabled false(2)
ilomCtrlLdap AL} AR L] o] & AMH| AR AL 5= LDAP  ipaddress 29 98
ServerIP AW Q] IP F42Y Yt}
ilomCtrlLdap LDAP ZetoldEe] £E U5 S AAgUr. %9 0.65535 A4 389
PortNumber
ilomCtrlLdap LDAP AW o] vlelg sl o A5 = ¢l 7] A distinguished_name 2219 9L
Bindbn & T2 DN(ILF o] E)PUth o) & =

"cn=proxyuser,ou=people,dc=sun,dc=

com" o2 A5t 4= 9l
ilomCtrlLdap LDAP /\‘11:]-] = B]— 2:5]—1_‘ Eﬂ /\]-‘g-ﬂ = 8_1, 7] %j pllSSZUOTd %Z]_Oad ﬁ%
BindPassword 4 ZTEA A}EA o] AU o] B2 AR

7EA 0w A7) AEPUTE 27] A8 AA =

43S SNMP v2H7-E o o] 957 e

th o] 5% AHE ¢S W null 3H-& Wkskalof

gy,
ilomCtriLdap  LDAP flolEMlo] 2ol AL&21E 3% A4 AL8AE AL IDAP A9 9&
SearchBase 71ZY Ut dE E°] "ou=people, dc= A Bl o] 27 0”/]‘3}.

sun,dc=com" o2 AT 4 ) HF YT}
ilomCtrlLdap LDAPE E3) o129 A& Ao A Q3 988 administrator, ngd gle
DefaultRoles AU o] 52 AKRE 7|&E @1%} operator,

(Administrator 3= Operator) == 4 9@ g0 oy

IM&mQLonAZﬂOﬂﬂﬂqqﬂg

user (u) ,

£9] aucros©l A a=admin, u=user, c=console,

r=reset, o=read-only ¥ s=serviceq] U t}. console(c),

reset (r),
read-only (o),

service(s)
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LDAP/SSLe|| tf gt ILOM -4

oo
Jo

=E CE!

LDAP/SSL A& F43817] ¢ o 573 0] %] ] "LDAP/SSL ¢15A #2](SNMP)"
gk SNMP 2 2} o 585 0] %] o] "LDAP/SSL ¥ 2|2 18 ¥ (SNMP)"
e 597 0] %] o] "LDAP/SSL ¢14F2} 15 3] (SNMP)"
e 613 0] %] 2] "LDAP/SSL A&} A o] 18 2] (SNMP)"
e 637 ] %] 2] "LDAP/SSL A}-&%} =<l 2] (SNMP)"
e 643 0] 2] 2] "LDAP/SSL thA] A4 2] (SNMP)"

LDAP/SSL 154 #2|(SNMP)

F —get ¥ set HHE AFE51] LDAP/SSL $15A4 AL B AT = 95Ut
o] 218k W&ol AL = MIB 2 Aol gk A& SUN—ILOM CONTROL-MIBE #-% 3}
Al }\] o
=] .

1. SNMP =+ 2 ILOM MIB7} Mx|& SAEof 22lgtcCt o & S0f, Cl2nt &
o| iz gt ct,

ssh username@snmp_manager_ipaddress
Password: password
2. Ct2 SNMP H & o & &XsHAIL.
n MHeddd AT
2 Qe g,

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrllLdapSslCertFileClear.0 i 0

2 3} %

gl

_>L
ol
T
N
o
c
1)
fu
e
ol
)
o
o
)
oL
2
il
DY
o
A%
ne)
)
oo

n QA ele] EA HAS wel hes AL,

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapSslCertFileVersion.0

a4 ) QA WEE W Bes AP

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapSslCertFileSerialNo.0
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58

s A HD WAL BAW S-S 4T

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapSslCertFileIssuer.0

s AFA Q] FAE BAW LS AT,

)

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapSslCertFileSubject.0

s AFA D] FE A EAE B e Ao,

)

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapSslCertFilevValidBegin.O0

s AZA Fdo FE A FR GHE wAW FE2 JLF

)

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrllLdapSslCertFilevValidEnd.O

V¥ LDAP/SSL #&|z} 715 2] (SNMP)

T —get ¥ set HH S A&} LDAP/SSL Administrator 155 A4 &
FY ) o] A} /\}%Q = MIB 2} Aol tfet Ard-& o] A=} thSol Lo

AL

1. SNMP =7 X ILOM MIBZ} &% & S AEo0| 2a0lgHch o &
ol glajgch.
ssh username@snmp_manager_ipaddress

Password: password

2. ChZ SNMP & o & E=stMAI2,
m LDAP/SSL Administrator 25 ID ¥ % 39] o] &S B W 0SS 48T Y

)

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLdapSslAdminGroupName. 3

SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslAdminGroupName.3 = STRING:
CN=SpSuperAdmin, OU=Groups, DC=davidc, DC=example, DC=sun, DC=com
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s LDAP/SSL Administrator 15 ID < 39| ©] 52 CN=SpSuperAdmin, OU=
Groups, DC=tomp, DC=example, DC=sun, DC=com® & AAsHH T} ¢

g},

% snmpset -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLdapSslAdminGroupName.3 s CN=SpSuperAdmin, OU=Groups, DC=
tomp, DC=example, DC=sun, DC=com

SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslAdminGroupName.3 = STRING:
CN=SpSuperAdmin, OU=Groups, DC=tomp, DC=example, DC=sun, DC=com

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLdapSslAdminGroupName. 3

SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslAdminGroupName.3 = STRING:
CN=SpSuperAdmin, OU=Groups, DC=tomp, DC=example, DC=sun, DC=com

o5 ¥ ol A= LDAP/SSL Administrator Group(LDAP/SSL #&] &} “155)
SNMP MIB 2} A & A7 gy o}
MIB Z4 x| oy B85 @t 8 7|22k
ilomCtrlLdap LDAP/SSL AdminGroup &5-¢] 44 A¥=  1~5 Eh =
Ss1AdminGroup du ot F o] AR = 7] &=
1d = 227 M2t E &
A EHFYTh
ilomCtrlLdap o] A4 LD AP/SSLHtﬂoﬂ A 2F o5 name(H W 2554}) wAE 8l
SslAdminGroup & ot4et &3] A3t iF o) FS £33
o= ofF . o] HolEol = o2l 15 F 3t
ol &3k AF8-2}) Al = Administrator ILOM
ool sty
=4
V¥ LDAP/SSL 94kAF 717 ¥ (SNMP)
T — get ¥ set W #H & AFE3}o] LDAP/SSL Operator 13w AAS 74T F AHY
G o] Aol AHBHE MIB AA e AR E o] A7 hel Lot E: BEaA

Al L.

1. SNMP =+ 2 ILOM MIB7| A% &l S A
o =gt

Eof 2a¢lstHch o & S0, ttS2 &

ssh username@snmp_manager_ipaddress

Password: password
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2. CtS SNMP EE o & R=ZsHAIL.
m LDAP/SSL Operator L3 ID ¥1% 39| o] 55 B&E W o5 =€

% snmpget -v1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLdapSslOperatorGroupName.3SUN-ILOM-CONTROL-MIB: :ilomCtrlL

dapSslOperatorGroupName.3 = STRING: CN=SpSuperOper,OU=Groups,DC=
davidc, DC=example, DC=sun, DC=com

m LDAP/SSL Operator 15 ID ¥ 3. 39] ©] &5 CN=SpSuperAdmin, OU=
Groups, DC=tomp, DC=example, DC=sun, DC=com®. 2 A A& HH 2 ¢
2 gh o

% snmpset -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLdapSslOperatorGroupName.3 s CN=SpSuperOper, OU=Groups,DC=
tomp, DC=example, DC=sun, DC=com

SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslOperatorGroupName.3 =

STRING: CN=SpSuperOper, OU=Groups, DC=tomp, DC=example, DC=sun, DC=com
% snmpget -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLdapSslOperatorGroupName.3

SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslOperatorGroupName.3 =

STRING: CN=SpSuperOper,OU=Groups,DC=tomp, DC=example, DC=sun, DC=com

& 3l A= LDAP/SSL Operator Group(LDAP/SSL 14FA} “155) SNMP
MIB 244 & A v

MIB ZH x| =1 slE=s & 8y 7|28k
ilomCtrlLdapSslOpe LDAP/SSL Operator 8 2o A4 A 1-5 A4 g
ratorGroupId H 2k Ut} F_o] MA = 9] 7) E=
27) x| 227} 3-89 7]
Easuias
ilomCtrlLdapSslOpe o] FAE-& LDAP/SSLA MO A& 1F  name(H tf 2554 2219 e
ratorGroup o5 F 3t A zzL-g] A x5l TF o)
SE= 5 X0k gyt o] HolEe =
e @ 1F F Sl F3h ALg AL
+ Operator ILOM ¥ &o] &gt}

60 Oracle Integrated Lights Out Manager(ILOM) 3.0 Z2EZ 22| - SNMP, IPMI, CIM, WS-MAN A A « 2011 78



V¥ LDAP/SSL AF-&%F 49 15 2] (SNMP)

F —get @ set HH S A8l LDAP/SSL AL Ho] 28 AAS FAE F I5
Ut o] Axlol] Ab-g5E= MIB A Ao thek A& o] i} thSo Yo B2 236

AN 2.

1. SNMP =+ 2 ILOM MIB7} Mx|& SAEof 22lgtcCt o & S0f, Cl2nt &
o| iz gt

ssh username@snmp_manager_ipaddress
Password: password
2. ChS SNMP 83 0 & EZSHIAIR.

m LDAP/SSL AR-&2F 9] T4 ID M5 29 o] 55 Hefd thas =Yk

% snmpget -v1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLdapSslCustomGroupName. 2

SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslCustomGroupName.2 = STRING:
CN=SpSuperCust, OU=Groups, DC=johns, DC=sun, DC=com

m LDAP/SSL AF-8-AF 2] 15 ID }1& 29] ¢]F & CN=SpSuperCust, OU=
Groups,DC=bills,DC=sun, DC=coml. & A A3 H 2 JHT ).

% snmpset -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLdapSslCustomGroupName.2 s CN=SpSuperCust,OU=Groups, DC=
bills,DC=sun, DC=com

SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslCustomGroupName.2 = STRING:
CN=SpSuperCust, OU=Groups,DC=bills, DC=sun, DC=com

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLdapSslCustomGroupName. 2

SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslCustomGroupName.2 = STRING:
CN=SpSuperCust, OU=Groups, DC=bills, DC=sun, DC=com

m LDAP/SSL AF&2F Aol 7F ID W3 29 988 Bed o}&S e}

% snmpget -v1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLdapSslCustomGroupRoles.2

SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslCustomGroupRoles.2 = STRING:
“aucro"
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m LDAP/SSL AH-&2F A 9] 145 ID ¥ & 29] 935 User Management %! Read
Only(u,0)2 243t S =gk

% snmpset -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLdapSslCustomGroupRoles.2 s “uo"

SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslCustomGroupRoles.2 = STRING:
nyon

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrllLdapSslCustomGroupRoles.2

SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslCustomGroupRoles.2 = STRING:

"uo"
o5 3£l 4+ LDAP/SSL Custom Group(LDAP/SSL AF-8-AF 74 ©] “155) SNMP
MIB 7 A & 41 3o,
MIB 24| My AEEl= &t 78 7123t
ilomCtrlLdapSsl LDAP/SSL A}&2F o] 18 & o] A4 A1) 1~5 A= 9L
CustomGroupId Ut} = _o] AA= 9l
7] B A7) AA
27} 3§51 %
S
ilomCtrildap o] &AL LDAP/SSLA M ol 8li= 14 ©15 & 8F name(H o 2557)) A 8l
SslCustomGroup &} A &hs] A8t L ol 53 EFaoF Fth
Name ol glo] &l Sl= o2’ 25 & dhutel &3 AFE
Ao A Guol G 4o ube ILOM G Tol &
ey
ilomCtrlLdap LDAP/SSLE &3 ¢1=3H A]—%Z}-OH A o3 98 administrator, &9 (&
SslCustomGroup < XAFUTH o] 5= AR 7= o 03& operator,
Roles (Admlmstrator E= Operator) T= Htﬂ AEID  Lamin(a)

(a,u,c,r,o% S)E 2| A3 LDAP/SSL :LFJrO]
E7} LDAP/SSL A ujo] A5 A~7|nkE FA|&HA
Hurc}, 3 o] A E nonel & A AFH Zho] X console(c),
AA AL 9 LDAP/SSL =71 w7 Ab&-g Ut 9 & ID reset(r),

user (u) ,

2 4% = JdFULh oAl & 59 aucrosolA a=  read-only (o),
admm, u=user, c=console, r=reset, o=read-only & gervice(s),
s=service Y t}. o0

BATT

62 Oracle Integrated Lights Out Manager(ILOM) 3.0 Z2 £ & 22| — SNMP, IPMI, CIM, WS-MAN A& Al « 20114 78



¥ LDAP/SSL AF-&2F = Q1 32 (SNMP)

F —get @ set HHE A3} LDAP/SSL AF&2} T AAE LS £ &5
t}. o] Ax}oll AFE-E = MIB A Ao i3k A& o] Axf thgo o= T2 Fx35H4]
A%

1. SNMP =+ 2 ILOM MIB7} M2 SAEof| 22lgtcCt o & S0f, Cl2nt &
0| iz gt

ssh username@snmp_manager_ipaddress
Password: password
2. ChS SNMP 83 0 & EZSHUAIR.

m LDAP/SSL AR&AF =rQl ID W13 39] o] & B &S E gyt

% snmpget -v1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlldapSslUserDomain.3

SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslUserDomain.3 = STRING: CN=
<USERNAME>, CN=Users, DC=davidc, DC=example, DC=sun, DC=com

m LDAP/SSL A}-8-#} =Wl ID M & 39] ©]& & CN=<USERNAME>, CN=Users,
DC=tomp, DC=example, DC=sun, DC=com® 2 A A sl#HH TS 43y

o

% snmpset -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLdapSslUserDomain.3 s CN=<USERNAME>,CN=Users,DC=tomp, DC=
example, DC=sun, DC=com

SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslUserDomain.3 = STRING: CN=
<USERNAME>, CN=Users, DC=tomp, DC=example, DC=sun, DC=com

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLdapSslUserDomain.3

SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslUserDomain.3 = STRING: CN=
<USERNAME>, CN=Users, DC=tomp, DC=example, DC=sun, DC=com
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T} ¥ oA+ LDAP/SSL User Domain(LDAP/SSL AF-8-2} = Q1) SNMP
MIB 24| & A"
MIB 24 3 My N w8 7123t
ilomCtrlLdapSslUs LDAP/SSL = <le] A<= 21¥ =}t 1~5 A= e
erDomainId = _o] A= el

= 22T AT}

3854 Fyth
ilomCtrlLdapSslUs o] ¥AtL L LDAP/SSL AW 2 Q15 =mll3t  name(H o 2557}) 4d fls
erDomain 4&s o Xl ok gt °l S R

o AbgApe] 19l o] F o % HHH = A 4
4 (<USERNAME>)S 253l of i}, 7] &
e 34 o) F F 4o &gt
¥ LDAP/SSL thA A &2 (SNMP)
T —get U set #H & AH-E-3to] LDAP/SSL thal] A AA S A 5= 9l o]
HAafo| AE-= = MIB A A tigh A2 o] A} thgol o= BE FEIAHAL

1. SNMP =+ X ILOM MIBZ} €% & 2AE0| 2alstHct o & S
o =4 gtk
ssh username@snmp_manager_ipaddress

Password: password

2. CIS SNMP W& of & E=SHAIL.

s LDAP/SSL ot Hlﬂ ID#H3E3Y P F45 1ed &S g3yt

% snmpget -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLdapSslAlternateServerIp.3

SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslAlternateServerIp.3 =
IpAddress: 10.7.143.236
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m LDAP/SSL 4] A8 ID HE 39 IP 45 10.7.143.2462 2 AA3 W

gee deg.

% snmpset -vl -cprivate -mALL SNMP_agent_ipaddress
ilomCtrlLdapSslAlternateServerIp.3 a 10.7.143.246
SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslAlternateServerIp.3 =
IpAddress: 10.7.143.246

% snmpget -vl1 -cprivate -mALL SNMP_agent_ipaddress
ilomCtrllLdapSslAlternateServerIp.3

SUN-ILOM-CONTROL-MIB: :ilomCtrlLdapSslAlternateServerIp.3 =
IpAddress: 10.7.143.246

il
f
K

oA Aot A2E ASM R} true A G- ol T AR
2

o
-
Ty

o

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrllLdapSslAlternateServerCertClear.0

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapSslAlternateServerCertClear.0 i 0

n ASA T A ME JISA B S Bejd gEs dE g

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrllLdapSslAlternateServerCertVersion.0

n A AE QIS4 ] dY MBS BeY thee I

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrllLdapSslAlternateServerCertSerialNo.0

oA MBI A g o] el s B tas dEd YT

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapSslAlternateServerCertIssuer.0

n A AE ASA e FAE Rl vheS I Th

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapSslAlternateServerCertSubject.0

s A AN QA Te) fE ARG DA eE e I

$ snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapSslAlternateServerCertvValidBegin.0
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A ME RISA e R 71 TR EAE B vdes dE Y

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlLdapSslAlternateServerCertvValidEnd.O0

+ LDAP/SSL Alternate Server(LDAP/SSL t] =] A1) SNMP MIB
5

MIB 24 | My S8 & b 712k
ilomCtrildap LDAP/SSL tjA] Alv] Hlo] o] A4 A Agich 1-5 A5 e
SslAlternate = _o] A= el
ServerId e 2] A 2T}
318594 25U
ilomCtrlLdap A}&A AlAL tAED AHZE ALE = ipaddress 2349 9S
SslAlternate LDAP/SSL thal ¥ 2] IP F4 YY)
ServerIP
ilomCtrlLdap LDAP/SSL tl# A9 2 E Wa 2 AAFUC  portnumber(H $): A4 =
SslAlternate X EEZE 002 XAstH 2 oz E HE 7 0~65535)
ServerPort To R AEE ) 1-655358 BAH o2 X143}
WEE B/ AgEY
ilomCtrlLdap <IFA 3] AHE YEl = EAE YT JEl(F T 2712554 AL S
sslalternate 9134 spele] QA AR-E FIshe v #83
ServerCert Ut
Status
ilomCtrlLdap Strict Certificate Mode”} &A1 3}¥ 4-¢-o] a3 URI 22149 9L
SslAlternate <QI&A] 39 URIYY Tl URIS A A3HH QlFA
servercert Qo] Y AFAE ZA AHET 5 XS W
URI o] A&gUrh =& A3 A5A 24l remove

T = restore’F XA 4FH Yt}

RADIUS A4 -/ (SNMP)

sHE Mg 213

ILOM RADIUS 5= A HE TA3} e 679 0]#] 2] "RADIUS A4 T4 (SNM)"
7] 9% SNMP & 2t
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¥ RADIUS A7 -/ (SNM)

=

h=d}

f

F — o] A= &8 35}7] Ao RADIUS 74 o )3t 2 43t
1 set HEH S AFE3)o] RADIUSE -4

_]
o =2
e AP o A thgo] et BE FEFAAL.

SNMP =+ 2 ILOM MIB7} Mx|2l SAEo| 2a2lstlcCt o & £0f, Cl2nt &

o =4 ghch
ssh username@snmp_manager_ipaddress

Password: password

OII
t0

FHA Al

CHS SNMP ¥ 3 of & &=

. RADIUS AFEALE Q156 == RADIUS A H 7 &4 3t5 o]

\:]_.O__O_ o]Eﬂ‘%L]\:]_

AE=A

ol H-E W

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlRadiusEnabled.0

" RADIUS AREARE QIS 8H=5 RADIUS M B ZHl S 24 del= d4steid o

_.—_ o) 81161—1/]1:]_

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlRadiusEnabled.0 i 1

m RADIUS AH IP F4Z2 B9 th&S g=Hghoh

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlRadiusServerIP.0

s RADIUS A IP 45 Az d oS8 JH g

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlRadiusServerIP.0 a ipaddress

}01

s RADIUS AH] X E 3 E ngd &S g8y

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlRadiusPortNumber.0

s RADIUS M¥] ¥ E H3Z S dAseid tSS 3y,

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlRadiusPortNumber.0 i portnumber
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m RADIUS A ¥ Tf 455 e b3S 4 gt

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlRadiusSecret.0

= RADIUS M® & 9o & AAsted &S A5 qyrh

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlRadiusSecret.0 s secret

= RADIUS MH 7] AHEAF 25 Byl s 49

bl

=

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlRadiusDefaultRoles.0

m RADIUS A ¥ 7] AF-8-2} 93-S Console® A4 st W tha< 9 FHth
% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlRadiusDefaultRoles.0 s c
U} # ol 4= RADIUS SNMP MIB 24 Al & A g},
MIB 24| My #HesE gt 2y J12#
ilomCtrlRadiusE RADIUS S o|HEE @438 % o2 E A}, true(l), A4~ false
nabled false(2)
ilomCtrlRadiusS A}&x2} A|A 9] o] 2 A H] A2 A4 5= RADIUS Al ¥ 9] ipaddress TAE e
erverIP FAaduyrt.
ilomCtrlRadius RADIUS E&2}o|AES X E HITE XAt} portnumber(H9]: A4 1812
PortNumber 0~65535)
ilomCtrlRadius RADIUS Zefol1ESH A1 zte] B A& oFostehs da(Hd dol: A §l
Secret o AFEE = TR 4 dEst gy Th 2554})
ilomCtrlRadius RADIUSE E3af 2= A& A o) A o3 98-S x4 administrator, F24E ¢l&
DefaultRoles Futh o] 55 ARE VS clli?'SEL(Admlmstrator Y+ operator,

Operator) & EE‘“ 18 4 ID(a, v, ¢, v, 0 ) 2F  Jqnin(a),
< AYFYUth o E S0 aucrosolAl a= admin, u=

user (u)
user, c=console, r=reset, o=read-only % U s=service !
Utk console(c),

reset (r),

read-only (o),

service(s)
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R LR R DB
(SNMP)

Mg ZE!

SNMPE Ag3te] 74 a4 4x e 705 0|49 "A|#3}7] Aol - 74 82 AR
2 Az Jus sty g (SNMP)”
ILOM 87 A H =

SNMP 4 8.4 H7] A3} o 703 0] X 9] " Qa4 HH B
SNMP A 7] A7, syslog & 3L 7 o 728 0]x] 2] "A|A] A4, o]HlE 271, Syslog 5417]
A A E A 74 44 2 gt e

SNMP A4 w9 A& ALg3tE o 775l01 9] A WY F 1 SHol ST SMTP 2

= SMTP 22| AE 4 HAk Zo]AE A"

SNMP 7 1 -4 A=} o 803 0] A 9] "H A} vl A3 A A (SNMP)"
SNMP Telemetry Harness Daemon o 813 0] ] 9] "Telemetry Harness Daemon TA
T4 A= (SNMP)"

HH YE

m Oracle ILOM 3.0 €431 #2] 7, Al~" ZYEH 9 43 7
m Oracle ILOM 3.0 &34 <1 #&] CLI &3}, 743 #&
m Oracle ILOM 3.0 €431 &l ) A=, 41 &)

69



A ZFEL7] Aol — 4 9.4 A K (SNMP)
m SNMPE Al-&3le] ILOM A A S Hal A8t WA SNMPE -4 3l oF gyt
ZFA) 8 &8 7 0] 2] 9] "Oracle ILOMO| A} SNMP A4 7-43"S F%3 4 A L.

m snmpset HHS APFsH ™ vl/v2e AFYE = 97]1/227](rw) BEHE 717 v3
AREALE ARGl oF gy Tk

T — SNMP 2] o= 2295 o] #] 2] "SNMP & of"& FZ2s4 A 2.

= — o] Aol 1o} gli= o] 2] SNMP 8% > Net-SNMP A& &8 TRIHE 7
5}7] W&ol Net-SNMP % Net-SNMP A1 & &8 Zm19o] x5 o] 3l -5 nt
A= 25 g

70

o2 Mo 23

JRE B AT e 70d0 AL P 2% AR B

=
o
<
-

. oX
o
B
N

T —get BHS AMRStY] 744 84 ARE & AdsUh o] dAfel Fa g MIB 7
Aol Bk A2 o] A ol o= 28 FEHA L.

1. SNMP =+ 2 ILOM MIB7} M2l SAEof 2a2lgtlcCt of& S0, Cl2n} &
ol elad gt

ssh username@snmp_manager_ip_address

Password: password
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2. HYO HTE 2 EiH ct32 sk

3

% snmpget -v2c -cprivate -mALL SNMP_agent_ip_address
entPhysicalFirmwareRev.1

th& 3o A+ Component Information(7-/ 8.4 1) SNMP MIB 21 A & A9 3t
Eh=y

MIB 2 &| oy at 7y 7l2a
entPhysical £ % <lE g9 BlAE o291t} =7]:0..255 =g delvt
o1& 09l &
A4
entPhysical  &E2]% dE gl thd 8l AE ™}, =7]:0..255 =2d s
Descr
entPhysical o] 2|7 JEEES L85 27 odEE < H9):0.2147483647 S N
ContainedIn  entPhysicallndex st JUth. 0 k-2 &2 4 <NEJE]7}
o 284 dHEe] 23R &GS YERd U T

entPhysical &4 <lEE9] Ut st=9of F3& EbdUrh. other (1), e i<y
Class unknown (2) ,

chassis (3),

backplane(4),

container (5),

powerSupply (6) ,

fan(7),

sensor(8),

module(9),

port (10)

stack (11)
entPhysical =4 AHE el g TFAAE Flol A £ A7]:0.255 =4E Aelrt
FirmwareRev g 0% i

24

-l
0x
50)
>
0%
H
#o
2
Pl
=2
e
o
kl
=l
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44, oWl E =1, Syslog 741 7] &
T

-

o, >
Rl

nix

= g3

AA AAE B dAsEr] 9l o 728 0] X 9] "Al A A B Y A"

SNMP &2} % &3 MIB 2} A

ILOM o|¥lE 212 B X 97 o 735 0] X ¢] "[LOM oMl E 21 87| 2 % $-7]"
213t SNMP A=} 9 8.3 MIB

A A

A7 syslog 52171 IP =228 74 75904 2] "21 7 Syslog IP t 74"
k7] 1%k SNMP 2} 8l - &3t

MIB 2} A

BaL Tt A e 7438H7] I SNMP e 753 o] X o] "7 = Aol it A

F —get ¥ set HH S ALE3}o] NTP(Network Time Protocol) 57] slo} A E Al A
AE B3 dgds 5 dF U o] Axajo f-a s MIB A A9 tjst A2 o] A=} o
Sol Yo &= XE FXIAA L.

1. SNMP =7 2 ILOM MIBJ} X2 SAEo ZalgtHcCt ol & , CtS 3}

ol el gtict.
ssh username@snmp_manager_ip_address

Password: password

% snmpget -v2c -cprivate -mALL SNMP_agent_ip_address
ilomCtrlNTPEnabled.0

. NTP MH & &4 ez d4sted vaS g

% snmpset -v2c -cprivate -mALL SNMP_agent_ip_address
ilomCtrlNTPEnabled.0 i 1
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s 39 9 R AS nEY G e gy,

% snmpget -v2c -cprivate -mALL SNMP_agent_ip_address
ilomCtrlDateAndTime.0

p A9 Y 2L A 7S AAsE W LS gdE )

% snmpset -v2c -cprivate -mALL SNMP_agent_ip_address
ilomCtrlDateAndTime.0 s 2008-3-24,4:59:47.0

t}S- 7o A& Oracle ILOM A Al 52 A 1o 57 3F SNMP MIB A4 A & A= 3.

MIB 24 | oy == @ =g 7|25t
ilomCtrlDateAndT  #x]o] Yx 9 A 7k-e]yt), date/time = N e

ime

ilomCtr1NTP Network Time ProtocolS &4 true (1), A+ false

Enabled 3} o 7Z G false(2)

ilomCtrlTimezone  FAIE A7) E41< JU ). =7]:0..255 E21d . gle

F —get BH S ALE3IY] [LOM ©|HIE 215 Bl set HEH S AR5 ILOM o]l
E 235 AA% § JdHF Y o] AAto] fa 3k MIB ﬂiﬂoﬂ 3k A& o] A} th2-
o 4ot TE HAxAA L

1. SNMP =+ % ILOM MIB7} M X2 SAEo| 2a°lgilct o & £of, cl2nt &
ol gafgtct,
ssh username@snmp_manager_ip_address

Password: password

2. H|ZEID7I22 O|HE ZO° ILOMO|HE 23 RS 2™ ch52 =L

% snmpget -v2c -cprivate -mALL SNMP_agent_ip_address
ilomCtrlEventLogType.2

3. ILOMO|HIE 2O & X|®2{H CI3S L e ch

% snmpset -v2c -cprivate -mALL SNMP_agent_ip_address
ilomCtrlEventLogClear.0 i 1

By
0x
50)
>
0%
H
#o
2
Pl
=2
e
o
kl
1=

2/(SNMP) 73



74

U} ol A1+= ILOM Event Logs(ILOM ©] Il E = 1) SNMP MIB 2} 2] & 4173

ek,

MIB Z4 x| Ay sl 8=E 7y 7|28k
ilomCtrlEvent XA ¥ o|HlE 21 3% gz=H HE:1..10000 A Bre=s
Log Yok
RecordID ZF - o] AAel = A2 5 gerith
ilomCtrlEvent oJHIES] £3S YJeh)= A4 Yr;.  log(l), 2= 9L
Log Z_o AAE 9] AsdUn action2),
Type fault(3),
state(4),
repair (5)
ilomCtrlEvent o|MIE 21 3 %o 7|25 G D A date/time =24E s
LogTimestamp 7yt
F - ol A 9] ey
ilomCtrlEvent o/HIES ZY~2E JeElE A5 audit (1), 4= A
LogClass (B ipmi (2),
z o] A4t 7] e chassis (3),
fma(4),
system(5)
pcm(6)
ilomCtrlEvent X A% Z 3Ho) dsl= o]l E  disable(l), A A
Log . A=yt critical(2),
severity F oo AAE 97 BeAI major (3),
minor(4),
down (5)
ilomCtrlEvent oJHlEd] 3 g~ E A dyr} A e I
Log F - o] AAE 97 AU
Description
ilomCtrlEvent o] AAZ true® A AsIH o]WE & true(l), 4 =
Log a7k AHY false(2)
Clear
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Vv A Syslog IP W7 74

T —get ¥ set B#H & ALE3lo] 97 Syslog 741719 IP F4& Hil AAS  dF
Yt} o] Azl Ef& MIB iAol th g w2 o] A} tholl o= %5 sk
AlS.

1. SNMP =7 % ILOM MIB7| M x| & A Eo| 2a2lstlcl ol & E0{, cl22t &
o =gt
ssh username@snmp_manager_ip_address

Password: password

2. YA syslog LH&H IP FAE E2{H i3S L™ ot

% snmpget -v2c -cprivate -mALL SNMP_agent_ip_address
ilomCtrlRemoteSyslogDestl.0

3. ¥4 syslog HatIP A5 M5t cta8 =t

% snmpset -v2c -cprivate -mALL SNMP_agent_ip_address
ilomCtrlRemoteSyslogDestl1.0 s ip_address

T} 3Ll A= Syslog IP Destinations(Syslog IP /) SNMP MIB 24 A & A W 3 T},

MIB Zi 5| Mo at w8 7128k
ilomCtrlRemote 3] WA 14 syslog (2L 52E) ip_address 2249 9&
SyslogDestl o IP F42Y Yt}

ilomCtrlRemote F WA 7 syslog IH(RIL Z2E) ip_address 22314 gle

SyslogDest2 o IP FAYY T

1. SNMP =7 2 ILOM MIB7} M%x|= SAEo 2aolgch ofE Sof, =2t &
0| =gt

ssh username@snmp_manager_ip_address

Password: password

By
0x
50)
>
0%

23 HA oY Z 2 22((SNMP) 75



2. 20 ID7t200 40 ARo MAUE FS EeiH o382 dH etk

% snmpget -v2c -cprivate -mALL SNMP_agent_ip_address
ilomCtrlAlertSeverity.2

3. Z1ID7t20l 21 Ao ML +FES criticalZ2 HF5tHH ot 22 &t

% snmpset -v2c -cprivate -mALL SNMP_agent_ip_address
ilomCtrlAlertSeverity.2 i 2

b5 3ol A= Alert Rule Severity Level(7d i 112 417t %= 7<) SNMP MIB 7 A
= Addyn
T —SNMP Efe) tis|A &= 4 % e o] A4 FFUTh Ail FFo=
SNMP E 15 LB 3HA] &l SNMP E5) A& 84

ﬂé}?}] ﬁ Minor, Major,
$o

nj g gt

MIB 23| M slges &t S8 =
ilomCtrlalert A AHE A3 727 #a¥ A4 HE:0.65535 A4 B7Ecy
D IDY Yt}

F o] A= AAM =T 4= gl

4yt
ilomCtrlAlert XA g ZFgxo] ta] A4S E  disable(l), 45 e
Severity g Ao 3l A oHE A2 critical(2),

5 A Fh major(3),

minor(4),
down (5)

ilomCtrlalert x| ¥ 7 oﬂ q@ e §38S  email(l) A e
Type A4 }HD} ol snmptrap(2) snmptrap(2)

r= 1pm1pet(3) QA5 . ipmipet (3)

ilomCtrlAlertDestination c 1

. ; remotesyslo

ip% A4, el enail (1) N0

ol % ilomCtrlalert

DestinationEmail-S A A3l oF

k.
ilomCtrlAlert 743 8 9] snmptrap (2), ip_address AE 8l
Destinationip ipmipet (3) &

remotesyslog (4) ol 4% 74
A LdHS B IP FA42E XA

.
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MIB 24 x| = sl &%= 2t *y 7l2at
ilomCtrlAlert A3 FEo] email (1) 2 H5 email address, A= < =
Destination A dds wd AAvd £ 57):0.255
Email £ A4 3T
ilomCtrlAlert A AR 73 FF o AFL-3)oF g vl(1l), A ge
SNMPVersion = SNMP E ] HAS X3 vac(2),

Yt v3(3)
ilomCtrlAlert ilomCtrlAlertSNMPVersion  =7]:(..255 229 gle
SNMPCommunity SE ARIFvi(1) BEE v2c(2)
OrUsername 2 AHE A4S, *}%%L AR Y E

EALE A g3t

ilomCtrlAlertSNMPVersion

o] v3(3) 2= A H A5 A&

& SNMP A&} o] 55 A4 F

g},
ilomCtrlalert A wWld& Bl A3s HEy  H7]:0.255 = R
EmailEvent g FP s o]E EE 119yt
ClassFilter
ilomCtrlalert A vldz B FAig FE® 7] 0.255 A e
EmailEventType & Z@jx o]& T a1194Yt)
Filter

i

[u}
=]

SMTP A} w7 1

43

4
0z
FO



Al=tstr| Fof

p Y AR WY dH FuE PAEHE ILOM FoldEE A wd Al A
A& B SMTP Flo]AdER AA&oF etytt ILOM Z&}o] A EE SMTP &}o]
AEZ dAsHHE A oY %‘%% A8 e B SMTP AA v Au]e] IP F4
9 ZTE HEE A oF g

m [LOM oA ES SMTP Zelo|AERE HAS7] doll Bl SMTP A=} W A
Hol IP T4 2 XE HMIE FHIAAIL

m get ¥ set HHS }\}30]—04 SMTP ﬂ'o]odE% T4%
2% += MIB 7” xﬂ o EHﬂ o F33% SMTP Z&o]AE
CONTROL-MIBE #Zx3}14 Al %

T AdFYt} o] Azl AL
MIB 214 % SUN-ILOM-

F o] el fA T MIB AR tg AL o AR hgol ot B xR
AES

Oracle ILOMOl| Al SNMP Z&}olAE 55 AHE F435teld v dAE w5y oh
1. SNMP =7 & Oracle ILOM MIB7t & x| & SAE0| 2a2lgfHCh of & S0
Ct=af ol =gt
ssh username@snmp_manager_ip_address
Password: password
2. CtE2 o= S SNMP HEH S E=XsIA2.
m SMTP S| E FeH & Ryd S dg3dych

% snmpget -v2c -cprivate -mALL SNMP_agent_ip_address
ilomCtrlSMTPEnabled. O

= SMTP ZeoldE AulE 4 A2 d4sten og Ao

% snmpset -v2c -cprivate -mALL SNMP_agent_ip_address
ilomCtrlSMTPEnabled.0 i 1

B SMTP A H IP 45 Beld tSS gy

% snmpget -v2c -cprivate -mALL SNMP_agent_ip_address
ilomCtrlSMTPServerip.0
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= SMTP AH IP =45 AAsteH s 48 durh

% snmpset -v2c -cprivate -mALL SNMP_agent_ip_address
ilomCtrlSMTPServerip.0 s ip_address

il

m SMTP Z¢}lo|dE ZTE H3FE By t}S-S g H3),

% snmpget -v2c -cprivate -mALL SNMP_agent_ip_address
ilomCtrlSMTPPortNumber.0

m SMTP Zlo]dE T E s 2 A S 83

% snmpset -v2c -cprivate -mALL SNMP_agent_ip_address
ilomCtrlSMTPPortNumber.0 i 25

s B AR EE R AR A8 A

.

rr

Hed gae ney 0ee g

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSMTPCustomSender.0

AR R ALY T

DELAS Y

PR
1=

bl o

ol

},

s

EEER

ok

4g 74

il
ol

o

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSMTPCustomSender.0 s ‘ilom-alert@HOSTNAME.abc.com’

S F ol A= SMTP Email Alert Notification(SMTP A2} Wl 711 24H3)
SNMP MIB 2} A & A g},

MIB Zi 5| S5 d:E A== &t 78 7128k
ilomCtrlSMTP SMTP Z o] EE &A3}3kA] o] true(l), A5 false
Enabled 5 A8y false(2)

ilomCtrlSMTP A}&X} AlA Q] o] & Au]| A& AL ip_address 24 gls
Serverip = SMTP A 9] IP =43 Yt

ilomCtr1SMTP SMTP Z&o|UES TE HEE x ¥ 0..65535 i =

PortNumber A,

By
0%
50)
IS
0%
H

2
Rl
e
=
e
Oﬁ
FE
AL}
%)
=z
<
I



80

AAF WA 745 A 54 (SNMP)

=L g3

ILOMo A A= WY 7L é:j@% e 800X o] "} Wl 74 A7 2] (SNMP)"
BAY FAd8k7] ¢k SNMP A 4}

AR WL Ha A% B2 (SNMP)

T —get ¥ set BH S AFEES] Ax A A S B FAE 4 dF YT o
23k & o] AL-§-% = MIB A Ao g A& SUN-ILOM-CONTROL-MIBZ %3}
)\1}\] o
h=] .

=

SNMP =+ % ILOM MIB7} Mx|=l SAEof| 208} of S Sof, cl2n &
O led gt
ssh username@snmp_manager_ipaddress

Password: password
CS SNMP & 0o & E=SHMAIL.

s BUAR EE R A FAE At U AgEE Aed 342 e
_0__9_ 0117;]'81—],4]’4_
= 1 A .

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlAlertEmailCustomSender.0

W ARG EE R ALY F28 Auets ) AgEE A8 d 942 94

o tes dEdyeh

EEF

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlAlertEmailCustomSender.0 s
‘ilom-alert@HOSTNAME .abc.com’

A

R

4%

o

Hejw o

Sl
o
1%
i)

n UIAA] BRG] AF RO FHE 5 9

g o,

rr

BN %
=1

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlAlertEmailMessagePrefix.0
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m AR BT Al E o _—%7 s 4 = AeH F24E(9: BeginMessage)
2 Ao e dddun

%

°

snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlAlertEmailMessagePrefix.0 s ‘BeginMessage’

Telemetry Harness Daemon -3 (SNMP)

g ZE]
Telemetry Harness Daemon 2785 ¢ 813 0] %] 9] "Telemetry Harness Daemon A4 2]
T/43t7] 913 SNMP 4 2} (SNMP)"

Telemetry Harness Daemon A7 2] (SNMP)

F —get @ set HH S A& THD(EZ X &) A4S By AT 5+ U5
E‘r. o] 23t W&o A} 8% = MIB 2 Ao )3 H-& SUN- ILOM CONTROL-MIBE %
Z3}4 Alg.

1. SNMP =+ 2 ILOM MIB7} A x| & SAEo Za2lgCE o & &0

s
o| &l=dgfch

ssh username@snmp_manager_ipaddress
Password: password

2. Ct3 SNMP EE of & RZshHAIL.
s THD tl& ZHE 2w 52 A=y

%

snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlThdstate.0

a THD o2l o @ o] 4412 nelw ohe-S gk

snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlThdAction.0

%

By
0x
50)
>
0%
H
Ll
2
Pl
=2
°
o
kl
1=

2l(SNMP) 81
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b

m THD u]Zo] tfgk Ao} 2415 suspend & A3t W TS 4yt

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlThdAction.0 i 1

ot

m THDModl°|eh= THD EEol gt A& Bejd t3s Jg P

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlThdModuleDesc. ' THDModl’

= THDModlo|2H= THD R el g Helw thg 918 ghv,

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlThdModuleState.’  THDModl’

m THDModlo]d}E THD EEol 3t Alo] 2L Rejd 18-S Jdgad

)

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlThdModuleAction. ' THDModl’

tio

m THDModl©]Z}= THD EEof th3l Alo] 2 S suspend® A At &
Qe g,

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlThdModuleAction.0 i 1

m myTHDclass@+= THD 20l 43 myTHDinstance®t THD 14~ 2~ 9]
FEE BEH oag gy

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlThdInstanceState. ’myTHDclass.myTHDinstance’

m myTHDclassZe THD 829 43 myTHDinstance®h= THD €1 2~8l 49
918 nelw he-g 3l E

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlThdInstanceAction. ’myTHDclass.myTHDinstance’

m myTHDclass@+= THD @29l 43 myTHDinstance®t+ THD Q1228 2~ 9]
A& resume o 2 AW oS UL

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlThdInstanceAction. 'myTHDclass.myTHDinstance’ i 2
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A28l A9 B

]

~

2] (SNMP)

My EE]
Al A S5 ARE Al e 4T o)A o] "AFEH7] el - A9 2] (SNMP)”
913 SNMP &7 A HE

A2 2v] Q)25 BUEE e 847 0] x] 9] " F AH] QlE ¥ o] & R E H (SNMP)"
5}7] 913 SNMP A =}

Alagl A AAS 2 BEl7] e 8890 A 9] "Al B M A A fA] H4(SNMP)"
213k SNMP & =}

Alzglell e d4str] §e o 895 o] X o] "Al=H] A FF G H 7] (SNMP)"
SNMP A %}

HH YE

m Oracle ILOM 3.0 ¢4 &) 7id, 14 #&

m Oracle ILOM 3.0 €74l ¥e] CLI 2, A9 #e

m Oracle ILOM 3.0 ¢34 Q1 & § dah, A #g

83



Al 2sl7] Aol - Y 2] (SNMP)

o] o] Azt Fdsl7] Mol thg 87 AFES THES=A] Eel s of ).

m SNMPZ A}ﬁ:s}o:l ILOM A4S ¥ 488 WA SNMPE T4 3l oF gt
ALA B W82 73| 0] #] 9] "Oracle ILOMo® A SNMP 44 +43"& 3238t Al

m snmpset M H S A 33FHHE SNMP vl/v2e AFYE £ 2 7]-227]@w) BT+S 7}
%l SNMP v3 494}2 AR-g-alloF g .

U)—/

— SNMP % & 9] o = 2295 0] 2] 2] "SNMP & o"E ZZ&H4 A L.

F — o] Ao 1} 9= oA SNMP 3 = 2 Net-SNMP 4 %_‘— SowggAS
317] o] Net-SNMP 2 Net-SNMP *"i o9 sz gAMo] AR F o] = A 9-of ut
A2 2Hs gy

)

o —
A e 2] QlE # o] 2~ 1 E % (SNMP)
Mo 23
A 4] QlEH o] 28 RUHY o 85H0] A o] "Al 2’ F W Au] U EH(SNMP)"
3}7] 13k SNMP A2}k e 8590] =] o] "AA HE LH| = ZUEH(SNMP)"
e 8590]#|o] "E A FF A 2vH ZYEHY
(SNMP)"
e 8730 %] 9] "7}-8 & F 1 E| ¥ (SNMP)"
o g7¥0] R 9] "SFEgo] LA o) A AW ZYEHY
(SNMP)"
o 87901 %] 2] "5]-& A F Lw|FH ZUYE H(SNMP)"
T —o] Ao A Ag AH] AEH o) AT AFE T FHEF FHEA AA &S
T AFYY T gk AFA S 82 Al vl X3 A EE ILOM 71 ehlA,
ZAE #E] hllA e AE QUM E FZIHAIL

T — ILOM 3.0 %= ILOM 3.0.25 AF&-3F= SPARC EFF oA+ d9 A& Kl
Mo}b 7158 Abee gy A9 AR A4S [LOM 3.03S 49_ s A
SPARC ;a*%ow IR AT A=
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V A 28 dE A ZYH P (SNMP)

® SNMPE ALESt0] A M3 AH| 22 Eo{H Ct32 ==y ch
entPhysicalName.indexnumber

S

[

% snmpget -v2c -cprivate -mALL snmp_agent_ipaddress
entPhysicalName.308

v 2 A e Av g 21U E Y (SNMP)

® SNMPE At835t0] AX M3 AH|ZS He{H Cls WE S = ok
sunHwCTrlPowerMgmtActual.o

o

% snmpget -v2c -cprivate -mALL snmp_agent_ipaddress

sunHwCtrlPowerMgmtActual.O

Ve A &5 A &8 Y EH % (SNMP)

o JlEH XMal 32 Hx|o| M2 AH|E E8{H entPhysicalNames 235t Flof &
¢ oled E= M £ Mol HS B el ghct
dE 59 /sYs/vPS9 entPhysicalIndex”’} 30342 &1l J= 29 v HH
ol >
H

= e
gt 3 29 A9 20FS 2B 5 Y

% snmpget -v2c -cprivate -mALL snmp_agent_ipaddress \
entPhysicalName.303 \
entPhysicalClass.303 \
entPhysicalDescr.303 \
sunPlatNumericSensorBaseUnits.303 \
sunPlatNumericSensorExponent.303 \
sunPlatNumericSensorCurrent.303 \
sunPlatNumericSensorLowerThresholdNonCritical.303 \
sunPlatNumericSensorUpperThresholdNonCritical.303 \
sunPlatNumericSensorLowerThresholdCritical.303 \
sunPlatNumericSensorUpperThresholdCritical.303 \
sunPlatNumericSensorLowerThresholdFatal.303 \
sunPlatNumericSensorUpperThresholdFatal.303




b5 £l A= Power Supply Power Consumption( € &35 3|
SNMP MIB 2 A ¥ & ofo] £5t¥ 7k MIB 7} Aol o & 7Fef3h 25 A

XA 3 &S ENTITY-MIB 2 SUN-PLATEORM-MIBE % 3}41 A S

MIB ZH x| MIB 0| & oy
entPhysicalName ENTITY-MIB 5214 dHE S HAE o] EdY T
entPhysicalClass  ENTITY-MIB Eg 4 dEE Y At sl=9o FE Y
.
entPhysicalDescr  ENTITY-MIB B4 dEE g g2 Ay
sunPlatNumeric SUN-PLATFORM-MIB  CIM NumericSensor.BaseUnits®l o
SensorBaseUnits 3 o] A A W= zhe] 7] E el 9]
SES
sunPlatNumeric SUN-PLATFORM-MIB  CIM NumericSensor.UnitModifierdl
SensorExponent sl o] AlAjol A WkEkel= whelol X8
APt
sunPlatNumeric SUN-PLATFORM-MIB &) A4 T A gkl sl dsl=
SensorCurrent sunPlatDiscreteSensorStatesTable
3j o] sunPlatDiscreteSensorStatesIndex
e},
sunPlatNumeric SUN-PLATFORM-MIB CIM NumericSensor.LowerThreshold
SensorLower NonCriticalel tjs] Fol¥ ti=
ThresholdNon NonCritical Z=710] @A 3}= kst o Al ¢k
Critical i},
sunPlatNumeric SUN-PLATFORM-MIB CIM_NumericSensor.UpperThreshold
SensorUpper NonCriticalol thal Aojd =
ThresholdNon NonCritical Z=710] @A 3}= A3k A Al gk
Critical Al t}.
sunPlatNumeric SUN-PLATFORM-MIB CIM NumericSensor.LowerThreshold
SensorLower Criticalol W3l g2l¥ )= Critical
ThresholdCritical Z710] WA Bl = Bke A Az Y}
sunPlatNumeric SUN-PLATFORM-MIB CIM_NumericSensor.UpperThreshold
SensorUpper Criticalell sl Aol = Critical
ThresholdCritical Z710] WA= Ak A A 7k YUk
sunPlatNumeric SUN-PLATFORM-MIB CIM_NumericSensor.LowerThreshold
SensorLower Fatalol &l A o]¥ )= Fatal 27 9]
ThresholdFatal WAL= Bhe A A Y o)
sunPlatNumeric SUN-PLATFORM-MIB CIM_NumericSensor.UpperThreshold
SensorUpper Fataloll &l A 2l¥ =& Fatal 9]
ThresholdFatal WAl Sl = AFsE @ A gkl Y T
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v 71& A8 2YE H(SNMP)

® SNMPE Al23510] & 2 Mg

g M2 23 o322 ¥

[= |

sunHwCTrlPowerMgmtAvailablePower.0
SR

% snmpget -v2c -cprivate -mALL snmp_agent_ipaddress
sunHwCtrlPowerMgmtAvailablePower.0

s=slo] T4 A A su mUEY

® SNMPE Al2

sunHwCtrlPowerMgmtHWConfigPower.0
SR

)
°

5o St=Qlol 7o |0 MY v S 22U ChES

snmpget -v2c -cprivate -mALL snmp_agent_ipaddress
sunHwCtrlPowerMgmtHWConfigPower.0

58 198 Av % Y E g (SNMP)

® SNMPE AtE510] 5| & M3 ~H|HES He{H Cl32 o
sunHwCtrlPowerMgmtPermittedPower.0
SR

)
°

2l2{ gt ch

snmpget -v2c -cprivate -mALL snmp_agent_ipaddress
sunHwCtrlPowerMgmtPermittedPower.0

7] 2]

A9 #e 5E F B ZYEH(SNMP)

F —get HH
MIB A Al o

)

S AHEete A #Y AAHE B T AdFY
3l A& SUN-HW-CTRL-MIBE #2354 A

to

= H

colel gk ol AE-E =

1. SNMP =+ %! ILOM MIB7} A % k=)

XE sAS0| 2B E S
ol gz st

ssh username@snmp_manager_ipaddress
Password: password

A| AHE

S Mol BUE{Y ¥ 2a|(SNMP) 87




Zte| cH & X0 A Crekst M3 ad| S & M2 & ZUE 3ot H ohS SNMP &

H o & E=sIAI2.

m PowerMgmtTable Q1 WM 50 tfdk A 2] A o]&5& Held Uy
d =gy

sunHwCtrlPowerMgmtName.5

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
sunHwCtrlPowerMgmtName.5

o
=

m PowerMgmtTable AQl H& 50 o3t A 7] A zke] &9l & vy v
= 49y

sunHwCtrlPowerMgmtUnits.5

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
sunHwCtrlPowerMgmtUnits.5

m PowerMgmtTable A4Sl ¥ & 50 th A Az A #& g S ¢
Qg

sunHwCtrlPowerMgmtValue.5

)

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
sunHwCtrlPowerMgmtvValue.5

A 28 Hd -l A A 7 A] B (SNMP)

e 23

ILOMS| A=) 9 Z2S de] e 883|o] x| o] "ded G2 17] % A% (SNMP)"
371 913 SNMP d 2}

A A 57 5 A7 (SNMP)
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1.

SNMPE ALE3510{ Mol H&3| & ¥ 2{H sunHwCtrlPowerMgmtPolicy.O0

S LICH

o

% snmpget -v2c -cprivate -mALL snmp_agent_ipaddress
sunHwCtrlPowerMgmtPolicy.0

=
o

HH 2 HdYot2{™ snmpset WHE AL CH
=

dE £ o] MIB A 5= AKX E performance® AAsHA
sunHwCtrlPowerMgmtPolicy.0 i 32 ¥ 3t}

il

% snmpset -v2c -cprivate -mALL snmp_agent_ipaddress
sunHwCtrlPowerMgmtPolicy.0 i 3

Th& 3ol 4 = System Power Policy(A| =% %11 4 #) SNMP MIB 21 A| & A ™ &1t}

MIB 24 x| at = 7125t
sunHwCtrlPowerMgmtPolicy notsupported (1), A g e

unknown (2) ,
performance(3),
elastic (4)

A28 A 55 A E #2](SNMP)

Mo 23

el oAk el Ho] =] AAS A e 897 0] X o] "Al Bl MY 7 7] (SNMP)"
7] €13 SNMP A =}

g A el Aol 2o AAE A e 90 0] %] ] "A] B AL A G (SNMP)"
7] 913 SNMP A =}

Al 2~El 9 A 7] (SNMP)

T —set HHS ALl AU AAHS TS 5 A5 YUY o] HH ol A5 = MIB
A o o g+ A& SUN-ILOM- CONTROL MIBE 234 Al &
AlAE Ml ZUEY 2 22| (SNMP) 89




-

1. SNMP =+ % ILOM MIB7} M X|&l SAEM ZaQ&CH o &

S
JEEETE

7

ssh username@snmp_manager_ipaddress
Password: password

2. //SYS’Eh= HE Mof tiake| MAE 7{2{H CfS SNMP Zd S et
ilomCtrlPowerAction’/SYS’ i 1

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlPowerAction.”’/S8YS’ i 1

Vv A28 A2l A 7 (SNMP)

T —set FHS AFESIA AAEAG AF S FATS 5 A5 o] HH o ALE-= = MIB
Al o gt g2 SUN-ILOM-CONTROL-MIBE 2 2B A Q..
1. SNMP =+ 2 ILOM MIBJ} M=l SAEo| 2a9lgilcCt of & S0, Cl2n} &

O led gt
ssh username@snmp_manager_ipaddress

Password: password

2. //SP’2l= Hof tiats MAYse ™ ctsS =gyt
ilomCtrlResetAction’/SP’ i 1

P

> snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlResetAction.’/SP’ i 1
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Oracle ILOM
(SNMP)

F9lo] Qelo] E 9]

My

g3

SNMPE- A}-83}4] Oracle ILOM
o] e EE 4 Ry}

e 923 0] %] 2] "Oracle ILOM 3 ¢ o] ¢ €l o] E(SNMP)"

e HeE
m Oracle ILOM 3.0 A B+ 2
m Oracle ILOM 3.0 f4] B 2

71k, Oracle ILOM E 9] 2+
ZIt, Oracle ILOM H <o) ddlo]E

91



¥ Oracle ILOM 3 ¢ o] ¢ d] o] E(SNMP)

AlZFSEZ| ©of|

s SNMPE A}&3}e] ILOM A AL B3 7+ d A4 SNMPE -4 3] oF gy o),
ZpA| 3 g2 73 0] %] ] "Oracle ILOMO| Al SNMP A A A4S FZ351 A1) L.

snmpset &S 2332l A SNMP vl/v2e AFYE =& ¢17]-227](rw) B3-S 7}
7] SNMP v3 AF&A-2 AL-g-3) oF &1t}

SNMP 9 & o] o= 2295 0] %] 2] "SNMP B & o"S FZ3}4] A Q.

—get @ set HH & ALE&o] [LOM Helo] AAS B FAE 5= st ol g
HH o AlE-H = MIB A o3k AT ° SUN- ILOM CONTROL-MIBE #x3}4]
[e)

2 ok

T — o] Aol 1o} 9l ol 2l SNMP ™ %2 Net-S 7
3}7] wjZoll Net-SNMP 2 Net-SNMP *Jj* Z o9 w2 gdlo] A H o] Q= A9t
A= A5 g

SNMPE A8-5¢] Oracle ILOM #1015 ddlo|Este W v @715 uh5 4t
1. SNMP = % ILOM MIB7} & %|& SAEo0| 228t o & £0i, ch32t &
of 2l=fghct.
ssh username@snmp_manager_ipaddress
Password: password
2. CHZ SNMP H& of| & &= gHél/\l_c-’_
O

A FA] olv Ao B

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlFirmwareMgmtVersion.0

n AA L] oln Ao M= MSE W tEs gk

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlFirmwareMgmtBuildNumber. 0

n AA Fo] o] Ao M= g B AIZES Bejd s

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlFirmwareMgmtBuildDate.0
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= o AFEE TFIP A B Y IP 45
%

Hed o2&
snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlFirmwareTFTPServerIP.0

oo o

dlo] olm A& thg 2 =8k vl AF8- TFTP A1l o] IP 45 A sted o
&= 48U

o

fs

snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlFirmwareTFTPServerIP.0 s ipaddress

m TFIP A1t <] A "o o]m] =] 5} e] o

g A2 weld vhee Y
snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlFirmwareTFTPFileName.0

a TFTP Aol o] Al 9o ol v splol o g Abd) 2 2% A
e,

o

o
o
)

snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlFirmwareTFTPFileName.0 s ‘fftpfilename

Fele] QrjolE 5 Aue] o] 4L FHBA o
B oEs 48y

<

i
I
o
ol
o

rlr
ofrt
fu
oxl
f
il

snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlFirmwarePreserveConfig.0

s H9o ol ] S el o] d
= true® A% 25

} == preservConfig
i,
%

55 AN
snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlFirmwarePreserveConfig.0 i 1

%

o

flo] Qulol = Jele el $5% gus

g ney s
snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlFirmwareMgmtStatus.O0

> 4Py

a thE Helo] Bl
she ol A g E =

55 4ug ) W5 Aste] Belol Aol
5% 4us ned 08 9
%

EE %2713}
[BR=3

snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlFirmwareMgmtAction.O
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% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlFirmwareMgmtAction.0 i 2

n Foo] JHOIET} 2713k 5 B Ao AU ES 278 ) AFEH =

e felol el 5= Auel ke A eE e Ao

N

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlFirmwareMgmtAction.0 i 1

s @A GOl wel e A2 MAS neW G G

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlFirmwareMgmtFilesystemVersion.0

m Th Aule] o] 7 w7hA] BIOS § Lelle] =& A7]8ke Hl Ab8 = 55
ARE HyE d5S dEFyoh

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlFirmwareDelayBIOS.0

s The Al 790] A W7kA BIOS 9 1el0l =8 A7]15HE % DelayBIos 5
% Aug dgetelw thes glegn,

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlFirmwareDelayBIOS.0 i 1
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9 74 &2 (SNMP)

g3

e 967 o] A 9] " Q] Bl E SH GH gl ¥ A
(SNMP)"

m Oracle ILOM 3.0 4] B
m Oracle ILOM 3.0 %] B¢ 2

Ak, 74 e e
e, Oracle ILOM 7+ 919 9 =<



%;E xég_ ch ] ;L/d

D

Al&FSE| Hof
m SNMP= A}835Fe] ILOM 2AS 2 F-A3H ™ HA SNMPS 4 &l of g},
ZpA| 3 g2 73 o] %] 9] "Oracle ILOMO| 4] SNMP A A F-4"S FZ3 4 A L.

snmpset W H S A8k W SNMP v1/v2e A FUE L= 8727 (rw) A< 7}
Zl SNMP v3 A& A2 AL-g-3f o gy},

get R set W& ARGl MY 2 B AAHS B AT 5 Ad5HY o]
[e)

- of Mgl 9 .
W o] Al-& %= MIB A Ao 3 AL -ILOM-CONTROL MIB% #2514
[e]

> ok Y

— SNMP ¥ #H 9] o= 2299 0] #] 2] "SNMP ¥ & o"E FZ3H A L.

T — o] e ¢} gl o Al SNMP 1 %2 Net-SNMP A& 7
3}7] wjZoll Net-SNMP 2 Net-SNMP *ﬂi 28 xg o] A H o] 9l A9 nk
Ao = A5k

SNMPE Ahg-8te] Oracle ILOM ™¢] 5 =9l 55 A A4 ths @AS w
Hyoh
1. SNMP =7 % ILOM MIBZt % & 2Eo0l Zaelgtct o & S0f, chg2t 2
of 2l=fgtct
ssh username@snmp_manager_ipaddress

Password: password

2. CtS SNMP HE o & A=sHAI 2.
m SNMPE A&35le] 29 A4S v bS8 483y

% snmpget -v2c -cprivate -mALL snmp_agent_ipaddress
sunHwCtrlPowerMgmtPolicy.O0
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s A9 5% A0S TAT o B /SYSBE Ae Ao] el A gakelw e
& g,

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlPowerAction.’/SYS’ i 1

= SPTAHS A F5 A R FEUE B W Bhes G

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlResetToDefaultsAction.0 i 3

= N e A Fol 4 XML o] g metd thee gy

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
lomCtrlBackupAndRestoreTargetURI.O

n 0 H B &Y Fell 4 XML o] i
tftp://10.8.136.154/remotedir/config_backup.xml® 43tz
&g g3}

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlBackupAndRestoreTargetURI.0 s
‘tftp://10.8.136.154/remotedir/config_backup.xml’

UG 2 B9 A Fol @ HolHE dustelAL A5 T FEE A
W e Aok

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlBackupAndRestorePassphrase.0 s ‘passphrase’

rlr

s WG] EE B A4S HPSE U AEHE 55 JuE ned 0o 9g

ai

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlBackupAndRestoreAction.0

m ilomCtrlBackupAndRestoreAction MIB A& Al&3lo] 59 2]

shefwl g2 e Ey ok

tilo

23

o=

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlBackupAndRestoreAction.0 i 2
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g% B9l Aele] WAl FelE BUE YW BeS 9k

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlBackupAndRestoreActionStatus.0

A9 A o) F /SPek AUA Aol gl 4 g5 E e
Y.

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlResetAction.’/SP’ i 1

| ]
o
JE
ot ol
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e

SPARC A&, POST & H-E R & 2}
2] (SNMP)

My 23

SPARC 74 #¢] ¢lg o] 25 B e 1003 0] %] 2] "A] &3} 7] Aol — SPARC &2E 7]
g3t7] s 8 A HE (SNMP)"

SPARC #&] ¢lEHlo]~ 52 HH e 1008 0] A ¢] "SPARC ¢, POST 2 H-E & =2
= #g)357] 93 SNMP A=} A1 72 (SNMP)"

_TI1_|-EI_=| 7(‘|E
m Oracle ILOM 3.0 §X] B4 9 2k, Al2~®" Xt 7 Q
m Oracle ILOM 3.0 % < 2 Ak SPARC A&t =+

m Oracle®] Sun SPARC Enterprise Server, 1 = 7] &
m Oracle®] Sun SPARC Enterprise Server, POST 7]l & 3 <]

m Oracle®] Sun SPARC Enterprise Server, F-E 2= 7] &

99



A Z}3l7] A el - SPARC 34~ E ¥+
(SNMP)

SPARC Ath POST ¥ R E mt =2 Ay 2 wa]sly] 9§ SNMP 432 58 5}7]
Aol B a7 Abako]l F5H A=A FelsfoF dut

a SNMPE A} £35}0] [LOM A AL B3 A2 W W4 SNMPE 74 3 oF g th,
ZHA 8 &2 73] 0] A ¢] "Oracle ILOMO] A SNMP A4 743" 23814 A &
snmpset W&o Ads#] W SNMP vl/v2e A FHE E&= ¢7]-227](rw) A &S 7}
21 SNMP v3 Al & 42 A|-8aof g ).

SNMP % 9] oll3= 2293 ©] x| o] "SNMP W & ol"& FZ34IA] 2.

A

F o] dof] L} 9= g A SNMP B #H S Net-SNMP MZ £ & 22738 7
3}7] W&ol Net-SNMP % Net-SNMP A& 38 X213 o] A% o] 9l - vt
A2 25 gy

SPARC ¢, POST 2 H-E Bt 52 4
1 7+2] (SNMP)

=L 23

SPARC ¢4 T ~E et 55 FH o 1017 0] X 9] "SPARC 3.4E & 55 HH 3

& T7A3H7] 93 SNMP 3 (SNMP)"

SPARC 97 S 2~E AEE 5= 4 e 1045 0] ¢] "SPARC 32 E POST 24 ¥

HE 74387] 918 SNMP A2t (SNMP)"

SPARC 92 3 2E HE 53 AR e 10790 %] 2] 'SPARC 3 2E J-E Bt =2 JH %
£ T/d3st7] $1% SNMP E A} 2] (SNMP)"

SPARC 974 & 2E keysitch 55 ¢ 108¥]0]#] 8] "SPARC 3 2~E 7] 292 55 A1
BRE 43871 913 SNMP 2 At 2] (SNMP)"
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¥ SPARC &2 E Xt 55 A X 2] (SNMP)

T —get ¥ set WHE AFE35F0] SPARC et A S B A48 ))\7}5‘14 t}. o] g
3 o AT = MIB A ol o §F }g 2 SUN-ILOM- CONTROL MIBE #2314
AL

1. SNMP =7 % ILOM MIBZ} & x| & SAEof 2a¢lgtct of & §0f, chgat &
o =4 ghch
ssh username@snmp_manager_ipaddress

Password: password
2. Ch= SNMP H& ol £ EZstAI2.
n T2E OiF WEd

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrl1SPARCDiagsTrigger.0

n S2Ed gk ydE 3w EAE power-on-reset & 2 AR W S

2 g

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsTrigger.0 i 4

m POST REZ wgd tS8 4Hgyr.

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsMode.0

m POST BE=E service® AASHW o3& 4=}

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsMode.0 i 3

s A9 A7) AEA EAS FELE $ BB A Aok st UFE 1
g 522 ned e g

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsPowerOnLevel. 0
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102

el

=
T

A7) ARA Eel A RESE e &
= normal® AAstH W S g

U

2B A A of ab= v

R

)

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsPowerOnLevel.0 i 3

T} ITAE

to 2i

A%
B

Ko R
[€)
=
QL

>

o A Aasfof

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsUserResetLevel.O

= AR A ERAE R ESE ok BaEelq Ads ol shi e Aw
Fie normal® AASEY S ¢ Ejl?:qu
% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsUserResetLevel.0 i 3
n OF AEAH EYAE FESIE 5 2B A Aol st Wdd g
T BEd oSS 48y
% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsErrorResetLevel.0
n OF AEA EYAE FESE 9 SaEo A Adslol b= W T
T normal® A% OPE% kil D}%% dEF o
% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsErrorResetLevel.0 i 3
n T EShE ot SAEA] Aol sk A ] AAE FES BEd
e Qg
% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsPowerOnVerbosity.0
W Ao A% 52

m FES= 5 T AENA Ay of st
maximum©® 2 A4 S 48 gy

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsPowerOnVerbosity.0 i 4

Oracle Integrated Lights Out Manager(ILOM) 3.0 T2 EZ 22| -

SNMP, IPMI, CIM, WS-MAN M3 A « 2011 72




s AEA YA ESAE FESE B

b S 2E A sl st Wi %
o FAE FEE HeW e d 9Egy

o

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsUserResetVerbosity.0

o 8R4 EUAT FESE B FLE
O AN E FFE maximuml 2 A EHE bS8 dE ok

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsUserResetVerbosity.0 i 4

s OF ANA EYAE FESE 9 5aEdA Aalsof s ulgE Age]
AR SES RelW b g

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsErrorResetVerbosity.0

n OF AEAH EYAE FESE 5o ZAEoA Ao sz U ke
FAE 55 max1mum2§ AAstEE gS dEdyh

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsErrorResetVerbosity.0 i 4

sEol U@ POST A ge] A &S P& 4 0% Wl ohe- 4o,

fol

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsStatus.0

a E2Eo] O3 POST AHE Alojshs 44& HAeh: 55 4us welv oy
S,

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsAction.0

m T2EA A FO POST AHS Ao 55 JHE start® AASHHE ©
e}
-

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCDiagsAction.0 i 2
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104

V¥ SPARC & 2~E POST %4} #2|(SNMP)

F —get 9 set HH S ALE3}o] SPARC FAE MAS B FAT S 01’*141:} o]
2] gk v H o }ﬁﬂ MIB Aol of 3k A2 SUN- LOM CONTROL-MIBE =3}
A]A]o
h=] .

1. SNMP =7 X ILOM MIBZ} &X[E SAE0 2IlgHCt o E =
ol glajgtch.
ssh username@snmp_manager_ipaddress

Password: password

2. CtS SNMP HE o & A=sHAI 2.

m SEES AL MAC F45 HeH 53 484yt

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrl1SPARCHostMACAddress.0

m  OBP(OpenBoot PROM)®| ¥ H Z24 & HeW th55 e th

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCHostOBPVersion.0

« POSTY M7 BAQE nweld g 9

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCHostPOSTVersion.O0

m X

o] x] o)
A =

e %
FHE weld e Aga

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCHostAutoRunOnError.0

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCHostAutoRunOnError.0 i 1

m POST JEl= AWl 2AE S B9 vae A=y

%

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCHostPOSTStatus.0
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S S B

O

A% A5 SPAA FAT 44S A%

n SEEVFAAE AS T

W oheg g
% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCHostAutoRestartPolicy.0

s SAEZAAE AL WAT A ARAFES SPE THSIE 022 Y

gyt
% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCHostAutoRestartPolicy.0 i 2
dg ueW 0ee JgFUL

5E ¢ ARG PE FHE dgete B4

m oE
snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress

%

ilomCtrlSPARCHostOSBootStatus.0
a HE Bl AF A7 G weld Tee g
snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress

92 g o,

%
ilomCtrlSPARCHostBootTimeout.0
2 A4y bes g

30x

w 5-E Epolm AR AR G
snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress

o
f
il

T
)
g

ol
ol
O

rir

2

o

%
ilomCtrlSPARCHostBootTimeout.0 i 30

- SPoll A =3 g <]

o

)

E Blo]|w7} ¢k
qugma%uw
snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
© 9]

AAA S EE SPE TASHE S

%
ilomCtrlSPARCHostBootRestart.0

BE ol 7l R

]
snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress

&g AT,

TE RYd ugs

Q
%
ilomCtrlSPARCHostBootRestart.0 i 2

) 2= Ao 3

m SPAlA 3 &=+
snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress

Q
o
ilomCtrlSPARCHostMaxBootFail.O
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106

a SPOlA B g¥E Hu RE 43 255 1002 2ESAN g2 ¢

vy
oot
i
v

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCHostMaxBootFail.0 i 10

a Ho RE A5 5ol 29 4S5 SPolA £ 4L AAG e 55 ANED
new the- ¢ gk

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCHostBootFailRecovery.0

s Ao HE A9 G50] £RP 4G BAE AYS SRV ES PR FA Y
W oheg g

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCHostBootFailRecovery.0 i 2

n Stoldutol Aol WA BAAS welW e AT,

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCHostHypervisorVersion.0

o A28 P9l SysFw)el WA B S Reld thge AT

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCHostSysFwVersion.0

m SPAlA B T A S AAe = 5 ARE Hejd vUES 99 PdY

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCHostSendBreakAction.0

m SPOA dumpcore T AP S HUEE A HW oSS =3¢

Q

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCHostSendBreakAction.0 i 3

s Thgel EaE A9

W A8 TaE GFH AT AL A 55
Aus v e 9y

KeN
=
S o
=

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCHostIoReconfigurePolicy.0
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o
i)
Ax3

n ThSol A9 A W SPIM BAE AEY AT BN HYHES T4
w

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCHostIoReconfigurePolicy.0 i 3

V¥ SPARC 3 £E HE Rt 5% AE #2](SNMP)

T —get ¥ set YHE AH§310] SPARC F-E 2= A4S B A = ql5Uth
o] 2] ol A}-&-5 = MIB 2 Ao )3k A2 SUN-I LOM-CONTROL-MIB§ =z
A

1. SNMP =+ 2 ILOM MIB7} Mx|E SAEof 2a2lgtCt o & S0f, Cl21} &
o lad sh

ssh username@snmp_manager_ipaddress

Password: password

[

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCBootModeState.0

m T 2EA #A NVRAM W5 AL x5t == 7451

1=

gee delghn.

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCBootModeState.0 i 1

m FE RE JHE script®2 A% G o] Al RE ~2FHES BEWH Y&
2 9ggy
% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCBootModeScript.0
m 3 E RE AHE ‘setenv diag-switch’ 2 AA3 7 9o A} &S HLE ~F
HEES A4sed dee gy

Q

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCBootModeScript.0 s ‘setenv diag-switch’
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n HE R Yo whREE I R AIMS B tes dEdy

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCBootModeExpires.0

s LDOM 74 o5& tehils £49s weld thge geg.

)

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCBootModeLDOMConfig.0

m LDOM A 0]&5S& default® AAs8H v 4=,

)

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCBootModeLDOMConfig.0 s default

¥ SPARC A E 7] 29 52 41w 2 (SNMP)

set #H S A}83}9] SPARC 7] 29A AAHS B FAS & G5
= MIB A Ao o $t g2 SUN- ILOM CONTROL- MIBE 2z

>

1. SNMP =+ 2 ILOM MIBJ} M=l SAEof 2a2lgtlcCt of& S0, Cl2n} &
ol elad gt

ssh username@snmp_manager_ipaddress

Password: password

2. ChZ SNMP E& o & EZ3HAI=2.

s TP 294A0] @A FEE neE e S 9

)

% snmpget -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCKeySwitchState.0

n TP 7] 2959 ZEE standby® AAGstE YOS Y

)

% snmpset -mALL -v2c -cprivate SNMP_agent_ipaddress
ilomCtrlSPARCKeySwitchState.0 i 2
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IPMIE AF-&35lod A I

My

213

IPMItoolS AF&-3}4] Oracle .
AW E A28 W dolr )

IPMItool s Al-&-3to] IPMI 4 o
theket w71 .
g st Wy dotrr]

IPMI " H ol 3k AAISE 1 e

1103 o] #] 2]

"ATd SYE el AE T o] A (Intelligent

Platform Management Interface, IPMI)"

1103 o] X
1113 ©]
1113 ©]
1129 o]
1125 0] #] 2]
1143 0] %] 2]
1163 ©] #] 2]
1253 0] #] 2]

2
2
2

<]

Al
A

s

"IPMI A B

"I[PMItool"

"IPMI 7 2"

"IPMI Administrator & Operator % 3"
"IPMI el A"

"IPMItool& AF&-3}o] ILOM CLI 8
"Al =g 2] 2HS] S8 (IPMItool)"

"IPMItool 22 €] & W& g o

ERCR

s S

m Oracle ILOM 3.0 €44 <1
m Oracle ILOM 3.0 &% 31
m Oracle ILOM 3.0 €44 <1
m Oracle ILOM 3.0 &% 31
m Oracle ILOM 3.0 ¢34 <1

e g, AR A e
e g, A e

2] CLI A A}, AF&-2} e
#2] CLI @A}, CLI 7l &
e §) AA}, AREAL e
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A5d = F e e o] A

O o 2 A - 1__
(Intelligent Platform Management

Interface, IPMI)

m 1103 o] %] €] "IPMI H 1H."

m 1113 o] %] 9] "[PMItool"

m 1113 o] #] 9] "TPMI 7 32"

m 1125 0] %] 9] "IPMI Administrator % Operator & &"

IPMI A H

ILOMI A = AW S35S ZYE Y R Alojstar A n| S5 e Jus A
T = IPMI(A 59 235 e °1EMl°l*)E A dgy .

IPMI= 43 EYAE 53 A A28 #e & 918 AAE 1gd 4 2w <)
Eld o]~ Yt} IPMIY] 7%

s

ol = FRU(A % t) A 7% qu) B g A 2E B
o, A AE o HE 27, Al AR (A 28 A LA A/ 1Y) e 27, AL
ol AFUH
IPMIE E3f ZHE st=dlojol 7] A& == e 75 A st RuUEY, =27,
A BT AW )5 AR dgUn

Oracle®l| A #| & 3}+= IPMItool2] Windows X E+= T} 2 §] Alo]E A 2= 4=

A5 UY (http://www.sun.com/system-management/tools.jsp)

IPMIO] o) & A% AbFS WIS @ 37h Gus the Abol Eol A gel e & gl
m (http://www.intel.com/design/servers/ipmi/spec.htm)

m (http://openipmi.sourceforge.net)

A B AW ZE G 0] =) 0] SP(MH 2 TR A A)E IPMI v2.09} S8k o) oo
qq(/q}ﬂa Nag e E2E 99 AA A = g (YA A2 AFE)el A

IPMItool FH I HE *F‘lo}cﬂ BEES T HIPMI 71Tl AT 5 dFUTh &
gHILOM §) Q1Ej | o] 2ol A IPMI ad ERS AARFAY IPMIvL5 £ v2.07 53
w95 el £F A A SPe] IPMI 715 #E o AFHTh
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[PMItool

IPMItool° IPMI A9 A2 e @ FAss 7hds 02

) F-2 2 El Yt} IPMItool-> ;@ A 2~8l = QA A 2
= ® AF8E 5 35 YT IPMItool 2 2l Bl & A}ﬁ atol 7]
LAN QlE]H o] ~ & &3] IPMI 7] 5& 33 & 7 A5 YT} [PMItool T} Alo] Eof A]
thered g dEFU

(http://ipmitool.sourceforge.net/)

IPMItools AH&3t] s 7388 = Ad5Uh
n SDR(Sensor Data Record) #7g4~ ¢17]

m A g Q)

m SEL(A| =¥ o]l E Z 1) W& FA

m FRU(H thA 71s dA]) 35 1 <14

m LAN 7774 w7 "5 ¢j7] 9 27

n AA A A Ao =37

IPMItool®ll tf st 2FA & ] &2 T} Ao E 9] w7 Ho] Aol A &l 4= g)lF YT
(http://ipmitool.sourceforge.net/manpage.html)

IPMItool& ILOM CLIE A4 A}8-& w9} np3k7F<] 2 ILOM CLI(% &= <1 7 o] )
HHS AYe F Jdeu 7S ALTUT CLIHE S 23 HER 243 thg o] g
SP(AH] 2~ Ei*ﬂ*ﬂ) ﬂi%éfﬂw o] ~AHEES AP & AdFYrh

IPMI 7d 21

ILOM< IPMI PET(Platform Event Trap) 74 i 84 15 A4t}
Al 2=Fl @ {5 Aol A gty vk A B AW 25 9] ILOM SPol A

3 4 Jd5yTh IPMI PET 7 3L CMM(AHA] HE% B 2E)S Al9lskal B Oracle
Sun 7\134 Z 3”% 2 g A AYFE YT IPMI 4 1 -§3 o o) 3k 2} A & U] &2 Oracle
ILOM 3.0 €74 Q1 e 7l hujAjol| A "4 a1 %ﬂ”% FEs A L.
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IPMI Administrator % Operator ¢ &

IPMI Administrator ¢ &2 ILOM®| aucro AF-&=} & gkl ujj=3 5] 1 t}. IPMI Operator
&2 ILOM®] cro AF&2F 9 &l visg g Yt o] 2] 3 ILOM & &l o gk 7hek gk Ay
o] th= ol vek AdFUTh

=: ILOM®] IPMI Administrator % Operator & &
IPMI &g X H== ILOM A& AsH =L
Administrator ¢ Admin(a) o] 2] 3k AF&-2} o3t Al 2~HEl By A =
¢ User Management(u) S5 AR, AR AY S5 AR, 944 2&
¢ Console(c) A2 55 AH, 94 9 A 55 A,
AEA R T2E JQES e 55 Z1
¢ Reset and Host Console(r) =o) [LOM #8] 7] 50l sk o17] /2 7]
* Read-Only(o) Asg H sy
Operator e Console(c) o] 2| gl Al g2} do A7 Z& Ay 5=
e Reset and Host Console(r) BH, 974 A #¢] 55 F&, AHA ¢
¢ Read-Only(o) TAEAEE ¥ 5 4K 59 ILOM
el 750l E grl/ 7] Aes 24
s}y ). B3k Read-Only & &2 Al 2~Fl
e 7Y 5 AR B AR He T F
g5 o \} 31‘7] °’“ﬂ*e A5 F .
ILOM & " @ gho]l o gk 2}A) g Wl-§-& Oracle ILOM 3.0 474 <1 ] 7l <A

ol A "ALE AL TS FE A A 2.

[PMI A8 -4

IPMI 3l & &4 31317] 1133 0] %] 9] "IPMI 38 &4 3H(CLI)"
93 ILOM CLI 4=}

IPMI A8 = éﬁ}o}ﬂ 1135 o] %] 2] "I[PMI A} A 3}(4)"
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V¥ IPMI 78} &4 SH(CLI)

1. IPMI 22| X} Asto]| A= HH S AFE5H0{ ILOM CLIo| 2ol ct,

IPMi &2 =} @ gkol] o) 3k 2} A 3k )82 1125 o] #] 2] "IPMI Administrator 2
Operator & &"& #2514 A Q..

Wy ZTEZEoAM CtS Zo| gt
-> set /SP/services/ipmi servicestate=enabled

o

-> set /SP/services/ipmi servicestate=enabled
Set ‘servicestate’ to ‘enabled’

v IPMI 73] &43Hd)

1.

IPMI 22| Xt H5ho| A= A™ S AHZSH0{ ILOM & Q& H o] 20 2lgt
IPMi 2] 2} A gkoll o g AbAl| g ] -8-2 1123 ©] #] €] "IPMI Administrator %
Operator & 3&"& 234 Al Q.

Configuration(7*4]) --> System Management Access(A| A8 22| AN &) >
IPMIS S &4 ch

IPMI Settings(IPMI 41 ) #| o] %] 7} YERE U T

Jo

telets MElSto] IPMI el & &4 515 L} 8| & st et o
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[PMItoolES- AF-8-3}< TLO

IPMItool CLIE ILOM CLI B # S A3 & 4= = Ha s A s dYch 1
2 A A28 w e} npx7h A 2 ILOM CLI B3-S 9138 = o &yt o
ILOM CLI % & o] Al g .

<
@
C
ob.
ot
O mz
oo

My 23

IPMItoolS AF&3te] ILOM 1143 0] X &) "A| Z+5}7] Aol — IPMItool 2 ILOM & AF3H"
CLI8#H& Adgstr] 93 &

T AFE

IPMItool& AF&3Fe] CLI 1147 o] %] 9] "[PMItoole] 4] ILOM CLI®| H A 2"

Hs Adstr] gk Ak

ILOMCLIH¥E 23 HE A 1155 9] A 9] "[PMItoolS At-&-3lo] ILOM CLI ¥ AT HE

FERL 2y

A 2Fsl7] Aol - IPMItool 2 ILOM &+ A&

m ipmitools &3 ILOM CLIE AH&-35t2] % ipmitool M4 1.8.9.4 ©o]/d-& AF-&-3loF &
Ut} IPMItool®] A W3 & g2l3ted v 483y
ipmitool -V

m [PMltool CLIE AH-&3to] ILOM %S A dste] ™ ILOMOl A A 4 gk AL-g-2} o et
< g gy A S W82 1129 ©] #] €] "IPMI Administrator 3 Operator

=
@' FEA AL

12w

¥ IPMItoolol A ILOM CLI®| A~

1. IPMItool2 AtE35t0{ ILOM CLIE &4 3l5tH o2 = g ch
# ipmitool -H hostname -U username -P userpassword sunoem cli
ILOM CLI ZFZE7} v} o] A YT

Connected. Use "D to exit.
->

2. CLIE AE5t3{H CLI H& 2 ™ok

ILOMCLI 33 & 239
W 2T HE 'S %

114  Oracle Integrated Lights Out Manager(ILOM) 3.0 ZZ £EZ ZZ2| - SNMP, IPMI, CIM, WS-MAN A @A « 2011 7€



i)
i
2
oX,

IPMItool-& AF-&3to] ILOM CLI 8% 2=

IPMItoolol| A ILOM CLIZ AE838tH CLIHE 23 HES 243 o1& of 8] SP 21 ~El
25 o] 2FHEE AP 4= 9l o] He] 5 YTt CLI ¥ & S [PMItool & Z9ll
gretar WEEe] 4 & M=o ILOM CLI &S A | 23 HE

B M

o &
Ad o] 7Hs gtk ZH ILOM CLI B o] AJ#F B3t & Hio] 2 u}
WHe FEIUT
t}S- o o] A= IPMItool ¥
ool A1 ZF ILOM CLI ¥ #

il
5=
1%
P‘E
Q2

flo ot

%Oﬂ T 7H‘O/] CLI ugeg% ol
S e Ee A s B,

# ipmitool -H hostname -U username -P userpassword sunoem cli “show
/SP/services” “show /SP/logs”
Connected. Use "D to exit.
-> show /SP/services
/SP/services
Targets:
-> show /SP/logs
http
/SP/logs

Targets:

event
Properties:

Commands :
cd
show

https
->Session closed
servicetag
Disconnected
snmp

ssh

sso
Properties:
Commands :

cd

show
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Al 2~E ] 2+ =38 (IPMItool)

nx

[=E] 23

=

ILOM AR&AF A2~ 8- A o 1163 0] X] 8] "A]ZF3}17] ol — ILOM % IPMItool &

TR Apap
IPMItool & AF-&3Fe] AlA 2 e 1163 0] X 9] "AlA E5 3 A|(IPMItool)"
# B E o 1175 0] A 2] " A AR A K 1 7] (IPMItool)"
IPMItool & AH&-3lo] E2~E e 118¥|0] %] 2] "E A E A (IPMltool)"
A9 914 e « 118301 €] "5 2 514) 117 (IPMltool)"
e 11870 A 9] "EAE MY =2HIPMItool)"
o 1195 0] %] o] "5~ EZ &H}E 7| F % (IPMltool)”

IPMItool& AF-&3te] = A e 1197 0] %] ©] "ILOM Power Budget Interface ¥ 2]
s 7y (IPMItool)"

FRU(Field Replacement Unit) e 122%] 0] %] 9] "FRU #| %= A3 4 ¥ 3% A|(IPMItool)"
A Z QH gl

IPMItool& AF-&3Fo] Al 28 e 1237 o] %] ¢] "IPMItools A}-&3Fo] ILOM oI E =1
oJMlE 21 BUHH EA"

Al A7) Aol — ILOM 2 IPMItool 8.+ A}3}
IPMItool CLIZ A}-&-3}o] ILOM &S 4 g5l w ILOMel| A & % ‘P AFEAF Gsks

gafof vk AAIg -8 1128 ] #] ] "TPMI Admmlstrator 1 Operator & &"
< FxHAL

vV AlA E= 3 A (IPMltool)

o | et Tx[o MM =52 Eef{d ot Yot

/1 =

sdr 1list

o
$ ipmitool -H 1.2.3.4 -I lanplus -U username -P userpassword sdr list
/SYS/T_AMB 24 degrees C | ok
/RFMO/FAN1_SPEED 7110 RPM | ok
/RFMO/FAN2_SPEED 5880 RPM | ok
/RFM1/FAN1_SPEED | 5880 RPM | ok
/RFM1/FAN2_SPEED | 6360 RPM | ok
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/RFM2/FAN1_SPEED | 5610 RPM [ ok
/RFM2/FAN2_SPEED | 6510 RPM | ok
/RFM3/FAN1_SPEED | 6000 RPM | ok
/RFM3/FAN2_SPEED | 7110 RPM | ok
/RFM4/FAN1_SPEED | 6360 RPM | ok
/RFM4/FAN2_SPEED | 5610 RPM | ok
/RFM5/FAN1_SPEED | 5640 RPM | ok
/RFM5/FAN2_SPEED | 6510 RPM | ok
/RFM6/FAN1_SPEED | 6180 RPM | ok
/RFM6/FAN2_SPEED | 6000 RPM | ok
/RFM7/FAN1_SPEED | 6330 RPM | ok
/RFM7/FAN2_SPEED | 6330 RPM | ok
/RFM8/FAN1_SPEED | 6510 RPM | ok
/RFM8/FAN2_SPEED | 5610 RPM | ok

1637111 AlAM & A

VvV G AlA AE AR B 7] (IPMItool)

o zi2| Cf& Tx|of th Mol ti g ANt W8S Ea{H Ct S22

sensor get /target/sensor_name

o & 5ol A|&=® Z%(/sys/T_aMB)ol|l tigh AlA AlF- FRE BEW thas 9y

Furh,
sensor get /SYS/T AMB

/SYS/T AMB &9 of:

S ipmitool -H 1.2.3.4 -v -I lanplus -U username -P usmﬁa&nmwd sensor get /SYS/T_AMB

Locating sensor record...

Sensor ID : /SYS/T _AMB (0x8)
Entity ID 41.0

Sensor Type (Analog) Temperature

Sensor Reading 24 (+/- 0) degrees C
Status ok

Lower Non-Recoverable 0.000

Lower Critical 4.000

Lower Non-Critical 10.000

Upper Non-Critical 35.000
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Upper Critical : 40.000

Upper Non-Recoverable : 45.000

Assertions Enabled : Inc- lcr- lnr- unc+ ucr+ unr+
Deassertions Enabled : lnc- lcr- lnr- unc+ ucr+ unr+

Vv 32~ E A9 (IPMltool)
o IiZ| CHAM HAM SAES MAUS HHH IS = Ch
chassis power on
d:

$ipmitool -H 1.2.3.4 -v -I lanplus -U username -P userpassword chassis
power on

VvV S 2~E A< 117](IPMltool)

o | oy TXloM SAES MYUS NHH cl32 L™t

)

chassis power off

o

$ ipmitool -H 1.2.3.4 -v -I lanplus -U username -P userpassword chassis
power off

o

= ol =
V 3 2E HY &3 (IPMlItool)
o 2| CHM HAoM TAES MYUZ TtAF|8{H ClS 2 et ch
chassis power cycle
o

$ ipmitool -H 1.2.3.4 -v -I lanplus -U username -P userpassword chassis
power cycle
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V 3 ~EE 827 F 5 (IPMltool)

1.

V¥ ILOM Power Budget Interface ¥ 2| (IPMItool)
e

| A MR M SAEE SH2H SE6t{H Ch32 = gl
chassis power soft

S

S ipmitool -H 1.2.3.4 -v -I lanplus -U username -P userpassword chassis
power soft

F A

o

=

SRS

fol

tz| Cf & ZHX|0ol| A Power Limit Activation State(X1 2] St
ste{® cfE 8 & StHE AR Th

&7 shstef

$ ipmitool -H <localhost|IP address> -U <username> -P <password> raw
0x2e 0x49 0x00 0x01 OxFF OxFF

g s Al

ufok

S

mn

dc
n P& ststH W

$ ipmitool -H <localhost|IP address> -U <username> -P <password> raw
0x2e 0x49 0x00 0x00 OxXFF OxXFF

EERE Y

dc
U el A= AE gt &4 st A E(IPMItool) 18 ¥ &2 d =5 Ayt
F= = HIO|E |AMd
e 1 Sun OEM & & M3 "0x2e".
C =
Al Ol 2 HE 2 049" A w48 e E A3k
3 1% 4 ®A] "0x00". o] =] g FAIFH YT
4 A8 = &3t oh9 HH:
0x00 — Deactivate Power Limit
0x01 — Activate Power Limit
5-6 dleF F=: OxFF. o] =9] g2 FAIH YT
£ 1 IPMItoolol| A Al-&3l= 8 F =,
ool & qEAel ¢y 3= AHE TAEA S0 92 7= Ay}
7} 'successful'©] o} 79 A5 WA 7} e T
2 WE 48 A 2F Y BA] "-de"7F YEFE Y T
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120

2. Power Limit(X 2 $t5) &t S8 MEE 714 2e8{H Ctg WH S ALS ey
T =AY g g 9E T5 FRE HAsH7] Hodl Get Power Limit Budget Wattage
S AFESE Ao FHU T

$ ipmitool -H <localhost|IP address> -U <username> -P <password> raw 0x2e
0x4A 0x00 0x00 0x00

W g A
dc 01 b3 00 02 fa 00 00 00 00 01 e9 00 00
v

U EolA = A9 3% 7F- 9 7] (IMPItool) 8 2 =8 =5 AWy

2= ol s MY
2= HolH 1 Sun OEM % # 1% W ¥ 0x2e.
2 W& IE 0x4A+ Power Budget 24 & 714
Sk
3 28 8% B 0x00. o] BEO e FAIH
Yt
45 doF I -0x00. °] BT g FAEY .
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1

In

Hio| E

A

A o4

>

&3 o] 1 IPMItoolel| A AH8-31= ¢+a 5= W gu
Al FAE A EU T
a3y bR FE 7} success”t ok 4§ 4l 9
H A A =
displayed upon command completion % 4t}
2 a5 & AL o)A dle] de® AE YT
3 A3} el 00 — deactivated;01 — activated.
4 oef A=, o] A o9 b3 TS FAIT T UF
yrt.
5 AE FEE 2HS ALY A4 A7 A Yol
Aoed 5= e A5 FAH = o] A4 vk
%k: 00 — none; 01 - hard power-off.
6-7 AE A (2E). o] d 49 02 fa.
8-11 A A7 AgH(EE x). o] A 19 00 00
00 00
12 A /\] 7 xﬂs}o] A]/\Eﬂ 7] = A] 7r xﬂ 3l0] %]
oq_,_L el = Z2 2 (00 — not default;
01 — default).
13 oo J=. o] d ool FAE Fh(e9) FAIT
T Asdrh
14-15 ook F=. oA de TAIH 00 00) F
A o= syt
3. ™ st & Hdste{H o3 HE S AtS=H ot
F oA g% AW 3RS A2l A8 4 aRE AATUT o] WYL AL
of o A28 A AR RS 28T 5 AFUTh A9 F=E AC % DC &8l A 7
A3 fA 5ol ok gL

S ipmitool -H <1oca1host|IP address> -U <username> -P <password> raw
0x2e 0x4B Oxdc Oxff Oxff Oxff 0x01 0x02 Oxaa 0x00 O0x00 Oxlb 0x58

0x00 Oxff 0x00 0x00
g ks Al

dc
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0 oM s A9 @ A4 (IMPItool) 9428 2 59 225 A9y
e HolE | MY
e 1 SUNOEM % ® 15 W3 0x2e
Hlol= 2 W% ms owst 49 99 492 MUY
3 1% B FA: 0xde o] =9 g FA YT
4-6 oo W= oxff Oxff Oxff. o] D=9 Fh& FAH YT
7 9] 24
00 — none
01 — hard power-off
8-9 A2 (9 E). o: 0x2a 0xaa
10-13 |77 Az A2 el =), o: 0x00 0x00 Oxlb 0x58.
AZE Alge] ) B0 2 AR E A S o] g2 FAFE U
= Ol EE sk A Q.
14 A28 71 AIZE A S AR A ol 55 YElE S8
AA AL AE vlo] E 10-132 FAE U T
0x00 — not default
0x01 — default
15 doF BE: oxff. o] A=2| F2 FAHYTL
16-17 | F A= 0x00 0x00. o] BE9] ke F-A U},
e 1 IPMItooldl| A A}-§-31= St =
HlolE A9l ghiz A5 GHE EA A A G A A3
7k successful°l o 7§ A WA A] 7} EPE Y T
2 B gu A 1§ 8% A acZt vrERE Y TR

V¥ FRU 1

Zha|
Al
I

Al

o

° Fx|oll FRU M| =

AF AR 1A (IPMItool)

ME HEE ZFAISIH ™ fru print 33

2 ALE

S

t

Al
=

FRU Device Description
Board Product

Board Serial

Board Part Number
Board Extra

Product Manufacturer
Product Name

ORACLE
ILOM

S ipmitool -H 1.2.3.4 -v -I lanplus -U username -P userpassword fru print
Builtin FRU Device
ASSY,ANDY, 4SKT_PCI-E, BLADE
0000000-7001

501-7738-01

AXX_RevE_Blade

(ID 0)
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FRU Device Description
Chassis Type

Chassis Part Number
Chassis Serial

Board Product

Board Serial

Board Part Number
Board Extra

Product Manufacturer
Product Name

Product Part Number
Product Serial
Product Extra

FRU Device Description
Product Manufacturer
Product Part Number
Product Version

FRU Device Description
Product Manufacturer
Product Name
Product Part Number
Product Version
Product Serial
Product Extra
Product Extra

FRU Device Description
Product Manufacturer
Product Name
Product Part Number
Product Version
Product Serial
Product Extra
Product Extra

/SYS (ID 4)

Rack Mount Chassis
541-0251-05

00:03:BA:CD:59:6F

ASSY,ANDY, 4SKT_PCI-E, BLADE
0000000-7001

501-7738-01

AXX_RevE_Blade

ORACLE

SUN BLADE X8400 SERVER MODULE
602-0000-00

0000000000
080020ffffffffff£f£££0003baflscha

/PO (ID 5)

ADVANCED MICRO DEVICES
0F21

2

/P0/DO (ID 6)

MICRON TECHNOLOGY

1024MB DDR 400 (PC3200) ECC
18VDDF12872Y-40BD3

0300

D50209DA

0190

0400

/P0/D1 (ID 7)

MICRON TECHNOLOGY

1024MB DDR 400 (PC3200) ECC
18VDDF12872Y-40BD3

0300

D50209DE

0190

0400

V¥V IPMItoolS AF-&3}e] ILOM oW E =1 EA|

rk

t2| CH A
S

XM ILOMO/HE 202 H2{M gel 1list

YHES AFSsHAI2.

S ipmitool -H 1.2.3.4 -I lanplus -U username -P usara%uwrd sel list
100 | Pre-Init Time-stamp | Power Unit #0x78 | State Deasserted

200 | Pre-Init Time-stamp | Power Supply #0xa2 | Predictive Failure Asserted
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300 [ Pre-Init Time-stamp | Power Supply #0xba | Predictive Failure Asserted
400 | Pre-Init Time-stamp | Power Supply #0xc0O | Predictive Failure Asserted
500 | Pre-Init Time-stamp | Power Supply #0xb4 | Predictive Failure Asserted
600 | 04/05/2007 | 12:03:24 | Power Supply #0xa3 | Predictive Failure Deasserted
700 | 04/05/2007 | 12:03:25 | Power Supply #0xaa | Predictive Failure Deasserted
800 | 04/05/2007 | 12:03:25 | Power Supply #0xbc | Predictive Failure Deasserted
900 | 04/05/2007 | 12:03:26 | Power Supply #0xa2 | Predictive Failure Asserted
a00 | 04/05/2007 | 12:03:26 | Power Supply #0xa8 | Predictive Failure Deasserted
b00 | 04/05/2007 | 12:03:26 | Power Supply #0xb6 | Predictive Failure Deasserted
c00 | 04/05/2007 | 12:03:26 | Power Supply #0xbb | Predictive Failure Deasserted
d00 | 04/05/2007 | 12:03:26 | Power Supply #0xc2 | Predictive Failure Deasserted
e00 | 04/05/2007 | 12:03:27 | Power Supply #0xb0 | Predictive Failure Deasserted
£00 | 04/05/2007 | 12:03:27 | Power Supply #0xb5 | Predictive Failure Deasserted
1000 | 04/05/2007 | 12:03:27 | Power Supply #0xba | Predictive Failure Asserted
1100 | 04/05/2007 | 12:03:27 | Power Supply #0xc0O | Predictive Failure Asserted
1200 | 04/05/2007 | 12:03:28 | Power Supply #0xa9 | Predictive Failure Deasserted
1300 | 04/05/2007 | 12:03:28 | Power Supply #0xae | Predictive Failure Deasserted
1400 | 04/05/2007 | 12:03:28 | Power Supply #0xb4 | Predictive Failure Asserted
1500 | 04/05/2007 | 12:03:28 | Power Supply #0xbe | Predictive Failure Deasserted
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IPMItool -+ & & E] & & .°f

U Ato] Eoll A IPMItool & H Bl & 2= = l5H
(http://ipmitool.sourceforge.net/)

IPMItool 5714 & 414 & 5 A28 o) 37l so] Aol 4 @ AL R 750 g 4
A sl A 5 LTk B Fol = AL§ 7Hs 3 IPMItool 1 # 0] 20k o]
RSN

E: IPMItool ™ %

IPMI E & 7Is

sunoem sshkey set A7 A ALEA o]tk SSH 715 T F e

ipmitool sunoem sshkey del 97 4 x}&z}o|x SSH 7] & A A gt}

ipmitool sunoem led get LED A H & 154t}

ipmitool sunoem led set LED & A3

ipmitool sunoem cli ILOM CLIZ A H A& w9} v}#71x] = ILOM CLI
B8-S 483Ut LAN/LANplus S1E 3| 0] =& A}-&
soF Fuch.

ipmitool sunocem CLI force  ILOM 3.0.10%¥ force %A S sunoem CLI 8 % 9] 1
2328 sy

ipmitool raw A IPMI B 5 & A 3.

ipmitool lan print A AEo A AL gy

ipmitool lan set (1) (2) AQE Aol tial A wjrf weEE G
ipmitool chassis status A2~ ®] AfA] 2 7] 2 A Q) 1] Al ' o] A 4= ALE)

ipmitool chassis power A A] A o]

2g ashol A e wa WA
ipmitool chassis identify AW #d TASS ATy} 7| 27k 1594t 11

ipmitool chassis upzj ek o g2 Al ~go] A Al il AAE A
restart_cause g o},

ipmitool chassis bootdev S ARE Al g A L E AR A BESEE A| AH
(1) ol £48%4

ipmitool chassis bootparam ZFTXE BE uj/] A4S A3}
(1)

ipmitool chassis selftest BMC AHA H2AE 232 gAY
ipmitool power BMC #HA| HI~E A& wggiyo
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I
ar:

IPMItool ™8 & (7] 5)

IPMI E & s

ipmitool event ulg] Ao o ES A A" oWl E Z 10 B Yt}

ipmitool mc (1) (2) D r= I PJYEAAL 545 =2 BMColl HH 3}

ipmitool sdr SDR(Sensor Data Record)ell T ‘H BMCE A3t A
A fa0 ANE FE S 2 A48 A5 9
g olg, EAE R AHE L»HELHE}.

ipmitool sensor W dol g o A4 ¥ o AS s,

ipmitool fru print R E FRUEH tiA 7Fs ZA) F-3% dlolE & ¢ o
HRS, B e, A B B A A, B e AES
A hee EAd 2o 4R F2E

ipmitool sel ILOM SP SEL(A| 28l oM E 2 71)& T At}

ipmitool pef info BMCE 723} PEF A% 7]50] )3t AR = o1
e},

ipmitool pef status 3 2] PEF el (BMColl A v et & = 2] & SEL &%
)2 el g,

ipmitool pef list A PEF 3Bl (BMCol| A wpx| et o 2 A 2] gt SEL &+
)% QA3

ipmitool user HAY 1D 5=, &4 /\]—&X} I, AE A o] F 4 T AR
A} 1D fﬁﬁiﬁ ARE ZAZYC

ipmitool session A A A ek AHE 73U ID, s HE
T 84 AHE S *4‘:‘.30}7%% 7191 = "all"& AL
g3t mE AAE A4 F ALY,

ipmitool firewall (1) N w2 e 59 7 eS A3/ 8 & A e,
el 2 wel 59l 7152 AR PR £ 5 9
=7 g AR

ipmitool set (1) M Z2E o] &, AFEAL ol &, 45, A 59 A
el SHE 44T T

ipmitool exec 3} o] o)l A [PMItool W &S AUt} 7z} Fo]
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WS-Management % CIM< AF-8-3}

of A H 22

My

23

WS-Management % CIM¢]|
ek ApAl g A w

WS-Management 3 Bl & 73
sh= Wi

APEE=CM 29 B

Oracle Sun & g 20
gk 2k e A B

e 1287 0] %] 2] "WS-Management 3 CIM 7] &."
o 1293 0] %] £] "ILOM®| 4] WS-Management®ll t gt #] €1
T

o 1335 0] 7] ¢] "4 ¥ = DMTF SMASH X &3, CIM 2 7}
2= 9 CIM EA]"

o HE

m Oracle ILOM 3.0 ¥ A+4

2] 71, Oracle ILOM 7] &
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WS-Management 2 CIM 7| &

3.0.8 1 & ILOMel| 4] DMTEF(Distributed Management Task Force) WS-Management
(Web Services for Management) = EEL 2 CIM(Common Information Model) 2] A}-8

= AP ILOM®] o] 2] g DMTF 35 A& &3 /A= Oracle Sun Al =5l s}
=90 Ang ByE Y whea LﬂE%ﬂ W] S8 RIS e MEd 5 9l
sy

o] do| A Arst= &2 vha3 E5H
m 1289 ] #] ©] "WS-Management"
m 1287 0] X 2] "CIM(Common Information Model)"

WS-Management

WS-Management+= ¥2] ti 3-8 T2 23} e o 24 s

7<1 0}“ SOAP(Slmple Object Access Protocol) AF¥S 7¥te & gt o] & 53 th=
el 2= 9t}

. %ﬂ ko] A of 7 gl gl 29l 3F & A

w A2 A I 22 0 e Ak 1Y) 82T

n AEE G e g 20 g e Aoy 3 g WEo 55 7127

s V] A= A

WS-Management 37 S @ 3}aL HHI_B}Oﬂ IT 7Rk A A o] A28 St=9o] &

Ao melshs Pl ha AT JEE O A EE BRI
(http://www.dmtf. org/standards/wsman)

¢

o)
i

¢
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¥ WS-Management A H| 2= A H, & & ¥ L E

H T HZ(CLI)

1. ILOM SP CLIo| 2a9lgtC}.

ZF — 3 [LOM CMM CLIe| 21918ke] ILOM 974 ZZ:0] thaf KVMS 5 24<
S shal A v sHE Sp Ao 2 ol B e & gt

N

SP WS-Management AMH|A Z2|of HHE HE S5 FEE Ea{H 32 9
g
-> help /SP/services/wsman

WS-Management A H] Z=o]] T $F o} & =58 &2 o] YEpd o

/SP/services/wsman : Management of the WSMAN service
Targets:

Properties:
http_port : WSMAN http port
http_port : User role required for set = a

https_port : WSMAN https port
https_port : User role required for set = a

mode : WSMAN mode
mode : User role required for set = a

state : WSMAN state
state : User role required for set = a
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F — WS-Management A °H| 2=} #+A ¥ 55 JHE B 7312
W A A wsman hF 0.2 o] g3 oF Fh

.
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WS-Management CLI ~ WS-Management 55 A1 9 ¥&#S HejH th H3HS g
5 AR L HEE 7] -5 show

show =8 o:
-> cd /SP/services/wsman

ASlcy

il
hun

/SP/services/wsman

-> show
/SP/services/wsman
Targets:
Properties:
http_port = 7783
https_port = 7782
mode = http
state = enabled
Commands :
cd
set

show
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e HTTP: 8889

e HTTPS: 8888
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AlAE O 22|
(DSP1026)

CIM_ComputerSystem
CIM_EnabledLogicalElementCapabilit
ies

CIM _ElementCapabilities
CIM_ComputerSystemPackage
CIM_ElementConformsToProfile
CIM_SystemDevice

CIM_UseOfLog

CIM_ComputerSystem
CIM_EnabledLogicalElementCapabilit
ies

CIM_ElementCapabilities
CIM_SystemComponent

CIM_Chip

CIM_PhysicalMemory
CIM_Chassis
CIM_PhysicalPackage
CIM_PhysicalAssetCapabilities
CIM_Container

CIM_Realizes
CIM_ComputerSystemPackage
CIM_ElementCapabilities

CIM_Sensor
CIM_NumericSensor
CIM_AssociatedSensor

CIM_SystemDevice

CIM_Processor
CIM_Realizes
CIM_SystemDevice

CIM_Memory
CIM_Realizes
CIM_SystemDevice

Oracle_ComputerSystem

Oracle_EnabledlogicalElementCapabi
lites

Oracle_ElementCapabilities
Oracle_ComputerSystemPackage
Oracle_ElementConformsToProfile
Oracle_SystemDevice

Oracle_UseOfLog

Oracle_ComputerSystem
Oracle_EnabledlLogicalElementCapabi
lities

Oracle_ElementCapabilities

Oracle_SystemComponent

Oracle_Chip
Oracle_PhysicalMemory
Oracle_Chassis
Oracle_PhysicalPackage
Oracle_PhysicalAssetCapabilities
Oracle_Container

Oracle_Realizes
Oracle_ComputerSystemPackage

Oracle_ElementCapabilities

Oracle_Sensor
Oracle_NumericSensor
Oracle_AssociatedSensor

Oracle_SystemDevice

Oracle_Processor
Oracle_Realizes

Oracle_SystemDevice

Oracle_Memory
Oracle_Realizes

Oracle_SystemDevice
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EA|7| LED ® CIM_SystemDevice ® Oracle_SystemDevice
(DSP0835) o 3T ALE} gl e ® Oracle_IndicatorLED*
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T —*CIM 2277} 1A 11819 & = _*CIM 2=7]7} 1A 2.18.100 3 2P H 2~
CIM_IndicatorLED % 71vke] cIM_IndicatorLED ¥
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CIM_AssociatedIndicatorLED: ﬁ_/\] 7] Oracle_AssociatedIndicatorLEDZE O|&
LED Z 230l # a3} S HHto] ARE P
HIZE 23 ® CIM RecordLog ® Oracle_RecordLog
(DSP0810) e CIM_LogEntry e Oracle_LogEntry
® CIM_LogManagesRecord ® Oracle_LogManagesRecord
® CIM UseOfLog ® Oracle_UseOfLog
z2I5 55 ® CIM_RegisteredProfile ® Oracle_RegisteredProfile
(DSP1033) ® CIM _ElementConformsToProfile ® Oracle_ElementConformsToProfile
® CIM ReferenceProfile ® Oracle_ReferenceProfile
[e) 1 SL
A A== CIM EA]
ILOM 3.0.85%-E ILOMol| A TS 274 3 CIM A S AT = &5t
n A7 AAGES HojuE A9 (CIM_ThresholdIndlcatlon)
n SHEdlo] T4 840 e B A% Jes AdE A5
(CIM_InstModification)
m St=9o] A 247 Ao A Y E 7 -$(CIM_InstCreation)
m St=go] A L4 7F AAJ A AAE AH$-(CIM_InstDeletion)
U 3Fol A= ILOMO A CIM EA4]9 A ¥ = CIM 225 Hol FUth
H: AA FE AL Oracle Sun A1 CIM Z& =
M A EZA|E Oracle Sun x| CIM Zeii& MM EAIE Oracle ZH S~
e CIM InstCreation ® Oracle_InstCreation
e CIM_InstDeletion e Oracle_InstDeletion
® CIM InstModification ® Oracle_HWCompErrorOkIndication
® CIM_ThresholdIndication ® Oracle_ThresholdIndication
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¢ CreationClassName

. olE

¢ SystemCreationClassName

¢ SystemName

SEfo #4227 WAH A3l o

ol 217

s

CIM_IndicationFilter

ORCL:ILOM: SensorCrossingThresholdFilter
(ILOM 3.0.14 ©]%)
JAVA:ILOM: SensorCrossingThresholdFilter
(ILOM 3.0.14 ©]#)

CIM_ComputerSystem

localhost

[e]

e CreationClassName

. olE

¢ SystemCreationClassName

* SystemName

CIM_IndicationFilter

ORCL:ILOM:HWComponentErrorFilter(ILOM
3.0.14 ©])

JAVA: ILOM: HWComponentErrorFilter(ILOM
3.0.14 o] H)

CIM_ComputerSystem

localhost
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1439 0] #] 9] "Oracle_Chassis"

1473 o] #] €] "Oracle_ComputerSystem"

1533 ©] A 9] "Oracle_ComputerSystemPackage"
1549 o] #] 2] "Oracle_Container"

1553 0] 4] €] "Oracle_ElementCapabilities"

1563 o] #] 2] "Oracle_ElementConformsToProfile"

1573 ] %] 2]
"Oracle_EnabledLogicalElementCapabilities"

1593 0] %] €] "Oracle_HWCompErrorOkIndication"
1609 ©] #] 2] "Oracle_IndicatorLED"

1679 ©] #] 2] "Oracle_InstCreation"

1689 0] #] 9] "Oracle_InstDeletion"

1697 ©] ] €] "Oracle_LogEntry"

1715 ©] #] €] "Oracle_LogManagesRecord"

1725 ©] A €] "Oracle_Memory"

176¥ ©] #] 2] "Oracle_NumericSensor"

1833 0] %] ¢] "Oracle_Physical AssetCapabilities"
1845 ©] 4] €] "Oracle_PhysicalComponent"

1893 o] %] ¢] "Oracle_PhysicalElementCapabilities"
1903 ©] %] ¢] "Oracle_PhysicalMemory"

1935 ©] A 9] "Oracle_PhysicalPackage"

1993 ©] 2] 2] "Oracle_Processor"

2037 ©] A ¢] "Oracle_ProcessorChip"

2079 0] A 2] "Oracle_Realizes"

2077 ©] A] 9] "Oracle_RegisteredProfile"

2109 ©] A ¢] "Oracle_RecordLog"

2154 ©] A] 2] "Oracle_ReferencedProfile"
2169 ©] A 2] "Oracle_Sensor"

2227 ©] 4] 9] "Oracle_SpSystemComponent"
2237 ©] %] 2] "Oracle_SystemDevice"

2245 ] A 2] "Oracle_ThresholdIndication"
2287 0] 7] 9] "Oracle_UseOfLog"
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<empty>¢l 79~ Recordbata A-fr P2 AL R 3 o] X4
2 E Ut} Recordpatad HlolH +2&5 AW3yH
RecordFormat wAE & Th-&3 o] 2 3l oF .
o A A BAE BAG BiA BE2 5 BAdR
T EA e o A E BRI
o 7} 319 FAG L R FREY CIM 55 AR
AA(el: dlolE] HH T 55 An ol F) B4 ololof G
Yt} o] A ME= A 7+ ¥ Recordbata &
% AnE saet o A8 5 dgh
g Fol * ReAE g A
RecordFormat = "*string ThisDay*uint32
ThisYear*datetime SomeTime”= RecordData = "*This is
Friday*2002*20020807141000.000000-300"-& &l 4] 3} =
AR 5 QgL
RecordID BAd 25 A EE 20859 ¥lE B dsd ek SEL oWE # 3= ID
EAE AT

Oracle_LogManagesRecord

M. Oracle_LogManagesRecordi= IPMI SEL & 15 e =
Oracle_RecordLog 12~¥ 25 SEL 271 #|ZE QA8 Ao AA3d} =
o] A&

Ab=. CIM_LogManagesRecord

sE M= Oracle_LogManagesRecord Z & 29 XY & 55 FHof gt A
o ns T A2AL
F -t %ol A4 F Oracle Sun A 55 A Xol sk 244 g &2 t}
S {1 Alo] EollA] DMTF CIM 271w} Bl A 2.18.18 FZ3H Al Q.
(http://www.dmtf.org/standards/cim/cim_schema_v2181)
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s=yw dolel 78 My ILOM 2t
Log Oracle Recordlog Log o5 AR I 7] & IPMISEL 218 YE=
REF = AE Yok Oracle_RecordLog Sl A9 744
Oracle_RecordLogs =3 G
ERTEY
Record Oracle_LogEntry  Record 5% AH = IS4  Oracle_LogEntry QA= ~9] A 74 =2
REF 7] % AR gt
Oracle_LogEntry= UE}
e
Mo, HEeE #d =84 A 715 DAY E AFFY
N CIM_Memory
SEME: Oracle_Memory S 29 A YH & 5 FHd Ut A3 BE
F2AA 2
-Df- t}g ¥l A% Oracle Sun A %% JH o o gk A g Y& o
1 Ate] Eojl Al DMTFE CIM 2=7]1} H 7l 2.18.1& FEtH A 2
(http ://www.dmtf.org/standards/cim/cim_schema_v2181)
=2y Az vl e
E: Oracle_Memory &3 X
s=ne Holel 78 MY ILOM gt
CreationClas %X]—Oé CreationClassName %— ;(j,i ‘Ué]‘}l: 7] %‘% 7\35]_ Oracle_Memoryi @Xé
sName Ay},
CreationClassName< QJ2HAE Tt=E= ¢ A& 5
292 e sy 22 ol EYYT o] EE 29
9e 7] 55 AR 3 e 4T ol 55 us
5ol o] Fel0) Y oh9l Fej o) HE AT AT
e A F A,
DevicelD #A4 DeviceID 5F RE A5 7] F AUt I IDE Hehdle
LogicalDevice® J—vﬁ}ﬂ] Wrsls ¥ AlEE = 5 TEHAY @
2 EE e A Fug,
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SEHE Holel 78 MY ILOM &t

SystemCreati Ex}< SystemCreationClassName 5% AKX I 7] 5 Oracle_ComputerSystem

onClassName = AWyt o7 Md4
g A~ 9] gystemCreationClassNameS LEY
Ja.

SystemName A SystemName 52 AHE I4 7] 52 AR UYL} Aol S Yel=
oéo_d' A]i'gé]lq SystemName::: [BRSAERB o Oracle_ComputerSystem

91228l 2]
Oracle_ComputerSystem.
Name 2. 2 A4 A

ol ) 2~ uintl6[]  Access 55 A B A7} readable(%k=1), writeable(3t=2) 3(Read/Write Supported)
EE E (-34S AU Unknown(0) 2 0.2 44
Write Once(4) 2% 492 = JFHT
o1 grol 4851,

{0, 1, 2,3, 4}

ol 2] &t gholl tigt B+ vk 3 ZHEYTH

{Unknown, Readable, Writeable, Read /Write Supported,
Write Once}

BlockSize uint16[] o] StorageExtentg %L*g st EE9 A7)l E)Y WRY Z7E ANE &
Urh 22 2707} A A4Sl Ao 2% 20k e A5 449 gow
Fﬁ%ﬂﬂﬂﬁﬂﬂﬂ-<%il%%ﬁ?ﬁﬂ4% CEE
= Mol frastA 92 % $-(dl: AggregateExtents,

Memory E+= LoglcalDlsks)Oﬂ =18 48y

ElementName x4 ElementName &5 AR AL§A oAl A& o] 59 H4d3 gk
.

o] 5% AN E Fa) 7t 2w ol A ALE Aol A W
golE A Y 7] 55 HH, ID tlole H AW A
BE G 5 JdFYTL

#F — ManagedSystemElement ] Name 55 4 H = A}
Aol Al =3 OI%EE AoHUch 18 o] 52
AEE 717} SRS o) Fe A5 497 B
= ﬂii D¢} o] 5& 27 YERWEA o
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SEEE clole 7& MY ILOM Z}

EnabledDefau uintl6[] @ Z49] &4 Abefol] tfdt A xpe] 712 = A& 34 7123k 2(Enabled) 2 24
i 2 bR 9AF g B0z at

{2,3,5,6, 7 9,.,32768 .65535}

oled gel ot gl vhewt g,
{Enabled, Disabled, Not Applicable, Enabled but Offline,
No Default, Quiesce, DMTF Reserved, Vendor Reserved}

EnabledState uintl6[]] Q249 &4 /884 AHE Yelys A5 ALY, A4ds gt
wat o] % 71 @ 3E 4u o) ABE b 2w
AFUL ol & £9] -shutting -Down(#k=4)2}
-starting(#=10)2 247 v &4 Abel o] A A Al
el o,

t}S ko] Agw Ut}
¢ 0(Unknown)

e 1(Other)

e 2(Enabled) - 847} HH S A8 FolAY AP =
UL, ol A RE WHHS A, 4 e S 5
o ¥5uth

e 3(Disabled) - 247} HH S 2335} x] o B
84S AHAZ Yo

¢ 4(Shutting Down) — 827} Disabled 3|7} ¥ & &

SIS
¢ 5(Not Applicable) - 8427} &/ /0] &4 & X 34
FEFYH

¢ 6(Enabled but Offline) - 847} BH S ¢53lE F
9 5 glom Al £7e BT A g

o 7(Test) - S.47F HIAE et}

e 8(Deferred) - 8427t HH & 453t T4 + UA
A e S B Sl WY TH

* 9 (Quiesce) - 247} A3hE R=2 BA3}lE o Q<
e},

e 10(Starting) - £.4>7} Enabled B} 7} 5 S AUt
A2 e ol AgE e

e 11..32767(DMTF Reserved)

e 32768..65539(Vendor Reserved)

174  Oracle Integrated Lights Out Manager(ILOM) 3.0 ZZ £ & ZZ2| - SNMP, IPMI, CIM, WS-MAN A @A « 2011 7€



:

Oracle_Memory 55 A X (A%)
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RFAY BT %J\% SFE RS 5 9
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57152 450l xio} T JFYTL

* 20(Major Failure) - 8.4¢] 277} HAPF ). o
T4 84 A e BE V|5o] AEdhA] FAY
dsol At 4 dHFYTh

e 25(Critical Failure) - 847} 25 3}%] &7
598 glsyh

¢ 30(FHTE 7 e &) - 8T AR 9] |
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= 7150 EAHAEF YL

DMTFIl A& &5 A8 F715
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A #e v F Y & AdFHTh

{Unknown, Other, OK, Degraded, Stressed, Predictive
Failure, Error, Non-Recoverable Error, Starting, Stopping,
Stopped, In Service, No Contact, Lost Communication,
Aborted, Dormant, Supporting Entity in Error,
Completed, Power Mode, DMTF Reserved, Vendor
Reserved}
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B ks S
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ol gt Aol tidt g b3 ZHYh
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SEME Holel 8 MY ILOM Zt
DeviceID A4 DeviceID 5% AH<= T4 7] 55 AR IYL AlA 2] NAC o] &2
LogicalDevice® Lfr3lA WHslE vl AF&EE F4A EE = 24
Z1ek A A,
SystemCreati #2}4 SystemCreationClassName 5= AHE A5 7] 53 AW Ao S Yehf+=
onClassName Ayt Oracle_Computer
g A AE 9] creationClassNames YERY YT} System 1=K 2]
Oracle_Computer
System.Name® =
3%
SystemName  ##}4 SystemName 53 AHE L5 7] 55 AW YT Ao g YeEl =
A A A A~H 9 gystemNameS LEFY U T Oracle_Computer
System Q1 2=H 2 9]
Oracle_Computer
System.Name® =
ES| xé
BaseUnits  uintl6[] o] AlAoIA WaEE gkl 7132 w9 Uk o] AAA wa  AA ol w4
e EE @2 (BaseUnits * 109] UnitModifier AlF)o2 Adk 3t
TR ‘_Hi UebA YT} o & 59] BaseUnits”} Voltso] L
UnitModifier”} -6°]™ W] = gk T 9= vfo| AR EE
Ut} 181} RateUnits 5= AR 7} None ©] 9] 9] gto 2 A
AE 9 TS W& B 37 AAD 5 AHYT. o] Aol A
RateUnits”} Per Second= A S AlA o A WEghE = 3L
Alol AR RE/Z B9l % TAHUT. Units #4412 AL 83k
G H 0 FAFA gow MM RE A 55 AR of
chel7h 485,
s #hol A&y
{0,1,2,3,4,5,6,7,8,9,10,11, 12, 13, 14, 15, 16, 17, 18, 19, 20,
21, 22,23, 24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38,
39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56,
57,58, 59, 60, 61, 62, 63, 64, 65, 66}
ol gtk ghell Wigk o= o ZHFY T
{Unknown, Other, Degrees C, Degrees F, Degrees K, Volts, Amps,
Watts, Joules, Coulombs, VA, Nits, Lumens, Lux, Candelas, kPa,
PSI, Newtons, CFM, RPM, Hertz, Seconds, Minutes, Hours,
Days, Weeks, Mils, Inches, Feet, Cubic Inches, Cubic Feet,
Meters, Cubic Centimeters, Cubic Meters, Liters, Fluid Ounces,
Radians, Steradians, Revolutions, Cycles, Gravities, Ounces,
Pounds, Foot-Pounds, Ounce-Inches, Gauss, Gilberts, Henries,
Farads, Ohms, Siemens, Moles, Becquerels, PPM (parts/million),
Decibels, DbA, DbC, Grays, Sieverts, Color Temperature
Degrees K, Bits, Bytes, Words (data), DoubleWords, QuadWords,
Percentage, Pascals}
CurrentRead sint32 AA7F yepd = A A ki y o A A3k gk
ing
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CurrentState E-x}<¥ AA7F Jep = A A FeidU ) 8 possibleStates & Al A A ’BLEH g
syt el = A - e g
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7 B 7] 5= 4, D dlolE] % AW JuE o 5 9
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5 QR BF JSs F AFH

EnabledDefa uintl6[] 229] &4 Aeld et Balxte] 72 = A7 A4S el 7] 2%k 2(Enabled)
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o5 fhol 48yt
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ol e1% kol Wl el the 3} L,
{Enabled, Disabled, Not Applicable, Enabled but Offline,
No Default, Quiesce, DMTF Reserved, Vendor Reserved}
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T 7HA 8- H e 1 S el = 91?5‘44 ‘ﬂ%
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ole] QA H 2l AHel QI kg gke] 445U,
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ol gl wE WAL A s, A4 L4 Fol W
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Ay e

¢ 4(Shutting Down) - 247} Disabled e 7} |
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e 6(Enabled but Offline) - 247 HH S d5dles L 5
ov] A 48 BF AT,

o 7(Test) - 847} Bl 2=E Jefd ot

¢ 8(Deferred) - &£47F WH S 483 E T4 F UAT A &
R wi ol Yo

¢ 9 (Quiesce) - 247} A FHE L2 A3l o] 9F YT
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2 el A

e 11..32767(DMTF Reserved)

® 32768..65539(Vendor Reserved)
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LowerThresh sint32 A A €] 9 A gke A4 7} Normal, NonCritical, Critical 5=+ Fatal Al Aol A o] <] A %k
oldCritical oA Aok 2Ase WAz 2 AN AF 2 ARk A 4
gt} currentReading©] LowerThresholdCritical ¥ A3l gho] XA H.
Lower ThresholdFatal A}¢]e]] 1 2™ CurrentStatet™ A Aol A o] A Fk
Critical} Y t}. < AdskA &= 7
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AREHA 5
LowerThresh sint32 A A o] QA ZkS 414 7} Normal, NonCritical, Critical =+ A& ol A o] IAIFL
oldFatal Fatal 7oA 2453t=2] A4t B9FH 48 2 AdhE & A Yste o“ol" =
A A&t} currentReading®] LowerThresholdFatal ©] A3l gho] A A .
atol™ # A Bl = Fatalyd Y th. A el A o] o] A 7
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uint16]]
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uint16[]

OperationalStatus 55 AH+E 249 A A= yely HA3 zko] A A H
g},

o] 7HA A4 A7 Aotk A @2 @ AARE e
o] M H = H 97k g

A7 G Holt s F S & Ay

{Unknown, Other, OK, Degraded, Stressed, Predictive Failure,
Error, Non-Recoverable Error, Starting, Stopping, Stopped, In
Service, No Contact, Lost Communication, Aborted, Dormant,
Supporting Entity in Error, Completed, Power Mode, DMTF
Reserved, Vendor Reserved}

9 2AY Aolol APk G o} Pk
{0,1,2,3,4,5,6,7,8,9,10,11, 12, 13, 14, 15, 16, 17, 18, .,
0x8000..}
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= YA#S A Y3+ NumericSensor”Zt YUt} o] A=
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I A HFUTE NumericSensors XA 7 B LA #S AABHA]
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EQUrth I8y} RateUnits 55 A HE 7} "None" ] 2] 2] zto
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Hole #&
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RequestedSt uintl6[]

ate

SensorType

uint16[]

RequestedState 55 AHE 843 vAYF BAgle] & 12(Not Applicable)
Zofl gisf Aoz @ Hek AEivt B A e E e A = AR

F gAY YY. 849 24 AH= EnabledState® YEFYY

tho]l 52 AR e vpx|go g 9 s Aelet dA ZA /v A

& HlaLstr] ) AlS gy

22 Aot 0 F i & gy,

{Unknown, Enabled, Disabled, Shut Down, No Change, Offline,

Test, Deferred, Quiesce, Reboot, Reset, Not Applicable, DMTF

Reserved, Vendor Reserved}

A Bl sfFste= w3 ZEFY T
{0,2,3,4,5,6,7,8,9,10, 11, 12, .., 32768..65535}

F - EnabledState”} 5(Not Applicable)2 A7 ¥ 7§ o]
% QR ok ow7h gl

AA TRl A AA e 25 AA)S YeEbd YT 3] A4 ¢
Other® 47 ¥ o] 9l 7% §- otherSensorType Descriptions
= AAE] AEE S glon, A 22} £ 7}

A & G AT 3

#3929
SUTh e 7 A fael ol aw e et gy
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o xR ANE 7S SATYG

o M H AF AME AV A AR/ IAE SAHFYLL

e W HLAE FXY £/3H FE SAFYL. d & 59
W FA o= FEE SHSE JA SEAV QA A&
T AFYY

o JIEEE A Y A 55 ARE SA5 e kg A YT

o JtEE #H2 A& F AAT FAE = YU

e 2=%1%] 414 & Open/Close, On/Off =+ Up/Down} -2
e E ZEEU T

H
o =7 M A= PhysicalElement ] 7] o] 5

A v,

o A 1M ANE B DY a0t RulehE 7 AH L
=4 g

o A YA AAE A FiF P T A 29719 g B
2 A 227k A B3 A e SH Y

o A AAE el washs o et

e grol A

{0,1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, .., 32768..65535}

ol gk ghell Wik Ao+ b ZHYLh

{Unknown, Other, Temperature, Voltage, Current, Tachometer,
Counter, Switch, Lock, Humidity, Smoke Detection, Presence,
Air Flow, Power Consumption, Power Production, Pressure,
DMTF Reserved, Vendor Reserved}
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{LowerThresholdNonCritical, UpperThresholdNonCritical,
LowerThresholdCritical, UpperThresholdCritical,
LowerThresholdFatal, UpperThresholdFatal}
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i OLOH ZEd ¢ e YEY T A2
sy
* Completed - £.4:9] Z¢fo] 47 ¥ Y55 U
t}. o] & OK, Error E+= Degraded ¢} 37 =3}
o] HA 2ol Completed with OK(8 4 2= g5 H)
%14, Completed with Error(2F 2 ¢ ¥)A %] &
= Completed with Degraded(2}4] & w3 2| 7k 47
How ¢hnEA FUAY 2 F/7F B A o upet
:1‘1}0101 E7t 248 g =S dfof

rr

an

[e]

OL
2

P
T
&
h=1
o
o]

ol-N_‘LO, to
o ol S
30 2, T 30

i, T

OperationalStatus[0]
A T4 227 2% )
Q1] o] 7ol el XA & gk

o] A4 %

196

Oracle Integrated Lights Out Manager(ILOM) 3.0 Z2 £ & 22| — SNMP, IPMI, CIM, WS-MAN A& Al « 20114 78



:

Oracle_PhysicalPackage &5 4 H.(4 <)

on
Y

0

Glolef R

A
=

Iz
02

ILOM %t

e Power Mode - 849l PowerManagementService
Q7o L3 F7H49 A9 BE JR7b e i}
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Aborted, Dormant, Supporting Entity in Error, Completed,

Power Mode, DMTF Reserved, Vendor Reserved}
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= yalsle] Lol A2 g A 2 1@71»0 P!
‘4‘:} o8] 7HA] WA EEol=E E’_E v 7te=
A 5 YU el MR AR A 4
3= w2 Ux] A2 Ao ULt d & & tlﬁﬂol
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Sensor, Module/Card, Port/Connector, Battery, Processor,
Memory, Power Source/Generator, Storage Media
Package (for example, Disk or Tape Drive), Blade,
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iptions FAE AUt} oS 59] operationalStatusd] &9 o+ OperationalStatus
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CPUStatus wintl6f] =2 A9 Al e JENL L, ol ol 2 AU )
AlA = /\F‘lx}(%)c 2) T POST 2 F(#k=3)l &3
Ml shE sl o 55 guo) 2y gn
£ SMBIOS, 38 4 72 % e SA40A 7HA & +
2Tk,
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B A & 5 AFHTE S fhol H&g Yt
¢ 0(Unknown) - @A & oA HealthStated H
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¥ TS o oFdEFy
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Lost Communication, Aborted, Dormant, Supporting
Entity in Error, Completed, Power Mode, DMTF
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{Unknown, Other, OK, Degraded, Stressed, Predictive
Failure, Error, Non-Recoverable Error, Starting,
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AFE
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e <LocalID>+ H|ZUY A QEEo A MElsteZ o &
LEAA) 8408 Y ‘5’}% o] ThA] ARE-EA = <F
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o DMTF A 9] ¢1~E Ao <orgID>S CIMO. & A A
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e E] o A 23 InstanceID7]- o] Q1 A~E A 2] o] &

Zrel el o8] FFATE e BE AAH 2 DY

Al AHEE A G dof Pt

L2 Arol UF FnE HEP YT WBEM 7]
%9] Fa Au|zol A Farsfof k=t S AR S )
AUES Ak dl A8 UT o] 55 A= g
olmng 2RI E Fushe o oy WAYFo] ALEE

T AFHTH

F o] 5% Fu} nullo] Ak 2713454 L 34

2(Not Advertised) #to] A48 217 L& A7}t 4
&5,

=Y 2299 o] Zd Yt} 5 Y RegisteredName
o o] WAool A8 4= 9J o ‘ji RegisteredName,
ReglsteredOrganlzatlon Reglstered\/’er81on
o 2FL 249 A YA 55N Z2I S 3F3)

A A e of g

(

|

iy IDE YER = T
d T5H9 g
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ol f
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E
X
I

SE Y Holgel f8 AY ILOM %t
RegisteredOrgan uintl6[] o] Tz WS Aol A} 2(DMTF) #ko] =4 %
ization o 55 Aol e e Bo,

{1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18,

19, 20, ..}

ol gk gtell dFst= G e b ZHFYTH
{Other, DMTE, CompTIA, Consortium for Service
Innovation, FAST, GGF, INTAP, itSMF, NAC, Northwest
Energy Efficiency Alliance, SNIA, TM Forum, The
Open Group, ANSI, IEEE, IETF, INCITS, ISO, W3C,
OGF, DMTF Reserved}

Registeredversi pAid ol 2l WA Lh MAE et EAAL T A B0l 1002 %o
on S e FAolojof Y. M+.+N+.+U = 717
Ay
o M- Zmo| B e A FHE AHEe
WA (A )Yy
o N- 223 AX Ee vpA Y FAHE A9Yste &
W AR gy
e U-ZRHo A T v 48 AWt o
o) E(dl: 22k A9 errata, WA 5)YH
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Oracle_RecordLog

Mo, Oracle_RecordLogt &1 & A o] A A A IJa& sy} IPMI
SEL 215 YE = b AR
Oracle_RecordLog &% A i+ IPMI CIM Mapping Guideline®] A 3
< w5y

Abz. CIM_RecordLog

SEME Oracle_RecordLog Zef29] A A= 5 HAH g AL ohg &
2 Az3AA 9.
F & Fo A9 Oracle Sun A Y 5= A1 th3k 243 J&2 o
S ¢ Alo] Eo A DMTFE CIM 7] 7} 8] d 2.18.1S H X34 A L.
(http://www.dmtf.org/standards/cim/cim_schema_v2181)
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sEFE Hiolel R MY ILOM Zt
InstancelID A E InstanceID 5= AHE I4 7] 5= AHJYr} % IDE YE =
RESIE Rt 4o s O]% F7re] W9 Yol A Instancerp 5% Td FH4 gk
AH = o] F29 A=W E AFsHA AHEF YT
InstanceID < U 7|8 AA g FS ALEshod 2
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<OrgID>:<LocalID>
.

* <0rgID>$%} <LocalID>E F2(:
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I~

A 1
S U A A5 = AT £ 2 o E
i A q0% 9 e 3 we Saa Dg

EgT, o] 2L )0 Fof s o0
<Zels ol B> TR AR,
e <0rgID>% F&E(:)S XA = ¢ HYT} InstancelID
o AbEE+= A HA| F22 <0rgID>9} <LocallID> A9

ﬁ
Lo
A
[>
)
=
O, F
ulm
\%

o efof gt}

e <LocalID>T H|ZU X dEE A Adsiez g2
B(A) 828 eahi o oAl ALg A S o e

e DMTF A 9] Q1B 2o <0rgID>5 CcIMO E A A 3| o
e,

o] 7|3 A AT HS AHEEHA e A4S FelstE <lE

E] of| A 7&4 InstanceIDﬂ o] QI2=®l 2] o] F &1kl U
& o8 TFAIF EE BE QA DO ThA] AFEE A

=% 8ok Fu.
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Oracle_RecordLog &5

:

BRAS

SEHE clole &

CurrentNumberO Ulnt64
fRecords

ElementName T2

EnabledDefault uint16[]

ElementName & %
o] 5% AnE Fo
54 A e 7] &
& 5 gy
ZF — ManagedSystemElement 2] Name 5% %
A A3 ol oz BelgY . e ol 5
7R she) Tl saks)t A9} B
W DSl ol B2 B rA Qe 44
% Ut} LogicalDevice Q128 29 7493 & Name
gl 717} ot A g0l = U AR} Name 55 A H}
ElementName 5% AKX BF S 4 A5YH

249 EnabledStateol] 3k T x}o] 7] H = A2
AL Yetd= A8 #gdyo 7124 o2 Q A Enabled
(=2t
Tk gtol A&yt
{2,3,5,6,7,9, .., 32768..65535}
ol et gholl tigh F o= vh& 3 ZHFYTH
{Enabled, Disabled, Not Applicable, Enabled but Offline,
No Default, Quiesce, DMTF Reserved, Vendor Reserved}

A ALgAol Al A% ol BT
2 ol gl *ﬂﬁ@ﬁﬂﬂﬂ 2% ol
= 4, D voj W A Jug 4o

>
i/
o

UN

1 rlo o H
Ay ol b

fr RS on N 2L

o IIF durlr

rlo

X

7]3-%k 2(Enabled)
2444
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Oracle_RecordLog &

SEye lolef RE MY ILOM %t
EnabledState uintlo[] Q0] &4J/n| & FeE et = A5 AAdY o E3 A E3 g

rlo
]
oX,
:i N

£ E°] Shutting Down(#t=4)} Starting(#t=10)
H &g Alole] A A eyt oh& ghel g8t

(¢}
¢ 3(Disabled) - 847} ¥ S A8 3}7
AHA G ot
e 4(Shutting Down) - 8.4:7} Disabled 3 B 7} & &= Y4 Ut}
e 5(Not Applicable) - 827} &7 /8] &4 d3s

e 6(Enabled but Offline) - 47} 935 ¢E3l= TL 4
Row A 2 FE B AP

o 7(Test) - 847} H2E e

e 8(Deferred) - 847t H#H & 453 Y F UATA
LS B el ¥EyHh

® 9 (Quiesce) ~ 847} AlstE REZ A3} o lFUT)

* 10(Starting) — 8.4-7} Enabled “J €] 7} ¥ += i
27 5ol AgETh

* 11..32767(DMTF Reserved)

e 32768..65539(Vendor Reserved)

£

212 Oracle Integrated Lights Out Manager(ILOM) 3.0 =2 £ & 2| — SNMP, IPMI, CIM, WS-MAN A A{ « 20114 78



:

Oracle_RecordLog &5 4 X.(A] <)

SEHE clole &

=

My

HealthState uint16[]

LogState uint16[]

MaxNumberOfRec Ulnt64
ords

a40 AR FHE YERUTH o] £48 o] 24 AHE
YER A RE s 819 74 2.4 9] AEle e A && 5
&Yt ohE gho] AL= ),

0(Unknown) - A & A HealthStated HI1T 4~
AEYTH

5(0K) - 847} A4 25 v 7] ¥4 HellA 25 2L
o] EHLEA AF YT
* 10(Degraded/Warning) - 847}
io] xﬂ*ﬂxl‘]} 54”9] 7 %3

l-ﬂ

l
ﬂll
2
ko ©

59
_}L
_N,

iy
L
oX

o off

o
fr
2
offl
2L
R
5
X
°
o
4
]

she & gy
o 25(Critical Failure) - 847} 25314 7] wjito] &8
& gl
30(5‘_:}31- 2=~ gi“ [ = ) — /\7}_ }\]jﬂi 111/1—7] LLH_r_o]]
Bl Bl o] @ AclA A FEHE BE 7] 5ol
EAHAFHTH
DMTFol A = 33 ¥l F7h2 32l she] ALga ahi= 7
& A FU
LogStatei= CIM_Log d}9] S =7F FA6k= =19 d A
A S el = A 9 A QYT LogStatet: EnabledState
5 GE FA A& 29 A FEHE A AT
AUtk the2 o8 7FA 22 A fH??} Zreket Mg ey
t}. Unknown(0)2 21 A& & 4 92 L}E}‘/g}L]rﬂr
Normal(2)o 2Ot E7) Hys ag = ]741/} 28 =
Felem, o g = e s A 27 &
?Foﬂ s ANE e Y TH Erasing(B)L REAEATE T
qe ‘/}E}‘ﬂ‘/lﬂr Not Applicable(4)2 217} 271 4] &
AE ANEA S b ok
o2 gkol A &gyt
{0, 2, 3,4, .., 32768..65535}
ol et gholl Wigt g = vh3 ZHUT
{Unknown, Normal, Erasing, Not Applicable, DMTF
Reserved, Vendor Reserved}
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a
)
%
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Oracle_RecordLog 55 4 H.(A <)

SEFE Holef 78 o9 ILOM Z}
OperationalStatus  uintl6[]  oOperationalStatus 5= FR = 849 AR AH S Ve #d3 gt

RN
o8] 7HA] A4 et Aoguyth dAE a2 at AR 7
Sol AWy e A7 BHYnh

7Yl Bt 0e F S & Aok

{Unknown, Other, OK, Degraded, Stressed, Predictive
Failure, Error, Non-Recoverable Error, Starting, Stopping,
Stopped, In Service, No Contact, Lost Communication,
Aborted, Dormant, Supporting Entity in Error, Completed,
Power Mode, DMTF Reserved, Vendor Reserved}

AAY Ao gt e v ZHuth
{0,1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18, ..,
0x8000..}

OverwritePolicy uintl6[]  cIM_Log 39 Eel27) sl 217 58 gol& 4= 2(Wraps When
A=A5 el = A €A YY) Unknown(0)> 21 Full) gkol X4 €
o] goj27] AAE o 5 &S e Y Th Wraps when
Full2)2 =27} A &3l =23 49 g &5& A &
= o 7 Yoj&S e Yt Never Overwrites(7)= 217}

AP Fe A FHow Yol 2K &g ey,
o gkol A-&g Tt

{0, 2,7, .., 32768..65535}

ol 2l gk gkell tisk Aol = vh A5

{Unknown, Wraps When Full, Never Overwrites, DMTF
Reserved, Vendor Reserved}

RequestedState uintl6[]  RequestedState 5% FHE 233 WA YZl BA%le] 12(Not Applicable)
fe] Yel o2 a3 Fet B JeE e = 449
W A ALY 849 24 AH+= EnabledState
2 eyt o] 55 ARE vpA o g g A e et &

A A /HEAd FHE vlastr] 98 Aleg

2z Aot e F s & g

{Unknown, Enabled, Disabled, Shut Down, No Change,
Offline, Test, Deferred, Quiesce, Reboot, Reset, Not Applicable,
DMTF Reserved, Vendor Reserved}

olg gt Ao st k2 v FH Ut
{0,2,3,4,5,6,7,8,9,10, 11, 12, .., 32768..65535}

F - EnabledState”} 5(Not Applicable)= A7 ¥ 79 ©]
55 ARE ol oul7t gyt
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Oracle_ReferencedProfile

A, Oracle_ReferencedProfile% Oracle_RegisteredProfile ol A
H2E 72 AW 2238 YE = Oracle_RegisteredProfiledl 91
Aste b AR YT

ILOM®l| A & Scoping Class 23 ¥ & AFE Ut 24| gk W &2 1347
012 ¢] "X == DMTF SMASH 2% 2 CIM Sl 2"e] L2 55 =

20 FRIAA L.

Abzs, CIM_ReferencedProfile
sS 35 Oracle_ReferencedProfile F# 22 XY= 55 HHo thak A
o oe wE draiAL.
F -t %ol A H Oracle Sun A9 55 AR g AA g &2t}
2 3] A}o] Eo A DMTF CIM 27|11} 8] d 2.18.18 I 23141 A] Q.
(http://www.dmtf.org/standards/cim/cim_schema_v2181)
z=z2g z=2d 55
= Oracle_ReferencedProfile 5= % K.
sS= 32 HlolEl 8 |*E*ﬂé ILOM

Antecedent Oracle_Register Antecedent 5% AH = I 7] 5= A Oracle_RegisteredProfile

edProfile REF ER AR Q' ~o] AR A=
Oracle_RegisteredProfile?| 91 ~Hl
2Pyt
Dependent Oracle_Register Dependent 52 ARE IAF 7] 524 7|2 Ay 2208 YJeg|&=

edProfile REF HJr}h. Oracle_RegisteredProfile

Oracle_RegisteredProfiles YEFY Qg xe] A AR

Y,
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Oracle_Sensor

do B4 5% Qu(el: YFE A 200 L% B A 54)) E4S 54
@ 4 9l sfmslo] 4 R4 e,

Ak, CIM_Sensor

SE M= Oracle_Sensor Z#22 A Y& 5F Fro| gt Ay & B &
FEFHHA
F -t Xl A9 ¥ Oracle Sun A€ 55 R gk ZA| & ] &2 o}
S 9] ALo] Ed| A DMTF CIM 2=7]v} ¥ 71 2.18.1S X34 A1 S
(http://www.dmtf.org/standards/cim/cim_schema_v2181)

T=ZE. AlA

kS Oracle_Sensor 53 A X
SR |u+|o|e+ 78 MY ILOM &t
CreationClassN 4}< CreationClassName 53 AR AT 7] 5F BEYYTH oOracle_Sensor®
ame CreationClassName Q1B ~E2 tet ¢ A= A4
Eel 2 o09] ool ol of Fahael 2
7l 55 ARG FA AET Ao TF HAHE S o]
o) ahe] Felae BE ?liEj 2 3937 24
&+ gk
DeviceID =24 DeviceID 52 ARE I 7] 52 AR YUt} A 2] NAC o] 20
DeviceID™ LogicalDeviceZ® IfalA WHsls= o A} = a4
£5E 4t olh A48 A1 depdu)
SystemCreation fx}4 SystemCreationClassName 5% A HE Z4 7] 55 A Oracle_Computer
ClassName H YUt} System©. 2 A4
39 X ~®19] gystemCreationClassNameS WERH U T
SystemName T=AE SystemName 5= AH = A 7] 55 A YY Ao e YeEh =
d o A A8 9] gsystemNamesS LFEFWH LU T} Oracle_Computer
System Q1 2~E 2 9]
Oracle_Computer
System.Name®. =
a3
CurrentState 2214 AA7F et = A A Aeld Y}, 34 possibleStates AA QS A AEE
F s, ChehE 3t
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Oracle_Sensor &=

:

AR (A5)

SE Y= Elole 7&

Mo ILOM 2t

ElementName T2}

o4

EnabledDefault uintl6[]

ElementName 55 A H = AF&AFo Al &3k o] YUt Al- 2 NAC o] &2

"ol A ARgAbel Al A4 o] = 2AE

o 5% AnE Fa 2t A
5% A4, 1D dole % 4 JuE 4o

3 A g 7
@ 5 Ak
ManagedSystemElement 2] Name 55 4 H
A58 oo Aot 1o o] 5=
HEs ael FessEs 497 BaU e 55 4w
2 ID% o5& LT UEHA A9E e 4T
Yt} LogicalDevice S1~El29] 72
ol 717} o A$oll = S Ausl
ElementName 5% A Ko BF &
220 24 Aee] th@ B Abe) 718w A%
el = €A g Ytk 7| E£4 22 8 4% Enabled 2 44
(Fr=2)4 vt

e grol A g,

{2,3,5,6,7,9, .., 32768..65535}

ol gt ghell vig o= v ZHFYTH

{Enabled, Disabled, Not Applicable, Enabled but Offline,

No Default, Quiesce, DMTF Reserved, Vendor Reserved}.

3& 71E%k 2(Enabled)
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Oracle_Sensor 55 A X (A%)

S58% kit ILOM %t
Enabledstate Q29 B8 ed FuS Jehls 5 AU = A7 24, 82y
go] F 7HA 2 d e ko] Agks ‘%E}”‘ T AEFY EE Y5 ele A
t}. ¢l & &9 Shutting Down(#k=4)¥} Startmg(ék 100 & 1A o Boof wha} 7
A5} Wl g Afole] A el AT 8 ghol 48T A gho] A4
g,
¢ 0(Unknown)
¢ 1(Other)
e 2(Enabled) - 847} WS A8 FolAY At 4= q)
i, el e BE R e Aeska, Al 84S el ¥
.

3(Disabled) - 8.7} H#H & Adstx] Fom BE 8%

& AP ek,

4(Shutting Down) - £.27} Disabled | 7} ¥ = S L th

5(Not Applicable) - &24:7} 274 /v 24 & A A5hA] &
s

6(Enabled but Ofﬂine) - 827 HE
Aow Al 278 BT AbA e
7(Test) - 847} H2E el gy
8(Deferred) - 8427} M # & 53}
8H4E B 5ol L**l%t}

= gRs= Y

mo
+

i

Td 7 AAT A

9 (Quiesce) - 847} AlFE R =2 A 3lE o] YU t)

10(Starting) — 8427} Enabled e 7} &&= F Gt Al
27 e ol Ao,

11..32767(DMTF Reserved)

32768..65535(Vendor Reserved)
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= Oracle_Sensor &5 A X (A%)
s= 3= ‘HIOIEi 7Y MY ILOM
HealthState uintl6[] @49 A JElE e UL o] 42 o] 840 A HHe G
& EP A R S skl 74 940 AEle e A 2
T2 dFUTH v ghol A8t
¢ 0(Unknown) - & A] F &4 HealthStateE H i1 g
T flsdth
* 5(0K) - 847} 29l #hg v i el A 5 8l
o] EHLEA AF
¢ 10(Degraded/Warning) - 847} 245 AFEjo] il BE 7]
so] AFHAR HFO 7w or AFsA dFUT o
£ 50l A7 A Ao At gAY B
T AT LFE HIT F JdFUH
¢ 15(Minor Failure) - 25 7]5<& A8 = A 7F dF
715 & 5ol Astd & AFHTH
* 20(Major Failure) — .40l & F7} A 5T o] 74
Qo] JBE = TE 7o) 253 A] AL ASo] A
shd /\1 Fyth
e 25(Critical Failure) - 847} &5 314 &7] wjFol H-
o JdsUH
* 30(5F T 3,1011_4_1-,—)—8_}_7}/‘E‘Eﬂi Ey5k7] wel
77 E7Fs @Yt o] S4dlA AlFetE BE Vsl
EAHAFUTH
DMTEel| X = &5 A 8] F7F8 arejsto] ARg-ahA] e
e g AFUTh
OperationalSta uintl6[] oOperationalStatus 5= FAHE 249 A Jei= v H43
tus Byt

oe 7b4 2l geirk g olgy
7)ol Ay EE 497t B,
A @S v 7 shud F dEU T

{Unknown, Other, OK, Degraded, Stressed, Predictive
Failure, Error, Non-Recoverable Error, Starting, Stopping,
Stopped, In Service, No Contact, Lost Communication,
Aborted, Dormant, Supporting Entity in Error, Completed,
Power Mode, DMTF Reserved, Vendor Reserved}

dA ol dlFsteE 7Fedt e e Fuynh
{0,1,2,3,4,5,6,7,8,9,10,11, 12, 13, 14, 15, 16, 17, 18, ..,
0x8000..}

CEAE e g A=
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Oracle_Sensor 5=
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HHEAE)

S5 I |E1I0|51 R

aE

PossibleStates #x}4

RequestedState uintl6[]

AN BAL FUL AAGU oS So 2904 AL
On ®t Off FH & 2831, t}& 293 78 -& Open %
Close JHl& 8% 5 911}5‘414 EUE da s dARS
A D3 NumerlcSensor7]' 5 Ut} o] AlA+= Normal,
Upper Fatal, Lower Non-Critical 5 <] JEl& H11& 5 3]
# YUY NumericSensort XA 4k ‘“% AAE 71]’\]‘5}?]%
A E o] Ho|HE UF-A o2 AAste] sld e E A%
_u;_‘,_zsl— 2= 0] /\1/]1:}

RequestedState 55 FH T 24 WA YU F BAG
o] g & tial] Ao e e e At s AHE Y
= A dAGYY. 249 A4 A EH = EnabledState
2 Uehdych of 55 gui hqvion 2 ye 4o
AA) B /0B GAE ek e Az

ax Aot ge F dd & Asyd.

{Unknown, Enabled, Disabled, Shut Down, No Change,
Offline, Test, Deferred, Quiesce, Reboot, Reset, Not
Applicable, DMTF Reserved, Vendor Reserved}

ol gt el thgh gk ok ZHF YT
{0,2,3,4,5,6,7,8,9,10, 11, 12, .., 32768..65535}

F - EnabledsState”} 5(Not Applicable)= A7 ¥ 7 - ©]
= AR E ol 9urt IG5yt RequestedState ==

%l’oﬂ 3k 2} A4 8k )82 DMTF CIM EnabledState 53
A AE e FEaAe

12(Not Applicable)
= 44
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A CIM 24

e

Oracle Sun X|

3} 24y,

(e}
{Unknown, Other, Temperature, Voltage, Current,

0

R
o

F el o el

pil

{0,1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, .., 32768..65535}
ks]

Tachometer, Counter, Switch, Lock, Humidity, Smoke
Detection, Presence, Air Flow, Power Consumption, Power
Production, Pressure, DMTF Reserved, Vendor Reserved}

ole]




Oracle_SpSystemComponent

Ao, Oracle_SpSystemComponentt Ao A4S YERY &
Oracle_ComputerSystem =¥ =9} Ao 7] & YEM =
Oracle_ComputerSystem 212V A2E AZAS = 9 AFEH YUY
N CIM_SystemComponent
sEdE Oracle_SpSystemComponent 29 A U&= 5F H KR tjgh 49
S8 LR FEdL.
F -t 5ol A% ¥ Oracle Sun A9 55 AR B3 AA| g &2 o}
< § Alo] Eoll A4 DMTF CIM 2= 7]u} H] 744 2.18.18 FZ3IAAAI L
(http://www.dmtf.org/ standards/c1m/c1m_schema_v218l)
z=2g ATH] 2 3 2 A A
H: Oracle_SpSystemComponent &5 4 i
SEyE Hlolel 78 =L ILOM Zt
GroupComponent CIM_ComputerSystem GroupComponent 5% AKX Ao thAS YE =
REF =4 7] 53 AH YUl Oracle_ComputerSystem
AR By AxulS ehy ASER0 A 4=

PartComponent CIM_ComputerSystem PartComponent 53 FdH  Ao7]E el +=
REF =94 7] 52 ARYrl. Oracle_ComputerSystem
A28 LA @ o] ZA] @ & Ol AEl A0 A AR
= yepy
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Oracle_SystemDevice

nx
02

ComputerSystemoll Al JA§ =2l 4 Ao PA 4 #AE detle o
A

CIM_SystemDevice

Oracle_SystemDevice E¥ 29 A Y= 55 o gt A2 v}
o XE FXSAAIL.

F -t #oll A% H Oracle Sun A9 55 Gxo sk x4 s W& o}
& 9 Abo] Eo Al DMTF CIM 2 7]ul WA 21818 2344 9.
(http://www.dmtf.org/standards/cim/cim_schema_v2181)
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e ¥A7] LED
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Oracle_SystemDevice 55 4 5

S5 3= HiolEf 78 |Ae“jé ILOM 3t
GroupComponent Oracle_ComputerSystem GroupComponent 5= AH A|o] AL eI =
REF =34 7] 5= XYY}l Oracle_ComputerSystem
Oracle ComputerSystem SIZ®E 2 A A2
2 ey o,

PartComponent  CIM_LogicalDevice REF partComponent 5= 4 X CIM LogicalDevice S12¥l
=057 5% guath. 29 A4 42
PartComponenti= A 2~ El
o] 44 849l
LogicalDevice$d Yt}

Oracle Sun X[ 2 CIM e A 223


http://www.dmtf.org/standards/cim/cim_schema_v2181

Oracle_ThresholdIndication

g Feolgl ol e} g F ShbE bl EA Y R HE UE A9
e CIM_AlertIndication %
CIM_AlertIndication.ProbalbleCause”} 52(Threshold Crossed)
® CIM_ThresholdIndication
ILOM CIM 3}9] Al 2=®lo| Al = AA 7F AAIZES HolgdS el & 49 S
W o™ Ooracle_ThresholdIndication E#29] I~V AE AT T
P CIM_ThresholdIndication
s5 dE: Oracle_ThresholdIndication F# 29 A YFH = 5F AW g3t A
Pe 98 T FEa AL
-2 o A9 ¥ Oracle Sun A Y 55 A B 3t A3k & o
° $J1 Abo] E ol A} DMTF CIM 7] v} B]PH 21815 F =31 L.
(http. //www.dmtf.org/standards/cim/cim_schema_v2181)
o=z, N

b

Oracle_ThresholdIndication 5= X

SEye |c+|o|E1 7y (MY ILOm &t
AlertingEleme uintl6[] AlertingManagedElement 55 AR 2L o] 55 4 2(CIMObjectPath) %k
ntFormat Bl ks 7uko 2 S A sk & O]’SWE} e O 2ol 4 o] (A H
EENES
e 0(Unknown) - 84S & & §IAY CIM E2|UE &
2~

Z2 oA o A AT = glHF YT

e 1(Other) - & 2]o] otherAlertingElementFormat &3
AR ghell & gt

¢ 2(CIMObjectPath) - 2] o] CIM 2=7]7}e] I2~®H 25 A A
st et 22 63*]«] CIMOb]ectPathO‘L]E}
<NameSpacePath>:<ClassName>.<Propl>="<Valuel>",
<Prop2>="<Value2>"

o5 #kol A&

{0, 1,2}

ol 3 gholl th% Aol e 2y

{Unknown, Other, CIMObjectPath}

AL AT AL B, e e e udy GRS vl A
R} CIM S 2R A o] 55 A el A 2l o
A W) WM R Asuse ARE TRIUG. @ FAL EALA
IMﬂ*Hﬂﬂqaa%ﬂ%%@ib@ﬂﬂ@@aﬂa@%

WEl A A EALS FeT AR B A
Oév\: AlertingElementFormat 5= Mol uje} &

A4y

l:&:

AlertingManag 24
edElement

9

SN @ Nk
oE,

R
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Oracle_ThresholdIndication &5 A X (7<)

s= = Holg f8 |d% ILOM 7t
AlertType uint16[] FA9 71 E EFAU) oS ko] Aoyt 6(Environmental
o 1(Other) - @A) TA7} o] AAZ Agg o] Agatx Alert) gtol 42
FHEHT
¢ 2(Communications Alert) — |3 7tol] A B E ALs}= 4
Lo TRAA Y/ e TEA 20 HEo] JlFY T
¢ 3(Quality of Service Alert) - B E] 8] 5 E&= 7]5°] A
st AY e 77 A G
¢ 4(Processing Error) -~ 2ZEgo] = A O {7 A
FUTh
e 5(Device Alert) - H| == sl=gjo] Aslo] WA gLt}
¢ 6(Environmental Alert) - SF=$1017} 1= 91 ] =
71et B4 18 Abag WE}‘{;{\%E}
o 7(Model Change) - A& Zdloj A F47} W7 = A5k
e 5o Aot HAS 54 2 WA RS ddete g
o|ZAtelFE EAE T - AFH T
¢ 8(Security Alert) - H.F 9Ju, vpolej 2~ 7HA] & AL &
A7} A B E Tk
a4 A4 g 2o gk 7hekek A gyt FAIZF AR o)+ E
A sk A 4A% gk
HwComponentOb F-x2}¥ o F=go] A 849 AX AR CIM_PhysicalElem
jectPath ent Q12=® 2 0] A
(SUN ##) A=
Observedvalue #2-<4 AAGS =3t A %A #hol 28 e ALY A A 4
29 9] cIM_Sensor &5 GHe} FAMSHA W& wsd x4

2 Urjlas—JL]]:]..
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f

Oracle_ThresholdIndication 55 7 2.(7] &)

sSEME clole 78 |Md ILOM %t
ProbableCause u1nt16[] Alertlndicationol ‘:'E]'/\gfﬂ‘ /g'ig'g] 7]——‘5—"?:7} %?_]_—% )éuéﬁ‘]—l_‘: 52(Threshold

AAE FYgYrh

Tk gtol A&yt

{0,1,2,3,4,5,6,7,8,9,10,11,12,13, 14, 15, 16, 17, 18, 19, 20,
21,22, 23,24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38,
39,40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56,
57,58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71, 72, 73, 74,
75,76,77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92,
93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107,
108, 109, 110, 111, 112, 113, 114, 115, 116, 117, 118, 119, 120,
121, 122, 123, 124, 125, 126, 127, 128, 129, 130}

ol gk grell Wigk Joj = o5 ZHF YT

{Unknown, Other, Adapter/Card Error, Application
Subsystem Failure, Bandwidth Reduced, Connection
Establishment Error, Communications Protocol Error,
Communications Subsystem Failure, Configuration/
Customization Error, Congestion, Corrupt Data, CPU Cycles
Limit Exceeded, Dataset/Modem Error, Degraded Signal,
DTE-DCE Interface Error, Enclosure Door Open, Equipment
Malfunction, Excessive Vibration, File Format Error, Fire
Detected, Flood Detected, Framing Error, HVAC Problem,
Humidity Unacceptable, I/O Device Error, Input Device
Error, LAN Error, Non-Toxic Leak Detected, Local Node
Transmission Error, Loss of Frame, Loss of Signal, Material
Supply Exhausted, Multiplexer Problem, Out of Memory,
Output Device Error, Performance Degraded, Power Problem,
Pressure Unacceptable, Processor Problem (Internal Machine
Error), Pump Failure, Queue SizeExceeded, Receive Failure,
Receiver Failure, Remote NodeTransmission Error, Resource
at or Nearing Capacity, ResponseTime Excessive,
RetransmissionRate Excessive, Software Error, Software
Program AbnormallyTerminated, Software Program Error
(Incorrect Results), Storage Capacity Problem, Temperature
Unacceptable, Threshold Crossed, Timing Problem, Toxic
Leak Detected, Transmit Failure, Transmitter Failure,
Underlying Resource Unavailable, Version MisMatch,
Previous AlertCleared, Login Attempts Failed, Software
Virus Detected, Hardware Security Breached, Denial of
Service Detected, Security Credential MisMatch,

Crossed)Z A7
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Oracle_ThresholdIndication &5 A X (7<)

:

on
Ju
0l
T

dolel Ry |8 ILOM 2t

Unauthorized Access, Alarm Received, Loss of Pointer,
Payload Mismatch, Transmission Error, Excessive Error Rate,
Trace Problem, Element Unavailable, Element Missing, Loss
of MultiFrame, Broadcast Channel Failure, Invalid Message
Received, Routing Failure, Backplane Failure, Identifier
Duplication, Protection Path Failure, Sync Lossor Mismatch,
Terminal Problem, Real Time Clock Failure, Antenna Failure,
Battery Charging Failure, Disk Failure, Frequency Hopping
Failure, Loss of Redundancy, Power Supply Failure, Signal
Quality Problem, Battery Discharging, Battery Failure,
Commercial Power Problem, Fan Failure, Engine Failure,
Sensor Failure, Fuse Failure, Generator Failure, Low Battery,
Low Fuel, Low Water, Explosive Gas, High Winds, Ice Buildup,
Smoke, Memory Mismatch, Out of CPU Cycles, Software
Environment Problem, Software Download Failure, Element
Reinitialized, Timeout, Logging Problems, Leak Detected,
Protection Mechanism Failure, Protecting Resource Failure,
Database Inconsistency, Authentication Failure, Breach of
Confidentiality, Cable Tamper, Delayed Information,
Duplicate Information, Information Missing, Information
Modification, Information Out of Sequence, Key Expired,
Non-Repudiation Failure, Out of Hours Activity, Out of
Service, Procedural Error, Unexpected Information}

ProviderName &A% o AT AN T TiAre o] By 495 B
SystemCreatio #x}4 SystemCreationClassName %% A|&=®l(0] EA]E A4 3 Oracle_ComputerS
nClassName FTFAhd Y ystem #to] N A=
SystemName A2 g A28 systemName(o] EAIE B3 FF A2 o]F) Ao S Yeld &
S vebdyrh Oracle_ComputersS

ystem Q12829
Oracle_ComputerS
ystem.Name &t¢] A

gk
ThresholdIden #x}4 CIM A=A 2adds AL AA7S dy 0}744 A AZIS AAe gt
tifier U= 5 B4R olF 2 1 Ay oS XIXé Eia=it

S vhgwt gl ghe A4 sor gtk

<schema name>_ <class name>.<property name>.
Thresholdval #x4d A 9AIYch #3 2| cIM_sensor 55 Fusk # 44T g
ue ApebA B i B waEg
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Oracle_

UseOfLog

nx
08

0z
N

ol
Y
0z
H

[l
tu
5]

Oracle_UseOfLogt Oracle_RecordLog Sl2H2E Ao thAS e
W= Oracle_ComputerSystem Sl ®l 2o AASI= o] AFE-H Ut

CIM_UseOfLog

Oracle_UseOfLog Z#29 A YFHE TF AW gk A
EERES

-t el A9 ¥ Oracle Sun A€ 55 GHe| gk ZA| & &2 )
) Abo] o A DMTF CIM =717} 1A 2.18.18 2341 A 8.
(http://www.dmtf.org/standards/cim/cim_schema_v2181)
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flo

dlo % it

Yz 21

7]+ A

Oracle_UseOfLog &5 1

SE M Hiolel 78 My ILOM &t
Antecedent Oracle_RecordLog  Antecedent 5% AW E IS4 IPMISEL 215 el &
REF 7] 55 AR Yt} Oracle_RecordLog =¥l
Oracle_RecordLog?| Q1~Elx o A B =
SNES
Dependent Oracle_ComputerSys Dependent 5% AH¥E I 7] Ao AL Ve =
tem REF S= Ay Oracle_ComputerSystem 21
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SNMP ™ & <

1z
02
)
4]

SNMP "8 & o e 2307 0] A 2] "snmpget ¥ H"

A 9] "snmpwalk Y E"

2] €] "snmpbulkwalk "8 %"
Al 9] "snmptable H#H"

el Mg

[y}

m 17 o] A ] "SNMP 7l 8"
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snmpget H &
snmpget -mALL -vl1 -cpublic snmp_agent_lp_address sysName.O0

SNMPv2-MIBY] sysName.0 MIB 74 A< o3 A W AFg gz o 9 %
g A ==o g&)] g oz gy oS vikgl [¢}

Tate Zdel o] Ed Ut ol S & F gl A5 1E ‘4_017}00 fx}oﬂ 7k 1
[Rh=

o

[
S

snmpget -v2c -cprivate -mALL snmp_agent_Ip_address sysName.0 sysObjectID.O

ilomCtrlDateAndTime. 0
SNMPv2-MIB: :sysName.0 = STRING: SUNSPHOSTNAME
SNMPv2-MIB: :sysObjectID.0 = OID: SUN-ILOM-SMI-MIB::sunILOMSystems

SUN-ILOM-CONTROL-MIB: :ilomCtrlDateAndTime.0 = STRING: 2007-12-10,20:33:32.0

=

sysName.0 72} %] o]

Ay}
MIB A A 744 = MIB 24 Ao A2 oh3-3} %
m sysName — ©] &3] A == 3] #¥ o= g

i
o

4 gtol Wk Y}
m sysObjectID - QB o] Z3E Y EY A e 549 A28 s &F
J

7he EAI QYT o] k2 SMI Al Zefo] = 519 E](1.3.6.1.4.1) o~
S gelete i WS o E Al h

m ilomCtrlDataAndTime — %] 2] &} 2 A 7FI Yt}
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snmpwalk HH 2 A A% GETNEXT 4o A F2E A5 o2 Pyt w2t 2FY
A7 25YY. 5 ER] 7 AA ID B =2of 3 A AdH 9] snmpgetnext
LS A HQ glo] 519 E FE w0 A snmpwalk &3S 3k H A 3)3}o]

9l g9 RE muo B 3kE HAE 5 ek
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o] o] & sysObjectID.0 % ilomCtrlDateAndTime. 0
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S

%

SNMPv2-MIB:
SNMPv2-MIB:

DISMAN-EVENT-MIB:

ST

:sysUpTimeInstance

snmpwalk -mALL -v1 -cpublic sump_agent_Ip_address system
:sysDescr.0
:sysObjectID.O0

RING: ILOM machine custom description
OID: SUN-ILOM-SMI-MIB: :sunILOMSystems
= Timeticks: (16439826) 1 day, 21:39:58.26

SNMPv2-MIB: :sysContact.0 = STRING: set via snmp test

SNMPv2-MIB: :sysName.0 = STRING: SUNSPHOSTNAME

SNMPv2-MIB: :sysLocation.0 = STRING:

SNMPv2-MIB: :sysServices.0 = INTEGER: 72

SNMPv2-MIB: :sysORLastChange.0 = Timeticks: (14) 0:00:00.14

SNMPv2-MIB: :sysORID.1 = OID: IF-MIB::ifMIB

SNMPv2-MIB: :sysORID.2 = OID: SNMPv2-MIB::snmpMIB

SNMPv2-MIB: :sysORID.3 = OID: TCP-MIB: :tcpMIB

SNMPv2-MIB: :sysORID.4 = OID: RFC1213-MIB::ip

SNMPv2-MIB: :sysORID.5 = OID: UDP-MIB: :udpMIB

SNMPv2-MIB: :sysORID.6 = OID: SNMP-VIEW-BASED-ACM-MIB: :vacmBasicGroup
SNMPv2-MIB: :sysORID.7 = OID: SNMP-FRAMEWORK-MIB: :snmpFrameworkMIBCompliance
SNMPv2-MIB: :sysORID.8 = OID: SNMP-MPD-MIB: :snmpMPDCompliance

SNMPv2-MIB: :sysORID.9 = OID: SNMP-USER-BASED-SM-MIB::usmMIBCompliance
SNMPv2-MIB: :sysORDescr.1l = STRING: The MIB module to describe generic objects
for network interface sub-layers

SNMPv2-MIB: :sysORDescr.2 = STRING: The MIB module for SNMPv2 entities
SNMPv2-MIB: :sysORDescr.3 = STRING: The MIB module for managing TCP
implementations

SNMPv2-MIB: :sysORDescr.4 = STRING: The MIB module for managing IP and ICMP
implementations

SNMPv2-MIB: :sysORDescr.5 = STRING: The MIB module for managing UDP
implementations

SNMPv2-MIB: :sysORDescr.6 = STRING: View-based Access Control Model for SNMP.
SNMPv2-MIB: :sysORDescr.7 = STRING: The SNMP Management Architecture MIB.
SNMPv2-MIB: :sysORDescr.8 = STRING: The MIB for Message Processing and
Dispatching.

SNMPv2-MIB: :sysORDescr.9 = STRING: The management information definitions for
the SNMP User-based Security Model.

SNMPv2-MIB: : sysORUpTime.l = Timeticks: (1) 0:00:00.01
SNMPv2-MIB: : sysORUpTime.2 = Timeticks: (2) 0:00:00.02
SNMPv2-MIB: : sysORUpTime.3 = Timeticks: (2) 0:00:00.02
SNMPv2-MIB: : sysORUpTime.4 = Timeticks: (2) 0:00:00.02

SNMPv2-MIB: :sysORUpTime.5 = Timeticks: (2) 0:00:00.02

SNMPv2-MIB: :sysORUpTime.6 = Timeticks: (2) 0:00:00.02

SNMPv2-MIB: :sysORUpTime.7 = Timeticks: (14) 0:00:00.14
SNMPv2-MIB: : sysORUpTime.8 = Timeticks: (14) 0:00:00.14
SNMPv2-MIB: : sysORUpTime.9 = Timeticks: (14) 0:00:00.14

SNMP Z & o
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snmpbulkwalk ™ &

snmpbulkwalk " %2 GETBULK SNMP L2 EZ 7| 5& AF&3le] U E L A <HE
Aro] s 1A EgE AP o] HH & "HEI|"E A A st F7F AAE A7
o = ovﬁﬁ}ﬂﬂﬂwmmﬂhmmﬁ 2 snmpwalk H % H. T} w5 Y T}

g HIEFA Sl AA L FE A7 7S o] 2t snmpwalk Bl o 9t

% date

Fri Dec 14 12:21:44 EST 2007

% snmpwalk -mALL -v2c -cprivate snmp_agent_Ip_address entPhysicalTable>time3
% date

Fri Dec 14 12:21:53 EST 2007

S8 o ARS8 snmpbulkwalk B H o dAdYT) snmpbulkwalk
™
[e]

d Hoh wE ok

0]snmpwal

Q

% date

Fri Dec 14 12:40:57 EST 2007

% snmpbulkwalk -mALL -v2c -cprivate snmp_agent_Ip_address entPhysicalTable>time7
% date

Fri Dec 14 12:41:03 EST 2007

snmptable @

snmptable %2 SNMP H o] &2] -85 HA35lo] go|E &

A5l "ol B3} vl Sk Al g Wl shube] ]—‘ go=z LH%% EAIE
B9 Y&& g Hof| 3hte] doll TAIEHE snmpwalk 8% 3 O34 <)

S-& snmptable WH 2] oAy},

Al
>,
hyA

% snmptable -mALL -v2c -cprivate snmp_agent_Ip_address sysORTable
SNMP table: SNMPv2-MIB: :sysORTable
sysORID sysORDescr sysORUpTime
IF-MIB::ifMIB The MIB module to 0:0:00:00.01
describe generic objects
for network interface
sub-layers.
SNMPv2-MIB: : snmpMIB The MIB module for SNMPv2 0:0:00:00.02
entities.
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TCP-MIB: :tcpMIB

RFC1213-MIB::ip

UDP-MIB: :udpMIB
SNMP-VIEW-BASED-ACM-
MIB: :vacmBasicGroup
SNMP-FRAMEWORK-MIB: :
snmpFrameworkMIB
Compliance
SNMP-MPD-MIB:
MPDCompliance
SNMP-USER-BASED-SM-
MIB: :usmMIBCompliance

: snmp

The MIB module for 0:0:00:00.02
managing TCP
implementations.

The MIB module for managing 0:0:00:00.02
IP and ICMP implementations.

The MIB module for managing 0:0:00:00.02
UDP implementations.

View-based Access Control 0:0:00:00.02
Model for SNMP.
The SNMP Management 0:0:00:00.14

Architecture MIB.

The MIB for Message 0:0:00:00.14
Processing and Dispatching.
The management information 0:0:00:00.14

definitions for the SNMP
User-based Security Model.

=

E—E—W-IH

snmptable W=

— snmpget, snmpgetnext 2 snmpwa
l+= WFA  snmptable H&H 2 MIB H
0@47MMDﬂﬂﬂE
AA, Hols d A 2 7 E Eﬂol‘é ] €]
MIB H] o]

1k HH S BE 132 MIB A Ao A&
o] & A 7E ALEE = Q) F T} o] W
S-o = W o] AX-gHYTh o] A| sk A2 tableEntry
HAHE FAEE BE AA ) Aed )
5 A D AFEE = 5 U Th

snmptable W& 9] oo =

-Ci

9 e §40] AHEH T o & So] TeS —ci &4

Q& snmptable W& o YUt}

% snmptable -Ci -mALL -v2c -cprivate snmp_agent_IP_address

sunPlatFanTable

SNMP table: SUN-PLATFORM-MIB::sunPlatFanTable
index sunPlatFanClass

10 fan
11 fan
17 fan
23 fan
29 fan
30 fan
36 fan
42 fan
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&2 -ci ¥4 0] gl snmptable HH ] oYUt A2 A& A Ho AR &F
k.

% snmptable -mALL -v2c -cprivate snmp_agent_Ip_address sunPlatFanTable

SNMP table: SUN-PLATFORM-MIB::sunPlatFanTable

sunPlatFanClass

fan

fan

fan

fan

fan

2 -ci % -cb 541 0]

& snmptable W& ] YUt} E8 2 FFH o] 95U

% snmptable -Ci -Cb -mALL -v2c -
cprivatesnmp_agent_IP_addressentPhysicalTable
index Descr VendorType ContainedIn
SNMP table: ENTITY ?SNMPv2 - 0 chassis
-MIB: :entPhysical SMI:zeroDotZero
Table
1
g —ci §4E YAW -cb FAL 915U snnprable FH ] AUt 94
292 Fobslo] Qgyth. 7} vl e 2ol MIB A o] Fo] wEg Ut
% snmptable -Ci -mALL -v2c -cprivate
index entPhysicalDescr entPhysical entPhysical
VendorType ContainedIn
SNMP table: ENTITY ?SNMPv?2 - 0 chassis
-MIB: :entPhysical SMI:zeroDotZero
1

e -ci % -cb 349 & v} Y+ snmptable BH 9 TE o YUt} MIB 21 A 7}

HE] =l w5 A

FEH

% snmptable -Cb -Ci -mALL -v2c -cprivate snmp_agent_IP_address ilomCtrlAlertsTable
SNMP table: SUN-ILOM-CONTROL-MIB::ilomCtrlAlertsTable
in- Sever- Type Destin- Destin- SNMPVer- SNMP-Comm- Email Email
dex ity ation- ation- sion unityOr- Event Event
IP Email Username Class Type
Filter Filter
1 criti- email ? 0.0.0.0 vl public none none
cal
2-15 dis- ipmi- 0.0.0.0 ? vl public ? ?
able pet
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m2A snmptable W#H O -cb & AFES A 971 HolE 285 V17 Ry A5

Yt
& SNMP Z2EF #7435 AHE-3h snmptable ¥ E 2 o4t

% snmptable -Cb -Ci -mALL -v3 -aMD5 -utestuser -Apassword -lauthNoPriv
snmp_agent_Ip_address sunPlatPowerSupplyTable

SNMP table: SUN-PLATFORM-MIB: :sunPlatPowerSupplyTable

index sunPlatPowerSupplyClass

90 power Supply
92 powerSupply
96 power Supply

t}S snmptable HH 2 Hl go] &S kst

% snmptable -Cb -Ci -mALL -v2c -cprivate snmp_agent_Ip_address sunPlatBatteryTable
SUN-PLATFORM-MIB: : sunPlatBatteryTable: No entries

snmpset‘ﬁaﬂ

snmpset W %2 snmpget H®H Y o] B AI R W AHA = ol gE YT
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$ snmpget -mALL -v2c -cprivate snmp_agent_Ip_address ilomCtrlHttpEnabled.0
SUN-ILOM-CONTROL-MIB: :ilomCtrlHttpEnabled.0 = INTEGER: false(2)

% snmpset -mALL -v2c -cprivate snmp_agent_Ip_address ilomCtrlHttpEnabled.0 i 1
SUN-ILOM-CONTROL-MIB: :ilomCtrlHttpEnabled.0 = INTEGER: true(1l)

% snmpget -mALL -v2c -cprivate snmp_agent_Ip_address ilomCtrlHttpEnabled.O
SUN-ILOM-CONTROL-MIB: :ilomCtrlHttpEnabled.0 = INTEGER: true(l)
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% snmpset -mALL -v2c -cpublic snmp_agent_Ip_address ilomCtrlHttpEnabled.0 i 1

Error in packet.
Reason: notWritable (That object does not support modification)
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% snmpset -mALL -v2c -cprivate snmp_agent_Ip_address ilomCtrlAlertSeverity.l i 2

ilomCtrlAlertType.l i 2 ilomCtrlAlertDestinationIP.l a dest_Ip_address
SUN-ILOM-CONTROL-MIB: :ilomCtrlAlertSeverity.l = INTEGER: critical(2)
SUN-ILOM-CONTROL-MIB: :ilomCtrlAlertType.l = INTEGER: snmptrap(2)

SUN-ILOM-CONTROL-MIB::ilomCtrlAlertDestinationIP.1 = IpAddress: dest_Ip_address
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| -> set /SP/alertmgmt/rules testalert=true
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SUN-ILOM-CONTROL-MIB::i1lom.103.2.1.20.0 = STRING: "This is a test trap"

236  Oracle Integrated Lights Out Manager(ILOM) 3.0 Z2 £ & zt2| — SNMP, IPMI, CIM, WS-MAN A% A| « 20114 7&



A0 O]
R I B
A L
Active Directory, 36 LDAP, 54
Administrator 15 T4, 54
w784, 40 LDAP/SSL, 57
DNS Z Al o8 4 A Administrator ~L%
w7894, 50 MIB 2 4|, 59
Operator L35 w78 44, 58
B9 A, 41 Operator 1%
o Al A H w79 544, 59
w7894, 46 A A
AEA} | 1 H7] 8 T4, 64
Bl 9 T4, 45 ApE-2} =<l
AR ) 1 718 4, 63
w78 T4, 43 A e A i R
w78 T4, 61
| NS4 AA, 57
IPMI
ILOMel A A A ¥ = W, 110 M

IPMI PET(Platform Event Trap) 7 1, 111
IPMI ¥ E51 A4, 110

MIB(Management Information Base)
ILOMell A #] 915 = 3% MIB, 5

He, 110 MIB E ¥, 4
71%, 110 49, 3
A5 AR
9], 110 N

IPMItool Net-SNMP
CLI 3 23, 114 ALl E, 2
IPMItool A}, 111
7%, 111 P

T2 Alo| E power consumption management
o1z 111 entPhysicalName MIB object, 85
o) 3ol o] x| 92 111 sunPlatNumericSensor MIB objects, 85
Zz, 111 R
RADIUS
T4, 67

237



S 73t
Single Sign On CLI"H, 17
T4, 34 T4
single sign on T4 A AHR
ML, 34 w7, 70
SMTP S| E
MIB A A, 79 A
T/, 78 A& A, 32
SNMP A A A7

ILOM S A Y 3}= o] A8-5 &= MIB, 6

NTP(Network Time Protocol) -4, 72

Net-SNMP A7
ALl E, 2 A]ﬁé@
jl].ﬂ ];H}\]— = 3 :‘LTJ_'E] Dg 2y 17

whe) zelol 4 U B, 3
Y E9) L 3he] ~E oA, 3
AEA APl E, 2
AAE =%, 3

@]

A7 Syslog 2171 IP 4=

T4
AL E WA, 2 o= =1
SNMP A}-g-#} Al A A
CLIZ AF&-3)¢] 34, 16
g, 55 4R E gl 11 =
SNMP E & g 2aH] ﬂ&ﬂ

4 e 0] 22 ALg 3ol o A, 27

SPARC #-E B&, 107
SPARC A&, 101
SPARC 7] 294, 108
SPARC 3 XE AA 104

*Hl%‘:—‘i‘%‘ﬂa‘o, 85
A2 wUEY

snmpget =, 85
BRI R e R

SNMP "8 %, 89,96

T 58 9 ZUH Y
THD($) 2 =] b &) snmpget 8 &, 87
T4, 81 ARl d 7 ar A A

T/, 80
B EECCE
Ax 8] 9T, 49
7AaL ejel 2o g CLI W, 17
Az ke A, 78 I
Aol
w78, 92
238  Oracle Integrated Lights Out Manager(ILOM) 3.0 Z2 £E& &2| - SNMP, IPMI, CIM, WS-MAN A3 A{ « 20114 78



	Oracle Integrated Lights Out Manager(ILOM) 3.0 프로토콜 관리 - SNMP, IPMI, CIM, WS-MAN 설명서
	목차
	이 설명서 사용
	제품 소프트웨어 및 펌웨어 다운로드

	SNMP 개요
	Simple Network Management Protocol 정보
	SNMP 구성 요소
	Oracle ILOM SNMP MIB

	Oracle ILOM에서 SNMP 설정 구성
	SNMP 읽기 및 쓰기 액세스, 사용자 계정 및 SNMP 트랩 경고 관리(CLI)
	SNMP 액세스 및 권한 부여 설정(CLI)
	SNMP 사용자 계정 및 커뮤니티 관리(CLI)
	시작하기 전에 - SNMP 사용자 계정(CLI)
	SNMP 사용자 계정 대상, 등록 정보 및 값
	SNMP 커뮤니티 등록 정보 보기 및 구성(CLI)

	SNMP 사용자 계정 추가(CLI)
	SNMP 사용자 계정 편집(CLI)
	SNMP 사용자 계정 삭제(CLI)
	SNMPv3 사용자 계정 프라이버시 프로토콜 값 설정(CLI)
	SNMP 커뮤니티 추가 또는 편집(CLI)
	SNMP 커뮤니티 삭제(CLI)
	Oracle ILOM CLI를 사용하여 SNMP 트랩 경고 관리
	SNMP 트랩 규칙 대상 및 등록 정보 구성(CLI)
	경고 규칙 구성 관리에 필요한 CLI 명령



	SNMP 읽기 및 쓰기 액세스, 사용자 계정 및 SNMP 트랩 경고 관리(웹)
	SNMP 읽기/쓰기 액세스와 권한 부여 설정(웹)
	SNMP 사용자 계정 및 커뮤니티 관리(웹)
	시작하기 전에 - SNMP 사용자 계정(웹)
	SNMP 커뮤니티 추가 또는 편집(웹)
	SNMP 커뮤니티 삭제(웹)
	웹 인터페이스를 사용하여 SNMP 사용자 계정 추가 또는 편집
	SNMP 사용자 계정 삭제(웹)

	SNMP 트랩 경고 관리(웹)

	Oracle ILOM을 사용하여 SNMP MIB 다 운로드
	시작하기 전에 - SNMP MIB 다운로드
	SNMP MIB 다운로드(CLI)
	SNMP MIB 다운로드(웹)


	SNMP를 사용하여 사용자 계정 관리
	시작하기 전에 - 사용자 계정(SNMP)
	사용자 계정 구성(SNMP)
	사용자 계정 구성(SNMP)
	Single Sign On 구성(SNMP)

	Active Directory 설정 구성
	Active Directory 설정 관리(SNMP)
	Active Directory 관리자 그룹 관리(SNMP)
	Active Directory 연산자 그룹 관리(SNMP)
	Active Directory 사용자 정의 그룹 관리(SNMP)
	Active Directory 사용자 도메인 관리(SNMP)
	Active Directory 대체 서버 관리(SNMP)
	서버 중복 관리(SNMP)
	Active Directory DNS 로케이터 관리(SNMP)

	DNS 이름 서버 설정 관리(SNMP)
	LDAP에 대한 ILOM 구성(SNMP)
	LDAP 설정 구성(SNMP)

	LDAP/SSL에 대한 ILOM 구성
	LDAP/SSL 인증서 관리(SNMP)
	LDAP/SSL 관리자 그룹 관리(SNMP)
	LDAP/SSL 연산자 그룹 관리(SNMP)
	LDAP/SSL 사용자 정의 그룹 관리(SNMP)
	LDAP/SSL 사용자 도메인 관리(SNMP)
	LDAP/SSL 대체 서버 관리(SNMP)

	RADIUS 설정 구성(SNMP)
	RADIUS 설정 구성(SNM)


	구성 요소 정보 및 전자 메일 경고 관리 (SNMP)
	시작하기 전에 - 구성 요소 정보(SNMP)
	구성 요소 정보 보기
	구성 요소 정보 보기

	시계 설정, 이벤트 로그, Syslog 수신기 및 경고 규칙 관리
	시계 설정 보기 및 설정
	ILOM 이벤트 로그 보기 및 지우기
	원격 Syslog IP 대상 구성
	심각도 수준 경고 규칙 구성

	전자 메일 경고 알림에 사용할 SMTP 클라 이언트 구성
	경고 알림을 사용하도록 SMTP 클라이언트 구성 (SNMP)

	전자 메일 경고 설정 구성(SNMP)
	전자 메일 경고 설정 관리(SNMP)

	Telemetry Harness Daemon 구성(SNMP)
	Telemetry Harness Daemon 설정 관리(SNMP)


	시스템 전원 모니터링 및 관리(SNMP)
	시작하기 전에 - 전원 관리(SNMP)
	전력 소비 인터페이스 모니터링(SNMP)
	시스템 총 전력 소비량 모니터링(SNMP)
	실제 전력 소비량 모니터링(SNMP)
	개별 전원 공급 장치 소비량 모니터링(SNMP)
	가용 전력 모니터링(SNMP)
	하드웨어 구성 최대 전력 소비량 모니터링(SNMP)
	허용 전력 소비량 모니터링(SNMP)
	전원 관리 등록 정보 모니터링(SNMP)

	시스템 전원 정책 유지 보수(SNMP)
	전원 정책 보기 및 설정(SNMP)

	시스템 전원 등록 정보 관리(SNMP)
	시스템 전원 켜기(SNMP)
	시스템 전원 재설정(SNMP)


	Oracle ILOM 펌웨어 업데이트 관리 (SNMP)
	Oracle ILOM 펌웨어 업데이트(SNMP)

	ILOM 백업 및 복원 구성 관리(SNMP)
	백업 및 복원 등록 정보 확인 및 구성 (SNMP)

	SPARC 진단, POST 및 부트 모드 작업 관리(SNMP)
	시작하기 전에 - SPARC 호스트 관리 (SNMP)
	SPARC 진단, POST 및 부트 모드 등록 정 보 관리(SNMP)
	SPARC 호스트 진단 등록 정보 관리(SNMP)
	SPARC 호스트 POST 작업 관리(SNMP)
	SPARC 호스트 부트 모드 등록 정보 관리(SNMP)
	SPARC 호스트 키 스위치 등록 정보 관리(SNMP)


	IPMI를 사용하여 서버 관리
	지능형 플랫폼 관리 인터페이스 (Intelligent Platform Management Interface, IPMI)
	IPMI 정보
	IPMItool
	IPMI 경고
	IPMI Administrator 및 Operator 역할

	IPMI 상태 구성
	IPMI 상태 활성화(CLI)
	IPMI 상태 활성화(웹)

	IPMItool을 사용하여 ILOM CLI 명령 실행
	시작하기 전에 - IPMItool 및 ILOM 요구 사항
	IPMItool에서 ILOM CLI에 액세스
	IPMItool을 사용하여 ILOM CLI 명령 스크립트 작성

	시스템 관리 작업 수행(IPMItool)
	시작하기 전에 - ILOM 및 IPMItool 요구 사항
	센서 목록 표시(IPMItool)
	단일 센서 세부 정보 보기(IPMItool)
	호스트 전원(IPMItool)
	호스트 전원 끄기(IPMItool)
	호스트 전원 순환(IPMItool)
	호스트를 올바르게 종료(IPMItool)
	ILOM Power Budget Interface 관리(IPMItool)
	FRU 제조 세부 정보 표시(IPMItool)
	IPMItool을 사용하여 ILOM 이벤트 로그 표시

	IPMItool 유틸리티 및 명령 요약

	WS-Management 및 CIM을 사용하 여 서버 관리
	WS-Management 및 CIM 개요
	WS-Management
	CIM(Common Information Model)
	SMASH(System Management Architecture for Server Management)


	ILOM에서 WS-Management에 대한 지원 구성
	시작하기 전에 - WS-Management 요구 사항
	WS-Management 서비스 상태, 전송 모드 및 포트 번호 편집(CLI)
	WS-Management 상태, 전송 모드 및 포트 번호 편집(웹)

	지원되는 DMTF SMASH 프로필, CIM 클 래스 및 CIM 표시
	지원되는 DMTF SMASH 프로필 및 CIM 클래스
	지원되는 CIM 표시


	Oracle Sun 지원 CIM 클래스
	Oracle의 Sun 지원 CIM 클래스에 대한 문서 규약
	Oracle_AssociatedIndicatorLED
	Oracle_AssociatedSensor
	Oracle_Chassis
	Oracle_ComputerSystem
	Oracle_ComputerSystemPackage
	Oracle_Container
	Oracle_ElementCapabilities
	Oracle_ElementConformsToProfile
	Oracle_EnabledLogicalElementCapabilities
	Oracle_HWCompErrorOkIndication
	Oracle_IndicatorLED
	Oracle_InstCreation
	Oracle_InstDeletion
	Oracle_LogEntry
	Oracle_LogManagesRecord
	Oracle_Memory
	Oracle_NumericSensor
	Oracle_PhysicalAssetCapabilities
	Oracle_PhysicalComponent
	Oracle_PhysicalElementCapabilities
	Oracle_PhysicalMemory
	Oracle_PhysicalPackage
	Oracle_Processor
	Oracle_ProcessorChip
	Oracle_Realizes
	Oracle_RegisteredProfile
	Oracle_RecordLog
	Oracle_ReferencedProfile
	Oracle_Sensor
	Oracle_SpSystemComponent
	Oracle_SystemDevice
	Oracle_ThresholdIndication
	Oracle_UseOfLog

	SNMP 명령 예
	snmpget 명령
	snmpwalk 명령
	snmpbulkwalk 명령
	snmptable 명령
	snmpset 명령
	snmptrapd 명령

	색인


