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Declaration of Conformity (Fiber MMF)

Venus-FI
Sun Crypto Accelerator 4000 - Fiber (X4012A)

Compliance Model Number:
Product Family Name:

EMC
USA - FCC Class B

This equipment complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This equipment may not cause harmful interference.
2) This equipment must accept any interference that may cause undesired operation.

European Union

This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

As ’Il’glecl:,tlm)imunication Network Equipment (TNE) in both Telecom Centers and Other Than Telecom Centers per (as
applicable):

EN300-386 V.1.3.1 (09-2001) Required Limits:

EN55022 /CISPR22 Class B

EN61000-3-2 Pass

EN61000-3-3 Pass

EN61000-4-2 6 kV (Direct), 8 kV (Air)

EN61000-4-3 3 V/m 80-1000MHz, 10 V/m 800-960 MHz and 1400-2000 MHz

EN61000-4-4 1 kV AC and DC Power Lines, 0.5 kV Signal Lines,

EN61000-4-5 2 kV AC Line-Gnd, 1 kV AC Line-Line and Outdoor Signal Lines,
0.5 kV Indoor Signal Lines > 10m.

EN61000-4-6 3V

EN61000-4-11 Pass

As information Technology Equipment (ITE) Class B per (as applicable):

EN55022:1998 /CISPR22:1997 Class B
EN55024:1998 Required Limits:
EN61000-4-2 4 KV (Direct), 8 kV (Air)
EN61000-4-3 3V/m
EN61000-4-4 1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines
EN61000-4-5 1 kV AC Line-Line and Outdoor Signal Lines, 2 kV AC Line-Gnd,
0.5 kV DC Power Lines
EN61000-4-6 3V
EN61000-4-8 1A/m
EN61000-4-11 Pass
EN61000-3-2:1995 + A1, A2, A14 Pass
EN61000-3-3:1995 Pass

Safety

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:



EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
1IEC 60950:2000, 3rd Edition
Evaluated to all CB Countries
UL 60950, 3rd Edition, CSA C22.2 No. 60950-00

Supplementary Information
This product was tested and complies with all the requirements for the CE Mark.

/S/ /S/

Dennis P. Symanski Pamela ] Dullaghan

Manager, Compliance Engineering Quality Program Manager

Sun Microsystems, Inc. Sun Microsystems Scotland, Limited
4150 Network Circle, MPK15-102 Springfield, Linlithgow

Santa Clara, CA 95054, USA West Lothian, EH49 7LR

Tel: 650-786-3255 Scotland, United Kingdom

Fax: 650-786-3723 Tel: +44 1 506 672 395

Fax: +44 1 506 672 855

Declaration of Conformity (Copper UTP)

Compliance Model Number: ~ Venus-CU
Product Family Name: Sun Crypto Accelerator 4000 - Copper (X4011A)

EMC
USA - FCC Class B

This equipment complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This equipment may not cause harmful interference.
2) This equipment must accept any interference that may cause undesired operation.

European Union

This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

As ’Il’glecl:,tlm)imunication Network Equipment (TNE) in both Telecom Centers and Other Than Telecom Centers per (as
applicable):

EN300-386 V.1.3.1 (09-2001) Required Limits:

EN55022 /CISPR22 Class B
EN61000-3-2 Pass
EN61000-3-3 Pass
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EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-11

6 kV (Direct), 8 kV (Air)
3 V/m 80-1000MHz, 10 V/m 800-960 MHz and 1400-2000 MHz
1 kV AC and DC Power Lines, 0.5 kV Signal Lines,

2 kV AC Line-Gnd, 1 kV AC Line-Line and Outdoor Signal Lines,
0.5 kV Indoor Signal Lines > 10m.

3V
Pass

As information Technology Equipment (ITE) Class B per (as applicable):
EN55022:1998 /CISPR22:1997

EN55024:1998 Required Limits:

EN61000-3-2:1995 + Al
EN61000-3-3:1995

Safety

EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-8
EN61000-4-11
, A2, Al14

Class B

4 kV (Direct), 8 kV (Air)
3V/m
1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines

1 kV AC Line-Line and Outdoor Signal Lines, 2 kV AC Line-Gnd,
0.5 kV DC Power Lines

3V
1A/m
Pass
Pass
Pass

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:2000, 3rd Edition

Evaluated to all CB Countries

UL 60950, 3rd Edition, CSA C22.2 No. 60950-00

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/ /S/
Dennis P. Symanski Pamela ] Dullaghan
Manager, Compliance Engineering Quality Program Manager

Sun Microsystems, Inc.

4150 Network Circle, MPK15-102

Santa Clara, CA 95054,
Tel: 650-786-3255
Fax: 650-786-3723

USA

Sun Microsystems Scotland, Limited
Springfield, Linlithgow

West Lothian, EH49 7LR

Scotland, United Kingdom

Tel: +44 1 506 672 395

Fax: +44 1 506 672 855



vi  Sun Crypto Accelerator 4000 R— K4 > X b—JLY=a7JL 2003 5 A



Regulatory Compliance Statements

ORI, KOBERBIZMED 7 T APRHL SN TVET,

KFEE R B S (FCO) — 7 A U WA RE

AT X BUFRER T ¥ 2 Mg LMK (ICES-003) — 174

T PRAL RS 1 A5 TR P B B a2 (VCCL) — B A

BIEER IR ERERR (BSMI) — 615

AEBAZRBETHLANC, ERICHRHINTNDIY—27 1T~ T, YT 581%2 L BFHALIEE N,

FCC Class A Notice
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is
not installed and used in accordance with the instruction manual, it may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which case the user will be required
to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply with
FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures:

® Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
¢ Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to
maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.
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ICES-003 Class A Notice - Avis NMB-003, Classe A
This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

ICES-003 Class B Notice - Avis NMB-003, Classe B
This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.
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BSMI Class A Notice

The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.
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AVA M=V ENTODENE I DEFHERL TSIV,

Ry FiE. RO Web A b ¥ rm— RRTEET,

http://sunsolve.sun.com

BHOAR—Ca DRy Fh A A R—LLTLEEWN, NoFONR—V g UBRHL
IpBE, N T LBOET (01 2 8) BREL AV ET, Web 4 Mk b
Ny FOR=Va VB, ROBICELHEINTHDEAA—T a3 v LY REWVHTFOGH
IZ. Web ¥+ ROy FREHFHONN—T 3 T,

WEE TNy F 3 SunSolve™ 72 b AFTE g ald, THRAKICEBHMWE DR
S,

Apache Web H—/\—/\vy F

Apache Web — "—Zff 4 25513, /Sy F 109234-09 &1 A b—F HMHE
WY EY, SUNWkcla Ny r—UEBINT 5L, AT AL Apache Web ¥ —
X—H® mod_ssl 1.3.26 23Rk S E 4,

Sun Crypto Accelerator 4000 R— F4 X b—JLY=27FJL « 2003 % 5 A



Solaris 8 /Ny F

Z O T 5 Solaris 8 DM/ Ny F EHELENR Yy FERLET, R 1712, &

RNy FaRrLET,

x1-7 Sun Crypto Accelerator 4000 ¥ 7 ~ ¥ = 7 ® Solaris 8 #ZH/ > F
AT Bl

110383-01 libnvpair

108528-05 KU-05 (nvpair #4H— )

112438-01 /dev/random

Solaris 9 M/\vy F

HAEDE Z A, Solaris 9 DME Ny FITH Y X8 A,
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W
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Sun Crypto Accelerator 4000 7R—
D ELY 5 1F

ZOE T, Sun Crypto Accelerator 4000 /~— F¥ =7 OV AHF HikB LY 7 K
VT DA VA M= AVFECOWTHALET, ZOFEE, RO THRSNET,

13 RX=v 0D [R—FOEY HFi)

14 X—=T D [R— RO {17

16 ~—® [Sun Crypto Accelerator 4000 ¥ 7 NV =7 DA A k—/)1 ]
9_=2D [F 417 PUBIOT 741

21 =y [V 7 by =7 OHIR)

R— FOERY KL

BAR— RiL, HEFER L ORERRORED 2D, BB ER LRI A> TWE
T, B— K LEOFHERUICIHVELOBEZ T2, KOWTNOOFIET, R—F
WAk D RTICE ROFHER EZ Y BRWTL 72 E 0,

m 2o —ZDEREICHNS
m FHFEXKGIEAVANA NI v TR TFEHET —AINTZEBHIZEESET D

AR - A FLOBERUCTHOIBMOBEEZ 7200, R— FEH 5 L X THE
KAV ARARNT o TE2HEEZE LT, R— ROBHOHPTE T 2R~ T EEN,
A= RIIXEICEFHFELP LR (R— R A>T E=— 48R L) ICENW TS
A

13



AR— ROER Y 41+

Sun Crypto Accelerator 4000 A — FOH Y T FIATIL, A— KO AT h~DffEA
BIRY T R 2TV —LDA A=A EITVWET, ~"— 7 =7 O FFIFI2D
WTIE, A— FO— 720 T FRIEZ T E2RHEL TWET, VAT AEFOHRDY
MFFIEZSOWTIE, ZHEHADOYV AT A BT E2~=2T7 Va2 L TLIEEN,

VIN—FDxzT7ZRYFFIT5

1. 2—N\—21—H—T, CHEAODVATLIZMABT AR a2 7ILOEFRIZESTVRT
LZEELELFET, RIZ, AVE2—2DERZUY. ERI—F&#HLTavEax—
BDAN—FRYSLET,

2. FRSATVWELWPCIREY ~ (64 Ev b, 66 MHz DX Oy & #E) #iEL F
ERS

3. FHICHESMIEAYR MRSy TEERL, 35— ADmET—RESh-ERE
[CHEHELES.

4. 7S ZRORLEILEZFEALT,. PClRAY FOANR—M R CERYSNLET,
FIES5 THOEZEET 572012, RV LR CERELTREEET,

5. Sun Crypto Accelerator 4000 R— FDIHD IR 2T EH > TE=—LERMSETY H
L. PCl 2By MZEALT, SEAOBHEZRLTEELEY,

6. AIVEA—EZDAN—Z2ROMEIZRY 1T, BRI—FEEKELTIRATLOER
EANFET,

7. OpenBoot PROM (OBP) ® ok 7A > 7 kT show-devs A% > KZETL T, h—
FAELSHRYMTOATWSZEEEELET.

ok show-devs

/chosen

/packages
/upa@8,480000/SUNW, ££fb@0, 0
/pci@8,600000/network@l
/pci@8,600000/SUNW, glc@4d
/pci@8,600000/SUNW, glc@4d/fp@0, 0

ZDOBFITIE, /pcie8, 600000/network@l A% Sun Crypto Accelerator 4000 7R — R
DFNA ARZNZIENET, VAT ADOR— R L2 1 DOITRFRINET,
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Sun Crypto Accelerator 4000 D7 /S A Z @M EL <

REINTWNDEMNE D D E R

THINE, ok TRV EMBTNA ARRIZEH, .properties & AJ] L TEME
D—RERRLET,

ok cd /pci@8,600000/network@l

ok .properties
assigned-addresses

d-fru-len
d-fru-off
d-fru-dev
s-fru-len
s-fru-off
s-fru-dev
compatible
reg

address-bits
max-frame-size
network-interface-type
device_type

name
local-mac-address
version

12.11.13 02/10/31
phy-type
board-model

model
fcode-rom-offset
66mhz-capable
fast-back-to-back
devsel-speed
class-code
interrupts
latency-timer
cache-line-size
max-latency
min-grant
subsystem-id
subsystem-vendor-id
revision-id
device-id
vendor-id

82000810 00000000 00102000 00000000 00002000
81000814 00000000 00000400 00000000 00000100
82000818 00000000 00200000 00000000 00200000
82000830 00000000 00400000 00000000 00100000

00 00 00 0O

00 00 e8 00

eeprom

00 00 08 00

00 00 e0 0O

eeprom

70 63 69 38 30 38 36 2c 62 35 35 35 2e 31 30 38

00000800 00000000 00000000 00000000 00000000
02000810 00000000 00000000 00000000 00002000
02000814 00000000 00000000 00000000 00000100
02000818 00000000 00000000 00000000 00200000
02000830 00000000 00000000 00000000 00100000

00 00 00 30

00 00 40 00

ethernet

network

network

08 00 20 aa bb cc

Sun PCI Crypto Accelerator 4000 1000Base-T FCode

mif

501-6039
SUNW, pci-vca
00000000

00000001
00100000
00000001
00000040
00000010
00000040
00000040
00003de8
0000108e
00000002
0000b555
00008086

% 2E Sun Crypto Accelerator 4000 7R— FDE Y {1+
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Sun Crypto Accelerator 4000 ¥V 7 b =
TDA VA ER—I

Sun Crypto Accelerator 4000 ¥ 7 7 = 7 1%, Sun Crypto Accelerator 4000 CD (ZUX
F I TWET, SunSolve Web ¥+ binb Ry FE XU n— RTH50ERH L8
HNRHY ET, ML 10—V 0 TWHENSyTF| 2ZRLTIEIN,

VIbDIT7ZA A M—ILT S

. DRTLICHEHE SN TS CD-ROM K354 JIZ. Sun Crypto Accelerator 4000 CD

EEALEY,

m A7 AT Sun Enterprise Volume Manager™ % 317 L T\ 2 %34, CD-ROM I
/cdrom/cdrom0 7 4 L7 FUICHEICY T b ERLET,

m A7 AT Sun Enterprise Volume Manager % 317 L TWRWEAIX, RO X D
IZAJJLTCD-ROM #~ 7 FLET,

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom

Sun Crypto Accelerator 4000 Ri— K4 X b—J)JLY =2 7))L » 200345 5 A




/cdrom/cdrom0 7 4 V7 R UIZIE, ROTZ7ANVBILOT 4 L7 NUBHY £7,

F* 2-1 /cdrom/cdrom0 7 4 L7 MVIZHD T 7 AL
T7ANERE ES
TaLI R
Copyright FVEMET 7 AV (WE5E
FR_Copyright FBARWET 7 AV (7 T RGEE)
Docs [Sun Crypto Accelerator 4000 R — KA ' A h—/~v =27 V] (ZO~v==2T /L)
['Sun Crypto Accelerator 4000 R — K ZfE iz 7= > TJ
Packages D Sun Crypto Accelerator 4000 Y 7 b U =7 Ry r— U NEENET,

SUNWkc12r WS b — R a s R—x b

SUNWkecl2u B EH—T 4t VT 4 —BLOTA 7T

SUNWkc12a Apache ® SSL #— | (£7+ 3 >)

SUNWkc12m LB~ =2 T = (AT a3 V)

SUNWvcar VCA Crypto 77 &7 L—4% (Jb— 1)

SUNWvcau VCA Crypto 77 £ 7 L—%4 (=—¥%—)

SUNWvcaa VCA &8

SUNWvcafw VCA 77 —ALTU=xT

SUNWvcamn VCACrypto 7 78I L =4 ~v=a T A=Y (XS a )
SUNWvcav VCACrypto 777 L—4%® SunVIS 7 A I (A7 a )
SUNwWkcl2o SSL By — LB LI RTFA T TV (A7 ay)

SUNWkcl12i.u KCLv2 Crypto % f# i3 % IPsec ®@&#E(L (47 3 V)

W r =3, AT a N —Vk A A M=/ T BRI, FFEDNEFTA
VAR LT HEVLERBYET, WA TF—VEA VARV LTI AT
var RNy —=VEEEDIERFTA A b= BIOHIEETE £,

Web #—/3—& LT Apache 2§ 255G ICRY | 472 3 >0 SUNWkel2a /3>
=Tk A A=AV LET,

Apache Web —/S—DZD (7R — F I TV W) N—T g > L T 25
BIWRY . A7 a »® SUNWkel2o Ry r—T% A VA =L LET,

SunVTS 7 A 2 RITT2HAIZBY . A7 3 O SUNwvecav Ny 7 —T %A v
A M=/ LET, SUNWvcav Ny 7 —T% A A M=)V T D551,

SunVTS 44 ~5x A A=/ L TEBLILERDHY £,

- A7 a O SUNWkel2iu Ny 7 —PI2iE, Sun Crypto Accelerator 4000 CD
ECom wIERTFH/MNTOET, 2Oy =Tk A VA M= T D L AR
SUNWkc12i ICZE SN E T, CD BT .u RT3 VT oDk, 7Sy 7 —278
sundu 7 —F 7 7 Fx —EHATHD I & &2RT 2D TT,

% 2E Sun Crypto Accelerator 4000 /R— FDE Y #+(+ 17



2. RDESITAALT, BEAVI M TNRY 75— VA —)LLET,

# cd /cdrom/cdrom0/Packages
# pkgadd -d . SUNWkcl2r SUNWkcl2u SUNWvcar SUNWvcau SUNWvcaa SUNWvcafw

3. (&) pkginfo ATV FZETLT. VI FDz7HETICA VA =L Eni=Z
LEHRLET,

# pkginfo SUNWkcl2r SUNWkcl2u SUNWvcar SUNWvcau SUNWvcaa SUNWvcafw
system SUNWkcl2r Cryptography Kernel Components
system SUNWkcl2u Cryptographic Administration Utility and Libraries

system SUNWvcar VCA Crypto Accelerator (Root)
system SUNWvcau Crypto Accelerator/Gigabit Ethernet (Usr)
system SUNWvcaa VCA Administration

system SUNWvcafw VCA Firmware

4. (IEE) prtdiag ATV FEEITLT,. FSAN\DHEAFRAEN - LEZHEELET,
M, prtdiag(Im) DAV SA R ZATILR—=UFSHBLTLESL,

# prtdiag -v

5. (&) modinfo AT Y FZZETL T, HARENLED 21— ILEHERELET,

# modinfo | grep Crypto

62 1317f62 20blf 198 1 wvca (VCA Crypto/Ethernet v1.102)

63 13360e9 12510 200 1 kcl2 (Kernel Crypto Library v1.148)
197 136d5de6 19b0 199 1 wvcactl (VCA Crypto Control v1.19)

T30y s5r—onDA4A A =)L

Apache Web —/3—o SSL A — k& BE{LEH~ == TII/J\O’*‘\/\‘%T%@E?}:)
AT av N =V DB A F—/l/ﬁ“é I KO EIICATILET,

# cd /cdrom/cdrom0O/Packages
# pkgadd -d . SUNWkcl2a SUNWkcl2m
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T arDITRNT 2T R —T%FT_RCA A= TBIZIEE, ROILHITA
jj l_/i‘j‘o

# cd /cdrom/cdrom0/Packages
# pkgadd -d . SUNWkcl2a SUNWkcl2m SUNWvcamn SUNWvcav SUNWkcl2o SUNWkcl2i.u

ZOBIOFT v a Ny r =Y ONEOFEMIT, £2-1 22 RLTIZSWN,

T4LIMN)BEXUTF7AIL

# 2-21Z. Sun Crypto Accelerator 4000 ¥ 7 h 7 =7 DA A F—/VIKHT, T 7 # /L
FCERENDT 4 L7 MU ERLET,

x 2-2 Sun Crypto Accelerator 4000 7 ¢ L' 7 KU

Ta4LI MY RE
/etc/opt/SUNWconn/vca/keydata X —R RTT—% (LI TWV3)
/opt/SUNWconn/cryptov2/bin =T 4 VT 4—
/opt/SUNWconn/cryptov2/1lib YR—=rT7 477
/opt/SUNWconn/cryptov2/sbin BHlao<w R

22112, ZhoDT 47 P BRI 7 A VOREEZ R LET,

% 2E Sun Crypto Accelerator 4000 R— FDHE Y £+ 19




/etc /opt
/opt
/ SUNWconn
/SUNWconn
/vca /cryptov2
/keydata
EELahiz
Ficd
/Fil’l /incilude /llib /mlal’l /slbin /s|sl
FIYhr—3> F;ﬁ%o 77"}’7‘\—*"/3‘/ XY=a7I F—FY Apache
ETEEET AL | PR—F 3473 N—v %"_I;_Iﬁ'é BRYAR— bk
2714

F-AR—=FON—=FU=T7Z#RVFTT, V7 U=2TE2 A=A 1L1bE

I, BB LR —2A T OBRIZE > TR— REVEHLT AXLERH Y £3, KA—
R & FHUET 5 HIEIZ SN T, 63 X—Y D [vcaadm iZ X % Sun Crypto
Accelerator 4000 A — FO#HL] 2B L T E I,
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Y bz T7DHIRKR

FTTIF—RAMTZEHEL TWEEET (67 21—V Tveaadm (L BF—A T D
EH) 2BR). Y7 by =T ZHIRT R0, Sun Crypto Accelerator 4000 A~ — K
OHERICHER L7 — X N TIHEREHIBFRT OLENH Y £, zeroize 2w %
EATT D & TN TORFMDHIFRS L E T, Sun Crypto Accelerator 4000 73— K
EROAFTEEARA DT 7 A N AT BDTRMNE N TNDHF—A N T 7 7 A )V
HIFR SV EH A, zeroize < FOFEMIL, 78 ~X—® [Sun Crypto
Accelerator 4000 A — FOEFHOIEE] 2SR LTIV, Y AT AT S L7z
F—ART T 7 ANVEHRT 2ITF, A—"—a—PF =l TF—A T 77 AV
ZHIBRLET, F—AFTEERL TORWEAT, ZOFIEEZEAKE L TS0,

FE -HHTOXF—X T, FRREIO—F—BLRF—X T EHEH LT
BEF—AMTITHIBELZWTL &N, F—A MNT 2 HHBEIZEBBT 521X, Web
PR VE Y — N EFTOM T OEIER MBI R DEAERH Y T,

JEE — Sun Crypto Accelerator 4000 ¥ 7 b v = 7 Z Kk 3 2 A2, Sun Crypto
Accelerator 4000 A — K& EH T 5 Web tr—_—ZfEHATIZT 2 LERH D F
T, Web y—_—ZEHRAICETICY 7 by =T ZHIERT D & Web —r3—3
HREL 72 < 20 £7,

VI b7 FHIBRT S

A—N\—21—H—T pkgrm AY > FZEFERAL T, FIRDOFIETA VR =L L=V
TrDxT7NRyG—DFEIT#BIBRLET,

FE - A VA=A LAy =, RIRTIETHIBRT 20 ERH D £, =
DNEIZ Ry =V FBIBRL W E | KFEEREAEL, I—RNVET 2 — VA VA
h—nEN=EFITHRY EI,

FTRTORY T —T% A A =L LT EBA T, ROIEICHIBRL .

# pkgrm SUNWkcl2o SUNWvcav SUNWvcar SUNWkcl2a SUNWkcl2u SUNWkcl2r
SUNWvcamn SUNWkcl2m SUNWkcl2i SUNWvcaa SUNWvcafw SUNWvcau

% 2E Sun Crypto Accelerator 4000 /R— FDE Y #+(+ 21




7 — SunVTS AEIME L TV A HREET, Sun Crypto Accelerator 4000 A — K SunVTS
T A b (SUNWvecav) Z A > A b —/L £ ZIFHIBR LIZBE81i, Z0EE0dh L,
TEDLTARNEEFTHIDICV AT AOH T —T OETNNEILRDZEBH Y
F34, HMIE, SunVIS D~ =aT7 L EZZBRL T FFEW,
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KSAI1N\INS A ZDETE

ZOE T, Sun Crypto Accelerator 4000 @ UTP I & Y MMF Ethernet 7 % 7" % 73

M % vea T8 A RTANNRG AL ORETIEZONTHIILES, ZOFE

T, ROFTHRSNLET,

m 23 ~—® [Sun Crypto Accelerator 4000 Ethernet 7 /34 2 R Z A /X (vea) DX
T AL

m 32 X—=VD lvca FTA/RT A ZDRIE |

m 40 ~—T® [OpenBoot PROM Zffi f] L 7-#f5i/ N7 A Z# DB AL — 3
T NB L OlE— RO b 2

m 42 ~—2® [Sun Crypto Accelerator 4000 i 51t K Z A /33 L Uf Ethernet N5 A
NOBEIZEE T % et )

m 50 X—=TD [y bU—7 KRk

Sun Crypto Accelerator 4000 Ethernet 7
INA R RS A47N (vea) DINT A A

vea 73 A R Z 4 3%, Sun Crypto Accelerator 4000 @ UTP 3 & U8 MMF
Ethernet 7 /3 A Z ZHilffl L £9, vea FZ A /N, Sun Crypto Accelerator 4000
@ UNIX @ pci 4 BIEETH D pcilod8e, 3de8 IZHEATHIT LN TWET (108e 1F
Ry F— 1D, 3de8 % PCIL 5 /34 2 ID),

vea T NA XA RTANNRT AL ZFEHTRET DI LT, VAT LIZEDETH Sun
Crypto Accelerator 4000 7 /31 A& N AZ <A ATEET, ZOHITIE, A— FHRHE
M3 % Sun Crypto Accelerator 4000 Ethernet 7 /3 2 DFERE DMEEZ DV THEA L
¥9, Fh, HHTE D vea THAA A RTANNRTI AL O—RizmR L, ThbDN
T ABOBEFTFECONTHHALET,

Sun Crypto Accelerator 4000 @ Ethernet UTP 3 X O MMEF PCI 7 & 7 # [%, 35 ~—
Yo TH#x Iy —y g e — NEFHEHE— FORE] (ORTHEL LT —
RTEMETE LT, 7740 FTIE, vea 7 /3 RTHEfide (B T) L B8R =

23



vr—y g E— RCTHEIEL., speed L O duplex. link-clock /3T A Z (23t
W 2EIEE— FERELET, link-clock /X7 X ¥ (%, A— K73 1000 Mbps T

FEL CTWAELEIZOARBANTYT, vea T3 ATiE, 2B T A &2k E—
ERETHZILEHTEET,

FE - B A IEFICHSLT 5121, speed B L duplex, link-clock
(1000 Mbps (07%) D& ST A 5 % | G TFIZADECABIHF T T g ve—

F 72 i35EH T — N _uﬁbf@ﬂ’ﬁéﬁéz%ﬁ)% DNEF, TNHDNT XK G
FLRILE—RIZLTEELTCW WS, Xy hU—7 27— AL FET, FEM

(¥, 40 ~—® [OpenBoot PROM % fii fl L7 #kfi/ N7 A ¥ OHE T — 3
YE- RBLUHEIE—-FOUIV Ex) 2L TS0,

KSANNTAZEELUVESE

#3111, vea T A ARTANDNTAZBIOHREERLET,
= 3-1 vea R ARNDRT A 23 LOUREE, A
AR RE Bk
instance LMD BLOEERARF TR AL AZL A

adv-autoneg-cap
adv-1000fdx-cap
adv-1000hdx-cap
adv-100fdx-cap
adv-100hdx-cap
adv-10fdx-cap
adv-10hdx-cap
adv-asmpause-cap
adv-pause-cap
pause-on-threshold
pause-off-threshold
link-master
enable-ipg0

ipg0

ipgl

BAIY I ZOFEE AT
BAIY I ZOFEE AT
FAHY B LOE X 1AL W]
FAERY B LOEZ 1AL W]
BAIY I ZOFEEIALT]
BAIY I ZOFEE AT
FAHY B LOEZ 1AL W]
FAHY B LOEZ 1AL W]
BAIY I JOFEEIALT]
BAIY I ZOFEEIALT]
FAHY B LOEZ 1AL W]
FAERY B LOEZ 1AL W]
BAIY I ZOFEEIALT]
BAIY I JOFEEIALT]
FAHRY B LOE 1AL W]

BEE— KT A X

BIEE— KT 2% (MMF 7 % 7% D#H)
BIEE— FF 2 ¥

BEE— KT 2% (UIP 7 ¥ 7% D)
BIEE— KXFZ X% (UTP 7 X 7 % D &)
BIEE— KXZ X% (UTP 7 X 7 % D &)
BEE— KT A% (UIP 7 ¥ 7% D)
7o —filffl T AL
7o —filfH 7 Az
7o —filfH T Az
7o —filffl T AL
1 Gbps O# i Dl €
2y R IEE RO BINEAE % A IS E
PRy N RRE HT O BN AE

Ry MRS A B

— k5T A

U

alll
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= 3-1 vea R ARND/RT A2 LONREE, Hi8 (fe &)

AR RE Bk
ipg2 A BILOEFEZIALT Ry MERAT A X

rx-intr-pkts
rx-intr-time
red-dv4toék
red-dvéto8k
red-dv8tolOk
red-dvl0tol2k
tx-dma-weight
rx-dma-weight
infinit-burst

disable-64bit

BAIY I ZOFEE AT
FAHY B LOEZ 1AL W]
FAHY B L OEZ 1AL W]
BAIY I ZOFEE AT
BAIY I ZOFEEIALT]
FAHY B L OEZ 1AL W]
FAHRY B LOEZ 1AL W]
BAIY I L OFEEIALT]
BAIY I L OFEEIALT]
FAHRY B L OE 1AL W]

¥

ZEE AR T T X Tl
ZERVIALT T % TE
U LAREIMEB LU v b Fa vy h L
T U LRBREB LNy R Ry SRS hy
AV NS 1) i PSR O AT/ N N = S A/ %
U LAREIMEB LU v b Fa vy h L
PCAA BT z2—ANTAH
PCl AV H T 2—ANRT AL
PCl AV H T 2—ANRT AL
PCAA BT z2—ANTAH

alll

I

pulll

B SN D HER/ND A S

Z 2RI NT A X, speed B LN duplex #5537 A X B E%AE
ANDOEFATICEREZ BTN E I DERELET, £ 3212, @ifET— K
FAEBIOZEDOT 7 4V MEERLET,

LTCvca F7

WRE SN TVET,

F - RTAXOYHREN 0 DBEFEFT LI ENTEEHA, 0 DR EELE
FLEY2ELTH, OIZRVET, T74/NLFTIE. ZNEDNRT AFIIED vea T
INA ZADHERRITIR U T

EIE FSANNTALIDHRE
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# 3-2 1277 £ 912, Sun Crypto Accelerator 4000 UTP 7 & 7" % O i@ A S i 5 1
RZ A% & Sun Crypto Accelerator 4000 MMF 7 4 7" % O#zfii /N7 A 2 \ZILEW A
&) D ij‘o

*® 3-2 BEE— F T A~

NS AR Bl

WDs3Z X 2%, Sun Crypto Accelerator 4000 ® UTP 3 KO MMF 7 & 7 # (T 2Ll T,

adv-autoneg-cap N BT =T REHT DR — R A VBT = — ADHRE
0 = Ffi|e— K
l=H#hxrIv ==z (FT74L 1)

WDRT A &%, Sun Crypto Accelerator 4000 » MMF 7 4~ % 7213 TH# T3,

adv-1000fdx-cap SN R = 7 PRMMT D =R A VBT = — ADHEHE
0 =1000 Mbps, 4= ~HEARTA
1=1000 Mbps, & "] (7 7+ /L )

WDs3Z X 2%, Sun Crypto Accelerator 4000 ® UTP 3 KO MMF 7 # 7" # (C 2Ll T,

adv-1000hdx-cap N R = 7 PRMMT D R — I BT = — ADHEHE
0 =1000 Mbps, - —FEAH
1=1000 Mbps, - "] (77 # /L )

WD3F A &%, Sun Crypto Accelerator 4000 » UTP 7 4 7' % 1213 CH#H T,

adv-100fdx-cap N RU =T PBET DR — N A BT = — ADOREHE
0 =100 Mbps, 4= "FARH
1=100 Mbps, £ F (77 4/ })

adv-100hdx-cap N= R = T RWENT D — DA B T 2 — A DHHE
0 =100 Mbps., ¥ _EAH]
1 =100 Mbps. ¥ _&W (7 7+ /L })

adv-10fdx-cap N= R T PEAT DR — A E T = — ADHEHE
0 =10 Mbps, &= _EHARH
1=10Mbps, &_HEW (T 7 /L )

adv-10hdx-cap N= R = 7 RBAT D r— R A VBT = — ADHHE

0 =10 Mbps, - ZHAH
1=10Mbps, ¥ A (T 7 4/ I)
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%ﬁ@ﬂﬁf5ﬁ?NflpmiéﬂTW5%ﬁ\§@$Z/I*V5/iﬁﬁf%
AIEERELRIRLET, NTAERNTRTOICHRESNTWEEEIT, kOTT—
Ao —UNERENET,

NOTICE: Last setting will leave vca0O with no link capabilities.
WARNING: vcal: Restoring previous setting.

I — ZOPFITIE, vea0 A% Sun Crypto Accelerator 4000 AR — K 0)7/\/1’ 24T,
vea DILFHNE, TXTD Sun Crypto Accelerator 4000 A — RIZH@TY, Z DL
FHNNE, B R ROFAA AL RS L ABEBFE ET. LEAS->T, vea
R—=FRDOTINA AL AL AFZIT 0 TY,

J0—HE/NT AR

Wﬁ?ﬂ%%i E%&H&@7V*ANwX®)/7vNN7ﬂ*ﬂﬁ7ﬂF:

ICHELT B2 R— AT L— DY — v 7 (EE) BEROZ —I 52 —F 1 7 (%18)
_ﬁmbfwiﬁ-marﬂ4xi %mtt7mw%@7v% Wit U TRk L —

b%%&ﬁ:&ﬁf%iﬁoit\%ﬁmiﬁ:@%%%%ﬁ—bbfmé%ém
., 7a—HlT L — 2% XE LT, i FOREL— M ER LTI TEE
T, 74/ FTIE, BRI —2 g il RIANIIR—XT7 L —LD%EE
BLORGENRARTHDLIZ EammLET,

#3312, 7e—HHOF—U— FBLOZOKEL R LET,

% 3-3 FAMY B L OFZ AR ARER 7 v — il % — U — FoH

F——F

B2l

adv-asmpause-cap MMF LN UTP 7% 7 Z %, ERFFROR—X %2 R—FLET, Lo

adv-pause-cap

T, vea 7L A —H M TOH—RHEILT 5 2 LR TEET,
0=47 (F7+1 1)
1=

ZDORT A Z 21, adv-asmpause-cap DEIZIE U T, 2 OOF®R1ZH VY £4°,
(74 k =0)

INTARIE + NS A BTE = H]

adv-asmpause-cap= adv-pause-cap=

1 1F72130 adv-pause-cap IZ L > T, ¥bbH
DFHHDOR—RT7 L— hEHHT
D ERELET,
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% 3-3 FLAHLY B L OEZIAHDATRER 7 v —{illi# % — U — FOHMHA (F )

F—0—F Hil:L]

1 1 R—=XT7 L —AFZfEEnE 30,
EEEIhERA,

1 0 R—=A7 L — NFEE S E T,
ZEINER A,

0 1 R—=X7 L —AFEZRFEINET,

0 1F7130 adv-pause-cap IZ L »> T, "—X
HEEDA L FlI3A 7 HRELF
7

pause-on-threshold {5 (RX)FIFO ThD, 64 A b7 0y 7 HEHRELE T, TOXREIIELC T,
A— K23 XON-PAUSE 7 L — L&A LE T,

pause-off-threshold RXFIFO ThD, 64 A b7 u v 7 HEHRHELET, ZOREIIELT, A— KA
XOFF-PAUSE 7 L — A& LE T,

Gigabit #&HlE— F/85 A 4

Gigabit BT, 20O T A X 2K > T link-master ¥ LFE T, @EEIX, A
[ v F i~ AF— L THERAREBIZLET, TOHEARIL. ZONRNT A X BT
HUBEIIH Y FHA, F ) TRWEAIL, link-master /ST A XX - T, vea T
NA R~ AZ—L UTHEARRRICT 22 &N TEET,

*® 3-4 Gigabit Wi — F/NF 2 &

INT A A SRER

link-master LICRELEES, BEHERAZL—T ThbE, v~ 2 Z—0EE
DAECI D £,
0 ICERELIESA., BTN~ ZAZ —ThHNIE, AL —T0EE
WEDZRY £T (F 74/ F),

Ny REIFR/NS A 2
vea 7 AL, T BT LARE/ enable-ipg0 L MFSE— FEHAR—FLET,

enable-ipg0 A% (F7 4/ M) ICLTA% v FEEET S L. vea 7734 38
IMOEIERFRZ5%E L E 7, ipg0 /3T A ¥ TRIE LB IERFE 2, ipgl B IO
ipg2 /T A X THRE LIBERIBMES N ET, ipg0 TEBIMEBEZHET S 2
LI L > THREE R TEET,
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enable-ipg0 NELOIRAE TIL, ipg0 OEITER I, BMEBEIIRESINEE
o ZTOBEIE, ipgl BL W ipg2 ICL - THETABES I MEH SN E T, 1T
MDY AT L b REOHERE N7 v h R L CEE S o546, enable-ipg0
EEIHZLTL S, enable-ipgd # AN LTS &, v U —2 TR
NARETDEENH Y £9, BIELIL., ipg0 23T A X2 0~ 255 DEZHET D
ZLrTEMTEET, BIEIL., AT 4T ONA MEMICE > THRELE T, # 3-5
IZ. enable-ipg0 BIL W ipg0 /3T A X Dt EZ R~ L £,

* 3-5 enable-ipg0 BL W ipgd #EFKT H/XT A H

INTAH fi& E5BA
enable-ipg0 0 enable-ipg0 1A%

1 enable-ipg0 X&) (T 7+ b =1)
ipg0 0~ 255 Ny NEZE L THhLRETHETOEM

PEIERE] (FFR) (7 7 /v b =8)

vea 73 A, Tu 7T LAREZR /N v Ml (InterPacket Gap : IPG) /37 4 &
ipgl BELWipg2 # %A —bFLET, ipgl & ipg2 &7 L7ZEN, IPG G724
V¥, HEFLEEDY 1000 Mbps D556 @ IPG At 0.096 ~ A 7 2 i T,

#3612, IPGRNTAZDT 74V MEBLOHAMEEZRLET,

#* 3-6 DAY I8 LOEZ AR AR ST v MRS T A 2 Ofi & i

NEFY. fE (N1 FEERE) A
ipgl 0~ 255 sS4y NEIRE L(F 7 40 b =8)
ipg2 0~ 255 sS4y MR 2 (F 7 40 b =4)

T 7N FTIE, RT7A 2N ipgl & 8 /31 FEFIC, ipg2 & 4 /3o MERFRICERE
LT, ZhoOMEIIMEER AT, /S MR &3, #5608 7% 1000 Mbps T
bHWHEIT, HRE LT 1A, FERRET LOICET ST,

Fy hU—27 FIZZnE W EWIPGE (ipgl & ipg2 OAFHE) 2 HT 5 A7 A
WIFELT, xRy FIT—2IZT7 7 AT 5HEEREE L LN HAE. Eho~vy
VDOEWIPG EIZEDE T ipgl & ipg2 Dz K&E LTLEEW,
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EYRAFAHINT A S
#3710, BEHVAHRT TR SRR LET,

= 3-7 WAFHABOADO RX 7T LYK

J4—ILF% E £BA

rx-intr-pkts = 0~ 511 WDy bORER, ZZTHRETAEDO 7 v b
EZELLEORIVIAZLET, BN 0DOHEIL. 7y b
BIZEDT7 TR ZI3ATPRERA (T 74V b =3),

rx-intr-time 0~ 524287 %O/ v FOZIER, 45~ A 7 0fb (usec) 25k L
72 HEIY AL ET, ER 0 OERAIL, BRI T T
XU TIITONUERA (T 740 b =3),

SUALBEI RO Y TINT A S

INSDNRTREEFERTH L Z1E FIFO BV o W R s 2B A7y R & R
0y STAHEIENTEET, T 740 Tk, ZOBREBIXMEARAIC> TWET,
FIFO OfEHAENMRE LT-EICZET D L, HBONUDORESNTZHE T/ N r > R KR
oy 7ENET, FIFO DL~ ER o & X1TiE, HEL KX TALERLY
9, HEAry NI Rey 7ENDZ ERARL, HEHMERICO I PERER
Ao

%= 3-8 RX 7 LARHKH 8 By b7 F L

J4—ILF% E £BA

red-dv4to6k 0~ 255 FIFO L VM2 4,096 ~ 6,144 /S A FOBFED, T
ZABRHBREB L0y K Ray T R7 FL, Ry
TOBEEX, 125% ORiETTr ST ATEET, 2L
ZIE. By hPOERETDHE, ZOL X WHEFEATIE
8y bOIBLERYON Ty v RFeyFIRET
(T 7k =0)

red-dv6to8k 0 ~ 255 FIFO L X\ ME2S 6,144 ~ 8,192 /XA FDGZED, T v
A LARMBRHB X0y F ey 77 b, Ray
TOREEX, 125% OhiETT e ST ATEET, =&
ZIE, By FN8ERETDHE, ZOLEWHEFATIE
8Ty FDIBLEREHIONry v Ry 7E8NET
(FT7 41k =0),
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#* 3-8 RX 7 Z AR 8 By b7 ML (it &)

J4—ILF4 E HilL]

red-dv8tollk 0~ 255 FIFO L VW ME2S 8,192 ~ 10,240 /A FDOFED, T
A LARMBRHB XUy F ey X7 b, Kay
TOREE X, 125% ORIETT R ST ATEET, 2L
ZIE, By b6 ZRETDIE, ZOL X WHEFHTIE
8Ty FDIBERYIONry bR Rr Yy FINET
(F7+1 bk =0),

red-dv10tol2k 0 ~ 255 FIFO L X\ MiEi2s 10,240 ~ 12,288 XA DA D, T
VA LARHBRHB IOy h Rey RS R L, R
oy TOMEIL, 125% ORIETTr ST ATEET,
TeexiE, By N2UAEZRETHE, 2D L XV
TE8 ATy DI LRMO/NN Ty MR FayFanE
T(F 74k =0),

PCI INAA R T T —RINT A A

WDNRFTAZEMHTDHE, PClLA ¥ 72— ABREEAER LT, HFEOT S r—
T a O PCIMEREZM ESED LN TEET,

% 3-9 PCINAA VBT 2= ANT AL

NTAA Eol:L]

tx-dma-weight MEZ U RrbEVREEZITo TS & X2, #E (TX) [l 53
DEEEOREEEELET, HECTXL2MEIZ0~3TT (T 74
Vb =0) 0, MELANWIEEZEWRLET, TOIENOMEIL,
2DORERLELTC, bT 74y ETMESAET, 2T
tx-dma-weight 7% 0 T. rx-dma-weight 2% 3 DA, RX b
T4y BHEE L TERLTWDRY, RX F 77 0 v 7B PCLIC
T RATHERIENIL, TX bT7 7 4 v 7 O 8FLLEIZRY T,

rx-dma-weight MES 7> Ko o, RCBNCH 59 28 EEORRE#HE L
E£1, lETEHEIZ0~3TT (F 744k =0),

infinite-burst TDONRTAAZEEMCT DL, VAT ANERASA—Z N EYR— b
LCWAEAICIE, BRA—X MEEZFEHAcEES, 74 T7H
1L, RAETTRTONRT y MRREEINDETHREMIR L 4
ho FEETEAMITOEZIZ1ITT (T 7400 =0),

disable-64bit THETEZD 64 By MEREZESIZLET,

% : UltraSPARC® Tl R— 2D 75 » F 74— AT, Z0D/3F A
ZIETF 7NV P TLICRESN TV DIEANRH Y £4, UltraSPARC
NIR—-ZADT T b7 —LTiE, 774V ETOIZ72>TNE
T, HETEAMIZ0OEITLITT (F 7440 =0, 64 & MERE
XA %),
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vca RS A ININT A ZDERTE

vea FAA A RTGANRTG X ZE, RO 2ODHFETRETEET,
mndd2—7 4 U7 4 —%MH
m vca.conf 7 7 A VZ{HEH

ndd 22— 4 VT 4 —%2FHALTHRELIZNNTAXIL, VAT L2HEHTHETH
T, ZOHEL, NTAZOEREET A MTHOZH L TWET,

VAT LAOFEEIR L NNT AEIBEHTH D L OICHET DITIL,
/kernel/drv/vca.conf 7 7 A NVEEHR L T, VAT ADT A AIRET DHIMLE
DHDHNNT AR EEZDT7 7 A MZBMLET, ML, 37 =20 [vea.conf
Tr7ANVEHERALTRIA NG AZERTETDH] 2L T ZEN,

ndd A—T A4 )T 4—2FALENTAZDETE

ndd 2—5 4 VT 4 —ZFH LT, AT LZHEETIETHYDR AT A X EZHRTE
L/i‘j‘o

ZZTiE, vea FIAARBIYndd 2—T 4 VT 4 —%2HLT, -set 7 a v
EIRELTE vea TN ADNRT A X BRBERET L HEE, -set 7V 3 VEREY
FUZRT AR B FRT D HIECHOWTEALET,

Vndd A—TANTA—DTNARA VABZRVAZEEEYT S

ndd +—7 4 U7 4 —%fEH LT vea 7 /85 AD/RT X B ERREITRET DI
X, FRNCA—TFT A VT A —DF N, A LV AZ L A ERER L TBLSLERH Y £
j—()

1. /etc/path_to_inst 774 T, BEDT/NA RIZKET 21V AIVREE%
HRELET, FME. path_to_inst(d) DA USAURZaATFIR—TESELT
CFEEELY,

# grep vca /etc/path_to_inst
"/pci@8,600000/network@1l" 0 "vca"
"/pci@8,700000/network@1l" 1 "vca"

ZOBNCRAREI TV D 2 2O Sun Crypto Accelerator 4000 Ethernet 1 > A % 1 &
T EBObBMOMNI T X TIDOEDTY, A AZ U AFFIT0BETT TT,
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2. A VAAVRBEEFERALTT/NNA REREIRLET,

# ndd -set /dev/vcalN

F - o= T ADEITIE, NIZTNSA ADA VAR L AFZE SR LET,

BIRL 72T A 2L, BIREEET L2 F THHTT,

ERFEHE—FEFEFREE—F

ndd 2—5 4 U5 4 —if, kD2 ODF— KR THHTEET,

m FEXFEESY

m RFEER

FHRFEHE— RTIE, 2—=T 4 VT =2 BB L TREDI~ L FEFTLES, =
< U REFEFLED, 2—F 4 UTF 4 —FK T LET, MiFHE— T, 22—«
V7 4 —%HLT, 1O EDONRT XA FEEFREIIHRETE ET, FEME,
ndd(IM) DAL TA o= =a T A= HBR LT EE N,

ERMEFRHE—FTO ndd A —F 1) T4 —DFEA

T, NI AFOERFEBIOERFEIZOVWTHBHLE T,
INSHAREELEETBICIE, -set AT avxFAHLET,

—set AV avERELTCndd2—T 4 VT 4 —%EEHTDHE, =T 4 VT 41—

(X value \ZHRE SNTNEZ BT A N2 EPEL T, parameter (ZHFD U TET, fHIT,
FRE LT /dev/vca RTI AN ALV AITK L CRRESNE T,

# ndd -set /dev/vcaN parameter value

adv NT AL ZBEELIZHEIE, ROX I RA v E—UNERRENET,

- link up 1000 Mbps half duplex
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O NIARBERTYDICIE. NFTALBEHRELTEREBLES.
—set ATV a v EEETL L, 2—=T 4 VT 4 —FRESOBIETH D L LT,
FESNTZT N AL AR o AR L, $8E S LT parameter (Tt 2 il 2 5t
ZHLUTHAOLET,

# ndd /dev/vcaN parameter

WERE—RKTD ndd A—F 14 UTF4—DFER

0 WHEME—RFTHASASBEELERT BICIE. RIZET &LS5IZ ndd /dev/vea EE1T
L9,

ndd 2—7 4 VT 4 =L, "TRAXLDOANNEZRDBTa 7T eaFRRLET,

# ndd /dev/vcaN
name to get/set? (Enter the parameter name or ? to view all
parameters)

WNIALRKEANNTDHE, ndd 2—T 4 VT 4 —IL, NTRAZEDAT KD DT 1
YT N EFIORLET (£ 31 ~%K 39 25,
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® vca FSANDBYR— T ENSAZO—EEZRTT BICIE. ndd /dev/vca #F
TLET,

INT AZD

PRI, R 31 ~K3I9IEZSRLTIIZIN,

# ndd /dev/vca
name to get/set ? ?
?

instance
adv-autoneg-cap
adv-1000fdx-cap
adv-1000hdx-cap
adv-100fdx-cap
adv-100hdx-cap
adv-10fdx-cap
adv-10hdx-cap
adv-asmpause-cap
adv-pause-cap
pause-on-threshold
pause-off-threshold
link-master
enable-ipg0

ipg0

ipgl

ipg2

rx-intr-pkts
rx-intr-time
red-pdk-to-6k
red-p6k-to-8k
red-p8k-to-10k
red-pl0k-to-12k
tx-dma-weight
rx-dma-weight
infinite-burst
disable-64bit
name to get/set ?
#

read
read
read
read
read
read
read
read
read
read
read
read
read
read
read
read
read
read
read
read
read
read
read
read
read
read
read
read

only)

and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and

write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write

BERTLIT—2 3 vE— FELITEFE— FOETE

ROBERE ST A Z I,

{

SRETE ¥

m speed
m duplex
m link-clock

EI3E FIANNTAIDHEE
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35



T 7/ FTIE, ZNLOEF T AZIZFEHRI = —va U E— RRREIN
TWET, TRHDORTAZOWTNUPPRHEI R TV —v g v E— R ThHLIGEA.
vea TN AR T L EEEZITo T AT AMEB LT o —fil#EgEEo T
T—arETVET, TRHDORTAZONTIRMNIC auto YA OENFEE SN T
WAEAX, v —Ta I fThT ., TOER/XT A ZIXEHEIT— NiZe £
9, BREIE— R TlL, speed T A X HEEZEHM T L —HRSIEILERH Y 7,
ML, 40 ~— @ TOpenBoot PROM %] L 72 8ef5e /7 A # DHE)y R T2 = —
varE— RBLOEHTE—ROUDWEZ ] 22 LTIZE0,

VYV BRIV I —2 3 F—FRFEFERFAIZT S

Xy FT—=IFNRA AR R AL == g v 2P R—F L TOWARWES, 72013
F v b U — 7 |25 speed £721F duplex., link-clock /XT A X ZHRET D
LA, vea T A ZADOHBI R I 2 — g VAEAFEAARAICT A Z LR TE ET,

1. ROESANNSARIZ, BEHFOTNAR (RAYFRE) IZHBETSHY=27
JVICRBINTWWSEZHRELET,

adv-1000fdx-cap

adv-1000hdx-cap

adv-100fdx-cap

adv-100hdx-cap

adv-10fdx-cap

adv-10hdx-cap

adv-asmpause-cap

adv-pause-cap

INHDNRTAZDOHFEMABLORETE HMEICOWVTIE, K32E2ZRLTES
Uy,

2. adv-autoneg-cap /AT ARIZ 0 ZHRELET,

# ndd -set /dev/vcaN adv-autoneg-cap 0

ndd #f/ N T AL EEETHE, ROX D72 A v E—UNRERINET,

link up 1000 Mbps half duplex

F-BE I =y a VEMAARICT 55AIL. speed B X O duplex,
link-clock (1000 Mbps D7) /X7 A # Z gl — R CEMET D & 5 ICRET D4
b 7, RETFIMEIZONTIL, 40 ~—T® [OpenBoot PROM % fii ] L 7= 2
BARTAXOHE R T — g E— FBLOHT— FOU Y 2] 28 LT
<TE&EWN,
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v

1.

vca.conf Z77AINEFERBLIZ/INTAXDETE

/kernel/drv 4 L7 NYWN®D vca.conf 77 A Mz MY ZBINT5Z & T,
RIANNRTGALZDENERET DI ELTEET, FHETDH/NT A XL,
24 X—=VD [RIANRTALERBLONERE] ITRT T ALL EF—TT,

FE - /kernel/drv/vca.conf 77 ANANNDOT 74 hOxT b UIEIHIR LW
TLE &,

FEHE. prtconf(l) BL W driver.conf(d) DAL TA v~v=a2 T A=V SR
LTLEE, WOFIETIE, vea.conf 77 A /WNINRTF A X ERET HHI 2R LE
‘j‘o

ATRDFINETIZ, AT LATHBMINTZT AL AT LTI AZZEA LE LT,
vca.conf 7 7 A L EEH LT Sun Crypto Accelerator 4000 AN — R DA 2 3R E T
DI, TAA ALBLOBET A A, TAL A2=y b7 RLAD 3 DDF /A A
fEMEitE L T LERHY £,

veca.conf Z7AINEFRALTRSA /NN AR
XTI B
FINAAYY)—AD., vca TINAADN— KO F7NRRBEWRBLET,

a. /etc/driver_aliases 77 A ILTCHEDT/N\A RIZHET HLHEHEELE
ER

# grep vca /etc/driver_aliases
vca "pcil08e,3de8"

Z OBFITIE, Sun Crypto Accelerator 4000 ¥ 7 F U =7 K7 A /3 (vea) (ZxHhid
BT NA A4 1T "peil08e,3de8" T,

b. /etc/path_to_inst Z77AILTETNAREELUVTFNNA Ry +F7FLR
#ELET,

HMI1E. path_to_inst(d) DAL FA v v=a FAN—IUEBBL T AN,

# grep vca /etc/path_to_inst
"/pci@8,600000/network@1l" 0 "vca"
"/pci@8,700000/network@1l" 1 "vca"
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ZOBNZIE, TARAARALBIOA VAZ VAR, V7 R T RTARNLD,
BFNDIERBH IS TWET,

Z OB DI DFITICERENTND TSN, AL,
"/pci@8,600000/network@l" T, TAAL ARG IT, BT, AL B LI OT A
AAR)—KRL, TRAL A=y N7 RLAD 3 SOFERTHERR SVE T, T,
#3310 #2MWLTLIEEN,

%310  FAA 2SR

TINA RINRBZ LK HTNAR% J—F4% 1=y k7 KLR
"/pci@8,600000/network@l” /pci@8, 600000 network 1
"/pci@8,700000/network@l" /pci@8,700000 network 1

veca.conf 7 7 A /LWIZ PCL T34 ZAE IR ET D121, TDOT A ADT N
A ANRRGER (BT ANAALBLY) —F4, 2=y b7 FLR) 2FHLET,

PCIL 554 A DAEED ML, peid) DAL T A vvma T i U E B LT <
7ZEW,

2. /kernel/drv/vca.conf 27 AIIZ, BIOFIETHERLE=TNNAADINT A4 %
HZELET,

WDx b YT, #57E L7z Sun Crypto Accelerator 4000 Ethernet 7 /3 A 2 D
adv-autoneg-cap /N7 A ¥ Z M L TWET,

name="pcil08e,3de8" parent="/pci@8,700000" unit-address="1" adv-autoneg-cap=0;

3. vca.conf 77/ ILEREFLET,
4. IRTOI7ANETOATSLERELTHL. D4V RO RATLERTLES,
5, VAT LEELELTEEEHLET,

vca.conf Z7AIIEFEA LT XTD Sun Crypto
Accelerator 4000 vca T/Nf ADINT A ZDHTFE
TNARANRAE (BT AAALBEIRN) — M4, 2=y T FLR) 240655 &,

F_T? Sun Crypto Accelerator 4000 Ethernet 7 /3 A ZDF X TDA A K AT
LTI AZPRESNET,
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V vca.conf 7274 I ZEFERALTIXT®D Sun Crypto
Accelerator 4000 vca T/NA ADINS A R ERTET S
1. veca.conf 774 JLIZ 1 1T L T parameter=value; DX TEZAAL, TTD
AVRBVADINS A BEEZERELET,

WOFITIE, FXT? Sun Crypto Accelerator 4000 Ethernet 7 /XA 2D, §_XTD
A AHZ L AD adv-autoneg-cap /X7 A X I 1 ERELTWET,

adv-autoneg-cap=1;

vca.conf 7274 ILDH
WIZ, veca.conf 77 A VDOHERLFET,

#

# Copyright 2002 Sun Microsystems, Inc. All rights reserved.
# Use is subject to license terms.

#

#ident "@(#)vca.conf 1.2 02/06/26 SMI"

#

# Use the new Solaris 9 properties to ensure that the driver is attached

# on boot, to get us to register with KCL2. This also prevents us from

# being unloaded by the cleanup modunload -i O.

#

ddi-forceattach=1 ddi-no-autodetach=1;

name="pcil08e,3de8" parent="/pci@8,700000" unit-address="1" adv-autoneg-cap=0;
adv-autoneg-cap=1;
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OpenBoot PROM #{# A L f=#&#x/ {5 A
AOBEERICI—aVvE—FRELU
BElIE—FOYYEZ

WO/ X7 A #121%, OpenBoot PROM (OBP) A v 4 7 = — A5, HEhx A
T—va B NETREE- FOBEERETEET,

% 3-11 B —H NGO Ty NT— 7 T NA ANRNT AR

INS A A FiER
speed ZDT A ZZIE, auto £721F 1000, 100, 10 ZRETE £4, FUIK
DELEBYTT,

¢ speed=auto (7 7 # /L })
® speed=1000

® speed=100

® speed=10

duplex ZDORT AFITIE, auto £720X full, half 2@ ECE T, HUIKRD
LBH T,
® duplex=auto (T 7 4 /L I)
o duplex=full
® duplex=half

link-clock Z /3T X Z (X, speed /8T A Z|Z 1000 &% EL=HA. 2%

1000 Mbps MMF @ Sun Crypto Accelerator 4000 & — F 75:1'3*2)5}3 LTWBEE
IZDOBERHTT, TORT A ZOMHEIL., BEHEAFOMICKE LTV D 5HE0

3?) DEF, 7m&xE. a— B NVEEEIC master DEE Ebtfi}— . PEfLHE
FiX slave DIETHAMERH Y £, TDO/NT A XTI, master Fmix
slave, auto ZXETXE 7, MLFKD LBV TT,
e link-clock=auto (7 7 # /L 1)
® link-clock=master
® link-clock=slave

Hefoi & \E T \ZHESL T 5728, speed 38 X UM duplex. link-clock (1000 Mbps 0 7)
TG AT, e— I NVEREEFMTEOMTELLHE L TLZ XV, speed B
Lt duplex. link-clock (1000 Mbps D #) D48 F X & % BEGiAH T AHHE T
HEhxd v o— g E— RELITEHT— F2HEE L TEESEA20ERH D £
T, TIDHDNRTAZIZ auto ZFET HE, TD/RT A 577335@3?\3“‘/31—“/5 N
= RCEMET 2 L ICHERARESNET, OBP 7 r o7 hTRI A XEIEE
RIFIE, FORTAXET 7 4 MO auto ICERESNET, auto l//U’iWMﬁ’i’?a
ETDHE, B —HNBHROEDO/NT A X FHEHT— RTEETH L ) ICREINE
R
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7 — VA, 100 Mbps LU F 04 “HB L O EE— RIZxi L, speed 8 &
WNduplex RT AR ICHB XTI T —2 3 0 F— REREL TWAEES, BFMHTE
IX. 100 Mbps F721% 10 Mpbs T, @@ F /(I _HE— R&ZHHATHZ L2722 Y
ij‘o

speed /X7 A X IHEHIET— FERE L THEL TWAHEE. £ OMITERHETO
speed & —H L TWAXLENRH Y 7, duplex /N7 A X0 — 7 /LHEH & B AR
FLOMT—HLTWAaL THERINDAREMLIEH D T8, T 7 4 v 7 BmER
FELET,

T — VD speed NI AXICHBIR IV T —2a VU E— REREL., #fHT
D speed /3T A X ITHEHIE— FEZHE L TV DEAICIE, v— V8 & M T
DT speed ix RrI T — a V CEIUTERDIRNLTDHZ ENnHY 9, H

FhrIv T —2arE— RBRESNTA U F 7 o— AL, HEN—FK L TOE,

WICT 74V FOYTEE— NCHEROELARAET, b —HDA ¥ T7=2—2X
NEHBIR I == g 0= RIZh> TR, HEixZ T —3 9 VF—RT
HHAH T 2 — AL speed /NT A X LKHEET, duplex /3T A X IMmE L F

Yh, ZOFHEE, LA (Parallel Detection) & FEOVE 3,

R - duplex WA T OEERAMSLT L. FT T4 v JEEPFEAELET,

a— BV D /T A X iRl E— R CEES & 212X, auto LA DMHEIZEET S
VENH Y £7, 72& 21E, 100 Mbps O &€ — R Tt — NE & fer 3 2
121X, OBP 7 o 7 F THRD X ST AT LET,

ok boot net:speed=100,duplex=half

F - ZOHOFITIE, net XTI ANFDHEEFRY NI =T A H T 2— AT A
ARADPNLTT, net TIHRLS T NS ARRAER/ETHZ & T, 1Z0OFXy hU—
TTNA AEBRETEET,

100 Mbps O "HE— N T, /vy~ AZ—& L THRHlE— FERZHEET DI
&, OBP 7m o FTRDa~w L FE AN LET,

ok boot net:speed=1000,duplex=half,link-clock=master

F - link-clock 787 X X |Zi%, ##iAHFED link-clock MBI T HIEZ R E T
HMENHY £, - &2 v — WO link-clock fEIZ master ZIEET
DA, BT O 1link-clock flilX slave ITRESILTWAMLENRH Y £9°,
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speed |2 10 Mbps O#filE— K, duplex ICHBE) R T v —T 3 VE— RERET
512k, OBP 7u v 7 hTCIRO X HICADHLET,

ok boot net:speed=10,duplex=auto

72, OBP 7’ 7 P TIRO L HICAN L TH, BIOF &R U o — I V855N T A
SERETEET,

ok boot net:speed=10

ZEAMIZ. IEEE 8023 1295 Fx =2 X FA2SRL T &,

Sun Crypto Accelerator 4000 51t k5
A4\ £ U Ethernet K5 A4 /SO EEIC
B9 HiRaTIEER

ZOFITIE, kstat(IM) 2 < FTER SN DMAHERICOWTHMAL £7,

g5t S A4 /DOt EHR

#3121, WAL F I A NOfEHE#RZ R L ET,

£ 312 BB R T A NOHEHER

INS AR S BR Stable/Unstable

vs-mode FIPS ¥7-1% standard. unitialized #3Fx&  Stable
NEJ, FIPSIE, "R—FNFIPSE— K THsHZ
L &R LET, standard (. R— N FIPS £+—
RCHRWZ L AR LET, unitialized i, &A—
PR ER TWARNZ E AR LET,

vs-status ready ¥7-1% faulted. failsafe AF;Rr&iLF Stable
T, ready X, A— FREFICEMEL WA Z &
R LFET, faulted I, R— FREHEL TV 72
WZ LZRLET, failsafe (d, A— FHfHHE
DIRKED failsafe TE— R THHZ LEZRLF
K
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Ethernet K5 4 /\D#iEHER

# 3-13 . Ethernet K7 A NOMFEFHIERICOWTIHHAL £,

%* 3-13 Ethernet K7 A /D aHEH

INS AR S5 BA Stable/Unstable

ipackets FEESr Y MK Stable

ipackets64 ipackets ® 64 £ v Ml Stable

ierrors TT—NEENDOICMITE 2\VE[G/y  Stable
~ DifR#L (long)

opackets A VBT 2= ATEENERS N7 v bofk  Stable
*

opackets64 A VBT 2= ATRENERS N7 v bogh  Stable
M@E4EY D)

oerrors T 5 —WEETEFITRE LIy O Stable
(long)

rbytes A2 BT 2= AREFICRAT LA b ok Stable

rbytes64 A V87 2= AREHICENE LI A F o Stable
64 v 1)

obytes AV ST 2= ATREVER SIS Fofsk  Stable

obytes64 AV S 72— ATRERERERSNI A L oY Stable
(64 > 1)

multircv IN—TT RLABLOMERET RL X &ETe, IE Stable
WICZE LIV TFF v 2 b3y M (long)

multixmt IN—TT RLABLOWIET LA &G, % Stable
FEngRkahiz~ArF X+ 2 s3> ML (long)

brdcstrcv EFICZFE LT r— ¥ v 2 57 v b (long) Stable

brdcstxmt EEBERSNET B—FEx 2 h85 s b Stable
(long)

norcvbuf ZEA y MZEIV S TH ANy 77—z Stable
2. ARREE y NI S vz [E3 (long)

noxmtbuf BENY 77 —NET—IREED, E T ITRES Stable

Ty MBI YTy 77 =R pnedll,
NRHTHTE S iz 3 7~ M (long)

EI3E FIANNTAIDHEE
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#3142, EZ[EDOMAC v o 2T 50HEZRLET,

#£314 TXBLORRXMAC v %

NS A A L

Stable/Unstable

tx-collisions WRENEAE L7 L —2 kG2 T 5
ONCMESENS 16 £y hor— RA|
[ AN

tx-first-collisions 1 [\ B @EZE 354 Le s 2 [ B ICIEw
ICFEITENT L— AR ERH DTN
EsShd 16 8y hor— Ra[feh v
Ve

tx-excessive-collisions ER{THEIKIBEAZB2-7 L —LEELH
Ll-NTMFEsND 6By hor—FR
B A

tx-late-collisions BENEE LT T L —LAEERH A=
WWIMEEN% 16 By b — Raffg
TU B, INT =AY A X (3 M)
PLEZEF LD &R A L= HiZemnE
KT, TAMAC2A Fry 7 L7 L—A
OERLET, BFIX, xy bT—7
iz, 2y MU —7 ORKIFARRICE
KT BHAT—arin1 L EFET D
TLEEEWLET,

tx-defer-timer 7 L — AEFEORITHIC TXMAC 23
Iy b= LD T T 4 w7 BRI
L7 2345 16 €y ba— FAl
A A ~—, ZDOXA~—DHENIT, A
T AT NA vy 7%k 256 TEl--HE
<7,

tx-peak-attempts EEICRI LT L—abT ) Ok
R E RTS8 By hLYRZ, =
DV T ALNIRZICHA S5 &1
FALEZREEZRLET, ZOLIURH
MO R TELHDE 255 AFE TTY,
EEICRI L7 L— A HT- ) O E
ZREHMN 255 w2 H L, Y7 T
WZxPT B~ A7 A[REEIV IAHMNIAE L E
T, TOVVRKX EHARS L. HEIN
0wz rEanEd,

tx-underrun B 7 v— %3y NT—I D b2lE
FTHEIIMEESNS 16 By hor—
KA[gED v &

Stable

Unstable

Unstable

Unstable

Unstable

Unstable

Unstable
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£ 314 TXBIOPRXMAC H U7 (FiX)

NS A A

Bl

Stable/Unstable

rx-length-err

rx-alignment-err

IrxX-crc-err

rx-code-violations

rx-overflows

rx-no-buf

rX-no-comp-wb

rx-len-mismatch

BRIV —LY A XL RARIZI T ST
LE3NEELVEVWTZ L—0% %y B

T— I NOZETHERICMEIND

16ty hou—RAREL T &

ZET LV —ATEAEZ T RSN
BAEINMEEND 16 By hOw— F7A]
BRIV E, BETT—I%, ZET7L—
LOKETLERE (CRC) 7= U XL
TZI7—ARHEENT, "7 1L —240
SN MR R BV A (7 L —
LY A RAOE Y MEOARV B 072572
WS ICEESRET,

27 L— AOXETERE (CRC) 7
NTYXLATT T —PRHEINT, 22D
T L — LD, NEBERIZ R 555
(FL—LHF AL XD NEDARY 230
WRBEA)ICNEEND

l6 vy hor— Ru[gEH 7 &

7 L—2ZEdiz MII Lo XCVR 12
& o T Rx_Err Mk S = 8A 1
S5 16ty hoo— RAffEl 7
A, it ZEENTET—H AN —
LIS 72 a— RSB S =8548
2, P v—RZEoTEREINE
T, ZfEa— FEXKIZFFCS =7 —% 7=
AT T —L L ThH Y FEREY
Ao

VY —ZARBED=DIZ ke y &7z
Ethernet 7 L — 2 %%

ZENY 77— ORBENEY 2N T2
N—= RO 2T BT —HEZFETERho
GRS

N= R 2T REZET—FDOT N5
TEBEHTE Do T-E%K

ERSINEZEINEBEOT7L—LDOEX
E—HLAWZET L—2%

Unstable

Unstable

Unstable

Unstable

Unstable

Unstable

Unstable

Unstable

EI3E FIANNTAIDHEE
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IZ7”9 Ethernet JEME (32 3-15) (X, 7 /3A R & BEfe iR T+ O BERE O ILI8E 53 72> 5 HY

ShET,

# 3-15 12, BIED Ethernet i BIEICEIT 280BAEZ R L £ 9,

x 3-15 HA/ED Ethernet Bt B M

INT AR B Stable/Unstable
ifspeed 1000 & 7-i% 100, 10 Mbps Stable
link-duplex O=f"%, 1=4"%F Stable
link-pause BRI OBUED R — X3 E, sEAl, 27 ~—Y» 7 Stable

o —HlHNT A 2| ZBRLTZEN,
link-asmpause #EHOHIEDR— AR E, ML, 27 =T [7 Stable

o —HlHNT A 2| ZBRLTZEN,
link-up 1 = #2fetesr, 0 = HefseARhEL Stable
link-status 1=8Eh. 0={=1L Stable
xcvr-inuse FERLTWD M7 —"offE : 1 = N MIL Stable

2 =445 MIIL, 3 = 4+ PCS

%316 (2. HAMY HHOAT ¢ 7HMIA 25 7 = —A (M) BAEICBIT 2 3B &
FLET, TRBORT AL EA— Ry =7 OBEXHE L £, Gigabit A7 17
WA 2% 72— 2 (GMID) 1E, ROT ST OIS ¥ H— F LET,

£ 316  FAIWY FEHD vea T34 A DHTE

INT AR S BH Stable/Unstable

cap-autoneg 0= HE x> ——3 3 »ARAf Stable
l=ABrIrz— a0

cap-1000£fdx O—HNA E T x— ADE_EERE Stable
0 = 1000 Mbps, 4 F A i
1=1000 Mbps, 4 ]

cap-1000hdx a—h A H T = — ADY " EERE Stable
0 = 1000 Mbps, > F R
1=1000 Mbps, - 7

cap-100fdx a—h)A v E T = — ADAE FEERE Stable
0 =100 Mbps, 4= _HAH]
1 =100 Mbps, 4= W

cap-100hdx a—h A BT 2— A0 EERE Stable

0 =100 Mbps, - &
1=100 Mbps, /-
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® 316 FEAMY HHAD vea 731 ZADOBHE (e )

INS AR B Stable/Unstable
cap-10£fdx O—H A H T 2 — ADE_HEHERE Stable
0 =10 Mbps, &_HEHARH]
1=10 Mbps, & " #H"[
cap-10hdx a—h A BT =— A0 EERE Stable
0 =10 Mbps, =" #EHAT
1=10 Mbps, - #HWJ
cap-asm-pause B —)A U H T =z —AD T 1 —liEERE Stable
0 = FERtFRARN— AAA]
1= 82— NT A ANDEDOIERFRR— 7] (27 ~=—
YO T7u—HflinNT A2 258
cap-pause a—h A H T x—AD T —HlHIEEE Stable

0 = XIFRAR— XA H]
1=%HAR—XT 27 X—=T D [7a—Hl# 7 2

4]

E M)

BEGEFOREDORS

* 3-17 (2, HERFOMEZ R4 HEH AT A XT3 EZ R LET,

= 3-17 FAEY EHOEGHETF O

NS A A % EA Stable/Unstable

lp-cap-autoneg 0= HEh x> —3 3 »ARHf Stable
l=H@rxadvxz— 37

1p-cap-1000£fdx 0 =1000 Mbps, 4 {5 Al Stable
1=1000 Mbps, 4~ H k{5 AT

1p-cap-1000hdx 0 =1000 Mbps, - H {5 R AT Stable
1=1000 Mbps, - - FE%IF T

1p-cap-100£fdx 0 =100 Mbps, 4 E(EA 0 Stable
1 =100 Mbps, 4 —Hi%(5 A

1p-cap-100hdx 0 =100 Mbps, ¥ E(F A0 Stable
1=100 Mbps, >~ k(F 7T

1p-cap-10fdx 0 =10 Mbps, 4 _H%(F A Al Stable

1=10Mbps, 4= _EXEFA

W
w
o

FSANIRSAZDERTE
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*& 3-17  FEAEDY A OEGAET OBKRE (i X)

INT AR B Stable/Unstable

1p-cap-10hdx 0 =10 Mbps, " HE(E R0 Stable
1=10Mbps,  “EX(FH

1lp-cap-asm-pause 0 = IR FRAN — XA A] Stable

1 = B TSR B HE B — X[
27 N=VD [Tu—FfE 724 &%5H)

1lp-cap-pause 0 = PR — XA ] Stable
1=XHAR—XF 27 2=V [7 o —HfH
NTAZ] BB

PR TRAEEI R 2= — 3 3 > ARA] (Ip-cap-autoneg 2’ 0) DAL, £ 3-17 1
RTZEDOMOIFERITEN T, RTAFEIZT 02D 3,

BT A E R T =— 3 UF (Ip-cap-autoneg 2 1) OAIL, HEIR IV
T—a VBIOEGEHTEOMEEREA Lz &, HELE— FOBERAEREN
F7,

# 31812, FIANEHDONRT A ZIEAT LA ZRLET,

% 3-18 RIANREFHD/NT A H

INS AR S BF Stable/Unstable
1b-mode FRA AWMV —T Ry 77— RiZho>THh Unstable

X, ZORITAFIIKEINET,
promisc HCT B L. T AT mER] Unstable

(promiscuous) E— RIZ72 0 £9, |5
Lo TS RFEERE— NI EEA,

Ethernet {5 1 7 > ¥

tx-wsrv PEAE Y TN [ FNT 7o T E S Unstable

tx-msgdup-fail 2y b OB AT LT RB L 2B Unstable

tx-allocb-fail RAE Y —OEY Y THHIT L CERK LK Unstable

tx-queuel 16D A—FY =7 O%EEX2—I2ANnS Unstable
T2k ENT Y MK

tx-queuel EHON— R 2T OXEEF2—ICANSN  Unstable
Ty M

tx-queue? BEON—=FT =27 O%EFa—IcAh b Unstable
TR By M

tx-queue3 BHON—F7 =27 D% EX2—Ic A b Unstable

I SELAVAP A -
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#* 3-18

R ANEFDNRT AL (Fi )

INS A A SER Stable/Unstable
Ethernet {1 v v ¥
rx-hdr-pkts 256 NA RRBEDY A RDOZE Ny MK Unstable
rx-mtu-pkts 256 /XA FULE 1514 A ROV A XD Unstable
BTy M
rx-split-pkts 2 R—VIIHBE ST v M Unstable
rx-nocanput IP A% v 7 ~DEME CREENREA LI DI Unstable
Kay7FEni= 7y MK
rx-msgdup-fail BHRICX oo =3 v Unstable
rx-allocb-fail Ty 7 OE Y YTl L7 B Unstable
rx-new-pages ZERIBEERI LN — UK Unstable
rx-new-hdr-pages ZEPICESEELZ DN, 256 N1 MR % Unstable
7w b 753%71’*?‘] L7=_—%%
rx-new-mtu-pages ZERICEXIHBZ DN, 256 31 FULE Unstable
1514 /\4’ F?k(FEOD/\/f v MR LTIZA—Y
%
rx-new-nxt-pages ZEPICESRELZ DN, #E—l2E s Unstable
2}/L7Z/\/7 v MEELR—UH
rx-page-alloc-fail ~— DY W-CIZ4B L= m%k Unstable
rx-mtu-drops RS ARNPREF LNALA—V %8 0 Tz Unstable
ZEBTE Do dIT, 256 /31 UL E
1514 /34 bR D/ > MR L IoX—
A = A DYl I E
rx-hdr-drops RZ A SB35 LV w—wﬁ:iu DU TTE &ML  Unstable
HZENTE RN oToiodlT, 256 /A A
DI N % KN Lf:/\°~“/“éﬁ§75‘i Fay 7L
71514
rx-nxt-drops RS ARNPEF LNALA—V%E 0 Tz Unstable
HIENRTERNDSIZTOIT, mEEn-R
oy NEELAN—UN Ra y LR
rx-rel-flow RSARB T a—%ikT 5 L5 ran7 Unstable
[EIE=o
Ethernet PCI &%
rev-id BB THM SN TWD T 2 &#%5I+ %57-%  Unstable
® Sun Crypto Accelerator 4000 Ethernet 7 /3
A ADN— g 1D
pci-err PCI =5 — D%k Unstable

EI3E FIANNTAIDHEE
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= 3-18 R ANEFDNRT AL (Fi )

INS AR SRER Stable/Unstable

pci-rta-err & —4y MUl A 52AE L= EHK Unstable

pci-rma-err < A& — O EZ(E LB Unstable

pci-parity-err PCI RV F 4 —x 7 —DRHK Unstable

pci-drto-err BIE RS Yy v a v ERITNZ A L7 W Mz Unstable
72 7= [E%K

dma-mode }S;;j Crypto Accelerator 4000 K A /X (vca) 78 Unstable

V EGEFOREEHERT S

® XA—/\—1—H—T, kstat vca:N ATV FZETLET,

# kstat vca:N
module: vca instance: 0
name: veca0 class: misc

F - Zo#ITIE, Nidvea T A ADA VAR AFKGEELET, ZOFFIC
IZ. kstat I~ ROEITOHNBIZRDR—FDA VAL L AZEEIBET HHHE
N ET,

v T —T K

ZOFTIR, 7S B2V AT MRV TT2HE T, Ry NU—JHRA T 7 AL
ZmET 2 ITIEIZOVWTHA L ET,

XY RT—ORA T 7ML ILDER

RIANRI T "I =2T %A A= 1LT=b, THT7 %O Ethernet f V% 7 = — A
H® hostname.vcaN 7 7 A WEAERR T OMERH N T, 77 A V4
hostname.vcaN ® N L, 42 veca A v H T =2 —ADA  AH 2 AFKSITHE
THZLIWZHEBELTLEEY, £, /etc/hosts 77 A M2 hH. Z @ Ethernet A
VAT 2—ZDIP T FLABIOERA M ERETILENS Y 3,
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. /etc/path_to_inst 774 T, ZH#T S vca M VA TI—ABLUVAA 2V RE Y
ABESEELET,

ML, path_to_inst(d) DAL FA v v=a FAN—IUEBBL T AN,

# grep vca /etc/path_to_inst
"/pci@8,600000/network@1l" 0 "vca"

ZOBITIE, A AZ U AFEFIL 0 T,
. ifconfig(IM) aX Y FZEFERALT, 7HT4D vca A1 V2 T —RERELE

o

ifconfig a~ v REMHHL T, Ry NIV —20 A FZ 72— IP T FL &%)
WBCET, 2~ FTICKRO LI ICATI LET, ip_address DL, THX T X O IP
T RLVAICEZHEZ T ZE0,

# ifconfig vecaN plumb ip_address up

E - ZOHOBITIE, NIZT AL ADA VAR AFZFERLET,

FENE, ifconfig(IM) DAL T A v~=a T =8 LV Solaris D~ == 7 /L
AL TLLIEEN,

m HEIIBLRENEDLZ2WE 1T 5121E. /etc/hostname .~vcaN 7 7 A V%
ERLET, 77 ANVADNIZ, FHATDvea A vV F T2 —ADA VAR AE
B0 E£7,

FIE1 TR LU vea f V' F 7 = — A BRI 28E1%. /etc/hostname .vcaN
T ANVEERLT, Z7ANVAD NIZ, ZOFITO EFERINTZT A ADA
VAR UABGEBELET, A VAR UABFN 1 OHRE. T AVAIT
/etc/hostname .vcal 12720 £9°,

n AT 5 TED2 Sun Crypto Accelerator 4000 1 > % 7 = — AT,
/etc/hostname .vcaN 7 7 A VEVERKR L2 W TL 72 &0,

m /etc/hostname .vcaN 7 7 A Wi, #@le vea A v & 7 = — ADKRA N B R
ETHMERD Y 5,

B FARMAICEAOIP T RLRAEZEHIDYE T, /etc/hosts 7 7 A WITERET DML E
N0 FET,

B RARNGIE, EDDA L H T 2—ADKRA M EITRBRZLFNCTELERSH D
9, =& 21X, /etc/hostname .vcal B XN /etc/hostname .veal 1%, [ U
A N EHFETEERA,
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K12, Sun Crypto Accelerator 4000 R — K (zardoz-11) ### 7 % zardoz &\ )
ZHID T AT DIV Jetc/hostname .vcaN 7 7 A VOB %R LET,

# cat /etc/hostname.hme0
zardoz

# cat /etc/hostname.vca0
zardoz-11

3. /etc/hosts Z7AILAIZ, ENEE vea A B T2 —RIZHIST HEY LT+
JEERLET,

WRICH 2R L ET,

# cat /etc/hosts

#

# Internet host table

#

127.0.0.1 localhost
129.144.10.57 zardoz loghost
129.144.11.83 zardoz-11
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W

10

vcaadm 8 KW vecadiag —T 4
') T 4 —IZ & % Sun Crypto
Accelerator 4000 R— F D &EIH

ZOETHE, vecaadm B W vecadiag 2—7T 4 VT 4 —OEINZHOWTHIA L F
T, ZOET, RO THERINET,

53 X—2?D [vcaadm DO{FEH]

56 X—T D [vcaadm 2L 274 0BT U M)

61 =Y ® lvcaadm TO <> KDOAT])

63 X—® [vcaadm IZ K% Sun Crypto Accelerator 4000 7~ — R D411k )
67 —2 D [vcaadm IZ X5 F— A N7 DE B

74 X—T 0 [vcaadm IZ L 5K — KOEH)

79 X—2 0 [vcadiag DFEM]

vcaadm D{E A

vecaadm 7’1 77 A%, Sun Crypto Accelerator 4000 R — R @~ o R{TA ¥
Tx— A LET, ZD vcaadm 2—T A VT 4 —EHHTDHZLENTEDHD
iE, X2 VT o —FEHEICRE SN2 —V =721 T, YN vecaadm ZfH L
T Sun Crypto Accelerator 4000 R — RIZHfe$ 5 & i, #ilE X2V 7 0 —5
FEBIONRRT = REERTHEZOOT o T IRERENET,

vecaadm 70T T LA~DT 7 AEKGITT HITIE, RS A2 Sun Crypto
Accelerator 4000 ¥ — VDT 4 L7 N EFEELET, RIZHIEZRLET,

S PATH=$PATH:/opt/SUNWconn/bin
S export PATH
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wIZ, vecaadm 2~ R{THESCAR L E T,

m vcaadm [-H]
m vcaadm [-y] [-hhost] [-p port] [-d vcaN] [-f filename]
m vcaadm [-y] [-hhost] [-p port] [-dvcaN] [-s sec_officer] command

F - -dBMAEBEAT5HA D veaN (IR — ROT /54 24T, N I1Z Sun Crypto
Accelerator 4000 XA ZD A AR v AEETT,

#4112, vcaadm 2 —7 4 VT 4 —DA T v awRrLET,

= 41 vcaadm 47 = v

FFvay =13

-H vecaadm A ¥ RDONLVT 7 7 A LV ERRLTHRT LET,

-d vcaN N % RIANA 25 %5 &3 % Sun Crypto Accelerator 4000

A—FRIZER LET, 2L, -dvcal 2 BETH L. T/51 R
veal IZEHE LE T, vea lZZ DR — RDOT /XA A4 %Rk TS
T, 1ET AL ADA P RAE U AFKETY, ZOMOT 7 4V MM
vcald T3, %7 vcaN OENXT, NIZIZT A A, VAX L AFK T
FHRELTLIEE N,

-f filename filename PNIZHEE Shvic 1 DLl Lo a~ v REMRB L OFETL TR
TLET,
-h host host £ Sun Crypto Accelerator 4000 A — RIiZ#EF L £77,

host 1Z., RA M EIZIP 7 RLATHRETEEY, 74/ FTlL
=T Ry 7T RUAIZIR>TWET,

-p port port £ Sun Crypto Accelerator 4000 R — RIZEEfE L £ 9, port DfE
iE. 774 F T 6870 1T/ > TWET,

-s sec_officer sec_officer LW ARIOEF 2 VT 4 —FHFLLTr A LET,

-y WHIIT w7 M ERR L THEREERT DT XToa<wr ML

T, WA yes LIRELET,

FE - O =aT AT BFa VT —EHEL OB E LT sec_officer M L E
j‘o
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BEE—F

vecaadm iZ, 3 ODF—ROWTNNTHEITTEET, T— ML, FEIZ vcaadm ~D
avr FOELFIZL->TRBlIENET, E— FZiL, v 7 ravr FRE—RFB&
N7 7 A VE— R, ®FEE—FRHY 7,

F - vecaadm AT AL, X2V T —FEEL L CORIENMLETT, &
X7 —FHE L L CORGEEZ T D0, FHITI2EEET— Rick-> TRz
Dgz‘j‘o

U ILaAavTYy RE—FR

//7»37/F%~Ffi O REETTL-NNCER2 Y T —FHE L L
utu uEﬁ)M%T‘é— a< ]\ %%?Tj—é & -Izi’\'j— ) T/f F&}E% j: vcaadm 73)%
Dﬁ?ﬁbéﬂi?

v navwy RE—RTavwy REANTLHEIR. T XToavy FMTAAL v T
ERELIEODET, FTTsa~vr RERELET, &L, v rravw R
EF—FRTE, ROa<wr REETTLHE, HELEF—AMTHOTRTOZ—F—
NERENTa~vr ROz Fr 7 MIEY £,

S vcaadm show user
Security Officer Name: sec_officer
Security Officer Password:

WD A~y REFITTDH L sec_officer THELZEX=2) 74 —EHELL TR
A LT, F—=AMTWIC web_admin \ZHE LTc 2 —HF —ZAFRlRTE 7,

$ vcaadm -s sec_officer create user web_admin
Security Officer Password:

Enter new user password:

Confirm password:

User web_admin created successfully.

FE - BYIONART—RiZEX 2V TF 4 —FREOLDT, 205 EH LN —HF—
web_admin D/XAT — KANBLORAY — RiEBBHE 9,

Yrrnawy RE—= RTOHNE, $XTEREEOH DA M —AZHhEahEd,
ZoHNE, FEHED UNIX v = VOREZMM L TY # A4 L7 hTE X,
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TJ74ILE—F

TrANE—RTIL, FHTLZ 77402818 X2 ) T 0 —FHE L L TOFGEN
METT, a2 R 7 A NVNOa~< REEITLEZHE, BXa ) T 0 —FHET
vecaadm Hm 7T U R EINET,

TrANE—RTa~vy REANT L, 774 VEBELET, vecaadm 1TZD
TrANDE 1 DU EDa~vy REGRLPIABLET, ZOT7 7 A ML, 117215
DA<y FREEENTETIA NI 7ANLVTHILERHD £T, a A ME, Th
Fh T#) XFETEBLET, 77 ANVE—FROF S a o wETH L, veaadm
X, BBEOL T a0 HEIHRE LT R TOa~vy NIl E2\H L7, K
IZ, deluser.scr 77 ANV a~vw 2y REFEITL, 7 XTOFa 7 MIKkLT
yes LISET DR LET,

S vcaadm -f deluser.scr -y

SEERE— K

RERE— RO, R FICEET A7 NSt $ 2 U 7 ¢ —EHE & L ORI

BT, ZHE, vecaadm OF 7 4V FOEMEE— R TY, Xif%E— FT vcaadm

MWHr 77 N AT, logout 2= REERHLET, S, 56 X—T D
[Vvcaadm iZ L du Ao BLUn s 7o b 22 LTIEIN,

SEFRE— NI, ftp(l) ERBROA v Z 72— R LET, ZTOAf 0 F T =—
AT, —ElIZl1o0avr ReEANTEEd, fMele—RFTiE, -y A7va v
IR — SN TWERA,

vecaadm [2&kdAT4 LU0 7™
~

a2 KT 6 veaadm ZFEH LT, -h B -p. -dDERBRBMEICEISTEHERX MBS
FOR—=b, TNAAZREETDHE, EFEREF Y T =7 BHEAMEL L COE, &
WXV T4 —EFHEL LTl T5007 a7 FRFERENET,

vecaadm 70 7T AE, vecaadm 77U r—a U LHEE LA — R ETEET S
Sun Crypto Accelerator 4000 7 7 — A7 =7 L ORI, B LR v U — 7 e
(F ¥ ) ZfESLLET,
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W5 LT v XL OFEF, R— NiZ/v— K7 =7 Ethernet 7 N L A3 X 8 RSA ZABH
AL THOHREITOVET, vecaadm BEAICAR— RIZER L- & X123, &
FET —H# X— A (SHOME/ .vcaadm/trustdb) WERESNET, ZDO7 7 A WMIZiF,
X2 VT4 —EHENBEEEHEL WD R— RN TRTEETRLTVET,

vcaadm [CXKDHR—KADOT A >

X2 VT —EHENH LA — NIRRT 5 L. veaadm 1 TEX = U7 ¢ —EFH
FHEMLT, ROATvaraRrLEd,

1. Abort the connection

2. Trust the connection one time only (no changes to trust
database)

3. Trust this board forever (adds the hardware ethernet address
and RSA public key to the trust database).

X )T —EFHENERT 7 AENERF INTZAR— NIZEGET5 &, vecaadm
X2 V7 0 —EHEIZBEHN LT, RO 3 OOF T v arz2FkrLET,

1. Abort the connection

2. Trust the connection one time only (no changes to trust
database)

3. Replace the old public key bound to this hardware ethernet
address with the new public key.

HFLOWR—FADOTA Y

F - ZOEOZNLBEOHTIE, veaadm OXFERE— NEHHAT 027 L £7,
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HFHLWR— NICEf T2 & &, veaadm 1 IF8FET — ¥ _X—AIZH L= b U ZAERL
THOIMERHYET, FTLWWR—Rca 7 A o502 RISRLET,

# wvcaadm -h hostname

Warning: MAC ID and Public Key Not Found

The MAC ID and public key presented by this board were
not found in your trust database.

MAC ID: 08:00:20:EE:EE:EE
Key Fingerprint: 29FC-7A54-4014-442F-7FD9-5FEA-8411-CFB4

Please select an action:
1. Abort this connection
2. Trust the board for this session only.

3. Trust the board for all future sessions.

Your Choice -->

ERERT7IVECABINEEIN-R—K~ADQOT 1>

BT 7 AN EE I NI AR — RICEHT 5 & &, vecaadm [IFFET — ¥ X— 2D
FOR—FIZHIET I M) 2EFETHILERHY £, ERT 7 B AENPEE X
NizR—RKzue A 3562 KITRLET,

# vcaadm -h hostname

Warning: Public Key Conflict

The public key presented by the board you are connecting
to is different than the public key that is trusted for
this MAC ID.

MAC ID: 08:00:20:EE:EE:EE
New Key Fingerprint: 29FC-7A54-4014-442F-7FD9-5FEA-8411-CFB4
Trusted Key Fingerprint: A508-38D1-FED8-8103-7ACC-0D19-C9C9-11F2

Please select an action:
1. Abort this connection
2. Trust the board for this session only.

3. Replace the current trusted key with the new key.

Your Choice -->
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vcaadm AV T+

SEEE— RO veaadm 72 > 7 b, ROk HICERENET,

vcaadm{vcaN@hostname, sec_officer}> command

WDFRIT, vecaadm D7 a > 7F NEKROBAEZ R LET,

x 4-2 vecaadm D7 a7 NEHDESR

JorFAEH EE

vcaN vca iE, Sun Crypto Accelerator 4000 R — K% /39 54 TH,
N, TA ALV AFVAFZE (2=y 7 KLV RA) T, A— KD
TR ZARZZBIEENTVET, T A Y RZ 2 2K O
RBIFEIZHONWTIE, 37 =YD [vea.conf 77 A VEMFALTE
TANNTGAZEZRET D] 2ZRLTITEE N,

hostname Sun Crypto Accelerator 4000 & — R 23R BEfE STV DR A
kD4 El, hostname (21X, WPELAR A RO IP 7 RLAZIETDHZ &
HLTEET,

sec_officer BER—RICaZ 4> LTnbExal) T o —EHEDLHT

vecaadm [T BHR—FhooBASTT7H K

FEER T — R CTHEEL T\ D & &2, veaadm ZBEICKE THTIZ, HDHR— Kb
PR a0 EE L CUEDOR— FIZER LI-WEARH Y £, R— bRz tD
BELCr 77U R LizhE bxiiile— Naftfd 512X, logout 2~ FEfEMA
LET,

vcaadm{vcaN@hostname, sec_officer}> logout
vcaadm>
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ZOFIT, veaadm> TR T MM, T AL VRS U AFHEIIAA ML,
Xa T —HFHELDRRENRL BT EICHEE LT EEY, EPDF A
ACn T4 T BT, ROATF v a2 8F A5 & LT connect av ¥ R&EA

jj L/ij‘o

* 4-3 connect A< RDA T a L /NTF A K

INT A A B

dev vcaN RI A 25 2% N @ Sun Crypto Accelerator 4000 R — R

WEEELE T, 72 21E. -d veal EANTHE . FAAL R veal
W LE T, T 740 h T, veald T34 A > TWET,

host hostname hostname F® Sun Crypto Accelerator 4000 R — FIZHiE L £¥, 7
T H IR TIIN—T RNy 7T KL AL > TWET, hostname 1
T, WEARA MDD IP 7T RLVAZEETDHIEHTEET,

port port port 1@ Sun Crypto Accelerator 4000 A — RIZHERE L 7,
T 7 4V Tl 6870 1272 > TWE T,

1 -

vcaadm{vcaN@hostname, sec_officer}> logout
vcaadm> connect host hostname dev wvca2
Security Officer Login: sec_officer
Security Officer Password:
vcaadm{vcaN@hostname, sec_officer} >

9 TIZ Sun Crypto Accelerator 4000 X — RIZ#efe L TV 53551%, veaadm T
connect Av Y FEFTTHI LI TEERA, ZOHAIE, —ErZT U LT
b connect AV Y REFTTHMLENRDH Y £,

B L eI 272 NT, veaadm &5 Sun Crypto Accelerator 4000 7 7 — A

TxTiE, EONTL DEHT —F 2T H2D0H Ly v a VBOFRI Y
——'3 f/%?ﬁ‘b‘i‘a‘o
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vcaadm TOIAI 2V KDAN

vecaadm 7’1 77 A1Z1%, Sun Crypto Accelerator 4000 AN — R & X767 2 72 DT 4432
pa~y RERBPMAAENTNWET, v RiL, XFHoEHELIT—H (—F
(AT E DT OCFH) A L TAT LET, show DRDOVIZ shiFfHTE
E9 M. reld reset £721% rekey O R[REVEN B 5 72 O R T,

WIZ, LFIN B LeWEaDa~ >y FAHOFIZRLET,

vcaadm{vcaN@hostname, sec_officer}> show user

User Status
web_admin enabled
Tom enabled

ZOFEITIE, shus DX HiCa~r ROXFHO—EHE AN L TH, FUEHRE S
TAHENTEET,

HbWFWhavw L NE2FEHRTHE. TOa~vy RBARBBETH L L W) SN E RS
n\ij—o

vcaadm{vcaN@hostname, sec_officer}> re
Ambiguous command: re

$F£4E vcaadm B&L U vecadiag A—T 1 1) T 4 —IZ& % Sun Crypto Accelerator 4000 R— FDEHE 61



aAvT Y FOANILTDRTR

vecaadm (2%, ~VTHERENHAAENTVE T, ~T2ERRT IR, av o R
WZhET T 7] XFEANTDHILERHY £, A~ FOXFHEZHEETITAN
L., TOITOEINT 1?) Z48ET L L. av Y FOMIPERRSNET, KRIZH
ZRLET,

vcaadm{vcaN@hostname, sec_officer}> create ?

Sub-Command Description

Create a new security officer
Create a new user

SO
user

vcaadm{vcaN@hostname, sec_officer}> create user ?
Usage: create user [<username>]

vcaadm{vcaN@hostname, sec_officer}> set ?
Sub-Command Description

passreq Set password requirements
password Change an existing security officer password
timeout Set the auto-logout time

F72, vecaadm a7 R T 2] AT BHE, TTOD veaadm a2~ REI )

ZOHBAO—EERDL N TEXET, KICHERLET,

vcaadm{vcaNe@hostname, sec_officer}> ?

Sub-Command Description

backup Backup master key

connect Begin admin session with firmware
create Create users and accounts
delete Delete users and accounts
diagnostics Run diagnostic tests

disable Disable a user

enable Enable a user

exit Exit vcaadm

loadfw Load new firmware

logout Logout current session

quit Exit vcaadm

rekey Generate new system keys

reset Reset the hardware

set Set operating parameters

show Show system settings

zeroize Delete all keys and reset board
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vcaadm AXFEHE— R TRWEEIT, 20 2 ANT 2 L BETO T = VMR Z
TWET, ZoHAIE. 7] Ofiica~y Ry = O A7 —7 72 AN LT
ZEN,

YEEEVE— K TO vecaadm AT S5 LDET

vecaadm ZE T AT, quit BEL WP exit ® 2 >0a~<wy REHLET,
Ctl-D ¥—3—>7 2 ATH vcaadm T TDHZENTEET,

vcaadm [Z& % Sun Crypto Accelerator
4000 R— FO#HE L

Sun Crypto Accelerator 4000 AN — R Z #5920 FIMEIL, R— FOHHLTT,

R—= Rt T 2 L &I, F—RA T E2ERTD2HERH Y 9, FFEMIE.

84 ~—T D &AL LOME 22 L TLZEW, Sun Crypto Accelerator 4000

A= R, HLWF—2 T THUIULT 20 Ny 2o T v 77 7 A VOBEFDF—A
N7 ERMHL T T 5 2 LR TEET,

vcaadm CTHAIIZ Sun Crypto Accelerator 4000 A — RiZHfe T 5 &, L F—RA
N7 CR—=FEWET 20, F3 v 7T v 77 7 A MM S L TO D BEfFD
F—X N7 CR— FEPEUET 2020 T 57 vy 7 FRERINET, vecaadm
X, A= FOPEULFIEICS U T, BEREREANT LT a 7 FaRRLET,
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v # L UV+*—X k7 T Sun Crypto Accelerator
4000 "— K~ =ML T S

1. Sun Crypto Accelerator 4000 R— FZE Y fF(F 12 X TFLOAI KTAVT T
vcaadm FANT Bh, PATLNERICHDHEX vecaadm -h hostname % A H
L. 1 ZBRLTCAR—FZMEELLET,

# vcaadm -h hostname

This board is uninitialized.

You will now initialize the board. You may
either completely initialize the board and
start with a new keystore or restore the board
using a backup file.

1. Initialize the board with a new keystore
2. Initialize the board to use an existing keystore

Your Choice (0 to exit) --> 1

2. X1 T A —EBERBIUNRT—FEERLET (67 R—20 TRAIDE
1 =58),

Initial Security Officer Name: sa;qﬁaw
Initial Security Officer Password:
Confirm Password:

3. F—RT7HZEBLEY (67 X—CD [RHDEH] Z5HE),

Keystore Name: keystore_name

4. FIPS 140-2 E— FF7IX FIPS THRWE—FZRBIRLZFT,

FIPS &— FD¥4 . Sun Crypto Accelerator 4000 A~ — % FIPS 140-2 ® L ~L 3
YL L £ 9, FIPS 140-2 1%, FIPS (Federal Information Processing Standard) 23 #17&
THEWET, WSABGIEKEEE . L VO T—F OB L OLZEMtIcET 2 E
Tz B TWET, FIPS 140-2 OFFEMIE, kD Web X—V 2B ML T EEY,
http://csrc.nist.gov/publications/fips/fipsl140-2/fipsl1402.pdf

Run in FIPS 140-2 mode? (Y/Yes/N/No) [Nol: ¥

Sun Crypto Accelerator 4000 R— K4 X b—J)LY =2 7))L » 200345 5 A




F - EmELRNT AL EEEEIIEIRT AR, EEERREES LTS REM D
HBHa<w FEFETTAHRNIE, veaadm WHERD T 0 7 N2 F£RTHDT, Y F
721% Yes., N, No # AN L THER L TLFE VW, KLFEL/IITFIIRMENEE A,
T 7 4V h T, No 2720 F£97,

5 HBAIFHREER LTI,

Board initialization parameters:

Initial Security Officer Name: sec_officer
Keystore name: keystore_name
Run in FIPS 140-2 Mode: Yes

Is this correct? (Y/Yes/N/No) [Nol: y
Initializing crypto accelerator board...

BFEDF—X 7 ZFEMA L= Sun Crypto
Accelerator 4000 R— KD #EA1E

1 50F = FTIZHEEOR— FZBIN 5720, RALF—2 FTHHERTTTO
R— R L2 a27H Y £9, F£72. Sun Crypto Accelerator 4000 A — K%
FEDF—AMTRECE L LIEWGEELHY T, ZZTE, Ny r7T7 v 7T T77A0L
RSN TV DA DF—Z b7 &2 L CTR— R 2 HIEICH W TRl
LET,

ZOFNEEITORNC, BEOR— RREDNRNy I T v 7T 7 A4 VEVERT DMENH
DNET, N7 v T 77 ANLEERBLIOMETLTHIZIE. Ny 2T v T 774D
F— R BB B L OME R T A2 DA T — RPN ME T, FEiL. 72 X—Y
D =R =Dy 7T v 7] L TLITIEIN,
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VvV ERFOXF—X M7 ZHEALT Sun Crypto
Accelerator 4000 /R— K Z #H#A1L9 %

1. Sun Crypto Accelerator 4000 R— FZE Y fF(F 1z X TF LD KTAVT T
vcaadm FANT B, PATLDNERICHSIHEX vecaadm -h hostname & A A
L. 2#%BRLTNYI 7y ThoR—FEERTLET,

# vcaadm -h hostname

This board is uninitialized.

You will now initialize the board. You may
either completely initialize the board and
start with a new keystore or restore the board
using a backup file.

1. Initialize the board with a new keystore
2. Initialize the board to use an existing keystore

Your Choice (0 to exit) --> 2

2NV T VT I7AINDINRBLUINRT—FZAALET,

Enter the path to the backup file: /tmp/board-backup
Password for restore file:

3. BREMEERLET,

Board restore parameters:

Path to backup file: /tmp/board-backup
Keystore name: keystore_name

Is this correct? (Y/Yes/N/No) [Nol: y
Restoring data to crypto accelerator board...
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vecaadm [2KS5F—X T DEHE

F— 2 T LT, BEEMOVRY MY TY, =R MTIE, BX2 V7 0 —FHE
BLOa—V =0T o TWEST, F—R ML, REERE RSS2 T
R, a— P =T HI L Mo THEAI TV VATAT 5 FERZRILEST, =
LT, BOFEE L LTSN TWARNWT Y r—3 g st LT A2ET
TLERTEET, F—AMTIE, RO 3 OOFWTHER I ET,

m A7 =7 b :Sun ONE Web —N"—7 807 7V r—a VHIZEMH ST
WHREDRWRETT,

n :l*““}j_ 7777]7/}‘ %ﬂi@% ifTéuqukiU?&tX%‘f??jEI:EX%"77)
F—a TR L E T,

m X2 T 4 —EHET T i vecaadm ZEA L CREFEREICT 7B AT 5
FRERAMLET,

7 — 1 2? Sun Crypto Accelerator 4000 7R — FiZiZ, 1 2DF —X b7 BRLET
3, #%2® Sun Crypto Accelerator 4000 A — RA[E UF—2 7 &#IHHT L5 L 512
HERL L T, MERER KOS 2 LS 2 b TEET,

ZRIDEMH

X2 )T 4 —EHEAB L= =4 F—X FTHIE, ROEMFERTILE
DY ET,

= 4-4 X2 )T —EFHELB I —4, F—X FTLOE

ZHOEH B8

YNGR 1308k

BROES 2—F—H1E 63 LT, F— A N T 32 F
CE LS e FHFBEOFR O Fvva (O Fy k()
RO T HETHB L

INAT— FDEH

INAT— ROEMIL, BIED set passreq D% E (low 7214 med, high) IZ
THRRY ET,

F4E vcaadm B&LU vecadiag A—TF 1 ) T 4 —IZ& % Sun Crypto Accelerator 4000 R— FDEE 67



INRAT—FDEHDERE

Sun Crypto Accelerator 4000 /R — KD/SA T — R ET 521X, set passreq =
~VUREHERALET, 20avr FIZEo T, vcaadm BATIZHERT 5T TOR
AU —ROXLFIZETHEHZHELET, SAT— ROEHIZIL, KO 3 DOFHE
BHOET,

x 4-5 IRAT — ROEEDOFRE

ISRAT— RE&E =Y

low NRAT—ROHIRIEH Y FHA, ZHiE. "— 2N FIPS £— N T7%
WEEDT 7 4V FERETY,

med 6 LFLET, 2056 1 XFEREFUIMITILERS Y 3, Z

L, A— B FIPS 1402 E— R CThH D& X DT 74+ /L FRE T,
FIPS 140-2 & — F CiRIR LB RS2 T — FEHTT,

high 8 XFLLET, 205 H 3 LFFHET, 1 LFEFHEFUSNTT HHLE
DDV ET, ZHET 740V FRETIERVWOT, FHTRET D
VBENDHY T,

INAT — ROEMHZE TS 5I21%, set passreq 2~¥ > FE AL, #HiT T low £
7zlX med, high # AL EF, kD=~ REITIE. Sun Crypto Accelerator 4000
A= FDO/NRAT— FEfEA high ITREL TWET,

vcaadm{vcaN@hostname, sec_officer}> set passreq high

vcaadm{vcaNe@hostname, sec_officer}> set passreq
Password security level (low/med/high): high

F—RAT7DEFXF1) T4 —EEEDEK
1 50%—2 M7 RO S 2 ) T 4 —HREEERT DA bHY T, Z0

¥l 74 —EHHEAIZ, Sun Crypto Accelerator 4000 A — R OFEPHN 72 1F CRERK &
NDELOBROT, BAMSAT A=Y= LFE—IZT2LETHY TEA,
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/N

X VT ¢ —EHEEERTIHE, ARIO/NRT A X Ta~y RITroAKTEE
T, X2 VT —FHELEZEAKT D L. veaadm FAFIO AN ZRD F9
(67 X—T D TL4RIOEN] %50,

vcaadm{vcaN@hostname, sec_officer}> create so Alice
Enter new security officer password:

Confirm password:

Security Officer Alice created successfully.

vcaadm{vcaN@hostname, sec_oﬁ‘icer}> create so
New security officer name: Bob

Enter new security officer password:
Confirm password:

Security Officer Bob created successfully.

F—XA 7D —H—DHER

YERET 52— —41%. Sun Crypto Accelerator 4000 R — K OHFAN 21T TR S
5H0DT, BIEL TS Web %—/"—7 m 20D UNIX = — % —4 & [l —12F
HBNTIH Y A

a—P—ZERTHES. 22— =L DT A E|Tavr MTHLEKRTEET,
2—P—LZEEWTDH L, vecaadm (T2 —F—ZDATTERDET (67 X—TD [4
ATOEME ] 25 M),

vcaadm{vcaN@hostname, sec_officer}> create user web_admin
Enter new user password:

Confirm password:

User web_admin created successfully.

vcaadm{vcaN@hostname, sec_officer}> create user
New user name: Tom

Enter new user password:

Confirm password:

User Tom created successfully.

Web H— —DREIRFICEEIEZIT OBRIC, ZONRAT— REMHATIHLERHY F
R

FE - SRATU—REERRVEIICLTLEE N, RATU—FRaEhb e, 87
TR ATERLRYFET, RAV—FREENFEHEAIC., ThEaiERd25EEHY £
A,
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F-5HUEa~vr REANLRWE, 02—V =T hor MIalZ Ty hEanE
T, TAUIEFEREE/R A T v a T, FEIE, 74 X—T o TA#a 77 v FEEHE
DORE] 2R LTI TZE0,

A—H—B&LU0tEFa) T —EBEO—EXRT

F—Z2 MNTICHEST 22— —BL 0t F =2V T 4 —FHEO—EE2ERT DT,
show user £721% show so 2~ REEITLET,

vcaadm{vcaN@hostname, sec_officer}> show user

User Status
web_admin Enabled
Tom Enabled

vcaadm{vcaN@hostname, sec_officer}> show so
Security Officer

sec_officer

Alice

Bob

INAT—FKDZER

vcaadm A L TRXAT— REEFETZ50F8X2 V7 4 —FHELT T, BY
DIRAT— R EERTEET, X2V T4 —EHEONRT - RE2EETHIT
X, set password 2~y R&fEHLFT,

vcaadm{vcaN@hostname, sec_officer}> set password
Enter new security officer password:
Confirm password:

Security Officer password has been set.

Z—HF—D/AT— X, Sun ONE Web ¥—/3—® modutil =2—F 4 VT 4 —D
PKCS#11 A v # 7 = —AEMFEH L TEHE TX £9, ML, Sun ONE Web ¥ —
N—D~==2T)L® modutil IZRTAHAZEBSHM L T ZE ),
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A—HF—DEIESIVEDOTYEZ

F-bFX2 VT —EHELENCT LI TEEYA, ER2 YT —EHE
EERT DL, HIBRT 2 X THEMICARY £,

F 7 4V Tk, Ha—P—ITHENRRETERESNET, 22— =3B/ 2
EMTEET, BN RoTma—Y—iF, PKCS#I1 A v F 7 = — R & L T
MIZT 7 BATE <720 FET, Whlholra—V—2G5hcdsrE, 22— —0
FTRTCOBEMICT 7 EATXBARIEIZEY £,

=Y HHELIIEDCTHE, 22— —HDNT A X Ta~vr RITHh LA
TEFET, 2—V—4LE2EKT DL, vecaadm T2 —VF —ZDATTZRDE T,

vcaadm{vcaN@hostname, sec_officer}> disable user Tom
User Tom disabled.

vcaadm{vcaN@hostname, sec_officer}> disable user
User name: web_admin

User web_admin disabled.

T NEEGZT I, enableuser A~ REFETLET,

vcaadm{vcaN@hostname, sec_officer}> enable user Tom
User Tom enabled.

vcaadm{vcaN@hostname, sec_officer}> enable user
User name: web_admin
User web_admin enabled.
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A—Y—0HIR

4 22— —%2EL T, deleteuser A~ REFEFTLET, 2—F—%H|
B a5a. 2—HF—4LDNT R Z|Tavy FMINLEKTEES, 22— —4 %%
945 &, vecaadm T2 —WF =L DA RO FT

vcaadm{vcaN@hostname, sec_officer}> delete user web_admin
Delete user web_admin? (Y/Yes/N/No) [Nol: y
User web_admin deleted successfully.

vcaadm{vcaN@hostname, sec_officer}> delete user
User name: Tom

Delete user Tom? (Y/Yes/N/No) [Nol: y
User Tom deleted successfully.

Xl T —BEEZFDHIK

HIfr3 2tEX=2U 7 4 —FHEELHEL T, deleteso a2~ FEETLET, &
X )T 4 —EHELHIRT ARG, EX 2T 4 —FHELDONRFAZ|Tav R
ITHOAEMTEET, EX 2V 7 4 —EHEAEZEKT DL, vecaadm iTEF 2V
T4 —EEL DA RO ET,

vcaadm{vcaN@hostname, sec_officer}> delete so Bob
Delete Security Officer Bob? (Y/Yes/N/No) [Nol: y
Security Officer Bob deleted.

vcaadm{vcaN@hostname, sec_officer}> delete so

Security Officer name: Alice

Delete Security Officer Alice? (Y/Yes/N/No) [Nol: vy
Security Officer Alice deleted.

YARA—BDOINY I T T

F—ALTET A ATZITEHS L, v AZ TR ZLSNET, ZOvAY—§
IZ. Sun Crypto Accelerator 4000 7 7 — AU = TIAEMH SN TN T, EX 2T 41—
BHEINY 7T v TaAFRT 5 2N TEET,

Y AF—GEE RN T 7T HIZIE, backup 2~ FEEH L E9, backup 2+
VREFEITTDHIZNE, NI T v T EBRNT DT 7 A IVA~DI/IRALRMLETT, 20O
NALF A~ FITCTHRET AL, AT HZEHTEET, HWIT D&,
vceaadm [Z/XAL DA RO ET,
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Ny T T TF—2 2, RAV—RERETLHILERHY ET, ZORATU—F
. NI T T T ANDT AT —#EREE LT oDl INNET,

vcaadm{vcaN@hostname, sec_officer}> backup /opt/SUNWconn/vca/backups/bkup.data
Enter a password to protect the data:

Confirm password:

Backup to /opt/SUNWconn/vca/backups/bkup.data successful.

/N

FE - AN IT T T ANEERTDIEEIHRETHRNATY— X, F—A T
DY AR EETDLLOTH DD, HEH ST VWA T — REBRINT 503
NHVET, T, AADLEASRT—=RIEZTBISERH Y T, RAT— %
SNbDE, TR —HDONR I T T Ty ANIT I EATE LD E9, R

U— REENTHEAIC. MEINTWDEITFT—X 2RI L2 HETHY 8 A,

NV DT TEHECEOOXF—R Fr70OA YYD

Sun Crypto Accelerator 4000 " — RO~ A ¥ —@pAN— N =7HMIH S D Z &
EHIRWV, HLntex a2 VT =R —TEHEN WAV A Y T, =
DAL, set lock 2~ FEHHL T2 7T —2{bTEET,

AR - Z0avry FEETTLLE, YA —RENY I T v T TERIBY ET,
ZonRyZiE, A —RELR|LTHRFFSNE T, ZORELZHET 2ME—DJ;
1%, zeroize v R%&f#H L T Sun Crypto Accelerator 4000 A — K LO{E#H %
HETDHZETT, FMiZ. 78 ~—Y® [Sun Crypto Accelerator 4000 R — K D1
WOHE] 2R TSV,

vcaadm{vcaN@hostname, sec_officer}> set lock
WARNING: Issuing this command will lock the
master key. You will be unable to back
up your master key once this command
is issued. Once set, the only way to
remove this lock is to zeroize the board.
Do you wish to lock the master key? (Y/Yes/N/No) [Nol: ¥y
The master key is now locked.
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vcaadm [T &K S HR— FDEE

ZOHITIX, veaadm = —7 4 U 7 1 —%f#H L T Sun Crypto Accelerator 4000
R— FzEHF 2 HEHO OV THALET,

B80T 7Y FRERIOERE

X2 )T —EHEEPABNCA - N ou s 7 U hEND £ TORME AL~
A AFBHITIE, set timeout a~v > FEMEHLET, BEIn T U MFMEZZR S
HITIE, set timeout A~ FEZAA L, HF Tex =2V 7 0 —EEHEN BB
B7T7UFENLETORMESBMTANLET, 0 2RETDHL, BERZ TV
MERBITIEDIC/2Y £, RETE2RAMEIZ, 1 BHH72Y 1,440 53T, MIHHEL
7= Sun Crypto Accelerator 4000 7 — RDF 7 4 /L ML, 5 71272 > THET,

WDa~wr REETTLHE, X2V 74— FHEORER 7T U MNEE%E 10 /712
EECTEET,

vcaadm{vcaN@hostname, sec_officer}> set timeout 10
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h— FDREDRT

Sun Crypto Accelerator 4000 A" — FOBAEDIRAEZ FKRT 5I1T1E, show status =
VU REFETLET, 2Oavr RT R—FON—FRy =7 "—Ya rBIY
T7—LhU=TNRN=Var Ry NI—=I A FT=2—=ZADMACT FL A, X b
T—J A B 72— ZAOWRE (B E7213E LR, HE, T2 Ly s RE— R
E)YN F—RARNTO4HIE IDEZRRTAHIENTEET,

vcaadm{vcaN@hwhmnw,sa;qﬁav}> show status

Board Status

Hardware Version: 1.0

Firmware Version: 1.0

Bootstrap Firmware Version: VCA Crypto Accelerator 1.0 March 2003
Current Firmware Version: VCA Crypto Accelerator 1.0 March 2003
MAC Address: 00:03:ba:0e:96:aa

Interface information: Link up, 1000Mbps, Full Duplex

Keystore Name: keystore_name

Keystore ID: 832aece03e654790

Login Session Timeout (in minutes): 10

Password policy security level: HIGH

Number of master key backups: 0

* Device is in FIPS 140-2 Mode

R— KA FIPS 140-2 E— FTEMEL TL\SHE S HDFEER

Sun Crypto Accelerator 4000 7R — K% FIPS 140-2 & — R CTEIfE L TWL 54541,
show status 2~ F&FTT 5 LkROITHHhSNET,

* Device is in FIPS 140-2 Mode

A — K28 FIPS 140-2 =— R CEIEL TW 72 WA TE, show status 2> RiZ L -
T FIPS 140-2 £— F& o 3ITIdH h SnvE A,

F72. kstat(IM) =2—7 1 U7 4 — &M LT, A— 2 FIPS 140-2 € — N CEIfE
LTI NEIDEERTHZ b TEET, A— R FIPS140-2 € — R TEEL T
WAHEAIE, kstat(IM) D37 A ¥ vs-mode |Z FIPS & Fn ILEd, aHMIL,

42 ~—2® [Sun Crypto Accelerator 4000 %751k 7 A /33 J. U Ethernet K5 A /3D
ENEICRET 2 HHEHR ) BL O kstat(IM) DA > T A v~=aT VESR LT

I,
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HFLWI7—LY9TT7DA VR M=)l

FrgRED BN & 7z & 2121, Sun Crypto Accelerator 4000 R — KD 7 7 — Ay =7
EEHTEET, 77— 0U=T A A b=AT D0, 77 —=L0=T 774
SONRZAEFRE LT loadfw 2 v REFEITLET,

Ty =AU T BIEFICERT DI, reset 2w REFEH LT, FEITHR—F
)y hTAHAXERBLYET, F—F&2U kv bTdE, IEe/ A L5 L
X2 VT4 —EHEIIe ST RENRET,

vcaadm{vcaNe@hostname, sec_officer}> loadfw /opt/SUNWconn/cryptov2/firmware/sca4d000fw
Security Officer Login: sec_officer
Security Officer Password:
WARNING: This command will load new firmware onto the
the target device. You must issue a reset
command and log back into the target device in
order to use the new firmware.

Proceed with firmware update? (Y/Yes/N/No) [Nol: vy

Sun Crypto Accelerator 4000 h— FD v k

WRIZE->TE, A—=FZ2V By M 2O2RERELLZGERHVETST, VEY 8T 5
IZI%, reset A~ FEETTLOIMLERHY £3, a~v F2ETTLL, Vky
N5 E 9 ORI KRO HALE T, Sun Crypto Accelerator 4000 A — K& U & »
b5 & @ENICAM AR &M< 2 L3 TE HEEF O Sun Crypto Accelerator 4000
R— FRRTIE, AT LD SALO E# T — R BT 2D 9, Eo, 2
Davy REFETTLHEHBNIC vcaadm NHR 7T 7 35D T, HEIEELMHK
BT 2, AT, veaadm IZFHUR 7 A U LT, T ACHERT DL ERH Y £
R

vcaadm{vcaN@hostname, sec_oﬁ‘icer} > reset
WARNING: Issuing this command will reset the
the board and close this connection.

Proceed with reset? (Y/Yes/N/No) [Nol: y
Reset successful.
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Sun Crypto Accelerator 4000 R— K MDD 3

FfoRBE bz, X2V T =RV =S U T, v AX—@F-I1ERET 7
BRI L WRBEFEATOIMNERELDILENRNH Y £T, rekey 2~ REfH
THE, INHOEOWTINNEZIIH S E2HARTEET,

VT AZ—RETHTHE LWL > THF—ZX T B EN5 DT, LI
WXy I T P LT~ AZ— T 7 AT, FTLOF—R ST 7 7 A NI Lo TS
IR0 ET, BEZSHTILET, ~AX—BONY I T v T EERT D Z L &2 BE)
L ET, #% Sun Crypto Accelerator 4000 R — K TR U¥—2A M7 &M L T
WA, FILW RAZ—EE Ry 7T v 7 L TENDR— RiZx L TEILT 24
ENHYET,

EWET 7 AREZHRT DL X2 ) T —EEETIn Ty ST, FrLviE
W& 7 & A gEA i 4 D B AN SR A IS HESE S AL E T,

rekey 2= FZETT 5 & E2E, RO 3STEHOWTNONOREFEET 5 MR
HYET,

% 4-6 HEOHIH

RoERHE e

master VAL —GEE LR LET,

remote WWRT 7 ARBESHBLES, X2V T4 —FHEIIn ST b
INET,

all TAY B L ONERT 7 ARE L E T,

rekey I KT, #OFIHEIZ all 2 8RIT A2 KIRLET,

vcaadm{vcaN@hostname, sec_officer}> rekey

Key type (master/remote/all): all
WARNING: Rekeying the master key will render all old board backups

useless with the new keystore file. If other boards use this
keystore, they will need to have this new key backed up and
restored to those boards. Rekeying the remote access key will
terminate this session and force you to log in again.

board? (Y/Yes/N/No) [Nol: y
of master key successful.
of remote access key successful. Logging out.
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Sun Crypto Accelerator 4000 /R— K DIFHRD H &

RIICE > T, R—= FOTRTOEBEMOHENMLEIZRLEENRLY £+, Zh
EITHI2IE, 2 20FERHV ET, 1 2BIZ, "—FRou=T7 Vv %2l T5H5
ETT, ZOFETHEREZIHEET 2 L. Sun Crypto Accelerator 4000 78— {3 il
DIRTE (failsafe E— R) IZEY £9, FHEMI \w5A~V®F&map
Accelerator 4000 /~— N7 = 7 OFFHR O EIZ L D R RRREE~DEIR ] 2B LT
IEEW, 2 2HIX, zeroize a~ v REEHT 2 HIETT,

F - zeroize A~y Nk, #EMIETZHIBRL., EFH &N 77— U =T EZD
FEHELET, T2, ZOavr RREFICETIND L, BXa ) 7 0 —FBEIX
a7y RENET,

zeroize A<V REHEHA L TAHA— N EDFREHET DI, KOXIICATLE
j‘o

vcaadm{vcaNe@hostname, sec_officer}> zeroize

WARNING: Issuing this command will zeroize all keys
on the board. Once zeroized, these keys
cannot be recovered unless you have
previously backed up your master key.

Proceed with zeroize? (Y/Yes/N/No) [Nol: y
All keys zeroized successfully.

vcaadm diagnostics A< Y FDFEH

2L, SunVIS DiED>, veaadm 2 —7 4 VT 4 —HFETTHZ LT ET,
vcaadm O diagnostics =< Fid, Sun Crypto Accelerator 4000 /»— K7 =7
®\*%%kﬂ—FW17%£UH BT AT A, Ry NU—T BT RAT LD
3ODEERIT Y OBMICKIG L TWET, — &R — R =7 OZW T
DRAMBLOP 7T v aAEY— PCAONA, DMA =z hr—F "—RT7=T7 D
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FOMOWNEIBT N R RIZ 72 £7, B LY 7 U AT 202K Tk, Bl = x
L= BIOMEALT 78T L —2BRHRICRVEST, Xy NT—THF T RT LD
ZWrCliL, vea TN ADRKRIZR Y £97,

vcaadm{vcaN@hostname, sec_officer}> diagnostics
Performing diagnostic tests...Done.
Diagnostic Results

General Hardware: PASS
Cryptographic Subsystem: PASS
Network Subsystem: PASS

vcadiag D{EFH

vecadiag 7’7 7 7 A%, Sun Crypto Accelerator 4000 R— R ~Da < R{TA 4
Trx— AR LET, O F T2 =R Lo T, A= N—a—HF—F, tFa
U7 4 —EHEL L TGRESN TV AR THEBEEZIT) 2N TEET,
veadiag WEITTHEEIL., a~r FITA 7Y a ik THEELET,

vcadiag 70T T LADT 7 AERFGITT HITIE, BFE/IAI Sun Crypto
Accelerator 4000 Y —1 DT 4 L7 U EEELET, RICHZRLET,

S PATH=$PATH:/opt/SUNWconn/bin
$ export PATH

Iz, vecadiag D~ FITHEiCE R L £,

m vcadiag [-D] vcaN
m vcadiag [-F] vcaN
m vcadiag [-K] vcaN
m vcadiag [-Q]

m vcadiag [-R] vcaN
m vcadiag [-Z] vcaN

¥ — [-DFKRRZ] BYEAZH AT 2580 veaN 3R — ROT /3A 24T, N IiZ Sun
Crypto Accelerator 4000 7/3A ADA AL AFK 5T,
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#4112, vcadiag2—T 4 VT 4 —DA T a v ERrLET,

® 47

vecadiag A7 v a v

FFoay

B

-R

-Z

vcaN
vcaN

vcaN

vcaN
vcaN

Sun Crypto Accelerator 4000 R — KO B Wiz F7 L £,

Sun Crypto Accelerator 4000 A — R EF =2 V7 4 —FHHE > v 3
VR 5RO AR R LET,

Sun Crypto Accelerator 4000 R — RA3EF =2V 7 1 — &I v v =
VT D A LT o@isRE R R LET,

Sun Crypto Accelerator 4000 7 /34 AR LY 7 by =7 a2 R—
F POEREFRRLET, HAT, T AR L OPERERE,
F—ARTH, F=A DT OV TAFES, F—A T OZMEEL
DR, 2o TRY > TRRENES, Zoawr FefifiL
T TAAREF—A N7 OBREHETTE £,

Sun Crypto Accelerator 4000 A — K& V&> FLET,
Sun Crypto Accelerator 4000 K — N LOEFRAETHEL 7,

Wiz, DA aroflzxrLET,

# wvcadiag -D vcal
Running vca0 on-board diagnostics.
Diagnostics on vcaO PASSED.

W2, -FF > a oz rLET,

# vcadiag -F vcal
5f26-b516-83b4-d254-a75f-c70d4-0544-4de6b
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W2, KA aroflzxrLET,

# vcadiag -K vcal

Device: vca0

Key Length: 1024 bits

Key Fingerprint: 5f26-b516-83b4-d254-a75f-c70d-0544-4de6

Modulus:
b7215a99 8bb0dfe9 389363a0 44dac2b0 7c¢884161
20ee8c8b d751437d 4ebabcdb 76fdcb2a ad353c0b
248edcld 3c76591d dbcab5997 f6ee8022 e8bbb5abd
465a4f8c 601d46be 573e8681 506e5d8d f240a0db
11d5c095 2d237061 df27b2de c353900f £531092b
7d9a755b ¢5d79782 95al1180b e17303bb aca939ef
006c73£f7 74469031

Public Exponent:
00010001

W2, QAT aroflzxrLET,

# vcadiag -Q

vcal:cb
vcal:cb:keystore_name:83097c2b3e35ef5b:1
vcal:ca
vcal:ca:keystore_name:83097c2b3e35ef5b:1
kcl2pseudo

vcal:om
vcal:om:keystore_name:83097c2b3e35ef5b:1
1libkcl

Wiz, -RAS>arofflzxrLET,

# wvcadiag -R vcal

Resetting device vcal, this may take a minute.
Please be patient.

Device vcal reset ok.

W2, -2 F > a oz RrLET,

# vcadiag -Z vca0l

Zeroizing device vcal, this may take a few minutes.
Please be patient.

Device vca0 zeroized.
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W

10

Sun Crypto Accelerator 4000 7R—
AT 578D Sun ONE H—
IN—Y T DT DIERK

ZOFETIEL, Sun ONE Web #—/3—THiH19 % Sun Crypto Accelerator 4000 7~ —
REBRETDHHIEZOWTHHALET, ZOFEL, KO THEINET,

83 ~4—® [Sun ONE Web #—/3—Dt % = U 7 ¢ — &

87 ~X—® [Sun ONE Web #—/3—DH§ik |

90 ~_— ™ [Sun ONE Web Server 4.1 O A A b —/L 3 L OHERL

99 ~X—® [Sun ONE Web Server 6.0 DA A b —/L 3 L OHERL

F - Zo~v==271H® Sun ONE Web ¥— 3—|%, LLFiIZ iPlanet™ Web ¥ —
N—= LR EIL T2 DT,

Sun ONE Web H—/\—®D+t*xa 1)
T4 —EHE

Z OFITIX. Sun ONE Web #—/3—(Z L - TEPEJ % Sun Crypto Accelerator 4000
A= ROtF=2 VT 4 —HEOHMBEIZOWTHHAL X,

F - F—RANTEERATAII., CHEHOV AT ADYV AT LEREDT T b
PHERATHOMLERDHY 7,

83



84

WMEs L UARE

F—RX T BLVP2—F =L, PKCS#11 1 > # 7 =— A %4 LT Sun Crypto
Accelerator 4000 A — K &£ @9 5. Sun ONE Web ‘b‘—/\—fx o7 r—va
NZHKFUTHERR T A ERH Y £97,

Sun Crypto Accelerator 4000 i, a—H—Lid, BALERIEMOTTAHEZHEL £
T #E, FEN LT A=Y =NALET, -l HEOREZHAET
EET, L AO=2—F = TRERO] #L TREMO) e 80— -
R DEBOREZTA LT, RARDEEEEMNT LI LN TEET,

F - Ta—F—) F2l l2a—F =TI v b L) HEEL, @O UNIX ~—
P=TH v FTERL, veaadm TR S 4172 Sun Crypto Accelerator 4000
a—P—zfFLEF, UNIX D2 —H%—4 & Sun Crypto Accelerator 4000 =+ —
P—H 2T, —EORHEMTIEHY A,

F—ZA M7 LT BEHOYU RN T, F—ZX T ;t XU T g —EHE
BLOa—H =M IT N THET, F—X 7L, iLE Efﬁ%%fﬁﬁ‘ét“w‘“@
B, =P =T HU U MLoTHRA TV F%@?ﬁ@‘é?ﬁx%%fﬁbiﬁ‘o al
MUCE > T, BOPEHE L LTRIEINLTWRNWT U r—a A LT, #E R
FTILENTEET, F—AMTIE, KD 3 OOFERTHERLSILET,

m #4727 b :Sun ONE Web — N~/ E07 7V r—v g CHICEMR ST
WABER O F VT,

] :L“_“H“_‘Tﬁ'j‘/}\ 4%7];@% ﬁ@‘éutuuﬁ%i077‘ﬁx7&ﬁ5?Ex%77)
r—a IR L E T,

mExX2 T —EHET I T b i vecaadm A L CEEHEEICT 7R 15
FREEREMELET,

¥ — 1 2® Sun Crypto Accelerator 4000 R — RiZiX, 1 2D F—A F T A %’C
¥, #%D Sun Crypto Accelerator 4000 R — FRFE L¥—A M7 24T 2 XK 91
WERT % &, PERER KO EMEZf S E 5 2 ENTEET,

R R A VA M= Tk, 1 A=Y =% ELZ 1 2DF—X FTBREREH
9, 2E2E. 1 200OF—A ST THD web_server &, FTDOF—AKRTHND 1 AD
a—HP—Th D web_admin 12X > T 1 SDORIMER SNET, 2SS, =—
Y— web_admin 1%, 2D 1 O2DF—A R THNTH—R—DE~DT 7 & 2 %
L., BHT LM TEET,

Sun Crypto Accelerator 4000 % — 2 b 7B L a2 —HF—DFH T, HFEHY —L
vcaadm A LET, FEMiE, 67 X—Y D lvcaadm I L HF—A N T OEF %
ZRL TSN,
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M=o XUV =2 T74)L

Sun ONE Web ¥—1—{3, =X 7 & b= & LTR#ELES, b—27 077
A /WE, Sun Crypto Accelerator 4000 DEHE S, FEES N7 7V r—3 a LTk
ED b= UG EERL TEST DO FETT,

1

engineering ¥ X O\ finance, legal ® 3 DOF — A TR d HGHIEL. KD h—2
2% Sun ONE Web #— —|{ZES L E T,

m engineering

m finance

m legal

k=22 2074I)1L

F 7 AN NOFBEEEHC L TEEBEEITOHAE. =2 7 7 A VBRKET

T, TV Ar— a0l koTUE, BEO N—27 v ERZRVEERHV FET, F—
I T 7ANE, 1O ED =7 AR 1ITTRESINTEZTXFA RN T 7 A LT

‘j‘o

F - b= AR NTLIIFE—ICRY £,

Sun ONE Web #—/3—{%, F—27 77 AR EINTND b—27 U IEIFEEL
T, RIZ, b= T 7 ANDREFEEELEOEWIEIRLET,
1. BREEZ5% SUNW_PKCS11 _TOKEN FILE IZIEESNI-7 7 AV
TV —=vary 7 M7, BEAREZNHTLILORH ET, £O
BA. ZOFETFITTEEE A
2. 7 7 A4V $SHOME/ . SUNWconn_cryptov2/tokens

ZD7 7 A MiE, Sun ONE Web #—/3—% 3479 % UNIX = —H—DF— LA
TA4V7 FUICHFET DRHENRH Y £3, Sun ONE Web ——i3, &R"—217F 1«
VI R EFERWUNIX 22— —IC Lo TETIND 2 bV ET, 20
By ZOFETETTEEEA,

3. 774V /etc/opt/SUNWconn/cryptov2/tokens

b—=2 27 7 A VBIFE L7206, Sun Crypto Accelerator 4000 Y 7 b w7 = 714,
I NTD =7 % Sun ONE Web ——(ZEL £,

% 5% Sun Crypto Accelerator 4000 R— FZHEAT 578D Sun ONE H—/1\—V I bz 7DHEK 85



# This is an example token file
engineering # Comments are acceptable on the same line
legal

# Because the finance keystore is not listed, the Sun Crypto
# Accelerator will not present it to the Sun ONE Web Server.

- T ObLOXTINTIAA L FTE, £, ETERITDENTEET,

HIR D b —27 > 7 7 A ABIFELROVGEIZE, 86 X—UD [h—7 VBIOh—
Ty AN] THBAT LT 740 bOFEMEFASET,

NIV BESIEDERFAREES X ERTTOY Y &
Z

Sun ONE $r—R—Y 7 h 7 = 7 DOV 7 5 bEEIL. T 7 /L b TIXEHARAIZ
o TWET, KBEBZ2T7 7 A NVERET DI ENSWIEEIZIT. 2 OMREL A
BElICLET,

Sun Crypto Accelerator 4000 78— R T Sun ONE #——Y 7 b7 =7 O3V 7 i
FAVIERE 2 H RTREIZ 9 D121, /etc/opt/SUNWconn/cryptov2/ T4 L7 F
WIZ sslreg EWIAFIDZEED 7 7 A NVEEKL T, ==Y 7 "y =7 2 HEH
LET,

# touch /etc/opt/SUNWconn/cryptov2/sslreg

OV T RSV RE A AR 29 BI2iX. sslreg 7 7 A VEHIBRL T, —r—Y
TRV T EREERTOLENRHD FT,

# rm /etc/opt/SUNWconn/cryptov2/sslreg
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Sun ONE Web H—/\— DRk

ZOHTIEH, WOBEBIZOWTHBALET,

INATJ— K

87 R—TD [NRAT— K|

88 N— VD [F—2 T Da—F —DER]

89 ~X—® [Sun ONE Web H— S— % FA[REIZ T 5 H ik O )
90 ~X—® ISun ONE Web Server 4.1 @A > A b —/13 X O
97 ~—® Sun ONE Web Server 4.1 T SSL DL |

99 ~—® [Sun ONE Web Server 6.0 DA > A »— Lk X UML)
107 ~<—>’® [Sun ONE Web Server 6.0 T SSL DR

Sun ONE Web #— =2l T& 2 X 5 IZHET 2B TIE, W< OND/RAY —
ROANNPERSNET, 5112, FXATV—-RCHATLIHHAZRLET, Znb
DNRAYT = RNE, ZOBERETHEHLET, AT 20— FRRAHLREEIT,
51 2R TSN,

% 5-1 Sun ONE Web #—/N—{ZHER/XAT —

IR — FDIEFE

i BA

Sun ONE
Web #—/—0
B — N —

Web #—/"—D
FRAET — # R— A

X VT —EFHE

username:pussword

Sun ONE Web #— /X — D E A — N\ —Z BT 5 72 D IS B/
AU — RKTF, ZO/NAT— KL, Sun ONE Web H— — D% E
FicEl S CconEd,

X2 VT RSN E— FTEELTWD L X, N OKRS
LT 2 — NV EEEIT DO BERRRAT— KT, ZTO/RA

7 — RiZ. Sun ONE Web #— N —DEBH — N — %[ L T3
T—HR—ZAEERTHEXCEVLETONET, o, NEORE
BALE Y 2 — L CREHEZERE LA VA M= § 5 L& ITH L
ETY,

vcaadm DFRHEBRIEZIT ) & L E/R/NXA T — RTT,

X2 VT —REINIZE—FTEELTWS L &, Sun Crypto
Accelerator 4000 € ¥ = — VA REN T D72 OB /NNAT — T
To Fio, WEHOR ST Y 2 —/L (keystore_name) TrERE % K
BIRAA A=A THEEITHHETT, ZORRT—RIE,
vcaadm THF—R T D2 —H—2{Ek+ 5 &L EITHEELL
username 33 & O password THRSNE T, F*—A b T D username
& password %, = (1) TREISBRTT,

% 5% Sun Crypto Accelerator 4000 R— FZEAT 57D Sun ONE H—/\—V T b = 7 DHERK
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F—A 7D —HF—DERK

Sun ONE Web #——THR—F2HT212id, £FTR—FeofikL T, A—F
DF—APTIZT NU LD =P =2 ERS HHERHY £F, A= FOF—AF7T
IR LAAE SR S R4, e, BEfFOF—A b7 244 L T Sun Crypto
Accelerator 4000 A — FA#FWILT 252 & b TXEF, FMIL. 63 X—Y0D

l[vcaadm (2 £ % Sun Crypto Accelerator 4000 A — RO#IHik) 2L TS
AR

7 — 1 2® Sun Crypto Accelerator 4000 A — RIZHL TE HF — A M7 1L 1 27210
T, HA—FIZIF15OF —A FTHLETT, #HED Sun Crypto Accelerator
4000 R— RAF L F—A M7 2T 25 L5 1T LT, MBS KX O 4 M
bEsEdz b TEET,

VX=X +7021—H—%24EHT S

1. Sun Crypto Accelerator 4000 V—ILDT 4 LY b DARERNRITHRE SN TULVEL
BEIE. ROLSICaATURFERFTLT. RENRRICTALY M) EBELET,

S PATH=$PATH:/opt/SUNWconn/bin
S export PATH

2. vcaadm AV Y RE#EFTLTvcaadm A—T 4 UT 4 —IZT7 O ERT BHhH.
vcaadm -h hostname %HE1T L T vcaadm Z@@HRRA FOR— KFIZEHKLES,

FERIZ. B3 =T D Tvcaadm DFERH] #&MH LTI 7Z a0,

$ wvcaadm -h hostname

3. R—FOF—R +7ICa—H—%ERLET,
YERLT 52— —41%. Sun Crypto Accelerator 4000 R — K OHFAN 21T TR S
HHDROT, Web F— =720l L T % UNIX O=—F—4 & [F—I2
TOMETHY A, 2= —ZERT DN, £7 vecaadm ¥ =Y 7 —FH
HECRITA T HUERDHY £T,
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/N

4. create user AVY Y FTaA—¥Y—ZERKLET,

vcaadm{vcaN@hostname, sec_officer}> create user username
Initial password:

Confirm password:

User username created successfully.

Z THERL L 72 username 35 & OF password 1%, username:password D TE LB
i%%%Sl%ﬂ%)VWb%—n—®tﬁﬁwmu TiX, ZORRT— &R
LMENRHD ET, ZEV N a— =Dl DF— A N T RAT— T,

FEE — 2O username:password Z SN E DIZ L TLIZE W, NAT—REERD
ELBHCT 7B ATERL RV ET, NSAT—REENZHAIC, INEHBT D
BIEH Y FHE A,

5. vcaadm ¥ TLET,

vcaadm{vcaN@hostname, sec_officer}> exit

Sun ONE Web H—/\—%{FBA[GEIZT 5 HED
=

Sun ONE Web Y — —%Z 5 5I121%, ROFIEEZETTHLERHDET, 20O
HED2ODEITIE, TNOLDOFINEOFEMZTHRBHL E7,

Sun ONE Web #—/3—D A > X h— )L
FREET — H N— 2 DVERK

FEBHE O ER

SEAEDO A VA F—b

Sun ONE Web #— S — D #Exk

AR - OO OFIEL, RSN TV DIEICETL T ES W, BOIEE TETT
% &, Sun ONE Web ﬁ‘~/\~75)IEL< RSN Lnd Y 9,

m Sun ONE Web Server 4.1 i/ L TW 5 5E1E, 90 X— @ Sun ONE Web
Server 4.1 O A A M —)LEB L OWERL] 1[CHEAE T,

m Sun ONE Web Server 6.0 Z i L TWA AL, 99 2—2 D [Sun ONE Web
Server 6.0 DA A h—/LEB LUK IR £ T,
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Sun ONE Web Server4.1 M4 > X b—
ILE L UHERK

Z OHEiITiE., Sun ONE Web Server 4.1 A > A b —/L 5L L ORERITIEIZOWT
PMBALET, ZOHONEIZ, kO LB T,

m 90 *X—® [Sun ONE Web Server 4.1 A > A k—/1 |
m 97 ~—® [Sun ONE Web Server 4.1 T SSL DRk ]

Sun ONE Web Server4.1 A4 > X —)L

I THMAT L FIEZ, SN TWDIRICFATT 24N H Y £9, Sun ONE
Web H— =i [ HIEIZ DWW T, Sun ONE Web —_—0D < =27 V2SR L
TLIEEVY,

V¥ Sun ONE Web Server 4.1 24 VXA +F—JLT B

1. Sun ONE Web Server 4.1 V2 bz 7%#5oo0—KLET,
Web —_—D YV 7 + 7 =7 %, RO URL B AFTEET,
http://www.sun.com/

2. Web 4—n\—%A4 VX +—J)LLET,

ZITE 1 o0fl 3 THFIREZHRHA LE T3, 2ol L1357 5% E T Sun
ONE Web #— "=zl T 52 L b TEET, ¥ ——DF 7+ /L FDO/RALIT,

/usr/netscape/serverd T9,

Sun ONE Web #—/3—®D A > A b —LEFIZ, T 74/ bR EZIFANTL 2
VW, ZO=aTI)VTE, TDOFT 7V EDORABFERLET, Web —1—D v
TN =T ERLDEINIA VA M=V TDBHEEIE. A VA M= VEEEZTEBWT
<TZEW,

3. setup FAT S LERITLET,

4. f VA =R YT rRRETH IOV T FZRELET,

FEEHEIZT A=D1, ROT7a 7 "ISMIT 74V FOBREEFERT L En
TEET,

a. FRFEEHICRET HEEIE. yes EAALFET,
b. SE2IEFED hostname.domain AN LET,
c. Sun ONE Web Server 4.1 OEEBH—/N\—D/INRTJ—F% 2RBAALET,
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d 7o rARTREN=5. Retun ¥—%#LZET,

V BT —3R—X%ERT 5
1. Sun ONE Web Server 4.1 QOEBH—/N\—ZEHLFET,

setup ZR & LT startconsole #FEITT 5DV IZ, ROa~<vw»y FREETLT
Sun ONE Web Server 4.1 OEFLY— "—ZEEH L F9,

# /usr/netscape/server4/https-admserv/start
SunONE-WebServer-Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

JEEA =S, =T 5720 D URL RS ET,

2. Web 7505 ZRWNTROLSIZAAL. EBADY S 74 hLa1—HF—( 4
7z—X (GUIl) &8 LEFT .

http: / /hostname.domain:admin_port

BEIEA A T TRy 7 ANERINDL DT, setup D FEITHFIZEIR L7~ Sun ONE
Web Server 4.1 DEHS—_R—Da2—F—LZRBIUORRT—-FE AT LET,

¥ — Sun ONE Web #— R— DR ERIZT 7 4V FORELEZHH LI-HAIE, =—
#— ID £ 7-1% Sun ONE Web Server 4.1 ®DEH Y — —D a2 —HF —4|Z admin & A
HLTLEEN,

3. TOK] Z&IRLFEY,
Sun ONE Web Server 4.1 DEBY— N—D T 4 FUNRRFIINET,

4. Web —/R—DA VAB DV RIZHT BBRAT—FIR—REEHLET,

a. Sun ONE Web Server 4.1 DEEHY—/\—D7 4 > KT lServers] # 7 %ER
L/ij-o

b. y—/\—%&RLT. Managel K2 %) v o LET,

c. R—=UDLEE-HD Security] 2 T%#% 1) v% LT, [Create Databasel ') >
DEERLET,
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d 220584705 KRy 9 X2 Web —/IR—DRBRHFT—FR—AD/IAT—F
(X5-1%58B)#AALT, TOKI 29 UvHo LET,
8 UFLL EDNRAT—REZEIRL TL &N, ZOZ2T— K, Sun ONE Web
P—R—NEX2 )T —f#EINT-ET— FTEET S & X2, NEOREE{bE
Va—/VEREITH-OIER L ET,
12l ED Web Y —R—A LV AZ L ATEXF2 T 40 —Z2AMMLT-WIEERH
DET, TOHEIE, & Web h—N"—A L AX AT, FlIE1 ~FIH4 240K
L/\ij—()

¥ — Sun ONE Web Server 4.1 ® % ¥4 —/3—-C SSL (Secure Socket Layer) % F473
LAY, BIALT —F R_R—2AOREFIEIZFREETT, FMIL.
http://docs.sun.com @ [iPlanet Web Server, Enterprise Edition
Administrator's Guidel &M L T 72& W,

5. RDR4 )T +#%#%E4TLT. Sun Crypto Accelerator 4000 "— K ZFHEEREIC L F
ED

# /opt/SUNWconn/bin/iplsslcfg

ZDAZ YT T, Web ¥ —"—2@IRT 57000707 MRRRENET,
ZHAZ7 Y7 M. Sun ONE Web #—/3—H® Sun Crypto Accelerator 4000 i
EETa— A A =L LET, RIT, W7 7 A L& B8 LT, Sun Crypto
Accelerator 4000 " — F&ZfEH T 5 L HICLE T,

6. 1 ZAHNLT Return +—%# L. Sun ONE Web —/\—T SSL AT 5 LS
BRELET,

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 1
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7. 7OV T rARTENEDS Web H—NN—DIL— FFo LY FUDIREASDLT,
Return —## L £ 9,

Please enter the full path of the web server
root directory [/usr/netscape/serverd]: /usr/netscape/serverd

8. y ZANLT Retun ¥—%z#{¥ &, REMNEITSIIET,

This script will update your Sun ONE Web Server installation
in /usr/netscape/serverd4d to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: ¥y

Using database directory /usr/netscape/serverd/alias...
Module "Sun Crypto Accelerator 4000" added to database.
/usr/netscape/serverd has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. 0 ZAALTREZRTLET,

V —N—DREZERT S

1. ROa< > KEAHALT. Sun ONE Web Server 4.1 OEBH—N\—ZFEHL F
j-o

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start

ISEA v E—=DIZ, Y= "=T8HE T 5720 D URL BEIR SN ET,
2. Web 75 UHZRNTROKLSICAAL, EEA GUI ZEELFET,

http: / /hostname.domain:admin_port

BEIEA A T TRy 7 ANERINDL DT, setup DFEITHFIZEIR L7~ Sun ONE
Web Server 4.1 DEH Y —N—Da—P -4 B LR —-FE2 AN LET,
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¥ — Sun ONE Web ¥ — —ORERFICT 7 4V FOREZHEH LIZEAIF, =—
#— ID F 7= 1% Sun ONE Web Server 4.1 D&Y — N\—D a2 —HF —4 |2 admin & A
L TLIEEN,

TOK] #ZFRLET,
Sun ONE Web Server 4.1 OF Y —N—D v ¢ v RUNERINET,

. B —/N—DIBAEEERT (2L, Sun ONE Web Server 4.1 OEEH—/\—D ) «

VRODLEERIZH S Security]l 2 TEBIRLET (K 5-1 £3H),
[Create Trust Database] X— Y NFEREINET,

5. R—UDEMIZHS Request a Certificate] ) U ZRIRLEFT (K 5-1 25H),

= Metscape: Wweb Server, Enterprise Edition ==
File Edit Wiew Go Communicator Help

- w a a4 a2 i | E 4 o &

Back Forward  Reload Home Search Metscape Print Security Stop

iFlanet
Web Server 4.1

integrate I~  Server Manager

/Preferences. /Programs . /Sewiets’ ML), /Stalus| /Stles| /ContentMamt' [ Web Publishing . | Search

%]

Create Database
Request 3 Certificate Request a Server Certificaie

Change Password L. Cedificate renewal

m You can also see a list of available certificate anthorities.

Micirate Certificate

Submit to Certificate Authority via:

(@ ca Email Address: ‘I

__CAURL ‘

Select the module io use with this certificate.

Cryptographic Module: keystore_name

Key Pair File Password: ‘

Before requesting a certificate, you should read the overview of the certificate process, and then go through the detailed steps
ion creating a correct distinguished name which you should enter below. You will also generate the proper anthorization letter
that you will use to obtain your certificate from a certification anthority.

Requestor name: ‘

Telephone number: |

Common name: ‘

Email address: ‘

JET T | 4 a9 @ 2|

5-1 Sun ONE Web Server 4.1 &Y —/N— 0 Y — /S —FF A E 53R o [ [

CEIBAEERZAMT H-ODEXIC. ROBHREAALET,
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a. New Certificate] ZZEIRLFET,
AEFEELR 2 Web 22 B FIH C©& 258508 £ 72 (1B HBEE CTX 256
i, TCAURL) V7 %&RLES, 2NN OEAIX. TCA Email
Address] Z@IR L, EAEERZZITIWOE T A— VT FLAZ AN LET,
b. #AY % rCryptographic Module] Z#:Z#IRLZFT,

TDOTINE T A a—lE, BF—RANTZEICEAEO N RH Y T,
ELWF— XFT%J%?R‘LT“Z) L AR LT &, TSUNW acceleration
only| [FERLZRNTIZEW,

c. [Key Pair File Password] #4 7RI Ry I X, BEREBETSH1—HF—D/\R
J—FEAALET,

ZDO/RAT — RiX, username:password T3 (F 5-1 &),
d ROEREFHRI « —ILFIC, BULGEREZADLET,

% 5-2 ZRENEHR T 4 — N K

J4—ILE Bz

Requestor Name AIEAA O BR A 0 G S

Telephone Number  FiEl & 0 35k # O AR S

Common Name 2'7 U Y hostname.domain X TCA)T 25 Web A bD KA A >

Email Address REIA D Bk O EE

Organization FEAEICFL R S D ik o4

Organizational Unit  ({£3) FEBHEICEH S L5 B 04 FF

Locality (L) MO FHEM O TIKITH, AN SN TV BEHAE, FEHEC
R nE T,

State (1F75) KB 0> P Hi 0D 5  JFF IRk 00 TE 2044

Country 2 5o ISO ERIFE s (72 & 21E. KEOHA L US)

e. TOKI R22&7)vs LT, BHEEELFET,

7. RALBEEAL T, GIAZZERLFT,

m GEAEZEREZ ICAURL| IZXET DL OICBRIRLZEAE. GERAEERIZE M
WCRBRERIICEfE S hvE T,

m [CA Email Address] Z&ER L7728/, ZIHBRZHEE RO A —LD~y
57 kztxj(éf:lt‘_‘bf uuuﬂz)z.'l Tﬂfﬁjbi‘ﬁ—

8. AIAENEREINFD, ANy F—EEXXEY Y vy THR—FIZaE—LFET,
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- GEAEITREAEER L3RR 9, BEIET R METRME S ET, 2
DTF—=HF, TOHLEDOFIES TUEIRLDT, 7 v 7 R—FLEICHRELTEW
TLIEENY,

Y—N—DIBEEFAN VA =TS

. Sun ONE Web Server 4.1 OEEBH—/IN\—D 4 > FODOERIZH S Tnstall

Certificate] ') > #8IRLET,

FORLE RIS K o TREA EER2VKRE S NREMA E 2N FEIT S 725, Sun ONE Web 4 —
N—ITREAEZ A VA =T o 0ERH Y £,

[Security] 2 7Z&#IRLFET,

. R—IUOEAIZH S lnstall Certificate] J oo #BIRLET,

= Netscape: Web Server, Enterprise Edition -0
File Edit Wiew GCo Communicator Help
| = =) a P4 2 e} £ " |

B Back Forward Reload Home Search MNetscape Print  Security Stop
j # Bookmarks &  GoTo: /|

iPlanet
Wreb Server 41

/ Preferences . | Prorams

Install Certificate

[Serviets'. JPTTL /Status’ /Styles'| /ContentMamt’ /WebPublishing' | Search

integrate I~  Server Manager

=

Install a Server Certificate

Certificate For:
(® This Server
. Server Certificate Chain
. Trusted Certificate Authotity (CA)

Select the module to use with this certificate.

Cryptographic Module: kepstore_name i

Key Pair File Password: ‘

Enter Certificate Name ONLY if certificate is not for "This Server’.

Certificate Name: |:

(@ Message is in this file:

.. Message text (with headers):

| G0

] @ oR @ 2|

5-2

Sun ONE Web Server 4.1 & H#— R—D P — _R—FEHE A X F— /L OHE
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4. FIRAEZA VA P—LTBHODERIC, RDESITAALET,

5 5-3 FEHEEZA VA R—ATDHEZHDOT 4 —L R

4=k B

Certificate For [This Server] R L E7,

Cryptographic COTNE T A= a—lE, ¥F—AMNTZEOEFEOT UM
Module FRENET, ELWVWF—ZXAMTLAZERNLTLEEV, Sun

Crypto Accelerator 4000 Z /4 512id, F—R F 7KV LT
LRI ER CARIOEY 2 — NV EBRIRTD2LERH D 7,

Key Pair File ZDO/NRT— R, username:password T¥ (£ 5-1 2B M),
Password
Certificate Name EEALOEAE, ZOWMIEAICLET, ZZIARIERET D

L. Web = —TSSLH+FR—hE2AH L& XIC, FEHER L
VE~DOT 7B AERT H4F03, ZOLARNIIERIRET,
DT 4=V RKDOT T H )V NEREIL, Server-Cert T,

5. RIEBH ST E— LI-HBAE (98 R—U0 TH— N —DAIREEEHT 5] OFIES
#5M8) % Message] Ry Y RIZR—X FLET,

FEAEFIZ BT 2 AR R R F R SN E T
6. R—CDOTEIZHS TOKI K2 &IV YU LET,

7. RIESNERBIZERY AN HFNIE,. TAdd Server Certificate] R2 &2 ) v o LE
E

P —N—OFHEEHZ RO D A vE—UPEEHICERINET, Web h——D 1
AL ANFEEIEIE LTV AT, FEEISNEDH Y 8 A,

F72, Web — =T SSL ZM+ 2 L DI T 20 ERH D Z & bBmSLE
Fo WOFINEIZHES T, Web ——ZHE L £7,

Sun ONE Web Server 4.1 T SSL D#ERL
Web —R_R—B IO —R_R—DFHHEDOA VA F—ANBET LE LT, Web #—
N—TSSL A TE B L 5 Ik T LB D Y £

V¥ Sun ONE Web Server 4.1 Z#5 9 5

1. Sun ONE Web Server 4.1 QOEBY—/IR—D A o R—T T, EHET S Web H—
N—DA 2RIV REEIRLT, TManagel #9) v Y LET,

2. R—UDLEEIZH S Preferences] 2 THEIRENTWENESIE.
Preferences] 2 7% v LET,
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10.

11.

. R=UDOERIZH S TEncryption On/Off] 1) o ZBIRLET,
. BEIEEAVICHRELET,

AA TRy 7 AD [Port] 74—/ KRB, SSLOF 74/ hOR—+HFEETHD
M3 \[ZHEFSNET, BRBIZSLT, A—hEFEERELET,

FOK) RE VEEIRLET,

[Save] "2 VERBIRLT, COEERNTEZEALET,

Web h— =2, X2 U7 —REINZE— FTEIET S L ITHEREINEL
776

. /usr/netscape/serverd/https-hostname/config/magnus.conf 7 74 JL

(hostname & Web Hr—/N\—®D£&HI) #HEL T, ROTEEMLET,

CERTDefaul tNickname keystore_name :Server-Cert

57 4V b Tt AR LA EOL AL Server-Cert (2720 £, AHINERD
Yaid, Server-Cert OO VIGEIR LA HL T 7230,

BB AR —N—FEIRL T, R—CODELAIZHS TApplyl REVEH YV L

*9,
Z OEMEIZ X 5T, Sun ONE Web Server 4.1 OE Y — R—|CLEENELE@H L E
j—()

Load Configuration Files] "% > %% 1) % LT, magnus.conf 774 JLIZINX
FEE#ERALET,
Web —N—DA U AX U RAEREBTEX HX—=IZHIV DY 7,

Web #— =28 L Tuvig & &2 [Apply Changes] RN& %27 U v 2735

&\ username:password DN )% RO DFRFAEL A T v TR 7 AnFoRShEd, =
DY A2 RYDYA RFEETE RN, BEENEFZEMT 5 L ICHEND LY
BNRDY ET,

ZORBEICIE, RO 2 SOEEERDAH Y £,

m Y12 Load Configuration Files| % &R L £,
n Web ——%i# L T/5 [Apply Changes] R"¥ %27 U v 27 LET,

Sun ONE Web Server 4.1 QEBH—/IN\—D 4 > KT, ERIZHSD TOn/Off] 1)
VO EERLEY,

Y—N—DNRRT—FKEAALT, TOKI R2>&9Vv I LET,

129U EORRT—FDOANZRDDZ T a7 IRERENET, Module
Internal] 7'v > 7 F T, Web — N—DFEFET —H X—ADNAT— K& AN LF
‘j‘o
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T 2 —/vD keystore_name 7’1 7~ T, £ DF—A b T D username:password % N
jj l_/ i ‘j‘o

a7 IRFIRESNTH . EZDDF—A T D username:password Z AN L E T,

12. M URL T. #HL LY Web H—/\—hA SSL IZHIGE LTSI EZHERLET,
https: / /hostname.domain:server_port /

E = 7 7 4V b O server_port 1X, 443 T,

Sun ONE Web Server6.0 D1 > X b—
ILE L UHERK

Z OHiTiX, Sun ONE Web Server 6.0 T Sun Crypto Accelerator 4000 7~ — K% H
T OO DR TTIEZ OV THMALEY, ZOHOWAEL, KOLED TY,

m 99 X—2® [Sun ONE Web Server 6.0 DA > A k—/1 |
m 107 2—® [Sun ONE Web Server 6.0 T SSL Dk )

Sun ONE Web Server 6.0 A4 > X k—JL

I THMAT L FIEZ, SN TWDIRICFATT 24N H Y £9, Sun ONE
Web H— =D i HHIEIZ DWW T, Sun ONE Web —_—0D~ =27 V2SR L
TLIEEVY,

V¥ Sun ONE Web Server 6.0 4 XA —JLT B

1. Sun ONE Web Server 6.0 V2 ko x 740 —KLZET,
Web y—R_—D Y7 v 7 =71, %D URL OB AFTEE,

http://www.sun.com/

2. Web 4—n\—%A4 VX +—JILLET,
T, 108 EFF CFIEEZTALETN, 2o & 3R 558%E T Sun
ONE Web —R—%#ld 252 b TEET, —"—=DF 7 5L FD/RAL T,
/usr/iplanet/servers T3,
Sun ONE Web #h—/3—D A A F—/VIFIZ, T 7 4V FORAZZIF AN TLES
Wy TOV=a T AT, TOT 74NV EORREFEALEST, Y7 b7 &8k
DIGFICA VA =T DAL, A VA M=V EEZ TR T &,
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3. setup FAT S LERITLET,

4. A VA=A Y TErNRETH IOV T FZRELET,

FIE T 57210, KOT BT FUSHEF 7 41 hOREEMHT S 2 L8
TEET

a. HRAFEEHICRET 258, yes EABLET,

b. SE2IEFED hostname.domain #AHALET,

c. Sun ONE Web Server 6.0 DEEH—/N\—D/XRXT— K% 2BAALET,
d. A 7 AR REN-5, Return ¥F—2#|LFET,

V ZBET—3R—X%ERLT %
1. Sun ONE Web Server 6.0 D EEH —/N\—ZEBLEI,

setup #R & LT startconsole #FETTHROVIC, KO~ FEFEITLT
Sun ONE Web Server 6.0 D& H - — R— & EE L £,

# /usr/iplanet/servers/https-admserv/start
SunONE-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58

warning: daemon is running as super-user

[LS 1s1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

JSEA v E—=DIZ, Y= =T 8H T 5720 D URL BEIR SN ET,
2. Web 7505 RN TROLSICAAL., BEA GUI 2EEILET,

http: / /hostname.domain:admin_port

BEEFA T TRy 7 ANEREND DT, setup O EFTHFIZER L 72 Sun ONE
Web Server 6.0 DEFHY — =D —HF =L BIUORNAT—RFE AT LET,

¥ — Sun ONE Web — N—DRERFICT 7 /L FOREZMHH L2HEAIE, =—
H#— ID F7-1% Sun ONE Web Server 6.0 D& #H— —D 2 —HF—41|Z admin & A
NLTLEEN,

3. TOK| #Z#ERLET,
Sun ONE Web Server 6.0 DEB Y ——D T 4 RUNRKRINET,
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4. Web H—/_—DA VAAVRIZHT BRBIET—FIR—XE=ERLET,
1oL LD Web —_—A L ZFZ LA TEX2 )T 4 —52HINILTEZWEERH Y
4, ZOHHIL. HF Web —_"—Af L 2FZ 2T, FE1~FIE4 ZHEVIRL=E
j—o

¥ — Sun ONE Web Server 6.0 OEF Y —/N—T SSL # FITT 5550, Bik7T —#
R—Z2DOFEFNEILFREETT, FEMIL. http://docs.sun.com @ [iPlanet Web
Server, Enterprise Edition Administrator's Guide] #ZM L T 7231,

a. Sun ONE Web Server 6.0 DEEH—/A\—D7 1 > KT IServers] # 7 %H#{R
L9,

b. #—/N\—%5&RLT. Manage] REZ > ZE5)vHo LET,

c. R=UDLEEIZHS Security] 2 T%#%5 1) v LT, [Create Databasel ') v
DEBIRLET,

d.2 205847045 RyH XIZ Web H—N\N—DREET—EZR—XAD/INAT— K
(R51%5B)EAALT. TOKI #0UvHLET,
8 UFLLEDNRAT—REERL TLEEY, ZDOXAT— KX, Sun ONE Web
P RN—=Nt X2 T 4 —f#EINT-E— FTEIET S & X2, NI DRkt
Va—/VEEETAH-OIEHRLET,

5. RDR#4 )T +#%#%E4TLT. Sun Crypto Accelerator 4000 x— K ZFHEEREIC L E
ED

# /opt/SUNWconn/crypto/bin/iplsslcfg

ZOAZ VT FTiE, Web 4 —R_—%@IRS 572007 0 7 FRFRSNET,
ZoAZ7 U7 ~iE, Sun ONE Web ¥ —/3—f® Sun Crypto Accelerator 4000 fif 5
EETa— a2l A =L LET, RIT, W7 7 A L& B8 LT, Sun Crypto
Accelerator 4000 " — R&EEH T 5 L 91T LET,
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6. 1 ZAHALT Return +—%# L. Sun ONE Web —/\—T SSL AT 5 LS
BRELET,

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 1

7. 7OV T rARTENEDS Web Y—NN—DIL— FF o LY FUDIREASDLT,
Return ¥—## L £ 9,

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /Jusr/iplanet/servers

8. y ZANLT Retun ¥—%z#{¥ &, RENEITSIIET,

This script will update your Sun ONE Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: ¥y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator 4000" added to database.
/usr/iplanet/servers has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. 0 ZAALTREZRTLET,
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V 5—N—DRAEEZERT S

1. ROa<w > FEAHALT. Sun ONE Web Server 6.0 DEBEH—/N—ZFEHL
ER

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start

JEEA v E—=DIZ, == T 5720 D URL RERENET,
2. Web 75 I0HZHNTROKLSICAAL, EEA GUI 2B LFET,

http: / /hostname.domain:admin_port

BEEA A T TRy 7 ANERINDL DT, setup D FEITHFIZEIR L7~ Sun ONE
Web Server 6.0 DEHS—_"—Da2—F—ZBIUORIRT—-FE AT LET,

3 — Sun ONE Web Y — _R—0DBEMRIZT 7 /L hORELZHEH LIZHEF, 2 —
H#— ID F7-1% Sun ONE Web Server 6.0 ®&EFH— —D 2 —HF—41Z admin & A
L TLIEEN,

3. TOK] #Z#IRLET,
Sun ONE Web Server 6.0 OFH Y —N—D 0 ¢ v RUNERINET,

4. Y—N\—DIIAEFERT B(Z1L. Sun ONE Web Server 6.0 D EEH —/A\—D5 «
Y RYODEERIZHD TSecurity] 2 TEERLET,

[Create Trust Database] 7 (v RUBRERINET,
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5. Sun ONE Web Server 6.0 DEEH—/I\—DD 1 > FODOERAIZH S Request a

Certificate] ') > #&8IRLET,

= Netscape: Web Server, Enterprise Edition =

File Edit Wiew Go Communicator Help

£ 5 a & a2 il = 3 & ai

Back Forward Reload Home Search Metscape Print Security Shap

e N —

‘\ﬂi’ﬁmer B0 inteqrate I~ Server Manager

/Preferences  TNLTE Logs /Monitor [ Vittual ServerClass  / Java  / Legacy Serviels | Seareh
]
Fequest a Cerlificate o
Request a Server Certificate
Install Certificate
Change Fassword

[ New certificate.

_ Certificate renewal.

s
FRequest YeriSign
Certificate

You can also see a list of available certificate authorities.

Ingtall Veriion
Certificate
M Submit to Certificate Authority via:
arie CRUICKL's @ ca Email Address: ||
oo | en vmn

Select the module to use with this certificate.

cryptographic Hodule: keystore name -

Key Pair File Password: ‘:

Before requesting a certificate, you should read the overview of the
certificate process, and then go through the detailed steps on creating a
correct distinguished name which you should enter below. You will also

nanarata tha neanar antharizatinn latkar that sran wrill nea tn nhkain vaoe

= e | i @ oP @ 2
5-3 Sun ONE Web Server 6.0 & W — /3 — @ P — S —FEIH E TR 0O 1l 7

. AEAEERZAERT 5 -HDEXIC. ROEBEAALET,

a. [New Certificate] #:&IRLFET,
FERAETE R Z Web ORI T 2GER 12138 GBI CERLE TE 24546
iZ. TCAURL) Vo7 %#@BRLET, TN OEAIE. TCA Email
Address| Z®IRL, FEAEEREZZITRAETA—NLT KLAEZANLET,

b. 83 % [Cryptographic Module] #&iRL %7,

IOTNEY A =a—liF, HX—A LT ZECEAOT S P Y BHY ET,
ELWF =2 b7 ZFIRL T ZS0,  [SUNW acceleration only | 13584 L 7¢
NTLEEY,
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foi

c. TKey Pair File Password] 44 7RV Ry I RIZ, BEMBET 51— —D/IX
J—FEAHDLET,

ZD/RAYT — RiX, username:password T3 (£ 5-1 5 M),

d ROBEREFHRI «— L NI, BULGERZANLET,

% 5-4 ZREEHR T 4 — N K

T4—ILK B

Requestor Name FEBE O Bk O Mg 5

Telephone Number  ZEH =0 3Rk 3 00L& 55

Common Name 23 T hostname.domain T TAT)T 25 Web ¥4 hD KA A >

Email Address FEHASE DB R DRSS

Organization AERAEIC R S N B MR D 4 T

Organizational Unit  ({£3) FEHEICEH S L5 B 04 FF

Locality (L) MO FHEM O TIXITH, AN SN TV BEHAE, FEHEC
s hET,

State (1F75) KB 0> P Hi 0D 5 I IRk 00 TE 2044

Country 2 F o 18O EHRIFE S (72 & 21X, KkEOBEA 1L US)

e. TOKI R22&7)vs LT, BHEEELFET,

. RIIREFEALT, SHAEETERLET.
m GEFEZREZ TCAURL) (CEET D X O BIRL725E03, GEAFERIT A B
WCRRRERIZE SN E T,

s  [CA Email Address] Z#3ER L7=8H41E, TR ZAEHEERDO A — LD~
H—Lr AR Hab— LT, BiEREICEELET,

CEEAENEREIND, AV E—EARXXEY ) vy TR—FIZIE—-LFET,

F - GEHAEIIGEAEER LT R ARV 4, @E TSR MEATCRtsES, 2
OF =21, 106 X—T D [P —N—DFAEEL A VA —1T 5] OFJES5 THLE
25D T, 7Y o7 AR—FEIBRFELTEBWTLEEN,
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V H4—N\—0DiHEZA VR F—ILT S

1. Sun ONE Web Server 6.0 DEBH—/IN\—DD 1 > FODERIZH S Tnstall
Certificate] ') > #8IRLET,

FORE RIS K o TREMA EHER2VKRE S NREA E 2 FEIT S 725, Sun ONE Web —
NITREAEZ A VA =T o 0ERH Y £,

2. TSecurity] # 7&#Z IRLET,
3. R—CDERIZHS TInstall Certificate] )9 ZEIRLET,

~\ Netscape: Wweb Server, Enterprise Edition \ 0 |J
File Edit Wiew GCo Communicator Help

< W a G 2 il = & &

: Back Forward Reload Home Search Metscape Frint Security Stop
] w#” Bockmarks & GoTo:| /]

E:Témer 6.0 integrate I~ Server Manager

/preferences SN Loys /Monitor [ Vittwal ServerClass  / Java / Legacy Servlels | Seareh

=

Creale Database
Fequest a Certificate Install a Server Certificate

Install Certificate
Certificate For:
Wanage Certificate . Server Certificate Chain

i
.. Trusted Certificate Authority (CA)
Bea iSign
te
Install Verisign
i

Select the module to use with this certificate.
Install WeriSicn
tor hic Module: keystore_name —

3
Maraie CRLICHKL's . .
Key Pair File Password: |

e

Micyrate Certificate

Enter Certificate Name ONLY if certificate is not for "This Server’.

Certificate Hame: ‘I

(@ Message is in this file:

.. Message text (with headers):

@ [ | Al vl = 2]
5-4 Sun ONE Web Server 6.0 & H— S—D P — R —FEHE A X F—/LOHE [
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4. FIRAEZA VA M—LT B=HDEXIT, RDEIITAALETS,

foi

5 5-5 FEHEEZA VA R—ATDHEZHDOT 4 —L R

J4—ILF B

Certificate For [This Server] &L £,

Cryptographic COTNE T A= a—lE, ¥F—AMNTZEOEFEOT UM
Module KRENFET, ELLF—2 h7ZBRL T 7ZEV, Sun Crypto

Accelerator 4000 % f# /]9~ 2 (21%. keystore_name DJERDE Y 2 — /L
EEIRTOMEPDH D £,

Key Pair File ZDO/NRT— R, username:password T¥ (£ 5-1 2B M),
Password
Certificate Name FELAEDEE, TOWSITZEA ﬁ: LET, ZZARIERET D

L. Web = —TSSLH+FR—hE2AH L& XIC, FEHER L
VE~DOT 7B AERT H4F03, ZOLARNIIERIRET,
DT 44—V RDOF T )V FNREIL., Server-Cert T,

AR MSOE—L=BAE 103 R—2D [H—/N—DFAELZERT S D
FIE 8 #5H) %= Messagel] TF¥RX FRY I RITR—X FLET,

FEAFIC BT 2 AR R F R S E T
R—CDTEIZHS TOKI K2V ZEV YV ILET,

RERENERBIZCERY N HFNIE,. TAdd Server Certificate] 2 > &2 ) v LE
E

P —N—OFHEEHZ RO D A vE—UPEEHICERINET, Web h——D 1
AL ANFEEIEIE LTV AT, FEEISNEDH Y 8 A,

72, Web —"—TSSL 2925 & O ITHKRT 20ERHD Z L bEMmSNE
Fo WOFINEIZHES T, Web ——ZHE L £7,

Sun ONE Web Server 6.0 T SSL D#ERL

Web #—"—B LI —"—DFEHED A A b=/ N5 T LE Lz, Web ¥—
N—=TSSL ZHTE L LI T 20 ERH Y £,

Sun ONE Web Server 6.0 #5895

. R—=SDLEEIZHSB Preferences] 2 755w LET,

R—TDERIZH S TEdit Listen Sockets] V) > Z8IRLET,

RISz, F0 Web h—_— A UV RAZ LV RAICERESNTWATRTORME Y 7 v
I 73\*%2@7 EnFET,
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a RDIT4—ILREZEZERELET,

s Port: SSL *fJi& Web % — "—% T4 R — FE&RELET, BFIEL, A—F
443 T,

» Security : FUITEELET,

b. TOK] R4 &V 1) vyo LT, EERNBTEZEALET,

[Edit Listen Sockets] ~X—>Y DX = U7 —7 4 —/L NiZ, [Attributes] VU
VI NEIRINET,

MAttributes] Y22 &5 v o LES,
4. username:password ZAAL T, YRATLTHF—RA T ERIELFET,

5. TIAIMOBEREELEET SBE1E. [Ciphers] EVWSEHLOTOBERE
ZERLET,

W ERECEESTDIODIATu TRy 7 ARForsvET,  [Cipher Default)
F721% ISSL2) . TSSL3/TLS (Transmission Layer Security)] Z 3R L £ 7,
[Cipher Default] # %R Lt/ﬁn T 7 ANV IREFRRSINET A, [SSL2) F
71‘31 ISSL3/TLS) #EIRLIZHEIX, Ry T T v FHEA TR TRy 7 AT, EHHA
i Y =) XA%@R@‘%’)JA%b)&J D EF, REMNE, BESEPUIET S Sun
(»mv:17w%£%bf<ﬁéwo

6. F—RET7DHEIT : Server-Cert (FTIEEMITER LI-FIAED AR Z T+
B CIHRBRELRRLET,
[Certificate Name] 7 4 —/L RIZIE, %4 T 5% —R N7 2=V =N T 5872

IRERENET, ZOF—A T 2—W—X, username:password TIRIEI 5
2 —H—T7,

7. EAEEERL., EXa ) T4 —ICEATAREEIANTHERALEZL, TOKI K2V
9w LES,

8. H—N—%ZEHTHHI. BLEDAIZHD TApplyl Vo0&V ) VI LTEEARAS
EAMICLET,

9. TLoad Configuration Files] V> % %2y o LT, EERNERZHEALET,
Web #—/S—Df v A4 v A& BEITE 5= 1cH) 0 B Y £,

Web #— =788 L T & &2 TApply Changes] ™% > &2 U v 27925

& username:password DN )% RO DFRFAEL A T v iR 7 AnFoRShEd, =
DY A2 RUDYA RFEETE RN, BEENEZEMT 5 L ICHEND L5
BNRDY ET,

Z OB, RO 2 SOFEMERNIH Y 7,

m Y2 Load Configuration Files| Z &R L £7,
n Web ——% i@ L T/r5 [Apply Changes] R"¥ %27 U v 7 LET,

10. Sun ONE Web Server 6.0 DEBEHY—/N\—DD 1 > FO T, EflIZHSH TOn/Off] 1)
VO EERLET,

w
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M. —N—D/IRRT—FZAALT, TOK] RE22&2IVvyILET,

12UEDRZRT—=RKOANZRDB T 7 nFRrENET, Module
Internal] 71> 7 s T, Web +— =0T —Z _X—ADATU— &2 AN LT
j‘o

Y 2 —/L D keystore_name 7 7 7 N T. username:password & ANJJ L E T,
Tar T ERFRINTES EDNOF—R NT O username:password % AT L E T,

12. RMD URL T, #LL Web H—/\—H SSL IZHIEL TS L ERERLFET,
https: //hostname.domain:server_port /

F — 77 4V b O server_port 1X, 443 T,
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W

10

Sun Crypto Accelerator 4000 7R—
EAT H1=-6D Apache Web H—
IN—DERK

ZOFETIX, Apache Web ¥ —/X—"Tfi 9% Sun Crypto Accelerator 4000 7R — F
ERETLHECOVTHHALET, ZOET, ROFTHERINET,

m 112 <=2 ® [Apache Web #—/"\—THR— R &3 2 72 DAL

m 112 X—2® [Apache Web H—/S—Zffi I Al 6EIC$ 5 Jii%)

n 114 =20 TFEHEOIER]

7EE — Sun Crypto Accelerator 1000 A — K & Sun Crypto Accelerator 4000 % it i3
% Apache Web #—/3—% | RN L2V TS ES W, W OR— Rz [FRFHZ
Wipkd % &, Apache IZIEL<EIfEL £H A,

Apache Web — =24 25513, /3y F 109234-09 b1 > A b —/LF DN
WY EF, SUNWkcl2a /Sy 7 —URBIMSnizb, ¥ A7 AL Apache Web #—
23— mod_ssl 1.3.26 Z ] L THER S E T,

¥ — Apache Web #— 83—V 7 b o = 7 O3V 7 W LBEREIL. 7 7 4L b CHEH
AREICZ2 > TR Y, EHAARICIETE £E A,

111



Apache Web 4 —/N\—THR— K& FEHT
HT-DIER

Z OHiTIX. Apache Web #—/3—T Sun Crypto Accelerator 4000 7~ — I % {s H] 7]
REICT 2 HIEOMEZHH L £,

Apache Web H—/N\—Z B HAIREIZ T 5 A%

Sun Crypto Accelerator 4000 " — FZ {9~ % (2i%, Apache Web #—/3—dD/—
¥ a1 1.326 UENLETY, ZOHITIEL, Apache Web —/3—/3—27 5 2 1.3.26
TOFNEZHHA L ET, Apache Web H—/ S—dffi i J71LI2 21 Tlk, Apache Web
P=N—D~v=2 T VEBRL TS,

V¥ Apache Web H—/\—Z{FEATAREIZT B

1. httpd BRI 7 A ILEERLET,

Solaris > A7 A Tld., % . /etc/apache 7 1 L7 b VIZ httpd.conf-example
T7AALBHVET, ZOT7ANET T L= ELTHATEET, KOLIIC
TryANEar—LET,

# cp /etc/apache/httpd.conf-example /etc/apache/httpd.conf

2. httpd.conf 774 LM ServerName DR %, FHT I U —/N\—RTEETHRAFE
ERS

3. apsslcfg ZEELFT,

# /opt/SUNWconn/cryptov2/bin/apsslcfg
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4. 1 #%®IRL T, Apache Web 4—/"—T SSL 2 AT S L SICKRELET,

5. Apache /XL F ) I 7 AL EETSE T4 LY F)ERELET,
Solaris > A7 L Tl. W%, /usr/apache 74 L7 FUITH D F9,

Sun Crypto Accelerator Apache Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for Apache.

Please select what you wish to do:

1. Configure Apache for SSL
2. Work with Apache keys

Your selection (0 to quit): 1

Please enter the directory where the Apache
binaries and libraries exist [/usr/apache]: /usr/apache

6. Apache DB 7 7 M ILDMEZFEELET,

Solaris > A7 A ClX, @7 . /etc/apache T4 L7 U TY,

Please enter the directory where the Apache configuration files exist
[/etc/apache] : /Jetc/apache

7.

VATLICRSA BRTEERLET,

ZIZTHEHANTEERLZWEAIL, & T apsslcfg 2 H L CT#E2 AT 250

BV ET,

Do you wish

to create a new RSA keypair and certificate request?

[Y/N]

ZOERMIZ No & AN LESAIE, 115 =20 [HEHEAZERT 5] 12
. BERMTAETALY M) EEEELET,

BELET 4 L7 bUBRIFEELZTIIE, fElRkShET,

[

ﬁ&i‘j‘o

Where would you like the keys stored? [/etc/apache/keys]: /fetc/apache/keys
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9. MRMOEXLZEERLEY,

ZOAENIIE, #7 7 ANVBLORERAEFERT 7 A v, GEHET 7 A v EThZRIX
MITEL LD, RELBREMN/ T ONET,

Please choose a base name for the key and request file: base_name

10. 512 ~ 2048 Ev FDEE TREREZEELF T,
FEAED Web y—"—=7 7Y r—3 3 Tl 1024 ©y FTHAITRIT T,
MENZISCT, KO RREERTL b TEET,

What size would you like the RSA key to be [1024]2 1024

Using configuration from /opt/SUNWconn/cryptov2/ssl/openssl.cnf
Generating a 1024 bit RSA private key

........ At
................................................... ++++++
writing new private key to /etc/apache/keys/base_name

11. PEM SR 7 L—XZERLET,

ZONRAT L —RX, HEMEHRELET, MR RAT L —X 2B RTIVLERD
DETN, BENRNVESIICLTLEEN, "RATL—XEEhbE, #IZT 7 AT
ER/RrAN =

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:

EE - ANLEARART L —X2RHATBMERNHY £T, "ZAT7L—XZ2END
LT I BERATERL 2D ET, RAT UL —XEENHEIL. INEHERT D
FETHY A,

SERAE DERL

Z DT, Apache Web #—/3—T Sun Crypto Accelerator 4000 7" — R Zfi H]
ED LT DB, FEFEDERSIEIC OV THII L ET
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V EEEAEEERT B

1. 112 R—2 0 TApache Web —/\—%ERAIREICT 51 TER LB EZFERAL T,

FERAEEREMERLET,

FTRNRAU—FEZADNLT, BT 7 ERATOLERHY I, TOHE, ROFK

74—V NIzl e meE A LET,

» Country Name : 2 3CF® ISO EHIGE 5 (72 & 21X, KEOHAEIE US), Z OffH

WRFRAZ RS SN E T, ATDEHMAETT,

m State or Province Name : ({E&) #EROFTERMOEEF RO EXLFHE AT 5

2, Ry b () ZAJLT Return ¥F—% L £,

m Locality : (fLE) Mk OPHEMO T XETR, A2 &, GEAFICTHEENET,

m Organization Name : FEBIEIZFLH S 2 #HLf% O 44 FR

» Organizational Unit Name : ({T:7) fEFIF I RL#k S 2 #F 04 R
m SSL Server Name: 77 V¥ CTAJJT5 Web (4 D KA A

m Email Address : GO FRE O

WIZ, GEHEERO T 4 — FOANBIZ R LET,

Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated into

your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) []: Fictional Company, Inc.
Organizational Unit Name (eg, section) [1: Online Sales Division
SSL Server Name (eg, www.company.com) []:wwuw.fictional-company.com
Email Address [] :admin@fictional-company.com

% 6 & Sun Crypto Accelerator 4000 R— F&{ERAT 578D Apache Web ¥ —/\—DHERK
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2. {ERIZHE > T, /etc/apache/httpd.conf 77 A I EEEBLET,

HB LONENE Y 7 A VICET DR AR SN E T, £/, Sun Crypto
Accelerator 4000 ¥ 7 bV = 7 ZEH T 5 72HIT /etc/apache/httpd.conf 7 7 A
NEEBRTDHHELRRSNET,

The keyfile is stored in /etc/apache/keys/base_name-key.pem.
The certificate request is in /etc/apache/keys/base_name-certreqg.pem.

You will need to edit /etc/apache/httpd.conf for the following items:

You must specify the ports that Apache will listen to for
SSL connections, as well as for non-SSL connections. One
way to accomplish this is to add the following lines in
the Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:
LoadModule ssl_module /usr/apache/libexec/mod_ssl.so.version-number
In the AddModule section, add the following:

AddModule mod_ssl.c

¥ — version-number (21, R L TWABEOELWASA—2 3 U B ENERINE
j‘o
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3. VirtualHost DHREFER LAEMN 5115 EE. SSLEngine 8L U
SSILCertificateFile, SSLCertificateKeyFile DT AL I F4T%
httpd.conf 7 7 4 JL®D SSLPassPhraseDialog T4 L2 T4 TN CLIZHEET
LSELHYET,

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default_:443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/base_name-cert.pem
SSLCertificateKeyFile /etc/apache/keys/base_name-key.pem
</VirtualHost>

You must add the following line after all of your VirtualHost
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/cryptov2/bin/apgetpass

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache Web Server. Please refer

to your Apache documentation.

<Press ENTER to continue>

112 ~—>® [Apache Web ¥ — S—Z I AREICT 5] OFIE7 TNo & AL
HEE, WICEFM 2 BT D HIENRFRSET,

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing

"Work with Sun ONE and Apache keys" from the
apsslcfg main menu.

4. apsslcfg ¥ TTBHICIF 0 ZFBIRLET,

5. /etc/apache/keys/base_name-certreq.pem (base_name |£, 112 R—T®
[Apache Web H—/\—ZERATREIZT 5] OFIE 9 THELLEXRSR) M OIIHE
BREAYA—ZFOE—-LT, BIEARBICRELET,
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6. SIBAEMNEREINT-5. SIBAZE T 7 1)L /etc/apache/keys/base_name-cert .pem
#E LT, SIAEER—XFLET,

7. Apache Web 4—/\—%i# 28 L 7,

Z 2T, Apache D 3AF V7 ¢ L2 U7 Jusr/apache/bin Th 2 Z & ik
ELTWET, EEOANAT VT4 L7 NURIREFRRDLLEIT, ELWT 1V
7 MV AEAN LTSN,

# /usr/apache/bin/apachectl start

8. PEM /ISR L—XDAAZKHZTOV TR LT, PEM/SRT7L—XZAAL
ij-o

9. 75 HYTR®D URL #FKRLT. #LL Web H—/3—A SSL IZHE LTS T &
EHERELET,

https: //server_name:server_port/
7 7 %V kO server_port 1%, 443 T,
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W
10

B X VEFEH

ZOFETIE, Sun Crypto Accelerator 4000 ¥ 7 ~ ¥ =7 O 27 A kI L OWEE BB
WOWCTHHALET, ZOEF, ROFHCHKSNET,

119 =Y SunVIS 2y 7 b7 = 7 |

128 X—T D Tkstat 1T X B 5L D MLER I DO fERE

129 ~~—® [OpenBoot PROM @ FCode H .ol A |

131 ~X—>® [Sun Crypto Accelerator 4000 A — K O [EE B

SunVTS 2V 7 b7

a7 SunVTS 7 v 8—id, T A MEHIBEIL, —HDOT A h~D2—H—( L X T = —
AxREHLET, T2 POV ONE, /Ny — SUNWvts 35 L 8 SUNWvtsx & L
T, a7¢EblcFLEL®HTSolaris 3 BLRI VY7 ho=7DH 7Y X b CDIZIR
SN TWET, SunVIS a7 2#FHT 5, ELOMEBOT A ML, TA MG oT
NWNAADRTGANY T vy T & EBITREENET,

Sun Crypto Accelerator 4000 78— Ri%, 3 5® SunVTS 7 A MZ X > TRMCT& %

T, D9 b, nettest BL W netlbtest D 2 -DDF A ~iF, SunVTS 5.1 Patch

Set (PS) 2 LA =17 SunVTS ¥V 7 F 7 = TIZEENTWET, THHDT A ME
A— K@ Ethernet I} - CTEIEL £7,

3 D2H® SunVTS 7 A b vcatest L, Sun Crypto Accelerator 4000 CD (Z/3 > 77—
¥ SUNWvecav & L THERE L TWT, =7 SunVTS 7 v 3—& & HICEfEL T,
R— NORFFEmEE 228 L £,

119



120

vca FSA4/NFH® SunVTS netlbtest XU
nettest M4 XA =)L

£ 7112, BEfFO SunVIS V7 h =7 #FEH LT, vea K74 2 SHD SunVTS
netlbtest BE O nettest #EATHHEEZRLET,

x 7-1 veca R7 4 73HO® SunVTS netlbtest 3L W nettest DMNEY 7 b =T

E K Solaris E A SunVvTS AR WA —N—
VIbkozx7y VIbkozx7 nNylr—o LAy F
Solaris 8 7/01 SunVTS4.4 111854-04
Solaris 8 10/01 SunVTS4.5 112250-04
Solaris 8 2/02 SunVTS4.6 SunVTS5.1ps2

Solaris 9 5/02 SunVTS5.0 SunVTS5.1ps2

Solaris 9 9/02 SunVTS5.1 113614-11
Solaris 8 HW 12/02 ~ SunVTS5.1psl 113614-11
Solaris 9 12/02 SunVTS5.1psl 113614-11
Solaris 8 HW 5/03 SunVTS5.1ps2

Solaris 9 4/03 SunVTS5.1ps2

SunVTS Y 7 b = 7%, Solaris D%/3— g IZfH)E$ 5 Solaris ¥ 7 s 7 =7
U AL N CDICRENTWET, £7-1 D [HEASUnVTIS V7 b7 =7 | HIZHR
T SunVIS ¥V 7 h U =7 D% — a L, [F UITIC/RT Solaris (21 B35 Solaris
V7R Ny =TH 7Y A CD IR TVET,

#£7-1 0 ISunVIS] ThELxT2 MU, SunVIS Ry r—VFy hDO A=V g
ZRLTWET, & SunVIS Ny 7 —Tt vy MZEENTVWD SUNWvts BL K
SUNWvtsx Sy 7 —C% A VA M=V T H0LERH Y 9,

#z7-1 0 WA Ny r— ) flix, BEfFO SunVIS Ry r—o%y ha, 20
SunVTIS RNy r—F y MR T HIVLERH D Z LR L TCWET, SunVTS 23#
PRy —V BT AEINIC. BEFED SunVTS Ry r— U R HIRT 258N H Y £,
LLRIT 4/xb—wbt&mvmh/7~:i FNEA A= LIEHFELRLT
F5 15 CHI @Liﬂ’ 72& 2, pkgadd 2~ REFEHL TNy r—T% 4 A h—
N LTZEEE, pkgrm 2= REFEHL TNy —U%HIBRL 77,

z 710 THEA— =LAy T | Iy FHRRINTODHEAEITIE,
patchadd 2~ R&ZfA LT, [HEAKSunVIS Y7 b =7 ] #D SunVTS /3w
=Dy Fh EEEA A=V LET, WENSN Y FEZBNT DRI, BEF
D SunVTS Ny r =TV HHIBR L 722N TL7EE W0,
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patchadd 2~ R&EMH L T/Ny T 113614-11 24 VA h—A35 L BEfFD
SunVTS /8 77— % SunVTIS5.1ps2 /3 v 7 — 2 & &M LT- 6 LR CAER MG B
i‘j‘o

ZHN =D, kD URL 2B AFTE £,

http://www.sun.com/oem/products/vts/

F—X—L ARy FiI, RO URL B AFTEET,

http://sunsolve.sun.com/

F - MZH SunVTS /Xy 7 — VB X OWE Sy Fid, SUNWvcav Xy 7 —T % A A
F—=VFBHICA VA F— L L TR MENRH Y £9°, SUNWvcav /3y 77— 21k,
SunVTS 7 A b vcatest "G FEFNTWET,

SunVTS Y 7 b 2 7I2& B vecatest &KUY
nettest., netlbtest MDELT

INHOBET A NDFETHIER L OERFIEICOWTIE, SunVIS 7T A MY 77
LA =aT7 v Brlta—Y—~=a7, V77 LA —FRKE2BRLTLEE
W, ZTILHDO~==27 VL, http://docs.sun.com @ Solaris on Sun Hardware

Documentation Set 2»H5 AFT&E£4, 2N bD~==27 /WL, FEHT 5 Solaris V

V—2ZfE 35 Solaris ¥ 7 v =7 %7V Ak CD CHEFHEINTWET,

3 — SunVTS 1%, #ZE SunVTS X v 7 — 28 L OWAE SunVTS Xy F &2 14 A h—
IV UTEEAIET AT £,

vcatest E{T9 5
. A—/N\—1—H—T, SunVTS Zz&£#H L FJ .

# /opt/SUNWvts/bin/sunvts

SunVTS OEE)FIEIZHOWTIZ, [SunVTS 2 —#—<===27 /1] #ZR L T FE
AN

ZOHEDFIETIE, CDE 2 —H—A % 7 = — 2% H L T SunVTS 2 ESH S 4
TV Z EEHHRIC L TWET,

. SunVTS Diagnostic ®* 1 >« > KT, [System Map] # [lLogicall £— FIZ
BELET,

THELUVESTER 121
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7 — [Physical] £— Rb ¥R —hINTHETH, ZOFIETIE Logicall E—
REMEHT D2 Eaaitts LET,

3. FIvIRYIADFzvIEHLT, IRTOTRMEFARATICLET,

4. TCryptographyl] ®F z vy 9 X%&FERL. [Cryptographyl @ T+] K2 %
21) w4 LT, Cryptography Y IL—TDFTRTHOTRAERRTLET,

5. Cryptography ¥ )JL—7® vcatest UANADF v IR YV ADF v I EHLET,
m vcatest WERINTZHAIE., FlE 6 ITEALET,
m vcatest BFERINBRWESIL, TCommands] Koy 7FH o A=a—hi

[Reprobe system| #ERL T, Y AT L5270 —7 LTHRKELET,

BARM 2 FIEIZ OV T, SunVTS Oa—HF—~=a 7L EZZR LT ZE, 7
a—7 N T LT veatest RFELINTZDH, FE 6 ITHELET,

6. vcatest DAV RAVRAE 1 DERL. AYVVYIBLUV RSy S LT ITest
Parameter Options] #4 7RIV Ry I RERRLET,

ZOF T a i, veatest ICORZRBE L E 9, ML, 123 X—TY D [vcatest
DT ARG RAEF T g #BRLTLIEEN,

7. BIRNIRTETLE=5, [Within Instance] KAy FE O A Za—mi5
TApplyl #%21) v %9 LT vcatest MFEIRLIzA VREIVREERT HH.
FAcross All Instances] FA Y FH O AZa—ni5 TApplyl 29y o LT

vcatest DF T v I LA VREVRETRTERLET,

ORI LT, AT TRy 7 ZARH L Hiv, SunVTS Diagnostic D A A >/
T4 RTICRED £,

8. vcatest DA VRAVARE 1 DERL. AUV YIBLIUV RSy S LT ITest
Execution Options] ¥4 7RV Ry IV RERRLET,

Options] Fr Y THXU AL A=a—%k27 1 v 27 LTHhb [Test Executions)
270 w73 25H1ETEH,  [Test Execution Options] 4 A 7 v 7K v 7 A% £RT
EET, ZOFT T ariE, TRTOT A MY 5 k72 SunVTS Hl#H T3,
FHME, SunVTS Da—HF—<==2T7 LEBRL T ZEW,

9. BIRAIARTETLRS. TApplyl 20Uy o LTH17RTRyIXZEHAL.
SunVTS Diagnostic DA 1 >4V FIICRYET,

10. BIRLE=TRA MERTT H5E(E. IStart) 2909 LET,
M. IRTOTRAERIET HHEE. [Stopl 20U v I LFET,
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vcatest DTARMNNSAZAA T 3
#* 7-212. vecatest 7T A FOFHBHE R LET,

K72 vcatest 7T A b

TRALE B

CDMF CDMF v 27 g5k e 7 A M LET,

DES DES M2 sibz T A L E T,

3DES 3DES "I b ET A R LET,

RSA RSA BH#ER L OIENB#EZT A M LET,

DSA DSA 7 =F ¥ —#HEEZT A MLET,

MD5 MD5 A vt —UF AR FOENS T =F v —
BT ANLET,

SHAL SHAl # A Y= A MEARET A N LET,

RNG Y =xL—2%TAMLET,

vcatest DAY FITHEX

vcatest # CDE A V% 7 = — A T3/, a~r MO LEITTIHER. a~vv
RITOXFINCT R TOBIEEIEET ALENRH Y 9,

32 ¥y hE— FTlE, vcatest ~D/YAX /opt/SUNWvts/bin/ T9, 64 £ b
E— FTiL, vecatest ~D/IAX /opt/SUNWvts/bin/sparcv9d/ T,

SunVTS OIEAER) 2 A7 > g ik, 3T veatest Da~ 2 KT, v X 72— AT
PR—rENET, TANEEOA > 3 0%, -o8lETHELET,

YR 72 o< 2 FITBIDEBEICHOWTIE, [SunVISTA MY 77 Lo A~v=aT
N BB LTLIEEN, veatest [IHEE— ROT AN TH D720, -f 2HET
DRENRHY T, EHEORA v -V ERRT DHEEIL —-u &, VERBOSE (F£#H)
Ay —VERRTIHIEEIE vEBRELET, AFINCTHENTWDHEBIL, 47
varoxzy M ERLET,

Wiz, AZRF7unry7anrs7 05 LTC3REY hE— RO veatest ZEENId 54
ZRLET, ROa<wr RigkY, vead DT RTCOV T T A SNETENET,

# /opt/SUNWvts/bin/vcatest -f -o dev=vca0l,tl=all
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WIZ, SunVIS A V' 7T A RTF 7 F ¥ —n6 64 B hE— FD vecatest ZEENT S
Bl LET, kOa<r FIZkV, veca2 @ RSA L UNDSA, MD5 7 A b 23 FEAT
SNET,

# /opt/SUNWvts/bin/sparcv9/vcatest -f -o dev=vca2,tl=RSA+DSA+MD5

a< 2 R{T/ D veatest ZFITLIZE X, A7 v a v OHEBEEAK LTIZGE. €
DOIEBICDWTIER 73 IR TT 7 4V FOBEIZ D £7,

*®7-3 vcatest O o< 2 R{THESC

FFoay ELEL]

dev=vcaN FANTDHTFNRAADA VAX Y A% veal, vea2 DX HITHE
LET, RELARWEADT 740 M, vead T, NiZik, 7%
NFBTNAADA VAL VAR SERET D EICERLTE
0,

t1l=testlist FAITTHVTTA MDY A MERELET, t1ITE, H 77 A b
TITA(+) OXLFTRU> THELET, YAR— T2 772+
1. CDMF ¥ X OV DES, 3DES. DSA. RSA. MD5, SHA1, RNG
<7, LE=noT,
t1=CDMF+DES+3DES+DSA+RSA+MD5+SHAL+RNG #f8ET 5 & . &
RCOYTTFAMEFEITTEHZ IRV ET, £/, tl=all ZAN
LT, 9 _NCOTAMEEFTTLIZLELTEES, YT T A M2
ELRWEEDT 7 4V MMt all T,

¥ netlbtest ZFE{T9 5
1. A—/8—a2—H—7T, SunVTS ZEEFLET,

# /opt/SUNWvts/bin/sunvts

EEN T EOZEMIL, SunVIS D —Y—< == T LEZBRL T &V,

ZDHEDOFNETIE, CDE 2 —H—A( & 72— A% LT SunVTS NiE#h &
TWAZ EERHRIZLTWET,

2. SunVTS Diagnostic ® A A >4 > KT, [System Mapl % TlLogical] £— FIZ
BELFES.

7 — [Physical] £— Rb¥HR— I THETHR, ZOFIETIE [Logical] E—
REMEHT 52 L 2RiRE LET,
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3.
4.

10.
11.

FzvIRYIRADFIVvIENHLT, RTOTRLEFERFEIZLET,

Network] OF v Ry R%EHEIRL., Network] @ T+] RE22 %51 vo L
T. Network JIL—TDFTRTHOTFAFERRELET,

Network 4 JL—F® vcaN (netlbtest) MADFz v IRV I RADFz v o E5L
F9, NIZIZ. FRMODTNAADA VA B VABENRRTENTWS I EITEE
LTLEELY,

m vcaN (netlbtest) NFERINT-HEX. FIE 6 (IZHELFT,

m vcaN (netlbtest) BRARINALWVEAIL, [Commands) Kr oy 7FH o2
—==—75 [Reprobe system| #BRL T, Y A7 257 —7 L THRELE
‘j‘o

BAEM 2 FINEIZ SOV T, SunVIS Da—Y—<=2T7 LEZB LT EEN, 7
0 —7 BT LT veaN (netlbtest) NERINTZH., FIE 6 (ZHERLET,

lntervention Mode) "% 2 &FIRLEY ., vcaN (netlbtest) DA Y RAE VR %E
1 D&RL. BV YIELVFF v LT Test Parameter Options] #4 7 A4
Ry RERTLEYS,

ZOF T a it netlbtest [ZOABEH L FE T, FEMIE. SunVIS 7 X h U
T LA a T L EBRLTLIEE N,

BIRNITARTET LD, [Within Instancel] FOw FE S A Za—M5

FApplyl %4 1) w4 LT vcaN (netlbtest) MERLI=zA VREVAEEERT S
M. TAcross All Instances] KOy TH DA =—a—hi TApplyl #9)vo LT
vcaN (netlbtest) DF v P LA VRRAVREZTRTERLFET,

ZOEIEIC LT, AT e TRy 7 ARH L 5L, SunVTS Diagnostic D A A >/
T4 RTICRED £,

vcaN (netlbtest) DA Y RA U R%E 1 DERL. BV VY IBLUVRI VI LT
Test Execution Options] #4 7BJ Ry I RERRLET,

Options] Fr Y THXU AL A=a—%k27 1 v 27 LTHh b [Test Executions)
#27 Yy 74551 TH,  [Test Execution Options| %A 7 1 7K v 7 A& FKRT
EET, ZOFTvariE, TRTOT A MIEET 2 —f&I72 SunVTS il <7,
A, SunVTS O —H—~<==2 T LEBBL T ZE0,

BIRAITATET LS. TApplyl 22Uy oLTHA47RTRy I XZEFAL.
SunVTS Diagnostic DA 1 >4 > FIICRY ET,

BRLIE-TRAMEETTHEEF. IStart) 20 vILFET,
TRTOTRAMEHIET BHZEEIF. Stopl 229U LET,



V¥ nettest #E{T9 5
1. R—/8—2—H%—7T, SunVTS #&£FHL FI .

# /opt/SUNWvts/bin/sunvts

BBV HEDFEMIT, SunVIS Da—H—< =27 V22 L T 7EEIW,

ZOHEDFIETIE, CDE 2—H—A( v Z 7 =2— A ZFH LT SunVTS BNiEE#E &
TWAZ EERHRIZLTWET,

2. SunVTS Diagnostic D * A4 > 4 > KT, [System Maps % [Logical] €— FIZ
HELET,

7 — [Physical] E— Rb ¥R —hINTHETHA, ZOFIETIE Logicall E—
REMEHT D2 Eaaits LET,

3. FIvIRYIADFzvIEHLT, IRTOTRMEFARATIZLET,

4. TNetwork] OF z vV Ry X%EFERL, Network] @ T+ R22Z51UvoL
T. Network FIL—TDFTRTHOTAFERELET,

5. Network ' JL—TF® vcaN (nettest) UADF v IRV I RADF v I E5HLE
To NIZIZ, FRAFRDTFNRNARADA VRABVABERR RTINS EITEELTK
2Ly,

m vcaN (nettest) NERINTZHAEIL., FlE 6 IZHEAET,
m vcaN (nettest) NERINZWVWIEAIL, veaN R— F&E G et — 3—DIEND
74 KU Tifconfig-a L AN LET, =2 FVITKRO XS IR RSINET,

vcaN up inet ip-address plumb

Ak D ifconfig =2 h UMFRINDRVEE, nettest 7R —T XT3 A ART
A FRATHLEHWLET, A F T x2—A%F T 12T 5121, ifconfig
DI TAr~v=a T I_R—=UDRICHES TLE &0,

ifconfig -a AR DT U ZF/R L7256, SunVTS Diagnostic D A A 7 ¢
F7ICEY . [Commands] Fry X7 A==2—)5 [Reprobe system| % i3
WLT, AT L& =7 LT vca ZRFELET,

BAEA R FIEIZ SOV TIE, SunVIS Da—H—<==2T7 LEZBRL T &N, 7
0 —7 BT LT veal (nettest) BNERINTZH., FIE 6 I2HEARAET,

6. vcaN (nettest) DA Y RAVR%E 1 DFIRL. BV IELUV LRSI LT
[Test Parameter Options] 54 7RV Ry RERRTLET,
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10.
11.

ZOF T a rid, nettest IZOABEE L ET, FEMIX. SunVIS T A RY 7 7
VAR =aT VRSB LTI E I,

BIRATRTET LS, TWithin Instance] KAy FE O AZ1—hi
FApplyl %1 v %9 LT vcaN (nettest) MFIRLIzA VR FVREEET LHH.
FAcross All Instances] KAy AU AZa—ni5 TApplyl 29y o LT
vcaN (nettest) OF T VI LIzA VRAAVAEITRTEBLET,

ZOBEIZ KT, AT IRy 7 ARM L B4, SunVTS Diagnostic d A A
U4y RUIZREY T,

. vcaN (nettest) DA VY RAURA%E 1 DERL. BV IEEVESIYILT

[Test Execution Options] #4 7A45 Ry I RERRLET,

[Options] Fry 7 XU AL A=a—%7 U v 7 LTHhE [Test Executions)
#27Vv 73 25H51ETH,  [Test Execution Options] # A 7 1 /'Ry 7 A& KR T
TET, ZoFTvaiE, TRTOT A MIEET 5 kA7 SunVTS Hl# <4,
ML, SunVTS Da—HF—< =27 LEBRL T ZEW,

CBRAIARTET LS, TApplyl 2290w o LTHEA470TKRy I RZRHL,

SunVTS Diagnostic DA 1 >4V FIICRYET,
BIRLETR MEERTTDHHEE. [Start) #9 U 9o LET,
TRTOTRAMEHRIETEZHEEIE. Stopl #0Uv I LET,

¥ — nettest & netlbtest 2R L CRIFHIFEITL AW TL &N,




kstat IZTEL D

Sun Crypto Accelerator 4000 7~ — R{Zi&

ER=RIADLUEESR SR

5L DAELR L 2 759" LED £72132 D

oA r—213dH 0 FHA, A— F ECHBLIEEZRPFEFRILHE I TN D
ME D PEMERT D5E1E. kstat(IM) 2~ REMEH L TT A1 2O R E

FRLET,

# kstat vca:0

module: vca instance: 0

name: vcal class: misc
3desbytes 3040
3desjobs 5
crtime 65.342725895
dsasign 0
dsaverify 0
rngbytes 10592
rngjobs 187
rngshalbytes 16328
rngshaljobs 327
rsaprivate 9
rsapublic 0
snaptime 106956.467004482

F - ZofIT, 01T vea TS ADA VARV AFRTT, TOEFEIL, kstat =
< ROEITOHNBIHREE LIZR— ROA LV AX L AFFTE KM L TWET,

kstat @A E£RT 52 LICL - T, fjobs) &R SN DM 5LERKDS Sun
Crypto Accelerator 4000 78— FIZIAE STV DN E I AR TE £77, RO
W& & BT fjobs) DIEAZE(LT HIE. Sun Crypto Accelerator 4000 R— RIZEfE &
TG FALEREEORITAN — R TEELIE SN TWE T, AN— FICHAbEEZER A %
BEINTWARWEARIE, Web ¥—3—0 BARH 22 bRk % e 2 L’C < ZEVY,

kstat(IM) 12 & o TE S I —F A5 £ O R T A SOFEHE R ARIRT 5 55115
D FH S, TALDEIL, 74— KHR— R EBEBICT HI0IT T A SRS
NET, BB LOEBOLL, ZESNLAEESH Y £,

¥ — /kernel/drv/vca.conf 7 7 A /VIZ nostats BHEZIREET S &, MEHEHRD
BEBIOERIFEITTCERLI RV ET, ZOREMEE. b T 740 v 20 EliiEd5
COIFEHTEET,
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OpenBoot PROM @ FCode B 22D
A

ZOTAMI, VAT LABEE L TWRWEEIZT ¥ 72 ORBEE RFET D DITRAL
%i‘j‘o

FCode H C.2 W& ##) ¥ % 121%., OpenBoot PROM (OBP) (7) test £721% test-all
avy REMALET, ZEPic 7 =2kl S n =58z, SR v —Un
FRENET, test BLV test-all a~v l\@nifﬂi [OpenBoot ==~ I +
V77 L Av=aT7 V] 28 LT,

FCode HCLZHI Ti, 1T L A LOBREEZME Z L ICEESE T, ROZ LR L
ij‘o

m THTHER—=RERY T TN D & & O
m VAT AEFNCVERESNT R THEREL TWA Z & DOMER

Ethernet FCode B2 2 Z*E1T9 %

Ethernet ZWrx 17+ 212i%, T A2T72% Vv FLT, OBP a7 FFE
RENADETEHETALERHDVET, VATLEZ) Yy NLARWE, 2T A MT
AT AW TT I TBEGENRHY £,

Z 2 TH{7¥ % OpenBoot =~ > FOFAML, [OpenBoot =~ K+ U7 7L 2R
~=a7 ] ZBRLTIIZEN,
CVATLEFLELEY,

BEiix, TSun B EAOFI & ] ICii# SN TV DR MBI FIEEZ FEIT L
TLIEEW,

. OBP 7O> 7 +T. auto-boot? ML % false ICTHELZET,

ok setenv auto-boot? false

VAT LEVEYMLET,

ok reset-all




4. show-nets ZETLTTNA AD—EEZRRL., TNA RZERLET,
WIZRT LI, THETHZIETHT A, ADO—ENEREINET,

ok show-nets

a) /pci@8,600000/network@l

b) /pci@8,700000/network@5,1

g) NO SELECTION

Enter Selection, g to quit: a

/pci@8,600000/network@l has been selected.

Type ~Y ( Control-Y ) to insert it in the command line.
e.g. ok nvalias mydev *Y for creating devalias mydev for
/pci@8,600000/network@l

T - ROFINET test o< FICL 5 BECZ2W 23T 5812, Ethernet R— b %
Fy hT—J IR L TR DERLY £9°,

5. test Av Y FZFERALT. BE2WMEERITLET,
test a~v Y NEETTH &, ROBCZEB ThbivET,

m vca LY RAZ DT A K (diag-switch? IZ true B E STV D HEDH)
m NEL—7 Ry 7T A K
n ERCREBOMER T X b

¥ — 1000 Mbps ##5t? Sun Crypto Accelerator 4000 UTP 7 % 7" % & H L2 i Tid.
link-clock /37 A X Z#PETE 2N SMBAL—T Ny 7 r =7 V2T %

F2 MEHHE— P SRERA, ZOBBTIE, 0—h L E L OEROFE— R, Zh
ENI Ry IR AR =BT vy 7 AL =T\ % KO ITHET ZRERH Y F

To NN —T Ny 7 r—TNEHERT DL m—H L EERBOR— b RFE—IZ2 Y
£T, 120F = IZ vy /v RF—=BLO7 By 7 AL =7 DOWGITRNEND
T, PHY #5132 T& £ A, Sun Crypto Accelerator 4000 UTP 7 % 7' % D H .
P2 W4 1000 Mbps #f5e THATT 5121%, =EMEO 1000Base-T AN— MMIHEfE T 2 M H DS
HYET,

ROEIICANLET,

ok test device_path
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test ILAKTDHE, RDOA v E—UNFERINET,

ok test /pci@8,600000/network@l

Testing /pci@8,600000/network@l

Register tests: passed

Internal loopback test: passed
/pci@8,600000/network@l: 100 Mbps half duplex link up

R—=RRxRy N —=JIZERTERDPSTGAIE, ROA =V RERINET,

ok test /pci@8,600000/network@l
Testing /pci@8,600000/network@l
Register tests: passed

Internal loopback test: passed
/pci@8,600000/network@l: link down

L TETEETRARLEEHEF. ROELSIZTAALTOBP 4 227 1 —REZEDE)
{,E:E_ F‘[:E L/ij—o

ok setenv diag-switch? false

. auto-boot? ER/NT A S % true ITHRELET .

ok setenv auto-boot? true

VAT LEYEY FLTHEBLET,

Sun Crypto Accelerator 4000 R— KD [E
=R

ZOHITIE, A — FOEFBIFNCHEHTE 2 OBP LN vdDa<y RIZHOWTHB L
£9, ZITRMT L av 2 FOFMIE, [OpenBoot =< K+ V77 L 2=
=aT7N] #BRLTIIEIN,




show-devs

Sun Crypto Accelerator 4000 7 /3 A A3 AT AITFEK S AL TN D 2 E ) 0 & g
%12i%, OBP 7'mr > 7 b 226 show-devs # AJ LT, 71 AD—HERRFLE
T WOFNZRT X 512, Sun Crypto Accelerator 4000 A — RIZBIF 51723, 734
Z—BIZFRSNET,

ok show-devs

/chosen

/packages

/upa@8,480000/SUNW, ££fb@0, 0
/pci@8,600000/network@l
/pci@8,600000/SUNW, glc@4d
/pci@8,600000/SUNW, glc@4d/fp@0, 0

ZOHITIE, /pcie8, 600000/network@l = k U 73 Sun Crypto Accelerator 4000
R—=ROFRAL ARRATT, ZOLHRTL RN, VAFLANOR— R LI 147
FKRSNET,

.properties
Sun Crypto Accelerator 4000 D7 /S A ZDJEHENIEL S RE SN TWDMNE S kil

B9 BI2iE. OBP 7’7 F/b .properties Z AL T, BMEO—EA2FRL
ij—o
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ok .properties
assigned-addresses

d-fru-len
d-fru-off
d-fru-dev
s-fru-len
s-fru-off
s-fru-dev
compatible
reg

address-bits
max-frame-size
network-interface-type
device_type

name
local-mac-address
version

2.11 02/10/31
phy-type
board-model

model
fcode-rom-offset
66mhz-capable
fast-back-to-back
devsel-speed
class-code
interrupts
latency-timer
cache-line-size
max-latency
min-grant
subsystem-id
subsystem-vendor-id
revision-id
device-id
vendor-id

82000810 00000000 00102000 00000000 00002000
81000814 00000000 00000400 00000000 00000100
82000818 00000000 00200000 00000000 00200000
82000830 00000000 00400000 00000000 00100000

00 00 00 00

00 00 e8 00

eeprom

00 00 08 00

00 00 e0 00

eeprom

70 63 69 38 30 38 36 2c 62 35 35 35 2e 31 30 38

00000800 00000000 00000000 00000000 00000000
02000810 00000000 00000000 00000000 00002000
02000814 00000000 00000000 00000000 00000100
02000818 00000000 00000000 00000000 00200000
02000830 00000000 00000000 00000000 00100000

00 00 00 30

00 00 40 00

ethernet

network

network

08 00 20 aa bb cc

Sun PCI Crypto Accelerator 4000 1000Base-T Code

mif

501-6039
SUNW, pci-vca
00000000

00000001
00100000
00000001
00000040
00000010
00000040
00000040
00003de8
0000108e
00000002
0000b555
00008086

& & VIEE BB

"
<
foi
¥
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watch-net

Xy NU— 7 g AERT 5I121E. OBP o7 b v6 apply watch-net =<2
REF A ARAEASLET,

ok apply watch-net /pci@8,600000/network@l
/pci@8,600000/network@l: 1000 Mbps full duplex link up
Watch ethernet packets

'.' 1s a good packet and 'X' is a bad packet

Press any key to stop

VAT AIXRY NI NI T 4w P EERLET, EFary b axEd s L
Ml Z2FRL, ZELEAY Y MCERY NT—I =R xT AV F T = — AN
WML —REFEnTnbE IX] 28R LET,
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T8 A

Tk

Z OfFHE T, Sun Crypto Accelerator 4000 ® MMF 35 X O UTP 7 ¥ 7 % OH:ARIC
ODWTHHLET, ZOMEIL, ROH THRSNET,

m 135 ~—® [Sun Crypto Accelerator 4000 MMF 7 % 7" % |

m 138 ~—’® [Sun Crypto Accelerator 4000 UTP 7 ¥ 7' % |

Sun Crypto Accelerator 4000 MMF 7 4
T3

Z OffiTiE. Sun Crypto Accelerator 4000 MMF 7" % 7" 2% DALERIZ DWW T L %
‘j‘o

RT3

A-11Z, Sun Crypto Accelerator 4000 MMF 7 % 7% D ax 7 % &R LET,
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© FauT

DIAG
OPERATE
OWNED
FIPS

O LUNK

O

Purcell, CA
P101-000

A-1 Sun Crypto Accelerator 4000 MMF 7 ¥ 7' Z D a7 &

# A-112, SC =% # (850 nm) D4ME% = LET,

= A-1 SC = x 7 Z e DK (IEEE P802.32)

EEa ks 62.5 =/ 0> MMF 50 =/ 0> MMF
B eI & 260 m & 550 m
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YIE TR

=& A-2 B RS

~tik HIE 8 A—FILREE

Ex 12.283 A > 312.00 mm

& 4200 A > F 106.68 mm

e L

T4 ge {4k

& A-3 Mrefhik

e %

PClomv K 33/66 MHz

PCl 5 —#Z /X— 2 5% BK 64 54 FDSR—R |
PCl5—#% /7 KL Alg 32/64 £ v b

PCI £—F
1 Gbps, 850 nm

VAR —[AL—T
1000 Mbps (4 _H)

BEREH

= A4 RPN

i BTN

CEN PR T 625 W @5V
1275 W @ 3.3V

I R 5V +/- 5%
33V +/-5%

T8 A
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A8 —R It

%= A-5 A BT = — AER

-1 a3

PCI 7y 33 MHz %7213 66 MHz

WA I T 2= A PCI21, 33MHz £7213 66 MHz »Z/ = v 7 L — I,
BLO33V E72E5VoENEYAR— |

PCI /S A1 Rty hEiTed ey b
-0
IRIELHR
=& A-6 BREEATAR
& EERF DA REFOLH
TR 0 ~ +55°C. -40 ~ +75C.
+32 ~ +131°F -40 ~ +167°F
AR SR 5~ 85% fEEE DN & 0~ 95% fEBD N L

Sun Crypto Accelerator 4000 UTP 7 4
745

Z Offi T, Sun Crypto Accelerator 4000 UTP 7" % 7" % OALARIZ DWW TR L &
¥

RT3

A-2 |2, Sun Crypto Accelerator 4000 UTP 7 # 7' # D ax 7 Z &R LET,
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© FauT

DIAG

OPERATE
OWNED
FIPS

O LNK

®

O

Purcell, CA
P101-000

A-2

Sun Crypto Accelerator 4000 UTP 7 # 7"Z D ax 7 X
BEE R L ET,

# A-7 12, Sun Crypto Accelerator 4000 UTP 7 ¥ 7" 2 M1+ % Cat-5 a7 # D
& A7

Cat-5 = R 7 Z 45 DR
it

B {EHEIH

£t B

& 100 m
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YIE TR

=& A-8 B RS

~tik IR A—FILREE
EX 12.283 1 > F 312.00 mm
g 4200 A > F 106.68 mm

PEREfLHR

& A-9 PERE(LAR

HaE 4%

PCl 7oy’ K 33/66 MHz

PCI & — % /\— & [ 5k IR 64 /5A FD/S—A K
PCl7—% /7 KL Xig 32/64 £ b

PCI £— K NYAL—[A V=T

1 Gbps, 850 nm 1000 Mbps (4 _H)

BEREH

® A-10  EEEN

T BAIENE

I RE = 6.25 W @5V
1275 W @ 3.3V

R i 5V +/-5%
33V +/-5%
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A8 —R It

= A-11 A BT = — AER

-1 %
PCI 7y 33 MHz %7213 66 MHz

RAMA 27 x2—A  PCI21, 33MHz £7213 66 MHz 27 1 v 7 L— |
BLW33V E£721E5VoENEIKR— |

PCI /S A1 R by hEHTe4 ey b
o
IRIELHR
= A-12  BREELER
& EERF DA REBOMLH
TR 0 ~ +55°C. -40 ~ +75C.
+32 ~ +131°F -40 ~ +167°F
AR SR 5~ 85% fEEE DN & 0~ 95% fEBD N L

A &% 14
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8% B

Apache Web ¥ —/3—0 SSL 3%
TALYT47D

Z OfHTIE. Sun Crypto Accelerator 4000 ¥ 7 b ¥ =7 Zffi flj L T Apache Web
Y= N—TSSLFR— FERETDODT 4 LI T4 THRLET, T4 L7
7 4 7t http.conf 7 7 A /VITRRE L ¥, #FMIE. Apache Web #h—/—D~
=27 EBRLTIIZEN,

1. SSLPassPhraseDialog exec:program
AYTHRAL S u—N L
ZOT 4 V7T 4TI, FEE LT program #FEATLTHET 7 A VD/RAT — K&
N9 % = & % Apache Web ¥ — ~—|Zi@ L £ 3, program (X, INEE L7252
U— REREH D~ LES,
BHEOET 7 A VPFEL, ZNONREBONRRAT — REFFOHEE, program
TR FITERE T (EEESNE SR T — RiL, program % FOVFE4T4 Sl
RS nET),

program %, 2 DOBIEEHE L TIEITSNET, 1 DHDOGEITY — =4 T,
servername:port DL THIE L £, 72& 21E,

www . fictional-company.com:443 O X S IZHEE L ET (F— b 443 1%, SSL
N—=2D Web F— =T s 2 —fRRAF— b TY), 2 5B DO550%, #
7 7 A NVOGEOFES (keytype) TI . keytype (21X, RSA F7-1L DSA OWF ik
ETEET,

-7 BTTNIVAT AOREIHIC
A ATRWEHIZHLTE 5 (tty(3c) D
AN

FITEND =D, I Y=L tey TN
HlE, AEIET) KOICEREL T2

tENTW\WB 7 e/ F A /opt/SUNWeconn/cryptov2/bin/apgetpass 1.
program DFITRIRET 7 A L& L THEHTE ET, 207 v s T ATEBHIZ/ A
T—ROANNERDLTa T NeFfrLET, AJILT/RAY — ROFRIEM
EhET,
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F72. 2D sslpassword 7B VT AL, T AN RAT — REHEBICKR
RTHZ b TEET, ZOHREIL, Web V—"—DREFFO 22—V —DE(EE
BRLLTEWGEIMERLET, #7 7 A VDA T— RiT,
/etc/apache/servername:port.keytype . pass &9 AHID 7 7 A LN TR S 4L
FT, ZOT 7 ANDBHFIELBRONEGRIX, 7740
/etc/apache/default.pass WEHINET, TNHEDNNRAT— T 7 A )LIZ
I, B L ENTWARNWARRT — REIT B A> TWET,

7 - Web ——%3779 2 UNIX 2 —H =721 RN RA T — R 7 7 A L EFGEHIAD
HEINT, TIVRAMETT 7 AN EREL TSN, Zoax—H—F, FHED
Apache ® User 74 L7 7 4 7 TRESNTVHA—HF—LRE L THLLENRH Y
g‘t‘j‘o

DT A VI T ATNIRESN T RWEARIE., T 74/ T, N0 a7
MEBAERINET, VAT AEEFO2—F—OBEEZ R TIE, T 74
VR TiER<, BEEENTWD sslpassword 717 7 ADFEHEZRBEIO LE
‘j‘o

2. SSLEngine (on|off)
AUTHRAR Fua—s 0 FERA R

ZOF 4V IT 4 7%, SSL u o EHAREICLET, BmEIL. 20T 4
V7T 4 70, —E DY —s3—T SSL 2 HATREIZ T 2 7= I2, RAEAR A b T
HALET, @i, KokshZRXAMEHINET,

<VirtualHost _default_:443>
SSLEngine on
</VirtualHost>

ZO3E, AR— b 443 (lEHED HTTPS R— k) TS 59T THOH——T, SSL
ZHATOIEICRELTCWVWET, TALIZT A TDRRESNHTWRWES, 207
o baVET 7 N TE IR ET,

3. SSLProtocol [+-]protocol
AUTHRAR S ua—s 0 KRR R
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ZOTA VI T 4T T, B—="=0SSL b T ¥ a o THEMAT L7 m b=
NERELET, £B1I, HAGERYe harLtzodiAZRLET,

5 B-1 SSL 71 k2L

Joran EREA

SSLv2 HHETH % Netscape DIl SSL 7’1 k =)1

SSLwv3 SSL 7'm Fa v DEFHHN—T a v, £ O—fki7e Web 77 U T
PR—rENTHET,

TLSv1 SSIwv3 ZWH L= b, BFE IETF TEME{ERED S TWEJ,
ILKBoNZT T 0T R— SN THWET,

all TRCHOTa bR

T2 (4) FRFE~YAT A O FSEERA LT, 7o harzBinEIRERTE
T, ol 2, SSLv2 OY H— F EHAREICT AHAE, KO LT 4 L
T4 TERBELET,

SSLProtocol all -SSLv2

ZOXF, WOLHIZH/ET DO LR UEKRTT,

SSLProtocol +SSLv3 +TLSv1l

4. ssLCipherSuite cipher-spec
AUTFXALTa—s L FEARA N, T4 L2 MY htaccess

SSLCipherSuite 7 « V7 7 « 7%, M FEEZR SSL DiE B35 L OMESCNANL % 3%
ETHEDIEALET, Fn—Lar T XA FERIRAER A F T % R
FCIE, ZOF 4 V2T 4 TIEHENO SSL Ny Ry = — 7 TEHENET, T+
LY N ZEDary XA MNTHE, RESNHFEHEAT 72012, SSL OF
FAT— 3 UPEHIIZITONE T, BRI — g Ui, BERBBEAIA
FNTeh LT, IWEREEINDIENCEITEINET,
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cipher-spec |Z1%, £ B2 IR SE, an T > THRELEY, £ B2 T,
DH (3 Diffie-Hellman %, DSS i3 Digital Signature Standard %% L £,

# B-2 fEFCT& % SSL Ol =

52T JoralL BoxXi B EE1k MAC  fE%E
DES-CBC3-SHA SSLv3 RSA RSA  3DES (168 & > |) SHA1
DES-CBC3-MD5 SSLv2 RSA RSA  3DES (168 £ I) MD5
RC4-SHA SSLv3 RSA RSA ARCFOUR SHA1
(128 > 1)
RC4-MD5 SSLv3 RSA RSA ARCFOUR MD5
(128 £ 1)
RC4-MD5 SSLv2 RSA RSA ARCFOUR MD5
(128 > 1)
RC2-CBC-MD5 SSLv2 RSA RSA ARCTWO
(128 £ 1)
DES-CBC-SHA SSLv3 RSA RSA DES (56 v v I) SHA1
RC4-64-MD5 SSLv2 RSA RSA ARCFOUR MD5
(64 B> 1)
DES-CBC-MD5 SSLv2 RSA RSA DES (56 £ v~ I) MD5
EXP-DES-CBC-SHA SSLv3 RSA (512t~ ) RSA DES@40 bt v 1) SHA1 #5H
EXP-RC2-CBC-MD5 SSLv2 RSA (512 £~ ) RSA  ARCTWO SHA1 5
(40 e )
EXP-RC2-CBC-MD5 SSLv3 RSA (512 £'» k) RSA  ARCTWO SHA1  #itH
(40 B> 1)
EXP-RC4-MD5 SSLv3 RSA (512 £~ 1) RSA  ARCFOUR MD5 5
(40 £~ 1)
EXP-RC4-MD5 SSLv2 RSA (512 £'» ) RSA  ARCFOUR MD5  #iH
(40 B> 1)
NULL-SHA SSLv3 RSA RSA 7L SHA1
NULL-MD5 SSLv3 RSA RSA 7L MD5
ADH-DES-CBC3-SHA SSLv3 DH 7oL  3DES (168 £ > 1) SHA1
ADH-DES-CBC-SHA SSLv3 DH 2L DES (6 £ I) SHA1
ADH-RC4-MD5 SSLv3 DH 72 L ARCFOUR MD5
(128 £ 1)
EDH-RSA-DES-CBC3-SHA SSLv3 DH RSA  3DES (168 & v |) SHA1
EDH-DSS-DES-CBC3-SHA SSLv3 DH DSS  3DES (168 £ v ) SHA1
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£ B2  [HTED SSL OB (HiX)

54T Joral BoxH WAL KES1E MAC  7&%
EDH-RSA-DES-CBC-SHA SSLv3 DH RSA DES (56 £ v~ I) SHA1
EDH-DSS-DES-CBC-SHA SSLv3 DH DSS  DES (56 £ ) SHA1
EXP-EDH-RSA-DES-CBC-SHA  SSLv3 DH(GI2 >y ) RSA DES@40 b v h) SHAL it
EXP-EDH-DSS-DES-CBC-SHA  SSLv3 DH@G12 v ) DSS DES@40 v v 1) SHA1 g
EXP-ADH-DES-CBC-SHA SSLv3 DH(12t v k) 7L DESHA0E > h) SHA1 i
EXP-ADH-RC4-MD5 SSLv3 DH(I12 B v k) #A&L aISCFOI{\R) MD5  #iHH
=%

FB3IZ, v/ DL EE I L—Tb T ADICHERT AL %R LE
j—o

% B-3 SSL D514

bE 5% BA

SSLv?2 SSL N— 3 2.0 OFT X TORFH

SSLv3 SSL N— 3 > 3.0 DT R TOK 5

EXP A7 L — RO+ ToORS

EXPORT40 40 vy FOTRTOEHARKS

EXPORT56 56 £ b OFT T ORI AR5

Low SR DRI (DES, 40 £ > k RC4)

MEDIUM 128 By hOFTXTORES

HIGH Triple DES Z 5 2 7 X TR 5

RSA RSA @7 a fER T 59 X TORS

DH Diffie-Hellman $#2#2 4 32 X COWE %

EDH Ephemeral Diffie-Hellman #2842 % 5 19~ % 3~ TOWE 5
ADH &4 @ Diffie-Hellman $##52#i 4 i 32 X CORE 5
DSS DSS REREZ T 2T~ T o5

NULL L E2 R L7203 R T o5
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5 OBESENAMLIT, R B4 R CTF 2 M L TRIETE £,

# B-4 5 OB SENENL & 3R T3 5 Rk 0T

XF B

fRER L U A DT %80

! U A b in b SIS 2 HIER (BT E Z20)

+ U2 M aBMmL, BIEOMNBEICBE (BRI T2 5 HEMEDH D)
- U2 FinbS 2RI (RO 2 MTBINTE D)

cipher-spec D7 7 4 v MEZRIZ R LET,
SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM: +LOW: +SSLv2 : +EXP

T 7j_/l/ ]\ T j: I:Zla) (utu thEéﬂTl/\fJ:l/\) lefle—Hellman Uﬂ@@"\“(@ﬁ
RESNTWET, ZOH T, £9 ARCFOUR 3 LT RSA | {Ef‘ﬁ%#%z%
2}’L\ W L= RIpBARWZ L — FOIRIZHE 5 AR E SN TWET,

5. sSLCertificateFile file
aAryTXFAL Ta—rb, FERA

DT 4 V7T 47k, —=3—D PEM £ 5L IERD X509 FEAE T 7 A LD
EafEELET,

6. SSLCertificateKeyFile file
AVTHRAL T u—r0b ARAERA B

ZDOF 4 V7T 4 7%, SSLCertificateFile ¥4 L7 T 4 7 CREINT-FF
BECKISET D, —3—0 PEM F5ALIEXOIEARE T 7 A VO EZIEE L
ij‘o

7. SSLCertificateChainFile file
AT XFAL Ta—rb, FERA

ZOT A4 VI T 4TI =N DREAEFE AN R LT D PEM 5L B A DFE
HEMEE SN 7ANVDONEBEERELET, ZOT AV T 4 7E2EHTD
& “j‘**/\**@uEEﬁi#? 7/]’77/ }‘ﬁ‘mung/kj‘émunﬁﬁ J:’)/CIE}—%%% éhf:
HDOTRWGEAIZ, 779472 ML —"—DaAEORIEZ BT 5 Z &N
TEET,

7747 v MBFE (SSLverifyClient) Z# i3 28%546 ., EENDOIEHEX, 7
?/])7:/ ]\uththEk bf%ﬁfﬂ&zf‘fiéhij—

8. SSLCACertificateFile file
AUTHFRAL T r—r REBA A B
ZOT 4 VI T 4 71 AR (CA) OFEAE Y 2 S BMEE SN2 T 7 A )V OfLE
%:J:E‘ﬁiﬂl_/i? 74T }‘wu\n :1iﬁﬁéﬂij‘o
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9. SSLCARevocationFile file
AYTRAR T R—=rb fER A b

ZDT 4V 7T 4 71F, CAOFEHERVIELY A MR RESNZT 7 A VDN EE
BEELET, 7747 FBREIZEAH SN ET,

10. sSLverifyClient level
aVFFXAL S u—rr, RERA M, T4 L7 VU, .htaccess

ZOT 4 VI T 470, =" —ZxTD7 747 OB ERELET (@
W, eaAv—AT U r—a UTIEIRESH D FRHAN, 1ZLOT SV r—ra v
THEAINET),

# B-5 12, level DfEE R LET,

% B-5 SSL 2 47~ FORGEL -~V

LARIL S ER

none I TAT v NOFEREIISLER L
optional BRVRAEERLERIGEENH D
require AN 7R R AW

optional_no_ca AEHE DB GRS DD, AR TH D LT

. none £721% require WA EINET, T 7 4/ hOEEIL, none TT,
11. sSLverifyDepth depth
aVFXAL S u—rb, RERA R, T4 L7 VU, .htaccess

ZOTA4VIT 47N, 7 T4 T hOFEAEICK LT — =033 5 FE
EHPEORKDOIESERELE T, E0 1L, BEBAMNEIEHEZTRATH
HIEEEWL, E1I1EX, 7747 FEBAEN SSLCACertificateFile 47
LCH—N—DNEHEEHE L TV CAICLsTELAINDIVNERHD Z & 2B
LET, 2 U ENRESINTZHEEIL. CAORTEHFLET,

12. SSLLog filename
ATXRAR T r—rb ARARAR A b

DT 4 V7T 47T, SSL EROERETLRT D20 7 7 A VERELE
To ZOT A VI T 4 TEBELRNE, T 74/ F T, SSL EA O HILR
FRENFEEA,

13. sSLLogLevel level

IUTHFAN Fa— 0 FEKRA B
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DT AVIT 4T, SSLu T v A NCREERT DIERO LV EFEE L
4, #F B-6 12, level iz~ LET,

i B-6 SSL ®r 7 L~ L DfE

[ S EA

none LRV, 2L, =T —RA v — VI3 HER O Apache =7 —n
JICEFEsh D,

warn B v —UhE T

info BFHRA v E—TEET

trace B A v E—VEED

debug TRy T Xy —VEED

14. sSLoptions [+-] option
ArTXAR T u—rr AABARA N, T4 L2 FU | .htaccess
DT 4 VI T 4T T, T4V 27 U ZTEIZSSL ETROA T v a VEREL
FT, ATV a VORNCT T A (+) [ E AT D EBEOREICEMSh, v A F
A () FEEMNTD EHEORENDHIBRENE T, #EOA T a v ET LY
MUIWCHEATZ E, o ELREM AT v a v MRS ET (L4
CaviEe—UERERA),
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EKB7I2, AV armRLET,

%= B-7 R T&E% SSLAFaw

FFoay

Bl

StdEnvVars

ExportCertData

FakeBasicAuth

StrictRequire

SSL (= B % = HER 72 CGI/SSI BREE S5 DM MNERR S ET, =
DOF T a iFk, HEICEEE 52 ET,

BEBi A% SSL_SERVER_CERT ¥ & U' SSL_CLIENT_CERT,
SSL_CLIENT_CERT CHAINz (n=0,1,..) BTZ AFR— bk &hE,
INDOEKITIZ, 774 T PB LB —"—Zxt9 2% PEM £ 75
LR OFEAERNGTENE T,

7 747 v RMEAEOMA 4 (Distinguished Name : DN) 23 HTTP
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OpenSSL @Y —/L% > ML, 2 2D F7 A £ ADHIFKI FIZdh v, OpenSSL 7 A & >
ABLOAY VT LD SSLeay 7 A L ADWGOFRIENEA SNET, Z0d
W2, BEEOIA B ALELZTBLET, 2D 25071 A1k, EBICIE BSD
EROA—T 0V —=2F7 48 ATH, OpenSSL O 7 A & AT HMERH 5
%54 1%. openssl-core@openssl.org [Z B WA b 720,

OpenSSL License
Copyright (c) 1998-2001 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by the
OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project” must not be used to endorse
or promote products derived from this software without prior written permission.
For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may
"OpenSSL" appear in their names without prior written permission of the
OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by the OpenSSL
Project for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT " AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
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OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim Hudson
(h@cryptsoft.com).

Original SSLeay License
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following
conditions are aheared to. The following conditions apply to all code found in this
distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The
SSL documentation included with this distribution is covered by the same copyright
terms except that the holder is Tim Hudson (th@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are
not to be removed.

If this package is used in a product, Eric Young should be given attribution as the
author of the parts of the library used. This can be in the form of a textual message
at program startup or in documentation (online or textual) provided with the
package.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.
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3. All advertising materials mentioning features or use of this software must display
the following acknowledgement: "This product includes cryptographic software
written by Eric Young (eay@cryptsoft.com)" The word 'cryptographic' can be left
out if the rouines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps
directory (application code) you must include an acknowledgement: "This
product includes software written by Tim Hudson (th@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative
of this code cannot be changed. i.e. this code cannot simply be copied and put under
another distribution licence [including the GNU Public Licence.]

“lan Fleming was a UNIX fan!
How do I know? Well, James Bond
had the (license to kill) number 007,
i.e. he could execute anyone."

-- Unknown

MOD_SSL 5142 R

mod_ssl Sv A7 —U1F, BSD ERD T A £ ZADHIK T CRMAINDLIDT, —7F
VY= AY T N TICHEINET, MR T A A ERIZ, kO LB TT,

Copyright (c) 1998-2000 Ralf S. Engelschall. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

160 Sun Crypto Accelerator 4000 R— K4 >R b—)LY =2 FJL ¢ 2003 % 5 A



2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."

4. The names "mod_ssl" must not be used to endorse or promote products derived
from this software without prior written permission. For written permission,
please contact rse@engelschall.com.

5. Products derived from this software may not be called "mod_ssl" nor may
"mod_ssl" appear in their names without prior written permission of Ralf S.
Engelschall.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."

THIS SOFTWARE IS PROVIDED BY RALF S. ENGELSCHALL AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL RALF S.
ENGELSCHALL OR HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE)ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.
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webserv101:443 .RSA.pass

NAY—=RDT 7B AEBLUOTAEEZRO L DICEEST L LB LET,

# chmod 400 server_name:port. KEYTYPE.pass
# chown root server_name:port. KEYTYPE.pass

FEAMIE, mod_SSL B LT OpenSSL O~ = =2 7 L& ZH L T E S0,

V HiZ8F(Z Sun ONE Web —/N\—Z HEIEEIT 51-0IZ.
EelbSn-B%EKT S

1. Sun ONE Web #—/\—A > XA U AD config BT T4 LY LY
(/usr/iplanet/servers/https-webserver_instance_name/config I &) IZHBEIL

ij—o

2. RDT1E1T%EL password.conf Z7 A IILEERLET XA T—FDEZEDFEM
&, £51F5RBLTLEZEW),

internal : trust_db_password
keystore_name : username : password

3. NRRT—RI7A4ILDFAEFEEE. Web —N\—%F1T795H UNIX 2—H—ID & L.
T7ALNDRAEELTNRAMSEENTEDLIICT IV ELREEZRELFT,

# chown web_server _UNIX_user_ID password.conf
# chmod 400 password.conf

B CH—/N\—ICBRYFIT=EHDOAR—FIZELS MAC 7 FL
RAEHYHTRHIZIFEEDESIZThIEELDTTHI ?
1 5DH—N—DEDK— IR S MAC 7 FLAEE Y 4T3 5L 2 5bH Y

F9. 1 DHOTIEFAN V=T 4 Y 7BREE L~V T, 2 5 H D J5{41F OpenBoot
PROM (OBP) L~ G &,
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WMARLIAL—400RES MACT FLRZEIYHETS
 ROATY RERFTLET .

# eeprom "local-mac-address?"=true

¥ — "local-mac-address?" /3T X Z MR true _Eﬁﬁéhfb‘é k WA I T
RNWRY NT—=T A H T 2 —=AF A AT T _C, flEERz CEIn S THRT-
2—HLdO MACT FLAZBHLET,

VATLEBEBLET,

OpenBoot PROM LR JLTEXS MAC 7 FLRZEIYUET
%

.OBP AV +T., ROAXVKEEFTLET,

ok setenv local-mac-address? true

¥ — "local-mac-address?" /3T X Z MR true _Eﬁﬁéhfb‘é k WA I T
BRWERY NT =T BT 2—AF A ALT T, #ERC CEID YT N
a—Hd MAC 7 RLUAZBHLET,

CARL—T AV TRREREBLET,

Apache [Z Sun Crypto Accelerator 4000 ¥ 7 bz 7 &4 >
A k—JLLT=% & T. Sun Crypto Accelerator 1000 Z#{E 3"
BIZFEEDELSITTNELLDTT A ?

SUNWkcl2a Y7 bD =7 Ny r—2% A A =L F 5L AT AT Apache
Web #—/3— mod_ssl 1.3.26 23R SV E T,

Apache T Sun Crypto Accelerator 1000 Z 4 25813, RO/ FRMLEIT/RD
i ‘j‘o

SUNWkcl2a /X r— % A A h— L L7z Solaris 8 > A7 AT, Apache 1.3.26 &
& B2 Sun Crypto Accelerator 1000 Z /9" % & 2 (T T D121, RO/ F 93
%‘g“ﬁ‘j‘o

m Apache 1.3.26 /1 — 73> 7 ID 109234-09 LA

18 G X<ERITHER 17



m Sun Crypto Accelerator 1000 N\—2 5> 1.0 V7 h v =7 — Xy F ID
112869-02

m Sun Crypto Accelerator 1000 N—2 2> 1.1 V7 F =7 — /Xy F ID
113355-01

SUNWkc1l2a /Ny 77— % A X b—/L L7 Solaris 9 A7 LT, Apache 1.3.26 &
& H1Z Sun Crypto Accelerator 1000 Z 4 2 & 5 (T 212iT, kDS F 3
%‘gfj—o

m Apache 1.3.26 1 — /Xv 7 ID 113146-01 LAk

m Sun Crypto Accelerator 1000 N—2 2> 1.1 V7 F =7 — /Xy F ID
113355-01

TRA DS, GIAEICBEEERT AICEFEDKLSIZTNIE
LLDTIM?

ZOFNEIZ SV TIEL, mod_SSL 3 XV OpenSSL D~ =27 VA S L T IEE
AN
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%5l

=] =

Eak=1

SHOME/ .vcaadm/trustdb, 57
.properties a< 2 K, 132

.u draR T, 17
/etc/apache/default.pass, 144

/etc/apache/servername.port.keytype.pa
ss, 144

/etc/driver_aliases 7 7 A /v, 37
/etc/hostname.vecaN 7 7 A /L, 51
/etc/hosts 77 A /v, 52
/etc/opt/SUNWconn/vca/keydata, 19
/etc/path_to_inst 7 7 A/, 37
/kernel/drv/vca.conf 77 A/, 128

/opt/SUNWconn/crypto/bin/sslpassword, 1
43

/opt/SUNWconn/cryptov2/firmware/scad00
0fw, 167

/opt/SUNWconn/cryptov2/include, 153
/opt/SUNWconn/cryptov2/1ib, 19
/opt/SUNWconn/cryptov2/sbin, 19

#¥x
16y hou— R v ¥, 44
8ty b7 kb, 30

A

adv-asmpause-cap, 27
adv-asmpause-cap /N7 A ¥, 27
adv-autoneg-cap, 24
adv-autoneg-cap /X7 A ¥, 24
adv-pause-cap, 27
adv-pause-cap /N7 A ¥, 27
Apache SSL 7« L7 7 1 7, 143
Apache Web #—/3—, 17
fER$ 200 E, 112
AEAEDIERE, 114
T4 VI T 47, 143,144,145, 146, 147, 148,
149, 150, 151
.htaccess, 145
SSL D4, 147
SSLCACertificateFile, 148
SSLCARevocationFile, 149
SSLCertificateChainFile, 148
SSLCertificateFile, 148
SSLCertificateKeyFile, 148
SSLCipherSuite, 145, 148
SSLEngine, 144
SSLLog, 149
SSLLogLevel, 149
SSLOptions, 150
SSLPassPhraseDialog, 143
sslpassword, 144
SSLProtocol, 144
SSLRequireSsL, 151
SSLVerifyClient, 149
SSLVerifyDepth, 149
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W55 OESENERL, 148
fdi i RTHE 72 SSL DR =, 146
FFER 0T, 148
R—REFEHTH-00%E, 112
auto-boot? HAKZEH, 129,131

D
dcatest, 122

Y77 AN, 123
diag-switch? f%Z%, 130
Diffie-Hellman, 146
Digital Signature Standard, 146
driver.conf 77 A/, 37
driver_aliases 7 7 A/, 37
DSS, 146

E

enable-ipg0, 28
enable-ipg0 /X7 A %, 28
etc/apache/default.pass, 144
etc/apache/servername.port.keytype.pas

s, 144
etc/hostname.vcaN 7 7 A /L, 51
etc/hosts 7 7 AL, 52
etc/path_to_inst 7 7 AV, 37
Ethernet

FCode H .21, 129

MMF, 24

PCI j&tt, 49

UTP, 24

ZlE U4, 49

Pt @, 46

EEA T4, 48

B, 46

R A NOfEEHER, 43

R A NOBMIEIZET HHeaHER, 42
Ethernet DIEHEN 727 L— 2 A X, 1

F
failsafe £— K, 165
FCode H .2, 129
FIFO {1 =, 30

FIPS 140-2 E— K, 64

G
Gigabit i€ — R/XF 2 #, 28
Gigabit A 7 4 7HSLA > % 7 = — A (GMII), 46

H
hostname.vcaN 7 7 1 /V, 51
hosts 77 A\, 52

|

IEEE 802.3x, 27
ifconfig 2~<> K, 51
infinit-burst, 25
infinit-burst /N7 A ¥, 25
IP7 FL2DHIH YT, 51
ipg0, 28

ipg0 /X7 A &, 28

ipgl, 28

ipgl /X7 A %, 28

ipg2, 28

ipg2 /X7 A%, 28

K
kernel/drv/vca.conf 7 7 A /b, 128
kstat 2+ K, 42,50,128

L
libcrypto.a /X7 X 4, 153
libssl.a /N7 A%, 153
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link-master, 24
link-master /X7 X 4, 24

M
MMF, 24
modinfo 2~ K, 18

N
nddx—7 4 U7 ¢—, 32
nostats B, 128

@)
OBP PROM, 129, 132
OBP k253
auto-boot?, 129,131
diag-switch?, 130
OBP 2~ K
.properties, 132
reset-all, 129
setenv auto-boot?, 129
setenv diag-switch?, 131
show-devs, 132
show-nets, 130
test device_path, 130
watch-net, 134
OpenBoot PROM, 40, 129, 132
OpenBoot PROM FCode A c.#2#r, 129
OpenSSL A7 7V /r—i 3 1, 153
opt/SUNWconn/crypto/bin/sslpassword, 14
3

opt/SUNWconn/cryptov2/firmware/scad4000
fw, 167

opt/SUNWconn/cryptov2/include, 153

P
path_to_inst 77 A/, 37
pause-off-threshold, 24

pause-off-threshold /X7 A ¥, 24
PCIT7T X7 %, 24

pci 4B, 23

PCINNAA BT 2—ANRXT A%, 31
PKCS#11 A > Z 7 =—X, 70

pkgadd 2~ K, 18

pkginfo 2~<v > K, 18

prtconf <> K, 37

prtdiag =~ K, 18

R

RSA #~7, 113

RXMAC v 4, 44

RXHELV VAL Bl4wAR Y H, 30

RX 7 v # LRMBEH 8 By X7 kL, 30
rx-intr-pkts, 25,30

rx-intr-pkts /37 A ¥, 25,30
rx-intr-time, 30

rx-intr-time /N7 A %, 30

S
setenv auto-boot?, 129
show-devs 2+ K, 132
show-nets 2~ K, 130
Solaris 8 DX v, 11
Solaris 9 DX v, 11
Solaris AL —7 ( v 7B, 10
speed=

10, 40

100, 40

1000, 40
auto, 40

SSL 7A=Y XA, 3
SSL @ sk, 4

Sun ONE Web #—/3—
Sun ONE Web Server 4.1
A A =1, 90
AL, 96

5l
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P—R—DFEHED £, 91 \Y

P R—DFEHEDA A =)L, 96 vea K545, 120

é}g‘é 7 — J\\‘»— ( N
Sur:LOpENg Wi Servir?.gFE w9t WY 7 b U =T, 120

A A F—/b, 9 vea RT7 AT AH

Ak, 107 BB IVER, 24

W= —DFEHZED A AL, 103 mfle— K, 24

= R—DFEHED A 2 h—1, 106 S, 23
ey P00 ST A5 B LORIE, 24
2 T H E U PO, 88 ‘migzé;f;i;®“m
E?;ﬁg i ORE, 89 vca.conf Zffif, 32,37
h—2> 85 ! vecaAf H 7 x—A, 51
hN—2s>75 4, 85 vca.conf 7 7 A/, 37
SRAT— R, 87 veca.conf 7 7 A /L DH|, 39

Sun ONE Web #— 3— %[l 4 5 7= D& E, 89 vcaadm ‘
SunVTS, 120, 121 F—A F T DR

o5t
netlbtest, 124 ¥ a )T —HHAE, 68
a—H%—, 69
nettest, 126
= 2120 vcaadm
Vm§7jﬂ' FLOWT 7 =LA =T DA VA ML, 76
vcates A

A~ FTRESC, 123

FARRGAHEFT v a, 123 = MATHESC, 54

vcatest, 121 a<w KON, 61
Y7 =7, 119 BEIm /7 U FORE, 74
MEY 7 b =T, 120 ®T, 63

SunVTS 4.4, 17 5%, 53

SunVTS 5.1 Patch Set (PS) 2, 119 Pira~rF, 78

X2 VT —EFHEO-EFRR, 70
XEEAE— R, 56

#EE— K, 55

ARTOFEM, 67

T SRR — ROIEE, 70

TXMAC v >4, 44 SRAT— RO, 67

TXBLORXMAC I v %, 44 Ny 2T w7, 72

/*\y;;? TS TEDOF—A T Dr v
77 A4 )E—F, 56

SunVTS5.x, 17

U y Zuy7h, 59

UNIX pci 4 i@, 23 ~ILVTDFRR, 62

URL A— R EoEHONE, 78
OpenSSL, 153 R— ROBEDORH, 77
SunONE ¥ 7 7 =7, 90,99 R— RO 74
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A=KVt N, 76

XEOE:, 67

=Y —D—EER, 70

2 —F—DHIER, 72

a—F—DFHEB I OB VX, 71

2—H—Z O, 67

a—7 47 4—,53

a4 rBXtae s 7y N, 56
vcadiag

ZF7var, 80

o< NTHESL, 79

EATJTE, 79

a2—7 4 V74—, 79

51, 80, 81

W

watch-net 2~ K, 134

z

zeroize I+ K, 166

H

fER L OERE, 24

TFN =3 v DR
libcrypto.a, 153
libssl.a, 153

TNITY XA, 4

R A =R I NNOE=37 ¥ | ]

Br 51t K7 1 /35 K OV Ethernet K7 A SO #EEIZ
R D HeaHEH, 42

K5k N7 A N OREHE#H, 42

Wit B 7 A NOBEICB T 255 HEH, 42

s S L D ALERR L, 128

Wbz 4 771, 153

LY
A A =)L
VT Ny =T Ry ir—, 18
FA4LIZ MIBLOT A1, 19
TrANBLOT L7 R, 17
A VAR—I AT ar Xy —, 18
A BT x—A Gigabit AT 1 THAT, 46
BT z—A vcafrFT7xz—A, 5l
AVHT2—A AT 4 TN, 46

k)

FFvar Ny —v, 17
A A h—J, 18
i, 17

FRL—F ¢ U TRE, 10

FrTA =T AN—, 163
apsslcfg(lm), 164
iplsslcfg(lm), 164
kcl12(7d), 163,164
vca(7d), 163
vcaadm(lm), 163
vcad(lm), 163
vcadiag(lm), 163

H

T —F I DOREFHE, 128
A7 b, 67

#E, 114

HEOE W, 9

e, W koo guEikie, 128
HAZLT Y r— a3, 153
k@ <7 A %, 28

&P, Sun ONE Web #—/3—, 83
HHa< R, 19

=3
*—RX 7, 64,65,84
vcaadm (Z X A& H, 67
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¥F—ANTT—%,19
s e — FXT A%, 28

[+
BITED Ethernet Bt/ M, 46
B8 £ b7 b, 30

& Al (HA), 9
. Sun ONE Web H—/3—, 87
ek, *v U —2, 50
WgE, 77V r—var, 153
EmmEOT buE, 9
o< KN
.properties, 132
driver.conf, 37
ifconfig, 51
kstat, 42,50, 128
modinfo, 18
pkgadd, 18
pkginfo, 18
prtconf, 37
prtdiag, 18
setenv auto-boot?, 129
show-devs, 132
show-nets, 130
watch-net, 134
zeroize, 166

=
P—N—DFEHZE, 94,103
WAl
Solaris AL —7 ¢ v 7E8EE, 10
SSL 7/ XA, 4
TNIY XA, 4
a7 X, 3
F_L—F 4 7B, 10
V7 hryx7, 10
N—FRy=7, 10

TI vy bT7x—2A, 10
YR—=+F7A477VU,19
Yo OSL7 477, 153

L
H 2, 129
HEhxavxz=— 3, 24,27
IE, 24,36
EZAE, 27
N— Ztkne, 27
el Bz, 36
#%T. vcaadm, 63
ZIEMAC v 4, 44
SlEhv o #, 49
ZAZENVIALRT T % JE, 25,30
HITRE D ARTE, 165
4%, 136, 137,138, 139, 140, 141
MMF 7 %7 %, 136,137,138
A BT = — AEE, 138
BREEAE, 138
MEREfAR, 137
EIREA:, 137
K, 136
UTP 7 ¥ 7%, 138,139, 140, 141
A BT = —AEE, 141
BREEAAR, 141
ax7 %, 138
PEREMLAR, 140
EIRE:, 140
Kk, 139
WL, 140
mEEER, 131
WELURZ, Bl4HAEY H, 30
EHT OO E
Apache Web #-—-3—, 112
Sun ONE Web #—/~—, 87
BHROWEE, ~—Rv=7, 165
=, FIFO, 30
BT A N, 121
POy R—§K, 3
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£l FRAARTGAIRT A5 OB, 23

2AN—"T > s Dk, 9 FRA ZARAL, 38
acy &
B OHERE, 1 FeEHiE, 128
¥ a7 —EHE, 68 BHMIEOIEHIE— K, 24
X2 VT —EEETHTLL, 67 BEE— R/$5 2 &, 25,26
¥ T —EEEOHIR, 72 BIHOFEARAL, 9
PHEAA T, 24,27, 46,50 h—2, 85
fifesd, 50 k=774, 85
e, 50 BRI RS 5 M EH R, 42
ES o RS A ANEHDAT A X, 48
it 46 R I A RofEHER, 42,43
BT A5, 25 K54 SoEHE, 128

RTANRT AL, 23
ik JOER, 24

3 B0 E— F, 24
SRS E Y b2 RL, 30 Wik, 23
B R Ry 78T A4, 30 NI ABLURE, 24

PIE, K- RHhE, 27 kmy7$72%,30

EEMAC ho %, 44
EEAT L H, 48

it 7%
Ethernet, 46 LAt 23
Bile, 46 ZHTDOFEMH:, 67

Ethernet PCI, 49
nostats, 128
BLE D Ethernet #2557, 46
Hefoe, 46 12
V7 Ry =T Ry =, 18 RRRET —F = A
YERK
Sun ONE Web Server 4.1, 91

Sun ONE Web Server 6.0, 100
> vcaadm, 57

WS N DR NT A4, 25

13
< T b U — 7 HERL, 50
FALI MUBLOT 7 A1, 19 %y hT—2 kA N7 7 A, 50
WERE, 19 Xy NI =T HRA LT 7 A VO, 50
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Py hIT—=UHRANT 7 A4 VDML, 50 vca.conf 7 7 A MIZ K BERE, 37,39

il — K, 28
TR_RTCOD vea T3 ATHE, 39
& i, 27
. HerkhE,
AT RT=T, 10 ELRRILS oy b s R, 30
N=RU=T7BLTY 7 Y =7 O, 10 B Ry, 30
N— R =7 EOFROEE, 165 #EE—F, 26
Ny MERgST A S, 28 K A N\EA, 48
R4, 38 Ay MR, 28
NRAT— R 7 v —ifli#l, 27
Sun ONE Web #— _—|Z SBE/ /A T — RD— EI0 AL, 30
%, 87 INTGAZBIORE, 24
vcaadm, 67,88 R5 R A
VAT NEHA, 88 B R L O#TR i, 33

INAT — RO, 67
N T v TEESTZDOXF—A ST or v

, 73 "
Wy lr—3 e o
FFar, 17 WAy =, 17
WA, 17 WA Ny F, 10
Ny F, 11 BEERERS IO r har, 1

Solaris 8, 11
Solaris 9, 11
WzE, 11

/S\
/\7}\\&, 25‘ Tyr—AhLU=T7, 167
8ty hX2 kL, 30 TrANBIOTAL7 N
adv-asmpause-cap, 27 AR —), 17

adv-autoneg-cap, 24

adv-pause-cap, 27 A, 9

enable-ipg0, 28 Ao, 9
Gigabit Ji|E— K/3Z X &, 28 77y b7 x—24,10
infinit-burst, 25 7TZ X 7E, 25,30
ipg0, 28 TL—AR=AD Y 7 LyLT7 u—HliEl 7 e b
ipgl, 28 a), 27
ipg2, 28 7 v —flf, 27
libcrypto.a, 153 X—T— | 27
libssl.a, 153 v !
T L—A, 27

link-master, 24
pause-off-threshold, 24 T harBrlOoM v FT72—2, 1
PCISAA v BZ 7 x—2X, 31

RX 7 & LB 8 vy kX7 b, 30
rx-intr-pkts, 25,30

rx-intr-time, 30

N

WEBIAR T, 41
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<7 kv, 30
AR, 30 4759, WE1k, 153
TR AREBRIE S By h 2 kL, 30
FURNRHRI S By by LD, 30
[FS UK KRR R E Y T RT A%, 30
R— XK, 27
R— FIREEDFE R, 75

0!

R— R oL, 20 n

AR N7 7 A, 50 5], vca.conf 77 A/, 39

Ky N TS5, 9 VYR G AEY H, 30

F o)

v = T IR—U OB, 163 BNV IAINT A K, 30
EIVIAHLT T x> 74E, 25,30

&

AT 4 TWSA o Z 7 = —A (MII), 46

%

£— . FIPS 140-2, 64

K

a—YP—=7h v N, 67

2—H—0 PKCSH#I1 A > ¥ 7 = — RAEF, 84
2 —F—DER X OHRE, 84

2—74 V74—, 19

ES

FREF DD L DL, 9
B JEZ RSN ERR 7 v —Hilf#H, 27
FeAR BEHO vea T /N1 AKKEE, 46
A I BEH O T O FERE, 47
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