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Declaration of Conformity (Fiber MMF)

Venus-FI
Sun Crypto Accelerator 4000 - Fiber (X4012A)

Compliance Model Number:
Product Family Name:

EMC
USA - FCC Class B

This equipment complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This equipment may not cause harmful interference.
2) This equipment must accept any interference that may cause undesired operation.

European Union

This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

As Telecommunication Network Equipment (TNE) in both Telecom Centers and Other Than Telecom Centers per (as
applicable):

EN300-386 V.1.3.1 (09-2001) Required Limits:

EN55022/CISPR22 Class B

EN61000-3-2 Pass

EN61000-3-3 Pass

EN61000-4-2 6 kV (Direct), 8 kV (Air)

EN61000-4-3 3 V/m 80-1000MHz, 10 V/m 800-960 MHz and 1400-2000 MHz

EN61000-4-4 1 kV AC and DC Power Lines, 0.5 kV Signal Lines,

EN61000-4-5 2 kV AC Line-Gnd, 1 kV AC Line-Line and Outdoor Signal Lines,
0.5 kV Indoor Signal Lines > 10m.

EN61000-4-6 3V

EN61000-4-11 Pass

As information Technology Equipment (ITE) Class B per (as applicable):
EN55022:1998 /CISPR22:1997

EN55024:1998 Required Limits:

Class B

EN61000-4-2 4 kV (Direct), 8 kV (Air)
EN61000-4-3 3V/m
EN61000-4-4 1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines
EN61000-4-5 1 kV AC Line-Line and Outdoor Signal Lines, 2 kV AC Line-Gnd,
0.5 kV DC Power Lines
EN61000-4-6 3V
EN61000-4-8 1A/m
EN61000-4-11 Pass
EN61000-3-2:1995 + Al, A2, Al14 Pass
EN61000-3-3:1995 Pass

Safety

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:



EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:2000, 3rd Edition
Evaluated to all CB Countries
UL 60950, 3rd Edition, CSA C22.2 No. 60950-00

Supplementary Information
This product was tested and complies with all the requirements for the CE Mark.

/S/ /S/

Dennis P. Symanski Pamela ] Dullaghan

Manager, Compliance Engineering Quality Program Manager

Sun Microsystems, Inc. Sun Microsystems Scotland, Limited
4150 Network Circle, MPK15-102 Springfield, Linlithgow

Santa Clara, CA 95054, USA West Lothian, EH49 7LR

Tel: 650-786-3255 Scotland, United Kingdom

Fax: 650-786-3723 Tel: +44 1 506 672 395

Fax: +44 1 506 672 855

Declaration of Conformity (Copper UTP)

Compliance Model Number:  Venus-CU
Product Family Name: Sun Crypto Accelerator 4000 - Copper (X4011A)

EMC
USA - FCC Class B

This equipment complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This equipment may not cause harmful interference.
2) This equipment must accept any interference that may cause undesired operation.

European Union

This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

As Telecommunication Network Equipment (TNE) in both Telecom Centers and Other Than Telecom Centers per (as
applicable):

EN300-386 V.1.3.1 (09-2001) Required Limits:

EN55022 /CISPR22 Class B
EN61000-3-2 Pass
EN61000-3-3 Pass
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EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-11

6 kV (Direct), 8 kV (Air)
3 V/m 80-1000MHz, 10 V/m 800-960 MHz and 1400-2000 MHz
1 kV AC and DC Power Lines, 0.5 kV Signal Lines,

2 kV AC Line-Gnd, 1 kV AC Line-Line and Outdoor Signal Lines,
0.5 kV Indoor Signal Lines > 10m.

3V
Pass

As information Technology Equipment (ITE) Class B per (as applicable):
EN55022:1998 / CISPR22:1997

EN55024:1998 Required Limits:

EN61000-3-2:1995 + Al
EN61000-3-3:1995

Safety

EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-8
EN61000-4-11
, A2, Al4

Class B

4 kV (Direct), 8 kV (Air)
3V/m
1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines

1 kV AC Line-Line and Outdoor Signal Lines, 2 kV AC Line-Gnd,
0.5 kV DC Power Lines

3V
1A/m
Pass
Pass
Pass

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:2000, 3rd Edition

Evaluated to all CB Countries

UL 60950, 3rd Edition, CSA C22.2 No. 60950-00

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/

/S/

Dennis P. Symanski

Manager, Compliance Engineering

Sun Microsystems, Inc.

4150 Network Circle, MPK15-102

Santa Clara, CA 95054,
Tel: 650-786-3255
Fax: 650-786-3723

USA

Pamela ] Dullaghan

Quality Program Manager

Sun Microsystems Scotland, Limited
Springfield, Linlithgow

West Lothian, EH49 7LR

Scotland, United Kingdom

Tel: +44 1 506 672 395

Fax: +44 1 506 672 855
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Regulatory Compliance Statements

Your Sun product is marked to indicate its compliance class:

e Federal Communications Commission (FCC) — USA

* Industry Canada Equipment Standard for Digital Equipment (ICES-003) — Canada
¢ Voluntary Control Council for Interference (VCCI) — Japan

® Bureau of Standards Metrology and Inspection (BSMI) — Taiwan

Please read the appropriate section that corresponds to the marking on your Sun product before attempting to install the
product.

FCC Class A Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is
not installed and used in accordance with the instruction manual, it may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which case the user will be required
to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply with
FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

* Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to

maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.
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ICES-003 Class A Notice - Avis NMB-003, Classe A

This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

ICES-003 Class B Notice - Avis NMB-003, Classe B

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

VCCI £
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BSMI Class A Notice

The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.
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Sun ONE & MH{ Apache & MH{
ek E =t [V 2=ZESo]  st=sIo] L2=ZEg0]
RSA X X X X
DSA X X X X
ARCFOUR X
Diffie-Hellman
DES X X
3DES X X
MD5 X X
SHA1 X X

e H= st

Sun ONE A H &~XE9|o]E 9] Sun Crypto Accelerator 4000 -85 ¢ 53} 7] 52
718 o2 g slE o] QlHUTh 3d S A5 Sun ONE AW AZ Eg o) &

QA ZEE o] 75 s s o2 & sk oF Tt

Sun Crypto Accelerator 4000 X =] 4 Sun ONE A ¥ &2 E 907} of &% ¢+< 3}

7S AHEE = UEE YW Jetc/opt/SUNWeonn/cryptov2/ B E Eg] 9
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HE XA

Sun Crypto Accelerator 4000 5.1= A1 | of = A 2~Blo] B =8 4448} a1 &3 E 9 of
E3E 2r5tE= Foo] aE YT =g o] AX A Ho| = HE AR
SANE 23U EA AR 2 H ] g s A28 3 A E R

A]A]O.

I
|4

v St=9o] AX
L #3HFAZ 2332 A 293 ) AT AP 2 AFEE T3 AL S
o, A9 =8 sty A5 9IS AARY
2. AH$31A] &2 PCI £3(64¥] E, 66MHz &5 A& 3ot}
3. A7) WA & &5 & &5 D AxE F5 41 2 FFHY oL
4. Phillips 3l = YA} =z2}e]8] & A4-351o] PCI &5 DAlNA YALE AAFYTL
S5cHAlA BefZl s 1A F AES VALE Bagh

5. Sun Crypto Accelerator 4000 2. =2] 7}A A2 & 33 Zetx¥g B2 oA 7Ad oS
PCI €39 At4ista 4 Balzle] vyAE A AT

6. AFE INE ¥ ohF AL T=& A I8 A28 ALE HY oL

7. OpenBoot™ PROM ok ZEZ E 9|4 show-devs WH & ¢33t R =7} &ul=
A= YA Ao

ok show-devs

/chosen

/packages
/upa@8,480000/SUNW, ££fb@0, 0
/pci@8,600000/networkel

/pci@s, 600000/SUNW, glce4
/pci@8,600000/SUNW, glce4/fpe@0, O

91 oAl Al A /pcies, 600000/network@l- Sun Crypto Accelerator 4000 K. =of o $F
FA ARE FA3YTh A|~Ee] ZF B Eof gis) o] A o] shby S AU
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Sun Crypto Accelerator 4000 “d*] /4 o] Sv2 A YA = =4 detste ¥ ok &
ZEA 2] B E7A o] 5% F .propertiesE Y HdI £ HF5S SRIFUh
ok cd /pci@8,600000/network@l
ok .properties
assigned-addresses 82000810 00000000 00102000 00000000 00002000
81000814 00000000 00000400 00000000 00000100
82000818 00000000 00200000 00000000 00200000
82000830 00000000 00400000 00000000 00100000
d-fru-len 00 00 00 0O
d-fru-off 00 00 e8 00
d-fru-dev eeprom
s-fru-len 00 00 08 00
s-fru-off 00 00 e0 00
s-fru-dev eeprom
compatible 70 63 69 38 30 38 36 2c 62 35 35 35 2e 31 30 38
reg 00000800 00000000 00000000 00000000 0O0OOCOOOO
02000810 00000000 00000000 00000000 00002000
02000814 00000000 00000000 00000000 00000100
02000818 00000000 00000000 00000000 00200000
02000830 00000000 00000000 00000000 00100000
address-bits 00 00 00 30
max-frame-size 00 00 40 00
network-interface-type ethernet
device_type network
name network
local-mac-address 08 00 20 aa bb cc
version Sun PCI Crypto Accelerator 4000 1000Base-T FCode
12.11.13 02/10/31
phy-type mif
board-model 501-6039
model SUNW, pci-vca
fcode-rom-offset 00000000
66mhz-capable
fast-back-to-back
devsel-speed 00000001
class-code 00100000
interrupts 00000001
latency-timer 00000040
cache-line-size 00000010
max-latency 00000040
min-grant 00000040
subsystem-id 00003de8
subsystem-vendor-id 0000108e
revision-id 00000002
device-id 0000b555
vendor-id 00008086
2%+ Sun Crypto Accelerator 4000 2= A% 13
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A

Sun Crypto Accelerator 4000 42>~ E 9] ] = Sun Crypto Accelerator 4000 CD®l| 3£ 3} =] o]
2AF YT} SunSolve §] AFe]Eo| A s X & the2=8of & 4 9% A5yl AHA g
82 105 0] # ¢] "d e HA"E FxstiiA e

v AXEdo] 43

1. Al25e] 923 CD-ROM E&}te] B¢ Sun Crypto Accelerator 4000 CDE 254 ).

m A 2=¥lo] Sun Enterprise Volume Manager™& 413 %<1 7-9- CD-ROM©]
/cdrom/cdrom0 T ¥ E g z}Eo 2 AXFH ),

m A] 2259 Sun Enterprise Volume Manager”7} 2 & o] ol 29 o} 3-8 2351
CD-ROM < hEE gt Tt

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom

/cdrom/cdromo HAEZ ] th& 9} tHEL 7} BAH YT

E21 /cdrom/cdrom0 UHED Q] Y

ntd = CMER] e

Copyright wl= A2 9k

FR_Copyright Mk A2 9

Docs Sun Crypto Accelerator 4000 X = M| B Al-§ H 5 A]
Sun Crypto Accelerator 4000 2= Ha]~ = E

Packages T} Sun Crypto Accelerator 4000 &2 E 9]o] 37127} E k] o] QlFH T
SUNWkcl2r dost A 4 84
SUNWkc12u dast el el R ol n g
SUNWkcl2a Apache-§ SSL A € (+54)
SUNWkc12m ha sk we] wiar e #H oA (5 4)
SUNWvcar VCA Crypto Accelerator(FE)
SUNWvcau VCA Crypto Accelerator(Usr)
SUNWvcaa VCA ¥

14  Sun Crypto Accelerator 4000 2= M x| 2! AL MHEA « 20034 58



E21 /cdrom/cdrom0 HHFEZ Q] Y (A=)

¢ L= CEs| e
SUNWvcafw VCA 3 ¢l ¢]
SUNWvcamn VCA Crypto Accelerator W74 | o] A (55 47)
SUNWvcav VCA Crypto Accelerator®] SunVTS H 2~ E(:54])
SUNWkc120 SSL /N =t 9 ehol Be] 2] (554))

SUNWkc12i.u KCLv2 Cryptog &3t IPSec 7+ 3H(+541)

i)

A4 714 = FA 714 D] Hol| dA Aol ek A X 5] o 3]
AAEE A AdEglo]l 4 7R E AA st AAT 5 U5 .
SUNWkcl2a 7] A= Apaches ) AW =2 AM&-3te] &= 74 ol vk A 2] 3y
SUNWkcl2o 3 7] %] &= Apache §§ A1H o] hE&(X LA ) o= o}
dsle] = A g0l vt A3y}

&4 suNWveav o 7] A = SunVTS Bl A E S $aal e = 7 9o vk A x| gt}
SUNWvcav I 7] A& A x|l SunVTS 4.4 o] 3ol A 5x7FA] 2] B A o] A ] & o]
ofof .

(

2o o ax
N

&30 - 34 suNwkcl2i.u 7] A= Sun Crypto Accelerator 4000 CD “Jell A7k .u
GRS 7FA 2 U det 71X 7t A X FHE o] 5 o] suNwkel2E W EH YT
CDoll &= 2 71X 9] .u FFA= H7IAE sundu oF|H A A& o2 Ao

2. &< 483 A5 2z e E AA T

# c¢d /cdrom/cdrom0/Packages
# pkgadd -d . SUNWkcl2r SUNWkcl2u SUNWvcar SUNWvcau SUNWvcaa SUNWvcafw

3. (FA) 2= ESo]7} &vt=A A== 2] e d pkginfo 93 & A3}

# pkginfo SUNWkcl2r SUNWkcl2u SUNWvcar SUNWvcau SUNWvcaa SUNWvcafw
system SUNWkcl2r Cryptography Kernel Components
system SUNWkcl2u Cryptographic Administration Utility and Libraries

system SUNWvcar VCA Crypto Accelerator (Root)
system SUNWvcau Crypto Accelerator/Gigabit Ethernet (Usr)
system SUNWvcaa VCA Administration

system SUNWvcafw VCA Firmware
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4 (&4) Eehel 7} ¥ 3 9% AAsheA™ precont FHE AWk

prtdiag(lm) 22}l w74 sl0]2] & Fxsti A L.

# prtdiag -v

5. (F4) modinfo ¥R & AWt REo] 2=H YA AT

# modinfo | grep Crypto

62 1317f62 20blf 198 1 vca (VCA Crypto/Ethernet v1.102)

63 13360e9 12510 200 kcl2 (Kernel Crypto Library v1.148)
197 136d5d6 19b0 199 1 wvcactl (VCA Crypto Control v1.19)

[

A w71A4] A

#e] fFReE W ol e e & AT
Al L

# c¢d /cdrom/cdrom0/Packages
# pkgadd -d . SUNWkcl2a SUNWkcl2u

e},

G AT EY ] 97 A LFE A e e

o
A
e
ot

# cd /cdrom/cdrom0/Packages
# pkgadd -d . SUNWkcl2a SUNWkcl2m SUNWvcamn SUNWvcav SUNWkcl2o SUNWkcl2i.u

olxd Al el A A Eell tiF A w21S AL
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=) g] =1 :ﬂ.o]
o ey 3 ud
3 227 Sun Crypto Accelerator 4000 A2 E g|o] ] 7|2 A A] A ¥ &= v EE

ey .

E22 Sun Crypto Accelerator 4000 T ¥ E g

CIHER] e
/etc/opt/SUNWconn/vca/keydata 7| 2~Eo] "ol g (&3 3}
/opt/SUNWconn/cryptov2/bin SEgE
/opt/SUNWconn/cryptov2/1ib A ol By

/opt /SUNWconn/cryptov2/sbin e ¥

2%+ Sun Crypto Accelerator 4000 2= A x| 17
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a9 218 ol HEEe % A AF T2 9P

/
/etc /opt
/opt
/SUNWconn
/SUNWconn
/vca /cryptov2
/keydata
53k 7]
/1|Din /inlclude /IILib /mlan /slbin /S|Sl
o9 wo R &=z ) -2 L Apache
“Ha e AR || geueia || ol Aedd sl iy
O 241 Sun Crypto Accelerator 4000 T 9 E&] % 3¢
BT - nso) Gugoloh AT Eg o]/l MANH 74 % 7)Ao ANE B
iﬂﬂﬂ%ﬁﬂﬂmHEZﬂQAJWMWLﬂ%%6 ]VWTmemgiﬂ&m
Crypto Accelerator 4000 .= % 7]3}"E H23H4 A L.
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> >

X E o] AlA

7| 2B S A S (65901 A 9] "vecaadmE B3 | AE] B FF) AT EY S
2kA)3}7] Ao Sun Crypto Accelerator 4000 H.=of 7A€ 7| ~E o] HHE 2kA| & oF
AU} zeroize WH-E BT 7] 845 A7 84" Sun Crypto Accelerator 4000
H‘:ﬂ' A =24 EZ:E?J o ’\]f—@ﬁ’ﬂ A 712z vl AbAlEkA|
25U zeroize M # o gk 2pAI S U] &2 757 ©] A €] "Sun Crypto Accelerator
4000 H.&= A7 " 747‘0}”’\] Q ’\V\E“Oﬂ AE 712k oS AtAlsk Y
SR A Ao oS AAHE UL 7| 280l o}d AgeA F& A ol
AzE Y4 5 sy

2| - ) A Fol7L} the A8 A EE S| AEolsl B A g 7| ARl E A B
SHElI 0}, 7] 2 olo] )k AEE Al AShe W AH B/ we) v E F Rl

& S g,

F2| - Sun Crypto Accelerator 4000 22~ E |0} & #| A 3}7] el Sun Crypto
Accelerator 4000 B = A-8-5 913 &4 3te B ) AW E v stafof Futh
T A kA o, A ) A e 7]s o] AEE A s

A E go] A7

531449 A NA pkgrn & AHg3te] Belo] AAY 2z 37|22
AA gk,

ot

Al obefell A A = A 43]1 of Futh 1% X

whe B
b wgsa AY BEel 2EE AR Yobgle & dgr

P71 A5 B A5 A Foll= vh Y om AAgY Y

# pkgrm SUNWkcl2o SUNWvcav SUNWvcar SUNWkcl2a SUNWkcl2u SUNWkcl2r
SUNWvcamn SUNWkcl2m SUNWkcl2i SUNWvcaa SUNWvcafw SUNWvcau

&1 - Sun Crypto Accelerator 4000 2. =5 $] 8 SunVTS H 2= E(SUNWdcav)E %] &}
A A A s Tof SunVTS7} ojv] A8 F O] 7ol = ’\]/\E“ = AAAFste] AHE 7 g
H2ES ddo]Esfof & 4 dFYTh AA g W82 SunVTS AP A & FEs4A
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= 2ol u] v/} W 7

o] %ol A= Sun Crypto Accelerator 4000 UTP 2 MMF ©| 5| ¥l ©]

vea A Eetoln] w7l R 4] HJ%%H‘ﬁELWD} o] &<tk

AFHT

m 217 0] %] €] "Sun Crypto Accelerator 4000 ¢] T =] =&}o|H(vea) #l 7] HF"

m 303|014 9] "vea E}olH w7 WS4 AA"

m 387 ] A €] "OpenBoot PROM % & 3 aﬂ w7 Mol oek A A RE T
7hA e 343

m 409 ©] %] €] "Sun Crypto Accelerator 4000 ¢t%. 2 oty =gto|W 4 FA"

m 48301 ¢ "M E g A"

Sun Crypto Accelerator 4000 ©| 5 Yl
A =eko] ¥ (vea) N

vea FA] E2Fo]H = Sun Crypto Accelerator 4000 UTP 2 MMF o]t Yl G| & Ao} g
Yt vea E}o]|H = Sun Crypto Accelerator 4000 UNIX pci ©] & 44 pcilosge,
3deg?l #FHF-H o] dFYH108ew= W ID, 3des8™ PCI %% IDO‘HD})

Al 2= ¢] 7} Sun Crypto Accelerator 4000 %] & AF&-2F A 2] 817] 913l vea A
=dfoln w7 g e R 7T F dsHY o FEolA = BEo] AFE-E Sun
Crypto Accelerator 4000 ©]t ¥l 1] 9] 7] 5ol i3t 7] &, A8 7hs § vea FA] =2to]
H w7 W 53} o) w7 W] A S AWy

Sun Crypto Accelerator 4000 ]t} Yl UTP ¥ MMF PCI ] §1 ¥ &= 333| ©] 1] 9] "2}5 1l
T A Re AR Ydd $9 S¢ Re® A sPUTh 7| EH 0% vea
A2 = speed, duplex, link-clock "j7] ¥ ol tgl duk 2t5 =5 MElsth u=
Elf/_(alﬂ SEU)Y 97 25 53 A A ReER 25 \“4— link-clock "7}
A= BHEVH OOOMbpsE 2153k A Qo 7k X & ADHFYLE vea FA = TS

v 7y o] o] w sl W i) AA Re2 FAAE 92? t}.

4>M%
Pﬂ4>
>‘ E}Eo{.

21
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FO| - 2vlE HAE A4t ¥ F ¥ 3 FEY 57} speed, duplex,
link-clock (1,000Mbpsol A vt 7}5) vl 7)) ¥ 4= Zhzbel] dl &) Al alid BE i 714
RER 2 Folojok Yt H A FEY F shuvetE Zh7ke] oA wisl WSl o3
TY3 RER 2ol A] @ A UES A 2F77 AT gyt 389 0] A 9
"OpenBoot PROM=- “&-3F & =1 vij 7l ¥ <ol th 3k Ahg 4] = Ei= A = 245 s
xR L.

CEREEEEES Sk

318 vea AR Eetelu] o) uls) Wseh A4S AP

E31 vca =holH wi/) WS, ] B AT
Of7H e AEl oY
instance $71 A 27 A AE
adv-autoneg-cap $71 A 27 s e sl bg
adv-1000£fdx-cap 2l7] 9@ 2 7] 2 g ) t"'ifr:(MMF o] g 7“1%)
adv-1000hdx-cap Q7] & 7] 2 e ) W
adv-100fdx-cap 71 B 227] 25 BE ) | UTP ol B H8)
adv-100hdx-cap 97 & 27 2 2 o 7) M(UTP o] 9 E 4-8)
adv-10fdx-cap o} 7] & 7] 25 2= w7 M(UTP ol HE A8
adv-10hdx-cap o] 7] & 7] 25 2= w7 M (UTP o HE H-8)
adv-asmpause-cap Q17] @ 7] 2 Ao /] WS
adv-pause-cap ol 7] & 7] B5 A wis) M
pause-on-threshold 2l7] 9@ 7] SE Ao vy H
pause-off-threshold  ¢]7] ¥ 7] BE Ao] wi WM
link-master 2l7] @ 7] 1Gbps 4% A B= 7] W4
enable-ipg0 gl7] g 227 WA AE A F7 A &3
ipgo 71 9 227] )7 S A FIFAA
ipgl e17] 5L 227 JIE| 2L A v 7)W=
ipg2 7] R 27 A S 2 A WS
rx-intr-pkts ¢l7]1 & 227] JNEHE &7 gk 741
rx-intr-time g7 2 2~ JEHE E37 3 4
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E31  vca ZotolH vyl W, A 2 AR (A
AR oYy
red-dv4to6k 7] B A7) Aol 27] AA A w7 =5 W
red-dvétosk 7] B A7) Aol 27] AA A w7l =5 W
red-dv8tol0k 7] B 27 Ao 7] AA F w7 =5 W
red-dvl0tol2k gl7] & 7] Aol 27] A F Y =5 WE
tx-dma-weight g7 2 A7) PCI Q1 E] o] 2~ w7l 4=
rx-dma-weight g7 9 2~ PCI Q1 E] o] 2~ w7l ¥ 4=
infinit-burst 7] = 227] PCI Q1 e g o] 2= wfj 7] W=
disable-64bit 8171 & 227 PCI Q1E] | o] 2= wlj 7} B4

B
—:_'__‘_‘L_

A FJEYI A FA T speed
AE R ujsf s 2

3-2

fu

o

2 duplex

ElACIR e

3 — ) Ao 7] Aol 0o 7 AAE AF- o] WA = elHFUL 27
Aol 091 AR AAS = thA| 002 EAF UL 7| EF o7 o] 7] HEES
vea A9 7]5ol 9 AAH U

3% cSajolw of7f B M 23



Sun Crypto Accelerator 4000 UTP o] ¥ ©] -&#| F = w7 W= 1 32004 A g 213
o] Sun Crypto Accelerator 4000 MMF o] 1 & 9] %] &= w7l ¥4 94= th5 T}

£32 A& E= 7] A

i

o
o

074 5=

nx

O}S o 7 ¥ 4=3= Sun Crypto Accelerator 4000 UTP % MMEF o Y E] B of s ggh] o],
adv-autoneg-cap StE o7l BEXE 24 AEFH oA 7%
0=7A L=
1= 2% WA (71245

& 7] #l3= Sun Crypto Accelerator 4000 MMF o] §/ €] o 2 3 & gk t].

adv-1000£fdx-cap StEd o) 7F X g 24 Qe H o~ V]
0 = 1,000Mbps o] % &7}
1 =1000Mbps |5 7+ (7] 3h)

tl& w7 ¥157= Sun Crypto Accelerator 4000 UTP ¥ MMF o] JE X2 -Fof g3

adv-1000hdx-cap =7 BX 3 24 A o]l x 7]
0 = 1,000Mbps Hto] % &7}
1 = 1,000Mbps HFo] 5 7Hs(7]1¥3h)

& "7 ¥l Sun Crypto Accelerator 4000 UTP o & o ¢ & g g}

adv-100fdx-cap o]—‘:-?1]017]- EA]3 27 Qe H o)A~ Ve
= 100Mbps #°]ZF &7}
1 =100Mbps °|ZF 7Fs(7144))

adv-100hdx-cap StEd o) 7F X g 24 e o]~ V]
0 = 100Mbps HFo|F &7}
1 = 100Mbps §Fe]F 75 (7]24h)

adv-10fdx-cap St=gllol7F BX]3 24 <lE o~ 7%
0 = 10Mbps Rto|F &7}
1 =10Mbps "] Z 715 (7] 23))
adv-10hdx-cap e Yo7l BX|3 =4 Qg FH o]~ 7%
0 = 10Mbps Hto] 5 &7}
1 =10 Mbps ¥Fol5 7k (71%h)

o] A o] BE w7 M4 7}1i g 45 A
Ut} o] A e nE ujs] Wrt ooz AR

o kI
EZ:

o ALg TFs 2
25 WAx

o?rL
o off

NOTICE: Last setting will leave vca0 with no link capabilities.
WARNING: vcalO: Restoring previous setting.
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& - 9] g A A veao EE Sun Crypto Accelerator 4000 2. =l t&f Z2t<E vea
7} AH&-%] = Sun Crypto Accelerator 4000 B.= FA] o] &Yt} o] ExY o] npE th&
o = &% Ll"i‘:g A2 A2~ A5 7 EFYUY 28 B2, veao REQ] x| JIAH A~

S5 Ao w7 A

vca ﬂi] = IEEE 802.3x Frame Based Link Level Flow Control Protocol (£ ¢ 7]}
Y 53 32 A9 Jiii)oﬂ B 54 Ty & A](x%’\) ol zl/\](/‘/\])
7V Ut vea A= Al 35 Alo] el Elo}oq A AEES EE T
AFHT 3 vea A= S5 Alo] ZHdS FAT F 9o B2 4EL17]' o] 7]

_4

O
A Aet= A9 HA JEYANA AEES HE AS 23T 71EF o7 =doln &=
A W F A5 A 74 7T BEE FAEYG
%332 Ao 7199 =9} 7| 5& Ay

sl

adv-asmpause-cap MMF % UTP o] B57} vt A FA = A Y322 vea FA & 3 Hgko =2 vl

adv-pause-cap

o] w7} ¥M<4=+= adv-asmpause-cap #oll e F 71X 2w S 2EA FHuU ) (7] 3k=0)

Oj7H == 2k + Oi7H ¥ 3t = oy

adv-asmpause-cap= adv-pause-cap=

1 1%E+0 adv-pause-cap< §4 218
W AP

1 1 FAE FAHAT S5 A=
ot

1 0 FAE SAHART FAHAE
g

0 1 FA= SeAgUd

0 1EE0 adv-pause-cape &4 7|59

3% E2folt{ ofivh M 74 25



233 8-V EF Al 7= AY (A1)

7|elE AMod

pause-on-threshold 2l (RX) FIFO°l Al 641}o]| E B59] =5 A 9|3l B =7} XON-PAUSE Z# 9 &

i=4

pause-off-threshold RXFIFO°l A 64H}o]lE &5 2] =5 A ¢]sto] W=7} XOFF-PAUSE Z 2| & 473 st
= %LL] T:]—
1 H .

J 0] i A=, o] ufJ M= link-masterS 2R UTE dutd o 2

-master = &4 3} o]d Ag-of & o] vy Wyt WA A ST

A & A §-ol+= link-master "7} W7} vea FA|E link-master = 4 315}
=]

(i m
=
=

O 74 W= oy
link-master 12 44" A o] vy Wi Y JEYE SEo|Bg 3ol
vhet] 2912 B s o

A e AGdHH ipgo viZR WA7F AT o]
AR Aol F7h U 71 ipgo A4
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enable- ingO] Hl & stel 49, ipg0 9] @2 FAIH AL F7F A& A=A F5
Y}, ipgl 4 1p927}/‘éxés&x]°ﬂ‘ﬂ*}%%qﬂr. thE Al 2~glo] A& A o] A%
H7]& AE3+ 5 enable-ipgos H| & 83Ut} enable-ipgoo] €/ 3}%
Al =gl Y E 9 Aol Al & Al7te] 58 % lF YT ipgo w7l %"Fg
014 25571 A5 AR E 371 5 slow, ol v whel = A A
% 35+ enable-ipg0 ¥ ipgo w7} M5 A4 o3 th

E35 enable-ipg0 % ipgoS

g olst= w7 W4

07K 5= 4 oY
enable-ipg0 0 enable-ipg0o &4 3}

1 enable-ipg0 H| A 3H(7]H-3k=1)
ipgo 0l A} 255 H7 {%ﬁ(ﬁﬂﬁ TFAF) F7F A AA

vea A= LRI 7hs 3 QI 27 A v ) ‘}f‘(IPG) ipgl % ipg2 & A9

% IPGE ipg1¥ ipg29] 3744 th. 1,000Mbps &

R ETE

% 3-6= IPG w7l ® <ol i st 7]

236 217]-227] AAEFH I A v W

Eo g3k F IPGE 0.096

B} 884 2 YA g,

A7 w4 ZH(HIO|=-A|ZH) My
ipgl 00l Al 255 AE I Y 1712 4k=8)
ipg2 0ol A 255 NEIHZ A 2(7] - 3k=4)

ol /[R5 O % ipg1 & 8ufolE AXLOZ, ipgath aute] =
= He (el = A2 1,000Mbpse] @51 &5 A4 el
o E g AEat o 28 A

Ao w2 A sk,

Fueh

UESL A gl o]t} 71 IPG(ipgl ¥ ipg22] fTL)a A8k Al2=glo] 9la o] |
Alz=Eof] the YEY T AA 7 = H - ipgl B ipg22] S 58 U E A|2H 9
71 IPG9}F LA 8 == )

3% E2folvf ofvh M A 27



Zcols # =L
rx-intr-pkts 0] 511 g 7 Mol s o] 50 E s w7 7 w3
AEHEFUTE 02 A2 B o] a2 vyt
(71&%k=3
rx-intr-time QoA HF ;7 Au] 2 o] F 4.5uk0] A2 X (usecs) 7t 7 -5
524,287 F AEHEFUTE 02 AF EF7 0] gl Pt

o] o - = =

ol 7] =55 w7l e

o] w7} WM& 4l FIFO9] &3 Jelo 2 s =5 7| 5S AFd UL} o] 7|52

71EH o2 H &3t o] JF YT FIFO Afr&0o] 44 W9ld =gshd 5l A1

A gE g =584t FIFO 50| 5718 W &% S7hsloF &), Ao

7l & EFEH A o FA A AP

238 RX Y9 x7] 7% 81| E WH

geools % Moy

red-dv4to6k 001l A 255 FIFO 4 Al gko] 4,0964}0] E o]}, 6,1441}0] E o] &2
7Z49-9] ]le] 7] AA E HfF =F HEJUY T =EF
FE2 1255 ME B9 2 A Esfste] TP 5
AFULE S E9], v E 00] A4 H F5 7} 87) 93
Z HZx d7e o] WFo =FE U (7] 8 3k=0)

red-dveto8k 001 A4 255 FIFO ¢ Al 7ko] 6,1441}0] E ]2, 8,1928}0] E ]33}l
A5 9 27 A 2 AR =F FEYYL EF
SIS 25HAE G2 A E3sle] T2 A
AFUL ol & Eof, | E 8o] 24w A% 787 A
Z Hx d7e o] WFd =EHYUY. (718 3k=0)
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kR

38 RX el =7] ] 8HIE HE (A=)

Ec ol % g

red-dv8tolok  0°14 255  FIFO ¢J7l4to] 8,1928}0] E o], 10,2400}0] E o] 3}
3ol el 271 A %A B HE QU B
FE2 125N E B9 2 AEsfste] ZRIRT F
AzUh ol & Bol, M1 E 160 BAH 45 7} 870 A2
T Hx AL o] WFel EFHYT (7124k=0)

red-dvi0tol2k Qo] 255  FIFO ¢J7I4to] 10,2400F0] E o] 4, 12,288w}o] E o] &)<l

o g 7] A E # R =5 AH AU =5
2 125HAE @92 M Eslsle] T2 4
Ut} o2 Eo], | E 247} AA A A$ 2187 oA
Hz 972 o] e =EH YT (71E3k=0)

ofN 32 ek ot

PCI H 2= QIE H|o] 2 wfj 7} ¥4

o] w7} W42 E8) PCI Q)

] o] 2= 5% Syt 54 $§ T2 ths) urh
PHE PCL S D F dFyh

39 PCIHZ AT o2 w7 M

i 7K e Moy

tx-dma-weight 7t gE 29 2A o] AN HE ¢ AH(TX) Sl TATUES
F-oJ st T8 AeE AUk o] 3 00014 3 Alel Yy th
(71:3k=0). 0 A2 0] 7hgo] flas SPYT BE @2 7k
Eg G & 29] A 55 AEF U o] & £9], tx-dma-weight =0
0]il rx-dma-weight = 3% A RX EF|go] A HH o E FAlH =
B RX EdF ) 94 <=9 PCloll H&8k= EdE Y -4 =95y
8ull o Futh

rx-dma-weight 7t g 2Hl 2] AAFHE FoF A (TX) Sl AYHEES
ol T8 ALS AR TYU 0014 341019 AU TH(7] 2 34=0)

infinite-burst gdsly 4 o] iy Mg B3 B AE V)5S A Yske Al 2T
el 3 MAE 715S AR S 5 ) slE U ol HH = M AE T
g bt W Rlo] MEd wi7hx] Mg AL ASIYL 0 EE
19 Y TH(7] 2 %k=0).

disable-64bit o] HE 9] 64H E 71 5S HFU T}

#31: UltraSPARCO III 718t S Zof| 4] o] w7 W= 7| B2 o2
12 449 4 J5Yth UltraSPARC 11 7] ¥k Z 3 Z o] A 7] Ezhe
0 U th 2 0 e 19U TH(7] E-3k=0,64H E 7]%5 &4 8.

3% E2folv{ ofivh M 74 29



vea EdtolH o 7)) g A
=

vea H] EgfolHE v F A W o R AT F AdFHTH
m ndd FEHE AL
m vca.conf 3 ALE

ndd 2 E & *}%6&78‘ i 7
ol iy W AAS HAED ) ey

w7 W A A o] A| A8 A HE Tk &
4@ %H&ﬁﬂ%ﬂquﬂﬂﬂﬂm
wf v 7 W EES of shdo F=7pghy . A

A
e mefolu] v o A4S B

a3t== sl /kernel/drv/vca conf
3 EA /) H54E AT D7) 9S

10
3 82 359 ]O]X]Q] "vca.conf Y&
Al Q.

vea FA ol thg v WS AAY AA87] 918 ndd FEEE S ARESH7] dell=
TR el s Bt FA AL AE A P gefioF gt

1. 53 Ax)9} A Q2D HFTE 3§l }E:]““ /etc/path to inst Y&
g} path to inst(4)el] gk WL 22l w74 = NEEEES RS

# grep vca /etc/path_to_inst
"/pci@8,600000/networkel" 0 "vca"
"/pci@8,700000/network@l" 1 "vca"

1o} Aol A M 7FA] Sun Crypto Accelerator 4000 ©]E Yl Q1B 2~ &= A %] gk o] 91 H
AN 710U Q1A' 2 HE = 07 19 Y T
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2. 2" HFE AHgste] A2 E A3

# ndd -set /dev/vcaN

My Rl 54 e As] 91 faeE S s R du 3ol
A w F9eE S A i o5E el AE 9 EE ALgste] shit
e ) e G A A s o A 5 nad(1IM) €231

SR REEEEC RS

Hl T3} g =04 ndd -7 © 2] E] AFE-
o Bl M vl Mgk WA EASHE WS AW
Wl WAgte A —ser §4S A& T

§ 9]

ndd GEPE S _get FHOE 523 7 B & value & A Esto] o] &
/dev/vca =tol B QIR 2ol XA s ghS w7l Wepel] S

# ndd -set /dev/vcaN parameter value

adv W7l W45 WA The 3 fALE WA 7 hebgh o,

l

- link up 1000 Mbps half duplex

3% E2folv{ ofzh e A 31




o "/ s XS
-set Qﬁ g%ﬂ

2 oz 445 Eetoln] ol
RSPl i e T

93t

# ndd /dev/vcaN parameter

0]s}% X =0 4] ndd € 2] E] A&
o 33 oA u/] H53S A% o83} o] ndd /dev/veaE XA FY ).

K
23 ndd FEEZF i) M o] F dHE AT ZHEZES FATYH

IH

# ndd /dev/vcaN
name to get/set? (Enter the parameter name or ? to view all
parameters)

7] W o] B o] Y HWE ndd FEEE = WV LS BEE ZEFZEE AIRY T
(3 3191 A % 3-97FA] Z=x).
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® vca =@lo|u 7} 2| Y3t R E v/ M4E Ygsled ndd /dev/veaE 4
(Wi W A e 131004 7 3-97HA] FE)

# ndd /dev/vca

name to get/set ? ?

? (read only)
instance (read and write)
adv-autoneg-cap (read and write)
adv-1000fdx-cap (read and write)
adv-1000hdx-cap (read and write)
adv-100fdx-cap (read and write)
adv-100hdx-cap (read and write)
adv-10fdx-cap (read and write)
adv-10hdx-cap (read and write)
adv-asmpause-cap (read and write)
adv-pause-cap (read and write)
pause-on-threshold (read and write)
pause-off-threshold (read and write)
link-master (read and write)
enable-ipg0 (read and write)
ipg0 (read and write)
ipgl (read and write)
ipg2 (read and write)
rx-intr-pkts (read and write)
rx-intr-time (read and write)
red-p4k-to-6k (read and write)
red-p6k-to-8k (read and write)
red-p8k-to-10k (read and write)
red-plO0k-to-12k (read and write)
tx-dma-weight (read and write)
rx-dma-weight (read and write)
infinite-burst (read and write)
disable-64bit (read and write)
name to get/set ?

#

m link-clock
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b A, o)) W ol
S A% 3 e Sl A vea AR = Sakgla} 58 Alo] 752 W]
919 921 SEL S} BT L o] v o= SpbEHE autoo] 2)9] ko
AR A5 WH e LARA @ G2 ) AT A RER e ] B
o = speed W7l WA gEE =L shEY 1F A7) ok Fth 38501 4] 9] "OpenBoot
PROME %8 @=L v/l ol i@ AHE a4l = I 2] 2 23S )
HA L.

I

O{N folr {1

NeA o, o Y2 v Mol A
A= a
o

r}&ﬂﬁ

£ o1l
_1> rr

v AF w4 Be v E2A 3

EY T An7F A A4S A DeA] EAY U E S A speed, duplex 2
link-clock W7 5E ZAAZ AASHH vea ZH| oA As ] ZEE

Hl A ke = U T

1. 23 sty e} 3 AFD AW ANA 53 Zto 2 o =eto|W v/ H4E
AR, 2=9A).

adv-1000£fdx-cap

adv-1000hdx-cap

adv-100fdx-cap

adv-100hdx-cap

adv-10fdx-cap

adv-10hdx-cap

adv-asmpause-cap

adv-pause-cap

o ¢l ul7) ol Tl A3 B Abs R g a2 AU L.

2. adv-autoneg-cap |7/l & oo 2 AA .

# ndd -set /dev/vcaN adv-autoneg-cap 0

nad A7 W) W55 AP S Thet FARE A A} e e,

link up 1000 Mbps half duplex

&1 - A5 0 S v &8st 4§ speed, duplex ¥ link-clock(1,00 Mbps

AN AR 7hg) i W TE A Rl A Asat s dAd shefof vk s A 32
38 0] 7] ©] "OpenBoot PROMS £3 & 2 ] 7| W =o]l th3h A5 wA] = i A
iah=s §]—/\-1§].”E xl—z o}/}j/\]
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v

1.

vca.conf LS AFESE 7] Hg A A

/kernel/drv YHEZ 2] vea.conf Yo &5& F71351e] =glo]u] ufj7f WM
£ AGE 2 S5 UL vl Mg o] 52 228 0] 2] o] "=gto| ¥ w7l W4 gk o
2] L}Oﬂg ol EHYh

F=9| - /kernel/drv/vca.conf Yo 1 ot 7| S ALA51A] nlA A Q.

prtconf(l) & driver.conf(4) =Sl w74 Holx| o= ol et F7 ARE
AgdYrh B dA= vea. conf Aol A w7 =S A= oS I

ol7d FHol A Ao W= Al ATl A o)) e X A of A

9t 2 Sun Crypto Accelerator 4000 H. =0l gt §i5 A%
U Al 7HA RS Lo Qlojof Ut 5, Al ol 5, AR F-&, A & ziﬁqﬂr.

vca.conf Y-S A3 =efoly wf 7)) Wy A A
Az A | vea AR HIg slE o] AR o] B 53
a. 54 Ax)¢) AAR o] 5L AW /etc/driver aliases Y& FdgUch

# grep vca /etc/driver aliases
vca "pcilO8e,3de8"

9] dl Aol A Sun Crypto Accelerator 4000 A~ E g0} =glo] ¥ (vea)2t A ]
O] &2 "pciloge, 3des" YU T}

b. /etc/path_to_inst 3L ANA 3] F-2 o] 53} B3] ] F4E FAFYTL
path to inst(4)°] tigh W& g2l vl7d H oA & Hx34 A2

=}

# grep vca /etc/path to inst
"/pci@8,600000/network@l" 0 "vca"
"/pci@8,700000/networkel" 1 "vca"

é

M AR AR olF, 1A ME, AT ESo] =efo]H o]Fold Al 79
=)
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9] dlAell A A o] AR A= o]F2 "/peies, 600000/networkel” YH TR A
BE ol FA ‘?—E olF, A mE o]F, A ] FAhY A FE O A H ]
AFUYY %3105 FZ34A 2.

E310 X AR olE

il X H2 0| 2o 0|§ B LEolg B2 Cig| FA BE
"/pci@8,600000/networkel” /pci@8,600000 network 1
"/pci@8,700000/network@l"” /pci@8, 700000 network 1

vca.conf Yol A PCIL FX|& et A ¥HsteH dA G4 = o] 55 AHE-FY
CHA R o] &, =& o] &, P° F242). PCL A A AFFol] ti gk AAI g W82 pei(d) 282l

57 7] o] lE xS Al S
2. /kernel/drv/vca.conf LA § A=]¢) ) v 7] HEE DA

& oA 57 Sun Crypto Accelerator 4000 ©] B Yl F*] o tfj &}
adv-autoneg-cap "I7) ®4=7} 0] A 3bE L o}

name="pcil08e,3de8" parent="/pci@8,700000" unit-address="1" adv-autoneg-cap=0;

36

3. vca.conf 39E& A3},
4. RESUF} =2 39S AR} 25 F 3 75 A 2890S wkA Yy
5. Al28& F83ty AU}

vea. conf 9 &2 E{= Sun Crypto Accelerator 4000 vca

I

Accelerator 4000 o] T ¥l

E = Sun Crypto

J
=

A3 A o1 AFH (PR o) F, wE o F, B9 Fo) B
% S P ESES

V¥ vca.conf $YU=E X = Sun Crypto Accelerator 4000 vca
A o] wi W 27
1 W =S st BE 2tz o vl s AR
vea.cont Shele] & shbE 2o

o A oA &= B Sun Crypto Accelerator 4000 ©| 54l X 2] B
&l adv-autoneg-cap "7 M4E 12 AAIYTL

ek
+
2
b
fu

e
)
i
)3
o

adv-autoneg-cap=1;
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vea.conf 3 o A

22 vea.conf FY A A AT

#

# Copyright 2002 Sun Microsystems, Inc. All rights reserved.

# Use is subject to license terms.
#
#ident "@(#)vca.conf 1.2 02/06/26 SMI"

#

# Use the new Solaris 9 properties to ensure that the driver is attached
# on boot, to get us to register with KCL2. This also prevents us from

# being unloaded by the cleanup modunload -i 0.
#
ddi-forceattach=1 ddi-no-autodetach=1;

name="pcil08e,3de8" parent="/pci@8,700000" unit-address="1" adv-autoneg-cap=0;

adv-autoneg-cap=1;

3z cajoluf of7f H4 2y
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OpenBoot PROMS- & ¢t & = 1jj 7]
W Z=of| o] 8} 2} % A x nE = 7A
R g3}

OpenBoot PROM (OBP) Q1E] 7]l o] 2ol A] Th-g- vl 7l] |57} A5 alAd Be= 734l BL=of A
A Ee A4+ dFUh
2311 27 FIUEYZ FA vjf A
Of7H ed== oy
speed o] w7 W<EE auto, 1000, 100 L& 1002 AT F 9loy, TES
o ZEU T
e speed=auto(7]E%h)
e speed=1000
e speed=100
e speed=10
duplex o] W7} ME auto, full B half o2 AASE S glon, FEL g3
254yt

e duplex=auto(7]E%k)
e duplex=full
e duplex=half

link-clock o] wj7]] M<=:= speed "i7 W57} 1000, o2 A4 o] 2 ALY 1,000Mbps
MMEF Sun Crypto Accelerator 4000 B.= /\}30}*4 7 —roﬂ WA 83
Sigreich of ) Weel e 9= U ) gha QA dok i — g
5o, 24 J 79| ghol masterd 49 83 FEVE slave ahS 7FA ok
gt} o] w7l 4= master, slave ¥ autoZ AT ¢ glon, L&
ohea i,
e link-clock=auto(7]¥%h)
e link-clock=master

e link-clock=slave

e HAE5 A4stEd 24 JA9 F3 FEY 19| speed, duplex 3
1ink-clock (1,000Mbpsoll 43t 7}g) w7 M7} &nl2 7] -4 = o of gt}
P4 3 EY X557} speed, duplex, link-clock (1,000Mbpsol A 5+ 745 ulj 7] #H4=
7y 7ol 3l A= E_M W s g e ZE Folo]ok rqugr o] Wi WS =
shitol auto gtol A4l a9 vl W e
OBP E%Eéoﬂ/ﬁﬂ o 7 W 4= B = oHD‘r ulj 7]} W=7} 7]E§}O % autoD ZHE =
TAFUTH auto ©] 9] 9] #h2 3 w7 Wol EHTF} =24 ¥ A7} AA _.Oﬂ/\i
IS 4 v,
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24 947}t 100Mbps v THe] £ 52 speed ¥ duplex "7l Sl
WTolA] Aol u wolF REE Aehl HH 92 e
100Mps ¥+ 10Mbps & %=5 AHE&-gH th.

speed T/} W4} 4] Xmel A A e A3 o] @ @2 AES] opeed g3k
Aok Frh. 27 P19 B2 HEY 1] duplex WA W A5 @
A5 Fat AFAT =99 FEo WS Huh

=,

27 ¥4 speed W7/ A7 A WA o2, A FEY speed W] HFTE A=
AR 24 Ja9 FA FEY 119 speed #t w4 75 o Foll whet A7 &4 3}
HUth 2bs 14 B9 Qe Ho] 2= AL H}O]%Oi FA(IA = HFE7t A=
79 &84S A LT} F olE Jﬂ o]~ = U7} A% WA BT} ol ) f%:Oﬂ
s w4 BEo] QI H o] 2= speed WiV WMFRES A Y T o] 5wl Big =
%Xlﬂxl EHUTE oldl 7S B a-7hA 2kar

N

F

=

Fo - o]T FTER YAE AT HH T EdY FEo] TR

22 F 3 v ATt A oA 2sste vl WM auto 0] 9] 9] gh& 7HA oF
FUt o= 01, Hho] 5 0 & 100Mbps Al B= ¥ A5 A sste{ W OBP ZE X E
oA TS g

ok boot net:speed=100,duplex=half

BT - o #=o] AAIME net: /1A BF UEYL e o] 2 G Hz ol
MRt net 919) 44 A ol 58 AAGel T VEAND BAE FAT 5
sl

ko] 1,000Mbps = Al B =5 &4 51el#] ™ OBP ZFZEA] U

ok boot net:speed=1000,duplex=half,link-clock=master

0 - link-clock 7l WM9] 32 Y= BFEV Q] link-clock a3 A58l oF
AUt o & 59, 27 F39] link-clock #t°] master®= AAH 39 F 4 FEH
link-clock #& slave® A4 o] &Yt

il
(&l
1 M

10Mbp o] o]F A% el ek Al REE A AW OBP X2 X E o) A

o€ g,

ok boot net:speed=10,duplex=auto
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W3 OBP 2520 A b lejskel ol 4l el B 2 Y ) W
AT 5 YU

ok boot net:speed=10

244 8k ] -2 [EEE 802.3 A HAIE 223514 A S

Sun Crypto Accelerator 4000 2t 2
olfyl =dfolH & 574]

] FE-2 kstat(IM) BH o] AF3H= EA0 dis) A8yt

[*]

ZE312 ¢35 =olv 4

07 w5 oy oHY 0f 5

vs-mode W2 FIPS, standard =+ unitialized9 Yt} Bl
FIPSE H =7} FIPS B ‘E}b A 9 ]gqq,
standardt B =7} FIPS E=of Q) Z] Frh= A S

o)UYt unitializeds RE7} 27815 A
erokthE 21s 9w

vs-status 2 ready, faulted & failsafe¥Hth QH4
readyt HE7} A4 Qi 25 3kal Yt A
oJu Pt} faulteds BEV} 2HEakA] ¢hal
A= AL Yugtt) failsafe® BEQ &3
AJEQl failsafe ZEE 2w g c),
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H ojx

gholH F7

gkolH E 7

=

=

ol

H
=

3132 o] Yl =eo]H

3-13

o1 Yl

oR7H

3T
ar
i
o

ORI R R RRR R R R
o o o CRCERCY CLCT o o o o o) o
==
- H ™
s " <) ny
7 ® =
< S oo W
A o 0 0 — fras)
il = o= = o N
1 N, SN 3 &
il T o w wm] Mo o
o5 ~ A ) Tl =
=R R A 22 9 g X X ~
o I A T - - R
o A AR ~ = =
ol Mo o o W Mo o umu b.%u Ko~
—_ 7. —_ —_ ) ) N
©REORET oo BE 4oy 7o
& RER Tow RN ooy B
g T o e o o o o WE W X
T O e X o 4o JC o
T ORRE o RN T~
2T T T X oz oxow oNm N4
Fem 33 ® 33 04 Ly kT oy ow
g H oo o 5 5o 5 5 DA DR e ®
TEMo®E R oMo ® R mom Ky W oxoo
o S G T N T T .
F 2 AT 2w AP @ 2 o T NE A ®
< <
o) © > 2
n o w n 0 < & P o] o E
F ) T )] 0 e} 9] = ~ »
0] 0] N (0] (0] N 0 0] wn 0] ~ B3 iu) i)
A A o D 0] Y] ] (] [ - 0] 9]
O O IS} O O H +H 2 N I +H R o] 9]
@ [ M © © M > > >~ >~ — el T
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l:l:l

3-145 A MAC 7} & A9 g

Z314 TX % RXMAC 7}H&H

Oj7 e o9 oy of%
tx-collisions ZFE9 Yo7 BE ZYY AF Almd 9HF
316V E 2= 7M5e 7h2E SR
tx-first-collisions H % AL A 2Eo] YA Tt the Botx
Aol e oz A vl el
3 16H E 22 713 7HH FEA
tx-excessive-collisions A% = ASZES 233 v =<l 2ol
HEol 3 16H E ZE 7153 71-2-F
A
tx-late-collisions ZEo0] 9 v T Q] AL st 2ol
169 E 2= 71538 7128 S84,
Aol HA ZY Y A7) vlolE &
A5 5 DAY FEE Q18ke] TMAC
FEEE 2 £2 BT,
5, MEA AL H 58 Fo
T%}z] ghe ko] Wl E S Aol
Aol sl 2tk A% o m g,
tx-defer-timer sl AE AE A TMACTE HIEA D ey
o] EFH o s v FaL gl 16H E 2
7458 Epol v FRA. Bl 7] A2k
& 25602 Uir A ulo] E Al Zkelu ),
tx-peak-attempts 8H|E #| %] ~E = 2 & %] 2~ E 7} upx] gk Holx
0 98 o) 5o FHoT AEH =
A9 @ Aol A% FE £2 wAGUY
of AAAH7F & 5 = T Eke 255
°‘H4 AdeHom dAde 2oy F A
7} 2555 W= 45 LZE o]
P*ﬂ s E | EL Ay
91717} RE W o] P A ~HE AFo R
0] Fith
tx-underrun YEYIAAH $& TS A3 59 Holx
16V E 25 7he g 7heE S A
rx-length-err H]E-ﬂﬂoﬂ*ﬂ Tz ady o) jaﬂ o] Bopx

— =)
A7) gA=H B 7 TS 418
Tl 16M E RE 7}53 JMH TEA
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ZE314 TX D RXMAC 7}2H (A<

O 74 w4 dy oLy o
rx-alignment-err FA T o AYE o F 7] o Eoby
16

Z g qle] CRC (Cyclic Redundancy
Checksum) %] ol A 93}l 3
el §lell rgko] obd wpo] E =7}
T (S, 1 E 499 Z Y 277
00] obd %) 44 L F7F nagytt.

rx-crc-err T4l ZJe] CRC &3l darg]Fel =2
A atar g e ol A4=gke] nio] E

uj
HE 2E 71538 7heF S84, 541
g

rx-code-violations Z g ¢)S A= B9 MIT Aol A oA

L ESA gt
rx-overflows A9 REo 2 SgY oty xeg) & By
rx-no-buf 2 ¥ ko] REste} sesolst ey
SRR
rx-no-comp-wb Smglof 7l 5418 dollo] ggk gh Bk
Fu AU S Fst £ 35
rx-len-mismatch TAE dol7} AA Ty dolg) ukx] EolA
o el A Al e
ok ot S 4(x 315 FH 547 YA HEY 54S e F] mE2E AU
3155 @A oty 92 £4e AP
2315 QA ooyl HA HA
O 7H Bd== oy oFM 0f&L
ifspeed 1000, 100 5=+ 10Mbps See:!
link-duplex 0=4 1=4 or4
link-pause @0 ojd AR F4 AAE5HAI A "BE Aol kA

R S

2
o

)
link-asmpause ol tf3t HA| FX| A @255 0|# 2] "EE A|o]
ES
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44

£315 A oyl A HA (A=)

o7 W= Ay orY ofxt

link-up 1=3H4, 0=n] 24 Hd

link-status 1=84, 0=1]&A oHA

xcvr-inuse ARE FQl $5417] F R 1=Ul5- ML, 4
2=9] 5 MII, 3=2] % PCS

316 217] A8 wjA F 9 AE o] AMINe] 753 Ayt o] mi/) W
st=glol o] 715& BTt 717 E Al &9 I H o] ~(GMIDE the 75 S
vE AQg,
x316 7] AE vea FA 7%
OH7H = oy ok o{gt
cap-autoneg 0=A% Yy &7} oA
1=7% wA 7bs
cap-1000£fdx Z4 olgH o] & Ho|ZE 7t o5 ok
0 = 1,000Mbps A o] % &7}
1 =1,000Mbps % °]F 7}
cap-1000hdx 24 Qe FH o] A o] F 7 o7 o+
0 = 1,000Mbps ¥ o]% B}
1 =1,000Mbps 5ol 715
cap-100fdx 27 Qg H o]~ x%o]? 7V o H oA
0 = 100Mbps #H0]% &7}
1 =100Mbps H°]F 7}
cap-100hdx 27 QlEF o] 2 yho]F T of ¥ Sl
0 = 100Mbps HFo]Z &7}
1 = 100Mbps ¥+o]5 715
cap-10fdx 274 g H o) x Ho|F 7hs o F oA

=10Mbps ol &7}
1 = 10Mbps H o] 7t
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817l A&

E 3-16 vca
O 7H ed= =L oHd o8
cap-10hdx 27 Qg Ho] 2 dho]F 715 o 7 QA
0 = 10Mbps RFolE &7}
1 = 10Mbps ¥Ho|F 75
cap-asm-pause 27 Q¥ o]~ F Ao 7}F o F o+
0="d 74 =7}
=H] 3 ?—M(ié | 2 HE]) 715 (255 0] 2] €]
"SE Ao i Mg x)
cap-pause = EHyol2 35 Ao 715 oA oHA
0 A &7t
1 ] F2 7Hs 55 0] A o] "B E Alof wjsl W
Az
— T
YW 9 EY 7|5 Hal
#3172 7] A& HA FEYS] 7es AT
2317 ¢V I& HA FJEY 7|5
7l w4 Moy ok 05
lp-cap-autoneg 0==% A4 =71 Sl
1=2% F4
lp-cap-1000£fdx 0 = 1,000Mbps o5 AF &7} o+A
1 =1,000Mbps zl°]%
1p-cap-1000hdx 0 = 1,000Mbps HFolF A4 &7} e+
1 = 1,000Mbps HFo] %
lp-cap-100£fdx 0 = 100Mbps Hol% H& E7} oFA
1 =100Mbps 1 o|%
1p-cap-100hdx 0 = 100Mbps Ho] & A% &7} oy
1= 100Mbps Hto]ZF ©d %
lp-cap-10fdx 0 = 10Mbps d°]F A& &7} oHA
1 =10Mbps Ho]F A%
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2317 7] A& H3a HEY VT (A

O] ed== =L ord i
1lp-cap-10hdx 0 = 10Mbps Hko] 5 A& &7} e+
1= 10Mbps HtolF H%
lp-cap-asm-pause 0="nth3 F4 &7 A
- Y= ey S5 B v FA
(253 0] A 9] "E 5 Ao] w7l W Hx)
lp-cap-pause 0=thd &+ &7} S+
1=t% FA 759 0] X 2] "5.F Ao w7
e A x)

CEEAIEpE
EERRE XY

YA FEY7ZL AE a4 o] 7He 3 74 $-(1p-cap-autoneg®] 19 W) A& n4d 7} ® =
HEY 715 AHEsH Ho BE R FAH U

#3182 SehoW 9] T i) ASE AP T

oo offf 1o, off
e E
i
o

Oj7H s My ok o

1b-mode N AT, G &S5 HEH BE HAL =24

promisc dstd A, FA = A BEgUTh ) Ed B9
sle A9, A= A BE7F o d YT

ol Yl {& 7} E

tx-wsrv Ad ol 715 3 35 7 E <4
tx-msgdup-fail A BA A= A, A
tx-allocb-fail H B & A= A =2
tx-queue0 Hzx e AE qr)daA AF g7l A B
A7 %
tx-queuel T A stEdo] AE gDl AE dlv] <4
= 34171 =
S U N T
tx-queue2 Al A st=glo] A 7l del A HdE t7] &k
Zo] F| 7 =
o U N T
tx-queue3 v AR st=glo] A% g7 Dol A A% dl7] =9k
Fel 97 5.
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=318 Zghol¥ af wjsl] WS (A1)

Oj7H e oy ord oig

o el 41 £

rx-hdr-pkts 256410 E o] &l & AlE 7] S oy
rx-mtu-pkts 256H}0] E o] A}, 1,514H}0] E o3l 2 =A1H =2
971 %
rx-split-pkts F Ho|x 2 EaH 97 4 <94
rx-nocanput IPelogo] A vz Qs =5F 7 5. EoA
rx-msgdup-fail BAZF 7Y WA 4 oA
rx-allocb-fail 5 ddo] A =204
rx-new-pages FA Z A E HolA 4 =2
rx-new-hdr-pages FA F A E 25611 0] E o]t wjFl oz ok
A7 ol 4] 5
rx-new-mtu-pages T2 T A" 256110 E o], 1,514 ©]5l9] =24
A0z A9 Aol 4] 4
rx-new-nxt-pages T2l F YA g oA HE 28y Re =2
E ek Ho]x] 4=
rx-page-alloc-fail  ¥|o] %] &o] A3l 4=, =24
rx-mtu-drops R s P AR i B e A B i R R AR )
Wate slo] E71s8ke] 256Hko] ERLLE AaL
151418 tf 22 g7l o] A A Ao A7t =5
Dj I~
T
rx-hdr-drops R s P AR i B e A I i B T RAR= )
W 7F glo] 2561ko] E o] skl #H 718 A
solA 7k =55l A5
rx-nxt-drops =etolw 7 A& tiAsH] A&l At A& B
W 5t glo] $@ A7le] w1l Aol A7
e R
rx-rel-flow SZelo¥rt 55 SAE e A5 Bt
o]t] Yl PCI %%
rev-id Sun Crypto Accelerator 4000 ©] T Yl =] €] £
S D A BE o] AR 3] Aol &
pci-err EEPCI 279 3. 2o
pci-rta-err FAE O s 4
pci-rma-err FAE vpaEH ST HEobHy
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#3418  =to|B] aLF vzl W (A1)
O] ed== =L ord oig
pci-parity-err A E PCI W HE 7 4. oA
pci-drto-err A" EWMAM L A= A ZF 23} Bl4=, =24
dma-mode Sun Crypto Accelerator 4000 =2fo] ¢l 2] 3} ey
Ab&-(vea).
v 93 ey 47 g
o FHHA AT 7 kstat veca:NHHS 4.
# kstat vca:N
module: vca instance: 0
name: vcal class: misc

&3 — oA dA oA N& vea Fx 9] 12~ HEJUT} o] HEE kstat HHS
AP Hro] ol ~E A WE S vk o S},

o,
o
f
rlo
>,
[~
o
2
2
eV
lu!
ﬂJ
it
N
o
#
LM
}Ol'
I m
1=
e
o
R
o,
o
rr
ok
i)
i

ol AXZ E Yo E A & o E 9] o]l QlEH o]~ 5 £ 3} hostname.vcaN
S A s of st Y o] & hostname. veaNol| A N& /‘]-—9-%7’ vea SlE o] 2~ 9]
OlAEl A HE I s %LL]E]- &3, /etc/hosts T ST oYl Q1 E F o] 29
Wl 1P 200 52 o 3-8 A Ao T
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1. /etc/path to inst I elA HAE vea QJEH 0] 29} A2~ WS E AP}
path _to_inst(4)°l g W& 22l w4 Fo] A& FxatA Al L.

# grep vca /etc/path to inst
"/pci@8,600000/network@l" 0 "vca"

9l oA A QN2 ME = 09Tk

2. ifconfig(IM) ¥ @& A-8-38te] o] YE] €] vea AHFH o) 2F AP
ifconfig ¥ ® & AHESt] WEY A IEH o] 20 I[P F4E Sy th ¥ & 8o A
s A Eete] ip_addressE ol HE o] IP T4 = thA Pt

# ifconfig vcaN plumb ip_address up

2]

3 - o] & 2FH A A= N FA ] A2~ HEE Tt

A g W82 ifconfig(IM) =2kl -7 & ] o] x| ¢} Solaris AT A& 324 A Q.

p AR So|E AAS IR G52 /etc/hostname .veaN 3-8 A T T}
7] A N& AH8-E vea QIE Flo] 2~ 9] JI2~® 2~ H 5ol g3
1e-Alo] Q= A A 9] vea QE H| o] 25 AL /etc/hostname . veaN L2
AARAFUYT 714 N & Ao A 091 Q' HEof sy e
H5 7} 12 A A 0] 5L Jetc/hostname . vealZF Utk

n AF83HA] 2% Sun Crypto Accelerator 4000 S1E] o] =& 93 /etc/hostname . vcaN
9t -& AR P A L.

m /etc/hostname.veaN LS A A3 vea QB Ho] 20 Y3 T AE o] &S
E&slar glofof st

m SAE OS2 IP T8 7HA AL 9loloF 3t /etc/hosts Aol LA E o] glofof

d

o

B $2E o523 thE ofH QI o] 29 3 2E o]F 3 gEfof 3
/etc/hostname .vca0 L /etc/hostname .vcatr L3 T AE o] &
SEy T

T} ol 4l = Sun Crypto Accelerator 4000 2. =& 7} zardozeh= Al 228l g gt
etc/hostname .vcaN 394 -& H o] F Yt (zardoz-11).

501
= 7

s}k
=

-3

=
=

oL
[

4>

o
i

u

# cat /etc/hostname.hme0
zardoz

# cat /etc/hostname.vca0
zardoz-11

3% E2folt{ ofvh M 74 49



3. Z12¢] SA3H vea AEIT el 2o B3l /etc/hosts A A AT F2& A4 U

| %

2

# cat /etc/hosts

#

# Internet host table

#

127.0.0.1 localhost
129.144.10.57 zardoz loghost
129.144.11.83 zardoz-11
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==

vcaadm = Vcadlag THYHE 53
Sun Crypto Accelerator 4000 .= ¥

o] el M= veaadm R veadiag ™ E o) tE 7f & ARE T o] A2 v
FEo2 TAH dsHHh

519 0] A 9] "vcaadm AF&"

| |

m 5490]A] 9] "vcaadmE E3F 219l & 2 1o}

m 599 0] A 9] "vcaadmS %5& sk O]Eﬂ"

m 61701 A €] "vcaadmE &% Sun Crypto Accelerator 4000 2= %7]35}"
m 657014 9] "vcaadmE %?f 7| ~Eo] Fe"

m 729 0] A 9] "vcaadme 53 HE #"

m 769 0] 9] "vcadiag /\}%”

vcaadm A&

vcaadm Eil% < Sun Crypto Accelerator 4000 X.=of tf gt v = f Q1E]F] o]
As Ut Bet §3 Atz A4 f AFEARE] veaadm FrE HEE AFEE 5 3
vcaadm® 2 # 5 Sun Crypto Accelerator 4000 H.E=0l] 443} A W Z7] HF ] 2}eb
Yo s wres shdo] YEbd Y

veaadm ZETH| HA M5t H QA A2 Yol the o A2 o] Sun Crypto
Accelerator 4000 =7 t]HE8 &S @5}

S PATH=$PATH:/opt/SUNWconn/bin
S export PATH
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veaadn WYY TEL T LT
m vcaadm [-H]

m vcaadm [-y] [-hhost] [-pport] [-dvcaN] [-£ filename]

m vcaadm [-y] [-hhost] [-pport] [-dvcaN] [-s sec_officer] command

E 41 vcaadm 34

=M |

-H vcaadm H#HoJo 3 =TS BAIS F T

-d vcaN Egho]H QI2H 2~ M%7 N9l Sun Crypto Accelerator 4000 K.E.0|
A&EEYUY. dE 591, -d veald 3] vealo] AAHH, o] 7] A
vca% HE x]—‘] ol & ] 9}\% A= ].cdo]_,_ 1& ﬂx],] Ol ~El A~

YUt o] 2 vea0 L& B E L o= BFEA] veaN 32 of of

%LHE‘r 7)1 N& A= dx~slx Hao gy

-f filename filenameol| A 3prt o)) WH & A e & TPt

-h host host= Sun Crypto Accelerator 4000 H.=of &3},
hoste] S FTAE o|E HEEIP FA7E S doH, HEY FAR
SR N

-p port port= Sun Crypto Accelerator 4000 2.=o AT}, porte] #h-S
68700 % =7t}

-s sec_officer o] & sec_officer?] Bt T AR Z1AFY T

-y gele] Qg HE ZFZE o3

I

A YT

FtA — sec_officer 05> o] AA A A Bl B A} o] 52 oA = AFE-H Ut
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|
4% BE

vecaadme TS A 71A] =0 A AalE 4= 9l <5
g o] Wl me vhsyth Al A REE Tl
REJUT.

|89 RE+ veaadmel] 425 =
A=)

, 9 2= 9 o5

wopof e, 1ok #el A Q15
gk,

£t
AU
)

@ WEy R s BE o] tia] Hot gl Q15S wolof st} o]
A Y veaadmol| Al 21 o}-2-31A HUt

“dd gy mroM WHS Qe A RE WY XU AAY F 4y
HE S A A HUh o & B9, ¢ W R oS HEH S T3l )| 2E
o] BE ALEALE AL AF SRS W A TR ER g

$ vcaadm show user
Security Officer Name: sec_officer
Security Officer Password:

kv

oX, ofl,

KN
=3

=4

oF #gj =} Sec_oﬁ‘iceri 208 83 7] ~E o] AFE-A} web_admin

¥ off

o1
.

$ vcaadm -s sec_officer create user web_admin
Security Officer Password:

Enter new user password:

Confirm password:

User web admin created successfully.

3 - 3 A ShEe Wl we|Ap-golaL I ok At A8 A} web_admin®] & Y
45 FAPYTh

Tl WY RES BE S EF Y 2EYOR SHYTE ®F UNIX 4 7]
o= ol e AANGT F AFUrh
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=
e
g
[

9 R AdE = 7F gpdof oial Bl el af Q15 wholof gtk W
o] gEdo] APH F veaadmol A 2 1ok},

9 R WHS JHEH Y veaadmo] s o] 3] WH S Hojo = GdS A
Yt e 7t 33@‘4 ahite] M o7 A E ASCII L =9] gl ~E ook gt} 7+
SHEL  EA4E AEUT 3w g0l A4E 43 veasdn® AE G4

o] %o BE= i AFE FAFYLE the oAl = deluser.scr 3ol = HH S
APsla e TEIE FAH o7 It}

N3} 8 REoA = BEo 443 uuit; Bt #E]af Q158 jrofof gt} o] A&
vecaadm®] 7] 2EA Q1 &9 REQYT d8tE R E9] veaadmol| A Z1okg-stEH
logout™ @& AH&-3H ) 549 0] 4] 9] "vcaadms &S Z 191 W R Iop"S
FEs Al Q.

U5 e AL Aol A @ Mol shbel B QBT 5 A £ep()S) fAHR
Q] 0| =5t AT T ch H8HY wEol A -y SA0l A EA g

W H 8o A vecaadmS ALEEte] 747 —h, -p, -d SHOR FAE, X E FA=
AQsHA HH, IEA A A ¥
ZEIEZF vEbd U .

32 2 71313} Sun Crypto

o Ae)e &g shg

doste AL dAshs T HEE s=do] oy Ul 49 RSA -87]5 4
A2 AT veaadmo] A& BE] A EAE dloEH|o] 2
($HOME/ .vcaadm/trustdb)’} A UL o] ydol &= & A4 wot e xrt A& et
BE REV EE ] FU
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vcaadme &3 HE Z 719

wok w7k A BEo] AZAE A9 veaadn Bt Bl Aol Al o) & B ek o)
SAE EA T

Ko
=

1. Abort the connection

2. Trust the connection one time only (no changes to trust
database)

3. Trust this board forever (adds the hardware ethernet address
and RSA public key to the trust database).

Bet A A" 94 A2 717 = B AdZA3 H 9 veaadmS HoF A A}
ol 7l o] & A8t th 2 Zol Al 7HA] FAS HAI Y ok

1. Abort the connection

2. Trust the connection one time only (no changes to trust
database)

3. Replace the old public key bound to this hardware ethernet
address with the new public key.

Al R 211

& - o] F YA dAEL veaadmd H3tE R g A S UG

4% vcaadm ¥ vcadiag FEE|E|E &%t Sun Crypto Accelerator 4000 = = 22|
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A BEo] 21918 49 vecaadne EBAE dol o] 2ol A 5L A of
Furh a2 A B 2k dAdyh

# vcaadm -h hostname

Warning: MAC ID and Public Key Not Found

The MAC ID and public key presented by this board were
not found in your trust database.

MAC ID: 08:00:20:EE:EE:EE
Key Fingerprint: 29FC-7A54-4014-442F-7FD9-5FEA-8411-CFB4

Please select an action:
1. Abort this connection
2. Trust the board for this session only.

3. Trust the board for all future sessions.

Your Choice -->

H7E 97 A2 77 Y B A& H$, veaadne EF AE H o] EjH|o] 9]
Reo sigats 5SS ANk FuTh 5 WA E 97 A= 77 e BREd
2218k gAYyt

# vcaadm -h hostname

Warning: Public Key Conflict

The public key presented by the board you are connecting
to is different than the public key that is trusted for
this MAC ID.

MAC ID: 08:00:20:EE:EE:EE
New Key Fingerprint: 29FC-7A54-4014-442F-7FD9-5FEA-8411-CFB4
Trusted Key Fingerprint: A508-38D1-FED8-8103-7ACC-0D19-C9C9-11F2

Please select an action:
1. Abort this connection
2. Trust the board for this session only.

3. Replace the current trusted key with the new key.

Your Choice -->
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vcaadm X E5XE

~

38 REo A vecaadm ZEHFZE

rr

g3 2ol vpehg .

vcaadm{vcaNehostname, sec_officer}> command

DZEZE Hx el
veaN vcat Sun Crypto Accelerator 4000 E.E5 ¥ AI8h= A4 YT N

£ ) A A o) Boll S A Q26 W (R Fa)
9] Qe g 3] Ulak AR U2 355 ] 4 9]
"vca.conf YIS AFE3F =alolw uf s W4 Hﬂ"% s Al Q.

hostname Sun Crypto Accelerator 4000 HE7} E8] A 02 AA¥ 5 1E 0|59
Yt hostnames =8| H E2EQ] IP T4 EH A&+ AF U
sec_officer A4 B 29l Bk Fejxte] o] &Y th

vcaadmO 2 HE oA 210}

sty Eeol A 2lsks 49, veaadms $A3] WA L0 A @2 AElol A & HE
AAE B vE REd A4 F AFUth RE 943 Faeba 2aokgsbA
st REE A48 logout BHE AR T T

vcaadm{vcaNehostname, sec_officer}> logout
vcaadm>

4% vcaadm ¥ vcadiag FEE|E|E &%t Sun Crypto Accelerator 4000 = = 22|
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Q] ol A of] A vcaadm> T E2IXEVL G o]A & el
& 2; O] 5o AR e AS T 3}’1‘3 1o Y& Aol 23 v
w7 A 543 A connect HHE S Y I

E 43 connect {® w7 A4 A

Of7} e o|o]

dev vcaN Etoln] QI2=E 2 M3 7t NSl Sun Crypto Accelerator 4000 K= o]
AAFYL dE 59, -d veald FA] veald QA I, o]= A
vca0 o & EF g},

host hostname hostname®] Sun Crypto Accelerator 4000 R.=o 12 3 th(¥] & H
T2 B hostname s &2 8 T2EQ P T4 AT 5 AdFUTH

port port port EE 2] Sun Crypto Accelerator 4000 X =of 1A g},
(687002 27)).

off 4]

vcaadm{vcaNehostname, sec_officer}> logout
vcaadm> connect host hostname dev vca2
Security Officer Login: sec_officer
Security Officer Password:
vcaadm{vcaNehostname, sec_officer} >

1] Sun Crypto Accelerator 4000 2. =0l <17 % vcaadmO = connect 8 ®H &
sk = gl Uth WA Zooles & connect % A afof ok

Aol &4 std wulr} veaadm® td Sun Crypto Accelerator 4000 A ¢l o] =
55— el deolH & ®B3ety] fls) A= Al 7] Al % TR

JHQ: > o,
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O E 5 o]

vcaadms &3 HE U H

vcaadm Z 2 13 = Sun Crypto Accelerator 4000 B =9} i g}t H AFE-dl ok sl =
B dol7 s sy th HE S wol o] A = el‘?— gk Aol 7hs e
AE)E ARE3te] 4EF YT show EH/‘J sh& AH&sto] 44 &

ZA$-ol = reset i rekeyoll ¥ EE 4~ g o= o7} 253
T2 A A ol & AFgete] HE S gt AAY YT

= H

vcaadm{vcaNehostname, sec_officer}> show user

Status
web_admin enabled
Tom enabled

vcaadm{vcaNehostname, sec_officer}> re
Ambiguous command: re
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= O
g olo 3k = H7|
vecaadmoll & T 750 WAH AU EaUS By =edo] Q3
HHo] 2o SSX0) XS gEd Y AA HE o7t A E o S e o)
A= A, o} oA} o] W ojof thdt FFE-o] EAH YT

vcaadm{vcaNehostname, sec_officer}> create

Sub-Command

SO
user

vcaadm{vcaNehostname, sec_officer}> create user

Usage: create user [<usernames]

vecaadm{vcaNehostname, sec_officer}> set

Sub-Command

?

Description
Create a new security officer
Create a new user

)

?

Description

passreq Set password requirements
password Change an existing security officer password
timeout Set the auto-logout time
vcaadm ZEFEZEJ A ESHE Y3t & dAe} Zo] BE veaadm HH 9
B2 A9 EAE 5 dervth
vcaadm{vcaNehostname, sec_officer}> ?
Sub-Command Description
backup Backup master key
connect Begin admin session with firmware
create Create users and accounts
delete Delete users and accounts
diagnostics Run diagnostic tests
disable Disable a user
enable Enable a user
exit Exit vcaadm
loadfw Load new firmware
logout Logout current session
quit Exit vcaadm
rekey Generate new system keys
reset Reset the hardware
set Set operating parameters
show Show system settings
zeroize Delete all keys and reset board
60 Sun Crypto Accelerator 4000 2= M x| 2 Al AYHA « 20034 58




vcaadm H3}8 7} opd A " B dA F
AFUTH olH A9l BSEE 8 3H7] Aol vz A

Q)28 of k.

N3}l R M vecaadm T2 18 T8

quit ¥ exit® T HHE F3 veaadnS TEL F AFUY. Cl-D 7] & =8 =

vcaadm®] 5 U

vcaadme ‘& ¢ Sun Crypto Accelerator
4000 .= %7] 3}

Sun Crypto Accelerator 4000 .= -3 ¢] 3 WA @7= o] & 27|88t APt
HES 271518 wj= 7|2 R0l & Al oF gt 80| o] A o] "N B &ol"E Fx
3t} A1 2. Sun Crypto Accelerator 4000 H. =& A9t 7| ~Eo| &2 %7381 A L WY
Fd& Gl 7| E 7| 2R & 2783 = gHFyth

vcaadmO & # & Sun Crypto Accelerator 4000 K=ol AASIH Al4f 7] ~Eo &

BES 27]stetA v Mg sl AgH V)= V| 2R = 27 heleke v A A 7}
FEAPAY T veaadnS BE 2718 Jefo} Fglo] oo dod XE JuE EHUG
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. Sun Crypto Accelerator 4000 2. =7} A X9 A|AHe] g =

A 71 22 E 0] 2 Sun Crypto Accelerator 4000 2=
=713}
vcaadme

E=ZENA
AHAY 94 A 2®Q A$ vcaadm -h hostnames %Ja"]'—"?— 1S A9 3}
R 275,

# vcaadm -h hostname

This board is uninitialized.

You will now initialize the board. You may
either completely initialize the board and
start with a new keystore or restore the board
using a backup file.

1. Initialize the board with a new keystore
2. Initialize the board to use an existing keystore

Your Choice (0 to exit) --> 1

Z7] B} A=A} o] T3 42 E A} He5% 012 o) "E & F AR HFR).

Initial Security Officer Name: sec_ojficer
Initial Security Officer Password:
Confirm Password:

. Il2E0] o] 5-& AA U he5s o)A o) " 8T A 3HF).

Keystore Name: keystore_name

. FIPS 140-2 2 =+ 8| FIPS ==& A &3},

FIPS X = o] 413= Sun Crypto Accelerator 4000 2. =7} FIPS 140-2, @l 35 &=+ th.
FIPS 140-2= AH8-AF 22 WA 9 s1e o] vlo| 8] F A 7 Bk 88k vl AR
A EEYUh v §) AFo] Eof| A FIPS 140-2 ¥ 3 A4 & F x4 A2
http://csrc.nist.gov/publications/fips/fipsl140-2/fipsld02.pdf

Run in FIPS 140-2 mode? (Y/Yes/N/No) [No]: y
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T i) Mg AAISAY MRS AL oA 23 AAE A T Y
&&}7] Aol veaadme AF& A A ¥, Yes, N =& NoZS ¢ Ealo] ghelsle=
=

Cold g W/ AT AE RS ger, 7R g2 No Ut

% of, l]!_'
L o® Kl
A )

Do

. TR ARE FAFYTL

Board initialization parameters:

Initial Security Officer Name: sec_officer
Keystore name: keystore name
Run in FIPS 140-2 Mode: Yes

Is this correct? (Y/Yes/N/No) [Nol: y
Initializing crypto accelerator board...

7] 712220 & &% Sun Crypto Accelerator 4000
HE 27|13}

TG F|2nEole o] HES F7hE A9 BE HEVL $UY V) A2E0] RS ALEE)
5 271818 4 dF YT Eg Sun Crypto Accelerator 4000 H=E5 H& 7] ’\Eoi
TR Bdd FE S UL o] FEL2 MY gl AR VE VAR R HE
Z718beb= S AR

o] AR AAF] ol LA 71E B TA o) W] Hel S WA A s ok g,
wel vhel g AL Helstelw we) o] Po] 8 F QrEssl A% G5t
L 2.3 o) 7050l A o] uhaE 7] Wl g FASHAIA L
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v 7]E 7| 2K 0] AE-2 $13 Sun Crypto Accelerator
4000 H.= %7]3}
1. Sun Crypto Accelerator 4000 B. =7} AX| g A28l WY ZFZE A vcaadme

ol A
A3 AY 94 A28 A vecaadm -h hostnames QY F 25 A3}y
oA ReE B3

# vcaadm -h hostname

This board is uninitialized.

You will now initialize the board. You may
either completely initialize the board and
start with a new keystore or restore the board
using a backup file.

1. Initialize the board with a new keystore
2. Initialize the board to use an existing keystore

Your Choice (0 to exit) --> 2

2. W] st Aret 43 E dY P

Enter the path to the backup file: /tmp/board-backup
Password for restore file:

3. 7R ARE FAFYr)

Board restore parameters:

Path to backup file: /tmp/board-backup
Keystore name: keystore name

Is this correct? (Y/Yes/N/No) [Nol: y
Restoring data to crypto accelerator board...
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vcaadms &3t 7| 2 E o] #E

7|2Eol= 7] 84 gk HZAH Y JU T 712 = Bl whe] A} 8l ARE-#}o}
A2k of EAQHD} 7| 2Eo = ~EYAE A F T Rk of g} ALg-A} Al o] 7] AAE
S %lb T AlTdUTh 22 AFAR AS Ele Lo 38 M Mo A
15 =4 3 HE} F1mEololl = Al 7HA] A 247} Q) qu}

m 7] AA —Sun ONE § A Bje} 22 &8 228 98 A€ &7 7]

s AEA AN — &8 RO 5A 715 Tt YAz Al

n B R AR — o] AL veaadms T3l 7] #e] 7wl A= AT

Y
o

oH

&1 — < Sun Crypto Accelerator 4000 EEE 83 she] 7| ~EN S Zhal gl
o Ut F7F 457 Fell 318 7152 91301 o1 2] Sun Crypto Accelerator 4000 H.E=
7 ELE 72RO S A ARSI RS A Y 5 s

W a7 Aba

HoF Tl % ol B AHEA 0l F, 7] 2] o & the 8T A BE ok gt

FH

#4 HOF WA o, AHEA ol F % V2K ol F 8T ALY

0l 27 AR oy

# 2 Aol 1%

H) Aol AHEAL ol 5 634}, 71 20 o] & 324
fra B4 DA, L2, HAE), "HE()
R HHEA] o glo]ofof ¢

o2
}o{‘
ko
-
>~
>
oot
rlo
e
=
[0)]
10}
ot
Lo
Q
n
1]
R
10}
Q
i
ol
=
e}
&
3
10}
&
=
-
«Q
=
=
=
AL
Aui
]I
L
_E
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S
set passreq 8% /\} 83} Sun Crypto Accelerator 4000 H.=of ot ¢ts o+
AtE A dY . o] WE 2 veaadmo] FA TS BE ¢ E TEIZES] T A}

@7 AVEE AT, 9 87 AbE Aol A 1A} g

%S ¥ T Abg

Low o ATl 5T RES}FIPS REol S1A] 9 7 $-9)
7184

med 42 6709 #A7F D ash S A Gubdle] ol ook dith.

o] AL W7} FIPS 140-2 B=¢1 Z$-¢] 7] E-gko 2 FIPS 140-2
REdA 53t Ha g5 87 A YT

high 22 g7le] BA7H B ashn, o] F 37)8] B WEA] S3hdle]
Shube] EA Shupalo] obujojof Gtk of gk 7] ¥gte] ohlm e
27 sk gtk

3lH ™ set passreq B #HI low, med = highE o] A
< Sun Crypto Accelerator 4000 K. =of tjgt &5 8 A&

o2
T fos
ko

-

>~

Dol

odt
oo
od. g
ol o,

vcaadm{vcaNehostname, sec_officer}> set passreq high

vcaadm{vcaNehostname, sec_officer}> set passreq
Password security level (low/med/high): high

7| 2=E ool Kt ¥ A} v A]

shite] 7| =& ofofl thal] afut o] ko] Bt el A7k Q1S ¢ syt Bl el A} ol 52
Sun Crypto Accelerator 4000 .= EH|Q1 Wl X RE & 4= gl om S AE A A~H ] AL-§-A}

OB g Wat e
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B PR AT W= R A o B2 g4 ) WU T ek Bl o] Bol
AR A9, veaadne o5 4L 98 LEZES HAFUhESHol4 ) "B a7
REERES

vcaadm{vcaNehostname, sec_officer}> create so Alice
Enter new security officer password:
Confirm password:

Security Officer Alice created successfully.

vcaadm{vcaNehostname, sec_officer}> create so
New security officer name: Bob

Enter new security officer password:
Confirm password:

Security Officer Bob created successfully.

7| 2o off ARG} vl A]

o] AF-8-A} ©] 5+ Sun Crypto Accelerator 4000 E.=2] =] Ql Ujo A vk el 9l om
A A7 e 2E AAZ APT UNIX AREAL o] 53 25 d e lsyth

AAE BT O BB A AHEA ol F2 FH T WA Tk ALg R} o] Eol
W AP, veaadne AHEA o] F 4L A5 LFXES T4 G rhE55 0] 4 9]

" 9T AP R E).

vcaadm{vcaNehostname, sec_officer}> create user web_admin
Enter new user password:

Confirm password:

User web admin created successfully.

vcaadm{vcaNehostname, sec_officer}> create user
New user name: Tom

Enter new user password:

Confirm password:

User Tom created successfully.

ARG ARE S A H AIZE A RIS s o] Y E ARS-sloF Tk

£ - 53 o] 1w o] glow ALEA ARE ool L) o A& WAo] 7be
AT AR e 72510l o] AHE 210k AKk A" HEFAA L.
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g Wk el 4 5%

7| 2Eoj et A AFEAIL H ot #E RS U5 show user & show so

User Status
web _admin Enabled
Tom Enabled

vcaadm{vcaNehostname, sec_officer}> show so
Security Officer

sec_officer

Alice
Bob
ols W7

vecaadmO =& Bt A o vk WA 4= gl ow Wl e Ap= APl e] oFant
WA 4 A5 YT set password HH S

vcaadm{vcaNehostname, sec_officer}> set password
Enter new security officer password:
Confirm password:

Security Officer password has been set.

Sun ONE € A ¥ modutil 22 E] 2 PKCS#11 1 E]Hlo] A& B3] 435E WA
T AFYTh ZAA S -8-2 Sun ONE 9 AW A Aol A] modutils FZE3HA A
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g7 B4 E w248

£ - wel gt v dAskd 5 glayth A Bt #E|Av A A4
W74 g gt e E FAF U T

T AR AR IR o r 248 dH 2 AT AR AR v a3 e 5 9lE
M1 A shel A8 A= PKCSHIL QIE o] == 7] &*011 SR %i%‘% o v
st AREAE B shehd el AFE AR K= 7] Qo] thE A AT Hdg Y
&

245 A stet A v A sl et uj = g e ol A AR} o] 52 5 vl 7l MS)
. o] Aerel 45, vcaadm A& o] & $13k 3
o AR AL A S v 24 8lel el W disable WHE S

vcaadm{vcaNehostname, sec_officer}> disable user Tom
User Tom disabled.

vcaadm{vcaNehostname, sec_officer}> disable user
User name: web_admin

User web_admin disabled.

A& &g 3letel W enable user HHE S Y H Y

ek

vcaadm{vcaNehostname, sec_officer}> enable user Tom
User Tom enabled.

vcaadm{vcaNehostname, sec_officer}> enable user
User name: web_admin
User web_admin enabled.
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AHgAE A

delete user W& HAsty AA T AHEAE AGFUTH AHEAE AAT w
w23 ol 1] AHgA o] 52 AL vl M LIEE AR o) Fe] A2FE 9, veaadne
AEA olE AL 9 ZELES LA,

vcaadm{vcaNehostname, sec_officer}> delete user web_admin
Delete user web_admin? (Y/Yes/N/No) [No]l: y
User web admin deleted successfully.

vcaadm{vcaNehostname, sec_officer}> delete user
User name: Tom

Delete user Tom? (Y/Yes/N/No) [Nol: y
User Tom deleted successfully.

B ol |z} 2FA|

delete so WHS A5t 2hA|e Hot A A& XA} Het A A& 2HA g
= W oA Bt #HeEl A} o] FA wi] Mgyl Bt el x) o] Fo] A
% vecaadm HF #HE|#} o] & IS Y TETEE RAF Y

vcaadm{vcaNehostname, sec_officer}> delete so Bob
Delete Security Officer Bob? (Y/Yes/N/No) [Nol: y
Security Officer Bob deleted.

vcaadm{vcaNehostname, sec_officer}> delete so

Security Officer name: Alice

Delete Security Officer Alice? (Y/Yes/N/No) [Nol: y
Security Officer Alice deleted.

w28 7] W)

7|20l 2 A%H AL vk 7)o ¢hs sk Ytk vk 7] Sun Crypto
Accelerator 4000 gl oll A= o] Bt Tl o] & WA T 4= dF YT

nl2E 7] 2 M]3l W backup HH S AU backup HEdde WS A3
WSl kel o] A= o] F o] 010101:6‘143} 17§i01 o wEado] Wg 4 9lomn,
AAeFE 7S veaadme A2 olE 48 S S X & EE BEAI Y T
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M dolgell it d2 s dAsfof gyt o] Sz M} delell 9= vhaH 71E
5

ﬂ
otz 5teb7] Sal AbgE Ut

vcaadm{vcaNehostname, sec_officer}> backup /opt/SUNWconn/vca/backups/bkup.data
Enter a password to protect the data:

Confirm password:

Backup to /opt/SUNWconn/vca/backups/bkup.data successful.

Rl uho] A3k Alo] E= Sun Crypto Accelerator 4000 .= 9] vt ~¥ 7]7} st=4¢)

ool A FEF A EeF & 4= AdFUY. set lock BHS T3 o] & A3} &=
AHFYT

FO| - o] WS A3 Foll= BE vpaE 7] 9] A|=7F A sfsi Al FU T vlE
71 oAl dEE = g e AP YT o] A S A= Fd e H 2 zeroize

™% © 2 Sun Crypto Accelerator 4000 H.=5 ¢ /‘L li:rLﬁ]r &= Ayt 759 o] A ¢
"Sun Crypto Accelerator 4000 H.= 9/ "5 ZLZ@/E AL

vcaadm{vcaNehostname, sec_officer}> set lock
WARNING: Issuing this command will lock the
master key. You will be unable to back
up your master key once this command
is issued. Once set, the only way to
remove this lock is to zeroize the board.
Do you wish to lock the master key? (Y/Yes/N/No) [Nol: y
The master key is now locked.
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vcaadms €3 H &= g

o] &5 veaadm 2 2 E]| 2 Sun Crypto Accelerator 4000 H.=& ¥ ah= Wl

o

A% 20k A7F AR

Het A A7 A5 02 B Eo A R ok E & AIIES AFEAF F o5l el W set
timeout ¥ H & AHEFUTE AHE 2ok AIIFS WS W set timeout
G0 BOl Bl AT AE O R 2 Toh L ALLS B U T 58 Qg T
#hol 021 A5 Abs 210k 7ol Mg =, Ho 7] 7k 1,4408-(1Y)J Y T
MNEA 271 Eﬂrﬂ Sun Crypto Accelerator 4000 K=+ 7] 2491 5% 0 2 7] 3t}

& WS neF Bl Ae] A% ook AZHS 10802 WAk

=

vcaadm{vcaNehostname, sec_officer}> set timeout 10

HE AH EA

Sun Crypto Accelerator 4000 H.=9] @A) JEjE ¢# ¥ show status HH S
AUt o] ¥ W0 st=9o] 3 FHeo] wH, U E A IE 3 o] =2 MAC
T2 LA/, S5, 0l 3 7]E]r) R 7| 2Eo] o] 53 IDE FA T

(]

vcaadm{vcaNehostname, sec_officer}> show status

Board Status

Hardware Version: 1.0

Firmware Version: 1.0

Bootstrap Firmware Version: VCA Crypto Accelerator 1.0 March 2003
Current Firmware Version: VCA Crypto Accelerator 1.0 March 2003
MAC Address: 00:03:ba:0e:96:aa

Interface information: Link up, 1000Mbps, Full Duplex

Keystore Name: keystore name

Keystore ID: 832aece03e654790

Login Session Timeout (in minutes): 10

Password policy security level: HIGH

Number of master key backups: 0

* Device is in FIPS 140-2 Mode
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FIPS 140-2 H =04 o] HE 25 of 7 7l

Sun Crypto Accelerator 4000 2. =7} FIPS 140-2 2 =0l A Z-53}3L Q)= 79 show
status B & APehd 5 wA A7} FAE Zﬂ?ﬂ“/]‘jr.

* Device is in FIPS 140-2 Mode

X E7} FIPS 140-2 =0 A] ZHE38la QA &L H9 show status H EH-S FIPS 140-2
BREE WAShE WAIAE BAISHA] &S AY YT

)

ek

T3 kstat(IM) FEEEE A}ﬁo}o:] R =7} FIPS 140-2 B.=0)| A 25 F91 4] skt
T dHUth BEvt FIPS 140-2 R A 25 Tl - kstat(IM) w7 =<l
vs-modex= FIPS #t& iﬁ;%”q@r 409 ©] 4] €] "Sun Crypto Accelerator 4000 <. %

ojtil =etoln] £ A" R 22kl miird FH ol A A kstat(IM)E FEdH A L.

=

oo 2=

Al 7]1°50] 7™ Sun Crypto Accelerator 4000 H.=2] 9o & ] o] Edlo] o] 5
e 5 AFUT B E e W loadfw B E S "]sﬂo}ﬂ o] skl ti gk
BEES AL

HYo]Z 2vl=Z A QUo]ESIH Y reset HHOE REZ AR 4 A ) oF ek}
£ A8 A dA Qe Wk Pl 2ok Myt

vcaadm{vcaNehostname, sec_officer}> loadfw /opt/SUNWconn/cryptov2/firmware/sca4000fw
Security Officer Login: sec_officer
Security Officer Password:
WARNING: This command will load new firmware onto the
the target device. You must issue a reset
command and log back into the target device in
order to use the new firmware.

Proceed with firmware update? (Y/Yes/N/No) [Nol: y
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n Crypto Accelerator 4000 X.&= |47

54 Ao es HEE AdGsoF & % AdFUT olf 5ol = reset W

Ay aoF ot H5F E1L A o] ‘:'”j*% A3k ZAA] EA AP SunCrypto
Accelerator 4000 REZ A A ASHA HH, 3)F R 2L tjal FaE o 245w
Sun Crypto Accelerator 4000 B=7F glomd Al~wle] ¢bg 714817t A A ﬁﬁi T
T AFY ek =g o] Wi o] AW veaadmoll A A5 02 210k E 7] ool A
ﬂrﬁ] AL 0}3'4‘:’4 veaadmoll BhA] 2118kl s E X of] ThA] A A sf oF ]t

vcaadm{vcaNehostname, sec_officer}> reset
WARNING: Issuing this command will reset the
the board and close this connection.

Proceed with reset? (Y/Yes/N/No) [Nol: y
Reset successful.

Sun Crypto Accelerator 4000 X.= 7] | 4873

B A oA 717bo] A apshH miaE 7] e A A2 Tl dis) A 71 E ARE-
Aok W of 1ol L2 D § Aerieh rekey HRE $3 olel 7] 5 o
L T o q

AT T 7H Il_:‘g XH
V\Ei 7= H*@*éﬁ} 712E0 7 A 712 G e st o] Al 7| =E o] gpd = o] 9
ESAAY T A Ao vl 718 9Rls) R Aol

=]
=1
Crypto Accelerator 4000 . =7} &3t 7] 2 E o] & ARE-8FaL =
o)

i=]

fxo

5 Al V\Ei 7]a Wstal o] & ThE Ko E?JOHO]E ok
97 oz )8 AR S Wk el 2ookeEn A 97 s )= oA
A aof g,
rekey WHS AT o A 71+] 7] T/ F shE AR 5 A5
246 7] T3
7| o]
master nt2~El 7|5 A A ).
remote LA AA 2~ 715 AR FUT Bt B AE 2ok YT
all vk~ E 719} dA NA 2~ 7] BFE AP E U
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o5 oAl A= rekey Wl a11 7] 80| dHHAYh

vcaadm{vcaNehostname, sec_officer}> rekey

Key type
WARNING:

(master/remote/all): all

Rekeying the master key will render all old board backups
useless with the new keystore file. If other boards use this
keystore, they will need to have this new key backed up and
restored to those boards. Rekeying the remote access key will
terminate this session and force you to log in again.

Rekey board? (Y/Yes/N/No) [Nol: y
Rekey of master key successful.
Rekey of remote access key successful. Logging out.

-

o

Sun Crypto Accelerator 4000 2= U4 &5
%

s Hee] BwE 7] @45 AAleof sh et wAE = dsU Y v 7

o ol D F dFuTh A WA L stEdo] A9 S AREFU L o] d
E? W& Sun Crypto Accelerator 4000 =5 92 &1 AE| 2 B+ 0}71] Y
(failsafe E.=). 1553 ©] #] ] "Sun Crypto Accelerator 4000 3} =901 & 3
Z713"E FZSAHA L. T AA WHLE zeroize HH S AFEFY T

—

ME&

i
ttlo

£ 0
i

o

o

ARl glelo] =8 ol S nEgU
) io} B 22 7o),

&1 - zeroize
o] Wee et =

O o= -1

2 oL
o,
oX,
ofd
2
o
e MIO
U |

tlo

st vhae A8 gyt

fru
s
[
il
o,
ox
Ji
-

zeroize HO

vcaadm{vcaNehostname, sec_officer}> zeroize

WARNING: Issuing this command will zeroize all keys
on the board. Once zeroized, these keys
cannot be recovered unless you have
previously backed up your master key.

Proceed with zeroize? (Y/Yes/N/No) [Nol: y
All keys zeroized successfully.
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vcaadm diagnostics @ A&

SunVTS ]l &= veaadm FE 2 E oA S AP 5= AFHH veaadmoll U=
diagnostics W% Sun Crypto Accelerator 4000 st=¢]o] 9] A 7}#] F2. %%?}
Antst=go], 23} ok 9] A AE B U ES A ok A SRS A d gt ARE SFE 9o
B~ DRAM, Z 4] o7, PCI Bl 2, DMA AE 22 2 7]e} o4 34 5 o] =
Hl2EGY ) oFa st oh9f Al =H HIAEE w2 A7) o %Li?i} 7F571E HAEFYH
HES A 619 A2 Hl2EL= vea AR S HAEEFU UL

vcaadm{vcaNehostname, sec_officer}> diagnostics
Performing diagnostic tests...Done.
Diagnostic Results

General Hardware: PASS
Cryptographic Subsystem: PASS
Network Subsystem: PASS

vcadiag A&

vecadiag ZE IS FE A7 BF IR IFS WA @ #e] AFE T
4= %5 Sun Crypto Accelerator 4000 X =9} o] W& ) Qe o] ~ & A| &3t}
B 34 veadiagZt T S AU

veadiag ZE I A AA| ke v o Al 9k Zo] A A 2 Yol Sun Crypto
Accelerator 4000 = T EZ S Y54}

S PATH=$PATH:/opt/SUNWconn/bin
S export PATH

vcadiag B3 -2 e 5yt
m vcadiag [-D] vcaN

m vcadiag [-F] wvcaN

m vcadiag [-K] vcaN

m vcadiag [-Q]

m vcadiag [-R] vcaN

m vcadiag [-Z] vcaN
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&1 — [-DFKRZ]

E4E AR W= veaNS BE=9] 4A o] FolH, 9714 N Sun

Crypto Accelerator 4000 =] 12~El2 M5 o 3|3},

¥ 472 vecadiag TEEE 9 A4S AT

E47 vcadiag o4
M o|o|
-D vcaN Sun Crypto Accelerator 4000 K=ol 1&gt}
-F vcaN 2] A& B5317] 938l Sun Crypto Accelerator 4000 =7} A&
3 8 7] AES BAIEY G
-k vcaN HE NS 2353817] 9938 Sun Crypto Accelerator 4000 K= 7} A}-&-
3t 3§ 7] 2 38 7] AiES BAFY
-0 Sun Crypto Accelerator 4000 &% 31 AT Ego} -4 4ol v &
ARE AFIUL S22 PRI 55 JAoR S HARE &4
Fych A, W 75, 71 2B o) &, 7| ~Eo] d¥ WE, 7| ~Eo
Az It EC] HH S AlLEl A9} )| A~Eo] 1He] #AE FQlEt
" T dFY
-R vcaN Sun Crypto Accelerator 4000 X.=5 A4 4 gt}
-7z vcaN Sun Crypto Accelerator 4000 2. =& U/ B3}

T2 -D 549 oAl gy

# vcadiag -D wvcal
Running vca0 on-board diagnostics.
Diagnostics on vca0O PASSED.

U2 -F 549 oA gy

# vcadiag -F vcal
5f26-b516-83b4-d254-a75f-c70d-0544-4de6

4% vcaadm ¥ vcadiag FEE|E|E &%t Sun Crypto Accelerator 4000 = = 22|

77




78

e k&4 oA QLT

# vcadiag -K vcal

Device: vca0

Key Length: 1024 bits

Key Fingerprint: 5f26-b516-83b4-d254-a75f-c70d-0544-4de6

Modulus:
b7215a99 8bb0dfe9 389363a0 44dac2b0 7c884161
20ee8c8b d751437d 4e6a5cdb 76fdcb2a ad353c0b
248edcld 3c¢c76591d dbca5997 f6ee8022 e8bb5aed
465a4f8c 601d46be 573e8681 506e5d8d f£240a0db
11d5c095 2d237061 df27b2de ¢353900f £531092b
7d9a755b ¢5d79782 95a1180b e17303bb aca939ef
006c73f7 74469031

Public Exponent:
00010001

oo g gAlel eA YT

# vcadiag -Q

vca0l:cb

vcal:cb:keystore name:83097c2b3e35ef5b:1
vcal:ca

vcal:ca:keystore name:83097c2b3e35ef5b:1
kcl2pseudo

vcal:om

vcal:om:keystore name:83097c2b3e35ef5b:1
libkcl

e -r §49 oAU

oo

# vcadiag -R wvcal

Resetting device vca0, this may take a minute.
Please be patient.

Device vca0 reset ok.

U -z 549 oAy

# vcadiag -Z vca0

Zeroizing device vca0, this may take a few minutes.
Please be patient.

Device vca0 zeroized.
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Sun Crypto Accelerator 4000 1. = 2} 3+
A8 Sun ONE A H] & E o] -7

o] %ol 4= Sun One §] 18] 9k g7 AH-E-3}7] $13F Sun Crypto Accelerator 4000
Brof 7 S Ay o] AL v FEom A dsU T

Ot

= (=]
m 79901 %] €] "Sun ONE ¢} A8 S ¢J3F 1ot e
m 83301 %] 9] "Sun ONE ] A1 A"
m 86¥°]#] 2] "Sun ONE ¥ 1] 4.1 A= & A"
m 9590 %] 9] "Sun ONE ] A1 6.0 22 & A"

B - 2 4w Aol 488 Sun ONE 1 41 ] o] 4 o] £L iPlanet™ 4]
B

AFHHh

Sun ONE ¥ A H & ¢ 3l B9t 2]

o] T A= Sun One §] AW = #] 3 79 Sun Crypto Accelerator 4000 X.= 9]
Bt 7ol tigk 7l e s Ay

BD - 7|22l welsheE Ag Ao el Agel oMz 5}
] 01 Q)
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A 2 8ol

Sun One ¢ AJH ¢} 2+ PKCS#11 1B #| o] =& &3l Sun Crypto Accelerator 4000 .=
o} EAlGIE S8 T gaS 98 7] ~E o] AFR A2 A e of St}

AF&-2F= Sun Crypto Accelerator 40009] 4 ¢]el whe} t& 3t 9lgt 7] A5 & AFF
Ut 715 §F AR ARl AR dFY T 2 AR A vee] 718 AT 3
Yt} AFE-A= production 7] 2} development 7]9F &2 A& TLE A4S X517
A&l gt 718 AT F AFUTEHEAE A ek ZEXJ. S wrdstr] Y.

B3 - ARGAL = AR A7 o] ek &015= veaadmol Al A4 € Sun Crypto
Accelerator 4000 AF& A2 w5}, A HF UNIX AF& 41 Al AL o] .
AF&-A} o] 53} Sun Crypto Accelerator 4000 AF-&-2} ©] 52 L4 )5 AFke] gl )

7 2Eolt 7] o] B @ EAL U ) 2 E0)E nek w5} R AFg st
Qo] YT T AEolE SN S AFE Wk of2} ALg AL Ao 7]
AAE LA FAE FRE ATFT 0|2 sl £ ASHA Ge §8
22 A 71 %@ F gk 72

o= Al 74 74 247 syt
a3 9s AgE 2] 7
n /‘}J"“X} A7 —% Zzao] 54 715 ATstaL AAsske o Ale

o]

n B AR} AR — oA AAHL veaadm= T3l 7] B 7)ol A2 A

@< Sun Crypto Accelerator 4000 B. == A 23] 8l1}e] 7| 2 E o] & Zkar §lofof
7} 53 Fell 34 7155 93] o8 Sun Crypto Accelerator 4000 2= 7}
7| 2Eol & 3 *}QO}CE‘? & UdFYH

o] A x

IFA Q] A= o d AFEAE 717 @ 7| 2Eol & £ etal lFUTh dE &

oF T2 A8 web_servergh= 71 ~E o] 9} 3T 7] /\Eoi ol web_admine] 2= &<
AREALR A E 4 dF YT o] H g AR AFEA web_adminS T 7] ~E o]
Wol A Al 71e] a2 Aol & afaha fhel e 5 QgL ok

] =¢8] vecaadm Sun Crypto Accelerator 4000 7] 2= E o] 9} AF-8-215 1] 5}7]
sl AHER YT 65501 A 9 "vecaadmE EF 7] 2EO] #E"E FAEA A QL

EZY EZ Y
Sun ONE §] AW A &= 7]~ Eo] 7} EF 0 2 gyt EE 3142 Sun Crypto

Accelerator 4000 & A7} sld & T2 10 EF EEZS Al o7 A Fst=
7l=d YTt
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engineering, finance, legal = 7’3 % A 711 ¢] 7]2~E 017} 9)F YT} Sun ONE ) A1 |
U EZo] AlAE Y

m engineering

m finance

m legal

EZ a5

718 A e dol2au B2 gdo] glojof dyth A &8 TR oY EZS
A8 5 gevth B2 10 @ F sht ol o] B2 o5 wae 9k

shel g,

BHD - =2 o) B3 7] aEo] o 5L 5T

Sun ONE ] AW = 2 shelo] vhelsl matgh Al 3 guch 22 5ee A4
e the st gt U R),

1. 37 W4 SUNW_PKCS11 TOKEN FILES] W3 <l

2 Sun ONE §] AW E 3ld AF8AI2 2 a5l 9= UNIX AF8-2Fe] & o] &
gl 2lofeF 3T} Sun ONE 9] A ¥ 7t & g EE] 7} gl UNIX AF8-A =2 A8
= A ddE o] S A E gl U Th

3. /etc/opt/SUNWconn/cryptov2/tokens 34

EF gtdo] §l= 74 Sun Crypto Accelerator 4000 4222 E 9] ©] = Sun ONE ] ]t ]|
BEEZS AT
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Sun Crypto Accelerator 4000 2= M x| & AL M

e B2 v ol s Al Ay

# This is an example token file
engineering # Comments are acceptable on the same line
legal

# Because the finance keystore is not listed, the Sun Crypto
# Accelerator will not present it to the Sun ONE Web Server.

&0 - T4 @) TAZ A EEE H e 7e gy Th

A7) 9hlo] gl A5 80slo] A o] "B W B2 velol A )3 o] AFEE T,

Sun Crypto ccelerator 4000 H. =0l 4] Sun ONE A ¥ AXE o7} &3 I3 3}
1% /\}ﬁEL I A% 3 /ete/opt/SUNWeconn/cryptov2/ B #H E o
sslrego|@ o] 59 ¥l B}U& A gt 5 A LZEQ o] F A A A o}

# touch /etc/opt/SUNWconn/cryptov2/sslreg

'S5 Bl 24 st e W sslreg Y& AHAITE 5 A8 AT ESJo] 5 thA

:‘.":'05.‘#

A

EO1' 1-01|

o

7
)

b

Al 2

=

# rm /etc/opt/SUNWconn/cryptov2/sslreg

1A « 2003 5
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[e

853 ] ] 9] "Sun ONE ¥ M v &3} 7§_"
863 ] ] 9] "Sun ONE ¥ M ¥ 4.1 dx] 2 F+A"
937 o] %] 2] "SSLS 9] 3 Sun ONE Y AM 4.1 A"

953 0] %] ¢] "Sun ONE <] A1 6.0 A= & A"
1033 o] %] ] "SSL& 913+ Sun ONE ] A8 6.0 74"

1ol

Sun ONE ¥ AW & 253t Aol A o8 45 g sk 23S A Hyot

T 512 7} b3 el Ayt o3 dE= F AA oA AFHY T ALES

AT E REE Aol 5518 TR L

E51 Sun ONE ¥ Ao 223 g5

oS /8 =L

Sun ONE ¢ A1 Sun ONE | AW #2] AW & Al Zs)= o 2 23t t)h o] ¢35 = Sun

e A ONE ) AW & sk 5 g8y

%J:J /\-]tﬂ EHQE EO]' \:n:o]],q /dfsgﬂﬁ LH :5—_5( UE—}\]ZLoﬂ jlo%h/]r/]_. o]

o] o] Ef #] o] 2~ 5= Sun ONE ¢ AlH #2] A& 53] EY~E dojgu|o] A&
XLA-ISLLLH dr/l—%qr/} E\:a—]_ ?lz-/qd }_{Ao}—r o] H o]._s,_glr
2EA A% 9w o g,

Rtk #e =} vcaadm S Fojhe 2kl =3 A] I gL,

>~
R
oo
2
9,
oy
o
fol

St REo A Aee % §- Sun Crypto Accelerator 4000 L A 2o
oty g3+ TS JASAE 8A3HaL o] & U F 453t HEo
A28 7ol = I 83 Th(keystore_name). 3.5 veaadmol| A
A3 E 7| ~Eo] ALgAL] ALEA) o] B3 ¢FE R FAAFE YT 7] 2B
ARG} o] B3 YT = FE()SE FEFU
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Sun ONE ] A ¥ ¢} 7] A1-8-317] 9138 =g @A stalr] ol WA REg 27|88t
B e 7|aEo o Aol 3 AFEALE v A sl of P th HEO] V| AE o= 2735} I
= AFEU 71 7] 2E o] & AFE-3FEF Sun Crypto Accelerator 4000 H =5 %7]
stat % dHFYT 617 0] A €] "vecaadmS &3¢ Sun Crypto Accelerator 4000 2. =
Z7131"E s A L.

&t - Sun Crypto Accelerator 4000 2= - 3}1}o] 7] ~Eofut £ 3 = 9l or
s

B g sie] 7|2EolE s oF Ut F7F et Aol 518 5 S 9@l
o] 2] Sun Crypto Accelerator 4000 H.=7} &2 7| ~Eo| & 7/ AL&at s AT

AF Uk

Vv 7| ~E] v X

1. o]v] 287 32| ko ¢, o <9} o] Sun Crypto Accelerator 4000 =7 T] 3 &
2 E A A2 XA Y.

$ PATH=$PATH:/opt/SUNWconn/bin
S export PATH

2. vcaadm W 0 2 vecaadm 2 €9 AA 23AY veaadm -h hostnameS ¢ 3o
vecaadme 973 3 2E9 9= BEd 443}

519 0] ] 9] "vcaadm AE"S FFFEIA A L.

$ vcaadm -h hostname

3. BE 7| 2Eo]d] AEAE WA T,

o] &l AR-&-2} 0] F-2 Sun Crypto Accelerator 4000 2. =9] &=
§ M ZR A 2TF A A2 A3 UNIX AHE A o] 537k 50 da= glgyt
AFEALE A EH7] Aol HEEA] veaadm B BE] AR 21218 oF gt
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4. create user W3 o7 AL 2E A I}

vcaadm{vcaNehostname, sec_officer}> create user username
Initial password:

Confirm password:

User username created successfully.

o171 WA E ARG o) F3} ¢l AP o] F:9F5E TAFVITHE 51 B2). 9 A
A A Qe whi o] ShEE ALgalof FLith B ALg RSl 7] 2 ko] ehE e T,

AR S 7)ol Az 5 gLk A8 a4 5 gt

iii F2| — A A= WA o] ALgR} o] 59t eE TS o U o] I TF ]l

5. vcaadms WA U3}

vcaadm{vcaNehostname, sec_officer}> exit

Sun ONE ¢ A8 &3} 7

Sun ONE € A8 & A 3lsted e dx=
BIRCIRCR 1:}0 B E o A=y
m Sun ONE 9 A1 A X

o

2
ghzalof Fuvh. olol o g Al e

n EY2E folEHo] 2 A4

m A 8

m =4 AR

m Sun ONE ] AW G4

0] = A7) A WEA AR S aof gtk @A s eod Aol
2E 5 dFynh

=

m Sun ONE $] M1 4.1& AF&31= 749 863 ] A 2] "Sun ONE ¢ A8 4.1 A= &
?—H" o ;<L7\ o]_}d/\] o

m Sun ONE € AH 60£ A3k 73-9- 955 0] A1 ¢] "Sun ONE ] A1) 6.0 A% &
TS %}Zo}*‘ﬁl

=

5%t Sun Crypto Accelerator 4000 Z E 2t &t AL2& Sun ONE M &~ZEQ|of 74 85



Sun ONE ¢ A ¥ 4.1 A= 4 A
o] 52 Sun ONE ] ¥ 41 4% @ 74 W& A9 gyrh o] 4 g FHow
A 0] gy

m 860X 2] "Sun ONE <] A1 4.1 A"
m 933 0] %] 2] "SSLE 93 Sun ONE ¢ A8 4.1 A"

Sun ONE ] A1 4.1 A ]
Azl HEEA] AR a8 oF Y Y Sun ONE ) AW AF-&-w ol o] gk x4 gk
82 Sun ONE ¢ AH A A& F23 4 Al L.
¥ Sun ONE ¢ AH 4.1 A3
1. Sun ONE ¢ A8 41 2= E o & t}g2 =3}
A A 2ZE Qo= thg URLY 954 Th http: //www. sun.com/
2. % AW E Ax)3d)

=
g2 A 2 JdGUTE o] Ane] 7]E 2] A7 ol&
/usr/netscape/server4

Sun ONE ¢ A®7} A2 ¥ = 5k 7| A RE S Uh o] M= 7|2 F2E
FxFUo g A 2ZEY oS g gl AAsted AAg AAE 753

o
o
o
rl

i
Ac)
oy
N
re
=
tio
oy
-0,
s
&
¥9,
0y
i
O

a. yesE §483}d] glo]llx 274 Fo
b. A2} hostname.domains 43 F}.
c. Sun ONE 9§ A9 4.1 ] A¥] ¢35 & 79 483 ch

d. ZE=ze7} 124 [Return] & FEYt}.
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Vv EHXAE HolEH o] X A
1. Sun ONE ] A¥ 4.1 &) AW E Az}

setup £l W&} startconsoleS A 3YsHA| &1 t}S W H S ALE35F4] Sun ONE

A A1 41 B A E AU

# /usr/netscape/server4/https-admserv/start
SunONE-WebServer-Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

Aol 1A 317] 9% URLO] & 9o 2 Al 3-g Yt
2. Y BE$AE 43 S 9339 GUI (Graphical User Interface)E A 23 o}

http://hostname.domain:admin_port

5 s} Aol A setup AW F A BT Sun ONE € AW 4.1 ¥2] A8 o] A=}

&1 — Sun ONE ] AW A 2] A] 7] 448 AF&-8F ¢ AF-&2} ID %3 Sun ONE 9
AW 4.1 #F AW AR o] &l adming Y7

3. [OKEMIE A3
Sun ONE € A# 4.1 ¥2] A8 o] AW o] yepdt
4. ¥ AW Q20 20 U8k E2E dlo]EH|o] ~F WA F ).
a. Sun ONE 9 Ay 4.1332] A8 el A [Servers(A¥])] B§& A3},
b. AW E 493 & [Manage(@a))] T3 A93H o).
c. seo]x) &) ek EE ) )& [Security(R.¢})] §= FE3L [Create Database(t] o] €] ¥l
o]~ A AaE A}

d. ¥ 719 A3} =zl 43 (P AW E2E dHolgulolx; %51 FF)E {HsI2
[OKE)1E A=93h )
87l o] o] AR W dEE A %L%E} Sun ONE §] A& Hol == 2 g)sh
749 o] 5= Abgsle] W 53 eSS A A

st o] o] 1 M1 AR A A HokS B4 ESE 4= glGU T o] g0l 7§

ATH J*E%oﬂ e 194 ~ 40HA| & v g o),
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&t — Sun ONE § A1 8] 4.1 #2] AB]d] A SSL (Secure Socket Layer)= A @5} A&
Aelw ol HolE el o) 4 AAe FAPGLC A e
http://docs.sun.comdl Al iPlanet Web Server, Enterprise Edition Administrator’s
GuideZ ZZ3F Al &

5. th5 23 Y EE A3P38le] Sun Crypto Accelerator 4000 R =& &4 313t}

# /opt/SUNWconn/bin/iplsslcfg

o] AHENA G AW E AT AS Z] AlF Ut Sun ONE ¢ A ¥ & 913 Sun
Crypto Accelerator 4000 ¢+ & 8} 255 AA UL 22jH 2AHE 44 9 S
A o] E3}e] Sun Crypto Accelerator 4000 H.=5 273 313 T}

6. 12 ¥ 3] Sun ONE & A 8|7} SSL& A& 4 9 52 F A3 t}-& [Return]S

S
il
Lz
£ L

This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 1

N
IH
IM

E7hviehibe ) Av $E H9Ee)s) A28 8% The [Retun]$ FFU

Please enter the full path of the web server
root directory [/usr/netscape/server4]: /usr/netscape/server4d

88  Sun Crypto Accelerator 4000 2= M x| 2 Al AYHA « 20034 58



8. Al A Psted =

m
IH

= E o] v& 433} [Return]S F5 Yo}

This script will update your Sun ONE Web Server installation
in /usr/netscape/server4 to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/netscape/server4/alias...
Module "Sun Crypto Accelerator 4000" added to database.
/usr/netscape/server4 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

L 0% 9kl TR
A QAFA 24

. T 93-S 3183k Sun ONES] AH 4.1 #2] AW E A A 2 o).

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start

Aujo] AAs}7] 913k URLe] S HO =
. BEeAE 42 g2 4935 e GUIE A1FEY L

. [OKEDIE A9 3o
Sun ONE | A" 4.1¢2] A1 o] Yepdy
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20

4. AW AFAE 23324 Sun ONE 9§ AH 4.1 T2 AW 3 Ade)| Q1= [Security
(&3] A= A9 5-0).

[Create Trust Database(E 2] 2~ E t|o] g Ho] 2 A A)] o] X 7} Al F YT},

5. 91%Z = ¢) ) A [Request a Certificate( 54 £3)] F 2L AdFUch(2d 51).

= Metscape: Web Server, Enterprise Edition ==

File Edit WView GCo Communicator Help
- W a & 2w = & &
Back Forward  Reload Home Search Metscape Print  Security Stop

j ¢ sookmarks # coTe:;y

Wb Sorver 41 integrale 7 Server Manager

/Preferences . /Programs | [ Serviets | JETPNNT /Status /Styles| | ContentMamt /Web Publishing / Search

=

LCreate Datshase
Fecuest a Certificate Request a Server Certificate

Install Certificate

Change Password

Manage Certificates

(@ New certificate
. Certificate renewal

You can also see a list of available certificate anthorities.

Micrate Certificate

Submit to Certificate Authority via:
(@ cA Email Address: |I

. CAURL :|:

Select the module to use with this certificate.

Cryptographic Module: kepstore_name i

Key Pair File Password: |

; Before requesting a certificate, you should read the pverview of the certificate process, and then go through the detailed steps
ion creating a correct distinguished name which you should enter below. You will also generate the proper authorization letter
H that you will use to obtain your certificate from a certification authority.

Requestor name: ‘

Telephone number: ‘:

Common name: ‘

Email address: ‘

1= [ | Ha woa 2|

a2 51 Sun ONE § Au] 4.1 #&] Auje] Au] A5x4 23 5 o]x

6. The ARE gt A3A 24& AT,
a Al A4S Ao,
@ 71550l b5 913 718 EE 55 J)wo] 54 292 A8 29 S U B
7

CA URL ¥ AZ Aelgyc} 18 %] ¢ke 79 [CA Email Address(CA A A} $-3
FalE Ageta JAFA 84S TS AR 1 FA2E I
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b. A4 453 2 ES A3
ETHE vlaroll = 7} 7| 2 Eof o] 3 o] dFUTh SE 7| 2 Eofr) A g E Q]
=4 gl ok SUNW 73k *d A vE A L

c. [Key Pair File Password(7] % 3} ¢3)] tfs} Ao A 71 & 273 AH&-219)
4z E 493k

o grE o] WAL AL o] 2 okE(w s)AU T

d. te 244 An Bee) A28 ARnE JLA.

E52 QA AH I=

ze oYy

Requestor Name QAR A AH

(27 ol B):

Telephone Numbe LA A AR

Common Name WA Bahg-A ol Q) E ¥ = §] Aol E EHIR] hostname.domain
(T8 °]8):

Email Address QA A An

(A7 $9 T2

Organization olZ=Mo) TAE 22 7 3k

(3 7)2h):

Organizational Unit (X8 A}3}) Q15 A o] FA|E &% 719 &9 gk
(&% 713 &9

Locality (] ") (A8 A AFE A9 AFA o EAE BA], 17
State(): (A8 AL AA F ol &
Country(=7}: = le] G EAFR o] o) 7 190 b ;= (el: v ] 4% US)

e. [OKE] F5E A9 st s ARE AP

A% 7| #E o] 3ke] AFAE HAF T
m 545 CAURLY HUEE Aeeld Q154 2% o] CA URLY A5o=
Z] ./-\_511/];}

m [CA Email Address(CA A} $-H F4

& A A5 st A A4 FHoE
WE AFA 2L BAste] 9% 7] ‘

o A%y,
. A2 A7 A4 ER sH sk 3 2R BAgH o,

-
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v AW JASA A A

1. Sun ONE § A ¥ 413e] AW 3 A%
A3},
A5 71 59 w1 AFA 7
.
[Security(R3D)] H-& A3}

3. 9% = 9 9 A [Install Certificate(Q1Z 4] AX))] 3 E A93c}.

9] [Install Certificate(21 54 AA))] B3 E
=

7 Sun ONE ¢ A ujel] 91542 41480k

N

= Netscape: Web Server, Enterprise Edition |- iJ
File Edit Wiew GCo Communicator Help
| = =) a P4 2 e} £ " |

B Back Forward Reload Home Search MNetscape Print  Security Stop
j # Bookmarks &  GoTo: /|

iPlanet
Wreb Server 41

references | Programs 5 s t /WebPublishing | Search

=

Creats Database:
Beauest a Certificate Install a Server Certificate

Install Certificate
Certificate For:
Charige Password (® This Server
Maraige Certificates < Server Certificate Chain

. Trusted Certificate Authotity (CA)

Miarate Certificate

Select the module to use with this certificate.

Cryptographic Module: kepstore_name i

Key Pair File Password: ‘

Enter Certificate Name ONLY if certificate is not for "This Server’.

Certificate Name: |:

(@ Message is in this file:

.. Message text (with headers):

% o aPE 2

| G0 | :

52  Sun ONE 9§ A¥ 4.1 &2 A o] AW Q1F A x| 5 o]X]

M
L]
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1. A e sl AZAE A FU T

]

53 QoA AAd dagd=

pud

z2e oy

[Certificate For A A

(2= W]

[Cryptographic E0E vyl e 7 712 R0 af o] gyt vEA A 23

Module 7|=Eo] o] 55 A oF Tt S n Crypto Accelerator 4000E

(F=z 3 25)) ALe3HE W 7] ~Eo]d BdEl o] 23} 7+E o] 2L 7l RES
Aesfof g,

[Key Pair File o] o) WAL AHgA o] i E(T 51U T

Password

(71 & 3 ¢4 3)]

[Certificate Name o] Ao Fulo 7 ZUt) o] =S A 23k 49 SSL x| Yoz
(%A o8] Ayt S g Ak A5 A e Aol A o ALk o] 58
HAF U o] HE9 722 server-Cert YH T

. AF Z) e A BaLel Q134 (895 0] 2] 2] "A W Q1 FA] 2HA"e] 8HA])E [Message
box (A1 2] &A1 o 5u.
ASA el gk A5 713 AR 7F FA Y

gl o] x] stk gl [OKE D] F5+E A3

S 8 g

T gul=A Y9 =4 &3 v} [Add Server Certificate(A ¥ QAZ A4 F7})]
FE A9
sl o] A E A Al ESElE WA A7 BEAIE YUY 9 A Il ~= AR}

AP = & AL FEE ] UAA7] w2l o] Uﬂ’\]xloﬂ w2 ot gt

g 9] AE 7L SSLE Abgetel W ) A E A Sok @tk WAX 7 EAg YT
g AAHE webste] 9 A E FATU L,

SSLE €3k Sun ONE & A1 4.1 74
2 A B 2 e Q1EA AL g SSLE 913 ) A e E A 8o T
Sun ONE ¢ ™ 4.1 4

. 7] Sun ONE 4} AW 4.1 2] A8 sjo] x|l A 2441 ] A8 Q02 A3 §
[Manage(&2))]1E A 93T}

. #lo])z] A 9] [Preferences(3H73 A A)] o] Ael= o] 9lx] ¢F& 79 [Preferences
&3 AA)] Y& Ag3y .

3. #°]z] YZ¢)] 9)+= [Encryption On/Off(¢ 3 A A /8N A))] B E A3}
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10.

11.

12.

£ [On(2A)]e2 AP
A

53}
3 AA0] [Port(¥ )] BE7) 7] 4 SSL EE ¥ 59 44302 ¢l v]o] =5 o] of ).
2F A4S = WEE WA,

m&ﬂlg& u

[OK@ED] F53E A= 3y

[Save(47)] &8 Helstel WA A2 A4k
A7 R mEd A A S TR

o2 & F7Vste] /usr/netscape/server4/https-hostname/config/magnus . conf

(hostnamee %) A¥] o] $)oh & BH o).

CERTDefaultNickname keystore_name :Server-Cert

2 E JASAE 71 EH 02 server- Certi o] 5ol A HHF UL QIFA o] Fo] thE
749 server-cert Al A3l o] 58 ALg-dfoF gt}

TS AW E A9 o3 slo)x) 9] L EF A A ¢ 9= [Apply(H£)] FF&
A,

o] AL AN E3H Sun ONE 9 A 8] 4.1 ] A8 = E3) ¥4 Abake 1838 4= )&y}
[Load Configuration Files(74 3t 22)] 45§ 4939 W3 magnus. conf

st 393 W3 AgE 4433y

P AN A2bAE A2 9l Ho] A& oA Folgi

A 7F A2 )& ol [Apply Changes(¥1 7 AF A7) S A& S 2 - AZ5 dis} =7t
LhEfRL ‘FQ“Z} ol&F: s dHS 8 FYT o] F2 AVIE 24T F flon
AtaS AEshe o AV AL 7 sy

o] TA= T F 7HA Mo ® A ¢ Fy T

m [Load Conﬁguratlon Files(7-4 ¥} 2=)S tial A8 gy
n ) AHE WA A4S o5 [Apply Changes(W73 A3 4 -8)] @55 A g gty
Sun ONE ] A9 4.1 Te] AW el A] 2 23-9] [On/Off(E A /31 A])] = i

AW e ¢+FE Y o5 [OKE D] F5& A9yt

st o] o] I 5 =AUt [Module Internal(EE W) ZE5XE A ¢
AqH EYAE ﬂo]EiﬂﬂoV\Oﬂ gt A4 E dHEFY

X5 keystore_name X5 EN A | 7] ~Eofo t) gk AL o] F:¢FEE )= g ]
el b2 7] B0 tjgh A& o] 5 s E Y EFY

t}-2 3 Ao EoA M2 SSL 2HE 4] AW E g3t

https://hostname.domain:server_port/

~

&0 — 7)1 server_porti= 44394 Ut}
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Sun ONE € A H 6.0 A %] & FLA]

°] %42 Sun ONE ¢} A # 6.07 §H7 AH-8-317] 913+ Sun Crypto Accelerator 4000 .=
A RS Ht’hﬂq‘jr. o] F&5L thgS AU

1=}

m 953 ©]#] €] "Sun ONE ¢} A1 6.0 A *|"
m 1037 0] #] 9] "SSL-& 91 % Sun ONE 1 AH 6.0 -43"

Sun ONE ] A1 6.0 A *]

Az HhEA] AR 88 oF Y Y Sun ONE ) AW AF-&-w el o] gk x4 gk
-8 Sun ONE ] A1 A& Fxs4A 2

Sun ONE € A4 6.0 A %]

. Sun ONE 9] AH 6.0 2ZEH o] E )&= =3}

A A 2ZE Qo= thg URLY 954 Th http://www. sun.com/

. AW E A3

o gmo] e AW e stel Aol o 3
2A AT FE AFUTE o] A9 7] #"é BE oF
/usr/iplanet/servers

Sun ONE ¢! A7} X5 = 5 72 A=2E <5 )

FZPUGY AT EY A& o2 YA AAstHE A I & 7153 75 Aol
E5Yh

AR =235 AN

LAz 239 ES] =E=E $HHYY.

Us ZEZE o|9d & A 7 23S &S 5 AdFY Tk

a. yesE §483}d] glo]lx 274 Fo3}.

b. A2 hostname.domaing 38 o}

c. Sun ONE $J AH 6.0 @8] AW 435 F 9 433}

d. ZE=e7} Y24 [Return]S F5Yt}.
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v EZ2E do|guo] A A

1. Sun ONE 9§ AH 6.0 &) AW & A =3 o).

Sun ONE ¢ A ¥ 6.0 2] AAHE A2t o2 8 S A Y (setup &7 ol
w2} startconsoles A 3 5FX] ¢ an).

# /usr/iplanet/servers/https-admserv/start
SunONE-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58

warning: daemon is running as super-user

[LS 1s1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

AWl Ad3sl7] 98k URLe| ¥ o= AFH Ut
2. Y BI$AE 43 g2 4839 F2) GUIE A&y .

E3 - Sun ONE 31 ¥ 212 % 713 2748 AH-9 44 A8} ID 4= Sun ONE 4
A 60 %] A A2 o Hol admin 21 c)

3. [OKEM]E A3
Sun ONE 4] A" 6.0 #+2] A ¥ o] Vb th
4. Y AW Ax" 2] B E2E do|Hu|o] ~E AT}

Bt o] Are] gl AH] Q1 4Bl 2o )3 HolS @A slet 4= 9l th o] Ao = 7} )
B Q1 2~El 2o El] 197 ~ 4THA| = uFE Sk T

#11 - Sun ONE ] A9 6.0 o] Aufel 4 ssL2 dfsta 4= Agole ERjrE
glolguo] 9] A A= F-AE Y o AFA 3 Y82 http://docs . sun. comdl] A
iPlanet Web Server, Enterprise Edition Administrator’s GuzdeE FEFHAAI L.

a. Sun ONE 9} AH 6.0 2] AW oA [Servers(AH)] §-& A3}
b. A¥ & A €93t} [Manage(@2))] G55 A9 3}

c. #o)z] 2] Ak HHe 9)+= [Security(R3H)] §& FE231 [Create Database(t] o) ] ]|
o] A BAE ’“E"‘i}"]‘:]'
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d. + 71191 i3} Aol ¢ An E2E dloEMlo] [k 51)E 4 H 32 [OK
£ F54y

87 o] de] AR | 4TS ﬁw‘ﬂwt} Sun ONE ] A/ H & Wel RER s
FEE ALgehel U 58 WE S A2 o,

Y EE A33}4 Sun Crypto Accelerator 4000 R=F &4 313}

e
e
i
&

# /opt/SUNWconn/crypto/bin/iplsslcfg

o] ZAHEA ] A& e AS A AIfFY T Sun ONE §] A B & 918 Sun
Crypto Accelerator 4000 3.3} 255 A3 1jr. T8 AT HET A Y&
¢ tle] E3}o] Sun Crypto Accelerator 4000 H=5 &3 sty

. 1% 99314 Sun ONE 9 AW/} SSL& A48 4 =S 74T TS [Return]&
F§Urh

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 1

Fxes}dehE 9 A8 $E P9 Ee)e] 428 998 o8 [Retuml& FE1 .

lﬂ

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers
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8. Al A Pstd =

lt-l
lH

= E o] v& 433} [Return]S F5 Y}

This script will update your Sun ONE Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator 4000" added to database.
/usr/iplanet/servers has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. 0& #43to TR
v A QlEA A
1. o 9% < 9493t Sun ONE  AH 6.0 TE] AW E A A 23 o}

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start

Aujo] AZAst7] 919 URLY] &9 o= A&yt
2. Y BE9AE DX 52 $¥3e] B2 GUIE A&ty

http: //hostname.domain:admin_port

s} 3ol A setup A8 T A8 & Sun ONE €] AH 6.0 #He] A1 o] AFE-7} o]
H5E Qe

ot .

J‘# ol

&0 — Sun ONE § A A x| 5 7] DA S AFE-3F 9 AL-84F ID B+ Sun ONE 4
A 6.0 2] AW ALEAF o] Fol adming Y= ).

3. [OKEMIE A3
Sun ONE ] A #] 6.0 ¥2] A8 o] vepd

Sun Crypto Accelerator 4000 2= M x| & AL MEA « 2003 58



4. AW JAZFAE

£ 752" Sun ONE ¥ AH 6.0 IHe] AW 3 kel 9+ [Security

(3h] S A9y
[Create Trust Database(E# 2= E d| o] g H| o] 2= 2pA4)] o] LAY}

5. Sun ONE $] A H] 6.0 &2] AW 2] 9% =# 494 [Request a Certificate
RAFA &3] 23 E A93U

~\ MNetscape: Web Server, Enterprise Edition \ . \J

File Edit Wiew GCo Communicator Help

< W a Fo SR S % & & N
Back Forward Reload Home Search MNetscape Frint Security Stop

] w#” Bockmarks & GoTo:| /|

iFlanet
Web Server 6.0

I~ Server Manager

Security 5 l‘.""-Mnnilnr J ual Server Class | | 2 ‘I.""-Leac Servlets | |
=
e
Fequest a Certificate
Request a Server Certi
o |
o s |
@ New certificate.
m _ Certificate renewal.
You can also see a list of available certificate authorities.
C
M Submit to Certificate Authority via:
| Moo CALCHLS | @ ca Email Address: ||
T R
Select the module to use with this certificate.
Cryptographic Hodule: keystore name
Key Pair File Password: ‘
Before requesting a certificate, you should read the overview of the
certificate process, and then go through the detailed steps on creating a
correct distinguished name which you should enter below. You will also
nanarata tha nranar aitharizatinn latar that wan will nea tn ahtain waore
| [ | e o]

aJa53  Sun ONE ¢ A1 6.0 Ze] Ao An] el5A 2% ¥o]X]

6. The AR E 718t AFA 23S AAFUH.
A3

a. M AFAE

§] 7)%50] 7F5a 915 7%

CAURL ¥4& }ﬂ f\sﬂLq‘:} 8 X] 9k& 4% [CA Email Address(CA A=} 9-A
Fa1E AEen A5 &

RS we] A5 23 A5 2l 9

4SS A S0 FaE g
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b A4 Es BES AU
Eohe il 7 7l mEoje] I §Ro] YUtk SHE 7] 2Eo)s}
M5 914 S FU T SUNW 7H4ah A elaA) s g 4] &

c. [Key Pair File Password(7] % 3} ¢3)] tf s} Ao A 71 & &/ AH$-219)
4z & 493k

o] ot5 o] &AL Alg A} o] 2ok 5 (% 51)Y L ).

d T 834 AR o AP RS 9P

E54 QA AH =

z2e oYy

Requestor Name QAR AT A B

(27 ol B):

Telephone Numbe LA (A A AR

Common Name WA Bahg-A ol Q) E ¥ = §] Aol E Q1 hostname.domain
(T8 °]8):

Email Address QA A An

(A7 $9 T2

Organization AZ Ao BAE A& 7| 3t

(&% 713

Organizational Unit ~ (Xg] A&} Q1FA o] TAE &% 7] H
(&% 713 &9

Locality(4]'8): (A8 ALRh) AlgE B ASA A FAE A, =71
State(5°): (B HAA F o] B
Country(=77h): 7)) AR o] FoI 7 1SO =7} I (el w2 7 $- US)

e. [OKE] G5 A9 st s ARE AP

7. AF 7|TE o] £3}o] AFAE AT
m 15X E CAURLY RUYESE AE3tH Q154 23] CAURLY Aso=
Z] ./-\_511/];}

m [CA Email Address(CA 2 A} $-H F=4

& e A4S Se g A $HoR
Hko o] =] @ XS Ealsle] 91= 7)o .

ol
8. AF A7 A4 alTish $ FHn = BAs

2
oy
o
O

BT - A4 A5 8 e dudon Bar gaow 43Ry
1015017 o] "] Q1% AA"e] 55 % 98] o] HloE & FHu o] nah,
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v A IFA A

1. Sun ONE %] A1 6.0

A9 3.
AT 719 =

e,

o]

<]
L5

g A8 3 AZ 9| [Install Certificate(Q1 F A AX))] D3 S

255 Sun ONE ) A Bl /ISA & A A8l of

hEs

2. [Security(23D)] & A3t
3. 9% =3 9] A [Install Certificate(21Z 4] Ax])] A3 E A3}

| Netscape: Web Server, Enterprise Edition | -]

File Edit Wiew Go Communicator Help
-+ ¥ 4 4 2w &% & &
Back Forward  Reload Home Search Metscape Print Security Stop

iPlaket
Web Server 6.0

Security

Install Certificate

Manage Certificates

Install VeriSign
Certificate
Install CRLICKL's

Manage CRLICKL'S
Migrate Certificate

/ Preferences

/Logs

I~ Server Manager

/Monitor / Wirtual Server Class / Leaney Servlets | Seareh

Install a Server Certificate

Certificate For:
(® This Server
. Server Certificate Chain
.. Trusted Certificate Authority (CA)

/ Java

=

Select the module to use with this certificate.

Cryptographic Module: keystore_name —

Key Pair File Password: |

Enter Cerlificate Name ONLY if certificate is not for "This Server’.

Certificate Name: ‘I

(@ Message is in this file:

.. Message text {with headers):

e e |

1% @ a2 @ 2

a3 54

5Zf

=)

Sun Crypto Accelerator 4000 2 =2t &7 AL2& Sun ONE M &= EQ|of 724

Sun ONE ] A 6.0 ¥2] A8 o] An Q154 A #o]A]
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1. FAE AQ3e) AFAE AAFI

FH

55 Q%A Mo Wad A=

1]

= Mo

[Certificate For G Ay

(15 )]

[Cryptographic St vlipol = 2 7|~ R0l o] afy o] SlgUTh SulE 71K
Module o] Fo] Ae e A=A A Th Sun Crypto Accelerator 40005 A&
(53} 285)] shel ™ WFEA] keystore_name 21 ¢ HE S B E|of it

[Key Pair File o] etz o] FA L ALERF o] F: & (3 5- 1)U T

Password

(7] % 3 o))

[Certificate Name e A9 FHoR FULH o] 53 AT 49 SSL A do =
(AZA o15)] AePsiA = 1A P‘i%*ﬂﬁﬂr 7]°ﬂ N A 25t o) AL o] S
M FYT o] BE=9] 722 server-Cert YY)

5. Q13 7| FN A B AR AAF5A (985 0] ] 2] "M B Q1FA A" §HA])E [Message
AR D 2E Azlel @5y
AT Aol tigh A5 7] Jr7 A H Y
6. dlo]z] st 9+ [OKEH))] G+ A9 3],
vl2 A 918 = =% &el% o}-S [Add Server Certificate(A¥ Q1Z A F7})]
A9
AW E ThA] Al &Fstebs WA A 7 EAIE U S ) A 1A' A= HAE K18
S Al TR E ] A7) wiTel o] WA Ao w2 ] gFol Fu ),

A7k SSLE AL 32wl 3] A& Ao Stk ol A2 7} AR e,
g weksto] § MM E T F

ot b
e v 4n
Py Om é mlm tio

(
—|—' _,_,

S
Ho ok

102  Sun Crypto Accelerator 4000 2= M x| L Al AHA « 20034 5¢



SSLS 913+ Sun ONE 1 A1 6.0 T-A
P A8 8 A Q1A A7) SR W SSLE S8 9 Al B & Aok gtk
Sun ONE ¢! A1 6.0 -4

. dlo]z] At F-2-2] [Preferences(373 A A)] g1 A3}
L AZE

Z =9l 9)+ [Edit Listen Sockets(54l t)7] £ A FI2E A9
7B T AL A A A"zl O] A E Ee 74l Ul7] &2le] Y
a. o =8 £33

» Port(ZE): SSL 25 ¢ AW E YT L EZ AGFUTH(FTE 443 L E)

s Security(33h): [On(EA)] o2 A3}

b. [OK(E Q)] FF& A3l HA A4S A&
o] 4| [Edit Listen Sockets(41 o 7] 2271 HF)] #H o] #] &] Kt H = [Attributes
(&F)] 27 mAE Y

. [Attributes(£:4)] F & A9 3},
LA 2"e] gl 2g0]d E QA ZS o A&} o] & T E YL

. g3 7|8 HAAE WA s d [Ciphers(33)12] ZAGA sl ¢ &
A3y

dlo
o

*z A WMAEE g s A vEbd Y Y [Cipher Default($ 2 71246 24
[SSL2] 5= [SSL3/TLS (Transmission Layer Security)] S 418 & 4= 2]t} [Ciipher
= =
- T

<
=
Default(d= 7] 230)]E A8 g 45 712 AA o] A=A &5 o
AestEd F dis) AR A &d81E daelss Adgsor Ut &E A g o)
3k &L Sun ONE AHAME %3144 9.
LI 2EE ¢33 AFAE AHst 1 59 : Server-Cert & YL £ 7| 2 E 0]
gk AZAE AYIUh(E= olg) & A$ Al o] 5.
[Certificate Name(31 54 ©]&)] ol AA3g 7| 2B ALEA7F 278k 7|0k
et Ut 7| 2B A8 A= ALEAL o] 5: 452 153 AFE- A Y T
L AFSAE AYSIE B AAS 2 F Feld o [OKE)] DFE& A9
. LEZ AT 2AE Y Q= [Apply(H£)] BIE A3t AW E A F}slr] Aol WA
<+ AL¥¢
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9. [Load Configuration Files(74 39 £x)] 93 & A9t WA AghS 283}
W AW A2 25 AJAEE 4= gl Flo] A &2 ThA] FEopgt
A 7 A & W [Apply Changes(¥7d AF A7) A8 45 A5 o3} =47t
et /‘}ﬁx} ol ¢s dH S e P YT o] F2 AV|E 24T glon
AHE S sk Txﬂﬂ' *@ZJ_ UFHH
o] *‘rxﬂt U 7 7 o 2 S A S 4 QlF U TH
m [Load Configuration Files(7d 7t 25)]& 4l A8 g
n ] AHE WA A2 O5 [Apply Changes(H 7 AFa) 4]-8)] @55 A=y

10. Sun ONE 81 AWl 6.0 %2 A el A 3 322] [On/OF(IR /3 A)] 28
Ade,

11. /H HH Ji

~

93 o5 [OKE)] F5& A= 3y
£ 983 gyt [Module Internal(2LE W) ZHZE| A 5]
o] o] B # o] o] w3t ot & = 9l g},

keystore_name 2E EZFIEA AFEX] o] 5: 95 E dHF T
UERd T2 7] 2Eof Uit A}§X]L o] 5: 95 & dH 7Y
12. T} 9 Aol Eo A A28 SSL 2 P AW E g dy)

https://hostname.domain:server_port/

&1 — 7] server_port= 4439} Y T
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Sun Crypto Accelerator 4000 X = <}
&7 AH-&-& Apache ] AH -4

918 Sun Crypto Accelerator 4000 2. =
A RS AW g o] AL thg g FAEol ok
m 1059 ©] 2] 2] "Apache $ A H = g
m 1063 ©] ] ] "Apache q A 2
a 108501 A]9] "R A "

ZF2| - Apache ¢! A/H 2 Sun Crypto Accelerator 1000 .= 9} Sun Crypto Accelerator
4000-0— Al 49“0}55 TAEHA PR A @ 5 BE BT} Apache 9 A B E E A
AHESIES T4 E 9 Apachew SHFE A 2H5elA] & A YU Th

Apache ] AHE AF8-8FH H 109234-09 o) 2] & A 2] & oF gt} sunNwkel2a 7] 4] 7}
F7h= % Al 2282 Apache §] ¥ mod_ssl 1.3.26 2 4 F 1t}

- 1 Apacheﬂ AW AZEQ o] &% A5 3} 7T 72K o2 &3l of
o v &g stEd 5 sy

Apache §§ A& ¢35 H= &4 3}

]

1:101—

O
EE oo{t

}E2 Apache ] A8 9}2] 2188 913 Sun Crypto Accelerator 4000 .= &/d 5}
o g e E ATFTH
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106

Apache ¢ A8 &4 3}

Sun Crypto Accelerator 4000 2. =2} 317] A}-8-3F2] ¥ Apache $§ A1H 1.3.26 ©] /<]
I 83tk e #32 Apache 9 A1¥ 1.3.26 H ] 2| 3T} Apache § A1H
ARg-oll B et AFA S U8 Apache § AH AW A E 234 A L.

V¥ Apache §§ A1 €73}
1. htepd 74 sh& A FUTh

Solaris A] 2~ E12] 7d-9- httpd.conf-example H}Y-S U4 0 2 /etc/apache SFoll
S5ITk ol S W0 w AbEake] the M 0.2 HATE A gzt

# cp /etc/apache/httpd.conf-example /etc/apache/httpd.conf

2. ServerName= http.conf L] AW o] F o 2 o},

3. apsslcfgd A2 ch

# /opt/SUNWconn/cryptov2/bin/apsslcfg

4. 15 A3t SSL& A& Apache ) AW & FA

Sun Crypto Accelerator Apache Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for Apache.

Please select what you wish to do:

1. Configure Apache for SSL
2. Work with Apache keys

Your selection (0 to quit): 1

5. Apache vlo] 2] 7} 231 tA g & ATt
Solaris A| =~¥lo| A AW+A © 7 /usr/apache’} A& YT}

Please enter the directory where the Apache
binaries and libraries exist [/usr/apachel: /usr/apache

Sun Crypto Accelerator 4000 2= M x| 2 AL MEA| » 20034 58



6. Apache 74 342 X & AFTF ).

Solaris A] ~Elo| A LWlAH © & /etc/apache’} A-&F Lt}

Please enter the directory where the Apache configuration files exist
[/etc/apachel : /Jetc/apache

7. A 2% RSA 7] #-& A {4l

7] S et A] &2 B9 Usol= FI = 0] E5to] ssleconfigE AHEste] 71 &

A7 el o gt

Do you wish to create a new RSA keypair and certificate request? [Y/N]:

[No]= &H3h 7451087 o] #] o] "QIFA] 2 "o & A st}

8. 718 A4% o9
ol g} EAHA 2L Aol A= BH U

Where would you like the keys stored? [/etc/apache/keys]: /etc/apache/keys

¢

ol o] Fell= 7] %<, 15A 8.4 3, e aL o] Foll= T el M B FEE RS

e AL SR U,

=

Please choose a base name for the key and request file: base_name

10. 719 Z o) 5128 E o)) A 2,0484] E Alo] & A F 3T},
529 ) A &8 T2 a9 = 1,0240 E JE W FEs A7 d sk 495 ¢
g3 715 ALgE 4 dHY

e

What size would you like the RSA key to be [1024]1? 1024

Using configuration from /opt/SUNWconn/cryptov2/ssl/openssl.cnf
Generating a 1024 bit RSA private key

........ ot
................................................... R
writing new private key to /etc/apache/keys/base name

62 Sun Crypto Accelerator 4000 = =2} &t A2 & Apache 2 M T4
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353l 710l A ¢ glsy

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:

ZO| - qJejgt w2 FFE WA ]S Fuvh w2 F0} QoW AP 7]
i 2a 5 ggUTh BAE s B2 55wl glayn

1. 1069 ©] x] 2] "Apache %] AW A3} oA AT 7| & ALl AFA A S

2k 3y o}

Zlol| M=t WA S E ol FUTE L vk, ofef B=of Ags AR E

dH o

m Country Name(=17}): 7 711 9] GiEAt2 o] F0 71 1SO =7} I = (o vl =12] 4 9- US)
ojm, JIFAlel FAE B+ =

m State or Province Name(F/% ©|&): (A 8] AL &3t /% o] F(HE+ v HE(.)
& 9493 0 [Return] = 78)

m Locality(A'): (A& AFah) AlgE A5 1Al A1E BA], o, =759 A

m Organization Name(&:57 7] 3h): QISA]ell EAE &% 713 @

m Organizational Unit Name(Z25 7] 3 ©9]): (A& AL QIF ATl 3A1E &% 7]
w9l Bk

m SSL Server Name(SSL A ¥ o] &): %

m Email Address(d At -3 F4v): 8 A}o] AghA K

Sl
2
9 1o,
T
i)
o
)
=2
rl
i
A,
rr
e
>
_O‘
m
[
r_o
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Tee 1FA BEel e g B A g

Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated into
your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) []: Fictional Company, Inc.
Organizational Unit Name (eg, section) []: Online Sales Division
SSL Server Name (eg, www.company.com) [] :wwuw.fictional-company.com
Email Address [] :admin@fictional-company.com

2. /etc/apache/httpd.conf Y& 23 o wpe} =43},
7] 2 A FHdol tidt R 7} FAE Y th T3 Sun Crypto Accelerator 4000
AL E o9} kA ALEEL7] 3 Jete/apache/httpd. conf A A4 HWH o
gk x| 3ol A AF T

The keyfile is stored in /etc/apache/keys/base name-key.pem.
The certificate request is in /etc/apache/keys/base name-certreq.pem.

You will need to edit /etc/apache/httpd.conf for the following items:

You must specify the ports that Apache will listen to for
SSL connections, as well as for non-SSL connections. One
way to accomplish this is to add the following lines in
the Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:
LoadModule ssl module /usr/apache/libexec/mod_ssl.so.version-number
In the AddModule section, add the following:

AddModule mod_ssl.c

I - Y PO e PSS vl Wsk AR

6% Sun Crypto Accelerator 4000 £ =2} &4 A2 & Apache B MH T4 109




3. VirtualHost BA & A9Hs}x] &L 79, httpd.conf FY 2 sSLEngine,
SSLCertificateFile ¥ SSLCertificateKeyFile X]A]o] &
SSLPassPhraseDialog %] Al ¢] v} Z £ <] $]x] 3o} g},

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default :443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/base name-cert.pem
SSLCertificateKeyFile /etc/apache/keys/base name-key.pem
</VirtualHost>

You must add the following line after all of your VirtualHost
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/cryptov2/bin/apgetpass

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache Web Server. Please refer

to your Apache documentation.

<Press ENTER to continue>

1063 ©] 2] 2] "Apache ] ¥ &4 35}"o] 70HA] Ao SHEA &2 A S 7] 8.4 24
Wil g 7 AR E WA o

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing

"Work with Sun ONE and Apache keys" from the
apsslcfg main menu.

4. sslconfig 2t4de] ¢5=H o0& AYsle] o] & Fx
5. /etc/apache/keys/base_name-certreq.pem(base_name- 1063 ¢] 2] &] "Apache

A An FA 519 oAl A AR )l A sl Al AFA 24 S A g5 AT
A% 7He 2 AEH).
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. AZEA7) A= Q1 F A 51 /etc/apache/keys/base_name-cert . pem= 2HA )
¥ o % s skl Bel Baith
. Apache ¥ A& A 2§}

Apache Hlo|U 2] 8 E2]Z /usr/apache/bin® 2 7FA gt vlol Y g T el &g 7}
obd A% gnte dEe S JH g

# /usr/apache/bin/apachectl start

. 22z ey} JEUE PEM & B 483U}
L 9] Aol e A A 2-e SSL ZAF Y AW E A3}

https: //server_name:server_port/

713 server_ports= 4439 U T}
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At 8 2 32

(o]

°] el A= Sun Crypto Accelerator 4000 2~ E g]of ol tf g Zth B2~ E 2 4]
Aol s A3yt o] 42 v FHoR FA o] JF YT

1135 0] #] ¢] "SunVTS X ¢+ A Z Egjo]"

122901 7] ¢] "kstat & F 5t 2 AA"

1235 o] %] ¢] "OpenBoot PROM FCode #}7} B ~E A}-§"

1267 ©] A €] "Sun Crypto Accelerator 4000 H.= &-A] & A"

SunVTS X &t A 3 E ¢ o

A SunVTS 3= Bl 2E Alof B A& o] gl ~Eof tf gk AFE-A} QIE|Flo] 25 Al & F
Yt o5 B2~ E = Solaris 8/9 Software Supplement CD?Fell 5= 43 % 34l 7}
A suNwvts 2 SUNWvtsx 7] X 2 Al - gtk A Eol| E&H A &3 SunVTS A&
AP35 Ve HAE = HAESHE Zdold AXE o] 571X 9} s |35 YTt

Sun Crypto Accelerator 4000 2. =5 Al 79| SunVTS HI~E =R HAESE 4 QIG5 T
o] H|2E ¥ nettest ¥ netlbtest T 7}A & SunVTS 5.1 Patch Set (PS) 2 & 2] 2= 5-F]
4 SunVTS 2ZEgoje HER AFHUt o] HlAEE BE9] oy Yl 3| 2o A]
Ayt

Al A SunVTS H 2~ E<] veatest+= Sun Crypto Accelerator 4000 CD®| SUNWvcav
712 o) A5 o] A SunVTS 2 o g7 Ah-sste] o] ¢ost 3|28 gy

113



SunVTS netlbtest % nettest A X|vca
=2}ol ) A 9)

F 712 A xlE SunVTS AZE ¢o]E ¢ o]

E3}to] vea EEto]H o] o3k SunVTS
netlbtest % nettest XY AlFst= WHS A

3 g o,

:

E71 vca =) E 93 SunVTS netlbtest % nettest A AZ E 9o

712 Solaris 2ZE90{ 7| SunVTS 2ZE¢)0] 25w 7|x| 25 26{20] wx|
Solaris 8 7/01 SunVTS4.4 111854-04
Solaris 8 10/01 SunVTS4.5 112250-04
Solaris 8 2/02 SunVTS4.6 SunVTS5.1ps2

Solaris 9 5/02 SunVTS5.0 SunVTS5.1ps2

Solaris 9 9/02 SunVTS5.1 113614-11
Solaris 8 HW 12/02  SunVTS5.1ps1 113614-11
Solaris 9 12/02 SunVTS5.1psl 113614-11

Solaris 8 HW 5/03 SunVTS5.1ps2
Solaris 9 4/03 SunVTS5.1ps2

SunVTS & E 9]0 = 7} Solaris d 2] =%} 3471 Wl 3 %] = Solaris Software Supplement
CDll &7 A ch 5 719] 7] SunVTS & X E 9o} Aol 14 E SunVTS 42 E ¢ o]
WS & o WAI¥ Solaris ¥ 2] =<} | A+ ¥ = Solaris Software Supplement
CDE &3 wjxgyth

# 7-191 4 "SunVTS"Z A 2HE] & &-5-& SunVTS 3| 7] A A E2] WA S *—Féﬂq =3
7} SunVTS 3 7] A] M Eo] £33 % SUNWvts W SUNWvtsx 3 7] A = Ht ]
o

%719 4 w A H71A] D2 o] ol AR g SunVTS 3%7]%1 NEZ thA &) o &=
SunVTS #| 7] A M EE L}Oﬂﬁwt} SunVTS 1A 7| A& A x|3}7] Hell o] Aol

A X8 SunVTS 3| 7] X & A A sf oF g}, o] Aol A X|sk SunVTS 3| 7] A = A 2] Al <}
Z2WHo 2 AAF L AU & & 5o, H7IAE DX T v pkgadd §H-S AFE-3
45 ol AAE W= pkgrm B H & AHS-all oF Ut

#7192 ¢ oW o] 9% do 5o 9= 49 patchadd 8 H S Al&-35ho] 7] &

SunVTS € ol FA]E SunVTS 3|71 #] ¢l 2] = A =] & of 6“/]3} 4 Y25
ZF7}187] Aol o] doll A X3 SunVTS H 7| X & A A 8FA| vl Al 2

patchadd % 0 & 93] 113614-112 A X 3}= AL o] Mo A28 SunVTS )74 =
SunVTS5.1ps2 # 71 A & th A| sh+= A 2} 2
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WA H7AE th AFe] Eo A & 5 FY T
http://www.sun.com/oem/products/vts/

oulelo] 1= the Abol ol A 9% 4+ QU T

http://sunsolve.sun.com/

&7 - suNWveay 7] A= A x5}7] Aol D= SunVTS 371 A 2 7 e D4 g2 =
X =] 8| oF gt} suNwveav 7] Aol += SunVTS H A E vcatest7]' E 35| o] O] RFHTh

SunVTS 2 X E go] & 53l veatest, nettest %

netlbtest 23}

olZ g Ak HlAES 423 W 7] AL SunVTS HAE = A, AL A &
w2 2 ShAME Fx OP‘]/\] Q.3 A E http://docs. sun.como| A Sun

Hardware Documentation Set2] Solaris &Eo| A A& 5 A5 T3 A| ~H Q]
Solaris¢} §H7| #l) X ¥ = Solaris Software Supplement CDl| &= A& Y T}

E 1 — AFSunVTS 371 A ¢} 718 B4 SunVTS B XS A2 3 739 v SunVTSS

vcatest 2 Y

. P A Z 23933 SunVISE A 2 )

# /opt/SUNWvts/bin/sunvts

SunVTS Al Ztel] th gk A gk 2] 312 SunVTS A A & At Al 2.
& CDE AH&-AF QI # 0] 25 &3 SunVTSE A 43t 714 she] #[ iyt

. [SunVTS Diagnostic(SunVTS Z )] 7] el A [System Map(A 2% )&
[Logical=2]3])] =2 A3}

BT - 294 BE AQAAT VAL =2 A REE e 490 da 442
S|
[e]

A2 e AAE AAS] BE HI2EE 2433




4. [Cryptography(¢ &3h1¢] &) A& A =31 AL Cryptography?] S22 A4
A9 3le Cryptography 159 EE HAEE A3t

5. [Cryptography($ £3h] ZLF Al veatest o] F°] A HR] &2 &) FAE
A .
m vcatest7} EAIH A9-6 %
m vcatest7} A ¥ A &2 4% [Commands

system(A| =8 7 A)]& A B ek A 258 3 Ao =2

g 8hgk A 2= SunVTS AHE A A E st Al e, o] kR ¥ 5l veatest 7}
FAHE 6T AR o) F T

6. vcatest®] A28V 2 FJ{UYE AT )L v o2 2 EF 52 =l 1319 [Test
Parameter Options(8]| 2 E w7/} 4 §4)] st A& A3 o).
o] ML veatestoll T G, 1173 0] %] 9] "vcatestd] Hlg H2=E w7l W4
el A A gy

7. A9 o] 5 ¢ 5 =W [Within Instance(] 28 2 Wl A)] =F b2 v 579 A [Apply
A$)E =8 AT veatestd] A2V 2E HA3A Y [Across All Instances
2" 2 AA)] =F k2 vl 79 A [Apply(H-&)1E A3l AT BE veatest?
A2t 2E WA

29 d)s} A&7} Al A = A [Sun Diagnostic(Sun X1EH)] 713 o2 Eolgi o),

8. vcatest? J2WA F UE A tF vf$ 2 L EF FF2 =@ 2314 [Test
Execution Options(E] 2 E A 3) F4)[& A}

[Options(5541)] =55t 7|3 w7 & A ¥k th5 [Test Executions(H| ~E A )&
A8k W O & [Test Execution Options(H| =~ E 21 8) &-4)] v 8} 4ALE wA &
FEAFYLE o] §AL ZE H2E S 5 ANbE 2 SunVTS AEEJ Yt
ZHAIgE W82 SunVTS AH& A A& Frxst Al Q.

9. Ago] 25 5= [Apply(H-§)1E A3t 3} 4AE A A3SLAL [Sun
Diagnostic(Sun 5] 7] & o 2 Eojzir}

10. [Start(A]Z2D1E 8] A3 HA2EE 33},

11. [Stop(FAN]E ¥8 ZE HAEE FXFch

116  Sun Crypto Accelerator 4000 2= M x| L Al AHA « 20034 5¢



veatestol] 3 HAE uj7) A A
o}

¥ 72+ veatest oF9] HIAZEES AW gy

E72 vcatest Y HAE

HAE 0|8 oy
CDMF [CDMF bulk encryption(CDMF &% &3)]&
B A~Eg )
DES [DES bulk encryption(DES &% ¢t 3)]<
B ~Egh
3DES [3DES Bulk Encryption(3DES Hl &% ¢+5)]<
Eﬂ N E ‘61—]/] 1:]_
RSA [RSA Public and Private Keys(RSA &8 2 713 7])]&
E]] NE 6‘]—1/] T:]—
DSA [DSA Signature Verification(DSA A% 1)<
H 2~E ).
MD5 [MD5 Message Digest/Digital Signature(™| A ] 2.2F/
A" AH)E HAEF T
SHAL [SHA1 Digest Key Creation(SHA1 £.°F 7] AA)]<
B 2~ Egh
RNG v YA S B aESYTH

an

vcatest HEH 3

CDE ¢l 5| o] 2 thAl H&E 3o M veatest A3YS AEe H9- HH sy &

157} 44 5] o] oF T,

32HE 2 =2l ¢ veatest HEE /opt/SUNWvts/bin/ YU Th 64H] E 2 =21
74$- vcatest A2+ /opt/SUNWvts/bin/sparcve/Q YTt

veatestol 3k W &l Qe H o] 2o A BE SunVTS 5 4 0] A dd Yt
H2Est s %Jﬂ% -0 T x]ﬂih/]l:}

# WH Y Aol gk H o= SunVTS Bl 2E 3 AW A S s AlQ.
vcatestL [Functional Mode(7]'s E5)] |2~ E 0] 22 -7} iﬁg T ojof gy}

EHAIAE A -uE, AAS wAI A E A H -vE 23T O
?}Oﬂ A IS 54 F5S e Y oL

_>|~l_‘
e
o9
g
rl

it Lo
T

Z€3



2 320 E HE A veatestE 5HY T2 0O 2 T EIIE A AYYUY U
HE veaool A BE Y HIAEE =3y}

# /opt/SUNWvts/bin/vcatest -f -o dev=vcal,tl=all

22 SunVTS 1 Z ol A 64H| E L EZ veatestS S&3= dAJUT) of
@& veazol A RSA, DSA % MD5& EH| Z~E gt}

# /opt/SUNWvts/bin/sparcv9/vcatest -f -o dev=vca2,tl=RSA+DSA+MD5

W oA veatestE AT uf FHAS A=A HH mr30l AEE YR T

48] 712 AEo] gy

E7-3 vcatest HHIY T

g sy

dev=vcaN vead B vea29t Zo] HAEE FX 9] AdAHAS XA

]@517(] e AL 7| ES veao 2 AAFH YT NS HAES

FA o I2~H A WS v A& e YT

t 1=testlist AePst 59 HAE 555 AR YLE 19 319 HlAEx +(&)
A= ;LT%‘HE} A ¥+ 8¢ B2~ EE= CDME DES, 3DES, DSA,

RSA, MD5, SHA1 2 RNG©] 7] wj&o
t1=CDMF+DES+3DES+DSA+RSA+MD5+SHAL+RNG H &2 B E 319
H2EE A3t

EE REHAES A5 t1-al1S 98 = U 519
H2E7 A G H A & 49 71kl a11°1 A7t

netlbtest 23}

. 2H&AE 239383 SunVTSE A 23 o).

# /opt/SUNWvts/bin/sunvts

AAIE Al A} A 3] 2 SunVTS A A & FHEsk Al Q.

= CDE AF8-4} /I #| 0] 25 S8l SunVTSE A 2FEE 714 she] A vt
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10.
11.

. [SunVTS Diagnostic(SunVTS )] 7] Zell A [System Map(X] 28] )&

[Logical=2] )] =2 A3}

B - B8 Boh G AAHAW oML e BEE S 3o hE
e Ay g,

.2 & AAE SjAEe] R E H2AEE &4
. [Network(M| E¢ =2)]¢] &2l AAE HAE 3} 3 Network?] S8 2 215 A H5]o

Network 152 RE HAEE A3t}

. [Network(M|E Y )] 25N A vecaN(netlbtest) o] &o] XA R & &l A5

AAFUY N2 H2E F9 AR 9 d20 2 A5 wx]E Ye iy

m vcaN (netlbtest) 7} AIE 4§ 6dA = o] 5t

m vcaN (netlbtest) 7} 3& ]QX] %2 79, [Commands(™ )] =45tk 7ol A
[Reprobe system(A] =5} 21 4] A € 8la A 285 FAFSEo] veatestE 2E5 Ut

A8kt A 2= SunVTS A8 A A E 2814 Al 2. A A o] 95 531 veaN (netlbtest)
7F FAIEH 6TA R o] 5t

. [Intervention Mode(F#] 2=)] 435 A W3} vcaN (netlbtest) Q2EH XA F

3IUE A9 o vl$-2 & 52 ©#] 13}¢] [Test Parameter Options(E| 2 E
w7 S FA)] B3 AAE 243U

o] &AL netlbtestol W Sl F 5, SunVTS H AE ZHx Ao A Awg Ut}

. Ado] 2% gkg 5 [Within Instance( 28 2~ Wl A)] EFTHE #3579 A [Apply

A$)1E =8 A e veaN (netlbtest) &) A A2H A2 E WA A Y [Across All
Instances(¢1 28 2 FA)|)] =F o} w57l Al [Apply(’—‘# 4)NE AYste A v E
vcaN (netlbtest) g 92825 HA3YrT),

a9 di sk 3A7E Al A = AL [Sun Diagnostic(Sun 9] 7] Zolzi .

oZ
. vcaN (netlbtest) Q282 F3YE A3 S v x QEZ A2 =735}y

[Test Execution Options(E] 2 E A 3) F4)] Y3} 425 £A) ‘J"’] t}.

[Options(&41)] =5t 7]+ w475 A 8§ U [Test Executions(F]| = E 2 )&
el alE B O 2 [Test Execution OptionS(EﬂiE 23 &) U3 e A
5 Rzh o] §418 RE HaEd] GPE i dvAQl SunvTs AEEYHh
AHAIEE 82 SunVTS A}& WA B2 AL

. Adoe] v g5 Ed [Apply(H £)1E A9 3te] )3}t A& A A [Sun

Diagnostic(Sun 21 ¥h)] 7] & 3o 2 Eojzit}
[Start(AZH1E& =2 AT Hl2EE 343
[Stop(FA]< =8 ZE H2EE FAFY.

7% Mot 2HsiE 119



¥ nettest 5-3Y

1. #34A2 21933 SunVTSE A 23t}

# /opt/SUNWvts/bin/sunvts

AR A A AL SunVTS A A E 2T L.
%8 CDE A&7} Q1E1 0] 28 $3) SunVTSE A 45k 714 5] A F ik,

2. [SunVTS Diagnostic(SunVTS 2 )] 7] 2 2l A [System Map(A 2% H)1&
[Logical(:=28]3)] =2 AA 3t}

D - weld Rehwg AL AR o/ 4 mel g RES ALgehE 43l Ug
EEE R L

3. | & AAE A EE H2EE B A3

4. [Network(¥] &+ 5})]4 el A2 A =3} 3 Network?] S8 2~ AAE A H sl
Network 152 RE HXAEE A3t}

5. [Network(M|E Y )] 2 F A vcaN (nettest) o] &o] XA %] &2 el 25
AFU . N H2AE F9l 797"]91 Q282 H3E X E YEePYU
m vcaN (nettest) ©] EAH A9 69A 2 o] 53}
m vcaN (nettest) 9] J/\]E]X] % A% veaN HEZ 717 E}E Aol A S g1

ifconfig -a& YU thS 7 22 gEo] g = o] glojof ).

vcaN up inet ip-address plumb

Qo] ifconfig &&o] YA AA| &S H9 nettest HAAS AR E HAE FHH
Fo 75ety] URe A o] 22 Lekel Ae) 2 ARetel W ifconfig Lo
w3 o)A o] )3 & waho} g},

ifconfig -a’l} 9 3&%% A3 3t [SunVTS Diagnostic(SunVTS 1)) 7] o
Eot & [Commands( #)] =5t Ml 7ol A [Reprobe system(A] 2=81 71 A1)]<&
A8t vead FH5UT

A 83l Al SunVTIS AHE AW A S 2F8 A 2. Aol 25 531 veao (nettest)
7F EAEHE 6 A 2 o] 53 o

6. vcaN (nettest) 2BV X F 3UE AN o3 w92 L EF T 52 =835y
[Test Parameter Options(8]| 2 E wlj 7] W4 F4)] s}t A2LE FAI o

o] 5L nettestol| W A FE W, SunVTS B AE 3 A Ao A A
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10.

11.

Aeo] % kg =W [Within Instance(Q] 28 2 U9 A)] =F ol #7914 [Apply
ANE 8 A9 veaN (nettest) g 2B 2 E HASAY [Across All
Instances() 2® 2 AA|)] =5 ohE W7o A [Apply(H &)]1E A3l A9 nE
vcaN (nettest) & 2" 28 HAAZH 1},

el o) s} A 2F7F Al A = AL [Sun Diagnostic(Sun 1] 712 o 2 Fopgiyth,
=

vcaN (nettest) 2B X F FUE A3 O3 vf$x QEZ G372 ©#] a3y
[Test Execution Options(E]| ~E A3 F4)] ths} AAE A3 o).

[Options(554)] =55t 7|3 vl7F& A ¥k th 5 [Test Executions(H| =~ E A )&
85k W . & [Test Execution Options(H| 2~ E 21 8] &4)] o) 8} 4#& 1A
FE dFULE o] FHL BE HAEN 43S T8 dibAQl SunVTS IEE YU
A & &2 SunVTS AR AW A & FHxsha] Al Q.

Ade] 25 5= [Apply(H-§)E A3t dist FAE A AT F [Sun
Diagnostic(Sun 5] 7] & o 2 Eojzt}

[Start(A]ZH]E £ A9 H2EE F3030].

[Stop(FA)]S E8 RE H2EE FA3).

{0

& — nettest® netlbtest = TAo] FFEZ HAAHsIX] nlAl A Q.

[
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kstatE &3 =3} A 2H

Sun Crypto Accelerator 4000 K=o &= H =4 /\1 TP = dust A49s veid=
Az 718 A S0 syt =gt 2

] o]
H
?%ﬂ32ﬂ4#5mmuMQmﬁ%}%ﬂﬂ%ﬂ4% & ®A P

# kstat vca:0

module: vca instance: 0
name: veca0 class: misc
3desbytes 3040
3desjobs 5
crtime 65.342725895
dsasign 0
dsaverify 0
rngbytes 10592
rngjobs 187
rngshalbytes 16328
rngshaljobs 327
rsaprivate 9
rsapublic 0
snaptime 106956.467004482
& - 3] Al A 0 vea A A=E 2 ME YT o] HE &= kstat WHES
Felars B Q' s W s wedsok gt

kstat X EA= dost 84 T+ "¢ o] Sun Crypto Accelerator 4000 2 ==
HAEH AL d=A1 9 o -5 dEbi Ytk ARE 7 dhol] whef XYYt gho] Wishd, B =7}
Sun Crypto Accelerator 4000 2. =0l A& ¥ 53t 214 245 7H453}skal 9+

AQUrt 33 Ay 9ol RER AL A &S 49 ¢ o /\1&1,] 7} ER e
A Ae 7S gl A L.

kstat(IM)7} RE8beb= Ad /=dtol ] A4 ghe s she]aL A =dh+] nhA Al Q.
o] w2 =etoln| el frAH o] B A& =ok FUh o] of AA o] 52 Al

1o
ahel 7 o,
&1 —nostats £4 0] /kernel/drv/vca.conf ol Aol A EA 9 M9}
EAE MRS AU o] £4L S BAL e o ALgE A g
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OpenBoot PROM FCode A7} H| 2~ E
A&

A ~Hlo] RE 7] ¢k A thF HAEE S5l o] HE o TAE AEE 4 5 YT
OpenBoot PROM (OBP) test ®+= test-all & AFE-314] FCode A7) HZE
NS 55 F O]AH‘;} A +3 5 L F/F7H A 5 ool thgk 2 d gk w] A A 7}

%!
HEFH T test B test-all Wl EH"SL ApA| Rk -8 OpenBoot Command
Reference Manual-&: 751_ AN S

FCode A7} H|AEE L& 9] 7%
m OHE HE HX] F J44
-N*%Hﬂﬂéﬁﬁ TE T4 849 7]E o F g9l

o
ol
do
o
fa
1k
fru
il
o2
ol
L
v
o
o
o
o,

Q[J
x
v

o]l ¥l FCode A7} H]| A~ E At} 5=3)
olgY WS ety oM AL Aa) T OBP 2L Eo| A A A~ES W=

= =
ofof FUITh. Al =B A A e A9 Ank HAER 918 A xvle] FAE S

o] g0l Al A1 5}= OpenBoot ol o & 2} A g W] -8 OpenBoot Command
Reference Manual-S 33234 Al 2.

AR FEHUG
Solaris Handbook for Sun Peripherals©l| 478 ¥ %<7

of\

= AAE mHgy o,

2. OBP ZE=Z E YA auto-boot? FA HELE falsed AA Yt}

ok setenv auto-boot? false

3. Alz=g AP

ok reset-all

7% Mot 2 siZE 123




4. show-netsE ¢ H3}le] A BE2& wAstu A
o] HE] AL-Fo] AR o] ok oAl S} FALE P2

K
2

ok show-nets

a) /pcie8,600000/networkel

b) /pci@8,700000/networkes, 1

g) NO SELECTION

Enter Selection, g to quit: a

/pci@8,600000/network@l has been selected.

Type “Y ( Control-Y ) to insert it in the command line.
e.g. ok nvalias mydev “Y for creating devalias mydev for
/pci@8,600000/networkel

D —test §EHoR Y A7 HAEE F3&teld o|lgy LEJF Y EY A

g1 7250} Qlofok gt

5. test ¥ o2 A7 HIAEE 343}
test W ol APHW & Bl =E7F sy
m vca A 2H H2E(diag-switch? 7} truel 7-$-ofl i+ 43}
n U HER HAE
n F &3/ W25 HAE

ittt

)

& - o5 ==Y Ao ES AFHE-8HE 1,000Mbps 4 Aol O $F Sun Crypto Accelerator
4000 UTP o HE] A7} Hl 2 E= X9l 5 4] efom, o] A& J = Fe& A=A 5 8l7]
Hi-dueh ol HI2EE Fadeteld 24 5l 4 S ES 9 vf2Eof S8 SYo|HR
Azl of Ut o5 HEH AolEo] AHEE A5 24 2 94 X E R5T}
sAdUT ks, gl 2 EVF S npaE e S SeolB BT E S QLo

PHY A4 0] &/ AsfjstA Byt 1,000Mbps 14| o Sun Crypto Accelerator
4000 UTP o] HE A7} Bl ~E7F =3 5 23 917 1000Base-T ZES A& dfof Futh

124  Sun Crypto Accelerator 4000 2= M x| L Al AHA « 20034 5¢



g g En,

ok test device_path

testE &IsH thi MIAAZF AIE UG

ok test /pci@8,600000/networkel

Testing /pci@8,600000/networke@l

Register tests: passed

Internal loopback test: passed
/pci@8,600000/network@l: 100 Mbps half duplex link up

BEZFUES A AAH o AA &2 A5, tha wIA A7 FAIE U

ok test /pci@8,600000/network@l
Testing /pci@8,600000/network@l
Register tests: passed

Internal loopback test: passed
/pci@8,600000/network@l: link down

6. ol HE HIZE ¥t} 523 1Y 3] OBP UHSO| 28 2F &9 RER 5

ok setenv diag-switch? false

7. auto-boot? TA W/ ML E trueE AAHFY}

ok setenv auto-boot? true

8. Alz=®l& A AR I




Sun Crypto Accelerator 4000 H. &= A

o] F&E Bl FA s ES 8] OBP ol A3 7 WEd S Ay
= of ¢l &l A drgsts ol tigh X}/‘ﬂf& U]-8-2 OpenBoot Command Reference
Manual-s - Z3H A

show-devs

Sun Crypto Accelerator 4000 “=] 7} A 2=El o] Y= o l=%] gRlst#™H OBP 2~ &
SZE A show-devsE Y sto] FA| 555 TAIFUTH FA| E500= Sun Crypto
Accelerator 4000 E = ¢} T}E‘i% o] ofef oAl &} FAFSHAl A o oF T

ok show-devs

/chosen

/packages

/upa@8,480000/SUNW, ££fb@0, 0
/pci@8,600000/network@l

/pci@8s, 600000/SUNW, glce4
/pci@8,600000/SUNW, glce4/fpe@0, O

9l oAl A /pcies, 600000/networkel &5 Sun Crypto Accelerator 4000 2. =
2o AA A=E AEguth A28 7 E‘:"ﬂ EHOH oldl Aol sy gl& AP
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.properties

Sun Crypto Accelerator 4000 4 %] 44d¢] 4
X EFIXEO A .propertiesE Y E Tt &

=

ok .properties
assigned-addresses

d-fru-len
d-fru-off
d-fru-dev
s-fru-len
s-fru-off
s-fru-dev
compatible
reg

address-bits
max-frame-size
network-interface-type
device type

name
local-mac-address
version

2.11 02/10/31
phy-type
board-model

model
fcode-rom-offset
66mhz-capable
fast-back-to-back
devsel-speed
class-code
interrupts
latency-timer
cache-line-size
max-latency
min-grant
subsystem-id
subsystem-vendor-id
revision-id
device-id
vendor-id

82000810 00000000 00102000 00000000 00002000
81000814 00000000 00000400 00000000 00000100
82000818 00000000 00200000 00000000 00200000
82000830 00000000 00400000 00000000 00100000

00 00 00 00

00 00 e8 00

eeprom

00 00 08 00

00 00 e0 00

eeprom

70 63 69

00000800
02000810 00000000
02000814 00000000
02000818 00000000
02000830 00000000

00 00 00 30

00 00 40 00

ethernet

network

network

08 00 20 aa bb cc

Sun PCI Crypto Accelerator 4000 1000Base-T Code

38 30 38 36 2c 62 35 35 35 2e 31 30 38
00000000 00000000 00000000 00000000
00000000 00000000 00002000
00000000 00000000 00000100
00000000 00000000 00200000
00000000 00000000 00100000

mif

501-6039
SUNW, pci-vca
00000000

00000001
00100000
00000001
00000040
00000010
00000040
00000040
00003des8
0000108e
00000002
0000b555
00008086
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watch-net

m

V912 AAL 714 5tel W OBP
AE A dEFh

L2 E oA apply watch-net ™ ® 3} &X]

ok apply watch-net /pci@8,600000/network@l
/pci@8,600000/network@l: 1000 Mbps full duplex link up
Watch ethernet packets

.’ 1s a good packet and ‘X’ is a bad packet

Press any key to stop

A 2EL 05 Qe gAlS dEitod "2 Y EYF st=9o] S1E F o]~
e SFHE M AR S wg W XS BAGe] YEYD B S 1

Sun Crypto Accelerator 4000 2= M x| 2 AL MEA| » 20034 58
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Tt
J
>

Ao

2 §-Z o] A= Sun Crypto Accelerator 4000 MMF 2 UTP o] 9B o] AFFS A7 gyt
U g0 2 FA5 ] lFU T

m 1299 ©] 2] 2] "Sun Crypto Accelerator 4000 MMF ©] 5] €"

m 1323 ©] 2] 9] "Sun Crypto Accelerator 4000 UTP o] 4 E]"

Sun Crypto Accelerator 4000 MMF o 9 £

°] &2 Sun Crypto Accelerator 4000 MMF o] §{H] o] A4S A 3o}
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A e

1% A-1< Sun Crypto Accelerator 4000 MMF o] ¥ o] AWE & g g}

© Faur

DIAG
OPERATE
OWNED

FIPS

[@ RIS

O

Purcell, CA
P101-000

a2 A1 Sun Crypto Accelerator 4000 MMF ©] {E| 7 €]

I A1 SC AYE 9] 54-& A4 P TH850nm).

SC #YE = =4 (IEEE P802.3z)

E A1
E4d 62.5010| 32 MMF 50010| 2= MMF
529 A 260m ) 550m
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EA2 =P3F 37

37| PNES o|g X|$
Z o] 12.28321 %] 312.00 mm
U H| 4.200¢1 %] 106.68 mm
2] = (o)
d5 ALY
2A3 AT A
IIs ApQe
PCI 29 ] 33/66 MHz

PCILHolH H2E ASE
PCI dlolH /34 %

PCl 2=

1 Gbps, 850 nm

A pavtol £ W AE
32/64H| E
vk 2 /e o] 1

1000 Mbps(# ] %)

A2 2. A

EA4 A QT A

At X%

Ao A8 A5 6.25 W @ 5V
12.75 W @ 3.3V

A = 5V +/- 5%
3.3V +/- 5%




Q1E o 0] 2= A}

E A5  SQIEFH O] 2 ALY

s At

PCI Z¢ 33 MHz 3= 66 MHz

S2E QHHAol~ 33 MHz %3 66 MHzO| 28 &= 31 33V & 5V A 98 Ak
PCI 2.1

PCI ¥ 2~ 4] 32H|E Ei= 64N E

47 AL

E A6 7 AL

=4 S& Al 22 A

ex 0° ~+55°C(+32° ~+131°F) -40° ~+75°C(-40° ~+167°F)

B Fe 5~85%, W& 0~95%, H]-&-

Sun Crypto Accelerator 4000 UTP ¢ 5 E

©] &2 Sun Crypto Accelerator 4000 UTP o 5§ E] ©] A4S A 3},
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A e

19 A-2:& Sun Crypto Accelerator 4000 UTP o] S E] ¢l gk AYH & 4

= =

of
L0
9
o

© FauT

DIAG
OPERATE
OWNED
FIPS

© LNK

®

O

Purcell, CA
P101-000

a2 A2  Sun Crypto Accelerator 4000 UTP ¢ $1E] 7|4 ¥]

>
N
rlo
wn
&

n Crypto Accelerator 4000 UTP o] §{ E] 7} AF-&-3F+= Cat-5 A E] ¢ 54&

EA7 Cat-5 7A9E P33 EA4

e}

L

Z ] 100 m

A A 133



EA8 =84 A7

a7 bIES ojg| X%
4 o] 12.283¢1 %] 312.00 mm
U 4200812 106.68 mm

IIs Aret

PCI 24 # ) 33/66 MHz

PCI tlo|H H2E HEE o 641l E W 2E
PCI Hlo|¥]/F4 & 32/64H E

PCI 2= npAE /& Yol B

1 Gbps, 850 nm 1000 Mbps(# ©] )

A2 2.7 A

EA10 AE 85 A8

Abet X%

A A8 A5 6.25 W @ 5V
12.75 W @ 3.3V

et = 5V +/- 5%
3.3V +/- 5%
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QE o] 2 A}

ok

o
= A1 QlEj T o] 2= ALY
s Abgt
PCI 29 33 MHz %+ 66 MHz
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#el /Opt/SUNWCOUH/CrYPtOV2/bin/apgetpass‘{— program
€ ¢ odFUY o] ZTROPWL 4T YY TFZES AEoR
| F37F A A FEE FY

sslpassword L2132 w3l g Yo 45 & x5 o i FAste] 9
|2 A] AR A7 ol sl A o2 A Efol A el E = YT 7] 9] s
/etc/apache/servername.part.keytype.pass‘ﬂ gdo A AAFH YT}, o]
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o] B SSL LR EZS AU ANHOE sbg BES M A B9
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<VirtualHost default :443>
SSLEngine on
</irtualHost>

E Al gk SSL AHE-S FAFYTHE S HTTPS
o2 njgAsgy.

AYXE: A9, 7MW 5 2E
o] &S SSL EWNAH S Qe AL& TR EFS FAGUT AR 753 TR E
F2 # B-191A ydFHo Ay

z2Es oy

SSLv2 Netscape®] ¥ %+ SSL T2 EZ

SSLv3 o] § Hepg-Aoll A A A E]= SSL L2 EF| o] E WA

TLSvV1 HAa Be}9-A X 9S =38 A IETF 25312 3 9] ssLv3 =
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all LET2EZ 443}
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TS B vl () 7183 A 8-St ZRESS TSI A7 2 5 Al
& o], SsLv2ell thgh A& m) 2 me o Algst 5 gl T

SSLProtocol all -SSLv2
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SSLProtocol +SSLv3 +TLSv1l

4. ssLCipherSuite cipher-spec

AEAE. 4o 714 SAE ) EF, htaccess

SSLCipherSuite "8 & & AH8 7Hs 3 SSL b9} o] 59 M3 HA &
AREHUTH A FEAE B 7P SAE Y AE A= o] WH
Aol & AREHY T U ELE A AE M= SSL A&
Fasto] o] 5ol ARHE 4FE AEFYL AJud2 2H S Ha &

A Aol o] #o .

cipher-spec> i B-20| AT E o] Q= FEOE i H 45 HF5YUth 1 B20A
DH = Diffie-Hellman< 2] W] 3}, DSS+= Digital Signature Standard & 2] 7| §4 .

B2 A& 7T SSL U E

S-El0 Z2EE I us s st MAC 7

DES-CBC3-SHA SSLv3  RSA RSA 3DES(1684] E) SHA1

DES-CBC3-MD5 SSLv2  RSA RSA 3DES(168H] E) MD5

RC4-SHA SSLv3 RSA RSA ARCFOUR(128H] E) SHAL1

RC4-MD5 SSLv3  RSA RSA  ARCFOUR(128H]E) MD5

RC4-MD5 SSLv2  RSA RSA ARCFOUR(128H]E) MD5

RC2-CBC-MD5 SSLv2  RSA RSA ARCTWO(128H] E)

DES-CBC-SHA SSLv3 RSA RSA DES(56¥] E) SHA1

RC4-64-MD5 SSLv2  RSA RSA ARCFOUR(64H]E)  MD5

DES-CBC-MD5 SSLv2 RSA RSA DES(564] E) MD5

EXP-DES-CBC-SHA SSLv3  RSA(512HIE) RSA DES(40H] E) SHA1 SIRCE
ik

EXP-RC2-CBC-MD5 SSLv2  RSA(512H]E) RSA ARCTWO(40¥] E) SHA1 IRl
7]

EXP-RC2-CBC-MD5 SSLv3  RSA(512H]E) RSA ARCTWO(40H] E) SHA1 SIREE
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EXP-RC4-MD5 SSLv3  RSA(512H]E) RSA ARCFOUR(40M]E)  MD5 IR:]
7]

EXP-RC4-MD5 SSLv2  RSA(512H]E) RSA ARCFOUR(40H]E)  MD5 BIRCE
ik
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7] E ke (A5 X] %2 Diffie-HellmanS #|2]3 & 435 A3
ARCFOUR ¥ RSAY A3 EE FoJ3le] W& 5o gld v =2 59 45st=

AEHy Tk

. SSLCertificateFile file

AY2E: A, /M 5 2E

o] M= Ao g PEM ¢& 3} X.509 915 9t 9] 9135 X4 gy}
. SSLCertificateKeyFile file
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7. SSLCertificateChainFile file

Atk Al A Ferol et g
WG AL gate] Zetold st AH 9

dE
Zefol o= Qg faF T

8. SSLCACertificateFile file

10. sSLVerifyClient level

e} ?‘JH
EzaRe) % P s $Aw /e 8
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11. ssLVerifyDepth depth
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#B-6 SSL =L ¥ 3t

4 oy
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info AR AR E TR

trace A WA A& 2

debug o2 wAA S 23
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Third Party License Terms

OPENSSL LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the
OpenSSL License and the original SSLeay license apply to the toolkit. See below for
the actual license texts. Actually both licenses are BSD-style Open Source licenses. In
case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.

OpenSSL License

Copyright (c) 1998-2001 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.
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3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by the
OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project” must not be used to endorse
or promote products derived from this software without prior written permission.
For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may
"OpenSSL" appear in their names without prior written permission of the
OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by the OpenSSL
Project for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim Hudson
(h@cryptsoft.com).

Original SSLeay License
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following
conditions are aheared to. The following conditions apply to all code found in this
distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The
SSL documentation included with this distribution is covered by the same copyright
terms except that the holder is Tim Hudson (tjh@cryptsoft.com).
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Copyright remains Eric Young's, and as such any Copyright notices in the code are
not to be removed.

If this package is used in a product, Eric Young should be given attribution as the
author of the parts of the library used. This can be in the form of a textual message
at program startup or in documentation (online or textual) provided with the
package.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgement: "This product includes cryptographic software
written by Eric Young (eay@cryptsoft.com)" The word 'cryptographic' can be left
out if the rouines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps
directory (application code) you must include an acknowledgement: "This
product includes software written by Tim Hudson (fh@cryptsoft.com)”

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative
of this code cannot be changed. i.e. this code cannot simply be copied and put under
another distribution licence [including the GNU Public Licence.]

“Ian Fleming was a UNIX fan!
How do I know? Well, James Bond
had the (license to kill) number 007,
i.e. he could execute anyone."

-- Unknown
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MOD_SSL LICENSE

The mod_ssl package falls under the Open-Source Software label because it's
distributed under a BSD-style license. The detailed license information follows.

Copyright (c) 1998-2000 Ralf S. Engelschall. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."

4. The names "mod_ssl" must not be used to endorse or promote products derived
from this software without prior written permission. For written permission,
please contact rse@engelschall.com.

5. Products derived from this software may not be called "mod_ssl" nor may
"mod_ssl" appear in their names without prior written permission of Ralf S.
Engelschall.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."

THIS SOFTWARE IS PROVIDED BY RALF S. ENGELSCHALL “"AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL RALEF S.
ENGELSCHALL OR HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE)ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.
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# chmod 400 server_name:port. KEYTYPE .pass
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