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Declaration of Conformity (Fiber MMF)

Venus-FI
Sun Crypto Accelerator 4000 - Fiber (X4012A)

Compliance Model Number:
Product Family Name:

EMC
USA - FCC Class B

This equipment complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This equipment may not cause harmful interference.
2) This equipment must accept any interference that may cause undesired operation.

European Union

This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

As Telecommunication Network Equipment (TNE) in both Telecom Centers and Other Than Telecom Centers per (as
applicable):

EN300-386 V.1.3.1 (09-2001) Required Limits:

EN55022/CISPR22 Class B

EN61000-3-2 Pass

EN61000-3-3 Pass

EN61000-4-2 6 kV (Direct), 8 kV (Air)

EN61000-4-3 3 V/m 80-1000MHz, 10 V/m 800-960 MHz and 1400-2000 MHz

EN61000-4-4 1 kV AC and DC Power Lines, 0.5 kV Signal Lines,

EN61000-4-5 2 kV AC Line-Gnd, 1 kV AC Line-Line and Outdoor Signal Lines,
0.5 kV Indoor Signal Lines > 10m.

EN61000-4-6 3V

EN61000-4-11 Pass

As information Technology Equipment (ITE) Class B per (as applicable):
EN55022:1998 /CISPR22:1997

EN55024:1998 Required Limits:

Class B

EN61000-4-2 4 kV (Direct), 8 kV (Air)
EN61000-4-3 3V/m
EN61000-4-4 1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines
EN61000-4-5 1 kV AC Line-Line and Outdoor Signal Lines, 2 kV AC Line-Gnd,
0.5 kV DC Power Lines
EN61000-4-6 3V
EN61000-4-8 1A/m
EN61000-4-11 Pass
EN61000-3-2:1995 + Al, A2, Al14 Pass
EN61000-3-3:1995 Pass

Safety

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:



EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:2000, 3rd Edition
Evaluated to all CB Countries
UL 60950, 3rd Edition, CSA C22.2 No. 60950-00

Supplementary Information
This product was tested and complies with all the requirements for the CE Mark.

/S/ /S/

Dennis P. Symanski Pamela ] Dullaghan

Manager, Compliance Engineering Quality Program Manager

Sun Microsystems, Inc. Sun Microsystems Scotland, Limited
4150 Network Circle, MPK15-102 Springfield, Linlithgow

Santa Clara, CA 95054, USA West Lothian, EH49 7LR

Tel: 650-786-3255 Scotland, United Kingdom

Fax: 650-786-3723 Tel: +44 1 506 672 395

Fax: +44 1 506 672 855

Declaration of Conformity (Copper UTP)

Compliance Model Number:  Venus-CU
Product Family Name: Sun Crypto Accelerator 4000 - Copper (X4011A)

EMC
USA - FCC Class B

This equipment complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This equipment may not cause harmful interference.

2) This equipment must accept any interference that may cause undesired operation.
European Union

This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

As Telecommunication Network Equipment (TNE) in both Telecom Centers and Other Than Telecom Centers per (as
applicable):

EN300-386 V.1.3.1 (09-2001) Required Limits:

EN55022 /CISPR22 Class B
EN61000-3-2 Pass
EN61000-3-3 Pass
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EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-11

6 kV (Direct), 8 kV (Air)
3 V/m 80-1000MHz, 10 V/m 800-960 MHz and 1400-2000 MHz
1 kV AC and DC Power Lines, 0.5 kV Signal Lines,

2 kV AC Line-Gnd, 1 kV AC Line-Line and Outdoor Signal Lines,
0.5 kV Indoor Signal Lines > 10m.

3V
Pass

As information Technology Equipment (ITE) Class B per (as applicable):
EN55022:1998 / CISPR22:1997

EN55024:1998 Required Limits:

EN61000-3-2:1995 + Al
EN61000-3-3:1995

Safety

EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-8
EN61000-4-11
, A2, Al4

Class B

4 kV (Direct), 8 kV (Air)
3V/m
1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines

1 kV AC Line-Line and Outdoor Signal Lines, 2 kV AC Line-Gnd,
0.5 kV DC Power Lines

3V
1A/m
Pass
Pass
Pass

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:2000, 3rd Edition

Evaluated to all CB Countries

UL 60950, 3rd Edition, CSA C22.2 No. 60950-00

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/

/S/

Dennis P. Symanski

Manager, Compliance Engineering

Sun Microsystems, Inc.

4150 Network Circle, MPK15-102

Santa Clara, CA 95054,
Tel: 650-786-3255
Fax: 650-786-3723

USA

Pamela ] Dullaghan

Quality Program Manager

Sun Microsystems Scotland, Limited
Springfield, Linlithgow

West Lothian, EH49 7LR

Scotland, United Kingdom

Tel: +44 1 506 672 395

Fax: +44 1 506 672 855
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Regulatory Compliance Statements

Your Sun product is marked to indicate its compliance class:

e Federal Communications Commission (FCC) — USA

* Industry Canada Equipment Standard for Digital Equipment (ICES-003) — Canada
¢ Voluntary Control Council for Interference (VCCI) — Japan

® Bureau of Standards Metrology and Inspection (BSMI) — Taiwan

Please read the appropriate section that corresponds to the marking on your Sun product before attempting to install the
product.

FCC Class A Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is
not installed and used in accordance with the instruction manual, it may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which case the user will be required
to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply with
FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

* Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to

maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

vii



ICES-003 Class A Notice - Avis NMB-003, Classe A

This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

ICES-003 Class B Notice - Avis NMB-003, Classe B

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

VCCI £

viii

EHECDIVT

25X AVCCI BEE(ZDIT

D I5AAVCCIDE RN DD T—I AT —2a v BIOF T a VEENE, 7T AA W
WELETY., INSORMITIE. FREDHEANZ UL XD,

DB L, EHEEEE B SRR EEE BHEARES (VCC) OREIZHE DS VTR
A rﬁiﬁwﬁ EBETY, CORBEFRERBECHATHEERIEEZSIESR I EN
HVFET, OB HENBEY R EZ#HTIIOERIND ZENHVFT,

2S5 ABVCCI BEHE[ZDIVT

25 ZBVCCl &% V& b2 0—r 25— 3V BLOF T a L BIL. 75
Z BREHEREETY., ChoORBICE. FROFEENZY LET,

ZOZEREI, THHREREE S B R E A RS S (VCCD) ORI DV T A
BI*?E&(II‘? LETY., ZOXREIT KERETHEHATAZEEZHNEL TVETH.
ZQEBNI AT LEYa U2 EHIGEBE LTINS &, ZEREETIER
ZTZENHOET, BHHRIAZTIH > TELWIRDFENEL T ES N,

Sun Crypto S =% 4000 R4 FMA F1ER * 2003 &£ 5 A




BSMI Class A Notice

The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.

EEERSA

‘EeRAENEMER  EEEREREHER
5+ AlRE R IE B AT AR TR - EERE/R T
EHE SRERFRNRLEE SR



X Sun Crypto INE 2% 4000 HR&L %A P5m * 2003 F 5 A



B

e xxiii

¥
il

H
Bl
TEBRAEN 1
FEIhRE 2
SRR R 2
SCRERIINE ML 2
LR 3
s 3
SCRERINE S 3
fEINE 4
Mg 5
IPsec Bk 5
Sun Crypto HI# & 4000 MMF i e ¢

&

1
1

T
=il
[aYay

LED W7 6
Sun Crypto Jl# &5 4000UTP i&HC#s 7
LED %7~ 8
SIAEREM T 9
TaESE 9

Xi



PEAF R AFEESR 9
D ERMEF 10
Apache Web JIR%5 #1842 10
Solaris 8 I£4M%E/F 10
Solaris 9 & 4MefF 10

2. &% Sun Crypto J#ZE 4000 Br 11
BRI EE 11
Wiz 12
v R 12
“%%¢ Sun Crypto HI##F 4000 % fF 14
v B 14
wR IR B 16
H Mt 16
MBS 18
v MBREA: 18

3. BCEWZIIFESE 19
Sun Crypto M &% 4000 LUK M &4 KNP (vea) 240 19

WP U AE L 20
A S 21
Rz 23
TR A S H 24
HEBCR RS H 24
hirZ>E 25
BN T EFF S5 26
PCI R&EHNZH 27

xii  Sun Crypto /ni%zE 4000 HRLZEFA IR » 2003 £ 5 A



WH vea WElTEFS 8 27
i) nad KR FBEE S8 28
v € ndd SEHRRPIBCEBIRE 28
PR EMA A 28
BCE H AP eI 30
v ZHASmEsEA 31
f#H veca.conf XX ESH 32
v fii}l] vea.conf AFRCEKEIETF S 32

il vea. cont XM K T4 Sun Crypto Hig#s 4000 vea WA WK E
4 33

v il vca.conf LN FTA Sun Crypto 4% 4000 vea WX &
ZH 33

vca.conf Xff7Rfl 34

il OpenBoot PROM & #: 2405 FH H 2l i i sl i 5t 35
Sun Crypto JI##% 4000 fina LUK MRS R R E 48T 37

ERE R FEE 37

UK M IRENFE P 4Eit 37

W R 41

v R RE 44
MZEICE 44

BOE M2 EHLCPE 44

i H] veaadm fl veadiag JHFLFAPE Sun Crypto Midi%s 4000 Hr 47
i vcaadm 47
BAER 48
Far i 49
AR 49
RHHEA 50

Bx

xiii



Wil veaadm Fr MR HR 50
Wit veaadm B 50
FaF 51
% U S SO AR ) B ORR 52
vcaadm #RFF 52
Wit veaadm B 53
M veaadm A T4 54
HAGFar L 55
A B NIR Y veaadm #2756
it veaadm Hliftk Sun Crypto JIFE#$ 4000 42 56
v WI4HAE Sun Crypto Hiidi#s 4000 i LA BT % 4HE 56
¥4k Sun Crypto JiE#% 4000 KX LA LA (%5 4H 58
v Utk Sun Crypto i #s 4000 A LAE FHIRAT % H I 58
Wit veaadm BHELEHE 59
TR 59
R 60
BCEHMER 60
W RPN 22 B 61
BB EE R I S 6l
FIHH P M2 EE 62
T 62
JEHIEEE T 63
MR 63
MR 4 E5 64
#Ar EEH 64
BB HELP IE&D 65

xiv  Sun Crypto #ni&&E 4000 R & 3EFFH F1ER « 2003 &£ 5 A



Wit veaadm BHHAM 65
WE HAET 65
BBCRE 66
B ErE 67
FH % E Sun Crypto Jig#s 4000 L 67
HFr & Sun Crypto I #E 4000 i )%4H 68
Z'H Sun Crypto fi#% 4000 # 69
AP

f#iH vcaadm diagnostics % 69

{fif] vcadiag 70

Bt ¥ Sun ONE JIj 55258k ELAE 55 Sun Crypto MIEkZy 4000 BRACAER] 73
Sun ONE Web fik 55 ds ) 445 PR RE 73
M&MAE 73
A WRIA RS 74
AMSCtE 75
JEEIAAE R E I 76
Jid & Sun ONE Web %588 76
w77
W %HE 77
v EHREHE 77
Jet Hl Sun ONE Web Iz 45 #5ttid - 78
SR E Sun ONE Web 4545 4.1 79
4245 Sun ONE Web IR 455 %% 4.1 79
v %3 Sun ONE Web fli45#% 4.1 79
v QIEEEERE 80
v ERURGARIET 82
v RS AIET 85

Bx

XV



e & Sun ONE Web JIik 55 % 4.1 LI SSL 86

v Jii’# Sun ONE Web fli %5 %% 4.1 86
AE R E Sun ONE Web 4545 6.0 88

4%% Sun ONE Web /Il %525 6.0 88

v %% Sun ONE Web flli%5#5 6.0 88

v OIEETEERE 89

v SRS AET 91

v RRGAET 94

Jic & Sun ONE Web Ik 555 6.0 LU SSL 95

v [l % Sun ONE Web fIR454% 6.0 95

6. ML¥ Apache Web Jlit 5525 LA 55 Sun Crypto J#ZY 4000 BRAECAEA] 99
i Apache Web JIx 4545 JH - 100
Jii Hl Apache Web il %5#% 100
v i Apache Web fli%#% 100
QUEHETS 102
v GUEHET 102

7. WEESWIRHER 107
SunVTS Wik 107
N vea WENFETF %% SunVTS net 1btest Ml nettest FF 108
i SunVTS #4AT vecatest. nettest fl netlbtest 109
v HUT vcatest 109
veatest KMAZSHEDT 110
vcatest ArATIHE 111
v  HIT netlbtest 112

v  PUT nettest 113

xvi  Sun Crypto #ni&&E 4000 xR 4EFFH F1ER « 2003 &£ 5 A



i kstat B METES) 115
{# i OpenBoot PROM FCode Hillf2/7 116
v PUTLLKM FCode HMIZWiFEF 116
HEFR Sun Crypto JId#§ 4000 A ks 118
show-devs 5 119
.properties < 120

watch-net 655 121

A, Bk 123
Sun Crypto H# #5 4000MMF &R 123

LS 124
PPELRG) 125
PERERMIA% 125
MLk 125
O 126
HEERRE 126
Sun Crypto J# 2% 4000UTP i&Hc s 126
EHAE 127
PRLRG) 128
PERERURE 128
HIJRESR 128
B LRk 129
HEGRRS 129

B. Apache Web JIR55%519 SSL L ¥4 131

C. H#t'5 Sun Crypto hgias 4000 BRAECO I RIIREE 139

BE xvii



D. #fEvFe 141
Third Party License Terms 143

E. T 147

E HEBE 149
¥ Sun Crypto I & 4000 W/ E 0 J5an ) IRA 149
v AT % E Sun Crypto s 4000 150

G. WWHE 153
T4 Web [l 2525 75 58751 33180 J3 S EANHEAT P A HLARAE? 153
v AN EYILME Apache Web Ji 45 /e B 5 | S0 {3l A 30 153
v Qlgnss S DE Sun ONE Web JIR 2525758 5 | S A B2 E3) 154
URAR Ay 22 AE [F) — IR 55 4 TH K 2 LS AN [F] K MAC Hihik? 154
v A E A EARE MAC Hilil 154
v {£ OpenBoot PROM % K 73 Bo AN i) MAC Hihil: - 155

AT {22 %% Sun Crypto Jinid & 4000 #f2 JGlc & 5 Apache Web Ik 55 %
— & 1 Sun Crypto Jnidg#s 1000? 155
nfr 2 FIARGIE TS 155

#5157

xviii  Sun Crypto #ni&2E 4000 xR 4EFFHF1ER * 2003 &£ 5 A



£

F 141
F1-2
#*1-3
£ 14
£1-5
*1-6
£17
% 2-1
22
% 3-1
%32
%33
%34
%35
%36
%37
%38
%39
% 3-10

% 3-11

IPsec MZEEL 3

SSL m#EEZE 3

¥R SSL E% 4

MMF &EC R B RTEMRE R LED 6
UTP EECERABTEIRE R LED 8
BHMREER 9

Sun Crypto fili® 3§ 4000 k@ FHY Solaris 8 1&4MEF
/cdrom/cdromo BRHPEIXHE 14
Sun Crypto fiNi®=2§ 4000 BR 16

vea WHEFSH. KSMIEA 20
BRIEEXSH 21

IE-BIRISH KBTI 23
FRAOGRFIERSH 24

EX enable-ipg0 # ipg0 B 24
IX-SHEEKKERSKEMIZEA 25
ATFiZEsZm RX HREES 25
RX REHIRATAEN 8 (RE 26

PCl B&EOSH 27

WERERAMR 33
AHSEEMEEESE 35

10

Xix



%312 IZEEEFSIT 37

% 3-13 AKMIEEhIEF ST 37

% 3-14 TX #1 RX MAC t+#8& 38

% 3-15 HETLLKMEIZEME 40

% 3-16 Q% vea WEMERE 40

%317 SingEa ke rtae 41

%318 RHEFERASHE 42

% 41 vcaadm JEI 48

*42 vcaadm BTRHEEEX 52

%43 connect W& A[IESE 53

% 4-4 REEEZ. BRPEMEHREZREK 59
% 45 THEXRIKE 60

* 46 THALE 68

%47 vcadiag i 70

% 5-1 Sun ONE Web BRZ=EFAERIERS 77
%52 HRIEAGEER 84

%53 ELREIEHMFE 86

% 5-4 HRIEAGEER 93

%55 EREEHNFE 95

= 7-1 vea BHIEF W ER SunVTS netlbtest # nettest B 108
®7-2 vcatest FMRIERF 110

*73 vcatest MEITIEE 112

= A SC &84S 14 (|EEE P802.32) 124
® A2 MERT 125

* A3 TEREMAE 125

= A4 BIFEXK 125

% A5 EOME 126

% A6 IMEHE 126

* A7 5 KRR ah it E 127

% A8 MERT 128

xx  Sun Crypto A% 4000 LA A5/ « 2003 £ 5 A



% A9 ERERIEE 128

* A-10 BIREXK 128

* A-11 EOMME 129

*A-12 MEHE 129

% B-1 SSL #1132

% B2 ATFIRY SSL #HE 133

#B-3 SSL & 134

% B-4 BB BN E AR TFR 135
%B5 SSL EE LA 136

#B6 SSL H&ERAE 137

®B7 AIFRY SSL AT 137

% E-1 Sun Crypto fiNiE&E 4000 BXHLFMT 147

*x  xxi



xxii  Sun Crypto fINiE# 4000 #R¥EFFAFAER » 20034 5 A



A (Sun Crypto Wi #% 4000 HzR I/ #57) 4 Sun™ Crypto i #% 4000 i
MThfe. PO, JEUH A7 R GE b 22 . BRI B Sun Crypto fi# &%
4000 #2 .

APEGE AR — LR A — Ik 2 U A F R G E 2R L84 B . Solaris™ 4
Wi, Lk PCIT/O K Sun “F4. Sun™ ONE FI Apache Web fli45#%. IPsec.
SunVTS™ # At LU SRIBOAUE LA

AT B g HE

ABAHTLLT N2

m 3 1 %S4 Sun Crypto Iy 4000 A i)™ dh g, PSR 1, JFUEET TR Ag 1+
FIEAFEK

w2 U LT SRR Sun Crypto NS 4000 (FRE1E L # AT

m i 3 %5¢ X Sun Crypto I 4000 W HIKENFEF 240, I vtB Wl i nda
SR vea. conf AR XS, Jish, ARFILUH] T Wife it
OpenBoot™ PROM Ft1fi A #3240 B s b i B eim g, B e &
M4 hosts LfF-

m 4 F WAL E Sun Crypto JIE S 4000 LA &AM veaadm #l veadiag SEH
P2 B A P

m 555 FEULH ARG E Sun Crypto I 4000 A LAY Sun ONE Web 45 &+ &
UER

m A6 FEAGWTELE Sun Crypto JIE#F 4000 #i LAE L Apache Web JIx 45 #5lit &
IR

m 5 7 U AT ] SunVTS 28 R B FCode H ML 7R MIA Sun
Crypto i &% 4000 #. 5i4b, AFILFAL T H] OpenBoot fir & HEAT HFER H I
B,

xxiii



m [t A ZIH T Sun Crypto HIE#S 4000 B2 (¥ A o

m ffts B ZUH T4 Sun Crypto JIIE# 4000 14 Apache Web IR %571 E SSL
SCRFIIIR S

m [ff3% C 41 Sun Crypto Jiig s 4000 A BB 1%, JFEUEM T 4 kg OpenSSL
FHEE N IR P LA 78 23 M) RS I n s Dy e«

m [ffsk D feflt sk g IS A QU A A UTRIVERT, LY Sun Crypto
I 4000 B — A T EE =7 Bt

m 5% E #i8 Sun Crypto JIE#F 4000 K4 IF40H TR i 2 (I BEHL T RL .

m [ F AWK Sun Crypto N #s 4000 B ¥t RAS, BB failsafe
F

m [k G4 T — S0 WL e AR

¥ F UNIX i 4>

ASCRGBAT A5 A UNIX® A R B S 8, WO RS, BBl ARG
(W&

A RIRAE BITEAE DL, 1ES P 5130k

m Solaris HfFF 5 15H

m http://docs.sun.com Myl [ [H[H Solaris #EIAIE I BEHLSCAY

m RGO A SR

xxiv  Sun Crypto #ni&gE 4000 fR R 3EFFHF1ER * 2003 &£ 5 A



2 €

FH ax i~
AaBbCcl23 WA SR E AR W i L login U
HILIR ¢ % i 1s -a FIHBTA 1
% You have mail.
AaBbCcl23 AN XL $ su
i) Password:
AaBbCc123 RELk N TR I NN 2 Be 1 HH 95 R A 6 .
R P 3R] IXUEFR N class HI .

AT R LA SRS

AT RS, 654

A BRSO, RN rm AFE.

S BT o

Shell #2755

Shell R

C shell I HHLE %
C shell ™ LA #
Bourne shell 1 Korn shell $

Bourne shell 1 Korn shell #25H F #

T

it

XXV



FELE T ] Sun SCHY
HIP AT NBL R Pl 2 o T EDETT I Sun S22 200K, AR A AL R AR -

http://www.sun.com/documentation

Sun X B L

Sun +/3VETE S B G SR TR, PGS TS I R A . n] DA T
IS4 T L i 2

docfeedback@sun.com

T LT HL - MBI 384T P9 v B A SRS 3R 5 (817-2339-10)

xxvi  Sun Crypto #ni&gE 4000 fR R 4EFFHF1ER * 2003 &£ 5 A



ok

P AR

AFE R EA4 Sun Crypto NI #s 4000 B K5 E, AFELLRJLT:
m 1 “PERIhRE”

m GBS “TE{EMgIR”

w9 T “REPERIERAEESR”

=7 1 &b

P DI RE

Sun Crypto H# &% 4000 H2 —FhEE T T IRAL ORI B &4 11, 704 Sun kS5 4 L
JZAT I TPsec A SSL CRFRAIAEXI BRI AT ) SOt s ik sk h . BRAE A ARUET-J6 A7
DAK 2 1R AT AR 02 R D 2830 455 2 A 2B B s (10 o s i mT LAk Jin 2% 78 TPsec
AR At TARUERRAF T R At

T E BRI 1

Sun Crypto JIE#s 4000 B2 nJ 5 AT 1K LUK I B A1 L RL A 34, AT H 2 ik 2 ik 4%
K BRUAE LK B e /DA KIOR/N (64 5 1518 F715) Milidg X, H5 LU R FrUER
PE &

Full-size PCI 33/66 Mhz, 32/64 i

IEEE 802.3 CSMA/CD (LLKM)

IEEE 802.2 3% {E 4k % 12 +H

SNMP (limited MIB)

AR TR T TR LAK 4% 1 (IEEE 802.2)

HBHAXUEES (3.3V fl5V)



T2 ifE

T g e A NN R R U VAD & N

HN3E IPsec F1 SSL hn# Ltk

SRR AR ik 4300 WK/ FD

LRI E . ik 800 Mbps

P42 1K 2048 710 RSA hn# Jiik

FAEPIE 10 £519 3DES It 4k in s

A2 Sun ONE Web A4 25 $2 4L RERT B B0 46 R4k e B A FIIE PP B, AT
ST R (1) 2 A MR RE R R Ak 1) 45 0 PR

54 FIPS 140-2 Level 3 iAiiE

BRI CPU R — BRI SS 2% R G0 % YAy o8

LA ] SE (K FAHAEAE R B

e RUR S IR S #8 FZ R A L E (DR) M4/ Mbsi
EZ A CPU I8 528 RX Hdis 4o 7 35 24 1

XCRFA R (IEEE 802.3x)

Sun Crypto HIi##} 4000 ##7 & Federal Information Processing Standard (FIPS)
140-2, Level 3 HHA7 R INE B 2 EREZK

SCRFI Y L RE

m Solaris 8 1 9 #:/E3 3% (IPsec VPN)
m Sun ONE Web }%5#%
m Apache Web JI%5 4%

SCRFIR TN EE i3

Sun Crypto JIi##% 4000 HSCHF LN W%
m [Psec for IPv4 F IPsec for IPv6, fFE IKE
m SSLv2. SSLv3 F1 TLSvl

Sun Crypto HIIE#F 4000 H AT LUIELL | IPsec HIfig:
m ESP (DES #13DES) fi%

Sun Crypto Bl &% 4000 H Al LA LR SSL Ll
w FER LRI 55 4% 2 18] 24 42 57— BN S B # i
w R AR SRR YR — Y] HR TR o

2 Sun Crypto /iniE=% 4000 tR =4 FMH F#ER » 2003 5 A



LI A

n JI/0]iEd OpenBoot™ PROM AT H IR P
m SunVTS™ £ Wil ik 2y

T S g

Sun Crypto Ji s 4000 AR K AT g S o (i b as Sk, mopnas e mp kg s 533
AT TN (R R R T age In 8 S i TP B0 TR A AR s 4 — e . 28I 5k
SR RSB, T e — 2 Sk e R SE B . X T A
M5 Bl A W PR A2 S BE N5 26 mh LLRCRE &5 R AZ [ ] 7 N R Fye v 40 4
BEINTFES o TR L S AT LA R ORI AR A AT, B AR IR A
#t‘éa

SCHREIR N B B

Sun Crypto IHE 4000 BEAIFLFF (vea) Ky drks—ANIEE iR 302 ot 1 s o
(AL P Sun Crypto NI 40000 , MG HAHEAMFE R . AT
DUBEEETE L AR R

Sun Crypto HI# & 4000 # AT LA 41 IPsec §ik.

=11 I[Psec INEH L

xR "k

paps DES, 3DES

Sun Crypto Jii# #& 4000 # ] LUbnE 41 SSL ik

®12  SSL N SIE

ESid] Hix

R DES, 3DES, ARCFOUR

AERFR Diffie-Hellman (& T Apache) Fl RSA (£iA 2048 A4 ,
DSA

Hash MD5, SHA1

W
ot
W
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SSL Jii#

% 1-3 H T AT DA B A3 IS S 80 SSL s 5534 A &l Sun ONE #1 Apache M %% ik 55
AR AL

®1-3 SRR SSL ik

Sun ONE Web JR%358 Apache Web R %28
"k ®H ®it ®i LS
RSA X X X X
DSA X X X X
ARCFOUR
Diffie-Hellman X X
DES X X
3DES X X X X
MD5 X X
SHA1 X X
N

BAIANTEOL R, RGO T Sun Crypto Jig#% 4000 #4 Sun ONE 4548 e AL 1)
LRI D RE. W IMFah A b TheE, ik SISO, R EBES) Sun
ONE JR4s 28tk o

B Sun ONE filt 25 #5 A AT LUE ] Sun Crypto Jnidgi#s 4000 B b ifte st i ohig, &
HFTE /etc/opt/SUNWconn/cryptove/ HxHEIE—NH N sslreg M4,
SR THT A B IR 55 A A

# touch /etc/opt/SUNWconn/cryptov2/sslreg

AR N2 ThRe, U AMER sslreg SCIF, SRS FHNE B SSA K.

# rm /etc/opt/SUNWconn/cryptov2/sslreg

FRIAEOL R, RGN Apache Web k55 a8 B AR /A Il T HbE s shag, HAGEEE .
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fEPF IR

Sun Crypto JIIH £% 4000 BEAFE— A4 K (4.2 96 x 12,283 91D (e sk g8 PCI
TIRAL LUK WIERC RS, FT42m Sun BRS#% 1 IPsec A1 SSL (kg

IPsec ffi {4 N1k

Sun Crypto Jiis 4000 #AJ7EREFFHH s R IPsec Kidlatd, MK SPARC™
REPRES IS S TP A o 53 4h, BRI SRR AR L I R P P A — AR AR A
ARSI A, TR — RIS S (R

AR — 1] Sun Crypto Iidi#s 4000 HHEAT IPsec NI, ANFEZIEC & BLiff 4 IPsec.
& il 2245 Sun Crypto BN A 4000 ARG FH5 1.

Z%% Sun Crypto I 4000 HANEAT 2 )5, AEFTILA ) IPsec Bl B HIHS K] IPsec
e XRAEH Sun Crypto i 4000 # CifidEk%.L Solaris A1) o Bk abPEE 11
FIH AT SZHE 1) IPsec 592 Sun Crypto M # 4000 B A SZHEN) Psec H2AT A% L
Solaris Jl# R AFIATALEE . 45 5C IPsec (AL E, 152 http://docs.sun.com M
I Solaris System Administrator Collection (Solaris REEHL G R H¥ (System
Administration Guide) .

W
ot
W
b=hi}
5
i
(3]



Sun Crypto i #s 4000 MMF i fic %

Sun Crypto JI## 4000 MMF J& e & /& —Fl i 195 62 10 T IR A2 LUK M PCT
B, B AETE 1000 Mbps LI M 48]

11 Sun Crypto &5 4000 MMF & T &

LED &R

Z )Lk 1-40

%®1-4 MMF ERE M ETHR &~ LED

RE S BE Y 1)

Fault (i#hs) M4 T HALTED (BUaniid) IRSBURS 4t
TP b RN e
2] Gyt A rh I A S I P

Diag (£ 4T POST. DIAGNOSTICS 1 FAILSAFE 44
CREERTIRD ARSI .
iz4T DIAGNOSTICS I (A 4.

Operate (1) 4tF POST. DIAGNOSTICS 1 DISABLED  4tf%
CRUFTIRBIFET) RSN SR .
4F IDLE. OPERATIONAL Fil FAILSAFE
ARSI T LR
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%£1-4 MMF EECEs R E 2~ LED (4E)

FE RREEHHEY He
Owned (CE) L2 OAE ] veaadm ¥IEEALAR I =i 2R h,
Z 5 56 71 “Mii] veaadm #4614k Sun
Crypto Jini«s 4000 #” .
174E ZEROIZE Bk I 45K .
FIPS Mode (FIPS 7 FIPS 140-2 level 3 Y IFRE R, Fig 4TI S &)
2O it . 7EAE FIPS B P2 fT A K.
Link C3£85) BEE A o atd)

Sun Crypto Jii##% 4000UTP & Ac s

Sun Crypto Jilis 4000 UTP i& Foas & —Fh i 1 R34 26 (1 T-JR A2 LUK PCT
BEgR. &dME, ©nLYE 10, 100 8% 1000 Mbps LK HATTH]

12 Sun Crypto &5 4000UTP &AL 4%

W
ot
W
=]
5
[



8

LED &R

Z )4k 1-5,

w15  UTP iGRCAH MR A 2 75 LED

RE Ei2HHE Y e
Fault (i#hs) M4 T HALTED (BUmiind) RSBURS  4at
TR b RN e
IS R IR S I TR
Diag (20 4bF POST. DIAGNOSTICS 1 FAILSAFE — 4¢{f
CREERTIRD ARSI .
1547 DIAGNOSTICS I I8 4.
Operate (1) 4tF POST. DIAGNOSTICS 1 DISABLED ~ 4t(%
CRI RSN FERE) ARSI R
4T IDLE. OPERATIONAL #1 FAILSAFE
PRI AR
Owned (CHE) 24 T O veaadm YRR B A5 2R A8
ZH 56 T “iiid veaadm #1461k Sun
Crypto Hidis 4000 #” .
174E ZEROIZE Bk 5 TN 45 .
FIPS Mode (FIPS 7 FIPS 140-2 level 3 YIFHER Rz 4TI EE)
(52w ol #EAE FIPS A& N ig4r 4K .
1000 CIEHRZE) RARTIEML LK - 5 E)
WE CEARZ) B % 1 A R IR AR BRI,
ED B2 SRAh,

EE — [U0A ) iPlanet Web 4558 4.1 5% 6.0 I, BEiEMSAAS (SP9 5 SP1) .

Sun Crypto /iniE=§ 4000 #R =4 FIFH F#ER » 2003 5 A



) A HR A R v ) A

Sun Crypto I 4000 BE {F A DG A: e = A AE SR F 8 A TECE (DR) Rk I
Sun *F& ETAE. 7E DR sk#fddifk#tEd, Sun Crypto hnidi#s 4000 )22 F sl
AR 0 VS TR B, DA I A 0 Y5 AR A

FE I (HA) RCE, ATLL7E RAEE T 2245 2 b Sun Crypto I 4000 42,

LB I S ST . ™4 Sun Crypto N5 4000 BEFEHH BLMGBER (B3

TRANY o I 2 S A D AR 2 1k 2 002 P 1 O«
Sun Crypto U1 S% 4000 452 JHHE TRV BEVE, Wi REBE A B0 RS 0L o S 00
I R 2 T AR AR

VER: Sun Crypto NS 4000 B8 fFh A i KT8 TR T 5 it L (Entropy) 19

RV T RPFEIEI SR G P Sun Crypto NI 4000 B, W44 il B i
BAR I o

AL

Sun Crypto HIH#E 4000 ¥ AFAT Solaris BER R 248 1) &AM B BL . W3
TN T SR AR ] 72 A B (R ME BA A 3 BC 4 AN AN RO . B2 B, TN 33 Sk B 56 40 T
G YU, RS RVR IS H P, RN ATIE AT ke — EUAE—HRIR
WEFZAT, SRR R —PeonT LA B3 SR i . HEBANLHIRIAE RIZE T it 3
TBEITARAERR BTSRRI I& B AR i A H A

TEEPERVER A 225K

% 1-6 i EAH T Sun Crypto JNidds 4000 & fc s LA A B fF 2K

w16 AEPFAIHAEER

TR0k R

g1 Sun Fire™ V120, V210, V240, 280R, V480, V880, 4800, 4810, 6800,
12K, 15K; Netra™ 20 (Iw4); Sun Blade™ 100, 150, 1000, 2000

BB Solaris 8 2/02 FILLJG RS ANA (T IPsec hiid, % 4#iH Solaris
9 FiA, )

W
ot
W
b=hi}
5
i
©
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Wiy KB AN

XU DRI E, H2H (Sun Crypto I 4000 SHA BN .
PR ARG 13247 Sun Crypto JNi##s 4000 #e, W RETH LA FEAMEF . Solaris BEHTARA
5 LLRTIRAS KIS AMNEEFP . 8 TTI24T showrev -p 14 K€ REE P& L% T T4
HHEAMET -

AT LU Web 3 5 N EE#MEF: http://sunsolve.sun.com.

CREROFRA EAMEY o R RcAT — DPRA M EAMET, S5 58T (Bl
-01) iestfin. ik Web s mi ERIRRAS & TR 1) LK R 10 H R RRCA, - 354 4o 1)
FRA

WIS SunSolvesM il ji BEA PP T IEAMEF . UE L 2t (18 45 B 55 AR IR

Apache Web Ik %54 1E 4 M5

IR HERS T H] Apache Web 455, WAL 2h 20 2 3B 4 MR 109234-09. V81
SUNWkcl2a #AHEG, RYUKSELAT Apache Web JIk45 % mod_ssl 1.3.26.

Solaris 8 1&4MEF

NI LEKER S 1A R A iy I 6 75 AIHEAE 2252 K] Solaris 8 1B 4MEFF. % 1-7 41 Jf
Y T AR .

%17 Sun Crypto JNIE#E 4000 #{26 F ) Solaris 8 15 #ME/F

183 EEFF ID e

110383-01 libnvpair

108528-05 KU-05 (nvpair %)
112438-01 /dev/random

Solaris 9 1&4MEF

META W75 Solaris 9 S 4MEF

Sun Crypto fni&gE 4000 iR F1ER * 2003 &£ 5 A



‘Z4¢ Sun Crypto JHi# s 4000 1

ARTEA G 2 Sun Crypto IIEESS 4000 BEAERIGAE, AUELL T LA

11 T “RRIAL R

%12 50 B ke

35 14 BT “ %% Sun Crypto JHig % 4000 %t
5516 51 “ HFRSCHE”

5518 TU “MIBRAE”

M) AR B

REHURHRR PRI B R AT (e, DA IR 2 iz i AN 76 b S i SRR B 1
UL, TR R Z /T, A LUR S — RO AR S L

w BTSSR AL .

w S ERER LG, R R R Y S m R

WiR — IR O L, RN S B, TR
D%, MEKHURER B F I b B BB RS

11



M) 22

Sun Crypto Jiis 4000 #fK) 2hey AT, R Bem A R4, 2 nak
BAF T o M2 W AR — i 2D R AT R R Rl ], 152 PR
RGBS RSOk

v AT

1. fiE S P, I RERERI SO RS, RATSEPL, SRPOLIRZETFE B V5L

Hhoto
2. HREAATN PCI GRS (JRUrE 64 12 66 MHz i) -
3. REBhEFHbEA R T, 5 R G 4 e i o

4. PE-1IR22 )97 T PCI G L ifiRes
Wehrigez, LAAE D3R 5 rp e SN AE ] .

5. HPME Sun Crypto MIEEZT 4000 Bk, FIMBURHPIL, #iA PCI #HRY,
BRI ASRZZUL o 42

6. JMITFEEHLINIE, EMIHLIREE . ARIGFTIF ZRGeHLD

7. £ OpenBoot™ PROM (OBP) ok #¢/r”fF I, #ii A show-devs AL & IEH
BT MR

ok show-devs

/chosen

/packages

/upa@8,480000/SUNW, £fb@0, 0
/pci@8,600000/networkel

/pci@s, 600000/SUNW, glc@4
/pci@s, 600000/SUNW, glc@4 /fp@0, 0

LR EIT,  /pcies, 600000/networkel ik Sun Crypto fHiH#% 4000 AR [ %
AR ARG RIS NAT % A B B AR AT

12 Sun Crypto fini&gE 4000 #RLLEFH 45/ * 2003 £ 5 A



BfE AT IERSIH T Sun Crypto Iig a5 4000 B mIE, W% U N T4 £

ok /RFI T, WIERPTHMB AL, RIGMA .properties frdULRREIESIZK.

ok cd /pci@8,600000/network@l

ok .properties
assigned-addresses

d-fru-len
d-fru-off
d-fru-dev
s-fru-len
s-fru-off
s-fru-dev
compatible
reg

address-bits
max-frame-size
network-interface-type
device_type

name
local-mac-address
version

12.11.13 02/10/31
phy-type
board-model

model
fcode-rom-offset
66mhz-capable
fast-back-to-back
devsel-speed
class-code
interrupts
latency-timer
cache-line-size
max-latency
min-grant
subsystem-id
subsystem-vendor-id
revision-id
device-id
vendor-id

82000810 00000000 00102000 00000000 00002000
81000814 00000000 00000400 00000000 00000100
82000818 00000000 00200000 00000000 00200000
82000830 00000000 00400000 00000000 00100000

00 00 00 00
00 00 e8 00
eeprom
00 00 08 00
00 00 e0 00
eeprom

70 63 69 38 30 38 36 2c 62 35 35 35 2e 31 30 38

00000800 00000000 00000000 000000OOCOC 0OOOOOOO

02000810 00000000
02000814 00000000
02000818 00000000
02000830 00000000

00 00 00 30

00 00 40 00

ethernet

network

network

08 00 20 aa bb cc

Sun PCI Crypto Accelerator 4000 1000Base-T FCode

mif

501-6039
SUNW, pci-vca
00000000

00000001
00100000
00000001
00000040
00000010
00000040
00000040
00003des8
0000108e
00000002
0000b555
00008086

00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000

00002000
00000100
00200000
00100000

3

F2E

223 Sun Crypto /N3 4000 4}
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‘%3¢ Sun Crypto I #5 4000 #A%F:

Sun Crypto J## 4000 CD H1F#77 7 Sun Crypto JIid#s 4000 #fF o EFHZM
SunSolve Web i il FEUEFMEFF . A7 CVELIE R, WS HE 10 10 “BFHIEAN

v R

1. ¥ Sun Crypto JIEZ¥ 4000 CD #fi A 55 REiHEN CD-ROM )&

n WR RS IEEIZAT Sun Enterprise Volume Manager™, IIJ'& )W [ K CD-ROM
H2F| /cdrom/cdromo Hk.
n R KRG ARIZAT Sun Enterprise Volume Manager, 14 LA 7573 CD-ROM:

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom

TEA{E /cdrom/cdrom0 H kR LR ORI H 3% .

%21 /cdrom/cdrom0 H A HF

X ER HE

Copyright 5 I8 WA ST A

FR_Copyright VR A A

Docs Sun Crypto JIi##% 4000 % 25 F1H 7 15 /#
Sun Crypto Jii 5 4000 B/ A 1 B

Packages % LUF Sun Crypto JIG# &% 4000 #AF.:
SUNWkc12r N RZOALE
SUNWkcl2u nEE A B S Ry AR
SUNWkcl2a Apache ] SSL Sk (H/i)
SUNWkcl2m INEEBTFM I (AT
SUNWvcar VCA Crypto Jn#} (Root)
SUNWvcau VCA Crypto s (Usr)
SUNWvcaa VCA &
SUNWvcafw VCA [

14  Sun Crypto fini&gE 4000 #RLEEFNH 45/ * 2003 £ 5 A



%241 /cdrom/cdromo HZEHHISCH (&)

X ER HE
SUNWvcamn VCA Crypto Is#s F Mot (afk)
SUNWvcav VCA Crypto Ji##$ 1) SunVTS WRFETF  (Afk)
SUNWkc120 SSL JF R THAREFPE  (litk)

SUNWkcl2i.u KM KCLv2 Crypto ] IPSec ik (rjit)

DA T IR A A, DA ZB e S B 2236, I L A0 2 AT AT Al S AR A 2 BT ek . 2o
DI EA A G, AT DL 75 U 22 28 I 3 T 328 A4,

IXAEVHRIKE Apache FIfE Web 45 #sit, A7 2238 iE ) suNwkel2a £ .
AT RIEREEE R 7 —  CRSCRR) BRI Apache Web A4S #5 i, A b B e den] ik
ff] SUNWkcl20o A4 .

AETHRIFAT SunVTS AR, 415 BB 235 n k) SUNWveav S . B 2234
SunVTS 4.4 88 5.x AR J5 4 RE%%% suNwveav #AF4L.

AR - Sun Crypto I #% 4000 CD H [ r[ik sUNWkel2i.u HHEBERT w ¥ 4.
RGO )G, HAMSHEUCAN SUNWkel2i. ZEATEIE CD ER cu T RARR
WHAMAERT sundu ARG,

2. A BL T i A bl ik R

# cd /cdrom/cdrom0/Packages
# pkgadd -4 .

SUNWkcl2r SUNWkcl2u SUNWvcar SUNWvcau SUNWvcaa SUNWvcafw

3. (k) #7 R M IERN Y VA, WiaqT pkginfo Mk,

system
system
system
system
system
system

# pkginfo SUNWkcl2r SUNWkcl2u SUNWvcar SUNWvcau SUNWvcaa SUNWvcafw
SUNWkcl2r Cryptography Kernel Components
SUNWkcl2u Cryptographic Administration Utility and Libraries

SUNWvcar VCA Crypto Accelerator (Root)
SUNWvcau Crypto Accelerator/Gigabit Ethernet (Usr)
SUNWvcaa VCA Administration

SUNWvcafw VCA Firmware

4. (Wfik) UL RO YWRAFYY, W81 prtdiag M4 . $BY prtdiag(lm)

LT WL

# prtdiag -v

¥ 2F =% Sun Crypto INEZE 4000 4% 15



5. (W[i%) E1fF modinfo W4, HHELECMERE,

# modinfo | grep Crypto

62 1317f62 20blf 198 1 vca (VCA Crypto/Ethernet v1.102)

63 13360e9 12510 200 1 kcl2 (Kernel Crypto Library v1.148)
197 136d5d6 19b0 199 1 wvcactl (VCA Crypto Control v1.19)

AP

R AR 2kl Apache Web 5544 LL RO 5 B SE RS e AR PR 3R 43 SSL SCRFIY
LS, AT dr

# cd /cdrom/cdrom0/Packages
# pkgadd -d . SUNWkcl2a SUNWkcl2u

A BT AT AT, TR LR i 4

# cd /cdrom/cdrom0/Packages
# pkgadd -d . SUNWkcl2a SUNWkcl2m SUNWvcamn SUNWvcav SUNWkcl2o SUNWkcl2i.u

AR ERIR B AT AR N AU, 152 Wk 2-1.

H s R

% 2-2 HIH T Sun Crypto Bd#s 4000 HAFAER BRI TT 22 mt pir @12 i H =%

%22 Sun Crypto JEH#E 4000 H%

B HE
/etc/opt/SUNWconn/vca/keydata RS (BN
/opt/SUNWconn/cryptov2/bin SRR
/opt/SUNWconn/cryptov2/1lib FRRR A
/opt/SUNWconn/cryptov2/sbin B A
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21 SR I H SR 2 IR

/
/etc /opt
/opt
/SUNWconn
/SUNWconn
/vca /cryptov2
/keydata
ik
/bin /include /1ib /man /sbin /ssl
l | I l f:bk i |
R Y N PR it AR Apach
gy || O || PIRIVE LR G | | AR

E21  Sun Crypto JI#2F 4000 H A A4

AR — BRI AR 5, A I AN A AR EOR AR R . 7K
QRIS B, 12 56 1 “iliid veaadm #I4i1k Sun Crypto fJd#

4000 1R .

¥ 2F %% Sun Crypto MM SE 4000 1§



= >

R A

WIS TR T I (B 59 T “lit veaadm FHEHEHIE") , WIEMGIKE
2 HTZUME Sun Crypto k2 4000 Wil B MEHIEELS B zeroize frd MM
FATEAIVORL, (ARSI 34 SCIF (%301 T4 Sun Crypto IS 4000 4%
I LSBT . % zeroize A& MTEAIBIN], I 69 T & E
Sun Crypto I 4000 47" . BEMIBRLAEAE R G MBI SCIE, 50 O
SR IR 2 R S o o B AT T B B S, T LA 25 3K

R — WA S IR, s g AR A R B S, AN AT B i
JE o BERETRON S ARSI T, 2R P Web ik 55 At/ B BRI 55 4% o

IR — MER Sun Crypto I #s 4000 #AF2 /iy, WEEAEAT S Sun Crypto Nd &
4000 BEC AL HI ) Web Jlgs 35 I, 1X5e Web IR 45 2% #0802 TAE .

T B

WOAREG s M pkgrm fir 4 SUMBR &9 M B

BIR — RN PAT AL PRI R o ASFZ U R B AR L 2 7 AR S
B, JF a0 s At T8k 2 .

WR 22 T A AL, UL AR e s MU BEAT BN -

# pkgrm SUNWkcl2o SUNWvcav SUNWvcar SUNWkcl2a SUNWkcl2u SUNWkcl2r
SUNWvcamn SUNWkcl2m SUNWkcl2i SUNWvcaa SUNWvcafw SUNWvcau

R - TR Sun Crypto i #% 4000 A (1) SunVTS MR F (SUNWveav) i,
WA SunVTS IEAEIBAT,  WIFE 2 ol b 2 J5 6 20 SRS I 2R e, LA S 3 vl ) 19 R
P27 . ATEAIE B, WS WIEN SunVTS SOk,
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ok

[LINERE eI Ea 2

REEA AU E Sun Crypto JIig#§ 4000 UTP Al MMF LUK M 35 RL %% 5T F 16 vea
WRWENFT S AFAFELLU LT

% 19 70 “Sun Crypto HII##} 4000 LK M & & KT (vea) Z4”

927 W “WE vea WEEFSH

%5 35 51 “fiiJH] OpenBoot PROM 4452 HUiA HI 1 2y i mle i i A =7

%5 37 T “Sun Crypto Ji##s 4000 0% R LUK W 3K S FE P 3 G it

944 TU “MGRCE”

Sun Crypto fli# s 4000 DLK M 32 - 2K 5
Y (vea) 51

vea WA IKAIFETHI T4 Sun Crypto Ji# #5 4000 UTP # MMF BUK M 15 2% R4 1
vea JFFEFF S Sun Crypto HE 4§ 4000 ) UNIX pci #ZFKJ&ME pcilo8e, 3des
(39 108e &) R ID, 3des & PCI 4 ID) i

A AF I E vea WAMNFRT S, i H e LR —4 Sun Crypto I
#% 4000 B o AR EAA THRH BT Sun Crypto JHig#s 4000 LUK M 3 2% 1Pk BE
HULH T AT 1 vea WA IKBIFE TS50 HIC & 715 .

Sun Crypto JI##% 4000 LUK UTP FI MMF PCI & fc#s v L% 5 30 7T “8E [ 3
PRI ha s AR A AT B . BRI OL R, vea B LI ABIPR AR
HEEErmm GREBARAE) — 2 8RE, DIEPIE TN speed. duplex Fll 1ink-clock

SRS RO BAE R . AR KR A % 1000 Mbps I, 1link-clock 44

. vea WA AT LARE BN 7RI S8 S 41 s 2R A

19
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iit IR - THOIEMEEE:, BRI M —A speed. duplex Ml link-clock

(HI&EHT 1000 Mbps) Z:5 b2 [m] I AE H 2 P i A X sl A AT 3. Wl
BEREAAE XS ATAT— NS HORTEA R B R T AR, WSS Il asi s, AU
Wi, WS 35 i “fliH] OpenBoot PROM A #EH: 240 FH B 8l Wy i sl B =7

KR S HUE A E X

%315 T vea WA WS FISHNBE

#®31  vca WHIFLFSEL RS W]

2% K& EA

instance s B

adv-autoneg-cap il BRI S

adv-1000fdx-cap 2] BB 248 (HLEMT MMF &R
adv-1000hdx-cap BHE BAER 24

adv-100fdx-cap il ARS8 CGUEH T UTP &R
adv-100hdx-cap il BAERASH CGUEH T UTP &R
adv-10fdx-cap il ARS8 QUEH T UTP &R
adv-10hdx-cap EiliE BAERASH UEHT UTP @R
adv-asmpause-cap BRE R ATIE 2

adv-pause-cap BRE R ATIE 2

pause-on-threshold  HfI'E Wi HS

pause-off-threshold HfI'E Wi HS

link-master RS 1 Gbps HH B S5
enable-ipg0 2] FOVFAE IR HR 0, 2 Hi A T A A M  SER
ipg0 2] PRIEHARAZ T RS EIR

ipgl il MO ARG 2 5L

ipg2 S B ELOR IRTRE 2 5L

rx-intr-pkts il F e v B e

rx-intr-time BHE F e v B e

red-dv4to6k B BB HAS IO A0 B 0 5 5 R
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®31  vca WARFSHL REMUH 48

B8 K HEA

red-dvétosk g B L4 AR IR0 5000 €0, 5 37k
red-dv8tolok Eeilie BB LA A 00 A0 B 0 25 3 R
red-dvloOtol2k Eeilie BB A 00 A0 B 0 25 3 R
tx-dma-weight BRI PCI #1154
rx-dma-weight WRE PCI #: 1154

infinit-burst G PCI #: 1154

disable-64bit G PCI #: 1154

RS2

LUR S8 52 t1 vea SXEHFE P 1 SUEER AR A P W] (K A8 K45 speed Ml duplex #EH
S8 # 32 o T RIS BB E.

AR - WERSHRVIRBCE R 0, A EROZS . R UES TR BEE N 0
MZH, EUMRE R 0. BRIAEN T, RESHIRM vea WA MITEREIATRE

Sun Crypto Jis 4000 UTP &l i) 7 B G2 50 A T4 32 1 BT Sun Crypto
INEES 4000 MMF &AL as 2 40

w32 BAEBASH

28 HER

LU F 2408 T Sun Crypto J1##% 4000 UTP Fl MMF & Hi#%

adv-autoneg-cap HTEAF: A W] FR A b 1P RE
0 = SRl
1= A3 BRI

LU F240 & 1T Sun Crypto JIiE#% 4000 MMF &M 4% .

adv-1000fdx-cap E TR A 7 B PR A 1
0 = ANREZEAT 1000 Mbps 43 T
1 = AEWHELT 1000 Mbps &M T, (2RI
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w32 BB B0

28 HER

LU FZ #0317 Sun Crypto Ji#% 4000 UTP FI MMF & H# .

adv-1000hdx-cap FE B 7 B A M e 1P fi
0 = RAEUEAT 1000 Mbps - XL T.
1 = fgBIEAT 1000 Mbps XU T (BRI

LI F 253G T Sun Crypto JiT##$ 4000 UTP &L #%

adv-100fdx-cap BT A 7 W] PR A B 1 R
0 = ANREHEAT 100 Mbps 4HT.
1= REWHEAT 100 Mbps AW T (BRI

adv-100hdx-cap FhTE 70 0 A 1
0 = AREUEAT 100 Mbps 30T
1= AEHHEAT 100 Mbps 00T (BRIA)

adv-10£fdx-cap E T A 7 B PR A 1
0 = ANAEHEAT 10 Mbps 4= T
1 = fgEHET 10 Mbps XU T (ERID

adv-10hdx-cap R 75 ) A M T
0 = AfedEAT 10 Mbps -3 T
1= HEBSIEAT 10 Mbps 23T (BRI

WEREN LR S w0 1, AP iU R e I o R8s g
P S8 %c o 0, WS B LA BRI S

NOTICE: Last setting will leave vcaO with no link capabilities.
WARNING: vca0: Restoring previous setting.

ER - £ LRI, veao f& Sun Crypto I #s 4000 B (115 % A FK, oy
vea FoRfE—/> Sun Crypto JIHids 4000 Bl 74T i i da 2 BRI I 4 IR 5
B, veao MG S A 0.
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TAEHIZ AL

vea WAATEW AL (ki%E) Mk (B #7& EEE 802.3x Frame Based Link Level

Flow Control Protocol Z3K [ E {5+l  [FI SR I # iy, vea 4% AT DABRAR L
RIFEHZF, BH, vea BEAIETT LU AR i DL R 1 SR AE ROk A B L R e R
CIn TR SRR LTI RE ) o BROATE UL T, SRSIFR P46 A 37 i 3 7 B R 160
Bellee 5 fg

% 3-3 B T WAEHIEE IR T eI

®33 -SRI T UM

xigFx ER

adv-asmpause-cap MME i@ RLAEAI UTP GRS BT s B, vea B SURE LI 277,
0= %M (B

1=41FF
adv-pause-cap WSHEAWR G X, HAEIRT adv-asmpause-cap 28 M. (BRIAME = 0)

SHE + BHE = BiEA

adv-asmpause-cap= adv-pause-cap=

1 180 adv-pause-cap i & EEEAEK
J7 1l o

1 1 RSN R %

1 0 RIERASALA L

0 1 BEIE RPN A

0 1880 adv-pause-cap ZHUfiELFTIT
AR 5 TR .

pause-on-threshold SE S (RX) FIFO HH 64 7 E i $ee, X nl LA# AR 4 ik XON-PAUSE i,
pause-off-threshold X RX FIFO ") 64 T BB, & n] LMEH A st XOFF-PAUSE i

¥3%5 BREERNEFSH
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TIRAT o PR S HL
ST TIC B, IS M T 1ink-master. MA, AHHUTIFGER =R A

FERXFMEIL T, WSHOTLARFE AR . W RASHRBL BT IR BERE e %, T ]
link-master ZHIFE vea WAL E B & .

w34 RO S

B L)

link-master WA 1R, %S508 HEEEE (BEsEEk A R &) «
WA 0B, ZSEUEHMNERE (BEFEEk s TR g) .
CERUO

e an cos Al e S
vea W SCFF—F 440 enable-ipg0 BYA gmFE .

MJEH enable-ipgo (BRIN) B, vea WASTERIEBHEE 2 Hr B A AMME) LER
. X—4ER (H ipg0 SHWE) X ipgl Al ipg2 ST LR 4N 7S
WA ipg0 ZEIR ] DA RPN Z .

Y25 enable-ipg0 B, ipg0 SEHSW AN, HASECHIMIIER. B,
HAFHH ipgl fl ipg2 ZEEMIER . R HE REFFEERIE K e ST,
%25 1] enable-ipg0. CJEM] enable-1ipg0 MRS ML ] BERA 78 1L 1 A] .
AT LUER W E ipg0 50 GERE 0 % 255, X715 IR IR SR8 sk
HISEIR I ] . % 3-5 X T enable-ipg0 fl ipg0 S#{.

%35 X enable-ipg0 fl ipgo &%

8% & L]
enable-ipg0 0 JiH] enable-ipg0
1 251 enable-ipg0o C(ERIAME = 1)
ipgo 0 % 255 W) R S R B AL (Rl (A HE IR

T CERIkED  (BRAH = 8

vea B SCRE AT g A K K CWIOR (R 24 (IPG, interpacket gap parameter) ipgl Al
ipg2. & IPG & ipgl 5 ipg2 2 fil. B %)y 1000 Mbps B, & IPG 4 0.096
(DCUN
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% 3-6 I T IPG ZEHIERAEL AN SR VFAH

w36  U-SHARBYCKN RS EUEN Y]

B% B (FHEhE) L]
ipgl 0 % 255 BBk ARG 1 (CBRIAE = 8)
ipg2 0 % 255 BRI R RE 2 (CBRINE = 4)

BOATEOLT, WEFEPHs ipgl BA 8 AR, ipg2 Wl 4 T[], IXLEHE
PRUE(E . CF IS TR FRiE I 1% 1000 Mbps R§E4% ik —AN 15 BT IR I T )

WURAE R M 2 rh, R G UCH) IPG i) (ipgl 5 ipg2 <A, JfHEA]
V7 1) D59 26 R B AP A4, 1 IE M0 ipgl M ipg2 MIMH, DMESHE REMKK
IPG I A —2K.

SRLTE =1

37 R T B WTE B

®37  HTERBUIAK RX RS 78
FRER E 58

rx-intr-pkts 0 £ 511 HAEE F—ANE s, ke AR G
. REFRRLEI AR, BRAME =3)

rx-intr-time 0 % 524287 HAH L —AMEUEO)E, 285 4.5 M (usecs), RJE T,
TAHRRTE E R  CERAME = 3D
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FENLIE I & 3T S
BT BRI FIFO SR E A MR 6. AL T, SRR,

FIFO (5 HIFRIE 2B [N, K SR TE MR Zr it . 2 FIFO 5408 hnin
WA M2 . FEHEdEEREARES, BATEAG .

%38 RXPANLILAIALIN 8 17 K=

FREMR & L]
red-dv4to6k 0 % 255 4 FIFO B KT 4096 7715 H/NT 6,144 7751, EHIM

BEALEL AR A B Bk dd . EFMR A LEZ 125 |
AR AT ROE . BN, WREONAL 0, W EF
U N B AR O RS — AN R . (BRIAME = 00

red-dvétos8k 0 % 255 2 FIFO B AT 6,144 775 H/NT 8,192 75, i&HM
BEMLEE TR RIS B B R . MR LI% 125 F
SRR TR e . B, Wi AL 8, MSEFF L
JE P A \ A B P S M R, CBROAME =0

red-dv8tolok 0 % 255 24 FIFO HIE KT 8,192 745 H/NT 10,240 74k, &I
BENUIR AR AR U B K. EFMRTL% 125 1
S AT B . i, WEE AL 16, WSEF L
G P R\ B LR AR AN L. (BRAME = 0)

red-dvl0tol2k 0 % 255 4 FIFO MIfE A T 10,240 745 H/NT- 12,288 5241, 3 F 14
BEALBE TR B EF AR, EAMETLZ 125 H
S LE R EIATRE . B, WRBHAL 24, MISEFIL
JuE W R ) N s R — N . (BRAME =0
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PCI M2 134

AR LSS HOR B 2 PCT LI fE,  ITAELS 52 RN HIRE P gk A5 S8 45 (1) PCT HL3%E
Phe.

%39 PClEZ%kEOSH

28 HER

tx-dma-weight T A1 B AR PP R R % (TX) il A 3G DM 4 HLEh
0% 3 CBUME =0 . REZREABIMNIMB. HeERr A EE
HITEAE IR LA 2 D4 e B e A A o g an, 4R
tx-dma-weight =0 H rx-dma-weight =3, | L RX 15 #F4k
HEAT, RXGB{EVIN PCL RSS2 TX W55 i PCL L4 8 i
(RE2 1) 3 K% »

rx-dma-weight T 58 E NG FR A A P b B2l (RX) il T (0 s 188 R 8. HofE ol
0£3 (BRiME=0).

infinite-burst Y E I Z 5 H R G0 FE infinite burst CEFRIZH) IhAENS, ARUF
{EH IR PEETHAE . BB AN, BRI E W Btk
ek, HENOE 1 (BRIAME=0) .

disable-64bit K PG 2 1) 64 A1 ThEE

W X THET UltraSPARC® 19E S, BB HUIMEIAETRE R 1.
XF5ET UltraSPARC 11 (1)1 5, BRIAER 0. JLMEN 0 5L 1
CERNME =0, RIE 64 fL3hEE) -

WE vea BRIP4

AR PR TR S vea WA WEIFE P IS HL:
n i} ndd StHTEF
m fff veca.conf 4

WIRAEH] ndd SEHIRERF, WP 1 2800 AR TR 8 RGUR R IR 08 T IA S5

B

TSR ENSHEEN R RAGREFAE N, 15008 /kernel/drv/vca.conf
SCHE, HFEREAN RGP R SR ER RS A, MR In A ERSHE. R
R, WS 32 1 “fFif] vea.conf XX EWNTFEFSH” .
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i nad SEHREF KBS
HEFTT nad SRR A, BT B0 S0 1 T 5 R A AL

PUR LA Bl vea BWEHFEFA ndd SEMFER G (] -set &0 BN
(AH -set I B— vea WEINSH.

RAE ndd SEHIRE R (1 e 44 R
1 ndd SEFRDFPIRERE R vea WA IS BN, WAL AR I BT

. KA /etc/path_to_inst Cfk, e SR RAHOCHBIRYS . AW, ESH

path_to_inst(4) MEHLTF M.

# grep vca /etc/path to inst
"/pci@8,600000/network@l" 0 "vca"
"/pci@8,700000/network@l" 1 "vca"

R 7RHIH, 47 A Sun Crypto g #s 4000 LUK RBIFEK B O 2 niE Rt de. B S
& 0 1,

- BB e i et o

# ndd -set /dev/vcaN

AR - AR AR, N R &R .

s o BRSNS, R S0EF Ik,

AEAT HAIAZ H AR

ST AP ndd sSERRR

m IERHARA

m AT H AL

IR BT, AT LS AT SE AR BT AN R 2. T EZm LR, B

R SRR AR, R DA SE R R A B B 2N S 8. AR
TEAME L, 125 ndd(IM) BEHLT-HE 0T
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AR G ndd SEHEE
AP TR R R B

PER BB, WEH -set B
WHIRIZIT ndd SEHFRF I -set I, SEHFRPREAL [ GZAEIN 5 BLLE ¥ € 1Y
/dev/vca WAFEFHIRL) , B IHLHBLLSHL:

# ndd -set /dev/vcaN parameter value

EHAER adv 240, i L o —WISRELF BRI B -

- link up 1000 Mbps half duplex

RRASENNL, eS8
BN -set LI, SHLEWERM, SSURFPRTEE NRSIRF B, RRY
TRESHAM R, R FTEZAA:

# ndd /dev/vcaN =47

AR M EH] nad SEHFES

R R PSS HAL, WiiE ndd /dev/vea, WFPimR.
ndd SEHIFE P Bl G 2 b B A S 5 A K

# ndd /dev/vcalN
name to get/set? (Enter the parameter name or ? to view all
parameters)

WMASHAHR)G, ndd EHARFPSERNEMASHME (3E31 £2£39 .
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o YA vea R Z RN S8, WA ndd /dev/vea,
(CHRZHUY, EZ %31 2£39) .

# ndd /dev/vca

name to get/set ? ?
? read only)

read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write

instance
adv-autoneg-cap
adv-1000fdx-cap
adv-1000hdx-cap
adv-100fdx-cap
adv-100hdx-cap
adv-10fdx-cap
adv-10hdx-cap
adv-asmpause-cap
adv-pause-cap
pause-on-threshold
pause-off-threshold
link-master
enable-ipg0

ipg0 read and write
ipgl read and write
ipg2 read and write

read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write

rx-intr-pkts
rx-intr-time
red-p4k-to-6k
red-p6k-to-8k
red-p8k-to-10k
red-pl0k-to-12k
tx-dma-weight
rx-dma-weight
infinite-burst
disable-64bit
name to get/set ?
#

BEE H Bl i s B
R AR BT LA REAE 3 D SRR T S

m speed
m duplex
m link-clock
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BN T, KRGS NXEFESEUaH Bal it MXESHI4T B3
BiEUT N, vea WA SHFEEAKMEMEAG, DAV A B3R MR It AE . 2 st
SHBE auto ZAMNIMEN, AT, FREMREIRES TR BEREESE. Emtl
BT, BT speed SEMEAIN—3. AXRWEM, ESMUE 35 11 “fFH
OpenBoot PROM A2 503 H 1A 8h b g slsm b=t 7 .

ST BT R R

UGS 1) P 28 0 46 AN RE A sh B Aol s AR d AR R Al H 4% speed.
duplex 8 link-clock Z4{, WWLIYE vea ¥ FEEH B,

UL SRR S B BN REE IR Be sy (B, ZSHbL) R SORR Bk v -

adv-1000fdx-cap
adv-1000hdx-cap
adv-100fdx-cap
adv-100hdx-cap
adv-10fdx-cap
adv-10hdx-cap
adv-asmpause-cap
adv-pause-cap

A RIZEESFH U W I T BEA, 152 W% 3-2.

. Pt adv-autoneg-cap ¥ N 0,

# ndd -set /dev/vcaN adv-autoneg-cap 0

HEHAEE ndd 240, B B Bos— MERBLT LU R A R

link up 1000 Mbps half duplex

AE - WRZEA A EAE, WLGf speed. duplex fl link-clock (H
IEH T 1000 Mbps) S AR M AE. AU, 15205 35 70 “AiTH]
OpenBoot PROM 4 #4203 1] A 2l 3 p s il
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i veca.conf X RESE

AT LB ] /kernel/drv H3 NI vea. conf XXHF RN B k45 2 s
SRR . SREARRSE 20 1 “IKShFE P SHUER T X7 hHH IR &R AR

B8R - iH2IME /kernel/drv/veca.conf XA M EINSH .

fRILEFEAN R, 12 preconf(l) Ml driver.conf(d) BALFM 1. TR
N THE vea. conf CAFH B ESEIIRE]

b E AR RE ] TR I A A . 2l vea. conf AT Sun Crypto
Inidids 4000 BB EASR, WFIELL F =4 iR BRI, k. o
Hudlk o

i vca.conf XA B IKEIFE TS5

R GERBD vea BERIBIES IR AR

a. K7 /etc/driver_aliases UM, i S5 AR ARR,

# grep vca /etc/driver aliases
vca "pcilO8e,3de8"

7 L7 B, 5 Sun Crypto JINTE#E 4000 AT IKSIFET (vea) FHIR B % A FR &
"pcil08e,3de8”,

b. f£ /etc/path_to_inst LRSI Be45 HARAIVE S o HAL o
FRUH, 152 path _to inst(4) MEHLTFM UL,

# grep vca /etc/path to inst
"/pci@8,600000/network@l" 0 "vca"
"/pci@8,700000/network@l" 1 "vca"

fE LR, o =R BB BIRRS AR IR B R P A4 K
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FIRIRBI AT NI SRR A TR “/peies, 600000/ networkel” . W &R
PR AR AR XA BFR WA A AR ST, AOCU, S
% 3-10,

%£310 WREELIK

EEREZBEEN RLFZFEIREBS PREWBS BITihi
"/pci@8,600000/networkel” /pci@8,600000 network 1
"/pci@8,700000/networkel” /pci@8,700000 network 1

BHE vea. conf AP BIEIARIN PCT B, W& IS8 SRR AR 40k (Bt
YRS WRAFRIR TR o £k PCT B MU I PEAIGE S, 1621 pei(4) BAL
F L.

2. fE /kernel/drv/vca.conf XMk LR AR E S

E R H T, RENFEAFEE Sun Crypto I #E 4000 LUK M 5 #4251
adv-autoneg-cap Z#.

name="pcil08e,3de8" parent="/pci@8,700000" unit-address="1" adv-autoneg-cap=0;

3. P#ff vca.conf Xk,
4. PRAFFISCP AT SO B it , SRRIBIRE O R
5. RMIRGEBS RS

i H vea.cont XA AT Sun Crypto JNIEAS 4000 vea &7
WEZH

R 2 B AS EARAFR (& ARFIR TR , WRS SN Sun Crypto fild
2% 4000 LUK MW & 08— MR S S 40

Vv i vea.conft XA A A Sun Crypto MIE A 4000 vea 7%
WEZH
1. {E vea.conf Cfk, RN Z40 = 10 ; m-—47, WSO BIRN S8l .

N RBPE TAT Sun Crypto JidE#s 4000 LAK 9 ¥ 2% (4 —MIIFE
adv-autoneg-cap ZHEB N 1:

adv-autoneg-cap=1;
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vea.conf X
T2 vea. conf IR

#

# Copyright 2002 Sun Microsystems, Inc. All rights reserved.
# Use is subject to license terms.

#

#ident "@(#)vca.conf 1.2 02/06/26 SMI"

#

# Use the new Solaris 9 properties to ensure that the driver is attached

# on boot, to get us to register with KCL2. This also prevents us from

# being unloaded by the cleanup modunload -i 0.

#

ddi-forceattach=1 ddi-no-autodetach=1;

name="pcil08e,3de8" parent="/pci@8,700000" unit-address="1" adv-autoneg-cap=0;
adv-autoneg-cap=1;
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fif H OpenBoot PROM A #5240 A
SERNHE G SR

ifiid OpenBoot PROM (OBP) Jtifil, #m]H5 LTS 8BAAE H 2 i sl il
S (En

Fa11 AR RASH
B8 ER

speed WSHTLIBEY auto. 1000, 100 B{ 10 ; #EEWIF:
e speed=auto (BRIAE)
® speed=1000
® speed=100

® speed=10

duplex WEHA LI autos full 8f half ; BEWF:
e duplex=auto (ERIA{H)
® duplex=full
® duplex=half

link-clock HH speed 2%} 1000 5f# /1] 1000 Mbps MMF Sun Crypto % #% 4000
B, SESEAEH . ESEE IS B % B B N 5,
MAHEE ) master I, WIEEEAKIERES AN slave. LSETLL
%4 master. slave o{ auto: IEVEUIF:
e link-clock=auto (ERIAMH)
e link-clock=master

e link-clock=slave

BRI, D AEA MR AR AR AEXUT IEFIEC S speed. duplex Al
link-clock CHIEHIT 1000 Mbps) Z:4(. AHBEEEFABEHAK LI —A speed.
duplex fl link-clock (HI&GH T 1000 Mbps) S 4iTE H 31 F SR HIB T
BATHAE . M AUV auto I, SAEFERAEIZZSE A S P A N 2E4T
HAE. WAL OBP #5577 FARMAZE, WARGESKHSHHEEINEN auto. I
BB auto ZAMUILEAN, S MEAMBERLAE 1ZS B s B R BT HR A

AR speed Ml duplex ZHl HANIFIBIN FERIEN, 1R HHAR B 100
Mbps BHHIG, I L T 200 LR 0 LB, Rk 0T LR 100 Mbps 52 10
Mbps (I3[ LA K AT o TR A TH A o

i speed ZHUE MBI N AR, AHIUEERL) speed {H LA HERAK K speed fH

FICRC. 01 M B RIGEE AK FEXUIT I Quplese ZPHORICAL, WIAT BLUATRERE: (122
BT b€
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HAMBERL ) speed ZHBIN AN RIRIN, SEHZIKHER) speed SH8BOL MR
W, VAT DU, AT T speed (H & 15 AT 76 AR H BRI REE K £ XU BEAT
PR . BROATEOLT, A SR B O S 2 2R U TR R (R
HPEVLRCI ) o BN LR L — AL T B st RS, A s il
(K14 Lok A speed 28 AN T S8, XA AN “IFATRIN” .

fi IR — TEACA— B g e B 25 S B0EE ph e

X BRI N B ABER S AL, AU auto ZAMIME. B0, 2Ny
M 100 Mbps HAE XTI sl iR, 57E OBP $etd FALL R4

ok boot net:speed=100,duplex=half

AR - EATHIRGIT, net EBAAIAL R 2% i B AR 500 4 . S mT LU
TR VAR (MAMEH net) RECEILEML B,

BT HAA FRE . A 1000 Mbps HAPEXUT @l CaE 42, 15 7E OBP 4R
PRI LLT i

ok boot net:speed=1000,duplex=half,link-clock=master

FE - AHEEET 1ink-clock ZEUEH WIS FEEAKAER 1ink-clock THARXS MY
BN, MAHEEEE) 1ink-clock {HW N master I, BEEKHER) 1ink-clock {H
WIRBEHN slaves

FEE AL E ) 10 Mbps (9B A sh P s, 1548 OBP #7575 MA
LAN i 4

ok boot net:speed=10,duplex=auto

T T UAE OBP $2/n 5 N LLU N dird, DUESZ 5 7= A [ (A H B3 2 4

ok boot net:speed=10

HRHAE R, ESH IEEE 802.3 3CHY,

36  Sun Crypto /ni%zE 4000 HRLZEFIA ¥R » 2003 £ 5 A



Sun Crypto JI#E 25 4000 Ji1%
%@ﬁ?%@%ﬁ

KA A kstat(IM) i 2R AHGETHE B

I KBRS v

% 312 S T INE AR T .

%312 NEIRISFETFE

LA M

B8 L BESFRE
vs-mode HAYE A4 FIPS. standard 8{ unitialized. fase
FIPS FnUAb T FIPS #5830, standard F/RHA
AbF FIPS #5838, unitialized FRBAPIHIL.
vs-status HAE N ready. faulted B failsafe. Fag
ready KRB EEIER . faulted FRaRARIIT
#efF, failsafe /N failsafe Bisk, &M
JRAE ) RES .
— I:I A1 A}
DK M SRS RE > e it
%313 WA T LUK BRENFE 7 G vk 5 S5
%313 LKW FPE
8% L BESFRE
ipackets PN B . FaxE
ipacketsé64 64 PR ipackets. T
ierrors 2 MAC 81 P R 5 i T G2 Ak B ) A B FaE
K.
opackets E SUBNE ANy S SN e e/ TE IR faor
opacketsé4 W SROm B DR SR A (64 1) . faE
oerrors PRI T AR BRI A I S L 2 (K fasE

¥3%5 BREERNEFSH
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#3413 LUKMEKEIREFS (48

B8 ER BESFEE
rbytes T R TR FesE
rbytes64 R PRI S T (64 D FeE
obytes TSR B AR R T E FeE
obytes64 TR R RO T (64 A1) - FeE
multircey ﬁ(ﬁi;ﬂj‘%&ﬁ@%%i&ﬁ@%ﬁ, FLAGZH AN L) g Mk FE
X o
multixmt i(%‘g)ﬁii%%%ﬁﬁﬁﬁy AR LRI 2 B bl FaE
brdestrev I T R a S (KO . FeE
brdestxmt WERBGEN) SRR (KO . FeE
norcvbuf HITIEvE o B K B B e g2 s, ARG FeE
AR EF LIRS (K .
noxmtbuf I T RIAGeph S AT, B RO w20 S T A 1Y FaE

orkd, THERIL N EE AR AE (O.

% 3-14 N4 T RIEFEW MAC 5% .

%314 TX Fl RX MAC 11 %%

2% e BERTRE

tx-collisions T SEhIIG IR SR, 16 R
(OAIDIIE= A2 Edeiibe g

tx-first-collisions T AEE LR AP — IO — AR

AR Bk, (HEE Rk
R, 16 Gl A SR

tx-excessive-collisions % T HH A1k B KB & — ko AFE
Rk, 16 Arn] gkt B R .
tx-late-collisions KT R A PP R — MUK %, 16 {71 AFE

nEHEEs R . ER8 TMAC 76
Ji%E /D Minimum Frame Size (F /)Mt
KN P S5 R B e 1T 2 3 )
Wik, WE, ERARME LROHF—A
i SUE T T T R R B K 2T .

tx-defer-timer TXMAC 7E 2238 R 1% Wi ] HER P 2% 1 e
HREAEES, 16 ALl In# iy 2% 3 & .
VI B2 R T E B B2 A 071 B Ak A
256,
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R 3-14

TX 1 RX MAC %8s (48

28

WEA

RERTRE

tx-peak-attempts

tx-underrun

rx-length-err

rx-alignment-err

rx-crc-err

rx-code-violations

rx-overflows

rx-no-buf

rx-no-comp-wb

rx-len-mismatch

8 i fids, o B LK fr a2 R
BE— YR R IEW e KIE B R H - B
A BT 255, WRBUORIIK
AWIRE S R B 255, WHZH A2
KT %A Ar A SRR R
HEH%E.

P 2 BB A B
TSI

I W 5 2K KT Maximum Frame
Size Register (HAWUR/PNEFIER) T
BB 5, 16 A al Inait s i)
Wi,

FERROM A I B HERT BRI, 16 {7
I A et h él%i‘LlﬂUl]ﬁﬂiHnLL
CRC ik, Hmitd &R+

H (APLARLR IR RN A RERY 8 B,’%ﬁﬁ)
I, RGUI SR R HER R .

EOBUR REB IS CRC RN S%, (Hib
R R EEIPIE N1 /PS
NI 8 BRI I, 16 bt A
IR

ERWUN IR, XCVR @it MIT 42 %
Rx_Err 8750, 16 A7 v in#d v 2as 1
HE . MR A3 1 F e A A D 3
THACHIN, BIa A der. BalAShs
Hi I AW 4 FCS sl kAt i

T Z BRI A 2 A7 00 DR R4
TPE B B2 R G2 o 2 TRV T e
ERVEEITN G

BEAFTE 0 A OB el A6 52 e H
WKHL
LR HLTA WG
N6

16 LRI ANk

5 SEBRM AN

AFE

AFE

AFE

=

$3=

EERHEFSH
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AR LUK B (% 3-15) s ML REMBERAK AR RE AL A 820«
2 3-15 FH T AT A LUK P R S ko

%315 AT AUKMBEE JE

B8 HER BERTRE
ifspeed 1000+ 100 E¢ 10 Mbps fase
link-duplex 0= WL, 1=4MT fasg
link-pause f;;ffiﬁ?%ﬂ@%ﬁﬂ*ﬁ{%ﬁﬁ, THZ B 23 T U e
link-asmpause ARBEIRM AT BE, HS 5 23 I “UHEH e
link-up 1=Ja3), 0=XM 5y
link-status 1=133h, 0=kl B
xcvr-inuse 2 EAEAE T RO AR 1 = W MIT, €

2 = 4N MIL, 3 = 4Mi PCS

2 316 4R T KA AT (MIT, Media Independent Interface) ¥ P fE. X 44
S T8 AR . T IRALA BBk 742 1 (GMIL, Gigabit Media Independent
Interface) 2§ FHI T AT RE .

%316 Hif vea WATERE

28 ER RESTRE
cap-autoneg 0 = AR AshR FeE

1= RER A SN PIi
cap-1000£fdx A 114X T R e

0 = AfEdEAT 1000 Mbps 43 T.
1 = AEWEHET 1000 Mbps 4% 1.

cap-1000hdx A M 2P XU T R s
0 = AgEHEAT 1000 Mbps -3 T.
1 = REfL T 1000 Mbps % T

cap-100fdx AN HBE 4T g FaE
0 = AREFEAT 100 Mbps 423 T.
1 = figW% 14T 100 Mbps 42X T

cap-100hdx AP TR R Fase

0 = ANREIEAT 100 Mbps 3 T.
1 = &M IET 100 Mbps XU T
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%316 ¥ vea WHMRE (&)

B4 L BESFEE
cap-10fdx A 140 T A ks
0 = AfeEAT 10 Mbps 42X T
1 = #1710 Mbps 43U L
cap-10hdx AP TR R Fase
0 = AfgEEAT 10 Mbps -3 T
1 = REME T 10 Mbps 3T
cap-asm-pause  AHuE FTEHI B s
0 = NRERATIEX FREF45
1 = e MASHL B A PAT IS FRE 15 (ZP05R 23 T
CREBERSETD
cap-pause AN M2 s 1 e s
0 = NEEPAT X FREH =
1= BEEPATHFREME (S5 23 T “WIEHIZSHC)
H 0 N2 pay
T B AR A R
%317 AT RS AR RE
wa17  HEERIK R
% L] BRESTFRE
1p-cap-autoneg 0 = L HENP Fase
1= H3hHH
1p-cap-1000£fdx 0 = AFEREAT 1000 Mbps 4% T K% FaE
1 = 1000 Mbps 4 T.
lp-cap-1000hdx 0 = ANREHEAT 1000 Mbps X Tk 1% faz
1 = 1000 Mbps 31 L.
lp-cap-100£fdx 0 = AEEHET 100 Mbps 42X Tk 3% T
1 =100 Mbps 4% L.
1p-cap-100hdx 0 = AHEEEAT 100 Mbps X T. K% FaE
1 = 100 Mbps M T.
1lp-cap-10£fdx 0 = ABEHEST 10 Mbps 42 W Tk 3% FasE

1 =10 Mbps 43T

¥3%5 BREERNEFSH
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w37 HUREERAKPEIERE (2B

2% L RESTRE
lp-cap-10hdx 0 = ABEHEST 10 Mbps W Tk % FesE

1 =10 Mbps XL
lp-cap-asm-pause 0 = AEEAT AR RS FRET {5 FoE

1= M THERAKFEERERI AN FR T 1S (21
23 0 “HAEHIZET)

lp-cap-pause 0 = ANREAT X FRET 1 FasE
1= BEMGHATHIFRE 5 (B2 23 T “Utdal
%%22' ”)

WERBEBAK PEARERAT (B IR (*4 1p-cap-autoneg Jy 0 H) , 2% 3-17 HHILR
HEAEH, IFHSHMEH 0.

WA PR AT A 20 (Y 1p-cap-autoneg K 1 B, WIEAER A2
BERLAKPEPERERS, Bt Lo WoRd AR5 B .

% 3-18 /e T KA R L IS 4.

%318 WIRTLEHSH

% L BESTRE
1b-mode AP IARGL CnRA IR M. AFEE
promisc LA ESHN, AL TRAGE. BEM% AEE

ZH, WA TRA R

DI PR 6 4

£x-wsTv KIS AR

tx-msgdup-£ail SRS B LS AR

tx-alloch-fail SN 7SI AR

£x-queueo (A MEAEREDS SRR R B ARE
Hit.

£x-queuel (BB IEREB S PSR R i RRE
Hii.

£x-queue? (= EIE LS PSR R i R
Hi.

tx-queue3 R BEAERED S PSR R B AR
Hit.
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w318 WP EHSE &)
% tER BEIFBRE
VIR Mo 4%

rx-hdr-pkts e T 256 -1 AU A E . NS

rx-mtu-pkts RN KT 256 7345 H/AMT 1514 T 8 (0 AE
k.

rx-split-pkts Bl 2380 A A T ) e L N i

rx-nocanput HH T RE A 1P iR IO 2 5 (0 Bl 0 450 . Ny

rx-msgdup-fail ANBEREAT S 0 £ 0 0 Ny

rx-allocb-fail B3 2 T Y B AFE

rx-new-pages LE BRSO A 4 B 45 11 T4 Ny

rx-new-hdr-pages WE/NT 256 BRI T, XLETIAE NS
BB A 2 4 e

rx-new-mtu-pages A5 KT 256 775 H/AhT 1514 5 a1 AE
TUH, X TR B R Sl e

rx-new-nxt-pages A EWLEAEZ AT L EIN I AT, X AfRE
ULE RSO ) = 0 e

rx-page-alloc-fail  GU4MPC RIS NS

rx-mtu-drops FH 5K ) R 7 TR B 3 TR B 4 — 3 UK T AE
256 T H/NT 1514 FAS AR AL, T sk
OB E IR B

rx-hdr-drops FH T IR SRR 3 ey S BT TSR B 4 —HE T Ny
256 T IIE PR AL, T IE R TR

rx-nxt-drops T IR SR eV i BT R B e L B AR
AT, T 2 T T 3 R

rx-rel-flow X BT A S SRR T PR I B o Ny

LUK PCI JE

rev-id Sun Crypto Jnid#s 4000 UKM & MRA ID - A
TR B BT s AR A .

pci-err B s PCI 455 1 B o A

pci-rta-err e 2 H A b i vk B AE

pci-rma-err e 4 b SR . N i

$3=

E EERHNEFSH
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w318 WP LHIZH 4

2% L BESFRE
pci-parity-err R E) K PCT w3 A I AR i . AFEE
pci-drto-err IR 34 F 1 N ik 2] R I AFE
dma-mode E )%un Crypto JIi## 4000 JENFLF (vea) AraE

vV AR AR RE

® I, MiA kstat vca:N Wb

# kstat vca:N
module: vca instance: 0
name : vecal class: misc

AR — LR pIh, N & vea B MIHIR S . LSRN R IES L HistT
kstat i@ IR B S o

[ 4% P

ANV GUTAE R e P 2 FEE PO A L Jm G AR 2% AL

FC & R 2% L

GREWNFE PR 2 5, AU ER A LUK 2 14— hostname . veaN 3.
R, EXM4 hostname.vecaN H, N RREBEMHT vea B AMEIFES . bk,
B SITE /ete/hosts U H DR M $: O @I 1P sk Fl =414

. {E /etc/path_to inst LA AEEIEHING vea $: 0MBIREYS

Z:i path_to_inst(4) MBCHLTM L.

# grep vca /etc/path_to_inst
"/pci@8,600000/network@l" 0 "vca"

LRI RS 0.
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2. il ifconfig(IM) M4 EGHCINN vea 10,

] ifconfig a5 E MR LR IP ik, EmAITMALL T4, HHER S0
IP il &4 ip_address:

# ifconfig vcaN plumb ip_address up

AR - EANKRE, N R g s.

VR, W2 ifconfig(IM) BENLFUURI Solaris SCAY .
w WURERGE R RIS Z 5 VIR AR, I /ete/hostname . veaN
Sk, M N RREEAIG vea B HIBIFE S

AP 1 PRI vea SR, WA /ete/hostname . veaN S, Hirf
N FoRBRGIRE S, ATRBIN 0o WIRB BT 1, WSCHN A

/etc/hostname .vcal,

n ANEREAMEHR Sun Crypto I #s 4000 #: 06 /etc/hostname .vcaN
A

m /etc/hostname.vcaN AP BAEE N vea 5 HHF LA .

n EHLADIEA TP bk, HWAIZE /ete/hosts XHHFIH .

n UL ENA UG S e O BN AR, B,  /etc/hostname.vcao Fi
/etc/hostname . veal ANEEFEFAHEI ENLL .

% FHIA Sun Crypto JIE 2% 4000 4 (zardoz-11) HI% N zardoz ALK S, H7 5

HA NI /ete/hostname . veaN .

# cat /etc/hostname.hme0
zardoz

# cat /etc/hostname.vca0
zardoz-11

. £ /etc/hosts P i A2 vea B BIEMBISH
Bl

# cat /etc/hosts

#

# Internet host table

#

127.0.0.1 localhost
129.144.10.57 zardoz loghost
129.144.11.83 zardoz-11

¥$3E WMEWMEFSH 45
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ok

ff i vcaadm Ml vcadiag SEHFR P
‘B # Sun Crypto Ji# 4y 4000 i

AZERENAT veaadm Ml veadiag SRR, AL ILT:

m 47 5 “AfH vcaadm”

m 50 1 ‘U veaadm AR R

m 54 71 “ilid veaadm B A

m 556 i “iiid veaadm #1440 Sun Crypto Il #s 4000 4Rk ”
m 59 U “ilid veaadm EFREEEHEE”

m F 65 “ilid veaadm B

m 7000 “AFH vecadiag”

1§ vcaadm

veaadm FEFHEALE T Sun Crypto Iid#% 4000 # ) AT 5. KA 5 22 FE 1
M A Rt veaadm ST . B XA veaadm ##4 Sun Crypto JIFE# 4000
B, R Geaters B B EEI IR 2 42 1A RIE Y .

HTETVi M secadm F2/57, HAEMREATFEE Sun Crypto JIH#AR 4000 T H H 3%,
i

$ PATH=$PATH:/opt/SUNWconn/bin
S export PATH

vcaadm AT IELUIR
m vcaadm [-H]

m vcaadm [-y] [-hhost] [-pport] [-dvcaN] [-£ filename]
m vcaadm [-y] [-hhost] [-pport] [-dvecaN] [-s sec_officer] command

47
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AR - A -a @Y, vean ZEEREIBER A TR, ot N &R Sun Crypto i &
4000 B A GRS .

% 41 T veaadm SZHFEFIET .

%41 vcaadm &I

I &y
-H 7R veaadm T4 HIH B SR H
-d vecaN HEH 4 Sun Crypto JNHEEAT 4000 B (Forf N Fom iR (1 3R F) F2 7 7

). flhn, BN -d veal AW EEE R & veal, H vea B
WAL R, 1 ARENHIES .. ZERIN veao, HH
WACRH veaN #2l, Hi N RREZBIFRES .

-f filename fi#RE filename T —AEEA A IR
-h host #4925 host [ Sun Crypto I3 4 4000 .
host AR AT LA =H144 81 IP Mok,  BROAE 0 (A1 bl
-p port BB port EI¥ Sun Crypto MIEAE 4000 #2.  port IERINME N 6870,
-s sec_officer Pl BRI BB, R4 N sec_officer.
-y SHTAT IEH S n ik i A a b g <2

AE - AH SRR, A sec_officer 18 %4 FE AR

#HAEBI

vcaadm A% = FEE T, XU B E R T A IES veaadm BT
Ao X =P o By A SO RN A T AR 2

AR - Z veaadm, BMIHBHT 22 TH GRAE. 24 T S I E AR I
T AR
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B AR

[1Ng

%Eﬂﬁﬁﬁé>i%4t7: TN, BRLIHMT R EE G MRAE. PITed )5,
HHIZSIEH veaadm.

ERMARE TR AMAN, BHFERCHE TSR G e BB Mme.

B, fERarAEAT, FEGAE S tE e B HETTE S, RERHF
i [E] fir 4 shell $27R~75 .

$ vcaadm show user
Security Officer Name: sec_officer
Security Officer Password:

NI AR AR O 22 4 A sec_officer AT E SR, FFAEE IR EIE P web_admin

$ vecaadm -s sec_officer create user web_admin
Security Officer Password:

Enter new user password:

Confirm password:

User web admin created successfully.

AR - A DEME R TR, BRI web_admin (RS RIHIA R o

B AR (BT i A R ARE R . 2R T ARYE UNIX shell 77757 LA
OB E L A7

SR A
Ei#ﬁﬁ? ﬁ?%iﬁm%—%i#,@ﬁ%ﬁﬁﬁﬁéi%%ﬁ%ﬁo%?ﬁé
il ialii R = IEH vcaadms

yfI#&ﬁh%Amv,”ﬁhiwmﬁmTMM*ﬁm NI 1%
SCAFAZCN ASCIL SUA, FHATWE — A BARERYLUFTR #) k. WREE
Tiﬁﬁﬁﬂﬁ,vammx s 5 o — AN BTG AT AT S8 m 7R
81T deluser.scr AFPRaTS, TR AT HRRAEH € 1%

$ vcaadm -f deluser.scr -y

¥ 4E (FH vcaadm M vcadiag LAEFEIE Sun Crypto fiNiEEE 4000 # 49
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A H B

AR AT, WIS RS ER N T 22 EE G M RAE. X2 veaadm FIERA
PAERi . BEAL BN TIEBY veaadm, W logout 4. AR, S
250 U “ilid veaadm B FLE AR .

AL AR St RELT fep(1) IS I, AELEF I, — AT B
R HREAAZFY -y I

Wi veaadm B FHE H B

M AT 81T veaadm HAEH] -he -p M1 -a J@PE 0046 E FAL g 11 M it 45 1
RGO APR B2 a8 B0 R (IR C R M EIERD .

vcaadm FEFRAE veaadm W TP AR E 3247/ Sun Crypto Jnidi«s 4000 [}
AT M 2R (fFED .
TEVE A E IR, ARrT LAd e & [ iR LUK AT RSA A8 A & .

vecaadm HIKERERE, S0 — MEEEEFE (SHOME/ . veaadm/ trustdb),
S AL 2 A A TR AR I BT A B

1T veaadm ﬁ‘%*ﬁ
MR LEFEEEE NN, vcaadm 2l H194 F 8 IFHERCL T kIR :

1. Abort the connection

2. Trust the connection one time only (no changes to trust
database)

3. Trust this board forever (adds the hardware ethernet address
and RSA public key to the trust database).

U R e A A PR AR K AR UG ) B A E R, veaadm 2B % AT E IR
LA =Fhig il

1. Abort the connection

2. Trust the connection one time only (no changes to trust
database)

3. Replace the old public key bound to this hardware ethernet
address with the new public key.
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OB

AR - AFE LSRRI 2 TE veaadm A2 HAL FEIEE.

MERAFRIN,  veaadm WIRAEAEAREE A AT MBI A H o NIl R
il

# vcaadm -h hostname

Warning: MAC ID and Public Key Not Found

The MAC ID and public key presented by this board were
not found in your trust database.

MAC ID: 08:00:20:EE:EE:EE
Key Fingerprint: 29FC-7A54-4014-442F-7FD9-5FEA-8411-CFB4

Please select an action:
1. Abort this connection
2. Trust the board for this session only.

3. Trust the board for all future sessions.

Your Choice -->
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Sun Crypto fini&

ok O S SO AT 1) 3 B AR

MIER A O SO R R IR, veaadm W2 SSUE AT HCE e vh S5 A0 R
ZH o RIS O SO R YT 1) PR K s 1 o

# vcaadm -h hostname

Warning: Public Key Conflict

The public key presented by the board you are connecting
to is different than the public key that is trusted for
this MAC ID.

MAC ID: 08:00:20:EE:EE:EE
New Key Fingerprint: 29FC-7A54-4014-442F-7FD9-5FEA-8411-CFB4
Trusted Key Fingerprint: A508-38D1-FED8-8103-7ACC-0D19-C9C9-11F2

Please select an action:
1. Abort this connection
2. Trust the board for this session only.

3. Replace the current trusted key with the new key.

Your Choice -->

vecaadm #E/RA
L HBT 1 veaadm $ER-5FF 00 F Fios:

vcaadm{vcaNehostname, sec_officer}> command

TRAAT veaadm FIRFFAL E:

%42 vcaadm WIRFFAERE X

REFEE EXL

vecaN vea E—/NE7R Sun Crypto M 4000 B F47 . N Ron &l

Y (poohbb) , TR &BEA . BRRREABIRES 0
ML, WS 32 T “4ffH vea.conf XM EWAFETFSE” .

hostname Sun Crypto JH## 4000 B ELER N EHL L FK . hostname 7] F 42
FEHL IP Hohl Bk,
sec_officer M TR A T

R 3% 4000 #REZFFIH PHER » 200345 A




W veaadm 1B

FEAS AT AR, AT REARMWIIT L — R ERIFER 2 — MR, e e
B vcaadmo WREEWOT L — AMRERIFR 1, EFRN AR AR, A

logout fT&:

vcaadm{vcaNehostname, sec_officer}> logout
vcaadm>

HE, LR Et, vecaadms %ETﬁ/f\WmTﬁVi%Wf . BN ETEE A
BER S AW, IEMAT LT AIES ) connect M4,

%43 connect A HiESH

% ax

dev vcaN HEEZR RN FEFHIFES A N 19 Sun Crypto Jig#s 4000 #i. 4, -d
vecal RRNEE RS veal s WSHIIBINME LK veao,

host hostname EREE hostname  CERIMEZ[FIEHIAE) 1) Sun Crypto JHi##% 4000
Wo  hostname ] FHABE AL IP HhlH 4.

port port HERENG I port (ERINH 68700 L Sun Crypto Jid#s 4000 4.

Nk

vcaadm{vcaNehostname, sec_officer}> logout
vcaadm> connect host hostname dev vca2
Security Officer Login: sec_officer
Security Officer Password:
vcaadm{vcaNehostname, sec_officer} >

WS CEH 2 5 Sun Crypto I #s 4000 #, ) vcaadm ARV connect
ﬁﬁ/v\o T ZTE SR I, ARG A BEMI A connect T4 .

FERHHAT WS, veaadm 1 H AR Sun Crypto JIi #s 4000 [ 345 58 0 BT 1)
SARE, T ARG AR R PR A o
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NI A I

W veaadm FgA TS

vcaadm PP 215 5 H A8 Sun Crypto i #s 4000 BRACEAEH . 0T LU A\ dy 4
FAFERAE, Wl DU A R I3 GUAUE DL e AR dy 245 8 X 0y
FR) o filtn, LU sh RALE show, 1H re HWEEHI, BN EREA LLER
reset, WIJLIEERIR rekey.

NIRRT SR AT & AT AL

vcaadm{vcaNehostname, sec_officer}> show user

User Status
web_admin enabled
Tom enabled

FE LA sy, A Ay & P4 R K — 2038, Wl shus, WATLIRAG RIFEHIfE R .
AN ) i & 23 7 AR ) Wi

vcaadm{vcaNehostname, sec_officer}> re
Ambiguous command: re
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PAF a2 B

vcaadm W EAMOIIIGRE. TIRIGAHDN, AR EIRAS 5 2 3 B a4 SR T N
5 (?) PR WERCHANEERNGS, HHZGSAT P B RS (2), W
BB ENZ a2 . Bl

vcaadm{vcaNehostname, sec_officer}> create ?

Sub-Command Description
so Create a new security officer
user Create a new user

vcaadm{vcaNehostname, sec_officer}> create user °?
Usage: create user [<usernames]

vcaadm{vcaNehostname, sec_officer}> set ?

Sub-Command Description

passreq Set password requirements

password Change an existing security officer password
timeout Set the auto-logout time

FAh, BIET D veaadm $ORFF RIS, DWEFITH veaadm 4 A H B,

LUE
vcaadm{vcaNehostname, sec_officer}> ?
Sub-Command Description
backup Backup master key
connect Begin admin session with firmware
create Create users and accounts
delete Delete users and accounts
diagnostics Run diagnostic tests
disable Disable a user
enable Enable a user
exit Exit vcaadm
loadfw Load new firmware
logout Logout current session
quit Exit vcaadm
rekey Generate new system keys
reset Reset the hardware
set Set operating parameters
show Show system settings
zeroize Delete all keys and reset board
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AME veaadm ZZHBTR, 15 (2) TR AT P ER) shell BEATAREE. (EXFH
THOUN, TEORAE IS Z A 4 shell B U745

A HAE IR veaadm F2F7

AP AT veaadm iIBH: quit Fl exit. UbAh, WAl Ctrl-D 21454
vcaadm B H .

56

i veaadm #4646 Sun Crypto MiE 4%
4000

RUTE Sun Crypto JIHE S 4000 BRIRIS M5B RALLIEFVIL. WIIALIRI, 7%
IR . G, WEHR 73 1 “MSRIAE” . AL Sun Crypto
IR 4000 BEAL2 AL TR BEHIRE , AL FT AT 46 6 SCPERIRE AR, 22 AT AT I

HHIE.

I veaadm E 44 Sun Crypto JI##E 4000 N, RESFEREZIRILH N
R, YIS S A PR . veaadm $&7n B AAEAT
— MR AR AR P A B

#IgHtk Sun Crypto JNIE# 4000 He LS H 82 £H 178

. W% Sun Crypto M#s 4000 Bty REEM a S HERFF FHIA veaadm , A

vcaadm -h hostname (WERFRGAEMREFRS) » A& 1 UG :

# vcaadm -h hostname

This board is uninitialized.

You will now initialize the board. You may
either completely initialize the board and
start with a new keystore or restore the board
using a backup file.

1. Initialize the board with a new keystore
2. Initialize the board to use an existing keystore

Your Choice (0 to exit) --> 1
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2. GG R AR HRER (BB 59 1 “arHsR”) :

Initial Security Officer Name: &nyﬁaW
Initial Security Officer Password:
Confirm Password:

3. QIEHDIRHRE (BB 59 0 “Rrigk”) :

Keystore Name: keystore_name

4. 1EFE FIPS 140-2 BEXul Ak FIPS BiX.
40T FIPS #53XIF,  Sun Crypto HIHE#F 4000 #5 FIPS 140-2, #¢J) 3 5f%. FIPS
140-2 & —MBFRAE EACBEbRE, TR BB, IS e g i B e B R 2 4
PERE. AU, TS B LN M aESR A1) FIPS 140-2 3CHY:
http://csrc.nist.gov/publications/fips/fipsl140-2/fipsl402.pdf

Run in FIPS 140-2 mode? (Y/Yes/N/No) [No]: y

AR - THEMEREEA S, AT AT P EU R R A& 2T, veaadm 2%
FOREHIA Y. Yes. N EUNo #ATHIIN. XEEAX KNG BINMEA No.

5. BRUEACE LR :

Board initialization parameters:

Initial Security Officer Name: sec_officer
Keystore name: keystore_ name

Run in FIPS 140-2 Mode: Yes

Is this correct? (Y/Yes/N/No) [Nol: y
Initializing crypto accelerator board...
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G4k Sun Crypto JiiE#s 4000 i LAE FHELA 1Y)
A
IR B Z AR I R AN AR, W AT RE TR ST AR A T AT A, DUASEASE AR 1] 1) 2% 5H 2

FEe oh, EWETREAR Sun Crypto JHidids 4000 Bk B 2 ISR IO E P PERC E . AT
A WHATRT AR AR, DA PRAT 75 48 00 SO PP I BLAT 3 B

PATAEREZ AT, ZE B — N5 DT BIC EA5 S 0 SCF . BT AR R %6

SCPFIT, 05 U A RIS RS G SCPPe B TG00, IR 64 1T
R

4G Sun Crypto fni#E#s 4000 A LAAS H A 1)
)

. WL Sun Crypto NHEES 4000 HRIM RGN 2 PR35 FHIA veaadm, siiiiA

vcaadm -h hostname (WRZRGAEFRERSE) . RIG &S 2 U6 Sc i
BYIPE:

# vcaadm -h hostname

This board is uninitialized.

You will now initialize the board. You may
either completely initialize the board and
start with a new keystore or restore the board
using a backup file.

1. Initialize the board with a new keystore
2. Initialize the board to use an existing keystore

Your Choice (0 to exit) --> 2

2. B A BBy SR B AR Y .

Enter the path to the backup file: /tmp/board-backup
Password for restore file:

Sun Crypto fni&gE 4000 iR F1ER * 2003 &£ 5 A




3. USUERCYEA .

Board restore parameters:

Path to backup file: /tmp/board-backup
Keystore name: keystore name

Is this correct? (Y/Yes/N/No) [Nol: y
Restoring data to crypto accelerator board...

1 veaadm & 2R EH 7

WP BRI . SRR B IR R B . S EAVE
LM B, i LI — R i P A s A S 05 3 e AT BUIS SR T B Ay
B SO IAIE N I RE P I B Do 3 DI =80 Lk

n HEPG — AT (U1 Sun ONE Web li%5-#8) TRA7 K 12 4.
w JH R — XL LA N R IR A ) R 1R
m AR — XAk AT veaadm Vsl % P BRI RE .

AR — % Sun Crypto A 4000 B GEAT — NP, Ak, £ Sun Crypto
INId A 4000 B AT AL R R ) — N3, DU SRAEAA R P BRI AR A Thie -

il 44 2K

BAETEL . AR YIS AR A AT 2K

®aa  RAETEAL. M ARNEHEL KR

BMER e

YN} i

IPNS) FIJ 4 63 74, BHIME4 32 A4
TR FEHT. TR O ETE () M ()
i WS T
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R

B ESR K M HTY) set passreq WE (low. med B high) Tt

AR LTSN
{fiff] set passreq 4 & E Sun Crypto JIEE#F 4000 R K Z ALK . X T veaadm

TR AEAT RS, 32 T iy ok BB R B (1 P AP 2K . 3T A i 2k
BE:

#45  HMIORKE

TR R

low AT BATAA S PR o X SRR AL T-3E FIPS #EzC I A ERAE .

med BRI AT, Hp— N PRI AR T . KRR T
FIPS 140-2 #iU BN E, JF H A& FIPS 140-2 0 F B A dF i
B TR

high BESK /D )\ Hh AN ER R PR, AN R E

THREPAT . EAREOARCE, AT TR

B SRR, 1M set passreq T4, G L low. med B{ high
. LA N4 H T Sun Crypto B #s 4000 AR #6522k % high:

vcaadm{vcaNehostname, sec_officer}> set passreq high

vcaadm{vcaNehostname, sec_officer}> set passreq
Password security level (low/med/high): high
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o SIS I s B

—ANEPIER R 2K e T . AT E A HAEME Sun Crypto fii#s 4000 A 1k
B, HALE EHLARGE LR A .

DR R LA, R EEARAATNITES M. MBRBAZEEES, veaadn
SRUFEIA. (BHE 59 5 “MAER".)

vcaadm{vcaNehostname, sec_officer}> create so Alice
Enter new security officer password:

Confirm password:

Security Officer Alice created successfully.

vcaadm{vcaNehostname, sec_officer}> create so
New security officer name: Bob

Enter new security officer password:
Confirm password:

Security Officer Bob created successfully.

i) 2B P R AN I L

XU 44 L BELE Sun Crypto Jids 4000 IR IR5], HAVK Y Web g5 4%
HERESEBR BT A UNIX ] A4 A1

QU PR, H P 2R AE S MR 4, veaadm SHURE
N, (559 T “@rEk” . )

vcaadm{vcaNehostname, sec_officer}> create user web_admin
Enter new user password:

Confirm password:

User web admin created successfully.

vcaadm{vcaNehostname, sec_officer}> create user
New user name: Tom

Enter new user password:

Confirm password:

User Tom created successfully.

£ Web [ 55 45% 5 sl I BEAT IR, T i 504 P bk 8 5

IR - Al A QR . B, UCIETT IR B SRR BRI ICk
il
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AR - WRAELD P Z AR AEM G2, IR S8aE . X — AT,
HRTEMULH], 1ES 5 65 T “UHE HBNTEHIR]” .

HIH P24 A

S BAEEA I P a4 8, 1EMT show user BY show so fif%s

vcaadm{vcaNehostname, sec_officer}> show user

User Status
web _admin Enabled
Tom Enabled

vcaadm{vcaNehostname, sec_officer}> show so
Security Officer

sec_officer

Alice

Bob

U

A2 EEEMA T LAY veaadm ATHE N, 1MHZA2EE HAERK A AWML,
] set password fiy4 AJ B8 {224 R %,

vcaadm{vcaNehostname, sec_officer}> set password
Enter new security officer password:
Confirm password:

Security Officer password has been set.

FH P35 a] g Sun ONE Web IR%5%8 modutil SERIFRFE PKCS#11 F i kb 4T
F . A% modutil FITEHEE, 1520 Sun ONE Web JIR55 25 S0 .
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Je HEREE R

AR - XETEARESN. —HA@Re ey, EMSEA, BRAERIHER.

BOATEOL N, QAN RS R o P rT LA . P g2kl
KA Rei PKCS#IT S vy i) s 9190kt CAS T A2 308 o o vl LU U 1)
EREIPIEC R A Z i

A EEEHT i, P 2O ar AT I A S 8. R 44, veaadm 7R

. BAFP S, WA disable user 4.

vcaadm{vcaNehostname, sec_officer}> disable user Tom
User Tom disabled.

vcaadm{vcaNehostname, sec_officer}> disable user
User name: web_admin

User web_admin disabled.

FERHHPMKF, E¥iIA enable user %

vcaadm{vcaNehostname, sec_officer}> enable user Tom
User Tom enabled.

vcaadm{vcaNehostname, sec_officer}> enable user
User name: web_admin
User web admin enabled.

il T

N delete user @ JIFHRE EMIRIOM o MR, P 422 a2 AT AT ik
ZH. WERAKREAM 4, veaadm 23R BEHA

vcaadm{vcaNehostname, sec_officer}> delete user web_admin
Delete user web_admin? (Y/Yes/N/No) [Nol: y
User web admin deleted successfully.

vcaadm{vcaNehostname, sec_officer}> delete user
User name: Tom

Delete user Tom? (Y/Yes/N/No) [Nol: y
User Tom deleted successfully.

¥ 4E (FH vcaadm Ml vcadiag LAREFEIE Sun Crypto fNiEEE 4000
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]S ree e e e

fiN delete so fir & IFHTE EMBRIN L ETE. ﬂﬂJE%Zé‘T%HT, LRTEARML
ITIATESE. WERARMA 22 TES, veaadm SRR

vcaadm{vcaNehostname, sec_officer}> delete so Bob
Delete Security Officer Bob? (Y/Yes/N/No) [Nol: y
Security Officer Bob deleted.

vcaadm{vcaNehostname, sec_officer}> delete so

Security Officer name: Alice

Delete Security Officer Alice? (Y/Yes/N/No) [Nol: y
Security Officer Alice deleted.

& =

BHAFEARAAERER b, I O 8 PAT TIn% . 1% B3 HRAEAE Sun Crypto Hid
2% 4000 [ £, ATH 2248 LA

B R, backup meo backup fiir 2 W B R IS N TR A7 44 0 SR
B4 . ZMAL AT IEM AT I, R RN, vcaadm SR IEHIAKIES

AU 2 3 B VOB B o AR TN A 3 SO TP ) R B

vcaadm{vcaNehostname, sec_officer}> backup /opt/SUNWconn/vca/backups/bkup.data
Enter a password to protect the data:

Confirm password:

Backup to /opt/SUNWconn/vca/backups/bkup.data successful.

M%ﬂ RIS, Il A, BE %, IRV F &0 S

iii i — RO SCAEI, A 3 9 i A0 (1 5 6% ﬂi’?ﬁtfﬁ%ﬁﬁ?%iﬁ*tﬁﬁbﬁﬁi

64
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BiE =YL Ik A

el ] B AT A 2 A i, S ARYF Sun Crypto JIEE#S 4000 A1 3= 247 2 71
fiiftE, AL set lock fir4 RomifIFATIX — B O 15 it

IR - WAMar 25, P B PIRu A OR R . B s IR B,
IEBUE 2 R . THRRIL R E I ME— 72T zeroize fird % & Sun Crypto
DI AE 4000 B, AOCULIH, TS 69 11 “FE Sun Crypto A} 4000 47 .

vcaadm{vcaNehostname, sec_officer}> set lock
WARNING: Issuing this command will lock the
master key. You will be unable to back
up your master key once this command
is issued. Once set, the only way to
remove this lock is to zeroize the board.
Do you wish to lock the master key? (Y/Yes/N/No) [Nol: y
The master key is now locked.

W1 veaadm & H AR

AT HIATIEN veaadm SEHIFE R PE Sun Crypto N & 4000 i

BCE H BT I TA]

B e A R ASNER I, ] set timeout dyd. I KH
if[H], I set timeout 4, JFME LARAE B A 24 1A H BT A 4
. BAHEREER AShERIhRE, BOR@IRIN 2 1,440 2080 (B 1K) o HidILa T
Sun Crypto JIE#F 4000 H K1 BRIANIHI K 5 434k

N A RDR A I B SRR N TR SO 10 2.

vcaadm{vcaNehostname, sec_officer}> set timeout 10
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B BCIRES

BRA Sun Crypto B #s 4000 B9 HPIRA, EMIA show status frd. s
AT LA ISR A RO R A 454 T MAC Hihik . W& DRSS (B 3hBOCH]
WL LA AN PIEAFRA ID.

vcaadm{vcaNehostname, sec_officer}> show status

Board Status

Hardware Version: 1.0

Firmware Version: 1.0

Bootstrap Firmware Version: VCA Crypto Accelerator 1.0 March 2003
Current Firmware Version: VCA Crypto Accelerator 1.0 March 2003
MAC Address: 00:03:ba:0e:96:aa

Interface information: Link up, 1000Mbps, Full Duplex

Keystore Name: keystore name

Keystore ID: 832aece03e654790

Login Session Timeout (in minutes): 10

Password policy security level: HIGH

Number of master key backups: 0

* Device is in FIPS 140-2 Mode

3 A2 778 FIPS 140-2 (0 F#(F

W Sun Crypto Jik#s 4000 # i 7F FIPS 140-2 R4, show status M4
SRR AR AT

* Device is in FIPS 140-2 Mode

M EMATLE FIPS 140-2 #X F#R4E, W) show status A5~ FIPS 140-2
W AAE BAT

S5h, ST LA kstat(IM) SERIRR A2 HUR F74E FIPS 140-2 #X F R4,
WA IESE FIPS 140-2 £ N4, kstat(IM) 34 vs-mode IR HIi#4 /¢ FIPS.
AKX kstat(IM) SEHFFRUE], 152 37 7 “Sun Crypto B #E 4000 % Al
LUK MR Eh R e ge vt AL T 0T
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A [

U DI RE, FTRERE ZE M Sun Crypto HIHE#S 4000 BRIF A4 . B 1T,
HiN loadfw fir & FEH UL FICAFI AR

N T IO, B reset v X ARIEAT FA EOB R . BRI BRI, 4
BRI A T SO

iy

vcaadm{vcaNehostname, sec_officer}> loadfw /opt/SUNWconn/cryptov2/firmware/sca4000fw
Security Officer Login: sec_officer
Security Officer Password:
WARNING: This command will load new firmware onto the
the target device. You must issue a reset
command and log back into the target device in
order to use the new firmware.

Proceed with firmware update? (Y/Yes/N/No) [Nol: y

FOP A E Sun Crypto JHE 2% 4000

FAGEOUN, PR EE AR . EERER, BUAUEIT reset . RAS
W) 2 A SE B F R R B . FHT R E Sun Crypto M AE 4000 B4 # 5 1L R4t
LR IR, BRAR AR AT 55 8 W S0 Sun Crypto IniE i 4000 A’
[FIEy, ZaA e BshEH veaadm. Kk, Wi 4R S48 HMR, mlJuZ\Zbi@‘%ﬁ
Bx veaadm UEFIEER K& .

vcaadm{vcaNehostname, sec_officer}> reset
WARNING: Issuing this command will reset the
the board and close this connection.

Proceed with reset? (Y/Yes/N/No) [Nol: y
Reset successful.

$4F (FMH vcaadm fl vecadiag SEFEFEE Sun Crypto hniEzE 4000 4}
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FHT R E Sun Crypto JHi##s 4000 i 1) 5% £

T2 AN 5 18, AT BEAE RS — BUN IR 2530 5 (1 FOR UOCIH 1) 32 e e
Vik# . rekey fird T HEPAEMIE PR — AN, 808 BRTEBOX AN .
HOBT R 1 YIS 2 S EVERTE DI BRI P, Ha IR a0 s PSR AL
1103 UGB A3 I SO . S SO 7 FE TR B B R s I A B I & 4. Wik A
Sun Crypto Hs 4000 B IARIR 0PI, WIFE 008 i B8], R HkE 2
Hew.

OB B RS ) S P A A A, A AT I RE Vs ) % DB TR R R

IBAT rekey fr &M, EATLMRELL T =M PR —.

®a6 EHRA

EAAR B1E

master R E EHH.

remote B BRCELBE YR EY]. e,
all O E F AR M.

LN R rekey @A all %R R

vcaadm{vcaNehostname, sec_officer}> rekey

Key type
WARNING:

(master/remote/all): all

Rekeying the master key will render all old board backups
useless with the new keystore file. If other boards use this
keystore, they will need to have this new key backed up and
restored to those boards. Rekeying the remote access key will
terminate this session and force you to log in again.

Rekey board? (Y/Yes/N/No) [Nol: y

Rekey of
Rekey of

master key successful.
remote access key successful. Logging out.
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Z & Sun Crypto s 4000 1

FEECTEUL T, PTRERE EE BRI BT A AR . X T DU B R e e SRk
s ARk X P B 7V AE Sun Crypto i # 4000 A M’E%;LE&%HF RE
(failsafe B o HHRUM, WEHSHUZE 149 11 “¥f Sun Crypto HIH#F 4000 fili {4
ENEIEHTRE” o BRI zeroize .

R - zer01ze i HREMIER DBk, TR ORERITAT SR I [ PS8 4 e Bt M &4
JRI SE N I 2 A A

LUEH] zeroize MR BEE, WAL AZ:

vcaadm{vcaNehostname, sec_officer}> zeroize

WARNING: Issuing this command will zeroize all keys
on the board. Once zeroized, these keys
cannot be recovered unless you have
previously backed up your master key.

Proceed with zeroize? (Y/Yes/N/No) [Nol: y
All keys zeroized successfully.

{f ] vcaadm diagnostics 4

B SunVTS 24k, &AL veaadm SEHIFEFIET 2 WifE) . veaadm 1)
diagnostics i & Sun Crypto I & 4000 A i) = A 20 —fBAlifl,
7][1"'¥'%€fﬁ$ﬂ|_‘lé§r¥}ﬁz<?ﬁo — AT R ET DRAM. NAF. PCI 24, DMA #ifil

IS AR o N T ARG R IR B AR REAL S A AR S RIS IS . 4 T R
MR HE vea B,

vcaadm{vcaNehostname, sec_officer}> diagnostics
Performing diagnostic tests...Done.
Diagnostic Results

General Hardware: PASS
Cryptographic Subsystem: PASS
Network Subsystem: PASS
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i vecadiag

vcadiag FE/FHEAL T Sun Crypto NS 4000 B ¥y 24T S @ LA, oot
P e F AT 224 FE G U AN AT BAE S . A ATIETIE veadiag AT
RIHRAE

HTAETVi ) veadiag B2, IR R BT E Sun Crypto Hd#: 4000 T H
F%, .

$ PATH=$PATH:/opt/SUNWconn/bin
S export PATH

vcadiag M ATIEIEINIT
m vcadiag [-D] vcaN
m vcadiag [-F] vcaN
m vcadiag [-K] vcaN
m vcadiag [-Q]

m vcadiag [-R] vcaN
m vcadiag [-Z] vcaN

R - MU [-DFKRZ] JEYER, veaN FoRBUM &4 F5, Hh N %K Sun Crypto
AN 2 4000 [BE#BIFE S

%47 W T veadiag SRR FEIKIIET

®4-7 vcadiag I

b ax
-D vcaN 7t Sun Crypto JI##% 4000 R i1 Wi F .
-F vcaN f; Sun Crypto I & 4000 A A OREE BE 21 4 22 21 R HI 1 A 9]
5
-K vcaN J_ZT Sun Crypto I 4000 B A PR UE R BE 215 11 22 43 1R F 10 A 45
YNCEE S
-0 P4t Sun Crypto Inigids 4000 B R4 IIA A5 B it S

SRITR—4UE R B k. WEDIRE. BYIEA . BHERS L
RIS v ST DU i 2 i T R I 2 A ) SR 0K

-R vcaN FFE Sun Crypto HIIE S 4000 #.
-z vcaN ZH Sun Crypto JIi# % 4000 H.
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N -D I R B

# vcadiag -D vcal
Running vca0 on-board diagnostics.
Diagnostics on vcaO PASSED.

NHEAE -F B s

# vcadiag -F wvca0
5f26-b516-83b4-d254-a75f-c70d-0544-4de6

A - K B s

# vcadiag -K wvca0

Device: wvcaOl

Key Length: 1024 bits

Key Fingerprint: 5f26-b516-83b4-d254-a75f-c70d-0544-4de6

Modulus:
b7215a99 8bb0dfe9 389363a0 44dac2b0 7c884161
20ee8c8b d751437d 4e6abcdb 76fdcb2a ad353c0b
248edcld 3c76591d dbcab5997 f6ee8022 e8bb5asd
465a4f8c 601d46be 573e8681 506e5d8d f£240a0db
11d5c095 2d237061 df27b2de c¢353900f £531092b
7d9a755b ¢5d79782 95a1180b e17303bb aca939ef
006c73f7 74469031

Public Exponent:
00010001

MR -Q BT R

# vcadiag -Q

vca0l:cb

vcal:cb:keystore name:83097c2b3e35ef5b:1
vcal:ca

vcal:ca:keystore name:83097c2b3e35ef5b:1
kcl2pseudo

vcal:om

vcal:om:keystore name:83097c2b3e35ef5b:1
libkcl

¥ 4E (FH vcaadm Ml vcadiag LAREFEIE Sun Crypto fNiEEE 4000
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N -R LRI R

# vcadiag -R vcal

Resetting device vcal, this may take a minute.
Please be patient.

Device vca0 reset ok.

MR -2 B s

# vcadiag -Z wvca0

Zeroizing device vca0, this may take a few minutes.
Please be patient.

Device vca0 zeroized.
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ok

fic & Sun ONE R 55 45 A F LA 5
Sun Crypto Jlig#% 4000 i fic & ]

ARFELIH TR E Sun Crypto I #% 4000 H LAE 5 Sun ONE Web Il 45 2% Bl &1 -
AFEALFELL R LT

% 73 T “Sun ONE Web IR 4528 1) 22 &= & Hi Pk g~

76 7 “HlE Sun ONE Web Hi4s 24”7

79 T “AeAE IR Sun ONE Web R4 4% 4.17

588 YU “ZZBEFINEE Sun ONE Web JIR%%5 6.0”

FE - AT TIRK Sun ONE Web IR45 25 BLHTFR N iPlanet™ Web JIR45 2% .

Sun ONE Web i 55 o5 1) 245 BV B

AR T Sun Crypto Ni##% 4000 # HH Sun ONE JJk 45 25 # HLIN (1) 22 4 P g o

AR - EEESPE, EAN RGN RGUE DK U7 AR

W ARG

25 TR PKCS#11 L1 (il Sun ONE Web il %5%%) 5 Sun Crypto Jii##$ 4000
AR 11 18 FH R ) st 2 BH PR )

£ Sun Crypto g #% 4000 AHSCHIFREEh, JH P 45 s s soRi i &, —4
YU RE A A, BRI 2N T T Rl A 2 AN
KRECFFAFIMIECE, WS PIRTT R Y] LU TR AZL) .

73
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ER - AW S IK P R FRAE veaadm PRI Sun Crypto Jd# 4000 H1 7,
IMEAE SR UNIX ik ). UNIX )45 Sun Crypto HHid %% 4000 )4 2 154
fi] 5 PR —— X P K R o

SRR . SRR BB MR e TERH . BHERE
AT UAERE S, o LR —F R ik S 3 S I S i 5 30 e T DA AR e R i T
H B IAE I N TR VG B . PR th =320 2k«

n PG — ANHFEF (U1 Sun ONE Web 4552 {RAE 1K 12541 .

w Iy — XK P AT R SE RN )4 R R

m AR — XKk Y veaadm V)8 BRI RE .

A& — 5 Sun Crypto M 4000 B A fefT — N HZE. Ak, £ Sun Crypto
I & 4000 H AT DASL RS H [R]— AN B, DA AEARAT (10 1 BRI A4 DI e o

fEMLA 22, A — AN, IR EAZERAE . fln, PESSHLE T DL
FANEHIE web_server RZE R I HEAH T web_admin A5 W web_admin X
PR R IR A% 2 AP U S IR, FF AT X L BREAT 44

EHTH vecaadm H T Sun Crypto g #% 4000 M HEFH . A KU, i
Z 5 59 T “Iiit veaadm FHEEHE

A AN AT

257 LS R RIS Sun ONE Web [li45#5. 2 WS¢ Sun Crypto Hiid#}
4000 ‘& BE 53 e 1 1) 255 5 I IR FPAR RS JE 2 W HOR

N/

WA =, 530 engineering (CLFE)D .+ finance i) R legal  GA#) 4
Fio BER, #52M Sun ONE Web a5 #s#2 it LR 4 hit:

m engineering

m finance

m legal
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A RERSCAE

FEEONGE DL, DI S . BN R P VR AL B A . & RS2
BE—AWEANLA FAT A SCRS.

AR - AWM S E P EL AR .

Sun ONE Web fij 55 a5 {2 (I M F I &t 40 2 RSO IE I s (%
PLIEMFHESD -«

1. #5545 SUNW PKCS11 TOKEN FILE fiy 4 S
FELE N R P A AR AT A AR S . IEEOUT, AEER X R Tk
2. 3(ff $HOME/ .SUNWconn cryptov2/tokens

WS AF L2 384T Sun ONE Web ik 5543 i B ¥ UNIX JH 7 9 EH K R o 4 Sun
ONE Web i 5543217 I B 5 UNIX ) 87 2 H i, ABEAEHIR RO .

3. Xt /etc/opt/SUNWconn/cryptov2/tokens

WIRAAFAEAEAT S W SCAE , Sun Crypto JIE#S 4000 A1 2317 Sun ONE Web Jik 45 %
RO 2.

T R A RSO N A s 41

# This is an example token file
engineering # Comments are acceptable on the same line
legal

# Because the finance keystore is not listed, the Sun Crypto
# Accelerator will not present it to the Sun ONE Web Server.

AR - P RRERA BRI TAE #) TTk, HAVHAAERAT

WERARABUA A AREMT SO E, WERHISS 74 50 “ A4 RSCrE” BTk BRI
Ttk

¥ 5% HE Sun ONE FRE B LIES Sun Crypto fMiESE 4000 HREES{ER 75



JR B RIAE Atk e

FRAEOL R, RACHN T SunONE JIR 55 a8 bR hg. A, Enraes 2
JA ey g LU 22 e A IR ORI ST

Ef Sun ONE 45 #3PF T LAEH] Sun Crypto Jinigi#s 4000 # bttt na ohfe,
B FAE /ete/opt/SUNWeonn/cryptov2/ HERHPEIE N4 N sslreg N7
SCAE, SRS EHT A SR SS AR AT

# touch /etc/opt/SUNWconn/cryptov2/sslreg

AR N2 ThRe, U AMER sslreg SCIF, SRS HHE B SA KA.

# rm /etc/opt/SUNWconn/cryptov2/sslreg

il & Sun ONE Web k45 #%

AFANHLLUT N

77 G0 “uGg”

577 90 B

478 51 “JiH Sun ONE Web 4% 28 MEiA 7

79 51 “ 2RI E Sun ONE Web RS %8 4.17
486 U1 “MiE Sun ONE Web 45#% 4.1 LI H SSL”
88 T “ZedE I E Sun ONE Web JiR%48 6.0
%595 j1 “Wi’E Sun ONE Web 45#% 6.0 LI H SSL”
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PRS-
B
7£J3 F Sun ONE Web JIk 5545 i firh, R BRERMILAHL . % 51 S84

AT T AT ARSI RS BIX L o WERAN N % AL A
wi, WZ W% 51,

%51  Sun ONE Web JIR4% 47 35 1 25 1

EATES LA

Sun ONE Web fli554% i3I Sun ONE Web [l 5% &% FIUIR 5525 I T BEER L % T . s T 7E

LRSS 4 ¥ & Sun ONE Web 55 &+ IR 3 o

Web k55 #5315 (L FE AT JH Bl R I3 BEYL I i B AL s i . R AR

Hige e Sun ONE Web i 55#% 4 BIUIR 55 # G5 AL Bl FE N 4R E 1. BE4h,
A HRTEUETS I K 222 B A BN RELRL N th SR $R A 5

e PAT veaadm R ERAEINFF ZEL BT .

username:password P22 AT A 30 Sun Crypto JI 2 4000 BN 5 ZHR AL AT .

BeAb,  FE IR R e e B NN BRI (keystore_name) B H
ALY . WL AFEALE veaadm TEIEMI Y EER I
username (H /"% ) R password (Z15) . FHIPF username

CH P14 ) R password  (%144) LLES () .

FEE YA

JA 5 Sun ONE Web fil 55 25 1E & IOACZ BT, R8A 256K BEARAIAR 1L, SR T LR
Ry B P b I A >R o B s P PR AE YT AR A R P B K . 54, fsthn] B
XF Sun Crypto fitdids 4000 HREATWIEGME, M2 B ISP AU, EZ6H
5556 i1 “Hliid veaadm HI4HAL Sun Crypto Jd s 4000 #” .

AR — 8 Sun Crypto hii#s 4000 B X RERC & — NP1, G200 BB E — 1
HHEE, A, 24 Sun Crypto IS 4000 A AT LARC & ok St [ H R — A28 1, LA
TR AL E PERERI A DI fE .

v B E
1. 4 Sun Crypto NIHi% 4000 TILH ALK TE CIARAKRERD) - Hiln:

$ PATH=$PATH:/opt/SUNWconn/bin
S export PATH

¥ 5% HE Sun ONE FRESEB%#LUIES Sun Crypto 0% 2E 4000 R &S1ER 77
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2. f[§ill]l vcaadm @A yil] vecaadm SR, SHiA vcaadm -h hostname ¥ veaadm

FERE F P ERHR
Z 5 47 T “A4FH] veaadm” .

$ vcaadm -h hostname

- TR IR AN F o

X P A ANAE Sun Crypto B4 4000 BRIk R0, i HANR Y Web fds 4%
HEREPTHIE UNIX HI P A 1A R, R QM 287, A5 L veaadm
ZARTE NS ER.

. 1817 create user WA GIEM /.

vcaadm{vcaNehostname, sec_officer}> create user username
Initial password:

Confirm password:

User username created successfully.

VLA BB username  CHH P14 ) R password  (%4H5) JLRIYL T username:password
(ZW3%51) o {E Web JIed5ds i SR BEATICUE RS, 20U b % i . IX 2 SN
TP ER o

BR — P AU M username:password. WA M, PR TCIEVIH A QRS
ENINE A EP RS LR

. B veaadm,

vcaadm{vcaNehostname, sec_officer}> exit

&3 F Sun ONE Web Il 4% 78 g ik

ZLJHH Sun ONE Web IR%5#%, DAU5ERLL NPER . B2 TR 1K X X 280 IR 3EAT
TEAIULEH o

2% Sun ONE Web AR45 25

BT EHRE .

FHEIE TS .

TEAES .

i & Sun ONE Web i %5%%.

Sun Crypto fni&gE 4000 iR F1ER * 2003 &£ 5 A




iii IR — XD R E U EAT . A0, AT R S 2080 A 1.

m R Sun ONE Web JR4CSE 4.1, iS5 79 10 “ 23S Sun ONE Web

k454 417 6
m WUREMH Sun ONE Web IR45%% 6.0, 1EH#E 5 88 T “ 2235 ML 'E Sun ONE Web
k528 6.07

22 BEFIACE Sun ONE Web 4528 4.1

ASER A A U] 2 AL R Sun ONE Web iR%- 2% 4.1, A5 R L

J
79 7T “22% Sun ONE Web JiR4s7% 4.17
£ 86 71 “Wii'® Sun ONE Web f45#% 4.1 LI/ SSL”

[ |
# #

‘2235 Sun ONE Web JIR 4528 4.1

TR P PATIX S B, 5f# ] Sun ONE Web R4 28R4 (5 S, 121 Sun
ONE Web AR5 #33CHY
V¥ ‘2% Sun ONE Web fIlR45#% 4.1

1. F# Sun ONE Web 55 %% 4.1 81k
&7 IWBLF URL $£311% Web IR&#848%4:: http://www.sun.com/

2. % Web IR55%% o
AR —A B CASe ], SR YE T EX Sun ONE Web fR4-35 T AR IR E -
R4 BRINBIE 4 M /usr/netscape/servers

HAE Sun ONE Web i 55 4% 2R I B2 BN B AR o AR PR T ER AR A2 . LR AE
REURE Web Jie 55 s BT 2 AEAN R A2 B, TR iC A 22 .

3. i&fT setup P,

4. IR EAT P R o
BRLLU N Sedt, ROy ke a, T DL SZ BRAE .

a. WHLBEA ves FIEIEZVFT ko

b. i AS2#%I11 hostname.domain.

c. 5AWIZK Sun ONE Web #5525 4.1 55 PRI S5 43 10 8% 6%
d. #omimt, fem4agE.

¥ 5% HE Sun ONE FRE B #LIES Sun Crypto fniE2E 4000 R &S1ER 79
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v OIERE R
1. 35 Sun ONE Web JR45%% 4.1 55 P55 %% o

LR 42k )8 3 Sun ONE Web fIR%5%% 4.1 B RS2 QA E startconsole
15 setup iEKIEIT) :

# /usr/netscape/server4/https-admserv/start
SunONE-WebServer-Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

SR A T TR B A BRI 55 25 ( URL.

. WEATIF Web RIBEZRIF4IA DL T NZK R b a5 BREDE I Sl (GUD) :

http://hostname.domain:admin_port

FESUEXT TR, HAEAEIZAT setup MIEFER) Sun ONE Web ik 554+ 4.1 45 Bk 55 4%
ARV & A TR

AR - WREAEE Sun ONE Web IR 4525 08 K2 BHARE, WM ID 8¢
Sun ONE Web k%75 4.1 EHRS I ZFB PN admin.

. %EH OK (M) -

i 142 i7R Sun ONE Web JIR55 & 4.1 4 B SS 4567 11

. Bl Web Il 55 85 IR AR B 1 o

a. fE Sun ONE Web 15545 4.1 #0575 8 LD E$E Servers (IRS52%) i+
b. EFEIIGIIIRSS A, RN EFE Manage (5D 1%Hl.

c. EFSEIL WA Security (247 WWR, SA)GETE Create Database (fldt % i
V) ko

d. FEBIAXEIEHE P S A %8S (Web IR S ITENE; WL 51) , Rk OK
(&) -
HE—ANEDUE 8 MFRFMES . Sun ONE Web 45 #8140 30 Fig 4TI,
FEASE P AH 35 B R R 5 A 0 T 2 R
AT REAEN 2> Web o5 2R A T 2 2 fjy hag. UL XEE, XA —4> Web
M5 R DR 1 & DR 4.

Sun Crypto fni&gE 4000 iR F1ER * 2003 &£ 5 A




AR - WAREILAELE Sun ONE Web ili454% 4.1 B I RS #4 Lis T2 2485z (SSL)
The, MLl RS e s A A I R L. A REER, ES
http://docs.sun.com Wik LY (iPlanet Web Server, Enterprise Edition
Administrator’s Guide) .

5. $ATLL FIAIZA BT Sun Crypto Jigi%s 4000 #x:

# /opt/SUNWconn/bin/iplsslcfg

UEIAR 2 ORI IE $ Web [R5 . &4 Sun ONE Web JIr45#% %3¢ Sun Crypto il
#4000 R, ARJE, AR S R E SCAELLUS ] Sun Crypto JE#§ 4000 4% .

6. HEA 1, MCH Sun ONE Web R55725LMIEH SSL, SRJathl 44k,

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 1

7. $ERIE, KA Web IS5 a3 HEE RGBS, SRl 468

Please enter the full path of the web server
root directory [/usr/netscape/server4]: /usr/netscape/server4

$5%F ME Sun ONE BREZ 2 MHLUES Sun Crypto fNiEES 4000 HRECEER 81
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8. MURLHRSHRAE, WS RIEEA v IFZIRI 44

This script will update your Sun ONE Web Server installation
in /usr/netscape/server4 to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/netscape/server4/alias...
Module "Sun Crypto Accelerator 4000" added to database.
/usr/netscape/server4 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. HEA 0 B,
v ARG AR T
1. BALTF® 4, BmPiEE) Sun ONE Web 553 4.1 55 BIIRSS 25

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start

st SR A T T B B B 5545 11 URL.
2. ML FTIF Web RIBLESIE4 A UL T bbb R P A GUI:

http: //hostname.domain:admin_port

TERAFXTUEAE S, $IANIELEIZIT setup A LR Sun ONE Web k%5 2% 4.1 F
4598 H P 42 B0,

AR - WREAERE Sun ONE Web R4 s EMEH K2 BB E, WZERH T ID 8%
Sun ONE Web fIR%525 4.1 & RS 75 H P 44 F B PN admin.

3. % OK (WhE) -
B 45 7 Sun ONE Web R4 %% 4.1 SRS 24 % 1.

Sun Crypto fNE&E 4000 L% FIFH P46/ » 2003 £ 5 A



4. WHEIRS UL, W% Sun ONE Web 5555 4.1 45 P 55 25 63 11 I35 bR UE
Security (‘%4 ®HE (E51).

5% 45 7R Create Trust Database (&S50 %) i .
5. /B RPIY Request a Certificate (HISUETS) ##4% (K 5-1) .

MNetscape: Web Server, Enterprise Edition

[BE

File Edit Wiew Go Communicator

Help

T4 o

Back  Forward

a 4 a2 | 2 & @

Reload Home Search Metscape Print  Security Stop

j & Bookmarks &

iPlanet
Web Server 4.1

[ Preferences | | Programs | |

Create Database

Reruest a Certificate

Install Certificate

Change Password

Manage Certificates
Micrate Certificate

CoTao: /|

integrate ~  Server Manager

FYOMIL /Status! /Stgles' /ContentMamt! /‘WebPublishing! /Search

Request a Server Certificate

(@ New certificate

. Certificate renewal

You can also see a list of available certificate anthorities.

Submit to Certificate Authority via:
(@ cA Email Address: |I

. CAURL :|:

Select the module to use with this certificate.

Cryptographic Module: kepstore_name i

Key Pair File Password: |

; Before requesting a certificate, you should read the pverview of the certificate process, and then go through the detailed steps
ion creating a correct distinguished name which you should enter below. You will also generate the proper authorization letter
H that you will use to obtain your certificate from a certification authority.

Requestor name: ‘

Telephone number: ‘:

Common name: ‘

Email address: ‘

| e

R N

=

2 |

E 51 Sun ONE Web JR45#% 4.1 45 FRHR 45 % i FH A IR 45 28 11E 45 7 I

6. TEICA 05 RIS R LU A e 5 i -

a. % New Certificate (FHlE1) -

Gn BT DL B UE A A2 2 AT Web V5 1) OAE B sy LR, 15 IERE
“CA URL” 48, &M, %1EP: CA Email Address (CA HLFHEEHLIL) , 4R)5
i NS AIE 15 W R 3% 2 1 sk

b. GfF R MR .

IR B S R AN S H o S0P IEMAI S P . WA ke
SUNW i

%5% K& Sun ONE RRE#FHMLUES Sun Crypto HiE=% 4000 HRECE A
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c. 1t Key Pair File Password (& PIN SCIF8RS) RERHED . S 294 & g m
HA #1

Il username:password (3% 5-1) .

d. FECLF IR AT BE P H A EBi £5 5L :

w52 HIHEANEERTZR

FE L

Requestor Name HIE A IE A 5 S

CHIEN:4)

Telephone Number SN IR,

CHIESE)

Common Name LERT R0 2% hostname.domain WK Web 36 2545,

G A

Email Address A IR B

CHB A3tk

Organization FEAEUE S bR R 4L 2R

(HLD

Organizational Unit CA3E) BEAEUET b i I 4l 2L

(CHRHALD

Locality (Hh[X) CAf3ge) Y. AL, AWBEE /M, R S AR L
=L

State (44 /M) CA[IE) 2 /M)A

Country (FHZ/ AN PR [ R/ H X 1SO ACHS (i, R IRy CND

X))

e. EPE OK (M) HHBEAAER
7. FIAEB R A aE15 o
m WIEIEROHAE T HE R4 CA URL, WRET HiE 2 B8Rk %4 .
m IR %EFE CA Email Address (CA HEFIELERAE) , 3552 il i o 7 M4 2 45 1 1
UEP HE R, AR e AT e P
8. —H BRI, WRHrAS B bridi— e 52 20 | .

AR — UETE R DO A B2t XU AN o TR B O B A B AR
s BMEAETR R 5 At .

84  Sun Crypto /ni%zE 4000 HRLZEFA FAI5R » 2003 £ 5 A



LA RS AT
. & Sun ONE Web 5525 4.1 EFPUIRSS 23 53 11 /2 Install Certificate (Z2%EIE1S)
B

— FE-P AU AL K G IR AR TS, B AURIE 15 234/ Sun ONE Web
g5 d

. &P Security (¢4r) HEWIR.
. TESE IR, PR Install Certificate (Z23EUFS) HE6%.

= Netscape: Web Server, Enterprise Edition -0
File Edit Wiew GCo Communicator Help

T3 » 3 @ . @ 3 & @

B Back Forward Reload Home Search MNetscape Print  Security Stop
j # Bookmarks &  GoTo: /|

iPlanet
Wreb Server 41

integrate I~  Server Manager

[ Preferences. /Programs' [Serviets' MR /] /'Stules ./ Content Mamt . Web Publishing = | Search

Create Database
Install a Server Certificate

Fiecuest a Certificate
Install Certificate
Certificate For:
Charige Password (® This Server
Maraige Certificates < Server Certificate Chain
. Trusted Certificate Authotity (CA)
Micrate Certificate

=

Select the module to use with this certificate.

Cryptographic Module: kepstore_name i

Key Pair File Password: ‘

Enter Certificate Name ONLY if certificate is not for "This Server’.

Certificate Name: |:

(@ Message is in this file:

.. Message text (with headers):

| (GEE | ERN |
52  Sun ONE Web /i 5545 4.1 & PRIIR S5 4% B 22 36 R 55 2 1E 15 v i

% 5% & Sun ONE BREH[BIMHLUES Sun Crypto /&R 4000 HRECEEM 85
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4. BUGAN, RAEIETS:

w53  ERIEBN TR

FH e

Certificate For ENILE RN

GUEHIE x50

Cryptographic PR R L S AN PIERI 4 H o T 55 b B IE A 1 R

Module (IN#EERHD  AFK. ZAEH Sun Crypto Iidi#% 4000, DAZ0IE R % 91 P 4 FrAf [R]
i S%

Key Pair File BN username:password (3 5-1) o

Password CE X

SCPFEERS)

Certificate Name ZHIEU T, WL T B A R — N AIR, A Tk s

GEFRAFRD B3 Web fiR 45 #s4E SSL XTIz AT i Sk vy IR UE 5 R § ) 44 7R

B IIBIMEN Server-Cert.

RNUEB B SEHRIRIESS (5 82 Bt “AERIRS5 A UER” 920K 8) KilliF] Message

(M) HEW.
BE Fax BoRiE P — SRR A B

. EPRIZ TR OK  (Fie) 2.
L MR E AR IEBIICES , 1518 Add Server Certificate GRMNNRSZHIET) &4l

Bt Loy s — WM E, SO R Sk 54 . B Web g5 as i — H AL TR M
W&, BIALTE R A )R

AN, RGUE TR, AL Web liids asfli ] SSL, aAZi%T Web fik 55 4 24T AH N
ACE . 7 #Lﬁ?ﬁlﬂ’]y?%ﬂ%@ﬂﬁ Web 55 %%

fil’® Sun ONE Web k5525 4.1 PA{#H] SSL

BAE, BOLEET Web [R5 as RG4S UETS, AL, A0 Web ik 55 45 30E1T e &
A BEAEH] SSL.

it & Sun ONE Web Jil55#8 4.1

. J\ Sun ONE Web #3555} 4.1 PRS2 1w b, SREE s SSL —kfd i Web

Me5s 2B, SR)ndkHE Manage (5571) .

2. EFEL WIS Preferences (WEEND ®EMIF (WERMAEE) o
3. TEFEZGUEMIT Encryption On/Off (MBI Y/ 4%

Sun Crypto fni&gE 4000 iR F1ER * 2003 &£ 5 A



10.

11.

12.

Fem#Edeh On OFED o

XPIEHE Y Port (i 11D 7 BON BEHT W BRINA SSL 3 115 443. U RTT 2, 15
Ui 145

WP OK  (Hi) #&Hlo

YEPE Save (IRAF) 4L, WX ETH R

WAE, Web IR B AT 7E 22240 FigdT.

¥IHF /usr/netscape/servers/https-hostname/config/magnus.conf Lk
(hostname }t Web RS540 AFR) » FEIPIRMF mi47:

CERTDefaultNickname keystore_name :Server-Cert

RN, BAERKEERE42 M Server-Cert. WREBHAERE R L/, 155V
LR LA Server-Cert.,

PRI RSS2y, AR ERZ AT LMW Apply WD) %4l

I T 28 B BN HH T34 Sun ONE Web Il 45 2% 4.1 55 BERSS 25 o

#%$# Load Configuration Files CMIERACESCPE) #58, BHERIA magnus . conf
SCAE TR S

Bg LS BIR—A R A 8 Web R4S 245 F2 1 DU T

WIS R 5 3 OGS E#% Apply Changes (R HISESO 428, W4 I —ANGUERS 6

HE, FERIEHIN username:password. WCH AT LAHER/DN,  BRUTE A BE (R AT B2
I F| i)

i) A R R TN
m Y% Load Configuration Files CIN#MELE SCIF) .
m BB Web JIR% 35, SRJGEF Apply Changes (W M0 $44.

{E Sun ONE Web Jllt55%% 4.1 FARSSE$E 1ivh, 85 1 /20 On/Off %kt

AR S5 B iy, RIaPE OK (W) &l

RGSERBIN— DR EZ N E, HEL Module Internal (N ##EL) $EoREf, &
i\ Web 45 #0550 PRI 205

HIUALE keystore_name /iy, AL EPIE N username:password .
UL e PRSI, AN username:password .
fE T i) URL ESSUEC R SSL Wit Web Jlit 5545 :

https://hostname.domain:server_port/

R — BRI server_port iy 443

¥ 5% HE Sun ONE FRESEB5%#LUES Sun Crypto fniE2E 4000 R &1ERA 87



ZAEFRC'E Sun ONE Web Jilk55#% 6.0

Ao A F WA JE F Sun Crypto Jid#s 4000 #LAE S Sun ONE 6.0 Web Jli 45 #3 i 45
. ARG LT N

m f 88 I “22%: Sun ONE Web JIR45 4% 6.0”

m 5595 7 “HlE Sun ONE Web IR 45 %% 6.0 LI{#i /T SSL”

228 Sun ONE Web IR 4528 6.0

R P HATIX S I A e Sun ONE Web R3340 B, 1525 Sun
ONE Web R4525 Y.
v 223 Sun ONE Web k4528 6.0

1. F# Sun ONE Web JIl#55%% 6.0 81k
] MLLF URL #£3% Web k428 84F: http://www.sun.com/

2. B4 Web 15525
AR =AM A, TR YE T EX) Sun ONE Web IR 4535 AT A A I RC E o
R HIBRINBIR4 M /usr/iplanet /servers

HAE Sun ONE Web i 55 4% R 52 BRIA B AR . AAS P AT S ERIN B A2 . 2R AE
KR SR 2 RAEAN R AL B, T e e B

3. &1 setup FJF.

4. NIRRT IR .
BRLUNER7RAE, i W, T A s B :

a. WALHA ves WIRHZV Foko

b. 4 A2 %) hostname.domain .

c. Hi AWK Sun ONE Web I35 4% 6.0 45 BHIIR 55 2511 #6%5
d. $dmmt, Heml4,
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v OIS

1. K44) Sun ONE Web 552§ 6.0 45 PRI 5528 o
FJH3) Sun ONE Web IR%45 6.0 & EERS 4%, EMHLI T4 (AZEE
startconsole YE N setup iEHRIZIT) :

# /usr/iplanet/servers/https-admserv/start
SunONE-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58

warning: daemon is running as super-user

[LS 1s1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

SR B T TR B A BRI 55 2 () URL.
2. LTI Web RIBEER T4 A LA T Mk K F8h 4581 GUT:

http: //hostname.domain:admin_port

TERAEXTUEAE S, $IANELEIZIT setup MIEF Sun ONE Web IR%52% 6.0 B H IR 55 2%
H P 42 J 550,

AR - WREAERE Sun ONE Web R4 s EMEH K2 BB E, WZERH 7 ID 8¢
Sun ONE Web 443 6.0 & H R &8 H P 47 Boh i admin.

3. & OK (HiE) -
Bi%E 4% iR Sun ONE Web %54 6.0 & B4 35 1.
4. {5 Web It 55 25 B R 15 AR 8o %

REATREAENT 2> Web o5 8018 i 2 Ry Thig. AU XAE, TR EE—4> Web
s PR E ROV 1 2 D% 4,

ER - WAREIELE Sun ONE Web JIR45#% 6.0 45 IR 45 #% 13247 SSL Thfig, Wik 2
55 BB AR R R R AT, 720 http://docs . sun. com Ml Eff)
iPlanet Web Server, Enterprise Edition Administrator’s Guide) .

a. f£ Sun ONE Web /it 5575 6.0 45 BUIR55 45 8 1P ik % Servers (JR554%) M ko
b. RIS A, RN EPE Manage (358 $&HLo

c. WRAELT A Security (%64) ®IF, A%k Create Database (G Hd
V) ko

¥ 5% E Sun ONE FRE 2B #LUES Sun Crypto fniE2E 4000 R &S1EA 89



d. FERIAXHEHEP A %65 (Web IR ST ERA: (£ 5-1]) , SAAEH OK
(BiE) -
WA 8 NN HES . Sun ONE Web R45#H1E 2 A0 Mg 4T,
A0 I oK 3 20 P P8 e

5. YATLL FIEIA K3 Sun Crypto M2y 4000 3 :

# /opt/SUNWconn/crypto/bin/iplsslcfg

IE A SR IIEHE Web Ilid54% . £ 4 Sun ONE Web JIi45#5 %%¢ Sun Crypto JI#
A5 4000 IEREEL . ARJE, AR S BERTIL E SCAFLLE ) Sun Crypto JIH#S 4000 4.

6. #A 1, BL® Sun ONE Web JR4525CLEH] SSL, #RJnticml 424t .

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 1

7. BERE, A Web IR5AFREH SRt 1E, SRtz 425t .

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers
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8. MURLHSHRAE, WS RIEEA v TR 44

This script will update your Sun ONE Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator 4000" added to database.
/usr/iplanet/servers has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. BEA 0B,
v AERRS SRR
1. AU T &4, EHEE) Sun ONE Web Hii55%% 6.0 S5 BIHRSS 2% :

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start

Vb B4 T R 2 BRI % 25 () URL.
2. il FTIF Web JISEZTIF4A LA MBHER B3 8h 3 B GUT:

http://hostname.domain:admin_port

(ESTERHERE S, $1 B AEIET setup I Sun ONE Web 4058 6.0 17555 4
P4 T

AR - WREAEE Sun ONE Web R4 28 HH 4 02 B0ARE, WM ID 8¢
Sun ONE Web k%525 6.0 & PRS2 - 2 7B P BN admin.

3. H¥ OK (H1E) -
i 1422 7% Sun ONE Web JIR55 &% 6.0 4 BRI S5 456 1«

4. SIS EUED, KR Sun ONE Web i1554% 6.0 B 55245 B 11 WA PR LIV
Security (#&4r) #EHi+o

Fi%E 23 B oK Create Trust Database (B)EUEAFEGEEE) % 1.

$5%F ME Sun ONE BREZ B MLUES Sun Crypto fNiEES 4000 HREEEER 91




5. Ff Sun ONE Web JIR554% 6.0 ¥ PIIRS5 23 % 11 /£ MY Request a Certificate (Wi
W) B

= Netscape: Web Server, Enterprise Edition -]
File Edit Wiew Go Communicator Help

|- # 4 £ S % & #

B Back Forward Reload Home Search MNetscape Print Security Stop

] 7 Bockmarks & CoTo /]

iPlanet

T S B0 inteorate I~ Server Manager

[/ proferences MFEATTN /Lous /Monitor| [ VirtualServerClass' [Java [ LegacyServiels [ Search

L]

Reauest a Cerlificate o

Request a Server Certificate

8 New certificate.
Iflanace Lerificates A : :
_ Certificate renewal.

Fecuest YeriSign
Certificat
Ingtall Verisian
i

You can also see a list of available certificate authorities.

Install VeriSian
Certificate

i
cates
o
m Submit to Certificate Authority via:
3
ificate

s CALICKL @ CA Email Address: |I

Micirate Certificate o
g B p—

Select the module to use with this certificate.

Cryptographic Module: keystore name

Key Pair File Password: ‘:

Before requesting a certificate, you should read the overview of the
certificate process, and then go through the detailed steps on creating a
correct distinguished name which you should enter below. You will also

nonarata tha nranar antharvizatinn latiar that vraa will nea ta nhdain sraoe

= e | R
53  Sun ONE Web JIli452% 6.0 & BLIRSS 2% 1 HHE IR 55 g iE 4 T i

6. FEICA B 5 SIS A LU A e A5 i -

a. %PE New Certificate (BriEd) o
TS T DL RN E T R A6 B AT M Web 5 0] IOIE B LRI B LR, 3 e
“CA URL” #¥:. 50, 51E# CA Email Address (CA LR HIIE) , SR)G
g N A BRI HR R R 36 A 1) L T I M

b. LI I B .
W R hSE R o AN HIEISC H o SRR E R B . A Kk
SUNW il .

Sun Crypto /& #E 4000 HR L% FER « 2003 £5 A



c. 1t Key Pair File Password (#PIN SCIF8RS) RERHED , S SEaiAT & gin
HA #1

Il username:password (3% 5-1) .
d. FECLF I A B H A IEBi £5 5L :

%54 HIHENEERTLR

FE L

Requestor Name HIE A IE A A5 6

CHIEN:4)

Telephone Number SN IR,

CHIESE)

Common Name LERTT 1R 2% hostname.domain WK Web 36 2545,

G A

Email Address A IR B

CHB A3tk

Organization FEAEUE S LR R 4L 2R

(HZO

Organizational Unit CA3E) HEAEUET b i I 41 2L

( QHV/\ kF' 'fl )

Locality (Hh[X) CAf3ge) Y. AREL. AWBEE /M, RS AEE P L
=L

State (44 /M) CA[IE) 2 /M4

Country (FHZ/ AN PR R R R/ H X 1SO ACHS (4, PRy CND

X))

e. Jff OK (Hie) ZHIPEAR(EL .

. R MEROUR e .

m WURIEFCEIE P B k%4 CA URL, WHEF g2 A3 KiE 5%

m WE%EFE CA Email Address (CA HLT-HEA-HE) , 35 5 4 Ttﬁ?ﬂ]ﬂﬁﬂi%%
TR FE B, R JE s SLAZ 45 E P LM o

o BARIRUETS > BEREUEAS Be itk ST T2 S -

AR — UEE R DO A B8, XU TN o TR B Ok B L B AR
s DMEAERS 94 BT “ 2RSS AUET 7 KPR 5 AT .
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1. #E#F Sun ONE Web Jt55%% 6.0 4515525 11 2 MUY Install Certificate (2%EUE5)
W%,
— HAF WU HEAE IS I i R AR T, B FUKIE 1 2234 4E Sun ONE Web
AR45 28 .
2. % Security (&42) EW k.

3. /B, %R Install Certificate CZBEUEYS) HkdE.

| Netscape: Web Server, Enterprise Edition | -]
File Edit Wiew Go Communicator Help

< - a &4 a2 Eil =+ & &

i Back Forward  Reload Home Search Metscape Print Security Stop
] § Bockmarks & GoTo /]

iPlaket
wﬂ; Server 6.0 n e I~ Server Manager

L Y seouwity B /Monitor  / Virtual Server Class [ Java / Leqmoy Servlels [ Search

=

Creale Database
ecuest a Certificate Install a Server Certificate

Install Certificate
Certificate For:

Change Password (® This Server
. Server Certificate Chain
.. Trusted Certificate Authority (CA)

1H

Manage Certificate:

Fequest WeriSign
Certificate

Select the module to use with this certificate.
Inztall WeriSign
Cerfificate

tor hic Module: keystore_name
Install CRLICKL'S Cryplograp £

Manane CRUCKL'S

Key Pair File Password: |

Migrate Certificate

Enter Cerlificate Name ONLY if certificate is not for "This Server’.

Certificate Name: ‘I

(@ Message is in this file:

.. Message text {with headers):

5]

1% @ a2 @ 2

-4 Sun ONE Web JI554% 6.0 & BRI S5 & (1 2B I 55 S UE 15 DL

()]
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4. BUGAN, RAEIETS:

£55 HEEIHAFEPENTEB

FE LA

Certificate For ENIEE B

GUEHIE x50

Cryptographic SRR LS N EPIERI S H o S5 IR FRE A R B PIE AR

Module CIn##H)  ZFH] Sun Crypto JIE#A 4000, SAUELE— M keystore_name
R o

Key Pair File Wl username:password (3 5-1) .

Password (2 8%}

CAFEERS)

Certificate Name ZHIEUT, WL T B A R NIRRTk

GEFRAFRD 38 Web fiR g5 a8 4E SSL A Tz AT i I Ske vy R UE 15 R $ ) 44 7

T BIMERIMEN Server-Cert.

5. FENGE BRLMSIRIRE TS (55 91 B0 MOS8 %5UE 157 9508 8) BWKS] Message
GISELD JAHEN
BEAE 14 BRI — B

6. PR UG OK (k) #Hlo

7. WA AR IEFITCER, i5%$HE Add Server Certificate (FRIIRSSEFUET) %o

Bt Loy s — W E, EE S HOR R Sk 54 . B Web g5 as i — H AL TR M
W&, BIALTE R A )R

AN, RGUE TN, AL Web iids asfli ] SSL, aAZi%T Web fik 55 4 AT AH N
AL . 7 #hﬁ?ﬁlﬂ’]y%%{%@ﬂﬁ Web 55 %%

fil’® Sun ONE Web k5525 6.0 PA{#H] SSL

PAE, BOREET Web 55 as RG4S UETS, AL, A0 Web ik 55 453t 1T e &
A BEAEH] SSL.

¥ [it'E Sun ONE Web }55%% 6.0
1. PV KR Preferences (W1ED) Ewi|.

2. e/ diksvh kPt Edit Listen Sockets (ZalawrERn) k%,
FEH ST Web IRSZRPIFERIITA Wr £ 1.
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10.

11.

a. Wbl FyBe:
» Port Qi) : WENEZZATCI M SSL 1 Web JIR g5 s 1 Gl & Ay i
443) .
» Security (%4): WEHN On,

b. & OK (i) H=EHMXEEE L
BIAE, Edit Listen Sockets (g4 iiWr &8 1) Tl 247 Brh M gs 7 —4
Attributes (JEVE) #EHz.
P Attributes  (JEPE) HiEd.
A username:password, E&R%E FISUEEPE
IR AT AN RS, WS TE Ciphers (BBRY) i F ifd kPR 0T 7 10 #1541
B by or M T B U i BB RO IR AE . 80T DL ¢ Cipher Default (BRIAE )
BEE . SSL2 #i SSL3/TLS (f&HijZ 24 . Wik #% Cipher Default (ERIAHID) ,
WA Zs R BRA BB . HE A e I SR A 5t SO TR P e PR BT . R
LI, 7§20 Sun ONE (A,
HEPVREPENI: server-Cert MUER (WERAN, WIRETT RPN FF) o
Certificate Name IE1544) 7B P oA N B 90 2 T P BriliA i s o s 9%
23R4 username:password SAiF I H 7
EFEUE IR LA B EENERIC G, B OK (W) #44l.
WA LA Apply (BHD) #E4%, UDMEAES IS & Z i B TX s ik .
% Load Configuration Files CMIZRACE SCIE) BE#E R NI TEK
Fid L2x WoR—A SAVFIEA 5 Web 55 s R 1 5L
WIS RS54 O I ik #E Apply Changes (N RSO #2480, 12 IR — NG UE XS 16
HE, $ERIEHIN username:password. BT AN LLHHEE /N, DR AEHE AT B U v g s
I8 3] ]
) R PR R I
m 0% Load Configuration Files CII#ACE X4 -
m 53 Web g5k, SR)51%E+E Apply Changes (NSO $l .
& Sun ONE Web JIiR 5535 6.0 F5 B S5 a5 & 1, JESFET 11 /2 On/Off Btk

WSS, REEF OK (Bie) H&Hl.
RGN — D HEZ AN, B Module Internal (N F#EE) $2IR0F, 1
N Web IR 8315 (5008 FE 1 5500 .

I keystore_name $&/R I, I username:password.
UL PRI SRR I, AN username:password .

Sun Crypto fni&gE 4000 iR F1ER * 2003 &£ 5 A



12. £ Fiul) URL _EEGIEE S SSL 3% Web IR 555 :

https://hostname.domain:server_port/

AR - BUA server_port Jy 443.

¥ 5% [E Sun ONE PR 8H%HLUES Sun Crypto fmiEeS 4000 HRECSER 97
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ok

Ho B Apache Web Ak 55 45 LIS 5 Sun
Crypto fi##% 4000 B Bl &1 A

REANFUTEE 5 Sun Crypto JI3E# 4000 HEL 4 1 F ) Apache Web il %5 %%, 11
HT)U?

m 55100 5T “2h Apache Web 54 )i FIHR”
m 55100 5T “JHHH Apache Web 4545~
m 55102 50 “OIgHE”

il

ER - B Apache Web k554, AZEiEE S Sun Crypto I &% 1000 AT Sun
Crypto JE s 4000 [RINECGAEH o W R AIX AR A N8 Apache Web JI %545,
Apache ¥ IEH TAE.

WAL ] Apache Web il 555, WL A0 22 BB AMERF 109234-09, 3N
SUNWkcl2a )G, RIKESHH Apache Web JIkR%5# mod_ssl 1.3.26.

AR - BOANILT, R UM Apache Web I 55 as i)l 1L &= I Thag, HAGE

Ak
a~

929



i Apache Web Ik %5#% J5 FH AR

AN AU 5 ] Apache Web 55 #5 LAE 5 Sun Crypto N #% 4000 ARG+
T

J3 H Apache Web 55 %%

ZFH Sun Crypto D #s 4000 BRI, 2025 Apache Web x5 1.3.26 55 47
A LR Ui W]idE T Apache Web k45 1.3.26 WA, 17 XA H] Apache Web filk 55 %
MIVEANM5 8, 1550 Apache Web 4% #5 3C.

V¥ )i H Apache Web JiR% %5

1. @& httpd BLE T,

%} F- Solaris 245, httpd.conf-example B 17T /etc/apache HX T,
T ] DURE SO R ERE RO T4 T T T 52361

# cp /etc/apache/httpd.conf-example /etc/apache/httpd.conf

2. {£ httpd.conf IFHIE ServerName B IS5 4o

3. J33) apsslcfg,

# /opt/SUNWconn/cryptov2/bin/apsslcfg

4. %FE 1, BLE Apache Web JIR5523LAfH] SSL:

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for Apache.

Please select what you wish to do:

1. Configure Apache for SSL
2. Work with Apache keys

Your selection (0 to quit): 1
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5. #¢flk Apache —HERISCAFIAER H 5o
1F Solaris &4 I, % 4 /usr/apache.

Please enter the directory where the Apache
binaries and libraries exist [/usr/apachel: /usr/apache

6. H&flt Apache Fit¥ SCHFRERIALE o
fE Solaris &% I, WH N /etc/apache,

Please enter the directory where the Apache configuration files exist
[/etc/apachel : /Jetc/apache

7. RGO RSA %N -
W RS IAEA QR BN, WL BUR B FE ] apsslcfg A4 .

Do you wish to create a new RSA keypair and certificate request? [Y/N]:

WERSEXS R B “No™ s WIBEA5 102 5T “AUEIE5” .

8. BN AR E DI H %
WERARPLI H S AFAE, MRZGE Q% H %o

Where would you like the keys stored? [/etc/apache/keys]: /etc/apache/keys

9. AEWTORHERE— A AR H R
WA PR B AN ) J 28 LD ) 3 (SO« IR FR A SRR i A UE A5 30

Please choose a base name for the key and request file: base_name

¥ 6% [E Apache Web BR% 8 LU{ES Sun Crypto IniEEE 4000 HREZS{ER 101
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10. $RAEKEEAT- 512 Rl 2048 fr. Z [ H] .

11.

X RZH Web IS5 3N RPN S, 1024 7 C &R W4, AN, WREEE, b
CiptE: L ikrEik 22 R

What size would you like the RSA key to be [1024]7? 1024

Using configuration from /opt/SUNWconn/cryptov2/ssl/openssl.cnf
Generating a 1024 bit RSA private key

........ o+t
................................................... e+ttt
writing new private key to /etc/apache/keys/base name

G i) PEM %69,
MR DL 3 0kl . Sk e 4 H 0 i . R0 30, B ik v e 44
54

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:

IR — WA AR . BOE W, BV RISk

(FE AT

DL R B A A4 A Sun Crypto Jig#E 4000 # 1) Apache Web JIik 55 2% 1 £ 0 2211
k.

(EUFE RN

. EEHEAESS 100 B “KiJH Apache Web IR55 437 vh G % PR GI-EE 1 i

RIS N A REVT W BB, ARG AR 7 BUe S IE A5 R

m Country Name C([FZ/HXAFR « dp A7 REALE M 5K /X ISO AR, FEiEFS
ETUEYL s Bte B (B, P EE CND

m State or Province Name (MEGELAFR) : (AJ3E) EATFEPIHEGMN /BRI (8L
BENIE 5(.) PR 42 0] )

m Locality (Hixi) . CW3%) Iy, HREL. AWBEES /M, WA tt, Wariirfs
LT
» Organization Name (4IZ4H0) « REAEUESS LA BRI 45K

» Organizational Unit Name (ZHZURAIZFK) : CAIk) KAEubds LA W U gy
e

Sun Crypto /iniE=§ 4000 #R =4 FIFH F#ER » 2003 F 5 A




m SSL Server Name (SSL R4 4 FR) « FERVIFE B WA P8 Web 3 1545,
m Email Address C(HLFHEfRhbE) « AITE ARG B

N R A e A TIE A T B s -

Enter PEM pass phrase:

You

are about to be asked to enter information that will be incorporated into

your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For

some fields there will be a default value,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) []: Fictional Company, Inc.
Organizational Unit Name (eg, section) []: Online Sales Division
SSL Server Name (eg, www.company.com) [] :wwuw.fictional-company.com
Email Address [] :admin@fictional-company.com

2. ML /etc/apache/httpd. conf ¢,
B b4 W B S HANE B SR S . Ak, Bais S
/etc/apache/httpd.conf AFLMEE Sun Crypto JI##E 4000 K AFHCAAEH

The
The

You

You
SSL
way
the

keyfile is stored in /etc/apache/keys/base name-key.pem.
certificate request is in /etc/apache/keys/base name-certreq.pem.

will need to edit /etc/apache/httpd.conf for the following items:

must specify the ports that Apache will listen to for
connections, as well as for non-SSL connections. One
to accomplish this is to add the following lines in
Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:

LoadModule ssl module /usr/apache/libexec/mod_ssl.so.version-number

In the AddModule section, add the following:

AddModule mod_ssl.c

¥ 6= B E Apache Web BR555LIES Sun Crypto niEzE 4000 AL &1
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FE - SiAE B BRI RO 6 Y ) version-number

3. MR EREAEE VirtualHost, MWAMAE httpd. conf CPEI SSLEngine,
SSLCertificateFile Ml SSLCertificateKeyFile 54, XUeFFA LMNIAFHL T
SSLPassPhraseDialog $i4A Hijlli

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default :443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/base name-cert.pem
SSLCertificateKeyFile /etc/apache/keys/base name-key.pem
</VirtualHost>

You must add the following line after all of your VirtualHost
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/cryptov2/bin/apgetpass

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache Web Server. Please refer

to your Apache documentation.

<Press ENTER to continue>

WA 100 50 “JHH Apache Web g5 4t ” 3R 7 it @ H1% “No”, WHRS
B2 S ER AL LS e AR i e R e 45

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing

"Work with Sun ONE and Apache keys" from the

apsslcfg main menu.

4. ft apsslcfgiafrsela, ko Bili.
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. )\ /etc/apache/keys/base_name-certreq.pem (FHH base_name CAELS 100 T
“J3J Apache Web 55757 i b3 9 BB hARMEAS g Bobridl, SRR P42
#iNIERL

. —HERRUET, WEBIEUE S /etc/apache/keys/base_name-cert . pem IR
UEAREIG B U Sk o

. )54 Apache Web 5575 -

XA E & Apache —HEHISCH H% A /usr/apache/bin. MR BRI 1
CAFH %, A ER H .

# /usr/apache/bin/apachectl start

. PR, WA PEM #19.
L AERSEZS TS A Pl URL, £ C 5 SSL (¥ Web it 5588 :

https: //server_name:server_port/

W BRI server_port iy 443.

¥ 6% [E Apache Web BR%2ELU{ES Sun Crypto fniE s 4000 HRECS1ER 105
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ok

Wi i 12 W AR B

AFES4] Sun Crypto Iy 4000 A2 Wil BURT s RE HERR Jrid, ARREL R LAY

107 7 “SunVTS S Wragf”

115 51 “4IH kstat BEINEES)”

% 116 7 “ffiffl OpenBoot PROM FCode [illf#/7”
55 118 T “HEBR Sun Crypto i #s 4000 4 [k ”

SunVTS 2 Wr i 4

L SunVTS FEfF ARt 7T AT — RTINS AT ™ St . 3o — 283
FEFFRE suNwvts 1 SUNWvesx B4, BT 50 SunVTS F P41k
Solaris 8/9 Software Supplement CD L) THEM . B0 SunVTS FEFFALH)
I A Py D e e U v 6 K SR Sl R P R A e it

Sun Crypto HI# &% 4000 # Al il i =4 SunVTS MK FHEAT IR FEh A~ I
F2/¥, nettest fl netlbtest, 5 SunVTS 5.1 Patch Set (PS) 2 iz A LLJG FAZ% 0
SunVTS BAFHGEE—Hd o X LCPTRKFE T FH TR AR A 99 R dE A T I

H A SunVTS MlAFEIF veatest AT Sun Crypto I s 4000 CD L[ SUNWvcav
BAH, E 500 SunVTS FEF 0 T2 Wkl i i g .
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1 vea WBFE P 22EE SunVTS netlbtest
nettest X fF

2 7-1 YW T U] 58T 2 2235 1) SunVTS BT A vea IR FH#E SunVTS
netlbtest fll nettest EF.

w71 veca WHFEFUFENK SunVTS netlbtest Fl nettest At

BF Solaris %R EAE SunVTS R DREERRGE R EHISHERF
Solaris 8 7/01 SunVTS4.4 111854-04
Solaris 8 10/01 SunVTS4.5 112250-04
Solaris 8 2/02 SunVTS4.6 SunVTS5.1ps2

Solaris 9 5/02 SunVTS5.0 SunVTS5.1ps2

Solaris 9 9/02 SunVTS5.1 113614-11
Solaris 8 HW 12/02  SunVTS5.1psl 113614-11
Solaris 9 12/02 SunVTS5.1psl 113614-11

Solaris 8 HW 5/03 SunVTS5.1ps2
Solaris 9 4/03 SunVTS5.1ps2

SunVTS #AH7 T8> Solaris WA ff 717 (1) Solaris Software Supplement CD . % 7-1
“HEA SunVTS B4 R A SunVTS #ARCAANL T [F])—4T A Solaris WAk 7 )
Solaris Software Supplement CD .

%71 L “SunVTS” JFkHI4 H R R —2 SunVTS BRI RA . 52 SunVTS %At
25 22 %% sUNWves Bl SUNWvtsx ZRAF£L.

£ 71 TR BEAR . R B SunVTS #4020 5 4 LLRT 22365 /) SunVTS
WA, I SunVTS Btk m 2wy, AR LG %251 SunVTS 448 . Mk
PLAT 232 0 SunVTS AR 7 k020 5 DL 22235 e TR 7 a0 | . Bldn, Wi Chay
AR AL I BT i 242 pkgadd, WINASE T pkgrm iy MHER A4,

WK 71 “DFRITFBEHNET” BPyIELH, WAHER patchadd w4 %3%1%
BANERF LA “FEAR SunVTS BAE” #h 51 F) SunVTS 8. 800 7 R &b
TR 200, ASEM R LT 2261 SunVTS SAFA .

f#i ] patchadd iy ZRAEHMEF 113614-11 #1241 1] SunVTS5.1ps2 #Ah A % e LLRT
R SunVTS HATAL.

] ML PSSR e A http://www. sun.com/oem/products/vts/

] LT PISE 3RS S B B4R http://sunsolve. sun. com/
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EE - 7% sUNWveav AU Z Y, WAL BN TR SunVTS BWAFEFEAMERT .
SUNWvecav HAFEFaHE SunVTS MR FEF veatest.

i F SunVTS #AFH AT veatest. nettest
netlbtest

B U AT R W X 2 W R BB, 5 S 00 SunVTS MR FE 2% Tk
HPRERAES % . XA T http: //docs . sun. com M B “Solaris on
Sun Hardware Documentation Set” #7. 4k, %1 FR S Solaris MUA K45 K] Solaris
Software Supplement CD B2 T X 26504y,

AR - REERIET LT SunVTS HA4EHR SunVTS BAMEF 2 J5 4 8l H
SunVTS,

v $4T veatest
1. S &6y B8l SunVTS.

# /opt/SUNWvts/bin/sunvts

AKJA8) SunVTS FITFELN UL, 1EZ1H SunVTS H 455 .
LT MR E B CA8 H CDE H P A8 T SunVTS.

2. f£ “SunVTS Diagnostic” E#E I, Hf “System Map” &4 “Logical” Bix,

B - RGNSKEF “Physical” B A, AdBBGEMH “Logical” #x.

3. IR MARE I SL L, Res 5.

4. % “Cryptography” WSLEHE, RGHERE “Cryptography” WIS HE, ‘Bon
Cryptography 4Pty FiAT AR
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5. iiiB% Cryptography 41'IER vecatest LASMREZ EHE.
m WRERT veatest, NFE LK 6.
n WERAKREIR veatest, WA LB RN RG LIS, Tk

“Commands” Nz A “Reprobe System” .

ARV, HZ0H SunVTS H ) fam . Al e sIf iR veatest Jia, 4k4k
AT 6.

6. WP A~ veatest BIRE, Rnlifi ITHENRFRLL R “Test Parameter
Options” X iGHE.
%5 110 W “veatest INASHEET” Hrd TXEEHE T veatest AL

7. ERATBENES)G, N “Within Instance” FHEPiER “Apply” LAEH

Pk veatest B, B M “Across All Instances” FHRAPER “Apply”
DAEBOEE AT veatest Bif,

AT RERAR G, XPUEHENS 2%, JF HiR[H] “Sun Diagnostic” F% H.

8. MR —A> veatest B, RN liAiITHE RUPRLAE R “Test Execution
Options” fifHE.
7R “Test Execution Options” XIHHER 73—k 21k $e “Options” FHr 135K,
SR PHIESE “Test Executions” o IXELIETUEIE T SunVTS #5244, K ima A It
PP HREAME R, WS SunVTS HIJ 458

9. EHEVA BEMES)G, i “Apply” CAHEBRMIHHEIFRM] “SunVTS Diagnostic”
FEn.

10. EFF “Start” PATEEIINIARYT o
11. 2EFE “Stop” FEILFATIIARY ¥

vecatest MRS Ek i
%72 W T veatest TR .

%72 vcatest TR

Pl EE 2 A

CDMF W CDMF it & n# .
DES iR DES #t#n% .
3DES MR 3DES #twn .
RSA TR RSA AFAFFAEA .
DSA Mk DSA 4561k,
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®72 vcatest TIRRFEF (48

MIRIRFE &HR L

MD5 WX MD5 B/ B r 4
SHAL Wk SHAL i B H a4t

RNG DR AL SR A2 e R

vcatest M ITIETL

WHREBNAT (MAE CDE Fti) EFIBIT veatest, WA SHLMTE G 21T
FRERIEE.

1E 32 (i, vecatest ISR /opt/SUNWvts/bin/. 7E 64 fAET,
vcatest {42 /opt/SUNWvts/bin/sparcv9/.

vcatest [HIfir 47 ST RENS SCFEHTH SunVTS AR, MR 4 i 1 10 o
-o ZHHRE .

1 KARUER AT SHIE XL, WS SunVTS AT 2% Fit. veatest &4
DIRERLAHMARE R, IS -£ S8 AT -u ZHTULE R S, 5
] -v 24878 VERBOSE  (PE4H) . i 5 ip & Il H &om ik 4 H .

R AME 32 AR R veatest AENISIRE PRI KRB, LU dr S THE
vea0 EHATHTAT IR

# /opt/SUNWvts/bin/vcatest -f -o dev=vcal,tl=all

A& —ANE 64 A7 R A SunVTS AR veatest [WR#l. DL Fa4HT1E
vca2 FHAT RSA. DSA Fil MD5 MAFE T

# /opt/SUNWvts/bin/sparcv9/vcatest -f -o dev=vca2, tl1=RSA+DSA+MD5
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MAFATHIZAT veatest I, WIS ZMSFEANEDL, W2l ZIE DU BOAERAE, W
# 73 PR,

%73 vcatest midiTiEL

JEIR A

dev=vcaN e EIMR & A IBIFE, W veao 88 vea2. WRAIRE, WEAN
veal. IR N R BRI & MRS

t1=testlist R HEPAT I FIRE T AR 1 PR + ons)

WaTT o SCHef IR F % CDMF. DES. 3DES. DSA. RSA.
MD5. SHA1 1 RNG, Kt
t1=CDMF+DES+3DES+DSA+RSA+MD5+SHAL+RNG ¥ 3 T
FIRRFEE . WA LUEA t1=al1l, MEPATHTA MRS . Wi
K EAAT PR T, WERA N a11.

v PUT netlbtest
1. BN 56y 28 SunVTS.

# /opt/SUNWvts/bin/sunvts

ARIASKITEAE B, WHZ0 SunVTS HlJ 458
PUF Bt W e 8 CAi H CDE H 7 b1l 3 T SunVTS.
2. f£ “SunVTS Diagnostic” E#E I, Hf “System Map” %&b “Logical” Bisk.

AR - RGWSKEF “Physical” B A, ABRBGEME “Logical” #ix.

3. BRI AR S ERE, FrefIsl.
4, PE “Network” WISLEHE, SRIGHEEFE “Network” WIISHE, W73 Network 41t

AT IR o
5. 1Bk Network 41'['B vcaN (netlbtest) LISMYSIEHE, W5TERE N Fn Ml 45

m WARE/RT veaN (netlbtest), NWEHEZELRE 6.

m WRAKEIR veaN (netlbtest), WATLUEEKI RS LIRSS, Tiidkad: &
“Commands” FH=HEH] “Reprobe System” .

HRYILE, EF20 SunVTS H I fer . Kl fEse of 878 veaN (netlbtest)
Ji, HEPITISR 6.
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10

11

Y

W

=

i BUBR LB AR “Test Parameter Options” X ifiHE.
SunVTS MRFEFSHFMHNET HJET netlbtest LTI,

%FE “Intervention Mode” 1%l EFEIP—4 vcaN (netlbtest) Hif, R)n

TR BEMES )G, N “Within Instance” FHEFDES “Apply” UK

Piiklf) veaN (netlbtest) HilfE; SHM “Across All Instances” FHisg fpikff

“Apply” LB LW veaN (netlbtest) B,
BHT ARG, XHEHEN 2%, JFHIRM “Sun Diagnostic” F- % .

PP A~ vcaN (netlbtest) B, SR Hlifi#IFEH LR “Test
Execution Options” X ifiHE.

R “Test Execution Options” XIHHEM) 53— M7k &i%E+E “Options” 733,

RIGFIEFE “Test Executions” o IXLEIEIIEIE A SunVTS #44:, K250 T MR

ey ARG, W25 SunVTS HJ 4R/ .

EQ I
. EFE “Start” AT T
. FE “Stop” FEILBHATIIARY T

AT nettest
. B9 H 84 58 SunVTS.

WEREPTAT LU, EfE “Apply” DARBRMISHEIFBI “SunVTS Diagnostic”

# /opt/SUNWvts/bin/sunvts

ARASHITEA V], HZ 0] SunVTS Al 458
LN SR E 8 CAE ] CDE H P A4 30 T SunVTS.
. f& “SunVTS Diagnostic” E#E 1, Hf “System Map” &4 “Logical” Bix,

B - RGNSKEF “Physical” B A, AdBEEGEMH “Logical” #x.

- HBRBA NRAR IS HE, R eIz .

. P “Network” WJSEHE, RIGTHERE “Network” WS HE, B8 Network 4l

AT DAY o

BT7E MIEESETIHR
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5. {5k Network 21 veaN (nettest) UUAMAEEHE, i3 N FmZimliAn i s5n
Bl
m UWREIRT veaN (nettest) , MFEEILE 6,
m MR REIR veaN (nettest) , MTEZEE veaN WS4 LI 5— N5 DhEA
ifconfig -a. MWHSHIHLITI4H:

vcaN up inet ip-address plumb

WRRFIHATHT ifconfig & H, nettest KIFEF NS Ak ik & AT,
EHF 1 fconfig BEHLTME UL BE I A8 TIBEHL -

W ifconfig -a I TS H, iR “SunVTS Diagnostic” F-% H,
RGN A “Commands” RS TEESE “Reprobe System” KA R SE, MMif
3 vea.

HRHVPLE, ESH SunVTS H P #Em . B FESE N IF 7R veao (nettest) &,
PEEPAT K 6,

6. WA veaN (nettest) Bif, SR lifi BN BRI R “Test
Parameter Options” X ifHE.

SunVTS MRFEFS % F M NHT RJET nettest HIETIL,

7. WRRIAT B EEDG , M “Within Instance” FhisEirp ik “Apply” PAHIX
ikl veaN (nettest) Hilfg; s “Across All Instances” | iz P k£
“Apply” LSBT EEN veaN (nettest) fFilft.

BT ARG, SHERENH K, JF HiR[H] “Sun Diagnostic” F % H.

8. PP —A vcaN (nettest) BilfE, RNkt IFHERBLLE AR “Test
Execution Options” %fifif.

7R “Test Execution Options” XIHHE 73—k 21k $E “Options” FHr 135K,
RGPk “Test Executions” o IXUEIETIEMH SunVTS ¥4, K255 ma A7 I
PR A RTEAIME B, W25 SunVTS HI 458

9. VA BEMEDG, & “Apply” CAEERMIHHEIFRM] “SunVTS Diagnostic”
T,

10. BEFE “Start” PATEERINARLF
11. EFF “Stop” FFILFATIIARY T

IR - AN HAT nettest Ml netlbtest,
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i kstat #iE W5

Sun Crypto N4 4000 B A7 e & H T S B B n s i sl e 7n AT s e 45748
B I A LT RS CAER BT, W kstat(IM) fiv & s v (1 1A

# kstat vca:0

module: vca

name : vecal
3desbytes
3desjobs
crtime
dsasign
dsaverify
rngbytes
rngjobs
rngshalbytes
rngshaljobs
rsaprivate
rsapublic
snaptime

instance: 0
class: misc
3040

5

65.342725895

0

0

10592

187

16328

327

9

0
106956.467004482

AR - LWt 02 vea WAKIBIFES o M55 N S EAE N AT

kstat fir& I HIFE S .

BRI kstat fF BIEY] T IEGREC YRk AT IERIEST Sun Crypto Ji4: 4000
Bo ML AERBEIN [)A2 40, RO IS L 55X 45 Sun Crypto s 4000 AR (14
PRV Ko W RTINS AEAL S RAIELIR, T IRYE Web 5% 45 Ry 5 e B R B 25 1

Web JI 5523 BC & -

AEXE R kstat(IM) BRI AR/ KB RRPSETHE . IXEAERAFAE IS N,
T BEATIA SRR SS o« 08 SORISE B 44 K AT RE 2 Bt N T T 424K o

FE - WH nostats BYEC# /kernel/drv/vea.conf A E X, NS
FERGVET o SeJE M vT DU R By 1 34T W A5 = Hr

B7E HIESEIHERR 115




fif § OpenBoot PROM FCode Hllf£/7

LUR AR A7 B TAE R STk 5 | TR T 4 1O e

&R L] OpenBoot PROM (OBP) test B¢ test-all 4Kl FCode 2 W
FEFF o QURAERAT ISR P I A A e, )2 BRI B . 75K test H
test-all A MIEAEE, 26 (OpenBoot Command Reference Manual) .

FCode HMFEFia 144 K2 B Ihfe 4Lk, Itk

w 7EIE PO A AR 22 R R T
n RUERG S| SRR T AL IR

v HATULK M FCode A M Wi FLEF

EHATLURM Sy, BB HIT R E M-S, JHERS S I1E OBP #2R 75 Fo Ak
AEERS, WA s SRR S,

A RATTH OpenBoot fir 2 MIHEANEE, 1525 (OpenBoot Command Reference
Manual) .

1. XM &S5
fii] (Solaris Handbook for Sun Peripherals) T ik fIbruE ML Fe

2. TF OBP #2755 F» ¥ auto-boot? HEEHIX A false,

ok setenv auto-boot? false

3. ME RS

ok reset-all

116  Sun Crypto fini&gE 4000 #RRIEMA 1R * 2003 £ 5 A




4. A show-nets DL/RBeaslk, JFEBIrmmE:
BB BT FHARH R A1, XL & FIERLAR A R AR

ok show-nets

a) /pcie8,600000/networkel

b) /pci@8,700000/networkes, 1

g) NO SELECTION

Enter Selection, g to quit: a

/pci@8,600000/network@l has been selected.

Type “Y ( Control-Y ) to insert it in the command line.
e.g. ok nvalias mydev “Y for creating devalias mydev for
/pci@8,600000/networkel

AR - ZH test mAPATULT BIMRRRS, A ZURE LUK R S 1312 28 M 2%

5. ffifll test ArAATHNRR:
11T test AN, HaPAT LA N INATEP:
m vca AR (A diag-switch? &4 true B &4
BRI AR Y
n FEEER:/ WA AR T

R — WA AN BRI 48 4R (1 1000 Mbps #43%,  HFHE I B REE,  [AIETE
AT Sun Crypto HLd & 4000 UTP J&AC s FMARFF o % TR, A 1R
i 1A ZB0 4k RN B 5 @ I b o A MBI BRI, A i 1 Az R 1
AT o BRI, S g AN BERE R 2 B SR B I, 5 054 25 3-8 PHY 45 #%
BRI . EE Sun Crypto J %% 4000 UTP @& fic % F IR 7 AT LUEAGHIR 1000 Mbps
ERz, WIEHEETE 1000Base-T i1 o

BEALUN fir %

ok test device_path
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A test WHK, WISHBILUT I E:

ok test /pci@8,600000/networkel

Testing /pci@8,600000/networkel

Register tests: passed

Internal loopback test: passed
/pci@8,600000/network@l: 100 Mbps half duplex link up

WERBORIER M S, WF BT -

ok test /pci@8,600000/network@l
Testing /pci@8,600000/networkel
Register tests: passed

Internal loopback test: passed
/pci@8,600000/network@l: link down

6. MIAEACE 2> WHEALL R4, DR OBP St A £ bR Ak

ok setenv diag-switch? false

7. ¥ auto-boot? FEEBEK N true,

ok setenv auto-boot? true

8. MEIFMH T F S,

fEER Sun Crypto JH# 4% 4000 e

AN G THERBC ) OBP i 4. A RLL /N Frid & ITEA de ], 152
{OpenBoot Command Reference Manual) .
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show-devs 6§75

i E Sun Crypto HIE S 4000 W2 AERG A, EHATEL PR 72 OBP
RRFE T, #A show-devs fiy& LU /R BEGIIR . NV IZAEB & VIR A BT
R BIRILAT . XEATI A AT RES AT AR, BARE TP Sun Crypto Jnig
% 4000 1

ok show-devs

/chosen

/packages
/upa@8,480000/SUNW, £fb@0, 0
/pci@8,600000/networkel

/pci@8, 600000/SUNW, glc@4
/pci@8, 600000/SUNW, glc@4d/fp@o, 0

75 LR, /pcies, 600000/networkel 4k H#K /8 Sun Crypto JIi##: 4000 2
MIBEERAE. ARG IREIRACE AT 25 F I B B ARAT

ET7E WEESETFIHERR 119



.properties 7%

T BB IEWAIH T Sun Crypto MIEZS 4000 & @ PE, HHATLL T PE:
1E OBP #/R%F F, N .properties iy LR /REMAE.

ok .properties

assigned-addresses 82000810 00000000 00102000 00000000 00002000
81000814 00000000 00000400 00000000 00000100
82000818 00000000 00200000 00000000 00200000
82000830 00000000 00400000 00000000 00100000

d-fru-len 00 00 00 00

d-fru-off 00 00 e8 00

d-fru-dev eeprom

s-fru-len 00 00 08 00

s-fru-off 00 00 e0 00

s-fru-dev eeprom

compatible 70 63 69 38 30 38 36 2c 62 35 35 35 2e 31 30 38
reg 00000800 00000000 00000000 00000000 00000000

02000810 00000000 00000000 00000000 00002000
02000814 00000000 00000000 00000000 0OOOO100
02000818 00000000 00000000 00000000 00200000
02000830 00000000 00000000 00000000 00100000

address-bits 00 00 00 30
max-frame-size 00 00 40 00
network-interface-type ethernet

device type network

name network
local-mac-address 08 00 20 aa bb cc
version Sun PCI Crypto Accelerator 4000 1000Base-T Code
2.11 02/10/31

phy-type mif

board-model 501-6039

model SUNW, pci-vca
fcode-rom-offset 00000000

66mhz-capable
fast-back-to-back

devsel-speed 00000001
class-code 00100000
interrupts 00000001
latency-timer 00000040
cache-line-size 00000010
max-latency 00000040
min-grant 00000040
subsystem-id 00003des8
subsystem-vendor-id 0000108e
revision-id 00000002
device-id 0000b555
vendor-id 00008086
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watch-net 05

EINEM &R, EPATUUR DB, 78 OBP #2575 F, B apply watch-net 4

ok apply watch-net /pci@8,600000/network@l
/pci@8,600000/network@l: 1000 Mbps full duplex link up
Watch ethernet packets

.’ 1s a good packet and ‘X’ is a bad packet

Press any key to stop

ARG AR MAEE RS . BROREICH RS N, faBr—A “7 59,
BRI T H 9 288 A 1 R I 80 ) i AR Bl i, (s s —A> “X7 755

E7E WEESEFIHRR 121
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e A

LA

AHE A48 Sun Crypto JHif #% 4000 MMF R UTP @& BC s (0%, 45 LA R LAY

m 5% 123 51 “Sun Crypto flid#F 4000MMF J& Fi #5 ”
m 126 11 “Sun Crypto fi##F 4000UTP & Ac #5

Sun Crypto Jili# #% 4000MMF 3% it 3%

AT 4 Sun Crypto Jid#s 4000 MMF & Fo &% 1R -

123



LA

K A-1 %275 T Sun Crypto Jigds 4000 MMEF i 4 (11452 4%

© Faur

DIAG
OPERATE
OWNED

FIPS

[@ RIS

O

Purcell, CA
P101-000

A1 Sun Crypto JI#E# 4000MMEF & Fic #3 E £ 25

2 A1 BT SC IERAS (850 nm) [FIRFE

% A1 SC EE#HEER Y (IEEE P802.32)

$5i 62.5 ¥k MMF 50 fK MMF

PAEVE K 260 K K 550 K

124 Sun Crypto /iR gE 4000 LA A1/ 2003 £ 5 A



ZEE NG

®A2 WHRS

R+t mE WE (%)

IS} 12.283 Hesf 312.00 ==K

s 4.200 106.68 %k
PERERI RS

w A3 TERERU

e s

PCI i 4h 5K 33/66 MHz
PCI Ui 1% 1) 14 i 22 IRk 64 FH5 (BRI
PCI £ / il 96 5 32/64 i

PCI i THE/ e

1 Gbps, 850 nm 1000 Mbps  (4=%T)

YR 0K

F A4 HJEESK

i Fily-—

RIhFE 6.25 W @ 5V
12.75 W @ 3.3V

B 7 2 5V +/- 5%
3.3V +/- 5%

MR A HIAE
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2 L%

® A5 PR

hhE s

PCT i 33 MHz i 66 MHz

B kAN PCI 2.1, 37 33 MHz 5 66 MHz HHEpfi 3 Ll & 3.3V 5 5V HiJf.
PCI S 2k 5 32 7k 64 fir

PRSI

® A6 RIEHR

& TEig HEhEE
W 0° & +55°C, +32° & +131°F -40° & +75°C, -40° & +167°F
AR RS 5% 85% (ILktss) 0 & 95% (TCHEEE)

Sun Crypto Ji# & 4000UTP J& [ 4%

AHi4r4d Sun Crypto Hidi#s 4000 UTP i& s R LS -
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LA

K A2 W78 T Sun Crypto JIi# %% 4000 UTP dific s 1 IE 2% -

© FauT

DIAG
OPERATE
OWNED
FIPS

© LNK

®

O

Purcell, CA
P101-000

A2 Sun Crypto JI#E#S 4000UTP & e #3 E £ 2
% A7 51T Sun Crypto HIE#Y 4000 UTP &AL AT H 1 5 k8o MRt .
# A7 5 FIEHEA BRI

i L
PRAEVEH K 100 K

MR A HIAE
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ZEE NG}

wAs  PHIRST

Rt mE WE (%)

K5 12.283 e~ 312.00 Zk

s 4.200 106.68 %K
PERER RS

w A9 TERERU

e i

PCI i 4h 5K 33/66 MHz
PCI Ui 1% 1) 14 i 22 IRk 64 FH5 (BRI
PCI £ / il 96 5 32/64 i

PCI i ER VO NH

1 Gbps, 850 nm 1000 Mbps  (4=%T)

LR 0K

®A-10  HHIJFESR

i g

RIhFE 6.25 W @ 5V
12.75 W @ 3.3V

B 7 2 5V +/- 5%
3.3V +/- 5%
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2 LA

F A1 FBOHE

e mig

PCI I} 4l 33 MHz 5% 66 MHz

NN PCI 2.1, 37 33 MHz 5% 66 MHz W80 % L K 3.3V 5% 5V HJH
PCI M5 32 {78 64 fiL

IR

FA12 IR

& TEig HEhEE
W 0° & +55°C, +32° & +131°F -40° & +75°C, -40° & +167°F
AR RS 5 % 85% (ILktss) 0 & 95% (TCHESE)
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Mt 3%

Apache Web il 55 SSL it & 4i7 <

Mﬁ%/\éﬁ M1 Sun Crypto i #s 4000 # {4 Apache Web Jk 45 %51 & SSL SCRe it
JTH T4 . #NAE http. conf SUAFPRECETRS . A CHAME R, S0 Apache
Web EE%%%YHO

1. sSSLPassPhraseDialog exec:program
Wi AR
%364 H T8 %1 Apache Web Ik 554 NHATHR 1€ 1) program, LASCEE 3 BH SCAF)
Whh.  program SRR 4 B bR A e L.
WRA 2 A EYICHE, I HEAME LR 6, W program R AhAT—K  (FHX
1B4T program Z AT, B X FEAMBUR B # .

program PATHATHIANZH: BB NSEZ NS LFR, KH servername:port
¥, I www.fictional-company.com:443. %l 443 f&3:T SSL ) Web
ﬂﬁ”\%ﬁmﬂﬂmlﬁﬁ Ho 3 ASHOEHYIA PRI YIRAY (keytype).  keytype AT LL
& RSA 5 DSA.

AR - BT T ARG S s E AT, IR g AT dev, ARG S A
tty AN (B) tty(3c) iR IH| false {H) .

BEFT FESF /opt/SUNWeonn/cryptov2/bin/apgetpass At program [HHAT
SCHEH . ZRE S B PR BN, i AR NI AN B,

Si4h, MMt H sslpassword F&JFIER] UL H R SO )50, M 7 Web
JIR 554 SR SR EAT ] A T ERAE . ERAES N
/etc/apache/servername:port.keytype . pass LI PR B A%, W)
YSAEAEEAE, W] /etc/apache/default.pass XM IXECEEAL AR LS
KRIVE RS, % % —AT .

AR — WSO BRI A LR, TR Fe i Web il 55 45 LLIE B 33247 19 UNIX
MBI 2 Nz A HIBRTE Apache User $RAECE K —HIJ"
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WMEATEE, WIBRIARAE ST H AR 15 20 BRI BRAE, 1ol FH BERR T
sslpassword F2/F, LA RS 5 2SR

2. SSLEngine (on]|off)
W5 AR, TN

25 TR SSL Whille ‘el e R ENR AR, DB R — /NS RS 28 JE
SSL. i I —Fhbg 2

<VirtualHost _default :443>
SSLEngine on
</VirtualHost>

MeiEAY N W W 1 443 (kv HTTPS 8 ) (AT IR S5 28 & SSL. WHRAIEALE, ¥
AR M CERIABEED ©

3. SSLProtocol [+-]protocol
Wi AR, L

PR T HCE IR S5 #R AEREAT SSL 55 AL BRI WAL HI B Pl 2 B-1 SR U] 1
CIPELNINE

®=B-1 SSL FM¥

Bl e

SSLv2 Netscape 2 i i ¥IbrAE SSL #hil

SSLv3 SSL VMBI SEHTRRAS, K 22 BiAT ) Web D B 2% STHF IR 10X
TLSvV1 SSLv3 [HEHIRAS, ML IETF HHATHITE, SCREE MM AR >
all JA LA B iX

AN (+) BORS (<) RASINSMIER Prs. Bilhn, EEEADX SSLv2 sCHF, wIL
LN 4R

SSLProtocol all -SSLv2

bR R AR

SSLProtocol +SSLv3 +TLSv1l
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4. sSLCipherSuite cipher-spec
Mg )Ry, BN,
SSLCipherSuite fi5-4 FH 30 & 7] FH 1) SSL %A e i ik It o

ER

.htaccess

542 RIS Bk FU AL

B, 2SRRI SSL R TFINAEH] . A5 H I8, EomiilhaT SSL HFr i
AP E (0 i ST P 8 A D B SR 2 ELAE A A& Wi 2 iy A

cipher-spec 7] LLJ&—> i
DH ;2#F Diffie-Hellman,

=N

SRS

BRI SIER, 2 B-2 HIH T IXEE% . fE% B2 1,
DSS JedR B2 A bnife.

B2 nHM SSL %
FEHRIS iy FAXITR ISiE fnz MAC E3id]
DES-CBC3-SHA SSLv3d  RSA RSA 3DES (168 {7 SHA1
DES-CBC3-MD5 SSLv2  RSA RSA 3DES (168 {i) MD5
RC4-SHA SSLv3  RSA RSA ARCFOUR SHA1
(128 fi1)
RC4-MD5 SSLv3d  RSA RSA ARCFOUR MD5
(128 £i7.)
RC4-MD5 SSLv2  RSA RSA ARCFOUR MD5
(128 £7)
RC2-CBC-MD5 SSLv2  RSA RSA ARCTWO
(128 fi1)
DES-CBC-SHA SSLvd  RSA RSA DES (56 fii.) SHA1
RC4-64-MD5 SSLv2  RSA RSA ARCFOUR MD5
(64 £i7)
DES-CBC-MD5 SSLv2  RSA RSA DES (56 fii.) MD5
EXP-DES-CBC-SHA SSLv3d  RSA RSA DES (40 i) SHA1 FH
(512 7))
EXP-RC2-CBC-MD5 SSLv2  RSA RSA ARCTWO (40 f7) SHA1 S
(512 i)
EXP-RC2-CBC-MD5 SSLv3d  RSA RSA ARCTWO (40 fi)  SHAI1 Sk
(512 fi)
EXP-RC4-MD5 SSLv3d  RSA RSA ARCFOUR MD5 T
(512 £1) (40 B7)
EXP-RC4-MD5 SSLv2  RSA RSA ARCFOUR MD5 T
(512 i) (40 i)
NULL-SHA SSLv3d  RSA RSA R SHA1
NULL-MD5 SSLvd  RSA RSA R MD5
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w82 M SSL #d (4h)

FiB4Ric il Bk BiE s MAC E S0
ADH-DES-CBC3-SHA SSLv3 DH 7 3DES (168 fi7.) SHA1
ADH-DES-CBC-SHA SSLv3d  DH ¥ DES (56 fii) SHA1
ADH-RC4-MD5 SSLv3 DH I ARCFOUR MD5
(128 fi7)
EDH-RSA-DES-CBC3-SHA SSLv3 DH RSA 3DES (168 1) SHA1
EDH-DSS-DES-CBC3-SHA SSLv3 DH DSS 3DES (168 17.) SHA1
EDH-RSA-DES-CBC-SHA SSLv3 DH RSA DES (56 1) SHA1
EDH-DSS-DES-CBC-SHA SSLv3 DH DSS DES (56 1) SHA1
EXP-EDH-RSA-DES-CBC-SHA SSLv3 DH RSA DES (40 f7) SHA1 FH
(512 fi7)
EXP-EDH-DSS-DES-CBC-SHA SSLv3 DH DSS DES (40 f7) SHA1 SH
(512 fi7)
EXP-ADH-DES-CBC-SHA SSLv3d  DH o DES (40 fi7) SHA1 Sk
(512 i)
EXP-ADH-RC4-MD5 SSLv3d  DH ¥ ARCFOUR MD5 FH
(512 1) (40 1)

% B3 FIHHIF UL TR AR BERABLR 2 AL ) 44

%£8B-3 SSL Hl%

B& WA

SSLv2 FH SSL AR 2.0 %44

SSLv3 JT SSL Jii4s 3.0 %1

EXP JITA 5 O

EXPORT40 T 40 75 H 200

EXPORTS6 JiA 56 A3 H A1

Low KEFRE %M (DES, 40 {7 RC4)
MEDIUM JrE 128 {720

HIGH FiA 18] Triple DES {1214

RSA JATAT R RSA #8528 #e 1) 251

DH JiiA i Diffie-Hellman 25 4H 28 # [ %514
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#®B3 SSLjl% (&)

Bl& L

EDH JiA3 4l 1] Ephemeral Diffie-Hellman 258145 # ) 2 ith
ADH FiAT i HIlE 44 Diffie-Hellman % 42 #1144

DSS JIiA (i1 DSS %85 a1

NULL JITA AN TN B8 Dy e 2 1

R T 2 B-4 B H I I AR S A% R B B 1 1 B T

#Ba  TCE TR

FH ER

<none> e N ISP

!

B 58 A I I B i — 85 DI 1 RS

+ KA IMB B IR P IHE R A E (PRSI0

- AN P INBR S (LU WS R i)
cipher-spec [FERIE &
SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLVv2:+EXP
ULER IR B PR 4 CREGUE) Diffie-Hellman 2 AMWTA %64, ¥ ARCFOUR
HIRSA EH LI, AR5 2 i RARHIIN 2 20 .

5. SSLCertificateFile file
W AR, TN
A4 T LRSS 8 (1) PEM 4ifih X.509 UEAS SCPFr & .

6. SSLCertificateKeyFile file
W R, TR
IR TR SRS 45 1) PEM gati R SCHFIAL E, e A H]
SSLCertificateFile R4 HLE [MF 15X

7. SSLCertificateChainFile file

B AR, TN

ZIRH TR 07 PEM ifdib 15 O TR 05545 58 84D SO AL E
MRS AUE AN th % BT FIVEN U BRI, SmT A F iR 4ok 3
P HURAIE IR 55 A ES o

I HI% P HURHIE (SSLVerifyClient) i, [AJHSEE BEHEH IRIE 50 1525 7 HLAR IR
A
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8. SSLCACertificateFile file

W AR, TR

AR TR E WEAIENY (CA) IEBZIK (I T2 LA 1SCAF A B
9. SSLCARevocationFile file

W R, RAMER

ZIRS T 08 CAUERIMAERRZE O TE PP RS ALE
10. ssLverifyClient level

WEE: 2R, BTN, HXX, .htaccess

AR M THCE RS S 2 PSR, QGER: IEWENT, 2R AM TR
i 55 N R, T T e R . )

% B-5 HIHIFULH] T level IHIMH.

%85 SSL WAL HL

5 LA

none ANERE LS BIE TS
optional LA e B AAE T
require LR RO

optional no_ca AL RE T R AUE T, EIEB LR A

WH ST none B require. ERIE N none.
11. ssLverifyDepth depth
W 4k, BN, HE, .htaccess

ZIRA TR B MRS B AV R UL P I RIE PBEEREE . WA 0, MIFRLE
BTN AREUET s BEA 1, WIERRE S HUUE 1250 i IR 45 2% HE R B CA
4 (R ssncaCertificateFile) o {HEKE VF CA #2AL

12. SSLLog filename
Mg ARy, AL

ZARARE M T il SSL A E A5 B H &GS F e WERARE  CRRIMED » AL ISk
SSL 45 fE B
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13. SSLLogLevel level
WE: 2R, BN
ZAR AR SSL H ST il sk A5 B VR AIREE . % B-6 SIHIFULH] T level HIME .

#®B-6 SSL H&EZUIMHE

& A

none AHEAT H &, B AR SR BIbR R Apache iR H & H
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Third Party License Terms

OPENSSL LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the
OpenSSL License and the original SSLeay license apply to the toolkit. See below for
the actual license texts. Actually both licenses are BSD-style Open Source licenses. In
case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.

OpenSSL License
Copyright (c) 1998-2001 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by the
OpenSSL Project for use in the OpenSSL Toolkit. (http:/ /www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse
or promote products derived from this software without prior written permission.
For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may
"OpenSSL" appear in their names without prior written permission of the
OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by the OpenSSL
Project for use in the OpenSSL Toolkit (http://www.openssl.org/)"
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THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim Hudson
(th@cryptsoft.com).

Original SSLeay License
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following
conditions are aheared to. The following conditions apply to all code found in this
distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The
SSL documentation included with this distribution is covered by the same copyright
terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are
not to be removed.

If this package is used in a product, Eric Young should be given attribution as the
author of the parts of the library used. This can be in the form of a textual message
at program startup or in documentation (online or textual) provided with the
package.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

144 Sun Crypto /iR gE 4000 LA A5/ 2003 £ 5 A



3. All advertising materials mentioning features or use of this software must display
the following acknowledgement: "This product includes cryptographic software
written by Eric Young (eay@cryptsoft.com)" The word 'cryptographic' can be left
out if the rouines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps
directory (application code) you must include an acknowledgement: "This
product includes software written by Tim Hudson (fh@cryptsoft.com)”

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative
of this code cannot be changed. i.e. this code cannot simply be copied and put under
another distribution licence [including the GNU Public Licence.]

“lan Fleming was a UNIX fan!
How do I know? Well, James Bond
had the (license to kill) number 007,
i.e. he could execute anyone."

-- Unknown

MOD_SSL LICENSE

The mod_ssl package falls under the Open-Source Software label because it's
distributed under a BSD-style license. The detailed license information follows.

Copyright (c) 1998-2000 Ralf S. Engelschall. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.
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2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."

4. The names "mod_ssl" must not be used to endorse or promote products derived
from this software without prior written permission. For written permission,
please contact rse@engelschall.com.

5. Products derived from this software may not be called "mod_ssl" nor may
"mod_ssl" appear in their names without prior written permission of Ralf S.
Engelschall.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."

THIS SOFTWARE IS PROVIDED BY RALF S. ENGELSCHALL “"AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL RALF S.
ENGELSCHALL OR HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE)ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.
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