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Declaration of Conformity (Fiber MMF)

Venus-FI
Sun Crypto Accelerator 4000 - Fiber (X4012A)

Compliance Model Number:
Product Family Name:

EMC
USA - FCC Class B

This equipment complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This equipment may not cause harmful interference.
2) This equipment must accept any interference that may cause undesired operation.

European Union

This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

As Telecommunication Network Equipment (TNE) in both Telecom Centers and Other Than Telecom Centers per (as
applicable):

EN300-386 V.1.3.1 (09-2001) Required Limits:

EN55022/CISPR22 Class B

EN61000-3-2 Pass

EN61000-3-3 Pass

EN61000-4-2 6 kV (Direct), 8 kV (Air)

EN61000-4-3 3 V/m 80-1000MHz, 10 V/m 800-960 MHz and 1400-2000 MHz

EN61000-4-4 1 kV AC and DC Power Lines, 0.5 kV Signal Lines,

EN61000-4-5 2 kV AC Line-Gnd, 1 kV AC Line-Line and Outdoor Signal Lines,
0.5 kV Indoor Signal Lines > 10m.

EN61000-4-6 3V

EN61000-4-11 Pass

As information Technology Equipment (ITE) Class B per (as applicable):
EN55022:1998 /CISPR22:1997

EN55024:1998 Required Limits:

Class B

EN61000-4-2 4 kV (Direct), 8 kV (Air)
EN61000-4-3 3V/m
EN61000-4-4 1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines
EN61000-4-5 1 kV AC Line-Line and Outdoor Signal Lines, 2 kV AC Line-Gnd,
0.5 kV DC Power Lines
EN61000-4-6 3V
EN61000-4-8 1A/m
EN61000-4-11 Pass
EN61000-3-2:1995 + A1, A2, Al14 Pass
EN61000-3-3:1995 Pass

Safety

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:



EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:2000, 3rd Edition
Evaluated to all CB Countries
UL 60950, 3rd Edition, CSA C22.2 No. 60950-00

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/ /S/

Dennis P. Symanski Pamela ] Dullaghan

Manager, Compliance Engineering Quality Program Manager

Sun Microsystems, Inc. Sun Microsystems Scotland, Limited
4150 Network Circle, MPK15-102 Springfield, Linlithgow

Santa Clara, CA 95054, USA West Lothian, EH49 7LR

Tel: 650-786-3255 Scotland, United Kingdom

Fax: 650-786-3723 Tel: +44 1 506 672 395

Fax: +44 1 506 672 855

Declaration of Conformity (Copper UTP)

Compliance Model Number: ~ Venus-CU
Product Family Name: Sun Crypto Accelerator 4000 - Copper (X4011A)

EMC
USA - FCC Class B

This equipment complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This equipment may not cause harmful interference.
2) This equipment must accept any interference that may cause undesired operation.

European Union

This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

As Telecommunication Network Equipment (TNE) in both Telecom Centers and Other Than Telecom Centers per (as
applicable):

EN300-386 V.1.3.1 (09-2001) Required Limits:

EN55022 /CISPR22 Class B
EN61000-3-2 Pass
EN61000-3-3 Pass
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EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-11

6 kV (Direct), 8 kV (Air)
3 V/m 80-1000MHz, 10 V/m 800-960 MHz and 1400-2000 MHz
1 kV AC and DC Power Lines, 0.5 kV Signal Lines,

2 kV AC Line-Gnd, 1 kV AC Line-Line and Outdoor Signal Lines,
0.5 kV Indoor Signal Lines > 10m.

3V
Pass

As information Technology Equipment (ITE) Class B per (as applicable):
EN55022:1998 /CISPR22:1997

EN55024:1998 Required Limits:

EN61000-3-2:1995 + Al
EN61000-3-3:1995

Safety

EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-8
EN61000-4-11
, A2, Al4

Class B

4 kV (Direct), 8 kV (Air)
3V/m
1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines

1 kV AC Line-Line and Outdoor Signal Lines, 2 kV AC Line-Gnd,
0.5 kV DC Power Lines

3V
1A/m
Pass
Pass
Pass

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:2000, 3rd Edition

Evaluated to all CB Countries

UL 60950, 3rd Edition, CSA C22.2 No. 60950-00

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/

/S/

Dennis P. Symanski

Manager, Compliance Engineering

Sun Microsystems, Inc.

4150 Network Circle, MPK15-102

Santa Clara, CA 95054,
Tel: 650-786-3255
Fax: 650-786-3723

USA

Pamela ] Dullaghan

Quality Program Manager

Sun Microsystems Scotland, Limited
Springfield, Linlithgow

West Lothian, EH49 7LR

Scotland, United Kingdom

Tel: +44 1 506 672 395

Fax: +44 1 506 672 855

Declaration of Conformity
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Regulatory Compliance Statements

o OBEICIE, ROBERGIEED 7 7 ABRPFTLENTVET,
o CKHEFBERES (FCC)— 7 A U b ARE
o HF XBAFEER T VX VLR T MR (ICES-003) — /14
o IHTRALERALE S I H B EES (VCCD) — BAR
o  RIERFIZEUERBRF (BSMI) — &5
GEEAZRET DRI, BEICRHEINTVDEY—7 10> T, #ZUT5Hi2 L BFHALITZI W,

FCC Class A Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is
not installed and used in accordance with the instruction manual, it may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which case the user will be required
to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply with
FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

* Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to

maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

vii



ICES-003 Class A Notice - Avis NMB-003, Classe A

This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

ICES-003 Class B Notice - Avis NMB-003, Classe B

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

VCCI £

viii
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BSMI Class A Notice

The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.

EEERSA

‘EeRAENEMER  EEEREREHER
5+ AlRE RIS B ET AR TR - EERE/R T
EHE SRERFRNELESNEHR

Regulatory Compliance Statements  ix
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Sun Crypto Accelerator 4000 MMF 7% 74 7
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WHBINYTF 12
Apache Web H—/\—/SyF 12
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A— FDEYELY 15
R—FOERY{FI+ 16
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Diffie-Hellman X

DES X X X

3DES X X X

MD5 X X

SHA1 X X

NIV REEE

Sun ONE #—/3—Y 7 [ 7 = 7 ® Sun Crypto Accelerator 4000 /3L 7 i 5L EERE
X, 774V b TIHEHARNC o TOET, ZOMREEZ TE CEMATREICT 51
Z., 77 AVEEKRKLTSUun ONE r—"—Y 7 by =7 ZHE#EH L FT,

A—FETSun ONE %— =Y 7 hT =7 O3V 7 BESALEEE & ATREIC 3D 1
IX. /etc/opt/SUNWconn/cryptov2/ T 4 L7 b UWNIZ sslreg & W) LRIDZE
D77 ANEER LT, ==YV 7 hy =7 ZHEHLET,

# touch /etc/opt/SUNWconn/cryptov2/sslreg

ISV G SALBERE 2 AN AT H121E, sslreg 7 7 A MV EHIBRL T, $—r3—Y
7 F?IT%EE@JL&#O

# rm /etc/opt/SUNWconn/cryptov2/sslreg

Apache Web h—/3—> 7 b0 = 7 OV 7 B BALBREIL, 7 7 4V b CHEAATEET
HY . HARITTEER A,

6  Sun Crypto Accelerator 4000 R— K/8A—2 32 11 A VX =LY =27l - 2004 £1 8



N—FKH T 7DHEE

Sun Crypto Accelerator 4000 /~— K7 =7 1%, 106.68 mm X312.00 mm (4.2 A > F X
12.283 A »F) O, 7 /WA X PCI Gigabit Ethernet 7 % 7' % 2 A 7O ALT 7 &
T L —#7T, o OH—3—"7T IPsec LV SSL OHREA 7] LS EE T,

Sun Crypto Accelerator 4000 MMF 7 & 74

Sun Crypto Accelerator 4000 MMF 7 % 7" %%, v 7 /LR — | @ Gigabit Ethernet
7 7 A 3= PCI /3 A 77— T, 1000 Mbps Ethernet * > NV —27 O AL TEIEL £
‘j‘o

1-1 Sun Crypto Accelerator 4000 MMF 7 % 7" %



8

LED F7~

*x 1-5 MMF 7 # 7% ®1EH /3% /V O LED F/R

IR

RATIRENR B

FAULT

DIAG

OPERATE

INIT

FIPS

LINK

A— 723 HALTED (¥fiy7e =7 —) K& T%é
e, £ ;tT)ZOD/v— N =7 OYHL TRE
DI LT A 1T RUT,

E@W@fﬁ‘:‘:‘ﬁli7 ﬁ)%ﬁibf:i}%ﬁ\él,ﬁﬁo

POST. DIAGNOSTICS, I X O FAILSAFE
(77—Ar?177)‘57~y7"7‘1/~ REn TR
HRHE T AT,

2D FATHIZ A

POST, DIAGNOSTICS, # & Uf DISABLED

(KT A NDFIHAFE TR REE T ALh]

IDLE, OPERATIONAL, i & Ut FAILSAFE Wfé
T

¥V T 4 —FHEN vecaadm TR— K% H)H
'fhbfcj}/% Ln): ° u¥‘ﬂﬂi 68 ’\b_“/@

[vcaadm |2 & DA — RO 25K,
HHREERADO T ¥ PR FHTF BN TV E5A
[t/ %

FIPS 140-2 L~V 3 FBFEE— R CTEIEL T\ 5
\Z 54T, FIPS £— R CTARWEGAITIHL,

Bt 2 WS L T D AT mUT,

Sun Crypto Accelerator 4000 R—
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Sun Crypto Accelerator 4000 UTP 7 & 74

Sun Crypto Accelerator 4000 UTP 7 ¥ 7 %%, ¥ > 7 /LR — kD Gigabit Ethernet
#lX—A PCL /N A2 — T, 10, 100, F72(% 1000 Mbps @ Ethernet %> F 7V —7
TEMET D LD ICRETE £,

1-2 Sun Crypto Accelerator 4000 UTP 7 % "%



LED F7~

*x 1-6 UTP 7% 7 % O1EH /X% /D LED F7R

IR RATREAT S EIR =
FAULT A— N7 HALTED (Bfipiy72 =7 —) RIETH D R

BE. FRIETEOAN—RY = 7 Of81{L T
ENFEAE LT BAIT AT,
EEVLE FIZ T — N BE L2 5E I 8K

DIAG POST, DIAGNOSTICS, 5 LU FAILSAFE o
(77— =T BT 77 L— RFEATHRY)
WHE T RUT,
oW D AT T A,

OPERATE POST. DIAGNOSTICS. ¥ XU DISABLED ok
(R T ANDPHAIAEN TR0 REETHRIT,
IDLE, OPERATIONAL, i X" FAILSAFE R
TE T AR,

INIT X2V T —FIHEN veaadm THR— FEH) 53
UL L7255 c mgT, FEfiE, 68 X—vd
[vcaadm IZ X 2R — FOYHI] 250,
HHRMEERADO T ¥ P ED FfHF BN TWBE

eV S
FIPS FIPS 140-2 L~b 3 FFFE— FTH{ELTW5D  #%
AT AT, FIPS & — R TAWEAITIHAT,
1000 (7 ~L72 L) Gigabit Ethernet ZfH L TV 2 5812 084T, ok
ACTIVITY (Z7~V7e L) Bt ECoOREHR E /132G I 84T, Fr oy
LINK BEE A ST LT D 3BT AT, ok

;¥ — Sun ONE Web Server 4.1 £721% 6.0 Lt SN TWAEH AL, F—E Ay
#FH5SP9 F7-1XSP1 L FET,

BHEENK (DR) 8L UEETAM (HA)

Sun Crypto Accelerator 4000 /~— R U = 7B L OBET 2 V7 v = 71X, B FEHE
K (DR) BLOKR Y NF T 7Y RK— 590D T v M7+ —L5 ETHRICH
fELE9, DR £7213F8 Yy b7 7 ZEOEITHIZ, Sun Crypto Accelerator 4000
7 hU =T EIX BMELIER A SR - REEBICREL, N~ Ry =7 &
BOEFICHEIET DL IICATVa—Y 7TV XLZHELET,
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m A AN (HA) B Cid, ~— Py =7 ommdifbafe L CEHTE X912, 12
DY AT LFETIE R AA IZHEELD Sun Crypto Accelerator 4000 48— R Z& B0 {17
HZLENTEET, £ Sun Crypto Accelerator 4000 /~— R ¥ = 7 TREEHEAFEAE
LEmaicid, Y7 by =TEREEZRL, fHTE N~y =757 7
t7 1/“—5@)2 FBIEEDOIREA LA — FZHIFRL£7, Sun Crypto
Accelerator 4000 ¥ 7 '7:70;*‘ N= R =T EROBWPICEDETAT Y a—Y
YT RALE G L ET, TR ORSLERIL, KD OR— RIZA S
Va—LShET,

Sun Crypto Accelerator 4000 N— R v =7 1%, #ERORWVEAZAERT D & X2, S

Boxro bbby =2 LET, FAL U EITT AT LAHNOTRTO Sun
Crypto Accelerator 4000 A — RZH V43 & ERORWEIL, Zh LV ERWREED
TR EY=ZARbAERKEND L OITRY T,

=REba)

Sun Crypto Accelerator 4000 7 o =7 i, Solaris D N A A L E/ LT AT KT
oMo TnbdR— RO~ U‘%ﬁ’i’ ﬁﬂ(biﬁ‘ Ao TL DIEHbEERIZ, l
ERDIERF 2 — ISV TR — FiZai s i+, BE(LERP B OR— FIZik
fFanst, %O)n“l‘— RDF 2 =302 X270 £ TR, O SILER S K]
DR—=RIZEEENET, BADOR—RFOF 2 =B WD E, ZDHLEDE
RiF, BEEBLEREZTIMD ZENTELRDA—FOFa—ZAnLbGRET, Z0
Foa—A U THERRIE. A—RICEREZELEDDLZLITL-T, AN—7y &Rt
THEIICHEI SN TVET,

N—FDxzT7EELUNYV IO TOEHR

# 1-7 12, Sun Crypto Accelerator 4000 7 ¥ 74 D, "— R =T HBLOY 7 hU =
T OO EE R L ET,

= 1-7 N—RU2T7EBIOY 7 by T OB

N—FO9z7ELUVY EH

vyI7bkozx7

N—=RTy =T Sun Fire™ V120, V210, V240, 280R. V480, V880, 4800, 4810,
6800, 12K. 15K; Netra™ 20 (1w4); Sun Blade™ 100, 150, 1000,
2000

A —F 4T Solaris 8 2/02 LLAFED A Hi/N\— 5
BT (IPsec D EFALIZIX Solaris 9 A3 44 5E)

FE1E HGOME M



12

BNy F

Wy FOREMIZ,  [Sun Crypto Accelerator 4000 78— K/3— = > 1.1 ZEHIC
hteoT) #BBLTL S,

227 LT Sun Crypto Accelerator 4000 78— FZEIESH 2 (2iE, Bk /Ny F3
WHETY, Solaris 7 v 77— MZiX, PATO Y U —2A§ ﬁﬁ‘é/\/??ﬁaié’b“@\
£¥, showrev -p A~V FEHEHL T, BIRO NNy FRFTTIZA VA =L ENT
WHINE D R L T IZE0,

Ny FiE, DO Web A "L Hx 7 — RRTEET,

http://sunsolve.sun.com
WHDON—=2a DRy T ARV LTI, RNyFONN—T3 URHTL
B E, N TLBEOET (01 72 8) BRELS RV ET, Web 1 MIHDH Xy

FONR=TV g VB, WOBICEHENTVDE A=V 3 L) REWETFTOHEIT,
Web A RO/ 8y FREHHON—Y 3 T,

W B 728w FI8 SunSolve™ D Web A F B AT TE oW EE1E. ZTHEASICHR
WEbEL I,

Apache Web H#—/\—/\y F

Solaris 8 T Apache Web —/S—Z i[9 535813, /3y F 109234-09 & A » X b —
b LT 5 Sun Crypto Accelerator 4000 ¥ 7 b =7 & A A h—/LF Z LN H
W E£9., SUNWkcl2a /Ny 77— &EBINT 5L, A7 ALIC Apache Web ¥ —/3—
mod_ssl 1.3.26 23R SV E T,

Solaris 8 M/\v F

# 1-8 12, Sun Crypto Accelerator 4000 ¥ 7 7 =7 @ Solaris 8 %ZH/ /N>y F &R L
gE ‘j‘o

x 1-8 Solaris 8 WZH/ N v F

Xy F D B

110383-01 libnvpair

108528-23 KU-05 (nvpair ¥4 —F)

112438-01 /dev/random

110900-10 pcifg, Sun Fire 15K 78— | B3 LT DR
110824-04 DR

Sun Crypto Accelerator 4000 R— F/A—2 3V 11 A VX =LY =2 F)L - 2004 £1 B



= 1-8

Solaris 8 W28\ > T (e X)

/Ny F ID L]

110842-11 NADOMER LU DR

110839-04 ~AF—/—RFBLUDLPI 7' u/ o ¥ D4 Hi
109234-09 Apache #A&R— |

Solaris 9 D /Ny F

# 1-9 I, Sun Crypto Accelerator 4000 ¥ 7 7 =7 @ Solaris 9 %ZH/ Ny F 2R L

\i j—o

#* 1-9 Solaris 9 W ZH/ X F

Ny F 1D B

113068-04 ANADOHEE, Sun Fire 15K 787 — ~| B3XL U DR
112838-08 pcifg., DR, # XU Sun Fire 15K # & —

113218-08 Gigabit MERER L N vea AU —V —2

112904-08 Gigabit Mg

114758-01 ~A F—/— FBLWQDLPI 7 m /31 ¥ D4
112233-08 (Solaris 99/04 X Y RidD/X— =5 > ® Solaris (2D HWLHE)
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W

10

Sun Crypto Accelerator 4000 K— K
DHLY 1 (F

ZOFETIE, Sun Crypto Accelerator 4000 /~— R U =7 OV fH1F HikL . AEIR Y
VR NEFEHLEZY 7 b7 =2T DA A M—1LEBLOHIBRFIECOWTHBALET,
ZOEF, RO THRINET,

15 =20 TR— RO

16 =0 [R— RO 1))

18 ~—’® [Sun Crypto Accelerator 4000 ¥ 7 h 7 =7 DA A b —/L |
RRX=UD T4 7 FIBLIORT 7 A1)

R—=FKDON—F2T7ZWOITT, Y7 b =2T%A A=V 1LTEHEIT, Wik
BIOF—R N T7OERICEL > TAHA— FE2HIET A2 ERH Y £5, A — NEHH
b2 IFHEICONWTIL, 68 X—V D [vecaadm (2L DR — ROk 22 1L T<
=N

R— FDOEY Ly

BAR— FiL, KR L ORERORED - DI, FRIRHER ST A > TN E
T, B— K LEOFHERUIZIHVELOBEZE <D, KOWTIOOFIET, A—FK
WA D RTCE ROFFBEREZ D RV T &0,

m Lo —FDEBRII it

m FHFEXKGIEHVANA NI v TR FEHEET —AINTEEBHIZEET D

AR - A FLEOBERICHWEROBELZ -0l A= RaH o & & 13HE
KAV A RA RN v T HEE LT, A= ROWmOH DT T 2> T I,
A= REEIZHFERY EH (R— KB A> T\ E=— 48R E) IZEWTLEE
A

15
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AR— ROER Y {1+

Sun Crypto Accelerator 4000 A8— KDY fF1F FNETIE, R— RO AT L~DFA
BIOY T I=2TY—=ADA A M=V EITNET, N— U =7 ORY FiFizo
WTHE, A= RO~ BRI AT FIRZT 2B L TWES, AT AEAOHRY
FHFFIMEZONWTIE, ZHEHOS AT AMET 2~v=a7 Va2 R TIES0,

N—FDzT7ZWMYFTFS

A=A —HF—T, CHEHADVATLIZHET A2 7 ILOERICHESTIRT

LZEFIELES ., R, aVE2—2DEREZNY. BRI—FEHLTavEL—
BDHAN—ZFZBMYHNLET,

CHERAIMTUWAWLWPCI ROy k (64 Ev k. 66 MHz DR Oy k%#48) #ELE

j—o

. FHICHEBESHLERAYRA MRSy TEEBL. 35 —ADHE7T—RAShi-&RA

[CHEHRLES.

. TZRAORLEILEFEALT, PCl XAy FOAN—DSRLCERYSNLET,

FIE 5 THOEZBEET 572012, VA LIZALEZRELTBE £,

. Sun Crypto Accelerator 4000 R— FDIRD A= ITEHF > TE=Z—ILEMSEYH

L. PClROy bEALT, EEHADEHEZRLTEAELET,

L AVEA—SDAN—ZRDMEIZRYFIT, BRI—FEEKELTUVRATLOER

EANFET,

. OpenBoot PROM @ ok 7O 7 kT show-devs A< > FEEITL T, "— KAE

L<BMYFHToNhTWSI EZHERALET,

ok show-devs

/chosen

/packages

/upa@8,480000/SUNW, £fb@0, 0
/pci@8,600000/network@l

/pci@8, 600000/SUNW, glc@4d
/pci@8s, 600000/SUNW, glc@4/fp@o, 0

ZOHITIE, /pcies, 600000/networkel 7% Sun Crypto Accelerator 4000 N — K
DTFNRA ARV ET, VAT LDR—RIEIC 1 DOITRFERENET,

Sun Crypto Accelerator 4000 R— K/A\—2 32 11 A VX =LY =aF)L - 2004 £1 B



Sun Crypto Accelerator 4000 D7 /A ZJBMENIE L <RE I TWDH 0 E D % il

AT

THITE, ok a7 R BT N ANR S, .properties AN L CTEME
D—RaFRLET,

ok c¢d /pci@8,600000/networkel

ok .properties
assigned-addresses

d-fru-len
d-fru-off
d-fru-dev
s-fru-len
s-fru-off
s-fru-dev
compatible
reg

address-bits
max-frame-size
network-interface-type
device-type

name
local-mac-address
version

FCode 2.11.13 03/03/04
phy-type
board-model

model
fcode-rom-offset
66mhz-capable
fast-back-to-back
devsel-speed
class-code
interrupts
max-latency
cache-line-size
max-latency
min-grant
subsystem-vendor-id
subsystem-id
revision-id
device-id

vendor-id

82000810 00000000 00102000 00000000 00002000
81000814 00000000 00000400 00000000 00000100
82000818 00000000 00200000 00000000 00200000
82000830 00000000 00400000 00000000 00100000

00 00 00 00

00 00 e8 00

eeprom

00 00 08 00

00 00 eO 0O

eeprom

70 63 69 38 30 38 36 2c 62 35 35 35 2e 31 30 38

00000800 00000000 00000000 00000000 00000000
02000810 00000000 00000000 00000000 00002000
02000814 00000000 00000000 00000000 00000100
02000818 00000000 00000000 00000000 00200000
02000830 00000000 00000000 00000000 00100000

00 00 00 30

00 00 40 00

ethernet

network

network

00 03 ba 0e 99 ca

Sun PCI Crypto Accelerator 4000 1000Base-T FCode

mif

501-6039
SUNW, pci-vca
00000000

00000001
00100000
00000001
00000040
00000010
00000040
00000040
0000108e
00003des8
00000002
0000b555
00008086

% 2 E Sun Crypto Accelerator 4000 R— KD EL Y fF (F
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Sun Crypto Accelerator4000 ¥ 7 b
TDA A=)

Sun Crypto Accelerator 4000 ¥ 7 7 = 7 1%, Sun Crypto Accelerator 4000 CD (ZUX
FSNTWET, SunSolve Web ¥ Finb /Ny FaF v rn— RE50EN‘GH LY
BNRHYET, FEMIE, 12— WHANyF] 2ZRLTIES0,

VIR =2T A AR ATHITIE, 2180 OFE (FEEZIT install A2 Y
TMRHYET, ZOHITIE, install AZ VT EFHLTY 7 b =T %A
A M=V FTBIFEICONWTHALET, Y7 U =2TE2FEHTA VA b—VT 55k
IZOWNWTIE, B 2L T a0,

VILDITEAVAM—ILT B

. DRTLICHEHE SN TS CD-ROM K354 JIZ, Sun Crypto Accelerator 4000 CD

EZRALET,

m A7 AT Sun Enterprise Volume Manager™ #% 3217 L T\ 54534, CD-ROM (%
/cdrom/cdrom0 7 4 L7 M UICBEIMIC~Y v hENFET,

m A7 AT Sun Enterprise Volume Manager % 317 L TWWeWA1E, RO KD
IZAJJLTCD-ROM #~ v kb LET,

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom

Sun Crypto Accelerator 4000 R— K/A\—2 32 11 A VX =LY =aF)L - 2004 £1 B




/cdrom/cdrom0 7 4 L7 M UIZIE, ROT7 7 ANVBXOT o L7 FURBHY T,

= 2-1 /cdrom/cdrom0 T 4 L7 NUIZHD T 7 AL
Tr7AILERIF NE
TA4LY R
Copyright EEHET 7 A IV (5E)
FR_Copyright FEMETZ 7 AN (T T v AFE
install Sun Crypto Accelerator 4000 ¥ 7 bV =7 %A VA M—NAVFT DA 7 U |
remove Sun Crypto Accelerator 4000 ¥ 7 N7 = 7 % HIbrT 527 V7 b
Docs [Sun Crypto Accelerator 4000 A — RF/N— =5 2 1.1 f VA h—A~v=a2T ]
(ZDO~==T)V)
[Sun Crypto Accelerator 4000 A — F/3—2 3 > 1.1 ZHEHIZH 72> T
Packages D Sun Crypto Accelerator 4000 ® Y 7 b7 = 7 Xy r—UNEENE T,

SUNWkcl2r b —xra s R—x k

SUNWkc12u S tERL—T 4 VT A —BLVTATTY
SUNWkcl2a Apache @ SSL 7 R— | (A7 3 V)

SUNWkcl2m et~ T A= (T3 v)

SUNWvcar VCA Crypto 77 &7 L —% (Jb—})

SUNWvcau VCA Crypto 777 L—4 (2—H—)

SUNWvcaa VCA &8

SUNWvcafw VCA 77 —ALU=xT

SUNWvcamn VCA Crypto 7 72T L—F<==a T =Y (X7 a )
SUNWvcav VCA Crypto 77 £ 7 L'—#® SunVTS 7 2 k (47 = )
SUNWkc120 SSL BiZY — LB LRI ATZ Y (AT ay)

SUNWkcl2i.u KCLv2 Crypto ZfEH3 % IPsec Dt (72 3 )

DA VA R—=NAT YT NI, FFEDIEF TUREANY T —V %A VA =L LE

T MER =T, T a RN —V kA A =T AENCA A F—IL
THLERHY I, WA —V A VA=V LEEHEIE, AT a Xy

=V EEEDIEFTA VA ML BLOHIBRTE £,

Web ¥ —/3—& LT Apache il 4 25520 & Y A7 a D SUNWkel2a

NRolr—2% A VA =L LET,

Apache Web =/ N—DENDN—T g  ERERT 2500 EY v a0
SUNWkcl2o Sy r—% A4 A M—L LET,

SunVTS 7 A h & FITTHLEIWINEY , 7 3 D SUNWveav /Xy r—T %A

VA M=)V LET, SUNWvcav /Ny 77— %A VA M—/LT 5851F, SunVTS 4.4
~EXEA VA=A LTHEBMERHY 5,

% 2 E Sun Crypto Accelerator 4000 R— FQEL Y £+ 19



E - AT a3 ? suNwkel2i.u /Ny 7 —UICiE, Sun Crypto Accelerator 4000 CD
ETOH aERFHHINTHNET, ZORy T =Tk, X =T 5 L AT
SUNWkcl2i IZEE SN ET, CD ET .wiEREF BTN THD 0, Ny =
sundu 7 =X 7 7 F vy —EHAETHDH I L ERTIZOTT,

2. RDESIZAALT, REBEYI LIz TEA VA M=ILLET,

# e¢d /cdrom/cdromO
# ./install

install 227 U 7 Mt AT LE S LTA VA =N TEUNEDH LBy F %
BEL, TOXyTFELEERY 7 v 2T A A=V L, EFETEH T arnY
TN 2T EA LA M=V LET, WIHERLET,

F - kOFITIE., BEEBLOTA B AEROEREEHE L TWVET, ZEER
FOVY 7 =T T4 AOFEMIE, (8 E EZSHLTIZEN,

# ./install
This program installs the software for the Sun Crypto Accelerator
4000, Version 1.1.

**%* Checking if Sun Crypto Accelerator support is already installed...
**%* Checking for required OS patch(es) :
113146-01 112838-07 113068-04 113449-02 113453-04 114758-01
*x* Checking for incompatible 0OS patch (es)
*** Checking for optional package dependencies...

Do you wish to install the optional Crypto IPsec Acceleration software
(SUNWkcl2i.u)? [y,n,?,q]

Do you wish to install the optional Crypto Apache Support (SSL) (SUNWkcl2a
SUNWkcl20)? [y,n,?,q] ¥y

Do you wish to install the optional Crypto QA Tools (SUNWkcl2g SUNWvcaq) ?
ly,n,?,q] n

Do you wish to install the optional VCA Crypto Accelerator/Gigabit Ethernet
SunVTS Diagnostics (SUNWvcav)? [y,n,?,q] n

This script is about to take the following actions:

- Install Sun Crypto Accelerator 4000 support for Solaris 9
- Install Optional Crypto IPsec Acceleration software

- Install Optional Crypto Apache Support (SSL) software

20 Sun Crypto Accelerator 4000 R— K/8A—2 32 11 A VX F—JLY=aF)L - 2004 £1 B




To cancel installation of this software, press 'q' followed by a Return.
**OQR* *
Press Return key to begin installation:

*** Tnstalling Sun Crypto Accelerator 4000 software for Solaris 9...
Installing required packages:
SUNWkcl2r SUNWkcl2u SUNWkcl2m SUNWvcar SUNWvcau SUNWvcaa SUNWvcamn SUNWvcafw

Installation of <SUNWkcl2u> was successful.
Installation of <SUNWkcl2m> was successful.
Installation of <SUNWvcar> was successful.
Installation of <SUNWvcau> was successful.
Installation of <SUNWvcaa> was successful.
Installation of <SUNWvcamn> was successful.
Installation of <SUNWvcafw> was successful.
**x* Tnstalling selected optional software for Solaris 9...
Installing optional package (s) :

SUNWkcl1l2i.u SUNWkcl2a SUNWkcl2o
Installation of <SUNWkcl2i> was successful.

Checking operating environment requirements...
Determining package requirements...

Verifying required packages are installed...
All required packages installed.

Determining patch requirements. ..

Verifying required patches are installed...
Requirement for 113146-01 met by 113146-01.
All required patches installed.

Installation of <SUNWkcl2a> was successful.

Installation of <SUNWkcl2o> was successful.
*x* Tnstallation complete.

AVRM=ILTBFTLarnNysr—I0:&ER
Apache Web #—/3— SSL #78— bk & | Sun Crypto Accelerator 4000 D74 > F A
VR a T ARV ER T AT T a Ry =TV DBRE A A M =T BT,
SUNWkcl2a 3 L Y sUNWkel2am Z @R L £ 4,

FTar DI T NI T Ry =TT NTA A M= BTN,
SUNWkcl2a, SUNWkcl2m, SUNWvcamn., SUNWvcav, SUNWkcl2o, BL W
SUNWkcl2i.u &R L FE T,

INGDOF T a Ny =V DONEOFEMIT, £ 2-1 2R LTSN,
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T4LIMN)BXUTF7AIL

# 2-2 12, Sun Crypto Accelerator 4000 ¥ 7 b7 =7 DA ' A F—/LRFIZ, T 7 4V
FNCIE EN L7 4 V7 MU ZRLET,

x® 2-2 Sun Crypto Accelerator 4000 O 4 L'~ + U

TA4LY R kS
/etc/opt/SUNWconn/vca/keydata X—RA LT T —% (b TWn5)
/opt/SUNWconn/cryptov2/bin 2—=7 4 VT 14—
/opt/SUNWconn/cryptov2/1lib PR—=KFATTY
/opt/SUNWconn/cryptov2/sbin FHa< N

2112, ZhoDT 47 NIBXO 77 A VOMEEZRLET,
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M

/etc /opt
/opt
/SUNWconn
/SUNWconn
/vca /cryptov2
/keydata
eIt
e
/include /lﬁb /ﬁan /sFin /ﬁsl
22| A% TIVT—YavR=aTFL|[ T Apache _
| HR—r ||3175Y R=9 ROTR | | WA
71)

7 — Sun Crypto Accelerator 4000 /N— RV =7 Z# WO T T, Y7 b =T %A~
A b= Ll L, B KOF—2 b7 OFRIC L > TR— REgIfid 503

NHYET, R— FEFPHEHLT L TFEICOWTL, 68 =YD [vecaadm 2L DK —
FoOH#L) 22 LT EIN,

% 2 E Sun Crypto Accelerator 4000 R— FOE Y £+ 23



Sun Crypto Accelerator4000 ¥ 7 b
7 D HElkFR

V7 My =T EHIRT AL, 3 DL (CD-ROM @ remove A7 U7~ H—
N—@ /var/tmp/crypto acc.remove A7 U b F£721F pkgrm 2w R) N

BVET, ZOMTIE, 220HIRAZ VS NE2EHLEY 7 b =7 OHIBRFIEIC
DOWTHHALET, pkgrm 2~ REFH LY 7 FU = 7 OHIBRFIEIZOWT

X, B 22 L T Z&0,

install AZ U7 " EFEHLTCY 7 b =T %A A M= L7=5EEIE. remove
27 VT EFEHLTY 7 by =T 2HIRLET, FEITY 7 bU T H A A M—
NV LT8E ((18% B) 1X. /var/tmp/crypto_acc.remove A7 U N&EMH L F
ﬁ_‘o

¥ remove AV T rEFERLTY 7 b7 %HI
BR9 5

® Sun Crypto Accelerator 4000 CD-ROM #3&EAL T, RO K SITAHALZET,

# c¢d /cdrom/cdromO
# ./remove

V /var/tmp/crypto acc.remove AU ) T k%
FERALTY I b7 ZEIBKRT S

ZOWEDA LA M= LD T IE, ROLHIITHEELET,

/var/tmp/crypto_acc.install.2003.10.13

@ RDELIITAALFET,

# /var/tmp/crypto_acc.remove
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W
10

KSAI/1\INS A ZDETE

ZOFETIE, Sun Crypto Accelerator 4000 @ UTP 35 K U8 MMF Ethernet 7 4 7" % /3

BT D vea TAARTANRNNRT AZOREFECONVTHALES, Z0FE

X, ROF TR INET,

m 25 ~X— D [Bthernet 7 /34 A K7 A /N (vca) D/XT A H |

m 34 R—=VD lveca RTA T X ZDBGE

m 42— ? [OpenBoot PROM %M L7=ffe/ N T A X OHBE R AL T — 9
F— FBLUHEHE— FOU Y H A

m 44 =D [BEEAL KT A 338 L Ethernet K7 A ASOBNEIZB$ 2 HEHE R

m 54 =D [y bU— 7

—

R O — R o
Ethernet T/Nf A 5 A 7\ (vca) D/N
X3

vea 773 A R Z A 2\, Sun Crypto Accelerator 4000 @ UTP 35 KX UY MMF
Ethernet 7 /31 2 ZHill# L £9°, vea FZ A /N&, Sun Crypto Accelerator 4000 H @

UNIX @ pci £4AIEMETH 5 pci1o8e, 3des IZBE T S TWET (108e 1T
Z— 1D, 3de8 % PCI /31 A ID),

vea T NA A RTANNT A Z ZFHTRETLHI LT, VAT LMIEDETH Sun
Crypto Accelerator 4000 7 /3 A& B A X~ A ATE LT, ZOHITIE, RN— R
A7 % Sun Crypto Accelerator 4000 Ethernet 7 /3 X DFERE DT DWNTHEE L
F9, Fh, HHTED vea TAA A RTA NIRRT AZO—RizmR L, ThbHDON
T AL DREFHECHONTHHRIILET,

25



Sun Crypto Accelerator 4000 @ Ethernet UTP 35 X' MMF PCI 7 ¥ 7 # %, 42 ~—
2@ [OpenBoot PROM Z il L7z #ifii/ N7 A X OAB R T m— g F— FB X
VR E— ROV \RTHELLIOE— FTEIECE £, 774/ 1T
(T, vea T3 AFEEt e (BRI TF) L BB R T2 —v g v — R TEIMEL,
speed, duplex, BLW link-clock /X7 A X |ZH@d 28EE— FERELE
T, link-clock /X7 A &%, A— KA 1000 Mbps THEIfE L TV DA D HH D
TT, vea 7/A A TIE, THHDONRTAZITEEIFT—RERETHLHTEE

j—()

FE - EWARER AN T 5I121E. speed. duplex, 3 LT link-clock (1000
Mbps DH) DE/NT A X % HfHFICAEDbE CHArI v —2a v E— NER
ILRHE— NIZERE L CTEESEAMERH D T, TNHDRT A X BEEHGHT L

FUE—RIZLTEMELTWARWE, Xy RU—Z7 =T —RRELET, FRHIL.
42 ~—? [OpenBoot PROM Zfli ] L7#fi/ N7 A X OB R T2 — g >
F— B LUREHT— FOU W FEx] 28R LTIEIN,

FSANNSTAZESLIUEE

#3111, vea T NAARTANRNDNTAZBLOREELRLET,

= 3-1 vea RIANRND/NRT AL KRR, BLOEH
A B REE A
instance FAHEY I L OFEIALT] TINA AL VAR R

adv-autoneg-cap
adv-1000fdx-cap
adv-1000hdx-cap
adv-100fdx-cap
adv-100hdx-cap
adv-10fdx-cap
adv-10hdx-cap
adv-asmpause-cap
adv-pause-cap
pause-on-threshold
pause-off-threshold
link-master

enable-ipg0

BEHHLY 6 L OEE AT
FAHIY 6 L OEE AL
FHIY 6 L OFEIALT]
BAEY I8 L OFEE AT
BRI 6 KL OEE AT T
FHAIY 6 L OEEIALT]
P 6 L OFEIALT]
FAHEY B L OFEIALT]
BRI 6 L OEE AT T
FAID 6 L OE &AL
P 6 L OFEIALT]
FHEY B L OFEIALT]
BEHELY 6 KL OE X AT

HIEE— KT 2 X

F{EE— R/XT AKX (MMF 7 4 7% D)
IEE— K XF 2 %

BEE— K5 A% (UTP 74 7 % D7)
BIEE— RXF 2% (UTP 7 X 7 Z DF)
B{EE— KT A X (UTP 7 X 7 ¥ D &)
EE— K XT 2% (UTP 7 X 7% D)
7 a—HlH T A5

7 u—HliH T A2

7 a—HliH T A 4

7 —{ilfE T X K

1 Gbps DM DT — /8T A %

Xy MIEERTOBINEAE 2 A 2 3RE

26  Sun Crypto Accelerator 4000 R— K/8A—2 32 11 A VX =LY =aF)L - 2004 £1 B



% 3-1 vea RIA DT A2 REE, BI UMY ()
INTAB K&
ipgo MABD BLOEEIALA] Ry MEERTOBINELE
ipgl FEAELY 3 L OE & IAS AT Ny NENT A X
ipg2 FEAELY 3 L OV X IAL ] Ny MEENT A X
rx-intr-pkts MHAMY BLOEZRALT]  ZEFVIALT T % T
rx-intr-time ALY F5 X O &AL F] 1VART T v F v 7l
red-dv4toék FEAELY 3 L OE &AL AT TUALBRHIRHB IOy N Rry T R7 L
red-dvéeto8k FEAELY 3 KOV X IAL ] T U ABMIBRHBB IOy N Ry 7T [ v
red-dv8tolok FEAELY d5 KL OVE X JAAA] FUFALABIBRHEB LUy F Re vy P RT b b
red-dvlotol2k FEAELY 3 KL OE X IAS AT T LBRHBHB L Oy M KRy T RT L
tx-dma-weight FEAELY 3 L OE & A AT PCI A H T =—A/NNT AL
rx-dma-weight FEAELY 3 KL OV X IAL ] PCI A VX T 2—AINTAH
infinit-burst FAHBD BRI OEZIALT]  PClA Vv H T z—ANRTAH
disable-64bit FHMY BEOBXRLT  PCIA L T x—RANTRAH

BE SN DER/ANS A S

TR TANT A ZE, speed BL O duplex Bt/ NT A X 2 5%(F

LTveca K7

ANRNDLBRATICEREZ BT EI0E I NERELET, £ 322, BfET— F/X
FRAABLONEDF 7+ MEEZRLET,

F - NTAXOUMYEREN 0 OGEFERTH LN TEERA, 0 DPHREELE
FLEY292LTH.0ICERVET, T74L T, 26D TRAETED vea T

A ZDBREICIE U CRE STV ET,

EIE FSA/NNTAIDHE 27



# 3-2 12" X 912, Sun Crypto Accelerator 4000 UTP 7 % 7' % D@1 X i 5 Befe
XZ A% & Sun Crypto Accelerator 4000 MMF 7 % 7" % D#i N7 A ZITITEN A
g}) D g‘t‘j‘o

%= 3-2 EE—NF A

INT A A B UTP MMF
TETHE THETA
adv-autoneg-cap N—= R 2T REMT 20— X272 —ADIKRE X X
= J&flE— K

1 = H#x I -3 (F7 4 h)
adv-1000fdx-cap N R = TN 50— h A VX T = — A DETE X

0 = 1000 Mbps, 4: A

1= 1000 Mbps, 2" 1] (57 4 /L 1)
adv-1000hdx-cap N—= R =T HREMT D0 —h A o F T = — ADFEE X X

adv-100£fdx-cap

adv-100hdx-cap

adv-10£fdx-cap

adv-10hdx-cap

0 = 1000 Mbps, ¥~ HEAT]
1 =1000 Mbps, -_HE#[ (T 7 4/ I)

N R =7 RBHT 50— A X T = —ADKHE X
0 = 100 Mbps, 4 _FERHA[
1 =100 Mbps, &_H ] (77 4+ /L })

IN— R =T RBHTHa—H)A X T = —ADHE X
0 = 100 Mbps, - ZFEARHA[
1=100 Mbps, ZFH (T 7 4/ 1)

N= R =T PRBEHNT DR —TNA T = — 2D X
0 =10 Mbps, 4" #EA

1=10 Mbps, &2_HA[ (T 7 4/ 1)

N= R =T RBEHNT DR —TNA T = — 2D X
0 =10 Mbps, ¥ ~EA A

1=10Mbps, & (F7 4/ )

K3I2DNRFAZPTRTLIIRESNTWDGE, HEirIv = —2 9 VIEHT
EOREEELZRRLES, NTAZNTANTOCHESNL TV DHEIX, ROT
TRy —UNERINET,

NOTICE: Last setting will leave vca0 with no link capabilities.
WARNING: vca0O: Restoring previous setting.

E — ZOBITIE, vea0 A% Sun Crypto Accelerator 4000 0)7/\4' A% TY, vea D
CFEFNE, T T D Sun Crypto Accelerator 4000 7" — RIZILETY, Z DCFFINT
X, T R—=ROT AL AL ARV AFGRREEET, LA > T, veao R— K
DT NA AL VAL P AFFIE 0 T,
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JO0—4§If/NS5 A A

vea 73 A1%, TEEE 802.3x D7 L —L_R—=ZAD Y 7 L~-yL7 u—Hflffl 7 k=
MCHEILT 5 R — X7 L— LD Y — v 7 (%F) BLOSY —I%x—F 1 7 (%(7)

IZRIE L TWET, vea 78 R, ZIE L7z 7 v —Hlfl 7 L— A0 U Tk L —
Fadked ZLRTEET, £, ERHFRZOEEZ YR —FLTWLHAIC

[, 77 L AR LT, SR TOBX L hEE LTI b TEE

T FTAMRTR, BABR T YT a v T, RIA ANEHR— AT L= A O%(E
BLOZEPTETHS 2 L a@miL £,

#3312, 7u—HlOF—U— FBIUOZOKELZRLET,

% 3-3 BEAIY B L OFEZ AR ARER 7 v —ili#lF— U — RO

F——F G

adv-asmpause-cap MME BL O UTP 7 ¥ 7 # 1%, BT ROR—%H9R—F L%, Lizino
T, vea T8 A —FH B CTOR—RHEILT DL ENTEET,
0=A7 (T7+/L})

1=H4v
adv-pause-cap ZORT A HFIZIE, adv-asmpause-cap OfEIZIG LT, 2 DOEMRH Y £,

NS A BB + NS AAE = L]

adv-asmpause-cap= adv-pause-cap=

1 1 F7201%0 adv-pause-cap IZ Lo T, EHDH
DHFEDR—ZT7 L—hEHINT
LIERELET,

1 1 R—RAT7 L —AIZESETR,
EEINETA,

1 0 R—=RXT7 L — ATEE SIVETH,
ZEINETA,

0 1 R—=X7 L —MFEZEINET,

0 1£72030 adv-pause-cap IZ L 5T, F"—X
HRED A v E XA 7 HRE L &
D

pause-on-threshold  %f5 (RX) FIFO TP, 64 A M7 Ry 7HERELET, ZOREICILLT,
AR— K2 XON-PAUSE 7 L — 2 %z4Ak L £ 7,

pause-off-threshold RXFIFO TP, 64 A b7y 7 HEHRELET, ZTOREICIE LT, A— KR
XOFF-PAUSE 7 L — A% LET,
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Gigabit 58§ E— F/S5 A &

Gigabit #ft TlZ. Z DT A Z|Z J:o'C link-master %ﬂ%mhiﬂ“ WEIL, A
A v TF e~ AZ—L L THEHATRIZLET, TOHAIE. ZONXNTAXEEET
LHHETIHY FEA, £ “C‘fotb‘fi%/a\li\ link—master /\05)‘ Iz oT, vea T
NA R~ AZ—L U THEHAIRICT 22 &R TEET,

* 34 Gigabit 5| € — K37 £ &

NS A A L]

link-master 1TICERELTEE., HEHERIAL—7THNIE, v~ A X —0O8EE
AEEE e ﬁ@i#
0 IZRRE LA, BAER~ AL —ThHIE, AL —70@E

DBAH NI 726@&3‘(772“/1/1\)

Ny RS A A
vea 73 AL, enable-ipg0 &\V9) 70T AHRERE— FahAN—FLET,

enable-ipg0 ZHN (T 74NV M ICLT Ty hEXET B &, vea T35 ALiB
INOBIERFH 2R E L E T, ipg0 /3T A X TRE L BIERFH2Y, ipgl BL O
ipg2 /T A X TEE LB I BIMENE T, ipg0 TEINBLEEZHRET HZ
LI K> THEEEZ R TEET,

enable-ipg0 NERhDIREETIE, ipgo OFEFER SN, BINBEEIRESINEY
o ZOEAIL, ipgl BL W ipg2 X > THRETABEIZ T NEA S ET, |
MO AT KN KEOHF T v DD L TEE SN 551 1L, enable-ipg0
EIINZ L TLZ XV, enable-ipg0 AL TWDH E, *v hU—7 TR
DBARETIHENH Y £, BIGEEIX, ipg0 /ST A X2 0~ 255 OfEEHET D
ZETEBMTEET, BIEX., AT AT ONA MEEEICE > THRELET, % 3-5
12, enable-ipg0 BLW ipgo /X7 A X DOFtHEZRLE T,

* 3-5 enable-ipg0 BL W ipg0 ZEFKT H/NT A X

INTHAE & B
enable-ipg0 0 enable-ipg0 IXAZ)

1 enable-ipg0 XML (T 741k =1)
ipgo 0 ~ 255 Nry FEZELTHLEETHETOBEM

PEAERERT (RRR) (T 7 40 b =8)

vea 73 A X, Tr 7T AR v MEBR (InterPacket Gap : IPG) /3T A ¥
ipgl BEL WM ipg2 # 4 AR — M LFET, ipgl & ipg2 ZEF L7ZEN. IPG &FHIZA
D ET, BEEE DY 1000 Mbps O34 IPG Gt 0.096 A 7 =T,
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#3612, IPGRIAZDT 74V MEB L OHREEZ R LET,

% 3-6 BEAHILY B L OFZ AR ATRER N7 > FEIRE/ST A 2 DOfE L

NS AL B (/N1 MEERE)  EREA
ipgl 0 ~ 255 SRy ML (F 7 44 b = 8)
ipg2 0 ~ 255 Ny MR 2(FT 73 b =4)

F 740 T, RTA48F ipgl % 8 /51 MRS, ipg2 % 4 /A MEFRICERE
LET, ZNODMEITHEERNRETT, 1 MR &3, BEEdE S 1000 Mbps T
bHGEEIT, Bt ET 18 b ERET 2 0ICET LR T,

Fv FU—7 Bl E W EWIPGHE (ipgl & ipg2 OAFHE) ZEMT 5 27 A
DIEELT, *y NIT—21T7 7 AT HHEEREE L ONDHAT, Eho~y
VDEWIPG fEIZADE T ipgl & ipg2 DEEZRKE S LTLEEW,

ZNYIAHINT A A

#3712, ZERVIART T X TR LET,

* 3-7 ATV HORX 7T LI RAH

J4—IL K4 & sREA

rx-intr-pkts 0~ 511 WBEDONT Y NOZER, 2 TRETDED v b
EZIE LB ALET, 250 OHAE. S v b
BICE D7 TR TIIATORERA (T 741 1 =3),
rx-intr-time 0~ 524287 JXHED/S7 v FOZIEH, 45 <A 7 v (Usec) 2B

L= bE AL ET, 20 O%aIE. Hiicks 75
VX UTTORERA (T 74V =3),

EIE FSANNSTAZOHRE 31



SUSLBEIROY J/INT AR

INGDNRTAEZEHERTSH L, 5215 FIFO XV o WIS o 238137 v h & R
Oy lTHIENTEET, T 740 MTIE, 2O iﬁ%ﬁﬁ RoTWET,
FIFO OfFEARNIEE LIZEIZET D &, HODPLORTEINTZHE TNy AR
7y FENET, FIFO DL~ B o7z L & (21T, HELRELSTIHILERNDH Y

F9, HilfHl ANy MIReyFXansd 2 R, MeHERICb Iy FEhE®
R

%= 3-8 RX 7 ARk 8 By b7 FL

J4—ILF4 & L]

red-dv4to6k 0~ 255 FIFO L & VWMED 4,096 /31 bk k&< 6,144 /31 b
KO/ SWHEED, 7o ARBBHBIO Sy bR
0y A7 ML, Rey FOMEEIT. 12.5% ORIE TS
BT ATEET, HEXIE, By hOERETD L.
8Ny O BLIERYO/N Ny MR ZOFBTRe v
ENET (T 744k =0)

red-dvéto8k 0 ~ 255 FIFO L & VWMHEA 6,144 XA F XY K& < 8,192 /31 |
L/ EWGHED, TUFARBIRHEBELOT Y B R
oy IRY ML, Koy ZOEER. 12.5% ORiE T
/I AhTCEET, LExE By 8 ERETHLE.
8Ny RO BIRMYIO/NN Ty MR ZOFHT Fe » 7
SNET (T 74 F =0)

red-dv8tolok 0 ~ 255 FIFO L & VMED 8,192 /XA M kv k&< 10,240 /XA k
KXO/hEWFED, T ABREBREBI Oy bR
=IO/ Fm/f@igf‘i 12.5% ORI ETT
n/IacxEd, 2z By 16 ARETD
L8Ry ND I LIRYIDONT y NIAZ OFIPHT N
0y TINET (T 74NN =0),

red-dvlOotol2k 0 ~ 255 FIFO L & UMEN 10,240 /N1 R LD K& < 12,288 /A
FLVNEWEED, T ARYKBREB IOV v b
Ka v 77 hv, ey 7 OEEIL, 12.5% ORLET
Tu T ATEEY, HExE, By N 24 ERETD
L8Ny FDSBLERAIO/NRT y BT OHFATR
By 7ERET (T 7AN B =0)
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PCINRA B TT—RINT A A

WDONNT AR AT HE, PCLA UV Z 7 = —AEEZER LT, FFEDT 7V r—
T a O PCIMEREZM ESED LN TEET,

% 39 PCINAA BT 2 —ANT AL

ING A A

B2l

tx-dma-weight

rx-dma-weight

infinite-burst

disable-64bit

MEZ U FeErfiiE21To T 5 & &I, &5 (TX) lcf 54
LEEEOREERELET, HECTZLEIZ0~3TT (T 74+
B =0, 0F, MELARVWIEZERLET, ZoOMOMIX, 2D
REFELLT, AMOREVWN I 7o w7 ICEAESNET, Lz
X, tx-dma-weight 0 C. rx-dma-weight 2% 3 DA, RX
NI 74y 7 PNEBELTERLTNDENEY, RX bT 74 v 7N
PCL T 7 AF HEEIANIZ, TX T 7 4 v 27D 8 fFULICARY
3

MMEZ vy Fa ey fiiEo, RXMNCH 57 28 EEORAEE L
1, FHETEHMHIZ0~3 TT (T 7441 =0).

TDORGABEENCT B E, VAT ANERANA—Z FEVR— b
LTWSEEICIE, BRA—Z MR ERTEES, 7475
W, SAETTRTORT y RBRREENDETRAEMHLEE
Ao FRETEDMITO0 £ 1 TT (F 741 F=0),

THETED 64y MEREENIZLET,

7 : UltraSPARCO Il R— 2D 75 » h 7 4 — LTI, ZD/RT A K
BF 740 P TLICRESNTWAEAAH Y £9, UltraSPARC TI
R—ADT Ty h 74 —LTlE, T74HNVETOIZR>TVET,
FBECTEXDMIZ0EFF 1 TT (T 74018 =0, 64 By MEREITH
2o
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veca RS A ININT A ZDERTE

vea TNAARTA NG ZXT RO 2ODFECTHRETEET,
mndd2—7 4 U7 4 — %M
m vca.conf 77 A NVEfEH

ndd 21— A V5T A —ZHHALTRELIZ/NTAZIL, VAT LEZHBEHTHETH
T, ZOFHEL, RNTRAFZOHREET AT HDZH L TWET,

VAT LAOFEEIG L RNT AEZBEHTH D L OICHRET DITIE,
/kernel/drv/vca.conf 7 7 A VEER LT, VAT DT NA RIFRET HHLE
DHDHNNTAREEZ D7 7 ANVTEBIMLET, M. 39 X—TD Tveca.conf
T7ANEHEH LT RIANNRTGAZERET D] 2R LTIEIN,

ndd A—T 4 )T 4—2FRALENTAZDETE

ndd 2—7 4 U7 4 —Z2EHL T, Y AT L2BEBTDLETHRNT XS 2RE
L/i‘j—o

ZITIE, vea RIANRBLEYndd 2—7 4 V7 4 —%HL T, -set 7z
FHRTELTE vea TN, ADNRTG A X ERESTHI1EE, -set 7V a v EfEEE
FTNINT A e RRT D HFIEZOWTHHALET,

Vnndd A—TFTA4N)TA—DTNARAVAREZVAEBET S

ndd 2—5 4 VT 4 —Z2FEH LT vea T ADNRT A X BFREFITRETHIC
W, FENZ =T A VT A —DT NN, ALV AZ AR LT LERNH D F
\3’-‘0

1. /etc/path to inst Z7A LT, FEDT/NA RIZKHET 21V AIVREE%

HERLET, #FHME. path to inst(@) DA UFTA I ZaTFIR—DFESELT
S,

# grep vca /etc/path _to inst
"/pci@8,600000/network@l" 0 "vca"
"/pci@8,700000/network@l" 1 "vca"

ZORFNZFRIREIN TS 2 DD Sun Crypto Accelerator 4000 Ethernet A > A % A
X, EHL MV F T EOLDTT, A U AZ AR FIZ0RBLVL TY,
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2. AVAAVABEEFRALTTNAREERLET,

# ndd -set /dev/vcaN

F - o= T VOWITIE, NIZT AL ADA VAR AR FERLET,

BR L7273 2L, BIREEET L5 F THHTT,

FEXRFERE—FEMFERE—F

ndd =7 4 U7 4 —if, KD 2 O0OF— RCHEATEET,

m A

m KRR
FRFFEUE—RTIE, 2—=T 4 V74— 52 EBLTRHEDa~ L FEETLET, =
YU REEFLEDL, 2—=T 4 V73T LET, dF@FHE— FTIE, 2—7 1
V7 4 =% LT, 1 DU EDONRT A ZELRRELITRETE ET, FFMIT,
ndd(IM) DAY T A v~=a T A=V EBRML TSN,

EMEFRHE—FTO ndd A —F 1) T4 —DFEA
T, NI AFOERFEBIOERFEIZOVWTHHALE T,
@ NSAREELERT BICIE, -set AT avEFALET,
—set AV avERELCndd2—T 4 VT —FEBTAHELE, =2—TFT VT 14—

13 value \ITHEE STl EZ BT A 2NTEI & EL T, parameter [ZFI D M TE S, fEHIT,
BE L /dev/vea RTANRAL UV AZ L AIZH L THREINET,

# ndd -set /dev/vcaN parameter value

adv NI AZEBEELIZGEIE, ROX I RA v E—UNERRENET,

- link up 1000 Mbps half duplex

E3E FSANISAIDHEE 35
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O NIARBERTYBHICIE. NFTALBZEHRELTEREBLES,

-set ATV avEEAMTLL, 2—T 4 VT 4 —IFMEOBRIETH D LHIM LT,
HBEINTETNA AL VAR AERE L, BIE SV parameter (23T % E % w5t
AL THALET

# ndd /dev/vcaN parameter

F - ZofITIE, NiZvea T ADA VAF VAR FERLET, ZDOFFI
IZ. kstat A< FOEITORNBIZRDER—FDOA VARV ABEZIEET H N
NHY EJ,

SEME—FTOD ndd A—F 14 UT4—DFEHA

WMEHEE—RTNSAFEEXFLEERET HICIE, RISET LSIZ ndd /dev/vecaN FE
TLEY,
ndd =7 4 VT 4 —IE, RNTFAXLDODANNERDD T T eERLET,

# ndd /dev/vcaN
name to get/set? (NI AZLEANNLET, ?HANTDHE, TRXTDONRT AL %

ZRTEET, )

F - ZofITIE, NiZvea T ADA VAF VAR FERLET, ZDOFFI
IZ. kstat 2= FOEITORNBIZRDER—FDOA VARV ABEZIEET H M
NH Y E9,

RTGRABZHEANTITHE, ndd 2—T 4 VT 4 —Id, NTRAFEOANERDBH T 1
VT MNEFRRLET (3 3-1 ~F 39 2EH),
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® vca RFIANDBYR—FFTENSAZDO—EZRTT BIZIE. ndd /dev/vcaN &
EITLET,
IRTRAFOFEAMT, £ 31 ~F39E2SRLTLLIEEN,

# ndd /dev/vcaN

name to get/set ? ?

? (read only)
instance (read and write)
adv-autoneg-cap (read and write)
adv-1000fdx-cap (read and write)
adv-1000hdx-cap (read and write)
adv-100fdx-cap (read and write)
adv-100hdx-cap (read and write)
adv-10fdx-cap (read and write)
adv-10hdx-cap (read and write)
adv-asmpause-cap (read and write)
adv-pause-cap (read and write)
pause-on-threshold (read and write)
pause-off-threshold (read and write)
link-master (read and write)
enable-ipg0 (read and write)
ipg0 (read and write)
ipgl (read and write)
ipg2 (read and write)
rx-intr-pkts (read and write)
rx-intr-time (read and write)
red-p4k-to-6k (read and write)
red-p6k-to-8k (read and write)
red-p8k-to-10k (read and write)
red-pl0k-to-12k (read and write)
tx-dma-weight (read and write)
rx-dma-weight (read and write)
infinite-burst (read and write)
disable-64bit (read and write)
name to get/set ?

#

F - ZofITIE, NiZvea T ADA VAF VAR FERLET, ZDOFFI
IZ. kstat 2= FOEITORNBIZRDER—FDOA VARV ABEZIEET DN
NH Y E9,
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BRI I -3 vEFE— RFEEITBEETE— FORTE

WO /NT A X%, HEfR I —v g v F— FE 386l — N CTEET 5 X 9
ICRETEET,

m speed

m duplex

m link-clock

FIFL T, IO AT A X IIIHB RIS T —2 3 UV E— FRRESN
TWET, TNHDRITRAZDOWTIMNRNEEIR I T — 9 0 T— R THIHLA.
vea TANA AT T L BEEZITo ¢, BT AMEB L O T o —HIfEEED x 2
T— g UEITVWET, INHDRT A ZDNTNNIC auto USAADENRE ST
WAEA, rIvm—ra Vi ThNT . TOER/IXT A X FHEElT— R F
T, FRHIT— R TlL, speed T XA XHEEHRMT L —HIEILERHY £,
FEAT, 42 ~— D [OpenBoot PROM % i ] L 7= #fi/ X7 A Z O HE) R T LT —
varyE— FBLUBEHIET— ROV 2B LT EE0,

V BRI I—23vE—FZEATRAEICT S

Iy NT—=IF R ARAGBHR T —T a3 U EPR— L TWRWES, £720%
Fy MU — 7 ([ZHHIRIIZ speed, duplex, /2L link-clock /XT7 A X B ET
D8, vea TS AOHEBIR IV == a VEFAARRICT LI ENTEET,

1. ROKFFANRF AR, EREFOTNAR (RATFHRE)ITHET S =27
WICEHENTWSEZHRELET .

adv-1000fdx-cap

adv-1000hdx-cap

adv-100fdx-cap

adv-100hdx-cap

adv-10fdx-cap

adv-10hdx-cap

adv-asmpause-cap

adv-pause-cap

INHDONRT AL DOHFHBLURETE HEICOVTIE, £3222RMLTES
Uy,

2. adv-autoneg-cap /NTAZIZ 0 #RELFET,

# ndd -set /dev/vcaN adv-autoneg-cap 0

ndd #HHNT AL EEETLHE ROE IR A v =V NRRENET,

link up 1000 Mbps half duplex
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F-AExrI v — v a VEBERHATIZT 5854518, speed. duplex, BEIW
link-clock (1000 Mbps D7) /3T A & Z G| & — N CEMET 5 L 9 ITRET D4
ERH Y E7, RETFMEICONTIE, 42 2= [OpenBoot PROM % fifi ffl L 7= #%
WNRTALZORAERI T —2 3 U E— FBRUOMREIE— FOUIV K] 28R T
<T7ZE,

veca.conf Z27AIEFERALE/NSAZIDEE

/kernel/drv T 4 V27 FUWN®D vea.conf 77 AW ") ZBINT 52 & T,
RIANNRGAZDOEMNERRET DI ELTEET, HBETDH/NT A XA,
26 =D [ RTA NG AZEBIOERE] (RTI/NT A XL LFE—TY,

3FE — /kernel/drv/vca.conf 77 A NVNDTF 7 /L kO kU IFHIRLARW
TLTEEY,

FEAIIE, prtconf(l) BL WM driver.conf(d) DAY T A v ~=a T =Tk B
LTCL &V, ROFNETIX, vea.conf 7 7 A IR T A X R ET HH 2R LE
j—()

ATRDFINETIL, AT LTS NIET A AT LTI AZZ@EALE L,
veca.conf 7 7 A V&M A LT Sun Crypto Accelerator 4000 77— RDEH AR ET
BITIE, TAA R, BT AL A, BROT AL A2=y FT RLAD 3 OOT A
AfEREHE L T LENRDH Y 7,

veca.conf Z77AINEFRALTRKRSANNTAREZETET S
CTFNARYY)—RHD., vea TINAADN—FH 7 IRREEZWMBLETS,

a. /etc/driver_aliases Z7 AL THEDT/NA RICHET 5L 2HALFE
E

# grep vca /etc/driver aliases
vca "pcilO8e,3de8"

Z OFITIX. Sun Crypto Accelerator 4000 Y 7 7 =7 K7 A /X (vea) IR
BT NA AL "peiloge, 3des8" T,
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b. /etc/path to inst Z7AILTEHTNARBELUVTNARAI=ZY F 7 FLR
#ELET,

FEMIIE, path to inst(d) DAV TA U ~v=a T A_X—UESHRL TIIZE,

# grep vca /etc/path to inst
"/pci@8,600000/network@l" 0 "vca"
"/pci@8,700000/network@l" 1 "vca"

ZOBENTIZ. TAAL ARG A AZ AT BIOY T MU =T RIA%
D, 3HNOFEHRMNAH TSN TNET,

Z OB DEHOITIZRRINTNDT S ZA/NRL4F,

"/pci@8, 600000/ network@l" TI, T3 ANRXRLIE, BT A A4, TN A
J— R4, BIORTFT RS A=y N7 FLAD 3 DDEFEWRTHL SN E T, FEMIE.
#£ 310 LT EE 0,

%310 TN R824

TINA RISR B LK BTN R4 J—F#& A=y b7 RLR
"/pci@8,600000/networkel” /pci@8,600000 network 1
"/pci@8,700000/networkel” /pci@8,700000 network 1

veca.conf 7 7 A VI PCL 734 A= HIRICHEET 212F, £OT AL ADT N
A ANRRG R (BT NA AL, /J—FREABLP=2=y 7T FLR) 2HFHLET,
PCI 734 ADHAROFEMIL, pcid) DAY TA v~v=a T =T EBR L TL
72 E0,

2. /kernel/drv/vca.conf Z7AIIZ, vea TINA RADINT A3 EZHRELET,

WHx > U TiE, & L7 Sun Crypto Accelerator 4000 Ethernet 7 /3A A ™
adv-autoneg-cap /N7 A ¥ Z I L TWET,

name="pcil08e,3de8" parent="/pci@8,700000" unit-address="1" adv-autoneg-cap=0;

3. vca.conf 774 ILEREFELET,
4. TRTDI7ANETOATSLZRELTHL, D4V ROV RTFLERTLET,
5. VAT L%EELELTEEHLET,
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veca.conf 274 ILZEERA L9 T Sun Crypto
Accelerator 4000 vca T/ ADINT A X DEHTE
FRA ZNAL (BT A 2L, ) — K, BLEO==y h7 FLR) 28K %

&, F_T® Sun Crypto Accelerator 4000 Ethernet 7 /34 AD A o A Z o ATt
LTI AZPRRESNET,

veca.conf 774 )L ZERA LTI ANTO Sun Crypto
Accelerator 4000 vca T/Nf RADINS AR EHET S

. vca.conf 77 A IIZ 1 {TEBML T parameter=value; DX TEEAAL. TRTD

AVRBUVADINS AR EEERELET,

WDOHITIEL, T_XTD Sun Crypto Accelerator 4000 Ethernet 7 /3A 2D, X TD
A VAK U AD adv-autoneg-cap /XT AXIZ 1 EHRELTWVET,

adv-autoneg-cap=1;

veca.conf 774 ILDH

WIZ, veca.conf 77 A NVDOBIEZRLET,

#

# Copyright 2003 Sun Microsystems, Inc. All rights reserved.
# Use is subject to license terms.

#
#ident

#

"@ (#)vca.conf 1.3 03/10/13 SMI"

# Use the new Solaris 9 ddi-no-autodetach property to prevent the
# driver from being unloaded by the cleanup modunload -i 0.

#

ddi-no-autodetach=1;
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OpenBoot PROM # A L f=1&#t/ N5 A
AOBEFHAII—aVE—FELY
BEE— KDY YEZ

WD/ NT A Z1Z1%, OpenBoot PROM A ¥ 7 = —A b, HEIX I = — 3
VE— RERFERT— FOBEZRETCEET,

= 3-11 H—HVARRD R T =T TS ZRT X H

NTAA 5B
speed ZD/RT A RIZIE, auto, 1000, L ERIT 10 ERETEET, B
KOEEYTT,

¢ speed=auto (7 7 %/ I)
® speed=1000

® speed=100

e speed=10

duplex ZDORT AHZIE, auto, full, £7/-1F half ZRETEET, H0T
DEBYTY,
e duplex=auto (7 7 #+/V 1)
e duplex=full
e duplex=half

link-clock Z /3T A XX, speed /37 A KT 1000 % E L-HE. 721X
1000 Mbps MMF @ Sun Crypto Accelerator 4000 78— R é’ﬁi)ﬂ LTWaHA
WZDBEHTT, TDRT A Z O, &ﬁﬁ?mﬁ’ﬂmbfw5Z%%
HYFET, &L, v—IVERIC master ODEEZRE LT-%HE, #kiiH
FlX slave DIETHDIMENH Y £, Z DT X XTI, master
slave, F72l¥ auto ZHTETXE T, MILFKDO LBV TT,
e link-clock=auto (7 7 #/V 1)
e link-clock=master

e link-clock=slave

WIRPHR A ML T 572, speed. duplex, ¥ LT link-clock (1000 Mbps @
ﬁ)/\77<&i 0 — VR L R T E OB TIELSEREL TS EE N,
speed, duplex, ¥ KLU link-clock (1000 Mbps D) D4/3T7 A X % HfifHTF
IEDbETCH#R IV —a rE— NELIIHAE— N2HEEL TEIEsE o 08

b ET, TNHD/RT AL auto ZFEET DL, TDONATAZPHEIRTY
T—va = FTEHET S L0 8RR E S E$, OpenBoot PROM @ ok 7
BT N TR AZERELRTNUR, TDORTAXET 74/ MO auto ITRES
WET, auto U%@1ﬁ%?ﬁﬁT5 L BB NVEEROZE DT A ZTREIE— FT
ETHEIICREINET,
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= — ) VA 100 Mbps LA T O " HIB LU ZHEE— FIZKIS L, speed B &
W duplex N7 AZICHBIR TV —2 a3 VE— REREL TV DEE, ST
I%. 100 Mbps £721% 10 Mpbs T, & _EHE /2|3 _HE— FEMHT 252 L1222
\i—aﬂo

speed /X7 A ZZHEHIT— REZZRE L TEEL TWAHAE. TOEITHERMETD
speed fHE —EH L TWAMERH Y £9, duplex /NT A FNv— U /VHEkE & Bkita
FLOMT—HLTWARS THERINAHREEEH D ETHB, M T 7 1 v 7 EER
FAELET,

O — D NEERRD speed NI AXICHEI X TV 2 — a3 VT — RERE L. AT
D speed /XT A ZITHEHITET— FEFHRE L TWAEAITIEL, v — b U8k & T
LDOMIT speed iz Rr T —2 3 V CEIUIERDRNLTDHZ EndH Y £7, 5
@32\3 VIE—T g = RRBREINTA X T o — AL, HENR—FL TR

WIZT 74V O EE— NCTHEROMNLZRAB E T, %9*%@4/&7:—x
NEHEBIR TV T—T a3 v E— N> TV iRWey, BExIv=— 9 E—RT
HDHAHF T 2 — AL speed /NT AF LBHEET, duplex NT A X FBmEHLE
YA, ZONEE, WM (Parallel Detection) & FEOVEJ,

FE - duplex WA T HERAEMNTDE, VT T 4 v IEENEELET,

0 —HNVARRED /8T A S &5l — R TEIES® 51213, auto MM DIEICERET S
VERBY E£7, 72L& 2I1E, 100 Mbps O _EE — R Ciltiil£— Rkt 2 i+ 5
(Z1%, OpenBoot PROM ® ok 712> 7 hTRD KL HIICAHLET,

ok boot net:speed=100,duplex=half

F - ZOHOFI T, net AT 7 AN FOHEEXRY NT—T AR T 2= AT NA
ARADPNL T, net TR TS ANRZRER/ETH I E T, INOFXy hU—
ITNRAAERETEET,

1000 Mbps D "HE— KT, /1 v/ vAX—& L THHlE— NEERZRET DI
I%. OpenBoot PROM ® ok 7m v 7' hTIROD A~ RE A LET,

ok boot net:speed=1000,duplex=half,link-clock=master

F - link-clock 78T X Z|Zi%, #iAHFED link-clock I IGT D E %2 3% E S
BRENHY F£4, 2L, v — IV EEHO link-clock fEIZ master ZFEET
BHE. BEHMATO link-clock fllE slave ICRES N TWAMLENH D £97,
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speed IZ 10 Mbps DOFffilE— K, duplex (ZHEI* T — 3 VE— FERET
%121, OpenBoot PROM @ ok 71 7 F TIRD L ST AN LET,

ok boot net:speed=10,duplex=auto

F72. OpenBoot PROM @ ok 'm V7 F TIRD L HIZATILTH, HIOFIEIE L
0 — NG NT AR ERETEET,

ok boot net:speed=10

ZEAMIZ, IEEE 8023 1295 Fx 2 X F 2SR L T &,

E5I FS4/\E KU Ethernet F5 4
INDEEICBA T HHETIEHR

ZOHITIL, kstat(IM) =~ RTRRINDMEHERIZ OV TR L E77,

EE1L F 54 A\ DffEHER

#3122, WAL R I A "ok EHE#RZ R LET,

£ 312 WEHAL KT A ROMEHER

INS A A B Stable/Unstable

vs-mode FIPS, standard., ¥721F unitialized BF/R Stable
INET, FIps ¥, A— KM FIPS E— FTh D
Z ¢ %&m,RLEJ, standard iX. R— K2 FIPS
E—RFTHRWVWIZI E%Z/RLET, unitialized L.
A= Rt shTninz L 2R LET,

vs-status ready, faulted, E£720% failsafe AFE/r&H  Stable
¥4, ready (Z. R— FREFIZEEL TS Z
LR LET, faulted (X, A— FREMEL TV
RNZ EERLET, failsafe (X, A— FHAT
FFOARRED failsafe E— R THBH I aRLFE
T,
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Ethernet K5 4 /\D#isTiEEH

# 3-13 . Ethernet K7 A NOFHEFHIERICOWTIHA L £,

% 3-13  Ethernet N7 A NOfEFHEHR

INSAA £BR Stable/Unstable

ipackets FHEAr Y MR Stable

ipacketsé64 ipackets @ 64 £ v MR Stable

ierrors TT—RNEEND DM TERNWZE Ty Stable
~ D% (long)

opackets A VBT 2— ATEENERINE Ay FOB Stable
%

opacketsé64 AVET 2= ATEEVRERENTZ AT v FOFR Stable
(64 B )

oerrors T 7 —MHETEE IR LI > FORREL Stable
(long)

rbytes A VBT == APERIZZAG LIz A h ok Stable

rbytes64 A BT 2= ANEWITZAE LT OB Stable
(64 > 1)

obytes AVH T 2= ATEFNERINT AL b OREL Stable

obytes64 A VBT 22— ATERENERENTZ A FOfE  Stable
(64 £ 1)

multircv ITN—TT RLABIOET FL2xrxdte, Stable
WIZZE Lie~w VT F ¥ X b3 v MK (long)

multixmt IN—TT R AR L OHREET R A%&&de, &  Stable
ERFERINTZ~ VT F v A X5y M (long)

brdcstrcv EFICZE LT r— KXy 2 b7 v | (long) Stable

brdestxmt EENERENEZTo—FExyv R %7 v b Stable
(long)

norcvbuf ZENRFy MIEIV Y TAHANRY 77— Stable
o, B EE T v R Ml Sz [E%k (long)

noxmtbuf FEENY 77 —NE—IREEN, EITEES Stable

7y MZEID Y TE Ry 77— enizHic,
NFFIREZE S =3 > MK (long)

BEIE FSA/1NSALDHRTE
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# 3-14 12, EZ[ED MAC v 2T 50HEZRLET,

#£314 TXBLIRRXMAC Ihv %

NS A A

EitBA

Stable/Unstable

tx-collisions

tx-first-collisions

tx-excessive-collisions

tx-late-collisions

tx-defer-timer

tx-peak-attempts

tx-underrun

WAR A LT 7 L BRE{EERTT 5
ONCMESEND 16 By b — KT
U Z

1 [0 B 22 A6 E LTS 2 Bl BT EH
WCEIT SN T L—LAEERH LN
MEEND 16 By hor— RA[RED 7
A

PATHIEREEZBZ 27 L— LGN DH
Hl-NTMEEND 16 By hor— R
"REH T H

BRENBEE LT L—LEERH L
B &5 16 By hou— RAffg
TR, BINT L= A R (N M)
PLEZZEE Lnd &AL RN
KT, TXMAC 2" R v L7277 L—A
O¥ERLET, BEIF. Xy hT—7
o122 EORAT—2 a9 0Rn, Xy b
U — 7 O RKARRERICGER L TND Z
LEEWRLET,

7 L— LEEORITHIZ TXMAC 23
Fy hNT—=2 LD T T 47 BRI
L= 23925 16 £y hor— R
WREX A ~—, ZDH A <—DOHAIL,
AT AT, Nrvaw 7% 256 TEHlo7=
E<TT,

EEICRI LETL—2 5T O KE
HEEREE RTS8y hLURZ, D
DV T AL NRZICHA S5 &1
FELEESEERLET, COLYRH
MWHT L N TEXDHDIE 255 BETTY,
WZIZRE L= 7 L— A BT ) OB
ZEEBMN 255 #ExHE, VYT b T
WZxt T B~ A7 AlREEIV IAAMNEA L E
T, TOVIVAZ EFARD . BEIN
oWz IV T7TENET,

BT L—hEXy FT— 0 NESE
RA[RED 7 &

Stable

Unstable

Unstable

Unstable

Unstable

Unstable

Unstable
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£ 314 TXBLORXMAC H U H (fi&)

NS AA

Bl

Stable/Unstable

rx-length-err

rx-alignment-err

rx-crc-err

rx-code-violations

rx-overflows

rx-no-buf

rx-no-comp-wb

rx-len-mismatch

BRIV —AP A AL IRRIZT ST
AENTELIYVENTL—A% %y R
T— I NOZETAICINEIND
16 By hor— K[ v ¥

ZETV—ATEAZ T =R &SN
BAICINESENS 16 By hoo— K]
AU A, BETT—IT, ZET7L—
LOKETLRMA (CRC) 7/ Y XA
TZIT—MPMRHENT, »OT7L—240D
NA NN SR 0WEE (7L —
LY A XDOEy FEDOFEV R0 I8 57
WA ICE S RET,

ZE7 L—AOXKEILEMRE (CRC) 7
NTY ZRATZ T —PNRHINT, o
T L — LD NERERIC R D5
(=P A ZXDOE Yy MDAV M0
IR BBEAE) IWEENS 16 By bD
0— RA[REN 7 4

7L —LZE5HC MII _Eod XCVR 12

X o T Rx_Err WER S NZEAITINE
ENb16 By hoo— KAl v

X, R, ZEINTET—X AN —
LS 7 o — RS S =854

2. Py — NI TERENTE

I ZfFa— FERIEIFCS =7 — %7
AT L L ChHY Y FEREY

Ao

VY —=ZARRDOEDIZ Ry FEnz
Ethernet 7 L — A%
ZENY 77— ORENEY 202Dl
IN= R 2T RT — X 25 TE o
71814

N—= Ry 2T RZEFT =D M 5E
TEEMTE Do 728K

K ENREBEBOT L—AORS
LBLAVERET L— bk

Unstable

Unstable

Unstable

Unstable

Unstable

Unstable

Unstable

Unstable

EIE FSA/NITAIDHRE
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RIZ7RT Ethernet JE&M (£ 3-15) 1X. 7 /34 A L Bt T ORERE D @ /50> 6 &
SNnET,

& 3-15 HiE D Ethernet ##5t )@

NS A A B Stable/Unstable
ifspeed 1000, 100, F7-iX 10 Mbps Stable
link-duplex 0=F_"HE, 1=42"1E Stable
link-pause PR D BIE DR — X8, #EfiE, 29 ~—v o 7 Stable

o —filf AT A 5] ZBRLTIIES N,

link-asmpause ¥EOHEDR— R/ E, FHEIT. 29— [7 Stable
o —HliHANT X 2] ZSRLTITZEN,

link-up 1 = BEfihENL. 0 = BEGEARMENT Stable
link-status 1=8{EF. 0=11LHf Stable
xcvr-inuse FRHLTWAD T — O : 1 = NER MIL, Stable

2 = 45 MII, 3 = 444 PCS

#3-16 12, WA FHDOAT 4 TMILA 2 7 = — A (MI) #ARICEET D %
RLET, ZRHDONRT A I N— Ry =7 OEZHE L £9, Gigabit A7 1 7
MNEA o Z 72— A (GMID) X, ROTXTOWEL YT R—KLET,

*® 3-16 FAEWY HHD vea T3 ADHTE

NS AR i BA Stable/Unstable

cap-autoneg 0= BB x> —3 3 A Stable
1=H#hxaTvz—r 37/

cap-1000fdx O—h)A BT 2 —ADE_EIEHE Stable

0 = 1000 Mbps, 4:—H R af
1= 1000 Mbps, 4x 1]

cap-1000hdx a—H)A BT z— ADY T EERE Stable
0 = 1000 Mbps, " HAA[
1=1000 Mbps, }: _#HAJ

cap-100fdx T—HA BT = — ADE T ERE Stable
0 =100 Mbps, 4 " F R
1 =100 Mbps, 4= H#n]

cap-100hdx 0= A BTz — ADN T EHKEE Stable
0 =100 Mbps, - —FAH[
1 =100 Mbps, _HHf

cap-10fdx 0—HNA LV F T 2— AR EERE Stable
0 =10 Mbps, E_HAH
1=10 Mbps, 4
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% 3-16 A EHHD vea T3 AOFERE (Fii )

NS AR siBA Stable/Unstable
cap-10hdx a—H A BT 2 — A0 EHGE Stable
0 =10 Mbps, ¥ _EAT
1=10Mbps, ¥ _H#Hn[
cap-asm-pause BT —HhA L H T = —AD T o —if|HiERE Stable
0 = FEXFFRAN— XA 7]
1= v =BT A AN OIERFRAR— X A] (29 ~=—
O [7a—HIHl 7252 25H)
cap-pause BBV H T = —AD T 1 — ke Stable
0 = FRAR — ZAAH]
1 =% FHAR—X7] 29 =YD 7o —HfliF 7 x
2| &R
= == H
A FDHEEDIRS
# 3-17 12, BT OMREL R TR EH AT A ZIZAT 30 EZ R LET,
= 317 BEAHHY B OBSHAH T OB RE
INS A A SiRBA Stable/Unstable
lp-cap-autoneg 0= HEhrIT>m— g U ARA] Stable
1=H#rITv=—T a0
lp-cap-1000£fdx 0 = 1000 Mbps, 4 " HEXERA Stable
1=1000 Mbps, 4> " HE(E 0]
1p-cap-1000hdx 0 = 1000 Mbps, - _ERE{E AR A] Stable
1 =1000 Mbps, " HikfE 7]
lp-cap-100fdx 0 = 100 Mbps. A T HRERTA] Stable
1=100 Mbps, 4 " HE(E ]
lp-cap-100hdx 0 =100 Mbps, (5 R Al Stable
1 =100 Mbps, " Hikf5 7]
lp-cap-10fdx 0 =10 Mbps, & HEEFEARH Stable

1 =10 Mbps, % “HXFH

i
w
ot

N R AVAL B IOk,

=
ax
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& 3-17  FiAHLY HH OB FOMAE (i)

INS A A SR BR Stable/Unstable
lp-cap-10hdx 0 =10 Mbps, - _HEEARH Stable

1=10 Mbps, ¥ _FEXEA
lp-cap-asm-pause 0 = FEXRTFRAR— XA T Stable

1 = BiARFITRE T 2 IERFFRAR — X 7]
29 X—=T D 77—l 7 A2 25H)

lp-cap-pause 0 = XFRAR— AAT] Stable

1 = AR — X0 (29 =T D [7 o —HfliH
T RAE | BBR)

PR ABI R I = — 3 9 U RA] (1p-cap-autoneg 2’ 0) DAL, £ 3-17 I
AT EOMOERITEZ T, NTAFMEIT0 IR ET,

BT EE R T =— 3 VA (Ip-cap-autoneg 2 1) DAL, HEIR IV
T a VBIOEFRHTOMELZMEHALZE X2, HELE— FOFRLIETRIN
iﬁ—o

# 31812, FIANEFDONRT A ZICHAT DM ZRLET,

% 3-18 RIANEHDINT A H

INS AR Bl Stable/Unstable
1b-mode FONA AP I—T R 7 F— KT > T Unstable

I, ZORTAZIIKMESNET,
promisc BT 5 &, F AL AL Unstable

(promiscuous) E— N2V 9, T2
b T REERE — RIZ2 0 FH A,

Ethernet 2157 v > ¥

tx-wsrv EEY TR ENIT Ao T2 [EEK Unstable

tx-msgdup-fail Xy b OERE AT L TR L 72 Bl Unstable

tx-allocb-fail AEY —OF Y B TEFIT L TR LBk Unstable

tx-queue0 1BEHON—FY7 =27 O%EF2—I1CALHb e Unstable
TeREE Ty MK

tx-queuel 2EBDONAN— R 2T OEEF 22— AL Unstable
TEREANT MK

tx-queue2 3EHDONAN— R 27 DOEEF=2—ICALSH Unstable
TeREE Ty MK

tx-queue3 4 EADON— KR 2T OEEF2—IC AN BN Unstable

I SERAVAT A

50 Sun Crypto Accelerator 4000 R— F/N\—2 3211 A VR F—)LY =2 F)L - 2004 £1 R



= 3-18 R ANEGDNRT AZ (Fix)

INT A A siiBA Stable/Unstable
Ethernet 251 v v ¥

rx-hdr-pkts 256 /SA MR DO YA XDZAE /T ML Unstable

rx-mtu-pkts 256 /3o hLLE 1514 /A RRG GOV A Ad%  Unstable
fF37ry Mk

rx-split-pkts 2 RV EIES Ty MR Unstable

rx-nocanput IP A% v 7 ~DOEMECREENEKA LD Unstable
A=AV (W AT/ A 4

rx-msgdup-fail BRTX o=y N Unstable

rx-allocb-fail Jay 7 OB Y CITRB LR Unstable

rx-new-pages ZIEHICE R B — UK Unstable

rx-new-hdr-pages  Z{FHUCE XML BILE, 256 /54 FR#D/<  Unstable
7 BB LT — U8

rx-new-mtu-pages  Z{FHUCE XA DIV, 256 A RBLE Unstable
1514 NA MREEDRT  EFEH LT —
%

rx-new-nxt-pages  IFMICIE XML b, HH—IcHES  Unstable
NI™Try BEEFLR—U8

rx-page-alloc-fail ~_R—T 0%V Y -CTlzdfk L-E% Unstable

rx-mtu-drops RIARNPH LNA_A—U5E Y YT EEHx  Unstable
DI ENTERNPSILTZOHIT, 256 /51 MELE
1514 /A MRFED /T v N EEH L Te_—
KN/ A=A A B I s

rx-hdr-drops RIARNPH LDA_A—U5E Y YT @EEHx  Unstable
DT ENTE IR oT==DIT, 256 /N1 AT
DRIy REBHLTR—U 2N ke vy 7L
P EIE=

rx-nxt-drops RTANRBH LNR—U%E Y Y CCEE#H 2 Unstable
HTENTE o lfodlz, Bl
Fy M EELR—=UR ey 7 LR

rx-rel-flow R A NBT7a—2fifk+ 5 & 5 iIcirShi  Unstable
[EE='

Ethernet PCI J&

rev-id BIGTHEASNTWDET A 2 %851+ 57  Unstable
@ Sun Crypto Accelerator 4000 Ethernet 7 /3
A ADNN— 3 1D

pci-err PCI =5 — Dtk Unstable

BEIE FSA/1NSALDHRTE
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52

= 3-18 R ANEFDNRT AZ (FiX)

NS A A Bl Stable/Unstable
pci-rta-err S—0y MUl 252 AE LB Unstable
pci-rma-err ~ 2 Z — DO EZ(E LT EK Unstable
pci-parity-err PCI R 7 4 — =7 —Dif %k Unstable
pci-drto-err BIE LT T v a VERITAY A4 A7 U bz Unstable

72 7= [E%
dma-mode {S;)r% Crypto Accelerator 4000 K7 A /3 (vea) 73 Unstable

BEGAFORE DT D

A—/IN\—1—H—T, kstat vea:N AT FZETLET,

# kstat vca:N
module: vca instance: 0
name : vcal class: misc

ZOHITIE, NiZvea T ZADA VARV AFZZRFR LET, ZOFZITIT.
kstat I~ NOEITORBIZIR DR — DA LV AZ L AT GEIBET HVLENDH
D EI,
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N—FYHTF7IZ&B IPsec DA 54 EEIED
frETIEHR

#3191, R—=FRIZN—F 7 =712k % IPsec DA > T A sk a2/ 5 &
HEINdXH18b, h—FRNVOREHEREZRLET, IPsec DA > T A R EE
AT 25X 912h— RERERKT 5 FIEIZOWTIR, 57 X—2 D [MPsec DA > T4 i
HLEFERAFRRICT B HE] 22 LT EEN,

& 319 IPsec DA v T A v @i bl BT 05 51k K7 A N OfEEHE®

INTAA B! Stable/Unstable

ipsec_ierrrors TS —NEENAHT- DI TX 2 Stable
IPsec DA/ v ORI (long)

ipsec_ipackets IPsec DFHE /X7 v Mk Stable

ipsec ipacketsé64 IPsec D#E(F/37 v Mk (64 £ > |) Stable

ipsec_obytes A VR T 2 —ATREENERSI N [Psec  Stable
DA S ORI

ipsec_obytesé4 AVH T 2= ATHRENER SN IPsec  Stable
DA NOFRE (64 E > B)

ipsec_oerrors T 7 —MHR TG IR L7z TPsec /¥ Stable
v h OB (long)

ipsec_opackets VBT e ACHEENER S IPsec Stable
2Ny SO

ipsec_opacketsé64 AV H T 2 —ATEENERINT IPsec  Stable
Ny FORE (64 B b))

ipsec_rbytes A BT 2 — ANEFHICZIE LT IPsec ®  Stable
A OFRE

ipsec_rbytes64 AVH T 2 —ANIEFIZZIE LTz IPsec ®  Stable
NA S OKE (64 E v 1)

sadb_cache misses T =AU zT DXy oI R Stable

sadb_cache_overflows 7y —AU =7 DXy v adDA—s—7 Stable
—%

sadb_entries SADB R4 "= MU Stable

sadb_operations Solaris IPsec 7°5 KT A4 R~EEIND Stable

SADB #1E%
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F — 3 3-19 1T IPsec O —FAFEHERIZ, N—FT =TI X > THEBEIZA
FTAVELEND IPsec /37 v MIK L TORMAESINE T, 256 /51 FREOZ(E
Ny MEIA VT4 MBS NI\W 2, 2Oy MIxt L TE, IPsec @
H—FARHERIIMBE SN E A, 2. ZOH—FUHRHERIZ, [Psec D
T 747 ICbBEASNETEA G6X—2D [h— KR 728D IPsec D
LWL 22 MR), snoop MEFFATREIZZR > TWAEAIE. TNHDH T 23
HahFEHA, B4y NI, Fy MU —ZICBT 8% OB — 3 REFHEH
L. U T AR B LD (3desbytes B LU 3desjobs) ICME I E T,

vy I —0 R

COFITIE, THETZ 2L AT MMM TTeHET, Ry NU—IKRANT 741
EARET 2 BT OV TR L ET,

2 RT—ORA T 7ML ILDFERK

RIANRI T NG 2T AL A=)V LTch, T X7 %O EBthernet f V% 7 = — A
A ® hostname.vcaN 7 7 A W EAER T HHLERH D 5, 77 A4
hostname.vcaN @ N L, T2 veca A v X T =2 —ADA LV AH v AT ZITx s
THZLIZEELTLEEY, ¥/, /etc/hosts 7 7 A WIZH., T Ethernet A
VAT z2—=ADIP T FLABIOERA MERETHIVLENRH Y 3,

1. /etc/path_to_inst Z77A LT, ZET D vca A VI TI—RELVAVRE Y
ABEBEHELET,
AT, path to inst(d) DAV TA v~v=a T LX—=VEBR L TIEE,

# grep vca /etc/path _to inst
"/pci@8,600000/network@l" 0 "vca"

ZOFITIE, A AF U AFFIT 0 TY,

54  Sun Crypto Accelerator 4000 R— F/N—2 3211 A VR =LY =2 7))L - 2004 £1 A



2. ifconfig(iM) AR F&#FEALT. 7HTID vca A VA Tz —REH/RELF
ER
ifconfig I~ FEMFEALT, Xy NUV—J A FT7=2—RZIP 7 RLAZED
VTET, a~vy FMTCKRDO L IICAN LET, ip-address DERGpIE, 747 2D IP
T RVAICESHATIIZEN,

# ifconfig vcaN plumb ip-address up

FEHIL, ifconfig(IM) O~==2T7 /L X—TF LW Solaris D~ =T /L EHRL T

<TEEW,

n HFEBIBROLRENLEDOLRWE 2T BI21%, /etce/hostname .vcaN 7 7 A )L %
B LET, 77 A NVEAD NI, FHTD vea A v F T 2—ADA LV AF L AE
TR0 £9,

FlE 1 CRLZvea A v ¥ 7 =— A& HT D8E1L. /etc/hostname .vcaN
TrANVEER LT, Z77ANVED NIZT A ADAL VAL AFE (ZOFIT
0 ZHRELET, A AXUAEEN 1 OHAE. 774 V4I
/etc/hostname .vecal 2720 £9°,

n T2 TEDZ Sun Crypto Accelerator 4000 1 > % 7 = — A1,
/etc/hostname .vcaN 7 7 A VEVERL LR W TL 72 &Y,

m /etc/hostname.vcaN 7 7 A Wi, @78 vea £ VX 7 = —ADHFA ML B %
ETHHERHD £,

m RAMGIZEFOIP 7 FLAZE D YT, /ete/hosts 7 7 A MK ET DM E
NHY F4,

B RA M, I ZDDOA U H T2 —ADKRANEITEBRAA4RNCTA2LERHY F

T, =& z20E. /etc/hostname.vca0 ¥ L /etc/hostname.vecal 1Z. [F LA A
AR TEET A,

KIZ, Sun Crypto Accelerator 4000 " — R (zardoz-11) ##4# 3% zardoz L\ 9
ZETD Y AT KMIWFETR Jete/hostname.vcaN 7 7 A NV OHlZ R L E9,

# cat /etc/hostname.hme0
zardoz

# cat /etc/hostname.vca0
zardoz-11
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3. /etc/hosts Z7AIWRNIZ, EHEE vea A V3 Tz —RIZHST HBEEYHI D b

JEERLET,
WiZhl R LT,

# cat /etc/hosts

#

# Internet host table

#

127.0.0.1 localhost
129.144.10.57 zardoz loghost
129.144.11.83 zardoz-11

56

N— R TF7IZ&k B IPsec DEZEILDIE
Rk

ZOR—FRIZIE, N— R =T7IZL > T IPsec ZEiE LT 57200 2 i@ Ok (1
IAUBIOHESNY B T, EL LML, [Psec DR S HEEZ EEL L
E7, EEL. ENZENOHEORRITRRDTD, VAT LAEEOBEZZE LT
WO IR ET D MENH Y £7,

I — IPsec D& klX, Solaris 9 LARE CTH AR — h & E 3, Solaris 8 Tl AR— &
NEHA, IPsec DA > 7 A i L, Solaris 9 12/03 LA TOHRY R — F S E
T (F 3-20 &),

% 3-20 IPsec D E#ELIZBI T2 Solaris /3— a > O E:

Solaris M/A—< 3> wmEs SR 10754 vaElk
Solaris 8 DE/R—T = PAR— SN PAR— SN
Solaris 9 ~ Solaris 9 8/03 VAR —hr&n5d PR — kI n
Solaris 9 12/03 LA YAR—-bIhD YAR—bSND

BARANL, T 7 40 FOD IPsec #EK T, </ F T ut v AT A CEIMEAMERES E
HLET, ZoWHai%. DES 83X 3DES B 5{bife2 R — Ficth7ue—F425%
DT, RANOUBREHICEEO eV~ L F Tt v o X7 AMCHER S N AR T
ﬁ—o
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A>T A D IPsec HifklE, FBAEVAR— bk (MD5 35 X O SHA1) |2 & - CTHAk s o1
BEAZMMT2L0T, FAMOATy MUBBO—#E2R— RicA7ne—FLEd, B
MO Ry MLBIZHALS 5 Z L2k » T, BA— FiZdA A » CPU Offi R % KiFEiC
Higs L £9,

¥ —DES 71X 3DES BG EAL T N T RADHLE VLT A< LT at v R
T LTI, WA D IPsec ANV—T"> NOFNRA L TFA L LOEALTHET,

IPsec D&iE\ 5 EIL ZERRIEEIZT 5 5E

Solaris 9 LIRS LB CTY, MriksME, R— RDFT 7 4L b O T3, Solaris 9 TZ
DAR— REHEH LT IPsec OIS Ed k% BT 255G, [Psec MRk F 72 13705
THMEITH Y FH A, Sun Crypto Accelerator 4000 /X 77—V % A VA K —/L LT
BT 57210,

IPsec DA o4 VEREFFERAIGEIZT 55E

Solaris 9 12/03 LIBEMM NI TY, A > 7 A sl 2 # k3 512i%, Solaris ¥ 7 k
TxT L vea RTANRNDOWTOERT 7 A NVEERTILEND D $9°,

N—FDxT7I2&kB IPsec DA 54 vERIEEFEARHEIC
ER)

. Jetc/system BRI 7AIICROIY R ZEBML T, Solaris VI bHz7DA
VoA VERIEEFEATREICLET,

set ip:ip use dl cap=1

/etc/system 7 7 A NVDEREZHNCT HITIL, VAT LZ2HEBTILERNH Y
iﬁ—o

. /kernel/drv/vca.conf I 7AIIZRODIT Y R ZEBMLT, vea KT A/
DAVTA vEREEFERATEICLET,

inline-ipsec=1;

/kernel/drv/vca.conf 7 7 A /VDOEREGINIT HITIE, VAT L& FHEEIT
DM, vea RTANEFTPAREREL T, BHRARALTDLEND D FT,
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58

F —Solaris V7 NV =T TA T A LEELDMER ATEEIC 2 5 TR WAL,
RIANRTA U TA VEmBILEFEHAAREICLANWTLSZI, ZE1T9 &, IPsec
IS OMRENE T T2 A 8N H D £77,

A T4 mB kA ERARIC Licd L iE, @ O Psec ik FIHIC L > T, 4%
7 = —A|Z Solaris Y 7 7 =7 @ IPsec NV o — &t T& £, Solaris @ IPsec
RY T —DORERIC OV TiE, [IPsec & IKE OEFH] 2B L T &N, Z0=
== 7 /VX, http://docs.sun.com MH AFTEET,

A T4 rEmEfbEFEATSE, AHBLOESP OGO 7 V3 Y X A% E#EET
TET, HIEL. BEOANFIT/R 5 TS (AHAESP 72 &) 1, ZOHR— FTIEsE
ITCTEERAL, HEOZHBRBEHINTHWE E, b2 BIMUADEWD DA T A
VTETEINET, FOMOERT., Solaris @ IPsec K TEIT I E T, Solaris 9
VAT A KCL IPsec @iE b/ N> &7 — (SUNWkel2i.u) 34 Y A F— /L E N TW5D
LA, INOOEBNAN— Ry =7 (HigHh) THLEITEINET,

R— FIZ IPsec DA > T A »md b 245 & kstat(IM) 22~ ¥ ROFIRITHE
FHEWABMENT, MESND L2 £3, IPsec DA > T A »mdfbd
kstat FEHERICOWTIX, £ 3-19 2B LT 7ZE W,
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Sun Crypto Accelerator 4000 K— K
DEHE

ZOFETIE, vecaadm, vcad, vcadiag, 7213 pkllexport =—7 4 VT 4 —D
BEIZOWTHBALET, ZoFL, KOG THEKINET,

59 XR—T?D [vcaadm +—7 4 U T 0 — D H |

62 X—TD Ivcaadm IZ XD A BIXUv s 77 )
66 X—T D [vcaadm TOa~2 KO AT

68 X—T D [vcaadm (2L DR — ROFHIE]

71 R—2D [vcaadm (T L BHF—A T OEHL

78 X—T D lvcaadm IZ L DR — FOEFH]

83 X—T D [vcad o~ ROFEH]

89 X—T D [vcadiag 2—7 4 U7 4 —DfEH ]

92 X—U® [pkliexport = —7 4 VT 4 — D)

93 X—® Tiplsslcfg A7 U7 FDOfEH |

98 X— D lapsslcfg A7 U7 MO

103 X—=v D [FEUH— =] (T - EHOR— R~DHE2 5 MAC 7 KL A
DENY 2T

vecaadm A—T 4«4 )T 14 —DEHR

vcaadm = —7 1 U7 4 —[%, Sun Crypto Accelerator 4000 " — KD a3~ R{7A
H 72— AL ET, vcaadm 2—T 4 U T 4 —ZFEHTZ501E, BFx=
T4 —EEEIHEE Sz — Y7120 T, BHIC veaadm Z6H LT Sun
Crypto Accelerator 4000 A" — RIZHEfET 5 & E2iE, it F=2 U7 ¢ —EHEL X
OARRY— REEHRT L0077 v RENET,
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vecaadm = —7 4 VT 4 —~DT 7B AZKGHITT HITIE, BN A2 Sun Crypto
Accelerator 4000 ¥ — VDT 4 L7 N EFEELET, RIZHEZRLET,

$ PATH=$PATH:/opt/SUNWconn/bin
S export PATH

WIZ, vecaadm 2~ F{TH#ECZRLFE T,

m vcaadm [-H]
m vcaadm [-y] [-h hostname] [-p port] [-d vcaN] [-£ filename]
m vcaadm [-y] [-h hostname]l [-p port] [-d vcaN] [-s sec-officer] command

- -dBMEEHTHEAED veaN TR — ROF /34 24 T, N iZ Sun Crypto
Accelerator 4000 7 /34 ZADA v A B L AFE S TT,

#4112, vcaadm 2—T 4 VT 4 —DAF T arwRrLET,

x 4-1 vcaadm A7 g v

A Bk

-H vecaadm AV RONLVT 7 7 A L ERRLTKRT LET,

-d vcaN N %z FT A A A% 5 &9 % Sun Crypto Accelerator 4000

AR—RICEHLET, 2L 2IE, -dvecal 2HETDHE. T3A A
veal IR LE T, vea IZZ DR — RDOT A R4 2Rk T
T 1T AL ADAL VAF L AFHTT, ZOMDT 7 /b MiE
vea0 TF, #7 veaN DEXT, NIZIET A AV AZ LV AEK S
FHEELTLEEN,

-f filename filename WIZHEE S 7z 1 DL LD 3~ RERIRES L OEEIT L T
TLET,
-h hostname hostname £ Sun Crypto Accelerator 4000 A — RIZ4#EFE L £77,

hostname 1%, RA FLEFIZIP 7 FLATHEETE X4, T 74+/1
FCENAN—T Ry 7T RLARIZR>TWET,

-p port port £® Sun Crypto Accelerator 4000 A — RIZHaE L3, port D
X, 774V b TIL 6870 1272 > TWVET,

-s sec-officer sec-officer LW O AFIOEF 2V T4 —EFHEL LTRSS LET,

-y WHIET 7 M eRR L TR ERT D ~Toa~wr Mol

T, RHMIZ yes EIRE L E T,

F -0 ==aT7 AT, XY T 0 —EFHELOHE LT sec-officer ZHH L
ﬁ—o
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BEE—F

vecaadm (L, 3 2DOF— FOWTNMNTEITTEET, T— NiE, EIZ vecaadm ~D
avwry FOELFIZL->TRBIENET, E— N2, v 7 ravy RE— R,
TZr7ANE— R, BLOHERNE—FR3H £7,

I — vecaadm ZERTHICIEF, X2V T 14— ”’r’@%kb“(@uwﬁibzgfﬁ‘ +*
X2 U7 4 —FHEL L COREEZ T BT, SHT28EE— Rk THEAR
Di‘j‘o

UL aAT U RE—F
//7»37/%%—kfi av Ly REETTLHE-RNCEx 2 ) T 4o —BHEL L

DORFENRMETT, a~v ReFETTHE, BX2 VT 4 —FHEIL veaadm D
Dﬁ?ﬁbéhif

vy Znasy RE=RTavyy REANT AR, T3TOavy RITAL v F
EIRELIEOET, ETIsa~vr RERELET, &L, v 7 ravw R
EF—RFTIE ROa~vr REETTLE, HELLEXF—A FNTHNOTRTO2—H—
NERINTa~vr ROV P MIRED 9,

$ vcaadm show user
Security Officer Name: sec-officer
Security Officer Password:

WDa~vy REFITT 5L, sec-officer \ICHRELToEX 2V 74 —HHEL LTS
A LT, =R NTWIZ web-admin \[ZFRE LTz 2 — W —Z{ERTX £,

$ vcaadm -s sec-officer create user web-admin
Security Officer Password:

Enter new user password:

Confirm password:

User web-admin created successfully.

FE - BHIONRRT—RiZEX 27 4 —FREOLDT, 205 EH L2 —H—
web-admin D/XA T — FANEB L ONAY — FERDHEE £7,

Vo Nhvavwy RE—RTOHMNL, X TIEREOH WA MY — A iShvET,
T, ERED UNIX v = VOMREZEHR L T #4127 hTEET,
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TJ74ILE—FK

TrANE—RTIE, FHTL277 408 1CEXR2 ) T 0 —FHE L L TORGEN
VETY, av R77ANVNOa<vy REETLEHE, BFa ) 7 0 —FIEIX
veaadm bl 7T R ERNET,

Tr7ANE—RTa<vyr REANTHITE, 774 VEBEELET, veaadm 1TZ D
T7ANNE 12U EDavy REHRLIALET, ZOT77A/VF, 11TIC2&F 19
Davwy RBBESNLETFAN I 7 ANTHLIMNERHY ET, 2 A ME, Zh
F #) CFETHBELET, 774NV EF—ROA T g o2 ET DL, veaadm
X, BOA T a 0B EIHEELEZTIT N TOa~y N7z ER L ET, K
IZ, deluser.scr 77 A NVHNO I~ REFETL, T XTOTa 7 MIXLT
yes LIGET Dl Z R L ET,

$ vcaadm -f deluser.scr -y

MERE—F

FEFRE— R T, A — RICERT -2 ) 7 0 —FHE L L TOBIER L

ECTY, ZhUE, vecaadm OFT 7 L b OEHEE— R TY, &EE%E— KT vcaadm

MWHr 77 AT, logout 2~ » REERALET, sHL, 62 X—Y D
[Vvcaadm (2 X274 0 BILUOR T U M 2B LTLIZEN,

RFERIE— FIX, ftp(l) EREEDA LV EF T2 —RERHELEST, TS F T =2 —
AT, —EIZ120avy REANTEET, MFEHE—NTIE, -y A7z
i*)‘d‘* FENTWERA,

vecaadm [C&dAOTA4 LU0 F7k

a< 2 M7 b veaadm A LT, -h, -p. BELV -d OFREMHIZL > THR

b, A—h, BEOT A RAZEET DL, EERT Y NT—7 RSN L T
IE, TCICEXR 2V T —BHEL L TR A TR0 MREFINE
‘j‘o

vecaadm = —7 4 U7 4 —l&, vcaadm 7 SV r—va b BELLEAR— R ETH
YE3 % Sun Crypto Accelerator 4000 7 7 — A ¥ =7 & ORIC, Bi{bx >y hT—2
Bt (v 3 V) BHESL L E T,

LT ¥ X LVOFEF, A— NiFgN—Kov=7 Ethernet 7 FLaBLw RSA N
ﬁ’i’ﬁ)ﬂ L CHOWHEREZITWET, vecaadm BRI IR LT xi2iE, &
FET—H X— R ($HOME/ .vcaadm/trustdb) 73”@525%1@‘0 :0)77/(/I/§:0i
X2 YT —HHENBEFHL TV SR — FRTRTEERTOET,
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vcaadm [C&K B R—F~AOT 414 >

X2 VT —EHENH LW — Rk T 5 L. veaadm [TEF =2 U 7 ¢ —EFH
FIZEML T, ROA T v a v wRRrLET,

1. Abort the connection
2. Trust the connection one time only (no changes to trust
database)

3. Trust this board forever (adds the hardware ethernet address
and RSA public key to the trust database)

YR )T —EHENERT 7 AENEEINZR— N2+ 5 &, veaadm
FEX2 )7 —FHHZICEML T, RO OOFFvaraR - LET,

1. Abort the connection

2. Trust the connection one time only (no changes to trust
database)

3. Replace the old public key bound to this hardware ethernet
address with the new public key

HLLWR—FADOS 41>

F - ZOEOZNLIEOR TIX, veaadm OXEERE— NE2HEHT A2~ L £7,
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HFHLWR— FICERET 5 L &, veaadm 1 TREFET — # _X—AIZH LW b U ZAERK
THOIMERHY E£T, HHTLWKR—RiZa A4 o502 RIRLET,

# vcaadm -h hostname

Warning: MAC ID and Public Key Not Found

The MAC ID and public key presented by this board were
not found in your trust database.

MAC ID: 08:00:20:EE:EE:EE
Key Fingerprint: 29FC-7A54-4014-442F-7FD9-5FEA-8411-CFB4

Please select an action:
1. Abort this connection
2. Trust the board for this session only

3. Trust the board for all future sessions

Your Choice -->

BERT I EABLIEREINI-R—KF~ADOT1 >

T 7w AP EE I NI AR — RICEHT 5 & &, veaadm IEBFET — ¥ X— 2D
FOR—=RIZHETHZ N EZEFETHILERSHY £7, EBRT 7 B AENPEE X
NizR—Kiza 74 3302 RIRLET,

# vcaadm -h hostname

Warning: Public Key Conflict

The public key presented by the board you are connecting
to is different than the public key that is trusted for
this MAC ID.

MAC ID: 08:00:20:EE:EE:EE
New Key Fingerprint: 29FC-7A54-4014-442F-7FD9-5FEA-8411-CFB4
Trusted Key Fingerprint: A508-38D1-FED8-8103-7ACC-0D19-C9C9-11F2

Please select an action:
1. Abort this connection
2. Trust the board for this session only

3. Replace the current trusted key with the new key

Your Choice -->
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vcaadm AV Tk
SEME— RO veaadm 72 > 7 MM, RO LS ICERENET,

vcaadm{vcaNehostname, sec-officer}> command

WDFEIZ, veaadm D717 WEHOHEPE R LET,

* 4-2 vecaadm D7 a7 NEMDES

TRV TRER E&

vcaN vca (X, Sun Crypto Accelerator 4000 A — K% 754 3LFFTT,
N, FAL R L AF U AFE (2=y FT LX) T, A— K0
'7““/\‘/1’ ANRABIZHEENTOVET, T, A VAL AFS DO
WHFIEIZ DWW T, 39— [vca.conf 77 A VEMBHLTHK
74’/\/\7)‘ FERET D] #BRLTIEZE N,

hostname Sun Crypto Accelerator 4000 A" — RS BLAYICHERE S LTV D AR A
D4 Hi, hostname \Z1%, MFLARA FDIP 7 RLAZEETLHZ &
b TEET,

sec-officer HER—RIZa A4 LTWbtxa T 0 —EHEDLR

vcaadm [C&KBR— K505 75 k

SEERE— R CTEEL TWA & X2, vecaadm ZRBEBICKE TETIZ, HEIR— Kb
Pz 0BEL IO R— RIZEEG LT-WIGAERH D 9, R—Fho#Ekzat v
BfLCus 7o hLliedhé brFiile— R %#Lﬁ?’%’) I%. logout =~ RZff
L/gzj‘o

vcaadm{vcaNehostname, sec-officer}> logout
vcaadm>
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ZOBIT, vecaadms TR T NI, THAA ALV AF L AFK T, KA ML, 20T
X2 T 4 —EHELNERINRLS RomZ LICEBELTLIEEN, 1EhDTAN
AR T AT A3, WOAT > a7 A 2% LT connect 2~ K%

ADLET,

* 4-3 connect AV RDOA TS g /8T A K4

INTAA B

dev vcaN NI AL AH A3 N © Sun Crypto Accelerator 4000 R — F
CHEHE LEd, 2l ziE, -d veal EASTHE, T, A veal
W LE T, T 740 b T, vea0 T3 Ao CTWET,

host hostname hostname @ Sun Crypto Accelerator 4000 R — NIZEHE LET, 7

T ANV B TEN—T Ny 7T KL R/ >TWET, hostname |2
I, MEEARANDIP 7 FLRAEZRETHIELTEET,

port port port =@ Sun Crypto Accelerator 4000 A — RIZ# L E 7,
T 7 4L K TIE 6870 178 o TWET,

1 -

vcaadm{vcaNehostname, sec-officer}> logout
vcaadm> connect host hostname dev vca2
Security Officer Login: sec-officer
Security Officer Password:
vecaadm{vcaNehostname, sec-officer} >

7 TIZ Sun Crypto Accelerator 4000 A" — RIZ#zfkt L TV D HE1E, veaadm T
connect A< REFITTHILIFTEERA, TOEHAIT. —Evn/ 77U RLT
D connect 2w REFITTHLENRH Y F9,

B L < EEfET 272 NT, veaadm &5 D Sun Crypto Accelerator 4000 7 7 — A
VT, EONTLK BT =2 2T 2700 Lty va VROFRIT Y
T—va YETVWET,

vcaadm TOIAX 2 RKDAN

vecaadm = —7 4 U 7 1 —|ZI%, Sun Crypto Accelerator 4000 N — N & %757 272
(B a~y FEENMEAAENTOES, a~xr FiE, XFHIOERE T
(TEIZE»Da 7 REBBITE 272003 7H) 2L TAL LET, show D

RO VIZ shiZFEHTEE TN, re iX reset £7203 rekey OA[FEMERH D 72O

T,
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WIT, LFHNEEE LRWEEDa~xy FAN O ZRLET,

vcaadm{vcaNehostname, sec-officer}> show user

User Status
web-admin enabled
Tom enabled

ZOFITIE, shus DR O~y FOXFINO—FE2 A LTS, [ UIHERE UG

FHILmTEET,

bnEWnWhhavr Rzl T5E, T0a~vr RBRBHETH DL LWV I FRPANRERRS

nij—o

vcaadm{vcaNehostname, sec-officer}> re
Ambiguous command: re

O FOANILTORT

veaadm (21, ~VTHERENHAAEN TWET, ~VTE2ERTDHICIE, av R
KT T 1?2) XFEANTHMLERSHY £, a~vr ROXFEIEEKETITAT
L., TOTOEZMNZ 7] ZRETDHE, a~r ROBXNRERINET, KIZH

R LET,

vcaadm{vcaNehostname, sec-officer}> create ?

Sub-Command Description
so Create a new security officer
user Create a new user

vcaadm{vcaNehostname, sec-officer}> create user ?
Usage: create user [<usernames]

vcaadm{vcaNehostname, sec-officer}> set *?

Sub-Command Description

passreq Set password requirements

password Change an existing security officer password
timeout Set the auto-logout time
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F7-. vcaadm 7 r V7 FT 7] 2ANT DL, §3CH vecaadm 2w FRBIW
FOMHAO—EE R ENTEET, wITHlEZRLET,

vcaadm{vcaNehostname, sec-officer}> ?

Sub-Command Description

backup Backup master key

connect Begin admin session with firmware
create Create users and accounts
delete Delete users and accounts
diagnostics Run diagnostic tests

disable Disable a user

enable Enable a user

exit Exit vcaadm

loadfw Load new firmware

logout Logout current session

quit Exit wvcaadm

rekey Generate new system keys

reset Reset the hardware

set Set operating parameters

show Show system settings

zeroize Delete all keys and reset board

vcaadm BRIFEHRE— RTRWEEIE, 720 2 AT D E8EFO L = VR %
TWET, ZoBAIE. 7] OFica~vy Ry DA —7F T2 AH L TL
720,

SEERE—KFTO vecaadm A—T 4 T4 —DKRT

vcaadm Z& T3 5I121E, quit BL W exit D2 >0avr NEfEHLET,
Ctrl-D ¥—3— 7 > ATH vecaadm T T2 N TEET,

vcaadm 2 &K 57R— FD#ERIE

Sun Crypto Accelerator 4000 A" — N &K 2 IO FIMEIL, A— FOHIL T,
R— REHMT 5L &IT, F—A T E2ERTHILERSH Y 7, FHMIE,

106 ~—v 0 MR LOHE 22 L T 7E S0, veaadm THEAIIZ Sun Crypto
Accelerator 4000 AN — FIZ#EE T D & HLWF—A b7 TR— Fa L3 270,
F@3ANY I T T T ANVTEMES LTV DRFEDOF—A M7 THR— Rk
LpEMERT 27 0T ERFRENET, veaadm (T, A— FOHULGIEZG T
T, BEREREANT D020 T 0T MR LET,
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V#HLLWEF—R+F7THR—FZOEILT S

1. R— FZRYRFITEVRTFLOARY ROV T FT vecaadn 2AHNT 5H, VR
FLHMERRRIZH BB EIE veaadm -h hostname ZAA L. 1 Z38IRL THR— FZHHA
ELET.

# vcaadm -h hostname
Please select an action:

1. Abort this connection
2. Trust the board for this session only.
3. Replace the trusted key with the new key.

Your Choice --> 2

This board is uninitialized.

You will now initialize the board. You may either
completely initialize the board and start with a new
keystore or initialize the board to use an existing
keystore, providing a backup file in the process.

1. Initialize the board with a new keystore
2. Initialize the board to use an existing keystore

Your Choice (0 to exit) --> 1

2. F—RAMTFREERLET (2 RX—D0 TRFIOEHR] ZB5H),

Keystore Name: keystore-name

3. FIPS 140-2 E— F# /(X FIPS THWE—FZZBIRLFET,

FIPS ©— RO&HA. A— i FIPS 140-2 L~L 3 ([ZHERL L £ 9, FIPS 140-2 I,
FIPS (Federal Information Processing Standard) 23 BLE T D EHE T, S ABS I-FRE
LRV DOT — X OFERMER X OZAMICET 5 EEEZESD TWET, FIPS
140-2 OFEMIE. KD Web R—TY 2SR LT 7Z 30,
http://csrc.nist.gov/publications/fips/fipsl140-2/fipsl402.pdf

Run in FIPS 140-2 mode? (Y/Yes/N/No) [No]: y
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4. PEEX 1Y T4 —BEBERBBLUNRT—REERLET (T2 R—D0 TZFIDOE

1 &3H]),

Initial Security Officer Name: sec-officer
Initial Security Officer Password:
Confirm Password:

- EEARRNT A EEFEIIIHIRT D81, FRXERAREESY KIFT A REED
HDHa~y FEFEITTDHRH1IZIE. veaadm WHERD T v T NeRR-THDT, Y,
Yes, N, F721E No Z AN L THER L TL &V, RLFE/NLFIEIRFI &N FH
ho T7 4V R T, No 2D £,

 BRIEREERELET,

Board initialization parameters:

Initial Security Officer Name: sec-officer
Keystore name: keystore-name

Run in FIPS 140-2 Mode: Yes

Is this correct? (Y/Yes/N/No) [Nol: y
Initializing crypto accelerator board... This may take a few
minutes...Done.

BEOF—X 7 EEALER— FOMHAL

120F =X FTICHEBEOR = F2BNT 5720, FLF—A FTHERTT~TO
A= REIL LI2WEERH Y £, £72. Sun Crypto Accelerator 4000 R — K%
FTDOF—AMTEECELLIEZWEEbHY £T, Z2TE, N2 Ty T 77 A0
CRIF SN TV DBEFEOF— A T &2 L CTR— FEgHd 2 5B o0 TRl
LETS

ZDFIREIT O AN, BEGFOHR— F§ E@A/77/7774W%¢%T5z£ﬁ%
DET, Xl T o777 ANVEERBLOMMETLT DI, X T v T 77410
F— A BB B L OME ST 720D/ AT — RN T, FEMIT. 77 *—
D T=REZ—FONRNy 7T 7] ZBRLTLEEN,
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V BEOF—X+T7EFERALTR—-FZOHIET S

1. Sun Crypto Accelerator 4000 R— FZE Y [+ X TFLOARY KTAVT T
vcaadm ZANT M, PRTLNEBIZHDIGEEIE veaadm -h hostname & A A
L. 2#BRLTNANY I 7y ThoR—FEERTLET,

# vcaadm -h hostname

This board is uninitialized.

You will now initialize the board. You may
either completely initialize the board and
start with a new keystore or restore the board
using a backup file.

1. Initialize the board with a new keystore
2. Initialize the board to use an existing keystore

Your Choice (0 to exit) --> 2

2. NG TFYTIT7AINDIRRABELUVNRNRT—FEAALET,

Enter the path to the backup file: /tmp/board-backup
Password for restore file:

3. BRIERMEMELET,

Board restore parameters:

Path to backup file: /tmp/board-backup
Keystore name: keystore-name

Is this correct? (Y/Yes/N/No) [Nol: y
Restoring data to crypto accelerator board...

vcaadm [2EBF—XAFT7DEE

F—R T EEF, BEMOVFRY MY T, F—AMTIZE, X2V T4 —FHE
B2 —H—0REEMF N TOVET, F—A M7, iEERERET 5720 T
B, =Y =T h T ML TES TV =/ VAT 2FEEZRELES, 2
NICk->T, HBOFAEEL LTI TWRNWT FY r—3 g UICx LTHEAZRT
ENTEET, F—RA T, RO 3 OOERTHRERSNET,
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m BEAXTSTY bk :Sun ONE Web — =7 Y07 7Y r—ya VISR T
WAHREDRWRTT,

m A—HF—TFhHO U b BEOHBICHT IR L NT 7 A %17 FEET Y
g—a VICTERELET,

m XAV TA—BEETHIU b vecaadm A L TEHEHMEEICT 7245
FRERAMLET,

7 — 1 5® Sun Crypto Accelerator 4000 A — FIZiEX, 1 2DF—RX h T RLET
T BEOR— FBFECF—2 M7 2425 &9 IR LT, Mhaedk KOS M
M EEELZLbTEET,

ZHTDEMH

X2 VT —FHES, 24 BROF—A FT7AIE ROEMEG -T2
BRD D T,

= 4-4 X VT —BHEL, 22—V —4, BIOX—2 N TL4OEH:

BEIDEY Bl

RO X 1307k

RROES =P =L 63 LT, F— R M T4 32 T
B2 72 30F WEHE, THRO. Fyia (), BEORY ()
BANDLF FETHDHZ

INATD—KDEH

NAT— ROBEMHIL, BED set passreq DX E (low, med, F721% high) IZ
KoTHRZRY FET,
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INAT— FDEHDERTE

Sun Crypto Accelerator 4000 R — RO/XA T — R&FET 51, set passreq =
< REFHLET, Z0a<wr Nizk-o T, vecaadm BSANJEERT LT XTONR
AU — FOXFCEHT LM ZRELET, N ATV — FOEMAEIZIT, ROFRITRT
BODERENHY £,

* 4-5 INAT — ROEHDHRE

ISRT— K& =

low NRAT— ROHIRIEH Y T A, X, R— K2 FIPS £— R T7x
WEXDT 7 4V FNRETT,

med 6 LTLLET, 205 B 3 3LFIFIHET, 1 LFFIHETLINCT D 45

NHYET, Zhix, R— RN FIPS 140-2 E— R CThHH L ZDF
7 4V FERE T, FIPS 140-2 & — N CRRIRBME 22 8 2 U — Rgiff:
<7,

high 8 XFLIET, 2D HH 3 LFIFHET, 1 LFEFEFTLIMNIT HHME
BHYET, ZHUTT 74V FERETIIRVOT, FHTRET S
VERH Y 3,

IRAY — ROBEHZZEET HIZ1E, set passreq 2~ RE AL, #itl} T low,
med. F£72iF high Z AN LET, kD=~ FHITIL. Sun Crypto Accelerator
4000 A — RD/NRAT — FEZ high ICRE L TWET,

vcaadm{vcaNehostname, sec-officer}> set passreq high

vcaadm{vcaNehostname, sec-officer}> set passreq
Password security level (low/med/high): high

F—RALT7DEF2) T4 —EEHEDERK
150X =2 M7 IO F 2 U 74 —BEEEZBRT 5B LHY ET, Ot

¥ =2 U7 ¢ —EFHEAIL Sun Crypto Accelerator 4000 78— FOFIPHN 71T THaak =
NDELDOBROT, FARSAT A=Y =4 LFE—IZTH2HETHY THEA,

% 4 E Sun Crypto Accelerator 4000 R— FOEE 73



X2 )T —EHEEZAENT 205G, AHIONRT AZ Ta~vy MTbERTEE
T, X2 VT —BFHILEEWRT D L. veaadm ITARTDO AT Z RO E T (FHM
X, 72 =0 [AFEIOEME] 25 R),

vcaadm{vcaNehostname, sec-officer}> create so Alice
Enter new security officer password:
Confirm password:

Security Officer Alice created successfully.

vcaadm{vcaNehostname, sec-officer}> create so
New security officer name: Bob

Enter new security officer password:
Confirm password:

Security Officer Bob created successfully.

F—RFT7DA—HY—DHER

YER T % = —H —4 1%, Sun Crypto Accelerator 4000 7" — K OHFANTZ 1T TR S 11
5HDROT, Web h— =7 120D UNIX Oa—H—4 LA—IZT 2L E T dH
DEEA

2—P—EERT D2HH,. 2=V —LDORF A X Tavy MThLEKTEET,
=P —ZEEWET H L., veaadm (T —VF—ZD AN ZROET FEMIL, 72 X—
YO [HEIOEME] 25 W),

vcaadm{vcaNehostname, sec-officer}> create user web-admin
Enter new user password:

Confirm password:

User web-admin created successfully.

vcaadm{vcaNehostname, sec-officer}> create user
New user name: Tom

Enter new user password:

Confirm password:

User Tom created successfully.

Web ¥ —/S— DB RALZ AT 5 IS, Z0/SAY — FEMAT 2 LERN B Y %
j‘o

FE -7 7B ATHICE. ATV —RERATBLSMLERH D 4, RAT—
NESNZHEIL, ZNEHERT D HIEEZHY FHA,
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F -5l ba~r RFEaANLRWE, ZOa—YP—T A MInlZ Ty hEans
T, TAUIEFRE/R A TV a T, sEiE, 79 X—T o THEIR 7T U RREH
DTl L TLTEEN,

A—H—B&LU0tEFa) T —EEBEEOD—ERT

F— A MTICHEET 52— —B L0t xa V7T 4 —EFHEDO B2 ELRT DI,
show user £721% showso 2~ REETLET,

vcaadm{vcaNehostname, sec-officer}> show user

User Status
web-admin Enabled
Tom Enabled

vcaadm{vcaNehostname, sec-officer}> show so
Security Officer

sec-officer

Alice

Bob

INRAT—FKDEHE

vecaadm ZHEAH L TEETE DX, X2 VT 4 —FHEDO/NAY— RZIFTT,
X2 VT —FEHHE, BHORRY—-RNETJE2ERCEES, ¥X=2 V7 4 —%
HEDRAYU— REEE T 5HITIL, set password 2~ REMHEHLET,

vcaadm{vcaNehostname, sec-officer}> set password
Enter new security officer password:
Confirm password:

Security Officer password has been set.

Z—PF—D/AT— X, Sun ONE Web ¥—/3—® modutil 2—7 4 VT 4 —D
PKCS#I1 A > % 7 = — A %M L TEECTE £+, 25#%. Sun ONE Web #—/S—
DVv=a2T VEBRRBLTLIEE N,
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A—H—DEISLVEDOTYEZ

F - XV T —FEEEEGICTH LI TEERA, EX ) T —FHE
EERRT D L. BIBRT 2 E THECRY £,

T 74N T, KSax—F—I3FHRIREBTERSNET, 2 —F—3EHIcT 52
ENTEET, B oo —F—i%, PKCS#I1 A > ¥ 7 = — A% L TSR
MZT7 78 ATERR0 ET, B holea—F—2f{hT DL, 2—F—0D
TRTCOEEMIZT 7B ATE HREICEY £7,

2= —EHE R ENCT IS, 22— =L DORT XA F(Fa~r NTHLAEA
TEFET, 2=V —4LE2EKT DL, veaadm T2 —V —LDASTEZRDOET, =—
Y—THh o bEEMNZT DITE, disable user a2 REFEITLET,

vcaadm{vcaNehostname, sec-officer}> disable user Tom
User Tom disabled.

vcaadm{vcaNehostname, sec-officer}> disable user
User name: web-admin

User web-admin disabled.

Ty NEAIIT AL, enable user I~ REFETLET,

vcaadm{vcaNehostname, sec-officer}> enable user Tom
User Tom enabled.

vcaadm{vcaNehostname, sec-officer}> enable user
User name: web-admin
User web-admin enabled.
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A—H—DHI

B4 22—V —%2fE LT, deleteuser 2~ REFEITLET, 2—HF—%H|
R4 5568, 22—V —FZONRI A H | Fa~v L FITrbE KR TEET, 22—V —£ 524
K4 2L, vecaadm 12—V —L DA EZ RO ET

vcaadm{vcaNehostname, sec-officer}> delete user web-admin
Delete user web-admin? (Y/Yes/N/No) [Nol: y
User web-admin deleted successfully.

vcaadm{vcaNehostname, sec-officer}> delete user
User name: Tom

Delete user Tom? (Y/Yes/N/No) [Nol: y
User Tom deleted successfully.

tXal) T —EEEDHIBR

HIfp3 2 tEX=2 U7 4 —EFHEFEEHEL T, deleteso I~ REETLET, &
X2 )T 4 —EHELHIRT ARG, EX 2T 4 —FHELDONRFTAZ|Tav R
ITHOAEMTEET, EX 2V 7 4 —EHEAEZEKT DL, veaadm [TEF 2V
T A —EBELDANNERDET,

vcaadm{vcaNehostname, sec-officer}> delete so Bob
Delete Security Officer Bob? (Y/Yes/N/No) [Nol: y
Security Officer Bob deleted.

vcaadm{vcaNehostname, sec-officer}> delete so

Security Officer name: Alice

Delete Security Officer Alice? (Y/Yes/N/No) [Nol: y
Security Officer Alice deleted.

EE R {OVAS R/ AV Ew)

F—A RTIET 4 AZ IS, ~AZ—# TS b ET, 20w A ¥ —§
I%. Sun Crypto Accelerator 4000 7 7 — A7 = TIZHEM SN TNT, X2V T 14—
BHEIIAY I T v TEERT D ZENTEET,

VAL =PRI Ny T T v T T DI, backup 22 FEFEHLET, backup 2+
VREFETT DR, NI T T ERNT DT 7 A NVASDNALEPMETT, Z0O
NALFa~ RITCHRET S22 EG, ATHZ L TEET, HMT5 L.
vecaadm [Z/XAZL DA T2 RDET,
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Ny T o TT—2 i, RAV—RERETLHILERHLYET, ZONRATU—FR
. NI T T T 7 ANDY AT RS LT 7Dl INET,

vecaadm{vcaNehostname, sec-officer}> backup /opt/SUNWconn/vca/backups/bkup.data
Enter a password to protect the data:

Confirm password:

Backup to /opt/SUNWconn/vca/backups/bkup.data successful.

/N

FE - NI T T T ANEERT S EEITHRET AR —RIE, F—A T
DY AR —EEHETDLLDOTH D0, HEH SIS VWA T — REBRINT 5058
BHVET, /2. AJJLTEARRT—=REIRZTREBLSERNHY 5, RATU— K%
SNbE, TARE DR I T T Ty ANIT I EATE 2L D £, A

U— REENTEEAIC, MESNTWAT =X RT3 HETH Y £5A,

Ny Ty TEHSCEHDXT—A MT7OOYY

Sun Crypto Accelerator 4000 R — RO~ A X —§ER3/— K7 = 74T s b Z &
EHEIRD, BELWEX 2T — R —THEHAINTWAFA MBIV ET, =
DAL, set lock 2~V FEHEHLTEX 2V T —&i{bTE E T,

TR - Zoavr ReETTLE, AR —RENYIT v T TERIRDET,

ZonyZid, A —REZTHRLTHRFSNETS, ZORECHETDIHE—DF
151X, zeroize =~ R%ZffH L T Sun Crypto Accelerator 4000 A — K LD fE# %
HWETLZLTT, L, 82— [RA—FDY 7 by =TEROWHE] 25
LT 7Zan,

vcaadm{vcaNehostname, sec-officer}> set lock
WARNING: Issuing this command will lock the
master key. You will be unable to back
up your master key once this command
is issued. Once set, the only way to
remove this lock is to zeroize the board.
Do you wish to lock the master key? (Y/Yes/N/No) [Nol: y
The master key is now locked.

vcaadm [2& b R— FDEE

Z 2T, veaadm 2—7 4 U7 4 —Z{£H L T Sun Crypto Accelerator 4000 7~ —
REZEHT 5B W TE L £,
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B80S 7Y FREORE

X2 T —EHENBIBNZIR— N0 7o NSNS ETORRE I A X~
A AT 5IZ1F. set timeout 2~ FEFEHLET, BEIn /7 v MM AEEE T
B5I21X, set timeout A~ REAN L, FlF CTeX = V7 ¢ —FEENEBENIC
s 7y NESNAETORMEDBEMTANILET, 0 ZRETHE, BEIR 77D
MERBITIEZNIZ /20 £, RETE AHRAMEIX, 1,440 57 (1 H) T9, F#{LL
R—=ROT 7+ ML, 573> THET,

RO FERFIATTDHE, £Fa VT —EHEORE 2 77 ¥ bR Z 10 4312
EETEET,

vcaadm{vcaNehostname, sec-officer}> set timeout 10

R— FOREDRT

Sun Crypto Accelerator 4000 AN — FOBAEDIRAEZ FKRT 5121E, show status =
Y REFTLET, ZOav FT A= FON—=Fy =27 "=V 3y T77—A
VT N=Var, Xy NI A FT=2—=ADMACT RLA, xy hU—2UA
YH T == AORRE Eh EF o HE, TaT Ly s AE—F
E) BIOF—Z M7 O4HTEL ID #FRKRTHZENTEET,

vcaadm{vcaNehostname, sec-officer}> show status

Board Status

Hardware Version: 1.0

Firmware Version: 1.0

Bootstrap Firmware Version: VCA Crypto Accelerator 1.0 March 2003
Current Firmware Version: VCA Crypto Accelerator 1.0 March 2003
MAC Address: 00:03:ba:0e:96:aa

Interface information: Link up, 1000Mbps, Full Duplex

Keystore Name: keystore-name

Keystore ID: 832aece03e654790

Login Session Timeout (in minutes): 10

Password policy security level: HIGH

Number of master key backups: 0

* Device 1s in FIPS 140-2 Mode
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R— KA FIPS 140-2 E— RTHIfEL TLBH E S D DRER

Sun Crypto Accelerator 4000 7N — K73 FIPS 140-2 & — FCTEIEL TV 55513,
show status 2~ FZETT 5 LIROITAH DS ET,

* Device is in FIPS 140-2 Mode

AR— K73 FIPS 140-2 = — FCTEME L TWARWEATL, show status 2~ FiZk o
T FIPS 140-2 E— FZ A TITIXH I SN EE A,

F72. kstat(IM) =—7 4 U7 4 —%fEH LT, A— K2 FIPS 140-2 &€ — R CHEfE
LTWENE I NEMRT Db TEET, A— N2 FIPS 140-2 £— R THEIfEL
TWAEAEIEL, kstat(IM) O/37 A X vs-mode |2 FIPS LRI FET, sbfliL,
44 X—T 0 824 K Z A "B L Ethernet K7 A NOEMEICET B HEHEH B
X kstat(IM) DAL FA o ~v=a2T L EBR LTSN,

HLWI7—LY9TTFDA R =L

HIHERENN BN & 4172 & ZIZIX, Sun Crypto Accelerator 4000 R — RKD 7 7 — AU =7
EEHTEES, 77— LV TEA VA=A TDHI0E, 77 =L 0T 774V
NDONRAZIEE LT loadfw I v FE2FETLET,

T =AU T HIEFICEHNT DT, reset a2 REHFHAL T, FETHR—F
Zy NTAMENSYET, F—F2 Uty bdBE, BER S/ LTWWHE
)T —EHEIIn ST FENET,

Vcaadm{vcaN@hostname, Sec—qu‘icer}> loadfw /opt/SUNWconn/cryptov2/firmware/sca4000fw
Security Officer Login: sec-officer
Security Officer Password:
WARNING: This command will load new firmware onto the
the target device. You must issue a reset
command and log back into the target device in
order to use the new firmware.

Proceed with firmware update? (Y/Yes/N/No) [No]l: y
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Pl NORE AVE S

WICE>TIE, A—=FZ2Vkty M O2RENELLZHARHY ET, VY M5
21X, reset A~V REETTLIXLERHY £9, a~v U FEETTLE, Vky
N0 E D ORI KD B ET, Sun Crypto Accelerator 4000 N — R % Ut v
FT 5L, ENCAMELIEMHS Z LR TE 2EEF D Sun Crypto Accelerator 4000
R— RRRTHE, VAT LOBSALOEEEIE— R 20 £9, £, Z
DA<y FeFETT 5L HBNIC veaadm bR 77U RS5O T, BHEIEELK
eI 25 EIE, veaadm IZ57272D R 7 A U LT, T35 RICHERT HLENH Y
7,

vcaadm{vcaNehostname, sec-officer}> reset
WARNING: Issuing this command will reset the
the board and close this connection.

Proceed with reset? (Y/Yes/N/No) [Nol: y
Reset successful.

R— FDRDORTH

X2 VT A=K —BREREIND E, YA —REITERT 7 B AEITH LW
BEMHTOLENELCDGENHY £7, rekey A~ FERMEMATLL, Zhb
DEONTNPEIW T 2 AR TE 77,

VAL —GEEZWTHE LV L > TR — A2 T LS LI DT, LI
Ry I T T LI~ RS =T 7 AT, FHILOF—ZARNT 7 7 A W X - TS
R FET, BELWLES, ~AX—BONY 7T v T ERERLTIES N, E#K
® Sun Crypto Accelerator 4000 " — FCHE LF— A M7 ZEH L TV 2 5E1%, #
LWw AZ —§% "y 77 v 7T LTUENPOR— RIZx L TEITT 2 HERH Y 97,

HIRT 7 b AT DL, kX2 VT —HRETIn ST U ST, HLVE
W7 7 & A A D e i A ICHE . S E T,

rekey AV FZFETTDH L ST, RO 3BFEHAONT N NOREIEET D 4LEN
b ET,

% 4-6 gD FESE

RoEE EhE

master VAL AR LUET,

remote EWRT 7 ARELHLET, EX 2V T —FHEE I ST U
SNET,

all Y AS B L ONRIRT 7 AR AR L ET,
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rekey 2~ FT, #OMHIZ all 2RI 5B 2 RITTRLET,

vcaadm{vcaNehostname, sec-officer}> rekey

Key type
WARNING:

Rekey board? (Y/Yes/N/No) [Nol: y

Rekey of
Rekey of

(master/remote/all): all

Rekeying the master key will render all old board backups
useless with the new keystore file. If other boards use this
keystore, they will need to have this new key backed up and
restored to those boards. Rekeying the remote access key will
terminate this session and force you to log in again.

master key successful.
remote access key successful. Logging out.

R"—FDYI bz 7IEHRDEE

A= RO TXRTOEREMEZMHET DI, 2 20FERHY I, 1 2B, »—
RO =27 Ux X (x> N 2EATAHETT, ZOFETEREZEET S L.
A — NIXHWRFOIREE (Failsafe &— R) IZRE Y £9, FEMIE, 259 X—T® [Sun
Crypto Accelerator 4000 /~— K7 = 7 DIEMOEEIZ L 5 HARRREE~DEIF 25
L TLEEWn, 2281, zeroize <> FEEHT 5 HFIETT,

7 — zeroize A~V NIIEEMEZHIBRLETN, EHINLT7 7 —L 7 =T XED
FEERLET, £, Zoaxr FREFICFEITSNDS L, EFa )T 0 —EHED
nr7y FENET,

zeroize A~V FZHEHALTR—FREDOY 7 by =T HFREEET AL, RO K
AN L TCHER L E7,

vcaadm{vcaNehostname, sec-officer}> zeroize

WARNING: Issuing this command will zeroize all keys
on the board. Once zeroized, these keys
cannot be recovered unless you have
previously backed up your master key.

Proceed with zeroize? (Y/Yes/N/No) [Nol: y
All keys zeroized successfully.
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vcaadm diagnostics A< 2 FD{FEH

WL, vecaadm 2 —7 4 VT 4 —BIL O SunVTS V7 b7 =7 b EITTEET,
vcaadm @D diagnostics @+ Fi&, Sun Crypto Accelerator 4000 /»— KD =7 D
3ODEERHTAY (BN — KT =T LY T AT A BEOR Y b
T — 7 T AT L) OIS L TWET, — R N— R =7 OZW T,
DRAM, 77 v+ a2 AEY—, PCINA, DMA 2 tr—F BION—FRy=T
DZEDMDONEEB S DRI Y £, Wb 727 02K ClE, &Ly =%
L= BROEST 787 L—2PRBIRVET, Xy NT—IHFT AT AD
PZWrCiX, vea TN ABKIRITARY £,

vcaadm{vcaNehostname, sec-officer}> diagnostics
Performing diagnostic tests...Done.
Diagnostic Results

General Hardware: PASS
Cryptographic Subsystem: PASS
Network Subsystem: PASS

vecad AV Y FDO{EH

vcad 2 ¥ RiL, vcad 7—E UV EMK L TEREILET, ZOT —F 1L,
vecaadm(IM) B L NZEDOMOKE LT 7V r—a At LT, BEOF—X T
P—bE A& L EI, £, vead T—F T, FIAARABIUOAN—=FRU 27D
F—RA NTT—=HOHAFRY BLOEZIALBITOET,

vead AV Y R~DT 7B AZREFEZTT HITIE, HisR S A1 Sun Crypto Accelerator
4000 VY —=NDT 4 L7 U EBELET, RICHlZRmLET,

S PATH=$PATH:/opt/SUNWconn/cryptov2/sbin/
S export PATH

WIZ, vead I~y ROa~wy N{TRECE R LET,

/opt/SUNWconn/cryptov2/sbin/vcad [-dF1V] [-f config-file]
[-h host-address] [-k keystore-dir] [-L logfile] [-p port]l [-s max-size]
[-t seconds] [-u username]
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#4712, vead a~v > RBRVR— b TE24F 7 a 2R LET,

x 4-7 vecad I~ RAFva v
FFoay L]
-d TRy T NCHEELET, £ A vE—TIKE, EEOX vE—

TOIEMZ, vead D7 A ID, BAEDOAL > K ID, 8LUPA v
VOB TIVREENET, BEO -a ATV a v ERETD

L KVEMICRD ET QOETHER), D -aATvarE
AT 2546, -d IR ~7 7 1 /L DebugLevel /X7 A #(Z INFO
EHRETLIOLREUEKICAY, -dd I3 DEBUG 2% ET 5D & [F
CEBRIZZR Y 7,

config-file 7 7 A VOB EIRE L ST, WRT 7 A VDT 7 40 kO
ElX /etc/opt/SUNWeconn/veca/vead.conf T3, ZDF 7 g
EHEAL TV LEXITHR 7 7 AVERC ZENRTERVE, vead

Hh

ITEE L EH A,

-F T4 7770 FTvecad #FEITLT, 27 DMHII% stderr (235
ELEF, ZOFTva OB, -L 777 TR LT logfile &
DESEINET,

-h host-address FRERHIC vead 1331 RB X OS5 IPv4 £7213 IPv6 @

RART RLAZEELET, -h A7y arZBMt52Licko
T, BEHOBRANEFIZIP 7 RLRAERIBECTXET, 20473
VEMEHALARWEAZ, T4 FOEEE LT, vead 135G
HIZHEHATX AT R TOAL X 72— ATHELET, BEDKRA
FEZIZIP 7 RLARANAL V RTDHLIHEETDHE, £OT KL
A XN localhost IIGETHA ¥ 7 = — A TOIIEGEILTHNL S
NEJ, -h 777 THEELET RLAERIIARA LY, -1 47
varohFnEanEd,

-k keystore-dir TRTOF—ANTT—=2DT 1 L7 MU & LT, keystore-dir % Af
ALET, T—F B A—N—a—F—Pffoa—F—L L TEIE
LTWAEE, F—ANTT =477 A )VEKRET TR, 20O
TALVZ M) b, ZO—F—EHARY BLOEXALAFET
BOHVENDYET, F—ANTT—FDT7HNV DT 4 L7 |
U1¥ /etc/opt/SUNWconn/vca/keydata T,

-1 0—HNNVKRA NNLEEINDEIRT T4 T 2 FbDOEEERD
BEZTANET, ZOF T alE, T—ELIEZNDOAL X
T2 — ADEEIERT A a~v L FITEIE .conf 77 A VT 4 L
ITa 7 E0mEEEsnEd,

-L logfile R 72> 2T ha 7 DA TIZR L, logfile THRE LIfTEIC
7E¥EFELET,
-p port FAEHE T port \ITHEE LR — b &AL TAS Y FLET, 7

74N FTHHAS DA — M 6870 T,
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x® 4-7 vead Ay RA 7 vz v (Fix)

r7vay B

-8 max-size < KT max-size N4 b ETHOKRKE DT —F % Sun Crypto
Accelerator [ZE5 95 Z L 23 LET, BHEIL, ZOMWEEE
MALT, 1EIOa~y RTRERDT —APEEINDIOEH S &
NTEET, 1EOa~Y ROF 7 40 hORKY A Xid, 4M A
R (4194304 /54 ) T,

-t seconds vead N7 TAT Y MID DT — X 25T DR % seconds (2R
BATHRELET, ZZCHELERENEBES L, vead &7 T4
T v NEoBEENATE S ET,

-u username username \ZHEE LIz —HP —4 T vead ZFITLET, 2 —V—4%
NRESNTWRWEAIE, vead ZlEE) L 722 —% —T vead &2 E
T35 a2 BEzd, BELL2—V =BT AT A IR,
LRWEE, vead ITETENFH A, vead BA—/I—2—HF—
FFa——ID R0 DIENLOT AT FTEHEL TWHDHE.
vead (FEEEHLET, A——a2—P—LIHD2—H—T vcad
ZFETTHBOEFFEIC OV TR, 87 =YD [vecad T—F D
X2 VT 0—) EBRLTIES N,

-v vead D=V g UIFEREFR R LET,

vead L7 7ML

vead T —EIE, BMERT A EMR T 7 ANDOEELET, T 740 M T
T —T IR T 7 A )V Jetc/opt/SUNWconn/veca/vead.conf ZE L ET, 7272
L. vead T —F LV DOEEIFIC vcad I~ KD -f 757 7 THOT7 7 A VERET
b TEET, £ VTIUMBEINTELT, T 740 FOWKT 7 AV
DIFE LR WDt A B2 WISEIZIE, vead T—F VTR CONRT A X ET 7 4
JVMEE L TREEBIZRAET, ZOHA, BEA v —UNERET T —HHICEES
WET,

W7 7 AT, 1ATIC 1 DDF 4 VI T4 T ERBELET, &7 4L 7T 4712
WX, BT A2MENMNIETT, a A M EHT 2B TEET, = A0 M,

[#] WFCTHBTIMNERDVET, T4 VL7 T 4 74T, REFTENLTFIEK
BENERA, 2L, T4V T 4 7OfHIL. KXFENLFEREINENDHEN
B ET, FEHT, K48 DT 4 LI T 4 TORAZESRL T EE N,

W7 7ANDT A V7T 47 X08, RUBENZ AZICRTDa~r M4~

arDEPBEINDIGERDV ET, XX, pA T ait BT A
AF4LIT 47 Port EOERSHETS, A~y FIAT Y3 v R 7 7 A
NT 4 VIT 4 T TRESNRZWVENERT A 2120, SN LDMAAENTNHET
TxN MEBRERH SN ET, £4-8I2, vead 2w RBRVR— B a~<w 1T

TAVIT 4T ERLET,
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* 4-8 vecad I~y ROa~<w>y K754 v o747

FTA4LITF4T

Bl

DebugLevel level

HostBind host/IP

KeyStoreDir directory

LogFile logfile

MaxData size

Port port

Timeout seconds

A= —F, KT 7 AN T3 ODT Ny T LAAD S HO

192BETEET, 350 L~ & id, HREDODRWIEIC

Notice, Info, 3 £ U Debug T3, Notice L LR T 7 4L b
<7,

FELEIPvA £7213IPv6 7 RL A, HDHWITIARZ FAREL
72IP 7 RLRIZAAA  FLTHET D X 912 vead IZFER L F
T, D HostBind T4 V7 T 4 7 HEETH L. vead 1L

HEEOT FUATHECTEET, k7 7 A VT HostBind =
Y RURRWNEERIE, T4 T, $TELTNTOAL

X7 2— AT LET, a~> RITD -1 75 713, 7T
HostBind =¥ MU X DHEEESND Z LICHEE L TLEE,

BEEIX, F—ANT 77 A NVORELFTE L TRET 1 LY
M) ZBIRTEXET, vead ZFETTH2—W—IZIE, 20T«
V7 R UCKT AREARY B XL OVE X IAHRMERNSLETT
(User T4 VI T 4T %BH), 774NV DF—ARNTT 4 L
7 hUIX /etc/opt/SUNWconn/veca/keydata T3,

TRTCORTTF =L REZRAENDAE L LT logfile ZfEH L
F9, 774N NTIE, BT —F i syslog ICHEZIAENE
J., AV KT -F 777 (Z 4T 7T U2 RTHEIT) BMEA
SNTWEEA, ZOT 4 v 7 7 4 7I3BH I, vead =Y
T IIFEREE T =TS ATEFENET,

1ROa~<y RCEETEDLT—XDRKKEE, size ITIRE LT
NA MKICRELET, T 74/ FTiE, ZOfEF 4M N1 |

(4194304 A 1) TF, EEENETF— I B OBEBRS &,

vead 37 747 MI=T—%2 R L THEREZUK LET,

R — 2R ELET, vead BNFET DT 7 4L FOKR— |
1% 6870 T, HrMEAR— N (B IE 1024 KD A — ) T vead
B SEAMEND HGEIL. vead B A— /S — a2 — W —F5i#E
ERFO—WP—CETTIHLENRHY I, EX=2 VT 1 —IC
BT 2 EEHEEICOWTIL, 87 2—Y0 [vecad F—FE LDk
FaUT 10— ZBRLTIEZN,

BHEIL, a~ s RTF—2D 13, FEHEZIELED LT
HEGMEHRECTEET, ZOXA LT YU MEICLEST, A b—

W LTF AR BERFFEDO T — R~OT 78 A% vy 7 T5

ZEEBEET, vead B, B EINT I TAT U M pbEH LW
I RRERFINDZEEZFFSTNDH E XTI, ZDOXA A

T METERESEEA, ZOWRRIZIE, Ty —LAU =T D

ZA LT MEPKIELEST (79 X—20 THE0 77 v Mg
DORE] 2BM), TT7H/NVEDEZA LT T MEIE, 3008 (55)
<97,
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% 4-8 vead IvY ROa~vw U MTIT 4 L7747 (fix)

FTA4LYIT4T 588

User username vcad 2% username (ZHEE L7z — W —4 TEIET 5 L 9 IZFRT
LEd, T—F 0%, EBEDO2—Y— ID % username (ZPIH
2 UDIZRET DI E2RAET, ZOTALIT 4T DT
7 # v MHElX, vead 7R A& L2 ——Td,

vecad T—EDEXAY T4 —

vead T—F I TCP AR— h TS 2720, BX =2V T 4 —ICBET 28 EOHELEE
HIZOWTEBETHILENDY £7,

vead ZFITTH L EICIL, F0Tav AL, A—R—a—F Lo —
W—ID (UID0O 7 H V> hLAN) TEITTHXLERSHDV ET, Xy hT—I M2
=P =T H T MIEERT A TEHLCLA2NTIEEY, ZOT7 T b
DNRAT— RIIFELRONI Ry 7 ST T, oAy i3H 0 8 A,
/etc/shadow 7 7 A NDZDOT AT MIHHTHEL b UIZIE, NP £7203 *LK*
timaEnxd,

FI7F N FTIE, vead T—F VT, T—F O —YF =T h UL FTRENITLHZ &
ZRBET, COT T FBNEDTR > TWEIEETYH vead T—F UIFIEELL
BLETH, VAT AZET IV ERTFETLHIHLERH Y £, ROTFINEEZFEITL
T, Moz—W—4 TEET 5 X 512 vead ZTFETHERLL £,

ADA—F—BTIHETSHLIIZ vead T—EVEHERT S
. /dev/vcactl "DHEARMY B LVEZTAAT I ERAEEFZHZELET,

vead T —FE VI, /dev/vcactl FEEEEEFEL, a2 FT—X ZH{kL T Sun
Crypto Accelerator 4000 7 7 — AV =7 b F—A N T O AT a~» FEIE L %
T, T BAMEB I OFTEMEIL, vead #FTLTWA2—F =T U7 hOEN
/dev/vcactl IZHT HmARN BIOESIAZEZITXA DL HIICHEINTVET,
T 7 )V FTiE, veactl EV a—ARNBMEN., AT —/— NOFEEITT—F
VT, FIAFEORARD BLOEZIALMEDALADREINET, bo b bEERFIL
TINLOT 7B AMEEZERT HIT1F, rem drv(lm) B X add drv(lm) %
LT veactl EY 2 —/VZEEELET,

rem_drvvcactl
add_drv-m '* MODE USERGROUP' vcactl
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USER ¥ &L OV GROUP DLEIZIE, T3 AD~ A F— /) — RlZhTEha—HF—FB X
DI N—F O AMLERET HHLENH Y £3, MODE 12, T34 ZAD~A F— ) —
RIZHT 577 ANVE—RERELET, veactl TV a2 — MBI N5 E— Nit
0600 TF, #FMiL. add drv(lm) P¥ =27 A=V EBRL T F &,

F—RANTADHEABRYBEIUVEESAAT I L RAEEZEHRLET,

¥ =R NTOANHDNEAEEFATT D vead T—F V3, W7 7 AV THRIES L
F—ARNTTAVLI PIICT 7 EATEL LT DRERDHY EF, F—A T
T4 L7 FUITIE, vead EFEITLTCWD =W =TT TR, HAHRD ., F
EAH, BROETOMEREZFFOL IICRETILERHY ET, ZOFT 4L 27 MY
DFX—=ALT 7 7A I, ZO2—P—=72IFICHAY B L OEZALMERZ T
LMENDY £,

 HEHEDHE W TCP iR— F T vead T—EVEEFTLET,

vead 7 —F VN A— N —a— PR TICEEL T2 5E1E, iR —
MRSV R D2 EETEEA, BH, SRRV — M 1024 DLETY, #
AT+ A7 AD tep _smallest nonpriv port /37 A X OEN 1024 TlhWGH
(I, ndd ZHEALCZOEEREL LY. 774/ b T, vead 7—F IFA— b
6870 A L £,

51
Bl1:vecad T—F U EFEEL T, A— b 5525 THHEL £,

# /opt/SUNWconn/cryptov2/sbin/vcad -p 5525

Bl 2 FEMZR T Ny JHEREHN T2 X OIHEEL Cvead 7 —F v ZEE L, 20D
A EmICEE LET,

# /opt/SUNWconn/cryptov2/sbin/vcad -Fdd

ZOXDITEETD L BEEIFRICROBNBERENET,

vcad[1679/1]: [debug]l got exclusive lock
vcad[1679/1]: [info] Security daemon starting up
vcad[1679/1]: [debug] Starting file handling thread
vcad[1679/1]: [debug] Starting TCPserver
vcad[1679/1]: [debug] TCP socket bound on port 6870
vcad[1679/1]: [debug] fd is 6
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*72, vead T—F UL, 2 OD LAV DTF Ry SHITEIEL TWAIBEE, LW
e OBHRAR L OWIWRRIC b iRz L E 3,

B3 :vecad 7—F L AEE LT, REWKT 7 AV EFHLET,

# /opt/SUNWconn/cryptov2/sbin/vcad -f /etc/opt/SUNWconn/vca/alt-vcad.conf

vcadiagA—T 4 ) T4 —DEH

vecadiag = —7 4 U 7 4 —I%. Sun Crypto Accelerator 4000 " — F~D =1~ 1T
ABT 2= AERPLET, ZOM U F T2 —RATE 5T, A—N—a—F—(T,
X2 VT —EHEL L CRAEESN TR THHEIEELITH) 2N TEET,
vecadiag WHEITT HIEHEIL, a~v > FMTA TV a v IZL-oTHEELET,

vecadiag =7 A VT 4 —=~DT 7B AEEGHITT HITIE, WK/ IAIZ Sun Crypto
Accelerator 4000 Y —1DF 4 L7 MU EEELE T, R ZRLET,

$ PATH=$PATH:/opt/SUNWconn/bin
S export PATH

WIZ, veadiag D~y FITHXERLET,

m vcadiag [-D] vcaN
m vcadiag [-F] vcaN
m vcadiag [-K] vcaN
m vcadiag [-Q]

m vcadiag [-R] vcaN
m vcadiag [-Z] vcaN

i - [-DFKRRZ) A7 = Y E2EMT 5B veaN 38— FOT A 24T, NiF
Sun Crypto Accelerator 4000 7 /XA ZADA L AZ  AFKH5TT,
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#4912, veadiag 2—T A VT 4 =Y R— 1 T547 v a 2R LULET,

& 4-9

vecadiag A/ v g v

FFoay

Bk

-D vcaN

-F vcaN

-K vcaN

-Q

-R vcaN

-7z vcaN

Sun Crypto Accelerator 4000 R — KOB W& EIT L E T,

Sun Crypto Accelerator 4000 A — FA3EF 2V 7 —FHHtE v 3
NERT Ao ER R LET,

Sun Crypto Accelerator 4000 A — K3 F 2V 7 ¢+ —FHE v 3
VIERT LA IO ofiE AR LET,

Sun Crypto Accelerator 4000 7 /31 AFB LY 7 by =7 3K —
XV FOERERFSLET, HOIKIE, KOFERPN =21 TRY)-
THRRINET,

o FINA A

o NEIHRE

e F—ZX NTH

o F—X K7DV T NEE

o X—2 N7 OSRIEHK
ZOFTvarvEMFEHALT, T AL X=X NT OBREHET
TFET,

AR—FZ2U®y FLET,

R— P LOWREZHELET,

W2, -DAF>a oz RrLET,

# vcadiag -D vcal
Running vca0 on-board diagnostics.
Diagnostics on vca0 PASSED.

W2, -FA T aroflzrLET,

# vcadiag -F vcal
5f26-b516-83b4-d254-a75f-c70d-0544-4de6
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W2, KA > aroflzxrLET,

# vcadiag -K vcal

Device: vca0

Key Length: 1024 bits

Key Fingerprint: 5f£26-b516-83b4-d254-a75f-c70d-0544-4de6

Modulus:
b7215a99 8bb0dfe9 389363a0 44dac2b0 7c884161
20ee8c8b d751437d 4e6a5cdb 76fdcb2a ad353c0b
248edcld 3c¢c76591d dbca5997 f6ee8022 e8bb5aed
465a4f8c 601d46be 573e8681 506e5d8d f£240a0db
11d5c095 2d237061 df27b2de ¢353900f £531092b
7d9a755b ¢5d79782 95a1180b e17303bb aca939ef
006c73f7 74469031

Public Exponent:
00010001

W2, QAT aroflzxrLET,

# vcadiag -Q

vcal:cb
vcal:cb:keystore-name:83097c2b3e35ef5b:1
vcal:ca
vcal:ca:keystore-name:83097c2b3e35ef5b:1
kcl2pseudo

vcal:om
vcal:om:keystore-name:83097c2b3e35ef5b:1
libkcl

WIZ, -RA T arofflzrLlET,

# vcadiag -R wvcal

Resetting device vca0, this may take a minute.
Please be patient.

Device vca0 reset ok.

Wiz, -z 47T aroflzrLET,

# vcadiag -Z vca0

Zeroizing device vca0, this may take a few minutes.
Please be patient.

Device vca0 zeroized.
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pkllexport A—T 4 T4 —DFEH

pkllexport = —7 4 U7 4 —if, HOT —H X—20 Lk L OGEAZEZ i L

T, A VAR — FA[fEZR PKCSHI2 BRI LET, ZD2—T 4 VT 4 —IlL>TAHT
V7 hEHHE L, PKCS#12 7 7 A WZ#ER L OGEAZ 2Bl & 5 5 121, PKCS#11
AVE T 2= APKETT, —FIZHBTE200, 1O EFEAZEZ T T7,

PKCS#11 A v # 7 = —ARB T A 77 VIZHEENTWDLHE, Z02—FT 1
T4 EZFXE /R PKCS#HIl T r A A XL EBICEELET, OB I
TWb &, pkllexport 2—7 4 U T  —(% PKCS#11 7' u A X 2N L L=y
AR—FLET,

m PKCS#11 A % 7 = — A, PKCS#11 BI%X ¢ WrapKey ZFEEL T\ 5

m PKCS#11 A > # 7 = — A, PKCS#11 A J1 =X CKM_DES3_CBC_PAD B LW
CKM SHA 1 Z#FEELTW5

m T AR— FNENHHIC, CKA EXTRACTABLE BMENREINLTWD

WIZ, pkllexport I~ KDa~vy NMTEXER~LET,

m /opt/SUNWconn/cryptov2/bin/pkllexport -V

m /opt/SUNWconn/cryptov2/bin/pkllexport -1 [-p pkesll-lib]

m /opt/SUNWconn/cryptov2/bin/pkllexport [-n friendly-name]l [-o
filename] [-p pkes11-1ib]  token-name

# 4-10 1T, pkllexport =2—7 4 U T 4 —BHYR— T4 7 a B LET,

* 4-10 pkllexport 7/ 3

73y HZL)
-1 ¥ED PKCSH#11 74 77 Y B38#kT 5. HHMEER h—2 v & TT
FRLET,

-n friendly-name T AR— T H8B LOGEHEOMEIRE LET, friendly-name |2
L, XTFHERELET,

-o filename TER S H7= PKCS#12 7 7 A V% filename 7 7 A M EZ AL E T, H
D filename DMEE SN TWRWIEA, PKCS#12 7 7 A /LiE,
pkcsil2file LWHARITH LY bT 4 L7 MUICH D ENET,

-p pkes11-lib B L OGERAEZIHT 5 PKCSHIL 4 75 DV 2EEL ST, 04
Ta U ERBEHT DX, pkesll-lib EEIZBT A 7 F U ~D TN
AEEET HULERHY 3, 7 7 4/L FTIE, pkllexport X, Sun
Crypto Accelerator 1000 PKCS#11 71 77 Y
(/opt/SUNWconn/crypto/lib/libpkesll.so) ZfFEH L ETA, =
DA T a D pkesll-lib EHI K > TEE D PKCSHIL 74 77 U &
BETDHZENTEET,
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x 4-10 pkllexport A7 a v (fX)

+TFay L]
-V pkllexport O/NN—T g UERERRLET,
15

i 1: PKCS#11 F&HD h—27 V2R R LET,

# pkllexport -1 -p /opt/SUNWconn/cryptov2/bin/libvpkcsll.so
0.
1.

SUNW acceleration only
arf

5] 2 : PKCS#11 h—7 » nobodyewebserv 75 Server-Cert iLFELA =7 AR —
F L. /tmp/webserv-export.pl2 7 7 A WMIEXIAHRFET,

example% pkllexport -o /tmp/webserv-export.pl2 nobody@webserv
Enter password for nobody@webserv:

Enter password for pkcsl2 file:

Re-enter password for pkcsl2 file:

/tmp/webserv-export.pl2 was created successfully

iplsslcfg A9 ) 7 FDFEH

iplsslcfg AZ U7 hOF 7 a1 BLO21E, Sun ONE Web H— —F LW
TV r—a o —R_"—Y T NI 2T EHER L TCRBRTAE 22— a2 A h—
NLET, ZORZ VT OF T a3 38BL0N4 1. Sun ONE Web $— 33— D
D PKCSH#12 FEX~D 7 AR — k&, PKCSH#I2 XN DH DA i R— R &7V ET,

V¥ iplsslcfg ROV VT DA T a1 2FRAT
% (Sun ONE Web Server 4.1 D5 H)

o L. 115 R— M Sun ONE Web Server 4.1 D] ZSBLTL &L,
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V¥ iplsslcfg RO )T bDA T a1 %EAT
% (Sun ONE Web Server 6.0 Di5H)

® FiBI%. 125 R—< M TSun ONE Web Server 6.0 DR 2B LTLEEL,

V¥ iplsslcfg ROV VT DA T3> 2 #FERAT
%

1. ROESICAALT, iplsslcfg R YT EETLET,

# /opt/SUNWconn/cryptov2/bin/iplsslcfg

2. SUNONE 77— 3 o9 —N—0DFEIE 2 ZANLT. NMFUBLUBFAS
YOINREANLET,

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 2

You will now be prompted for four pieces of information:

1. The location of the Sun ONE Application Server binaries
2. The location where Sun ONE Server domains are stored

3. The Application Server domain (e.g. domainl)

4. The Application Server server name (e.g. serverl)

Full path to Application Server binaries: [/opt/SUNWappserver7]:
/Jopt/SUNWappserver7

Full path to Application Server domains: [/var/opt/SUNWappserver7] :
fvar/opt/SUNWappserver?7

Application Server domain: domainl

Application Server server name: serverl

This script will update your Sun ONE Application Server installation
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in /opt/SUNWappserver7 to use the Sun Crypto Accelerator.

You will need to restart your admin server after this has completed.
Ok to proceed? [Y/N]: y

Using database directory
/var/opt/SUNWappserver7/domains/domainl/serverl/config. ..

Module "Sun Crypto Accelerator 4000" added to database.
/opt/SUNWappserver7 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

3. 0 ZANLTREZRTLET,

V¥ iplsslcfg ROV T DA T3> 3 AT
Z3

DA T a L, SSLFEAER LM%, Sun ONE Web ¥ — N—DWNEET — ¥

R—=2Z 5 PKCS#12 TERicm 7 AR —F LET, =7 AR— b LZFEAEIL, Sun

Crypto Accelerator 4000 & ¥ = — /Wl 5 lz 72O VR — b TE £,
1. ROESICAALT, iplsslcfg R YT EETLET,

# /opt/SUNWconn/cryptov2/bin/iplsslcfg

2. Sun ONE Web H—/\—D#E % PKCS#HI12 BERKIZCZTH AKR— T B8, 3 AN
T Return ¥—##{LFET,

L

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 3

% 4 E Sun Crypto Accelerator 4000 R— KD EHE
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3. SUNnONE 4—N—DTF 4 LY FYDIREAALET,

iplsslcfg o—7 1 U7 ( —iF, #E TS AF— | TXBAREED S 5T~ TOIE
ES L UROT — 4 S — A EELET,

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers

4. RIRSNFVRA DL EFEERLTAALET,

The following certificate databases were found:
https-machine.domain.com-webservl-
https-machine.domain.com-webserv2-

Which certificate database do you wish to export from?
https-machine.domain.com-webservl-

5. TV RKR—bTBH—N—EHEDILYFUEEANLET,
F 7 )V N DARIE Server-Cert T,

Please provide the name for the certificate you wish to export.
If you wish to export from a hardware device, you will need to
provide the token name followed by a ":" and the certificate name.
Not all external tokens will allow keys to be exported.
Certificate Name [Server-Cert]: Server-Cert

6. PKCS#12 77 A IIDIRAE LV I 7AMILBEERELET,

Please specify the path where the PKCS#12 file will be stored:
/tmp/export.p12

7. N\AT—FZADLFET,

SHELZRTI T A L. PKCS#12 7 7 A LD RAT — RAEBRTET AL HIITKDLNE
T, ZONRRAT— REfERET5 &, FIE 6 TEINLTZ 7 7 1 /L4 T PKCS#12 7 7 A
NNEEAENET,

Enter Password or Pin for "NSS Certificate DB":
Enter password for PKCS12 file:

Re-enter password:

pkl2util: PKCS12 EXPORT SUCCESSFUL
Successfully created the PKCS#12 file.

<Press ENTER to continue>

Sun Crypto Accelerator 4000 R— F/A—2 3V 11 A VX =LY =2 F)L - 2004 £1 B



8. 0 ZEANLTREEZRTLET,

V¥ iplsslcfg ROV )T DA T3 4 ERAT
ZS

ZOF T a0k, BB I OEEHES PKCS#HI2 X6 R — FicA v R—F L%
_j—o

1. RDESIZAHALT, iplsslcfg R Y T +ZEEITLET,

# /opt/SUNWconn/cryptov2/bin/iplsslcfg

2. PKCS#12 B2ztH 5 Sun ONE Web H—/N\—[Z8# %A v R—F3 56, 4 FAHL
T Return ¥—%##HL F9,

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 4

3. Sun ONE 4—N\—DTF 4 LY FYDNRREAALZET,

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers

4, £ ViR— k9B PKCS#12 D7 A4 ILDINREZAHALET,

Enter the path to the PKCS#12 file: /tmp/export.pl2
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5. RDERMIZ yes EEZFET,

Will you be importing to a hardware device? [Y/N]: Y

6. MARETHR— FIZHEELIEX—XMTFREANLES,

Enter the token name: vca0l

7. ELLKRBEEEN DR T username:password XFHEZANLFET, ML, £ 51 %
SHRLTLIEEW,

Enter Password or Pin for "vcaO":

8. PKCS#12 77 M L ERET H/X\AT—FZANLFET,

Enter password for PKCS12 file:
Import successful.

<Press ENTER to continue>

98

apsslcfg A9 1) 7 LD {EH

apsslcfg A2 U7 DA 7 a2 11%, Apache Web h—/3—% SSL Z i l{ T&
HE Ok LES, A7 3 21F, Apache Web h—/S—D#EZ Rk L £,

7 — apsslcfg A7 U 7 M, Apache Web Server 1.3.26 D&% R — K~ LET,

V¥ apsslcfg RO YT DA T a1 #ERATS

o ML, 180 R—T M TApache Web H—/\— 1.3x DR #SBL T &Y,
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v

3.

apsslcfg RV T+ DA T3> 2 DFEH
F7var 2iiE, EHIKKRD 3 OOF T a b E7,
1. 7 &4 LT Apache DFEEZ ZRT 2

2. Apache (PEM 5 5{LIER.D X.509) ##% PKCS#12 JEA T/ AR— 5%

3. PKCS#12 %45 Apache (PEM 7 EALIEA D X.509) I28#% A > A — 42

BAR7E4ERL T Apache DEIBAEZ42ERT 5

ZOFT v a ik, RRERICHRHTE 5 RSA @l JOGEHEEREZ AR L £,

DA T avERRTBICIEK. 1 EAALET,

NAF B LY Apache ELa—IILD/INRE, BT 7AILDINREAALET,

Please enter the directory where the Apache
binaries and libraries exist [/usr/apache]: /Jusr/apache

Please enter the directory where the Apache
configuration files exist [/etc/apache]: /etc/apache

BONREANLFET,

Where would

you like the keys stored? [/etc/apache/keys]: /etc/apache/keys

4.

BELVRAEERDI7ALDEELZEAALFET,

77 ANVEDOBNZ Z OLBINIMENE T, 72& 20X, certl ZBNT D &

7 7 A VAL certl-key.pem (2720 | FEBHEE RO 7 7 4 V41T,
certl-certreq.pem (2720 £7°,

Please choose a base name for the key and request file: certl

AT 5 RSASOY A XEEIRLET,
YA Xy FEALTHET S & RSA #NERSNET,

What size would you like the RSA key to be [1024]1? 1024
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6. BO7AILEHBBILTENNRT—FEAALET,
NN AT—REFHLTLEEN, /2. XRAT—=FEENRNTLL XN,

Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

7. AEAEERICHERGFEMEANLETS,
AEAF R, REERICIRETE SN T 7 A MICEZRAENET,

You are about to be asked to enter information that will be
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]: US

State or Province Name (full name) [Some-State]: California
Locality Name (eg, city) [1: San Diego

Organization Name (eg, company) I[]: Company
Organizational Unit Name (eg, section) []: Department

SSL Server Name (eg, www.company.com) []: www.company.com
Email Address []: admin@domain.com

The keyfile is stored in /etc/apache/keys/certl-key.pem.
The certificate request is in /etc/apache/keys/certl-certreq.pem.

<Press ENTER to continue>

V¥ Apache (PEM &z D X.509) ##% PKCS#12 iR [T
DAR—+T B

ZoFTvarEFHTSHE, Apache Web H— 3 —D#tds L OGEN 5% PKCS#12
TrAMIEZRAL I ENTEET,

1. SOFATLavEERTBIZIE. 2 #FAALFET,

2. BEKLUVIEBRED I 7AILDIREANLET,
BBIOSEFHEO 7 7 A LNREIL LD THLHAIE, RIU/S2A%E 2BATLET,
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F - B IOREAEDOT =213, RL7 7 A VERIIERIO 7 7 A WM S L E
T 2L, EROT 7 A VITHEMSINTWNWTH, 77 A NVAIERICTH L ULENRH

Dij—o

Enter the path to the key file:
Enter the path to the certificate file:

. PKCS#12 D7 A ILDHEAFEDIRREANLEFET,

Please specify the path where the PKCS#12
file will be stored:

CFEAED I LV RYREAALET,
ORI, FEAER LU —EISE L,

Please provide a friendly name for the PKCS#12 being
built. This friendly name is necessary when

importing your PKCS#12 file for use by other web servers.
Friendly Name [Server-Cert]:

. PCKS#12 D7 A IVICH AT D BREREL TLEHNRT—FZEAHNLET,

Enter pass phrase for /etc/apache/keys/apl-key.pem:

.PKCS#12 D7 A ILDBRT— 3 % RETDH-ODDNRIT—FEAALET,
PKCS#12 7 7 A VX, BIOFIHTHEE L7 7 A MIESAENET,

Enter Export Password:

Verifying - Enter Export Password:

Your PKCS#12 file has been created successfully and is in
/tmp/exp.pl2

<Press ENTER to continue>

% 4 ZE Sun Crypto Accelerator 4000 /R— FDEHE
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V¥ PKCS#12 B2 Hh > Apache (PEM FFELHKX D X.509) [
FAVR—FT D

IOFTvarEHERATLE, HERBIOGEHESL PKCS#12 7 7 A A b LT,
Apache Web ¥ — S—=THEHTE 5 L D127 £,

1. ZOF T2 arvEE&RTBIZIE. 3 #FAALFET,
2. PKCSH#12 77 AINDIRET7AINLLZEADLET,

Enter the path to the PKCS#12 file:

3. BEKLUIBAZDHHHEDNNREANLFT,

Enter the directory where keys and certificates
will be stored:

4. BESVRBRETI7ILDITIFALREANLET,
M b S ol JORE I, RIC7 7 A vickiishE1,

Please choose a name for the key and
Certificate file. This file will contain
both the encrypted key and the certificate:

5. PKCS#12 77 A V& RETS H/X\RT—FZANLET,

Enter Import Password:
MAC verified OK

6. ;TLLWVSRT— K& AHALT, Apache A RBCEDTES KX THE L&
T7AILVERELET,

BB LVHFHEDT — X%, FIE 4 THRELE 7 7 A NVCEZRAENE T,

Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

The keys have been successfully extracted to the file
/etc/apache/key2/yakstuff.pem.

<Press ENTER to continue>
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@ CY—/N—I[ZHRY F T -E8DR—
BHGHMACT7 FLRADEIYHT
1 2DP—=N—DEEDOR— RIZH2 D MAC 7 RLAZEI D Y THHIEL2 2H Y

£T, 1 2HOFIEEIARL—T 4 VTV AT ALLT, 2 DA DL
OpenBoot PROM L~ L TITWVE T,

WRII1L—2h5RHES MAC 7 KLREE
Y &T %

. RODARVFERTLET,

# eeprom "local-mac-address?"=true

¥ — "local-mac-address?" /8T X Z ) true L&“ﬁ?éa"b“(b\ HE. HEENTY
BRWERY NI =0 4 BT 2— AT A ATT_C, g GIcE8y Y Ton-
2—HVd MAC 7 FLRAEFHLET,

VATLEBEBLET,

OpenBoot PROM LRV TEGES MAC 7 FLRZEIUHET
%

. OpenBoot PROM @ ok AV F + T, RODaATY KEEFTLET,

ok setenv local-mac-address? true

3 — "local-mac-address?" /3T X XM true _pxﬁ::ézh’(b\é & HE I TV
BNy NI =T A BT 2 —AF A AT T, SR ZEIY Y THNT
n—Hh/Ld MAC 7 RLAZFEHLET,

ARL—TFA VI VRTLERELET,

% 4 E Sun Crypto Accelerator 4000 ;R— FOEHE 103




104  Sun Crypto Accelerator 4000 R— F/A—2 32 114 VR =)L =2 7FJL « 2004 £ 1 B



W

10

SUNONE HY—/N\—Y 2 7D
AR M=ILELUVER

ZOFETIE, Sun ONE #—/3—7T Sun Crypto Accelerator 4000 " — R &M 57
OOEEFECOWTHALET, ZOET, ROHTHRINET,

m 105 2= ? [Sun ONE Web ¥ —/ S—Dt X2 U7 ¢ —FH

m 110 <—® [Sun ONE Web #—/3X— D |

m 113 =0 [FHEE$HKFEO 22— —DEEEZ 72 < F72H D, Sun ONE Web #—
IN— DL ENFRE |

114 _X—® [Sun ONE Web Server 4.1 O A > A s —/L3 L UMK

124 ~—® [Sun ONE Web Server 6.0 D1 > A b —/)L3 L UWERL]

134 ~—'® [Sun ONE Application Server 7 O > A k—/L35 K UML)

148 ~X—<® TSun ONE Directory Server 5.2 @A » A —/L L UWEAL

160 ~~—"® [Sun ONE Messaging Server 5.2 DA A b —/L3 J UMERK

172 ~4—® [Sun ONE Portal Server 6.2 D1 > A h—/L 3 L OHERL

F - ZoO~=27 VT 5 Sun ONE ¥—/3— %, LIAiIE iPlanet™ H—/3— b
WIER T b DT,

Sun ONE Web H—/\—DtFx 21 )
T4 — B

ZOfiTIEL, Sun ONE Web #—/3—{Z L - TEHPLT 5 Sun Crypto Accelerator 4000
R—=FDOtF=2V T 4 —BKEOCHEIC OV THH L ET,

F XX NTEEET LI, CHEHAOVATLADVAT AEHEOT ATV b
ERATHILENDH Y FT,
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BEHB L UVRE

F—RX T B LP2—F =, PKCS#11 A > ¥ 7 =— A %41 LT Sun Crypto
Accelerator 4000 /A — K & @59 5. Sun ONE Web ‘H‘~/\~f£ EOT7TTV r— g
NTHTUTHERR T AL ERH Y £97,

7E — Apache Web h—/3— (5§ 6 %) |X, ZOETHHATHF—R M7 Eloid=2—
P=T Iy FOBEREHER L EEA,

Sun Crypto Accelerator 4000 A — R Tl&, —H¥—& %, B {b#EM O HE 5
LET, #i%., TEN1 Ao ——2RrF LET, Fx—F—iF, #EEOH#EEHT
ATEET, 1 Aoax—H—=n2 TAEMO) @#L ¥R #eloa—¥—o
T 2 KT 2 OREZTA LT, BRIMREEHTL2 2R TEET,

F - Ta—H—) T3 l2a—F =TI v b &) HEEL, @O UNIX +—
P—=7 T FTIER< | veaadm TIER S 4172 Sun Crypto Accelerator 4000
a—HF—%f L E7, UNIX OD2—H#—4 & Sun Crypto Accelerator 4000 O —
P—H 2T, —EOBEEMITIZH Y A,

F—Z FTLIE, BEMOYU RS NI T, F—X T i X VT —EEHE
BIOa——2EfMfronTnET, F—2 T, TEW%%ﬁﬁéﬁﬁf
f;< a—HF— 777'77/1\ otoﬂ%z“j/“:nﬁ F%@?ﬁ?‘é?ﬁx%‘f%fﬁbi“h Z
_b#T%i# X —R FT \&@30@%$f%&éhiT

m BATOTY b :Sun ONE Web — X~ X7 7Y r—y a VHICKEMH ST
WAHEER DR WEETT,

m A—HY—=FHOU b BFEORICKTIRIERB I OT 722475 FEET 7Y
r—a IR LET,

m EXaYT4A—BEETHIUE i vcaadn 2 L TEEHEIZT 7 X9 5
FERERM L ET,

7 — 1 2® Sun Crypto Accelerator 4000 A — RiZiX, 1 DDOF—A M T RMLET
T, HED Sun Crypto Accelerator 4000 R — F23RI CF—A M7 245 X 9
HERd D & MERER K UNMEESE A LS EL 2 R TEET,
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EWER A VA =V TiE, 3 ADZ—F—%2ELZ 1 2OF—2 M7 HER S
9, 2 xiE. 1 ODOF—RA T scad000-ks-1 &, FDOF—Z NTHD 3 AND—
B— webserv. dirserv. B IO mailserv 12X > T 1 OOERBPERENEST, ZDi
B3 ANDZ—F— T, ZD1ODF =R NTNTH——DEE~DT 7 & Rl %
A LEHETHZENTEET, M5-110, BEDA A M—LOWEEZRLET,

PKCS#11 application

Y

PKCS#11 token:
sca4000-ks-1

A

Y

P asswords used
with PKCS#11:
webserv:abcl23
dirserv:def4d56
mailserv:ghi789

|
|
|
|
|
|
|
|
|

PKCS#11 token:
SUNW acceleration only

A

Y

PKCS#11 layer

Firmware

[

\

\

/

Keystore name: sca4000-ks-1

user 1: webserv
password: abc123

user 2: dirserv
password: def456

user 3:mailserv
password: ghi789

5-1 F—ANTBLPa2—F— D E

Sun Crypto Accelerator 4000 D ¥ —Z b 7B L P2 —HF—DFH 1T, HFHY —/L
vecaadm ZfEH L E3, ML, 71 X—Y D lvcaadm IZ LD F — A T OEH] %

ZH LT &N,

¥£5F SUNONEH—NR—YITLrII7DA VR M—ILELUVHER
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=IO UBELV =0T F741L

Sun ONE Web #—1—i%, ¥F—RA 72 h—7 & LTEHLET, FP—2 77
A JWZ X 5T, Sun Crypto Accelerator 4000 DEIHF X, FHEINT 7V Fr— 3
VCRED P =7 VT EENLTES LR TEET,

1

engineering. finance, X W legal D 3 DDOF— A M T RMERENTWDHHE, 7
74V M TIE, RO 35D h—27 7 Sun ONE Web #— "—(ZE S E T,

m engineering

m finance

m legal

k=2 o741

T 74NV NOREETDC L TEEREZITOHAIE. V=2 77 A NADBHMET

T, TV r— a0k TiE, O N—2 o2 W22 WEER"HY FET, F—
T T ANE, 1OUED =7 AR 1LITTORESINTZTXFA RN T 7 AL T

‘j‘o

E - I AEF—ANTAITR—ICRY T,

Sun ONE Web #—/"—|%, F—27 77 A VZHEEINTWD b—2 VT %EEL
F9, KIZ, b= T 7 ANDIREFEEELEOSWIRIIRLET,
1. BRBEA%4 SUNW PKCS11 TOKEN FILE [ZfRESN/=7 7 A L
TV —=vary 7 My TIZiE, BREAREEAZNHTLILO0RH ET, £0
LA, ZOFEIIFEITTEEEA,
2. 77 A )V $HOME/ .SUNWconn cryptov2/tokens

ZDO7 7 A MZE, Sun ONE Web $— 3—% 479 2% UNIX 2 —HF—DHK— LT
L7 MVICHEETALERH Y £9, Sun ONE Web J— 13—, m"—ALTFT 4 L7
FU 72720 UNIX 22— =2 K-> THEITENDHZ LBV T, TDHE,
ZDOFEFFETTEERA,

3. 774 /L /etc/opt/SUNWconn/cryptov2/tokens

F—=2 27 7 A VHBEE LIRSS Sun Crypto Accelerator 4000 ¥ 7 k7 = 7 1%,
FT_TOHO F—2 % Sun ONE Web H— " — (2L £7,
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# This is an example token file
engineering # Comments are acceptable on the same line
legal

# Because the finance keystore is not listed, the Sun Crypto
# Accelerator will not present it to the Sun ONE Web Server.

FE - AV MT T#) CFCTHBLES, £, ZTEaRTLILNRTEET,

BRRD bh—2 o 7 7 A ADBEIE LR WA, 108 X—2D [h—2 v BLONK—
T T AN THBATAF 740 NOFEMEFAISNET,

NIV BSIEDERTRES S CERTTDY Y H
A

Sun ONE $—/"—Y 7 b7 =7 O3 )V 7 B SALHEE 1L, 7‘72]‘/1/ k TIE AR
o TVWET, KBEBZRT7 7 A NVERET DI ENSWIEEIZIE. Z OBEEL A
RBICLET,

Sun Crypto Accelerator 4000 " — F_ET Sun ONE % —/"—Y 7 s U =7 D/ L7
TALHERE A FH AT REIZ 9D IZ1E. /etc/opt/SUNWeconn/cryptov2/ T 4 L7 KV
WIZ sslreg E WO ARIDZED 7 7 A VEAERK LT, $—/—V T NU T % HiELH)
LET,

# touch /etc/opt/SUNWconn/cryptov2/sslreg

PNV B ALERRE A FE AR RIS T B 121E, sslreg 7 7 AV EHIFRL T, H—r3—Y
7 RNU =T ERESLET,

# rm /etc/opt/SUNWconn/cryptov2/sslreg
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Sun ONE Web H—/\— DK

ZOHTIE, WOBEHIZOWTHBALET,

m 110 =YD [RAT— K|
111 —D [F—2A NTO2—HF—DAK
m 112 X—®D [Sun ONE Web ¥— — % fifi f o] REIZ 95 J7iE ORI

INAT)— F
Sun ONE Web ¥ — "—%2ffHTZX A2 L5 ICRET HWETIE, W< ODDORRAT —

FOANINEREINET, #5112, EART— RIZBET A HALARLET, 2115
DIRAT — N \_®$£¢Tﬁﬁbi¢o

* 5-1 Sun ONE Web H— X —|ZMFE/2 /AT — K

IR — RDFESE A

Sun ONE Web —/3—  Sun ONE Web #— _R—DF Y — R—Z #3572 DTN ER

DEFY— N — IRAT — ]\ Td, ZDO/XAT— KX, Sun ONE Web #—/,3—D
BREFICE Y TONET,

Web H—/X—D X2 VT RSN T— R TEEL TV D & &, NEOK;

FRAET — H R— A BT 2 — NV E2EENT A OICNERRA T — R TY, ZosX8

AU — RiX, Sun ONE Web #— —DEHH— " —% ] L T
RAET = N— A ET 5 L IRV Y ToONET, /2. A
O ST 2 — LV THMAFEZERBL VA VX =T 25 &

TILHLHHETT,
¥ 2T —EFHYE  vcaadm OFFHERIEAIT O L S ITRHERSRT — KT,
username:password TR T —REIN-E— FCTEEL TS & X, Sun

Crypto Accelerator 4000 & ¥ = — /L& BB T~ 5 7 DIZ B g /XA
— RT¥, E7o. WEBORFBALE Y = — )V (keystore-name) CTHik
AEZERBIUA A P—L T 2L IITOHETT, ZDONRR
7 — KX, vcaadm THF— A T O —F—%ElT 5 & =I5
& L7c username 3 KON password TR INET, ¥F—A T O
username & password %, 21 (;) TRY - 7FATT,
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F—RFT7DA—HF—DHER

Sun ONE Web #——THR—RFZHTHITiE, FTR—F20EEL T, A—F

DF—ARTIZ1 N EO2—F =2 AR T 2MERHY £T, F—FOF—Z 7

IR EALBR R IR S E T, Eo, BEfFOF—X M7 ZfH L T Sun Crypto

Accelerator 4000 " — F&#IHHLT 5 Z & b TEE4, FFMIE. 68 =YD
[vcaadm IZ L DA — ROHHHE] 25 L T EE W,

7 — 1 2® Sun Crypto Accelerator 4000 A — RIZHL TE HF— A R 7L 1 D72
T, HFA—FIZIF 1 20F =X P 7 HLETY, #HED Sun Crypto Accelerator
4000 R— FAFA LF—2 b7 23T 25 & 5 IR LT, PhaEd L OMFE M 2 7
bESEsZEbTEET,

F—RET7OA—Y—F%EKT S

. Sun Crypto Accelerator 4000 Y —JLDT 4 LU FHBRERBNRARITEEE STV
BEIE. ROELSICATUREERFTLT. BRAARICTA LY MU EEBELET,

$ PATH=$PATH:/opt/SUNWconn/bin
S export PATH

. vecaadm AY Y FEEFTLT veaadn A—T 4 VT4 —IZT7 O ERT BHH,
vcaadm -h hostname #EFTL T vcaadm Z&ERERX FDR— FIZEHKLET,

PRI, 59 =D [vecaadm 2 —7 4 U7 4 —DH] 2ZRL T EEV,

$ vcaadm -h hostname

. AR—FOF—X +FICA—H—FERLET,

YERL T % = —H —4 1%, Sun Crypto Accelerator 4000 7~ — K OHPAN7Z 1T TR S 11
HHDieDT, Web —/"—=7m v ARHEH L TV D UNIX O —H—4 L6
TOHLEIDY FHA, 2=V —2/ERT 28NS, £ vecaadm EF =V 7 ¢ —FH
HTurA T HMERHY £,
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/N

4. create user AVY Y FTCaA—H—%EHLET,

vcaadm{vcaNehostname, sec-officer}> create user username
Initial password:

Confirm password:

User username created successfully.

Z 2 THERR L7z username 3 KON password 1%, username:password DEATE &b
£7 (51 2ZM), Web Hh— "—DREBIFFOFRIETIZ, ZONAY— R2HT 5
VEPRHYET, ZNF a2 —F—DlODF—A T RAT— T,

EE - 2O username:password Z SN E IIZLTLIZE W, NAT—RKEERD
ELBICT 7B RATERL RV ET, NRATU—FREENEREAIL, ChEiERT 57
EIZH Y £H A,

. vcaadm ¥ TLET,

vcaadm{vcaNehostname, sec-officer}> exit

Sun ONE Web H—/\—%{EHTAIREIZT B HED
=

Sun ONE Web #— =213 2(21L, ROFEZZETTLLEPHY £, 0O
bLD2ODETIE, TNHDOFIEOFEMZHH L ET,

1. Sun ONE Web #—/3—% A v A h—L L E T,
CRRRET = F N— 2 EERR L E T,
CREAEFREZER L ET,

CFEAEEA VARV LET,

. Sun ONE Web #—/3—Z#xk L £4,

g &~ W N

AR - IS oFEL, BHESNTWBIEICETLTLEE N, BIOIEE TFEITT
%5 L. Sun ONE Web ' — _XR—RELLHEREINZWZ ENHY £4,

m Sun ONE Web Server 4.1 #{HfH L TWAHA1E. 114 ~X— @ [Sun ONE Web
Server 4.1 DA & b —/LB LU TR ET,
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m Sun ONE Web Server 6.0 Z{#if L TW A AT, 124 X—T® [Sun ONE Web
Server 6.0 DA > A h—/LE L OWERL) ICtELE 5,

BEFHOL—T—0DIREZL LT
@ . Sun ONE Web 4—/\—DEEFHETE

Sun ONE Web #——(Z, HE#L7zL &, Wb nzgz M L CHEmNICE
BToHZENTEET,

BEEEFIZ Sun ONE Web H—/N\—%2BHiEFHIT 51=0HIZ.
EElESnN-BEERT S

. Sun ONE Web H—/\—DA Y RZVAD configHTTa4 LI LY
(/usr/iplanet/servers/https-webserver-instance-name/config %4 &) [CHEBH L

i-d-o

. ROTEITEEL password.conf Z7AILEERLET (NRT— FOEEDEFH
F. 51 Z5BLTLESZL),

internal : trust-db-password
keystore-name : username : password

NRT—=FI7AILOFEEE. Web Y—/N\—%EfT7F 5 UNIX 2—H—ID & L.
T77ALNDFARBEEBELTNRAMSEEENTELLIICT IV ELRELZRELET,

# chown web-server-UNIX-user-ID password.conf
# chmod 400 password.conf
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Sun ONE Web Server4.1 M4 > X b—
ILE X UHER

IO/ TIE. A— FEFEHT S92 Sun ONE Web Server 4.1 14 > A b—/LB Xk
ORERRT D HIEICOW T LEd, 22 CtlA+T 2 FIEILZ, LH SN TWANEICE
ITT20ERH Y F£9, Sun ONE Web r—_—D A &2 h— LB L OMEH FIEIZD
WTCIE. Sun ONE Web r— _"—D<=a2 7 V5 ZRB LTI, ZOHONE
X, O LEY TY,

114 ~X—<® [Sun ONE Web Server 4.1 A A h—/)L1 5% |
115 ~2—<® [Sun ONE Web Server 4.1 OFERK |

115 =20 [FBFET — X _X— A BT 5 |

116 =2 D [Web — N—THEHT IR — REBEHET D)
118 _X— D [H— —DFFHEZ E/ET D |

120 X—=T D [H—N—DFAEL A A F—/LT 5]

122 X— D [Web ¥ —/3—T SSL & H A[GEIZ T 5 |

¥ Sun ONE Web Server 4.1 A4 A —ILT B

1. Sun ONE Web Server 4.1 Y7 bz 7 &4 90— FLET,
Web — =DV 7 b7 = 71%, kD URL B AFETEET,
http://www.sun.com/

2. AVAR=ILTA LY FJIZFEBEILT, Web H—IN\—V T bz T7HBELET,

3. AY U FITTC setup AU U T FEFEALT, Web y—/I—F A VR +—)LLET,
P —=R—=DFT 7 /)b s D/RALIE, /usr/netscape/serverd TI,

ZOETHEH., ZOT 74NV IONRAEFEHLET, Web b —R_"—D Y7 by =T %
RIPDGEINIA VA =N TDHAEF. A VA=A EEZTBNTLIIEEN,

# ./setup

4. f VA=A YT ERREFTHTAVTFZRELET,
WoTa 7 "SMIT 74V FOREEFEHIT A ENTEET,

a. FRFEEHICRET SEE(E. yes EAALFET,
b. E2ENDKAAL VEEAALET,
c. Sun ONE Web Server 4.1 DEEBH—/N\—D/NNRXTJ—F% 2EBAANLET,
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d AT EARRENT=S, Return ¥—%#LZET,

Sun ONE Web Server 4.1 D%

LD TFINETIX, Web — =D A 2 F 2 AT DEREIET — ¥ _N— 2 DIERK,
Web ¥ — —THHT DR — FOBE, V—"—0DOFEHEDOERK E A A h—IL,
B EL O Web #—/3—ToD SSL O ML EITWVET,

HERRALERF 1. Sun ONE Web — —O&E Y — N—NEHHH L, EEL TV H 08
NHET,

RAT—EAIR—REERT S

. Sun ONE Web Server 4.1 ODEBH—/I\—ZEE LTI,

setup ERK & LT startconsole Z#EITT A5 VI, kDa~vr Ra AL T
Sun ONE Web Server 4.1 OE Y — —Z @ L £9,

# /usr/netscape/server4/https-admserv/start
SunONE-WebServer-Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

JEEA v E—=DIZ, == T 5720 D URL BRERENET,

. Web T30 ZRHVNTRODELSICAAL, EERADI S 71 h)a—HY—qa44%
JI—R (GUI) ZEEEILET .

http://hostname.domain:admin-port

EEFA T TRy 7 ANRERINDDT, setup DEITHFIZEIRN L7~ Sun ONE
Web Server 4.1 DEHY—R—Da—F—LZRBIUORRAT—-RFE AT LET,

¥ — Sun ONE Web Y —/N—OFRERFZT 7 4/ bOFRTEEMHEH LI2HE61E, = —
H— ID F721% Sun ONE Web Server 4.1 D& — _R—Da—H —4 | ad.m:l.n EA
HLTLEE,

oKl Z&IRLFET,
Sun ONE Web Server 4.1 DEHYy——D 7 4 RUBRFKRINE T,

. Web H—/\—DA VRAVRIZHT BRBIAT—2R—REERLET,
a. Sun ONE Web Server 4.1 OEBH—/N\—D 1> KT lServers] 2 7%%5
w4 LET,
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b. #—/N\—%EIRLT. Manage] RE2 &Y UvHLET,

c. R=UMDLEEIZHD Security] 2 T%#4 1) v%s LT, [Create Database] ') >
DEDVvILET,

d.2 2084 705KRY D RIZWeb Y—/N\—@DRET—FR—AD/INRAT—F
(X51%#8B)E#AALT, TOK] 29 UvHLET,
8 UFLLEDNRAT —REZEIRL TLEE, ZDOXAT— KX, Sun ONE Web
P—R—N X2 T —f#EINT-E— FTEYET S & X2, NEDREE{LE
Va—VEEETA7-OIER L ET,
12U ED Web =R~ U AZ L ATEF2 )T 4 —%2HAMNILTZWVIGAERH
DNET, TOHEEIT. HEWeb b —_"—A U AKX AT, FIE 1 ~FE 4 240K
L/i‘j‘o

7£ — Sun ONE Web Server 4.1 O B4 —/3—T SSL (Secure Socket Layer) % %177
DAY, WIET — 2 _N—ZAOFRTETIAXFRERTT, FEMT,
http://docs.sun.com @ [iPlanet Web Server, Enterprise Edition Administrator's
Guide] #ZRL T Z3 0,

Web y—/N\—THERT S5 KR—K&2&8K%T 5
CRODAY) T REEITLT, Web 5—N\—THEARAT I IR—FEZZEHBLET,

# /opt/SUNWconn/bin/iplsslcfg

ZOAZ VT NI, Y—="—2@ERT 5700707 FaFoR L, BIRL Sun
ONE #—/3—H® Sun Crypto Accelerator 4000 I 5{bEY =2 —V %A A b—/L L
ET, TObHL, WET 7 ANEEHRFLTR—- FEEHTE L OICLET,

.1 ZAHALT Return ¥F—Z# L. Sun ONE Web ¥—/A\—T SSL #ffHJT B LI
BRLET,
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F-ZOFETIE, 2oFe R TEF S Vvar 1 ZERTHIZIEABELCWE
T, ATvar2, 3, £2E 4 BBINTD5GAIE, 93—V liplsslcfg A7
V7 NofEA] 22BLTEEN,

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 1

3. 7AVTRARTEINEDL Web H—N—DIL— T4 LY FUDIREAALT.,
Return ¥F—Z##H L F9,

Please enter the full path of the web server
root directory [/usr/netscape/serverd]: /Jusr/netscape/serverd

4. F7OVTERRTEINEL, vy &Y Return ¥—%2LET,

This script will update your Sun ONE Web Server installation
in /usr/netscape/server4 to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/netscape/server4/alias...
Module "Sun Crypto Accelerator 4000" added to database.
/usr/netscape/server4 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

5. 0 ZANLTREZRTLES,
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V $—N—0DREZERT S

1. ROaAT 2 FEAHALT. Sun ONE Web Server 4.1 OEBES—N—Z2ZBEHLF
ER

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start

JEEA =D, == T 5720 D URL FER S ET,
2. Web 75 OHZRANTROLSICAAL, EEA GUI 2EELFET,

http: //hostname.domain:admin-port

FEEAA T a TRy ANFEREND DT, setup O EFTHEHIER L7 Sun ONE
Web Server 4.1 D&Y —R—Da2—HPF—LZB LR AT—REAHNLET,

¥ — Sun ONE Web — "—OREMRIZT 7 4V NOREEHEH LIZHAIX, =—
H#— ID F 7213 Sun ONE Web Server 4.1 D&Y — N—D 22— —4 12 admin & A
JILTLIEEN,

3. TOK] ##ERLZET,
Sun ONE Web Server 4.1 OEF Y ——D v ¢ RUNREREINFET,

4. H—/N\—DEFBAEEXERT BIZ1EL. Sun ONE Web Server 4.1 DEBH—/R\—DH ¢
YEODLEERIZH B Security] # TZRIRLET (K 5-2 S5 H),

[Create Trust Database] “X—YNERINFET,
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5. ERID/%ILIZH S TRequest a Certificate] ) > #:EIRLET (B 5-2 238),

= Metscape: web Server, Enterprise Edition ==
File Edit Wiew GCo Communicator Help

| w a & = | =3 & &

Back Forward  Reload Home Search  Metscape Print Security Stop

iPlanet
Wreb Server 4.1

integrate I~ Server Manager

T T N O Security W

[® New certificate
.. Certificate renewal
You can also see a list of availahle certificate anthorities.

Migrate Certificate

%]

Submit to Certificate Authority via:

(@ cA Email Address: |I

__CAURL :|j

Select the module to use with this certificate.

Cryptographic Module: keystore_name

Key Pair File Password: |

Before requesting a certificate, you should read the overview of the certificate process, and then go through the detailed steps
ion creating a correct distinguished name which you should enter below. You will also generate the proper anthorization letter
that you will use to obtain your certificate from a certification anthority.

Requestor name: ‘

Telephone number: ‘

Common name: ‘

Email address: ‘

A% S op @ 2|

1= eea

5-2 Sun ONE Web Server 4.1 % ¥ —/3—® [Request a Server Certificate] % 1
TarRy s A

HREERELERT 5LO0OBRIC, ROBBEAALES,

a. New Certificate] ZE&IRLZET,
SEAAEIR 2 Web 2> B HIH T 23GER 72138 GBI BB EE TE 254
iZ. TCAURL) GRIE/I® URL) V> 7 &R L F7, TNl 0EEF. [CA
Email Address] Z#ER L., FFAEEROEEREOEFA—ILT FLAEZ AN LFE
KR

b. A3 % [Cryptographic Module] ZZEiRLFEY,

ZOTNET A= a—IliE, F—A T IEOEAOT Y MY RFIRSNE
To ELWVF—Z T ZEIRL TS EEV,  [SUNW acceleration only | [3iER
LT 7ZaEn,

E53 SUNONEH—N—YITFIHITT7DA VR F—ILBELUHERE 119



c. TKey Pair File Password] #4 7RV Ry I RIZ, BEMET 51— —D/\X
J—FEAALET,

ZDRAT— RIX, username:password TT (& 5-1 x5 M),
d. & 52 OEREBBHR7 «— L FIZ, BUGEREADLET,

= 5-2 FRFHR T 4 — VK

J4—IL K B

Requestor Name FEPHE O BRH O HE L

Telephone Number SERA D Bk - O G A

Common Name TSV TASITD Web A D RAA
Email Address REWIE D ERHE O S

Organization oA

Organizational Unit  ({E3) £tk

Locality () T REAS
State (T:35) FHk o B E - O HBIE I IR 0 1IE 24 7
Country 2 XFO ISO HAFE S (72 & 2, KEOBKZA X US)

e. TOKI 22 UvH LT, BREXELES,

7. DA/ EFEALT, SAEFERLET,
m FEBAEER%EZ [CAURL) IZEET DL ICEIRL=5GE 1T, FEAEIERITE B8
ICRRERICERE SN ET,
m  [CA Email Address] %R L7=551E. Z T Z5FAERE RO A —/L D~
& kz&j{%ﬂt“—bf\ HLDEE ;‘Fﬂfﬂjbi—aﬂ

8. BIAENER SN D, ANV F—EXXEY )y TR—FIZaE—-LFET,

I - GEARIIGEAEER S XA Y £9, BEIZT A MEXSCREERET, 2
OTFT—=HF, TOHLEOFNE 5 THUERDDT, 7V v 7Hh—FKEIRFELTEW
TLIEEW,

V —N—0DiRAEZMI VX =T B

1. Sun ONE Web Server 4.1 OEBH—/N—DY 1 > FYDEAIZH S Tnstall
Certificate] 'J > 9 #&IRLZE T,

FORE RN K o TREAHER VKRR S NREMAE 23 AT S 72 5. Sun ONE Web ¥-—
N=IZGERAEZ A VA =T H0ERH Y T,
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2.
3.

lSecurityl 2 7% ) vo LET,
E@ID/NJLIZH B Tinstall Certificate] 9 ZFBIRLET,

S NewscspeiwebServer Enterprisefdiion

I File Edit WView GCo Communicator
o W 2 &4 2 mwW <+ o @
: Back Forward Reload Home Search MNetscape Print Security Stop
] # Bookmarks & GoTo: /]
Planet P
Web Server 4.1 te Server Manager
Preferences| /Programs | /Serviets| #TTUR /Status'| /Styles' /ContentMamt| /WebPublishing !, / Search

=

Create Database

FRecuest a Certificate Install a Server Certificaie

Install Certificate
Certificate For:
Change Password (@ This Server
Martans Certificate . Server Certificate Chain

icates
.. Trusted Certificate Authority (CA)

Select the module to use with this certificate.

Cryptographic Module: kepstore_name i

Key Pair File Password: ‘

Enter Certificate Name ONLY if certificate is not for "This Server’.

Certificate Name: |

(@ Message is in this file:

. Message text (with headers):

= [oeE |

X 5-3 Sun ONE Web Server 4.1 E#H—,3—@ [Install a Server Certificate] # A 7
0wy 7 A
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4. SIAEZA VA F—LTBODERIC, RDESIITAALET,

% 5-3 FEAEAEZA VA M=V TBEHDT 4 —L

Ja4—ILE Bz

Certificate For [This Server] Zi®RL E7,

Cryptographic IOTNE T A= a—liE, F—A LT TLOBEFOTY YR
Module BRINET, ELOWF—AXAMTHAEZHRRLTLES, A—F%

AT 2ITE, F—A MTICHID A TEARTE R CARTOEY 22—
NEBRRTDLENDHY £,

Key Pair File ZDRRAT— R, username:password TF (£ 5-1 &),
Password
Certificate Name EFEAEDEE. ZOEHSIZZEAICLET, ZZICARIZRET D

L. Web — _"—TSSL 7 R—hEFHLZE X, GEAER X
OE~DOT 7 B REHT 24010, ZOARNICELINET, =
DT 4=V KDTFT 7 )V bR EIL. Server-Cert T,

5 BIBMDOAE—LHHEE (M8 R—J0 F—N—DHBREZERT S OF
E 8 #5H8) & Message] Ry RIZR—R FLET,

FSEAEICEET 2 AR R E RN R RS NET,
6. TOKl #2UvwoLET,

7. RESNFE-RBIZRY N FnIE, TAJd Server Certificate] 2 > &2 2 ) v o LE
El
P —N—OFHEEZRDD A v =V NEEHICERINET, Web ——D A >
AR ANFERIZEIE L TW A1, BFEEIISNELH Y T8 A,

F72. Web —"—TSSL 2l 2 L 5 Ik T 20 ERH D Z L bl iLE
To IROFINEIZHES T, Web — =2 L £7,

F - T AMORD, GEHFEICHCEAL T D HIEICOWVTIE, mod_SSL B LT
OpenSSL O~ =27 L aBRL T IZEW,

Web —_R—B LY —R—DFFAEDOA VA F—LNRTETLE LT, Web ¥—
N—TSSL ZEHTEDLHITTIHILENRDY £7°,
V¥ Web 4 —/\—T SSL #{#H0gEIZT S

1. Sun ONE Web Server 4.1 QEBH—/N\—D A4 R— T, EHT S Web H—
N—DAVRABURAEHEIRLT, Managel] #2Jv o LET,

2. R—TUDLEERIZH B TPreferences] 4 TNBIREShTLVEWNEEIX.
[Preferences] 2 722wy LET,
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10.

11.

R—IDERIZHS TEncryption On/Off] ) v 9 &EIRLET,

EEibE A VICEELET,

FATa TRy 7 AD [Port] 74—/ K, SSL DT 74V hDFR—  EZTHD
3 ICHFEFHENET, BEIGLT, R—bESEZLEELET,

TOKl] R22ZEHV U LET,

[Save] REZVZEHV Yy o LT, COEEARAREZHERALET,
Web — =0, X2 U7 —R#EINT-ET— FTEET L) ITHEREINEL
776

/usr/netscape/server4/https-hostname/config/magnus.conf Z 74 JL
(hostname & Web H—/"\—D &) #HEL T, ROTEEMLET,

CERTDefaultNickname keystore-name:Server-Cert

T 7 IV FTiE, B UTZEAEOARINL Server-Cert (2720 F9, LARINERD
YEiE., server-cert OO VIGERIRL-ARIEZHH LT 7230,

EBYLHIY—N—ZBRLT. R—CDELDAIZHD TApplyl REVED )Y
LEI.

Z OEAEIZ L o T, Sun ONE Web Server 4.1 DEF B — N—|ZEHFNELHH L E
j‘o

Load Configuration Files] "2 > %% 1) w4 LT, magnus.conf 774 JLIZHZ
FEEZERLET,
Web ' —/R—DA U 22 U AZBETE 52—V FEDY 7,
Web #— =@ L T\ & X2 TApply Changes] R¥ v %27 U v 7 3%

&\ username:password DN % RO DFRFAEL A T 0 ZR w7 ARFRSnEd, =
DY RYDY A RIEETE RN, BEEAREZEM T2 & EICHERH L%
BNRHY ET,

ZOMBEIIE, RO 2 SOEMRIH Y 7,
m PV IZ Load Configuration Files] # IR L E,
m Web #— —%#i L THh 5 [Apply Changes] R¥ > %27 Vv LET,

Sun ONE Web Server 4.1 QEBY—/N\—DD 4 > KO T, EAlIICHS TOn/Off] 1)
VO EERLET,
HB—I—DNRAT—FH#AHNLT, TOK] REVEH )Y ILET,

12U EDARRAT—=ROANEZRDLZ T 7 FRERENET, Module
Internal] a2 > 7 F T, Web —_—DRHF —F _X—Z2AD/RAT— REZ AL F
‘j‘o
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EY 2=V D keystore-name 711 7 F T, D F—A T D username:password & N
jj l_/ i ‘j‘o

a7 IRERENTE S, 1FZDOF—A T O username:password & ANJ) L E T,

12. M URL T, LUV Web H—/\—M SSL [THIELTWA Z E#HERLET,
https://hostname.domain:server-port/

- 57 4L b D server-port 1%, 443 TT,

Sun ONE Web Server6.0 D1 > X b—
ILE X UHER

O/ T, A— FEFEHT S92 Sun ONE Web Server 6.0 1 > A h—/LB &
OWERLT D HIEICOW T LEY, 22 CitlA+T 2 FIEIL, LHSNTWANEICE
1T BHMENRH Y £9, Sun ONE Web H— R—D A > A b —/LF L OME I HikICHD
WTCIE. Sun ONE Web r—_"—D <=2 7 V5 ZR LTIV, ZOHONE
X, kO LEY TY,

124 ~—® [Sun ONE Web Server 6.0 1 > A h—/L 35 |
125 X—® [Sun ONE Web Server 6.0 Ok |

125 X—U D [FREET —F X— R E{ERT 5 ]

127 X—=T D [Web h— _—THEHT HR— NEE&HKT 5 |
128 X—2 D [H—_—DFHEL AT S

131 =YD [H—N_—0DFEAEEZ A VA =T 5]

132 X—T @ [Web H—/3—"T SSL & i HA[HEIZ T 5 |

¥ Sun ONE Web Server 6.0 4 > A —ILT 5

1. Sun ONE Web Server 6.0 Y7 bz 7 &4 90— FLET,

Web #—1—D Y7 b7 =7 X, KO URL DB AFTTEET,
http://www.sun.com/

2. AVAM=ILTA LY FJIZFBEILT, Web H—IN\—Y T bz T7HBELET,
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3. YV F{TTCsetup RV U T +EFERAL T, Web y—/"\—% A VXA b—ILLET,
P —N—=DFT 7 )b FD/NALZIE, /usr/iplanet/servers TI,

COETIEH, ZOT 74NV ORREGEHLET, Y7 by =T 2RBGRBGFICA
ARN—=NFTBLEEE, A VA M VEEEZ TEBWTI I,

# ./setup

4. f VA=A YT ERREFTB IOV T FZRELET,
WwD7Tar 7 NAMIT 74V FOBRERFERATHZENTEET,

a. HRAFEEGICRET 58I, yes EABLET,

b. ERIEEDFAAVEEANLET,

c. Sun ONE Web Server 6.0 DEEH—/N\—D/XRXT— K% 2BAALET,
d FOVT rARERENT-5, Return F—ZHLET,

Sun ONE Web Server 6.0 DR

IO FIETIL, Web —_"—D A o 2 & Z1TxtT BEREET — & _X— 2 DEK.
Web ¥ — N—THHT DR — ROBE, —"—0DFEHEOAR E A A b—I1,
BELR Web +—/3—T0D SSL DAL ZITVET,

AL, Sun ONE Web ¥ — N—DEHH — S—NEHE L, #fFL TV o405
DY ET,

V BT —3R—X%ERKT S
1. Sun ONE Web Server 6.0 DEBY—N\—%EHLFT .

setup ZRK & LT startconsole #FETTHRDOVIC, kDa~ REETLT
Sun ONE Web Server 6.0 O&F B — X — %@ L £ 9,

# /usr/iplanet/servers/https-admserv/start
SunONE—WebServer—Enterprise/6.0SPl B08/20/2001 00:58

warning: daemon is running as super-user

[LS 1s1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

B A v E—TIs, =N —ICET A7 URL WERSIET,
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2. Web 75 OHZRANTROLSICAAL, EEA GUI 2EELFET,

http: //hostname.domain:admin-port

EEXA T TRy 7 ANFREIND DT, setup D EITRHIERIR L7~ Sun ONE
Web Server 6.0 DEHY— _R—Da—HF—LZBIONAT—REAHLET,

¥ — Sun ONE Web $— X— DR EFIIT 7 /L bORELEH LTI-HE1E, =—
#— ID F£ 721 Sun ONE Web Server 6.0 D&Y — _—D 2 —HF—Z |2 admin & A
DLTLZEN,

3. TOKI #7UvoLEY,
Sun ONE Web Server 6.0 OE IV ——D 0 ¢ v RUNEREINFET,

4. Web H—/—DA VARV RIZHT BRAT—FR—REEHLET,
19 ED Web —N"—A L ZAX LA TEXF2 YT 4 —52HDNLEVESRHD
F9, TOEAIE. K Web br—NR"—Af L 2AFZ AT, FE 1 ~FIE 4 240K LE
To

7 — Sun ONE Web Server 6.0 DY —/N—T SSL ZE(TT 24565, #aE7 —4
R—Z2DOFEFNEILFREETT, FEMIL. http://docs.sun.com @ [iPlanet Web
Server, Enterprise Edition Administrator's Guide] #ZMH L T 7Z2& 0y,

a. Sun ONE Web Server 6.0 DEEHS—/N—DE 47045 KRy 9 X T lServers] #
J%5)vHoLET,

b. y—/N\—%ZR L T. Manage] "2 >%&2 1) vo LET,

c. R=UDLEEI-HD Security] 2 T%#%5 1) v% LT, [Create Databasel 'J >
DEIVVILET,

d.2 2DFA4 705 Ry Y X2 Web H—/I\—DFBAET—FR—XAD/ART—F
(R5-1%2ERB)ZANLT, TOKI 20Uy ILET,
8 XFLEDNRAT— REBRRL T ZEV, ZO/XRATU— KX, Sun ONE Web
PR F 2 Y 7 — RSN — FTBIET B L X0, WEORLE
Va—VEEEBT DI LET,
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V Web Y—/N\—THERT B KR—KZZ8%T 5
1. RORY ) T REETLT, Web H—N\—TFERTEIHR—FKZEZHELET,

# /opt/SUNWconn/cryptov2/bin/iplsslcfg

ORI YT I == BRRS D007 n T FEFRL, BIRLK Sun
ONE #—/3—H® Sun Crypto Accelerator 4000 f5 5 {LEY = —/V & A A F—/L L
9, TOhL, M7 7 AN EEH L TA—F2EHTE 5L 2ICLET,

2.1 %AHALTReturn F—%M L. Sun ONE Web —/3\—T SSL AT B &SI
BHRLET,

F-ZOFETIE, 2oFe R TEFFVvar 1 ZERTLIZIEABELCWE
T, AT var2, 3. £00T 4 BRIRTBEEIE. 93— [iplsslcfg A7
V7 oA 22BLTEIN,

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 1

3. 7AVTRARTEINED Web H—N—DIL— T o LY FUDIRREAALT.
Return ¥F—Z##H L F9,

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers
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4. v ZANLT Return F—%#93 &, REAETINET,

This script will update your Sun ONE Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator 4000" added to database.
/usr/iplanet/servers has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

5. 0 ZANLTREZRTLES,

V $—N—DREZERT S

1. ROaAT 2 FEAHALT. Sun ONE Web Server 6.0 DEBES—N—ZBEHL F
ER

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start

JEEA v —=DIT, =TT 720D URL FER S ET,
2. Web 750 HZRANTROLSICAAL, EEA GUI 2EELFET,

http: //hostname.domain:admin-port

FEEAA T a TRy ANEREND DT, setup O EFTHEHZER L7 Sun ONE
Web Server 6.0 D&Y —R—Da2—HPF—LZB LR AT—REAHNLET,

7 — Sun ONE Web —/N—DRERFIZT 7 4V NOREEMHH L-H A%, =—
#— ID F£721% Sun ONE Web Server 6.0 DEFHY— R—D a2 —HF —4 |2 admin & A
JILTLIZEN,

3. TOKl1 #2Uwo LET,
Sun ONE Web Server 6.0 ODE BV ——D 7 ¢ RUNREREINFET,
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4. —/NN—DIEAEFEERT B(ZIEX. Sun ONE Web Server 6.0 DEEH—/N\—D ™ 4
Y ERODELRIZH D TSecurity] 2 TEBIRLET,

[Create Trust Database] 7 1 > RUNEKRINET,

5. Sun ONE Web Server 6.0 DEEBY—/IN—DD 4 Y FODERD/ARILIZH S

'Request a Certificate] V22 %2 v LET,

~\ MNetscape: Web Server, Enterprise Edition \ . \J
File Edit Wiew GCo Communicator Help
< W a Fo SR S % & &
Back Forward Reload Home Search MNetscape Frint Security Stop
| w# Bookmarks & CoTo:!
Web Server 6.0 I~ Server Manager
‘I‘-"'-Preferenus Security .‘.""-qug .‘."‘ Manitor .‘."‘ Virtual Server Class .‘.""-E ‘I.""-Leac Servlets l‘.""-Search
=
Recuest a Certificate L
Request a Server Certificate
@ New certificate.
_ Certificate renewal.
FRecuest YeriSign
Certificate N - o -
You can also see a list of available certificate authorities.
Imztall WeriSicn
Certificate
Submit to Certificate Authority via:
e CAUCKL' @ caA Email Address: |I
| rate Contate | U CA URL
Select the module to use with this certificate.
Cryptographic Hodule: keystore name
Key Pair File Password: ‘
Before requesting a certificate, you should read the overview of the
certificate process, and then go through the detailed steps on creating a
correct distinguished name which you should enter below. You will also
nanarata tha nranar antharization lattar that wan will nea ta ahtain oo
[EIN T o solEie |

5-4 Sun ONE Web Server 6.0 ‘E#H—/3—@ [Request a Server Certificate] %A1

&
=111}

a.

TRaIRy T A

IBAZERELEMT H-HDEXIC. ROBEHREANLFTT,

INew Certificate] Z&IRLZET,

SEAAEIR A2 Web 2B HH T 23GER 72138 GBI CEEEE TE 254
iZ. TCAURL] V7 &&IRLET, TN OEAEIL. TCA Email
Address| Z®IR L, FEAZEZEROEFILEOETA—LT FLRAEZANLET,
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b. 9 % [Cryptographic Module] #&RLET,

ZOTNE T A= a—|ZE, F—A N7 ZLOEAEOT MY RERRSNE
T, ELWF—A T ZEBRL TS E S, [SUNW acceleration only| (38R
L7aNTLEEN,

c. [Key Pair File Password] #4 7RI Ry RIZ, BEMETH1—HF—D/IR
J—F&ZANLET,

ZDO/RAT— Rk, username:password TI (F 5-1 Z 5 W),
d. R 5-4 DERERFBHR7 «—ILFIC, BUEEREADLET,

i 5-4 BRFEHERT 4 — VK

T4—ILF B

Requestor Name FREARE S AR ks

Telephone Number  ZEH] 30D 3k # 0S4

Common Name TIZUYWTATITD Web 4 hDRAA
Email Address REAAEE O BERE O HE S

Organization =t

Organizational Unit  ({£5) &40 M

Locality (FEE) HiRHEA
State (T3) HiLisk o BT TE R OB IE I IR D 1IE 24 B
Country 2 F O 18O ERIFHE (72 & 21X, KEDZA X US)

e. TOKI 22Uv LT, BHREXBELET,

7. BEAREEALT, FIAZEEERLEY .

m FEAEER%EZ [CA URL]) ([ZET 5 L O IC@IR LEAE, fEEERITE 81
WCRRFERIC G S E T,

m  [CA Email Address| %3&IRL7=HE1E, ST ZREBAZEERD A — /LD~ v
A= KL Zabv— LT, RiFRICEHELET,

8. AIAENEREIND, Ny F—EEXXEY Y vy THR—FIZaE—-LFET,

- PRI EER ST R AR 9, @I T A MEXTCIRttsnET, 2
DT —Zx, 131 =V D [ —NR"—DFEHELZ A VA —AT 5] OFJE 5 THE
25D T, 7Y o7 AR—FEIREEL TN T EEN,

130  Sun Crypto Accelerator 4000 R— F/A—2 32 114 VR =)L =2 7FJL « 2004 £ 1 B



Y—N—DFAEEA VA —LT D

. Sun ONE Web Server 6.0 DEEBH—N—D 1 > KODOEAIZH S lnstall
Certificate] 'J > 9 #&IRLZE T,

FORERI S K > CRERA # SR 2VKEE S ALREMA & 23 AT S 72 5. Sun ONE Web ¥-—
N—ITREAEZ A VA b=V 50 ERH Y £,

[Security] 2 7&#49 w4y LET,
. EBID/SRIVIZH B Tnstall Certificate] Y9x5 v o LET,

| Netscape: Web Server, Enterprise Edition | -]
File Edit Wiew Go Communicator Help

< - a &4 a2 Eil =+ & &

i Back Forward  Reload Home Search Metscape Print Security Stop
] § Bockmarks & GoTo /]

iPlaket
ng; Server 6.0 I~ Server Manager

 Preferences  fFO0NTR /Logs /Monitor [ Virtual Server Class [ Java / Leqmoy Servlels / Search

[ s

=

Create Database

ecuest a Certificate Install a Server Certificate

Install Certificate
Certificate For:

Change Password (® This Server
. Server Certificate Chain
.. Trusted Certificate Authority (CA)

Manage Certificate:

Fequest WeriSign
Certificate

Select the module to use with this certificate.
Inztall WeriSign
Cerfificate

tor hic Module: keystore_name
Install CRLICKL'S Cryplograp £

Manane CRUCKL'S

Key Pair File Password: |

Migrate Certificate

Enter Cerlificate Name ONLY if certificate is not for "This Server’.

Certificate Name: ‘I

(@ Message is in this file:

.. Message text {with headers):

i@ [ | {5 @ 6 @ 2

5-5 Sun ONE Web Server 6.0 &Y —/X—® [Install a Server Certificate] %1 7
o g Ry 7 A
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4. SIAEZA VA M—LTBHDEXIC, RDEIITAALETS,

% 5-5 FEAEAEZA VA M=V TBEHDT 4 —L

Ja4—ILE Bz

Certificate For [This Server] Zi®RL E7,

Cryptographic IOTNE T A=a—liE, F—ANT ZEOEAFOT FUMRN

Module FRENET, ELVWF—ZA FTEBIRL T 7ZEW, R— K&
AT 2121, keystore-name DFGRDE Y 2 — L HEIRT MR H
D ET,

Key Pair File ZD/RRAT— R, username:password TF (£ 5-1 &),

Password

Certificate Name EEAEDHEE. ZOEHSIZZEAICLET, ZZICARIEZRET D

L. Web — _"—TSSL 7 R— b EHFHLZE X, GEAER X
CEA~OT 7 B AT 2450008, ZOARNICERESNET, =
DT 4=V KDTFT 7 )V bR EIL. Server-Cert T,

5 BARMSAE—LEHHAE 128 R—20D [Y—N\—DIAEZERT 51 OF
g 8 #58) # Messagel TF¥FR FRYIRITR—RFLET,

FSEAEICEET 2 AR R E RN L RSN ET,
6. TOKl #2UvwoLET,

7. RESNE-RBIZRY N FnIE, TAJd Server Certificate] 2 >&2 2 ) v o LE
El
P —N—OFHEEZRDD A v =V NEEHICERINET, Web ——D A >
AR ANFERIZEIE L TW A1, BFEEIISNELH Y T8 A,

F72. Web ——TSSL T2 & O IS 20ERHD Z L b@mSihE
To IROFINEIZHES T, Web — =2 L £7,

F - T AMORD, GEHFEICHCEAL T D HIEICOWVTIE, mod_SSL B LT
OpenSSL O~ =27 L aBRL T IZEW,

Web —_R—B IOV —_R—DFFHED A VA F— LR TLE LT, Web ¥ —
N—TSSL ZHHTEDLIICTHLENRDY T,
V¥ Web Y —/\—T SSL #{#AAEEIZT S
1. R—=SDOLEERIZH S Preferences] 2 TE Vv 4y LET,

2. Bl /R )LIZdH S TEdit Listen Sockets] > & &IRLET,
RIS, F0 Web H—_"— A VU AZ LV RAICERESNTWATXTOFKEY 7y
FA—EFRREINET,
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w

10.

a. ROITA4—ILKREEBELET,

» Port : SSL /& Web H— "—%3T734 5K — FE2RELE T, @FIL, A—F
443 T9,

= Security : AR ELET,

b. TOKI 22 J)vys LT, ZEZHEALETY,

[Edit Listen Sockets] X—YDOtEXx =215 1 —7 4 —/L iz, [Attributes] V
VI NEIRINET,

lAttributes] Y > 9 &0 1) v o LES,
username:password ZANL T, YRATLTXF—RA T ERIELEFT,

TIALMDOBESRELEEET H5EIF. [Ciphers) EVWSRELDOTORESH
EERLFET,

WERELEELTHLDDOXATa TRy 7 ARFRENET, [Cipher

Default] . [SSL2) | F7z1% SSL3/TLS] #i&ER L £, [Cipher Default] % i3
%Rutzﬁm T 7V MEREIFFRRINEY A, [SSL2) F7-1% [SSL3/TLS) % i
WU EIE, Ry T T o7 ATa Ry 7 AT, fEHARIZTEZT VI X bk
@%Ra“éz%ﬁ%bi% R, WA RIUCEET S SunONE ~=aTIVESRL
TL7EE,

F—XET7DHEIT : server-Cert (FIEBR LI-FHAED AR 1 +-EAT
SEREFERLET,

[Certificate Name| 7 4 —/L RiZid, &4 TD5F%—A N T 22— —0FrE T 287
IRFRINET, ZOF—X NT2—H—|%, username:password TRFEI4L D
Z——T7,

SEBZEFERL., X2 T4—ICEHTHREZIRNTHERLIzS. [OKJ &4

Yy LET,

H—N\N—%EET DRI, ELEDOAEIZHD TApplyl Voo ZEH )Y LTEERE
=EMLET,

[Load Configuration Files] Y29 %9y o LT, EERNRZEALET,
Web — =D A LV AL UV AZEE) TELX—=ICHY BDY £,

Web #— =73 #H) L TR & &2 TApply Changes] A"Z %7 /7T<5

&\ username:password DN % RO DFRFAEL A T v Ry 7 ARFRInE T, =
DY Ay RYDYA RFEETE RN, BEENEFZEM T2 & ICMEND L%
BRDHY ET,

ZOMBEIZIZ, RO 2 SOEBERNH Y T,

m PV IZ Load Configuration Files] # IR L £,
m Web ¥— "—% B LT/ 5 [Apply Changes] #7 U v 7 LET,

Sun ONE Web Server 6.0 D&EBHY—/NN—DY 4 > KH T, EAlIZHS TOn/Off] 1)
VO EERLET,

il
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1.

12.

Y—N—DNRT—FEANLT. TOKI 29V vILET,

1O EDONRRT—RKOANERDD T 7 IRFRENET, [Module
Internal] 71> 7 s T, Web — =0T —F RX—AD/NAT—KRKEZ A/ LF
j—()

EY 2 — /LD keystore-name 7' 1 27 L C, username:password & NI L ET,
Ta T IRERREINTE S, ENDOF—A T O username:password & AT LU ET,
RO URL T, #FHLLY Web —/A—H SSL [THIE LTS LZHRLET,

https://hostname.domain:server-port/

E — 7 7 4V b server-port 1%, 443 T,

134

Sun ONE Application Server7 W4 > X
F—=ILE X VIERK

ZOfiITIE, A— K& AT 25 72HIZ Sun ONE Application Server 7 % A > A h—
B IO T 2 HFIECOWTHALES, 77V Fr—varh—"—0EMY 7 k
TxTlE, TV = a ==V T =T EIIRNIA A N =T B LN
HVET, ZZTHHATIFIET, LHINTVWDIAICETTILERH Y 77,
Sun ONE 7 7'V r—3 a3 U — =D A A b —)LE L OMERA FEIC W T,
SuUnONE 77V r—3 g v h—N—0D<v=a 7 LEEZB LTI, ZOHOKN
BlE., ko LB TI,

135 ~—’® [Sun ONE Application Server 7 % A > A h—/L§ % |
137 ~<—® [Sun ONE Application Server 7 DL

137 RX—=V D [FBFET — X X— 2 & VEKT D |

138 X—VD [7 7Y r— g v —N"—THHTHH— FNaBET 5]
141 =YD [P —R—DFEHEE LT D)

143 X—T D [ —N"—DFEHEEZ A VA F—LT 5

144 X—=2 D 77V r—3 a3 % —_"—TSSL Z i A[HEIZ T2 |
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¥ Sun ONE Application Server 7 4 > X b—JL T
ZS

1. Sun ONE Application Server 7 Y 7 bz 7%4 o A—KLET,

TV =g —n_"—DY 7 b7 %, kO URL B AFETEET,
http://www.sun.com/

Sun ONE Application Server 7 IZIX S E X E WA N H Y . ZALHUCEA OHERED
& D \iTO

2. AVAR=ILTALY FIIZBELT, 7TFVr—2a3 oY==V T b T %M
HELZET,
AVAN=NT 4 L7 NYDT 7 4V kDsXAIL, Sun ONE Application Server 7
7N =T ORAAIZ L o TR F9,

3. setup FASTSLEETLT. GUARA—RDA VA M—ILZRIBLET,

F KT I 2L —#hD setup -console 70V T AEEITLT, 2~v 2 N{T
NR—=ZADA VA= NVERETDHZEHLTEET, ZOFRIEOHITIX, GUI ~—XA
DAAP=NVEMEATLZEE2MELTVET,

# ./setup

4. f VA=A YT rRRETHTAVTFZRELET,
Wo7Ta 7 NUAMIT 74V FOREEFERIT DN TEET,
a. FHRHFEEEICRET 555(E. yes EAALFET,

b. JDK (Java™ Development Kit) DEIBEND AN ERHZ IOV T rHARRINT
5. [Use Existing Installation] (Y7R— k & 3354E). F£1zIE TNnstall From the
Appserver Build] OWTFhhZRIRLET,

c. SUnONE 7 75— 3 o —N—0EEY—N—D1—HF—LZ2ZAHNLET
(FEDOAFEANTEET),

d. SUnONE 77U 75— 3 o4 —N—DEBEH—N—D/RT—F& 2BEANLE
ElD

¥ — Solaris 8 A XL —F 4 VIREZFHAL TWLEAOA, ROFIAEEZFEITLE
j—o
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5. Solaris 8 Z{FA L TL\515 AL, Solaris 8 SunONE 7 U4 — 3 o —/N—/\vy
F (109326-08) £4 ¥R h—ILLET,

Z DXy FIL, Solaris 9 IZIFMEH Y FH A, Solaris 8§ Sun ONE 7 7Y r—3 3
P ==y FIE, RD SunSolve Web YA kb X o—RLET,

http://sunsolve.sun.com

ROXIITETLT, Ny FrBMLET,

# cd patch-location/SUNWappserver7/patches
# cd patches/109326-08
# ./patchadd .

6. VATLZHEBLEY,

v SunONE 77— 3oy —/nN—0EMmMY 2
kYT T7EA AR M—ILT B

1. Sun ONE Application Server 7 MBIV 7 k9 7Z245va—KLET,

TV =g —n_"—DY 7 b7 iE, kO URL B AFETEET,
http://www.sun.com/

2. SUNONE 7 ) r—avyd—n—0EmMY I 9728 ELET,
3. ./AddOns/SSLUtils T4 LY FYIZEBELET,

4. iplsslcfg A2 U F bA modutil X1 T4—Y—ILEEHNTH-HDT 1L
9 b)EERLET,

# mkdir /usr/bin/mps

iplsslcfg A7 U7 hE, ZDO/RATmodutil ¥¥ =27 41—V —LERELE
ﬁ_‘o

5. modutil, certutil, H&XU pkil2util D/ F Y % /usr/bin/mps/ /N RIZ3
E_ngsj-o

# cp modutil /usr/bin/mps/
# cp certutil /usr/bin/mps/
# cp pkl2util /usr/bin/mps/
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3.

. /usr/bin/mps/ T4 LY FUDINAFJIZETHEEZRELET,

# chmod 544 /usr/bin/mps/*

Sun ONE Application Server 7 D&k

DIEDOFIETIX, 77V r—a v —n_—0DA LV AZ L AKT HRAFT — & _—
ADER, 77V r—va = _"—THHT LR — FOBE, — 1 —DfEHED
EREA VA=, BEIOTFY r—3 3% —_"—T0D SSL DFLEITVE
ﬁ—o

WEAGLE X, Sun ONE 77U r—3 g U — "—0EFEH— S—EH L, #i{E
LTWORBERDHY £,

AL T — A N—REERT B

.SUNONE 77U r—2a v —N—ELUPSUNnONE 7T r— 3 oH—nN—0

EEY—N—ZEHLET,

# installation-directory/bin/asadmin start-appserv

E-T7V = ar AN =RHEL TS ZEERT Ay E—URKRINE
j—()

Web T3 IHZBWNTRDO URL ZANL. EERAGUI ZEBILET,

http://hostname:4848

PBAEX A T B TRy I ANRRRINDLDT, setup 7' 8227 7 A THERK L7 Sun ONE
TV r—=varh—nR"—=Da—HF LB LAY -2 AN LET,

EF—-SunONE 77U r—3 3 U —R—DOFRERCT 7 4V NOBREEEH L=
H1E, ==Y —1ID £7E Sun ONE 7 7' U r—3 3 > —R_—DEFHY — R —D
Z—P =412 admin E AL TLZE0,

oK1 22 vy o LET,
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4. TTNV—2 30 —N—DA VARZ VRIZHT BRAET—FIR—XEZEHLET,
19U D7 F ) r—yva P —R—=D AV AFZ AT 2 VT =2/ LT
WIEARHY £, TOHE/IE. 77V r—va ==K A LV AX AT, F
IE 1 ~FIE 4 240 ELET,

F -SunONE 77V r—y g v —R_R—0FHY——TSSL ZEZTTHHE D,
PREET — A N— X OFRETFNEIIFREE T, FEME,
http://docs.sun.com/source/816-6482/ ® [Sun ONE Application Server 7
X2 VT A BHETA R] 2R LTIEE,

a. B GUI ® Manage Database] 49 L 3 VICHBELET,

D SF D [Security) Vo7 ZIRL T, LMD/ S%/LD Manage
Databasel] # 7% 2V v 7 L¥7,

b.2 DDTFHFRAIRYIRIZ8XFULEDNNRT—KHE#AALT, TOKJ] 29Uy
9 LET,
ZDONRAT— KX, SUnONE 77V r—y g U —R_—0FET — X N— A2 DX
AT —RTYT, ZONXAT—KIX, SunONE 77 r— g o —R_—ntF
V74 —RiEINT-E— FTENET D L 2. WHORESLEY 2 — V& B
HI-DITHEHLET,

V 77)5—=3 0 —N—TERTIR—FEEET D

1. iplsslcfg ROV YT +ZEEFTLT, 7FVr—2 a3 v —N—THATHHR—FK%
EHRLET,

# /opt/SUNWconn/cryptov2/bin/iplsslcfg

ZORZ YT NI, == @RS 500 T T M eFRoR L, EIRLE Sun
ONE #— 3= ® Sun Crypto Accelerator 4000 B 5L EY 2 —/L & A A h—/L L
£T, TObHL, MR 7 ANVEEFLTA-FEATEL2L5ICLET,

2. SUNONE 775 — 3o —N—0DFEIE 2 ZAALT. "M FUELUFAA
YHOINRREAALET,
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F - ZOMOFIETIE., 2o T N TAE T gy 2 BBIRTLZEEZEELT
WET, A7 a3 F2T 4 2BRT 551, 93— liplsslcfg A7
V7 NofEA] 22BLTEEN,

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 2
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B NATFTVEELEVRAMVDEEE., FAAVELUY—N—DRAEANLET,

You will now be prompted for four pieces of information:
1. The location of the Sun ONE Application Server binaries
2. The location where Sun ONE Server domains are stored
3. The Application Server domain (e.g. domainl)
4. The Application Server server name (e.g. serverl)

Full path to Application Server binaries: [/opt/SUNWappserver7]:
/Jopt/SUNWappserver7

Full path to Application Server domains:
[/var/opt/SUNWappserver7] : /fvar/opt/SUNWappserver?

Application Server domain: domainl

Application Server server name: serverl

This script will update your Sun ONE Application Server
installation in /opt/SUNWappserver7 to use the Sun Crypto
Accelerator.

You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory
/var/opt/SUNWappserver7/domains/domainl/serverl/config. ..
Module "Sun Crypto Accelerator 4000" added to database.
/opt/SUNWappserver7 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

FEF-T 74NV DA A RM—=LT 4 L2 b VUIX, Sun ONE Application Server 7 it
MK TERRDLGENDHY £,

4. 0 ZANLTREEZRTLEY,
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V $—N—0DREZERT S
1. &3 GUI @ lCertificate Management] €2 > 3 VIZBELET,
FEM O30 [Security] V7 28R LT, HMD/ S50 [Certificate
Management] % 7 z#R L £3, &P GUI ® [Certificate Management] 7 i =
»® [Request] 7 A=a—0 4 FUNFIRSNET,

. File Edit View Go Bookmarks Tools Window Help

Q e @ @ [el hitp:#fknapsackwest.sun.com454d/admin/modulel/TopFrameset ﬂl gSean:h I gg@

‘j E.\ (2 Mail 48 Home JJ Radio [Wy] Metscape G Search @) Shnp| [FIBookmarks
&1 [ % sun ONE Application Server 1

(3]

Homne

I»

Documentation | Help

Q5un Sun-ONE Application Server

Comains > domaini server1: Security
9 < App Server Instances Management
¢ B server? Request | Install | Manage

& £ Applications

&85 JOBC > I
(3 Persistence Managers Regquest a Server Certificate

e &§.JMS
= Java Mail Sessions & Mew cerificate

e = JNDI ¢ Centificate renawal

& 3 Containers

& (3 Security Submit to Certificate Aulmyvia:—
& Transaction Service & CA Email Address:

o @ HTTP Server € CAURL e

o} ORB

Select the module to use with this cerlificate.

Cryptographic Module: | Keystore-name =l

Key Pair File Password: |

——

Telephone number: |

Common hame: |
Email address: |
Organization:

Organizational Unit: |
Locality: :

@ = A &R [ Docurvent: Dane (2,104 secs) ] [ [ = |

5-6 Sun ONE 7 7' U /r—3 g U —_"—DE Y —/N—0D [Request a Server
Certificate] %A 7 0 7&K v 7 A

2 SINBEREERT 5-OOBRIC, ROBBEANLES,

a. New Certificate] Z&IRLET,

FEAETR 2 Web 2B FIH T 288GER £ 72138 GBI B EE T 254
iZ. TCAURL] V7 ZERLEST, TNLIOEAEIE. [CA Email
Address| Z#EBIR L, EAZBEROEFELOE LA —NLT RLAZANLET,

b. /A3 % [Cryptographic Module] ZZEiRLFEY,

ZOINET A= a—IliE, F—A T IEOEAOTY MY RFRSNE
To ELWVF—Z T ZEIRL TS EEV,  [SUNW acceleration only | [3iER
L2RANTLS7ZE0Y,
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c. TKey Pair File Password] #4 7RV Ry I RIZ, BEMET 51— —D/\X
J—FEAALET,

ZDRAT— RIX, username:password TT (& 5-1 x5 M),
d. & 56 DEREBBHR T « —JL FIZ, BUGEREADLET,

= 5-6 FRFHR T 4 — VK

Ta4—ILE B

Requestor Name FEPHE O BRH O HE L

Telephone Number SERA D Bk - O G A

Common Name TSV TASITD Web A D RAA
Email Address REWIE D ERHE O S

Organization oA

Organizational Unit  ({E3) £tk

Locality () T REAS
State (T:35) FHk o B E - O HBIE I IR 0 1IE 24 7
Country 2 XFO ISO HAFE S (72 & 2, KEOBKZA X US)

e. TOKI 22 UvH LT, BREXELES,

3. DI/ EFEALT, SIAEFEMLET,
m FEBAEER%EZ [CAURL) IZEET DL ICEIRL=5GE 1T, FEAEIERITE B8
ICRRERICERE SN ET,
m  [CA Email Address] %R L7=551E. Z T Z5FAERE RO A —/L D~
& tzlij(%:lt“—bf\ HLDEE ;‘Fﬂfl’jjl/i—aﬂ

4. SEABMNER ENTL. AV F—EERXED Y Yy TR—FRIZaE—LEY,

I - GEARIIGEAEER S XA Y £9, BEIZT A MEXSCREERET, 2
OFT—HF, 143 =20 [H—NR—DFHELE A VA =T 5] OFJE 3 THE
WZ2BDT, 7V v 7 R—FERBEEFELTEBW T &N,
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V —N—0DiAEZM VX =T B
1. B8 GUI OBRID/I%ILIZH B [Certificate Management] 49 3 > ® Tinstalll
Yoo &RBIRLET,

FHL GUI © [Certificate Management] =27 v 2> ® [Install] ¥ 7 A =a—7 1
RUNEKRESNET,

= i

. Elle Edit Miew Go Bookmarks Tools Window Help

" Q e @ @ [Q| hitp-//knapsack west sun com i 1/TopFrameset o) ‘ @e@

./ B, EMal 4 Home s3I Radio ] Netscape Q Search &) Shnp‘ 9 Bookmarks

4 [ % Sun ONE Application Server | []
Home Documentation | Help &
£ Sun~ONE Application Server L
Domains > domaini server1: Security
¢ @ App Server Instances Management
@ B servert Fequest | Install | Manage
o [F Applications =

o € JDBC o
@ Persistence Managers Install a Server Certificate

o 03 JMS
@ Java Mail Sessions Certificate For:
o g JNDI & This Server
o 3 Containers ¢ Server Certificate Chain
o 5 Security © Trusted Certificate Authority (CA)
& Transaction Service
o @ HTTP Server Select the module o use with this certificate.
o, ORB =

Cryptographic Module: | KeyStore-name =l

Key Pair File Password: |

Enter Certificate Hame ONLY if certificate is not for "This Server’.

Certificate Mame: |

 Message is in this file:

" Message text (with headers):

@ = é g%! Document: Dane (1,53 5663} [ [ ]

X 5-7 Sun ONE 7 7'V r—3 g P —_"—DEH Y — 3—D [Install a Server
Certificate] ¥4 7Ry 7 A
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2. SIAEZA VA M—LT BHDEXIC, RDEIITAALETS,

% 5-7 SFHELZ A VA R—ATHEDDT 4 —L R

T4—ILF Bl

Certificate For [This Server] &R L ET,

Cryptographic IOTNE T A=a—liE, ¥F—ANT ZEOEAFOT FUMRN
Module TRINET, ELVF—AFTEZFRL T ZEWY, Sun Crypto

Accelerator 4000 R — F& AT 5 I121d, FEHEZZR L& X0@
WULTEARTERICATIOEY 2 — L2 BIRTHLERL Y 5,

Key Pair File ZD/RAT— R, username:password T,
Password
Certificate Name FEAEDEE, ZOT7 4 — L RIFZEAICLET, 224z

ETDHE 7TV r—varh—"—TSSLHR—brE2HILE
LEIZ, EAEBLORA~DOT 72 XA T 24/, Z O4HI
WERINET, ZO7 40—V ROT 7 4V M TEL,
Server-Cert T,

3. TMessage text (with headers):] S ARV &I vy LT, REE/MLSIE—L
EEBAE (141 R—=O0 TH—N—DFIAEZERNT 51 OFIE 4 258) 2504
REUDFIZHEITFRAIRY Y RITR—XFLET,

4. TOKJ #0)v9 L%ET,

AEREICBE T 2 AR R IR N R R SN E T,

5. RIRENF-HNBIZB Y MAITHIE, TAdd Server Certificate] 24 ) v LET,
TV r—var—N"—0FEHERODL T T NREREINET, T r—
Var—NR—3ELELEH LAV TLIEE VY, SSL OfEERAE T Lizd & THIlLHE)
LET, F72. 77V r—2 a3 % —"—TSSL Z{HEHT 5 L 5 Ik 2 530
HHT LEhEmshET,

VYV 77)5—3 8% —/N\—T SSL #{FHAEEIZT 5
1. {WERIZI2AL—FTROIATKRFZEAALET,

DAy REFEITLEHE, SUnONE 77 ) r—y g U — _R—0DEHY — N—
DNRAT =R AT LHHENRHY E3,
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FE-TT7ANVPOR— 4848 ZEHTH L SICSunONE 77U r—3 g b —
N=DFHY == INTNDILEIC, B—HARRA FTIOa~vy N 3T
9% & EIL, --host hostname - -port administration-server-port D514 & HME TE F
j‘o

# installation-directory/bin/asadmin create-ssl --user app-admin --host
hostname - -port administration-server-port --type http-listener --certname
keystore-name : server-certificate-name --instance server-name http-listener
passwords>

2. & GUI OERID/ARILT, THTTP Server] YV O DEDILERSE U EEIRLE
j-o
[HTTP Server| OV 7 A==z —IHHNEREINET,

3. THTTP Server] Y29 D TFIZH5 THTTP Listeners] YT A1 —IEHZFEIRLE
ERS
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4. HRID/ARILT, SSLITLS #8RET S HTTP YR F—ZERL. £D HTTP YR
FT—OBEE) VI EBRRLES,

TA L RURERENET, 2OV 4 R T, HITP V AT —0 @t aiRE T £

j‘o

E ==
. Eile Edit Miew Go Bookmarks Tools Window Help
& 4
@G e @ @ @[S nttpaiknapsack west sun.com 1/TopFrameset | [By search - @
. @, [ Mail 4 Home J2 Radio [¥] Netscape Q) Search &) Shup‘ E3Bookmarks
j[ % 5un OME Application Server 1 =3
Home Documentation | Help [
QSun Sun-ONE Application Server Ll
Domains > domaind server2: HTTP Server: HTTP Listeners: http-listener-1 =
& [ Admin Server
¢ < App Server Instances
? By server2 General
o ] Applications
o & JDBC Mame: http-listener—1
3 Persistence Managers N
oo WS IF Address: 0.0.0.0
_u Java Mail Sessions Part* |443—
o JNDI
o 3 Containers Return Server Name:* server-name
o G Security
Transaction Qervice Default Virtual Server™ server2 x|
¢ @HTTP Seryer Listener Enabled: = E
@ < HTTP Listeners
http-listener-1 )
& 0@ Virual Servers SSL/TLS Settings
e =3 MIME Type Files
oo ACLS SSLITLS Enabled: =
ofr ORB Certificate Nickname: [keystore-name:Server-Cert =l
SEL2 Enabled: r
5512 Ciphers: [T rod I rodexport
[Mre2 [ rc2expart
[Tidea [ des
[~ desede3
SEL3 Enabled: [+
TLS Enabled; =
TLS Rollback Enabled: 2
SSL3/TLS Ciphers: [“rsa_rcd 128_md5  [“rsa_3des sha
[~ rsa_des_sha [“rsa_rcd_40_md5
[Trsa_rc2_40_mds [T rsa_null_mds
[T rsa_des_56_sha [Trsa_rcd_56_sha
Client Authentication Enabled: [~
Document: Done (3,602 secs) [ = |5
v ° > N S S N
5-8 SunONE 7 7'V r—v g o —"—DE Y — =@ HTTP J 2T —J@ D

AATaT Ry 7 A

5. TSSL/TLS Settings] ® TCertificate Nickname] DERRMN, 144 R—2n (7T
r—a Y —/N\—T SSL #EATEIZT 5] OFIE 1 0av F+FToay
--certname C:ERLI-IBAZENAFE—HITEHELFHEELET,

6. RORY Y RIZIFIDTFzvI LET,

m SSL/TLS Enabled
m SSL3 Enabled
m TLS Enabled
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1.

m TLS Rollback Enabled
m SSL3/TLS Ciphers : rsa_rc4 128 md5 3L T resa_3des_sha

R—bERELFT, BEIE 443 TY,

O—IILN\y Y RAIZ, FRTIZHF—N—DT7IERERERTHITZIOYTE TLS %

BT E2RELAHYET,

m Netscape Navigator 6.0 Tix, TLS 38X SSL3 O HFICF = v 7 LET,

m Microsoft Internet Explorer 5.0 3 Z U 5.5 TiZ, TLS Rollback 4 7'+ = & fii A
l./\i—a’-‘o

m TLS Rollback Ti&, TLS {25 = v 7 L., SSL3 & LT SSL2 O i & shic L &
j—()

[Savel &2y LET,

. ZBID /LT TApp Server Instances] ##IRL T, FHT B2H—/\—D( VR4

VAEEIRLET ., RIZ, AEIO/SRJLT TApply Changes] #RIRLFET,
Y—N—Z2FLELTEHL. EEZFHICLET,

init.conf 77 A NANHENICEEIN T, EX 2V T 40 —DERIC -T2 &%
RLET, TRTCOMBEY— =2, TT7ANVEDOEX 2T —3T7 X ZPNHE
WIZEID Y ToHNET,

P—NR—TSSL #HEZT 5 &, D URL IZIE, http DD D IT https 2MFEH &
NET, SSL AN/ TWAEY—NR—D RF 2 A FTHDHZ %539 URL D
ERE, ko Ltkv T,

https://server-name.domain.dom:port-number

W Z2R L ET,

https://admin.sun.com:443

F X2V T —RESNTZT 7 4L b HTTP R— hE 5 (443) 2 HT 5%
HiE, URLIZAR— NESEZANTHLETH Y £HA,

FFMIX. [Sun ONE Application Server 7 % = U 7 FHE T A F] » [SSL &
TLS OA#b) OHiE#ZML T ZE, kO URL TRTEET,
http://docs.sun.com/source/816-6482/sgencryp.html#293273
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Sun ONE Directory Server5.2 M4 > X
F—ILE KUK

ZOHEITIEL, A— FE&M AT % 72912 Sun ONE Directory Server 5.2 & A > A h—/L
BLXOWNT 2 HECOWTHBALEY, 22 CHBET 32 FIEL, LI TWBIE
ICETTARLERHY £, SINnONE T 4 L7 R P —R—D A VA F—LBID
FEABEIZOWTIE, SINONE 7 4 L7 U H—N—D<w==2 7 LEZBL T
SV, ZOHONKFIEZ., KOLEEBY TY,

148 ~X—<® TSun ONE Directory Server 5.2 DA A h—)L |

149 ~*—’® [Sun ONE Directory Server 5.2 DH#%]

149 RXR—T D uuan:T H_R—2AEVERRT D |

152 =YD [F 4 Lo FUP—_—THEHATHR— F&BET 5 32 £y MR
152 =YD [F 4 v s FUP—_—THEHTHR— R&BET 5 (64 £ > MR
153 X—=V D [H—N"—DFEHAEDAKB LA VA h—1 )

154 X—T® [)— b CA FEHEOMHERIB LA X ]\_/VJ

156 X—v O [F 4 L7 b —s3—T SSL # i HAlREIZT 5 )

Sun ONE Directory Server 5.2 4 > X b—)L
ZOFETIE, TA4VZ NP —R—DY T hU =T Eavy NMInbA VA =L
LET,

V¥ Sun ONE Directory Server 5.2 %4 VX k—JLT 3

1. Sun ONE Directory Server 52 Y 7 bz 7% A—KLZET,

T4V MY —=R=DY 7 b7 =T%, RO URL OB AFTEET,
http://www.sun.com/

2. AR M=ILTao LY FYIZBBELET,

3. /1dsktune AV REETLT, HENRYFHRS VR F—ILERhTWBR I EEHE
ull., L/i?o

4. TALY MYY—N—VY I+ O T7ERBELET,
5 setup RV YT FEEFTLT, YVI+ITFTEAVRAL—ILLET,

F —setup AZ VT M TR, TXTONRY =V RA A M= ENDT2D, fHx
DNy =D VA D=V T LM EEH D FE A,
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A A b=/, Sun ONE 7 4 L7 | U H—/"— L EHHF — =3 HEAYICEE) S
NEJ,

FE}TTALY NI —N—Z2EBT DA
1. BHT4 LY FYICBBLET,

# cd /var/Sun/mps

2. start-admin AY Y KZETLET,

# ./start-admin

3. slapd-servername 74 L2 L IZHELET,

# cd slapd-servername

servername \Zi&, A VAKX AL ERELET,

4. start-slapd AY Y FZ#ETLET,

# ./start-slapd

Sun ONE Directory Server 5.2 DR

DIEDOFIETIZ, T4 L2 PP —R—=D A V AH AT DT — X _X— A D
VERk. T4 L7 R Y —_"—THT IR — FOBEE, L— b CAGFHAEOHER L A
VA R—=L, BIXOT 4 L7 FYY—R—TD SSL OFMMEEITVET,

HERALER X, W7 0 L7 P UB X Sun ONE 7« L7 b U Hr——DEFHH—
N=EFHL, BELTHLILERHY £,

V ZBET—E2R—RXEEHT S
ZOFNETIE, Sun Crypto Accelerator 4000 € = —/L&BIM L EF, 32 E v il
& 64 By MEROA A b=V FIHIZF CTY,

1L FALY FUH—R—0a VY —LERBLET.
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2. BT BATALY R —N—DA VREVRERBINLT, AM4vavy—ILoq >
KT lOpen) #&EIRLZET,

3. RREN=FH LD 1> KT, [lConsole] — lSecurity] — Manage
Certificates] Z:ERLFET,
ZOFETIE, T4 L7 MUY == L AZ AT DRIET — F =A% AE
}ﬁbij‘o

a. NRAT—FREFERLT2 2ORY YV RICAAL, TOKI #9J)v I LFET
(R 5-9 #&8),

b. TManage Certificates] #4 7 AT RV I ANRTEINDIDT, ChEFHALE
ED

Sun ONE Server Console |-

= latticewestsuncom — Sun ONE Directory Server — config ==
Eonsole Edit \Lﬂew ﬂelp

Sun™ ONE Directory Server

Tasks

~| Set Security Device Password

Start

Frivate kevs are stored on a security device, which is protected by a password.

The security device does not currertly have a password.

Stop gancel |

Mew Password: LEl

Rest: Itt**rrt‘r***

MewPassword (zgain):

Back I*****””**

Q It is recommended that the password be &t least eight characters in length
and contain one or more non-alphanurn eric characters,

Restc

Manz,

Log in to Directory Server as a new user

5-9 Sun ONE 7 « L7 b U % —s3—@ [Set Security Device Password] %A 7 1
TR 7 A

4. RRENhFE=FHLWLWD 2> KO T, T[Console] — lSecurity] — [Configure Security
Modules] #ERLFET,
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a. lnstally #2)vy 9 LET,

b. TEnter the PKCS#11 module driver filename] T> kYIZRD/INRAZAALE
E

/opt/SUNWconn/cryptov2/1lib/libvpkcsll.so

5. TEnter an identifying name for this module] T> FYIZEZBZAALET ., RIZH
ZRLES,

Sun Crypto Accelerator 4000

Sun ONE Server Console =]

=] swest.sun.com - Sun ONE Directory Server — config ==

Eonsole Ed'rt \iiew ﬂelp

Sun™ ONE Directory Server bl

Tasks

)| Start Directory Server

= Install Security Module

Stop Directo| erter the PHOS #11 module driver fiename:
I faptSUNWeonn/eryptafiblibpk cs11 .50

. The flename may either have the extension =0, di, or jar. It should reside
Restart Dire:
on the server flesystem.

Erter an idertifying narne for this module:

Back up Dire [ 5un Crypto sccelerator 1000

Restore Dire|

Manage Certificates

Log in to Directory Server as a new user

B 510 SunONE 7 o« L7 kU H— 3= lnstall Security Module] #1712 7Ry
7 A

6. TOKI 20 JvILZEY,
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VT7T4L7 )Y —N—TERTEIR—FZEHRTDH B2EY
b hiR)

ZOFIETIE, 32 By MROBR—FEY 2a—LEa~xy FMTr6BIMLET,
1. ROAXVFZAALT, BYBNRRERELETS,

# setenv LD LIBRARY PATH server-inst/lib:${LD LIBRARY PATH}

2. IR— F# secmod.db T—4R—X[ZEBMLET,
a. XRDT4 LY RYIZBBELET,

# cd server-inst/alias

b. modutil A—F 4 UTF14—ZHEALT., /4TS EEBMLET,

# server-inst/shared/bin/modutil -dbdir .

-nocertdb -add "Sun Crypto Acclerator

4000" -libfile /opt/SUNWconn/cryptov2/lib/libvpkcsll.so

VT4LY MIY—N—TERTDIR—FZEHET S (64 E
k hiz)

ZOFEETIE., 64 By MNEROR—REY a— L Eavy F{TH6EBEMLET,

1. 64 E v FR®D Netscape Security Services (NSS) A—F 4 T4 —%
http://www.mozilla.org MHEGFELET,

ftp://ftp.mozilla.org/pub/mozilla.org/security/nss/releases/NSS 3 3 2 RTM/SunO
S5.8_64_OPT.OBJ/

152

tar 771/ nss-3.3.2.tar.gz ZHRIFELET,
2. ROARVEFEANLT, BULNREZERELET,

- ZOHEITIE. server-inst 1T DONL— A A N—LF 4 L7 N EFEL.
nss64-inst 1L 64 £ MO NSS >V —% A A M=V LI iEEfELET,

# setenv LD LIBRARY PATH server-inst/1lib/64:${LD LIBRARY PATH}
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3. h—F% secmod.db T—AR—XI[ZEBMLET,

a. alias T4 LY FUIZBELET,

# cd server-inst/alias

b. 5473 ZEBMLET,

# nss64-inst/bin/modutil -dbdir . -nocertdb -add "Sun Crypto Acclerator 4000"
-libfile /opt/SUNWconn/cryptov2/lib/64/libvpkcsll.so

Y—N—DIAEDERE L VA VA b—IL

e 5-8 IR T RN ADEENEL > TWDHZ LA, 32 By MRS 64 B RO

PKCS#11 94 75V DA A F—LFEIZF U TT,

% 5-8 2y MEBEW64 By MROSZADZEFDEN

EHER 32Evk 64 Ev b

LD _LIBRARY PATH  server-inst/lib server-inst/1ib/64

NSS ¥V — )LD {E server-inst/shared/bin nss64-inst (NSS > —/V%& A >
A k=)L L)

#5912, ZOFIETHEHTD certutil a~ ROEKERLET,

*x 5-9 certutil OO
T B
token-name PKCS#11 F—7 > D4, R— Fa2ob Lz & ZIGBR LT — X T OLBITT,

subject-name

output-file
certfile
instname

nickname

T UHNVGEHEICEH S DAL, BEIT, KoBX TS NET,
CN=Fully-Qualified-Domain-Name , 0U=Organization-Unit , 0=Organization.
AHNT, MRS Z > TEDLIBERHY 7,

AL EBR O AL

ASCII #F 5L D FE F DAL

TAVLYT NP —=N—DA VAF A,

A=Y —PERLI, P—"—DiAEOT L N4

¥£5F SUNONEH—NR—YITLrII7DA VR M—ILELUVHER
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V $—N—0DREZERT S

1. ROTa LY FJIZREILET,

# cd server-inst/alias

2. AEABEERLFY,

# certutil -R -d . -h token-name -s "subject-name™ -a -o output-file [-g key-size] -P
slapd-instname-

3. output-file DFIBAEERZ., BIRL-ZARBITEEFELET,
base64 5 AL RDFEHEZ | certfile LW I LHFIDOT FA KT 7 A MIEZIALE
ﬁ—o

V H—N\—DiREFXFAN VR F—ILT B

1. Y—N—DFREEZAS VX F—ILLET,

# certutil -A -d . -h token-name -t "Pu,Pu,Pu" -P slapd-instname- -a -i certfile -n

nickname

JL— bk CASIRAZEDHERS I UVM VR =L

Sun ONE T/f L7k U Hr—R—Z iﬁ@nu nEéﬂTb\é '&/5:_[]0)/1/ Fﬁﬂ?ﬁ%?ﬁ
BAENSWL OEENTWET, ﬁ%#é#~ﬂ~®&%iﬂ%ﬁ®w~FCA@w
TN LS TRITEN TV AEAITL., ZOFIEITEAK L T EE N,

V 7_-\\’{ 1/7 l‘ U -U-_/§ :Eﬁnﬁkéné)b_ I‘ CA nEEﬂigﬁﬁum\

ERS

1. T4LY M) —N—@Qavy—ILo14 v E9hS, R—EDTa LY M) H—/n—
A VRAVRAEREET,

2. aAVY=NLo4 ROQOLEDA=—a2—T, [lConsole] — lSecurity] — Manage
Certificates] ZERLFT,

3. TManage Certificates] W4 > KD LEERIZH D TCACerts] 2 TERIRLFET,

Sun ONE 7« L7 R U —_"—=0DA A Z - X358k T 5 CAGEHED U A P23k
AINET, =M EZBBRLT, Detail) A2 %227 Uy 735, BRLE
CA GEWIE Oz MR TS £
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= Manage Certificates: slapd-emplovees

Security Device:

internal {software) - | Change Password... |

oA Gerts

C A cerificete are used for client and server authentication.

31—

Console  Edit Wi

Certificate Name | Expiration D ate:

Buittin Ohject Token:Ertrust.net Global Secure Personal CA&  Fri Feh 07 08:46:40 2020
Buittin Ohject Token:Ertrust.net Global Secure Server CA Tue Feb 04 09;50:00 2020
Buittin Ohject TokenE-Certify R& Mon Sep 27 09:35857 2004
Buittin Ohject TokenE-Certify & Tue Sep 25 09:45:29 2004
Buittin Ohject Token: Thawde Time Stamping CA Thu Dec 31 15:55:59 2020
Buittin Ohject Token:Verisign Time Stamping Authority G2 Sat Sep 25 16:59:59 2010
Buittin Ohject Token: 24dTrust Qualified Certificates Root Sat May 30 03:44:50 2020
Buittin Ohject Token: 2d4dTrust Public Services Root Sat May 30 03:41:50 2020
Buittin O hject Token: A3dTrust External Root Sat May 30 03:45:35 2020
Buittin Ohject Token:AddTrust Mon-Yalidsted Services Root Sat May 30 03:3535:31 2020
Buittin Ohject Token:USPS Production 1 Fri Aag 14 10:00:40 2020
Buittin Chject Token:USPS Root Fri &ug 14 12:00:00 2020
Buittin Ohject Token: TraderEngine C A Sat Jan 16 16:00:00 2035
Buittin Ohject Token:MailEngine < & Sat Jan 16 16:00:00 2035
Buittin Ohject Token:FortEngine C& Sat Jan 16 16:00:00 2035
Buittin Ohject Token:BankEngine A Sat Jan 16 16:00:00 2035
Buittin Chiject Token:CertEngine G4 Sat Jan 16 16:00:00 2035
Buittin Ohject Token:Xcert EZ Sat Jul 11 09:14:15 2009
Buittin Ohject Token:¥cert Root CA 1024 Fri Aug 1512:00:56 2025
Buittin Ohject Token:Xcert Roat G4 FriAug 15120317 2025
Buittin Ohject TokenbeTRUSTed Root CA Sun Jun 20 068:21:04 2010
Buittin Ohject Token:Visa International Glabal Root 5 Sun &ug 16 16:59:00 2020
Buittin Ohject Token:Visa International Glabal Root 4 Sun &Aug 16 16:59:00 2020
Buittin Ohject Token:Visa International Global Foot 3 Sat Aug 15 16:59:00 2020
Buittin S bject Token:Visa Internstional Global Root 2 Sat &g 15 16:59:00 2020 E

Detail Install... Edit Trust | Delete |

Close I Help |

5-11  SunONE 7 « L7 kU #—,3—@ [Manage Certificates] ¥ A 717Ky 7
A

V I)IL—k CASERAZEZA VR F—ILT D

WOFNEIZ, HEHO PKI 2 HitAEZESETAGAICORETLET, Liedio
T, VeriSign, Thawte, F72(X GTE ZfH¥ 25813, ZOFIHEZFET LRV TS
7230, FERUA—IZL o TRITSNZEHAEIZ,. Sun ONE OF 7 4V k0783
CA VA RMIA VA=V EINTHWRWHE CABHDLGIE. ZOFIERNLET
R
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1. alias T4 LY FYIZBHLET,

# cd server-inst/alias

2. L— b CAGERREZA VR b—ILLET,

F-EEBO CAREIEEL A VA M—ATH5EF, nICRRLHEEAHRELET, n
R CEAEET S L. AEAEIHAEIC EFEX SN ET, ca-cert &, CA FEHFHE
D54 D CommonName K EEHRDNRICE S H 2 TIIZE W,
CommonName D% (%, SubjectName T CN= #5735 LS TXE7,

# certutil -A -d . -P slapd-instname- -n "CA-Cert™ -t "CT,CT,CT" -a -i path-to-ca-cert

V T4L9 b)Y —/\—T SSL ZEHAEEICT S
1. T4LI b)Y —N—DaVY—LEFEREBLTHEWNGEF, EBLET,

# ./ed server-root
# ./startconsole

2. 240V —=I o4 RIDERDIRRVICHEZR—RDT 4 LY b H—/R—A
DARBVRETTLI VI LT, T4LI MIY—N—A VREVREREFT,

3. A4 vavy—ILo4 2 Fo® [Directory] #7%9VvHo LET,

4. TDirectory] # FOERID/IFILIZH S cn=config T2 k) ZFLVT, RD/XF A
AEEBELET (A 512 #5H])

a. nsslapd-security [Zon Z/ELET,

b. nsslapd-secureport [Z@EYHR— b (T7 4/ MK 636) ZHELET,
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c. TOKI 22U voLEY,

[=]

dn: chn=config

[a]
neslapd-rewrite-ricl 274 I aft ]
Show Atribute Mames
nsslapd-rootdn I cn=Directary Manager =
) Show Attribute D escrigtion
nEslapd-rootpn I'\Nt.lhsr5k901 MRy dL wa ek ==
Show anly Aftributes with values
nsslapd-rootpwstoragescheme I SSHA ¥
[¥] ShowDN
nsslapd-schema-repl-useronly I off
Refresh |
nsslapd-schemacheck I an SETES
neslapd-schemareplace I replication-only ~Edit
nsslapd-securelistenhost I Add Walue |
nsslapd-secureport I 636 Delete Value |
nsslapd-security I an Add Aftribute |
nsslapd-sizelimit iQDDD Dgleie Atribute |
nsslapd-support-ldapy2 I on
Marming Attribute: cn Change... |
neslapd-svrtah I =
nsslapd-threadnurm ber I 30
nisslapd-timelimit | 3600
neslapd-versionstring I Sun-OME-Directoryta.2
numsubordinates |11
top
Ohject class | extensibleCbject
nsslapdConfig
subschemasubertry | cn=schema

EK| Cancel |

ﬂelp |

X 5-12 Sun ONE 7 4 L7 b U % —/3—D cn=config ORERZ A T a s Ry 7 A

5. A4 2a =L o4 Y FODERD/SARILIZH S cn=encryption, cn=config
IVR)ZERAVT, RONFAFZEELET (B 513 258),

a.nsssl3 [Con ZHRELET .
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b. TAdd Attribute] R4 > Z2FHL T, {EIC alias/slapd-instname-certs.db %
IEFE L71- nsCertFile ZBMLET,

c. TAdd Attribute) "% > &ERAL T, fEIC alias/slapd-instname-key3.db &
$8%E L 1= nsKeyFile #BMLFET,

|

crestetimestamp I 20031112232635Z

creatorsname I ch=gerver cn=pluging cn=config () Show Atribute MNames

Bl Fimie Iencryption @) Show Attribute D escription

hassubordinates  |FALSE v| Showonly Atributes with Yalues
v

modifiersname Icn=ser\rer,cn=plugins,cn=conﬁg ] ShowDH
modifytimestamp IQDDS'I 1122326357 R_efresh |
nscertfle Ialias.fslapd-employees-cert&db Edit
nskeyfle Ialias.fslapd-employees-k ey3db - |
nessl2 I off
Delete Value |
13
nsssld |on Add Attribiute |
negslclientauth |

Delete Atribute

nssslserveralth

Icert

Maming Aftribute: cn Change... |

nssslsessiontim eout ID

nELnigueid I aredd4783-136711d8-80000000-00

numsubordinates ID

4 .4

dn: ch=encryption cn=config

EK| Eancel | ﬂelp |

X 5-13 SunONE 7 4 L' 7 kU %—,3—0 cn=encryption,cn=config D& A 7 1
TRy 7 A

d TOKI 22 UvoLEY,

6. T—AR—X M cn=encryption,cn=config O FIZHLWLI YV M) ZEEKRLZE
To

a. 24 KRIOTHEET7A/avE Ry oL, A =Za—Nmh5 New] —
[Other] #:E#EIRLET,

b. nsEncryptionModule &R L ET,
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c. TFull namel] EBHENDfEZ. Newl m i RSA (Remote Security Access)] 2%

BELFT (M 5-14 25H).

Full name IRSA | Ve

nesslactivation Ion ) Showe attribute Names

nssslpersonalityss! IServer-Cert

) Show Attribute D escrigtion

nesshtoken ISCMDDD-Keysmre

top
Ohject class

nEencryptionmm odule

dn: cn=R 54 cn=encryption chn=config

[w] Showonly stributes wih values

Drelete Atribute

[v] ShowDN
~Edit
Add Value |
Delete Yalue |
Add Attributs |

Maming Aftribute: cn Change... |

EK| Cancel |

ﬂelp

N

5-14 Sun ONE 7 4 L2 kU % —,3—® nsEncryption €V a— /DX A T7a s

Ry 7 A

d. TAdd Attribute] "2 U &#FEHAL T, ROBHEEHFEMLET,

nsssltoken
nssslpersonalityssl
nssslactivation

token-name
nickname
on

e. TOKI £#9UvoLFET,

E£5EF SUNONEH—NR—YITrII7DA VA —ILEL VR

159



160

Sun ONE Messaging Server 5.2 DA >
A b—=ILEIVER

ZOHEITIE, A— FEMHF %7292 Sun ONE Messaging Server 5.2 %1 A h—
VB LUK T D HFIEIZOWTEH LET, 22T+ 5 FRIHIX, LI Tnd
NEIZSATT DM ERH Y £F, SunONE A vE—T 7 — =D A A h—LE
O FIEICOWTIE, SunONE X vt =20 7 —nN—D~v=a 7 V2B R L
TSN, ZOHIOARIE, kDO EEBY TT,

160 ~—<"® [Sun ONE Messaging Server 52 DA A h—/ ]

161 ~~—’® [Sun ONE Messaging Server 5.2 DAL

161 X—2 D [FRIAET —F X— A ZAERT 25

162 =YD [ A y—=V 7P = =TT LR — FEREKT 5
162 =2 O [H—"—DFEAEE ERT 5 |

167 <=V D [H—="—DFAEEL A A =T 5]

171 X=YD [ Xyt =T 74 ——T SSL ZE I T %

Sun ONE Messaging Server 5.2 D4 VX F—)L

ZOFIETIEX, Sun ONE Messaging Server 5.2 # a2~ F{TMbHA A h—/L L&
\j—‘o

Sun ONE Messaging Server 5.2 %4 X +F—ILT %

. Sun ONE Messaging Server 52 Y 7 bz 7%4 5 A—KLET,

A=V T ==Y 7 Ny =zTIE, RO URL 2O AFTEET,
http://www.sun.com/

CAVAR=LTALY RIICBELT, AytE—P T —N—VYIT I TERE

LEI.

.setup RV YT +EFRALT, AvtE—Co 9 —N"—YIT I T7EA VA —

IWLEY,

a. FAV T ERRFEINIEZE, A VR M—=LISREAALZET,

b. 7OV T rARFREINZH, A VA —LT BV R—FRU L EAALET,
C. ./setup ARV KRERFTLT, IVvR—RUFESA VA= LET,
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Sun ONE Messaging Server 5.2 M#&RX

PO FIETIZ, A vB— 0 T —R—D AV AZ AT DRIET —F _N— %
DIERE, A=V Y —=N_"—=THEHTEHR— ROBRE, — " —OFEHED L
LA VA=, BLIOAvE®—D 0 I —R—TD SSL ODFEEZITWVE T,

HERALPR X, W7« L7 P VB XD Sun ONE £ v & —2 0 7 ¥ — " —DEH
= N=NEEH L, BELTHLILERHY £,

REET—FR—REEHT B

A=Y —N—0ary—LERBELET,
.SUNONE Ay t—L o8 —N—DA v REVREBEET,

5-15 [ZR T A= a—NERSNET,

.
Conscle =]

]
|

Messaging Server — Console =]

Consale

Tasks | configuration

Edit

Miew Help

Start/Stop services

View IMAP service logs

View POP service logs

View HTTP service logs

View administration logs

View default logs

Certificate Setup Wizard

K 515 SunONE A vt —Y 7P —NR—DAAf v ar/—LT 1 Ky
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3. TConsole] — [Certificate Setup Wizard] Z&IRLET,
[Certificate Setup Wizard] &R ET,

a. TNextl 22 vyJLET,

b. Tinternal (software)] F—2 U ZFEIRLFT,

c. Do not install a certificate] Z:ZERL T. Nexts 20Uy I LZEY,
Next] 20w o LET,

e. AERT —BR—ZAD/INRAT—FZERELT, Next] 09Uy LFES,
Donel 22U v I LET,

V AyE—So 59 —N—THRTIHR—KE&ZHT S
1. ROT ALY FIICBBLET,

o

—h

# cd server-root/shared/bin

2. LD_LIBRARY PATH ZHMNELSRESN TS L ZMHRLET,

# setenv LD LIBRARY PATH server-root/lib:${LD LIBRARY PATH}

3. R—FEYDa1—I)L% secmod.db T—ER—XI[ZEBMLFET,

# ./modutil -dbdir ../../admin-serv/config \
-nocertdb \

-add "Sun Crypto Accelerator 4000" \

-libfile "/opt/SUNWconn/cryptov2/lib/libvpkcsll.so"

V $—N—0DEREZERT S

1. Ave—SoF9—n"—nary—iLh i, [Certificate Setup Wizard] #BULNTEE
BAEZEZERLZEJ, [Console] -> Certificate Setup Wizard] ZZEIRLZET,

a. INext] 22 Uvo LZET,

b. #%1%£7F 9 % Sun Crypto Accelerator 4000 O k—% Vv &—8T % b—5 U %:&R
LE9 (H 5-16 =35 H),
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o, " iPlanet' Mes{E

Start/Stop internal (software) B4

internal (software)
View IMAF SUMW acceleratia only

re

View POP

View HTTI

View admi

View defal

Certificate

I

516 Sun ONE # vy & —> 7% —s3—D [Certificate Setup Wizard| ¢ [Token
Selection] ¥ A 7R 7Ry 7 A

c. [ls the certificate already requested and ready to install?] IZ TNoJ &Z&X T,
Next] 22 v9 L%ET,

d. TNext] 2 voLFET,
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e. [New Certificate] Z3ERL . GIBAZERZZEERICEETHHE (BF A —ILF
TzIX HTTPS) #:#IRL T (K 5-17). TNextl] U Uvo LET,

Console

—-| Messaging Server — Consale

Certificate Setup Wizard

T Generating a Certificate Request - Step 1

1. |5 this a request for & new server certificate or to renew an

StarhfStop eFisting server cerificate?
i+ Mew Cerificate

" Certificate Renewal

View IMAF

+ How do you wish to submit this certificate request to the
cerification authority (Ca)7

View POP

= To Ca's email address: | ca-email- addr@domain.com

 To Ca’s URL: |

Click here to see a list of certification T |
authorities:

View HTTI

View admi

View defal

Click "Mext"to continue

Cerﬁﬁcate_ <Back | Mexts I Cancel

5-17  Sun ONE % vtE—Y 7% —3—@ [Certificate Setup Wizard| DFEH]FEHZE
KEATRTRY I A

f. R5-10 [CRIERBIBEHR T « —IL FIZEDLEHREZAAL, Next] #9Yvs
LET,

& 5-10  EORHFMHHT 4 —LF

T4—ILF SR

Requestor Name SEBHE O BER A OE &S

Telephone Number FFBAE O ESRE O

Common Name T TANTD Web 4 bDORAA
Email Address AIEIA 5 D SR % S
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£ 510  FEREHWT ¢ — VR ()

J4—ILK E5BA

Organization e yawa

Organizational Unit  ({£3) £2tkoEM

Locality (EE) T
State (1) Ak o> FITE H O AR 1 T I D 1E 4 R
Country 2 3CFO 18O HBIFE S (7= & 21X, KEOHAIL US)

g EEIC, BEAT—FR—XDERFICERALEZNART—RFOANEERT H A v
T—UMRRTEINET, CONRNRT—FORKDYIZ, F—X 721 —HF—0ND/X
7 — F (username:password) Z# AL T, INext] #9)v o LET,

username:password DFEAMIL, £ 5-1 ZBR LTI 7EI 0y,
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h. FlE e THTTPS &R L1=15EX. I TICERII CAICEESATWET, F
IE e TEFA—ILEERL-BAEX. Copy to Clipboardl 242 v LTH
5. Next] 29 Uvo LET (K 5-18),

~i Console E I

~| Messaging Server — Consale
Console Edit Miew Help

=] Certificate Setup wizard

Tasks | canfiguration [ Generating a Certificate Request — Step 4

If you're using Uni<, your request has been emailed automatically
S-taﬁ-fStop to the CaA for you. After you receive the cedificate from the CA,
run this wizard again. To exit the wizard now, click Cancel.
If you're using Windows NT, you need to manually email this

; reguest to the CA. There are twa methods for daing this. Click
View IMAF Help for detailed information.

View POP

View HTTI

View admi

| Copyto Clipboard

View defal

Click "Mext"ta continue

Cancel

Certificate_ <Back | Mexts

518  Sun ONE % vtk — 7% — =@ [Certificate Setup Wizard| DL FE%
BEATuT Ry 7 A

i. INextt #2)v 9 LET,

E - GEAEFEAER L2b L. [Certificate Setup Wizard] Z i) THEM LT, F17
SN 7-FEEE % Sun Crypto Accelerator 4000 ¥ — A F 7IZA Y A F—/LT&E £ T,
R ENTREAEE A A b=/ T 5Hi0T [Certificate Setup Wizard | & #& T L7245
&%, [Certificate Setup Wizard] ZfFEE)I L T, FIL L7z & ZANLEELZ T
TET,
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V —N—0DiAEZM VX =T B

1. Y—N—DIREZERT S FIEDES T [Certificate Setup Wizard] ##7T L1=5
&l1%. TlConsole] -> lCertificate Setup Wizard] #&EIRL T« ¥— FEBEEH
L. RYIOEET INext] 221 vyo LET,

2. SIBAZ %A » X b—JLF % Sun Crypto Accelerator 4000 ® k—% > & —8 3 % b—
D UEBERLET,

CDOM=2 03, EREAERLTCLEELRILU =2 THOLMLENRDH Y 7,

3. Y—N—DIAEZA VA =T HEBFBHATETVSINESIHMDERIC MNYes] &
ZZT. INexty #0)vHoLET,

4. TNext] #2U v LET,
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5 FEBAZEDA R b—JL%IZ TThis Server] Z#ERL., D F—FIZk>TREESHh
TWEWEEIEF—R 7 D/RNRT— K (username:password) Z AF LT, [Nextl
)y I LET (B 519 25H),

e, :
f. iPlanet"Mesy™=

Start/Stop

View IMAF

View POP

View HTTI

View admi

View defal

Certificate

——

B 5-19  Sun ONE % v &—Y 7 — —@ [Certificate Setup Wizard] D/SA T —
REALT TRy 7 A

F - EAEOT 7 4V kD4 Server-Cert TY,
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6. base64 FFEILBKXDIEHEEEZ Y v TAR—FIZaE—LT. [The certificate is
located in the following text field] M T RILDFFWVNFzTHFRX FRY I RITR—X kL
9 (K 5-20 #5MH),

|=] Conhsole lE

=| Messaging Server — Console ==
cansole Edit Miew Help

=| Certificate Setup Wizard

T Install the Server Certificate — Step 2

(" The certificate is located in this file:

& The certificate is located in the following textfield,

Start/Stop

View IMAF

(Faste the server certificate, including BEGIM and EMD headers,
into this text field.)

View POP BEGIN CERTIFICATE =
MICATCCAaEAMBAGICESkwD QY. JKnZIhveHAGEEB G AWN
MAwwCyYDY QAL EwHDUECKFTATENYEAMTDF RIcEGglm
View HTTI| | [ MTISHTNaFwiwhja M Tt TISNTHAMHERCE AJBgNYEAY T
QLIRKSSTKIBMRIWEAY DY BOHEWITY W4 gRGIIZ 28-DD A KB
A1 UECAMDG BHMROwGwY DY QG DEARs ¥ XROaWHNILNdIc 30

View admi hki GdwilE &4 G EF AAOR]gAwyYoCyYEAd glviByc] 30BAKPCI0]T
Kl | ,

| Paste frorm Cliphoard I

View defal

Click "Mext" to continue

Cer‘tificate_ <pack | Next>

520 Sun ONE % vtE— v 7% —,3—0 [Certificate Setup Wizard| DFEFAEA
NEAT TRy 7 A

a. TAdd] €2 vy LTiIAEZEBMLET,

b. TDonel 2 ')y LET,

7. L— b CARIAZZEBMLET (A vtE—S T —N—MNF TIZEIELTWSIL—
FEREIRDIBRAETIELZLMES),

ZOFNEIZIX,  [Certificate Setup Wizard | Zf#H L £,

a AyEg—YvHY—n—nary—)Lh5, [lConsolel — [Certificate Setup
Wizard] Z:&IRLET,

b. Nextl] 22Uy o LET,
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c. b—% Iz Tinternal (software)] %R L T lls the certificate already requested
and ready to install?] T lYes] #2 'Yy L. INext1 #29JvYL%ET,

Next] 2y LET,
e. [Trusted Certificate Authority] Z#ZERLT. [Next] #2Uv I LFET,

base64 FEILHRXD CAFBAZEE Y ) vy TR—KIZaE—LT. [The
certificate is located in the following text field] @ T NJLDFFWNF=TFRX Ry S
A[ZR—Z ML, TNext] #9)vH LET,

g. TAddl 29Uy Y LTHBHAEZEMLET (K 5-21),

o

bl

;
Console =

= Messaging Server — Console

Consale Edit Miew Help

= Certificate Setup Wizard

T Install the Server Certificate — Step 2

Certificate name:

Starhls-top This Certificate belongs to: This Certificate was issued by:
wwest sun.com Test Root CA

CPG CPG

View IMAF| | [ S

San Diego, CALIFORMIA, Us

View POP

Serial Mumber:

03:29

View HTTI Certificate Fingerprint:

D3:94:53:BCEF:CD:29:4C:E2: 7A:FASE:0D:65:A9:64

. . This certificate is valid from Tue Mow 18, 2003 to Sat Feb 18,
View admi | | zooe

View defal

Click "add” to add this cerificate.

Certificate_ <Eack | e I Cancel

5-21 Sun ONE # v &— > 7% —s3—0 [Certificate Setup Wizard] D/3A T —
REALT TRy 7 A

h. TDonel] 9 Uvo LE9,
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V Ayte— 589 —/N—T SSL ZEATEEIZT S

1.

sudY Y REFEALT, AvE—PUoIY—N—OFRTAICERL-I—Y -4
U%Ed,
D=V —HEENTEAIE. server-root /msg-instname/config/msg.conf 7 7

A /LT local.serveruid 7 B/ T 4 — &K T H L, 2a—F -4 LR TEE
\j’-‘o

# cd server-root/msg-instname
# su username

configutil W—)LEFERAL T, Ay E—Io 5 —N\—D SSLINSAREFHRFEL
E3 I
# 5-11 {2, configutil Y — /W TCHEHTLIEROEREZ R LET,

= 5-11 configutil &%

keystorename FIE 1 THEALEZF—2 T4
certname EAT25EAEOZ LY KU 4, T 7 4/V Mid Server-Cert T,
portnumber POP3 over SSL % EAT3 5K — hEH, #HIL, 995 TY,
# ./configutil -o nsserversecurity -v on
# ./configutil -o encryption.rsa.nssslactivation -v on
# ./configutil -o encryption.rsa.nsssltoken -v keystorename
# ./configutil -o encryption.rsa.nssslpersonalityssl -v certname
# ./configutil -1 -o service.pop.enablesslport -v yes
# ./configutil -1 -o service.pop.sslport -v portnumber

LAY E—=UU Y —N—Da VY —I)LT, SUNONE A v t—D U5 —N—( VR

BUADERIZERAT S aY—ILY 12 Fod [Configuration] #7521 vo L
*9, [Messaging Server] -> [Services] -> TIMAP] DIEIZFER L., [System]
RIT&ED Vv LET,

. BIRD™Y 4« >~ K9 T, [Use separate port for IMAP over SSL| DiRk— B EEHRTE

LEF. TIAILFTE, ZOR—FFT 993 TY,
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5, Awt—V U5 —IN\—A U RHB U ADM sslpassword.conf T 7 A ILEERLE
¥o

# cd server-root/msg-instname/config
# vi sslpassword.conf

Internal (Software) token:netscape! DiT% . tokenname:username:password
\ZiE X ET, tokenname (21X, ¥ — A MTAEEELET, T O tokenname 1%,
FNE 1 CTHEAAERT D7DITRIR L7z =2 D4 RITTT . username:password 1%,
ZD =2 ERRET HI2OIMEM U E S, username:password OFEANIL, % 5-1 %
ZRLTIEEN,

6. sslpassword.conf 77 A ILDMAER LUV TV ERIEXEELET,

sslpassword.conf 7 7 A MIITERM OFGEIHEH SN 32T — RIERP & F
nNCTnsied, 57— %/%%ﬁﬁél P—NZDT7 7 A NVEFALT, £D1—
P—DHN DT 7 A NERHIMD I EDTEDLEIICRKETHHLERNH Y £,

# cd server-root/msg-instname/config
# chown msg-user sslpassword.conf
# chmod 0400 sslpassword.conf

7. A%y FIhbY—N—ZBEBLES,

# cd server-root
# msg-instname/start-msg

Sun ONE Portal Server6.2 D14 > X
f—ILE K UVHER

ZOHEITIE, A— FZ&EHT 572D Sun ONE Portal Server 6.2 %1 > A h—/L B
FUORER T 5 FIEICOWTHH LES, 22Tl 5FIEIL, SN TWAIEIC
FITTH5MERHY F9, Sun ONE R—HZ LY —R_—D A U A h—L B I OMEH
EIZHOWTIE, Sun ONE R—HZ LY —R—D~v=a2T7 V2SR LT EE, 20
HONEIT, KOLEBY TT,

173 _X—® [Sun ONE Portal Server 6.2 DA > A k—/L]

174 ~X—® [Sun ONE Portal Server 6.2 D1k |

174 X—=T D [R—=Z NP —_—THEHT LR — FEHEHT D
18 =YD [H—N—DFEHELEKT D )
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120 X—=V D [H—R_"—DFEHEEZ A VA F—LT 5|

176 X—T D [HR—ZNH—_R— 58S 5 — F CA FEFAEZ R T 5
176 X—T® [)b— k CAFEZEZ A VA h—LT %]

177 =2 D [ R—Z LY —/R—T SSL Z i HFREIZ T 5 |

Sun ONE Portal Server 6.2 {Z1%. Sun ONE Web Server 6.0 W& FNTWET, H—
SN —N—Z A A b =)L JORER T 2 HIZ. Sun ONE Web #h—/ 83— 7 |
TxT A AN VBIOEKTAILERH Y £7 (124 ~X— D [Sun ONE Web
Server 6.0 DA A h—/LB LUK 25M]H),

F - R—F Y — =L AT 572512 Sun ONE Web —"—% 4 2 F—/L B
FORERT 2B, A A F—/L/RR|T /opt/SUNWam/servers ZEH L TL 72
éb\o

Sun ONE Portal Server 6.2 D4 > X F—JL

Z Z Tl¥. Sun ONE Portal Server 6.2 & 2~ > K{T) 6 A A b — L FHEIZ DWW TR
E)q L/iﬁ—o

Sun ONE Portal Server 6.2 14 A —ILT 5

. Sun ONE Portal Server 6.2 Y7 bz 7%4 90— FKLET,

R=Z NP —=R_R=DY 7 b7 =T, RO URL "HAFTEET,
http://www.sun.com/

CAVAR=ILTALY RVICBELT, R—F LY —N—Y I Oz T7E#HEELE
j-o

. setup RV Y T rEFRALT, R—EILY—N—Y I+ IT7EZA VR =ILLE
ERS

a. 7OV T ERRFTENFH, 1 VA M—ILISREAALET,
b. 7AVT rRRFREINIE=L, A VA M—ILFTBavR—RU FEANLET,
C. ./setup ARV KREEITLT, aviR—RUEFA VAR =ILLET,

FE - RAET — A RN—RF A A P ARICHBIBICER S L E T
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Sun ONE Portal Server 6.2 D&

DB FIETIL, R—& L —,3—0D Secure Remote Access (SRA) 7 — k7 = A D
Rk, R—=Z NP —_R—THHT DR — ROBEE, F— "—DOFfFAEDLER E A A
F— BEOR—=F VY —"—TD SSL OFIMEEITVET,

COTFNEEED DEIZ, SRABA VA= LEINTNDHILEE, F—F Tz H—
N—DFEHE (ACBABEELIX CARBITLIEZDD) DA A R— LI TWNH D
EERMER LT IEE W, MEELEF X, Sun ONE R— & L — R —DFHEH— 3 —
NEBL, BEL W AXERHY £,

V R=B VY —N—TERTIR—-FEEET D

1. vcaadm A—T a4 Y T4 —%#FEALT. R—FOFLWLWI—YF—TFThHU > FEERKL
FT (B9 R—TVD Tvcaadm A—TFT 1 U T4 —DEAI #S5R),

vcaadm{vca0@localhost, sec-officer}> create user
New user name: username

Enter new user password:

Confirm password:

User crypta created successfully.

2. Sun Crypto Accelerator 4000 EL 2 —ILEHRAHAHFET,
LD LIBRARY PATH ZAMNKD/NZAZEL TWDELENRH Y 7,

/usr/lib/mps/secv2/

a. BEVA—IWNERAAHET,

# /usr/bin/mps/modutil -dbdir /etc/opt/SUNWps/cert/default -add "Sun Crypto
Accelerator 4000" -libfile /opt/SUNWconn/cryptov2/lib/libvpkcsll.so

b. COEDA—ILNGEARAENTWNS I LEERLET,

# /usr/bin/mps/modutil -list -dbdir /etc/opt/SUNWps/cert/default -nocertdb
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H—N—DIHEDERBLUVAI VR M—JL

ZOFNEAFEITT S & X, LD LIBRARY PATH BREAEKNKDRNAZIFELTND
VERH Y E5,

/usr/lib/mps/secvl/

F5912, ZOFIETHEHAT D certutil a~ 2 ROEEERLET,

* 5-12 certutil O DG

T 588
token-name PKCS#11 h—7 > D4 L, A— REPEHE L7 & ZITEBR L% — A N T OA4RITT,
subject-name T UHNGERFEICER S 4L, BEIL, Ko THsmINET,

CN=Fully-Qualified-Domain-Name , 0U=Organization-Unit , 0=Organization.
AETNE, MR L > TEDLZHARH Y £,

output-file SERHEE SR O E

certfile ASCII FF 5L A D REW] F DAL

instname A= NP —R—=D A AK AL

nickname S PRI L2, V= R—DFEHEOT L U 4

V H—N—DFREZERT D
1. ROT 4 LY FUISBBLET,

# cd /etc/opt/SUNWps/cert/default

2. AERAZEERLFT,

# /usr/bin/mps/bin/certutil -R -d . -h token-name -s "subject-name" -a -o output-file
[-g key-sizel

3. output-file DFEAEERE. BRLEBIABICEELET,
base64 FF AL DOGEAEE | certfile E\WVIARIDT ¥ A N7 7 A T EZIARFE
—a’-‘o
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V 5—N—DRAEZAI VA +—ILT D
1. $—R—OHEBEES VX F—LLET,

# /usr/bin/mps/certutil -A -d . -h token-name -t "Pu,Pu,Pu" -a -i certfile -n nickname

IL— ~ CAGIBAEDHERE L UVA VX b—L
Sun ONE 7R— A )LP—3—|Z \ iﬁ@nu nﬁéﬂfb\é L&/‘I‘:‘ﬂ@ﬂ/ F%@?LT:)%?LT:EH%

7ﬁ>b\< oOhEENTWET, ﬁﬂﬂﬂ“éﬁ~/\~®uiﬁﬂi7ﬁ>ﬂjﬁu®w~ r CA DWW
DL TRITEN TV AL, ZOFIEITEKE L T EE,

V R—F )Y —N—[ZBHINDI—F CARAEZHERT S
o RMIAXVREAALETS.

# /usr/bin/mps/certutil -L -d /etc/opt/SUNWps/cert/default

V L—bF CAREAZEZA VA F—ILT D

WROFNET, FHO PKI 2 HiEAEZ RIS T 25 8ICOHRETLES, Lo
C. VeriSign, Thawte F72IT GTE 2+ 25613, ZOFHLZET LAV T
EEV, FENH—IT Ko THAIT S NIZFEHFIC Sun ONE 07 7 /b ~ DFEF
CAUx%t%VX%wwéhfw&m¢ﬁCA#%éﬁA . ZOFIEDBLEET
R

1. BEAEDT—ER—RADT14 LY FUIZBELES,

# cd /etc/opt/SUNWps/cert/default

2. L— bk CAGEAEZEAM VA P—ILLET,

O CAHFHEL A VA F—AT 5B, -nlCR LA ELET, -
W U AR T 5 & . SEI B IC LT X SAUET, CA-Cert % CA FEMIH
DRGFEA O CommonName HERLEFR DNAEICE S 2 T2 S0,
CommonName D% (%, SubjectName T CN= #5735 LW TXE7,

# /usr/bin/mps/certutil -A -d . -n "CA-Cert" -t "CT,CT,CT" -a -i path-to-ca-cert
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R—A LY —/\—T SSL ZEAAREIZT S

. /etc/opt/SUNWps/cert/default/.nickname 2 7 A ILZERLET,

# vi /etc/opt/SUNWps/cert/default/.nickname

77 AR, EAXFEANTICROITET 23D ET,

keystore-name : server-cert

EE0EERELEERLET,

7£ — Sun Crypto Accelerator 4000 /~— R =7 C DES 3 L (' 3DES 7 /L2 U R A%
EH LT 5I1Z1E. /etc/opt/SUNWconn/cryptov2/sslreg 7 7 A VW B{FAET D &
ERH Y ET, FEMIE, 109 X—T 0 [V 7 RSk H alReds L OMEH AR Al o b))
DEZ] 2L TIESN,

AR — RiZ RSA BI%k% &t LE 23, DES 3 L8 3DES K50 & b D 7 % AR —
FLET, INHDOEZONTNANEFENZTDHITIE, KOLHIIZANLET,

Gateway >> Security >> Enable SSL Cipher Selection: >> SSL3
Ciphers: >>

SSL3_RSA WITH 3DES_EDE_CBC _SHA or
SSL3_RSA_WITH DES CBC_SHA

. /etc/opt/SUNWps/platform.conf . gateway-profile-name ZERB LT, R— FZ{F
BaEElc LET,

gateway.enable.accelerator=true

CIRRIIaL—4hn. YU EBEFLETS.

# InstallDir/SUNWps/bin/gateway -n gateway-profile-name start

F=brUxzAlE, ¥F=RATORRAT—=ROANERDLTr T NaRKRLET,
sra-keystore:username:password DD /XA T — RET L PIN Z A LT EE N,
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G

10

Apache Web Y—/I\—Y 2D+ 7
DA VAR F—=ILEIUHERK

ZDFETIE, Apache Web ¥ —/N—THR—FEEHT L7200 A A b —/Ld LU

EIFEICOVWTHHLEYS, Z0®EIEL, KOS CTHRSNET,

m 180 ~X—® [Apache Web #—/3— 1.3x Ok

m 186 X— @ [Apache Web #—/3— 2.x OHEELIS K UL

m 190 R—T D [HEBREO2—F—D#/EZ 72§72 D, Apache Web #—/3—
DRE

m 191 X—® [Sun Crypto Accelerator 4000 ¥ 7 NV =7 4 A V' A h—/L Lizd &
C. Sun Crypto Accelerator 1000 % Apache &7 2% K 5 M3 5 Fiik)

KIZ, Apache Web ¥ —/"—THR— N2l 57-DICBERY 7 by =T 2R LE

o

m Apache Web #—/3— 1.3.26 LI%, Sun Crypto Accelerator 4000 ¥ 7 b7 = 7T
I, =T 21326 BMfFELET,

m Solaris 8 /X F 109234-09, http://sunsolve.sun.com LY AFTTEE
ﬁ—o

m Solaris 9 DN F 113146-02, http://sunsolve.sun.com LY AFTEE
7T

m SUNWkcl2a /3> 7 —¥, Sun Crypto Accelerator 4000 ¥ 7 7 = T ITE AL TV
i‘j‘o

SUNWkcl2a /Ny 77—V ZIBINT 5 &, ¥ AT LT Apache Web #—/—F LT
mod_ssl 1.3.26 2MER S IVE T,

7E — Apache Web ¥ —/3N—[%, 106 ~— 0 & LOHGE CTHHTHF—2 K
TELFE=F=TH Y FOMREZEMN L EE A,

J¥E — Apache Web #—/3—% | Sun Crypto Accelerator 1000 " — K & Sun Crypto
Accelerator 4000 7R — FZ [mIFFHZAEA 2 & 5 ISR L 72T 728V, Apache
P N=RIELSBIEL 22 <D £,
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7 — Apache V7 U =7 OV 7 B SALBEREIE, T 7 40 R CRERTREIC 2> Tk
V. HHARFICT 22 EILTEEYA,

180

Apache Web H—/3— 1.3x D&

ZOHITIE, apsslcfg AZ VT FEFEH LT, A— FE2EHT 572012 Web ¥—
NN ERT 2RI ONWTHHALE T, £/, 20T, ——DiEHAEDIE
BB LA A P =V HERIZOWTHHEALET,

v Apache Web H—/\—%#EmKT 5

1. httpd BEIT 7 A LEZEFLERLTOEWNEEIF. ChEERLET,

Solaris > A7 A Cl, 7. /etc/apache T4 L7 hUNIZ
httpd.conf-example 7 7 A AR HVET, ZOT77ANET T L—hEL, &K
DL a—LTHEHATEET,

# cp /etc/apache/httpd.conf-example /etc/apache/httpd.conf

2. httpd.conf 774 )LD ServerName DN %, FHIT IV —N—LTEZTHAF
el

3. apsslcfg ZEEILE T,

# /opt/SUNWconn/cryptov2/bin/apsslcfg

4. 1 %5ERLT. Apache Web 4 —/3—T SSL #FRHTEH&LSIZHELET,
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F-ZoOFETIE, ZoFer T N TAHT a1 EFBERTAIEEHEELTHE
T, A7 a2 BBBIRT A1, 98 X—T? lapsslcfg A7 U7 hOfEH |
R TLLTEEN,

Sun Crypto Accelerator Apache Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for Apache.

Please select what you wish to do:

1. Configure Apache for SSL
2. Work with Apache keys

Your selection (0 to quit): 1

5. Apache N1/ F 1 DNREZADLET,
Solaris ¥ A7 A TIL, BY . ZD/YAX /usr/apache 7 4 L7 h U TT,

Please enter the directory where the Apache
binaries and libraries exist [/usr/apache]: /usr/apache

6. Apache B 7 7M1 ILD/ISREANLET,
Solaris ¥ A7 ATIE, #H. TD/XR|L /Jete/apache T 4 L7 N TY,

Please enter the directory where the Apache configuration files exist
[/etc/apachel : /Jetc/apache

7. AT LIZ RSA (Remote Security Access) SR 7 ZERLET .

I THEXT E2ER L2WEAIL, L T apsslefg M H L THEEZ AR T DM
NHO FET,

Do you wish to create a new RSA keypair and certificate request? [Y/N]: Y

ZOERMIZ No E AN LA, 182 _—2 0 [H—R—pitHELXERTH] I
ﬁ&i‘j‘o
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8. MEWRMIATALYMIZHEELET,

FELLET 4 L7 PUNFELRTIT, EREhET,

Where would

you like the keys stored? [/etc/apache/keys] : /etc/apache/keys

/N

10.

1.

BEMOERBERRLET,

ZOAENIIE, #T7 7 A, FEREERT 7 A1, BIOGEREY 7 A vEThEh
WATE DL OIS, BASMEFNB/MINESET,

Please choose a base name for the key and request file: base-name

512 ~ 2048 Ev FOEHEATHRRZEZEELET .

ZEAED Web — =77V r— 3 Tl 1024 By b THOIZEEITTT A,
VEIECT, KV@BAORRERRT L TEETS,

What size would you like the RSA key to be [1024]1? 1024

Using configuration from /opt/SUNWconn/cryptov2/ssl/openssl.cnf
Generating a 1024 bit RSA private key

........ ++++++
................................................... e+ttt
writing new private key to /etc/apache/keys/base-name

PEM /SR L—XZHERLET,

ZDRAT L —XL, HEMERELET, B AT L — X5 RIRTHIVER D
DNETH, ERRAVESIICLTLERNY, AT L —X5rEND &, BT 7 ERAT
Xl ET,

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:

FE - ANLEARRAT V=X 2RI TEBMERHY I, RATL—XEEND
LT I BEATE R RV ET, RAT U —XE2ENHEI. INEHRT D
FiEEH o £8 A,

Y—N—DIAEEERT B

. 180 R—T M TApache Web Hr—/N\—%4EK T 5] OFIE 7 TERL=#EZERAL

T, ’EAZEREMERLFT,
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a. NRAIT—FREAALT, BIZTIVEALFET, EREBFRT « —IL FIZ, BUL
BHREAALETS,

#£6-112, BREFBFRT 4 — L ROFHEZRLET,

Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated into
your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State]:.
Locality Name (eg, city) []:.

Organization Name (eg, company) I[]: Company
Organizational Unit Name (eg, section) []: Department
SSL Server Name (eg, www.company.com) []:www.company.com
Email Address [] :admin@company.com

= 6-1 BRFHERT 4 — VK

Ja4—ILF B

Country Name 2 F O 1SO ERIFEE (72 & 21X, KEDFA X US)

State or Province (EE) MO FEM O EERF RO EXATHRE AT 2, VAR
Name EANNTDHZELTEET,

Locality i X AT A

Organization Name e aw A

Organizational Unit £ #5H

Name
SSL Server Name TIT IO TAITS Web A D RKAA
Email Address R EARE S AR ks
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2. $8RICIE S T, /etc/apache/httpd.conf 27 ILEFEBLET,

HB L OGEAE Y 7 A VICBE T A58 &, /etc/apache/httpd.conf 7 7 A LD
HHERERINET,

The keyfile is stored in /etc/apache/keys/base-name-key.pem.
The certificate request is in /etc/apache/keys/base-name-certreq.pem.

You will need to edit /etc/apache/httpd.conf for the following items:

You must specify the ports that Apache will listen to for
SSL connections, as well as for non-SSL connections. One
way to accomplish this is to add the following lines in
the Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:
LoadModule ssl module /usr/apache/libexec/mod_ssl.so.version-number
In the AddModule section, add the following:

AddModule mod_ssl.c

F — version-number (21, AL TWAEHROIE LW A—Y g VEENFRINE
j‘o
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3. VirtualHost DFREEFIR LG, >zFEEIL. SSLEngine,
SSLCertificateFile, H & U SSLCertificateKeyFile DET A LI T4 T%
httpd.conf 7 74 JLD SSLPassPhraseDialog T4 LY T4 TDF CLIZIEET
LSLELHYET,

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default :443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/base-name-cert.pem
SSLCertificateKeyFile /etc/apache/keys/base-name-key.pem
</VirtualHost>

You must add the following line after all of your VirtualHost
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/cryptov2/bin/apgetpass

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache Web Server. Please refer

to your Apache documentation.

<Press ENTER to continue>

180 ~—’® [Apache Web ¥ —/"—ZHk+ 5] OFIE 7 TNo & AN LGS
(T, WICHRFM 2 BT 2 HEPRRRSLET,

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing

"Work with Sun ONE and Apache keys" from the
apsslcfg main menu.

4. apsslcfg ¥ TIBICIE 0 ZANLET,
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V H—/N—DFRAEZA VR F—ILT D
1. /etc/apache/keys/base-name-certreq.pem 7 7 A )L (base-name &, 180 R—
® TApache Web 4—/\—%#ERT 5] OFIE 9 THE LI-EAR) MOFHAEZER
EANyF—%0E—LT, BRABICAEAEEREEELEFT,
2. SIAENER SNz, SEBAZE T 7 M1 /L /etc/apache/keys/base-name-cert . pem
FERLT, SHEZEZR—XFLET,

3. Apache Web 4—/\—Z&EEILET,

WD /RAVL, Apache DA F U F 4 L7 MU D Jusr/apache/bin ThH 5 Z & ZHi
ELTWET, EBEOARALS TV T 4L VIR INERRZEAIT. ELWIZ%E
AL TLTESNY,

# /usr/apache/bin/apachectl sslstart

4. 7OV T ERREFEENES, PEM AR L—XEAHNLET,

5. 759 TRO URL #RFL T, HLL Web H—/A—A SSL TG LTWLNE I &
EHEELET,

https: //server-name:server-port/

T 7 &V D server-port X, 443 THDHZ LITIEEL T ZEWY,

-7 AMDORED, GEAFEICHCELT D HIEICOV T, mod_SSL B LY
OpenSSL O~ =27 VB LT E &,

Apache Web H—/\— 2 x DHEELE LUV
8 K

Sun Crypto Accelerator 4000 ~ 7 + ¥ =7 (Z1%, Apache Web ¥—/3— 2.x D
mod_ssl 74 77 VITEZENTHEEA, ZOHITIE, Web ¥ — S —ZAE 5%
WCEOLIMBEDOH LA T ar b, R—FRalHT 5729012 Apache 2.x ZHERLT 5
FEZHOW TR L ET,
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Apache Web H#—/3— 2.x DIEE

Z OWFRE BRAET D ETIZ, OpenSSL TR TOME Ry F 2 L T mHE
NHVET, ZZ2TIE, A= FRICEAFEDOA T g DN TORHHL £,
Apache 2.x DEREZEES 572D OFEMLFIEIC OV TEHHA L T EE A, TE
2 FNEIZSWTIE, http://www.apache.org WO AFTEE~v=a TV ESMRL
TLIEE,

Vv Apache 2.x ##BE£J %

1. configure AV ) T hEETSHEL5IZ. sH LIBS REBEHERELTHEET,

sh:

# SH LIBS="-1ssl -lcrypto"

# export SH LIBS

csh/tcsh:

# setenv SH LIBS "-1ssl -lcrypto"

2. A VA R=ILTA4LY FJIZHBEIL T, configure RV YT +EEFTLET,
ZOAZ YT ML, L Da<wr FTA 7T arBNdbv 9, ki, R— FEHEH
35 Web —_—% 4T 272D 0Bt T a a2 RrLET,

# ./configure --enable-ssl --enable-mods-shared=ssl
--with-ssl=/opt/SUNWconn/cryptov2

3. RV TR TLE=L, ROFIEOVWThAEETLET.

a. [FLHT Apache 2.x ZHEELTA VA =T BBAEEF. ZDav 2 FEAAL
9,

# make
# make install

b. BXE D Apache Web H—/3— 2.x ® mod_ssl £#EH5 4 TS5 1) 2HEET Hi5A(F.
RDESICAALET,

# make shared-build
# cp modules/ssl/.libs/mod_ssl.so Apache-directory/modules
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188

Apache Web H—/\— 2.x DERK

DD T, R REMEAT 57010 Web H— S— 2 HiRT 5 HHEIC SV TR L %
T, AU, P —DFEHEO LR E A A h—L . BL Web —/—TD
SSL DAL EATIE T,

Y—N—DIAEEERT B

CBRELVAAZEREERLFT,

# /opt/SUNWconn/cryptov2/bin/openssl req \
-new -newkey rsa:keysize -keyout key-output-file \
-out cert-request-output-file \

-config /opt/SUNWconn/cryptov2/ssl/openssl.cnf
Generating a 1024 bit RSA private key
.......... ottt

....... F++t+

writing new private key to '/tmp/keyl.pem'

BRI TFANERETSHNNRT—FEANLET,

Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

. # 714 (Distinguished Name) DEZ AN LET (k 6-2 Z5H),

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State] :California
Locality Name (eg, city) [ :San Diego

Organization Name (eg, company) I[]: Company
Organizational Unit Name (eg, section) []: Company Division
SSL Server Name (eg, www.company.com) []:www.company.com
Email Address []: admin@domain.com
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v

1.

2.

3.

#* 6-2 g 74— R

T4—ILK A

Country Name 2 X7 1SO HABFE S (72 & 21E. KEDOEHE I US)

State or Province (13 MR OPIEH O ERT RO ERL T A AT D0, VAR
Name EANNTHZELTEET,

Locality Name (LR T RCHTAS

Organization Name — £:%:4,

Organizational Unit  ({£3) 2tkoEM

Name
SSL Server Name TS50V TASITD Web A D RAA
Email Address SERHE O TR E OB AL

Y—N—@DEHEZXAN VA F—ILT B
188 R—TM Y—/N\—DIIRAEFERT S OFIE 1 TERI7AILEER LT«
LY bYIZ, SIFAEEREAY S —ZaE—LET,

SSL Z&AFREIZT B
Apache Web #—/N\—2x DA VX b—J)LT4 L% b)®D conf $TF 4L FJIZ
Hb ssl.conf 771 ILERELET,

ssl.conf 77 A ML, W 2D DT A VI T 47 NHYEF, ZOR— KEHEH
T 521, Web 4 ——DIRDT 4 LI T 4 TEFRETHLENRH Y 7,

Listen port-number

ServerName fully-qualified-domain-name
SSLEngine on

SSLCertificateFile path-to-certificate-file
SSLCertificateKeyFile path-to-key-file

Apache Web H—/N\—%EEILET,

Z 2Tk, Apache D51 F U5 4 L2 F UM Jusr/apache/bin Th 5 = & &
LLTWET, EBOASLFUF L7 NUBZRERRDZESIL. ELVF 4 L2
U ZASLTL &N,

# /usr/apache/bin/apachectl sslstart

PEM XX L—XDANZERDBTOVT LT, PEM /SR L—X%#AHNL
F9,
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4. T3 TRO URL #RRL T, #HLL Web H—/N—A SSL IZHE LTSI &
ZHELET,

https://server-name:server-port/

T 7 4 kO server-port 1%, 443 T,

E -7 A0S, GEAFEICHCELT D HIEICONTE, mod_SSL B LY
OpenSSL O~ =27 VA B LT E &,

BEEFOI—TF—DIRMEEZLG<IT=®
@ . Apache Web H—/\—®D & E

Apache Web #r—"— (3%, BEE Lo & &, Bt #z2H L THBRICES)
THLOICEHETXET,

v BHiLEH(Z Apache Web —/\—Z BE#cE 9
5=, BEILSIN-RBEERT S

1. ROIT Y UM httpd.conf Z7AIIZHFHET ENESHEEELET,

SSLPassPhraseDialog exec:/opt/SUNWconn/cryptov2/bin/apgetpass

DT 4 VI T 4 7L, /etc/apache T 4 L7 MU NORESNIZ AV —FT 7
ANNEBERAT—R&2 1 2BV HLFET,

2. FIDFIETEWYH LTz /etc/apache T4 LY FUHRDINRT—FETEEL /IR
D—RKI7AILEEBRLET, T74IILIZIE. ROGERAHE>TLBZEHITE
ElS

server-name : port . KEYTYPE .pass

m server-name — httpd.conf 7 7 A /LD ServerName 7 « L' 7 7 4 7IZE L= fE
m port — 2O SSL r—"—=EIEL TV DHAR— bk (72 & 213X, 443)
m KEYTYPE — RSA ¥£72/% Dsa
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7-& 20X, RSA EA{EA L CTA— b 443 TSSL #3E{TL T\ 5 webserv10ol &9
ZHIDOY—R—D4E ., /etc/apache [ZIRD T 7 A4 NV EAERKR L E T,

webserv101:443 .RSA.pass

NRAT—=RTZ7ANDT 7B AMBLIOMAEEEROLIICEELET,

# chmod 400 server-name:port. KEYTYPE .pass
# chown root server-name :port . KEYTYPE .pass

FEAMIE, mod_SSL 3 LT OpenSSL D~ = =27 V&SR L T 7EE 0,

Sun Crypto Accelerator4000 ¥ 7 b
TuEA A M—=)LLI=HE T, Sun
Crypto Accelerator 1000 % Apache & {&#
AT 5LIICHERT 5HE

SUNWkcl2a Y7 bV =T Ny 5=V A A =)L §5H & VAT LIZIE Apache
Web H—/3— mod_ssl 1.3.26 2MERK S £ 7,

Apache T Sun Crypto Accelerator 1000 " — F &L T 25513, RO /Sy F 3B
(2720 E9,

SUNWkcl2a /Ny 77— % A A b —/L L7z Solaris 8 ¥ A7 AT, Apache 1.3.26 &

& H1Z Sun Crypto Accelerator 1000 Z i[9 2% & 5 IZHERLT 2 121E, TRD/S > F 23

%‘gf‘j‘o

m Apache 1.3.26 i1 — /X F ID 109234-09 LAKE

m Sun Crypto Accelerator 1000 X—>=2 1.0 Y7 by =7 H — /Xy F ID
112869-02

m Sun Crypto Accelerator 1000 N— =2 1.1 V7 by =7 H — /Xy F ID
113355-01

SUNWkcl2a /Ny 7 — % A A h—/L L7z Solaris 9 ¥ 27 AT, Apache 1.3.26 &
& H1Z Sun Crypto Accelerator 1000 Z 9% & 9 IZHERLT 2 121F, TRD/S» F 23
‘/!Z‘g‘/c‘ﬁ—o

m Apache 1.3.26 A} — /3> F ID 113146-01 LAR%

m Sun Crypto Accelerator 1000 /N— 5211 Y7 hv =7 H — /XvF ID
113355-01
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i

10

M E X VEFED

Z OETIX, Sun Crypto Accelerator 4000 ¥ 7 b ¥ =7 O W7 A k3 L OFEE BT
COVWTHHAL IS, ZOFFE, KOBTHkKShET,

193 X—v® [SunVTS ZWrY 7 b7 =7 |

202 <=2 ? lkstat IZ & DB SALOLILRILOMERR )

203 ~~—® [OpenBoot PROM ?® FCode H % U’T@ﬁﬂﬂj

206 ~—® [Sun Crypto Accelerator 4000 R — K D [EE BB

SunVTS 2V 7 b7

a7 SunVTS 7 w/8—id, T A MEHIBEIL, —HDOT A h~D2—H—( L X T = —
2ERELET, T2 PO ONIE, Ny —Y SUNWvts 3 L SUNWvesx & &
HiZ, Solaris 8 BL X9 V7 b =7 DY F U A b CDIZIEEENTWET,
SunVTS 27 235, IEDOMEMNOT A RME, T A MFROTSA ZAD KT A N
V7 hy=TE bRt EnET,

Sun Crypto Accelerator 4000 78— Fi&, 3 5® SunVTS 7 A MI X > TMiT& %
T, D95, nettest BBL W netlbtest M 2 2D7 A ~&E, SunVTS 5.1 Patch
Set (PS) 2 LIED =27 SunVTS V7 h U = TIZHEENTWVET, TN6HDT A ME
A — R ® Ethernet [Bl# L TEIMEL £9,

3 2B ® SunVTS 7 A k vcatest . Sun Crypto Accelerator 4000 CD (Z/¥ v 75—
¥ SUNWvcav & L CTIER S TWT, a7 SunVTS 7 v X—& & HIZEfEL T,
R— ROl SR 22k L £,

193



vca RS54 /\FH®D SunVTS netlbtest &V
nettest M4 XA —J)L

£ 71120 BEfFO SunVTS V7 b =T 2 EH LT, vea NTA4 NHD SunVTS
netlbtest BE W nettest #EATHHEEZRLET,

= 71 vea KT A4 NHD SunVTS netlbtest B LW nettest OMHEY 7 =T

E K Solaris E A SunVTS AR WRA—N—
VIhro7T VI hrkox7T NIr—o LAy F
Solaris 8 7/01 SunVTS4.4 111854-04
Solaris 8 10/01 SunVTS4.5 112250-04
Solaris 8 2/02 SunVTS4.6 SunVTS5.1ps2

Solaris 9 5/02 SunVTS5.0 SunVTS5.1ps2

Solaris 9 9/02 SunVTS5.1 113614-11
Solaris 8 HW 12/02 SunVTS5.1psl 113614-11
Solaris 9 12/02 SunVTS5.1psl 113614-11

Solaris 8 HW 5/03 SunVTS5.1ps2
Solaris 9 4/03 SunVTS5.1ps2

SunVTS Y 7 h 7 = 7%, Solaris D& /N— g @5 Solaris VY 7 7 = 7%
TU AL hCDICERENTWET, £7-1 0 [HASunVTS ¥ 7 b7 =7 | HlICR
FSunVTS V7 b =7 DK N— g 0%, [F U4TIZ7 9 Solaris (24F J& 3 5 Solaris
V7 =T H 7Y A b CDIICIERERESNTWET,

#£7-1 D ISunVTS] ThELxT2 M UIE, SunVTIS Xy r—UFy hOARA—T g
ZRLTWET, & SunVTS Ny —Tt vy MIEENTVWD SUNWves BEL
SUNWvtsx Sy 7 —C% A VA M=V TH0LERHY £,

£ 710 TWHZW Ry r—2 ) flix, BEfFO SunVIS Ny r—v &y h&, 20D
SunVTS v 7 —Ut%y MIRBETZMERH D 2 L 2R LTHET, SunVTS 23#
N lr—T%BINT BRI, BEFED SunVTS Xy 7 — U % HIR L TL 72 & v, BLRTI
A A =L L7z SunVTS /\//7 DiE. A VA=V LIEE X LRI HETHIBRL
F9, 72&zIX, pkgadd 2w REFEHL TRy —V% A VA M=V LTZHE
L, pkgrm 2~ REFEHL TNy F—UZHIBRLET,

F 710 WHEA—N—L ANy T Ny FHRREN TV DHAEITIE,
patchadd 2~ FEMH LT, A SunVTS ¥ 7 b7 =7 ] @ SunVTS /v
T—UIEDNRNyF e EEEXA ANV LTLEEN, MENNYy T EZBINT HHI
(2. BEfF0 SunVTS 73w 77— ZHIBR L 72N TL 7230,
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patchadd 2~y REMHA LT/ F 113614-11 A A b—/T 5 & BED
SunVTS /8 77— % SunVTS5.1ps2 /3w 7 — 2 & &M LTz b6 LA URER DG D 1L
i‘j‘o

RS r—1%, RO URL MHAFTEET,
http://www.sun.com/oem/products/vts/

TR LA 28y FIE, KD URL »HAFTE £,

http://sunsolve.sun.com/

F - WZH SunVTS /Sy 7 — VB X OWE/ Sy F1X, SUNWveav Xy 7 —T % A A
=T BHNZA VA =L L TEBLYLERHY £9, SUNWveav /N 7 —IIZIE,
SunVTS 7 A k vcatest NEFEFNTWVET,

SunVTS VY2 b x7I2& B vecatest.
nettest. KXW netlbtest MDEFT

INHOBET A FOFETHIER X OERTIEICOWTE, SunVIS 7 A~ 7 5
VAR =ZaT ), a—Hf—<v=a7 L BRI 77 L AI—RESZRLTIE
SV, ITNHO~==27T VL, http://docs.sun.com @ Solaris on Sun Hardware
Documentation Set > AFTEF9T, TNbHD~==T VI, H7T 5 Solaris U
Y — 2 |Z2fFE3 5 Solaris Y 7 b =7V 7 U AL b CD ThHigfkEh TnEd,

3 — SunVTS 1%, #H SunVTS /X v 7 — 8 L OWZE SunVTS Ny F &2 A A h—
IV UTEAI A TR £,

vcatest ZET9 5
. RA—/I\—2—H—T, SunVTS & LFET,

# /opt/SUNWvts/bin/sunvts

SunVTS OB HFIEICOW T, [SunVTS 2 —#F—~v=a27 /1] 25 LT ZS
Wy,

ZOBHEDOFETIE, CDE 2—W—A L Z 7 2 —ZAZFH L T SunVTS B s
TWABZ EERMHRIZLTWET,

. SunVTS Diagnostic DA A > 4 > KT, [System Map] % [Logicall E— FIZ
BRELFEY,
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7 — [Physical] €= RFbH¥R— SN THETHR, ZOFIETIE Logical] E—
REfEHT 252 & anite LET,

3. FIVvIRYIRDFIVvIEHNLT, T RTOTFRAMEFEAFREIZLET,

4. TCryptographyl @F x vV iy A%&FEIRL. [Cryptographyl d M+] RE2 2%
21) w4 LT, Cryptography Y IL—TDFTRTHDTALERRELET,

5. Cryptography 7' )L—7® vcatest UNDF v IRV I RADF v I E8HLET,
m vcatest WFERINTZHAIE, FIE 6 (TR E T,

m vcatest NEFINARVIGAIE, [Commands] Fry 7 X T A=a—hb
Reprobe system| Z#EIRL T, AT L2 7m—7 LTHRELET,

BARA 2 FIEICOW T, SunVTS D —H—<==2 T LE2ERL T &N, 7
O—7 BT LT veatest BERINTZDH, FlE 6 IZHEARE T,

6. vcatest MA VY RAVARE 1 DERL, BV YIELUVFZ S LT IMest
Parameter Options] ¥4 7045 Ry R EZRTLET .

DX T a i lE, veatest ICORBHE L E9, ML, 197 X—T D [vcatest
DT ARG RAEFT T ar] ZBRLTLIEE N,

7. BRI RTET LS. TWithin Instance] KOy FHH U AZ2—m5
TApplyl #%91) w9 LT vcatest DBEIRLIzA VRAZVRAEEET HH.
FAcross All Instances] KRy FHH U AZa—mi TApplyl #91)v9 LT

vcatest DF T VI LA VAR VREFTRTEELEY,

ORI LT, AT R TRy 7 AR L S, SunVTS Diagnostic D A A >/
U4 RUICREY £7,

8. vcatest DA VARAVR%E 1 DFRL. BV IV IELUFZ VI LT ITest
Execution Options] #4 7AQJ Ry AERELET,

[Options] Fry7H T AL A=a—%2 1 v 27 LTHhE [Test Executions
27Uy 273 5H51ETEH,  [Test Execution Options] # A 7 1 7Ry 7 A% KR T
TET, ZoOFTvaE, TRTOT A MIEET L5 kA7 SunVTS Hl#HTF,
ML, SunVTS D —F—< =27 LEBRL T Z &,

9. BIRNWIARTET LS. TApplyl 20U v LTHEAT7BT Ry RZFAL.
SunVTS Diagnostic DA A >4 2 FIIZRY ET,

10. TStart] 22 v o LT, BRLETRAMEERTLET,
1. TStopl 20V v LT, IRTOTALEHRLELET,
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vcatest DT A RNSAZAA T 3y
# 7-212. vecatest 7T A MOHBERLET,

®7-2 vecatest 77 A b

TR Bl

CDMF CDMF L7 5 b D7 A K

DES DES N7 BALDT A B

3DES 3DES V7 B ELDT Ak

RSA RSA ABSER L OFEABEED T A K

DsA DSA ¥ 7 =F ¥ —H&EDT A k

MD5 MD5 A v =V XA AN/ TIOANY T =F v —DT Ak
SHAL SHA1 # A ¥ = A Ni¥ER DT 2 -

RNG HE =R L —F2 DT A b

vcatest MDAT Y FITHEX

vcatest & CDE A V4 7 = —ATERL< . =2y NTHLFEITTHIZNE, 2w K
ITOXFINCT X TOFHEREL T LI,

32 v hE— R Tld, vcatest ~D/ /YA L /opt/SUNWvts/bin/ T9, 64 > b
E— FTiE. ZDO/NAL /opt/SUNWvts/bin/sparcvy/ TI,

SunVTS DIEAER) 247 > a id, 3T veatest Da~< 2 K7 X 7 =— AT
YR—FEINFET, TAMNEEOA TV 3 0%, -0 5l THRELET,

BN a~ 2 FITBIEOERIZHOWVWTE, [SunVISTA M) 77 Ly A~w=a7T
Nl BB LTLEEV, veatest 1IHREE— FDOT AN THDI=D, -f ZHEET
HRENRHY ET, EHEDORA -V EERT DAL -u &, VERBOSE (F£HH)
Ay —UHRERTIESIT -vEREELET, AL CTHENRLTWAERIZ, 7
varoxzy Y ERLET,

WIZ, A RT7ary7ar/7 o510 T332 Ey hE— KD veatest & iEdEhd 2 H#i
ZRLET, ROa<2 RIZLY, vead DT XTOY T TR MREITENET,

# /opt/SUNWvts/bin/vcatest -f -o dev=vcal,tl=all
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WIZ, SunVIS A > 7T A RNT 7 F ¥ —M7n5 64 B hE— FD veatest ZEENT S
BlaERLET, ROa< RIZLD, vea2 @ RSA, DSA, BLUMD5 7 A FR3E
ITINET,

# /opt/SUNWvts/bin/sparcv9/vcatest -f -o dev=vca2,tl=RSA+DSA+MD5

a<y R{T D veatest ZFITLIZE X, A7 v a v OHEBEEEAWK LGS, £
DOWEBIZSWTIEFER 73 17T T 74 /0 NOEIEIZ/R 0 97,

K73 vecatest Do~ R{THEL

r7vay B

dev=vcaN TARNTLETNRAADA VAR A%, veal, vea2 O X D ITHRE
LEJT, HELRWEADT 7 4V M, vead T, NIZIE, T A
BT NAADA VARV AREERETHZEICERLTLLE
S0,

t1=testlist FITTHYTTA MDY A RERELET, tLICE, V7T A %
TTA(+) ODXFTRY>THRELET, VYR —bTE2H 77Xk
I%. CDME, DES. 3DES. DSA. RSA. MD5, SHA1l. ¥ XU'RNG
Td, LERn-T,
t1=CDMF+DES+3DES+DSA+RSA+MD5+SHAL+RNG Z 8 ET 5 &, T
RCOVTTANEFETTDHZ LI 9, /-, tl=all AN
LT, I RTCOTAMEFEITTHZELTEES, Y77 R M2dE
ELZRWEEDOT 74/ MMt all T,

V¥ netlbtest ZE{TT 5
1. A—/X\—21—H—T, SunVTS ## B LFT,

# /opt/SUNWvts/bin/sunvts

EENFIEOZEMIT, SunVTS D —HF—<==2 T LESRL T ZEW,

ZDHEDFNETIE, CDE 22—V —A Z 7 =2—ZA%FH L T SunVTS BNEF I
TWBZ EERMHRIZLTWET,

2. SunVTS Diagnostic DA 1 >4 > Fo T, [System Map] % [lLogicall £— FIZ
HELET,

7 — [Physical] €= RFbH¥R— SN THETHR, ZOFIETIE Logical] E—
REMERT 52 & &Rte LET,

3. FIVvIRYIRDFIVvIEHNLT, TRTODTFRAMEFEAFREIZLET,
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4.

10.
1.

Network] OF z vV Ry A%EFERL, Network] @ +] K22 %5 1UvoL
T. Network JIL—TDFTRTHOTRACERRLET,

Network ' JL— M vcaN (netlbtest) BUADF T v IRV I RADF v ZEHL
9,

NIZiE, TAMNFDTNA ADA VAR AFBENRFRRINDZ LICEBRELTLES
A

m vcaN (netlbtest) BNERINTZHEIX. TIE 6 (ZEARET,

m vcaN (netlbtest) DFE T IN2WVEEIE, [Commands] Fu vy 7 & 7 X
==a—7/5 [Reprobe system] ZERL T, Y AT Lx27n—7 L THHKRLE
j‘o

BRE R FNEIZOWTIE, SunVIS D —HF—<==a 7 LEaBB LT EEN, 7
T—7 0T LT veaN (netlbtest) MWERINZL, FIH 6 IR ET,

lIntervention Mode] "% v &FIRLET ., vcaN (netlbtest) DA YRR VR %E
1 D&RL. BV VY I BLUVFZ v 4 LT Test Parameter Options] #4 7845
Ry RERTLEYS,

ZOF T a i, netlbtest ICOHEE LET, ML, SunVIS ©7 A R U
T Ly AR =a T VERB LTI,

BIRMITRTET LS. TWithin Instance] FAY FEH A Za—m5

TApplyl] %% 1) 9% LT vcaN (netlbtest) DEERLI=A VA FZVREEET S
M. TAcross All Instances] FOw FHAH U AZa—hmi TApplyl 29wy o LT
vcaN (netlbtest) DF T VI LIz VRAVRETRTEELET,

ORI LT, XA TR TRy 7 AR i, SunVTS Diagnostic D A A 2
74 R7IZREY £9,

vcaN (netlbtest) DA VAAVRE 1 DFBIRL,. B2V YIBLUVKRSYSILT
lTest Execution Options] 44 7RI KRy I RERFLET,

[Options] Fry 77Xy Af o A=a—a27 Y v 27 LTHhE [Test Executions]
#27 Vv 273 5J71ETH,  [Test Execution Options] # A4 7 127Ky 7 A& KR T
XFET, ZOFTva L, TRTOT A MIEET 572 SunVTS Hl# <3,
AL, SunVTS D —H—<==2 T LEZSRL T ZEWN,

BRNIARNTET LS. TApplyl 22 Uv o LTHA7RTRy I REHAL.
SunVTS Diagnostic DA A >4 2 FIIZRY ET,

[Start] 29w LT, BRLETRAMEETLET .
[Stop] 2w I LT, IXRTOTRAIZEHRILELET,
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V nettest X179 5
1. A—/8—a2—4%—T, SunVTS ZEEHLET,

# /opt/SUNWvts/bin/sunvts

EEFEOFEMIL, SunVTS Da—F—~v =27 LE2ZRLTIZIV,

E - ZObLOFIATE, CDE 22— —o > 5 72— 2% LT SunVTS 2 EH)
STV 2 EENIIC LTV ET,

2. SunVTS Diagnostic DA 1 >4 > Fo T, [System Map] % [lLogicall £— FIZ
HELET,

¥ — [Physical] E— RbHAR—hINTWETHA, ZOFIETIE MLogicall E—
REMAT 22 & a2t LET,

3. FzvIORYIADFIvIZEHLT, TRTHOTRAEFERAFAFAIZLET,

4. TNetwork] DF z v IRy I A%#EIRL. TNetwork] @ T+] K2 H%H5 v L
T. Network FIL—TFDITRTHOTRA+ERELET,

5. Network J'JL— M vcaN (nettest) UHNADF v IRV IRDF v I &5 LE
j-o
NIZiE, TAMDTNA ADA VARV ABZBENRFRREINDZ EICEBELTLES
W,
m vcaN (nettest) NERINTZHAIE., TIE 6 IZHEAET,
m vcaN (nettest) DR INRWEEIL, veaN A— FE2FH— S—DI1EHh 0
74 RUTifconfig-a EANLET, =2 FVIIKRO LI ICERRSINET,

vcaN up inet ip-address plumb

AR D ifconfig =i b U NFERENLWIEAIL, nettest TR —TNRF A 2%
FAPMKISELE LTRHBLTWERA, ifconfig DAL I v ~v=a T A=V DF
JHEAZZBBLT, A v F 72— A%k LT IEEWN,

ifconfig -a ARNED = h U A# KR L7 6, SunVTS Diagnostic D A A T 1 v
F7IiZ®Y . [Commands) Fmy X0 A==2—7/5 [Reprobe system| % 3
RLT, VAT L% T B —7 LT vea ®RELETS

BARBZR2FIEICOW T, SunVTS D —H—~<==2 T LE2FERL TSN, 7
0 —7 N T LT vea0 (nettest) BNFEREINTZH, FE 6 1L FET,
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10.
1.

. vcaN (nettest) DA VAAVAE 1 DEIRL. BV VYvIBLUFSYSLT

Test Parameter Options] #4 7RAJRY I RAERRTLET,

DA T a lE, nettest ICOREHEL F9, ML, SunVIS D7 X U 7 7
LA =a T VESRL T 7EEN,

BIRATRTETLES,. TWithin Instance] FRAY TEHUAZ2—H5

[Applyl #% 1) w49 LT vcaN (nettest) MFIRLIzA VRARAVREEET HH.
FAcross All Instances] KOy AU AZa—mi TApplyl #91)vo LT
vcaN (nettest) DF T VI LIzA VAAVAETRTERLET,

ZOBIEIC LT, XA TR TRy 7 ARM L 5L, SunVTS Diagnostic D A A >
T4y RTIZRERD £97,

vcaN (nettest) DA VRAAVR%E 1 DFIRL. BV UV IELUVERSIYILT
[Test Execution Options] #4 7RIV Ry I RERKLET,

[Options] FryFH T AL A=a—%27 Y v 27 LTHhE [Test Executions
#7 Vv 73 55ETH,  [Test Execution Options] 4 A 7 2 7Ry 7 A& FRRT
EET, ZOFTva i, TRTOT A MIEET L —fki7 SunVTS Hl#H T,
ML, SunVTS D —H—~v=a 7 LEaZRL T EEN,

BRNITARTET LS. TApplyl 20U v LTHEA47RTRy I RERAL.
SunVTS Diagnostic DA A >4 2 FDIZRY £,

fStart] 9 vo LT, BRLETRAMEETLET
[Stopl #7 ' wH LT, IRXRTOTRLZEHRILELET,

F — nettest & netlbtest ZEIR L CTRIFEHCEIT LAV T ZE W,
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Sun Crypto Accelerator 4000 AN — RNIZi, W 5L DOELRILZ 7~d” LED 7213 D
oA or—21xb0 A, R— I\J:TH TACERE TR BB SN TV LN E D
MEMERT DAL, kstat(IM) 2~ REEH L TTF /A 2O AR EZ R R L
g‘t‘j‘o

# kstat vca:0

module: vca instance: 0
name: veca0 class: misc
3desbytes 3040
3desjobs 5
crtime 65.342725895
dsasign 0
dsaverify 0
rngbytes 10592
rngjobs 187
rngshalbytes 16328
rngshaljobs 327
rsaprivate 9
rsapublic 0
snaptime 106956.467004482

F - ZOHIT, 0ldvea TRAL ADA LV AZ AT ST, ZOFFIL, kstat =
<V ROFEITOMBIIEE LR —FDA v AZ L AF S ML TWET,

kstat i AR RTHZ LIZL > T, ljobs) &FRSNDHHES{LERA Sun
Crypto Accelerator 4000 R — RIZIEE SN TV ONE I N EERTE E3, REF DR
&L HIT ljobs) DEAZE(LT L, Sun Crypto Accelerator 4000 A= FIZEES
NS ER IR IR — FTEBELE SN COWET, R— IR S LIEEER A %
EENTOVARNEAIT. Web — "—0 BAKR 2R 2 T2 L T 72 &0,
kstat(IM) IZ X » TCRENTZI—FAVB IO R T A ROMEHEE IR+ 2 LT H

DEHEA, ZNODMEIE, 74—V FIR—FEEFHITT DD FT A NIRRT S
NET, BRBLOEROLATIL, BEREINDAREENH Y £7,

¥ — /kernel/drv/veca.conf 7 7 A /UIT nostats BHEEZIEET S L. HEHHRO
BEBIOERIFETTERLI RV ET, ZoREMEIE. b T 740 v 70 EIET 5
COIFEHTE ET,
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OpenBoot PROM M FCode B D
E=HA

ZOTA NI, VAT ANEEB L TWRWERIIT XS Z OMBEERET D D&
‘Bij‘o

FCode H CiZWiz #3521, OpenBoot PROM @ ok 71t 7 ]\75>Ev test £7-
I¥ test-all 2~ FEFEHLET, ZBEHRIC T =2 S HEICIE, #Y)
A YE—UNERINET, test BL W test-all a~v }‘0)n¥7ﬂ;ﬂ

[OpenBoot =~ K- U Ty L A~v=aT L] 2B LTI ZE,

FCode HCZWITIZ, 1ZL A LOKREZMI Z L ICEFSE T, ROZ LR L
i‘j‘o

m THTHER—RERY T TS L& oM
B VAT AEFNILERBENT N THEEL TV Z L

Ethernet FCode B2 ZETT 5

Ethernet Wi % 179 512X, £ A7 L% V&> kLT, OpenBoot PROM O
ok 7u T FRERENDETEHTOILENDHY T, VAT 25V kY FLA
We BEIT AR CTYRTARNL T T v 7T HHERHY 7,

Z ZTHEATT % OpenBoot 2~ > FOFAIL, [OpenBoot 2~ K+ U7 7L X
~=aT7 ] EBRLTIZE N,

. VATLEEFELELET,

FSun JELHEEE A OFH & ] TSN TV DEER R IEFIHEZETL T 7ES
AN

. OpenBoot PROM @ ok A 7 kT, auto-boot? EMEM%F false ITHRELE
j—o

ok setenv auto-boot? false

VAT LEYEYMLET,

ok reset-all
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4. show-nets ZEITLTTNAAD—EEZRTL, TNNA REEIRLET,
WIRT LA 7%, THETRZIZETDHT A, AO—ENREREINET,

ok show-nets

a) /pcie8,600000/networkel

b) /pci@8,700000/networkes, 1

g) NO SELECTION

Enter Selection, g to quit: a

/pci@8,600000/network@l has been selected.

Type “Y ( Control-Y ) to insert it in the command line.
e.g. ok nvalias mydev “Y for creating devalias mydev for
/pci@8,600000/networkel

F - ROFNET test a~ 2 FICX D HEZKZEIT 4 5Hi1IC, Ethernet in— %
Fy hT—J IR L CTBLSMLERLY £9°,

5 test AV KFZFEALT. BE2WMEEITLET.
test I~ FEETTH L, ROBAZEMTbILET,

m vca LUAZDT A (diag-switch? IZ true MW E SN TWAEHEDH)
m NiEL—7 Ry 7T A b
n BEFIREDOMERT A b

7 — 1000 Mbps #£#t 7 Sun Crypto Accelerator 4000 UTP 7 4 7% ® H @2 i T,
link-clock /X7 A Z B TE RV, SNV —T Ry 7 r—=T V2T %
TAMIYR—-FINEEA, ZOBWHTIE, m—IALBIOEROR— B, Zh
Ehormy 7w A7 —BL 0/ uy 7 AL =720 X0 ICRET 2LERH Y &
Fo SNV —T Ny 7 =T NEMRT B L, m— NV LEROF— P RFE—ICR Y
£9. PHY AL TER< 22720, 1 DOR—MIZ7 By 7 v AZ =B LT
7wy 7 AL—7 05 EH A, Sun Crypto Accelerator 4000 UTP 7 4~
2 @ H 22 1000 Mbps ##¢ THEITT 2121E. &RD 1000BASE-T A — R ZHefE
TOHULERD ET,

WDOE AN LET,

ok test device-path
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test LA TDHE, MORAvE—UREREINET,

ok test /pci@8,600000/networke@l

Testing /pci@8,600000/networke@l

Register tests: passed

Internal loopback test: passed
/pci@8,600000/network@l: 100 Mbps half duplex link up

R—=FRRxRy N =T ITERTERDP ST HAIE, ROA v E—VRERINET,

ok test /pci@8,600000/network@l
Testing /pci@8,600000/networkel
Register tests: passed

Internal loopback test: passed
/pci@8,600000/network@l: link down

CTETEIDTRIRET LIz6, RO & SIZAH LT OpenBoot PROM M ok 7O
VTR U T I —REFREOBEE—FICRLET,

ok setenv diag-switch? false

. auto-boot? BR/NTAF%E true IZERELET,

ok setenv auto-boot? true

VAT LEYEY FLTHEBLET,

b
~
ot
§
5
oF
Gr

c
W
O
Tt
g
S

(3,



Sun Crypto Accelerator 4000 R— K DE
= 1B

ZOHEITIE, A— FORFBHNAENTE % OpenBoot PROM L ~L D z= > R
OWTHHALET, ZZTHPT L3~ FOFEMIL. [OpenBoot 2~ K- U
Ty Av=aT ] #BRLTIIESN,

show-devs

Sun Crypto Accelerator 4000 7 /31 AN AT MG SN TN D0 E D & fifgad
%1Z1%, OpenBoot PROM @ ok 7' 7~ b show-devs Z AJJ LT, T34 A

D—HzFRLET, ROPUTTTT LT, A= RICETLITH, 734 2 -RICK
RENET,

ok show-devs

/chosen

/packages

/upa@8,480000/SUNW, ££fb@0, 0
/pci@8, 600000/ network@l
/pci@8,600000/SUNW, glc@4d
/pci@8,600000/SUNW, glce4/fpe@0, O

ZOHITIE, /pci@s,600000/network@l T kU RAKR— RDT /A ARATT,
ZOEIRTU NUMN, VAT LANOR— R EIZ1TRREINET,
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.properties

Sun Crypto Accelerator 4000 P 7 /SA ZADJEMENE L EE SN TWDMNE I kil
BRI BIIE, ok 7 r T D .properties AL T, BMEO—EEFKRLE
j‘o

ok .properties

assigned-addresses 82000810 00000000 00102000 00000000 00002000
81000814 00000000 00000400 00000000 00000100
82000818 00000000 00200000 00000000 00200000
82000830 00000000 00400000 00000000 00100000

d-fru-len 00 00 00 00

d-fru-off 00 00 e8 00

d-fru-dev eeprom

s-fru-len 00 00 08 00

s-fru-off 00 00 e0 00

s-fru-dev eeprom

compatible 70 63 69 38 30 38 36 2c 62 35 35 35 2e 31 30 38
reg 00000800 00000000 00000000 00000000 00000000

02000810 00000000 00000000 00000000 00002000
02000814 00000000 00000000 00000000 0OOOO100
02000818 00000000 00000000 00000000 00200000
02000830 00000000 00000000 00000000 00100000

address-bits 00 00 00 30
max-frame-size 00 00 40 00
network-interface-type ethernet
device-type network

name network
local-mac-address 00 03 ba 0Oe 99 ca
version Sun PCI Crypto Accelerator 4000 1000Base-T
FCode 2.11.13 03/03/04

phy-type mif

board-model 501-6039

model SUNW, pci-vca
fcode-rom-offset 00000000

66mhz-capable
fast-back-to-back

devsel-speed 00000001
class-code 00100000
interrupts 00000001
max-latency 00000040
min-grant 00000040
subsystem-vendor-id 0000108e
subsystem-id 00003de8
revision-id 00000002
device-id 0000b555
vendor-id 00008086

W
~
ot
¥
5
o
by
=
R
o
T
&
S
<




watch-net

Iy NU—JERAEBERT DI, ok 7 u 7 R0 D apply watch-net 22 K
ETNAANRAE AT LET,

ok apply watch-net /pci@8,600000/network@l
/pci@8,600000/network@l: 1000 Mbps full duplex link up
Watch ethernet packets

'.'" is a good packet and 'X' is a bad packet

Press any key to stop

VAT AIR Y FU—2 FTT Ay I RERLET, By M ERETH L
[ 2FRL, ZELEAATY Y MRy NI—I =R =T A ¥ 72— APRKR
MLz —REEh b E X 2R RLET,
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W
10

PKCS#11 4 3271 —2X

ZOETIE, R— KD PKCS#HIL A VX 72— ADFEEIZOWTHHALE T, Z0%E
TiZ. Sun Crypto Accelerator 4000 Y 7 b7 =7 37 7 # /b h DALEIZA A h—/L
INTWAHZ LEFEE LTWET, £7/-, 2—HF—IZ PKCS#11 A ¥ 7 =— AT
BT 255 Z & baiifE s L TCWET, PKCSHIL HUKICBET oW e, ~>

X —7 7 A )L pkesll.h, pkesllf.h, BL N pkesllt.h D7 7 A Lid,
http://www.rsasecurity.com/rsalabs/PKCS »H AFTXE T,

ZOFEL, RO THRIIET,

m 209 X—D [—REy e B

m 210 *—2 0 [PKCS#11 i L7=R— FOE R

m 211 =D ALY —CRAEZHHT TSV r—vaDf A b—LEBIW
gegiil

m 212 X— 0 [PKCS#11 3 L O FIPS E— K|

m 215 =0 IPKCS#11 2 L7277V r— a »OBR% )

— R 73 E R

Sun Crypto Accelerator 4000 7" — R & ZAUZEES 5 Y 7 b v =7 1%, PKCS#11 A
YET7 2= RERELET, 20T T r—va VICLER PKCS#HT BI%E, 3
T Sun Crypto Accelerator 4000 ¥ 7 b 7 = 7T Lo TRfE S E T,

PKCS#11 1%, v 7 na—HF— 257 AHICEE SN TWET, Solaris AL —
T4 T VAT NI NTF =P = AT LT, MAIEEBRO R NER D 2 —
P —IZFRFICKHET A HLERH Y £9, TOH, ZOHR— Fid, PKCS#11 %Lk
THZ LR BEO2—V -2 RERS LURRIET 2 LA BN L TWET, HED
PIN (Personal Identification Number) % 5217 Bt % 3~ Td PKCS#11 B TIZ,
username:password TR D LFHNEIEET LN H Y £3 (X 5-1 25H), D
PIN #&1X, @HEIET7 7V r—v a2 LB ORETR, ZoR— FHICE)
NI DD T T Y r—va id, a—H—4 LREIEFROIS 22 IZE KT 5
BENRH Y £,
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PKCS#11 D& HMEREIZ. F—2 2 W8{ET % C_InitToken &, = —H#—d PIN
HRET D C_InitPin @, 2 DOBEKICREINTWVET, A— FIXZ OREL
HETIZ, P ViZvecaadm 2—T 4 VT 4 —&FHLET,

vcaadm OEF = U7 ¢ —FHHE (SO) (T, UNIX O A—s8—2—4F— L [ IBEN H
DERA, £7/2. SO D veaadm ZfEH L TERT 5 HR— F2—%—D userid b.
UNIX 22—V —£ZF7-13ID EBHERH D FH A,

PKCS#11 CiX, Avr v & =7 v OEPAMICKBISNET, b—7 iF, A
Y= M= RIZHEULZLDOT, Ay MIZELAENET, Sun Crypto
Accelerator 4000 > A7 A TiX, Auvy & b—7 VERKBIENEHAL, ZTO~v==
TATIE, @ Th—2v)] EWOHBEFEHLETRH, 77V r— 3 R00F00
~=aT7 AT, [Aay b EWIHEBENMEHINDZSEERH Y 3,

ZR— KBV R—FTE23F—Z2T1L 127503, SO L. vecaadm ZfEH L T,
X —A MTIZLHIZMTET, £F—A T, A— FIZX > TPKCS#11 b—7
VELTERINET, ZHCiE, BEETLIXF—RX N T OARINZ, 32 XFIZhd L
HTEALFEBEMLEZ b= T~ bnEd, B2 ERTL7-9
BEOR—FTH—DF—ZA N7 2 R— 5L TEET,

F72. SUNW acceleration only &9 FULDWTZEERR h—27 31 o
DVET, 2O =7 IR REEZENTET, 770 5r—vaido h—r v
a7 AT ENTEERA, TO =7 NIEE SN ERIT, EHRARERT
NTOR— RIZEE SN ET,

TV rr—a DT, b= v0—EEFRLET, B, F—7 3.
PKCS#11 h—27 T ~YLZ L > T ENET, b—27 T~ E, SO MREY Y
TrBEEX—A NTICZEAXT 2B L4 TT,

PKCS#11 R L f=/R— FDEHE

Sun Crypto Accelerator 4000 > A7 Ald, vecaadm =—7 4 U7 4 —ZH L THEH
LET (F4EE2ZM), SO X, ¥—A MTIZAREMNT 2= =T h v &l
L, T ATy MY A2 T — RE2RELEY, £72, SO %, A— R FIPS

E— RCEIET 2508 5 h OB bITVE T (212 =2— 20 [PKCS#11 5 L O FIPS

TR 2Z2H),

A— R, £ D PKCS#11 A H=A L% HPR—FLET, FELALEDA =X A
D, EEMCHEMAARRIZ/R > TWET, 72720, HHEHEIT. RORXA D= XL EHRRT
5 LT ko TES % CHIBET D - ENTEET,

CKM SSL3 SHA1l MAC

CKM_SSL3 MD5 MAC

CKM_SSL3 PRE MASTER KEY GEN

CKM_SSL3 MASTER KEY DERIVE
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CKM_SSL3_KEY AND MAC DERIVE
CKM_TLS_PRE MASTER KEY GEN
CKM_TLS_MASTER_KEY DERIVE
CKM_TLS_KEY AND MAC DERIVE

INHDA =X ALE, HIZ, acceleration only F—7 k> THIREINE
4, /etc/opt/SUNWconn/cryptov2/sslreqg 7 7 A VINFIET DGEIZDF,
F—ARNTEFO =T VLo TIRARINET, 207 7 A NVEAEKT HITIE
A—N—a—P—TROa~v> RE AT LET,

# touch /etc/opt/SUNWconn/cryptov2/sslreg

TV r—varemE#T L L. BENAICRY T,

Network Security Services (NSS) X, ZNHD AT = A LPMEMATRBIZZR 722 & %
R LET, A=l s &, NSS i Jéb\/\/77“*“C
C_DigestUpdate | ’ﬁbf%ﬁ@ﬂ?()\ﬂjb%%ﬁ?‘éﬁf ML IR TS EET,
%@tw\:MEmfw:fAm\?7¢wh6mﬁﬁéh&wiitﬁofwi
T

ES bty —EXREERATET7 T 7 —
SAVDA VA LB LVER

PKCS#11 A4 77 U DT 7 4 /v b DALEE
/opt/SUNWconn/cryptov2/1lib/libvpkesll.so T,

FEEAEDT TN r— g ANIR T 7 ANVETIIT —FR_R—2AnHb Y, 2
PKCS#11 74 77V DiEZFRELET, R 7 7 A NVEIZT—F =R m
GUI 2L CT 7B ATELHAG LV ET, =T 4 X FXGUI AL T,
BIRDOF 7 4V FOAEEEZ A LET,

$#Z CKA_SENSITIVE BMENREIN TN D ZFORICET A EITAA— R
veTICRESHET, 2750 \A~F7I7 ioT\TNT®ﬁ¢£iU?&T
OEXDOERY R —hIsndrDLIFTELY ERFA, TV r—YarBdNn—RKy=7T
TP T ERVREA ELR L7255 12, #D CKA_SENSITIVE BN true IZFRE S
NTWD &, ZOMMEITRBLET, @ #1FE. BLOA D =X L0MAEDEICH
TLHHUOFEMIL, 213 X—TY D [Inh— o =7 OmmEkE#Eg 22RL T
SV, :M%OD%EEIJﬁ?JETTf) r—va UREEL WA, T O
(sensitive) IZHHE LWL I ITHKTE 2568050 £7,
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EPLEIL, SSL. .. BIXUTLS. .. AH =X AZERTEINE I MEHIfTcE 4,
77)7*?5/ h%@%ﬁ REPMEREE, £ NODA =R L%E
EFAATREIC T2 EMEREIC E D & 2 B R T TR 8A12F, 210 X—Y D
Wnﬁm1%ﬁ%btﬁ~k@mﬁj%ﬁ%LT<ﬁéw

AR— K23 FIPS E— R TH LA 1L, FIPS TEAEINTWNHE AN = AL DL 4L X
NET 212 =20 [PKCS#11 B L FIPS £— K| Z%M),

PKCS#11 5L U FIPS E— k

SO 3 vcaadm ZffiH L T Sun Crypto Accelerator 4000 7" — K% FIPS £ — RIZF&E
4% &, AR— FiX FIPS (Federal Information Processing Standard) 140-2 L'~/b 3 (2
HEPL9~% L 91272 0 F£9°, FIPS 140-2 OFMIX, http://www.nist.gov &M L
TLIZEN,

FIPS £— R CAHR— R&BfET 2L, A— FOBREIROLEENELET,

m FIPS THRENTND A D= AL, R— FAKRTHEAATIEICRY £,

n TRTORBIVCEELREX2 T =T AZE Bt S oBT PCI A
AZHET 5 L DI £,

n EEEF L B L OELEOAKRRC, FECERANT = v 7 8BIMLTEITSN
DL £,

m BT, Ny VaBXOHAEAMEH LT, REFSHOIREBLIRE ) A AR—2
VxR —ENEDOEMEET -4 (=2 b ) 2S5, FIPS TEARINT
WHTNTY XN Lo TERSNET, IRE /A A=AV XL —F P50
512 By ME, A7 =2 160 By b Z &I S ET (FIPS LSLDOE— R T
E, RE ) A AR—A V2R L —FNnHD 512 By M, 160 B v MMI SHA-1
Ny Va2 INET),

FIPS <& — Ri%. Sun Crypto Accelerator 4000 A — FEKIZOA@EH S E T, Ak
DEFY, R—FMNFIPS E— RIZRESND L, A— NI FIPS TEARINLTND

A= ALDHZERMET D X 512720 £9, MD5, RC2, LU RC4 i FIPS THR
SNTVRNZ LICER LTSN, L7720, FIPS OBEFN—FY = 72D R
WHEINDTO, Y7 by =7, BHERET T TO AT =X 5%k L Thft
TEET,

FIPS &— FCHEAE L2568 DR E 28V, FIPS THGR SN TWRWEER Y 7 |
VT DHTITENDZET, ZORK, D2 HO>OXENHY £,

m FIPS THAGREN TV ARWVWA D =X L EHHAT IR SLERIL. sk sh £
R

m FIPS THAGREINTWVWARWRA I =X L E AT 5 5{LEE N, CKA SENSITIVE
B true KRE SN TV AEEHEHT S &, ZOBMETAKRLET,
CKA SENSITIVE JBYEDS true ICREINTZHIE, "— RV =7 TOHMHEHTE S
77T,
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N— R T T7DERIL & BEGE

A=K, "R =T7OREN, BX=2U 7 0 —FEH BLOMEREICESNT, BE
EFEITTDHEH AR LET,

PKCS#11 IZZHDOBROHEL AW =X L EHZ L TWETH, ZNHLDOTITH
N—R =27 CHR— b EINDIDIFTEHYEFA, 77V r—a BN —RKu=x
T TCHERICTR— SN TWRVWEE, #BIXOA =X LOMAEDLEEERT S
L FOERIZY T MU 2T EN— R TITHTTEITEIND D, TV Tk
T =T CEITEINDREMENRH Y £,

#0 CKA_SENSITIVE JBYEA true ICRE SN TV D &, ZO#A MM 2 8IFITR
BT, DEVREEMBANA— R =T AN EIND Z ERFITINET, ~—F
V=T PEREEAREFRICETT DN TERVWES, TOBRMBITARLES, Fik,
#£D CKA_SENSITIVE JEMEDS false (CREINTWD & A— FiE, HEEICESNT
N= R =T ELFTY 7 R =2TONTNEERLET, ZOHTIE, Bz —
Ry =7 CEITT D, V7 MU =T TEITT DD, FRFTFETLRODERET S
BHNZOWCHBI L E7,

HEHLE ROBEAD=ALEERZLET,
m hardware key set =

s RSA (DT A X% 2048 > b AKJi)
DSA (D1 X% 1024 £~ bR
DES
3DES
CDMF

m hardware mechanism_ set =
CKM_CDMF_... (CKM_CDMF ECB % [i<)

||

ms CKM DES ... (CKM_DES_ECB #[&<)

= CKM DES3 ... (CKM DES3 ECB #Fr<)
» CKM DSA

» CKM MD5 (FIPS &— R%&&<)

m CKM RSA ...

m CKM SHA 1

m hardware wrap mechanism set =

= CKM AES CBC_PAD
CKM_CDMF_CBC_PAD
CKM_DES_CBC_PAD
CKM_DES3_CBC_PAD
CKM_RC2 CBC_ PAD (FIPS £— F%[&<)
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BUENRL T AN— R o7 CEITIND L HICTHITIL, hardware key set IZERE
L7c#t L | hardware mechanism set \JRE LT AN =X L EEMT HHENH
D ET, #) hardware key set ITIRXEIINLTWNTH, A=K LN

hardware mechanism set |[ZFXE IALTWRITIUX, N— R =712 &L - THAE
FEd b ENE TR, VT MU =T OXEBLEIZRY £7,

C DeriveKey |3N— RV =7 THEHE(LENETN, Y7 MU =7 OIENLET
T, LEB->T, "—Ry=T7 L TilEXxa 7 — RSN ETA,

ROFNZ, BEFEHTLBMEDOFATRARENE I & TOBIENREIT SN D% &
ALET,

£ 81  HEEEIT5%< 0 Crypto H{EDLE

Y U CKA_ SENSITIVE=False CKA SENSITIVE=True

N—=RU =7 LD RSA, DSA, BLUONy 77— AN—=Fu=7T

X VT o — R DREWVFRIINN—FT =T,
ZOMOBETY 7 b =T,

V7RI =T DXEITL - RSA, DSA, BLUONRy 77— KK

ToN—RU =7 OE#EE BREWEEIEINN—Fo=T &

Tl HE V7 =T, EOMOEGEI
V7 b7,

VI RT =T DI V7R =T PN

C_WrapKey 3L N C_UnwrapKey I&, 2 DO#IZX LT 2 DOEIEEZFEITLET,
C Wrapkey (X, 7 v 7 &N EFFSLT HEMEZFITL T D, bl
BT 7T oML TSI 2 EEEZEIT L9, C UnwrapKey I, O
DIEFT, WEfgEm L BB ELEITLET,

Ty T INLHED RSA £72I1X DSA T, 7 7T A=K LN

hardware wrap_mechanism set TH2%H. FofbB XU S LOFIEITE S
b N— Ry =7 TITbiEd, #EX WHOoRIZHONTA—Fy =7 L TE
Fa T —fREShET,

AR DEHEONT NIRRT SNV ES, 5 bOFIRLY 7 NU =7 TiibhvE
T, Ty T ENDIEIZONTIE, BIERN—RT =7 L TEXa V7 0 — (RS
N7 ET, B bOFIEIL, 7y 7 T5HBLIOA =X L E2FHTS
C_Encrypt #fEL FRRICAB SN E T, FHMIX. £81 2SML T ZEWN,
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RKORIZ, SESERRUOMELZELOET,

% 8-2 C_WrapKey 3 XU\ C_UnwrapKey DIJILD G

&t JvTEnHEN AT )
wENEE BEDEE
Ty T ENDHEN RSA £721F DSA T, AH - -

= A L7 hardware wrap mechanism set
ICRESNTHLHE

7 v 7 J 58D hardware key set, A W= KK -
AL hardware mechanism set |ZEXJE &

nNTWaHE4
D DOBE Sl NIl

C_Digest I&, A MRAEY —NONy 7 7 —2F%2%M L £7, C DigestFinal
T Ny 77 =RREL, LAL 65532 N MR ThIVE, Ny 77— E—
Ry =7 ELET, ZhUSOEEIE. Ny 77 —®ENRY 7 b =7 TR S
NEJ,

C_DigestKey I&, $##FEMEZFRA MAEY —IZB LT, BFOT—Z LRKIHNE
T, TOHE, ZOHEFEMIL C DigestUpdate T INET, #D
CKA SENSITIVE J&MEDS true DA, Z OMEITHRIK L £7,

PKCS#M11 #FERALE7 IV r—a Y
D%

WFIp~ X —T 7 A )LiL /opt /SUNWconn/cryptov2/include; IZHV F9, =
DT 4LV MV EA LT — RRXRZBEMLT, cryptoki.h A7 L— KL%
T, FALL~LDA 7 /— K77 AL pkesll.h, pkesllf.h, BLW
pkcslit.h &, Sun Crypto Accelerator 4000 ¥ 7 FU = TIZZENTWET, Zh
D7 7 A E, PKCS#11 @ Web HA ~
(http://www.rsasecurity.com/rsalabs/PKCS) CTAFTE L7 7 A/ ERIL D
DTY, pkcsll preamble.h 77 A MEIA 7 A—FRT 4 L7 NURNIZHY, T
MLV DEDT 7 AN ORIA 7 NV—FTDHDHERH Y T,

pkes1l 74 7 F ViX. /opt/SUNWconn/cryptov2/lib/libvpkesll.so T,

Sun Crypto Accelerator 4000 71 77 Vix, BHEDTA7Z7V & LT 74250,
dlopen (3DL) #{H L TEIMICBI Z B TE F 9,
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WBHEOZAT7Z VL LTI 735813, kROoavr FefLET,

cc [flags] files... -L /opt/SUNWconn/cryptov2/lib \
-R /opt/SUNWconn/cryptov2/1lib -1 vpkecsll [other libraries...]

ROFID X DI, 22— FIFEEKZEEFCH T BENDH Y £,

rv = C_Initialize (NULL) ;

Y 7 55813, kOoa~vy R LET (=7 —LHTEKE L TOET),

cc [flags] files... -1d1 [ other libraries ... ]

#include "cryptoki.h"
#include <dlfcn.h>
#include <link.h>

void *cryptdlhandle;
CK_RV (*getfunctionlistp) (CK_FUNCTION_LIST_ PTR *);
CK_FUNCTION_ LIST *pkllfunclist; /* may need to be globally
accessible */
CK_RV rv;
/* dlopen Sun Cryptoaccelerator 4000 library */
cryptodlhandle =
dlopen ("/opt/SUNWconn/cryptov2/lib/libvpkecsll.so",
RTLD NOW | RTLD LOCAL | RTLD_ GROUP) ;
if (cryptodlhandle == NULL)
/* Get pointer to C _GetFunctionList function */
getfunctionlistp = dlsym(cryptodlhandle, "C getFunctionList") ;

if (getfunctionlistp == NULL)

/* Get libvpkscll's cryptki function list */
rv = (*getfunctionlistp) (&pkllfunclist) ;

if (rv != CKR OK)

WOBIO X HIZ, =— FIIBEKEZFEMICHFOHTHER LY £,

rv = pkllfunclist -> C Initialize (NULL);

Sun Crypto Accelerator 4000 ¥ 7 b7 =7 (2%, MHEOHIRITIZEALLEH Y A,
BHOZ L, FAMAE) —ICL o COARBIRENES, b—r
(acceleration only h—7 v Z&Te) O RKEIL 1024 TT,
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H—=HNDAEY —EMEICHET HEEEIIRET R T AL DH I —E AR
WAL T20, Y7 b U =T1E, 1 A®D Solaris =—%— (71 & A TiX7aW) M
BT —FNVDAEY —8% 16M A FUATFICHIBBLES, ZOHIRMEIX, A%
TEFEHA,

WOHIIHIRAZFH Z LK - T, I—RNVDAE Y —DOWEDIHE % Bl CcX F

‘j‘o

m BHETEINDIBREZRF CTHELZWVWTLLIEEW, KTT 25546813, @Rk
THERESEL (C_EncryptFinal 72 &) ZMFEOH T, By a vz TLET,

n LEDORNWAT V=7 NEBRPCHIFELRNTEIWN, & TT5581E, 1Bl
By a v EKRTTHN(@EREOAT V=7 FORIZHE)). C DestroyObject
MO LET,

n MRS KEEOT —% (M A b)) 2—EIZEE LT sy, @, K&
A2 A NRMEZY 7 b =T TIThNA TS, ZOHREEHEIIL A Vs R
MEEEICITEA S ER A,

PKCS#11 OFBEA ORIk C¢_InitToken B XU C_InitPin IFFEEINTVER
/v, CKU_SO (Security Officer) 7 7 /% 8E LT- C ' Login BI¥UE, A S ET,

PKCS#11 O public token 7 = 7 NI, @#akZe L TSREB X OHIRTE 2KifieA 7
¥x= 7 FTJ, Sun Crypto Accelerator 4000 ¥ 7 h 7 = 72 L > Tk S5 =2 —
#—1% Solaris = —H— L (BN /<, Y7 MU =T C_Login BNk 5 E T
2 =P —ORHIERZ MR LRV D, TRTOa2—Y =N OFT V22 b2

02— IR TELIMLERDHY | TRTOL—HF—NZDAFTVxr NEHIBRTE
F9, ZOXIREEIAFR ST, £D72® public token &7 ¥ =7 MIFFAI S
FH A, public token 7V =7 M EVERT DEAEITRIE L £ 77,

BRED (Byva )37 V=7 Fofik, FEGLEBICL > TORFIRINET,
KigEA TV =7 M, TRTHR— RO RAM | Wiéz%#%@iﬁh ZAUE R
FI7RHIRFHTIEH Y £E A, ZOMRICTHPE T, CK_TOKEN INFO HiE(A
(C_GetTokenInfo BSIZ L > TREND) DAEY —DIc KA X&mRmT7 4 —b
RiZiX, 9T CK_EFFECTIVELY INFINITE Di%/E I ET, C GetObjectSize
BIIEES TV ERA,

G a DT 2T NANX L — 3 VB (C_DigestEncryptUpdate,

C DecryptDigestUpdate., C_SignEncryptUpdate, B LT
C_DecryptVerifyUpdate) (FFEE XN TR 2, C_GetTokenInfo (2L 5T
RINbd77 77 4—/ FIND CKF_DUAL OPERATIONS FLAG /& false IZ72 V) F
7

C_GetOperationState & PBHE#ET 5% ¢_SetOperationState D FEHEL, HHlFR
INTWET, C Digest DEIET, EMEINTATIT —H M 65532 /34 R FTh
DLGAIT DI, C_GetOperationState [FKHI L E T,

Sun Crypto Accelerator 4000 > 27 LI Ko THRfkS D F—2 3, BIBRAF & 7
ENET, LN -T, CK GetSlotInfo lZX > THRINS
CKF_REMOVABLE DEVICE 7 7 7'Z false IZ72 V) £7,
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C_WaitForSlotEvent BEUIEE N TV, Sun Crypto Accelerator 4000
AT A, C_OpenSession ~® Notify /N T A Z & LTHEINDLT—N Ny 7 H
BEMOHLERYA, Y7 FU =T IX, C OpenSession @ pApplication /X7 A
ZEFEHALT, MOH LT 7V r—ya VICHIBlZRERT Z 8 3H 0 8 A,

Sun Crypto Accelerator 4000 7~ — FiZi%, @dEOEMEEB Y = XL —FNEENT
WET, BT =R —F &2 — FT 508372 <. C_SeedRandom I,
CKR_RANDOM SEED NOT SUPPORTED &\ 9 T 7 —THEAINET,

RARAEY —WNITHET DEER T ¢ —/L NI T 2 220
CKA_SENSITIVE J&ME% true (Zi%E L CIERL L 7o #2095 & 2RI Liﬁ“o HAR
722 AN, RO EBD TT,

m ##0 CKA SENSITIVE 78 true [IZRE I TW5H &, C DigestKey TR L F
ﬁ—o

m ERERDEETIIIRET 28D CKA SENSITIVE 28 true ICERESIN TV D &,
FTRTCDAH=ALD C_DeriveKey ITKIM L ET,

m Ty TENDERIET /7%[5%3%6?@0) CKA_SENSITIVE 7% true |Zi%/E S 41T
WBH L IROEMREA LTSEIZ, ¢ WrapKey 38 X U8 C_UnwrapKey 3R L
iﬁ—o
n H#72 RSA ##F 721% DSA $#TidZew

s AH=AAL), CKM _DES CBC PAD, CKM DES3 CBC_PAD,
CKM_RC2 CBC_PAD, ¥72/% CKM AES CBC_PAD Tid7Ze\
m #E0 CKA_SENSITIVE /® true I[ZRRESHL TS & KD AT =R K%M T 2

EIXF~ToRBLET,
= CKM AES...

= CKM_CDMF_ECB

= CKM DES ECB

= CKM DES3 ECB

= CKM DH...

= CKM_MD5 HMAC. ..

s CKM RC2...

= CKM RC4...

= CKM SHA 1 HMAC...
s CKM SSL3...

= CKM TLS...

m CKA SENSITIVE 7} true ICFRESNTWVAH &, 2048 B M &% 5 RSA #EE7-
131024 £y M8 % 5 DSA ST 2 EIEIX ML £7,

CKA_EXTRACTABLE JBMEDT 7 4 /L M true T9, CKA SENSITIVE BYEDT 7+
JV ME. CKA_EXTRACTABLE DX false T, CKA SENSITIVE B LU
CKA_EXTRACTABLE Difi i % false ICF¥E L L 5 &92 L KM L T,

CKR_TEMPLATE INCONSISTENT &\W\\9 =7 —MNRINFET,
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WE. BEOTEN/BREIND ZLITHY EHA, LExIE, T —MNIFRILE
MAEBZEN TV D HEE, TO0FEET, KEOHEOZZEH LET, #oRXICH
WORWEMEITEHASNDLZT T, TN TOENRBESARIEHINIDITTIEHY
EH A

CKA LOCAL, CKA ALWAYS SENSITIVE, 33 & U CKA NEVER EXTRACTABLE J&%
X, I THEREA,

V7R xTIZEoTRENDZT —a—RE, THllEhba—REERLIGERD
W ET, FlZ, CKR_MECHANISM INVALID (X, IO MEDFRE L TWD LD 7l
ATH, ZLO=T—ZxLTRESNET, U ¥ — =— K CKR_HOST MEMORY
X, @, malloc(Bc) 2~ RAOWNHEIFERH LAKRKLIZZ E2ERLET, 2
DTIT—RNREINTH LT, BEQDREPEDISRFA SN TOWRWEERH D |
C_Finalize FPOMH L RSN, WLBEEZfkRE L THEIRDBH Y £ A,

AME R T 57D, Y7 MU =7 @ C EncryptInit 3L ONFEIERO DS
I, EBICT — 2P SN ETR— F~DREOXGFEERET LI ENHV F
7T, ZOfER. PKCS#11 2 C_EncryptInit (8L UOFEEROEE) PR ETRETH
BHERPL TS —HOTT—2, ERICIE, %KD C_EncryptUpdate (B L A
FROBIE) ~DERADOECH L THE SNET,

R D PKCS#11 Fi/RFIZ Ko TRk S D A I =X L F, Sun Crypto Accelerator
4000 ¥ 7 b =7 THEMTEEF, CKM SSL3... BLUNCKM TLS... A=K A
. ROV A MIRENTWETA, /ete/opt/SUNWeconn/cryptov2/sslreg
T 7 ANPFET DHEDH, F—ART &S —27 CTHEMATEET

(210 *—® [PKCS#11 #fEH L7 — ROE | 258,

CKM_AES CBC
CKM_AES CBC_PAD
CKM_AES ECB

CKM AES KEY GEN
CKM_CDMF CBC
CKM_CDMF CBC_PAD
CKM_CDMF ECB
CKM_CDMF KEY GEN

CKM DES2 KEY GEN
CKM_DES3 CBC
CKM_DES3_ CBC_PAD
CKM_DES3 ECB

CKM DES3 KEY GEN
CKM_DES CBC

CKM DES CBC_PAD

CKM DES ECB

CKM DES KEY GEN

CKM DH PKCS DERIVE
CKM DH PKCS_KEY PAIR GEN
CKM_DSA

CKM DSA KEY PAIR GEN
CKM_MD5
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CKM_MD5_HMAC
CKM_MD5 HMAC GENERAL
CKM_RC2_CBC
CKM_RC2_CBC_PAD

CKM_RC2_ ECB
CKM_RC2_KEY GEN

CKM_RC4

CKM RC4 KEY GEN

CKM RSA PKCS

CKM RSA PKCS KEY PAIR GEN
CKM RSA X 509

CKM SHA 1

CKM_SHA 1 HMAC
CKM_SHA 1 HMAC GENERAL
CKM_SSL3 KEY AND MAC DERIVE
CKM SSL3 MASTER KEY DERIVE
CKM_SSL3_MD5 MAC

CKM SSL3 PRE MASTER KEY GEN
CKM_SSL3 SHA1l MAC

CKM TLS KEY AND MAC DERIVE
CKM TLS MASTER KEY DERIVE
CKM TLS PRE MASTER KEY GEN

RSA. DSA. B X O Diffie-Hellman DKV A XIIRD LBV T,

* 8-3 BORKNYA X

5 BETIEHEVWRORKY 14X BEORORAYA X
RSA 4096 2048

DSA 4096 1024

DH 2048 BN

FT T2l bV RVERITIE Y v 3 vy RV, #IZ small integer Ciifie L T
HOYBTHEND EEINEY EFHA, TNDHD/NY RLE, unsigned long Th D55
WY ET,

C Initialize |ZJE SN DAY (mutex) O 2 — /3w 7 BIEURA 213G S
nET,

% OGE. INEEOT — X OEEIL, A— R TR ARA ey CAE IR
F9, ZE, BIEER—RNCEET LA MR, AANTEOBRIELZIATT 5 A
LYV REWEDHTT, 727 L. CKA SENSITIVE BN true ICREINTWH A
TV FERT 5BEET N TR - FTEITINET,
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F_T?D c_DigestUpdate /Ny 7 7 —DRFEH A X7 65532 /A baxEz D&, K
ARDYT RT2TICEoTHA Ve A MMENEITSNE T, A UEHERN

C Digest ICbWMAINET, ZOXICL T, IEFEOT—X LIEFIIREED
F—HiE, PELbLY T b Tk o TEENET,

KA 7 V= MCEATHERIZ, =—F—72 C Login BIKAZ IEFIZFET L & X
7R R EINT, Frvvirad3nizFzFzE0ET, TObH LD, FIOWMEIZ X
DA T = OB, HIBR, FRIIMEEITIRZWEGEERHY T, R—KT
FEATSN DL, &BFOREOEEZMHEH L3 (R— RAHH TRE CHEBEE TH
D56, FRRIIAR—RKPAHHAAE TRy 77 —DORE INRY TH LTI, BE
IR — R THEITSINET), TNLSOEIEL . ¢ FindObjects BAEUIE., ¥ v v
aESNTREOHEAHEHLTY 7 F Y =7 TR ENET,

FE ROV Y =R TE, ZOHEOXY v OBMEREE SN AREMEND Y
iﬁ—o

PKCS#11 HIMIZ L s TEDHNTND LB, = —H ¢ Logout B Z O
M, FD PKCS#Il By v a v a2 T35HE, T XTOKEEA TP =7 b RL
DEGNZRVET, Y7 MU TlE, Y7 =T DXy viahb h—r o F7
V7 bEEELET, KRIZ C Login BEE EFIZFATLIZE X2, TXCH F—
JoF TV 2 MIFORETRFOLDIZR D T, Bloa—F—nNZoa s (v
PETLEEAICE. MO N—2 0377 OBy FIMEHENDSZ LICEEL
TLEEY, 2L, Ala—Y—nzoul A 2FTLERESTH, h—2 0 F
T MILIRTE TR BN RVERGTAZERH £,
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T8k A

Tk

Z OfHE T, Sun Crypto Accelerator 4000 ® MMF 35 X OV UTP 7 & 7' % OH:ARIC
OWTHHLET, ZOMEIE, KO THIRSNET,

m 223 <X—® [Sun Crypto Accelerator 4000 MMF 7 % 7 4 |

m 226 ~—® [Sun Crypto Accelerator 4000 UTP 7 ¥ /"% |

Sun Crypto Accelerator 4000 MMF 7 &
T %5

Z OHiTIX, Sun Crypto Accelerator 4000 MMF 7 % 7" % OAEARIZ DWW TRl L &
‘j‘o

RT3

A-11Z, Sun Crypto Accelerator 4000 MMF 7 ¥ 72 D a7 2 %3 L £7,
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O LNK

O

Purcell, CA
P101-000

A-1 Sun Crypto Accelerator 4000 MMF 7 ¥ 7' Z D a7 &

# A-112, SC =17 % (850 nm) DFFEZ R L £,

= A-1 SC =7 # ¥k O RetE (IEEE P802.3z)

ek 62.5 = 0> MMF 50 =/ > MMF

B {EFEIH R 260 m fx e 550 m
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YR ~T &

F* A-2 WP~k
stk I EfE A— MILRE
Ex 12.283 A >  312.00 mm
& 4200 1 >»F  106.68 mm
Iy 1 2N
T4 Be 4%
& A-3 PEReAR
HERE g
PCl 7 a2 &K 33/66 MHz

PCI 7 — & /"— R MRk
PCL 7 —4% /7 Rl Al
PCI E—F

1 Gbps. 850 nm

K 64 XA FDO/N—A |
32/64 £ b
VAP — )AL —T

1000 Mbps (4 )

BEREH

*® A4 EIR A

T BIEE

RRENHE & 625W@5V
12.75W @ 3.3V

B FFARLH 5V+/-5%
33V +/-5%

A i
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AR T — R4

F* A5 A BT x— AR

- 1:13 Tk

PCI 7 w7 33 MHz % 7-1% 66 MHz

RARMA B2 T7xz—A PCI21, 33MHz £721X 66 MHz 7 1> 7 L— ||
BLO33V E72L5VOENEZYR—F

PCI /N A1 Nty hEriFesy b

IRIR LR

& A-6 BB

B EERF DA REBOMLH
BE 0~ +55°C. +32 ~ +131°F -40 ~ +75 °C. -40 ~ +167 °F
A i 5~ 85 % FEEEDIRNT & 0~ 95 % FEFBEDIRNT &

Sun Crypto Accelerator 4000 UTP 7 4
75

Z OHi T, Sun Crypto Accelerator 4000 UTP 7" % 7" % OALARIZ DWW Tl L %
RS

RT3

A-2 12, Sun Crypto Accelerator 4000 UTP 7 ¥ 7' ¥ D ax 7 Z &R L7,
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O rauT

DIAG
OPERATE
INIT
FIPS

O uNK

®

O

Purcell, CA
P101-000

A-2 Sun Crypto Accelerator 4000 UTP 7 ¥ 7*Z D a7 &

# A-7 |2, Sun Crypto Accelerator 4000 UTP 7 % 7' % 3MEH T % Cat-5 227 # D
xR LET,

x A7 Cat-5 =1 7 Z i OFe:

it Bl
B)1EHIPH I 100 m

T8 A K% 227



YR ~T &

& A-8 Wk

RE:3 AIEfE *— bR
Ex 12283 A >  312.00 mm
& 4200 4 »F  106.68 mm
Iy 1 2N
T4 Be 4%
=& A9 PERefAR
11 T
PCl 7 a2 &K 33/66 MHz

PCIL 77— 2 /N— X MRiE
PCI 7—% /7 N L RIE
PCI £— K

1 Gbps

100 Mbps

10 Mbps

R 64 /54 FD/R—2Z K
32/64 £ b

VAR — [ A L—T

1000 Mbps (4 )

100 Mbps (42 35 L O )
10 Mbps (& _ 83 LUV H)

EREH

= A-10 EFEEMF

e BIEfE

RRENHEEE 625W@5V
12.75W @ 3.3V

BRI 5V +/-5%
33V +/-5%
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AR T — R4

= A-11 A BT x=— AR

Hre axE
PCl 7wy 33 MHz 7z1% 66 MHz

RARMA B2 T7xz—A PCI21, 33MHz £721X 66 MHz D7 1> 7 L— ||
BLO33V E72L5VOENEZYR—L

PCI /N Al R by bhELiT6es By b

IRIR LR

xR A12  BREIMIEE

B EERF DA REBOMLH
BE 0~ +55°C. +32 ~ +131°F -40 ~ +75 °C. -40 ~ +167 °F
A i 5~ 85 % FEEEDIRNT & 0~ 95% FEFBEDIRNT &
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$§xB

AR M=ILRY YT E2FERALK
WY TR T7DA A=)

T OfFETE, 5 CD TRILEND A VA R AT U Tk
(/cdrom/cdrom0/install) Z {72, Sun Crypto Accelerator 4000 ¥ 7

T =T B TFEITA AN VTEHECOOTHBEALET, ZOMEIE, RO T
mENET,

231 RN—=TD [FEMLEDY T MU =2T DA A =)L

B2 X=VD [T 4L 7 FIBIORT 7 AL

m 235 X—T0 [FE}EDY T FY =T OHIBR]

FEIZELKBYVITIEFIZTTDA R =)L

Sun Crypto Accelerator 4000 ¥ 7 b o = 7%, Hf CD (kS CWVWET,
SunSolve Web ¥ k (http://sunsolve.sun.com) 26Xy FE2F 7 o— R4
DUENSHDLGENHY T3, ML, 2X—T0 [WEAAYyF] 22RLTLE

éb\o

YILDIT7HFEHTAIRM=ILT S

. VAT LIZHEHE SN TS CD-ROM K354 JIZ, Sun Crypto Accelerator 4000 CD

EZRALEY,

m A7 AT Sun Enterprise Volume Manager % %17 L T\ 544, CD-ROM (&
/cdrom/cdrom0 7 4 L7 MU ICHEMIC~Y v FENET,

m A7 AT Sun Enterprise Volume Manager % 317 L CWa WAL, kD KD
IZAJJLTCD-ROM #~7 > b LET,

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom
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/cdrom/cdrom0 7 4 L7 R UIZIE, ROT7 7 ANVBXOT L7 FURBHY T,

% B-1 /cdrom/cdrom0 T 4 L7 M UIZHDL T 7 AV

TFANERRF
TaLI Y nE
Copyright FAEHET 7 A v (JEE)
FR_Copyright EHe7 7 AN (7 T RGE
install Sun Crypto Accelerator 4000 ¥ 7 bV =27 %A Y A M—NF DA VA=A U |
remove Sun Crypto Accelerator 4000 ¥ 7 k7 = 7 % HIBR T HHIRZ 7 U 7 |
Docs [Sun Crypto Accelerator 4000 A — F/N— 5 2 1.1 f VA h—A~v=a2T ]
(ZDO~==2T))
[Sun Crypto Accelerator 4000 A — F/3—2 3 > 1.1 ZHEMHIZH 72> T
Packages Sun Crypto Accelerator 4000 ¥ 7 bV =7 /Ny r—

SUNWkcl2r it —xa s R—x k

SUNWkc12u S bERA—T A VT4 —BLOTAT TV

SUNWkcl2a Apache @ SSL 7 R— b (A7 3 V)

SUNWkcl2m L~ T A=Y (T a3 )

SUNWvcar VCA Crypto 77 &7 L —% (Jb—})

SUNWvcau VCA Crypto 77 7 L—4 (2—H—)

SUNWvcaa VCA &

SUNWvcafw VCA 77 —ALU=xT

SUNWvcamn VCACrypto 77 BT L —F v =a 7 =Y (A7 a V)
SUNWvcav VCA Crypto 7 7 £ 5 L—4® SunVTS 7 % b (A7 = >)
SUNWkcl2o0 SSL BiZY — LB LOTATZ Y (AT ayv)

SUNWkcl2i.u KCLv2 Crypto ZfH3 % IPsec Dt (72 a )

W lr =D, A7 a Ry lr—T% A4 VA M=V T BRI, FREDNEFTA
VAN NAVTEMERDN ET, MENY T —TVEA ANV LEEb e, AT
ar N —UEEBREDEFTA A M= BILOHIBRTE £7,

Web #—/3—& LT Apache Zfi 4 25520 & Y A7 a0 SUNWkel2a
Ry lr—k A A =L LET,

Apache Web #—/R—DII0 D (R — F SILTVRW) N—T g & FHEERRT 256
W EY, 7Y 3 0 SUNWkel2o Ny r—V% A VA =L LET,

SunVTS 7 A b & FITTHLEIWINE D, A7 3 D SUNWveav /Xy 7Fr—T% A
VA M=)V LET, SUNWvcav Ny 77— %A VA M—/LT 5851%, SunVTS 4.4
~5XxEA VA=V LTBILERHY £7,
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E - A7V a3 ? suNwkel2i.u /Ny 7 —UICiE, Sun Crypto Accelerator 4000 CD
ETOH wERTHINTONET, 2Oy =V A VA M—T 5 & AR
SUNWkcl2i IZEE SN ET, CD ET .wikREF BTN THD 0, Ny =

sundu 7 —F 7 7 Fx —[HAETHDHI L ETRTTHTT,

1. ROESICAALT, BEBY I D27 T—D%ALA VA M—=JLLET,

# cd /cdrom/cdrom0/Packages

# pkgadd -d . SUNWkcl2r SUNWkcl2u SUNWkcl2m SUNWvcar SUNWvcau SUNWvcaa SUNWvcamn

SUNWvcafw

2. (EE) pkginfo AT FZEETLT, VI FDz7HBEYIZA VR b—LENTIZ

LERBLET,

# pkginfo SUNWkcl2r SUNWkcl2u SUNWvcar SUNWvcau SUNWvcaa SUNWvcafw

system SUNWkcl2r KCLv2 Crypto (Root)

system SUNWkcl2u KCLv2 Crypto Support Software

system SUNWvcaa VCA Crypto Accelerator/Gigabit Ethernet Admin
system SUNWvcafw VCA Crypto Accelerator/Gigabit Ethernet firmware
system SUNWvcar VCA Crypto Accelerator/Gigabit Ethernet Drivers
system SUNWvcau VCA Crypto Accelerator/Gigabit Ethernet Daemon

3. (ff®) prtdiag AV FEEFTLT. FIA /NI HEARFN-CEZHEELET,

SR, prtdiag(lm) OF L T v~v=ma T _X—=U BB L T Z &0,

# prtdiag -v

4. (&) modinfo AX Y FEFRITL T, HMARFENT-ED1—ILERRLET,

# modinfo | grep Crypto

62 1317f62 20blf 198 1 vca (VCA Crypto/Ethernet v1.102)

63 13360e9 12510 200 1 kcl2 (Kernel Crypto Library v1.148)
197 136d5deée 19b0 199 1 wvcactl (VCA Crypto Control v1.19)

18k B A VRF—LWRIYTLZFERBLEVWYILIZTDA VR =)L
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AToavnNysyr—S0A4 VR =)L

Apache Web #—/3—® SSL # A — I & Sun Crypto Accelerator 4000 D4 > 7 A
VR Za T WR=VERET I T a v Ny =V OREA A =T BT,
WDOESIZATILET,

# cd /cdrom/cdrom0/Packages
# pkgadd -d . SUNWkcl2a SUNWkcl2m

FTar DI T NI 2T R =BT R_RCA A M= T 5120F, ROLIITA
jj L/iﬁ—o

# cd /cdrom/cdrom0/Packages
# pkgadd -d . SUNWkcl2a SUNWkcl2m SUNWvcamn SUNWvcav SUNWkcl2o SUNWkcl2i.u

ZOBDOF T a Ry = ONFOEEMIT, £ B-1 EZBRLTLEE N,

TA4LIRF)BXUT7AIL

# B-2 |2, Sun Crypto Accelerator 4000 ¥ 7 b7 =7 DA ' A M—/LIRFIZ, T 7 4V
FNCHERENDT 4 L7 MU ERLET,

% B-2 Sun Crypto Accelerator 4000 7 ¢ L' 7 +J

T4LYI MY NE
/etc/opt/SUNWconn/veca/keydata F—R NTTF—% (HFHLENTVD)
/opt/SUNWconn/cryptov2/bin =74 VT 44—

/opt /SUNWconn/cryptov2/1lib YR—=rFA4T7FY
/opt/SUNWconn/cryptov2/sbin FHo<w R

B-1iZ. ZNbD7T 4 L7 MU BIOT7 7 A VOREEZRLET,
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M

/etc /opt
/opt
/SUNWconn
/SUNWconn
/vca /cryptov2
/keydata
FElkINh:
/inﬁlude /lﬁb /man /sFln /ﬁsl
oo m= TIVT—vay[=aT L F—EY Apache
A HYR—Fk ||[F1TFY = EATH8E By R—
274N
X B-1 Sun Crypto Accelerator 4000 7« L' 27 F U B LV 7 7 A /1

F-AR—FON—=FU 2T EZWMOMITTC, Y7 U7 A =L LT
X, B LIOF—A N TOFERICE > THR— F2 kT2 0ERZHY £3, A—
R a2 g3 2 FIEIZHOW T, 68 X—Y D Tvcaadm IZ L DR — ROy 2%

FRLTLZ&EW,

FECELDYV T o7 DHIBR

TTIZF—AMTEER L TWEEEIE 71 X—2D Ivcaadm (2L DF—AX KT D
EH) 2Z2), Y7 b =T ZHIERT 500, Sun Crypto Accelerator 4000 AR — K
ORI L7 — A N TIHEREZHEIRT D LENH Y £, zeroize 2 v 2 N%
FITT D ETRTCOERBMPHIBRSNE TN, R— RERYHTZHEARA SO 7 7
ANV AT MIEHENTWDEFXF—A NT 7 7 A VITHIBRENER L, zeroize =

1$%B A VR F—ILRIYTLEFERALBEVWY I LI T7DA VA =)L 235



/N
/N

/N

~ o ROZEMIL, 82 =YD [R—FD Y7 My =T ERONE] 23 LTLF
SV, VAT AT SN —A NT 7 A NVEEIBRT HIZIE, A——a— P —
RO THF—ANT 77 A NVEHIBRLET, F—A T EERL TOHRWEAIX, &
DOTFNEEERE L T IEEW,

FE-_MHHTFOXF—2 T, F3EIO—F—BLORF—X M T EHHL T
HHR—A MTIIHIBRE L2V TL &, ¥F—RX T ZEHRIZESBIT5121E. Web
Y= N—EHY— N~ EFREFFOEFOEIERLEIIRDIGERH 0 7,

JEE — Sun Crypto Accelerator 4000 Y 7 kv =7 ZHIBR 3 % AilZ. Sun Crypto
Accelerator 4000 R — FZfEH 9% Web — N—ZfEHARIZTL2HLERH Y £
o Web —N—2 i HRAIZETIZY 7 7 =T HHIBRT 5 &, Web —/3—23
HEE L7 <7220 9

V7 b7 EFETHIRT S

A—N—21—H—T pkgrm AY Y FEFEAL T, FIBDOFIETSI VX b—L LIV
Tz 7NNyr—SEITZHIBRLES,

AR - A VAP A LAy =D, RIRTIETHIRT 208 XS0 £4, =
DI N r =V EHIBR L & IRTFEEDRRAEL, I—FNVEV 22— B A VA
F—LENTFEEIIRY ET,

TRCONRyr—V% A A =L LTWEEAIE, ROIEIZHIRL £,

# pkgrm SUNWkcl2o SUNWvcav SUNWvcar SUNWkcl2a SUNWkcl2u SUNWkecl2r
SUNWvcamn SUNWkcl2m SUNWkcl2i SUNWvcaa SUNWvcafw SUNWvcau

7E — SunVTS ZEIME L TV 2 HREET, Sun Crypto Accelerator 4000 78— K@ SunVTS
T A N (SUNWvcav) & A A b— L FE 2 XHIBR LI HEI12iE, o b L,
TELTAMETEHTH/DICT AT AOFT 0 =T OEGTRLBEILRLDZLRHY
X9, FEMIE. SunVTS O~==2T7 L&BRL T &,
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F8xC

Apache Web #—/3—® SSL 3%
TALYT47D

Z OfH§E T, Sun Crypto Accelerator 4000 ¥ 7 b ¥ =7 %l L T Apache Web
P—R—=TSSL +R— b E2BRETDHEODT A LI T 4 THRLET, T4 L7
7 4 71X http.conf 7 7 A MR E LE T, #FMIX. Apache Web #h— —D~
=aT7VEZRL TSN,

1. SSLPassPhraseDialog exec:program
AVTHFAL T r—rL
ZOT 4 V7T 4 7IX, HBE LT program HFITLTHET 7 A L D/RAT — R %
INEES 5 Z &% Apache Web Hh— "—{Zi@H L E T, program (X, INEE LT/ A
U— N BRI ~H LET,
B DT 7 A VHPMFIEL, ZNERIBO/RRAT — REFFOLAIL, program B
1EEITENET (NEINTKSAT — RIX, program % 5 7= 7= O FITT D RiIIC
mEnEd),

program 1%, 2 DOGEAEEL CTEITINET, 1 DHO5EITH— =4 T,
servername:port DG THE L £7, =& 2IF,
www.fictional-company.com:443 DX HIZHELET (F— b 443 iE, SSL
N—=2D Web —"—THH SN D KR K—FTT), 2 DHDO5HIT, #
7 7 A VOGEDOTEE (keytype) TI . keytype \Z1E, RSA F721L DSA OWTIh %
fRETEET,

F - oS TAFVAT AORFICEITIND D, 2V =N tty T
A ATRWGS (tty(3c) 28 false KT I5E) ITHLTED L HITKFTL T EE
A%

L INTWVWDH T8 T A Jopt/SUNWconn/cryptov2/bin/apgetpass I3,
program DFEITAIRETZ 7 AV E L THERATEET, 20707 7 AZHEINIZ SX
T—ROANERDDLTr T MaRRLET, AJILIE/NAT — ROFRRIIH
EEnET,
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F72, ZD sslpassword 7B 7T AiE, 77 ANANEHANRAT— REHERITH
RTDHZEHLTEET, ZOHEEIX. Web V— —DEBIFFO 2 —F —D#{EE
R LIEWG BRI LES, #7 7 A LD/ U— R,
/etc/apache/servername:port.keytype .pass &\ HRID 7 7 A VN THRE SN
7T, SO ANPHFEIELRVGEIE. 77 AL
/etc/apache/default.pass WEHINET, TNHDRXATU—RT7 7 A )L|Z
X, RSN TWARNASZT — REF R A> TWET,

7 — Web ——%34779 25 UNIX 2 —H =721 B A T — R 7 7 A L EFGHIAD
&9, T BAMETT7 7 AN EREL T LI, ZO2—F =%, FHfED
Apache D User 74 V7 7 4 7 TRESN TN 22— — LRI L THLILENH Y
g‘t‘j‘o

ZOTA VI T AT RRESRHTOWRWERIE, 774V T, WEOTr 7
MEERER S NET, VAT AEBREO2—F—DFEEL R FTITE, T 74
VTR, #BIEEN TV A sslpassword 702/ 7 AOMEMHEBEIO LE
ﬁ—o

2. SSLEngine (on|off)
AUTHRAL e —rL AER R B

ZOF 4V IT 4 7%, SSL u o EHAREICLET, BRI, 20T 4
V2T 4 71, —EOY— =T SSL M HARRIZT D722, RAEAR R N T
JALET, @i, koL BEANEHINE T,

<VirtualHost default :443>
SSLEngine on
</VirtualHost>

T3, AR— b 443 (FEHED HTTPS R— ) THET ST X TOY——T,
SSL #EMATAHLICHELTVWET, T4 L7 T 4 TBRREINLTNRNE
&, ZoFa haVIF 7 N TE TR F4,

3. SSLProtocol [+-]protocol
aVFHRA L Fa— L AR B

DT 4LVIT 4T T, =" —MNSSL F T Y arTHERATA e b
NERELET, RC1IZ, FHERTe barLtzodiAzRLET,
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= C-1 SSL 7w k=v

Jarkan SitEA

SSLv2 FEHET B 2 Netscape D) SSL 7’1 k=)L

Ssbv3 SSL 7'm h AL OEH A=V 3 v, B O Web 7T U T
PAR— P ENTVET,

ThSvi SSLv3 ZEH L= b0, HE IETF CRIHE(L 230 BTV E T,
SBBLNET T TFETHE— F SR TVET,

all FRTOT 8 b=

TIA(+) FTFTA TR FEEHEHALT, o ha v BNELITHIBRTE
FT, & zE, SSLv2 O R — M EFEAARATICT 28I, ROLHICT 4 v
IT 4 T EREBELET,

SSLProtocol all -SSLv2

ZOXIE, WO X DITHRET 20 LR UEKRTT,

SSLProtocol +SSLv3 +TLSv1l

4. ssLCipherSuite cipher-spec
aVTHRAb: Tu—sb, REBERA N, 54127 FY . .htaccess

SSLCipherSuite 7 4 V7 7 1 7%, R FEEZR SSL D535 L OMESCIANL % 3%
ETAHEDIHFEALET, ZFao—\NLarTFF A MNERIEREFA a2 TFF R
FTlE, ZOF 4 L7 T 4 TIIRPID SSL N Ry =—7 THEASNET, T«
LY N ZEDary XA NTHE, RESNHESEHEAT 72012, SSL OF
I E— 3 URBEHIFNCITOIE T, BRI — g UiE, ERPFEARIA
ENT=bH LT, ISEDEEINARNCETINET,
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cipher-spec \Z1%, 3 C-2 [R5 %,
T. DH /% Diffie-Hellman % . DSS (I Digital Signature Standard ## L £,

an CTRY->THELET, £ C2

% C-2 T & % SSL D&

5542 Y ool Boxi B & 51k MAC &%
DES-CBC3-SHA SSLv3 RSA RSA 3DES (168 £~ k) SHA1
DES-CBC3-MD5 SSLv2 RSA RSA 3DES (168 £~ ) MD5
RC4-SHA SSLv3 RSA RSA ARCFOUR SHA1

(128 £ 1)
RC4-MD5 SSLv3 RSA RSA ARCFOUR MD5
(128 £ 1)
RC4-MD5 SSLv2 RSA RSA ARCFOUR MD5
(128 £ 1)
RC2-CBC-MD5 SSLv2 RSA RSA ARCTWO
(128 £ 1)
DES-CBC-SHA SSLv3 RSA RSA  DES (56 £ v 1) SHA1
RC4-64-MD5 SSLv2 RSA RSA ARCFOUR MD5
(64 v 1)
DES-CBC-MD5 SSLv2 RSA RSA DES (56 £ v ) MD5
EXP-DES-CBC-SHA SSLv3 RSA (512 £~ k) RSA DES (40 £ v ) SHA1 iigH
EXP-RC2-CBC-MD5 SSLv2 RSA (512 £~ k) RSA ARCTWO SHA1 g
(40 v F)
EXP-RC2-CBC-MD5 SSLv3 RSA (512 £~ k) RSA ARCTWO SHA1 G
(40 £ )
EXP-RC4-MD5 SSLv3 RSA (512 £'v k) RSA  ARCFOUR MD5 g
(40 v K)
EXP-RC4-MD5 SSLv2 RSA (512 £~ k) RSA ARCFOUR MD5 i HH
(40 £ )
NULL-SHA SSLv3 RSA RSA L SHA1
NULL-MD5 SSLv3 RSA RSA L MD5
ADH-DES-CBC3-SHA SSLv3 DH L 3DES (168 £~ ) SHAIL
ADH-DES-CBC-SHA SSLv3 DH L DES (56 £ v ) SHA1
ADH-RC4-MD5 SSLv3 DH L ARCFOUR MD5
(128 2> 1)
EDH-RSA-DES-CBC3-SHA SSLv3 DH RSA 3DES (168 £~ ) SHAIL
EDH-DSS-DES-CBC3-SHA SSLv3 DH DSS 3DES (168 £~ ) SHAIL
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%= C-2 fiC& % SSL D5 (e X)

52T Jotral BoOXH B ES1t MAC  7E%8
EDH-RSA-DES-CBC-SHA SSLv3 DH RSA DES (56 £ > M) SHA1
EDH-DSS-DES-CBC-SHA SSLv3 DH DSS DES (56 £ > 1) SHA1
EXP-EDH-RSA-DES-CBC-SHA  SSLv3 DH (512 £wv k) RSA  DES (40 £ v 1) SHA1 it
EXP-EDH-DSS-DES-CBC-SHA  SSLv3 DHGI2 v k) DSS  DES @0 Ew k) SHAL i
EXP-ADH-DES-CBC-SHA SSLv3 DH(12 Ev k) 7&tL DES @40 tEv 1) SHA1 #gith
EXP-ADH-RC4-MD5 SSLv3 DH (12 Ev ) 7L ARCFOUR MD5 i
(40 £ 1)
£ C3IZ, =7 rDLHEEE I NV—TbT HDIFEHT L ERLE
R

%= C-3 SSL D4

il 4 B

SSLv2 SSL "= = 2.0 DT X TORES

SSLv3 SSL /S—Y 3 v 3.0 DT R TOKEH

EXP A7 L — ROFT TS

EXPORT40 40 £y b OFT T Ol AR

EXPORTS56 56 £ b O3 T O H R

Low R DK\ IS (DES, 40 > bk RC4)

MEDIUM 128 By hOTXTOK S

HIGH Triple DES #3423~ ToOME5

RSA RSA Rz 2T~ T o5

DH Diffie-Hellman $#4#t % i H 32 T X CTOH =

EDH Ephemeral Diffie-Hellman $##5# & i H 3 5 T X TOR %

ADH 4 @ Diffie-Hellman #7842 H 42 9~ TOIE 5

DSS DSS fBiE &2 T~ T ol 5

NULL Wb 2 L <~ T o5

182 C  Apache Web 4—/A—®D SSLB®ET A LY T4 7
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W5 OBESEIARE, R C-4 IORTRHRLTEMEHN L TRETEET,

& C4 W 5 OB SENANL 2 B E 9 2 FFER 0T

XF G

fa

!

+

ERL U A MR B &B

U A F b 5ERIINE 5 &2 HIER (572 OMBIIT & 20
U R MIKEEEBIML, BTEOMEICBE) (BEIEMA T35 rlREtEd v)
UZ D HIEGZHIER (572720 2 MBMTE 2)

cipher-spec DT 7 )V MEZIRIZRLET,
SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM: +LOW:+SSLv2:+EXP
T 74 N TR, BA O GERRES LTV e Diffie-Hellman LSO 3T OG5

PRESNTHWET, ZOHT, £79 ARCFOUR # LU RSA IZHBEHEN G 2 5
e @7 L= FbiRN 7 L— RONRICH 53 E SN TV ET,

. SSLCertificateFile file

ATHRAL Ta—rb R A

ZOT 4 VIT 4 TiE, ——D PEM H ALK D X509 FEAE T 7 A /L OAL
EERELET,

. SSLCertificateKeyFile file

ATHRALTa—r0L KRR B

ZDOF 4 L7 T 47 1%, SSLCertificateFile T4 L7 7 4 7 CHREINTI-GF
RS T 5B, —3—0D PEM b OIENHGET 7 A LV ONEERE L
ij—o

SSLCertificateChainFile file
aFXFR N Fa—r L, FEAR R

ZOF 4V IT 4 TR, RN — D EASAR AT S . PEM S RS{LTER DT
HEMEE SN 7ANVONEEZRELEST, ZOT A4V 2T 4 7E2EHTD

EL = R—DFEAENRY T4 7 2 "R T LRI L > THEHEESL Sz

HLDOTRWERIZ, 79472 ML —"—OiAEORIEZ BT D Z &N

TEET,

7747~ FRFE (SSLverifyClient) ZEM 256, HENOIERFIL, 7
TAT U PRAEL LTHHME R INET,

SSLCACertificateFile file
ArTRAL = fER X B

DT 4 LT 4 7k, i8R (CA) OFEEY X MBEESINT T 7 4 L OfLE
ERELET, 77472 FiBFEICEH I NE T,
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9. SSLCARevocationFile file
aVFFA R Fa—rb, FEKRA R
ZOT 4V T 47, CAOFEHIRVIELY X MBMEE SN T 7 A NV DfLiE %
FELET, 7747 FRGEIHER SN E T,
10. sSLverifyClient level
a2FF AL Fa— L REEFRA M, 54 L2 MU, .htaccess

DT A VIT 4T, =Rk T B T4 T VOFEEELET, |
W, e av—AT TV r—a TR ELY TN, ELOT TV r—va
TEAESNET,

% C-512. level Dz~ L£7,

*® C-5 SSL 27 547 v FOKEEL~L

LA B

none 7747 NOFERHEITLER L
optional BRI AERAENLERIGAEND D
require AN RFEH F D B

optional no_ca FEENLBERGEN D LN, A THDLHLEITRN

BE . none F721% require MEHINE T, T 74/ bOFEEIL, none T
j—O

11. ssLverifyDepth depth
aFFRAL Ve — L REEFRA M, 5412 MU, .htaccess
ZOT VI T 4T 7747 v FOGEHFEICH LT — =033 "1 5 FEH
EHPEORRKOESZH/ELET, H 01X, BOEAMZEHEZTRATH
HTEEEWL, 11X, 7947 hiElED sSLCACertificateFile 41
LTH—N—RNEERBHELTVD CAICE>TEBASNAMLERND D Z L2 E%
LET, M2 ERBREINLLEEGIE. CAOETEFHAILET,

12. SSLLog filename
aVFXA R Fa—rb, FEKRA R

DT 4 VI T 47 TiE, SSL EAOEREFLHZRT 2077 7 A VEfRELE
j—o :@:71/( 1/7%/(7%*57331/7@(/\&\ :71‘\71‘11/ }‘ch:\ SSL ﬁ@‘%iﬁliéﬂ
FRSNEFE A,
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13.

SSLLogLevel level
aVFXA R Fa—rb, FEKRA R
ZOF AL T4 TNE, SSL v T 7 A MIRES DIERO LUV EIRE L E

T, £ C-6 12, level Dz R L ET,

* C-6 SSL v 7 L ~UL D

& BT

none Rk LRV, 722l =T —X v —3EHED Apache =7 —n
JICERFEND,

warn B A v —U R ET

info BFWA v E—VEED

trace BEFA vy E—VEET

debug TRy T A=V ED

14. sSLOptions [+-] option

aryFFAL: Fu—rL, REARA N, T4 L7 MU, .htaccess
;ru:—'—»b

IDF4VLIT 4T T, T4 L7 Y TEIZSSL EITEEO A T g VERE
T, ATV a ORI T T A (+) FEEMT 5 EBEOREIEMS N, ~1T
A () FEEMNTD EBEORENOHIBRINET, BEOF T a v E2T LY
FUIWCHEAT S E, bo b bIREM AL T varnMEHshET (b4
varviiv—UShEEA).
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FC7I2, A arERLET,

#* C-7 R TE%SSLA S ar

FFoay L]

StdEnvvars SSL (Z Bl ¥~ 2 IR 22 CGI/SSI BREEA B OMAER S hET, =
DAT v a i, MRICEEEGAET,

ExportCertData BRIEZASS% SSI._SERVER CERT 3 & () SSL_CLIENT CERT,
SSL_CLIENT CERT CHAINn (n=0,1,..) =27 AR—F3INET,
INBOEHIE, 7 74T v bBEXOY——1ZxtT 5 PEM 5
{LIEAXDFERENEENFE T,

FakeBasicAuth 7747 v MEHEOERI4 (Distinguished Name : DN) 7% HTTP
DREARBFEL— P —2 B S, THRER) | ;uuumﬁﬁibﬂ’bi
T, ZHICEK-T, SSL 7 94 7 v FiaEa R LT, =2—%—
NAY— RDANZRDTIZ, HHED Apache T 7 & Al ﬁﬂ}r’&%%
FEHTEET,
Apache SAT—RZ7 7 A VNOZNED2—F =D hUIZ|
B SN7=/8A U — R xx§312ZMTZzkVA 2+ 2 LERH Y %
7T, ZhiE. [lpassword] ZK51k (crypt(3c) Lz b DT,

StrictRequire SSLRequireSSL LV /S 2 Satisfy Any e EDIEFNDT 4 L
IT 4T NHDHEAETH, SSLRequireSSL IZ Lk » THEEENTZT
7w AR LET,

15. SSLRequireSSL
aVTFAM: T 4127 MU, .htaccess

ZOT 4 V7T 4 7%, HTTPS MER SRRV NEY | FFEDOT 4 L7 U ~OD
TIRAZEELELET, ZOT 4 LI T 407, BIESNTWRWT 7B AE
BElbENTWaenWT7 7 8RIZE->TT 4 L7 M) ORAREMRHTE HIREIC
o TWAEARRED, BololkzhiETo7-0IcEALET,
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F8xD

h— FZERATH=HDNhRAEILT
TV ir—o 3 UDER

ZOMFETIE, AR—FIMHRTDY 7 b TIZOWTHBHLES, 2OV 7 by
TERMHT D L R— FOEEK SHEREZFIH 32 OpenSSL A O T 7Y /r—
Ta v EMETEET, TOar A NIFER, $TD OpenSSL 77U — =
XL TR TH D LI E Y A, OpenSSL OFEHRET A 75 1) THEFE L 7=
FRHRA 2T 7Y r—a b0 3, OpenSSL DIEHET A 7 F VI,
http://www.openssl.org »H X 7o — R T&FE7,

R"—RFEERATE2-ODHAREZLTT)
r—avOEK

Z ZCT#tB7 % Sun Crypto Accelerator 4000 ¥ 7 b = 7B L UON— K7 = 7 % ff
M 277V r—ya o OMEICET SFHRIT, BRO F FERFETRESATHE

T, ZOFHRIT. BEOEODIZERH L TWETA, FEETWZLEFA, Ryt
A= T2V a—a UBPRLEREAIT. CEALICBEWEDELITZEN,

vV R—FEFERTABE-OHIZHREALT T)5— 3
VEWBRT S

1. SUNWkcl20 /N5 —CFA VA M—=ILLET, CONRYH5—TIZiE, RBEHAY
F—D7ALBELUSATSIREENATNET,
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2. AVINLS5 TS5 ET. /opt/SUNWeconn/cryptov2/include M OpenSSL A
B—%#BELT. 7FFUTr—2a v EBRLET,

-I/opt/SUNWconn/cryptov2/include

3. UUA—ICBNAESATII~DSRERELET,
1FEAED OpenSSL HHADT 7Y r—3 a3 1%, libecrypto.a 3L 1ibssl.a
TA TV ONTNINEITM 22 RLET, YOI 477 Z4aE LT
SV, ThZiE, Vo —REEezRoO LI ELET,

-L/opt/SUNWconn/cryptov2/1lib -R/opt/SUNWconn/cryptov2/lib \
-lcrypto -1lssl -lkcl
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F8xE

VI2b0xz754€URA

ZOfMETIE, B DAL F Y a— R T A & ARK)E (Sun Binary Code License
Agreement), BELOF LD R F—RHET LY T MU =T DEEBIOT A
TR OWTHALET,

I - OOV L PUADRU T =D T A B ABIWERIX, £V 7 =T
OFAENRET 274 ABIOEEZZOEERH LD TT,

Sun Microsystems, Inc.

NAFYaA—FSA U REBHE

DY T7 by 2T ROy r—VERET LRI, ZORNEOFHEEMET A&
VAL (LLF TARZK] EVvwnET) 2 L BRALESY, Y7 by TEEO
NRolr—VERET 5L, ARBRNOFEZRELZLO AR EINET, BETHRT
BTIOY 7 2 TIZT 7EALTWAEAIT., ABHOKREIZHS TRET S
RE IR LCRIEBELTLEE Y, INHDOREIZFE TE2WEAIE, REHAD
V7 =T EEAEICTETEBICEAIL, REDIWVWRLEZITTIEEIW, &1
RFEETY 7 2T T 7EALTWDHAEF, ARNOKED IFx L] R
HUBRER LTI,

1A O, Sun X, BEAEICK LT, AR DON T2 —F—HB IV
AL a—FN—KRUxT70O7 TR LT, Sun BDRET AT SZ Y 7 h o>

T, XE BIMEET e ST A UT IRKY 7 T =T ] EVWET) ZRNEHTO

HERT D7D OIMET) CREERRE R FERAELTH LET,

2.0, KY 7 b= TIZHEMEERPE TN TERY, FEEIMEES L TOET,
KT N =T OHERB L OMNET 2T X TOMBMEHEIZ. Sun BLXOZTDI A+
VA= (FRIFTONTAD) BPMEE L TWET, HE T A B AKEIZBWTHIC
HHEENTWRWIEY . KY 7 v =7 OB EERT 2 2 L I3BIESn TV E
T, 2L, AY 7 MU =T OB R S OERT 5 Z LIEFFR & T
WET, EHOHAERITL > TH2BHIREL SN TV EEAEZRE, AV 7 b
T T EER, Har R, bLIF I AR V=T VT TH LidikEs
NTWET, BERIZ, AV 7 b7 0, EiaRokst, &%, EinE i3 isrc
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AT DL IITRE T A, BEOERSNTOHWRWI L2 HMT 2008 L
F9, Sun X, FOL O HMOBEAMEICE LT, PR, Bz fbTnnisd
RAED B L EFEA, ARKTIE, Sun F2FZDOT A o F—DRE, h—ERA~v—
7, B AEIIE S OMERN, R, EE3FTAEIT OS2 0hEEA,

3. [REMRGE, Sun (. SEIGEICFEAINZEAB 22590 HM. XY 7 b = 7N IE
IR ESNTZHEIZRY , KY 7 b= 7 AMRGESN TV B EHR (FET 256)

OME ERB I OELE FOFIEN W2 ERRFELE T, ERRDZ EEBRWT, KV T
Fo=7i% THRROFEFE] cRitEnEd, ZOREHRIETIE., BEEIZHT I 2H
7o fifE & Sun ORE(TIE, AV 7 Ny o 7B ORME - IZAY 7 N7 = 7ot
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OpenSSL ®Y —/LF% > ME, 2 2D T A B ADHIFITIZH Y, OpenSSL 7 1 &
ABIOA Y VF D SSLeay T A & ADM S OLENEHENET, Zobe
2, EBEOT A B AXEELTLRLET, 2025074 v R, FEEEIZIE BSD
ERDOA—T =R T4 ATF, OpenSSL O 7 A & AT HMENH 5
BE1X. openssl-core@openssl.org IZBWEOELTZE 0,

OpenSSL License
Copyright (c) 1998-2001 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by the
OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project” must not be used to endorse
or promote products derived from this software without prior written permission.
For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may
"OpenSSL" appear in their names without prior written permission of the
OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by the OpenSSL
Project for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
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OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim Hudson
(fh@cryptsoft.com).

Original SSLeay License
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following
conditions are aheared to. The following conditions apply to all code found in this
distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The
SSL documentation included with this distribution is covered by the same copyright
terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are
not to be removed.

If this package is used in a product, Eric Young should be given attribution as the
author of the parts of the library used. This can be in the form of a textual message
at program startup or in documentation (online or textual) provided with the
package.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.
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3. All advertising materials mentioning features or use of this software must display
the following acknowledgement: "This product includes cryptographic software
written by Eric Young (eay@cryptsoft.com)" The word 'cryptographic' can be left
out if the rouines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps
directory (application code) you must include an acknowledgement: "This
product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative
of this code cannot be changed. i.e. this code cannot simply be copied and put under
another distribution licence [including the GNU Public Licence.]

“lan Fleming was a UNIX fan!
How do I know? Well, James Bond
had the (license to kill) number 007,
i.e. he could execute anyone."

-- Unknown

MOD_SSL ®S5 4 > X

mod_ssl Ny 7 —F, BSD ERDO T A B ADOHK T TR EINL DT, A—7F
VY= AY T MY =TI EINET, MR T A B A ERIL, kO LB TT,

Copyright (c) 1998-2000 Ralf S. Engelschall. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.
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2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."

4. The names "mod_ssl" must not be used to endorse or promote products derived
from this software without prior written permission. For written permission,
please contact rse@engelschall.com.

5. Products derived from this software may not be called "mod_ssl" nor may
"mod_ssl" appear in their names without prior written permission of Ralf S.
Engelschall.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."

THIS SOFTWARE IS PROVIDED BY RALF S. ENGELSCHALL “AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL RALF S.
ENGELSCHALL OR HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE)ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.
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