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Compliance Model Number:
Product Family Name:

EMC

USA - FCC Class B

Declaration of Conformity (Fiber MMF)

Venus-FI
Sun Crypto Accelerator 4000 - Fiber (X4012A)

This equipment complies with Part 15 of the FCC Rules. Operation is subject to the following two

conditions:

1) This equipment may not cause harmful interference.

2) This equipment must accept any interference that may cause undesired operation.

European Union

This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

As Telecommunication Network Equipment (TNE) in both Telecom Centers and Other Than Telecom Centers per (as

applicable):

EN300-386 V.1.3.1 (09-2001) Required Limits:
EN55022/CISPR22

EN61000-3-2
EN61000-3-3
EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-11

Class B

Pass

Pass

6 kV (Direct), 8 kV (Air)

3 V/m 80-1000MHz, 10 V/m 800-960 MHz and 1400-2000 MHz
1 kV AC and DC Power Lines, 0.5 kV Signal Lines,

2 kV AC Line-Gnd, 1 kV AC Line-Line and Outdoor Signal Lines,
0.5 kV Indoor Signal Lines > 10m.

3V
Pass

As information Technology Equipment (ITE) Class B per (as applicable):
EN55022:1998 /CISPR22:1997

EN55024:1998 Required Limits:

EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-8
EN61000-4-11

EN61000-3-2:1995 + Al, A2, Al4

EN61000-3-3:1995

Safety

Class B

4 kV (Direct), 8 kV (Air)
3V/m
1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines

1 kV AC Line-Line and Outdoor Signal Lines, 2 kV AC Line-Gnd,
0.5 kV DC Power Lines

3V
1A/m
Pass
Pass
Pass

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:



EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:2000, 3rd Edition
Evaluated to all CB Countries
UL 60950, 3rd Edition, CSA C22.2 No. 60950-00

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/ /S/

Dennis P. Symanski Pamela ] Dullaghan

Manager, Compliance Engineering Quality Program Manager

Sun Microsystems, Inc. Sun Microsystems Scotland, Limited
4150 Network Circle, MPK15-102 Springfield, Linlithgow

Santa Clara, CA 95054, USA West Lothian, EH49 7LR

Tel: 650-786-3255 Scotland, United Kingdom

Fax: 650-786-3723 Tel: +44 1 506 672 395

Fax: +44 1 506 672 855

Declaration of Conformity (Copper UTP)

Compliance Model Number:  Venus-CU
Product Family Name: Sun Crypto Accelerator 4000 - Copper (X4011A)

EMC
USA - FCC Class B

This equipment complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This equipment may not cause harmful interference.
2) This equipment must accept any interference that may cause undesired operation.

European Union

This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

As Telecommunication Network Equipment (TNE) in both Telecom Centers and Other Than Telecom Centers per (as
applicable):

EN300-386 V.1.3.1 (09-2001) Required Limits:

EN55022 /CISPR22 Class B
EN61000-3-2 Pass
EN61000-3-3 Pass
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EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-11

6 kV (Direct), 8 kV (Air)
3 V/m 80-1000MHz, 10 V/m 800-960 MHz and 1400-2000 MHz
1 kV AC and DC Power Lines, 0.5 kV Signal Lines,

2 kV AC Line-Gnd, 1 kV AC Line-Line and Outdoor Signal Lines,
0.5 kV Indoor Signal Lines > 10m.

3V
Pass

As information Technology Equipment (ITE) Class B per (as applicable):
EN55022:1998 /CISPR22:1997

EN55024:1998 Required Limits:

EN61000-3-2:1995 + Al
EN61000-3-3:1995

Safety

EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-8
EN61000-4-11
, A2, Al4

Class B

4 kV (Direct), 8 kV (Air)
3V/m
1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines

1 kV AC Line-Line and Outdoor Signal Lines, 2 kV AC Line-Gnd,
0.5 kV DC Power Lines

3V
1A/m
Pass
Pass
Pass

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:2000, 3rd Edition

Evaluated to all CB Countries

UL 60950, 3rd Edition, CSA C22.2 No. 60950-00

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/

/S/

Dennis P. Symanski

Manager, Compliance Engineering

Sun Microsystems, Inc.

4150 Network Circle, MPK15-102

Santa Clara, CA 95054,
Tel: 650-786-3255
Fax: 650-786-3723

USA

Pamela ] Dullaghan

Quality Program Manager

Sun Microsystems Scotland, Limited
Springfield, Linlithgow

West Lothian, EH49 7LR

Scotland, United Kingdom

Tel: +44 1 506 672 395

Fax: +44 1 506 672 855
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Regulatory Compliance Statements

Your Sun product is marked to indicate its compliance class:

e Federal Communications Commission (FCC) — USA

* Industry Canada Equipment Standard for Digital Equipment (ICES-003) — Canada
¢ Voluntary Control Council for Interference (VCCI) — Japan

* Bureau of Standards Metrology and Inspection (BSMI) — Taiwan

Please read the appropriate section that corresponds to the marking on your Sun product before attempting to install the
product.

FCC Class A Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is
not installed and used in accordance with the instruction manual, it may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which case the user will be required
to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply with
FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

* Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to

maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.
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ICES-003 Class A Notice - Avis NMB-003, Classe A

This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

ICES-003 Class B Notice - Avis NMB-003, Classe B

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

VCCI £
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BSMI Class A Notice

The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.
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e A d2s AU A" 7 ol gis) o] o] subH lFU Tk
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Sun Crypto Accelerator 4000 & %] €4 o] SvtEA] YA = =%] glate|H
Eo X ] H271A] o] e & propertiesE YHIA £ HES A Yh

ok cd /pci@8,600000/network@l

ok .properties
assigned-addresses

d-fru-len
d-fru-off
d-fru-dev
s-fru-len
s-fru-off
s-fru-dev
compatible
reg

address-bits
max-frame-size
network-interface-type
device-type

name
local-mac-address
version

FCode 2.11.13 04-03-03
phy-type
board-model

model
fcode-rom-offset
66mhz-capable
fast-back-to-back
devsel-speed
class-code
interrupts
max-latency
cache-line-size
max-latency
min-grant
subsystem-vendor-id
subsystem-id
revision-id
device-id

vendor-id

82000810 00000000 00102000 00000000 00002000
81000814 00000000 00000400 00000000 00000100
82000818 00000000 00200000 00000000 00200000
82000830 00000000 00400000 00000000 00100000

00 00 00 00

00 00 e8 00

eeprom

00 00 08 00

00 00 e0 00

eeprom

70 63 69 38 30 38 36 2c 62 35 35 35 2e 31 30 38

00000800 00000000 00000000 00000000 000OOOOO
02000810 00000000 00000000 00000000 00002000
02000814 00000000 00000000 00000000 00000100
02000818 00000000 00000000 00000000 00200000
02000830 00000000 00000000 00000000 00100000

00 00 00 30

00 00 40 00

ethernet

network

network

00 03 ba 0e 99 ca

Sun PCI Crypto Accelerator 4000 1000Base-T FCode

mif

501-6039
SUNW, pci-vca
00000000

00000001
00100000
00000001
00000040
00000010
00000040
00000040
0000108e
00003de8
00000002
0000b555
00008086
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Sun Crypto Accelerator 4000 4~ % E 9| o]

A

Sun Crypto Accelerator 4000 4x3Z E ¢ ] = Sun Crypto Accelerator 4000 CDell 335

o] 9)F Yt} SunSolve § Ao Eoll A 2] & the-m el of & 41 g5 U T AA R

W82 109 o] A o] "H H RS FEEFHA L.

AEES O AR = 5 B install 2AHEES *} Eastey ]’ A ol YT
=S b B2

o] & oA+ install 2T HER AT E ol E HX s}
EdoE 5o 2 A5y H = BS XA Q.

mi
ol
E (
i
u)
lw

A ESo] A4

. Al2He)] 94235 CD-ROM Ez}e] B¢l Sun Crypto Accelerator 4000 CDE ¥ 54Ut}

m A]2=§1¢] Sun Enterprise Volume Manager™E 48 %21 7-9- CD-ROMO]
/cdrom/cdrom0 HAEZ ] A5 o2 vk EF L)

m A 2=Fe] Sun Enterprise Volume Manager”7} 2 & 5o obd 4§ th3& ) 25t
CD-ROM < vk EjtHth

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom
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/cdrom/cdrom0 Y HEF 0] t5 vy} tH 227} FAH YT

E 21 /cdrom/cdrom0 Ul E ] o] 1<

jgl = ClEF| i
Copyright w5 A A 5
FR_Copyright sz Az2E 9
install Sun Crypto Accelerator 4000 &2 E¢o] AX] 2T HE
remove Sun Crypto Accelerator 4000 ~ZE 9o} #A| A = HE
Docs Sun Crypto Accelerator 4000 X = 12 1.1 4x] H A}-§& 45 4]
Sun Crypto Accelerator 4000 2= ga]> = E
Packages T} Sun Crypto Accelerator 4000 &~ E ¢jo] 3|71 x| 7} £35] o] 95T
SUNWkcl12r bz 3l Ad A o4
SUNWkc12u dssh weE freEE 4 geolEe g
SUNWkcl2a Apache® SSL A 1 (547)
SUNWkc12m St} el i # o)X (54)
SUNWvcar VCA Crypto Accelerator(FE)
SUNWvcau VCA Crypto Accelerator(Usr)
SUNWvcaa VCA #3&
SUNWvcafw VCA ¥ ¢]|o]
SUNWvcamn VCA Crypto Accelerator "7+ % o] A (+54)
SUNWvcav VCA Crypto Accelerator®] SunVTS H =E(5%47)
SUNWkc120 SSL /i =4+ 2 2ol B e 2| (%4)

SUNWkc12i.u KCLv2 Crypto& & IPsec 7H43H(547)

Eal A oAl wet D 7|4 S AR ek, o] 2 gk 3| 7] A & A A7

Sl A 71 AE A A s oF Ut B A7 AT A HE = ol dakglo]l 4
W71 AE AA AL AAL F dFH

UNWkcl2a ¥ 7] A= ApacheE §) AW &2 AL-8-3ke] = 4 ol vk A X gy}
UNWkcl20 9} 7] A= Apache Web Server®] th2 W o & thA] A4 3l& =
o RE A A g
#4 suNwvcav W 7] A £ SunVTS HI2EE el = 4ol v X g}
SuNwvcav 3714 & A A8t SunVTS 4.4 o]l A 5.x7kA] €] B Z o] x| glof
oF gyt

S
S
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&30 - 34 suNwkcl2i.u 7] A= Sun Crypto Accelerator 4000CD ‘ol A=} .u
A2 1A 12 Qs Ak 7] %] 7} A X 5w o] 2 o] suNwkel2i® HAH U

CDell 8= & 714 9] Lu &A= 714 S sundu o719 A A& o= Aoyt

# cd /cdrom/cdrom0
# ./install

install 22 E A 282 B4 5he] 4X @ B3 AN F vopstel MA@ Wk oh]e,
7B AEEGE AT AHH O §H £LE o) E M5 Frlvh o A:

2
=
5
2
|4
I

— Tk AN A A ehol A2 Fust ARFH AT A
LR et T e i1

# ./install
This program installs the software for the Sun Crypto Accelerator
4000, Version 1.1.

*** Checking if Sun Crypto Accelerator support is already installed...
*** Checking for required 0OS patch(es):

113146-01 112838-07 113068-04 113449-02 113453-04 114758-01

**%* Checking for incompatible 0OS patch(es)

*** Checking for optional package dependencies...

Do you wish to install the optional Crypto IPsec Acceleration software
(SUNWkcl2i.u)? [y,n,?,q]

Do you wish to install the optional Crypto Apache Support (SSL) (SUNWkcl2a
SUNWkcl20)? [y,n,?,q]l ¥

Do you wish to install the optional Crypto QA Tools (SUNWkcl2g SUNWvcaq) ?
ly,n,?,q]l n

Do you wish to install the optional VCA Crypto Accelerator/Gigabit Ethernet
SunVTS Diagnostics (SUNWvcav)? [y,n,?,q]l n

This script is about to take the following actions:

- Install Sun Crypto Accelerator 4000 support for Solaris 9
- Install Optional Crypto IPsec Acceleration software

- Install Optional Crypto Apache Support (SSL) software
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To cancel installation of this software, press ‘g’ followed by a Return.
**OR**
Press Return key to begin installation:

*** Tnstalling Sun Crypto Accelerator 4000 software for Solaris 9...
Installing required packages:
SUNWkcl2r SUNWkcl2u SUNWkcl2m SUNWvcar SUNWvcau SUNWvcaa SUNWvcamn SUNWvcafw

Installation of <SUNWkcl2u> was successful.
Installation of <SUNWkcl2m> was successful.
Installation of <SUNWvcar> was successful.
Installation of <SUNWvcau> was successful.
Installation of <SUNWvcaa> was successful.
Installation of <SUNWvcamn> was successful.
Installation of <SUNWvcafw> was successful.
*** Tnstalling selected optional software for Solaris 9...
Installing optional package(s):

SUNWkcl2i.u SUNWkcl2a SUNWkcl2o
Installation of <SUNWkcl2i> was successful.

Checking operating environment requirements...
Determining package requirements...

Verifying required packages are installed...
All required packages installed.

Determining patch requirements...

Verifying required patches are installed...
Requirement for 113146-01 met by 113146-01.
All required patches installed.

Installation of <SUNWkcl2a> was successful.

Installation of <SUNWkcl2o> was successful.
*** Tnstallation complete.

AR 54 7)1 A e
Apache Web Server % Sun Crypto Accelerator 4000 =2}<1 w74 s o] 2] & 9] g+ SSL
A de ATt FA 7)1 A 5 A X152 H suNwkel2a 2 SUNWkel2mS A BIEHA] Al Q..

S AZE O] 7| XS EF X 5H M SuNwkell2a, SUNWkel2m, SUNWvcamn,
SUNWvcav, SUNWkcl2o0 % SUNWkcl2i.us A B34 Al L.

o1l AL A 71A WE heF AW E E 218 FRFAA L
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=) E]‘ﬂ j}ol
tE e 9 aped
3 2-2% Sun Crypto Accelerator 4000 A E o] 9] 7] M| A] A== tH e S

Jery .

E22 Sun Crypto Accelerator 4000 T ¥ E g

ClaEa| ue
/etc/opt/SUNWconn/vca/keydata 7|2~ &0 "ol g (&5 3}
/opt/SUNWconn/cryptov2/bin 492 E
/opt/SUNWconn/cryptov2/1lib 29 2ol B g
/opt/SUNWconn/cryptov2/sbin oe HeE

2y 21 VR § e AF TaE 4R
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/etc /opt
/opt
/SUNWconn
/SUNWconn
/vca /cryptov2
/keydata
o shE 7
/Tain /j_ncllude /l|ib /m|an /slbin /slsl
o9 wz g S8 sty g ] 7 I Apache
58 L AR ) = = = A ol p
Agwel || MEAR | geuge || e | [TEATH D S
a2l 21 Sun Crypto Accelerator 4000 U] &1 E 2] % 3¢
#11 - Sun Crypto Accelerator 4000 st=90] B AZEgo] 5 AA g Fofl = 74 2
F|~Eo] AR WEE Z7]gtsof Futh B 27]3F Wi o tl 3k W82 649 0] %]
9] "vecaadms E3 HE 27|3E FEEHAAA L.
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Sun Crypto Accelerator 4000 4~ % E 9| o]
A A

AT EYAE A A= o= CD-ROME] remove 23 HE, A8 9]
/var/tmp/crypto_acc.remove 22 HE L= pkgrm H % S AFE-3F= A 71X 7}
AFUTE o] o A= 919 7 7HA A A /\J_E]EE AbE-3to] A E o] & A A3t
£l ol WA promm RS AT S A A9 S ¥ B
B4 2
install 2T HEE A& AZE Y]
AZEYOIE AATUG AT E ]
O~

/var/tmp/crypto_acc.remove &=

v remove A HEE AF&3lo] AT E o] AA

® Sun Crypto Accelerator 4000 CD-ROM< 4413t 55 493y

# cd /cdrom/cdrom0
# ./remove

v /var/tmp/crypto_acc.remove 2 HEE
AFE3e] A E o] A A

o] 4] =i obel 91 Aol ALk,

/var/tmp/crypto_acc.install.2003.10.13

o TS {3

# /var/tmp/crypto_acc.remove
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= gholu] vl W 7

o] %o A= Sun Crypto Accelerator 4000 UTP 2 MMF o]t Yl o] Y E] EL5Fo] A A}-§- 5]
= vea A Edfol] w7 W] A WS AW o] A2 vhs @5 o= 4
o] AFH

233 o] A 8] "ol A =etolH (vea) M) W

323 0] A] 9] "vea EtolH| w7l W4 A

409 ©] #] ¢] "OpenBoot PROMS &g+ & 2 w7 el tf &k 2bs w4 e T
A e gy s

m 423|0] %] 9] "¢tz 3} B o]l =toln] & EA"

m 51X o] " EL A A

rr

ol FA| =eto| W (vea) M) W4

Al 2=¥l19] 7} Sun Crypto Accelerator 4000 “§*| & AF-&-2F 2] }7] 913 vea A =
ol w7 MFE T2 T F AFYT o] FHoA= HEd AME-¥H Sun
Crypto Accelerator 4000 o] Bl 2] 9] 7|50 )t 7] &, A8 715 3 vea FA] =e}o]
W w7 Mg E53 o]/ wjs) Mg A S Ay

Sun Crypto Accelerator 4000 ©] &1 ¥l UTP % MMF PCI ] 9} | = 405 o] #] €]
"OpenBoot PROM < &8 & =L v 7]} ®<pol] B3k 2h& 4] B = A L= 273}
"ol A Hol gl &Y Hd RER AU vea FA = 714 O % speed,
duplex, link-clock "7 ¥ ol tigh duk 2 R A8 g= JA(F 2 JE
W)el 94 & B8 Ay g RE2 AE5 YT link-clock 7] M&E B0}
1,000Mbps = 253 7ol vk 288 5= ) FU T vea &A= B9 Z42he] o wj /)
gl el Al RE2 AE F e sy
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Fo| - enl2 YA E At F P2 FEY 57} speed, duplex,
link-clock(1,000Mbpsol A vt 715 w7l W= 2 2ol gl &l A 4] B B A
RER 25 Folojok sttt § A FEY F shuetE Zh7he] oA wisl WSl oS
Y3 RER 2ol A] @ A UESN A 77 BAsHA fu T 405 0] A <]
"OpenBoot PROM < &3 ® =L v 7]} "ol th gk Ah& nlq] = = A L= 2703}
"g FEIAAIL

= eolu] w7} W4 gt 2 Ao

H31E vea B3 Eetolul o] ul7) Wsl M4 & AR P

E31  vca =holH w7l W4, e B A
Of7H == AE a2y
instance o}7] & 27 A=) ol AEl A
adv-autoneg-cap o] 7] & 7] b el 7)) M
adv-1000£fdx-cap 97] 2 27 2Hs BE w7} W (MMF o] 9E H &)
adv-1000hdx-cap 817] & A7) 2% w e )] W
adv-100fdx-cap Ql7] & 7] Ay B w7 A4 (UTP o191 E d-8)
adv-100hdx-cap 2}7] & 27 245 B 7] M4 (UTP ol d8)
adv-10fdx-cap Q17 U 7] ZHs = v 7] M4 (UTP o e H8)
adv-10hdx-cap Q7] 9 7] e R w ) S (UTP ol E -8
adv-asmpause-cap o] 7] & »~7) T2 Ao wjs) W
adv-pause-cap 2l7] 9@ 7] SE Ao us) W
pause-on-threshold 217] 9@ 227] SE Ao wj) W
pause-off-threshold ¢}7] 9 27| 2 Ao wj/ WS
link-master o}7] & 27 1Gbps &= ZA] BE w7l ¥4
enable-ipg0 SR T I PUEE SR
ipg0 7] % 227] A7 A A F7AA
ipgl el7] g 27 B A A w7 WS
ipg2 o171 % 227] AE A Y wf ) M
rx-intr-pkts &7 % 27 JEHE S99 & 4
rx-intr-time 817] g 271 JEHE E397 @ 74
red-dvétoék 7] B 227 ol 7] A B o7l =5 Oy
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E31  vca ZEFo|H wy) Wi, dE 2 AY (A=)

o7} ed: AER =L

red-dv6to8k 97 & 7] Ao 7] A2 9 7 =F WE
red-dv8tolOk 7] = 27 do] 7] A 9L 9 =F WE
red-dvl0tol2k gl7] & 7] olo] 7] 7+x & 37 =F g
tx-dma-weight 2l7] 9 7] PCI 1 & s o] 2 ulj 7] M 4=
rx-dma-weight 2l7] 9@ 2 7] PCI Q1] 5 o] 2 wjj 7] 4=
infinit-burst Ql7] @ 2 7] PCI Q18 #| o] 2= w7} ¥
disable-64bit 97 2 27 PCI 1E #| o] 2= w7l §1=

T vea EFo) 87t siE H A BtE Y| A EA 8 speed X duplex
T FAS 24U w32v A RE ) We 2 Elg V|2 aS

CERE
A g

BT - ol Ao 27] Hgol 002 AR F9 ol WAL F glgUh 27 44
0% 4% B S TA 052 1A S1uIeh 1A 6.2, o]l o ) B € v

A2 0] 7)ol w3 A,

Sun Crypto Accelerator 4000 UTP o] ¥ ] &+ = wj 7]} M= 5 320 A g gt
713} 2ol Sun Crypto Accelerator 4000 MMF o] | o] %] & = vl 7]} W =9}=
U

£32 A& R= ) A
uTP MMF

o4 = =L O] O{=E
adv-autoneg-cap t=go]7F EX3 24 Qg H o)~ 7% X X

0=744 2=

1= A5 aA (71230
adv-1000£dx-cap sheslolsl 4% 24 Qe sols s X

0 = 1,000Mbps 7 o]F &7}

1 =1000Mbps % °]F 7} (71 24
adv-1000hdx-cap t=gllo) 7 EX3 24 Qg o~ 7% X X

0 = 1,000Mbps o] 5 &7}
1 =1,000Mbps HFo]F 715 (7]183h)

w
04

b E2foltf o7 M 74 25



232 ZAF R uy) HE( A=)

UTP MMF
074 e oy O HE| o HE|
adv-100fdx-cap Ftegol 7 EX 8 =4 QlE o)~ 7% X

0 = 100Mbps A o] 5 &7}
1 =100Mbps H°]F 7} (7]H7h)
adv-100hdx-cap o]t B4 8 24 QIEH ol A V) X
0 = 100Mbps HFo]ZF &7}
1 =100Mbps {FelE 715 (7]H7h)

adv-10fdx-cap o]—t o7t A3 E@ e o] 2~ 7] 5 X
= 10Mbps |5 &7}
1 = 10Mbps Hto] 5 7}%(71%%)0
adv-10hdx-cap t=gllo) 7 EX3 24 Qg o~ 7% X

0 = 10Mbps {5 &7}
1 =10 Mbps o] Z 7F5(71-3h)

w329 BE ) WS 1E AR 49 AF AL ALS F S A SEg
AT, 919l ) Wk w002 44 A9 e 07 oA BAR L

NOTICE: Last setting will leave vcaO with no link capabilities.
WARNING: vcal: Restoring previous setting.

AF-&-¥] = Sun Crypto Accelerator 4000 &3] ©] & YU T} o] FAE 9] vi= thg-o &=
0’2} RE FX 2w A A5 7 wFULh 28822 vead REQ x| A2EH A
I 09y

&1 - 9] d A A vea0 EE Sun Crypto Accelerator 4000 2. =l t&f Z2+<E vea
7}
51

52 Ao} w7 8

vea bq + IEEE 802.3x Frame Based Link Level Flow Control Protocol(ZZ @ ¥ 7|
3 5 EE Ao _LEEi)oﬂ REsl= w2 L ¢l }\](zqé\_) 2 xl}\](_r ])o] 7
FUYT vea FA = AT 38 Ao Ty Ao w3k XWA 1S5S FE T 3
o} T3l vea FAE B E xﬂoi S FAl P~’F A F=A JJrELﬂﬂ ol 7|55 A
[e)
5

o9
o I

El>
)

ru°"

G2 ShEUel A AFES UE A4S RAGUL. JEA 02, Sekolw] 4
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H 3-3

101'
ali
2
2
N
_.L
ﬁ
N
olr
o
>

sl

adv-asmpause-cap

adv-pause-cap

pause-on-threshold

pause-off-threshold

o] w7 M= adv-asmpause-cap #kol Wt 7 71A] v E 2HA U]

%‘M% AAQD}
0=E(7183h)
1=3

(718-3%=0)

OH7H W= 2+

adv-asmpause-cap=

1

A1(RX) FIFO©l A 641}o]

/ng/ﬂ o]— i 61—14;]_

RX FIFO9I 4] 641}0] E
E% 3y}

(m

lud
i
o

3 A o)slo] B =7} XOFF-PAUSE Z 8¢S A4 3

)
=)
oft

adv-pause-cap< 74 X3 H

< A9

FAE SR FAHA S G
vk,
FAL FAAAT FAHAE g
e,

FAE SRR

adv-pause-cap< 4] 7|59
A o] B = ARSI

A olato] B =7} XON-PAUSE Z 9| 9S

3% E2foldf of7f M 74
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E 7}A| 2= u7) W\

FAd sl A=, o vl ¥ ‘Ft link-masterE ZA3Yc} dubty o=,

7|7t E

29 A+ link-master= &4 s}= 1 o] 7 -0l = o] w7l ®7F WA H A gFFY T

8% e Ao = link-master "7 W7t vea F X E link-master= 24 313}

7] 918l AHgE = AEFY T

= 34 17H E 24| vij 7l W4

Of7H Wi My

link-master 12 AAE A9 o] v/ Mg €3 FEYE Lo n R 155}l
vt~ E 2 S EA s
002 AAE B¢ o] /] M 93 REVE vtaH 2 355ka
ZdlolB 2 S s Th(7] %)

Uth ipg0 7] 42 HAHH o] A AL ipgl ¥ 1pg2 uH7H H e A pep A= =

F7FgYth 71 ipg0 AL FES YU

enable- ingo] H] &4 3l -9, ipg0 2]

Ut} ipgl % ipg2® AA E XAk ALE-
H]

& FAE AL FTF A AL A A %‘%

'q,e ;\]/\Eﬂo] 7;]]_:.0H1\1 EHE]:./]

Em
LE&
, . rfo

N7 M55t 49 enable-ipg0< H 84 5131t} enable-ipg0©] 5”*@}5‘ "]
2HE W E A oA A2l g Algte] H-53 5 QlF U ipg0 w7l HFE 001 A
255744 A1 efo] A2 73 3 50w, o]z A el = Ak AR, 3355
enable-ipg0 % ipg0 wi7) W4=of sk Aojdytt
E35 enable-ipg0 % ipg0S A 2|5l= 7| A4
oA7H W% 2 My
enable-ipg0 0 enable-ipg0 &4 3}t

1 enable-ipg0 W] &4 3H(7] & 4k=1)
ipg0 001l A1 255 AR A HAER FAF) F7F A AAEE

A (71E-7k=8)

vea A= LRI 7h e QIE 27 A v 7| —’F(IPG) ipgl ¥ ipg2& AP
3 IPGL ipg1¥ ipg22] A YT 1,000Mbps ¥ = 4 =l U3 F IPGE 0.0967}°]
22Uk
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362 IPG w7 W%l o3 7] 2 gt 54 = ghe] B2,

236 97]-227] AE A A v A gk R A

mj7H e z My
(HIO|=-AlZH

ipgl 00l A 255 QI si % 3] 1(7] 3 %k=8)

ipg2 00l A 255 Qe A 7Y 2(7] E5k=4)

CEfolB = 7| A O R ipglS 8HIOJE A0 R ipg2E 4Hlo]| E A 7O & A A,

ol FFgko]l Huthrlo] E A17HE 1,000Mbpse] 3= &5 A Ao A Y= Aol 18}0]

EE AFshe d 285 E AIFS Ty .

Y E 3 Al o]t} 71 IPG(ipgl 2 ipg2«] HE AFE-SF= /\]/\EQIO] Qo] Al A
Slof )% VIEN AA7E =3 A9 ipgl % ipg2©] §E el ohe A28 7

HA =2o
rx-intr-pkts QoA 511 HE AZ A o FRE Y AZ £t EAG T
AEYEFU 02 7 B el e o m )

rx-intr-time QoA HZL 7 Anl 2 o] F- 4.5vk0] A Z (usecs) 7t 78 5
524,287 FRJAEHEIYT 02 A3 &8 o] flaS Am o
(712 3k=3).

3% E2folv{ ofivh M 74 29



30

2=
de 7] =5 vyl W
o] w7} W= =4 FIFO9] &3 Fejoll W 7 =5 7] s& A gyt o] 72
71382 o w v & st o] dFHTh FIFO A f-&o] A7 Rejol mdatd 712 Ak
A4 E sl W}E} =Y FIFO 750] 5718 wf &5 = F7hafof g ). Ao
WA E5uA o FANA APy

| 7H#] 81 E HE]

==

y

red-dv4dtobk

red-dv6to8k

red-dv8tolOk

red-dvl0tol2k

00l A4 255

0l A 255

0l A 255

001l A 255

FIFO 9 AIke] 4,0961}0] E ©] 4, 6,144v}0] E o] &<l 74

o] o] 27] A 2 A =55 AEHAY S =55 E}%L
12594 E &9 =2 Aﬂﬂi}o}fﬁ TR - AFH T
& 5o, HIE 0] dAE 45 28/l AR T Hx A

2 o] oA =g Y k(7] #4=0).

FIFO 9 AI7ke] 6,1441}0] E 0], 8,1925}0] E o] 312l 74 §-
of o) 7] A 2 HZ =5 WEYU EF FE5S

1259 A1 B9 2 ARstetel TROAT 5 ggn,
o 2 Eof, u1 = go] MAH A5 7 87} AR F A% w2

© o] WFol A EFHUTH] E@t=0),
FIFO ¢ 7A1gko] 8,1928}0] E o] 4}, 10,2408}0] E 0]3}<] 7

ool Qo] 7] 744 D 7 =F WE ULy, = ii%%é
1255 A1 E 9% 435l zaE £ gl
dE £, IE 16°] A 5 7870 A T Hx A
2 o] el A Ei%uv}(ﬂ%ﬁ_m.

FIFO ¢l Al 7ko] 10,2408}F0] E o] A}, 12,2881}0] E o] s}d
A9-o oo 7] A H A =F FHYUT =

FES 1259AE %Hi Aﬂfﬁ}o}ﬁ JE:LE“%‘ SAG
Uth d & 0], HIE 247} A€ B 287l A3 &

Fz 7L o] MFoll A =5H Y (7] 4k=0).
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ol w7} ME Soll PCI QI Hl o]~ SA& FAske] 54 &8 213 sl vt

o7 % L
tx-dma-weight 7t s 2Hl 24 o] AAFHE Fo AF(TX) ol AYHES
Rolate 35 AleE 24U o] k& 004 3 Aol AU th(7] ¥4k

ol 7
008 M5 1 Fo) §3% YU, BE 4 15 Edltel
t

rx-dma-weight =3¢l 4% RX Ea]r_ﬂ‘o] A &H 02 FAH

= sa
RX Eef= ] A <=9 PCIol| HA| ~8)= EﬂM«] 44 =9 H g
vl o Fuch
rx-dma-weight 7tEE 2 2R A o] AAHE T AF(TX) ol AU UES

R 5% A5e ARTHITh 0o 4 3410l 8] ZHILIEh(] e gto0).

infinite-burst o] uj 7} W47} A 3lE A 3 | AE S X AslE Al AEo A 5 ¥
2E 7158 AHEE F dFUTh o HE = W AaE F8 dA HFle] A
= Q7tA] H2E Al AR Y T $h 0 EE 19 YT 75=0).
disable-64bit o HE 9] 64H| E 7152 FU ).
. UltraSPARC® I 7] 9 ZHEol| A o] w7 WgE 7|RAo 7 1
2 A9 4 95Utk UltraSPARC 11 71 89F S Z o A 7] 23k 0y
HE}. %}" 0 == 1Y YT E3k=0,640 E 75 &4 3}
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vca EgfolH ©

vea B3 Eeolu  Thg F shA oz AT F A
m ndd TEHH A
m vca.conf 3 A&

nad R P EF AR 43 o) Mg A2EE AR g fE g o]
e ) a5 AL H2ES o A3,

o
rE
by
2,

oY

7] M4 Aol A|~HS ARES Fo = Fastes sied
/kernel/drv/vca.conf 3US AT Al 28l Y] oW x| i3] &7 ufj7)

=
WS AR Fart S o vzl M g o] vl F .
379 0] A 9] "vea.conf LS AHETE EtolH w7l WM AANE FEEHA A

ndd ¥ E & AR i) W A

ndd 92 Bl E AHE-8te] Al AT S AR 6] A7A R A vizh fieE A

ytt.

o 52 vea Eto]H ¢ nad FE P EE AHEEE] 7} vea

G(-set FALE) E= FA(-set w4 Rlol)dh= WS Ay
¥V ndd 2 EE FA] AA- A AA

vea GA o et w7 WS AAY EA 0F7l el naa e ElE AHE-8H] dell=
gl s sk P Al IS Xl sloF st

1. E& AX)9} AP A2~ A5 E #3le)d /etc/path_to_inst FU-& &g
Yt} path_to_inst(@)el] ¥ L 2 vl 54 dlo| X & FHFsHAI A L.

Kb
p

=
ofo

# grep vca /etc/path_to_inst
"/pci@8,600000/network@l" 0 "vca"
"/pci@8,700000/network@l" 1 "vca"

919 "ﬂ Aol A1 Al 7FA] Sun Crypto Accelerator 4000 olf Y AAE AE A X3 o] HE
oA 7]t} 2B A Ms = 07 194,
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. 2B~ W3 E AL AR E AP

# ndd -set /dev/vcalN

]
kKl
1
e
il
of,
2
9,
=4
ot
)
2
B
2
X
Z
rlo
o
©
r o
[
i)
[
E
lof
il
lo
=)

o
i
n)

LR

n T3

sty Reold 54 W Adsh] Ae wREHE Ve gyt A gl A
e RS WA Yok o3t g REdl = wE e EE AR sk o]
of w7l W fgE AAY AT 5 AFU T A HE2 ndd(1M) 22421 wir

/) M4 ZhE ARSI —set S AHEF
ndd FEYEE —set AR 353 A FEHHE = valueE A3 o] value:s
/dev/vca EetolH QIZAE 249 o] 5 0 & XA E|ofof &}, o] ghg w7 Wol] T
g
= .

¥

# ndd -set /dev/vcaN 77} ¥+ g

adv W7l W4 WA T3k Ak H A4 7 ey o,

- link up 1000 Mbps half duplex
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o vi/] M ZhE EAISHE W vl W4 o] §
kst o5 Ao Aoz

-set A S
HAE dojgt 5 A A w7l W9 3

# ndd /dev/vecaN 77 ¥

o
oft,
o

3 - o] oA A N& vea &3 <] <l
A gshes BEe] o ~E A a@ Hhod

0js}% M=o A ndd 78 2 E AFE

vlshy meolA as) ¥4 g 45 the9 ol ndd /dev/veaNd AW #
Y,
I8 ndd FEHE7F uis W o] & 9 e

FILIEES R

tlo
do
%
(&l

# ndd /dev/vcaN
name to get/set? (Enter the parameter name or ? to view all

parameters)
3 — o)A oA A N& A o] Q' ME QU o] WA kstat BH S
S e QAR MaS e dor it

vl W ol Eol 5™ nad FHEE A WS S BE ZRIES EAY

TH(3E 3-1901 4 3 3-97FA] Z=x).
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® vca Eo|w 7} x| Q3= R E /] H4E Jdsleld ndd /dev/veaNS 43§

(i) A A e 7 3100 M 7 39714 ZHF)

# ndd /dev/vcalN

name to get/set ? ?
? read only)

read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write

instance
adv-autoneg-cap
adv-1000fdx-cap
adv-1000hdx-cap
adv-100fdx-cap
adv-100hdx-cap
adv-10fdx-cap
adv-10hdx-cap
adv-asmpause-cap
adv-pause-cap
pause-on-threshold
pause-off-threshold
link-master
enable-ipg0

ipg0 read and write
ipgl read and write
ipg2 read and write

read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write

rx-intr-pkts
rx-intr-time
red-pdk-to-6k
red-p6k-to-8k
red-p8k-to-10k
red-plO0k-to-12k
tx-dma-weight
rx-dma-weight
infinite-burst
disable-64bit
name to get/set ?
#

fol
A
i
O
o,
rE
fol
rlr
o
0

@

)

2

o,
ol
o

£ - o] e Aol A N2
AestE HEo] QI H A
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A% WA EE A RS 4

& Q) Mg A WA B A RER 4EARES 44T 5 Ay
m speed
m duplex
m link-clock

7107 o] W uj/ o= A A Revt SA s YT sl W S o]
Ut AHE WA BEo 9 A vea & lt S8 55 Ao} 7T wAsH] 9
ol @2 e oh B4 T o)A vl /) WA F o] s autoo] 9] 9] o A
A A A FAEA DG ) A A RER AT A 2o

A= speed W7l B Fho] B TEY 1ol A 6H oF g t}. 405 o] %] €] "OpenBoot
PROMS 5@ 22 o/l ol thak A% ai4d e i A Be 2488 328
A }\] o
H -

AE wy wE 25

Y EN T An|7 A A4S A LA EAY U E Y A speed, duplex %
link-clock "7} MFE A2 A E W vea X Aol 2Hs 1 REZ 8|g

43d 5 sy

. B3 sty A ¢ A AFTD AP A A 59 Fo g vy =l vis) 4 E
AR FUH(], 2913)).

adv-1000fdx-cap

adv-1000hdx-cap

adv-100fdx-cap

adv-100hdx-cap

adv-10fdx-cap

adv-10hdx-cap

adv-asmpause-cap

adv-pause-cap

ol &l w7 Werell Thgt Ayt A TR gk w328 FE A L.

. adv-autoneg-cap "|7] H$E oo 2 AA3 )

# ndd -set /dev/vcaN adv-autoneg-cap 0

nad A2 w7l WE Me ohe s fALS B A A 7 GErd U,

link up 1000 Mbps half duplex
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&3 - 2% wAS v A3 A9 speed, duplex ! 1ink-clock(1,000Mbpsol A]
B bs) 7] WAt B Al o) A A B S E S 2 salof Ut 3l 43S 405 o]
#] €] "OpenBoot PROM < &+ & = vl 7} WMol @ A5 WA R T A v 8
Aslg Fx AL

vea.conf S ALLSE v/ W A A

/kernel/drv fP@Ed 9 vea.conf 4?:_101] S U)ele] =Efol W ujyf w4
A AAY S JHFUTH vl Mg o] &2 245 0] %] o] "=glo W vl W4 gk d

So el g A

iii F9| - /kernel/drv/veca.conf F 9 1 o3l 7| H FES 2A) 54| R A L.
prtconf(l) ¥ driver.conf(4) <2kl w7 o] ] o) = o]
Azl oS A= vea. conf oA w7 A4S A A s}
‘qu 3]_30117\_] ;(44 ]?i_/':_‘:_ }\]/‘\Eﬂoﬂ}v] ]U] OE]' Z] Xo]—']oﬂ 7.9]
-4—°’i Sun Crypto Accelerator 4000 X.= Oﬂ g3t W45 A sle

= Al 7HA ARE &ar lojof tyth =, & ol &, FA| R, G @] FA4AY
g,
V¥ vca.conf I E& A&k =atoly 7 W4 A
1. AA] E A Sl vea Aol g t=dlo] A= o] 52 I S5HEU.

a. & Ax|¢} AP o] &L AMsEY /etc/driver_aliases F9-E& &3},

# grep vca /etc/driver_aliases
vca "pcil08e,3de8"

] o Aol Al Sun Crypto Accelerator 4000 2~ E 9]o] =go]H(vea) 2t A FX]
0] E& "pcill8e,3de8" YU T}

b. /etc/path_to_inst FY A x| BB o] F3} x| 9] F4E AN FY T
path_to_inst(4)o] st &S 222 w7 #H oA E FxsHA A L.

# grep vca /etc/path_to_inst
"/pci@8,600000/network@l" 0 "vca"
"/pci@8,700000/network@l" 1 "vca"
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9 AN A FA] FR o] F, 22 WG, AT E o] =efolH o] Folgh A 7] 9]
o

E2 v/pci@8, 600000/ network@l " Yl FX
LE o]F, A &9 FAT A FEOE FAH

M X H=2 olF 2o o|g 8= rE ol Be Che| F4 2E
"/pci@8,600000/network@l"” /pci@8,600000 network 1
"/pci@8,700000/network@l" /pci@8,700000 network 1

vca.conf FYoA PCIL FA| & W&atA AEsteiw A A 4= ol5& AHEFY
TR o] &, =5 o] &, P° F4). PCL G A] AbFell o gk 2pA g W82 pei(4) &2k<l
wirel slo) A5 x5 A

2. /kernel/drv/vca.conf HLDNA veca A A&t vl H$LE DA 3}

T &50 A 57 Sun Crypto Accelerator 4000 ©|t{ Yl %] o] tfj 5}
adv-autoneg-cap "7l ®F7F v &3 sy

name="pcil08e,3de8" parent="/pci@8,700000" unit-address="1" adv-autoneg-cap=0;

38

3. vca.conf $¥4-& A A3}
RESAF =22 38L AT F2T F F 75 A2 A Uzhy
5. A2®e Eeby A%,

=
GA AR )5S A AR o) F, w5 o] F, ©¢] F4) EE Sun Crypto
R E I N
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1. Wi Ho=76< 4934
vca.conf 349 3 Y& Fr1g o
& Ao A& B Sun Crypto Accelerator 4000 ©] Bl Yl 4] 9] B Q1 2~E 2o
3l adv-autoneg-cap "7/ H4E 12 A Y

adv-autoneg-cap=1;

veca.conf 3 o A

S-2 vea.conf FY A YY)

#

# Copyright 2003 Sun Microsystems, Inc. All rights reserved.
# Use is subject to license terms.

#

#ident "@(#)vca.conf 1.3 13-03-10 SMI"

#

# Use the new Solaris 9 ddi-no-autodetach property to prevent the
# driver from being unloaded by the cleanup modunload -i 0.

#

ddi-no-autodetach=1;
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OpenBoot PROM<
of th gk A5 w4d &
27 3t

OpenBoot PROM S1E] 9 0] =6 4] T8 vl 7] ¥14:7h A1 4] St 4] mEol A 25
CEE R EE R s

il
als o—lX‘z

E311 2ZA HIYEQI AA vy A

OR7H = oYy
speed o] wj7/l W43 auto, 1000, 100 Hi= 1002 AT 4= 9lon, 72 th3
I gy

« speed=auto(7]¥%})
e speed=1000

e speed=100
e speed=10
duplex o] W7} M4 E auto, full & half o 2 AR 4= glon, R &3}
e
A=a=] .

« duplex=auto(7]¥#h)
e duplex=full
e duplex=half

link-clock o] wj7] M= speed "7 W527F 100022 A A H o] A 1,000Mbps
MMEF Sun Crypto Accelerator 4000 HE& AF&-3l+= 7 ol vk 2 &3 o+ &
yth o] w7l W) 32 B FEY g dA o U — o & 50,
27 ¥ 39 gtol masterd] B ¥ FEYE slave @S 713 oF Pt
o] j7] M= master, slave HE auto® AAS F=lom, 2 0}&
s} g4,
e link-clock=auto(7]¥%k)
» link-clock=master

e link-clock=slave

A Y5 dAsted 24 P39 P93 3EY 7] speed, duplex 2
link-clock(1,000Mbpsol A1 BF 7Fs) w7 | =7F Sul 2 A] F-4d = ofof gt} F &
A 3tEY E5F7} speed, duplex, 1ink-clock(1,000Mbpsol A1 ®/F 7}5) w7 ®15= 2t
Zhol| 8l Abs wA = = A RER AF Folofof . o] v W T st
o auto #e] A=W G w7l W52 A7} AHE w RE=2 2 U
OpenBoot ok ZFE A w7} |7} gl o s v 7)) W7} 7124k autos %
% AT auto o 9]9] ghe g vl WAl B =7 =) A 2ol
Ears FAT,
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27 "7} 100Mbps 7] FHe] £ 9 o] 53 Hho]F o X speed R duplex Wi/l ¥
Foll gisl A A RER 2EaiA HH g A EY = dolT It who] 5 dfutel A
100Mps E1= 10Mbps 4 =5 AHS-F o).

speed Ml M%7k A REO| A A5 FHE 43 o) fhe Y2 BEU speed 2t U
Ashok ek, 23 Y219} B =Y 119 duplex ) WA DA oA e A5
Pae Byats A e FEol WS AU

27 Y3 speed M7) M7 e w02, WA EY speed WA MG BAIR
AN 27 Y9 PF JEY 719 speed 1A 71s ol Frof whe} g =7} 243}
AUtk A% wA] B9 Qe Hlo] A A who] F o 7 ¥ (&7t AX|ehE 49
A stE A=Y F AE H o] 2 F st Abs aA RETF ofu Y] wiiEel] 2bs L
A BEo] QI A o] 21 speed M/ WSS A UL o] F wll) WS E A E A
Utk ol Mg WE A ga Pk

Fo - o]T FTER YAE AT HH T EY FEo] TR

27 = w7 Aot Al Reol A Agste vzl W= auto o199 & 7HA
of Utk o5 0], Who] T .2 100Mbpsol A A 2= A5 &7 3hstew
OpenBoot PROM ok Z& X E A th&-5 2 gt}

ok boot net:speed=100,duplex=half

23 - o] $20] AN HE nec® 7] BH FF YEN ABs o) 3 2
AU net 919 4 F= ol 52 Agstel e WENL FAE Y 7 A%
Y

—_
N
o

00Mbps©ll A 74l =& &7 3}38l# ™ OpenBoot PROM ok
HERe

o
tjo

ok boot net:speed=1000,duplex=half,link-clock=master

E10 - link-clock Wi/l W9 gk = 9 EV Q] link-clock a3 A&l ok &
Ut} d & 59, 22 ¥ T 9] 1ink-clock #°] master® AAE AF H3 FEH 9
link-clock #< slave® A A ojof gy},

10Mbps & Eol &= A R
OpenBoot PROM ok ZFZE

ok boot net:speed=10,duplex=auto
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=3k OpenBoot PRO
EER PP

O_u z
) o

~
|4
i
(&
(m
=2
o
)
alle
o
jincs
i
ol
O
ta
e
2
2
2
S
off
e,
%
fu
i)

ok boot net:speed=10

ZpA & 8-S IEEE 802.3 A A S x4 <.

12
ol
toky

g
s
O,
AT
|
AL
s
o
o
of
X

OR7H = oy ok of%

vs-mode kS FIPS, standard =¥ unitializeddYt}. Sl
FIPSE H.E7} FIPS & #01] ATh= A o FY T
standardt® W=7} FIPS B0 A &t A&
ou) gl unitializeds HE7)F 27|85 %] &
St A oyt

vs-status W2 ready, faulted = failsafeQ Ut} oH4g
readYI_. He 7]_ 7(4}\}7(4 o7 ZLEO]':]—’_ (}:;J\]:]_ 7)\
] w) g o} faulted#ﬂ‘:ﬂ'z} kA &1 o
= AL Yt} failsafew B2 31 Al A
g el fallsafe REE o gt
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E 3145 74 MAC 7} 82 293y

H 3-14

TX ¥ RX MAC 7}&H

070 5=

nx
(1)

tx-collisions

tx-first-collisions

tx-excessive-collisions

tx-late-collisions

tx-defer-timer

tx-peak-attempts

tx-underrun

rx-length-err

©
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= (o
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eicA

[ o
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in b2
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T, oy

=, ofy
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FE WS F DAY FEZ QA5
TXMACY} =83 g o] 42 ® A3
Utk B, MEYI H 58 25 &
a4 e ~go] o] YEY A &

ol 37} ek AL o u g

T d A A% Al TXMACZF MIEH =

ol EPElo g n|F 1 9= 16H|E 2=
SEX]. EFolH 7] Al ZH

2 2560 = UiE WA HEo]E Al ZFQI Y T}

SHIE A ~E &= & X~ 7} vpx]
o7 Qe olFo AFHor Ay Lo
JdFHY AL FE FE FATYY o
A 2=E7F & = d= AU i 2559

Uth a4 oz A5d 29 JF d%

FE F71 2555 He 4§ AT E ]

nt23 7hs s AHHEZ AAdE YT ¢
717} = EE o] A AE = AELZ0
o] FHt}.

YEY TN & TS 5213 59
16H E 25 7153t 7H2-E S8 A

B

UEANA T2
7] dA=E B 1 2 S =AY
o] 16¥1 E 2= 7H5 & 7H2-E

1A
2

g
2

e
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e
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ot
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314 TX ZE RXMAC 7IH (7<)
Of 74 B4 oy oHY o
rx-alignment-err FA T Ao AH o F 7FA] & uf 16 EoHA
HE 25 73 7beH S 74 =
# 1 o] CRC(Cyclic Redundancy
Checksum) &a1g] 5ol Aoljstar g =
el GFgho] o HiolE 7} 23}
2w (F, 1 E 9] 9] 2]l 2717} 00
obd %) B 057k waHyT
rx-crc-err A1 g do] CRC &9l darg]Fol A Bo1A
Safa a9 Zelelol 45 atel vol =
7k mae o] g U(Z, 8uE wE e
Zgd 271710 A9) 168 E 2= 7}
5§ IHEE FEA
rx-code-violations I el FAEE BoF MIT Aol A Botxy
XCVR®| Rx_Err AA & A4 uf 16H E
2 7Hs3 FhEH SwALL o] A=
S 7} 4418 HlolE] 2 E el A
RAAH =2 AL o AR
FA FZE QNS FCS e AE R/ Z
ASERAA it
rx-overflows A BHo g =5y oyl o] S Eoky
rx-no-buf T4l WF Fito] FEato] st=9o] 7t =2
HolE1 S - A15H4] 23k 515
rx-no-comp-wb st=dgo] 7k A1k dolH ol thgh g8 A
i JE s FPshA X Sl
rx-len-mismatch FAE Do) 7t AA Zy e o]} ukx] EolA
S AbHlel A £AH Zag) 5
U ol il £ (#3-15)2 A 543 F4 HEY SAS =ewste] =59 AY
2315 A oldul Ha £HA
OR7H W= Hy ok oi&
ifspeed 1000, 100 %=+ 10Mbps s
link-duplex 0=4F 1=4 o+
link-pause  Pao] g@ @4 F4 AA@eAI A "B Aol o1
i W 2 )
link-asmpause ¥ 3] gk A F2 A6 A2 "SF Al s
o )
3% =zZfo|e] ofrf W= FH 45



315 AA o|dY HA FH (A=)

OH7H w My oFN of&

link-up 1=84, 0=1]&A oA

link-status 1=24, 0=4] &4 orA

xcvr-inuse AR 1 EFA7] 7 1= M k4
2=2] % MII, 3=2] % PCS

53162 917] A A 5 Qe A o] (M) 7] 5 A Fhh o] w) W
S A101 9] 715 5 ATk ol = ol %4 216 o] GMIDE T o1 &
25 A,

2316 97] AL veca FA 7| E

O 74 e o oY oi%

cap-autoneg 0=A% A &7} o+
1=72% WA 75

cap-1000£dx 27 Qe o)A Ho|F 7l o oA

0 = 1,000Mbps o] %
1 =1,000Mbps ©°|Z 75

cap-1000hdx 27 Qg Ho] 2 Hho] 5 715 o F QA
0 = 1,000Mbps H+o] 5
1 = 1,000Mbps Hto] % 7}

cap-100fdx 2 Qg H o] 2 Ho|F 75 A7 ey
0 = 100Mbps #°]ZF &7}
1 =100Mbps % o|& 75

cap-100hdx Z 7 QE H o] vko|F 715 o B Sl
0 = 100Mbps HFo] 5 &7}
1 =100Mbps &Fo|F 715

cap-10£fdx 27 ol Ho] A Ho|FE 75 o2 oHA

cap-10hdx 27 Qe o]~ mo]?7 75 o B oA
0 = 10Mbps Hto] 5 E-7}
1 =10Mbps ¥Fo|5 75

cap-asm-pause =Z7 ¢ Ei.zﬂ ol BE Ao 7}F o o1

0="rTHd FA &7
Lk ffx](gﬁ 2] Z5H) 715269 ©] 2] <]

cap-pause 27 dE o2 55 Ao] b5 of i gH4
0=t1% F7 27}
1= 013 F4 7Fs 6ol A o] "5 5 Alo] ujA) W
#%)
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#3172 817 A8 HA FEYY J5S Ay

2317 871 A& HA AEY Ve

07K 5 oY ok of &

lp-cap-autoneg 0=A% uA &7} ok
1=7A% aAi

lp-cap-1000£fdx 0 = 1,000Mbps dolF A% &7} e+
1 =1,000Mbps 7l °]Z

1p-cap-1000hdx 0 = 1,000Mbps §Fo] & A& &7} ¢+
1 = 100Mbps HFolZF A4

1p-cap-100£fdx 0 = 100Mbps o|F A% &7t e
1 =100Mbps o] %

lp-cap-100hdx 0 = 100Mbps HFo] 5 H% E7} ¢+
1 = 100Mbps Hko] %5

1p-cap-10fdx 0 = 10Mbps Ho]F H& &7}t b
1= 10Mbps H°lF H%

lp-cap-10hdx 0 = 10Mbps Rtol5 AE &7F ¢+
1 =10Mbps W] Z A%

lp-cap-asm-pause 0=1u3 &2 &7} oA
1=%3 JEY 75 tg v oA F3
(267 ¢] A 9] "5 F Ao wiAp W )

lp-cap-pause 0=u% & &7} oHA
1=t FA 7Fsem 0] %] 9] "5 Ao wjA

Y2 EU} 4

oA g olsh

S AR

o

3

PN

o] 753 A $-(1p-cap-autoneg©] 14 o) 2}& 4] 7}
SHEU 7152 AHE S £Est We gust EAE L o,
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rx-new-nxt-pages
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£318 Z=fo|H I wis) WA =)
o7 W= Ay oHY oi5t
rx-page-alloc-fail #]o]x] atrdo] Ayl 4= 2o}y
rx-mtu-drops Eatol)7} Aol X & tAs7] el At Aol A kA
£ sk Ao E7bsste] 2560 0| ER Y AL
151480k 22 g7l o] M A #H oA 7t =5
35
rx-hdr-drops cafolm7} o] A& tA e 7] Aa) ATt ol H  Hebd
B Wk o] Bobsste] 25610l = o3kl v
Qo] AA Aol A7} =FH 95
rx-nxt-drops Eajolu)7} Aol X & tAs] 9la) A5t Aol A HerA
= Wah= Ao Erhsste] 3 Flo] w1l H
o) A7} =EH A4
rx-rel-flow Sglol¥ 7l 3 & A S WS 314 =24
o/ I PCI =+
rev-id oA ALE 9l AAE QA sk W #83 =9A
Sun Crypto Accelerator 4000 ©] T Yl 2] €] 7]}
A ID
pci-err RE PCI 279 g =204
pci-rta-err FAE g 2= 5 Holx
pci-rma-err FAE npAE Fo oA
pci-parity-err #AE PCL A E o7 Eord
pci-drto-err A" EAAA Y A E A ZF 23} 318 2oy
dma-mode Sun Crypto Accelerator 4000 =2}o] ol ]3| B4
Ab-&(vea)
ZER AR REE T
8 &4 A8 O 2 kstat veca:NHHE JdHg3F0).
# kstat vca:N
module: vca instance: 0
name: vcal class: misc
o714 N& vea FX9] Sl2HA A HEJYT) o] HE & kstat HHS A3l BE
o] xvls W EE W aoF gt
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IPsec ¢12}21 7143} &7

3191 HE G Q129 [Psec SHESI0] 7h45} SRR 4G 1) S A4 o)
vhs) A LT Qekel IPsec AAS A1g37] 918 e 4wl ek A E e

310141 5] "21 191 TPece ot 4 91 4% 410

319 2182l [Psec 71531

A7 sl =efoln] E

070 5 oY ory of%
ipsec_ierrrors OFE x3sla go] AT F Y= = o4
=21 TPsec 31 (47])
ipsec_ipackets QlH}S-= IPsec # 7 Sl:!
ipsec_ipackets64 Qu}E-= IPsec 7 7(64H] E) o1
ipsec_obytes e o] 2ol AE 2 ¥ F Psec HEO]E Q1A
ipsec_obytes64 Qe sfo] o] A% 24 F IPsect Hlo]E 94

(6451 E)
ipsec_oerrors 27 os Juror Assix &3t or7
IPsec A7)
ipsec_opackets QlE]Ho] 2o A% 2% & IPsec 37 orA
ipsec_opackets64 AE]H o] 2o A QA E = [Psec A ol
(6441 E)
ipsec_rbytes QlEjH o] 2o A AT o7 FAF F o1
IPsec H}o] E
ipsec_rbytes64 AE]H o] 2o A AEAH o R FAF = ol
IPsec H}o] E(64H] E)
sadb_cache_misses HY o] AMA F& & o1
sadb_cache_overflows H¢Jo] 7jA] SHZ=E 4 ol
sadb_entries SADB =2}ojB 9o g+& 4= Bl
sadb_operations Solaris IPsecoll A =z}olB] & Bl SADB oA

2]

A -

7 3-199] YL ¥ Psec AE EA =

steslojol A AAR ekl o A=

IPsec 7l o] thafj A vF 57U o}, 25611 0] E o] &} 441 371 lefl o= A 2] ¥ A
o IPsec 718 SAIE ol g HFlo s SrHekA] s Ut Y19 A FAE
ok o) 9] 9] IPsec =01 o) &= 48514 8¢ h525] 4 9] "Thsec 3= 410] 7143}
TA" #2). snoop®] EA W 919 FHE7F SUHHA] &5 YT "/Hoﬂ L2 EARC
AdAN YMELYT AY A9 3desbytes & 3desjobs &2 I H = o} 3}
FAE 7MY

Flﬂ
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o FEE Al o WHE AT FUENA SAE S st Y& A

UESA T2E 39
cﬂ_o]tﬂ ATES 101823

q 4]
hostname.vcaN 34& Aok Ut} 3 ©] & hostname.vcaNo| A N& A&
e vea Sl o] 2~9] JI2~H 2~ MG of dFHT) 3 /etc/hosts T 3T o]
Yl Qe Flo] 2o &l IP F49 T 2E o35 A °H°1C .

. /etc/path_to_inst FQ A A vea QEH o] 29} A2~ AT E FAA3JL
Uk,

path_to_inst(4)°l gk &2 2812l nl 7 dlo| A& FZs4 A 2.

# grep vca /etc/path_to_inst
"/pci@8,600000/network@1l"™ 0 "vca"

9l oA A QN2 HE = 09T

. ifconfig(lM) BS AHE-3te] o JE Y vea AHIH O] 2 E DA F
ifconfig ™ A3t YEL I Qg H o] 20 I[P FAE gt 1w 3] of A
ERET N R A E

# ifconfig vcaN plumb ip 75 up

=

ZEA 8 W82 ifconfig(IM) w4 # o] %] 2} Solaris A H A& HZ A Q.

n AEFE A= AAS Y2 /77 o}aﬂ‘ﬁ /etc/hostname . vcaN 3 S
o] 7] Al N *}%%‘ vea SlE #H o] 29 Sl ~E A~ W5 o afet}.
1 A U= QA9 vea AEH o] ~E AL-8-3tHH /etc/hostname . veaN DS
2324 ’%“4‘:} A7)A N2 & dAoA 09 Fxe] A2='2= A5 3 dErt.
Sl2H A HE 71 9 A 9 o] 5L /etc/hostname . veal 7F BYT.

m AFE-31A] 28 Sun Crypto Accelerator 4000 S1E{ # o] =& ¢ gt
/etc/hostname .vcaN FL S AAISHA] vl Al ..

m /etc/hostname.vcaN Q4 A3 vea QA FH o] 2o 3t TAE o] &S

31 glofof k.

35}

=4

o
b
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52

B TREOELIP F4E X AL 9Jojok 3 Jetc/hosts TP o] YA F o] glojof
.
B E2E o]F2 UhE ofu QEH o] 2] EAE o] dlof T o & £,

/etc/hostname .vcal 2 /etc/hostname .vcald TU3 T AE o|ES FFe F
5.
& oAl Sun Crypto Accelerator 4000 H.=5 71 zardozeh= Al 2~8lel H 8 3
etc/hostname .vcaN Y-S B F Yt (zardoz-11).

# cat /etc/ ©~E °o/F .hme0
zardoz

# cat /etc/ T XE o/F .vcald
zardoz-11

3. Z47+e] A 3lE vea dE o] 26 U8 /etc/hosts Lol HAT &S WA
e,

o A

=t

# cat /etc/hosts

#

# Internet host table

#

127.0.0.1 localhost
129.144.10.57 zardoz loghost
129.144.11.83 zardoz-11

IPsec 3t =9l o] 71438} -4

o] mEo= 912113t Y 9] 9] F 744 [Psec o] 7H5aL T o AL F
T4 B IPsec 453k 492 7HE 3T S w7 T4 wek o] o] hEm R
A 74 Ageteld AAAQ A2 8T A Bl oF F e,

& — [Psec 7}43}= Solaris 9 ©] Aol A AL =W Solaris 89| A & XL & A g5l
o12}¢] [Psec 7}4:3}+= Solaris 9 12/03 o] Aol A vt =] U vh(3x 320 F%).
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£ 320 IPsec 7}%3}E 93 Solaris @22~ & AFgF

Solaris B ohed 9] Ths olatol k3t
R.E Solaris 8 3] 2 A LA B A DA FF
Solaris 9l 4] Solaris 9 8/03 AU # A DA S
Solaris 9 12/03 ]/ ~ 44 #| <1+

B 913 7] 2 IPsec T30 v] WE|ZZAA A2 8o) A 4 5o0] 25}
2 DES % 3DES ¢%.3} A& R dolF 3 2E A AHFo] 1
Sk wEl w2 AN AZRO A 72 AEE P,

E]-JIPsec:rL AL elE A oJ(MD5 2 SHA1D)S 53 B 9] 75
El%ﬂ—é' Heg dojF Utk vt T7}M el s ggslez
a

A ZoE U

&3 - o 9 42 DESH 3DES ¢ a8t darg] 5 ik D 3k HE| 2 A A Al AE Q]
o1z}l Wt} IPsec #] 2] &o] & 4= U5yl

S 9] IPsec 7143} &4 3}
4

Solaris 9 ©]Ate] g} e 9
IPsec 7}431= -,46]] HEZ ALL8 7
Crypto Accelerator 4000 3} 7] A & A

L

Yt} Solaris 99 4] th < €]
cq)o]‘)r‘rET% ]'é 1A &5 Ul Sun

S oo
5
212}el IPsec 714:3F &4 3}

Solaris 9 12/03 ©]/¢o] H a3t} Qlg}el 7143815 -4 518 ™ Solaris 22X E o] 2
a =gfoln o] A I dS B F WA sof gt

olg}ol IPsec St= o] 7143} 84 3}

. Solaris 2= E o] A ezlel 71438 A 3sed oS 35S /etc/systenm
T4 3L F71 o

set ip:ip_use_dl_cap=1

/etc/system FL ] WA &S A&l ™ A|=ES A FH 3| oF g}

3% E2foltf ofj7f M= 74 53



54

. & FEL /kernel/drv/vea.conf FA Y] F718te] vea Exto] B o)A Qg

Q 7H&shE 24

inline-ipsec=1;

/kernel/drv/vca.conf 3¥ e WA U&-& A&l A ~HS AFHIAY
o E2lo|B 2 A% Ealo] A= of gLt

BT - Solaris 2= E o] Q12kel 744317} g 8h5]0] 914 201 IPsec ©] €] 7]
59 5 AN 5 JOon Setoluel A w lekel 7F4akE B stelA H
7ol E5Uh

olg}el 71432 2443} 3F So| = E3 IPsec A4 Azl ubgl Qe o] 29 Solaris £
ZE O IPsec A S AT 5 AdFUTh Solarlsoﬂ A 9] TPsec A 2] “d7g el gt o
€L http://docs. sun.com®| A IPsec and IKE Administration GuideS 7L7\ S A L.

ekl 7HESHE ALY AH X ESP dhare| S B kS 5 AR, U T3
HSHAH+ESP ¥3H)& HE ]7\1 THL —’F s ‘45} o5 W3S A -8-35hd leklel A
© 7P ol el e Wt F ‘Jr‘ﬂ?‘] H 22 Solaris IPsec T/ <l °] 8l 33
Yo}, Solaris 9 A Z~&l ] KCL IPsec 7}4‘§}(SUNch121 .u) HINA 7 AR E o] 9low
st=gloj(t g &) e 9o Meks e o+ AFH T

=& IPsec Q1241 7H 8 8 5= A 8HH kstat(1M) W & ol A ﬂlv&o} 37
7} 7 Utk IPsec 912k 71453} kstat B Ao i gt *éﬂé% #3195 FZ3H

}.
Al

1’0}&

M.
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Sun Crypto Accelerator 4000 X.E= 2]

o] ol M= vecaadm, vead, veadiag, pkllexport FE B EE Al &3lo] HEE 7y
sk WS ghefel Al AWyt o] F& v A o2 A E o lFYT

m 55901 A] €] "vcaadm frE B E AHE"

m 58¥|°] A 9] "vcaadmS £33 =19l @ 2 10}

m 620X 9] "vcaadmS %ff} RN

m 6450 A] 9] "vcaadmS E3 HE Xx7]3}"

m 679 9] 9] "vcaadmE F3 7| ~E o] H"

m 74%|°] A 9] "vcaadmS E3F HE= HE]"

m 799°] ]9 "vcad W /\}%

m 837 0] A 9] "vcadiag #H B E] AHE"

m 867 °]#] 9] "pkllexport f+© ¥ AF-&"

m 88¥|°] A 9] "iplsslcfg 2 HE ALE"

m 933 0] A 9] "apsslcfg 2 HE AL&"

m 980X o] "F2 AW X o]y REo & MAC T4 &3
vcaadm T E 2 E| A&

vcaadm 82 E] += Sun Crypto Accelerator 4000 X.= Oﬂ ek W o] ~F

A FU T Bt A2 A A A AR veaadm FE ﬂlﬂ%— AHEE F AFY T
vcaadmO E A3 Sun Crypto Accelerator 4000 H.=o] AZASHA =W Z7] Bk #e] =}

9 945 Wi shule] e,

vcaadm 2 E ol GA A 2sted A A2 el oh5 oAl ¢k o] Sun Crypto
Accelerator 4000 =7 Y9 Eg & Y54}

S PATH=$PATH:/opt/SUNWconn/bin
$ export PATH
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vcaadm ¥ #H & 2 b7 2E Ut

m vcaadm [-H]

m vcaadm [-y] [-h &2E o/F] [-pport] [-dvcaN] [-f FY o/F]

m vcaadm [-y] [-h Z2E ©/F] [-pport] [-dvcaN] [-s HoF #2/3 FF

E 41 vcaadm 94

=M e|oj

-H vcaadm FHo 3k =52 AL FA F TR

-d vcaN Etoln] QI2=E 2 M3 7t N2l Sun Crypto Accelerator 4000 K. = o]
AAFYL dE 591, -d veald FA] veald AAEM, of 7] A
veat HE ZA| o5 Y= EAEolL 12 FAA 9] AlxH A HE Y
Yt} o] ghe] 7183k vea0o] L HFEA] veaN 3 2] o] of of gt}
o7 A N2 ] 12"~ i a3

-f Y o)F 7 o] F ol Q& dhit o] ] HE S A g & TR YL

-h TAE o]F FAE o/F ] 9% Sun Crypto Accelerator 4000 E.Eof A3 ).
FAEY GLE BAE OB EEIPFAV A F Qon], |Rgte fx
Hl gy

-p EE # E9] Sun Crypto Accelerator 4000 R =0 A3t} ZES] 7] &
e 68700 Yt

-s HOFFHEIR} HOFFaj et o] 59 Beot FElAE 2915

-y golo] Q3 RE 2T E & 'o'gfar g3}

BT - 2o #2501 F2 o] ALE HA AA N A ek el ol Fol o)A 2 A
s
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4% mE

vecaadm U5 Al 7FA] R0 A E 4= lF YT} o3 BE= veaadmd] AEEH &
g o] e whep depd Ut Al 7 REe vl gE Be 9 R e W sk
BEqu

H .

#1 - vcaadns A3 NS Wwotok gyt Bt el At TS
ool afi= Slp= ARE Tl & REo] e A g Y

off thall Wt #ela} 153 oo it o] A

e ME RE WY
7

caadmol| A 271 o}

Yo
o
Lo

S vcaadm show user
Security Officer Name: X 9¢F # &[4}
Security Officer Password:

$ vcaadm -s 29} #Z/X] create user ¢ #/A}
Security Officer Password:

Enter new user password:

Confirm password:

User web-admin created successfully.

BT -3 WA GEE o B Aol T 1 e AEE AER F B3] dE
3 o5 shelqduth

gl gy o) RE FHS BE FY 2EYOR otk XE UNIX & /)
WHOE o] S AFE & st
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e
I
[

gt mEo A= A E = 7k shdof i ®ek dE At 15 welof ghuch W 5
o] W o] A T AL A= veaadmol| A ZLop-FH U o)

9 ReoM WESs dHeH ¥ veaadmo] dk o] 4 Ué = dojoe Hd S AA
U 91202 7} gehet el e o 2 T H ASCI 51=9] B2 Eojof FuiTt. 7}
SHE = " Z AR A AR Y TR -4'01 R FMo] d 249 $ vecaadme #HFT 34
o]fo] R EWHY olF=E FAG UL S A= deluser.scr Yo JdE=HHS
Agetil BE TFZE y'R FEFU T

S vcaadm -f deluser.scr -y

3}y REoAM = HEo] AAs wuloh Heok #2] A} Q1 5S wholof gt} o] AL
vcaadm®] 7|20 &4 B ?Q o t3ls R=9 veaadmol Al 210123k H
logout™ @& A} 14 9] "vcaadme F$ 219 E 2 10}9"8 HZ3)
Al }\] 9.

o r:
iy
°
;1
‘o”,o
?

[e)
= Hu
ol e o |

vcaadms &9 2191 ¥ Z 10}-%-

HE Yol A vecaadmS AHEE] 27t -h, -p, - HAH R TAE ¥ E YIE AA
SHA W, MES A Ado] EnEA 3 H 4 SA] BHel Aaz 2 sk Z&
ZEZF YERg YT

vcaadm %%]E]E] g HEdA A8 F2 vecaadm 3§ 22137 Sun Crypto
Accelerator 4000 4]01 7ol kst MEY A A4 E)S AT

ots st ALY A E Bo HE= st=g o] o]ty 249 RSA 371 7] & E3
A2 AE 3T vcaadmo] o BEo] AAHE E‘jﬂ E d|o] o] 2~

($SHOME/ . vcaadm/trustdb)ﬂ'mg Yt o] mhdol= 5“% Kl A Ao 25
A EYAE dZ4do] Ho] 9= RE Ryt 3=
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vcaadm= E3&l H=o 219l

Her A A7 A HEo] A4 veaadme B B Ao Al o] & B RS A S
SAE EAGYL

1. Abort the connection

2. Trust the connection one time only (no changes to trust
database)

3. Trust this board forever (adds the hardware ethernet address
and RSA public key to the trust database)

8O} el 47} W A7 942 717k WA E mEd o

H 74§ vcaadme H.SF ¥y
Zpoll Al o] & TR B v 2ol Al 7HA] A& A

o

sl )

i rsL'

1. Abort the connection

2. Trust the connection one time only (no changes to trust
database)

3. Replace the old public key bound to this hardware ethernet
address with the new public key

A HEof 2 79]

- o] Fo] YA oJAEL U5 RE9] veaadmO 2 2 E Y5 T
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A BEo] AZEH veaadme: EB|AE Hlo|EjH| o] 2ol A 55 A/ s oF dtt
oA HEd 2ol oA Yy

# vcaadm -h S A~E o/F

Warning: MAC ID and Public Key Not Found

The MAC ID and public key presented by this board were
not found in your trust database.

MAC ID: 08:00:20:EE:EE:EE
Key Fingerprint: 29FC-7A54-4014-442F-7FD9-5FEA-8411-CFB4

Please select an action:
1. Abort this connection
2. Trust the board for this session only

3. Trust the board for all future sessions

Your Choice -->

WEE £17 a2z A} Y B Ee) 1l

WA 94 dA 2 717F I HEo AAd= H 9, veaadme EZ 2 E H|o|E H|o] &~
A 1ol e S W aok stk dee WA €17 ol )} Rk
Zof 2113} A AP Y.

# vcaadm -h $2E o/F

Warning: Public Key Conflict

The public key presented by the board you are connecting
to is different than the public key that is trusted for
this MAC ID.

MAC ID: 08:00:20:EE:EE:EE
New Key Fingerprint: 29FC-7A54-4014-442F-7FD9-5FEA-8411-CFB4
Trusted Key Fingerprint: A508-38D1-FED8-8103-7ACC-0D19-C9C9-11F2

Please select an action:
1. Abort this connection
2. Trust the board for this session only

3. Replace the current trusted key with the new key

Your Choice -->
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vcaadm ZEZZE

38 REoA veaadm TEZE = 1123 7Ho] LJEE L T

vcaadm{vcaNe@ &AE o]F HoFFAIIA})> HEH

ZEZE H ol

vcaN vcat Sun Crypto Accelerator 4000 =5 ¥ A8l= EA-E Y.
N RE9] XPX] 2 o) gol &3 FX C’Ji‘%ii Ao (W9 F4)9Y
o} &9 AAE A M T E Folst= 2FA| S &2 373 0] %] 9]
"vca.conf Jl"” S AR =gtoly iyl M AAS FERIAAIL

TAE ofF Sun Crypto Accelerator 4000 RE7} @] 402 AAH T 2E o] &9
Uth 225 o/Z& B84 S2E P F4R AT 5 dFyh
H P He] 3} Beo] A4 Raglso] gl Wt #ejake] ol & ¢yt

vcaadm= E&| H oA E1of%

l’ﬂﬂ-ﬁ R EoA 2 dE= H 9, veaadmS 24
AZS F Y REd 24T F Utk B
],

Rk e
9] AZS Fgsla 2a0}e-3 &
T 3ty REE X435 H W logout HH S b

el A F HE2

Fol

vcaadm{vcaNe &A~E o]F Ho} #Z]%}}> logout
vcaadm>
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ﬁ d Ao M vecaadm> TEZE| U] o]A AX] IV A HE T AE o|F = HOL
e A} o] o] A H A ¢
o)}

&7 connect HH S ¢

E 43 connect W& w7 W5 A
OH7H == o|oj
dev vcaN Egfo ]‘ﬂ 22§12 M5 7} N2l Sun Crypto Accelerator 4000 X = o]

59], -d vcald HA| vcalol AA3sH, 7| 51

host ZA2E ofF S 2~E o/FZ9| 31F Sun Crypto Accelerator 4000 X.Eo 243t}
(71—“1%)(-8— %ﬁ Th). TAE o/FS YUY TAEIP TAR
}\

port ¥E port 2ZE9] Sun Crypto Accelerator 4000 X.E.o] A3t}
(7] 8-3k-2 6870).

o A

vcaadm{vcaNe &A~E o]F H o} #Z]%}}> logout
vcaadm> connect host &=E 9/F dev vca2
Security Officer Login: X 9F #2/<}
Security Officer Password:

vcaadm{vcaNe@ &AE o]F HoF A/ }>

o] 1] Sun Crypto Accelerator 4000 .=l A4 ¥ o] 1= 49 vcaadmol 4] connect
FES AdY sk WA 23023 F connect ¥R S Ao FU

A AA o] &g stE wuttt veaadm¥}t 4 Sun Crypto Accelerator 4000 3 ¢lo] &= H %
= e dole & HEdly] Y8 =2 AlA 7] A wid-S S o

vcaadm= E3F HE 44

vcaadm -2 2 El o &= Sun Crypto Accelerator 4000 E.= ¢} | 3}5} = ©] Al-&3]oF 3F+=
B o)z} So] glHUth HH e W [ t&%ﬁ(géi*ﬁ‘%ﬂ 7Hed A5)
= "]‘*0“0}04 A Eﬂz’”/}‘jr show EH"] sh& Abgste] J8a = o, rett =3 45
o+ reset =& rekeyd| 5 3EHE o= ./]U] 7} 2

M;
i
T
o
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& AA ol 2 AL gste] Bl Qs dAgY

vcaadm{vcaNe &AE o/F HoF#Z/X}}> show user

User Status
web-admin enabled
Tom enabled

B5dEe sty et ol A9 A4 EAHUT

vcaadm{vcaN@ ZXE o/F HoI FA2/x}}> re
Ambiguous command: re

grgofol ek i WY

veaadnol & B 7150] g o] ST B e nelw mgwel Wad 9y
of thgol £&HER) FAE AT A WOl S g e A o] o} Foji}
2% 4, o) el Alsh ol Wegolel v ie] A Th

vcaadm{vcaNe@ &2E o]F  HO} #Z]3}}> create ?

Sub-Command

SO
user

Description

Create a new security officer
Create a new user

vcaadm{vcaNe &2E o]F H9} #Z]%}}> create user ?
Usage: create user [<username>]

vcaadm{vcaNe@ &AE o]F HOF A/} }> set ?

Sub-Command

passreq
password
timeout

Description

Set password requirements

Change an existing security officer password
Set the auto-logout time
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<
il

caadm & E o] X
O 3 Al Bk =
I Ay E gAE 9

> 1o

I
T do

12>

e

e ete] thg ol A2 2o] BE veaadm W] B2

Sub-Command

backup
connect
create
delete
diagnostics
disable
enable
exit
loadfw
logout
quit
rekey
reset
set
show
zeroize

vcaadm{vcaN@ &AE o]Z HOF FIZ/X}1> 2

Description

Backup master key

Begin admin session with firmware
Create users and accounts
Delete users and accounts

Run diagnostic tests

Disable a user

Enable a user

Exit vcaadm

Load new firmware

Logout current session

Exit vcaadm

Generate new system keys

Reset the hardware

Set operating parameters

Show system settings

Delete all keys and reset board

veaadn th8H WE 7} obd A5 EAE @A 219 F91 W) o8] 4D 5 A
ok o] el 4ol = B EE Q7] Aol WA Be 4 o] 270] L F A2 Qoo

quit ¥ exit
vcaadm®| TEF Yt}

FU Cul-D 71 & 58 %

3

vcaadm= B3 = x7|3}

Sun Crypto Accelerator 4000 2. = 74 €] 3 WA GAl= HEE Z7|stsh= A dy ot
RHEE 27138 u = 7| 2B & AA s oF sty thzkz1003 o] %] 9] "7id H &),
veaadms &3 A Sun Crypto Accelerator 4000 H. =0l AASH A 2§ 7] ~Eo] &
= N FGdd HAGE 7E 7 2EAE ALESte] BHEE 27| 8kstE e WA 7 A
AU veaadme BE 27|38} 2ol A glo] o] o RE HRE ESUL.
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Vv A 7] AT E ARESto] BE 27|13

1. RE7} AXA A28 Be 222 EJA vecaadnS Y3 AY, 93 A28 AL
vcaadm -h TAE o/FZ& 483 ¥ 1& Adsle] R g 2733}

# vcaadm -h T2~E o/F
Please select an action:

1. Abort this connection
2. Trust the board for this session only.
3. Replace the trusted key with the new key.

Your Choice --> 2

This board is uninitialized.

You will now initialize the board. You may either
completely initialize the board and start with a new
keystore or initialize the board to use an existing
keystore, providing a backup file in the process.

1. Initialize the board with a new keystore
2. Initialize the board to use an existing keystore

Your Choice (0 to exit) --> 1

2. J|2E0] o] F& ATk 6830 2] 9] " &7 A =),

Keystore Name: 7/2E0] o]F

3. FIPS 140-2 2. = == H] FIPS =& A 93}
FIPS E. =0 Al B =& FIPS 140-2, level 32 431U U} FIPS 140-2% AF8-#} 22} WH4]
9 743 Holg] FAAT BerS Fo R sl v AR A TEYUL 8 ¢
Alo] Eo)l A FIPS 140-2 ¥ EX4 2 Fx 4 A Q.
http://csrc.nist.gov/publications/fips/fipsl140-2/fipsl1402.pdf

Run in FIPS 140-2 mode? (Y/Yes/N/No) [Nol: ¥y
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4. 27) B FT 7} o] F H G5 E A FUTHesH 012 o] "I 27 AR F=).

Initial Security Officer Name: X ¢ #Z/3}
Initial Security Officer Password:
Confirm Password:

1 -5 ) HFE A e mASAY, A X9 A3E Ve FE e
kR é_z%‘ at7] d Oﬂ vcaadme AFEALN 7 ¥, Yes, N B4 NoS Y sho] SHQlstes
FU o] F2 i/ aEAE kA o, 71282 NoH Yt

5 74 ARE FAdrh

Board initialization parameters:

Initial Security Officer Name: 29t 22| Xt
Keystore name: IIAEQN 0|5
Run in FIPS 140-2 Mode: Yes

Is this correct? (Y/Yes/N/No) [Nol: y

Initializing crypto accelerator board... This may take a few
minutes. . .Done.
7)E A =Bl S Abg ] BE 27) 8
e sl nolo] o] MES $1U AP LE WIS 5 7] k0] ALE AR
L5 271848 7 lF YT E3 Sun Crypto Accelerator 4000 H.=E5 9] 7]~ Ko
om Mg Ak S o BRI el ool A I E 7] 4Rl
AHgEte] BEE Z7]skehs WHS A E ok
o] AatE Fast7|el ShA 71E B o) tigk Wy hed S WA A s oF T
wel ko) sk Helshelw Wl wple] Hlol el Sha st o) a orast
2 a3ty rhzad o] A & "mkaE 7] W]l Fhx).
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Vv 71E 7| 2Eo]E ARESto] HE 273

1. Sun Crypto Accelerator 4000 2. =7} A X5 X 28 ¢] &
qY3AY £ 7—5./‘]’*5.‘J°‘7§-rvcaadm -h TAE o/F& §
Wl A BEE Bt

EZE YA vecaadmE

HHEP R

# vcaadm -h T2~E o/F

This board is uninitialized.

You will now initialize the board. You may
either completely initialize the board and

start with a new keystore or restore the board
using a backup file.

1. Initialize the board with a new keystore

2. Initialize the board to use an existing keystore

Your Choice (0 to exit) --> 2

2. W] st Aot 43 E dYF

Enter the path to the backup file: /tmp/board-backup
Password for restore file:

3. 7R ARE FI3o.

Board restore parameters:

Path to backup file: /tmp/board-backup
Keystore name: IIAEQN 0|5

Is this correct? (Y/Yes/N/No) [Nol: y
Restoring data to crypto accelerator board...

i

2]

vcaadm= &3 7] A~ E 0]
‘jJ

- 829 P EAG YU} 7] =Kol wel el A % AEAG A
#5]o] Qguieh. 7| ~Eol e ~ELAE AFE Wk okl e AL A Agol 7] AR E
LA Gl SHE AT SR T o #ohd £ A AEHA B 38
2Pl A A8 2 & Ak A1 2Ee ol Al /b 74 227 A
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m 7] A - Sun ONE Web Server
n AR AA - S8 T2 =1 =5
n B3 FALNA AA - vecaadmS F3l 7] #E] 7] 5ol YA 2= A

J1m fo
}L

fo

olo

o oo
(&l

il

5

i)

ftlo

do

:(?L_"

2

o3

it

o}

N

A

#&3 - 3 Sun Crypto Accelerator 4000 2 == WFEA] gl}e] 7| 2B & 7F4] AL 9l
oF STk, 37} A st o) 5182 g8 ofe] WES} 2 | 2B E A IES 74
8} 2= 9l 2z},

W QT AFsk

Bl #el A} o] F, AFE AL o] F, 7] 2K o] 5 Us &7 AFRE whEefof gyt

4 2P OB, AHEA o] B B A 2K olF 8T AR

]

0lE 27 At Hy

# 2 Aol 214

o Aol AHEAL ol 5 634}, 71 20 o] & 324
& A BRA, BEQ), WA, PHEE()
A2 A HFE A hopElo]ofof g

HE 2T AH

AT 27 A& set passreq?] A A (low, med, high)dl wzt g2k Y}
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e 27 AP EY

set passreg %S AFHE-3lo] Sun Crypto Accelerator 4000 H.=of tf gk o+5 8- A}
gt AT o] HEH L ycaadm©| T A|FE BE ¢S T E I E 9 O]'i B2 9T
AR AT 0% ok ol 5 87 AV AN E A A7 A5k

s M3 27 Mg

low A% Aghe] glEUTH RETLFIPS RE] QA & 499 71244
A=

med H A 6A7F B adtH, o] 5 3A = WhEA] gubulo] Al 124 & ihulo]
oftojef Fth. o] A4 H =7} FIPS 140-2 R=21 4 $-9] 7] &
740 2, FIPS 140-2 & Oﬂf\i sl H4 os QT AU

high 4 827} Ak, o] T 3= REEA] &apilo] Al 12t &apillo]
oftjolok gyt o] AL 7] Egke] ol R g 502 F-A 3l oF
Fet.

AT 29 A1gS M5 set passreq HHS YB3 TS low, med = high

£ oA Y E Yt v %2 Sun Crypto Accelerator 4000 B =0 th3t 5 8+

AlES high®2 AA YT

vcaadm{vcaNe &AE o/= HoF #Z/X}}> set passreq high

vcaadm{vcaNe@ &A~E o]F Ho} 72/} }> set passreq
Password security level (low/med/high): high

7| 2=Eolol Kt vhef} v

5}‘44 712 Eofo] thaf stk o] /o] Wk el At 9l& 4 YUt

<2 Sun Crypto Accelerator 4000 2= =] Q] Ulof A gk Q1A =7 S~ E AJ2Hl o] AL&-
A} olg3t & Bae FUTh
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ulliiced

St pel A8 AT v WY A ol F i) WA A ALk mek whel A o]
S B veaadn® AP ol & Brrithesdol Aol Y 8T AF" 3

vcaadm{vcaNe &AE o/Z HoF #Z/X}}> create so FZ
Enter new security officer password:

Confirm password:

Security Officer Alice created successfully.

vcaadm{vcaNe &2E o]F H9} 2/} }> create so
New security officer name: Bob

Enter new security officer password:

Confirm password:

Security Officer Bob created successfully.

7) 20 ol] A}EA WA

o] AF8-A} o] F -2 Sun Crypto Accelerator 4000 2. =2] S| 1 tjel] A7k Q14 =1 <)

Mu] A AE A2 AYT UNIX AREAL o] 53 25 e glayth

AREALE A ) R ol A AREA} o] F vl W= A A
]

3 =;

ol F& et vecaadme: Y AHEA} o] F S %S‘Jﬁ‘r(%ﬂﬂo Ao " 8T AR
7(1—&)

H .

vcaadm{vcaN@ &XE o]/Z HoI #2/x}}> create user # #X}
Enter new user password:

Confirm password:

User web-admin created successfully.

vcaadm{vcaNe@ &AE o/F HF #Z/X]}> create user
New user name: Tom

Enter new user password:

Confirm password:

User Tom created successfully.

ARG ARE ) A E AL A Al IS S o) o] 43 E AFE-soF dy

Zo| — 7)o A 23kl GEE 7 ek Golof Ttk A& ABE 2L F
e glgu

BT - 5% o4 WH o] glom A8 AR maolgth o] SHE Mol
Hegeh AT 8-S 74011 o] "AE 2 oToks A AL RIS
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A
L2 Bol A AE YEeHH show user £ show so

7o) o} ¢l ¥hel A}
BHe g

User Status
web-admin Enabled
Tom Enabled

vcaadm{vcaNe@ &A~E o]F Ho} #Z]/%}}> show so
Security Officer

sec-officer

Alice

Bob

vcaadm{vcaNe &2E o]F  Ho} 72/} }> set password
Enter new security officer password:

Confirm password:

Security Officer password has been set.

AFE-2} 945 = Sun ONE Web Server modutil 88 El & AF-&3}o] PKCS#11 <1 E 3
ol~E Fol MAT 4 Tk AFAIRE W82 Sun ONE Web Server ‘ﬂ/‘ﬂ% Fzst
A

g A B8 i v 2 5t

= Wk delA MRS £ gy A wek ek AgEw A
rqw}x] g4t s FAFY
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WEAMGAE 7| RA 08 BY5 A2 AYRUT AR 0 2SS £ Ay

o, 0] 84 3 AHEAHE PKCSHIL Q1T 0] 28 53] 7] 4 8o o428 2 915
ok 2R ehE AL A4S BB G AHEA] LE 7] Lol DI A 2T} B

Ay

ALAE B skak AL vl F A Bha o) v Aol A ALER} o) B ) WA M Abe
AUTE AFEA o] -2 AR veaadn® AT ALER} ol B B4R A4 L

vcaadm{vcaNe@ & AE o/Z HOF Z#2/X} 1> disable user Tom
User Tom disabled.

vcaadm{vcaNe@ &A~E o]F Ho} #Z/%}}> disable user
User name: +J #2/X}

User web-admin disabled.

H| 2 35}5lH ™ disable user HH S Y I

AR S &4d388tH ™ enable user BH-S JHFYLL

vcaadm{vcaNe &A~E o]F Ho} 72/} }> enable user Tom
User Tom enabled.

vcaadm{vcaNe@ &AE o]Z oI #Z/X} 1> enable user
User name: +J #&/X}
User web-admin enabled.

A}g A A

delete user WHE A3t 2FA T A2 X AT T AFEAE 21 A S of &
Yol A AFg-2} o] & = A8 AR YT AFE A} o] B8 A EFEHH veaadme
A ALE A o FE BoT

vcaadm{vcaNe &A~E o]F Ho} #Z]%}}> delete user ¢ #Z/=}
Delete user web-admin? (Y/Yes/N/No) [Nol: y
User web-admin deleted successfully.

vcaadm{vcaNe@ &AE o/F HF #Z/%]}> delete user
User name: Tom

Delete user Tom? (Y/Yes/N/No) [No]: vy

User Tom deleted successfully.

Sun Crypto Accelerator 4000 2= H{& 1.1 AX| & ALZ dYHA « 20044 12



B Qb FE A} A4A]

delete so W#H-S A3t 2hA|e Bt A A& A

=

w2 ol A wok Tel R} o] B uls) W A A

L

3l vecaadme 3F Hot #E A} o] 5L EHF YL

e

vcaadm{vcaNe@ &AE o/F HoF #Z/%}}> delete so Bob
Delete Security Officer Bob? (Y/Yes/N/No) [Nol: y
Security Officer Bob deleted.

vcaadm{vcaNe &AE o/Z HIF ZZ/X} 1> delete so
Security Officer name: %%/

Delete Security Officer Alice? (Y/Yes/N/No) [Nol: y
Security Officer Alice deleted.

wl2ag 7] W]

7|2 Eol = o] AE i vpay 7|2 43 sy v2E 7] Sun Crypto
Accelerator 4000 3 o]0l A= ol #E A= o] & Wid e 4= HF Y

nl~E 715 M A3 backup H#H S AHEFU T backup B #H ol & Wd o] AdE
el g o] AR o]Fo] ojof utt o] AR o] 52 ol @S 5 glon, A=
3t 79 vcaadmol A dF AR o]F& EFUYTH

e o] Elo] o3 k52 AAsol G o] B W o] Y= vl2E 7|5
S PO PR E= 812

vcaadm{vcaNe Z~E o/F H ol #2/x}> backup /opt/SUNWconn/vca/backups/bkup.data
Enter a password to protect the data:
Confirm password:

Backup to /opt/SUNWconn/vca/backups/bkup.data successful.

30| — o] grE 7|2 Koo rhaE 7|8 nESHER WY AL BE ) 7]
ool B E Atz Aol Fgruith, Qe FER WEA 7] ok 7
glom vk 7] we) shelo] oA g & g g PES e D
gleruih.
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ue) A & 919 7] mEo]
]_

] E o A+ Sun Crypto Accelerator 4000 X.
YpP
|4 FE25A] E3l=F & 4 JdHFUTE set lock HH

717}

o] vp2H
S8 ol A=

L=
KR
=

Fo| - o] YH & AP Foll= BE vk 7] WY AT} /‘UHOUN AUt} vk2y

712 oA AR E e A AR o] 49e Azeke fAd e
zeroize W% 2 & Sun Crypto Accelerator 4000 EEE z718ket= AYY (789 o]
Ao "HEA AZE O] 275} T Fx).

vcaadm{vcaNe &AE o/F HoF#I/*x}}> set lock
WARNING: Issuing this command will lock the
master key. You will be unable to back
up your master key once this command
is issued. Once set, the only way to
remove this lock is to zeroize the board.
Do you wish to lock the master key? (Y/Yes/N/No) [Nol]: vy
The master key is now locked.

o] @& A= vecaadm -2 2 E] 2 Sun Crypto Accelerator 4000 2. =5 2] 8}+=
WS AU

S e EDERAEREES

Bt YA} Abg o2 WA 2ok = At AR A Ao s e set
timeout W& AR F U AbE ZI0kR AZe MW set timeout W H
S BoE A A7t Abs o' BIOok = ARES B9 ke 22 E fE Ry
Tk ghol 091 ¢ Abs = 1ok 7] ol vl st k. Ao ti 7] 3k 1,440 (19) %
Utk A2 2713t BE= 7] 2 gho] 5E Ut}

U M2 Bk #e Ao Abs ZIoke AZEE 108 o= WA T

vcaadm{vcaN@ & AE o]Z HOF #Z]X}}> set timeout 10
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EXERAIE )

Sun Crypto Accelerator 4000 ®.=2] A7) e & &1t show status BH S
AT o] ¥R BEo] st H FHalo M, M EA A IE #lo] 2] MAC
T4 R GG /PR, F, o1F R 7IEh 2 712 E0] o] 53 IDE ®A Y

vcaadm{vcaNe@ &AE o]Z H9} 7/} }> show status

Board Status

Hardware Version: 1.0

Firmware Version: 1.0

Bootstrap Firmware Version: VCA Crypto Accelerator 1.0 March 2003
Current Firmware Version: VCA Crypto Accelerator 1.0 March 2003
MAC Address: 00:03:ba:0e:96:aa

Interface information: Link up, 1000Mbps, Full Duplex

Keystore Name: IIAEQN 0|

Keystore ID: 832aece03e654790

Login Session Timeout (in minutes): 10

Password policy security level: HIGH

Number of master key backups: 0

* Device is in FIPS 140-2 Mode

FIPS 140-2 2 =049 H = J}p& of 7 219/

Sun Crypto Accelerator 4000 X.=7} FIPS 140-2 2 =0l A] 25313l 9l+= 79, show
status W& A dstd vh5 WA A 7F FAH U

* Device is in FIPS 140-2 Mode

B =7} FIPS 1402 220 81 QA @S 79 show status HHL Aastd
FIPS 140-2 R E & YA 5l= WA X 7} A & A] &S]

T3t kstat(IM) 22 E] S AL-8-3] £ 2 =7} FIPS 140-2 =0 A 2Hs £l 8¢l e
T AFUT BEE7FFIPS 140-2 =0 A s 591 45 kstat(IM) w78 H=<1
vs-modeE A AW FIps #hS WY T 425 0] A 9] "¢ 58} F o] Yl =EteolH
=9 AR 2Rl vl Hol A el A kstat(IM)ol] th sk &S FxeFA Al L.
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A Aslo] =

A} 71%5°] 7F5 ™ Sun Crypto Accelerator 4000 H.=9] FHeo] & fJHlo|Edto] o] &
g = Sy ol S 26t loadfw WS A etal 7 o] spdel o

A2g gg g

H9)01 2 Stz Aulo| 251 reset 4% A1g ool
Sk itk WS ARG HE A 21015 0] gl
U},

vcaadm{vcaN@ &2 E o/F HIF 7 &/%}}> loadfw /opt/SUNWconn/cryptov2/firmware/scad000£fw
Security Officer Login: X 9F #2/A}
Security Officer Password:
WARNING: This command will load new firmware onto the
the target device. You must issue a reset
command and log back into the target device in
order to use the new firmware.

Proceed with firmware update? (Y/Yes/N/No) [Nol: vy

HE ZJAA
=4 Aol e HES ARk 8 55 A5 o8 290 reset WH LS
Ao gt ol uﬂrﬂ—g—g@ 31T ALR Aol A o] 2l WA A S A 1T Sun

Crypto Accelerator 4000 2. =5 A4 A s}A =4, H% Hro 28 Al 48 e &
d k¥ Sun Crypto Accelerator 4000 =7t gl A9 A 289 ¢k 3} 7hE s} 2

Ao w FoE = dFUY B9, o] M o] A HW veaadmoll A AHE 0w m oo}t
S5 7] vl Zc}i] wE AL sk H vcaadmoﬂ UhA] mRlekar s g Aol vhA
A el of gt

e r

vcaadm{vcaNe &A2E o/FZ HI #/%}}> reset
WARNING: Issuing this command will reset the
the board and close this connection.

Proceed with reset? (Y/Yes/N/No) [Nol: ¥y
Reset successful.
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B 7] A

Bkl o] nprd Ay 7] = 94 AL 7] E A 7] 2 LA sho] ARg-sfof gt

rekey B B3l ole ¥ 7] % sh} wE ) REE AT 5 Ao

e 718 A T AR 7L A T2 A EstE of A 7| AE o

Wl ol ] 7] 3ol g FESAUT 718 A S gkt vhaE 718
o] 2] Sun Crypto Accelerator 4000 H.=7} & U3t 7| ~E o] & A}&-3}aL

Al w28 715 MRl BhaL o) b BEw Helslof gn

92 A2z 715 AR 8ot Bl 2ok a A 97 942 72 T

Az s of gt

rekey M#ES A3 u) A 714 7] 48 = S A 4= dLHU

7l 9 el

master vl A~g 715 A AgA o)
remote A7 o2 715 AR U T ek B A7E 2ok,

all b 19k 94 A A )5 B AL T o

S A= rekey HHES AFES)Y] a1l £33 71E 488}

rlr

A},

vcaadm{vcaNe &AE o/F HoFHI/X}}> rekey

Key type
WARNING:

(master/remote/all): all

Rekeying the master key will render all old board backups
useless with the new keystore file. If other boards use this
keystore, they will need to have this new key backed up and
restored to those boards. Rekeying the remote access key will
terminate this session and force you to log in again.

Rekey board? (Y/Yes/N/No) [No]l: vy

Rekey of
Rekey of

master key successful.
remote access key successful. Logging out.
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Sof A 2L E 0] 27]8} 53

So) A WE 7] 4 828 AASE U F 7 PEol AUk 3 M gy
S=slo] 1312 ALg i A, A gRe e B ) ddE s AT

(failsafe = )(24331] ©] #] €] "Sun Crypto Accelerator 4000 3t =9 & Z3} Al AEl=
Z7181" ZZx). T AR WL zeroize S AFESHE AUtk

Tk 24| 3} 2 ‘%jHIOlE d Fol= Iz REF
Z dax™ Het

el A} 2ok,

skl gt

],

JX.%

Olr

zeroize HHOE HEA AT EOE 27|33 e o] HH

.

mlo

e

vcaadm{vcaNe@ &2E o]F HO} #2]x}}> zeroize

WARNING: Issuing this command will zeroize all keys
on the board. Once zeroized, these keys
cannot be recovered unless you have
previously backed up your master key.

Proceed with zeroize? (Y/Yes/N/No) [Nol: y
All keys zeroized successfully.

vcaadm diagnostics W@ AME

vcaadm 2 E] 2 SunVTS AT E oo AtS =Pt = AFY T veaadmOl
%+ diagnostics ™ &< Sun Crypto Accelerator 4000 3} =901 2] A 7} =8 3
OJ Uik sF=gof, ?:Li@r shel Al =8 2 U E QA HY Al ~e Xldey o ARk §)
9o} H2E+ DRAM, Z A WRE], PCI ¥, DMA AEZ2 2 7] el Wi sl=9)
AE HAEZUL 453} 519 A|2H HAE= W B9 4538 714575 EH
EtUt U EY A 5 A2 HAE+= vea A S HAES YT

vcaadm{vcaNe &A~E o/F H¢F 72/} }> diagnostics
Performing diagnostic tests...Done.
Diagnostic Results

General Hardware: PASS
Cryptographic Subsystem: PASS
Network Subsystem: PASS
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vcead 8 ¥ A&

vead HH L vead HlES FA 5L A 7“’3}“1 o]+ vcaadm(lM) 9 7et d5st 58
Eil"%‘i % gk S5t 71 2 Eo] AR 25 Al FFYTh E8 vead Hl 2 =Eto]H 9}
S ao)9] 712 me] dold 817 2 2% A g

vead BE o GA A ~stEH AN A2 Yol thE oAl 9k 2] Sun Crypto
Accelerator 4000 =7 " ¥ Eg S Y5 Ut

S PATH=$PATH:/opt/SUNWconn/cryptov2/sbin/
$ export PATH

vead WO H W FEE et 25U
/opt/SUNWconn/cryptov2/sbin/vcad [-dF1v] [-f 24 ##Y

[-h &2E F2) [-k 7/2E9/ fgdgE=e] [-L 22 7Y [-p }:5]
[-s FHol 271 [-t E]l[-u AFEA} O)F]

¥ 472 vead HHAA A LE = FA oigk A

E47 vecad HH A

M o
-d WA 715E At 2w A A el = A A Uﬂ AIA] W83} A vcad«]
TRA 2D, @A 228 = 1D L WA A WFrF £ < A

1ol 7} A8 219 B4 S22l ok uthEAH 270), 4 §AE
el ) AHE A9 -a st 4 5119 pebugLevel W &
INFO 4145} 219} % 28}7] -aai= DEBUGR 44 a4 23} 5
Fh

£ 7Y FY 4 spele] 9128 AU 74 o) )R A
/etc/opt/SUNWconn/vca/vead.conf 1Yt} o] § SAS AF-E-3}o]

Tdo] delA] B o, veadZt A ZE A FEU T

-F IO ENAN veadE 8 21 5HE stderrE HYU T} o]
FAe L oo AN 22 Qo g,

O

-h T2E F£2 vcadoﬂ’\‘] vl & $ 2~ E [Pv4 =5 IPve T4 5 X 45t 721 J4
898 £ )T h A8 Frheto] £ o4 52 [P
148 5 LU0 h 588 1897 o veaats 418 )
E dgsllojzol A £4 4 A& #2471 gy ma g
ZE EEIP F4E AAsH4 o] _/;\_9]. localhostol &

Ho] 2ok AZde] AAGUT} -n 1w A3 é'l‘)r
5 -1 52l o8 AU

o
N

{ e m
Ln

e W

0,

[m
¢
rlr

o 2t off 44 o
[m
o
_Vfl}o[ r

> rlr g
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E47 vcad ¥ M=)

a4 e
. 7jsizo] ) sEe] YEYE BE 7| 250 olHel e AgEtt,
5 ¢z 2] G320 7 o W o] 5] A, 71k Hol stel A o

gL s AR AL 813 2 4 lojok ft). 7] 20| HlolE]
o] 7]E- tA B8] &= /etc/opt/SUNWconn/vea/keydatad Yl

-1 27 5rEg0 Be) SR A Bl £4 97 83w S g
. o] §AL e mE E o] 2o A rﬂ%g 2 o715 A 4 e

= HE Y BT conf FHY| AAojHT} AT T
Alasl 2] F5 A7) obd 27 YR Byt
S 916 EEE ALgatol BRI P /1R T E = 6570%)

re e

%

tlo

Al

=3

-s FHo =27/ dlol g Zo)7} Hu Ff =7/ vlo] EQ
o Agd 4 A=F FUth AR o]
2 e dolgr A S B3 AFHe A S HJX] 2 ? 0‘*144 =
o e FHu A7)0 7] E3H 4AMB(4194304 HFo] E)gI U T}

-t & veadZt 2RO ENA K= dlol8 & 7|ve =
T2 AT of MRS 238 veadst SEFolAE 7Ho] A o]
ZggUr}

—u AFEA} o] Z veadE AFEA} o] FO R FAF UL AR} o] & XA FHA oW
veaats vead® Al A2 AT AR} o] 8 A Ao
o A AFE A o 88 A RO A 28 A Rl Aol veadst A
w2 EFYL veadE FH A *]’31} ID7} 0% & AR o= A
s vcad7} 3 WA A& FAIFU S 3547 ofd /\}%Z}E
vcads 23y 5}E Aol T3k A AL 827 0] %] 9] "vead H&E HOH
° ZLZO]_JJ /\] (<}

3
==
=
4

&
y
m N
&
e
fru

S
]
o

4

-V vecad WA ARE FA T}

vecad T4 <

vead UEL 74 Lo A &4 w7 A& 743U vead HES A

Ho g gEe /etc/opt/SUNWconn/vca/vcad confol A 74 HLd& R0 tHE
J}O]*Vcadﬂé“j’éo -f FHAE AR 5 AdFYTE -£f FHLE AHESHA 2ot 7]
= T4 9d s 3HA %]*% T oW vead HlE2 7] kS B ARE-So] Al #FakY
G o] 43 EF 07 290w 4w vl AR,

T4 e @ shpe] 4
A

Aok i, 2d=g

= ﬁ4—8°ﬂ/\1 74 A A
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T & wizl Hel s 8
. & &9, "Port" 1A 3}

A e A Y A2 A

ST ® 482 vead WH A A D= =

o, o 1S
)

XIAl0] Mo

DebugLevel o 24 T A 7AW T S 2 a2 AR 4 9L A
A a2 7HEESE Ao A Ao com oy, An 2 on
aPYh 7123 ¢ e Un

HostBind 2=E /IP veadZF HRRIG &L =41 B 7] 8 IPv4aL) IPve 4 BB S E0|
A Zeld thA} IP F42 A FUth o8 HostBind A A0S
A8 vead?Zt Bty o] o] FAol A A 7] 4 AU T
T4 3dol HostBind &&o] glo™ HE Qe o] oA A2
S FA g71FYTh -1 HE 8 EY 15 2 HostBind &5
FAgUT

KeyStoreDir HHEZ BRI} 7|2Eo] S AFE A I EE A8 5 A5
Utk veadE A3 AFEALE o] tEE o tia] ¢]7] 2 247
Agho] glojof FUTHAIE XL A A]0] %), 7| 2B T E o]
715 9] X]+= /etc/opt/SUNWeconn/veca/keydatad Yt}

LogFile #=Z 7Y 27 Yo RE 27 HolHE A V| EHow 27
dlo] 8 syslogell 2 Ut -F(E1eh=00A A 8) B
Z 15 AHESHE o] XAl S FAEHAL vead 27 Hlo|HE
ET QHF FAZ By
HoZ AFE = dolHo A 54 A7 S ol E vy 2
Ao 2 o] ZkS 4AMB(4194304 Hlo| Byt A
LS 273 veads FEo]AEo L FE Wk

MaxData 77/ oo
_]

Port ¥E T2l 7] REE AAFU veadZt 574 t7]EHE 71 X E=
68704 Y th #E A7} veadE BEHS Foj ke L E(HE 1024 1|
W) X E)o A F4] o7 st e st 3 fA A 7Fd AL
|AZ veadE A oF Futh Bt ¥ AL 825 0] %] 9]
"vecad & HOMS FZEAIA L.

Timeout & T A7 W dielel o] A MA| vlo] EE Wk o] Fo] 3 o]
B o] AIZF A gh-& 2 dF T o] Al A g o))t
AAF RS W 54 Fh=ol gk AA 27t 7= AS dolF Yt
o] AZF M-S veadZt DAY FEfo|NE Al WH S
S vl HEH A FFuch Belo] Az A ghell A o] EAS
tE Y74 o) A o] "AHE R0k AIZF A Sz, 7] B AI7E
A e 3003 (55E) QU k.

User AREX}o]F vcadE usernamel & A3 EE A AT} o] HlEE AA
ALEAL IDE AFEAF o] 53 #EE UIDE A4 sk 2§y
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vecad H| ¥ H ot
vcad HES TCP X Eo A =41 7|22 54 Bet A% ALeS mes)of gt}

vcadE AT u FH{FA @dto] gl AFEAID 5, utpo AR o] ofd ThE Al e
2 Ags)or gt U EY A A o] AL8AF Ao E 23 2 EA = < FYt o]
A AE7F FAY FoTt A AdEfodof shar 2191 A glojoF T o] Al o
3t /etc/shadow H Y9 & o = Np B+ *Lk*= 2HA] FHY )

7| EA 0% vead HES HE AFEA AR 0= Al akA Ut o] A7 o] v &k
ste o] Qe vead HlES SHEEA] A ZHE A RE Al 28 ofl = o] A7 o] EA ) oF
Utk & AHEA} o] F 2 E veadE A EST 5o R S HYE v WA=

Ao,

& AF8-2} o] F 2.2 vead HES A dst7] #gk 74

. /dev/vcactl®l] g &} 7] /327 AA) ~E DA P}

vead H&2 /dev/vecactl®t A5 FAlste] W& HolEl & HE3}til Sun Crypto
Accelerator 4000 3 ool A 7] ~E 1/0 HH S 7P 3 Uth A3 A FH-S vead
7} A3 = AFER AT /dev/veactlE 3L & < YA Ao gt} 7] 2
o2 AfAF 87| /2 7] Aol JlE "ER vpolyY =5 AR ES veactl RES
F7Fg YT o] AgS WA sk 7HE b e W2 rem_drv(lm) % add_drv(lm)E
AFE3L] veactl BES A &8s AYUH

rem_drvvcactl
add_drv-m ’* MODE USERGROUP’ vcactl

USER % GROUP AH&] A Al = 4] mho]] el gk Abga 3 OF AFdS
A AR U th MODEE FA] €] mho]H] o] ARG S 9t B ESQIUTE 0600
vecactl EE A% REAYh A S U €2 add_drv(lm) "7 g H oA & =3}
AL

. I 2B 0] & 9 7)/3x7) A 25 FAFY T}

vead HlEo] 7] 2E0] /O 4L Sqstel o] T4 A AHH 7| 250 U
Eejo] A2 5 lofoF Gt 712 Eof te e ] ¢)7]/27]/4% B vead
T A AL A ARE 3 S glojof Stk o] HYEee] /]2 Ro] shale
ARG Aol A 9471/247) Akt 5 gaof Tk,

. Ao] 9l TCP EE A vcad HIEE A3}

vecad H&ES FHFA dgto = HAd3R o
T YEUT dubd o & 1024 o] ACl X E = HTlo] AUt 3 g Al =Hof A
tcp_smallest_nonpriv_port "7 W<4=2] ko] 10247} o} -$- nddE A3l
o] & AAFYL 7| YO & vead HE-L 6870 LEE AFE-gHTH

Sl ZE BEg ug Y
E
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e/

A A 1: vead HlE-S A1 ZHE}aL 5525 EE A 41 ) 7] et}

# /opt/SUNWconn/cryptov2/sbin/vcad -p 5525

d A 2: F7F T8 7 AR} SH vead HES A ZFsEe] T e 7] ARE 3o YR
e},

# /opt/SUNWconn/cryptov2/sbin/vcad -Fdd

of W oz Al AEtH & AR} Al vkt 3

rlo

Zeo] AR YL,

vcad[1679/1]:
vcad[1679/1]:
vcad[1679/1]:
vcad[1679/1]:
vcad[1679/1]:

debug] got exclusive lock

info] Security daemon starting up
debug] Starting file handling thread
debug] Starting TCPserver

[
[
[ ]
[ ]
[debug] TCP socket bound on port 6870
[ ]

vcad[1679/1]: [debug] fd is 6
vecad HES T3 F 71X £ O E8 3 g A u Ao A2 o] F A A
U 55 o] & o4y FU}

oAl A 3: vead WS A28l A 4 3+ S AFE Y

# /opt/SUNWconn/cryptov2/sbin/vcad -f /etc/opt/SUNWconn/vca/alt-vcad.conf

vcadiag 18 2 E A&

vecadiag Y E = F3FA7F et Bel#} 1S5S A ¢Fa #e] 55 AT S5
S1E== Sun Crypto Accelerator 4000 E.=of tfgt =&Y Slg o] ~& AT h
H3 8 FAE veadiagZt T Y-S AATY L

vcadiag TR E A A AA 26t A HA A2 el vh5 oAl 9k Zo] Sun Crypto
Accelerator 4000 =7 Y9 Eg & %?Q‘/]‘:}.

S PATH=$PATH:/opt/SUNWconn/bin
S export PATH
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vcadiag % & T2 U= 25Uk
m vcadiag [-D] wvcaN

m vcadiag [-F] wvcaN

m vcadiag [-K] wvcaN

m vcadiag [-Q]

m vcadiag [-R] vcaN

m vcadiag [-Z] vcaN

&1 - [-DFRRZ] FHE AHET B veaNS HEC] X o] FolH, ¢7] A4 N Sun
Crypto Accelerator 4000 &=] Q1A~E1 2~ Mo s &g

¥ 49 & vcadiag FEE Hell A Q&= ALY

E49 vcadiag o4

=M ojo|
-D vcaN Sun Crypto Accelerator 4000 H.E=ol] 21 ¢h-& =3 1},
-F vcaN 2] AAE B5317] 938l Sun Crypto Accelerator 4000 H.E=7} A&
s BN 7] AES AR
-K vcaN HE NS 2353817] 99380 Sun Crypto Accelerator 4000 K= 7} A&
st 370 71 2 370 7] AEg BAIEYTL
-Q Sun Crypto Accelerator 4000 g% % AXESJo] 4 Q4o gt
ARE AFTIYL S AHE FEO0E FEI 55 oz
EEgE Y
° ;g—f(]
o U F 75
o J|~Eof o] &
e J|2nEo] dW T
o J|nEo] Fx 34
o] A& ALE-3L] A9 72BN 7He] AAE e 4 H YTt
-R vcaN REE QAT
-z vcaN =5 z7)skgy

[e)

2& p gAY dAIYTh

# wvcadiag -D vcal
Running vcal on-board diagnostics.
Diagnostics on vca0 PASSED.
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e F gael o AT

# vcadiag -F vcal
5f26-b516-83b4-d254-a75f-c704-0544-4de6

Y R P IIEI=

# vcadiag -K vcal

Device: vcal

Key Length: 1024 bits

Key Fingerprint: 5f26-b516-83b4-d254-a75f-c70d-0544-4de6

Modulus:
b7215a99 8bb0dfe9 389363a0 44dac2b0 7c¢884161
20ee8c8b d751437d 4e6abcdb 76fdcb2a ad353c0b
248edcld 3c¢c76591d dbcab997 f6ee8022 e8bb5abd
465a4f8c 601d46be 573e8681 506e5d8d f240a0db
11d5c095 2d237061 df27b2de ¢353900f £531092b
7d9a755b ¢5d79782 95al1180b e17303bb aca939ef
006c73£7 74469031

Public Exponent:
00010001

0o g g4l oAU

# vcadiag -Q

vcal:cb
vcal:cb:keystore-name:83097c2b3e35ef5b:1
vcal:ca
vcal:ca:keystore-name:83097c2b3e35ef5b:1
kcl2pseudo

vcal : om
vcal:om:keystore-name:83097c2b3e35ef5b:1
libkcl

e R §49 oAU

oo

# wvcadiag -R vcal

Resetting device vcal, this may take a minute.
Please be patient.

Device vca0 reset ok.
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# vcadiag -Z vcal

Zeroizing device vcal, this may take a few minutes.
Please be patient.

Device vcal zeroized.

86

pkllexport &2 E A&

pkllexport f®2|E]= 7] HoJEHo] o)A ]9} Q15A & S8l PKCS#1200 A
Bel & 59l g oz A o] SEalEd s A %%fz oS 79} Q1%
A& PKCSH12 sk ol] 474317 918 PKCS#11 1E # o] 27} F a3ttt 719} Q154
= 3ol & ARt 258 5 AFYTh

o] 2 El= &4 ﬂ‘rouﬂ_ 2] el sid I o] 27} 5o 9l 49 & PKCS#11
iiﬂ]—O]EﬂOﬂlﬂJ_ 2} ?}141“4— pkllexport TR EHE ths &7 Algo] 55+
73§~ PKCS#11 EEH} 192 23 712 WE YT

m PKCS#11 Q1E}¥| o] 2= Cc_wrapKey PKCS#11 7] 5& T-& 3l oF gt}

m PKCS#11 ?1E] ¥ 0] 2=3= CKM_DES3_CBC_PAD ¥ CKM_SHA_1 PKCS#11 WlAUFS
s oF o,

m YR 7)o CKA_EXTRACTABLE £4 H&Ho] 9lofof gt

pkllexport®] a8 FH& bl 2,

m /opt/SUNWconn/cryptov2/bin/pkllexport -V

m /opt/SUNWconn/cryptov2/bin/pkllexport -1 [-p pkesll- 2lo] H 2] 2]

m /opt/SUNWconn/cryptov2/bin/pkllexport [-n teﬁ 3 [-o #Y o/EF]
[-p pkesll-2fo]Hela]] EF o]F

¥ 4-10< pkllexport T EZE o] A== FHAL Y

E 410 pkllexport &4

=M oy

-1 a3 PKCS#11 2ol 2efe] 7} QIA 5= ALE 7he 3 e B 555
Ha gy

-n ¥¥ Hud 71/15A4 4& AP F¥e T4 gddn
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E 410 pkllexport 3 (4=)

=2 L

-0 FY oJF x| A3 A E PKCS#12 3L & # Y o/ F gt o 433},
=9 99 o]FS& X AQsA 2o PKCS#12 3 & pkesl2fileo] g}
= 34 olgo 2 dA fEEg e AFE Yt

-p pkesll-2}o] H 719 ISA & F5 3 PKCS#11 el B 2l & A4t o] s =

== pkesil-2fojHeja] Wigroll 5o 3l& 4 gtolu el WA H=2E

AHs| o gy} V| EH o7 pkllexport% Sun Crypto Accelerator

1000 PKCS#11 #}o] H.2] 2]

(/opt/SUNWconn/crypto/lib/libpkcsll.so)E AF&-3FA R,

ELE PKCS#11 gtol B el gl = o] FA ol A pkesll-2fe/H & 2] ‘ﬂ#i
2R e 4= 9 &t}

-V pkllexport® WA FHE F AL

o )
oA 1: PKCS#11 1+& ol A3t EE S Ao}

# pkllexport -1 -p /opt/SUNWconn/cryptov2/bin/libvpkcsll.so
0. SUNW acceleration only
1. arf

a4 2: PKCS#11 E& nobody@webservol A Server-Cert AEAE Y H
/tmp/webserv-export.pl2 Yo A&y}

example% pkllexport -o /tmp/webserv-export.pl2 nobody@webserv
Enter password for nobody@webserv:

Enter password for pkcsl2 file:

Re-enter password for pkcsl2 file:

/tmp/webserv-export.pl2 was created successfully
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iplsslcfg 2~ HE }%
iplsslcfg 2 HES 34 13 2+

5
Server®} Application Server 43 E 9] o]
Sun ONE Web Server 7] & PKCS#12 &2 & & W H UL 7} 5 E}.

v Sun ONE Web Server 4.19] iplsslcfg 2T HE
A 1A

o 108¥)2] %] 2] "Sun ONE Web Server 4.1 7A3"& F 234 A 2.

v Sun ONE Web Server 6.09] iplsslcfg 2~ HE
A 1A

@ 1189 °] %] 2] "Sun ONE Web Server 6.0 A" X314 A 2.

Vv iplsslcfg 23 HE 34 2 AFE
1. TS 483}y iplsslcfg 2IAHYEE AP},

# /opt/SUNWconn/cryptov2/bin/iplsslcfg

2. Sun ONE Application Server®] 7 25 {3t vlolve] L =i A2 & 43
e,

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format
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4. Import keys from PKCS#12 format for Sun ONE Web Server
Your selection (0 to quit): 2

You will now be prompted for four pieces of information:
1. The location of the Sun ONE Application Server binaries
2. The location where Sun ONE Server domains are stored
3. The Application Server domain (e.g. domainl)
4. The Application Server server name (e.g. serverl)

Full path to Application Server binaries: [/opt/SUNWappserver7]:
/Jopt/SUNWappserver7

Full path to Application Server domains: [/var/opt/SUNWappserver7]:
fvar/opt/SUNWappserver?7

Application Server domain: domainl

Application Server server name: serverl

This script will update your Sun ONE Application Server installation
in /opt/SUNWappserver7 to use the Sun Crypto Accelerator.

You will need to restart your admin server after this has completed.
Ok to proceed? [Y/N]: ¥y

Using database directory
/var/opt/SUNWappserver7/domains/domainl/serverl/config. ..

Module "Sun Crypto Accelerator 4000" added to database.
/opt/SUNWappserver7 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

3. 0% Agate] TR,

v iplsslcfg 23 HE 34 3 AFE

| ¥4 Sun ONE Web Server U] tl] o] €] #] o] 20 A SSL Q154 £} 7] & PKCS#12
P o2 YHE Yt 19 v Sun Crypto Accelerator 4000 X Ef’a thA] o] JISA =
7HA 2 4 dssU

1. && 4H3le iplsslcfg 2THYEE APy,

(]

# /opt/SUNWconn/cryptov2/bin/iplsslcfg
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2. Sun ONE Web Server 7] & PKCS#12 32} o 2 YR 24 32 93 t}S [Return] S
- =
Fyth

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 3

3. Sun ONE Server Y3 E2]9 A=z E ¢8I}
iplsslcfg FEHEE 715 WY = A& 54 /7] dlolgdo|2E BF A%

.

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /ust/iplanet/servers

4 BAR BEA o] 5 Aeste] g uivh

The following certificate databases were found:
https-machine.domain.com-webservl-
https-machine.domain.com-webserv2-

Which certificate database do you wish to export from?
https-machine.domain.com-webservl-

5 yxnd AW gl
o] o]F& 7]¥&H

FA G g EAE 4 Fud.

O % Server-Cert$Yyt}.

Please provide the name for the certificate you wish to export.
If you wish to export from a hardware device, you will need to
provide the token name followed by a ":" and the certificate name.
Not all external tokens will allow keys to be exported.
Certificate Name [Server-Cert]: Server-Cert
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6. PKCS#12 319 9] 7 29} 54 o] F& A A Y.

Please specify the path where the PKCS#12 file will be stored:

[tmp/export.p12
7. 45 E 483U
Q1%o0] 4§40 95 PKCSH2 541 9] G458 WA shebis vlA 47k EAH e
o E sk PKCSHI2 92 6t 7ol A A e gl ubed o] F o2 2 g}

Enter Password or Pin for "NSS Certificate DB":
Enter password for PKCS12 file:

Re-enter password:

pkl2util: PKCS12 EXPORT SUCCESSFUL
Successfully created the PKCS#12 file.

<Press ENTER to continue>

5. 0% e stel 2RI,

Vv iplsslcfg 23 HE A 4 AFE
o] &AL PKCS#12 Ao 7 7|9t o= e ne7 7148yt
1. & 9H3sly iplsslcfg 2THYEES APy,

# /opt/SUNWconn/cryptov2/bin/iplsslcfg
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2. Sun ONE Web Server2] PKCS#12 324 7] & 714 ¢.2)H 48 48T o}
[Return]& FE4 ).

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 4

3. Sun ONE Server Y3 E2]¢ A=2E ¢8I}

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /ust/iplanet/servers

4. 714 & PKCS#12 5}¥ 9] A2 & 4H3y).

Enter the path to the PKCS#12 file: /tmp/export.pl2

5. b A& yesZ H3Fch

Will you be importing to a hardware device? [Y/N]: ¥

6. 27|13} Al FAE RET AL I 2K o] 55 (Y.

Enter the token name: vcal

7. AFEA} o] F: g E EADE §H3t AFE MHUY m51S FEIAA L.

Enter Password or Pin for "vcaO":
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8. PKCS#12 3}¥-& B 53}7] §l&l A48 43 & 4y

Enter password for PKCS12 file:
Import successful.

<Press ENTER to continue>

apsslcfg 23 HE ALE

apsslcfg 2 HE ¥4 12 SSL-E Apache Web Serverg 7/ Ut &4 2%
Apache Web Server®| 715 74 34 th.

&3 - apsslcfg 22 HE Apache Web Server 1.3.265+ A 3 T},

apsslcfg 23HE 34 1A

170%1] ©] 2] 2] "Apache Web Server 1.3x 74" FZ 344 L.

apsslcfg 23 HE 34 2 AFE
A 200 oh& Al 7HA eke] Aol sy T

1. Apache& 7] & A 9 AE5A &F

2. Apache(PEM S 21519 % X.509) 7] 2 PKCS#12 F 4 2.2 B 7]
3. PKCS#12 & 2o A Apache(PEM 2.2 159 H X.509)2 7] & 714 2.7

4% Sun Crypto Accelerator 4000 £ = 22|
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V¥ Apache® 7] & 44 2 AFAH &7
o] 542 RSA 7] 9 Q15 71H(CA) A& AFA 84S Ad U
1 1& 4335t $4-& A9
2. vlo]j2) 9} Apache 289 A2 L 74 s}d] A2& 4Y P

Please enter the directory where the Apache
binaries and libraries exist [/usr/apachel: /ust/apache

Please enter the directory where the Apache
configuration files exist [/etc/apachel: /etc/apache

3. 719 A2 & ¥t

Where would you like the keys stored? [/etc/apache/keys]: /Jetc/apache/keys

4. 71 9 A4 23 3L 78 o] 55 Y

o] o] & Y ol F 1ﬁﬁﬂﬁwﬂ-ﬂ§ 59|, certl1 s AEstd 7] 3 o] 52
certl-key.pem, A 83 9 o] 52 certl- certreq. pemO] =Y}

Please choose a base name for the key and request file: certl

5. 44¥ RSA 71¢) 2718 493t
W] 217)2 HElshw RSA 7]7F A4 e,

What size would you like the RSA key to be [1024]2 1024

& AT ALS T ofu A GuS

i
I9
o

Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

7. AFA 2R Y3 AZFA o] &L ¢dH P}
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AFA 23 9% 71 TCAY 1 Fele] gy,

You are about to be asked to enter information that will be
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter ’'.’, the field will be left blank.

Country Name (2 letter code) [US]: US

State or Province Name (full name) [Some-Statel]: California

Locality Name (eg, city) [1: San Diego

Organization Name (eg, company) []: IR}
Organizational Unit Name (eg, section) []: i

SSL Server Name (eg, www.company.com) []:www.company.com
Email Address []: admin@domain.com

The keyfile is stored in /etc/apache/keys/certl-key.pem.
The certificate request is in /etc/apache/keys/certl-certreq.pem.

<Press ENTER to continue>

¥ Apache(PEM .= ¢15t] ¥ X.509) 7] 2 PKCS#12 F 4] o =2
U B} 7]

o] {4 & AHE-31H Apache Web Server 7] 9} Q1541 & PKCS#12 T ol A3t 4= Q)5

Enter the path to the key file:
Enter the path to the certificate file:

4% Sun Crypto Accelerator 4000 £ = 2| 95




3. PKCS#12 29 5149 A2 & 4493}

Please specify the path where the PKCS#12
file will be stored:

e DR LG

Please provide a friendly name for the PKCS#12 being
built. This friendly name is necessary when

importing your PKCS#12 file for use by other web servers.
Friendly Name [Server-Cert]:

5. PCKS#12 9}Q el AAE 7| & 3T ¢35 & 48T

1

Enter pass phrase for /etc/apache/keys/apl-key.pem:

6. PKCS#12 391 ¢] 7] dlo]HE e ¥ 4¢3 & 4H3¢Y .
PKCS#12 312 9ol A %] 3t s} of 24

Enter Export Password:

Verifying - Enter Export Password:

Your PKCS#12 file has been created successfully and is in
/tmp/exp.pl2

<Press ENTER to continue>

V¥ PKCS#12 32| A] Apache(PEM 2.2 Q15 ¥ X.509)% 7]
744 271

H PKCS#12 3 el A 7] ¢F Q154 & 53] Apache Web Server?]|

1. 32 el gL A3},
2. PKCS#12 5218 A =9} 519 o] 8- P ch

Enter the path to the PKCS#12 file:
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L FER 719 AFA 9 BEE HFHI}UG.

Enter the directory where keys and certificates
will be stored:

719} A5A 3149 34 o] F& 4P
doshe 7)ok ATAM = BT FAI Fdol AFEU

Please choose a name for the key and
Certificate file. This file will contain
both the encrypted key and the certificate:

. PKCS#12 9} ¥ -& R 53}7] 93] A48 ¢35 & ¢85

Enter Import Password:
MAC verified OK

. Apachedll Al & & A& FH o2 33D 7] LS R3T A 43 E 49
719} QIZA dHiolH = 4T A A A4 g st el 2Hd gy

o

Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

The keys have been successfully extracted to the file
/etc/apache/key?2/yvakstuff.pem.

<Press ENTER to continue>
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2o o AxH o] Ho thE
MAC 5 }\tﬂtl

A &) olg] BEo] & MAC 42 gddats e F 7]-%]7]— &Yl 3 WA
HE G AA ol A, T+ A= OpenBoot PROM(OBP) ol A =38 '5h4 =

o gt

v ErYd Fo A T E MAC F4& &9
1. o HE< 493U

# eeprom ”local-mac-address?”=true

&1 - local-mac- address? W HET) trueE AAE A9 RE HES UES
A AHH o]~ X F3) Al AFEo] EdE 24 MAC F4E5 AHE-Fyt

2. A 28E& A"

¥ OpenBoot PROM =04 tH& MAC 4 &%
1. OpenBoot PROM ok ZEZE A th& H3 & 48}
ok setenv local-mac-address? true

&1 — local-mac-address? W7/ W7t true® AAEA A ZEHEY YES
A QIH o] 2 FA = &3} A AlF & 22 MAC T4 & AU

2. =9 AAE FL3Y
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Sun ONE A1 A X E 9o} A x| 9 LA

o] el A= Sun ONE X ¥ ¢} &7 AF-8-317] 918+ Sun Crypto Accelerator 4000 X.= 9]
T4 RS AYPEUT o] AL vhe dEow A E dsU T
m 999 0] A ¢] "Sun ONE Web ServerZ ¢ 3+ B ol #a]"
m 1047 ©] ] 2] "Sun ONE Web Server 13"
m 1063 0] A ] "AFE A] F<l A ZFE &= Sun ONE Web Server 74"
m 107%°] %] 2] "Sun ONE Web Server 4.1 A4 %] 2 54"
m 1179 2] %] 9] "Sun ONE Web Server 6.0 22X & F-A"
m 1279 0] %] 2] "Sun ONE Application Server 7 A %] 2 A"
m 1407 ©] %] ] "Sun ONE Directory Server 5.2 A %] 2 /4"
m 1525 ©] 2] 2] "Sun ONE Messaging Server 5.2 A %] 9 54"
m 1637 0] ¢] "Sun ONE Portal Server 6.2 A x| & F4"

&3 - 2 Aol A A8k Sun ONE AW 9] o] & o] &2 iPlanet™ A ¥ Sl Ut}

Sun ONE Web Server= ¢ o+ H.9F -]

o] &0 A= Sun ONE Web Server = ¥#2] 3 79 Sun Crypto Accelerator 4000 K.=
] l"%_o} 715l ek JH e E AT g

#1 - 71 2Eol & #E)steld s A"l te dejxt Aghe] e deEa AR S
7FA1 L QlofoF gt

99



100

A 2 8ol

Sun ONE Web Server$} 72 PKCS#11 1 E] 7| ©] 2~ & &3l Sun Crypto Accelerator 4000
BEot $AlShE &8 RO AR 7| A E ook ALRAE A/ S oF FU T

&30 — Apache Web Server(674)= o] Foll A st 7] ~Eo] T AMEAL Al 7%
= AH&HA FE YT

Sun Crypto Accelerator 4000 .= AEX~E oA &= 53t 7] A 8408 AHEAL
A&y} 7 7] = 3 1o }\]__Q_X}-U]— 283 42 9 OU:]/ 2 Ao A= T4 7)1 E A S

@ T Qqq A}-&-A}= production 7] ﬂ- development 7] 7]'01 AH&A71 2 sk
A

& 7)ol wheh A = vhE Ao ARR S o7 Ao 718 27T dFU T

0 - g AfEL A G olgk s folE veaadmol A A E Sun Crypto
Accelerator 4000 AH-8-2H5 T3, 4 HP’“ Q1 UNIX AF&-2F A& «] n|stA] gHH T
UNIX AF8-#} ©] &2} Sun Crypto Accelerator 4000 A}-&-#} o] & A& o] gl

\]

Aol 7] g 8.2 o EAE R Y e 7] kol wQk el R 4§ A}
Aslo] gLt 712 EolE 2R el E AT Bl oplel ALga Aol 7] A
£ 27T 5 Sl $Ue ASTYD 7| A0 E ol 45 £HAR AT B
28 T2l A A £2 4 Ae T 7 AEojol Al bR 74 227} g e

m 7] A - Sun ONE Web Server®} 22 S8 g2 733 98] A &5 A7] 7]
n ARSI AA - §& TR O] B 7] E QS AN e T Al
n B3 A AA - vecaadmS F3) 7] ] 7] 5ol M 2= T A

J

OHQ

&1 - 3 Sun Crypto Accelerator 4000 H. == HFEA] suo] 7| ~E o] & 7FA] AL 3lo]
ofF gttt 71 5 el 3-8 7' #13l 9 2] Sun Crypto Accelerator 4000 EE
P22 2R E A RS AT 5 dsH T

AubAQl X A= Al B AMEAE 717 @ 72BN E X35eta UL A&
501, o] ¢} 22 FA oA = sca4000 ks-10]2h= @ 7| ~Eoj7F 3k = 9l om o]
7] 2~ E o] of| = webserv, dirserv 2 mailservet= Al W] AFEA7F 5o S = AdH5UT
o] = EaA] o] A o A}ﬁx}‘* o] 7| ~Eo] o 1 A5 A 7]e digh A~
Ao} P& et AlolE = A HUTh 289 512 IHbA ] A X9 8 E UERY
2=

Sun Crypto Accelerator 4000 2= ™M 1.1 A% 2! A2 A « 2004 1€



P asswords used
with PKCS#11:

|
PKCS#11 application :
|
: webserv:abcl23
|
|
|

dirserv:def456
mailserv:ghi789

Y

PKCS#11 token: PKCS#11 token:
sca4000-ks-1 SUNW acceleration only

A \

Y

PKCS#11 layer

A
Firmware \

Y

Keystore name: sca4000-ks-1

user 1: webserv
password: abc123

user 2: dirserv
password: def456

user 3: mailserv
password: ghi789

a5 7]2Eo] 2 ALEAF e

] =% vecaadm Sun Crypto Accelerator 4000 7] 2~E 0] 9} AF-8-A-5 2] 3}7]
8l AFER YT 67810141 9 "veaadms &7 72RO HE"E FAsA A Q.
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EZH EE 9Y

Sun ONE Web Serverol| A &= 7/~ E0/7} 2720 2 YEPH YT EZ 314U -2 Sun Crypto
Accelerator 4000 #2|x}7}F W $& T2 g EX EZS HElH o7 AT 5

A shE e,

o A
T Al 7 o] 7] 2~ K0 engineering, finance 2 legal-s AY/d 31 Sun ONE Web Server©l
=72 He® v o] Al Je] EZE Al syt

m engineering
m finance

m legal

EZ 9d

712 9E golzd B2 gelo] Qojof gtk AN S4 Zr YL o) B2 g
AGT 5 AUtk B2 e 2 IR st o e ES o85S XD UaE
kel vt

1 - EZ o]FF 7| =E] o] 5 ZHU

Sun ONE Web Servert= B 3o Y ® ES7 AT AUt EE U5 A AQs)+=
U2 33 25 YA U RE).

1. 87 WM< SUNW_PKCS11_TOKEN_FILES] W™ ¥ 1<
&

2709 AxEgolo A $7 Wt A4 Aguinh, oleld 45
2188 5 QU

2. $HOME/ .SUNWconn_cryptov2/tokens 3

o] 34 -& Sun ONE Web Server & 4 3 5} UNIX AF-&-#9] & tjalE g ¢ Ok
Ut & oI E 7 §lE UNIX AFEAFE Sun ONE Web Server 7} 4 533 = A%
o = o] u}m o Alg8k 2= gl

3. /etc/opt/SUNWconn/cryptov2/tokens 3

o,
)
I,
% K

EZ 9 o] t d T Sun Crypto Accelerator 4000 42>~ E 9| ] = Sun ONE Web
Servero] .= S Az,
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0o BEF 9o dA gy

# This is an example token file
engineering # Comments are acceptable on the same line

legal

# Because the finance keystore is not listed, the Sun Crypto
# Accelerator will not present it to the Sun ONE Web Server.

BT - 742 k@) EAZ ALH 0 P 5P ok

919] spelo] gli= S0l = 1027 0] ] " W B 5] A 7|8 g o] ALE
o}

N ot &3t = v & st
SunONE 23 E 9o 9] o] 9453} 715 & 7125 o 2 v 84 sts)e] glgruich. o83
39l g bl sl A7) 8l o) 71%e BB S Ay

Sun Crypto Accelerator 4000 .= 4] Sun ONE A A& E 9|07} & k5 s} 7] 5
S AR = A== 3l Jetc/opt/SUNWeconn/cryptov2/ A ED Y sslreg

ojgh ol F ol Wl wd& AT F AW KL E S AA

# touch /etc/opt/SUNWconn/cryptov2/sslreg

0% 455} 75 S v B85 W ssireg U S AT F A AZE ] A
Al zkalof 3

# rm /etc/opt/SUNWconn/cryptov2/sslreg
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Sun ONE Web Server T4
o) BEol A& ThE-2 AR I

n 1045 0] A 2] "5
m 1045 0] #] 2] "7]&501 uj) x|
m 1063 °] A 2] "Sun ONE Web Server &4 3} 7] 8"

4

Sun ONE Web Server
o} % 5-100] ZF k5o
g},

£
(RO
it
o,
o,
AW
to
¥,
of
e

5-1  Sun ONE Web Serverol] € 2.3} ¢} 5

H

s /8 oY

Sun ONE Web Server  Sun ONE Web Server &2] A H & A 25} o] 2 Q3 t} o] 5=

e A Sun ONE Web ServerE 474 3}= 34 oAl St}

Web Server EZ]~E  HOI R E Oﬂ/ﬂ AP A UF- G353t RES A4Sk d 22y

gl o] E] H| o] 2~ t}. o] ¢}3+= Sun ONE Web Server &2 A S & ‘H EY2E Ho]
£ H) ]*E xm s “H gL o] e I ASHE A5t
o] & W if‘ﬁr ol AXE Al eu-u”%q.

Bt #e] 7} vcaadm 3ol 9l A4 3 Al o

AFER} o] F: & HoF R oA A8 E 49 Sun Crypto Accelerator 4000 B-5-& A 2

sht B BT o B Ea AFAE KA e ol Ul o
3} RE X E Aol oy D}(keysi.‘ore name). &=
vecaadmel| A B4 € 7] 2o /\F@“XW] APGA] o FR e E R T
Ut} 7| ~Eo] Ap&3) o) F3} 95 ZE()oE TR

ESCRE

Sun ONE Web Server®} $H7] AL8-317] 913l RE=E &4 3lsl7] doll WA HEF 27]
spstal B o] F|AEolo Aol 3 g o] AR AME M A s oF Yt =2 7] 2 E o
= z718t 44 F AP U 7] 7| 2EolE AHE-SFE S Sun Crypto Accelerator
4000 B =5 %7818 52 9l FU T 64701 4] 9] "veaadmE FI B 27|EE
S A 2
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— Sun Crypto Accelerator 4000 2= & 3v}o] 7| ~Eovk A8 4= glom B
OPUr«] 712 EolE Al oF STt T7]' 33 el “'54%% 918l 2] Sun Crypto
Accelerator 4000 H=7F 22 7|2 B0l & AMR S TS o AU T

v 7| 2Eo] HlX

1. o5 ¢l 2} Zo] Sun Crypto Accelerator 4000 =7 N E] & A A = Ul Y54y}
(BA] 4 3%

S PATH=$PATH:/opt/SUNWconn/bin
S export PATH

2. vcaadm B8 & A8-319 veaadm F2E ] FAHASAY vecaadm -h TALE o/ F
€ 433 vecaadnd 94 T2E Q= Red AA3 ).

553 0] A 9] "vcaadm &8 T E] AFR"S A ZFAA Q.

$ vcaadm -h 5 2E o]F

3. BE 7] 2E0)e] 44718 WA Fch

o] AF-8-A} ©] 5+ Sun Crypto Accelerator 4000 2. =2 S| Ql Ujol| A 1k Q1A = <)
Mu] TS A2 AP UNIX A2 o] 53 25 Z o= flFyth ARS-
AAdet7) ol WEA] veaadm HQF I AR Z 118 of T

4. create user Y#H o7 AL2E AA YT}

vcaadm{vcaNe &*E o]F HoF #2Z/3}> create user ALERL O]E
Initial password:

Confirm password:

User username created successfully.

047]/\1 Aﬁ/ﬂ& /(}ﬁz} o/ J—r,} o}z‘— zsl—oﬁxq/\ﬂ A}JOQ-/?} o/g_- ,0:}§7} %Hq(ﬁ 5-1 5&-}_)
ALGAE AW A A 1F@ 1 o] GEE AL OF Btk o] dEE WA AbE

#pe] 7] ko] iy

T~ A8 $o) o] 48 o/ YT Ao} itk o) Y3 gl
A 1ol A= 4 Gt 2L FBE 8 S ol BHS
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5. vcaadme 53}

vcaadm{vcaNe &AE o/F HOFFI/X} 1> exit

Sun ONE Web Server &4 3} 7] &

Sun ONE Web ServerE €74 3}st e th & A5 ¢hmafof gyt o]l gk zpAl g
&2 o oA Ao

1. Sun ONE Web Server 4 ]

2. EZ2E flo]gHo] 2 XA
3. 454 8%

4.
5

. Sun ONE Web Server 7-%3

é 70| - 919 WAt WA 2AUE FAsok Fuith 134 o T 274
PN
X

Sun ONE Web Server 4.1 2 Al-83}= 749 1073 2] X 2] "Sun ONE Web Server 4.1

B2 % TG FEFAA L.

Sun ONE Web Server 6.0 AF-&3t= 79 1173 ] #] 2] "Sun ONE Web Server 6.0

ERE R O ECRRES

106

AF-E Al F21 A 25 === Sun ONE Web
Server -3

95518 712 A1454] Sun ONE Web Server’h 4158 2 v A1-82-] 719 glol 2
o AAEES T = dgLh

Vv A5-E A] Sun ONE Web Server®] 25 Al 2tS 913 ot 5 3}
7] 7873

1. Sun ONE Web Server Q1 281 29| config 3}4] & 2 o] T3}

(od: /usr/iplanet/servers/https-webserver O/ EH 2 o] F/config).

Sun Crypto Accelerator 4000 2= B{& 1.1 AdX| & AL MYEA « 2004 12



2. o2 p9kE £33 password.cont HL-S AAJYHLE A= m51 FHX).

internal: E&/AE fjo]Elnjo]~ ¢S
S AE0] o LG o) 9

3. 3 999 Y 243 At £438lE UNIX AHeA IDE AR5t 2 5t 287
o] g5 - AEF TS AA P

# chown web server UNIX A}-§-%FID password.conf
# chmod 400 password.conf

Sun ONE Web Server 4.1 A X] 2 A

o] &) A= Sun ONE Web Server 4.10] BEE AIL3IE = 317] Yol AZEY =S
A=) g FAsHE W dis)] Ay 4 X}t HEE Al AR G2 8) oF T,
Sun ONE Web Server A %] 3 /‘}9“ o] o3k 2FA 8 8- Sun ONE Web Server
AP E FZ3AA L. o] e v A& A3y

1079 2] A 2] "Sun ONE Web Server 4.1 A ]"

108¥] ©] A ¢] "Sun ONE Web Server 4.1 7-4"

1087 0] A 2] "E ] A E do]E{Ho] 2~ A"

1109 2] X 9] "Web Serverel] H = ="

1113 o] 2] o] "M AFZA A"

1145 o] A o] "MW 1A AA]"

1155 o] x| 9] "SSL& 913t ¢ A &3

v Sun ONE Web Server 4.1 A2 %]

1. Sun ONE Web Server 4.1 &2ZEf|o] & th32 =3 o}
A AW AZE o= U URLAIA thw-S &= U th

http://www.sun.com/

2. A A g2 WAs ) A 2=2EHE FE3U.
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3. WYl setup 2FTHEE AHE3 ) A& AR}
o] Aule 7B AR o]5L /usr/netscape/serverd YT .

o) oI N o] 1B AR AT 9§ A1 2TE]E T o] A sel
A A E 158 T o] FHveh

# ./setup

o
o
2
il
=2
©,
L
(]
o
z
i)
L
c 4
£

c. Sun ONE Web Server 4.1 &) A8 ¢35 5+ J583gc}.
F=ZE7} Yeld [Return]s FHY o

&
h=l

Sun ONE Web Server 4.1 74
2o 41 AN AzE o g

E &
SEah A AEAE A4 2 A

Ay}
Sun ONE Web Server #2] A= 74 T2 A2 Fof WE=A] A& Foloof Ty},

E fglo|g o]~ AAstT 9 AW 2 REES
ooty g}, SSLE flal 1 A E FA e dA)

=
A&

v EHAE folEHo]l s A

1. Sun ONE Web Server 4.1 &2 A& A 23},

setup 849 W} startconsoles A3Y3A| Tl S WS AL-E3}9] Sun ONE
Web Server 4.1 2] v S A 2Fgh )

# /usr/netscape/server4/https-admserv/start
SunONE-WebServer-Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

Aeo] d43817] $1% URLY] SHOE A

OH

Y.
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2. Y BE$AE 93 55 949319 He] GUI(Graphical User Interface) S A2+

Y},

http:// EA2E o/F. =r9]. #2] ¥ E

— Sun ONE Web Server A %] A] 7|1 A S- A}-8-3F
ONE Web Server 4.1 &2 A Al-&A} o] &9 adminS ¢

. [OK&2)E A9y,
Sun ONE Web Server 4.1 32] A1 o] YE G )

. P AW QA28 26 O3 EB 2 E do]EH]o] A& A F T},
a. Sun ONE Web Server 4.1 #&] A8 & A [Servers(AH)] B St}
b. AW & A9 o} [Manage(@2])] F5+& F54Y}

c. #o]x] 9 At B 9= [Security(R2.¢H] ¥& F 231 [Create Database(H] ©] €] Hi]
o]z A FaE A9

d. ¥ 78] o3} FAel] GE () AW ES2E HolHH|o] X, w51 FX)E YY 3
[OKEDIE A9 3.

87N ©]’d<] "fXPi H 3= Ayt Sun ONE Web ServerE He RE=2 213
g 7§ o] 43 E AFESe] Ul 45 s REE AT

St} o]/ e] ) A Q' 2o gis)] Beks B35S = F U o] A=
7k 9 OV\FA""ﬂ 8] 194 ~ 48 A & vEE3 o

— Sun ONE Web Server 4.1 2] A o] X SSL(Secure Socket Layer)< 4 8 5=
Aol Eel~E dolguo]2e] A AxkE A Lh AT Ul g
http://docs.sun.com®l X iPlanet Web Server, Enterprise Edition Administrator’s
GuideZ ZZ3 1 L.
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V¥ Web Serverol] H &= 5=
1. & 23 EE AsP3le] Web Serverdl] BEE SZ3 ).

# /opt/SUNWconn/bin/iplsslcfg

o] 2AHEE §§ AW E 93l A8 g Sun ONE A/ HE 9]¢ Sun Crypto
Accelerator 4000 ¢33} R ES A X &egtE= AR E TA UL 28 e ~a3HE
= T7A HYS AU olEsle BB A5 YL

2. Sun ONE Web Server7} SSL& A48 4= 9 £ 2 FA 2] d 1S 433 o} [Return]
< F54ydh

This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 1

iH
IM

=7} b 9 A $E tREee 428 99 o [Retum] & FEY o

Please enter the full path of the web server
root directory [/usr/netscape/serverd]: /fust/netscape/serverd
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ol

lH

E=zE7 Yyehdd vE 9493 o [Return]S FFYth

This script will update your Sun ONE Web Server installation
in /usr/netscape/serverd to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: ¥y

Using database directory /usr/netscape/serverd/alias...
Module "Sun Crypto Accelerator 4000" added to database.
/usr/netscape/serverd has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

. 0% gkl TR

A 1A A
. o 93-S 3133l Sun ONE Web Server 4.1 #2] ¥ & t}A] A2t}

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start

Aol AA3st7] 913 URLe|] $Ho
. BeEeAE Ay oSS YY)

o
http:// EAE o/F. =r9]. #2] ¥ E

< 3} dAtel

A setup
Z} Olﬁﬂr I E JHh

2
o
of
rx
2
o
92
c
=]
o
Z
i
:
W
o
=
<
o
=
o~
—_
)
iC
X
=
A9
>~
2
o

— Sun ONE Web Server A %] & 7] A4S AL&3 7
=
=

- A2} ID =+ Sun
ONE Web Server 4.1 &2 A8 Al&2} o] &9 admins YH T

aR)=l

. [OK&)E A9y,
Sun ONE Web Server 4.1 32] A8 o] YE G T}
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4, AY QAAZAE 833}2H Sun ONE Web Server 4.1 T+2] Au 3 Ache] 9l =
[Security(2.2H] & AAF}(2% 5-2).

[Create Trust Database(E 2] 2~ E d|o| g Ho] 2~ AA])] = o] A 7} Al F YT},

5. 9% 7)d 9| 4] [Request a Certificate(1 54 £3)] 3 E AAFh(214 52).

4| MNetscape: Web Server, Enterprise Edition

[BE

File Edit Wiew Go Communicator

Help

- W a &4 a2 | =3 & @

Back Forward  Reload Home Search Metscape Print  Security Stop

j ¢ sookmarks # coTe:;y

Wb Sorver 41 integrale 7 Server Manager

/Preferences . /Programs | [ Serviets | JETPNNT /Status /Styles| | ContentMamt /Web Publishing / Search

LCreate Datshase
Fecuest a Certificate Request a Server Certificate

Install Certificate (@ New certificate

Change Password . Certificate renewal

Ianage Certificates You can also see a list of available certificate anthorities.

Micrate Certificate

Submit to Certificate Authority via:
(@ cA Email Address: |I

. CAURL :|:

Select the module to use with this certificate.

Cryptographic Module: kepstore_name i

Key Pair File Password: |

; Before requesting a certificate, you should read the pverview of the certificate process, and then go through the detailed steps
ion creating a correct distinguished name which you should enter below. You will also generate the proper authorization letter
H that you will use to obtain your certificate from a certification authority.

Requestor name: ‘

Telephone number: ‘:

Common name: ‘

Email address: ‘

=

1= [ | Ha woa 2|

a2 52  Sun ONE Web Server 4.1 ¥2] AH 2] AH Q154 23 3} A=}

6. T ARE 7|5l AdF5A 238 FAFEY .
a. [New Certificate(M 21Z4])]E A3}

Sun Crypto Accelerator 4000 2= ™ 1.1 A x| 2! A2 A A « 2004 12

=] O [e)
e Y 0 5 A B

=2 13
[CA Email Address(CA
FaE g,




b. AH4-& [Cryptographic Module(¥ 3} 2 8)]= A9}
EhE wlgrol = ZF 7|20 9] A o] JlFY T SukE 7| 2Eo 7 A H
=4 21 F U th [SUNW acceleration only(SUNW 7}4: 8} 5H) = A €1 312] wh4] Al Q..
c. [Key Pair File Password(7] % 34 ¢3)] W3} Aol A 7)1 & &78 28219 ¢
€ 493y

o] o FH 2 AFSA ofF e AT 5-1).

d. £529 83 AR Do) AT ARE JFFYh

E52 AR AR e

ze oYy

Requestor Name QA A An

(R ] B):

Telephone Numbe QA Ak AR

(Al A3

Common Name Wt veke Ao R 9] Abo]E o9l
(&8 °ol%):

Email Address QA Ak AR

(A7 53 F2):

Organization 3| A} o] &
(&% 713

Organizational Unit (X €A} 33 A} -4
(&5 713 &9l
Locality(#] 9): A A/ /< /= 7}
State(5°): 2

Country (= 7H): T

N

el @Az o] #1180 =7k ALE(l: 7] =2] 7-§- US)

e. [OKEMIE =3 T ARE AFF0U.

- AT 71 o] S8t TAE AT

m A 84& CAURLY B s AEg 44 9154 873 °] CAURLS A5 o=
AEgudt

[CA Email Address(CA A=} 9-H F4)]15 A3k 45 v} 3/ A $-Ho=
e RSA 248 FAse] A5 7]l d :

L A7 AR AT e 3 2P RE BA .

.
01-)'
it
v 8
_ﬂ

BT - Q5AE %A auE ther Qe o BaE gaow A3 HU
ohg A ate] 57 919 o] BlolE & FYr o] Beg v
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v A JAFA A

1. Sun ONE Web Server 4.1 &&] AW 7 2 Z-9] [Install Certificate( A A=) DI E
A,

N5 73] 5R1& WAL QIS4 7F 2 5] Sun ONE Web Serverell ?15-4 & A %] 3]
ofF gt}

[Security(2.2D] & FF4U}

3. 9% 3\ o) A] [Install Certificate(1F A A x])] L2 E A3},

N

= Netscape: wWeb Server, Enterprise Edition B

File Edit Wiew GCo Communicator Help

- w0 a 4 2 i} & & E

B Back Forward Reload Home Search MNetscape Print  Security Stop
j # Bookmarks &  GoTo: /|

iPlanet
Wreb Server 41

references | Programs 5 s t /WebPublishing | Search

=

Creats Database:
Beauest a Certificate Install a Server Certificate

Install Certificate
Certificate For:
Charige Password (® This Server
Maraige Certificates < Server Certificate Chain

. Trusted Certificate Authority (CA)

Miarate Certificate

Select the module to use with this certificate.

Cryptographic Module: kepstore_name i

Key Pair File Password: ‘

Enter Certificate Name ONLY if certificate is not for "This Server’.

Certificate Name: |:

(@ Message is in this file:

.. Message text (with headers):

% o aP @ 2

| G0 | :

53  Sun ONE Web Server 4.1 #2] A e] A A5 x| tfs} =}

M
L]
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5. FHE ATl AZAE AT

FH

3 Q1%A MAo] Wad A=

ze a9

[Certificate For s A

(o EH)\]—)]

[Cryptographic Z0 ¢ vFolE ZF 7| 2E0] 9 1§ 3Eo] Q&) W= ] 4 Est

Module($}% 3} 7|2E0] o] F& AdEeof Ut HES AFSstE W 7| 2R Oﬂ &

5] olFa 22 o5& 7 Bas AdEe o dth

[Key Pair File o] ko] WA 4187 o] 5 ok AU THGE 5-1).

Password(7] % 3}

&2

[Certificate Name o Ao Fwmo i Ut} ol & xﬂ%’fg AL SSL X YPoz A

(3154 o] )] B A3 A AV 248} 10 A5 o) AL She o B8 WA
). o] TIEJEQ] 7]5’—4}‘_ Server-Cert 44t

. 15 7] el A 3_;1_,\]_3-} Q154 (1113 0] X] 8] "AH] Q1FA AAA2] 8HA)E [Message
box(W A1 2] AApIe] Bl 5U
Aol tigh I 7] Fr7t FAFH U

. [OK&E)IE F5 Y

L e LU

T g2ul=A 4= =4 8938 o} [Add Server Certificate(A ¥ AFA F7})]
FE A9
st o] AW E thA] Al ZFsletE WA A 7 A E U ] A QJIAE A= A7 18
= 58 AlE FEE AAT] "ol o] WA W}EX] olx= FHur)

Eg

9 A P17k SSLE ALg el ) AW & A of ghekis WA A7k A U e
e 48 nerstel 9 AME T T

D - g 2ES 93 Q54 2A7F AW W ol o $ U] -8 mod_SSL ¥ OpenSSL 13

A A B A A5 X 7F FR s SSLE fla ) A E Al of T

SSLE 98 1 A &3}

. Sun ONE Web Server 4.1 &) A8 7] & s|o]x] oA 2¢]e 4] A 26~
g ¥ [Manage(@&])]1E A9 ).

. #lo]z] A +e] [Preferences(Z7 A A)] o] A& o] 9lz] ¢F-& 79 [Preferences
&3 A4 HE F5Uh

i
(2
)

3. #lo]x] Y Z:e)| Q)+ [Encryption On/Off(¢ % AA/BIA)] I E A3}
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4. t3 318 [OnAA) o2 4A Fh .
s} }«] [Port(_J_ ) =7k 7] ESSL FE HE 9l 4430 7 Qo] ER YT I Q%
A5 ETE HTE HFg .

5. [OK(&Q)] H3& FE}.

6. [Save(x17 )] D& E] ¥A Ae& AL
oﬂ }\1347]__@_‘1- =h=4 ]}\1 stggci :FLHE]MHWE}.

7. & 382 F718te] /usr/netscape/serverd/https-82E o/ F
/config/magnus.conf(ZEX2E o/ FZ2 S Ay o] 2)u}d-& A3}

L

CERTDefaultNickname 7/2E9/ 0/ZF :server-Cert

AE ANFAE 7102 gerver-CertZ o] Fo] X GHULE Q154 o]Fo] b&
7§ server-cert Al A B o] 5& AL&-dofF gt}
8. A AW E A3l oS Fo]x] 9] L EF AT A I+ [ApplyH )] DFE
Fsuyh
21219 Sun ONE Web Server 4.1 ¥2] AW E T3 W74 Alao] &gt}
9. [Load Configuration Files(74 3} 22)] 3 & =72 magnus.conf 39| tf &
W7 AHE A&y
H A JA="HAE A ZE = Q)= Fo] A 2 thA] Zopt ).
A7t AA L [Apply Changes(*# 7 AHd 4 4)]5 A g g 74 OJi th 3} AL}
e KF“’“X/ 0/5 ore eSS o HFYTh o] H2 AV E 2HT 4 glon, M AL
S AFstE d w47 A = d5Yk
o] TAI= U 7 7HA o2 AT 4 dFU Tk
m [Load Conﬁguratlon Files(7-4 31 2=)]S Ag3ty .
s ) AW E WA A ZE oS [Apply Changes(H 7 A 4 8)] @35 54t
10. Sun ONE Web Server 4.1 %2 AW 2o A 3 AZ2] [On/Off(AA /N A)] B2 E
A3y
11. AW 43 & 48T o5 [OKE)] D5 Adg).
S o] o] A5 = SHAl F Ut [Module Internal(E5 )] 53X Eo A
A EY2E dlolg o] 2d gk 45 & JEHF ]
X5 keystore-name 3L E 0| A dF 7] ~Eofo ) g A& ] ofF ¢ 5E Y H T
8ol w2 7| 2B Ut #fER] o/ F ¢FeE dH

12. ot} §] Alo] E o] A] SSLo] EAstE A 9 AW E A
https:// Z2E o] F ErohAjn X E/
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Sun ONE Web Server 6.0 2 =] 2 -4

o] &E-o| A= Sun ONE Web Server 6.00] HEE AI23lE = 517] 98] 2ZEE
AR 2 Ak R s A gy A A AU E e ok g
Sun ONE Web Server %] 2 Al-& HHof 3k 2} A g 8-S Sun ONE Web Server
AP E FAZ3AA L. o] &2 U A5 ATy

1175 ©] A 2] "Sun ONE Web Server 6.0 22 %]"

1189 2] %] 2] "Sun ONE Web Server 6.0 743"

1183 0] X o] "E | 2~ E t|o|EH|o] 2 A"

1199 o] ] 2] "Web Serverel] H.&= ="

1219 o] A &f "B QIFA A"

1245 o] ] o] "B QIFA A A"

1259 o] %] 9] "SSL& 9]¢ ) AW A3}

Sun ONE Web Server 6.0 2 X

. Sun ONE Web Server 6.0 2= E o] & t}- &2 =31},
A A AZEYo]= thS URLAA iS4 A&yt
http://www.sun.com/

LAz g gL 2 WS Y A £=E & FEHULL
. BN A setup 2ITHEE AL ) AW E AXFU T

o] MqB|e] V| B H=E o]EL /usr/iplanet/serversY YTt}
o] Ao M= o] 7| E HAEE ALET UL AZE YO E TE X o At A XS
AAE 7153 7= Aol =5

# ./setup

AR 233 ES] 2R EC $HIYG.
Uha ZFZE of9fdl= 7| 24E 2 AHE S 5 syt

a. yesE Y 3}to] go]Alx el Fo) 3}
b. A2 =W o] F& 4
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c. Sun ONE Web Server 6.0 2] A8 9455 F 1 4534},
d. =FE= 7} Jehpd [Return]S 34t}

Sun ONE Web Server 6.0 773

Chee 9 A QsE el g e
SEaj0 A QAT A4 B A2
gyt

Sun ONE Web Server ¥t2] MM = 74 Z2A A Foll vhEA] A3 Fojojof gt

E dolelulo] 28 I Y AME nEg
ok e}, SSLE 918) 9 A& TS A3

v EZ2AE folgHo] A A

1. Sun ONE Web Server 6.0 @& A ¥ S A zHg ),

setup &l W2} startconsoles A3Y3HA W g HHS AFE-5Fo] Sun ONE
Web Server 6.0 #+2] ¥ & A2} T},

# /usr/iplanet/servers/https-admserv/start
SunONE-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58

warning: daemon is running as super-user

[LS 1s1l] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

Aulel AR5 9% o AFHY
2 9 net$AE AT T2 Y stel Be) GUIE AT,

http:// T2E o]F . =n)9): #2] FE

A setup 23 = A €3 Sun ONE Web Server 6.0 2] A1} o] A&

4% AFEAID =& Sun
= )
-1 9

3. [OK@ED)IE F+5Yh
Sun ONE Web Server 6.0 #2] 48] &o] Yeb gy}
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4. 9 AW 28~ Y3 Ev] ~E H|o|¥H

o
St o] 4] 1 M A12E o) el BOLS BYHET 5 9
A 220l o) 197 ~ 4% S g o

#1 — Sun ONE Web Server 6.0 ¥+2] A ¥ o]l A SSL& A st 4ol = Eg]2E
dlolg o] 22 A Aaf= FAIE U Y AA 3 &2 http: //docs. sun. com®l| 4]
iPlanet Web Server, Enterprise Edition Administrator’s Guides 33314 Al 9.,

a. Sun ONE Web Server 6.0 &&] A8 o3} A=}l A [Servers(AH)] S FE1).
b. AW E A 9g t}-F [Manage($e])] &5 syth

2
c. Feo]x) &) ek EE) )& [Security(R.%})] §& FE3L [Create Database(tl] ©] €] ¥l
ol AA)] B E AY3P).

d. 7 719 dis} datel] ¢43(3) AW E2E HolHHo)x, w51 F2)E Y32
[OK(EM)] A3

871 o] e FAE ¥ 45 E AE Yt} Sun ONE Web ServerE HQF == 2 &)
st 79 o] 4% & ARt U 453 RES AU

Web Serverel] H &= 5=

2 23YEE APl Web Serverdl] BEE S=3t}.

# /opt/SUNWconn/cryptov2/bin/iplsslcfg

o] A YEE A ¥ E Helsta A9 3 Sun ONE ’\ﬂﬂ 18 Sun Crypto
Accelerator 4000 dast RES XA 3}3} WA A S A Y T 19 Ty AT HE
v T Y S Qo Edte] HEE A5

. Sun ONE Web Server7} SSL& A48 4= 31 =5 FA s H 1S 993 o3 [Return]

0 - o7 o] TFEZEAM 1 FAHE A st= ZH$o 3t s Ay
2,3 B 43S AEste ™ 8890 A 9] "iplsslcfg 2T HE AME"S HZH
Al Q.
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Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 1

iH
IM

E7l yehd 9 Ay e g3 e A2 E 9133 1S [Return] S F

Y},

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers

4. ZEzE7} e 8 U5 [Return] & FEU T

This script will update your Sun ONE Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: ¥y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator 4000" added to database.
/usr/iplanet/servers has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

5.0

o

g stel T
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v AW Q1FA A4
1. & 932 3433} Sun ONE Web Server 6.0 #&] AW E t}A] Az},

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start

ro,
ol\
4
ot
ox
X
>~
n
0]
o
c
Le]
>
Og‘:,“
ol
2
i)
o
wn
c
=]
@]
Z
les]
:
W
)
5]
<
1)
=
SN
o
)
Ak
>
=z
1o,
>~
ol
o

&3 — Sun ONE Web Server A x| & 7|2 A A S A3
o)

g3+ 4
ONE Web Server 6.0 &2 A8 Al-&2} o] E°] adminS Y 2

- A2} ID =+ Sun
5

aR)=s

3. [OKE)IE FFYh
Sun ONE Web Server 6.0 #+2] A1 8] Zo] Yebd ),

4. A8 AZAE 233l Sun ONE Web Server 6.0 &) A8 3 At 9=
[Security(2.2h)] §& A= 3o}
[Create Trust Database(E 2] 2~ E t|o|E{H|o] 2 A Ad)] o] EAFH YT
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5. Sun ONE Web Server 6.0 2] A 8] 22| 9% 3)'d 9] 4 [Request a Certificate(3] 54|
LN1Pag FEUh

= Netscape: Web Server, Enterprise Edition -]
File Edit Wiew Go Communicator Help
o o a £ S E 3 & & N
B Back Forward Reload Home Search MNetscape Print Security Stop
] 7 Bockmarks & CoTo /]
ﬂi’;’z‘;merw ntegrate I~ Server Manager
P Y Seowity /Manitor |/ Virtual ServerClass | Java | [ Leqary Servicts | | Search
i
o |
Fequest a Certificate o
Request a Server Certificate
oo |
@ New certificate.
_ Certificate renewal.
You can also see a list of available certificate authorities.
Certificate
Submit to Certificate Authority via:
B CALICKLY @ CA Email Address: |I
Cmewcoms | o ome
Select the module to use with this certificate.
Cryptographic Module: keystore name
Key Pair File Password: ‘:
Before requesting a certificate, you should read the overview of the
certificate process, and then go through the detailed steps on creating a
correct distinguished name which you should enter below. You will also
nonavats tho neanar antharizatinn lattar that wvan will nes ta ahtain vone
I T | 1 o oae a2

a2 54  Sun ONE Web Server 6.0 T2 A1 o] A1 ¢lEA 84 t3} A=}

6. T ARE 7|Ysle AFA 23S AT
a. [New Certificate(M] ¢Q15A))]1E A3}
A 7150] 7 1T VT B 55 7] Q1A
[CA URL(CA URL)] ¥ 3= A&y} 1%
A -4 FAa1E ddeka Qs 2l

w5 e S

_]

H

Email Address(CA
= dEdyth

B>

Eol7} 19%)g)
B3} uk4l A 2.
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c. [Key Pair File Password(7] % 3} ¢+5)] W3} Aol A 71 & 2H-F AH-8-#H9]
43 E d4H3
o] tz o] A2 AFEA} ofF PFo AU THE 5-1).

d. ¥549 SAA AR e AAF ARE 4GP

E54 QA AR A=

us uw

Requestor Name QAR AT A B

(847 ol B):

Telephone Numbe LA A AR

Common Name(F& W2} Bak$-Ad 485 ) Abo] E wrel
o1 F):

Email Address QAR A A

(A 8 Fa):

Organization A} o] =

(&% 713):

Organizational Unit (X €A} 83 A} FA]
(&% 713 &9):
Locality(A 9): (A GBI A =/ /= 7}
State(5°): (=

Country(=7h): T e GEAR o] T % 1SO 7} A= (o: v =2 4 $- US)

e. [OKEMIE 8 2 ARE A$F).

. AF 7B o] £3le AFAE AU
m Q=4 23S CAURLY MU= Aeldl 49 o= Qo] CAURLY AEoz
AEHoh

[CA Email Address(CA AR} A F2)]|2 A3 4% du) o} 34 AxF AR
W2 AFA 8-S JHAlete] Q15 71 ¢l AU

- VA7 AR SEi e} I SR = AR

= Asgyt

BT - AFAE AFA 8o o] duHoR BiE PHo
A% Ao nag.

1245 0] x| o] "4 1] A1 ZA] A A"e] 5RAE $)8] o] HoE =

K
=
=
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v A IFA A

1. Sun ONE Web Server 6.0 &2 A8 # 21Z9] [Install Certificate(Q1 54 A X)) A3 E
A,
ol 7139 FelS vk A F A7t W3 & Sun ONE Web Serverol] S15A41E A X] 3

oF gyt
2. [Security(2%h] ¥& FHY

3. 9% F)d o) A [Install Certificate(21 4] Ax]))] 3 E FSFY}.

| Netscape: Web Server, Enterprise Edition | -]
File Edit Wiew Go Communicator Help

< - a &4 a2 Eil =+ & &

i Back Forward  Reload Home Search Metscape Print Security Stop
] § Bockmarks & GoTo /]

Planst
Web Server 6.0 niegrate I~ Server Manager

L Y secuity /Monitor  / Virtual Server Class [ Java / Leqmoy Servlels [ Search

=

Creale Database
Recuest a Certifiate Install a Server Certificate

Install Certificate
Certificate For:
Change Password (® This Server

. Server Certificate Chain
.. Trusted Certificate Authority (CA)

Manage Certificates

Fequest WeriSign

Install VeriSign
Certificate

tor hic Module: keystore_name
Install CRLICKL’S Cryptogray L
Martase CRUCKLS

Migrate Certificate

Select the module to use with this certificate.

Key Pair File Password: |

Enter Cerlificate Name ONLY if certificate is not for "This Server’.

Certificate Name: ‘I

(@ Message is in this file:

.. Message text {with headers):

1= [ieeE | 15 @ ap @ 2
a2 55  Sun ONE Web Server 6.0 &2 A o] AH Q154 AX] 3} 4=}
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5. FHE ATl AZAE AT

FH

55 Q%A MAe] Wad A=

Uc oY

[Certificate For G Ay

(95 9]

[Cryptographic E0HE Wlwoll = 24 71 2B 9] 1§ Z"LEO] AFUT SHIE 7| 2B

Module(} & 3 of o] o] HE ¥ =] FATHG. LEE AGaelE =

28] keystore_name 2] 2] &S Adlgok tﬂq o},

[Key Pair File o) ko) WAL ALE o] 2-5 U THE 5-1).

Password(7] % 3}

)]

[Certificate Name gFFEo 79 Fmo i Ut} o2 S xﬂ%’r‘g AL SgL A Yo A

(15A °15)] B3 49 ‘21 /‘1317} A2k 719 °“Hl g o AgstE olES WA
Ut} o] =9 7]5]—4}% Server-Cert gy}

. AF 71BN HAT AFA2150 012 &) AW AFA A" 8HA)E [Message
(AR B 2E Aapel] e @ T)
AFAel tet AN 712 AR 7 ZAF YT

. [OK&E)IE F5 Y

. 2ul=A 4359 =4) 223 t}-8 [Add Server Certificate(A ¥ Q1F A F7h] S5
Fe4yh

st o] W E tpA] Al ZFseEt e WA X 7F A YT 9 A A" A= dApr) 28
HE 5o AlE THEE O] UA7] Wl o] vAIR| o] w2 X] kol FH T}

A AW 7T SSLE AFE-ste ™ ) AW E FA Sl o sl WIAIA 7F A Y T
AaLg wekste] 9 AW E FAAF YL

i

mlo 1%

o

# - H2EES 91 AFTA 2A7F A B el o g U8 mod_SSL % OpenSSL 41
= e K R

A R A QAFA A7 ghm W SSLE flEl ) AW E A s oF FTh
SSL= 1%k ¢ AMw 243}
. #e)z) Ak B-3-29| [Preferences(37d A4 92 At

1% Fd ¢l 9)+= [Edit Listen Sockets(5241 tl7] 27 A3 G 3& A
7] gl ) A QIa' 2ol s AAE BE Al gi7] Aol yd gy
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10.

a. g d=& $£AFTY
» Port(ELE):SSLo] &43te ) S Ay TEZ AAHFULHFZ 443 L E),
= Security(2.¢h): [On(A )] = AA ]
b. [OKE)IE =8 ¥ A& A&k
o] A [Edit Listen Sockets(5=A1 th7] A7 # )] #lo] ] 2] Bt Ao [Attributes
(] F =27 A E Y
[Attributes(£54)] | 2 E A3
A zwle] Tl 2golo] g AF5-& HogH #/ &4 ofF /e E 4HFYt
59 712 AA - H73E ™ [Ciphers(@ &)1 A dlF ¢35 25 A9 .
o A WA st A7 YERE U o} [Cipher Default(Ys. 7]+
Y= [SSL3/TLS]E A8 & = 25U T [Cipher Default(%=. 7] %h)]&
713 A o] A A FFUTH THE F SAS AdEsied 34 dist Aol A &
stk dugFS dgsior Futh ¢bs Aol gk &2 Sun ONE A A& FH=x3)
A L.
Server-Cert(E+x ©]9} o} A4 A€ o] &) t}-&ol Yot 7| 2] Ujd dF
A& A9
[Certificate Name(1 54 ©]&)] == a9 71 2Eo] AFEA7) A8t 719 YEL
Ut 7| 2Eo] AFG A= AFER] o) 5 gfos Q15 g ARE A Y Y T
JAFAME A3y A AAE B 5 g od [OKEFMIE FE5YH

Z A3 2 A2 3= [Apply(H £)] B3 E A3t AW E A 2sl7] Aol WA
< A4k

[Load Configuration Files(74 3} 25)] 3§ A3t WA A< A&
P AW I 25 AJAEE 4= gl o] A &2 ThA] FEopgt o

AMH 7 A A )& W [Apply Changes(H 73 AHat 285 A8 4 A5 st FArt
et #ERE ofF: 9 E e s U o] Fe AVIE 24T F glon, WA A
&S A5t o AV AL & A5 Th

o] A& the 7 7HA W o= s Ae 4 lFy

m [Load Configuration Files(7-4 7t 25)]< A8 g}

n ) AW E WA A2 oS [Apply Changes( 7 AH 4 8)]& FE Y th

Sun ONE Web Server 6.0 2] Al8] &4 3 AZ2] [On/OF (R A/ A)] I E A9
).
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11.

12.

AW 43 E 493 b5 [OKEDIE FFU -

st o] 9] §tEE A ek H Yt [Module Internal(5
4 A EH’\E tlojg o] 2ol gt o5 1t

keystore-name X5 X F I EO| X A1} ofF: o F & Q€ T
8o et g2 7| 2B Uidt #fEX o/ F e E dHF T

o5 9} Alo] E A SSLo| &A st Al §] AW E A
https:// B2E o] F ool AJH ZE/

L

I - 7|8 A ZE= 443941}

Sun ONE Application Server 7 A x| 2
73

—lJ

o] 5o A= Sun ONE Application Server 70| B =& A&l =5 &17] 913 K2 ES
o5 A 9 FAsk= o dis] A &Y Th Application Server 22X E 9]0 £] o] =
HEE A Application Server Add-Ons 22 E 9o & A A|sf|of gt Aaf= Wr=A] &
A E 38 oF gt} Sun ONE Apphcatlon Server A4 x| 2 A& HF o] tf) 3F =2}A| 5
-8 Sun ONE Application Server 4§ A & 238} /\]_CL. o] Y&ty AatE A
3 ’5”4 o}

m 1277 0] %] 2] "Sun ONE Application Server 7 A1 %]"

m 1299 ©] ] 2] "Sun ONE Application Server 7 7-/3"

m 13070] A 2] "EY 1E u|o]E o] A"

m 1313 ©]#] 9] "Application Serverol] H.E 5 ="

m 1333 0] %] o] "Afn| OJ%H ey

m 1353 o] Ao "AH] Q15 A

m 1373 0] %] 9] "SSL& 91§k 5§ TR An] SA s

Sun ONE Application Server 7 A %]

. Sun ONE Application Server 7 2= ESo] & t} 2 =3t}

Application Server A2 E 9] o] &= th3-URLAI A th- -5 = lFH T
http://www.sun.com/

Sun ONE Application Server 7°] | 323-& of 2] F/ 7} lom 2H2F 5143 7]
Zk 331 9 F Ytk

off
tlo
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2. A YA g2 AARsY 4 =2 AW Lz ESE FE3H)

6.

A Y EER ] 7] 7 2= Sun ONE Application Server 7 2232 E 9] o] ] Hlj 32 ghujr}
e,

setup ZEI1HE AdPsle] GUI 7)ut A& A 2Hgh ),
&3 — gu) g Ao A setup -console TEIHS AdPslo] HH3Y 7k AX =
AlZFe = dF Ut o] ol Alel A= GUI 718k A X & AF8-sh= 73—?—9] Azl o 3
Arg o

# ./setup
Az 2a4ES] =F=E9 g3
U ZFZE o] f]o &= 7| 3h-& a2 AR 5 JlF Ut

a. yesE 91 5}e] Tho] Al okkol] Fo) T
b. JDK(Java™ Development Kit)e] gz E= ==Y} L}E]-L]-u:] [Use Existing

Installation if it is supported(A| 9 ¥ = 7§ 7] & A X] A}-4)] =+ [Install From
the Appserver Build(Appserver Build*l 4 A x))1E A€}

c. Sun ONE Application Server &&] A¥] A&7} o] & 4 (e} o] Fely
A 5 5.

. Sun ONE Application Server ¥&] A ¢35 & F ¥ g}

[=N

&1 — Solaris 8 OEE A8l 7 9ol vt T8 ¢hA)

il

THFHA L.

O

. Solaris 8= AF-8-3l= 7 ¢ Solaris 8 Sun ONE Application Server 3] %] (109326-08) &

A 23 e}
Solaris 991 = ©] 3} x| 7} & & 5} #] &5 YT} t}S SunSolve ¥ Alo] Eof A Solaris 8 Sun
ONE Application Server 3} 2| & Th&Z =3t http: //sunsolve.sun.com

ohe3} o] WA & Fohgh.

# cd ¥/ * $/*] /SUNWappserver7/patches
# cd patches/109326-08
# ./patchadd .

N 28E AR
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v Sun ONE Application Server Add-Ons 43L E 9] o]

A A

1. Sun ONE Application Server 7 Add-Ons £Z E ] & v}z =g}
& TR MY AT E o= thaURLAA v = EU

http://www.sun.com/
2. Application Aerver Add-Ons 2= E ] & FEF ).
3. ./AddOns/SSLUtils Hl¥ &g 2 WA g}

4. iplsslcfg 23 HEJ} modutil B 21 3E31= A e E A

# mkdir /usr/bin/mps

o] AR+ iplsslefg 2T HE & modutil Hot =5 2+ 9 AL &34t

5. modutil, certutil @ pkl2util HF]YE]E /usr/bin/mps/ B 2] A}

# cp modutil /usr/bin/mps/
# cp certutil /usr/bin/mps/
# cp pkl2util /usr/bin/mps/

6. /usr/bin/mps/ Y &L oA vlo]g] e gt A3 A& A 35}

# chmod 544 /usr/bin/mps/*

Sun ONE Application Server 7 7-/3

¢ & 2208 Y St i S dolel ol s ST $8
L2 AME BES FE50] A ASAE 44 24X T P ohel, SSL % TLS
2 9 8 TEaW ANE THtE ARG

Sun ONE Application Server 2] AH &= 4 Z2A| 2~ Fof] Wh=A] A8 Fo]ojof
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v EZ2E do|guo] A A

1. Sun ONE Application Server ¥ Sun ONE Application Server ¥] AW & A 2§
e,

# /%] /¥ 2] /bin/asadmin start-appserv

L

A -8 Zea AN A FUE del= wAAZE HER Y

2. 9] Be}$-AE I3 o URLS ¢ sl 2] GUIE A3 .

http:// 52~E o/= :4848

A5 N3} bl A setup ZZ 1 A8 Al A4 g Sun ONE Application Server A&
2ol 2 s E JH P

#&t1 — Sun ONE Application Server A %] & 7|3 d A& AF&-8 4 - AF82F D =+
Sun ONE Application Server #&] A/ H AF-8-2} o] 5o admins ¥ FHTh

4. & =239 A Ad 2 xd O3 EB 2E dHo]EH|o] 28 A},
Shit o] ko] S8 T2 a3 AW QB 2 tfE)] Bots &4 stE 4 Gt o] A%
ol =2 £ & 2238 Au A28 A0 e 194 ~ 40A S w23}

&1 — Sun ONE Application Server 6.0 ¥+a] Ao A SSL % 13 3l= o= EYY
2 E dlo]Eu|o] 28] A Aafb= FARFU TR AAISE W&

http://docs.sun. com/source/816—7158—10/Oﬂ A Sun ONE Application Server 7
Administrator’s Guides 73341 Al 2

a. ¥2] GUI® [Manage Database(dl o] EjH] o] = #2])] §F o 2 o] F3H ).
9 sl ol A [Security(lio})] YAE dEstal @ 8% s d o)A [Manage
Database(H| o] EJH] o] 2= #E])|& F+5Y L

b. % A9 B iE Akl 8] ol o) Btz W 5 E Q53 [OKEDIE ¥
Y},

©] 9t%.+= Sun ONE Application Server®] E&| A~ E d|o]gH]o] 2~ o Ut} §&
T2 AW E B REA Aged 75 o] dEE AREste] W 433 RES

A A,
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Application Server®l] HE &=

. iplsslcfg Z2AHEE APl ¢4 =23 AW R E FE53

# /opt/SUNWconn/cryptov2/bin/iplsslcfg

o] 2AHEE §§ AW E 93t A8 Sun ONE A/ HE 9]¢ Sun Crypto
Accelerator 4000 & st HES AAE e WAIAE BAIEYY 27 vg 23 HE
74 3Y S JYolEsle HEE A3 g}

. Sun ONE Application Server®] 3¢ 25 {3l violve] 9 =) A= & Y4Y3

BT - o] FRAME o] TRIEAH 1 §AL AeshE 499 Aol thh U
ok 3 w4 $4S A8 5e v 88510] 49 "iplsslctg 21U E AHE"S 5
Ae.

This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 2

5%t SunONE Mt 2ZEQof dX ¥ 74 131



3. o] B =H[e] HAE 4HT o5 =Hld 2 AW o5& 4F93d.

You will now be prompted for four pieces of information:
1. The location of the Sun ONE Application Server binaries
2. The location where Sun ONE Server domains are stored
3. The Application Server domain (e.g. domainl)
4. The Application Server server name (e.g. serverl)

Full path to Application Server binaries: [/opt/SUNWappserver7]:
/Jopt/SUNWappserver7

Full path to Application Server domains:
[/var/opt/SUNWappserver7] : /var/opt/SUNWappserver7
Application Server domain: domainl

Application Server server name: Sserverl

This script will update your Sun ONE Application Server
installation in /opt/SUNWappserver7 to use the Sun Crypto
Accelerator.

You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: ¥y

Using database directory
/var/opt/SUNWappserver7/domains/domainl/serverl/config. ..
Module "Sun Crypto Accelerator 4000" added to database.
/opt/SUNWappserver7 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

&3 - 7] X f] P E] = Sun ONE Application Server 72| v X ¥vjc} T 4
AFHT

1. 0& 9F3 TR
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v A ISA A

1. &) GUIY [Certificate Management(! 54| ¥e])] §F0 2 o] F3h]t}.
% o A [Security(H.h)] BAE A9sta 2% 3 d oA [Certificate
Management($1 541 #2])] & A e @Yot ¥ GUIY [Certificate Management
(154 #e])] 9] [Request(£-3)] sh¢l =47 o] Yebath
[ SunONEApplicationServer—Netscape | ||

. File Edit View Go Bookmarks Tools Window Help

Q e @ @ [el htip:knapsack.west.sun.com:dG48/admin/modulel/TopFrameset ﬂl gSean:h I gg@

‘j E.\ (2 Mail 48 Home JJ Radio [Wy] Metscape G Search @) Shnp| [FIBookmarks
&1 [ % sun ONE Application Server 1

(3]

Homne

Q5un Sun-ONE Application Server

I»

Documentation | Help

Comains > domaini server1: Security
9 < App Server Instances Management
¢ B server? Request | Install | Manage

& £ Applications

& 45J0BC >
= Persistence Managers Request a Server Certificate

I»

e &§.JMS
= Java Mail Sessions & New certificate
e = JNDI ¢ Centificate renawal

& 3 Containers

& (3 Security Submit to Certificate Aulmyvia:—
& Transaction Service & cA Email Address:

& @ HTTP Server € CAURL e

o} ORB

Select the module to use with this cerlificate.

Cryptographic Module: | Keystore-name =l

Key Pair File Password: |

name: [
Telephone number: |

Common hame: |
Email address: |
Organization: |
Organizational Unit: |
Locality: :

@ = A &R [ Docurvent: Dane (2,104 secs) ] [ [ = |

a8l 56  Sun ONE Application Server ¥+2] A ¥ o] AW Q154 97 s} 4=t

2. o2 ARE 7Yl A5 A 38 FA
a. [New Certificate(M] AZFA)IE A9},
A 7l50] 7heet S VT e 55 el A 84S A B e FS-
CAURL 35 A&} 18 %] &2 79 [CA Email Address(CA WA} $-3H
T2)1E AYsta JT5A 84S 7 A4 1 T4 JEFE Y
b. A4 [Cryptographic Module($ 23} 28)]& A3}

A
E0E Hliroll & 7F 71 2 Eo] 9] A o] lF YT &utE 7| 2 E o7 A H
=4 17t [SUNW acceleration only(SUNW 7} 8} 0h]= M 8l a1 A] mR4] Al Q..

5% SunONE MB{ &2ZEQof Mx| & 74 133



c. [Key Pair File Password(7] % 3} ¢+5)] W3} Aol A 71 & 2H-F AH-8-2H9]
43 E d4H3

o] o] FA 2 AFEA ofF e YU TH(E 51 FE).

d. £56° £3A AR A=) FAI ARE YY)

56 QYA HJH I=

zc oy

Requestor Name QAR AT A H

(847} o] B):

Telephone Numbe LA A AR

Common Name WEA BebeAel el 4 Ao E EuQ)

(&8 °olF):

Email Address SAFA) A AR
(AR -3 F2):

Organization A} o] =
(&% 7138):

Organizational Unit (X €A} &) 3] A} FA]
(22 719 29l):

Locality(#A 9): il
State(7): (A
Country(=7h): F e GEAZ o] Fo] R 1SO =7} 2= (o v =2] 7 $- US)

e. [OKEMIE =9 fF ARE AFIAY].

3. 1 7)1 HE o] £3e AFAE A FY.
n SA 838 CAURLY HU=% A8t 49 Q154 8% o] CAURLY Ao 2

AEH Y.

[CA Email Address(CA AA - F2)|2 e 49 &t o} 3 dAA $Ho =

o R15A 84S HALSke] Q15 7)o Wt

4. ASA7L AA ST st e} 37 SR = EA L

BT - Q3AE 5 2T gar dugo g

S| E Aoz HTHYr)
1355 0] x] &] "MW 1T A X" 4dAE 2F o] Ho|EH =

A
2]
HE=o] BaAgy

K
=
=
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v A IFA A

1. 32 GUIY [Certificate Management(%] 34 T2])] &5-2] 2% s'd 9| A [Install
AR L2E AP}

2] GUI] [Certificate Management(S15A] #2])] @5-2] [Install(A #])] 3+ =7

o] vhehd ),
F

o

. Elle Edit Miew Go Bookmarks Tools Window Help

2|

Q Q @ @ [Ql http: p: west. sun.com i 1/TopFrameset

) () <5, 6

./ B, EMal 4 Home 3 Radio iy] Netscape Q Search &) Shnp‘ 9 Bookmarks

4 [ % Sun ONE Application Server | []
Home Documentation | Help &
Sun~ONE Application Server e
Domains > domaint serverl: Security
@ <3 App Server Instances Management
9 B3 servert Bequest | Install | Manage
o [F Applications =
o € JDBC o
Persistence Managers Install a Server Certificate
o 03 JMS
Java Mail Sessions Certificate For:
o g JNDI & This Server
o 3 Containers ¢ Server Certificate Chain
o G Security © Trusted Certificate Authority (CA)
& Transaction Service
o @ HTTP Server Select the module o use with this certificate.
o, ORB =
Cryptographic Module: | keystore-name =l
Key Pair File Password: |
Enter Certificate Name ONLY if certificate is not for "This Server'.
Certificate Mame: |
 Message is in this file:
" Message text (with headers):
@ = é gﬂ Document: Dane (1,53 secs) [ [ o] 5

a8 57  Sun ONE Application Server ¥+2] A 1# 2] AW QA5 A ] o 8} A=k
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2. FAE AAste] AFAE AAFUh

FH

57 QoA A 83t d=

pud

gc =Lt

[Certificate For s A

(95 9]

[Cryptographic ETHE lyrell= 7} 7] 20l Al gEo] gleyth SutE V| AR

Module(% % 3} o] o]Eo] Aely] Oi 2] &1t} Sun Crypto Accelerator 4000 E

25)] E2 A gaeY Q54 28 A Aee ol F 3 2o o5& A4
& deaof g,

[Key Pair File o] otE o] FA L kL gxl o) 2 o F LT}

Password(7] % 3}

o4%)]

[Certificate Name BRol Ao Fuloz 1}, ]#7_ A ga 79 SSL A Doz A

(154 o 2] AN =W 8 Eead Auis 248 7)ol A2 W A8l
= ol5S WA o] A=9] 713%}‘_ Server-Cert @4t}

3. [Message text(M| A 2] A 2E)EY £ g2 955 A93 ).

7) #1335 o]

4. [Message text(] A1 2] ~E)EIY 23] 2 d53& FE IS UAF
2 @3 o o] g 2E Az}

2] 8] "MW QAFA AL adA) | A BALgH IFA E E
o ¥ W)

5. [OKE)1E Y
QlZ Aol tigt dF & AR 7} FAF Y

6. 2ul=A 9859 =x] &3 o} [Add Server Certificate(A ¥ QAFA F/HI1E F5
[R)=
=& jilaﬂ /\1‘11 GA] Al ZFslEkeE WA A 7 3 ]%W‘ﬁr o] ”ﬂoﬂ% -8 X2

1

vhl A2 Eek 58 w19 Aol SSLE A8 ST 38
2 sl Arh WAX 7} A H U,
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Vv SSLE 9% &4 22w Ay A3
1. "o B b @S g i

S o] HES A dgh $-o = Sun ONE Application Server ¥2] AW 45 E ¢ 3l oF

i

N -H3Ss 27 F2E0A 23 Fo]al Sun ONE Application Server ¥+2] A1 H 7}
713 LE 4848 AHESEE A FH o] O W —~host BAE o/ F —--port #&] A/H]
FZERF= Agd ¢ dsUth

# &% /2] /bin/asadmin create-ssl --user & 22 7% admin --host
B AE o]F --port #Z/ AJH ZE --type http-listener --certname
|21z 0] o]F: AH] ¢154] ©]F --instance A/H] O/ F http 7217/

password>

2. B8] GUIL 9Z s d oA [HTTP Server(HTTP A H])] B3 Z2] &7 olo] Z-&
Ag 3.

[HTTP Server(HTTP A ¥)]<] 3}-¢] w3+ &&-o] YeEl Gyt

[}

3. [HTTP Server(HTTP A11])] & 3.2} [HTTP Liseners(HTTP $417])] 3}¢] W7 &
Ag 3.
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Z ) d | A SSL/ITLSE Y3 AT HTTP §417) S A48 o}-2 HTTP §417] 9]
d3E Ad93hd.

HTTP #2171 9] £S5 A7 S 5 3l Zo] yebdyh

. File Edit Yiew Go Bookmarks Tools Window Help

@O O @ Q (@ [% nitpriknapsack west sun com:48d/admin/module T TopF rameset | [ search | go @
| |
| LR hail 4 Home J2 Radio [W] Metscape € Search @) Shop  EJBookmarks
j[ % Sun ONE Application Server 1 B
Hame. Documentation | Help (=4
dSun i
Domans > domaini server2: HTTP Server: HTTP Listeners: http-listener—1 =
& Admin Server
¢ = App Server Instances
¢ B server2 General
o = Applications
o 95 JDBC Name: http-listener—1
= Persistence Managers N
o & JMS IF Address: 0.0.0.0
_ﬁ Java Mail Sessions Part* IMS—
e = JNDI
o 3 Containers Return Server Name:™ server-name
o 3 Securty
?ﬁTransaction Service Default Virtual Server? serverz z|
@ @ HTTF Server Listener Enablad: = =
@ =1 HTTP Listeners
http-listener-1 )
& @ Virual Servers SSL/TLS Settings
e @ MIME Type Files
e m ACLS SSLITLS Enabled: [+
o0 ORB Certificate Nickname: [keystore-name:Server-Cert =|
S3L2 Enabled: r
SSL2 Ciphers: [Trod ™ rodexport
[rc2 [ rc2export
[Tidea [ des
[~ deseded
S3L3 Enabled: 2 |
TLS Enabled: [«
TLS Rollback Enabled: I~
SSLI/TLS Ciphers: [rsa_rcd_128_md5  [~rsa_3des_sha
["rsa_des_sha [T rsa_rc4_40_mds
[Trsa_rc2_40_md5 [~ rsa_null_md5
[Trsa_des_56_sha [Trsa_rcd_56_sha
Client Authentication Enabled: [
"2 = A ©F [ | Document: Done (3 802 seca) [ [ =) )

a8 58  Sun ONE Application Server ¥ A% 2] HTTP 5417] &4 o 3} 42}

5. [Certificate Nickname(%! 54 " 3)]o] 1375]0] %] €] "SSL= $1% S8 =239 A
A st 194 A --certname B& FA7 A A AF5A 7?]-"]‘ L 233
[SSL/TLS Settings(SSL/TLS A A)1E &<l 3t}

6. T3 AALE vtz A A=g3hr),

SSL/TLS Enabled(SSL/TLS &4 3})

SSL3 Enabled(SSL3 24 3})

TLS Enabled(TLS &4 3})

TLS Rollback Enabled(TLS =1 24 3})

SSL3/TLS Ciphers(SSL3/TLS ¢ %): rsa_rc4_128_md5 ¥ rsa_3des_sha
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10.

11.

L FESAAFI (YA o2 443).

Y 762 AHgstEd AW QA2 E A 3 Belg-A oA TLSE &4 33l of
T

m Netscape Navigator 6.09 4] & TLS$} SSL3-& /d s of gt

m Microsoft Internet Explorer 5.0 2 5.5 4] = TLS W &S AR T

m TLS 2% 7|'e& AbS-otelw TLSE A Hletal SSL3 SSL2E &7 vl &g 3kttt

. [Save(A & FH5U

[App Server Instances($-§ ZZ 1 AW A2 2)E A3 AF Fd oA 24
o AW A2 A E A th, L £ | A [Apply Changes(H 7 A3 A 8)]1&
A3y

AW E FA Aok A A 2ste] WA AHeEE 243 T

init.conf FYo] 2ApF o7 FAE o] HRt 7|5 o] AstE T, B THE A v 7]
Bt w7 W7t Ag o2 Sy

Alejol] SSLo] /g 3t A1 ©] URLE http WAl httpsE AH&-FH T} SSLo| &7
st MH o] £AE A A k= URLY] F42 v E%qr/}.

https:// A1H o]F. =29 dom: ¥ E H&

o A

https://admin.sun.com:443

E0 - 7|2 HOHTTP X E 5 (443)5 A1-831 URLYl X E HE =S
Syt

il
(]
J
i)
i)
XN

U 1 Aol E| A Sun ONE Application Server 7 Administrator’s Guide to Security©]
SSL/TLS &3 3} 5& FEHAN L
http://docs.sun.com/source/816-7158-10/sgencryp.html#14403
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Sun ONE Directory Server 5.2 A %] 2
T

o] &9 A]+= Sun ONE Directory Server 527} H =& A&l =5 &1 7] 9] &l A ES]
o] & A % A5k Wiel tis) ARyt daf= A MR 3 of gy
t}. Sun ONE Directory Server 2] % AR-8- W ol tf g 2pA] ¢+ W]-8-2 Sun ONE
Directory Server AW A& FZs A L. o] F&2 th5 A5 AP It

1409 ©] A ¢] "Sun ONE Directory Server 5.2 2 X]"

1419 ©] A ¢] "Sun ONE Directory Server 5.2 7-/3"

1419 0] %] &] "E g A~ E do]EjH] o] 2~ AJAJ"

1435 ©] %] €] "Directory Server A ¥ ¢l H = &5 (32H] E)"

1445 ] 2] ¢] "Directory Serverl HE 55 (64H] E)"

1453 o] #] o] "MW Q15 A H H A"

1467 0] %] o] "FE CA Q154 ®B7] Bl A"

1487 o] A ©] "SSL-& 913 t A e AH A3}

Sun ONE Directory Server 5.2 A %]
geguYon Oere AN £TEd oS AAshs A

¥ Sun ONE Directory Server 5.2 4 ]

1. Sun ONE Directory Server 5.2 2= Ed|o] & o}z =30},
gaEg AW AXE o= v URLY A5YY http: //www. sun. com/

2. Ax g g2 W3}

3. ./idsktune W® & A3Pste] AR A x]7} A= o] Q=3 AP}
4. 9 ge AW £z e E FE3.

5. setup Z2IHEE A3t 2= ESE 223U

BT - setup 2AYEE LE H7IAZ AAGu A4S Aoz AT
et ggud

3 7] 2] A %] 7} £ Sun ONE Directory Server 2 #2] A ¥ 7} 245 0 & Al zHg o},
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7=&-2 & Directory Server A/ Zf
A P 2 WA,

# cd /var/Sun/mps

. start-admin 93-S AP},

# ./start-admin

. slapd-servername T} B E 8] & W A3t}

# cd slapd- A/H o/F

o 7| A7H] o] &L AAE 2 o] F YT

. start—slapd"é’iﬁ‘% AR a8

w
=

# ./start-slapd

Sun ONE Directory Server 5.2 77

thge e Ee A ad 2 g Ee) A E HolE o]~ A4ty e Ee
AP RES SREE A6 ASAE 4 8 AP P ol S5 CAUTAE
B A3l SSLS 18] gHED AN E rrL/H R PICI RS R

T3 t) ¥ E2] 2 Sun ONE Directory Server ¥2] AH = 4 L2 A2 Fof] Hh=A
A3 FolofoF gt
EH2E fo|gdo| A~ ABA

52 Sun Crypto Accelerator 4000 255 F7Fab= Hxfoln, 320 E 4l 640 E A X
of ZF sddHh

CgEEe) AW 24 Adzh,

CFAR YR AN AAHAE V5T /)R 2€ FoIA [Open(2/)]E A
Y},

5%t SunONE Mt 2ZEQof dX ¥ 74 141



3. A #e] Y4 [Console(Z%)]—>[Security(2.2H]—>[Manage Certificates(3] 54
TIE A9}

o @AM = Y Ee AMB AL 2] ESAE HolHuHol A AT

a. ¢ E A F AR 49T o [OKEDIE FRUTHEE 59 32).

b. [Manage Certificates(21 54 @2])] tf 3} A& 25Ut}
Sun ONE Server Console [=E]
=] latticewastsun.com — Sun ONE Directory Server — config |

gonsole Edit ‘l'iew ﬂelp

Sun™ ONE Directory Server

Tasks

~| Set Security Device Password

Start

Private keys are stored on a security device, which is protected by a password.

The security device does not currertly have a password. Cancel

Stop

e P assword: ﬂelp

Rest: I***********

Mewvw Password (again):

Back I***********

@ It is recornrn ended thet the password be &t least eight characters in length
and contain one or more non-alphanurn eric characters.

Restc

Mane

L
-

Log in to Directory Server as a new user

359  Sun ONE Directory Server 2.t 43| &% A4 dj s} =}

4. A #o] eI [Console(Z£)]->[Security(3-2H]—-[Configure Security Modules
(B 2E IS A93dd.

a. [Install(A3])]& FF4Yt}.

b. Enter the PKCS#11 module driver filename(PKCS#11 & =glo|¥] 514 o] F 9 )
g5 oF A2 E g

/opt/SUNWconn/cryptov2/lib/libvpkecsll.so

142  Sun Crypto Accelerator 4000 2= B 1.1 x| & AlS MYA » 20044 18
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5. Enter an identifying name for this module(2& 2'8 o] § §9) &5 o}57} 32o)
olF< ¢

Sun Crypto Accelerator 4000

Sun ONE Server Console =

= Mwestsuncom — Sun ONE Directory Server — config
gonsole Ed'rt \Lﬂew ﬂelp

Sun™ ONE Directory Server bl

Tasks

)| Start Directory Server

=| Install Security Module

Stop Directo| enter the PHCS #11 module driver fiename:
I faptSURNYEonn/eryptadiblibpk cs11 .50

. The flename may ether have the extension so, dl, or jar. It should reside
Restart Dire:
on the server flesystem.

Erter an idertifying narne for this module:

Back up Dir¢ [ sun Grypto sccelerator 1000

Restore Dire|

Manage Cetificates

Log in to Directory Server as a new user

i
il
iv‘
=
ot
ox
N

32l 510 Sun ONE Directory Server 2% &
6. [OKEMIE F5UH.
V¥ Directory Server A ¥ o] B.& 53 (32H E
G BRAeE NE nE RES /e 2,

_7;‘_
1 o5 98-S d4Y3 4P A2 E A FY

¥

# setenv LD LIBRARY PATH A/H/ ¢/~ E/ A~ /1ib:${LD_LIBRARY PATH}

5% SunONE Mb{ AT EQof Mx| 2 A 143



2. secmod.db Hlo]gH|o] 29 B = F F7}3H ),
a. g5 b3 g2 WA

# cd A/H 9/2E~ /alias

b. modutil 22 E] & AHE-8te] o) B2 & FrH3 .

# A/H] 9/~ FE/* /shared/bin/modutil -dbdir . -nocertdb -add "Sun Crypto Acclerator
4000" -libfile /opt/SUNWconn/cryptov2/lib/libvpkcsll.so

V¥ Directory Serverel] = 53 (64H| E)
Se MYAO T (AN E B RES 245 AL,

1. http://www.mozilla.org®l4 NSS(Netscape Security Services)2] 64¥] E ¥ H-&
tgEz=3d

ftp://ftp.mozilla.org/pub/mozilla.org/security/nss/releases/NSS_3_3_2_RTM/SunO
S5.8_64_OPT.OBJ/

nss-3.3.2.tar.gz tar LS A Ao}

2. iy WS Y3t AR A2 E AP

3 — o] FEoll A A1 ¢/

= A= QA EYE o3 nss64d 9/~
E/ 2= NSS =7-2] 64°]| E B A S A3 ]

# setenv LD LIBRARY PATH A/H/ ¢/*E/~* /1ib/64:4${LD LIBRARY PATH}

3. secmod.db Hlo]gH|o] 29 B = F F7}3 ),
a. &3} Zolalias e 2 WA}

# cd A/H 9/2E ~ /alias
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b. gte| B & F7H3U .

# nss64 ¢/=F/ = /bin/modutil -dbdir . -nocertdb -add "Sun Crypto Acclerator 4000"

-libfile /opt/SUNWconn/cryptov2/1lib/64/libvpkcsll.so

Es58 320 E964H|E H R W9 Aol

W o 32H|=

64H|E

LD_LIBRARY_PATH

NSS =7 914

AH] O] AE~/1ib

ATB] O] AE] A
/shared/bin

AlH] O] AE~/1ib/ 64

nss64 9/ E/~(NSS =77}
AR A T 9

59 = 0] & A certutil HHo| ALEE

el tiaf A et

|98 o] b= A X F PKCS#11 ko] B.2]

E59 certutil W4 4™
ws T
EZ ol Z PKCS#11 E9] o]0 27X HE %27|3} A] A3 7| ~E o o] &Yt}

=2 79 AFAM a9 Ayt

o154 FY ASCIIZ 1= ® S5 9] XAt}
OJAE]A o] F U Eg] My Jdads o]y

= AFEALZE A8 A Q15 A o] By

v A 1SA A
1 o oEEe) 2 833,

# cd A/H 9/ A~EH~ jalias

5%t SunONE Mt 2ZEQjof A% ¥ 4
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2. 454 84

# certutil -R -d . -h E&o/F -g " A/ HIEO]Enw —q -0 & FY [-g 7/ F7/]1 -P slapd-
QB o] F-

3. 9 7199 AFA 23S AT

o
Base6d ATFH AFAE ¢/54] 7ol ol F o) HAE Falo] Y,
v AH QISA AA]
1 AR AFAE A,

# certutil -A -d . -h E&9/F -t "Pu,Pu,Pu" -P slapd- ¢/=F/ % 0/F - -a -i 9/54/
7} -n 3

FE CASSA B7] H dXH

Sun ONE Dlrectory Serverol = @A AlE & WL o= oY F41E e FE RIS 7|
o] ASA7E =01 FUHh ol T4l = FE CAolA B AH ISAM S 2t

i glow o] dakE Hufut

v g Eg Ao Q2sl= FE CA J%— S
1 99Ee] A8 2% FeA neel g A8 d2828 QU

2. Z< 30 919 dl 5 A [Console(Z<&)]->[Security(2{})]—->[Manage Certificates
(AFA BIE A FY
3. [Manage Certificates(31 54 #e])] & N *?’] ol 4 [CA Certs(CA I F4)1E A3

Sun ONE Directory Server 1 2~¥ 20| A Q12 &}= CA 154 HFo] YeEbF Y 3
< A Estal [Detail(AHA3])] @5 72 ”1 7<] 4% CA ZH of gk AMF HARE &
> T A S Yt
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= Manage Certificates: slapd-emplovees

Security Device:

internal {software) - | Change Password...

oA Gerts

C A cerificete are used for client and server authentication.

31—

Console  Edit Wi

Certificate Name | Expiration D ate:

Buittin Ohject Token:Ertrust.net Global Secure Personal CA&  Fri Feh 07 08:46:40 2020
Buittin Ohject Token:Ertrust.net Global Secure Server CA Tue Feb 04 09;50:00 2020
Buittin Ohject TokenE-Certify R& Mon Sep 27 09:35857 2004
Buittin Ohject TokenE-Certify & Tue Sep 25 09:45:29 2004
Buittin Ohject Token: Thawde Time Stamping CA Thu Dec 31 15:55:59 2020
Buittin Ohject Token:Verisign Time Stamping Authority G2 Sat Sep 25 16:59:59 2010
Buittin Ohject Token: 24dTrust Qualified Certificates Root Sat May 30 03:44:50 2020
Buittin Ohject Token: 2d4dTrust Public Services Root Sat May 30 03:41:50 2020
Buittin O hject Token: A3dTrust External Root Sat May 30 03:45:35 2020
Buittin Ohject Token:AddTrust Mon-Yalidsted Services Root Sat May 30 03:3535:31 2020
Buittin Ohject Token:USPS Production 1 Fri Aag 14 10:00:40 2020
Buittin Chject Token:USPS Root Fri &ug 14 12:00:00 2020
Buittin Ohject Token: TraderEngine C A Sat Jan 16 16:00:00 2035
Buittin Ohject Token:MailEngine < & Sat Jan 16 16:00:00 2035
Buittin Ohject Token:FortEngine C& Sat Jan 16 16:00:00 2035
Buittin Ohject Token:BankEngine A Sat Jan 16 16:00:00 2035
Buittin Chiject Token:CertEngine G4 Sat Jan 16 16:00:00 2035
Buittin Ohject Token:Xcert EZ Sat Jul 11 09:14:15 2009
Buittin Ohject Token:¥cert Root CA 1024 Fri Aug 1512:00:56 2025
Buittin Ohject Token:Xcert Roat G4 FriAug 15120317 2025
Buittin Ohject TokenbeTRUSTed Root CA Sun Jun 20 068:21:04 2010
Buittin Ohject Token:Visa International Glabal Root 5 Sun &ug 16 16:59:00 2020
Buittin Ohject Token:Visa International Glabal Root 4 Sun &Aug 16 16:59:00 2020
Buittin Ohject Token:Visa International Global Foot 3 Sat Aug 15 16:59:00 2020
Buittin S bject Token:Visa Internstional Global Root 2 Sat &g 15 16:59:00 2020

Detail Install... Edit Trust | Delete |

Close I Help

32511 Sun ONE Directory Server 9154 #&] tj s} A4}

Vv FE CA ¢1Z4] AX
Hh ke S A PKIol A J%H%— Al A 9-ouk e Fh thA] 2,
3

= %_8_ —J—:Loqxﬂoﬂ/\ﬂ H]—:ﬂ.zﬂ_

E
ICA(Intermediate CA)7} )+ —Or% A AdY
1. alias Y B Z HAF Y.

l‘d
olN
=
wn
5 %
52

# cd A/H 9/2E ~ /alias

5% SunONE MB{ &2ZEQof x| & 74 147



2. F

uf
@
>
I-O
oN
X
mm
[
dk
L
e

B3 - CARITAE s o A8k A9 TE -n #hS AFEFUTE 22 -n S
AL 5 012 Aﬂitﬂﬁﬂ]%qﬂr CA-CertZ CA S15A HHAE o
CommonName -4 &A= O] A 3 th(SubjectNameol| 4] CN=5 3t-).

# certutil -A -d . -P slapd- 9/2F/ = 0/F- -n "CA-Cert" -t "CT,CT,CT" -a -i c1 9/5
Al H =

148

SSLE 9t gHa e Ay &4 3}

. H¥ g AY E&2 A3

# ./cd AP FE
# ./startconsole

AR 2 R 9% A RES HA g An A2BAE T 0 B Y Eg
Eat

. 718 2<% A A [Directory(t) A E2])] §& F5Uh
. [Directory(t] 2 E2])] 2] 9% | d X cn=config ¥E5& 42 tF v/} H4E

FAFIG (B 512 FHF).
a. nsslapd-securitys [on(2A)]o 2 AA3}

b. nsslapd-secureport® 23 TE F AA 3} (7] 27 636).

Sun Crypto Accelerator 4000 2= ™M 1.1 A% 2! A2 A « 2004 1€



c. [OKERD)IE +84th

[=]

[»]
1
=
[}

nsslapd-revite-ricl 274 I off

) Showe attribute Names
nsslapd-rootdn Icn:D irectary Manager

) Show Attribute D escrigtion

nEslapd-rootpn I MRSk 90 K YR AL wiie K0 =<

Show anly Aftributes with values
nsslapd-rootpwstoragescheme ISSHA ¥

[¥] ShowDN
nsslapd-schema-repl-useronly I off
Refresh |
neslapd-schemacheck Ion DETes

neslapd-schemareplace I replication-only ~Edit
nsslapd-securelistenhost I Add value |
nsslapd-secureport IBSB Delete Value |
nsslapd-security Ion Add Attribute |

nsslapd-sizelimit iQDDD Dgleie Atribute

nsslapd-support-ldapy2 Ion

Maming Aftribute: cn Change... |

neslapd-svritab I

nsslapd-threadnurm ber ISD

nisslapd-timelimit |3snn

neslapd-versionstring I Sun-OME-Directoryta.2

numsubordinates |11

top
Ohject class | extensibleCbject

nsslapdConfig

subschemasubertry | cn=schema

dn: chn=config

EK| Cancel Help

a7 512 Sun ONE Directory Server cn=config H3 7| t3} 4=}

5 7|8 2% o) 9Z A Jd A cn=encryption, cn=config $E& 943 t}& v/l
WS AU 513 FHR).

a. nsss132 [on(2A)]e 2 AAIYr],

5% SunONE Mb{ AT EQof Mx| 2 A 149



b. [Add Attribute(Z5A4 71 DF& A48l alias/slapd- /2 EH A ofF
-cert8.db? O E nsCertFiled F715H ).

c. [Add Attribute(FA F71)] @& A28l #tol alias/slapd- /2 E 2-key3.db
9] Zto & nsKeyFiled F7H ).

-

crestetimestamp I 20031112232635Z

creatorsname I ch=gerver cn=pluging cn=config () Show Atribute MNames

Bl Fimie Iencryption @) Show Attribute D escription

hassubordinates  |FALSE v| Showonly Atributes with Yalues
v

modifiersname Icn=ser\rer,cn=plugins,cn=conﬁg ] ShowDH
modifytimestamp IQDDS'I 1122326357 R_efresh |
nscertfle Ialias.fslapd-employees-cert&db Edit
nskeyfle Ialias.fslapd-employees-k ey3db - |
nessl2 I off
Delete Value |
13
nsssld |on Add Attribiute |
negslclientauth |

Delete Atribute

nssslserveralth I cert

Maming Aftribute: cn Change... |

nssslsessiontim eout ID

nELnigueid I aredd4783-136711d8-80000000-00

numsubordinates ID

4 .4

dn: ch=encryption cn=config

EK| Eancel | ﬂelp

32 513 Sun ONE Directory Server cn=encryption, cn=config W&} “2}

d. [OKED)IE 54 .
6. cn=encryption, cn=configd Al dlo]EH]o] xd] A =& AAj )

a. 7|2 42 ¢33} ofo] ZA vhg-2 2 EF FFE E7 [NewH E THE7])]>

[Other(Z]EPI1S A3},

b. nsEncryptionModules A3}
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c. [New(M 2 2HE7])]191 A [Full Name(A A o] E)] $4 7S [RSA(RF B AA ~)]
2 A=Y 514 FR).

Full name IRSA | Ve
nesslactivation Ion ) Showe attribute Names

) Show Attribute D escrigtion

nssslpersonalityss! IServer-Cert

nesshtoken ISCMDDD-Keysmre [w] Showonly stributes wih values

top [v] ShowDN

Ohject class
nEencryptionmm odule
~Edit
2Add Valug |
Delete Value |
Add Aftribute |
Delete Aftribute |
Maming Aftribute: cn Change... |
dn: cn=R 54 cn=encryption chn=config =
EK| 9 ancel | ﬂelp |

1% 5-14  Sun ONE Directory Server nsEncryption 25 tfs} 4=}

3}
d. [Add Attribute($A F7P] @55 AHE3) o5 $4 2D S 3713 .

nsssltoken EFZolF
nssslpersonalityssl =
nssslactivation on

e. [OKEIE 5
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: A4 =] |l
Sun ONE Messaging Server 5.2 A %] 2
A
774
o] g5 A]+= Sun ONE Messaging Server 5.27} =& A}8-3l=5 a17] 9al AZE
AolE A B FA s el el Ayt Ak wEA] AU 2 s oF &
Yt} Sun ONE Messaging Server A 2| 2 A8 Wi ol tf gk 2pA gk €2 Sun ONE
Messaging Server A A& FZ4I A L. o] FEoA = TS APyt
1529 ©] #] €] "Sun ONE Messaging Server 5.2 A %|"
1539 ©] #] €] "Sun ONE Messaging Server 5.2 77"
1533 o] % o] "E A E H o] Ho] 2~ A"
1545 o] %] €] "Messaging Servero] H.= & ="
1543 0] #] 8] "M 1] Q15A] YA
1593 o] A 8] "M 1] Q15A] A A"
1627 o] 4 o] "SSLE 915k WA A B g/d 3}

Sun ONE Messaging Server 5.2 A1 %]

&2 W 3 S = Sun ONE Messaging Server 5.25 A %] 3}+= A Yt

¥ Sun ONE Messaging Server 5.2 A #|

1. Sun ONE Messaging Server 52 2 Z E o] & v}z =3t}

H A A RZE o] = th URLAIA th S = ol
http://www.sun.com/

2. Ax) tEge] 2 WAy WA AW 2zEeH ] E FEH
3. setup 2AHEE AHE-3te] WA A Lz EH S AXFUTh
a. ZEF=EJ} el A3 A28 JH P
b. TEZE7I Yehbd AXE 74 225
c. ./setup BHE APste] A 248 AXFr)
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Sun ONE Messaging Server 5.2 7-/3

& A A QlaE o] 3k EFAE HolHuo]As A sk WA Y Au =
HEES T5oH A8 JASAE A 2 AAE E of e}, SSLE S8 wA A A&
T8k Ay,

T3 t ¥ E2] 2 Sun ONE Messaging Server ¥+2] A B = G4 L2 A2~ Fof] HEEA]
A3 FolofoF gt
EHAE do|EHo] A~ A

AAA AW 2EL Az

. Sun ONE Messaging server 1 2802 & gt}

29 5.159] W37} e .

.
Conscle =]

]
|

Messaging Server — Console =]

] ';" iPlanet” Messaging Server Messaging Server

Consale

Tasks | configuration

Edit

Miew Help

Start/Stop services

View IMAP service logs

View POP service logs

View HTTP service logs

View administration logs

View default logs

Certificate Setup Wizard

32515  Sun ONE Messaging Server 7| & &% %
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3. [Console(Z%)]—[Certificate Setup Wizard(Q15-4 23] v A& A9 3}
A5A AR vatEAZE YEFEY T
a. [Next(t}-2)1E F+854o}.
b. [Internal(software) (|3 (== E $Jo]))] EZ-S A3

£

c. [Do not install a certificate(2) A & A x]3}2] &-&)]E A A3} [Next(th-2)1S

Ut

e. 3 dlo]giujo] ~2] 45 & A A3 [Next(th)]1E FHY
f. [Done(&8)1S F+54Yth

V¥ Messaging Serverol| B = 53
1 o5 d¥eelz 233U

# cd A/H EE /shared/bin

2. LD_LIBRARY PATH W47} A2 AR5 o] ¢J&=x] el

# setenv LD_LIBRARY PATH +/# “FE /lib:${LD_LIBRARY PATH}

3. secmod.db Hlo|EH|o] 2] B E R E-E F7}3t}

# ./modutil -dbdir ../../admin-serv/config \
-nocertdb \

-add "Sun Crypto Accelerator 4000" \

-libfile "/opt/SUNWconn/cryptov2/lib/libvpkcsll.so"

v AE QIS A

1. 154 A=) P AHE 9 o] ([Console(Z%)] -> [Certificate Setup Wizard(%] 54 X
vp Ah] A H) H AR AW ZE9A4 AFAE 37

a. [Next(th)1E +54tl.

b. 28 5-163} 2] 7]1& #73& Sun Crypto Accelerator 4000 EZ3} ¥ 3] 3l= EZ
A3

tio
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o, " iPlanet' Mes{E

Start/Stop internal (software) B4

internal (software)
View IMAF SUMW acceleratia only

re

View POP

View HTTI

View admi

View defal

Certificate

I

a3 516  Sun ONE Messaging Server 154 A %] vpALe] B A4 o s} 4=}

c. [Is the certificate already requested and ready to install?(2£3 % AFAE A2
49171 = 25U 7H)10) [No(oF 2)12 S H3H2 [Next(Fh)1E FFY ot

d. [Next(th)1E F54U

5% SunONE Mt &ZEQjof d%X| ¥ M 155



012 4

e. [New Certificate(Al] Q5A)E A3t QA5A
A4 (A2 $° =& HTTPS)S 493 o [N ext(t}% I ¥54th

=| Console

—-| Messaging Server — Consale
Console Edit Miew Help

Certificate Setup Wizard

T Generating a Certificate Request - Step 1

1. |5 this a request for & new server certificate or to renew an
StarhfStop eFisting server cerificate?
i+ Mew Cerificate

" Certificate Renewal

View IMAF

+ How do you wish to submit this certificate request to the
cerification authority (Ca)7

View POP

= To Ca's email address: | ca-email- addr@domain.com

 To Ca’s URL: |

Click here to see a list of certification T |
authorities:

View HTTI

View admi

View defal

Click "Mext"to continue

Cerﬁﬁcate_ <Back | Mexts I Cancel

32 517  Sun ONE Messaging Server 154 A %] upHALe] Q154 &7 s} A}

f. 25108 832 AR = AP HRE Y3 [Next(th)]1E F5U

Requestor Name QA A An
(R o] B):

Telephone Numbe QA Ak AR

(A3 M=)
Common Name H 2} B0z QleElF Sl Aol E muel
(&8 °ol%):
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iz
o

5-10 QA JR B=(F=)

1]

=] Mo

Email Address QA Ak AR
(A& 9-H F4):
Organization 3| A} o] &

(&% 713

Organizational Unit (X €A} 3H) 3] A} KA
(&5 713 &9l

Locality(*] 9):

State():

o

Country(= 7H): F e FEA R o] Fo]Z 1SO =7 Z (4 vl =r2] A4 $- US)

g el EF2E wo]gulo) 2 A A AL 43 E dYsiels 240 2

33 il Tl 28 0] 82 F3(AEAF o] F ¢ E)E YA [Next(HH)E FF

APE R ofF: gFooll th’h A4 Wl 82 & 51

o
e

}_3}‘/\1 }\] [e)

(= S
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h. eAl el A HTTP %4& A93ichd 832 o]v] CAZ A% U5t edA oA
Az $-H vk -& A€o [Copy to Clipboard(FH _‘i‘.EE BAHE =2
[Next(th)1E FHYH 9 5-18).

= Console

~| Messaging Server — Consale
Console Edit Miew Help

=] Certificate Setup wizard

T Generating a Certificate Request — step 4

If you're using Uni<, your request has been emailed automatically
S-taﬁ-fStop to the CaA for you. After you receive the cedificate from the CA,
run this wizard again. To exit the wizard now, click Cancel.
If you're using Windows NT, you need to manually email this
; reguest to the CA. There are twa methods for daing this. Click
View IMAF Help for detailed information.

View POP

View HTTI

View admi

| Copyto Clipboard

View defal

Click "Mext"ta continue

Certiﬁcate_ <Back | Mexts Cancel

32l 518 Sun ONE Messaging Server 154 A 2] wpHALS] Q154 Aet o3} &=t

[Next(cth)1& 854t

A - 2AFA e o] B Fol e ATA AR vpEAE AlS ko] dtd AS5A
% Sun Crypto Accelerator 4000 7| ’\Eoi Oﬂ A g sy JISAE BT F o]
£ AA 7] Aol M AA viALE TR A g-oll= A AR vhiALE SEE

RERE A A4E 5 Dz
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v AW QlFA AH

1. AW AFA B A2} =5 AF5A A2 PP ALE $£85F 75 [Console(ZE)] ->
[Certificate Setup leard(°] A AR wEAh1E ‘IE—‘I‘?‘]-‘I] Ll B 5= = ) B [ o e
A WA 3 oA [Next(thH2)1E F54Yth

2. 454 E A AE Sun Crypto Accelerator 4000 EZ7} ¢ ] 3l= 25 A 93}
o] EZL 84S AT EZ I HhEA] Zolof fhy T

3. AW Q1FA Q] Ax] FH] JEE £ AF [Yes(o))]2 W3t [Next(th2)]1E F+5
U,

4. [Next(c})1& 54yt

5. [This Server(F A B¢l hgt AFAE A3l v ALl A A F34A] &2 5 7]
2B B (A& ofF F2)E HH T b5 INext(HH)IE FHFYUTHH 519 F2).

~i Console =

=| lMessaging Server — Console | =]
Console Edit Miew Help

=| Certificate Setup Wizard

Tasks | configuration [ Install the Sepuer Certificate - Step 1

1. Install Certificate for?

S‘l‘al‘[‘fS‘l‘op @+ This Seruer

i Seruwer Certificate <hain

= Trusted Certificate authority

View IMAF

Enterthe password forthe selected token:
Selected Token: SCA4000-Keystore

Vlew POP Fassioprd: |+*++++rrrdrtts

Certificate name: Server-Cert

View HTTI

View admi

View defal

Click "West"ta continue

Certiﬁcate_ <Back | Mext= I Cancel

32519 Sun ONE Messaging Server $154] A x| upAle] &5 o 3} *4=h
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1 - 718 A o

R

il

2 gerver-Cert @y tt.

6. Base 64% Q1 I ¥ AFAE FH W 2 B A3} [The certificate is located in the
following text field(¥) 54 & th& B2 E H = lFUthigta A€ 92 E A
o] 84 Y& o} [Next(th)1E FHYU ¥ 520 FZ).

Caonsale

~| Messaging Server — Console
console Edit Miew Help

=| Certificate Setup wizard

" Install the server Certificate — Step 2

¢ The certificate is located in this file:

fs" The certificate is located in the following textfield.

Start/Stop

View IMAF

{Paste the server certificate, including BEGIM and END headers,
into this text field.)

View POP -
FICETCC Ay A BAQICC SkwD Y JKaZhyc A CIEEB G AW
rGN T Y DY QQLEWNDUECKF TATEgNYEBAMTDFRICI@GUM
View HTTI MTISNTM AP WO Ay MTRTISNTHaMHE=Cz A JByNVEAY T
QU< JREISTRIBMRIMWEAY DV AQHEWITY WAgRGIZZ2GDD AKBL
A1TUECHMDGET BHMR DGy DY AGDEXRs Y XRO0aWNILndlc 3G

View admi| | |"KGIWOBAGEF AAOBjgAwyY0CYYEALgvIByc] I0BAKPOID Y
4] | r

| Faste from Clipboard I

View defal

Click "Mext"ta continue

Certiﬁcate_ <Back | Mexts Cancel

a2l 520 Sun ONE Messaging Server 1541 A %] wpHALe] Q154 4= o3} A=}

a. [Add(F7DIE 8 dFAE 7134
b. [Done(¢8)]< FS4rt}.

7. FE CA 54 & F7HTEIAA Ar oA A8l FE AF 7134 LF= =]
B 9.
o] TAl= ASA A mpALE ARE-ste] R T
a. WIAA AW Z<£4) A [Console(Z%)]-[Certificate Setup Wizard (%154 A 3]
b Ah1E A9 3o
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b. [Next(th5)1E F54Yth

c. [Internal(software)( (£ ZE o)) & EE 2 E A3} [Is the certificate
already requested and ready to install(8F 3 A FAE AX T En|7] =5
Y7zi2)1el A8l [Yes(o)]1E +& th5 [Next(th)1E FH5Y

d. [Next(t5)1E€ FF4 o

e. [Trusted Certificate Authority(X1 3] 3= 1% 7| H1E A H 33 [Next(th3) &
FEU

f. Base 64% Q1 7Y F AFAE Y B =7 B8} [The certificate is located in the
following text field(31 54 = ‘:}% gdxE Jr o JJFUHE A g2 A
o] Eo] YL & [Next(th2)1E F54Y.

g [Add(G7DIE 8 AFAE F7HYH( 24 521).

Console

;
= Messaging Server — Console
Consale Edit Miew Help

Certificate Setup Wizard

Tasks | canfiguration Install the Server Certificate — Step 2

Certificate name:

Starhls-top This Certificate belongs to: This Certificate was issued by:
wwest sun.com Test Root CA

CPG CPG

View IMAF| | 2" S

San Diego, CALIFORMIA, Us

View POP

Serial Mumber:
03:29

View HTTI Certificate Fingerprint:
D3:94:53:BCEF:CD:29:4C:E2: 7A:FASE:0D:65:A9:64

. . This certificate is valid from Tue Mow 18, 2003 to Sat Feb 18,
View admi | | zooe

View defal

Click "add” to add this cerificate.

Certificate_ <Eack | e I Cancel

a3 521 Sun ONE Messaging Server ¢154 A x| wliALe] ks o5} 4=t

h. [Done(& &)1 F54t}.
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V¥ SSLE 93t WAl A A &3}
1 su™HL ALste WX A S APatr) )6 AT ALz A3 ).

o) A3} o] g ol FleluiA] R S
A B 2 E/msg- 9/ E A o]F/config/msg.conf FUo| A local.serveruid
498 Ao AFEA o B2 Ben

N
[

# cd A/H FE /msg- ¢/~ =

# su ARSI O)F

2. configutil BEFE A}-&3}e] W A]A A8 o] o) SSL vl /] H4-E AA 3.
T 5112 configutil =l A AFE 5= A5 A& A gyt

E511 configutil A F 9

W Heo|
7] 2] o] 1 Aol ALg8 7] 2 0] o] ESiuth,
0154 o] & AFEE AT Al tigk HAJU T 7] 23S Server-Cert QYT
FEWZ SSLoll A POP3E A aed T E a2, dukbd o2 99591t}
# ./configutil -o nsserversecurity -v on
# ./configutil -o encryption.rsa.nssslactivation -v on
# ./configutil -o encryption.rsa.nsssltoken -v 7/=E0/ o]F
# ./configutil -o encryption.rsa.nssslpersonalityssl -v ¢/54/ o/F
# ./configutil -1 -o service.pop.enablesslport -v yes
# ./configutil -1 -o service.pop.sslport -v ¥E #H3&

3. WA A AW %64 Sun ONE Messaging Server {1 280 = Fg] o] A}&-31= 2&
#9] [Configuration(74)] ¥+ FH Yt} [Messaging Server(W| A3 A1])]]
[System(A] 2] ¥ -> [Services(A B] )] -> IMAPE AH| 2 FFY )

4. $] A [Use separate port for IMAP over SSL(SSL 4¢] IMAP®l| 7§ X E A1-4)]
ol sl T W3 E DA} o] TEQ 7] &L 9939 th

162  Sun Crypto Accelerator 4000 2= {7 1.1 MX| Y AL MEA « 2004 128



5. WA A AW @ 2El x4 3] sslpassword.conf FU-E FAZ )

# cd A/H FE /msg- ¢/2E~ o/F /config
# vi sslpassword.conf

Internal (Software) token:netscape! B EFZ o/FAIER} o]F o=
WA GUTE o}7]4] EZ o] F& 7]22Eo] o] 5 Yt o] EE o5& 194 71 &
WAE 7] $l8] ABg Bae] ol T 487 o) ghats o] el 0je 1S
W] 98] AR HUTE A8 o) ghgel g A S B 5518 BRI

6. sslpassword.conf 32 249 9 AL HA ]

—}f—oﬂ _(:51' ?_]% H]'7] —‘Hf}‘H /\]—%—6‘].% OEI—_—{P—; zé E.7]’

sslpassword.conf 3o = 7] =
AR ALY sl of Bk el AR AR ¢S

Q
.
Sof glor of Bl Y-S sl

% glofok o,

# cd AH FE /msg- ¢/2E~ o/F /config
# chown msg A}-§%} sslpassword.conf
# chmod 0400 sslpassword.conf

7. BB ANA A E A A3y

$ cd A/H FE
# msg- ¢/~ o]F /start-msg

Sun ONE Portal Server 6.2 /2 %] & A

o] o] 5] = Sun ONE Portal Server 627} HEE A 2315 = 35}7] Yol AZE oS
AR 2 Gk Wil die] AWy Al e AR S8 ofF Fyu
Sun ONE Portal Server A2 %] & A}-& ®FH o tf 8k 2}A] 3k W] 82 Sun ONE Portal Server
AAE FZIAAAIL. o] e bs AAE Ayt

1649 ] ] 2] "Sun ONE Portal Server 6.2 A X]"

1653 ©] X] 2] "Sun ONE Portal Server 6.2 74"

1659] 2] ] 2] "Portal Serverd] H.= 5="

1115 o] %] &] "MW AF5A] AJAZ"

1143 o] A &] "X 8] 1FA A"

1678 0] 7] &) "€ Ao A] QA S FE CA AZA HA"

1679 0] A 2] "FE CA AZA] A"

1687 o] A ©] "SSL& 913k £H A g s}
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o] &E-o 4 = Sun ONE Portal Server 6.27} HE5 AL8-3t == 5}7] 98] AZE o=
A W A= W gis)] APyt A BEA] A EHE eyl oF
Sun ONE Portal Server 4 %] 2 /\}*OL vk ol o) 3k 2} A gF )-8 Sun ONE Portal Server
AWM E x4 A L.

Sun ONE Portal Server 6.2 += Sun ONE Web Server 6.0°] ¥3}5 o] 31T Sun
ONE Web Server 22X E 9ol &= XY AHE AX] 2 FA443817] Ao A x] o]——Y A ok
g o174 ] 21 2] "Sun ONE Web Server 6.0 A 2] 2 A" %),

&3 — Sun ONE Web ServerS Y A e} gH7 AL&-517] 98] +4 2 A8 4 ¢
Oﬂt AX] HEE /opt/SUNWam/serverss AFE3HU T

Sun ONE Portal Server 6.2 2 =]

o] 3o A= & 3 © 2 Sun ONE Portal Server 6.1 A 2|5} W of of
[Bh=3

%
()
ol
)

¥ Sun ONE Portal Server 6.2 2 X

1. Sun ONE Portal Server 6.1 2= E$JJo] & t} L2 =3},
XY M A2ZE9 o= th2 URLOA th18kS 4= S5y}

http://www.sun.com/
2. Az g g2 WAsty x AW 2z e E FE
3. setup 2THEE AH43te] I AW £z EY O E AXJ
a. TEFZEJ} YR A3 A2 E 493
b. = EJ} Ve A 74 248 4
c. ./setup W& AWt TA 245 AXFch

#1 - Eg2E dolguo] e A4 =T Ao A
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n ONE Portal Server 6.2 173

£ ¥ ¥ 1] SRA(secure remote access) Al E o] E FAISa XY Mu|E BE
TESH AH ASAE A E X oty e}, SSLE 98l 2EH AW E T8
e}

Al 237 ol SRASE Alo] E 9 o] A QISA (AHA] AW = A A CAl A W
A 5 =4 <l T} Sun ONE Portal Server #He] ABlE= 74 T2 A2 &
Al A8 & ]OJO]E .

Fh7r A
of W=

¥ Portal Server®l] HE 5=
1. vcaadm E‘E]E] E A143ste] B9 A A1&A AlA-S A A 3} oh(553 0] x] 2]

"vcaadm -9 E] AHS" FF).

vcaadm{vcalO@localhost, sec-officer}> create user
New user name: AFEXEO/E

Enter new user password:

Confirm password:

User crypta created successfully.

¥

2. Sun Crypto Accelerator 4000 & 55 2 =3

LD_LIBRARY_PATH W& HFEA] 2S5 XAl glojof ).

/usr/lib/mps/secv2/

a. RE& 2=3.

# /usr/bin/mps/modutil -dbdir /etc/opt/SUNWps/cert/default -add "Sun Crypto
Accelerator 4000" -libfile /opt/SUNWconn/cryptov2/lib/libvpkcsll.so

o] Eo] 2=l A3t

# /usr/bin/mps/modutil -list -dbdir /etc/opt/SUNWps/cert/default -nocertdb

5%t SunONE Mt 2ZEQof dX| ¥ 74 165



M QA A B A

A} 48 A] LD_LIBRARY_PATH $H74 W= WIEA] Th3-& A A8kl olofof gyt

/usr/lib/mps/secvl/

#5128 0] EN A certutil HH o AFR% W tis] A g

E 512 certutil W4 4™

TS M
E& o) PKCS#IL £229] o] 02 HE 2718 4] Aes 7] = 5o o F¢uth.
HBAE ofF  TAY AFA 6] EAHE o

= B
CN:%J/—‘/ E7Q] o]F, ou=5= 7] F H9, 0=52 7] F

o1& 2 7l¢el mhet thE £ A&yt

=g 3 A 84 AA Y

ele A e ASCIIE 153 # Q15 <] ATt
et B Portal server 1 2=§12:9] o] &t}

= AREALZE e R A E Q1S o] M YT

v A A5 A
1. & JaEe 2 WA

# cd /etc/opt/SUNWps/cert/default

2. ASAE 233U

# /usr/bin/mps/bin/certutil -R -d . -h EZ9/F -g " A/ HIE o]En _g -0 & 3
[-g 7/ 2771

3. 29 799 AFA 24 L A9

[
Base6d = Q1T H QFAHE 0/F4 Yol ehiz o] o] YiE

)
e
2
i
L)Y
L
kY
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# /usr/bin/mps/certutil -A -d . -h E:Z9/F -t "Pu,Pu,Pu" -a -i /54 H#Y -n HZF

FE CACSSA 7] H A

Sun ONE Portal Serverol| &= & A A1 F & Wi = o8] 3418 = FE 235 7|39
ol M7 S0 JdGFUT o3 FAIE Y= FE CAoA dF3 A AFA = 2t

o o] Az AvgY.

v 8 AWl A Q4 FE CA QA 1)
e t}& WHE 493y

# /usr/bin/mps/certutil -L -d /etc/opt/SUNWps/cert/default

v FECA OJ%—H A A

O AAbe 53] AR S PKIA RISAE A ek 4 elnt =3y ohA] 23,
VeriSign, Thawte %= GTEE AH&- 0}5 ol o] dakE FskA] syt o] At
L 28 R Aol A B A2 A Sun ONE 72 B4 CA B2 754 9&
ICA(Intermediate CA)7} A= 495 913 AJ U

1. AFA dlelguo]~ b g2] 2 WAt}

# cd /etc/opt/SUNWps/cert/default

2. FE CAUZFAE AU

&1 - CA JATA 5 sl o] AAsh= 4 v -n %S AT 22 -n @S
A& RISA & /‘1i 201&71] HAYth ca-certE CA 54 MHAE o] &<
CommonName 7/ 822 thA] ¢ th(SubjectNameo] A CN==5 35).

# /usr/bin/mps/certutil -A -d . -n "CA-Cert" -t "CT,CT,CT" -a -i ca /54 F=

5%t SunONE Mt 2ZEQof dX| ¥ 74 167



v SSLS 93 9 Au A3

1. /etc/opt/SUNWps/cert/default/.nickname €& A3}

# vi /etc/opt/SUNWps/cert/default/.nickname

| =EO] ofF : A{H] QIS

2. 7}t 3 E A9 3

&1 - Sun Crypto Accelerator 4000 3} = 9] & o] A] DES 9 3DES S8 ES 7H4EE)
2™ /etc/opt/SUNWconn/cryptov2/sslreg ¥ Xﬂ I3l oF gyt 103-11] o] #]
o] "tk &3 3} A3 E v A S ZAZEA] A O.

B+ RSA 7S 7H45:388HA 5 D s L 3DES ool sl A vk 71458k E A A3y
o] 5

Gateway >> Security >> Enable SSL Cipher Selection: >> SSL3
Ciphers: >>

SSL3_RSA_WITH_3DES_EDE_CBC_SHA or
SSL3_RSA_WITH_DES_CBC_SHA

3. /etc/opt/SUNWps/platform.conf. #o]EgJo] ZZ 39 o]Z& $A sl REE

2433

gateway.enable.accelerator=true

4. 103 Fe A Alo] Ede] & thA A3

# InstallDir/SUNWps/bin/gateway -n gateway-profile-name start

o}

Aol Esolol A 7] ~Eo0] ot & qlelalehis BIAA & BAIGIT) sra 7] EOfALE
A oj gl ks we N JFh
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Apache Web Server A~ E ¢Jjo] A 4] &

i

o] %2 Apache Web Servero] B =& AHEst 5 517] fla] AT EgolE HX 2 44

WRlel disf st v &5 o= A H o sy

m 1709 ©] #] 2] "Apache Web Server 1.3x 7-/3"

m 1765 9] %] 2] "Apache Web Server 2.x T-5F 2 74"

m 1807 o] A o] "A|H-1 A] Q1 Al Z}E] %= Apache Web Server 74"

m 1813 ©]#] 9] "Sun Crypto Accelerator 4000 222 E o] A %] £~ Apache?} 37 AF-&
3}7] 913l Sun Crypto Accelerator 1000 7-/3"
2 HES AME-8L7] 9138l Apache Web Servers -/ 8F t] B 8.3+ A E 9]0

LT AP Y

m Apache Web Server 1.3.26 ©]%} — 1.3.26 ¥ 1 Sun Crypto Accelerator 4000 22~ E
flofell =of A+

m Solaris 88 109234-09 ¥ X| (http: //sunsolve.sun.com)

m Solaris 98 113146-02 | X|9(http: //sunsolve.sun.com)

m Sun Crypto Accelerator 4000 A2 E 9 o] o]l £ 0= suNwkcl2a 7] 4]

SUNwkcl2a B 7] %] 7} F=7}=] W A] 2~ ¥l Apache Web Server % mod_ssl 1.3.26 2. =
T8 Y

&1 — Apache Web Serveri= 574 1003 o] %] &] "7Id 2 §-of o] A ¥ 7] ~Eo L}
AL&2F A 752 8-SR EEY T

Fo| - Apache Web Server= Sun Crypto Accelerator 1000 HX29} Sun Crypto
Accelerator 4000 1L =2 5|0 AL8SL =% FAEA v}AIA Q. o] A T
Apache”} SHFE7] 255 %] ¢k},

169



&1 — Apache Web Server 2~ E o] Ul 453} 7|52 7| Aoz 2
e vjggste 4 gls YT

2435 of

170

Apache Web Server 1.3x 7"/

o] &0 M= apsslcfg A HEES A3 94 A B ol A E

A e BRI AW A 44 AR B A A

v Apache Web Server 77
1 heepd 74 shle] glowm shtE AT

Solaris A] 2~8l¢l 749 httpd.conf-example YU UHFE 0 2 /etc/apache T
== N 9\17514‘3}. o] Y-S HEB O & ALEEte] thy W o2 BAME 4= iU T

# cp /etc/apache/httpd.conf-example /etc/apache/httpd.conf

2. ServerName® http.conf Y] An o]Fo 7 w3t}
3. apsslcfg® A2}

# /opt/SUNWconn/cryptov2/bin/apsslcfg

4. 1& A9 3te] SSLE A8 Apache Web Serverg 4 ).

Sun Crypto Accelerator 4000 2= ™M 1.1 A% 2! A2 A « 2004 1€




BT - o/t o TEEEdA 1 SAL Hus 490 e s duahn.
i 7 o] %] 9 "apsslcf AHYE A} &S

Sun Crypto Accelerator Apache Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for Apache.

Please select what you wish to do:

1. Configure Apache for SSL
2. Work with Apache keys

Your selection (0 to quit): 1

5. Apache Hlel Y]] B2 & Y.

Solaris A| =¥l A9, o] AR = dut8 0 2 /usr/apacheyd Yt}

Please enter the directory where the Apache
binaries and libraries exist [/usr/apachel: /ust/apache

6. Apache 74 3}9de] A&
o]

Solaris A Z~E191 79, AUFAH © & /etc/apacheY YT}

Please enter the directory where the Apache configuration files exist
[/etc/apache] : /Jetc/apache

7. Al2€o] RSAEZF B YAl ~) 7] & AAAF).
71 % A E et & A5 ol Fol = apsslcfgE AHE3l 715 A8 oF FU T

Do you wish to create a new RSA keypair and certificate request? [Y/N]: Y

[Nol& 58 45 173504 o] "A1] 54 A4 o2 A HU .

8. 71 A2 d Y e & AFHYrh
ol B R 7t A A B Agoll= M= AEH Y

Where would you like the keys stored? [/etc/apache/keys]: /Jetc/apache/keys
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172

0. 7] 2.29) 71 & o5& MM},

o ool 7l 3, Q154 84 e L AFA U3} AR A RS 5] 913
oh& g ul A7k Sk o,

il

Please choose a base name for the key and request file: T o] Z

10. 7]12] Z o]+ 5128 E 9| A 2,0488] E Alo] & A F3 ).

BEO ) Mn S8 TR 1,040 E A S5
o 288 7= A}ﬁ% T AEHT

P e A

fB4 yul

ol

What size would you like the RSA key to be [1024]12 1024

Using configuration from /opt/SUNWconn/cryptov2/ssl/openssl.cnf
Generating a 1024 bit RSA private key

........ +H++++

writing new private key to /etc/apache/keys/base-name

11. PEM 9|~ 35 AR}
A EFE 7] 84AE BEFUY A HAE AA 71 E
ok Futh |2 EFE QS HS s 7)o AT 5= sk

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:

Sun Crypto Accelerator 4000 2= B{& 1.1 AdX| & AL MYEA « 2004 12




v AE QISA A
1. 1703l 0] X] ¢] "Apache Web Server FA"2] 74| o] A WA 3 7] & AF&-3}e] QA FA
L3S AT
a. 43 E 94939 7l AA2FUY. 2 b5, A3 AR D= AT AR
493
Zeloe= 8 AR A digk Aol vk syt

o

Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated into
your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) []: BJAL
Organizational Unit Name (eg, section) []: ]

SSL Server Name (eg, www.company.com) []:www.company.com
Email Address []:admin@company.com

E61 QA AR A=

zc e

Country Name 09 QEAR o] Fo1 R 1SO = 7F ZE(el: u =2 4 $- US)
(F7F ol )

State or Province (ABAtEH)F /2o A o] F(EE PHEEOE 4EE 5 A2)
Nam(F/% °]&):

Locality(#] 9): A/ =/ =7}

Organization Name 3|1} o] &
(G2 719 ol
Organizational Unit ~ 3]A} 34
Name(4 25 7] 3

g o] F):

SSL Server Name W2 B oA ¢lel w9 Ao E =9l
(SSL M H °]F):

Email Address LA A AR

(A4 3 F2):
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2. /etc/apache/httpd.conf HY-S XA o] ul=} A3},
719} 215 Y #H AH L Jetc/apache/httpd.conf HY 44 vl o] tf 3l %] 3

o Ve,

The keyfile is stored in /etc/apache/keys/base-name-key.pem.
The certificate request is in /etc/apache/keys/base-name-certreq.pem.

You will need to edit /etc/apache/httpd.conf for the following items:

You must specify the ports that Apache will listen to for
SSL connections, as well as for non-SSL connections. One
way to accomplish this is to add the following lines in
the Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:
LoadModule ssl_module /usr/apache/libexec/mod_ssl.so.version-number
In the AddModule section, add the following:

AddModule mod_ssl.c

A1 -9 T4 e 4

R
Ry
&Y
¢

1‘011
Ak
==}
>
i,
i
)
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3. VirtualHost A& & AR &2 A9 httpd.conf 3¥€2] SSLEngine,
SSLCertificateFile Y SSLCertificateKeyFile | A&
SSLPassPhraseDialog XA ¢] vl & ¢ ¢ Y5l

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default_:443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/base-name-cert.pem
SSLCertificateKeyFile /etc/apache/keys/base-name-key.pem
</VirtualHost>

You must add the following line after all of your VirtualHost
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/cryptov2/bin/apgetpass

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache Web Server. Please refer

to your Apache documentation.

<Press ENTER to continue>

1783 o] #| ] "Apache Web Server 2.x 7+/3"¢] 77| Aol oby @ 2kar te3 4%,
7] @2 244 W o] ik =7} A B} ATy

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing

"Work with Sun ONE and Apache keys" from the
apsslcfg main menu.

4. apsslcfg ZH¢le] ¢85 0& A3l o] 5 F530t.
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A QISA A

. /etc/apache/keys/ 7] o]F-certreq.pem FL(7/E o] F o] 1709 o] x] ¢}

"Apache Web Server FA"2] 95A| o] A DA H)el A dllc)e} 4 AI5A 23S
EAg o a9 A5 VR g A

QA ZA 71 BAEE QAdFA FY /etc/apache/keys/ 7/# o]F -cert .pemE ZHA &

| F ol E A sale) o] WL
. Apache Web Serverg Az ).

&2 Apache Hlo| U] HHEHE /usr/apache/blngi 71 AJdydh
Abg-21e] vholu g t A EE] ) obd - Sl & 483y

# /usr/apache/bin/apachectl sslstart

. 22x ey} el PEM H A E3-E 4H3Y .
. BEke-A o)A oh& URLS ¢ ¥3le] SSLo| A3t A 9] AW E ga g}

https://A/H o]E A0 FE/
718 A B FEE 44334 T

23— b ~EE 919 054 A7FAE Sl olg Ul 8-S mod_SSL U OpenSSL 4
HE 2SI

o
.

176

Apache Web Server 2.x 7-5 2 4

Sun Crypto Accelerator 4000 42>~ E 9] o] o = Apache 2.x Web Server-8 mod_ssl #}°]
Bt 5] A syt o] FEoIM = I MB -5 Al A A oF sl A3
HEZ 21-83517] 93] Apache 2.xE T4 5H= ‘jo“ﬂ = A

Apache 2.x Web Server 7=

o] Aat& Alztst# H OpenSSL ?Lfﬁ'% el Do BE A5 sf X E A s oF Tk
o] g&oll A= B s dy = wdol e A vt st HA| Apache 2xE 1575171
3k A 7S A FA o7 tfFH] t %}Q‘%"%. AA A http: //www.apache.org®l
ERERER SV
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v Apache 2.x 7

1. sH_LIBS 87 W4 & configure 23 HE | v} vjg] AR

sh:

# SH_LIBS="-1lssl -lcrypto"

# export SH_LIBS

csh/tcsh:

# setenv SH_LIBS "-1lssl -lcrypto"

2. Az A gg]l g WA configure 2FYEE A3,
of A HE = B HWHEY FAHo] lom thge §) ABolA HEZF AMESIES
FAe] Aa Aed HaA

“

# ./configure --enable-ssl --enable-mods-shared=ssl
--with-ssl=/opt/SUNWconn/cryptov2

3. 23P ey} g oS

%
a. Apache 2x5& X502 F53}3 A3+

# make
# make install

b. 71Z Apache 2.x Web Server$ mod_ssl & zto] B2 & FAsI= B¢, &
F=RiaBh= 3

# make shared-build
# cp modules/ssl/.libs/mod_ssl.so Apache I/ 2= 2] /modules

6% Apache Web Server 2 EQ|of Mx| 27N 177




Apache Web Server 2.x 7-43

o] FZo| M A AFAF A R A SSLE A% Y AW E FHFORA
@ Aol A BEE ALGSHES TS el tis) B P,

v AH QISA A
179 424 23 AT

# /opt/SUNWconn/cryptov2/bin/openssl req \
-new -newkey rsa: 7/ 77/ -keyout 7/ &% 3 \
—out ¢/FA 8F FE FY N\

-config /opt/SUNWconn/cryptov2/ssl/openssl.cnf
Generating a 1024 bit RSA private key

....... A+
writing new private key to ’/tmp/keyl.pem’

2. 7] 31L& B33 f3) A58 93 E dEH UG

Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

3. I ol F(DN) &< APk 62 ZR).

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter ’'.’, the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State] :California

Locality Name (eg, city) []:San Diego

Organization Name (eg, company) []: Company
Organizational Unit Name (eg, section) []: IJAF-FZA]

SSL Server Name (eg, www.company.com) []:www.company.com

Email Address []: admin@domain.com
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Ee2 IfFolEE=

zce oYy

Country Name o] GEAR o) 013 IS0 H7h == (el o] A9 US)
=7k ol 5):

State or Province (ABABHF /o] AA o] E(EE vHEO)E 49T F AD)
Nam(F/ % ©]&):

Locality Name(# 9 (A EA YA /= /i /=7

ol &):

Organization Name 3| A} o] B

(&% 713 oF)

Organizational Unit (A B AL} 3] A} FhA]

Name(4%F 7] 3%

@9 ol E):

SSL Server Name W22 Hel QAo ey = ¢ Aol E 9]

(SSL M H| °]&):

Email Address QAR AT HH

(AR 37 T2

v AW QIFA A

o dte} A AAFA 83 1783 0] x| 2] "A W] AFA AAL] 1DA| A 7] HLd&
AAg O g o} g tF e BAg )

v SSL &4 3}

1. Apache 2.x Web Server A x| tJHA &) conf 3¢ I EE] ] 9+ ssl.conf IJY
< HAAY .

ss1.conf 3ol of e A Aol 7k g om ) Aulel A WEE A Shelw W
b A Ao] = A sk gt

Listen ¥E H&

ServerName g4 =rH]9] o]F
SSLEngine on

SSLCertificateFile 9/547 B F=Z
SSLCertificateKeyFile 7/ 7Y F=Z

2. Apache Web Serverg 4] 2§t}
&> Apache vl 2] t ¥ £ & /usr/apache/binS & 7FG g A YU Th AHE&-A;
o] vfojg] | Eg 7} old A5 &ntE fEEeE JE

# /usr/apache/bin/apachectl sslstart
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F=ZEJ} YJepd PEM 2 £75 48U

4. T2 9} Alo] E oA A 2¢ SSL 25 Y AW E el
https://A/H o] FA1H EE/
7 A EEE 4439 T

W
lm

&3 - H2EE 9% A5A A7F A ol g ZFA g 82 mod_SSL B
OpenSSL AW A& x4 Al 2.

A58 A F-Q1 Al 2HE =2 Apache Web
Server -3

S5 ste 715 E3l Apache Web Server”} A 5-9 =& u] A}-&-x12] 71Q] §lo] A o2
Al A e = A = s U T

v A5-® Al Apache Web Server®] A} A| 25 9] gt
53 7] AA
1. httpd.conf Q9] o}-& FEo] 9+=x] &g},

SSLPassPhraseDialog exec:/opt/SUNWconn/cryptov2/bin/apgetpass

o] A A]o]= /etc/apache A ED 2] 32 HEH Ao da S A}

2. o5 3 o] F FH el W} /etc/apache HAEZ A ¢35 238 43 9L &
A4

AfH] o]F: ZE KEYTYPE .pass

m A7/H o/F —httpd.conf Lol A "ServerName" A A| ool &3k g
m ZE-&FSSL Au 7} A EE FE(: 443)
m KEYTYPE - RSA =+ DSA
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o A]: ©] F©] webserv101©]il RSA 7] & 7FA| AL 1 01 443 E Eof| A SSLS A P sh+=
A9 7§ /Jetc/apached] U 3L & A TYT

webservl101:443 .RSA.pass

o ol et A R 2F7AE v 2] HA g

# chmod 400 #/# ¢/F: ¥ E. KEYTYPE.pass
# chown root A/H o]F: ¥ E KEYTYPE.pass

A4 8- mod_SSL % OpenSSL AW A & 23514 A <.

Sun Crypto Accelerator 4000 2~ 32 E 9] o]
A 2] 5 Apache} 97 AF-8-317] 913l Sun
Crypto Accelerator 1000 1-/3

SUNWkc12a 22X E o] 9|71 %] 7} 4 X 5] W A| 2282 Apache Web Server mod_ssl
1.3.260 2 A FH Yt}

Apache®l| 4] Sun Crypto Accelerator 1000 2. =5 A 3t# A th A X & A ]| of
g

SUNWkc12a 7] | 7} A A ¥ Solaris 8 A 2=l 4] Apache 1.3.267} 37 283
AEF 317] 913 Sun Crypto Accelerator 10002 /33t ™ o3 3 X] 7} Z 8.3t}

m Apache 1.3.26 — ¥ 2] ID 109234-09 ©]7
m Sun Crypto Accelerator 1000 H & 1.0 2232 E ¢jlo] — 9 %] ID 112869-02
m Sun Crypto Accelerator 1000 H % 1.1 223X E ¢flo] — 9 %] ID 113355-01

SUNwWkc12a 7] A 7} A X ¥ Solaris 9 Al 2=&lo| 4] Apache 1.3.26 7} 37| AL-§-8 5
AEF 37| 913l Sun Crypto Accelerator 10005 /3 8F& ™ 3 3 %] 7} F 8 3t}

m Apache 1.3.26 — 9 %] ID 113146-01 o]/
m Sun Crypto Accelerator 1000 ¥ & 1.1 223X E ¢flof — 9 %] ID 113355-01
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Z]

Ak B A el 4

(o]

[

m
)
M
2
:?13
L

o] &l A= Sun Crypto Accelerator 4000 A2 E g]ofof] tj gt 2l et ]
of tial Ayt o] 2 v FE o7 FAH sy
1833 0] 7] €] "SunVTS %1¢k A E o]

1929 0] A €] "kstat & T st A 24"

1933 ©] %] 2] "OpenBoot PROM FCode #}7} B] =2 E A}-&-"

1963 ] %] €] "Sun Crypto Accelerator 4000 X.= -4 3| 2"

SunVTS A ¢ 43 E €] o

4 SunVTS e ¥ = Bl 2 E Alo] B A& o] el =Eo] thgh ARgAL QI Flo] 25 A5 &
Yt} 94 Bl 2 E = Solaris 8/9 Software Supplement CD?Fell HE= 73 ¥l SUNwvts
A suNwvtsx H7IA = Ag@ Ut 5o 35 A] %L SunVTS 4] & AF8-5h= 7]
Bl HAE= H2AEH = Sefoly L E o] s7]%| o} A Algg YTt

Sun Crypto Accelerator 4000 HE+= A £79 SunVIS H|AE 2 HAESE 4= gl &)
o] H|~E F nettest ¥ netlbtest T 7}F4 & SunVTS 5.1 Patch Set(PS) 2 ‘34 d ] ~ 5
34 SunVTS AZ E o]} EZ A|FH U o] HlAE= R o]yl 3|2 oj|A] A
PR A=

Al A SunVTS H 2~ E<Q] veatest+= Sun Crypto Accelerator 4000 CD9| SUNWvcav
) 71 %] ol] A|F= o] A SunVTS el o 7] 2H53ste] = sl 5|25 A3t
=h=3

il
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SunVTS netlbtest % nettest A X|vca =2}

olH ¢

E71E A ilE SunVTS &~ ZESJo 5 Julo|Edle] vea Zete]Hof tjg SunVTS
netlbtest ¥ nettest A& AlFst= WS AHgrh

E71 vca =)W E 93 SunVTS netlbtest % nettest A A E 9o
7| Solaris 2= E$]0{ 7|£ SunVTS 2= E9]0 E wx 7| x| Zi% 26{g|o] x|
Solaris 8 7/01 SunVTS4.4 111854-04
Solaris 8 10/01 SunVTS4.5 112250-04
Solaris 8 2/02 SunVTS4.6 SunVTS5.1ps2

Solaris 9 5/02 SunVTS5.0 SunVTS5.1ps2

Solaris 9 9/02 SunVTS5.1 113614-11
Solaris 8 HW 12/02  SunVTS5.1psl 113614-11
Solaris 9 12/02 SunVTS5.1ps1 113614-11

Solaris 8 HW 5/03 SunVTS5.1ps2
Solaris 9 4/03 SunVTS5.1ps2

SunVTS 22 E 9o} = 7} Solaris & 2] 2=} 317 vl 3 ] = Solaris Software Supplement
CDl FA AEg Utk 5719 713 SunVTS A Ego] deofl Y48 SunVTS AZE
o] WS 2 doll WA E Solaris 2] 2= 9F 7 A8 %= Solaris Software
Supplement CDE &3l ¥j 5t}

H
2} SunVTS ¥ 7] A Al Eol| £84 suNwvts 2 SUNWvtsx 7] A= HH=A] A ] g of
6“4 =8

#7190 I WA sf7)A] E2 o] Hof| A g SunVTS 7] A MES djA | oF &=
SunVTS 417] A AEZS YF gl SunVTS w4 5 7] X = A 2] 8}7] #ol o] dof| A%
3 SunVTS ¥ 7] A & Al A sl oF g th. o] deoll A g SunVTS 371 2| = A A A9} 22
B o AAdl oF F. o E Sof, A7 48 4A % W pkgadd ¥ HE& A S

1 £ AAY W= pkgrm B E S A}d‘loHOk gt

L7184 Sele] A 8] Boo) I P parchada 9 1153
2
A

3 7191 A "SunVTS" &2 Al 25 = 3452 SunVTS 3 7] 4] A E Q] W& A3
=9

SunVTS &ZE ¢o] ol ZAHE SunVTS 7] %] 9o =& A X
Z71817) Aol o] dell Ax]EF SunVTS F 7] A= A AFA] mpa] A

patchadd W#H o2 %] 113614-115 %
SunVTS5.1ps2 o 71 A & dj A e} A7} 2
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v

1.

WA A7) A E G ALl BN A& ¢ dFyH

http://www.sun.com/oem/products/vts/

Qo] H 2= thg Abo] E A th kS 5= QU Th

http://sunsolve.sun.com/

&3 - suNwveav 71 A& A X 517] Aol D4 SunVTS 3714 2 71EF 5= o2 &
A sf oF T} suNwveav 7] A o = SunVTS HA~E vcatest7]' JTSPE]CH NHE

O},

SunVTS A E Qo] & 53l vecatest, nettest
9 netlbtest 23

olg| g Xk Hl=E o] ) Bl ZHA] AL SunVTS H2E 2 A A, AR A A
2o E 2 A E F X o}"’ AL 3l A A= http: //docs. sun. com®| 4] Sun
Hardware Documentation Set2] Solaris &-5-ol| 4 A& = A5t 3 A ~E 9
Solaris¢} &H7| #l) XL =] = Solaris Software Supplement CDoﬂ = ATyt

&0 — FSunVTS 71X 9} 7] EF 4= SunVTS 3| X S A %] 3 7 $-of| ¥k SunVISE
Q. o
3

vcatest 2 &)

49 g4 2 21933 SunVTSE Al 23}

# /opt/SUNWvts/bin/sunvts

SunVTS A2t t gk ZpA 8 2] %2 SunVTS A A & 2314 A L.
t}-8-2 CDE AF8AF Q18] # 0] 2 %3] SunVISE A 2Hst 714 3h<] 2 " ¢yt

[SunVTS Diagnostic(SunVTS X1 )] 7] el A [System Map(A 2% H)]=
[Logical(=8] &) =2 A& 3t}

0 - B8 BE g AAHAR 7| = =2 4] REE ARSehE Aol
e AxkE A gy
s &9l AL sAEte] B E Hl~EE &4
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4. [Cryptography($t3.3h1¢] &<l 4ALE A3} Cryptography?] S8~ A& A9
3le] Cryptography 159 EE H2AEE A3t

5. [Cryptography($ £3h] ZLF Al veatest o] F°] A=A &2 & AAE A7
Yt

=g

d &gt A} SunVTS AHS- A A E s Al L.
HH 6@ AR o] 5 F

6. vcatest?] 2B A F 3YUE AYT o} F v o2 0 EF 32 = 135}9] [Test
Parameter Options(H]| 2 E w7/}l 4 $4)] st A& A3 o).
o] FAL veatestdl T D E M, 1879 0] %] 9] "vcatestol 3 H|2ZE ufj7] H
A A Ay

7. Ade] 25 25 =W [Within Instance(J AW = W A)] =FthE w57 A [Apply
ANE 58 AHT veatestd A2H2E HASA Y [Across All Instances(?] 2
dx AA)] =5k vl oA [Apply(H-8)1E AH3le] AAE ZE vecatestd A2
H2E WA

229 dis} A&7} Al A = AL [Sun Diagnostic(Sun X1EH)] 713 o2 oz},
8. vcatest®] 2B 2 F 3YE AN o} vf -2 QEF I37 =) 13}¢] [Test
Execution Options(E] ~E A3 F4)]& A ).

[Options(54)] =50 7|3 7 & A9 gk o3 [Test Executions(H| =E A )&
288k W © & [Test Execution Options(H| 2~ E 21 8] &4)] v 8} 4AE wA|
TEAJAFYLE o] §A2 ZE H2E d3S 5 A4 SunVTS AEE Yt
ZHAIgE W82 SunVTS AHE A A& FHxstd Al Q.

9. g o] 25 5= [Apply(H-§)1E A3t 3} 4AHE A A3 [Sun
Diagnostic(Sun 5] 7] & o 2 Eojzir}

10. [Start(A]Z2D1E 8] A 93 H2EE 33},

11. [Stop(FA)]& =8 RE H2EE FA#YT).
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vecatestol] W3t H2AE v/ HE A

¥ 72+ veatest 9] HIAEES A9y}

E72 vcatest 39 HAE

EHI2E o|F g

CDMF [CDMF bulk encryption(CDMF & ¢t 5 3h)]& HAE
.

DES [DES bulk encryption(DES & ¢ % sh]& H2=EF
Ytk

3DES [3DES Bulk Encryption(3DES % ¢33} H| ~EjH
Yt

RSA [RSA Public and Private Keys(RSA &7 & 71131 7))]&
HaEZY

DSA [DSA Signature Verification(DSA A% #R1)]& H~E
Fu

MD5 [MD5 Message Digest/Digital Signature(™ A A] 8.9}/
tAE AE)E HAEFU T

SHAL [SHA1 Digest Key Creation(SHA1 £.°F 7] A/3)] S €2
Eqyr

RNG g S v 2E T

vcatest WY i
PEREE

i

CDE ¢l E{ | o]
A A g

o MvcatestE APslelW HH Y LA Hol| ZE JFE

1 - vcatest 42 E /opt/SUNWvts/bin/ QU Tt} 64°]E R =2l
= /opt/SUNWvts/bin/sparcv9/JUT}.

/
e e Qe o 2o A RE SunVTS ¥E {40 AT Bl
Eol plE §HE o A5 AFHU

7 WE g Aol v o= SunVTS HIAE 33 AW A S FEsiA 2.
vcatest T [Functional Mode(7]5 25)] Hl2Eo| 2= -£7} .‘lj_fé}%] o]
WA A E FAISFHE —uE, AA S wA A & FASHEH Y —vE X35y
e FES A FES HERHYTH
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L 3PHE BEA yeatestE EHYY T2 IO Y 5FIFE= ALY L
[e}

t}
2 vea0ol A BE 519 HlAEZ Saa )

KN
=]
He

# /opt/SUNWvts/bin/vcatest -f -o dev=vcal,tl=all

L2 SunVTS Q1 Z o A 64H| E B E T yeatestE &3 dAYYt oS 5 &
2 yca29] 4 RSA, DSA ¥ MD5Z H ~E3H o}

# /opt/SUNWvts/bin/sparcv9/vcatest -f -o dev=vca2, tl=RSA+DSA+MD5

BB YoM veatestE AFT v FHE Ao HH o] AW dw T A
o] 7] g ol Y

H

73 vcatest WH3 FF

oo

ﬁ Mo

dev=vcaN vcald &

t 1=testlist A st 519 HAE 552 A AU t19] 319 HAE= +(E8 %)
Bape pEEUT 195 §19] 84 E= CDMEF, DES, 3DES, DSA,
RSA, MD5, SHA1 % RNGo] 7] wl &9
t1=CDMF+DES+3DES+DSA+RSA+MD5+SHAL+RNG B #H & B E 19
HAES @453t BE RE HAES AgstE t1=allS 98
= FuUrh Y HAET (A HA & A 7] 27k al10] XA
Huoh

V¥ netlbtest 23}

1. 3 FA2 21U3 3 SunVTSE A 2t

# /opt/SUNWvts/bin/sunvts

>

ARAIRE AL 2E A2 SunVTS AHS- ™A & sk A L.

£ CDE A1 916 9]0) <& 58] SunVTSE A 2He 714 ste] 412k,

A
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10.

11.

. [SunVTS Diagnostic(SunVTS Z )] 7] el A [System Map(A 2% )&

[Logical(:=¥]3)] =2 AA 3t}

94 25 Eg RN AW /) E = H REF ASSHE 9ol B
huz]
[e}

. F & AAE SjAEle] R E H2AEE &4
. [Network(M| E¢ =2)]¢] &2l AAE A E 3} 3 Network?] S8 2 215 A E5]o

Network 152 RE HAEE A3t}

. [Network(M|E Y )] 25N A vcaN(netlbtest) o] &o] XA =R & &l A5

3 A g o}
N2 H2E F9 Ao JA2'lx HEE e YT
m vcaN (netlbtest)©| XA ¥

“

m vcaN (netlbtest) 7} 3& = 737
[Reprobe system(A] 2~ 8] 71 4N)]& A B3} A A E1S 7 AFSLY] veatestS 25U T

L

Aakal 4 2= SunVTS AHE A1 &
vcaN (netlbtest) 7} XA H 6HAZ o] 5Z Ut}

. [Intervention Mode(FA] 22)] 3§ A @Y}, vcaN (netlbtest) 2V A F

StUE A9g oF w92 L EF 432 T 13519 [Test Parameter Options(H]| 2 E
i) E S FA)] H st AAE 2A 3o

o] 3L netlbtestdl W FE ™, SunVTs B ~E 2 AW Ao A

. Algo] B % 2§ =Y [Within Instance(Q1 28 2 Ul ¢l A])] =Fo}-2 dl 7l A [Apply

AL)E =8 AHAE veaN (netlbtest)?] d2EAE HASAY [Across All
Instances() 2® 2 AA|)] =5 ohE W74 [Apply(H &)]1E A3l A9 nE
vcaN (netlbtest) 2] 26 28 WA},

T2 3} A=} A A = AL [Sun Diagnostic(Sun X1¥H)] 714 o & Fopgh o)

. vcaN (netlbtest) 22 F 3IUE A S w9 x QEZ U7 13}

¢] [Test Execution Options(Hl ~E A3} §4)] t) 3} 4AL& 2 A3

[Options(5741)] =5t 7]+ w575 A 8§ U [Test Executions(H| =~ E A 8)]5 A
&5} W O 2 [Test Execution Options(E| 2 E A3 3-4)] thal A4S FA S =
9)& Ut o] SHL RE g AEd 98 F= oulA el SynVTS 7 E 29Ut 214
3 )22 SunVTS AFE A A E 22354 A

fo 1l

LAY o] 25 SR FW [Apply(H-8)1E A sto] tist AAE A A 8L [Sun

Diagnostic(Sun 5] 7] & o 2 Eolzit}
[Start(A ZH]1E =3 AT b= 3P}

[Stop(FA) & E3 RE H2AEE FA3T).
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190

nettest 53

. 2HeAE 239387 SunVTSE A 23y o).

# /opt/SUNWvts/bin/sunvts

R4 gE Al 2E A 32 SunVTS AHE AW A S FEetd Al 2.

D

a - < CDE AR&-A} 1B H| 0] 25 &3l SunVTSE A2+ 714 she] A1 - 4y v,

. [SunVTS Diagnostic(SunVTS %1 )] 7] 3¢l A [System Map(A 28 H)]<

[Logical=8] &)l R =2 AA 3t}

I - Eeld mo wg RN AW o/ A weld REg AESHE 49 U
Axe Aygn

A el AAE djAEe R E H 2E & )34 530
. [Network(M] E¢) )19 &<l A4S A &35} Network?] S8 2 AALE A €5l

Network 159 2E HAEE A3t}

. [Network(M| E9) )] ZFN A vcaN (nettest) o] &) A AR & el A2 5

A5 o,

NE HlAE 29 449 A28 WS w A S Vb o,

m vcaN (nettest)©] EAH A9 69A = o] 5}

n vcaN(nettest o] XA & A e S 43

A$-veaN HEE 71A ‘:]'E Aol A 2
ifconfig -aZ YU &3 2 dEo] g o] glofof )

vcaN up inet ip- ¥4 plumb

oro] ifconfig F&Eo] YdE o] YA X HF nettest AMNE AAE HAE FA
Fo g rFF T AEH e 25 QFJr?l FelE dgheted ifconfig ekl UHTTE
oA o] A& whefof gyt

ifconfig -a’l} ¢ ¥5& A4 3H [SunVTS Diagnostic(SunVTS 2 eh] 7] o=
EOVJ el [Commands(Eﬂ )] =Fthe W7ol Al [Reprobe system(A]2~E 7 A1) A

gste] veas 55U

4 ek AAFE SunVTS AHE AR A& 2 A Q. H o] g s al
vcal (nettest) 7} A HH 6 GAZ o] &Y
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10.

11.

. vcaN (nettest) Q282 F3UE AY3 )L vl$x QEX OS2 =13y
2

SA)] o3 A E BART

o] S & nettestdl ¥ A FEH ™, SunVTS B AE -z A Ao A AT}

[Test Parameter Options(H]| ~E w7} ¥4

. Ade] 2% ¢ =W [Within Instance(1 28 = WellA)] =F ol 57 A [Apply

A$)]E 58 A veaN (nettest) 2] 2B AE HASAY [Across All
Instances(! 2" 2 AA)] =5 vl 794 [Apply(H£)]& A3t A3 = E
vcaN (nettest) &) QA AE A2 E WA},

13 )8} 2gA7F Al A = AL [Sun Diagnostic(Sun R ¥H)] 7] o 2 Eolziy )

. vcaN (nettest) Q282 F 3UE A oL vl 2 L E& A3 2 =813}y
o

[Test Execution Options(H]| 2 E A 3) §4)] o3} AAE =AY

[Options(54)] =5t 7] vWlwF& A8 o3 [Test Executions(H 2= E 2 )& 4
gl 5l W O 2 [Test Execution Options(El =~ E A8 54)] s} 445 AT 5

AFUYLE o] FAL2 BE HAE J&S 5 b4 SunVTS AEE A Yt} 21A

g 82 SunVTS A8 A A & st A1 L.

Aeo] 2% S5 [Apply(H-$)1E A3t tist AAE A AT F [Sun
Diagnostic(Sun 2] 7] & F o 2 Fopztyr}

[Start(A] ZH]E =2 AT Hl2EE +33FU.

[Stop(FAN]< =2 ZE HAEE TR}

&1 —nettest® netlbtestE FAlo| FHFEE AeEA] npgAr Q.
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kstatsS E3F o+5 3} 2] 44
e

Sun Crypto Accelerator 4000 X E=of &= H =0
S 7B BA S0 95Ut o3 dF 2 @ Fo] RO AAR S QA=
el oel® kstac(IM) B8 & AL8310] 43 ALg U)o} S A e,

# kstat wvca:0
module: vca instance: 0
name: vcal class: misc
3desbytes 3040
3desjobs 5
crtime 65.342725895
dsasign 0
dsaverify 0
rngbytes 10592
rngjobs 187
rngshalbytes 16328
rngshaljobs 327
rsaprivate 9
rsapublic 0
snaptime 106956.467004482
=l FYYrth o] ME = kstat BHS

kstat AH FA &= 01§§} 8 ey
FH I YA ] AF- L}E]r‘ﬁq‘:]' ’\]{
Crypto Accelerator 4000 HIo] H% Q Q
Aol A 8ol REZ AP Qxl
& ERIEHA A S

©] Sun Crypto Accelerator 4000 K== %
g 3ol whet " e gho] Wk, W7} Sun
R ! 374 7]‘*§]r°}—1~ A= ARy
< A5, WA 74 5 FAAEE S MH

kstat(IM)7} WHks = AW/ E 2ol v] B 32 sl41atel 3 A=A whalA S o
ghe Sebolu] vlol 4 ¥]o] WE A Q& ok FUth oJu] s} A4 o] F & Al7ke] ue}
CREIE]Cs

&3 —nostats £4 9] /kernel/drv/vca.conf 3o AFojw 79
FAE H]%L/H@rg‘/]‘jr- o] £A4L EdY E42 WA st d AH8E 4 dHY T
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OpenBoot PROM FCode A7} H| =~ E
Q
AL
Al2sElo] RE R R k2 AL TS HAEE 53 offiHe TAE AdEd 4 d5 Ut
OpenBoot PROM ok TEITE|A test =+ test-all W HS A3} FCode A7}
H2E S 3 %%TMHHU} ek =8 5 {7 EAYek - oo et 44k
AR 7F EPFEG YT test 2 test-all WH ol di gk x4 gk W82 OpenBoot
Command Reference Manuali 2B A 2
FCode A7} HHAE &= UF-39 7] 5S 319 d5E 2 Agsto b5 dAdyr).
n OJHE HE A F AZEA
m A 2E EEo Bad BE 74 849 75 oF <

< Fdstew 4 A4S A 5 OpenBoot PROM ok 35 32 Eof A
FoloF Ay f\]éﬁ*‘ & A L A A HAER Qs Al AF
01 TAE T dFYTh

o] gLl A drgst= OpenBoot g & ol tf gk A4 gk -8 OpenBoot Command
Reference Manual-S 333 Al 2

1. A2"& F53d)
Sun =8 FFR/ o] g6 Solaris AT AW H F& =

it

AAHE wE U
2. OpenBoot PROM ok ZEFZE A auto-boot? A MFE falseZ AT}

ok setenv auto-boot? false

3. A= AP

ok reset-all
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4. show-netsE sl Ax] BE=2& g A5t A¥
A

SEEREL SN
ol B 315-0) G HFo] obe ol Ash FAME BA o

= FAEYS

ok show-nets

a) /pci@8,600000/network@l

b) /pci@8,700000/network@s, 1

g) NO SELECTION

Enter Selection, g to quit: a

/pci@8,600000/network@l has been selected.

Type "Y ( Control-Y ) to insert it in the command line.
e.g. ok nvalias mydev *Y for creating devalias mydev for
/pci@8,600000/network@l

BT - test ¥ 02 B39 A7k H2ES Ykl W old Y £/ U= L0

Ao glofof gtk

5. test 38 o2 A7} H|AEE 3§}
test a0l AW b B2EA} SR,

m vca A 2H H2E(diag-switch?7} true?l 74-$-o T =3 4)
= LHl?_ = _LHH E]]/\E
s 23 EA §]r/‘ﬂ]%“%@r HAE

&1 - o] Fx 1) Ao] BS& AE-EH= 1,000Mbps ¢34 ol t] g Sun Crypto Accelerator
4000 UTP 01"”3 ZV} Eﬂ-’:Et AL A Fom, o] AL WA ZYS A=AE 5 317
Ay ek o] HHAEES F3stdw =2 5 A4 :‘L—Eg e npaE g Fe Seoln
= A=A s oF durt o Fx ) A ]Ho] AHEE 49 24 8 olﬁ XE R E
Ayt webd, g 2 EVF S8 np2EH S 2 }\Eﬂol‘:’ Ucﬂ ] 5= §lo] PHY 4
Aol g A3t A gt 1,000Mbps A2l t gk Sun Crypto Accelerator 4000 UTP
o] HE A7} HAEE F83t# W 974 1000BASE-T LEE A A3 oF gt}

ohe

mlo

el g o,

ok test ZF/- F=Z
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testE &8 thi MIAA7F BAIE YT

ok test /pci@8,600000/network@l

Testing /pci@8,600000/network@l

Register tests: passed

Internal loopback test: passed
/pci@8,600000/network@l: 100 Mbps half duplex link up

BEZFUES A AAH ) AA &2 A5, tha wIAA7E FAIE U

ok test /pci@8,600000/network@l
Testing /pci@8,600000/network@l
Register tests: passed

Internal loopback test: passed
/pci@8,600000/network@l: link down

o 2

A H2E F, o2& 91338l9 OpenBoot PROM ok ZEZE Qo] 28 ¥ F
Q9 ReEg FHE]Y

ok setenv diag-switch? false

. auto-boot? FA W] L E trueZ AAHIY}

ok setenv auto-boot? true

A 2RE AR S A 3
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Sun Crypto Accelerator 4000 H. & & A|
a2
o] &= ]"1” B o] FA = 3l 23}7] 9138 OpenBoot PROM ol A A& e 4= 3l=

FES AETUY v okl ol dr sk EEol gt Z}/‘ﬂﬂ -8 OpenBoot
Command Reference Manual-S 32314 Al S

show-devs

Sun Crypto Accelerator 4000 “&=] 7} Al =8l o] Y= o 1=%] €215 ™H OpenBoot
PROM ok ZFIZE A show-devsE Y oto] FX| HE55 FASHYA L. FX| 53

o= Bof vl o) ofef oAk FAFSHA HAH Y T

ok show-devs

/chosen

/packages

/upa@8,480000/SUNW, ££fbe0, 0
/pci@8,600000/network@l
/pci@8,600000/SUNW, glc@4
/pci@8,600000/SUNW, glc@4d/£fpR@0O, 0

9] oA A] /pci@8, 600000/ networkel FEL HEo O3t 42 A2E Ve dY
th Al 2Ele] 7F W =wlt) o] o] s Gt
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.properties

Sun Crypto Accelerator 4000 “d =] 473 o] A&t YA =] gelstH™ ok ZFET
Eo|X .properties® Yt 4 B2 TAFTH

ok .properties

assigned-addresses 82000810 00000000 00102000 00000000 00002000
81000814 00000000 00000400 00000000 00000100
82000818 00000000 00200000 00000000 00200000
82000830 00000000 00400000 00000000 00100000

d-fru-len 00 00 00 00

d-fru-off 00 00 e8 00

d-fru-dev eeprom

s-fru-len 00 00 08 00

s-fru-off 00 00 e0 0O

s-fru-dev eeprom

compatible 70 63 69 38 30 38 36 2c 62 35 35 35 2e 31 30 38

reg 00000800 00000000 00000000 00000000 00000000
02000810 00000000 00000000 00000000 00002000
02000814 00000000 00000000 00000000 00000100
02000818 00000000 00000000 00000000 00200000
02000830 00000000 00000000 00000000 00100000

address-bits 00 00 00 30

max-frame-size 00 00 40 00

network-interface-type ethernet

device-type network

name network

local-mac-address 00 03 ba 0Oe 99 ca

version Sun PCI Crypto Accelerator 4000 1000Base-T

FCode 2.11.13 04-03-03

phy-type mif

board-model 501-6039

model SUNW, pci-vca

fcode-rom-offset 00000000

66mhz-capable

fast-back-to-back

devsel-speed 00000001

class-code 00100000

interrupts 00000001

max-latency 00000040

min-grant 00000040

subsystem-vendor-id 0000108e

subsystem-id 00003de8

revision-id 00000002

device-id 0000b555

vendor-id 00008086
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watch-net

HEHNZ A

AL A ok TEX E M apply watch-net & 3} %=
a7 g

ok apply watch-net /pci@8,600000/network@l
/pci@8,600000/network@l: 1000 Mbps full duplex link up
Watch ethernet packets

.’ is a good packet and ‘X’ is a bad packet

Press any key to stop

AlZ=EE 9 Qe dZlEs dEwed e U EYT st=do] Qe H o] 27}

=
T AT LFE 7H RS S e X'E FAsk MEY A EYT S 3
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PKCS#11 Q1 & #| o] ~

o] %ol A3= Sun Crypto Accelerator 4000 222 E 0] 7} 7] 9] X]ol] A X% 7} s}oll
Al HE 9] PKCS#11 1E #Hlo] 25 T3 st Ao tisl] Ayt o] & -Efﬁ
PKCS#11 S1E] H o] 2~of o] &3k AFEALE Ao &2 24 & 915Ut PKCS#11 &
AR F 349 pkesll.h, pkesllf.h % pkesllt. he] YELS OS5 4 AMEOﬂ
A5 YT http: //www.rsasecurity.com/rsalabs/PKCS

o] & the FEow 7o dFUTh

1993 o] #] o] "nk A H "

2003 0] #] ¢] "PKCS#11-& AH&-8}7] 913 n= #ha"

2017 o] A €] "t G 8} AR 2~ ARG S8 e AR g e
202%| 0] 2] €] "PKCS#11¢} FIPS E.="

2053 0] %] o] "PKCS#11 AH-8&-5 AA7F o8 =13 7

UREAH

Sun Crypto Accelerator 4000 .= 3 #§ A2 E 1]01 PKCS#ll AE F o] =& AT
Yt Sun Crypto Accelerator 4000 AEEg ool = o] S8 ZE o) s
PKCS#11 7]'s 0] 25 =] S5yt

PKCS#112 @ Alg-2} A|2~Elg 0 2 A A E Q5 T} Solaris = A A= ths AFE
2} Al 2=Elo] B2 S 7 *@**Ol 9= Oﬁlﬂi UU AFEALE f\l°ﬂ 2 2] 3l oF ek
o] & ¢8| o] B =of = PKCS#11< 3314 2 8Lk o] 2 AP"%PE A8 g Q58 4= gl
= HAYE] F7HE A5 U v PINS 3] &3+ e PKCS#ll 71 oﬂ“ %%ﬁzf
ofF o} A o] FAE S Algafof k(51 FF). 0] YT PIN 2 dubd o=
S8 T2 ORS T AGHAWN AR HE A8 S8 T2 O A= ALEA} o] 5
i RS /HEAoR 94 = %QHD}.

PKCS#l11°ll = EE& 27|33} ¢_InitTokend} AH&-2}F PINS A3l
C_TnitPin® ¥ 7FA 2 &g 7)50] AlstE o] Q&S UTh REGAE o] 7% t2l
vcaadm 28 EHE At

199



vcaadm H.9F #H2] ZHS0)= UNIX =39 -4 oF #&d = o] 9JA] ek5Ut) 3k 1ot g
247} veaadm 2 B Bl & AFE-8te] A sk RE AFEAF] userid®E UNIX AF&-A} o]
E T ID9F #d o] gy

PKCS#11el = &X 3 EZoleh= 9 /do] AFEH YT ESS AvtE Jt=o) f
AbstH 22l A4 Yt} Sun Crypto Accelerator 4000 Al =Bl A= &% EES
Tk FE U o] AW A oA = ARk o g EFo|dte §olE AREe AT &8
R g7 AgAdA e 58 AR T lFU T

WEWE F A ESE S o4 A DGR T WSk )AL veaadn® AFEH 7]
o & o] BS Rttt BEE 7}7}o] 7] ~E o] S PKCSH#HI1 EZ O 2 F A 611
EZ Yol&2 ¥ glo] A 32842 #AH 7] 2Ef9] o5& YEFF YL 1718
A& Rl oo} REGIA sife] V| AEolE AN FE et

T3 SUNW acceleration onlythi #olE9 543 E2 % sl A4

o) B AT 7S AR S RlOonD S8 R e of o] 21dl% - G
Yt} o] EZof A5EH 2L ALE /e BE HEo BAL

ot ki

EZ EEo RE S8 vz gl FAHY duld o 2 PKCS#HI1 EE Hlo] &2
AU THES o] 52 T glo] ¥ A 7| 2Eo] o] FolH Kot #A2Ar}
A A3y .

PKCS#11< AF-8-317] 913t 2= 32

Sun Crypto Accelerator 4000 Al =8> vcaadm ¥ 2Bl & A&t ] sy vh47d
2).S0= 7120 o] o] 55 AL ALEA AFE AP S AAER 27 4SS
A E Yt SO HE3HFIPS oA o] BE &8 of 55 Ao gh t}(2023 o] %] 9]
"PKCS#11} FIPS R.=" ).

B o)e] 7b4) PKCSHIL WA UZS A Ageh olel & WA ZES gt 7o
SO ALET F U SR pelAE T AU BAE Y AT
slruit.

CKM_SSL3_SHA1l_MAC

CKM_SSL3_MD5_MAC

CKM_SSL3_PRE_MASTER_KEY_GEN

CKM_SSL3_MASTER_KEY_ DERIVE

CKM_SSL3_KEY_AND_MAC_DERIVE

CKM_TLS_PRE_MASTER_KEY_GEN

CKM_TLS_MASTER_KEY_DERIVE

CKM_TLS_KEY_AND_MAC_DERIVE
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Ao MAUZE B4 143 A8 22 B8 A,
/etc/opt/SUNWconn/cryptov2/sslreg’} A E 7455t 7| 2E o9} 34 EZ
o= EARUL o A0S AN G4 AL e FAS A,

# touch /etc/opt/SUNWconn/cryptov2/sslreg

W7 e Hesteld £ T2 aAe tha Asslol gt

U E 9 2 Bt AU 2~(NSS)= o] 2l gk Wl AYF ] ALE- 7hs A171& 1A o A Y
Fo] Al FEH NSS+= &§F] HHE AME-3l c_DigestUpdated o8] H &3+

tl, ol= Ao = AstAl7]= dlo]l Ut o] g3k o] fr wj ol 919 WlAYFS 7]k
o'z AlwEA BaUt,

Ol & & O AYA =] Al
S 3 M B2 ALE S8 ZE R A X] B
e

PKCS#11 etol B2 2] o] 7] & A=
/opt/SUNWconn/cryptov2/lib/libvpkecsll.so 1Yo},

5t e] §-8 X2 ool = PKCS#11 kel g gl o] X7} 3 4 s o] o]
Ej | 1i7} Ron w2 GUIE &3l dH2=3FYch HY 7Y GUIE AHE-3le] 7]
$1A o 919] #S A=)

7)ol CKA_SENSITIVE £40] ¢ 2‘{1 A 719 Ay 2L =)= kg y ok
SHANE = gof ] BE A BE §89] 7| & AU X]t R L e L)

Seslol ] A% 4 fle 43S 24
& AAT A AT 2005017 o ot
3 7, A% R AL F B Y
%ﬂ%%iilﬂﬂﬂﬁﬂﬂ%iﬁ
2 AT F g

SSL... % LS. .. MAUES] BA o3t Bl At Aol gt $§ L2 of
I AUZ Bas olel @ rlAUES ALakE A EaE AP s 4
- 2007 ©] #] 2] "PKCS#11& AH-&-317] 913 B = #A"E 2441 L.

B 7} FIPS B=0]H FIPS %<1 WA Y &5k Al3-5 1 oh2023] o] #] 2] "PKCS#11<} FIPS

LRt 8

} 3 7] 9] CKA_SENSITIVE & o Ol trueo] ™ 2}

9 o] 7143} 9 Sensitive 7| "°ﬂ = AHE 7153k

TrE o] ApA3] A E o F YT o]/ 4FE o
7

2
|2 sensative® EA|SFA] & S8 T2

(6]

=
=
=]

T

U
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PKCS#119} FIPS .=

SO°l 9J&l FIPS 2= 507} (veaadme AHE-3l) Sun Crypto Accelerator 4000 X.=
= FIPS(Federal Information Processing Standard) 140-2 @' 35 =3 Tt} FIPS
140-291 th 3t AFA| 3 €S http: //www.nist.govsE FZ3H A L
FIPS EEOﬂ A REE £831H BE 2o thST) o] WA )
=0 A= FIPS 591 WiAU ST AR S 5= lFU T

‘:'—‘:— 719} D= ®Het vjy) AE7F 33t A o7 PCl W A5 waFgy )

A&} A9 7] 9 ) = A4 "] 54 744 HAA F7rE gy
A B Ak ‘Hﬂ'% ARl d S 7R A A A A E e 2 499 true H
olH(NEZY)E A3 3= FIPS 591 darg]Foll o8 =7} ’\g"*g‘%ﬂrﬁ t] o]
H 160H] Enttt & 35 718k A 7)ol A 5128 E7F AF8-5 Y TH(HIFIPS R =0l A=
160H] Eol w3l & 7&% 7|8k A2 7] €] 5128 E 7} SHA-10 % 3| Al U ).

FIPS X == Sun Crypto Accelerator 4000 H.=o| 7k 4§ Uth oA A5s AAH B
T 7} FIPS 2= 0] FIPS ¢l WA YU Z&%E Al 3-g Ut} £3] MD5, RC2 2 RC4+= FIPS
S A YFo] ob g Yt} AW FIPS 7 22 st =glofol| vk A g B2 A Ego]=
AR At RE MAUSS AS AHEE 5 syt

FIPS R = &2 A] @A el 9 2po]d & H|FIPS 52 2k o] AT Egojo A qt 4=3)
Hoh= Ao, o= a3 22 F 7R A2 ool ¥yt
m H|FIPS &< WIAYFE AHE-g s} 242 7H43he A 5y
m H|FIPS % WlAYES AH8-g 453} 2]} o] CKA_SENSITIVE &7 0] turei A
H 719 A o] I A S trueE AAF CKA_SENSITIVE &4 7]& J]OM]/H
Tk ALEsE 4 glom g 2] e AushA Pyt
.|

x]%% ;L M 58 ziz‘%o] Srdlolol ] gz
},

7]19] CKA_SENSITIVE 24 0] trueo]™ o] 7] & Al-&38}+= Zd-& otdshA A dyo]of
3t st=9ojof 7] 8.4 F7IA OLOME gt s = Moﬂ/ﬂ ot s 2 S 48
st glom 2e Ay o}?ﬂ Ut} w3k 7] 9] cKA_SENSITIVE £4] o] falsetﬁ Rne
=A5E EEHE 0}50410154 AEZE o] Ato]o A A, o] HLE% St=9of,
EE%M D A A& A9st7] Y8 A3k ol dis] A3y

_—

By rl
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Hog 71 2 vAYSE Js o 2ol Zol g
m hardware_key set =

7] 2 7] 7} 2048H| E S {4 %= RSA

7] 717} 1024H] E S {A] &&= DSA

DES

3DES

CDMF

m hardware_mechanism_set =

s CKM_CDMF_...(CKM_CDMF_ECB #|2])
= CKM_DES_...(CKM_DES_ECB A|%])

= CKM_DES3_..(CKM_DES3_ECB #|2])
s CKM_DSA

= CKM_MD5(FIPS 2.E21 %9 A 9])

s CKM_RSA_ ..

s CKM_SHA 1

m hardware_wrap_mechanism_set =
s CKM_AES_CBC_PAD
s CKM_CDMF_CBC_PAD
s CKM_DES_CBC_PAD
s CKM_DES3_CBC_PAD
» CKM_RC2_CBC_PAD(FIPS B=21 7 - Al <)

st=glojol A A& b Al A stel ¥ 7] hardware_key_set©ll, 12|l W #
U&EL hardware_mechanism_set©] 1ojoF $Yt}. 7]+= hardware_key_setl
DA T WA Y E o] hardware_mechanism_set®l] A F& HF st=doj= 2GS
7 stal A A EQJofo A= AP H A s dFHTH

C_DeriveKeyt = ¢lojoll A 71488t 4= QIARE 2 Ego] x| glo] A Qslu g

= 9go] gl Beto] obgyt}.

& EE 7] B A9 Saste 39 2 98 49U

281 7] ¥ 453t A4 A
M CKA_SENSITIVE=False CKA_SENSITIVE=True
stedlo} g ’et RSA, DSA 9 o8- W32 25 sk 9| o]

= glo) (L 9= AT E o))

AT EY o] X YS F3) 7H53 RSA, DSA % &3 vl o 4% 2 5

st=4lo] 7H45 3} Frgol W AT EY (I 9
AZEo])
T Egojut AT E o] 2 3]
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C WrapKey 2 ¢ UnwrapKey™ 7 719 ¥ 714 &3 @ o] 95Ut ¢ _wrap
71e) 45 A )% AT el A5 2] e, A8 A2 A8 AR kS
?:Lii]rﬁ]'% o sl #]do] o] FH YTt c_UnwrapKeyw 9o 2 FHHAT 45

CEEREEREE PN

23 ¥ 717} RSA = DSA 7]0]aL @3 w A Eo]

hardware_wrap_mechanism_ setO]”4 A3Y 9 I&sl A= BT = ofoA
FHHYTE F 719 ZAgddl = BT st=dlo] g Boto] A&y

99 2710] Shbehe FH57 o oy WA 2xE ol A A
g3 719 Fdel = =] A Heto] 852 FFUth G353l dAE g
719} MAUS & AHE-8HE c_Encrypt 299 B4 Ao 2 g Uh m 81 FE
S41A

the el thar Aol okslof glsvieh

E82 C_WrapKey % C_UnwrapKeyd A3 271

22 El 7|17} sensative?l  2§E 7|7} sensative?l
= Z2 oy Zd Ao

ZF ¥ 7|7} RSA =+ DSA0] il WA Y Fo] - -
h

ardware_wrap_mechanism_setol] 3=

a5

&3 717} hardware_key_setd] AL WHY A -

Z<90] hardware_mechanism_ setoﬂ g= A

71} A A 2l 5] A9
C_Digest¥ T2E WEgld AA WHAE 3§t c DigestFinal° 1] 3 7}

%%]ﬂ”%%NHEE%ﬂ“LoTLﬂﬂﬁ S slol 2wy, 18
FS A AR W= e ole] A e E Ut

DigestKey: T 2AE W R RE 7] 842 7 t& At dolg A FFst=d),
©]% C_DigestUpdate® A 2] T}, 71¢] CKA_SENSITIVE %4 0] trueo] W 2H¢]o]
A5 A .

O
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PKCS#11 A& 91368 2213 78

Q3 F ] 3YL /opt/SUNWconn/cryptov2/included] 1 o™ o] g EZE
include 74 2 % include cryptoki. hoﬂ F7Fg Yt} Sun Crypto Accelerator 4000 4~
E9ojo = pkesll.h, pkesllf.h ¥ pkesllt.h 22 31%] A include 3}¥ o] &
o] AFH T o] T E-L PKCS#11 ) AME
(http://www.rsasecurity.com/rsalabs/PKCS)ol| A& A3} FLd g}
pkcsll_preamble.h Y- include HHFEE o] 9lom Ht=A] 519 2 s} W}
HA ZFA]AF Y T

pkesll ol B2 9] $JX] & /opt/SUNWeonn/cryptov2/1ib/libvpkesll.soy

et

Sun Crypto Accelerator 4000 2}o]H.2] 2] &= At go]lH g & AZ3A Y dlopens
ARgel s Mo A 5 9l HHEDL).

At eolmele 2 AR e BYS AT,

cc [ F3 7] #Y.. -L. /opt/SUNWconn/cryptov2/1lib \
-R /opt/SUNWconn/cryptov2/lib -1 vpkecsll [ 2fo/H 7] ..]

et g dAdNAY 7)5e A8 32U

rv = C_Initialize (NULL) ;

8% PKCS#11 QlE{mo|A 205




206

ol W, 54 AR e B AFFUTHLR At AFsIo) 99).

cc [ F 7] files... =141 [ 2fo/HZFZ] ... ]

#include “cryptoki.h”
#include <dlfcn.h>
#include <link.h>

void *cryptdlhandle;
CK_RV (*getfunctionlistp) (CK_FUNCTION_LIST_PTR *);
CK_FUNCTION_LIST *pkllfunclist; /* may need to be globally
accessible */
CK_RV rv;
/* dlopen Sun Cryptoaccelerator 4000 library */
cryptodlhandle =
dlopen (“/opt/SUNWconn/cryptov2/1ib/libvpkcsll.so”,
RTLD_NOW | RTLD_LOCAL | RTLD_GROUP) ;
if (cryptodlhandle == NULL)
/* Get pointer to C_GetFunctionList function */
getfunctionlistp = dlsym(cryptodlhandle, “C_getFunctionList”);
if (getfunctionlistp == NULL)
/* Get libvpkscll’s cryptki function list */

rv = (*getfunctionlistp) (&pkllfunclist);
if (rv != CKR_OK)
SEE g3 o] V5 M o2 EEFL

rv = pkllfunclist -> C_Initialize (NULL) ;
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A o 2E Ry ARt Ayt 7HEs 18 ESS 3T Hd B2 =

102444 o},

A wEe & FeetA ARskE Aol 7L of o Al m el o gk Anj s A

345 9] 918 A E o] = Solaris AH&AF F(CEE A 227} ol 16Mbyte o) A&

23 Qe A wg o] &S Algeta syt o] AgS AT F OiA‘%E]r

O A ARl et A E vy AR EAE IS 5 sy

n U5 WA 2Y S TEEA FEuth Y-S B gRd us H4H T8 )T
(oll: c_EncryptFinal)S &8t AU AlAS 53U Th

n 29 Qe AAE A FEUT AYS B SRe v A A S gAY
31&d AA| 9t d9) c_DestroyObjectE & T

m S ol Y F(E ﬂﬂﬂ‘ﬂ-"]E) tele A5 AEehA FFUH & ZF 8.°F 24
< A 2T EofA A S EE QoF Zfol = T H A FFUHh.
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PKCS#11 #8] 7|5 c_InitToken % C_ Il’lltPll’l‘_ T35 A s w3k
CKU_SO(H.QF #&] A} F 19| c_Login 7|5 AF-H Yt

PKCS#119| - &7 EZ A= A2 34 ¢lo] R 7243 ¢ 9= B A ).
Sun Crypto Accelerator 40009 /\1 OJ” &} AFE-R}= Solaris AFE-AFe} T F o] Q1A

gl AT E Qo= C_Login®] A& w7hA| AFEA IDE FelshA] o r = o] gl
7”*“ = BE AREAEe] AAA o R Bal A 7 Qlojof Gt o] ¥ §2H2 585
] g o ‘ji TN ESZ AA = AL = glsuyth g ) ES AAE A E =
’\]-J—L sfskA gy

SRR (M) AA S e 7P R ot Al YT 28 AAE B RE
o] RAMel| Stofof apA|nk o] & Q& A A Apg-ol #|ghE W] = eFHH v o 2] g 7
of whg} o W2 2715 Ve = CK_TOKEN_INFO 739 &=
(C_GetTokenInfo 7] o2 3% =)= B CK_EFFECTIVELY_INFINITES 2
A YT c_GetObjectSize 7|52 THIH A &&Uh

Al o/5 29 7]°5(C_DigestEncryptUpdate, C_DecryptDigestUpdate,
C_SignEncryptUpdate % C_DecryptVerifyUpdate) THZ A ¢on,
C_GetTokenInfoZ ¥3¥ &= F¥ 1 W= 9] CKF_DUAL_OPERATIONS_FLAGE false
e

H .

C_GetOperationState % o]o] 8% = 7|5 C_SetOperationState #| 34 o

2 FE3 Y} c_GetOperationState® o] c_Digesto|i 4 Y= dlo]g
o] 21717} 65532ut 0| E& WA @& wlol vk e gk

Sun Crypto Accelerator 4000 A] Z=§l ol A A &3h= EZ-E ’\Lzﬂ o AEF YT ohebA
CK_GetSlotInfool A W3tsli= CKF_REMOVABLE_DEVICE & EHJL falsed Y o}

C_WaitForSlotEvent 7]c< T8 %A 2™ Sun Crypto Accelerator 4000 /\] 26
= Notify "i7} = C_OpenSessionO® AG3 W 7|55 & E]—
A E9o]+= c_OpenSession? paApplication W7 H4E 714 i% %%

S 2 gA] Alo] Ass AFA gHFYh

Sun Crypto Accelerator 4000 K. =0 &= ¥ o]t true W= A4 717} 2235 o] AHF T
T3 Al=st " QU glom A2 ¢_SeedRandom
CKR_RANDOM_SEED_NOT_SUPPORTED= A3 Yt}

T2E w29 dA = wet Fdo] g A= 75 0] true® A H
CKA_SENSITIVE 402 AAH 719 A#s o] gl 49 4L AusiA guch
At 22 g2 g5y
71¢] CKA_SENSITIVE’} true® A A o] 91 ¥ c_DigestKeys A g}
m 7]E 7] == 9 = 79 cKA_SENSITIVEZ} true® A A E o] 9lo™
C_DeriveKey+ EE WA YZF vl A e,
n O EE EHjJ 3 Ald 7]1¢] CKA_SENSITIVEZ} true©] il Tt A B 7} trueo]
C_WrapKey % C_UnwrapKey+ A3 g},
= 717} RSA %= DSA 717} obd Ut

s "7 YE©| cKM_DES_CBC_PAD, CKM_DES3_CBC_PAD, CKM_RC2_CBC_PAD
¥ = CKM_AES_CBC_PADZ} obd Yt}
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m 7|9 CKA_SENSITIVEZ} true®2 A4 o] oW o5& WAYSFT ddd 24
Ao gk o},

s CKM_AES...

s CKM_CDMF_ECB

s CKM_DES_ECB

s CKM_DES3_ECB

m CKM_DH...

s CKM_MD5_HMAC...
m CKM_RC2...

m CKM_RC4...

m CKM_SHA_1_HMAC...
m CKM_SSL3...

m CKM_TLS.

m CKA_ SENSITIVE7]- true® AT o] 9J o™ 2048 E Bt} & RSA 7] T+ 2048H| E
Bl 2 DSASH Ave #¢l2 Asf

CKA_EXTRACTABLE £A4 & 7| B4 0 & true Ut} cKA_SENSITIVES 7| &3S
CKA_EXTRACTABLEJJr HJ\‘H Ay E‘r. CKR_TEMPLATE_INCONSISTENT=Z &
CKA_SENSITIVE ¥ CKA_EXTRACTABLES false® A A8 & gl

17 &4 AWH 0 B 54 BT oE Fof, ET0] A% S40] @
o) F W P8 L nhA T g ARSI T 7] f o AAE A WL A S A
ok 22 S4e] w71 54 = g o

CKA_LOCAL, CKA_ALWAYS SENSITIVE % CKA NEVER_EXTRACTABLE £Al2 G+&

9] ek,

LT Egofo A u3s }% i ZE UES I ddT A= A2 obd YTt 59,
o2 o] Bt A5k 4 9-2] 27l A= UlF-E CKR_MECHANISM_INVALIDO|
lRa A= “ﬂl%‘r s CKR_HOST_MEMORY X th7H malloc(3c)e] Wi & W #ol A
IS HEFH YT o] &/ P‘ﬂﬁ‘rﬂ‘ﬂ T3 JEH7E SutE A A E A ko
C_Finalize® S &3 A& AYstd A5 4= glsyh

i

p—nO

AXE ]9 c_EncryptInit B FASH 75 S eI =E %017] S8 A A
z3}sl glo] g7} ‘Rlé W7hA] Bl 7]12] AES ATt o83 A5 AV 2 Q18|
C_EncryptInit(® A3 7|5 o )= Eﬂﬂoﬁ o} 3l PKCS#11 A& 2 A2 A HA

0] & 9] C_Encrythpdate(“] FAFSE 7]5) 35 A] Harguy )

Sun Crypto Accelerator 4000 X E9ojol+= v} o] PKCS#11 A G Aol A <14 5}
= HAYFo] %01 Az ULt o HFol Yo} 9= cKM_SSL3. .. ¥ CKM_TLS. ..
HAYELS 34 /etc/opt/SUNWeconn/cryptov2/sslreg®] e 4 -0 vtk 7] 2
Eo7} A= EELOM MRS = QAU EH200 ©] A 9] "PKCS#11& AHE-8H7] 917 =
= e Fx).

CKM_AES_CBC

CKM_AES_CBC_PAD

CKM_AES_ECB

CKM_AES_KEY_ GEN

CKM_CDMF_CBC
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CKM_CDMF_CBC_PAD
CKM_CDMF_ECB
CKM_CDMF_KEY_GEN
CKM_DES2_KEY_GEN
CKM_DES3_CBC
CKM_DES3_CBC_PAD
CKM_DES3_ECB
CKM_DES3_KEY_GEN
CKM_DES_CBC
CKM_DES_CBC_PAD
CKM_DES_ECB
CKM_DES_KEY_GEN
CKM_DH_PKCS_DERIVE
CKM_DH_PKCS_KEY_PAIR_GEN
CKM_DSA
CKM_DSA_KEY_PAIR_GEN
CKM_MD5

CKM_MD5_HMAC
CKM_MD5_HMAC_GENERAL
CKM_RC2_CBC
CKM_RC2_CBC_PAD
CKM_RC2_ECB
CKM_RC2_KEY_GEN

CKM_RC4

CKM_RC4_KEY_GEN
CKM_RSA_PKCS
CKM_RSA_PKCS_KEY_PAIR_GEN
CKM_RSA_X_509

CKM_SHA_1

CKM_SHA_1_ HMAC

CKM_SHA_1 HMAC_GENERAL
CKM_SSL3_KEY_AND_MAC_DERIVE
CKM_SSL3_MASTER_KEY_ DERIVE
CKM_SSL3_MD5_MAC
CKM_SSL3_PRE_MASTER_KEY_GEN
CKM_SSL3_SHA1l_MAC
CKM_TLS_KEY_AND_MAC_DERIVE
CKM_TLS_MASTER_KEY_DERIVE
CKM_TLS_PRE_MASTER_KEY_GEN
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DSA 4096 1024
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P101-000

d2 A1 Sun Crypto Accelerator 4000 MMF ¢ §1E] 7 €]
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E A1 SC A1 ¥ 3 54J(IEEE P802.32)

62.5010| 32 MMF 500}0| 32 MMF

Jm
0x

offl
£
oE
do

) 260m Z o 550m

212 Sun Crypto Accelerator 4000 25 HH 1.1 M X[ Y AlS ™A « 20044 18



= A2 =84 37
371 A% o[ X%
Z o] 12.28321 %] 312.00mm
U H| 420081 %] 106.68mm
- le)
s AL
EA3 AT AE
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PCI =9 # v 33/66MHz

PCI H|o]E] H2E HEE
PCI HlolH /F4 &

PCI 2=
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Hof 64nto] E BjaE
32/64H E
eSS VA MR
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A2 7 Aba

A4 AE 2T A

At ==

A A 2 6.25 W @ 5V
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Qe o 0] 2= A}

= A5 QlE] T o] 2~ A}

s At

PCI 29 33MHz = 66MHz

F2E Qe H o]~ 33MHz & 66MHz9 28 $% %33V &5V 188 A dste
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S o
3173 AL
= A6 S AV
= S5t A LR
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Jfu

2 BELS A% CDoll AlTH HdX 23 HE(/cdrom/cdrom0/install)E A3}
ool Sun Crypto Accelerator 4000 2 X E 9ol & 502 AX o= WS AWy
o] &2 thu FE o= A dsHTh

m 219¥|0] X o] "A T E o] £ A X"
m 2228 0] o] "THEg] Y 3}
m 2249 0] A 9] "iiE%M 5 AA"

A ESo 5 2

Sun Crypto Accelerator 4000 A2 E |0} = CDell 235 o] 315t SunSolve €.
ALO]E(http: //sunsolve.sun.com)ol| A X E hE 2 =3 0]: g A% &5
AAIRE W82 109 0] A o] "H HA"E et A L.

v X EO] 5 A

1. A" 9423 CD-ROM Ez&}e]H ¢l Sun Crypto Accelerator 4000 CDE ¥ %4t}

m A]Z=%l¢] Sun Enterprise Volume Managers 2 3} %<1 % -9- CD-ROM?]
/cdrom/cdrom0 HAEZ ] x5 o2 vk EF )

n A28l Sun Enterpnse Volume Manager”} A 3 Fo] o}bd A% th3& &3t
CD-ROM & PHEE Ytk

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom
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/cdrom/cdrom0 Y Eg ] v dtd 7} v EL] 7t w A E Y

E B-1 /cdrom/cdrom0 U HE 2] 2] 1

e == CjEEs)

Copyright
FR_Copyright
install
remove

Docs

Packages

"= AL )

g A2 5

ul

Sun Crypto Accelerator 4000 &~ZE¢o] ¢ A3 ~3H
Sun Crypto Accelerator 4000 22 E9]o] 9] A| A = HE

Sun Crypto Accelerator 4000 2= B X 1.1 F3] ¥ ALE &G A]
Sun Crypto Accelerator 4000 2= ga]> = E

Sun Crypto Accelerator 40004~ E 9o 3]7] A

SUNWkcl2r olss Ad A 24

SUNwkc12u ds st #e FdEE 9 golB ey
SUNWkc12a Apache$ SSL A A (5+47)

SUNWkc12m Hzst e v sl A (F4)

SUNWvcar VCA Crypto Accelerator(FE)

SUNWvcau VCA Crypto Accelerator(Usr)

SUNWvcaa VCA ##

SUNWvcafw VCA 9]

SUNWvcamn VCA Crypto Accelerator "7 7 o] 2] (:547)
SUNWvcav VCA Crypto Accelerator®] SunVTS H =E(5%47)
SUNWkc120 SSL /N =9t 9 ghol B 2l(# 4

SUNWkc12i.u KCLv2 Crypto& & & IPsec 7H:3H(+547)

¢ 71 = A F71 5] A=A Aoll 4 Ao mpat A X8| oF sttt 4 9 7] X 7}
A= H "1°ﬂ FHglo] A4 fﬂﬂﬂg ARsta AAE 4= dF YT

&4 suNwkcl2a 37| A= Apaches ¢ AW 2 Ab&-3te] &= 74 ol vk A X g Th
=41 suNwkcl2o 3 7] %] = Apache Web Server®] th&(A ¥ A &+) WA= ThA
AAste = 9ol vk A g

A suNwveav 3 7] X] = SunVTS HAEE 3518 = 74 S w Ay}
SUNWvcav 7] A S A X3t W SunVTS 4.4 o] Aol A 5.x71#] 9] B % o] A x| & o]

slofof gk,

220 Sun Crypto Accelerator 4000 25 HH 1.1 M X[ Y AlS ™A « 20044 18



&4 suNwkc12i.u 7] %= Sun Crypto Accelerator 4000CD ol A ®F .u

g+

Xt —
AAE 7FA I Y5yt Ak 571 %] 7F A X &)™ o] Eo] suNwkel2® W AF U CD

o Q= & 9 71A o) u FAAE 971A F sunsu o718 A A g 0w 4ol

1. < 435l 5 s e o] & AX P}

# cd /cdrom/cdrom0/Packages
# pkgadd -d . SUNWkcl2r SUNWkcl2u SUNWkcl2m SUNWvcar SUNWvcau SUNWvcaa SUNWvcamn
SUNWvcafw

2. (FA) 2= Ed o7} &ul2A Aa)= Q=] gl pkginfo 93-S A3}

|

# pkginfo SUNWkcl2r SUNWkcl2u SUNWvcar SUNWvcau SUNWvcaa SUNWvcafw

system SUNWkcl2r KCLv2 Crypto (Root)

system SUNWkcl2u KCLv2 Crypto Support Software

system SUNWvcaa VCA Crypto Accelerator/Gigabit Ethernet Admin
system SUNWvcafw VCA Crypto Accelerator/Gigabit Ethernet firmware
system SUNWvcar VCA Crypto Accelerator/Gigabit Ethernet Drivers
system SUNWvcau VCA Crypto Accelerator/Gigabit Ethernet Daemon

3. (&4) =afolw 7} 22w 9 Ex] e precont WAL AW,

prtdiag(lm) =2}el jFd Fo] X = Fxa AL

# prtdiag -v

4. (FA) modinfo PHE APslo] R Eo| 2 =% 3.

# modinfo | grep Crypto

62 1317f62 20b1lf 198 1 wvca (VCA Crypto/Ethernet v1.102)

63 13360e9 12510 200 kcl2 (Kernel Crypto Library v1.148)
197 136d5d6 19b0 199 1 wvcactl (VCA Crypto Control v1.19)

=

S2p Mx A3YE 90| 2TEQY 0| M|
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Apache Apache Web Serverell & SSL #| €13} Sun Crypto Accelerator 4000 < 2}<1
i ol A& Agshs 54 A7IAR A s teS Ak A L.

# cd /cdrom/cdrom0/Packages
# pkgadd -d . SUNWkcl2a SUNWkcl2m

WA 2z ES O] 1A BF A s v

o
o
J
i

Y.

# cd /cdrom/cdrom0/Packages
# pkgadd -d . SUNWkcl2a SUNWkcl2m SUNWvcamn SUNWvcav SUNWkcl2o SUNWkcl2i.u

ol el Ale] A 1A Gl ek A wB1S A L.

=] 1:4 ] j Q]
D] =A== = =
I B2+ Sun Crypto Accelerator 4000 222 E 9of ] 7] A2 A| A == HEE S

ERENREE]

E B2 Sun Crypto Accelerator 4000T] & & 2]

ClAEa] e
/etc/opt/SUNWconn/vca/keydata 71 2~E o] dlolE(L 5 3})
/opt/SUNWconn/cryptov2/bin SEgE
/opt/SUNWconn/cryptov2/1ib 29 gro) B g
/opt/SUNWconn/cryptov2/sbin e g

29 B2 o] HHEY ¥ o) AF FEE AP
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/etc /opt
/opt
/ SUNWconn
/SUNWconn
/vca /cryptov2
/keydata
53k 7
/bin /include /1ib /man /sbin /ssl
— | - | | | |
5 Eil = Bk [e) %‘g— Eij—% HHL_O—] 5 A aChe
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Z7]3tellofF gy th. B 278k el i W82 64

z713E Fxs AL
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