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Compliance Model Number:
Product Family Name:

EMC

USA - FCC Class B

Declaration of Conformity (Fiber MMF)

Venus-FI
Sun Crypto Accelerator 4000 - Fiber (X4012A)

This equipment complies with Part 15 of the FCC Rules. Operation is subject to the following two

conditions:

1) This equipment may not cause harmful interference.

2) This equipment must accept any interference that may cause undesired operation.

European Union

This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

As Telecommunication Network Equipment (TNE) in both Telecom Centers and Other Than Telecom Centers per (as

applicable):

EN300-386 V.1.3.1 (09-2001) Required Limits:
EN55022/CISPR22

EN61000-3-2
EN61000-3-3
EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-11

Class B

Pass

Pass

6 kV (Direct), 8 kV (Air)

3 V/m 80-1000MHz, 10 V/m 800-960 MHz and 1400-2000 MHz
1 kV AC and DC Power Lines, 0.5 kV Signal Lines,

2 kV AC Line-Gnd, 1 kV AC Line-Line and Outdoor Signal Lines,
0.5 kV Indoor Signal Lines > 10m.

3V
Pass

As information Technology Equipment (ITE) Class B per (as applicable):
EN55022:1998 /CISPR22:1997

EN55024:1998 Required Limits:

EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-8
EN61000-4-11

EN61000-3-2:1995 + Al, A2, Al4

EN61000-3-3:1995

Safety

Class B

4 kV (Direct), 8 kV (Air)
3V/m
1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines

1 kV AC Line-Line and Outdoor Signal Lines, 2 kV AC Line-Gnd,
0.5 kV DC Power Lines

3V
1A/m
Pass
Pass
Pass

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:



EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:2000, 3rd Edition
Evaluated to all CB Countries
UL 60950, 3rd Edition, CSA C22.2 No. 60950-00

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/ /S/

Dennis P. Symanski Pamela ] Dullaghan

Manager, Compliance Engineering Quality Program Manager

Sun Microsystems, Inc. Sun Microsystems Scotland, Limited
4150 Network Circle, MPK15-102 Springfield, Linlithgow

Santa Clara, CA 95054, USA West Lothian, EH49 7LR

Tel: 650-786-3255 Scotland, United Kingdom

Fax: 650-786-3723 Tel: +44 1 506 672 395

Fax: +44 1 506 672 855

Declaration of Conformity (Copper UTP)

Compliance Model Number:  Venus-CU
Product Family Name: Sun Crypto Accelerator 4000 - Copper (X4011A)

EMC
USA - FCC Class B

This equipment complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This equipment may not cause harmful interference.

2) This equipment must accept any interference that may cause undesired operation.
European Union

This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

As Telecommunication Network Equipment (TNE) in both Telecom Centers and Other Than Telecom Centers per (as
applicable):

EN300-386 V.1.3.1 (09-2001) Required Limits:

EN55022 /CISPR22 Class B
EN61000-3-2 Pass
EN61000-3-3 Pass
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EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-11

6 kV (Direct), 8 kV (Air)
3 V/m 80-1000MHz, 10 V/m 800-960 MHz and 1400-2000 MHz
1 kV AC and DC Power Lines, 0.5 kV Signal Lines,

2 kV AC Line-Gnd, 1 kV AC Line-Line and Outdoor Signal Lines,
0.5 kV Indoor Signal Lines > 10m.

3V
Pass

As information Technology Equipment (ITE) Class B per (as applicable):
EN55022:1998 /CISPR22:1997

EN55024:1998 Required Limits:

EN61000-3-2:1995 + Al
EN61000-3-3:1995

Safety

EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-8
EN61000-4-11
, A2, Al4

Class B

4 kV (Direct), 8 kV (Air)
3V/m
1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines

1 kV AC Line-Line and Outdoor Signal Lines, 2 kV AC Line-Gnd,
0.5 kV DC Power Lines

3V
1A/m
Pass
Pass
Pass

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:2000, 3rd Edition

Evaluated to all CB Countries

UL 60950, 3rd Edition, CSA C22.2 No. 60950-00

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/

/S/

Dennis P. Symanski

Manager, Compliance Engineering

Sun Microsystems, Inc.

4150 Network Circle, MPK15-102

Santa Clara, CA 95054,
Tel: 650-786-3255
Fax: 650-786-3723

USA

Pamela ] Dullaghan

Quality Program Manager

Sun Microsystems Scotland, Limited
Springfield, Linlithgow

West Lothian, EH49 7LR

Scotland, United Kingdom

Tel: +44 1 506 672 395

Fax: +44 1 506 672 855
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Regulatory Compliance Statements

Your Sun product is marked to indicate its compliance class:

¢ Federal Communications Commission (FCC) — USA

* Industry Canada Equipment Standard for Digital Equipment (ICES-003) — Canada
* Voluntary Control Council for Interference (VCCI) — Japan

* Bureau of Standards Metrology and Inspection (BSMI) — Taiwan

Please read the appropriate section that corresponds to the marking on your Sun product before attempting to install the
product.

FCC Class A Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15
of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the
equipment is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency
energy, and if it is not installed and used in accordance with the instruction manual, it may cause harmful interference to
radio communications. Operation of this equipment in a residential area is likely to cause harmful interference, in which
case the user will be required to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply
with FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP)
cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15
of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

¢ Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to

maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.
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ICES-003 Class A Notice - Avis NMB-003, Classe A
This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

ICES-003 Class B Notice - Avis NMB-003, Classe B

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

VCCI £
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BSMI Class A Notice

The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.
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SRR P4 B

m 55 FEPLH WAL E Sun Crypto Accelerator 4000 4% LA{# 5 Sun ONE Web Server
B A -

n 56 A UMACE Sun Crypto Accelerator 4000 #% LAf# 5 Apache Web Server
B A -
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n 5B 7 BEAGEAERH SunVTS 2 P AR E FCode H AR R IMX Sun
Crypto Accelerator 4000 4. 734t, AELLEME T OpenBoot iy 4 #-ATHE IR b
UESRLIP

m O 8 B USRI AN F I AR B LA Y PKCS#11 Frifii il & TAF .
m [ff3% A FIH T Sun Crypto Accelerator 4000 AR FFIREA .

n [ffs% B SR AEAVE ] 2 A 15 000 T3 222 Sun Crypto Accelerator 4000
AT

m [l C ZIH T4 Sun Crypto Accelerator 4000 # {44 Apache Web Server B
SSL SCHF T4

n [ff3% D /4 Sun Crypto Accelerator 4000 i BB 181, FEi W 1 fnf #ay
OpenSSL e W HIAR > LA 78 23 F1 IR AR sk D f -

w [k E feft 7Rk IV E AP A B A AR, T LY Sun Crypto
Accelerator 4000 Hi— i FH 1128 = J7 3 A

m 3% F i) Sun Crypto Accelerator 4000 iy 4 I1-41 H T &y 4 (1 F M L

n [ G AU Sun Crypto Accelerator 4000 HZ#  t ] IR#&, BIBR Y Failsafe
LSV

AN
fifi H UNIX A4
ASCRGBAT KA UNIX® A R B PR K B, W RS, B RS E
-
FRILEE BRSO, ES R T 53R
m Solaris V5757
m http://docs.sun.com M EFEMEISCT Solaris B /EHE AL SCRY
n RGBEM e AR SR
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Shell $&R47F

Shell RRTF

C shell L %
C shell g L #
Bourne shell il Korn shell $

Bourne shell 1 Korn shell #2H /7 #

I ES s

Tt &y =Bl
AaBbCC123 k. UHRIHRMAH: W 4% . login XfF.
LR S (6 1s —a BUHUFFAT I

% You have mail.

AaBbCC123  BEAMINE CHIXLFHSHLG % su

i) Password:
AaBbCc123 PHIbR S HrE R B AR )RR 6 T
SR 1 1] IXEEFR N class LI o

PAT IZERAERS, AR BEAIT

1TAchs; WM B A EMBRSCHE, WA rm X7EH.

FE  xxix
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FELE T ] Sun SCHY
HIP AT NBL R Wl 2 o T EDETT I Sun S22 200K, AR A AL R AS «

http://www.sun.com/documentation

BRAR Sun SURSCRFA I

W AGE R A SR A BEAF DL = BB I R, 507 1) AR R »

http://www.sun.com/service/contacting

Sun IR H L

Sun H/MEE S A S SR TR, JRUGR S SRR A R LR
oA st AP AT 5 ) i DL

http://www.sun.com/hwdocs/feedback
LT St L A B A SR R b R A5
Sun Crypto Accelerator 4000 #% 1.1 JR-ZHERI 757, 4+ 817-5927-10
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ot

P AR

REE T E A4 Sun Crypto Accelerator 4000 AR (1945 &0 &, AHELL LAY

w5561 “EfRIA”
w10 00 “EERIHIER"

~7 &b

7 i L Re

Sun Crypto Accelerator 4000 # & —Ffk - T-Jefr LUK MR 2% 4% 11K, w24 Sun 55
a FIZATHY IPsec M SSL O FRAIT AR AT ) SR AL P ik i . BRAE b T
JEAT LUK 42 1R BEAT AR N85 L I 28 3045 2 Ab BBty R In 8 R 13 vy Ak Jon 2 7Y
IPsec A5 42 (it TARUERR AT 77 R p0 A&

GheE, AT vecaadm SEFFRPAHZMATHIGA L FECE . b SRR 7 v] DA B R 12
FH P 5 BRI R B E I . BB S HEM S5, BmiH
iplsslcfg fl apsslcfg AR E Sun ONE Web Server. Sun ONE Application
Server 8¢ Apache Web Server, LMEEA PR A T SSL k. it/ Sun ONE 4 #
FEHI G M modutil BLK certutil SEAIFEFACE Sun ONE Directory Server.
Messaging Server L\ & Portal Server, ‘&I AR T SSL k. dbsh, K2 HH
PKCS#11 S KR BH PR IR 55 1 R 3 1) T4 AR



TR

Sun Crypto Accelerator 4000 A AJ 55 AT (1) LUK M B & AT LG A #04F, AR 21X S8 i
K FARAE LUK I B2 /ISR KR/ (64 22 1518 71D Fimiiag X, B 5 DL RARAEFIM YL
e

42K PCI 33/66 Mhz, 32/64 fir

IEEE 802.3 CSMA/CD (LLAR)

IEEE 802.2 1B {H 4k i ¢ 1Hil

SNMP ({¥f MIB)

AT AR T I8 LUK M2 10 (IEEE 802.2)

BHAXUEFS (3.3V fil 5V)

FE I Re

m A EERG AR O T IR AL UK M

m N IPsec F1 SSL s zhag

o SUEEHE. Sk 4300 R/

n LRI ER: =ik 800 Mbps

n $E{EZIL 2048 711 RSA Jn% ik

m TS L 3DES b B s ik 10 %

m 1]y Sun ONE Web Server #2857 B4 HP Ak 22 4 S B RIAIE 15485 BRI
SIS g (1) 2 A P RE R R Ak 1) 4 o B

m FF4 FIPS 140-2 Level 3 TAilF

m KN CPU FIHZ — BIBUIRSS 2% R4 e Ay ve

w AT EE R RAH AT R

n P RVRIE RS A F LRSS ERCE (DR) MITA /MRS D fe

m 7EZA CPU ZIR)S2H RX B 047 383415

m SRRV (IEEE 802.3X)

Sun Crypto Accelerator 4000 H4F IR AE BALBEARTHE (FIPS) 140-2 403 3 A7 N
R 22 A PEREEE K
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SCRFRI N I RE A

Solaris 8 A1 9 #&AF¥ L (IPsec VPN)
Sun ONE Web Server 4.1 1 6.0
Sun ONE Application Server 7.0
Sun ONE Directory Server 5.2

Sun ONE Messaging Server 5.2
Sun ONE Portal Server 6.2

Apache Web Server 1.3.x 1 2.x

4 R NV
SCFFI N
Sun Crypto Accelerator 4000 A 37 #F LA R Hpil:
m IPsec for IPv4 fl IPsec for IPv6, 145 IKE
m SSLv2. SSLv3. TLSvl (f&#)Z2zeatt)

Sun Crypto Accelerator 4000 # ] ik LA K IPsec Lijfi:

m ESP (DES #1 3DES) hi#
m ESP (SHA1l. MD5) %iif *
m AH (SHA1l. MD5) &if *

*YBCE ] T2 N TPsec IR (Z[ZE 5 U0 “2k N TPsec Bk ” )

Sun Crypto Accelerator 4000 # AJ fii# LA~ SSL Jyfi:

m ER UGS ds 2 18] 2 4 i — B s S HO 9]

n HCEBCA AR P — S — BT I

W SR

» /A OpenBoot PROM #47 H IR
m SunVTS 2 Wrillia

Tnss By s

AR RTAREAE A P R Sk, nr s R s S . LR K R D AE T
MO ST R T ARSI . AT LU A Bl A RSB, 1
o s By ) B R S e R I, B A P N R A
FUREAF I3 v 2 o L RORS G5 SR A [ TP S R PP AR B 2 BT o VER: 28 InE A

ATLLHURS O PR AT, SO 15 4 G TR —FE



4

SCHFIR I Sk

Sun Crypto Accelerator 4000 WXZNFR/F (vea) A — AN 0% 1 K 0 e fe F B A
B (EPAEHEEEE Sun Crypto Accelerator 40000 , MMk e KA . 7304
W I S A un b s A K

Sun Crypto Accelerator 4000 # ] fiiidg LA~ IPsec 5Hi%:

%11 IPsec &5k

£ Bk
PO DES, 3DES
B+ MD5, SHA1

*UCE T2 A TPsec A Inige iy o
Sun Crypto Accelerator 4000 A ] i LA~ SSL 5.

®12  SSL N SIE

ESid] 8iE

PAp DES, 3DES, ARCFOUR

AEXFFR Diffie-Hellman (&M T Apache) Il RSA (£ik 2048 {78 ,
DSA

i) MD5, SHA1

IPsec finis

Sun Crypto Accelerator 4000 HSZ#FPIAE ] IPsec NI A AMMIZEIN . IXPIFICE
YK SPARC® Kb B 25 1) v JT A I #:4F #2245 Sun Crypto Accelerator 4000 Ak 2.
ARV, SR 49 T “T'E IPsec LI

£13 KA IPsec Hik

i Wb %R
DES X X
3DES X X
MD5 X
SHA1 X

Sun Crypto Accelerator 4000 #% 1.1 lRRZEFHFIER » 2004 £ 1 B



74 1Psec H#1E I

0 AR & T4 IPsec N, HZ3E7F Solaris 9 (W HA) KRG, W2 E;
FR 02 R s B AE R P o . BT B E T IPsec AbEERS K00 AL AR BT R34 /R &
ML Solaris Psec HAHAT. ARV, ESFUH 50 v “Ja HH 4 IPsec I ” o

¥ — 7F Solaris 9 7, FCHHCE ML IPsec RN AT AR HEAT #41 IPsec Inik. & H 7
%%% Sun Crypto Accelerator 4000 AR G HHT 51 F o

ZE A 1Psec 1 1F

G RAR LB T2k N IPsec g, H2e3%4F Solaris 9 12/03 (EiHE A Rgird, M)
SSLFFIIINE . R R UE R VR AR A i . SR T IPsec M4 L AL B LR
HAR BT . A AT L B AR LLEI T 26 ) TPsec g BT, &2 456 50 10 “JH
£ N IPsec ik ” .

SSL fnig

4 1-4 51 T A LU Sun Crypto Accelerator 4000 fifi 4443t 57 % 1) SSL s 52 L Ky
Sun ONE Al Apache Web Server #&{t [\ {52

®1-4  SCRRIY SSL Sk

Sun ONE Web Server Apache Web Server

"k w4 N w®i w
RSA X X
DSA X X
ARCFOUR X
Diffie-Hellman X
DES X X X
3DES X X X
MD5 X X

SHA1 X X




b

BOIAEOL N, RGO T Sun Crypto Accelerator 4000 #224 Sun ONE 454 4 1
PR R N DI RE . AT n L, Tiika: QUM RS ERHS)
Sun ONE Jlk 45 #4841

Bf Sun ONE k45 4fF ny LIS HIAR bt i i Thig, K&
/etc/opt/SUNWconn/cryptov2/ Hah g — N2 sslreg BRI, KRG E
JA B RS BERAE

# touch /etc/opt/SUNWconn/cryptov2/sslreg

BRI N2 IR, U AMER sslreg SUIF, SRS FHE B SSA K1

# rm /etc/opt/SUNWconn/cryptov2/sslreg

BB R, RSN Apache Web Server #4443 I T HEm & DhRe, HAREEEH].

M PF ML

Sun Crypto Accelerator 4000 72— 4 (4.2 9] x 12.283 Ja~F) [l hidkias
PCI T fir UK G As, T2 Sun k554 I IPsec A1 SSL HITERE.

Sun Crypto Accelerator 4000 MMF & i %

Sun Crypto Accelerator 4000 MMF J& i # i& — i i 1 IR HE TG 2R 1) T I A7 LA K4
PCI B2+ . & HEEE 1000 Mbps LUK M 4 H]
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11 Sun Crypto Accelerator 4000 MMF &t #%

LED %R

%£1-5 MMF &8s ARV R 27~ LED

RE

TERHE L

e

FAULT (k)

DIAG (WD)

OPERATE (¥:/F)

INIT (¥Ehtk)

FIPS

LINK i)

AT HALTED  (BUearffiin) IRZSEIRH
B PFRIAR A R S
T3 Y31 HH LA TR TR

4T POST. DIAGNOSTICS FiI FAILSAFE
CREHEARFZD RS .
1547 DIAGNOSTICS I I8 4%

AbF POST. DIAGNOSTICS #1 DISABLED
CRIFHIRENFER ) R FEiL .

4T IDLE. OPERATIONAL # FAILSAFE
DRSS T

LA O veaadm YA =4,
B[R, ESME 62 W “ilid vcaadm
VILRAAR” o

171F ZEROIZE BZk I [R4R

7 FIPS 140-2 level 3 YFA FizfT 52
. fEdE FIPS # B TR K.

FIIT BRI i

Sl

23]




Sun Crypto Accelerator 4000 UTP J& i #5

Sun Crypto Accelerator 4000 UTP & Ae as A& — 7l 5o 11 FE T8 2 i) T-Je A2 LUK R PCT
B, gl E, R LIE 10, 100 5k 1000 Mbps LK M

12 Sun Crypto Accelerator 4000 UTP I&MC#s

LED &R

%16 UTP GRS AR AR .7~ LED

FE RREEHHEY gt
FAULT (k) MR HALTED (Eiavdfi) R&SRS a6
T UG A SR I e
5| 5 300 1R B R B A R
DIAG (i) 4T POST. DIAGNOSTICS #1 FAILSAFE 4%,
CHEAERTFD RS .
14T DIAGNOSTICS 5 A4 o
OPERATE (¥:/F) kT POST. DIAGNOSTICS #1 DISABLED  £(f

ORI B ARSI ST
4T IDLE. OPERATIONAL Al FAILSAFE
ARAS I AR«
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w16 UTP GRCAH AT LS LED (26)

FE RREEHHEY e
INIT (HIEh1k) LA O veaadm WG 2Rk o E5E)
HRUH, ESHE 62 T “llid vcaadm
VILRAAR” o
174E ZEROIZE Bk I 45 .
FIPS 7£ FIPS 140-2 level 3 AR FETH 5 Rt
#2. 7E9E FIPS £l FiE4r i 4E K.
1000 A T IBAL LK M B = ZRth
WEh (R B R % e B s B ST BRI,
el (ERRZD FT T4 e e it IS 3E]

¥ — 0G4 & Sun ONE Web Server 4.1 5 6.0 v}, #Ed5RkS S (SP9 5% SP1) .

A A H G B A v )

Sun Crypto Accelerator 4000 A 4FF1AH G A Re it = A 7E IR L 2 Fr BN A HIL & (DR)
MPAEILA) Sun ¥ & ETAE. /& DR 8@k #1ET,  Sun Crypto Accelerator 4000
BT R 2 E SR AR ARG DU OT T T RISE,  DLOE AR AT R K AR

YT E R Y (HA) FCE, vl PR R 2238 2 3 Sun Crypto Accelerator 4000
B DA ik D e S AT . 24 Sun Crypto Accelerator 4000 i H 3L o
HLRAR/ND 5 AR A2 SR 21 b I 5 I AN R P (R o 2% o3l 4 1) 3 55 HH 00 i 1
#o Sun Crypto Accelerator 4000 # A2 A THRIGE, LU RV AR 9% Y5 ool D PR 175 100
S5 S0 SRR 2 e HE LS T A AR

JE: Sun Crypto Accelerator 4000 i 24 A2 s I35 PR A1t 1 i S5 B8 (Entropy)
kYR . W AR EISE I EL R ZE T (T Sun Crypto Accelerator 4000 #, U< A2 Bl f5 B
i INIS SR R

T

Sun Crypto Accelerator 4000 # {7 Solaris 5 R L H 23 4R Fe k. s
(1 o 25 37 SR ARCHR o] 7 A< 88 RV M BA A7 43 O 465 85 AN A R TRTAR o A2 0, 8633 3K S 43 I
YU, SRS SRR LA B P, BB e AT o 1k — EUER P
AT, AR LS N —Hen] DL SZ S SR IR o HE AN /E 7 T 5 A8 2831
A B RE SR, IS R A it &1 H



MEEPE RN AE ZER

%17 i EHIH T Sun Crypto Accelerator 4000 i& it & A {4 S 44 2E5K

w17 WEEARARESR

B AR BXR

g Sun Fire™ V120, V210, V240, 280R, V480, V880, 4800, 4810, 6800, 12K,
15K; Netra™ 20 (Iw4); Sun Blade™ 100, 150, 1000, 2000

PR Solaris 8 2/02 FILLJG A RA T IPsec ik, 7 H Solaris 9
WA )

Wity B AN 7

RV TFBHETFIEAEE, S8 (Sun Crypto Accelerator 4000 #Z 1.1 Jk XA
waD .

BHE RS FI24T Sun Crypto Accelerator 4000 i, %23 DL MEAMESF . Solaris BT
JRAS LS LLET IR AN . 151817 showrev -p M RifiE 2 O3 7 N AT
IPERME T

ST ML B T 8B FMEF: http://sunsolve. sun. com.

CREROFRA EAMEF o R RAT —DPIRA M BAMET, 05 58T (Bl
01) eestgin. wR M LA E T R RS AR, A SR RS o

YR SunSolvesM st AR S LA B i (B AN, 305 L AV 45 sl 5 AUR IR

Apache Web Server &M%
WK Apache Web Server 45 Solaris 8 Bl /], W41 %¢%% Sun Crypto

Accelerator 4000 {12 Hi ZHEAMEF 109234-09. WS SUNWkcl2a BT )5,
R KA Apache Web Server mod_ssl 1.3.26 #ATHLE -
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Solaris 8 fE4MEF?
%18 #tH T Sun Crypto Accelerator 4000 {5 [f) Solaris 8 EHMET .

1.8 WM Solaris 8 BAMEF

1E4MEFE ID L

110383-01 libnvpair

108528-23 KU-05 (nvpair 3FF)
112438-01 /dev/random

110900-10 pcifg. SunFire 15K % fiF1 DR
110824-04 DR

110842-11 AR HAA DR

110839-04 N S5 DLPI B 7 44 75
109234-09 Apache 3 FF

Solaris 9 fEMEFP
%19 5 T Sun Crypto Accelerator 4000 %K {445 ] Solaris 9 IE#MEF .

1.9 WM Solaris 9 BAMEF

E4MERF ID L

113068-04 BEHZ ., Sun Fire 15K 31 DR

112838-08 pcicfg. DR Al Sun Fire 15K 37 £

113218-08 TIRALHEBER vea WAFTR R

112904-08 T-IRpr kB

114758-01 /NF AR DLPT A5 7 42 Bk

112233-08 (JUH Solaris 9 9/04 2 HiFJ Solaris WA it B 4:4)
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‘%4 Sun Crypto Accelerator 4000

AREEA UM 4255 Sun Crypto Accelerator 4000 i LA K i ful i FiI [ 20 BIAR 22255 o
A EAHELLUR LS

m H 130 “HIfabE”

m 14T BRI LR

m 16 TU “%%% Sun Crypto Accelerator 4000 #fF”

m 2001 “HFASCMH

RN AR A 2 )5, T A T B 0 3 6 A BRI IA AR - T S T R a4k A
FHE R, WHSM%E 62 I “HMit vecaadm WJBR” .

A ) AR B

BEHRHRR R I AR A AT (e, AR 2 iz d A A7 o by JE SR iR e
R, VSRR Z T, A LUR JErp — Bk B 5 LR

w TSGR .

w S ERER LG, RS R Y S m AR

AR — BRI UKL, TR N S L B L, B
W%, FFHIRZABORAER R L i i 1 CAi i A RS

13



M) 22

Sun Crypto Accelerator 4000 # (1) 2300 ke AN 5T, ISRl A R 48, JL 020
R TR o BT 2 e i A AR K — R e B P R A R R e i, SRS
B B AR SR

v AT

1. fEBZ P, R ERGRER SO PSSP R SE, SRHTVSEBL, $RPORIRZEIFE b
VEERLAPSE

2. BT PCI #ik  (4rit 64 1 66 MHz Hik) .
3. R BhE b — S B T, 5 S M 4 i o

4. P12 3IR22 097 T PCI G L ifiResz
Wehrigez, LAAE 98 5 rp e SCANAE ] .

5. J{YME Sun Crypto Accelerator 4000 Huft1ili%s , R HNBDRHEPIR Y, A PCI iR,
RGP ASRZZ DL€ o S 8

6. FmIFRDINE, BRIEZ, RGFTIFRGE R,
7. {£ OpenBoot PROM ok #7534 F» #A show-devs fir 4 AR BRI 25 08 15 156 :

ok show-devs

/chosen

/packages
/upa@8,480000/SuUNW, ££fbe@0, 0
/pci@8,600000/network@l
/pci@8,600000/SUNW, glc@4
/pci@8,600000/SUNW, glc@4/fp@0, 0

76 LHREF, /pcies, 600000/network@l K x Sun Crypto Accelerator 4000
v At . RGP IR HARC A U B & 424 T
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B S A5 IEHIF1H T Sun Crypto Accelerator 4000 [ 4@, AT LA N #4E: 1F
ok RTF T, VIMZBIITIIW&LR, RGHAN .properties & LLEREMESIEK,

ok cd /pci@8,600000/network@l

ok .properties
assigned-addresses

d-fru-len
d-fru-off
d-fru-dev
s-fru-len
s-fru-off
s-fru-dev
compatible
reg

address-bits
max-frame-size
network-interface-type
device-type

name
local-mac-address
version

FCode 2.11.13 03/03/04
phy-type
board-model

model
fcode-rom-offset
66mhz-capable
fast-back-to-back
devsel-speed
class-code
interrupts
max-latency
cache-line-size
max-latency
min-grant
subsystem-vendor-id
subsystem-id
revision-id
device-id

vendor-id

82000810 00000000 00102000 00000000 00002000
81000814 00000000 00000400 00000000 00000100
82000818 00000000 00200000 00000000 00200000
82000830 00000000 00400000 00000000 00100000

00 00 00 00

00 00 e8 00

eeprom

00 00 08 00

00 00 e0 00

eeprom

70 63 69 38 30 38 36 2c 62 35 35 35 2e 31 30 38

00000800 00000000 00000000 00000000 000OOOOO
02000810 00000000 00000000 00000000 00002000
02000814 00000000 00000000 00000000 00000100
02000818 00000000 00000000 00000000 00200000
02000830 00000000 00000000 00000000 00100000

00 00 00 30

00 00 40 00

ethernet

network

network

00 03 ba 0e 99 ca

Sun PCI Crypto Accelerator 4000 1000Base-T FCode

mif

501-6039
SUNW, pci-vca
00000000

00000001
00100000
00000001
00000040
00000010
00000040
00000040
0000108e
00003de8
00000002
0000b555
00008086

8 23F %% Sun Crypto Accelerator 4000 #R
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‘Z4¢ Sun Crypto Accelerator 4000 k{1

Sun Crypto Accelerator 4000 CD H1ff47 7 Sun Crypto Accelerator 4000 % ff. #5752
M SunSolve M FEBAMEF. AREMMGER, SR 10 50 “LREHEAMER" .

PRIV et Tl oAt ] install BIA LS. AN G {E Al
install IAKRLRRIE. Wil T3 22890, iEZ IR B.

LA

. ¥ Sun Crypto Accelerator 4000 CD #fi A 55 ZEcHIEN CD-ROM 9Kah75 -

n W RS IELEIZAT Sun Enterprise Volume Manager™, 'V [ 8 CD-ROM 444
3| /cdrom/cdrom0 H3k.

n IR KRG AIZT Sun Enterprise Volume Manager, 114 J5 i3 CD-ROM:

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom

/cdrom/cdrom0 HxH HA NFI AR H 3% .

%21 /cdrom/cdrom0 H3&H YA

X ER HE
Copyright 2 [ R A S A
FR_Copyright 25 E RS A

install
remove

Docs

Packages

JF4:%% Sun Crypto Accelerator 4000 %14 H A<
JHF MR Sun Crypto Accelerator 4000 4K A4 I A<

Sun Crypto Accelerator 4000 # 1.1 JK LR S 15T
Sun Crypto Accelerator 4000 A4 i W

WA LU Sun Crypto Accelerator 4000 K {441

SUNWkc12r INEE R A

SUNWkc12u TR A RS R P MR 32 P
SUNWkcl12a T Apache ) SSL SZFf  (/ik)
SUNWkc12m T )
SUNWvcar VCA Crypto Accelerator (root)
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%21 /cdrom/cdrom0 HEH I (4

X ER AE
SUNWvcau VCA Crypto Accelerator (usr)
SUNWvcaa VCA %
SUNWvcafw VCA [#H
SUNWvcann VCA Crypto Accelerator M1 (/)
SUNWvcav VCA Crypto Accelerator ] SunVTS Mllik##/F (#7)
SUNWkc120 SSL JF R THAREFPE (k)

SUNWkc12i.u KM KCLv2 Crypto ] IPsec fiig (/)

W 22 B AR LU 5 BRI IR 2 2 b 8 RV B0, O FLIX S A b A e e AT A s B A
B HTHAT 235 . 2R TR G, 8T LA AR R0 2 2R R ] 1 4R 1A
IXAEVH IR Apache FHAETRETK) Web JIRSS 45N, AT 452256 UE 1) SUNWkel2a BfF.
AAE VT R HT 8 2] 57— WUAS ) Apache Web Server I, A4 Wb B2 e n] 1)
SUNwWkc120 KA.

NFEVHRIPAT SunVTS AN, A A BB ZSEEN suNWveav TAFE . B ATE 2234
SunVTS 4.4 B8 5.x MU Z JG A4 RE228E suNwveav AL,

7 — Sun Crypto Accelerator 4000 CD ¥l ik SUNWkcl12i.u BAGHA u I )
Yo RGO G, KA ESULA sSUNWkel2i. ZHAFELE CD 1R u
P REAIOR BB LT sundu AREGH

BEACL T %, EBE kI

# cd /cdrom/cdromO
# ./install

BRI RGEIAT 3T, WE 75 LR AVBANES? SR 2 REX S A A T 2
BAE, PRI 2R IR A Bl

% 23F %% Sun Crypto Accelerator 4000 # 17



7 — LUR R 208 T RSV ATIEAR R e A7 SRR VR AT IE, 1 2P E .

# ./install
This program installs the software for the Sun Crypto Accelerator
4000, Version 1.1.

**%* Checking if Sun Crypto Accelerator support is already installed...
*** Checking for required 0S patch(es):

113146-01 112838-07 113068-04 113449-02 113453-04 114758-01

*** Checking for incompatible OS patch(es)

*** Checking for optional package dependencies...

Do you wish to install the optional Crypto IPsec Acceleration software
(SUNWkcl2i.u)? [y,n,?,ql

Do you wish to install the optional Crypto Apache Support (SSL) (SUNWkcl2a
SUNWkcl20)? [y,n,?,q]l ¥

Do you wish to install the optional Crypto QA Tools (SUNWkcl2g SUNWvcaq) ?
ly,n,?,q]l n

Do you wish to install the optional VCA Crypto Accelerator/Gigabit Ethernet
SunVTS Diagnostics (SUNWvcav) ? [v,n,?,qd] n

This script is about to take the following actions:

- Install Sun Crypto Accelerator 4000 support for Solaris 9
- Install Optional Crypto IPsec Acceleration software

- Install Optional Crypto Apache Support (SSL) software

To cancel installation of this software, press ‘g’ followed by a Return.
**OR**
Press Return key to begin installation:

*** Tnstalling Sun Crypto Accelerator 4000 software for Solaris 9...
Installing required packages:
SUNWkc1l2r SUNWkcl2u SUNWkcl2m SUNWvcar SUNWvcau SUNWvcaa SUNWvcamn SUNWvcafw
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Installation of <SUNWkcl2u> was successful.
Installation of <SUNWkcl2m> was successful.
Installation of <SUNWvcar> was successful.
Installation of <SUNWvcau> was successful.
Installation of <SUNWvcaa> was successful.
Installation of <SUNWvcamn> was successful.
Installation of <SUNWvcafw> was successful.
*** Tnstalling selected optional software for Solaris 9...
Installing optional package(s):

SUNWkcl2i.u SUNWkcl2a SUNWkcl2o
Installation of <SUNWkcl2i> was successful.

Checking operating environment requirements...
Determining package requirements...

Verifying required packages are installed...
All required packages installed.

Determining patch requirements...

Verifying required patches are installed...
Requirement for 113146-01 met by 113146-01.
All required patches installed.

Installation of <SUNWkcl2a> was successful.

Installation of <SUNWkcl2o> was successful.
*** Tnstallation complete.

A IR A

#7211 Apache Web Server 1 Sun Crypto Accelerator 4000 BHLTF M i 44k
SSL SCHFFI AL, WEHE suNwkel2a Al SUNWkel2m.

FEI A IR R AR, IR ED: SUNWkel2a. SUNWkcl2m.
SUNWvcamn. SUNWvcav. SUNWkcl2o Fl SUNWkcl2i.u.

R BRI AT R A N AU, 1§52 Wk 2-1.

% 23F %% Sun Crypto Accelerator 4000 & 19



BB I

%22 51T Sun Crypto Accelerator 4000 # {4 7ER I ERIA 7 302 e ] BT g i) H 5.

%22 Sun Crypto Accelerator 4000 H3x

B=® nE
/etc/opt/SUNWconn/vca/keydata EHERE (2
/opt/SUNWconn/cryptov2/bin SEHREY
/opt/SUNWconn/cryptov2/1ib YRR
/opt/SUNWconn/cryptov2/sbin (@IS

21 SR IR H SNSRI 2 IR
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/etc /opt
/opt
/SUNWconn
/SUNWconn

/vca /cryptov2

/keydata

in s

/Tain /inlclude /1|ib /m|an /Slbin /s|sl

N7 [ o G & fT Apache
e PRI | | AR || P ATl | | R

21 Sun Crypto Accelerator 4000 H &F13C 4

i — %4% Sun Crypto Accelerator 4000 A FIEAY 5, &5 FHECE AR P AR Bk P14 10
B A RUTRIEABRINAE B, SR 62 11 “Hlid veaadm MR .

kR Sun Crypto Accelerator 4000 #f4:

A FH =R 7 R B CD-ROM L) remove A k4528 11
/var/tmp/crypto_acc.remove JIA; B pkgrm fiy4. AT AU EH TR
TIFR MR At . A5 AT H pkgrm a2 MR RIUE, S 5% B.

WA install WARZEEN, WA remove BMIASRMER A WK 2
Fohein), W /var/tmp/crypto_acc.remove A (ffisk B)

% 23F %% Sun Crypto Accelerator 4000 #k 21



v i H remove JHIASHIFR 2k

® {fi A Sun Crypto Accelerator 4000 CD-ROM Ji-#EALL F a4 :

# cd /cdrom/cdrom0
# ./remove

v ¥ /var/tmp/crypto_acc.remove JHAM %
At

TERTAELL | H b R B 2 ke i) H s

/var/tmp/crypto_acc.install.2003.10.13

® BEALL T4

# /var/tmp/crypto_acc.remove
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ot

[LINERE eI Ea 2

AREEA UL E Sun Crypto Accelerator 4000 UTP FIl MMF LAK W& L #3 iT FH 1) vea
BANEFEFSH ALl N IL:

w5523 U “ LUK IKENTEN (vea) 2407

m 30 00 “WE vea WAIRFFSH

m 5537 7 “fii]l OpenBoot PROM by 42 $0i5 H I ) B i slesit A 7

w5539 UU “INE ALK MRSl e AR e it

m 5548 U “LBICE”

DLUR W ¥ 24 IRBIFE T (vea) 240

vea W& IRSIFEF ] T-#5#] Sun Crypto Accelerator 4000 UTP 1 MMF LK ¥ # 4 (1)
BelE. vea WENFREFIER;E Sun Crypto Accelerator 4000 (1) UNIX pci 44 Fx )& I
pcil08e,3de8 (Hf 108e &) 7 ID, 3de8 & PCI ¥4 ID) .

AT E vea WAIMENFEF 24, il HiE XRG4 Sun Crypto
Accelerator 4000 B¢ . AT & E A4 T AH BT Sun Crypto Accelerator 4000 LLK
W PERE, U T AT vea WA IKEN IR S5O LR E T ik

Sun Crypto Accelerator 4000 LAX I UTP F1 MMF PCI &t 4% vf A% 55 37 10 “fdi ]
OpenBoot PROM A#E#:250)3 F A S i Sm diA X7 rhoa) ) e 28 R st AT 48
fEo BIMEOL R, vea WALLAMN AR SN T BEIKE) —iEE, DUE
4 speed. duplex il 1ink-clock SHUERFILFRIMEAER . HAMRTIEAEE R K
1000 Mbps I, link-clock ZHAEH . X TIXEESHL, vea WA AT IALE N 7E5R
R N R

23



FE - EES PR, BEEAKEENT AR speed. duplex Ml link-clock
CHUE T 1000 Mbps) S 5034 M A IAE H sh b i Bl am fa X N ab T /e . an ek
BAKAEXUTT T — AN SEORTEAR RN AL N AT AR, B I ges 3R, G
B, WZRE 37 1t “{IH] OpenBoot PROM N8E:2 4R M B shh i sism sl .

KR S HUE A E X

%315 T vea WA WEITEF IS HNBCE

#®31  vca WIFLFSEL RS W]

% K& L]

instance BAE B

adv-autoneg-cap ] BRI S 4

adv-1000fdx-cap BAE BAERA S8 (HLERT MMF &R
adv-1000hdx-cap BHE B S 4

adv-100fdx-cap P BAERASE (HIEH T UTP @)
adv-100hdx-cap I BAERASE (KRG T UTP @)
adv-10fdx-cap s BAERASE (HIEH T UTP @)
adv-10hdx-cap 5 IkE] BV S40 GUEH T UTP &Rl
adv-asmpause-cap B REHIZ

adv-pause-cap BRID TR

pause-on-threshold  HHIE wmEHIZH

pause-off-threshold HHIE mEHsH

link-master I 1 Gbps A il 24
enable-ipg0 B SCVFAE ROE R A 2wl FH A9 B ZE IR
ipg0 e IKE] PILHAR AL S IR

ipgl e IKE] H ENCR R R 2 5L

ipg2 [ IkE] B LR R B 2 5L

rx-intr-pkts P& IE e i KA

rx-intr-time [ IkE] Fleh v e

red-dvé4toék B WAL B TS 00 B, 25 5 %
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w31 vca WIRTSHL ISR 2D

B8 EI¥ eA

red-dvé6to8k e IkE] WAL i RO e (0, 3 e
red-dv8tolOk BRE B LA A IR0 5 . 25 30 R
red-dvl0tol2k BRE B L4 A 0 R0 5 0, 25 e Ak
tx-dma-weight A PCI #1135

rx-dma-weight BAE PCI #: 154

infinit-burst BAE PCI #1545

disable-64bit G PCI #HZ4

1]

IR 25

LIRS M E T vea WXEHFER ) SLRER AR A A W] K4 5 50K LRI speed Al
duplex HEHESH. % 32 M THRAFBASHILBOAE.

i — MRS HIVIIRCE L 0, WA UZSH. R IR B E A 0 IS4,
KRR 0. BRINEUL T, XS HIE vea WA MMEREIHT IR E .

Sun Crypto Accelerator 4000 UTP 3@ it s ) A L ZHAN A T3 3-2 HFT/R ) Sun
Crypto Accelerator 4000 MMF & e &% 55 H: 5 40

w32 BAEBASH

28

LA

UTP iEEC2§  MMF &Hc2%

adv-autoneg-cap

adv-1000£fdx-cap

adv-1000hdx-cap

adv-100fdx-cap

PR AT 7 WA (10 A bz 1 i
0 = R
1= AR (B

HEASEA 7 A A M 2 1 1

0 = ARHEHEST 1000 Mbps 4= X0 T
1 = AEWSHEAT 1000 Mbps AT (#RIA)

HEA P W] FR A L P RE

0 = ARHEREAT 1000 Mbps -3 T
1 = AEWEHELT 1000 Mbps W T CERID

HREE 7 A 1 A b 1) 1

X X

X
X X
X

0 = AEEHEAT 100 Mbps 44U T.
1 = RERL AT 100 Mbps 4T (BRA)
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w32 BAEEASH 4D

B8

tEA UTP Efc2s MMF EEs

adv-100hdx-cap

adv-10fdx-cap

adv-10hdx-cap

Fh TR 75 0 A 4 1 P X
0 = ASAEHEAT 100 Mbps £-3UT
1= BAE3EFF 100 Mbps FAUT (BRI

E A4 5 B A 2 1k X
0 = ANEEZEAT 10 Mbps 423U T

1 = AEWHELT 10 Mbps 4XU T, (BRIAD

FH B 7 B R AR M B 1 e X
0 = ARHEREAT 10 Mbps -3 T

1 = fEA5EAT 10 Mbps XL (BRA)

IR 32 RIS RSB0 1, W A S R U )R e TR o U R X o
SRV 0, WISCE LA R BRI B s

NOTICE: Last setting will leave vcaO with no link capabilities.
WARNING: vcal: Restoring previous setting.

7 = 75 BIH7REIF, vead f& Sun Crypto Accelerator 4000 ¥ 1 & 4 FK, g fF
vea FnFE—4 Sun Crypto Accelerator 4000 H . 1745 H Ji 11 46 ¢ 55 BRAR 1) 8 #6491 72
T Bk, vea0d lRAEEBIFESH 0.

MAEHIZ AL

vea WAARES L CRIR) ML (30 £74 EEE 802.3x Frame Based Link Level
Flow Control Protocol Z3K I E {50l [F] NI R v #5 miiy,  vea B 9% AT ARG H Kk
R Ah, vea BEAIETT DL AR S SN LRI SRBEBAK AR BRI R %R ()
FERAK PSRRI BE) o« BRIANTEOUR, DXShAR TS 7E F 3l P s 31 e) 75 BH & 3% R el T
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% 3-3 F TSRS IR T E TR

*3-3

-5 L DG T U

Xigr

EER

adv-asmpause-cap

adv-pause-cap

pause-on-threshold

pause-off-threshold

MME & PC 45 M UTP GGG 8 A0SR AR BT I, vea B LRER BT
0=kM CBRAD

1=43

WSEEPIRE X, BT adv-asmpause-cap K. (ERIAE =0)

S%E + BHE = BiEA

adv-asmpause-cap= adv-pause-cap=

1 150 adv-pause-cap e {1 (1)
T3 1A] s

1 1 BB AR R

1 0 RILEFANA B

0 1 BIE RN 45 o

0 12%0 adv-pause-cap ST LT I

LSRR ThAE
& X (RX) FIFO 1) 64 35 Ee8, 7T LISk i XON-PAUSE 1.
5E S RX FIFO 1) 64 F4idesl, LR 2 s XOFF-PAUSE i,

TIRAL s AR AL

BT I 458, link-master S THieiR RN &, B, THNHIERERE
EWE; XM T, WSETUSRREAE ., WRA LA e B &,
MBI A link-master SHIRE vea WATE MR T ® &,

w34  TIRAIRFIBLSH
o ER
link-master BN 1, ZS BRI LR, MMECE SRR A R B4 o

BEE N 0 0, S HUa IR A, BIEOE BERAK PO T f e
(BRIAD
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B wok Rz

veca W X enable-ipg0 A ZMFEAR .

MEH enable-ipg0 (BRI B, vea BAASTERIE BN 2 HIsE iAok 1) 2E iR i
o X—4ER (H ipg0 ZHBGE) X ipgl M ipg2 ZHFTBOEEIRAFNTE. 0
HAMP) ipg0 FEIRTT LARFAR PP SREHLAE

Y25 enable-ipg0 B, ipg0 SHASH AN, AASREIIMNIER, i, R
FHHE ipgl fl ipg2 SV MEIR . WHRILE KRGS R REMESHIE, &
251 enable-ipg0. RGifEAN enable-ipg0 JG, TIAELEMLS FIAT 78 I TE]
R, AT DUEE i E ipg0 240 (JERlE 0 2 255, X2 i 1 EIR I [E]) k3 i
FAMAZEIR . % 3-5 8 X T enable-ipg0 il ipg0 Z4(.

%35 EX enable-ipg0 fl ipg0 S

% & tEA
enable-ipg0 0 Jiill enable-ipg0
1 25 enable-ipg0 (ERIAEH = 1)
ipg0 0 % 255 W 3 B 0, 5 R B A TR A4 A SR I TR

(ERARE)  CERIME = 8)

vea B SCRE AT g R I Bl BLISOR R (IPG, Interpacket Gap) 24 ipgl M ipg2.
& IPG JE ipgl 5 ipg2 Z M. HEFEEE A 1000 Mbps I, & IPG J 0.096 40

% 3-6 FIH T IPG ZHUN BRI SEVFE.

w36  E-SHAUHBCKIEIRE S HE Y]

% B (FHEhE) i%en
ipgl 0 % 255 B mBoR g 1 (BRAE = 8)
ipg2 0 % 255 B oR g 2 (BRAE = 4)

BB, W PH ipgl Bk 8 FATHN, ipg2 Bk 4 AT, IXEEEREFR
WM. CFATI R FEAERERE 3l 1000 Mbps i &32%— A~ BT (1) . )
WRAEB Mg, FE R HRK K IPG INE (ipgl 5 ipg2 ZH/D , JfHEAN
Uy 0] X 4% (PR P DL 02, IS 38N ipgl R ipg2 WIME, LMESIERFEREK
IPG ] —3%.
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25

% 37 M40 T B T B e

®37  HTEBUNAK RX RS A7 4
FEEH & 58

rx-intr-pkts 0% 511 AL L — A5, BRI A R 2
T, FEAORTEI B BHAME=3) .

rx-intr-time 0 % 524287 HAHEE L AEIEAE, A5 4.5 MY (Usecs), )5
b, FEFRSTLEIOHEE BRME=3).

BENLIE T Z 725
B SO VP R FIFO 75 AR EIEHU 6. SUANL F, SRR,

FIFO (1 3 B30 N, AU R % 7. >4 FIFO S50 e,
WE Al B N P AGE AR S, FS S TSl

®38  RXPHHLIRATIN 8 A1 K&

SRR EER il B8
red-dvdto6k 0 % 255 24 FIFO BIETGHI KT 4,096 775 H AN T 6,144 7351,

& H e LA A IR S . B v R . E SR T DA%
12.5 T3 Le R E AT Y 8 . B, SRy “4A72 07,
D)2 25 57 B BBl P )4 )\ AN B0 0 1 5 — A B
(BRI = 0) o

red-dvé6to8k 0 % 255 2 FIFO BETEE T 6,144 5755 H/NT 8,192 451,
& e LA ar A RSP B B v R . E MR T LU
12.5 T3 Le R E AT Ve 8 . B, SRyl “47 87,
W25 5 37 0 BB P 104 )\ AN B0 0 R 5 — A B £
CERINE = 0) .

red-dv8tolOk 0 % 255 24 FIFO B{ETE IR T 8,192 75 H/NT 10,240 £5 1T,
&AL TR AR B E KR EFER L%
12.5 FH4r LI AT g . B, W&l “fr 167,
W25 75 37 0 BB P )4 )\ AN B0 0 R 5 — A B £
(BRI =0 .

red-dvl0tol2k 0 & 255 Y FIFO B{E G KT 10,240 45 H/NT 12,288 #4450,
&AL A A B E R E . EF R L%
12.5 B4 LR T E . B, R “fr 247,
)2 2 37 030 Bl P 4R )\ AN B0 A 5 — A i
(BN = 0) .
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PCI M2 124

T ADX LSS HORE I PCT #E D ThRE,  MMAESS 5 19N RS 73R A5 S 47 1) PCT 3%
PEe.

%39 PClEO%kEOSH

28 ER

tx-dma-weight T 2 A B B AP R P A k% (TX) uilk 7 RAF e A HAEh
0% 3 (BIME =0 « FEBREGISIMBL TLeHEMFH 2 KFE
SRACFREE A . B, Wi tx-dma-weight =0 H.
rx-dma-weight = 3, W H % RXGEFRE:EIE, RX EEV5H PCI (1)
gt TX W E Vil PCL ARSI 8 5 (B 2 19 3 %) »

rx-dma-weight T e AEIAUE R Pl R P oA B (RX) Sl B 3 R 8. (k0
23 (RMAE=0.

infinite-burst A LS HH RS H infinite burst CRRRIEED W, ARVFEA L
MRAREIIAE . TEBLOL T, EMEARASRIRE L, HEH Y &
At eIk, HEH 0 81 (BRIAME = 0D .

disable-64bit RUERC A A 64 ALThREE.
7 A THET UltraSPARC® I 19°E &, LS EUMEINE T RER 1.

XT3 T UltraSPARC 11 f°F- &, BRAER 00 HAE N 0 301 CERAE
=0, WS 64 fLThEE) .

WHE vea MRS

1SR AR IR E vea WA RIFEFHISEL:
m ] nda ST
m i vea.conf XA}

WA naa SEHIRES, BT BN ZECR AR S0 R sh R 40)e Kk 7 idad TS 4

BH

BET W E NS EAEE N B R IR AR 1818 /kernel/drv/vea.conf
S, HEHPR L ENSEE (TN RGP IR AR ERRSED o AR,
W2 35 1 “AHH vea.conf WA EWSFEFSE .
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i nad LR P KBS
HEFTT nad SRR A, T S0 15 T 3 R A AL

PUR LA Bl vea BWENFEF A ndd SEFER G (EH] -set &0 BN
(AH -set I B— vea WEINSH.

A ndd SRR PR E B 1R
1 nad SEFESFIIRBR R vea WA IS BT, AN S TR 45t B IR

. o /etc/path_to_inst 3CfF, B S A HCRBIR S . S5
path_to_inst(d) RBHL TR .

# grep vca /etc/path_to_inst
"/pci@8,600000/network@l" 0 "vca"
"/pci@8,700000/network@l" 1 "vca"

7 BT R, 47 A Sun Crypto Accelerator 4000 LA M il FEK B 234 1)3E Bid
o PIFESZ 0 1,

. BB S e et

# ndd -set /dev/vcalN

& — AR AR, N R B S .

b o BRSNS, R S0EF Ik,

AEAT HAIAZ HAR R

ST nad sSERRR

m IERHARA

m AT H AL

IR BT, AT LS AT SE AR RTINS R 4. UTZ MR 2R, BREIE
WY . EAH AT, T DA SE R 7 KRG Bk B 2 NS HUE . A R
B, S ndd(1M) BEHLF M.
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AT ndd SEATFEF
AT G T I R o B

® WENBEML, WM -set I,
WHIRIZIT ndd SEHFRF I —set I, SEHFEPHEALH /7 GZAEIN 5 BLLE ¥ € 1Y
/dev/vea WEFEFHIFE) , JRKHATL S

# ndd -set /dev/vecaN parameter value

EHAERT adv 40, i Lo o — WISRELFRUR I B -

- link up 1000 Mbps half duplex

o LNRBEMIM, WHESEH, MARHALHE.

NG —set LIS, o HBLEWIERAE, SCHIFE P R E MRS PO, R SR
SHRRIE, RIG T EZAH

# ndd /dev/vcaN parameter

i — AE LEERBt, N2 vea B&AMIBIRES . LSRN M IESE 4 21T kstat
i IR I BIRE 5

AR P ndd SEHFEF

o WAL UHIR PSS, Wi ndd /dev/vcaN, W FPis.
ndd SRR SHR R A S B R

# ndd /dev/vcaN
name to get/set? (Enter the parameter name or ? to view all
parameters)

i — A LEERBIR, N2 vea B&AIBIRE S L5 M IESE N HZ1T kstat
fir & B R R 5

WMAZHARIG, ndd EHREF SRR EMASEE (Z0H%31 £2%3-9) .
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o Y vea AR B8, WA ndd /dev/vcaN,
(CHRZHUY, EZ %31 2£39) .

# ndd /dev/vcalN

name to get/set ? ?
? read only)

read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write

instance
adv-autoneg-cap
adv-1000fdx-cap
adv-1000hdx-cap
adv-100fdx-cap
adv-100hdx-cap
adv-10fdx-cap
adv-10hdx-cap
adv-asmpause-cap
adv-pause-cap
pause-on-threshold
pause-off-threshold
link-master
enable-ipg0

ipg0 read and write
ipgl read and write
ipg?2 read and write

read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write
read and write

rx-intr-pkts
rx-intr-time
red-pd4k-to-6k
red-p6k-to-8k
red-p8k-to-10k
red-plOk-to-12k
tx-dma-weight
rx-dma-weight
infinite-burst
disable-64bit
name to get/set ?
#

& — £ EEF7RBIH, N & vea W BIRE S o H5 AN S MG IEAE ) 21T kstat
iy AR R BIRE
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BEE H ) Py sl
R AR ST LU € 3 R SRR AT e

m speed

m duplex
m link-clock

FRAEOL N, R X RS EUR M AP o XSS M40 T A Sh i
E, vea BER SBERAK AL, LAPRRAH A AR HITERE . 2 X85
HE auto ZAMOER, BERAKFEXUT A AT YIR I HRE R 2 SO0 B0 75 5k
BT REAT B e, BERAKAE BT ¥ speed ZHUH A8 KU,
WS 37 51 “fiT] OpenBoot PROM A 842 ¥ I A 2l i sl s il B

v S A B AR

WRIE IS B AR A, B ARG S EH M4 speed.
duplex B link-clock %, W LITE vea W& LEEH B AP piE=l,

1. B UL PRSI S BN E BN BEIR R PR Be sy (B, SSHRBL) FRR SORS P B 4 :
adv-1000fdx-cap

adv-1000hdx-cap

adv-100fdx-cap

adv-100hdx-cap

adv-10fdx-cap

adv-10hdx-cap

adv-asmpause-cap

adv-pause-cap

A RIXEES R U W ITT RE(E, 52 W4 3-2.

2. P adv-autoneg-cap BN 0o

# ndd -set /dev/vcaN adv-autoneg-cap 0

HBUEM ndd ZH00, i L2 BoR—ZREIT LU B9 -

link up 1000 Mbps half duplex

- WRIEEH T s, WAk speed. duplex Fl 1ink-clock
(HUEM T 1000 Mbps) STEig I FHAE. FAOCULE, WES R 37 10 “ff
OpenBoot PROM A48 2503 HI A 3 P i sl dil i =X o
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i veca.conf XK ESE

T PLE N 7] /kernel/drv H3g FI vea. conf SIS INS HRIR @ s 75
Blatk. S AMEE 24 10 “IKSHFEFSEERE X7 ThH 2R

EE - EIMER /kernel/drv/vea.conf AR BRGNS H .

HRHETFEANERL, 5SS preconf(l) Fl driver.conf(4) BHLFM 0T, Tipyid
B THE vea . conf HHRESE T RH] .

=T WA RIS T RE T O AR S, Tl vea. conf A Sun Crypto
Accelerator 4000 Bt BANf, WIUAIE LR =4 BAEE: &L, QEk. B&
RERTIN (1|8

i vca.conf X EIKNIE TS

. IR vea VALV R IR R AR SRR

a. K7 /etc/driver_aliases XM, i S5%re R AR

# grep vca /etc/driver_aliases
vca "pcilO8e,3de8"

e B 7R, 5 Sun Crypto Accelerator 4000 X PFIKENFRT (vea) MG %
P “pcil08e,3de8”.

b. fE /etc/path_to_inst X ERBI e BRI oL .
27 path_to_inst(4) FEHLTFM L,

# grep vca /etc/path_to_inst
"/pci@8,600000/network@1l"™ 0 "vca"
"/pci@8,700000/network@l" 1 "vca"

FE LA fzs g, S =R Bt mR, OIS AR SRS R P A4 K
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bR EE ﬁVﬂE’Ju%E%%%%%J% “/pci@8,600000/network@l”. u%ﬁ%h:
G AR YIUR: R LFR W& AR & pocht. FxilH, i3
% 3-10,

£310 WREELIK

EEREBEEN RiFEBIHRBS HREHREBS BTt &R 5
"/pci@8,600000/network@l" /pci@8,600000 network 1
"/pci@8,700000/network@l" /pci@8,700000 network 1

BIE vea. conf XA IHAIERIN PCL %%, HEH & &S BRFHEATR (RiX&H
RS W AR R CHEE) . ﬁj& PCI &4 HU TEAIE B, W2 pci(4) Hﬂﬂ%‘—ﬂﬂﬁo

2. {£ /kernel/drv/vca.conf XA vea BT E S EL

ERHZ HF, REGONHEAFEE Sun Crypto Accelerator 4000 LAK M 3425 T
adv-autoneg-cap ZH.,

name="pcil08e,3de8" parent="/pci@8,700000" unit-address="1" adv-autoneg-cap=0;

36

3. PRAF veca.conf 1.
4. PRAFRSEP A SO B ity SRR IR I3 1 &5
5. KRR ER RS

il vea.conf XA AT Sun Crypto Accelerator 4000 vca
W E SR

IR ISV A AR RR (B AFR T ARSI, WARS S AFTE Sun
Crypto Accelerator 4000 LAK W B £ (1) RF— MR E S K

v i}l vca.conf XA Sun Crypto Accelerator 4000 vca
W E S
1. f£ vea.conf (PR, WA Z40 = 76 ; Bm—47, WSO BRI S B

N K T Sun Crypto Accelerator 4000 LA 9 5E 4% 14— MBI FE )
adv-autoneg-cap ZH{H& N 1:

adv-autoneg-cap=1;
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vca.conf AR
T2 vea.conf XHHI7RH:

#

# Copyright 2003 Sun Microsystems, Inc. All rights reserved.
# Use is subject to license terms.

#

#ident "@(#)vca.conf 1.3 13-3-10 SMI"

#

# Use the new Solaris 9 ddi-no-autodetach property to prevent the

# driver from being unloaded by the cleanup modunload -i 0.

#
ddi-no-autodetach=1;

fif H OpenBoot PROM A5 8: 240 A

BRI TS

ifiid OpenBoot PROM JFtifil, AIKE T 41 ZHi B U4 H )y B i sl i At

Fa11 AR RRSH

o ER

speed WS HOT LI auto. 1000, 100 B 10 ; HEEUWIR:
e speed=auto (ERIA(E)D
® speed=1000

® speed=100
® speed=10
duplex SR LIS auto. full 8 half ; EEWF:

e duplex=auto (ERIAE)
® duplex=full
® duplex=half

®3E EBEEERFNIEFSH
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w31 AMEEENK G 4D
B8 %8

link-clock H7F speed %A 1000 Biffi ] 1000 Mbps MMF Sun Crypto Accelerator
4000 I, MESECAEH . WSEE 5 R BEAK A B E A AR R
B, MAHEERER master I, MEEZAKLEREDLIA slave. S
"L N master. slave B auto; EEUWIT:
e link-clock=auto (ZRIAE)
® link-clock=master
® link-clock=slave

TR IR R, DAE ARV A BE A A 2 A IEEC . speed. duplex Al
link-clock (Hi&H T 1000 Mbps) Z%. AMEEEMBEREIKFERBE— speed.
duplex fl link-clock (HI&GHT 1000 Mbps) ZHA4TE H 31 rT SR A T
HATERAE . HHP —ADNSHUER N auto I, SAEFEREAEXSEIN B ) Pl N AT
#AE. WAAE OpenBoot PROM ok #7514 FARMIAZEL, WRGSK SN EEIAK
H auto. HHA—DMBHBN auto AN EEN, SATAHBERAE XS H0) s
BT

UAMBERLAE speed Ml duplex ZHUH H ) RN EAERS, A RILI L4 AN
100 Mbps 55K, JF H a7 AT AT AR, WIEER: Ak £ mT LR 100 Mbps 5k
10 Mbps (13 )8 LLRAT o] —Fio0 TR EAT 4

M speed ZHAEMBIB N RIS, AHEERN speed (B A2 BEEAK L speed fH
— 8 WIRAH R AR P Z MK duplex ZHUNILAC, SR DIHHTHER:: (A%
H B 5 R

HAMBERL N speed ZHBIN AN FIHN, BRI speed S 8B4 s
I, WVFAT DU, HAKIR T speed MM 15w 7EAS L BEH R BEH A F1 2 I REAT
P BRIAEEOUT, A Sl BER (K3 FR IR A SR AT U TR R (R
HPZLRLHIE) o (TR ANME LR R AT AP R, AT A s R
AP HHE R R speed S8 AKX TS5 XFIERC “IHATRIIN

iii AR — EXEA—BUN g 7 R B 2 S B0 AE pP R

S BRI N ERE A B B S A, HEUAUE auto ZAMAME. Hilln, TEEEENT
JESZ 5 100 Mbps H AP T (sl =UEE e, Wi 7E OpenBoot PROM ok $#7RFF NEEA

LAF g

ok boot net:speed=100,duplex=half
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i = FEATHIREIT, net JEERINIA MM S5 52 LB BRAR I 0 44 o AT Ul 45 &
AV GUAIEEN net) RECELEM 2B

BLESLHE O 1000 Mbps. =80T HoA I =42 07 (s il i Uk B2, 115 7E OpenBoot
PROM ok #E/RTF FHEALL T ir 4

ok boot net:speed=1000,duplex=half,link-clock=master

I - AHBERN 1ink-clock ZEUHL G EEHAKIEN 1ink-clock {EHARX N . 41
, AR 1ink-clock {HA master I, HEEAKFEN 1ink-clock {H 40

WM slave.

B DL N U 10 Mbps H2RH ﬁ% il WL HRH B3l Phii=t, i57E
OpenBoot PROM ok 7R MEALL Far 4

ok boot net:speed=10,duplex=auto

J34h, AT LAE OpenBoot PROM ok $#/-4F MEEALL R i, LA E— Bl 1A
A B2

ok boot net:speed=10

HRVEE S, 1527 IEEE 802.3 CFY.

UIEFNPYNEE el ibe s iy

AN HEE kstat(IM) & #RANSTHE B .
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I RN P ST

2 312 A TN KSR S S

%312 NEIRFE TS

B8 L] RESTFRE
vs-mode HAY Ak FIPS. standard 5 unitialized. Faw
FIPS FHALT FIPS #iX. standard RontiiA
4bF FIPS £, unitialized RRHRKMIUHLL.
vs-status HAE N ready. faulted o failsafe. ready K
TR IER . faulted RaMURIEITHERE
failsafe o failsafe Bix, ZMIMELGH RAE.
LAK W SR SRS P Se vl
%313 4 T LR IRS AR P I e 5 B
w313 LURKMIKSFEF 4t
B8 L] RESTFRE
ipackets VN C N 6 FasE
ipackets64 64 PN ipackets. FasE
ierrors ?Jg)%ﬂE‘Jlﬂ@ﬁ“’fﬁﬁﬁﬁ%?ﬂtﬁ%%%{ﬁ@i& FasE
opackets T SR R O A I S B B FaxE
opackets64 T sRIm R O A A B BB (64 47 . FaxE
oerrors PRI DR 7 AR B D) R 1 R AR B (KO FaE
rbytes TR B O TR R AR FaE
rbytes64 TR O D R (64 A FaE
obytes T ST R LI FasE
obytes64 TSR e O AR TR (64 A1) . o
multircv ﬁ(ﬁiiﬂ)ﬁ%ﬂﬁlﬂ‘]%?ﬁﬁ%@%&, AR LA T fiE Hhhk fasE
<)
multixmt WRRE I 2 AR aA, ARSI T Ak FasE

(K.
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#3413 LUKMEKEIREF S (48

S8 5% EA BESFEE
brdcstrev R TR R (KO . o
brdcstxmt WERAIEW T W E s (KO . FasE
norcvbuf T TR B R B TR b 2%, TS B A/ Fas
HHBI A EFAICHRE (K.
noxmtbuf TR IE Gt 2% B Bl A e T R i 22 Faw
w, MAERT N EF SR (KO .
2% 3-14 N4 T REFBA MAC 5.
%314 TX Fl RX MAC %48
oo L BESFRBE
tx-collisions W FEOPE MR E R, 16 1 R
AN B Rt
tx-first-collisions W TG LT &R — i k% H—  ARGE
PSRRI B B ke, EEE IRZARIRT K
1, 16 ALnl In#a Ees i it
tx-excessive-collisions X CUlH H RE BRI B AR — IR IR NGV
%, 16 fralnEkitEEsr it
tx-late-collisions R T RAEMREEE—XWURIE, 16 o] ARE
MBS Rt SRR TXMAC
1 K% A /D Minimum Frame Size (/)
WK/ND) A5z S DA B 58 2 FE
Wik, W, TR LRS-
FIET T M Bk SR VFIE R
tx-defer-timer HFLLRREM, 16 a8 es AkE
PF: TXMAC 76238k 325 i 30 o) 4R 19 2%
B OB = IR N R VA o1 = 1)
AP EBR LA 256,
tx-peak-attempts 8 M7 fras, FonH LIRS FHFaL ke
Jii s BEAS R R IE T B KO S 54
AR M I KA 255, W RARAS )
RILMUN I LL BB 255, MK PES
RAETT BT R . WA AR AR I G
H3hH%.
tx-underrun W WG i 5, 16 finlngk  AfRoe

TR Rt

®3E EBEEERFNIEFSH
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%314 TX 1 RX MAC il-¥ds (48

2% L] BESFRE
rx-length-err T P B BE KT Maximum Frame  AFE
Size Register (HAWUR/PNEFIER) T
BRI )G, 16 Al na ik Egsn
Zits
rx-alignment-err ST LUTES, 16 Al nak ik 2Es i 2 AFaE
vhe AEBRROIT HPAS I B A HERR R . BRI
WA eIl AR R TU RSB R (CRC) Kt
Sk, A WS AR A A (RIRL
PR IR IR AN BERE 8 BRRD B, R4
RIS A A A 15
rx-crc-err XHFLURE O, 16 Aralingkah Biis i & AfasE
e Yo R R CRC RN v,
A WS (DA R R
MRN8 BRI .
rx-code-violations SHFLURE G, 16 Aralng it Bas g ARE
T EBAWINIE, XCVR it MIT A4 %
Rx_Err #8785, MUK ESERBI A i
FRASIN B ERARS I, B2 A kR R .
BRI I B AR T A FCS sl k4% .
rx-overflows FH e = % 95T B 25 3 1 LUK P 4 Ny
rx-no-buf O RPN b S e A A AU I S NI R - 97
A EAETH IR €
rx-no-comp-wb BB AL GV WAL TR B A% 2% 5 4% H I Ny
WL
rx-len-mismatch T 7 W R S S PR BEAS VS ) e8] ANFae
%
U FIKRIRE (g 3-15) it HEREAIBE e P REI ST
%315  HT LUK BEE: 5
28 L BESFBRE
ifspeed 1000, 100 ¢ 10 Mbps FE
link-duplex 0=FWTL, 1=4XT e
link-pause B SRR R, IS 26 T “Uysil FsE
%%iz//[»
link-asmpause {3 CHEREN YT RE, WESME 26 1T “HiEH FaoE

e
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w315 AITLLKMEEZEYE 40

&4 iEA BRESTRE
link-up 1=J38), 0=xM Fase
link-status 1=Ja3), 0=KH TesE
xcvr-inuse BT 2 I2R T 1 = PN MIT, 2 = #hEB MIIT, faE

3 = #hil PCS

%316 T4H T s

JEASZ#Z 1 (MIT, Media Independent Interface) ¥ fE.

F T B VERE . T-IRAZA BBk SZ 4 1 (GMII, Gigabit Media Independent
Interface) S ¥ NAIPTH TERE.

%316 HIiE vea B ERE

SE LY

28

WA

RERTRE

cap-autoneg

cap-1000£fdx

cap-1000hdx

cap-100fdx

cap-100hdx

cap-10fdx

cap-10hdx

cap-asm-pause

cap-pause

0= AfeA B
1= Befs B RS

A 04X TR
0 = AfEdEAT 1000 Mbps 43 T.
1 = WS T 1000 Mbps 4% T

A HRE T XU T R
0 = AREEHEAT 1000 Mbps 40 T
1 = BB UE1T 1000 Mbps XL T

AR 1A XLV RE
0 = ANfigik4T 100 Mbps 4= T
1 = figW% 14T 100 Mbps 42X T

AHEE CE T Mg
0 = ARAEHEAT 100 Mbps -3 T.
1 = ML 1T 100 Mbps X T

AHFE 1ALV RE
0 = AfEUEAT 10 Mbps 42X T
1 = g #1710 Mbps 423U L

AR HbAE 1 XM A
0 = ANREIEAT 10 Mbps XU T.
1 = REME AT 10 Mbps 30T

AHR A I e
0 = ANBEPAT AR X FRET 4%

1 = RENS A BE 26 AT XS PR {5

“CUIERIZE D

AN 1 e R e
0 = AREAT R TR 15

(ZF%H5 26 10

1= REMPATI R 1 (S5 26 T “WEHIZH7)

®3E EBEEERFNIEFSH
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R R AR RE

4317 el T H SRR AL RE

%317 RIRBEREAKAEVERE

B8 BiEA RESTRE

lp-cap-autoneg 0 = TLHEP fasE
1= B3

lp-cap-1000£dx 0 = ANREHEAT 1000 Mbps 43 Tk 1% T
1= 1000 Mbps 4% T-

1lp-cap-1000hdx 0 = AAEHEIT 1000 Mbps 30T k3% FasE
1= 1000 Mbps X T.

lp-cap-100fdx 0 = ANREHEAT 100 Mbps M Tk % FaoE
1 =100 Mbps 23 T.

lp-cap-100hdx 0 = AREEAT 100 Mbps X T K% e
1 =100 Mbps -3 T.

lp-cap-10fdx 0 = ARAEHEST 10 Mbps 4% T 4 3% TasE
1 =10 Mbps 42X T.

lp-cap-10hdx 0 = ANREHEST 10 Mbps XU T A% FaoE
1 =10 Mbps -3 T

1p-cap-asm-pause 0 = AREPAT AR FRE 45 FasE

1= HFHERAK A ERE R A AR e (25
526 T “HERIZE)

lp-cap-pause 0 = ANREAT X FREF {5 FaE
1= BERGHATHIFRE S (SIUEE 26 70 “UAL{EH
%%ﬁ” )

R BE AR EANREHA T B3R (4 1lp-cap-autoneg 4 0 B, % 317 P HRGE
BAGEH, HHSHEH 0.

IR BE AR AL RENE AT BT (24 1p-cap-autoneg A 1 W), WIZEAER B 3h 1w
FOREAKPEYERERT,  BRse L& Bt B s 045 L.
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% 3-18 /e T KA RE L IS 4.

w318 WIFTFLEHSH

% L REIFRE

1b-mode WAL EIER (W SRAE T . AEaE

promisc Mia SR, &AL TRAHRA. BEEMZ AR
SR, WENATIRAB.

LUK L% i1 7%

tx-wsrv JRILIR I IR EL o AFEE

tx-msgdup-fail S 5, 2R I AEasE

tx-allocb-fail SR AT A AE SRR AEE

tx-queuel TE 5 — AN R 328 BA 1 v 45 45 T 8 R B . 1) AFEE
K

tx-queuel TR 5 AN A3k BAA v &5 A 326 10 B 4 10 IEE

tx-queue2 TE 58 =AM AR BAA v A5 457 1 1 B A 10 A E
Hw

tx-queue3 T 55 DUAM R A 5 328 DA 71 v 45 AR i 3 T B £, 1Y) AEaE

LUK BN of $t

rx-hdr-pkts B A>T 256 T EIR AR . AFEE

rx-mtu-pkts KR RF 256 795 AT 1514 FHEdRE AR
H

rx-split-pkts B30 4 PR B AFEE

rx-nocanput TR I% 2R TP M M 25 7 i i e K AFEE

rx-msgdup-fail ANREHEAT R B B AFEE

rx-allocb-fail G WNL TN ¢ AFEE

rx-new-pages TEFR WSO ) e 2 e 1 U3 AEdsE

rx-new-hdr-pages TGRS e HHAE/NT 256 1 ARGE
HeH A 1K TTHL

rx-new-mtu-pages RO g ) . IR HEES KT 256 5 H e

NF 1514 AT IR EER AL TUEL.

®3E EBEEERFNIEFSH
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46

w318 WIFFLTHSH 4D

28 $EA BEXFRE
rx-new-nxt-pages ERBOH g HES S EEZS A
TU b R A ) T4
rx-page-alloc-fail  GU4FALRMUIKIIXEL. Ny
rx-mtu-drops FH T IR B RS e LS BT TR 4 — HE K F Ny
256 71 H/ANT 1514 F A, i st
rx-hdr-drops T IR BN FR T JE iR LG 7 TR e — 3 N T e
256 TR YR, i R U E S
WHL
rx-nxt-drops BT IR SO FE 7 oV U BT R B e A B ARRE
BRI, T RS T 2 I
rx-rel-flow UK 25 R e B SRR TR R IR B AE
LI PCI f5 1
rev-id Sun Crypto Accelerator 4000 LK & HIIRA At
ID xt-F IRk b B s & e s A H
pci-err It PCI #5531 B A . N sy
pci-rta-err e E) AR v b R v AREE
pci-rma-err W 380 = 2 v T Y Ny
pci-parity-err I EN ) PCT A AR B R AFaE
pci-drto-err T3 B 78R s 3% TR IN 1 8 AEEE
dma-mode 1 Sun Crypto Accelerator 4000 JXZNFET (vea) AEEE
fFH-
for A B RAK AR 1 B
BRI, BEA kstat vea:N @il
# kstat vca:N
module: vca instance: 0
name: vecal class: misc

Hor N K vea WAIBIFES
JE =t

o
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IPsec 2k N INiE L 11

% 3-19 N T A T 4N TPsec SEAE s iy BT S0k A% O GETHE e AT i e B AR
LA ZE A TPsec BCELM BT, THZS A 50 10 “JR LA TPsec Mk ” .

%319  ZEW IPsec I N2 SKBIFE P SE

o3 A BESFEE

ipsec_ierrrors LA B PR AL R T TE TR AL PR 1Y) TPsec fesE
B8 (K

ipsec_ipackets N3t TPsec Hds 4 4 FaE

ipsec_ipackets64 Nl IPsec di umi%e (64 f7) e

ipsec_obytes R O AR Y TPsec 75 B %k FasE

ipsec_obytes64 1SR IE B R IE ) TPsec 7715 Sl 4R e
(64 1)

ipsec_oerrors H TR R R Th 3% 1H) TPsec kAl FesE
BEC (KO

ipsec_opackets TR IE B D R IER IPsec Bl R 5L fasE

ipsec_opackets64 1SR L RIE N IPsec 40 5 %k FaxE
(64 i)

ipsec_rbytes R ORI Y TPsec 710 BV Al FaxE

ipsec_rbytes64 Wik ORI TPsec 775 4K T
(64 fi1)

sadb_cache_misses [ A2 2 3 2 A7 A Bl e fase

sadb_cache_overflows  [H{} i G247 24%5 %k FaE

sadb_entries SADB g4 H 4L FaE

sadb_operations M Solaris IPsec % i% 3 WK 52 7 1) SADB FaxE

B2

i — HATE Psec Hudli (B I A FFAEL A AR BRI, 4 2% B3k 3-19 FF T4 IPsec
Bngiit. KT 256 7T IR AN S B T2 AR BE, DRI IX S H s A o Rt

IPsec #0040t . IEAh, X OATHEARNTEH T34 IPsec 15 (S04 499 T “BLE
IPsec BEAFIIIE” D o WA snoop, WIS Bl $08%. w5 /MR 605 S 0H M
W L% H T LA B ATAE FH N2 48, Rl 3desbytes Al 3desjobss

®3E EBEEERFNIEFSH
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[ 4% i

AN GUTAE R G P 2 ROE IO A 2 Jm G A 2% BN LA

FC & R 2% L

GREWANFE PR 2 5, DAUER A LUK 2 14— hostname.vcaN 3.
HE, X4 hostname.veaN 1, N RBRBEAFHT vea BOBBIFE S . 1Ah,
TEILBIATE /ete/hosts U R FLLIOR I Gl TPl AT EH14 .

1. f£ /etc/path_to_inst LI ARIEHIT vea 8 ORBIRYS .
2] path_to_inst(4) FIBHLF ML,

# grep vca /etc/path_to_inst
"/pci@8,600000/network@l" 0 "vca"

LRI IR S 0.

2. il ifconfig(IM) A B ELENCEINT vea 0,
] ifconfig MrA4RE ML TP Mulik. 7E@ AT LU R d, JEHLERL A
IP Mk ip_address:

# ifconfig vcaN plumb ip_address up

HRHEMEE, ESH ifconfig(IM) T LA Solaris ST .
n REAHEEBEERETSSREFIRFFA R, B0 /ete/hostname . veaN 3L,
Hd N 2R EEM T vea H O WHIFRE S

BFHZR 1 PRI vea #:10, WEOIE /ete/hostname .veaN XA, Hrp N
AR IZ R P R 0 IR S . WERE&BIFE SN 1, WISCEN

/etc/hostname .vcals

n RENEAREH K Sun Crypto Accelerator 4000 #: 164 /etc/hostname .vcaN
A

m /etc/hostname.vcaN AR BB AN vea B ENA

n BN UAAS TP Hulik, HMWITE /etc/hosts AR

n UEEHNB LIS LA EO N ENLAE, #lW, /etc/hostname.vcald
/etc/hostname .vcal ANEEILHAHEM EHLA .
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XFFHLH Sun Crypto Accelerator 4000 #% (zardoz-11) M4 4 zardoz MRLIN S,
W EHAT R /ete/hostname .veaN XA

# cat /etc/hostname.hme0
zardoz

# cat /etc/hostname.vcal
zardoz-11

3. f£ /etc/hosts P g — A2 vea 0 GIEABISRH .
il

# cat /etc/hosts

#

# Internet host table

#

127.0.0.1 localhost
129.144.10.57 zardoz loghost
129.144.11.83 zardoz-11

i B IPsec ffif:nid

A PR IPsec AEFFNERCE : LN AL PIRTEC & 2T 1T Ik IPsec I #4F .
HZ, T AECE S B RAARFEREE, BIEHE AR GEORE A, LUE &
G .

¥ — Solaris 9 FI 5 F A S 5 IPsec Jiif, Solaris 8 WA fr. KA Solaris 9 12/03 i
TR A SR N IPsec i ([ 3-20)

%320 IPsec T Solaris A #isk

Solaris i HIMINE & IE
FTH Solaris 8 A AN Fr ANSCHF
Solaris 9 & Solaris 9 8/03 ANZLFF
Solaris 9 12/03 FITH A SZkF SCHF

AN A BRI TPsec BUE, foli & TEZ B R4 LT, BLECE T, DES M
3DES I Dy Re AR EAT AL BE . % T EHLALFLRE s K 2 AL PE SR R4, X HIERCE .
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M IPsec P;ﬁaakk%miﬁc (MD5 Fl SHA1) R#fumar s Ihee, 0K ENEE A
G — AL AR - I AT AN B AL B, 171‘&414%%0&/"73‘51‘}1 CPU i

7 - £ R FHFUT DES 5k 3DES I AN 2 A BAs R4 b, i ML E T RELL R N E
P K IPsec 5.

Jo AT 4h IPsec i
2% Solaris 9 Bk T A . WA TPsec IS A BR 1) Bk U\@L% {E Solaris 9 AL IR

DAHEAT 54 TPsec IR, ANF7 il & ol i 4 IPsec. 5 7 %%% Sun Crypto Accelerator
4000 AR R EH 51T

JE N TPsec Jilis

i S22 %% Solaris 9 12/03 BYHE ShRA . BEHCLE ZL NIk, A B Solaris RAFAI vea
IR SR 3 A A S A .

v B4 W IPsec i ni#
1. U TFLHBIME /etc/system Bk, ULTE Solaris #kflvb 5 H e vy g -

set ip:ip_use_dl_cap=1

L /ete/system U AR, A 2RHL TR B R 4L

2. WL F2&HEIME /kernel/drv/vea.conf BEESCE, UAE vea RAIFEEH B AL
P

inline-ipsec=1;

FAf /kernel/drv/vca.conf XA ISR, BAEDENRAREF MK vea
IXENFEFY

i — WACRAE Solaris iMfFﬂP oI AN, AN ARSI R R R 2 nide, Py
XFE ] R FRARAR IPsec PEAE
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JA NG, RIa] AT hrvE [Psec e & i F2 M3 O E Solaris #fF: IPsec 5.
HKAE Solaris "ML & IPsec SKIEHIME S, S0 http://docs. sun. com Mk [
{IPsec and IKE Administration Guide) .

L2 s ] H T s AH R ESP 809k (R ARBEER EHUT ZAMIRER A (fdE
AH+ESP) o WURNH A, WAL LA N T AT S A 2 e 4 . FIAR (R 4 ek i
Solaris IPsec Bl E $14T. WIR Solaris 9 &G H %%E T KCL IPsec JII# (SUNWkc12i .u)
WAL, WXL R AT GiARD .

MR E H T IPsec 2R NIRRT, 2 Bl kstat(IM) s AEHIFHNgE . Bk
IPsec &N NI kstat St U, &S W% 3-19.
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ot

B # Sun Crypto Accelerator 4000 #i

REFENH T W vcaadm. vead. veadiag fl pkllexport SEHFEFKE
. EaHELLT L

%53 1 “AfiH] vcaadm SEHFEE”

n
m 356 71 “ilid veaadm B FIE HIHR 7

m 60 T “ifid veaadm Fi AT

m 62 T “ilid veaadm MG

m 65 T “HHEI vecaadm P

m B 710 “HEN veaadm EFEMR”

m B A vead

m B 80 W “AFH] veadiag SEMFEF”

m f 83T “Af] pkllexport SEHFRF”

m H 84 “AfiH iplsslcfg JHAR”

m H 89 “ffiH apsslcfg A"

m 594 UU “ONZEEETE Rl MRS AR 1 2 B o BEAR R ) MAC sk~

i vcaadm SEHFET

vcaadm SEHFEFHAE T AT Sun Crypto Accelerator 4000 AR (1) i 447 F4ii . HATHEE
NLEETERN A RV veaadm SEHIFER . B GE veaadm ## % Sun Crypto
Accelerator 4000 # i, REESHRR AN 4A 24 TR NI .

N TAET Vi) veaadm LT, THEMREKIETHRE Sun Crypto Accelerator 4000
THHZ, #iln:

S PATH=$PATH:/opt/SUNWconn/bin
$ export PATH
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veaadm My ATIEVEW R
m vcaadm [-H]

m vcaadm
m vcaadm

[-h hostname] [-p port] [-d vcaN] [-f filename]

[-v]
[-y] [-h hostname] [-p port] [-dvcaN] [-s sec-officer] command

i - N -a I, vean AR A4 FK, P N 28 Sun Crypto Accelerator
4000 fR1B&HIRE S

F 41 HH T veaadm S FR P RIET

%41  vcaadm EIN

IR ax

-H IR veaadm fir I B SCAER H .

-d vcaN %A Sun Crypto Accelerator 4000 #i  (FLH N R I IR B L 441
P . B, A -d veal i ER R L veal, Hi vea &2
WA AR AT, 1R B IPIE S . ZEBIAN veao, JFE
AR veaN #5380, o N ZRli# i s .

-£ filename fFRE filename " —ANE AL IFR

-h hostname R B hostname 1) Sun Crypto Accelerator 4000 .
hostname FI{E T LA LA B TP ik,  BRIAE G [l .

-p port R port E1 Sun Crypto Accelerator 4000 #t. port IIERIAE A
6870.

-s sec-officer LAy sec-officer M4 T8 G k.

-y AT E SRR A A A& Bl <27

i - AP fEEE, R sec-officer 1A %4 EE I AT .

Z (RN

veaadm A #% =P E T . XL ) 2 2 R AE T ir S MR1£ Y veaadm BT AN
X = R B A SO RN AL AR

& — B veaadm, BWAHHT ZATE GORE. 24 B O RAERUR R T
P R R A K
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o B
ERGASERXT, FE— N wmd, BRUAIMTZE T8 508 BiTmd2E,
BEN2B Y veaadm.

ERmAEE T AN, BHERCHEaMTSHZ G e BB me. #l
w, ERaAEEUT, THMGARK i e HE R E R, AR5 AP RE

4 shell 3257,

S vcaadm show user
Security Officer Name: sec-officer
Security Officer Password:

NI AR 224 B sec-officer AT E 3, JHEB T B4 K web_admin 1)
M.

$ vcaadm -s sec-officer create user web-admin
Security Officer Password:

Enter new user password:

Confirm password:

User web-admin created successfully.

i = BN R L e R, BS AT web-admin )RS RRG L .

B AR (BT A R ARE R R . 2R T ARYE UNIX shell 77757 B
OB IR AL

AR
AR, ST RrsiT e — 0 0, BT &4 T8 G0 %IE. $ATmS
A2, BEI2IB Y veaadm.

BRSO RIS, TR E veaadm AT DU A I — AN B Z AN A 1S 1%
AL ASCIL A, FATAE — s FRIRYUIFTR #) k. WRE
TICAEERIET, W) veaadm 23 MR G —ANEIZ JE AT i 24T S8 IR
¥121T deluser.scr XML, JEX T FERAEH E R

$ vcaadm -f deluser.scr -y
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A H AR

AR AT, WIS RS ZR N T 228 G M RAE. X2 veaadm FIERA
PERR R . SR AR B veaadm, M logout 4. XU, EFZ&0
%56 U “ilit vecaadm BFFEE AR .

AL AR P St RELT fep(1) WS IT. AELRF I, — AT LA — s
ARSI —y LT

1 veaadm B AR A
YIELEM AT PIEIT veaadm A -hy - Fl -a IR E LA 47 0 F 450,
RAES N AR B L e TE SO S (R O #E A &R .

vecaadm SEHFEFFSTE veaadm MR FEFIRE E M EIZATH) Sun Crypto Accelerator
4000 [4l {12 TR I M 46384 (fF 18D .

FEVCE N S E), OB LA E AR LUK L EERT RSA ARG EH & . veaadm

HIRERERN, SA#—AMETEEEE (SHOME/ . veaadm/ trustdb). WIS %
A USRI T IR

1 veaadm AR
WA FEEREE —NIR, vcaadm 2l i24e LR UL T EI:

1. Abort the connection

2. Trust the connection one time only (no changes to trust
database)

3. Trust this board forever (adds the hardware ethernet address
and RSA public key to the trust database)

UR 2 4 A PR AR K e U5 W 3 B R B, veaadm SR & HIFR
PN = Ffr e 7t

1. Abort the connection

2. Trust the connection one time only (no changes to trust
database)

3. Replace the old public key bound to this hardware ethernet
address with the new public key
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FoRBK

i — AT IR EAE veaadm (A HAEAT GBI .

MEREPRN,  veaadm DAFE(SAEEE T BIEE — B H o R D2 ESRB A T
o

# vcaadm -h hostname

Warning: MAC ID and Public Key Not Found

The MAC ID and public key presented by this board were
not found in your trust database.

MAC ID: 08:00:20:EE:EE:EE
Key Fingerprint: 29FC-7A54-4014-442F-7FD9-5FEA-8411-CFB4

Please select an action:
1. Abort this connection
2. Trust the board for this session only

3. Trust the board for all future sessions

Your Choice -->
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BRI Ly 1] B PRI

ERE R O R R ) BT, veaadm WA SUE AR S0 2 S AR )
e H o IR R O SO R ) B AR R s ]

# vcaadm -h hostname

Warning: Public Key Conflict

The public key presented by the board you are connecting
to is different than the public key that is trusted for
this MAC ID.

MAC ID: 08:00:20:EE:EE:EE
New Key Fingerprint: 29FC-7A54-4014-442F-7FD9-5FEA-8411-CFB4
Trusted Key Fingerprint: A508-38D1-FED8-8103-7ACC-0D19-C9C9-11F2

Please select an action:
1. Abort this connection
2. Trust the board for this session only

3. Replace the current trusted key with the new key

Your Choice -->

vcaadm FEp AT
T HEA T I veaadm $ERFFUNF FR:

vcaadm{vcaNe@hostname, sec-officer}> command

TRNAT vecaadm $ERFFLE:

®4-2 vcaadm PR REE X

vcaN vea s —/ME7R Sun Crypto Accelerator 4000 BRI F4F 8. N Fon
BAGIRS  (RIoibhl) , AL TRBEEEA . AR R B A
TSR, S5 35 i “fEH] vea. conf XA E KT

%%& ” 3

hostname Sun Crypto Accelerator 4000 A5 4V BB (K EHLII B HR . hostname 1] 1]
PELE N IP Mk

sec-officer BRSNS e
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Wt veaadm B HHR

FEAS R AR, AT REARMWIIT 5 — MR RERIF IR R 75— MR, IR AN g4
B vcaadm IR E%ﬁﬁ‘ﬁ MERAERIFR W, HFRR AR A AR,

logout i

vcaadm{vcaNe@hostname, sec-officer}> logout
vcaadm>

R, FELmMRHT, vecaadms FRMFAT BARMSAHIE S, AT TETE L.
B S—ABA, ERAN LR IESHT) connect 4.

xR 43 connect A IESE

2% ax

dev vcaN HER WS FHIRES A N 1 Sun Crypto Accelerator 4000 . 4
W, -d veal FRERERE veal ;s WSHHENEL B % veal.

host  hostname MEH A hostname  (BRAE 2 M%) 11 Sun Crypto Accelerator
4000 #. hostname W] HIAEE L HLAT TP HuhkAffe

port port EER R 1 port CERIAH 68700 L[] Sun Crypto Accelerator 4000 4 .

T

vcaadm{vcaN@hostname, sec-officer}> logout
vcaadm> connect host hostname dev vca2
Security Officer Login: sec-officer
Security Officer Password:
vcaadm{vcaNe@hostname, sec-officer} >

AR O S A Sun Crypto Accelerator 4000 £, I vcaadm T VI
connect T4 . WA IR H %R, R5FA4 I connect M4,

RERHHAT HTEH T,  veaadm F1H AR Sun Crypto Accelerator 4000 [l 435 2% =8 1 i
B, RS R & B .
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I veaadm BiAAT S

vcaadm SLAFEF I 41 5 LAY Sun Crypto Accelerator 4000 BREL A . 47T LA
BN A A, WA DA A3y (22 LS e T fr & X 2 KD o
n, WP sh KACE show, 1H re WEHI, BVEEEA LIER R reset, ALl
FIN rekeyo

RS T g AR A iy & A R I DL

vcaadm{vcaN@hostname, sec-officer}> show user

User Status
web-admin enabled
Tom enabled

e LIIREI, A 4 AR5, W sh us, WA LHERPEIORE.
ORI 4 207 R (W 2

vcaadm{vcaNe@hostname, sec-officer}> re
Ambiguous command: re
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dm WEAHDIThAE. BRI D), b EARERAT 5 2 5 B (i i e A\ 1)
T Q) T MR CMAZEN TGS, I HiZG AT IEE EAAER S (2), W
A4 L. Bl

vcaadm{vcaN@hostname, sec_officer}> create ?

Sub-Command Description
so Create a new security officer
user Create a new user

vcaadm{vcaN@hostname, sec-officer}> create user ?
Usage: create user [<username>]

vcaadm{vcaN@hostname, sec-officer}> set ?

Sub-Command Description

passreq Set password requirements

password Change an existing security officer password
timeout Set the auto-logout time

S4b, BT LIFE veaadm $EORFF FTA NS, DAEFFTH vecaadm 4 LB,
il :

vcaadm{vcaN@hostname, sec-officer}> ?

Sub-Command Description

backup Backup master key

connect Begin admin session with firmware

create Create users and accounts

delete Delete users and accounts

diagnostics Run diagnostic tests

disable Disable a user

enable Enable a user

exit Exit vcaadm

loadfw Load new firmware

logout Logout current session

quit Exit vcaadm

rekey Generate new system keys

reset Reset the hardware

set Set operating parameters

show Show system settings

zeroize Delete all keys and reset board
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AME veaadm BT, 15 (2) FHORS B S FTHTER) shell BEATHRE . AEIXFH
UL, TEHORAE IS Z A 4 shell B U745

AR HRHA NIEH vecaadm SRR

BAFE P S M veaadm iIBH: quit Fl exit. IbAh, tA[{#H Ctrl-D 20 &8
vecaadm B H .

W veaadm #IAEAAR

e & Sun Crypto Accelerator 4000 5 [¥) 55— AN B HBHATHIa6 A . A,
AR YE. (S0 9% 1 “MWSFAE” .. ) HRlE veaadm E# % Sun
Crypto Accelerator 4000 Hitf, FRGeatm LRyl iate g s 1%, &2
TRLEAFAEAE AR S P I %0 . veaadm 23RBS AT —FAR W1 4h 40 28 7L i
i L EAE R

v BIAEACHR AR T B A

1. {EREB RGBT, BiA vecaadm, siFHHA vcaadm -h hostname
(IR RGO ERRSE) » RIEEFE 1 UG eiR:

# vcaadm -h hostname
Please select an action:

1. Abort this connection
2. Trust the board for this session only.
3. Replace the current trusted key with the new key.

Your Choice --> 2

This board is uninitialized.

You will now initialize the board. You may either
completely initialize the board and start with a new
keystore or initialize the board to use an existing
keystore, providing a backup file in the process.

1. Initialize the board with a new keystore
2. Initialize the board to use an existing keystore

Your Choice (0 to exit) --> 1
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2. SIS ES (BRIE 65 T “rA%KR”) ¢«

Keystore Name: keystore-name

3. EFE FIPS 140-2 #:k4E FIPS &

24bF FIPS #EaUINF, #5 FIPS 140-2, level 3 . FIPS 140-2 & —FRlupc (s E Ab
brife, AT BRSO dE, IF S m R e R R e P RE . AR, E S
PAF M HESR ALK FIPS 140-2 SCAY:
http://csrc.nist.gov/publications/fips/fipsl140-2/fipsl402.pdf

Run in FIPS 140-2 mode? (Y/Yes/N/No) [Nol: ¥

. BRI R ANER (SRS 65 W “GTHEER”) ¢

Initial Security Officer Name: sec_officer
Initial Security Officer Password:
Confirm Password:

- BB IEA S W, SAEPIT T RECEEFE RG4S0, veaadm SRR
EHIN Y. Yes. N 3l No #HTHIN. IXE(EAX KNG, BRIMEN No.

5. BRUEACE LR

Board initialization parameters:

Initial Security Officer Name: sec_officer
Keystore Name: keystore-name

Run in FIPS 140-2 Mode: Yes

Is this correct? (Y/Yes/N/No) [Nol: y
Initializing crypto accelerator board... This may take a few
minutes...Done.
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HIAR AR LA BLAT 1) 2

R DR AN I R BN, AT Re T AR T AR, DA AR [ F) 2%
fFE. 54k, AT HEALE Sun Crypto Accelerator 4000 HR 1k &2 48 J5UK I 3 EH R L .
A TR, DUAE T ORAFAE & S b B LA % D1

T AL, ISAUE QIR MO BUATBURL TS B A 03 30 o QIR #4331
i, AR B A RS 46 SR OB . (B8 70 B0 “ A 81 L)
v BIAGRACHR CAAE A ) R

1. %% Sun Crypto Accelerator 4000 HrIV) RS A 1EB4F FHIA veaadm, sgfiiA
vcaa;iul:dm -h hostname (WP ZRGAEFERSE) » R ER: 2 UM b Be
Y

# vcaadm -h hostname

This board is uninitialized.

You will now initialize the board. You may
either completely initialize the board and
start with a new keystore or restore the board
using a backup file.

1. Initialize the board with a new keystore
2. Initialize the board to use an existing keystore

Your Choice (0 to exit) --> 2

2. Sy SO BRI R

Enter the path to the backup file: /tmp/board-backup
Password for restore file:

3. USUERCYEAE R

Board restore parameters:

Path to backup file: /tmp/board-backup
Keystore Name: keystore-name

Is this correct? (Y/Yes/N/No) [Nol: y
Restoring data to crypto accelerator board...
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W1 veaadm B A

BRI AT . SRR BB AT T ENH . BHEAE
] LA, T HE R bk P S G — oy 0. BT DME AR L R i B
F Gy RUE I N R TCIRE B . B 2 o = 2

n SIS - NV HEER (W1 Sun ONE Web Server) {47254,

m Il — IR LGB ] N AR SRR U7 R 4 R 1R

m AT - XK A E Y veaadm U i) S FINEE

# — %> Sun Crypto Accelerator 4000 H - Gy —ME P Ak, ZARATECE N
SCHI R —A a1, DUE SR BUAUAM PR REAN A HE D fE -

il 44 2EK

BRTES AR PIE LT A LR 2K

w44 RETEAL. HPANEELEOR

BIER L

b K oA

NS JP 44 63 AL B4 32 A
HRER FRECE. TR O T () MBI ()
BT WAL

EAEE BN

BALFSR K Y i) set passreq WH (low. med B¢ high) TiRF.
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ffif] set passreq & & E Sun Crypto Accelerator 4000 H (1) Z %2k . X} T

vcaadm RN RAEMT Y, BImTAE ] B & ok BB X LU R A AT EOR . B R
A=ME, WFRITR:

®45 HETEREE

T E =k
low AT EAEMER A XA T AE FIPS B OBA BEE .
med BRIDAN TR Hh AR RAUE R/, — NP R0 E

FHREFRF o IXIEAAL T FIPS 140-2 B BN BEE, I H AL JE FIPS
140-2 150 T ARV I (R 2 1 2R

high BRI A TFH . A =AFR NI PR, A0 dE
FHRTFR o RASEBRIABEE, DARHT TR .

HUE B LESR, i set passreq Y, ST low. med #% high
. LA N4 T4 Sun Crypto Accelerator 4000 A [f1# 5 2k % high:

vcaadm{vcaN@hostname, sec-officer}> set passreq high

vcaadm{vcaNe@hostname, sec-officer}> set passreq
Password security level (low/med/high): high

) DI A N 2 4

—NEPIETTREA AU T . ZaeTEYX HBEAE Sun Crypto Accelerator 4000 i)
PR, HARE EMLRS R A A A

OIS A, HARERL RS TESH. WRAMAZAEER L, veaadn
SHCRERMA. (BHH 65 1 “GHER".)

vcaadm{vcaN@hostname, sec-officer}> create so Alice
Enter new security officer password:
Confirm password:

Security Officer Alice created successfully.

vcaadm{vcaN@hostname, sec-officer}> create so
New security officer name: Bob

Enter new security officer password:
Confirm password:

Security Officer Bob created successfully.
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[k 7RV e Sh DS D

XL P14 AE Sun Crypto Accelerator 4000 #i F3s 4% 53], 1 HAN A 5 Web k45
SRHEFL UNIX H 240 ] o

AR, B RER AT TR S . R A I 4, veaadm PR EHIAN .
(ZPH5 65 T “HarER” . )

vcaadm{vcaN@hostname, sec-officer}> create user web-admin
Enter new user password:

Confirm password:

User web-admin created successfully.

vcaadm{vcaN@hostname, sec-officer}> create user
New user name: Tom

Enter new user password:

Confirm password:

User Tom created successfully.

£ Web 554 Ja Sh IR BEAT AR IR, TP s 254 T bt A

=5 - SR VAR AP e S T i A LN SISO E 3 2 P AVN I S P/ R

i — WRAE T PR Z WARB AT @2, K e, K2 — Mg, fx
N, WS 71 0 “RCE ASERTE
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S P Rz 4 R
TH S HEM R P 2 e EE, WA show user Bl show so &

vcaadm{vcaN@hostname, sec-officer}> show user

User Status
web-admin Enabled
Tom Enabled

vcaadm{vcaN@hostname, sec-officer}> show so
Security Officer

sec-officer

Alice

Bob

T

A2 EFEEA TN veaadm i, ZaFEAES A CMENE. ITH set
password 4 B ol 27 4 A Y,

vcaadm{vcaNe@hostname, sec-officer}> set password
Enter new security officer password:
Confirm password:

Security Officer password has been set.

Wik PKCS#11 1, 73547 Sun ONE Web Server modutil SZ RT3k 3 oo /- 557,
HIRVEGHE A, 152 Sun ONE Web Server (Y.

JA FH AR I

- RETEARESAN. —Hed@ReTE, eWaBM, BRI INER .

RN OL N, QUERREN T KRS “JR 7 AT AR L. R e
FAREE I PKCS#I1 Fim vy o) e g%kt SR A 500 R T 22 ) vl LA U
i) 5 T AT 3 S Bk
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A B, FP 2o @ AT A S S RARBMAH 4, veaadm 23371

BN,

vcaadm{vcaNe@hostname, sec-officer}> disable user Tom
User Tom disabled.

vcaadm{vcaN@hostname, sec-officer}> disable user
User name: web-admin

User web-admin disabled.

FAEH ik, BTN disable user o
TR, 1IN enable user fifd.

vcaadm{vcaNe@hostname, sec-officer}> enable user Tom
User Tom enabled.

vcaadm{vcaNe@hostname, sec-officer}> enable user
User name: web-admin
User web-admin enabled.

T

HIN delete user M Hfa e BB MIBRH B, HF ARG ITHR E
S8 WREMAHF%, vcaadm S REEHIA .

vcaadm{vcaN@hostname, sec-officer}> delete user web-admin
Delete user web-admin? (Y/Yes/N/No) [Nol: y
User web-admin deleted successfully.

vcaadm{vcaN@hostname, sec-officer}> delete user
User name: Tom

Delete user Tom? (Y/Yes/N/No) [No]l: vy
User Tom deleted successfully.
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TR 2 a2 327

N delete so My Jffitd WMIBRII 22 TE . MR TN, ReTELEmS
ITHIIEZH. IR RN 22 T4, veaadm SR ERIA .

vcaadm{vcaNe@hostname, sec-officer}> delete so Bob
Delete Security Officer Bob? (Y/Yes/N/No) [Nol: y
Security Officer Bob deleted.

vcaadm{vcaN@hostname, sec-officer}> delete so

Security Officer name: Alice

Delete Security Officer Alice? (Y/Yes/N/No) [Nol: y
Security Officer Alice deleted.

A

BHERAPATRER b, JF O E8HIEAT T s . 1% % PIRAFAE Sun Crypto
Accelerator 4000 [El#FH, 7 H 24 EE MCL&AD .

B B, W backup 4. backup AR E R T ORAE 02 SO
WA . AL T LMEM- AT A, WERARBIA, veaadm SRR BRI .

TEAB IR N 26 3 B BB o A W Tn s & 4 SO I R

vcaadm{vcaNe@hostname, sec-officer}> backup /opt/SUNWconn/vca/backups/bkup.data
Enter a password to protect the data:

Confirm password:

Backup to /opt/SUNWconn/vca/backups/bkup.data successful.

AR — BRSO SCIFI, U PExE LI st DR, SR ORI 1)
Blo [, B IC NS . B, HUCTEVT N R SCfE. — B
5 RICTEIE d s RS AR R E .
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Bl B LLB 1454

HLLeu iR e HAT AR 1) 2 A SR, A SUVF Sun Crypto Accelerator 4000 it (1) 3 %5 £H
BIFREAE, BT set Lock fiy4 SR il S X — Bl e 48 i

AR - ARG TG, A &0 B EHRERA0R R, B g R e,
BUOEA SRS . TERRIL R E IIME— VR zeroize A EAL Sun Crypto
Accelerator 4000 #t. (Z[U% 74 11 “TEMR _EHATRAZE” . )

vcaadm{vcaN@hostname, sec-officer}> set lock
WARNING: Issuing this command will lock the
master key. You will be unable to back
up your master key once this command
is issued. Once set, the only way to
remove this lock is to zeroize the board.
Do you wish to lock the master key? (Y/Yes/N/No) [Nol: y
The master key is now locked.

Wit veaadm & HAR

AT HUTIEN veaadm SEHIFE K PE Sun Crypto Accelerator 4000 4% .

A H BRI ]

set timeout Ay 1T F & SHUHER S 4 ATHONT I, BT ABDVERNIN I, VU
set timeout 14, WJFHINHLAE ASIER %4 LT 2 MBS0, 0 (idr
SR FSHTERIIOE . BOCAEIRRT I 1,440 660 (D 1 0 . BTMURRHC IR BRI
5 4740

TN R i AR 22 A A ) B SERTIN R Bk 10 20

vcaadm{vcaN@hostname, sec-officer}> set timeout 10
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BN BCRAS

BRI Sun Crypto Accelerator 4000 B ¥R, THHMIA show status fird. M
AT LU R R A RECE AT CFRRAS . P23 LK) MAC Mk, M2 DRPIRES O ghalik
ML . LA L HES R D,

vcaadm{vcaN@hostname, sec-officer}> show status

Board Status

Hardware Version: 1.0

Firmware Version: 1.0

Bootstrap Firmware Version: VCA Crypto Accelerator 1.0 March 2003
Current Firmware Version: VCA Crypto Accelerator 1.0 March 2003
MAC Address: 00:03:ba:0e:96:aa

Interface information: Link up, 1000Mbps, Full Duplex

Keystore Name: keystore-name

Keystore ID: 832aece03e654790

Login Session Timeout (in minutes): 10

Password policy security level: HIGH

Number of master key backups: 0

* Device is in FIPS 140-2 Mode

GIE A 7 FIPS 140-2 #E( FER1E

Wi Sun Crypto Accelerator 4000 #IE7E FIPS 140-2 #:0 F4§4F, show status 4
2o NS AT

* Device is in FIPS 140-2 Mode

WA FIPS 140-2 £ F#:4E, W show status iy A2fiti4R7 FIPS 140-2 £
M5 AT

Fi4bh, AT LAE ] kstat(IM) 527 A e B2 75 746 FIPS 140-2 #5X R A . Wil
BEAE FIPS 140-2 #8:0 F#4E, kstat(1IM) 2% vs-mode MR [MUE¥ /& FIPS. %
kstat(IM), WESHE 39 T “InE MUKW IKSHFZPEAEG 7 LT L.
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JIRHT i 1

INIFTINAERT, ATLAHEHT Sun Crypto Accelerator 4000 BRI FF. ZEINgkE1F, A
loadfw fir & HERAL R FF SO g2 .

AT RI OB, I reset fiv &XAHEAT PR E B e E . FOFTBRCEMN, T
RN 7T E PO .

vcaadm{vcaNe@hostname, sec-officer}> loadfw /opt/SUNWconn/cryptov2/firmware/sca4000fw
Security Officer Login: sec-officer
Security Officer Password:
WARNING: This command will load new firmware onto the
the target device. You must issue a reset
command and log back into the target device in
order to use the new firmware.

Proceed with firmware update? (Y/Yes/N/No) [Nol: vy

HOBr R EAR

FEEABELUT, WREHE RN ENR . WEFRER, LIS reset e . REXH
) S A SE B F R R E AR . FHT R Sun Crypto Accelerator 4000 #2381 B 45 11 i g
ARG LR, BrARZBAAE S T e8I Sun Crypto Accelerator 4000 Hif%
o RN, ZmlE B BENRY veaadm. Bk, WA EEARSEA AR, 000 BT
¥k veaadm DA HTERE B4 .

vcaadm{vcaN@hostname, sec-officer}> reset
WARNING: Issuing this command will reset the
the board and close this connection.

Proceed with reset? (Y/Yes/N/No) [Nol: vy
Reset successful.

FOB BB )
e MR AR, S ERVPARE AT BT B AU R A IR B ). rekey
4 FFEH A RO RO — AN, S A R P A B 4.

1M RT3 B PR SO . FR e E 2PN, N IE R34 . W £ A Sun
Crypto Accelerator 4000 A JHAH A2 P17, W& 008 i) B80T, ReRIKE 2
e,
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EPTR BT W B SRR e A, R RDERE FE U ) S AT R &R
21T rekey & W, AR E AT =Fg]5m 2 —.

EARE #E

master FOR BeE .

remote FORT BCE RV Y. e
all TR B 1B YIRS % 5.

PLF M rekey i@l all SHIEBIH7RH

vcaadm{vcaNe@hostname, sec-officer}> rekey

Key type (master/remote/all): all

WARNING: Rekeying the master key will render all old board backups
useless with the new keystore file. If other boards use this
keystore, they will need to have this new key backed up and
restored to those boards. Rekeying the remote access key will
terminate this session and force you to log in again.

Rekey board? (Y/Yes/N/No) [No]l: vy
Rekey of master key successful.
Rekey of remote access key successful. Logging out.

FEMR AT IR 2

TEERR T SR R T V. SRR A Rk (D s XFhERE
JPENAEAR S 2L RUR ) RS (Failsafe #6X) o (%8 237 71 “# Sun Crypto
Accelerator 4000 ffifF & MR RE” o ) B R TEREMH zeroize .

i — zeroize A SMERFEPIVORL, FFORFFITA LRI PF 584 Bt Bar & AER D
eI IETER 224 1A .
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ZAE zeroize M AR EPATIRIFFE, WAL IFHIA:

vcaadm{vcaN@hostname, sec-officer}> zeroize

WARNING: Issuing this command will zeroize all keys
on the board. Once zeroized, these keys
cannot be recovered unless you have
previously backed up your master key.

Proceed with zeroize? (Y/Yes/N/No) [Nol: y
All keys zeroized successfully.

{§iH] vcaadm diagnostics %

T veaadm SEHFEFF SunVTS B R PATIZW . vecaadm ) diagnostics
T2 ¥ & Sun Crypto Accelerator 4000 ffFH ) = AN G —AiLE, % 7 R4
MG T RS — AR DRAM. N{7. PCI k. DMA #iflas e iy
HRHEAE . N2 T RGN B FEREAL 5D R AR AN RS . P2 T RGN B+

vea Wik

vcaadm{vcaNe@hostname, sec-officer}> diagnostics
Performing diagnostic tests...Done.
Diagnostic Results

General Hardware: PASS
Cryptographic Subsystem: PASS
Network Subsystem: PASS

AN
@ﬁﬁ vcad /v\
vead R4 ATRUE MR Z) vead SEPHRLE, LUE Y veaadm(IM) AIELE 1% W R
B BRI S o HAb, vead SPHRRREIRTT SRR RV LE I/ 5\ 35 B AR

N TAETUIH vead M4, IHEEREILTHEE Sun Crypto Accelerator 4000 T-H H 5%,
ot

S PATH=$PATH:/opt/SUNWconn/cryptov2/sbin/
S export PATH
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vead & K AT HEE W R s

/opt/SUNWconn/cryptov2/sbin/vecad [-dF1V] [-f config-file]
[-h host-address] [-k keystore-dir] [-L logfile] [-p port] [-s max-size]
[-t seconds] [-u username]

%47 N T vead T SCHFHIEII

%47 vcad R IEI

T LA

-d JABhUR. BNV T RS A SR BN, EES vead MU
ID. MHiZefe ID MW B0, 24 -a @IS mEamsE  Grsh
2) . WHZA -a LIRS, A -a 125 T8 A E S
DebugLevel 8% N “INFO”, -dd WIS TFRKiZSHN
“DEBUG” .

-£ config-file P L SO RO o S S A R BRI B
/etc/opt/SUNWconn/vea/vead. conf. AR IEETEAGE
FIFAE, W vead A& 8.

-F TR B HAT vead IF HERHE KIER stderr. HE/EAE L
-L bRAGIESE I logfile (HEILME o
-h host-address K vead $5E BIERN AL IPv4 58 IPv6 Huhil, JEUEWrHE N &R, o]

LRI BRI -h JE TR 2 2 A B HLEE 1P bk, dn S A sbig o, )
vead HIERNEAE g MWW THEERER T oD, Si8ekE
FEHLEE IP Motk LA BT, HAEAE R N X Ll Fl Localhost [AIE:
O FsErEde, Wil -h b @ AT AL s BN B -1 T 6 .

-k keystore-dir ¥ keystore-dir TAEFT A EPIELARI ko WRF PR eAT N ARER
RPIzAT, WHZH P b e s 525 Bt H 3%, Pt S 85 B A B so
o IR BRI F RN

/etc/opt/SUNWconn/vca/keydatao.

-1 ISR A A EHLR B AU I EE NG . IR TS 2 AT 4]
AP R T LT AT D A 4T 8K . conf U S

-L logfile Fa H R R IL ] logfile, AL RGEH & MARUERL & .

-p port e T ReBGIE BB port. BRIANG C 2 6870.

=S max-size ffi i) F4%3% % Sun Crypto Accelerator 4 5 K Ed K BE b

max-size TN . {FHULEIN, LG AT 1EAE Ay A ol WA R
FEIERFEH . BB RER 4 MB (4194304 £715) .
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%®47  vcad mAEI (4D

IR L

-t seconds WEMEL, 1EN vead 15 1L 523k A& P LIS 2 i S5 Ar i) A 40
WERSETF I 23 23, W) vead 5 HLZ IR FIER 2 50

-u username PL username G HPAT vead. WERKIGEM 4, W vead SR8 E A H

g vead AT RO 4, (BERG LEARZH 4,
W) vead A&Ja8h. W vead fE AU UM ID K 0 MATATIL
kBT, W vead &R HEL . HRUIEBHEH P G 0IE1T vacd
R, ESRE 78 W “vead SFPREFHI L aPERE” .

-V BN vead FIMRAE B

vead BB

vead SFRE L E A RURAES . BRAEOL Y, sF e
/etc/opt/SUNWconn/vca/vcad.conf Hx N 4RI E Sk, REAMA vead
SRR, ATREML vead A - £ bRiGdRE T E SO WERARAEA - £ FRA, B
TOiE AR B B B AL SO, W vead SEH R 20 H BT BRMEIEAT I 3.
FEUEAE DL, — 0 253 R 25 Ik R bRk 1 el SO F

ERCE S, FATEE MRS BANMELS DA E. ATRME AR, (HZ Ll
TR @) Ik RSLARGRANG, HEIMEARX KNG AREZHEN, 1§20
% 4-8 PRANIRL ML

A 1] — 3545 5 B g AT LR I A] AR BB SO (952 Bt AT —p G T5UF
ARBCESCAFR ) “Port” 4o ARG AT XL I B0 B SO i 08 IR E 2 Hofs A
MWERERNME. %48 N T vead 2 SCFFNmITIRS

%48 vcad MAMMASITIES

&8¢ L]

DebugLevel level AR P ARG E SO R RO 2 e X SRR e AR
JEMEFI 555331 Notices  Info Fl Debug. Notice 245 A ERIMH -

HostBind host/IP AN vead EREIE RIS E ) IPv4 8 IPve Hidil, Y =AM

IP Hutik, £ A HostBind 54 A # vead WWr £ AL, 0
FHCE S G HostBind & H, WIERIAEAE N ISV T H 11
B0, EER, -1 AT RRE T HostBind £ H.

KeyStoreDir directory — n[{ffi4¥El Bk Pes — H R LUAEM B YPIE A 84T vead WIS 5
G H s ARG (23 user 584 o BHIEHFKMBR
I EN: /etc/opt/SUNWconn/vea/keydata.
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%48 vcad MAMMAITIRS (4D

EY

L]

LogFile logfile

MaxData size

Port port

Timeout seconds

User username

151 logfile VEAPTA H BB G ACLE . BOAERT, HEH
G syslog IXfFd. WRCMHH -F (BTGB MAThRE, W
S IAR IR vead HEHE KOS B ARAER B B

W U A A T RIS M R E s &, B size . BROATEOL
T, WAEN 4 MB (4194304 711 o 40Pkt st il sh s,
M) vead £ % 7 HLIR B R IE I TR

PE MW . vead MW ATERIA GG 124 6870, WiiR45 B AR
vead WWrERGH L GEEAMET 1024 o), W vead 2740
YN BAGBEH BRI P IET. BRLENEEST, S0
78 U “vcad FHRETI L AMER” .

SOV B O3 A A B CE RO AN T 2 R MBI A . BRI
BT B 1R R S R B e R e R Ui e Wik vead IEAESE
FERE— MR WU IE R T4, WG R S TEAEH o [ {4
EHEEFIE. (SHH 71 70 “BE B RN . ) BRIAER
{20 300 £ CERH A0

WHE vead i HAE N username (J)'4) i847. TP REFEZRA

BICEOEM A ID WA S5 P & G UID.  Shfis 4 M ERIAE
J A% vead HEREI T .

vead SRR I L TERE
(1T vead SRR EIR TCP S, B R 3 2 AR

1217 vead I, MUAHSBEHASIRMWAHF ID 43 (BHE upo Bk/) SRizfT
HERERE . AT HE LS LB L bk o Bk 7 AN 15 26 B A S 4 R T 8
shell. 7F /etc/shadow XA, Bk 4% BN HA NP ok *LK*.

BRI T, vead SEH R R R b S PO ). B
vead SEHRFEINE IR ), IS BATEET RS, JUTUT SR, FHRE
vead, AMEHPAAEIH 44 oKkiE T .
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V MCE vead S REPAALLIAFE A 41217
1. BeEXf /dev/veactl W/ S Vi .

vead PP HEYE /dev/veactl #HATHAE, LML EdE M Sun Crypto
Accelerator 4000 [ £FIREREHE 1/0 4. BN EE VI RAPRFTEH, 1554
vead KHAHGHEBITHH KT 38E /dev/veactle BRIAHW T, S veactl
R, N R ARV R BT E T VAT RR I SRR PR A N N R UK e T AR
WZERN TN rem_drv(lm) Al add_drv(lm) THEMN veactl k.

rem_drvvcactl
add_drv-m ’* MODE USERGROUP’ vcactl

USER Fl GROUP (v % WAL B 4% /N 4T sl BT (K AL T A AL, MODE My 1 4% /N5 £
ISR, 0600 5 veactl BRI . TKIFEN, W2 add_drv(lm) F
WL,

2. PCEAT SRR S VAU o

B vead SRR RS AT SR 1/0 H:4F, & AR 1) 1) 78 HE B s E I35
FEH S WA vead RIS GHSAT 0 ik A4 N E AT %81 12 H St 01385 FPA TR
o 1 H sferh s B0 I SO s S AR N AN % T .

3. TEAEFHRL TCP 3500 84T vead SEP .

R vead SFPREFARGBEA A BURMIEIN FI21T, WEAGEYS 2 2R H . @
W, ARRERG D RE N 1024 FITE & . Wik 4h e R4 B EAN 2 1024, AT ndd >k
i tcp_smallest_nonpriv_port ZH M. BIANEW T, vead TP FEF H b
1 6870,

N/

I 1: A3 vead SRR LA G 1 5525,

# /opt/SUNWconn/cryptov2/sbin/vcad -p 5525

B 2: BN vead SFHRESE, AR TEAN IS BORRHE B IE B

# /opt/SUNWconn/cryptov2/sbin/vcad -Fdd
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VLR B 5 EEAE IR B AL T S

vcad[1679/1]: [debug] got exclusive lock
vcad[1679/1]: [info] Security daemon starting up
vcad[1679/1]: [debug] Starting file handling thread
vcad[1679/1]: [debug] Starting TCPserver
vcad[1679/1]1: [ ] TCP socket bound on port 6870
vead[1679/1]1: [ ]

debug

debug] fd is 6

75 JA PG R4 IS L N IZAT IS, vead SEH RIS AR AT AT 4T FFRIOG 4]
BRI A .

w1 3: B vead PRI 0 BLE S

# /opt/SUNWconn/cryptov2/sbin/vcad -f /etc/opt/SUNWconn/vca/alt-vcad.conf

i veadiag SEHTEF

vecadiag SEHFEFHEME T T Sun Crypto Accelerator 4000 R [f) iy 44T Ftiii . @ik it
UM, B P HAT AR E SRR T AT E BT % . i AT IR E
vcadiag PIHATIRIHRAE

HTAETVi ) veadiag SRR, BRI R HAL TR E Sun Crypto Accelerator 4000
THHZ, #iln:

S PATH=$PATH:/opt/SUNWconn/bin
$ export PATH

vcadiag M ATIBIEW T

m vcadiag [-D] wvcaN
m vcadiag [-F] vcaN
m vcadiag [-K] wvcaN
m vcadiag [-Q]

m vcadiag [-R] wvcaN
m vcadiag [-Z] vcaN

7 - UM [-DFRRz] EI, veaN RaRMIE&4H, H v #ER Sun Crypto
Accelerator 4000 ¥ & HIFE S,
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# 49 NMAT veadiag SEHFRT SCRFIAETN .

%49 vcadiag &M

iEm

ax

-D vcaN

-F vcalN

-K vcaN

-R vcaN

-7z vcaN

7t Sun Crypto Accelerator 4000 i EHATZ WL .

7% Sun Crypto Accelerator 4000 #5 A ik 5 B2 1 (1) 22 4210 R H 1Y)
NHIREL.

7R Sun Crypto Accelerator 4000 Hi A fRIEEF B2 1 1) 4 A 2R H 1
AP AYIREL

$&ft Sun Crypto Accelerator 4000 ¥ & FRAALAIA RAE B v
et 8 5 R IT I — 415 &

o W

o NHERLIAE

o HHEA

o HHIEFYIS

o HHIESHE I

T LA H eI KU 52 4% 0 85 B AP SR B

TR BB AR -
HE %

A -D IR s

# vcadiag -D vcal
Running vcal on-board diagnostics.
Diagnostics on vcaO PASSED.

N -F R R

# vcadiag -F vcal
5f26-b516-83b4-d254-a75f-c70d4-0544-4deb
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N - I R B

# vcadiag -K vcal

Device: vcal

Key Length: 1024

Key Fingerprint:

Modulus:
b7215a99
20ee8c8b
248edcld
465a4f8c
11d5c095
7d9a755b
006c73£7

Public Exponent:
00010001

bits
5f26-b516-83b4-d254-a75f-c70d-0544-4deb6

8bb0dfe9 389363a0 44dac2b0 7c884161
d751437d 4eb6a5cdb 76fdcb2a ad353c0b
3c76591d dbcab5997 f6ee8022 e8bb5aé6d
601d46be 573e8681 506e5d8d £240a0db
2d237061 df27b2de c¢353900f £531092b
c5d79782 95a1180b el17303bb aca939ef
74469031

NHEEH] - R 7R

# vcadiag -Q
vcal:cb
vcal:cb:keystore-
vcal:ca
vcal:ca:keystore-
kcl2pseudo

vcal: om

vcal:om: keystore-
libkcl

name:83097c2b3e35ef5b:1

name:83097c2b3e35ef5b:1

name:83097c2b3e35ef5b:1

TR -R B ]

# wvcadiag -R vcal
Resetting device
Please be patient
Device vca0l reset

vcal, this may take a minute.

ok.

MR -z R R :

# vcadiag -Z vcal

Please be patient
Device vcal zeroi

Zeroizing device vcal, this may take a few minutes.

zed.
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i pkllexport SEHRET

pkllexport SEHIFEF T W P18 P A PINHE S, IRRE 122 PKCS#12

AR ST AR E R AT A PKCS#11 Akl 4, 3 38 FE B E T
PKCS#12 X fFp . — R BT — NS A RE 5% o

YRS AE B AT P, BSR4 T AN [ ) PKCS#11 SR .

WL ESK, pkllexport SEAFEFIE PKCS#11 24U+ 5 H %4

m PKCS#11 FHifi A2t ¢_wrapKey PKCS#11 JJfig.

m PKCS#11 2555 jfi CKM_DES3_CBC_PAD Fl CKM_SHA_1 PKCS#11 #Lil.

n EFHIEHULMEE T CKA_EXTRACTABLE J& 1k,

pkllexport RIfT4TEVELI .

m /opt/SUNWconn/cryptov2/bin/pkllexport -V

m /opt/SUNWconn/cryptov2/bin/pkllexport -1 [-p pkesll-lib]

m /opt/SUNWconn/cryptov2/bin/pkllexport [-n friendly-name] [-o
filename]l [-p pkes11-lib] token-name

%410 M4 T pkllexport SEHIREFF SCHRFFILETL.

%410 pkllexport HEIN

At ] LA

-1 H 4 e PKCS#11 T FE W] YU I T A v) &

-n friendly-name 55 G B PIRETX . friendly-name 775 H{H .

-0 filename H B B PKCSH#12 SCIFIBON filename STREAR . W K dg e frtt
filename, W PKCS#12 SCHR BN 2T A b, Hfdnd
pkcsl2file,

o pkes1i-lib F5 2 AR S R B () PKCS#11 FEFFE . Ege i sk /2

pkes11-lib e B S SR PRI se 4 ik A2 . BRIASOL T,
pkllexport fiJf] Sun Crypto Accelerator 1000 PKCS#11 F2J¥/%
(/opt/SUNWconn/crypto/lib/libpkcsll.so). AN, #nJLL
A5 IR TS ) phes11-Tib A8 5 K45 58 HE ] PKCS#11 FEfFFE

-V BIR pkllexport MIMALE K.
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N/
) 1: HH AT PKCS#11 14 .

# pkllexport -1 -p /opt/SUNWconn/cryptov2/bin/libvpkcsll.so
0. SUNW acceleration only
1. arf

7~ 2: M\ PKCS#11 4/ nobody@webserv H '8 H server-cert iFHIFHA
/tmp/webserv-export.pl2 XAH,

example$ pkllexport -o /tmp/webserv-export.pl2 nobody@webserv
Enter password for nobody@webserv:

Enter password for PKCS12 file:

Enter password for PKCS12 file:

/tmp/webserv-export.pl2 was created successfully

i iplsslcfg A

iplsslcfg BIAREDN 1 F1 2 HF Zeeasitl, DUEED EAR 8 HE M 2] Sun ONE Web
A1 Application Server Ao BIAIKILEIN 3 F1 4 735 FI T4 Sun ONE Web Server %
S PKCS#12 #28, i\ PKCS#12 #25: A\ Sun ONE Web Server.

v &y Sun ONE Web Server 4.1 i£+#¢ iplsslcfg BIA
HYIE TN 1

o XU, ESHYM 104 I “BLE Sun ONE Web Server 4.17 .

v /5 Sun ONE Web Server 6.0 i£+¢ iplsslcfg HA
eI 1

o i xitll, WS 114 W “fiE Sun ONE Web Server 6.0” -
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v fiH] iplsslcfg IAHILIT 2

1. #EAULF A PAT iplsslctg JHIA:

# /opt/SUNWconn/cryptov2/bin/iplsslcfg

2. #A 2 LLiE# Sun ONE Application Server J#4ii A JEHl SO R AR RIS 15 o

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 2

You will now be prompted for four pieces of information:
1. The location of the Sun ONE Application Server binaries
2. The location where Sun ONE Server domains are stored
3. The Application Server domain (e.g. domainl)
4. The Application Server server name (e.g. serverl)

Full path to Application Server binaries: [/opt/SUNWappserver7]:
/Jopt/SUNWappserver7

Full path to Application Server domains: [/var/opt/SUNWappserver7]:
fovar/opt/SUNWappserver?7

Application Server domain: domainl

Application Server server name: Serverl

This script will update your Sun ONE Application Server installation
in /opt/SUNWappserver7 to use the Sun Crypto Accelerator.

You will need to restart your admin server after this has completed.
Ok to proceed? [Y/N]: ¥y

Using database directory
/var/opt/SUNWappserver7/domains/domainl/serverl/config. ..

Module "Sun Crypto Accelerator 4000" added to database.
/opt/SUNWappserver7 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

3. B#EA 0 &Y,
5% 4F &I Sun Crypto Accelerator 4000 #R
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v fiiH] iplsslcfg AR 3

B 15 §-Kf Sun ONE Web Server P 4dfs 77 i) SSL IR 13RI B3 i PKCS#12
#ale 25, XEEH A B $ A SR Sun Crypto Accelerator 4000 5k

1. #EALLF A HAT iplsslctg JHIA:

# /opt/SUNWconn/cryptov2/bin/iplsslcfg

2. BEA 3 LLBF Sun ONE Web Server #8510 PKCS#12 B3I #4258k

Sun Crypto Accelerator Sun ONE Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 3

3. BEA Sun ONE /IR 55 %5 HoRIF# 1%
iplsslcfg SRR PRHR RAEMTIEAE IR R P18 2, DUE A 5

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers

4. BEAFTRESIZO PR — Ko

The following certificate databases were found:
https-machine.domain.com-webservl-
https-machine.domain.com-webserv2-

Which certificate database do you wish to export from?
https-machine.domain.com-webserv1-
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5. RS IRIRSS S Ha e 2 5 il 24 5%
ERINTEOLT, WZN Server-Cert,

Please provide the name for the certificate you wish to export.
If you wish to export from a hardware device, you will need to
provide the token name followed by a ":" and the certificate name.
Not all external tokens will allow keys to be exported.
Certificate Name [Server-Cert]: Server-Cert

6. e PKCS#12 SCIEMGB AR RIS IE 440

Please specify the path where the PKCS#12 file will be stored:
/tmp/export.p12

7. MIAEY,
WIHIAEE, RECKBRE Y E PKCSH#12 A%, Ziga)@# )5, PKCS#12 0ih4s
BNEWAEL T 6 P THER A4 .

Enter Password or Pin for "NSS Certificate DB":
Enter password for PKCS12 file:

Re-enter password:

pkl2util: PKCS12 EXPORT SUCCESSFUL
Successfully created the PKCS#12 file.

<Press ENTER to continue>

8. BtA 0B,

v il iplsslcfg AL 4

BEREIH ] T PKCS#12 ka3 HANE R 32N EH
1. AL F @A PAT iplsslctg JHIA:

# /opt/SUNWconn/cryptov2/bin/iplsslcfg
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2. #tA 4 M\ SUN ONE Web Server [ PKCS#12 ¥ 3CEh S A B H N 424k

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 4

3. A Sun ONE it 95 %% H ok i 1%

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /ustr/iplanet/servers

'~

. BEABES A F PKCS#12 SCIFIIE T2

Enter the path to the PKCS#12 file: /tmp/export.pl2

- MELF R8I R .

a1

Will you be importing to a hardware device? [Y/N]: ¥

o

BEA BAERN AR AL IO A B C B 3 D% 4

Enter the token name: vca0

7. B username:password ‘FAFH, RIS UE. 2L 5-1.

Enter Password or Pin for "vcaO":

88  Sun Crypto Accelerator 4000 #% 1.1 lRZ=ZEF A P8R » 2004 £ 1 B



8. BEA M T-fr PKCS#12 SCIEM 319,

Enter password for PKCS12 file:
Import successful.

<Press ENTER to continue>

i H apsslcfg A

apsslcfg BIAMED 1 FHFACE Apache Web Server LM# ] SSL. 35 2 FH+24
Apache Web Server it & %4

X — apsslcfg WA HSZFE Apache Web Server 1.3.26.

v i apsslcfg WAHZEIT 1

® iR, WS HI 164 I “fil¥ Apache Web Server 1.3x” .

1§/ apsslcfg HARIEDT 2

I 2 HATLLR 3 A Fag .

1. 7B HIR JF 1 Apache iiF-P

2. ¥ Apache (PEM %ifi X.509) #4154 PKCS#12 #43{
3. 4 PKCS#12 ##% 3 11% 81 $ A\ Apache (PEM %if X.509)
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v RPN T HIE Apache HETS
PRI T i RSA S BIAI AT $2 48 2 A UEHLA R E 45 T
1. #EA 1 DIEFRIb ki
2. B HERISCIER Apache BEHUERAE, DASCE SCAFIERAE o

Please enter the directory where the Apache
binaries and libraries exist [/usr/apachel: /ust/apache

Please enter the directory where the Apache
configuration files exist [/etc/apachel: /etc/apache

3. AN TAFR S DI

Where would you like the keys stored? [/etc/apache/keys]: /Jetc/apache/keys

90

4. BEABYIIUER RSO S o

WAL TSR 2T Bilhn: WREER certl, NBHXHHN
certl-key.pem, WFPEHIEHFLNN certl-certreq. pem,

Please choose a base name for the key and request file: certl

5. EFEEA AT RSA HEPIRIK/D.
RN Cfr: A0 R, B AER RSA %8,

What size would you like the RSA key to be [1024]12 1024

6. HEAJ T M E 9IS .
I AE LSS I RS, JF HAESD.

Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:
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7. RS UE S HRRELE

UEFS A 2 5 AN TR AT R AEN U I SO

You are about to be asked to enter information that will be
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ’'.’, the field will be left blank.

Country Name (2 letter code) [US]: US

State or Province Name (full name) [Some-State]: California

Locality Name (eg, city) [1: San Diego

Organization Name (eg, company) []: Company
Organizational Unit Name (eg, section) []: Department

SSL Server Name (eg, www.company.com) []: www.company.com
Email Address []: admin@domain.com

The keyfile is stored in /etc/apache/keys/certl-key.pem.
The certificate request is in /etc/apache/keys/certl-certreq.pem.

<Press ENTER to continue>

V¥ 4 Apache (PEM %if X.509) %4 3 H Ky PKCS#12 #%5X

IR I AR VFEEKS Apache Web Server 5 FHFIIEF N PKCS#12 (1
. HEA 2 DAk

. BEASPICPPRRIE S SCPR A
WA B SCAEAIUEAS SO D[R] — 3, B AT [R] (R AR P IR

£ — SRR A B T LLORAT AEAH [R] SO BN SCAF s (HUE, fRAF AR SR P I
A AL ZTAR TR o

Enter the path to the key file:
Enter the path to the certificate file:

5% 4F &I Sun Crypto Accelerator 4000 #R
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3. HEAHIH PKCS#12 SCIEMIBR TR

Please specify the path where the PKCS#12
file will be stored:

4. HEAUEBRIA S IR #2858
LA B m] E — s SRURIRIE 5 A8 B X

Please provide a friendly name for the PKCS#12 being
built. This friendly name is necessary when

importing your PKCS#12 file for use by other web servers.
Friendly Name [Server-Cert]:

5. BEABISCAORY R LAFA PCKS#12 SCIFRI %Yo

Enter pass phrase for /etc/apache/keys/apl-key.pem:

6. BB CLED PKCS#12 SOk i s a8
PKCS#12 45 A3 Fikdg & i so k.

Enter Export Password:

Verifying - Enter Export Password:

Your PKCS#12 file has been created successfully and is in
/tmp/exp.pl2

<Press ENTER to continue>

Vv 4 PKCS#12 #5415 N\ Apache (PEM %ifd X.509)
ERET AR VFHE AN PKCS#12 SO PE #F S FILE B )f HI T Apache Web Server.
1. HEA 3 DI REBLHI
2. #EA PKCS#12 SUIFIBAERISCAE#

Enter the path to the PRCS#12 file:
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o BEATFRRAT B R s T RIE-B R A o

Enter the directory where keys and certificates
will be stored:

. BEA S PIRNIEAS TP SCPE 44
s AAE A B S AEAR R K SR

Please choose a name for the key and
Certificate file. This file will contain
both the encrypted key and the certificate:

. A TR PKCS#12 SRR 3569 o

Enter Import Password:
MAC verified OK

. BEA B LR It Apache BRI % EH A
YPIREBEE S B AR AR 4 PR E S

Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

The keys have been successfully extracted to the file
/etc/apache/key?2/yvakstuff.pem.

<Press ENTER to continue>
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N 2 ZEAE ) — {55 2 1 22 Bl 70 BCAN [F]
¥] MAC Hihik:

T TSR P A7 3R Ay A e 55 45 v 10 22 AR BEAN TR (1 MAC Miuhike 55— A
BAE RGN T HAT, W FJ575(E OpenBoot PROM 23l F #1447 .

M T AN R ) MAC ik

. AU P4

# eeprom ”local-mac-address?”=true

F - Y “local-mac-address?” ZH& N true W, BT ARSI D&
A= AR T G I 2 FE R A MAC Hiuhik

- WHS IR RS

7t OpenBoot PROM il T 73 o AR i) MAC Hidik:

. 1£ OpenBoot PROM ok #7345 F» MIALLF A4 :

ok setenv local-mac-address? true

¥ - “local-mac-address?” ZEWN true I, FrfaIEE R ML DR
A= AR T & I 2 B A A MAC Hhuhik

. SIRIERSE
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ot

ZEHEFIHLE Sun ONE JR 4525 84

RENGWATEE Sun Crypto Accelerator 4000 i LA# 55 Sun ONE AR 45 # Bt 7518 o
AR LA
%595 BT “Sun ONE Web Server [1 %45 #LPERE”

%5 100 7
%5102 L
AR

%5103 1T
113 W
122 0
5 134 11
% 146 0
%5 157 11

“Ti'® Sun ONE Web Server”

“HCE Sun ONE Web Server, A ILAE #7515 1118 5 h(HAZEAT A A 8.

“ I E Sun ONE Web Server 4.1”
“LZAEFIMLE Sun ONE Web Server 6.0”

“zE ML E Sun ONE Application Server 7”
BN E Sun ONE Directory Server 5.2”
“ZAERILE Sun ONE Messaging Server 5.2
“ZEEFIEE Sun ONE Portal Server 6.2”

i — AT TR Sun ONE ARSS 85 L HTFR A iPlanet™ R 4545 .

Sun ONE Web Server 1) 2248 H 1 fe

AT T Sun Crypto Accelerator 4000 #2 Hi Sun ONE Web Server 4RI ) %

EXE

=Y
to

- B

PIPE, BB ZIRT 2R ST AR GEE HL DL (R D7 1) BB

95



Mg & FUAR A

WA R PKCS#11 $Hfi1 5 Sun Crypto Accelerator 4000 HE {5 (M LT (Ul Sun
ONE Web Server) Gl 2RI

7 — Apache Web Server (% 6 55D AVE AT A v 44 K5 B P sl ik ) T g

#£55 Sun Crypto Accelerator 4000 HAHIGH E R 3CH, I 248 s s SRk P A7
Ho —AMEYUARER AT, (AR AT 2 A% 7l R 2T
LAY FRIECE, e MR EY] CHEURW 7 B SCRe IR DD .

i = KRB IR EARLE veaadm HAIEE Sun Crypto Accelerator 4000 H
S ARG UNIX ik . UNIX /7445 Sun Crypto Accelerator 4000 HiJ" 44
ZIRA T E ) —— XSRS

WP SR AT I . SRR B VIR R M . S P EAVHE
LA, i Ha 2 A ik A s A G — A ae B RT DMEDIS SR 1 B Ay
B SO IAIE N A RE P I B Do 3 DI =8 Lk

n HPIR - AN (W1 Sun ONE Web Server) LA (1% HH .

w JH Ky — AR U A ) R B R

m R - IR veaadm Vi SR E I AR

7 — 5/ Sun Crypto Accelerator 4000 2 L fe i —M# . A, £A4> Sun Crypto
Accelerator 4000 A v DASEHI ] — N3P, DAESS AR ARS M M BE R A4S T g o
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WAL A — AN, ZEPEE AN B, EE T REE A — AN E
sca4000-ks-1, ZEAHETHA =N webserv. dirserv M mailserve X RVF=/ANH S
HRLT ) FN4E3 25 B AEZ B R RSS2 %40 . | 5-1 B T LAY 22 25 MEAR

PKCS#11 [ FHTEFF AT PKCS#11 #9353,

|
|
|
|
webserv:abcl23 i
|
|
|
|

dirserv:def456
mailserv:ghi789

Y

PKCS#11 $h#: PKCS#11 $h#:
sca4000-ks-1 SUNW acceleration only
A A
Y Y
PKCS#11 &
A
B |

B4AER: scad000-ks-1

BPFP 1. webserv
ZHY: abcl23

HP 2. dirserv
®h9: def456

AP 3: mailserv
HL: ghi789

51 EYIERBEE

LT A veaadm HI T4 2 Sun Crypto Accelerator 4000 [ % H1FERIT /1o A U,
WZHH 65 1 “Hid vecaadm HIHHE” .
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Z51)7 L S B R IZS Sun ONE Web Server. 4 SC#44# Sun Crypto Accelerator
4000 5 BB AT LR PP AN 0 8 5 1R TR B2 1R 0 12 iR

P

WRAE T AN (engineering.  finance A legal) , WIERIAE &L~ 231 Sun ONE
Web Server $2tLL~ = A4

m engineering

m finance

m legal

WS

BRGNS, DAUEAT L S BEEe N IR P VA A B2 A . 2 S F A
AN RA AT A SO

i — WA S AR .

Sun ONE Web Server {4t 4 MO F1 4R $5 8 2 ST = AR
SEMFHESD
1. 5325 B SUNW_PKCS11_TOKEN_FILE fir 44 [ 301
FELE N F R PR A AR LA A A i . BT, ANRER XM k.
2. ¥4 $HOME/.SUNWconn_ cryptov2/tokens
IESCAE DA 254 T Sun ONE Web Server LA G 441247 1) UNIX /1= HK . @)
Sun ONE Web Server LI BH1 2171 UNIX HI 3G 32 H sk, UPRBEAE X A
7
3. XM /etc/opt/SUNWconn/cryptov2/tokens

WRAREAEATAT SRS, Sun Crypto Accelerator 4000 #4435 ] Sun ONE Web Server
RUETH 2.
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T A RSO

# This is an example token file
engineering # Comments are acceptable on the same line
legal

# Because the finance keystore is not listed, the Sun Crypto
# Accelerator will not present it to the Sun ONE Web Server.

= ERLIEEAT (#) Tk SRVFAERAT,

WERFRABIAAT A AR SCAE, WERAIZE 98 BT “ AT SO R BT& RN
Jiio

JE PR ZE ] 4tk &
WL T, RACIA T SunONE M B8P RIS S 16500 25 P
DRI S AR 31

Zf Sun ONE AR 45 #5 JfFnT L] Sun Crypto Accelerator 4000 - [Fj4tt i i Th
fit, BHFEALE /etc/opt/SUNWeconn/cryptov2/ HERPAIE NN sslreg [
A, RIGE R SIRS B A

# touch /etc/opt/SUNWconn/cryptov2/sslreg

AR N T hE, EUAER sslreg UM, ARG EBR SRS 2 AE

# rm /etc/opt/SUNWconn/cryptov2/sslreg
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it & Sun ONE Web Server

AFBI AL T8

%100 T “Hﬂﬂ”

95100 vT <A EHEE”

102 70 “J3 ] Sun ONE Web Server #fid”

i

7EJ5 H Sun ONE Web Server Il FEH, RASEREFLMILAEG . % 5-1 SN
AT T UL . AFENFBINEA RS H BIX L0

%51 Sun ONE Web Server i1 75 {23514

LA E i L

Sun ONE Web Server  Ji3)) Sun ONE Web Server & H AR 45 a5 I 75 L3t %00 . S5 i fE

ERRSS A % & Sun ONE Web Server #1355 .

Web 445 fH1T FE 22 AR TR B P BN 25 B i 5 S e e 0 . A R AT i

/e Sun ONE Web Server & ¥ 2 45 &% 01 82 5T Bds FE i 1 EE’J A,
LE FRREIE 15 R I 2226 31 Py n s BBt 2R S it 3

AR PAT veaadm BFREEAE I FEEL AL

username:password 7E 2445850 F )3 8 Sun Crypto Accelerator 4000 A5 i 75 ZLEL Ak 1L

W, BRAh, AP R 2 e B N F I B (keystore_name)
B AR AL . PR veaadm AN YIEH] 1
username (H /%) Rl password (Z19) . HAARE username (M F
%) Rl password  (ZE#4) LLE S () .

Bl s gl e

JA IR AE 5 Sun ONE Web Server FC4H 21, AU AR, SRS I LA K
YIRS BRI PR e R R G o 34k, AT LS
Sun Crypto Accelerator 4000 HATHIAEAL, (2 ATHIA . AU, EHS
5 62 71 “ilid vecaadm HIUHAIR” .

7 — #1 Sun Crypto Accelerator 4000 A REAC & — NP, Bk, BOiBUh AR
BB —MEPE. Ak, £ Sun Crypto Accelerator 4000 By U\@EE‘JJ LR — %
BIE, U@%LV\E@ EMIAHT I RE -
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/N

BOE s R

. TEf P Sun Crypto Accelerator 4000 X H% (A X FER) » Bilin:

S PATH=$PATH:/opt/SUNWconn/bin
S export PATH

. f4il] vcaadm @A il veaadm SEHIRETE, i A vcaadm -h hostname ¥ vcaadm

HER: TR R LB
AU, WS 53 31 “HT veaadm SEAIFLR” .

$ vcaadm -h hostname

. TR YRR A

XL P14 AE Sun Crypto Accelerator 4000 #i F3s 8% 53], 1 HAN A 5 Web k45
A UEREFT I UNIX H P 2 A R, X8I 7 20, B2l veaadm
TA TG T K

[y

. 3BT create user WIAGIEI 0.

vcaadm{vcaN@hostname, sec-officer}> create user username
Initial password:

Confirm password:

User username created successfully.

WAL B username (/75D R password  (244) JLIRIAIRL T username:password
(Z W4 5-1) o {£ Web ik55% i sl 2EAT AR, A0 b 5. X2 A 1
B PR

EE - M wanc it username:password . WATERS, N ICIEVN H CE
TR B TCVEFR ] o

5. B vcaadm,

vcaadm{vcaN@hostname, sec-officer}> exit
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J2 FH Sun ONE Web Server HfiR

EJ ] Sun ONE Web Server, @AZR5EREL T DB o H5 1 K (P19 X1& L8280 BREEAT PR
Byl

1. %¢%% Sun ONE Web Server.
B A EE

FRIEIE

GRS .

fid & Sun ONE Web Server.

S

iii AR - XD RAIHLHE P EAT . A0, AT R & 2000 AT 1.

n A Sun ONE Web Server 4.1, i 255 103 T “ 222 FIfl E Sun ONE Web
Server 4.17 .

m R H Sun ONE Web Server 6.0, 58255 113 71 “ ZZEFIHL E Sun ONE Web
Server 6.0” .

il & Sun ONE Web Server, i H7F 55
S| IR 3 SEABAT H P A8 B #EAE
1 nas a5, 0] L Sun ONE Web Server 7ETE #5151 5 M6 A 3058 3.

v AN S Ld Sun ONE Web Server 75 B8 51 S 1 7] H 5
JA 3l

1. Y% %E Sun ONE Web Server BIFfE) config ¥ Hk — #iln,
/usr/iplanet/servers/https-webserver_instance_name/config.

2. QIR & L R4 password. conf UM (A R#EE L, WiB Wk 51) :

internal : trust-db-password
keystore-name : username : password
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3. RE RSSO AT L ) Web IR 55 %5 CAIL Sy g4 10 UNIX P 1D, I #6931k
V1R Tl AL PR B 8 B0k s 6 SO B AT - I

# chown web-server-UNIX-user-ID password.conf
# chmod 400 password.conf

ZEHE R E Sun ONE Web Server 4.1

AFB Ay A U] 22 BRI S Sun ONE Web Server 4.1 DU AR o 458 D020 322 i 7 04 T IX 6
S, BRI ] Sun ONE Web Server 4115 B, &2 % Sun ONE Web Server
SR AERIELHE LN IR

% 103 7T “2Z¢%: Sun ONE Web Server 4.1”

% 104 7T “HlE Sun ONE Web Server 4.1”

%104 00 “OUEHE R R

55105 7T “[7] Web 45 %R~

%107 50 “AERUIR S FIET”

%5109 0 “ B R SS RIET”

5111 5T “ )i H Web g 2% LAEF] SSL”

734 Sun ONE Web Server 4.1

1. F#k Sun ONE Web Server 4.1 &k
PLF URL #2464t T 1% Web AR5 #8944 : http://www.sun.com/

2. VM5 2% H IR Web IR 55 255k o
3. AT 24T P i setup A Web 5523

M55 2 I BRIAM 124 M /usr/netscape/serverd.

AT AL I BROAER AR TR AECRE Web 55 88 T e AE AN AR L, T C (L 203
(AR

# ./setup
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4. IR TP IR .
PRULR R, DA BRI RS
a. WALHEA ves W2V ko
b. HASEEEMIE A
c. HiAWIZK Sun ONE Web Server 4.1 % HUI 55 25 1 %15
d. BERmE, fEhl 5.

i & Sun ONE Web Server 4.1

AN LT ERE: T Web IR 55 as BRI EEIE A 7 Web IRSTaENIRG: A2
I 2 o5 it t; LLAJR ] Web JIeds #s LLAEA] SSL.

FEEESFET, Sun ONE Web Server & PR 4525 W2 B 84T .

v QA

1. 533l Sun ONE Web Server 4.1 %5 BIR S5 %% -

WA LTy 4215 3l Sun ONE Web Server 4.1 & HIHR 428 (MANZLE setup Gk
ff124T startconsole) :

# /usr/netscape/server4/https-admserv/start
SunONE-WebServer-Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

e B4 R A B SS 281 URL.
2. ¥TJF Web RIBEZRIFHA CL T AR B MEDEN 5 (GUD) :

http: / /hostname.domain:admin-port

ALK TEAES, BINEIEIZAT setup FIEEN Sun ONE Web Server 4.1 FFEAk 5 4%
HH P 44 J 0

I - W EREAERE Sun ONE Web Server #a/{H F 2 BN &, iHEEAN admin /EN
H ) ID % Sun ONE Web Server 4.1 B H RS2 4 .
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3. d#H “OK”.
% 145 o) Sun ONE Web Server 4.1 4 L5525 % 1 .
4. Q% Web NIt 55 25 BIRER 5 AR B2 o
a. fE Sun ONE Web Server 4.1 F5HUIR 55258 O ifil; “Servers” Wi |
b. LRSS, AAIili “Manage” %%
c. Yl GO THBFLR  “Security” W E, RNiEHE “Create Database” #if%o

d. TEPIASHEHE S A 351 (Web RS 8BTS, Bk 5-1) , RIGE#H “OK” .
WP AN 8 NFERIIIG . 24 Sun ONE Web Server 75 2 2180 iz 4T IN,
LD T I8 3 N I R .

1] BEARNT 24> Web IR #3BIFEE e &~ Thig. InFZIXAE, 155 —4 Web
& ZRIFREZ LT 1 LR 4,

i — WEREIEHEAE Sun ONE Web Server 4.1 B HIIR 45 2% 24T % & E# )2 (SSL) Dife,
WO e R e A AR R R R A OGRS, 1§28 http://docs. sun. com
W3k F1f) (iPlanet Web Server, Enterprise Edition Administrator’s Guide) .

v [i] Web Jiz 55 s MR
1. AT FIARLLR Web 55 2528 HL

# /opt/SUNWconn/bin/iplsslcfg

U HIAR 25 BRI IR PR I 25 25 1 ITIE ) Sun ONE Jli %5 %% %¢%¢ Sun Crypto Accelerator
4000 fn it SRS, BAA 2y SR E SCPERUS B
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2. BEA 1, ¥ Sun ONE Web Server LA SSL, #RNGHeml 44k

3 - AR E AN FIEPRET 1. A SEEPEET 2. 3 B 4, SN
%84 T “Aif iplsslcfg HIA” .

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 1

3. fd7ninl, HA Web IR 55 SR H kit 8, SRl 425t

Please enter the full path of the web server
root directory [/usr/netscape/serverd]: /ust/netscape/servers

4. $ERik, BEA v SRR 4R

This script will update your Sun ONE Web Server installation
in /usr/netscape/server4 to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/netscape/serverd/alias...
Module "Sun Crypto Accelerator 4000" added to database.
/usr/netscape/serverd has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

5. BtA 0B,

Sun Crypto Accelerator 4000 #% 1.1 IR = ZEFNFH F¥ER » 2004 £ 1 B



VB RR 55 TS

1. AL TF®&2, BPiEE) Sun ONE Web Server 4.1 5Pk S5 %%

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start

e N4 R A RSS2 1 URL.
2. ¥TJF Web RI%EZSIF4A CL FHEAL KR B 988 GUT:

http: / /hostname.domain:admin-port

FESAERTEAE S, BANIELEIZAT setup M4 FIEFEN Sun ONE Web Server 4.1 £ 21
M43 F P 42 B sy

I - WEREAERE Sun ONE Web Server #a/ 48 FH 2 BN &, WA admin 7N
H 7 ID 8% Sun ONE Web Server 4.1 &R 25 H 44 .

3. . “OK”,
Ji%e 4578 Sun ONE Web Server 4.1 B HRIRS 255 1 .

4, EHiGERS ST, i%kPE Sun ONE Web Server 4.1 553k 55 25 5 11 RS FHE Y
“Security” #EHiF (1452) .
JigE B4R “Create Trust Database” T o
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5. EFEAERPIY “Request a Certificate” B#% (18 52) .

= Metscape: web Server, Enterprise Edition ==
File Edit Wiew GCo Communicator Help

o< w a & = | 2 (3 &

Back Forward  Reload Home Search  Metscape Print Security Stop

iPlanet
Wreb Server 4.1

I~ Server Manager

fPieierences|. [Progrne| [Semiets| SR /Styles! | Content Mamt | | Web Publishing

LCreate Datshase
Request 3 Certificate Request a Server Cerlificate

(@ Mew certificate
e Password .. Certificate renewal
You can also see a list of availahle certificate anthorities.

%]

Submit to Certificate Authority via:

(@ cA Email Address: |I

__CAURL :|j

Select the module to use with this certificate.

Cryptographic Module: keystore_name

Key Pair File Password: |

Before requesting a certificate, you should read the overview of the certificate process, and then go through the detailed steps
ion creating a correct distinguished name which you should enter below. You will also generate the proper anthorization letter
that you will use to obtain your certificate from a certification anthority.

Requestor name: ‘

Telephone number: ‘

Common name: ‘

Email address: ‘

A% S op @ 2|

1= eea

522 Sun ONE Web Server 4.1 & # /I 55 5% (1) B R 55 23 UF 155 15 AE

6. FEJIUL P45 ST LU BRUE S iR «

a. P “New Certificate” -
G R TT DL ERRIE T B a2 2 T Web U5 1) FAIEN LA B0 ARG, 1 1
CA URL CAIENLK URL) %8, W), i5iEF “CA Email Address”, RJEHIA
AR FEUE R I% B 1 H - IR g

b. EHFEMHN  “Cryptographic Module” .
MR RS R AN BRI H . SRR ER R, ANEER
“SUNW acceleration only” .

c. f£ “Key Pair File Password” XifHE, AR B0 % 910 H P d A B9
UGS A username:password (%2 5-1) o
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d. fE% 52 FIH G A B BE P A ESIRE L o

w52 HIHEAGERTB

FE Ll

Requestor Name TN IR,

Telephone Number RPN E BN

Common Name P72 B WA T SEA 1) Web 3 138
Email Address SHEPN:] /SR 5)

Organization UNCIEZ

Organizational Unit (AT A HEIRI

Locality (AT3E) dfriy A8, AW ELE K /X
State QuEPREWEIihfeeiis
Country H A T RE A B [ 57/ X ISO ARG (gl , R EE CND

e. fuli “OK” $AfHRL.

o FUHAEBLAS 2 15 o

n QR CEPRRIES B K%y CA URL, WHEF g < B3l RiE 24t

n QURCEFE “CA Email Address” , 1§ & HilH R 7 WIAF AR S 1 AOUE S TG %
b, RJE A AT AN LAY o

o AR RRUESS > R UEAS B bl — ke SZ T 2 e |

7 — RS DASCAAE ) 5, XS UE R AN o R B DR B R B AR L
DAEAELL M REE 3% 5 Al .

AR AS A UETS
. %&Ff Sun ONE Web Server 4.1 PR S5 25 % 11 /EMIg  “Install Certificate” 54,
— HYAEN A REAE IS S FR 2 RAE T, AL 1522 2% 4E Sun ONE Web Server H.

. Higli “Security” o
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3. fEcEitgh, %FE “Install Certificate” 54,

Server Manager

Programs Security yles  Content Mgmt Web Publighing

Create Database
FRecuest a Certificate Install a Server Certificaie

Install Certificate
Certificate For:

Change Password @ This Server
Manae Certificate! ﬁ Server Certificate Chain

ifi 13
ﬁ Trusted Certificate Authority (CA)
ifiicate

Micirate Certificate

Select the module to use with this certificate.

Key Pair File Password: ‘

Enter Certificate Name ONLY if certificate is not for "This Server’.

Certificate Name: |:

- Message is in this file:

ﬁ Message text (with headers):

53  Sun ONE Web Server 4.1 & BLIR 25 %5 1) 22 25 R 45 $8 1E T4 TR AE
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4. VUGN, RAEIETS:

w53  ELRIEBN TR

FHB LA

Certificate For ENILE RN

Cryptographic W RS R PSR AN PRI A H o TS5 IR R I E B
Module Rk BT, A R R AL B R B AR

Key Pair File Ny username:password (£ 5-1) .

Password

Certificate Name ZHAFHT, BRI TR A . RN, ZARE S

M Web i 4538 753847 SSL A I R U MHIE B A HIN A FR. It
FEMBOMEN sServer-Cert.

5. FNNUEBLRSSRIRE TS (55 107 00 “AERIRS5RUE17 Wb 8) K%l “Message”
HEW

B by WoRuE i) — SRR .
6. Ml “OK”.

7. AN IERICIR . i5%EH “Add Server Certificate” %%l
B b on— S, WA ER R SIIRS 2. HT Web IR 230IFE— B4 T-5¢1H)
RS, AR ERES).

TiAh, RGUETAIRS, Al Web JIkg5 &8 H] SSL, AAZi%; Web [l 55 4% HEAT A A U E .
THPAT T L R ACE Web 5545 -

i = AT IR IE T, 525 mod_SSL FI OpenSSL 3CH4.

DUE, BE 23 T Web IRSEMISSSIES, A, BnZUn I Web k5545 LA SSL.

Vv 3 M Web flg5as LAER] SSL

1. £ Sun ONE Web Server 4.1 K552 100 |, mHFEHEYL SSL —k i) Web
Megs 8 bR, RiniksE “Manage” o

2. il R “Preferences” ik (WM AEE) -
3. PV AN “Encryption On/Off” .
4. FMEFEBA “On” o
YPIHAEH ] “Port” BN 537k BRINK SSL i 15 443, WIALTEEE, 175 50 i 115
5. Hili “OK” $&Hl.
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6. $T1fi “Save” %%ﬂ’ ﬂ)ﬁﬁ%ﬁﬂ&o
AL, Web s #s B Al 75 22 AU R s 7.

7. $T)F /usr/netscape/serverd/https-hostname/config/magnus.conf Xff

(hostname 3= Web R5523M84FR) » R P& F 4.

CERTDefaultNickname keystore-name:Server-Cert

ERINTEOLT, BAERTUEP 4 Server-Certo WIREEHNEREXHH LR, F5 0
HIEEFE LA Server-Cert.,

8. WP UE MM SSSY, ARAdiviimAy LM “Apply” #%#l.
DU I 4 5 25N T34 Sun ONE Web Server 4.1 & PR S 2%,

9. "iili “Load Configuration Files” #%#l, VLW magnus.conf SCAEPRBI S .
B LS BoR—A A 3 Web AR 23450 F2 (1 DU TH o

WP AR 55 2 S I 1E# - “ Apply Changes” %41, 43 HIL—ANKAEXHEHE, $2oK%
&5 N username:password . WL 1 ANAT DLHHE R /N, PRI/ 52 A B SO AT i 24 28] ) i

I FEAT PR R T
m §Ui% “Load Configuration Files” .
m SEHE) Web JIRS-4%, ARG “Apply Changes” %4

10. £ Sun ONE Web Server 4.1 &R SS A 1, EHFE 0NN “On/Off” k.

11. ARG 2N E, SREERE “OK” #%il.
RGN BN — D EEZ AN, B “Module Internal” #2751, &% Web
AR 45 B ABATE s 2 (1) 0

IR keystore_name $27R- 0, 4N LB PEN username:password .
UL e YIRS, AN username:password .
12. {& Py URL RESUEC ) SSL iy Web JIiR55 %5 :

https: //hostname.domain:server-port /

7E — BN server-port Ky 443.
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ZAEFHC'E Sun ONE Web Server 6.0

ASE A LB W] 2B RIS Sun ONE Web Server 6.0 LU # . #2455 44T

PRI A KA FE ] Sun ONE Web Server [FPE4I{E EL, 1524 Sun ONE Web

Server CA%. AVIEFELLTLFE:

2 113 T “Z¢%E Sun ONE Web Server 6.0”
114 7 “F.E Sun ONE Web Server 6.0”
95114 50 “RIEHE AR B A

115 7T “Jn] Web A4S 28 E MR~

116 B AR ARIE T

5119 TU “ B RSS AL

%120 T “J8 FH Web IR45-35 LA SSL”

‘7Z%E Sun ONE Web Server 6.0

. F# Sun ONE Web Server 6.0 #fl-

PLF URL #4E T 1% Web fIR4- 283 4F: http://www.sun.com/
. VI 2% H I Web IS5 258k 1k -

. AT AT setup A L3S Web IRS525
MRS ZR I ERINE 1244 M /usr/iplanet/servers.
Az BOA RS . W RIS R A R AEA R AL, e AR e e .

# ./setup

- AP R o
B T LU 7R, A LA BRI L -

a. MAEBEA ves MRSV Sk

b. i A 5B

c. HiAWIZK Sun ONE Web Server 6.0 5Bl 45 25 (1 %75
d. #mit, feml4EgE.
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it & Sun ONE Web Server 6.0

APOFELL R O Web ARk 55 45 I RE G5 (R AR 4 1) Web JIRS5 ARG ZE AR
I 2 o5 it LLAOR ] Web Ji g5 #s LLAEA] SSL.

L EINFE T, Sun ONE Web Server & FAR 4SS 2% 20T )8 31847 -

v QIR AT

1. KiZ)) Sun ONE Web Server 6.0 45 BIR 5525 o
)35 Sun ONE Web Server 6.0 B H R4, WEHHLL M4 (MARLE setup WK

Bf124T startconsole) :

# /usr/iplanet/servers/https-admserv/start
SunONE-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58

warning: daemon is running as super-user

[LS 1s1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

s g (4 P 334 1 ) PR 554 (1) URL
2. f19F Web RIBEZTIF40A LA Hbhk R i 2h 35 Bl GUT:

http: / /hostname.domain:admin-port

TEWAEXT TRAES, HyANIEAEIZAT setup HIEFE Sun ONE Web Server 6.0 & H IR 55 2%
FH 7 48 50

i — WRIEZEBE Sun ONE Web Server )48 H 12 BRA S, WAEH - ID 5% Sun
ONE Web Server 6.0 B Ik 554H P 47 BP AN admin.

3. fiili “OK” o
Bt 12 B 7Rk Sun ONE Web Server 6.0 & 2 i 45 %8 11 .

4. G Web I 55 25 BIRER AT Btk -

T REALUN 224> Web [l 25 @ BIRE A 2 R4 Dh g WIRSZIXHE, 15X Web
M5 BIR RV 1 20K 4.

I — R ERIEAEZE Sun ONE Web Server 6.0 & AR S #% 1247 SSL ThRe, Wit
PR AT FE I ARl OIS, 152 R http: //docs. sun.com M3 11
(iPlanet Web Server, Enterprise Edition Administrator’s Guide) o

114 Sun Crypto Accelerator 4000 #% 1.1 lR = ZEFNFH F¥EF » 2004 £ 1 B



a. 1t Sun ONE Web Server 6.0 #PUIRS5 Z3AFIGHED Yl “Servers” kM|
b. MRS, Ahatili “Manage” 4.
c. Huli gl HREEER “Security” I, #RGiEsE “Create Database” ###:.

d. FERA RS HE DS A TS (Web it 55 8 B %6S; Bid%5-1) , Wil
“OK?’ °

HEHE—AN2DEE 8 NFERFNEID. Sun ONE Web Server £% 410 FIig4THY,
AL FH se 5 B 5K S5 B P I A

7] Web JIi 55 a5 MR
L IEATRL A, 1 Web IIE95 232k IR

# /opt/SUNWconn/cryptov2/bin/iplsslcfg

U RIAR 2 BRI IR B IR 45 25 1 ITIE ) Sun ONE Jl %5 %% %¢%¢ Sun Crypto Accelerator
4000 fn b, SRS, BAA Sy SR E SCPERUS B

. BEA 1, Mfit¥ Sun ONE Web Server LLi#H] SSL, #RNGeml 45k

3 - AR E AN FIEPRET 1. A EEPEET 2. 3 8L 4, SN
284 U “AfiH iplsslcfg A",

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 1

3. $Rinl, HiA Web JIR 55 2R H ki 18, SRl 420t

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /ust/iplanet/servers
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4. WMURRARSARAE, WAER R BEA v IR

This script will update your Sun ONE Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator 4000" added to database.
/usr/iplanet/servers has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

5 A 0 Bl
VRS AIE T

1. AU F &4, EHiEE) Sun ONE Web Server 6.0 $5PRR 5535

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start

e N4 R A B SS 281 URL.
2. ¥TJF Web RI%EZIF4A CL FHEAL KR B 988 GUIT:

http: / /hostname.domain:admin-port

ERAFSTUEAE S, $IANELEIZIT setup MIEF Sun ONE Web Server 6.0 5 # IR 45 %%
FH P 22 J 5y,

- IR EE Sun ONE Web Server i) F (&N BE, WAEH ) ID 5% Sun
ONE Web Server 6.0 HH k%28 H ' 2 FB PN admin.

3. il “OK” .
Ji%E F2x B7” Sun ONE Web Server 6.0 45 3 IR 4% 4 1 1 o
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4. EHRENRSGHIUET, 5% Sun ONE Web Server 6.0 45 Bl 45 25 2 1 T538 KLY
“Security” EW|o

B P& R “Create Trust Database” % H .

5. Hiili Sun ONE Web Server 6.0 §5BUIR 55 2553 11 /e k&1 “Request a Certificate”
.

~\ MNetscape: Web Server, Enterprise Edition \ . \J

File Edit Wiew GCo Communicator Help

< W a Fo SR S % & & N
Back Forward Reload Home Search MNetscape Frint Security Stop

J w#” Bockmarks & GoTo:| /|

iPlanet.
Web Server 6.0 I~ Server Manager

ttual Server Class . | / Ledacy Serviets |/ Search

Create Database

equest 3 Certificate L
Request a Server Certificate

Inztall Certificate

Change Password

=

[ Hew certificate.

1

Moo Certificat 3 if1
onade Certificate _ Certificate renewal.

Beauest VeriSign
Certificate

You can also see a list of available certificate authorities.

Imztall WeriSicn
Certificate

Submit to Certificate Authority via:
| Mo CAUCHLS | @ caA Email Address: |I
encen | cp vRL

Select the module to use with this certificate.

Cryptographic Hodule: keystore name

Key Pair File Password: ‘

Before requesting a certificate, you should read the overview of the
certificate process, and then go through the detailed steps on creating a
correct distinguished name which you should enter below. You will also

nanarata tha nronar antharizatinn lattar that vyoa will nea ta nhdain arnore

I |
5.4 Sun ONE Web Server 6.0 3 [Iit 55 2% (1) B 15 HR 25 23 UF 155 15 AE

6. FEJIUL P A5 ST A LU BRUE S Vi «

a. P “New Certificate” -
AR ] DL E R R S RAX B E T Web Vi R UE BRI S LA, 5 IERR
“CAURL” %, B0, iHi%$E “CA Email Address”, #RJGHINEEEAEH ik
% ER ) LT IR bk o
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b. EHFEENN  “Cryptographic Module” .

SR RS S R N PRI H o I FIER I E PR . AR
“SUNW acceleration only” .

c. f& “Key Pair File Password” XH&HEH, SRt P04 %9100 i A % 1%
IE %k username:password (% 5-1) .

d. fE% 5-4 HUHR PG A E B BE P S A EBIRfE R .

%54 HIHENEERTZR

FEB A

Requestor Name HIE A IE A A5 S

Telephone Number SN YN,

Common Name TEAR VT I B85 H BN R Web i il
Email Address TN SR,

Organization GBS

Organizational Unit Ak A#EFRI

Locality CAre) T ARE.. AEBEZ /X
State CAlIE) 4 /M4 Fx
Country RS AN BRI 5K / X 1SO ARAS (fdm, [k CND

e. Yuli “OK” $EZf5H.

7. FUTNEDUR 2 e 15
m WUR CERCBE T B R I%Y CA URL, WAEP Hif<sr A3l kK RiZ4L .
m WIE %S “CA Email Address” , 1i 5 HI8 1 H T HSEE & 45 185 B AE 5 B A b it
SR K HAT A D AENIA

8. —~HARUESS > WPRFUETS Kbl ST B9 L.

i — UET I AOCAR U g i, XS5 UE IS AN A o R s OR B AR BT AR b
DMEAESS 119 50 “ 2RSS A b7 (2D 5 Al .
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V2RSS AT
1. %Ff Sun ONE Web Server 6.0 FEUR5 &3¢0 11 /MYy “Install Certificate” #§%.
— BRI HEAE R 1) HE H B RUE 1S, S8 0K IR+ 234 /E Sun ONE Web Server 1.
2. Higly “Security” I+
3. fEEER T, Migli “Install Certificate” B4,

= Netscape: Web Server, Enterprise Edition =

File Edit Wiew Go Communicator Help
- = a & a Tl S 3 ™ @
Back Forward  Reload Home Search Metscape Print Security Shop

j # eookmarks & coTo:;

iPlangt "
Wnl; Server 6.0 & I~ Server Manager

[ Proferences | MERINTUR /Logs: Monitor| Virtwal ServerClass | [ Java. | Leqacy Serviets|

=

Create Database
Recuest a Certificate Install a Server Certificate

Install Certificate
Certificate For:
Change Password (® This Server
WMariage Certificates .. Server Certificate Chain

. Trusted Certificate Authority (CA)

Select the module to use with this certificate.
Install ‘VeriSian
Cerfificate
o hic Module: keystore_name -

Manage CRLICKL'S . Y
Key Pair File Password: |;
Miorate Certificate

Enter Cerlificate Name ONLY if certificate is not for "This Server’.

Certificate Name: ‘I

(@ Message is in this file:

.| Message text (with headers):

s | 1% @ P @ 2|
5-5  Sun ONE Web Server 6.0 & IR 4545 (1) 2 B MR 45 2 UF 150 1 AR
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4. BUGAN, RAEIETS:

£55 HEIHAEPERTEB

FE Ll

Certificate For ENILE RN

Cryptographic W RSP ES—ANEERSH . S50 FEIER N PSR
Module BAFRIBL, b IUEHE— M A keystore_name HIREHL.

Key Pair File Ny username:password (£ 5-1) .

Password

Certificate Name ZHAFHT, BRI TR A R AN, 2RSS

M Web 4538 753847 SSL SCHEI AR U MHIE B A HIN B FR. It
FEMBOMEN Server-Cert.

5. B MUE-BHURSEHRIRE S (55 116 50 “AERRRSFESVE 1S B92LBE 8) KiliE] “Message”
SCAHEM o

B by WoRuE 1) — SRR .
6. Ml “OK”.

7. MR AN ZEIETICER, i “Add Server Certificate” ¥l
B b on— S, WA EN R SIIRS 2. HT Web IR 230IFE— B 4T 5]
RS, RIEARERES).

TiAh, RGUETEAILS, Al Web k55 3318 H] SSL, AAZi%; Web [t 55 4% HEAT AH N U E .
THHAT T L R ACE Web 5545 -

i = AT AR IE T, 525 mod_SSL HI OpenSSL 3CH4.

DUE, BE 23 T Web IRSEAISSFIES, A, BnUn I Web k5545 LAER] SSL.

v i H Web fiz%s#s LiAdH SSL
1. EPEU I LY “Preferences” Mo
2. fEAEKPERE “Edit Listen Sockets” Hi4%.
FEEHE PR SHH B Web IRS 28I % B TA e 0.
a. LI TR
n Port: W EHNEEIZITE A SSL H Web I4s#8 i 1 G My 443) .
» Security: &# 4 On.
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10.

11.

12.

b. i “OK” W HXEeE L,
WiAE, “Edit Listen Sockets” TUHIM %4 T BN E/R T —/ “Attributes” #4%.

. kR “Attributes” BEEE
. M A username:password, UAEZRSE FBIEHPE
IR AR AL BRIN TS, JEE “Ciphers” bl i kP G0 #1504

P s Wor M T e i BEE KNI HE . BT LAk +E “Cipher Default” #E
“SSL2” B{ “SSL3/TLS” . WIik+¢ “Cipher Default”, WAL G RBVABRE. e
PIA I i EEAS A 3t 2O TR AR P PR 2T A . A R RDIEN, 12 Sun ONE
PE =P

. NEPIREERGM: Server-cert MUETS (SN EEREMFFR) -

“Certificate Name” 7B AU nAH N 3880 B P T A (& 4] . s aE i - 245
] username:password B UF I F .

. EFRIETIEIAIT A R AR 2, il “OK” .
. AT LA “Apply” #EH%, DMEAERSANIRSS 25 Z il X B
. %# “Load Configuration Files” #E: UL ¥ K

Bt Lo SR — A e VR R 3 Web Jik 55 23 9RE (¥ 001

RIS LRSS 2 5 I E % “ Apply Changes” #8l, W4x HEL—NIAEXTIEHE, 4201
&5 username:password . BT HIANE] LLHHER /N, oG A 142 AT S0 250N m] e 2508 2] 1)

I FEAT PR R TV

m 0% “Load Configuration Files” .

m SEiH3) Web JIRS-4%, ARG5S “Apply Changes” .

& Sun ONE Web Server 6.0 FHRFF A g 1], BEFFBEI N1 /2N “On/Off” HitE.

ARG EEN, Rl “OK” .
RESEREMAN— N EZANEL, BB “Module Internal” /-1, 5%\ Web
AR5 B A5 AT A0 e Y 0

HILEEHE keystore-name $E/R1F, 1M\ username:password..
L E B PRSI, TR AN username:password .
fE R A URL LE3UEC R SSL il Web it 5525 :

https: //hostname.domain:server-port /

7E — ZRIAIK server-port iy 443.
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‘B E Sun ONE Application
Server 7

AFB oy A A W] 2 A2 FIELE Sun ONE Application Server 7 LMEIMR . B e v HFE P
55 SR IRAT 2 Hb s I AT 2N PR P R 55 B AR AT A o SR ZRHZ P AT IX L8P B8 A1
KZHEAIH Sun ONE Application Server [FTEAI{E ., 2% Sun ONE Application
Server R, A LIELL T A

% 122 5T “%Z%¢ Sun ONE Application Server 7”

% 124 7T “HCHE Sun ONE Application Server 7”

#5124 B “QUEEAT RO

55 125 BT 1) W R IR S5 A T MR

55 128 BT A RIR ST AR IE TS

130 B “ RS AL TS

55181 5T I IR IR g5 #s LAAE ] SSL”

v 4% Sun ONE Application Server 7

1. F#& Sun ONE Application Server 7 1}
LUK URL 4t 7z HIRE e i 55 s 4. http://www. sun. com/
Sun ONE Application Server 7 11 Z/MA , 73l LA ANFEIF DI fg.
2. U 5256 H R T He B TR 7l 95 25 Sk 1 o
X #HRAE Sun ONE Application Server 7 8, IL2e3% H SR BRIA B A2 AT BT AN

3. ia17 setup FIFLEEIE T GUI (BUBHI SR i) e,

i = WAk, BT LA E 1IEAT setup -console F2IFLLABIEE T v 4TI %%
AR s e A8 IR T GUT 224

# ./setup
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4. IR TP R .
BRUL R Z AN, A LA BN
a. WLBEA yes FIREHZZ VMl Fko

b. Mm% A JDK (Java™ Development Kit) (0¥, Zafgkfe: fSHBAT Y 3
(MR EHE) » #H M Appserver Build Hi2%,

c. i A Sun ONE Application Server $5BUIRSF &1 80 (WTULEFRAEA] #48K) o
d. i APiZK Sun ONE Application Server ¥R 5525 %19 .

- LR P BEH T Solaris 8 OE.

5. MR Solaris 8, WIR;*% Solaris 8 Sun ONE Application Server &4
(109326-08) -

Solaris 9 N ZILEAMEF. I SunSolve Web 3 i N # Solaris 8 Sun ONE
Application Server E4M%J¥: http://sunsolve.sun.com

AIEAMRERF, 5kt

# cd patch-location / SUNWappserver7 /patches
# cd patches/109326-08
# ./patchadd .

6. 5T HLE.

v %Z%% Sun ONE Application Server ffiff- 3 ff

1. F#k Sun ONE Application Server 7 ffifh#k k.
PLF URL #24t T ZNHEF RS 2% http: //www. sun. com/

2. R R R 55 24 kA o
3. Y% ./Addons/SSLUtils Hi
4. SId—ANH, LA iplsslctg ATEREH P modutil %4 T.H.

# mkdir /usr/bin/mps

XA iplsslcfg AT HEL T modutil e T AKKE.
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5. % modutil, certutil Ml pkl2util “HERISCHEERE /usr/bin/mps/ ¥iEd,

# cp modutil /usr/bin/mps/
# cp certutil /usr/bin/mps/
# cp pkl2util /usr/bin/mps/

6. A /usr/bin/mps/ Haerpig—3EHI S0 BT HRATRUR o

# chmod 544 /usr/bin/mps/*

i’ Sun ONE Application Server 7

AFTA LTRSS R P M 55 4 0 e @ e A5 AR B 12 1) I TR i 55 s 0
B AERIT AR ASSRUE TS A R I RE IR 55 % LA ] SSL A TLS.

TERCE IS FE T, Sun ONE Application Server 5 H il 25 2% L 20T 5 HH124T

v A E R

1. KiZ)) Sun ONE Application Server fll Sun ONE Application Server ¥R 5525 o

# installation-directory/bin/asadmin start-appserv

i — R SR W] N R IR 45 4% 1EAEIBAT

2. ¥1JF Web HI%ZSIFHALLF URL REFHEM GUI:

http://hostname: 4848

TESUERTEAE T, I NIELEZAT setup FEFFIEIE K Sun ONE Application Server
AR IR TR

i - WREAE R E Sun ONE Application Server i[RIl F (/2 BRIN G E, THHEAN
admin YEA 1 ID 8 Sun ONE Application Server & ¥ IR 5% H F 4 .

3. Higly “OK”,
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4. QU REPIR 55 25 IR (5 AR Bh i o

T REAEA 22 N T RE PP IR g5 s R e ) 22 xR D e o SRR IXHFE, 10—
FEfP RS eI R DR 1 20K 4,

i — WA AAE Sun ONE W R PRS2 B B IR 45 7% L1247 SSL Thfe, MIthid s
PEEAF AR E I AR, A OCTRA S E, i
http://docs.sun.com/source/816-7158-10/ A4k (Sun ONE Application
Server 7 Administrator’s Guide)

a. WS “HP GUI” 1) “Manage Database” 4}
FERE TR ke “Security” 8%, JFAEA M H “Manage Database” #£3

b. fEMASCARRE P A £ AR %R, SRl “OK” .

% 1% 2 Sun ONE Application Server I ATEd 2% 15 o 4 N TR P IR 55 4 1 2242
BN ISATIN, S TR B A SN

V) N R AR 25 A AR
1. 817 iplsslcEg WA, Ul HRENR 55 25 MR -

# /opt/SUNWconn/cryptov2/bin/iplsslcfg

U HIAR S R A IR P IR 25 25 1 4 ITIE Y] Sun ONE Jl %5 %% %¢%¢ Sun Crypto Accelerator
4000 prggtitbie. SRJS, A & HURTRC A SR LR AR
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2. BEA 2 LLik$E Sun ONE Application Server, R A ~dEHISCIFB LRI IS TE o

i = AT AR E A LR R R BRI 2. W R A R R 3 B 4, 1S
%84 T “Aif iplsslcfg HIA” .

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 2
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3. BEA I SCPF RS AL L, DAB ORI 55 25 04 24 Bk o

You will now be prompted for four pieces of information:
1. The location of the Sun ONE Application Server binaries
2. The location where Sun ONE Server domains are stored
3. The Application Server domain (e.g. domainl)
4. The Application Server server name (e.g. serverl)

Full path to Application Server binaries: [/opt/SUNWappserver7]:
/Jopt/SUNWappserver7

Full path to Application Server domains:
[/var/opt/SUNWappserver7] : /varfopt/SUNWappserver7
Application Server domain: domainl

Application Server server name: Sserverl

This script will update your Sun ONE Application Server
installation in /opt/SUNWappserver7 to use the Sun Crypto
Accelerator.

You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: ¥y

Using database directory
/var/opt/SUNWappserver7/domains/domainl/serverl/config. ..
Module "Sun Crypto Accelerator 4000" added to database.
/opt/SUNWappserver7 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

& = BOAR A Hor T e A, BRI T4 Sun ONE Application Server 7

JRA o

4. A 0B,
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v ARG AR
1. {RE “9FP GUI” ) “Certificate Management” 4o

PRSI “Security” 8%, JFEFEA EAR TR “Certificate Management” i
iR WIAEALT “4 8 GUL” 1 “Certificate Management” 53 ¥] “Request” ¥
S R

[ SunONEApplicationServer—Netscape | ||

. File Edit View Go Bookmarks Tools Window Help
Q a @ @ [e | http: p: west.sun.com:4548/admin/modul 1/TopFrameset al 9 Search I @g @
‘j E.\ (2 Mail 48 Home JJ Radio [Wy] Metscape G Search @) Shnp| [FIBookmarks
2} [ % sun ONE Application Server 1 =
Horne Documentation | Hein [
©Sun Sun~ONE Application Server L
Domains > domain | server1: Security
5 @A St Gl D CRUOKL
© & App Server Instances Management
¢ B server? Request | Install | Marage
& £ Applications [=
e 45.10BC .
3 Persistence Managers Regquest a Server Certificate
e 3 .JMS
03 Java Mail Sessions @ HNew cetificate
&5 INDI ¢ Centificate renawal
e 3 Containers
e (5 Security Submit to Certificate Authority via:
& Transaction Service & ca Email Address: |
o @ HTTP Server coavm [
e [ ORB E
Select the module to use with this cerlificate.
Cryptographic Module: | Keystore-name |
Key Pair File Password: |
name: |
Telephone number: |
Common hame: |
Email address: |
Organization: |
Organizational Unit: |
Locality: [
N [
@ = é ga [ Docurvent: Dane (2,104 secs) [ [ = |

56  Sun ONE Application Server 3 it 55 #% (1) H1 15 IR 55 2% UF 15560 1 HE

2. LT A S5 R S DL A B UE 15 vhig
a. EFHF—AWUET.
Y SR AT DA LB 15 i R 3% B AT Web U ] I EN LA B I LR, 15 14
“CAURL” ##. 0, 1544 “CA Email Address”, 8GN EZRRUES i1k
HIEE I LT R L
b. EHEEEHIY  “Cryptographic Module” -

AN E TS 3L SO S R R <P Sy S B Ak 2 SR U [ 7R Ve I SV £
“SUNW acceleration only” .
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c. f& “Key Pair File Password” XH&HED, SheRe P47 #9100 A % 15
BEAS N username:password (2 W% 5-1) o

d. fE% 5-6 FIH G A B BE P A ESIR I o

w56 HIEAGEETE

FHB e

Requestor Name AT NI SRS

Telephone Number HE A RIE A A5 S

Common Name FEARVT I S8 45 TH ) Web 3ifi i35
Email Address SEPNE] /SR 5)

Organization AR S

Organizational Unit  (FJiE) 2w

Locality CRTEE) Wty ABEL, A [E ek 5K/ X
State CFTig) 4 /N2 Fx
Country B AN REZ R I 5%/ Hh X ISO A0S (fldan, whIEh CND

e. Huli “OK” $EZfHM.
o FUHAUEBLAE A2 BGE-15 o
m R CEPRRIE T il R %4 CA URL, WIHE T IS A 8 RIERZAL

m URE®EE “CA Email Address” , 18 &1 1 HBAF A IX L5 S8 E 1S H1E &
Frdil, AR5 K AT AR o

o HARUETS > WERFUETS Kbl — 2 SIS0 AR Lo

7 — UER A LASOAAR A A, I UE R AN o TR HE TR B AR BT IR L
PAMEAESS 180 0T “2ehe e G ub15 " A3k 4 hAl]
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130

VRS AL

1. fEEM GUI fid#& P “Certificate Management” 4y, % “Install” fi$%.

1

IS

F

. Elle Edit Miew Go Bookmarks Tools Window Help

IAENL T “4 3 GUL” [f) “Certificate Management” #43f] “Request” 1%

2|

| Q Q @ @ [QI httpe//knapsack west sun.com

1/TopFrameset

) () <5, 6

./ B, EMal 4 Home 3 Radio iy] Netscape Q Search &) Shnp‘ 9 Bookmarks

&) [ % Sun ONE Application Server

l

%]
Home Documentation | Help &
St Sun~ONE Application Server e
Domains > domaint server1: Security
¢ < App Server Instances Management
¢ B servert Request | Install | Manage
o ] Applications =
e €5 JDBC o
Persistence Managers Install a Server Certificate
o 0 JuS
Java Mall Sessions Certificate For:
o g JNDI & This Server
o 3 Containers ¢ Server Cerlificate Chain
o 3} Security € Trusted Certificate Authority (CA)
& Transaction Service
o @ HTTP Server Select the module 1o use with this certificate.
e ORB =
Cryptographic Module: | Keystore-name E|
Key Pair File Password: |
Enter Certificate Name ONLY if certificate is not for "This Server’.
Certificate Mame: |
 Message Is in this file:
" Message text (with headers):
@ = § gﬂ Document: Done (153 secs) [ [ | 5

57  Sun ONE Application Server 31 it 55 %% (1) 2256 IR 55 2 UF 1550 1 HE
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2. MU, RAEIETS:

w57  EIAEPETEB

FE Ll

Certificate For ENILE RN

Cryptographic W RSP S —ANEERAH . 55D FEIER NS PSR

Module Zf ] Sun Crypto Accelerator 4000 H2, ik BEREH i 44 R 2 1
TE HUTRAIE 5 I LA A4 BRI o

Key Pair File W RSy username:password .

Password

Certificate Name ZHIEIT, WA LRI T B2 R AN TR, BT

AR N R T B 45 B AE I8 AT SSL SRR FH SRy ) UE 15 A EH (1) 22 FK
HFBIBRIAME N Server-Cert.

3. &P “Message text (with headers)” Mgkt

4. ¥igl; “Message text (with headers)” Higkidl, FERMNINUEAURISIRIMESS (55 128
CLERRAR S AUET” W2DUR 4) SRS RS i SCARHER o

5. iy “OK” .
L AR D7 115 R =2 N S

6. WIRHIAMINAIETIICEE, Wil “Add Server Certificate” .

ARGV IR SN AL PRS2 o ILR T AN ELE I SN R IS s [
‘ERAE SSL BLE SR I TR A SN, Ji8h, RGUESPRE, N AE N TR IS5 4 6]
SSL, WAZIUR N7 IR 5 2 A T3 24 (L

VA I R R 55 2% LA H SSL

1 fERNGE T PRALL &4
IbAh, EUIERAT I A 2 JE 8 Sun ONE Application Server & # i 45 #% (1) %565

- WAREAE A YL 24Tk 4, Jf H Sun ONE Application Server & [lx 554
LM BN BRI 11 4848, TUITTLLZS --host hostname --port
administration-server-port Z4{

# installation-directory/bin/asadmin create-ssl --user app-admin --host
hostname --port administration-server-port --type http-listener --certname
keystore-name : server-certificate-name --instance server-name http-listener
password>

¥ 5% ZHEMESE Sun ONE BRERKHE 131




2. fE 458 GUD” Wyfciaksrh, ki “HTTP Server” HEH: /MY e belbs o
Gz L EoR “HTTP Server” T-3HATN,

3. W#f “HTTP Server” #i4% FJjf) “HTTP Listeners” T-3K¥Si.

4. i, EREAYSLR SSL/TLS Be¥E N HTTP WMWrfey, JirkEi% HTTP Wy

FEFP IR HE % o

Bt bR — A1, WP ULt HTTP MW Ry i) s 1k o

. File Edit Yiew Go Bookmarks Tools Window Help

@O O @ Q @ [ nttpiknapsack west sun.com4845/adminfmodulel TopF rameset
=

| ) | <

o s

WAES hail 4 Home J2 Radio [W] Metscape € Search @) Shop  EJBookmarks

Domains > domaint

e [ Admin Server
¢ = App Server Instances
9 B server?
o = Applications
o 43 JDBC
= Persistence Managers
o o JMS
o Java Mail Sessions
o =g JNDI
e @ Containers
o [ Security
S Transaction Service
@ § HTTP Server
@ =1 HTTP Listeners
http-listener-1
e @ Virtual Servers
e @ MIME Type Files
e[ ACLs
o ORB

‘&l | % Sun ONE Application Server 1 B
ome Dooumentation | Help =
SSun §
s =

=

=

server2: HTTP Server: HTTP Listeners: http-listener—1

General
Name:
IF Address™
Port*
Return Server Name:*

Default Virtual Server?

Listener Enabled:

SSL/TLS Settings

SSLITLS Enabled:
Certificate Nickname:
38L2 Enabled:
S8L2 Ciphers:

SSL3 Enabled:

TLS Enabled:

TLS Rollback Enabled:
SSLI/TLS Ciphers:

Client Authentication Enabled:

http-listener—1
e
[gerver-marme

=

=

|keystore-name:SeNer—Cert -

-

[Trod ™ redexport
[rc2 [ rc2export

[Tidea [ des
[~ deseded

[“rsa_rcd_128_md5
["rsa_des_sha
[Trsa_rc2_40_md5
[Trsa_des_56_sha

r

[“'rsa_3des_sha

[T rsa_rc4_40_mds
[~ rsa_null_md5
[Trsa_rcd_56_sha

EN=W ] | Document: Done (3 802 sess)

5-8

Sun ONE Application Server & P55 #s i) HTTP HiWir /57 s M xS 1 HE

5. X “SSL/TLS Settings” , Y3lE “Certificate Nickname” J:{ 5 ETEDUE 111
45 131 W BB RDFI S UM SSL” v, iliid @i 21 - -certname MU %

MIUE I #— 8o
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10.

11.

. AU SR

SSL/TLS Enabled

SSL3 Enabled

TLS Enabled

TLS Rollback Enabled

SSL3/TLS Ciphers: rsa_rc4_128_md5 #l rsa_3des_sha

. BCENR T — il 443,
- BEENINE BV BRI 55 25 R B2 P T TLS

m X T Netscape Navigator 6.0, MWikH “TLS” Ml “SSL3” .
m X J Microsoft Internet Explorer 5.0 1 5.5, /il “TLS Rollback” 15,
m X “TLS Rollback” , WiEH “TLS” JH#ifRZ5H “SSL3” F1 “SSL2”

. Wi “Save” o

%Pt “App Server Instances” JFE/CEIRE P ERRIR S5 2N BIRE, SRIGTEATEIR P k£
“Apply Changes” -

FE I F IR 55 25 DAOE S 03
init.conf 4 HENHEATESLME “Security” Worh “On”, I HITH RIS
Mo HERE BIAM 2 224

fEMR 5545 LA M SSL Ji,  URL #48H] https MAEH] http. $H M SSL KI5
LSO ) URL HAn Fag ke

https: //server-name.domain.dom:port-number

Bl

https://admin.sun.com:443

i — WA HERIA R 224 HTTP 3% 05 (443), WITEFHLE URL oAb 05,

HRUW, ESLL ML (Sun ONE Application Server 7 Administrator’s Guide
to Security) % “JiH SSL/TLS” #15:
http://docs.sun.com/source/816-7158-10/sgencryp.html#14403
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‘ZHEMPELE Sun ONE Directory Server 5.2

Ao A B W] 2 B2 L E Sun ONE Directory Server 5.2 DL FIH. 150620042 i 3
PATIX LI, 47 XAf ] Sun ONE Directory Server ({14115 &, %2 Sun ONE
Directory Server (A%, AP/ ELAG AR b 2.

% 134 U1 “%%¢ Sun ONE Directory Server 5.2”

%5 135 7 “TL#E Sun ONE Directory Server 5.2”

55185 BT “ AR R AT e

95 137 5T “ 1) H R A5 SRR (32 fi) 7

95 138 5T “ 1] H MR S5 dsvE R (64 fi) 7

£ 139 B “AEFRIF SR S ARl 15

45140 TU “AF MR EE CAUET”

5 142 5T O T H R g5 d LR H] SSL”

‘4% Sun ONE Directory Server 5.2
M R M AT 22285 H SRR 2s A
V¥ 22%¢ Sun ONE Directory Server 5.2

1. F#k Sun ONE Directory Server 5.2 £}
PR URL #24t TiZ H RS 88 AF: http://www.sun.com/

2. UM R H 3%

3. $4T . /idsktune fird, WRC R M EFAEEMYE
4. it H H R M55 25k ko

5. PUAT setup A DL

i — it RN A, A setup AR S 28 T AT AT AL

%2 J5, Sun ONE Directory Server FIE #4542 B3l H 30
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F31 Y Directory Server
. VR EEH % o

# cd /var/Sun/mps

. PUT start-admin Mt o

# ./start-admin

. VI%E slapd-servername Ho

# cd slapd-servername

Hidr servername ZIFE% .

. BEA start-slapd mido

# ./start-slapd

il & Sun ONE Directory Server 5.2

AFTRIELL R RE: O FOR RSS2 BIRE QU AR A % s 1) H SR S5 asE MG ot
BRRAS AETS s EHEM LR L CAUE: BLAJR ] H ik 55 45 LA SSL.

FERCE R, HlE H 3 Sun ONE Directory Server % il 5% #2420 T i 4847 .

(BN R RAE T

IE IR T4 Sun Crypto Accelerator 4000 A5k,  [RIHEHI T 32 A7 %36 M 64
Lhe

- Bl H R 95 Sl 6 o
- AR L b SRR ORIk S5 BB, JFEFE “Open” .

. AEB R O, &P “Console” — “Security” — “Manage Certificates” o
BB B H SRl 55 s AR B AR 5de
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a. PRI A B HED, R “OK” (BWHE59) .
b. RMIFER B “Manage Certificates” X ifiHE.

=| Sun ONE Server Console |

—-| lattice west.sun.com — Sun OME Directory Server — config
Gonsole  Edit Wew Help

= Set Security Device Password

Start

Private keys are stored on a security device, which is protected by a password.

The =ecurity device does not currently have a password,

Stop

Mew P assword:

Resta I***********

MevwPassword (again):

Back I***********

It iz recornmended that the password be at least eight characters in length
and contain one ar more non-alphanurn eric characters.

Restc

Mane

C=

Log in to Directory Server as a new user

5-9  Sun ONE Directory Server ¥ & ¢ 4 ¥ 4% % 0T AE

4. fESfBiE b, % “Console” — “Security” — “Configure Security
Modules” o
a. "iili “Install” o

b. f£ “Enter the PKCS#11 module driver filename” #cH™, HEAULF¥kik:

/opt/SUNWconn/cryptov2/lib/libvpkcsll.so
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5. {f£ “Enter an identifying name for this module 2cH'I', i A%k, Biln:

Sun Crypto Accelerator 4000

Sun ONE Server Console |

|

estsuncom — Sun OME Directory Server — config

Eonsole Ed'rt \iiew ﬂelp

Sun™ ONE Directory Server bl

Tasks

&

Start Directory Server

= Install Security Module

Stop Directo

Restart Dire:

Back up Dire

Restore Dire|

Ernter the PKCS #11 module driver flename:
I faptSUNWeonn/eryptafiblibpk cs11 .50

The flename may either have the extension =0, di, or jar. It should reside
on the server flesystem.

Erter an idertifying narne for this module:
ISun Crypto Accelerstor 1000

Manage Certificates

Log in to Directory Server as a new user

510 Sun ONE Directory Server [{]%$¢ % 2B 15 HE

6. 'iili “OK” .

Vi) H R RS SE MR (32 £

Ui FEA i

R AT 32 AL .

1. BEALLF &4, BEEIEMINETE.

# setenv LD_LIBRARY PATH server-inst/lib:${LD_LIBRARY PATH}

iy
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2. BHREINE] secmod. db i
a. UL T H:

# cd server-inst/alias

b. fiH] modutil SEHIFFFESMIFIFIE o

# server-inst/shared/bin/modutil -dbdir . -nocertdb -add "Sun Crypto Acclerator
4000" -libfile /opt/SUNWconn/cryptov2/lib/libvpkcsll.so

Vi) F R SS A E AR (64 £7)
SERL PR fr 4 TN 64 RLBUBIER.

1. A http://www.mozilla.org B AR 64 LA Netscape Security Services
(NSS) IR

ftp://ftp.mozilla.org/pub/mozilla.org/security/nss/releases/NSS_3_3_2_RTM/SunO
S5.8_64_OPT.OBJ/

4% nss-3.3.2.tar.gz tar 3ff.
2. BEACL T4, BEEE MRS

F - K, server-inst RS MR LR H 3k, nss64-inst 1518 % %E 64 AR NSS
THMAE.

# setenv LD_LIBRARY PATH server-inst/1lib/64:${LD_LIBRARY PATH}

3. BHREINE secmod. db i
a. YIs alias Hk:

# cd server-inst/alias

b. WIMFLFFE

# nss64-inst/bin/modutil -dbdir . -nocertdb -add "Sun Crypto Acclerator 4000"
-libfile /opt/SUNWconn/cryptov2/1lib/64/libvpkcsll.so
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PE I LRI S5 Ak A
et 5.8 FRARIKRII R A8 2 50, LR T 9400 32 ROA1 64 REARAHY PKCS#11
PR A )

%58 32 (il 64 {7 BEIRARBIX 5

TEENL 32 fi 64 {ir

LD_LIBRARY PATH server-inst/1ib server-inst/1ib/64

NSS T H{7 & server-inst/shared/bin nss64-inst (LW NSS
TR deAE Al

x59 NPT AWNHN certutil M HTHMNAE,

%59 certutil AFHE i

TR

L]

token-name

subject-name

output-file
certfile
instname

nickname

PKCS#11 41 FR; RUESAERI AR AR B S B 16 25 PE A FR o

ek 1 AR A RR, GRS R
CN=Fully-Qualified-Domain-Name , OU=Organization-Unit, 0=Organization.
AR AL 5T o

UEFS HE R AL

ASCII Ji ibiiF 45 17

FI SR 55w IR A4 7R

M IR A G I KI5 A e 5 44 PR

VRS AL
1 WHELL T Hok.

# cd server-inst/alias

2. HiguEe.

# certutil -R -d . -h token-name -s "subject-name" -a -o output-file [-g key-size] -P
slapd-instname-
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3. B¢ output-file "PRIUETS B B FR A UEDLAS
¥ base6d Gl HIUE N4 A certfile [ SCA AT

VRS AR
1. BN S5 A5 o

# certutil -A -d . -h token-name -t "Pu,Pu,Pu" -P slapd-instname- -a =i certfile -n
nickname

BEMLLEEL CA UL
Sun ONE Directory Server {4 1 —48]" 4 N &1 HA% 32 {5 fEH) Root Certificate
Authority (EZHAENUD UETS. A SR EE R 552 UE 15 dX 2825 44 1) 32 ZHAUEA LAY
£y SURTE17 SO AUR
Vv &5 H e as CRB A B EVGELA CA ik
1. IWHRIRSS Sl G a nk, FTIRBRI H %55 25 BiFE
2. MG E OISR SE b, EH “Console” — “Security” — “Manage

Certificates” o

3. %&# “Manage Certificates” 711 Wi “CA Certs” Wi |
I 25 i1 Sun ONE Directory Server §if% LU 1) CA HE5 513 . ST BLZEH s
HA%H, R “Detail” ALK EERE CA IEBITEAGEE.

140  Sun Crypto Accelerator 4000 #% 1.1 lR R ZEFNFH F¥EF » 2004 £ 1 B



= Manage Certificates: slapd-emplovees

Security Device:

internal {software) - | Change Password... |

oA Gerts

C A cerificete are used for client and server authentication.

31—

Console  Edit Wi

Certificate Name | Expiration D ate:

Buittin Ohject Token:Ertrust.net Global Secure Personal CA&  Fri Feh 07 08:46:40 2020
Buittin Ohject Token:Ertrust.net Global Secure Server CA Tue Feb 04 09;50:00 2020
Buittin Ohject TokenE-Certify R& Mon Sep 27 09:35857 2004
Buittin Ohject TokenE-Certify & Tue Sep 25 09:45:29 2004
Buittin Ohject Token: Thawde Time Stamping CA Thu Dec 31 15:55:59 2020
Buittin Ohject Token:Verisign Time Stamping Authority G2 Sat Sep 25 16:59:59 2010
Buittin Ohject Token: 24dTrust Qualified Certificates Root Sat May 30 03:44:50 2020
Buittin Ohject Token: 2d4dTrust Public Services Root Sat May 30 03:41:50 2020
Buittin O hject Token: A3dTrust External Root Sat May 30 03:45:35 2020
Buittin Ohject Token:AddTrust Mon-Yalidsted Services Root Sat May 30 03:3535:31 2020
Buittin Ohject Token:USPS Production 1 Fri Aag 14 10:00:40 2020
Buittin Chject Token:USPS Root Fri &ug 14 12:00:00 2020
Buittin Ohject Token: TraderEngine C A Sat Jan 16 16:00:00 2035
Buittin Ohject Token:MailEngine < & Sat Jan 16 16:00:00 2035
Buittin Ohject Token:FortEngine C& Sat Jan 16 16:00:00 2035
Buittin Ohject Token:BankEngine A Sat Jan 16 16:00:00 2035
Buittin Chiject Token:CertEngine G4 Sat Jan 16 16:00:00 2035
Buittin Ohject Token:Xcert EZ Sat Jul 11 09:14:15 2009
Buittin Ohject Token:¥cert Root CA 1024 Fri Aug 1512:00:56 2025
Buittin Ohject Token:Xcert Roat G4 FriAug 15120317 2025
Buittin Ohject TokenbeTRUSTed Root CA Sun Jun 20 068:21:04 2010
Buittin Ohject Token:Visa International Glabal Root 5 Sun &ug 16 16:59:00 2020
Buittin Ohject Token:Visa International Glabal Root 4 Sun &Aug 16 16:59:00 2020
Buittin Ohject Token:Visa International Global Foot 3 Sat Aug 15 16:59:00 2020
Buittin S bject Token:Visa Internstional Global Root 2 Sat &g 15 16:59:00 2020 E

Detail Install... Edit Trust | Delete |

Close I Help

511 Sun ONE Directory Server {145 HIE % 15 HE
vV R CAES
ML IS PKI (proprietary PKD SREGE N A AT $ATEL Fidfe . w2 id, 4R
&A1 VeriSign. Thawte 5% GTE, WIANZEPATIERE . U 2RAE S 1 1 Z AL N RI2E A,
JF H'E AR ()4 CA RAU7E Sun ONE ERIAK{E{E CA ZI&rh, WAEHI s .
1. Y% alias Hk.

# cd server-inst/alias
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2. ‘BT CA L.

& - AR A CAUET, WHAEMAFK -n . WARAEHARRE -n {1, WHEH2
MHER. {1 CA UE 1841 CommonName A /F 8t cA-cert (fE
SubjectName &4 CN=) .

# certutil -A -d . -P slapd-instname- -n "CA-Cert" -t "CT,CT,CT" -a -i path-to-ca-cert

VA H s S5 LA T SSL
1. R HRIRS S Gt R -

# ./cd server-root
# ./startconsole

2. eGSR w R AR D, ORGTR H IR 55 25 Bk, DLATIF H 2% 55 25 iRt o
3. fefsill G E@ i “Directory” &5 o

4. f£ “Directory” IR AEBEKTHIIF cn=config &H, JFERUTSE (R
& 5-12) :

a. ¥ nsslapd-security &%&H& “On” .

b. ¥f nsslapd-secureport B AHERNL  (BRiAE A 636) -
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C. $i5‘ “OK” o

[»]
1
=
[}

nsslapd-revite-ricl 274 I off

) Showe attribute Names
nsslapd-rootdn Icn:D irectary Manager

) Show Attribute D escrigtion

nEslapd-rootpn I MRSk 90 K YR AL wiie K0 =<

Show anly Aftributes with values
nsslapd-rootpwstoragescheme ISSHA ¥

[¥] ShowDN
nsslapd-schema-repl-useronly I off
Refresh |
neslapd-schemacheck Ion DETes
neslapd-schemareplace I replication-only ~Edit
nsslapd-securelistenhost I Add value |
nsslapd-secureport IBSB Delete Value |
nsslapd-security Ion Add Attribute |

nsslapd-sizelimit iQDDD Dgleie Atribute

nsslapd-support-ldapy2 Ion

Maming Aftribute: cn Change... |

neslapd-svritab I

nsslapd-threadnurm ber ISD

nisslapd-timelimit |3snn

neslapd-versionstring I Sun-OME-Directoryta.2

numsubordinates |11

top
Ohject class | extensibleCbject

nsslapdConfig

subschemasubertry | cn=schema

dn: chn=config

EK| Cancel Help

512 Sun ONE Directory Server [f] cn=config i # X iHHE
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5. fefsiilEa EEw 0P+ IF cn=encryption, cn=config $H, FHERCL F&5
(BWE 5-13) ¢

a. Pf nsss13 %k “On” o

b. il “Add Attribute” #HHEMUE R alias/slapd-instname-cert8.db Ay

nsCertFile,

c. il “Add Attribute” $HIENIME R alias/slapd-instname-key3 .db (1)
nsKeyFile,

E

createtimestamp I 2003111 22326552

creatorsname I cr=server cn=pluging, cn=config () Show Atribute Mames

Full name Iencryption i) Thow Atribute Description

hassubordinates IFALSE [w] Show only Atributes with values

modifiersname Icn=server,cn=plugins,cn=conﬁg [¥] ShowDH
modifytirmestanm p IQDDS'I 1122326357 Refresh |
nscertfile Ialias.l’slapd-employees-certﬁ.db .
nskeyile Ialias.fslapd-employees-k ey3db Y- |
nsssl2 I off
Delete Value |
nsssl3 |on
| Add ttribute |
nsssiclientauth Delste Attribute |

nesslserverauth I cert

Marming Attribute: cn Change... |

nssslsessiontimeout ID

nsUniGUEd I aredd785-156711d3-50000000-00

num subordinstes ID

dn: ch=encryption cn=config

EK| 9 ancel | ﬂelp

5-13  Sun ONE Directory Server ] cn=encryption, cn=config X|ififi

d. 'l “OK” .
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6. fE cn=encryption, cn=config FJiIE M EIERZH .
a. fERE O, A dmsEE s, SRENEAPEE “New” — “Other” o
b. % nsEncryptionModule,

c. ¥ “Full Name” BHMEN “New” HEChH “RSA” (EREREVIN) (BR
5-14) o

Generic Editor — cn=H

Full name IRSA | Ve
nesslactivation Ion ) Showe attribute Names

(W) Show attribute Description

nssslpersonaltys sl IServer-Cert

nsestoken ISCMDDD-KeySmre [w] Showeonly Sttributes with values

g [w] ShowDM

Ohject class
nEencryptionm odule
—Edit
Ad Vialue |
Delete Value |
Add Airibute |
Delete Atiribute |
Maming Attribute: cn Change... |
dn; cn=R 54 cn=encryption cn=config =
EK| 9 ancel | ﬂelp |

514 Sun ONE Directory Server [f] nsEncryption BT IHHE

d. il “Add Attribute” REHLEMEL B @ kR :

nsssltoken token-name
nssslpersonalityssl nickname
nssslactivation on

e. 'ili “OK”,

iy
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ZHMBLE Sun ONE Messaging
Server 5.2

A W 2B E Sun ONE Messaging Server 5.2 DU IR . #8262 44 I
PATIREED I A R LM Sun ONE Messaging Server [HEAH{E L, 152 Sun
ONE Messaging Server (Y. AP/ 4HLLF /8

35 146 71 “ %% Sun ONE Messaging Server 5.2”

% 146 71 “PiiE Sun ONE Messaging Server 5.2”

147 U “ QIR AR EER

55 148 BT “ [ RUIRSS dsvE AR

55 148 BT “ ARG A IE TS

#5152 B “ e RS Al 1S

55156 5T IV S 55 & LU HT SSL”

‘Z4¢ Sun ONE Messaging Server 5.2

BB FEK M g 247 %2 2% Sun ONE Messaging Server 5.2.

Vv %% Sun ONE Messaging Server 5.2

1. F#k Sun ONE Messaging Server 5.2 £k
PN URL $4t 7% B S 2: . http://www.sun.com/

2. UM 52 H o TR e v IR 55 35 Bk A
3. 1 setup WA BUIR 55 A5 8k 1o
a. BERITHEA LR,
b. PRI EEA A B AL
o BT . /setup WA PR,

fii’E Sun ONE Messaging Server 5.2

AL T ERE: D RSS2 OIRE QU5 A 2 103 SR S5 asE M Rt
GRS ASUEAS s LR I S 554 LT SSL.

ERCE R T, BCE H X Sun ONE Messaging Server & H Ik 25 #5520 JH IF184T
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v G E TR
1. KIED RIS P

2. ¥TJI Sun ONE Messaging Server Bilfi.
IEI 25 LK 5-15 s SR o

.
Console ==
|

~| Messaging Server — Console

Cohsole Edit Miew Help

. ';" iPlanet” Messaging Server Messaging Server

Start/Stop services

View IMAP service logs

View POP service logs

View HTTP service logs

View administration logs

View default logs

Certificate Setup Wizard

515 Sun ONE Messaging Server 4l & = i [

3. #f “Console” — “Certificate Setup Wizard” -
hisE b ioR “Certificate Setup Wizard” % 1.
a. i “Next” o
b. % “internal (software)” A flo
c. EFE “Do not install a certificate” , )i “Next” o
d. i “Next” .

¥ 5E ZEMEE Sun ONE RREHF|RM
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e. APIBEINE S B 1S, REMATE “Next” .
f. Midi “Done” o

Va7 BIRSS AsE MAR

1. VIE LT Ha.

# cd server-root/shared/bin

2. #fiff LD_LIBRARY PATH AS it H1E .

# setenv LD_LIBRARY PATH server-root/lib:${LD_LIBRARY PATH}

3. FEHBEREIME] secmod. db Bl

# ./modutil -dbdir ../../admin-serv/config \
-nocertdb \

-add "Sun Crypto Accelerator 4000" \

-libfile "/opt/SUNWconn/cryptov2/lib/libvpkcsll.so"

VRS SS AT

1. %F “Console” -> “Certificate Setup Wizard” ,» FIIFUE4$em S, CLLRMRSS
Fesanil k=P QTR R U

a. i “Next” .

b. BHE G EEAEIP {Ef% 8P Sun Crypto Accelerator 4000 4 MUFHPCECIT) AR, 4
5-16 Rz
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o, " iPlanet' Mes{E

Start/Stop internal (software) B4

internal (software)
View IMAF SUMW acceleratia only

re

View POP

View HTTI

View admi

View defal

Certificate

——
516 Sun ONE Messaging Server [fJ1iF 15724 7] 4 FAUE £ 0 TE HE

c. X “Is the certificate already requested and ready to install?” [HI% “No” , %)
Yy “Next” o

d. il “Next” o

%55 RKFMBEE Sun ONE FREEFHHE 149



e. EFF “New Certificate” , RJaEEEIE IS ISR INEPRN 53 (FlFls

B HTTPS) (B 5-17) , #Radi “Next” o

Console

|

Messaging Server — Consale

Certificate Setup Wizard

T Generating a Certificate Request - Step 1

1. |5 this a request for & new server certificate or to renew an
StarhfStop eFisting server cerificate?
i+ Mew Cerificate

" Certificate Renewal

View IMAF

+ How do you wish to submit this certificate request to the

cerification authority (Ca)7

View POP

= To Ca's email address: | ca-email- addr@domain.com

 To Ca’s URL: |

View HTTI

Click here to see a list of certification T |
authorities:

View admi

View defal

Click "Mext"to continue

Cerﬁﬁcate_ <Back | Mexts I Cancel

150

517  Sun ONE Messaging Server FJiE 5225 ] S AE 5 B & 0 1T HE

£ 2% 5-10 ST RS BB A IR RS R, R uli “Next” o

%510 HIHEAEETE

FEB $iEA

Requestor Name HIE NHIBCR R

Telephone Number — H1if ARJECRAE &

Common Name TEAVT R0 B3 4% 8N 1K) Web il n(35
Email Address TN SR,

Organization YNGIEZY
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w510 FIEAEETE (4D

FB LA

Organizational Unit ~ (Fi%) 2w

Locality CRIR) Ylr . AR, 2 BB 5/ X

State CRTig) 48 /NI apr

Country B AN RE LRI I 5% / Hh X ISO AR (i, I CND

g. BLibh, FREE O SR B A AL G S AR B R et E I %00 . SO A S9N )
#1Y (username:password), Riili “Next” o

A% username:password [WVEANE R, HZ W% 5-1.

h. MERAEDER e vhRk$E 1 HTTPS Jiik, WP CRBEANENE . MR ER e ik
P Vs dk, Wil “Copy to Clipboard” » #AJh#li “Next” (15-18) .

= Console |= I

= Messaging Server — Consale | ==
Caohsole Edit Miew Help

= Cartificate Setup Wizard

Configuration T Generating a Certificate Request - Step 4

If you're using Unix, your request has been emailed automatically
S-tam'Stop to the CA for you. After you receive the cedificate from the CA,
run this wizard again. To exit the wizard now, click Cancel.
If you're using Windows MT, you need to manually email this
: request to the Ca. There are two methods for doing this. Click
View IMAF Help for detailed information.

View POP

View HTTI

View admi

| Copyto Clipboard

View defal

Click "Mext"to continue

Certiﬁcate_ <Back | Mexts cancel

518 Sun ONE Messaging Server [ 15225 1] G 15 K 1% 5 i HE

iy
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i. i “Next” o

- FEIER G, Rz S a%eiz T, DUERE B K IE %25 3] Sun
Crypto Accelerator 4000 # M, WREAEABGE B2 )G (HAE LR/ 1B H
TAEHZeEEm S, WA LAE R A shE 228 1 S, B 1AL B Ak e 2 2R 5 .

v RS B

1. WA g 55 2 R R B i T UE 15361 S, i %R “Console” -> “Certificate
Setup Wizard” » SRIGTEH A DisE Esh “Next” , UAHBiEghiZm S,

2. PGB AEE 131 Sun Crypto Accelerator 4000 4~ RURHPE LI A o
1H A A 0 A A e F R PR AT I

3. Migh R R Ay RS eUE B, B% “Yes” , ARl “Next” .
4. M “Next” o
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5. Ytk “This Server” , RNt ABPVEEN (username:password) (MR “WF” &K
L), ARG “Next” (BUWH519) .

_Pe.—.mrerm_
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
=1 (al

=

e’ iPlanet Mes{E

[ e e

View admi

View defal

Certificate

5419 Sun ONE Messaging Server (i) %35 [ S5 2505 % LG AE

- BOAIEB A A Server-Cert.
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6. 4 base 64 it LIS BGMEH |-, FERMEZEE A “The certificate is located in
the following text field” WJSCAHE, ANl “Next” (ZWHE 5-20) o

|‘| Console lE

=| Messaging Server — Console
cansole Edit Miew Help

=| Certificate Setup Wizard

Configuration " Install the Server Certificate - Step 2

(" The certificate is located in this file:

& The certificate is located in the following textfield,

Start/Stop

View IMAF

(Faste the server certificate, including BEGIM and EMD headers,
into this text field.)

View POP -
FICATC CAany A BAQICC SkwD Gy JRoZhvcHA GEEB Gramt
rdE gy DY QGLEWNDUECSFTATEBGMNYEAMTDFRIC 3EgUm
View HTTI MTISIHT aFwlwhj Sy MTEMTISNTMaMHEXCZ A JBgNYB A YT
QUJREISTEIBMRBIWELY DY QOHEWITY W4AgRGIZ 2800 A kBt
ATUECHMDET BHMR DwGwy DV AGDExRsY XR0aWMILndlc 3@

View admi hki GdwilE &4 G EF AAOR]gAwyYoCyYEAd glviByc] 30BAKPCI0]T
Kl | r

| Paste frorm Cliphoard I

View defal

Click "Mext" to continue

Cer‘tificate_ <pack | Next>

520 Sun ONE Messaging Server [1J3iF 1522 1] S 154 AT i HE

a. Mgl “Add” , BIBET.
b. i “Done” .

7. WM CA MR (BUSUESASRE R B SUIR 55 23 0 A5 AR 12 SEAMENURIE A A7 5 3
PATHELE) -
BB BT FIUEAS 223 1) 2

a. TE RS ETEhlfah, &P “Console” — “Certificate Setup Wizard” o
b. i “Next” .

c. &P “internal (software)” iz 4 M, X “Is the certificate already requested
and ready to install?” MI% “Yes” , #RJiffili “Next” .

d. i “Next” .
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e. Eff “Trusted Certificate Authority” , #AfiHiili “Next” o

£. ff base 64 Zif'hf¥) CA UETSZHIFIIWH L, JERIGEE A “The certificate is
located in the following text field” M SCAHEY, SR)FHidi “Next” o

g uili “Add”, @hHER (K521)

View IMAF

View POP

View HTTI

View admi

View defal

Certificate

521 Sun ONE Messaging Server [FJiiF 154235 7] 5 2 56 A

h. i “Done” -
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v R RS L] SSL
1M su 4 RMESERIGETHITR IS BT

MR 44, W LLFE server-root /msg-instname/config/msg. conf A
MR local.serveruid @1k, LIRS 4.

# cd server-root/msg-instname
# su username

2. i/l configutil THZEHRMISE SSL S5,
%511 NHTHT configutil T HKZEE T L.

%511 configutil AFHE VLA

e EX
keystorename TELBR 1 AT AR S 2R A A4 7R
certname FrAE BRI % TR BN FRA Server-Cert.
portnumber & SSL _Li&47 POP3 K% 5 M4 995.
# ./configutil -o nsserversecurity -v on
# ./configutil -o encryption.rsa.nssslactivation -v on
# ./configutil -o encryption.rsa.nsssltoken -v keystorename
# ./configutil -o encryption.rsa.nssslpersonalityssl -v certname
# ./configutil -1 -o service.pop.enablesslport -v yes
# ./configutil -1 -o service.pop.sslport -v portnumber

3. TS as st arh, i)l F4¥H Sun ONE Messaging Server BRIl &5 11
i) “Configuration” #EI . £ “Messaging Server” -> “Services” ->
“IMAP” Fifii, ¥ili “System” i

4. fE E—AE0, & “Use separate port for IMAP over SSL” & E NG5, BRiAuGD
73 993,
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5. R ENRSS B BRI E sslpassword. conf s

# cd server-root/msg-instname/config
# vi sslpassword.conf

{fi ] tokenname:username:password % #: Internal (Software) token:netscape!
7. L tokenname JLHPEAFR . MR REALE 1 Pk, H TP AR
HHMLMEHIR . username:password FITHAEIZ AWM. H K username:password WTEH
fHE, 351,

6. WX sslpassword.conf SCPFMHTABURIE R o

T sslpassword.conf A& TRAFEH R ZMEGE R, Bk, 00
HIZATsF RRIF I P 3a, BACARA A P .

# cd server-root/msg-instname/config
# chown msg-user sslpassword.conf
# chmod 0400 sslpassword.conf

7. WA ATEHR AR 55 45 o

# cd server-root
# msg-instname/start-msg

A FRE'E Sun ONE Portal Server 6.2

ASER 3 A A e 2 AL R Sun ONE Portal Server 6.2 VAT MR . #4800 45 4205 B AT IX
I A5 ff ] Sun ONE Portal Server [1E4I{5 B, #5207 Sun ONE Portal Server
SR . AER S L I

2 158 7T “ 4% Sun ONE Portal Server 6.2”

2 158 U “fil’® Sun ONE Portal Server 6.2”

159 TU “I) ) RS AR AR

5107 50 “AE IR SS AIETS

%5109 00 “ B R SS RET”

16l i “EETRSAS TN R CA ER”

9161 7 “Be T CAUER”

o162 v “JA AT RS A UAE A SSL”
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ARF A B ] 2235 FIER E Sun ONE Portal Server 6.2 VIS M . 448 DA 2542 I 7 A TiX
Yo LR, 5 ] Sun ONE Portal Server FJFE4IE 5., 152 % Sun ONE Portal Server
SR

Sun ONE Portal Server 6.2 115 Sun ONE Web Server 6.0, £ 235 MALE 1) kS5 # 2
A, AL E Sun ONE Web Server {1 (S5 113 T “ %% FIELE Sun ONE
Web Server 6.0” ) .

i — EBEIFRE Sun ONE Web Server LU T 1T/ RS- 25 I, 5T L e 1%
/opt/SUNWam/servers.

4% Sun ONE Portal Server 6.2

AFEA AU Wiy 247 223 Sun ONE Portal Server 6.1,

V¥ ‘%% Sun ONE Portal Server 6.2

1. F# Sun ONE Portal Server 6.1 ¥1}
PUN URL $e6t 711 RS- 25 4F: http://www.sun.com/

2. UM 5228 H PR R 1Pl 55 e kAt o
3. 1] setup WA 1R S5 28k 1F
a. PRI LHEBRAT
b. $E7RIHEA By Bl AL o
c. PAT ./setup MALLRHELINT.

i — R R A s B A AR 1

i & Sun ONE Portal Server 6.2

AL TR BT RSt 2 A eV ) (SRA) WK 17117 e 55 S A
MR LA S5 S BUROR T 2545 A A SSL.

FFuG 2 8, IR C %%E SRA FIM IR ZHIET (A h T CA %K) . fERLE
P FE, Sun ONE Portal Server & ¥ iR 45 28 W0 T J3 IF84T .
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V) [T R SS AR R

1. [ veaadm 9 IR B GUEE B K (B304 53 1 “MEH] veaadm S:HIFFE” ) o
vcaadm{vcalO@localhost, sec-officer}> create user
New user name: username
Enter new user password:
Confirm password:
User crypta created successfully.
2. % Sun Crypto Accelerator 4000 Bidlk.
LD_LIBRARY_PATH AF & AJHR [H) LA R A
/usr/lib/mps/secv2/
a. MEEBYe,
# /usr/bin/mps/modutil -dbdir /etc/opt/SUNWps/cert/default -add "Sun Crypto
Accelerator 4000" -libfile /opt/SUNWconn/cryptov2/lib/libvpkcsll.so
b. B R MR LB .
# /usr/bin/mps/modutil -list -dbdir /etc/opt/SUNWps/cert/default -nocertdb
¥ 5E RIEMEE Sun ONE BRE XM 159



RO 2 i 55 A4S

fELL R d, LD _LIBRARY PATH MESAF G 4548 i) LA T A7 2

/usr/lib/mps/secvl/

3512 MET AN certutil A HT AR,

%512 certutil ZBEHiH

TE A

token-name PKCS#11 SRR BIEAEYI UG AR 2 PRI B DI TR

subject-name /e U WL LBy S i S v
CN=Fully-Qualified-Domain-Name , 0U=Organization-Unit , 0=Organization.
SRR A 20 5

output-file HE-F HHE AL

certfile ASCII ZmitiiF 15 7 &

instname 1 55 s IR A4 K o

nickname P IEBEI A Z e I IR 5 2 TS 24 7k

v AR SRR
1. UHIREDL F

# cd /etc/opt/SUNWps/cert/default

2. e

# /usr/bin/mps/bin/certutil -R -d . -h token-name -s "subject-name" -a -o output-file
[-g key-sizel

3. B¢ output-file VPRIETS TS HE S BRI FR AL DS
¥ base6d Gl HIUE N4 A certfile [ SCA AT
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vV ZEEARSS ASUE T
1. SRS BT -

# /usr/bin/mps/certutil -A -d . -h token-name -t "Pu,Pu,Pu" -a -i certfile -n nickname

EAEMLETE CA LS
Sun ONE Portal Server 15 T —28]" Jy N4 HLA% %2 (5 4EH) Root Certificate Authority
CEZLNENURD . ARG SS ARE1S fX 2835 44 9 1 EGENU 2 A, 15 Bk
JEAUN
v EET] RS ESE C YU E 2 CA IR
® BEALLTM4:

# /usr/bin/mps/certutil -L -d /etc/opt/SUNWps/cert/default

VTS CA LD
UL JE PKI (proprietary PKD FRECUEPS I A AT $hAT DL R IEFE . aitie vd, ansf
&A1 VeriSign. Thawte o{ GTE, WIANZEPATIERE . U 2RAE S 1 = ZALN I,
JF H'E AR ()4 CA R4U7E Sun ONE ERIAKI{EAE CA #I1&rh, WAEHI s .

1. Y E certificate database H o

# cd /etc/opt/SUNWps/cert/default

2. T CA U,

i - W RR 2 A CA U, EMHARIE -n H. WRALTHAHRLR -n 6, WUEH
SMEAE . [ CAIEP 4K CommonName 4114:##t ca-cert (fE
SubjectName & CN=) .

# /usr/bin/mps/certutil -A -4 . -n "CA-Cert" -t "CT,CT,CT" -a -i path-to-ca-cert

¥ 5% ZHEMESE Sun ONE BRERKHE 161




162

v AT RS E LA SSL

1. Bl /etc/opt/SUNWps/cert/default/.nickname f.

# vi /etc/opt/SUNWps/cert/default/.nickname

PESCAF AU BL AT (%) -

keystore-name : server-cert

2. P %Y.

#E — ZE{F Sun Crypto Accelerator 4000 fifif: il DES #1 3DES #.i%, W
/etc/opt/SUNWconn/cryptov2/sslreg MIFWIIELR . B, iESHH
99 T “JF AR E N .

B2k RSA Ihfe, {HAYZEE%T DES F1 3DES 244 bk . 25 b —Fh 25, i
PAT LU T #AE:

Gateway >> Security >> Enable SSL Cipher Selection: >> SSL3
Ciphers: >>

SSL3_RSA_WITH_3DES_EDE_CBC_SHA or
SSL3_RSA_WITH_DES_CBC_SHA

3. {8 /etc/opt/SUNWps/platform. conf . gateway-profile-name LK IAR o

gateway.enable.accelerator=true

4. MNEZhintd b EFOS IR .

# InstallDir/SUNWps/bin/gateway -n gateway-profile-name start

WSRO B 1 . i\ sra-keystore:username:password [FZ 55K pin.
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ot

LAALE Apache Web Server # A

ARFESH UM 2B E Apache Web Server B4 DME R, A4ELLF LTS

m 3164 U1 “[il'¥ Apache Web Server 1.3x”

m 170 0T “HEFIELE Apache Web Server 2.x”

m 55174 51 “BCE Apache Web Server, AR 58513 MRS SE AT H A8 |
BAE”

m 5175 BT “4E%¢%% Sun Crypto Accelerator 4000 #f2 JG Rl & 55 Apache — e i H]
[} Sun Crypto Accelerator 1000”

MICE Apache Web Server LU TIER, 75 262 LR 34 25K

m Apache Web Server 1.3.26 BLH fmihit A — 1.3.26 R4kl Sun Crypto Accelerator 4000
BArheft

m JHT Solaris 8 HI1E4MER 109234-09, A M http://sunsolve.sun.com 3L

m T Solaris 9 FE#MEF 113146-02, A M http://sunsolve.sun.com 3KI

m Sun Crypto Accelerator 4000 #f1-Fff 47 [¥) suNwkcl2a AF4L

N suNwkel2a BAFELE, RGiafli)l] Apache Web Server Fl mod_ssl 1.3.26 #4T
[

7 — Apache Web Server MEJHH; 96 11 “BESHNIARE” (3 5 7)) PA-GREPIEM
EDAL RVl

FEE - lidE Apache Web Server I, AZLiEE RN Y Sun Crypto Accelerator 1000 #it
M1 Sun Crypto Accelerator 4000 #BC & H] . 0, Apache #JoikiEH TAE.

i — BUAEOLR, RECH Apache Bl M THbEINHIIRE, HAREEEH .
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BC’E Apache Web Server 1.3x

KNG apsslcfg AR E Web k55 s AR tEAh, AL 4 T aife]
BN 2R R 55 A IES -

v P& Apache Web Server

1. G httpd BCESCH RN ARGIE) .
*FF Solaris £%t, httpd.conf-example YAFHFENL T /etc/apache H3F. %
AT LK S P VERRAR R AT 4 R 52

# cp /etc/apache/httpd.conf-example /etc/apache/httpd.conf

2. MBI S5 23 4% httpd. conf SCAEPAY ServerName,

3. 37 apsslcfg.

# /opt/SUNWconn/cryptov2/bin/apsslcfg

4. %P 1, ¥ Apache Web Server LAfJiHi] SSL.

i - AFREUE AR R IR BRI 1. R RRED 2, TS IYS 89 L “ffH
apsslcfg A",

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for Apache.

Please select what you wish to do:

1. Configure Apache for SSL
2. Work with Apache keys

Your selection (0 to quit): 1
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5. #tA Apache HERISCIFMIE TR
1E Solaris &% I, WHIRIE R N /usr/apaches,

Please enter the directory where the Apache
binaries and libraries exist [/usr/apachel: /usr/apache

6. #tA Apache B CIFREHE o
7t Solaris R4 L, WA H N /etc/apache.

Please enter the directory where the Apache configuration files exist
[/etc/apache] : /Jetc/apache

7. WEGIRIEREZ AV (RSA) HYIX
R BAEA QI S YIS, WA AT apsslctg AP .

Do you wish to create a new RSA keypair and certificate request? [Y/N]: Y

RGNS R R R, MBRESE 167 T “AERURS BIEDR” .

8. BN AR E DI H %
WERAR P H S AFAE, MARZGE Q% H %o

Where would you like the keys stored? [/etc/apache/keys]: /fetc/apache/keys

9. AEWTORHERE— A AR R
S A% R B AN 0 )5 28 LADS G0 (S0« kA5 FR s SO RIIEAS S0

Please choose a base name for the key and request file: base-name

F6EF RIEFMBE Apache Web Server 8 165




166

10. $AEKEEAT- 512 Rl 2048 L. Z [ %54

ST RZH Web IREG#N HFRFETI =, 1024 7 O& 224, AN, wsEEz, i
R A

What size would you like the RSA key to be [1024]17? 1024

Using configuration from /opt/SUNWconn/cryptov2/ssl/openssl.cnf
Generating a 1024 bit RSA private key

........ A+
................................................... + A+
writing new private key to /etc/apache/keys/base-name

11. BIELEER PEM %15,

T P LR B R o S e LS I AT, RS, IR R 4
CELE

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:

AR - WIS . BCE W, BRI SRS BRIk,
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VB RR 55 TS

1. MEHIESAESS 164 T “Bil¥ Apache Web Server” LU 7 P8I S PR BIHUE R i .

a. BEABMCAVIR %] SRR TECL F i AME BB BEA EFfE S
% 61 0 B AR S 7 BOtAT T 3.

Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated into

your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter ’'.’, the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-Statel]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) []: Company
Organizational Unit Name (eg, section) []: Department
SSL Server Name (eg, www.company.com) []:www.company.com
Email Address []:admin@company.com

w61 HIHEANEERTZR

FE A

Country Name AN BRI (B 5% / b IX 1SO ARFS (B, w1 [E S CND
State or Province (AT M/BIMA4, BEART ()

Name

Locality Wi AR A EEE K /X

Organization Name NCIEZY S

Organizational Unit 2 &1

Name

SSL Server Name TEAVT 0 B3 25 P 8N 1K) Web il n(35

Email Address SN SR,

¥£6EF REIMEE Apache Web Server ¥
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2. B PLIE K /etc/apache/httpd. conf ff,

DU, 25 DT S B AR 5 S 45 B LR {8 2 /etc/apache/httpd. conf
SCAER VLT

The keyfile is stored in /etc/apache/keys/base-name-key.pem.
The certificate request is in /etc/apache/keys/base-name-certreq.pem.

You will need to edit /etc/apache/httpd.conf for the following items:

You must specify the ports that Apache will listen to for
SSL connections, as well as for non-SSL connections. One
way to accomplish this is to add the following lines in
the Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:
LoadModule ssl_module /usr/apache/libexec/mod_ssl.so.version-number
In the AddModule section, add the following:

AddModule mod_ssl.c

F - B B BRI B XS MK version-number .
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3. MR EREA R VirtualHost, WLAIAE httpd. conf Xfkff SSLEngine,
SSLCertificateFile fll SSLCertificateKeyFile JgAWIAFE T
SSLPassPhraseDialog 54 i o

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default_:443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/base-name-cert.pem

</VirtualHost>

You must add the following line after all of your VirtualHost
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/cryptov2/bin/apgetpass

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache Web Server. Please refer

to your Apache documentation.

<Press ENTER to continue>

SSLCertificateKeyFile /etc/apache/keys/base-name-key.pem

WIERRTEE 171 7 “FLE Apache Web Server 2.x” 3 7 iy #l[m|% “F”, MRS

o R AU A s I BRI L E R

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing

"Work with Sun ONE and Apache keys" from the
apsslcfg main menu.

4, {E5E0 apsslcfg WA 0 B,

¥£6EF REIMEE Apache Web Server ¥
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VIR AR T

1. M\ /etc/apache/keys/base-name-certreq.pem X (I base-name CAESS 164 T
“WL¥ Apache Web Server” U 9 it #) vh AL BRERUE 1515 R ITR K IR A AR

Bk o
2. EEGIER)E, iSEIEHIE S SCk /ete/apache/keys/base_name-cert .pem FEPHEIT)
YEAS RGNS 81 3% 3k o

3. Ki%h Apache Web Server.
PAF B 4e M e 1K) Apache —#EHISCAF H % /usr/apache/bin. WIREAZEN
THEISCE ok, TR IER I BT

# /usr/apache/bin/apachectl sslstart

4. Rk, WEHA LK PEM %19,
5. fEXEZS P ALL F URL, 4K SSL 9% Web IR5575:

https: //server-name:server-port/
W BN server_port y 443,

7 — AT @A TR AE TS, 125 mod_SSL A OpenSSL 3C#%.

FIFEFINC S Apache Web Server 2.x

Sun Crypto Accelerator 4000 %A A7 Apache Web Server 2.x (1] mod_ssl #2)7)% .
AT HIEAERIE Web 5545 I8 BT (I, A4 T C S Apache Web Server 2.x
LA A

f44d Apache Web Server 2.x

TGRSR, &) OpenSSL TR W0 UL 22 38 BT AT W BB AME T o AT 284 IY)
FEEILI, HACSWHETEN Apache 2.x EHITFHRIIFIA U . FCEHEU,
Yilal http://www.apache.org MU FFSCRY .
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v % Apache 2.x

1. W% SH_LIBS MBI BT configure A,

sh:

# SH_LIBS="-1lssl -lcrypto"

# export SH_LIBS

csh/tcsh:

# setenv SH_LIBS "-1lssl -lcrypto"

2. VI 2% H F AT configure A,
WAG V2 A AT, T2 7rlL S Web -GS #% LIS FH AR IS BT 3 (3% 10 «

# ./configure --enable-ssl --enable-mods-shared=ssl
--with-ssl=/opt/SUNWconn/cryptov2

3. RS SE G, WHATUL Pz —:
a. AR E RT3 Apache 2.x, IEEEALLF @4

# make
# make install

b. WA HIATH Apache Web Server 2.x HJ%t mod_ssl SR, WEHEALL T

s

# make shared-build
# cp modules/ssl/.libs/mod_ssl.so Apache-directory/modules

Bl'E Apache Web Server 2.x

AHR IS A ATHC B Web 55 & LU IR, SRR RLA5 AR 0T 28Ik 5545 uE 45 LKA
Web fik 55 #s L] SSL.

F6EF RIEFMABE Apache Web Server 2 171
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v B RR S5 TS

1. AR EYIRE i

# /opt/SUNWconn/cryptov2/bin/openssl req \
-new -newkey rsa:keysize -keyout key-output-file \
-out cert-request-output-file \

-config /opt/SUNWconn/cryptov2/ssl/openssl.cnf
Generating a 1024 bit RSA private key

....... At
writing new private key to ’/tmp/keyl.pem’

2. HEA B LAY TS

Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

3. # A “Distinguished Name” (¥U#) W (BWE6-2) .

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State] :California

Locality Name (eg, city) []:San Diego

Organization Name (eg, company) []: Company
Organizational Unit Name (eg, section) []: Company Division
SSL Server Name (eg, www.company.com) []:www.company.com
Email Address []: admin@domain.com
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w62 B FE

FE

LA

Country Name

State or Province
Name

Locality Name
Organization Name

Organizational Unit
Name

SSL Server Name

Email Address

HH A - BEZL BT [ 5% / X 1SO ARG (4ldn, Hh I CND
(AT N/ A4, BEARIR ()

(AT iy HEEL. AEBEEK /X

NSRS

(AT A wEFR

FEARTH K1 SRS H BT Web 3 8

CEPNIDIESN Y-

2RSS AR UL

PRI UE S W R ST BI BAESE 172 W “H IR 5 SRUEAS" D8R 1 P G191

H.
Ja H SSL

. £ Apache Web Server 2.x ‘&3 H %) conf FHat Féusi ssl.conf (k.

ssl.conf XM HEHATES

WSIRICE T AT A A A Web 4 58 1A% -

Listen port-number

ServerName fully-qualified-domain-name

SSLEngine on

SSLCertificateFile path-to-certificate-file

SSLCertificateKeyFile path-to-key-file

. 33 Apache Web Server.

XA E BT Apache —HEHI U HXA /usr/apache/bin. WA EAREER) = HH
SCAFH S, ARSI H 3.

# /usr/apache/bin/apachectl sslstart

iy

]

6%

=k
i

FNELE Apache Web Server &
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3. HEonmt, A SRR PEM %65,
4. fENYEEP A PRy URL, #4258 SSL 8 Web it 5523

https: //server-name:server-port/
BRINI server_port N 443,

i = AT A2 FIRR M UE S, 1521 mod_SSL il OpenSSL 3C#Y4.

BCE Apache Web Server, 1§ H 75 55T
S| 1AM 5 S EABATH P A B H#AE

i na 2591, a7 L Apache Web Server 7E#i5| S W0 A 3h )3 30

v Al P LE Apache Web Server 1£ #0815
18] B 3h )5 3))

1. B5F httpd. conf P RGFETELL F4H

SSLPassPhraseDialog exec:/opt/SUNWconn/cryptov2/bin/apgetpass

WS ¥ M /etc/apache H X F 2P IS PR R %I .
2. L F v BN, £ /etc/apache Hat FEIHE{AL & B 05I00 19 3011

server-name : port . KEYTYPE . pass

m server-name — #EYE httpd. conf X ServerName 54 H¥5 & FI{H
m port — SSL IRS5ds ris AT i - (ltn,  443)
m KEYTYPE - RS2 B} DSA

e SR RSa B4R ) 443 Fis4T SSL (KRS %% (4K webserv101),
ALITE /etc/apache H & T O LLT 3CAF:

webservl101:443 .RSA.pass
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SESCE SO DT R BUR AT, AR PR

# chmod 400 server-name:port. KEYTYPE.pass
# chown root server-name:port. KEYTYPE.pass

FHEM Y], 1520 mod_SSL 1 OpenSSL SCAY.

£ 24% Sun Crypto Accelerator 4000 K {}:

Z it RS Apache —& 1 11 Sun
Crypto Accelerator 1000

‘%HE SUNwkel2a B2 )G, R Apache Web Server mod_ssl 1.3.26 #47
BC& .

I R4 B E Sun Crypto Accelerator 1000 H LAY Apache BC & AT, W20 26 LA
EAMEFE .

eSS SUNWkel2a B Solaris 8 &% I, ZLE Sun Crypto Accelerator 1000
DI L Apache 1.3.26 BL& i H], Wb LI MEAME P

m X Apache 1.3.26 — (B 4MEFF ID 109234-09 8 i A
m X T Sun Crypto Accelerator 1000 1.0 il — E4ME/F ID 112869-02
m X7 Sun Crypto Accelerator 1000 1.1 ik — {42/ ID 113355-01

1E%H sUNWkel2a BAFELET Solaris 9 &4t 1, #HE Sun Crypto Accelerator 1000
LM#EL5 Apache 1.3.26 BLA i, 222 LU B4R FP:

m X T Apache 1.3.26 — E4M&/F ID 113146-01 55 A
m [T Sun Crypto Accelerator 1000 1.1 MK fF — E4M%F ID 113355-01
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ot

Wi i 12 W AR B

AEA41 Sun Crypto Accelerator 4000 #f1 (K112 Wil iR P A BR L s, GG ELT
JLAS:

#5177 W “SunVTS Wik

%5185 T “ffi ] kstat M N HE)”

%5 186 L “{iifl OpenBoot PROM FCode H ilIFE)¥”

5 188 UL “HEfR Sun Crypto Accelerator 4000 # /1) i ”

SunVTS 2 Wi {4

10 SunVTS PP a3 T HFHAT— R 50N MR A P Jtm . JE A — 2833
FEFBE suNwvts Fl SUNWvtsx SRR —E 24, 41 Solaris 8/9 Software
Supplement CD F{) T HAEM, e L SunVTS F8 574 1) £ LR 5 00 e i
TR 15 45 T IR SR P 3 — e 4t

Sun Crypto Accelerator 4000 A nJ3# i =/ SunVTS MR FHEATI . iy ANk
F2/¥, nettest fl netlbtest, 5 SunVTS 5.1 Patch Set (PS) 2 iz A LLJG HAZ% L
SunVTS HAHRGRAE—d o 1KLL JBFR )T HH XA R LA X HL i 1R A T

=/ SunVTS MHAFET veatest 7T Sun Crypto Accelerator 4000 CD [-ff)
SUNWvcav HAFH, E51%0 SunVTS B Pt —ite 112 Wil ifin s s it .
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A vea WENFERF 224 SunVTS net1lbtest

nettest W Hf

% 7-1 VLU T AT B HT L2035 ) SunVTS BALME N vea WS FEF AL SunVTS

netlbtest fl nettest ¥ #F.

®71  vea WHFEFUFENK SunVTS netlbtest Fl nettest At

BF Solaris %R B SunVTS R DREERRGE NREEHIEAERF
Solaris 8 7/01 SunVTS4.4 111854-04
Solaris 8 10/01 SunVTS4.5 112250-04
Solaris 8 2/02 SunVTS4.6 SunVTS5.1ps2

Solaris 9 5/02 SunVTS5.0 SunVTS5.1ps2

Solaris 9 9/02 SunVTS5.1 113614-11
Solaris 8 HW 12/02  SunVTS5.1psl 113614-11
Solaris 9 12/02 SunVTS5.1psl 113614-11

Solaris 8 HW 5/03 SunVTS5.1ps2
Solaris 9 4/03 SunVTS5.1ps2

SunVTS A7 1454 Solaris WA 417 () Solaris Software Supplement CD . % 7-1
“IEA SunVTS HAE” KErh A H ) SunVTS FAFRRAAL T —4T7 A Solaris A K415 )

Solaris Software Supplement CD .

%71 L “SunVTS” JFkHI4 H R R —2 SunVTS BRI RA . 52 SunVTS %At

AL A 24 suNwves il SUNWvtsx ZA4E o

B 71 TR AR B A SunVTS SR A 200 4 LLRT 2224 1) SunVTS 4k
PELe ¥R SunVTS B2 i,  NBER DLAT 222561 SunVTS #ffd. MlER LA %
Hefh SunVTS BAFELIN, Jir F AR5 b 20 by LA 225 e AT T RE (0 5 3R AR IR ol

RUHT AP AF LIS BT N fir 492 pkgadd, WINAEH] pkgrm i MR

WA 71 “LTREPEAME” B SI & H, WAEH patchadd fir & BB 4R
FeLA SR “ A SunVTS BAF” #2rh A1 H ) SunVTS Bl 80 5 RS AN e Z i

ANEEMBR LT 22256 1K) SunVTS B AF.

f#i ] patchadd fy4 ZRBHMEF 113614-11 124 T 1] SunVTS5.1ps2 B4 e LLRT

R SunVTS B4R .
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PR R T B 8 4-40: http://www.sun.com/oem/products/vts/
DU MR AL T MR : http: //sunsolve. sun.com/

- 2 suNWveav IR AT, WAL RN T SunVTS BAEGAUEAMEIT .
SUNWvcav A AHE SunVTS MR P veatest.

i SunVTS #AFHAT veatest. nettest
netlbtest

I HAT A IR X 2 WA FE P 103, 152 SunVTS WRFE 72 % FF.
PIRmAiE S, XA T http: //docs. sun. com Mk FIY “Solaris on
Sun Hardware Documentation Set” 1. 4h, %81 R4 Solaris WA 75 [ Solaris
Software Supplement CD "1 B2 {i T iX L8308y,

i - HALEZRSE T AT SunVTS HAFEM SunVTS BAMEFZ )54 GEET SunVTS.

V¥ 4T vecatest
1. U &y ii4) SunVTS.

# /opt/SUNWvts/bin/sunvts

AKJA8) SunVTS FITFELN UL, 152 H SunVTS H 455 .
LT MR E B O CDE H S A3 T SunVvTs.

2. f£ “SunVTS Diagnostic” E#E I, Hf “System Map” %&b “Logical” Bix.

i — RGBS “Physical” #X: A, ALFEGEMH “Logical” Bz,

3. R MARE I SL L, Res i IE .

4. ®EF “Cryptography” WISLIEHE, R MHERE “Cryptography” WIS HE, 7R
Cryptography 41 i B AT MHARYF o
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10.
11.

. 1Bk Cryptography 4lH'Bk vcatest DLAMAISLIIEHE.

m WRERT vecatest, NFE R 6.

n WRUREIR veatest, WA DUERIR RS LIRS, THER: ®HE
“Commands” Nz A “Reprobe System” .

HRIFYPLER, 1§25 SunVTS H P fam . fllid et BoR veatest i, 4k

WAL 6.

. R A veatest BiRE, RGOS B LLER  “Test Parameter

Options” X iGHE.
180 1 “vcatest MIMPRASEIEIT” N4 T XN JET veatest I,

. CEPEITA BN, I “Within Instance” FHE Pl “Apply” DAl

%) veatest BilfE; siH M “Across All Instances” FHiEHPIESE “Apply” U
WEEEM A veatest Bilfd.

BT IZARAE S, SHERE 2%, JF HiR[E “SunVTS Diagnostic” & H.

LA veatest BilRE, REMAifTEITHIGI BALLER  “Test Execution

Options” XfiGHE.

7R “Test Execution Options” XfiEHEM J)— M7 ik Zik$E “Options” N 15 H,
RJG LSS “Test Executions” o IXELIETUZIEH] SunVTS #4F, K23 52w fr A7 Ik
PP HRPEAME R, WEZ0 SunVTS HI /458

L P B ERENS, ki “Apply” DUEERMISHEIFIRI] “SunVTS Diagnostic”

E IR
Wi “Start” PATEIERIIARL o
i Stop £k FHATIARYT o

vecatest MRS EEE DT
%72 MW T veatest TIRRFEF .

®72 vcatest TIHRAFEF

P a2 A

CDMF WX CDMF #t 3 hn
DES WX DES kit N2
3DES AR 3DES #it s in &
RSA TR RSA A FAFIFAEA
DSA MK DSA 2544 5641F
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®72 vcatest TIWHRRFEF (48

MIRRFF B e

MD5 Wl MD5 i R %/ #7444
SHA1 AR SHATL i B o 4161 2
RNG W BEHL 5 525 B

vcatest M TG
HHMNAIT (IE CDE %) #UAT veatest, HEMAIT AR T2 A S5,

1E 32 (i, vcatest MR E /opt/SUNWvts/bin/. 7F 64 MU, BiEE
/opt/SUNWvts/bin/sparcv9/.

vcatest [FIfi AT S AEW SCREFTT SunVTS bk i, WEARET L Mg mhaE e -o
SHRARGE »

A RARUERT AT SHIE X, 1ESH (SunVTS WA F S % FM) o veatest &—A
DIRERE MR RE P, N2l - £ S8 AN —u ZHATRUR R IAN R, BCE 1
M —v 240878 VERBOSE  (FEAHD 8. Tl S A S I H Ros Tk 5 H .

R AME 32 AT R veatest NSRRI PR KRB LU dr S THE
vea0 AT AT 7 AR

# /opt/SUNWvts/bin/vcatest -f -o dev=vcal,tl=all

AR —ANE 64 A M SunVTS AR veatest [W7Rfl. LR a4 HT1E
vea2 AT RSA. DSA Fl MD5 it L7

# /opt/SUNWvts/bin/sparcv9/vcatest -f -o dev=vca2, t1=RSA+DSA+MD5
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M ATHIZAT veatest I, WIS ZMSFEANEDL, W2l ZIE DU EOAERAE, W
# 73 PR,

%73 vcatest A iTiEL

TR EEA

dev=vcaN i e EEMK L’i%ﬂ’]ﬁ B, W vea0 5 vea2. WHRAYRE, WEA
M veal. WHHE N RRZENRIT 5 & EIRE S .

t1=testlist R EHATHFIREEF AR, 1 IR FH + Ons)

WaTT o SCHPf IR CDMF. DES. 3DES. DSA. RSA.
MD5. SHA1 1 RNG, Kt
t1=CDMF+DES+3DES+DSA+RSA+MD5+SHAL+RNG ¥4 8 FH &+
MR BEATLEEA t1=a1l, DMEPATHTHE IR F. Ak
PR IR, WERIAA al1.

V¥ 4T netlbtest
1. LB %4y 28 SunVTS.

# /opt/SUNWvts/bin/sunvts

ARBSHTEA BN, W25 SunVTS H 458
DU BB e & O CDE H P FHfiH3) T SunVTS.
2. f£ “SunVTS Diagnostic” E#E ', Hf “System Map” %&b “Logical” Bik.

i — RGWIFF “Physical” B, A, AMREBCGEMM “Logical” #ix.

3. BRI WNARE I SR, freist
4. B “Network” WIEEHE, ARG HIEFE “Network” WIS HE, 7R Network 417
A AR RS .
5. {5kR Network 2l ER vecaN(netlbtest) UAMIIEEIE,
TR N RoRENH ) o & e S
m N EI/RT veaN (netlbtest), WEH L 6.
m WRAKREIR veaN (netlbtest), WATLLESHI RS LI EE, Tikie: &
“Commands” Nz A “Reprobe System” .

HRHVPILE, ESH SunVTS H P #Em . M FESE N IF 7R veaN (netlbtest)
Ji, EPITIE 6.
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10

11

—

= W

%FE “Intervention Mode” 1&Hl. EFEIHP—4 vcaN (netlbtest) HifE, RGH
tifT I BUBR LA A4S “Test Parameter Options” XfifHE.

SunVTS MRS Z T MHPNH T RJET netlbtest ML,

TR BEMES)G, N “Within Instance” Fh P& “Apply” LR
%) veaN (netlbtest) BIFE; B M “Across All Instances” FHisErfirp Rk
“Apply” LSEBIAT LN veaN (netlbtest) Bl

AT ARG, XPIEHER 2%, JFHIRIA] “SunVTS Diagnostic” % 1.

PP 4 vcaN (netlbtest) B, SRR HIFHEII BB SR “Test
Execution Options” X ifiHE.

7R “Test Execution Options” XfiFHEM J) — M7k &k “Options” N 155,
IRJG FHEFE “Test Executions” o JXSELEIUEIE M SunVTS 24, K2 S mi A ik Re
Fro AREAEER, 20 SunVTS HIJ 451

PRI B HIEB G, EFE “Apply” LAFBRAHGHEIFBM “SunVTS Diagnostic”
ER 1A

. Wil “Start” PUTERER AR o

. Miili Stop 5 1A MLARET
PUT nettest

. LN 503 5 8) SunVTS.

# /opt/SUNWvts/bin/sunvts

ARIBENEEGBN], 1WEZ P SunVTS ) 4R/ .

& - DUT U MEE B O] CDE 7 At e 35 T SunVTS.

. f& “SunVTS Diagnostic” E#E I, H “System Map” &4 “Logical” Bix,

i — RGMIR “Physical” B Aid, ARMEGEMH “Logical” #:.

- TBRBTAT WA R SLERE , Rz

. R “Network” MEEHE, R HERE “Network” IS HE, /R Network 41
M AR
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10.

11.

i Network 4P R veaN (nettest) PIAMFISE REHE.
TEE S N RN W & RS .
m WHREI/RT veaN (nettest), WHE DK 6,

m RAKEIR veaN (nettest), W2 veaN BIHRS 25 LK 5 —ANE H R
ifconfig -a. MWHISFIHLITF4H:

vcaN up inet ip-address plumb

IR AFH LR 1 feconfig 46 H, W nettest HMFEFU NI AT MR %8
ifconfig online FMITHHH, {HATEHL.

WH ifconfig -a FIH TAIMNAH, WHIRF “SunVTS Diagnostic” E%& I, KRh
Wi/E “Commands” FHEH ikt “Reprobe System” Kkl R LLE K vea.

HRYIPE, 1S SunVTS 185 . K58t B8 vea0 (nettest) Ja,
PEPAT R 6.

WP —A vcaN (nettest) BifE, Rl IFHE RARDI R “Test
Parameter Options” X} iGHE.

SunVTS MARE P 27% TP vl 7 S T nettest [HILIT

R BEMES)G, N “Within Instance” FHRMOPESE “Apply” DLW
&) veaN (nettest) iR, sHM “Across All Instances” | hi ¥ k£
“Apply” LB LN veaN (nettest) Bilfd.

BT IZARAE S, SHERE 2%, JF HiR[ME “SunVTS Diagnostic” & H.

. EHH P —A vcaN (nettest) BilRE, SRGAliARITHESRARCL B S “Test

Execution Options” XfifiHE.

275 “Test Execution Options” X LHEM] 75 —Fh ik ek # “Options” F 12K,
SRIGFHEFE “Test Executions” o JXUELEIUE M H] SunVTS 24, K23 S ma A7 Wik ie
Feo ARVEAEE, WZH SunVTS H 451

. PP B RS, EFE “Apply” DUSBRXHSHEIFRIM “SunVTS Diagnostic”

TEn.
Wuli “Start” PATHTERINARL -
uili Stop 5 kAT AR o

I - AR AT nettest Fl netlbtest,
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i kstat #5E W5

Sun Crypto Accelerator 4000 #3517 HC #5115 WA _E I S sl 4R 24T B e 48 7R

oo B IEAE GRS B

A1

IEEB BT, W] kstat(IM) fird R 4 1)

# kstat vca:0
module: vca

instance: 0

name: vcal class: misc
3desbytes 3040
3desjobs 5
crtime 65.342725895
dsasign 0
dsaverify 0
rngbytes 10592
rngjobs 187
rngshalbytes 16328
rngshaljobs 327
rsaprivate 9
rsapublic 0
snaptime 106956.467004482

I - 7 LI, 0 J& vea WARIBIFE S . BES N S B EAE D HPUT kstat

iy AR R BIRE

BIoRH) kstat {5 BIGU TINE R “/Rk” 25 IEKIA%T Sun Crypto Accelerator
4000 H. 7EAPAERER R4, RIUIBGEAE IE 4L K IX 4T Sun Crypto Accelerator 4000
B A K o A RTE I AR NE TS SROAIE LI, TR Web JIRk 5545 Ry 2 BL Bk
KAFZE ) Web 25 A5 H0E «

AEXE R kstat(IM) R AR/ KNS THE . XEERAFAEIEITEF N,
DMSE T BEAT B SRR IR GG o 5 SOMISZ s 44 K 1T g 2> Bl N TRV T A2 4«

3 — WE nostats B COA /kernel/drv/vea.conf XA E X, WASIHIRA
WORG TR . SEJE T DL SR B 1 AT A4S =T .
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fif H OpenBoot PROM FCode Hllf£/7

LUR AR A B TAE R ST 5 | 3 N TR S 1 s 1 o

L 7E OpenBoot PROM ok $&/R-4F FizAT test Bl test-all fir%, A LA FCode
HIZBIREF o WERAERAT S W e i A b, )2 s AR T R . 7K test H
test-all M MPEAI{EE, WS (OpenBoot Command Reference Manual))

FCode AW/ 7% 1 2AHa T K2 HIh e 74t IFufifk:

w 7EIE PO A AR 22 R R T
n RUERG S| SRR NPT AL IR

HAT LUK FCode A MIE Wi FE P

BEPAT UK WY, 005674 OpenBoot PROM ok /-7 FHIAE v, L
& e ﬁﬂ%TéE%éﬁ, BRI T i e S BR S

HRATH OpenBoot #r & MIEAIE S, 120 (OpenBoot Command Reference
Manual) .

. KM RS

fii}] (Solaris Handbook for Sun Peripherals) ik fIbruE ML FE o

2. £ OpenBoot PROM ok ##7-fF F» 4 auto-boot? BLEARK N false,

ok setenv auto-boot? false

ok reset-all
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4. A show-nets UL/Rsesadlk, JFEBIrmmE:
BB BIRLT RIS, X &R IGRA I .

ok show-nets

a) /pci@8,600000/network@l

b) /pci@8,700000/network@s, 1

g) NO SELECTION

Enter Selection, g to quit: a

/pci@8,600000/network@l has been selected.

Type "Y ( Control-Y ) to insert it in the command line.
e.g. ok nvalias mydev "Y for creating devalias mydev for
/pci@8,600000/network@l

i — ZAEH test A HATELT BINRRRS, A Z5URE LUK R iy 1 3 422 28 0 2%

5. il test ArA AT HNIRR:
21T test AN, WaPAT L N INATEP:
m veca AAEIRTET (NAE diag-switch? WA true &4
BRI AR
n FEEER/ Wi AR AR T

i — XTSRRI 2 1) 1000 Mbps 4%, BT RER B BIICE R, PRIGEAT
Sun Crypto Accelerator 4000 UTP @fics F IR o XF T MR, A diig 11 052 7 g
1A 2B 4 Sy RPN b B DS I b o A P A AR IR S A £t A Mg 1 R Rt i AR TR o
Uk, AN AN RERE A A R SO B B, DA IR FE S IR 24 2 B0 PHY S MR K
M. E{f Sun Crypto Accelerator 4000 UTP IEAC#% I /7 n] LUIE Al 1000 Mbps
VR, WZUEREHE 1000BASE-T i H

BEALUR fir %

ok test device-path

IR test WL, WSFEFILLFHE:

ok test /pci@8,600000/network@l

Testing /pci@8,600000/network@l

Register tests: passed

Internal loopback test: passed
/pci@8,600000/network@l: 100 Mbps half duplex link up
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WMRBARIEEEM L, WESFERILLITFHEE:

ok test /pci@8,600000/network@l
Testing /pci@8,600000/network@l
Register tests: passed

Internal loopback test: passed
/pci@8,600000/network@l: link down

6. MIAGHCES 2> WHEALL T4, LIKF OpenBoot PROM ok 74 5 vl 1 52 5 b i
LI (EAE W

ok setenv diag-switch? false

7. ¥ auto-boot? LB SE A true,

ok setenv auto-boot? true

8. WEIFHH I RSt

HEER Sun Crypto Accelerator 4000 A [
i it

AN G THEBRCS ) OpenBoot PROM i 4. A ICLL T /N1 ik fir & B THELH
YW, 2 (OpenBoot Command Reference Manual) o
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show-devs @M<

7€ Sun Crypto Accelerator 4000 42 T fE RSt 41H, 17 OpenBoot PROM
ok R M show-devs fir & LV /R B #FIR . BAIIR T HIATHILT FInH
il IEXEEATIN AT RE AT T AR, BARIGR TR

ok show-devs

/chosen

/packages
/upa@8,480000/SUNW, £fb@0, 0
/pci@8,600000/network@l
/pci@8,600000/SUNW, glc@4
/pci@8,600000/SUNW, glc@4/fpR@0, 0

F FHoRElt, /pci@8, 600000/network@l 4 H B RN & 612, BRI m
FEHAR N A % H KR & 21T .
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.properties %S

P 2 A IEHISIH T Sun Crypto Accelerator 4000 B & @M, 157E ok #ERTFF T,
BN .properties & LLEREMTIE.

ok .properties

assigned-addresses 82000810 00000000 00102000 00000000 00002000
81000814 00000000 00000400 00000000 00000100
82000818 00000000 00200000 00000000 00200000
82000830 00000000 00400000 00000000 00100000

d-fru-len 00 00 00 00

d-fru-off 00 00 e8 00

d-fru-dev eeprom

s-fru-len 00 00 08 0O

s-fru-off 00 00 e0 0O

s-fru-dev eeprom

compatible 70 63 69 38 30 38 36 2c 62 35 35 35 2e 31 30 38
reg 00000800 00000000 00000000 00000000 00000000

02000810 00000000 00000000 00000000 00002000
02000814 00000000 00000000 00000000 00000100
02000818 00000000 00000000 00000000 00200000
02000830 00000000 00000000 00000000 00100000

address-bits 00 00 00 30
max-frame-size 00 00 40 00
network-interface-type ethernet
device-type network

name network
local-mac-address 00 03 ba 0Oe 99 ca
version Sun PCI Crypto Accelerator 4000 1000Base-T
FCode 2.11.13 03/03/04

phy-type mif

board-model 501-6039

model SUNW, pci-vca
fcode-rom-offset 00000000

66mhz-capable
fast-back-to-back

devsel-speed 00000001
class-code 00100000
interrupts 00000001
max-latency 00000040
min-grant 00000040
subsystem-vendor-id 0000108e
subsystem-id 00003de8
revision-id 00000002
device-id 0000b555
vendor-id 00008086
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watch-net o<

B IER NG DL, TAE ok JE-fF T, B apply watch-net fr& M 1L

ok apply watch-net /pci@8,600000/network@l
/pci@8,600000/network@l: 1000 Mbps full duplex link up
Watch ethernet packets

.’ is a good packet and ‘X’ is a bad packet

Press any key to stop

RO M A IRGS . BRI HR R G, iR —A “7 555 &
ORUSCE AT ph 90 208 AR 0 1RSI 81 )t B A i, (s s — A “X7 155

E7E WEISETFIHRR 191
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PKCS#11 5L

A ARAE PKCS#11 FEH T AT E B, JHEE Sun Crypto Accelerator 4000 # {1
LRALBOMIE . MEAh, AT e & PKCS#11 SHfl. ¢ PKCSH#IT brvft LSk
A pkesll.hy pkesllf.h Ml pkesllt.h (S AGREIAE B, 1515 LLR ML

http://www.rsasecurity.com/rsalabs/PKCS,

AEAFGLLUF L

193 YU R ) A

194 T IR LA PKCS#11”

B 195 U1 BRIV BRAT R in s AR g5 1A N H R
#5195 71 “PKCS#11 il FIPS 5"

198 TU “HF RN FFEF UAEA PKCS#11”

W A] 8

Sun Crypto Accelerator 4000 HAIAH G A2 PKCS#11 Ft1fi . Sun Crypto Accelerator
4000 R TR 2 BN IR 7 BTt ) PKCS#I1 Jhfig.

PKCS#11 ¥t T #0540 Solaris #AF R WAL LA EAFAERIF R, B
Ut Z P RGE. N TGN IX— 150, BOAsin T AT BRI 2 AN H P I ThRe, moeadT
Ji& PKCS#11. % TAEANESZ % PIN (¥ PKCS#11 BRAL, 250k HARE LR R R 4+
Hi: username:password (S W4 5-1) o M, L PIN SRt W HIRE e ) EAEHR, A
R Sy BB G TR N F R T i 23 BESR A AR AL T o 2 A A

PKCS#11 $2 A IRIE B TR, HAMWADKRE: c_InitToken (HITHIIHLAM)
C_Initpin (HTBEH PIN) o BRAMAHMLTH, M veaadm SEHIRET .

vecaadm %2 EH (SO) 5 UNIX HHH 1 IFLKR. Jish, AP useria (H%4
FEMH veaadm G 15 UNIX H 480 ID LK.
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PKCS#11 i FARY R4S AT ME S . SRR LT RIRe R, A #G#7 1 . 75 Sun Crypto
Accelerator 4000 RGH, I MEA XA AfErEEEHARE <<% HNH
RPN L SCRY T RET RS “ /27,

FEPMUR 2 SR — AN # ). ZEEAN veaadm SREFMEVIER LK. B %Y
JE iR g PKCS#I1 A, A REFR2E S MOCE PRI A4 RK, IR e 2 32 7
Pfo ZYUMRAT LSRR AN P, USRS ] I

WEN, AR A, HARZ N SUNW acceleration only ({NFE sunw A0
R) o WA MAREAAETATRAEY, ANPGRS SR $238 2 4R
W SRAE P o] F AR 2 T 3B AT 43 L

Y2 N TR BRI 3R — 4 RGEH i PKCS#11 2 Rbsgsbril. (A MFRZ 2%
2 FEIRE A DS R 4K, USRS IH AR . )

194

& B LU H] PKCS#11

Sun Crypto Accelerator 4000 RZHIT veaadm SEHFRFUATE R (ZHH 4 %) o %@
G BT Lan A4 B P PR QI Rk, DA EEANIK R E — IR A Y . A BT
PERIBOE A 4E FIPS B MRAE  (ZBI5 195 5T “PKCS#11 A1 FIPS #E:07)

WECRFVFZ PKCS#11 ML & AT UGS R 2 5Ll AN, B AT s LU R
HU R BT AT — 58 [ )

m CKM_SSL3_SHAl_MAC

CKM_SSL3_MD5_MAC

CKM_SSL3_PRE_MASTER_KEY_ GEN

CKM_SSL3_MASTER_KEY_ DERIVE

CKM_SSL3_KEY_AND_MAC_DERIVE

CKM_TLS_PRE_MASTER_KEY_GEN

CKM_TLS_MASTER_KEY_DERIVE

CKM_TLS_KEY_AND_MAC_DERIVE

XUEHLHAR 2 1 acceleration-only & fififfit. L 4177E
/etc/opt/SUNWconn/cryptov2/sslreg i, IXLEH LA B A S H I A TR
ko BRI SCE, EEABEHH P AL T 4

# touch /etc/opt/SUNWconn/cryptov2/sslreg

OB IR B N TR e LA B A

XL I, B2z a iRk Ss (NSS) ATLAREAT. Hfe X Sl NSS Kl
ME/NMIZE N c_DigestUpdate HATZKIHH], EETERERAC. Kk, BRI
IAGEHEIZ L]
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o ANV BRASE TN ik 55 () . R e

PKCS#11 PR E BRI B /& /opt/SUNWconn/cryptov2/1lib/libvpkesll.so

R 2 MO PRSP SOBR FA fr PKCSHIT FRF B . XSS o
AT L PR P S (GUI) AT VD AP S8k GUL, A i fi
B

M HA CKA_SENSITIVE @R, WE Az % 1 A S AR T 4F. 4R,
A Al S R S 0 T A B E A T 2R . SR 7 R 3 R R A TV A A h 3 AT
M B2 9f¥) CKA_SENSITIVE J&PEN “True”, WHZIRAIES KW 55 196 v “fdiff o
FIEUBEE ] FRpEan g T WRss s ] VR RN LA 2 & 70 AR LA R0 o dum 5 445 140 8% R
J DRI S U e PR R T T VR, I RrS R A T IE ,  ELSR bR T AR .

ittt ssu. .. R TLs. .. U R S A R R T X e, B
AR A T IXLEHLH 2 JE I PERERCR , TSI ER 194 5T “F BRG] PKCS#117

WM AT FIPS #5350, et FIPS IAATIHLE] (S5 195 7T “PKCS#11 1
FIPS #:(”) .

PKCS#11 1 FIPS Fi =,

Nz EEAEH veaadm # Sun Crypto Accelerator 4000 4 & A\ FIPS BN, %A
EHITAE DAL AR FIPS 140-2 203 3. 47 5% FIPS 140-2 H VAT, 1§17 i AT M bk
http://www.nist.gov,

7E FIPS B N EAE S T B/ L L R 221k

WA B AL FIPS A Al ML o

T A7 B RN G 22 A 2 Lo % T Uil i PCT k.

18 3 BN LR A B R BE AL 2 HEA TR 52 1) BRI o e A 7

BENLEL H FIPS AT (IS4, ZSVEEE S T RAE IR LK 3 TS e 1 & AR
B (FHAEGNEMSAR) Bl B ERENLEEE D o FETHE MR IR 88 BT 2E
() 512 47 FH - Hh BE (044N 160 £, (FEJE FIPS Biatrh, HET i me i) k2 2 e it
AN 512 745t SHA-1 BEHIE 160 fi7. )

FIPS #:0A Al Wl F Sun Crypto Accelerator 4000 A A& . @l FFTik, 4HCE T FIPS
BT, AR AE FIPS INAT BT B8R, MD5. RC2 #ll RC4 #4133 FIPS
WA (R, HIT FIPS MUWAEH FRECE, DR F AT K Ok S 3k 0 5 S ik 1 e
B

HE8E PKCS#11 #mE 195



7E FIPS #X N TR, IR 2 AL 2 HE FIPS A w] 4 H B - kAT

FLUF PR as R

n I EE FIPS A AT (LA T 6 25 S K AN 23 Bl ik

m IRAT R FE FIPS WA ] IRHLHIEAT (N3 8769 B CKA_SENSITIVE JEPE &N
“True” [, WEAFSRM, KN CKA_SENSITIVE BYEWA “True” M4
WA TRl

R T T B 2 4]

BORIERECFRITHRE . 224 BRMPE RELE PR AT AT A1 5

PKCS#11 7] AFE 2 Z R8s PR MANLE], B eIt AEa i al H k. 24N Rk
HRAE . R A IE A o] ] FREpERS, o] DL A E R AT, S AE R
RHUT, BUE SRR

MBI CKA_SENSITIVE JBMEAN “True” W, M T AZ35 40 (K AR A 4 06 50 22 4o Hb
AT, Wi, SRR TRl a0 SRR e e AT A, WS O,
A5, SN cKA_SENSITIVE BV “False” B, MUK MR At m & AL )
k2 Ve . AT E A T e SR I B . AR IS A R LR R
T ER L, T LU L B R

m hardware_key_set =

s RSA, ZEHI/NAELE 2048 ff
n DSA, ZHHANAE 1024 47

s DES
= 3DES
s CDMF
m hardware_mechanism_set =
m CKM_CDMF_.., ANMU¥§ CKM_CDMF_ECB
= CKM_DES_.., AMI$E CKM_DES_ECB
m CKM_DES3_.., ANMu#l CKM_DES3_ECB
= CKM_DSA
m CKM_MD5, A&+ FIPS #
»s CKM_RSA_..
= CKM_SHA 1

m hardware_wrap_mechanism_set =

s CKM_AES_CBC_PAD
CKM_CDMF_CBC_PAD
CKM_DES_CBC_PAD
CKM_DES3_CBC_PAD
CKM_RC2_CBC_PAD, AN+ FIPS #xl
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9 T AT E S TR A 22 AT, U IE hardware_key_set 1, FF AN
AL hardware_mechanism_set F. WHRHALE hardware_key set FEMLE
A1E hardware_mechanism_set H, WHEAERGE IR, (HFERFE) .

C_DeriveKey AIFERMEMFHOINIE, (AFGEHA D, ILEIFARREMFZ 24,
DRI DA W S PIRRAE AL B

w®e1 ACHERZEW PN
B CKA_SENSITIVE=False CKA_SENSITIVE=True

T 2 2 4 4T RSA. DSA FIKERZEZMEEN  WfF
P Y [[FS) 7 g s

PR nide, (HATREH LA 4T RSA. DSA RUKH®RZiAsh KK
R A 5 R A

DR pE LG RI%

C_WrapKey Ml C_UnwrapKey ¥ MM E P AIERIE. X T c_wrap 9], &
PATGR IS ERAE, LI CAT Y] (wrapped key) M7, SR &N EAE, %8R
M Z ] (wrapping key) W4 HIETIN% . C_UnwrapKey 5 IAHK, HEATfE2 A
it o

WR CAT %P RSA 5 DSA %41, HATHAHLHIA
hardware_wrap_mechanism_set, W A A p 2 20 BRI AE R A R AT DRSNS
PARh A AR B 2 4

IR B L FOIRAERTSAE, AR P AT SR . SRR T AT s A 2
T2 4 s D Rk S A T A0 B AHAINLENK) ¢_Encrypt #AERFEXN . 2,
#* 81,

PRICE T AR

%82 C_WrapKey M C_UnwrapKey R 44

ETEEAMRBESAN TeTRANBRENAN
&iF K K

CTA 4 RSA 8% DSA HALHIZE - -

hardware_wrap_mechanism_set i

I35 57E hardware_key_set /1 HHLHIAE R -

hardware_mechanism_set ' 2l

HEPHHRL ENL ENL
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198

C_Digest fEEHNNAFH A SN GLM G WRZE B, (HAEL 65532 7711,
W c_pigestFinal 2X¥FHENGEMP AR SR RAEME. BN, KEAEBATh b B G G

C_DigestKey K &HBEHCAENAAL, HE/FEIL c_DigestUpdate ¥ ILAE A% iE
BAEHATA A, S 41 CRA_SENSITIVE @Ikl “True”, N4,

ke N FE e LI PKCS#11

WBERSL U T /opt /SUNWeconn/cryptov2/include H; B H RN 265
1%, H{ cryptoki.h. Sun Crypto Accelerator 4000 Ff4 44 TR i)
5 pkes11.hy pkes1lf.h Ml pkesllt.h. XEELfFL PKCS#11 web ¥ s
(http://www.rsasecurity.com/rsalabs/PKCS) 3L SCLFHAR .
pkcsll_preamble.h XHAFETH A HXF, WIUE TR 2 HT.

pkesll FEFFEMNMAN: /opt/SUNWeconn/cryptov2/1ib/libvpkesll . so.

Sun Crypto Accelerator 4000 /5 v] AE 0 W58 F% 5 FEREA T 8E %, ] Ll ik
dlopen (3DL) AUk HFT TF .

AN W AR P PEHEAT RN, AEHTBA R i 2

cc [flags] files... -L /opt/SUNWconn/cryptov2/lib \
-R /opt/SUNWconn/cryptov2/1lib -1 vpkesll [other libraries...]

ARHE S B T PR, 0 T K7 81 s -

rv = C_Initialize (NULL) ;
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BNAHERER, LIRS (O TR AR -

cc [flags] files... -1d1 [ other libraries ... ]

#include “cryptoki.h”
#include <dlfcn.h>
#include <link.h>

void *cryptdlhandle;
CK_RV (*getfunctionlistp) (CK_FUNCTION_LIST_PTR *);
CK_FUNCTION_LIST *pkllfunclist; /* may need to be globally
accessible */
CK_RV rv;
/* dlopen Sun Cryptoaccelerator 4000 library */
cryptodlhandle =
dlopen (“/opt/SUNWconn/cryptov2/1ib/libvpkcsll.so”,
RTLD_NOW | RTLD_LOCAL | RTLD_GROUP) ;
if (cryptodlhandle == NULL)
/* Get pointer to C_GetFunctionList function */
getfunctionlistp = dlsym(cryptodlhandle, “C_getFunctionList”);

if (getfunctionlistp == NULL)

/* Get libvpkscll’s cryptki function list */
rv = (*getfunctionlistp) (&pkllfunclist);

if (rv != CKR_OK)

AT LRI I RS 2, R s :

rv = pkllfunclist -> C_Initialize (NULL) ;

Sun Crypto Accelerator 4000 HAF AT BRI AR 2 o KFS 23 BEURALZ AL A A7 T BR I o

A1 (fufE acceleration-only 4 /) 1 KEH 4 1024.

N T R R R R P 2R ) BELIRT IR 95 BT e 22 R0 N AE . AR Solaris H

JUOCIEERS) REWFEHT A0 AP BCR BRI AV 16 MB. LR A AT RLE

DA E2 3R] LARS 1A% L P A7 AR S ) 8«

n ANEEFZOLBREAE. WAEMIZIERE (B, Cc_EncryptFinal) BfESEMK
NP NEIFSR

o ANEEFATERNG . RAEAER O 5 RNRAR0 BAE 5 i H
C_DestroyObjecto

n V1) —UERASHE R (BOR ) BdnIX . (HERAEANE T 284, ROAECK
(40 SRR LR AR AT P AT . D

ARPAT PKCS#11 &% ¢_InitToken M C_InitPin. fHAPATH CKU_SO (%4
T brid C_Login PR
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7E PKCS#11 ', public token (AFESHD) X% Jgna] WA AIS G, o2k RUaT g .
T Sun Crypto Accelerator 4000 A4 CLAIH F* 55 Solaris /GG, Nz HA#51E

C_Login SEMJGE A Beffi e FH P B4y, XS G i BAE RVl N Borg g He, B
] AT S ER . BT AT AT, FIEA RVEAE A LA % . Gl A4

R G AT AT 223 K R

SR (1) WZMEHAZ BN AEFIBRE] . K AT G4 TR ) RAM,
(SRR FHHASZULBR 6. 5 S R —E, R R W Ar i RKMEY CK_TOKEN_INFO
ZE) 7B (B c_GetTokenInfo HREGR[FD) #IEE N

CK_EFFECTIVELY_ INFINITE. 4T C_GetObjectSize HA¥l,

APAT A IE dual operation %1 (C_DigestEncryptUpdate.
C_DecryptDigestUpdate. C_SignEncryptUpdate #
C_DecryptVerifyUpdate), H.HI c_GetTokenInfo iRHIFRICF-BHFH
CKF_DUAL_OPERATIONS_FLAG & “False” .

%} C_GetOperationState 5 HA LMK C_SetOperationState FHATH RN
PAT. INFEERMEN c_Digest H 2R AL IR K/NAEL 65532 F 71T,
C_GetOperationState F RE5EK .

Sun Crypto Accelerator 4000 % &t Fr it i) & R A A TT R . BEL I,
CK_GetSlotInfo JX[A|ff) CKF_REMOVABLE DEVICE #ricy “False” .

APAT c_waitForSlotEvent Mi%(, H Sun Crypto Accelerator 4000 F %K A H
14 Notify Z¥fti% % C_OpenSession [M[HIH K%, FAFKE AT
C_OpenSession ] pApplication SHCEHHIAC RIS W N HET .
Sun Crypto Accelerator 4000 A 2 = i & I FLIEREHLECR A28 . TR, AT ER
P, S2br b c_seedRandom ¥4:N A CKR_RANDOM_SEED_NOT_SUPPORTED Ifij
WAE 2
T S R B PAT I T A2 BRI =ML A7 DSBS BT B
CKA_SENSITIVE JEMW N “True” WO AN, KBS RN HAaARN
mr.
m IR ZYE CKA_SENSITIVE WA “True”, W) c_DigestKey &KW,
m WURIEARS A el AT A 50 CRA_SENSITIVE ¥k “True”, WX FrAHLE,
C_DeriveKey ¥J2 RN,
n R CH A OO Y4 CKA_SENSITIVE WA “True”, HULTFAEMI4&4N
“True”, N c_wrapKey Hl C_UnwrapKey <KW,
»  ZEANER RSA B DSA 402 A& 354,
= HLHIAK CKM_DES_CBC_PAD. CKM DES3 CBC_PAD. CKM RC2_ CBC_PAD i,
CKM_AES_CBC_PAD Z AN EHLE .
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m WHREE CKA_SENSITIVE WA “True”, WIBE & UL LRI A 3504 2 A -

s CKM_AES...

s CKM_CDMF_ECB

s CKM_DES_ECB

s CKM_DES3_ECB

m CKM_DH...

s CKM_MD5_HMAC...
m CKM_RC2...

m CKM_RC4...

m CKM_SHA_1_HMAC...
m CKM_SSL3...

s CKM_TLS...

m W CKA_SENSITIVE WA “True”, W K KT 2048 £ RSA 547k KT 1024
D71 DSA S5 AT A A 1y 25 RN

CKA_EXTRACTABLE J&PEERINME N “True” . CKA_SENSITIVE J&VERIERIAE 5
CKA_EXTRACTABLE fHR . 228 CKA_SENSITIVE fll CKA_EXTRACTABLE ¥ A
“False” I, 2535 CKR_TEMPLATE_INCONSISTENT K.

L H AR A B OL. BIa,  HIEAMERC R S AR R PR, AT AU A
i — M. X T PIERAMSCI IR L, FUL ] R L2 . ASRERIN 2 P A1
R ko

AIAT CRA_LOCAL. CKA_ALWAYS_ SENSITIVE il CKA_NEVER_EXTRACTABLE J& .

BAFIR A A RS I AR B TR RS o e XV 2 R v IR [F]
CKR_MECHANTISM_INVALID, MILEEHEEAE. RFMUID CKR_HOST_MEMORY
T ZWE NI malloc(3c) A K. IRFIMARIRIG, TTREARIEHIPRAT BEERA,
A b 2 gk e i TR e e (BRARlE A c_Finalize) o

AP TEY, AEAT C_EncryptInit FIZRLRREN, HHSERESHHEES
R, HEHITFENE N SE R EGE. RN RS Jht PKCS#I1 F I IR, AN
H C_EncryptInit CFIZSBIRED e, SEPr bE17E LU & i
C_EncryptUpdate (FIZIRED WS

Sun Crypto Accelerator 4000 4 fF 4L T N1 nT t PKCS#11 faonm 40 R LI R4
CKM_SSL3... fl CKM_TLS. .. HLlB BoRrEsI RS, (2, HELE
/etc/opt/SUNWconn/cryptov2/sslreg SAAFALER, EIA T T EHER A
F (S5 194 T R HA LU H PKCS#117) .

CKM_AES_CBC

CKM_AES_CBC_PAD

CKM_AES_ECB

CKM_AES_KEY_ GEN

CKM_CDMF_CBC

CKM_CDMF_CBC_PAD

CKM_CDMF_ECB

CKM_CDMF_KEY_GEN

CKM_DES2_KEY_GEN
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CKM_DES3_CBC
CKM_DES3_CBC_PAD
CKM_DES3_ECB
CKM_DES3_KEY_GEN
CKM_DES_CBC
CKM_DES_CBC_PAD
CKM_DES_ECB
CKM_DES_KEY_GEN
CKM_DH_PKCS_DERIVE
CKM_DH_PKCS_KEY_PATIR_GEN
CKM_DSA
CKM_DSA_KEY_PAIR_GEN
CKM_MD5

CKM_MD5_HMAC
CKM_MD5_HMAC_GENERAL
CKM_RC2_CBC
CKM_RC2_CBC_PAD
CKM_RC2_ECB
CKM_RC2_KEY_GEN

CKM_RC4

CKM_RC4_KEY_GEN
CKM_RSA_PKCS
CKM_RSA_PKCS_KEY_PATIR_GEN
CKM_RSA_X_509

CKM_SHA_1

CKM_SHA_1_HMAC

CKM_SHA_1_ HMAC_GENERAL
CKM_SSL3_KEY_AND_MAC_DERIVE
CKM_SSL3_MASTER_KEY_ DERIVE
CKM_SSL3_MD5_MAC
CKM_SSL3_PRE_MASTER_KEY_ GEN
CKM_SSL3_SHA1l_MAC
CKM_TLS_KEY_AND_MAC_DERIVE
CKM_TLS_MASTER_KEY_DERIVE
CKM_TLS_PRE_MASTER_KEY_GEN

RSA. DSA #iI Diffie-Hellman 2545155 A K /DR :

w83 mAHEHAXND

=4 ERREBAXNRKE BREEAXNMEKXE
RSA 4096 2048

DSA 4096 1024

DH 2048 AHTH]
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AN BB G A B 1 T Ay 5 ) B AL U 3 B o I SE R T RE A AR o7 5

K,
AERLE C_Tnitialize BRI BRSO T2 2N

EVFZAOL T, A NSRS OB MU IR ) MEATALEL, DR 4
e S AR 7 E WL TR AF RO A, (2, S fFI S CKA_SENSTTTVE
JRHYEY “True” MOMBM, 52 7ERCHIAT.

WIRPTAT C_DigestUpdate Lty BB INE Y 65532 7715, W1 AL (U8R FAL 2
A KRG T c_Digesto R, BUINRIABL R 8k i - 24T A B

M EIIRAT ¢_Login BEOF R FIAERIEZAT I, A KA BRI E R 5N
o LU, S —BEREEIE . IR BB SUR ARG, FTREAN S LT o A ZEAEAR LA
VR A BB IR 1 9] CBRARAERR LT I A5 P2 TR T H A FL s oy
WEEPAT A LG rhas 2 g K, AR AT ES o e pratsol (ds
C_FindObjects WD , BARKAI Rk SR K B PIERAT AT -

AR — ALY B sl A7 3 P T N AR R IR T R R AL

TEGn PKCS#11 ArUERTEK, 20 H) c_Logout PREER M B o i) PKCS#11 i
I, PR AN BB R AR R A ey DA 45 T B R 5o R BE R
(¥ C_Login AL GIAPTAT LI OB 02 N o iR, BEAT I TARM T,
P2 SIAA R S R AL HE, B G TAFER T, SRR A
BRAFL LARITAR R K F A
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e A

LA

AWt %A Sun Crypto Accelerator 4000 MMF I UTP I&RBC#% R4S, oG LA R LTS

m 3 205 51 “Sun Crypto Accelerator 4000 MMF & BL#S”
m 3 208 51 “Sun Crypto Accelerator 4000 UTP &L #%”

Sun Crypto Accelerator 4000 MMF & it %

A5 /4 Sun Crypto Accelerator 4000 MMF 3 it % [ UK .

LA

Kl A-1 f275 T Sun Crypto Accelerator 4000 MMF i& i # I3 B2 45 -

205



© LNK

O

Purcell, CA
P101-000

A1 Sun Crypto Accelerator 4000 MMF & il #5 B2 4%

% A1 B T SCIERAS (850 nm) [t

% A1 SC &R BEHA P (IEEE P802.32)

Eod 62.5 #Kk MMF 50 fK MMF

PAEVEH K 260 K K 550 K
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/YN

®A2 PR

R+t mg WE (2%

K J5E 12.283 s 312.00 Zk

s 4.200 ¥~ 106.68 %K

P Be LA

w A3 TERERU

e i

PCI i 4h 5K 33/66 MHz
PCI i % 7 it 5 K 64 FH (BRI
PCT $udls / bk 55 B2 32/64 fir

PCI i ER YO

1 Gbps, 850 nm

1000 Mbps (43 T.)

LR 0K

F A4 HYEESK

& WE

TN IFE 6.25 W @ 5V
12.75 W @ 3.3V

GNP 5V +/- 5%
3.3V +/-5%

M A Mg
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2 A%

® A5 PR

e mig

PCI I} 4l 33 MHz 5% 66 MHz

NN PCI 2.1, 37 33 MHz 5% 66 MHz W80 % L K 3.3V 5% 5V HJH
PCI M5 32 {7 ER 64 fiL

PRI

® A6 RIEMR

& TR R
i 0° & +55°C, +32° & +131°F -40° % +75°C, -40° % +167°F
A RS 5 % 85% (TL#tss) 0 & 95% (ks

Sun Crypto Accelerator 4000 UTP idi fic &%

A5 /24 Sun Crypto Accelerator 4000 UTP i it %% (1 H -

LA

A2 75T Sun Crypto Accelerator 4000 UTP J& AL A% ¥ H:88
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© UNK

®

Purcell, CA
P101-000

A2  Sun Crypto Accelerator 4000 UTP i@ il #5324

% A7 51 T Sun Crypto Accelerator 4000 UTP i& e #% It HI ) 5 JRIERERR 1RF 1

F A7 5 IERS BRI TE
i L
PAEVE K 100 K
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ZEE NG

£As  PHIRST

Rt i mE (2%)

IS 12.283 et 312.00 =K

s 4.200 FE~J 106.68 %K
PERER RS

w A9 TERERUK

e s

PCI i 4h 5K 33/66 MHz

PCI Ui 9% 1) 14 i 22 IRK 64 FH (BRI

PCT $udls / bk 55 B2 32/64 fii

PCI F#/NE

1 Gbps 1000 Mbps  (4XLT)

100 Mbps 100 Mbps  (AXUTFI-XL T
10 Mbps 10 Mbps (A XL LFIFXL L)

HLJR 25K

£ A10 HYEESK

g WE

I KIh#e 625 W @ 5V
12.75 W @ 3.3V

B J 7 2 5V +/- 5%
3.3V +/- 5%
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2 A%

A1 FBOHE

e mig

PCI I} 4l 33 MHz i 66 MHz

EHLEN PCI 2.1, 37 33 MHz 5% 66 MHz W80 % L K 3.3V 5% 5V HJH
PCI M5 32 {78 64 fiL

PREEREA

®A12  IREHR

& TEig R
W 0° & +55°C, +32° & +131°F  -40° & +75°C, -40° & +167°F
A RS 5 % 85% (TLktss) 0 & 95% (ks

MEA g 211
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Mt 3%

FEAME ] 2R AR BRI TR DL T 221

AR AW AEAE 7 5 CD e it 22 A (/cdrom/cdrom0/install) (¥
0L FF5) %3 Sun Crypto Accelerator 4000 . LA Ll R LY

m 55213 BU “Fah et

m 8216 UL “ HsRAMICHE”

m 55218 BU “T-ahMBREAT”

F Bl LR AT

Sun Crypto Accelerator 4000 #f1-B™ it CD #24t. A e HT 2 M SunSolve Web ¥ 5
(http://sunsolve.sun.com) FEBAMETF. ARHEHGEL, WESHH 10 0“0
FHEAMER”

v TRl R A

1. ff Sun Crypto Accelerator 4000 CD J A 55 R ZiHiliEN) CD-ROM a7 o

n WIRRLIEAEIZ1T Sun Enterprise Volume Manager, W4 [ 34 CD-ROM 45 %|
/cdrom/cdrom0 Hik.
n IR KRG AIZT Sun Enterprise Volume Manager, 114 F J5 i3 CD-ROM:

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom
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EATHE /cdrom/cdrom0 H B LLF AR H 5%,

* B-1 /cdrom/cdrom0 HsH I SCF

XEHER AF
Copyright 5 RS
FR_Copyright VEE R

install
remove

Docs

Packages

FT4¢%% Sun Crypto Accelerator 4000 $HEIF) 2 E A
TR Sun Crypto Accelerator 4000 5 {14 (11 3 I 4x

Sun Crypto Accelerator 4000 # 1.1 JR-ZFERIH /1577
Sun Crypto Accelerator 4000 #& 4 i

Sun Crypto Accelerator 4000 4141

SUNWkc12r IR AL

SUNWkc12u nEs A S T 7 AR P

SUNWkc12a Apache ) SSL ¥ (/i)
SUNWkc12m INEE TN ()

SUNWvcar VCA Crypto Accelerator (root)
SUNWvcau VCA Crypto Accelerator (usr)
SUNWvcaa VCA &

SUNWvcafw VCA [l {1

SUNWvcamn VCA Crypto Accelerator FM 11 (#/i)
SUNWvcav VCA Crypto Accelerator ] SunVTS Mllik##/F (#7&)
SUNWkc120 SSL JF R THRAMREFRE (k)

SUNWkcl2i.u KM KCLv2 Crypto ] IPsec ik (#/)

WA R A, AT e 5 B P 2236, I HL0A S 2 BT Al S S 22 B 2o, 2o
DR 2 5, 88T DA AT T 2 S5 R I3 P 3 R4

IAETHRIKS Apache HI1E Web R4 35, A SELAEAEN) suNwkel2a BT,
IEVH R EER 2] ) —  OARFF) MU Apache Web Server i, A4 2323l ik
1] SUNWkc12o0 K44,

AT RIAT SunVTS MARI, A4 B LR EH suNwveay B . BUIUE @5
SunVTS 4.4 B 5.x A Z JG A BE%4E suNwveav L.
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#E — Sun Crypto Accelerator 4000 CD "'/ r[i% SUNwkc12i.u AP EA u ¥ @

Yo TRZHMUL G, AW ERY suNwkel2i. ZHRAEAE CD LK) cu ¥ A

KRHBAEETHT sun4u KR LR

1. A UL F A e bl ik 4 :

# cd /cdrom/cdrom0/Packages

# pkgadd -d . SUNWkcl2r SUNWkcl2u SUNWkcl2m SUNWvcar SUNWvcau SUNWvcaa SUNWvcamn

SUNWvcafw

2. (A[k) ERAE ML rikfE, #WHiE4T pkginfo W%,

# pkginfo SUNWkcl2r SUNWkcl2u SUNWvcar SUNWvcau SUNWvcaa SUNWvcafw

system SUNWkcl2r KCLv2 Crypto (Root)

system SUNWkcl2u KCLv2 Crypto Support Software

system SUNWvcaa VCA Crypto Accelerator/Gigabit Ethernet Admin
system SUNWvcafw VCA Crypto Accelerator/Gigabit Ethernet firmware
system SUNWvcar VCA Crypto Accelerator/Gigabit Ethernet Drivers
system SUNWvcau VCA Crypto Accelerator/Gigabit Ethernet Daemon

3. (k) ERSA AN ORI TR, iHE1T pretdiag %
Z prtdiag(lm) BALFM L.

# prtdiag -v

4. (A[#) 84T modinfo M4, A LM ML,

# modinfo | grep Crypto

62 1317f62 20b1lf 198 1 wvca (VCA Crypto/Ethernet v1.102)

63 13360e9 12510 200 1 kcl2 (Kernel Crypto Library v1.148)
197 136d5d6 19b0 199 1 wvcactl (VCA Crypto Control v1.19)

MixEB HENERREMANELTRERY
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AR AT

W R 22480 Apache Web Server #l Sun Crypto Accelerator 4000 BEHLFIF v 42 {1t
SSL SZHRFII IR F AL, 1R A LU R fir %

# cd /cdrom/cdrom0/Packages
# pkgadd -d . SUNWkcl2a SUNWkcl2m

AL I AT A, AL R AT

# cd /cdrom/cdrom0/Packages
# pkgadd -d . SUNWkcl2a SUNWkcl2m SUNWvcamn SUNWvcav SUNWkcl2o SUNWkcl2i.u

AR B 7= il Pl i A I N R U], 552 B B-1.

IR

% B2 4 T Sun Crypto Accelerator 4000 #1475 R FHER A 7 X 22 G i i H 5%

%B-2 Sun Crypto Accelerator 4000 H 3%

B3R HE
/etc/opt/SUNWconn/vca/keydata BHPEEEE (2
/opt/SUNWconn/cryptov2/bin SRR
/opt/SUNWconn/cryptov2/1lib SRR
/opt/SUNWconn/cryptov2/sbin B

B-1 W/ 1KLL H SR AR 2 IR o
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/etc /opt
/opt
/SUNWconn
/SUNWconn
/vca /cryptov2
/keydata
i
/Tain /inlclude /1|ib /m|an /slbin /SISl
N TR . L e - JE e Apache
TT 1 TRRCRE || BUREFRE | TR AT | | R

B-1  Sun Crypto Accelerator 4000 H & FIC {4

i — LRI REA AT 2 5, S A G B A 3 D R4S RO AT A A7 S n e B16
WBAE R, TEZ I 62 51 “MliL veaadm HIIAILIR”

MixEB AETEAREMANBERTRERGE 217



= >

F Bl IR A

AR CAIE THPE (S 65 U “Hli veaadm FEHHIFE” ), WILEMER A
Z AT LM Sun Crypto Accelerator 4000 Rt & (% (5 B . zeroize fir & nl
BRI S EHTORE, DRI BR 2 FHPE S (ARl T 3B B LI SO R e
11K zeroize A MTEA VI, WS RE 74 T “YEMR EHATHRIEZE” o SR ARAAT
TERGET B DI SCAT, TESEOBR T, SRR DI SR R B AT
SISO, AT Ak %P IR

AR — WA SRR, s g AR R B I, D120 R 2
JE o BEERETBON ARSI, 2R P Web e 55 #s A1/ B BRI 5545 o

AR — MER Sun Crypto Accelerator 4000 #1211 4EHAEMT 5 Sun Crypto
Accelerator 4000 HEC &I 1) Web 554t 70, 3X4E Web 551 Joi% TAF

T MR A

WA P, ] pkgrm fir 4 MUMBR BB itk rF 4 .

SERR — SO B LSRR . A MNP MR I (7 L
A I AR B AL T IR

WR 22 T A AL, N AR e s WU BEAT BN -

# pkgrm SUNWkcl2o SUNWvcav SUNWvcar SUNWkcl2a SUNWkcl2u SUNWkcl2r
SUNWvcamn SUNWkcl2m SUNWkcl2i SUNWvcaa SUNWvcafw SUNWvcau

i — MR Sun Crypto Accelerator 4000 #R[¥] SunVTS ALy (SUNWvcav) i,
W SunVTS IEAEIBAT, W28l bk 2 J5 06 20 HTR I 2R 48, LA S ml ) o 3k
Jro HORVEANE R, 12 WK SunVTS S0k,

218 Sun Crypto Accelerator 4000 R 1.1 iR Z=F A 18R « 2004 &£ 1 A



Mt 3%

Apache Web Server [1] SSL it 5 %

A s A4 Sun Crypto Accelerator 4000 {4k Apache Web Server i % SSL
SCRER T ITR 4 . #NAE http. conf XHHPRCEIRS . HRVEAFELR, HSH
Apache Web Server (4.

1. sSLPassPhraseDialog exec:program

Wi 2R

%3R4 H Tl %1 Apache Web Server INARATHRE K program, LAWCER % 8 SC1F 10 %
e program 23K WCHE B At B bR et e L.

WERAFAE Z N0, e IL R 2, W) program RPAT—IR (FBIX
14T program ZH7, ol BANEE R .

program PATEEFHBANSE: F—ANSELEMERA, KA servername:port 1%
7, W www.fictional-company.com:443, ¥l 443 2T SSL ) Web JIli5%
AR A S 1o BB AN SHOR B P E PIRAY (keytype) . keytype TTLLUE RSA
g%, DSA.

i - TR UERSG R S INIEAT, RN L T deit, DANAHE IS A 2
tty AN (B) tty(3c) iRIH| false {H) .

BEFT FEST /opt/SUNWconn/cryptov2/bin/apgetpass At program AT LA
. ZFETFS BN BN EMN, 11 AR AN S A SR %6,

534, BEMH) sslpassword FFFibml LA S8R SO %8S, ik Gt Web
JIR 554 )R SR AT ] P AS TR . ERAES N
/etc/apache/servername:port.keytype . pass WAL R B SCAF . Wk
EEALAE, WM /etc/apache/default.pass . XM A S
RN R, R AT

i — EESOE N BRI LGRS, AT H FeVF Web 5545 LLIL 5 33247 1) UNIX H
JUEHCCAT . N AZ A AR dE Apache User $R4BCE IR — M.

WRKRIEE, WEABRAES AT WSR2 48 BRI ERAE, oA R B
sslpassword F2J¥, UL RSB IHAZ H ) #,
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2. SSLEngine (on|off)
W 2R, RN

ZA5 4 TR SSL Whill. 'wilHE A R ENP A, DMEX— N RS2 R
SSL. i I —Fhbg 202

<VirtualHost _default_:443>
SSLEngine on
</VirtualHost>

BEAE A HEWT S 1] 443 ChyifE HTTPS 3 D AR S5 25 B0E SSLe WERAEAE,
AR (BRIABED o

3. SSLProtocol [+-]protocol
Mg ARy, I

AR M T E S5 S5 AEREAT SSL 45 AL BEIN AE F A M. % C-1 FHRJF U] T
CIPENININE

®c1  SSL Pl

il WA

SSLv2 Netscape 3t 17 e A5 HE SSL Bpilt

SSLv3 SSL BMR I SEHTARAS , K2 FAT I Web 311 58 & S 7 (1T B3
TLSv1 SSLv3 IEHAA, HTIEH IETF #EAT RIS, SCRpe il e as iR 2>
all Je AT B

AN (+) BT () RAS IR UL, i, EEAEAIRE SSLv2 ISCRE, WA
LN 4R

SSLProtocol all -SSLv2

bR T AR

SSLProtocol +SSLv3 +TLSv1l
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4. sSLCiphersSuite cipher-spec
Mg ARy, BN,

H %,
SSLCipherSuite fi5-4 FH 30 & 7] FH 1) SSL %A S i ik It o

.htaccess

E 42 RIS kR #UL AL

HEEH, ZIRAAERIR SSL R TFINAEH] . A5 H I8, EsmiilhAT SSL HFT i
UG E (3 i ST P 18 7 D B SR 2 ELAE A& Wi N 2 i A

cipher-spec 7] LLJ&— i

=N

SRS

BRI SI3R, & 2 F T IR . fEk c2 1,

DH 1§ Diffie-Hellman, DSS 5%t 7254 brifk.
#c2  WHM SSL #iY
EiBiRid i AR Ln3 p)E MAC *E
DES-CBC3-SHA SSLv3  RSA RSA 3DES (168 7)) SHA1
DES-CBC3-MD5 SSLv2  RSA RSA 3DES (168 7)) MD5
RC4-SHA SSLv3  RSA RSA ARCFOUR (128 17> SHALI
RC4-MD5 SSLv3  RSA RSA ARCFOUR (128 fi) MD5
RC4-MD5 SSLv2  RSA RSA ARCFOUR (128 f) MD5
RC2-CBC-MD5 SSLv2  RSA RSA ARCTWO (128 fi7.)
DES-CBC-SHA SSLv3  RSA RSA DES (56 fii.) SHA1
RC4-64-MD5 SSLv2  RSA RSA ARCFOUR (64 fi) MD5
DES-CBC-MD5 SSLv2  RSA RSA DES (56 fii.) MD5
EXP-DES-CBC-SHA SSLv3  RSA (51247) RSA DES (40 fi7) SHA1 T
EXP-RC2-CBC-MD5 SSLv2  RSA (51247) RSA ARCTWO (40 f7)  SHA1 T
EXP-RC2-CBC-MD5 SSLv3  RSA (512{%) RSA ARCTWO (40 )  SHA1 Sy
EXP-RC4-MD5 SSLv3  RSA (512{%) RSA ARCFOUR (40 ) MD5 S
EXP-RC4-MD5 SSLv2  RSA (51247) RSA ARCFOUR (40 f7)  MD5 S
NULL-SHA SSLvd  RSA RSA ¥ SHA1
NULL-MD5 SSLv3  RSA RSA ¥ MD5
ADH-DES-CBC3-SHA SSLv3  DH 7 3DES (168 i) SHA1
ADH-DES-CBC-SHA SSLv3  DH G DES (56 i) SHAI1
ADH-RC4-MD5 SSLvd  DH ¥ ARCFOUR (128 17) MD5
EDH-RSA-DES-CBC3-SHA SSLv3 DH RSA 3DES (168 i) SHA1
EDH-DSS-DES-CBC3-SHA SSLv3 DH DSS 3DES (168 i) SHA1
EDH-RSA-DES-CBC-SHA SSLv3 DH RSA DES (56 fii) SHA1

Mi5k C  Apache Web Server § SSL B2 &%
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®C2 AR SSL %Ry (48

BT il EHAxXkR I8 oz MAC ESid)
EDH-DSS-DES-CBC-SHA SSLv3  DH DSS DES (56 1) SHA1

EXP-EDH-RSA-DES-CBC-SHA  SSIv3 DH (512{7) RSA DES (40 fi7.) SHA1 S
EXP-EDH-DSS-DES-CBC-SHA  SSLv3 DH (512f7)  DSS DES (40 fi7.) SHA1 S
EXP-ADH-DES-CBC-SHA SSLv3  DH G124 & DES (40 fi7) SHA1 T
EXP-ADH-RC4-MD5 SSLv3d  DH 1241 & ARCFOUR (40 f7.)  MD5 T

% C-3 FNHIF UL T AT ASR BERABLZ 2 ALK 530 44 o

%c3 SSL %

Bl 88

SSLv2 Frfs SSL A 2.0 #1iY

SSLv3 Frfs SSL A 3.0 %14

EXP JT A 3 o E

EXPORT40 JTA 40 A7

EXPORT56 JTA 56 A5

LOwW KRR %S (DES, 40 {7 RC4)
MEDIUM Fﬁﬁ 128 4\/2;7,115

HIGH FA 1% Triple DES (%14

RSA AT ) RSA B 4H A He i 35

DH BIA 18] Diffie-Hellman % #158 # () %14
EDH Fi# ] Ephemeral Diffie-Hellman #8142 # [ %h
ADH BIA I 44 Diffie-Hellman #8158 i) %15
DSS B DSS % & (1 %55

NULL FITAT A s T il 8
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R AT AR 2 C-4 rPA LR U0 ] AR R A DA I £ 38 300

Foa  TCE LRI 4

FH ER

<none> B gy i E5) =

!

+

B 58 A I R B ) — TGk P RS N )
FEEILARINBSR, JHE RS (ATREER RS0
MBI MBRET (LU ARSI s D

cipher-spec [FIERINE 2
SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP

MWEAAESECE BRE 4 CRIGIE) ¥ Diffie-Hellman Z AT %469, %+
ARCFOUR Fll RSA B N EIEI, SRJ5 & H e 2T N2 2

SSLCertificateFile file

W5 AR, TN

IEA T T 4552 IR 25 2% f) PEM Z4nfith X.509 i 5 301 (b7 &
SSLCertificateKeyFile file

W R, TR

ZAE 4 T e RS 2517 PEM gt FABH SCAEIAL &, e Sl
SSLCertificateFile F§4HELE HIUEF XTI

SSLCertificateChainFile file

W8 am, EMEH

g 4 THOE (6 PEM SIBIES T T RIS 35 0 ) Mo,

MR S5 ARUEFANE 2 P WA AT B DGIEN UG B A4, S mT A T i 45 ok M s - L

BAUE IS5 A e TS o

%Eé%’%r’)‘jm?‘ﬁﬁ (ssLverifyClient) i, [FJIB 2 PEBE H (FAIE 55 % S LI IE
Ao

SSLCACertificateFile file

W R, BMER

AR M T WS EN (CA) IERZUR JHT% PR ISR E .

SSLCARevocationFile file

B 4Ry, REAEENL

ZARS TR 0 CA R AIRRE Ol &L SRR
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10. sSLVerifyClient level
Wi 4k, BPENL, B3, .htaccess

PR T RCE R S5 a0 2 P ML BAIE . VR BRI DL R, IR AT E T
[EE g AR5 R S5 1) i s N E VA E 5

% C5 FIHIFULIH T level 1.

£ c5 SSL WAL HLgl

5 LA

none BRI BHES
optional LA e B A AAE T
require AP RAES

optional no_ca LA B AR ERAIE TS, (AIER R A

HHEEM T4 H none I require. ERIAE N none.
11. sSLverifyDepth depth
W 4R, HERIENL, H3X, .htaccess

ZARA TR RS 8 AVFI R S HLAE P RS OIE PEERE .. tRE R 0, WFRIRN A4S
WA EAESS ;s WSER 1, WRREFHUE 20 H RS 78 EER AT CA 4
(i ssLcACertificateFile) . fHIE KN Y CA #4L.

12. SSLLog filename
Wi &R, HEUENL

ZIE el Tk SSL A E A B H S RARE  (BUAMED , WAS LR
SSL 45 i B

13. sSLLogLevel level
W &R, BFE
ZIEA TR SSL HE XM PTic (G B TEANFEE . % C6 FIHIFUIIT level I{H.

#ce SSL H&EZuE

& LA

none AT HE LS, BRI EACEBIbRHER) Apache % H &
warn ALAGES I B

info (ERGTEPSSTEDS)

trace (KA SENS

debug AL IR

224  Sun Crypto Accelerator 4000 R 1.1 iR 3= F1ER « 2004 &£ 1 A



14. sSLOptions [+-] option
Wi 4k, BPENL, B3, .htaccess

A 1% H ORI SSL ABATIEI . FEXETR AT TN _EIN S (+) ATEL WERREIAS NS 2
BRCE s B RIS () MR ST RC B P LI, R 2 NN+ — S H K,
VU T B AR B R PRI E 0 JETRASRE B

% C7 B IF ] T IXERIE T .

®c7 A SSL LI

IR L

StdEnvVars BIEE—2IbRUER S SSL AHIC CGL/SSI b it — ‘e S e e LA At
TR

ExportCertData 51 SSL_SERVER_CERT. SSL_CLIENT CERT Al

SSL_CLIENT_CERT_CHAINn (n=0,1,..) FFIEAE, X4
PEM i i) 2 7 HLRIIR 85 28 UE 45 -

FakeBasicAuth PHIE R4 (DN) #easfi—A HTTP SRR 4,
H “Hethde” DIHTRAE . & AAVFAE SSL & 7 HLIRAIE I AR i
Apache Vil #EHIHLH], BIAEERH HR g2 .
Apache 0 SO RIZ LS F P 1) 4% H 0 25008 HH 0 2% 2% 7
xx3j31ZMTZzkVA. BHE “HM” —id1n%EA (crypt(3c)-

StrictRequire i+ 2% SSLRequireSsL iMuklHATIRVEV M), RIMEFA/E B A
B4 H 4, W satisfy Any %5, tB&tnit.

15. SSLRequireSSL

HBi. Hk, .htaccess

FrRARAEA] HTTPS, 5% 35 45 X 45 € H ok i o S mT 8 HTZ3R 2ok B7 1k R i
T 30 S N 32 BRI UE AR N 3 (A7 i)
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e D

P F R SO FHRE e LA A

AW A B — L A R AT TR S OpenSSL A7 N HFEF, M
M 78 43 R AR R s i D Rk AR s idk 1) 4w 3 75 XOF IR 25 T 5 OpenSSL W
PP . HEEey AR th T H OpenSSL #2J7/F (WM http://www.openssl.org
N AT 2 A

ML H e SO Ry PAASE P A

A A N FE P LAEH] Sun Crypto Accelerator 4000 #BEAF (1115 B 46 “ & ke
A, ANRA RSy . BRAG BT REA T, EARMMEMHLR . WRE
Sun FEIfERJT %, 5 Sun Professional Services (M%) BER, T HE T
1175 ST

v BCE H € O IR DUE IR
L SeH B i SRR Sumnke120 B

2. PCE R, UL /opt/SUNWeconn/cryptov2/include W) OpenSSL 3k 314,
Bl AT CAF G R b il i S S0 A -

-I/opt/SUNWconn/cryptov2/include
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3. Pt , DL S G SR PRSI
KZ#5 OpenSSL AN AT 5 1liberypto.a B 1ibssl.a F2FE, ##
[R5 AR AN RE P . A4 Sun I REFPIE . AT AT I A BE RS e MK e Bt 5 A «

-L/opt/SUNWconn/cryptov2/1lib -R/opt/SUNWconn/cryptov2/1lib \
-lcrypto -1lssl -1lkcl
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Mt 3%

BAEVF ]

ASHE A4 Sun B IACHVE TP BL K 5 =05 AR R A AT

i — AU SR AR R SR =T VR TR ] 58 4 el VR R A WK AT T Bt

Sun Microsystems, Inc.

LIRSS P Rl B

RGN REEZA, EFARIEAMYAZERFEARERANFIFRIRR (HR
LD . MRITHARENRER, BIRFEREZAK 7 BFER. HBRZRFAR
EIEEE, WRIEER I BARRIEE BT R, BRTEEZTXERNR.
WMRETEZIARXLERMN, FILMFERERORGRR, ERSRHK; =&, R
B RTARNITERYG, FEX “Hi” FREBIESE “Ba” i,

1 AEFIVFRT . MR 5 BT S AS 9 AT R AR 7 5 H R SEHLREE 25, Sun #2745 F
Ml HANFTREEVFRT, SRR AAE A S Y B PR (R B AR AN SRS LA Sun S (A AR AR A i
WHIE (R 87D .

2. B, AR JE TR SO, HARRBGERY . AR B BN A AR DS ) R
B Sun MEVFRIRATH P SR RERIE— 0 T80 HIm “8rr” miA; Britz
Gby AFEHEAEST B4 BIA (BRI &30 h A E) « BRAESADGE ik
FARIR S, SIEATT MBS, R “BAT” , WATTRUN “EAE” AT R TR
Rl B B VERTE IR B ik BAR slE R T A% B . Sun
M S 3838 R PE A 7S SRS 7R RAIE . 55 Sun VR RRAT H AR R Fr . ik
FERAbRS BWOREG M A FRATRIBR . B2, ANFEA “ B IVF AT 2

3. AL Sun [BELRAE, HIEEZH CRUBEHE S LI H 0 HE) &2 90 Ky, 7K
BT A CERATD AEIEFAE A IR O0 A S IR T E 05 m i e . R
AR “HAET =R O MRAEIEAT BRI, SEIME AN Sun AHH [ 4 DT
RS AR A REOREE N “BAE” SR (1 Sun H5E) .

4. BREFAER. BRIEAKR “HH” AXHE, BN SUN B4 A (E AR /RS R AY
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OPENSSL 2] jif &

OpenSSL Toolkit KM EVFAT, Bl OpenSSL ¥ o] 14 SSLeay V1 MLE (H14¢ 4518
JIF- OpenSSL Toolkit. N2l 3. SEfr b, PV AI#E BSD AP
VAo AT 5 OpenSSL A < VAl [ 8, IR

openssl-core@openssl.org.

OpenSSL iFr]

JRABUITA () 1998-2001 The OpenSSL Project. {4 HTA AUF.

TSR L LU 2, I A v AYS AR AN — b T QAT PR3 R AE ] BB 55
1. YA ) 23 e b 20 OR B LA ERROBCA W] ASSCRR 26 A LUK ik S e A W

2. DA AT (K FF 43 R AU A L RROB W L AR ST A %A1 LA R 43 S I B £
SCRAAN/ BCEERPR R IR TR ]

3. P MASAT D RESAL AT ) 2 SRR AL 205 LR W] A S A gt e
OpenSSL Project JT A& ] T OpenSSL Toolkit FJ#f}:
(http:/ /www.openssl.org/). ”

4. FHoRE BV, A1 “OpenSSL Toolkit” F1 “OpenSSL Project” “7-Ff T
AERAEATE ™ W AR . RS VR AT, TR LR R i

openssl-core@openssl.org.

5. 415 R% OpenSSL Project HlivFn], ARRABAATAE 4l “OpenSSL” ,
i H = i AR ATF L “OpenSSL” “F4f:.

6. LMEATTE AT (K7 2> S AL 0 OR B AR P ] A7 45 1 OpenSSL Project JF
KT OpenSSL Toolkit (http://www.openssl.org/) . 7

AEH OpenSSL PROJECT “#z[gE#F” f2fft. X FEMIATSERAER, SHFESR
PRF > 1&E $H M F03E A 1Y BE 7R #B 1R, OpenSSL PROJECT R fask. LitEM#HAR S
B, TEXAAMHEXRENER, LRERE. RIRREHRMUTAH (BIEIRHH
ftt) , OpenSSL PROJECT HEF XA RMAMEME FERARGMSBOERE. [
B BR. BIMSETREAR (BREFARTERERIRSHIRG: T
ARG, BURZRSHFEHRE; Sl S PE) . AMECHEMFTEHILERK, B

s,

A7 ElFE B Eric Young (eay@cryptsoft.com) 45 (1IN K AF . A il 4E B Tim
Hudson (fh@cryptsoft.com) %i 5 I 4K F
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WA (C) 1995-1998 Eric Young (eay@cryptsoft.com) £ f il BUF] .

KA 2 H Eric Young (eay@cryptsoft.com) %5 (1) SSL T H . A THM S S
Netscapes SSL.

HERFG LT AF, AR AT DL 9 M T R AN R ML T 3 e DUR S IEH T ARy
R4S, L& RC4. RSA. lhash. DES Z5tiH; i A AXHE SSL 405,
ARGy K BE IR SSL SCASIE Y AH IR (KRB &3, (ERRHF A7 A Tim Hudson
(h@cryptsoft.com) .

JEAUTYE Eric Young FTy,  PRIANEHIN B3 A RS Hh BRSO A ]

TR A AL, WIS BER Eric Young A& T FHFR T FER A (40 5 & . BT
LR AR A Bl o SCAGH BB, T LA AR I SR OBl se
A .

USRS UR 2, AR VR A CRE A T AT #0 SR ] (g 79D -
1. PR IR 20 A i 5Ok B SRS WY ASSCRI 846 AR LK R IR S st 7

2. DA R AT (K FF 43 R AU AL RROBS W L AR ST A 51 LA K 43 S I B 1
SCRAAN/ BCEERPR R IR T

3. I MAAF D e sl A IR S AR A 20 5 UR A ] “ A% i AL 4% i Eric
Young (eay@cryptsoft.com) &5 (I AT 7 W BT FIRE 3R AT RO RSP 55
TR, ATLUMER “InE” FHE ).

4. R apps Haxk ONHIREFAUS) 1 EMERT Windows R @Y (sILTETE
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RAMMAMEXRTEREE, TRERE. TEAREIRUTA (BIFEIRIEM , &K
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Sl Sl . BMESHEMATREHILEBR, hRfi%.

AV AT 1 2 TFRRASSATA 7 O VF TR R K BRI e, BT
BSTILUE 3y 4P RVFITIOZ0 K 4% GNU AJEHIT. ]

“lan Fleming was a UNIX fan!
How do I know? Well, James Bond
had the (license to kill) number 007,
i.e. he could execute anyone."

-- Unknown
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FHRGEBMFR, A1 “mod_ssl” LR TABAATAES SRR . 2
PAFBMVERT, IEBER LN Bl rse@engelschall.com.

K%t Ralf S. Engelschall $5E 15 HIVFAT, ARREEABATHIFT A i dir 4 0
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} Sun Crypto Accelerator 4000 fifif %5
AN CIRES

FEAEHL N, FIREW EER PO N failsafe AN, JREERAR NI P 51 50 A
o HBEAE I brtfE SCST Bk ORI A RESE UL IURAE .

7 — B veaadm FEFF T zeroize iy KK Sun Crypto Accelerator 4000 %
T EP TR, AL, zeroize M IRFHEMT BB IR AT 784 Bl A RUM, i
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B, MR KRG, 416 DR WIEHS RS, 1525 R G bR S0k
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.properties 4, 190
ufEH, 17,215
/etc/apache/default.pass, 219
/etc/apache/
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/etc/driver_aliases X, 35
/etc/hostname.vcaN X, 48
/etc/hosts L, 49
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Apache Web Server, 17,214
¥54, 219,220,221, 222,223,224, 225
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SSLCertificateFile, 223
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WA, 223
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driver.conf /¥, 35 setenv diag-switch?, 188

driver_aliases Xff, 35 show-devs, 189
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etc/apache/ watch-net, 191
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diag-switch?, 187
OpenBoot PROM, 37, 186, 189
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pause-off-threshold, 24
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etc/hosts Xff, 49
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hosts 34, 49
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ifconfig 4, 48
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infinit-burst 2;&7 25 PCI A%éﬁ?ﬁu%ﬁ, 30
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ipg0 24, 28 pkgadd 4, 215
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ipgl 241, 28 prtdiag 4, 215
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ipg2 24, 28 RXMAC il-#8s, 41
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kstat %, 39,46, 185
libcrypto.a &%, 228
libssl.a 2%, 228
link-master, 24
link-master 2%, 24
MMF, 23

modinfo 4, 215

ndd SEHFEF, 31

rx-intr-pkts, 24,629
rx-intr-pkts %, 24,29
rx-intr-time, 29
rx-intr-time ¥, 29
setenv auto-boot?, 186
show-devs 14, 189
show-nets 4, 187
Solaris 9 54M2)7, 11
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OBP PROM, 186, 189 speeds=
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.properties, 190 100, 37
reset-all, 186 1000, 37
setenv auto-boot?, 186 auto, 37
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libssl.a, 228
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UTP J&RfC4E, 208,209,210, 211
FYEZESK, 210
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HYIEEESE, 20,216
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driver.conf, 35
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setenv auto-boot?, 186
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TIRAr b4, 27 LK PCI, - 46

PR eSS, 23 BIn bk nkE S5, 28

S, 27
WRICHE, 9
XHFEF S5, 23
SHARE, 24
fidE, 23
sk, 23
EFE X, 24
AT, 40
IREFE S E, 185
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R
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