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Compliance Model Number:
Product Family Name:

EMC

USA - FCC Class B

Declaration of Conformity (Fiber MMF)

Venus-FI
Sun Crypto Accelerator 4000 - Fiber (X4012A)

This equipment complies with Part 15 of the FCC Rules. Operation is subject to the following two

conditions:

1) This equipment may not cause harmful interference.

2) This equipment must accept any interference that may cause undesired operation.

European Union

This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

As Telecommunication Network Equipment (TNE) in both Telecom Centers and Other Than Telecom Centers per (as

applicable):

EN300-386 V.1.3.1 (09-2001) Required Limits:
EN55022/CISPR22

EN61000-3-2
EN61000-3-3
EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-11

Class B

Pass

Pass

6 kV (Direct), 8 kV (Air)

3 V/m 80-1000MHz, 10 V/m 800-960 MHz and 1400-2000 MHz
1 kV AC and DC Power Lines, 0.5 kV Signal Lines,

2 kV AC Line-Gnd, 1 kV AC Line-Line and Outdoor Signal Lines,
0.5 kV Indoor Signal Lines > 10m.

3V
Pass

As information Technology Equipment (ITE) Class B per (as applicable):
EN55022:1998 /CISPR22:1997

EN55024:1998 Required Limits:

EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-8
EN61000-4-11

EN61000-3-2:1995 + Al, A2, Al4

EN61000-3-3:1995

Safety

Class B

4 kV (Direct), 8 kV (Air)
3V/m
1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines

1 kV AC Line-Line and Outdoor Signal Lines, 2 kV AC Line-Gnd,
0.5 kV DC Power Lines

3V
1A/m
Pass
Pass
Pass

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:



EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:2000, 3rd Edition
Evaluated to all CB Countries
UL 60950, 3rd Edition, CSA C22.2 No. 60950-00

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/ /S/

Dennis P. Symanski Pamela ] Dullaghan

Manager, Compliance Engineering Quality Program Manager

Sun Microsystems, Inc. Sun Microsystems Scotland, Limited
4150 Network Circle, MPK15-102 Springfield, Linlithgow

Santa Clara, CA 95054, USA West Lothian, EH49 7LR

Tel: 650-786-3255 Scotland, United Kingdom

Fax: 650-786-3723 Tel: +44 1 506 672 395

Fax: +44 1 506 672 855

Declaration of Conformity (Copper UTP)

Compliance Model Number: ~ Venus-CU
Product Family Name: Sun Crypto Accelerator 4000 - Copper (X4011A)

EMC
USA - FCC Class B

This equipment complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This equipment may not cause harmful interference.

2) This equipment must accept any interference that may cause undesired operation.
European Union

This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

As Telecommunication Network Equipment (TNE) in both Telecom Centers and Other Than Telecom Centers per (as
applicable):

EN300-386 V.1.3.1 (09-2001) Required Limits:

EN55022/CISPR22 Class B

EN61000-3-2 Pass

EN61000-3-3 Pass

EN61000-4-2 6 kV (Direct), 8 kV (Air)
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EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6
EN61000-4-11

3 V/m 80-1000MHz, 10 V/m 800-960 MHz and 1400-2000 MHz
1 kV AC and DC Power Lines, 0.5 kV Signal Lines,

2 kV AC Line-Gnd, 1 kV AC Line-Line and Outdoor Signal Lines,
0.5 kV Indoor Signal Lines > 10m.

3V
Pass

As information Technology Equipment (ITE) Class B per (as applicable):

EN55022:1998/CISPR22:1997

EN55024:1998 Required Limits:
EN61000-4-2
EN61000-4-3
EN61000-4-4
EN61000-4-5

EN61000-4-6

EN61000-4-8

EN61000-4-11
EN61000-3-2:1995 + Al, A2, Al4
EN61000-3-3:1995

Safety

Class B

4 kV (Direct), 8 kV (Air)
3V/m
1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines

1 kV AC Line-Line and Outdoor Signal Lines, 2 kV AC Line-Gnd,
0.5 kV DC Power Lines

3V
1A/m
Pass
Pass
Pass

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:2000, 3rd Edition

Evaluated to all CB Countries

UL 60950, 3rd Edition, CSA C22.2 No. 60950-00

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/

/S/

Dennis P. Symanski

Manager, Compliance Engineering
Sun Microsystems, Inc.

4150 Network Circle, MPK15-102
Santa Clara, CA 95054, USA

Tel: 650-786-3255

Fax: 650-786-3723

Pamela ] Dullaghan

Quality Program Manager

Sun Microsystems Scotland, Limited
Springfield, Linlithgow

West Lothian, EH49 7LR

Scotland, United Kingdom

Tel: +44 1 506 672 395

Fax: +44 1 506 672 855
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Regulatory Compliance Statements

Your Sun product is marked to indicate its compliance class:

e Federal Communications Commission (FCC) — USA

* Industry Canada Equipment Standard for Digital Equipment (ICES-003) — Canada
¢ Voluntary Control Council for Interference (VCCI) — Japan

* Bureau of Standards Metrology and Inspection (BSMI) — Taiwan

Please read the appropriate section that corresponds to the marking on your Sun product before attempting to install the
product.

FCC Class A Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is
not installed and used in accordance with the instruction manual, it may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which case the user will be required
to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply with
FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

* Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to

maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.
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ICES-003 Class A Notice - Avis NMB-003, Classe A

This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

ICES-003 Class B Notice - Avis NMB-003, Classe B

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

VCCI £
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BSMI Class A Notice

The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.
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00 00 08 00

00 00 e0 00

eeprom

70 63 69 38 30 38 36 2c 62 35 35 35 2e 31 30 38

00000800 00000000 00000000 00000000 00O0OOCOOOO
02000810 00000000 00000000 00000000 00002000
02000814 00000000 00000000 00000000 00000100
02000818 00000000 00000000 00000000 00200000
02000830 00000000 00000000 00000000 00100000

00 00 00 30

00 00 40 00

ethernet

network

network

00 03 ba 0e 99 ca

Sun PCI Crypto Accelerator 4000 1000Base-T FCode

mif

501-6039
SUNW, pci-vca
00000000

00000001
00100000
00000001
00000040
00000010
00000040
00000040
0000108e
00003de8
00000002
0000b555
00008086
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4 Sun Crypto Accelerator 4000 i

Sun Crypto Accelerator 4000 f{{# & £} 7 Sun Crypto Accelerator 4000 CD I - [Ei'fi
[jfe! - SunSolve AH™ BV A < Gh=BYIY 10 FIfy T ARSI, TIVIRR 2
e

FRPE T R < S 1P install ;v“%ﬁrﬁi/};[f F F AR ]
install ?F“Tiﬁ—ij%fﬁﬁg Elfﬁﬁi/%fﬁ?a %’*EJFIT

VT
1. ¥ Sun Crypto Accelerator 4000 CD A E| Z 4 CD-ROM JEki o

m [ ERETRUEL Sun Enterprise Volume Manager™ - i E’*F 1F 1k CD-ROM ##k
Z[| /cdrom/cdrom0 [ & o

m Y[ E3#5 #0 Sun Enterprise Volume Manager ° ﬁ%@[ﬂ Hriigisi CD-ROM -

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom
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[ 7 /cdrom/cdrom0 | UERF[IFE]™ F[A g =2 FIEk

&2 /cdrom/cdromo [V

RN AR

b

Copyright
FR_Copyright
install
remove

Docs

Packages

S (AR PR
Y (AR
F%E Sun Crypto Accelerator 4000 fi{ fif! ij“[ 4 ﬁF
F£2 Sun Crypto Accelerator 4000 Jf{ {14414} fi6

Sun Crypto Accelerator 4000 /714" 1.1 15 =0 ) By
Sun Crypto Accelerator 4000 /7 [*1-f 15 F /=& H12F

Ell fA, Sun Crypto Accelerator 4000 ﬁﬁk’ﬁ?;? [E

SUNWkcl2r ;ﬁrj}ﬁgmuﬁ E3

SUNWkcl2u ,’;ﬂ'fpﬁ;@} B VR ;E[
SUNWkcl2a Apache SSL ¥ 45 (7))
SUNWkc1l2m ﬂﬂﬁgﬁgﬁgﬁng(é?go
SUNWvcar VCA FHIE A (root)
SUNWvcau VCA ?*rx R IPR A (usr)
SUNWvcaa VCA F‘FE,I

SUNWvcafw VCA iwﬁg

SUNWvcamn VCA ;FJF-F SRR RPEL (7))
SUNWvcav VCA SRRV SunVTS HEE (7))
SUNWkcl2o SSL [f151~ S =N (7))

SUNWkc12i.u 1) KCLv2 [ IPsec [ (7))

T LI e Bt TR PR L

Yl Jﬁi ’ij ! —L%f%‘iﬁ% g :

FLE| d:“[‘E[JIEIF' Apache {&5; ﬁ*ﬁﬁ EbTAIN ?i%f ZH Y SUNWkcl2a & (F -

CE R EPLEAREE S 4 iU Apache AT AR - A 4HEEN Y sUNWKe120
l'fF

PUE PRI SunVTS R > T HEE Ny SUNchav, (o [ spidad

SunVTS 44 FRFATH (it 5. 0 T qb%f SUNWvcav 2 {f °

51.% — Sun Crypto Accelerator 4000 CD Ffiu#H| suNwkel2i.u 2 [F{ESF) .u WJ’r‘é’i’
o VEEE i o ”*‘”‘%"@Elt SUNWkcl2i o CD M=% [fFpv uﬁﬁ*’ﬁy ”FT}HF =%

JL%‘;.H sun4u architecture-specific °
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2. A THHES DLLRPR R

# c¢d /cdrom/cdromO
# ./install

SR I DTS RIS - L
e L Cohh gty g

R - IR P (R AR o GRS E I (SR -

# ./install
This program installs the software for the Sun Crypto Accelerator
4000, Version 1.1.

*** Checking if Sun Crypto Accelerator support is already installed...
*** Checking for required OS patch(es) :
113146-01 112838-07 113068-04 113449-02 113453-04 114758-01
*x* Checking for incompatible OS patch (es)
*x* Checking for optional package dependencies...

Do you wish to install the optional Crypto IPsec Acceleration software
(SUNWkcl2i.u)? [y,n,?,q]

Do you wish to install the optional Crypto Apache Support (SSL) (SUNWkcl2a
SUNWkcl20)? [y,n,?,ql vy

Do you wish to install the optional Crypto QA Tools (SUNWkcl2g SUNWvcaq) ?
ly,n,?,ql n

Do you wish to install the optional VCA Crypto Accelerator/Gigabit Ethernet
SunVTS Diagnostics (SUNWvcav)? [y,n,?,q]l n

This script is about to take the following actions:

- Install Sun Crypto Accelerator 4000 support for Solaris 9
- Install Optional Crypto IPsec Acceleration software

- Install Optional Crypto Apache Support (SSL) software

To cancel installation of this software, press ’'q’ followed by a Return.
* * QR * *
Press Return key to begin installation:

**%* Tnstalling Sun Crypto Accelerator 4000 software for Solaris 9...
Installing required packages:
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SUNWkcl2r SUNWkcl2u SUNWkcl2m SUNWvcar SUNWvcau SUNWvcaa SUNWvcamn SUNWvcafw

Installation of <SUNWkcl2u> was successful.
Installation of <SUNWkcl2m> was successful.
Installation of <SUNWvcar> was successful.
Installation of <SUNWvcau> was successful.
Installation of <SUNWvcaa> was successful.
Installation of <SUNWvcamn> was successful.
Installation of <SUNWvcafw> was successful.
**%* Tnstalling selected optional software for Solaris 9...
Installing optional package(s) :

SUNWkcl1l2i.u SUNWkcl2a SUNWkcl2o
Installation of <SUNWkcl2i> was successful.

Checking operating environment requirements...
Determining package requirements. ..

Verifying required packages are installed...
All required packages installed.

Determining patch requirements...

Verifying required patches are installed...
Requirement for 113146-01 met by 113146-01.
All required patches installed.

Installation of <SUNWkcl2a> was successful.

Installation of <SUNWkcl2o> was successful.
**x* TInstallation complete.

EERIPEERE | =

Fol [ HE T, Apache nﬁ T %é * Sun Crypto Accelerator 4000 x4 P FIFE{H SSL
YEEIGER BT % SUNchlzaE”i SUNWkcl2m °

BIdAEs fEn s i > GEERO LD suNWkel2a » SUNWKC12m »

SUNWvcamn *» SUNWvcav * SUNchIL2o7y SUNWkcl2i.u e

i B 21 I VI ST R R PR AR -
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# 2.2 JHEA4E Sun Crypto Accelerator 4000 fi ] it RQIaE A

%22 Sun Crypto Accelerator 4000 f'#%

Bif b
/etc/opt/SUNWconn/vca/keydata ﬁgﬁg[gﬁg[ (LIJJD,»L‘%[;)
/opt/SUNWconn/cryptov2/bin YRR
/opt/SUNWconn/cryptov2/1ib ﬁ,j%ﬁfgfk‘lg,
/opt/SUNWconn/cryptov2/sbin e lfF'H&J
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i 21 T S R R -
/
/etc /opt
/opt
/SUNWconn
/SUNWconn

/vca /cryptov2

/keydata

vpf s EhY

/Fin /inﬁlude /lﬁb /ﬂan /ﬁbin /ssl

TR [ sy TR = e B A Apache
il e & e FIF 7 EEvE

21 Sun Crypto Accelerator 4000 f '#<=* %

AR — 4 %4E Sun Crypto Accelerator 4000 fiifE Pﬁﬁ%l& SFERI “”F’tg"?—[‘: SR

?Jifﬂl AEr - =BsY 62 FIfY | vcaameUilF,[ ;'I;IJFJ, JIVHE W’UIHM’H
leppJa%*
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F2[% Sun Crypto Accelerator 4000 ﬁf&?%;

FE IR = Z8 PR R - CD-ROM. Y remove §14] Y
/var/tmp/crypto_acc.remove f’, ] w{?l& pkgrm f; 7 7_1:3*| ]EIF WIH R e
PR IR - VA E FTJIEU pkgrm 1p] ;"’fé‘ﬁ HF J? F %’*FMW‘#B

0['%\[ & install f’, i SYHERH > Y] remove ?[ AR o U = B
?g' %[E{ /var/tfni/cryj?o ch remove fF’, 'J%ﬁiﬁ% Bfg

v {{i¥] remove ?ﬁ*ﬁﬁﬁ%ﬁéﬁf«%

® }fi A Sun Crypto Accelerator 4000 CD-ROM 4% » A FHINZ :

# e¢d /cdrom/cdromO
# ./remove

v {{i*] /var/tmp/crypto_acc.remove ?F[ .Jﬁ?

PR

H—ﬁL};k l%ap TN S E]

/var/tmp/crypto_acc.install.2003.10.13

o RATHINE :

# /var/tmp/crypto_acc.remove
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LR 2

F PR %J&_ Sun Crypto Accelerator 4000 UTP =* MMF & A /7 =i {2 v
oa HEIHEPH 2 ffi 0 fy TR AT

m Y23 FIfiv TR E@g*@ ' (vea) ZH

m 3V30 FIpY FF%"J&_' vea FREAEF Y

m 3737 FIfY T ii"] OpenBoot PROM ?TE'B@?@?%Q\?‘EW FTEP S R SIS
w5339 FIfY TARARE SNl R S R SR

m 5748 IRV TAEERE

N BRI (voa) B

vea Lt l'%éﬁﬁ%ﬂﬂ Sun Crypto Accelerator 4000 UTP % MMF ¢ S a4ERES - vea
@‘ﬁi}%—[*“ PEE Sun rypto Accelerator 4000 (108e £l ID > 3des L PCI )%\i I ID)
AU UNIX pei &#%fE pcilo8e, 3des »

Ep )= éﬁ%“"{ veca %f”{%éﬁ}%*“ YIS SR 1Y A [ Sun Crypto Accelerator
4000%* i jfﬁ VAT o S R R0 IEY Sun Crypto Accelerator 4000 i
b= /UL['F'JF' ]Echagﬁi (RRpIA = s ?ﬁ'”/['lﬂ% lﬁﬂi’*gjﬁ

Sun Crypto Accelerator 4000 4*1@" UTP %* MMF PCI /7 o1 4 (=27 37 FIfY

" "] OpenBoot PROM EV“ I wgﬁug[‘ﬁﬁgﬁpgﬁp 8= 3 /”LI' S S o
FEs g[%“@j ) vcagﬁsfF[' o F IR g st PR R [ GRS () m Iﬁg,lp, s
speed duplex ® link-clock 2Rt fLBIZ o 1ink- clock Y {EH
/iR ] 1000 Mbps # (EI9THI » vea ST tr,iﬁﬁxgﬁ[[FuJ ﬁF?;EJL 1) TEH
i
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BE - O Ll » RS R T PR R 10D [ speed -
duplex & link-clock ({Eif" 5" 1000 Mbps) 25 (™= o Y[ Ry [bliadiies (= 114l
PO ST I - [ 3 ARG BV 37 FIFY T ] OpenBoot
PROM ™ i 19 ISRy i -

BRI S B 2

31 FU vea SERIRRRFEA oL .

®31  vca FREVHF2E SRR P

Em R B0

instance ;@:}@z% 3 %ffg{ Iﬂf?[

adv-autoneg-cap ;@*}@z% % 5 (A A A g
adv-1000fdx-cap MR (A 2 (UMME £ 1)
adv-1000hdx-cap %g@wn b (e Sy
adv-100fdx-cap FIvEH B (A 2 8 (L UTP ﬁE‘l' £)
adv-100hdx-cap AVER (e 2 G (LUTP £ i)
adv-10fdx-cap AR (e 2 G (LUTP i)
adv-10hdx-cap RV 34 21 (FLUTP )
adv-asmpause-cap FvE f:éfﬂ’fﬁﬂ“%ﬂv‘
adv-pause-cap ;@:}@z% 1 ilhﬁﬂ-mﬂ‘%ﬁ\f
pause-on-threshold ;@?VEEFH, 7 7 E%ﬁwiﬁ@\r
pause-off-threshold ;ﬁy@ww ?l‘“f—'ﬁﬂ’ﬁjﬂ‘gg{f

link-master ETEE 1 Gbps @F'Wﬁifﬁ[@?“%ﬂr
snable-ipg0 AR e MR [ R
g0 A e Wb OBt g
tpat BER o llhe 2

1P AE il 25

rx-intr-pkts j%}:ivgg:ﬁn %”iH'%‘;ﬁfg I"F:T
rx-intr-time FIvE T
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F31 vea FREHA 2 PRI (#)
e R B8
red-dvatosk AVE By R I 603 0
red-dveto8k %g@wn IRk 1 Eﬁg”&"ﬂ ETIES g\[ﬂ &
red-dv8tolOk FIvEH Ik 8 T e 0 S a[ﬂ 15
red-dvl0tol2k %?ng?@n @ﬁﬁ;lﬁ—@ﬂg’ IS *i[[l o
tx-dma-weight Fve PCI i 135
rx-dma-weight ETEES PCI ﬁft‘lféfﬁr
infinit-burst %?V%?F@ 1 PCI JA,E‘I_%EV
disable-64bit %?ng?@n PCI ﬁf&‘l‘ifﬁf

SRS

*7U‘*§1¥ﬁﬁ LIS (11 voa BEEVH GRS speed ¥ duplex

R %32

e (AL 2 e IR -

AR - YN RV 0
PRI 0°frf¢1:%<g[%

55 I Yk Agh

SRR - JIREFREBRIL, 0 UG - L
fill > 1[4&5*255 jr%ﬂu_ﬁb vea SEEIUTiE -

Sun Crypto Accelerator 4000 UTP /7 [ 3] i 2 Br== 4 % 3-2 [[1BH5- Y Sun

Crypto

®32  EEEE

Accelerator 4000 MMF 21 [fi] ©

2% B UTP Ali&k MMF AT EF
adv-autoneg-cap E[I’ﬁﬁl%'iﬁlipﬁﬂ¢ i ﬁj X X
i

1— E' PSRy C ?%

adv-1000£fdx-cap E[' P A B ,1JFJ: X
#1000 Mbps % -

1 =1000 Mbps = =7 T (5"5?‘)

adv-1000hdx-cap X X

E“ F‘ﬁﬁlﬁ By l}[,‘jJFh
F1000 Mbps 4 =7 ZPE
1 = 1000 Mbps 4 <= ZPfe E%“)

EI3E WEHEBEAZH 25



®32  HHERE (F)
28 Bl:] UTP 7 MMF AE+

adv-100fdx-cap E['F %‘iﬁ]ﬁlﬁﬂ¢f"jn E‘lﬁrﬁ‘: X
0 = 7F100 Mbps = <=7 2]z
1=100 Mbps = =7 22 (i)

adv-100hdx-cap E['F %‘iﬁ]ﬁlﬁﬂ¢f"jn E‘lﬁrﬁ‘: X
0 = 7F100 Mbps 4 =7 2]
1=100 Mbps <= 2= ()

adv-10£fdx-cap HIP U%iﬂ'ﬂ'ﬁfﬂtf"j“ f&‘l'ﬁiﬁ: X
0 =710 Mbps = <57 ZJp<
1=10 Mbps <=7 7= (FH)

adv-10hdx-cap HIF P B fy[jjjﬁt X
0 =7E10 Mbps § &~ e
1 =10 Mbps 4 <57 7= (1)

P 3 f1EE) VSRR ERT 10 RS R 0 R RS o JN ETE R
B 0 LK P IEE S UL

NOTICE: Last setting will leave vca0 with no link capabilities.
WARNING: vcalO: Restoring previous setting.

AR - G VpvEiH T veao £ vea PSS i Sun Crypto Accelerator 4000 /71
11 Sun Crypto Accelerator 4000 SEf! €7 o =] '[l&]?'lilfﬁf‘ﬁ B /1 AR ]
SR o (NI veao ST DIFERRL 0 -

B

vea SEEIFT AR (H5R) 2 (1% 7 ¢ IEEE 802.3x E%lﬂ@ﬁﬁ%ﬁﬁﬁé&}gﬁﬁju@
%%@UEE@E% o T [V POV Bl Jﬁgzﬁﬂ ' vea f;ﬁzgp‘r % % l’i‘ﬁi@?‘ o [P
{ Il

)+ ves BT B R © BRSSOl (e
FErby - FUSRTD » BRI e I R A A
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% 33

b FA B IR

AEF

iR

adv-asmpause-cap

adv-pause-cap

pause-on-threshold

pause-off-threshold

MME =2 UTP /i - JR2EPT + (I - vea JEEIE R 6y DT
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fak

1= E?{
P2 gt R [ ) adv-asmpause-cap UMt o (F F%P: =0)
28E -+ 28E = L]

adv-asmpause-cap= adv-pause-cap=

1 150 adv-pause-cap H'}H:Lﬂh#
R

! 1 PTRR LB o [ 02

1 0 ?*@»p FIESE > (HEEE s -

0 1 P =g s -

0 150 adv-pause- capi%iﬁ?ﬁi;#ﬁ:ﬁ?
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EHE S Prf R XON-PAUSE AESI985 15 (RX) FIFO Fl1/ 64 7 7 52 BhIFMEE 1«
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TP PR % XOFF-PAUSE HE41P9 RX FIFO [V 64 A 7 55 Bl | -

R T SIS 22

B Lo |EU*71A1§_1 P RE link-master - ;,F_J F‘}{"’*E@{‘”EW' (=%, link

master | P > PSLET LU T - ZIDFM»&

?i]ﬂ I 11nk master

YT ‘M—j vea HEfE (B link master FVF'J °

x 34

A i S

28

link-master

e ki it S R i
Lo 0 1 - I g R BRI 1 R () -

FEIE REHEHEXDHY
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Ff o ffa 25
vca %E{ﬁz%‘%‘ enable-ipg0 F[@F,J;E?c (R

T RS E TR ] enable-ipg0 [ E ( EIP%E rvcaéﬁiﬂ' gl Jpgﬁﬁﬁ‘ﬂyﬁ ﬁFéE o
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E Iﬁjﬁ IR P ] vea FREVAHZSE ndd 2 PR  T) ISl vea }gﬁéfﬁf fisses
(7] -set ) @R (THP] -set ) =g -
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Fb ndd 2 H R SRR TR
T ndd 2 IS vea SV YRR RORIER S PR SRR -

. B /etc/path_to_inst R{ZELLRNRE &2 E I HIRERE o G525
path to inst(4) ¢ ESiWE o

# grep vca /etc/path_to_inst
"/pci@8,600000/network@l" 0 "vca"
"/pci@8,700000/network@l" 1 "vca"

[l mW’“F&mamoAm%mmﬂmoéiﬁ B bR N
FIFIBRRRL 0 5= 1

. FEPHBISER RS IR IR I o

# ndd -set /dev/vcaN

SERE — 7 P RO N PRGOS -

TSP E R J ’%ffﬁlﬁj |JM§JE R

I B E
[ P07 ndd 2 8RR O S
n

LR

¢¢?@ﬁfﬁhffH
o T E*J’r?l* i

| g‘g o ﬁw#ﬂj J'%f BT A R e
B S F‘FE” *fwgﬁlp F F

IEIH SYH] “qu(gfl& % Vﬂ@ %f B ndd(1M)

J
4
u
El

i T EE 1 ndd o AR
AT (SRR 0 -
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® ZHEMSEIA » GHTEH -set I o
PN TR -set fffijy’éﬁ ndd SH[FEFC, F'J%ﬂﬂ—] H52 value » 7 Fl?ﬁ“‘—n’ﬁ ik
[V /dev/vea [MRERZEZ I 2R R LR

# ndd -set /dev/vcalN parameter value

BRI adv BHE L USRS AURLEL -

- link up 1000 Mbps half duplex

o WHRBYI %ﬁiﬁﬁzfé&%m’jﬁ%lﬂﬁ,ﬁ\{ﬁo
i -set ST I T 0 RS ) OB I
?FIQL:’*EIV*E'FTJFUIEI &ﬁl% s RS ﬁ il *

# ndd /dev/vcaN parameter

AR - HEEflH o N § ,Fllivca%f F”@J%W "’;’Fﬁﬁgﬁaﬁirﬁﬁﬂ'iﬂﬁ
kstatﬁ V}IPHTHJ[’]f

I ndd AR
o ifE BRI EBB MG » FHEE ndd /dev/veaN » MR o
i > ndd 2 U LT B¢

# ndd /dev/vcaN
name to get/set? (Enter the parameter name or ? to view all
parameters)

FE - ﬁ‘“”ﬂ“[ ' N F'&i vca%{fﬁ,‘pﬂf SR o SRR~ PR H L
kstat ] SNt pIJF]EUI”Zf

S0 SEHrE I E o ndd Y ?“ﬁ?ﬁﬁ\ 2l (ﬁ%‘ifﬁaﬂ% 3-1 =% 39) e
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o IS vea BRENREA RG2S 8 -
(=B -1 =4 39 (1o ReR]) -

EHEA ndd /dev/vcaN

# ndd /dev/vcaN
name to get/set ? ?
?

instance
adv-autoneg-cap
adv-1000fdx-cap
adv-1000hdx-cap
adv-100fdx-cap
adv-100hdx-cap
adv-10fdx-cap
adv-10hdx-cap
adv-asmpause-cap
adv-pause-cap
pause-on-threshold
pause-off-threshold
link-master
enable-ipg0

ipg0

ipgl

ipg2

rx-intr-pkts
rx-intr-time
red-p4k-to-6k
red-p6k-to-8k
red-p8k-to-10k
red-pl0k-to-12k
tx-dma-weight
rx-dma-weight
infinite-burst
disable-64bit
name to get/set ?
#

(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read
(read

only)

and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and
and

write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write
write

R - il NARORL vea SERIYRRMEE o 19

kstat?ﬁﬂﬂ/ﬁﬁwﬁﬁﬁpﬁﬁ%ﬁﬁo

B B

RERETERN 2 Y
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CR e

F

il F%JLW Sl YT [ *Jf’fr&ﬁ\/é‘pﬁ‘ﬂﬁl* Pl =

m speed

m duplex

m link-clock

BT LR | R - e RO G

ﬁf“ﬁf’vca%ff ES IR E I ﬂé* b Eﬂ‘—?f‘ﬁfﬁ[;@g"ﬁ ks up : ,qﬂgww

Borlipo— fasdn Jautoi 7}FIJ|E[Ej }{“’7 H&i&ﬁ,ﬁ; SIS xglF Ltrﬂ‘
EXelirey F ' speed LT~ Elriziw’?ﬂ' [ VR %”EJ@TBJ FIAY FJ&
OpenJBoot PROM i T U S B PV E R ﬁ‘/é‘gﬁ‘ﬂﬁf

M I e

Y5 ﬁ %[fﬁj ?L]:*EEI *J’ﬁufp? PL/'Z/[HE/J (& %’,Ié‘ﬂﬁ”ﬂﬁtmﬁ,[, speed ~ duplex ﬁ‘}
link- clock =2 P vcaéﬁ& 'l FE’}F'JEI *Jﬁufp?ﬁ& °

1. 1% T 50 GREN P X S B 2y R P L (A < S9N IR SCPE TP St W i

adv-1000fdx-cap
adv-1000hdx-cap
adv-100fdx-cap
adv-100hdx-cap
adv-10fdx-cap
adv-10hdx-cap
adv-asmpause-cap
adv-pause-cap

%”%%32 I Jgﬁlﬁﬁxgﬂgu ST GO -
2. ¥ adv-autoneg-cap ZEREL 0 ©

# ndd -set /dev/vcaN adv-autoneg-cap 0

TP 7 ndd SEEFSHrE R AR AR UL ¢

link up 1000 Mbps half duplex

EE - op fﬁi@’E'JE[EﬁT@F}Jﬁiﬁ fa FIEW‘J speed duplex ® link-clock
("L 1000 Mbps) 251 ff1 ’i?ﬁ (A8 g S » %Jer}qjé‘j 37 FIfY T
OpenBoot PROM l{“ A 2R IR R F‘@Fl 8=
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ffli"] vca.conf T‘ér,fjil%‘ﬁ—_%fgr

[EHp J‘}}iﬁ’fﬁﬁ ¥iiff= /kernel/drv [IE[IfY vea. cont fi% J‘Hﬁi‘—_’%@éﬁ?f@ﬁ‘gg?
(G o SR EPIEET 5T 24 FIfY T EREEA ZHEE LA ) (LY A -

g ﬁ% “FLl# /kernel/drv/veca.conf ﬁ"{fi'H[F[UEfF?EF%}TEE [ o

prtconf(l) ¥ driver.conf(4) fUsEL FEHE ﬁH}”ﬁiﬂ IL'JF%F?EI?YM o h— (A E-BE
vea. conf %l l?s’i‘i‘—_ifgwﬂﬁ'ﬁm o

P VT B B A R S R« 07 voa . conf B Sun
Crypto Accelerator 4000 7 [ IR (S0 I EAL RV )= *Ej?h%* PR
SR S B e

ffi"] vea.conf ﬁi’i?{g%@gﬁg;&‘ SR

 ARREBHIRE vea FENBIRIETEAR o

a. W& /etc/driver_aliases R§FE DL Bl € 35 EH B RY 44 G o

# grep vca /etc/driver aliases
vca "pcilO8e,3de8"

 VEVETIH T = Sun Crypto Accelerator 4000 fi FRFEFIAE = (vea) ﬁ'?ﬁﬁg FPERL
Tpcilo8e,3de8 °

b. Tt /etc/path_to_inst REEP R E R AW E AL o
ﬁ%{%&ﬁ path to_inst(4) AL FEPHE -

# grep vca /etc/path _to inst
"/pci@8,600000/network@l" 0 "vca"
"/pci@8,700000/network@l" 1 "vca"

PV TSI €S TR ¢ SIS ¢~ (I N B ¢ -

EI3E WEHEBEAZH 35



HEE G NSRS & f7iRL T /pcie8, 600000/networkel | e %ffﬁ[“'} 2
= Iﬁ SIALRS BN R [ %{E,‘%ﬁ?’bﬁfﬁﬂ b g %"*ﬁaﬁw 3-10 ©

£ 3-10 %{Fﬂﬁﬂﬁlﬁlm &30

RENEERTEE RIEBZBERS g RS BEMUES
"/pci@8,600000/network@l" /pci@8,600000 network 1
"/pci@8,700000/networkel" /pci@8,700000 network 1

PEIEHH| vea . conf i Fl1pY PCI%{L' ) %‘[E[“ %f‘l'ﬂi%m%fg'”ﬁ#’ (YRR [, F ~
E#J (PRI o =B pei(4) wg’\ IS Fl o ‘TQV@ WPCI%EF*W&F”E'

o

FI

2. f£ /kernel/drv/vca.conf REEHHE vea 2B o
AR T ’}H [ 11 & Sun Crypto Accelerator 4000 4 Mafff 4 FFIFU

adv-autoneg-cap 2y -

name="pcilO8e,3de8" parent="/pci@8,700000" unit-address="1" adv-autoneg-cap=0;

3. fiffF vca.conf %K o
4. {7 BB P I RIS BLRE A > SRR A i 2
5. Gl PH Iz 7 Rl 2 4 o

fi¥] vca.conf ﬁi’fﬂi'ﬁ%ﬁzﬁ’ﬁ | Sun Crypto Accelerator 4000
vea HEEuE

OV SRR LA PR (21 £78 ~ ARITEPR RRERIAE D) - HIR R ETTE] Sun Crypto
Accelerator 4000 SO | B R

V¥ [[i¥] vca.conf ﬁi’fﬂi'ﬁ%ﬁzﬁ’ﬁ | Sun Crypto Accelerator 4000
vea SIS
1. §ii \ parameter=value; > BIRI{E vca . conf REEEHvH —17 DASE W i ISEIY 28U -

N IESTAR T | Sun Crypto Accelerator 4000 & Al e A&l e | (I
adv-autoneg-cap ‘:*Eg%“‘itn

adv-autoneg-cap=1;
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iy vea. conf %
NYRLET] vea . conf %

#

# Copyright 2003 Sun Microsystems, Inc. All rights reserved.
# Use is subject to license terms.

#

#ident "@(#)vca.conf 1.3 03/10/13 SMI"

#

# Use the new Solaris 9 ddi-no-autodetach property to prevent the
# driver from being unloaded by the cleanup modunload -i 0.

#

ddi-no-autodetach=1;

[ "] OpenBoot PROM ™ il = WV |
PP A iR
[i']IFE =8 T ifIT OpenBoot PROM /i FiFl U] F I IsARy Y Jpi =" 4= -

w31 PR R
2y sHel
speed PR auto ~ 1000 ~ 100 % 10 3 G A

® speed=auto (3 ‘F_I%“)
® speed=1000
® speed=100

® speed=10

duplex 2R LD auto » full {5 half 5 Gl A
e duplex=auto (5§|§§“)
® duplex=full
® duplex=half

link-clock = fiffhih [FOR] speed BEEEEET 1000 YA fEU "] 1000 Mbps MMF Sun
Crypto Accelerator 4000 J’T f - FF ]ﬁiﬁd o PSRl 47 i‘fﬁ iﬂﬁi}?%l’ﬁfﬂgfﬁ _
I+ P SRR [ mabter FOR » NEMARISE SR - i slave
fifl o =S f F@“*—t master slave ﬁ‘/ auto ; C,Hii‘il[l"'\ A,
e link-clock=auto (55?)
e link-clock=master

e link-clock=slave
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fer g = ﬁtﬁ A o T A PR AR RS 2 R ﬁv[] = gpeed ~ duplex ¥
link-clock (XL 1000 Mbps) 225 o [ flal HImdixs (= 4 0 TEI B O ﬁfﬂﬁgfk £, 557 ([t
speed ~ duplex » link-clock ([l 1000 Mbps) 25# (%= jg s Hypvis [f— i
auto R > I L = EeE F IRy st e e o PN OpenBoot PROM
ok #—‘J—j H[%{ J/\%*EW E[“—r"lﬁ fj’)‘: %’)%E(E%‘—L—A ﬁjFI?IEI auto o — ][ﬁ Eauto FIJ{;*E]V}]_]
F@;L¢%1g_q - lglk wgﬁigﬂﬁrug; Fl 188 2 o

# Pyl 100 Mbps “&E[]%k’/ h%i;f &5 5 1) speed 22 duplex x*glr} FIEERY
eI ﬁ%r%rﬁq@“ 2= S5 Y 100 Mbps £ 10 Mbps %

speed YT FifIES R « i FIESLAS Y speed [T - IR
Guplex E Yt A PHLAFE ARV I AT+ B 7R LR R
B! B .

i h Lol speed L E‘E*JT?JF?? | 2 RIS speed SRR T H-
T ) speed @:i@ [ 'i¢**’jﬁ%*f*ﬁ%%l~ YW - Ep

ﬁﬁﬂrpg)fif FLIES /7 ey Aﬁfﬂiu:ﬁ[ T i’['%\'ﬁ@ﬁ[i‘p Pdt"lfiﬁ"]lﬁ" 1
= (6] R S %u I [ 1 (] speed Rr: 127 [IrIE]
& 2. IF“%WE% Gl

é — P AR A K -

tﬁ”&é‘@g F[lﬁél‘ﬁfui%ﬁﬁ:&%f’ 2R E - ([{ auto V[ < FIO0
fer ™ } 100 Mbps 5 FFiflli5 = gl - %& it OpenBoot PROM ok ${ [ 158
R /Uf’l o

ok boot net:speed=100,duplex=half

SEB - 4 AT > net fUI g[i%wzf T iR g AR NN E R
|;1_5< R Tf‘\_l Fl net y [}P%L‘E[ [}H“Fﬁm_%%}all °

Fel [ = ity = Eﬂj:«]’ftﬂbf &7 I'] 1000 Mbps # 9§1ﬁjﬂﬁ'¢?“i§l§ﬁ% ’ ﬁ%fi OpenBoot PROM
ok - H[% 3 /[ij"] q

ok boot net:speed=1000,duplex=half,link-clock=master

AR - link-clock =i T
P [0 Link-clock i
|§Eﬁl%4~ﬁ’r slave °

AR Link-clock AV = B JIHH
aster - DRSNS (= FAY 1ink-clock

&l
£h

BTD
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YHNFIES 10 Mbps i g 9;1ﬁ’ﬂ7f§i*“  BVEET JT F IR st ﬁ%& OpenBoot
PROM ok ffi=i (158 ™ Fj[lf 4 -

ok boot net:speed=10,duplex=auto

(69 1) - AT A OpenBoot PROM ok i flisfe™ ™ U7 8+ A

YA Pyiad s g

ok boot net:speed=10

ﬁ%%rﬂ IEEE 802.3 ¥ (%I JE’V@FJEIEHS[ o

@551 a«vrﬁm& B }ﬂfﬁ[ﬂ (55

iﬁllﬁ%ﬁf kstat(1M) i 5 O «

RIS HRE ARt

* 312 FUVIAIHEREAA G -

®312 R

28 iER REATRE

vs-mode H ffi¥% FIPS ~ standard F/ unitialized-FIPS #AE
FA [T PR FIPS 5 © standard &7 /i
TS FIPS 554 © unitialized % /i PIH12E)
P [~ -

vs-status H I@F’b ready ~ faulted ¥ failsafe - ready Bl
FA i fl{uj% i (e faulted FA I
T ST (R failsafe & failsafe 7V » ’*F“i
it FI*F‘EJ'FL’{;;&J\F" °

FEIE REHEHEXDHY
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40

-4 _’\ﬂv‘[ﬁm&%ﬁﬂ%@ sk \%

% 313 FP] AR R A -

F313 N ERER O A

2y EL] BREATRERE
ipackets E@?Ji FHWpuget! - B
ipackets64 ipackets EIU 64 P AASE o e
ierrors gﬁqﬁu[ﬂ%??ﬁ\% N R E DRIV Y (R) o AR
opackets forst e /7 P EGRVETE F b o R
opackets64 It f?fy[fl’gﬁ;-‘i}gsﬁ?‘qﬁ’cp (64 7)o e
oerrors ﬁdﬁ,ﬁﬁ%{i;ﬁ By I EGRPURTE R R () - RE
rbytes E[ - -Mggqrﬁ R R . A
rbytes64 I? *ﬂ;ﬂ[rgm‘r‘ 7S (64 TP o AR
obytes ]‘E;,*}Hi E, [—I\Jﬁﬁ[\ﬂ:’[ J’+7u§* o %%{L
obytes64 Pl fi P' SRR JFJ?EJ TR (64 BT e st
multircv g p%l!ﬁil}iﬁqj ) qj}ff-[gfﬁﬁ i b Bt
multixmt folsfs [Huzpy %%ﬁﬁg}gﬁép ) ép?ﬁgﬁ;ﬁ?ﬁ;ﬁ: A (=)o A
brdcstrcv Ry g R %Eﬁﬁ@ﬁ‘_ﬁ () e A
brdcstxmt foItf [Hzpy pgrl—ﬁl,_ﬁ o) e A
norcvbuf [Hj\p%f@ﬁﬁ%qrﬁ CUIIE 'ﬁjéjjsrlfh BHAU I AR
(=)~
noxmtbuf Fley liﬁ?“' LS s PG S ﬁﬁ:ﬁfa 15*/1 t ,; B AR
i el 1\ R (R ) o
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* 314 FH EGEEH Y MAC FHEVH -

£314 TXZ RX MAC FHrs

28 B

BEATRE

tx-collisions AEERE AN ) A IEFIT =4 16 P
TN PR R e o
tx-first-collisions Sy TOUERE AR (e v ﬁf = f
ri/ ME“{,_EJJ FAESIESE DV 16 R FE&
SRS -

tx-excessive-collisions qu%’ ik Iﬁﬂiﬁjﬂﬂﬁjlﬁfﬁ'lmﬁy 16
R B SR

%EEH@Q@QQ AL EGE DV 16 H'ﬁﬁ )
PRV - PSSR [ 02
*LEJE#&J#W R

05 TXMAC 2 90 Ol « S -
AR ) B e
“o Z Jﬁ*ﬁyﬂ

tx-defer-timer = |E“1L)ﬂf7«£l|ﬂjj TxMAC [#{§ ﬁff,n
L%puw i it aa
VR RLRLEF 256 53 RRIFGER PRI 7 A Bhip

tx-peak-attempts 8 1t i ]k Jlﬁﬁifﬁjlml_ﬂi‘vﬁlgjgir
uuiusvﬁ' > PSR V)
E3 = @«I}ﬁ £ 255 = YN
= ffiry m JH'E SRR
255 » PR & o~ s E ] g o
L%F'J”J:E”?fﬁv % »}[fj’ EIE*JE 0 Egj?jﬁaﬂfl’:f °

tx-underrun '@;{ﬁfﬁfﬁfq&?ﬂﬂﬁfmﬁw'%Zj/ 16 7
FUEL T AU o

rx-length-err SHERHEE L IS 2 =AY 16 HﬁF’ i

FPRT RN IETp o PREGRUR R

F AL A :l:fl 1 Ik #FFU[;E:I

rx-alignment-err 'iELITTE#'H'IﬁEHTUtJ}?‘K [uﬁﬂ\ﬂj 16 it 7
FrEV T PURHRCIRRT D o R R R P
B f;iﬁﬁﬁ%p (CRQ) ﬁ@*iéﬁﬂi |
FUSREREL o A - R
bR () T F?ﬂd‘pp{rﬁjﬂk | ‘1 =

tx-late-collisions

rx-crc-err T %”Tﬁf#ﬂfuﬁ_j@ CRC ?hﬁjiﬁ;ﬂi %16
R il F“EJFETEE*E? JD s S fE G A
S e

A J B %—) °

a1

X AE

BEE2 Y

M



£314 TXZE RX MAC v (%)

2y EL] BEHATRE
rx-code-violations XCVR 351@ MII & % Rx_Err 7 Hﬁfm 16 T;ggt
o [ RO PR T
FEA - TR ISR ] IR 2 g
TR » P U - R
T U 5L FCS A -
rx-overflows CEONEEAEIAVECE PNV DR R TRE
L
rx-no-buf POETISE R SRR ISEER I S TR
HERR G
rx-no-comp-wb ’FE[PEEH‘ BRI ekl 5t fﬂ-’ﬁ’?_&?ﬁ FIpv TRE
e
rx-len-mismatch PR R R R Tﬁl I:T]ﬁrﬁ» T%g;\qc
T
AR (2 315) B PRI S T 0
g5 FI oS
2y ELE] BEHATRE
ifspeed 1000 ~ 100 F¥ 10 Mbps R
link-duplex 0 =half > 1 =full Rt
link-pause ig_l,?,\\ﬁglfjg Iﬁyj?ﬁg’xr%ﬂj , ﬂ%a‘;ﬁrﬁja‘j 26 FIfY Fiﬁﬁiﬂ:ﬂjﬂ o
21,
link-asmpause gAY HTIIGEE » GEBEET 26 FIY TiREIEf o
g
link-up 1=up0=down AR
link-status 1=up-0=down ot
xcvr-inuse (TS5 BRFORET < 1 = [P M~ 2 = 9 MIT > Rt

3=9 fﬁﬂ PCS
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%316 %F‘FJP%W%FEJEM T (MID) ﬁJ i i
gﬁ;ﬁ;@,ﬁ i p[ (GMII) @?‘EFJ?EJT [HJFU °

LY AT - A R

%316 [EFH vca%{ 'ﬁi

29 B BRITRER

cap-autoneg 0= j ﬁf' KE [‘*Jf} Fg, R
1=FIghfRy 1J

cap-1000£fdx ES NI Sas e
0 = 7F1000 Mbps = <= Zlfi=
1 =1000 Mbps = = I

cap-1000hdx ESSPORE e Saal R
0 = ZE1000 Mbps F £~ *J
1 =1000 Mbps 4 <= WF

cap-100fdx ES RN *jjﬂ‘. e
0=2E100 Mbps ER *JH
1 =100 Mbps = £~ *Jﬁ

cap-100hdx ESEREINIE B *JH‘. e
0 = 7E100 Mbps + £~ *Jﬁ
1 =100 Mbps f 5~ *ﬁr

cap-10fdx 7&1—*’1;’??[}‘ e E e
0 =7F10 Mbps = %37 Zf2
1 =10 Mbps = <=7 IPfe

cap-10hdx ESEREITIE i ais T i R
0 = 7F10 Mbps 4 =57 ZJf°
1 =10 Mbps 4 <= IPfe

cap-asm-pause A#y/F Enk E.ﬁﬁf jj i
0= T ﬁlﬂ [RElES ﬁrr];q;;
1= ﬁﬁ jj/\J ﬁgjﬂﬁ*ﬁ‘_ ( 7“411%1: I') (ﬁ%&ﬂg‘j26 —EJFIU
i AEzS ﬁ”ﬂf‘x%ﬁ

cap-pause EE RNl kel RE
0 :T ”Jﬁ"h ,gjgmli
1 = " e JH;I (=Y 26 Fr Ttk
=2l )
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I: [,’LE:_H\IZ:[:7)>?7 & ﬁjﬂ

* 3-17 S FE%IEI_,—,\%%(’EﬁJHQ o

® 317 [EERRARRS [ T

28 iR BEATEE

lp-cap-autoneg 0= ’J[EEIEﬁJﬁfJﬁ;J e
1= FIghRy

lp-cap-1000£fdx = ZE1000 MbpS e {52 Rt
1 = 1000 Mbps = £~

lp-cap-1000hdx 0 =ZF1000 Mbps 4 £~ 2 R
1 =100 Mbps <=~

lp-cap-100£fdx =ZF100 Mbps = €57 R AR
1 =100 Mbps = €57

lp-cap-100hdx 0 =7F100 Mbps 4 €57 {2 Rt
1 =100 Mbps f <=~

lp-cap-10fdx ZE10 Mbps 2 %57 iR s
1 =10 Mbps = €

lp-cap-10hdx 0=7F10 Mbps 4 £ L= e
1 =10 Mbps 4 £

lp-cap-asm-pause 0= ISR L

1 = SRS [ PO ST (2
3726 FIpY th%{ﬂfuxgj;

lp-cap-pause j ﬁ“ ST @ ot
1 = Eﬁ;“ #iﬁﬁﬂ’*i (? 2 (57 26 FIfY
Rl wgir

YN SEEERS (= 7R S E TRy (Lp-cap-autoneg £} 0 Eﬁ) » TR 317 [IIBIPHpE gk
A T& g 3 .
[l%ﬁﬁ%& Tl RS E VA (lp-cap-autoneg £ 1 i) I3RS
SIS [ TR R S St
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# 3-18 FLf¥ Eﬁgﬁiﬁ*\ﬁ RNk e

% 3-18 %E*Ji@?‘:ﬁ] Rk

28 HREA BEATRE
1b-mode D T E IR AR
promisc el PRS- B S e
G %ﬁﬁ* °
S A
tx-wsrv EER Iﬁ‘]ﬁf INPRN = B vl T;e;fﬁ:
tx-msgdup-fail %ﬁ?y%ﬁ K 7;@4\__
tx-allocb-fail ?45:% I[ﬁ?ﬁli;;g[y o TRRE
tx-queue0 EEle [E:”KI?E‘ (A5 (] (G R g - AL
tx-queuel XN IHE'?%‘IE“LI% I {fsE B R g e T;e;fﬁ:
tx-queue2 TS (R R ) R o e AL
tx-queue3 T ST AR S ) R Pt e TR
CRAEERI T
rx-hdr-pkts FUEE] -1 256 &b 7T pUFEf e Er R
rx-mtu-pkts FUSEAHT 256 i 7 30T AS 1514 5 39 TTRRE
Frevhr-
rx-split-pkts 7}% ”’S[?x E'E SFF IR —/]\;%{:d:’
rx-nocanput PO B S E TP ) 3. R g TR
rx-msgdup-fail I S HRIVE e Tig;ﬂ\__
rx-allocb-fail @IFBF'I'Q';E’VTISJ{E&&FU@’?O T%%{#C
rx-new-pages fi}iﬂl'fﬁﬁ?vﬁlﬁf}?lg}@o FRRE
rx-new-hdr-pages %fiﬁl] rj%f‘ﬂiﬂfﬂgv PRI HS 256 b T F Ry TTREE
Fiuee
rx-new-mtu-pages LT HEISE RV DA 256 (A 1S PREE
1514 &0 7= RV IR o
rx-new-nxt-pages G [iaquﬁwfv R ?‘,[J RIS L) TRRE
F \T"
rx-page-alloc-fail deFl'g';g[’n’[fJE[g@—o T%%{#C
rx-mtu-drops PRI, @gﬁ%@ﬂ "“fitjr‘g—f;s’rglpu [EaR |I¥EI|? "[\%%{ij__
[NPR{BEEIAHE 256 fF At 2 AF 1514 0 5y
ﬁc,h U e
EIE WEMENMENZH 45
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% 3-18 E@éﬁfg?\"ﬁj LAY (77)

28 A BEATEE
rx-hdr-drops RS RREFE S Sk SR VR AR
TR 1 256 147 A2 0 3 R v
rx-nxt-drops PR, E@Eﬂﬁgﬂ‘ ’""f;ta';f”élgg’rfjruj‘;?v ]'—LTH—EAE_[ E‘[ > T%&f{t
[pRf £33 r,[HfjL GRYFITIS g o
rx-rel-flow e ’FJLF R B T B o TRRE
B ﬁ PCI gﬁf
rev-id TSP AT SR IY Sun Crypto TRE
Accelerator 4000 ¢ AsEE %Efﬁf Vg1
pci-err e PCI ﬁﬁﬁq?lﬁl TRaE
pci-rta-err B UsZpoE A e o TR
pci-rma-err BUs=po 2 gl - TRE
pci-parity-err @EH?IJE@ PCI [l 4 SF?-LEJ'W TTREE
pci-drto-err FEE PR ﬁqﬂiﬁu EE e TRRL
dma-mode ['1 Sun Crypto Accelerator 4000 FHEAEZ (vea) PARE
e
o S
Uﬁ%&ﬁﬁﬁ%%fﬂ%k kstat vca:N#i%:
# kstat vca:N
module: vca instance: 0
name: veca0 class: misc

FI R CEISRTR

[ Nﬁf{ﬁ?ﬁ_ vca %ffﬁl'ﬁ”lﬂ FI%_FE il
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RE ﬁ@ﬁi}ﬂ [l kstat jf",

NAGER




[Psec as AR EF

# 319 [T I{%’“ﬂ‘—“]ﬁ” ast - IPsec fRIT
F?YF'J@ F IPsec [ty ;|

Jovit) Wmﬁ’

®319 LE IPsec ‘[l VARFRRAES 5

Jﬂﬁﬁﬂj ARG AR %wrﬂ% 50 FIfiY
i KT IE’ El[56L IPsec flfﬁffu S

28 HER BESTREE

ipsec_ierrrors BUSEHEE 5 ¢ I~ %% TGRS %}E{Fmﬁq—’gj B
IPsec I & (t~<)

ipsec_ipackets ﬁE?J‘ IPsec i &/ pglef ! e

ipsec ipacketsé64 W}?J‘ IPsec Ff VB! (64 7)o T

ipsec obytes forskie E‘lf@}"ﬁﬁl@ﬁ??] IPsec A5 o e

ipsec obytesé64 frsf i ST @Eflfﬁ‘?ﬁj IPsec fF A5 B
(64 1 7) -

ipsec_oerrors R ET % I?{j;{?ﬁi}fjj@ﬁpfjﬁﬁﬁj IPsec f & HE
=)

ipsec_opackets IR A ffil;i%flfjﬁ’?ﬂ IPsec §f& » e

ipsec_opackets64 forfie {?ELF@EEUEFT?J IPsec £f & L
(64 7 -

ipsec_rbytes =St P' R A A TPsec B 7 A AR

ipsec rbytesé64 T p[ Y 5 ISR TPsec fF 7 4 B
(64 T 7)

sadb_cache misses ﬁi};ﬁf}iﬂﬁg‘]‘jﬁvﬁ\?ﬁ} B

sadb_cache_overflows jitl! Jiﬂ?ﬂ Ve Rl Bl

sadb_entries SADB FgA = IfZFI | 15 L

sadb_operations f§-Solaris IPsec HRZERAVH[IFY SADB  #&E

B

FAE - & 319 [[FJLHfY IPsec 15—k 7 {EREET(I lfﬁ L T L | FE&,%'FU IPsec ﬁ:p o

Y E |4 256 ﬂ“w,{"ﬂ SR NG
51w T e jT\ s | j]A/\;,/,—g
EJ )° i’ﬂ%\'?ﬂ'J J' snoop ° ;{-gig* ENGE ’F?ilg'f .

=gt p J,F’}ﬁﬁn’aﬁf Al 3desbytes = 3deSjObS o

; TrAsL FEETED S TPsec ‘“\ﬂﬁn JT\
9t IPsec Wkl ( %x}ﬁ‘j@ FIpY
wﬂﬁ;pjﬁ%’* JF?M,I,

EHH ﬁﬁ ':|J
= IPsec ’Elﬁg'
SRR G
EREREAZY 47



El&’wrr*"‘
ﬂﬁ tlﬂ\_ u

RPN T A5 AR 2 AR -

RECER ey
%’%@E*ﬁﬁﬂﬁj’ﬁ%[f SRR ST TSR ﬁ hostname .vcaN fif% -

= d 0 TR £ hostname . veaN fl1 N =2 RFEFIFIPIFY vea [ 7 Flyﬂﬁ
IS5 o 2B Elri /etc/hosts iR HIELH “\“ﬁ”%”r T IP '“1@*4*1%[?5 °

1. f£ /etc/path_to_inst BEFEHIRBIIEREN vea FimBLHIEHEN o
ﬁ%‘é:ﬁ;._l path to_inst(4) ML FEPHET -

# grep vca /etc/path_to_inst
"/pci@8,600000/networkel" 0 "vca"

s a I p Jﬁj**ggﬁ?m 0o

2. {fifll ifconfig(IM) % DASSETII-RI vea 5

i) ifconfig #F" 0 f[ P '**ﬁ‘ﬁﬂffﬁﬂﬁ%ﬁ ':tilyl 1 R TR ’J U PN
P IP S HEEV S dp-address :

# ifconfig vcaN plumb ip-address up

% B ifconfig(IM) FUEIE Solaris ¥ 1)V HIRI 2555 -

= P Lﬂ %'&E'Wi?ﬁ'&lﬁ‘ﬁﬁw ﬁ* /etc/hostname . veaN #i% > i
N=LRERI] Flivca ;'pl[/”ff“;ﬂﬁkgtffgo

EHF[I“ WL A RIS vea ST j ﬁ* /etc/hostname . vcaN fii% > I N =2
%1: ([ FI-FI9RAR (o P2 I 8 0) AHSYEs » JP (TSR 1 - JIIAHER ﬁ?ﬁﬂiﬁ‘{

/etC/hostname veal

" E%k VP EFIF Y Sun Crypto Accelerator 4000 /7 P11 ™ /etc/hostname . vcaN
[E a0

n /etc/hostname veaN i i w Alﬁ}ﬁ“l vea fi o= B £ -

n R EFEARSE P o S /ete/hosts BRI o
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R PRSP 2 B £ I B

/etc/hostname vca0 ¥ /etc/hostname . vcal - ?ii[ HIAHIRY = 45 &7 -
MYlIEEGET /ete/hostname . veaN R PR EL iRl zardoz ' £'F| Sun
Crypto Accelerator 4000 /7 "I} (zardoz-11) E'U:%EM»‘T%T o

# cat /etc/hostname.hme0
zardoz

# cat /etc/hostname.vca0
zardoz-11

3. ZIEMEEEIITY vea STHifE /etc/hosts REEPRSIAEIYIEH o

FARUE
# cat /etc/hosts
#
# Internet host table
#
127.0.0.1 localhost
129.144.10.57 zardoz loghost

129.144.11.83 zardoz-11

4 [Psec B 5
=" E LSRR 78 TPsec (RIRIGRACIE - FYPEACFESI 1 Tl [Psec Fpiii -
(g ﬁrfl AR EY "El\—r—,ﬁfumﬁjgl—j\ SREE ] %ggﬁﬂjgﬂﬁﬁ“"ﬁ:

R — Solaris 9 V&[54 L 45 IPsec Y[l > Solaris 8 F[| 7 V42 - {& Solaris 9 12/03
VRIS LR TPsec Yl (ﬁ%iﬁ&ﬂ%« 3-20) °

%320 IPsec “[lfifiV Solaris 454 fif

Solaris kg7s SEEE S INE R EnnE
e Solaris 8 5% TR TYE
Solaris 9 = Solaris 9 8/03 L& THE
Solaris 9 12/03 V fS 4+ 148 T

EI3E RTEEHREEXNZH 49




TSR ELRACE » Y SR R PRE A 9 DES
3DES ARfi- I~ > 3R B A vﬁai'a‘ AR

L IPsec & TE (" |74 12 (MD5 % SHAL) [PHiifif5 e » 2 ﬁ@?‘“’ iz
SRR B o BEECRIEE S E o PR %‘%WJJ} *ﬁ‘*CPU T

AR - 2RI DES 7% 3DES YIIF I pY SRR Ak IEDE'J%‘EJFJ“ AR P
A FEREHA RIS TPsec MG ES -

?Sf HIHIT I IPsec YTl
fol2f* Solaris 9 fi¥ RUFPS 4 o 1 [ { SRR £V P Y R TPsec AN
b '15’:7!/% gu

Solaris 9 HUR SR 15/\5/*; it IPseC e [ n Crypto Accelerator 4000
PR -

TR TPsec i

felsf* Solaris 9 12/03 FYRIFHS 4 - %l%“&w&\ T R Y [ﬁJEﬁ@*EI Solaris m’ﬁ'ﬁ?
vea FREIFZCF VA 'Fltﬁslsk

v lJSFF'JwE:\ - IPsec fRIFG Tl
1. JBIBAE /etc/system ZBREZ N VI H W AE Solaris X HE B 23 _F o

set ip:ip_use_dl_cap=1

EI& /etc/system Mg [lIpaR) & 35 A IEED %5‘?’?5f‘5—|¢1“ﬁ 0

2. BIRIE /kernel/drv/vea.conf HEBREEP B THEE WAL vea BRBi#EbRUH
B bk -

inline-ipsec=1;

E 3 /kernel/drv/vca conf R [IPUARRRI & $5 s (v Eg’l%?ﬁfw—mﬁ F{‘/FHE&'H{&
Pt - vea FREAES

S — 101X Solaris 1% )T 6 I - T B RGBS k7
E'Uf' F{’aﬁdEII’sec TF‘H R o

50 Sun Crypto Accelerator 4000 /M EF 1.1 IRZHE(EREIERE » 2004 F£1 A




- E'E?E'J GREL BT BT T R AR TPsec ’”F:@H}i Solaris fI{ IPsec I ijEEEh]
BT e IRV Solaris [ IPsec P gRYeYF - % [Jq[ﬁ*ﬁxr}ul IPsec and IKE
Administration Guide : http://docs.sun.com

ST 5 AR BSP T > (R0 /P f S0 (o

AH+ESP) * I[N "] 2l ﬁlﬁi?j » Akl Huﬁwiﬁ It et Hifay o FIER EEET Solaris Psec
mru_“ i o YN Solaris 9 w=AR[[1=19%5E " KCL IPsec ’J[lﬁﬁ SUNchl21 u) B

g R RS () ©

in
50 p[{%ﬁn 5 IPsec AL FYIEHLE » kstat(1M) jf“ i%& IJ“EI [’hﬁ%“}ﬂ}{j{#ﬁi’;@q o
%‘é:}‘_l% 3-19 I'J VI FTJ IPsec #& FIll kstat fffﬂa E

B 3E REHEIEABH 51
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i

ﬁ Sun Crypto Accelerator 4000
T

‘¢%|ﬁ§4[@“ vcaadm ~ vead ~ veadiag ~ pkllexport tFH A= “F“ﬂ e er
R EE

JY53 FIfY T {fiH] veaadm 2t E[FEZY

FY56 FIPY THIH] veaadm ¥ * =

5160 FIFY T {i"] vcaadm M ?[,J

5762?Jﬁ1(fmmjvcaadmklﬁ[ Tl N

5V 65 FIfY T fi"] vcaadm SR

Y71 FIpY Tfi?] vcaadm éfﬂ/rpka

5V 75 FIpY TfiH] vead fF’I gl

5380 FIfY Tfji*] veadiag “FW%Q*J

5% 83 FIAY "] pkllexport *H[FHF
5784EJWJ(ﬁﬁajlplsslcfg¢7|ﬁﬁ

5789 FIfY TfiH] apsslcfg ff]

5y 94 FIpY DR FIFY MAC 4 *ﬁFd’ffﬁ%%m AR AR FL R 2l 77 iy

(M) veaadm >* MR

vcaadm “*H[A4FEL Sun Crypto Accelerator 4000 /7 i #’IJ\‘
£ *‘*ﬂFJE Y] i‘{‘]ff |F[|” vcaadm “*H[AFC o ffiH] veaadm 51—
Crypto Accelerator 4000 /7 [ I{Eﬁ —mﬁf}ﬁﬂ SV ?Jﬁf[i BRI 'H:F °

BIRSLS IV veaadm 2t H R %}1—1 Sun Crypto Accelerator 4000 & =' | &R0y i
S mn

4[
"_.-'l
m#
‘_\.fi
(t~

$ PATH=$PATH:/opt/SUNWconn/bin
S export PATH
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vcaadm fF’IqJ SRR
m vcaadm [-H]

m vcaadm [-y] [-h hostnamel [-p port] [-d vcaN] [-£ filename)
m vcaadm [-y] [-h hostname] [-p port] [-d vcaN] [-s sec-officer] command

FER - 07 -a B > veal JLA EA R £ 0 ZTT NS Sun Crypto
Accelerator 4000 SEfE ! [7-FIFERRATIESE: «

* 41 BiA 7 veaadm Y H[REHZVEVEED o

®41  vcaadm

3] =t
-H % veaadm I {pURPINL Al -
"d veaN lﬂ;ﬁrﬂ;{y N [EELRREAE [ #@’xﬁ“ Sun Crypto Accelerator 4000 /7

Fie ﬂi/[' JL{ij’ -d vecal iz U%fal' veal  H[ivea fL p[{%{%,’
“Raphpads f 1;{1%1; ﬂlfﬂ?ﬂ? PR fRL veao » 5 gL
veaN [k Gl ﬂHINQ’%f {1°E s’ﬂ]Fﬁ Sl -

- £ filename - filename 18— {WH5 %[5 20 ad e o

-h hostname U Z] hostname Y Sun Crypto Accelerator 4000 /i oI o
host PNl RL= 45 EFEEY IP - 35%@%7@% b gib-o

-p port HEE] port HfY Sun Crypto Accelerator 4000 /7 [FI-+ = port i J‘F'%@'
KL 6870 -

- s sec-officer P8 sec-officer (03" = WE E 5P DT

Ny S QI BRI PR yes, -

FE - ] %{f’, JH T UH T EE sec-officer [FELA = [y By o

EIiE

vcaadm [i' ') = FEMRA Y~ T e iﬁﬂfﬁ,ﬂﬁﬂé 12 Bl BRI R E]
vcaadm ° iF;L} fgﬁl?“iljpf* #F’I"bjﬁl«:k N ’r‘éifi‘ﬁ?m? E‘}J@?\ o

AR - RILY] veaadm > B4R %IF:'E )y R 3*]%” J = R I
Ep o2 S A R P f‘ﬁfﬁ'g&i :
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LS e
dﬁ*%qﬁ%*’&uﬁwi*ﬁﬂﬁwywtUWﬁJ%F@%°ﬁﬁﬁﬁ%’
[& f{q 't veaadm

R NI
i - ,qﬁ‘i
[nggt ﬁl shell EFE—j °

Ay

JE% (& I r;f'f’[ ?J§| m%ﬁ(& 1% Eliﬁ”‘fﬂjfﬂ 'J o
*mﬁ TP R R S S e R R R

7l
’

$ vcaadm show user
Security Officer Name: sec-officer
Security Officer Password:

N 'J%A 2 EEEED (sec-officer) U PiE T T T SR S SR TE T (R TH

web-admin °

$ vecaadm -s sec-officer create user web-admin
Security Officer Password:

Enter new user password:

Confirm password:

User web-admin created successfully.

SERR - 50 (ALY 2 YRR o 5 PR | web-admin [0 TR -

| SO HER PSSR < P T D2 555 UNIX shell
%ﬁwwﬁﬁéw i} e i

ESEE
gﬁﬁiﬁim . Lrué \H[,‘f»*‘ﬁglg A2 (55 50,20 o e 7 PO = s @Lf;#ﬁﬂ
[ESLE I‘IAJ o [ {;TLL ' vcaadm ©

Bl riﬁ&liﬁ*“ﬁ?‘ ?‘F’l ol Ei?ﬁ (e 2 T veaadm F2V— [HEY PIW}’[ IJ o
Tl liASCII@J "Jrf:u T IR - B e EFF( ) 7 BHIpE - O
UIF%JL%;:;U@E“E,FI ' veaadm 7 PR s EETT R AVETE)| f&, S N [Jﬁﬁl”\ﬂﬁ
# /7 deluser.scr ﬁi’iji'fllflfiﬁrﬁ  ORRE AR Eéw[fl'rl :

$ vcaadm -f deluser.scr -y
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RIS

R ;ﬁﬂrﬁcﬂ BRI E ullfl{j [gpr ) = i VESOEp 733 5 R © dghl
vecaadm IV {%lﬁﬁ,@“ ° ol 2 FU’F?JV" ¥l veaadm o %fﬁlE'J logout }JF'MJ

‘grﬁjé‘j56 fy T "] veaadm ““tﬁiﬁL e
”Fﬁ’ﬁ*#ﬂﬁlﬁ'“ B2 £ep(1) BTN D T - R D Pt 1Y i
_yj\_,F[

1] vcaadm ﬁ L E‘:{d t

e JWF[IFIJ vcaadm F i IHIH] -h s -p B -d FETI*?"I‘\L_ host ~ port ¥ device EHJ‘
YR =TS T o SR A 'ﬁ‘;* A & = ﬁ J’IJJ °

vecaadm *H AN T veaadm EH REAVEER R AT FEUT Y Sun Crypto
Accelerator 4000 #5 1/ FHlH - RS s («El«ﬁ)

RIS > AR ’r“EVE[ w\v{ﬁw RPHIEE RSA S HHLA ML 15
kg e

> vecaadm 5 R E] A '[ fﬁ (= 4&7{;*[
(SHOME/ .vcaadm/trustdb) e I"‘*‘?{"ﬁgl}i =|J ‘ w%g PETE [4|4FIJF’?J i e

ffli"] vcaadm jﬁj T
I = PSR AT/ P > veaadm fﬁ;ﬁf‘i’%‘z% R I S

1. Abort the connection

2. Trust the connection one time only (no changes to trust
database)

3. Trust this board forever (adds the hardware ethernet address
and RSA public key to the trust database)

i/['F)J%!z’?*FFIEJE P s el R R Iy lﬁivéﬁfﬂﬁﬁfmﬁ'lf » veaadm gﬂmgm;&r
A = [

1. Abort the connection

2. Trust the connection one time only (no changes to trust
database)

3. Replace the old public key bound to this hardware ethernet
address with the new public key
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g ES

SERE — A s BRI veaadm U5 PR o

S E(F A PR voaadm S VR O FEEE < 1) ORLE B P
ffy] -

# vcaadm -h hostname

Warning: MAC ID and Public Key Not Found

The MAC ID and public key presented by this board were
not found in your trust database.

MAC ID: 08:00:20:EE:EE:EE
Key Fingerprint: 29FC-7A54-4014-442F-7FD9-5FEA-8411-CFB4

Please select an action:
1. Abort this connection
2. Trust the board for this session only

3. Trust the board for all future sessions

Your Choice -->
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75 g ulﬂgf/w 7 TV'%/F///’/W{

S E SRR iy S TV & S S l—fTEf » veaadm g ISR |§ f:E’H{S[’ﬁ[HH' [EREANS
FUZFIE! - )T RLEE LIH@EHB{»,FU VA (N INR N D

# vcaadm -h hostname

Warning: Public Key Conflict

The public key presented by the board you are connecting
to is different than the public key that is trusted for
this MAC ID.

MAC ID: 08:00:20:EE:EE:EE
New Key Fingerprint: 29FC-7A54-4014-442F-7FD9-5FEA-8411-CFB4
Trusted Key Fingerprint: A508-38D1-FED8-8103-7ACC-0D19-C9C9-11F2

Please select an action:
1. Abort this connection
2. Trust the board for this session only

3. Replace the current trusted key with the new key

Your Choice -->

vcaadm F

IR Y veaadm F B

vcaadm{vcaNehostname, sec-officer}> command

RGP veaadm HA AR

42 vcaadm i BErER

RTER R

vcaN vca i_f*% Sun Crypto Accelerator 4000 /7 ['I-f U flf « N kLS Fr-f-
SR T2 £ S TLIVES (et is i) - IR 35 1 T i)
vea.conf % %LE@EU*E*“&BF 3 VIZVHEE FEJFFTHVIF“%‘JE SEfREYREAL

R e

hostname *ﬂ’ﬁﬂ;&% Sun Crypto Accelerator 4000 /7 I FY= £ #17 « hostname
il I E[' FE' BpY IP MRV .

sec-officer FIF=VE AP = fe e
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ffli"] vcaadm j_(ﬁ'ﬂ',ﬁ ERY

P ,55@41 T B QJ""E"H'%* flat /7 IR o IR E R 2 AE N veaadm
A = lﬁ EHF eVl g =2 BT (SRR o st

%lﬁl H] logout f’

vcaadm{vcaNehostname, sec-officer}> logout
vcaadm>

i ST T voaadms f5 T HSERI GIRVE < 2 B AR 2

FY e e E,Iﬁ T hl- f[ﬁ‘éﬁifﬁ[’ ) ﬁ%fﬁﬁ']j\ Tl E Ji@(%ﬁl_‘ connect T’F', e

®4-3 connect fF’,—?Jp B B2 gl

28 ot

dev vcaN = H%Eﬁﬁﬁ U IR ES N Y Sun Crypto Accelerator 4000 /i Fl
o B -d veal HIFFE U%EPF' veal s I'*%f 15 Fl%&“ﬂg’lt'g vecal o

host hostname HUFEE] hostname 1Y Sun Crypto Accelerator 4000 /7 [ GEIH i iy
gl%@ﬁ) hostname ' I IEBI= BV TP 4V

port port JHE Z [ 5B port FfY Sun Crypto Accelerator 4000 /7 1 ( 75%@%
6870) ©

vcaadm{vcaNehostname, sec-officer}> logout
vcaadm> connect host hostname dev vca2
Security Officer Login: sec-officer
Security Officer Password:
vecaadm{vcaNehostname, sec-officer} >

PPN [E= g ?U Sun Crypto Accelerator 4000 /7 I > vcaadm T %’ﬁ%‘gf@ié@ﬁ[ﬁ
connect }JF}?J 0 Elﬂt{h“ L YRR connect }JF’V'AJ °

=) |[4§9?1E,1§k féf vcaadm = [ 118 Sun Crypto Accelerator 4000 #/JEi ¥ ¥ =

E & g ) BRSO R -
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ffli"] vcaadm ﬁﬁ?_‘ fF'[—.&

vecaadm T H[FHZE 5 f;, SO JIEIF'JT[’H * Sun Crypto Accelerator 4000
up[{* gw [& pi IEI }”’L.E‘Jﬁ Y (R R g e %%HUS?

'—’ﬁ? -TP’II °ﬁ'_ﬂ?j ShJ F' rShOWJ’AEF“I‘F{ﬁIL':’ lg re, f'f Fﬁ:if
[ﬂt IHFI qu_ rresetJ W rrekeyJ °

SR A RS e R

vcaadm{vcaNehostname, sec-officer}> show user

User Status
web-admin enabled
Tom enabled

Bl B e ?‘[7]4 A [EEL R VAR YR BT shous o
A Jfﬁ ,Jfﬁfwjﬁﬁ[i&,lﬁa

vcaadm{vcaNehostname, sec-officer}> re
Ambiguous command: re
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0 4

veaadm 5! PIRIIIEE < VR SRR MM T2 AR EREGR
VE RSP - Uﬂ%‘ﬁ? W S R Jﬁfl'qﬁ 2. E‘IJwaﬁfF“mE“ PR
uf[iﬁk ’ Iﬂf/['
vcaadm{vcaNehostname, sec-officer}> create ?
Sub-Command Description
so Create a new security officer
user Create a new user

vcaadm{vcaNehostname, sec-officer}> create user ?
Usage: create user [<usernames]

vcaadm{vcaNehostname, sec-officer}> set ?

Sub-Command Description

passreq Set password requirements

password Change an existing security officer password
timeout Set the auto-logout time

[& ”JH )i veaadm [ # & }@{,’—’I’?"EJ vcaadmjf’F‘laijEl PP
g

vcaadm{vcaNehostname, sec-officer}> ?

Sub-Command Description

backup Backup master key

connect Begin admin session with firmware
create Create users and accounts
delete Delete users and accounts
diagnostics Run diagnostic tests

disable Disable a user

enable Enable a user

exit Exit vcaadm

loadfw Load new firmware

logout Logout current session

quit Exit vcaadm

rekey Generate new system keys

reset Reset the hardware

set Set operating parameters

show Show system settings

zeroize Delete all keys and reset board
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TR veaadm TSI N 0 T2, BRI gpuﬁﬁ' [ shell gt o T I=FHIR ™
%’Fﬁgtrj& B (- ?“F’ 7 shell #alid7 o

T 2SN SN veaadm Y A
NI [—@‘F JF' ZGHN veaadm T quit 2 exit o Ctrl-D HEER" I:Q[’UJFIJJ‘J;\\?:IH‘I

vcaadm °

[fi"] vecaadm T“YQF IRiEEinY

E%‘L Sun Crypto Accelerator 4000 /7 EIJFF'JFJJ J'rf; J[” J ¥ T“’Qf‘l fi IJFE?P Tl

bR %KE\J§T96 FIpY THsQERrem ) o) 7] vcaadm 57— Vi E Su
Crypto Accelerator 4000 /7 [*I-{ 4 —r"ﬁ L ffl = i & S E[’“‘:? —fTFMEI“

B
ITF s Sl AR %ﬁ’ﬁl?wﬂl fi pHT vcaadm fﬁ?ﬁ—ﬂ [SHEH = - R AR
tzf” I L

VS S [ A T

1. FEREMMRNRAZB SR FIA veaadm > B A vcaadm -h hostname
(R 2SR ) » SRR EE 1 Dbk :

# vcaadm -h hostname
Please select an action:

1. Abort this connection
2. Trust the board for this session only.
3. Replace the trusted key with the new key.

Your Choice --> 2

This board is uninitialized.

You will now initialize the board. You may either
completely initialize the board and start with a new
keystore or initialize the board to use an existing
keystore, providing a backup file in the process.

1. Initialize the board with a new keystore
2. Initialize the board to use an existing keystore

Your Choice (0 to exit) --> 1
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2. VLB GHZBISHE 65 EHIW T HAZOR, ) ¢

Keystore Name: keystore-name

3. R FIPS 140-2 Xk JE FIPS #ix o

Kk FIPS 51 “Eﬁ o S IJFE“" FIPS 140-2 7 3 441 o FIPS 140-2 hl— FEIRAYFH
fets Mﬂwm;wmﬁﬁﬁﬂf&&w Iﬂ“"f‘gwr' I FIPS 140-2 ¥

http://csrc.nist.gov/publications/fips/fips140-2/fipsl402.pdf

Run in FIPS 140-2 mode? (Y/Yes/N/No) [No]l: y

4. @NLPIR A BB B REE GISPE 65 HIY TaifZiRy o) :

Initial Security Officer Name: sec-officer
Initial Security Officer Password:
Confirm Password:

FE - DRIV > @y H" “Eﬁ:ﬁfﬁ%gﬁ%\'ﬂ J?Fl 'l“[/ i » veaadm
i

ﬁ?ﬂﬁ [& " ¥~ Yes ~ N5 No il FE 2 TER ’F'%IEH No -

5. WA AIRBRGH

Board initialization parameters:

Initial Security Officer Name: sec-officer
Keystore name: keystore-name

Run in FIPS 140-2 Mode: Yes

Is this correct? (Y/Yes/N/No) [Nol: y
Initializing crypto accelerator board... This may take a few
minutes...Done.

3 4F 12 Sun Crypto Accelerator 4000 MM E+

63




AR CO S IO

UL 10 - PERE I S S R TS S e

iR e 159 RIRERUR Sun Crypto Accelerator 4000 /7 - [l R BV RU & ST i

1 SR ONI 7 L AR R OSRE & R £ A e

ﬁﬁ#ﬂmwm’ﬁM@i@j%ﬂﬁ@{%%m@mmi°@T?W@@@miﬁ$

S S G TR P e - R0 70 P i BIe o) ) -
UREUES LS

1. fEE %% Sun Crypto Accelerator 4000 77 i -RINREIHZ R FA vecaadm » 3l
A vcaadm -h hostname (MIISRZRHEOLIA 1 00) » IRERIREE 2 DUERMit oI R AL R ¢

# vcaadm -h hostname

This board is uninitialized.

You will now initialize the board. You may
either completely initialize the board and
start with a new keystore or restore the board
using a backup file.

1. Initialize the board with a new keystore
2. Initialize the board to use an existing keystore

Your Choice (0 to exit) --> 2

2. WA O RS B TR B

Enter the path to the backup file: /tmp/board-backup
Password for restore file:

3. WA AIERGH -

Board restore parameters:

Path to backup file: /tmp/board-backup
Keystore name: keystore-name

Is this correct? (Y/Yes/N/No) [Nol: y
Restoring data to crypto accelerator board...
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fi*] veaadm ”Flr,‘fﬁ'ff R

&SRS SR o b2 »Fr,jrﬁ,lgjbfﬁﬁ'ﬁ{éﬁ?ﬁéﬁglﬁlr‘}g?? 2 N
CRELRE Rl e KT T S SRE Rl
PRI A S o o SRS N YIS

w EEPITE - 6 Sun ONE Sl o 7 (A0 o ] 2 4y -

m BEFRFMER - gL RV PR L B VR LS

n AR - lﬁﬂfﬂﬁ%’%ﬂﬁ)ﬁ@ vcaadm & IVE fﬁ”ﬁ?‘rﬁ«[ﬁjﬂ: o

#E - 1= Sun Crypto Accelerator 4000 /7 E‘I*ITF\'FJ‘:EJ* i & frﬁj?l ° E:F'J'[\J/ﬁ Lt /i
Jﬂ%’i—gﬁ? WﬁJEﬁJf» SR fﬁJE’E[ ﬁ{g_(f‘e I EEIE ﬁﬁﬁ?ﬁ%ﬁj’ﬂ: °

fry Eifer sl
VI €70 0 G A B SR AR

Faa VPR EPE R R LT EPERITR

EWER Big
R Z p [

HARY ffUH I E7E G 63 [ o Lo AN 32 [
T LG TR )~ T () RO

- WA SR Gl

HERR

}ﬁ%%l‘j\ﬁﬂﬁ 'ﬁfjflfi set passreq P%’“‘C (low ~ med ﬁg high) W'JE'J °
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Tfﬁl set passreq f’] IS Sun Crypto Accelerator 4000 /7 [ RS o IP‘#‘F'
JF' B veaadm A Ui FL;, ;%15?4 Tl e fﬁﬁ%l”}i = Iﬁf’%{ Y- A

‘a5  HERONEE

ERRE R
low V(SRR - Sk i FIPS A5 pOspief -
med prkE P W > Hh= S SR g s S - B

RGPS < SERLA P s FIPS 140-2 RO » = 7 FIPS
140-2 #8147 A PHRR I -

high BIRE D T AR H S R SRR e o P R S
RZE G SEP R L AP R

F&IE@EI fﬁ?{%lf{‘ %gj? 7 set passreq ?f“ }%%”ﬁﬁ“ low * med F/ high - 7
I i %T/L'H Sun Crypto Accelerator 4000 /7 =1 i fﬁ?ﬁ,l’}«%ih high:

vcaadm{vcaNehostname, sec-officer}> set passreq high

vcaadm{vcaNehostname, sec-officer}> set passreq
Password security level (low/med/high): high

Ly LIRS e

S%?IPJ[JEJ f/fﬁi{/’} 5‘\—:E_[F :jj»v\ F«—:ﬁ[ E l;\[ "IEIFI 'i Sun CryptO Accelerator
4000 /7 R AR 5 ﬁ@ﬂ bR F,JF i 'E’F' o

B R AL g @ﬁw?w& {78+ veaadn
f?ﬁﬂ [SHLH B (%%EJ% 65 FIfv Ty Brferst )

vcaadm{vcaNehostname, sec-officer}> create so Alice
Enter new security officer password:
Confirm password:

Security Officer Alice created successfully.

vcaadm{vcaNehostname, sec-officer}> create so
New security officer name: Bob

Enter new security officer password:
Confirm password:

Security Officer Bob created successfully.
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SR e

Y P FEE M 1 Sun Crypto Accelerator 4000 /7 [~ fIvAfis 1o = E’ﬁg‘*
T*ﬁp 1 d A UNIX IE' B - e
R |ij' F L Fb = IR B2 8o P HPS R [ £ > veaadm
ﬁﬁiﬁ\ (SR 1 (%w I 65 FIfiY FW GRIR ) e

vcaadm{vcaNehostname, sec-officer}> create user web-admin
Enter new user password:

Confirm password:

User web-admin created successfully.

vcaadm{vcaNehostname, sec-officer}> create user
New user name: Tom

Enter new user password:

Confirm password:

User Tom created successfully.

AT TR - (07 8 A PP P B -

— iR fill 4 s .;FJFF[ EEEES RIS TatEN iy J‘}EE_T?VE#QE"H‘%;’@E °

AR - U TR AR B L - SERL R - SR
571 FIfiY %ﬁigl th,Ejﬂj&.F H VR *va Rk i
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FlT e = = R
EITJUH,%EE‘“%?% FT*JFU@H :ﬁﬂ/:@ = 5"%[ %}ﬁﬁﬁ show user FIK, show so EFFI’IAJ .

vcaadm{vcaNehostname, sec-officer}> show user

User Status
web-admin Enabled
Tom Enabled

vcaadm{vcaNehostname, sec-officer}> show so
Security Officer

sec-officer

Alice

Bob

Il
|’EF€ a*f”*%' aHin I @F' | vcaadm 7 @EI o g rl JREP I E e lF[jl%ﬁF
%lﬁl“ set passwordﬁ, F@RIL = **{F 14

vcaadm{vcaNehostname, sec-officer}> set password
Enter new security officer password:
Confirm password:

Security Officer password has been set.

[T )17 ] Sun ONE ﬂﬁ‘? (R # modutil **H[FH i PKCS#11 fi R I B [
*"FE%‘”W Sun ONE ‘Elf—‘ﬂ PR P10 I e

T 0

SR — S T 2 R - 2 R0 AT E S -

qu%\ F[%IE , .JIﬁIFDFI ﬂﬁ—f E {éj,—ujj/\fsmj}t_{{'r}\: ° IFDFI ﬂfl I @ Fll o I-%q I F”[E[H M\
5] PKCSH#11 /1 1 2VE e o fﬂ' | B e | [fl[fEQgVF?E jﬁ[ﬁj“ Fuféﬁ
TR o
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A I H S > ?“%HIEJF”' Ak gl

vcaadm ‘Ff?ﬁﬂ# [SFR A R ?’ fol (R fj |5 %ﬁ? disable user ?FI i e

vcaadm{vcaNehostname, sec-officer}> disable user Tom
User Tom disabled.

vcaadm{vcaNehostname, sec-officer}> disable user
User name: web-admin

User web-admin disabled.

F,Q,l? =5 %ﬁ?‘ enable user T’F'I e

vcaadm{vcaNehostname, sec-officer}> enable user Tom
User Tom enabled.

vcaadm{vcaNehostname, sec-officer}> enable user
User name: web-admin
User web-admin enabled.

I

#iili delete user §f 1> f,§glgjqﬁzglfjf§[E'Jﬂ - PR ] ?{Eji’ @F' H EPALE £

[ [« 190 RRA I 18 £ > voaadm (T A i)

vcaadm{vcaNehostname, sec-officer}> delete user web-admin
Delete user web-admin? (Y/Yes/N/No) [Nol: y
User web-admin deleted successfully.

vcaadm{vcaNehostname, sec-officer}> delete user
User name: Tom

Delete user Tom? (Y/Yes/N/No) [Nol: y
User Tom deleted successfully.
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MR = AR

it delete so ?‘F’ﬁ it TR [sfphig *’TEEIF', < s 2 AR EIpY 42 F 1
gf\,_i‘é 0 ';F['FU U YN P = FYE7E Vcaadm {?ﬂﬂ [acH
Frepe

vcaadm{vcaNehostname, sec-officer}> delete so Bob
Delete Security Officer Bob? (Y/Yes/N/No) [Nol: y
Security Officer Bob deleted.

vcaadm{vcaNehostname, sec-officer}> delete so

Security Officer name: Alice

Delete Security Officer Alice? (Y/Yes/N/No) [Nol: y
Security Officer Alice deleted.

R

S R b 2N 2 RLE S o 2 BIE #iE 7 Sun Crypto Accelerator
mm@%ﬂwjﬁUW¢;ﬁ$§@@°

F;I;_% 77 = %,I_é\ké,ﬁ ?[F{[F' backup ‘jf_Fl 'J backup }‘Fl ﬁ%ﬁ%l 55 r—ij IJJFIJ L A
B S it 7 > U S - voandn (i i B £

78
i) D] 4 gl% R o PR RS DR RS s

vcaadm{vcaNehostname, sec-officer}> backup /opt/SUNWconn/vca/backups/bkup.data
Enter a password to protect the data:
Confirm password:

Backup to /opt/SUNWconn/vca/backups/bkup.data successful.

B [ LR R SR - PRI (LS SR 1 o -
(SR FI:CI] B—,}’x pu Iﬁg o ypw;ﬁgﬁmg s (B I E[Q%Ifﬁ L& ERIEEEE
fﬁqur?wwHI%W7%fm Aeh -
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HITES ’gl ¥ 1 "ITE [7)

ﬂﬁ*ﬂ_ﬂ LR Ii’FlE[U T AeFFIH ] Sun Crypto Accelerator 4000 /1 F'iKfiv= i
& e ?'HJEI‘PL 1HH[ ffH] set lockf'[ "1~§F{ﬁfljﬁnﬁo

S — LN T LSS R S B 15
IR T ,J[;e [P fupeE =~ g i}\_[ﬁl H| zeroize ?ﬁ J-H Sun Crypto Accelerator
4000 1 P~ « DI 74 P TSEN PR

vcaadm{vcaNehostname, sec-officer}> set lock
WARNING: Issuing this command will lock the
master key. You will be unable to back
up your master key once this command
is issued. Once set, the only way to
remove this lock is to zeroize the board.
Do you wish to lock the master key? (Y/Yes/N/No) [Nol: y
The master key is now locked.

[f1H] vcaadm *E’r,vi' i

F AP IR ] veaadm 2t H AEFUEZE Sun Crypto Accelerator 4000 /7 i

) T

i TEYETED “I,JIE[{J/FIJFUE ?;ﬁ“ set tlmeoutf'“J FIRRI
jﬁ“LlrE;J:fﬁ %,11 set tlmeoutf’l }%ﬁ ﬁ? = *‘“%F E[EWTH‘,J/H'JFUN%
Elrom;!i TR Eﬁ' DRI i*éf%ﬁﬁ HIEY 1440 JJ%‘(1 =) ;mif,[ IEES

- ?/[J?‘F’rﬁ F’?}{fj’%%‘ (E AR R G L (UR

vcaadm{vcaNehostname, sec-officer}> set timeout 10
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B £ R

s IFJJ Sun Crypto Accelerator 4000 /i E O %QEL ' show status }’E o
HEAJ R LR iﬂ’ﬁﬁ“ﬁi B E—f‘,ﬁplﬁi MAC # I~ ﬁff“—é‘,ﬁplﬂﬁkrw
ﬁ;vdﬁf X B/ W%)b W FEEE D

vcaadm{vcaNehostname, sec-officer}> show status

Board Status

Hardware Version: 1.0

Firmware Version: 1.0

Bootstrap Firmware Version: VCA Crypto Accelerator 1.0 March 2003
Current Firmware Version: VCA Crypto Accelerator 1.0 March 2003
MAC Address: 00:03:ba:0e:96:aa

Interface information: Link up, 1000Mbps, Full Duplex

Keystore Name: keystore-name

Keystore ID: 832aece03e654790

Login Session Timeout (in minutes): 10

Password policy security level: HIGH

Number of master key backups: 0

* Device is in FIPS 140-2 Mode

ZYET [ F L 7 FIPS 140-2 80 =

J[HN Sun Crypto Accelerator 4000 /7 "1+ FIPS 140-2 f51=  # (%> show status
iy o R

* Device is in FIPS 140-2 Mode

YA T AT AL FIPS 140-2 #8150 #% » show status ?F' 4 jgs%g%;fﬁt FIPS
140-2 LS g 405

[ TR ] kstat(IM) 2 B =S 2% FriRL i FIPS 140 2 ﬁr“ e PP

T FIPS 140-2 814 %> kstat(1M) 24y vs-mode ¢ [Hipl FIPS [ffi - ﬁ?‘%%ﬁ]
57 39 FIpY Fiﬁﬁ%%?’éi\nﬁ? REAH S (SR kstat(ll\j) PUssL =S EL -
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5 P

PO PR > F' I'JR1#r Sun Crypto Accelerator 4000 /1[I fV#H « foidlh * @ -
ﬁ%éﬁd, loadfw }" ?E{ﬁﬁy’ﬁ“ﬁ&i pURE @ o

]EUELJE’I;;IEI; iis[et?p Jf,l?upl{ ?F ﬁJE[%‘?@JF , i [Jﬂﬁ i J{i‘
% Eil

vcaadm{vcaN@hostname, sec—ofﬁcer}> loadfw /opt/SUNWconn/cryptov2/firmware/sca4000fw
Security Officer Login: sec-officer

Security Officer Password:

WARNING: This command will load new firmware onto the

the target device. You must issue a reset
command and log back into the target device in
order to use the new firmware.

Proceed with firmware update? (Y/Yes/N/No) [No]: y

d:*': l‘ﬁiﬁd AR Pl PR SOOI reset 40 ¢ T;f:;“
Eﬂ TRLLE E'%‘JU*FU (o gl? Sun Crypto Accelerator 4000 /7 [ IJF p

"E AR O > BR2ZFE PR T ﬂﬁﬂﬁ& FYIFEH T Sun Crypto Accelera or

4 E[JF I#ﬂ ’ Iﬁﬁ ,Jffl‘ﬁiﬁ '§Ll vcaadm’ [HI# Z/[l%,\'%,hgn&fﬁfﬁliP‘%%F ,
[ FIE ¥ " vcaadm TR E [J

vcaadm{vcaNehostname, sec-officer}> reset
WARNING: Issuing this command will reset the
the board and close this connection.

Proceed with reset? (Y/Yes/N/No) [Nol: y
Reset successful.

EIFEE A

YN b = PERIRER L ST el ff [T E S F;If%ﬁﬁ%ﬁ*lﬁ ¥ VEHE - rekey ?‘F',?J

[ 15 ;I%ﬁ:ixﬂﬂ* > -

gl;@?éé'iﬂm l@ﬁﬁwgﬁifﬂﬁg (TS ST E“i:'f ;@?ﬁéﬁg R =g
bl R 3 oL SRR 00 - T Erret il 3 ol 5 - U % Sun

rypto Accelerator 4000 /7 [ HTIEIF' RIS S (85 Ui sz[lfF 73 P = ol & 8
m}l{ﬁjt[ [F[I(QTU‘H PYE Y A P[-{T
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PP S S AR 2 TR SRR PR 2 o -
A rekey $AjFR] o LT HRE N I - 72 T -

w46 T

EHER Eh{E

master E IR SSEI R

remote ;j?%g%gﬂ%ﬁ%? EHEe B = E‘ﬂ ?

all EVFEEE RISt IV S oy o

FI™N RLFIH] rekey fﬁﬁﬁfﬁﬁj all [ SRR Ay fy]

vcaadm{vcaNehostname, sec-officer}> rekey

Key type
WARNING:

Rekey board?

Rekey of
Rekey of

(master/remote/all): all

Rekeying the master key will render all old board backups
useless with the new keystore file. If other boards use this
keystore, they will need to have this new key backed up and
restored to those boards. Rekeying the remote access key will
terminate this session and force you to log in again.

(Y/Yes/N/No) [No]:
master key successful.
remote access key successful.

Y

Logging out.

74

0 B %

FRFE R TTE | £ SRR B PR e 3T AR AL f}{[?ﬂf L (AR
(“F5= “ﬁﬂ‘j’)rflflk@i £ r}%’l’?yﬁkﬁt (Failsafe f51=1) « (32 [ 57 231 FIfY F}H Sun
Crypto Accelerator 4000 fRIfi [~ Hb pUpIE S ) 23° U IRRLAIY] zeroize ff4) -

2R
Evggx&tp

B - zeroize ﬁﬁ{

R I RO B T8 - R S e
RS & SR 2 ! s ik
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ffli*] zeroize fﬁfﬁ‘éﬁ; pl{iﬂﬁﬁjf@[ o %ﬁ? I'-L“‘}"[ FEF%Z

vcaadm{vcaNehostname, sec-officer}> zeroize

WARNING: Issuing this command will zeroize all keys
on the board. Once zeroized, these keys
cannot be recovered unless you have
previously backed up your master key.

Proceed with zeroize? (Y/Yes/N/No) [Nol: y
All keys zeroized successfully.

ffli"] vcaadm diagnostics ?‘F',—.&J

fi'f§-vecaadm ** M AR SunVTS il Hi#E~ 72 % veaadm [[1fY diagnostics ?El A
Sun Crypto Accelerator 4000 ’ﬁlf}gH ey 5= l["ﬁ E”A‘%’HU AR n\riﬁ%4 ek 1 é

AR o - ALREOES b % DRAM - HiF * PCI lZéﬁ‘#lE  DMA ﬂ‘U%E‘v* l”j
f{[ﬁﬂ[ ?Z[x ° ,-'FjﬁF—J R & @ﬁﬁﬁ% aﬁﬁigﬂﬁ]ﬁ Jp@g 5_?,4 Tk FpHIEE

I:IJIEI vca I‘F‘I °

vcaadm{vcaNehostname, sec-officer}> diagnostics
Performing diagnostic tests...Done.
Diagnostic Results

General Hardware: PASS
Cryptographic Subsystem: PASS
Network Subsystem: PASS

/- | e A

1" ] vcad ?F[-IJ

vcad f’, , i %‘4—'5"‘”5 ) vead BAEAET F/Eﬁlf,ﬁéﬁ fi' vcaadm(1M) {935 }ﬁ?’ﬁ%gj
“Tﬁ#ﬂa\ ﬁgéﬁﬁl > vead Fr A A A KL R A USRI £ E}*rﬂ ViEv

S A

RIS 2V vead §14) %}H Sun Crypto Accelerator 4000 . ! | VERIp T f2 28 1

FAL

$ PATH=$PATH:/opt/SUNWconn/cryptov2/sbin/
$ export PATH
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vcad #F'I"bj EIfJfF’I 0 ljﬁ‘Fﬁ:ﬁ B

/opt/SUNWconn/cryptov2/sbin/vecad [-dF1V] [-£ config-filel
[-h host-address] [-k keystore-dir] [-L logfilel [-p port]l [-s max-size]
[-t seconds] [-u username]

* 4.7 FiH vecad ?F“, ,Jﬁ UL PR -

* 47 vcadfF'[.J el

=n BT

-d ﬁEE 3&% o PR RES LA 29 :;EI“%E['E - voad [T ID -
EF THIE 0l ID W FHREUE] - 2 - ol JDﬁ:“Elﬁﬁ (N5 2) -
EF t/lﬁ -d L’E”ZHJ: v~ [ -d ;FEIFJ j]‘/\}{yf IF: i HIFU DebugLevel

:i,\:ggi‘;‘*cﬁ INFO » -dd T‘E'lé V‘?‘Lf DEBUG
_f conﬁg-ﬁle j%f' \__I FtﬁH{pJH‘ P 'F\:?f’ghi FI Jugl%v’-‘r?lt

etc/opt/SUNWconn/vca/vcad conf o YN LH IR 2R

Ffls‘“ﬁh:i vcad}{jj ‘FAFSI“E*J

-F T F‘J [l1ER= vead » ﬁ"}i’—qu JILI'I HiZ% stderr ,H*ﬁvﬁ
lﬁl“ -L BEAEEREY logfile -
-h  host-address % vead LRIV B IPv4 fY IPve Wi = 5 BUSEIRUe -

iﬁl“ FEGHY -h EI R 2 %*} IP Ao R fjl =P
vead Ui F’r}{—j R ‘?EJ H’ BLAE I—}%%q;’uﬁ Ui F{[ 4_* T*'\‘ﬁl&
P "Hﬂ*ﬁ LRSI o R E &* o [ﬂ"’“ﬂﬂﬂiﬁ*ﬂjﬁ’ localhost [i¥
fif k- |EDF'J -h =R ?“, TRV [P S agy %‘*FE'I—I IRV .

-k keystore-dir =] keystore-dir I'E?.DE"T* & éﬁ?[%‘?‘?{%m@ﬁ TR o Y B A T e 2 R
B HET > r=f TR :%El“ HEFVER R S PRI
& EpPEE e & fﬁg, E};HE J: SF AT,

/etc/opt/SUNWconn/vca/keydata

-1 I’EI}%“(js FIFSA b= pSk F[JE‘,‘_EEIFI I I‘r“)—'q—qsrf“p I o T FIF‘JV [
= R A A = I“jum%%ﬁuﬁ. EY . conf ML -

-L logfile ﬁ%ﬁ?“'@@ logfile [ T ﬂ?ﬁﬁﬁcl%[J@#.+?,'

o por (91 port 35 5 TSRS %187 6870 PRI -

-S max-size TR R yL,H max-size 772 U5 4 HUZ % Sun Crypto
Accelerator © Fl PEYF == WF o THF LR B R R ) -
4 i MR =AY fF - - 474 ﬁhp?ﬁ** ‘| £} 4 MB (4194304
Tuaz) e
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®47 vcad %’F', 'JET (#7)

3] 5]

-t seconds Tk vead [ TR p TE ] ETE 14’?7[9”:% %}{"’ﬂ%‘“*—ﬂ seconds EJ
B - BUERHES BE - 1] voaa 2o HHN

-u username (=E% username = vead o i/[l%\'f’l S T vcad}{ﬁ' E,ﬂ, EE

TR vead [IVfh ™I H# - vwﬁ LRI ”ﬂ T AR S T
% # 470 vead 23 T - I vead Itffs”ﬁ’& e
cig fﬁ[ﬁl ?{ IDO F JT[ I}’j“ﬁ;—;” {LFJ VCad}i"’gﬁ ;r%l Jxmgj78 EI
E\J Fvcad BAEA A = DV (e ng,@ﬁl ?{%m vead [IUHF -

-V B vead YA YR o

vead At R g

vead BRI AERE FEAICR TV I e B o USSR > Bt A R
/etc/opt/SUNWconn/vea/vead. conf flIEf AT Rl - HEWRE $F vead A7
Eﬁ"lﬁjﬂ A% p o] vead }‘F’[ .JEILJ -f jﬁy]@ﬁ’[% PR R - R 2 3*ﬁ§U59
iﬁ/?ﬁﬁ%ﬂl? TERCE > vead Bt R e ;l%@?fgh T [P[?WJT R
R IS = AR S e 1 -
ATERIR 7 88~ T Jlﬁﬁ IJ? PR l[ﬂ’%"E‘Flg iﬁlu;!ﬁ (RN
A INES S EFF(#)J ﬁﬁx IRGNEE } F"L A s R N Y PR R A
%E#Fﬁﬁus IR 2 it 4 *‘ﬂf FTV@EI ﬁg I
A TERR R il p l; i 1| ﬁl[f (e RTIOT, Ei.‘aﬂf,gm Fo o fn s BT R -p S
qV B rPOIF’U A TR R A ] s T2 IR 3 4 A F“ﬁ’li ARTETRE R I U
U7 FER R - 48 Y] Vcad?g Jﬂjq’#ﬁl R

48 vcad %’F',—?J Elfl}‘F’r,&J = F'f'&J

B2 B
DebugLevel level TR ?{%L{ A :ﬁ[lp y= Iﬁﬁffﬁiﬁg‘ Ve o35 - Hg S
(fat Py verbose Zl#d ) £ Notice (=T H1Zf) » jigrplfo &Y &

Debug (&) ° Notice g*?&tr El%ﬁ!j

HostBind host/IP = vead fisET J%f%‘%f’[tﬂllpvm& IPv6 3> F5 = ity
{ o 2 HostBlnd F % vead }%% 2 b o Y
3 'Ftﬁ;ng[uy f| HostBind ZiE! - H[IF Ell = tr}t{xg%ﬁgp ﬂ’frs
ﬁp[ ﬁ%L dior-1 }J‘[ .Jmﬁﬁﬂﬂ;ifv]*ﬂ’rq HostBlnd ,EIE

KeyStoreDir directory ik ’ﬂg‘“ 'l*(ﬁ”ﬁ’?fl’rﬁ (R EH P R EVER
vcadpJF[IH HFIVE AL ( JXM@'P fE ) Aﬁ%ﬁq&'lﬁ'%
pies gl%ﬁ‘f* fF'I £ /etc/opt/SU‘N&conn/vca/keydata
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w48 vead I fy U1 I 4 ()

e HiER

LogFile logfile 1= logfile (=HLHE ™ FWJ?‘%%**IF”'*L' ’W’?EQ@ o AR
JL‘{/F'V SRR YT .‘iFJFJHIﬁm) #’ 5 R s}f’,
J}{:J’H« XpgS = vead :t'%g‘rﬂﬂj?‘ilm;_*fﬂféﬁ e o

MaxData size - FIWJ@i:ﬂ‘JﬁJ\ u:rﬁﬂﬂjd‘n; Al e FUBEEE
%ﬁ@ﬁ% 4 MB (4194304 72 3) o P ES[UPR EREI > vead
F%}ffj/\ R il = H ] i FTJFPEEF

port port AU B © vead BFEIVTRSIERET 6870 © YRR ES
% Imvcad %53-?%" RSEIE ] (@F [ 1024 pUsfiEE i) > vead
J ) MEI” ?ﬁ%ﬂipll;ﬁ“ J&{ P o F%&AJB‘WS FIfY
rvcad E:}‘ll o E  EY R ﬁ'ﬁfiﬁ”fﬁﬂi i o

Timeout seconds [igq;:uajj EYRIpYET- WA mmﬁ%{ﬁ iE TRRIEY
j f#q K il f%ﬁ Jgﬁvhj/ At Jéériu SR IR
(e ;@ﬁt", ,lpj %ﬁ“ HE IF=Ss 1 5 6 vead ﬁ H'Eﬁ
l;!il ﬁ“vlﬁ‘ (%f‘ :) 71 glp} F%Lgl‘bgmﬁnﬁ&,
@Eﬁt 300 (3

User username %4— vcad I'] username J/]J%fhl 7o B ,%}}H’ﬂ EQA et
; %i—gfi‘ username E]yﬁjaﬂi UID - Eﬁ'}f'[ 4 [ 3 El%lgﬂj £ fﬁ‘{ﬁ vcad
}EEFFF F[I Fl

vead B =
(155 vead BRI (1] TCP LS HHEEL - 00 R 01 50 2 % -

TR vead Ei A @5‘75 JP 5 ID Epii#e 5‘2@“ HID L ﬂ%&@iﬁﬁ'ﬁﬁ@ﬂf\b
kL UIDO | Jpas"rT F‘ rﬁ@}%ﬁ;ﬂ[ﬁ“—f‘ i I f&{ %ﬂgﬂégjﬁ?ﬁﬁﬁﬁpﬁj
FARSINN f@‘»ﬁbiy £ * shell ° /etc/shadow e S Viﬂ !

J;[‘/ *[LK* o

ST > vead BT A0 H I "HEiHF“ﬂJ:‘?%‘F“ a] s
vead B T E?ﬁ, lﬂiﬁbﬂﬁdﬂﬁflw o BT R T

F?;*L vecad ') j [f' Fu@n 17%“%,7 o
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v

AL vead BT T PR H fAEE0

1. B5EYW /dev/veactl WIE/SE L o

vead BT @I HE /dev/veactl R 0 I HUREE YR 0 20 F-Sun Crypto
Accelerator 400 JF’E—}’%@\%@%?I 1/0 F"'AJ o ’I,Eﬁij%ﬂ& (2 AE g T) R =
vead fUfH [ H =R T IV /dev/vcact?. o FUBGH ’}{%ﬁf??iﬁ vcactl
U QS HRVE S M B v 9
MRS 2 A 7RL > 7] rem_drv(lm) #* add_drv(1m) Elig?ﬁ%tF'J vcactl %ﬂ 0

rem drvvcactl
add _drv-m ’* MODE USERGROUP’ vcactl

Us§ri Eﬁf‘ GROQE’ ?HQI 'JLE‘H;%%J} Gl ﬁ%?[’ﬁ%l%’?ﬁ[im E'J?ﬁé’? 'T: FirE | - MODE kL
%ff;['( A’E",I%I\Jﬁ{:i?fﬂ? © 0600 fl vecactl AT g B ﬁ%‘éfﬁﬁ add_drv(lm)
|

man IV % RV -

- T BB RLE F AR o

BT S 1/0 R voad JRTET: » SRS T H I;E:ggmg, St
PIf o o [ ISR RE T SRS vead Pl [ E =S VATV ~ B R AR -
= TR 2 fﬂﬁ?ﬁﬁ&lﬂiiﬁ?} fEr e ?‘?‘MEI HIHPUREITVE AL

- BITIERSE TCP MBI LI vead BiPERT o

PN ST AR R R AR R vead B o g = R {E}ﬁj ’
ZER Sl IR £ 1024 ﬁ‘)ﬁlﬁgj o f/[lf}\l%%—_’éﬁ;ﬁf tcp_smallest nonpriv_port =i
O TRl 1024 » 7] nad fEEFH R - UETHZ - voad BT[N [ I 6870 -

AT
AT 12 T vead BRI B AR ) 5525 -

# /opt/SUNWconn/cryptov2/sbin/vcad -p 5525

TP 2 ¢ RS SRS voad BT » SRR IBIEE B -

# /opt/SUNWconn/cryptov2/sbin/vcad -Fdd
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PR T TR B 2 A

vcad[1679/1]: [debug] got exclusive lock
vcad[1679/1]: [info] Security daemon starting up
vcad[1679/1]: [debug] Starting file handling thread
vcad[1679/1]: [debug] Starting TCPserver
vcad[1679/1]: [debug] TCP socket bound on port 6870
vcad[1679/1]: [debug] fd is 6

T T AR A B P (IR 5 voad B s (R
HiZE o

(9] 3 ¢ vead BRI 20 NI IERCE -

# /opt/SUNWconn/cryptov2/sbin/vcad -f /etc/opt/SUNWconn/vca/alt-vcad.conf

(M) veadiag -t M R

vcadiag MR 5T Sun Crypto Accelerator 4000 /7 Fi-fiufy 177 i o1 » iy
AR A T R RS D R I I BT R [ e g5 S A
vcadiag TR J\a*J["i °

BISL IV veadiag RN %}H Sun Crypto Accelerator 4000 = ' | I#J 7 f253)
l;lﬁc i
BREH T B

$ PATH=$PATH:/opt/SUNWconn/bin
$ export PATH

vcadiag #j 'AJ iR
m vcadiag [-D] wvcaN
m vcadiag [-F] wvcaN
m vcadiag [-K] vcaN
m vcadiag [-Q]

m vcadiag [-R] vcaN
m vcadiag [-Z] wvcaN

H#R - "] [-DFKRZ] ETEE » veaN kL /i i fugEel £ > 2l N Sun Crypto
Accelerator 4000 St [t - FIFEfRAT S/ -
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# 4-9 FH veadiag S HRHFC UL PR -

®4-9 vcadiag

BN =
-D vcaN 7t Sun Crypto Accelerator 4000 /7 1§ FETF
-F vcaN 245 Sun Crypto Accelerator 4000 /7 1 [fli = [F " ﬁi?;%??ﬁﬂj =ty
1 7 B2 St
-K vcaN LT Sun Crypto Accelerator 4000 /7 Il [AVE (TR (HER
[ 2 B o 2 T S
-0 R E IJ Sun Crypto Accelerator 4000 SE[EI =L FT [F{IVerF - BT
“ﬂ‘%\ BN SIS T Ry WE I -
o R
. mﬁ[ﬁfjrﬁ:
o SR
o EHFRITHE
o SR
ST I B P T e 2R S 2 S Féﬂﬂfjgfﬁfﬁ o
-R vcaN ;jl%n Frde
-z vcaN

HAFA %

M RL -D 2 llguéf*ﬁj

# vcadiag -D wvcaOl
Running vca0 on-board diagnostics.
Diagnostics on vca0 PASSED.

j\i_F

2 RpuEfy]

# vcadiag -F vcal
5f26-b516-83b4-d254-a75f-c70d-0544-4de6
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I RL - PO -

# vcadiag -K vcal

Device: vca0

Key Length: 1024 bits

Key Fingerprint: 5f£26-b516-83b4-d254-a75f-c70d-0544-4de6

Modulus:
b7215a99 8bb0dfe9 389363a0 44dac2b0 7c884161
20ee8c8b d751437d 4e6a5cdb 76fdcb2a ad353c0b
248edcld 3c¢c76591d dbca5997 f6ee8022 e8bb5aed
465a4f8c 601d46be 573e8681 506e5d8d f£240a0db
11d5c095 2d237061 df27b2de ¢353900f £531092b
7d9a755b ¢5d79782 95a1180b e17303bb aca939ef
006c73f7 74469031

Public Exponent:
00010001

FITRL - Eipf] :

# vcadiag -Q

vcal:cb
vcal:cb:keystore-name:83097c2b3e35ef5b:1
vcal:ca
vcal:ca:keystore-name:83097c2b3e35ef5b:1
kcl2pseudo

vcal:om
vcal:om:keystore-name:83097c2b3e35ef5b:1
libkcl

IIhRL -R L)

# vcadiag -R wvcal

Resetting device vca0, this may take a minute.
Please be patient.

Device vca0 reset ok.

I RL -2 SR

# vcadiag -Z vca0

Zeroizing device vca0, this may take a few minutes.
Please be patient.

Device vca0 zeroized.
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("] pkllexport *H A=

pkllexport % H[FHNE-E S vR| ’?l%ﬁq(/ﬁ SIS ‘m‘;ﬁﬂ fEEI B PKCS#12 i

FESE o S v H| *“Fm\ PKCS#11 fi EIEFI—HV}F’JF{? R & RN PKCS#I2 -

J ,\[EIF }’EJFTETV4 I[ﬁ[ﬁ}ﬁﬁ?(l\ﬁmwn o

JPHN EREAH R 5 S o I “J*ﬂ‘“ﬁﬁ PRSI PKCS#11 BUESES © iRl 5

I > pkllexport 2 HFHFUR S PKCS#11 (i EE#SIZEH'%@

m PKCS#11 /7 oI/ C¢_WrapKey PKCS#11 ﬁJH

m PKCS#11 /i 14 fi#7 CKM_DES3_CBC_PAD ¥ CKM_SHA_1 PKCS#11 r*i"}‘fﬁﬂ o

m RIENUES U‘U\':EI]%‘#—L’ CKA_EXTRACTABLE % -

pkllexport [l J}‘F’[ AJ ﬁiﬁi P A

m /opt/SUNWconn/cryptov2 /bln/pkl lexport -V

m /opt/SUNWconn/cryptov2/bin/pkllexport -1 [-p pkes11-lib]

m /opt/SUNWconn/cryptov2/bin/pkllexport [-n friendly-namel [-o
filenamel [-p pkes11-lib]  token-name

% 4-10 Fif¥] pkllexport *H[FHZVAUY $EEE

# 410 pkllexport HII

b3 B

-1 ?[JH'.’J'EIﬁTJg PKCS#11 =V e | Y “H‘ﬁ? o

-n friendly-name ERIEY & SRS o friendly-name £, f H;gj

-o filename }I—j AN PKCS#12 ﬁt%‘k}; i filename S IR\ EJ}‘E, L T
filename > PKCS#12 #{4Kf 4% £ pkes12file U EIFLEISR -

-p pkes11-lib SEEIEE TV £ SERGETY PRCSH#IL A=« s FR 2 i
%;vg,pag{@g %0 T pkes11-lib RBYH E AL o Er‘ Aregtii

pkllexport f{i*| Sun Crypto Accelerator 1000 PKCS;H = “ I
(/opt/SUNWconn/crypto/lib/libpkesll.so) > lf_'ﬂ = i
PRCS#I1 A il IZE IR phes11-lib RBYrAFE

-V 25 pkllexport fi J}ﬁip Y o
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E7)
&)1 A PKCS#11 8f l"Eﬂf’Jf??E'

# pkllexport -1 -p /opt/SUNWconn/cryptov2/bin/libvpkcsll.so
0. SUNW acceleration only
1. arf

gy 2 ¢ - PKCS#11 155! nobodyewebserv [l Server-Cert #e& ° i""fgl'fif‘
/tmp/webserv-export.pl2 ffi %[l

example% pkllexport -o /tmp/webserv-export.pl2 nobody@webserv
Enter password for nobodye@webserv:

Enter password for pkcsl2 file:

Re-enter password for pkcsl2 file:

/tmp/webserv-export.pl2 was created successfully

("] iplsslcfg fﬁ—ﬁﬁ%

1plsslcfgf’,.ﬁFIJfﬁf 1175 2 @b HEAE T il ] Sun ONE AR A “ll%ﬁm
TR £ Jp HA VR 373 4 ﬁ“}{j Sun ONE Al o = it * PKCS#lZ

bt s

v + Sun ONE Web Server 4.1 [[1ffi*] iplsslcfg
TR P 1

o 2B 104 By Ti%5%E Sun ONE Web Server 4.1 ©

v ﬁrSun(ﬂﬁE\NdaSenmr6I)HW@BJiplSSleg
F‘ 4 ﬁ?pw 71

o EZPBME 113 HY Ti%E Sun ONE Web Server 6.01 ©
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v TE[[EIJ iplsslcfg ?‘F’[_'&Jﬁ%"g%fﬁ 5
1. BATIHEP LT iplsslefg #%H :

# /opt/SUNWconn/cryptov2/bin/iplsslcfg

2. % Sun ONE Application Server S A 2 » SR A\ —HENL P2 X5 BLAY IR 1K o

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 2

You will now be prompted for four pieces of information:
1. The location of the Sun ONE Application Server binaries
2. The location where Sun ONE Server domains are stored
3. The Application Server domain (e.g. domainl)
4. The Application Server server name (e.g. serverl)

Full path to Application Server binaries: [/opt/SUNWappserver7]:
/Jopt/SUNWappserver7

Full path to Application Server domains: [/var/opt/SUNWappserver7] :
fvar/opt/SUNWappserver?7

Application Server domain: domainl

Application Server server name: serverl

This script will update your Sun ONE Application Server installation
in /opt/SUNWappserver7 to use the Sun Crypto Accelerator.

You will need to restart your admin server after this has completed.
Ok to proceed? [Y/N]: y

Using database directory
/var/opt/SUNWappserver7/domains/domainl/serverl/config. ..

Module "Sun Crypto Accelerator 4000" added to database.
/opt/SUNWappserver7 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>
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3. A 0 DI o

v fi"] iplsslcfg }fF[ ﬁ%p\h,‘fﬁm

IF=E2Fi ) - Sun ONE, ¥ l” %a“é'{ [HEPRIf ] PKCS#12 F‘*“Efé“' SSL &= & i -
PINCRI =] ”i ST ‘Fﬁz i ' Sun Crypto Accelerator 4OOJ I

1. A THHRL LT iplsslctg % :

# /opt/SUNWconn/cryptov2/bin/iplsslcfg

2. #A 3 DU Sun ONE #8ufi{al ik &% 5 3@ e 25 PKCS#12 #4:X » BT Return ©

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 3

3. B Sun ONE felllit#s H BRIy o
iplsslcfg 2 F R st () Tat! 8 G191 (1 W TR & Sy Rl -

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers

4. TEREBERYIERUP AR o

The following certificate databases were found:
https-machine.domain.com-webservl-
https-machine.domain.com-webserv2-

Which certificate database do you wish to export from?
https-machine.domain.com-webserv1-
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5. $rd Ik A2 R Y Y £ MG 25 SR A T 4 R o
anggahﬂ ’5Z?ﬁrt“erver Cert

If you wish to export from a hardware device, you will need to

Not all external tokens will allow keys to be exported.
Certificate Name [Server-Cert]: Server-Cert

Please provide the name for the certificate you wish to export.

provide the token name followed by a ":" and the certificate name.

6. THE CS#12 R ZIN B EE B K A4 R o

Please specify the path where the PKCS#12 file will be stored:
/tmp/export.p12

7. WA E

SRR » EAR O [
R TR 6 | lfi%ﬂfﬁiii G

€ PKCSH#I2 R i - Ho ififi - PKCS#I2 fif g

Enter Password or Pin for "NSS Certificate DB":
Enter password for PKCS12 file:

Re-enter password:

pkl2util: PKCS12 EXPORT SUCCESSFUL
Successfully created the PKCS#12 file.

<Press ENTER to continue>

8. A 0 DIAEHK o

v TFBE'J iplsslcfg fﬁ—ﬁﬁ%ﬁ SET 4
r?ﬁs_?ﬁ}iﬁé* sy PKCS#lZfr‘F‘ A R e
1. A THHRZPAIT iplsslcfg %M

# /opt/SUNWconn/cryptov2/bin/iplsslcfg
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2. B 4 DME%s Sun ONE #9ub{aIR%1E PKCS#12 1 NEA £5f > SBIL T Return o

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 4

3. # A Sun ONE faliiz#% H BRI o

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers

4. BEAGETERE A PKCS#12 R 2K o

Enter the path to the PKCS#12 file: /tmp/export.pl2

5. BT EERIE R o

Will you be importing to a hardware device? [Y/N]: Y

6. BEALESHEEWNIRALING BE I 7 1R 2 B3R ARG o

Enter the token name: vca0l

7. B username:password FER LRI o WHZBF 5-1 0

Enter Password or Pin for "vcaO":
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8. BEAFHR R PKCS#12 RERAYERE o

Enter password for PKCS12 file:
Import successful.

<Press ENTER to continue>

("] apsslcfg ?F[—?”ﬁ

apsslcfg ?ﬁ—ﬁ SR 1 DF{F%’Q‘: SSL [ Apache ATl - 21 2 %Afﬁ%qc Apache
AT AR 2 oA -

8 - apsslcfg ff4]flIE L 3% Apache Web Server 1.3.26 ©

v {{i*] apsslcfg ?ﬁﬁﬁ%ﬁf&iﬁfﬁ 1

o NSRS 162 EHY TiE Apache Web Server 1.3xy3 ©

I'El ] apsslcfg ?ﬁﬁﬁ%ﬁlfjgrﬁ 2
2 F) 3 (A Y T

1. &+ 2475 Apache [V

2. ] Apache (PEM fiffls X.509) £ Hifit! 11 PKCS#12 1=
3. JFf & #ifE- PKCS#12 fif7*F= * Apache (PEM 5 X.509)
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v &% 2HFET Apache E‘H%n:r:ﬁ

FE Ei: L MR 1Y RSA & MR -

A 1 l«)&%i‘%lﬂﬁiﬁ@ °

B R REEBL Apache BIALIMIRAR » B ALIBRERITHETE o

—Ij

Please enter the directory where the Apache
binaries and libraries exist [/usr/apache]: /Jusr/apache

Please enter the directory where the Apache
configuration files exist [/etc/apache]: /etc/apache

B BRI o

Where would

you like the keys stored? [/etc/apache/keys]: /etc/apache/keys

7.

%)\%ﬁ@ﬂﬂ?ﬁ%ﬁgﬂﬂﬁimﬁﬁﬁ%ﬁ °

[ EPDTIO €50 Pl - B ceret  SHIRY 713
certl-key.pem °'¥&& ag%'j‘ﬁﬁii W certl-certreq.pem-°

Please choose a base name for the key and request file: certl

IR RSA SR o
EE ARG A F RSA S -

What size would you like the RSA key to be [1024]1? 1024

BN T HRE RS o
fi Enjggﬁi;c%ﬁ% , TE;"@‘F;[ .

Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

B ZOR IR Aol o
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You are about to be asked to enter information that will be
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank
For some fields there will be a default value,

If you enter ’'.’, the field will be left blank.

Country Name (2 letter code) [US]: US

State or Province Name (full name) [Some-State]: California
Locality Name (eg, city) [1: San Diego

Organization Name (eg, company) I[]: Company

Organizational Unit Name (eg, section) []: Department

SSL Server Name (eg, www.company.com) []: www.company.com
Email Address []: admin@domain.com

The keyfile is stored in /etc/apache/keys/certl-key.pem.
The certificate request is in /etc/apache/keys/certl-certreq.pem.

<Press ENTER to continue>

¥ JF Apache (PEM @ﬁﬁ% X.509) £ Gt EL PKCS#12 ffﬁ?“‘
PRI USR] Apache AN £ SIS PRCS#12 MR -
B 2 DUSFRISE o

- B\ SRR R R R B o
D & S REICRLIF] AR R AR P e Ry -

SERR - & SO ) e AT AR B MORORRR 1 o (FURL - 7 e T AR
R £ A

Enter the path to the key file:
Enter the path to the certificate file:
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3. AR PKCS#12 B ZMIIETE o

Please specify the path where the PKCS#12
file will be stored:

4. BABGEITRUF 0
i EPATE - N £ -

Please provide a friendly name for the PKCS#12 being
built. This friendly name is necessary when

importing your PKCS#12 file for use by other web servers.
Friendly Name [Server-Cert]:

5. AW ORI S ER PCKS#12 BEZPIN %5

Enter pass phrase for /etc/apache/keys/apl-key.pem:

6. SADHE PKCS#12 BZ DB LORH &R o
PKCS#12 MUK ™ HPin Lot -

Enter Export Password:

Verifying - Enter Export Password:

Your PKCS#12 file has been created successfully and is in
/tmp/exp.pl2

<Press ENTER to continue>

}-I% fﬁ PKCS#12 f§="i * Apache (PEM ififits X.509)
T BRI PKCS#12 RV & S248GT - 0% Apache AfEHTRIIR AR IR -
1 BA 3 DURRLRS o
2. A PKCS#12 RERIN B IR A o

Enter the path to the PKCS#12 file:
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3. B\ JTCRIMN <52 B SRR A B 1K o

Enter the directory where keys and certificates
will be stored:

4. BN SIS RN RN R K A o
Py TR SR 3 e il BRI -

Please choose a name for the key and
Certificate file. This file will contain
both the encrypted key and the certificate:

5. BEAFHRR#E PKCS#12 BRI o

Enter Import Password:
MAC verified OK

6. BEABISME LI Apache T SRA MM SHIRIK o
S MEEFRLI R T TR 4 OB -

Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

The keys have been successfully extracted to the file
/etc/apache/key2/yakstuff.pem.

<Press ENTER to continue>
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K T MAC © 5HEDEG 5 v Al
gl ELEHIEJ GRS

R TIPS MAC rﬂﬁpi’:r (e (A A H P 2 ffat /7 i o 53— ARl
SHEF e ERE g‘f » BT RS pLE ST OpenBoot PROM [ ¢t -

v ff{/rgf‘rr jij) [fiﬁp?’ii {fl i MAC fF i
1. sHA TS

# eeprom ”local-mac-address?”=true

Mlocal-mac-address? | »**EW?*—E true Eﬁ » BE J@Zﬁ?fﬁ% E%F
}{—J[El” ‘;T?ﬁf ﬁ:%lfﬁﬁﬁ YA E MAC k.

2. PR R

V ffOpenBoot PROM F/giiT T IflfY MAC & kit
1. #ifE OpenBoot PROM ok £ i A FHIH% :

ok setenv local-mac-address? true

Mlocal-mac-address? | x%gF%—LE@ true [if - QF?J?%EF&[%%‘E%J/?E@T{E,’
}H IEIF' ?Fg Tt I YR I MAC P

2. BEIfEERS o
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i

A E Sun ONE {1 s

AN =L Sun Crypto Accelerator 4000 /7 -1 /% Sun ONE fili [ £ "] «
Sk i

5Y95 FIj9 T Sun ONE A #pod 2
57 100 FIfY r?t Sun ONE Al i

ul

57102 FIfY rr%’“‘c’ Sun ONE Al s o Fi %E??Tgﬁﬁffﬁflﬁl MR ERES ?'T?*U
53103 FIpY ri/%f%ﬂ?dt Sun ONE Web Server 4.1 |

FY 112 Iy ri‘/%f?r%i% Sun ONE Web Server 6.0 |

2% 121 FIf r%i/%f%ﬂ?é Sun ONE Application Server 7 |

37132 FIpY '_:L’Jéff%‘?r.i}%_’ Sun ONE Directory Server 5.2 |

FY 144 F1fY r%'%f%”?%’i—’ Sun ONE Messaging Server 5.2

57

Y155 FIfv T 3}%&‘5‘”?*{5 Sun ONE Portal Server 6.2 |

AR — 4 MY Sun ONE (3 {78 £L iPlanet™ fflR N -

FrE! Sun ONE ARl ot =

A AEE ] Sun ONE AR Fi*H Sun Crypto Accelerator 4000 /1 [ffiud =
fjj'ﬂ':. o

p:

B - OIS M LI IV Y S A R -
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ﬂi

—_

M =
SPHCE PKCS#IL /1 p [%* Sun Crypto Accelerator 4000 /7 oI [ Vs A=Y (FI9p
Sun ONE ; 1Fﬁ*|hﬂ ) S S

AR - Apache %{ﬁf#ﬁﬁﬁﬁ%&' (5% 6 ) 2 P Fp I & SR RS R -

Sun Crypto Accelerator 4000 /7 *1-{* |90 = | ¥ kLAt ﬁ?f %ﬁ?};{v ot | H o S S
{1 BT - R0 IH T S o [T TE -] ﬁ@ﬁtEJ ’f?E%ﬁw
12 PIAIPYAETE - 7JZID production Q%ﬁi‘ development & ﬁﬁ R PR PR
\/ lvﬂ)

AR - /ﬁ? YH [ H/ﬁ/ﬁ“‘?%ﬁf' YRLF] veaadm Y Sun Crypto Accelerator 4000
- P JEIa‘HﬁF' Y UNIX B H =R - UNIX ™8 €725 Sun Crypto Accelerator
4000 [l 2| H €78 [ > 22 IS -

£ HRRLE TRV R ?‘l o b2 A ] %ﬁtﬁﬁﬁglﬁlr& 7;; N
e 2T T%l?ﬁﬂﬂ ! lﬁl“ t‘ﬂé‘t SV < ag R T B ) DRy
r‘gnj;ﬂ L rufﬁﬁ = fﬁ’?[ ﬁ\ /I fsrn#:

n ffﬁ%%ﬁ‘ - & P H Sun ONE AT AR IR PR PO I 2 5
w BEFIEMESE - g REE L A R R VR LS M
n KEEMBIEYE - xﬁﬂfﬂﬁ%’%ﬁﬁ@ veaadm ¥ IV E SFEEE RS -

#E - 1= Sun Crypto Accelerator 4000 /7 PIJFF 'ﬂ“ £l l["‘l‘kéﬁ?ﬁl o [ET) }if’j % (i Sun
Crypto Accelerator 4000 /7 [ I{F%ﬂ‘cﬂ%iﬁl[ﬂ [i& S 4L Rl F/\Ilaj[‘p ; I JHRH g9 $55E

= FLQF# ‘Jl
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- AR ?ﬂ LR 0 o BIR PRERERER RS S S
sca4000-ks- 1 ﬁéﬁ?ﬁlf[lﬁm: i 2 18 webserv ~ dirserv 78' mailserv ° :“H FJEE=
I | e gnyfl LR T oS & S TV AR - 51 - R
I -

P asswords used
with PKCS#11:

|
PKCS#11 application 1
|
: webserv:abcl23
|
|
|

dirserv:def456
mailserv:ghi789

Y

PKCS#11 token: PKCS#11 token:
sca4000-ks-1 SUNW acceleration only

A A

Y

PKCS#11 layer

A
Firmware \

Y

Keystore name: sca4000-ks-1

user 1: webserv
password: abc123

user 2: dirserv
password: def456

user 3: mailserv
password: ghi789

51 EHPREELT B

&I H] veaadm #7E T 54 FZE Sun Crypto Accelerator 4000 & S {jli ™ [
ﬁ%‘%ﬁﬁrﬁ% FIpY T ;F' vcaadm **il *ﬁ?u o
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el Y

Keystores Tt Sun ONE it ]Eﬁ T #R BT 55 fokens © Wﬁ&lﬁ fl # Sun Crypto
Accelerator 4000 i~ f 11y i [ EE%]*[E'E%[%

YNSRI 7= (2 SR engineering ~ finance == legal > = IW@F '}HEIFHF[ Sun
ONE1@ﬁhﬂQH%~

m engineering

m finance

m legal

SR
RV SRR > Ak A E ;ﬁ"r‘é*i S P R S - SR
it

JEQ_CIJ i 1 Iﬁﬁ& bl[_{)fﬁﬁtl ?ﬁ"ﬁ[ JTI’ = 5;9; 5 - I[—{;fﬁr]q[ [p[;r

-

)

m‘

B - SR P W EPERLA R -

o

Sun ONE Al s IE'ﬁ@?ﬁ[ﬁi@?ﬁ'&fﬁfl'F'ngfﬁ;“' RS ?"rﬁﬁiﬂ”ﬂﬂ/[“ ({H
/»«\7,1 .

"Af)
1. [l ERUf@Lr SUNW_PKCS11_TOKEN_FILE ffj £ iU

R A “ﬁi?ﬂf TR LRG> T P IR I R [

2. $HOME/.SUNWconn_cryptov2/tokens fifi%’

1 Ti#ﬁw Sun ONE Af#f(il R 45 Y UNIX ffi ™| #9186 - Sun ONE
A ﬂ RS %‘ N ALY U IX (R E = Dy o T = BT e
i o

3. /etc/opt/SUNWconn/cryptov2/tokens %

79['%\[?@4]1@?”@!?1 Sun Crypto Accelerator 4000 ﬁ?ﬂg‘f}iﬁ””’?& JI@F [0 Sun ONE
i
ATl
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LB o)

# This is an example token file
engineering # Comments are acceptable on the same line
legal

# Because the finance keystore is not listed, the Sun Crypto
# Accelerator will not present it to the Sun ONE Web Server.

R - (U () B RO

0['%‘#77\'H¢ A AR EHJ%[’EIE'J%T FIpY Wﬁfc‘ ?'ﬁ&lﬁu FlFF E[%

ke

A [ X

%\1 F IE' » Sun ONE lf' %é“éﬁiﬁg‘l?ﬁ EIJE[U{E‘,"JD%TJHZLIl’gj,EIJ o [é{fp‘FJZEIFF‘I?EIJLI—%“JHZJ\J
= R

fe!ffll Sun ONE (il T5 ¥ ff=#{ "] Sun Crypto Accelerator 4000 /7 [~ B[

#H»!El%lﬁ /etc/opt/SUNWconn/cryptov2/E'%Km Hb— [ 5EL sslreg Y

FRR > I PTG A -

_l_.l_.

:' ’

# touch /etc/opt/SUNWconn/cryptov2/sslreg

fol { R | RIEIIRE > RIS sslreg R > SREE %?Téﬁfﬁjﬁﬁﬁgm'ﬁg .

# rm /etc/opt/SUNWconn/cryptov2/sslreg
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l% - Sun ONE aﬁi‘ffﬁ ke

AR I
m Y100 FIFY TR

m Y100 FIAY TR S

m 57102 FIfY F?S‘F'J Sun ONE Al dvfsc

Jf—r Sun ONE 14/l FIJIH%,@HMT@%A@MJ? SRR 2 51 -
T - xﬂﬁ*wﬁsf 7 A R -

%51 Sun ONE ; “fﬁlﬁf iR F’-’raﬁu »HEE

Lok B

SunONEn{ﬁﬂﬁ i1 N Esﬂé‘ﬁSunONE?Fﬁﬁl%/%ﬁ@[ﬂ%égmﬁ:ﬁ”%ﬁg PRl A

(EEET un ONE Al 88 Ff s

AT ﬁF;%"HIﬁEE‘ﬁ@I’{E‘I A= #;*HETE*J[ 3% pj?%;{ 'Eﬂjf’? R o 1k P?i'im 3l Sun
ONE i} sg i lﬁlﬁ* Fi e
WA [)fjﬁF Eﬁ%%ﬁ%l = #F}E

EENEL #5 vcaadm -ﬁj%[‘ﬁiﬁ’ﬁﬂjrﬁ*ﬁu -%15?

RETH 67 il EXEL S Ef F Sun Crypto Accelerator 4000 f5%i- 7 ’?ﬁl—ﬂ v, '{ﬂﬁj%

fel = b EEERRE HIRRRAESE. (keystore_name) “‘13: i
=R E JF’IJ\J vcaadm g FUA’%#‘F‘”EI“ Hi e fgﬁ:‘“’ 72}7?5
f‘ﬁgllﬁ/ﬁ/ﬁp/ﬁgﬁi }é/fl/i‘[ [Fl (: Nﬂlﬁlj

o s

o ,—gj FJ;{F’II“ ,,EH:*’, =t P[{EJQ%?IF“—# Jjﬁﬂ - IPIF[[FI ﬂ j,J ?y‘ﬂ [_r[
”J’EA Sun ONE FATFIG A o F/A 3R 8D /7 e f ot & S - [ﬁ[“ (B
L ‘?J?H[ Sun Crypto Accelerator 4000 )lpl{ %&f BB 62 F1jiY r@F‘ vcaadm
T%Jilf[l J'PI—FJ °

}I-a i Sun Crypto Accelerator 4000 /7 P p e W 5@’% v 5 [ﬁ‘; El ~f?
R WS W - L H It E “4{# Sun Crypto Acceqerator 4000 /7| HTF% TS
Fuﬁxﬁglﬂ [ﬂ[lf[ﬁ gﬁ/ﬂ;&";-Fw&( FHEF jj
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R

- SRR AR ERILERTE > 551§ Sun Crypto Accelerator 4000 T-H H$tB{E s irp »
fildm :

S PATH=$PATH:/opt/SUNWconn/bin
S export PATH

. i vcaadm $§ S 1AM veaadm AR 8 A vecaadm -h hostname PAf§ vcaadm
ot PR o A BT S
ﬁ%‘ﬁ»fr}ﬂgf 53 FIfiY T{fi"] vecaadm ** H[FHE | o

$ vecaadm -h hostname

. ff‘ﬁfﬂ’-]fﬁfﬁ*@ﬁﬁm% °
ST H £ w[’F[IF' |7 Sun Crypto Accelerator 4000 /7 EITFILJ?[ﬁ*ﬁﬁH' » 2 ﬁ:@%
T*ﬁﬂ ) UNIX R 90 - L O B e

| vcaadm = E‘“IEF A J/IJJF{
. f§il] create user {ESHIVIEHE

vcaadm{vcaNehostname, sec-officer}> create user username
Initial password:

Confirm password:

User username created successfully.

[H«Tﬁﬂ »w/@ﬁ//?;/ ;gﬂz—sif lis ﬁ:ﬂ-/ﬁ?ﬁ//ﬁﬁgf ( i3 R% 5-1) - vﬁ:q‘r [%éﬁ
(UL I el dﬁi%j SERLE 0] ?ﬂ‘@/ﬁ' T - p

g [E[m IS = =2 & £ ;éﬁlfrf DLF/\[?‘J~‘ '%ﬁF’ FRIREREI=EE
RE ik F' ) }‘gﬁ“ LE_'%KEJWF%O

. &E vcaadm e

vcaadm{vcaNehostname, sec-officer}> exit
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/N

f, | Sun ONE aﬁfﬁf’ﬂ AR A

fel #’” Sun ONE Al » [0 pshns ™ A > ™ Ryt af éﬁﬁ ST
1. %4t Sun ONE F[fjﬁﬁﬂ T5a8 -

2. F" “ErRE -

3. %IT‘{S‘/EEJ °

4. ij%{(‘_‘uﬁﬂ °

5. % Sun ONE AT -

B — TR P TR IR L R -

m Y YRL Sun ONE Web Server 4.1 %& 25T 103 FIpy T :L%f??‘i‘—_ Sun ONE
Web Server 4.1 | °

m PR R Sun ONE Web Server 6.0 ° % P2 EY 112 FIAY rij%f&‘#i%*— Sun ONE
Web Server 6.0 |

—

275 Sun ONE HE‘JF Al l?‘g??ifi}i
E I"""\"\'_I IE[FI ?1 J_T_‘I_IESLA 7Lj
[ [JFISFF'JSun ONE Al & - &;:laﬁ?éﬁwl“ VS L TR

v H Sun ONE ATl gF TR po F BT o 2 o
1. HF config T HEBUNE Sun ONE S5l FRIRE IS — i :

/usr/iplanet/servers/https-webserver-instance-name/config e

2. B THIATIN password. conf Bi% GBI+ 5-1 DIBR M) -

internal : trust-db-password
keystore-name : username : password

3. SRF RS RS S RE SS€ 2y B b 1l I &5 JH LA T I UNIX 3% 1D » SRS

RERRGSEE 2o PR SS9 vl DA

# chown web-server-UNIX-user-ID password.conf
# chmod 400 password.conf
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P %JL Sun ONE Web Server 4.1

iﬁ[ Elﬁ%ﬁﬁf e q!z%f%j%“{ Sun ONE Web Server 4117)) IEJ IR e R TR
Mrﬁj Sun ONE ] ﬁ{fﬂ s it VR % rwf;,f&? @F' Sun ONE
T*pflawaﬁm% F il I

57103 FIpY T 4% Sun ONE Web Server 4.1 |
57104 FIpy "L Sun ONE Web Server 4.1 |
55 104 FIfY r#ﬂ 5 [I* TR R

55105 I TR ﬁ* A s pEf f N
Y106 FIjiv [ il ﬁ twam

57109 FIfY F—L};ﬁz i AR

5T 110 FIjv F?W' SSL AR TR 2

YL Sun ONE Web Server 4.1

. T Sun ONE Web Server 4.1 #R§¥ o

féiFl‘ I'J% %] URL I [%?Uﬁ{ﬁfﬁﬂﬁquggmﬁg http://www.sun.com/

. SRR B oIl BRI A ] M A R o

BB P ITPEH setup RS WEAR L FA S IR A o

lﬁ QSESF'LJTTFTF%R% W EFIEY /usr/netscape/serverd °

j:f‘, S g[r%}mg @ o gl I.iiﬁx’i‘—_}{%ﬁéﬁﬁ‘fgﬁﬁj% SR S TIPSR %7” SN

pm‘a'

# ./setup

. IE R AR HEIERR o

e R féiﬁ’”%fg’?ﬁ%@ °

a. A ves (2) PANIEEEESZEZRENK o

b. B A 7 ¥ A o

c. B AWk Sun ONE Web Server 4.1 5 BEfl it 35 %5105 o
d. HiBIH AR T Return o
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F%%—_’ Sun ONE Web Server 4.1

T A BT (VR 0 AR g
Téﬁ% %ﬂ'ﬁ:{ﬁ%‘ FH] SSL puaft r[%%ﬁ,

Sun ONE A5l B R i < e Ry T i -
v EIRETRR

1. i Sun ONE Web Server 4.1 EH{HENEE o

I&IH% BNy l (le\ﬂi‘ﬂ[’? setup fI’f*f¥ startconsole) ‘F‘?%EI*J Sun ONE
J‘q/\feb Server 4.1 ‘Flfiﬁ il s -

# /usr/netscape/server4/https-admserv/start
SunONE—WebServer—Enterprise/4.ISP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

[V S TRl TR AR Y URL -
2. DHRMAY B BT S 0 S T 5035 DURCE) # B TE B 5 A i -

http: //hostname.domain:admin-port

TR I @ BT setup FEE Y Sun ONE Web Server 4.1 T2 il ¥

P P

SERE — P74 Sun ONE AT AR = 0 9 - e 1% ID 7% Sun ONE
Web Server 4.1 F=H ffil 7 0 ™ ?Lﬁ FPE adm:.n

3. & OK () °
Sun ONE Web Server 4.1 Fi=E ffil'l§ 43 fok] rﬁ%ﬁﬁ <o

4. FsHuh N gy Bl e S S B kR o
a. f£ Sun ONE Web Server 4.1 EHHARESHE I — T Servers (A Rk o
b. BRI — T Manage (1) #8t o

c. #—THETEIN Security (ZA1E) B » MRz — T TCreate Database (3%
BB g A, o
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d. 2P 75 B A R (s IR B ERORE 5 S8R 5-1) » RERIER
OK (HESE) °
EEE D YR (VR © Sun ONE ARG & e 4 = A0 S > L e [
‘%ﬁ?* ESF‘*j[ ?Z[ o JF'FE;F;,;” Ihf ﬁ
[ F"'“E' % WA EPIGT1 2 2D JRLIER e Ty
"ﬂflf,lﬁé*rﬁd U+F: F ! s i

AR - i/['%\' FZ,[ i+ Sun ONE Web Server 4.1 ET% %%ﬁ,fﬁw Secure Socket Layer
(SSL) > % G g’h{v[’glp SR A RLIE Y o %f [ http //docs . sun.com [V iPlanet
Web Server nterprise Edition Admzmstmtor s Guide » I'|ZVIHEI ¥ o

P AR RE R Pk
. BT RIS lﬁufﬁmﬂﬁiﬁﬂﬂﬁ%ﬁ&ﬂﬂf‘ﬁ%

# /opt/SUNWconn/bin/iplsslcfg

ﬁ?f?ﬂﬂ [SSE R (i %é’é r"Tv'ief"“']ﬂi Sun ONE ffi %%‘H«% Sun Crypto
Accelerator 4000 ﬂﬁFE’FfL ’Zﬁ:& ] l'—%f“ @?%’*E[;ﬁ;nﬁ:ﬁ‘ ;‘EF[TH Fpk

. B 1 LU Sun ONE #8uf{llli &5 8 5€ 2o fif] SSL » SR1ZH T Return o

AR - P BELT P R 1 SRR 2 3 4 iz B
?)JJTSAL_EJEIUr]’EIE'JiplsslcfgfﬁJ’FI]—E o

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 1
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3. HHBIGEAR RS A5, IR S5 A H BRI BT » SRBRECT Return o

Please enter the full path of the web server
root directory [/usr/netscape/serverd]: /Jusr/netscape/serverd

4. EHBIRRIGRA v W T Return ©

This script will update your Sun ONE Web Server installation
in /usr/netscape/server4 to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/netscape/server4/alias...
Module "Sun Crypto Accelerator 4000" added to database.
/usr/netscape/server4 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

5. B 0 DG o

v o R
1. ﬂ)\?ﬁ'ﬁﬁé’l«lﬁ%ﬁﬁf@b Sun ONE Web Server 4.1 E{F RS :

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start

[Vt 5 (il %P URL -
2. BRI HBITEEEA T YIRS DURE) B M GUI

http: //hostname.domain:admin-port

,iﬁﬂq ﬁymf[l it #T setup B Y Sun ONE Web Server 4.1 i il 45

9 P -

AR - U 4E Sun ONE Al %a‘ N = ™ PRRE R G 717 TD F Sun ONE
Web Server 4.1 ﬁ%‘[ﬂ TERpY ™ :Eﬁ 57 admin
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3. B OKe

Sun ONE Web Server 4.1 F=E ffil'lly 43 foky %’75{&7? .

4. BOR{N UGS > 358 Sun ONE Web Server 4.1 £ MUl iR %5 5 b5 HHE 1Y
Security (%) B (p 5-2) ©

Create Trust Database (! |

7

RV UK -

alll

5. BIRAER L "Request a Certificate (BRI 1 HEET (3 5-2)

Netscape: Web Server, Enterprise Edition B

File Edit Wiew Go Communicator Help

i

Back Forward

a 4 2 =] = =y |

Reload Home Search Netscape Print Security Stop

j 6 Bookmarks &

Viah Serverd1 ntegrate = Server Manager

/ Proferences . | Programs

Create Database

Reruest a Certificate

| e

Inztall Certificate
Chane Password
Manage Certificate:

e Gt
Migrate Certificate

[serviets| [FPRNON [Status /Styles /ContentMamt' | WebPublishing | Search

Go To: /|

=

Request a Server Certificate

(® Mew certificate

. Certificate renewal

You can also see a list of available certificate anthorities

Submit to Certificate Authority via:

(® ca Email Address: |I

_.CAURL :|j

Select the module to use with this certificate.

Cryptographic Module: kepstore_name i

Key Pair File Password: |

{Before requesting a certificate, you should read the overview of the certificate process, and then go through the detailed steps
{on creating a correct distinguished name which you should enter below. You will also generate the proper anthorization letter
H that you will use to obtain your certificate from a certification authority.

Requestor name: ‘

Telephone number: ‘:

Common name: ‘

Email address: ‘

Hk o @ 2

52  Sun ONE Web Server 4.1 fiE! ffill7 #8fY Request a Server Certificate (fo!*1*15#)
%ﬁﬁjﬂijiﬁ
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6. FERIPIIRIGHITZ AN » Dla B R wOR

a. & New Certificate (Prig#iH) o

Y [ F' r ;{»’«uuﬂﬁljwﬁl}%gﬁ i *HH EH:,’H?EI?I g,\p PR PSR P&:tp fé&;ﬁ i?
"CA URL (%% y@ URL) | ﬁn AHT %1_?“ "CA Email Address ( “ﬂ?‘y
AR o SR ”ﬁﬁfﬂr i fol I 2R o

b. BTN I'Cryptographlc Module (Gi§HEIA) ) ©

o PN R SORE AT Bl S e TS F'E[ e LE R TS S
ﬁ%”’l s TSUNW acceleration ofl[; (& SUNW 11 %)Eﬂ ° F

_n:ﬁ;i -T[ﬁf

c. £ TKey Pair File Password GBS RIZ%ME) 0 #3675 BUb » Zoil¥ it S8y (i
H LR o

FSHHERLAD 7/ 8 £ 005 (2 51) -
d. 6% 52 WYTERH LN B i A2 V0

w52 RIRHOPEE

R4 L]

Requestor Name BTk ElfJE’:Tﬁi’:%?}?*

(I8 £78)

Telephone Number I H U Y

(o)

Common Name iﬁ?ﬁﬂ%ﬁﬁ%ﬁf['ﬁ" FILJ?@f#ﬁ(ﬁﬁj'
(- A B

Email Address Folr M HPuERRS Y,

(P29

Organization (7= 75) Sl

Organizational Unit (#1\) - F M

(=R

Locality (31#) (E58) 5]~ Bl B P B
State ("1) GEdg) FEN T

Country (B1%) FORBIF IR 29 ISO (Y4 (B9 + SCBIRYFSEL US)

e. #—F OK (HfE5¥) DIHE3E &M o
7. SR R REE N R G o
m PN ERSRIRREI T 5 ) E] CA URL E'[meuﬂﬁlﬁ*?& PR | TR R "ﬂ o

m J[N:EE TCA Email Address (57 ElsatinN %mﬁﬂ ') RS
BRI AR > R 1R uy?&’!&ﬁ&
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- BGEAER o aRFERE —R A RBIIG o

- i AR - YR T S
T e e T

%’g‘?ﬁl’ﬁﬁﬁ"% st sg
. 3§ Sun ONE Web Server 4.1 F IS B MW  TInstall Certificate (ZHEHE) 4
i@ﬁd’ °

ﬂ?&@@?ﬁﬁié@%‘@?‘" s = o [20%2 F}[fj’ Fead 5T Sun ONE n{ﬁﬁhﬂ
ELF e
. #%—F Security (%Z%:1) B o

. AEREBIR T > 388% TInstall Certificate (ZZ25853%), Mi4h o

= Netscape: web Server, Enterprise Edition |=]=
File Edit Wiew GCo Communicator Help

o w ‘a & a sl £ 1 & dt

i Back Forward Reload Home Search MNetscape Print Security Stop

j # Bookmarks &  GoTo: /|

‘\i!eb ;e,‘,"_‘ 1 integrate I~  Server Manager

/Preferences . /Programs | /Serviets MR /Stalus /Styles| /ContentMamt' /‘WebPublishing / Search

=

Create Database
FRecuest a Certificate Install a Server Certificaie

Install Certificate
Certificate For:
Change Password (@ This Server
Maraige Certificates < Server Certificate Chain
.. Trusted Certificate Authority (CA)
Miciate Certificate

Select the module to use with this certificate.

Cryptographic Module: kepstore_name i

Key Pair File Password: ‘

Enter Certificate Name ONLY if certificate is not for "This Server’.

Certificate Name: |:

(@ Message is in this file:

. Message text (with headers):

| G0 | e w2

53  Sun ONE Web Server 4.1 fiH/ i} #5f1% Install a Server Certificate (%4 il #1545
fj‘ﬁf L
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4. ZRHD P

ms3 AR

- L) L]

Certificate For (il as

(VHERRES)

Cryptographlc T ﬁ?cfﬁﬁ:?kf[' £ lﬁﬁ%ﬁ? EIFIe 'F' VIRIED . J’ﬁufﬁmfFEﬁ”

Module (RfIFSE) &5 €78  BIM A Loy e PRI S S £
-

Key Pair File WSHRRL 2/ 8 £ 0 (3« 5-1)

Password

(& S AT HTR)

Certificate Name N2 @ﬁ? TR T }{"’ PR 1 e PPN [ &7 > 71 SSL Y8

e /E/l;gj) - ﬁ“jﬁj o f@E “[ﬁiflhﬁ qF/éﬂ E —F;;TV(E%%‘JE xﬁﬁlfj ‘[‘/I?‘Ej ° ﬁ‘:‘{f?g it ﬁl(’J

gl%ﬁ!ﬁl Server Cert °

5. NP ERGE T REBE RS T BT B 106 EIY TR IRES ARG . 12558 8 v IhE
Message GIZ) 738 o

-F%EFT%;*H; @EJ Fﬁ{%mp YR AT
6. #—F OK (HEE) °

7. WG ERHERIERE » 55388 TAdd Server Certificate (Hid¥frl Il 2 285%) 1 sl o
”%} HRVRVELE ‘{E'TL f:l%g?‘?éﬁlﬂ T - f7T RLERIRS > PN ERAR IR A = 5 =

E‘f&
S (IS« IR SSL + T A - i
;E;tg %&ﬁﬁ%ﬁﬂ qB ° ’J—T 1H ﬁ

AzE - %**E.J mod_SSL % OpenSSL ¥ {F > vaﬁ‘sj%gf/mﬁ FIRTRE )5 = Ry
T

VYT (B e - ] SSL ORI -

VT SSL [T

1. f£¥ Sun ONE Web Server 4.1 ¥l &3 Eivp o BEER ST IR A8 56 frl IR o 910 » SR 1%
BI¥ Manage (5Bl o

2. MR ARAEE N L )5 3545 Preferences (FUFE) 155 > 55#% — T Preferences (FUIf i E)
B o

3. PR EW A WY Encryption On/Off (MI%E BHRY/BHER) igh o
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10.

11.

12.

ﬂ%bﬂ%‘ﬁ’fi*’a On (BARYD °
;*Jtﬁmlpu Port (IHE i) M %Sﬁ[;@frf gl% SSL siff KBRS 443 © J[1E Sl
%@% LR SRBHRRS -
#—F OK (WE5€) #dlt o
#—T Save (fififf) Hdh AL 2bsa Ui o
1ﬁﬂﬁﬁ THEETH %Lfr&%?ﬁi?“* FHhiF o
Wi T 53R 17 DA A

/usr/netscape/server4/https-hostname/config/magnus.conf K&

(hostname &I I RS 1F 4 H8) -

CERTDefaultNickname keystore-name:Server-Cert

Tf‘q%fg%l;@ [&FrE 2 J@%‘FAH £15% server-cCert ° YR T [ﬂ Y £ ﬁ%}ﬁ"}?“
R RSP €7 > i T kL Server-Cert -
ar PR A B P IR AR - SRR — FAEL LA Apply (B il o

P f 13753l Sun ONE Web Server 4.1 TR/ fflljai = = R R -
wi#%—F TLoad Configuration Files G AZEBRIZS) s Ha 2R E M BRI
magnus . conf FEEMIEREEE o

s ﬁf%’*’?’a{ﬂ [ e R Iy B8 BT F e e«
YA f I%%EFTdﬁfE EE?‘J Apply Changes (52" [RR1) % - ﬁ%‘ﬁ}'ﬂi@ ?ﬂﬂ fé R
RO EE T e PO SAF EORTSREE L SIS R AR I
ITHIRE e | e AT Tk
m #}¥ Load Configuration Files (#V * 7 JEM#i %) -
m F;jﬁﬂ{ﬁ#ﬁﬂ i E RIS NEE S Apply Changes (=" [AR1) #E: -
£ Sun ONE Web Server 4.1 E A IR ZF B » BEEEBE A On/Off MiES o

WA SRS » SRTIEIR OK it o
iﬁg%ﬁﬁﬁ“~@w%ﬁ%ﬁo&mwr@%ﬁ*’@wwﬁﬁ%ﬁﬁgaﬂ@m
B

TS keystore-name i o i ?Z? SRS R 7 R
LR (R o R E SRS T F R
W2 F% URL i LS SSL YineFisk ke

https://hostname.domain:server-port/

FER - server-port [OTFEARL 443 <
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P %JL Sun ONE Web Server 6.0

iﬁ[ Elﬁ%ﬁﬁf e quéﬁfg“%“{ Sun ONE Web Server 6.0/1) IEI IR e R TR
Mrﬁj Sun ONE ] ﬁ{fﬂ st MJTVER % rw%f?lﬁﬁ' Sun ONE

T*ﬁﬂ %%EE‘ YR o iﬁlﬁ“w JAE s

Y112 FIfv T4 Sun ONE Web Server 6.0 |

57113 FIfv "7 Sun ONE Web Server 6.0 |

5y 113 FIfY Fﬁgﬂ Iﬁeg¥#

Iy 114 FIpY TRIE ﬁ ’iﬁa“ I

IV 115 FIfy T & %Ej%r {u”EEJJ

5T 118 FIfY rq‘/éﬁi 1R AR ISR

5T 119 FIfiy rfflﬂ' SSL AR TR 2

v 44 Sun ONE Web Server 6.0
1. Fik Sun ONE Web Server 6.0 k¥ o
[T N I URL HHSEAETIAR AR - heep: //www . sun. com/
2. SRR ZEEE H SR S A 5 1) IR 25 K i o

3. IEBEIRSITHEN setup RS MR LB FINRE o
lﬁ %ESFILJTTFTF%R% = EHIEE ¢ /usr/iplanet/servers °
7—1:%[ KE»F{ E[%ﬁlﬁ lf'r’ 7‘;[[%\[ L 1:}\4_7‘.{1}?}7/51 ?E‘q‘/%'&j [ﬂ IEI Jr‘f‘E‘I %H; S=HIN —JL%{FI Jn”

# ./setup

4. PIELFERSHHIRDR
[ Sl 9F f@iﬁ’,"lﬁg”?’g%l@ :
a. #A ves (=) DINEHESZIZRENEK o
b. B A 7R A o
c. B AWiZX Sun ONE Web Server 6.0 £ Bl 3 %15 o
d. BRI T Return o
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F%%—_’ Sun ONE Web Server 6.0

FH P KT EUAEAATEIA AR LB 15 PRI~ [ [%Bé':til ENEIR N 3
?f;ﬁz %éétm lhsf” | SSL fuafhh rll s o i

Sun ONE i %é T B 24 P T B -
A RE R

. @ Sun ONE Web Server 6.0 E Al IR 53 o
EIFTEI*J Sun ONE Web Server 6.0 F=E/ il - %lﬁ] PIN IR () TR setup

B9 startconsole) :

# /usr/iplanet/servers/https-admserv/start
SunONE—WebServer—Enterprise/6.0SPl B08/20/2001 00:58

warning: daemon is running as super-user

[LS 1s1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

[FIVRSHEAH T TRl ¥R P URL -
. PRA E R EE A5 0 S\ TGS DR R GUI -

http: //hostname.domain:admin-port

RS I ﬁl? 7 setup Eﬁfﬁ%ﬁﬁ” Sun ONE Web Server 6.0 F=E [l dv v

T T

R — U7 AL Sun ONE ARRATFIAG IR =1l FHEE0 - Gt {0718 ID # Sun ONE
Web Server 6.0 = ffi %E‘EFIJ@“ ?{ il o admln

. #—F OK (HfE5€) °
Sun ONE Web Server 6.0 Fi=E ffil'lly 43 fiky %A'l,\,g:f o
. %?ﬁﬁﬁﬂﬁ%ﬁ%@@jﬁﬁﬁﬂﬁ °

T A P4 2 S - LR S BT
s Ay Stk it il

AR - )N 17k Sun ONE Web Server 6.0 fii=E fji %?}Efﬁbﬁ SSL > G ErRlhipy
PRI © %’*rﬂ http://docs.sun.com [IV iPlanet Web Server, Enterprise
Edition Admzmstmtor s Guide » I'|ZVIHEI 2% -

#5585 RHEBLT Sun ONE AIREE#EE 113
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a. f£ TSun ONE Web Server 6.0 ¥ HRfalllas 1 BI58 75 BUhiERE Servers (falllRay) 4% o
b. BMIEFIREIEE— T Manage (F81) #3Ht o

c. #—PHETETRY Security (&4 TE) B4 » R#&¥— T "Create Database (331
ﬁ*’l’ﬁ)l ﬁmn

d. Emfﬁﬁiﬁﬁiﬂqlm)\%ﬁﬁ (IR &S AR ORI 5 W52 B 5-1) » BRI —
OK ( ) o

HERE D R Sun ONE AR B9 2 e 05 > Plenmie o |
e e (Wil T § o

P TR A £

. ﬁlﬁ?ﬁ'ﬂ‘ﬁ“ﬁﬁU\fiﬁi?ﬂkﬁﬂﬂﬁ%ﬁiﬂﬂﬁﬁ# :

# /opt/SUNWconn/cryptov2/bin/iplsslcfg

= H:EI“I [EGEE %?}S P AR r’*«Eff“']EU Sun ONE ffi QF\/E‘E—L}% Sun Crypto
Accelerator 4000 AREASLE » GRis > P74 ﬁ??ﬁ' Fr'Fzﬁi TR

. B 1 DU Sun ONE #8ufi{ul )i &% 5% & 251l SSL » SR i%4#% T Return o

AR - T T rj:F IR N SRR 1 o Y SRS RE 2 0 3 Y 4 ﬁ%iﬁrﬁﬂ
5Y84 FIfy Tfli"] iplsslcfg ?F[ .JﬁEJ o

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 1

3. HHBIGEAR RS A5, IR S5 A H BRI BT » SRBRECT Return o

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /Jusr/iplanet/servers

Sun Crypto Accelerator 4000 NMEF 1.1 IRZLZEER(FAEIER » 2004 £1 B



4. MR EHERURTT > W HBIBORIRA v o BRI Return o

This script will update your Sun ONE Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator 4000" added to database.
/usr/iplanet/servers has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

5. B 0 DA o

v o
1. A TS LLEWRE Sun ONE Web Server 6.0 £ B IEES :

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start

[V S TR AR Y URL -
2. PR E B SRS PR 2 DURE B GUI «

http: //hostname.domain:admin-port

i RS LRk i T setup FEREY Sun ONE Web Server 6.0 F2! il
MR R

FE - I H 45 Sun ONE :T[ﬁf IﬁHE%‘E’EﬁL' (U = IR f ﬁﬁé{: ™1 1D ﬁ§ Sun ONE
Web Server 6.0 F=H [l 7 #R 0™ # £ 1fd * admin -

3. #—F OK (lf5€) o
Sun ONE Web Server 6.0 Fi=E ffil'l§ &3 fit rﬂ%ﬁ? °

4, FRFNRES R » G5 Sun ONE Web Server 6.0 £ B Il &5 #1 8 L 75 B3 vy
Security (Z41E) B o

Create Trust Database (& ™ l'ﬁ (=Rl ) i R lﬁ%‘gﬁ o
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5. #%—F Sun ONE Web Server 6.0 F il #5 & /2% LI TRequest a Certificate

(R 2 S o

= Netscape: Web Server, Enterprise Edition -]
File Edit Wiew Go Communicator Help
o o a Fs S S = & &
B Back Forward Reload Home Search MNetscape Print Security Stop
] 7 Bockmarks & CoTo /]
iPlanet o
Web Server 6.0 integrate I~ Server Manager
| Preforences | MFTRTIT) (Loss| Mouiter! [ VirtualServerCloss' /Java /LevasuServicls' /Search
i
Fequest a Certificate o
Request a Server Certificate
@ New certificate.
_ Certificate renewal.
Certificate " . - o
You can also see a list of available certificate authorities.
Certificate
Submit to Certificate Authority via:
B CALICKLY @ CA Email Address: |I
Moo | ca vRL
Select the module to use with this certificate.
Cryptographic Module: keystore name
Key Pair File Password: ‘:
Before requesting a certificate, you should read the overview of the
certificate process, and then go through the detailed steps on creating a
correct distinguished name which you should enter below. You will also
nonavats tho neanar antharizatinn lattar that wvan will nes ta ahtain vone
I T | 1 o oae a2
= SNSRI = 11e g S v =
5-4  Sun ONE Web Server 6.0 E@Irdﬁ?;%’éﬁ‘J Request a Server Certificate (Jo!715%5%)
S

6. M PAIREGHIAZ AN » DU ERGE OR

a. 3 New Certificate (FifisE) o
YO ISR T DR oI g 5 R AR s @%?ﬁ?@%ﬁW%tP'J ’E"}*’fjﬁ’ %15‘;5%
CA URL 3 » _Fl\' A ﬁ?ﬁ:ﬁ%‘ﬁ" CA Email Address ° 'H{n&ﬁ“ rHE’fj JESiEs '[fj‘ﬁm
%; =l sepileh

b. BIFEEHIN T Cryptographic Module (BB s ©
TP IR & S F e O - TSR T S M -
F% “# 1 TSUNW acceleration only (f& SUNW JJUS&) J

o

Sun Crypto Accelerator 4000 A+ 1.1 IRZ St EA{F A E SR » 2004 F£1 B



c. 1£ TKey Pair File Password GESMIARIZER) . B8 > 2ol 8T S

FHEE o
PRTERL I £ (2 5-1) -
d. 1% 54 PR H MR B2 26 o

®54 R OFRT

L B

Requestor Name Forr I HPUERRS Y,

G

Telephone Number R Hp JT:T" YR

(i vETR)

Common Name 1@?@?{ TRIBAR Fl g ELJ?(ﬁfgﬁFﬁiﬂl
(- )

Email Address Fort Y ﬂﬁ?}’ﬁ?#ﬁ%

(%9' =Sy}
Organization (i ##) SRl
Organizational Unit (E1g) » FJﬁf il

(R b

Locality (#1) GEIF) B[~ BB ~ B PIp B

State (’[]) (#1m) %‘?XJ'[‘ g

Country (B'%) (R BIFPVR RS P ISO S (D19« SRS FRfiSEE US)

e. #—F OK (ift5&) LIgd 2L ¥ ©
- BRI GERZ RE DR A T G o

w PR EER SR A 7 5 CA URL E'u«yﬁggiﬁéﬁ& I I fﬁj o
m JHNEE CA Email Address (R ),% 5[‘[%”*’111'*) %JFEJBQ}J[
P

PSR AR > YRR
B R > a L B R BRI DTG o

S A

ﬁ%—h?‘ it Tt S R L L

Iy i 57 118 Jriﬁ R %Ju¢% e -

E 55 ZHEEYT Sun ONE {AMRESENEE
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v VLR
1. 3 Sun ONE Web Server 6.0 &)l astH & £ Y TInstall Certificate (ZZ35#5:8) 4
po i
BRSNS ERIE R A SR SR IRE Y 5 Sun ONE iﬁfﬁﬁﬁﬁﬁ
ELE

2. #%—F Security (ZA1) B o
3. fEREERRT » $2—F Tinstall Certificate (ZZ3E#%:%) ) #HES o

| Netscape: Web Server, Enterprise Edition | -]
File Edit Wiew Go Communicator Help

< - a &4 a2 Eil =+ & &

i Back Forward  Reload Home Search Metscape Print Security Stop
] § Bockmarks & GoTo /]

Planst
Web Server 6.0 niegrate I~ Server Manager

 Preferences  fFO0NTR /Logs /Monitor [ Virtual Server Class [ Java / Leqmoy Servlels / Search

=

Creale Database
ecuest a Certificate Install a Server Certificate

Install Certificate
Certificate For:

Change Password (® This Server
. Server Certificate Chain
.. Trusted Certificate Authority (CA)

il

Manage Certificate:

Fequest WeriSign
Certificate

Select the module to use with this certificate.
Inztall WeriSign
Cerfificate

tor hic Module: keystore_name
Install CRLICKL’S Cryptogray L

Manane CRUCKL'S

Key Pair File Password: |

Migrate Certificate

Enter Cerlificate Name ONLY if certificate is not for "This Server’.

Certificate Name: ‘I

(@ Message is in this file:

.. Message text {with headers):

i@ [ | {5 @ 6 @ 2

o
1

5  Sun ONE Web Server 6.0 {7l fﬁﬁﬁ%ﬁ i Install a Server Certificate (4t ffil'llj s 15%a80)
Hpi i
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4. ZRHD P

#5565  BEOREIORHA

fili BZLE]

Certificate For (il as

(PHERFES)

Cryptographic Ji,#ﬁkﬁﬂﬁjﬂﬁif[l Jl[u@‘;ﬁ?ﬁ e Ipuzfip! % CRape £
Module I”jif"*ﬁ’?ﬁ FPE e BIR A L T keystore name ?&]E'ﬂ [I
(RS =

Key Pair File WSNHRRL I 2/ £ 0 (3 5-1)

Password

(& S AT HTR)

Certificate Name TN% @ﬁ? ™ o [T DRI 2 e YR SR £ T SSL Y 4%
(54 £78) s i fﬁ*ﬁﬂ Ty Vs e s £ - gl

vgl%ﬁ!ﬁl Server Cert °

5. S5 NGE BB T BUWEGE CB 115 BN A EGIRSS G 5 8 vhy) 153
Message GRE) XFTidirh o

AR (R~ L BB
6. #—F OK (Hf5E) o

7. g"%ﬁﬁﬁgﬂﬁmﬁﬁﬁ » Wit —F TAdd Server Certificate (Bl A8 1 Hedit o
if IR EAET RETHE TR © i TRLARI > [ AT R O ok 2

FJTEJ
AR RS ﬁ[ﬁhﬁ* AR SSL - g R AT Ay - e
o %;L . i R ST

bz - %’*Bﬂ mod_SSL ¥ OpenSSL ¥ {f » I'|TViH FTMDIH FIRRGE 3 Ry
Y o

VYT (B e - ] SSL ORI -

v ?W'J SSL Elflﬁ“tﬁf}f’!ﬁﬁﬁﬁ%‘g
1. BERE T L Preferences 15k o

2. WA ER LI TEdit Listen Sockets (Fmii i ) 1 #Hikk o
2 ﬁv[’fﬁf‘? s ’lsfmﬁﬁﬁﬂ TS IRV ATE %%&E}%TJ?L
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a. ZEYUPIIHLL :

* Port GBI : FrSTAGFT ) SSLVENRPTTENRAD G

= Security (&) : F%“ﬂb_% On (F#EJ?T) o
b. #—F OK (f5E) DMt o
7 Edit Listen Sockets (i ﬁﬂﬁi}%%ﬂgﬁf}) FIAS = Mk Flr > F - i
Attributes (Ff1%) s
3. 3 Attributes (1) HisE o
4. W7 G i DA A L B o

5. B SR EE  ials 2N 1) P 0 - ﬁﬁiﬁ%?ﬁ%%ﬁ@%?lﬁﬁﬁ%ﬁﬁﬁ‘ °
[“ﬁ?*ﬁF’%}{"’f%ﬁ? IR AL - K fl '[;#$% T Cipher Default (¥ QF 5
1El%@§ A~ SSL2 ~ Y SSLS/TLg i/['%[ =E Clpher Default (i °§E fRras Fl filh) »
H f%ﬁﬂ T o b 7][ & [_'Efggﬁ%l [SE R T I%%ﬁ‘ﬁﬁﬁ*ﬁifllfl’m U?Eﬁ%ﬁ* °
%@E%L% 7% Sun ONE < f -
6. IR BRIV » L ¢ server-Cert (REFHERIAHG) o
PUE | P SR I s | 8 @ B i Certificate Name (1R £778) A [l
=8 S 0 RS 0 2T 78 R i P Y
7. WRTEE TR RGN R B ESHE o G T OK (HEE) ##dlt o
8. A LAl Apply (EH) %S > DAERBI NS iENE s Y o

9. i TLoad Configuration Files (RAZEBRIZ) 1 ik DB tess g o

a ﬁ%"y%@?ﬁﬁ I RIS B8 R E -

ARG lfl 1A Fﬁﬁfﬁ T Apply Changes (£ "] @‘EI)J ?ig,; EEA?ETE%J%’P?Ej
(48 0 A PR R ] L e AR
IR e | PPE e Tk
n EH Load Conflguratlon Files (# * A= FEMHI%) ) -

" gljffglﬁ{ﬁﬁﬁﬂ Tois - Redd— ™ T Apply Changes (5" #@R1) , -
10. f£ Sun ONE Web Server 6.0 £ Bl IR a3 & » SR E LT On/Off (BRUEHR)
gk o

11. AR SRS — B OK (HEsE) #gl o
ﬂ&’ig‘f?ﬁﬁ [ = M 2 o o PSSR SRR A PR

TG keystore-name RN o iy 1 E F I -
R Eﬁ P?-x £y L,ﬁﬁ%ﬁq@f/]ﬁﬁﬂﬁ/ﬁgo
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i R 5 URL B LA SSL SR A s fal i 2%

https://hostname.domain:server-port/

SER — server-port [ fIRL 443 -

L= a%ﬂf—' Sun ONE Application Server 7

il" EnEM L ij%iﬁ’f%i Sun ONE Application Server 7 VIR [LHT BQ’EF' [Ft

%a‘ P’f«‘ﬁﬂﬁ o SRR SRR PR R l%%ﬁlﬂlﬁf«?ﬁ‘ EHIEAS Tt J}*E,J
Sun ONE Application Server ¥ ¥ > [ J2VIHR 2 FT‘H %45@ ffi"] Sun ? NE Apphcatlon
Server [IUEYF! o ifnﬁf‘ﬂ o IR

53121 FIpy AU Sun ONE Application Server 7 |
57123 FIfY "5 Sun ONE Application Server 7 |
5% 123 FIfY r#* RISl

5y 124 FIfY TR R A “ljﬁ&f SR PN

IV 126 B Tk (ARG

5y 128 FIfv T REE AR N

57129 FIf r?“J SSL VR PR TR R

P4t Sun ONE Application Server 7

. Fi#% Sun ONE Application Server 7 ki o

&G T ) N3] URL FHS Ess A= fﬁj’?ﬁ%ﬁ'ﬁ’?ﬁ *http://www.sun.com/

I T [FlfY Sun ONE Application Server 7 53 i H=¢ » S SE RFfpUCf= -
. B8 g TR A SR R P P XAl 2 R o

BEEL 1T ﬁ%”—é‘. %% Sun ONE Application Server 7 i #fiV5) flaf53 i 1 [fil

. $AT setup BEALURENEER GUI %% o

SEES - [BuE frr | ’”‘ﬁ“ﬁiﬂlﬁnﬁ setup -console A=\ ? *Jﬁlﬁ?‘?ﬁ»ﬁ iU
PR Hlp ey PO RLELRS GUT o 2

# ./setup
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4.

v

1.

N

it

)% 5 2R SR SR o
A Iéiﬁ‘,l‘;ggsigig;@ .
a. BEA yes () LA REE:ZRIMERE o

b. ERHEEA A JDK (Java™ Development Kit) i Filky » #Enf DUEEE : Use
Existing Installation (FEHBIG R ERERA) (RS > B Install From the
Appserver Build (€ Appserver RAZEH) o

c. i\ Sun ONE Application Server ¥ BlRZFEHE A4 (Enf DURERTM H45E) o
d. i A Sun ONE Application Server ¥ BUfil il 45 B HEWI X o

R - B & "] Solaris 8 OF [ » /' #hi5 + Sj[H 1R «

. MR /2 Solaris 8 » i %% Solaris 8 Sun ONE Application Server {EIEfE

(109326-08) °
Solaris 9 - QZIF*I ST o Gl fE SunSolve ; {ﬁ*’!‘ " #l Solaris 8 Sun ONE Application
Server ¥ P http: /)qsunsolve sun.com

FET ST ¢

# cd patch-location/SUNWappserver7 /patches
# cd patches/109326-08
# ./patchadd .

. EEHTRE) R o

P4t Sun ONE Application Server Wﬁﬂﬁﬁ'ﬁg
Fi%k Sun ONE Application Server 7 K ilik i o

[ 1) 5 URL S0 A6 (AR AR © ntep: //www . sun. com/
SO0 P 8 XA 25 B i e

SEYZ . /AddOns/SSLUtils HER

HY iplsslctg FRPMEWEIPE modutil AT HIYHE o

# mkdir /usr/bin/mps

iplsslefg § BT T8 2157 modutil %27 & -
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5. ¥ modutil ~ certutil B pki2util ZHENIRER S BIE] /usr/bin/mps/ & o

# cp modutil /usr/bin/mps/
# cp certutil /usr/bin/mps/
# cp pkl2util /usr/bin/mps/

6. WU /usr/bin/mps/ H kb 3 {7 2 R I RHURERR

# chmod 544 /usr/bin/mps/*

l%%—_ Sun ONE Application Server 7

T A R PRI AR (LR O (= W0~ 0 e PR (A e
gi i%lﬂ e ‘?ﬂIJSSngT S T [ %é‘é

Sun ONE Application Server {i=E!fflfly # = 1t F%QL:EJT ﬁ‘ﬁir%ﬁ e
& EAER

1. F{#) Sun ONE Application Server B8 Sun ONE Application Server ¥ Bfil J}i 3§ o

# installation-directory/bin/asadmin start-appserv

AR - S FIRREL Ao R R T L B

2. PHRMAY EHBITESS A 5 URL DUBEHERE GUI »

http://hostname:4848

'iE%ﬂtTfﬁJiFJeHl i TR HGT setup AFURIE T IV Sun ONE Application
Server f{I"™ | ¥ £FEEHTE -

R - UV 74 %E Sun ONE Application Server E’i R I %& ™% 1D #
Sun ONE Application Server Fi=E! ffl'l§ # [l = 1% =] iy o admln
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3. #—F OK (Ff5x) °

4. T MERTRE %Al NR 5 (0 SRR LA R ZORLRE o

R e (R0 A AR DR =9 2 V= - OBURLAR - s e
[ﬂ%%sﬁr*mwﬁaﬁufr i

AR - I[N Et Sun ONE Application Server **%'[r] T35 _F¥hi= SSL P%Llﬁ[:EwH
A R LAY %xfﬁﬁj http://docs.sun.com/source/816-7158-10/ ¥
Sun ONE Applzcatzon Server 7 Administrator’s Guide I'| TVIHT1 25¥F -

a. ﬁ%?%ﬂ GUI Iy TManage Database (BRI RHH) 4 {5 ©

Filffg‘Hl E ¥ Security (4= %) A 'ZF&&?[%IF‘HIH* "* Manage Database
(Efi TR ) AR

b. FEMITESC T3 BB )\ TC 3 > RIRE—F OK (WESE) °

I'—“‘% 5k Sun ONE Application Server E JF, | = E’WH’TE R o PR R
il %ET T A BT TR

VR P (R £
1. 4T iplsslcfg Fii< RS DM I A XN gk v iR o

# /opt/SUNWconn/cryptov2/bin/iplsslcfg

a9 ﬁ? THE [ (R » ?rr’ﬂeff“']w Sun ONE ffi %%—L%f Sun Crypto
Accelerator 4000 AL 'Hi:& 0 ﬁ??ﬁ' A 'F:’r‘éi J’?F'Ju ER

2. /4 Sun ONE Application Server A 2 » SR A 3k {0 2 RS BLAY IR 158 o
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SR — P A A T SR 1 YR SRR 3 4
ﬁ%wrﬂé‘j&; FIY TR iplsslefg #i4fiE ) -

Sun Crypto Accelerator Sun ONE Installation
This script will install the Sun Crypto Accelerator
cryptographic modules for Sun ONE Products.

Please select what you wish to do:

1. Configure Sun ONE Web Server for SSL

2. Configure Sun ONE Application Server for SSL

3. Export Sun ONE Web Server keys to PKCS#12 format

4. Import keys from PKCS#12 format for Sun ONE Web Server

Your selection (0 to quit): 2

3. BN R RS BLAS I O L > DR A B Il &5 AR o

You will now be prompted for four pieces of information:
1. The location of the Sun ONE Application Server binaries
2. The location where Sun ONE Server domains are stored
3. The Application Server domain (e.g. domainl)
4. The Application Server server name (e.g. serverl)

Full path to Application Server binaries: [/opt/SUNWappserver7] :
/Jopt/SUNWappserver7

Full path to Application Server domains:
[/var/opt/SUNWappserver7] : /fvar/opt/SUNWappserver?
Application Server domain: domainl

Application Server server name: serverl

This script will update your Sun ONE Application Server
installation in /opt/SUNWappserver7 to use the Sun Crypto
Accelerator.

You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory
/var/opt/SUNWappserver7/domains/domainl/serverl/config. ..
Module "Sun Crypto Accelerator 4000" added to database.
/opt/SUNWappserver7 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

B5E REHEFTFE

o
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AR - Sun ONE Application Server 7 53 fifi| & - Tﬁl%ﬁ/%fﬁ VRS E A R

4. BEA o DIEiSH o
v i (il

1. BWEHEHM GUI Y TCertificate Management (BGEE M), #85 o

fiﬁ*@“f’rﬁﬁ BEH Security (9= 1) il - IR T EASHDEE | Certificate

Management (‘@%?ﬁ'h FRE o BT {‘ln’jf???i' GU

EDN F",ﬂﬁ? [V Request (fe!**) < Zf=Fap i1 -

" Certificate Management ({57

—
= =[]
. File Edit View Go Bookmarks Tools window Help
Q Q @ @ [Q [ hitpitsknapsackwest sun.com 4G4radmin/modulel TopF rameset =] Gy searcn | I g@ @

A/ E.\ () Mail 48 Home 2 Radio [Wy] Metscape € Search @) Shup| I Bookmarks

wé' % 5un ONE Application Server 1 m
Home Documentation | Help (=

@ 5un. Sun=ONE Application Server L

Domains > domaini

o B Admin Server
9 <1 App Server Instances
¢ B servert
e & Applications
e 95 JDBC
o Persistence Managers
e o3 JMES
o= Java Mail Sessions
e = JNDI
e 3 Containers
e (3 Security
& Transaction Service
e HTTP Server
e OFB

server: Security

Certificate =
Management
Request | Install | Manage

Request a Server Certificate

& New certificate
¢ Certificate renewal

SBubmit to Cerlificate Authority via:
& caEmail Mureslgl

< cAURL

Ir

Select the module to use with this certificate.

Cryptographic Madule: | keystore-narme =l

Key Pair File Password: |

Requestor name: |
Telephone number: |

Common name: [

Email address: |
ot |
Organizational Unit: |
Locality: [

@ = é ga | Dacument: Done (2,104 sess)

I = = [

56  Sun ONE Application Server ! ffil'lj %Y Request a Server Certificate (121 ffil'l§

) B U
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2. R FOVRGGHIAZ R0 » DUAE G 2R -

a. ¥ New Certificate (FiliEE) o

N LT L (uﬂﬁlj*ﬁl}%gﬁ ] F AR
fH s CA Email Address ({u“ﬁaf‘v@?i* i)

CA URL i

D:Zf_lj%],[;‘ EEF;I

SR vjﬁ?’x@’ﬁ"%ﬁﬁ&:@ ﬁ‘ﬂ% lﬂﬁﬁpf—“
i

eSS

b. iﬁ%%ﬁﬁﬁﬂ‘] I Cryptographic Module (#ifls#izl) o

F=S i ;—rﬂﬁjﬂﬁaﬂl ) ::w%faﬁ?_‘fﬂ Fle Ipuzpif! IR
"SUNW acceleration only ([El SUNW J[bﬁi) q°

c. f& TKey Pair File Password GESAIRIZE) ., Hithdh

ﬁ%gﬁ ge

HPEHLET o

T S S -

» Dot oA oy A

P4 ES username:password (ﬁ%%ﬁﬁ%ﬂ% 5-1) °

d. £ 5-6 [ 2R UL P 3G 26H o

F£56 [ HEYRMVES

R4 L]

Requestor Name Bk EIfJT:;“ﬁﬁﬂéf?Y?*
(I8 £78)

Telephone Number For I HPUERRS Y,
(FHFroeis)

Common Name @?ﬁﬂ@ﬁ%ﬁ il 'ﬁ" Eﬁﬁf_}f#ﬁ{ﬁi‘j
(- A E7)

Email Address For I HPUERRS Y,
(=20t Bachi ()

Organization (- #) o TJ 1%
Organizational Unit (E1q) I[ fif

(=R
Locality (P9l#)
State ("I
Country (B1%)

GEIF) 37| ~ B~ T B
G281 KB &

P B IR T 9 19O O (00 © X B9 FOESS US)

e. #—F OK (ift5&) LIg ¥ o

. BB T RE A R G o
m PN E RS IRREI T 4R ) E] CA URL E'[meuﬂﬁlﬁ*?& PR | TR R "ﬂ o

LR /LAP

## CA Email Address (g%
PURREITI T M ARRE - 2R R R

A ST R SO
5
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4. RGEAER > G BE R WG o

SER — G T SRR Y SR ET - R 9
J‘Hﬁ%‘?lz Elpq Mo #E qwﬂmﬁgﬁjﬂgwﬁiiﬁ Al f‘%j &

v LSRR
1. fE¥ B GUI TCertificate Management (BGEFTH) 4 A4 B4 HIE R Install (3%

S o

&2 (P AEFPZR GUIL T Certificate Management (5 =) | Iﬂ 73 [V Install (%) "2
f= R g1 e

= o

. File Edit View Go Bookmarks Tools Window Help
Q Q @ Q [Q [ hitprknapsackwest sun com:484/admin/modulel /TopFrameset ] Sy search | ‘ dgo @
| E;\ (2 Mail 45 Home J2 Radio [W] Netscape C Search @) Shup‘ E3Bookmarks
& [ % Sun OMNE Application Server 1 m
Home Documentstion | Help [
Sun~ONE Application Server L
Domaing > domaint serverl: Security
¢ = App Senver Instances Mahagement
¢ B serverd Request | Install | Wanage
o = Applications =
e 45 JDBC .
= Persistence Managers Install a Server Certificate
o o JMS
= Java Mail Sessions Certificate For:
o =g JNDI @ This Server
e @ Containers " Server Certificate Chain
o [ Security ¢ Trusted Certificate Authority (CA)
S Transaction Service
o § HTTF Server Select the module 1o use with this certificate.
e ORB =
Cryptographic Module: | Keystore-narme =l
Key Pair File Password: |
Enter Certificate Hame ONLY if certificate is not for "This Server’.
Certificate Mame: |
 Message Is in this file:
¢ Message text (with headers):
__@lg A ©F [ | Document: Done (1 53 sess) ‘ ‘ e

5-7 Sun ONE Application Server fi=E ffill§ #5[1 Install a Server Certificate (% {flIf a5
W) tﬂ‘@'ﬂi&
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2. AR RWDIGEM

R4 B

Certificate For (il as

(VHEREES)

Cryptographic PRI R & l’ﬁiff»@ﬁ%ﬁfﬂ Fle IpOZEE! - %’ﬁ“‘i%ﬁ”f»ﬁiﬁﬂ*ﬁé

Module fUE M €78 © Il "] Sun Crypto Accelerator 4000 /7 [rif » [E04 1

G@ﬁgﬁﬁf) RSP PRI EPEA RIS -

Key Pair File P=STRRL D 7 £ S

Password

(& S AT HTR)

Certificate Name T ‘?@ﬁﬁfﬁdi LI sl ‘E]f FIe JpN B 48 > 7 SSL ¥ 8

(W £7E) ™ "';g ’ ’J"ﬁ@% TR AR (R o 2 e o TV £ U B - A
r'j’lflfﬁﬁ]: ffith Server-Cert e

3. BEFE Message GI2) 307 (SEH) EEHE

4. #—F TMessage GRE) ¥ (S « o BB > PR30 28 1 2500 B2 HEM BN G
CLEE 4 ThisE 126 EHIY TAEAINRSSEGE ) WEBEDE HEEE SO ST 7 it o

5. #—F OK (i) o
AR - 4 RO A T -

6. WM EBHARIERE » 55— F TAdd Server Certificate (Hi 4 falliR#s &)1 ©
s EL féié%?féﬁ’f%aﬁﬁ?“ (T ﬁ?ﬂﬁi%’??ﬁﬁi@%ﬁ? I}’TJEJB%E ) ’LL’Fﬁ& SSL
ﬂ&"‘i%&‘;’l%ﬁﬁlﬁ o R p@;pfu » BTN P T AR T SSL > 4 Exﬁﬁ?é
TR T

VR SSL IO A i
1. fEF B P PR ©
[ ST FLFL“?F[ 7‘AJ " Sun ONE Application Server Fi2E ffilf ¥ i -

FE - U T A B A R FTE*? ~' Sun ONE Application Server ! l'ﬁJEJSFSI%%‘C'
FUIU T R 4848 S FF i - LN #i[l - -host hostname --port
administration-server-port S5

# installation-directory/bin/asadmin create-ssl --user app-admin --host
hostname - -port administration-server-port --type http-listener --certname
keystore-name : server-certificate-name --instance server-name http-listener
password>
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2. {FEHE GUI W/ Eikgh » 3% HTTP Server (HTTP frllli23) iiss /o i i E sl o
HTTP Server (HTTP fflifds) + “Pf=FFl [}H’IFA THEH

3. ¥ THTTP Server (HTTP fillligy) 1 #4L Ry "THTTP Listeners (HTTP BiHE%%) 4

T-IRERIAH o

4. (P4 G » RERAESE Y SSL/TLS [y HTTP By » W8 HTTP SRR m

RGBS

QL T R HTTP RO 3 -

= Sun ONE Application Server — Netscape [E=
. Eile Edit Miew Go Bookmarks Tools Window Help

" GO O Q O @ [ ntpknapsackwest sun com T/ TopFramaset | [ search | ‘5;0 @
./ &, & Mail 45 Home Js2 Radio Metscape C Search @) Shop  EJBookmarks

&) [ % Sun OME Application Server 1 =3

Home

S5un.

Sl

Documnentation Help

I I3

4

Domains > domaini

e[ Admin Server
¢ < App Server Instances

? By server2 General
o ] Applications
e & IDBC Mame:
3 Persistence Managers N
o = JMS IF Address:
= Java Mail Sessions Part*
o g JNDI
o 3 Containers Return Server Name:*
@ G Security

&8 Transaction Service Default Virtual Server?®

@ § HTTP Server
@ < HTTP Listeners
http-listener-1
e 3 Virtual Servers
e =3 MIME Type Files
e[ ACLs
o ORB

Listener Enabled:

SSL/TLS Settings

SSLITLS Enabled:
Certificate Nickname:
S8L2 Enabled:

5512 Ciphers:

SSL3 Enabled:

TLS Enabled:

TLS Rollback Enabled:
SSL3/TLS Ciphers:

server2: HTTP Setver: HTTP Listeners: http-listener—1

Client Authentication Enabled:

Ir

htip-listener—1

Ea—
[ervername

=

=

|Keystore-name:Server—Cert =
-

[T rod
[Trc2
[Tidea

[~ desede3
=

-

=
[“rsa_rcd_128_mda
[~ rsa_des_sha
[Trsa_rc2_40_mds
[T rsa_des_56_sha

-

I~ redexport
[ rc2expart
[ des

[“rsa_3des_sha
[“rsa_rcd_40_md5
[T rsa_null_mds
[Trsa_rcd_56_sha

~|

_@. G4 & @4 F] | Document: Done (3802 secs)

= )

5-8
B ) BI

Sun ONE Application Server fi=E /'l #i[V HTTP Listener Properties (HTTP [

5. B SSL/TLS ##5€ » iM% Certificate Nickname (M5 44H5) BB ST
--certname A (58 129 BN TRUH SSL RIS 1 PS5 1) BN

BRI SR o

Sun Crypto Accelerator 4000 /ME+F 1.1 A%
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10.

11.

. BEEL T

SSL/TLS Enabled (SSL/TLS ?T )
SSL3 Enabled (SSL3 ¥'])

TLS Enabled (TLS ?’, &)
TLS Rollback Enabled (TLS ™~ 5@?5,‘ )

SSL3/TLS ?’F}ﬁﬁ%&' ‘rsa_rc4 128 md5 #l rsa_3des_sha

- ROERERR — R Ly 443 ©
. BRI > TLS LALERITEE RN DA I (i &5

m 3T Netscape Navigator 6.0 » mfifgi fj TLS ! SSL3 -
m %[ Microsoft Internet Explorer 5.0 7! 5.5 ilﬁj "] TLS Rollback (TLS " fHGET) -
m FPFFTLS Rollback » g fi TLS il SSL3 %= SSL2 -] -

. #&—F Save (fifif¥) o

TR ERPIEREE T App Server Instances (BEFH R IRAF B 1 > T4 B RS IRER
I Apply Changes (B i), o

5% 0k S B £ e 5 DA (5 5 P38 o

init.conf ﬁiij{—j PRS2 % > At H’#%(ﬁjﬁ?,%‘ﬁ'}{f’j E’IE*J?'F',M i EF%F
g

xj;[ ’%Ba“” FIEH ] SSLL i o URL}{—] ™ https I T kL http © ¥ fl M) SSL FI‘J( s -
Sl URL S

lw

https: //server-name.domain.dom:port-number

-

https://admin.sun.com:443

EE - UL Y 2 HTTP S RS (443) > JI0E 75 URL I " g
AAPF
T

J’*ELJ Sun ONE Application Server 7 Admmzstmtor s Guide to Security [N Enabling
SL/TLS (’FSFF'J SSL/TLS) #[$53 » ST
http://docs.sun.com source/816—7158—10/sgencryp.html#14403
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P %JL Sun ONE Directory Server 5.2

- Q{TT?‘EF'F i/[llfl 5= Sun ONE Directory Server 5. 2 U A b N S I
g i1 Sun ONE Directory Server ¥ f » [[ZVHRI %% | HE=(i0 ™
Sun j\OHNE Dlrecfory Server VY o 4 HTATH F " U*EH

53132 FIfY "4 4E Sun ONE Directory Server 5.2 |
57133 FIfiY T ¢ Sun ONE Directory Server 5.2
53133 FIpY Fﬁﬂ FEERIR u

51135 FIf9 T e {l%@q PR (32 ) B £
57136 FIfv T iiH] El%ﬁk Vs (64 5% ) R
5V 137 FIfY [ % ] %%&@m

57138 FIpY b A Root CA &

57 140 FIf9 F?YF'J SSL [V E Tl T 8

F4t Sun ONE Directory Server 5.2
IR (R 5 S I AR R -

V¥ 44t Sun ONE Directory Server 5.2

1. Fi Sun ONE Directory Server 5.2 ki o
[&F 1) 5 URL IS E(E [%&fﬁﬁﬁﬁgﬁﬁ’ﬁg ‘http://www.sun.com/

2. SRR o

3. PT . /idsktune ${% DAEE O RS ENBIERR
4. BN H Bk A0R 2 K o

5. ¥ifT setup HiFHDAKICHKIE

SER — [T SR 1 PIEL secup 74K 47T 2 1 ¢

FIEF R % > Sun ONE Directory Server 5‘???’%' fﬁjﬁﬁ%&'}{é’]’ Elgwffl%“gw o
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v

* PP SR
52 Y15 U H ok o

# cd /var/Sun/mps

{7 start-admin 5% ¢

# ./start-admin

FEW A slapd-servername HEk o

# cd slapd-servername

EHAY servername £L{7IE £/78

B start-slapd $§% ¢

# ./start-slapd

P%%—_’ Sun ONE Directory Server 5.2

Twﬁﬂ”tvﬁ'%llﬁBé N FLH IEII?WH?I M =T E TR EJFya“:tP NI N 2

HETFI AR R ~ Bl 24 root CA JRGE ~ J7™ SSL E[%\lfﬂq e
A JE 18 Sun ONE Directory Server F=f! il = 1 i A TEH IP[‘“ U Talt

B (R EEVRIT

IFRAREFTET Sun Crypto Accelerator 4000 81 > 5™ [ 32 75 64 i 7 A4k

1. B H sk gy b 85
2. SEFRREUESHE M H BRGS0 > R AE £ L BLEPIERE Open (BHRD ©

E 58 REMEYE Sun ONE {AR=SEES
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3. 1TEBIB BT > I Console (1:#1H)—>Security (%4 PE)—>Manage Certificates
(FEPRR) o

IR R E TSR s BB (R R -
a. JEFEREALE A WL > R — P OK (BEE) GBI 5-9) ©
b. BB BN TManage Certificates (EHI#) 1 ©

Sun ONE Server Console [=E]

=] latticewastsun.com — Sun ONE Directory Server — config =]
gonsole Edit ‘l'iew ﬂelp

Sun™ ONE Directory Server

Tasks

~| Set Security Device Password

Start

Private keys are stored on a security device, which is protected by a password.

The security device does not currertly have a password. Cancel

Stop

e P assword: ﬂelp

Rest: I***********

Mewvw Password (again):

Back I***********

@ It is recornrn ended thet the password be &t least eight characters in length
and contain one or more non-alphanurn eric characters.

Restc

Mane

L
-

Log in to Directory Server as a new user

59 Sun ONE Directory Server [ Set Security Device Password (?i‘—_‘#? LEEIHTR)
B EE

4. EHBINHBE D > BHE Console (F:#1)>Security (% %1PE)—Configure Security
Modules (3¢5 % 2 PEBIAH) ©
a. #—F Install (&%) o
b. f£ Enter the PKCS#11 module driver filename Y& H vy A T 5 BE 15 :

/opt/SUNWconn/cryptov2/lib/libvpkecsll.so
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5. 1 Enter an identifying name for this module Wi H " A%H% » i :

Sun Crypto Accelerator 4000

Sun ONE Server Console =5

|

westsuncom — Sun ONE Directory Server — config ==

Eonsole Ed'rt \iiew ﬂelp

Sun” ONE Duectory Server bl

Stop Directo

Restart Dire:

Back up Dire

Start Directory Server

= Install Security Module

Restore Dire|

Ernter the PKCS #11 module driver flename:
I faptSUNWeonn/eryptafiblibpk cs11 .50

The flename may either have the extension =0, di, or jar. It should reside
on the server flesystem.

Erter an idertifying narne for this module:
ISun Crypto Accelerstor 1000

Manage Certificates

Log in to Directory Server as a new user

510 Sun ONE Directory Server [ Install Security Module (#5£%" = f815) Qﬁﬁﬂﬂ Al

6. #—TF OK (ifi5E) °

v fF[IE'J

R (32 m“m)ﬁ_m R

PRI P 4 T 32 B0 Y AR
1 SN FEUE S DhBEE Ml B IR 1 o

# setenv LD LIBRARY PATH server-inst/lib:${LD LIBRARY PATH}

E 58 REMEYE Sun ONE {AR=SEES

135



2. B MiEHiHZE secmod . db BB o
a. BYHEPIIHS

# cd server-inst/alias

b. il modutil ZHIREABHIRLFHI o

# server-inst/shared/bin/modutil -dbdir . -nocertdb -add "Sun Crypto Acclerator
4000" -libfile /opt/SUNWconn/cryptov2/lib/libvpkcsll.so

VO TE TR A (64 '*w) ﬁ:tPJ;’?E_'IJF
IR P ) BT 64 18 % fF AR -

1. & http://www.mozilla.org JH 64 fijChit Netscape Security Services (NSS)
NHEE

ftp://ftp.mozilla.org/pub/mozilla.org/security/nss/releases/NSS 3 3 2 RTM/SunO
S5.8 64 OPT.OBJ/

F¥ nss-3.3.2.tar.gz tar #{% -

2. BN THIE S DS il B 1 o

AR -t Q{TH > server-inst 4% il root PEEF IS nss6d-inst IV HE 64 T A
NSS ~ "pm‘F o

# setenv LD LIBRARY PATH server-inst/1lib/64:${LD LIBRARY PATH}

3. B MiEHiHIZE secmod . db EHRHE o
a. BYiR alias HPf :

# cd server-inst/alias

b. HiliPep o

# nss64-inst/bin/modutil -dbdir . -nocertdb -add "Sun Crypto Acclerator 4000"
-libfile /opt/SUNWconn/cryptov2/lib/64/libvpkcsll.so
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i o B R R

(= 5.8 GRS T [[IRE S @RIt R 5 HEY 32 T AR 64 B4y PKCSHIL
R -

£58 32 AT o4 bR REEARLS ]

BHER 32 fiijT 64 fiijT

LD LIBRARY PATH server-inst/1ib server-inst/1ib/64

NSs 5ot server-inst/shared/bin nss64-inst (= HmLfL VA
TUNSS T ED)

#< 5-9 B A H Al e certutll?F“,, gy -

®59 certutil B

BE HiER
token-name PKCS#11 T%'! 2y lﬁif_ rf?“ﬁlﬁf fi FI R 2 S £
subject-name ﬁ«‘tﬁFj gt «%:g e 3 ﬁ Jfﬁ;h £

CN=Fully-Qualified-Domain-Name , OU=Organization-Unit , O=Organization.
AT p" SERH T [ﬁ

output-file BRI R FF' B

certfile ASCI SISOl -

instname f 'é@&[’ﬁ q[\/é‘ﬁ 11 €4 o

nickname ] Ry lﬁ VIR I £ -

A E T
1. @EEFWE% °

# cd server-inst/alias

o

2. PcRis

B¥

# certutil -R -d . -h token-name -s "subject-name" -a -o output-file [-g key-size] -P
slapd-instname-

3. % output-file Vi3 BOREGEZE M BIRIFIY Certificate Authority GEEIZAE) o
JFf basebd-encoded 1SV EFILL certfile fUY A AR ] o

58 ZRHEHEFHTFE Sun ONE RIARRENEE
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VLR R
1. TR R ARG o

# certutil -A -d . -h token-name -t "Pu,Pu,Pu" -P slapd-instname- -a -i certfile -n
nickname

Ty 4k Root CA

Sun ONE Directory Server @Il 2 BIFVE T f ,|~ fI¥ Root Certificate Authonty (Root
o) R - I w'waﬁ“*' H'~ [ =1+1§Y Root CA il » GHHEIFHT- -

v A FUEAFIIR AR 1419 Root CA 18T
1. 15 F BRI 28 A Bl > RO A7 i -F ) FL B O R U1 o

2. EEERHERFRIRE XD > B Console (EF#EH) > Security (&%) —>Manage
Certificates (¥l iki%)

3. f£ TManage Certificates GE PN 1 BB IHTRER CA Certs (CA ) B o

b= ?%H Sun ONE Directory Server 5= I“[i{lpj CA B - L'F, [*;m@;:, E'%Eﬁ‘fﬁﬁ [,
3% " Detail (iF“Elth) e T ;{ﬁﬁﬁjjﬁl FTHFIQL: CA & JFgFVE T
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= Manage Certificates: slapd-emplovees

Security Device:

internal {software) - | Change Password... |

oA Gerts

C A cerificete are used for client and server authentication.

31—

Console  Edit Wi

Certificate Name | Expiration D ate:

Buittin Ohject Token:Ertrust.net Global Secure Personal CA&  Fri Feh 07 08:46:40 2020
Buittin Ohject Token:Ertrust.net Global Secure Server CA Tue Feb 04 09;50:00 2020
Buittin Ohject TokenE-Certify R& Mon Sep 27 09:35857 2004
Buittin Ohject TokenE-Certify & Tue Sep 25 09:45:29 2004
Buittin Ohject Token: Thawde Time Stamping CA Thu Dec 31 15:55:59 2020
Buittin Ohject Token:Verisign Time Stamping Authority G2 Sat Sep 25 16:59:59 2010
Buittin Ohject Token: 24dTrust Qualified Certificates Root Sat May 30 03:44:50 2020
Buittin Ohject Token: 2d4dTrust Public Services Root Sat May 30 03:41:50 2020
Buittin O hject Token: A3dTrust External Root Sat May 30 03:45:35 2020
Buittin Ohject Token:AddTrust Mon-Yalidsted Services Root Sat May 30 03:3535:31 2020
Buittin Ohject Token:USPS Production 1 Fri Aag 14 10:00:40 2020
Buittin Chject Token:USPS Root Fri &ug 14 12:00:00 2020
Buittin Ohject Token: TraderEngine C A Sat Jan 16 16:00:00 2035
Buittin Ohject Token:MailEngine < & Sat Jan 16 16:00:00 2035
Buittin Ohject Token:FortEngine C& Sat Jan 16 16:00:00 2035
Buittin Ohject Token:BankEngine A Sat Jan 16 16:00:00 2035
Buittin Chiject Token:CertEngine G4 Sat Jan 16 16:00:00 2035
Buittin Ohject Token:Xcert EZ Sat Jul 11 09:14:15 2009
Buittin Ohject Token:¥cert Root CA 1024 Fri Aug 1512:00:56 2025
Buittin Ohject Token:Xcert Roat G4 FriAug 15120317 2025
Buittin Ohject TokenbeTRUSTed Root CA Sun Jun 20 068:21:04 2010
Buittin Ohject Token:Visa International Glabal Root 5 Sun &ug 16 16:59:00 2020
Buittin Ohject Token:Visa International Glabal Root 4 Sun &Aug 16 16:59:00 2020
Buittin Ohject Token:Visa International Global Foot 3 Sat Aug 15 16:59:00 2020
Buittin S bject Token:Visa Internstional Global Root 2 Sat &g 15 16:59:00 2020 E

Detail Install... Edit Trust | Delete |

Close I Help |

5-11  Sun ONE Directory Server fi¥ Managing Certificates (ﬁwm) hT}qF["UfFJ;

Vv 4 Root CA H5E

B & @{nf%‘j‘PKI IEVIRRER o RS T A o ERLEE > IR ST ] VeriSign -
Thawte Y GTE - ofi 28 PR o PRl B NS E 1] CA ()3 %45 Sun
ONE Tt 1= CAE R F9= Forl e TR -

1. 59i% alias Hif o

# cd server-inst/alias
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2. %3 root CA 83 o

AR - PNV EE 2 CA RFE T RIEY o e PGS IARIAIRY oo i
IRRDIATD 2V IS« (7] CA G 71 £/ CommonName 7 {2V ¥ CA-Cert
(7t SubjectName [|15115 CN=) °

# certutil -A -d . -P slapd-instname- -n "CA-Cert™ -t "CT,CT,CT" -a -i path-to-ca-cert

v R SSL v TR
1. Rl FI SIS e CRARB 3% o

# ./ed server-root
# ./startconsole

2. fEEEEE EBIE A AR R T AR H Sk e B0 > BABHRH S5 A5 a5 o o
3. EEER ERE P T Directory (HE#%) £ o

4. BiRY Directory (H#) BEBACEIAE PN cn=config HH » RRIBEFHSE
G 2Bl 5-12) :

a. ¥ nsslapd-security €I o
b. JI§ nsslapd-secureport g5y i e (FE %y 636) o
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c. #—F OK (if5E) o

[=]

dn: chn=config

EK| Cancel |

(o] e
neslapd-rewrite-ricl 274 I aft ]
Show Atribute Mames
nsslapd-rootdn I cn=Directary Manager =
) Show Attribute D escrigtion
nEslapd-rootpn I'\Nt.lhsr5k901 MRy dL wa ek ==
Show anly Aftributes with values
nsslapd-rootpwstoragescheme I SSHA ¥
[¥] ShowDN
nsslapd-schema-repl-useronly I off
Refresh |
neslapd-schemacheck I an DETes
neslapd-schemareplace I replication-only ~Edit
nsslapd-securelistenhost I Add Walue |
nsslapd-secureport I 636 Delete Value |
nsslapd-security I an Add Aftribute |
nsslapd-sizelimit iQDDD Dgleie Atribute |
nsslapd-support-ldapy2 I on
Marming Attribute: cn Change... |
neslapd-svrtah I =
nsslapd-threadnurm ber I 30
nisslapd-timelimit | 3600
neslapd-versionstring I Sun-OME-Directoryta.2
numsubordinates |11
top
Ohject class | extensibleCbject
nsslapdConfig
subschemasubertry | cn=schema

ﬂelp

512 Sun ONE Directory Server cn=config i Editor (i) ’éiﬂ‘ﬁzﬂij il

5. BLELER EBE A B PIY cn=encryption, cn=config JHH » RREY TS

GBI 5-19) -
a. W nsss13 BElsBRN o

Eo5E REH

%% Sun ONE {FfR 254 B8
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b. fEf] TAdd Attribute (BiXETE) 1 $3E DWW EEH

alias/slapd-instname-cert8.db ¥ nsCertFile

c. i/l TAdd Attribute CGBitifJaith) . st DLW R A
alias/slapd-instname-key3.db [fJ nsKeyFile

crestetimestamp I 20031112232635Z

creatorsname I ch=gerver cn=pluging cn=config () Show Atribute MNames

Bl Fimie Iencryption @) Show Attribute D escription

hassubordinates  |FALSE v| Showonly Atributes with Yalues
v

modifiersname Icn=ser\rer,cn=plugins,cn=conﬁg ] ShowDH
modifytimestamp IQDDS'I 1122326357 R_efresh |
nscertfle Ialias.fslapd-employees-cert&db Edit
nskeyfle Ialias.fslapd-employees-k ey3db - |
nessl2 I off
Delete Value |
13
nsssld |on Add Attribiute |
negslclientauth |

Delete Atribute

nssslserveralth

Icert

Maming Aftribute: cn Change... |

nssslsessiontim eout ID

nELnigueid I aredd4783-136711d8-80000000-00

numsubordinates ID

4 .4

dn: ch=encryption cn=config

EK| Eancel | ﬂelp

513  Sun ONE Directory Server cn=encryption, cn=config ’éiﬂ‘ﬁzﬂijﬁi

d. #—F OK (ifE5E) °
6. PP cn=encryption, cn=config FE L PiEH

a. %ﬁﬂﬁ*%bﬂ%@ﬁhﬁé?iﬁﬁ?ﬁ # > RBRAENRER TIREE New (Fili))—>Other
(FLfil) ©

b. ¥ nsEncryptionModule o

142  Sun Crypto Accelerator 4000 7T E ¥ 1.1 IRZHEEFERAEIER 2004 F£1 B



c. #¥ TFull Name (41 BTEMIEHR "New (HiliDa U2y TRSAL CEEGR N

GHZBIH 5-14) ©

Full name IRSA |

nesslactivation I an

nssslpersonalityss! IServer-Cert

nesshtoken ISCMDDD-Keysmre

top
Ohject class

nEencryptionmm odule

dn: cn=R 54 cn=encryption chn=config

) Showe attribute Names

) Show Attribute D escrigtion

[w] Showonly stributes wih values

[v] ShowDN

~Edit

Add Value

Delete Value

Add Attributs |

Drelete Atribute

Maming Aftribute: cn Change... |

EK| 9 ancel | ﬂelp

N

5-14  Sun ONE Directory Server [I¥ nsEncryption Module (f54i) %ﬁ?ﬁﬂtﬂ

d. i/l TAdd Attribute (HiH{ETE) 2 $EEDUTN 51 RS -

nsssltoken
nssslpersonalityssl
nssslactivation

token-name
nickname
on

e. #—F OK (HExg) o

$58

REEAEYTE Sun ONE {RIfR388NAE
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YIS %JL Sun ONE Messaging Server 5.2

g Elﬁ%ﬁﬁf i/['lﬂ F5EEE Sun ONE Messaging Server 5. 2 P 7 l} e [E T A
i J’br,ﬁj Sun ONE Messaging Server ¥ {f > I'|ZVIHEI % Eﬂz’z%ﬁ fi™
Sun lOH NE Messagmg Server [V o £ FiATEI ™ 12 EE

73 144 F1f9 T 44E Sun ONE Messaging Server 5.2
57144 F1py "5 Sun ONE Messaging Server 5.2
5T 145 FIpy ryﬂsj Fr a*l?l ]

5Y 146 FIfY THIRIR ’%w r,:tP TR

57146 FIpY réﬂffn% NIRE

5151 FIfY T i3

57 154 FIpY r?ﬂ'J SSL PRI

P4t Sun ONE Messaging Server 5.2

TR @?F[ 1794 Sun ONE Messaging Server 5.2 ©

V¥ 44E Sun ONE Messaging Server 5.2

1. Fi Sun ONE Messaging Server 5.2 fXff#} o
[EF 731 URL fHES ZFYEL fﬁjq@ﬁﬁﬁ”ﬁ% ‘http://www.sun.com/

2. YRR H BRI OGS i S ke o
3. flil setup MM L EH S FMAT
a. TERBPERREHEALIPETE o
b. fERHGHE RIS I LR N T
c. ¥17 . /setup LKL o

F%i[—_’ Sun ONE Messaging Server 5.2

iﬂ*ﬁﬁﬁ}i’h KU BB (5 OVR R RLRR AR A & 2 2
ST AR ~ ] SSLVREL Fp R aN -

A= 2 F 182" Sun ONE Messaging Server W i 1 s L’FEEHJ‘? FS‘E =
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v RETE
1. REIER RIS R o

2. B Sun ONE Messaging server filJ o
AR 515 FlIOTbRE R

.
Console | =]

. .
= | —| Messaging Server — Consale ==
Cohsale Edit Miew Help

. ';" iPlanet” Messaging Server Messaging Server

Start/Stop services

View IMAP service logs

View POP service logs

View HTTP service logs

View administration logs

View default logs

Certificate Setup Wizard

515 Sun ONE Messaging Server = E‘f’F’}? il ﬁi‘f
3. 3% Console (¥¥H)—>Certificate Setup Wizard (R8¢ EH H)
Certificate Setup Wizard (T@%I%’ﬁﬁgﬁ) }[?]’F?H o
a. #—F Next (F—%) o
b. ### Tinternal (software) (W#B [fki#]) 1 BT ©
c. ¥ Do not install a certificate GEZJ K HHGE) 1 > RBHE—TF Next (F—) o
d. #—F Next (F—%) o
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e. ZsNEBEBIHSEE B » K% —F Next (F—2%) o
f. #—F Done (5E/K) ©
VLR
1. YR TH HEk o

# cd server-root/shared/bin

2. fiff%€ LD_LIBRARY PATH SEBIFMEREE o

# setenv LD LIBRARY PATH server-root/lib:${LD LIBRARY PATH}

3. ARG E secmod. db FRH ©

# ./modutil -dbdir ../../admin-serv/config \
-nocertdb \

-add "Sun Crypto Accelerator 4000" \

-libfile "/opt/SUNWconn/cryptov2/lib/libvpkcsll.so"

v

1. #EHAEEE Console (E#EH) -> Certificate Setup Wizard (gt EhG8) B
Certificate Setup Wizard (%5 a5 ki) » 8RS MIIRES 1885 DAEDRERGE o

a. #—F Next (F—%)

b. BRI LEEZHIY Sun Crypto Accelerator 4000 EBEsCHIFF I BRRC » A 5-16
JIims o
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o, " iPlanet' Mes{E

Start/Stop internal (software) B4

internal (software)
View IMAF SUMW acceleratia only

re

View POP

View HTTI

View admi

View defal

Certificate

I

5-16 Sun ONE Messaging Server fi) Certificate Setup Wizard Token Selection (@%I%’Q‘—_
ﬂ%@ﬁ@?%’fﬁ) ‘%Tﬁfﬁji?&

c. # TIs the certificate already requested and ready to install? (J&7# EL48ER B
W52 ? )a MIE NO (%) » BB —F Next (F—) o

d. #%—F Next (F—325) o

E5E RHEHBFET Sun ONE fRIMR=EEEE 147



e. Bi¥ "New Certificate (HiH{HERD 1 > MRBIRIFIIREERINE (3 5-17) PR LEOR
733 CEMTE T B HTTPS) » & —F Next (F—#) o

.
=| Console E

—-| Messaging Server — Consale
Console Edit Miew Help

Certificate Setup Wizard

T Generating a Certificate Request - Step 1

1. |5 this a request for & new server certificate or to renew an
StarhfStop eFisting server cerificate?
i+ Mew Cerificate

" Certificate Renewal

View IMAF

+ How do you wish to submit this certificate request to the
cerification authority (Ca)7

View POP

= To Ca's email address: | ca-email- addr@domain.com

 To Ca’s URL: |

Click here to see a list of certification T |
authorities:

View HTTI

View admi

View defal

Click "Mext"to continue

Cerﬁﬁcate_ <Back | Mexts I Cancel

517 Sun ONE Messaging Server iV Certificate Setup Wizard Certificate Request (&
?éﬁ%ﬁﬁ%ﬁ'ﬂ*) ’éiﬂ‘ﬁzﬂijﬂﬂ

f. B+ 5-10 B EORE BRI OL BB G > R —F Next (F—2) o

#5110 RIUNHEFWES

i L

Requestor Name oIt Hp Jﬁ'ﬁ? O

(I8 £78)

Telephone Number Folr M puERAS YR

(FrFrois)

Common Name TE 7 TR £l 'FA“ PR A
; i

(— = Ey) F’J
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®st0 RIFHOPHE (#)

R4z L]
Email Address FoI T H s e

(=20 o)
Organization (3= 7)) SRl

Organizational Unit (EE) = ﬁjﬁﬂ fif]

R 0 )

Locality (*8) GEIF) W57 ~ 1B~ A R i

State ("I1) (E1p) KN £

Country (/%) PRI R 29 ISO Pl (191 + BP9 FRiSES US)

g BLETREEOR i A\ SLFAEROBHII (R T Y3505 o 2o BMRPRIEN S (BT &+ 5.
2 W N\EW > RIEE P Next (F—2) o

TR 51 1)V R 2 £ R -
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h. RS SR e PiEE HTTPS 751k » MIELREC AR CA o MRS S e ikt
BT B A5 > WEHH—F TCopy to Clipboard (i ®BI5§NL#) . » R —T
Next (F—2) (jpl 5-18) °

Console

~| Messaging Server — Consale
Console Edit Miew Help

=] Certificate Setup wizard

T Generating a Certificate Request — step 4

If you're using Uni<, your request has been emailed automatically
S-taﬁ-fStop to the CaA for you. After you receive the cedificate from the CA,
run this wizard again. To exit the wizard now, click Cancel.
If you're using Windows NT, you need to manually email this

; reguest to the CA. There are twa methods for daing this. Click
View IMAF Help for detailed information.

View POP

View HTTI

View admi

| Copyto Clipboard

View defal

Click "Mext"ta continue

Certiﬁcate_ <Back | Mexts Cancel

@ 5-18 Sun ONE Messaging Server fiY Certificate Setup Wizard Certificate Delivery (#&#
F%Lﬁ%«duﬁg fE1:2) 5 Tﬁflﬂjﬂu

% —F Next (F—%) o

AB - PR > Certificate Setup Wizard (R A &) AERLE T TR E‘}L{j/

i “My:&%f @ Sun Crypto Accelerator 4000 £ ‘% ll . DF/J OGN e S
75/1;?3‘[ 321 Certificate Setup Wizard (RFHAEE) L Al T@lig??’:g‘l*f Certificate
Setup Wizard (&G ]%JL§§*) SR EFTpE] A KA PR -
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VA EE AN

1. AR A Rl MR A R B2 )5 il Y Certificate Setup Wizard CGEGESHERTH) » s
i Console (1#H) -> Certificate Setup Wizard (Rt ki) HPME) Wizard
CR§58) > RBH— T — BRI Next (F—2%) o

2. BT R DRI Sun Crypto Accelerator 4000 5t o

A TSR 0 RO R
3. SRR A E IR BRI I Yes (2) » RR¥E—F Next (F—2%) o
4. #—F Next (F—%) o

5. %3¢ TThis Server (Afalliid) 2 b A\ 5 iR o5 (/IV PIE TR (IR Wizard
ChiE] MR BEBERTEE) » SR — T Next (F—%) GEZBH 5-19) o

Consale [E

—-| IMessaging Server — Console
Cansole Edit Miew Help

9, )
iPlanet”MesyE] Certificate Setup Wizard

Tasks | configuration T Install the Server Certificate - Step A

1. Install Certificate for?

S‘tartfstop & This seruer

= server Certificate Chain

i Trusted Certificate Authaority

View IMAF

Enterthe passward forthe selected taken:

selected Token: SCa&4000-Keystore
View POP Fassword: *EEEEEELEE L L L L

Certificate name: Server-Cert

View HTTI

View admi

View defal

Click "West"ta continue

Certiﬁcate_ <Back | Mext= I Cancel

519 Sun ONE Messaging Server [V Certificate Setup Wizard Password (13 %?t*%%f*
i) B

FE - SE?& e ©F R Server-Cert o
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6. NFEEA 64 HmmGITy S W BIHE NGBS 2y T The certificate is located in the
following text field GBI FHISCFMIDIHN . SCFTTBL » BB —F Next (F—%)
GHZBI 5-20) °

Console |

|

Messaging Server — Console ==

Console

Configuration " Install the Server Certificate - Step 2

I Edit Miew Help

=| Certificate Setup Wizard

(" The certificate is located in this file:

Start/Stop |

& The certificate is located in the following textfield,

View IMAF

(Faste the server certificate, including BEGIM and EMD headers,

into this text field.)

View POP -

MIICGTCC.ﬂ.aqgAWIElP.gICCSKWDGVJKDZIhVCNAGEEBGAWT\_

MEwwCr DY QAL EWNDUECXFTATEGNY B AMTDFRIC3GgUM
View HTTI | | MTISNTNaFwwi &y MTkeMTISNTNaMHEXCz AJEgNVE A YT
QlkJRKISTRIEMRIWEAY DY QG HEWITY WagR GIZ 28xDD & KB

A1 UECAMDGT BHMROwWGwY DV QGDE<Rs Y XROaWNILndlc3a

View admi hki GdwilE &4 G EF AAOR]gAwyYoCyYEAd glviByc] 30BAKPCI0]T
Kl | ,

| Paste frorm Cliphoard I

View defal

Click "Mext" to continue

Cer‘tificate_ <pack | Next>

B 520 Sun ONE Messaging Server fiY Certificate Setup Wizard Certificate Entry ((Eﬁ%]%"’“\%

FEEEECRE) t]LFIF[_{JtFJe

a. #—F Add (Fid¥) DLpiuss o
b. $%—F Done (52)%) °

7. Bk root CA #: (MIMIFE root BGHIIHEC SZ i A MRAREE) ©

i PRI M ] Certificate Setup Wizard (1 nﬂ%{* &) o

a. eSS EPEEB T > 3 Console (EEH)—>Certificate Setup Wizard (FHiH
e ENG ) o

b. ¥ —F Next (F—%) e
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c. 3 Tinternal (software) (WS [IKIED s TEZEEG » SRRBR TIs the certificate
already requested and ready to install? G& 7 ARG M %EE ? )1 M
Yes (&) » R#%H—F Next (F—2) o

d. #—F Next (F—2) o
e. i TTrusted Certificate Authority (fFERRR M 1 > BB — D Next (F—) o

f. EEAR 64 BullIN CA B BB g Ih SN BIHEEC 2 TThe certificate is located in
the following text field GBI THISCFMIBINN . SCFTIBL » REIL—F Next
(F—%) o

g #—F Add GHiH) DA (g 5-21) o

;
=] Console |==
|

=| Messaging Server — Console
Cohsale Edit Miew Help

=| Certificate Setup Wizard

Tasks | configuration Install the Server Certificate - Step =

Certificate name:

S-tarhfs-top This Certificate belongs to: This Certificate was issued by
awest.sun.com Test Root CA

CPG CPG

View IMAF| | [3u" sun

San Diego, CALIFORMIA, Us

View POP

Serial Mumber:

0929

View HTTI Certificate Fingerprint:
D9:94:53:BC:EF:.CD:29:4C:EZ:7I:F A:3B:0D:65:49:54

. . This certificate is valid from Tue Moy 18, 2003 to Sat Feb 18,
View admi | | zooe

View defal
Click "add™ to add this certificate.

Cer‘tificate_ <Eack | ERL I cancel

521 Sun ONE Messaging Server i Certificate Setup Wizard Password (?5%?%*%}

) i

h. #—F Done (58)%) ©
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v ] SSL L
1. [ su $i5 % DLROSRI R BT S RS i BERT 4 SR KA o

P (SRS E R > RLT S server-root /msg-instname/config/msg . conf
% fY local.serveruid [7J“F'}'f3}§§?V|'EIE'J?§ o

# cd server-root/msg-instname
# su username

2. ffil] configutil THPAZSEHEFIREIH SSL 28 o
# 511 FPI " configutil T SIAVABRER o

£ 5-11

configutil f@gyEif¥|

BHY

EE

keystorename

certname

portnumber

W I s S A
%W@Eﬂﬁﬂﬁﬁi§ﬁl?ﬁﬁ°5E§H@535erver—Certﬂ

& SSL /T POP3 [1sfih SRFNE - S fif 5 995 -

H H H H H H

./configutil
./configutil
./configutil
./configutil
./configutil
./configutil

nsserversecurity -v on

encryption.
encryption.
encryption.

-0 service
-0 service

rsa

rsa.
rsa.
.pop.
.pop.

.nssslactivation -v on

nsssltoken -v keystorename
nssslpersonalityssl -v certname
enablesslport -v yes

sslport -v portnumber

3. AR FIRE EEEE T > E—THRE M Sun ONE Messaging Server HlJHIY E#ER
Pl Z Configuration (A18) % — T Messaging Server GHEAfNtES) -> Services
(I%5) -> IMAP HiffJ System (%K) 5 o

4. £ L —M@ETh » B5E TUse separate port for IMAP over SSL (&% SSL i il Al
IMAP [ o (RS o LB IR I PSSR 25 993 o
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5. Bl B3 HilsE %€ sslpassword. conf R§Z o

# cd server-root/msg-instname/config
# vi sslpassword.conf

f0 "] tokenname:username:password 72V Internal (Software)
token:netscape! I tokenname £%: H'fi €17 o I tokenname kLI R 1T [
HERIN R SRR EH o username:password E'Jﬁ?ﬁﬁ?jﬁ@? o ﬁ%‘iffﬁﬁ% 511
VHE| F}fé username:password ElfJEjA_F'%TE'?HﬁI °

6. W sslpassword.conf REZEMFif HEBLRERR o

[lH" sslpassword.conf fi%¢ *A'IE'Jﬁ?ﬁ?%@fﬁ@ﬂflﬁ}fﬁﬁg}?* ) EI”TJ\}?}?&",’E{/U\ZEJE[I
B A R A R H e

# cd server-root/msg-instname/config
# chown msg-user sslpassword.conf
# chmod 0400 sslpassword.conf

7. PEARSITEB K EFIRE ©

# cd server-root
# msg-instname/start-msg

ZL%%“EEI%%—_ Sun ONE Portal Server 6.2

F FaE e 4 S E Sun ONE Portal Server 6.2 I ™ [ /7 [P o (05401 S
SEFL A o %‘iffﬁﬁ Sun ONE Portal Server ¥ {f - ' VT %”E‘Jrﬁ%%%f%?fﬁlaj Sun ONE
llfgrtal Server [Tt o 4 FiATH f’,m JIFEH

57156 FIfY " 9%E Sun ONE Portal Server 6.2 |

57156 FIpY T 55¥E Sun ONE Portal Server 6.2 |

5% 157 FIpY THR 7 | 'I'LIHE%EI%F'J fER

53106 FIfY T % fEAG RS

53109 FIfv T HERER AR IR

53 159 FIfv T LRGSR 1419 Root CA 1R

57159 FIpY T4 2E Root CA ¥ |

37160 FIfY r?%rE'J SSL * [ 'l
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7[3%I AP b = Sun ONE Portal Server 6.27] 1@“ IS S G 2
W - o 5fi= [ Sun ONE Portal Server ¥ {f » I'ZVH R % FT‘HJ %f%’]ﬁl | Sun ONE
jlch)r’cal Server FUEYF o

Sun ONE Portal Server 6.2 & ©5 Sun ONE Web Server 6.0 ¢ [&0% 17 4= * [
(il T 8 & i F 5227 Sun OI(IE Web Server i i (% xrﬂ;‘j 112 FIpy T “’%Ja
Sun ONE Web Server 6.0 ) °

SER - 7 b5 Sun ONE Web Server ') (i1 [l 4R » ifil™ ™ i1 4

HE @ 1 /opt/SUNWam/servers °

4L Sun ONE Portal Server 6.2

+ Fhamsrni @?ﬁ*ﬁ i 45k Sun ONE Portal Server 6.1 °

Vv 4 5E Sun ONE Portal Server 6.2
1. F#k Sun ONE Portal Server 6.1 §ikjill o
[ P I URL IS E] AT SR - htep: //www . sun. com/
2. SEYRR LS H SRR R Ml IR 23k o
3. il setup L MWLEALEIRE o
a. (LR G N\ 2 FEHE TR o
b. 1ERFHEA IR A B etk o
c. BT ./setup FRFPARE Il 0

SERE - 7 1200 R R et

F%i[—_’ Sun ONE Portal Server 6.2

pLTE T I%U [fR S = 4@ff;affv (SRA) FISEL ~ fi™] ™ [ VAIRHREER ek
E e 2 1 EJ&%E{E% » R SSL I IS -

] e AL SRA ZERTH % Fyé“é*ﬁﬁvjﬁ FIEaEmEE CA i) © Sun
E Porta erver w'f' TR Flli Eﬁ SR o
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A BT

1. i) vecaadm 22y STl -RESLHEERIFHIRIR G2P058 53 HIY T veaadm

ZHERXL ) o

vcaadm{vca0@localhost, sec-officer}> create user
New user name: username

Enter new user password:

Confirm password:

User crypta created successfully.

2. %A Sun Crypto Accelerator 4000 £z o

LD_LIBRARY_PATH @< Fij[fi|  FlIetfi -

/usr/lib/mps/secv2/

a. WABIA o

# /usr/bin/mps/modutil -dbdir /etc/opt/SUNWps/cert/default -add "Sun Crypto
Accelerator 4000" -libfile /opt/SUNWconn/cryptov2/lib/libvpkcsll.so

b. B ETHALEI -

# /usr/bin/mps/modutil -list -dbdir /etc/opt/SUNWps/cert/default -nocertdb

E 58 REMEYE Sun ONE {AR=SEES

157




i o B R R
fj;éﬁmf‘fﬁf[l » LD_LIBRARY PATH ﬂiﬁ,@é{ﬁwﬁymp g

/usr/lib/mps/secvl/

% 5-12 ?ﬁﬂﬂ?ij:% VAFI S certutil ;f‘F’[ PR o

®512 certutil HrEiP

5y B
token-name PKCS#11 7{@’ 1Ay 7 lﬂizfu nj*ﬁ“ﬁlf,[ E‘l{ﬁﬁﬁ%ﬂﬁ\é éﬁ?[ £
subject-name ﬁ:EF'E [=3 el ﬂ%% FpY £ IFLJ F‘*”

CN= Fully Qualzﬁed -Domain- Nume oU= Organization—llnit, 0=0Organization.
;Efl B 1\%37 [ﬂ

output-file TR MY B

certfile ASCIT A1 fﬁ’
instname Ol R B

nickname (2 B R fl TR AR R 8

v R
1. BYETHIHS o

# cd /etc/opt/SUNWps/cert/default

2. POREGE o

# /usr/bin/mps/bin/certutil -R -d . -h token-name -s "subject-name" -a -o output-file
[-g key-sizel

3. ¥ output-file iy I BOR$E A RIREENY Certificate Authority GEZHE) o
JFf basebd-encoded 1Y £ certfile Y IR ] o
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AR E i
1. REGIRE R o

# /usr/bin/mps/certutil -A -4 .

-h token-name -t "Pu,Pu,Pu" -a -i certfile -n nickname

Ty 4k Root CA G
Sun ONE Portal Server &/ }ji“* flat >> BFIR E 'ﬂ'j F; “[¥ Root Certificate Authority (Root

IR AE) YRR UM IR AR SRR R L e

Y Root CA i » %E R

v g LR = 1HIEY Root CA 1R

® HATIHHRS :

# /usr/bin/mps/certutil -L -d /etc/opt/SUNWps/cert/default

Vv 45 Root CA 1855

(B SR o PRI VARG o 1P 80 R o SiRL3t - PP LE ] VeriSign »
Thawte fi¥ GTE » %‘”’@ﬁlﬂ Ho o PR RS IR CA (4 F5E T Sun
ONE 3 EII?}[HL CAEHIH) Y= R s LB i -

1. 529 /% certificate database H#k

# cd /etc/opt/SUNWps/cert/default

2. #% root CA #5838 o

R — U VAL i CA B iR T IR o e D ALY -n

DA VS - ]

CA == Fl | €Y CommonName 7 {2V [* CA-Cert

(7+ SubjectName f|1515 CN=) °

# /usr/bin/mps/certutil -A -4 .

-n "CA-Cert" -t "CT,CT,CT" -a -i path-to-ca-cert

#5585 ZHEBELT Sun ONE AIREE#EE 159



v SSL L

1. @3 /etc/opt/SUNWps/cert/default/.nickname R§& o

# vi /etc/opt/SUNWps/cert/default/.nickname

i it AT T

keystore-name : server-cert

2. JREENDE BT S ©

SR - “J15 7 Sun Crypto Accelerator 4000 [ H 1[5 DES % 3DES i1+
Hiff /etc/opt/SUNWconn/cryptov2/sslreg (% S %ﬁ*ﬁd%’j 99 FIpY r?ﬂ‘f%“’
AR Y prj °

Etﬂ‘“ Jw RSA Zhf= » [/ {2 DES = 3DES AR 8 [l - 0 5[ 7o
Hpfi- l[ﬁ' MR -

Gateway (BJi¥ ) >> Security (%2 %) >> Enable SSL Cipher Selection:
(BYF' sSL #5522 ;) >> SSL3 Ciphers: (SSL3 #f&§28:) >>
SSL3_RSA WITH 3DES EDE_CBC SHA ¥

SSL3_RSA WITH_DES_CBC_SHA

3. B} /etc/opt/SUNWps/platform. conf . gateway-profile-name YR ©

gateway.enable.accelerator=true

4. fEFSRBIED > HORRRENRDE o

# InstallDir/SUNWps/bin/gateway -n gateway-profile-name start

MIEURTHE (S0 2 SRR i sra-keystore:username:password FHfREY [ * IR ©
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i

5 P%JLApachenﬁfﬁﬂ"] el

R E FHEE L Apache Al AR JuH T & A* il ay

m 3V 162 FIfY rr%“‘— Apache Web Server 1.3x |

m 57167 FIfiY rﬁ?jg‘ﬂ?ﬂt Apache Web Server 2.x

m 3T 171 FIf r?;& Apache AT E %??Eﬁﬁﬁfﬁ HIET g liq?%EﬁJ

m 57172 FIfY T Sun Crypto Accelerator 1000 I') 742 Sun Crypto Accelerator
4000 fri i & TEFE'J Apache |
' AL Apache AEHTTIIRAL 121 A O

. Apache Web Server 1.3.26 {1 1 ¥75 + — Sun Crypto Accelerator 4000 ffi it -+~
1.3.26 45

m "'[5* Solaris 8 fINfETHAEZN 109234-09 » fi' f$-http://sunsolve.sun.com Vif
m "[HT Solaris 9 fUfETAEZY 113146-02 » ' f§-http://sunsolve.sun.com Vi
m Sun Crypto Accelerator 4000 ﬁﬂﬁ%f&iﬂﬁﬂg SUNWkcl2a & (F

P SUNWkel2a & % > —m’f'uflﬁl“ Apache ; 1fﬁ*F"Tf| T mod_ssl 1.3.26 1&¢ I%

AE - Apacheﬂﬁ*ﬁ‘lﬂ KT & {IEU“ 5Y 5 FiHY 96 1Y TS ey S HIFFs i & S
A T | =R f-

1= - % 9’J}H Apache 1Fﬁ Ahr[ ’iﬁ F%Lt fIE Sun Crypto Accelerator 1000 i F o
Sun Crypto Accelerator 4000 /7 oI E’Ic[ 7R E[[J Apache ;{ﬁj’ kT ﬁ B (o

SEB — IUBOTE - Apache U I BUGEDATS I > [ AR PR -
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F%{% Apache Web Server 1.3x

BRI apesioes f R SHUHITRL 1)1+ sy
U G e

P%q—’ Apache ATl &

- HCR AR htepd ARBHESR » G o

S50 Solaris 5% » httpd.conf-example Tﬁ&iﬂ [k /etc/apache &k -
S PR A AR R A NN I R,

# cp /etc/apache/httpd.conf-example /etc/apache/httpd.conf

. f£ httpd.conf BEEH » I ServerName MRl I 224455 o

. il apsslcfge

# /opt/SUNWconn/cryptov2/bin/apsslcfg

. BEM 1> ¥ Apache HSS AR AS ¢ € Lol SSL o

,i,a — P T P N B EGECE 1 o P SR R ﬁ%iﬁﬁaﬁli‘f 89 FIfY
"ff"] apsslcfg ?‘FI ,JﬁEJ o

Sun Crypto Accelerator Apache Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for Apache.

Please select what you wish to do:

1. Configure Apache for SSL
2. Work with Apache keys

Your selection (0 to quit): 1

Sun Crypto Accelerator 4000 NMEF 1.1 IRZLZEER(FAEIER » 2004 £1 B




5. B Apache i LB IR IK o
 Solaris =k o 7“—?‘,@’@[# “fl /usr/apache o

Please enter the directory where the Apache
binaries and libraries exist [/usr/apachel: /usr/apache

6. A Apache HHBREEINBETE o
+ Solaris =k > :?MﬂgﬁﬂﬁfL/etc/apacheo

Please enter the directory where the Apache configuration files exist
[/etc/apachel : /Jetc/apache

7. %%%@ﬁﬁﬁﬁ'ﬁf%fﬁ (RSA) &5
PPN ESEE T 2R R apsslcfg & 4 & R

Do you wish to create a new RSA keypair and certificate request? [Y/N]: Y

S [p'ﬂ no ° %E}**uaj 164 FIfv "% ERHRINEE S -
8. PRLGHTE SN H S o
PPN ETERT E T E'[J%’T#ﬂ T

Where would you like the keys stored? [/etc/apache/keys]: /etc/apache/keys

9. JEIREMBORHIIETE S o
o EPRRE T I T RS SR SRR AT Y RIS -

Please choose a base name for the key and request file: base-name

10. FRELREES TR 512 B 2048 fiyC Z BN GHIRIE o
ST 4 gﬁ]’ﬁ#ﬁﬁ qBaLFlr‘EFI A=V 1024 n“j'ug?,ujgp 17 |£ (> H ey IEIH E@F{FU % o

What size would you like the RSA key to be [1024]1? 1024

Using configuration from /opt/SUNWconn/cryptov2/ssl/openssl.cnf
Generating a 1024 bit RSA private key

........ ++++++
................................................... o+ttt
writing new private key to /etc/apache/keys/base-name
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11. H37 PEM 34775 o

IF = lﬁxuy\'%ﬁﬂ ’T;: SERSRIPIR] TR (LR R T L

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:

B - [ R SR - BRI W
%‘fx/i};j F”ﬂ'jﬁﬁ o

v % R

1. fEHAAERS 162 HIN T35 Apache BSR4 (2558 7 rp i S S o5 30 i
PR o

a. BNERELAEGH o ARBRAEZORE BB BL IS 2 o
Zo6-1 FHH R HEYFVE N pURRE

Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated into
your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) []: Company
Organizational Unit Name (eg, section) []: Department
SSL Server Name (eg, www.company.com) []:www.company.com
Email Address [] :admin@company.com

164  Sun Crypto Accelerator 4000 T TEF 1.1 IR E{FHEIERT » 2004 £ 1 A




£61  pUNHEFWHES

R L]

Country Name R IR (RS2 B ISO [fEs (19190 = SCRNAY FRARED US)
(B £7)

State or Province (1) FEEIN] £ B J\lﬁﬁjj %qk(.)

Name ("I i /78)

Locality (30#) BT~ A A PRy B

Organization Name SplE e

(B517 £7)

Organizational Unit F r*S I

Name (£ £74)

SSL Server Name zpr?@?ﬁg':lﬁ%g plIge ™ ﬂﬁ[ﬁfﬁ[ﬁiﬁ&
(SSL ffilly a8 £7%1)

Email Address fol T Hpmas e T

(=2 o)

2. (RIS > B /etc/apache/httpd.conf R o
t JT? R R IR Y@ U1 f£9% /etc/apache/httpd. conf ﬁi’iﬁﬁ%ﬁﬁfﬁﬁ’ﬁ

Cfr
L[lr

The keyfile is stored in /etc/apache/keys/base-name-key.pem.
The certificate request is in /etc/apache/keys/base-name-certreq.pem.

You will need to edit /etc/apache/httpd.conf for the following items:

You must specify the ports that Apache will listen to for
SSL connections, as well as for non-SSL connections. One
way to accomplish this is to add the following lines in
the Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:
LoadModule ssl module /usr/apache/libexec/mod_ssl.so.version-number
In the AddModule section, add the following:

AddModule mod_ssl.c

EE - DAL FT LT F%u

lu'v
Tm\

G
o
1o
A
W
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3. JIR AR AT SY VirtualHost » BWASELE httpd. conf XY

SSLPassPhraseDialog $§% EMIA SSLEngine ~» SSLCertificateFile JZ
SSLCertificateKeyFile §%& o

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default :443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/base-name-cert.pem
SSLCertificateKeyFile /etc/apache/keys/base-name-key.pem
</VirtualHost>

You must add the following line after all of your VirtualHost
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/cryptov2/bin/apgetpass

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache Web Server. Please refer

to your Apache documentation.

<Press ENTER to continue>

YN [E55F8T 168 FIPY T REFE Apache Web Server 2.x [V HER 7 FEJEEJ[H'FAFHO ] fi}{’j’
TEHYNFE & 2 AR s R

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing

"Work with Sun ONE and Apache keys" from the

apsslcfg main menu.

4. 58Pk apsslcfg HRIER > BEA o DIAIE o
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VR

. & /etc/apache/keys/base-name-certreq.pem KX FHH > base-name 1E5 162 B
Iy TE%E Apache ABuSfIRES 1 120 5% 9 i) WS 28 TR R o » Wil 3
VR (St 40 B R REBE M ©

BRI > WHEEEMZEK /etc/apache/keys/base-name-cert . pem FHBHCT
GBI R o

. ft# Apache %‘ﬁiﬁﬁ]ﬂﬁ%ﬁ °

g o Apache EFHIFEL %L /usr/apache/bin © Z/UF,JJLF;;T,%L_IS‘IEIU: £
b \AﬁFE[%\ %‘ﬁﬁ J; E”[,H °

# /usr/apache/bin/apachectl sslstart

. AERBHER N A PEM H1THS o
. BHNREEEER Y URL » LB A SSL Sty Wit sy -

https://server-name:server-port/

ﬁ%E oo 5@%"“]951 server-port kL. 443 -

bz - %**E.J mod_SSL % OpenSSL ¥ [} » vaﬁ*sj%gf/mﬁ FIETRES) | s i 3y
.

FEg I%H— Apache Web Server 2.x

Sun Crypto Accelerator 4000 [ ¥ gﬂ T8 P IS Apache 2.x 7 1ﬁfﬁ|ﬁ A5 a8~ mod_ssl
Ek?j 7_1;%, QTT?%F'F égﬂ '[ﬁ%’ﬁﬂ M Eﬂjzﬁjz [np f [F' JE"?E[ o SEHE Wlfl F%’;L Apache 2.x
G P

£ Apache 2.x Al T
EIE‘*J[%@W OpenSSL 8 =42 E e F?ﬁm,kﬁgﬂ ° % i :|J%J pl{gf’fsf}’

AP 2P RLET IR Apache 2.x 2 (VR IV R ieh
http://www.apache.org I [F o
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v H Apache 2.x
1. 1% sH_LIBS RBEBB MBI F & configure MR o

sh:

# SH _LIBS="-1ssl -lcrypto"

# export SH LIBS

csh/tcsh:

# setenv SH LIBS "-1lssl -lcrypto"

2. BUERBEHBEBTT configure HEW o
P S TR TR0 0 PR R S

# ./configure --enable-ssl --enable-mods-shared=ssl
--with-ssl=/opt/SUNWconn/cryptov2

3. SERIFLMEH » AT T rh—JEHRAE -
a. HSREE— RSB 3 Apache 2.x » A FHIRTS ©

# make
# make install

b. IR BB Apache 2.x BN &S mod_ssl JEHIFEM » GEBEA FHIFRS ¢

# make shared-build
# cp modules/ssl/.libs/mod_ssl.so Apache-directory/modules

F%i[—_’ Apache Web Server 2.x

& 31 AT U7 S 2 SR R | SSL TR SRR
eI EIb i
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v S
1. B LG R

# /opt/SUNWconn/cryptov2/bin/openssl req \
-new -newkey rsa:keysize -keyout key-output-file \
-out cert-request-output-file \

-config /opt/SUNWconn/cryptov2/ssl/openssl.cnf
Generating a 1024 bit RSA private key
.......... ottt

....... ++++++

writing new private key to ’/tmp/keyl.pem’

2. SNPGRS SRS o

Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

3. #A TDistinguished Name (il #H6) 1 16 GAZB* 6-2) ©

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank
For some fields there will be a default wvalue,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State] :California
Locality Name (eg, city) []:San Diego

Organization Name (eg, company) I[]: Company

Organizational Unit Name (eg, section) [1: Company Division
SSL Server Name (eg, www.company.com) []:www.company.com
Email Address []: admin@domain.com
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#62 Distinguished Name (F4]|] ¢/%5) f "

R B

Country Name (R BIF VR RS2 P ISO [FOflS (19« SCBIAY FRfiEL US)
(Bt £74)

State or Province GEIF) R E o BT e Eﬁ )

Name ("I i #/78)

Locality Name GEIF) W)~ AP A R

(B9l £4)

Organization Name SRl e

(B £7#)

Organizational Unit (E1g) » il Jﬁﬂr'ﬂ
Name (ﬁ%ﬁ?f {70

SSL Server Name xﬁ?ﬁ?{ TR L FILJ?@f#ﬁ(ﬁﬁj'
(SSL ffilTy 85 £17%)
Email Address For I HPuERRS Y,

(o Zhi i)

vV HEI AN R

® SiyiuE POR BRI BB 56 169 HIY TaERIIRARREGE . 19 2558 1 PRSI SRR
FiAE R I) H 8% o

v ?VF'J SSL

1. Hifi Apache 2.x AR S %2 HERI conf FHEkY ssl.conf RiEK o
ssl.conf M%fIIE gmﬁf’, ik ‘{ﬁﬁﬁﬂ q&ﬁg F[%Lm [J?‘F’V'AJ , TFj:fEIE'Jf?EIJF .

Listen port-number

ServerName fully-qualified-domain-name
SSLEngine on

SSLCertificateFile path-to-certificate-file
SSLCertificateKeyFile path-to-key-file

2. W#h Apache Al fallli s o
:éﬁ 8 Apache ~ 3 FHF RS 1444 /usr/apache/bin © ﬂ['F}JiﬁTﬂfﬁ;’HU: FEA
R (s T ol

# /usr/apache/bin/apachectl sslstart

3. fERBPERINGINA PEM M1TH o
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4. fEMBTEAEDI F5 URL » DU# A SSL Yyse ity i Ao R 2 -

https://server-name:server-port/
server-port Elfﬁﬁ?@il_ 443 -

AzE - %”EJ mod_SSL % OpenSSL ¥ [} » vaﬁ*sj%gf/mﬁ FIETREs) | s i 3y
.

L A ache, *ﬁgl WI E

E._fng J1#l_‘

ST ] Apache ; 1[ﬁﬁﬁﬂ ’?BELE' Mg ?Ewﬁﬁ OIS TR S (i

IS

v " Apache AR & EUOETITEIR PV E TETEY
IS i i ’4

1. B3# httpd.conf MZPREGIAE THLH :

SSLPassPhraseDialog exec:/opt/SUNWconn/cryptov2/bin/apgetpass

IFL“}FFT IJ}H t /etc/apache [ 18R] 1°0 (B i E e e
2. R THIIWREEm AR » /£ /etc/apache HERPREESEWHIEHEE

server-name : port . KEYTYPE . pass

m server-name — %" httpd. conf % 'FY ServerName 77l 1fi™ fifi
m port — = SSL | l%%ﬁfﬁfﬁ EUF = R IRy (10D 443§
m KEYTYPE - fi'] I J kL RSA p& DSA

(I - S5 E ) RSA 5 b webserv101l IRl A8 ( (CE s 3 443 RS SSL) -
[&f'l') 7 /etc/apache H'@ﬂ SIS

webserv101:443 .RSA.pass
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N r[H—‘F' b%ﬁl -%@‘?ifggg;tla VAT (A

# chmod 400 server-name:port. KEYTYPE .pass
# chown root server-name :port . KEYTYPE .pass

ﬁ%‘%ﬁ;ﬁl mod_SSL = OpenSSL ¥ {FI'/EH 1 2%¥7 -

E%‘%_' Sun Crypto Accelerator 1000 '}t
F%4£ Sun Crypto Accelerator 4000 i i
[fi"] Apache

Ve sowmkel2a iR fF i 0T Apache AT ER mod_ssl 1.3.26 1 -
%S%A FIff*!] Apache & Sun Crypto Accelerator 1000 /i i+ FIJ 415! ST

Bl Sun Crypto Accelerator 1000 I'} 744" SUNWke12a 2 [FY Solaris 8 k[
fili™] Apache 1.3.26 ° }{’j’ I ST
m T Apache 1.3.26 - Patch ID 109234-09 FYRI#r

m 3 Sun Crypto Accelerator 1000 1.0 i #i — Patch ID 112869-02
m %P5 Sun Crypto Accelerator 1000 1.1 45§ #f — Patch ID 113355-01

fel7#7E Sun Crypto Accelerator 1000 I EE 3‘/‘%1:7 SUNWkc12a 5= i Solaris 9 a1
"] Apache 1.3.26 ~ Jff{ffe * JIFE L7

m $P7 Apache 1.3.26 - Paich ID 11314601 Al
m EPF Sun Crypto Accelerator 1000 1.1 %EIX?E — Patch ID 113355-01
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U

YIE#I@RF'F I7" Sun Crypto Accelerator 4000 i FilfiV% B[t P HE - 4 i W AN
m J7173 FIfiY TSunVTS ;/%FEJ

m 57180 FIfY THIM] kstat HREHEE

m 37181 FIfY " {fi"'] OpenBoot P OMFFCode FIZSHIEE

m 357183 FIfiY " Sun Crypto Accelerator 4000 /7 [FI-Li JRJIQ?BT% J

SunVTS ﬁafg'ﬁﬁfk%

F-= SunVTS AL K~ A2 FIRSHRLAHIES ?iﬁfﬁ’lﬁl“ BT BN
SUNWvts Z¢ SUNWvtsx 2 [Ffl1 o I Solarls 8/9 Software Supplement CD e & i
[z i o FPIH] SunVTS A% v o5 SRRN IR PR A A R Y 2 1 -

Sun Crypto Accelerator 4000 /7 [*I-4 " fli ™| = 78 SunVTS JE42E IR « H [[1Ry7E
nettest = net lbtest IR 7 SunVTS 5.1 Patch Set (PS) 2 45 % Fﬁ]ﬁfiflgﬂ‘“
SunVTS 1 - 3 nﬁ‘@[j:h%‘q;r T C A AR S R

53= 78 SunVTS HJE* veatest [Flff T Sun Crypto Accelerator 4000 CD fiY SUNWvcav
B RS SunVTS SR AL IR R -
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Eh vca E@F{*JI@“V—L%{ SunVTS netlbtest =
nettest ¥

Fe 7-1 B RO ERY SunVTS R B vea EEFVAHZUHLH SunVTS netlbtest
& nettest YEpUHE -

#71 vca ﬁglﬁfé?m’friﬁﬁfm SunVTS netlbtest =¥ nettest ﬁﬁ\%}

B Solaris B8 B SunvTs BREE WMEEREMH WEEREEREN
Solaris 8 7/01 SunVTS4.4 111854-04
Solaris 8 10/01 SunVTS4.5 112250-04
Solaris 8 2/02 SunVTS4.6 SunVTS5.1ps2

Solaris 9 5/02 SunVTS5.0 SunVTS5.1ps2

Solaris 9 9/02 SunVTS5.1 113614-11
Solaris 8 HW 12/02  SunVTS5.1psl 113614-11
Solaris 9 12/02 SunVTS5.1psl 113614-11

Solaris 8 HW 5/03 SunVTS5.1ps2
Solaris 9 4/03 SunVTS5.1ps2

SunVTS ﬁ'ﬂ W7 7 Solaris 45 £ [Flf1Y Solaris Software Supplement CD [l i -
Tk 71 Y r§1£ SunVTS [iifd A3 FIF]EFY SunVTS ﬁf{’?ﬁ’#ﬁé » =173 Solaris 15 %
(= [fl= ) ({1 Solaris Software Supplement CD [l1F]Jer

A 741 HH} "SunVTS ) HIFF-FIETHI0 HEST ~ 52 SunVTS S (o454 o frejfiv
SunVTS & (FAZ 1 > “FF 5 suNWves 22 SUNthsx L gea

7 [0 T ERIR g ) AR Gl RV D SE SunVTS #“”ﬁu

SunVTS 2 FF3E - Pl SunVTS R i Vi - %?ﬁf ‘/ pr‘e%%ﬂi SunVTS = F -

FEfR I EE SunVTS 3 [k S s B = F Al 2 [p 4 AL 90 s I i ™

pkgadd ffi FEEF 21 GiiH] pkgrm i1 J}i‘“ [FFefs -

f/w%ﬂlﬁ‘i K “Elﬁalﬂlr“ T R RS SRR JIEJ” patchadd 4
FHET A VEEE] T H A SunVTS il #ﬁr*flkgﬁ fY Sun\; 2o B d%

EE =t I/Frj Taigﬁ"[% I/F,J-J,gﬁgpj SunVTS &% -

fji"] patchadd 5 PUEFST A 113614-11 21 7] SunVTS5.1ps2 = R fjjd 4
[ SunVTS 2 fF{vadiN Al -

Pz fﬁFﬁ‘&*ﬁ[ﬁ[ﬁfﬁwﬁ *http://www.sun.com/oem/products/vts/
[EH= “pi&*ﬂj{ﬁ*ﬁ/rﬁ http://sunsolve.sun.com/

JJ

> L

AR - V5 sumwveay 2 (L ‘/F’J > MR i%ﬁ'ﬁu SunVTS 3 [F= = f[f o f<T-
A [NEL SUNWveav & CIJ % SunVTS 7 veatest -
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ffli"] SunVTS ﬁﬁ’%}%b(’? vcatest - nettest ¥
netlbtest

P2 B SunVTS IEEEE =] - [l H P Hol 4% o PV RN
n.@'ﬁﬁﬁgﬂﬁﬂﬁﬁgﬁﬁﬁﬂ o MY (' % http://docs. sun.com Sun Hardware
Documentation Set [I¥ Solaris [l 15Z]] o M5 [+ Jﬁﬁ& AR Solaris 45 FElffY Solaris
Software Supplement CD [l il -

SERR — UL TR SunVTS Z 1 TG SunVTS (1A S i)
SunVTS

#= vcatest

- BRI B B SunVTS o

# /opt/SUNWvts/bin/sunvts

T SunVTS (7 | Tk 20 1 I SunVTS [I0RE L
IR CDE i % IS SunVTS -

. f£ SunVTS Diagnostic L& » J§ System Map #5E%s Logical Bzt o

AR — BEIR[ L 48 Physical 12 5 (PR ’Tﬁg R IpYEL Logical f1 -

- THERPE LI B AR e GA o

. #EP¥ Cryptography BHU/i B » SR1238H% Cryptography UMM/ BE » DR
Cryptography H#EAH IR MR o
. i#§B& Cryptography BEAIF AREA)E veatest IR HL »
m JIET veatest > ARG -
m S E A veatest ﬁ%& Commands " ## = IfE A 135 Reprobe system
P E ) e 5 -

1908 SunVTS {7 1B ik AT 0T < (ORI - 817 veatest & iR
ETHRG -
. PRI veatest HIH o ARBREH BUG BEIEEY 0 AR Test Parameter Options
HEETibL o
LB voatest (OISR T 176 FIY Tveatest WRERURER , FH -
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7. Wse AR o G5 1E Within Instance THiNWyRER % — 1 Apply » DIEEUIEEN
vcatest fjJ3H » 3fE Across All Instance FHiNIJREX PIEEE Apply » DB ifT
B veatest fil3H

=g f"ir%'ﬁ%ﬁé?é‘é‘fﬁjﬂﬂj 32 [ SunVTS Diagnostic = i ﬁi”[ o

8. BRI veatest M » MR HT A SEIEHESRL > DUBIUR Test Execution Options
BEETIBL o
P~ FEEH. Test Execution Options 355 HIIU kL © 2 ¥ Options #7540 = 22
< R E R Test Executions ° G kLA M| SunVTS %ﬁjﬂfﬁl ) ﬁ?@%ﬁ’ﬁ JHIRS -
2l SunVTS 1| e
9. TESEMI A ERRR » B Apply DB ERHEE 5L » MEME] SunVTS Diagnostic EPIE ©
10. 3&$E Start PUATHIAHBEER G o

11. ¥—F TStops B ILFHIHE N o

vecatest JE s RE

% 72 F¥ veatest < JHE

72 vcatest 4 E

M BE BZLE]

CDMF ZE CDMP &0

DES HEE DES &

3DES HHIZ¢ 3DES &

RSA HIEE RSA HHEER. & &4 -

DSa TR DSA BB -

MD5 HZ* MD5 Message Digest/Digital Signature
SHAL I SHA1 Digest Key Creation

RNG FIEE S %ﬁ

vcatest fﬁ—.&] F?—ﬁiik
E'fﬁlglj}_ﬁ"bj =M kL CDE /7 FId#hi= veatest » ﬁ%&}"ﬁ,ﬁ 11?3"FIIIFII}‘F’[?@_”?|’??JFIfJEJ[é{fo

T 32 RN > veatest IVEEERL /opt /SUNWvts/bin/ o 7 64 G ARE[
HE AL /opt /SUNWvts/bin/sparcv9/ o
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| SunVTS VIS ST veatest fi J}JF’[AJ AT LR ﬁ@ﬁ HEE
“o G -
I SunVTS RS = U1 VR 'J"ﬁ@?ﬂ“ o [IIF" veatest L i
IR ¢ PFE I S o o PR P SR Y v TR
VERBOSE Fa) Sl Hﬁf‘@ﬁﬂl FOTEIED > PeRGE R -

P[F' SEaaEE |F[|F' 32 b T HHAH Y705 veatest - j\?/[JfF'rﬁﬁfi
vcal Fiﬂﬁ””?& SIS

# /opt/SUNWvts/bin/vcatest -f -o dev=vcal,tl=all

AL SunVTS ﬁl)}‘ﬁ* Ml 64 AT deatest YRR o ™7 [J#F’,—?J ﬁiﬂﬂ?ﬁ vca2
FfY RSA ~ DSA * MDS5 :

# /opt/SUNWvts/bin/sparcv9/vcatest -f -o dev=vca2,tl=RSA+DSA+MD5

ﬂfj JIERiT veatest B - IR PR I R 1% & FRAIREN ik 7

?L

%73 vcatest }JF’I"QJ I::fu::‘ﬁfit

B BieA

dev=vcaN SRRSO B - B101 veao FY vea2 o YT [
FI}%#, veao « g N }Fi&ﬁl?@i%liﬁua O bR -

t1=testlist jc”tgl SRS HIRNE R - €1 USR] + (CpBR) IR - YRRy

” IS | CDMF ~ DES 3DES ~ DSA -~ RSA MD5 ~ SHA1 » RNG >
57 tl CDMF+DES+3DES+DSA+RSA+MD5 +SHA1 +RNG Fj%mﬂ’np

? o [EUFTTM] £1=all $uT A FURIES o I Jf’, =]
P all -

#7 netlbtest
. DAB A B FB) Sun VTS o

# /opt/SUNWvts/bin/sunvts

2B SunVTS ™IV e R -
P IRPIE L] CDE JM1# /7 7 SunVTS -
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2. {£ SunVTS Diagnostic EBIE " » i System Map %525 Logical ik o

SER — HSIRT 42 Physical 2% 5 [P0 L 1AL Logical f15° -

3. THERITE BT B A R A B o

4. BPE Network BHUTTBE » SRIZIEEEE Network BUMISETT B » DAIR Network BEAHLTT
Wil G o

5. 5B Network BEAlP AL veaN (netlbtest) ARG o
ﬁ%i} TN Tﬁ@ﬁlﬁif*fﬂﬁﬂ%%fﬁfﬁg mfﬁ%’ﬁﬁ o
m {[IJIEA7 vcaN (netlbtest) » ﬁ%%%*ﬁﬁ6 o

u i/[lf'rlféﬁjmﬁﬁ vcaN (netlbtest) ’ﬁ%& Commands * ﬁfh‘jﬁﬁZ%F[[gj% Reprobe
system * I'J EVET{IH] 25 45

ﬁ%‘%ﬁ;ﬂ SunVTS ffli™ E k! IR A - o [l Y ~ B veaN (netlbtest)
e REATER T R6 ¢

6. #E$E Intervention Mode 15l o IRl vcaN (netlbtest) BildEH » MRtk B4
AEHEH > DAMR Test Parameter Options B 56758 o

S5 netlbtest [ & SunVTS HIRES 4 I F] -

7. WE TR 0 §1E Within Instance FHIXIIRERPIEEE Apply » DLEEUIRER)
vcaN (netlbtest) ffil¥H » BfE Across All Instance FHizNIyREX R Apply »
DIEZY A BIY veaN (netlbtest) fils o

1P f‘Eﬁ%Bé?é“'é\‘fﬁijﬂﬂ; 84732l SunVTS Diagnostic = i °

8. I veaN (netlbtest) flIH » RBiHT EAHIEHER » AR Test Execution
Options #H5h /58 o

P~ TERER Test Execution Options S5 LIy RRL 1 32 Options ™ #1702 TRk
ft 24§ Test Executions © 532 Fiklfl™ | SunVTS I - %ﬁ%’&/%?’fl’?? IS - r,%if%éj
SunV'TS ¥ |3 ) 2V I B
9. TESEHifi TR » B8R Apply DIBBRENE /B » k3] SunVTS Diagnostic EHE ©
10. #E$F Start IITHIG EEEM I o
11. #—F TStops B ILFIH N o
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V¥ #7 nettest
1. D@ 4 B Bl SunVTS o

# /opt/SUNWvts/bin/sunvts

i SunVTS fil ™I Efif] ) 2V LR -

ER - YIS CDE {0 E PR SunVTS -

2. f£ SunVTS Diagnostic EBIEH » ¥ System Map i€ %5 Logical Fix o

AR — HER Y42 Physical 120 5 (I Ffff HEE[IH [9RL Logical 51 -

3. {HERAA IS S R B o

4. R Network MU B » RBERE Network [WIN5E /5 BE » LABHA Network BEAH Il
Fid HEK o

5. 5P Network AL AR A R veaN (nettest) [EEHU L o
ﬁ%ié N Tﬁlﬂ‘:’ﬁlﬁi’f*fi ?EU%%?I’BU [TI-EISEE -
m N veaN (nettest) » SHFEEHER6 -

m JPHNLE T veaN (nettest) o Gl E veaN /1A IR AR AU P L
ifconfig -a o [E&TEYIN B UzpED

vcaN up inet ip-address plumb

PN it ifconfig S IA [ > nettest WE[J%’T}H%EI'EJ B R IR o ﬁ%ﬁﬁﬁ
ifconfig s FFPEIIIPUELES /1 E'I‘FF'['J'J‘?,?»E;L_F o

— [l ifconfig -a k4 FyAE! %E[ﬂ‘ SunVTS Diagnostic 24@]?5 » JRE T
Commands * $7 FIfE A 12 5 Reprobe system » EIEr{{i] =3 | #5 %] vea -

2B SunVTS 17| HHiTH ! IR R o (S5 « 17 veao (nettest) & -
AR TR 6 -

6. BIRHMH veaN (nettest) HiIE » MR BABIEEY » D5 Test Parameter
Options #HEEFBL ©

AL nettest [UEISTE SunVTS R R IR -
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10.
11.

e 2 FRRIRR > GHAE Within Instance THIAIIRERTIREE Apply » DI URE M
vcaN (nettest) il » BfE Across All Instance FHiAYIRERHERE Apply » DAEE
WA ZI veaN (nettest) i3 o

PSPPI S A2 ! SunVTS Diagnostic = i ff -

BERILME veaN (nettest) BN » SRERIEH A SIS > DL Test Execution
Options #HETTHL o

P~ FEEI. Test Execution Options fmjLﬁ =B RL © SEY Options 4702 ThgE A
IR E & Test Executions O;‘Eﬂ&% FiRLE | SunVTS ﬂﬁru fi o gﬁégﬂrrf‘ RS - ﬁjx%ﬁ
SunVTS fji "] ?ﬁyl HVQEJ S o

eSS R » e Apply DIRSBR#EEE /8L » R ME) SunVTS Diagnostic £ o
I Start JATHIA ESERIIG

#—F TStopa EILIHMEA

FE - ﬁ%%%%fﬁﬁ?jﬁﬁg nettest = netlbtest o
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"] kstat HEER

Sun Crypto Accelerator 4000 /7 [* l{j U U TR N f' if,éﬁflﬂff‘ﬁ\ a5y %I?]J%’r',?@
- l’ﬁigli[*ﬁ?\,ﬁﬂluf&'lfﬁfﬂ , %@F' istataM)ﬁ. B SERIP T -

# kstat vca:0

module: vca instance: 0
name: veca0 class: misc
3desbytes 3040
3desjobs 5
crtime 65.342725895
dsasign 0
dsaverify 0
rngbytes 10592
rngjobs 187
rngshalbytes 16328
rngshaljobs 327
rsaprivate 9
rsapublic 0
snaptime 106956.467004482
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EE - a0 ﬁuivcai;,f (Y B-EIBARR » SRR Sﬁﬁ#\&ﬂfllﬁw
kstat f4] V}lpl-{?ﬂi[;

B[V kstat e BPRIREI Y r]ost R =122 Sun Crypto Accelerator 4000
i { ° jobs BT R > e /i 10 VIl EGEE] Sun Crypto Accelerator
4000 /7 AR (Bt o 0['%\'%‘@?# (L EEE S Erf J[’Z"E:Fﬁ[ﬁfj!ﬁﬁﬁﬁpgfm
WIS AR

7@“*5‘*11‘% kstat(IM) i [ty /@‘ﬁa@ﬂqﬁ#gmﬁ E@éﬁ%@ﬂvé}fﬁlﬁﬂ*@m@ AUE!
19 RLEL A YL 18 o H AR H%EE:*]@EI

AE - N7 /kernel/drv/vca.conf % [l1E3& " nostats % ﬁi}:%‘*f e
ARG R UV AIRER o PR e R Y R EL T A

{1 "] OpenBoot PROM FCode | IZ%[[F¢
U R © T IR B P

[ET ffi"'] OpenBoot PROM ok A [[1iV test Y test-all 54 QJ’?TE*J FCode [ 1Z%i¢
u/'ﬁ“f LC AR ol bR b e e L R ﬁi (IR EL %K}J OpenBoot
Command Reference Manual PIZVIHR 2% 7;& test ¥ test- aﬁll i .JFIJﬁg*

FCode FIZHf[Z¢ 3‘%“4 FramHE e o TR UHFL[ :

n }'El{ﬁ&ﬁ—lzéf H%EH[FIJIE:_'I\‘EK
u ELHEIVEJ z ﬁ””?}ilf’?E Tu T jjﬂ ﬁ]

BT TSNS FCode FITS R4 8
IR OIS R (SR G 4 At OpenBoot PROM ok i »
SRR IR IR %5%FF{£?¥&§&

ﬁr&¢ﬁl 47f[1 OpenBoot 14}V R1 277 %'f‘»f}d OpenBoot Command Reference
Manual »

. B RS o
ﬁ%ﬁﬁl "] Solaris Handbook for Sun Peripherals f| 15 iﬂﬁ‘?ﬁér‘%{ﬁ%@ o
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2. £ OpenBoot PROM ok b tHBIR » §§ auto-boot? #BEEBIRIE Sy false o

ok setenv auto-boot? false

3. HitRH o

ok reset-all

4. BA show-nets DUBRE N > SMAML -
LTI b R g R

ok show-nets

a) /pci@s,600000/network@l

b) /pci@8,700000/networkes, 1

g) NO SELECTION

Enter Selection, g to quit: a

/pci@8,600000/network@l has been selected.

Type “Y ( Control-Y ) to insert it in the command line.
e.g. ok nvalias mydev “Y for creating devalias mydev for
/pci@8,600000/network@l

R - R cest Fi AR I SRS > SR AN R R = A

5. flif] test REIITHIKIN :
B test fﬁﬁﬁ y‘{ﬁ’%‘?ﬁuﬁ*ﬁﬂ?ﬂﬂ% :
m vca I%P'HEUE% ({7 diag-switch? £} true E\ﬂjéﬁﬁf)
kR
w iad /g

B - P 1000 Mbps 75419 Sun Crypto Accelerator 4000 UTP /7 1 FIZHEE T ¥
FEE G HISEEE RS IR > Y link-clock 18— 5 o SO IAIEE - 4 RS m b
P AREL TY IRS - ING1RT R
o [ SR 20 IR % P LRI U - P S 7 4 PHIY link-up
EE'JH 'lfﬁﬁ'yﬁﬁr ° fol @EH [T 1000 Mbps #7541 Sun Crypto Accelerator 4000 UTP /7 21+

IR - P H 1000BASE-T I -
2 TR ¢

ok test device-path
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i/[lf'r[ test 1&41@ s Eluﬁzg’liiﬂ—k 77”%,%_} .

ok test /pci@8,600000/networke@l
Testing /pci@8,600000/networke@l
Register tests: passed

Internal loopback test: passed

/pci@8,600000/network@l: 100 Mbps half duplex link up

MM A AT P = IS TR

ok test /pci@8,600000/network@l
Testing /pci@8,600000/networkel
Register tests: passed

Internal loopback test: passed
/pci@8,600000/network@l: link down

6. FrmiRMFERZ1% » A FHINE LU OpenBoot PROM ok $i R 4T 1 4% [l 5L HE 5 1

L E

ok setenv diag-switch? false

7. 1% auto-boot? HREBWRE L true o

ok setenv auto-boot? true

8. ¥ 33 il R R 2

Sun Crypto Accelerator 4000 /7 [*

e

F F AR B EHE RS OpenBoot PROM = SPSE Jfl‘ B

RN

=
OpenBoot Command Reference Manual I'|ZVHE1 % T‘D = F A e, JFFI LJ?F R

SRR HEHER
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show-devs

#[%r Sun Crypto Accelerator 4000 £ E[’iﬂ\, Sl %ﬁll OpenBoot PROM ok
il o i ' show-devs I'JEf S 1 Lffs|U?ﬁ*xf;rprfﬁﬁﬁ%%%?H%ET’
Y lEE e

ok show-devs

/chosen

/packages

/upa@8,480000/SUNW, ££fb@0, 0
/pci@8,600000/network@l

/pci@8s, 600000/SUNW, glc@4
/pci@8, 600000/SUNW, glce@4/fp@o, 0

T iy /pci@8,600000/network@l TREIRS SR o SRR
B AP e
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.properties

fel /% Sun Crypto Accelerator 4000 }51355 'E?Iﬂfkfgj\ el ﬂEf[J : ﬁ%& ok A H’lfﬁﬁﬁ )
#' .properties I'JE7 g Hl -

ok .properties
assigned-addresses

d-fru-len
d-fru-off
d-fru-dev
s-fru-len
s-fru-off
s-fru-dev
compatible
reg

address-bits
max-frame-size
network-interface-type
device-type

name
local-mac-address
version

FCode 2.11.13 03/03/04
phy-type
board-model

model
fcode-rom-offset
66mhz-capable
fast-back-to-back
devsel-speed
class-code
interrupts
max-latency
min-grant
subsystem-vendor-id
subsystem-id
revision-id
device-id

vendor-id

82000810

00000000 00102000 00000000 00002000

81000814 00000000 00000400 00000000 00000100
82000818 00000000 00200000 00000000 00200000
82000830 00000000 00400000 00000000 00100000

00 00 00
00 00 eS8
eeprom

00 00 08
00 00 eO
eeprom

70 63 69
00000800

00
00

00
00

38 30 38 36 2c 62 35 35 35 2e 31 30 38
00000000 00000000 00000000 00000000

02000810 00000000 00000000 00000000 00002000
02000814 00000000 00000000 00000000 0OOOO100
02000818 00000000 00000000 00000000 00200000
02000830 00000000 00000000 00000000 00100000

00 00 00
00 00 40
ethernet
network
network
00 03 ba

30
00

Oe 99 ca

Sun PCI Crypto Accelerator 4000 1000Base-T

mif
501-6039

SUNW, pci-vca

00000000

00000001
00100000
00000001
00000040
00000040
0000108e
00003des8
00000002
0000b555
00008086

B7E PDEREFEHHER
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watch-net

EIE—?:PL Iﬁr[l iR T ok il 'I’E[Eﬁ %x apply watch-net ﬁ?E‘H%{E'E'? e

ok apply watch-net /pci@8,600000/network@l
/pci@8,600000/network@l: 1000 Mbps full duplex link up
Watch ethernet packets

.’ 1s a good packet and ‘X’ is a bad packet

Press any key to stop

LA TSR IR T o A O
TUF”; i e[ LI? B,OTX e QF; i . A AR /7 i
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i

PKCS#11 /i -1

B IO PKCS#IL /7 |} I e ™ K Sun Crypto Accelerator 4000 ﬁ%‘
qL ,i R F R ELEE PKCSH#11 /1 1 - dli PKCS#11 FRIEE AR R
pkcsil. h pkcsllf h ¥ pkecslit. hEJ’FUQ’ SN I/ T jﬂf/[hﬁ*ﬁ/rﬁ
http://www.rsasecurity. com/rsalabs/PKCS

(R EGASELE

m V187 FIpY T 4ERRE

5188 FIfiv T EERI E | PKCS#11 [0 /i i
5y 189 FIfIv T =S FPRIfl Ak ﬁﬁp,‘?ﬁﬂ%“
57189 FIfiY rPKCS#ll = FIP

5V 192 FIpY THHSE IR PKCS#11 ﬁf BH R

I =

i
Sun Crypto Accelerator 4000 /7 i A S=HHRHICHIHEH " PKCS#11 /7 1 » Sun Crypto
Accelerator 4000 JEFRFRH + 4 RETEN AR ARTHVTTE ] PKCS#IT i -

PKCS#11 JJﬁTEfP IEJF' H A REFE - Solaris [FH FHRL ZiH | H £ > M 'E@“L%'”WH
2] t“f?f@S\H U 7 FrF AR vm“ TR
e 3=3]E|]IPKCS#11 SR ;u[*}% % PIN v PKCS#11 m@ﬁg i’f/ﬁ‘/"/?f £
’I/F‘f“ﬂ JJ It ( Eﬁw 1) o HEJR— i=H Fiﬂtiﬁf[{;fjﬁipﬁ@ﬂ Wm#&%lj\
IE[ ﬁfTFff 53+ {HI PIN AR H] Py e [P 03 -

PKCS#11 F* {f ™™ 311 (T e = & B ITJJL C InitToken (FW’F,[’W‘E’%')E‘?
C InitPin (?ﬂ—_’fﬁl“ﬁﬁ PIN) o /i iAo e "’ﬁl PRI veaadm SRR

veaadm ' Z FPEEY (SO) = UNIX 8l fl M [ T AHRH « 1=9F - /7 o |5y
userid (F'1SO f{i"] veaadm #=F) == =t UNIX {7 H £7#igy ID “Jj\ﬁ'rﬁ% o
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PKCSHIL [URITEIES 1 IR0 MU 28 07 - % Sun

Crypto Accelerator 4000 ﬁF[l ’ E@@EW? BRI - if’? ﬂﬁ e A

]gf_,r%n;E4£?tuw§ﬁw R e 17 Hﬁﬁ%m

jfﬁ;rﬁl{ﬁ ey ¥e- WEHH - SO |E£|F' vcaadm £ J|ﬁ§éﬁﬁlf§4ﬂ CEPE e B
%ﬁ?wh;,prﬁggn T, PKCS#11 815! > &' fErsefes s i+, AQQﬁggu ‘ngpﬁﬁgﬂp

= 3 [ Te) o BT @fﬁgﬁ“ fﬁ%ﬁfﬂ JRVR R

=94 » 1_#'?]4 [l /#5255 SUNW acceleration only [WH7fIgR - l“ﬁaqlmﬁmu
SRS EF 3 SRR ”‘Lﬁ’]‘ﬁru ° i WFII%&F[F“E"%;{ 3% i)z /\FrTE JAH

YT e
i‘t!/ F‘EHJ;EQ éﬁ EIFI j(ﬁ?ﬁ _ 1@ IEJF{ [| PKCS#11 ;]@F HU (;FE: I;fﬁ,%,i
SO #i’fﬁ”ﬁ'ﬁﬁf ﬁﬁ’ﬁl ; ;‘,ij, Jp i J» f' °

HVEI U PKCS#HI1 Y /1 ik

filr=] vcaadm NP AR ETEE' Sun Crypto Accelerator 4000 75 ( %KEJ?EAL #F) - SO f
LS € 00 RV + 27405 (IR - SO T%Hiﬁf[brff{i_
o+ FIPS #k‘j‘ = ¢ (%"‘”ﬂgj 189 E[F 1 TPKCS#11 = IEIPS ezt

I N Jiﬁf‘ PKCS#11 %ﬁfﬂ 2 évﬁkﬁfu%ﬁ A RFFEIT o L - R RS
*ﬁs&ﬁ‘[]ﬁl EESNTP ﬁf[ 53 ??Lﬁ“lJ
CKM_SSL3_ SHA1 MAC
CKM SSL3 MD5_ MAC
CKM_SSL3_ PRE MASTER KEY GEN
CKM_SSL3 MASTER KEY DERIVE
CKM SSL3_KEY AND MAC DERIVE
CKM_TLS PRE_MASTER_KEY GEN
CKM_TLS MASTER KEY DERIVE
CKM _TLS KEY AND MAC DERIVE

SR B Jpﬁ?}tﬁrﬂc'ﬁr' oo BT
j)E:atc/opt/SUNWconn/cryptov2/sslreg o ST A E Q%’?IE JTE‘%[E%' °
(b= i %J %G&IEIF' HEPEET M Fl IJ :

# touch /etc/opt/SUNWconn/cryptov2/sslreg

FFRIES (R % 35

pistogs] gup*“ W o Al = s (NSS) E’*Jpl ?ﬁ% #ﬁﬂﬁlﬁ ﬁiu.a’Nss =)
h¥f C_DigestUpdate &7 2 pZfl » fﬁ;’f}"?‘ G o[RS  AUES EF%

i el
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ks 0° £ +55°C » +32° £ +131°F  -40° Z[ +75°C » -40° £ +167°F
FEISEREL Y, 5 %[ 85% ° :Jlaﬁ‘rfi; 0 %[ 95% > ?Hﬁ‘/%

Bisk A #3458
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1.

B2 B
/- Fl ~I » = N I » r L IE
T IF[' - J?L%{?Fl‘ljﬁ%i%fﬁn%
T BTEREI T (P |f[[5 CD IR H Fﬁﬂ/%ffﬁ fﬁfﬁ (/cdrom/cdrom0/install) J[Ifff = f
4 Sun Crypto Accelerator 4000 i = & (™ MEEE
. 207 I TR
m 57210 FIpY RIS
m BT 211 FIfY T AR

=] LI
- LR
Sun Crypto Accelerator 4000 ffi & (% it & ity CD 1 - [ H:%TEI 1¢-SunSolve ?[ﬁf’!l‘

(http://sunsolve.sun.com) h#EI[ET-FHF - ﬁ%rﬁ 10 FIpy T Eﬁﬁf’%ﬂ*@?\\ J =Y
FIZVEHR 23 o

v AL

¥ Sun Crypto Accelerator 4000 CD JH A M2 2% CD-ROM JEiEHE o

m [ ERETRUEL Sun Enterprise Volume Manager ° ﬂ*’f?{ FIER] CD-ROM 4L
/cdrom/cdrom0 | IE4f[1 -

m Y[ EE5 0 Sun Enterprise Volume Manager ° ﬁ%@[n &l CD-ROM

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom
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[&F" 7 /cdrom/cdrom0 |UERF[IFE]™ F[A g =2 FIEk o

%£B1 /cdrom/cdrom0O [EA[IFUH%

RN AR

b

Copyright
FR_Copyright
install
remove

Docs

Packages

SR (e AR
A (R
5 Sun Crypto Accelerator 4000 fifi[iV4 SE47 43l
F2[% Sun Crypto Accelerator 4000 ﬁfﬁ?ﬁ'ﬁ”%%fﬁﬂﬁg

Sun Crypto Accelerator 4000 /7[*1-£~ 1.1 P52 4= /f//z‘%;ﬁ/;’]
Sun Crypto Accelerator 4000 77 [F1f 5% )= T F1F

Sun Crypto Accelerator 4000 ﬁ'&?ﬁ‘;‘? i

SUNWkcl2r fifu}"pff;ﬁr"‘“‘ﬁ [

SUNWkc12u AR =L 2 P R A O
SUNWkcl2a Apache SSL ¥ #2 (£7/)
SUNWkc12m AR R (7))
SUNWvcar VCA FHfE A (root)
SUNWvcau VCA FHfE U (usr)
SUNWvcaa VCA 'FTTEEI

SUNWvcafw VCA #

SUNWvcamn VCA 1’FFF SRR (Y
SUNWvcav VCA i SRS SunVTS I 7))
SUNWkc120 SSL g~ SI== A (7))

SUNWkc12i.u 1] KCLv2 A1 IPsec [l (7))

m%é#uﬁﬁy{%ﬁi%jJuﬁgiﬁkﬁﬁn *Vﬂiﬁ iﬁmA ﬁ&’
T 8 R -
PUE A FHFI0 Y] Apache [F515 ﬁ#ﬁﬂ IRHSE - T HEER Y suNWkel2a 2 (T -

FLUE| rﬁhlu;l;@?ﬁ% HIE P (3 48) 454 9 Apache AEGTIARE] > 1A SEE R R
SU‘Nchl2o 2 -

PUE e FTRIES SunVTS A - 3 A5 =iy SUNchavj [F o (B i g
SunVTS 44 FRFASTH (7 it 5.x) ?Fuq‘/éﬁf SUNWvcav 2 {f °

51.% — Sun Crypto Accelerator 4000 CD fiu#H] suNwkel2i.u 2 fF{E2F) . u B
CVEF i EPEEABRIEL SUNWKe124 - CD I IR L w I £ R 2

JL};“H sun4u architecture-specific °
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1. A THHES L RPR RS -

# cd /cdrom/cdrom0/Packages

# pkgadd -d . SUNWkcl2r SUNWkcl2u SUNWkcl2m SUNWvcar SUNWvcau SUNWvcaa SUNWvcamn

SUNWvcafw

2. (B AR AL R » G317 pkginfo #i% o

# pkginfo SUNWkcl2r SUNWkcl2u SUNWvcar SUNWvcau SUNWvcaa SUNWvcafw

system SUNWkcl2r
system SUNWkcl2u
system SUNWvcaa
system SUNWvcafw
system SUNWvcar
system SUNWvcau

KCLv2 Crypto (Root)

KCLv2 Crypto Support Software
VCA Crypto Accelerator/Gigabit
VCA Crypto Accelerator/Gigabit
VCA Crypto Accelerator/Gigabit
VCA Crypto Accelerator/Gigabit

Ethernet Admin
Ethernet firmware
Ethernet Drivers
Ethernet Daemon

3. GEM) Efe R R UL » SPUT prediag /(%
ﬁ%‘%ﬁ;ﬁl prtdiag(lm) s FFPHEI o

# prtdiag -v

4. GEM) W4T modinfo IS DB HRE CIRABIH o

# modinfo | grep Crypto
62 1317f62 20b1lf 198
63 13360e9 12510 200
197 136d5d6 19b0 199

1 vca (VCA Crypto/Ethernet v1.102)
1 kcl2 (Kernel Crypto Library v1.148)
1 wvcactl (VCA Crypto Control v1.19)

P |

=

EIED %Tﬁl—{ﬂ Apache n[ﬁ*@' i@ =" Sun Crypto Accelerator 4000 ##. -3 FI SSL ¥ %2
EJEEH FF %?%g /“ﬁﬂlj.

# cd /cdrom/cdrom0/Packages
# pkgadd -d

SUNWkcl2a SUNWkcl2m

Bigk B TEAREES

B EEEE
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B S 1 T TS

# cd /cdrom/cdrom0/Packages
# pkgadd -d . SUNWkcl2a SUNWkcl2m SUNWvcamn SUNWvcav SUNWkcl2o SUNWkcl2i.u

T2 51§20 SR R R

R Tﬁ"éi

B2 Bi=- 9 i% Sun Crypto Accelerator 4000 i fi[Rf g~ | 15 -

#B-2 Sun Crypto Accelerator 4000 [ '#+

B AE
/etc/opt/SUNWconn/vca/keydata g@ﬁyg,gﬂ (L[ijﬁﬂl;)
/opt/SUNWconn/cryptov2/bin D H R
/opt/SUNWconn/cryptov2/1ib q,jzg;g;mg,
/opt/SUNWconn/cryptov2/sbin ﬁilfﬁﬁ

Ifi B-1 £ lﬁﬁ ISR Jﬁ“"}ﬁ
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/etc /opt
/opt
/SUNWconn
/SUNWconn
/vca /cryptov2
/keydata
{[% = &
/?in /inﬁlude /lﬁb /ﬁan /sbin /ﬁ81
|
TR R s = TR R S B A Apache
i MELE | ey TP e e
B-1  Sun Crypto Accelerator 4000 [ '#=24fi %
ER - AT 'JFF“’E'F“&*’WE'& B TR s LR NS

%xrﬂé‘j&glgu F[Ej“ vcaadm?’d?ﬁlf[[ fiErk ) t’Vrﬁ F,rﬁ/mp%wf,[ MR -

FRI

PPN = LR 2 S ﬁ% 2 57 65 EI]&U i vcaadmi’f}ﬁﬁ”ﬁ ) RS
# Sun Crypto Accelerator 4000 /7 oI fiY£5 éﬁf pINE ?”ﬂeI":ﬁj?E} zeroize
E PFERARE = YR IE'T g J[‘fm’+7i7b§1< IJFFU“;” Ti“"’ffd&li ARF1EY
‘% (& an ﬁ& 2[5 74 FIAY fr;rpifi‘%mﬁf& N, T zermzef’luﬂi
Faflerp| E'Hf‘?vﬁjﬁﬁlmwﬂlféﬁ? L= % ”&lﬁl“ T YREFER S
ik« st A g S5 15

J } T

J/ 7 {J

itk B TEAREHESHLRTDE 21



g - E?“HF*%E'*' i (TS l*’ﬂlﬁlFl ?‘F‘HQ%? FHEfOE S o IR SRS SR 1Y
2 U%‘Fﬁﬁf ﬁﬁﬁﬂﬁwa@ ) AR AR AN -

= >

EE - 70 Sun Crypto Accelerator 4000 [ .V i > gifi H (5[5 577 | Sun Crypto
Accelerator 4000 /7 - M I AE AR a"§ EJ R N T TR es
L‘ﬁjfﬁ[l’:

= PSR
s

MR R ERBER O ZEM R ER: » S5V EHE S A » REMH pkgrn {ESHER
i i Bk I [ R . fIEI” '
R o

A ERT o N
P ‘—‘I—L%FF[‘E » Py 5 B gl |72

# pkgrm SUNWkcl2o SUNWvcav SUNWvcar SUNWkcl2a SUNWkcl2u SUNWkcl2r
SUNWvcamn SUNWkcl2m SUNWkcl2i SUNWvcaa SUNWvcafw SUNWvcau

EE - VEEEEME Sun Crypto Accelerator 4000 /1 rF Y SunVTS R (SUNWveav)
B o I SunVTS ST o [ FERRIEL R AR R A O - G
SunVTS ¥ {FIJFVEHEI % ¥§4
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LREz;S

C

Apache AR AR Y SSL AE [ dF 4]

F S 5] Sun Crypto Accelerator 4000 ﬁfﬁg%ﬂg Apache %{ﬁifgﬁﬁﬁﬁp.ﬁ' SSL 48
E{fjgﬁ o ﬁ%& http.conf ﬁi’if[l?i‘—_’?ﬁ—ﬁ o ﬁ%if Z Xpache ﬂﬁfgﬁﬁﬁj SV )EHE %
'_E,"]:n °

1. sSSLPassPhraseDialog exec:program
R = i
TR f (! Apache %{?ﬂ?ﬁ?ﬁﬁ%ﬁ T i program I JU& & S8 s -
program ’%Fzﬂﬁf&%? F"Ji‘}ifﬁﬁ‘r’/ﬂmf‘ﬂ@fg e
U 7 S SR SRR TRE  BI BT program — % (R program
i - ﬁ?ﬁ’%al[ﬁ‘}f&% fUE)
program i+ E\HJ? Rl B 2y (AR Y A5V ¢ servername:port > I
www.fictional-company.com:443 ° (7 \f 44§ FLI'] SSL E@ﬁl@[iﬁéﬁﬁ?ﬁﬁqﬁﬂg

RN < 5 16D S RS ST Gevtype) - evtape 1 TIE RSA
f% DSA

ER - AT ;;ﬁ?ﬁygﬁrﬁ = o ﬁ%;’%‘“‘?ﬁ Ebp= 3] = ﬂ:fif’fﬁ tty
%E[’Eﬁl‘[ﬁiﬁd (" £ty (3c) F‘?fil[f[' false) °

AR /opt /SUNWconn/cryptov2/bin/apgetpass fi'l'J! 5% program
B« S O R I R R 1 -

Hitpy sslpassword A E[Eﬁfiﬁ?iﬁﬁlf@fﬁ'iffﬁ% ’ iﬁﬁﬂ[‘lg'ﬁé&ﬁﬁ?fﬂﬂﬁﬁﬁﬁg
TREORRERI [ R T - SERR R fE B
/etc/apache/servername:port.keytype . pass IR E HE = o JPNFS T EIF
i[ E'[J—F?ﬁ%’?[ﬁ[“] /etc/ipache/default .pass ffi% o ﬁﬁ}.ﬁ%’r‘é&i@ CUFA'I
%J’["’i’[‘fﬂfj}fﬁﬁ 5 I'[E"'L"I‘fﬁﬁ'* e

R — AR T 7 R ] (G IR E R r?,%[ﬁf (Tl AR AP UNIX = 1T
RV o PR I T R Apache User 4 1 i EAT -

I PR TR (AL R B - S R R
Ay sslpjaijswoFrd ﬁéj?“f J ﬁ‘l}ﬁ_’%ﬁji} R "%ﬁ‘éﬁﬁ?jéﬁ@ ?Jiﬁ’f*? o I ﬁ%
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2. SSLEngine (on|off)
P 2 S

BRI ﬁ‘ﬁ?%fE'J SSL i\ «

HIE ) SSL sy HRLP [T R B R 4 SSL
S e f{lJfJF[\J:rJr(J;W/~ L

—
fun

<VirtualHost _default :443>
SSLEngine on
</VirtualHost>

PP I 443 (127 HTTPS lgﬁffﬁ&) g ORTE R - R SSL AV ¢
Y E T T‘@%‘L\ gl%f FTJFJ,f s EAS

3. SSLProtocol - 1 protocol
ﬁ“m@-A@\W%i*

mf ﬂétF%£%%W?%L & LR o R IR S C
g

&£C1  SSL [t

A iRE B

SSLv2 HF1 Netscape » Uiy SSL 237

SSLv3 RIEHS 4 [0 SSL iR » 1 2R BT BT AL 42

TLSv1 SSLv3 fURIFT > FIF|C-ik:E7 IETE A5 [~ > 4 2 SR e 4 v
all EFISI‘“F'JFIF**EJIEJ?H%:&

(T P P () PN (-) < PRI RIS L GO0 » B RR SSLv2 V45 -
ﬁ%ﬂ’ﬁlﬂj—k . & .

SSLProtocol all -SSLv2

P B A

SSLProtocol +SSLv3 +TLSv1l
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4. sSLCipherSuite cipher-spec

Sy

SRR gy

2 0 P A -

SSLCipherSuite fF', PR fflIpY SSL A .}@Faﬁbﬁ i J el
s s SSL 42 (handshake) PR F= f\

R

A=

.htaccess

[Tﬂ

o %iSLV%ﬁ“ﬁLWmﬁé BB BV

cipher- spec Rl (H R

15 AR

7 2 Wy
EETEF* E‘%F"’J‘ﬁ?ﬁ‘]
é[]:[lr‘%F 1_|—r °
Yk c2 et o A c2 |11 DH RfURL
Diffie-Hellman ° DSS I 8 D1g1tal Signature Standard (&1 &HIAR¥E) -

&c2 i MIfY SSL A

Cipher-Tag BABEE SRRKR BRTE g MAC ok
DES-CBC3-SHA SSLvd  RSA RSA 3DES (168 it 7) SHA1
DES-CBC3-MD5 SSLv2 RSA RSA 3DES (168 i 7+) MD5
RC4-SHA SSLv3 RSA RSA ARCFOUR (128 it 7+)  SHA1
RC4-MD5 SSLv3 RSA RSA ARCFOUR (128 f#7+)  MD5
RC4-MD5 SSLv2 RSA RSA ARCFOUR (128 ¥ 7+)  MD5
RC2-CBC-MD5 SSLv2 RSA RSA ARCTWO (128 fi7)

DES-CBC-SHA SSLv3d  RSA RSA DES (56 i 7t) SHA1
RC4-64-MD5 SSLv2 RSA RSA ARCFOUR (64 F7) MD5
DES-CBC-MD5 SSLv2  RSA RSA DES (56 i 7t) MD5
EXP-DES-CBC-SHA SSLv3  RSA (512 i) RSA DES (40 f#7¢) SHA1 [l
EXP-RC2-CBC-MD5 SSLv2  RSA (512 fi#7t) RSA ARCTWO (40 i 7) SHA1  R&t!
EXP-RC2-CBC-MD5 SSLv3  RSA (512 *7) RSA  ARCTWO (40 *#7)  SHA1 [l
EXP-RC4-MD5 SSLv3d  RSA (512 it 7) RSA ARCFOUR (40 ©#7)  MD5 =
EXP-RC4-MD5 SSLv2  RSA (512 ft7t) RSA ARCFOUR (40 ®7v)  MD5 fist!
NULL-SHA SSLv3  RSA RSA - SHA1
NULL-MD5 SSLv3d  RSA RSA = MD5
ADH-DES-CBC3-SHA SSLvd  DH BN 3DES (168 fi 7+) SHA1
ADH-DES-CBC-SHA SSLv3 DH BN DES (56 i 7+) SHA1
ADH-RC4-MD5 SSLv3  DH o ARCFOUR (128 f#7+)  MD5
EDH-RSA-DES-CBC3-SHA SSLv3  DH RSA 3DES (168 fi7+) SHA1
EDH-DSS-DES-CBC3-SHA SSLvd  DH DSS 3DES (168 i 7) SHA1
EDH-RSA-DES-CBC-SHA SSLvd DH RSA DES (56 7 SHA1
EDH-DSS-DES-CBC-SHA SSLv3  DH DSS DES (56 i 7t) SHA1

{=PAN

fft$k C Apache #Bufi{EIARESAY SSL FHREIES
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mo2 P SSLAREH ()

Cipher-Tag Eige

EXP-EDH-RSA-DES-CBC-SHA  SSLv3
EXP-EDH-DSS-DES-CBC-SHA  SSLv3
EXP-ADH-DES-CBC-SHA SSLv3

EXP-ADH-RC4-MD5 SSLv3

ERRR EhRE mz MAC |y
DH (512 #7v)  RSA DES (40 #7) SHA1  [&h
DH (512 #7)  DSS DES (40 7t SHA1 [l

Sy

DH (512 f#7t) DES (40 7t) SHA1 [l

Az

DH (512 i+ 7) ARCFOUR (40 %)  MD5 &t

* C-3 /[JL["",§LFIF

®c3 SSLHIE

R TS YA S £ -

Bl&A B

SSLv2 Rt} SSL 2.0 %@?ﬁ}ﬁﬁ%ﬁé’

SSLv3 | SSL 3.0 ’{’%F}FE%S

EXP Fl"T?J[ZEH',iT%{“* i

EXPORT40 HTE] 40 T fE DRI

EXPORTS56 HE] 56 T [t AR A

LOW L3 I'Sdﬁi@i?ﬁ’p%%ﬁ (DES > 40 7t RC4)
MEDIUM 21128 fﬂfﬁiﬂ@%%‘é’

HIGH Flfr?ﬁ@ﬁ%a‘ RiU™= £ DES

RSA FE TR 07 RSA £ 5 45

DH BT FEEH ] Diffie-Hellman & 4 & #1
EDH EE J?’F}@%%ﬁ' {f0"'] Ephemeral Diffie-Hellman £ &% $1
ADH FE RIS R i E'J% £, Diffie-Hellman & 4 #1
DSS FE R 0 DSS ke

NULL

e SR T

JECFi* ke ot T RER RO TR 7 e AR A E -

‘o4 UHERG T

FT B

<> PR EA Y

! A5 2 FERATEN — IR ER R e
+

PR EREIEI | 2RCEE (e U )
(I T P ’FF NG AR S
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cipher-spec Elfﬁ"EI%['jﬁjﬂ

SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLVv2:

TR LT a”éﬂ?%“”F:  [H8 £ (FAEFRE) Diffie-Hellman [# 91 »
kerd = s &

BRI P (SR i o
. SSLCertificateFile file

SR 2 R

AR @ [N PEM SR X 509 IR T S -

. SSLCertlflcateKeyFllelee

SRR 2 R A

R PR E R R PEM RIIRAVE. * & SR s (L ST

rp o

ﬂﬂ ﬁ‘

%

ssLCertificateFile {f .”%JL’“
. SSLCertificateChainFile file

PR E s RS

AL (S (R S PEM L S - 8 S
et Fa

+EXP

Jﬁl“ ’#W€ﬁ¢@§ 1%&@§§ﬁﬂﬁ Lf[[l H“ﬁ<ﬁ gWHQHﬁ@iﬂo
=R I,ru =& (SSLvVerifyClient) Eﬂj‘ » SRS E |k %’7@%@% S PR

?JT%O
. SSLCACertificateFile file

SR 2 S B

A P R R (CA) POTRGHLSERR pY A

. SSLCARevocationFile file

ﬁ%ﬂgﬁ@“ }ﬁﬁxﬂﬁ§j¢$

FARAFRES R R (CA) VIR s o
10. ssL.verifyClient level

PR 2 RS - 18  htaccess

E e = | ,f‘qhﬂﬁj%ﬁéﬁu AL - (L SRS
%ﬁgﬁﬁﬂéyt’ &UiT” VEHF“E[ﬁH o)

ﬁW

Btk C Apache #3ufi{RARERAY SSL #AREHES

o

o

#J%?TT
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level FNBYTRYIA C-5 A B -

®C5  SSL A" tﬁfﬁl}ﬁ’éﬁf@%

E® #EA

none T %:F;l“ R

optional T [”FI I j:ﬂtil* ¥R

require u;@g L j"sr(dﬁ

optional no_ca EE ITF}H VIR - IR EIZF{,I E

- ﬂ&*%ﬁﬁ[’ﬁﬁﬂ none F‘/ require ° 55?[@}&_ none o
11. ssLverifyDepth depth
AR = RS - I8 htaccess

ﬂ?. #’l\—;qFYELEJ B FIERG e F RE R Gl 0 PR LR
i e e 1 1540 RS B B RO CA (B3
SSLCACertlflcateFlle) B o RITNPVRPTI o CA (2

12. SSLLog filename

i%a A 2 RS
% AT SSL BYWSYRYIER - IIBUHFTE CFRED) BT 1R
SSL ey

13. sSLLogLevel level
PR 2 R
7PTF| IJFF‘I Lﬁf'%‘«rﬁ: SSL = 'M?’F[lg}?ﬁ' JF—TW level FNET T C-6 A3 R B -

®C6 SSLF Tl R T

#iE B

none TR (PR BB Apache HfRLFH
warn & ﬁ%’fﬁq ol

info f SEYFFEL

trace &y ﬁL?ﬁ%,ﬁ

debug & FA, [‘Qﬁﬁ?‘ﬁj
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14. sSLOptions [+-] option

iﬁg' | 2

TR B~ 184 _htaccess

ﬁ h“'““ L SSL TGP - IR TEE - e s
LB ()3 BIFR LR () b s LR A

Mﬁ‘ﬂﬁ‘v%ﬁ@%@ gl e
B AR o7 B -

&C7 [I'MpYSSL

HIE L]

StdEnvVars FbAgERY SSL ﬁ[ﬁﬁfﬁiﬁﬁéﬁﬁg — Lﬁﬁﬁ?f*ﬁzﬁﬁﬁ °

ExportCertData #iF=fietll SSL_SERVER_CERT ~ SSL_CLIENT CERT =¥
SSL_CLIENT CERT CHAINn (n=0,1,. )%U?'i@@?‘ lﬁﬁﬁéruuf,
PEM Jfifif SEIE l*“%’lﬂ S v

FakeBasicAuth EiE |‘rﬁ’(bwﬁﬂﬂ YEE] €7 (DN) gﬁ@”?r HTTP Hl % F'J?ﬁ
(Basic Authentlcatlon Username) » = ¢ T B 107 R - ‘P ' JiE
SSL |+ fﬁi,?“«%‘ M i Apache mvﬁlﬂﬂ%ﬁﬂ I R TR
iy A
lﬁﬂilﬁlﬂ 7t Apache f@?ﬁ;if[lﬁj IR u;:@rl s -]k,ga'fpﬁ,
xxj31ZMTZzkVA » lﬁf\c M password | lr_;.lﬁj R AN
(crypt(3c)) °

StrictRequire

il SSLRequiressL HHAGH A5V - AMIH Mo idm + IR 1)
}J' i/[l Satisfy Any it °

15. SSLRequireSSL
SRR F 15

.htaccess

i?g 1 A [ R TR E TV BRZE I EYRL HTTPS - ffli™] A L
R F"lﬁ’?f'ﬁwr EF'H{‘ JD.%FILJT;?V@B«HEIFI El%kp FL

Bigk C Apache #Juf{RARERAY SSL #AREIES 219
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1.

2.

B2 D
)— ‘—‘T . .
I PR A
¢BIT%§3F'FJ/'PITF*§BITF”%?E [ﬁj\?é'ﬁ[ JE] g OpenSSL A1 > A=Y }ﬂJE'J
ME JFEJF’@F%JL&% SpfE e 2 EITE | OpenSSL @' R “?ﬁfmllﬁfﬁ“ vrrﬁf[ugﬁ Ll

TR = “H | Fliﬁu OpenSSL #=48 (Fi' |l http: //www.openssl. orgiﬁ&)
T |

——

Ehe =7 Jrte FI ~L FI
\_E [ﬂ L;g\ [ IE’ fi F
T R R0 Sun Crypto Accelerator 4000 p’jpg@’*{ Fug%?* FANEIE
S R 2ZER LV PRI o ARV S ECE R (T R (AR L
l

?E»E’I;E;—;L ﬁ%" Sun Y EfVER YR %‘i" Sun Professional Services TE}& ﬁl Ay

v %%BE[“T:%FI FEZD IEIFI Its |~1

o=
%35 SUNWkeL 20 £5PF » Foolvia &5 SR B SR o

S E RS E 21 & /opt /SUNWeonn/cryptov2/include [ OpenSSL FH#E »
L 55 50 i Y TR

-I/opt/SUNWconn/cryptov2/include
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3. (AL A R S M R R R 2 1 o
28 OpenSSL TE'7\,’T;§\E'J1E?“ﬁ%EFJ1 libcrypto.a % libssl.a =V~ By H
ﬁ":ﬁ”ﬁﬁ ° ﬁ%ﬁpﬁ Sun @ﬁ%@?@ o N YU R B R T R SRS I

-L/opt/SUNWconn/cryptov2/1lib -R/opt/SUNWconn/cryptov2/lib \
-lcrypto -1lssl -1lkcl
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LREz;S

E

lgi=ERai

IR Sun S0 PR A TR IR -

FER — ISR ) R s R R R R
EREE

Sun Microsystems, Inc.

TERCRESZRES £

EIRFAEEERIREE R K 2 Al - FFFMREAR S HIE R AT A REMIA T IRAR IR (1878
B TER, ) IFFEIEEAERREE  RRERBLILSHMEERH - &D%”’%éx@s&?
7 ESERRE - RIRI R SHIREREE TRT ) IRIBLUIRZELEN - RETER
EFEELARRR - BRI R R @RYENEE R B E 8 B thEE LUBSE ; QD%LL BY7
NEVISERES » BIELLSHIREESEE T1ERE, -

1. P 3ot o s ] Ll B }L—ﬁiﬁlﬁq Al ”"T%Uﬁlr‘gg”ﬂ Sun T
ER LR 7 R s R A - (B I{ (5150 = PR == F” lfF' * Sun HLH Y
R (R R )

2. NU ﬁif@#ﬁ?iﬁ%m' VR @@@F’?E FTJT'%EW%’:@E Sun =/
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