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Preface

This document provides a global index that covers the following manuals:

Trusted Solaris Audit Administration (805-8027-10)

Trusted Solaris Administration Overview (805-8024-10)

Trusted Solaris Administrator’s Procedures (805-8025-10)

Compartmented Mode Workstation Labeling: Encodings Format (805-8004-10)
Trusted Solaris Developer’s Guide (805-8031-10)

Trusted Solaris Label Administration (805-8028-10)

Trusted Solaris Installation and Configuration (805-8026-10)

Trusted Solaris 2.5.1 Transition Guide (805-8030-10)

Trusted Solaris User’s Guide (805-8023-10)

How This Index is Organized

The global index begins on page 1 and uses the following prefixes to identify
the manuals referred to:

aa-Audit Admin (Trusted Solaris Audit Administration)
ao-Admin Overview (Trusted Solaris Administration Overview)
ap-Admin Procedures (Trusted Solaris Administrator’s Procedures)

cm-CMW Labeling (Compartmented Mode Workstation Labeling: Encodings
Format)

dg-Developer’s Guide (Trusted Solaris Developer’s Guide)



Vi

® jic-Installation & Configuration (Trusted Solaris Installation and Configuration)
® |a-Label Admin (Trusted Solaris Label Administration)
® tg-Transition Guide (Trusted Solaris 2.5.1 Transition Guide)

® ug-User’s Guide (Trusted Solaris User’s Guide)

Trusted Solaris Global Index—August 1998



Global Index

Symbols
- (minus sign)
in begin and finish scripts, ic:188
in rules, ic:163
I (exclamation mark) rule field, ic:160
- audit flag prefix, aa:9 to aa:10
# (pound sign)
in profiles, ic:147
in rules, ic:163
&& (ampersands) rule field, ic:160
+ audit flag prefix, aa:9 to aa:10
... (ellipsis points) rule field, ic:160
= (equals sign) in profile field, ic:174
> prompt, changing to ok prompt, ic:54
[] (brackets) rule field, ic:160
\ (backslash) in rules, ic:163
- audit flag prefix, aa:9 to aa:10
~+ audit flag prefix, aa:9toaa:10

A

aa audit class, aa:100 to aa:101
aa audit flag, aa:98
abbreviations in names, dg:334

abort_enable

switch in /etc/system | ap:419

accept command
modified for Trusted Solaris, ap:465

access
administrator responsibilities, ap:38
checks
executing a file, dg:23
IPC files, dg:223
mapped memory, dg:226
MLDs, dg:170
network, dg:223, dg:227
opening a file, dg:20
pipes, dg:224, dg:225
process tracing, dg:226
processes, dg:223
PTYs, dg:225
signals, dg:226
SLDs, dg:170
sockets, dg:229
System V IPC, dg:223, dg:227
TLI, dg:229
writing to a file, dg:22
X Window System, dg:290
discretionary operations, dg:17
file
overview, ao:35 to ao:46
file labels, dg:95
file privileges, dg:57
file systems
code examples, dg:19

Key: aa-Audit Admin; ao-Admin Overview; ap-Admin Procedures; cm-CMW Labeling; dg-Developer’s Guide;
ic-Installation & Configuration; la-Label Admin; tg-Transition Guide; ug-User’s Guide



privileges, dg:18
security policy, dg:17
guidelines for SLs, dg:97
mandatory operations, dg:17
multilevel port connections, dg:228
protection, dg:89
review of concepts, ap:361 to ap:374
access audit record, aa:179
access control
example, la:16
using labels and clearances, la:5
using SLs
def, la:15
access control lists, See ACLs
access policy
devices, ap:485
files, directories and file
systems, ap:362
access related, cm:25,cm:36,cm:42,cm:98,
cm:113, cm:114, cm:129 to cm:133
ACCESS_RELATEIMag, dg:139
access-related words
defined, la:87
account label ranges
defined, la:6
overview, ao:10 to ao:11
setting minimum SL
setting on user and role
accounts, la:43
account SL ranges
assigning, ao:77
account status
Password dialog box, ao:73
accounts
assigning account type, ap:127
assigning clearances, ap:137
assigning comments, ap:126
assigning execution profiles, ap:141
to ap:142
assigning home directories, ap:134 to
ap:136
assigning idle time, ap:143 to ap:144
assigning labels, ap:136 to ap:140
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assigning passwords, ap:128 to
ap:134
assigning roles, ap:143
assigning shells, ap:126
assigning user information, ap:124
authorizations for setting up, ap:74
configuring, See User Manager
creating the first users, ic:88
deletion precautions, ap:40
division of setup tasks, ap:73toap:74
label range
example, ao:11
overview, ao:10 to ao:11
managing, ap:69 to ap:103
planning, ap:70 to ap:72
preconditions for setup, ap:70
procedures for setting up, ap:144 to
ap:175
roles, ug:12
security precautions, ap:37 to ap:41
setting labels, la:43
startup files, ap:77 to ap:103
users, ug:20
worksheet, ap:212
accreditation checking
networks, ao:105
accreditation checks, ap:285 to ap:288
overview, a0:100 to ao:102
accreditation range, la:6, cm:16, cm:17,
cm:81 to cm:82, cm:112, cm:113,
cm:115, cm:116, cm:119, cm:141
system, cm:2, cm:47, cm:51, cm:141
user, cm:2, cm:4,cm:13, cm:16, cm:47
tocm:52, cm:141, cm:142
ACCREDITATION RANGE section
label_encodings example, la:171
accreditation ranges, la:34
See also label ranges
checking, dg:133, dg:134
described, ap:365
label encodings file, ao:5
network interfaces, ao:96
networks, dg:244
overview, ao:7 to ao:9
structurs, dg:101



system, ao:7
user, ao:8
acct audit record, aa:180
acl token
described, aa:150
praudit display, aa:151
ACLs
(access control lists)
adding entries, ug:108 to ug:109
changing entries, ug:110 to ug:111
defined, ug:102 to ug:103
deleting entries, ug:112
described, ap:361
displaying entries, ug:106 to ug:107
information on, dg:33
introduction, ug:4
ACLs (access control lists), tg:62
actions
accessing administrative
actions, ap:12 to ap:15
adding new administrative, ap:29 to
ap:31
adding outside the System_Admin
folder, ap:31
administrative
Add Allocatable Device, ap:13
Admin Editor, ap:15
Audit Classes, ap:13
Audit Control, ap:13
Audit Events, ap:13
Audit Startup, ap:13
Audit Users, ap:13
Check Encodings, ap:13
Check TN Files, ap:13
Check TN NIS+ Tables, ap:13
Configure Selection
Confirmation, ap:13
Create NIS+ Client, ap:13
Create NIS+ Server, ap:13
Edit Encodings, ap:13
Name Service Switch, ap:13
Set Mail Options, ap:13
Set Mount Attributes, ap:14
Set Mount Points, ap:14
Set Tsol Gateways, ap:14

Share Filesystems, ap:14
assigning inheritable
privileges, dg:339, ao:31
assigning to execution
profiles, ap:243, ao:122
creating, dg:339
defined, ap:525
in execution profiles, ap:215, ao:21
linked list data type, dg:214
Name Service Switch, ap:304
profile assignments and security
attributes, ap:628 to ap:635
restricted by account profiles, ap:528
running, ao:25
Share Filesystem, ap:403
SL at launch time, ap:14
using actions, ap:546
actions field, dg:213
actname field, dg:214
ad audit flag, aa:98
Add Allocatable Device action
described, ap:13
Add Workspace menu item
described, ug:81
add_allocatable (AMTSOL)
command, ap:13
described, ap:502
add_drv audit record, aa:301
add_drv command
Trusted Solaris modifications, ao:146
add_install_client command
custom JumpStart example, ic:245 to
ic:246
example, ic:124, ic:143
install server setup, ic:122 to ic:124
JumpsStart directory access, ic:144
syntax, ic:123,ic:125, ic:143
adjtime audit record, aa:180
adjudicate, cm:5, cm:7, cm:34, cm:35
adjudication, cm:5, cm:7 to cm:13, cm:34,
cm:35, cm:73 to cm:79
adjunct file, See vfstab_
adjunct (4TSOL)

Key: aa-Audit Admin; ao-Admin Overview; ap-Admin Procedures; cm-CMW Labeling; dg-Developer’s Guide;
ic-Installation & Configuration; la-Label Admin; tg-Transition Guide; ug-User’s Guide



Admin Editor
opening administrative action, ic38
toic4l
using to create file, ic40
Admin Editor action, ap:15
described, ap:13
Admin Editor  audit record, aa:302
admin role, See system administrator
admin tools
authorizations, ao:27
overview, ao:48to ao:58
ADMIN_HIGH label
defined, dg:115, ao0:6
initialize to, dg:115
overview, la:26
replacing with CIPSO label, ap:350
running applications, dg:15
ADMIN_LOW label
defined, dg:115, ao0:6
initial administrative workspace
label, 1a:38
initialize to, dg:115
installing publicly available
software, ap:520
overview, la:26
running applications, dg:15
administration commands
new, tg:45
summary description, tg:42
administration GUI
distributed, tg:15
local, tg:17
administration labels
defined, ao:6
visibility, ao:78
administrative actions
accessing, ap:12 to ap:15
creating, ap:29 to ap:31
in Solstice_Apps folder, ic35, ap:26,
ap:28
in System_Admin folder, ic40
introduced, ap:528
administrative labels
changing names, la:28, la:112
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displaying and hiding, la:112
displaying substitute names, la:119
number defined for each label
type, la:26
overriding the system default
view, la:44
overview, la:26
setting view on user and role
accounts, la:43
specifying if users see names, la:28
visible to the install team, ic23
workspace use, la:38
administrative roles
See also roles
adding to three /etc files, ic:67
assuming, aa:42
background, ap:5
procedure, ap:15 to ap:23
changing workspace SLs, ap:24
configuring
See also User Manager
configuring Trusted Solaris, ic:13
defined, ao0:26
described, ap:107 to ap:108
login shell, tg:4
password, ap:5
review, la:37
switching workspaces, ap:24
verifying during configuration, ic:92
workspaces, la:14
display when role is
assumed, ap:5
using, ap:8to ap:29
adminvi command
overview, ao:150
adminvi (IMTSOL) command
default editor for administrative
actions, ap:14
aliasing vi (1), ap:117
described, ap:15
adorned pathnames
described, ap:365, dg:172
translating, dg:172
adornfc (3TSOL)
code example, dg:179



declaration, dg:177
adornments
defined, ao:17
described, ap:56
advisory labels, tg:18
See also ILs
synonym for ILs, ug:14
ahlt policy
flag, aa:24
algorithms
IL floating, dg:92
process privileges, dg:54
algorithms for process privileges, tg:57
aliases
creating audit_warn  mail
alias, aa:52
setting up, ap:184, ap:187
all
audit flag, aa:98
caution for using, aa:9
in user audit fields, aa:14
value for filesys, ic:152
all  auditclass, aa:131
All execution profile
allowing standard UNIX access to
commands and
actions, ap:526
ordering in an account’s profile
list, ap:527
ALL_ENTRIES flag, dg:139
allhard  string with audit_warn
script, aa:19 to aa:20
allocate  audit record
deallocate device
deallocate device
failure , aa:311
device allocate
failure , aa:303
device allocate
success , aa:302
list device failure , aa:304
list device success , aa:303
allocate command

, aa:311

Trusted Solaris modifications, ao:146

Allocate Device menu item
described, ug:89 to ug:93
allocate error state
caused by failure of
eject (1), ap:404, ap:497
defined, ap:495
procedure for correcting, ap:509
allocate(IMTSOL)  command
described, ap:502
allocation of devices
from Front Panel, tg:34, tg:36
from Trusted Path menu, tg:53
allowed privileges, ap:524
See also privilege sets
assigning, ao:30
defined, dg:54, ao:28
on file systems, ao0:134, dg:33
set to none during write, dg:57
turning off, dg:70
allsoft string with audit_warn
script, aa:19
alternative installation programs, ic:188
always-audit flags
described, aa:14 to aa:15
process preselection mask, aa:16
ampersands (&&) rule field, ic:160
aname
classification keyword, la:63
ancillary files
for allocatable devices, ap:495
tar (1TSOL), ap:500
ANDrule field, ic:160
angle bracket (>) prompt, ic:54
AnswerBook
assigning to profiles, ap:573
installation procedure, ap:571
installing and viewing, ap:557 to
ap:558
viewing procedure, ap:574
any
rule keyword
description and values, ic:163
rootdisk matching, ic:168
slice value for filesys, ic:152

Key: aa-Audit Admin; ao-Admin Overview; ap-Admin Procedures; cm-CMW Labeling; dg-Developer’s Guide;

ic-Installation & Configuration; la-Label Admin; tg-Transition Guide; ug-User’s Guide



ao audit class, aa:101 to aa:104
ao audit flag, aa:98
ap audit class, aa:104
ap audit flag, aa:98
APIs
(application programming interfaces)
See also library routines
See also system calls
declarations, dg:345 to dg:367
list of types, dg:5to dg:12
security policy on man pages, dg:331
application auditing
See also auditing
See also code examples
API declarations, dg:353
appending record
information, dg:196
argument information, dg:207
audit trail, dg:191
command line arguments, dg:208
control commands, dg:188
creating audit records, dg:192
creating parallel audit
records, dg:202
described, dg:186
event definition numbers, dg:186
information label, dg:196
invalid call, dg:192
IPC identifier, dg:210
preselection mask, dg:200
privilege sets, dg:209
privileged tasks, dg:46, dg:187
process preselection mask, dg:190
gueueing record information, dg:198
return token, dg:195
return values, dg:195
save area, dg:203
sensitivity label, dg:205
server area, dg:205
subject token, dg:195
terminator command, dg:188
token commands, dg:188
valid call, dg:193
Application Manager
accessing applications, ao:25
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as trusted process, ap:527
differences in Trusted Solaris, ug:79
launching, ao:49
modified for Trusted Solaris, tg:35
opening, ic34
passing inheritable privileges, ap:538
using AdminSuite, ap:10
using Solstice_Apps, ap:10
using System_Admin, ap:10
application programming interfaces, See
APls
applications
See also application auditing
accessing, ao:25
administering, ao:19
administrative, dg:15, tg:15, tg:17
assigning forced privileges, ap:563
graphical user interface
toolkits, tg:73
importing, ap:522
integration, dg:338
MLDs, dg:171
porting, tg:38, tg:40
possible modifications, tg:20
setting up with a real UID of 0, ap:560
setting up with effective UID of
0, ap:560
testing and debugging, dg:335
testing for privileges, tg:41
user, dg:16
arbitrary token
described, aa:151
praudit display, aa:152
arch rule keyword, ic:163
archived information
affixing physical labels, la:24
areas of interest
represented by compartment, la:10
arg token
described, aa:153
praudit display, aa:153



argclass field, dg:214
argcount field, dg:214
arge policy

exec_env token and, aa:155
argmode field, dg:214
argtype field, dg:214
argv policy
exec_args token and, aa:155
arp command
Trusted Solaris modifications, ao0:106
as audit class, aa:118
as audit flag, aa:98
ASCII
See also translation
color names, dg:136
assigning privileges
allowed, ao0:30
forced, ao:30
inheritable, ao:31
overview, ao:27,ao:33
at command
administrative differences, ap:90 to
ap:99
running privileged commands, ap:92
Trusted Solaris changes, ap:98
at audit record

at-create crontab , aa:304
at-delete atjob , aa:305
at-permission , aa:305

at.allow file, ap:93

at.deny file, ap:93

atohexlabel command

overview, ao:142
atoms, predefined, dg:292
atqg command
administrative differences, ap:90 to
ap:99
atrm command
administrative differences, ap:90 to
ap:99
attr  token
described, aa:153
praudit display, aa:154

attr_mac_policy, ap:485
attribute flags
See also security attribute flags
file systems, ao:134
attributes
See also security attribute flags
See also security attributes
audio coprocessor, ap:498
AUDIO_DRAIN ioctl
run by device_
clean (IMTSOL), ap:498
AUDIO_SETINFO ioctl
resetting device to default, ap:498
AUDIOGETREG ioctl
run by device_
clean (IMTSOL), ap:498
audit audit record, aa:181, aa:306
audit classes
adding, aa:56
changing definitions, aa:5
mapping events, aa:4
overview, aa:4 to aa:6, ao:114
process preselection mask, dg:190
selecting for auditing, aa:4
setting mappings for attributable
events, aa:94
setting mappings for non-attributable
events, aa:95
third-party, dg:186
Audit Classes action
described, ap:13
audit clients, aa:34
audit command
overview, ao:116
Audit Control action
described, ap:13
audit daemon
audit trail creation, aa:17 to aa:18,
aa:68
audit_startup file, aa:4
audit_warn  script
conditions invoking, aa:19 to
aa:20
described, aa:17, aa:18 to aa:19

Key: aa-Audit Admin; ao-Admin Overview; ap-Admin Procedures; cm-CMW Labeling; dg-Developer’s Guide;
ic-Installation & Configuration; la-Label Admin; tg-Transition Guide; ug-User’s Guide



directories suitable to, aa:18
enabling auditing, aa:4
functions, aa:17

order audit files are opened, aa:12

rereading the audit_control
file, aa:12

starting, aa:64

starting manually, aa:94

terminating, aa:64

audit directories

creating, aa:46
mounting, aa:47

audit events

adding, aa:57
audit_event  file
audit event type, aa:69
audited by default, aa:3
C library functions, aa:341
categories, aa:6
finding in audit trail, aa:82
including in audit trail, aa:4
kernel events
audit tokens, aa:70
auditconfig command
options, aa:23
described, aa:6
mapping to classes, aa:4
non-attributable, aa:7
number ranges, aa:6
numbers, aa:6
numbers of system calls, aa:6
overview, aa4, aa:7
pseudo-events, aa:6
record formats and, aa:69
third-party, dg:186
user-level events
audit tokens, aa:70
auditconfig command
options, aa:23
described, aa:6
viewing, dg:191

Audit Events action

described, ap:13

audit files

backup, aa:85
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cleaning up not_terminated
file, aa:91
combing selected ones, aa:82

copying login/logout messages to

single file, aa:81

directory locations, aa:10 to aa:11,

aa:67
displaying in entirety, aa:79
letc/security/audit_class
file, aa:3
letc/security/audit_control
file, aa:3
letc/security/audit_event
file, aa:3
letc/security/audit_user
file, aa:3
letc/security/audit_warn
file, aa:3
managing, aa:76
managing size of, aa:18
merging, aa:79
minimum free space for file
systems, aa:12
names
closed files, aa:75
examples, aa:75
form, aa:74
still-active files, aa:75
time stamps, aa:75
use, aa:74
nonactive files marked not_
terminated , aa:91
order for opening, aa:12
overflow prevention, aa:89
printing, aa:79, aa:80
reading closed file, aa:78
reading still-open file, aa:79
reducing size, aa:83
reducing storage space
requirements, aa:21
restoring, aa:86
specifying location, aa:49
switching to new file, aa:65
time stamps, aa:75



audit flags
audit_control file line, aa:12
audit_user file, aa:14 to aa:15
C library functions, aa:341
changing dynamically, aa:63
definitions, aa:8
list of, aa:98 to aa:99
machine-wide, aa:8, aa:12
overview, aa:8
policy flags, aa:24
prefixes, aa:8to aa:10
prefixes (modify), aa:9
process preselection mask, aa:16
setting, aa:50
setting user exceptions, aa:51
syntax, aa:8 to aa:9

audit IDs
acquired at login, aa:16
ensuring successful tracking, aa:3
example audit record, aa:73
purpose when arole is assumed, ap:5
purpose when role assumed, ap:5

audit mappings, aa:97 to aa:145

audit -n command, aa:65

audit partitions
creating, aa:41
removing free space, aa:44

audit policies
determining, aa:61
setting, aa:24
setting permanently, aa:52
setting temporarily, aa:62

audit records, aa:147 to aa:337
adding sequence token, aa:93
audit directories full, aa:17, aa:20
audit ID, aa:73
audit session ID, aa:73
C library functions, aa:341
converting to human-readable

format, aa:78 to aa:84

creating in an application, dg:192
displaying by designated dates, aa:81
displaying user activities, aa:80
features in audit trail, aa:73
format, aa:69

format in audit trail, aa:69 to aa:70
format or structure, aa:69 to aa:74,
aa:148, aa:179
human-readable format, aa:71
kernel-level generated, aa:179 to
aa:277
login record, aa:72 to aa:74
minimum, dg:193
overview, aa:7
policy flags, aa:24
printing user activities, aa:80
pseudo-events, aa:277
reading, aa:72
removing sequence token, aa:93
selecting from audit trail, aa:77
self-contained records, aa:73
sending to a different file, aa:65
time-stamp format, aa:75
use of privilege, aa:277
user-level generated, aa:301 to aa:337
audit -s command
preselection mask for existing
processes, aa:12
rereading audit files, aa:17, aa:64
resetting directory pointer, aa:64
audit script, aa:39, aa:40
audit servers
mount-point path names, aa:10
partitioning example, aa:4l
planning, aa:34
audit session ID, aa:16, aa:73
Audit Startup action
described, ap:13
audit -t command, aa:.64
audit tokens
described, aa:7
examples, aa:150 to aa:178
acl token, aa:150
arbitrary token, aa:151
arg token, aa:153
attr  token, aa:153
audit record format, aa:69 to aa:74,
aa:148
clearance token, aa:154
exec_args token, aa:154

Key: aa-Audit Admin; ao-Admin Overview; ap-Admin Procedures; cm-CMW Labeling; dg-Developer’s Guide;
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exec_env token, aa:155

exit token, aa:152, aa:156

file token, aa:156

groups token, aa:157

header token, aa:70, aa:71 to aa:72,
aa:158

host token, aa:159

ilabel  token, aa:159

in_addr token, aa:160

ip token, aa:161

ipc token, aa:161, aa:161 to aa:162

ipc_perm token, aa:162

iport token, aa:163

liaison  token, aa:163

newgroups token, aa:164

opaque token, aa:165

order, aa:70

order in audit record, aa:70

path token, aa:165

policy flags, aa:24

priv token, aa:166

privilege token, aa:166

process token, aa:167

reading, aa:71

return token, dg:195

return token, aa:168 to aa:169

seq token, aa:169

slabel token, aa:169

socket token, aa:170to aa:171

socket-inet token, aa:171

subject token, aa:172

subject token structure, dg:195

table of, aa:148

text token, aa:172

trailer token, aa:70, aa:173

types, aa:70

xatom token, aa:174

xclient  token, aa:174

xcolormap token, aa:175

xcursor token, aa:175

xfont token, aa:175

xgc token, aa:176

Xpixmap token, aa:176

xproperty  token, aa:177

xselect token, aa:177

xwindow token, aa:178
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audit trail

analysis
auditing features, aa:73
auditreduce command, aa:76
to aa:82
costs, aa:20
finding failed login
attempts, aa:95
of cost, aa:20
praudit command, aa:78 to
aa:84
analyzing, aa:76
auditreduce  command, aa:76 to
aa:82
creating
audit daemon’s role, aa:17 to
aa:18, aa:68
audit_data file, aa:17
directory suitability, aa:18
managing audit file size, aa:18
overview, aa:68
debugging, aa:93
directory locations, aa:10 to aa:11,
aa.67
events included, aa:4
merging, aa:76
monitoring in real time, aa:21
overflow prevention, aa:89
praudit command, aa:78 to aa:84

Audit Users action

described, ap:13

audit_class file

application auditing, dg:186
creating class, dg:190
overview, ao:115

audit_class  (4TSOL) file

action for editing, ap:13

audit_control file

application auditing, dg:186
audit daemon rereading after
editing, aa:12
audit_user file modification, aa:14
C library functions, aa:341
dir:  line
examples, aa:13



files  subdirectory, aa:10, aa:11

examples, aa:13

flags: line
described, aa:12
prefixes in, aa:9 to aa:10

process preselection mask, aa:16

minfree: line

audit_warn  condition, aa:19

described, aa:12
naflags: line, aa:12
overview, aa:3toaa:7

prefixes in flags line, aa:9 to aa:10

problem with contents, aa:20

process preselection mask, dg:190
audit_control(4TSOL) file

action for editing , ap:13
audit_data file, aa:17
audit_event  file

application auditing, dg:186

creating event, dg:190

overview, aa:4, aa.7,ao:116
audit_event  (4TSOL) file

action for editing, ap:13
audit_startup file, aa:4
audit_startup script

overview, ao:117
audit_startup (AMTSOL) command

action for editing, ap:13
audit_user  file

overview, ao:115

prefixes for flags, aa:9 to aa:10

process preselection mask, aa:16

user audit fields, aa:14 to aa:15
audit_user (4TSOL) file

action for editing, ap:13
audit_warn  script, aa:18 to aa:20

allhard  string, aa:19 to aa:20

allsoft string, aa:19

auditsvc  string, aa:20

conditions invoking, aa:19 to aa:20

described, aa:17, aa:18 to aa:19
ebusy string, aa:20

hard string, aa:19

overview, ao:117

postsigterm  signal, aa:20
soft string, aa:19
tmpfile  string, aa:20

auditconfig command

changing class mappings, aa:94
options, aa:22 to aa:24
overview, ao:117

prefixes for flags, aa:9 to aa:10

auditd daemon

audit trail creation, aa:17 to aa:18,
aa:68
audit_startup file, aa:4
audit_warn  script
conditions invoking, aa:19 to
aa:20
described, aa:17, aa:18 to aa:19
execution of, aa:17, aa:18
directories suitable to, aa:18
enabling auditing, aa:4
functions, aa:l7
order audit files are opened, aa:12
rereading the audit_control
file, aa:12
terminating, aa:64

auditid  field, dg:295
auditing

See also application auditing
advanced setup procedures, aa:56 to
aa:60
advanced tasks for security
administrator, aa:38
audit ID, aa:73
audit session ID, aa:73
basic setup procedures, aa:41 to aa:56
basic tasks for security
administrator, aa:38
checklists, aa:343 to aa:351
client-server relationships, aa:39,
aa:40
compatibility with Solaris 2.5.1, tg:31
compatibility with Trusted
Solaris 1.2, tg:31
configuration files, ao:115
considerations, aa:30
defaults, aa:3, aa:4
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auditon

audit_startup file, aa:4
disabling, aa:39, aa:40
dynamic procedures, aa:60
for efficiency, aa:31
enabling, aa:4, aa:40
header files, aa:342
interfaces, tg:65
introduction, ug:3
macro files, aa:342
NIS+ client setup, ic:105
NIS+ root master setup, ic:92
non-networked workstation
setup, ic:69
overview, ao:113 to ao:118
overview of administration, aa:1to
aa:3
planning, ic:10, aa:28 to aa:36, ao:114
to ao:116
preselection mask
classes on file systems, dg:34
process privileges, ao:30
public files and directories, dg:36
remote host templates, a0:93
removing free space, aa:44
setup tasks for system
administrator, aa:37
shutdown, aa:38
site planning, aa:27
software packages, aa:2
space planning, aa:32, aa:33
startup, aa:4, aa:38
system privileges, ao:30
tools, ao:116 to a0:118
user ID, aa:73
warning of trouble, aa:52
worksheets, aa:343 to aa:351
audit record
A _GETCARommand, aa:181
A_GETCLASSommand, aa:181
A_GETCONDBommand, aa:182
A_GETCWbommand, aa:182
A_GETKMASKommand, aa:182
A _GETSTATcommand, aa:183
A_GPOLICYcommand, aa:183
A_GQCTRIcommand, aa:183
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A_SETCLASSommand, aa:184

A_SETCONRommand, aa:184

A_SETKMASKommand, aa:185

A_SETSMASKommand, aa:185

A _SETSTATcommand, aa:186

A_SETUMASKommand, aa:186

A_SPOLICYcommand, aa:187

A_SQCTRLcommand, aa:187
auditpsa audit record, aa:188
auditreduce  command

capabilities, aa:77

cleaning not_terminated

files, aa:92

described, aa:76

distributed systems, aa:76

examples, aa:78, aa:81, aa:92

overview, ao:117

time stamp use, aa:75

auditstat audit record, aa:188

auditstat command
overview, ao0:118

auditsvc

system call fails, aa:20
auditsvc  audit record, aa:189
auditwrite audit record, aa:306
auditwrite  (3TSOL)
code examples, dg:46, dg:192 to
dg:206
declaration, dg:187
invalid call, dg:192
valid call, dg:193
AUE_... names, aa:6
AUTH_authorization name, See
authorizations and auth_
desc (4TSOL)
auth_name file, ap:48
auth_names.h file, ap:47
auth_set t  type, dg:83
auth_set_to_str (3TSOL)
code example, dg:88
declaration, dg:84



auth_t type, dg:83
auth_to_str  (3TSOL)
code example, dg:86
declaration, dg:84
authentication
defined, ug:20
procedure, ug:23to ug:24
authorization use audit
record, aa:335
authorizations
See also auth_desc(4TSOL) man page
See also code examples
See also privileges
See also security policy
See also translation
adding, ap:47
administering printing, ap:466
administrative manifest
constants, tg:105
allocate device, ap:486
and privileges, dg:41
API declarations, dg:83 to dg:84,
dg:348
assigning to execution
profiles, ap:241, a0:122
categories, ao:27
device allocation, dg:82
files, dg:82
labels, dg:82
login, dg:82
software administration, dg:82
X Window System, dg:82
complete list, tg:106
data types
authorization ID, dg:83
structure, dg:83
defined, ug:12, ao:2
description file, tg:100
device-related
procedure for assigning to an
account, ap:514
differences, tg:59

downgrade file sensitivity label, la:13

in execution profiles, ao:21
file access, a0:36

for accounts that assume secadmin
role, ap:6
for device administration, ap:491
for specifying fields in the User
Manager, ap:73
Label builder, dg:321
manifest constants, tg:104 to tg:108
modify at admin, ap:95
modify at user, ap:96
modify cron admin, ap:96
modify cron user, ap:96
needed for users who assume
secadmin role, ap:6
overview, ao:26 to ao:27
print without banners, ap:466
print without labels, ap:466
and privileges, dg:40
procedure for adding, ap:49
required for account setup, ap:74
required for User Manager, ap:110 to
ap:112
self-modification, ap:112
in software administration, ao:19
table of device-related, ap:490
tsolprof  file, ap:46
upgrade file sensitivity label, la:13
user manifest constants, tg:105
when to check, dg:41, dg:81
auths field, dg:213
auto size value, ic:152
auto_install_sample
check script, ic:169
copying files to JumpStart
directory, ic:138, ic:141
set_root_pw finish script, ic:178 to
ic:180
autofs file system
modified for Trusted Solaris, tg:29
automounter
home directories, tg:3, tg:29
automounting
AutoHome Setup toggle, ao:75

directory
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AW_APPENDontrol command, dg:196 banner command, ic:112

AW_ARG@oken command, dg:207 banner pages

AW_CLEARANCIBken command, dg:196 computing the classification, 1a:88
AW_DEFAULTRMken command, dg:203 labeling, 12:85 to la:87
AW_DISCARDREbken command, dg:202 printing without, ap:478

14

AW_ENDRerminator command, dg:192
AW_EVENToken command, dg:193

AW_EXEC_ARG®ken command, dg:208

AW_FLUSHoken command, dg:198
AW_GETRIbken command, dg:202
AW_ILABEL token command, dg:196
AW_IPCtoken command, dg:210

AW_NOPRESELEG®ken
command, dg:200

AW_NOQUEUBEken command, dg:198
AW_NOSAVEHken command, dg:203

AW_NOSERVHR&ken command, dg:205

AW_PATHoken command, dg:202

AW_PRESELECiHoken command, dg:200
AW_PRIVILEGEtoken command, dg:209

AW_QUEUfken command, dg:198

AW_RETURMken command, dg:194,
dg:195

AW_SAVERIbken command, dg:203

AW_SERVERken command, dg:205

AW _SLABEIltoken command, dg:194,
dg:205

AW_SUBJECToken command, dg:194

AW_TEXToken command, dg:195

AW_USERIbken command, dg:202

AW_WRITEontrol command, dg:196

ax audit class, aa:120

ax audit flag, aa:98

B

backslash (\) in rules, ic:163

backup
audit files, aa:85
before installation, ic:11
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banner_fields structure, dg:102
banners on print jobs, ap:462
batch command
administrative differences, ap:90 to
ap:99

running privileged commands, ap:92

bclabel_t  type, dg:100
bclear_t type, dg:153
bclearhigh  (3TSOL)
code example, dg:157
declaration, dg:154
bclearlow (3TSOL)
code example, dg:159
declaration, dg:154
bcleartoh  (3TSOL)
code example, dg:166
declaration, dg:157
bcleartoh_r  (3TSOL)
code example, dg:148, dg:167
declaration, dg:157
bcleartos (3TSOL)
code example, dg:164
declaration, dg:156
bclearundef (3TSOL)
code example, dg:159
declaration, dg:154
bclearvalid (3TSOL)
code example, dg:163
declaration, dg:156
bclhigh (3TSOL)
code example, dg:140
declaration, dg:104
bcllow (3TSOL)
declaration, dg:104
bcltobanner  (3TSOL)
code example, dg:149
declarationBinary, dg:109



bcltoh (3TSOL), declaration, dg:111
bcltoh_r  (3TSOL), declaration, dg:111
bcltoil  (3TSOL)
code example, dg:130
declaration, dg:105
bcltos (3TSOL)
code example, dg:117, dg:140
declaration, dg:109
bcltosl  (3TSOL)
code example, dg:130
declaration, dg:104
bclundef (3TSOL)
code example, dg:116
declaration, dg:104
begin rule field
described, ic:161
valid entries, ic:163
validation, ic:169
begin scripts
creating derived profiles with, ic:174
toic:175
overview, ic:173
permissions, ic:174
rule field, ic:161
site-specific installation
programs, ic:188

begin.log file, ic:174
bilabel_t type, dg:100
bilconjoin (3TSOL)

code example, dg:131

declaration, dg:107
bildominates  (3TSOL)

code example, dg:127

declaration, dg:106
bilequal (3TSOL)

code example, dg:127

declaration, dg:106
bilhigh  (3TSOL)

code example, dg:142

declaration, dg:105
billow (3TSOL)

code example, dg:116

declaration, dg:105

biltoh  (3TSOL), declaration, dg:111
biltoh_r  (3TSOL), declaration, dg:111
biltolev ~ (3TSOL)
code example, dg:130
declaration, dg:105
when to use, dg:125
biltos (3TSOL)
code example, dg:142
declaration, dg:110
bilundef (3TSOL), declaration, dg:105
bilvalid (3TSOL), declaration, dg:108
bimdominates (3TSOL)
code example, dg:129
declaration, dg:106
bimequal (3TSOL)
code example, dg:129
declaration, dg:106
binary
to hexadecimal, dg:144, dg:147
binary audit record format, aa:70
bldominates (3TSOL)
code example, dg:43, dg:126, dg:160
declaration, dg:105, dg:154
blequal (3TSOL)
code example, dg:126, dg:160
declaration, dg:105, dg:154
blevel_t type, dg:153
blinrange (3TSOL)
code example, dg:123
declaration, dg:105, dg:154
blinset (3TSOL)
code example, dg:133
declaration, dg:109
blmaximum (3TSOL)
code example, dg:132, dg:162
declaration, dg:107, dg:155
blminimum (3TSOL)
code example, dg:133, dg:163
declaration, dg:107, dg:155
blstrictdom (3TSOL)
code example, dg:126, dg:160
declaration, dg:105, dg:154
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bltocolor  (3TSOL)
code example, dg:136
declaration, dg:108
bltocolor_t (3TSOL),
declaration, dg:108
bltype (3TSOL)
code example, dg:116, dg:159
declaration, dg:107, dg:155
body pages
labels, ap:452, 1a:84
specifying SLs to print instead of
ILs, ap:477
boot
setting up communications with the
NIS+ master, ap:326
using special versions of
tnrhdb /tnrhtp
files, ap:326
boot execution profile, ap:553
boot information
copying during custom
JumpStart, ic:245
boot server
adding Trusted Solaris files, ic:116
creating on subnet, ic:126
booting the workstation
during installation, ic52, ic:87
1/0 interrupt error messages, ic:112
interactive installation, ic:54
resetting terminals and display
first, ic:112
system privileges, a0:30
bootparams database, tg:12
bootparams file
enabling JumpStart directory
access, ic:144
Bourne shell scripts in rule fields, ic:161
bracketing, See privilege bracketing
brackets [] rule field, ic:160
brange_t type, dg:101
broadcast messages
network privileges, ao:29
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bslabel_t type, dg:100, dg:173
bslevel_t type, dg:101
bslhigh (3TSOL)
code example, dg:116
declaration, dg:105
bsllow (3TSOL), declaration, dg:105
bsltoh (3TSOL), declaration, dg:111
bsltoh_r (3TSOL), declaration, dg:111
bsltos (3TSOL)
code example, dg:132, dg:140
declaration, dg:110
bslundef (3TSOL), declaration, dg:105
bslvalid (3TSOL)
code example, dg:134
declaration, dg:108
builders
label user interface, tg:56
builders, GUI
See also label builder
API declarations, dg:357
interfaces described, dg:315
buses
SBus, ic:7
supported, ic:235, ic:236, ic:237
VMEbus, ic:7

C

C library functions, aa:341
cachefs filesysem type, ap:384
calendar
differences in Trusted Solaris, ug:74
Calendar Manager
modified for Trusted Solaris, tg:36
polyinstantiated, tg:4
cancel command
modified for Trusted Solaris, ap:465
canonical form, cm:1,cm:28,cm:50,cm:51,
cm:52, cm:115, cm:119
carat (©) in audit flag prefixes, aa:9 to
aa:10
cards
PCI, ic:7



caveats field, dg:102
caveats_len field, dg:101, dg:102
CD players

launching automatically, ap:404
CDE

applications, tg:73

applications modified for Trusted

Solaris, tg:35

assigning actions, tg:20

customizable workspace menu, tg:4

customizing, ic:198

defaults, tg:19

front panel, tg:34

multiple workspaces, tg:34

role workspaces, tg:34

Trusted Path menu, tg:34
CDE actions, See actions
CDE configuration file default, ap:135
CDE sessions

ending, ic51

starting the workstation, ic52
CDE workspaces

Trusted Solaris differences, la:14
CD-ROM devices

accessing, ap:486

device_clean  script, ap:497
CDROM devices

requirement for Trusted Solaris

installation, ic:7

Change Input IL menu item

described, ug:95 to ug:96
change password  audit record, aa:322
Change Password menu item

described, ug:84 to ug:89
change window IIL audit record, aa:315
change workspace SL audit record, aa:333
Change Workspace SL menu item

described, ug:81 to ug:82

example, ug:50

changes to printing in Trusted
Solaris, ap:448 to ap:474
channel, la:6, cm:2, cm:4, cm:17, cm:45,
c¢m:60, cm:82 to cm:92, cm:113,
cm:114, cm:118, cm:126, cm:128,
cm:138, cm:139, cm:140
channels
configuring, la:107
on print job banner and trailer
pages, la:97 to la:106
worksheet example, la:158
channels field, dg:102
CHANNELS section
label_encodings example, la:167
channels_len  field, dg:101, dg:102
chdir audit record, aa:189
Check Encodings action
described, ap:13
check script
comments and, ic:163
derived profiles and, ic:175
directory for, ic:169
rules file validation, ic:169 to ic:170
rules.ok file creation, ic:169
starting, ic:169 toic:172
testing rules, ic:170
Check TN Files action
described, ap:13
Check TN NIS+ Tables action
described, ap:13
checklists
auditing, aa:343 to aa:351
checklists for administrators, ic:227 to
ic:232
Chinese locale value, ic:154
chk_encodings command
description, la:57
overview, ao:142
scope of check, la:50
chk_encodings (1MTSOL) command
action for invoking, ap:13
chkauth (3TSOL)
code example, dg:41, dg:85

Key: aa-Audit Admin; ao-Admin Overview; ap-Admin Procedures; cm-CMW Labeling; dg-Developer’s Guide;
ic-Installation & Configuration; la-Label Admin; tg-Transition Guide; ug-User’s Guide

17



declaration, dg:83
chmod audit record, aa:190
chown audit record, aa:190
chroot audit record, aa:191, aa:308
chstate audit record, aa:191
CIPSO

(Common Internet Protocol Security

Option)
host type, a0:89
described, ap:314
remote host templates, a0:93
replacing ADMIN_HIGH, ap:350
use in packets, ap:271
cl auditclass, aa:104
cl audit flag, aa:98
cl_tsol_incoming_attrsp
field, dg:280
cl_tsol_outgoing_attrsp
field, dg:280
clabel_len  field, dg:101
classes
changing definitions, aa:5
flags and definitions, aa:8
mapping events, aa:4
overview, aa:4, aa:7
selecting for auditing, aa:4
classification label component
defined, ug:5, ao:4
maximum number definable, la:9
classification=, cm:49 to cm:51, cm:81,
cm:82, cm:113, cm:119, cm:142
classifications
changing, la:63
changing display in label
builder, la:113
clearance component, dg:151
described, ap:365
dominate, dg:125, dg:127, dg:160
equal, dg:125, dg:127, dg:160
field length, la:11, la:12, la:15
IL component, dg:91
keywords, la:63

maximum number, la:11, la:12, la:15,

la:63
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minimum number definable, 1a:9
planning example, la:149
rules for printing, la:88
site analysis example, la:144 to la:148
SL component, dg:91
specifying colors, la:115 to la:123
strictly dominate, dg:126, dg:160
CLASSIFICATIONS section
label_encodings example, 1a:163
clear_len field, dg:101
clearance, cm:2 to cm:21, cm:42 to cm:43,
cm:48, cm:50, cm:51, cm:52,
cm:53, cm:58 to cm:60, cm:65,
cm:69, cm:84, cm:93 to cm:95,
cm:113tocm:117,cm:118, cm:120,
cm:137 to cm:138, cm:142
clearance labels
setting on user and role
accounts, la:43
clearance token
described, aa:154
praudit display, aa:154
clearances
See also process clearances
account label range, ao:10
assigning, ap:137, ao:77
checking clearances, dg:42
defined, ug:5
described, ap:365
label encodings file, la:6
label overview, ao:4, ao:16
minimum, ao:9
minimum number to define, la:1
network interfaces, a0:96
remote host templates, a0:93
session, dg:151
setting for a single-SL system, la:13
setting session, ug:28
user, dg:151
worksheet example, la:156
process clearances
See also code examples
See also labels
See also translation



CLEARANCES section

label_encodings example, la:167
CLIENT structure, dg:280
client windows

untrusted in trusted role

workspace, tg:4

client_arch profile keyword, ic:150
client_root profile keyword, ic:150
client_swap profile keyword, ic:150
clist command

overview, ao:153
clock

differences in Trusted Solaris, ug:74

time zones for setting, ic:267 to ic:268
clock_settime audit record, aa:192
close auditrecord, aa:192
closed networks

defined, ao0:86
cluster profile keyword

description and values, ic:151

examples, ic:147
.cm.rc file, ap:80
cmds field, dg:213
CMW labels, la:20

(compartmented mode workstation

labels)

See also code examples

See also ILs

See also labels

See also SLs

See also translation

API declarations, dg:351

components, dg:90

defined, ug:16, dg:89

described, ap:365

file systems, dg:33

objects, dg:94

processes, dg:93

rules, la:20

user interface appearance, dg:93
CMWXdefaults file, tg:14
cnt policy

flag, aa:25

code examples
accreditation range, checking, dg:133
adding information label, dg:196
auditing
adding a sensitivity label, dg:205
appending information, dg:196
creating audit records, dg:46
creating mimimum
record, dg:193
creating parallel records, dg:202
handling return values, dg:195
invalid call, dg:192
preliminary setup, dg:188 to
dg:191
gqueueing information, dg:198
using preselection mask, dg:200
using save area, dg:203
using server area, dg:205
valid call, dg:193
writing arguments, dg:207
writing command line
arguments, dg:208
writing IPC identifier, dg:210
writing privilege sets, dg:209
authorizations
and privileges, dg:41
checking, dg:41, dg:85
freeing authorization sets, dg:88
getting description text, dg:87
translating ID to string, dg:86
translating set to string, dg:87,
dg:88
translating string to 1D, dg:86
checking SLs, dg:42
clearances
checking before file access, dg:43
checking if valid, dg:163
checking type, dg:159
ckecking prior to access, dg:42
finding lower bound, dg:163
finding upper bound, dg:162
getting, dg:157
initializing to ADMIN_
LOW dg:159
initializing to undefined, dg:159
setting, dg:157
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testing relationships, dg:160

translating, dg:164, dg:165

translating and clipping, dg:165

translating to hex, dg:148,
dg:166, dg:167

CMW labels

getting on file system, dg:120
getting on window, dg:307
getting pointers to

portions, dg:130
getting process label, dg:43,

dg:117
getting SL and IL, dg:117
setting on file system, dg:121
setting on window, dg:308
setting process label, dg:119
translating to ASCII, dg:140
translating to binary, dg:145
translating to hex, dg:147

databases

enumerating, dg:222

getting profile entries, dg:218

getting user entries, dg:48,
dg:218

file systems

ILs

accessing, dg:19

executing, dg:23

getting attribute flags, dg:35
getting attributes, dg:31
getting attributes (inode), dg:33
getting CMW label, dg:120
getting label range, dg:123
opening a file, dg:20

setting CMW label, dg:121
writing to a file, dg:22

conjoining, dg:131
creating, dg:119
floating, dg:118
testing markings, dg:129
testing relationships, dg:127
translating binary to

ASCII, dg:142
translating to binary, dg:145

Label builder, dg:318
label_encodings file
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getting ASCII color

names, dg:136
getting information on, dg:137
retrieving version string, dg:114
translating printer

banner, dg:149

labels, dg:113 to dg:150

checking accreditation
ranges, dg:133
checking if valid, dg:134
initializing, dg:116
translating with font list, dg:306

MLDs

creating a file, dg:182
getting adorned name, dg:179
getting MLD name, dg:178
getting real path, dg:179
getting security attribute

flags, dg:35
getting security

attributes, dg:180
getting SLD name, dg:45
getting working

directory, dg:179
opening a file, dg:182

printer banner, translating, dg:149
privilege sets

bracketing effective set, dg:73
checking allowed set, dg:69
checking permitted set, dg:74
checking saved set, dg:76
clearing allowed set, dg:67
clearing effective set, dg:73
clearing inheritable set, dg:76
exec’ing a process, dg:79
forking a process, dg:77
removing permitted privs, dg:75
setting forced set on file, dg:69
setting inheritable set, dg:76
translating set to string, dg:69

privileges

after checking

authorizations, dg:41
and authorizations, dg:41
asserting privileges in sets, dg:69
getting description text, dg:66



setting user ID, dg:80
translating ID to string, dg:65
translating string to ID, dg:65
when to use, dg:42
processes, getting attribute
flags, dg:37
RPC
example application, dg:281 to
dg:285
header file, dg:281
running the application, dg:286
security configuration
variables, dg:29
SLDs
creating a file, dg:182
getting name, dg:45
getting security
attributes, dg:180
getting SLD name, dg:178
getting working
directory, dg:179
opening a file, dg:182
SLs
checking before file access, dg:43
creating, dg:119
finding lower bound, dg:133
finding upper bound, dg:132
getting file system range, dg:123
testing relationships, dg:126
translating to ASCII, dg:140
translating to binary, dg:145
System V IPC
using message queue
labels, dg:236
using semaphore set
labels, dg:239
using shared memory
labels, dg:241
TSIX
allocating space, dg:254
clearing attributes, dg:263
client application, dg:273 to
dg:276
comparing attributes, dg:263
copying attribute
structures, dg:262

creating attribute masks, dg:264
duplicating structures, dg:262
examining the last
attribute, dg:260
example application, dg:265 to
dg:276
freeing allocated space, dg:265
getting attribute size, dg:261
getting attributes, dg:258
getting endpoint
defaults, dg:257
getting endpoint mask, dg:257
peeking at attributes, dg:260
receiving attributes, dg:258
receiving new attributess, dg:259
replying to request, dg:267
sending attributes, dg:254
server application, dg:266 to
dg:272
setting attributes, dg:254
setting endpoint defaults, dg:257
setting enpoint mask, dg:257
using multilevel ports, dg:265
vfstab_adjunct (4TSOL), dg:31
X Window System
getting window
attributes, dg:305
getting window CMW
label, dg:307
getting window userID, dg:308
getting workstation
owner, dg:308
Motif application, dg:304
setting window CMW
label, dg:308
translating with font list, dg:306
codeword, cm:6, cm:7, cm:28, cm:33,
cm:34, cm:60 to cm:63, cm:126 to
cm:134
COLOR NAMES section
label_encodings example, la:175
colormaps
window privileges, ao:30
command arguments
control, dg:188
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terminator, dg:188
token, dg:188
commands
assigning inheritable
privileges, ao:31
assigning to execution
profiles, ap:238, a0:122
changes, tg:43
executing with privilege, aa:42
in execution profiles, ao:21
launching, ao:49
linked list data type, dg:214
maintenance commands, aa:339
new, tg:45
privileged
run by cron(IMTSOL) , ap:92
privileges, ap:541
profile assignments and security
attributes, ap:590 to ap:628
summary descriptions, tg:41
summary table, ao:58
trusted, ap:541
comments
assigning to accounts, ap:126
assigning to users, ao:67
in profiles, ic:147
inrules file, ic:163
commercial applications
adding, ap:541
Common Internet Protocol Security
Option, See CIPSO
communication endpoints
See also IPC
See also TLI
access checks, dg:223, dg:227
connections described, dg:228
objects, dg:4
security attributes (TSIX), dg:245
compartment label component
defined, ug:5, ao:5
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compartmented mode workstation labels,
See CMW labels
compartments
changing display in label
builder, la:113
clearance component, dg:151
defined, la:10
described, ap:366
dominate, dg:125, dg:127, dg:160
equal, dg:125, dg:127, dg:160
field length, la:11, la:12, la:15
IL component, dg:91
planning example, la:150
setting up hierarchies, la:11, la:12,
la:15
site analysis example, la:144 to la:148
SL component, dg:91
strictly dominate, dg:126, dg:160
worksheet example, la:155
compartments=, cm:6, cm:25, cm:33 to
cm:34, cm:59, cm:88, cm:93,
cm:98, cm:103, cm:108, cm:112,
cm:126 to cm:141
compile
auditing libraries, dg:187
authorization libraries, dg:82
clearance libraries, dg:153
Label builder libraries, dg:316
label libraries, dg:100
MLD libraries, dg:173
privilege libraries, dg:59
profile database access
libraries, dg:212
RPC libraries, dg:280
SLD libraries, dg:173
System V IPC libraries, dg:234
TSIX libraries, dg:247
user database access libraries, dg:212
X Window System libraries, dg:294
component definitions
label encodings file, ao:5

config.privs file, ap:445, tg:4
config_data file, ic:117
configuration

labels, la:39



running with a single sensitivity
label, la:13
configuration files
checking after upgrade, ic51
copying for distribution, ic:94
creating directory, ic:94
distributing to workstations, aa:53
SPARC systems
for concatenating multiple
disks, ic:186 to ic:188
configuration files, See also databases
configuration management
system privileges, a0:30
configurations, See system security
configuration
Configure Selection Confirmation action
described, ap:13
conjoining ILs, dg:92, dg:131
connection requests
security attributes, dg:289
security policy, dg:290
console redirection
system privileges, ao:30
control commands, dg:188
.copy_files file
described, ug:121
using, ap:87
copy-and-paste
effect on ILs, ug:16
effect on SLs, ug:8
example, ug:57 to ug:60
core dump audit record, aa:239
core files, dg:58
cost control, aa:20 to aa:22
analysis, aa:20
processing time, aa:20
storage, aa:21
covert channel delays
process privileges, ao:30
covert channels, dg:59
CPUs (processors)
rule keywords, ic:163

creat auditrecord, aa:193
Create NIS+ Client action
described, ap:13
Create NIS+ Server action
described, ap:13
creating the audit trail
audit daemon’s role, aa:17 to aa:18
audit_data file, aa:17
directory suitability, aa:18
overview, aa:68
credentials
giving to roles, ic:87
cron command
administrative differences, ap:90 to
ap:99
running privileged commands, ap:92
cron job, aa:18
cron.allow file, ap:93
cron.deny file, ap:93
crontab command
administrative differences, ap:90 to
ap:99
Trusted Solaris changes, ap:97
crontab audit record
cron-invoke atjob
crontab , aa:309
crontab-crontab
created , aa:308
crontab-crontab
deleted , aa:309
crontab-permission , aa:310
crontabs documentation, ic:198
custom execution profiles
verifying, ic48
custom JumpStart installation
advantages, ic:130
booting and installing
booting the system, ic:54 to ic:56
described, ic:129
diskless clients, ic:62
examples, ic:239 to ic:246
check script, ic:243
engineering systems
setup, ic:244

, aa:309
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JumpStart directory, ic:240 to
ic:241
marketing systems setup, ic:245
to ic:246
networked, ic:135
non-networked, ic:134
rules file editing, ic:242 to
ic:243
site setup, ic:239 to ic:240
standalone system, ic:134
hands-off installation, ic:110
requirements, ic:111
JumpStart directory, ic:143
optional features, ic:173 to ic:188
begin scripts, ic:173 to ic:175
finish scripts, ic:176 to ic:180
overview, ic:173
pfinstall command, ic:180 to
ic:183
site-specific installation
programs, ic:188
overview, ic:133toic:135
preparing, ic:129toic:172
customizations
changing printer output, ap:457, 1a:85
label encodings file, ao:6
Customize Trusted Solaris Configuration
dialog box
described, la:39
example, ic:249, la:161
cut and paste
configuring rules, ap:434
cut-and-paste
constraints, tg:20
modified for Trusted Solaris, tg:36

D

DAC
(discretionary access control)
See also security policy
accessing System V IPC
objects, dg:232
cautions about override
privileges, ap:541
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defined, ug:4, ao:2
described, ap:366
file access, ao:36
override privileges, ap:523
policy for devices, ap:485
privilege bracketing, dg:71
security policy, dg:13
data
interchange, tg:39
porting, tg:38
Data Encryption Standard, See DES
data interchange, tg:39
data objects, See objects
data packets, See packets
data protection
example, ao:35 to ao:46
data types
auditing, dg:187
authorization APIs, dg:82
clearance APIs, dg:153
label APls, dg:100
Label buider APIs, dg:322, dg:324,
dg:327
MLD APIs, dg:173
privilege APIs, dg:59
profile database access APls, dg:212
RPC APIs, dg:279
SLD APIs, dg:173
System V IPC APIs, dg:234
TSIX APls, dg:247
user database access APls, dg:212
X Window System APIs, dg:294
data_mac_policy, ap:485
Database Manager
accessing network databases, ap:330
adding a host to a running
system, ap:410
bootparams database, tg:12
entering local hosts, ic:78
modifying tnrhdb , ic:78 to ic:80
modifying tnrhtp , ic:79 to ic:80
network configuration
databases, a0:90
tnidb (4TSOL), a0:96



tnrhdb (4TSOL), ao:91
tnrhtp (4TSOL), a0:94
use, tg:17
using, ic35, ap:26, ap:28
databases
See also code examples
accessing tnidb  (4TSOL), ap:303
accessing tnrhdb  file, ap:303
accessing tnrhtp  (4TSOL), ap:303
API declarations, dg:214, dg:215 to
dg:217, dg:354
changes, tg:13
device_allocate file, a0:148
device_deallocate file, ao:148
device_maps file, a0:149
distributed administration, tg:15
local administration, tg:17
locations, tg:51
name service, tg:15
profile
data types, dg:213, dg:214
described, dg:211
Solstice AdminSuite, tg:15
Solstice_Apps, tg:15
src parameter, dg:214
summary of changes, tg:13
System_Admin, tg:15
tnidb database, a0:96
tnidb (4TSOL), tg:23
tnrhdb (4TSOL), a0:90, tg:51
tnrhtp (4TSOL), a0:93, tg:51
tsolprof ~ (4TSOL), tg:16, tg:64
tsoluser , ic:67,ic:82
user
data types, dg:212
described, dg:211
during installation, ic:67, ic:82
user and profile, tg:63
date-time auditreduce =~ command
options, aa:81
dbmgr audit records, aa:310
de locale name, ic:154
deallocate = command

Trusted Solaris modifications, ao:146

described, ap:502

debugging
applications, dg:335
of privileges, tg:41, tg:58
See also privilege debugging
Decision to Make for the Install Team to
Follow, la:41
default groups
ACL entry, ug:103
default label view, 1a:30
default masks
ACL entry, ug:103
default others
ACL entry, ug:103
default owning groups
ACL entry, ug:103
default owning users
ACL entry, ug:103
default routes
setting, ic:76
default shells
assigning to accounts, ap:126
default users
ACL entry, ug:103
default word, cm:5, cm:21, cm:22, cm:23,
cm:24, cm:71 to cm:72, cm:116
device_policy  (4TSOL) file
described, ap:485

defaultrouter file
action for editing, ap:13
defaults

audit policies, aa:24

derived profile name, ic:175

execution profiles, ao:21

machine-wide, aa:8

partitioning, ic:156
designating disks, ic:156
excluding disks, ic:151

privileges, ao:29

SI_CONFIG_DIR variable, ic:177

software group installed, ic:151

Defense Intelligence Agency
See DIA
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Delete menu item
described, ug:81
derived profiles, ic:174 to ic:175
DES
(Data Encryption Standard)
desc field, dg:213
Desktop Access Tool
on Trusted Desktop subpanel, tg:36
Desktop Access tool
onTrusted Desktop subpanel, tg:4
/devikmem kernel image file
security violation, ap:543
Developer system support software
cluster name, ic:151
profile example, ic:147
developers
responsibilities, ap:545
development environment privs, dg:40
Device Administration button, ap:491
device allocation
ancillary files, ap:495
authorization, ap:486
Device Allocation action
using, ic32
Device Allocation Manager
allocating and administering
devices, ap:488 to ap:515
launching, ao:49
overview, a0:143 to ao:145
using, aa:55
Device Manager
on Trusted Desktop subpanel, tg:36
on Trusted desktop subpanel, tg:30
device policy
procedure to set, ap:504
device special files
access policy, ap:485
device_allocate file
Trusted Solaris modifications, ao0:148
device_allocate (4TSOL) file
action for editing, ap:13
described, ap:502
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device_clean (1MTSOL) command
described, ap:502
device_clean (1IMTSOL) script
in procedure for adding
devices, ap:509
device_clean (IMTSOL) scripts
for tape devices, ap:496
review, ap:496
device_deallocate file
Trusted Solaris modifications, ao:148
device_maps file
Trusted Solaris modifications, ao:149
device_maps (4TSOL) file
action for editing, ap:13
described, ap:502
device_policy (4TSOL) file, ap:363
devices
access policy
defaults, ap:485
defining or redefining, ap:485
accessing, ap:488
adding, ic:198
administering, ap:485 to ap:515, tg:30
allocating and deallocating, aa:55
allocation, ao:34, a0:143 to a0:150,
tg:53
description, ug:89 to ug:93
introduction, ug:4
associated security risks, ap:486
authorizations, ao:27
authorizations, defined, dg:82
clean scripts, ao0:147 to a0:148
clearing prior to reuse, ug:12
configuration files, ao:143, a0:148 to
a0:149
displaying allocation
information, ao:146
input device privileges, dg:293
label ranges, dg:124, ao:34, a0:149
modified Solaris commands, ao0:145
to ao:147
non-allocatable
setting the label range, ap:487
overview, ao:34
policy



table of defaults, ap:485
policy for accessing, ap:362
policy for new, ap:485
security policy, tg:53
setting device policy, ic:77
setting policy
procedure, ap:504
setting policy for, ap:485
setting security policy, ap:363
table of related
authorizations, ap:490
dfstab file, ic:241, ap:403
dfstab (4) file
action for editing, ap:14
DGA
(Direct Graphics Access)
See also X Window System
privileges, dg:293
DGA (direct graphics access)
window privileges, ao:30
DIA
Encodings Format manual, la:4
IL requirements, la:23
differences
between Trusted Solaris 2.x
releases, tg:4
from Solaris 2.x releases, tg:2, tg:5
from Trusted Solaris 1.2, tg:3, tg:7 to

tg:9
dir field, dg:214
dir:  line in audit_control file
example, aa:13
for files  subdirectory, aa:10, aa:11

Direct Graphics Access, See DGA
directories
audit daemon pointer, aa:18
audit directories full, aa:17, aa:19 to
aa:20
audit directory locations, aa:10 to
aa:ll, aa:67
audit_control file
definitions, aa:12
changing
to JumpStart directory, ic:170

to mounted CD, ic:126, ic:138
to Trusted Solaris CD image on
local disk, ic:138, ic:140
changing flags, ap:378
changing labels and
privileges, ap:396
changing to mounted CD, ic:138
changing to Trusted Solaris CD image
on local disk, ic:138
diskfull machines, aa:42
files  subdirectory, aa:46
files  subdirectory for audit
records, aa:10
JumpStart
adding files, ic:176, ic:177
copying files, ic:177, ic:184
copying installation files from
CD, ic:138, ic:141
creating, ic:132, ic:240
creating for SPARC
systems, ic:136 to ic:138
enabling access, ic:141to ic:144
install server setup, ic:143
permissions, ic:136, ic:139
rules file example, ic:158
sharing, ic:241
making available for mounts, ap:403
mounting audit directories, aa:47
multilevel, tg:29
procedure for sharing with other
hosts, ap:403
security attributes, ap:378 to ap:383
suitable to audit daemon, aa:18
upgraded
privileges
upgrade file, ap:376
disable command
modified for Trusted Solaris, ap:465
discretionary access control, See DAC
disk configuration files
copying to JumpStart
directory, ic:184
creating, ic:184
SPARC multiple disks, ic:186 to
ic:188
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SPARC systems, ic:184 to ic:185
creation using prtvtoc , ic:184
described, ic:180, ic:184

disk space requirements, aa:21
diskette
copying files from, ic31
copying files to, ic30
diskettes
copying Trusted Solaris boot
diskette, ic:137
formatting, ic:137
JumpStart directory
access, ic:142
creating for SPARC
systems, ic:136 to ic:138
mounting, ic:137
diskfull machines’ audit directory, aa:42
diskless boot flag, dg:38
diskless clients
accessing a Trusted Solaris
image, ic:190
adding, ic:193
boot server, ic:193
configuring, ic:193
platforms, ic:150
prerequisites, ic:189
providing a root password, ic:196
setting up home directories, ic:195
swap space, ic:150
task map, ic:20
disks
managing use, ic:198
setting up, ic:198
disksize rule keyword
description and values, ic:164
rootdisk matching, ic:168
dispadmin audit record, aa:312
display
resetting after 1/0 interrupts, ic:112
distributed computing, See IPC
distributed systems’ auditreduce
command use, aa:76
dminfo command
Trusted Solaris modifications, ao:146
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DNS
(Domain Name Service)
setup, ic:86
documents, policy for accessing, ap:362
domain of interpretation, ao:93
domainname rule keyword, ic:163
domains
rule keyword, ic:163
dominance, la:15, la:17, cm:2, cm:3, cm:4,
cm:6, cm:52, cm:68, cm:116,
cm:136
dominance of labels
described, ap:366
overview, ug:7, ao:4
strict dominance, ug:7
dominate
ILs, dg:127
levels, dg:125, dg:160
markings, dg:129
dontuse profile keyword, ic:151, ic:156
downgrade file sensitivity label
authorization, la:13
downgrading labels
guidelines, dg:98
privileges needed, dg:95, dg:96
X Window System, dg:293
drag ‘n drop
constraints, tg:20
modified for Trusted Solaris, tg:36
drag and drop
configuring rules
, ap:434
drag-and-drop
effect on ILs, ug:16
effect on SLs, ug:8
drivers
kernek statistics, a0:149
drvpolicy  audit record, aa:193
dtfile  audit records, aa:312
dtpad (1TSOL) command
using in administrative actions, ap:14



dtsession (1) command
running

updatehome (IMTSOL), ap:

87

dtterm (1) terminal
forcing the sourcing of

.profile , ap:81, ap:117,
ap:101
dtwm(1) command, ap:528

dtwmrc

modifying, ap:426 to ap:427
.dtwmrc file

customizable by users, tg:4
dynamic routing

added, tg:3

described, ap:282

E

ebusy string and audit_warn
script, aa:20
Edit Encodings action
described, ap:13
editing privileged executables, ap:553
eeprom audit record, aa:313
effective GIDs, See GIDs
effective privileges
See also privilege sets
bracketing, dg:71, dg:72, dg:73
change UID, GUID, or SGUID, dg:56
code example, dg:73
defined, dg:56
privilege to change IDs, dg:58
effective UIDs, See UIDs
egid field, dg:214
ellipsis points (...) rule field, ic:160
e-mail
labels, la:23
email
aliases, ap:184, ap:187
in Trusted Solaris, ug:11
listing mail queues, ap:187
managing, ap:177 to ap:210
options, ap:197 to ap:199

overview, ap:178 to ap:184
switching mail tools, ap:200 to ap:210
troubleshooting, ap:191 to ap:196
emetric
described, ap:278
emetrics
defined, a0:100
enable command
modified for Trusted Solaris, ap:465
enabling logins
after a reboot, ap:6
End user system support software
cluster name, ic:151
ending
signal received during auditing
shutdown, aa:20
terminating audit daemon, aa:39,
aa:64
endpoints, See communication endpoints

endprofent (3TSOL),
declaration, dg:216
endprofstr ~ (3TSOL),

declaration, dg:216

enduserent (3TSOL)

code example, dg:222

declaration, dg:215
eng_profile example, ic:241
enter prom  audit record, aa:194
Entire distribution software

cluster name, ic:151
equal

ILs, dg:127

levels, dg:125, dg:160

markings, dg:129
equals sign (=) in profile field, ic:174
ERRORS

section on man pages, ap:523
errors, dg:15

audit directories full, aa:17, aa:19 to

aa:20
internal errors, aa:20
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es locale name, ic:154
/etc/bootparams file

enabling JumpStart directory

access, ic:144
/etc/cron.d/CRON |, cron (1MTSOL)
lock file, ap:93

/etc/default/login file

specifying MAXBADLOGINS, ap:43
/etc/defaultrouter file, tg:8

action for editing, ap:13
/etc/dfs/dfstab file, ic:241
letc/dt/ directory, tg:20
/etc/dt/config/sys.dtprofile

file, tg:19

/etclinit.d directory

changing scripts, ap:553

starting and stopping scripts, ap:556
/etc/mail/sendmail.cf file

action for editing, ap:13
/etc/motd  file

action for editing, ap:13
/etc/nologin file

disabling logins, ap:7

/etc/nsswitch.conf file, ic:86, tg:8
/etc/passwd  file, ic:67
letc/rc2.d directory

SOSRMTMPFILES script, ap:7
letc/security directory, aa:10
/etcl/init.d/audit script

disabling auditing, aa:39

enabling auditing, aa:40
/etc/security/audit
directory, aa:10, aa:67
/etc/security/audit_data
file, aa:17
/etc/security/audit_event file
overview, aa:4toaa:7
audit event type, aa:69
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/etc/security/audit_startup
file, aa:4
letc/security/audit_warn
script, aa:17, aa:18 to aa:20
letc/security/boot directory, ap:326
/etc/shadow  file, ic:67, ic:179
letc/skel file, ap:83, ap:135
/etc/system file
See system file
letc/syslog.conf file
privilege debugging, tg:41
letc/system file, tg:41
label configuration file, tg:18
letc/tsolgateways file, tg:8
letc/vfstab file
mount options, ic:153
euid field, dg:214
event numbers, aa:6
event-class mappings
changing, aa:32, aa:58
planning, aa:31
events
C library functions, aa:341
categories, aa:6
including in audit trail, aa:4
kernel events
audit tokens, aa:70
auditconfig command
options, aa:23
described, aa:6
mapping to classes, aa:4
non-attributable, aa:7
numbers, aa:6
overview, aa:4, aa:7
record formats and, aa:69
user-level events
audit tokens, aa:70
auditconfig command
options, aa:23
described, aa:6
example
label view effects, 1a:29
MAC decision, la:16



examples
See also code examples
CMW labels, la:20
label planning, 1a:137 to la:176
exclamation mark (1) rule field, ic:160
exec audit record, aa:194
exec system call
CMW label values, dg:94
inheritable privileges, dg:76
privileges in new program, dg:79
reset_il_on_exec , dg:94
exec_args token
described, aa:154
praudit  display, aa:155
exec_env token
described, aa:155
praudit display, aa:156
executable files
assigning forced privileges, ap:563
editing while preserving
privileges, ap:553
privilege sets, ap:524
execution profiles
accessing, dg:216
All
allowing standard UNIX access
to commands and
actions, ap:526
contents, ap:580
described, ao:21
ordering in an account’s profile
list, ap:527
All Actions
contents, ap:580
All Authorizations
contents, ap:580
described, ao:21
All Commands
contents, ap:580
assigning, ap:141, ap:142, ao:78 to
a0:80
assignments to roles, ap:588 to ap:590
Audit Control
contents, ap:580
described, ao:21

Audit Review
contents, ap:580
described, ao:22

Basic Actions
contents, ap:581
described, ao:22

Basic Commands
contents, ap:582
described, ao:22

boot, ap:553
contents, ap:587

checking, dg:40

controlling the use of actions, ap:528

Convenient Authorizations
contents, ap:582
described, ao:22

creating new for boot

commands, ap:553
cron
contents, ap:587
described, ao:22

Cron Management
contents, ap:582
described, ao:22

Cron Security
contents, ap:582
described, ao:22

custom, ap:116, tg:4

Custom Admin Role
contents, ap:582
described, ao:22

Custom Admin Secadmin Role
described, ao:22

Custom Oper Role
contents, ap:582
described, ao:22

Custom Root Role
contents, ap:582
described, ao:22

Custom Secadmin Role
contents, ap:582

default, ao:21

defined, ug:13
described, ap:366

Device Management
contents, ap:583
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Device Security
contents, ap:583
dtwm
contents, ap:588
editing, ap:218
Enable Login
described, ao:22
Enable Logins
contents, ap:583
File System Management
contents, ap:583
described, ao:22
File System Security
contents, ap:583
described, ao:22
importance of order, ap:526
inetd
contents, ap:588
Mail Management
contents, ap:583
described, ao:23
Maintenance and Repair
contents, ap:584
described, ao:23
managing, ap:213 to ap:255
Media Backup
contents, ap:584
described, ao:23
Media Restore
contents, ap:584
described, ao:23
Network Management
contents, ap:584
described, ao:23
Network Security
contents, ap:584
NIS+ Administration
contents, ap:584
described, ao:23

Object Label Management
contents, ap:585
described, ao:23
Object Privilege Management
contents, ap:585
described, ao:23
Outside Accred
contents, ap:585
described, ao:23
overview, ap:214 to ap:217, ao:21 to
a0:25
Printer Security
contents, ap:585
described, ao:23
Privileged Shells
described, ao:23
Process Management
contents, ap:585
described, a0:23
required
contents, ap:588
software administration, ao:19
Software Installation
contents, ap:586
System Management
contents, ap:585, ap:586
System Security
contents, ap:586
table of actions, ap:628 to ap:635
table of commands, ap:590 to ap:628
table of profile contents, ap:580 to
ap:588
updating, ic47 to ic49
User Management
contents, ap:586
described, ao:24
User Security
contents, ap:587
described, ao:24

NIS+ Security Administration verifying, ic48
described, ao0:23 where assigned, tg:17
NIS+ Security Adminstration where defined, tg:16
contents, ap:584 execve audit record, aa:194
Object Access Management execve system call

contents, ap:585 inheriting privileges across, ap:534
described, ao:23
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replacing the executing
program, ap:529

existing

partitioning value, ic:156

size value for filesys, ic:152
exit audit record, aa:195
Exit control, ug:97
exit prom  audit record, aa:194
exit token

described, aa:156

praudit display, aa:156
explicit, partitioning value, ic:156
exporting directories, ap:403
exporting information

rules for physical label, 1a:24
exporting shared directories, ic:93
exporting software, ap:520
extended attributes, ap:371
extended operations, dg:324
external view, la:29

F

fa audit class, aa:105
fa audit flag, aa:98
FAF_ALL flag, dg:36
FAF_MLDflag, dg:35
FAF_PUBLIC flag, dg:36
FAF_SLDflag, dg:35
failsafe login, tg:12
defined, ug:36
failsafe session
recovering from startup file
errors, ap:79
failure
audit flag prefix, aa:9
turning off audit flags for, aa:9 to
aa:10
fallback mechanism
creating, ap:339
networks, ap:321
using for network
configuration, ic:80

fauditpsa  audit record, aa:195
fc audit class, aa:106
fc audit flag, aa:98
fchdir  audit record, aa:196
fchmod audit record, aa:197
fchown audit record, aa:198
fchroot audit record, aa:199
fentl  audit record, aa:199
fd audit class, aa:107
fd audit flag, aa:98
fdformat command, ic:137
FDFS
mounting in Trusted Solaris, ap:385
fdisk profile keyword
example, ic:149
features, operating system, dg:2
fgetcmwfsrange  system call,
declaration, dg:104
fgetcmwlabel  audit record, aa:204
fgetcmwlabel  system call,
declaration, dg:103
fgetfattrflag (2TSOL),
declaration, dg:27
fgetfpriv system call,
declaration, dg:62
system call,
declaration, dg:27
fgetmldadorn  system call,
declaration, dg:175
fgetsldname  audit record, aa:200
fgetsldname  system call
creating SLDs, dg:170
declaration, dg:175

fgetfsattr

file
trusted network entries, ap:304
file field, dg:214
File Manager
accessing applications, ao:25
ACLs, ug:104 to ug:112
adding ACL entries, ug:108 to ug:109
as trusted process, ap:527
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changing ACL entries, ug:110 to
ug:111
changing file ILs, ug:119 to ug:121
changing file SLs, ug:115 to ug:119
changing permissions, ug:106
changing privileges, ao:30
changing security attributes, ap:378
deleting ACL entries, ug:112
determining labels, ug:113
differences in Trusted Solaris, ug:74
displaying ACL entries, ug:106 to
ug:107
displaying basic information, ug:105
labels, ug:113 to ug:121
launching, ao:49
modified for Trusted Solaris, tg:36
overview, a0:126 to ao:130
overview for users, ug:100 to ug:121
passing inheritable privileges, ap:538
permissions, ug:104 to ug:112
Privileges dialog box, ap:537, ap:538
viewing SLD contents, ug:53 to ug:55
file privilege sets, ap:524
file system attributes
interfaces, tg:61
list of, tg:27
storing, tg:26
file system objects
flags, tg:27
file systems, ao:134
fdfs type
mounting, ap:385
See also code examples
See also label ranges
See also MLDs
See also security attribute flags
See also security attributes
See also SLDs
access privileges, dg:18
accessing MLDs, dg:170
ACL information, dg:33
action for sharing, ap:403
administering, ic:198
attribute flags, a0:134
cachefs type
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mounting, ap:384
changing security attributes using
mount -S (1IMTSOL)
command, ap:400
changing security attributes using
newsecfs (1MTSOL)
command, ap:399
changing security attributes using
setfsattr (IMTSOL)
command, ap:399
changing security attributes using
vistab file, ap:401
differences in Trusted Solaris, a0:134
t0 a0:138
dump and restore, tg:39
fdfs type
mounting, ap:385
free space on audit servers, aa:12
hide upgraded names, dg:29

hsfs type

mounting, ap:385
ILs, ao0:134
IPC bind to file, dg:4
lofs type

mounting, ap:385
managing, ap:359 to ap:405
MLDs, a0:134
modified Solaris commands, ao0:135,
a0:138
mounting, ao:135 to a0:138, tg:38
multilabel, tg:28
nfs type
mounting, ap:385
object flags, tg:27
objects, dg:3
pcfs type
mounting, ap:385
polyinstantiated, dg:169
privileges, ao:29
privileges, defined, dg:53
review of concepts, ap:361 to ap:374
security attributes, ap:380 to ap:383,
a0:134
security policy, dg:16, dg:17
setting security attributes, tg:26
sharing audit file system, aa:47



file

file

file_audit
file_audit
file_dac_execute
file_dac_read
file_dac_search

file_
file_

file_
file_|

single label, ap:382
accessing SLDs, dg:171
SLs, ao:134
storing attributes, tg:26
supported types, ap:384
table of supported types, examples,
notes, ap:386
tmpfs type
mounting, ap:386
Trusted Solaris commands, ao:134 to
a0:135
ufs type
mounting, ap:386
token
described, aa:156
praudit display, aa:157
(1) command
identifying multilevel
directories, ap:63
privilege, dg:34, dg:36
privilege, dg:36
privilege, dg:18
privilege, dg:18
privilege, dg:18,

dg:80
file_dac_write privilege, dg:18,
dg:223
downgrade _il privilege, dg:96
downgrade_sl privilege, dg:41,
dg:95
mac_read privilege, dg:18, dg:223
mac_search privilege, dg:18
mac_write privilege, dg:18

file_

file_
file_

file_
file_
file_|

resulting in a file’s dominating its
directory’s SL, ap:418

nofloat privilege, dg:96

owner  privilege, dg:36, dg:95,
dg:96

setfpriv privilege, dg:191

setpriv privilege, dg:57

upgrade_il privilege, dg:95,
dg:96

file_upgrade_sl privilege
resulting in upgraded names, ap:418
files
accessing, ao:35 to ao:46
ACLs, ug:100 to ug:112
allowed privileges, dg:54
authorizations, ao:27
authorizations, defined, dg:82
for booting, ic:197
changing flags, ap:378
changing labels, ap:378
changing privileges, ap:378
copying between File
Managers, ug:118
copying from tape, ic31
copying to other SLs with .copy_
files , ug:121
copying to tape, ic30
forced privileges, dg:54
interpreted, dg:54
label privileges, dg:95
linking between File
Managers, ug:118
linking to other SLs with .link_
files , ug:121
managing, ap:359 to ap:405
moving between File
Managers, ug:115 to ug:118
permissions, ug:100 to ug:112
policy for accessing, ap:362
privilege sets, dg:53
privileges for creating core
files, dg:58
procedure for changing labels and
privileges, ap:396
review of concepts, ap:361 to ap:374
security attributes, ao:38
setting public object bit, aa:59
setting security attributes, tg:26
upgraded, ap:376
when writing to executables, dg:57
files and file systems
begin scripts output, ic:174
copying
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JumpStart installation files from
CD, ic:138,ic:141
Trusted Solaris boot
diskette, ic:137
creating local file systems, ic:152 to
ic:153
handling audit trail overflow, aa:91
mounting, ic47, aa:47
preserving data
existing data, ic:153
protecting, aa:45
security attributes
auditing, aa:342
setting label, ic45
sharing, ic43
showing if shared, ic45
files  subdirectory, aa:10, aa:46
filesys profile keyword
description and values, ic:150
examples, ic:147 toic:149
filesystems
security attributes, ap:388
finish  rule field
described, ic:161
valid entries, ic:163
validation, ic:169
finish scripts

adding, ic:177
rule field, ic:161
finish.log file, ic:176

flags, cm:25, cm:36, cm:66, cm:67, cm:88,

cm:93, cm:98, cm:103, cm:108,
cm:112, cm:129

audit_control file line, aa:12

audit_user file, aa:14 to aa:15

C library functions, aa:341

definitions, aa:8

file system objects, tg:27

machine-wide, aa:8, aa:12

overview, aa:8

policy flags, aa:24

process preselection mask, aa:16

syntax, aa:8 to aa:9
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flags, See security attribute flags
flags: line in audit_control file
described, aa:12
prefixes in, aa:10
process preselection mask, aa:16
flags=, cm:25, cm:36, cm:66, cm:67, cm:88,
c¢m:93, cm:98, cm:103, cm:108,
cm:112, cm:129
floating, See ILs
floppy disk devices
accessing, ap:486
device_clean  script, ap:497
floppy disks
physical labeling, la:24
fm audit class, aa:105, aa:106, aa:107,
aa:108, aa:110, aa:111, aa:112,
aa:114, aa:115, aa:116
fm audit flag, aa:98
fn audit class, aa:109
fn audit flag, aa:98
Folders subpanel
differences in Trusted Solaris, ug:74
Follow, ap:509
font paths
window privileges, ao:30
fonts
font list translation, dg:306
font path privileges, dg:294
forced privileges, ap:524
See also privilege sets
when turning off allowed, dg:70
assigning, ao:30
clearing, dg:70
defined, dg:54, a0:28
file systems, ao:134
on file systems, dg:33
set to none during write, dg:57
fork audit record, aa:200
fork system call
CMW label values, dg:93
creating processes, ap:529
guidelines for changing SLs, dg:98
inheritable privileges, dg:76



inheriting privileges across, ap:534
privileges in child, dg:77
forkl audit record, aa:200
formatting diskettes, ic:137
fr audit class, aa:109
fr audit flag, aa:98
fr locale name, ic:154
free size value for filesys, ic:152
free_auth_set  (3TSOL)
code example, dg:88
declaration, dg:84
free_profent (3TSOL)
code example, dg:218
declaration, dg:217
free_profstr (3TSOL)
code example, dg:218
declaration, dg:217
free_userent  (3TSOL)
code example, dg:218
declaration, dg:215
freeze audit record, aa:270
French locale value, ic:154
Front Panel
accessing applications, ao:25
as trusted process, ap:527

differences in Trusted Solaris, ug:72

to ug:79
expansion, tg:4
modifying, ap:423

passing inheritable privileges, ap:538

Style Manager
changing session
characteristics, la:14
Subpanels
as trusted processes, ap:527

front panel in CDE, tg:34
FSA_ACLvalue, dg:33
FSA_ACLCNTvalue, dg:33
FSA_AFLAGSvalue, dg:33
FSA_APRIV value, dg:33
FSA_APSAvalue, dg:34
FSA_APSACNWalue, dg:34
FSA_DFACLvalue, dg:33

FSA_DFACLCN7WValue, dg:33
FSA_FPRIV value, dg:33
FSA_LABELvalue, dg:33
FSA_LBLRNGvalue, dg:34
FSA_MLDPFXalue, dg:34
fsetcmwlabel  audit record, aa:201

fsetcmwlabel  system call,
declaration, dg:103

fsetfattrflag audit record, aa:201

fsetfattrflag system call,

declaration, dg:27
system call,

declaration, dg:62

fstatfs audit record, aa:202

ftpd login audit record, aa:316

functions, See APls

fuser audit record, aa:313

fw audit class, aa:110

fw audit flag, aa:98

fsetfpriv

G

gateway host
defined, ao:87
gateways
concepts, ap:288 to ap:293
gen field, dg:212
German locale value, ic:154
get_auth_text  (3TSOL)
code example, dg:87
declaration, dg:84
get_priv_text (3TSOL)
code example, dg:66
declaration, dg:64

getaudit  audit record, aa:202
getauid audit record, aa:203
getcil (3TSOL)

code example, dg:117
declaration, dg:105
getclearance  system call
code example, dg:157
declaration, dg:154
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getcmwfsrange audit record, aa:203
getcmwfsrange system call
declaration, dg:104
getcmwfsrange (2TSOL)
code example, dg:123
getcmwlabel audit record, aa:204
getcmwlabel system call
code example, dg:43, dg:120
declaration, dg:103
getcmwplabel  system call
code example, dg:43, dg:117
declaration, dg:103
getcsl (3TSOL)
code example, dg:43, dg:117
declaration, dg:104
getdents audit record, aa:204
getdents  system call

restricting from returning upgraded

names, ap:418
getfattrflag command
described, ap:378
overview, ao:131
getfattrflag system call
code example, dg:35
declaration, dg:27
getfattrflag (1TSOL) command
identifying MLDs, ap:63
getfile: RPC failed: error 5:
RPC Timed out
message, ic:144, ic:266
getfilepriv audit record, aa:205
getfpriv. command
overview, ao:132
using to save privileges, ap:571
getfpriv. system call
code example, dg:69
declaration, dg:62
privileges needed, dg:57
getfpriv. (1TSOL), dg:67
getfsattr command
described, ap:382
overview, a0:135
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getfsattr system call
code example, dg:33
declaration, dg:27
getlabel (1TSOL), dg:122
getlabel command
overview, ao:132
getmldadorn  audit record, aa:205
getmldadorn  system call
code example, dg:178
declaration, dg:175
getmsg audit record, aa:206
socket accept , aa:206
socket receive , aa:206
getmsggcmwlabel audit record, aa:207
getmsggcmwlabel  system call,
declaration, dg:234
getpattr  system call
code example, dg:37
declaration, dg:27
getpmsg audit record, aa:207
getportaudit audit record, aa:208
getppriv  system call
code example, dg:41, dg:74, dg:76
declaration, dg:62
getprofent  (3TSOL),
declaration, dg:216
getprofentbyname  (3TSOL)
code example, dg:218
declaration, dg:216
getprofstr ~ (3TSOL),
declaration, dg:216
getprofstrbyname (3TSOL)
code example, dg:218
declaration, dg:216
getsemcmwlabel audit record, aa:208
getsemcmwlabel  system call
code example, dg:239
declaration, dg:235
getshmcmwlabel audit record, aa:209
getshmcmwlabel  system call
code example, dg:241
declaration, dg:236



getsldname audit record, aa:209
getsldname system call
code example, dg:45, dg:178
creating SLDs, dg:170
declaration, dg:175
getuserent (3TSOL)
code example, dg:222
declaration, dg:215
getuserentbyname  (3TSOL)
code example, dg:48, dg:218
declaration, dg:215
getuserentbyuid (3TSOL),
declaration, dg:215
getvfsaent (3TSOL), code
example, dg:31
getvfsafile (3TSOL), code
example, dg:31
GFI
label encodings, la:3
gid field, dg:295
GIDs
(group IDs)
assigning, ao:66
assigning to actions, ao:122
assigning to commands, ao:122
effective
alternative to privileges, ap:524
defaults, ap:540
defined, ap:522
in execution profiles, ap:214, ao:21
network interfaces, a0:96
privilege to change, dg:58
remote host templates, a0:93
graphical user interfaces
labels, tg:56
graphical user interfaces, See GUIs
Greenwich Meantime map, ic:268
group IDs
assigning, ap:124
group IDs, See GIDs
group names
assigning, ap:124

group token

praudit display, aa:157
groupmgr audit record, aa:314
groups

ACL entry, ug:103

deletion precautions, ap:40

managing, ao:52

security requirements, ap:40
groups token

described, aa:157
GUIs

(graphical user interfaces)

See also builders, GUI

CDE, dg:10

Motif, dg:10

Xlib, dg:10

Xlib objects, dg:289

H

h_alloc (3TSOL)
code example, dg:148, dg:167
declaration, dg:110, dg:157
h_free (3TSOL)
code example, dg:148, dg:167
declaration, dg:110, dg:157
halt audit record, aa:314
handling caveats
printer banners, la:47
hands-off installation
requirements, ic:110
hard disk space requirements, aa:21
hard disks
interfaces supported, ic:7
local disks in networked
systems, ic:59
partitioning
designating for partitioning
default, ic:156
examples, ic:147 to ic:149
excluding for partitioning
default, ic:151
profile keyword, ic:156
rootdisk values, ic:152, ic:168 to ic:169
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size
root space, ic:150
rule keywords, ic:164, ic:167
swap space
diskless client, ic:150
maximum size, ic:157
profile examples, ic:147, ic:148
hard string with audit_warn
script, aa:19
hardware
frame buffers, ic:235, ic:236, ic:237
graphics accelerators, ic:235, ic:236,
ic:237
input devices, ic:236
installation requirements, ic:7
multimedia, ic:237
planning, ic:6toic:8
platform names and groups by
system, ic:233 to ic:234
platforms supported, ic:7
printers, ic:237
SBus components, ic:235, ic:236,
ic:237
supported, ic:233 to ic:237
video, ic:237
header field, dg:102
header file locations, tg:50
header files
auditing APls, dg:187
authorization APls, dg:82
clearance APIs, dg:153
label APIs, dg:100
Label builder APIs, dg:316
locations, list of, dg:334
MLD APIs, dg:173
privilege APIs, dg:59
profile database access APls, dg:212
RPC APIs, dg:280
SLD APIs, dg:173
System V IPC APIs, dg:234
TSIX APIs, dg:247
user database access APIs, dg:212
X Window System APIs, dg:294
header token
described, aa:71, aa:74, aa:158
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fields, aa:71, aa:74
format, aa:158
order in audit record, aa:70
praudit display, aa:71, aa:159
header_len field, dg:102
header_len field, dg:101
Help menu item
described, ug:95
hexadecimal
to binary, dg:144, dg:147
hexadecimal label equivalents
determining, ap:44
hextoalabel =~ command, dg:197
overview, ao:142
hidden_il_action, ap:439
hide upgraded names, dg:29
Home dialog box
User Manager, ap:134 to ap:136
home directories
assigning, ao:74 to ao:75
automounting, tg:3, tg:29
mounting, ic47
setup, ic:88, ic:104
sharing, ic43toic44
Host Manager
adding a host to a running
system, ap:410
adding diskless clients, ic:192
adding hosts, ic:120 toic:121, ic:125,
ic:191
described, ic:112
host token
described, aa:159
praudit display, aa:159
host types
CIPSO, ap:314
cipso, ao:89
MSIX, ap:312
msix, a0:89
network, tg:22
networking, ap:265 to ap:267, ap:306
to ap:319, a0:87
remote host templates, a0:93
RIPSO, ap:316



ripso, ao:89
sun_tsol, ap:306, a0:89
table of templates and
protocols, ap:265
TSIX, ap:308
tsix, ao:89
unlabeled, ap:318, a0:89
hostaddress rule keyword, ic:164
hostmgr audit records, aa:315
hostname rule keyword
description and values, ic:164
example, ic:162
hosts
adding for network
installation, ic:121
assigning templates, ap:332toap:335,
ap:335 to ap:342
entering in network files, ic:75toic:81
entering in tnrhdb, ic:80 to ic:81
modifying templates, ic:79 to ic:80
networking concepts, ap:259
worksheet, ap:577
How Computer Users May Be Restricted
to a Single Sensitivity
Label, la:13
HSFS
mounting in Trusted Solaris, ap:385
procedure for mounting, ap:403
htobcl (3TSOL)
code example, dg:147
declaration, dg:111
htobclear (3TSOL)
code example, dg:166
declaration, dg:157
htobil  (3TSOL), declaration, dg:111
htobsl (3TSOL), declaration, dg:111
human-readable audit record format
converting audit records to, aa:78 to
aa:84
described, aa:69

170 interrupt error messages, ic:112
iaddr field, dg:295
ladministrative labels
issues about names, la:27
icon labels
on windows, tg:19
icons
for device allocation, ic32, aa:55
for System_Admin actions, ic40
using to launch actions, ic25
visibility
in the File Manager, ap:528
in the Workspace Menu, ap:528
identification
defined, ug:20
procedure, ug:22 to ug:23
identification and authentication
See also administrative roles,
assuming
before assuming a role, ap:5
getfattrflag (1TSOL) command
identifying MLDs, ap:63
Identity dialog box
User Manager, ap:124
Idle dialog box
User Manager, ap:143, ap:144
idle time
assigning, ao:82 to ao:83
customizing, ic37
idlecmd field, dg:212
idletime  field, dg:212
IDs
See also audit IDs
See also GIDs
See also UIDs
audit, aa:3, aa:16, aa:73
audit session, aa:16, aa:73
audit user, aa:73
terminal, aa:16
ifconfig command
Trusted Solaris modifications, ao:106
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field, dg:295

IlLs

(input information labels)
defined, ug:95
described, dg:291
security policy, dg:291
setting, la:22

INET Domain sockets

(Internet Domain sockets)
field, dg:295

IL floating

policy for devices, ap:485

il_float_policy, ap:485
ilabel  field, dg:102
ilabel  token

described, aa:159
praudit  display, aa:160

ilabel_len field, dg:101, dg:102
IL-relation, ap:438

ILs

(information labels)
See also CMW labels
See also code examples
See also labels
See also SLs
See also translation
API declarations, dg:350
changing file ILs, ug:119 to ug:121
changing input ILs, ug:95 to ug:96
in CMW label, dg:90
components, dg:91
conjoin, defined, dg:92
Customize Trusted Solaris
Configuration dialog
box, la:41
deciding whether to allow
floating, la:43
deciding whether to reset when a new
command is executed, la:43
deciding whether to use, la:42
default setting, tg:.4
defined, ug:14, ao:3
described, ap:367
determining by window query, ug:94
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determining with File
Manager, ug:113
devices
il_float_policy, ap:485
DIA requirement, la:23
displaying and hiding, ap:138 to
ap:140
dominate, dg:127
enabling, dg:28
enabling floating, dg:28
enabling floating system-wide, la:42
enabling message floating, dg:28
enabling semaphore set
floating, dg:28
enabling shared memory
floating, dg:28
enabling system-wide, la:42
equal, dg:127
file systems, ao:134
floating, ug:16
algorithms, dg:92
cases when it occurs, la:22
described, ap:367
guidelines, dg:99
object CMW label, dg:94
process CMW label, dg:93
stopping, dg:96
System V IPC objects, dg:233
TSIX, dg:245
X Window, dg:294
hidden_il_action, ap:439
initial setting on an empty
object, la:22
label overview, ao:4, ao:16
length of component fields, la:18
limits on floating, la:23
on banner and trailer pages, la:92
privileges
changing process IL, dg:95
downgrading ILs, dg:96
upgrading ILs, dg:96
purpose, dg:89
remote host templates, a0:93
resetting on exec , la:42, dg:29
setting an input IL, la:22
setting input IL, la:22



setting user and role accounts

locally, la:44

site implementation example, la:139
to la:143

TSIX, dg:246

uses
controlling information
distribution, la:23
visibility, ao:77
in.ftpd audit record, aa:316
in.rexecd audit record, aa:328
in.rshd  audit record, aa:329
in_addr token
described, aa:160
praudit display, aa:160
include files, See header files
INET Domain sockets, See IPC
inetd: service request
record, aa:316
information label, la:6 to la:10, cm:2 to
cm:17, cm:19, cm:20, cm:21,
cm:23, cm:25 to cm:43, cm:45,
cm:48, cm:58 to cm:70, cm:74,
cm:76, cm:79, cm:83, cm:98,
cm:99, cm:100, cm:113, cm:116,
cm:117,cm:118,cm:121,cm:125to
cm:134, cm:136, cm:141
information label float audit
record, aa:210
INFORMATION LABELS section
label_encodings example, la:164
information labels, See ILs
inheritable privileges, ap:534
See also privilege sets
assigning, ao:31
code example, dg:76
defined, dg:55, a0:28
init audit record
run level change
information, aa:330
initd  directory
starting commands during
boot, ap:553

audit

initial compartments
classification keyword, la:64
initial compartments=, cm:5,cm:19,cm:21
tocm:23,cm:112, cm:120, cm:124
initial markings
classification keyword, la:64
initial markings=, cm:5, cm:19, cm:23 to
cm:24, cm:63, cm:112, cm:120,
cm:124
initialization files
Trusted Solaris differences
shells
initialization files
differences, ap:77

Input IL field
described, ug:72
input information labels, See llLs
install server
copying Trusted Solaris CD to local
disk, ic:112
creating, ic:114
described, ic:108
requirement for network
installation, ic:108
install user
deleting, ic38
install_config command, ic:144
install_type profile keyword
description and values, ic:153
examples, ic:147
requirement, ic:145, ic:148
testing profiles, ic:180 to ic:182
Installation
label_encodings> summary
information, la:3
installation
adding software, ap:544
boot commands, ic:55
differences from Solaris 2.x
releases, tg:12
differences from Trusted
Solaris 2.5, tg:12
using DNS, ic:86
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manual reboot, ic:61
memory requirements, ic:7
networked workstations
config_data file, ic:117
division of tasks, ic:53
setting date and time, ic:119
NIS+ clients, ic:97 to ic:106
NIS+ root master, ic:71to ic:96
non-networked workstation, ic:63 to
ic:70
over networks, ic:107 toic:128
planning, ic:1toic:15
planning hardware, ic:6
root password creation, ic:61
upgrade option, ic:58
upgrade tasks, ic49
installed rule keyword
description and values, ic:164
rootdisk matching, ic:168
installf audit record, aa:317
integrating an application, dg:338
interactive installation
booting the system, ic:54
CDROM drive preparation, ic:54
CDROM task map, ic:16
JumpsStart diskette installation task
map, ic:19
networked workstations, ic:53 to
ic:62
NIS+ rootmaster, ic:71 to ic:96
interfaces, See APls
internationalization
changing printer output, ap:457, la:85
Internet Domain sockets, See INET
Domain sockets
Internet Protocol, See IP
Internet-related tokens
socket token, aa:171
interoperability
between releases, tg:37
interprocess communication, See IPC
inter-window movement
window privileges, ao:30
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inverse bit, cm:10, cm:12, cm:30, cm:32,
cm:62, cm:70, cm:75, cm:77,
cm:116, cm:124, cm:135
inverse word, cm:4, cm:8, cm:9, cm:10 to
cm:12, cm:22, cm:23, cm:30,
cm:31, cm:32, cm:41, cm:43,
cm:62, cm:70, cm:127, cm:132,
cm:135, cm:137
io audit class, aa:110, aa:112
io audit flag, aa:98
ioctl: ioctl to special devices
audit record, aa:212
IP
(Internet Protocol)
IP addresses
rule keyword, ic:164
tnrhdb database, a0:90
ip auditclass, aa:111
ip audit flag, aa:98
IP labels
remote host templates, a0:93
IP Options field
Trusted Solaris data packets, ao0:88
using for routing, ap:271
ip token
described, aa:161
IPC
(interprocess communication)
See also communication endpoints
See also RPC
See also System V IPC
Seealso TLI
See also TSIX library
See also X Window System
communication endpoint
objects, dg:4
file binding, dg:4
mechanisms described, dg:223
multilevel port connections, dg:228
network accreditation range, dg:244
objects, dg:4
polyinstantiated ports, dg:229
port binding, dg:4
privileges, ao:29



privileges, defined, dg:53
security attributes
changing, dg:245
contrast with Solaris, dg:12
described, dg:244
security policy, dg:16, dg:223
single-level port connections, dg:228
IPC (interprocess communications)
multilevel ports, tg:72
remote procedure calls, tg:72
sockets, tg:69
System V IPC, tg:68
TLI (Transport Layer Interface), tg:69
trusted streams, tg:72
TSIX (Trusted Security Information
Exchange), tg:71
ipc token, aa:161 to aa:162
described, aa:161
praudit display, aa:162
ipc type field values (ipc token), aa:162
ipc_dac_read privilege, dg:232
ipc_dac_write privilege, dg:232
ipc_downgrade_il privilege, dg:233
ipc_mac_rad privilege, dg:232
ipc_mac_read privilege, dg:223, dg:232
ipc_mac_write  privilege, dg:232
ipc_nofloat privilege, dg:223, dg:233
ipc_owner privilege, dg:223, dg:232
ipc_perm token
described, aa:162
praudit  display, aa:163
ipc_upgrade_il privilege, dg:233
ipcrm  command
Trusted Solaris modifications, ao0:139
ipcs command
Trusted Solaris modifications, ao0:139
IPI interface, ic:7
iport  token
described, aa:163
praudit display, aa:163

it locale name, ic:154
Italian locale value, ic:154

item size field values (arbitrary
token), aa:152

J

ja locale name, ic:154
Japanese locale value, ic:154
JumpsStart directory
adding files with finish scripts, ic:176,
ic:177
copying files
disk configuration files, ic:184
installation files from CD, ic:138,
ic:141
using finish scripts, ic:177
creating, ic:132
diskette for SPARC
systems, ic:136 toic:138
example, ic:240
server, ic:139 toic:141
install server setup, ic:143
permissions, ic:136, ic:139
rules file example, ic:158
sharing, ic:139toic:141, ic:241
JumpsStart installation
diskette task map, ic:19
network task map, ic:18

K

kadb (1M) command
overriding default system (4) switch
setting, ap:419
karch rule keyword, ic:165
kernel events
audit number range, aa:6
audit records, aa:179 to aa:277
audit tokens, aa:70
auditconfig command
options, aa:23
described, aa:6
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kernel functions, tg:78

kernel switches
configurable, ap:416
configurable behaviors, ap:416

keyword

access related, cm:25, cm:36, cm:42,
cm:98, cm:113, cm:114,
cm:129 to cm:133

all compartment combinations
valid, cm:49, cm:49 tocm:50,
cm:82,cm:118, cm:119,
cm:142

all compartment combinations valid
except, cm:49 to cm:50,
cm:82, cm:113, cm:119,
cm:142

classification=, cm:49tocm:51,cm:81,
cm:82, cm:113, cm:119,
cm:142

compartments=, cm:6, cm:25, cm:33
to cm:34, cm:59, cm:88,
cm:93, cm:98, cm:103,
cm:108, cm:112, cm:126 to
cm:141

flags=, cm:25, cm:36, cm:66, cm:67,
cm:88, cm:93, cm:98, cm:103,
cm:108, cm:112, cm:129

initial compartments=, cm:5, cm:19,
cm:21 to cm:23, cm:112,
cm:120, cm:124

initial markings=, cm:5,cm:19, cm:23
tocm:24, cm:63, cm:112,
cm:120, cm:124

markings=, cm:6, cm:25, cm:34 to
cm:35, cm:39, cm:40, cm:42,
cm:45,cm:67,cm:73tocm:79,
cm:98, cm:103, cm:112,
cm:114, cm:126 to cm:141

maxclass=, cm:6, cm:25, cm:31 to
cm:32,cm:44,cm:45,cm:88 to
cm:110, cm:127, cm:129

minclass=, cm:5, cm:25, cm:29 to
cm:31, cm:44, cm:45, cm:59,
cm:71, cm:89 to cm:110,
cm:126 to cm:137
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minimum clearance=, cm:50 to
cm:52,cm:84,cm:112,cm:115,
cm:119, cm:142

minimum protect as
classification=, cm:51,
cm:84, cm:113, cm:143

minimum sensitivity label=, cm:51,
cm:52,cm:84,cm:113,cm:115,
cm:143

name=, cm:19 to cm:20,cm:25, cm:26,
cm:28, cm:39, cm:40, cm:59,
cm:67,cm:73tocm:79,cm:85,
cm:124 to cm:141

ominclass=, cm:6, cm:25, cm:29 to
cm:31, cm:71, cm:89 to
cm:105, cm:109, cm:110,
cm:129, cm:133, cm:135,
cm:137

only valid compartment
combinations, cm:49, cm:51,
cm:82, cm:113, cm:119,
cm:142

prefix, cm:25, cm:28, cm:92, cm:93,
cm:99, cm:104, cm:108,
cm:119, cm:125, cm:126,
cm:134, cm:137, cm:139

prefix=, cm:25, cm:28, cm:93, cm:94,
cm:99, cm:104, cm:108,
cm:119, cm:130, cm:133,
cm:135to cm:141

sname=, cm:19, cm:20, cm:25, cm:27
to cm:28, cm:44, cm:45,
cm:59, cm:85, cm:89, cm:94,
cm:99, cm:104, cm:108,
cm:120, cm:124, cm:140

suffix, cm:25, cm:28, cm:89, cm:94,
cm:99, cm:104, cm:108,
cm:109, cm:119, cm:125,
cm:126, cm:139

suffix=, cm:25, cm:28, cm:89, cm:94,
cm:99, cm:109, cm:119,
cm:129, cm:130, cm:131,
cm:139, cm:140

value=, cm:19, cm:21, cm:29, cm:31,
cm:59, cm:85, cm:112,
cm:120, cm:124



keywords, la:63 label names

kill  audit record, aa:213 avoiding abbreviations and
kmen{7D) kernel image file, ap:543 acronyms, la:22
ko locale name, ic:154 label ranges

accreditation, dg:101, dg:133
assigning, dg:93

assigning to devices, ao:34
checking, dg:124

L defined, ao:6

Label builder described, ap:367, dg:123

Cancel pushbutton, dg:321 devices, a0:149
declarations, dg:316 in execution profiles, ao:21

described, dg:315 file systems _
Downgrade SL Using IL API declarations, dg:348
pushbutton, dg:321 data structure, dg:101

extended operations, dg:324 overview, la:7
functionality, dg:320 See also accreditation ranges

Korean locale value, ic:154
kstat (3), a0:149

IL radio button, dg:321 setting on individual
Reset pushbutton, dg:321 computers, ap:487
SL radio button, dg:321 label translation, la:18
label builder label view
See also code examples example of effects, la:29
changing component names, la:113 process flag, la:32
label builder interfaces, tg:56 setting in label_encodings
label clipping _flle, Ia:SQ
API declarations, dg:303, dg:352 label_encodings file, la:62

access-related words, la:87

adding to a government-supplied
encodings, la:3

API declarations, dg:348

changing after system start-up, la:61

changing classifications, la:63

CHANNELS section, la:97, 1a:106

checking, la:57

classification keywords, la:63

color names, dg:136

copying to client, ic:99

creating a site’s version, la:3

; > distributing changes, ap:42, ap:423,

checking, ic:74 la:125 to 1a:135

copying, ic:94 encoding example, 1a:149 to la:161

localizing, ic:6, ic:229 government-supplied, la:73

modifying, ic:74 to ic:75 hints for managing, 1a:58
other file constraints, ao:9 information on, dg:137

overview, ao:5to ao:6 introduction, la:1

translating with font list, dg:306
label data types
accreditation ranges, dg:101
banner fields, dg:102
CMW label structure, dg:100
information labels, dg:100
label information, dg:101
levels, dg:101
sensitivity labels, dg:100
setting flags, dg:100
SL ranges, dg:101
label encodings file
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Label builder, dg:320
label translation flag, dg:39
LOCAL DEFINITIONS
section, la:110 to la:111
modifying, ic:65 to ic:66
multiple sensitivity labels, la:59
Non-English, dg:306
optional flags, la:113
placeholder files, la:58, la:64
planning, la:48
planning example, 1a:137 to la:176
preparing, la:55 to la:56
procedures, ap:480
assigning colors to labels or
words, la:121
changing administrative
labels, 1a:118
changing classifications, la:74
changing component names in
label builder, la:121
changing single-label
default, la:77
configuring channels, la:107
configuring printers, la:106
creating single-label file, 1a:79
displaying administrative label
names, la:119
displaying administrative label
substitutes, la:119
distributing label
information, la:129
distributing label information
changes, la:134
hiding labels, 1a:80
modifying, la:72
printing without banners and
trailers, ap:478
printing without labeled
pages, ap:464, ap:481
running without labels, la:73
specifying default and inverse
words, la:76
specifying default flags, 1a:120
specifying forced flags, 1a:120
protect as classification, la:87
retrieving version string, dg:114
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running without labels, la:61
sample listing, la:179 to 1a:187
sections, la:62
single sensitivity labels, 1a:60
single- vs multilabel, la:59
specifying label colors, la:115 to
la:123
Sun extensions to GFI encodings, la:3
valid clearances, dg:154
valid labels, dg:102
view flag, dg:39
word order requirements, la:62
label_encodings (4TSOL) file
action for editing and checking, ap:13
label_info structure, dg:101
labelinfo  (3TSOL)
code example, dg:137
declaration, dg:108
labelmax field, dg:212
labelmin field, dg:212
labels
See also clearances
See also CMW labels
See also ILs
See also SLs
See also translation
accreditation ranges, la:34
acquiring, dg:93
administrative, dg:115, tg:18, tg:19
advisory, la:18
advisory labels, tg:18
API declarations
CMW labels, dg:351
entire, dg:102todg:111,dg:348to
dg:352
file systems, dg:348
ILs, dg:350
label clipping with font
list, dg:352
label types, dg:349
label_
encodings (4TSOL), dg:
348
levels, dg:349
reentrant routines, dg:349



SLs, dg:350
assigning to accounts, ao:76 to ao:78
assigning to files, ao:129
authorizations, dg:82, ao:27
avoiding abbreviations and
acronyms, la:22
changes in label encodings file, tg:18
changing on files and
directories, ap:396
checking validity, ao:142
classification component, ao:4
classification field length, la:11, la:12,
la:15
clearances, tg:53
color planning example, la:160
compartment component, ao:5
components
arranging the relationships, la:50
configuration, tg:19
configuration choices, tg:18
configuring on banner/trailer and
body pages, la:47
configuring, the big picture, la:39
converting to ASCII, ao:142
converting to hex, ao:142
default Label View, la:111
defined, dg:89
described, ap:367, tg:53
displayed in Trusted Solaris
environment, ug:67 to ug:69
displaying, ap:138 to ap:140
distributing changes, ap:41 to ap:42,
ap:423, la:125 to 1a:135
dominance, ug:7, la:17, ao:4
dominance relationships, ap:366
dominate levels, dg:125
downgrading, la:25
downgrading of SLs based on
ILs, la:23
equal levels, dg:125
finding process’ current label, ic27
guidelines, dg:96
how used in MAC, la:5
ILs on printer output, la:24
installation example, ic:249, la:161 to
1a:175

internal view, la:29
Label builder, dg:315
markings, ao:5
minimum number of SLs, la:1
minimum protect as
classification, 1a:88
on archived information
physical, la:24
on e-mail, la:23
on icons, tg:19
on windows, tg:19
overview, ao:4to ao:16
overview of planning, la:47
planning, ic:i4toic:6
planning example, 1a:137 to la:176
printed body pages, ap:452, la:84
privileged tasks, dg:95
privileges for overriding, ao:29
procedures
changing system file
information, la:133
reentrant routines, dg:110, dg:111
relationships, ug:7, dg:125, ao:4
required types defined at each
site, la:47
running without labels, la:1
setting on unlabeled file system, ic45
site analysis example, la:144 to la:148
specifying colors, la:115 to la:123
strictly dominate levels, dg:126
translation flag, dg:39
Trusted Solaris commands, ao:142
undefined, dg:115
user interface builder, tg:56
valid, la:33, dg:102
view, dg:139
hierarchy of settings, 1a:30
setting default label view, la:30
view flag, dg:39
view settings
hierarchy, 1a:30
visibility, tg:19
setting on user and role
accounts, la:44
visibility of components, la:21
well-formed, ao:6
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worksheet examples, la:154 to la:161
Labels dialog box

User Manager, ap:136, ap:140
labeltrans field, dg:212

labelvers  (3TSOL)

code example, dg:114

declaration, dg:108
labelview field, dg:212
Latin America locale value, ic:154
LBUILD_CHECK_ARoperation, dg:326
LBUILD_LOWER_BOUND

operation, dg:326
LBUILD_MODEoperation, dg:324
LBUILD_MODE_CLRralue, dg:324
LBUILD_MODE_CMWalue, dg:324
LBUILD_MODE_IL value, dg:324
LBUILD_MODE_SLvalue, dg:324
LBUILD_SHOWbperation, dg:325
LBUILD_TITLE operation, dg:325
LBUILD_UPPER_BOUND
operation, dg:326

LBUILD_USERFIELD operation, dg:325
LBUILD_VALUE_CLRoperation, dg:325
LBUILD_VALUE_CMWperation, dg:324
LBUILD_VALUE_IL operation, dg:324
LBUILD_VALUE_SL operation, dg:324
LBUILD_VIEW operation, dg:326
LBUILD_VIEW_EXTERNALvalue, dg:326
LBUILD_VIEW_INTERNAL value, dg:326
LBUILD_WORK_CMuperation, dg:325
LBUILD_WORK_IL operation, dg:325
LBUILD_WORK_Sloperation, dg:325
LBUILD_WORKJ_CLPperation, dg:325
LBUILD_X operation, dg:325
LBUILD_Y operation, dg:326
Ichown audit record, aa:214
LD_LIBRARY_PATH dg:332
levels

defined, dg:125, dg:160

relationship, dg:125

relationships, dg:160
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See also labels
translating IL, dg:130
upper and lower bounds, dg:132,
dg:162
Igetcmwlabel  audit record, aa:204
Igetcmwlabel  system call,
declaration, dg:103
liaison  token
described, aa:163
praudit display, aa:164
libraries, C functions, aa:341
libraries, compile
auditing APIs, dg:187
authorization APIs, dg:82
clearance APIs, dg:153
label APls, dg:100
Label builder APIs, dg:316
MLD APIs, dg:173
privilege APIs, dg:59
profile database access APIs, dg:212
RPC APIs, dg:280
SLD APIs, dg:173
System V IPC APIs, dg:234
trusted shared libraries, dg:332
TSIX APls, dg:247
user database access APls, dg:212
X Window System APIs, dg:294
library routines
API declarations, dg:362
removed, tg:95 to tg:97
security policy on man pages, dg:331
Solaris, tg:91 to tg:95
Trusted Solaris, tg:84 to tg:91
libté (3NTSOL) library, ap:93
link audit record, aa:214
link_files file
described, ug:121
using, ap:87
linking
system privileges, ao:30
links
symbolic
MAC and IL attributes, ap:377



list_devices command
Trusted Solaris modifications, ao:146
list_devices (AMTSOL) command
described, ap:502
lo audit flag, aa:98
loadable modules
system privileges, ao:30
LOCAL DEFINITIONS section
label_encodings example, la:172
label_encodings file, la:3, la:110
to la:111
local file systems
creating, ic:152 to ic:153
local.login file
defining printers, ap:481
locale profile keyword
description and values, ic:154
Lock control, ug:97
lock control, ug:32 to ug:33
lock field, dg:212
lock screen
specifying after idle time, a0:82
LOFS
mounting in Trusted Solaris, ap:385
lofs file system
modified for Trusted Solaris, tg:29
log files
begin scripts output, ic:174
finish scripts output, ic:176
installation output, ic49, ic:61
security violation from
sharing, ap:543
upgrade output, ic50
logical AND rule field, ic:160
.login file , ap:135
login
authorizations, ao:27
by administrative roles, ap:5
disabled, ug:35
enabling, ug:35 to ug:36
example, ug:38 to ug:39
failsafe, ug:36, tg:12
fixing initialization problems, ug:36

procedure, ug:20 to ug:31

login audit record
logout , aa:318

rlogin , aa:317,aa:318
telnet login , aa:318
terminal login , aa:317

login authorizations, defined, dg:82
login record
praudit display, aa:72
login sequence, ap:7
login shells
assigning, ao:67
login/logout messages, copying to single
file, aa:81
logins
enabling after a reboot, ap:6
maximum allowed number of
failures, ap:42
opening an account closed by too
many failed logins, ap:43
setting the maximum number of
failures, ap:43
logout
procedure, ug:33 to ug:34
specifying after idle time, a0:82
LONG_CLASSIFICATIONflag, dg:139
LONG_WORCLag, dg:139
Ipadmin command
modified for Trusted Solaris, ap:465
Ipc command
modified for Trusted Solaris, ap:465
Ipr command
modified for Trusted Solaris, ap:465
Iporm command
modified for Trusted Solaris, ap:465
Ipsched command
modified for Trusted Solaris, ap:465
Ipsched audit records, aa:319 to aa:320
Ipstat command
modified for Trusted Solaris, ap:465
Ipsystem command
modified for Trusted Solaris, ap:465
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Iptest command
modified for Trusted Solaris, ap:465
Isetcmwlabel audit record, aa:253
Isetcmwlabel system call,
declaration, dg:103
Istat audit record, aa:215
Ixstat  audit record, aa:215

M

MAC
(mandatory access control)
See also security policy
accessing System V IPC
objects, dg:232
bypassing restrictions, ap:523
cautions about override
privileges, ap:543
clearance limits, dg:13
comparing labels, la:5
defined, ug:5, ao:2
described, ap:368
file access, ao0:36
guidelines for bypassing, dg:97
incoming packets
packets
incoming
MAC rules, ap:288
labels, la:1
outgoing packets, ap:285
override privileges, ap:523
policy for devices, ap:485
privilege bracketing, dg:71
security policy, dg:13
SL limits, dg:13, dg:89
machine halt audit record, aa:314
machine reboot audit record, aa:327
macros for privileges, tg:58
macros, See privilege macros
mail
aliases, ap:184 to ap:187
creating audit_warn  alias, aa:52
default mail utility, tg:33
differences in Trusted Solaris, ug:75
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listing mail queues, ap:187
managing, ap:177 to ap:210
messages, policy for access to, ap:362
options, ap:197 to ap:199
overview, ap:178 to ap:184
privacy options, tg:33
switching mail tools, ap:200 to ap:210
troubleshooting, ap:191 to ap:196
mail accounts, ic:197
mail icon
modified for Trusted Solaris, tg:36
.mailrc  file, ap:80
maintenance commands, aa:339
man(1l) command, ap:86, ap:87
man page locations, tg:50
man pages, ic:148
accessing for all bundled
products, ap:86 to ap:87
ERRORS sections, ap:523
mandatory access control, cm:1, cm:59 to
cm:61
mandatory access control, See MAC
manifest constants
authorizations
administrative, tg:105
complete list, tg:106
described, tg:104 to tg:108
user, tg:105
privileges
described, tg:100 to tg:104
network, tg:104
new, tg:103
removed, tg:102
retained, tg:101
system, tg:104
windows, tg:104
MANPATH environment variable, ap:86
to ap:87
manual pages
modified, dg:330
requesting, dg:330
security policy on, dg:331



mapped memory, access checks, dg:226
mappings
multilevel, dg:278
single-level, dg:278
marketing_profile example, ic:242
markings
defined, ug:15
described, ap:369
dominate, dg:129
equal, dg:129
field length, la:18
planning example, la:150
worksheet example, la:157
markings label component
defined, ao:5
markings=, cm:6, cm:25, cm:34, cm:39,
cm:40,cm:42,cm:45,cm:67,cm:73
tocm:79, cm:98, cm:103, cm:112,
cm:114, cm:126 to cm:141
mask, process preselection
C library functions, aa:341
described, aa:16
reducing storage costs, aa:21 to aa:22
masks
See also process preselection mask
See also TSIX library
ACL entry, ug:103
matching
derived profiles, ic:174
order for rules, ic:158, ic:161
rootdisk values, ic:168 to ic:169
max field, dg:214
MAXBADLOGINS variable, tg:4
maxclass=, cm:6, cm:25, cm:31 to cm:32,
cm:44, cm:45, cm:88, cm:90,
cm:110, cm:127, cm:129
maximum SL
remote host templates, a0:93
media labeling
clean scripts, ao:147
memcntl audit record, aa:216
memory
displaying amount installed, ic:112

minimum required, ic:7
rule keyword, ic:162, ic:165
setting size, ic:181
swap space size and, ic:157
memsize rule keyword
description and values, ic:165
example, ic:162
message queues
See also code examples
See also System V IPC
API declarations, dg:234, dg:355
IL floating, dg:233
overriding restrictions, ao:29
system privileges, a0:30
microprocessors
rule keywords, ic:163
min field, dg:214
minclass=, cm:5, cm:25, cm:29 to cm:31,
cm:44,cm:45,cm:59,cm:71,cm:89
to cm:110, cm:126 to cm:137
minfree:  line in audit_control file
audit_ warn  condition, aa:19
described, aa:12
minfree:  line in audit_control file
audit_warn  condition, aa:19
minimum clearance
label encodings file, ao:9
minimum clearance=, cm:50 to cm:52,
cm:84, cm:112, cm:115, cm:119,
cm:142
minimum labels
assigning, ap:137
minimum protect as classification
example, la:88
printed on banner/trailer
pages, la:87
setting, la:88
minimum protect as
classification=, cm:51, cm:52,
cm:84, cm:113, cm:143
minimum sensitivity label=, cm:51,
cm:52, cm:84, cm:113, cm:115,
cm:143

Key: aa-Audit Admin; ao-Admin Overview; ap-Admin Procedures; cm-CMW Labeling; dg-Developer’s Guide;
ic-Installation & Configuration; la-Label Admin; tg-Transition Guide; ug-User’s Guide

53



minimum sensitivity labels
account label range, ao:10
minimum SLs, la:6
assigning to users, ao:77
described, ap:369
equal to clearance on a multiple-SL
system, la:13
equal to clearance on a single-SL
system, la:13
remote host templates, a0:93
worksheet example, 1a:160
minus (-) audit flag prefix, aa:9, aa:168,
aa:169
minus sign (-)
in begin and finish scripts, ic:188
in rules, ic:163
MIT Magic Cookie, tg:4
mkdir audit record, aa:216
mknod audit record, aa:217
mldgetcwd (3TSOL)
code example, dg:179
declaration, dg:177
mldgetfattrflag system call
code example, dg:35
declaration, dg:27
mldistat  audit record, aa:217
mldpwd (1TSOL) command, ap:377
mlidrealpath  (1TSOL) command
identifying multilevel
directories, ap:63
mldrealpath  (3TSOL)
code example, dg:179
declaration, dg:177
midrealpathl (3TSOL),
declaration, dg:177
MLDs
(multilevel directories)
See also code examples
See also SLDs
accessing, dg:170
adorned names, dg:172
adorned pathnames, ap:365
API declarations, dg:174 to dg:177,
dg:354
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backing up, ap:64
creating, dg:170
defined, ug:10
described, ap:369, dg:169
example, ug:53 to ug:55
file systems, ao:134
identifying, ap:63
information structure, dg:174
mounting, ap:377
mounting on unlabeled hosts, ap:377
prefix on file systems, dg:34
privilege requirements, ap:377
privileged tasks, dg:173
querying MLD flag, dg:35
security attribute flags, dg:35
security policy, dg:170
structure, dg:170
symbolic links, dg:171
used by applications, dg:171
working with, ap:56 to ap:65
mldsetfattrflag audit record, aa:218
mldsetfattrflag system call
code example, dg:35
declaration, dg:27
midstat audit record, aa:217
midstat system call
code example, dg:180
declaration, dg:175
mmapaudit record, aa:218
modctl audit record
MODADDMAJBIN&»mmand, aa:219
MODCONFIGommand, aa:219
MODLOABPommand, aa:220
MODUNLOA&@mMmand, aa:220
model name, ic:112
model rule keyword
description and values, ic:166
example, ic:162
modify at admin authorization, ap:95
modify at user authorization, ap:96
modify cron admin authorization, ap:96
modify cron user authorization, ap:96
modify system files audit
record, aa:302



ModLabelData structure, dg:327
modload audit record, aa:320
modunload audit record, aa:320
monitoring audit trail in real time, aa:21
motd file

action for editing, ap:13
Motif, tg:73
Motif application

described, dg:304

Label builder widgets, dg:327

online help, dg:328

source code, dg:309 to dg:313
Motif, described, dg:10
mount audit record, aa:221
mount command, ic:112, ic:137

Trusted Solaris modifications, ao0:136
mount_hfs command

Trusted Solaris modifications, ao0:136
mount_nfs command

Trusted Solaris modifications, a0:137
mount_tmpfs command

Trusted Solaris modifications, a0:137
mount_ufs command

Trusted Solaris modifications, a0:136
mountd audit record, aa:321
mountd command

Trusted Solaris modifications, a0:136
mounting

begin script caution, ic:174

defined for Trusted Solaris, a0:99

diskettes, ic:137

displaying mounted file

systems, ic:112

overview, ao:124 to ao:125

Trusted Solaris CD, ic:126, ic:138

Trusted Solaris differences, ao:135,

a0:138

by Trusted Solaris installation, ic:176

unlabeled file systems, ic:93
mounts

managing, ap:359 to ap:405

permitted file systems, ap:384

procedure for TMPFS file systems

tmpfs type
procedure for mounting, ap:403

troubleshooting, ap:405
msgctl audit record

IPC_RMID command, aa:222

IPC_SET command, aa:223

IPC_STAT command, aa:224
msgget audit record, aa:225
msggetl audit record, aa:226
msggetl system call

code example, dg:236

declaration, dg:234
msgrcv audit record, aa:227
msgrevl  audit record, aa:227
msgrecvl  system call

code example, dg:238

declaration, dg:234
msgsnd audit record, aa:228
msgsndl audit record, aa:229
msgsndl system call

code example, dg:236

declaration, dg:234
MSIX host type

defined, ao:89

described, ap:312
msix host types, tg:22
MT_SAFE, dg:148, dg:167
multilabel file systems, dg:123
multilevel directories, tg:29

seen by Calendar Manager, tg:4
multilevel directories, See MLDs
multilevel mappings, dg:278
multilevel port bindings

network privileges, ao:29
multilevel ports

behavior, tg:23

contrast to polyinstantiated, dg:229

described, dg:228

example application, dg:265

introduction, tg:22

replying at equal SL, dg:245

RPC, dg:278
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multilevel sessions
defined, ug:9
multiple disk configuration file
SPARC systems, ic:186 to ic:188
multiple lines in rules, ic:163
munmapaudit record, aa:229

N

na audit class, aa:113
na audit flag, aa:98
naflags:  line in audit_control
file, aa:12
name
classification keyword, la:63
name field, dg:212, dg:213
NAME INFORMATION LABELS section
label_encodings example, la:172
name server, ic:108
name service
NIS+, tg:15
Name Service Switch action
described, ap:13
modifying trusted network
entries, ap:304
name=, cm:19 to cm:20, cm:25, cm:26,
cm:28, cm:39, cm:40, cm:59,
cm:67, cm:73 to cm:79, cm:85,
cm:124 to cm:141
names
audit classes, aa:8
audit files
closed files, aa:75
form, aa:74
still-active files, aa:75
time stamps, aa:75
use, aa.74
audit flags, aa:8
audited kernel events, aa:6
IDs
audit, aa:3,aa:16
audit session, aa:16, aa:73
terminal, aa:16
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mount-point path names on audit
servers, aa:10

names, abbreviations, dg:334
names/naming

derived profile names, ic:175

host name, ic:164

profile names, ic:146

rules file, ic:159, ic:162

software group cluster names, ic:151

system model names, ic:166

system platform name

determination, ic:233

naming service

choosing in Solstice, ic35, ap:26, ap:28
ndd command

overview, ao:149

Trusted Solaris modifications, a0:106
net_downgrade_il privilege, dg:246
net_downgrade_sl  privilege, dg:246
net_mac_read privilege, dg:228

net_nofloat privilege, dg:223, dg:245
net_reply_equal privilege, dg:245,
dg:267
net_setclr privilege, dg:246
net_setid privilege, dg:246
net_setpriv privilege, dg:.247
net_upgrade_il privilege, dg:223,
dg:246
.netscape file, ap:80
netstat command
Trusted Solaris modifications, ao0:107
netstat (1IMTSOL)
example, a0:103
network

commands, tg:24
distributed services, tg:25
host types, tg:21
interface database, tg:23
packets recognized, tg:25
privileges, tg:104
routing, tg:23

security attributes, tg:71
utility commands, tg:24



network accreditation ranges
described, ap:262
example, ap:325
requirements, ap:268
setting up, ap:342
network databases
where configured, tg:17
network installation
custom JumpStart installation
example, ic:135
diskless booting
task map, ic:20
hands-off configuration, ic:111
JumpStart installation task map, ic:18
planning, ic:8 toic:10
preparation, ic:107, ic:128
task map, ic:17
network interface, tg:23
databases, tg:23
network interfaces
adding, ic4l
configuring, ap:343 to ap:350
defined, ao0:86
described, ap:262
requirements, ap:269
tnidb (4TSOL), ao:96
network protocols
interoperability, tg:37
network rule keyword
description and values, ic:167
example, ic:162
network utilities, tg:24
networked workstations
planning space, aa:33
networking
concepts, ap:259 to ap:293
networks
See also IPC
default labeling, ap:288, ap:306 to
ap:325
example, ao:103 to ao0:105
fallback mechanism, ap:321
heterogeneous, ap:263

modified Solaris commands, a0:106
to a0:108
overview, a0:85to ao:112
privileges, ao:29
procedures for configuring, ap:329to
ap:357
remote host templates, a0:93
security attributes, ap:325, dg:12
Trusted Solaris commands, ao0:108 to
ao:112
using templates, ap:320
never-audit flags, aa:14 to aa:15
NEW_LABEIlflag, dg:144
newgroups token
described, aa:164
praudit display, aa:164
newsecfs command
overview, ao:135
newsecfs command)
described, ap:382
.newsrc file, ap:80
NFS
mounting in Trusted Solaris, ap:385
NFS request audit record
automount , aa:307
NFS request audit record
mount, aa:221, aa:321
mountd , aa:321
unmount , aa:321
nfsd command
Trusted Solaris modifications, a0:138
nfsstat command
Trusted Solaris modifications, a0:138
nice auditrecord, aa:230, aa:257
NIS+
client host
adding to a running
system, ap:410
configuration files not
administered, ap:409
master
loading trusted network
databases at boot, ap:326
tables
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adding protected data, ap:410
new in Trusted Solaris, ap:409
NIS+ commands
in System_Admin actions, tg:4
NIS+ credentials
Password dialog box, ao:73
NIS+ domain
client setup, ic:103
configuring root master, ic:71 to ic:96
setup, ic:85
updating credentials, ic:87
NIS+ name service, tg:15
NIS+, managing, ap:407 to ap:411
niscat (1) command
action to invoke, ap:14
nisclient  (1M) command
action for creating NIS+ client, ap:13
nispopulate  (IMTSOL) file
action for invoking, ap:13
nisserver (1M) file
action for invoking, ap:13
nsswitch.conf  (4TSOL) file
action for editing, ap:13
no audit class, aa:114
no audit flag, aa:98
NO_CLASSIFICATION flag, dg:139
NO_CORRECTIONag, dg:144
non-administrative roles
defined, ao:26
described, ap:106, ap:107
nonattributable flags in audit_control
file, aa:12
non-networked workstations
planning space, aa:33
normal user
accessing devices, ap:486
normal word, cm:4, cm:8, cm:9, cm:11,
cm:12,cm:21, cm:74
nsswitch.conf ~ (4TSOL) file
trusted network database
entries, ap:304
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nt audit class, aa:115
nt audit flag, aa:98
num_clients profile keyword, ic:154

numbers
audit events, aa:6

@)

object
defined, ug:6
object reuse
requirements
clearing names of empty
directories, ap:377
object-reuse
clean scripts, ao:147
introduction, ug:12
objects, dg:3to dg:4
Occupy Workspace
example, ug:55 to ug:57
occupying workspaces
Trusted Solaris environment, ug:97
ok prompt, ic:54
OLIT (OpenLook Interface Toolkit, tg:73
ominclass=, cm:6, cm:25, cm:29 to cm:31,
cm:71, cm:89, cm:90, cm:93,
cm:95, cm:99, cm:100, cm:104,
cm:105, cm:109, cm:110, cm:129,
cm:133, cm:135, cm:137
ONLY_INFORMATION_LABEL
flag, dg:144
opaque token
described, aa:165
praudit display, aa:165
open audit record

read , aa:230

read, create , aa:231

read, create, truncate , aa:231
read, truncate , aa:232

read, write , aa:232

read, write, create , aa:233

read, write, create,
truncate , aa:233
read, write, truncate , aa:234



write , aa:234

write, create , aa:235
write, create,

truncate , aa:235
write, truncate , aa:236

Open Look Interface Toolkit (OLIT), dg:10

open networks
defined, ao0:87
open_priv, ap:485
OpenWindows, dg:10
openwin-menu file, tg:15
oper role, See system operator
operating system features, dg:2
Jopt/SUNWadm/2.3/bin/dbmgr audit
record, aa:310
/opt/SUNWadm/2.3/bin/groupmgr
audit record, aa:314
Jopt/SUNWadm/2.3/bin/hostmgr
audit records, aa:315
Jopt/SUNWadm/2.3/bin/printmgr
audit records, aa:324
Jopt/SUNWadm/2.3/bin/profmgr
audit records, aa:325 to aa:326
Jopt/SUNWadm/2.3/bin/serialmgr
audit records, aa:332
/opt/SUNWadm/2.3/binfusermgr
audit records, aa:336
OS servers
adding, ic:120, ic:128
converting from standalone, ic:190
described, ic:59, ic:108
for diskless clients, ic:189
requirement for network
installation, ic:108
OS services
adding to network server, ic:191
osname rule keyword, ic:167
ot audit class, aa:116
ot audit flag, aa:98
ouid field, dg:295
output files
begin scripts log, ic:174
finish scripts log, ic:176

overlap value for filesys, ic:153

P

package profile keyword
description and values, ic:155
examples, ic:148
packages from software groups
adding, ic:155
deleting, ic:155
packages, See software packages
packets
IP options, ap:271
IP options field, ap:271
location of security attributes, dg:243
outgoing
MAC rules, ap:285
security attributes, ap:270 to ap:273,
dg:244
standard Solaris, ao:87
Trusted Solaris, ao:87
PAF_DISKLESS_BOO7value, dg:38
PAF_LABEL_VIEW
process flag, la:32
PAF_LABEL_VIEWvalue, dg:39
PAF_LABEL_XLATEvalue, dg:39
PAF_NO_TOKMA¥Walue, dg:38
PAF_PRINT_SYSTEMalue, dg:38
PAF_PRIV_DEBUGralue, dg:38
PAF_SELAGENWValue, dg:38
PAF_SELAGNTIlag, dg:292
PAF_TRUSTED_PATHMalue, dg:38
PAM
customizable by administrators, tg:4
partitioning
examples, ic:147 toic:149
excluding disks, ic:151
fdisk partitions, ic:149
profile keyword, ic:156
partitioning profile keyword, ic:156
passwd audit record, aa:322
PASSWD variable, ic:179
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passwords
account status, ao:73
aging, ao:72
assigning, ap:128, ap:134
changing, ug:84 to ug:89, ao:72, tg:16
entry procedure, ug:23 to ug:24
expiration, ug:84
initial, ao:70
introduction, ug:3
manual creation, ao:70
modifying, ic37
NIS+ credentials, ao0:73
overview, ao:68 to ao:73
role, ap:5
root, ic:178 to ic:180
root password creation, ic:61
root password use, ic:73
rules for manual creation, ap:132
security precautions, ap:37 to ap:38
storage, ap:39
system-generated, ao:70
updating role passwords, ic:87
path policy flag, aa:25
path token
described, aa:165
praudit  display, aa:166
pathconf audit record, aa:236
pathnames
adorned names, dg:172
translation, dg:172
paths
check script, ic:170
install server setup, ic:123
Trusted Solaris server setup, ic:123
pattr command
overview, a0:139
pbind audit record, aa:322
pc audit flag, aa:98
PCFS
mounting in Trusted Solaris, ap:385
pclear command
overview, ao0:140
permission bits
changing, ug:106
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defined, ug:102
described, ap:370
introduction, ug:4
permissions
begin scripts, ic:174
described, ap:361
finish scripts, ic:176
JumpStart directory, ic:136, ic:139
on devices, ap:485
overriding, ao:29
permitted privileges
See also privilege sets
checking, dg:74
code example, dg:75
defined, dg:56
pfinstall command, ic:180 to ic:183
pfsh audit record, aa:323
pfsh (IMTSOL) profile shell
use in administration, ap:15
pfsh (1TSOL)
determining privilege
origination, dg:55
inheriting privileges, dg:55
pfsh , See profile shell
pid field, dg:295
pipe audit record, aa:237
pipes, access checks, dg:224, dg:225
pkginstall audit record, aa:323
pkgrm audit record, aa:324
plabel command
overview, ao:140
placeholder files
label_encodings file, la:1, la:58,
la:64
platform groups, ic:233 to ic:234
platforms
diskless client, ic:150
group determination, ic:233
matching system attributes and
profiles, ic:157, ic:158, ic:161
name determination, ic:112, ic:233
rule keywords, ic:165
supported, ic:233



system model names, ic:166
table of names and groups by
system, ic:233 to ic:234
plus (+) audit flag prefix, aa:10
pmaudit flag, aa:98
policy
configurable, tg:4
policy, See security policy
polyinstantiation
described, dg:287
files and directories, dg:169
network connections, dg:229
Populate NIS+ Tables action
described, ap:13
port bindings
network privileges, ao:29
porting applications and data, tg:38
porting software, ap:522
ports
See also multilevel ports
behavior, tg:23
multilevel, tg:22
multilevel and single-level, tg:72
single-level, dg:228, tg:22
postsigterm  string and audit_warn
script, aa:20
pound sign (#)
in profiles, ic:147
in rules, ic:163
ppriv. command
overview, ao:141
pprivtest command
overview, ao:141
praudit command
audit trail, dg:191
changing field separator, aa:83
changing token separator, aa:84
human-readable format, aa:71
output formats, aa:78 to aa:84
overview, ao:117
piping auditreduce  output
to, aa:79
using, aa:78to aa:84

preadl audit record, aa:237
prefix, cm:25, cm:26 to cm:28, cm:37,
cm:38, cm:39, cm:43, cm:65,
cm:92, cm:93, cm:99, cm:104,
cm:108, cm:118, cm:119, cm:121,
cm:125, cm:126, cm:130, cm:131,
cm:134, cm:137, cm:138, cm:139
prefix=, cm:25, cm:28, cm:93, cm:94,
cm:99, cm:104, cm:108, cm:119,
cm:130, cm:133, cm:135 to cm:141
prefixes in audit flags, aa:10
preselection mask
C library functions, aa:341
described, aa:16
reducing storage costs, aa:21 to aa:22
preserve value for filesys, ic:153
preserving data
existing data during
installation, ic:153
primary audit directory, aa:12
principle of least privilege, ap:524
print format field values (arbitrary
token), aa:152
print server applications, dg:149
printer banner, cm:4, cm:13 to cm:20,
cm:36, cm:44 to cm:61, cm:82,
cm:84, cm:103, cm:104, cm:114,
cm:118, cm:138, cm:140 to cm:143
printer banner page, label
translation, dg:149
PRINTER BANNERS section
label_encodings example, 1a:170
Printer Manager
launching, ap:467
printer output
changing printed labels, la:47
labels, la:24
Printer tool
differences in Trusted Solaris, ug:77
PRINTER variable
printing without labels, ap:481
printers
administering, tg:33
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configuring, ic:197, la:106
label ranges
setting, ap:487
labeling output, tg:33
using unlabeled print server, tg:33
printing
authorizations, ap:466
banner text, 1a:92
configuring labels and text, ap:457,
la:85
managing, ap:447 to ap:482
planning example, la:151
protecting printer output, 1a:88
setting minimum protect as
classification, la:88
specifying SLs instead of ILs on body
pages, ap:477
suppressing page labels, ap:464
without banners and trailers, ap:478
without banners
authorization, ap:466
without page labels, ap:480
without page labels,
procedure, ap:480
printing definitions
label encodings file, ao:6
printing flag, dg:38
printing with authorization audit
record, aa:319
printmgr  audit record, aa:324
priocntlsys audit record, aa:238
priv.  token
described, aa:166
praudit  display, aa:166
PRIV_ALLOWEDralue, dg:60
PRIV_ASSERTmacro
and str_to_priv (3TSOL), dg:70
described, dg:61
PRIV_CLEARmMacro, dg:61
PRIV_EFFECTIVE value, dg:60
PRIV_EMPTYmacro, dg:61
PRIV_EQUALmacro, dg:61
PRIV_FILL macro, dg:61
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PRIV_FORCEDvalue, dg:60
priv_ftype_t type, dg:60
PRIV_INHERITABLE value, dg:60
PRIV_INTERSECT macro, dg:61
PRIV_ISASSERT macro
code example, dg:74, dg:76
described, dg:61
PRIV_ISEMPTY macro, dg:61
PRIV_ISFULL macro, dg:61
PRIV_ISSUBSET macro
described, dg:61
purpose, dg:75
priv_names (4TSOL) file, ap:52
priv_names.h file
See priv_names (4TSOL) man
page, ap:50
PRIV_OFF value, dg:60
PRIV_ONvalue, dg:60
priv_op_t type, dg:60
PRIV_PERMITTEDvalue, dg:60
PRIV _privilege name, See privileges and
priv_desc (4TSOL)
priv_ptype_t type, dg:60
PRIV_SAVEDvalue, dg:60
PRIV_SET value, dg:60
priv_set_t structure, dg:60
priv_set_to_str (3TSOL)
code example, dg:69
declaration, dg:64
priv_t type, dg:60
PRIV_TEST macro, dg:61
priv_to_str (3TSOL)
code example, dg:65
declaration, dg:64
PRIV_UNION macro, dg:61
PRIV_XORmacro, dg:61
privenable audit record, aa:238
privilege
audit records for use of, aa:277
when executing commands, aa:42
privilege APIs
declarations, dg:62 to dg:64, dg:347



macros, dg:61
privilege bracketing
benefits, dg:71
code example, dg:73
procedure, dg:72
privilege data types
file sets, dg:60
operations on sets, dg:60
privilege 1D, dg:60
process sets, dg:60
structure, dg:60
privilege debugging, tg:41
enabling, dg:29, dg:336
flag, dg:38
setting tsol_privs_debug, ap:418
privilege macros
API declarations, dg:347
asserting privilege example, dg:69
described, dg:61
initializing set example, dg:67
privilege sets
See also allowed privileges
See also code examples
See also effective privileges
See also forced privileges
See also inheritable privileges
See also permitted privileges
See also privileges
See also saved privileges
after exec (2TSOL), dg:79
after fork (2TSOL), dg:77
algorithms, dg:54
allowed privileges, ao:28
API declarations, dg:347
defined, ao0:28
file, dg:53
forced privileges, ao:28
inheritable privileges, ao:28
on network messages, dg:.247
privileged tasks, dg:57
privileges needed, dg:57
process, ap:529, dg:54
turning off allowed sey, dg:70
privilege token
described, aa:166

praudit display, aa:167
privilege use audit record, aa:277
privileged commands
run by cron (IMTSOL)
command, ap:92
privileged process defined, dg:56
privileged programs, ap:541
privileged tasks
auditing, dg:187
clearance, dg:152
IPC, dg:223
Label builder, dg:321
labels, dg:95
MLDs, dg:173
multilevel port connections, dg:228
privilege sets, dg:57
RPC, dg:278
SLDs, dg:173
System V IPC, dg:232
TSIX, dg:245
X Window System, dg:293
privileges, ao0:134
See also authorizations
See also code examples
See also priv_desc (4TSOL) man
page
See also privilege sets
See also security policy
See also translation
adding, ap:50
administrative applications, dg:15
algorithms, tg:57
allowed, ap:538, a0:28, a0:30
alternatives to using, ap:524
API declarations, dg:347
applications, privileged, dg:57
assigning to actions, ao:122
assigning to commands, ao:122
assigning to files, a0:128
and authorizations, dg:40
availability, ao0:29, a0:33
bracketing, ap:524
categories, ao:29
file system, dg:53
file system privileges, ao:29
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IPC, dg:53
network privileges, ao:29
process, dg:53
process privileges, ao:30
system, dg:53
system privileges, ao:30
System V IPC, dg:53
System V IPC privileges, ao:29
window privileges, a0:30
X Window System, dg:53
changing on files and
directories, ap:396
compatibility with Trusted Solaris
1.x, tg:37
DAC override, ap:523
debugging, tg:41, tg:58
defined, ap:522, ug:12, dg:51, ao:2
delimiters, dg:69
described, ap:370, tg:56
description file, tg:100
description text API, dg:64
development environment, dg:40
effective set
defined, ap:529
errors, dg:15
example, ap:525
in execution profiles, ap:216, ao:21
file access, a0:36
file_dac_read
as an override privilege, ap:523
file_dac_write
as an override privilege, ap:523
file_mac_read
as an override privilege, ap:523
file_mac_write
as an override privilege, ap:523
finding process’ current set, ic27
forced, a0:28, a0:30
assigning, ap:537, ap:563
guidelines, dg:58
inheritable, ap:534, ap:538, a0:28,
a0:31
inheritable set
defined, ap:529
inheritance, ap:526
on interpreted files, dg:54
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MAC override, ap:523
macros, tg:58
making available to
commands, ap:537
manifest constants, tg:100 to tg:104
network, tg:104
network interfaces, a0:96
new manifest constants, tg:103
non-obvious reasons for
requiring, ap:543
override, ap:114
defined, ap:523
overview, ao:27 to ao:33
permitted set
defined, ap:529
principle of least privilege, ap:524
procedure for adding, ap:53
remote host templates, a0:93
removed manifest constants, tg:102
required, ap:113, ap:523
retained manifest constants, tg:101
saved set
defined, ap:529
saving and restoring an edited
executable, ap:571
scripts, dg:337
separators, dg:69
software administration, ao:19
contrast to superuser, dg:6
system, tg:104
TCB, dg:6, dg:57
UIDs, changed, dg:56
upgraded names
hide, dg:29
used by commands in the pfsh
shell, ap:527
user applications, dg:16
when to use, dg:13, dg:40
window, tg:104
when writing to executable, dg:57
Privileges dialog box
assigning privileges, ao:30
privs field, dg:214
proc_audit_appl privilege, dg:187
proc_audit_tcb privilege, dg:46



proc_mac_owner privilege, dg:223
proc_mac_read privilege, dg:223
proc_nofloat privilege, dg:96

proc_set_sl privilege, dg:245
proc_setclr privilege, dg:152, dg:267
proc_setid  privilege, dg:58
proc_setil privilege, dg:95
proc_setsl  privilege, dg:95
process audit characteristics, aa:15 to
aa:l6
audit ID, aa:16

audit session ID, aa:16

process preselection mask, aa:16,
aa:21 to aa:22

terminal ID, aa:16

process clearances
acquiring, dg:151
API declarations, dg:154 to dg:157,
dg:353
checking before file access, dg:43
components, dg:151
data types
clearance structure, dg:153
levels, dg:153
described, dg:151
dominate levels, dg:160
equal levels, dg:160
levels defined, dg:160
MAC checks, dg:42
mandatory access operations, dg:13
privileged tasks, dg:152
reentrant routines, dg:167
strictly dominate levels, dg:160
TSIX, dg:246
valid, dg:154
process dumped core audit
record, aa:239
process preselection mask
application auditing, dg:190
changing, dg:200
described, aa:16
reducing storage costs, aa:21 to aa:22
return token, dg:195

process privilege sets, ap:529
process token
described, aa:167
praudit display, aa:168
process tracing, access checks, dg:226
processes
See also code examples
See also security attribute flags
See also security attributes
changing SLs, guidelines, dg:98
CMW label, inheriting values, dg:93
described, ap:371
effective privilege set, dg:56
inheritable privilege set, dg:55
label privileges, dg:95
objects, dg:3
permitted privilege set, dg:56
privilege sets, dg:54
privileged tasks, dg:223
privileged, defined, dg:56
privileges, ao:30
privileges, defined, dg:53
relationship to programs, ap:529
saved privilege set, dg:55
security attributes, ao0:39
processing time costs, aa:20
processors
rule keywords, ic:163
PROCFS
mounting in Trusted Solaris, ap:386

profact_t  structure, dg:214
profcmd_t structure, dg:214
profent_t  structure, dg:213

profile database, See databases
Profile dialog box

User Manager, ap:141, ap:142
profile keywords, ic:150 to ic:156

adding to profiles, ic:146

case sensitivity, ic:147

client_arch, ic:150

client_root, ic:150

client_swap, ic:150

cluster

description and values, ic:151
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examples, ic:147
dontuse
description and values, ic:151
usedisk and, ic:156
fdisk
example, ic:149
filesys
examples, ic:147 to ic:149
local file systems, ic:152 to ic:153
install_type
description and values, ic:153
examples, ic:147
requirement, ic:145, ic:148
locale
description and values, ic:154
num_clients, ic:154
package
description and values, ic:155
examples, ic:148
partitioning
description and values, ic:156
designating disks, ic:156
examples, ic:147 toic:149
excluding disks, ic:151
system_type
description and values, ic:156
examples, ic:147 toic:149
usedisk
description and values, ic:156
dontuse and, ic:151

profile keywords to profiles

adding, ic:146

Profile Manager

assigning actions, ap:243
assigning authorizations, ap:241
assigning commands, ap:238
assigning inheritable
privileges, ao:28, ao:31
filtering profiles, ap:220
location and use, tg:16
overview, a0:120 to ao:123
procedures for using, ap:245 to
ap:249
setting label ranges, ap:236
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specifying privileges for commands

and actions, ap:538
updating custom profiles, ic47 to ic49
using, ap:218 to ap:255

profile shell

administrative role login shell, tg:4
assigning, ao:67
audit record, aa:323
defined, ug:13, a0:25
effect on commands, ap:526
managing inherited
privileges, ap:527
name, tg:17
opening, ic26, aa:43
startup algorithm, ap:79
viewing privilege information, ic27
viewing process information, ic27

profile shell, See pfsh (1TSOL)
profiles

comments in, ic:147

creating, ic:132, ic:145 to ic:147
creating derived, ic:174 toic:175
derived profiles, ic:174 to ic:175
described, ic:132, ic:145

examples
eng_profile , ic:241
marketing_profile , ic:242
short, ic:147
matching systems to, ic:157, ic:158,
ic:161

naming, ic:146
requirements, ic:145, ic:146
rule field, ic:161

See execution profiles
testing, ic:180toic:182
verifying, ic48

profiles field, dg:212

profmgr audit records, aa:325 to aa:326
profstr_t structure, dg:213
programming interfaces

access control lists, tg:62
auditing, tg:65
authorizations, tg:59
changes from Trusted Solaris
1.x, tg:52 to tg:73



clearances, tg:53
file system security attributes, tg:61
interprocess communications, tg:69
kernel functions, tg:78
label builder, tg:56
labels, tg:53
library routines
removed, tg:95 to tg:97
Solaris, tg:91 to tg:95
Trusted Solaris, tg:84 to tg:91
macros, privileges, tg:58
privileges, tg:57
process security attributes, tg:59
system calls
removed, tg:84
Solaris, tg:79 to tg:84
Trusted Solaris, tg:76 to tg:78
System V IPC, tg:68
trusted streams, tg:72
TSIX, tg:71
user databases, tg:63
X Window System, tg:67
programming interfaces, See APIs
programs
commercial
assigning privileges to, ap:537
new, trusted
assigning privileges to, ap:537
relationship to processes, ap:529
trusted
defined, ap:541
trustworthy
defined, ap:541
properties
described, dg:289, dg:290
privileges, dg:293
property.atoms file, ap:445
protect as classification
overview, la:87
protect_as  field, dg:102
protect_as_len field, dg:101, dg:102
prtconf  command, ic42, ic:166
prtvtoc  command
disk configuration file creation, ic:184

ps audit class, aa:117
ps audit flag, aa:99

pseudo-events

audit records, aa:277
pseudo-terminal devices, See PTYs
psradm audit record, aa:326
PTYs

(pseudo-terminal devices)

access checks, dg:225

public.atoms file, ap:445

putmsg audit record, aa:239
socket connect , aa:240

putpmsg audit record, aa:240
pwritel  audit record, aa:276

Q

Query Window Label menu item
described, ug:94

R
randomword functions
in PAM, tg:4
rc scripts
shell use, ap:527
rc2.d directory
SO5RMTMPFILES script, ap:7
rcp command
required privilege, ap:543
rdate command
Trusted Solaris modifications, ao:107,
a0:150
read access
IL conjoin, dg:92
overview, ug:7
security policy, dg:14
read audit record, aa:241
read down, dg:14
read equal, dg:14

readl auditrecord, aa:241
readlink  audit record, aa:241
readvl audit record, aa:241
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real UID
root
required for applications, ap:544
requirement for
installation, ap:544
reboot
effecting changes to device_
policy (4TSOL), ap:485
re-enabling logins, ap:6
workstation during
configuration, ic52, ic:87
reboot audit record, aa:327
reentrant routines
binary to hex declarations, dg:111
binary to hex translation, dg:148,
dg:167
relationships
between ILs, dg:127
between levels, dg:125, dg:160
between markings, dg:129
release of Trusted Solaris software
installed rule keyword, ic:164
osname rule keyword, ic:167
releasing an application, dg:338
rem_drv audit record, aa:329
rem_drv command
Trusted Solaris modifications, ao:147
remote file systems
accessing, ic:197
remote host templates
creating new template, ic:79
defined, a0:93
remote hosts
tnrhdb (4TSOL), a0:90
remote procedure call, See RPC
remove_allocatable (AIMTSOL)
command
described, ap:502
removef audit record, aa:327
rename audit record, aa:242
Rename menu item
described, ug:81
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requirements
labeling printer output, la:88
network installation
servers, ic:108 to ic:109
profiles, ic:145, ic:146
reset command, ic:112
reset_il_on_exec flag, dg:94
resolv.conf  (4) file
action for editing, ap:13
resource file, dg:309
ResourceType structure, dg:295
restoration
audit files, aa:86
return token
praudit display, aa:169
Revised Internet Protocol Security Option,
See RIPSO
RIPSO
(Revised Internet Protocol Security
Option)
host type, a0:89
described, ap:316
remote host templates, a0:93
use in packets, ap:272
ripso host type, tg:22
rmdir audit record, aa:242
roles
See also administrative roles
administrative, ap:107 to ap:108
assuming a role, la:37
administrative workspaces, la:38
assigning, ao0:80 to ao:81
assuming, ap:7, ug:83
combining administrative
roles, ap:112
contrasted with user accounts, ap:106
creating, ap:113 to ap:117
override privileges, ap:114
required privileges, ap:113
creating accounts, ao:67
customizing, ap:254
defined, ug:12
managing, ap:105 to ap:117
non-administrative, ap:106 to ap:107



overview, ao:25
password, ap:5
procedure for creating, ap:116
root, ap:107
security administrator
account management
responsibilities, ap:73
security administrator contrasted
with system
administrator, ap:109
system administrator
account management
responsibilities, ap:73
updating profiles, ic47 to ic49
verifying profile contents, ic48
Roles dialog box
User Manager, ap:143
roles field, dg:212
root
defined, ug:14
role defined, ao:3
root (/) file systems
profile example, ic:148
value set by installation
program, ic:168 to ic:169
root environment (customizing), ic:178
root menu
modifying, ap:425 to ap:433
root passwords, ic:178 to ic:180
created, ic:61
for diskless clients, ic:196
used, ic:73
root role
assuming, ic25
compared with privileges, ap:523
saving and restoring NIS+
tables, ap:411
updating profiles, ic47 to ic49
using to install applications, ap:544
root UID
required for applications, ap:544
requirement for installation, ap:544
rootdisk
defined, ic:168

slice value for filesys, ic:152
value set by installation
program, ic:168 to ic:169
route command
Trusted Solaris modifications, ao:107
route (LMTSOL)
example, a0:103
route (IMTSOL) command
See also defaultrouter file
routers, ap:276
routing
assigning default, ap:351, ap:352
concepts, ap:274 to ap:284
dynamic, ap:282, tg:3
example, a0:103
loading data at boot time, a0:99
overview, a0:99 to a0:105
procedure for setup, ap:353
setting up, ap:294 to ap:300, ap:353 to
ap:358
static, ap:282
tables, a0:100
defined, ap:276
through non-Trusted Solaris
clusters, ao:105
routing commands
examples, a0:103
RPC
(remote procedure call)
See also code examples
APl man pages, dg:281
client program, dg:282 to dg:283
described, dg:277
example application, dg:281 to
dg:286
mappings, dg:278
multilevel ports, dg:278
privileged tasks, dg:278
remote procedure, dg:285
running the application, dg:286
security attributes, dg:279
server program, dg:284
RPC (remote procedure calls), tg:72
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RPC failed: error 5: RPC Timed
out message, ic:144, ic:266
RPC Timed out message, ic:144, ic:266
rpc.rexd  audit record, aa:328
rsh access audit record, aa:329
rule keywords, ic:163 to ic:167
any
description and values, ic:163
rootdisk matching, ic:168
arch, ic:163
disksize
description and values, ic:164
rootdisk matching, ic:168
domainname, ic:163
hostaddress, ic:164
hostname, ic:162, ic:164
installed
description and values, ic:164
rootdisk matching, ic:168
karch, ic:165
memsize, ic:162, ic:165
model, ic:162, ic:166
network, ic:162, ic:167
osname, ic:167
totaldisk, ic:167
validation, ic:169

rule_keyword rule field, ic:160
rule_value rule field, ic:160, ic:163
rules

derived profiles, ic:174 to ic:175

displaying and entering CMW
labels, la:20

examples, ic:161

field descriptions, ic:160 to ic:161

matching order, ic:158, ic:161

multiple line rules, ic:163

rootdisk matching rules, ic:168 to
ic:169

syntax, ic:159

testing validity, ic:170

rules file

adding rules, ic:159

comments, ic:163

creating, ic:132, ic:157 to ic:161
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described, ic:132, ic:157
example, ic:158
multiple line rules, ic:163
naming, ic:159, ic:162
syntax, ic:159
testing rules, ic:170
validating using check, ic:132, ic:169
toic:170
derived profiles and, ic:175
rules files
adding rules, ic:159
custom JumpStart example, ic:242 to
ic:243
testing, ic:243
testing rules, ic:170
using check, ic:132, ic:169 to ic:170
validating, ic:243
rules.ok file
comments and, ic:163
creating, ic:132, ic:157, ic:163, ic:169
described, ic:163
matching order for rules, ic:158,
ic:161
run control scripts
modifying, ap:553
shell use, ap:527
runpd command, tg:41, tg:58
dependency on tsol_priv_debug
setting, ap:418
overview, ao:141
using, dg:336

S

SAMP
(Security Attribute Modulation
Protocol)
SAMP (Security Attribute Modulation
Protocol)
Trusted Solaris data packets, ao0:88
SATMP
(Security Attribute Token Mapping
Protocol)
tokmapd command, ao:110



saved privileges
See also privilege sets
change UID, GUID, or SGUID, dg:56
checking, dg:76
defined, dg:55
purpose, dg:55
sbcleartos  (3TSOL)
code example, dg:165
declaration, dg:156
sbcltos (3TSOL), declaration, dg:109
sbiltos  (3TSOL), declaration, dg:110
/sbin/rc n scripts
Trusted Solaris modifications, ap:555
/sbin/sysh shell
using during boot, ap:555
sbsltos (3TSOL)
code example, dg:145
declaration, dg:110
screen locking, ug:32 to ug:33
screens
locking, ic52
scripts
adding finish, ic:177
begin scripts, ic:173 to ic:175, ic:188
Bourne shell scripts in rule
fields, ic:161
creating finish, ic:176
finish scripts, ic:176 to ic:180, ic:188
network installation
commands, ic:112
network installation files, ic:113
privileged, dg:337
SCSl interface, requirement, ic:7
sec_response packets
described, ap:279
secadmin role, See security administrator
secconf system call
code example, dg:29
declaration, dg:27
secondary audit directory, aa:12
security
auditing tasks for
administrators, aa:38

common violations, ic:203
computer publications, ic:206
computer recommendations, ic:201
personnel recommendations, ic:203
physical recommendations, ic:202
root password, ic:178 to ic:180
setting up, ic:198
site security policy, ic:200
U.S. Government publications, ic:205
UNIX publications, ic:205
security administrator
background on labels, la:1
defined, ug:14, ao:3
label administration
responsibilities, la:38
security administrator role
administering use of devices, ap:489
security administrators
accessing the Printer
Manager, ap:467
account management
responsibilities, ap:73
contrasted with system
administrators, ap:109
described, ap:371
enable logins authorization
requirement, ap:6
modifying window configuration
files, ap:424
system integrity
assessing after reboots, ap:6
security attribute flags
See also code examples, file systems
See also code examples, processes
API declarations, dg:346
file systems
API declarations, dg:27
contrast with Solaris, dg:11
manifest constants, dg:33, dg:35
processes
API declarations, dg:27
contrast with Solaris, dg:11
getting and setting, dg:37
manifest constants, dg:38
when to use, dg:26
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Security Attribute Modulation Protocol,
See SAMP

Security Attribute Token Mapping
Protocol, See SATMP

security attributes
See also code examples, file systems
access checks, dg:223
access to privileges, dg:57
accessing labels, dg:95
API declarations, dg:346
in data packets, a0:88
described, ap:371
file systems, ap:378 to ap:383, tg:61
API declarations, dg:27
contrast with Solaris, dg:11
described, dg:31
manifest constants, dg:33
vfstab_
adjunct (4TSOL), dg:31
when to use, dg:26
files, ao:38
filesystem auditing, aa:342
MLDs, dg:180
network interfaces, tg:71
overview, ao0:36 to ao:39
privileges, dg:223
processes, dg:11, ao:39, tg:59
role in transactions, ao0:40 to ao:46
RPC, dg:279
on software packages, dg:340
TSIX
changing, dg:245
changing procedure, dg:254
contrast with Solaris, dg:12
location on packet, dg:243
sending and receiving, dg:244
users, ao:38
X Window System
contrast with Solaris, dg:12
described, dg:289
X Window System interfaces, tg:67
security domain
defined, ao0:86
security domains
multiple described, ap:268
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single described, ap:262
security features
identification and authentication
for roles, ap:5
identification and authentication for
roles, ap:5
security information
finding, ic:198
security mechanisms
extendable by security
administrator, ap:45
security policy
See also authorizations
See also clearances
See also DAC
See also MAC
See also privileges
See also SLs
accessing MLDs, dg:170
accessing SLDs, dg:170
administrative applications, dg:15
allowing a wildcard in special boot
files, ap:327
auditing, dg:187
CDE actions, dg:339
clearances, dg:152
command line execution, dg:59
communication endpoints, dg:227
covert channels, dg:59
defined, ug:2
discretionary access
operations, dg:13
file system examples, dg:19
file systems, dg:16
file systems access, dg:17
file systems privileges, dg:18
IPC, dg:16, dg:223
label guidelines, dg:96
labels, dg:95
on man pages, dg:331
mandatory access operations, dg:13
mapped memory, dg:226
MLD access, dg:181
multilevel ports, dg:228
overriding, ao:29



pipes, dg:224, dg:225
planning example, la:151
principle of least privilege, ap:524
privilege bracketing, dg:58
privilege guidelines, dg:58
privilege sets, dg:57
privileges
when to use, dg:42
privileges, when to use, dg:13
process tracing, dg:226
PTYs, dg:225
read access, dg:14
reading man pages, dg:15
setting for devices, ap:363
setting minimum protect on print
jobs, 1a:90
signals, dg:226
site-specific, la:48
SLD access, dg:181
sockets, dg:229
System V IPC, dg:227, dg:232
TLI, dg:229
training users, ap:36 to ap:37
translating labels, dg:95, dg:152
user applications, dg:16
write access, dg:14
X Window System, dg:290
sel_config file
configuring selection transfer
rules, ap:434
sections, ap:437
sel_config  (4TSOL) file
action for editing, ap:13
sel_mgr command, ap:437
selection agent flag, dg:38
Selection Manager
bypassing with flag, dg:292
Confirmation dialog box
example, ug:58 to ug:60
security policy, dg:292
selection manager audit
record, aa:330
selection.atoms file, ap:445
self-modification authorization, ap:112

semaphore sets
See also code examples
See also System V IPC
API declarations, dg:235, dg:355
IL floating, dg:233
overriding restrictions, ao:29
semctl audit record
GETALLcommand, aa:243
GETNCNTommand, aa:243
GETPID command, aa:244
GETVALcommand, aa:244
GETZCNTcommand, aa:245
IPC_RMID command, aa:245
IPC_SET command, aa:246
IPC_STAT command, aa:248
SETALLcommand, aa:247
SETVALcommand, aa:247
semget audit record, aa:248
semgetl audit record, aa:249
semgetl system call
code example, dg:239
declaration, dg:235
semop audit record, aa:250
semopl audit record, aa:251
semopl system call, declaration, dg:235
sendmail
privacy options, tg:33
sendmail audit record, aa:331
sendmail command
Trusted Solaris modifications, ao:150
to a0:153
using, ap:188 to ap:191
sendmail(LMTSOL) command
See also sendmail.cf
sendmail.cf file
action for editing, ap:13
sensitivity label, cm:2, cm:13 to cm:21,
cm:36, cm:38, cm:41 to cm:45,
cm:48 to cm:53, cm:58 to cm:60,
cm:65 to cm:70, cm:82, cm:84,
cm:108 to cm:114, cm:116 to
cm:121, cm:134 to cm:139, cm:141
SENSITIVITY LABELS section
label_encodings example, la:166
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sensitivity labels, See SLs
sensitivity of information
downgrading labels, la:25
separator.ps file, la:47
seq policy flag, aa:25
seq token
described, aa:169
praudit  display, aa:169
serialmgr  audit records, aa:332
servers
JumpsStart directory creation, ic:139
toic:141
name server, ic:108
requirements for network
installation, ic:108 to ic:109
root space, ic:150
services
distributed, tg:25
session clearances
choosing a single SL, la:13
defined, ug:9
described, ap:373
overview, la:7
restricting the upper bound below the
user’s clearance, la:14
restricting to a single SL, la:14
setting, ug:41 to ug:42
session ID, aa:16, aa:73
session range
defined, ao:11
sessionid  field, dg:295
sessions
duration of label restrictions chosen at
login, la:14
restricting to a single SL, la:14
setting level, ug:26 to ug:31, ug:39 to
ug:42
Set Daily Message action
described, ap:13
Set Default Routes action
described, ap:13
Set DNS Server action
described, ap:13
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Set Mail Options action
described, ap:13
Set Mount Attributes action
described, ap:14
Set Mount Points action
described, ap:14
Set Tsol Gateways action
described, ap:14
set_effective_priv (3TSOL)
code example, dg:41, dg:73
declaration, dg:63
set_id structure, dg:101
set_inheritable_priv (3TSOL)
code example, dg:76
declaration, dg:63
set_permitted_priv (3TSOL)
code example, dg:75
declaration, dg:63
set_root_pw finish script, ic:178 to
ic:180
setacl auditrecord, aa:251
setaudit  audit record, aa:252
setauid audit record, aa:252
setbltype  (3TSOL)
code example, dg:116, dg:159
declaration, dg:107, dg:155
setcil  (3TSOL)
code example, dg:121
declaration, dg:105
SETCL_ALLflag, dg:100
SETCL_IL flag, dg:100
SETCL_SLflag, dg:100
setclearance audit record, aa:253
setclearance  system call
code example, dg:157
declaration, dg:154
setcmwlabel audit record, aa:253
setcmwlabel  system call
code example, dg:121
declaration, dg:103
setcmwplabel  system call
code example, dg:119
declaration, dg:103



when to use, dg:94
setcsl  (3TSOL)

code example, dg:121

declaration, dg:104

setegid audit record, aa:255
seteuid audit record, aa:255
seteuid system call

and privileges, dg:56

setfacl  audit record, aa:251
setfattrflag audit record, aa:256
setfattrflag command

described, ap:378
overview, ao:131
setfattrflag system call
code example, dg:35
declaration, dg:27
setfilepriv audit record, aa:256
setfpriv command
restricting assignment of forced and
allowed privileges, ap:538
setfpriv. command, ap:537
overview, ao:132
setfpriv. system call
code example, dg:67, dg:69
declaration, dg:62

setfpriv. (2TSOL)
scripts, dg:337
setfsattr command

described, ap:382
overview, ao:135

setgid audit record, aa:255
setgroups audit record, aa:257
setlabel command

overview, ao:132
setpattr ~ system call declaration, dg:27
setpgrp audit record, aa:258
setppriv. system call

declaration, dg:62

privilege bracketing, dg:73
setprocpriv audit record, aa:258
setprof command

overview, ao:153

setprofent ~ (3TSOL),
declaration, dg:216
setprofstr (3TSOL),

declaration, dg:216

setregid  audit record, aa:259
setreuid audit record, aa:259
setreuid  system call

and privileges, dg:56
setrlimit audit record, aa:260
setting_flag field, dg:100
setuid audit record, aa:260
setuid system call
and privileges, dg:56
setuname audit record, aa:332
setup_install_server command
boot server setup, ic:126
custom JumpStart example, ic:245
described, ic:112
setuserent (3TSOL)
code example, dg:222
declaration, dg:215
SGIDs
(supplementary group IDs)
privilege to change, dg:58
shadow file, ic:179
share audit record, aa:333
share command
sharing JumpStart directory, ic:241
Trusted Solaris modifications, a0:138
share (IMTSOL) command, ap:403
Share Filesystems action
described, ap:14
share_nfs command
Trusted Solaris modifications, ao:137
shareall (1IMTSOL) command, ap:403
shared directories
exporting, ic:93
starting server daemon, ic44
shared libraries, trusted, dg:332
shared memory regions
See also code examples
See also System V IPC
API declarations, dg:236, dg:355
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IL floating, dg:233
overriding restrictions, ao:29
sharing directories, ap:403
shell escapes and privileges, dg:59
shell scripts
summary of Trusted Solaris
behavior, ap:549
user and role requirements, ap:552
writing privileged, ap:565
writing privileged using standard
shells, ap:567
shells
assigning to accounts, ap:126
profile, tg:17
startup algorithm, ap:79
restricted, tg:17
sysh (IMTSOL), ap:555
shmat audit record, aa:261
shmctl audit record
IPC_RMID command, aa:262
IPC_SET command, aa:263
IPC_STAT command, aa:264
shmdt audit record, aa:264
shmget audit record, aa:265
shmgetl audit record, aa:266
shmgetl system call
code example, dg:241
declaration, dg:236
SHORT_CLASSIFICATIONflag, dg:139
SHORT_WORDORg, dg:139
Shut Down menu item
described, ug:94
shutdown
workstation, ic52
SI_CONFIG_DIR variable, ic:177
SI_PROFILE environment variable, ic:175
SI_SYS_STATE variable, ic:180
signal received during auditing
shutdown, aa:20
signals, access checks, dg:226
single SL sessions, la:13
single-label file systems, dg:123
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single-label operation
label_encodings file, la:71
single-label systems, la:13
single-level directories, See SLDs
single-level mappings, dg:278
single-level ports
behavior, tg:23
changing client SL, dg:245
described, dg:228
single-level sessions
defined, ug:9
single-user mode, la:42
site security policy, ic:3,ic:199 to ic:206
site-specific installation programs, ic:188
size
hard disk
root space, ic:150
rule keywords, ic:164, ic:167
local file system, ic:152
managing audit files, aa:18
memory, ic:162, ic:165, ic:181
reducing audit files
storage space
requirements, aa:21l
swap space
diskless client, ic:150
maximum size, ic:157
profile examples, ic:148
skeleton directories
defining printers, ap:481
use in Trusted Solaris, ap:83
skeleton path, ap:135
sl field, dg:295
slabel token
described, aa:169
praudit display, aa:170
slabel_len  field, dg:101
SLDs
(single-level directories)
See also code examples
accessing, dg:170
adorned names, dg:172
API declarations, dg:174 to dg:177



creating, dg:170
defined, ug:10
described, ap:373, dg:169
example, ug:53 to ug:55
information structure, dg:174
privileged tasks, dg:173
sensitivity labels, dg:173
structure, dg:170
working with, ap:56 to ap:65
See also MLDs
slices
filesys values, ic:152
profile examples, ic:147 to ic:149
rule keyword, ic:164
SL-relation, ap:438
SLs
(sensitivity labels)
See also CMW labels
See also code examples
See also ILs
See also labels
See also translation
accreditation ranges, dg:133
adorned pathnames, dg:172
API declarations, dg:350
assigning to actions, ao:122
assigning to commands, ao0:122
authorizations for changing, la:13
changing, ug:115 to ug:119
by copying, ug:61
by linking, ug:61
by moving, ug:61
example, ug:61 to ug:64
changing on client, dg:245
characteristics, la:12
checking before file access, dg:43
in CMW label, dg:90
components, dg:91
Customize Trusted Solaris
Configuration dialog
box, la:40
defined, ug:6, ao:2
described, ap:372

determining with File
Manager, ug:113
displaying and hiding, ap:138 to
ap:140
example, la:12, la:15
file systems, ao:134
guidelines, dg:96
downgrading SLs, dg:98
upgrading SLs, dg:98
hiding and restricting user to work at
asingle SL, la:44
how used in access control, la:15
label overview, ao:4, ao:16
length of components, la:11, la:12,
la:15
MAC checks, dg:42
mandatory access, dg:13
minimum number to define, la:1
network interfaces, a0:96
on file systems, dg:34
privileges
changing process SL, dg:95
downgrading SLs, dg:95
upgrading SLs, dg:95
purpose, dg:89
remote host templates, a0:93
replying at equal SL, dg:245
setting session SLs, ug:28 to ug:31
site analysis example, la:144 to la:148
site implementation example, 1a:139
to la:143
specifying colors, la:115 to la:123
System V IPC, dg:234
TSIX, dg:246
user processes, dg:93
visibility, ao:77

Small Computer System Interface (SCSI),

requirement, ic:7

sname

classification keyword, la:63

sname=, cm:19, cm:20, cm:25 to cm:28,

cm:44, cm:45, cm:59, cm:85,
cm:89, cm:94, cm:99, cm:104,

determining by window query, ug:94 c¢m:108, cm:120, cm:140
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snoop command
Trusted Solaris modifications, ao0:108
socket accept audit record, aa:206
socket connect audit record, aa:240
socket send  audit record, aa:240
socket token
described, aa:170
praudit  displayA, aa:171
socket-inet token
described, aa:171
praudit display, aa:172
sockets, tg:69
access checks, dg:223, dg:227, dg:229
See also communication endpoints
soft limit
audit_warn  condition, aa:19
minfree: line described, aa:12
soft string with audit_warn
script, aa:19
software
exporting
multiple SLs, ap:520
importing, ap:522
multiple SLs, ap:520
installing, ic:197
installing publicly available software
at ADMIN_LOW, ap:520
porting
reasons against, ap:544
third-party, tg:40
software administration
overview, ao:19 to ao:33
software administration authorizations,
defined, dg:82
software groups
cluster names for profiles, ic:151
profile examples, ic:147
specifying packages, ic:155
software packages, tg:52
adding new, dg:342
creating, dg:339
editing existing, dg:342
MAC attributes on, dg:340
prototype file, dg:344
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Solaris
achieving the same look and feel, la:1
Solstice AdminSuite
distributed database GUI, tg:15
new databases, tg:16
unchanged databases, tg:16
Solstice Application Manager
See Application Manager
Solstice_Apps, tg:16
distributed database GUI, tg:15
Solstice_Apps folder
Host Manager, ic:112
overview, ao:50 to ao:53
using, ic34toic38, ap:26, ap:28
SPARC systems
JumpsStart directory creation on
diskette, ic:136 toic:138
platform names and groups, ic:233 to
ic:234
spoofing
defined, ug:3
spray command
Trusted Solaris modifications, ao:108
spreadsheet, policy for accessing, ap:362
square brackets [] rule field, ic:160
src parameter values, dg:214
ss audit class, aa:119
ss audit flag, aa:99
st_atime field, dg:174
st_ctime field, dg:174
st_gid field, dg:174
st_mode field, dg:174
st_mtime field, dg:174
st_nlink  field, dg:174
st_uid field, dg:174
standalone systems
adding, ic:120
custom JumpsStart installation
example, ic:134
described, ic:59
profile examples, ic:147 to ic:149



Standard Time zones, ic:267 to ic:268
standard UNIX shell
effect on commands, ap:526
startup files
.cm.rc file, ap:80
configuring accounts, ap:77 to ap:103
.mailrc  file, ap:80
.netscape file, ap:80
.newsrc file, ap:80
procedures for customizing, ap:100
to ap:103
rc2.d/SOSRMTMPFILES , ap:7
read at window system startup, ap:77
stat audit record, aa:267
stat structure, dg:174
statfs  audit record, aa:267
static routes
setting, ic:75
static routing
described, ap:282
statvfs  audit record, aa:267
stime audit record, aa:267
stobcl (3TSOL)
code example, dg:145
declaration, dg:109
stobclear (3TSOL)
code example, dg:165
declaration, dg:156
stobil  (3TSOL)
code example, dg:145
declaration, dg:110
stobsl (3TSOL)
code example, dg:45, dg:145
declaration, dg:110
storage costs, aa:21
str_to_auth  (3TSOL)
code example, dg:86
declaration, dg:84
str_to_auth_set (3TSOL)
code example, dg:87
declaration, dg:84
str_to_priv (3TSOL)
and PRIV_ASSERTmacro, dg:70

code example, dg:65
declaration, dg:64
str_to_priv_set (3TSOL)
code example, dg:69
declaration, dg:64
str_type_type, ap:485
STREAMS, See trusted streams
streams, trusted, tg:72
strict dominance, la:17
defined, ug:7
described, ap:373
strictly dominate levels, dg:126, dg:160
Style Manager, la:14

Style Manager control panel
modified for Trusted Solaris, tg:36
su audit record, aa:334

subject
defined, ug:6
subject token

described, aa:172

praudit display, aa:172
subnet

boot server creation on, ic:126
subpanels

differences in Trusted Solaris, ug:75
success
audit flag prefix, aa:9
turning off audit flags for, aa:9
suffix, cm:25, cm:26 to cm:28, cm:37,
cm:38, cm:39, cm:65, cm:89,
cm:94, cm:99, cm:104, cm:108,
cm:118, cm:129, cm:130, cm:131,
cm:138, cm:139
suffix=, cm:25, cm;28, cm:89, cm:94,
cm:99, cm:104, cm:109, cm:119,
cm:129, cm:130, cm:131, cm:139,
cm:140
SUN_CLR_IDvalue, dg:159
SUN_CLR_UNalue, dg:159
SUN_CMW_Ivalue, dg:115
SUN_IL_ID value, dg:115
SUN_IL_UNvalue, dg:115
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SUN_SL_ID value, dg:115
SUN_SL_UNvalue, dg:115
sun_tsol host type

defined, ao0:89

described, ap:306
SUNWCall group, ic:151
SUNWcarpackage, aa:2
SUNWCprog group, ic:151
SUNWcsrpackage, aa:2
SUNWcsuwpackage, aa:2
SUNWCuser group, ic:151
SUNWhegackage, aa:2
SUNWmapackage, aa:2
SUNWstsolr package, aa:2
SUNW:tsolu package, aa:2
superuser, See privileges
supplementary group IDs, See SGIDs
sv locale name, ic:154
SVCXPRTtructure, dg:279
swap audit record, aa:334
swap file systems

diskless client swap space, ic:150

memory size and, ic:157

profile examples, ic:148
size determination, ic:157

swap value for filesys, ic:153
swapfs file system
modified for Trusted Solaris, tg:28
Swedish locale value, ic:154
swmtool
installing AnswerBook, ap:557
symbolic links
information structure, dg:174
MAC and IL attributes, ap:377
MLDs, dg:171
symlink audit record, aa:268
Sys Default, la:45
SYS_MEMSIZE variable, ic:181
sys_trans_label privilege, dg:45,
dg:95, dg:152
sys_trans_label privilege, dg:321
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sysh shell
using during boot, ap:555
sysh command
overview, a0:153 to ao:154
sysh shell
trusted processes, ap:527
sysinfo audit record, aa:268
syslog.conf  (4) file, tg:41
system accreditation range
administrative labels
in the system accreditation
range, la:34
defined, ao:7
described, ap:373
system administration
in Trusted Solaris, ug:12 to ug:14
system administrator
adding a host, ap:410
contrasted with security
administrator, ap:109
defined, ug:14, ao:3
system administrators
account management
responsibilities, ap:73
system booted  audit record, aa:269
system calls
API declarations, dg:359 to dg:361
audit event numbers, aa:6
auditing, aa:340
auditsvc  fails, aa:20
removed, tg:84
return token, aa:168 to aa:169
security policy in man pages, dg:331
Solaris, tg:79 to tg:84
Trusted Solaris, tg:76 to tg:78
system file
labels-related kernel switch
settings, la:57
local tsolsys switch settings, la:41
System Five Interprocess Communication,
See System V IPC
system information
displaying, ic:112
finding, ic:198



system operator
defined, ug:14, ao:3
system packages, tg:52
system privileges, tg:104
system rebooted audit record, aa:271
system remounted  audit record, aa:271
system security
privileges, a0:30
violations, ap:543
system security configuration
See also code examples
API declarations, dg:346
networks, ao:86 to ao:87
variables described, dg:28
when to check, dg:26
system shell
described, ap:527
system shutdown  audit record, aa:272
System V interprocess communication, See
System V IPC
System V IPC, tg:68
(System Five Interprocess
Communication)
See also message queues
See also semaphore seets
See also shared memory regions
access checks, dg:223, dg:227
API declarations, dg:234 to dg:236,
dg:355
described, dg:231
discretionary access, dg:232
IL floating, dg:233
ipc token, aa:161 to aa:162
mandatory access, dg:232
message queue floating, dg:28
privileged tasks, dg:232
privileges, ao:29
privileges, defined, dg:53
semaphore set floating, dg:28
sensitivity label structure, dg:234
shared memory floating, dg:.28
system (4TSOL) file, tg:18, tg:41
system, privileges defined, dg:53

SYSTEM_ACCREDITATION_RANGE
value, dg:101

System_Admin

local database GUI, tg:15
System_Admin folder

overview, ao:54 to ao:57

using, ic29, ic38toic4l

using administrative actions, ap:528
system_type profile keyword

description and values, ic:156

examples, ic:147 to ic:149

T

T6_AUDIT_ID value, dg:248
T6_AUDIT_INFO value, dg:248
T6_CLEARANCHKalue, dg:248
T6_GID value, dg:248
T6_GROUPSalue, dg:248
T6_IL value, dg:248
T6_PID value, dg:248
T6_PRIVILEGES value, dg:248
T6_PROC_ATTRralue, dg:248
T6_SESSION_IC value, dg:248
T6_SL value, dg:248
T6_UID value, dg:248
téalloc_blk (3NTSOL)

code example, dg:254

declaration, dg:249
t6allocated_attrs (B3NTSOL)

code example, dg:264

declaration, dg:249
t6attr_id_t structure, dg:247
t6attr_t structure, dg:247
téclear_blk  (3NTSOL)

code example, dg:263

declaration, dg:252
técmp_blk (3NTSOL)

code example, dg:263

declaration, dg:252
técopy_blk  (3NTSOL)

code example, dg:262

declaration, dg:252
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tédup_blk (3NTSOL)
code example, dg:262
declaration, dg:252

t6ext_attr (3NTSOL),
declaration, dg:253

téfree_blk  (3NTSOL)
code example, dg:265
declaration, dg:249

téget_attr  (3NTSOL)
code example, dg:258
declaration, dg:251

téget_endpt_default (3NTSOL)
code example, dg:257
declaration, dg:253

téget_endpt_mask (3NTSOL)
code example, dg:257
declaration, dg:253

télast_attr (3NTSOL)

code example, dg:260

declaration, dg:251
T6M_ALL_ATTRSvalue, dg:249
T6M_AUDIT_ID value, dg:249
T6M_AUDIT_INFO value, dg:249
T6M_CLEARANCEalue, dg:249
T6M_GIDvalue, dg:249
T6M_GROUPSalue, dg:249
T6M_IL value, dg:249
T6M_NO_ATTRalue, dg:249
T6M_PID value, dg:249
T6M_PRIVILEGES value, dg:249
T6M_SESSION_IDvalue, dg:249
T6M_SLvalue, dg:249
T6M_UID value, dg:249
témask_t structure, dg:248
ténew_attr (3NTSOL)

code example, dg:259

declaration, dg:250
tépeek_attr  (3NTSOL)

code example, dg:260

declaration, dg:251
tépresent_attrs (3NTSOL)

code example, dg:264
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declaration, dg:249
térecvfrom (3NTSOL)
code example, dg:258
declaration, dg:250
tésendto (3NTSOL)
code example, dg:254
declaration, dg:250
t6set_attr (B3NTSOL)
code example, dg:254
declaration, dg:251
t6set_endpt_default (3NTSOL)
code example, dg:257
declaration, dg:253
téset_endpt_mask (3NTSOL)
code example, dg:257
declaration, dg:253
t6size_attr (3NTSOL)
code example, dg:261
declaration, dg:252
tésupported_attrs (3NTSOL)
code example, dg:264
declaration, dg:249
Taiwanese locale value, ic:154
tape
copying files from, ic31
copying files to, ic30
tape devices
accessing, ap:486
device_clean  scripts, ap:496
tapes
physical labeling, la:24
tar
saving security attributes, ap:503
tar command, tg:38
allocating a media device, ap:500
tar(1TSOL)
overview, ao:154
tar (IMTSOL) command
ancillary files, ap:500
task maps
Trusted Solaris installation and

configuration, ic:16 to ic:20



TCB
(trusted computing base)
defined, ug:2
network flag, dg:38
privileged applications, dg:57
TCP address
(Transmission Control Protocol
address)
template of sections, la:62
templates
assigning to hosts, ap:332, ap:335,
ap:342
temporary file cannot be used, aa:20
terminal emulator
accessing the profile shell, ap:15
terminal ID, aa:16
terminals
resetting after 170 interrupts, ic:112
terminating
signal received during auditing
shutdown, aa:20
terminator commands, dg:188
testfpriv command
overview, ao:133
testing and debugging
applications, dg:335
Text Editor
differences in Trusted Solaris, ug:75
text token
described, aa:172
praudit  display, aa:173, aa:214
third-party software, tg:40
time stamps in audit files, aa:75
time zones, ic:267 to ic:268
timed out RPC error, ic:266
time-date auditreduce ~ command
options, aa:81
TLI
(Transport Layer Interface)
access checks, dg:229
objects, dg:4
See also communication endpoints
See also TSIX library

/tmp directory
as an MLD, ap:56
tmpfile  string and audit_warn
script, aa:20
TMPFS
mounting in Trusted Solaris, ap:386
procedure for mounting, ap:403
tmpfs file system
modified for Trusted Solaris, tg:28
tnchkdb command
overview, ao:109
tnchkdb (1IMTSOL) command
action for checking local tn*
files, ap:13
action for checking NIS+ tn*
tables, ap:13
tnctl  command
overview, ao:109
tnd command
overview, ao:109
tnfs file system
modified for Trusted Solaris, tg:28
tnidb  database, a0:96
tnidb (4TSOL) database, tg:23
tnidb (4TSOL) file
accessing, ap:303
action for checking local, ap:13
tnif  audit record, aa:269
tninfo command
overview, ao:109
tnrh audit record, aa:269
tnrhdb database, a0:90
tnrhdb file
configuring, ic:78 toic:81
tnrhdb (4TSOL) database, tg:51
tnrhdb (4TSOL) file
accessing, ap:303
action for checking local
version, ap:13
action for checking NIS+
version, ap:13
boot time version, ap:326
special boot version, ap:326
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tnrhtp (4TSOL) file
action for checking NIS+
version, ap:13
action for checking local
version, ap:13
tnrhtp  audit record, aa:269
tnrhtp  database, a0:93
tnrhtp  file
editing on the client, ic:101
modifying, ic:79 to ic:80
tnrhtp (4TSOL) database, tg:51
tnrhtp  (4TSOL) file
accessing, ap:303
special boot version, ap:326
token commands, dg:188
token mapping daemon
defined, ao:110
tokmapctl command
overview, ao:110
tokmapd command
overview, ao:110
tokmapper audit record, aa:270
toolkits, tg:73
tools for packaging, tg:52
Tooltalk, tg:20
totaldisk rule keyword, ic:167
trailer pages
computing the classification, la:88
labeling, la:85, la:87
trailer token
described, aa:173
format, aa:173
order in audit record, aa:70
praudit display, aa:173
translation
adorned pathnames, dg:172
authorizations
ID to string, dg:86
string to 1D, dg:86
clearances
ASCII to binary, dg:165

binary and hexadecimal, dg:166

binary to ASCII, dg:164
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binary to ASCII, clipped, dg:165
binary to hex, dg:167
forms, dg:164
reentrant routines, dg:167
CMW labels
ASCII to binary, dg:145
binary to ASCII, dg:140
binary to hex, dg:147
input form, dg:144
output form, dg:140
font list, dg:306
ILs
binary to ASCII, dg:142
input form, dg:144
output form, dg:140
to level, dg:130
labels
ASCII to binary
correction, dg:144
binary and ASCII rules, dg:138
binary and hexadecimal, dg:144,
dg:147
binary to ASCII
guidelines, dg:139
flag values, dg:139, dg:144
font list, dg:306
forms, dg:138
reentrant routines, dg:110
view, dg:139
privileges
ID to string, dg:65
string to ID, dg:65
privileges needed, dg:95, dg:152
privileges, binary and ASCII, dg:64
reentrant binary to hex, dg:148
SLs
binary to ASCII, dg:140
input form, dg:144
output form, dg:140
Transmission Control Protocol, See TCP
Transport layer Interface, tg:69
Transport Layer Interface, See TLI
Trash Can
differences in Trusted Solaris, ug:79



Trojan horse protection, dg:54
troubleshoot, aa:89 to aa:96
troubleshooting, ic:265 to ic:266

1/0 interrupt messages, ic:112

mounts, ap:405
trusted

Application Manager, tg:35

drag ‘n drop, tg:20

editor, tg:17

File Manager, tg:35

role workspaces, tg:34

screen stripe, tg:20

streams, tg:72

workspace restrictions, tg:34
trusted applications

defined, ao:19
trusted computing base, See TCB
Trusted Desktop subpanel

defined, ug:79

Desktop Access tool, tg:36

Device Manager, tg:36

with Desktop Access tool, tg:4
trusted editor audit record, aa:302
trusted network

editing local files, ic:78
trusted network daemon

defined, ao:109
trusted networking

databases

accessing

tnidb  (4TSOL), ap:303
tnrhdb (4TSOL), ap:303

tnrhtp  (4TSOL), ap:303
boot-time versions of
tnrhdb /Ztnrhtp , ap:326
creating fallback entries, ap:339
wildcard at boot, ap:327
host types, ap:265 to ap:267, ap:305 to
ap:319
trusted networks
See networks
trusted path
attribute flag, dg:38

trusted path attribute, 1a:38
defined, ao0:26
tools requiring, ap:108
trusted path indicator
defined, ao:2
Trusted Path menu, ap:5
assuming a role, tg:34
changing passwords, tg:16
described, ug:80 to ug:95
example, ug:44
location, tg:34
trusted path symbol
described, ug:71
example, ug:43to ug:44
trusted processes
defined, ap:527
launching actions, ap:528
passing inheritable privileges, ap:538
trusted programs, ap:541
adding, ap:545
Trusted Security Information eXchange
library
See TSIX library
Trusted Security Information eXchange,
See TSIX
Trusted Security Interoperability Working
Group, See TSIG
trusted shared libraries, dg:332
Trusted Solaris
changes to printing, ap:448 to ap:474
Trusted Solaris boot diskette
copying to disk, ic:137
Trusted Solaris CD
copying to install server’s local
disk, ic:112
displaying mounted file
systems, ic:112
image on local disk, ic:138, ic:140
mounting, ic:126, ic:138
Trusted Solaris configuration
adding users, ic:88
copying label encodings file to
client, ic:99

Key: aa-Audit Admin; ao-Admin Overview; ap-Admin Procedures; cm-CMW Labeling; dg-Developer’s Guide;
ic-Installation & Configuration; la-Label Admin; tg-Transition Guide; ug-User’s Guide

85



copying tnrhtp  file to the
client, ic:101
evaluated configuration, ic:3
exporting directories, ic43
logging on as a user, ic24
mounting unlabeled file
systems, ic:93
NIS+ clients, ic:97 to ic:106
protecting workstation, ic28
setting static routes, ic:75
setting up home directories, ic:88,
ic:104
task maps, ic:16 to ic:20
updating credentials, ic:87
upgrading, ic49
verifying that roles work, ic:92
workstation without NIS+, ic:63 to
ic:70
Trusted Solaris environment
basic features, ug:66
guided tour, ug:43to ug:64
overview, ug:2 to ug:14
Trusted Solaris installation
config_data file, ic:117
interactive
networked workstations, ic:53to
ic:62
non-networked
workstations, ic:63 to
ic:70
log files, ic49, ic:61
methods, ic:11
NIS+ clients, ic:97 to ic:106
NIS+ root master, ic:71to ic:96
over networks, ic:107 toic:128
preparing custom JumpStart
installation, ic:129toic:172
setting default date and time, ic:119
task maps, ic:16 to ic:20
Trusted Solaris configuration
settings, ic:117
upgrade files, ic50
upgrade tasks, ic49
worksheet examples, ic:247 to ic:264
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workstation without NIS+, ic:63 to
ic:70
Trusted Solaris software
groups
cluster names for profiles, ic:151
profile examples, ic:147
specifying packages, ic:155
platforms supported, ic:7
release or version
installed rule keyword, ic:164
osname rule keyword, ic:167
trusted streams
API declarations, dg:359, dg:361
objects, dg:4
policy switch, dg:29
trusted stripe
defined, ug:66
described, ug:71to ug:72
example, ug:43 to ug:44
Trusted X Window System, tg:66
Trusted X Window System, See X Window
System
trusted_edit script
assigning as default editor, ap:118
trusted_edit shell script
use in administrative actions, ap:14
trustworthy programs, ap:541
TSIG
(Trusted Security Interoperability
Working Group)
TSIX
(Trusted Security Information
eXchange)
TSIX (Trusted Security Information
Exchange), tg:71
TSIX host type
described, ap:308
tsix host type
defined, ao:89
described, ap:308
TSIX library
See also code examples
See also IPC



API declarations, dg:249 to dg:253,
dg:356
attribute enumerations, dg:.247
attribute masks, dg:248
attribute structure, dg:247
changing client SL, dg:245
changing security attributes, dg:245,
dg:254
client application, dg:273 to dg:276
described, dg:243
example application, dg:265 to
dg:276
information label floating, dg:245
network accreditation range, dg:244
privileged tasks, dg:245
replying at equal SL, dg:245
security attributes, dg:244
server application, dg:266 to dg:272
tsol_attr flag
described, ap:380
TSOL_AUTH_FILE_DOWNGRADE
authorization, dg:41
TSOL_DB_SRC_FILESflag, dg:215
TSOL_DB_SRC_NISPLUSIlag, dg:214
TSOL_DB_SRC_SWITCHag, dg:214
tsol_enable configurable kernel
switch, ap:417
TSOL_ENABLE_IL variable, dg:28, dg:29
tsol_enable_il_floating configurable
kernel switch, ap:417
TSOL_ENABLE_IL_FLOATING
variable, dg:28
TSOL_FLOAT_SYSV_MSG_IL
variable, dg:28
TSOL_FLOAT_SYSV_SEM_IL
variable, dg:28
TSOL_FLOAT_SYSV_SHM_IL
variable, dg:28
tsol_hide_upgraded_names configurable
kernel switch
defined, ap:418
TSOL_HIDE_UPGRADED_NAMES
variable, dg:29

tsol_Ibuild_create
declaration, dg:316
description, dg:322
tsol_lbuild_destroy
declaration, dg:316
tsol_lbuild_get (3TSOL)
code example, dg:318
declaration, dg:316
tsol_lbuild_set (3TSOL)
code example, dg:318
declaration, dg:316
tsol_privs_debug
use of, la:42
tsol_privs_debug configurable kernel
switch
defined, ap:418
tsol_privs_debug
described, ap:541
tsol_reset_il_on_exec configurable kernel
switch
defined, ap:417
TSOL_RESET_IL_ON_EXEC
variable, dg:29
tsol_separator.ps file
procedures
specifying SLs to print instead of
ILs{tsol_
separator.ps], ap:477
TSOL_STR_LINBvariable, dg:29
TSOLadmin.dt file
adding an administrative
action, ap:29
tsolgateways
setting, ic:77
tsolgateways(4TSOL) file
action for editing, ap:14
tsolprof  (4TSOL)
See also databases
tsolprof ~ database, tg:16, tg:64
tsolprof  file
accessing, dg:211
tsolsys switch settings, la:41

(3TSOL)

(3TSOL)

switch
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tsoluser (4TSOL)
See also databases
tsoluser  file
accessing, dg:211
tunnel file
procedure for creating, ap:350, ap:358
setting up tunneling, ap:328
tunneling
described, a0:105
tunnelling
passing emetrics through non-TSOL
hosts gateways, ap:328
two-person control
adding privileges to progams, ap:545

U

uadmin audit record
system freeze, aa:270
system reboot, aa:271
system remount, aa:271
system shutdown, aa:272
user-level command, aa:335
uauth audit record, aa:319, aa:335
uauth printing audit records, aa:319
UDP address
(User Datagram Protocol address)
UFS
mounting in Trusted Solaris, ap:386
ufs file system
modified for Trusted Solaris, tg:28
uid field, dg:295
UIDs
(user 1Ds)
and roles, ug:83
assigning, ap:124, ao:66
assigning to actions, ao:122
assigning to commands, ao0:122
changed, dg:56
effective
alternative to privileges, ap:524
defaults, ap:540
defined, ap:522
effective UID of root, ap:544
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in execution profiles, ap:214, ao:21
getting on window, dg:308
getting on workstation, dg:308
network interfaces, a0:96
privilege to change, dg:58
remote host templates, a0:93
user ID (audit ID), aa:3, aa:16, aa:73
umount: old version audit
record, aa:272
uname audit record, aa:336
uname command, ic:112, ic:233
unbundled Sun applications
adding, ap:541
undefined labels, described, dg:115
UNIX domain socket
used by cron (IMTSOL) and its
clients, ap:93
UNIX Domain sockets, See IPC
UNIX publications
general, ic:206
security, ic:205
unlabeled host type
creating (example), ic:79
defined, ao:89
described, ap:318
unlabeled host types, tg:22
unlabeled hosts
mounting MLDs, ap:377
unlabeled machines
write up policy, tg:4
unlink audit record, aa:273
unnamed value for filesys, ic:153
unshare audit record, aa:337
unshare command
Trusted Solaris modifications, a0:138
.updatehome (1MTSOL) command
using, ap:87
upgrade file sensitivity label
authorization, la:13
upgrade installation
configuration tasks, ic49
profile keywords, ic:153 to ic:155



upgrade option data entries explained, ap:122 to

installation, tg:12 ap:144

upgraded names deleting local user, ic38
defined, ap:418 deleting users, ao:83
hide, dg:29 dialog boxes

upgrading labels Home, a0:64, ao:74 to ao:75
guidelines, dg:98 Identity, ao0:64, a0:65 to a0:68
privileges needed, dg:95, dg:96 Idle, 20:64, a0:82 to a0:83
X Window System, dg:294 Labels, ao:64, a0:76 to ao:78

Load dialog box, ao:60
Navigator, a0:63
Password, ao:64, ao:68 to ao:73
Profiles, ao:64, ao:78 to ao:80
Roles, a0:64, a0:80 to a0:81
Edit menu, ao0:62
Home dialog box, ap:134 to ap:136

usedisk profile keyword
description and values, ic:156
dontuse and, ic:151

user accounts
See also accounts
See also User Manager

user accreditation range, la:34 identity dialog box, ap:124
defined, a0:8 Idle dialog box, ap:143 to ap:144
described, ap:374 Labels dialog box, ap:136 to ap:140
minimum clearance, ao:9 launching, a0:60
minimum sensitivity label, ao:9 main window, a0:62

user audit fields, aa:14 to aa:15 opening an account closed by too

user clearances many failed logins, ap:43
defined, ug:5 overview, ao0:60 to ao:83
described, ap:374 Password dialog box

user commands opening a closed account, ap:43
new, tg:45 procedures, ap:144 to ap:175

user comments Profile dialog box, ap:141 to ap:142
assigning, ao:67 required authorizations, ap:110,

ap:112
Roles dialog box, ap:143
setting labels, la:43

user database, See databases
User Datagram Protocol, See UDP
user ID (audit ID), aa:3

use, tg:17
user IDs, See UIDs using, ic35, ap:26, ap:28
User Manager worksheet, ap:212
assigning account type, ap:127, ao:67 user names
assigning GIDs, a0:66 assigning, ap:124, a0:66
assigning login shells, ao:67 USER_ACCREDITATION_RANGE
assigning passwords, ap:128 to - value, dg:101 -
ap:134

userent_t  structure, dg:212
user-level events
audit number range, aa:6
audit records, aa:301 to aa:337
audit tokens, aa:70

assigning profiles in the desired
order, ap:526

assigning profiles to accounts, ap:538

assigning UIDs, ao:66

assigning user comments, ao:67

assigning user names, ao:66
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auditconfig command
options, aa:23
described, aa:6
usermgr audit records, aa:336
users
See also User Manager
ACL entry, ug:103
administering, ao0:59 to ao:83
auditing normal users, aa:13
deleting a local user, ic38
exceptions to audit flags, aa:51
security attributes, ao:38
security training, ap:36 to ap:41
session range, ao:11
setting up accounts, ic:197
usertype field, dg:212

/usr/bin/at audit record
at-create crontab , aa:304
at-delete atjob , aa:305
at-permission , aa:305

/usr/bin/crontab audit record
cron-invoke atjob , aa:309

crontab-crontab

created , aa:308
crontab-crontab

deleted , aa:309

crontab-permission , aa:310
crontab , aa:309
/usr/bin/login audit record

logout , aa:318

rlogin , aa:317, aa:318
telnet login , aa:318
terminal login , aa:317

/usr/bin/passwd: change

password audit record, aa:322
/usr/bin/pfsh audit record, aa:323
/usr/bin/setuname audit

record, aa:332
lusr/bin/su audit record, aa:334
lusr/bin/luname audit record, aa:336
Jusr/dt/ directory, tg:20

/usr/dt/appconfig/appmanager/C/
System_Admin file
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adding an administrative
action, ap:30
lusr/dt/appconfig/types/C/TSOLa
dmin.dt file
adding an administrative
action, ap:29
/usr/dt/bin/dtfile audit
record, aa:312
{usr/lib/Ipadmin auditrecord, aa:319
lusr/lib/Ipsched audit
records, aa:319 to aa:320
/usr/lib/nfs/mountd audit record
automount mismatch , aa:307
automount request , aa:307
NFS mount request , aa:321
NFS unmount request , aa:321
/usr/lib/sendmail audit
record, aa:331
lusr/sbin/add_drv audit
record, aa:301
/usr/sbin/allocate audit record
allocate-list device
failure , aa:304
allocate-list device
success , aa:303
device allocate
failure , aa:303
device allocate
success , aa:302
/usr/sbin/audit audit record, aa:306
/usr/sbin/chroot audit record, aa:308
/usr/sbin/deallocate audit record
deallocate device , aa:311
deallocate device
failure , aa:311
/usr/sbin/eeprom audit record, aa:313
/usr/sbin/fuser audit record, aa:313
/usr/sbin/halt audit record, aa:314
lusr/sbin/in.ftpd audit
record, aa:316
/usr/sbin/in.rexecd audit
record, aa:328



/usr/sbin/in.rshd audit
record, aa:329
lusr/sbin/inetd audit record, aa:316
lusr/sbin/init audit record, aa:330
/usr/sbin/installf audit
record, aa:317
/usr/sbin/modload
record, aa:320
/usr/sbin/modunload
record, aa:320
/usr/sbin/pbind audit record, aa:322
/usr/sbin/psradm audit record, aa:326
lusr/sbin/reboot audit record, aa:327

audit

audit

/usr/sbin/removef audit
record, aa:327
Jusr/sbin/rpc.rexd audit

record, aa:328

/usr/sbin/swap audit record, aa:334
Jusr/sbin/uadmin audit record, aa:335
utilities

C library functions, aa:341

headers, tables, and macros, aa:342

maintenance commands, aa:339

system calls, aa:340

utime audit record, aa:273
utimes audit record, aa:273
utssys - fusers audit record, aa:274

V
valid clearances
checking, dg:163
ensuring, dg:154
valid labels
accreditation ranges, dg:133
checking, dg:134
ensuring, dg:102
value
classification keyword, la:64
value=, cm:19,cm:21,cm:29,cm:31, cm:59,
cm:85, cm:112, cm:120, cm:124
/var/sadm/begin.log file, ic:174
/var/sadm/finish.log file, ic:176

Ivar/sadm/system/data/upgrade_
cleanup file, ic50
Ivar/sadm/system/logs/install_
log file, ic:61
/var/sadm/system/logs/upgrade_
log file, ic49,ic:61
variables
PASSWD, ic:179
SI_CONFIG_DIR, ic:177
SI_PROFILE, ic:175
SI_SYS_STATE, ic:180
SYS_MEMSIZE, ic:181
vers_len field, dg:101
version of Trusted Solaris software
installed rule keyword, ic:164
osname rule keyword, ic:167
VERSION section
label_encodings example, la:163
version string retrieval, dg:114
version=, la:6,cm:16,cm:17,cm:82,cm:85,

cm:123
vfork audit record, aa:274
vistab file, ic:153
vfstab , ap:14

vfstab_adjunct file
code example, dg:31
retrieving entries, dg:31
vfstab_adjunct (4TSOL) file
action for editing, ap:14
View Table Contents action
described, ap:14
VIEW_EXTERNAIlflag, dg:139
VIEW_INTERNALflag, dg:139
visible, cm:68
vtrace audit record, aa:275

w

well formed labels, cm:5 to cm:29, cm:31,
cm:37, cm:48 to cm:52, cm:70,
cm:114, cm:116
well-formed labels
defined, ao:6
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wildcard
trusted network fallback
option, ap:327
win_config  privilege, dg:293
win_dac_read privilege, dg:293
win_dac_write  privilege, dg:293
win_devices privilege, dg:293
win_dga privilege, dg:293
win_downgrade_|l privilege, dg:293
win_downgrade_sl  privilege, dg:293
win_fontpath privilege, dg:294
win_mac_read privilege, dg:293
win_mac_write  privilege, dg:293
win_nofloat  privilege, dg:294
win_upgrade_il privilege, dg:294
win_upgrade_sl  privilege, dg:294
window IIL change audit record, aa:315
window manager, ap:528
Window SL field
described, ug:72
window system
differences in Trusted Solaris, la:14
trusted processes, ap:527
passing inheritable
privileges, ap:538
windows
See also X Window System
authorizations, ao:27
client, security policy, dg:291
configuring polyinstantiation, tg:21
cut-and-paste, tg:20
defaults, dg:292
described, dg:289
drag ‘n drop, tg:20
labels, tg:19
moving data between, ug:57 to ug:60
override-redirect, security
policy, dg:291
privileges, dg:293, ao:30
properties, tg:21
remote display, tg:38
root, security policy, dg:291
security policy, dg:290
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server policy, tg:21
Toottalk, tg:20
untrusted client restrictions, tg:34
word
default, cm:5, cm:21, cm:22, cm:23,
cm:24, cm:72, cm:116
inverse, cm:4, cm:8, cm:9, cm:10,
cm:22, cm:23, cm:30, cm:31,
cm:32, cm:41, cm:43, cm:62,
cm:70, cm:127, cm:132,
cm:135, cm:137
normal, cm:4, cm:8, cm:9, cm:11,
cm:12, cm:21, cm:74
word order requirements
label_encodings file, 1a:62
work groups
represented by label
compartments, la:10
worksheets
auditing, aa:343 to aa:351
blanks, ic:207 to ic:225
examples, ic:248 to ic:264
for hosts, ap:577
for user accounts, ap:212
Workspace Menu
as trusted process, ap:527
modifying, ap:425 to ap:433
workspace switch area
controls, ug:97
differences in Trusted Solaris, ug:73
workspaces
administrative
using, ap:8to ap:29
administrative role, la:14
Change SL audit record, aa:333
changing, ug:49 to ug:52
changing to admin_high, aa:61
changing what displays after
login, la:14
creating at admin_high, ic27
initial, la:14
labeled, la:14
multiple, tg:34
relabeling, la:14
for roles, tg:34



trusted restrictions, tg:4
workstation configuration
system privileges, ao:30
Workstation Information dialog box
example, ug:39 to ug:40
introduction, ug:20
procedure, ug:24 to ug:27
workstation shutdown
not Stop-A, tg:4
workstations
adding, ic:197
booting, ic52
performance, ic:198
planning audit space, aa:32
protecting, ic27 to ic29
screen-locking, ic52
shutting down, ic52
starting, ic52
wrapping lines in rules, ic:163
write access
IL conjoin, dg:92
overview, ug:7
security policy, dg:14
write audit record, aa:275
write equal, dg:14
write up, dg:14
write up policy
for unlabeled machines, tg:4

writel  audit record, aa:276
writevl audit record, aa:276
WURD

defined, ug:7
X
X protocol extensions, tg:67
X server

window privileges, ao:30
X server extensions audit
record, aa:300
X Window System
See also code examples
API declarations, dg:297 to dg:303,
dg:358

authorizations, defined, dg:82
client attributes structure, dg:295
client window, dg:291
configurable policy, tg:4
configuring policy, tg:21
defaults, dg:292
described, tg:66
input devices, dg:291
label clipping API

declarations, dg:352

Motif source code, dg:309 to dg:313

object attribute structure, dg:295
object type definition, dg:295
objects, dg:3, dg:289
override-redirect, dg:291
predefined atoms, dg:292
privileged tasks, dg:293
privileges, tg:104

privileges, defined, dg:53
properties, dg:290

property attribute structure, dg:295

protocol extensions, dg:287
resource file, dg:309
root window, dg:291
security attributes, tg:67
contrast with Solaris, dg:12
described, dg:289
security policy, dg:290
Selection Manager, dg:292
server control, dg:291
xa audit class, aa:120
xa audit flag, aa:99
XAllocColor  audit record, aa:293
XAllocColorCells
XAllocColorPlanes
record, aa:293
XAllocNamedColor
xatom token
described, aa:174
praudit display, aa:174
xbcleartos  (3TSOL),
declaration, dg:303
(3TSOL), declaration, dg:303
(3TSOL), declaration, dg:303

audit

xbcltos
xbiltos

Key: aa-Audit Admin; ao-Admin Overview; ap-Admin Procedures; cm-CMW Labeling; dg-Developer’s Guide;
ic-Installation & Configuration; la-Label Admin; tg-Transition Guide; ug-User’s Guide

audit record, aa:293

audit record, aa:293
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xbsltos (3TSOL)
code example, dg:306
declaration, dg:303
xc audit class, aa:121
xc audit flag, aa:99

XChangeActivePointerGrab audit
record, aa:283

XChangeHosts audit record, aa:299

XChangeKeyboardControl audit
record, aa:297

XChangeKeyboardMapping audit
record, aa:297

XChangePointerControl audit
record, aa:297

XChangeProperty audit record, aa:281
XChangeSaveSet audit record, aa:280
XChangeWindowAttributes audit
record, aa:280
XCirculateWindow  auditrecord, aa:280
XClearArea audit record, aa:290
xclient  token
described, aa:174
praudit display, aa:174
XClientConnect  audit record, aa:278
XClientDisconnect audit
record, aa:279
xcolormap token
described, aa:175
praudit  display, aa:175
XConfigureWindow audit record, aa:280
XConvertSelection audit
record, aa:282
XCopyArea audit record, aa:290

XCopyColormapAndFree audit
record, aa:294

XCopyPlane audit record, aa:290
XCreateColormap audit record, aa:292
XCreateCursor audit record, aa:295

XCreateGlyphCursor  audit
record, aa:296
XCreateWindow audit record, aa:280
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xcursor token

described, aa:175

praudit display, aa:175
XDeleteProperty audit record, aa:281

XDestroySubwindows  audit
record, aa:280
XDestroyWindow audit record, aa:280
XFillPolygon audit record, aa:291
xfont token
described, aa:175
praudit display, aa:176
XForceScreenSaver audit
record, aa:298
XFreeColormap audit record, aa:294
XFreeColors audit record, aa:293
XFreePixmap audit record, aa:297
xgc token
described, aa:176
praudit display, aa:176
XGetAtomName audit record, aa:281
XGetGeometry audit record, aa:280
XGetlmage audit record, aa:291
XGetMotionEvents  auditrecord, aa:286
XGetProperty audit record, aa:281
XGetSelectionOwner audit
record, aa:282
XGetWindowAttributes audit
record, aa:280
XGrabButton audit record, aa:282
XGrabKey audit record, aa:284
XGrabKeyboard audit record, aa:284
XGrabPointer audit record, aa:283
XIlmageTextl6 audit record, aa:291
XIlmageText8 audit record, aa:291
XlnstallColormap auditrecord, aa:294
XInternAtom  audit record, aa:281
XKillClient audit record, aa:299
xI audit class, aa:122
xI audit flag, aa:99
Xlib
API declarations, dg:297 to dg:303
described, dg:10



objects, dg:289
XListInstalledColormap audit
record, aa:294
XListProperty audit record, aa:281
XLookupColor audit record, aa:295
XMapSubwindows audit record, aa:280
XMapWindowaudit record, aa:280
xmknod audit record, aa:276
xp audit class, aa:122
xp audit flag, aa:99
Xp_tsol_incoming_attrsp
field, dg:279
Xp_tsol_incoming_new_attrs
field, dg:279
Xp_tsol_outgoing_attrsp
field, dg:279
xpixmap token
described, aa:176
praudit  display, aa:176
XPolyArc audit record, aa:291
XPolyFillArc audit record, aa:291

XPolyFillRectangle audit
record, aa:291

XPolyLine audit record, aa:291
XPolyPoint  audit record, aa:291
XPolyRectangle audit record, aa:291
XPolySegment audit record, aa:291
XPolyTextl6 audit record, aa:292
XPolyText8 audit record, aa:291
xproperty  token

described, aa:177

praudit display, aa:177
XPutlmage audit record, aa:292
XQueryColors audit record, aa:295
XQueryTree audit record, aa:280
XRecolorCursor  audit record, aa:296
XReparentWindow audit record, aa:280
XRotateProperties audit

record, aa:299

xs audit class, aa:124
xs audit flag, aa:99

xselect token
described, aa:177
praudit display, aa:178
X-Sender-Information-Label, la:23
XSendEvent audit record, aa:286
Xserver protocols
audit records, aa:278 to aa:300
Xsession file, ap:444
XSetAccessControl audit
record, aa:299
XSetClipRecatangles audit
record, aa:289
XSetCloseDownMode audit
record, aa:298
XSetDashes audit record, aa:289
XSetFontPath audit record, aa:288
XSetlnputFocus  audit record, aa:287
XSetModifierMapping audit
record, aa:300
XSetPointerMapping audit
record, aa:300
XSetScreenSaver audit record, aa:298
XSetSselectionOwner audit
record, aa:282
xstat audit record, aa:277
XStoreColors  audit record, aa:295
XStoreNamedColor auditrecord, aa:295
XTsolClientAttributes
structure, dg:295
XTSOLgetClientAttributes (3X11TS
OL), declaration, dg:297
XTSOLgetPropAttributes (3X11TSOL)
, declaration, dg:297
XTSOLgetPropLabel (3X11TSOL),
declaration, dg:299
XTSOLgetPropUID (3X11TSOL),
declaration, dg:300
XTSOLgetResAttributes
code example, dg:305
declaration, dg:297
XTSOLgetResLabel (3X11TSOL)
code example, dg:307

(3X11TSOL)

Key: aa-Audit Admin; ao-Admin Overview; ap-Admin Procedures; cm-CMW Labeling; dg-Developer’s Guide;
ic-Installation & Configuration; la-Label Admin; tg-Transition Guide; ug-User’s Guide
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declaration, dg:298
XTSOLgetResUID (3X11TSOL)
code example, dg:308
declaration, dg:298
XTSOLgetSSHeight (3X11TSOL),
declaration, dg:302
XTSOLgetWindowlIL (3X11TSOL),
declaration, dg:299
XTSOLgetWorkstationOwner  (3X11TS
OL)
code example, dg:308
declaration, dg:300
XTSOLIsWindowTrusted (3X11TSOL),
declaration, dg:301
XTSOLmakeTPWindow3X11TSOL),
declaration, dg:301
XTsolPropAttributes
structure, dg:295
XTsolResAttributes structure, dg:295
XTSOLsetPropLabel (3X11TSOL),
declaration, dg:299
XTSOLsetPropUID (3X11TSOL),
declaration, dg:300
XTSOLsetResLabel (3X11TSOL)
code example, dg:308
declaration, dg:298
XTSOLsetSessionHl (3X11TSOL),
declaration, dg:301
XTSOLsetSessionLO (3X11TSOL),
declaration, dg:301
XTSOLsetSSHeight (3X11TSOL),
declaration, dg:302
XTSOLsetWindowllL (3X11TSOL),
declaration, dg:299
XTSOLsetWorkstationOwner  (3X11TS
OL), declaration, dg:300
Xtsolusersession file, ap:444
Xtsolusersession script, ap:528
XUngrabButton audit record, aa:283
XUngrabKey audit record, aa:284
XUngrabKeyboard audit record, aa:284
XUnGrabPointer  audit record, aa:283
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XUnGrabServer audit record, aa:285

XUninstallColormap audit
record, aa:294

XUnmapSubwindows audit record, aa:280
XUnmapWindowaudit record, aa:280
XView, tg:73
XWarpPointer audit record, aa:286
xwindow token

described, aa:178

praudit display, aa:178
xx audit class, aa:126
xx audit flag, aa:99

Z

zh locale name, ic:154
zh_TWIlocale name, ic:154
zones, time, ic:267 to ic:268



