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About This Guide

This guide describes the agent services tools that a Netscape Certificate
Management System agent uses to administer a subsystem’s certificates and
keys.

This preface has the following sections:
< What You Should Already Know

= What's in This Guide

= Conventions Used in This Guide

= Where to Go for Related Information

What You Should Already Know

This guide is intended for Certificate Management System agents—that is,
privileged users designated by the Certificate Management System
administrator to manage requests from end entities for certificate-related
services. Each installed Certificate Management System manager (Certificate
Manager, Registration Manager, and Data Recovery Manager) can have one or
more agents.

Server administrators should refer to the Netscape Certificate Management
System Administrator’s Guide for information on how to designate agents and
assign agent privileges to users and groups.

Before reading this guide, you should be familiar with the basic concepts of
public-key cryptography and the Secure Sockets Layer (SSL) protocol. These
include the following topics:

= encryption and decryption
= public keys, private keys, and symmetric keys
= digital signatures

= the role of digital certificates in a public-key infrastructure (PKI)
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What's in This Guide

certificate hierarchies
SSL cipher suites

the purpose of and major steps in the SSL handshake

For overviews of these topics, see Appendix D and Appendix E of Managing
Servers with Netscape Console.

What’s in This Guide

This guide describes the duties of the agents for the various CMS subsystems
and explains how to accomplish each task.

Chapter1,“AgentServices,”providesanoverviewofthe productandidentifiesthe
differentkindsofusers,includingagents. Thechapteralsosummarizesthetasksof
each subsystem agent and lists the HTML forms you use to perform agent tasks.
Finally, the chapter explains how to access the Agent Services pages and forms.
As a Certificate Manager or Registration Manager agent, you are responsible
for handling requests for certificates that are made by end entities (end
users, server administrators, or other CMS subsystems) using manual
enrollment. Chapter 2, “Handling Certificate Requests,” describes the general
procedure for handling requestsand explainshowto handle different aspects of
certificate request management.

Chapter 3, “Finding and Revoking Certificates,” explains how, as a Certificate
Manageragent,youcanusethe AgentServices pagetofindand examineaspecific
certificateissued by Certificate ManagementSystem, orretrievealistofcertificates
thatmatchspecifiedcriteria. Thischapteralsoexplainshowtorevokecertificates,
and manage the certificate revocation list.

Chapter4,“PublishingtoaDirectory.” describeshowa Certificate Manager agent
can update the LDAP directory with the current status of certificates.

Chapter5, “Recovering Encrypted Data,” describeshowto process key recovery
requests, and howtorecoverstoredencrypted datawhentheencryptionkey has
beenlost.ThisserviceisonlyavailablewhentheDataRecoveryManagersubsystem
is installed.
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Conventions Used in This Guide

Conventions Used in This Guide

This guide uses the following conventions:

< Mnospaced font
Thistypefaceisusedfortextthatisanexecutable partofaprogramortextthatyou
type. It's also used for filenames, directory names, and URLs.

- ltalic
Italic type is used for emphasis and to introduce new terms.

e Square brackets [ ]
Square brackets enclose commands that are optional.

= Angle brackets <>

Angle bracketsindicate placeholders for itemsthat vary, such as pathnames and
variable names. Replace the angle brackets and their text with text thatapplies to
your situation.

= Slash/

A slash is used to separate directories in a path. (Note that the Windows NT
operating system supports both the slash and the backslash.

Where to Go for Related Information

This section summarizes the documentation that ships with Certificate
Management System, using these conventions:

= <server _r oot > is the directory where the CMS binaries are kept
(specified during installation).

< <instance_i d>is the ID for this instance of Certificate Management
System (specified during installation).

The documentation set for Certificate Management System includes the
following:

= Managing Servers with Netscape Console provides background information
on basic cryptography concepts and the role of Netscape Console.
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Where to Go for Related Information

= For the HTML version, see <ser ver _r oot >/ manual / en/ adni n/
hel p/ contents. htm

Netscape Certificate Management System Agent’s Guide (this guide) provides
detailed reference information on CMS agent interfaces. To access this
information from the Agent Services pages, click any help button.

= The HTML version of this guide is located in <ser ver _r oot >/
<i nstance_i d>/ web/ agent/ manual / agt _gi de/
contents. htm

= The PDF version of this guide is located at <ser ver _r oot >/ manual /
en/ cert/ pdf/cs40_agt. pdf.

Netscape Certificate Management System Installation and Deployment Guide
provides detailed information on deployment options for Certificate Server,
a walk-through of a test or demo installation, and complete installation
instructions. To access the installation and configuration information from
within the CMS Installation Wizard, click any help button.

= The HTML version of this guide is located at <ser ver _r oot >/
manual / en/ cert/dep_gi de/ contents. htm

= The PDF version of this guide is located at <ser ver _r oot >/ manual /
en/ cert/ pdf/cs40_dep. pdf.

Netscape Certificate Management System Administrator’s Guide provides
detailed reference information on Certificate Management System
administration interfaces. To access this information from the CMS window
within Netscape Console, click any help button.

= The HTML version of this guide is located at <ser ver _r oot >/
manual / en/ cert/adm gi de/ contents. htm

= The PDF version of this guide is located at <ser ver _r oot >/ manual /
en/ cert/ pdf/cs40_adm pdf.

End-entity help (online only, not printed) provides detailed reference
information on Certificate Management System agent interfaces. Users can
access this guide by clicking any help button in the end user pages.

= The HTML version of this guide is located at <ser ver _r oot >/
<i nstance_i d>/ web/ ee/ manual / ee_gi de/contents. ht m
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Important

Where to Go for Related Information

Do not change the default location of any of the HTML files; they are used for
online help. You may move the PDF files to another location.

For a complete list of all documentation that ships with Certificate Management
System, including documentation for Directory Server, see <ser ver _r oot >/
manual /i ndex. ht m .

You will not be able to access the files and directories specified here if you
don’t have access to the machine on which Certificate Management System is
installed. The CMS guides listed here are also available in printed form with the
packaged product.

For the latest information about Certificate Management System, including
current release notes, complete product documentation, technical notes, and
deployment information, see htt p: // docs. i pl anet . conf docs/
manual s/ cns. ht i .
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Where to Go for Related Information
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Chapter

Agent Services

This chapter describes the role of the privileged users called agents in
managing Netscape Certificate Management System (CMS). It also introduces
the tools that agents use to administer service requests.

The chapter has the following sections:

= Overview of Certificate Management System (page 1)
= Agent Tasks (page 4)

= Forms for Performing Agent Operations (page 9)

= Accessing Agent Services (page 11)

Overview of Certificate Management System

Netscape Certificate Management System is a highly configurable set of
software components and tools for creating, deploying, and managing
certificates. The standards and services that facilitate the use of public-key
cryptography and X.509 version 3 certificates in a networked environment are
collectively called the public key infrastructure (PKI) for that environment. In
any PKI, a certificate authority (CA) is a trusted entity that issues, renews, and
revokes certificates. An end entity is a person, router, server, or other entity
that uses a certificate to identify itself.
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Overview of Certificate Management System

To participate in a PKI, an end entity must enroll, or register, in the system. The
end entity typically initiates enrollment by giving the CA some form of
identification and a newly generated public key. The CA uses the information
provided to authenticate, or confirm, the identity; it then issues the end entity a
certificate that associates that identity with the public key, and signs the
certificate with the CA’s own private signing key.

End entities and CAs may be in different geographic or organizational areas or
in completely different organizations. CAs may include third parties that
provide services through the Internet as well as the root CAs and subordinate
CAs for individual organizations. Policies and certificate content may vary from
one organization to another. End-entity enrollment for some certificates may
require physical verification, such as an interview or notarized documents,
while enrollment for others may be fully automated.

To meet the widest possible range of configuration requirements, Certificate
Management System permits the independent installation of three separate
subsystems, or "managers," that typically play distinct roles:

= A Certificate Manager functions as a root or subordinate certificate
authority. This subsystem issues, renews, and revokes certificates, generates
certificate revocation lists (CRLS), and can publish certificates and CRLs to a
Lightweight Directory Access Protocol (LDAP) directory. It can be
configured to accept requests from end entities, Registration Managers, or
both, and can process requests either manually (that is, with the aid of a
human being) or automatically (based entirely on customizable policies and
procedures). When set up to work with a separate Registration Manager, the
Certificate Manager processes requests and returns the signed certificates to
the Registration Manager for distribution to the end entities. (For an
overview of the role of certificate authorities and related concepts of public-
key cryptography, see Appendix D of Managing Servers with Netscape
Console.)

= A Registration Manager performs a subset of end-entity tasks performed
by the Certificate Manager, such as enrollment or renewal, on behalf of the
Certificate Manager. After the Registration Manager approves requests, it
forwards them to the Certificate Manager, which processes them and issues
the certificates. The Registration Manager then distributes the certificates to
the end entities and can publish them to the appropriate directory.

= A Data Recovery Manager oversees the long-term archival and recovery of
private encryption keys for end entities. A Certificate Manager or
Registration Manager can be configured to archive end entities’ private
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Overview of Certificate Management System

encryption keys with a Data Recovery Manager as part of the process of
issuing new certificates. The Data Recovery Manager is useful only if end
entities are encrypting data (using applications such as S/MIME email) that
the organization may need to recover someday. It can be used only with
client software that supports dual key pairs—that is, two separate key pairs,
one for encryption and one for digital signatures. This service is available in
newer clients only (including current versions of Communicator with the
Netscape Personal Security Manager installed). The Data Recovery Manager
archives encryption keys. It does not archive signing keys, since such
archival would undermine nonrepudiation properties of dual-key
certificates.

Since CAs can delegate some responsibilities to subordinate CAs, a Certificate
Manager might delegate responsibilities to one or more levels of subordinate
Certificate Managers, and Registration Managers might delegate responsibilities
to subordinate Registration Managers. Therefore many complex variations are
possible.

Three kinds of entities can access CMS subsystems: administrators, agents, and
end entities. Administrators are responsible for the initial setup and ongoing
maintenance of the subsystems. Administrators can designate users with special
privileges, called agents, for each subsystem. Agents manage day-to-day
interactions with end entities and other aspects of the PKI. This guide describes
the tasks that agents can perform. End entities access Registration Manager or
Certificate Manager subsystems to enroll in a PKI and to take part in other life-
cycle management operations, such as renewal or revocation.

Figurel.1showstheportsusedbyadministrators,agents,andendentities.Allagentand
administrator interactions with CMS subsystems occur over HTTPS. End-entity
interactions can take place over HTTP or HTTPS.

Chapter 1, Agent Services 3



Agent Tasks

Figure 1.1 Certificate Management System and its users

Certificate Management System

EE ports Agent Administration
port port
HTTI HTTPS HTTPS HTTPS
End-entity et
registration Agent services Ce scalpe/:
services (HTML forms) CMSOHS'Og
(HTML forms) window

ilo

-

-

yA— L/
Browsers and Java
other products Browsers application
End entities Agents Administrators

Agent Tasks

The designated agents for each subsystem are responsible for the everyday
management of end-entity requests and other aspects of the PKI:

= Certificate Manager agents manage certificate requests received by the
Certificate Manager subsystem, maintain and revoke certificates as
necessary, and maintain global information about certificates.
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Agent Tasks

= Registration Manager agents manage the certificate requests received by the
Registration Manager subsystem.

= Data Recovery Manager agents initiate the recovery of lost keys, and can
obtain information about key service requests and archived keys.

To perform the privileged operations of an agent, you use the CMS Agent
Services pages. To access these pages, you must have a personal SSL client
certificate, and the CMS administrator must have identified you as a privileged
user in the user database. For more information on how to get set up as a
privileged user, see the Netscape Certificate Management System
Administrator’s Guide.

Certificate Manager Agent Services

Thedefaultentry pagetothe Certificate ManageragentservicesisshowninFigure1.2.
Toaccessthese pages, you must be adesignated Certificate Manageragentand your
client software must have a valid certificate identifying you as such.

Figure 1.2 Certificate Manager Agent Services page
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Agent Tasks

As a Certificate Manager agent, you can perform the following tasks:

Handle certificate requests.

You can list the certificate service requests received by the Certificate
Manager subsystem, assign requests to yourself, reject or cancel requests,
andapproverequestsforcertificateenrollment.SeeChapter2,“HandlingCertificate
Requests.”

Clone requests.

You can clone any request, whether it’s still pending, canceled, rejected, or
completed. This can be useful in a variety of situations. For example, if a
user receives a certificate that doesn’t work because it has been incorrectly
formulated, you can locate the completed request, clone it, and correct it
without requiring the user to enroll a second time. Cloning a request gives it
a new request ID number and puts it into the list of pending requests, but
does not change the status of the original request.

Find certificates.

You can search for individual certificates, or search for and list certificates
by various criteria, then display the details of certificates you have found.
See Chapter 3, “Finding and Revoking Certificates.”

Revoke certificates.

If a user's key has been compromised, you need to revoke the user's
certificate to ensure that the key is not misused. You may also need to
revoke the certificates of users who have left the organization. You can use
CertificateManagerAgentServicestofindandrevokeaspecificcertificateorasetof
certificates.Userscanalsorevoketheirowncertificates.See“RevokingCertificates”
on page 44.

Update the CRL.

The Certificate Manager maintains a public list of certificates that have been
revoked, called the certificate revocation list (CRL). The list is usually
maintained automatically, but you may sometimes need to use the Certificate
Manager AgentServicespage toupdate the listmanually.See “Updatingthe CRL”
on page 48.

Publish certificates to a directory.
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Agent Tasks

You can set up Certificate Management System to publish certificates and

lists of revoked certificates in an LDAP directory. Certificate information is
usually published automatically, but you may sometimes need to use the

Certificate Manager Agent Services page to update the directory manually.
See Chapter 4, “Publishing to a Directory.”

Registration Manager Agent Services

ThedefaultentrypagetotheRegistrationManageragentservicesisshowninFigurel.3.
Toaccessthese pages, youmustbeadesignatedRegistration Manageragentandyour
client software must have a valid certificate identifying you as such.

Figure 1.3 Registration Manager Agent Services page
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As a Registration Manager agent, you can handle certificate requests. You can
list the certificate service requests received by the Registration Manager
subsystem, assign requests to yourself, reject or cancel requests, clone requests,
and approve enrollment requests to be passed on to the Certificate Manager for
issuance. See Chapter 2, “Handling Certificate Requests.”
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Agent Tasks

Data Recovery Manager Agent Services

The default entry page to the Data Recovery Manager agent services is shown
inFigure1.4. Toaccessthese pages,youmustbeadesignated DataRecovery Manager
agent and your client software must have a valid certificate identifying you as such.

Figure 1.4 Data Recovery Manager Agent Services page
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As a Data Recovery Manager agent, you can perform the following tasks:
= List key recovery requests from end entities.

= List or search for archived keys.

= Initiate the recovery of private data-encryption keys.

Key recovery requires the authorization of one or more recovery agents. The
administrator for the Data Recovery Manager designates recovery agents.
Typically, several recovery agents own portions of the storage key for the Data
Recovery Manager. The approval of m of a total of n agents is required to
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Forms for Performing Agent Operations

authorize key recovery. The values of m and n for your installation of the Data
Recovery Manager is determined by the administrator in charge of the
subsystem.

For more information on these tasks, see Chapter 5, “Recovering Encrypted Data.

Forms for Performing Agent Operations

The agent services consist of a form-based HTML interface that is part of your
Certificate Management System installation. The CMS administrator designates
particular users as agents for each installed subsystem (Certificate Manager,
Registration Manager, and Data Recovery Manager). Only a designated agent
for a subsystem can use the Agent Services interface for that subsystem. In
addition, you must have a personal client SSL certificate to access the Agent
Services interface.

As a subsystem agent with the proper certificate, you use the Agent Services
pagetoaccesstheformsyouneedtoperformtheagenttasks. Tablel.1describeseachof
these HTML forms.

Table 1.1 Forms used for agent operations

Form name Description

List Requests (Certificate Use this form to examine, select, and process requests
Manager and Registration  for certificate services. Both Certificate Manager and
Manager) Registration Manager agents can use this form.

For instructions on using this form, see “Listing Certificate
Requests” on page 20 in Chapter 2.

List Certificates Use this form to list certificates within a range of serial
(Certificate Manager) numbers. You can limit the list to valid certificates. Only
Certificate Manager agents can use this form.

For instructions on using this form, see “Basic Certificate
Listing” on page 35 in Chapter 3.
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Forms for Performing Agent Operations

Table 1.1 Forms used for agent operations (Continued)

Form name

Description

Search for Certificates
(Certificate Manager)

Revoke Certificates
(Certificate Manager)

Update Revocation List
(Certificate Manager)

Update Directory Server
(Certificate Manager)

List Requests
(Data Recovery Manager)

Use this form to search for and list certificates issued by
CMS. Only Certificate Manager agents can use this form.

This form allows you to search by subject name or by
certificate type, the state of the certificate (expired,
revoked, and so on), and the dates when the certificate
was issued or revoked, expired, or became valid.

For instructions on using this form, see
“Advanced Certificate Search” on page 37 in Chapter 3.

Use this form to search for and revoke certificates issued
by Certificate Management System. Only Certificate
Manager agents can use this form.

For instructions on using this form, see
“Revoking Certificates” on page 44 in Chapter 3.

Use this form to manually update the published list of
revoked certificates. Only Certificate Manager agents can
use this form.

For instructions on using this form, see
“Managing the Certificate Revocation List” on page 48 in
Chapter 3.

Use this form to update the LDAP publishing directory
with changes in certificate information (newly issued
certificates, updated CRLs, and so on). Only Certificate
Manager agents can use this form.

For instructions on using this form, see
“UpdatingtheDirectorywithChanges”’onpage 53inChapter
4.

Use this form to find and examine requests for key
services. Only Data Recovery Manager agents can use
this form.

For instructions on using this form, see
“Viewing Key Service Requests” on page 63 in Chapter 5.
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Table 1.1 Forms used for agent operations (Continued)

Form name Description

Search for Keys Use this form to find and list specific archived keys. Only
(Data Recovery Manager) Data Recovery Manager agents can use this form.

For instructions on using this form, see
“Finding Archived Keys” on page 56 in Chapter 5.

Recover Keys Use this form to find and recover specific archived keys.

(Data Recovery Manager) Only Data Recovery Manager agents can use this form.
You can select a key in the list returned by a search and
initiate its recovery, which must be authorized by
designated key recovery agents.

For instructions on using this form, see
“Recovering Keys” on page 59 in Chapter 5.

Authorize Recovery Use this form to remotely authorize a key recovery

(Data Recovery Manager)  request initiated by another Data Recovery Manager
agent. Key recovery agents do not have to be Data
Recovery Manager agents if key recovery is handled
locally; however, only key recovery agents who are also
Data Recovery Manager agents can access this form.

For instructions on using this form, see
“Recovering Keys” on page 59 in Chapter 5.

Accessing Agent Services

Access to the agent services forms requires certificate-based authentication.
Only users who authenticate with the correct certificate and who have been
granted the proper access privilege can access and use the forms. The
operation uses the SSL protocol; that is, you connect to the server using HTTPS
(not HTTP) on the SSL agent port. For example, if Certificate Management
System is installed on a host named cer t . myconpany. comand is running on
port 443 (the default port for SSL connections), you invoke the Agent Services
interface by using the following URL:

https://cert.nyconmpany. com 443
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Accessing Agent Services

The Agent Services pages are written in HTML and are intended to be
customized. This document describes the default pages. If your administrator
has customized these pages, yours may differ from those described here. Check
with the CMS administrator for information on your local installation.

Administrator/Agent Certificate
Enrollment

Immediately after installing any Certificate Management System instance, the
administrator must enroll for the initial administrator/agent certificate. This is
the first user certificate that Certificate Management System issues.

The initial user is both an administrator and an agent. This person can create
additional agents with the appropriate user privileges and issue them
certificates. Since there is no agent yet to approve the request, a special
enrollment form allows you to get this first certificate automatically.

After you submit this initial Administrator/Agent Certificate Enrollment form, it
is automatically disabled, so that no one else can acquire a certificate without
agent approval or some form of automated authentication. The system
automatically adds the initial user to the list of agents.

To enroll for the first agent certificate, you should be working at the computer
you intend to use as the agent, so that the new certificate will be installed in the
browser you will be using to access the Agent Services pages. Follow these
steps:

1. Open a web browser window.
2. Go to the URL for the SSL agent port.

By default, this is a URL of the following form:

htt ps://<host name>: <agent _port _nunber >

= For <host nane>, provide the fully qualified domain name of the
machine on which Certificate Management System is installed; for
example, mnymachi ne. mydonmai n. com

= The <agent _port _nunber > is the TCP port specified during
installation for agent communications over SSL.
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The first time you access this port, the system opens the Administrator/
Agent Certificate Enrollment form.

Because you have accessed an SSL port, Certificate Management System
presents its server SSL certificate to your browser for authentication. This is
the server SSL certificate that you created during installation. Because you
just created it, it is not on your browser’s list of trusted certificates. Before
you see the Administrator/Agent Certificate Enrollment form, a series of
dialog boxes appears that lets you add the CMS server certificate to your list
of trusted certificates.

Complete the dialog boxes as instructed (the exact procedure depends on
the browser you are using).

In the Administrator/Agent Certificate Enrollment form, enroll for a client
SSL certificate as the system’s first privileged user by entering the following
information:

Authentication Information

User ID: The ID you entered for the CMS administrator during
installation.

Password: The password you specified for the CMS administrator
during installation.

Subject Name

The subject name is the distinguished name (DN) that identifies the certified
owner of the certificate.

Full name: Name of administrator/agent

Login name: User ID of administrator/agent

Email address: Email address of administrator/agent

Organization unit: Name of the organization unit to which the
administrator/agent belongs

Organization: Name of the company or organization the administrator/
agent works for.

Country: Two-letter code for the administrator/agent’s country.

User’s Key Length Information

Key Length: The length of the private key that will be generated by your
browser. This key corresponds to the public key that is part of the
administrator/agent certificate.

Note that the validity period of this initial agent certificate is hard-coded as
one year.
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Important

5. Click Submit.
6. Follow the instructions your browser presents as it generates a key pair.

7. If authentication is successful, the new certificate will be imported into your
browser, and you will be given an opportunity to make a backup copy.

Now you have a client authentication certificate in the name you specified. This
special user, who was named as the initial administrator for Certificate
Management System during installation, has been automatically designated as
the first agent. This certificate allows you to access the Agent Services pages. As
an agent, you can approve enrollment requests and start issuing new
certificates. To access the CMS windows in Netscape Console, you use the user
ID that you specified for the certificate and the corresponding password—both
of which must correspond to the values you specified for the CMS administrator
during installation.

After you submit the initial Administrative Enrollment form, it is no longer
available from the agent port. If something goes wrong and you are unable to
obtain the administrator/agent certificate, you must reset a parameter in the
configuration file to make the initial administrative enrollment form available
again. Follow these steps:

1. Inthe left frame of Netscape Console, open the CMS instance for which you
want to display the Administrator/Agent Certificate Enrollment form.
The server requests the password for the CMS administrator.

2. Click the icon labeled Stop the Server.

3. Go to the directory <server _r oot >/<i nst ance_| D>/ confi g, open
the file CVS. cf g in a text editor, and find the following line:

agent Gat eway. enabl eAdni nEnr ol | =f al se
4. Change f al se tot rue, and save the file.

5. Start the server from the CMS window where you stopped it. (Alternatively,
right-click on the name of the instance in the left frame and choose Start
Server.) At this point, the server asks you for the single signon password
you specified during installation.

6. The next time you access the SSL agent port, the Administrator/Agent
Certificate Enrollment form will be available again.
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Agent Services Entry Page

To access the Agent Services interface in a default installation:
1. Open a browser.

2. Go to the URL for the SSL agent port.

This is the same URL you used to access the initial Administrator/Agent
Certificate Enrollment form.

3. In the Agent Services entry page, click the subsystem whose agent services
you require.
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The choices depend on which subsystems have been installed in the particular
Certificate Management System instance. (The Certificate Manager and
Registration Manager cannot be installed in the same instance, so they never
appear together on this page.) If you present a valid certificate and have been
designated as an agent for a subsystem, you can access and use the Agent
Services pages for that subsystem by clicking the link on this page.

If you do not yet have your certificate, click Services Summary to enroll for one.
For more information, see “Services Summary Page” (the next section).
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Services Summary Page

If you want to access another gateway without looking up the port number,
click Services Summary on the Agent Services entry page. The Services
Summary page gives you access to each of the configured gateways: the HTTPS
end-entity gateway, the HTTP end-entity gateway (if it has been enabled), and
the Agent Services entry page.

Figure 1.5 Services Summary page
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If you do not yet have a certificate that allows you access to the Agent Services
pages, go to one of the end-entity gateways and enroll for your certificate.
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Chapter

Handling Certificate Requests

As a Certificate Manager or Registration Manager agent, you are responsible for
handling both manual enrollment requests made by end entities (end users,
server administrators, or other CMS subsystems) and automated enrollment
requests that have been deferred. This chapter describes the general procedure
for handling requests and explains how to handle different aspects of certificate
request management.

The chapter has the following sections:

= Managing Requests (page 17)

= Listing Certificate Requests (page 20)

= Approving Requests (page 25)

= Other Options for Handling Requests (page 33)

Managing Requests

This the typical procedure for handling certificate enrollment requests:

1. View the list of pending requests for the Certificate or Registration Manager
(see “Listing Certificate Requests” on page 20).

2. Select a request from the list to view it and, optionally, assign the request to
yourself (see “Selecting a Request” on page 24).
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3. Processtherequest(see“ApprovingRequests”’onpage 25and“OtherOptionsfor
Handling Requests” on page 33).

In processing a request for a certificate, you can choose to take one of the
following actions:

= Approve the request. You can approve a request manually, or it can be
approved automatically by policy modules if the request has been
authenticated by an authentication module (and if the CMS administrator
has configured the system to do this). After a request has been approved,
Certificate Management System issues the requested certificate (Certificate
Manager) or passes it on to the Certificate Manager for issuance
(Registration Manager).

= Reject the request. You can reject a request manually, or it can be rejected
automatically by a policy module if it does not conform to your
organization’s policies. If the CMS administrator has configured the system
to provide automatic notifications to end users, a rejected request will
automatically result in such a notification being sent.

= Cancel the request. You can cancel a request manually, but requests are
never cancelled automatically, and users do not receive automatic
notification of cancelled requests. Cancellation can be useful, for example,
if the user has left the company since submitting the request, or if you have
already talked to the user over the phone about the problem and therefore
don't need to invoke automatic notification.

Each of these actions changes the status of the certificate request. If you close
the form without taking one of these actions, the request remains in the queue
with the same status.

It's also possible to clone any request, whether it’s still pending, canceled,
rejected, or completed. This can be useful in a variety of situations. For
example, if a user receives a certificate that doesn’t work because it has been
incorrectly formulated, you can locate the completed request, clone it, and
correct it without requiring the user to enroll a second time. Cloning a request
gives it a new request ID number and puts it into the list of pending requests,
but does not change the status of the original request.

Figure2.1illustratesthe processforhandlingrequestsandthe differenttypesofstatus
for a request.
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Figure 2.1 The certificate request management process
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Listing Certificate Requests

The Certificate or Registration Manager keeps a queue of all certificate service
requests that have been submitted to it. The queue records whether a request is
pending, completed, canceled, or rejected. Four types of requests can be in the
queue:

= Enrollment requests

= Revocation requests

= Renewal requests

= Certificate chain requests

As a Certificate or Registration Manager agent, you must review and approve
manual enrollment requests; those that require review have a status of Pending.

To see a list of requests:

1. Gotothe Certificate orRegistration Manager AgentServicespage (see “Accessing
Agent Services” on page 11).

You must submit the proper client certificate to get access to this page.

2. Click List Requests at the top of the left frame to view the queue of requests
for certificates and to issue those certificates.
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The List Requests form appears.

|..II|I|i-Ll|ﬂ Banagemani ﬂggrﬂ Saricaes

Siyslain

Doin FEcovery fdanmger

List Requesis List Requasts
Ligs thes form t show & lest of cardcaie reqeests

Heques! 1902 | Ehaw eaidimant mjeesis 3

RAequest s0lus [Shaw paredng tigquests - |

Sanng riguin sl N
{orinaad) |

Find |Ir|| IF ey Hilp |

Choosethetypeofrequestsyouwanttoseebyselectingoneofthefollowing from
the Request type menu:

< Show enrollment requests
< Show renewal requests
= Show revocation requests

= Show all requests
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4. Choosethestatusofrequestsyouwanttoseebyselectingoneofthefollowingfrom
the Request status menu:

< Show pending requests

These are enrollment requests that have not yet been processed but are
waiting for manual review. Requests in this state may already be
assigned to an issuing agent for processing.

= Show canceled requests

These are requests that have been manually canceled by an agent. Users
do not receive automatic notification of canceled requests. Cancellation
can be useful, for example, if the user has left the company since
submitting the request, or if you have already talked to the user over the
phone about the problem and therefore don’t need to invoke automatic
notification.
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Listing Certificate Requests

= Show rejected requests

Thesearerequeststhathavebeeneithermanuallyrejectedorrejectedautomati-
cally during policy processing. If the CMS administrator has configured the
system to provide automatic notifications to users, a rejected request will
automatically result in such a notification being sent.

= Show completed requests

Thesearerequeststhathavebeencompleted.Theyincludeenrolimentrequests
forwhichcertificateshavebeenissuedandalsocompletedrevocationandcertif-
icate chain requests.

= Show all requests

This will show all requests of the selected type, regardless of status.

Tostartthelistataspecific placeinthequeue,enterthestartingrequestidentifierin
decimal or hexadecimal form.

Use Ox to indicate a hexadecimal number; for example, 0x2A.

Choose the number of matching requests you want to see. When you specify a
numbern,thesystemdisplaysthefirstnrequestsafterthestartingsequencenumber
that matches your specified criteria.

Click Find to display the list of requests that match your specified criteria.
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The Request Queue form appears.
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Selecting a Request

To select a request from the queue:

1. Onthe AgentServices page, click ListRequests, specify search criteria, and click
Find to display a list of certificate signing requests.

See “Listing Certificate Requests” on page 20 for details.

2. Onthe Request Queue form, find the particular request you want to examine.

Iftherequestyouwanttoseeisnotshown,scrolltothebottomofthelist,specifyan
additionalnumber n,and click Find. The system displaysthe nextn requests that
match your original search criteria.

3. When you have found the request you want, click Details at the left.
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Approving Requests

TheRequestdetailsformappears,showingdetailedinformationabouttheselected
request. Use this form to approve or otherwise handle the request. For more
information, see “Approving Requests” on page 25 and “Other Options for

Handling Requests” on page 33.
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Ifthesystemchangesthestateofthedisplayedrequest,andifyouuseyourbrowser's
Back or Forward buttons or the Go (history) menu to move to another page, the
datashowncanbecomeoutofdate. Torefreshthedata, clickthe highlightedserial
number at the top of the page.

Approving Requests

Asanagent,youcanapproveacertificaterequest.Iftherequestwasmadedirectlytothe
Certificate Manager, it issues the certificate; if the request was made through a

RegistrationManager,theRegistration Manager passestheapprovedrequestontothe
Certificate Manager for issuance. Before approving a request, you can assign it to
yourself, adjust the attributes of the request, and verify that it will result in a valid
certificate. To do these things, use the Request Details form that appears when you
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examine aselected request (asdescribedin “SelectingaRequest” on page 24).fyou
want to reject or cancel the request, see “Other Options for Handling Requests” on
page 33.

The approval and issuing process has the following stages:
= Assigning a Request (page 26)
= Adjusting, Verifying, and Approving a Request (page 26)

= Sending an Issued Certificate to the Requester (page 31)

Assigning a Request

Beforeactingonarequest,youcanassignittoyourself.Assignmentisnotrequired;any
agentcanactonanunassignedrequest.Whenarequestisassignedtoaparticularagent,
allagents can examine thatrequest, butonly the assigned agentcanactonit. When a
requestisassignedtoanotheragent,however,youcanchoosetoreassignittoyourselfin
order to act on it.

When you view the details of an unassigned request, you can click “assign to me” to
assignittoyourself. Therequestisimmediatelyassignedtoyou,andtheRequestDetails
page reflects the assignment. If you leave the page without approving, rejecting, or
cancelingtherequest,therequestremainsinthequeuewiththestatusofPending,butit
is assigned to you.

Adjusting, Verifying, and Approving a
Request

Beforeyouverifyandapprovearequest,youcanadjustsomeoftheparameters,suchas
the subject name and validity period.

To adjust, verify, and approve a certificate request:

1. Selectthe certificate request from a list of requests, as described in “Selecting a
Request” on page 24.

2. IntheServiceRequestform, checkthe Assigned Toprompttoseeifthecertificate
request is assigned to you.
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= Iftherequestisunassigned,youcanchoosetoassignittoyourself.Click“assign
tome.” YourCMSloginnameappearsastheassignedagent,andthe“assignto
me” link changes to “cancel request assignment.”

= If the request is already assigned to you, you can choose to cancel the
assignment. To cancel the request’s assignment, click “cancel request
assignment.” Theformthenshowsthattherequestisunassigned. Youcanstill
act upon an unassigned request.

= Iftherequestisassignedtoanotheragent,youcannotactontherequestunless
you reassign it to yourself. Click “re-assign to me.” Your CMS login hame
appearsastheassignedagent,andthe“re-assigntome”linkchangesto“cancel
request assignment.”

3. To change the subject name, enter a new value in the Subject Name field.

Forexample,youmightneedtochangethesubjectnametopreventduplicationsor
to correct spelling errors. Nothing prevents you from issuing many different
certificateswiththesamesubjectname.However, incurrentversionsofNetscape
software(NetscapeNavigatorNetscapeCommunicator,andNetscapeservers),you
cannot install more than one certificate with a particular subject name.

4. Ifyouwanttochange the validity period, you can setthe dates directly using the
menus for start and end times or you can select a predefined period from the
“Length of validity period” menu. Making aselection from the “Length of validity
period menu” setsthe “Notvalid after” date based on the “Not valid before date”
and your selection.

5. UsetheExtensionssectiontospecifyNetscapecertificatetypebitsthatyouwantto
be set in the issued certificate.

= Tospecifytheintended use ofthe certificate thatyouareissuing, selectoneor
moretypesfromthelistofNetscapecertificatetypes,asdescribedbelow. Ifyou
select any of these types, the equivalent Netscape certificate type bit is set.
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Type

Description

SSL client

SSL server

Secure Email

Object signing

Subordinate SSL CA
(available only for CA
certificate requests)

Subordinate email CA
(available only for CA
certificate requests)

Subordinate executable
object-signing CA

Indicates that the certificate

is a personal certificate used by
Netscape Navigator to establish
SSL connections with servers.

Indicates that the certificate is a
server certificate used by a
Netscape server to establish
SSL connections with clients.

Indicates that the certificate is
used by an email application
to send and receive signed and
encrypted email.

Indicates that the certificate is
used for object signing.

Allows a CA to sign and issue
personal and server certificates.

Allows a CA to sign and issue
certificates for use with signed
and encrypted email.

Allows a CA to sign and issue
object-signing certificates.

Notethatadditionalextensionscanbesetbymeansofpolicymodules,whichmust
be configured by the CMS administrator.

If you want to add extensions other than Netscape cert type extensions, you can
paste a base-64 encoding of the extension in the “Additional Extensions” field.

You can use tools provided in the CMS SDK samples directory for generating
extensionstoincludein CAand other certificate requests. For detailsaboutthese
tools, check the samples package at this location:

<server _root >/ cns_sdk/ sanmpl es/ extt ool s/

28 Netscape Certificate Management System Agent’s Guide



10.

Approving Requests

Thecertificateextensiontextfieldacceptsasingleextensionblob.lfyouwanttoadd
multiple extensions, you should use the Ext Joi ner program, which is also
provided as a sample in the CMS samples directory. See the “Certificate Setup
Wizard” section in the “Keys and Certificates” chapter of Netscape Certificate
Management System Administrator’s Guide for detailed instructions.

Ifyou want the certificate to be signed using asignature algorithm other thanthe
default, choose an alternative from the "Signature algorithm" drop-down list:

= MD5 with RSA and MD2 with RSA generate a 128-bit message digest. Most
existingsoftwareapplicationsthathandlecertificatessupportonlyMD5.Thisis
the default algorithm.

= SHA-1withRSAgeneratesa160-bitmessage digest. Before choosing SHA-1,
make sureyourapplicationssupportit. Netscape Navigator 3.0 (or later) and
Enterprise Server 2.01 (or later) support SHA-1. If your users have previous
versions of these applications, choose MD5 as the signature algorithm, or
upgrade your users to the most recent version of these applications.

Beforeselectinganalgorithm,checkwithyourCMSadministratortomakesurethat
Certificate Management System has the algorithm enabled.

Reviewtheunauthenticatedrequestattributes. Theseattriubutesweresubmittedby
theendentitywiththeenrollmentrequest.Sincetheseattributesdonotcomefroma
trusted source (such as an authentication module in the CMS server), they are
“unauthenticated.” Yoursite policies may or may notrequire agentsto review or
validate any of these attributes.

Reviewthe authenticated attributes. These attributes were generated inthe CMS
server by authentication or policy plug-in modules. They are considered
authenticatedsincetheyhavebeenvalidatedbyorhaveoriginatedintheCMSserver
itself.

Ifthe certificate requestis for an SSL client certificate fora CMS manager oraCMS
agent, you should indicate this in the last section, labeled Privileges.

= IftherequestisforaCMS manager’s certificate, select the checkbox labeled
“This certificate is for a Trusted Manager.”

= IftherequestisforaCMSagent'scertificate, selectthe checkboxlabeled“This
certificate is for a name of manager agent.”
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YoumustalsotypeauserID forthe new manageroragent. Thisuser ID canbethe
samethatyouspecifiedinthecertificate request,oritcanbesomeotheriDthatyou
want to use to identify this agent or manager in the CMS window of Netscape
Console, such as Agent 1 or RVENg.

11. Toapprovetherequestandissuethecertificate,openthedrop-downmenuatthe
bottom of the page, choose "Accept this request,” then click Do It.
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Ifthecertificateconformstopolicy,apagecontainingthenewcertificateappears. It
includes instructions on how to help the certificate requester install the new
certificate.

Note If, after verifying or attempting to issue the certificate, you receive the error message
“Therequestedsignaturealgorithmisnotenabled,”checkwithyourCMSadministrator
to make sure that the signature algorithm you selected in Step 7 is supported.
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Sending an Issued Certificate to the
Requester

Whenthe Certificate Managerhasissuedacertificateinresponsetoarequest,theuser
who requested it mustreceive acopy ofitto install locally. End usersinstall theirown
certificatesintheirclientsoftware.Serveradministratorsinstalltheirservers'certificates
in the servers that they manage.

DependingonhowyourCertificateManagementSystemisconfigured,anenduserwho
requests a certificate mightreceive automatic email notification of the success of the
request;thisemailmessagecontainseitherthecertificateitselforaURLfromwhichthe
user can get the certificate. In this case, you need not take any further action.

Ifyoursystemisnotconfiguredforautomaticcertificate-issuance notification, orifthe
requester is a server administrator, you must either send the issued certificate to the
requester or ask the requester to pick it up from the Certificate Manager’s end-entity
gateway.

Figure2.2showsawebpagecontaininganewcertificate. Thisisthepageyoureceivein
responsetothecommand"lIssuethiscertificate,"asdescribedinStep 11in“Approving
Requests”onpage 25.)Beforeyouissuethecertificate,youshouldcopytherequester’s
email address.
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Figure 2.2 A newly issued certificate page
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To copy and mail a new server certificate to the requester, follow these steps:

1.

2.

Openanew email message composition window and addressittothe requester.

FromtheAgentServiceswindowwherethenewcertificateisdisplayed,copyonly
thebase-64encodedcertificate. Besuretoincludethemarkerlines- - - - - BEG N
CERTI FI CATE- - - - - and - ---- END CERTI FI CATE- - - - - .

Pastethebase-64encodedcertificateintotheaddressedemailmessageandsendthe
message.
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Todeliveranewclientcertificatetotherequester,notetheserialnumberoftherequest
you approved, then follow these steps:

1

Goto the Agent Services gateway, click List Requests in the left frame, enter the
serial number for the request that you approved, and click Find.

IntheRequestQueueform clickDetailsbesidetherelevantrequest,thenright-click
thecertificateserialnumberandchooseOpenFrameinNewWindowfromthepop-
up menu.

In the new browser window containing the certificate, copy the URL from the
Location or Netsite field.

Openanew email message composition window and addressittothe requester.

Paste the URL into the body of the message, along with instructions to the effect
thatthe usershouldgotothatURLand clickthe Importbuttonatthe bottom ofthe

page.

Alternatively, you can include the URL for the Agent Services gateway in the email
messageinstead,alongwiththecertificateserialnumber,andinstructtheuserasfollows:

1

Click the Retrieval tab. The List Certificates form should appear.
Enter the serial number of the certificate in both serial number fields.
Click Find.

When the Search Results form appears, click Details.

When the certificate appears, scroll down to the bottom of the form and click
Import Certificate.

Other Options for Handling Requests

Ifyou do notwanttoissue the certificate in response to a certificate request, you can
chooseoneoftheotheroptionsfromthecommand menuatthe bottomoftheRequest
Details form, then click Do It.

Chapter 2, Handling Certificate Requests 33



Other Options for Handling Requests

= Cancel thisrequest changes the state of the request to Canceled. Users do not
receiveautomaticnotificationofcancelledrequests.Cancellationcanbeuseful, for
example,iftheuserhasleftthecompanysincesubmittingtherequest,orifyouhave
already talked to the user over the phone about the problem and therefore don't
need to invoke automatic notification.

= Rejectthisrequestchangesthe state oftherequesttoRejected, indicating thatit
wasunacceptable for policyreasons. Ifthe CMSadministratorhasconfiguredthe
system to provide automatic notifications to end users, a rejected request will
automatically result in such a notification being sent.

= Clonethisrequestcreatesacopyoftherequestandgivesthecopyanewrequest
ID number. The status of the new request is Pending. The status of the original
request also remains as Pending until you accept, cancel, or reject it.
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Chapter

Finding and Revoking Certificates

As a Certificate Manager agent, you can use the Agent Services page to find a
specific certificate issued by Certificate Management System or to retrieve a list
of certificates that match specified criteria. You can examine certificates that
you have retrieved. You can also revoke certificates and manage the certificate
revocation list.

This chapter has the following sections:

= Basic Certificate Listing (page 35)

= Advanced Certificate Search (page 37)

= Revoking Certificates (page 44)

= Managing the Certificate Revocation List (page 48)

Basic Certificate Listing

You can get a list of certificates quickly and easily by specifying a range of
serial numbers. You can also choose to show all certificates within the range,
or only those that are currently valid.
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To find a specific certificate or to list certificates by serial number:

1. GototheCertificateManagerAgentServicespage (see“AccessingAgentServices”
onpage 11).Youmustsubmitthe properclientcertificatetogetaccesstothispage.

2. Click List Certificates to display the List Certificates form in which you
specify listing criteria.
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3. Tofindacertificatewithaspecificserialnumber,entertheserialnumberinboththe
upper limitand lower limitfields of the List Certificates form, in either decimal or
hexadecimal form.

Use 0x to indicate the beginning of a hexadecimal nhumber; for example,
0x00000006. (Serial numbers are displayed in hexadecimal form in the
Search Results and Details pages.)

4. To find all certificates within a range of serial numbers, enter the upper and
lower limits of the serial number range (in decimal or hexadecimal form).

If you leave either the lower limit or upper limit field blank, the certificate
whose number you specified plus all certificates before or after it in
sequence are displayed.
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Advanced Certificate Search

Tolimitthereturned listto valid certificates, selectone or both ofthe checkboxes
labeled with filtering methods.

You can choose not to show revoked certificates or not to show certificates that
have expired or are not yet valid.

Enter the number of certificates matching the criteria that you want to see.
For a number n, the first n matching certificates are initially displayed.

Click Find.

Certificate Management System displays a list of the certificates that match your
searchcriteria. Youcanselectacertificateinthelistandexamineitinmoredetail or
perform various operations on it. For more information, see “Examining
Certificates” on page 42.

Advanced Certificate Search

Ifyouwanttosearchforcertificatesbymorecomplexcriteriathanserialnumber,usethe
advanced search form.

To perform an advanced search for certificates:

1

GototheCertificateManagerAgentServicespage (see“AccessingAgentServices”
onpage 11).Youmustsubmitthe properclientcertificatetogetaccesstothispage.

ClickSearchforCertificatestodisplaytheSearchforCertificatesforminwhichyou
specify search criteria.
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3. Tosearch by particular criteria, use one or more of the sections of the Search for
Certificates form.

The formis quite long; scroll down to see the different sections. To use a section,
select the appropriate checkbox, then fill in any necessary information.

Serial Number Range. Use thissection to find a certificate with a specific serial
number or to list all certificates within a range of serial numbers.

= Tofindacertificatewithaspecificserialnumber,entertheserialnumberinboth
theupperlimitandlowerlimitfields,ineitherdecimalorhexadecimalform.Use
Ox to indicate the beginning of a hexadecimal number; for example, 0x 2A.
(Serial numbersare displayed in hexadecimal formin the Search Resultsand
Details pages.)

= Tofindall certificates within a range of serial numbers, enter the upper and
lower limits of the serial number range (in decimal or hexadecimal form).

Ifyouleaveeitherthelowerlimitorupperlimitfieldblank,allcertificatesbefore
or after the one you specify are displayed.
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Status. Use thissection to select certificates by their status. A certificate can have
one of the following status codes:

= VALID-The certificate has been issued, its validity period has begun but not
ended, and it has not been revoked.

= INVALID - The certificate has been issued, but its validity period has not yet
begun.

e REVOKED - The certificate has been revoked.

= EXPIRED - The current time is later than the end of the certificate’s
validity period.

e REVOKED & EXPIRED - The certificate meets the criteria for both status
codes.

Subject Name. Use this section to list certificates with a particular owner.
For more information on filling in this section, see Step 4.

Revocation Information. Use this section to list certificates that have been
revoked during a particular period or by a particular agent. For example,
you can list all certificates revoked between July 1996 and January 1997, or
all certificates revoked by the agent with the user name admi n.

= To list certificates revoked within a time period, select the day, month,
and year from the drop-down lists to identify the beginning and end of
the period.

= To list certificates revoked by a particular agent, enter the name of the
agent. You can use wildcards in this field. (For more information on
wildcard syntax, see Step 4.)

Issuing Information. Use this section to list certificates that have been

issued during a particular period or by a particular agent. For example, you

can list all certificates issued between July 1996 and January 1997, or all
certificates issued by the agent with the user name bet at est .

= To list certificates issued within a time period, select the day, month,
and year from the drop-down lists to identify the beginning and end of
the period.
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= To list certificates issued by a particular agent, enter the name of the
agent. You can use wildcards in this field. (For more information on
wildcard syntax, see Step 4.)

Dates of Validity. Use this section to list certificates that become effective
or expire during a particular period. For example, you can list all certificates
that became valid on June 1, 1996, or that expired between January 1, 1997
and June 1, 1997.

You can also list certificates that have a validity period of a certain length of
time. For example, you can list all certificates that are valid for less than one
month.

= To list certificates that become effective or expire within a time period,
select the day, month, and year from the drop-down lists to identify the
beginning and end of the period.

= To list certificates that have a validity period of a certain length in time,
select "not greater than" or "not less than" from the drop-down list, enter
a number, and select a time unit from the drop-down list: Days, Weeks,
Months, or Years.

Type. Use this section to list certain types of certificates. For example, you
can list all certificates for subordinate CAs. Note that this search works only
for certificates containing the net scape- cert -t ype extension, which
stores type information.

= For each type, choose from the drop-down list to find certificates where
that type is On, Off, or Absent.

4. To find a certificate with a specific subject name, use the Subject Name
section.

= Select the checkbox, then enter the subject name criteria.

= Enter values for the fields you want included in your search criteria and
leave the others blank.

The standard tags or components are as follows:

Email address. To narrow the search by email address, enter the email
address in this field.

Common name. To find certificates associated with a specific person or
server, enter the name in this field.
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UserlID. The UserID for the person whose certificate you want to find. For
example, at many companies the UserID is the name used to log in to the
network when starting up a computer.

Organization unit. To narrow the search to a specific division,
department, or unit within an organization, enter the name of the unit in
this field.

Organization. To narrow the search by organization, enter the name of the
business, university, or organization in this field.

Locality. To narrow the search by locality, enter the name of the local area
(for example, the name of the city) in this field.

State. To narrow the search by state or province, enter the name of the state
or province in this field.

Country (two-letter code). To narrow the search by country, enter the two-
letter code for the country (for example, US) in this field.

When you have entered the field values for the server to match, specify the
type of search that you want performed:

= Select Exact to search for certificates that have subject names that match
exactly the components you have specified and contain none of the
components you have left blank. You cannot use wildcards in this type
of search.

= Select Partial to search for all certificates with subject names that match
at least the components you have specified but that may also have any
values in the components you have left blank.

You can specify wildcard patterns in this type of search by using the
question mark character (?) to match an arbitrary single character and
the asterisk character (*) to match an arbitrary string of zero or more
characters.

Note that placing a single asterisk in a given field in the search form
specifies that the corresponding component must be in the certificate’s
subject name but may have any value whatsoever. To indicate that you
do not care if the component is present, leave the field blank.

After entering your search criteria, scroll to the bottom of the form and
enter the number of certificates matching your specified criteria that you
want to see.

For a number n, the first n matching certificates are initially displayed.

Chapter 3, Finding and Revoking Certificates 41



Advanced Certificate Search

6. Click Find.

The Search Results form appears, showing a list of the certificates that match
your search criteria. You can select a certificate in the list and examine it in
more detail. For more information, see “Examining Certificates” on page 42.
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Examining Certificates

To examine the details of a certificate, follow these steps:

1. On the Agent Services page, click List Certificates or Search for Certificates,
specify search criteria, and click Find to display a list of certificates.
Fordetailsofhowtospecifycriteria, see “Basic Certificate Listing”onpage 35and
“Advanced Certificate Search” on page 37.

2. On the Search Results form, find the particular certificate you want to
examine.

If the certificate you want to see is not shown, scroll to the bottom of the
list, specify an additional number n, and click Find. The system displays the
next n certificates that match your original search criteria.
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3. When you have found the certificate you want, click the Details button at
the left side of its entry.

The Certificate page appears. It shows the detailed contents of the selected
certificate and instructions for installing the certificate in a server or in
Netscape Navigator.
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Thecertificateisshowninbase-64encoded formatthe bottom ofthe Certificate page,
under the heading “Installing this certificate in a server.” In addition to its use with
servers,thisencodedformofthecertificatecanbeusedbyCMSadministratorsandData
RecoveryManageragentsforsettingupnewagentsandrecoveringprivateencryption
keys,respectively.(Formoreinformationonkeyrecovery,see“FindingandRecovering
Keys” on page 55 in Chapter 5.)
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Revoking Certificates

OnlyCertificateManageragentscanrevokecertificatesotherthantheirown.Youneed
to revoke a certificate if one of the following situations occurs:

= Theownerofthecertificatehaschangedstatusandnolongerhastherighttousethe
certificate.

= The private key of a certificate owner has been compromised.

To revoke one or more certificates, you must search for the certificates you want to
revoke using the Revoke Certificates button. While the search is similar to the one
invokedbySearchforCertificates,theSearchResultsformreturnedbythissearchgives
you the option of revoking one or all of the found certificates.

Searching for Certificates to Revoke

To search for one or more certificates to revoke:

1. GototheCertificateManagerAgentServicespage(see“AccessingAgentServices”
on page 11).
You must submit the proper client certificate to get access to this page.

2. Click Revoke Certificates.

Thesearchformthatappearshasthesamesearchcriteriasectionsasthe Searchfor
Certificates form.

3. Specifythesearchcriteriabyselectingthe checkboxesforthesectionsyouwantto
use, then filling in the required information.

For details on search criteria, see “Advanced Certificate Search” on page 37.

4. Scroll to the bottom of the form and select a number of matching certificates to
display.

5. Click Find.
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Thesearchreturnsalistof matching certificates. You have the option of revoking
one or all certificates in the list.
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Revoking One or More Certificates

Youcanrevokeanentirelistofcertificatesreturnedbyasearch,orselectandrevokeone
of the certificates from the list.

Revoking One Certificate

To revoke a single certificate:

1. OntheCertificateManager'sAgentServicespage,clickRevokeCertificates,specify
search criteria, and click Find to display a list of certificates.

Fordetailsofhowtospecifycriteria, see “Basic Certificate Listing”onpage 35and
“Advanced Certificate Search” on page 37.

2. On the Search Results form, find the certificate you want to revoke.
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Ifthecertificateyouwanttoseeisnotshown,scrolltothe bottomofthelist, specify
anadditionalnumbern,andclick Find. Thesystemdisplaysthe nextncertificates
that match your original search criteria.

Click the Revoke button next to the certificate that you want to revoke.

Confirmthe revocation in the resulting form (see “Confirming aRevocation” on
page 46).

Revoking Multiple Certificates

To revoke all of the certificates found by a search:

1

OntheCertificateManager'sAgentServicespage,clickRevokeCertificates,specify
search criteria, and click Find to display a list of certificates.

Fordetailsofhowtospecifycriteria, see “Basic Certificate Listing”onpage 35and
“Advanced Certificate Search” on page 37.

On the Search Results page, scroll to the bottom to reach the "Revoke ALL n
Certificates" button. The number shown in the button is the total number of
certificatesreturnedbythesearch.Notethatthisisusuallyalargernumberthanthe
number of certificates displayed on the current page.

Verifythatall ofthe certificates returned by the search should be revoked (notjust
those displayed on the current page).

Click "Revoke ALL n Certificates" at the bottom of the form.

Confirm the revocation in the resulting form (see “Confirming a Revocation” on
page 46).

Caution Whetheryouarerevokingasinglecertificateoralistofcertificates,beextremelycareful
thatyou have selected the correctone or thatthe listcontains only the certificatesyou
wanttorevoke. Once you confirmarevocation operation, there isnoway to undoit.

Confirming a Revocation

When you have requested the revocation of one or more certificates, the Certificate
Revocation Confirmation form appears.
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Revoking Certificates

To confirm the revocation:

1.

4.

Inspectthedetailsofthecertificateand verifythatitistheoneyouwanttorevoke. If
youarerevokingmorethan one certificate, the form shows details of all the listed

certificates.

Selectareason fortherevocation. The reason applies to all the listed certificates.

Optionally, enter any additional comment. The commentwill beincluded inthe
revocation request.

Click Submit.

Therevocationrequestissubmitted;itisautomaticallyapproved,andthecertificateis
revoked.YoucanseerevocationrequestsbylistingrequestswithastatusofCompleted;
see “Listing Certificate Requests” on page 20.

Whetheryouarerevokingasinglecertificateoralistofcertificates, beextremelycareful
thatyou have selected the correctone orthatthe listcontainsonly the certificatesyou
wanttorevoke. Once you confirmarevocation operation, there isnoway to undoit.
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Managing the Certificate Revocation List

By revokinga certificate, you are notifying other users that the certificate isno longer
valid.Youmakethisnotificationbypublishingalistoftherevokedcertificates,calledthe
certificaterevocationlist(CRL),toanLDAPdirectory. Thislistispubliclyavailableand
ensures that revoked certificates are not misused.

Note CertificateManagementSystemiscurrentlytheonlyNetscapeserverthatcancheckthe
revocationstatusofthe certificatesthatitissues. With Certificate ManagementSystem,
therefore, you can use the certificate revocation status to control access. On other
Netscape servers, you must use other forms ofaccess control. For example, you can
removeindividualusersfromaccessgroupstopreventthemfromaccessingtheserver.

Updating the CRL

Normally,whenyou revoke a certificate, the CRL isautomatically updated. If you are
using Certificate Management System with an LDAP directory server, the CRLin the
directory is updated automatically.

Insome cases, you need to update the CRL manually. Forexample, youmightwantto
removeexpiredcertificatesfromthe CRLtoreduceitssize. (Expiredcertificatesdonot
needtobeincludedintheCRL;theyarealreadyinvalidbecauseoftheexpirationdate.)
YoumightalsowanttoupdatetheCRLmanuallyafterthesystemhasbeendownforany
reason.

Only a Certificate Manager agent can manually update the CRL.
To manually update the CRL:

1. GototheCertificateManagerAgentServicespage(see“AccessingAgentServices”
onpage 11).Youmustsubmitthe properclientcertificatetogetaccesstothispage.

2. Click Update Revocation List to display the form for updating the CRL.
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3. Select the algorithm that you want to use to sign the new CRL.

= MD5 with RSA generates a 128-bit message digest. Most existing software

applications that handle certificates support only MD5. This is the default
algorithm.

= SHA-1with RSA generatesa 160-bit message digest. Before choosing SHA-1
with RSA, make sureyour applications supportit. Netscape Navigator 3.0 (or
later) and Enterprise Server 2.01 (or later) support SHA-1.

= SHA-1with DSA generatesa160-bit message digest. Before choosing SHA-1
withDSA, makesureyourapplicationssupportit. Communicator4.0(orlater)
andNetscapeserverproductswithaversionnumbergreaterthan4.0supportit.

Beforeselectinganalgorithm,makesurethatCertificateManagementSystemhasthe
algorithm enabled. Your CMSadministrator can letyou know whether thisisthe
case.

4. To examine CRL before updating it, click Display.

TheCRLappearsinthe browserwindow. Youcan, forexample, check whethera
particular certificate appearsinthelist. Use the browser's Back buttontoreturnto
the Update page.

5. Toupdatethe CRLwiththe latestcertificate revocationinformation, click Update.
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Chapter

Publishing to a Directory

This chapter describes the procedures for updating an LDAP directory with the
current status of certificates. Only a Certificate Manager agent can update the
directory.

The chapter has the following sections:

= Working with a Directory Server (page 51)
= Updating the Directory with Changes (page 53)

Working with a Directory Server

If your organization uses Netscape Directory Server (or another LDAP directory
server) to publish information about users in your organization, you can
configure Certificate Management System to publish certificates and certificate
revocation lists through the directory.

Certificate information published to the directory must be periodically updated
as certificates are issued and revoked. Updates are usually published
automatically but can also be published manually.
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Automatic Directory Updates

Once the CMS administrator has configured Certificate Management System to
work with Directory Server, any changes to certificate information in Certificate
Management System are automatically updated in the directory. Updates take
place at specific times:

= The first time you start CMS, it publishes the Certificate Manager’s CA
certificate to the directory.

< When CMS issues a new certificate, the certificate is published to the
directory.

< When CMS revokes a certificate, the certificate is removed from the
directory.

= When the CRL is created or updated, the list is published to the directory.

Manual Directory Updates

Normally you do not need to update a directory manually; most updates are
done automatically. You must update the directory manually in the following
situations:

= Directory Server is down for a period of time and unable to receive changes
from CMS.

= You want to remove expired certificates from the directory. Expired
certificates are not automatically removed from the directory upon
expiration. (Generally, any client using a certificate is responsible for
determining that it is valid by checking its expiration date against the
client’s current date information.)

Using the Update Directory Server form available from the Certificate Manager
Agent Services page, you make the following changes in the directory:

= Update the CRL in the directory.

= Update information on valid certificates (for example, update the server
with newly issued certificates or recently renewed certificates).

= Remove expired certificates.
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Remove revoked certificates.

Note that only a Certificate Manager agent with the proper certificate can access
the Update Directory Server form.

Updating the Directory with Changes

To manually update the directory with changes:

1

GototheCertificateManagerAgentServicespage (see“AccessingAgentServices
onpage 11).Youmustsubmitthe properclientcertificatetogetaccesstothispage.

Click Update Directory Server.

Select “Skip certificates already marked as updated” to ignore certificates in
the internal database that are maked as having been published already (or
removed in the case of revoked certificates).

For example, if you updated the directory once to revoke many certificates
and it took several minutes, some new certificates may have been issued
while the update was running. You would then use this selection and
update the directory a second time to publish the new certificates (and save
time by skipping all of the certificates that were just updated).

To publish the latest CRL, select "Update certificate revocation list to the
directory."

To update information on valid certificates to the directory, select “Update
valid certificates to the directory.”

If you want to update only a range of certificates (for example, only the
most recently issued certificates), specify the range of the serial numbers of
those certificates.

To remove expired certificates from the directory, select “Remove expired
certificates from the directory.”

If you want to remove only a range of certificates (not all expired
certificates), specify the range of the serial numbers of those certificates.

To remove revoked certificates from the directory, select “Remove revoked
certificates from the directory.”
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If you want to remove only a range of certificates (not all revoked
certificates), specify the range of the serial numbers of those certificates.

8. When you have finished specifying the changes that you want updated,
click Update Directory.

Note In some circumstances, updating the directory can take considerable time.
During this period, any changes made through Certificate Management System
(for example, any new certificates issued or any certificates revoked) may not
be included in the update. If you have issued or revoked any certificates during
that time, you need to update the directory again to reflect those changes. Use
“Skip certificates already marked as updated” the second time to update only
certificates that changed (issued, revoked, expired) while the previous update

was running.
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Chapter

Recovering Encrypted Data

This chapter describes how to process key recovery requests and how to
recover stored encrypted data when the encryption key has been lost. This
service is available only when the Data Recovery Manager subsystem is
installed. The Data Recovery Manager Agent Services page allows certified
agents to accomplish these tasks.

This chapter has the following sections:

= Finding and Recovering Keys (page 55)
= Recovering Keys (page 59)
= Viewing Key Service Requests (page 63)

Finding and Recovering Keys

If an end user loses a private encryption key or if a key’s owner is unavailable,
data encrypted with that key cannot be read unless a copy of the private key
was archived when the key was created. The archived key can then be
recovered and used to read the data.

As a Data Recovery Manager agent, you manage key recovery using the Data
Recovery Manager's Agent Services page. You can search through archived
keys, either to view them or to initiate a key recovery. Once you have initiated
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Finding and Recovering Keys

key recovery, a minimum number of designated key recovery agents are
required to authorize the recovery. Key recovery agents may or may not also be
certified Data Recovery Manager agents.

Finding Archived Keys

You can search for archived keys to examine them or to initiate recovery. The
process of selecting search criteria and selecting a key from the search results is
the same in either case.

To search for and list archived keys:

1. Go tothe Data Recovery Manager Agent Services page (see “Accessing Agent
Services”onpage 11).Youmustsubmittheproperclientcertificatetogetaccessto
this page.

2. Click Search for Keys or Recover Keys to display the form in which you
specify search criteria.

If you choose Recover Keys, you will have the option of initiating recovery
for any key that you find.
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3. Tosearch by particular criteria, use one or more of the different sections of the
Search for Keys or Recover Keys form. To use a section, select the appropriate
checkbox in that section, then fill in any necessary information.

Owner Name. Use this section to find an archived key with a specific
owner name. The owner name for a key is much like the subject name for a
certificate. It consists of a string that can be used in searches. Select the
checkbox and enter the owner name for the key you want to find.

Key identifiers. Use this section to find an archived key with a specific key
identifier or to list all keys within a range of key identifiers.

= To find a key with a specific key identifier, enter the key identifier in
both the upper limit and lower limit fields. Use decimal or hexadecimal
form. Use Ox to indicate the beginning of a hexadecimal number; for
example, Ox2A. (Key identifiers are displayed in hexadecimal form in
the Search Results and Details pages.)

= To find all keys within a range of key identifiers, enter the upper and
lower limits of the key identifier range (in decimal or hexadecimal
form).

If you leave either the lower limit or upper limit field blank, all keys
before or after the one you specify are displayed.

Certificate. Use this section to find the archived key that corresponds to a
specific public key. Select the checkbox and paste the certificate containing
the corresponding public key (in base-64 encoded form) into the text area.
(You must first find and copy the encoded form of the encryption certificate
associated withthe key pair. Use the Certificate Manager or Registration Manager
Agent Services pages to find the certificate; for instructions, see “Examining
Certificates” on page 42 in Chapter 3.)

Archiver. Use this section to find keys that were archived by a specific
server. Select the checkbox and enter the user ID of the Certificate or
Registration Manager that submitted the key archival request. Note that this
information is available only for archival requests from servers that are
remote from the Data Recovery Manager (that is, not installed in the same
server root directory).

4. After entering your search criteria, click Show Key.
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Finding and Recovering Keys

The Data Recovery Manager displays a list of the keys that match your search
criteria. You can select a key in the listand examine itin more detail (described
in“SelectingaKey” onpage 58).Ifyouinitiated the searchwith the Recover Keys
button,youhavetheoptionofrecoveringanykeyreturnedbythesearch(described

in “Recovering Keys” on page 59).
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Selecting a Key

To select a key from the list returned by your key search:

1. On the Data Recovery Manager's Agent Services page, click Search for Keys,
specify search criteria, and click Show Key to display a list of archived keys.

For details, see “Finding Archived Keys” on page 56.

2. On the Search Results form, find a particular key.

If the key you want to see is not shown, scroll to the bottom of the list and

select the Next or Previous group of keys.

3. Click Details next to the key you want to examine.
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The details of the selected key are shown in the Key details page. You
cannot manipulate the key in any way.
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Recovering Keys

Ifyou perform asearch with the Recover Keys button, the Search Results form allows
you to initiate the recovery of any key found.

To initiate key recovery:

1.

3.

OntheDataRecoveryManager'sAgentServicespage,clickRecoverKeys,specify
search criteria, and click Show Key to display a list of archived keys.

For details, see “Finding Archived Keys” on page 56.

On the Search Results form, find a particular key.

Ifthekeyyouwanttoseeisnotshown, scrolltothe bottomofthelistand selectthe
Next or Previous group of keys.

Click Recover next to the key you want to examine.
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Recovering Keys

Thedetails ofthe selected key are displayedinthe Authorize Key Recovery form,
which allows you to specify authorization information.

4. In the Key Recovery form, scroll to the bottom of the key information.
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The number of key recovery agent authorizations required to recover a key is
configuredbythesystemadministratorusingtheCMSwindowinNetscapeConsole.
The Key Recovery form has space for the required number of authorizations.

Specify the password that the requester will use in importing the recovered
certificate/key pair package.

Pastethebase-64encodedcertificatethatcorrespondstothearchivedkeyintothe
text area.
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10.

11.

Recovering Keys

Usethe Certificate or Registration Manager AgentServicespagesto find and copy
the certificate; see “Examining Certificates” on page 42 in Chapter 3.

If you searched for the archived key by using the corresponding public key, the
certificate information is automatically transferred here.

Choose whether to authorize recovery locally.

= Ifyouselectthisoption,assembletherequired numberofkeyrecoveryagents
and have each agent fill in his or her user name and password.

= Ifyoudeselectthisoption, notify the key recovery agentsthatarecovery has
been initiated, giving them the recovery authorization reference number
indicated on this form. (For information on how to provide a remote
authorization, see “Remote Recovery Authorization” on page 62.)

Click Recover Now.

= Ifyouchoselocalauthorization,therecoveryiscompletedimmediately,andthe
recovered certificate and key pair are sent to your browser in the form of a
PKCS #12 package.

= Ifyou chose remote authorization, you must wait for the recovery agents to
enter their authorizations. As they do so, a status page informs you of the
progress. Whentherequirednumberofrecoveryagentshavecompletedtheir
authorizations,therecoveryiscompletedandtherecoveredcertificate/keypair
package is sent to your browser.

Inthedialogboxthatappears,specifythepathandfilenameforsavingtheencrypted
file that contains the recovered certificate and key pair.

Send the encrypted file to the requesting party.

Inform the requesting party of the recovery password in a secure manner.

Therecoveringpartymustusethispasswordtoimporttherecoveredcertificate/key
pair package into his or her client software.
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Remote Recovery Authorization

Bydefault,recoveryauthorizationislocal. Thatis,whenyouinitiatetherecovery,you
assembletherequired number ofrecoveryagents, and all of thementertheirIDsand
passwordsonthesameAuthorize KeyRecoveryformonyoursystem.Whenyouclick
RecoverNow,therecoveryiscompleted,andyoureceivetheencryptedfilethatcontains
the recovered key and certificate.

Ifyoudeselectthelocalauthorizationoption,youarechoosingremoteauthorization.
When you click Recover Now, the key recovery agents must each access the Data
RecoveryManager AgentServicespagesattheirownlocations,and usethe Authorize
Recoverybuttontoentereachauthorizationseparately.Youareinformedofthestatusof
the authorizations. When all the authorizations have been entered, the recovery is
completed and you receive the encrypted file that contains the recovered key and
certificate.

To use the remote authorization feature, the designated key recovery agents
must also be designated Data Recovery Manager agents, so that they are
privileged to access the Agent Services pages directly. If you are using only
local authorization, anyone can be designated as a recovery agent, since only
you will need to access the recovery authorization form.

If you are a designated key recovery agent as well as a Data Recovery Manager
agent, and another Data Recovery Manager agent informs you that a remote
key recovery authorization has been initiated, enter your authorization as
follows:

1. Go to the Data Recovery Manager Agent Services page (see “Accessing Agent
Services”onpage 11). Youmustsubmitthe properclientcertificatetogetaccessto
this page.

2. Click Authorize Recovery.

3. Enter the recovery authorization reference number that was part of the
notification.

This number identifies the particular key recovery request that you are to
authorize.

4. Click Examine.

5. Enter your key recovery agent ID and password.
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6. Click OK.

The initiating agent is informed that you have completed your authorization.

Viewing Key Service Requests

Key service requests are of two kinds:
= Keyarchivalrequests,madebyremoteorlocalCertificateorRegistrationManagers
= Key recovery requests, made by Data Recovery Manager agents

AsaDataRecoveryManageragent,youcanviewtheserequests.Youcansearchforand
listkeyservicerequestswithaparticularstatus,suchascompletedorrejected. Youcan
select a key service request from the returned list and examine it in detail.

Keyservicerequestsareusuallyhandledinternally. Youdonotneedtotakeanyaction
on them unless your system is specially configured.

Listing Key Service Requests

To list key service requests:

1. Go to the Data Recovery Manager Agent Services page (see “Accessing Agent
Services”onpage 11). Youmustsubmitthe properclientcertificatetogetaccessto
this page.

2. Click List Requests to display the List Requests form.
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Use the List Requests form to specify which key service requests to list.

3. Choosethetype of requests you want to see from the “Request type” pull-down
menu. You can choose to see requests to archive keys, to recover keys, or both.

4. Choose the statsu of requests you want to see by selecting one of the following
choices from the “Request status” pull-down menu:
= Show canceled requests

Unless your system is specially configured for it, there will be no cancelled
requests.

< Show rejected requests

Rejected requests do not comply with your company’s archival or recovery
policies. Unless your system is specially configured for it, there will be no
rejected requests.

< Show completed requests

Completedrequestsinclude archival requestsforwhich proof ofarchival has
been sent and completed recovery requests.

=« Show all requests

All requests stored in the system.
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5. Tostartthelistataspecificplaceinthequeue,enterthestartingrequestidentifierin
decimal or hexadecimal form.

Use Ox to indicate the beginning of a hexadecimal number; for example, 0x 2A.
(KeyidentifiersaredisplayedinhexadecimalformintheSearchResultsandDetails

pages.)

6. Choose the number of matching requests you want to see.
When you specify a number n, the system displays the first n requests after the
starting request identifier that match your specified criteria.

7. Click Find.

The DataRecovery Manager displaysalist of the key service requests that match
yoursearchcriteria. Youcanselectarequestinthelistand examineitinmoredetail.
For instructions, see “Selecting a Request” on page 66.
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Selecting a Request

To select a request from the queue:

1.
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Onthe DataRecovery Manager's AgentServices page, click ListRequests, specify
search criteria, and click Find to display a list of key service requests.

For details, see “Listing Key Service Requests” on page 63.

On the Key Service Request Queue form, find a particular request.

Ifthe requestyouwanttoseeisnotshown,scrolltothe bottom ofthelistandselect
the Next or Previous group of requests.

Click Details next to the selected request.

Thedetails of the selected key servicerequestappearinthe Requestdetailsform.
You cannot manipulate the request in any way.
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Ifthesystemchangesthestateofthedisplayedrequest,andifyouuseyourbrowser's
Back or Forward buttons or the Go (history) menu to move to another page, the
datashown canbecome outofdate. Torefreshthe data, click the highlighted key
identifier at the top of the page.
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