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About This Guide

This guide covers the installation of the iPlanet™ Directory Server Resource Kit
(iPlanet DSRK) and contains the command-line reference for all of its tools. The
LDAP APIs are part of the installation but are documented separately in the iPlanet
LDAP SDK for C Programming Guide and the iPlanet LDAP SDK for Java™
Programming Guide. These programming guides are available from the same source
as this document (see “Where to Find Additional Information,” on page 15).

This chapter contains the following sections:
< What You Are Expected to Know

e Organization of This Guide

= Documentation Conventions

e Where to Find Additional Information

What You Are Expected to Know

Before using the tools of the iPlanet DSRK, you should be familiar with the
concepts of LDAP (the Lightweight Directory Access Protocol) and common
directory architecture. The books and guides described in “Where to Find
Additional Information,” on page 15 provide a good introduction to this
background information.

In addition, you should be familiar with the command-line syntax for your shell
and platform and with the deployment details of the specific LDAP directories you
wish to access.

11



What You Are Expected to Know
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Shell Syntax

The tools of the iPlanet DSRK are command-line utilities whose functionality is
available through options and parameters. You should be familiar with the syntax
of commands for your particular shell and platform.

For example, you may need to specify values that contain characters with special
meaning to the command-line interpreter, such as space " " , asterisk "*" |
backslash "\" , and so forth. Most shells require you to use quotation marks around
values that contain special characters. One example is the space character in DNs
(distinguished names):

"cn=Barbara Jensen,ou=Product Development,dc=siroe,dc=com"

Depending on your command-line interpreter, use either single or double quote
marks for this purpose. Refer to your operating system documentation for more
information.

The command examples given in this book are valid for UNIX® shell
environments. However, they rely on basic shell syntax and are usually applicable
to all platforms with little modification.

Directory Deployment

This reference guide documents only the tools of the iPlanet DSRK. It is not
intended to be a deployment, testing or maintenance guide for your directory
installation. You should be aware of the following characteristics of your directory
when using these tools:

= Size and number of entries.

= Directory structure and access permissions.

= Virtual attributes, class of service, and indexing.
= Usage, types of access, and access patterns.

Please refer to the iPlanet Directory Server Deployment Guide for information on
how to determine the influence of these factors and take them into consideration.

Many other issues are further beyond the scope of the product documentation. For
example, when designing performance tests, you must be able to isolate your
directory from external influences, yet simulate real usage conditions. iPlanet
Professional Services can help you with these and other directory deployment
issues.

iPlanet Directory Server Resource Kit Tools Reference ¢ August 2001



Organization of This Guide

Organization of This Guide

This guide explains how to use each of the iPlanet DSRK tools by giving its
command-line syntax, listing all options and their functionality, listing all return
values when applicable, and providing examples of usage. Each tool is covered in a
separate chapter and chapters for like tools are grouped within a part of the book:

Table 1 Book Parts and Chapter Contents

Title

Chapter Contents

Part 1, “Getting Started”

Chapter 1, “Introduction to the iPlanet Directory Server Resource Kit” Product overview.

Chapter 2, “Installation Guide”

Part 2, “Directory Access Commands”

Chapter 3, “ldapsearch”
Chapter 4, “ldapmodify”
Chapter 5, “ldapdelete”
Chapter 6, “ldapcmp”

Part 3, “Performance Evaluation Tools”

Chapter 7, “idsktune”
Chapter 8, “rsearch”
Chapter 9, “searchrate”
Chapter 10, “modrate”
Chapter 11, “authrate”
Chapter 12, “infadd”

Part 4, “LDIF Deployment Tools”
Chapter 13, “dbgen.pl”

Chapter 14, “Idifgen”

Chapter 15, “Idifxform”

Chapter 16, “mmldif”

Chapter 17, “Idiffer.pl”

Instructions for installing the software on all

platforms.

Command reference.
Command reference.
Command reference.

Command reference.

Command reference.
Command reference.
Command reference.
Command reference.
Command reference.

Command reference.

Perl script reference.

Command reference.
Command reference.

Command reference.

Perl script reference.

About This Guide 13



Documentation Conventions

Table 1 Book Parts and Chapter Contents

Title Chapter Contents

Part 5, “Maintenance and Debugging Tools”

Chapter 18, “logconv.pl” Perl script reference.

Chapter 19, “migrateSchemaTo5.pl” Perl script reference.

Chapter 20, “searchplay” Command reference.

Chapter 21, “viewcore” Command reference.

Chapter 22, “dbscan” Command reference.

Chapter 23, “Security Tools” Links to further documentation.
Chapter 24, “Unsupported Utilities” Brief command descriptions.

Part 6, “iPlanet LDAP Administrative Shell” (ilash )

Chapter 25, “ilash Overview” Introduces the concepts of the ilash  shell.
Chapter 26, “ilash Command Documents all commands within the ilash
Reference” shell.

Chapter 26 may be printed separately to provide a complete reference to the
commands within the ilash  shell.

Documentation Conventions

14

This book uses the following font conventions;
= Monospace type is used for all command examples and code listings.

= Monospace type is also used within paragraph text to represent command and
option names, filenames, and literal text.

= Monospace bold type shows text that a user would type at a command prompt.

= ltalic type is used within filenames, options, and parameters to indicate a text
placeholders. For example, when typing the following command, substitute
your file’s actual name for the filename placeholder:

$ gunzip filename.tar.gz

= |talic type is also used within paragraph text for book titles, emphasis, and
placeholder names.

iPlanet Directory Server Resource Kit Tools Reference ¢ August 2001



Where to Find Additional Information

Where to Find Additional Information

Nearly all tools in the iPlanet DSRK interact with iPlanet Directory Server, and the
following documents are referenced throughout this guide:

= iPlanet Directory Server Installation Guide

= iPlanet Directory Server Administrator’s Guide

e iPlanet Directory Server Command, Configuration and File Reference
= iPlanet Directory Server Deployment Guide

All iPlanet Directory Server documentation and directory-related documents are
available in PDF and HTML formats at the following URL. The latest API
documentation for the iPlanet LDAP SDKs for C and the Java programming
language is also available here:

http://docs.iplanet.com/docs/manuals/directory.html

If you still have questions after reading this guide, the official forum for asking
guestions about the iPlanet DSRK is the iplanet.server.idsrk public
newsgroup. We encourage you to contribute your LDAP client tools and directory
maintenance utilities. Information about updates and new releases of the product
will also be posted to this newsgroup.

The iPlanet LDAP SDKs for C and Java are also released through the Mozilla™
open source project. Visit the following site for instructions on obtaining the source
code and contributing to the development of these APIs:

http://www.mozilla.org/directory

The Internet standards documents for LDAP and its APIs are published by the
Internet Engineering Task Force (IETF). Work on these standards is ongoing, and
the latest information may be found at the URL for the LDAP Extension charter:

http://ftp.ietf.org/html.charters/Idapext-charter.html

Many of the tools in the iPlanet DSRK are Perl scripts that rely on the perl
interpreter. For information about the Perl language and other Perl resources, visit
the following web sites:

= Comprehensive Perl Archive Network:
http://www.cpan.org/

= Perl documentation:
http://www.perldoc.com/

About This Guide 15



Where to Find Additional Information
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Finally, other helpful iPlanet information can be found at the following URLSs:

All online documentation for iPlanet products:
http://docs.iPlanet.com/

iPlanet Technical Support and Customer Service:
http://www.iPlanet.com/support/

iPlanet Professional Services:
http://www.iPlanet.com/services/professional_services_3_3.html

iPlanet developer information and product downloads:
http://developer.iplanet.com/downloads/index.jsp

iPlanet product data sheets:
http://www.iPlanet.com/products/

iPlanet Directory Server Resource Kit Tools Reference ¢ August 2001



Part 1

Getting Started

Chapter 1,  “Introduction to the iPlanet Directory Server Resource
Kit”

Chapter 2, “Installation Guide”
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Chapter 1

Introduction to the iPlanet
Directory Server Resource Kit

The iPlanet™ Directory Server Resource Kit (iPlanet DSRK) provides tools and
APIs for deploying, accessing, tuning, and maintaining your iPlanet Directory
Server. These utilities will help you implement and maintain more robust solutions
based on LDAP, the Lightweight Directory Access Protocol.

The LDAP SDKs (Software Development Kits) for C and Java™ programming
languages make it simple to write client applications for your directory. These APIs
expose all of the functions for connecting to an LDAP directory and accessing or
modifying its entries. Use them to design and integrate directory functionality into
your applications at the programmatic level.

The command-line tools will help you test the performance of your Directory
Server installation, debug logs and database files, and administer the contents of
your directory. These tools are themselves based on the LDAP SDKs, and they
were created to help iPlanet development teams to test and validate the iPlanet
Directory Server.

This chapter contains the following sections:
e A Quick Installation

= iPlanet LDAP SDK for C

< iPlanet Java LDAP SDK

e Tools Reference

19



A Quick Installation

A Quick Installation

Follow the simple instructions in the “Installation Guide” chapter to install or
update to the iPlanet Directory Server Resource Kit Version 5.0. Thanks to a
simplified installer, the whole process should take less than five minutes.

The installation contains all the libraries for using the LDAP SDKs and all the
executables for running the tools. No further configuration is necessary, and you
can start using the software right away. To help you get started, the LDAP SDK for
C contains example code, and the toolkit includes many sample Perl scripts that
use the tools to perform specific maintenance operations.

IPlanet LDAP SDK for C

The iPlanet DSRK bundles version 5.04 of the iPlanet LDAP SDK for C. Use this
library to write client applications in C or C++ that take full advantage of the
performance of the iPlanet Directory Server. The API includes extensions that also
give access to the latest features of iPlanet Directory Server 5.0.

Built around the core functions of the LDAP v2 and v3 standards, the API can be
used to interact with any conforming LDAP server as well. This APl conforms to
IETF standard “LDAP Application Programmaning Interface,” defmed by RFC
1823 and now revised by “draft-ietf-ldapext-ldap-c-api-05

The API is defined by the header files which declare all functions, data types and
code values that are available in the binaries. The complete API is documented
separately in the iPlanet LDAP SDK for C Programming Guide, available from the
same source as this document. The SDK also includes sample code that
demonstrates how to call most of the functions.

The iPlanet LDAP SDK for C is a binary release of the open source LDAP SDK
for C source code available through www.mozilla.org . Updated releases are also
available at:

http://www.iplanet.com/downloads/developer/

20 iPlanet Directory Server Resource Kit Tools Reference ¢ August 2001



iPlanet Java LDAP SDK

IPlanet Java LDAP SDK

The iPlanet DSRK bundles version 4.15 of the iPlanet LDAP SDK for the Java™
programming language. Equivalent in functionality to the SDK for C, Java client
applications use this API to interact with LDAP directories. Whereas the Java
Naming and Directory Interface™ (JNDI) provides a protocol-independent
abstraction of directory services, this APl exposes the LDAP-specific operations for
direct access to an LDAP directory server.

Use the classes and methods of the API to develop LDAP-enabled applets or
applications for the J2EE™ platform or any of the Java platforms.

The iPlanet LDAP SDK for Java conforms to the IETF standard “Java LDAP
Application Program Interface,” defined by draft-ietf-ldapext-ldap-java-

api-15 . The SDK consists of binary jar files containing all packages, classes and
methods of the API. The source code is also available as open source through
www.mozilla.org , and updated releases are available at;

http://www.iplanet.com/downloads/developer/

The Java API is documented separately in the iPlanet LDAP SDK for Java
Programming Guide, also available from the same source as this document.
However, the programming guide does not include all of the latest updates to the
API. Please refer to the Javadoc™ pages for the latest reference information.

Tools Reference

The third component of the iPlanet Directory Server Resource Kit is the set of tools
and scripts that make a directory accessible through a command-line shell. The
wide range of tools can be used for simple directory access, for performance
testing, and for the maintenance of directory servers. Finally, the commands that
run these tools can be used to write scripts to automate all of these tasks.

This guide explains how to use each of the tools by giving their command-line
reference information, usage scenarios and examples. Each tool is covered in a
separate chapter and chapters for like tools are grouped within a part of the book.

Chapter 1 Introduction to the iPlanet Directory Server Resource Kit 21
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Directory Access Commands

The directory access commands provide the fundamental tools for accessing a
directory. Use these commands to retrieve entries, view their attributes, and make
modifications. These tools are directly based upon the iPlanet LDAP SDK for C and
make the functionality of this API available through their various options.

Table 1-1 Directory Access Commands

Command Purpose

Idapsearch Perform simple and complex searches to retrieve data.

Idapmodify Modify the attribute values of one or more entries, or add new entries.
Idapdelete Delete one or more entries given by their DN (distinguished name).
Idapcmp Compare attribute values of entries in a directory.

Performance Evaluation Tools

The performance evaluation tools help you run tests to measure your server’s
average response time to client requests. These tools perform repeated LDAP
authentication, search, add, and delete operations to simulate actual usage. Use
these tools before and after reconfiguring your directory to optimize performance,
and run them regularly to monitor server response as your directory size and
usage evolve.

Table 1-2 Performance Evaluation Tools

Command Purpose

idsktune Optimize the OS and network settings on your system for iPlanet
Directory Server.

rsearch Measure the performance of search, compare, and delete operations.

searchrate Measure search performance under high server loads.

modrate Measure the performance of modification operations.

authrate Measure the performance of establishing connections and performing

authentication.

infadd Measure the performance of add operations for creating new entries.
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Tools Reference

LDIF Deployment Tools

LDIF (LDAP Data Interchange Format) is the standard format for importing and
exporting directory contents. The LDIF deployment tools process large LDIF files,
either generating, modifying, or comparing the LDAP entries and attribute values
they contain. Use these tools to generate large databases for testing, for making
global directory updates offline, and for synchronizing multiple unconnected
databases.

Table 1-3 LDIF Deployment Tools

Command Purpose

dbgen.pl Generate random data for tests with the performance evaluation tools.
Idifgen Generate random data for tests with legacy tools.

Idifxform Edits an LDIF file for global updates and extracts data for reports.
mmldif Simulates a multi-master merge using LDIF files.

Idiffer.pl Synchronizes differences between two directories.

Maintenance and Debugging Tools

The maintenance and debugging tools help directory administrators to interpret
the log files and other trouble-shooting files. Use these tools to determine the
causes of errors when they occur, as well as to perform preventive maintenance by
monitoring directory usage and server statistics.

Table 1-4  Maintenance and Debugging Tools

Command Purpose

logconv.pl Helps interpret access logs and compiles usages statistics.
migrateSche Helps automate the process of updating your schema for iPlanet
maTo5.pl Directory Server 5.0.

searchplay Replays search operations in the directory access log.

viewcore Debugs a core file.

dbscan Creates text output of iPlanet Directory Server database files.

Security Tools  Manage security databases.

Unsupported This chapter gives a brief description for each of the Perl scripts
Utilities provided in the installDir/unsupported/perl directory.
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iPlanet Administrative Shell

The iPlanet Administrative Shell (ilash ) provides a complete shell environment
for performing LDAP operations and managing the directory server. The ilash

tool is based on the Tcl language and is an interpreter of Tcl scripts. Its built-in
commands navigate through a directory as in a file system. Use the ilash tool to
simplify directory access and to create powerful scripts for directory maintenance.
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Chapter 2

Installation Guide

The iPlanet Directory Server Resource Kit is available on CD-ROM or from the
following iPlanet download site:

http://www.iplanet.com/downloads/developer/

This chapter describes the procedure for installing the iPlanet DSRK software on
the following platforms:

= Solaris Platforms

= Windows NT

= Other Platforms: AlX, HP-UX, Linux, and OSF/1

You should also read the following sections concerning all platforms:
= Files and Directories

e Release Notes URL

Solaris Platforms

The iPlanet DSRK is supported on the Solaris 2.6 and Solaris 8 platforms. There is a
separate installation package for each Solaris platform, each containing native
binaries for the designated version. However, the package structure and the
installation procedure is identical for both.

The product requires 45 MB of disk space on the either Solaris platform and an
extra 17 MB of temporary space to install from the CD-ROM. You will need twice
as much temporary space if you download the zip file from the iPlanet website.

You should remove any previous versions of the Directory Server Resource Kit and
the iPlanet LDAP SDKs from your machine before installing or upgrading to the
iPlanet DSRK.
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Installation Procedure

On the CD-ROM, locate the zip file for your version of the Solaris platform:

Sun0S5.8/idsrk50-Sun0S5.8.zip
Sun0S5.6/idsrk50-Sun0OS5.6.zip

OR download the zip file with the corresponding name from the iPlanet
website and store it in an empty directory.

Extract the contents of the zip file with the following command:
$ unzip idsrk50-SunOS5. x.zip -d tempDir

Where tempDir is an empty directory needed only during the installation. You
may omit the -d option when you have already downloaded the zip file to an
empty directory.

The extracted files will contain the setup application, the setup configuration
files, and the software in compressed format. As root, run the setup
application:

# tempDir/setup

The setup application will lead you through the installation of the software.
When asked for input, you may press Return to accept the default, or type a
new value. You may also type Control-B to go back to the previous screen or
Control-C to quit without installing.

When prompted to do so, you must type Yes or yes to accept the software
license. The default is to not accept the license and exit the setup application.

You will also be asked to choose a location for the software. The default
directory is /opt/iPlanet . Some functionality of the iPlanet DSRK tools relies
on this default directory. You may have to specify additional tool options or set
your LD_LIBRARY_PATHIf you install the software in another location.

The software is bundled as a single component to be installed all at once. Press
Return to install the single component when asked to do so.

After the installation of the software is complete, you no longer need the
contents of the temporary directory. Use the following command to remove it
and all files it contains:

$ rm-Rf tempDir/*

Once installed, the APIs and tools of the iPlanet Directory Server Resource Kit are
ready to be used. See “Files and Directories,” on page 32 for a description of the
product contents.
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Removing the Software

The product includes an uninstall application to remove the iPlanet DSRK
software from your machine. Use this application before installing an upgraded
version of the product.

1. If you customized any files in the software bundle and wish to keep them, you
must first rename them or copy them to another location outside of the
installation directory. The uninstall application will remove all product files
by name, but it will not remove other files found under the installation
directory. Any personal configuration files may thus be kept and used with an
upgraded version of the software when it is installed in the same location.

2. Toremove the software, run the following command as root:
# installDir/uninstall

3. The uninstall application will ask you to specify the components and
subcomponents to remove. The software is a single component and will be
removed all at once. Press Return twice to select the single component by
default and remove all iPlanet DSRK software.

If there are no custom files to keep, the uninstall ~ application will also remove
the installation directory.

The uninstall application relies on the files in the installDir/setup  directory that
was created at installation. If these file are deleted or modified, the application will
be unable to remove the software. In that case you may delete the software
manually, after moving any customized files you wish to keep to a different
location. As root, type the following command:

# rm-Rf installDir/*

The iPlanet DSRK is not bundled as a Solaris package, meaning that it is not
registered with the system-wide list of packages. Therefore, removing all files will
remove the iPlanet DSRK from your system.

Windows NT

The iPlanet DSRK is supported on Windows NT 4.0 Workstation or Server for the
Intel platform. Service pack 5 or later is recommended. The software should also
work on the Windows 2000 platform.
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The product requires 21 MB of disk space and an extra 10 MB of temporary space
to install from the CD-ROM. You will need twice as much temporary space if you
download the zip file from the iPlanet website.

Installation Procedure

1.

Log in to Windows NT as a user with Administrator privileges, if you have
not done so already.

On the CD-ROM, locate the zip file for the Windows NT platform:
WINNTA4.0\idsrk50-WINNTA4.0.zip

OR download the zip file with the same name from the iPlanet website and
store it in an empty folder.

Extract the contents of the zip file with any zip extraction utility. Extract all
contents to an empty folder needed only during the installation.

If you downloaded the zip file into an empty folder, you may extract its
contents in the same folder.

The extracted files will contain the setup.exe  application, the setup
configuration files, and the software in compressed format. Double-click the
setup.exe icon to begin the installation.

The setup application will lead you through the installation of the software.
You may use the “Back” and “Next” buttons to modify any choices or the
“Cancel” button to quit without installing.

When prompted to do so, you must click “Yes” to accept the software license
and continue the installation.

You will also be asked to choose a location for the software. The default folder
is C:\opt\iPlanet . Some functionality of the iPlanet DSRK tools relies on this
default folder. You may have to specify additional tool options if you install
the software in another location.

The software is bundled as a single package to be installed all at once. This
package is selected by default for installation. After you have reviewed all of
your choices, click the “Install” button to copy the software files to your disk.

After the setup application has finished, you no longer need the contents of the
temporary folder where the zip file was extracted, and you may delete it.
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The setup program does not modify the Windows Registry. In order to do so,
you should double-click on the iDSRK.reg icon in the new installation folder.
However, you must first edit the contents of this file if you did not install the
software in the default location. You must change the following line in the file
to contain the location where you installed the software:

"basedir"="  c:\\opt\\iplanet

The tools of iPlanet DSRK are designed to be launched from the command
interpreter not from the Windows desktop. You should add the following
library locations to the PATH environment variable:

PATH=%PATH%mstallDir\lib ;installDir\lib\nss\lib

Theilash tool relies on the Tcl interpreter, version 8.2 or later, and several
other tools require the Perl interpreter, version 5.005_03 or later. If you wish to
use these tool you must download and install these applications. Please refer to
“Tcl Resources,” on page 211 and “Where to Find Additional Information,” on
page 15 for links to these applications.

When your installation is complete, see “Files and Directories,” on page 32 for a
description of the product contents.

Removing the Software

The product includes an uninst.exe  application to remove the iPlanet DSRK
software from your machine. Use this application before installing an upgraded
version of the product. You must be a user with Administrator privileges to
remove the software.

1.

If you customized any files in the software bundle and wish to keep them, you
must first rename them or copy them to another location outside of the
installation folder. The uninst.exe  application will remove all product files by
name, but it will not remove other files found under the installation folder.
Any personal configuration files may thus be kept and used with an upgraded
version of the software when it is installed in the same location.

To remove the software, double-click the uninst.exe  icon in the installation
folder.

The uninst.exe  application will ask you to specify the components and
subcomponents to remove. The software is a single component that is already
selected by default. Click “Uninstall” to remove all iPlanet DSRK software.

If there are no custom files to keep, the uninst.exe  application will also
remove the installation folder.
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The uninst.exe  application relies on the files in the installDir/setup folder that
was created at installation. If these file are deleted or modified, the application will
be unable to remove the software. In that case you may delete the installation
folder manually, after moving any customized files you wish to keep to a different
location.

Other Platforms

The iPlanet Directory Server Resource Kit is supported on the following platforms
with the following disk space requirements:

= AIX4.33 or later. The product requires 46 MB of disk space and an extra 20 MB
of temporary space during the installation procedure.

e HP-UXB 11.0.The product requires 35 MB of disk space and an extra 15 MB of
temporary space during the installation procedure.

e OSF/1v4.0D. The product requires 51 MB of disk space and an extra 21 MB of
temporary space during the installation procedure.

= Red Hat Linux 6.0 on the Intel architecture. The product requires 36 MB of disk
space and an extra 17 MB of temporary space during the installation
procedure.

The given temporary space requirements are for an installation from the CD-ROM.
You will need twice as much temporary space if you download the zip file from the
iPlanet website.

The following software installation and removal procedures may need to be
tailored to the command environment available on your platform.

Installation Procedure

1. Onthe CD-ROM, locate the zip file for your platform:

AlX4.3/idsrk50-Al1X4.3.zip
HP-UXB.11.00/idsrk50-HP-UXB.11.00.zip
OSF1V4.0D/idsrk50-OSF1V4.0D.zip
Linux2.2_x86/idsrk50-Linux2.2_x86.zip

OR download the zip file with the corresponding name from the iPlanet
website and store it in an empty directory.

2. Extract the contents of the zip file with the following command:
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$ unzip idsrk50-SunOS5. x.zip -d tempDir

Where tempDir is an empty directory needed only during the installation. You
may omit the -d option when you have already downloaded the zip file to an
empty directory.

3. The extracted files will contain the setup application, the setup configuration
files, and the software in compressed format. Run the setup application with
super-user privileges:

# tempDir/setup

4. Thesetup application will lead you through the installation of the software.
When asked for input, you may press Return to accept the default, or type a
new value. You may also type Control-B to go back to the previous screen or
Control-C to quit without installing.

When prompted to do so, you must type Yes or yes to accept the software
license. The default is to not accept the license and exit the setup application.

You will also be asked to choose a location for the software. The default
directory is /opt/iPlanet . Some functionality of the iPlanet DSRK tools relies
on this default directory. You may have to specify additional tool options or set
your LD_LIBRARY_PATHIf you install the software in another location.

The software is bundled as a single component to be installed all at once. Press
Return to install the single component when asked to do so.

5. After the installation of the software is complete, you no longer need the
contents of the temporary directory. Use the following command to remove it
and all files it contains:

$ rm-Rf tempDir/*

Once installed, the APIs and tools of the iPlanet Directory Server Resource Kit are
ready to be used. See “Files and Directories,” on page 32 for a description of the
product contents.

Removing the Software

The product includes an uninstall application to remove the iPlanet DSRK
software from your machine. Use this application before installing an upgraded
version of the product.
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1. Ifyou customized any files in the software bundle and wish to keep them, you
must first rename them or copy them to another location outside of the
installation directory. The uninstall application will remove all product files
by name, but it will not remove other files found under the installation
directory. Any personal configuration files may thus be kept and used with an
upgraded version of the software when it is installed in the same location.

2. Toremove the software, run the following command with super-user
privileges:

# installDir/uninstall

3. The uninstall application will ask you to specify the components and
subcomponents to remove. The software is a single component and will be
removed all at once. Press Return twice to select the single component by
default and remove all iPlanet DSRK software.

If there are no custom files to keep, the uninstall application will also remove
the installation directory.

The uninstall  application relies on the files in the installDir/setup  directory that
was created at installation. If these file are deleted or modified, the application will
be unable to remove the software. In that case you may delete the software
manually, after moving any customized files you wish to keep to a different
location. Run the following command with super-user privileges:

# rm-Rf installDir/*

The iPlanet DSRK is installed only by copying files, meaning that it is not
registered with any system-wide list of packages or installed software. Therefore,
removing all files will remove the iPlanet DSRK from your system.

Files and Directories

This guide uses the term installDir to refer to the installation directory, either the
default or custom location where you chose to install the software. This directory
contains the following files and directories containing the product components.

Table 2-1 Files and Directories of the iPlanet DSRK Installation

Directory Contents

bin Contains executable binary files for most tools in the toolkit.

perl Contains Perl scripts for the remaining, Perl-based tools: dbgen.pl ,
Idiffer.pl , logconv.pl , and migrateSchemaTo5.pl
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Table 2-1

Release Notes URL

Files and Directories of the iPlanet DSRK Installation

Directory

Contents

lib

lib/lash
lib/tcl8.2
lib/ldapcsdk
lib/Idapjdk
lib/nss

etc

data

unsupported

setup

Contains binary libraries needed for running the tools. These include
the same binaries as contained in the iPlanet LDAP SDK for C.

Contains Tcl scripts used by the ilash  tool.

The base directory for the iPlanet LDAP SDK for C. Its subdirectories
contain the include files and the binary libraries needed to develop
and run applications using this C API.

The base directory for the iPlanet LDAP SDK for Java. It contains the
jar files needed to develop and run applications using this Java API.

The base directory for the Netscape Security Services, containing
subdirectories for the run-time libraries and tools binaries.

Location of the system-wide configuration file for theilash  tool. The
installation includes the file system.lashconfig-sample

Location of the data files for the dbgen.pl  tool.

Contains sample Perl scripts and the PerLDAP tool, all provided
“as-is” with no support and no endorsement.

Contains log files from the setup process. These files are used by the
uninstall program and should not be modified or deleted.

Release Notes URL

This guide documents the tools of the iPlanet Directory Server Resource Kit,
Version 5.0, released in August 2001. Release notes are published and kept up to
date at the following URL.:

http://docs.iplanet.com/docs/manuals/dirsdk/50/relnotes.htm

Chapter 2 |Installation Guide 33



Release Notes URL

34  iPlanet Directory Server Resource Kit Tools Reference ¢ August 2001



Chapter 3,
Chapter 4,
Chapter 5,

Chapter 6,

Part 2

Directory Access Commands

“ldapsearch”
“ldapmodify”
“|ldapdelete”

“ldapcmp”

35



36 iPlanet Directory Server Resource Kit Tools Reference ¢ August 2001



Chapter 3

|dapsearch

The Idapsearch  tool issues search requests to a directory and displays the result as
LDIF text (see Appendix A, “LDAP Data Interchange Format,” in the iPlanet
Directory Server Administrator’s Guide). Its many options allow you to perform
different types of search operations, from simple entry retrieval to advanced
searches that involve security and that manage LDAP referrals.

The Idapsearch  tool is also provided with iPlanet Directory Server in the
lust/iplanet/servers/shared/bin directory. However, iPlanet DSRK and its
updates include the latest version of the tool. If you use the Solaris operating
environment, you may have an older version of Idapsearch in/usr/bin . Be sure
your path is set to use the latest version in /opt/iPlanet/bin/idsrk50

This chapter contains the following sections:
< Command Usage
= Return Values

= Command-Line Examples

Command Usage

A search involves binding and possibly authenticating to the directory server and
initiating a search operation with a certain scope from a given base DN. The
request includes a filter of the attribute values that must match in the entries
returned. The command-line options allow you to sort the results, limit how much
information is returned, control how referrals are followed, enable a secure
connection, and set a time limit for the operation.

Results are displayed as LDIF text to the standard output. By default, the results
contain the DN and all attributes for each entry found by the search. The results
may also be reformatted through command-line options.
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Syntax
The syntax of the Idapsearch command line has two forms:
Idapsearch -b " baseDN"[ options] " filter" [ attributeName ... ]
Idapsearch -b " baseDN"[ options] -f  filterFile [ attributeName ...]
Where:

= baseDN is the base of the search, usually enclosed in double quotes (" ) for the
shell. The -b baseDN parameter may be omitted if the LDAP_BASEDN
environment variable is set.

= options are the command-line options and their parameters described in the
next section.

= filter is an RFC 2254-compliant LDAP search filter, usually in double quotes
("™ ) for the shell (see “LDAP Search Filters” in Appendix B of the iPlanet
Directory Server Administrator’s Guide).

= ThefilterFile contains one LDAP search filter per line, each one being used for a
separate search. You cannot specify a filter on the command line when using
the -f option.

= One or more attributeNames specifies the list of attributes and their values to be
returned for each entry matching the filter. When the list of attributes is
omitted, Idapsearch  will return all attributes permitted by the access rights of
the bind DN, with the exception of operational attributes.

If you want to retrieve operational attributes, you must explicitly specify their
attributeName. To retrieve all regular attributes in addition to operational
attributes, append an asterisk (*) to the attribute list.

The Idapsearch -H ~ command will display a usage text that briefly describes the
command-line options.

Options

The Idapsearch  command has four types of options:
< Common options.

= Input and output options.

= Options for LDAP controls.

= SSL (Secure Socket Layer) options.
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The common options listed in the following table control the binding and general
behavior of the Idapsearchn command.

Table 3-1

Common Options of the Idapsearch Command

Option

Parameter

Purpose

-h

P

-S

-V

hostname

port

bindDN

password
baseDN

scope

filterFile

seconds

version

Specify the hostname of the directory server. When this option is
omitted, the default is localhost

Specify the port number for accessing the directory server host. The
default is 389 normally and 636 when the SSL options are used.

Specify a bind DN for accessing your directory, usually in double
quotes (" ) for the shell. If the bind DN and its password are
omitted, the tool will use anonymous binding. The bind DN
determines what entries and attributes will appear in the search
results, according to the DN’s access permissions.

Specify the password for the bind DN.

Specify the base DN for the search operation, usually in double
quotes (" ) for the shell. You may omit this option if you specify the
base DN in the LDAP_BASEDNnNvironment variable.

Specify the scope of a search. The scope parameter may have one of
the following values:

base - For searching only the base entry.

one - For searching only the children of the base entry.

sub - For searching the base entry and all its descendants.
This is the default if the -s option is omitted.

Specify the name of a file containing filter strings. A filter file
contains one or more filters, each on a separate line: Idapsearch
will perform a separate search with each filter, in the order found in
the file.

Specify the maximum number of seconds to wait for a search
request to complete. Regardless of the value specified here,
Idapsearch  will never wait longer than is allowed by the server’s
nsslapd-timelimit attribute, whose default is 3,600 seconds.

For more information, see “nsslapd-timelimit (Time Limit)” in the
iPlanet Directory Server Command, Configuration and File Reference.

Specify the LDAP protocol version number to be used for the search
operation, either 2 or 3. LDAP v3 is the default; only specify
LDAP v2 when connecting to servers that do not support v3.

Chapter 3 Idapsearch
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Table 3-1 Common Options of the Idapsearch  Command (Continued)

Option Parameter Purpose

-Y proxyDN  Specify the proxy DN to use for the search operation, usually in
double quotes (" ) for the shell. For more information about proxy
authorization, see Chapter 6, “Managing Access Control,” in the
iPlanet Directory Server Administrator’s Guide.

-a aliasMode  Specify how aliases are dereferenced when encountered in a search.
The aliasMode parameter may have one of the following values:

never - Aliases are never dereferenced,; this is the default.

find - Aliases are dereferenced only while finding the base DN.

search - Aliases are dereferenced when searching entries below the
base DN (but not when finding the base DN).

always - Aliases are dereferenced both when finding the base DN
and searching beneath it.

-M Manage smart referrals: when referrals are part of the search results,
return the actual entry containing the referral instead of the entry
obtained by following the referral. For more information, see “Smart
Referrals” in Chapter 5 of the iPlanet Directory Server Deployment
Guide.

-O hopLimit  (Capital letter O) Specify the maximum number of referral hops to
follow while searching.

-R Specify that referrals should not be followed. By default, referrals
are followed automatically.

-V Verbose output mode: the tool will display additional information
about the search, such as the filter string and the number of results
for each search.

-n No-op mode: use with the -v option to show what the tool would
do with the given input but do not actually perform the search.

-0 (zero) Allow runtime library version mismatches. When this option is
omitted, the default behavior is to assert that the revision number of
the LDAP API is greater than or equal to that used to compile the
tool. Also, if the API library and the tool have the same vendor
name, the tool will also assert that the vendor version number of the
API is greater than or equal to that used to compile the tool. This
information is based on the contents of the LDAPAPIInfo structure
(see the iPlanet LDAP SDK for C Programming Guide).

-H Display the usage help text that briefly describes all options.
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The input and output options given in the following table control how the

Idapsearch

Table 3-2

results are sorted and presented.

Input and Output Options of the Idapsearch Command

Option

Parameter

Purpose

-1

-Z

max

attribute
- attribute

locale

path

Omit the leading "version: 1" line in the LDIF output.

Specify the maximum number of entries to return in response to a
search request. Regardless of the value specified here, Idapsearch
will never return more entries than the number allowed by the
directory server’s nsslapd-sizelimit attribute whose default is
2,000 entries. See “nsslapd-sizelimit (Size Limit)” in the iPlanet
Directory Server Command, Configuration and File Reference.

This limitation does not apply if you bind as the root DN (with
-D "cn=directory manager" ), in which case this option
defaults to 0 (zero) and the size limit attribute is overridden.

Specify an attribute for sorting the entries returned by the search.
The sort criteria is alphabetical on the attribute’s value or reverse
alphabetical with the form - attribute. You may give multiple -S
options to refine the sorting, for example: -S sn -S givenname
By default, the entries are not sorted.

Specify the character set to use for command-line input. The default
is the character set specified in the LANGenvironment variable. You
might want to use this option to perform the conversion from the
specified character set to UTF8, thus overriding the LANGsetting.

Using this argument, you can input the bind DN, base DN, and the
search filter pattern in the specified character set. The Idapsearch
tool converts the input from these arguments before it processes the
search request. For example, -i no indicates that the bind DN, base
DN, and search filter are provided in Norwegian.

This argument only affects the command-line input. If you specify a
file containing a search filter (with the -f option), Idapsearch  wiill
not convert the data in the file.

Specify the path to a directory containing conversion routines. Use
these routines if you wish to specify a sorting language that is not
supported by default by your directory server. For more
information, see “Searching an Internationalized Directory” in
Appendix B of the iPlanet Directory Server Administrator’s Guide.

Specify that the search retrieve only attribute names, not the
attribute values. This option is useful if you just want to determine if
an attribute is present for an entry.
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Table 3-2 Input and Output Options of the Idapsearch  Command (Continued)

Option  Parameter

Purpose

-u

-F  separator

User-friendly DNs: specify that this alternate form of the DN also be
included in the output of a search result entry, in addition to the
complete form that is always displayed.

Temporary file output: each attribute of each entry in the search
results will be written to a separate file in the system’s temporary
directory (usually /tmp ). The standard output of the tool will
include the name of the file instead of the attribute’s value.

When using this option, no base-64 encoding is performed on the
values, regardless of the content.

URL format (valid only with the -t option): when using temporary
file output, the standard output of the tool will include the URL of
the file instead of the attribute’s value, for example:

jpegPhoto:< file:/tmp/ldapsearch-jpegPhoto-YzaOMh

Format the output of search results so that no line breaks are used
within individual attribute values.

Format the output of search results so that no line breaks are used
within individual attribute values and that equal signs (=) are used
to separate attribute names from values. This argument produces
output whose format is not compliant with LDIF.

Format the output of search results so that the given separator is used
between attribute names and their values. This option may be used
only in conjunction with the -o option.

Format the output of search results to print binary values as they are
stored in the directory. When used in conjunction with -o , the
binary data in the output will not use base-64 encoding.

The options in the following table provide advanced search controls for server-side
sorting, virtual lists, and persistent searches. This functionality is available only if
the server supports the corresponding LDAP controls. These options will also
display any additional information that the server sends in response to the control.
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Table 3-3  Options for LDAP Controls Using the Idapsearch  Command

Option  Parameter

Purpose

-X

-G pattern

Use with the -S option to specify that search results be sorted on the
server rather than by the Idapsearch command running on the
client. This is useful if you want to sort according to a matching rule,
as with an international search. It is usually faster to sort on the
server, if that is supported, rather than on the client.

Virtual list view: retrieve only a portion of all results, as determined
by the index or value of the search target and the number of entries
to be returned before and after the target. This option always
requires the -S and -x options to specify the sorting order on the
server. The pattern has two possible formats:

= entriesBefore: entriesAfter: value - Specify the search target as the
first entry in the sorted results for which the sort attribute is
“greater than” or equal to the given value. For example, -S sn
-x -G 5:10:johnson will return 16 entries in alphabetical
order of the surname attribute: 5 less than johnson , the entry
equal to or following johnson , and the 10 subsequent entries.

= entriesBefore: entriesAfter: index: count - Specify the search target
as the index position relative to the estimated count. If the count is
0 (zero), the index is taken as the absolute index of the target
entry within the actual number of entries found. An index of 1
will always select the first entry in the sorted list of results.
Otherwise, the target index is the first entry in slice of the list
represented by the fraction index/count. For example,
-G 5:10:2:4  specifies the index closest to the beginning of the
second quarter of the entire list. If the search yielded 100 entries,
the target index would be 26, and this pattern would return
entries 21 through 36. Give an index greater than the count to
specify the last search result in the list.

The number of entriesBefore and entriesAfter that are displayed may
be limited by the beginning and end of the virtual list. After the
results, Idapsearch  will display the control response that gives the
total count of entries in the virtual list and the actual index of the
target entry. Use these values to refine the search with more
accurate index and count parameters.
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Table 3-3 Options for LDAP Controls Using the Idapsearch  Command (Continued)

Option Parameter Purpose

-C  pattern Persistent search: perform a search that keeps the connection open
and displays results whenever entries matching the scope and filter
of the search are added, modified, or removed. With this option, the
Idapsearch  tool will run indefinitely, and you must type
Control-C to stop it. The pattern has the following format:

ps: changeType[: changesOnly[: entryChangeControls]]

The changeType determines which modifications to an entry are
detected and displayed in the output. Its possible values are add,
delete , modify , moddn, or any . The changesOnly parameter is an
optional boolean value: specify 0, f, or false  to display the results
of the search before waiting for changes. The default is 1: only
changes will be displayed when they occur.

By default, the tool will instruct the server to return entry change
controls with the persistent search results. These controls indicate
the type of operation that caused the entry to be detected by the
search. The entryChangeControls parameter is also an optional
boolean value: specify O, f, or false if you do not want the server
to return entry change controls. In this case, you must also specify a
value for the changesOnly parameter.

The SSL (Secure Socket Layer) options allow you to use LDAPS (LDAP over SSL) to
establish a secure connection for the search. These options are valid only when
LDAPS has been turned on and configured in your SSL-enabled directory server.
For information on certificate-based authentication and creating a certificate
database for use with LDAP clients, see Chapter 11, “Managing SSL,” in the iPlanet
Directory Server Administrator’s Guide.

The SSL options are listed in the following table. See “Using Authentication,” on
page 50 for examples using the SSL options.

Table 3-4  SSL Options of the Idapsearch Command

Option Parameter Purpose

-Z Specify that SSL be used to provide a secure search operation. This
option is redundant with -P and should no longer be used. It is kept
for backwards compatibility.
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Table 3-4  SSL Options of the Idapsearch  Command (Continued)

Option Parameter Purpose

-P  path Specify the path and filename of the client’s certificate database.
This file may be the same as the certificate database for an
SSL-enabled version of Netscape™ Communicator, if available; for
example: -P /home/ uid/.netscape/cert7.db

When using the command on the same host as the directory server,
you may use the server’s own certificate database, for example: -P
lusrliplanet/servers/slapd- serverlD/alias/cert7.db

-N certificate  Specify the certificate name to use for certificate-based client
authentication, for example: -N "Directory-Cert"

-m path Specify the path to the security module database. For example,
lusrliplanet/servers/slapd- serverID/secmodule.db . You
need to specify this option only if the security module database is in
a different directory from the certificate database itself.

-K  keyFile Specify the file and path name of the client’s private key database.
This option may be omitted if the key database is in the location
already given by the -P option.

-W password  Specify the password for the client’s key database given in the -K or
-P options. This option is required for certificate-based client
authentication.

Return Values

The Idapsearch  tool is based on the iPlanet LDAP SDK for C, and its return values
are those of the functions it uses, such as Idap_simple_bind_s() ,
Idap_search_ext() , and Idap_result() . These functions return both client-side
and server-side errors and codes.

The following table shows the possible return values when the directory is hosted
on iPlanet Directory Server. Other LDAP servers may send these values under
different circumstances or may send different values. The directory server
responding to the Idapsearch  tool may also send other result codes in addition to
those described here, for example, custom result codes from a custom plug-in.

For further information about result codes, see the iPlanet LDAP SDK for C
Programming Guide.
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Table 3-5

Return Values of the Idapsearch Command

Return
Value

Result Code
and Explanation

0 (0x00)
1 (0x01)

2 (0x02)

3 (0x03)

4 (0x04)

10 (0x0a)

11 (0x0b)

21 (0x15)

32 (0x20)

50 (0x32)

53 (0x35)

81 (Ox51)

82 (0x52)

83 (0x53)
84 (0x54)

85 (0X55)

LDAP_SUCCESShe operation was successful.

LDAP_OPERATIONS_ERRO$ent by the Directory Server for general errors
encountered by the server when processing the request.

LDAP_PROTOCOL_ERRQRe search request did not comply with the LDAP
protocol. The Directory Server may send this error code if it could not sort the
search results or could not send sorted results.

LDAP_TIMELIMIT_EXCEEDED sent by the Directory Server if the search
exceeded the maximum time specified by the -| option.

LDAP_SIZELIMIT_EXCEEDED sent by the Directory Server if the search
found more results than the maximum number of results specified by the -z
option.

LDAP_REFERRAILsent by the Directory Server if the given base DN is an
entry not handled by the current server and if the referral URL identifies a
different server to handle the entry.

LDAP_ADMINLIMIT_EXCEEDEDsent by the Directory Server if the search
found more results than the limit specified by the lookthroughlimit
directive in the slapd.conf  configuration file. If not specified in the
configuration file, the default limit is 5000.

LDAP_INVALID_SYNTAX sent by the Directory Server if your substring filter
contains no value for comparison.

LDAP_NO_SUCH_OBJECSent by the Directory Server if the given base DN
does not exist and if no referral URLs are available.

LDAP_INSUFFICIENT_ACCESS sent by the Directory Server if the DN used
for authentication does not have permission to read from the directory.

LDAP_UNWILLING_TO_PERFORBMENt by the Directory Server if the
database is read-only.

LDAP_SERVER_DOWNe LDAP server did not receive the request or the
connection to the server was lost.

LDAP_LOCAL_ERRQRN error occurred when receiving the results from the
server.

LDAP_ENCODING_ERRO#Re request could not be BER-encoded.

LDAP_DECODING_ERRO#& error occurred when decoding the
BER-encoded results from the server.

LDAP_TIMEOUTthe search exceeded the time specified by the -| option.
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Table 3-5 Return Values of the I[dapsearch  Command (Continued)

Return Result Code
Value and Explanation

87 (0x57) LDAP_FILTER_ERRORan error occurred when parsing and BER-encoding a
search filter specified on the command line or in a filter file.

89 (0x59) LDAP_PARAM_ERRO®&e of the options or parameters is invalid.
90 (0x5a) LDAP_NO_MEMORMemory cannot be allocated as needed.
91 (0x5b) LDAP_CONNECT_ERRQRe specified hostname or port is invalid.

92 (0x5c) LDAP_NOT_SUPPORTEMDe -V 2 option is needed to access a server that
only supports LDAP v2.

Command-Line Examples

The examples in this section demonstrate common uses of the Idapsearch  tool to
access a directory. All examples assume the following context:

< You want to perform a search of all entries in the directory.
« All entries in directory are stored under dc=siroe,dc=com

= The directory server has been configured to support anonymous access for
search and read. Therefore, you do not have to specify any bind information in
order to perform the search.

= The server is located on a machine with the given hostname.

= The server uses port number 389. Because this is the default port, you do not
have to specify the port number on the search request.

= SSL is enabled for the server on port 636 (the default SSL port number).

Returning All Entries

Given the context, the following command will return all entries in the directory:

$ Idapsearch -h hostname -b "dc=siroe,dc=com" -s sub \
"objectclass=*"

The "objectclass=*" parameter is a search filter that matches any entry in the
directory. The scope is set to the full subtree of the base DN (-s sub ), and no
attribute list is given, so all attributes for all entries will be returned.
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Narrowing a Search

To narrow a search, specify a search filter enclosed in quotation marks directly on
the command line. Then, you can ask to receive only those attributes that you need.
For example:

$ Idapsearch -h hostname -b "dc=siroe,dc=com" \
"cn=babs jensen" mail telephonenumber

In this example, the search will return only the mail and telephonenumber
attributes of all entries with a common name (cn) that matches "babs jensen"
exactly.

Searching the Root DSE Entry

The root DSE is a special entry that contains a list of all the suffixes supported by
the local directory server. You can view this entry by performing a search with an
empty search base (-b ™ ). You must also specify a search scope of base and a
filter of "objectclass=*" , as follows:

$ ldapsearch -h hostname -b "™ -s base "objectclass=*"

Searching the Schema Entry

iPlanet Directory Server stores all directory server schema in the special entry with
the DN "cn=schema" . This entry contains information on every object class and
attribute defined for your directory server.

You can examine the contents of this entry as follows:

$ Idapsearch -h hostname -b "cn=schema" -s base "objectclass=*"

Using LDAP_BASEDN

To make searching easier, you can set your search base using the LDAP_BASEDN
environment variable. Doing this allows you to avoid specifying the search base
with the -b option every time you use the Idapsearch  tool. For information on
how to set environment variables, see the documentation for your operating
environment.

iPlanet Directory Server Resource Kit Tools Reference ¢ August 2001



Command-Line Examples

Typically, you set LDAP_BASEDNO your directory’s root suffix value. Because the
root suffix is the topmost entry in your directory, all searches will be able to scan
the entire directory tree. For example, suppose you have set LDAP_BASEDNO
dc=siroe,dc=com . Then, to search for cn=babs jensen  in your directory, use the
following command line:

$ Idapsearch -h hostname "cn=babs jensen”

In this example, the default scope is sub because the -s option was not used to
specify the scope explicitly.

Using a Filter File

You can store search filters in a file instead of entering them on the command line.
When creating a filter file, specify each search filter on a separate line. The
Idapsearch command runs a separate search with each filter in the order in which
the filters appear in the file. This example uses a file named myFilters  that
contains the following lines:

sn=Francis
givenname=Richard

Suppose search base is defined by the LDAP_BASEDNNvironment variable, then the
following command returns all the entries that match either search filter:

$ I|dapsearch -h hostname -f myFilters

In the output, Idapsearch  first displays all the entries with the surname Francis,
and then all the entries with the given name Richard. The two searches are
independent, so an entry that matches both search criteria will be returned twice.

You can limit the set of attributes returned by specifying the attribute names that
you want at the end of the search line. For example, the following Idapsearch
command performs both searches, but returns only the surname and the given
name attributes of each entry:

$ I|dapsearch -h hostname -f myFilters sn givenname

Specifying Commas in Filters

When a DN within a search filter contains a comma as part of its value, you must
escape the comma with a backslash (\ ). For example, to find everyone in the “Siroe
Bolivia, S.A.” subtree of the directory, use the following command:

Chapter 3 Idapsearch 49



Command-Line Examples

50

$ Idapsearch -h hostname \
-b "0=Siroe Bolivia\, S.A.,dc=siroe,dc=com"\
"objectclass=*"

Using Authentication

There are two levels of authentication that the directory server may enforce with
clients such as the Idapsearch  tool: server authentication and client
authentication. In server authentication, the server accepts connections only from
clients that have a trusted certificate. In the stronger client authentication the client
must sign the certificate with a password-protected private key.

To perform a search with server authentication, give only the -P SSL option on the
command line, in addition to other common options. For example:

$ Idapsearch -h hostname -p 636 -b "dc=siroe,dc=com" \
-D "uid=bjensen,dc=siroe,dc=com" -w bindPassword \
-P /home/bjensen/certs/cert.db \
"givenname=Richard"

To perform a search with client authentication, you must give all SSL options on
the command line, in addition to other common options. However, do not use the
-D and -w options with client authentication, otherwise the bind operation will use
the authentication credentials specified with -D and -w instead of the certificate
credentials. For example:

$ ldapsearch -h hostname -p 636 -b "dc=siroe,dc=com" \
-P /home/bjensen/security/cert.db -N "bjscert" \
-K /home/bjensen/security/key.db -W KeyPassword \
"givenname=Richard"

In either case, use the -p option to specify your directory server’s SSL port. All
non-SSL options retain their original meaning and may be used as necessary.

iPlanet Directory Server Resource Kit Tools Reference ¢ August 2001



Chapter 4

|dapmodify

The Idapmodify  tool edits the contents of an LDAP directory, either by adding
new entries or by modifying existing ones. The tool takes update statements in
LDIF as input and issues the corresponding LDAP request to the designated
directory server. By placing all update statements in afile, [dapmodify ~ can be used
to process large numbers of modifications and transfer entries between directories.

The Idapmodify  tool is also provided with iPlanet Directory Server in the
lust/iplanet/servers/shared/bin directory. However, iPlanet DSRK and its
updates include the lastest version of the tool. If you use the Solaris operating
environment, you may have an older version of Idapmodify  in /usr/bin . Be sure
your path is set to use the latest version in /opt/iPlanet/bin/idsrk50

This chapter contains the following sections:
< Command Usage
= Return Values

= Command-Line Examples

Command Usage

The Idapmodify  tool processes update statements, also known as change records,
defined by the LDIF standard. An update statement contains the DN of the target
entry for the update, the operation to perform, and any data for the entry’s
attributes. The operation to perform is given by the changetype keyword, and the
Idapmodify  tool supports the following operations:

add delete modify modrdn moddn rename
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The syntax for each of these update statements is described in “LDIF Update
Statements,” in Chapter 2 of the iPlanet Directory Server Administrator’s Guide.
Some sample update statements are given in “Command-Line Examples,” on
page 59.

The Idapmodify  tool reads any number of update statements from the standard
input or from a file, and it modifies the corresponding entries according to the
LDIF instructions. For each DN in the LDIF file, the tool will perform the requested
LDAP operation on the designated entry.

The Idapmodify ~ tool also has a special option (-a ) for adding entries in bulk. In
this case, the input should not contain the changetype keyword, and each of the
given DNs will be added as a new entry. Using this feature, the output of the
Idapsearch  tool may be used as input to the Idapmodify command.

Syntax

The syntax of the Idapmodify command line has three forms:
Idapmodify [ options ]
Idapmodify [ options] <  LDIFfile
Idapmodify [ options ] -f LDIFfile

Where:

= options are the command-line options and their parameters described in
“Options,” on page 53.

< LDIFfile is an RFC 2849-compliant LDIF text file containing update statements
(see “LDIF Update Statements,” in Chapter 2 of the iPlanet Directory Server
Administrator’s Guide ) or plain LDIF entries when using the -a option (see
Appendix A, “LDAP Data Interchange Format,” in the iPlanet Directory Server
Administrator’s Guide).

In the first form without any LDIFfile input, the tool will expect you to type one or
more LDIF update statements to the standard input. Once you enter all update
statements and the EOF (end-of-file) marker, Idapmodify ~ will process your input
and perform all operations. The EOF marker is platform dependent:

= Type Control-D (*"D) on most UNIX systems.
= Type Control-Z (*Z) and then press Enter on Windows NT.

The Idapmodify -H ~ command will display a usage help text that briefly describes
all options.
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Modification Prerequisites

When modifying the contents of a directory, you must satisfy several prerequisite
conditions. First, the bind DN and password used for authentication must have the
appropriate permissions for the operations you perform. Many high level directory
operations, such as creating a database suffix, may only be performed by the
Directory Manager with a bind DN of "cn=directory manager"

Then, if schema checking is active in your directory, the server will check the
contents of new and modified entries against the definition of their object class in
the schema. All attributes of an entry, even those not being modified, are checked
against their definition and must meet the following conditions:

= The value and value type of all attributes being added or modified must
conform to their definition in the entry’s object class. When this is not the case,
the modification of this entry will fail.

= Attributes and values not being modified must also conform to the schema.
The modification of the entry will fail even if the offending attribute is not
being modified. This situation can occur if you run the directory server with
schema checking turned off, remove a required attribute or set an illegal value,
and then turn schema checking on. For more information, see Chapter 9,
“Extending the Directory Schema,” in the iPlanet Directory Server
Administrator’s Guide.

When a modification fails, only the operation on the faulty entry is affected, but
Idapmodify  will stop processing further input. All entries that were processed
before the error was encountered will be successfully added or modified. Use the
-c option to specify that the tool should continue processing input after any failed
modification.

Finally, you must ensure the coherence of the entries in the LDIF input. Updates
are performed on entries in the order they are given in the input, allowing you to
manage dependencies between operations. For example, if you want to add entries
to a subtree that doesn’t exist yet, your LDIF input must first give the update
statement for adding the subtree entry, before the update statements for adding
entries under the subtree.

Options
The Idapmodify command has three types of options:
< Common options.

< Input and output options.
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= SSL (Secure Socket Layer) options.

The common options listed in the following table control the binding and general
behavior of the Idapmodify command.

Table 4-1

Common Options of the Idapmodify = Command

Option

Parameter

Purpose

-h

P

hostname

port

bindDN

password
LDIFfile

baseDN

version

proxyDN

hopLimit

Specify the hostname of the directory server. When this option is
omitted, the default is localhost

Specify the port number for accessing the directory server host. The
default is 389 normally and 636 when the SSL options are used.

Specify a bind DN for accessing your directory, usually in double
quotes (" ) for the shell. If the bind DN and its password are
omitted, the tool will use anonymous binding. The bind DN
determines what entries and attributes may be modified, according
to the DN’s access permissions.

Specify the password for the bind DN.

Give the name of a file containing LDIF update statements (see
“LDIF Update Statements,” in Chapter 2 of the iPlanet Directory
Server Administrator’s Guide). The tool will perform each of the
update operations (add, modify, or delete) in the order given in the
file. When this option is omitted, [dapmodify  will read LDIF
update statements from the standard input.

Specify the base DN when performing additions, usually in double
quotes (" ) for the shell. All entries will be placed under this suffix,
thus providing bulk import functionality.

Specify the LDAP protocol version number to be used for the
modify operation, either 2 or 3. LDAP v3 is the default; only specify
LDAP v2 when connecting to servers that do not support v3.

Specify the proxy DN to use for the modify operation, usually in
double quotes (" ) for the shell. For more information about proxy
authorization, see Chapter 6, “Managing Access Control,” in the
iPlanet Directory Server Administrator’s Guide.

Manage smart referrals: when they are the target of the update,
modify the actual entry containing the referral instead of the entry
obtained by following the referral. For more information, see “Smart
Referrals” in Chapter 5 of the iPlanet Directory Server Deployment
Guide.

(Capital letter O) Specify the maximum number of referral hops to
follow while finding an entry to modify. By default, there is no limit.

iPlanet Directory Server Resource Kit Tools Reference ¢ August 2001



Command Usage

Table 4-1 Common Options of the Idapmodify  Command (Continued)

Option Parameter Purpose

-R Specify that referrals should not be followed. By default, referrals
are followed automatically.

-q Quiet output mode: the tool will not display any output about the
operations it performs.

-v Verbose output mode: the tool will display additional information
about the operations it performs.

-n No-op mode: use with the -v option to show what the tool would
do with the given input but do not perform any operations.

-H Display the usage help text that briefly describes all options.

The input and output options given in the following table control how Idapmodify
processes input files and handles errors.

Table 4-2 Input and Output Options of the [dapmodify  Command

Option Parameter Purpose

-a Add entry mode: all input entries that do not contain an LDIF
changetype statement are processed as add operations. Entries
given with a changetype statement are processed accordingly.

The add entry mode provides an easy way to add entries in LDIF. In
particular, it allows you to directly add entries from the output files
of the Idapsearch  tool.

-F Force the application of all updates, regardless of the replica status.

locale Specify the character set to use for the -f  LDIFfile or standard
input. The default is the character set specified in the LANG
environment variable. You might want to use this option to perform
the conversion from the specified character set to UTF8, thus
overriding the LANGsetting.

-k path Specify the path to a directory containing conversion routines.
These routines are used if you wish to specify a locale that is not
supported by default by your directory server. For more
information, see “Searching an Internationalized Directory” in
Appendix B of the iPlanet Directory Server Administrator’s Guide.
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Table 4-2 Input and Output Options of the Idapmodify = Command (Continued)

Option Parameter Purpose

-b Handle binary files: the Idapmodify  tool will scan every attribute
value in the input to determine whether it is a valid file reference,
and if so, it will use the contents of the file as the attribute’s value.
This option is used to input binary data for an attribute, such as a
JPEG image. For example, the corresponding LDIF input would be:

= jpegPhoto: /tmp/photo.jpg (on a UNIX platform)
= jpegPhoto: c:\tmp\photo.jpg (on Windows NT)

This option allows you to directly process entries from the output
files of the Idapsearch  tool when it uses the -t option.

The Idapmodify  tool also supports the LDIF :< URL notation for
directly including file contents. For example:

= jpegPhoto:< file:///tmp/photo.jpg (on all platforms)
If all of your input entries use this notation, you do not need to
specify the -b option.

-A Non-ASCII mode: display non-ASCII values, in conjunction with
the -v option.

-C Continuous mode: errors are reported but the Idapmodify  tool
will continue processing input and performing operations. When
this option is omitted, the default is to quit after reporting an error.

-e errorFile Invalid update statements in the input will be copied to the errorFile
for debugging. Use with the -c option to correct errors when
processing large LDIF input.

The SSL (Secure Socket Layer) options listed in the following table allow you to use
LDAPS (LDAP over SSL) to establish a secure connection for the update operation.
These options are valid only when LDAPS has been turned on and configured in
your SSL-enabled directory server. For information on certificate-based
authentication and creating a certificate database for use with LDAP clients, see
Chapter 11, “Managing SSL” in the iPlanet Directory Server Administrator’s Guide.

Only the -P option is required for server authentication. For the more secure client
authentication, the -P, -N, -K and -W options are required. See “Using
Authentication,” on page 61 for examples using the SSL options.
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Table 4-3  SSL Options of the [dapmodify Command
Option Parameter Purpose

-Z Specify that SSL be used to provide a secure modify operation. This
option is redundant with -P and should no longer be used. It is kept
for backwards compatibility.

-P  path Specify the path and filename of the client’s certificate database.
This file may be the same as the certificate database for an
SSL-enabled version of Netscape Communicator, if available; for
example: -P /home/ uid/.netscape/cert7.db

When using the command on the same host as the directory server,
you may use the server’s own certificate database, for example: -P
lusrliplanet/servers/slapd- serverlD/alias/cert7.db

-N certificate ~ Specify the certificate name to use for certificate-based client
authentication, for example: -N "Directory-Cert"

-m path Specify the path to the security module database. For example,
lusr/iplanet/servers/slapd- serveriD/secmodule.db . You
need to specify this option only if the security module database is in
a different directory from the certificate database itself.

-K  keyFile Specify the file and path name of the client’s private key database.
This option may be omitted if the key database is in the location
already given by the -P option.

-W password  Specify the password for the client’s key database given in the -K or
-P options. This option is required for certificate-based client
authentication.

Return Values

The Idapmodify  tool is based on the iPlanet LDAP SDK for C and its return values
are those of the functions it uses, such as Idap_simple_bind_s() ,

Idap_add_ext_s() ,ldap_modify_ext_s() , and Idap_delete_ext_s() . These
functions return both client-side and server-side errors and codes.

The following table shows the possible return values when the directory is hosted
on an iPlanet Directory Server. Other LDAP servers may send these values under
different circumstances or may send different values. The directory server
responding to the Idapmodify  tool may also send other result codes in addition to
those described here, for example, custom result codes from a custom plug-in.
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For further information about result codes, see the iPlanet LDAP SDK for C
Programming Guide.

Table 4-4

Return Values of the [dapmodify = Command

Return
Value

Result Code
and Explanation

0 (0x00)
1 (0x01)

2 (0x02)

10 (0x0a)

16 (0x10)

19 (0x13)

20 (0x14)

21 (0x15)

32 (0x20)

50 (0x32)

53 (0x35)

65 (0x41)

67 (0x43)

LDAP_SUCCESShe operation was successful.

LDAP_OPERATIONS_ERROS$nt by the Directory Server for general errors
encountered by the server when processing the request.

LDAP_PROTOCOL_ERRQRe modify request did not comply with the LDAP
protocol. The Directory Server may set this error code in the results for a
variety of reasons, such as encountering an error when decoding the
BER-encoded request.

LDAP_REFERRAILsent by the Directory Server if the specified DN is an entry
not handled by the current server and if the referral URL identifies a different
server to handle the entry.

LDAP_NO_SUCH_ATTRIBUTEent by the Directory Server if the attribute
that you want to modify (add, replace, or delete) does not exist.

LDAP_CONSTRAINT_VIOLATIONsent by the Directory Server when
improperly modifying the userpassword attribute, for example if the new
value is shorter than the allowed minimum length.

LDAP_TYPE_OR_VALUE_EXISTSent by the Directory Server when
attempting to add an attribute to an entry in which the attribute already
exists with the given value.

LDAP_INVALID_SYNTAX sent by the Directory Server if your client is
modifying the schema entry and no object class or attribute type is specified.

LDAP_NO_SUCH_OBJECSent by the Directory Server if the entry that you
want to modify or delete does not exist.

LDAP_INSUFFICIENT_ACCESS sent by the Directory Server if the DN used
for authentication does not have permission to write to the entry.

LDAP_UNWILLING_TO_PERFORBSENt by the Directory Server when:

- The directory is read-only.

- Attempting to add attributes to the special directory configuration entry.
- Attempting to modify attributes in the special schema entry.

LDAP_OBJECT_CLASS_VIOLATIONsent by the Directory Server if the
modified entry does not comply with the directory schema (for example, if
one or more required attributes are not specified).

LDAP_NOT_ALLOWED_ON_RDB&ht by the Directory Server if the modified
entry no longer contains attributes for each DN component.
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Table 4-4 Return Values of the [dapmodify = Command (Continued)

Return Result Code
Value and Explanation

68 (0x44) LDAP_ALREADY_EXISTSsent by the Directory Server if the DN of the entry
that you want add is already present in the directory.

81 (0x51) LDAP_SERVER_DOWiKe LDAP server did not receive the request or the
connection to the server was lost.

82 (0x52) LDAP_LOCAL_ERRQRN error occurred when receiving the results from the
server.

83 (0x53) LDAP_ENCODING_ERROBER-encoding the request is not possible.

84 (0x54) LDAP_DECODING_ERRO&h error occurred when decoding the
BER-encoded results from the server.

89 (0x59) LDAP_PARAM_ERRO®e of the options or parameters is invalid.
90 (0x5a) LDAP_NO_MEMORMemory cannot be allocated as needed.
91 (0x5b) LDAP_CONNECT_ERRQRe specified hostname or port is invalid.

92 (0x5c) LDAP_NOT_SUPPORTEIMMe -V 2 option is needed to access a server that
only supports LDAP v2.

Command-Line Examples

The examples in this section demonstrate common uses of the Idapmodify ~ tool to
update the contents a directory. All examples assume the following context:

= The given bind DN has the permission to perform all operations on the
selected entries.

= The directory server is located on a machine with the given hostname.

= The server uses port number 389. Because this is the default port, you do not
have to specify the port number on the search request.

= SSL is enabled for the server on port 636 (the default SSL port number).

Adding an Entry

This example uses the -a option for bulk addition, so the the changetype: add s
not needed in the input. Instead, the input contains standard LDIF entries to be
added. The input file is called newEntry.Idif and contains only one entry to add:
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dn: cn=Pete Minsky,ou=People,dc=siroe,dc=com
changetype: add

objectclass: top

objectclass: person

objectclass: organizationalPerson
objectclass: inetOrgPerson

cn: Pete Minsky

givenName: Pete

sn: Minsky

ou: People

ou: Marketing

uid: peterm

To perform this addition, launch the Idapmodify  tool with the -a option and
specify the input file with the -f option:

$ Idapmodify -h hostname -a -f newEntry.|dif \
-D "uid=bjensen,dc=siroe,dc=com" -w bindPassword

Modifying an Entry

The update statement for a modification includes statements for specifying the
attributes to change and their new values. See “LDIF Update Statements,” in
Chapter 2 of the iPlanet Directory Server Administrator’s Guide for a description of
this syntax.

In this example, the mofifyEntry.Idif file includes statements for adding a new
attribute and modifying an existing one. The line with a single dash (-) is a
separator for multiple modifications in the same entry:

dn: cn=Pete Minsky,ou=People,dc=siroe,dc=com
changetype: modify

add: telephonenumber

telephonenumber: (408) 555-2468

replace: uid

uid: pminsky

To perform the operation, launch the Idapmodify  tool and specify the filename on
the command line.

$ |dapmodify -h hostname -f mofifyEntry.Idif \
-D "uid=bjensen,dc=siroe,dc=com" -w bindPassword
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Deleting an Entry

The update statement for a deletion requires only the DN and the changetype
This example shows how to enter this information as standard input:

$ ldapmodify -h hostname \
-D "uid=bjensen,dc=siroe,dc=com" -w bindPassword

dn: cn=Pete Minsky,ou=People,dc=siroe,dc=com
changetype: delete
"D

Using Authentication

There are two levels of authentication that the directory server may enforce on
clients such as the Idapmodify ~ tool: server and client authentication. In server
authentication, the server accepts only connections from clients that have a trusted
certificate. In the stronger client authentication, the certificate is not assumed to be
trusted, so the client must sign it with a password-protected private key.

To run the Idapmodify  tool with server authentication, give only the -P option on
the command line, in addition to other options. For example:

$ Idapmodify -h hostname -p 636 -f LDIFfile \
-D "uid=bjensen,dc=siroe,dc=com" -w bindPassword \
-P /home/bjensen/certs/cert.db

To perform an update with client authentication, you must give all SSL options on
the command line, in addition to other options. However, do not use the -D and -w
options with client authentication, otherwise the bind operation will use the
authentication credentials specified with -D and -w instead of the certificate
credentials. For example:

$ Idapmodify -h hostname -p 636 -f LDIFfile \
-P /home/bjensen/security/cert.db -N "bjscert" \
-K /home/bjensen/security/key.db -W KeyPassword

In either case, use the -p option to specify your directory server’s SSL port. All
other options remain the same and may be used as necessary.
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|dapdelete

The Idapdelete  tool is a simple command for deleting entries in an LDAP
directory. In its simplest form, it takes distinguished names (DNs) on the command
line or from the standard input and deletes the corresponding entries. It can also
take input from a file for bulk processing and has options for configuring advanced
features such as SSL security.

The Idapdelete  tool is also provided with iPlanet Directory Server in the
lust/iplanet/servers/shared/bin directory. However, iPlanet DSRK and its
updates include the lastest version of the tool. If you use the Solaris operating
environment, you may have an older version of Idapdelete  in /usr/bin . Be sure
your path is set to use the latest version in /opt/iPlanet/bin/idsrk50

This chapter contains the following sections:
< Command Usage
= Return Values

= Command-Line Examples

Command Usage

The Idapdelete  command binds to the given directory server and issues a delete
command for each entry given by a DN in the input. In order to delete an entry in a
directory server, the DN used for binding and authentication must have the
permission to delete the given entries.

Only leaf entries, which do not have any children, may be deleted from a directory.
For example, when deleting a subtree representing an organization unit, you must
first delete all the entries it contains before deleting the entry representing the
organizational unit.
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When deleting DNis listed in a file, the tool will process each delete operation
separately, in the order they are given in the file. Therefore, DNs representing leaf
entries must be listed before the DNs for their parent entries.

Syntax

The syntax of the Idapdelete = command line has four forms:
Idapdelete [ options ]
Idapdelete [ options]" DN"...
Idapdelete [ options] <  DNfile
Idapdelete [ options ] -f DNfile
Where:

= options are the command-line options and their parameters described in the
next section.

< DN ... is aspace-separated list of DNs to delete. Each DN should be enclosed in
double quote marks (") for the shell interpreter. The list of DNs is not required
if you give the DNs as standard input or in a DNfile.

= DNfile is a text file containing one DN per line. Do not use quote marks in this
file because each line is taken literally.

In the first form without any DN input, the tool will expect you to type one or more
DNis to the standard input. Once you enter all DNs and the EOF (end-of-file)
marker, Idapdelete ~ will process your input and perform all operations. The EOF
marker is platform dependent:

« Type Control-D (*"D) on most UNIX systems.
= Type Control-Z (*z) and then press Return on Windows NT.

The Idapdelete -H command will display a usage help text that briefly describes
all options.

Options
The Idapdelete  command has three types of options:
< Common options.

= Input and output options.
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= SSL (Secure Socket Layer) options.

The common options listed in the following table control the binding and general
behavior of the Idapdelete = command.

Table 5-1

Common Options of the Idapdelete Command

Option

Parameter

Purpose

-h

P

hostname

port

bindDN

password
DNfile

version

proxyDN

hopLimit

Specify the hostname of the directory server. When this option is
omitted, the default is localhost

Specify the port number for accessing the directory server host. The
default is 389 normally and 636 when the SSL options are used.

Specify a bind DN for accessing your directory, usually in double
quotes (" ) for the shell. If the bind DN and its password are
omitted, the tool will use anonymous binding. The bind DN
determines what entries may be deleted, according to the DN’s
access permissions.

Specify the password for the bind DN.

Give the name of a file containing the DNs of entries to be deleted.
The DNs should be listed one per line in this file, in the order in
which they must be deleted. When this option is omitted,
Idapdelete  will read DNs directly from the standard input.

Specify the LDAP protocol version number to be used for the delete
operation, either 2 or 3. LDAP v3 is the default; only specify
LDAP v2 when connecting to servers that do not support v3.

Specify the proxy DN to use for the delete operation, usually in
double quotes (" ) for the shell. For more information about proxy
authorization, see Chapter 6, “Managing Access Control,” in the
iPlanet Directory Server Administrator’s Guide.

Manage smart referrals: when they are the target of the operation,
delete the actual entry containing the referral instead of the entry
obtained by following the referral. For more information, see “Smart
Referrals” in Chapter 5 of the iPlanet Directory Server Deployment
Guide.

(Capital letter O) Specify the maximum number of referral hops to
follow while finding an entry to delete. By default, there is no limit.

Specify that referrals should not be followed. By default, referrals
are followed automatically.

Verbose output mode: the tool will display additional information
about the operations it performs.
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Table 5-1 Common Options of the Idapdelete  Command (Continued)

Option Parameter Purpose

-n No-op mode: use with the -v option to show what the tool would
do with the given input but do not perform the delete operations.

-H Display the usage help text that briefly describes all options.

The input and output options given in the following table control how Idapdelete
processes input files and handles errors.

Table 5-2 Input and Output Options of the Idapdelete Command

Option Parameter Purpose

-i locale Specify the character set to use for command-line input. The default
is the character set specified in the LANGenvironment variable. You
might want to use this option to perform the conversion from the
specified character set to UTF8, thus overriding the LANGsetting.

Using this argument, you can input the bind DN and the target DNs
in the specified character set. The Idapdelete  tool converts the
input from these arguments before it processes the search request.
For example, -i no indicates that the bind DN and target DNs are
provided in Norwegian.

This option affects only the command-line input, that is, if you
specify a file containing DNs (with the -f option), Idapsearch
will not convert the data in the file.

-k path Specify the path to a directory containing conversion routines.
These routines are used if you wish to specify a locale that is not
supported by default by your directory server. For more
information, see “Searching an Internationalized Directory” in
Appendix B of the iPlanet Directory Server Administrator’s Guide.

-C Continuous mode: errors are reported but the Idapdelete  tool
will continue processing input and performing operations. When
this option is omitted, the default is to quit after reporting an error.
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The SSL (Secure Socket Layer) options listed in the following table allow you to use
LDAPS (LDAP over SSL) to establish a secure connection for the delete operation.
These options are valid only when LDAPS has been turned on and configured in
your SSL-enabled directory server. For information on certificate-based
authentication and creating a certificate database for use with LDAP clients, see
Chapter 11, “Managing SSL” in the iPlanet Directory Server Administrator’s Guide.

Only the -P option is required for server authentication. For the more secure client
authentication, the -P, -N, -K and -W options are required. See “Using
Authentication,” on page 71 for examples using the SSL options.

Table 5-3  SSL Options of the Idapdelete Command

Option Parameter Purpose

-Z Specify that SSL be used to provide a secure delete operation. This
option is redundant with -P and should no longer be used. It is kept
for backwards compatibility.

-P  path Specify the path and filename of the client’s certificate database.
This file may be the same as the certificate database for an
SSL-enabled version of Netscape Communicator, if available; for
example: -P /home/ uid/.netscape/cert7.db

When using the command on the same host as the directory server,
you may use the server’s own certificate database, for example: -P
lusr/iplanet/servers/slapd- serverlD/alias/cert7.db

-N certificate  Specify the certificate name to use for certificate-based client
authentication, for example: -N "Directory-Cert"

-m path Specify the path to the security module database. For example,
lusrliplanet/servers/slapd- serverID/secmodule.db . You
need to specify this option only if the security module database is in
a different directory from the certificate database itself.

-K  keyFile Specify the file and path name of the client’s private key database.
This option may be omitted if the key database is in the location
already given by the -P option.

-W password  Specify the password for the client’s key database given in the -K or
-P options. This option is required for certificate-based client
authentication.

Chapter 5 Idapdelete 67



Return Values

Return Values

The Idapdelete  tool is based on the iPlanet LDAP SDK for C and its return values
are those of the functions it uses, such as Idap_simple_bind_s() and
Idap_delete_ext_s() . These functions return both client-side and server-side
errors and codes.

The following table shows the possible return values when the directory is hosted
on an iPlanet Directory Server. Other LDAP servers may send these values under
different circumstances or may send different values. The directory server
responding to the Idapdelete  tool may also send other result codes in addition to
those described here, for example, custom result codes from a custom plug-in.

For further information about result codes, see the iPlanet LDAP SDK for C
Programming Guide.

Table 5-4 Return Values of the I[dapdelete = Command

Return Result Code
Value and Explanation

0 (0x00) LDAP_SUCCESShe operation was successful.

1(0x01) LDAP_OPERATIONS_ERRO$ent by the Directory Server for general errors
encountered by the server when processing the request.

2 (0x02) LDAP_PROTOCOL_ERRGQRe delete request did not comply with the LDAP
protocol. The Directory Server may send this error code in the results for a
variety of reasons, such as encountering an error when decoding the
BER-encoded request.

10 (0Ox0a) LDAP_REFERRALsent by the Directory Server if the specified DN is an entry
not handled by the current server and if the referral URL identifies a different
server to handle the entry.

32 (0x20) LDAP_NO_SUCH_OBJECSent by the Directory Server if the entry that you
want deleted does not exist and if no referral URLs are available.

50 (0x32) LDAP_INSUFFICIENT_ACCESS sent by the Directory Server if the DN used
for authentication does not have permission to write to the entry.

53 (0x35) LDAP_UNWILLING_TO_PERFORBKEnNt by the Directory Server if the
database is read-only.

66 (0x42) LDAP_NOT_ALLOWED_ON_NONLEg®Rt by the Directory Server if the entry
that you want deleted has entries beneath it in the directory tree (in other
words, if this entry is a parent entry to other entries).

81 (0x51) LDAP_SERVER_DOWKe LDAP server did not receive the request or the
connection to the server was lost.
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Table 5-4 Return Values of the Idapdelete Command (Continued)

Return Result Code
Value and Explanation

82 (0x52) LDAP_LOCAL_ERRQRN error occurred when receiving the results from the
server.

83 (0x53) LDAP_ENCODING_ERROBER-encoding the request is not possible.

84 (0x54) LDAP_DECODING_ERRO&h error occurred when decoding the
BER-encoded results from the server.

89 (0x59) LDAP_PARAM_ERRO®&e of the options or parameters is invalid.
90 (0x5a) LDAP_NO_MEMORMemory cannot be allocated as needed.
91 (Ox5b) LDAP_CONNECT_ERRQOREe specified hostname or port is invalid.

92 (0x5¢) LDAP_NOT_SUPPORTEfMe -V 2 option is needed to access a server that
only supports LDAP v2.

Command-Line Examples

The examples in this section demonstrate common uses of the Idapdelete  tool. All
examples assume the following context:

= The given bind DN has the permission to perform delete operations on the
selected entries.

= The directory server is located on a machine with the given hostname.

= The server uses port number 389. Because this is the default port, you do not
have to specify the port number on the search request.

= SSL is enabled for the server on port 636 (the default SSL port number).

Specifying Commas in DNs

The simplest usage of the tool is to specify the target DNs on the command line,
making sure to enclose them in double quote marks for the shell. In addition,
special characters such as commas must be escaped with a backslash (\ ) when they
appear in components of a DN on the command line.

In this example, the user bjensen wishes to delete an entry in the “Siroe Bolivia,
S.A.” subtree of the directory:
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$ Idapdelete -h hostname \
-D "uid=bjensen,dc=siroe,dc=com" -w bindPassword \
"cn=Lucia Fuentes,ou=People,0=Siroe Bolivia\S.A."

Using the Standard Input

Using the -v and -c options, you can enter DNs interactively through the standard
input. In this example, the user bjensen wishes to remove an entry but enters the
DN incorrectly at first:

$ Idapdelete -h hostname -v -c \
-D "uid=bjensen,dc=siroe,dc=com" -w bindPassword

Idapdelete: started Thu Jun 14 11:34:17 2001
Idap_init( host, 389 )

cn=Pete Mimsky,ou=People,dc=siroe,dc=com

deleting entry cn=Pete Mimsky,ou=People,dc=siroe,dc=com
Idap_delete: No such object

cn=Pete Minsky,ou=People,dc=siroe,dc=com

deleting entry cn=Pete Minsky,ou=People,dc=siroe,dc=com
entry removed

D

Using a DN File

For bulk operations, list all of the DNs to delete in a text file. Specify each DN on a
separate line in the file. The Idapdelete  command will perform a delete operation
on each entry, in the order in which they appear in the file. For example:

cn=Pete Minsky,ou=People,dc=siroe,dc=com
cn=Sue Jacobs,ou=People,dc=siroe,dc=com

Then specify this DNfile on the command line with the -f option. Use the -c option
so that bulk processing will continue even if errors are encountered.

$ ldapdelete -h hostname -c -f DNfile \
-D "uid=bjensen,dc=siroe,dc=com" -w bindPassword
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Using Authentication

There are two levels of authentication that the directory server may enforce on
clients such as the Idapdelete  tool: server and client authentication. In server
authentication, the server only accepts connections from clients that have a trusted
certificate. In the stronger client authentication, the certificate is not assumed to be
trusted, so the client must sign it with a password-protected private key.

To run the Idapdelete  tool with server authentication, give only the -P option on
the command line, in addition to other options. For example:

$ I|dapdelete -h hostname -p 636 -f DNfile \
-D "uid=bjensen,dc=siroe,dc=com" -w bindPassword \
-P /home/bjensen/certs/cert.db

To perform an update with client authentication, you must give all SSL options on
the command line, in addition to other options. However, do not use the -D and -w
options with client authentication, otherwise the bind operation will use the
authentication credentials specified with -D and -w instead of the certificate
credentials. For example:

$ Idapdelete -h hostname -p 636 -f DNfile \
-P /home/bjensen/security/cert.db -N "bjscert" \
-K /home/bjensen/security/key.db -W KeyPassword

In either case, use the -p option to specify your directory server’s SSL port. All
other options remain the same and may be used as necessary.
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ldapcmp

The Idapcmp tool compares the contents of a single entry or of an entire subtree
that is present in two directories. It detects entries that do not appear in both
directories and any difference between attributes in those that do. This tool
supports the common options of the LDAP commands, such as managing referrals,
handling locales, and providing SSL-based security.

This chapter contains the following sections:
< Command Usage
= Return Values

e Command-Line Examples

Command Usage

A comparison involves performing a search operation on both directories and
analyzing the differences in the results. Each search returns all attributes for all
entries in the given scope of the given base DN. The Idapcmp tool then compares
these search results and reports the following differences in its output:

= Entries that only appear in the first directory:
lonly: DN

= Entries that only appear in the second directory:
2only: DN

= Entries whose DN appears in both directories but whose attributes or attribute
values are different:
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matchingDN

different: missingAttributeName
1or2: attributeValueWherePresent

different: differingAttributeName

1: valuelnDirectoryl
2: valuelnDirectory2

Syntax

The Idapcmp command has the following syntax:
Idapcmp -h  hostl -p  portl [-h host2-p port2]-b" baseDN" [  options ]
Where:

= hostl, portl, host2, port2 are the hostnames and port numbers for accessing the
two directories you wish to compare. The first host and port correspond to
directory 1 in the output, the second to directory 2. If the second host and port
are omitted, port 389 on the localhost ~ will be used by default for directory 2.

= haseDN is the base of the comparison, usually enclosed in double quotes (™ )
for the shell. The -b baseDN parameter may be omitted if the LDAP_BASEDN
environment variable is set.

= options are the command-line options and their parameters described in the
next section. Except for the host and port options, all other options must apply
to both directories being compared. For example, both directory servers must
accept the same certificate when using the security options.

The Idapcmp -H command will display a usage help text that briefly describes all
options.

Options

The Idapcmp command has three types of options:
< Common options.

= Input and output options.

= SSL (Secure Socket Layer) options.

The common options listed in the following table control the binding and general
behavior of the Idapcmp command.
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Command Usage

Common Options of the Idapcmp Command

Option

Parameter

Purpose

-h

hostname

port

bindDN

password

baseDN

scope

version

proxyDN

Specify the hostname of a directory server. This option may be given
twice to specify the two target directories for the comparison. If it is
only given once, the default for the second host is localhost . If it
is not specified at all, the default is localhost  for both.

Specify the port number for accessing a directory server host. This
option may be given twice to specify the port for each directory
server. When either occurrence is omitted, the default is 389
normally and 636 when the SSL options are used. Note that the first
occurrence of this option specifies the port for the first host, even if it
appears after the second hostname on the command line.

Specify a bind DN for accessing both directories, usually in double
quotes (" ) for the shell. If the bind DN and its password are
omitted, the tool will use anonymous binding. The bind DN
determines what entries and attributes will appear in the
comparison results, according to the DN’s search permissions.

Specify the password for the bind DN.

Specify the base DN for the comparison, usually in double quotes
("™ ) for the shell. You may omit this option if you specify the base
DN in the LDAP_BASEDNnNvironment variable.

Specify the scope of the comparison. Use this option to restrict the
number of entries being compared. The scope parameter may have
one of the following values:

base - For comparing only the base entry.

one - For comparing only the children of the base entry.

sub - For comparing the base entry and all its descendants.
This is the default if the -s option is omitted.

Specify the LDAP protocol version number to be used for search
operations, either 2 or 3. LDAP v3 is the default; only specify
LDAP v2 when connecting to servers that do not support v3.

Specify the proxy DN to use for search operations, usually in double
quotes (" ) for the shell. For more information about proxy
authorization, see Chapter 6, “Managing Access Control,” in the
iPlanet Directory Server Administrator’s Guide.

Manage smart referrals: when they are part of the comparison
searches, return the actual entry containing the referral instead of
the entry obtained by following the referral. For more information,
see “Smart Referrals” in Chapter 5 of the iPlanet Directory Server
Deployment Guide.
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Table 6-1 Common Options of the Idapcmp Command (Continued)
Option Parameter Purpose

-O hopLimit  (Capital letter O) Specify the maximum number of referral hops to
follow when performing comparison searches.

-R Specify that referrals should not be followed. By default, referrals
are followed automatically during comparison searches.

-v Verbose output mode: the tool will display additional information
about binding to the directory servers, searching the two directories,
and comparing the search results.

-n No-op mode: use with the -v option to show what the tool would
do with the specified input but do not actually perform the searches.

-H Display the usage help text that briefly describes all options.

The input and output options given in the following table control how the Idapcmp
results are sorted and presented.

Table 6-2

Input and Output Options of the Idapcmp Command

Option

Parameter

Purpose

-k

locale

path

Specify the character set to use for command-line input. The default
is the character set specified in the LANGenvironment variable. You
might want to use this option to perform the conversion from the
specified character set to UTF8, thus overriding the LANGsetting.

Using this argument, you can input the bind DN in the specified
character set. The [dapcmp tool converts the input from these
arguments before it processes the search request. For example, -i
no indicates that the bind DN and attribute names are provided in
Norwegian.

Specify the path to a directory containing conversion routines.
These routines are used if you wish to specify a sorting language
that is not supported by default by your directory server. For more
information, see “Searching an Internationalized Directory” in
Appendix B of the iPlanet Directory Server Administrator’s Guide.
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The SSL (Secure Socket Layer) options listed in the following table allow you to use
LDAPS (LDAP over SSL) to establish secure connections for the comparison. These
options are valid only when LDAPS has been turned on and configured in your
SSL-enabled directory server. For information on certificate-based authentication
and creating a certificate database for use with LDAP clients, see Chapter 11,
“Managing SSL” in the iPlanet Directory Server Administrator’s Guide.

Table 6-3

SSL Options of the Idapcmp Command

Option

Parameter

Purpose

-Z

path

certificate

path

keyFile

password

Specify that SSL be used to provide secure search operations. This
option is redundant with -P and should no longer be used. It is kept
for backwards compatibility.

Specify the path and filename of the client’s certificate database.
This file may be the same as the certificate database for an
SSL-enabled version of Netscape Communicator, if available; for
example: -P /home/ uid/.netscape/cert7.db

When using the command on the same host as the directory server,
you may use the server’s own certificate database, for example: -P
lusrliplanet/servers/slapd- serverlD/alias/cert7.db

Specify the certificate name to use for certificate-based client
authentication, for example: -N "Directory-Cert" . Both of the
directory servers must recognize this certificate to perform the
comparison.

Specify the path to the security module database. For example,
lusrliplanet/servers/slapd- serverlD/secmodule.db

You need to specify this option only if the security module database
is in a different directory from the certificate database itself.

Specify the file and path name of the client’s private key database.
This option may be omitted if the key database is in the location
already given by the -P option.

Specify the password for the client’s key database given in the -K or
-P options. This option is required for certificate-based client
authentication.
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Return Values

The Idapcmp tool is based on the iPlanet LDAP SDK for C and its return values are
those of the functions it uses, such as Idap_simple_bind_s() ,

Idap_search_ext() , and Idap_result() . These functions return both client-side
and server-side errors and codes.

The following table shows the possible return values when the directories are
hosted on iPlanet Directory Servers. Other LDAP servers may send these values
under different circumstances or may send different values. The directory servers
responding to the Idapcmp tool may also send other result codes in addition to
those described here, for example, custom result codes from a custom plug-in.

For further information about result codes, see the iPlanet LDAP SDK for C
Programming Guide.

Table 6-4 Return Values of the [dapcmp Command

Return Result Code
Value and Explanation

0 (0x00) LDAP_SUCCESShe operation was successful.

1(0x01) LDAP_OPERATIONS_ERRO$ent by the Directory Server for general errors
encountered by the server when processing the request.

2(0x02) LDAP_PROTOCOL_ERRQRe Directory Server may send this error code in
the results for a variety of reasons, such as encountering an error when
decoding the BER-encoded request.

3(0x03) LDAP_TIMELIMIT_EXCEEDED sent by the Directory Server if a comparison
search exceeded the default time limit for an operation on the server.

4 (0x04) LDAP_SIZELIMIT_EXCEEDED sent by the Directory Server if a comparison
search found more results than the default maximum allowed by the server.

10 (0x0a) LDAP_REFERRALsent by the Directory Server if the given base DN is an
entry not handled by either server and if the referral URL identifies a
different server to handle the entry.

11 (0xOb) LDAP_ADMINLIMIT_EXCEEDEDsent by the Directory Server if a
comparison search found more results than the limit specified by the
lookthroughlimit directive in the slapd.conf  configuration file. If not
specified in the configuration file, the default limit is 5000.

32 (0x20) LDAP_NO_SUCH_OBJECTHhe given base DN cannot be found in both
Directory Servers and if no referral URLs are available.

50 (0x32) LDAP_INSUFFICIENT_ACCESS sent by the Directory Server if the DN used
for authentication does not have permission to read from the directory.

78 iPlanet Directory Server Resource Kit Tools Reference ¢ August 2001



Table 6-4

Command-Line Examples

Return Values of the [dapcmp Command (Continued)

Return
Value

Result Code
and Explanation

81 (0x51)

82 (0x52)

83 (0x53)
84 (0x54)

89 (0x59)
90 (0x5a)
91 (0x5b)
92 (0x5¢)

LDAP_SERVER_DOWAther of the LDAP servers did not respond to the
comparison search or a connection was lost.

LDAP_LOCAL_ERRQRN error occurred when receiving the results from
either server.

LDAP_ENCODING_ERROfMRe request could not be BER-encoded.

LDAP_DECODING_ERRO#&h error occurred when decoding the
BER-encoded results from either server.

LDAP_PARAM_ERRO@Ne of the options or parameters is invalid.
LDAP_NO_MEMORYiemory cannot be allocated as needed.
LDAP_CONNECT_ERRGCHRspecified hostname or port is invalid.

LDAP_NOT_SUPPORTEIfDe -V 2 option is needed to access a server that
only supports LDAP v2.

Command-Line Examples

The examples in this section demonstrate common uses of the Idapcmp tool to
compare two directories. All examples assume the following context:

« All entries in the directories are stored under dc=siroe,dc=com

= The directory server has been configured to support anonymous access for
search and read. Therefore, you do not have to specify any bind information in
order to perform the search.

e The servers are located on the machines named hostl and host2.

= The servers both use port number 389. Because this is the default port, you do
not have to specify the port number on the search request.

Comparing Two Directories

By specifying the root DN as the base DN, Idapcmp will search all entries of both
directories. The output of the following command will show you all differences
between directory contents:

$ Idapcmp -h  hostl-h host2 -b "dc=siroe,dc=com"
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You should have some idea of the size and differences between your directories
before comparing them. Comparing two directories is useful for finding small
difference between directories. The output will be very large and not very helpful if
all entries are completely different. In this case, narrow the comparison by
specifying the base DN of a similar subtree in both directories.

Comparing Entries

The Idapcmp tool can also be used to compare single entries. This operation is
much quicker than comparing a subtree because the searches are faster and only a
single comparison needs to be performed. If you know the DN of the entry to
compare, use it as the base DN on the command line, for example:

$ Idapcmp-h  hostl-h host2 -s base -b \
"cn=Pete Minsky,ou=People,dc=siroe,dc=com"

Using LDAP_BASEDN

To simplify the command line, you can set the base DN using the LDAP_BASEDN
environment variable. Doing this allows you to avoid specifying the search base
with the -b option every time you use the Idapcmp tool. For information on how to
set environment variables, see the documentation for your operating system.

For example, suppose you have set LDAP_BASEDNO dc=siroe,dc=com . Thento
compare your directories on two different hosts, use the following command:

$ Idapcmp -v -h hostl -h  host2

Specifying the -v option for verbose output is helpful because the base DN being
used will be displayed in the output for verification.

Comparing Directory Configurations

The Directory Server configuration information is stored as entries in the directory,
and you may use the Idapcmp tool to compare how your Directory Servers are
configured. The following command line will compare the root DSE of two
Directory Servers, such as the extensions and controls they support:

$ Idapcmp-h  hostl-h host2 -b ™
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Because some configuration information is host- and directory-specific, the
previous command will always display some differences. Another source of
configuration information is the schema used by your directories. The following
command will compare two directory schemas:

$ Idapcmp-h  hostl -h  host2 -b "cn=schema"

Schemas can be very large, and comparisons between them are useful only if they
are known to have small differences. For example, you can see if a master schema
has been customized in different ways for separate directories.
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Chapter 7

idsktune

The default operating system and network settings on many platforms are not
suitable for high performance directory services. Tuning is the process of
modifying these settings for optimal performance of both directory clients and
directory servers.

The idsktune  tool helps automate this task by checking for necessary patches and
suggesting the optimal kernel and TCP/IP settings for running iPlanet Directory
Server. This tool does not modify the system; it only provides suggested settings
for the system administrator to make these changes manually.

You may run idsktune and apply its guidelines even before installing iPlanet
Directory Server. In order to get accurate measurements from performance tests,
you should run idsktune  before your tests and modify your system accordingly.

NOTE The idsktune  tool is available only on UNIX platforms. Suggested
system and registry settings for the Windows NT platform are
described in Chapter 2, “Computer System Requirements” of the
iPlanet Directory Server Installation Guide.

This chapter contains the following sections:
e System Tuning
e Command Usage

= Sample Output

85



System Tuning

System Tuning

The idsktune  tool gathers information about the operating system, kernel, and
TCP stack in order to make tuning recommendations.

OS and Kernel Settings

The tool displays current OS version numbers and patch information, along with
any further recommended patches. It also verifies disk and memory availability
and warns you of any deficiencies.

Specifically, idsktune  verifies and reports on the following settings:
= Up-to-date OS and Kernel versions:
o Solaris, OSF/1, and Red Hat Linux version humbers
o Solaris kernel build date
o Solaris, HP-UX, and AIX patches
= Sufficient memory and disk space:
o Physical memory size
o Swap space size or swap partition size
o Memory resource limits
o File descriptor resource limits
= Scheduler settings:
o Maximum threads per user (OSF/1)
o Maximum threads per process (HP-UX)

o Maximum files (HP-UX)

TCP Settings

The idsktune  tool reads the current settings of your system’s TCP module and
makes recommendations for changes. The tool does not perform any of these
modifications. Instead, it displays the command line for the ndd tool, which the
system administrator should use to set the parameter. The ndd tool is available on
the Solaris platform: use an equivalent tool if you are tuning a different platform.
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The system administrator should consider the local network conditions and other
application needs when modifying TCP settings. In general, however, the
recommendations will optimize performance whether the machine is dedicated to
the directory server or shared with other applications.

The idsktune  tool verifies and makes recommendations on the following settings:
= Listen backlog queue size

e tcbhashsize ,tcbhashnum andtcp_msl (OSF/1)

e sominconn and somaxconn

e ipport_userreserved_min

= tcp_close_wait_interval and tcp_time_wait_interval

= tcp_keepalive_interval

= tcp_max_listen

= tcp_conn_request_max

e tcp_conn_req_max_gq and tcp_conn_reg_max_g0

e tcp_rexmit_interval_initial

e net.inet.ip.portrange.hifirst (Linux) and tcp_smallest_anon_port
= tcp_slow_start_initial

= net.inet.tcp.delayed_ack (Linux) and tcp_deferred_ack_interval

e link_speed on/dev/hme (Solaris platform)

The idsktune  tool verifies all of the settings for the Solaris 2.6 and Solaris 8
operating systems that are described in the “TCP Tuning” section in Chapter 2 of
the iPlanet Directory Server Installation Guide.

Further Information

Basic and advanced information about tuning your system is available through the
following books and websites:

= Sun Performance and Tuning: Java and the Internet (ISBN 0-13-095249-4)
= Solaris Performance Administration (ISBN 0-07-011768-3)

« “Solaris 2.x - Tuning Your TCP/IP Stack and More”
(http://www.sean.de/Solaris/tune.htm| )
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e “Solaris Tunable Parameters Reference Manual”
(http://docs.sun.com:80/ab2/coll.709.2/SOLTUNEPARAMREF/ )

e “Tuning Tru64 UNIX for Internet Servers”
(http:/Awww.trub4unix.compag.com/fags/publications/internet/TITL
E.HTM)

= sys-check tool for Tru64 (OSF/1) UNIX
(http://www.tru64unix.compag.com/sys_check/sys_check.html )

Command Usage

Although this command should be run as root to get a full report on all settings,
most settings are verified when it is run as any user. However, you must be root if
you wish to modify any of the OS, kernel, or TCP settings based on the idsktune
recommendations.

Syntax

The idsktune  command has the following syntax:

idsktune [-v | -D | -q | -c | -\?]

Options

The following table describes the command-line options:

Table 7-1  Command-Line Options for the idsktune  Tool

Option Parameter Purpose

-v Version: gives the build date identifying the version of the tool.

-D Debug mode: the output includes the commands it runs internally,
preceded by the “DEBUG heading.

-q Quiet mode: the output includes tuning recommendations, but OS
version statements are omitted.

-C Client-specific tuning: the output includes tuning recommendations
for running a directory client application, but server-specific
recommendations are omitted.

-\? Display the usage help text that briefly describes all options.
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Sample Output

The following output is an example of running idsktune  on an untuned Solaris 8
system. This is the default output displayed when no options are used.

Code Example 7-1 Sample Output of the idsktune  Command

# /lopt/iPlanet/bin/idsrk50/idsktune

iPlanet Directory Server system tuning analysis
version 27-MAR-2001.

Copyright 2001 Sun Microsystems, Inc.

NOTICE : System is usparc-sun-solaris5.8 (SUNW,UItra-5_10)
(1 processor).

NOTICE : Patch 109137-01 is not installed.
NOTICE : Patch 109320-01 is not installed.
NOTICE : Patch 108974-02 is not installed.
NOTICE : Patch 108977-01 is not installed.
NOTICE : Patch 108968-02 is not installed.
NOTICE : Patch 108975-02 is not installed.
NOTICE : Patch 108528-01 is not installed.
NOTICE : Patch 108875-07 is not installed.
NOTICE : Patch 108652-13 is not installed.

NOTICE : Solaris patches can be obtained from
http://sunsolve.sun.com or your Solaris support representative.

ERROR : Only 128MB of physical memory is available on the system.
1024MB is the recommended minimum.

ERROR : There is 128MB of physical memory but only 114MB of swap
space.

WARNING: The tcp_close_wait_interval is set to 240000 milli-
seconds (240 seconds). This value should be reduced to allow for
more simultaneous connections to the server. A line similar to
the following should be added to the /etc/init.d/inetinit file:

ndd -set /dev/tcp tcp_time_wait_interval 30000

NOTICE : The tcp_conn_req_max_q value is currently 128, which
will limit the value of listen backlog which can be configured.

It can be raised by adding to /etc/init.d/inetinit, after any adb
command, a line similar to:

ndd -set /dev/tcp tcp_conn_req_max_qg 1024
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Code Example 7-1 Sample Output of the idsktune  Command (Continued)

NOTICE : The tcp_keepalive_interval is set to 7200000 milli-
seconds (120 minutes). This may cause temporary server congestion
from lost client connections.

NOTICE : The tcp_keepalive_interval can be reduced by adding the
following line to /etc/init.d/inetinit:
ndd -set /dev/tcp tcp_keepalive_interval 600000

NOTICE : The NDD tcp_rexmit_interval_initial is currently set to
3000 milliseconds (3 seconds). This may cause packet loss for
clients on Solaris 2.5.1 due to a bug in that version of Solaris.
If clients are not using Solaris 2.5.1, no problems should occur.

NOTICE : If the directory is service is intended only for LAN or
private high-speed WAN environment, this interval can be reduced
by adding to /etc/init.d/inetinit:

ndd -set /dev/tcp tcp_rexmit_interval_initial 500

NOTICE : The NDD tcp_smallest_anon_port is currently 32768. This
allows a maximum of 32768 simultaneous connections. More ports

can be made available by adding a line to /etc/init.d/inetinit:

ndd -set /dev/tcp tcp_smallest_anon_port 8192

WARNING: tcp_deferred_ack_interval is currently 100 milliseconds.
This will cause Solaris to insert artificial delays in the LDAP

protocol. It should be reduced during load testing.

This line can be added to the /etc/init.d/inetinit file:

ndd -set /dev/tcp tcp_deferred_ack_interval 5

WARNING: There are only 1024 file descriptors available, which
limits the number of simultaneous connections. Additional file
descriptors, up to 65536, are available by adding to /etc/system
a line such as:

set rlim_fd_max=4096

NOTICE : / partition has less space available, 213MB, than the
largest allowable core file size of 242MB. A daemon process which
dumps core could cause the root partition to be filled.

ERROR : The above errors MUST be corrected before proceeding.
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rsearch

The rsearch  (repeated search) tool is a multi-threaded LDAP client program that
measures the performance of LDAP search, compare, modify, delete, and
authentication operations. It performs operations continuously and computes an
average operation rate at regular intervals.

This tool is written in C using the iPlanet LDAP SDK for C and may be used to
measure the performance of any LDAP directory. As with all measures of
performance, results depend upon many factors, such as machine load, network
traffic and directory configuration, and should be analyzed accordingly. In order to
obtain accurate performance measurements, both client and server machines
should be dedicated to the performance test and properly tuned (see Chapter 7,
“idsktune”).

This chapter contains the following sections:
< Command Usage
e Sample Output

= Command-Line Examples

Command Usage

The rsearch  command launches a number of threads that perform synchronous
operations on the given directory server. The threads are simple loops that perform
the same operation over and over as quickly as possible.

At regular intervals (every 10 seconds by default) the tool displays the statistics
collected for operations completed during the elapsed interval. It shows the
average number of operations per thread, the total number of operations, the
number of operations per second, and the inverse in milliseconds per operation.
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The default operation is to perform a search with the filter given on the command
line. In order to simulate more realistic directory usage, you may provide a filter
file with multiple filter strings that the tool will select from randomly.

The rsearch  tool will also measure the performance of compare, modify, delete,
and authentication operations. These require you to provide a file containing the
DNs or UIDs for entries that will be randomly selected for performing each
operation. The output for these operations contains the same information as for
searches.

Syntax
The rsearch command has the following syntax:

rsearch -D " bindDN" -w  password -s " suffix" -f"  filter" [  options ]
Where:

« hindDN and password are the bind credentials with sufficient permissions to
search or modify the directory.

= suffix is the base DN for the search or modify operations.

= filter is an RFC 2254-compliant LDAP search filter (see “LDAP Search Filters”
in Appendix B of the iPlanet Directory Server Administrator’s Guide). The filter
may use the %ssyntax to include strings from a file given with the -i option.

= options are the command-line options and their parameters described in the
next section.

Command-line parameters such as DNs and filters should be enclosed in double
qguotes ("...") if they contain special characters for the shell. When the required
options (-D, -w, -s , and -f ) are not needed for a given operation, they may be given
as an empty string (" ).

Thersearch -\? command will display a usage help text that briefly describes all
options.

Options

The rsearch  options and parameters are described in the following table.
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Command Usage

Command-Line Options for the rsearch Tool

Option

Parameter

Purpose

-h

P

-f

'
—

hostname

port

bindDN

password

suffix

filter

filterFile

scope

attributes

threads

Specify the hostname of the directory server. The default is
localhost

Specify the port number when accessing the directory server host.
The default is 389.

Specify a bind DN for all operations, usually in double quotes (" )
for the shell. Depending on its access permissions, the given bind
DN may affect authentication and search performance.

Specify the password for the bind DN.

Specify the suffix to use as the base DN for all operations, usually in
double quotes (" ) for the shell.

Specify a filter for search operations, usually in double quotes (" )
for the shell. This option can be used with an input file, for example,
the filter cn=%s will use a random string from a file specified by the
-i option.

Give the name of the file containing filter strings. The filter will be
selected randomly from this file. See “Filter File Format,” on page 95
for more information.

Specify the scope of a search. The scope parameter may have one of
the following values:

0 - For searching only the base entry.
1 - For searching one level below the base entry.
2 - For searching all levels below the entry. This is the default.

A comma separated list of attribute names to specify which attribute
values will be returned by searches.

No operation: using this flag, the tool will only bind to the server,
instead of binding and performing a search, which is the default.
The -c , -d , and -m options will be ignored when this flag is used.

Perform a bind before every operation (and unbind afterwards).
Do not unbind from the sever, just close the connection.

Set the linger mode on the TCP socket to avoid too many leftover
closed connections.

Set the TCP_NODELAYnode on the TCP socket.

Specify the number of threads that rsearch  will use. Use the -v
option for verbose output including measurements from each
thread. The default is a single thread.
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Table 8-1 Command-Line Options for the rsearch  Tool (Continued)

Option  Parameter

Purpose

- seconds

-T  seconds

-V

-V

-B  UlDfileor
DNfile

-X

Specify the sampling interval, in seconds; the default is 10. rsearch
repeats the given operation as many times as possible during the
interval and prints results after each interval elapses.

Specify the time limit, in seconds, after which rsearch  will display
the cumulated average and stop. When this option is not specified,
rsearch  will run until its process is terminated.

Alternate output at every interval: display only the rate and
cumulated average rate of operations per thread.

Verbose output at every interval: gives the measurements from each
thread, including the minimum and maximum operation times
observed, as well as the average for all threads.

Quiet output mode: the measurements for each interval will not be
displayed. If -T is specified, only the final average will be shown.

Specify the file needed for input to the compare, delete, modify, and
authentication operations. Must be used in conjunction with the -c ,
-d ,-mor -x flags, respectively, to specify the operation. See “DN
and UID File Formats,” on page 95 for more information.

Perform compare operations on the uid attribute of entries chosen
randomly from a DN file specified by the -B option. Comparisons
are set up to be randomly true or false and verified accordingly.

Perform delete operations on entries chosen randomly from a DN
file specified by the -B option. Note that rsearch does not replace
these entries, meaning that delete operations will cause an error
when a DN is randomly selected the second time. This will not affect
rsearch , but the statistics will be skewed unless the entries are
otherwise restored or replaced.

Perform modify operations on the description attribute,
assuming it is not indexed. The entries to be modified are chosen
randomly from a DN file specified by the -B option.

Perform modify operations on the telephonenumber  attribute,
assuming that it is indexed. The entries to be modified are chosen
randomly from a DN file specified by the -B option.

Perform bind operations using a DN and its UID as a password for
authentication. The DN is selected randomly from a UID or DN file
specified by the -B option.

Display the usage help text that briefly describes all options.
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Filter File Format

The -i option is followed by the name of a text file containing filter strings. Each
line of the file is taken to be a filter string and may contain spaces, as follows:

Filter string 1
Filter string 2

When using a filter file, you must use the -f option with a filter containing the %s
placeholder. When performing each search, the placeholder will be textually
replaced by a filter string randomly selected from the filter file.

The filter may contain only one placeholder, for example, -f "cn=%s"
Alternatively, you may specify -f "%s" on the command line and give complete
filters in the filter file. This will allow you to perform more complex searches.

When using a filter file, it should contain the appropriate strings for searching in
your directory. For example, you may want to measure exact string matching
searches, searches that fail, or compound search expressions. Also the number of
filter strings will determine how often the same search is repeated: few strings
imply that search results are more likely to be retrieved from the directory server’s
cache.

DN and UID File Formats

The -B option specifies a file containing either DN and UID values or UID values
alone, as shown in the following table.

Table 8-2 DN or UID File Formats

DN File Format UID File Format
DN: dn_string UID: uid_string
UID: uid_string UID: uid_string2

DN: dn_string2
UID: uid_string2

In these formats, the DN: and UID: keywords must be followed by white space.
Everything after that space is taken literally; do not use quotes unless you want
them to appear in the string.
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DN files are used as input to the compare, modify, and delete operations. Both DN
and UID files may be used as input for binding when performing authentication
and search operations (see “Measuring Bind and Authentication Operations,” on
page 97, and “Random DN Bind and Search Rate,” on page 99).

When used for binding by specifying the -x option, the two file formats are treated
differently. If you use the DN file format, authentication for the bind will use the
DN as the bind DN and the UID as the password. If you have a file containing only
UIDs, rsearch  will use its -D bindDN and -w password parameters to bind and
search for an entry with the given UID. It will find the DN of that entry, and then
bind again with this DN, using the UID as the password.

Sample Output

Rate: 648.00/thr (129.60/sec = 7.7160msec/op ), total: 1296 (2 thr)
Rate: 645.00/thr (129.00/sec = 7.7519msec/op ), total: 1290 (2 thr)
Rate: 642.50/thr (128.50/sec = 7.7821msec/op ), total: 1285 (2 thr)

Final Average rate: 130.74/sec = 7.6488msec/op, total: 1285

The given Rate is the average number of operation per thread over the elapsed
interval (10 seconds by default). Use the -j seconds option to specify a different
interval. All data on an output line concerns only the elapsed interval. Use the -v
option to display a running average of operations per thread per interval.

If you specify a time limit with the -T seconds option, the final average rate is
computed and displayed; otherwise, the command runs until you terminate it. This
average is totaled over all threads, giving the absolute operation rate and its
inverse, the average time to complete each operation.

Command-Line Examples

The following sections give examples of rsearch  command usage for measuring
the performance of various scenarios. You will need to adapt these examples to
your environment:

= The hostname and port placeholders should be replaced with the hostname and
port number of your directory. When significant, the suffix should represent
the contents of the directory tree or subtree you wish to test.

= For meaningful results, thread numbers and time limit options should be
scaled according to your directory’s expected load.

96 iPlanet Directory Server Resource Kit Tools Reference ¢ August 2001



Command-Line Examples

= You will also need to provide DN and UID files that correspond to the contents
of your directory (see “DN and UID File Formats,” on page 95).

Measuring Bind and Authentication Operations

The following examples will measure bind and authentication performance in your
LDAP directory. These commands perform only bind and unbind operations. They
do not perform any searches, except when part of the binding procedure.

In all of the bind and authentication examples, the -s suffix and -f filter options
have no effect because no search is performed. They are given as empty strings (™ )
because they are required on the command line.

Anonymous Bind Rate

$ rsearch -h hostname -p port-s ™ -f™\
-D™-w™-N-b-L-T100

This command will bind anonymously (-D ™ -w ™ ), repeat binding with no
other operations (-N -b ), avoid opening too many connections (-L ), use a single
thread (no -t option), display statistics every 10 seconds (no -j option), and finish
in about 100 seconds (-T 100 ).

Random DN Authentication Rate

$ rsearch -h hostname -p port-s™ -f"™ -D ™ -w "™\
-B DNfile -x -N -b -L

This command will bind repeatedly, each time as a random DN found in the DN
file (-B DNfile -x ), use the DN’s UID from that file as the password, repeat binding
with no other operations (-N -b -L ), and run indefinitely (no -T option).

The-D ™ and-w ™ options are required on the command line but have no effect.

Random UID Authentication Rate

$ rsearch -h hostname -p  port -s ™" -f "™\
-D"-w™-B UlIDfile -x -N -b -L

This command is a typical authentication scenario where the client must first find
the DN corresponding to a UID before binding. In each bind sequence, this
command will select a random UID from the given UID file (-B UIDfile -x ), bind
anonymously (-D ™ -w ™ ) to find the DN of the corresponding entry, and then
bind as this DN using the UID for authentication. It will repeat the binding
sequence without performing searches until the process is killed (-N -b -L ).

You may need to set the -D and -w options for valid authentication if your
directory does not allow anonymous binding.
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Root DN Bind Rate
$ rsearch -h hostname -p port-s™ -f™\
-D "cn=Directory Manager" -w password -N -b -L -T 100
This command will bind as root DN (-D "cn=Directory Manager" -w password),

and repeat binding with no other operations (-N -b -L ) for about 100 seconds
(-T 100).

Measuring Search Operations

The following examples will measure search performance in your directory server.
All of the searches are performed within a single bind, so the results are those of
the search operation alone, assuming factors such as machine load and network
traffic remain constant.

In these examples, you will need to provide the suffix and filter strings for valid
entries in your test directory (see “Filter File Format,” on page 95). Filter files may
also contain different kinds of filter strings that may give different performance
results:

= Strings containing wildcards will give measurements that reflect substring
search rate.

= Strings without wildcards will give measurements that reflect the search rate
for exact matches.

= Filter strings may also include operators other than equality, such as ranges
that are greater than (>=) or less than (<=) a given value, or approximate
spelling searches (~=).

Simple Search

$ rsearch -h hostname -p  port -s "dc=Siroe,dc=com"” \
-D" bindDN"-w password -f "cn=*jones*"

This command will bind once as the given DN (-D bindDN -w password) and search
repeatedly for entries under the "dc=Siroe,dc=com"  suffix that contain the
"cn=*jones*"  substring. Because every search uses the same filter and returns the
same entries, entry caching in the directory server will influence results. In all of
the following examples, the use of afilter file helps provide more realistic
measurements.

Search Rate Using Anonymous Bind

$ rsearch -h hostname -p  port -s "dc=Siroe,dc=com"” \
-D "™ -w "™ -f"sn=%s" -i filterFile

iPlanet Directory Server Resource Kit Tools Reference ¢ August 2001



Command-Line Examples

This command will perform a single anonymous bind (-D ™ -w "™ ) and search
repeatedly for random surnames taken from the filter file (-f "sn=%s"
-i filterFile).

Search Rate Using DN Bind

$ rsearch -h hostname -p  port -s "dc=Siroe,dc=com" \
-D" bindDN"-w password -f "sn=%s" -i filterFile

This command will bind once as the given DN (-D bindDN -w password) and search
repeatedly for entries matching random surnames taken from the filter file
(-f "sn=%s" -i filterFile).

Specific Attribute Search Rate

$ rsearch -h hostname -p  port -s "dc=Siroe,dc=com" \
-D"™-w" -f"sn=%s" -i filterFile -A ginenName,mail

This command will retrieve only the givenName and mail attributes of entries
matching random surnames taken from the filter file (-f "sn=%s" -i filterFile).

Measuring Bind and Search Operations

The following commands are similar to the search examples, except that rsearch
will bind before every search operation and unbind afterward. These examples
mimic the usual behavior of directory clients and thus measure the average time
taken to serve a directory client. Again, if filter files contain strings with wildcards,
performance will reflect substring search rates, otherwise it will reflect exact search
rates.

To further resemble actual search operations, multiple threads simulate load on the
server. Set the thread option to model the expected load on your directory.

Anonymous Bind and Search Rate
$ rsearch -h hostname -p  port -s "dc=Siroe,dc=com" \
-D "™ -w "™ -f "sn=%s" -i filterFile -b -L -t 10

This command will create 10 threads (-t 10 ), each of which will repeatedly bind,
search, and unbind (-b ), while avoiding too many open connections (-L ). It always
uses anonymous binding (-D ™ -w ™ ) and searches for random surnames

(-f "sn=%s" -i filterFile) in entries under the "dc=Siroe,dc=com"  suffix.

Random DN Bind and Search Rate

$ rsearch -h hostname -p  port -s "dc=Siroe,dc=com” -D ™" -w "\
-B DNfile -x -f "sn=%s" -i filterFile -b -L -t 10
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This command will create 10 threads (-t 10 ), each of which will repeatedly bind,
search for entries under the "dc=Siroe,dc=com" suffix, and unbind (-b ), while
avoiding too many open connections (-L ). It always binds with a DN randomly
selected from the DN file (-B DNfile -x ) and use the DN’s UID from that file as the
password (see “DN and UID File Formats,” on page 95). The-D ™ and -w "™
options are required on the command line but have no effect.

Random UID Bind and Search Rate

$ rsearch -h hostname -p  port -s "dc=Siroe,dc=com" -D "" -w "" \
-B  UlIDfile -x -f "sn=%s" -i filterFile -b -L -t 10

This command is identical to the previous one for measuring random DN bind and
search rate, except it uses a UID file (see “DN and UID File Formats,” on page 95).
Here, in each repeated search sequence, the command will first select a random
UID from the UID file (-B UIDfile -x ), bind anonymously (-D ™ -w ™ ) to find
the DN of the corresponding entry, and then bind as this DN using the UID for
authentication before performing the search.

You may need to set the -D and -w options for valid authentication if your
directory does not allow anonymous binding.

Measuring Compare Operations

The following examples will measure the performance of compare operations. The
-s "™ and-f "™ options have no effect but are required on the command line.

Compare Rate
$ rsearch -h hostname -p  port-s ™ -f™\
-D" bindDN"-w password -B DNfile-c-t2-j5-v
This command will create two threads (-t 2 ), each of which will bind once using
the given bindDN and password (use -D ™ -w ™  for anonymous binding),
repeatedly perform a compare operation (-c ) on the uid attribute of random DNs
from the DN file, and display verbose results every 5 seconds (5 5 -v ).

Bind and Compare Rate
$ rsearch -h hostname -p port-s™ -f"™ -D "™ -w "™\
-B DNfile-x-c-b-L-t2-j5-v

In this form, the -D ™ and -w ™ options have no effect but are required on the
command line.
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This command will create two threads (-t 2 ), each of which will bind before every
compare operation (-c -b -L ) and unbind afterwards, while displaying verbose
results every 5seconds (-j 5 -v ). Binding will use a random DN from the DN file
(-B DNfile -x ) with the DN’s corresponding UID as the password. Another DN
will be randomly selected from the same file and used the target of the compare
operation based again on its UID. This implies that directory entries for DNs
appearing in the DNfile must have the same UID and password.

Measuring Modify Operations

The following examples will measure the performance of modify operations. The
rsearch tool performs modify operation on the telephonenumber and

description attributes. These examples assume that the telephonenumber

attribute is indexed in your test directory and that the description attribute is not.

In these examples, the-s ™ and-f ™ options have no effect but are required on
the command line. Also, adding the -x option will use the same DN file for both
binding and modification. In this case however, all DNs in your DN file must have
modification rights to all entries corresponding to those DNs.

Indexed Attribute Modify Rate

$ rsearch -h hostname -p  port-s ™\
-D "cn=Directory Manager" -w password -B  DNfile -M

$ rsearch -h hostname -p  port-s "™\
-D "cn=Directory Manager" -w password -B DNfile -M -b

These commands will bind as the root DN (-D "cn=Directory Manager"

-w password ) and repeatedly perform a modify operation on the

telephonenumber  attribute of randomly chosen entries from the DN file

(-B DNfile -M). While this example scenario assumes that the telephonenumber
attribute is indexed, this command does not verify this and will function normally
even if it is not.

The first form of this command will bind only once and measure the average rate of
modify operations. The second form with the -b option will rebind at every modify
operation to measure the average time for the bind and modify operation
sequence.

Non-Indexed Attribute Modify Rate

$ rsearch -h hostname -p  port-s ™\
-D "cn=Directory Manager" -w password -B  DNfile -m

$ rsearch -h hostname -p port-s™\
-D "cn=Directory Manager" -w password -B  DNfile -m -b
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These commands will bind as the root DN (-D "cn=Directory Manager"

-w password ) and repeatedly perform a modify operation on the description
attribute of randomly chosen entries from the DN file (-B DNfile -m). While this
example scenario assumes that the description attribute is not indexed, this
command does not verify this and will function normally even if it is.

The first form of this command will bind only once and measure the average rate of
modify operations. The second form with the -b option will rebind at every modify
operation to measure the average time for the bind and modify operation
sequence.

Measuring Delete Operations

The following examples will measure the performance of delete operations in your
directory. The-s ™ and-f ™ options have no effect but are required on the
command line.

Delete Rate

$ rsearch -h hostname -p port-s ™ -f™
-D "cn=Directory Manager" -w password -B DNfile-d -T 7

This command will bind once as the root DN (-D "cn=Directory Manager"
-w password) and repeatedly delete entries whose DN was randomly chosen from
the DN file (-B DNfile -d ).

Because DNs are randomly chosen from the DN file, errors will occur when the
tool tries to delete entries that have already been chosen and deleted. To minimize
these errors, set the time limit option (-T 7 ) and use a DN file with a large number
of DNis.

Bind and Delete Rate
$ rsearch -h  hostname -p port -s ™ -f "™ -D "cn=Directory Manager"
-w password -B DNfile-d-b-L-T7
This command will repeatedly perform delete operations on entries randomly

chosen from the DN file (-B DNfile -d ), while rebinding every time (-b -L ) as the
root DN (-D "cn=Directory Manager" -w password).

NOTE Do not use the -x option when performing bind and delete
operations: this will cause rsearch  to attempt to bind with DNs that
may have already been deleted.
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searchrate

The searchrate  tool measures the performance of search operations in an
LDAP v3 directory. It is similar to the rsearch  tool described previously, except
that it performs searches only.

As with all measures of performance, results depend upon many factors, such as
the options and parameter values given, directory configuration, machine load,
and network traffic, and should be analyzed accordingly. In order to obtain
accurate performance measurements, both client and server machines should be
dedicated to the performance test and properly tuned (see Chapter 7, “idsktune”).

This chapter contains the following sections:
< Command Usage
e Sample Output

= Command-Line Examples

Command Usage

Using multiple threads, the searchrate  tool simulates a search load on a directory
server. Each thread performs LDAP bind and search operations repeatedly as often
as possible, and the tool displays average results at regular intervals. The
command-line options let you configure the binding sequence and the scope of the
searches. The searchrate  tool has the following built-in defaults:

= All operations use the LDAP v3 protocol. The tool cannot be used to test
directories that only support LDAP v2.

= The tool uses simple or anonymous binding. No secure binding is possible.

= Referrals are never followed.
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< The time and size limits for search results are not modifiable. The default time
limit for a synchronous search is 10 seconds. All other default values are those
defined by the directory server.

In general, when the searchrate  tool encounters an error, it displays a message
and continues running. It will attempt to bind again or search again indefinitely,
even after encountering an error.

Syntax

The searchrate  command has the following syntax:
searchrate -b " baseDN" -f*  filter" [  options ]

Where:

= haseDN is the suffix, usually in double quotes (" ) for the shell, which
represents the subtree to be searched.

= filter is an RFC 2254-compliant LDAP search filter, usually in double quotes
("™ ) for the shell (see “LDAP Search Filters” in Appendix B of the iPlanet
Directory Server Administrator’s Guide).

= options are the command-line options and their parameters described in the
next section.

Both the base DN and filter strings may use the following syntax (see “Random
Searches,” on page 107):

o %dto include random numbers up to the value given by the -r option.
o %sto include a random string from the file given by the -i option.

Running the searchrate  command without any options or parameters will
display the usage help text that briefly describes all options.

Options

The searchrate  options and parameters are described in the following table.

Table 9-1 Command-Line Options for the searchrate  Tool

Option Parameter Purpose

-h hostname  Specify the hostname of the directory server. The default is
localhost
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Command Us

Command-Line Options for the searchrate  Tool (Continued)

age

Option

Parameter

Purpose

P

-D

-W

-S

port

bindDN

password

baseDN

scope

filter

seconds

inputFile

maxRand

attribute

Specify the port number when accessing the directory server host.
The default is 389.

Specify a bind DN for accessing the directory, usually in double
quotes (" ) for the shell. Depending on its access permissions, the
bind DN may influence authentication and search performance. If
the bind DN and its password are omitted, the tool will perform
search operations without binding (as permitted by LDAP v3). For
anonymous binding, you must explicitly specify an empty bind DN
and password (-D "™ -w ™ ).

Specify the password for the bind DN.

Specify the base DN for the search operations, usually in double
quotes (" ) for the shell. See “Random Searches,” on page 107 on
how to use %sand %dplaceholders for including random numbers
and strings with the -r and -i options, respectively.

Specify the scope of a search with one of the following values:

base - For searching only the base entry.
one - For searching one level below the base entry.
sub - For searching all levels below the entry. This is the default.

Specify the filter for all search operations. See “Random Searches,”
on page 107 on how to use %sand %dplaceholders for including
random numbers and strings with the -r and -i options,
respectively.

Specify the timelimit in seconds for each search operation. The
default is 10 seconds. You may need to set the limit higher if you
specify a broad search, such as (cn=*) over a large directory.

Give the name of the file containing strings that will be randomly
substituted into %splaceholders in the base DN and filter. Each line
of the input file is treated as a separate string. See “Random
Searches,” on page 107 for more information.

Give the maximum range for random numbers to be substituted
into %dplaceholders in the base DN and filter. You may specify this
option twice: the first random number will be in the range [O,
maxRand1-1] , the second will be in the range [1, maxRand2] .

Specify an attribute to be retrieved during search operations. You
may use this option any number of times on the command line: only
the specified attributes will be retrieved. When omitted, all searches
will return all attributes for all matching entries. Whether or not this
attribute is used, no attribute values are ever displayed. However,
retrieving different attributes may influence search performance.

Chapter 9  searchrate
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Table 9-1 Command-Line Options for the searchrate  Tool (Continued)

Option  Parameter

Purpose

-k

—

threads

seconds

'
.

-m  searchOps

Keep connections open between searches. With this option, the
searchrate  tool will measure only the execution time of the bind
and search operations. When this option is omitted, the initialization
and freeing of the connection are also measured as part of each
search sequence.

Keep connections and binds open between searches. With this
option, the searchrate  tool will measure only the execution time
of the search operation. When this option is omitted, the
initialization, binding, unbinding, and freeing of the connection is
also measured as part of each search sequence.

When used with the -D -w options, specify that the tool should not
unbind from the sever, just close the socket for the connection. This
option has no effect when either -k or -K options are specified.

Specify asynchronous search mode. With this option, the
searchrate  tool will not wait for search results before starting the
next search. As a result, performance measurements will reflect
searchrate  execution speed, not directory server search speed.
This option cannot be used when the -D and -w options are given.

Specify the number of threads that searchrate  will run in parallel.
The output displays the average performance of all threads
combined. The default is a single thread.

Specify the measurement and display interval, in seconds; the
defaultis 5. searchrate  repeats the search sequence as many
times as possible during the interval and prints results after each
interval elapses.

Specify the maximum, cumulated number of search operations for
each thread to perform. When this option is not specified, all threads
will repeat the search sequence indefinitely.

Quiet output mode: the measurements for each interval will not be
displayed.
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Random Searches

One concern for accurate performance measurements is to simulate real usage
conditions and reduce any artifacts due to the repetitive nature of the tests. For
example, when the same entry is retrieved for every search, it will be cached by the
directory server and returned without performing a full search. Under normal
usage conditions, only a certain percentage of searches will be resolved quickly
through the entry cache, so the test results will be skewed.

To simulate real usage conditions, the searchrate  tool includes a mechanism for
randomizing both the base DN and the search filter used for each search. You can
include either randomly generated numbers or random strings from an input file.
To do this, specify the following placeholders in the base DN, in the filter
parameters, or in both on the command line:

= The first occurrence of %dwill be replaced by a random number in the range
[0, maxRandl-1] , where maxRandl is given by the first occurrence of the
-r option on the command line.

= The second occurrence of %dwill be replaced by a random number in the range
[1, maxRand2], where maxRand2 is given by the second occurrence of the
-r option on the command line.

= The %splaceholder will be replaced by a random string from the inputFile
given by the -i option. Each line of this file is treated as a complete string.

The tool applies the following rules for substitutions. An offending command line
will return a usage error:

= You must specify at least as many -r options as %dplaceholders you use.

= Placeholder substitution will occur only in the base DN and search filter
parameters. To use the literal strings "%d" and "%s" within these parameters,
you must use "%%d" and "%%s", respectively.

= Within the same parameter, you may use only one type of placeholder.
However, each parameter may use a different type.

< When both parameters specify the same type of placeholder, the same value or
values will be substituted in both for a given search.

The input file is a plain text file that contains the strings for substitution. Each line,
including any whitespace, is taken to be one string. File contents should be adapted
to the intended substitutions: either in the base DN, in the search filter, or in both.
For example, the following input file could be used with the option -f "sn%s" for
performing different searches on surnames:
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=C*
=Jones
=Smith
>=Jones
<=Jones
~=Turner

The size and contents of the file should be adapted to the directory that you are
testing. Generally, the type and number of different searches that can be chosen
randomly from the input file should resemble the expected usage of your
directory.

Sample Output

$ searchrate -h hostname -b "dc=siroe,dc=com" -f "cn=a*" -t 4

Avg r= 74.75/thr ( 59.80/sec), total= 299

Avg r= 76.00/thr ( 60.80/sec), total= 304

Avg r= 74.50/thr ( 59.60/sec), total= 298

Avg r= 56.00/thr ( 44.80/sec), total= 224

Avg r= 73.50/thr ( 58.80/sec), total= 294

Avg r= 75.25/thr ( 60.20/sec), total= 301

~C

When running, the searchrate  tool displays one line of measurements every
interval (5 seconds by default). All data on an output line concerns only the elapsed

interval. Use the -j seconds option to specify a different interval length. Reading an
output line backwardes, it shows:

= The total number of search operations completed by all threads during the full
interval.

= The rate in parentheses is the average number of searches per second for all
threads (the total divided by the number of seconds in the interval).

= The given Avg is the average number of operations per thread during the
interval (the total divided by the number of threads).

Command-Line Examples

The examples in this section will measure bind and search performance in your
directory server in various scenarios. Results will be meaningful only if factors

such as machine load and network traffic remain constant during and between

tests.
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In these examples, you will need to provide the base DN and filter strings for valid
entries in your test directory. You will need to adapt these examples to your
environment:

= The hostname and port placeholders should be replaced with the hostname and
port number of your directory. The baseDN should represent the root of the
directory or subtree you wish to test.

= For realistic results, thread numbers and time limit options should be scaled
according to your directory’s expected load.

= You will also need to provide input files that correspond to the contents of
your directory (see “Random Searches,” on page 107).

Input files may also contain different kinds of filter strings that may give different
performance results:

= Strings containing wildcards will give measurements that reflect substring
search speed.

= Strings without wildcards will give measurements that reflect the search speed
for exact matches.

= Filter strings may also include operators other than equality, such as ranges
that are greater than (>=) or less than (<=) a given value, or approximate
spelling searches (~=).

Simple Search

$ searchrate -h hostname -p  port -b "dc=Siroe,dc=com" \
-f "cn=*john*" -t 3 -j 60

This command will launch 3 threads (-t 3 ), each of which will repeatedly open a
connection but not bind, search for entries under the "dc=Siroe,dc=com”  suffix
that contain the "cn=*john*"  substring, and close the connection (no-D -w -k -K
options). The tool will display combined results for all threads at one minute
intervals (-j 60 ).

Because every search uses the same filter and returns the same entries, entry
caching in the directory server will influence results. In all of the following
examples, the use of an input file containing filter strings helps provide more
realistic measurements.
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Open, Bind, and Search Rate

$ searchrate -h hostname -p  port -b "dc=Siroe,dc=com" \
-D" bindDN"-w password -f "sn%s" -i inputFile

This command will use a single thread to repeatedly open a connection, bind with
the given credentials (-D " bindDN" -w  password), perform a search under the
"dc=Siroe,dc=com”  suffix and then unbind. The unbinding operation also closes
the connection. During each iteration, the tool will search for a different, random

surname taken from the input file (-f "sn=%s" -i inputFile).
$ searchrate -h hostname -p  port -b "dc=Siroe,dc=com" \
-D" bindDN"-w password -u -f "sn%s" -i inputFile

This command is similar to the previous one, except that at each iteration, the
connection and binding will simply be dropped by closing the socket (-u ). This
behavior is allowed by the LDAP protocol, and this test verifies that connections
that are not unbound are properly handled by the directory server.

Both of the previous commands may also use anonymous binding (-D ™ -w ™ )
that may give different performance results due to handling anonymous access
permissions.

Bind and Search Rate

$ searchrate -h hostname -p  port -b "dc=Siroe,dc=com" \
-D" bindDN"-w password -k -f "sn%s" -i inputFile

This command will use a single thread to keep a connection open (-k ) to repeatedly
bind with the given credentials and perform a search under the

"dc=Siroe,dc=com”  suffix. The LDAP protocol allows clients to bind multiple
times without unbinding, and this test measures performance in this situation.

During each iteration, the tool will search for a different, random surname taken
from the input file (-f "sn=%s" -i inputFile). You may also use anonymous
binding (-D ™ -w ™ ) to test the performance results using anonymous access.

Search Rate Alone

$ searchrate -h hostname -p  port -b "dc=Siroe,dc=com" \
-D" bindDN"-w password -K -f "sn%s" -i inputFile
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This command will use a single thread to keep the connection and the bind open
(-K) and repeatedly perform a search under the "dc=Siroe,dc=com"  suffix. During
each iteration, the tool will search for a different, random surname taken from the
input file (-f "sn=%s" -i inputFile). This will isolate the performance
measurements of the search operation alone. You may also use anonymous
binding (-D ™ -w ™ ) to test the performance results using anonymous access.

$ searchrate -h hostname -p  port -b "dc=Siroe,dc=com" \
-k -f "sn%s" -i inputFile

In this command, the single thread will only open a connection without binding
(-k butno-D -w) and repeatedly perform search operations. Unbound search
operations are allowed by the LDAP v3 protocol, and this test isolates the
performance of the search operation alone in this situation.
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modrate

The modrate tool measures the performance of modify operations in an LDAP v3
directory. It is similar to the rsearch  functionality described previously, except
that it performs modifications on random user-defined attributes.

As with all measures of performance, results depend upon many factors, such as
the options and parameter values given, directory configuration, machine load,
and network traffic, and should be analyzed accordingly. In order to obtain
accurate performance measurements, both client and server machines should be
dedicated to the performance test and properly tuned (see Chapter 7, “idsktune”).

This chapter contains the following sections:
< Command Usage
e Sample Output

= Command-Line Examples

Command Usage

Using multiple threads, the modrate tool repeatedly performs modify operations
on a directory server. Threads may be configured to open connections and perform
LDAP bind operations with every modification. The command-line options let you
specify the target entries and attributes to be modified. The modrate tool has the
following built-in defaults:

= All operations use the LDAP v3 protocol. The tool cannot be used to test
directories that only support LDAP v2.

= The tool uses simple or anonymous binding. No secure binding is possible.

= Referrals are never followed.
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= The time limit for operations is not modifiable. The default time limit is that
defined by the directory server.

The tool displays performance results at regular intervals. In general, when the
modrate tool encounters an error, it displays a message and continues running. It
will attempt to bind again or modify again indefinitely, even after encountering an
error.

Syntax

The modrate  command has the following syntax:

modrate -D " bindDN" -w  password -b " baseDN"[  options ]\
-M " attribute: length: charSet" ...

Where:

< hindDN and password are bind credentials with write permission to the target
entry or enties. The bind DN is usually in double quotes ("™ ) for the shell.

« baseDN is the DN of the entry to be modified, usually in double quotes (™ ) for
the shell. The target entry should support the attributes given by the -M option,
either for modification or for addition when not already present. The base DN
may use either of the following placeholders (see “Random Modifications,” on
page 116):

o 9%dto include random numbers up to the value given by the -r option.
o %sto include a random string from the file given with the -i option.

= options are the command-line options and their parameters described in the
next section.

= The -M parameter gives the information needed to generate random attribute
values. There can be any number of -M parameters on the command line.

o attribute is the name of an existing attribute of the target entry or entries
given by the base DN. If this attribute does not exist on the target entry, it
will be added and be subject to schema checking if it is enabled in the
directory.

o length is an integer giving the desired number of characters in random
attribute string values.

o charSet specifies a set of individual ASCII charaters (c) and ranges of
characters, according to the following syntax:

(c*([ c-c)H* for example: [A-Z][a-Z][0-9]
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For each modify operation, a modrate thread will randomly choose one of the
attribute names and generate a new string value of the given length by choosing
each character randomly from the given charSet.

Running the modrate command without any options or parameters will display
the usage help text that briefly describes all options.

Options

The modrate options and parameters are described in the following table.

Table 10-1 Command-Line Options for the modrate Tool

Option

Parameter

Purpose

-h

P

-D

-W

hostname

port

bindDN

password
baseDN

modString

inputFile

maxRand

Specify the hostname of the directory server. The default is
localhost

Specify the port number when accessing the directory server host.
The default is 389.

Specify a bind DN for accessing the directory, usually in double
quotes (" ) for the shell. Depending on its write permissions, the
bind DN may influence authentication and modify performance.

Specify the password for the bind DN.

Specify the base DN of the target entry, usually in double quotes

("™ ) for the shell. See “Random Modifications,” on page 116 on how
to include %sand %dplaceholders for random numbers and strings
with the -r and -i options, respectively.

Specify the name of an attribute to modify and how to randomly
generate a new value for it. The modString format
(attribute:length:charSet) is described in “Syntax,” on page 114.

Give the name of the file containing strings that will be randomly
substituted into %splaceholders in the base DN. Each line of the
input file will be treated as a separate string. See “Random
Modifications,” on page 116 for more information. This option is
incompatible with the -r option.

Give the maximum range for random numbers to be substituted
into %dplaceholders in the base DN. You may specify this option
twice: the first random number will be in the range [0,

maxRand1-1] , the second will be in the range [1, maxRand2] . This
option is incompatible with the -i option.
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Table 10-1 Command-Line Options for the modrate Tool (Continued)

Option Parameter Purpose

-k Keep connections open between modify operations. With this
option, the modrate tool will measure only the execution time of
bind and modify operations. When this option is omitted, the
initialization and freeing of the connection is also measured as part
of each modification sequence.

-K Keep connections and binds open between modify operations. With
this option, the modrate tool will measure only the execution time
of modify operations. When this option is omitted, the initialization,
binding, unbinding, and freeing of the connection is also measured
as part of each sequence.

-u Specify that the tool should not unbind from the server and just
close the socket for the connection. This option has no effect when
either -k or -K options are specified.

-a Specify asynchronous modification mode. This option is currently
not working.
-t threads Specify the number of threads that modrate will run in parallel.

The output displays the average performance of all threads
combined. The default is a single thread.

- seconds Specify the measurement and display interval, in seconds; the
default is 5. modrate repeats the modify operation sequence as
many times as possible during the interval and prints results after
each interval elapses.

-m  modifyops  Specify the maximum, cumulated number of modify operations for
each thread to perform. When this option is not specified, all threads
will repeat the modify sequence indefinitely.

-q Quiet output mode: the measurements for each interval will not be
displayed.

Random Modifications

To simulate real usage conditions and reduce any artifacts due to the repetitive
nature of the tests, the modrate tool provides a mechanism for choosing a random
target entry. You can include either randomly generated numbers or random
strings from an input file. To do this, specify the following placeholders in the base
DN parameter on the command line:
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= The first occurrence of %dwill be replaced by a random number in the range
[0, maxRandl-1] , where maxRandl is given by the first occurrence of the
-r option on the command line.

= The second occurrence of %dwill be replaced by a random number in the range
[1, maxRand2] , where maxRand? is given by the second occurrence of the
-r option on the command line.

= The %splaceholder will be replaced by a random string from an inputFile given
by the -i option. Each line of this file is treated as a complete string to insert.

The tool applies the following rules for substitutions. An offending command line
will return a usage error:

= You must specify at least as many -r options as %dplaceholders you use.

= Placeholder substitution will occur only in the base DN parameters. To use the
literal strings "%d" and "%s" within this parameter, you must use "%%d" and
"06%s", respectively.

= You may use only one type of placeholder, either decimal number or string.

The input file is a plain text file that contains the strings for substitution. Each line,
including any whitespace, is taken to be one string. Depending on how the
placeholder is used, the file may contain full or partial DNs. For example, the

-b "uid=%s,ou=people,dc=Siroe,dc=com" option could be used with the
following input file:

bjensen
bjense2
mtalbot
kcarter
svaughan
pshelton

The size and contents of the file should be adapted to the directory that you are
testing. Generally, the number of possible target entries should be as large as
possible to ensure performance is being measured across the whole directory.

Sample Output

$ modrate -h hostname -D "cn=directory manager" -w password \
-b "uid=bjensen,ou=people,dc=Siroe,dc=com"” \
-M telephonenumber:10:[0-9]
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Avg r= 37.00/thr ( 7.40/sec), total= 37
Avg r= 36.00/thr ( 7.20/sec), total= 36
Avg r= 29.00/thr ( 5.80/sec), total= 29
Avg r= 35.00/thr ( 7.00/sec), total= 35
Avg r= 38.00/thr ( 7.60/sec), total= 38
Avg r= 39.00/thr ( 7.80/sec), total= 39
C

When running, the modrate tool displays one line of measurements every interval
(5 seconds by default). All data on an output line concerns only the elapsed
interval. Use the -j seconds option to specify a different interval length. Reading an
output line backwards, it shows:

= The total number of modify operations completed by all threads during the full
interval.

= Therate in parentheses is the average number of modify operations per second
for all threads (the total divided by the number of seconds in the interval).

= The given Avg is the average number of operations per thread during the
interval (the total divided by the number of threads).

Command-Line Examples
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The examples in this section measure bind and modify performance in your
directory server in various scenarios. Results are meaningful only if factors such as
machine load and network traffic remain constant during and between tests.

In these examples, you should provide DNs for modifiable entries in your test
directory. You will need to adapt these examples to your environment:

= The hostname and port placeholders should be replaced with the hostname and
port number of your directory.

= For realistic results, thread numbers should be scaled according to your
directory’s expected load.

= You should also specify modifiable attributes in the target entries with
character sets that conform to your directory’s schema.
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Open, Bind and Modify Rate

$ modrate -h hostname -p port-D" bindDN"-w password \
-b "uid=bjensen,ou=people,dc=Siroe,dc=com" \
-M telephonenumber:10:[0-9] -t 3 -j 60

This command will launch 3 threads (-t 3 ), each of which will repeatedly open a
connection, bind with the given credentials (-D " bindDN" -w password), modify the
telephonenumber  attribute of the bjensen entry, unbind, and close the connection
(no-u -k -K options). The new attribute value for each modification is a sequence
of 10 random digits (-M telephonenumber:10:[0-9] ) that simulate a telephone
number. The tool will display combined results for all threads at one minute
intervals (-j 60 ).

Adding the -u option to this command line will test whether the directory server
handles clients that don’t unbind before disconnecting.

Because every modify operation applies to the same entry, entry caching in the
directory server will influence results. In the following examples, the use of an
input file containing UID strings helps provide more realistic measurements (see
“Random Modifications,” on page 116).

Bind and Modify Rate

$ modrate -h hostname -p port-D" bindDN"-w password \
-b "uid=%s,0u=people,dc=Siroe,dc=com" -i inputFile \
-k -M telephonenumber:10:[0-9]

This command will use a single thread to keep a connection open (-k ) to repeatedly
bind with the given credentials and perform a modify operation on an entry whose
UID is randomly chosen from the inputFile. The LDAP protocol allows clients to
bind multiple times without unbinding, and this test measures performance in this
situation.

Modify Rate Alone

$ modrate -h hostname -p port-D" bindDN"-w password \
-b "uid=%s,0u=people,dc=Siroe,dc=com" -i inputFile \
-K -M telephonenumber:10:[0-9]

This command will use a single thread to keep the connection and the bind open
(-K) and repeatedly perform a modify operation on an entry whose UID is
randomly chosen from the inputFile at each iteration. This will isolate the
performance measurements of the modify operation alone.
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authrate

The authrate  tool measures the possible rate of authentication to an LDAP v3
directory. It is similar to the rsearch  functionality described previously, providing
a mechanism for using random bind DN and password credentials.

As with all measures of performance, results depend upon many factors, such as
the options and parameter values given, directory configuration, machine load,
and network traffic, and should be analyzed accordingly. In order to obtain
accurate performance measurements, both client and server machines should be
dedicated to the performance test and properly tuned (see Chapter 7, “idsktune”).

This chapter contains the following sections:
< Command Usage
e Sample Output

= Command-Line Examples

Command Usage

Using multiple threads, the authrate  tool repeatedly initializes a connection and
binds to a directory server, without performing any other operation. Threads may
be configured to keep open connections and perform LDAP binds repeatedly. The
command-line options let you specify the bind credentials. The modrate tool has
the following built-in defaults:

= All operations use the LDAP v3 protocol. The tool cannot be used to test
directories that only support LDAP v2.

= The tool uses simple or anonymous binding. No secure binding is possible.
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The tool displays performance results at regular intervals. In general, when the
authrate  tool encounters an error, it displays a message and continues running. It
will attempt to bind again indefinitely, even after encountering an error.

Syntax

The authrate command has the following syntax:
authrate -D " bindDN" -w  password [  options ]

Where:

= hindDN and password are the bind credentials, with the bind DN is usually in
double quotes (" ) for the shell. The bind DN and password may use the %d
placeholder to include random numbers (see “Random Authentication,” on
page 123).

= options are the command-line options and their parameters described in the
next section.

The authrate -H ~ command will display the usage help text that briefly describes
all options.

Options

The authrate  options and parameters are described in the following table.

Table 11-1 Command-Line Options for the authrate  Tool

Option Parameter Purpose

-h  hostnam