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About This Book

This book discusses how to enable and install Java servlets and JavaServer Pages
(JSP) in iPlanet™ Web Server, Enterprise Edition 6.0.

This book has the following chapters and appendices:

Chapter 1, “Servlets and JavaServer Pages”
This chapter introduces web applications, servlets, and JavaServer Pages.
Chapter 2, “Web Applications”

This chapter discusses the structure of web applications and how to deploy
them in iPlanet Web Server 6.0. It also lists example web applications and
describes the web- apps. xmi file, which configures web applications for virtual
servers in iPlanet Web Server 6.0.

Chapter 3, “Using Servlets”

This chapter discusses how to enable and install servlets in iPlanet Web Server
6.0.

Chapter 4, “Using JavaServer Pages”

This chapter discusses how to enable and install JavaServer Pages in iPlanet
Web Server 6.0, including how to install the JDK.

Chapter 5, “Debugging Servlets and JSPs”

This chapter discusses how to debug servlets and JSPs, and includes a section
on debugging using Forte for Java.

Chapter 6, “Session Managers”

This chapter discusses the session managers provided with iPlanet Web Server
and explains how to customize session behavior to suit your own needs.

Chapter 7, “API Clarifications”



This chapter discusses methods in the Servlets API that behave marginally
differently in iPlanet Web Server than specified in the Sun Microsystems’
Servlets APl documentation or where the behavior documented by Sun
Microsystems is ambiguous.

= Chapter 8, “Legacy Servlet and JSP Configuration”

This chapter discusses how to configure the default virtual server as in iPlanet
Web Server 4.x, and the servl et s. properties, rul es. properties, and
cont exts. properti es files.

= Appendix A, “Servlet Settings in magnus.conf and obj.conf”

This appendix discusses how the configuration file obj . conf changes
depending on the settings for servlets and JSP.

= Appendix B, “Converting SSJS Applications”
This appendix discusses how to convert LiveWire applications to JSPs.
= Appendix C, “JVM Configuration”

This appendix discusses how to manually specify JVM configuration
information.

= Appendix D, “Remote Servlet Profiling”

This appendix discusses how to enable remote profiling for servlets.

NOTE Throughout this manual, all Unix-specific descriptions apply to the
Linux operating system as well, except where Linux is specifically
mentioned.
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Chapter 1

Servlets and JavaServer Pages

iPlanet Web Server 6.0 supports servlets and JavaServer Pages (JSPs). This chapter
gives a brief overview of servlets and JSPs in iPlanet Web Server 6.0.

The sections in this chapter are:
= Web Applications

* Servlets

= JavaServer Pages

iPlanet Web Server 6.0 runs with a specific version of the JRE or JDK that is
operating-system dependent. For more information, see “What Does the Server
Need to Run JSP?,” on page 37.

Web Applications

iPlanet Web Server 6.0 supports the Servlet 2.2 API specification, which allows
servlets and JSPs to be included in web applications.

A web application is a collection of servlets, JavaServer Pages, HTML documents,
and other web resources which might include image files, compressed archives,
and other data. A web application may be packaged into an archive (aWAR file) or
exist in an open directory structure.

For more details about web application support in iPlanet Web Server, see Chapter
2, “Web Applications.”

Although using web applications is recommended, you can still configure servlets
and JSPs as in iPlanet Web Server 4.x. For more information, see Chapter 8,
“Legacy Servlet and JSP Configuration.”



Servlets

Servlets

Java servlets are server-side Java programs that web servers can run to generate
content in response to a client request in much the same way as CGI programs do.
Servlets can be thought of as applets that run on the server side without a user
interface. Servlets are invoked through URL invocation.

iPlanet Web Server 6.0 supports the Java Servlet Specification version 2.2
(including Web Application and WAR file support).

NOTE Servlet API version 2.2 is fully backward compatible with version
2.1, so all existing servlets will continue to work without
modification or recompilation.

To develop servlets, use Sun Microsystems’ Java Servlet API. For information
about using the Java Servlet API, see the documentation provided by Sun
Microsystems at:

http://java. sun. coni product s/ servl et/index. ht m

JavaServer Pages

iPlanet Web Server 6.0 supports JavaServer Pages (JSP) Specification version 1.1.

A JSP is a page, much like an HTML page, that can be viewed in a web browser.
However, in addition to HTML tags, it can include a set of JSP tags and directives
intermixed with Java code that extend the ability of the web page designer to
incorporate dynamic content in a page. These additional features provide
functionality such as displaying property values and using simple conditionals.

One of the main benefits of JSPs is that, like HTML pages, they do not need to be
compiled. The web page designer simply writes a page that uses HTML and JSP
tags and puts it on their web server. The web page designer does not need to learn
how to define Java classes or use Java compilers.

iPlanet Web Server supports precompilation of JSPs, however, and this is
recommended for production servers.

JSP pages can access full Java functionality in the following ways:
= by embedding Java code directly in scriptlets in the page

= Dby accessing Java beans
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JavaServer Pages

= by using server-side tags that include Java servlets

Both beans and servlets are Java classes that need to be compiled, but they can be
defined and compiled by a Java programmer, who then publishes the interface to
the bean or the servlet. The web page designer can access a pre-compiled bean or
servlet from a JSP page.

iPlanet Web Server 6.0 supports JSP tag libraries and standard portable tags.

For information about creating JSPs, see Sun Microsystem’s JavaServer Pages web
site at:

http://java. sun. conl products/jsp/index. ht m
For information about Java Beans, see Sun Microsystem’s JavaBeans web page at:

http://java. sun. conif beans/i ndex. ht m

Chapter 1  Servlets and JavaServer Pages 11



JavaServer Pages
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Chapter 2

Web Applications

iPlanet Web Server 6.0 supports the Servlet 2.2 API specification, which allows
servlets and JSPs to be included in web applications.

A web application is a collection of servlets, JavaServer Pages, HTML documents,
and other web resources which might include image files, compressed archives,
and other data. A web application may be packaged into an archive (a WAR file) or
exist in an open directory structure. For more information about web applications, see the
Servlet 2.2 API specification:

http://java. sun. coni product s/ servl et/index. ht m

This chapter describes how web applications are supported in iPlanet Web Server,
and includes the following sections:

= Web Application Structure

= Dynamic Reconfiguration

= web.xml Clarifications

= The web-apps.xml File and Virtual Servers

= Deploying a Web Application using wdeploy
= Web Application Examples

Web Application Structure

Web Applications have a directory structure, all accessible from a mapping to the
application’s document root (for example, / cat al og). The document root contains
JSP files, HTML files, and static files such as image files.

13



Dynamic Reconfiguration

A special directory under the document root, VEB- | NF, contains everything related
to the application that is not in the public document tree of the application. No file
contained in VEB- | NF can be served directly to the client. The contents of VEB- | NF
include:

e /WEB-I NF/ web. xm , an XML-based deployment descriptor that specifies the
web application configuration, including mappings, initialization parameters,
and security constraints.

= /WEB-INF/ cl asses/ *, the directory for the servlet and utility classes.

e /VEB-INF/Ilib/*.jar,thedirectory for the JAR files containing servlets, beans,
and other utility classes.

A WAR (web application archive) file contains a complete web application in
compressed form. iPlanet Web Server cannot access an application in a WAR file.
You must uncompress a web application (deploy it using the wdepl oy utility)
before iPlanet Web Server can serve it.

Web application configuration includes two parts:

= Theweb. xnl file, which is the standard Servlets 2.2 deployment descriptor.
Each web application has its own web. xm file. For information about web. xm ,
see the Servlet 2.2 API specification:

http://java. sun. coni product s/ servl et/index. ht m

= Theweb- apps. xm file, which is specific to iPlanet Web Server. Each virtual
server has its own web- apps. xnl file, which configures all the applications
running in that virtual server.

Dynamic Reconfiguration

When you make changes to a web application, you do not need to restart the
server. Changes are reloaded automatically at a frequency set in the

rel oad-i nt erval attribute of the cl ass-1 oader element in the web- apps. xni
file.

When you make changes to the web- xml or web- apps. xni file, you also do not

need to restart the server. However, you must apply the changes by clicking the
Apply link and then clicking the Load Configuration Files button on the Apply

Changes screen.

For more information about dynamic reconfiguration, see Chapter 1, “Basics of
Server Operation” in the NSAPI Programmer’s Guide for iPlanet Web Server.

14 iPlanet Web Server, Enterprise Edition Programmer’s Guide to Servlets « May 2001



web.xml Clarifications

If you add or remove a web application, servlet, or JSP, you must restart the server.

web.xml Clarifications

This section provides clarifications for using the web. xnl file with iPlanet Web
Server 6.0.

login-config

If there is a security constraint and no | ogi n- conf i g element is present, or if no
aut h- et hod is specified, the aut h- met hod defaults to BASI C. For BASI C
authentication, if nor eal m nane is specified, the r eal m name defaults toi W6 Wb
Cont ai ner . If aut h- met hod is not FORM the f or m | ogi n- confi g element is
ignored even if specified.

security-constraint

if no ur| - pat t er n is specified, no constraints are applied. If no ht t p- net hod is
specified in a web- r esour ce- col | ect i on subelement, the constraint is applied to
all HTTP methods. If not r ansport - guar ant ee is specified in a

user - dat a- const r ai nt subelement, it defaults to NONE. If no aut h- const r ai nt
subelement is present or if no r ol e- nane is specified, no user is allowed any access.

session-timeout

If sessi on-ti meout is specified in web. xm , this timeout value overrides any

ti meQut parameter value specified in the sessi on- manager elementin

web- apps. xmi . This override does not apply when you configure a single session
manager that all web applications in a virtual server use. It only applies when you:

= Do not configure a session manager for all web applications in a virtual server
(the default behavior) Each web application has its own session manager.

= Configure a web-application-specific session manager in addition to the
virtual-server-wide one. In that case, only the web-application-specific session
manager’s ti meQut value is overridden.

Note that sessi on-ti meout value is specified in minutes while sessi on- manager
ti meQut parameters are specified in seconds.

For more information about session managers, see Chapter 6, “Session Managers.”

Chapter 2  Web Applications 15



The web-apps.xml File and Virtual Servers

The web-apps.xml File and Virtual Servers

The web- apps. xnl file defines contexts for a set of web applications running in a
virtual server. The context information includes a context path of the web
application and other properties such as how it handles session management or
authentication.

The web- apps. xnl file follows the standard J2EE deployment descriptor format: a
well-formed . XML document specified by a . dt d file. The web- apps. xnl file
contains a set of web applications defined by their context path and physical
location.

Each web application may also define a number of configuration elements specific
to iPlanet Web Server that customize how the application is serviced. For example,
a web application can define pluggable session management or specify a java
compiler. The web- apps. xni file allows users to define a set of global
configuration elements and share (or override) them across multiple web
applications.

Each web- apps. xm file must be referenced in the server. xnl file, which defines
virtual servers. For more information about ser ver. xn , see the NSAPI
Programmer’s Guide for iPlanet Web Server.

The Default Context for a Virtual Server

When you create a hew virtual server, an empty web- apps. xnl file is created. You
can use the default context that is created automatically, or you can create your
own by modifying the web- apps. xmi file.

Ifaservl ets. properti es file is present in the default virtual server (in the

conf i g directory of the server instance), an iPlanet Web Server 4.x servlet context is
created instead of a web application context. For more information about legacy
configuration, see Chapter 8, “Legacy Servlet and JSP Configuration.”

Example server.xml File

The server. xnm file contains two variables, webapps_enabl e and webapps_fil e,
that are relevant to web applications.

webapps_enabl e Atrueorfal se variable that allows you to enable or disable
web applications for a virtual server. If not present in a virtual
server definition, web applications are enabled by default.

16 iPlanet Web Server, Enterprise Edition Programmer’s Guide to Servlets « May 2001



The web-apps.xml File and Virtual Servers

webapps_file The path to the web- apps. xm file for a virtual server.

The following server. xni file uses these variables:

<?xm version="1.0" encodi ng="UTF-8"?>
<I-- declare any variables to be used in the obj.conf file in the
ATTLI ST bel ow -->
<! DOCTYPE SERVER SYSTEM "server.dtd" [
<! ATTLI ST VARS
docr oot CDATA #l MPLI ED
adm nusers CDATA #l MPLI ED
webapps_fil e CDATA #l MPLI ED
webapps_enabl e CDATA #| MPLI ED
accessl og CDATA #l MPLI ED
user CDATA #| MPLI ED
group CDATA #| MPLI ED
chroot CDATA #l MPLI ED
di r CDATA #l MPLI ED
ni ce CDATA #| MPLI ED
>

1>

<SERVER | egacyl s="1s1">

<VARS accessl og="/iws60/ htt ps-server.iplanet.conil ogs/access"/>

<LS id="Is1" ip="0.0.0.0" port="80" security="off"
acceptorthreads="1">
<CONNECTI ONGROUP i d="gr oupl" matchi ngi p="defaul t"
server name="acne. com' defaul tvs="acne. conl'/>
</ LS>
<M ME i d="minel" file="mne.types"/>
<ACLFI LE id="acl 1"
file="/iws60/ httpacl/generated. https-server.iplanet.comacl"/>
<VSCLASS i d="defaul tcl ass" objectfil e="obj.conf"
r oot obj ect ="defaul t">
<VARS docr oot ="/iws60/docs"/ >
<VS id="acne. com connections="groupl" m nme="mni nel"
aclids="acl 1">
<VARS webapps_fil e="web-apps. xm " webapps_enabl e="on"/>
<USERDB i d="defaul t" database="default"/>
</ VS>
</ VSCLASS>
</ SERVER>

For more information about the server. xnl file, see Chapter 8, “Virtual Server
Configuration Files” in the NSAPI Programmer’s Guide for iPlanet Web Server.

Chapter 2  Web Applications
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The web-apps.xml File and Virtual Servers

Example web-apps.xml File

Note that the ! DOCTYPE declaration must be present and of the following format:

<IDOCTYPE vs PUBLIC "-//Sun M crosystens, Inc.; iPlanet//DTD
Virtual Server Wb Applications 6.0//EN
"http://devel oper.ipl anet. conl webserver/dtds/iws-webapps_6_0. dtd">

If for some reason if this URL is not accessible, the DTD file is located here:
"file:/server_root/ bi n/ https/dtds/iws-webapps_6_0. dtd"

On Windows NT, be sure to include the drive letter, as follows:
“file:/drive: / server_root_path/ bi n/ htt ps/ dt ds/i ws- webapps_6_0. dt d"

The following web- apps. xnl file configures a session manager and one web
application:

<?xm version="1.0" encodi ng="1 SO 8859-1"?>

<I-- iW5 6.0 specific web application configuration. -->

<IDOCTYPE vs PUBLIC "-//Sun M crosystens, Inc.; iPlanet//DTD
Virtual Server Wb Applications 6.0//EN

"http://devel oper.ipl anet.conl webserver/dtds/iws-webapps_6_0.dtd">

<VSsS>
<!-- Define global configuration -->

<I- Configure a session nmanager and tracking configuration -->
<sessi on- manager
cl ass="comi pl anet. server. http. sessi on. | WsSessi onManager’
<i nit-paranp
<par am nane>maxSessi ons</ par am nane>
<par am val ue>1000</ par am val ue>
</init-paranp
<i nit-paranp
<par am nane>t i meQut </ par am name>
<par am val ue>1800</ par am val ue>
</init-paranp
<init-parane
<par am nane>r eapl nt erval </ par am nane>
<par am val ue>600</ par am val ue>
</init-paran>
<i nit-paranp
<par am nane>sessi on- dat a- di r </ par am nane>
<par am val ue>/ net/ dot com conl sessi ons</ par am val ue>
</init-paranp
</ sessi on- nanager >

18 iPlanet Web Server, Enterprise Edition Programmer’s Guide to Servlets « May 2001



The web-apps.xml File and Virtual Servers

<sessi on-tracki ng use-cooki es="true" />
<I-- Define the web applications for this virtual server-->

<l-- catalog application -->
<web-app uri="/catal og" dir="/webapps/catal og">

<l-- Specify a tenpory directory. A path returned in the
"javax.servlet.context.tenpdir" property; -- defaults to
VEB- | NF/ tnp. -->

<tempdir dir="/var/catalog/tnp' />

<I-- reload classes at every 5 minutes; also include nycatlog.jar
file in the classpath -->

<cl ass-| oader rel oad-interval =" 300’

cl asspat h="/home/ wor k/ mycatal og.jar’ />

</ web- app>

</vs>

web-apps.xml Element Reference

This section shows the elements allowed in aweb- apps. xm file. These elements
are defined in the master dt d file.

auth-native

Configures a specific native user/group database for authentication and role
mapping. If this element is not specified, authentication is enabled using the native
default authentication database.

Subelements: none

Attributes:

aut hdb The native authentication database. This database must also
be defined in the server . xnm file in the dat abase attribute
of a USERDB element, and in the dbswi t ch. conf file.

Chapter 2 Web Applications 19



The web-apps.xml File and Virtual Servers

class-loader

The class loader for the virtual server or the web application. There is a default
class loader for the virtual server if you don’t specify one. Classes loaded by the
virtual-server-level class loader are not dynamically reloaded.

You can use the Ser vl et Cont ext . get At t ri but e method to retrieve the class
loader and the class loader’s classpath or reload interval for a context. For more
information, see Chapter 7, “API Clarifications.”

Subelements: none

Attributes:

cl asspath The classpath used by the class loader.

del egat e Specifies that the class loader for the virtual server or system
is called first to load a class. Allowed values are t r ue and
f al se. The defaultisf al se.

rel oad-interval The time interval in seconds within which the server checks
for web applications being modified. The default is 30.

description

A description of a parameter. Used within an i ni t - par amelement. iPlanet Web
Server ignores this element.

Subelements: none

Attributes: none

filter, filter-mapping
These elements implement the Filter API from the Servlet 2.3 specification. Used
within a web- app element.

Although iPlanet Web Server 6.0 supports only the Servlet 2.2 APl in the web. xm
file, the Filter API from the Servlet 2.3 specification is available in the
web- apps. xm file.

Thefilter andfilter-mappi ng elements implement the Filter API. They are
both subelements of a web- app element in the web- apps. xni file. Except for their
file location, filter and fil t er- mappi ng are as described in the Servlet 2.3
specification. For more information, see:

http://java. sun. conl product s/ servl et/index. ht m
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form-login-session

Configures form-based authentication for single sign-on across all web
applications in a virtual server. If not present, the default virtual server level
session manager is used.

Subelements: sessi on- nanager

Attributes:

cooki e- name The name of the cookie that tracks the session ID. The default
isi wsf orm ogi ni d.

ti meCut The session timeout in seconds. The default is 600 (10
minutes).

Init-param

Specifies an initialization parameter for the containing element. The attributes of
i ni t - par amdepend on the object referenced by the containing element.

For example, if the containing element is sessi on- nanager and the session
manager is | WsSessi onManager , the attributes of i ni t - par amare the initialization
parameters of | WsSessi onManager .

Subelements: par am nane, par am val ue, descri ption

Attributes: variable

jsp-servlet

Configures JSP compilation behavior. For a description of the initialization
parameters, see “The JSP Command-Line Compiler,” on page 43.

Subelements: i ni t - par am

Attributes:

enabl e Enables JSP. Allowed values aret r ue andf al se. The default
istrue.
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param-name
The name of a parameter. Used within an i ni t - par amelement.

Subelements: none

Attributes: none

param-value
The value of a parameter. Used within anii ni t - par amelement.

Subelements: none

Attributes: none

parameter-encoding
Advises the web server on how to decode parameters from forms.

Subelements: none

Attributes:

enc Allowed values are aut o (the default), none, or a specific encoding
suchasutf8orShift_JIS:
any A specific encoding, suchasutf8 or Shift_JI S
supported Set this option if you know the encoding that
javacharacter servlet parameters use. A complete list is available
encoding here:

http://java.sun.conm j2se/ 1. 3/ docs/ gui de
/intl/encoding. doc. ht m

none Uses the system default encoding. Set this option if
the encoding of the servlet parameter data is the
same as the system default encoding.
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aut o (Default) Tries to figure out the proper encoding
from, in order, 1) the char set ifitis setin the
Cont ent - Type header, 2) the
par anmet er Encodi ng attribute (see
“ServletRequest.setAttribute,” on page 73),
then 3) a hidden form field defined in
form hint-fiel d. Otherwise, the system
default encoding is used. Set this option to prevent
misinterpretation of non-ASCII characters in
servlet parameters.

When this property is set to aut o, the server has to
convert native characters into a java byte array
before transforming them into the requested
encoding. Therefore, performance is slightly better
for none or a specific encoding.

formhint-field Thename of the hidden field in the form that specifies the
encoding. The defaultisj _encodi ng.

If a servlet uses the Ser vl et Request . get Par amet er method to retrieve values in
form fields having non-UTF-8 characters, the enc attribute must be set to aut o (the
default). Otherwise, the values extracted by the get Par anet er method are zeros or
are undefined. For more information see “ServletRequest.getParameter,” on page
74.

The enc attribute setting applies to how a servlet processes parameters after the
iPlanet Web Server receives a request. The URI that is sent to the server must
consist of only the standard ASCII set, especially if the request method is GET. All
other characters must be encoded.

For example, to encode a backslash, you would replace the backslash with a %
followed by the hexadecimal number corresponding to the backslash in the ASCII
character set, 5c. Therefore, vw\ xyz becomes vwescxyz.

For more information, read section 2.2 of the following document from the URI
working group of the Internet Engineering Task Force:

http://ww. ietf.org/rfc/rfcl738.txt
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response-buffer
Configures the initial and default size of the HTTP servlet’s response buffer. A
servlet can reconfigure its response buffer size using the set Buf f er Si ze method of

the Ser vl et Response object.

Subelements: none

Attributes:

flush-tineout Forces the stream to flush the data if the specified number of
seconds has elapsed since the last flush. If set to O (the default)
or a negative number, the output stream doesn’t force a flush
unless the buffer is full.

si ze The buffer size in bytes. The default is 8192.

response-cookie
Tells the server to respond with a specific cookie version.

Subelements: none

Attributes:

versi on The cookie version. The default is 0.

role-mapping
Maps r ol e- name values from web. xni to LDAP users, groups, or roles.

Subelements: none

Attributes:

map-to Specifies whether to map r ol e- nane values from web. xmi
to LDAP users or groups. Values are gr oup (the default) and
user.
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session-cookie
Sets parameters for the session cookie.

Subelements: none

Attributes:

donai n If this attribute is present, its value is tagged onto the cookie.
There is no default value.

i s-secure If set to t r ue, the server sends the secur e attribute in the

session cookie if the request came in a secure connection. The
defaultisf al se.

session-manager

The session manager for the web application. See Chapter 6, “Session Managers
for the initialization parameters for each session manager.

If sessi on-ti meout is specified in web. xm , it overrides any session manager’s
ti meQut initialization parameter. For details, see “session-timeout,” on page 15.

Subelements: i ni t - par am

Attributes:

cl ass The class for the session manager.

session-tracking
Determines the method of session tracking.

Subelements: none

Attributes:

use-cooki es Uses cookies for session tracking if t r ue (the default).
Allowed values aret rue and f al se.

use-url-rewriting Uses URL rewriting for session tracking if t r ue (the default).

Allowed values aretrue and f al se.
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tempdir

A temporary directory used by the web application.
Subelements: none

Attributes:

dir The temporary directory.

VS

The top-level element in the web- apps. xni file. Subelements other than web- app
set defaults for all web applications.

Subelements: aut h- nat i ve, cl ass- | oader, f or m | ogi n- sessi on, j sp-servl et
par anet er - encodi ng, r esponse- buf f er, response- cooki e, r ol e- mappi ng,
sessi on- manager, sessi on-tracki ng, sessi on- cooki e, t enpdi r, web- app

Attributes: none

web-app
The web application. A web application is packaged in a WAR file and can contain
servlets, JSPs, HTML pages, class files, and other resources of an application.

The subelements of a web- app element override the equivalent subelements of the
containing vs element for that web application.

Subelements: aut h- nati ve, cl ass-1 oader,filter,filter-nmapping,
j sp-servl et, paranet er - encodi ng, r esponse- buf f er, r esponse- cooki e,
rol e- mappi ng, sessi on- manager, sessi on-tracki ng, sessi on-cooki e, t enpdi r

Attributes:
dir The directory where the web application contents are located.
uri The URI that clients use to access the web application. This

URI can be a regular expression.
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Deploying a Web Application using wdeploy

Before you can deploy a web application manually, you must make sure that the
server_root/ bi n/ htt ps/ htt psadni n/ bi n directory is in your path and that the
| W5_SERVER HOME environment variable is set to your server_root directory.

You can use the wdepl oy utility at the command line to deploy a WAR file into a
virtual server web application environment:

wdepl oy depl oy -u uri_path -i instance -v vs_id [-d directory] war_file
You can also delete a virtual server web application:

wdepl oy del ete -u uri_path -i instance -v vs_id hard| soft

You can also list the web application URIs and directories for a virtual server:
wdepl oy list -i instance -v vs_id

The command parameters have the following meanings:

uri_path The URI prefix for the web application.

instance The server instance name.

vs_id The virtual server ID.

directory (optional) The directory to which the application is deployed, or from

which the application is deleted. If not specified for deployment, the
application is deployed to the document root directory.

hard| soft Specifies whether the directory and the web- apps. xml entry are
deleted (har d) or just the web- apps. xnm entry is deleted (sof t ).

war_file The WAR file name.

CAUTION If you deploy a web application and do not specify a directory, the
application is deployed to the document root directory. If you then
delete the application using the har d parameter, the document root
directory will be deleted.

When you execute the wdepl oy depl oy command, two things happen:

= A web application with the given uri_path and directory gets added to the
web- apps. xm file.
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= The WAR file gets extracted at the target directory.
For example:

wdepl oy deploy -u /hello -i server.iplanet.com-v acne.com
-d /iws60/ https-server.iplanet. conf acrme. com web-apps/ hello
/i ws60/ pl ugi ns/ servl et s/ exanpl es/ web- apps/ Hel | oWor | d/ Hel | oWor | d. war

This utility results in the following web- apps. xm entry:

<VSsS>

<web-app uri="/hell 0"

dir="/iws60/ https-server.iplanet.confacne. conf webapps/ hel | 0"/ >
</vs>

The/iws60/ https-server.ipl anet.conf acme. conl web- apps/ hel | o directory
has the following contents:

col ors
i ndex.jsp
META- | NF
V\EB- | NF/
web. xm
/ cl asses/
Hel | oWor | dServl et . cl ass
Hel | oWor | dServl et. j ava
SnoopServl et. cl ass
SnoopServl et.java

Before you can run a web application that has been deployed, you must make sure
that the server. xni file for the server instance points to the web- apps. xm file for
your virtual server.

After you have deployed an application, you can access it from a browser as
follows:

ht t p: // vs_urlhost[ : vs_port] / uri_path/ [ index_page]
The parts of the URL have the following meanings:

vs_urlhost One of the ur | host s values for the virtual server.

vs_port (optional) Only needed if the virtual server uses a non-default port.
uri_path The same one you used to deploy the application. This is also the context
path.

index_page  (optional) The page in the application that end users are meant to access
first.
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For example:
http://acme.com 80/ hel | o/ i ndex. j sp
or:

http://acme. coni hel | o/

Web Application Examples

iPlanet Web Server 6.0 comes with a set of example web applications. You can find
them at the following location:

server_root/ pl ugi ns/ servl et s/ exanpl es/ web- apps
This directory contains the following directories:
= Hel | overl d -- Contains a simple web application in a Hel | oWor | d. war file.

e filter-test -- Contains an example of the Filter API feature in a
filter-test.war file.

e utility-taglib --Contains an example JSP tag library in a
utility-taglib.war file. This tag library was created by the Jakarta project at
j akarta. apache. org.

You can deploy any of these examples using the wdepl oy utility.
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Chapter 3

Using Servlets

This chapter discusses how to enable and configure servlets in iPlanet Web Server
6.0. The sections in this chapter are:

= What Does the Server Need to Run Servlets?
= Using the User Interface

= Enabling Servlets

= Making Servlets Available to Clients

e The <SERVLET>SHTML Tag

= Servlet Output

= Configuring VM

= Maximizing Servlet Performance

What Does the Server Need to Run Servlets?

iPlanet Web Server 6.0 includes all the files necessary for developing Java Servlets.
The servl et . jar fileis in the iPlanet Web Server 6.0 installation directory at:

server_root/ bi n/ https/jar

When compiling servlets, make sure the servl et . j ar file is accessible to your
Java compiler. Include the servl et . j ar file in your CLASSPATH.

iPlanet Web Server 6.0 includes the Java Runtime Environment (JRE) but not the
Java Development Kit (JDK) due to licensing restrictions. The server can run
servlets using the JRE only or the JDK. For information about installing the JDK,
see “What Does the Server Need to Run JSP?,” on page 37.
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Using the User Interface

For information about using the user interface to specify settings for servlets, see
the following topics in the online help.

This page is located in the Web Server Administration Server on the Global
Settings tab.

= The Configure JRE/JDK Paths Page

These pages are located in the Server Manager on the Java tab.
= The Enable/Disable Servlets/JSP Page

= The Configure JVM Attributes Page

= The Delete Version Files Page

This page is located on the Virtual Servers tab in the Class Manager. (To open the
Class Manager, select the Manage Classes page on the Virtual Server Class tab in
the Server Manager, select a class from the list, then select the Manage button.)

= The Java Web Apps Settings Page

Enabling Servlets

To enable servlets, select the Java tab in the Server manager, then select the
Enable/Disable Servlets/JSP tab. Check the Enable Java Globally box to enable
servlets for the entire server. Check the Enable Java for Class box to enable serviets
for a single virtual server class. You cannot enable servlets for a class unless Java is
globally enabled. By default, Java is globally enabled and enabled for each virtual
server class.

Making Servlets Available to Clients

You can make servlets accessible to clients in one of these two ways:

= Include the servlets in web applications and deploy those web applications.
How to do this is described in Chapter 2, “Web Applications.”

= Configure the servlets in the default virtual server. This is provided for
backward compatibility with iPlanet Web Server 4.x. How to do this is
described in Chapter 8, “Legacy Servlet and JSP Configuration.”
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The <SERVLET> SHTML Tag

iPlanet Web Server 6.0 supports the <SERVLET> tag as introduced by Java Web
Server. This tag allows you to embed servlet output in an SHTML file. No
configuration changes are necessary to enable this behavior. If SSI and servlets are
both enabled, the <SERVLET> tag is enabled.

The <SERVLET> tag syntax is slightly different from that of other SSI commandes; it
resembles the <APPLET> tag syntax:

<servl et nane=name code=code codebase=path iParaml=v1l iParam2=v2>
<par am nane=paraml val ue=v3>
<par am nane=param2 val ue=v4>

</servl et >

If the servlet is part of a web application, the code parameter is required and other
parameters are ignored. The code parameter must include:

e The value of the ur | - pat t er n element defined in the web. xmi file for the web
application. For more information about web. xnl , see the Servlet 2.2 API
specification:

http://java. sun. coni product s/ servl et/index. ht m

e The value of the uri attribute defined in the web- apps. xni file for the web
application. For more information about web- apps. xni , see Chapter 2, “Web
Applications.”

For example, if you wanted to include the following in your SHTML file:

<servl et name=pparanms code="/Print App/ Pri nt Par ans" >
</servl et>

you would need to include the following in your web- apps. xnm file:

<web-app uri="/PrintApp"
dir="/iws60/ https-server.iplanet.conf acne. coml webapps/ Pri nt App"/ >
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You would also need to include the following in your web. xn file:

<servl et >
<servl et - name> pparans </servl et-nane>
<servl et-cl ass> Print Package. Pri nt Parans </servlet-class>
</servlet>
<servl et - mappi ng>
<servl et - nanme> pparans </servl et-nane>
<url-pattern> /PrintParanms </url-pattern>
</ servl et - mappi ng>

You must also include any servlet initialization parameters in the web. xm file.

For legacy (iPlanet Web Server 4.x) servlets, the code parameter specifies the

. ¢l ass file for the servlet and is required. The codebase parameter is required if
the servletis not defined inthe ser vl et s. properti es fileand the . cl ass file is not
in the same directory as the HTML file containing the <SERVLET> tag. Legacy
servlets must be configured in the default virtual server and do not require a

web. xn file.

For more information about SSI commands, see the Programmer’s Guide for iPlanet
Web Server.

Servlet Output

When iPlanet Web Server is started in the background, which it is by default, the
Syst em out and Syst em err output of servlets are not sent to the web server’s
error log, because servlets are external to iPlanet Web Server.

On Unix, you can modify your server_root/ ht t ps- server_id/ st art file to run iPlanet
Web Server in the foreground or to redirect servlet output. First enter the following
command from the server_root/ ht t ps- server_id directory:

./start -shell

This command puts you in the server_root/ bi n/ ht t ps/ bi n directory. Then enter
the following command:

.Ins-httpd -d server_root/ htt ps-server_id/ config

On NT, you can run iPlanet Web Server in the NT console, and thus in the
foreground, by including the following line in the magnus. conf file:

Init fn="nt-console-init" stdout=consol e stderr=consol e
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Configuring JVM

If necessary, you can configure parameters for JVM either by using the
Java>Configure JVM Attributes page in the Server Manager interface, or by editing
j viL2. conf . For more information about JVM settings, see Appendix C, “JVM
Configuration.”

The default settings in iPlanet Web Server for JVM are suitable for running servlets.
However, there may be times when you want to change the settings. For example,
if a servlet or bean file uses a JAR file, you can add the JAR location to the JVM
classpath.

Maximizing Servlet Performance

Consider the following guidelines for improving servlet performance:

The j vimi2. conf file has a configuration parameter, j vm st i ckyAt t ach.
Setting the value of this parameter to 1 causes threads to remember that they
are attached to the JVM, thus speeding up request processing by eliminating
At t achCurr ent Thr ead and Det achCur r ent Thr ead calls. It can, however, have
a side-effect: recycled threads which may be doing other processing can be
suspended by the garbage collector arbitrarily.

Thread pools can be used to eliminate this side effect for other subsystems. For
more information about thread pools, see the iPlanet Web Server Administrator’s
Guide.

Increase the front-end thread stack size in magnus. conf (viathe St ackSi ze
directive), or the respective pool stack size parameter if you’re using thread
pools. For more information, see the NSAPI Programmer’s Guide for iPlanet Web
Server.

Increase the heap size to help garbage collection: j vm nmi nHeapSi ze or
maxHeapSi ze or the Configure JVM Attributes page.

Ensure that your j vm cl asspat h is short (if you don't need some of the
examples). You can setj vm i ncl ude. CLASSPATH=0 so it won’t inherit the
CLASSPATH environment variable.

Sometimes, iPlanet Web Server 6.0 may run out of stack space if applications
use deep recursion when a JIT compiler is enabled, especially on UNIX
platforms where the default stack size is small, or in any cases where very
complex JSP pages are used.
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You can set the stack space using the St ackSi ze directive in the nagnus. conf
file. For more information, see the NSAPI Programmer’s Guide for iPlanet Web
Server.

= The session ID generator, which is used for servlet sessions, employs
cryptographically strong unique random number generation algorithms. This
may present a performance problem on older, slow machines. For more
information, see Chapter 6, “Session Managers.”

NOTE When running an SSL server without Java, you can improve
performance by enabling SmartHeap in the server’s start script.
However, SmartHeap is not compatible with Java.
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Using JavaServer Pages

This chapter discusses how to enable and configure JavaServer Pages (JSPs) in
iPlanet Web Server 6.0. The sections in this chapter are:

What Does the Server Need to Run JSP?
Configuring JRE/JDK Paths

Using the User Interface

Enabling JSPs

Making JSPs Available to Clients

Deleting Cache Version Files

The JSP Command-Line Compiler

JSP Tag Libraries and Standard Portable Tags

What Does the Server Need to Run JSP?

iPlanet Web Server 6.0 includes the Java Runtime Environment (JRE) but not the
Java Development Kit (JDK) due to licensing restrictions. The server can run
servlets and precompiled JSPs using the JRE, but you need the JDK to develop new
JSPs or to deploy uncompiled JSPs. For information about precompiling JSPs, see
“The JSP Command-Line Compiler,” on page 43.

iPlanet Web Server 6.0 requires you to use the following recommended versions of
JRE/JDK or later versions, with different platforms requiring different versions, as
summarized in Table 4-1.
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Table 4-1 Supported JRE/IDK Versions by Platform

Platform JRE/JDK/IVM/IIT Version Comments

Sun Solaris VM (build Commentout - Xrs flag inj viml2. conf to generate

Solaris Solaris_JDK_1.2.2_07, nativethreads, stack traces. For more information, see “Generating a

26,28 sunwjit) Stack Trace for Debugging,” on page 51.

For JVMPI based profiling (such as hprof) or debugging
(say attach Solaris dbx) purposes, use the reference
implementation downloadable from:

http://java. sun. coni products/jdk/1.2/jrel

Windows Java version 1.2.2 Classic VM (build

NT 4.0 JDK-1.2.2_007, native threads,
symgjit)

HPUX Java version 1.2.2.07 Classic VM iPlanet also bundles a variant HotSpot VM (1.0.1fcs,
(build mixed mode, PA2.0 build
1.2.2.07-00/12/08-PA_RISC1.1, 1.2.2.07-00/12/08-PA_RISC2.0). This VM is notenabled.
native threads, HP) For further details on using this version, see:

http://ww. uni x. hp. conij ava/infolibrary/
prog_gui de/j ava2/ hot spot . ht m

AlX Java version 1.2.2 Classic VM (J2RE
1.2.2 IBM build cal22-20001206 (JIT
enabled: jitc))

Compag Java version 1.2.2-8 Classic VM The Compagq version of iPlanet Web Server is available

Tru64 (build from Compag.

J2SDK.v.1.2.2:10/31/2000-18:00,

native threads, jit_122)
RedHat Java version 1.2.2 Classic VM (build  This version of the JVM is from bl ackdown. or g.
Linux 6.2 Linux_JDK 1.2.2_FCS, native

threads, sunwjit)

Check the iPlanet Web Server Installation and Migration Guide and the latest release
notes for updates on required JDK versions.

JDK 1.2 (and other JDK versions) are available from Sun Microsystems at:

http://java. sun. coni products/jdk/ 1.2/

You can specify the path to the JDK in either of the following ways:

= You can specify the path during the server installation process.
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When you install iPlanet Web Server 6.0, one of the dialog boxes in the
installation process asks if you want to use a custom Java Development Kit
(JDK), and if so, you can specify the path to it.

= You can specify it after the server is installed.

To specify the path to the JDK, switch to the Web Server Administration
Server, select the Global Settings tab, and use the Configure JRE/JDK Paths
page, as discussed in the section “Configuring JRE/JDK Paths,” on page 39.

Whether you specify the path to the JDK during installation or later, the path is the
directory in which you installed the JDK.

Configuring JRE/JDK Paths

When you install iPlanet Web Server 6.0, you can choose to install the Java Runtime
Environment (JRE) that is shipped with the server, or you can specify a path to
your own JRE or the Java Development Kit (JDK).

The server can run servlets using the JRE, but it needs the JDK to run JSPs that are
not precompiled. The JDK is not bundled with the iPlanet Web Server, but you can
download it for free from Sun Microsystems at:

http://java. sun. coni products/jdk/ 1.2/

iPlanet Web Server 6.0 requires you to use version of the JDK listed in the section
“What Does the Server Need to Run JSP?,” on page 37.

Regardless of whether you choose to install the JRE or specify a path to the JDK
during installation, you can tell the iPlanet Web Server to switch to using either the
JRE or JDK at any time. Switch to the Web Server Administration Server, select the
Global Settings tab, and use the Configure JRE/JDK Paths page. You can also
change the path to the JDK in this page.

On the Configure JRE/JDK Paths page, supply values for the following fields if
you select the JDK radio button;

= JDK Path

Enter the path for the JDK. This is the directory where you installed the JDK.
< JDK Runtime Libpath

Enter the runtime library path for the JDK.
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= JDK Runtime Classpath

The class path includes the paths to the directories and jar files needed to run
the servlet engine, the servlet examples, and any other paths needed by
servlets that you add. You can add new values to the existing class path, but
don’t delete the existing value since it includes paths that are essential for
servlet operation.

Supply values for the following fields if you select the JRE radio button:
< JRE Path

Enter the path for the JRE. This is the directory where you installed the JRE.
= JRE Runtime Libpath

Enter the runtime library path for the JRE.

NOTE If you are not sure of the JDK runtime libpath, the JDK runtime
classpath, or the JRE runtime libpath, leave these fields blank to tell
the server to use the default paths.

It is easiest to use the Configure JRE/JDK Paths page to switch between the JRE
and the JDK, but you can also make the change programmatically, as follows:

e On Unix:
Edit the file server_root/ ht t ps- adnserv/start-jvm

If the server is currently using the JRE, this file has a variable NSES_JRE. To
enable the server to use a JDK, add the variable NSES_JDK whose value is the
JDK directory. You’'ll also need to change the value of the NSES_JRE variable.

NSES_JDK should point to the installation directory for the JDK, while
NSES_JRE should point to the JRE directory in the installation directory for JDK
(that is, jdk_dir/ j re).

= On Windows NT:
Add the path to the Java libraries to the ext r apat h setting in magnus. conf .

Edit the NSES_JDK and NSES_JRE variables in the registry

HKEY_LOCAL_MACHI NE/ SOFTWARE/ Net scape/ Ent er pri se/ 6. 0/ . If the serveris
enabled to use the JDK, both these variables are needed. If the server is to use
the JRE, only the NSES_JRE variable should be set.
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NSES_JDK should point to the installation directory for the JDK, while
NSES_JRE should point to the JRE directory in the installation directory for JDK
(that is, jdk_dir/ j re).

CAUTION  Be very careful when editing these Windows NT registry entries.
Incorrect values may require you to reinstall iPlanet Web Server.

NOTE To activate changes to the JRE/JDK paths, you must restart the
server from the On/Off option on the Preferences tab in the Server
Manager.

Using the User Interface

For information about using the user interface to specify settings for JSPs, see the
following topics in the online help.

This page is located in the Web Server Administration Server on the Global
Settings tab.

= The Configure JRE/JDK Paths Page

These pages are located in the Server Manager on the Java tab.
= The Enable/Disable Servlets/JSP Page

= The Configure JVM Attributes Page

= The Delete Version Files Page

This page is located on the Virtual Servers tab in the Class Manager. (To open the
Class Manager, select the Manage Classes page on the Virtual Server Class tab in
the Server Manager, select a class from the list, then select the Manage button.)

= The Java Web Apps Settings Page

Chapter 4  Using JavaServer Pages 41



Enabling JSPs

Enabling JSPs

To enable JSPs, follow these steps:

1.

Enable servlets. Select the Java tab in the Server manager, then select the
Enable/Disable Servlets/JSP tab. Check the Enable Java Globally box to enable
servlets for the entire server. Check the Enable Java for Class box to enable
servlets for a single virtual server class. You cannot enable servlets for a class
unless Java is globally enabled. By default, Java is globally enabled and
enabled for each virtual server class.

Include the j sp-servl et element with enabl e="true" in the web- apps. xni
file. For more information about the web- apps. xnm file, see Chapter 2, “Web
Applications.”

Add tool s. j ar to the JVM classpath. For more information, see Appendix C,
“JVM Configuration.”

Making JSPs Available to Clients

You can make JSPs accessible to clients in one of these two ways:

Include the JSPs in web applications and deploy those web applications. How
to do this is described in Chapter 2, “Web Applications.”

Configure the JSPs in the default virtual server. This is provided for backward
compatibility with iPlanet Web Server 4.x. How to do this is described in
Chapter 8, “Legacy Servlet and JSP Configuration.”

Deleting Cache Version Files

The server uses the following directory to cache information for JavaServer Pages
(JSP):

server_root/ ht t ps- server_id/ Gl assCache/ virtual_server_id/ webapp_uri/

You can change the location of the JSP class cache using the scr at chdi r
initialization parameter of the j sp- ser vl et element in the web- apps. xnl file. For
more information, see “Other JSP Initialization Parameters,” on page 47.

When the server serves a JSP page, it creates a . j ava and a . cl ass file associated
with the JSP and stores them in the JSP class cache under the G assCache directory.
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The cache has a Ver si on file containing a version number that the server uses to
determine the structure of the directories and files in the caches. You can clean out
the caches by simply deleting the version file.

When the server starts up, if it does not find the version file, it deletes the directory
structures for the corresponding caches and re-creates the version file. Next time
the server serves a JSP page, it recreates the JSP class cache.

You can delete the version file simply by deleting it from the G assCache directory
as you would normally delete a file, or you can use the Java>Delete Version Files
page in the Server Manager to delete it. After deleting one or both version files, be
sure to restart the iPlanet Web Server to force it to clean up the appropriate caches
and to recreate the version file before the server serves any JSPs.

The JSP Command-Line Compiler

You can precompile JSPs for faster performance; this is recommended for
production servers. A command-line JSP compiler is included with iPlanet Web
Server. The JSP compiler is located under server_root/ bi n/ ht t ps/ bi n (make sure
this directory is in your path). The | W6_SERVER _HOVE environment variable must
be set to the server_root directory.

The format of the j spc command is as follows:
j spc [ options] jsp_files

The jsp_files can be one of the following:

files One or more JSP files to be compiled.

-webapp dir A directory containing a web application. All JSPs in the
directory and its subdirectories are compiled. You cannot
specify a WAR, JAR, or ZIP file.

The options for the j spc command are:

-q Enables quiet mode (same as - v0). Only fatal error messages
are displayed.
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a4

- v[ level]

-d dir

-dd dir

-p name

-C name

- mapped

- di e[ code]

-uri base dir

Enables verbose mode. The level is optional; the default is 2.
Possible level values are:

= 0 - fatal error messages only

e 1 -error messages only

= 2 -error and warning messages only

= 3 -error, warning, and informational messages

= 4 -error, warning, informational, and debugging
messages

Specifies the output directory for the compiled JSPs. Package
directories are automatically generated based on the
directories containing the uncompiled JSPs. The default
top-level directory is the directory from which j spc is
invoked.

Specifies the literal output directory for the compiled JSPs.
Package directories are not made. The default is the directory
from which j spc is invoked.

Specifies the name of the target package for all specified JSPs,
overriding the default package generation performed by the
- d option.

Specifies the target class name of the first JSP compiled.
Subsequent JSPs are unaffected.

Generates separate wr i t e calls for each HTML line and
comments that describe the location of each line in the JSP file.
By default, all adjacent wr i t e calls are combined and no
location comments are generated.

Causes the JVM to exit and generates an error return code if a
fatal error occurs. If the code is absent or unparsable it defaults
to 1.

Specifies the URI directory to which compilations are relative.
Applies only to explicitly declared JSP files.

This is the location of each JSP file relative to the uri r oot . If
this cannot be determined, the defaultis/ .
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-uriroot dir Specifies the root directory against which URI files are
resolved. Applies only to explicitly declared JSP files.

If this option is not specified, all parent directories of the first
JSP page are searched for a VEB- | NF subdirectory. The closest
directory to the JSP page that has one is used.

If none of the JSP’s parent directories have a \EB- | NF
subdirectory, the directory from which j spc is invoked is

used.
-webi nc file Creates partial servlet mappings for the - webapp option,
which can be pasted into aweb. xni file.
-webxm file Creates an entire web. xni file for the - webapp option.
-ieplugin class_id Specifies the Java plugin COM class ID for Internet Explorer.

Used by the <j sp: pl ugi n> tags.

-gencl ass Generates class files in addition to Java files. The JDK
tool s. j ar file must be in the JVM classpath.

The -webi nc and - webxnl options may not be useful for JSPs in iPlanet Web
Server.

For example, this command (all on one line) compiles the JSPs in the Helloworld
web application:

jspc -d dir -gencl ass -webapp
server_root/ pl ugi ns/ servl et s/ exanpl es/ web- apps/ Hel | oWor | d

The compiled JSPs are written under dir/ _j sps/ . You can then put these class files
in a JAR file.

Additional documentation for the JSP compiler is on the Jakarta site:
http://jakarta. apache. org/

Jasper and iPlanet Web Server 6.0 are not tightly integrated, so you might need to
edit the JVM Classpath (in the Configure JVM Attributes page of the Server
Manager or in the j vmi2. conf file) when deploying JSPs using tag libraries, beans,
and so on. For more information about JVM settings, see Appendix C, “JVM
Configuration.”
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Package Names Generated by the JSP
Compiler

When a JSP is compiled, a package is created for it. The package name starts with
_j sps and has each pathname component of the JSP prefixed with an underscore.
For example, the generated package name for / nyj sps/ hel l 0. j sp is

_j sps. _nyj sps.

Because of the implicit package name associated with a generated servlet, you need
an expliciti nport directive when you use a bean in a JSP, especially if the bean
doesn’t have a package name. For example:

<%@page inport="M/Bean" %
<j sp: useBean i d="nyBean" cl ass="MBean" />

Specifying that JSPs Are Precompiled

The j sp-servl et element in the web- apps. xnm file allows you to tell iPlanet Web
Server that JSPs in a virtual server are precompiled. Include the following tags
inside a vs element:

<j sp-servl et enable="true">
<init-paran
<par am nanme>use- pr econpi | ed</ par am name>
<par am val ue>tr ue</ param val ue>
</init-paranp
</jsp-servlet>

For more information about the web- apps. xm file, see Chapter 2, “Web
Applications.”

You do not need to install the JDK to run precompiled JSPs. However, you need the
JDK to develop new JSPs. For information about installing the JDK, see “What
Does the Server Need to Run JSP?,” on page 37.
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Other JSP Initialization Parameters

You can include the following initialization parameters under the j sp- ser vl et
element in your web- apps. xnl file. The JSP compiler uses the default values for
parameters that are not included in the file.

keepgener at ed

| argeFil e

scratchdir

mappedfil e

i eCl assld

use- preconpi |l ed

If set to t r ue (the default), keeps the generated Java files. If
f al se, deletes the Java files.

If settot r ue, static HTML is stored is a separate data file.
This is useful when a JSP is very large. The default is f al se.

The working directory created for storing all the generated
code. If this parameter is not specified, the default location is
server_root/ htt ps- server_id/ Cl assCache/ virtual_server_id/
webapp_uri/ .

If set to t r ue, generates separate wr i t e calls for each HTML
line and comments that describe the location of each line in
the JSP file. By default, all adjacent wr i t e calls are combined
and no location comments are generated.

The Java plugin COM class ID for Internet Explorer. Used by
the <j sp: pl ugi n> tags.

If set to t r ue, specifies that the JSPs in a virtual server are
precompiled and do not need to be compiled at runtime. The
defaultis f al se.

If set to t r ue, changes to JSPs are not automatically reloaded.

You can compile JSPs using the command line JSP compiler,
put the classes in a JAR file, and put the JAR file in the
VEB_| NF/ | i b directory of your web application.

JSP Tag Libraries and Standard Portable Tags

iPlanet Web Server supports tag libraries and standard portable tags. For more
information about tag libraries, see the JSP 1.1 specification at:

http://java. sun. conl product s/ j sp/ downl oad. ht m
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Debugging Servlets and JSPs

This appendix gives guidelines for debugging servlets and JSPs in iPlanet Web
Server 6.0. It includes the following sections:

= Servlet Debugging

= JSP Debugging

= Generating a Stack Trace for Debugging

= Using Forte for Java to Debug Servlets and JSPs
= JPDA Options for Debugging

Debugging servlets and JSPs requires that you edit thej viL2. conf file as described
in this chapter. For more general information about this file, see Appendix C, “JVM
Configuration.”

Servlet Debugging

If the server has been instructed to use a JDK, you can do remote servlet
debugging. If the server is using the JRE, you need to switch it to using the JDK
before you can do remote debugging. For information on instructing the server to
use the JDK or the JRE, see the section “Configuring JRE/JDK Paths,” on page 39.

Assuming that the server is using the JDK, you can enable remote debugging by
following these steps:

1. Make sure that the server is running in single-process mode. Single-process
mode is the default, but you can check in the file magnus. conf to make sure
that the MaxPr ocs parameter is not set to a value greater than 1. If you do not
see a setting for MaxPr ocs in magnus. conf , the default value of 1 is enabled for
it. For more information about single process mode versus multi-process
mode, see the iPlanet Web Server Administrator’s Guide.
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Set the following parameters inj viil2. conf as appropriate:

j vm enabl eDebug=1
j ava. conpi | er =NONE

To send exceptions to the client in addition to the log file, set the following
parameter. If the client is a browser, exceptions are displayed in the browser.

jvmtrace=7

On some platforms, you may be required to specify the bootclasspath. For
example, for Solaris platforms, if Java 1.2 isin/ j ava, you set it as follows in
jvml2. conf:

j vm opti on=- Xboot cl asspath:/java/lib/tools.jar:/javal/jrel/lib/rt.jar

Start the server manually and record the password for remote debugging (this
is displayed on the console).

Start the Java debugger:

jdb -host your _host -password the_password

You should be able to debug your Java classes now using the j db command.

JSP Debugging

You can debug your JSPs by following these steps:

1.

Make sure that the server is running in single-process mode. Single-process
mode is the default, but you can check in the file magnus. conf to make sure
that the MaxPr ocs parameter is not set to a value greater than 1. If you do not
see a setting for MaxPr ocs in magnus. conf , the default value of 1 is enabled for
it. For more information about single process mode versus multi-process
mode, see the iPlanet Web Server Administrator’s Guide.

Set the following parameters inj viil2. conf as appropriate:
j ava. conpi | er =NONE

jvmtrace=6
nes. j sp. enabl edebug=1
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3. To send exceptions to the client in addition to the log file, set the following
parameter. If the client is a browser, exceptions are displayed in the browser.

jvmtrace=7

Setting j ava. conpi | er =NONE includes line numbers of the Java source code in the
verbose output of the log files. Settingj vm trace=6 or j vm t r ace=7 enables
verbose output from the JSP compiler and the servlet engine. Setting

nes. j sp. enabl edebug=1 makes iPlanet Web Server 6.0 generate debuggable Java

servlets from the JSPs.

Generating a Stack Trace for Debugging

You can generate a Java stack trace for debugging as described here:

http://devel oper.java. sun. conf devel oper/technical Articl es/ Programm ng/ St acktrace/

Comment out the j vm opt i on=- Xr s flag (for reduced signal usage) in the
j vi2. conf file before generating the stack trace. If the - Xr s flag is used, the server
may simply dump core and restart when you send the signal to generate the trace.

For more about the j vinl2. conf file and usingj vm opt i on, see Appendix C, “JVM
Configuration.”

Using Forte for Java to Debug Servlets and JSPs

To set up iPlanet Web Server so you can use the Forte for Java debugger, follow
these steps:

1. If you have not already done so, install the JDK version 1.2.x that iPlanet Web
Server requires as described in “What Does the Server Need to Run JSP?,” on
page 37. The specific version you need depends on your platform.

2. Install the JDK version 1.3, available here:

http://java. sun.conlj2se/ 1. 3/

Although iPlanet Web Server uses the JDK version 1.2.x, Forte for Java requires
version 1.3.

3. Install Forte for Java, Community Edition 1.0, available here:

http://ww. sun.com forte/ffj/cel
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10.

iPlanet strongly recommends that you also install the JPDA, available here:
http://java. sun. coni product s/ j pda/

If you installed the JPDA, copy all the files from the jpda_install/ bi n directory
to the jdk1.2_install/ j r e/ bi n directory. Also copy the j pda. j ar file from the
jpda_install/ | i b directory to the jdk1.2_install/ j re/ I i b/ ext directory.

Note that the JPDA runs on JDK 1.2, not 1.3.

On Windows NT, add the following line to the magnus. conf file to enable the
NT console:

Init fn="nt-console-init" stdout=consol e stderr=consol e

Edit the j vmi2. conf file to enable remote debugging. If you did not install the
JPDA, add the following lines:

j vm enabl eDebug=1

jvm conpi | er =NONE

If you installed the JPDA, add the following lines:

j vm enabl eDebug=1

j vm conpi | er =NONE

jvm option=-cl assic

j vm opt i on=- Xnoagent

j vm opti on=- Xrunj dwp: transport =dt _socket, server =y, suspend=n

Start Forte for Java, and mount the directory that contains the servlet or JSP
you want to debug.

Start iPlanet Web Server. You will see a line similar to the following displayed
in the console:

Listening for transport dt_socket at address: port_number
Write down this port_number.

In Forte for Java, select the Debug menu and the Attach to VM... option. Type
the port_number in the Port: text box, then select OK.

You are now ready to debug your servlet or JSP.
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JPDA Options for Debugging

A list of debugging options that you can include in the j vimi2. conf file if the JPDA
is installed is available here:

http://java. sun. conl product s/ j pda/ doc/ conni nv. ht m #l nvocat i on
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Chapter 6

Session Managers

Session objects maintain state and user identity across multiple page requests over
the normally stateless HTTP protocol. A session persists for a specified time
period, across more than one connection or page request from the user. A session
usually corresponds to one user, who may visit a site many times. The server can
maintain a session either by using cookies or by rewriting URLSs. Servlets can
access the session objects to retrieve state information about the session.

This appendix has the following sections:
* Session Overview

= Specifying a Session Manager

= |WSSessionManager

= MMapSessionManager (Unix Only)
= Deprecated Session Managers

= Load Balancing, Session Failover, and Session IDs

Session Overview

An HTTP session represents the server’s view of the session. The server considers a
session new under these conditions:

= The client does not yet know about the session.
= The session has not yet begun.

A session manager automatically creates new session objects whenever a new
session starts. In some circumstances, clients do not join the session, for example, if
the session manager uses cookies and the client does not accept cookies.
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iPlanet Web Server 6.0 comes with these session managers for creating and
managing sessions:

= | WBSessi onManager -- the default session manager, which can use a database
or a file store for persistent sessions, and can run in single-process or
multi-process mode.

= MvapSessi onManager (Uni x Only) -- a session manager for running the
server in multi-process mode. Does not support distributed sessions.

= Sinpl eSessi onManager -- a deprecated simple session manager. Does not
support distributed sessions.

= JdbcSessi onManager -- a deprecated session manager that stores session
information in a database using the JDBC API and that supports distributed
sessions.

Multi-process mode is supported only on Unix platforms. All multi-process mode
features of session managers are ignored on Windows NT.

iPlanet Web Server 6.0 also allows you to develop your own session managers and
load them into the server. The source code files for session manager classes are
provided as a starting point for you to define your own session managers if
desired. These Java files are in the directory

server_root/ pl ugi ns/ servl et s/iws-api s/ sessi ons.

Specifying a Session Manager

56

By default iPlanet Web Server uses | WsSessi onManager as the session manager for
servlets. You can change the session manager in any of the following ways:

= Edit the file web- apps. xm in the directory server_id/ confi g.

Add a sessi on- manager element within the web- app element for the servlet or
JSP as in the following example:

<sessi on- manager
cl ass="comi pl anet. server. http. sessi on. Your SesMyr’
<init-paran
<par am nane>maxSessi ons</ par am nanme>
<par am val ue>1000</ par am val ue>
</init-paran>
<init-paran>
<par am nane>t i meQut </ par am name>
<par am val ue>1800</ par am val ue>

iPlanet Web Server, Enterprise Edition Programmer’s Guide to Servlets ¢« May 2001



Specifying a Session Manager

</init-paranp
<init-parane
<par am nane>r eapl nt erval </ par am nane>
<par am val ue>600</ par am val ue>
</init-paranp
</ sessi on- nanager >

For more information about the web- apps. xn file, see Chapter 2, “Web
Applications.”

Use the Legacy Servlets>Configure Global Servlet Attributes page in the Server
Manager interface.

In the Session Manager field, specify the session manager, and, if appropriate,
specify parameters for the session manager in the Session Manager Args field.

Edit the file servl et s. properti es in the directory server_id/ confi g. This will
apply to the default virtual server only.

Add a line specifying a value for ser vl et s. sessi onngr and, if appropriate,
also add a line specifying the parameters for the session manager. For example:

servl ets. sessi onngr=com i pl anet. server. http. sessi on. Your SesMyr
servl ets. sessionngr.initArgs=naxSessi ons=20, ti neCut =300, r eapl nt er val =150

Edit the file cont ext s. properti es in the directory server_id/ confi g. This will
apply to the default virtual server only.

Add a line specifying a value for cont ext . context_name. sessi onngr and, if
appropriate, also add a line specifying the parameters for the session manager.
For example:

cont ext. gl obal . sessi onmgr =com i pl anet. server. http. sessi on. Your SesMyr
cont ext. gl obal . sessi onngr. i ni t Args=maxSessi ons=20, ti meQut =300

You can change the global context or define a new context and assign specific
servlets to it. For more information, see Chapter 8, “Legacy Servlet and JSP
Configuration.”
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IWSSessionManager

The | WsSessi onManager is the default session manager.

| WeSessi onManager works in both single process and multi-process mode. It can
be used for sharing session information across multiple processes possibly running
on different machines. The MaxPr ocs directive in the magnus. conf file determines
whether the server is running in single process mode or multi-process mode. For
more information, see the NSAPI Programmer’s Guide for iPlanet Web Server.

For session persistence, | WsSessi onManager can use a database or a distributed
file system (DFS) path that is accessible from all servers in a server farm. Each
session is serialized to the database or distributed file system. You can also create
your own persistence mechanism.

If iPlanet Web Server is running in single-process mode, then by default, no session
persistence mode is defined and therefore sessions are not persistent.

If iPlanet Web Server is running in multi-process mode, sessions are persistent by
default. If a persistence mode is not defined, | WsSessi onManager uses a DFS.

Multi-process mode is supported only on Unix platforms. All multi-process mode
features of | WsSessi onManager are ignored on Windows NT.

Parameters for IWSSessionManager

| WeSessi onManager takes the following parameters:

= maxSessi ons - the maximum number of sessions maintained by the session
manager at any given time. The session manager refuses to create any more
new sessions if there are already maxSessi ons number of sessions present at
that time. The default value is 1000.

< timeQut -the amount of time in seconds after a session is accessed by the client
before the session manager destroys it. Those sessions that haven’t been
accessed for at least t i meQut seconds are destroyed by the r eaper method. The
default value is 1800 (30 minutes).

If sessi on-ti meout is specified in web. xm , it overrides this ti meQut
parameter value. For details, see “session-timeout,” on page 15.

e reaplnterval -theamount of time in seconds that the Sessi onReaper thread
sleeps before calling the r eaper method again. The default value is 600 (10
minutes).
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maxLocks - the number of cross-process locks to use for synchronizing access
to individual sessions across processes. The default value is 10. This default
value is used if the value 0 is specified. This parameter is ignored in
single-process mode.

sessi on- dat a- st or e - the name of the class that determines the means of
session persistence. The classes supplied with iPlanet Web Server are:

o comiplanet.server. http. session.JdbcStore
o comiplanet.server. http.session.FileStore

If you do not specify the sessi on- dat a- st or e parameter, sessions are not
persistent in single-process mode, and Fi | eSt or e is the default in
multi-process mode.

The JdbcSt or e and Fi | eSt or e classes are subclasses of the
Sessi onDat aSt or e class. You can create your own class that implements
session persistence by extending Sessi onDat aSt or e.

NOTE Prior to using JdbcSt or e, you must create the table in which the

session information is stored. The name of the table is specified by
the t abl e parameter, and the table’s four columns are specified by
the accessTi meCol umn, t i meQut Col umm, sessi onl dCol umm, and
val ueCol urm parameters.

If the sessi on- dat a- st or e parameter is set to the JdbcSt or e or Fi | eSt or e class,
| WeSessi onManager takes the following additional parameter:

sessi on-fail over - enabl ed - specifies whether sessions are reloaded from
the persistent store for every request, and always forced to true in
multi-process mode.

If the sessi on- dat a- st or e parameter is set to the Fi | eSt or e class,
| WeSessi onManager takes the following additional parameter:

sessi on-dat a- di r - the directory in which session data for all servers and
web applications is kept.

If the sessi on- dat a- di r parameter is not specified, the following directory is
used by default:

server_root/ server_id/ Sessi onDat a/ virtual_server_id/ web_app_URI

If the sessi on- dat a- st or e parameter is set to the JdbcSt or e class,
| WSessi onManager takes the following additional parameters:
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e provider -the JDBC driver (the default is sun. j dbc. odbc. JdbcOdbcDri ver).
For more information about the JDBC API, see the following web site:

http://java. sun. coni product s/ j dbc/i ndex. ht m

NOTE The JdbcSt or e class does not recognize JDBC driver classes
assigned to the cl asspat h attribute of the cl ass- | oader element
in web- apps. xnl . Assign them to the j vm cl asspat h variable in
thej vmi2. conf file instead. For more information, see Appendix C,
“JVM Configuration.”

= url -the data source (the default isj dbc: odbc: Local Server).

= tabl e - name of the SQL table that store sessions (the default is sessi ons).
= usernane - the login username for the database.

= password - the login password for the database.

= reaperActive - tells the session manager whether to run session reaper to
remove expired sessions from the database when t r ue, which is the default
value. It is recommended that only one server in the cluster be running the
reaper.

e accessTi neCol umm - the name of the column that holds the last access time in
minutes (the default name is AccessTi ne). The SQL type is NUMERIC(9).

e timeQut Col um - the name of the column that holds the session timeout in
minutes (the default name is Ti neQut ). The SQL type is NUMERIC(9).

= sessi onl dCol umm - the name of the column that holds the session ID (the
default name is Sessi onl D). The SQL type is VARCHAR(100).

= val ueCol umm - the name of the column that holds the session object (the
default name is Val ue). The SQL type is VARBINARY (4096). This column must
be large enough to accommodate all your session data.

Each type of operation on the database that handles session information (looking
up, inserting, updating, and deleting) is performed by a corresponding dedicated
connection. Each of these connections has a precompiled SQL statement for higher
performance. The following parameters allow you to customize the number of
dedicated connections that perform each of the operations.

= | ookupPool -the number of connections that perform lookup operations (the
default is 4 connections).
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i nsert Pool -the number of connections that perform insert operations (the
default is 4 connections).

updat ePool - the number of connections that perform update operations (the
default is 4 connections).

del et ePool - the number of connections that perform delete operations (the
default is 2 connections).

Enabling IWSSessionManager

You may want to enable | WeSessi onManager to change its default parameters.
You can also enable | WsSessi onManager for a particular context if the server is
running in single process mode. To enable iPlanet Web Server to use

| WSessi onManager , do any of the following:

Edit the file web- apps. xnl in the directory server_id/ confi g.

Add a sessi on- nanager element within the web- app element for the servlet or
JSP as in the following example:

<sessi on- manager
cl ass="comi pl anet. server. http. sessi on. | WsSessi onManager’
<init-paran
<par am nane>maxSessi ons</ par am nanme>
<par am val ue>1000</ par am val ue>
</init-paran>
<init-paran
<par am nane>t i meQut </ par am name>
<par am val ue>1800</ par am val ue>
</init-paran>
<i nit-paran
<par am nane>r eapl nt er val </ par am nanme>
<par am val ue>600</ par am val ue>
</init-paran>
<i nit-paran
<par am nane>sessi on- dat a- di r </ par am name>
<par am val ue>/ net/ dot com com sessi ons</ par am val ue>
</init-paran>
</ sessi on- manager >

For more information about the web- apps. xnm file, see Chapter 2, “Web
Applications.”

Chapter 6 Session Managers 61



MMapSessionManager (Unix Only)

= Use the Legacy Servlets>Configure Global Serviet Attributes page in the Server
Manager interface.

In the Session Manager field specify:

comipl anet. server. http. sessi on. | WESessi onManager

You can also specify parameters for the session manager in the Session
Manager Args field, for example:

maxSessi ons=20, sessi on- dat a- di r =/ net/ dot com com sessi ons

Source Code for IWSSessionManager

The | WsSessi onManager creates an | WeHt t pSessi on object for each session. The
source files for | WsSessi onManager . j ava and | W6Ht t pSessi on. j ava are in the
server_root/ pl ugi ns/ servl et s/ i ws- api s/ sessi ons directory. The source code
files for | WsSessi onManager . j ava and | WeHt t pSessi on. j ava are provided so
you can use them as the starting point for defining your own session managers and
session objects.

| WeSessi onManager extends | WeHt t pSessi onManager . The class file for

| WBHt t pSessi onManager is in the JAR file NSSer vl et Layer . j ar in the directory
server_root/ bi n/ htt ps/jar. The | WsSessi onManager implements all the methods
in | WeHt t pSessi onManager that need to be implemented, so you can use

| WSessi onManager as an example of how to extend | WsHt t pSessi onManager .
When compiling your subclass of | WeSessi onManager or

| WBHt t pSessi onManager , be sure that the JAR file NSSer vl et Layer . jar isin
your compiler’s classpath.

The JdbcStore. java and Fi | eSt or e. j ava source files and the source file for the
parent class, Sessi onDat aSt or e. j ava, are provided so you can modify the session
persistence mechanism of | WSessi onManager . These files are also located in the
directory server_root/ pl ugi ns/ servl et s/ i ws- api s/ sessi ons.

MMapSessionManager (Unix Only)

This is a persistent memory map (mmap) file based session manager that works in
both single process and multi-process mode.

The MaxPr ocs directive in the magnus. conf file determines whether the server is
running in single process mode or multi-process mode. For more information, see
the NSAPI Programmer’s Guide for iPlanet Web Server.
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Parameters

MvapSessi onManager takes the following parameters:

maxSessi ons - the maximum number of sessions maintained by the session
manager at any given time. The session manager refuses to create any more
new sessions if there are already maxSessi ons number of sessions present at
that time. The default value is 1000.

maxVal uesPer Sessi on - the maximum number of values or objects a session
can hold. The default value is 10.

maxVal ueSi ze - the maximum size of each value or object that can be stored in
the session. The default value is 4096.

ti meQut - the amount of time in seconds after a session is last accessed by the
client before the session manager destroys it. Those sessions that haven’t been
accessed for at least t i meQut seconds are destroyed by the r eaper method. The
default value is 1800 (30 minutes).

If sessi on-ti meout is specified in web. xm , it overrides this ti meQut
parameter value. For details, see “session-timeout,” on page 15.

reapl nt erval -the amount of time in seconds that the Sessi onReaper thread
sleeps before calling the r eaper method again. The default value is 600 (10
minutes).

maxLocks - the number of cross-process locks to use for synchronizing access
to individual sessions across processes. The default value is 1. This default
value is used if the value 0 is specified. This parameter is ignored in
single-process mode.

Enabling MMapSessionManager

You may want to enable MvapSessi onManager to change its default parameters.
You can also enable MvapSessi onManager for a particular context if the server is
running in single process mode. To enable iPlanet Web Server to use

MvapSessi onManager , do any of the following:

Use the Legacy Servlets>Configure Global Servlet Attributes page in the Server
Manager interface.

In the Session Manager field specify:

comipl anet. server. http. sessi on. MMapSessi onManager

Chapter 6 Session Managers 63



MMapSessionManager (Unix Only)

You can also specify parameters for the session manager in the Session
Manager Args field, for example:

maxSessi ons=20, maxVal ueSi ze=1024, t i nreQut =300

= Editthefileservl ets. properties inthe directory server_id/ confi g. This will
apply to the default virtual server only.

Add a line specifying a value for ser vl et s. sessi onngr and a line specifying
the parameters for the session manager:

servl ets. sessi onnmgr =com i pl anet. server. http. sessi on. MMapSessi onManager

servl ets. sessi onngr.initArgs=naxSessi ons=20, maxVal ueSi ze=1024, t i neQut =300

= Editthefile cont exts. properti es inthe directory server_id/ confi g. This will
apply to the default virtual server only.

Add a line specifying a value for cont ext . context_name. sessi onngr and a
line specifying the parameters for the session manager:

cont ext . gl obal . sessi onngr=com i pl anet. server. http. sessi on. MMapSessi onManager

cont ext . gl obal . sessi onngr. i ni t Args=maxSessi ons=20, maxVal ueSi ze=1024, t i meQut =300
You can change the global context or define a new context and assign specific
servlets to it. For more information, see Chapter 8, “Legacy Servlet and JSP
Configuration.”

This session manager can only store objects that implement
java.io. Serializable.

Deleting SessionData Version Files

If the server uses the MvapSessi onManager session manager, it stores persistent
session information in the Sessi onDat a directory. This cache has a Ver si on file
containing a version number that the server uses to determine the structure of the
directories and files in the caches. You can clean out the caches by simply deleting
the version file.

When the server starts up, if it does not find the version file, it deletes the directory
structures for the corresponding caches and re-creates the version file. The next
time the server serves a servlet while using MvapSessi onManager session manager,
it recreates the session data cache.

You can delete the version file simply by deleting it from the Sessi onDat a
directory as you would normally delete a file, or you can use the Java>Delete
Version Files page in the Server Manager to delete it. After deleting the version file,
be sure to restart the iPlanet Web Server to force it to clean up the appropriate
caches and to recreate the version file before the server serves any servlets.
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Deprecated Session Managers

The Si npl eSessi onManager and the JdbcSessi onManager are provided for
backward compatibility with iPlanet Web Server 4.x.

NOTE The parent class of the deprecated session managers is also

deprecated and is included for backward compatibility only:
com net scape. server. http. sessi on. NSHt t pSessi onManager
Extend the following class instead:

comipl anet. server. http. session. | WsHt t pSessi onManager

SimpleSessionManager

The Si npl eSessi onManager works only in single process mode. Its sessions are
not persistent, that is, all sessions are lost when the server is stopped.

NOTE The Si npl eSessi onManager is deprecated and is included for

backward compatibility only. Use | WsSessi onManager with no
session persistence instead.

Parameters
The Si npl eSessi onManager class takes the following parameters:

maxSessi ons - the maximum number of sessions maintained by the session
manager at any given time. The session manager refuses to create any more
new sessions if there are already maxSessi ons number of sessions present at
that time. The default value is 1000.

ti meQut - the amount of time in seconds after a session is accessed by the client
before the session manager destroys it. Those sessions that haven’t been
accessed for at least t i meQut seconds are destroyed by the r eaper method. The
default value is 1800 (30 minutes).

If sessi on-ti meout is specified in web. xm , it overrides this ti meQut
parameter value. For details, see “session-timeout,” on page 15.

reapl nt erval -the amount of time in seconds that the Sessi onReaper thread
sleeps before calling the r eaper method again. The default value is 600 (10
minutes).

Chapter 6 Session Managers 65



Deprecated Session Managers

Enabling SimpleSessionManager

You may want to enable Si npl eSessi onManager to change its default parameters.
You can also enable Si npl eSessi onManager for a particular context if the server is
running in multi-process mode. To enable the iPlanet Web Server to use

Si npl eSessi onManager , do any of the following:

= Use the Legacy Servlets>Configure Global Servlet Attributes page in the Server
Manager interface.

In the Session Manager field specify:
com net scape. server. http. sessi on. Si npl eSessi onManager

You can also specify parameters for the session manager in the Session
Manager Args field, for example:

maxSessi ons=20, ti mneQut =300, r eapl nt er val =150

= Editthefileservl ets. properties inthe directory server_id/ confi g. This will
apply to the default virtual server only.

Add a line specifying a value for servl et s. sessi onngr and a line specifying
the parameters for the session manager:

servl ets. sessi onmgr =com net scape. server. http. sessi on. Si mpl eSessi onManager
servl ets. sessi onngr.ini t Args=maxSessi ons=20, ti meQut =300, r eapl nt er val =150

= Editthefile cont exts. properti es inthe directory server_id/ confi g. This will
apply to the default virtual server only.

Add a line specifying a value for cont ext . context_name. sessi onngr and a
line specifying the parameters for the session manager:

cont ext . gl obal . sessi onngr =com net scape. server. http. sessi on. Si npl eSessi onManager
cont ext . gl obal . sessi onngr. i ni t Args=maxSessi ons=20, ti neQut =300, r eapl nt er val =150

You can change the global context or define a new context and assign specific
servlets to it. For more information, see Chapter 8, “Legacy Servlet and JSP
Configuration.”

JdbcSessionManager

This is a persistent JDBC-based session manager that works in both single process
and multi-process modes. It can be used to store sessions in a custom database,
which can then be shared across multiple processes possibly running on different
machines.
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NOTE The JDBCSessi onManager is deprecated and is included for

backward compatibility only. Use | WsSessi onManager with
JdbcSt or e session persistence instead.

This sample JDBC session manager is not written, tested, or intended for
production use. It is provided so that you can customize its behavior to suit your
own needs.

JdbcSessi onManager has been tested with a standard JDBC-ODBC driver against
Microsoft SQL Server 7.0SP1. You must set up the ODBC source, database, and
table for the session manager to use. It is recommended that the Session ID column
be indexed for higher lookup performance.

Parameters
JdbcSessi onManager takes the following parameters:

ti meQut -the amount of time in seconds after a session is accessed by the client
before the session manager destroys it. Those sessions that haven’t been
accessed for at least t i meQut seconds are destroyed by the r eaper method. The
default value is 1800 (30 minutes).

If sessi on-ti meout is specified in web. xn , it overrides this ti meQut
parameter value. For details, see “session-timeout,” on page 15.

provi der - the JDBC driver (the default is sun. j dbc. odbc. JdbcOdbceDri ver).
For more information about the JDBC API, see the following web site:

http://java. sun. coni product s/ j dbc/i ndex. ht m

NOTE The JdbcSt or e class does not recognize JDBC driver classes

assigned to the cl asspat h attribute of the cl ass- | oader element
in web- apps. xnl . Assign them to the j vm cl asspat h variable in
thej vmi2. conf file instead. For more information, see Appendix C,
“JVM Configuration.”

url - the data source (the default isj dbc: odbc: Local Server).
t abl e - name of the SQL table that store sessions (the default is sessi ons).
user nane - the login username for the database.

passwor d - the login password for the database.
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r eaper Act i ve - tells the session manager whether to run session reaper to
remove expired sessions from the database when t r ue, which is the default
value. It is recommended that only one server in the cluster be running the
reaper.

accessTi meCol um - the name of the column that holds the last access time in
minutes (the default name is AccessTi ne). The SQL type is NUMERIC(9).

sessi onl dCol umm - the name of the column that holds the session ID (the
default name is Sessi onl D). The SQL type is VARCHAR(100).

val ueCol umm - the name of the column that holds the session object (the
default name is val ue). The SQL type is VARBINARY (4096). This column must
be large enough to accommodate all your session data.

Each type of operation on the database that handles session information (looking
up, inserting, updating, and deleting) is performed by a corresponding dedicated
connection. Each of these connections has a precompiled SQL statement for higher
performance. The following parameters allow you to customize the number of
dedicated connections that perform each of the operations.

| ookupPool -the number of connections that perform lookup operations (the
default is 4 connections).

i nsert Pool -the number of connections that perform insert operations (the
default is 4 connections).

updat ePool - the number of connections that perform update operations (the
default is 4 connections).

del et ePool - the number of connections that perform delete operations (the
default is 2 connections).

Enabling JdbcSessionManager

You may want to enable JdbcSessi onManager to change its default parameters.
You can also enable JdbcSessi onManager for a particular context if the server is
running in single process mode. To enable iPlanet Web Server to use

JdbcSessi onManager , do any of the following:

Use the Legacy Servlets>Configure Global Servlet Attributes page in the Server
Manager interface.

In the Session Manager field specify:
com net scape. server. http. sessi on. JdbcSessi onManager

You can also specify parameters for the session manager in the Session
Manager Args field, for example:

68 iPlanet Web Server, Enterprise Edition Programmer’s Guide to Servlets ¢« May 2001



Load Balancing, Session Failover, and Session IDs

ti meQut =1200, user nane=nysessi on, passwor d=nypasswor d

= Editthefileservl ets. properties inthe directory server_id/ confi g. This will
apply to the default virtual server only.

Add a line specifying a value for servl et s. sessi onngr and a line specifying
the parameters for the session manager:
servl ets. sessi onngr =com net scape. server. http. sessi on. JdbcSessi onManager

servl ets. sessionngr.initArgs=tineCut=1200, user name=nysessi on, passwor d=nypasswor d

= Editthefile cont exts. properties inthe directory server_id/ confi g. This will
apply to the default virtual server only.

Add a line specifying a value for cont ext . context_name. sessi onngr and a
line specifying the parameters for the session manager:

cont ext . gl obal . sessi onngr =com net scape. server. http. sessi on. JdbcSessi onManager

cont ext . gl obal . sessi onngr. i ni t Args=ti meQut =1200, user nanme=nysessi on, passwor d=nypasswor d
You can change the global context or define a new context and assign specific
servlets to it. For more information, see Chapter 8, “Legacy Servlet and JSP
Configuration.”

This session manager can only store objects that implement
java.io. Serializable.

Load Balancing, Session Failover, and Session

IDs

iPlanet Web Server 6.0 supports server farm (or cluster) configurations with
off-the-shelf, session-aware front-end load balancers such as Resonate. iPlanet Web
Server 6.0 implements sticky sessions by prefixing the node_id of the server host
that generated the session to JSESSIONID, the session cookie name specified in the
Servlets 2.2 specification, as follows:

Set - Cooki e: JSESSI ONI D=node_id- 3ad%@253A39¢02099%253Ad19e53e2a2;
pat h=/ app; expi res=Thu, 14-Sep-2000 01:19:30 GMI

This enables the front-end load balancer to forward future requests to the same
host that generated the session.

If the session manager used by a cluster supports distributed sessions, an alternate
server can pick up a session created by a server that crashed. The

| WSessi onManager supports distributed sessions if its sessi on- dat a- st ore
parameter has a value that defines the mode of session persistence. The

JdbcSessi onManager also supports distributed sessions.
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NOTE The session ID generator, which is used for servlet sessions,
employs cryptographically strong unique random number
generation algorithms. This may present a performance problem on
older, slow machines. The Session Manager API allows you to
redefine the random ID generation method and customize it to
your particular needs (see the | WsSessi onManager . j ava example
file described in “Source Code for IWSSessionManager,” on page
62).

NOTE iPlanet Web Server session managers generate session IDs with a
maximum length of 108 ASCII characters.
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API Clarifications

This appendix clarifies ways in which the Servlet 2.2 API specification is
implemented in iPlanet Web Server 6.0 in the following sections:

= Clarification of HttpSession Scope
e Clarifications for Using Methods

e Other Useful Information

Clarification of HttpSession Scope

The Servlet 2.2 API Specification is open to interpretation in regard to the scope of
HttpSession objects.

By default, iPlanet Web Server marks the session tracking cookie’s path to that of
the context or application’s contextPath. This results in the browser not replaying a
session cookie to an application for which it is not intended. Hence, the
HttpSession objects are scoped appropriately.

However, if servlet A in one context dispatches a request to servlet B in a different
context, the specification is open to interpretation. By default iPlanet Web Server
permits this, and you must make sure that the attributes placed in the HttpSession
object are loaded by a class loader that is common to the applications involved.
You can use a virtual-server-level class loader or the system class loader, although
this is not generally recommended.

To allow different applications to share sessions and session attributes:
= Use a common session manager at the virtual server level.

<vs>
<sessi on- nanager class="..." />
</vs>
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Make sure that the session attributes are loaded by the virtual-server-level
class loader. Add any common beans and so on that are going to be used as
session attributes to the classpath there.

<vs>
<cl ass-1 oader cl asspat h="/myapps/sessionattrs.jar" />
</vs>

This configuration lets you share sessions across all applications within a virtual
server or none at all. For iPlanet Web Server 6.0, there is no way that only a set of
applications can share the same session data.

Clarifications for Using Methods

This section provides clarifications for using the following Servlet 2.2 APl methods
with iPlanet Web Server 6.0:

HttpServlet.service

ServletContext.getAttribute
ServletRequest.setAttribute
ServletRequest.getParameter
ServletResponse.getOutputStream and getWriter

RequestDispatcher.forward and include

For the official documentation for the methods discussed here (and for all servlet
API methods) see the Servlets APl Javadoc published by Sun Microsystems at:

http://java. sun. coni product s/ servl et/ 2. 2/ javadoc/ i ndex. ht m
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HttpServiet.service

public void service(Servl et Request req, ServletResponse res) throws
Servl et Exception, java.io.|CException

This method dispatches client requests to the protected ser vi ce method.

Clarification

Servlets may create additional threads to handle their service logic. However, the
API functions exposed by these objects must be accessed by either the request
handling thread or one of the threads the servlet created, but not by both
simultaneously.

ServletContext.getAttribute

public java.lang. Object getAttribute(java.lang. String nane)

Returns the servlet container attribute with the given name, or nul | if there is no
attribute by that name.

Clarification

To obtain the context class loader (aj ava. | ang. C assLoader object), use the
comipl anet.server. http.servlet.cl assl oader attribute. To obtain the
context class loader’s classpath (aj ava. | ang. St ri ng object), use the

com i pl anet.server. http.servlet.cl asspat h attribute.To obtain the context
class loader’s reload interval (aj ava. | ang. I nt eger object), use the

comipl anet.server. http.servlet.rel oad-interval attribute.

ServletRequest.setAttribute

public void setAttribute(java.lang. String nane, java.lang. Object 0)

Stores an attribute in this request. Attributes are reset between requests. This
method is most often used in conjunction with Request Di spat cher.

Clarification

You can set the com i pl anet . server. http. servl et. paramet er Encodi ng
attribute in the request object to allow the get Par anet er method to know the
encoding of the parameters it extracts.
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ServletRequest.getParameter

public java.lang. String getParaneter(java.lang. String nane)

Retrieves the value associated with a parameter name.

Clarification

When your form fields contain non-UTF-8 characters, you must do one of the
following, or the values extracted by the get Par anet er method are zeros or are
undefined:

= Set the enc attribute of the par anet er - encodi ng element to aut o (the default)
in the web- apps. xnl file. For more information, see “parameter-encoding,” on
page 22.

= Set the par anet er Encodi ng property to aut o (the default) or r esponseCT in
the cont ext s. properti es file, as in iPlanet Web Server 4.x. For more
information, see “parameterEncoding,” on page 92.

Because the original encoding used to enter data into form fields is lost when the
data is URL-encoded, you must do the following:

= Always set the response content type when sending a form to a client. This
ensures that the entire form gets safely to the client.

< When sending form data to a server that uses a different locale than the form
fields, you must tell the server the char set before you call the get Par anet er
method, as follows:

o If the servlet or JSP that generated the form is different than the one
processing the form, use a hidden field in the form (called j _encodi ng by
default), for example:

<i nput type="hi dden" nanme="j _encodi ng" val ue="US_ASCl | ">

o Setthecom i pl anet.server. http. servlet. paranet er Encodi ng
attribute in the request object (see “ServletRequest.setAttribute,” on page
73). The get Par anet er method uses this attribute to decode the
parameters.

o If par anet er Encodi ng=r esponseCT in cont ext s. properti es and the
same servlet or JSP generates and processes the form, you can set the
response content type. For servlets, explicitly set it as in this example:

res. set Content Type("text/plain; charset=Shift_JIS");
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For JSPs, set the response content type using a page directive, for example:

<%@ page content Type="text/htm ; charset=gb2312" %

ServletResponse.getOutputStream and
getWriter

public Servl et Qut put Stream get Qut put Strean() throws
java.io. | CException

Returns a Ser vl et Qut put St r eamsuitable for writing binary data in the response.
The servlet container does not encode the binary data. Either this method or
get Wi t er may be called to write the body, not both.

public java.io.PrintWiter getWiter() throws java.io.|OException

Returns a Pri nt Wi t er object that can send character text to the client. The
character encoding used is the one specified in the char set = property of the
set Cont ent Type(j ava. | ang. St ri ng) method, which must be called before
calling this method for the charset to take effect.

Either this method or get Qut put St r eammay be called to write the body, not both.

Clarification

The specification recommends that when a servlet calls the get Wi t er method on a
response for which the get Qut put St r eammethod has already been called, or the
other way around, the servlet container should throw an

I'l'l egal St at eExcepti on.

iPlanet Web Server 6.0 doesn’t throw the exception, while ensuring that the writes
to writer and the output stream are ordered. This implementation is more lenient
but preserves correctness and permits scenarios like these:

= Aservlet calls get Qut put St r eamand throws an exception, and a JSP is used
for the exception page. With strict compliance, this fails, because the JSP tries to
call get Wi t er on the response object.

e AJSP thatcalls get Wi t er includes a servlet that calls get Qut put St r eam
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RequestDispatcher.forward and include

public void forward(Servl et Request request, Servl etResponse
response) throws Servl et Exception, |COException;

Used for forwarding a request from this servlet to another resource on the web
server. This method is useful when one servlet does preliminary processing of a
request and wants to let another object generate the response.

The request object passed to the target object will have its request URL path and
other path parameters adjusted to reflect the target URL path of the target object.

You cannot use this method if a Ser vl et Qut put St r eamobject or Print Wi ter
object has been obtained from the response. In that case, the method throws an
I'l'l egal St at eExcepti on.

public void include(Servl et Request request, Servl etResponse
response) throws Servl et Exception, |OException;

Used for including the content generated by another server resource in the body of
aresponse. In essence, this method enables programmatic server-side includes. The
request object passed to the target object reflects the request URL path and path
info of the calling request. The response object only has access to the calling
servlet’s Ser vl et Qut put St r eamobject or Pri nt Wi t er object.

An included servlet cannot set headers. If the included servlet calls a method that
needs to set headers (such as cooki es), it will not work. As a servlet developer, you
must ensure that any methods that might need direct access to headers are
properly resolved. To ensure that a session works correctly, start the session
outside the included servlet, even if you use session tracking.

Clarification

IniPlanet Web Server 6.0, the di spat cher . f or war d method may or may not throw
an || egal St at eExcepti on when either Wit er or Qut put St r eamhave been
obtained. This behavior follows the 2.2 draft and is needed for JSP error page
handling. It throws the exception only if the actual data has been flushed out and
sent to the client. Otherwise, the data pending in the buffer is simply discarded.

The f orwar d and i ncl ude methods may throw a Ser vl et Except i on if the target
URI is identified as an unsafe URI (that is, it includes insecure path characters such
as//,l./,/..1and/., /.. (andalso./ for NT) atthe end of the URI.

You can control the nesting depth of the Request Di spat cher. f or war d and
i ncl ude methods using the r equest Di spat cher Nest Dept h parameter in
magnus. conf . For more information, see Appendix A, “Servlet Settings in
magnus.conf and obj.conf.”
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Other Useful Information

This section contains information about the following topics:
= Database Connection Pooling

= Fetching the Client Certificate

Database Connection Pooling

Database connection pooling enhances the performance of servlet or JSP database
interactions. There are several JDBC 2.0 compatible drivers that support connection
pooling, for example Oracle 8i update and CloudScape 3.0.

Fetching the Client Certificate

When you enable SSL and require client certificate authorization, your servlets
have access to the client certificate as shown in the following example:

if (request.isSecure()) {
java.security.cert. X509Certificate[] certs;
certs = request.getAttribute("javax. servlet.request. X509Certificate");
if (certs !'= null) {
clientCert = certs[O0];
if (clientCert !'= null) {
/1 Get the Distinguised Nane for the user.
java.security.Principal userDN = clientCert.getSubjectDN();

The user Dn is the fully qualified Distinguished Name for the user.
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Chapter

8

Legacy Servlet and JSP
Configuration

This chapter describes legacy configuration procedures and files, which are
provided for backward compatibility with iPlanet Web Server 4.x, in these sections:

The Default Virtual Server

Enabling Servlets and JSP

Making JSPs Available to Clients

Configuring Servlets in the Default Virtual Server
Using the User Interface

Legacy Configuration Files

Legacy Examples

Maximizing Legacy Servlet Performance

NOTE Legacy servlets and JSPs, as described in this chapter, are deprecated.

Creating and deploying web applications as described in Chapter 2,
“Web Applications,” is recommended.

The Default Virtual Server

The default virtual server is the only virtual server in which legacy applications

can be run. When you first install iPlanet Web Server, the default virtual server is

the only virtual server that exists. For more information about how the default
virtual server is defined, see Chapter 8, “Virtual Server Configuration Files,” in the
NSAPI Programmer’s Guide for iPlanet Web Server.
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Enabling Servlets and JSP

To enable and disable servlets and JSPs, use the Java>Enable/Disable Servlets/JSP
page in the Server Manager interface.

By default, regardless of whether servlets are enabled or disabled, the file

obj . conf contains objects with names such as servl et j sp, and Ser vl et ByExt .
Do not delete these objects. If you delete them, you can no longer activate servlets
through the Server Manager.

Making JSPs Available to Clients

No special steps are needed to make JSP pages available to clients other than
making sure that servlets and JSP are enabled on the iPlanet Web Server. So long as
JSP is enabled, the iPlanet Web Server treats all files with a . j sp extension as JSPs.
(Do not put JSP files in a registered servlet directory, since the iPlanet Web Server
expects all files in a registered servlet directory to be servlets.)

NOTE You cannot run JSPs in aliased directories in iPlanet Web Server.
For example, if the document root is server_root/ docs, mapping
http://foo.com nyjspto/some/ ot her/dir instead of
server_root/ docs/ nyj sp does not work.

Configuring Servlets in the Default Virtual Server

There are three ways to make a servlet accessible to clients in the default virtual
server. The second two ways are provided for backward compatibility with iPlanet
Web Server 4.x.

= Include the servlets in web applications and deploy those web applications, as
with any other virtual server. How to do this is described in Chapter 2, “Web
Applications.” This is new in iPlanet Web Server 6.0.

= Putthe servlet class file in one of the directories that has been registered with
the iPlanet Web Server as a servlet directory. For more information, see
“Registering Servlet Directories” on page 81.

= Define a servlet virtual path for the servlet. In this case, the servlet class can be
located anywhere in the file system or even reside on a remote machine. For
more information, see “Specifying Servlet Virtual Paths” on page 84.
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In detail, to serve servlets in the default virtual server as in iPlanet Web Server 4.x,
do the following steps:

1. Configuring Global Servlet Attributes
2. Registering Servlet Directories
Registering Individual Servlets if Needed

Specifying Servlet Virtual Paths if Desired

a > w

Specifying Servlet Contexts if Desired

Configuring Global Servlet Attributes

You can specify the following optional servlet attributes:
= Startup Servlets -- servlets to be loaded when the iPlanet Web Server starts up.

= Session Manager -- the session manager for servlets. For more information
about the session manager, see Chapter 6, “Session Managers.”

= Session Manager Args -- the session manager arguments for the servlet engine.
For more information about the session manager, see Chapter 6, “Session
Managers.”

< Reload Interval -- the time period that the server waits before re-loading
servlets and JSPs if they have changed on the server. The default value is 5
seconds.

You can set these attributes interactively in the Legacy Servlets>Configure Global
Servlet Attributes page in the Server Manager interface. Alternatively, you can edit
the configuration files servl et s. properti es and cont ext s. properti es in the
server’s conf i g directory.

Registering Servlet Directories

One of the ways to make a servlet accessible to clients is to put it into a directory
that is registered with the iPlanet Web Server as a servlet directory. Servlets in
registered servlet directories are dynamically loaded when needed. The server
monitors the servlet files and automatically reloads them on the fly as they change.

You can register any number of servlet directories for iPlanet Web Server. Initially,
iPlanet Web Server has a single servlet directory, which is
server_root/ docs/ servl et/ .
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For example, if the Si npl eSer vl et . cl ass servletisinthe ser vl et subdirectory of
the server’s document root directory (the default servlet directory), you can invoke
the servlet by pointing the web browser to:

http://your_server/ servl et/ Si npl eServl et

iPlanet Web Server expects all files in a registered servlet directory to be servlets.
The server treats any files in that directory that have the . cl ass extension as
servlets. The iPlanet Web Server does not correctly serve other files, such as HTML
files or JSPs, that reside in that directory.

The server can have multiple servlet directories. You can map servlet directories to
virtual directories if desired. For example, you could specify that

http:// poppy. ny_donai n. conl pr oduct s/ invokes servlets in the directory
server_root/ docs/ j anuary/ product s/ servl ets/.

To register servlet directories and to specify their URL prefixes, use the Legacy
Servlets>Servlet Directory page in the Server Manager interface.

Alternatively, you can register servlet directories by adding appropriate
NanmeTr ans directives to the default object in the file obj . conf, such as:

NameTrans fn="pfx2dir" from="/products"
di r="d: / net scape/ server 4/ docs/j anuary/ products/servl ets/"
nane="Ser vl et ByExt "

You can invoke a servlet in a subdirectory of a registered servlet directory if you
include a package directive in the servlet code that corresponds to the path from
the registered servlet directory. For example, suppose the servlet is in the following
location, and that server_root/ docs/ ser vl et/ is a registered servlet directory:

server_root/ docs/ servl et/ Hel | oWor | d/ Hel | oWor | dSer vl et . cl ass

Include the following package directive as the first line in the Java source file:
package Hel | oWorl d;

You can then invoke the servlet by pointing the web browser to:
http://your_server/ servl et/ Hel | oWor | d. Hel | oWor | dSer vl et

For information about reloading packaged servlets, see
“isModifiedCheckAggressive,” on page 92.
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Registering Individual Servlets

The iPlanet Web Server treats any file in a registered servlet directory as a servlet.
There is no need to register individual servlets that reside in these directories
unless any of the following criteria apply:

The servlet takes input parameters that are not passed through the request
URL.

You want to set up additional virtual URLSs for the servlet.

Your servlets are packaged orina. j ar file. The server does not search . cl ass
or.j ar files for packaged servlets.

If any of these conditions is true, register the individual servlet by using the Legacy
Servlets>Configure Servlet Attributes page in the Server Manager interface.
Alternatively, you can edit the file servl et s. properti es to add an entry for the
servlet.

When registering an individual servlet, specify the following attributes:

Servlet Name -- The iPlanet Web Server uses this value as a servlet identifier to
internally identify the servlet. (This identifier is not part of the URL that is used
to invoke the servlet, unless by coincidence the identifier is the same as the
class code name.)

Servlet Code (class name) -- the name of the class file. You do not need to
specify the . cl ass extension.

Servlet Classpath -- This is the absolute pathname or URL to the directory or
zip/jar file containing the servlet. The classpath can point anywhere in the file
system. The servlet classpath may contain a directory, a . j ar or. zi p file, ora
URL to a directory. (You cannot specify a URL as a classpath for a zip or jar
file.)

If the servlet classpath is not a registered servlet directory, you must
additionally provide a servlet virtual path for it (as discussed in “Specifying
Servlet Virtual Paths,” on page 84) to make the servlet accessible to clients.

iPlanet Web Server supports the specification of multiple directories, jars, zips,
and URLs in the servlet classpath.

Servlet Args -- a comma delimited list of additional arguments for the servlet if
required.

The following code shows an example of the configuration information for the
same servletin servl ets. properties:
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servl et. BuyNowSer vl et . cl asspat h=D: / Net scape/ server 4/ docs/ ser vl et
/ buy; D: / Net scape/ server 4/ docs/ nycl asses

servl et. BuyNowSer vl et . code=BuyNowlA

servl et . BuyNowSer vl et . i ni t Args=ar g1=45, ar g2=onl i ne, ar g3="qui ck
shoppi ng

Note that you can specify multiple values as the servlet classpath if needed.

Specifying Servlet Virtual Paths

If you register a servlet individually instead of putting it in a servlet directory, you
must define a servlet virtual path for it. For example, you could specify that the
URL

http://poppy. ny_donai n. conl pl ans/ pl anl
invokes the servlet defined in the directory
server_root/ docs/ pl ans/ r el easeAl pl anP2Ver si onlA. cl ass

You can set up servlet virtual paths for servlets that reside anywhere in the file
system, in or out of a registered servlet directory.

To specify a servlet virtual path, use the Legacy Servlets>Configure Servlet Virtual
Path Translation page in the Server Manager interface. In this page, specify the
virtual path name and the servlet name. You can alternatively manually edit the
rul es. properties configuration file to add a servlet virtual path. Only servlets
for which a virtual path has been set up can use initial arguments.

Before using a servlet virtual path, a servlet identifier (or servlet name) must be
added for the servlet in the Legacy Servlets>Configure Servlet Attributes page of
the interface (or in the servl et s. properti es configuration file).

Virtual Servlet Path Example
This example shows how to specify that the logical URL

http://poppy. my_domai n. conl pl ans/ pl anl
invokes the servlet defined in
server_root/ docs/ pl ans/ r el easeAl pl anP2Ver si onlA. cl ass.

1. Specify the servlet identifier, class file, and class path.
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In the Legacy Servlets>Configure Servlet Attributes page in the interface, do
the following:

o Inthe Servlet Name field, enter an identifier for the servlet, such as pl an1A.
(Notice that this is not necessarily the same as the class file name).

o Inthe Servlet Code field, enter the name of the class file, which is
pl anP2Ver si on1A. Don’t specify any directories. The . cl ass extension is
not required.

o Inthe Servlet Classpath field, enter the absolute path name for the
directory, jar or zip file where the servlet class file resides, or enter a URL
for a directory. In this example, you would enter
server_root/ docs/ servl et/ pl ans/ r el easeA. (For example:

D: / net scape/ server 4/ docs/ servl et/ pl ans/ r el easeA.)

o Inthe Servlet Args field, enter the additional arguments that the servlet
needs, if any. (This example does not use extra arguments.)

Save the changes.

To make this change programmatically, add the following lines to the
configuration file servl ets. properti es:

servl et. pl anlA. cl asspat h=D: / Net scape/ server 4/ docs/ servl et/ pla
ns/ rel easeA
servl et. pl anlA. code=pl anP2Ver si on1A

Specify the virtual path for the servlet.

In the Legacy Servlets>Configure Servlet Virtual Path Translations page, do
the following:

o Inthe Virtual Path field, enter the virtual path name. Note that the server
name is implied as a prefix, so in this case you would only need to enter
/ pl ans/ pl anl to specify the virtual path
http:// poppy. ncom com pl ans/ pl anl.

o Inthe Servlet field, enter the identifier for the servlet that is invoked by this
virtual path. This is the servlet identifier that you specified in the
Configure Servlet Attributes page, which in this case is pl an1A.

Save the changes.

To do this programmatically, add the following line to r ul es. properti es:
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/ pl ans/ pl anl=pl anl1A

After this virtual servlet path has been established, if a client sends a request to
the server for the URL http:// poppy. my_domai n. con pl ans/ pl ani, the
server sends back the results of invoking the servlet in

server_root/ docs/ servl et/ pl ans/ r el easeAl pl an2PVer si onlA. cl ass.

Specifying Servlet Contexts

Contexts allow multiple servlets to exchange data and access each other’s fields.
Contexts are useful for defining virtual servers or for code isolation. You define
contexts in the servl et s. properties and cont ext s. properti es files.

Using the User Interface

For information about using the user interface to specify settings for legacy servlets
and JSPs, see the following topics in the online help.

This page is located in the Web Server Administration Server on the Global
Settings tab.

The Configure JRE/JDK Paths Page

These pages are located in the Server Manager on the Java tab.

The Enable/Disable Servlets/JSP Page
The Configure JVM Attributes Page

The Delete Version Files Page

These pages are located in the Server Manager on the Legacy Servlets tab.

The Configure Global Servlet Attributes Page
The Configure Servlet Attributes Page
The Configure Servlet Virtual Path Translation Page

The Configure Servlet Directory Page
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Legacy Configuration Files

This section discusses the purpose and use of the following files:
e servlets.properties

e rules.properties

= contexts.properties

All of these files reside in the directory server_id/ confi g.

NOTE In iPlanet Web Server 6.0, a web- apps. xni file exists for each
virtual server, allowing you to configure separate web applications
for each virtual server. The servl ets. properti es,
rul es. properties,and contexts. properti es files apply only to
the default virtual server for the server instance; they exist for
backward compatibility. Using the web- apps. xmi file for all web
application configuration is recommended. For more information
about the web- apps. xmi file, see Chapter 2, “Web Applications.”

servlets.properties

The servl et s. properti es file defines global servlet settings and the list of
servlets in the system, for the default virtual server only.

An example of a global servlet setting is which servlet to run when the iPlanet Web
Server starts up. The ser vl et s. properti es file also specifies configuration
information for individual servlets. Configuration information includes the class
name, the classpath, and any input arguments required by the servlet.

If you want to specify a virtual path translation for a servlet, the servlet must be
configured in the servl et s. properti es file.

You can specify configuration information for servlets either by using the Legacy
Servlets>Configure Servlet Attributes page in the Server Manager interface or by
editing servl et s. properti es directly. Whenever you make a change in the
Legacy Servlets>Configure Servlet Attributes page in the Server Manager interface,
the system automatically updates ser vl et s. properti es.

When specifying attributes for a servlet, you specify a nane parameter for the
servlet. This name does not have to be the name of the class file for the servlet; it is
an internal identifier for the servlet. You specify the name of the class file as the
value of the code parameter.
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Here is a sample servl et s. properti es file:

# Servlets Properties

# servlets to be | oaded at startup

servlets.startup= hello

# the default document root,

# needed so ServletContext.getReal Path will work

servl ets. confi g. docRoot =d: / Net scape/ Ser ver 4/ docs

# tracker servlet

servl et.tracker.code=MTr acker Ser vl et

servl et.tracker. cl asspat h=d: / Net scape/ Server 4/ docs/ servl et
# dermpl servl et

servl et. denpl. code=DenplSer vl et

servl et. denol. cl asspat h=d: / Net scape/ Ser ver 4/ docs/ denps
servl et. denol.initArgs=al=0, b1=3456

servl et. denpl. cont ext =cont ext 1

rules.properties

Therul es. properti es file defines servlet virtual path translations, for the default
virtual server only. For example, you could set up a mapping so that the URL
pointing to / nyt est 2 invokes the servlet named denol in the

servl ets. properti es file. You can specify virtual paths for your servlets either
by setting parameters in the Legacy Servlets>Configure Servlet Virtual Path
Translation page of the Server Manager interface or by specifying the paths in the
rul es. properti es file.

Note that the nane associated with the serviletin servl et s. properti es isused in
the file rul es. properti es -- the class name of the servlet does not show up in

rul es. properties. For example, the following lines in servl et s. properti es
associate the servlet name denol with the servlet class file Denp1Ser vl et . cl ass in
the directory d: / Net scape/ Ser ver 4/ docs/ denos.

# in servlets.properties

# denmpl servl et

servl et. denpl. code=DenplSer vl et

servl et. denpl. cl asspat h=d: / Net scape/ Server 4/ docs/ denps

The following line inrul es. properti es defines a servlet virtual path translation
such that the URL ht t p: // server_id/ nyt est 2 invokes the servlet at
d: / Net scape/ Server 4/ docs/ denps/ DenplSer vl et . cl ass.

[ myt est 2=denpl
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Here is an example of r ul es. properti es.

Servlet rules properties

This file specifies the translation rules for invoking servlets
The syntax is

<vi rtual - pat h>=<ser vl et - name>

or

@ egul ar _expr essi on=<servl et - name> (use doubl e back- sl ashes)

where <virtual-path> is the virtual path used to invoke the servlet,
and <servlet-nanme> is the nane of the servlet. Surrounding white space
is ignored. The ordering of the rules is not inportant, as the |ongest
match will always be used first. Use of regular expression can lead to
a heavy peformance penalty

HHEHHFEHHHHHHHEHHH

e A MV WM e e e
/ myt est 1=t r acker
/ nyt est 2=denol

Using Regular Expressions in rules.properties

iPlanet Web Server supports regular expressions in the r ul es. properti es file to
run a given servlet when the incoming URL matches with a regular expression.
However, the example given in the file header is incorrect:

# Exanpl e:

#

# [ sinmpl e=Si mpl eSer vl et\n
# @*\\.foo=wasp

The\\ characters are supposed to escape the (. ) extension. The intent is to run the
example wasp servlet whenever there is a request for URLs such as / ny/ xxx. f oo.
However, iPlanet Web Server replaces/ or\ characters with /, subsequently
changing the whole semantics. To get around this, specify the regular expression
without the/ or\ characters:

@*[.]foo$=wasp

For another way to direct files of a specific type to a specific servlet, see the
description of the ser vl et - mappi ng element in the web. xni file, which is
described in the Servlet 2.2 API specification:

http://java. sun. coni product s/ servl et/index. ht m
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For a way to direct files of a specific type to a specific servlet in the obj . conf file,
see “Init Directives in magnus.conf,” on page 95.

contexts.properties

The cont ext s. properti es file defines contexts, which allow multiple servlets to
exchange data and access each other’s fields, for the default virtual server only.
Contexts are useful for defining virtual servers or for code isolation. If no contexts
are defined, the default global context is used for all servlets.

NOTE All JSPs belong to the default global context. You cannot define
custom contexts for JSPs. However, you can change the properties
of the global context to affect JSPs.

If the context for a servlet is not defined, the servlet belongs to the global context.
You can use the same servlet in multiple contexts.

Only the nane of a context is required. Any other unspecified properties are
inherited from the global context. You can also change the properties of the global
context. The comments in the cont ext's. properti es file list the default property
values of the global context.

Here is an example of cont ext s. properti es.

@ #) contexts. properties (autogenerated)

Cont exts Properties:

cont ext .

cont ext .

cont ext .

cont ext .

cont ext .

cont ext .

cont ext .

<cont ext _name>. sessi onngr =sessi on manager (sonme sessi on managers
(l1'i ke MvapSessi onManager) can only be instatiated once within the

server
<cont ext _name>. sessi onngr.initArgs=list of (nane, value) pairs which
will represent paraneters specific to the session manager

<context_nanme>.initArgs=list of (nane, value) pairs which will be added
to this context’'s attributes

<cont ext _name>. r espondCooki eVer si on=(cooki e version) tells the server
whet her to respond with specific cookie version

<cont ext _name>. sessi onExpi reOnC ose(true|false) tells the server to
mar k session cookies as directed to expire when the user quits
the browser

<cont ext _name>.tenpDir=path (forward sl ashes only) - sets up Servlet API
2.2 property for the tenporary directory

<cont ext _nane>.rel oadl nterval =seconds - tine interval wthin which the
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cont ext .

cont ext

cont ext .

cont ext .

cont ext.
cont ext .

cont ext .
cont ext .

cont ext .

cont ext .

cont ext .

cont ext .

Legacy Configuration Files

server checks for jsp and servlet files being nodified (globa
context only)
<cont ext _name>. buffer Si ze=bytes - initial http output streambuffer size

. <cont ext _nane>. docRoot =path (forward slashes only) - this context

docunment root when not specified - web server’s document root
will be used (default)

<cont ext _name>. i nput St r eanmLengt hCheck=(true|fal se) - nakes
Servl et | nput Stream stop readi ng data when Content-Length bytes
are read

<cont ext _name>. out put St r eantl ushTi ner =(seconds| 0) - forces the stream
to flush the data if certain tinme el apsed since the last flush;
0 - ignore it

<cont ext _name>. uri =contex_uri _base - additional UR prefix which
servces as a context base

<cont ext _name>. aut hdb=nane - aut hentication dat abase

<cont ext _name>. cl asspat h=nane - gl obal classpath for this context

<cont ext _name>. si gnl ed assLoader=(true|false) - tells the servlet
engi ne whether to use a single class |oader for all servliets in
t he cont ext

<cont ext _name>. server Name=nane - server instance nane

<cont ext _name>. cont ent Typel gnor eFrontSI =(true| fal se) - ignore
set Cont ent Type when invoked from SS

<cont ext _name>. par anet er Encodi ng=(ut f 8, none, aut o) - advi ses the web
server on how to decode paraneters from forns

<cont ext _name>. i sMbdi fi edCheckAggr essi ve=(true|fal se) - determ nes
whet her to be aggressively checki ng dependencies for the servlet
| oader to reload nodified servlets

<cont ext _nanme>="global" is reserved for the global context. Every new context
will inherit initial settings of the global context

Cont ext properties:

cont ext . gl obal . sessi onngr =com net scape. server. http. sessi on. Si npl eSessi onManager

cont ext . gl obal . sessi onngr.initArgs=

context.global.initArgs=initial =0

cont ext . gl obal . r espondCooki eVer si on=0

cont ext. gl obal . tenpDir=/tnp

cont ext . gl obal . rel oadl nterval =5

cont ext . gl obal . buff er Si ze=4096

cont ext . gl obal . docRoot =/ f oo/ bar

cont ext . gl obal . i nput St r eanlLengt hCheck=t rue

cont ext . gl obal . out put St r eantl ushTi mer =0

cont ext . gl obal . uri =/

cont ext . gl obal . aut hdb=def aul t

cont ext . gl obal . cl asspat h=

cont ext . gl obal . si ngl ed assLoader =f al se

cont ext . gl obal . cont ent Typel gnor eFr onSSI =t r ue
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# cont ext. gl obal . par amet er Encodi ng=ut f 8

# context. gl obal . i sModi fi edCheckAggr essi ve=f al se

#

BB CONt ext s ##HHHHHHHHHHHHHHHHHHHHHHHH T
cont ext. gl obal . initArgs=docRoot =C: /i Pl anet/ Servers

cont ext. cont ext 1. name=context 1

The following sections explain a few of the context properties in more detail.

iIsModifiedCheckAggressive

When you modify a packaged servlet, the new version is not reloaded

automatically unless you have done one of the following:

= Setthei sModifi edCheckAggr essi ve property to t r ue, for example:
cont ext. gl obal . i sModi fi edCheckAggr essi ve=true

= Used the . cl ass extension when invoking the servlet, for example:

http://your_server/ servl et/ Hel | oWorl d. Hel | owor | dServl et. cl ass

parameterEncoding

The cont ext . gl obal . par anet er Encodi ng property allows you determine the
character encoding of servlet parameters. It has the following options:

none Uses the system default encoding. Set this option if the encoding of the
servlet parameter data is the same as the system default encoding.

aut o (Default) Tries to figure out the proper encoding from, in order, 1) the
char set ifitissetinthe Cont ent - Type header, 2) the
par amet er Encodi ng attribute (see “ServletRequest.setAttribute,
on page 73), then 3) a hidden form field, such asj _encodi ng.
Otherwise, the system default encoding is used. Set this option to
prevent misinterpretation of non-ASCII characters in servlet
parameters.

When this property is set to aut o, the server has to convert native
characters into a java byte array before transforming them into the
requested encoding. Therefore, performance is slightly better for none
or a specific encoding.

anysupported A specific encoding, such as ut f 8 or Shi ft _JI S. Set this option if you
java character  know the encoding that servlet parameters use. A complete list is
encoding available here:

http://java. sun. conij 2se/ 1. 3/ docs/ gui de/intl/encodin
g. doc. htm
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responseCT  Tries to figure out the proper encoding from the response content type
if it is available. Otherwise, the system default encoding is used.

If a servlet uses the Ser vl et Request . get Par amet er method to retrieve values in
form fields having non-UTF-8 characters, the par anet er Encodi ng property must
be set to aut o (the default) or r esponseCT in the cont ext s. properti es file.
Otherwise, the values extracted by the get Par amet er method are zeros or are
undefined. For more information see “ServletRequest.getParameter,” on page 74.

The par amet er Encodi ng property setting applies to how a servlet processes
parameters after the iPlanet Web Server receives a request. The URI that is sent to
the server must consist of only the standard ASCII set, especially if the request
method is GET. All other characters must be encoded.

For example, to encode a backslash, you would replace the backslash with a %
followed by the hexadecimal number corresponding to the backslash in the ASCII
character set, 5¢c. Therefore, vw\ xyz becomes vwscxyz. For more information
about characters that must be encoded, see “parameter-encoding,” on page 22.

singleClassLoader

By default, the si ngl eCl assLoader property is f al se, which means that each
servlet is loaded in a different class loader, even if the servlets share a context. This
makes it difficult for two servlets to access each other’s static class members. To
load all servlets within a context in the same class loader, set the

si ngl eC assLoader property totrue.

Servlet reloading (which occurs when . cl ass or . j sp files are changed) does not
work when si ngl ed assLoader =t r ue.

If si ngl ed asslLoader =t r ue, Request Di spat cher. f orwar d calls to JSPs do not
work unless you add the d assCache directory to the cont ext . gl obal . cl asspat h
linein cont exts. properti es. For example:

cont ext . gl obal . si ngl ed assLoader =t rue
cont ext . gl obal . cl asspat h=server_root/ ht t ps- server_id/ C assCache

Legacy Examples

iPlanet Web Server 6.0 comes with a set of legacy example servlets and JSP files.
You can find them at the following location:

server_root/ pl ugi ns/ servl et s/ exanpl es/ | egacy
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The | egacy subdirectory contains the following directories:

beans. 10 -- Contains example Java Bean files for JSP 1.x.
j sp- 10 -- Contains subdirectories that each contain an example for JSP 1.x.

j sp- 10/ hangman -- Contains a JSP application that was an SSJS application in
iPlanet Web Server 4.x. For more information about converting SSJS
applications to JSPs, see Appendix B, “Converting SSJS Applications.”

make -- Contains example makefiles for servlets. These are common makefiles
containing rules that are included by all other makefiles.

ser vl et s -- Contains subdirectories that each contain Java source files and
makefiles for servlet examples.

t ool s -- Contains the SDKTool s. j ar file and other utility files.

Maximizing Legacy Servlet Performance

Consider the following guidelines for improving servlet performance:

If you edit your obj . conf file manually, make sure that the servlet NameTr ans
(NameTrans fn="NSServl et NameTrans" name="servl et") is always the first
NaneTr ans directive.

This directive uses a highly optimized URI cache for loaded servlets and
returns REQ PROCEED if the match is found, thus eliminating the need of other
NanmeTr ans directives to be executed.

In the default virtual server, servlets defined individually (via the Configure
Servlet Attributes page or rul es. properties and servl ets. properti es) are
slightly faster than dynamically loaded servlets (in servlet directories).

94  iPlanet Web Server, Enterprise Edition Programmer’s Guide to Servlets « May 2001



Appendix A

Servlet Settings in magnus.conf and
obj.conf

The iPlanet Web Server 6.0 Administration Server automatically modifies the
magnus. conf and obj . conf files to load the servlet engine if servlets are enabled.
Whenever you make changes to servlet settings by using the Server Manager
interface, the system automatically updates these files appropriately.

However, in case you are interested in the settings that affect servlets, this
appendix describes them in the following sections:

= |nit Directives in magnus.conf
« Objects in obj.conf
= Directives for Registered Servlet Directories

e JSP Directives

Init Directives in magnus.conf

The following directives in the | ni t section of magnus. conf load and initialize the
servlet engine to enable servlets (for Windows NT):

Init fn="|oad-nodul es"”

shl i b="server_root/ bi n/ ht t ps/ bi n/ NSSer vl et Pl ugin. dl | "
funcs="NSServl et Earl yl ni t, NSSer vl et Lat el ni t, NSSer vl et NaneTr ans,
NSSer vl et Servi ce" shlib_flags="(gl obal | now)"

Init fn="NSServletEarlylnit" Earlylnit=yes

Init fn="NSServletLatelnit" Latelnit=yes
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for Unix, the directives are the same except for the following parameter:

shl i b="server_root/ bi n/ https/1ib/libNSServl etPl ugin. so"

NSSer vl et Ear | yl ni t takes an optional parameter, cache_di r, which specifies the
location of a temporary cache directory for JSP classes. By default, the directory is
named C assCache and goes under your server root directory.

NSSer vl et Lat el ni t takes the following optional parameters:

Cat chSi gnal s Specifies whether or not Java thread dumps are
logged. The value isyes or no.

request Di spat cher Nest Dept h  Controls the nesting depth of the
Request Di spat cher. f orward andi ncl ude
methods. The default depth is 10. This parameter
also affects nesting levels of JSP f or war d and
i ncl ude invocations. You cannot assign an
arbitrary value for this depth unless the
St ackSi ze magnus. conf directive is set to an
appropriate value. Setting this parameter to an
arbitrarily high value may result in stack overflow
and a server crash.

Objects in obj.conf

NOTE The information in this section applies to legacy (iPlanet Web Server
4.x) servlets and is deprecated.

NSSer vl et Ser vi ce takes two optional parameters, ser vl et =" servlet name" and
cont ext =" context_name" . These parameters allow you to define objects in

obj . conf that generate responses for specific servlets or contexts. You can use one
or both parameters in a directive. The servlet or context must be defined in the
servl ets. properties orcontexts. properties file. You can define an object
that pertains to a particular servlet, a particular servlet context, or both. For
example, you can direct files of a specific type (in this case, *. f 00) to a specific
servlet (in this case, the wasp servlet):
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<(bj ect nane="defaul t">

NameTr ans fn=assi gn- nane nanme=foo from=*.f o0
...other directives...

</ Cbj ect >

<Cbj ect nanme="foo0">

oj ect Type fn=force-type type=nmagnus-internal/servl et
Servi ce fn="NSServl et Servi ce" servlet="wasp"

</ Obj ect >

For another way to direct files of a specific type to a specific servlet, see the
description of the ser vl et - mappi ng element in the web. xni file, which is
described in the Servlet 2.2 API specification:

http://java. sun. coni product s/ servl et/index. ht m

For a way to direct files of a specific type to a specific servlet as in iPlanet Web
Server 4.x, see “Using Regular Expressions in rules.properties,” on page 89.

For an example of the basic use of NSSer vl et Ser vi ce, see the discussion of
Servi ce examples in Chapter 2, “Syntax and Use of Obj.conf” in the NSAPI
Programmer’s Guide for iPlanet Web Server.

When servlets are enabled, the following directive appears in the default object:
NameTrans fn="NSServl et NameTrans" nanme="servlet"

This directive is used for servlet virtual path translations and for the URI cache. Do
not delete this line.

Also, obj . conf always has the following object, which you should not delete:

<(bj ect nane="servlet">

oj ect Type fn=force-type type=text/htn
Servi ce fn="NSServl etService"

</ Cbj ect >

If you delete this object, you can no longer use the Server Manager interface to
enable servlets and modify servlet settings.

For more information, see the NSAPI Programmer’s Guide for iPlanet Web Server.
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Directives for Registered Servlet Directories

NOTE The information in this section applies to legacy (iPlanet Web Server
4.x) servlets and is deprecated.

For each registered servlet directory, the default object in obj . conf hasa
NanmeTr ans directive that assigns the name Ser vl et ByExt to all requests to access
that directory. For example:

NaneTrans fn="pfx2dir" from="/servlet"
di r="D:/ Net scape/ Server 4/ docs/ servl et" name="Servl et ByExt"

A separate object named Ser vl et ByExt has instructions for processing requests for
servlets:

<Cbj ect nane="Servl et ByExt ">

oj ect Type fn="force-type" type="magnus-internal/servlet"
Service type="magnus-internal/servlet" fn="NSServletService"
</ Cbj ect >

Do not delete this object, even if no servlet directories are currently registered. If
this object is deleted, you can no longer use the Server Manager interface to register
servlet directories.

JSP Directives

The following line in ni ne. t ypes sets the type for files with the extension . j sp:
type=nagnus-internal /jsp exts=jsp

The following directive in obj . conf handles the processing of requests for files of
type magnus-i nt er nal / j sp (that is, JSP files). It is necessary for legacy JSPs only.

Servi ce fn="NSServl et Servi ce" type="magnus-internal/jsp"
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Converting SSJS Applications

This appendix contains information about converting Server-Side JavaScript
applications to JSPs. It has the following sections:

= Differences Between JavaScript and Java
= JavaScript to Java Class Conversions
= Conversion Steps

= Example Conversion

Differences Between JavaScript and Java

Before you can convert SSJS applications to JSPs, you must understand the
differences between JavaScript and Java. JavaScript and Java are similar in some
ways but fundamentally different in others.

JavaScript lacks Java’s static typing and strong type checking. JavaScript supports
a runtime system based on a small number of data types representing numeric,
Boolean, and string values. Java has a compile-time system of classes built by
declarations.

JavaScript also supports functions without any special declarative requirements.
Functions can be properties of objects, executing as loosely typed methods. In Java,
methods are defined in and belong to classes, and they are strongly typed.

JavaScriptis a very free-form language compared to Java. In Java, you must declare
all variables, classes, and methods. You must declare methods as public, private, or
protected. Variables, parameters, and method return types are explicitly typed.
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Java is a class-based programming language designed for fast execution and type
safety. Type safety means, for instance, that you can’t cast a Java integer into an
object reference or access private memory by corrupting Java bytecodes. Java’s
class-based model means that programs consist exclusively of classes and their
methods. Java’s class inheritance and strong typing generally require tightly
coupled object hierarchies. These requirements make Java programming more
complex than JavaScript authoring.

Table B-1 JavaScript and Java compared

JavaScript

Java

Interpreted (not compiled) by client.

A scripting language that supports objects.

No distinction between types of objects.
Inheritance is through the prototype
mechanism, and properties and functions
can be added to any object dynamically.

Functions may be inside classes but do not
have to be.

Code integrated with, and embedded in,
HTML.

Loosely cast: variable and function types
not declared (dynamic typing).

Cannot automatically write to hard disk.

Semicolons at the ends of statements are
optional.

Compiled bytecodes downloaded from
server, executed on client.

An object-oriented language.

Objects are divided into classes and
instances with all inheritance through the
class hierarchy. Classes and instances
cannot have properties or methods added
dynamically.

Every method must be inside a class.

Code distinct from HTML, although JSPs
can contain HTML tags.

Tightly cast: variable and method types
must be declared (static typing).

Cannot automatically write to hard disk.

All statements must end with a semicolon

).
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JavaScript to Java Class Conversions

The objects used in an SSJS application must be converted to classes in Java. Table
B-2 can help you convert these objects.

Table B-2 JavaScript and Java basic classes

SSJS Class Java Class Comments

dient Sessi on A Java session is not as automatic as an
SSJS client.

Pr oj ect Cont ext

Request Request

Server Syst emor Cont ext  Methods are split between two Java
classes.

SSIS includes a special library to handle database connectivity. Since JSPs are Java,
all database connectivity is handled through JDBC. JDBC database drivers are
available directly from the database vendors. It is a good idea to use pure Java
(type 4) drivers whenever they are available. Table B-3 lists the database
connectivity classes.

Table B-3 JavaScript and Java database classes

SSJS Class Java Class Comments
Connection Connecti on
Cur sor Resul t Set There is no Cur sor object; you can use

methods in the Resul t Set class to
move the cursor.

DbPool Pool edConnecti on This class is in the JDBC optional
package.

St proc Cal | abl eSt at enent

Resul t Set Resul t Set
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Conversion Steps

When converting applications, follow these steps:

1.

Go over the structure of the application to see if there are helper classes that
provide functionality between pages. Convert these helper classes first so that
they are ready to use in your pages. (The hangman example contains a helper
class, called hangman. j s in the original JavaScript application and called
JavaHangManUti | . j ava in the JSP application shipped with iPlanet Web
Server 6.0.) Write helpers as . j ava files and compile them into . cl ass files
before using them.

Define the methods within classes. The methods (functions in JavaScript) must
declare what they return and who can access them. For example, in JavaScript
you can write;

function InitAnswer(str) { function_code }
In Java, the same method must be declared as follows:
public static String InitAnswer(String str) { method_code }

This method passes in a St ri ng and returns a St ri ng. The public keyword
means that any other class can call this method. The static keyword means that
the virtual machine can run this method without creating an object of the class
containing the method.

Convert the client object of the application to a session bean. In Server-Side
JavaScript, data is easier to use in the client object. In a Java Session object, the
programmer must get data from the session and then put it back in if there are
changes. This work can be done in a wrapper bean. The bean handling
functionality of JSPs is very strong. You can specify the scope to be sessi on
and it is saved in the session automatically.

Convert the HTML files to JSP files. This mainly consists of finding the
<SERVER> and </ SERVER> tags and replacing them with the <%and % JSP tags.
Then go through and change the syntax to correct JSP or Java syntax.

It is sometimes necessary to add special lines to the file. For example, the line
<% page i nport="HangManUtil, HangBean" %

imports helper classes, and the line

<j sp:useBean id="client" scope="session" class="HangBean"/>

uses a session bean.
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Example Conversion

The hangman example, which was a Server-Side JavaScript example in the 4.1
version of iPlanet Web Server, have been converted to a JavaServer Pages example
in the 6.0 version. You can find the converted example under the following
directory:

server_root/ pl ugi ns/ servl et s/ exanpl es/ | egacy/j sp. 10/ hangnan
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Appendix C

JVM Configuration

The Java Virtual Machine (JVM) works by default without any additional
configuration if properly set up.

However, if you need to specify settings for the JVM, such as additional classpath
information, you can configure the JVM properties for iPlanet Web Server via the

Administrator interface. You can add as many other properties as you want to (up
to 64).

NOTE A few attributes on the Configure JVM Attributes page on the Java
tab show as “Default.” Since you can use different JVMs, these
default values are unknown. You cannot query a JVM to find out
the actual default values; instead, refer to your JVM
documentation. For example, for Sun’s JVM, if you choose Yes for
the JIT Compiler option, it shows as “Default” because JIT is
enabled in the JVM by default. However, if you choose No for the
JIT compiler, an explicit entry, j vm conpi | er =NONE, is added to the
jvimi2. conf file.

For information about JVM, see The Java Virtual Machine Specification from Sun at;

http://java. sun. com docs/ books/ vimspec/ 2nd- edi ti on/ ht ml / VMSpecTCOC. doc. ht m

The jvml12.conf File

You can also configure JVM parameters by editing thej vmi2. conf configuration
file, which resides under the server’s conf i g directory.

For example, to disable JIT, you can add the following line to j vii2. conf:

j ava. conpi | er =NONE
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Here is an example j vmi2. conf file. Thej vm cl asspat h value must be all on one
line in the actual file.

[ IVMConfi g]

#) vm m nHeapSi ze=1048576

#] vm maxHeapSi ze=16777216

#j vm enabl ed assGC=0

#] vm ver boseMbde=1

#] vm enabl eDebug=1

#jvm print Errors=0

#] vm opt i on=- Xr unoi i

#jvm profil er=optim zeit

#j vm di sabl eThr eadRecycl i ng=0
#jvm serializeAttach=0

#j vm sti ckyAttach=0

#jvmtrace=5

#j ava. conpi | er =NONE

#OPTI TDI R=D: / App/ I nt ui ti veSyst ens/ Opti ni zel t 30D
#jvm seri al i zeFi r st Request =0

#j vm i ncl ude. CLASSPATH=1

#nes. j sp. forkjavac=0

#nes. j sp. enabl edebug=1

jvm cl asspat h=/usr/javal/tool s.jar

Generally you should use plain property options (like name=value) for the JDK1.2
configuration and j vm opt i on=options for JVM-vendor dependent configurations.
There can be multiple occurrences of j vm opt i on parameters.

A list of debugging options that you can include in the j vimi.2. conf file if the JPDA
is installed is available here:

http://java. sun. coni product s/ j pda/ doc/ conni nv. ht m #l nvocati on

For more information about debugging servlets and JSPs and the j viml2. conf
parameters required for debugging, see Chapter 5, “Debugging Servlets and JSPs.

Using JVM Environment Variables

If you define JVM environment variables using the j vm opt i on setting in the
j v2. conf file or the Administration Server, servlets do not recognize them. Just
use the plain name=value format for environment variables.

When you are running a stand-alone command line java program, use the
following option to pass system properties into the java program:

java - Dorg. ong. CORBA. ORBCl ass=com i npri se. vbroker. orb. ORB nyprogram
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In the nypr ogr am j ava file, the following line retrieves the system property set
above:

System out. println("org.ong. CORBA. ORBC ass="+Syst em get Property("org. ong. CORBA. ORBC ass"));

If you want to do the same thing for servlets in iPlanet Web Server, you need to put
the following line in the j vmi2. conf file:

or g. ong. CORBA. ORBCl ass=com i npri se. vbroker. orb. ORB

Do not use j vm opt i on settings such as the following:

j vm opt i on=- Dor g. ong. CORBA. ORBCl ass=com i npri se. vbr oker. orb. ORB
or

j vm opti on=or g. ong. CORBA. ORBCl ass=com i npri se. vbr oker. or b. ORB

In the servlet or JSP, you can use the following line to retrieve the system property
set above:

out.println("org.ong. CORBA. ORBCl ass="+Syst em get Property("org. ong. CORBA. ORBCl ass"));

jvm12.conf Parameter Reference

The JVM parameters you can set in the j viiL2. conf file are listed in Table C-1.

Table C-1 jvml2.conf settings

Setting Allowed Values Default Value Description
j vm m nHeapSi ze 1048576 The minimum heap size
(1 MB) allocated to Java.

For Solaris, change this value to
3145278 (3 MB). For HPUX,
change this value to 4194304
(4 MB). For all other operating
systems, 1 MB is ideal.

j vm maxHeapSi ze 16777216 The maximum heap size
(16 MB) allocated to Java.
j vm enabl ed assGC 0 (off), 1 (on) 0 Enables or disables class

garbage collection.

Use instead of - Xnocl assgc.
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Table C-1 jvml2.conf settings

Setting

Allowed Values

Default Value

Description

j vm ver boseMode

j vm enabl eDebug

jvmprintErrors

jvmoption

jvm profiler

j vm di sabl eThreadRecycl i ng

0 (off), 1 (on)

0 (off), 1 (on)

0 (off), 1 (logs
to log file), 2
(logs to
stderr)

0 (off), 1 (on)

0

0

Enables or disables JVM verbose
mode. If on, the JVM logs a
commentary on what it is doing,
such as loading classes. The
commentary appears in the
error log.

Enables or disables JVM remote
debugging.

Use instead of - Xdebug.

For more information about
remote debugging, see Chapter
5, “Debugging Servlets and
JSPs.”

Enables or disables reporting of
errors through vf printf.

Allows you to set vendor JVM
options.

The following options are
ignored, because there are
equivalents to these settings: - D,
- Xnocl assgc, - Xdebug,

- X8, - XnX, - ver bose

Specifies the profiler. If you use
the opti m zei t profiler from
Intuitive Systems, you must also
set the OPTI DI Rsetting.

For more information about this
optimizer, see Appendix D,
“Remote Servlet Profiling.”

Enables or disables thread
recycling. If on, the server
always creates a global scope
thread to execute servlets.
Otherwise a global scope thread
is created only when the request
handling thread is not in the
global scope.
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jvm12.conf Parameter Reference

Setting

Allowed Values

Default Value

Description

jvm serializeAttach

jvm stickyAttach

jvmtrace

jvm al | onExi t

0 (off), 1 (on)

0 (off), 1 (on)

0 (off), 1 (on)

0

0

0

If on, threads that attach to the
JVM are serialized. By default (if
off), threads can attach to the
JVM in parallel.

Setting the value of this
parameter to 1 causes threads to
remember that they are attached
to the JVM.

This speeds up request
processing by eliminating

At t achCurrent Thr ead and
Det achCurrent Thr ead calls.
It can, however, have a
side-effect: recycled threads
which may be doing other
processing can be suspended by
the garbage collector arbitrarily.

Thread pools can be used to
eliminate this side effect for
other subsystems. For more
information about thread pools,
see the iPlanet Web Server
Administrator’s Guide.

Determines the trace level. For
servlet and JSP debugging, the
recommended level is 7. Level 5
displays servlet engine
messages. Level 6 displays
servlet and JSP engine
messages. Level 7 displays these
and other exceptions in the
browser.

Enables or disables exit from the
process.
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Table C-1 jvml2.conf settings

Setting

Allowed Values

Default Value

Description

j ava. conpil er

CPTI TDI R

nes. j sp. enabl edebug

jvmincl ude. CLASSPATH

nes. jsp. forkjavac

jvm serial i zeFi r st Request

A path

0 (off), 1 (on)

0 (off), 1 (on)

0 (off), 1 (on)

0 (off), 1 (on)

1 for Linux,
AlX, and
Compaq
(DEC);

0 for other
platforms

Specifies the Java compiler. See
your JVM documentation for
options that turn the JIT (justin
time) compiler on and off. This
should be set to NONE when

j vm enabl eDebug is on.

Specifies the path to the profiler
if the profilerisopti m zei t.

Enables or disables verbose JSP
compilation tracing.

For more information about
remote debugging, see Chapter
5, “Debugging Servlets and
JSPs.”

Specifies whether to include the
CLASSPATHenvironment
variable value in the

j vm cl asspat h setting.

If on, Java compilation of JSPs
runs in a separate process.

If on, ensures that only one
request thread loads and
constructs a servlet object. Once
aservlet is loaded and
initialized, new requests to the
same servlet happen in parallel.
This setting must be on for
Linux, AlX, and Compaq (DEC).
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jvm12.conf Parameter Reference

Setting Allowed Values Default Value Description

jvm cl asspat h A path with Specifies the path(s) to JAR files
forward dependent on the JVM. Enter
slashes only additional classpath values as

needed.

For example, if a JSP uses a bean
that is packaged in a JAR, add
the JAR path to the classpath.

If you are using a session
manager that uses a JDBC
driver, be sure to include the
driver’s JAR file in this
classpath.

*N:/ App/ I ntuitiveSystens/ Optim zel t 30D, where N is the drive on which Optimizeltis installed.
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Appendix D

Remote Servlet Profiling

You can use a profiler to perform remote profiling on the iPlanet Web Server to
discover bottlenecks in server-side performance. This appendix describes two
profilers:

= The Optimizeit! Profiler
= The HPROF Profiler

The Optimizeit! Profiler

You can purchase Optimizeit! from Intuitive Systems at:
http://ww. optim zeit.comindex. htm

Once Optimizeit! is installed using the following instructions, it becomes
integrated into iPlanet Web Server 6.0.

To enable remote profiling, make the following modifications in the j viml2. conf
files as appropriate:

j vm enabl ed assGC=0

j vm opti on=- Xr unoi i
jvmprofiler=optimzeit

j ava. conpi | er =NONE

OPTI TDI R=optimizeit_root_dir/ Opt i mi zel t 30D

When the server starts up with this configuration, you can attach the profiler (for
further details see the Optimizeit! documentation).
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Also, update the PATH and NSES_CLASSPATH system variables to include the
profiler’s own jar files and dll files.

NOTE If any of the configuration options are missing or incorrect, the
profiler may experience problems that affect the performance of the
iPlanet Web Server.

The HPROF Profiler

HPROF is a simple profiler agent shipped with the Java 2 SDK. It is a dynamically
linked library that interacts with the JVMPI and writes out profiling information
either to a file or to a socket in ASCII or binary format. This information can be
further processed by a profiler front-end tool such as HAT.

HPROF can present CPU usage, heap allocation statistics, and monitor contention
profiles. In addition, it can also report complete heap dumps and states of all the
monitors and threads in the Java virtual machine. For more details on the HPROF
profiler, see the JIDK documentation at:

http://java. sun. conl products/jdk/ 1. 2/ docs/ gui de/ j vipi /j vipi . ht m #hpr of
To use HPROF profiling on Unix, follow these steps:
1. Toenable HPROF profiling, edit the j vmL2. conf file as shown here:

jvmprintErrors=2

jvm profiler=hprof

j vm opt i on=- Xr unhpr of : options

#j vm option=-Xrs nust be commented out
j ava. conpi | er =NONE

Suggested options for using iPlanet Web Server with HPROF are:
jvmoption=-Xrunhprof:file=/tnp/hprof.txt, heap=all, fornmat=a
or:

jvm option=-Xrunhprof:file=/tnp/hprof.txt, cpu=sanpl es, f or mat =a
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The syntax of HPROF is as follows:
- Xrunhprof [ : hel p] | [ : option=value, option2=value2, ...]

Using hel p lists options that can be passed to HPROF. The output is as follows:

Hpr of usage: -Xrunhprof[:hel p]|[:<option>=<val ue>, ...]

Option Nane and Val ue Description Def aul t

heap=dunp| si tes] al | heap profiling al |

cpu=sanpl es| ol d CPU usage of f

format=a| b ascii or binary output a

file=<file> wite data to file j ava. hpr of
(.txt for ascii)

net =<host >: <port > send data over a socket wite to file

dept h=<si ze> stack trace depth 4

cut of f =<val ue> out put cutoff point 0. 0001

| i neno=y| n line nunber in traces? vy

t hread=y| n thread in traces? n

doe=y|n dunp on exit? y

You must also change a line in the iPlanet Web Server start script. The start
script file is server_root/ ht t ps- server_id/ st ar t . Change the following line:

PRODUCT_BI N=uxwdog
to this:
PRODUCT_BI N=ns- ht t pd

Start the server by running the start script. Since the server runs in the
foreground (the change in step 2), the command prompt returns only after the
server has been stopped.

In another window or terminal, find the process ID of the server process.
% ps -ef | grep ns-httpd

This command lists two ns- ht t pd processes. Look at the PPID (parent process
ID) column and identify which of the two processes is the parent process and
which is the child process. Note the PID (process ID) of the child process ID.

Send a SIGQUIT signal (signal 3) to the child process:
%Kkill -QU T child_PID
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10.

This displays the following ASCII menu in the window from where the start
script was invoked:

% start

i Pl anet - WebSer ver-Enterprise/6.0

[LS Is1l] http://test, port 9000 ready to accept requests
Default sel ection: alloc and heap dunp
startup: server started successfully

SIGU T

A SIGQUI T has been received. Do you want to:
] continue program

check & print one deadl ock

check & print all deadl ocks

dunp thread stacks

dunp | ock registry

heap i nspection

hprof dunp

[ 7 term nate program

Type nunber corresponding to sel ected action:

o

——_——————
o0k WN PR

Select menu option 6 by typing the number 6 and then typing the Enter key.

This causes HPROF data to be saved in the file specified in thej vm opt i on line
injvmi2. conf, for example / t np/ hprof . t xt.

Type 0 and press Enter to continue the program (the Web Server).
To capture more HPROF profiles, repeat steps 6 and 7.

To stop the Web Server, run the stop script from another window.
% ./stop

Undo the changes in steps 1 and 2 to return your Web Server to its original
configuration.
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