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Preface

This preface contains the following topics:
e Preface

= About This Guide

e How This Guide Is Organized

e Documentation Conventions

Using the Documentation

The following table lists the tasks and concepts that are described in the iPlanet
Application Server manuals and Release Notes. If you are trying to accomplish a
specific task or learn more about a specific concept, refer to the appropriate
manual.

Note that the printed manuals are also available online in PDF and HTML format,
at: http://docs.iplanet.com/docs/manuals/ias.html

For information about See the following Shipped with
Late-breaking information about the Release Notes Available on the
software and the documentation iPlanet Web site at

http://doc.ipla
net.com/docs/ma
nuals/ias.html

Installing iPlanet Application Serverand  Installation Guide iPlanet Application
its various components (Web Connector Server 6.5

plug-in, iPlanet Application Server

Administrator), and configuring the

sample applications

11



Using the Documentation
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For information about See the following

Shipped with

Creating iPlanet Application Server 6.5 Developer’s Guide
applications that follow the open Java (Java)

standards model (Servlets, EJBs, JSPs, and
JDBC), by performing the following tasks:

« Creating the presentation and execution
layers of an application

« Placing discrete pieces of business logic
and entities into Enterprise Java Bean
(EJB) components

e Using JDBC to communicate with
databases

» Using iterative testing, debugging, and
application fine-tuning procedures to
generate applications that execute
correctly and quickly

iPlanet Application
Server 6.5
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Using the Documentation

For information about See the following Shipped with
Administering one or more application Administrator’'s Guide iPlanet Application
servers using the iPlanet Application Server Server 6.5
Administrator Tool to perform the following

tasks:

= Monitoring and logging server
activity

= Implementing security for iPlanet
Application Server

= Enabling high availability of server
resources

= Configuring web-connector plugin
= Administering database connectivity
= Administering transactions

= Configuring multiple servers

= Administering multiple-server
applications

= Load balancing servers

= Managing distributed data
synchronization

= Setting up iPlanet Application Server
for development

Migrating your applications to the new Migration Guide iPlanet Application
iPlanet Application Server 6.5 programming Server 6.5

model from the Netscape Application Server

version 2.1, including a sample migration of

an Online Bank application provided with

iPlanet Application Server

Using the public classes and interfaces, an&erver Foundation Order separately
their methods in the iPlanet Application Class Reference (C++)

Server class library to write C++

applications

Preface

13



About This Guide

About This Guide

The Administrator’s Guide guide leads you through the tasks that you perform as
the administrator of one or more iPlanet Application Server machines. This guide
assumes that you have installed iPlanet Application Server on at least one machine.
For information about installing iPlanet Application Server, refer to the Installation
Guide.

You perform most of the administration tasks with iPlanet Application Server
Administration Tool, a GUI-based tool for server and application administration.
This tool is described in About iPlanet Application Server Administration Tool
(IASAT).

How This Guide Is Organized

This guide is divided into three parts. If you are new to administering an iPlanet
Application Server machine, begin with Part I, Getting Started for an overview of
how to start the server and Administration Tool. If you are already familiar with
administering application servers, skim Part I, before going on to Part Il,
Administering a Single iPlanet Application Server.

If you are administering more than one application server, continue to Part I11,
Administering Multiple iPlanet Application Servers, for additional,
multiple-server enterprise specific information.

Part I: Getting Started

The first part of the Administrator’s Guide describes the environment of iPlanet
Application Server.

The following chapter is included in this part;

= Chapter 1, Performing Basic Administrative Tasks, describes how to get
started with iPlanet Application Server Administration Tool, as well as the
basic iPlanet Application Server configuration tasks that you can perform.
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How This Guide Is Organized

Part II: Administering a Single iPlanet Application
Server

The second part of the Administrator’s Guide describes server and application
administration procedures for a single iPlanet Application Server machine.

The following chapters are included in this part:

Chapter 2, Monitoring Server Activity, describes the monitoring service that
allows you to chart various attributes of the Executive, Java, and C++ server
processes.

Chapter 3, Configuring SNMP to Monitor iPlanet Application Server with
Third-Party Tools, describes how to configure Simple Network Management
Protocol (SNMP) so you can monitor iPlanet Application Server with a
third-party SNMP management tool.

Chapter 4, Logging Server Messages, describes the message-logging service
provided by iPlanet Application Server.

Chapter 5, Securing iPlanet Application Server, describes how to set up users
and groups to provide security for your applications.

Chapter 6, Enabling High Availability of Server Resources, describes how you
can increase application performance.

Chapter 7, Configuring the Web Connector Plug-In, describes the web
connector plug-in, which sends users’ requests to applications residing on
iPlanet Application Server.

Chapter 8, Administering Database Connectivity, describes how to configure
data access drivers and apply settings to database connectivity parameters.

Chapter 9, Administering Transactions, describes the tasks and conceptual
information necessary for administering transactions using iPlanet Application
Server Administration Tool.

Chapter 10, Enabling Support For Corba-Based Clients, describes how to
configure RMI/110OP ORB for Corba elements, using the existing JavaSoft ORB
and a third-party ORB called ORBIX2000.

Chapter 11, Administering Message Driven Beans, describes how to configure
a JMS Provider and administer Message Driven Beans support.

Preface 15



Documentation Conventions

Part Ill: Administering Multiple iPlanet
Application Servers

The third part of the Administrator’s Guide describes how to administer multiple
iPlanet Application Server machines. More in-depth administration procedures
and concepts that apply to a multiple-server enterprise have been included. These
procedures focus solely on multiple-server administration, and are used along
with the single-server procedures described in Part II.

The following chapters are included in this part:

Chapter 12, Configuring Multiple Servers, describes how to configure the web
connector plug-in, distributed data synchronization, and multicast
communication for multiple iPlanet Application Server machines, using
iPlanet Application Server Administration Tool.

Chapter 13, Administering Multi-Server Applications, describes how to
maintain multiple iPlanet Application Server machines at the same time using
iPlanet Application Server Administration Tool.

Chapter 14, Balancing User-Request Loads, describes load balancing, which
optimizes the ability of each iPlanet Application Server machine to process
users’ requests by keeping those requests balanced among several application
servers.

Chapter 15, Managing Distributed Data Synchronization, describes how to
group iPlanet Application Server machines into data synchronization clusters.

Chapter 16, Setting Up iPlanet Application Server for Development, describes
how to set up iPlanet Application Server for the purpose of developing
applications. This section would be of special interest to developers.

Appendix A, Troubleshooting contains troubleshooting information about
your iPlanet Application Server machine.

Documentation Conventions

This guide uses the following documentation conventions:

16
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Table 1

Documentation Conventions

Conventions

Description

File and directory paths

Menu options

URLs

Fonts

Windows: Directory path names are separated using
Backslashes. For example, Images\Screens\ser.gif.

Solaris: The directory paths are separated using forward
slashes. For example, Images/Screens/ser.gif.

Second level menu options are separated by the ‘greater than’
symbol (>). For example, invoking an application from the
Start menu in Windows is described this way:

From the Start menu, choose Programs=>iPlanet Application
Server 6.5. Then select iPlanet Administration Tool.

This guide uses URLSs of the form:
http://server.domain:port/path/file.ntml
Where,

= server is the name of server on which you run your
application

= domain is your Internet domain name

= path is the directory structure on the server
« fileis an individual filename.

Note: Italicized items in URLSs are placeholders.
The monospace font is used for:

= sample code and code listings

= API and language elements (such as function names and
class names)

= file names, path names, directory names, and HTML tags.

Preface 17



Documentation Conventions
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URLs This guide uses URLSs of the form:

http://server.domain:port/path/file.html
Where,

server is the name of server on which you run your
application

domain is your Internet domain name
path is the directory structure on the server

file is an individual filename.

Note: Italicized items in URLs are placeholders.

Fonts The monospace font is used for:

sample code and code listings

API and language elements (such as function names and
class names)

file names, path names, directory names, and HTML tags.

Italic type is used for:

book titles

variables and placeholders

iPlanet Application Server Administrator's Guide « February 2002



Part 1

Getting Started

Chapter 1, Performing Basic Administrative Tasks
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Chapter 1

Performing Basic Administrative
Tasks

This chapter describes how to administer iPlanet Application Server, using iPlanet
Application Server Administration Tool (iIASAT), iPlanet Registry Editor and
command line tools.

This chapter also covers the basic iPlanet Application Server configuration tasks
you can perform using iPlanet Application Server Administration Tool (IASAT),
various command line tools and iPlanet Registry Editor.

The basic administrative and configuration tasks that you can perform using
IASAT, command-line tools and iPlanet Registry Editor are divided into the
following topics:

About iPlanet Application Server Administration Tool (iIASAT)
Performing Administrative Tasks Using iASAT

About Command-Line Tools

Using Command-Line Tools

Performing Administrative Tasks Using Command-Line Tools
Environment Variable Setting on Solaris

About iPlanet Registry Editor

Configuring Multiple LDAP Domains

21



About iPlanet Application Server Administration Tool (IASAT)

About iPlanet Application Server Administration
Tool (IASAT)

22

iPlanet Application Server Administration Tool (iIASAT) is a stand-alone Java
application with a graphical user interface that allows you to administer one or
more instances of iPlanet Application Server. iPlanet Application Server
administration involves performance-related tasks such as adjusting database
connection threads and load-balancing parameters. Server administrators must
also separately configure components that the application server uses, including
the web server.

You also use iIASAT to administer application components. You can group, enable
and partition Application components using iASAT, to achieve better performance.
Application components, the core of an iPlanet Application Server application, are
contained in code and stored on the application server. Enterprise Java Beans
(EJBs), servlets, JavaServer Pages (JSPs), and AppLogic objects are all application
components. For more information about each of these, refer to the Developer’s
Guide.

Administrative tasks are performed using iIASAT. When iASAT is opened to the
default General window, the toolbar, main window with left and right panels, and
the menu bar are shown as illustrated in the following figure:

iPlanet Application Server Administrator's Guide « February 2002



About iPlanet Application Server Administration Tool (IASAT)

i® iPlanet Application Server Adminiztration Tool
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The left panel of the main window displays all iPlanet Application Servers
registered with iIASAT. The right panel displays individual features of the
registered iPlanet Application Servers.

To Start IASAT

To administer one or more iPlanet Application Server machines, start iASAT using
one of the following ways:

= OnWindows: From the Start menu, choose Programs> iPlanet Application
Server 6.5> iPlanet Application Server Administration Tool.

= On aSolaris system: Open a Terminal window and navigate to the path
<iASlInstallDir>/ias/bin/ and type the following at the command prompt:

ksvradmin &
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Performing Administrative Tasks Using IASAT

This section describes the concepts and tasks associated with using iIASAT. The
following topics are included in this section:

= To Register an iPlanet Application Server
= To Unregister an iPlanet Application Server

= To Start and Stop a Server Using iASAT

To Register an iPlanet Application Server

Registering an iPlanet Application Server adds that server to the scope of the
Administration Tool. This is best done after you add a server or a group of servers
to the enterprise’s network.

When you install iPlanet Application Server, the local host is automatically
registered with iASAT.

NOTE iPlanet Application Server must be registered with iASAT, before
you can administer it.

To register an iPlanet Application Server machine, perform the following tasks:
1. On the iASAT toolbar, click General to open the General window.
2. From the File menu, click New>Server .

The New iPlanet Application Server dialog box appears.

E8 New iPlanet Application Server (%]
Name:  |ins2 Local Host
Host: Iviper

Part: 10817

Uzername: Iadmin

Pagzvward: *****|

[¥] Connect to This Server Automatically Mext Time

804 || Cancel ” Help
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Complete one of the following:
o Inthe Name text box, specify the name of the server.

This is an arbitrary name you use to distinguish one application server
from another. For example, Prod-Node-A . More application servers can be
configured, such as, Prod-Node-B, Dev-Node, etc.

o Click Local Host to register a server running on your local machine.
This automatically enters a server name and your machine name.
In the Host text box, specify the host name of the server.
This is the DNS name of your server machine. You can also use an IP address.

In the Port text box, specify the port number of the Administration Server. In a
default installation, this port is set to 10817 .

If you are registering your local host, in the User Name and Password text
boxes, specify the user name and password you entered during installation of
the server or when modifying the Users and Groups.

If the server that you are registering is not the local host, then you need to
provide the user name and login password of the machine you want to add.
For example, to register a machine called Solo that is available on your
network, you need to provide the user name and password of Solo in the User
Name and Password text boxes.

(Optional) To always connect to this server and display it in the
Administration Tool window, select the Connect to This Server
Automatically Next Time checkbox

Click OK to register the server.

To Unregister an iPlanet Application Server

When an application server is no longer available, you can remove it from the
Administration Tool.

To unregistered, or delete an iPlanet Application Server instance, perform the
following tasks:

On the iIASAT toolbar, click General to open the General window.

In the left pane of the General window, double-click All Registered
Servers .
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A list of all registered application servers is displayed.
3. Select the server you want to delete.
4. From the Edit menu, choose Delete.

The selected server is removed from the scope of iIASAT.

To Start and Stop a Server Using iASAT

You can choose automatic server start-up when you install iPlanet Application
Server. Thereafter, iPlanet Application Server starts automatically on system
start-up. However, if you want to manually stop and start iPlanet Application
Server, you can do so from iASAT by performing the following tasks:

1. Click the General menu on the iIASAT toolbar to open the General window.
2. Inthe left pane of the General window, select the server you want to start.
3. Inthe right pane of the General window, click Start Server

To stop a server, select the server you want to stop and click Stop Server from
the right pane of the General window.

NOTE You can expand the servers in the hierarchical tree only when they
are running.

About Command-Line Tools

26

iPlanet Application Server comes with various command-line tools and
executables, that can be run from the command-line prompt (Windows) and the
shell prompt (Solaris).

Using command-line tools, you can perform a variety of tasks, right from basic
configuration to deploying an application.

To get a complete description of any command-line tool, type command -help at
the command prompt. For example, to get a complete list of all the options
available in the iascontrol command, type iascontrol-help at the command
prompt.
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Using Command-Line Tools

For ease of use, most of the command-line tools have been integrated with the
iPlanet Application Server Administration Tool (iIASAT) and the iPlanet
Application Server Deployment Tool (iIASAT.

The options available with iPlanet Application Server’s command-line tools are
different for Windows and Solaris platforms.

On Solaris, even though iASAT and iASAT are available, you can use
command-line tools extensively. As you can have multiple instances of iPlanet
Application Server on Solaris, it becomes necessary at times to modify the
attributes of only one particular instance using command-line tools from the
installation directory of a specific instance.

On Windows, command-line tools are in the form of executable (.exe ) files.

Command-line tools are located in the iASInstallDir/ias/bin path, on both Solaris
and Windows systems.

The following section describes iPlanet Application Server using command-line
tools.

Performing Administrative Tasks Using
Command-Line Tools

In this section, the procedure for stopping and starting iPlanet Application Server
using command-line tools is discussed.

iascontrol

You can stop or start a server using command line tools, on both Windows and
Solaris systems by performing the following tasks:

< On Windows, choose Run from the Start menu.

« Type-in iascontrol in the Run field.

= On Solaris systems, navigate to iASInstallDir\ias\bin\ directory.
Run the following script:

iascontrol subcommand -instance <instance> -user <user> -password
<password> -host <host> -port <port> -eng <engineld>
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where subcommand can be one of the following:

start

stop

kill

Starts an application server instance. If you execute this
command from the local host, it also starts the
Administration Server (KAS), if not already started.

Stops the engines of an application server. The
administration server is not stopped.

Forces immediate, non-graceful termination of all
application server processes that are running on the
local host, as well as the iPlanet Application Server
Administration Server (KAS).

The following parameters apply:

instance

user

password

host

port

eng

Name of the server instance that you want to stop or
start. The server instance must be registered in iASAT.

Name of the user that is authorized to start, stop or kill
the server instance. The user must be registered with
IASAT

The password associated with the user

The hostname or IP address of the server instance you
want to start, stop or kill

The port number of the application server’s
administrative server. Port 10817 is the default

The Id of the engine you want to start or stop. Using the
eng option, you can stop specific engines associated
with an instance of iPlanet Application Server. If the
eng option is not used, then all the engines associated
with the required server will be stopped.

When you use this command Even though the server
engines are shutdown gracefully, AS continues to
operate.

You can obtain the engine ID you want to control, from
the following key in iPlanet Registry:

Software/iPlanet/Application
Server/6.5/CCSO/Eng

28 iPlanet Application Server Administrator's Guide < February 2002



Using Command-Line Tools

Example iascontrol start

1.

Starting a specific instance of iPlanet Application Server engine:

iascontrol start -instance <instance> -user <user> -password
<password> -host <host> -port <port> [-eng <engineid>]

This command starts engines of the specified instance. In the case of a local
instance of iPlanet Application Server, KAS is started if not already running.

Starting an engine within a specified instance of iPlanet Application Server.
iascontrol start -eng 1

This command starts the specified engines and KAS (if not already started) on
your local host.

Starting an engine associated with a specified instance.
iascontrol start -instance prodnodel -eng 2

This command starts the engines associated with the instance specified. In the
given example, the specified instance is called prodnodel.

NOTE KAS must be running on the specified instance before running
this command.

Starting an engine associated with a specific instance on the local host.

iascontrol start -user adminl -password  admin -host  prodserver
-port 10817 -eng 1

This command starts the engines associated with instance on host prodserver.
KAS must already be started and listening on specified Port.

Example iascontrol stop

1.

Stopping the engines of a specified instance.

iascontrol stop [-instance <instance> [-user <user> -password
<password>] [-host <host> -port <port>] ] [-eng <engineid>]

This command stops the engines of the specified instance. Engines are
shutdown gracefully. However, KAS continues to run.
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Stopping specific engines on the local host.
iascontrol stop -eng 1

This command stops specified engines on the local host. However, KAS
continues to run.

Stopping a specific instance of iPlanet Application Server.
iascontrol stop -instance prodnodel -eng 2

This command stops the specified engines associated with an instance called
prodnodel. However, KAS continues to run.

4. Stopping specified engines associated with an instance on the local host.

iascontrol stop -user adminl -password ~ admin -host  prodserver -port
10817 [-eng 2]

This command stops engines associated with an instance on the local host.
However, KAS continues to operate.

The command to stop an iPlanet Application Server instance should look like
this:

iascontrol stop -instance prodnodel -user  adminl -password  admin
-host  prodserver -port 10817

You will see one of these codes displayed on your terminal window when you
execute any of the given commands.

0 - completed successfully.

1 - could not contact one or more of the specified servers.

2 - authentication/authorization failed against one or more of the specified servers.

NOTE You need to register an iPlanet Application Server using iASAT,

before you can use any of the given commands on it.

If your User ID (the ID which you provided while installing iPlanet
Application Server) is longer than 8 characters, the -stop and -kill
commands do not work as expected.
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Environment Variable Setting on Solaris

On the Solaris platform, the common environment variable settings are recorded in
a single script file, iasenv.ksh . The iasenv.ksh  script records the common
environment variable settings, such as CLASSPATH, GX_ROOTDIR and

LD LIBRARY_PATH.

Therefore, These settings are no longer set in each of the scripts located under the
ias/bin  or ias/jms/bin directory.

The iasenv.ksh

script is located in the <iASInstallDir>/ias/env directory.

NOTE -

If any of your current applications are reading environment
information for kjs, kxs, etc, they need to be modified to read
from iasenv .ksh.

If you face backward compatibility issues, you can define the
required variables within iasenv.ksh instead of modifying the
individual scripts, such as kxs and kjs.

If the same values are present in both iasenv.ksh script and
other scripts which refer to iasenv.ksh (such as kjs), then
depending on the location of the definition of that variable
within these scripts, either iasenv.ksh script setting would be
considered (for example, when the variable is defined before the
invocation of iasenv.ksh script within, say kjs) or the setting that
is defined within the other script would be taken into account
(for example, when the variable is defined after the invocation
of iasenv.ksh script within kjs).

CAUTION We recommend that you do not change the values in the
iasenv.ksh  script unless absolutely necessary.
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The iPlanet Registry Editor, kregedit , is a stand-alone GUI tool that can display
and edit registry information for iPlanet Application Server. The editor is installed
with each instance of iPlanet Application Server and is similar in appearance and
function to the registry editor installed on Windows. The iPlanet registry editor
displays values that are stored both in your local machine’s registry and your
directory Server.

Using the iPlanet registry editor, you can effectively manage the entries that form
the backend resource for the various functions and processes of iPlanet Application
Server. You can add keys, modify key values, and delete redundant keys.

kregedit has a comprehensive Find/Replace  option using which, you find and
replace multiple occurrences of the same value in the application server’s registry.

To Start kregedit

To start kregedit , perform the following tasks:

1. On Solaris, go to iASInstallDir/ias/bin ~ and type kregedit  at the command
line to launch iPlanet Registry Editor.

NOTE As Solaris supports multiple instances of iPlanet Application Server,
each instance has its own registry. Ensure that you start kregedit
from where the instance you want is installed.

1. On Windows, click Start>Run . Type kregedit and click OK.

The following window appears:
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&% iPlanet Registry Editor M=l E3
File Edit Help

[ _4 SOFTwWAREPlanet
— Application Server

.~ |MameTrans
| ProjectDef
FH-__ 1 Tools

Performing Administrative Tasks Using iPlanet
Registry Editor

The iPlanet Application Server Administration Tool and Deployment Tool create
back-end entries in iPlanet Registry when required. However, you may at times
need to manually create or edit specific configurations in the application server’s
registry.

For more information on the various keys and their values, see iPlanet Application
Server Registry Guide.

Many of these configuration tasks are described in several chapters in this guide. In
this chapter, the following basic configuration tasks that you can perform using
kregedit  are discussed:

The following sections describe how to perform basic administrative tasks using
kregedit

= To Add a Value To iPlanet Registry
< To Modify a Value in iPlanet Registry
< To Find and Replace Values in iPlanet Registry

= To Update the Installation Key
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< To Change the IP Address

To Add a Value To iPlanet Registry

iPlanet Registry contains several keys, each representing a folder. The values that
are contained in these keys are accessed by various tools and servers such as the
Administration Tool, Deployment Tool, Web-connector Plug-in and Directory
Server.

To add a key to iPlanet Registry, perform the following tasks:
1. Select the key under which you want to create a new key.
2. Click Edit>Add Key . Provide a name for the key and click OK.

3. To add a value to this key, select the key and from the Edit menu, choose Add
Value . The Add Value dialog box appears as shown below:

£8 Add Value

Mame: |AppPath |

value:  |cliPlanetias6lias] |

Type: IString j

(034 ” Cancel ” Helgp

4. Inthe Name field, specify a name for the value.

Example 1: If you are creating a value that will point to an application path,
type AppPath.

Example 2: If you are specifying the number of auto starts for a server, type
AutoStart.
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In the Value field, provide a value for the key, as required.

If you are specifying a class path, as indicated in example 1 above, type in the
class path, that looks similar to the following example:

c:\iplanet\ias6\ias

If you are specifying the number of auto starts for a server, as given in example
2 above, type a number, for example, 1.

In the Type field, select either String or Integer, based on the type of the value
you have specified.

For example, if the value is a class path, select String from the Type drop-down
list.

If the value is a number that indicates, for example, the number of auto restarts
specified for a server, select Integer from the Type drop-down list.

Click OK to register the value in iPlanet Registry.

To Modify a Value in iPlanet Registry

To modify a value in iPlanet Registry, perform the following tasks:

1. Select the value that you want to modify.
2. Double-click the entry or click Edit>Modify Value. The following dialog box
appears:
I.' Modify ¥alue E3
ey=
1 KHHO3EHE -1 B4KHHT O8N |
3. Moaodify the value and click OK.
NOTE In the Modify Value dialog box, you can modify only the value

specified for the key. You can’t modify the type of value, which
could be either String or Integer. If you want to modify the value
type specification, you need to delete the value and add it again.
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To delete a value from the registry, select the value and press Delete or click

Edit>Delete . You will see a dialog box asking for delete confirmation. Click
Yes to confirm the action.

CAUTION Once a value is deleted, it cannot be recovered.
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To Find and Replace Values in iPlanet Registry

You can find and replace values in iPlanet Registry, using the Find/Replace menu
option. You can find and replace a value that occurs within a particular sub-tree or
replace all the occurrences of that value in the entire registry.

i® Find/Replace. .. Ea

Find: IMaxBackup=0 |
Replace with: |MaxElackup5=1 |
[¥] Confirm before Replacing i) String Yalue

[_] Case Sensitive i Integer Yalue

[_] Find/Replace in Entire Registry

034 Cancel Help

To find and replace a value in iPlanet Registry, perform the following tasks:

1.
2.

From the Edit menu, choose Find/Replace

In the Find text field, specify the value that you want to find in Iplanet
Registry. If you want to change only a part of the value, specify only that part.
For example, if you want to replace iPlanet.com  with Sun.com, you can type
just iPlanet

In the Replace with field, specify the value with which you want to replace the
existing value. For example, to replace iPlanet. com  with Sun.com, type just
Sun. The rest of the value will automatically be retained.

Click String, if the value you are searching for is a string, such as a classpath.
Click Integer, if the value you are searching for is an integer, such as 1.

Mark the Case Sensitive text box, to search for occurrence(s) of the required
item that conform to the format of your find input.

Mark the Confirm before Replacing checkbox, if you want to be prompted for
confirmation before the required value is replaced in iPlanet Registry. When
you choose this option, you will be asked for confirmation before the any value
is replaced in iPlanet Registry.
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NOTE iPlanet Registry holds a lot of critical information on which the
various engines and processes depend. It is strongly
recommended that you choose this option before confirming the
find/replace action.

Mark the Find/Replace in Entire Registry checkbox, to find and replace all
occurrences of the required value in the entire registry. Marking this checkbox
ensures that the find/replace function is not restricted to a single tree or
sub-tree.

NOTE If you do not mark this checkbox, only the selected sub-tree will
be searched for the required value.

Click OK to begin the find/replace action.

When the find/replace action is complete, you will see a confirmation dialog
showing the search results and replacements made. This dialog will give you a
complete list of all the replacements that were made, along with complete tree
structure of the keys whose values were replaced.

To Update the Installation Key

If you installed iPlanet Application Server with an evaluation license, the server
stops running at the end of the evaluation period. You will need to update the
installation key if you have extended the evaluation period or purchased the
server. Updating the installation key saves you from having to reinstall the server
software and reconfigure the environment.

To reset the installation key, perform the following tasks:

1.

2.

Shutdown iPlanet Application Server.
Open iPlanet Registry Editor.
(See About iPlanet Registry Editor.)

The following window appears:
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8 iPlanet Registry Editor
File Edit Help

= EQ_SDFT'LNAREUPIEHH

Sf.ﬁ.pplicaﬁnn Server
= E5

D AppPath=d iplanetiasBiastaPPS
D BaszePath=d.iplanetiiasbiasz
D moduleDirMame=moadules

D faxEngines=34

3. Open the following key:
SOFTWARE\iPlanet\Application Server\6.5\CCSO\ENG

4. Double-click the Key String value and enter the new Installation Key value.
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E .' Modify ¥alue E3

ey=

[1XKKO3EKD4-1 B4XHHT DI |

5. Click OK.
6. Close the registry editor.

7. Restart iPlanet Application Server.

To Change the IP Address

When the IP Address of a machine on which iPlanet Application Server has been
installed changes, such as when the machine is moved or has been assigned to a
different network, you need to replace the old IP Address with the new IP Address.

You need to replace the IP Address in the local iPlanet Registry of each instance of
iPlanet Application Server. This is to let the network know the current IP Address
of your machine.

If you have installed iPlanet Console 5.0 on your machine, you need to let the other
machines on the network know from where the iPlanet Console Administration
Server can be accessed.

The procedure for changing the IP Address is described in the following sections:
= To Modify IP Address in the Local iPlanet Registry

< To Update IP Address of iPlanet Console Administration Server

NOTE If iPlanet Console Administration Server is not installed on your
machine, you can ignore the second section.

To Modify IP Address in the Local iPlanet Registry

You can update the new IP Address in iPlanet registry using iPlanet Registry
Editor, kregedit. When you do this, the IP Address is updated in both the local
registry and in the Directory Server that stores your machine’s configuration.
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NOTE Multiple instances of iPlanet Application Server are supported on
Solaris machines. If you have installed multiple instances of iPlanet
Application Server, you need to replace the old IP Address with the
new IP Address in the iPlanet Registry of each instance.

To change the IP address in iPlanet registry, perform the following tasks:
1. Start iPlanet Registry Editor

(See About iPlanet Registry Editor.)
2. Select the following key:

SOFTWARE\iPlanet

This is the root key. You need to select this key, to update all occurrences of the
old IP Address, in the entire registry

#® iPlanet Registry Editor Mi=] E3

File Edit Help

=~ grSOFW‘-IARE'I.iPIanet

Application Server

__IMameTrans
| ProjectDef

FH_ Toolz

3. From the Edit menu, choose Change IP Address in sub-tree.

The Change IP Address in sub-tree dialog box appears:
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Qld 1P |207.28.191.121

¥ Change IP Address in sub-tree Ed

Mew P:  |207.28.191.128

L || Cancel Helg

4. Inthe Old IP text field, enter the old IP Address.
5. Inthe New IP text field, enter the new IP Address.

NOTE The IP Address you enter must be of this format:
129.29.191.128 . Each sequence of digits must be separated
with a dot.

6. Click OK to save your changes.

NOTE < If you enter the IP address along with the Port number (for
example, 129.29.191.128:10818 ), in the Change IP
Address in sub-tree dialog box, only the IP Address will be
extracted, validated and replaced in iPlanet Registry.

= Toensure that all occurrences of the old IP Address have
been replaced in the registry, use the Find/Replace  option
from the Edit menu. Note that though this option checks for
the correctness of the IP Address format, it does not validate
the IP Address before replacing it in iPlanet Registry.

To Update IP Address of iPlanet Console
Administration Server

iPlanet Console 6.5 performs common server administration functions such as
stopping and starting servers, installing new server instances, and managing user
and group information through the LDAP services of Directory Server. Using
iPlanet Console, you can manage remote instances of Directory Server that might
exist on your network.
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iPlanet Console comes with its own Administration Server, which is used
internally by iPlanet Console. If iPlanet Console is installed on your machine, you
need to ensure that all the machines in your network know the correct
nsserveraddress  (iPlanet Console Administration Server’s IP Address) and the
nsadminaccessaddress (the IP Address of the machine from which the iPlanet
Console Administration Server can be accessed).

The nsserveraddress  for the iPlanet Console Administration server is stored in
two locations; Directory Server and the local configuration file of iPlanet Console.

The nsadminaccessaddress s stored only in the local configuration file of iPlanet
Console.

The following sections describe how you can change the nsserveraddress ~ and the
nsadminaccessaddress

< To Modify IP Address in Directory Server
< To Modify IP Address in Local Configuration File

To Modify IP Address in Directory Server
To change the nsserveraddress  in Directory Server, perform the following tasks:

1. Go to <iASInstallDir>/slapd-<hostname> and run the following script:
db2ldif

This script generates an LDIF (LDAP Data Interchangeable Format) file, whose
preliminary filename will bear the stamp of the date and time it was generated,
in the YYYY-MM-DDformat. For example, an LDIF file generated on 3rd June
2001 at 14 hours, 2 minutes and 38 seconds will look like this:

2001_06_03_140238.dif

2. Go to <iASInstallDir>/slapd-<hostname>/Idif and locate the LDIF file
with the latest date and time stamp.

3. Openthe LDIF file (using any text editor) and search for the nsserveraddress
entry. Replace the old IP Address with the new one. Note that you will need to
search for all occurrences of the old IP Address and replace with the new one,
to ensure that the change is complete.

4. Stop the Directory Server, by performing the following tasks:
On Windows:
a. From the Start menu, choose Settings>Control Panel

b. Double-click the Services icon
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To

c. Inthe Services window, select iPlanet Directory Server.
d. Click Stop to stop the server.
On Solaris:
a. Navigate to the <iASInstallDir>/slapd-<hostname> path.
b. Run the following script:
stop-slapd
The Directory Server stops.

The next step is to write the LDIF file to the Directory Server. To do this, go to
<iASlInstallDir>/slapd-<hostname> and run the following script:

Idif2db -i Idif/<path>/<filename>.Idif

When you run this script, the changes made to the file are recorded in
Directory Server.

NOTE You need to provide the absolute path of the LDIF file in
which you changed the nsserveraddress  value.

Start the Directory Server.

To start Directory Server, follow the procedure described in Step 4 above. For
Windows, click Start in the Services window to start the server. For Solaris, run
the script start-slapd to start the server.

NOTE Check the log files that are stored in the following path, to make
sure that all occurrences of the old IP Address have been
replaced in the Directory Server:

<iASInstallDir>/slapd-<hostname>/logs

Modify IP Address in Local Configuration File

To change the IP Address in the local configuration file(s) of the iPlanet Console
Administration Server, perform the following tasks:

1.

Go to <iASInstallDir>/admin-serv/config and open the local.conf file,
using any text editor.

44 iPlanet Application Server Administrator's Guide ¢ February 2002



Configuring Multiple LDAP Domains

2. Locate nsserveraddress  entries and change the IP Address value in them.
The entries will look like this:
configuration.nsserveraddress.129.158.228.63

3. Locate nsadminaccessaddress  entries if any and change the IP Address value.
The entries will look like this:
configuration.nsadminaccessaddress.129.158.228.63

4. Stop and start the iPlanet Console Administration Server, by performing the
following tasks

On Windows:

a. Go to <iASiInstallDir>/ and double-click the stop-admin  executable to
stop the server.

b. Double-click the start-admin executable to start the server.

On Solaris
a. Go to <iASInstallDir/> and run the stop-admin  script to start the
server.

b. To start the server, run the start-admin  script from the same path.

NOTE = If multiple instances of iPlanet Application Server have
been installed on a single host (supported only on Solaris
machines), a local configuration file is present for each
instance. When the IP Address changes, you need to
update the required entries in the local configuration file
for each instance of iPlanet Application Server.

= If you have installed multiple instances of iPlanet
Application Server on your machine, you need to stop
and start the iPlanet Administration Server for each
instance, for the changes to take effect.

Configuring Multiple LDAP Domains

iPlanet Application Server supports multiple LDAP domain names, based on the
Nortel LDAP schema.

A user can now use different domain names such as, john.doe@acme.com , to log
on to an application. Each domain name that a user is associated with is entered
into the directory server.
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To use multiple domains, you need to add the new domain name(s) to iPlanet
registry and create the corresponding backend entries in the directory server. This
can be done on both Solaris and Windows.

This section includes the following topics:
= To Add a Domain Name to iPlanet Registry.

= To Configure a New Domain Name in Directory Server

To Add a Domain Name to iPlanet Registry.

To add a domain name to iPlanet registry, perform the following tasks:
1. Open the iPlanet Registry Editor.
(See About iPlanet Registry Editor.)
2. Open the following key:
Software/iPlanet/Application Server/6.5/Principal
3. Create a subkey using a new domain name, for example, iPlanet

4. Select the new domain name and from the Edit menu, choose Edit>Add
Value .

The Add Value dialog box appears, as shown in the figure:

i® Add Value E

Marne: |Ela|:kend |

valug:  |LDAPBackendz |

Type: |Etring j

034 Cancel Help

5. In the Name text field, provide a name for the value, for example, Backend .
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6. Inthe Value field, specify a value, for example, LDAPBackend?2.

The value you specify here must find a corresponding value of the same name
in the directory server.

For more information, refer to To Configure a New Domain Name in Directory
Server.

7. Click OK to register the value in iPlanet Registry.

You now need to create a second value for the domain subkey, as described in
the following steps.

8. Select the new domain key, and choose Add Value from the Edit menu.
9. Inthe Add Value dialog box, provide a name, for example, Repository
10. Specify a value, for example, 1. Select Integer  from the Type drop-down list.

You have now defined a new domain name in iPlanet Registry. When you
complete the process of defining a new domain name in iPlanet Registry, your
entries must look like the following example:

I.' iPlanet Registry Editor =] &3

File Edit Help

i

CnLs

__|PAE

- PRIMCIPAL

[ 1DED

:
[ ] Backend=LDAPBackend2
D Repository=1

FH__ indiConig o

__IMameTrans
| ProjectDef
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To Configure a New Domain Name in Directory Server

After you define the new domain name in iPlanet Registry, you need to configure
the domain name in Directory Server. The domain name entries in iPlanet Registry
will point to the entries that you create in Directory Server.

To configure the new domain name in Directory Server, perform the following
tasks:

1. IniPlanet registry, open the key Software/iPlanet/Application
Server/GDS/Backends/LDAP/

2. Create a subkey with the same value that you specified under
Software/iPlanet/Application Server/6.5/Principal , i.e,
LDAPBackendl.

3. Create a value for this subkey, which defines the attributes of the Common
Name (cn) that is defined in Directory Server. For example:
root=cn=global,cn=iasconfig,cn=iAScluster,O=NetscapeRoot

4. Create a new subkey under the key LDAPBackend1, for example 0.
5. Create the following values for the subkey 0.

o GroupPath = ou=Groups, o=<new domain>

o Host = <hostname>

o Password = <encrypted password>.

o Port = <Directory Server Port>. The default port is 389.

o User= cn=Directory Manager

o UserPath=  ou=People, O=<new domain>

This procedure configures the back-end entries for the new domain name in the
Directory Server.

NOTE You need an encrypted password when you login using your new
domain name, through which you are identified by Directory
Server. You can generate an encrypted password by running the
following script:;

<iASInstallDir>/ias/bin/kencrypt2 <text to be encrypted>

This script creates an encrypted password out of the alpha-numeric
string that you provide. Your password can comprise as many
characters that you want.
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Chapter 2

Monitoring Server Activity

This chapter describes the monitoring service provided by iASAT. This service
allows you to chart various attributes of the Executive, Java, C++ and Bridge server
processes.

The following topics are included in this chapter:
= Monitoring iPlanet Application Server

= Receiving Event Notification

Monitoring iPlanet Application Server

iPlanet Application Server Administration Tool (iIASAT) provides a monitoring
service that lets you chart the activity of the Executive, Java, C++ and Bridge
servers that make up iPlanet Application Server. You can also log the information
to a file. By graphically representing this server activity or recording the data in a
file, you can track and review the performance of an application server or group of
servers and make adjustments to improve performance. For example, if you add
more memory to the application server or deploy a new application, you may want
to monitor the performance of the application server to see the impact of these
changes.

iPlanet Application Server’s monitoring service polls the application server at
designated intervals. This saves server resources because the server updates the
information being monitored at the specified interval instead of updating it
continuously. You can specify this interval in the Monitoring window. For
information about setting the interval time, see To Change a Process Data Plot.
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The monitoring window “pops out” from the Administration Tool when you click
a process to monitor. This detached window enables you to monitor server activity
in a separate window while continuing to perform other administrative tasks using
the Administration Tool.

This section describes the following topics:
= Monitoring Process Attributes

< To Log Process Data to a File

< To Change a Process Data Plot

< To Remove a Process Data Plot

Monitoring Process Attributes

The server activity, or attributes, you can chart varies according to which server, or
process, you are monitoring.

The Executive Server (KXS) process is responsible for managing and hosting the
system-level services, such as the load-balancing service, and for delegating
requests to one of the application processes, either the Java server, or C++ server
depending on the language in which the application component is written.

You can chart the following attributes of the Executive Server process:

Table 2-1  Executive Server Monitoring Attributes

Executive Server Description
Process Attribute (KXS)

CPU load The amount of load on the CPU on which this Executive Server
process is running, as calculated by the load balancing service.

Disk input and output  The rate of Read and Write operations issued by the system on
which this Executive Server is running, as calculated by the load
balancing service.

Memory thrash The number of pages read from or written to the hard disk drive
to resolve memory references to pages that were not in memory at
the time of the reference.

Requests queued Number of requests currently waiting in the queue for
processing.
Cached results Number of entries stored in the result cache.
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Executive Server Monitoring Attributes (Continued)

Executive Server

Process Attribute (KXS)

Description

Average execution
time

Requests/interval

Total requests

Current requests

Requests waiting
Requests ready

Current Requests
Threads

Requests Threads
Waiting
Total Threads

Bytes sent/interval

Bytes
received/interval

Current Sessions

Average amount of time for the Executive Server process to
execute a request.

Number of new requests received since the last polling.

Total number of requests the process has received starting up
(This value is reset to 0 upon server or process start-up.). For the
executive process, this corresponds to the total number of
requests the server has executed across all server processes.

The number of requests currently being processed by the server;
includes all requests dispatched and being processed in the
KJS/KCS engines.

Number of queued requests waiting to be serviced.
Number of queued requests ready to be serviced.

Number of request threads allocated by the process (includes
both idle threads and threads actively processing requests).
Note that this number cannot exceed Maximum Threads, or fall
below Minimum Threads configured for this process. These
values are set in the General window.

Number of requests threads available to execute new incoming
requests. This number will be a subset of the Current Requests
Threads monitoring attribute.

Number of threads being used by the process.
Number of new bytes sent since the last polling.

Number of new bytes received since the last polling.

Number of current sessions being handled.

NOTE

If you monitor CPU load, disk input and output, or memory thrash,

you must specify the intervals at which the statistics for these
process attributes are updated. To set the intervals, select Load
Balancing. Choose User Defined Criteria Load Balancing, then click
the Advanced Settings tab.
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The Java Server (KJS) and C++ Server (KCS) processes are responsible for hosting
application elements, depending on the language in which the element is written.
The Java Server hosts application components written in Java, and the C++ Server
hosts components written in C++. In addition, the Corba Executive Server (CXS) or
Bridge process allows for independent Java clients (Rich Clients) to communicate
directly to Enterprise JavaBeans hosted on a Java Server. For more information
about Rich Client, see the Developer’s Guide (Java).

You can chart the following attributes of the Java, C++ and Bridge Server

processes:

Table 2-2  Java, C++ and IIOP Bridge Server Monitoring Attributes

Java/C++ and Bridge Server

Processes (KJS, KCS and CXS)

Monitoring Attributes

Description

Average execution time

Requests/interval

Total requests

Current Requests

Requests Waiting
Requests Ready

Current Requests Threads

Request Threads Waiting

Active data connections
Cached data connections
Queries/interval

Trans committed/interval

Average amount of time for the process to execute a
request.

Number of new requests received since within the
interval.

Total number of requests the process has received since
the last start-up. This value is reset to zero upon server
or process start-up.

The number of requests currently being processed by
this process.

Number of queued requests waiting to be serviced.
Number of queued requests ready to be serviced.

Number of request threads allocated by the process
(includes both idle threads and threads actively
processing requests). Note that this number cannot
exceed Maximum Threads, or fall below Minimum
Threads configured for this process. These values are set
in the General window.

Number of requests threads available to execute new
incoming requests. This number will be a subset of the
Current Requests Threads monitoring attribute.

Number of currently active data connections.
Number of currently cached data connections.
Number of queries executed within the interval.

Number of transactions committed within the interval.
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Table 2-2  Java, C++ and IIOP Bridge Server Monitoring Attributes (Continued)

Java/C++ and Bridge Server Description
Processes (KJS, KCS and CXS)
Monitoring Attributes

Trans rolledback/interval Number of transactions rolled back within the interval.
Total Threads Number of threads being used by the process.

Bytes sent/interval Number of new bytes sent since the last polling.

Bytes received/interval Number of new bytes received since the last polling.

For each process, you can chart one or more attributes. You can also
simultaneously chart the attributes of several application servers, if you have a
multiple-server enterprise.

To Monitor Process Attributes
To monitor process attributes, perform the following tasks:

1. OntheiASAT toolbar, click Monitor to open the Monitor window.

2. In the left pane of the Monitor window, click the process whose attributes you
want to chart, as shown in the following figure:

E-2A & Registered Servers
8zt
3 cxs(10821, IOFA010)

3 kis (10819
3 kxsc10818)
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A separate monitoring panel pops out of iIASAT, as shown in the following
figure:

[E5iASAT Process Monitor

lo0

20

a0

70

&0

50

40

20

z0

10

Time {(each tick mark = ZE seconds)

| Stap || Close J

3. Intheright pane of the monitoring window in iASAT, click Add Plot located at
the bottom of the window.

The Add Plot dialog opens for you to specify the attributes to monitor for the
highlighted process.

(] ! Add Plot (%]
Process Type: i851 - kos (2:10820)
Adtribute:
rhe ‘ Lverage execution time - |
Scale: 110 -
Calar:
oer blue -
| Ol || Cancel H Help |

4. In the Attribute drop-down list, select the attribute to chart.
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From the Scale drop-down list, choose the ratio (scale) at which to plot the
attribute.

Values range from 10:1 to 1:1,000,000 . A scale of 10 to 1 (10:1) indicates
that 10 units will be plotted on the Process Monitor window for each attribute
count.

From the Color drop-down list, choose a color to represent the process
attribute on the chart.

Repeat steps 2 through 6 for each process or attribute you want to chart.

Each process attribute that you choose to chart is displayed in the Monitor
window.

Processes to Monitor:

Process | Attribute | Calar | Scale
iA51 - kos (210820) Average Execution Time Blue  1:1
A5 - kos (210820) Reqguests §interyal Blue  |1:1

Time Interval: || 5 Seconds V|

‘ Acled Plat.... || Remove Plot ” Options... |

In the Time Interval drop-down list, select the interval at which you want to
update the Monitor Plot window.

This setting applies to all process attributes displayed in the Monitor window.

To Log Process Data to a File

Once you begin monitoring a process attribute, you can send data collected by the
monitoring service to a file.

To log process data to a file, perform the following steps:

1.

2.

On the iASAT toolbar, click Monitor to open the Monitor window.

In the left pane of the Monitor window, click the process whose data you want
to chart.

In the right pane of the Monitor window, click Options.
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The following dialog box appears:

&8 Monitor Options

[¥] _oato File

File name: I

| Ok || Cancel || Help |

Click the Log to File checkbox to enable the logging service.

In the File Name text field, enter the name of the file where data is to be
written.

Click OK to save your changes.

To Change a Process Data Plot

Once an attribute data plot is specified for a process (KCS, KJS, and KXS), you can
adjust the plot using the Attribute, Color, and Scale drop-down boxes.

To change the way a process attribute is plotted, perform the following steps:

1.

2.

On the iIASAT toolbar, click Monitor to open the Monitor window.

In the right pane of the window, select a process row, whose attributes you
want to change.

To change an attribute, click the Attribute column and choose a new attribute
to plot from the drop-down list.

Similarly, click the Color and Scale columns to change how the attribute will be
plotted.

To Remove a Process Data Plot

If you no longer want to plot an attribute for a process, you can remove it from the
plot.

To remove a process plot, perform the following steps:

1.

Click Monitor on the iASAT toolbar to open the Monitor window.
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2. In the left pane of the Monitor window, choose a process, to display the
process rows in the right pane.

3. Inthe right pane of the Monitor window, select a process whose attribute you
want to remove.

4. Click Remove Plot.

The attribute is removed from the Monitor window.

Receiving Event Notification

Event notification is useful when you cannot actively monitor an iPlanet
Application Server. This passive monitoring system is activated only in critical
circumstances, such as when a process has failed.

You can set the system to alert one or more concerned parties through email when
a critical situation arises by supplying the email addresses of those you want to
alert. In addition, you can specify a script that will run automatically when certain
events occur.

This section includes the following topics:
= About Events
= To Configure Email Notification for an Event

 To Specify an Event-Invoked Script

About Events

You can specify an individual to notify or a script to run for the following critical
events:

= Executive Sever (KXS) goes down
= Java Server (KJS) goes down

e C++ Server (KCS) goes down

= Process auto restarts exceeded

= Abnormal Cluster is detected

This section includes details for the following topics:
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e What Do | Do When a Server Goes Down?
e What Do | Do When Restarts Are Exceeded?
e What Do | Do When an Abnormal Cluster is Detected?

What Do | Do When a Server Goes Down?

If one or more of the Executive Server, Java Server, or C++ Server processes go
down, the Administrative Server attempts to restart each process. If the process
cannot be restarted by the Administrative Server, the application stops running
and can result in lost transactions.

Recurring failures are usually attributed to problems within the application code,
but other failures can also happen. Regardless of what causes a process to fail, it is
useful to be notified immediately.

If the process restarts, investigate the cause of the failure to determine whether
adjustments can be made to prevent future failures. If the process does not restart,
look at the log to find the cause of the failure.

What Do | Do When Restarts Are Exceeded?

You can also be notified when the Administrative Server has exceeded the number
of times it has been set to restart a process. The maximum engine restarts value is
set on the Server tab of the General window.

Increase the Administrative Server restart option, if it is low, and determine the
cause of the process failure.

What Do | Do When an Abnormal Cluster is Detected?

You can also be notified when an abnormal cluster condition has been detected.
Within a normal operating cluster there is one sync primary iPlanet Application
Server that is the primary data store, with which all other cluster members
communicate for the latest distributed data information. An abnormal cluster is
where a dual-primary or a no-primary condition has been detected.

Mark the Restart in case of abnormal cluster checkbox on the Cluster tab of the
General window. iPlanet Application Server will re-start an appropriate process so
that one (and only one) sync primary is present in the cluster. For more
information about clusters, see Managing Distributed Data Synchronization.
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To Configure Email Notification for an Event

To send an email notification for an event, perform the following steps:
1.
2.

4.

Receiving Event Notification

On the iIASAT toolbar, click Events to open the Events window.

From the left pane of the Events window, select the server for which you want

to configure events.

From the right pane of the Events window, select the event or events for which

you want to be notified by clicking the corresponding checkbox as shown in
the following figure:

EH2H Al Registered Servers | &

Events

[¥] KXS Dioeevn
[#] KJS Dioveery
[v] KCS Dowvn
[¥] Process Auto Restarts Exceeded

[v] &knormal Cluster
Actions

Email Addresses (emaill @ocompany .com; email2Ecompany.com

Jjohn.doe E=sun.com ;I
|

Mail Server (smitp.company.com);

I maill.sun.com

Script File Mame (pageme csh or notify et

I

Fall far Events...

|| Apply Changes || Undo Changes || Default Yalues ||

In the Email Addresses field, specify the email address or addresses of the
persons you want to send notification. To use multiple email addresses,

separate each email address with a semi-colon(; ).
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5. In the Mail Server field, specify the mail server through which the notification

is sent. Use the following format:

mail.company.com

6. To see the most recent events that might have been sent out for this server,

click Poll for Events.

The Poll for Event dialog box appears displaying a list of the recent events for
the selected server.

NOTE When you click Poll for Events, events are consumed (that is, the
events that you see are no longer included in the next set of
events that are displayed).

7. Click Apply Changes to save your changes.

To Specify an Event-Invoked Script

You can configure the event notification service to run a script. The script might
page the system administrator, bringing the problem to the administrator’s
attention, or perform any other automated task that will help keep the system
running smoothly when faced with a critical event.

When a script runs, it passes an argument to indicate what type of event has
occurred. For instance, the following command indicates that a Java Server (KJS)
process has crashed:

Iscript location/ crash kjs

To configure the event notification service to run a script in response to an event,
perform the following steps:

1. OntheiASAT toolbar, click Events to open the Events window.

2. From the left pane of the Events window, select the server for which you want
to configure events.

3. Inthe right pane of the Events window, mark the checkboxes against the
events for which you want to invoke a script.

4. Inthe Script field, specify the path of the script to run. For example:

/mydir/scripts/myscript.pl
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5. Click Apply Changes to save your changes.
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Chapter 3

Configuring SNMP to Monitor
IPlanet Application Server with
Third-Party Tools

This chapter describes how to configure Simple Network Management Protocol
(SNIMP) so that you can monitor iPlanet Application Server with third-party SNMP
management tools.

The following topics are included in this chapter:

= About SNMP

< Enabling SNMP Statistics Collection

= About the Management Information Base (MIB)

= Setting Up the Master Agent and SubAgents

About SNMP

SNMP is a protocol used to exchange data about network activity. With SNMP,
data travels between your application server and a workstation where network
management software is installed. From this workstation, you can remotely
monitor your network and exchange information about network activity between
servers. For example, using an application like HP OpenView, you can monitor
which iPlanet Application Server machines are running, as well as the number and
type of error messages your application servers receive.

NOTE SNMP support for iPlanet Application Server is not available on
Windows platforms.
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Your network management workstation exchanges information with the
application servers in your enterprise through two types of agents: the subagent
and the master agent. The subagent gathers information about an application
server and passes that information to the master agent. The master agent
exchanges information between the various subagents and the network
management workstation. The master agent runs on the same host machine as the
subagents with which it communicates.

Figure 3-1 SNMP Agent Support Architecture
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Enabling SNMP Statistics Collection

The iPlanet Application Server SNMP subagent does not report SNMP statistics to
the network management workstation unless you enable statistics collection. If
statistics collection is not enabled, the subagent cannot be started.

NOTE If the network management workstation experiences difficulty
obtaining SNMP statistics, check the server log information located
at the following path:

<iASInstallDir>/<mail-instanceName>/log/default/

If the SNMP data collection process (snmpcoll ), is not running, check the iPlanet
Administration Console to see whether the SNMP enable flag is on. For more
information, see Managing Servers with iPlanet Console at

http://docs.iplanet.com/

If you disable the startup server, this collection process is also disabled.
To enable data collection, perform the following steps:

1. Click General on the iPlanet Application Server Administration Tool (iIASAT)
toolbar to open the General window.

2. In the right pane of the General window, click the SNMP tab.

Server | Request Manager | SHMP | LDAP | EJB | Cluster |
[w]| Enable SHMP Administration and Maonitoring

[w] Zriabile SHMP Debug

Connection Attempt Interval. |60 seconds

3. Mark the Enable SNMP Administration and Monitoring check box.

This step enables the SNMP subagent to publish statistics about the application
server to the master agent.

4. Mark the Enable SNMP Debug checkbox, to log error messages if there is a
problem with connecting to the master agent.

5. Specify an interval in the Connection Attempt interval text field.
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This is the time interval in which the subagent will attempt to connect to the
master agent.

NOTE You will have to re-start the iPlanet Application Server server for
these settings to take affect.

About the Management Information Base (MIB)

iPlanet Application Server stores variables pertaining to network managementin a
tree-like hierarchy known as the server’s management information base (MIB).
iPlanet Application Server reports significant events to the network management
workstation by sending messages containing these variables. The network
management workstation can also query the server’s MIB for data or can remotely
change variables stored in the MIB.

This section includes the following topics:
< Formatting MIB Entries
= Making MIB Available on SNMP Third-Party Management Software

Formatting MIB Entries

The MIB file contains the definitions for managed objects, or variables, that store
network information for the server. Each variable definition includes the variable
name, its data type and read/write access level, a brief description, and a
permanent object identifier.

This sample entry shows the definition for the nsmailEntityDescr variable:

nasKesMaxThread OBJECT-TYPE / object type
SYNTAX  INTEGER (SIZE (1..512)) /syntax

ACCESS read-write  / read/write access
level

STATUS mandatory /status

DESCRIPTION / description
"The maximum number of threads used to serve requests."

:={kes 4} /object identifier
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This definition contains the following information:

Object Type: gives the name of the variable, in this case, iasKesMaxThread

Syntax: gives the abstract data type of the variable object type in ASN.1
notation. For example, the Syntax of the naskesMaxThread variable is INTEGER
(SIZE (1..512))

Access: gives the required access level to the variable. Possible access levels are
read-only, read-write, write-only, or not-accessible.

Status: tells whether the element is mandatory, optional, or obsolete.

Description: text description of the element, enclosed in quotes. For example,
the description of the naskesMaxThread variable is “The maximum number of
threads used to serve requests.”

Object Identifier: assigned name that serves as a permanent identifier for each
managed object in the MIB name tree in its name space. Objects in SNMP are
hierarchical; the object identifier is a sequence of labels that represents the
object in the hierarchy. For example, nasKesMaxThread is identified as kes 4.
This means that it has the label 4 in the subtree kes.

Note that kes, in turn, has the label 4 in the kesTable subtree

Making MIB Available on SNMP Third-Party
Management Software

Refer to the SNMP management software for detailed procedures for making the
MIB available. In general, you have to copy the iPlanet Application Server MIB to
the Network Management machine and then load it into the SNMP management
software’s MIB database.

You can find the iPlanet Application Server MIB database in the following location:

<iASInstallDir>/plugins/snmp/
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The SNMP Master agent is native to your Solaris operating system. Master agent
operation is defined in an agent configuration file called CONFIG You can edit the
CONFIG file manually.

NOTE This procedure assumes that you are running Solaris 2.6 with
recommended patches. It also assumes that iPlanet Web Server is
installed.

This section includes the following topics:
= To Configure the Master SNMP Agent
e To Start the SNMP Master Agent

< To Verify SNMP Configuration

To Configure the Master SNMP Agent

To configure the master SNMP agent, perform the following steps:
1. Loginasroot.
2. Check to see if there is a Solaris SNMP daemon (snmpdx) running on port 161.

If an SNMP daemon is running, make sure you know how to restart it and
which MIB trees it supports. Then kill its process.

3. Edit the Solaris SNMP daemon start-up file s76snmpdx in /etc/rc3.d to
modify the port to which the daemon listens.

In the start section, replace the line
usr/lib/snmp/snmpdx -y -c /etc/snmp/conf

or

usr/lib/snmpdx -p 161 -y -c /etc/snmpconf

with

J/usr/lib/snmp/snmpdx -p 1161 -y -c /etc/snmp/conf

You have changed the port to which the daemon listens from 161 to 1161.
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Edit the CONFIGfile located in <iASinstallDir> fias/snmp  in the server root
directory.

The CONFIGfile defines the community and the manager that the master agent
will work with. The manager value should be a valid system name or an IP
address. The following is an example of a basic CONFIGfile:

COMMUNITY public
ALLOW ALL OPERATIONS
MANAGER your_manager_station_name

SEND ALL TRAPS TO PORT 162
WITH COMMUNITY public

(Optional) Define sysContact and SysLocation variables in the CONFIGfile.

You can edit the CONFIGfile to add initial values for sysContact and
sysLocation  which specify the sysContact and sysLocation ~ MIB-II
variables. Note that the strings for sysContact and sysLocation  in this
example are enclosed in quotes. Any string that contains spaces, line breaks,
tabs, and so on must be in quotes. You can also specify the value in
hexadecimal notation.

In this sample CONFIG file, sysContract  and sysLocation  variables are
defined:

COMMUNITY public
ALLOW ALL OPERATIONS

MANAGER nms2
SEND ALL TRAPS TO PORT 162
WITH COMMUNITY public

INITIAL sysLocation "Server room 501 East Middlefield
Road Mountain View, CA 94043 USA"

INITIAL sysContact "John Doe email: <jdoe@iPlanet.com>"

Chapter 3  Configuring SNMP to Monitor iPlanet Application Server with Third-Party Tools 73



Setting Up the Master Agent and SubAgents

74

The encapsulator forwards requests from the master agent to the Solaris agent that
now listens on port 1161.

6. Edit the file CONFIG_SAGT, modifying the following lines:
Agent at 1161 with Community Public
This configures the subagent to serve the Solaris agent on port 1161.
Subtrees <list of oids>
This configures the SNMP subtrees served by the Solaris agent.
Forward All Traps

This ensures that all traps sent by the Solaris agent are forwarded to the master
agent.

To Start the SNMP Master Agent

Once you have installed the SNMP master agent, you can start it manually or by
using iPlanet Console.

To start the master agent manually, enter the following at the command prompt:
# magt CONFIG INIT &

The INIT file is a nonvolatile file that contains information from the MIB-II system
group, including system location and contact information. If INIT doesn't already
exist, starting the master agent for the first time will create it. An invalid manager
name in the CONFIGfile will cause the master agent start up to fail.

NOTE INIT contains information about the local system. This file is
created the first time you start the master agent. You should not
copy this file across machines.

To automatically start the master agent when you start the server, perform the
following steps:

1. Edit the files ias/snmp/k75snmpmagt  and ias/snmp/S75snmpmagt

2. Change $GX_ROOTDIRo the iPlanet Application Server installation directory
path if this variable is not yet defined in the root’s environment.

3. Copy k75snmpmagt to /etc/rc2.d and s75snmpmagt to /etc/rc3.d

To start a master agent manually on a nonstandard port, use one of two methods:
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Method 1: In the CONFIGfile, specify a transport mapping for each interface
over which the master agent listens for SNMP requests from managers.
Transport mappings allow the master agent to accept connections at the
standard port and at a nonstandard port. The master agent can also accept
SNIMP traffic at a nonstandard port. The maximum number of concurrent
SNIMP is limited by your target system's limits on the number of open sockets
or file descriptors per process. The following is an example of a transport
mapping entry:

TRANSPORT extraordinary SNMP
OVER UDP SOCKET
AT PORT 11161

After editing the CONFIGfile manually, you should start the master agent
manually by typing the following at the command prompt:

# magt CONFIG INIT&

Method 2: Edit the /etc/services file to allow the master agent to accept
connections at the standard port as well as at a nonstandard port.

To Verify SNMP Configuration

After you have performed the procedures outlined in this chapter, you can verify
SNMP setup.

To verify SNMP, perform the following:

1.

Stop iPlanet Application Server. For more information on starting and
stopping iPlanet Application Server, see To Start and Stop a Server Using
IASAT.

Also make sure that all iPlanet Application Server processes (KAS, KXS, KJS
and KCS) are stopped.

Verify that Directory Server is running. If it is not running start Directory
Server, by executing the following command:

<iASinstallDir> /slapd-<hostname>/start-slapd
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Verify that iPlanet Web Server (iWS) (e.g. https-servername) is running. If it is
not running start it as follows:

Jusr/iplanet/suitespot/https-solsystem/start
where solsystem is the server name.

Verify that the Solaris SNMP agent (snmpdx) is running using the UNIX ps
command as follows:

ps -ef | grep snmpd
If it is not running, start it with:
/etc/rc3.d/S76snmpclx start

Verify that the iPlanet Application Server Master Agent (magt) and
encapsulator/proxy subagent (sagt) are running using the UNIX ps command
as follows:

ps -ef | grep magt

ps -ef | grep sagt

If they are not running, start them with:
letc/rc3.d/S75snmpmagt start

Start iPlanet Application Server.

Use your third-party SNMP management software’s MIB browser or test
utility (for example, snmpwalk ) to confirm that SNMP data is being collected.
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Chapter 4

Logging Server Messages

This chapter describes the message-logging service provided by iPlanet
Application Server.

The following topics are included in this chapter:
= About the Logging Service

< About Logging Application Events

e About Logging HTTP Requests

< About Logging DSync Messages

About the Logging Service

Use the message-logging service of iPlanet Application Server to log server
messages. The logging service is configured through the iPlanet Application Server
Administration Tool’s Logging menu.

When you enable logging, iPlanet Application Server records messages generated
by application-level and system-level services. These messages describe the events
that occur while a service is running.

This section contains the following topics:
= To Determine Types of Messages to Log
< How Log Messages Are Formatted

= Monitoring iPlanet Application Server Log Files
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To Determine Types of Messages to Log

You can log any of the three types of messages generated by iPlanet Application
Server services. Each type is described in the following table:

Table 4-1 Log Message Types

Message type Description When it might appear

Information message Describes the processing of a When no problems arise.
request or normal service
activity, such as a status update.

Warning message Describes a noncritical problem  When a service encounters a
that might be an indication ofa  temporary problem, such as
larger problem. when it is unable to connect

to a process.

Error message Describes a critical failure of the ~ When a service encounters a
service, from which recovery is critical problem, such as a
not likely. pipe closure.

With the logging service, you can record error messages, error and warning
messages, or all messages. To choose which type of messages to log, perform the
following tasks:

1. Click Logging on the iPlanet Application Server Administration Tool (IASAT)
toolbar to open the Logging window.

2. In the left pane of the Logging window, select the iPlanet Application Server
node for which you want to specify log settings.

3. Inthe right pane of the Logging window, click the Server tab. The following
dialog box appears:
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Every Tuesday|

Errors and Watnings
100

4. Mark the Enable Server Event Log checkbox, to enable event logging.

5. Inthe General pane, from the Message Type drop-down box, select one of
these; Errors, Errors and Warnings, All Messages.

6. Inthe Maximum Entries text field, specify the maximum number of entries that
can exist before data is written to the log.

7. Inthe Write Interval field, enter the amount of time (in seconds) that elapses
before data is written to the log.

These settings apply to all the three services that can be logged: application,
HTTP and DSync.

How Log Messages Are Formatted

Every log message has the following four components:

= Date and time the message was created.
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= Message type, such as information, warning, or error.
= Service or application component ID.
= Message text.

When a log message is sent to the text-based destination logs, it is formatted as
follows:

[Date and time of message] Message type: Service ID: Message text

For example, the following messages sent to an ASCII text file illustrate message
format:

[01/18/00 11:11:12:0] info (1): GMS-017: server shutdown (host
0xc0a801lae, port 10818, group 'iAS") - updated host database

[01/18/00 11:11:18:2] warning (1): GMS-019: duplicate server (host
0xc0a8017f, port 10818) recognized, please contact iPlanet
Communications for additional licenses

Monitoring iPlanet Application Server Log Files

This section describes how application server logs can be viewed, on Windows and
Solaris systems. Reviewing log files is often helpful when troubleshooting
application and server configuration problems. The following sections describe in
detail how you can monitor iPlanet Application Server logs on both Windows and
Solaris systems.

This section includes the following topics:
< To Monitor Application Server Logs On Solaris

= To Monitor Application Server Logs on Windows

To Monitor Application Server Logs On Solaris

On Solaris, you can view iPlanet Application Server logs by using a command line
tool. Using this tool, you can selectively view the messages you want. For example,
you can view messages generated during a specific period, or view only the first
few messages in a file.

To monitor iPlanet Application Server logs on Solaris, perform the following tasks:
1. Navigate to the following path:

<iasinstsall>ias/logs
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2. Type tail - and the filename of the log file that you want to view. For
example, to view KIS logs, type tail -kjs.

To stop the command execution, press CTRL+C.

NOTE Open a terminal window and type man tail ~ for a complete list of
all the options you can try with the tail  command.

To Monitor Application Server Logs on Windows

To enable display of application server logs on NT, perform the following tasks:
1. From the Start menu, select Settings>Control Panel

2. Double-click the Services icon. The Services window appears, as shown in the
following figure;

Semvice Statug Startup Cloge

iPlanet Administration Server 5.0 Automatic

‘iPlanet &pplication Server 6.5 Started Aytomatic Eitart
iPlanet Directory Server 5 [viper) Started Automatic

¢S [viperindia, zun. com) Started Automatic Stop
S Adminiztration Server [B.0) Automatic

JMO Broker Autamatic Banzz
Meszenger Started Automatic T
MGACH Started Automatic —

Met Logon Started Automatic S
Metwork DDE M anual =] =

Hw! Frofiles. ..
Startup Parameters:

| Help

L LELE

3. Select iPlanet Application Server 6.5.

4. Click Startup. The Service window appears, as shown below:
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Service: iPlanet Application Server 6.5

— Startup Type
* Automatic &I
 Manual Cancel |
" Disabled Help |

—Log On As:

& Sustem Account

W iilow Service o Interact with Desktop

" This Account: I J

Eassiond: |

[Earfirm I
Eassword:

5. Mark the Allow Service to Interact with Desktop checkbox, as shown in the
figure.

6. Click OK to close the window.
7. Inthe Services window, click Stop to stop iPlanet Application Server.
8. Click Start to start iPlanet Application Server again.

When you do this, you will see iPlanet Application Server logs messages displayed
in DOS windows. Each physical process in iPlanet Application Server will be
displayed in a separate window. For example, you can see KAS logs, KJS logs and
KCS logs in separate windows.

To Enable Vertical Scroll Bars In The Output Windows

The log messages that you view on the DOS windows will scroll continuously. To
You can enable vertical scroll bars in the output windows, and scroll backwards
and forwards to view the messages you want. To enable vertical scroll bars in DOS
windows, perform the following tasks:

1. Click the DOS icon at the upper-left corner of the output window.

2. Choose Properties. The Properties window appears, as shown in the following
figure:
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& "CHWINNT\System32\CMD.exe™ Properties

Optiohs I Fomt  Lapout | Colors |

Window Preview
r— Screen Buffer Size

3

E with :
Height: 200 =
—wiindow Size
“didth: 20 =
Height: Iﬂ
~window Position
Left: Iﬂ

¥ Let spstem position window

Ok I Cancel | Help |

3. Select the Layout tab.
4. Set the Screen Buffer Size Height to 200 or more.

5. Click OK to register your changes. A confirmation window appears, as shown
below:

Apply Properties

" Apply properties to curent window anly

¢ S ave properties for future windows with same titls

0K I Cancel |

6. To enable scroll bars on all DOS windows, mark the Save Properties for future
windows with same title radio button.

About Logging Application Events

Message logging is useful for tracking and debugging application errors. By using
thelog( ) method, application developers can send messages to the same log
destination that the server administrator configures for iPlanet Application Server
services.
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For example, if an application encounters a problem in a segment of code, you can
log the associated error message. Informational messages about the application’s
status, rather than error messages, are also useful.

The administrative services of iPlanet Application Server run in the Administration
Server process (KAS). This Administration Server enables remote administration of
servers and applications. KAS also supports other services, such as application
partitioning, event logging, request monitoring, and dynamic configuration of key
server settings. Clients that access administrative services include iASAT, directory
server and third party SNMP agents.

Some of the events that are monitored and logged by KAS are listed below:
= Server login and logout details.

= Initialization status, startup, shutdown, enabling and disabling of server and
engines.

= Issues related to KAS, SNMP, Transaction Manager and engines.
= Issues related to iPlanet Application Server installation.
= Deployment actions and errors during deployment.

= Errors that may occur when retrieving configuration parameters for LDAP,
databases, database clients, transactions, resource manager, logging, load
balancing, engines and KAS.

Logs pertaining to administration and deployment are stored in the
Administration Server, known as KAS. The other servers that store message and
event logs are KJS (Java Server), KCS (C++ Server) KXS (Executive Server). KAS
starts the other three servers and monitors their activities.

This section contains the following topics:
« Determining the Logging Destination

< Managing Log Files

Determining the Logging Destination

You can configure the logging service to record server and application messages in
any or all of the destinations described in the following table:
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Log destination Description

When to use

Process Consoles  iPlanet Application Server
process consoles display log
messages as they are
generated.

Application log The default application log
file. For Windows NT, this
can be viewed through the
Event Viewer.

ASCII text file An ASCII text file, which
you must create and
specify.

Database table A database table which you

must create and specify.

This is the default. If logging is
enabled and the server is enabled for
automatic startup (UNIX) or
interaction with the desktop (NT),
the consoles open and display the log
messages. To disable this feature,
deselect the Log to Console
checkbox.

This is the default. Warning and
information messages are not logged
to the application log. The
application log provides a more
comprehensive record of the server
and application error messages.

All messages are sorted by their
timestamp.

Use when you want a more
permanent record of the server and
application messages. All messages
are sorted by their timestamp.

This is the most versatile logging
destination. Use when you want to
sort, group, and create reports of the
logged messages.

When you enable logging, the logging service automatically sends messages to the
process consoles on Windows and Solaris platforms, as long as those consoles are
open and console logging is enabled. On Windows, the logging service also sends
messages to the application log. Logging to a process console does not record the
messages. You cannot retrieve the messages once they scroll off of the screen.
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NOTE iPlanet Application Server uses a log buffer to store messages before

they are written to the application log, an ASCII file, and/or
database logs. If a log is updated continuously, the time taken for
this effort will negatively affect the performance of the application
server.

This buffer limits the use of resources by storing messages, till a log
is updated. The buffer is written to the destination when either the
buffer interval times out or the number of entries in the buffer
exceeds the maximum number allowed.

To Specify Log Destination

To enable the logging service and specify the destination of the log messages,
perform the following tasks:

1.
2.

Click Logging on the iASAT toolbar to open the Logging window.

Select the iPlanet Application Server instance for which you want to specify log
settings.

In the right pane of the Logging window, click the Server Event  tab.
In the Server Event  tab, select Enable Server Event Log checkbox.

In the Log Target box, choose the type of logging to enable, by marking the
required checkboxes:

o Log to a Database
All messages/errors will be stored in a database-format file.
v Logto Console

All messages/errors will be displayed in the console window for that
particular process.

o Log Errors Windows NT Application Log

This option is applicable on Windows only. The messages/errors can be
viewed in the Event Viewer. To start Event Viewer, go to Start > Programs
> Administrative Tools > Event Viewer.

o Log toFile

All messages/errors will be logged to the specified file.
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The log file is created when you enable the Log to a File option. For
more information, see To Log to a File.

NOTE To enable KAS Audit logs to output to a file on Windows, set
the IAS_KASLOGFILE environment variable to 1. By default it
is set to 0. For more information, see “To Log to a File on
Windows,” on page 90.

For more information about managing log files, see “Managing Log Files,” on
page 91.

This section contains the following topics:
= Logging to a Database
< Logging to a Console

= Logging Server Events to a File

Logging to a Database

To log application server messages to a database, you need to create an event log
database table. The following table describes the four field names and lists each
field’s data type.

NOTE On both Windows and Solaris systems, you can use supplied
scripts that automatically set-up the eventlog and httplog  tables.

The scripts are located in the directory
<iASInstallDir>/ias/ias-Samples/dblog/src/schema ,and are
named Log_db2.sgl , Log_ifmx.sql , Log_mssql.sgl ,

Log_ora.sgql , and Log_syb.sql

Choose the script that is appropriate for the database you’re using.

Table 4-3  Logging to a Database Table

Database field name Description Data type
evttime Date and time the message was created  Date/Time
evttype Message type, such as information, Number

Warning, or error

evtcategory Service or application component ID Number
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Table 4-3  Logging to a Database Table

Database field name Description Data type
evtstring Message text Text
evtid Event ID Number

The logging service maps the message components to the database fields listed in
the table. You must use these exact field or column names in your database table.

To Log to a Database
To log to a database, perform following tasks:

1. Click Logging on the iIASAT toolbar to open the Logging window.

2. Inthe left pane of the Logging window, select the iAS node for which you want
to specify log settings.

3. Inthe right pane of the Logging window, click the Server Event tab.
4. Inthe Server Event tab, mark the Enable Server Event Log checkbox.

5. Inthe Log Target box, click the Log to Database checkbox, as shown in the
following figure:
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W
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Specify the data source, the database name, the table name, and the user name
and password necessary for accessing the database.

6. Inthe General box, from the Message Type drop-down box, select Errors,
Errors and Warnings, or All Messages.

7. Click Apply Changes to save your changes to iASAT.

Logging to a Console

Enable the Log to Console checkbox when you want to see the log output as they
are generated. The log messages are displayed in a console window on your
monitor.

To Log to Console
To log information to a file, perform the following tasks:

1. Click Logging on the iIASAT toolbar to open the Logging window.
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2. Click Server Event
3. Select the Enable Server Event Log checkbox.
4. Inthe Log Target section, select Log to Console

5. Inthe General box, from the Message Type drop-down box, select Errors,
Errors and Warnings, or All Messages.

6. Click Apply Changes to save your changes to iASAT.

Logging Server Events to a File

To record all KAS messages in a log file, you should enable KAS logs to be saved as
afile.

When you enable logging to file using the iPlanet Application Server
Administration Tool, messages pertaining to KJS, KXS and CJS are logged.
However, as KAS manages all the server engines and other administrative aspects,
the messages that are generated can be voluminous.

On Solaris, all KAS messages are logged to file, by default. On the Windows
platform, you need to manually enable logging of KAS messages to a file. For more
information, see “To Log to a File on Windows,” on page 90.

To Log to a File

IASAT’s monitoring service allows you to log information about server activity to a
file.

To log information to a file, perform the following tasks:
1. Click Logging on the iIASAT toolbar to open the Logging window.
2. In the left pane of the Logging window, click the Server Event tab.

3. Inthe Server Event tab, mark the Enable Server Event Log checkbox.

»

In the Log Target pane, mark the Log to File checkbox.
In the Log to File text field, enter the name of the log file.

6. Inthe General box, from the Message Type drop-down box, select Errors,
Errors and Warnings, or All Messages.

7. Click Apply Changes to save your changes to iASAT.

To Log to a File on Windows
To enable KAS logging to file on the Windows platform, do as follows:
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1. Open Control Panel and double-click the System icon.

2. Navigate to the Environment tab.

3. Locate the IAS_KASLOGFILE variable, in the System Variables list.
4. Change the default value to 1 and click Set.

KAS log messages are logged in the file KAS.log which can be found in the
following path;

<iASInstallDir>/ias6/ias/logs/

Managing Log Files

Log files can be rotated when a set period ends. For example, you can specify that
your log files are rotated every 10 days, or every Wednesday, so that only the
current logs exist in the log file. Since log files are stamped with the time and date
on which they are created, log file rotation helps organize them into manageable
units.

If you choose to record server messages in an ASCII file, you can enable log file
rotation to regulate the entries periodically.

To Rotate Log Files
To configure log file rotation, perform the following tasks:

1. Click Logging on the iIASAT toolbar to open the Logging window.

2. Select the iPlanet Application Server node for which you want to specify log
settings. The following figure appears:
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Errars and Warnings

100 Ewvery Wednesday

_ Ewery Thurscay
Ewery Friday
Ewery Saturday

In the right pane of the Logging window, click the Server Event tab.
In the Server Event tab, select the Enable Server Event Log checkbox.
Mark the Log to File checkbox.

Choose Yes from the Enable File Rotation drop-down list.

N o o r w

Select the interval at which log files are to be rotated, from the Rotation Interval
drop-down list. You can also enter a string to indicate when the log file is
rotated.

For instance, the following string indicates logging to a new file begins at 1:00
AM every Monday, as well as on the fifteenth of each month:
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Mimnutes Day of the
week mMonth of the year

1:0:0 1-15-=

Day of the month
Hours Seconds

The following string indicates logging to a new file begins at 2:00 AM, 5:00
AM, 6:00 AM, and 7 AM every Friday:

Hours Minutes Day of the
week
Month of the year

2, 5 - 7:0:05,==

Day of the month

Hours Hours Seconds

8. Inthe General pane, from the Message Type drop-down box, select Errors,
Errors and Warnings, or All Messages.

9. Click Apply Changes to save your changes to iASAT.

About Logging HTTP Requests

Web server requests are monitored by the Web Connector Plug-in. The plug-in
sends requests to your iPlanet Application Server instance, where they are
processed. By logging web server requests, you can track request patterns and
other important request information.

This section includes the following topics:
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< How Web Requests Are Logged
= To Log Web Server Requests

How Web Requests Are Logged

A web server request is divided into components. These components are
standardized HTTP variables used by the web server to manage web requests.
iPlanet Application Server includes a subset of these HTTP variables for you to log.
You can add variables to the list if you need to log additional information.

NOTE On both Windows and Solaris systems, you can use supplied
scripts that automatically set up the HTTP log and event log tables.
See To Log to a Database, for more information.

Each HTTP variable must be mapped to a database field name within a table that
you create. For instance, to log the length of the content of a web server request,
map the CONTENT_LENGTWariable to a database field named, for example,
content_length and defined as atext data type. The default HTTP variables
used by iPlanet Application Server and their database data types are listed in the
following table. Use this table to help you create the database table for logging web
requests.

Table 4-4 HTTP Variables and Database Data Types

Default HTTP variables Default database field name Data type
Not applicable logtime Date/Time
CONTENT_LENGTH content_length Number
CONTENT_TYPE content_type Text
HTTP_ACCEPT accept Text
HTTP_CONNECTION connection Text
HTTP_HOST host Text
HTTP_REFERER referer Text
HTTP_USER_AGENT user_agent Text
PATH_INFO uri Text
REMOTE_ADDR ip Text
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Table 4-4  HTTP Variables and Database Data Types

Default HTTP variables Default database field name Data type
REQUEST_METHOD method Text
SERVER_PROTOCOL protocol Text

You can rename all the database field names except the logtime fieldname in the
database table. The logging service maps that time that the message was created to
the logtime  database field.

The fields from the database table are automatically mapped to web server
variables in the registry.

You must have a web server communication plug-in module such as NSAPI or
ISAPI installed and properly configured.

To Log Web Server Requests

Before you can log web server requests, you must create a database table to hold
the request messages. For more information about creating this table, see How Web
Requests Are Logged.

To log web server requests, perform the following tasks:
1. Click Logging on the iASAT toolbar to open the Logging window.

2. From the left pane of the Logging window, select the iPlanet Application
Server responsible for logging web server requests.

If you have more than one instance of iPlanet Application Server, you can
specify one server to log all web server requests.

3. Inthe right pane of the logging window, click the HTTP tab.

The following window appears:
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4. Enter httplog  in the Data Source field.

5. Provide the information you use to connect to the database in the Database
field. For example, this would be the Oracle SID for an Oracle database.

6. Inthe Table Name field, enter httplog
7. Provide the user name and password with which you connect to the database.

8. Enter a number in the Maximum Entries field. This number represents the
greatest number of entries that can exist before data is written to the log.

9. Specify the required value in the Write Interval text field.

This number represents the amount of time that lapses before data is written to
the log.

10. Click Apply Settings to save your changes.
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iPlanet Application Server supports Distributed Data Synchronization (DSync)
across multiple iPlanet Application Server for partitioned and distributed
applications. DSync provides cluster management and data synchronization across
iPlanet Application Server processes. iIASAT provides for logging of DSync
messages.
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For more information about distributed data synchronization, see About
Distributed Data Synchronization.

This section includes the following topics:
< How DSync Messages Are Logged
= To Log DSync Messages

How DSync Messages Are Logged

DSync provides a component based architecture that allows you to choose which
components you want to log. All DSync debug messages appear in KXS, KCS, and
KJS log files. DSync debug components are the following:

o Module: Provides data management and appends other DSync
components to the log file. When enabled, the methods executed by DSync
are logged.

o Failover: Provides cluster membership management. When enabled,
interactions between servers and how roles change due to failure of
servers/engines/network connection are logged.

o Token: Provides distributed lock management features. When enabled,
interactions between servers for read/write tokens associated with DSync
nodes are logged.

o Timeout: Provides life cycle management of DSync nodes per timeout
specification. When enabled, nodes that are deleted due to timeout are
logged.

o Messenger: Provides message communication between iPlanet
Application Server servers. When enabled, messages that are created, sent,
received and processed are logged.

In addition, you can dump cluster and DSync node data into
iasdsync-cluster-XXX.log and iasdsync-node-XXX.log files respectively,
where XXX represents the port number of an engine.

Format of the Cluster Dump Files
Each iasdsync-cluster-XXX.log file consists of the following sections:

e Cluster

= Message queue

Chapter 4  Logging Server Messages 97



About Logging DSync Messages

98

The cluster information reports how an engine views the current Dsync cluster as
follows:

*DSync Cluster State

* *kkkhkkkhkkkhkkkhkk *

Host: 0xd00c3643

Port: 10818

Role: SyncPrimary

Current Engine’s order #:1
SyncPrimary: this engine

Is connect to primary? NO
Changing primary? NO

Max number of SyncBackup#=1
SynclLocal[1]:0xd00c3643:10821
SyncLocal[2]: 0xd00c3643:10822

The message queue information displays the list of messages that are in the DSync
gueues as follows:

*DSync RecvQueue for GXP_DSYNC protocol

* *kkkkkkkhkkhhkkkhkk *% *% *kkk

Message[1]: GXDSYNC_MSG_RECLAIM_RDTOKEN(/dsync41test/K/5)from
0xd00c3643:10818

Format of the DSync Node Dump Files
Each iasdsync-node-XXX.log consists of the following sections:

= Message queue
< Node Data
< Timeout Manager

The message queue information displays the list of messages that are in the DSync
gueues as follows:
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*DSync RecvQueue for GXP_DSYNC protocol

* *kkkkkkkhkkhhkkkhkk *% *% *kkk

Message[1]: GXDSYNC_MSG_RECLAIM_RDTOKEN(/dsync41test/K/5)from
0xd00c3643:10818

The node data section displays the collection of nodes stored in an engine as
follows:

* F*kkkkkkk

*DSync Token State

[1] IDY
Status: without Read or Write Token
Scope: GLOBAL
[2} ID:/dsync4ltest
Status: without Read or Write Token
Scope: GLOBAL
Owner Thread: 0xf6f040 (Id=0xf78d50)
Standard wait queue[1] thread 0xf88670 (Id=0xf883a0)
Standard wait queue[1] thread 0xf89d60 (Id=0xf89a90)
Child[0]:B
Child[1]:A
Child[2]:D
Child[3]:C
Attribute[NextPath]:N
[3]..

The timeout manager section displays the set of nodes that are managed by DSync
timeout manager in the current engine as follows:

* F*kkkkkkk * *

*Timeout Manager State
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Entry[0]: ID=/dsync41test/S/4, expired 6 seconds ago
Entry[1]: ID=/dsync41test/U/4, expired 4 seconds ago
Entry[2]: ID=/dsync41test/W/4, expired 3 seconds ago
Entry[3]: ID=/dsync41test/V/4, expired 3 seconds ago
Entry[4]: ID=/dsync41test/X/4, expired 3 seconds ago
Entry[5]: ID=/dsync41test/D/5, expired 2 seconds ago
Entry[6]: ID=/dsync41test/Z/4, expired 2 seconds ago
Entry[7]: ID=/dsync41test/A/5, expired 1 seconds ago
Entry[8]: ID=/dsync41test/B/5, 0 seconds till expiration
Entry[9]: ID=/dsync41test/C/5, 0 seconds till expiration
Entry[10]: ID=/dsync41test/E/5, 0 seconds till expiration
Entry[11]: ID=/dsync41test/F/5, 1 seconds till expiration
Entry[12]: ID=/dsync41test/H/5, 2 seconds till expiration

To Log DSync Messages

To log DSync debug messages, perform the following tasks:
1. Click Logging on the iIASAT toolbar to open the Logging window.

2. From the left pane of the Logging window, select the iPlanet Application
Server responsible for logging DSync messages.

3. Inthe right pane of the logging window, click the DSync tab.

The following window appears:
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Server Evert | HTTP | DSyme |

. DSync Logging Options

[w] Maodule (Mode creation, deletion, navigation and data access)
[w] Failower (Cluster manaoement and failover suppor)

[v] Token (Distributed token management)

[w] Tirmeout (Rods time-out management)

[w] Messenger (Message communication smong enoines)

| Dump Cluster Info || Dump Mode Info |

| Apply Changes || Undo Changes || Default Values |

Specify the DSync components you want to log. See Format of the DSync Node
Dump Files for more information on DSync components that you log.

When specifying DSYNC components, you do not have to shutdown and
restart iPlanet Application Server for changes to take affect.

(Optional) Click Dump Cluster Info to dump DSync state cluster information
to a iasdsync-cluster-XXX.log file where XXX is the port number of an
engine.

For information about the format of this log file, see Format of the Cluster
Dump Files.

(Optional) Click Dump Node Info to dump DSync state node information to a
iasdsync-node-XXX.log file where XXX is the port number of an engine.

For information about the format of this log file, see Format of the DSync Node
Dump Files.
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Chapter 5

Securing iPlanet Application Server

This chapter describes how to implement iPlanet Application Server security.
The following topics are included in this chapter:

= About Security

= Storing and Managing Users and Groups

= Setting Authorization to Access Application Components

= Enabling Encryption Between Web Server And Application Server

= Using Firewalls for Security

= Configuring Firewalls With iPlanet Application Server

About Security

Implementing application security is a joint effort between the application
developers and the server administrator; application developers are responsible for
determining the level of security to implement and implementing that level into
their applications; the administrator is responsible for managing the users and
groups who use the application.

The administrator is also responsible for managing authorization to application
components within an application. For Java applications using J2EE standard
components, authorization is implemented via roles. Roles are created during
deployment time using the iPlanet Application Server Deployment Tool and
administered using the iPlanet Application Server Administration Tool (For more
information about the Deployment Tool see the online Help system that is
provided with the tool.). For C++ applications, authorization is implemented via
access control lists that are stored in LDAP and managed using iASAT.
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This chapter explains how to set up users and groups and then how they are used
to secure applications. It also describes how user entries are stored in iPlanet
Directory Server and managed using iPlanet Console and LDIF. The following
topics are described in this section:

e Limitations of This Document
e What Is LDAP?

e What Is iPlanet Console?

Limitations of This Document

This chapter provides descriptions of the basic start-up tasks you must perform
when setting up Directory Server in association with your instance of iPlanet
Application Server, as well as how to use iPlanet Console to manage users and
groups. See iPlanet Directory Server and iPlanet Console documentation for
detailed instructions and descriptions of these products.

You can find Directory Server documentation installed with your instance of
iPlanet Application Server in the following location:

IASInstallDir /manual/en/slapd/

iPlanet Console documentation is available on iPlanet’s web site in the following
location:

http://docs.iplanet.com/docs/manuals/console.html

What Is LDAP?

Every instance of iPlanet Application Server uses Directory Server to store shared
server information, including information about users and groups. Directory
Server supports Lightweight Directory Access Protocol (LDAP) versions 2 and 3.
LDAP is an open directory access protocol that runs over TCP/IP. Itis scalable to a
global size and millions of entries. Using Directory Server, you can store all of your
enterprise’s information in a single, centralized repository of directory information
that any application server can access via the network.

iPlanet Directory Server is installed with each instance of iPlanet Application
Server.

The types of Directory Servers that can be configured for iPlanet Application
Server are as listed below:
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Master LDAP Server. The LDAP server that maintains the master data.

Consumer LDAP Server. The LDAP server that contains a copy of the data that is
maintained by the master LDAP server. Multiple consumer LDAP servers can be
configured for iPlanet Application Server.

Primary LDAP Server. The first LDAP server that is configured to iPlanet
Application Server, for configuration information.

Backup LDAP Server. The second LDAP server that is configured to iPlanet
Application Server. iPlanet Application Server connects to this server if the
primary LDAP server fails. Multiple backup LDAP servers can be configured for
iPlanet Application Server.

What Is iPlanet Console?

iPlanet Console is a stand-alone Java application. It finds all resources and
applications registered in Directory Server, and displays them in a graphical
interface. iPlanet Console functions independently of any server, and you can use it
from any computer or workstation connected to your enterprise.

iPlanet Console is installed with each instance of iPlanet Application Server. You
use iPlanet Console to manage users and groups for iPlanet Application Server.
You can also use iPlanet Console to launch the iPlanet Application Server
Administration Tool, but only for local instances of iPlanet Application Server --
that is, instances of iPlanet Application Server installed on the same machine as
iPlanet Console. You must launch remote instances of iPlanet Application Server
from the command line or from the Windows NT start menu.

Storing and Managing Users and Groups

The information you specify for each user and group you create is stored in the
Directory Server. The information held in Directory Server is shared between all
application servers when you have multiple servers supporting an application.

This section provides information for the following topics:
= Implementing Security
= Using iPlanet Console to Add Entries to Directory Server

= Modifying Database Entries Using iPlanet Console
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e Using LDIF to Add Entries to Directory Server

= Creating Entries Programmatically

Implementing Security

If access to an application consists of authenticating a user’s user name and
password, the user name and password must be stored in the Directory Server.

An application starts the user authentication process by calling the application
component—usually a servlet—responsible for user authentication. The user’s
login privileges are then verified against the list of users stored in Directory Server.

The authentication process verifies access to an application based on a user’s name
and password. To implement authentication, you must create a user profile, which
holds the user name and password, for all users of an application. This procedure
is described in Using iPlanet Console to Add Entries to Directory Server.

Once a user is successfully authenticated, access to specific application components
implementation depends on the type of application: Java application using J2EE
standard components or C++ applications.

NOTE There are types of authentication other than verification of user
name and password. For example, some applications authenticate a
user through a certificate.

Authorization for J2EE Applications

Access to application components responsible for application security is based on
declarative role information defined in the deployment descriptor XML file.
Security can also be defined programmatically during development by using
security APIs such as isCallerinRole() provided by J2EE. See iPlanet Application
Server Developer’s Guide for more information.

Authorization for C++ Applications

Access to application components responsible for application security is managed
declaratively using access control lists provided in the iPlanet Application Server
Administration Tool. Security can also be defined programmatically during
development by using the LDAP JDK included with each installation of iPlanet
Application Server. See iPlanet Application Server Developer’s Guide for more
information.
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Using iPlanet Console to Add Entries to
Directory Server

You use iPlanet Console to create user entries and group entries to iPlanet

Directory Server. A user entry contains information about an individual person or
object in the directory. A group consists of all users who share a common attribute.
For example, all users in a particular department might belong to the same group.

What Is a Distinguished Name (DN)?

Each of the users and groups in your enterprise is represented in Directory Server
by a distinguished name (DN). A DN is a text string that contains identifying
attributes. You use DNs whenever you make changes in the directory's users and
groups database. For example, you need to specify DN information each time you
create or modify directory entries, set up access controls, and set up user accounts
for applications such as mail or publishing. The users and groups interface of
iPlanet Console helps you create or modify DNs.

For example, this might be a typical DN for an employee of iPlanet
Communications Corporation:

uid=doe,e=doe@iplanet.com,cn=John Doe,0=Sun Microsystems,c=US

The abbreviations before each equal sign in this example have the following
meanings:

e uid :userID

= e:email address

= cn: the user's common name
e 0:o0rganization

e c:country

DNs may include a variety of name-value pairs. They are used to identify both
certificate subjects and entries in directories that support LDAP.

SSL Authentication and Distinguished Names

The iPlanet Application Server’s SSL Mutual Authentication uses the
Distinguished Names which are found within the X509 SSL client certificates. Once
the application server has been presented with a valid client certificate, it examines
the Subject DN contained within it looking for a candidate field to use in
authenticating the client.
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iPlanet Application Server looks for the following fields in order of uniqueness and
searches the Directory Server entries for one whose uid field matches the value
from the certificate attribute chosen:

User Ids
1. uid
2. 0id.2.3.4.45

3. 0.9.2342.19200300.100.1.1
Email Addresses

4. emailaddress

5. email

6. e

Common Name
7. ¢cn

To Create User Entries Using iPlanet Console

User security is best suited for applications that have a small number of known
users. You must create a user profile for each user who accesses the application.

You must be a Directory Server administrator or a user with the necessary
permissions to create a user.

To create a new user entry in iPlanet Directory Server using iPlanet Console,
perform the following steps:

1. On Windows Systems.

From the Windows Start menu, click Programs>iPlanet Server Products>
Select iPlanet Console 5.0.

On Solaris Systems.
Navigate to the iASInstallDir path, and type the following command:
Istartconsole

The iPlanet Console login dialog box appears:
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lanet Console Logi

User IC: Iadmin

Paszward: I*****

Administration URL: | hitp: ioviper india sun.com:18093 | =]

Ok I Cancel | Hedp |

ortions

cang oTp- o s reserved.
grosystems, iPlanet, and all Sun and iPlanet based
d logos are trademarks of Sun Microsystems, Inc.

In the User ID text field, provide the user name that was specified during
iPlanet Application Server installation.

In the Password field, type in the password that you provided for the iPlanet
Console Administration Server, during iPlanet Application Server installation.
iPlanet Console’s main window appears, as shown in the following figure:

Console Edi Wiew Chjcc Help

iPlanet’ Cansole 5 0
[ Servers and Appicatons || Users and Groups

| Detaut View =l

il india.sun.com

R inds. sun.com
= .g viper incis. sun.com

Daman name: IndkaE sun.coim
Desciiption:  Standard Branch for configuration information
LUszer directory host and port viper india.sun com 389
Secure conmection: r
Usas drectory sublres de=inda de=sun de=com
Biircd Db
Bired pazzword

For more information on creating users and groups, see the documentation
included with iPlanet Console 5.0.
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Modifying Database Entries Using iPlanet
Console

Before you can modify user or group data, you must first use the Users and Groups
Search function to locate the user or group entry in the user directory. You can then
select operations from the menu toolbar to change the entry. The operations you
perform apply to all users in the Search list.

See iPlanet Console documentation for more information.

Using LDIF to Add Entries to Directory Server

Directory Server uses the LDAP Data Interchange Format (LDIF) to describe a
directory and directory entries in text format. LDIF is commonly used to initially
build a directory database or to add large numbers of entries to the directory all at
once. You can also add or edit entries using the Idapmodify command along with
the appropriate LDIF update statements.

To add entries to the database using LDIF, first define the entries in an LDIF file,
then import the LDIF file from Directory Server.

Formatting LDIF Entries

LDIF consists of one or more directory entries separated by a blank line. Each LDIF
entry consists of an optional entry ID, a required distinguished name, one or more
object classes, and multiple attribute definitions.

The basic form of a directory entry represented in LDIF is;

dn: distinguished name
objectClass: object class

objectClass: object class

attribute type [;subtype]: attribute value
attribute type [;subtype]: attribute value
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You must supply the DN and at least one object class definition. In addition, you
must include any attributes required by the object classes that you define for the
entry. All other attributes and object classes are optional. You can specify object
classes and attributes in any order. The space after the colon is also optional. For
information on standard object classes and attributes, refer to the iPlanet Directory
Server documentation at:

http://docs.iplanet.com/docs/manuals/directory.html

Modifying Database Entries Using Idapmodify

You use the Idapmodify command-line utility to modify entries in an existing
Directory Server database. Idapmodify  opens a connection to the specified server
using the distinguished name and password you supply, and modifies the entries
based on LDIF update statements contained in a specified file. Because Idapmodify
uses LDIF update statements, Idapmodify ~ can do everything that Idapdelete ~ can
do. Most of Directory Server's command-line utilities are stored in a single location.
You can find them in the following directory:

<iASInstallDir >/bin/slapd/server

The command line tools Idapdelete , [dapmodify , and Idapsearch —are stored in
the following directory:

<iASInstallDir> /shared/bin
The following is an example of the command used to add a user to an LDIF file:

Idapmodify -h myserverhost -p 389 -D “Directory Manager” -w admin -a
-f MyUsersFile

Creating Entries Programmatically

You can also create entries programmatically within an application using the
LDAP JDK included with each installation of iPlanet Application Server. See the
Developer’s Guide (Java) for more information.

Setting Authorization to Access Application
Components

Authorization to access application components depends upon the type of
application:

Chapter 5  Securing iPlanet Application Server 111



Setting Authorization to Access Application Components

112

= For Java Applications (using J2EE standard components), authorization is set
via roles. See Setting Role-Based Authorization (for J2EE Applications).

= For C++ Applications, authorization is set by permissions in access control
lists. See Setting Access Control List Authorization (for C++ Applications).

This section includes the following topics:
= Setting Role-Based Authorization (for J2EE Applications)

= Setting Access Control List Authorization (for C++ Applications)

Setting Role-Based Authorization (for J2EE
Applications)

Roles for an application component are set globally for all application components
within a module. From the Administration Tool, you can add a role to an
application module and set the users and groups who belong to a role. Access is
granted to any application component within a module if the requestor is a
member of a pre-defined role.

If a user is not a member of a role, the application can direct the user to re-login,
prompt the user to exit the application, or direct the user to a different part of the
application.

Managing Roles for EJBs and Servlets

You need to use iPlanet Application Server Administration Tool (iIASAT) to
manage the roles of deployed applications. When you manage roles, you can
specify groups to which users belong and add only groups to the role rather than
adding individual users as members to the role. This is useful if you are using
individual user-based security; you save the administration maintenance of
updating users in the role when users change.

For example, if you have created users for an web bank application and a user
closes all accounts, you need to remove that user only from the appropriate group
or groups, as opposed to removing the user from the groups and any roles.

NOTE Roles for servlets and EJBs are created in the deployment descriptor
XML files before deployment. See the online help that is provided
with the Deployment Tool for more information.

To manage a role, perform the following steps:
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1. OntheiASAT toolbar, click Application to open the Application window.

2. In the left pane of the Application window, expand the iPlanet Application
Server instance where the application is deployed.

3. Open the application folder and highlight a servlet or EJB icon, as shown in the
following figure:

4 Al Registered Servers

| OnlineBank

N bark
oI
& barkEjb

4. Inthe right pane of the Application window, click the roles tab to view the
roles and role members that have been defined for this EJB/servlet.

Components | Rulesl

Roles in Module bank

Role(s) | Role Memberi(s)
Banklzer PD Managers (group), HR Managers (group), Accounting Managers (...
BankAdmin HR: Managers (group), Accounting Managers (grougp)

5. Highlight the role that you want to manage and click Edit Role, at the bottom
of the window.

The Edit Role dialog box opens showing you all the users and groups that are
currently members of this role.
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8 Edit Role BankUser E
Available Groups: Users/Groups in Role:
Q4 Managers PD Managers (group)
HR Managers Accounting Managers (grougp)
Lzers in Groug: >
Accourting Mansgers
~
| Ok || Cancel || Help

6. Toadd agroup and a user to a role, complete the following:

a. Toadd agroup to arole, in the Available Groups box, highlight one or
more groups and click the right-arrow button.

NOTE When you select multiple groups from the Available Groups box,
the users in the Available Users box are not displayed.

b. To add a user to a role, first highlight a group to which the user currently
belongs from the Available Groups list and then highlight the user(s) in the
Users in Group box. Finally click the right-arrow button to add the user to
the role.

7. Toremove a group or user from a role, highlight the user(s) and or group(s) in
the Users/Groups in Role box and click the left-arrow.

Setting Access Control List Authorization (for
C++ Applications)

Access control lists (ACLs) allow you to set permissions for users and groups. A
permission relates to an action the user is allowed to perform, such as read or
write.
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iPlanet Application Server comes with default permissions, but you can also create
your own application-specific permissions and ACLs. The information in an ACL
is used by the application to verify the permissions of the current user or group for
an action the user attempts.

If a user does not have a certain permission, the application can direct the user to
re-login, prompt him to exit the application, or direct him to a different part of the
application.

Creating an Access Control List

You need to use iASAT to create and manage access control lists (ACLs). When
creating an ACL, you can create groups to which users belong and add only groups
to the ACL rather than adding individual users as members to the ACL. This is
useful if you are using individual user-based security; you save the administration
maintenance of updating users in the ACL when users change.

For example, if you have created users for an intranet application and a user leaves
the company, you need to remove that user only from the appropriate group or
groups, as opposed to removing the user from the groups and any ACLSs.

To create an access control list, perform the following steps:
1. OntheiASAT toolbar, click Security to open the Security window.

The following window appears:

] ! iPlanet Application Server Administration Tool

File Edit “iew Toolz Help

PR e TR RS

G... fd... O... T.. L.. E... L... S, A
EI—? &)l Registered Servers i| | Access Control Lists
@ i45 Deployment

A5 Administration

| MEswy .. || Modify.... || Remove |

4

2. Click New. The New Access Control List dialog box appears, as shown in the
following figure:
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6.
7.

i® New Access Control List

Access Contral List:l sysadminACL

I Users and Groups | rE&D | wmiTE [
Add L=ser or Gru:uup...| | Mesy Permiszion... | | Remove |
034 Cancel Help

In the Access Control List text field, enter a name for the ACL.

The name can be any word or words you choose to distinguish one ACL from
another.

To add a user or group to the ACL, click Add User or Group.
The Add User or Group dialog box appears.

Lzer Filter: “ ﬁ'

Add & user ar graLp;

admin (usen -
admin21 {usen

LAalmond {usen
Accounting Managers (group)

(034 Cancel Help

Select the users and/or groups you want to add to the ACL.

You can filter the list of users that appears in the result set by entering a string
in the User Filter text box. For instance, to show only user IDs that begin with
“F,” enter F* in the User Filter text box, then click the icon next to the User
Filter text box. The user IDs matching your filter criteria appear in the list box
below. The User Filter applies only to users, not to groups.

Click OK.

To add a new permission to the ACL, click New Permission.
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The New Permission dialog box appears.

E® New Permission
Permizzion:

| Ol || Cancel ” Help ‘

8. Provide a new permission action word.

A permission defines the level of access a user or group has to a particular
application or part of an application.

9. Click OK.

10. To set the appropriate permissions for the groups in the ACL, check each
permission for that group.

Modifying an Access Control List
You can modify the following ACL properties:

« add groups

= create new permissions

« edit permissions

You can also remove groups from the system.

To modify an access control list, perform the following steps:

1. OntheiASAT toolbar, click Security to open the Security window.

The following window appears:
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i 8 iPlanet Application Server Administration Tool

File Edit Wiew Toolz Help

Vel b (PPN i e

G... hd... D... T.. L..
EZH Al Registered Servers ~Access Control List
w i8S Deployment
i&5 Administration
| ey ... || Modify... || Remave |

2. Highlight the Access Control List that you want to modify.
3. Click Modify. The Modify Access Control List dialog box appears.
i ® Modify Access Control List
Access Control List: iAS Administration
Users and Groups|  ADMIN READ Delete
acdmin (Lser) ] ] [¥]
|Add Uzer or Gro...| | Il Permission...| | Remaove |
| QK || Cancel || Help |
4.

To add a new user or group, click Add User or Group. The Add User or Group
dialog box appears.
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Lzer Filter: “ ﬁ'

Add & user ar graLp;

admin {(usen -
admin21 {usen

LAalmond {usen
Accounting Managers (group)

(034 Cancel Help

Select the group or groups you want to add to the ACL.

You can filter the list of users that appear in the list by entering a string in the
User Filter text box. For instance, to show only user IDs that begin with “F,”
enter F* in the User Filter text box, then click the icon next to the User Filter
text box. The user IDs matching your filter criteria appear in the list box below.
The User Filter applies only to users, not to groups.

Click OK.

In the Modify Access Control List window, click New Permission to create a
new permission.

The New Permission dialog box appears.

i® New Permission E

Permis=ion:

(034 Cancel Help

Provide a new permission such as Read, Write, in the Permission text field and
click OK.

In the Modify Access Control List window, you can edit the permissions for a
group, by selecting or deselecting the checkboxes next to the permissions.

To remove a group, select that group and click Remove in the Modify Access
Control List window.
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Enabling Encryption Between Web Server And
Application Server

120

You can selectively encrypt the traffic between Web Server(s) and Application
Server(s). The Executive Server (KXS) manages the traffic between the servers. You
may need to enable encryption for components that require high security, such as
servlets that gather credit card information, login servlets, etc. Components are
encrypted using 128 bit keys and RSA BSafe 3.0 library, which ensures safe transfer
of information.

This section also describes how you can verify the encryption details in KXS logs
and how to create a cryptext key for encryption.

The following topics are included in this section:

= To Enable Encryption Between Web Server And Application Server
= To Verify The Encryption Log Messages

< To Enable Encryption For Each J2EE Component

To Enable Encryption Between Web Server And
Application Server

To enable encryption of traffic between Web Server(s) and Application Server(s),
perform the following steps:

1. Open iPlanet Registry Editor.
(See About iPlanet Registry Editor)
2. Open the following key:
SOFWARE/iPlanet/Application Server/6.5/CCSO/Security/

3. You will see a value that looks like this; EnableEncryption=0. By default,
encryption is disabled. To enable encryption, modify this value to read
EnableEncryption=D (D stands for Domestic 128 bit data type string).
Encryption is now enabled.
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To Verify The Encryption Log Messages

To verify the encryption log messages in the KXS log file, perform the following
steps:

1.

4.
5.
6.

Open iPlanet Registry Editor.

(See About iPlanet Registry Editor)

Open the following key:

SOFWARE/iPlanet/Application Server/6.5/CCSO/Security/

From the Edit menu, choose Add Value . The Add Value dialog box appears, as
shown in the following figure:

£8 Add Value B
Marne: LogEncryption
Walue: 1

Type:

In the Name field, type LogEncryption
In the Value field, type 1.

From the Type drop-down list, select Integer.

When you create this key, encryption log messages will be logged in the KXS logs.

To Enable Encryption For Each J2EE
Component

To enable encryption for individual J2EE components such as JSPs and Servlets
(encryption cannot be enabled for EJBs) perform the following steps:

1.

Open the ias-web.xml  file of the application for whose component you want
to enable encryption.

Search for and locate the servlet or JSP for which you want to enable
encryption.
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3. Locate the <encrypt>false</encrypt> tag for the component. Change false to
true.

4. Register the application using iasdeploy

To verify that the encryption is enabled and working, open KXSlogs and search for
messages that are similar to the following:

[11/Jan/2001 19:58:43:0] info: CRPT-001: Encrypting 2309 bytes,
keysize = 128 bits

[11/3an/2001 19:58:43:5] info: NSAPICLI-012: plugin regstart,
tickct: 1903570535

[11/Jan/2001 19:58/:43:5] info: NSAPICLI-009: plugin reqgexit:
Os+.12995s. (198114 0537)

[11/Jan/2001 19:58:52:2] info: CRYPT-004: Decrypting 1897 bytes,
keysize = 128 bits

Note that if you enable encryption for a component, encryption will take place
even if it has been disabled in iPlanet Registry.

Using Firewalls for Security
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iPlanet Application Servers are typically deployed together with web servers and
client databases applications. In this scenario, inter-process communication is of a
very high level and this makes and data integrity and security issues very
important. To ensure smooth and secure communication between application
servers, web servers and the client applications that run on application servers,
security components of the system are frequently separated by firewalls.

This section describes how you can effectively plan and deploy iPlanet Application
Servers in fire-wall protected environments. The following topics are described in
this section:

= Basics of Network Security
= iPlanet Application Server Architecture
= Inter-Process Communication Protocol

= Encrypting Data Channels
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NOTE All the addresses and port numbers listed in this document are
default values. These may be changed during install, or later by
modifying values stored in the appropriate registries. If these are
changed, then the appropriate modifications will need to be applied
to firewall configuration parameters.

Basics of Network Security

Private networks, such a company’s Local Area Network (LAN) are not directly
connected to public networks such as the Internet, but pass through a firewall
which is intended to control access. Access to public networks is controlled using
approved protocols on the approved port numbers of specific machines.

Types of Firewalls

There are many different types of firewalls, each with its own set of advantages
and disadvantages. Firewalls do not necessarily consist of simply one type of
machine, but typically involve other machines that may be present. These other
systems may configured to provide basic traffic routing, but may or may not be
configured to provide firewall functionality. The three main types of firewalls are
described in the following sections:

Routers

These are fast, and in the simpler versions, relatively cheap. At their most basic,
they sit between two networks, and relay connections between them.
Configuration parameters can be specified to allow or disallow connections to or
from individual IP Addresses or ranges of IP Addresses.

More complex versions of routers will inspect data to determine the security
protocol being used, and the port number to which the security protocol is
addressed. Control can be exercised on connections using specific protocols and
directed to specific ports (filters).

Routers can be machines built specifically for the task, or can be implemented
using a computer (typically running UNIX operating system) with multiple
network interfaces. The advantage of using a general purpose machine as a
dedicated router is that the router can also run proxy servers.
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Proxy Servers

Proxy Servers are normally used in conjunction with some form of router to ensure
that data access can be only through the proxy server. A proxy server usually sits
on a machine that either straddles the firewall, or more frequently, sits behind a
primary router on a small, dedicated network often known as a De-Militarized
Zone (DMZ), with another router between the proxy server and the private
network. The proxy system is generally a very basic, stripped down system which
has few or no normal user applications, just programs which act as proxy servers
for various protocols.

A proxy server is designed to act as a server to some client inside the private
network. For example an HTTP proxy server will behave as an HTTP server as far
as a web browser on the private network is concerned. The browser will connect to
the HTTP proxy server and send a request for a document. The HTTP proxy server
will then in turn act as a browser and will connect to the server from which the
document has been requested. The remote HTTP server is not aware of the proxy
server. When the HTTP proxy server gets the requested document, it scans the
document for viruses before passing it on to the users’ browser on the private
network. The actions that the HTTP proxy server performs before surrendering the
document to the browser can be specified in the HTTP proxy server. This enables
additional security and also ensures the quality and wholesomeness of
information.

Stateful Inspection Firewall

An increasingly popular form of firewall is a machine, which doesn’t simply route
information, but also inspects the contents of information packages. Using the
information obtained, higher level protocols can be determined. This can extend
right up to the level of application protocols. Once the communication protocols
have been established the system uses state tables to determine which operations
to allow until the protocol enters a new state.

For example, let us assume that an incoming telnet connection will be a TCP/IP
(Transmission Control Protocol/Internet Protocol) connection directed to port
number 23 on the destination machine. The telnet server will respond with the
number of a port, to which the telnet client should connect. The statefull inspection
firewall system will recognize the telnet opening state, and examine the returned
data for the port number to which the client should connect. When the host (the
machine that initiated the connection) directs the connection to the destination
port, the statefull inspection firewall system will allow the connection. Other
random connections to non-standard ports will normally be denied.
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Statefull inspection firewalls are fast because not all data has to be examined. They
can be used for general purpose security, unlike proxy servers, which need to be
specifically created to handle a given protocol. Creating a proxy for a new protocol
can also take a significant amount of time. With a statefull inspection firewall
system, a new state table can be created quickly and easily, often by simply
monitoring the new protocol to determine appropriate state transitions and
actions.

The ensuing sections describe the architecture of iPlanet Application Server and
the how communication takes place within iPlanet Application Server.

iPlanet Application Server Architecture

iPlanet Application Server is composed of several modules. The basic component is
the Executive Server (KXS) which creates the components of the application,
manages per session data, load monitoring and load-balancing with other
instances of iPlanet Application Server.

The application code runs in multi-threaded processes created by KXS. There are
two types of processes; the C++ Server (KCS) and the Java Server (KJS).

The system is managed through the Administration Server (KAS). The web server
may be installed on the same machine as iPlanet Application Server, but will
typically be installed on a separate machine.

The communication between the web server and iPlanet Application Server is
through a plug in, residing in the web server which communicates directly with
iPlanet Application Server. If multiple instances of iPlanet Application Server have
been installed, the plug in communicates with the iPlanet Application Server
selected by the load balancing system. In cases where the web server in use does
not have a plug in available, the communication module may be called as a CGI
(Common Gateway Interface) application, which establishes connection to iPlanet
Application Server. The use of the CGIl model is less efficient, and normally used
only as a last resort.

The second method of communication is using OCL (Object Constraint Language),
which uses CORBA to locate the required services and communicate with them
through iPlanet Application Server. This is recommended only for the intranet
because of the lack of standardized security for 1IOP (Internet Inter-Object
Protocol) connections.

The next section describes how a firewall is structured and how communication
takes place between servers, applications and security protocols.
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Inter-Process Communication Protocol

Inter-process communication between servers, applications and security protocol
occurs in a number of ways. The communication links and protocols involved are
as given below:

Ephemeral Ports

Ephemeral ports are the anonymous ports created in response to a request from a
client to a server. In UDP (User Datagram Protocol), these will be the port numbers
used for reply datagrams. For TCP/IP, these will be the port numbers for the
connection that a server creates in response to a request from a client.

Ephemeral ports can be any ports not currently in use, and not in the reserved
range (0-1023). It is common practice to allocate these ports from the range
(1024-5000) . However, some systems, notably Solaris, now allocate ephemeral
port numbers that belong to a different range. Typically any port number greater
than 32768 can be allocated as an emphemeral port, going by the recognition that
for large systems with many connections the limited range of port numbers may
not be sufficient.

It is important to verify the values used and to ensure that the appropriate range or
ranges are enabled for ephemeral ports on any firewalls where ephemeral port
usage exists. Typically this will be > 32768 for modern Solaris systems and 1023 to
5000 for Windows systems.

Transmission Control Protocol/Internet Protocol (TCP/IP)

There are multiple TCP/IP connections carrying different types of traffic as listed
in the following table. The addresses and ports indicated in the table are default

values:
Connection raffic Ppri/Addr Pyrpose
eb Connector Plug-ln to KXS Request data 10818 User 170
XS to KCS7KJS Internal data 10819 (%) end requests
CGTto KXS Request data See Text User 170
CS7KJS o KXS Internal data T08T8 esults7Admin
Admin UT to KAS Internal data TO8T7 Admin.
NOTE (*) Begins at this number and increases by for each KCS/KIJS.
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Most of these communication channels are used for more than one type of data
transfer. Data transfers are multiplexed over the same TCP/IP connection.

When a web server other than the web servers that support a plug in is used,
communication with KXS will be through small CGI applications.

The port used for communication between CGI to KXS is not fixed, but is allocated
as:

10819 + (number of KCS/JKS engines)

Therefore, if 4 KIS engines and one KCS engine are installed, the CGI port will be
configured at port number 10824 , that is default CGI port number 10819+3 , during
installation of iPlanet Application Server.

TCP/1IP communication for web servers is allocated on port 80 or 443 depending
on the use of HTTP or HTTPS (Secure HTTP).

IP Multicast

In the case of multiple iPlanet Application Server instances, iPlanet Application
Server uses 2 IP multicast channels, which handle the following communication
tasks:

e IP multicast channel 1 communicates load balancing information between KXS
processes.

= |P multicast channel 2 communicates administration information and
commands between KAS processes.

It should be noted that traffic on the KXS channel can be heavy, and increases with
system load. Default addresses for KXS channels are given in the following table:

MCast Address Rort

KXS <-> KXS 228.8.18.71 9607

KAS <-> KAS 228.8.18.71 9608

NOTE The multiplexing of internal server data over a single TCP/IP

channel is sometimes referred to as the Kiva Communications
Protocol (KCP). This protocol is meant only for internal data
transfer.
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User Datagram Protocol (UDP)

The Web Connector Plug-in uses UDP. It uses the Ping protocol to verify that the
KXS process with which the Web Connector Plug-in is currently associated is still
alive. A thread running within the KXS responds to the ping. Response to a ping
indicates that the KXS is running. Lack of response indicates that failover should be
initiated. to switch to an alternate KXS. Default UDP ports are given in the
following table:

UDP Packet Port
Ping request 610
Ping response phemeral

Where UDP is not permissible, the ping may be deactivated by modifying the Web
Connector Plug-in’s iPlanet Registry. To disable response to a ping request,
perform the following tasks:

1. Start iPlanet Registry
(See About iPlanet Registry Editor)
2. Open the following key:
SOFTWARE!/iPlanet/Application Server/6.5/CCS0/CONN/
3. Modify the DisableEcho key. Set the value to 1.

TIP To modify a value in iPlanet Registry, perform the following
steps:

a. Double-click the key name or select the key and choose
Modify Value from the Edit menu, to bring up the
Modify Value dialog box.

b. Enter the new value in the dialog box.

c. Click OK to register the change in iPlanet Registry.

When you turn UDP pinging off, the currently selected iPlanet Application Server
may fail and this could cause a delay, until the TCP/IP connection times out. This
may take up to several minutes, depending upon TCP/IP configuration
parameters.
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Note that if the network disables UDP, the ping must be disabled in the Web
Connector Plug-in registry for the Web Connector Plug-in to work. UDP ping is
used only by the web server plug in and not by the CGI interface.

The following table provides a summary of the protocols, addresses and purpose

of iPlanet Application Server components:

hat rotocol Hort/Addr rpose
eb Connector Plug-in CP71P 10818 eb Connector
Plug-in to KXS

eb Connector CP71P >T1024 Return connection
Plug-in/CGl

eb Connector PTug-in UDP7ZTP 610 Keepalive ping

eb Connector PTug-in UDP7ZTP Ephemeral Ping return
KXS to KCS/KJS CP/1P 10819 KXS to KCS/7KIS
ICGI to KXS CP/1P Last KCS/KJS + 1 CGI apps. to KXS
KCS/ZKIJS 1o KXS CP/1P 10818 KCS/KIJS to KXS
KXS [P Multicast 228.8.28.71:9607 KXS 1o KXS
KAS P Multicast 228.8.18.71:9608 KAS 1o KAS
IAdmin UT to KAS TCP/1P 10817 Admin.

Encrypting Data Channels

You can encrypt communication that occurs between the Web Connector Plug-in

and KXS. When you do this, the same ports and addresses continue to be used, but
data transfers are encrypted. This is recommended on an absolute need-basis,
because of the overhead associated with data encryption using secure cyphers. See
Enabling Encryption Between Web Server And Application Server.

Configuring Firewalls With iPlanet Application
Server

This section examines some common firewall configurations and the parameters to
be configured for correct functioning. These examples illustrate where firewalls
can reasonably be placed within a iPlanet Application Server implementation.

Chapter 5
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Although it is possible to place a firewall between iPlanet Application Server
instances (an iPlanet Application Server instance being a KXS/KJS/KCS process
group) this is not recommended. If such a firewall is implemented it is essential
that it implements IGMP (Internet Group Management Protocol) to allow IP across
the firewall.

Although firewalls are not recommended between iPlanet Application Server
instances, the implementation of a fast, dedicated network for IP Multicast traffic
between iPlanet Application Server machines may be advisable in some
circumstances.

The iPlanet Application Server system is designed for networks running at LAN
speeds, so distributing iPlanet Application Server instances across a WAN (Wide
Area Network) may lead to performance problems.

Single Firewall

The simplest and most common firewall configuration is with a firewall between
the web server and the Internet.

A single firewall configuration is straightforward. The firewall needs to be
configured to allow HTTP connections to port 80 and/or HTTPS 443 as
appropriate. Return data is on a port above 1024, so these ports need to be opened
for outgoing (reply) connections.

The advantage of this configuration is simplicity. The biggest disadvantage is that
there is a single line of defense. Once the firewall is breached the only defense is the
security of each of the individual machines within the private network.

The table below summarizes the protocols and ports which need to be configured
to the firewall to permit correct functioning.

rotocol Direction Pprt Ré¢ason

TCP71P TAcoming 0 HTTP requests
CTP7TP coming a3 HTTPS requests
CP7TP eply (ouf) ST074 HTTP(S) response

Sometimes, it may be required to run the web server outside the firewall.
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This configuration exposes the web server machine to the Internet, which is not
recommended. As in the previous example, there is a single line of defense. The
external web server will typically have some level of trust within the protected
network, and so would be a prime target for harmful intent.

This firewall configuration needs to allow the Web Connector Plug-in TCP/IP data
connection and UDP ping connection, as described in the following table:

rotocol Direction Pprt Re¢ason

CP71P Tncoming 10818 b to KXS

CP71P Tncoming See note below CGT 10 KXS

CP71P eply (ouf) > 1024 KXSto Web

DP Tncoming 610 €b T0 KXS

DP eply (ouf) phemeral KXS 10 web
NOTE If a Web Connector Plug-in is not available for the web server in use,

CGI applications will be used to communicate with the KXS. The
CGl port allocated by default at installation time is: 10819 +
(number of KCS/KJS instances)

Double Firewall - the DMZ Configuration

This configuration is becoming more popular as many enterprises open up limited
access to their private networks to partners and customers via DMZs

The security provided by this configuration is much better than the single firewall
examples above. The double layer of protection combined with active monitoring
of activity at each firewall and within the DMZ will detect most attempts to
penetrate the internal network.

In this case the outer firewall will need to be configured as in the above example to
allow HTTP and HTTPS transactions. The inner firewall will need to be configured
to allow the web server plug in to communicate with the iPlanet Application Server
server(s) behind the firewall.
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The default port used by the web plug in to communicate with the KXS instances is
10818. Similarly, the UDP port used for the failover keepalive pings is 9610 by
default, changing this requires appropriate modification the firewall configuration.
The following table lists the default port numbers for both KXS ports and the UDP
ports:

Totocol Direction Pprt Rgason
CP/1P Tncoming 10818 eb to KXS
CP/71P Reply (out) > 1024 XS to Web
UDP Tncoming 610 ailover ping
UDP Outgoing phemeral ailover ping reply
TCP/1P Tncoming 389 eb to LDAP

Triple Firewall - DMZ With Database Protection

In some corporate settings, databases reside on their own networks. This
configuration provides maximum security for what may be the most important
corporate asset; the data contained within the corporate database.

The firewall between the LAN and the database systems provides protection
against internal as well as external threats.

The connections to the databases use standard access mechanisms such as ODBC
(Open DataBase Connectivity), JDBC (Java DataBase Connectivity) and database
vendor supplied connector libraries. The connections to the database are not
different from any other application, and so the firewall configuration for the
database protection layer will conform to the standard settings required for access
to the specific database in use.
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NOTES

FTP Access to web server

When an application is deployed, it will typically have a few HTML
pages that must be installed in the web server document hierarchy.
The installation of these pages is done manually, usually
transmitting the pages through FTP (File Transfer Protocol) to the
web server(s). When configuring any firewall between iPlanet
Application Server and its web server(s) care must be taken to allow
FTP (or some other means of copying files) from iPlanet Application
Server to the web server. This needs to be permitted only during
deployment of an application and can be disabled at other times.

Remote Administration

In order to run iPlanet Application Server Administration Tool
remotely, the network connection needs to allow TCP/IP on port
10817 for the connection between iASAT and KAS.
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Chapter 6

Enabling High Availability of Server
Resources

This chapter describes how to enable high availability of iPlanet Application Server
resources, to ensure effective system performance.

Increasing iPlanet Application Server resources such as the number of threads,
processes, and restart attempts can increase the performance of the applications
running on the server, and reduce the likelihood of application downtime.

You need to consider the resources of the iPlanet Application Server instance
before you plan on increasing server resources. For instance, if the iPlanet
Application Server instance is working at full capacity, adding to the load can
negatively affect the performance of an application. Likewise, assigning additional
threads to a process removes available threads from the system-wide thread pool,
limiting the system’s ability to process other thread-utilizing requests, such as
database access.

Directory Server stores the bulk of information on which iPlanet Application
Server’s usage depends. It is important, therefore, that this information is not lost,
if Directory Server fails due to some reason. To ensure high availability of a huge
volume of information and configuration data, it is necessary to configure a backup
Directory Server to take over when the primary Directory Server fails.

This chapter deals mainly with how you can effectively configure iPlanet
Application Server’s resources and ensure availability of data.

This chapter includes the following topics:

= About Adding and Tuning Server Processes

= Adjusting the Number of Threads for Processing Requests

= Specifying the Number of Requests for the Executive Process

= Setting Administration Server Options
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= Implementing a Multi-Process, Single-Threaded Environment

= Configuring Directory Server Failover

About Adding and Tuning Server Processes
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You can add a Java Server (KJS) or C++ Server (KCS) process to increase high
availability. When you add one or two additional processes, an application is more
likely to respond to requests. For instance, if one process fails, the second or third
process can take its place, decreasing the period for which an application is
unavailable. This is particularly useful for applications that have known problems
which can cause a process to fail.

In addition, you can add a Bridge process to enable direct communication to
application components hosted by a KJS process on iPlanet Application Server,
using RMIZ1IOP. When a request originates from a Corba-based client it is sent to
iPlanet Application Server through a Bridge process. This allows Corba-based
clients to communicate directly to application components on iPlanet Application
Server. For more information on adding a bridge process, see Chapter 10,
“Enabling Support For Corba-Based Clients”.

To Add and Tune Java and C++ Processes

You can add additional KJS processes for Java applications and KCS processes for
C++ applications. It may not be necessary to add more than two processes for
either type of application. If an application cannot run on one or two processes,
you could check for errors in the code, which can be addressed by the application
developer.

To add a Java or C++ process, perform the following tasks:
1. OntheiASAT toolbar, click General to open the General window.

2. In the left pane of the General window, select the iPlanet Application Server
instance where you want to add the KJS process.

3. From the File menu, click New>Process .

The New Process dialog box appears.
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i® New Process E

Process Type:

kis w
Part: h
h

(034 Cancel Help

4. From the Process Type drop-down list, choose KJS or KCS.

5. Inthe Port Number text box, specify an unused port number where the
additional process will run.

6. Click OK to add the new process.

7. If this process is to be used in a single-threaded environment, perform the
following tasks:

a. Select the required process in the left pane of the General window.

b. In the right pane of the window, set the Minimum and Maximum Threads
to 1.

8. Click Apply Changes to save your changes.

Adjusting the Number of Threads for Processing
Requests

Request threads handle user requests for application components. When iPlanet
Application Server receives a request, it assigns the request to a free thread. The
thread manages the system needs of the request. For example, if the request needs
to use a system resource that is currently busy, the thread waits until that resource
is free before allowing the request to use that resource.

You can specify the minimum and maximum number of threads that are reserved
for requests from applications. The thread pool is dynamically adjusted between
these two values. The minimum thread value you specify holds at least that many
threads in reserve for application requests. That number is increased up to the
maximum thread value you that you specify.

Chapter 6  Enabling High Availability of Server Resources 137



Adjusting the Number of Threads for Processing Requests

138

Increasing the number of threads available to a process allows the process to
respond to more application requests simultaneously. You can add and adjust
threads for each process, or you can define the number of threads for all processes
under a server, at the server level.

By default, each process uses the threads assigned to iPlanet Application Server.
For example, if iPlanet Application Server uses a minimum of 8 threads and a
maximum of 64 threads, each individual process uses a minimum of 8 threads and
a maximum of 64 threads.

This section describes the following topics:
= To Adjust Threads at Server Level

= To Adjust Threads at Process Level

To Adjust Threads at Server Level

To adjust the number of request threads for all (KIS/KCS/KXS and 110P) processes
for a server, perform the following tasks:

1. OntheiASAT toolbar, click General to open the General window.

2. From the left pane of the General window, select the server for which you want
to adjust the number of threads.

3. Click the Request Manager tab in the right pane of the General window.

4. Inthe Default Minimum Threads text box, specify the minimum number of
threads available for each process of the selected iPlanet Application Server.
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| server | Request Manager | s | LoaP | E08 | Cluster |
|w| Enahle Request Flawe Cantral
Default Reguest Queus Low Water Mark: |100

Default Request Queus High Water Mark; |200

Default Minimum Threads: g

Default Waximum Threads: G4
” Start Server || Dizahle Server || Stop Server ||
H Apply Changes || Undo Changes ” Default values ||

5. In the Default Maximum Threads text box, enter the maximum number of
threads available for each process on the selected iPlanet Application Server.

6. Click Apply Changes to save your changes.

To Adjust Threads at Process Level

You can also specify different thread settings for each process under a server. Note
that the numbers you specify for a process will be accepted as default for that
process. The process level setting overrides the server level setting.

To adjust the number of threads available for a process under a server, perform the
following tasks:

1. OntheiASAT toolbar, click General to open the General window.

2. In the left pane of the General window, select the server whose process you
want to edit. Expand the server to view its processes. Note that you can expand
a server’s hierarchical tree only when it is running.

3. Select the process whose number of threads you want to adjust.
4. Click the Request Manager tab, from the right pane of the General window.

5. Specify the minimum number of threads available for the selected process, in
the Minimum Threads text box.
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Engine Information | Request Manager |
[v] Enable Request Flow Cortrol
Request Gueue Low Water Mark: |5n

Request Queus High Water Mark: |qop

hinimum Threads: 3
Maximum Threads: G4

‘ | Disahle Process || Stop Process ”

|| Apply Changes || Undo Changes || Default Values ”

6. Specify the maximum number of threads available for that process, in the
Maximum Threads text box.

7. Click Apply Changes to save your changes.

NOTE Settings that are specified at process level override those set at the
server level.

Specifying the Number of Requests for the
Executive Process

The Web Connector Plug-in routes users requests aimed at iPlanet Application
Server applications, to the Executive process (KXS). These requests are logged to

the request queue in the Executive process.

You can perform the following tasks:

= Control the maximum number of threads the Web Connector Plug-in will use
to process requests. This prevents the request queue from receiving more
requests than it can process.

= Set the maximum number of requests that are logged to the request queue to
control the flow of requests. The maximum number is called the “high
watermark”.

= Set the number of requests in the queue in which logging will resume. This
number is called the “low watermark”.
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This section includes the following topics:

To Control Request Flow at Server Level

To Control Request Flow at Process Level

To Control Request Flow at Server Level

To control the flow of requests at the server level, perform the following tasks:

1.

2.

On the iASAT toolbar, click General to open the General window.

In the left pane of the General window, select the server in which you want to
control request flow.

Click the Request Manager tab from the right pane of the General window.

Mark the Enable Request Flow Control checkbox to enable flow control.

Server | Request Manager | SHMF | LD#P | EJB | Cuuster |
|v] Erabile Recuest Flowe Control
Default Request Queus Low Water Mark: |500

Default Request Queus High YWater Mark: |1000

Default Minimum Thresds: g

Default Maximutn Threads: G4

|| Start Server || Dizable Server || Stop Server ||
” Apply Changes || Undo Changes ” Default Walues ||

In the Request Queue Low Water Mark text box specify the number of requests
that should be available in the queue, which will trigger request logging.

This number is only applicable after the maximum number of requests in the
gueue has been reached. See the next step.

In the Request Queue High Water Mark text box specify the maximum number
of requests for the queue.

When this number is reached no more user’s requests will be accepted until the
request queue reduces to the number specified as the low watermark.
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7. Click Apply Changes to save your changes.

To Control Request Flow at Process Level

You can also customize the request flow for a process. Note that the numbers you
specify for a process will be accepted as default for that process. The process level
setting overrides the server level setting

To adjust the request flow for a process, perform the following tasks:
1. OntheiASAT toolbar, click General to open the General window.

2. Inthe left pane of the General window, select the server for which you want to
control request flow. Expand the server to view its processes.

NOTE You can expand a server in the hierarchical tree only when it is
running.

3. Click the Request Manager tab in the right pane of the General window.

4. Click the Enable Request Flow Control checkbox to enable flow control.

Engine Infarmation | Request Manager |
[+ Enable Reguest Flow Cortreal
Request Gueue Low Water Mark: |oqp

Reguest Queus High Water Mark: |gop

Minimum Threads: g

Mazimum Thieacds: B4

‘ | Disable Process || Stop Process ”
" Apply Changes || Undo Changes || Default Values ”

5. Inthe Request Queue Low Water Mark text box enter the number of requests
in the queue in which logging will resume.

6. Inthe Request Queue High Water Mark text box enter the maximum number
of requests for the queue.
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These setting override the default settings at the server level.

7. Click Apply Changes to save your changes.

NOTE Settings that are specified at process level override those set at the
server level.

Setting Administration Server Options

The Administration Server (KAS) manages all the administrative processes and
tasks within iPlanet Application Server. You can set several options for the
administrative server that will enable high availability of server resources. Setting
these options can increase the performance of applications running on a server and
attempt to reduce the likelihood of application downtime. You can set the
following options:

« To Specify EJB Container Parameters for Run Time
e To Specify Maximum Number of Engine Restarts
= To Enable Internationalization Support

= To Cache JavaServer Pages (JSP)

= To Specify Maximum Server and Engine Shutdown Time

To Specify EJB Container Parameters for Run
Time

iPlanet Application Server provides an EJB container that enables you to build
distributed applications using your own EJB components, and components from
other suppliers. When you configure iPlanet Application Server for your
enterprise, you must set the EJB container’s declarative parameters. These
parameters determine, for example, session timeout when an EJB is removed after
being inactive for a specified number of seconds. Set these parameters using the
editor in iASAT.

To access the editor, perform the following tasks:

1. On the iASAT toolbar, click General to open the General window.

Chapter 6  Enabling High Availability of Server Resources 143



Setting Administration Server Options

144

In the right pane of the General window, click the EJB tab to open the EJB
container declarative parameters editor.

The following window appears:

Server | Redguest Manager | ShrIP | LDAPl EJB | Cluster |
Default Session Timeowt: w seCconds

Default Passivation Timeout: [ISD_ SECONGS

Meta Data Cache Size: [30— heans

Impletmentation Cache Size: |10 beans (per bean type)

Titner Interval: 10 Feconds
Failover Save Interval: 10 Feconds

The editor allows you to set the following values:
o Default Session Timeout

If an EJB is not accessed for the specified number of seconds, it is removed.
This applies to stateful session EJBs.

o Default Passivation Timeout

Time (in seconds) that elapses before the state of the EJB is written to disk.
This value must be less than the session timeout value.

o Metadata Cache Size

The metadata cache for EJBs, whose value is in humber of EJBs.
o Implementation Cache Size

Maximum cache size is in number of EJBs.
o Timer Interval

How frequently (in seconds) the EJB pool checks to see if it should
passivate or remove an EJB.

o Failover Save Interval

How frequently (in seconds) the EJB state is saved. If the server fails, the
last saved state of the EJB can be restored. Data saved is available to all
engines in a cluster. This value is set on a per server basis and applies to
EJBs that were deployed with Failover option enabled (on the General tab
of the Deployment Tool EJB descriptor editor).
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3. Click Apply Changes to save your changes.

4. Restart iPlanet Application Server for the changes to take effect.

To Specify Maximum Number of Engine Restarts

When a process, such as Executive Server (KXS), Java Server (KJS), C++ Server
(KCS) or Corba Executive Server (CXS) fails, the Administrative Server restarts it.
You can set the restart option to either increase or decrease the number of times
that a process is restarted. Fault tolerance and application availability are increased
when all processes are running smoothly.

To adjust the restart option of the Administrative Server, perform the following
tasks:

1. OntheiASAT toolbar, click General to open the General window.

2. In the left pane of the General window, select the iPlanet Application Server
instance whose Administrative Server restart option you want to adjust.

3. Open the Server tab from the right pane of the General window.

4. Specify the new restart value in the Maximum Engine Restarts text field.

Server | Reguest Manager | ShikP | LDAPl EJB | Cluster |

Mame: a1

Host: viper India Sun Ok
IP Address: 128.155.228.95
Port: 10817

Server Wersion: 6.5, Build 20020301
Maximum Engine Restarts: W

JSP Cache Size: 10

[ Enable MEM Support

[_] Enable Dynamic Class Reloading

Maximum Server Shutdoswen Time: |60 seconds

Maximum Engine Shutdovvn Time: I'E FECOnds
5. Click Apply Changes to save your changes.
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To Enable Internationalization Support

You can enable iPlanet Application Server to support applications in languages
belonging to different geographic locations.

To enable internationalization, perform the following tasks:
1. On the iASAT toolbar, click General to open the General window.

2. In the left pane of the General window, select the iPlanet Application Server
instance for which you want to enable internationalization.

3. Click the Server tab in the right pane of the General window.
4. Mark the Enable 118N Support check box.
5. Click Apply Changes to save your changes.

NOTE You must stop and restart the server for your changes to take
affect. See Performing Administrative Tasks Using iPlanet
Registry Editor for information.

To Cache JavaServer Pages (JSP)

You can specify the number of JSP pages that are cached by each KJS engine for
each iPlanet Application Server instance. Caching JSPs optimizes application
response time.

To set the JSP caching value of the Administrative Server, perform the following
tasks:

1. OntheiASAT toolbar, click General to open the General window.

2. Inthe left pane of the General window, select the iPlanet Application Server
instance for which you want to set the JSP caching value.

3. Click the Server tab from the right pane of the General window.

4. Specify the JSP Cache Size in the text field. The cache size is set on a per-page
basis.

5. Click Apply Changes to save your changes.
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To Specify Maximum Server and Engine
Shutdown Time

You can set shutdown values of the Administrative Server for both iPlanet
Application Server and engine processes. For example, if you set a 60 seconds
engine shutdown time, application tasks being processed are allowed 60 seconds
for completion. No new requests are accepted after this period has elapsed.
Specifying a shutdown value avoids a “hard” shutdown that will return errors to
the client.

To set the server and engine shutdown time of the Administrative Server, perform
the following tasks:

1. OntheiASAT toolbar, click General to open the General window.

2. Inthe left pane of the General window, select the iPlanet Application Server
instance whose shutdown time you want to specify.

3. Click the Server tab from the right pane of the General window.
Specify a Maximum Server Shutdown Time.

The Maximum Server Shutdown Time is the maximum time taken to shut
down iPlanet Application Server. After this time, any engines that are still
running are killed. The server typically shuts down quickly unless it is heavily
loaded.

4. Enter a Maximum Engine Shutdown Time.

The Maximum Engine Shutdown Time is the maximum time that iPlanet
Application Server will wait for an engine to shut down. After this time, the
engine will be killed, and the next engine(s) will be shutdown.

5. Click Apply Changes to save your changes.

Implementing a Multi-Process, Single-Threaded
Environment

You can add a Java Server (KJS) or C++ Server (KCS) process to implement a
multi-process, single-threaded environment. Running multiple KJS processes, all
in single-threaded request mode, effectively creates a “multi-threaded”
environment, which allows simultaneous processing of users requests.
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Implementing this environment allows each process to accept only one request at a
time. This is useful when you integrate third-party utilities. Running third-party
utilities in the iPlanet Application Server multi-threaded request environment can
cause errors that the application server may not be able to handle, including thread
safety issues. You can implement a multi-process, single-threaded environment
and avoid this type of problem, while enabling iPlanet Application Server to scale.

For example, if a third-party utility which is not thread safe runs within the KJS
process, you can adjust the request threads of the KJS to 1 and eliminate the issues
of utility safety. However, this creates a request backlog as requests wait for the
KJS to process a single request at a time. You can avoid this by running KJS
processes in single-threaded request mode, and effectively create a
“multi-threaded” environment allowing simultaneous processing of user requests.

You do need to maintain multiple request threads for the Executive Server (KXS)
process, as it distributes all requests that come into iPlanet Application Server.

To implement a multi-process, single-threaded environment, perform the
following tasks:

1. Add aKIJS or a KCS processes.
See To Add and Tune Java and C++ Processes.
2. Adjust the request threads allocated for those processes to 1.

See Adjusting the Number of Threads for Processing Requests.
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The Directory Server connected to your iPlanet Application Server instance
contains global information shared by all application servers in a Directory Server
cluster. A Directory Server cluster is simply one or more iPlanet Application Server
instances that share a single Directory Server. See What Is LDAP? for more
information on LDAP servers.

To protect this globally shared information, you need to configure a second
Directory Server to act as a backup if the primary server fails. You need to install
the backup Directory Server on a machine other than the one on which your
primary Directory Server is configured.

Perform the following tasks to effectively configure a backup Directory Server for
failover:

1. Install iPlanet Directory Server 5.0, on a separate machine. For installation
details, see the documentation provided along with iPlanet Directory Server.
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2. Set up the backup Directory Server as the consumer.

3. Moaodify the primary Directory Server configuration to include the backup
Directory Server’s hostname and port number.

4. Create a Replication Agreement between the two directory servers.

5. If you have a webless installation of iPlanet Application Server, modify iPlanet
Registry entries for the web-connector.

Setting Up Supplier-Initiated Replication

Supplier-Initiated Replication is a replication configuration where servers
containing master copies of directory trees and sub-trees replicate directory data to
consumer directory servers. To set up Supplier-Initiated Replication, you need to
first configure the backup Directory Server to accept replication configuration
updates. Then you need to set up replication agreements for specific directory trees
in the primary Directory Server.

Note that once the backup Directory Server is set up to accept replication
configuration, any modifications made to the primary Directory Server will be
replicated to the backup Directory Server.

These topics are described in detail in the following sections:
< To Configure Backup Directory Server

< To Configure Primary Directory Server

« To Create Replication Agreement

= To Configure the Backup Directory Server in iASAT

= To Configure Registry Entries for Web Connector Plug-in

To Configure Backup Directory Server

To configure the backup Directory Server (consumer) to accept replication updates
from the supplier, perform the following tasks:

1. Start iPlanet Console (on the machine in which the backup Directory Server is
installed).

On Windows systems, you can do this by opening the Start menu, and
choosing Programs>iPlanet Server Products>iPlanet Console 6.5.
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On both Windows and Solaris systems, navigate to the <iASInstallDir> path,
and type startconsole at the command line prompt.

2. Select Directory Server, as shown in the following figure:

Figure 6-1 iPlanet Console screen

=| iPlanet Conscle =15
Consola Edil View Object Heip

iPlanet Cansole 5.0
Servers and Applications

| Default \View

3 mire.oumcom [ Dirvectory Server (polar) open_|

&5, polardndia.sun.com Server name: Direclory Server (jiolar)
=1 Server Group
Description:
Bl iPtanet Application Server i rpilan
ry Server (palar) Installation date: February 25, 2002 11:43:21 AM GMT+00:00

—EJ Administration Server Server root: /spacefasESiplanets
Product name: iPanet Directory Server
Vendor: Sun | Nelscape Alliance
Version: 5.0 ServicePack 1
Build number: 2001 .264.1425
Revision:
Security level: domestic
Server status: Started
Port: 400

3. Click Open to access the iPlanet Directory Server configuration screen.
4. Click Configuration

The following window appears:
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Figure 6-2 Backup directory server

5. Select Replication  in the left pane.
6. Expand Replication and select NetscapeRoot in the left pane.

The following dialog appears.
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Figure 6-3 Setting up backup directory server

= polarindiasuncom — iPlanet Directory Server — polar B
Console Edit View Object Help

iPlanet Directory Server 5.0 IPtanat. Directory Server

ﬁ polar.india.sun.com:400 = Replica Settings

+—[d Data " Single Master

J-'- (-1 Replication

Q5 NetscapeRoaot " Hub

—@y userRoot

L 3chema = Dedicated Consumer

-Gl Logs

=g Plug-ins - Common Settings
Replica ID: |1 {Must be unique among the IDs of the master replicas)

Purge delay: [7 [Day(s) =] [ Mever
[~ Updatable by a 4.X Replica

Supplier DN or entry DN to which the supplier’s certificate is mapped:
|cn=Directory Manager
(Optional) Refer wrte operations ta these URLS i addition ta the autematic o

| :
4 | »

save | Reset | Hep |

7. Select Enable Replica

8. Select Dedicated Consumer |, to set this directory server to be the backup
directory server.

9. EnteraReplicalD number. This can be a number between 1 and 255.

10. Enter the number of days after which entries will expire in the backup
directory server.

Select Never if you do not want to keep the entries made by the supplier.

11. Enter a valid Distinguished Name in the Supplier DN text field, for example,
cn=Directory Manager

If the supplier directory server is running a 4.x version of iPlanet Directory
Server, enable the Updatable by a 4.X Replica . You will have to make
additional settings in the Legacy Consumer Settings tab.
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12. Click Save to commit your modifications.

This sets up your backup directory server. Next you have to configure the
primary directory server, or the supplier, to send updates to the consumer you
have just setup.

To Configure Primary Directory Server

Follow these steps to configure your primary directory server (supplier) to update
the backup directory server.

1.

Start iPlanet Console (on the machine in which the backup Directory Server is
installed).

On Windows systems, you can do this by opening the Start menu, and
choosing Programs>iPlanet Server Products>iPlanet Console 6.5.

On both Windows and Solaris systems, navigate to the <iASInstallDir> path,
and type startconsole at the command line prompt.

Select Directory Server and click Open.
Select Replication  in the left pane.

The following dialog appears:
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Figure 6-4 Primary directory server

.q wipe invfia sun.com - Planet Direclong Sener - vipes

Consol Edt Vew Cuect Help

Planet Directory Server 5.0 sl 2 TR

E viper.india. sun comc 3 = Suppler Scttings I Legaty Consumsr Seltings I

=i B Dats

=t Replcation Settirgs which configure thes 2erver (o frack changes made bo your drechory dab for replcation.
% ezt [# Enable Changelag

[ Schema Feplication Changelcg

=4 Logs

= a Phugy-inz

Changelog databass drechory:! [d falanetislap ddper changsiagdl

mowss  |[ Useosma |
axchengelogrecords: | v unkmtad

Mas changsiog sge; | [im= =] F unimtea

4. Click Enable Changelog.

You must select this option to proceed with the replication agreement
procedure.

5. Choose a directory to store the change log data.

This is the directory where all the changes made to the directory server’s
settings are logged. Specify the changelog directory in the Changelog database
directory text field. Click Browse to locate a directory, or click Use default to
set the default changelog directory.

The default directory is set to
iASInstallDir/slapd- machine_name/changelogdb

6. Click save to commit the changes you have made.
7. Expand Replication and select NetscapeRoot in the left pane.

The following dialog appears:
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Figure 6-5 Setting up primary directory server

10.
11.

12.

iPtanist Divectory Server

Tasks Configuration

E viper mka.sun com 339
-l Deta
it Replication
3y NetscapeRoot

- % ugerfioog
@ Schema i © Wtiple Master
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[ Updstable by & 4 ¥ Replica

Select Enable Replica

Select Single Master , to set this directory server to be the primary directory
server (supplier).

To configure multiple supplier directory servers to a consumer, each holding
the same subtree, select the Multiple Master option. For more information on
configuring multi-master replication, see iPlanet Directory Server
documentation.

Enter a ReplicaID  number. This can be a number between 1 and 255.

Enter the number of days after which entries will expire in the backup
directory server.

Select Never if you do not want to keep the entries made by the supplier.

Enter a valid Distinguished Name in the Supplier DN text field, for example,
cn=Directory Manager
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If the supplier directory server is running a 4.x version of iPlanet Directory
Server, enable the Updatable by a 4.X Replica . You will have to make
additional settings in the Legacy Consumer Settings tab.

13. Click Save to commit your modifications.

Now the setup of the primary directory server as the supplier is complete. Next
you must create a Replication Agreement between the supplier and consumer
directory servers.

To Create Replication Agreement

Follow these steps to create the Replication Agreement between the two directory
servers.

1. From the primary directory server’s console, right-click NetscapeRoot > New
Replication Agreement...

Figure 6-6 Replication Agreement configuration

iﬂ' yviper.india.sun.com - iPlanet Directory Server - viper

Consale  Edit  Wiew  Ohject Help

iPlanet DirectoryServer50

Tasks Configuration Directory

viper india.sun.com: 3589 Replica Settings

[ Data

[w Enable Replica

Ctrl+R

Jewy Replication Agreement...

[ Schem:

;}E‘@ Logs

;}[;Q Plug-ins S

Refresh

) Dedicated Canzum:
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2. Enter a name and description to identify this replication agreement.

For example, for Nameenter ReplicaOne , and for Description enter, iAS
LDAP failover.

Click Next .

3. Enter the URL of the backup (consumer) directory server alongwith your
authentication credentials.

Figure 6-7  Specify the consumer and user credentials

& Source and Deztination

a. Inthe Consumer text field, enter the hostname of the machine on which
the backup Directory Server is installed.
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Click Other. The Consumer Server Information popup window opens, as
shown in the following figure:

In the Host name text field, provide the host name of the machine on
which the backup Directory Server is installed.

In the Port text field, provide the Port Number, if it is different from the
primary Directory Server machine’s port number.

Click OK to confirm. You can now see the consumer name in the Source
and Destination window.

Select Simple authentication for simple and direct authentication.

NOTE If you want a higher level of security, you can choose
encrypted SSL connection. If you choose this option, the user
will be authenticated through a Secure Socket Layer (SSL)
process. You will need to specify the subject DN of the
certificate server. For more information, see iPlanet Directory
Server documentation.

Provide a valid Distinguished Name in the Bind As text field, which the
primary server will use to bind to the backup directory server.

In the Password text field, provide the password that you used during
iPlanet Application Server installation.

NOTE You can have multiple instances of iPlanet Application
Server on a Solaris system. Ensure that the password you
provide pertains to the iPlanet Application Server instance
for which you are configuring a backup Directory Server.

Select the replication schedule you need.
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Figure 6-8 Specify replication schedule

" Replication Schedule E

Provide schedule infarmation:

% Always keep directories in sync

= Sync on the following days:

Eitten Einee Elved Eiabe B sz Eisun

Al
Replication will take place between: IDD IDD and IDD IDD
Mext | Cancel | Helgp

o Select Always keep directories in sync, to keep the data current in both
Directory Servers.

o Select Sync on the following days if you want to schedule the data
synchronization between the primary and backup Directory Servers. Data

replication will occur during the period you specify on the selected days of
the week.

o Click All if you want to schedule data synchronization on all days of the
week.

5. Select the method you would like to use to initiate the connection to the
consumer.
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Figure 6-9 Consumer initialization options

SP Initialize Consumer E3

Select one of the following:

" Do not inttialize consumer

{* |nitislize consumer nows

" Creste consumer initislization file

LDIF filename: | diplanetislapd-viperldifiReplicatne_Repl EHrawse... |

Back | Mext Cancel | Help |

o Select Do not initialize consumer to stop replication at this point. If you
choose this option, data is not replicated in the backup Directory Server.

o Select the Initialize consumer now radio button. This option initializes the

backup Directory Server immediately. The backup Directory Server is
ready for replication.

o Select Create consumer initialization file if you want to write the data to afile.
Select a .Idif  file for storing the data, which can be copied to the backup
Directory Server later. See Using LDIF to Add Entries to Directory Server,
for more information.

6. The summary screen displays the values you have chosen.
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& Summary

Agreement VWizard has enough information to setup the replication. If you want to change
any infarmation, use the Back button. Otherwise, click Done to save the replication
agresment.

This iz & replication agreement
Mame:: Replicatne
Replica Ertty DM:: cn=replica cn="o=MetzcapeRoot" cn=mapping tree cn=config
Supplier: viper india zun.com: 3589
Conzumer: polar india.zun.cam: 359
Autherticate using: Simple authentication
Replicated subtree:: o=MetzcapeRoot
Schedule: Always keep directories in sync

Cancel Helgp

Click Done to complete the replication agreement procedure. Click Back if you
want to make any changes.

If you had selected initialize consumer now option in the Initialize Consumer
screen, the backup directory server will now be updated by the primary
directory server.

NOTE Now you need to replicate cn=iasRoot . Follow the stepsin To
Create Replication Agreement to add this node as well to the
replication scheme.

You will get a confirmation message when the replication completes
successfully.

You can see the entries of the primary directory server in the backup, after
replication completes.
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NOTE For more information on certificate based authentication, see the
chapter “Managing Replication,” in the iPlanet Directory Server
Administrator’s Guide. This document is available with your
Directory Server installation in the following location:

<iASlInstallDir>/manual/en/slapd/ag/replicat.htm

To Configure the Backup Directory Server in
IASAT

Once the backup Directory Server is installed and replicated, you need to modify
the primary Directory Server configuration to include the name and port number
of the backup Directory Server, in iIASAT. You can do this by performing the
following tasks:

1. OntheiASAT toolbar, click General to open the General window.

2. Select the iPlanet Application Server instance for which you want to configure
a backup Directory Server.

3. Open the LDAP tab from the right pane of the General window. The following
window appears:

Server| Request Manager | SNMP| LDAP |EJEI| Cluster |

Hast | Lser [ Port User Path [ Group Path
Yiper cn=Directory Manager |389 |ou=People, o=indis sun.com |ou=Groups, o=india. sun.com

‘ Add.. | Modify... ‘ Remove. ..

| Apply Changes || Undo Changes || Default Yalues |

Directory Server(s) associated with your iPlanet Application Server instance
appears in this window.

4. Select the primary Directory Server and click Modify. The following dialog box
appears:
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& ® Modify LDAP Server

Hostname: [bozo wiper: 399

Part: 359

User: Icn:Diredory Manager
Pazsvword: I********

Passwvord (Lgain; (s

ou=Peaple, o=india.sun.com |
User Path: 1] [ ;l

bu:Groups, o=india.sun.com |
Group Path: [«] ]

| Ok || Cancel || Help |

In the Hostname field, insert a space after the existing hostname and enter the
name of the machine on which the backup Directory Server is installed (as
shown in the figure given above). If the port number of the backup Directory
Server machine is different, insert a colon (: ) next to the hostname and specify
the port number, for example, bozo viper:399

You need to specify the port number only if it is different from the port number
of the host.

Click OK to close the window.
Click Apply Changes to register the changes in iIASAT.

You need to stop and start iPlanet Application Server for the change to take
effect.

The backup Directory Server is now configured. Note that you must always have at
least one Directory Server configured to work with iPlanet Application Server.

NOTE To remove a Directory Server, select the required Directory Server in

the right pane of the General window in iIASAT, and click Remove.
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To Configure Registry Entries for Web
Connector Plug-in

When you configure a backup Directory Server, iPlanet Application Server creates
the necessary back-end entries in iPlanet Registry. However, in the case of a
webless installation of iPlanet Application Server, where iPlanet Application
Server and the web-connector are installed on different machines, you have 2
instances of iPlanet Registry. You need to update iPlanet Registry entries on the
web-connector, with the host name and port number of the machine on which the
backup Directory Server is installed.

To update iPlanet Registry with the backup Directory Server details, perform the
following tasks:

1. Start iPlanet Registry (on the machine where the web-connector is installed).
2. Open the following key:

SOFTWARE/iPlanet/Application
Server/GDS/Backends/Ldap/LdapBackend1/0/
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i® iPlanet Registry Editor [_ (O] x|
File Edit Help

=+ ﬁSOFTWAREHPIanet
- Application Server

GDS
Eﬁf Backends
S, Ldap

S, LdapBackend1

D Roat=cn=CGlobal, cn=iasconfia, cn=i&Scluster, o=NetscapeRoot
0|
—D GroupPath=ou=Groups, de=india de=sun do=cam

—D Host=viper

—D Pazzword=0:x36111dad: 0xae3edc3 0xb83901 52 Oxddbhace
—[ 7 Port=329

—D User=cn=0irectary Manager

—D UserPath=ou=People, de=india de=sun dc=com

[4]

T

Select the Host=<hostname> value.

Double-click the value to open it, or choose Modify Value from the Edit menu.
The Modify Value dialog box appears.

Insert a space after the existing hostname and enter the name of the machine on
which the backup Directory Server is installed. If the port number of the
backup Directory Server machine is different, insert a colon () next to the
hostname and specify the port number.
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Figure 6-10 Adding the consumer directory server in the registry

E .' Modify ¥alue E3

Host=

|viperpn|ar:4[l[l |

034 Cancel Help

5. Stop and start iPlanet Registry editor for the changes to take effect.
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Configuring the Web Connector
Plug-In

This chapter describes the Web Connector Plug-in which sends users’ requests to
applications residing on iPlanet Application Server.

The following topics are included in this chapter:

About the Web Connector Plug-In

Manually Configuring a Web Server

Configuring the Web Connector Plug-in for Web Server Logging
Configuring Cookie and Hidden Field Usage

Configuring URL Rewriting

Configuring a CGI Flag for CGI Requests

Changing the Web Connector Port Number

Specifying HTTP Variables for Input to Application Components

About the Web Connector Plug-In

The Web Connector Plug-in is installed on your web server at the time you install
iPlanet Application Server.

If you install iPlanet Application Server on the same machine where a web server is
installed, the Web Connector Plug-in is simultaneously installed and the web
server configured automatically.
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If you install iPlanet Application Server on a machine where a web server is not
installed, you must manually install the Web Connector Plug-in on that web server
machine. For more information about manually installing the web connector, see
the Installation Guide.

You can configure the following Web Connector Plug-in functions:

Table 7-1  Configurable Web Connector Plug-in Functions

Connector functionality Description More information
Web server request Mapping web server Configuring the Web
logging request components to Connector Plug-in for Web
database fields and Server Logging
adding HTTP variables to
the log.

Cookie and hidden field Enable or disable cookies  Configuring Cookie and
security and hidden fields during Hidden Field Usage
web server to iPlanet
Application Server
communication.

CGl flag for CGI request Set a flag to process Configuring a CGI Flag for
processing requests in CGIl mode CGI Requests
when that is necessary.
The plug-in port number  Reconfigure the port Changing the Web Connector
number used by the Port Number
plug-in.
Configuring HTTP Determine which HTTP Specifying HTTP Variables for
variables as input for variables can be accessed Input to Application
application components by application Components
components.

Manually Configuring a Web Server

When you install iPlanet Application Server, your web server is automatically
configured for the Web Connector Plug-in, meaning that all the necessary
directories and settings on the web server are updated. However, there may be
occasions, when, after you’ve installed the Web Connector Plug-in, you must
manually re-configure the web server. This procedure is recommended only if you
are having problems with the connection between iPlanet Application Server and
your web server.
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The following steps explain how to manually configure a web server to use the
Web Connector Plug-in, whether your web server resides on the same or a
different machine than where iPlanet Application Server is installed.

If you perform only step one of the following procedure (enabling CGl), the Web
Connector Plug-in will run as a CGl script. If you perform the entire procedure, the
Web Connector Plug-in will run as a plug-in, which is more efficient since a plug-in
is faster than a CGI script.

You must be logged in as the same administrator user who installed the web
server.

The following topics are described in this section:
« Configuring iPlanet Web Server
= Configuring Apache Web Server

= Configuring Microsoft Internet Information Server

Configuring iPlanet Web Server

To reconfigure an iPlanet Web Server, perform the following steps:
1. Enable CGlI, if it is not already enabled:

a. On Windows, from the Start menu, select iPlanet Web Server>
Administer Web Servers

b. Enter the administrator ID and password, and click OK.

c. Onthe iPlanet Server Selector screen, choose the web server instance you
want to configure from the drop-down list and click Manage.

d. Click Programs, from the menu toolbar.

e. On the CGI directory screen under URL prefix, type cgi-bin
f.  Under CGI directory, enter the cgi-bin path.

For iPlanet Web Server 4.1, Windows:

<drive letter>:\Netscape\Server4\docs\cgi-bin

For iPlanet Web Server 4.1, Solaris:

<iWSiInstallDir>/docs/cgi-bin

Now you are ready to configure the Web Connector Plug-in.
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Edit the file obj.conf  (till iIWS 4.1) or magnus.conf (from iWS 6.0 onwards) in
the web server configuration directory.

For iWS4.1, the file obj.conf  will hold all the changes. For iWS6.0 and above,
the file magnus.conf will also be modified.

For iPlanet Web Server 4.1, Windows, modify the file obj.conf  in the
following path:

drive letter:\Netscape\Server4\https-machinename\config

For iPlanet Web Server 4.1, Solaris, modify the file obj.conf  in the following
path:

iWSinstallDir/https-machinename/config

Make a copy of the file before modifying it. At the end of the Init  section of
the obj.conf  file, add the following as two lines:

o Windows:

Init fn="load-modules"
funcs=nas_name_trans,gxrequest,gxlog,gxinit,gxredirect,
gxhtmlrequest shlib=" <path to IAS bin dir>\gxnsapi6.dil>

Init fn="gxinit"
o Solaris:

Init fn="load-modules"
funcs=nas_name_trans,gxrequest,gxlog,gxinit,gxredirect,
gxhtmlrequest shlib="libgxnsapi6.so"

Init fn="gxinit" Latelnit=yes
Specify the following for shlib , iPlanet Enterprise Web Server 4.1:
o Windows:

<iASinstallDir> \bin\gxnsapi6.dll
o Solaris:

<iASinstallDir> /gxlib/libgxnsapi6.so

The following changes need to be made to the obj.conf file (for all versions of
iPlanet Web Server).

3.

In the Object name=default section, just after type=text/plain section, add
the following line:

Service fn="gxredirect" fnrname="imagemap" method="(GET|HEAD)"
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4. In the Object name=cgi section(s), insert the following line immediately
before the line Service fn="send-cgi"

Service fn="gxrequest"

And then insert the following line immediately after the line Service
fn="send-cgi"

AddLog fn="gxlog"

5. Make a copy of the current version of the file obj.conf and the file
magnus.conf and copy them to the back up version (so that the backup is
consistent with the current version) in the following directory:

For Windows:
drive letter:\iPlanet\SuiteSpot\https-machinename\conf_bk
For Solaris:
iPlanet install directory/https-machinename/conf_bk
6. Solaris only: Modify the web server’s start and stop scripts as follows:
In the start script:

Set GX_ROOTDIRo the directory in which iPlanet Application Server is
installed. For example:

GX_ROOTDIR#®ASInstallDir ; export GX_ROOTDIR

7. Restart the web server.

Configuring Apache Web Server

Apache Web Server 1.3.19 is supported in the iPlanet Application Server 6.5
release. To use the Apache Web server with the iPlanet Application Server’s Web
Connector Plug-in, a few manual configuration steps have to be performed.

You must install and configure the Apache Web Server on the machine on which
the Web Connector Plug-in is installed.

NOTE To use the Apache Web Server, you must select either the iPlanet
Web Server or Microsoft Internet Information Server (on Windows
only) during the application server installation. After installing the
iPlanet Application Server, install and configure the Apache Web
Server.
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To Install Apache Web Server on Solaris

1. Download the Apache web server 1.3.19 source files from the Apache Web site
at www.apache.org  and unpack the tar.gz file.

NOTE e ar should be in your PATH.

= The owner/group of iPlanet Application Server and Apache
should be the same. By default, Apache runs as
nobody:nobody.

If you need to change the owner/group of iPlanet
Application Server files say, to nobody:nobody, then type
the following command:

chown -R nobody:nobody <iASInstallDirectory/ias/>

= Apache recommends that the Web server not be run as root.
For more information, see the Apache Web site.

To run as root, set the shell variable EXTRA_CFLAGSto
-DBIG_SECURITY_HOLE, before compiling.

e If you are using an older version of GNU binutils (2.7 or
earlier), pass the option -export-dynamic to the GNU
linker.

Without this option, the runtime linker will not be able to
resolve certain Apache symbols referred in the plugin and
the web server will crash when you start it.
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Go to the root directory where the source files are saved and run:

Jconfigure --prefix=<Installation_Directory>
--enable-module=so --with-port=<PortNo.>
make

make install

NOTE e enable-module=so is mandatory

= The port number value is optional, as it is set to 80, by
default.

The Apache control script is called apachectl and is available in the bin
directory of the installation.

To start the script, type:
apachectl start
To stop, type

apachectl stop

To Configure Apache Web Server on Solaris

1.

Add the shell variables GX_ROOTDIR, LD_LIBRARY_PATH and
LD_PRELOAD to the apachectl script:
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Code Example 7-1

# Additions for the iPlanet Application Server

#

GX_ROOTDIR=<iASInstallDir>/ias

export GX_ROOTDIR
LD_LIBRARY_PATH=${GX_ROOTDIR}gxlib:$LD_LIBRARY_PATH
export LD_LIBRARY_PATH
LD_PRELOAD=${GX_ROOTDIR}/gxlib/libiasdl.so

export LD_PRELOAD

#

NOTE

Replace <iASInstallDir> with the installation directory of iPlanet
Application Server.

= Replace <ApachelnstallDir> with the installation directory of
Apache web server.

= The lines with LD_PRELOAD are required only for Solaris 2.6.

2. Add the following lines at the end of <ApachelnstallDir>/conf/httpd.conf

Code Example 7-2

# Additions for the iPlanet Application Server

#

LoadModule nas_module <  jASinstallDir >/ias/gxlib/libiASApachePlugin.so
AddModule iASApachelnterface.cpp

<Location “/">

SetHandler ias-handler

</Location>

#
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Copy the <iASInstallDir>/ias/GXApp and
<iASInstallDir>/ias/ias-samples directories to the
<apachelnstallDir>/htdocs/ directory.

The minimum, maximum and the starting number of Web servers can be
controlled by the following keys in conf/httpd.conf. These are the default
values provided by Apache:

MinSpareServers 5

MaxSpareServers 10
StartServers 5

All the web servers write to the same log file.

Modify the iPlanet Application Server registry using kregedit, as given in
“Configuring iPlanet Application Server Registry,” on page 176.

Installing Apache on Windows

Download and install the binaries for Apache 1.3.19 from the Apache Web site at
www.apache.org. For more information on installing Apache on Windows, follow
instructions on the Apache Web site.

To Configure Apache Web Server on Windows

1. Add the path of the Apache executable in the system variable PATH.
2. Add the path of iASApachePlugin.dll (the Web Connector Plug-in) to the
system variable PATH.
The path will be <iASinstallDir> fias/bin
NOTE = Replace <iASInstallDir> with the installation directory of iPlanet
Application Server.
3. Add the following lines at the end of <ApachelnstallDir>/conf/httpd.conf
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Code Example 7-3

#Additions for the iPlanet Application Server

#

LoadModule nas_module <iASInstallDir>/ias/bin/iASApachePlugin.dll
AddModule iASApachelnterface.cpp

<Location “/">

SetHandler ias-handler

</Location>

#

4. Copy the <iASiInstallDir>/ias/GXApp and
<iASInstallDir>/ias/ias-samples directories to the
<ApachelnstallDir>/htdocs/ directory.

5. Modify the iPlanet Application Server registry using kregedit, ~ as given in
“Configuring iPlanet Application Server Registry,” on page 176”.

Configuring iPlanet Application Server Registry

After installation, use kregedit  to modify the following keys in the iPlanet
Application Server registry.

1. Set SOFTWARE/iPlanet/Application Server/6.5/CCSO/HTTPAPI/HTTPPort
to the listening port of the Apache web server.

2. Set SOFTWARE/iPlanet/Application Server/6.5/CCSO/HTTPAPI/PATH and
SOFTWARE!/iPlanet/Application
Server/6.5/deployment/LogicalName/WWW_DOCROOT to the document root
directory.

3. Append the document root directory,
<Apache_Installation_Directory >/htdocs, to
SOFTWARE!/iPlanet/Application Server/6.5/CCSO/TEMPLATE/PATH ,
separated by semi colons.

Configuring Microsoft Internet Information Server

Keep in mind the following information when reconfiguring Microsoft IIS:

= Rename the gxisapi.dll library to gx.dll and leave it in the cgi-bin directory
of the 11S wwwroot (inetput/wwwroot/cgi-bin/ ).
< Configure the ISAPI filter file, gx.dll , in the following registry entry:
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My ComputenHKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services
\W3SVC\Parameters\

A string key, Filter DLLs  , should be added under Parameters, with the
following value:

<drive letter>:\inetpub\wwwroot\cgi-bin\gx.dll

< The Webconnector Plugin will throw exceptions if it doesn’t have permission
to write to the Windows registry.

Follow these instructions to enable the Plugin to modify the registry:

a.

b.

Open the Windows registry editor.

Go to \HKEY_LOCAL_MACHINE\SOFTWARE\IPLANET\Application
Server\6.5\CCSO\HTTPAPI

From the menu options, open the Permission Definition key.
Change the permission from Special Access  to Full Control
Enable the changes for the subkeys.

Click Apply Changes to commit the modifications.

Configuring the Web Connector Plug-in for Web
Server Logging

Web server requests are divided into components. Each component is represented
by an HTTP variable. HTTP variables are standardized across all web servers, so
the configurations you make with regard to their use are web- server independent.

This section describes the following topics:

< Mapping HTTP Variables to Database Fields
= Adding HTTP Variables to the Log
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Mapping HTTP Variables to Database Fields

To enable logging of a particular component of a web server request, you must
map HTTP variables to specific database fields to ensure that web server requests
are properly logged. Mapping HTTP variables to database fields is done in the
Web Connector Plug-in on the web server machine. The web server machine may
or may not be the same machine where you installed iPlanet Application Server.

To map HTTP variables to database fields, perform the following steps:
1. Open the iPlanet Registry Editor by typing kregedit  at the command line.

The editor tool opens and displays the keys and values that apply to iPlanet
Application Server. If the web server and iPlanet Application Server are
installed on separate machines, the editor opens and displays the keys and
values that apply to the Web Connector Plug-in.

2. Open the following key:
SOFTWARE\iPlanet\Application Server\6.5\CCSO\HTTPLOG\INPUTVARS

Each value under this key represents an HTTP variable and the database field
to which the variable is mapped.

The ID of the value is the HTTP variable. The string value is the database field.

The HTTP variable is in ALL CAPS, such as HTTP_REFERERand the database
field is exactly as it appears in the database table.

3. Double-click the HTTP variable you want to map to a database field.
The String editor dialog box appears.
4. Enter the database field name as the value data and click OK.
5. Leave any HTTP variables you do not want to log blank.
6. Close the editor.
See your web server documentation for an explanation of the HTTP variables.

Use the iPlanet Registry Editor to modify the Web Connector Plug-in.

Adding HTTP Variables to the Log

You can also modify the list of available HTTP variables, adding variables to the
list to expand your logging options.

To add HTTP variables to the log, perform the following steps:
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1.

4.
5.
6.

Configuring Cookie and Hidden Field Usage

Open the iPlanet Registry Editor by typing kregedit  at the command line.

The editor opens and displays the keys and values that apply to iPlanet
Application Server. If the web server and iPlanet Application Server are
installed on separate machines, the editor opens and displays the keys and
values that apply to the Web Connector Plug-in.

Open the following key:
SOFTWARE\iPlanet\Application Server\6.5\CCSO\HTTPLOG\INPUTVARS

Each value under this key represents an HTTP variable and the database field
to which the variable is mapped.

The ID of the value is the HTTP variable. The string value is the database field.

The HTTP variable is in ALL CAPS, such as HTTP_REFERERand the database
field is exactly how it appears in the database table.

Add a new String value with the new HTTP variable name.
Click OK.
Repeat steps 3 through 5 for each new HTTP variable.

Close the editor.

See your web server documentation for a list and an explanation of all available
HTTP variables.

Configuring Cookie and Hidden Field Usage

iPlanet Application Server is designed to work with web browsers in all modes of
cookie and hidden-field security. There are three configurations you can set for the
Web Connector Plug-in to support the various security modes. These
configurations are described in the following table:

Table 7-2  Configurations to Support Security Modes

Cookie setting Description

0 Cookies and hidden fields are passed back to the requesting web
browser. This is the default setting.

1 Only hidden fields are passed back to the requesting web browser.

2 Only cookies are passed back to the requesting web browser.
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To configure cookie and hidden field usage, perform the following steps:
1. Open the iPlanet Registry Editor by typing kregedit  at the command line.

The editor tool opens and displays the keys and values that apply to iPlanet
Application Server. If the web server and iPlanet Application Server are
installed on separate machines, the registry editor opens and displays the keys
and values that apply to the Web Connector Plug-in.

2. Open the following key:
SOFTWARE\iPlanet\Application Server\6.5\CCSO\HTTPAPI
3. Double-click the NoCookie DWORD value.
The DWORD editor dialog box appears.
4. Todisable cookies being passed to the web browser, change the value data to 1.

5. To disable hidden fields being passed to the web browser, change the value
datato 2.

6. To enable both cookie and hidden fields, change the value data to 0.

7. When finished, close the editor.

Configuring URL Rewriting
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iPlanet Application Server provides the user the choice of either using implicit URL
rewriting (the default method), or explicit URL rewriting.

By default, implicit URL rewriting is enabled. To enable explicit URL rewriting, use
kregedit  to modify the default=implicit key in the iPlanet Application Server
registry path:

SOFTWARE!/iPlanet/Application Server/6.0/CCSO/HTTPAPI/URLRewrite

To enable explicit URL rewriting, change the value default=implicit to
default=explicit

Implicit URL rewriting is performed by the WebConnector Plugin and does not
require any changes to the code by the developer. To enable Explicit URL
Rewriting, which is performed by the Web container, developers have to modify
the Servlet or JSP code to make explicit calls to encodeURL and
encodeRedirectURL

For more information on URL Rewriting, see iPlanet Application Server Developer’s
Guide.
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Configuring a CGl Flag for CGl Requests

Some requests must be processed in CGl mode. You can set a flag in the Web
Connector Plug-in to identify those requests.

To configure a CGI flag for CGI requests, perform the following steps:

1.

Open the iPlanet Registry Editor by typing kregedit  at the command line.

The editor opens and displays the keys and values that apply to iPlanet
Application Server. If the web server and iPlanet Application Server are
installed on separate machines, the editor opens and displays the keys and
values that apply to the Web Connector Plug-in.

Open the following key:

SOFTWARE\iPlanet\Application Server\6.5\CCSO\HTTPAPI

Double-click the AgentToken String value.

The String Editor dialog box appears.

For the value data, enter the flag that marks requests for CGI mode processing.
Click OK.

Close the editor.

Changing the Web Connector Port Number

In certain configurations, the web connector port number might conflict with
another software package. You can reconfigure the connector port number to
resolve this conflict.

To change the Web Connector Plug-in port number, perform the following steps:

1.

Open the iPlanet Registry Editor. by typing kregedit  at the command line.

The editor opens and displays the keys and values that apply to iPlanet
Application Server. If the web server and iPlanet Application Server are
installed on separate machines, the editor opens and displays the keys and
values that apply to the Web Connector Plug-in.

Open the following key:
SOFTWARE\iPlanet\Application Server\6.5\CCSO\HTTPAPI
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3. Double-click the ListenPort DWORD value and change the value data to an

available port number.
4. Click OK.
5. Close the editor.

Specifying HTTP Variables for Input to
Application Components

HTTP variables can be passed as part of the application request to application
components like Enterprise Java Beans (EJBs). This allows the developer to
determine certain information about the request and use that information when
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processing the request.

For example, the application might look at the HTTP_REFERERariable to determine
where the request is coming from. This information might be used to present a
more individualized greeting screen, or to keep statistics about where requests

originate.

You edit entries in the registry to manage the HTTP variables. You can enable and
disable them as desired. By default, iPlanet Web Server provides the following

HTTP variables:

HTTPS

AUTH_USER

CLIENT_CERT
CONTENT_LENGTH
CONTENT_TYPE

HOST

HTTP_ACCEPT
HTTP_ACCEPT_CHARSET
HTTP_ACCEPT_ENCODING
HTTP_ACCEPT_LANGUAGE
HTTP_AUTHORIZATION
HTTP_CONNECTION
HTTP_COOKIE
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HTTP_USER_DEFINED
HTTPS_KEYSIZE
HTTPS_SECRETKEYSIZE
PATH_INFO
PATH_TRANSLATED
QUERY
QUERY_STRING
REMOTE_ADDR
REMOTE_HOST
REMOTE_IDENT
REMOTE_USER
REQUEST _METHOD
SCRIPT_NAME
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HTTPS HTTP_USER_DEFINED
HTTP_HOST SERVER_PORT
HTTP_IF_MODIFIED_SINCE SERVER_PROTOCOL
HTTP_REFERER SERVER_SOFTWARE
HTTP_USER_AGENT SERVER_URL

To specify HTTP variables for input to application components, perform the
following steps:

1.

Open the iPlanet Registry Editor by typing kregedit  at the command line.

The editor opens and displays the keys and values that apply to iPlanet
Application Server. If the web server and iPlanet Application Server are
installed on separate machines, the editor opens and displays the keys and
values that apply to the Web Connector Plug-in.

Open the appropriate key:
o For iPlanet web servers, open the following key:

SOFTWARE\iPlanet\Application
Server\6.5\CCSO\HTTPAPNINPUTNSAPI

o For Microsoft web servers, open the following key:

SOFTWARE\iPlanet\Application
Server\6.5\CCSO\HTTPAPNINPUTISAPI

o For Apache web servers, open the following key:

SOFTWARE\iPlanet\Application
Server\6.5\CCSO\HTTPAPNINPUTAPACHE

Each value name shown represents an HTTP variable. The value determines
whether the HTTP variable is passed to iPlanet Application Server with the
application request. If the name’s value is non-zero, the HTTP variable is
passed to the iPlanet Application Server machine with the application request.

The name is created in ALL CAPS, such as HTTP_REFERER
Add a name that is the HTTP variable name.

Double-click the new HTTP variable (name) and enter the one of the following
as the value:

o Enter a0 to disable the HTTP variable.
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o Enter altoenable the HTTP variable.

NOTE You can disable any of the default HTTP variables by adding the
HTTP variable name and then setting the key name value to 0. For
example, you could add ENTITY_HEADER and set its value to 1
and then add HTTP_REFERER (a HTTP variable provided by
default) and set its value to 0 to disable it.

5. Click OK.

6. Repeat steps 4 through 6 for each HTTP variable you want to
add/enable/disable.

7. Close the editor. You need to restart the Web Server for the changes to take
effect.
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Chapter 8

Administering Database Connectivity

iPlanet Application Server applications can access database(s), to add, retrieve, and
modify data. This chapter describes how to configure data access drivers and apply
settings to database connectivity parameters.

The following topics are included in this chapter:
= About Data Access Drivers

e Setting up Third Party JDBC drivers

= Registry Settings for Third Party JDBC Drivers

< Configuring Datasources

About Data Access Drivers

iPlanet Application Server applications often require database access. Database
access is achieved through a data access driver, software written either by the
database vendor or a third-party vendor. The following types of data access drivers
can be configured with iPlanet Application Server to provide database
connectivity:

= Oracle

- DB2

= Informix

= Sybase

= MS SQL server (on Windows)
- ODBC
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NOTE « Global transactions are not supported for Native JDBC
drivers. To use global transactions, you must configure a
third party JDBC driver.

Native drivers were deprecated in iPlanet Application
Server 6.0 SP1. Support for native JDBC drivers is limited to
maintain backward compatibility.

= For transactions support for your database driver, you must
use third party JDBC drivers that conform to JDBC 2.0 with
Extensions specifications.

Make sure that data access drivers are installed before installing iPlanet
Application Server. This way, iPlanet Application Server can automatically
configure the drivers.

All third party JDBC drivers conforming to the JDBC 2.0 Extensions specifications
are supported by iPlanet Application Server. If your database driver does not
comply with the JDBC 2.0 Extensions framework, it will not work with iPlanet
Application Server.
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Third party JDBC drivers need be identified to iPlanet either during application
server installation, or via registration tools after installation. Registration must
occur on each application server instance housing applications with third party
JDBC driver datasources. For example, if you are configuring a two node cluster of
iPlanet Application Server, and you are making an application available on both
nodes in the cluster, then you must register the third party JDBC driver with each
instance. (Existing iPlanet Type 2 drivers have the same requirement).

This section describes the following topics:

= During Installation

= After Installation

e Setting up Third Party JDBC drivers

e Using Command Line Tools to Set up Third Party JDBC drivers
= Registry Settings for Third Party JDBC Drivers
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During Installation

You can configure the third party JDBC drivers only through the Custom
installation option. If you use the Express or Typical installation, see the next
section for configuring the third party JDBC drivers after installation of the
application server.

During application server Custom installation, you can only choose to configure
iPlanet Type 2, third party JDBC, or no JDBC drivers. Although you can only
configure either the Type 2 driver or third party JDBC driver during installation,
you can choose to configure both after installation.

After Installation

Configure third party JDBC drivers after installation through the iPlanet
Application Server Administration Tool.

Registration of iPlanet Type 2 JDBC drivers for the supported database platforms is
automatic since iPlanet automatically recognizes the presence of the supported
native client libraries.

For more information on registering database drivers after installation, see iPlanet
Application Server Administration Guide.

Setting up Third Party JDBC drivers

JDBC is the Javasoft specification of a standard API that allows Java programs to
access Database Management Systems (DBMSs). The JDBC API consists of a set of
interfaces and classes that can be used to perform the following procedures:

= Write applications and applets that connect to databases.
= Send queries written in Structured Query Language (SQL).
= Process the results.

You can configure native and third party JDBC drivers when you install iPlanet
Application Server. If you want to do this after installation, use the iPlanet
Application Server Administration Tool.

If you need to use command line tools to set up third party drivers, see Using
Command Line Tools to Set up Third Party JDBC drivers.
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Certified Third Party Drivers

The following table lists the third party JDBC drivers certified to work with iPlanet
Application Server 6.5.

Table 8-1  Certified third party drivers on Solaris and Windows

Driver Platform

Oracle 8.1.7 and 81 Type 2 and Type 4 Solaris and Windows

(thin)

Merant (Intersolv) SequeLink DataDirect Solaris and Windows

Javas.1 (all databases supported by DDJ5.1)
Sybase jConnect for JDBC 5.2 Type 4 Solaris and Windows

DB2 JDBC 7.1 client Solaris and Windows

Access to Microsoft SQL Server Auvailable from Merant for Windows only
Informix JDBC v2.1 Type 4 Solaris and Windows

To Set up Third Party JDBC Drivers

To configure third party JDBC drivers on Solaris and Windows, perform the
following steps:

1. Start the iPlanet Application Server Administration Tool.
o On Solaris, go to iASInstallDir/ias/bin
Jksvradmin

o on Windows, go to Start > iPlanet Application Server 6.5 > iAS
Administration Tool.

The Administration Tool starts up.
2. Select Database from the menu options.

3. Click the + sign next to the registered iPlanet Application Server to see all the
database options.
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=] iPlanet Application Server Adminisi
File Edit Wiew Tools Help

% | & 0% Mo | &b | m

Genarmal Maonitar Databasze Transzact... Lagging Evant=

-4 Al Registered Servers
ias1

External JDBC Driver Registration

i To add a driver click the "Add" button.
‘M Extemal JDBC Data

To remove a driver, select it, then choose '

Til*-’ PointBase Driver com.pointbase . jdbe. jd beUnive rsa [Driver

4. Select External JDBC Drivers > click Add.

You will see the following dialog box:

=] Mew External |DEC Driver
DriverType: [u:l riveri
Criver Classpath: I.l'usr.l’n raclient![d bci/classes/lib/classes 12 .zip

Pooled DataSource Name: [u:urau:le.jdl:uc:.pnnI.Orau:lecunnecticunF'u:u:ulDataSuurce

l

XA DataSource Name: [u:ur“au:le.jdI:uc:.xa.client.OracleXADataSuurc:e

Required Fields: Driver Identifier, Driver Classpath, Pooled DataSounce Name.

Optional Fields: X& DataSournce Name for global transactions.

] oK || Cancel

5. Enter a Driver Name for the driver you are configuring, for example driverl

The Driver Name is a logical name by which you identify the driver to iPlanet
Application Server. This name is used to link datasource definitions back to a
physical driver type. The name can be of any string value you choose.
Examples include: driverl,ora-type4 , ora-type2 , and jconnect
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6. Enter driver classpath, for example Oracle_Home/jdbc/lib/classes12.zip

The fully qualified path to the driver classes, JAR, or ZIP file. This zip file holds
the library classes for the driver. Specify the complete path as shown in the
following example:

usr/oraclient/jdbc/classes/lib/classes12.zip.

On Windows, the Driver Classpath will look like this:
D:\orant\jdbc\lib\classes12.zip.

The following table gives typical Solaris and Windows CLASSPATHS:

Table 8-2  Typical Solaris and Windows CLASSPATHSs

Driver Solaris CLASSPATH Windows CLASSPATH

Oracle Types 2 /oraclient/jdbc/lib/classes12  D:\orant\jdbc\lib\classes12.zip
&4 .Zip

SequelLinkJava  /sljc/driver/lib/sljc.jar C:\slje\driver\lib\sljc.jar

5

Sybase jConnect  /jConnect-5_2/classes/jconn  D:\jConnect-5_2\classes\jconn2
5.2 2.jar Jar

DB2 /DB2DIR/java/db2java.zip D:A\SQLLLIB\java\db2java.zip
Informix /lib/ifxjdbc jar D:\lib\ifxjdbc.jar

7. Enter Pooled Datasource Classname, for example
oracle.jdbc.pool.OracleConnectionPoolDataSource

NOTE If this Pooled Datasource Classname is
com.iplanet.ias.jdbc.IASConnectionPoolDataSource , then
you have to specify the JDBC Driver Class name specific to the
driver. For example:
com.pointbase.jdbc.jdbcUniversalDriver.

This option is required for drivers which only support Driver
Manager, for example PointBase, which is bundled with iPlanet
Application Server.

iPlanet Application Server provides wrappers to support pooled
connections for such drivers. The name of the wrapper is:
com.iplanet.ias.jdbc.iASConnectionPoolDatasource.
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Enter the XA Datasource Classname, for example
oracle.jdbc.xa.client.OracleXADataSource

NOTE This is optional and need to be specified if you want to use
global transactions.

Click OK to complete the driver registration process.

The new JDBC driver will show up in the Admin Tool under External JDBC
Drivers.

~| iPlanet Application Server Administration Tool

File Edit “iew Tools Help

Y | = 0 L | &P cm | B

Ganaml Monitor Catabaza Tranzact... Lagging Ewant= Load Ba...
EHZ3 All Registered Servers :| External JDBG Driver Registration

in51 : ) .

. o DriverType: driveri

‘_¥ Extemal JDOBC Datag & . ) ) )

N ¢ Driver Classpath: fusrforaclient/jdbo/classes/libiclasse:
Extemal JDEC Drive| : . .
N :| Pooled DataSoumnce Name: oracle jdbc.pool.OracleConnection Pt
@l PointBaseOriver | &
~ ¢ JDBC Classname:
[F" Rdrivert

XA DataSource Mame: oracle jdbc.xa.client.OracleXADatas

24 iPlanet Type 2 JDBQ ¢

To Modify JDBC Driver Settings

Follow these steps to modify driver properties from the Administration Tool:

1.

Select the driver you want to modify in the left pane of the Administration
Tool.

Click Modify in the right pane.
Make the required changes.

Click OK to commit the changes.
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Deleting a JDBC Driver

Follow these steps to delete a driver from the Administration Tool:
1. Select the driver you want to delete in the left pane of the Administration Tool.
2. Click Edit > Delete.

3. Click Yes when you are asked to confirm the deletion.

Using Command Line Tools to Set up Third
Party JDBC drivers

The following sections describe how to configure third party JDBC drivers on both
Solaris and Windows machines:

e To Set up Third Party JDBC Drivers on Solaris Using db_setup.sh
e To Set Up Third Party JDBC Drivers on Windows Using jdbcsetup.exe

NOTE The dbsetup.exe  utility on Windows has been deprecated and is no
longer part of iPlanet Application Server installation.

To Set up Third Party JDBC Drivers on Solaris
Using db_setup.sh
To configure third party JDBC drivers, perform the following steps:
1. Go to <iasinstall>/ias/bin . Run the following script:
db_setup.sh
2. Choose the driver you want to install. You can see the following options:
1. iPlanet Type 2 JDBC Drivers
2. Third Party JDBC Drivers

Type (2) to configure native JDBC drivers, and press Enter.

3. Specify the directory on your machine in which iPlanet Application Server has
been installed, for example, /usr/iplanet/ias6 . Press Enter.

4. Specify the number of drivers you want to configure and press Enter.
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These drivers can be configured for the same or different database clients.
Enter a Driver Name for the driver you are configuring, for example driverl

The Driver Name is a logical name by which you identify the driver to iPlanet
Application Server. This name is used to link datasource definitions back to a
physical driver type. The name can be of any string value you choose.
Examples include: driverl ,ora-type4 , ora-type2 , and jconnect

Enter driver classpath, for example Oracle_Home/jdbc/lib/classes12.zip

The fully qualified path to the driver classes, JAR, or ZIP file. This zip file holds
the library classes for the driver. Specify the complete path as shown in the
following example:

usr/oraclient/jdbc/classes/lib/classes12.zip.
See Table 8-2 for typical Solaris classpaths.

Enter Pooled Datasource Classname, for example
oracle.jdbc.pool.OracleConnectionPoolDataSource

NOTE If this Pooled Datasource Classname is
com.iplanet.ias.jdbc.lASConnectionPoolDataSource , then
you have to specify the JDBC Driver Class name specific to the
driver. For example:
com.pointbase.jdbc.jdbcUniversalDriver

Enter the XA Datasource Classname, for example
oracle.jdbc.xa.client.OracleXADataSource

NOTE This is optional and need to be specified if you want to use
global transactions.

You will be prompted to set the environment variables for your driver in the
iASInstallDir/ias/env/iasenv.ksh file after installation.

Chapter 8  Administering Database Connectivity =~ 193



Configuring Third Party JDBC Drivers

To Set Up Third Party JDBC Drivers on Windows
Using jdbcsetup.exe

Perform the following steps to set up native or third party JDBC drivers on a
Windows system:

1. Navigate to the iASinstallDir/ias6/ias/bin path. Run the following script:
jdbcsetup.exe

The following window appears:

Third Party JDBC Configuration E3

Add |Edt |

There are 1 Third Party JOBC Driver(z) configured on thiz machine.
“ou can configure up to 16 Third Party JDBC Drivers

Drriver Identifier [ any string uzed to manage this driver |
[ Example: ora-typel-S16 ]
Idriver2

Diriver Clazspath
[ Example : ZORACLE_HOME %\dbchlibhclazses12 zip |

ID:\nlant'\idbc\lib'\classeﬂ 2zip

Pooled Datazource clazs name
[ Example : oracle.jdbe. pool. DracleConnectionPoolD ataS ource |

Ioracle.idbc.|:u:u:u|.DracleEonnectinnF’ooIDataSource

JDBC Driver Classname
[ Example : oracle. jdbe. driver. OracleDriver |

w4y Datazource Clagzname [Dptional):
[Example : oracle jdbe.xa. client. Oraclex<al ataS ource)

Ioracle.idbc.:-ta.clienl.DracI%DataSource

4dd

QK. I Cancel

2. Enter a Driver ldentifier for the driver, for example drive2
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The Driver Name is a logical name by which you identify the driver to iPlanet
Application Server. This name is used to link datasource definitions back to a
physical driver type. The name can be of any string value you choose.
Examples include: driver2 | ora-type4 , ora-type2 , and jconnect

3. Enter the Driver class path, for example
Oracle_Homel/jdbc/lib/classes12.zip

The Driver class path is the fully qualified path to the driver classes, JAR, or
ZIP file. This zip file holds the library classes for the driver. Specify the
complete path as shown in the following example:

d:\oracle\jdbc\lib\classes12.zip.

NOTE Do not specify the class path if you are setting up a native JDBC
driver.

Registration of iPlanet Type 2 JDBC drivers for the supported
database platforms is automatic since iPlanet Application Server
automatically recognizes the presence of the supported native
client libraries.

SeeTable 8-2 for typical classpath examples.

4. Enter the Pooled Datasource class name, for example
oracle.jdbc.pool.OracleConnectionPoolDataSource.

NOTE If this Pooled Datasource Classname is
com.iplanet.ias.jdbc.lASConnectionPoolDataSource , then
you have to specify the JDBC Driver Class name specific to the
driver. For example:
com.pointbase.jdbc.jdbcUniversalDriver

5. Enter the XA Datasource classname, for example
Database.Jdbc.xa.client.DatabaseXADatasource . If your database is
Oracle, type oracle.xa.jdbc.client.OracleConnectionXADataSource

6. Click Add to register the driver.
You can choose to configure more drivers or click Cancel to abort the process.

Click OK to commit the changes.
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Registry Settings for Third Party JDBC Drivers

As you register third party JDBC drivers in iPlanet, you will see the following
iPlanet Registry settings:

Driver Entry

SOFTWARE\iPlanet\Application Server\6.5\CCSO\DAE3\DRIVERS\<driver
name>\

Under this key, you will find the driver's class name.

For more information registry key settings, see iPlanet Application Server Registry
Guide.

Configuring Datasources

A datasource contains information pertaining to the database client that the
database driver needs to know, to connect to the database. In iPlanet Application
Server 6.5, Datasource is a factory class for getting JDBC connections. It supports
both iPlanet native and third party JDBC drivers, as well as PooledDataSource

and XADataSource of third party driver implementations.

The datasource provides wrappers to support pooled connections for drivers
which only support driver manager.

NOTE You must first install and configure database driver(s) on your
machine before adding a datasource.

The following topics are described in this section:

= New Datasource Features

= To Add a Datasource to an External JDBC Driver

= To Add Datasource To a Native Database Driver

e To Add a Datasource Using Deploy Tool

< To Add a Datasource Using Command-line Tools
= Datasource Configuration Parameters

= Modifying Third Party Datasources
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New Datasource Features

The following new datasource features are available in iPlanet Application Server
6.5:

= Provides connection sharing for JDBC connections used in transactions and
provides mechanism to perform sanity check on connections being returned to
the user. If a pool is corrupted, it is automatically destroyed and a new pool is
created.

= Optional table based sanity.

= Supports dynamic configuration for few datasource properties such as:
o sanityRequired
o tableBasedSanity

o tableName

NOTE iPlanet Application Server 6.0 SPx based datasource XML format
has been deprecated. Use the Deployment Tool to migrate your old
datasource XML files to the new one.

For more information in migrating datasource XML files to 6.5, see
To Migrate 6.x Deployment Descriptor XML File.

Registering Datasources

Use a third party JDBC driver for datasource-based access in iPlanet Application
Server for J2EE JNDI, connection pooling and, local and global transaction
management capabilities.

NOTE If you have to use a third party JDBC driver without iPlanet's JDBC
integration, ensure that your application manually loads the driver
(typically performed through the DriverManager class), and sets up
the appropriate connection settings.

Configure the application server runtime environment with the
appropriate CLASSPATH and library path settings.
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Once you have registered a third party JDBC driver with the application server,
you must define JDBC datasources for applications to be able to interact with your
database management system.

This section describes the information required to register a JDBC datasource
associated with a third party or native JDBC driver in iPlanet Application Server.
Once you've registered a JDBC datasource in iPlanet, you can modify the
connection pooling settings from the Administration Tool.

The following sections explain how you can add a datasource, to both external
third party and native database drivers:

e To Add a Datasource to an External JDBC Driver

e To Add Datasource To a Native Database Driver

To Add a Datasource to an External JDBC Driver

To add a datasource to an external JDBC driver, such as a Type 4 JDBC driver,
perform the following tasks:

1. StartiASAT.
2. Inthe iASAT toolbar, click Databases.

The database connectivity settings that have been set for the machine are
displayed.

3. Select the External JDBC Datasources node , as shown in the following figure:

&8 iPlanet Application Server Administration Tool

File Edit “iew Toolz Help

General hdanitar Database Transac. .. Logging

E-Z3 &1l Registered Servers DataSource Selection Box
851 :
& |External JDBC D

) External JOBC Drivers
[@l PointBaseDriver |-

[ driver1 :
=3 iPlanet Type 2 JOBC Dal Datagource Parameters
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4. Click Add in the right pane of the window. The Datasource Registration
window appears, as shown in the following figure:

i® Estenal JDBC Datasouice Registiation

Datagource Parameters Connectlion Pool Parameters
) Inkial Pool Size: 1
JMDA Msme: barkdk
Min Pool Size; 1
DrhverType: Criverl - .
e Pool Size: [30
Detatasg AL Incremant Pool Size: [1
Dl BS0UFCE! ORICL Ma.Ide Tine (1 [120
i bank defabase
e " f— Feclkim Time (=) 54000
W e dema Wt Time in @ (2 [120
Pagssward: nana
v Enside \Wiak @ @ Lengih: |30
Server hlame wiper
¥ Eninle Stats. [¥] Ermabile Trace
Network Protocol
Pairt Mo =
Role Name: ( Connection Sanity Parameters
v Santy Reqd. [ Table Bazed Santy
JHDA Mame: bankbarkDE Tebl= Nase: ins_takies
| ok | Cancel

When you register the datasource, a hode is created in iIASAT with this name.

0

JNDI Name

The INDI Name uniquely identifies the datasource within the JNDI
namespace of the application server. For example, a INDI name of
dbc/estore/EstoreDB would be referenced in ias-web.xml  and
ias-ejb-jar.xml files <resource-ref> entries of J2EE applications.

The <resource-ref> entries map resource names used by J2EE applications
to JNDI names defined within the application server.

NOTE The JNDI name should be unique for each datasource that
you add.

Driver Type

The driver-type maps to the logical name assigned to a third party JDBC
driver.
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o Driver Name

A logical name by which you identify the driver to iPlanet. This name is
used to link datasource definitions back to a physical driver type. The
name can be of any string value you choose. Examples include:
"ora-typed", "ora-type2", and "jconnect".

o Username

The username is supplied to the RDBMS when iPlanet makes a connection
to the database. Username and password are optional, since they can be
supplied either programmatically, or on the connection URL.

o Password

The password is supplied to the RDBMS when iPlanet ApplicatioN Server
makes a connection to the database.

5. Under Vendor Specific properties, provide the JDBC driver vendor specific
data, for example, Property Name as URLand Property Value in the database

URL format.
i ¥ Vendor Specific Properties
Eroperty Mame Fraperty alie |
L iehcarack: ool ]
{ o | Corcel

6. Click OK to commit the vendor property value.

7. Click OK (in the main screen) to complete datasource registration.

To Add Datasource To a Native Database Driver

To add a datasource to a Native database driver, such as a Type 2 JDBC driver,
perform the following tasks:

1. StartiASAT. On Windows, from the Start menu, choose Programs >iPlanet

Application Server 6.5 >jPlanet Application Server Administration

Tool .

On Solaris, navigate to <iASInstallDir>/ias/bin/ and type the following
command:
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2. Inthe iASAT toolbar, click Databases.

3. Inthe left pane of the window, select the iPlanet Application Server instance
for which you want to add a datasource. You can see all the database
connectivity settings that have been set for that machine.

4. Select the iPlanet Type 2 JDBC Datasources folder, as shown in the following

figure:

k Il iPlanet Application Server Administration Tool

File Edit %iew Tools

Help

A

General

uonitor

r{b

Databaze

Mo | =

Tran=acti...

g
|

Ewents

Logging

= P Registered Servers

il iFlanet Type 2 JDBC Drivers

iPlanet Type 2 JOBC Datasource Registration

To Register a Datazource click the "Add" button.

5. Toadd a datasource, click Add in the right pane of the Databases window.

The iPlanet Type 2 JDBC Datasource Registration window appears, as shown
in the following figure:
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¥ iPlanet Type 2 JDBC Datasource Registration

JNDI Mame:  [bankDB

DriverType: | ORACLE_OC| i

DataSource: Iorcl

DiataBase: Iora1

Usernatne: ladmin

Pazsword: [admin

JHDN Mame: bankhankDB

Datazource:orcl(sglnet, connect string for oracle)

| O || Cancel |

6. Inthe INDI name field, enter a name for the datasource, for example, BankDB.
When you register the datasource, a hode is created with this name.

NOTE The JNDI name should be unique for each datasource that you add.

7. Inthe Driver Type drop-down list, select the driver for which you want to add
a datasource.

NOTE For a native driver, you need to install the database client on your
machine.

8. Inthe DataSource field, enter the relevant value depending on the database
client for which you are adding a datasource. The database connects to the
driver using this value. The following table provides the values for each
database type that iPlanet Application Server supports:

Table 3 List of Datasource Values

Database Type Value for the DataSource field

Oracle TNS name of the Oracle database. You can find this value in the
tnsnames.ora  file which is present in the
ORACLE_HOME/network/Admin directory.
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Table 3 List of Datasource Values

Database Type Value for the DataSource field

Sybase This is the name of the server on which the Sybase client has been
installed.
DB2 Any string value. When you connect to the database, you need to

provide this string value along with your user name and password.

Informix You do not need to provide any value in this field. The Informix
client automatically picks up the datasource when you log on.

9. Inthe DataBase field, provide the name of the database, for example, Oracle.
For Sybase, the database name should be prefixed with the server name, in
order to connect to multiple sybase servers.

10. In the Username field, enter the user name that was provided when the
database client was installed.

11. In the Password field, enter the password for that user name.

12. Click OK to register the datasource. You need to stop and start iPlanet
Application Server, for the changes to take effect. See “Performing
Administrative Tasks Using iIASAT”, for more information on starting and
stopping iPlanet Application Server.

To Add a Datasource Using Deploy Tool
Follow these steps to register a datasource using the Deploy Tool:

1. Start the Deployment Tool (deploytool )

2. GO0 to Tools->Register Datasource

The following dialog box appears:
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Figure 8-1 Registering datasource through Deployment Tool

& Register Data Source
File name:
JHO Hame: Connection parameters
Datasource: { | Whait Time in 0 (s):
Database: Initial Pool Size: b
LISEr name; _ _ Min Pool Size: b
Passveord: Max Pool Size: ?l
Driver Type: | | Increment Pool Size: E IE
Description: ' Mas. ldle Time sk 120 | Ii
Hetwaork Protocol: | | FReclaim Time {sk @ M
Server Name: . Statistics [ Save
Paoirt Hn.: Enable Trace | Save s
Role Harne: ' Enabie Wait O [
Sanily pararmelens 0 Lengih: ]
Sanity Remil [
Tahle Based Sanity _1
Tahle Marme: . Vendor Specific Property

3. Enter the database driver parameters, connection pooling parameters, and
connection sanity parameters.

For detailed explanation of these fields, see Datasource Configuration
Parameters.

4. Click Save As.
Enter a name for the new datasource deployment descriptor.
5. Click Register.

6. Select Register to register the datasource with one or more application server
instances.
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To Migrate 6.x Deployment Descriptor XML File

iPlanet Application Server 6.5 contains enhancements to the database connection
infrastructure. To take advantage of the new features and to continue to use you
older datasource configuration you will have to migrate to the new datasource
XML DTD.

1. Choose Tools > Register Datasource.
The datasource registration dialog will appear.
2. Click Open > select the XML file which contains the datasource descriptions.

The Deployment Tool will import the values present in the old XML file and
add default values for the new fields available in 6.5. in the XML file.

3. Accept the default values or modify them for your datasource.

4. Enter the database driver parameters, connection pooling parameters, and
connection sanity parameters.

For detailed explanation of the fields, see Datasource Configuration
Parameters.

5. Click Save.

The Deployment Tool will overwrite the datasource deployment descriptors
with the values you have specified, in the file you have opened.

Note: Select Save As to save the updated XML file with another name, and in a
different location.

6. Click Register.

The Deployment Tool will update the datasource deployment descriptors with
the values you have specified. Now your datasource will be able to take
advantage of the new features in iPlanet Application Server 6.5.

To Add a Datasource Using Command-line
Tools

Use the iasdeploy and regdatasource  command line tools to register a
datasource.
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The iasdeploy  tool is recommended for command line registration of
datasources. Example:

iasdeploy resreg EstoreDB.xml
If you are registering against a local server, you can use the resreg command:

resreg EstoreDB.xml

Datasource Configuration Parameters

These parameters are based on the JDBC 2.0 specification. Most of the properties
provided under these parameters are optional.

The following tables describe the various parameters on the datasource properties’
screen.

o Datasource Parameters
o Connection Pool Parameters
o Connection Sanity Parameters

o Datasource Registry Settings

Datasource Parameters

Table 8-4  Datasource configuration parameters

Configuration Parameters Description Default Values

Driver Type Type of driver (either one None
of the drivers registered
with iAS)

database Name of the database on None
the server

Datasource Name of the database on None
the server.

Description Description of this None
datasource

Username User’s account name None

Password Password None

serverName Database server name None
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Table 8-4  Datasource configuration parameters

Configuration Parameters Description Default Values
NetworkProtocol network protocol used to None
communicate with the
server
Port Number The port number on which  None
the server is listening for
requests
Role Name Initial SQL role name None

Connection Pool Parameters

Configuration Parameters Description Default Values

Initial Pool Size The number of connections 1
obtained at the pool
creation time.

Min Pool Size The number of physical 1
connections the pool should
keep irrespective of the
maxldleTime set.

The minPoolSize  criteria
will be ensured once the
pool reaches the
minPoolSize

The initialPoolSize

could be less than
minPoolSize asthe
minPoolSize criteria will
be applied only when the
pool reaches the
minPooSize number.
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Configuration Parameters

Description

Default Values

Max Pool Size

Increment Pool Size

Max. Idle Time (s)

Reclaim Time (s)

Wait Time in Q (s)

The maximum number of
physical connections that
the pool should contain.

Once the pool reaches
the maxPoolSize , and if
the waitQueue is
enabled, then the
connection requests will
be queued. If not, an
SQLException will be
thrown.

The number of physical
connections obtained when
there are no free
connections available in the
pool and user requests for a
connection.

If the Pool has already
reached its maxPoolSize,
then SQLException will be
thrown.

The time, in seconds, that a
physical connection should
remain unused in the pool
before the connection is
closed.

This criteria will be applied
only if the number of
unused, or free connections
in the pool, are more than
minPoolSize

The time till when the pool
will reclaim a connection
used by an application, in
seconds.

The time for which the pool
will keep connections in the
queue till a connection is
available to the database, in
seconds.

30

120

64000

120
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Configuration Parameters Description Default Values
Enable Wait Q Set the pool to wait till a True (enabled)
connection is available.
Q Length The number of connections 30
that will be maintained in
the queue.
Enable Stat Enables the collection of Disable

statistics about the
connection pool.

Enable Trace Enables the tracing of Disable
connection pool properties.

Connection Sanity Parameters

Table 8-5  Datasource connection sanity parameters

Configuration Parameters Description Default Values

TableBasedSanity Enable table based sanity False
(true/false)

IsSanityRequired Used to enable sanity True

(true/false)

TableName Table name to be used in ias_table
case of table based sanity

Apart from dynamically changing all pool configuration parameters, you can also
modify pool configuration parameters for multiple datasources simultaneously.
For more information on modifying the datasource properties, see Modifying
Third Party Datasources212.

For more information on the parameters in this dialog box, please see the JDBC 2.0
Extensions specification.

The following table lists a few examples of database URL formats:
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Table 8-6 Database URL formats

Driver

Class name

Oracle Types2 & 4

SequeLink Java 5

Sybase jConnect 5.2
DB2

Informix

PointBase 3.5

jdbc:oracle:oci8:@MyHostString
jdbc:oracle:thin:@myhost:1521:orcl

jdbc:oracle:thin:scott/tiger@myhost:1521:orcl
jdbc:oracle:oci8:scott/tiger@myhost

jdbc:sequelink://sequelinkhost:19996

jdbc:sequelink://192.168.5.96:19996;user=john;password=wh
atever

jdbc:sequelink://192.168.5.96:19996;databaseName=stores7

jdbc:sequelink://192.168.5.96:19996;databaseName=pubs;H
User=john;HPassword=whatever

jdbc:sequelink://sequelinkhost:4006;databaseName=pubs;D
BUser=john;DBPassword=whatever

jdbc:sequelink:ssl://mysecurehost:9500;cipherSuites=SSL_D
H_anon_WITH_3DES_EDE_CBC_SHA

jdbc:sequelink:ssl://mysecurehost:9502;
jdbc:sybase: Tds:host:port
db2:jdbc:dbname

jdbc:informix-sqgli://mysecurehost:1528/database:informixse
rver=my_server

jdbc:pointbase://localhost:9092/j2eeguide,
max.connections=100

Datasource Registry Settings

As you register datasources associated with third party JDBC drivers, you will see
the following iPlanet Registry settings under

SOFTWARE\iPlanet\Application Server\6.5\DataSource\<jndi-name>\
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[~ grSOF'I"INARE'LiPIanet

Eqr.-ﬂxpplicatinn Server
- B4

D AppPath=d:iplanetiasBiaz\APPS
D BazePath=d iplanetiasflias
D ModuleDirflame=modules

_AbankDB

—D databasehame=Cracle
—D datazourcetlame=
—D debug=dizable

—D description=

—D driver-name=Driver]

—D incrementPoalSize=1
—[ ] initislPoolSize=1

—D izSantyReguired=true
—[_] madidieTime=120
—D maxPoalSize=30

l

Modifying Third Party Datasources

Use iIASAT to modify the various parameters associated with the registered
datasources. The following parameters can be modified for each datasource:

Datasource Parameters

Connection Sanity Parameters

Connection Pool Parameters

Chapter
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You can choose to modify either a single datasource at one time or, multiple
datasources simultaneously. The option to select and modify multiple datasources
at once allows you to set global connection pooling parameters for the selected
datasources.

The following section describes how to modify datasources - either a single one or
multiple datasources at the same time.

To Modify a Single Datasource
Follow these steps to modify a single datasource.:
1. From the iIASAT menu bar, select Databases.

2. Inthe left pane, select External JDBC Datasource.

k F iPlanet Application Server Administration Tool
File Edit %iew Toolz Help

B | = 0 0G| = | ocme | al

General onitor Database Transaction Logging Ewents Load E
[E-23 &)l Registered Servers DataSource Selection Box
AT :
X hankDE
External JOBC Data —
|@l bankDB
@ iasapp

\:l_iExternal JDBC Drivers
[l PrirtRaseDriver

3. Select the datasource you want to modify in the DataSource Selection Box

4. You can modify the properties that are available in the right pane.
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DataSource Selection Box Co Sanity Par: e
harkah [¥] Santy Reqd. [w] Tabie Based Santy
e Tobiehlame: s table
Datasource Parameters Co ion Pool Parameters
Drives Type: [ Driver -| Initiel Paol Size: [1
Dutshase [oRreL Hin ool Stze: [
Datssowrcs:  |ORCL = 0
Dezcrigton: [hsnl: datshaze ) incremert Pacl Sze: |4
e [kcisemo Mox ldie Tine (=5 [0
e ||-u-|. Reackim Tire (21 [E-EDI:O—
Siarver Mame: ['.ﬂpl:" WL Tir N QEL o0
Natworic Profocot; | i Eneble'wsita @length 20
Port hlo 1521 v Enable Stals.  [w] Ensble Trace
Fole Msme: [
” st | Apphy Chanzes | Defenit Walsss | vandor SpecificPro... |I

5. After completing the modifications, click Apply Changes to save the changes.

To Modify Multiple Datasources

By modifying multiple datasources, you can set global connection pool parameters
for a number of datasources.

Follow these steps to modify multiple datasources.
1. Follow the first two steps from To Modify a Single Datasource213.
2. Select the datasources you want to modify by pressing down the Shift key.

You will notice that the Datasource Parameters entries have been greyed out.
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DataSource Selection Box Connection Sanity Parameters
bankdb ¥l Senty Rend.  [C] Tekie Based Sanity
EEES ﬁ
Datasowrce Parameters Connection Pool Parameters
" Intizl Pool Sixe: 9
- - Min Pool Size: 3
y ¥ Iis< Pool Slze 30
: b - Increment Pool Size: |
, : Mee i Time (3% 120
anne Reciaim Time {2k [g4p00
: ! Wak Time @ sl |9z20
Mg |w¢] Eriable Wil 2 @ Length: |30
["] Eneioie Stats. [ Emahle Trace
| Ao | Appky Changes Datault Valss | B

When you select multiple datasources, only the Connection Sanity Parameters

and Connection Pool Parameters can be modified.

NOTE

When you select multiple datasources, the Connection Pool

Parameters are returned to their default values.

3. Make the changes you want to the Connection Pool Parameters that will be
common to the selected datasources.

4. After you have finished making the changes, click Apply Changes

changes.

Datasource Monitoring

IASAT provides the functionality to collect statistics of all the active connection

pools.
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To view the statistics for a particular datasource, select the datasource in the left
pane of IASAT. If multiple KJS’ are configured, choose the KJS for which you want
to view the statistics from the Engine ID drop-down box.

Select kjs Engine

Engine Id

ks (10519, OREL10220) W el Stalislics

~Connection Pool Statiethces

G ~Current

Prenic Value for Total Connz in Pocd:

Pesk Value for Cormections in Use:

Peqk Valug for Quesle Sz

Cacha HEs:
Cache Misses: Total Connections In Pool |-~

E
E
fiz
|
[
Total Connection Renuests: E Cennalion In Lis El
Total Connecticn Drappes [ Wisting Qusue Size; |10
Conneciions Obtaned AfterWat |
Connections Drappes Afte\Wak: |
Connactions Reckimart: |

[

Connaclions Raleasad ATer ldks Tims: |-

| Ensitie Ss | Dizabia St... || Detsil | Flush Poal | Destroy P... | Updste ||

Administrators can monitor, configure, and manage the connection pools created
for a particular datasource. The admin tool provides options to enable and disable
pool statistics. Statistics can be enabled from this screen, as well as from the main
datasource panel.

It provides two types of statistics for pools:
= Current Statistics

e Cumulative Statistics

Current Statistics
The parameters monitored under Current statistics are:

= Total connections in pool
= Connections in use
= Waiting queue size.

The Admin tool displays the above values for the selected datasource irrespective
of whether statistics is enabled or not.
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Cumulative Statistics
The parameters monitored under cumulative statistics are:

= Peak value for total connections in Pool.
o Peak value for connections in use.
o Peak value for queue size.

= Cache hits.

= Cache misses.

= Total connection requests.

= Total connections dropped.

= Connections obtained after wait.

= Connections dropped after wait.

= Connections reclaimed.

= Connections released after idle time.

The admin tool displays values for the above parameters once statistics is enabled.
The value displayed for each parameter is a cumulative value of all the pools
created for that datasource.

Statistics in Detail

You can view all the above mentioned parameters in detail for each pool by
clicking on the Detail button. This option, apart from the above parameters,
shows the pool name and pool type (XA, Normal).

The other options that the admin tool provides are:
= Destroy Pool

e  Flush Pool

Destroy Pool

You have the option to destroy the connection pool by selecting the Destroy
button. The Destroy pool option will remove all the connections from the pool.
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Flush Pool

You have the option to flush the connection pool by selecting the Flush button. The
Flush pool option will remove all the idle connections from the pool.

To Delete a Datasource

Follow these steps to delete a datasource:

1. From the iPlanet Application Server Administration Tool select the datasource
you want to delete.

2. Press the Delete button on the Keyboard.
3. Click Yes when asked for confirmation.

When a datasource is deleted from the Administration Tool, the corresponding
datasource object is also deleted from the initial context.

Datasource XML Format

The new XML format provided in iPlanet Application Server 6.5 is flexible and
supports standard JDBC datasource properties and driver specific datasource
properties. Old XML formats used by iPlanet Application Server 6.0 SPx for
datasource registration are automatically converted to the new XML format. The
converted XML file is stored as xmlfilename.new.

The following is an example of the new XML datasource format:

Code Example 8-1 New datasource XML format

<ias-resource>

<resource>

<jndi-name>jdbc/dsName</jndi-name>

<jdbc>

<user>admin</user>
<password>admin</password>
<database-url>jdbc:oracle:oci8: @rcl</database-url>

<driver-name>oracle_xa</driver-name>
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Add extra data here, for example, port number <port>1050</port>
<conn-pooling>
<initialPoolSize>1</initialPoolSize>
<waitQueueEnabled>true</waitQueueEnabled>
<reclaimTime>1200</reclaimTime>
<maxPoolSize>abc</maxPoolSize>
<maxldleTime>120</maxlIdleTime>
<queuelLength>20</queuelLength>
<trace>false</trace>
<stat>false</stat>
<waitTimelnQueue>120</waitTimelnQueue>
<incrementPoolSize>1</incrementPoolSize>
<minPoolSize>5</minPoolSize>
</conn-pooling>
</jdbc>
</resource>
<lias-resource>

Examples for other database vendors are available in iPlanet Application Server
Developer’s Guide.
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Administering Transactions

This chapter describes the tasks and conceptual information necessary for
administering transactions using the iPlanet Application Server Administration
Tool (iIASAT)

The following topics are included in this chapter:
= About the Transaction Manager
< Administering Distributed Transactions from iASAT

< Monitoring Transactions

About the Transaction Manager

The transaction manager is installed with each instance of iPlanet Application
Server to coordinate global transactions within a Java Server (KJS) process. Global
transactions are a set of related operations that must be executed as a unit, though
each operation may run in a different process.

You can use global transactions to update a database that uses one or more
Enterprise Java Beans (EJBs) running concurrently for the same global transaction,
from within one or more KJS processes. This occurs when an EJB triggers another
EJB to run and they both participate in the same transaction. You can also update
multiple databases that are distributed over different geographic locations or
update multiple databases of different types (such as Oracle and Sybase).The
transaction manager runs within a KJS process.
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New Features

Beginning with iPlanet Application Server, Enterprise Edition 6.5 release, the
bundled transaction manager is based on the Java Transaction Service Reference
Implementation (JTS RI) with suitable modifications for production environments.

A local transaction manager has also been added for optimization of applications
that use local transactions.

The datasource manager now has enhanced functionality and provides support for
XADataSource, PooledDataSource and DriverManager. New Connection Pooling
infrastructure has been implemented to support pooling of XA connections and
Pooled connections.

The following new features have been added to the transaction manager:
= Flexibility to run both global and local transactions at the same time.
= Provision for the user to specify the transaction type at three levels:

o Instance wide

o At package level (under J2EE-Module/package name)

o Atcomponent level.

iPlanet Application Server determines the transaction type for a particular
component/application by initially referring under the package name,
followed by the component <classdef\<guid> , and finally for instance wide
value under <CCSO\TXNMGR:=in the registry.

TIP You can achieve better performance by specifying the transaction
type at the component level.

e Support for recovery.

When iPlanet Application Server starts up, it queries for all pending
transactions from all databases used by datasources registered in the registry,
and performs recovery. Recovery can also be disabled.

The new transaction manager has better administration control, monitoring and
tracing facility. The iPlanet Application Server Administration Tool has been
enhanced significantly to support administration and monitoring features.
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Administering Distributed Transactions from

IASAT

You can administer transactions using the Transaction menu option of iPlanet
Application Server Administration Tool.

This section describes the following topics:

About the Transaction Window

Viewing Transactions Per Server
Configuring Transactions Per Server
Administering Transactions Per Process
Viewing Transactions on a Selected Process

Administering Transactions Per Process

About the Transaction Window

The left pane of the Transaction window displays a tree of nodes as shown in the
following illustration:

Figure 9-1 Transaction manager configuration tab

i8 iPlanet Application Server Administration Tool

File Edit “iew Toolz Help

PAIEEY IR R

Gene. .. Iwlanitor Data... Tran... Laggi... Events Load... Secu... hiess. .. Aopli...

E_E #ll Registered Servers Transaction I | State | Type | Originatar | Elapzed Time

Update ||
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The top level of the tree lists which servers are registered with iASAT. The second
level, below each registered server name, displays one or more process nodes.
These nodes indicate which processes are running on each registered server. Only
Java Server (KJS) processes appear in the tree because only KJS processes support
transactions.

The KJS process is displayed alongwith the port number (for example,10819) and
the ORB port (for example, 10920) used to connect to the JMS Listener.

Configuring Transactions Per Server

When you select an iPlanet Application Server instance and click Transactions ~ on
the menu bar, the global properties for that server instance is displayed. All KJS
instances share the properties of iPlanet Application Server except for their identity
(Engine Id, port number, etc.). Changes made in this Configuration dialog box will
affect all transactions running on that server.

To change transaction settings for an application server, click a registered server in
the left pane of the Transaction window. The Configuration tab appears in the right
pane as shown here:

Figure 9-2 Transaction properties displayed for a server instance

&8 iPlanet Application 5erver Administration Tool

Fie Edt “iew Toolz Help

Voo | e | ¥ BRI | e | 3B | Sl

T, Dat... Ta... Lag... Loa... fe..

E"E &l Registered Servers i Conﬁguratiun| Transaction Manager |
=-'| Kj= (10819, ORE:10920 Tranzaction Type: || local  *

Time Cut: BDD| seconds
Wit Intersyal: o seconds
Log Directary: [d:ﬁplane‘fﬁasﬁﬁasﬂogsms
Apply Changes Undo Changes Default Yalues
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The following options can be configured:

Transaction Type
You can set the transaction type to either local or global.

When global transactions are enabled, transactions can span across multiple
heterogeneous databases and processes.

Time out

Set this time (in seconds) to rollback a transaction if it’s not completed in the
stipulated time. This would be helpful in cases where a transaction process was
started (for example a stateful session bean), but a bug in the application
design prevented its completion.

Wait Interval

The Wait Interval specifies the time (in seconds) iPlanet Application Server will
wait before clearing stale or corrupt transactions.

Log Directory

Specify the path where the transaction manager will store its log files. The
default is iASInstallDir/ias/logsl/jts

Viewing Transactions Per Server

To view details about a transaction, click the Transaction Manager tab. The
Transactions Manager dialog box appears with detailed information on the status
of various transactions in progress.
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i8 iPlanet Application Server Administration Tool
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The entries in the detailed view are explained below:

Process
The Process tab displays the KJS engine to which the transaction belongs.

Transaction ID

The transaction ID given to the transaction by the connection pool manager.

State

The four states that are displayed are: prepared, running, rollbacked,
committing.

Type

Shows whether the transaction is local or global.

Originator

Originator indicates which servlet or bean originated the transaction.
Elapsed Time

Shows the time since the transaction was started.

TIP You can click on the table heads to sort the data.
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Administering Transactions Per Server

Multiple entries can be selected at a time to control the active transactions. At the
bottom of the dialogue box are options which will enable you to control the
transactions that are in progress.

e Mark for Rollback

Use the Mark for Rollback option to roll back an active transaction. Select the
required transaction and click Mark for Rollback.

You can also roll back multiple transactions at the same time by selecting them
while holding the Shift key down, and pressing Mark for Rollback.

NOTE Sometimes when you roll back a transaction, you may get a
message, “Transaction does not exist”. This is because the
transaction may have completed before your command got
executed.

e Update

Click Update periodically to remove expired transactions from view and
display currently running transactions in the window.

Administering Transactions Per Process

You can administer each transaction process connected to a particular KJS engine
running under the desired iPlanet Application Server instance. This option allows
allows you granular control of transactions running on iPlanet Application Server.

Viewing Transactions on a Selected Process

To view the status of transactions on a particular KJS engine, select the required
engine in the left pane. The transactions running on that engine will be displayed
in the right pane.

Chapter 9  Administering Transactions 227



Administering Distributed Transactions from iASAT

228

Figure 9-3 Transaction properties displayed for a particular KJS engine.
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The entries in the detailed view are explained below:

Transaction ID
The transaction ID given to the transaction by the connection pool manager.
State

The four states that are displayed are: prepared, running, rollbacked,
committing.

Type

Shows whether the transaction is local or global.

Originator

Originator indicates which servlet or bean originated the transaction.
Elapsed Time

Shows the time since the transaction was started.

TIP You can click on the table heads to sort the data.
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Administering Transactions Per Process

Select the application server instance in the left pane and then click on the
Transactions icon on the menu bar. You will get the dialog box as shown in Figure
9-3 on page 228.

Multiple entries can be selected at a time to control the active transactions. At the
bottom of the dialogue box are options which will enable you to control the
transactions that are in progress.

Mark for Rollback

Use the Mark for Rollback option to roll back an active transaction. Select the
required transaction and click Mark for Rollback.

You can also roll back multiple transactions at the same time by selecting them
and pressing Mark for Rollback.

Freeze Transactions

Use the Freeze Transactions option to temporarily stop all active transactions.
You will be prompted to confirm whether you want to go ahead and stop all
transactions.

Press OK if you want to go ahead or Cancel to exit the Freeze option.

When the Freeze Transactions option is used, no new transactions will start
and existing transactions will be frozen at the next logical step.

Unfreeze Transactions

Use Unfreeze Transactions to resume all transactions that were stopped by the
Freeze command.

You will be prompted for confirmation. Press OK to Unfreeze all existing
transactions.

Update

Click Update periodically to remove expired transactions from view and
display currently running transactions in the window.
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The monitoring framework enables the display of various properties related to the

module. These could be used to get a view of the system’s internals to help fine
tune application parameters, detect bottlenecks, and check the health of the
application.

JTS provides more advanced monitoring facility for transactions. All results are
displayed by the admin tool. It provides following features:

= Displays all active transactions with the following information:
o Transaction ID
o Component that started the transaction,
o Status (prepared, running, rollbacked, committing)
o Transaction type (global/local)
o Elapsed time

= Displays TPM for both local and global transactions.

A value called sample time is displayed and is editable by the user. The sample

time would be used to compute the TPM. And it would be displayed. In

addition to a total count, there are two other values- one for local, and one for

global.

= Displays average time taken for each transaction (both global and local). For
the sample time, average time for transaction, local transaction and global
transaction are displayed.

Configuration Parameters

Configuration parameters provided for transaction manager are as follows:

Table 9-1  Transaction Manager configuration parameters

Configuration parameters Description Default Value

DefaultTxnType This key will be used to local
determine the type of
transactions.(can be

local/global)
LogDirectory This directory will be used  $IAS_INSTALLDIR/ias/
for storing jts logs logsljts
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Table 9-1  Transaction Manager configuration parameters

Configuration parameters Description Default Value

RecoveryEnabled When the recovery is 0
enabled, when the kjs
comes up it will try to
recover the pending
transactions.(1/0, 1 to
enable, 0 to disable)

Timeout Default transaction 60
timeout.(in seconds)

TimerThreadInterval Interval at which the 30
timeout thread will be
invoked to clean up the
timedout transactions (in
seconds).

TraceEnabled Used to enable/disable 0
tracing.(values can be 1 or
0, 1 for enable, 0 for

disable).
TraceFile Tracing data will written $IAS_INSTALLDIR/ias/lo
into this file gs/txntrace
TracelLevel Used to provide trace level 0
(1to 6, 1 being low and 6
being high).

All keys can be found in registry under
SOFTWARE!/iPlanet/ApplicationServer/6.5/CCSO/TXNMGR
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I.' iPlanet Registry Editor =] &3

File Edit Help

[+

+[__ [ =ecurty
L | State
I TEMPLATE

—D Defaut TxnType=local

—D LogDirectary=diplanetiasbiaslogsits
—D MonitoringEnakled=0

—D RecoveryEnakled=0

—|_] StatEnabled=0

—[_] Timeout=50

—D Timet Threadinteryal=30

—D TraceEnabled=0

—D TraceFile=diplanetiastiaslogstxrtrace
—D TracelLewvel=0

—|_] wisitinteral=0

+]-_ | EMG1

L |EMGS

| DiataSnurce

i

-

Resolving In-Doubt Transactions

Occasionally, particularly when a Java Server (KJS) process quits suddenly, you
may find “hanging” or in-doubt transactions. For Microsoft SQL Server, in order to
manually commit or rollback in-doubt transactions, use DTC administrator
control. This is also known as DAC. dac.exe

directory and is installed with DTC.

After starting DAC, perform the following steps to manually commit or rollback

in-doubt transactions:

1.
2.

Click the Transaction Manager tab.
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From the iIASAT toolbar, click Transactions to open the Transactions window.



3.

4.

Select the transaction that you want to force and click Details.

Click Resolve/Abort to force rollback the transaction.

For Oracle resource managers, if you encounter a “lock held by distributed
transaction” error, you must connect to the database and rollback the global
transaction explicitly. To do so, perform the following steps:

1.

Find out the local transaction ID that corresponds to the transaction by looking
at dba_2pc_pending , which has all the details about pending global
transactions.

For example, type the following at the SQLPLUSprompt:
SQLPLUS>select * from dba_2pc_pending

Rollback the transaction by typing

rollback force transaction_id

at the command line.

For Sybase resource managers, if you encounter a “lock held by distributed
transaction” error, you must connect to the database and rollback the global
transaction explicitly. To do so, perform the following steps:

1.

Find out the local transaction ID that corresponds to the transaction by running
sp_xa_scan_xact , which supplies a list of transaction identifiers.

Use sp_finish_xact with a transaction identifier and a stat (either commit or
rollback ) to force the branch to complete.
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Chapter 10

Enabling Support For Corba-Based
Clients

Earlier versions of iPlanet Application Server supported only the built-in Javasoft
ORB to access EJBs through the RMI/ZIIOP protocol. The current version of iPlanet
Application Server supports the use of a third-party ORB, ORBIX 2000, from IONA
Technologies, apart from the Javasoft ORB. You can now choose between the
built-in Javasoft ORB and ORBIX 2000, to provide server-side support to Corba
elements.

This section describes how to configure RMI/11OP support for Corba-based clients
to access EJBs using either of the following ORBs:

= iPlanet Application Server’s Built-In Javasoft ORB
= ORBIX2000

The following topics are discussed in this section:

= Configuring Support For Javasoft ORB

= Configuring Support For ORBIX2000

Configuring Support For Javasoft ORB

You must add a CXS (Bridge) process to iPlanet Application Server, if Corba-based
clients are to communicate directly with EJBs hosted on a KJS process via the
Internet Inter-ORB Protocol (11OP). Typically, requests are made through a web
path where they originate at a Web Browser and are then processed by JSPs and
servlets, which in turn access EJBs. This web path uses the HTTP protocol. In the
case of Corba-based clients, requests are made through the JavaSoft ORB directly to
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EJBs using the CORBA Executive Server (CXS), a Java engine within iPlanet
Application Server, which acts as a bridge between Corba-based clients and EJBs.
For more information about developing and deploying Corba-based clients, see the
Developer’s Guide.

The following figure depicts the communication architecture within iPlanet
Application Server, and the communication between Corba-based clients and EJBs
in the server, using the CXS bridge process..
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Figure 10-1 iPlanet Application Server Communication Architecture

To add a CXS (Bridge) process, perform the following tasks:
1. OntheiASAT toolbar, click General to open the General window.

2. Inthe left pane of the General window, select the iPlanet Application Server
instance where you want to add the CXS process.

3. From the File menu, click New>Process .

The New Process dialog box appears.
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E8 Mew Process
Process Type: |[cxs =
Fart:
0P Port: a0

| Ok || Cancel || Help |

4. From the Process drop-down box, choose CXS.

5. Inthe Port text box, specify an unused port number where the additional
process will run. This is an internal iPlanet Application Server engine port.

6. Inthe IIOP Port text box, specify a port number to be used by the Corba-based
client to talk to CXS. This is the port in which CXS listens for the Corba-based
client.

7. Click OK to add the new process.

8. To use this process in a single-threaded environment, perform the following
tasks:

a. Select the required process in the left pane of the General window.

b. In the right pane of the window, set the Minimum and Maximum Threads
to 1.

9. Click Apply Changes to save your changes.

Configuring Support For ORBIX2000

This section describes how to configure iPlanet Application Server for ORBIX 2000
support. The following topics are discussed in this section:

To Configure ORBIX Support on Solaris
To Configure ORBIX Support on Windows NT

To Configure ORBIX Support on Solaris

To configure ORBIX support on Solaris, perform the following tasks:

1. Install ORBIX 2000 version 1.2.1.
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Copy the license file to your machine and install the license. Refer to the ORBIX
documentation at http://www.iona.com for more details regarding license
installation.

Create a configuration domain for ORBIX.

ORBIX comes with a default localhost  domain configuration that can be used
when both iPlanet Application Server and Corba elements are running on the
same machine. If both iPlanet Application Server and the Corba elements are
running on different machines, you need to create a new configuration domain
using either the file-based method or repository-based method. In file-based
domain creation method, the complete configuration details relating to the
services are maintained in a configuration file. This file is created after you
perform the steps required for domain creation.

Refer to the ORBIX Administrator’s Guide for more information.

You now need to add interceptors for security services in the configuration file,
as follows:

a. Add server interceptor name iASServerinterceptor to the
server_binding_list at the global scope, in the configuration file that
you created.

For example, before you add the server interceptor name, the relevant
entry in the configuration file will look like this:

binding:server_binding_list=[OTS]

After you add iASServerinterceptor as the server interceptor name, the
configuration file entry will look like this:

binding:server_binding_list=[iASServerinterceptor, OTS]

b. Add the interceptor portable_interceptor to the orb_plugins  entry in
the configuration file.

For example, before you add the interceptor portable_interceptor to
the orb-plugins entry, the entry looks like this:

orb_plugins=[iiop_profile,giop,iiop,ots]

After you add portable_interceptor as the portable interceptor name to
orb-plug ins, the entry looks like this:

orb_plugins=[iiop_profile,giop,iiop,ots,portable_interceptor]

iPlanet Application Server Administrator's Guide * February 2002



Configuring Support For ORBIX2000

You now need to modify the common environment variables file, iasenv.ksh
to let iPlanet Application Server know the location of the ORBIX configuration
on your machine.

a.

Open iasenv.ksh . Navigate to the ORBIX configuration section, which
comes under the ORBIX Configuration Settings comment.

In the following variable, indicate the name of the directory in which
ORBIX is installed:

IT_PRODUCT_DIR = <ORBIX product install directory>

In the following variable, indicate the name of the directory into which you
have copied the ORBIX license file, licenses.txt

IT_LICENSE_FILE_DIR= <path to ORBIX license file>
In the following variable, indicate the ORBIX configuration domain name.
ORBIX_DOMAIN_NAME=<configuration domain name>

In the following variable, indicate the path to the ORBIX configuration
domain file.

ORBIX_CONFIG_DOMAINS_DIR = <configuration file path>

In the following variable, indicate if you want to enable load-balancing
across CXS (Corba Executive Server), which is the server-side RMIZI1OP
process.

ORBIX_LOADBALANCING= true or false.

Load balancing across CXS is enabled, by default. Setting the flag to false
will turn this feature off.

The JAVA_ARGSvariable is set for the JavaSoft ORB in iasenv.ksh , as
follows:

JAVA_ARGS=-Xss512k -Xms64m -Xmx64m

To enable support for ORBIX, you need to un-comment this variable, as
shown below:

##IAVA_ARGS=(-Xss512k -Xms64m -Xmx64m)
-DBridge_ORB_CLASS=com.iona.corba.art.artimpl.ORBImpl
-DORBIXLoadBalancing=$ORBIX_LOADBALANCING
-Xbootclasspath/a:$IT_PRODUCT_DIR/orbix_art/1.2/classes/omg.jar
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-DORBdomain_name=$ORBIX_DOMAIN_NAME
-DORBconfig_domains_dir=30RBIX_CONFIG_DOMAINS_DIR
-Dorg.omg.Portablelnterceptor.ORBInitializerClass.com.iplanet.ia
s.iona.orbinitializers.|IONAServerORBInitializerimpl=

If you want to enable support for JavaSoft again, reverse the above step.

Modify the following property in the orb. propertles file, which is available in
the iASInstallDir/ias/usr/javaljre/lib

org.omg.CORBA.ORBSingletonClass=com.iona.corba.art.artimpl. ORBSingleton
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7.

To set ORBIX environment variables, execute the following commands at the
command line. Note that each command begins with a period (.), followed by a
space:

. <orbix installation directory>/bin/<domain name>_env

. <orbix installation directory>/bin/<domain name>_java_env

For example, if the domain name is “Marigold”, then:

. <orbix installation directory>/bin/marigold_env

. <orbix installation directory>/bin/marigold_java_env

Execute the following command to start the ORBIX service:
<orbix installation directory>/bin/start_<domain name>_services
For example, if the domain name is “Marigold”, then -
/spaceliona/bin/start_marigold_services

Deploy the required applications. Ensure that the stubs and tie are regenerated
when the application is deployed and restart iPlanet Application Server.

The CXS engine, once registered, starts to process objects in the client-side
object groups. The RMI/Z11OP ORB sends requests to the CXS engine and
continues to do so, even when the CXS engine is down. To avoid this, you need
to ensure that all the registered CXS engines are up. Normally, the KAS (the
Administrative Server) brings up failed server engine processes. However, if a
CXS engine is either disabled, deleted or not started (this may happen if KAS is
not started), it is better to delete that engine's object from all the object groups.
You can do that by using the following commands:

To list the current object groups handled by CXS engines - itadmin nsog list
To list the current members - itadmin nsog list. members <Group Name>

To remove a member (member name is equal to the engine number) -
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itadmin nsog remove <GroupName>

or

itadmin nsog remove_member -og_name <GroupName> <engine no>
To confirm removal -itadmin nsog list. members <Group Name>

The <group name> is the ejb-name + Group

To Configure ORBIX Support on Windows NT

You can configure ORBIX support on Windows NT, by performing the following
tasks:

1.

2.

Install ORBIX 2000 version 1.2.1.

Copy the license file to your machine and install the license. Refer to the ORBIX

documentation at http://www.iona.com for more details.
Modify the following iPlanet Registry keys as indicated below:

SOFTWARE\iPlanet\Application Server\6.5\Java\ClassPath=<path to
ORBIX license file >;<path to ORBIX domain configuration
file>;<ClassPath>;<orbix_inst_dir>\orbix_art\1.2\classes\orbix20
00.jar;<orbix_inst_dir>\orbix_art\1.2\localhost

NOTE e <orbix_inst_dir> is the ORBIX installation directory.

= <orbix_inst_dir>\orbix_art\1.2\classes\orbix2000.jar
is path for ORBIX implementation JAR file - orbix2000.jar.

e <ClassPath> the existing specification, in iPlanet Registry.

= Refer to About iPlanet Registry Editor for information on how
to modify keys in iPlanet Registry.

Modify the following iPlanet Registry as indicated below:

SOFTWARE\iPlanet\Application Server\6.5\Java\JavaArgs =
-Xbootclasspath/a:<orb_inst_dir>\orbix_art\1.2\classes\omg.jar

-DIASORBCLASS=com.iona.corba.art.artimpl.ORBImpl
-DORBdomain_name=domain name

-DORBconfig_domains_dir=<path to ORBIX domain configuration file>
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-Dorg.omg.PortableInterceptor.ORBInitializerClass.com.iplanet.ia
s.iona.orbinitializers.|IONAServerORBInitializerimpl=

-DORBIXLoadBalancing=true

NOTE < |Bride_ ORB_CLASS refers to the ORB to be loaded. In this case,
it is com.iona.corba.art.artimpl.ORBImpl which is the
ORBIX ORB.

= If both iPlanet Application Server and the Corba client are
running on the same machine, you do not need to add
ORBdomain_name and ORBconfig_domains_dir to the JavaArgs
key in iPlanet Registry. These are configured in the local host
configuration file that comes with ORBIX.

5. IfiPlanet Application Server and the Corba client are running on different
machines, you need to create a new configuration domain on the machine
where ORBIX services are running. You can generate the domain configuration
using the file-based method or the repository-based method. Refer to the
ORBIX Administrator’s Guide for more information.

In the file- based domain creation method, the configuration details relating to
ORBIX services are maintained in a configuration file. This file is created when
you create a configuration domain in a specific path.

You need to update the following iPlanet Registry with the new configuration
domain name and and the path for the configuration domain file:

SOFTWARE\iPlanet\Application Server\6.5\Java\JavaArgs =
-DORBdomain_name=domain_name -DORBconfig_domains_dir=domain_path

For example, if the configuration domain name is Marigold , and the domain
configuration file is stored in the path D:\iona\domains  , then you need to
modify the following iPlanet Registry key as given below:

SOFTWARE\iPlanet\Application Server\6.5\Java\JavaArgs =
-DORBdomain_name=marigold
-DORBconfig_domains_dir=D:\iona\domains

6. You now need to modify the ORBIX configuration file as given below, to
enable security services:
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Add server interceptor name iASServerinterceptor to the
server_binding_list at the global scope in the configuration file.

For example, before you add the server interceptor name, the relevant
entry in the configuration file will look like this:

binding:server_binding_list=[OTS]

After you add iASServerinterceptor as the server interceptor name, the
configuration file entry will look like this:

binding:server_binding_list=[iIASServerinterceptor,OTS]

Add the interceptor portable_interceptor to the orb_plugins  entry in
the configuration file.

For example, before you add the interceptor portable_interceptor to
the orb-plugins entry, the entry looks like this:

orb_plugins=[iiop_profile,giop,iiop,ots]

After you add portable_interceptor as the portable interceptor name to
orb-plug ins, the entry looks like this:

orb_plugins=[iiop_profile,giop,iiop,ots,?portable_interceptor
7]

7. Load balancing across CXS is enabled, by default. To disable load balancing,
set the following JavaArgs arguement to False, in iPlanet Registry:

SOFTWARE\iPlanet\Application Server\6.5\Java\JavaArgs
=ORBIXLoadBalancing = false

NOTE

The following command displays all object groups:

<orbix home>/bin/itadmin nsog list

The following command displays all the objects bound to a group:
<orbix home>/bin/itadmin nsog list_members <Group Name>

You can turn the load-balancing feature on or off, using the
following command;

<orbix home>/bin/itadmin nsog modify -type
[rrjrand|active] <GroupName>

Note that the ‘group name’ is the ejb name+Group.
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The CXS engine, once registered, starts to process objects in the client-side
object groups. The RMI/ZI1OP ORB sends requests to the CXS engine and
continues to do so, even when the CXS engine is down. To avoid this, you need
to ensure that all the registered CXS engines are up. Normally, the KAS (the
Administrative Server) brings up failed server engine processes. However, if a
CXS engine is either disabled, deleted or not started (this may happen if KAS is
not started), it is better to delete that engine's object from all the object groups.
You can do that by using the following commands:

To list the current object groups handled by CXS engines:
itadmin nsog list

To list the current members:

itadmin nsog list_members <Group Name>

To remove a member (the member name is the same as the engine number):
itadmin nsog remove <GroupName>

or

itadmin nsog remove_member -og_name <GroupName> <engine no>
To confirm removal:

itadmin nsog list_members <Group Name>

The <group name> is the ejb-name + Group

Modify the following property in the orb.properties file, which is available in
the iASInstallDir/ias/usr/javaljre/lib

org.omg.CORBA.ORBSingletonClass=com.iona.corba.art.artimpl.ORBSingleton
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9.

10.

Deploy the required application. Ensure that the stubs and ties are regenerated
while deploying the application.

Set ORBIX environment variables by running the following commands at
command prompt:

<orbix installation directory>/bin/<domain name>_env.bat
<orbix installation directory>/bin/<domain name>_java_env.bat
For example, if the domain name is Marigold, then:
<orbix installation directory>/bin/marigold_env.bat

<orbix installation directory>/bin/marigold_java_env.bat
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11. Start ORBIX services by executing following command at the command
prompt: <orbix installation directory>/bin/start_<domain
name>_services.bat

12. Start iPlanet Application Server.

Refer to the Developer’s Guide for information on client-side Corba programming.
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Chapter 11

Administering Message Driven Beans

To deploy and run message-driven beans on iPlanet Application Server, you must
first setup the Java Message Service (JMS) provider to enable clients to connect to a
message-driven bean.

The message-driven bean acts as a JIMS message listener, and therefore a messaging
middleware needs to be configured to enable deployment of message-driven
beans. Currently, only the Java Message Queue is supported in this version of
iPlanet Application Server.

This chapter contains the following topic:
« Configuring a JMS Provider

« Administering Message Driven Beans

NOTE The message-driven bean functionality in iPlanet Application Server
is meant for developer use only. It has not been tested or certified for
production environments.

For more information on deploying message-drivem beans, see iPlanet Application
Server Developer’s Guide and the Deployment Tool online help.

Configuring a JMS Provider

To configure a JMS provider, you must first install the messaging middleware. By
default, iPlanet Application Server uses the iPlanet Message Queue (iMQ) for Java,
2.0 SP1. iMQ for Java, 2.0 SP1 is bundled on the iPlanet Application Server
installation CD. If you don’t have the installation CD, you can download it from
http://www.iplanet.com/products/iplanet_message_queue/home_message__

queue.html.

247



Configuring a JMS Provider

You can use iMQ for Java, 2.0 SP1, which is supplied with iPlanet Application
Server, or use a third party product.

= To Configure iMQ for Java
= To Configure Third Party IMQ

To Configure iMQ for Java

Before starting the configuration of iMQ for Java 2.0 SP1, ensure that iPlanet
Message Queue for Java, 2.0 SP1 is installed on your machine.

Follow these steps to setup a JMS provider and a message queue to enable support
for message-driven beans:

1. StartiASAT.

2. Click the Messaging icon on the menu bar.

¥ iPlanet Application Server Administration Tool

File Edit “iew Toolz Help

T || o | = | m | | T

General bonitar Databasze Transact... Logging Everts Load Bal... Security iz zaging

-3 All Registered Servers JMS Provider Configuration
851 i _
. : Add JMS Provider

Delete JMS Provicer

: || Add...
4

3. Click JMS Providers in the left pane.
4. Click Add in the right pane.
5. Enter the particulars for your environment.
All fields are mandatory. You need to specify the following:
o JMS Server Name
o JMS Server Host
o JMS Port Number
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o Initial Context Factory Class Name
This can be specified in terms of LDAP URL, filesystem path, etc.
o JMS ClassPath
o Naming Context Provider URL
o JMS Server User Name
o JMS Server User Password

The following figure shows a sample configuration:

i New JMS Server
JME Server Mame IM\,-'IMQInS'tanc:e
JMSServer Host Iviper.india.sun.eom
JMS Server Port 1093

Initial Context Factary Class Mame Icom.sun.jndi.ldap.LdapCthadory

JMS Classpath Id:i.iMqWSUNb'\I]quib'l.ldap.jar;d:HMQEUM.ijqW.IihUmq.jar
Maming Context Provider URL Ildap:.I'Niper:389IDu=JMQ,D=NetscapeRDDt

JMS Server User Mame Iimquser

S Server User Passwword I*****

All enabled fields are mandstory

Ok ” Cancel

Click OK to commit the changes.

Create an entry for the Queue in the directory server.

If you are using a filesystem context factory name, then specify the path to the

file.
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iﬂ' yviper.india.sun.com - iPlanet Directory Server - viper
Consale  Edit  Wiew  Ohject Help

iPlanet DirectoryServer50

Tasks Configuration Directory Status

viper india.sun.com: 3589

- [ inclia

_-}m MetzcapeRoot

;} TopologyManagement
india.sun.com

- [ ibScluster

B2 confiy

For information on creation an organizational Unit, see iPlanet Directory
Server 5.0 docuemntation.

8. Use the tools availablle with iMQ for Java 2.0 to create the Queue Connection
Factory object, QCF in the directory server under ou=IJMQ

A sample file is shown below:
cmdtype=add

obj.type=gf
obj.lookupName=cn=QCF

objstore.attrs.java.naming.factory.initial=\com.sun.jndi.ldap.Ld
apCtxFactory

objstore.attrs.java.naming.provider.url=\ldap://border.india.sun
.com:389/ou=JMQ,0=NetscapeRoot

objstore.attrs.java.naming.security.principal=cn=Directory
Manager

objstore.attrs.java.naming.security.credentials=netscape

objstore.attrs.java.naming.security.authentication=simple
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9. Use iPlanet Console to ensure that the cn=QCF object in the directory has read,
compare and Search permissions.

Now that your JMS provider is configured you can start using message-driven
beans in your applications.

To Configure Third Party IMQ

Follow these steps to configure a third party Java messaging middleware. Ensure
that the message queue you plan to use, conforms to Chapter eight, “JMS
Application Server Facilities”, of the JMS specification.

Follow these steps to configure a third party JMS provider:

1. Manually create the Factory Context and configuration parameters in the
iPlanet Directory Server, under ou=JMQ,o=NetscapeRoot

2. If you have already configured iPlanet Message Queue for Java 2.0, SP1, delete
the following iMQ specific entries from the iPlanet Registry:

o ServerHost
o ServerPort
o Username
o Password

These values are only valid for iPlanet Message Queue. Use the Factory
settings sepecified for your IMQ.

Administering Message Driven Beans

Message-driven beans can now be administered through the iPlanet Application
Server Administration Tool. You can change the properties of each individual
message-driven bean in a module.

To Administer Message Driven Beans

Follow these steps to modify the properties of a deployed message-driven bean:

1. Start iASAT.
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2. Click Application ~ on the menu bar.

In the left pane all the deployed applications are displayed.
3. Select the message-driven bean you want to modify.
4. Inthe right pane, select MDBs tab.

The following dialog box will be displayed:

lanet Application Server Administration Tool =]

Edit “iew Toolz Help

e | b | o | np | 26 | om | ar | 3 | E°

ieneral Mdonitar Databaze Transaction Lagging Everits Load Balance Security Meszaging

Components | MDBs | Roles |

- 1; I
g— ?anineaank

| Default ~MDBs in Modul

—}HZ3 Detault
D—? i MDB | Enabled Destination Destination Type Ack Mode Max Message Limit Wax Pool Siz
@ system il Hella... v 55 [Jmvayms tn_w ||[Atnacknn W (100 10
23 onlineBsnk mekhS 1 17 Avay M= (W ||[Aftooacknn W | |53 a2
39‘_| Defautt [¥]

E-2H ceample
i‘_l Default
[—]—‘ifortune
0 fortune
‘

& test_mok3

Togyle Enskled

| Apply Changes | | Undo Changes | | Default Walues

The following fields can be modified:
= MDB Name
< Enabled Flag
If the flag is disabled, KJS will not load the message-driven bean at startup.
* Destination Name
= Destination Type
Can be Queue or Topic.
< Acknowledgement Mode

< Max Message Limit
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Max Pool Size

Min Pool Size

Durable Name

This property can be set for Topic Subscription only.

Click Apply Changes to commit the changes you have made.

Restart iPlanet Application Server to enable the changes.
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Chapter 16, Setting Up iPlanet Application Server for Development

Appendix A, Troubleshooting
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Chapter 12

Configuring Multiple Servers

This chapter describes how to configure multiple iPlanet Application Server
machines using iPlanet Application Server Administration Tool.

The following topics are included in this chapter:
< The Web Connector Plug-in in a Multiple-Server Enterprise
= Distributed Data Synchronization and Load Balancing

e Multicast Communication

The Web Connector Plug-in in a Multiple-Server
Enterprise

The Web Connector Plug-in directs users’ requests to applications on your iPlanet
Application Server machine. In a multiple-server enterprise, you can specify the
application server where the Web Connector Plug-in connects and logs web server
requests. The application server you specify is the default server where the web
connector exchanges requests and other application information. When the load
balancer plug-in of iPlanet Application Server does not specify an alternate
application server where application requests are forwarded, application requests
are sent only to this default server.

You can also specify the application server where the Web Connector Plug-in
sends the application request information for logging.

This section includes the following topics:
= Configuring the Web Connector Plug-in for Multiple Servers

= Specifying the Application Server Where Requests Are Sent

257



The Web Connector Plug-in in a Multiple-Server Enterprise

258

= Specifying the Application Server Responsible for Logging

Configuring the Web Connector Plug-in for
Multiple Servers

When you use multiple iPlanet Application Server machines to support your
enterprise application or applications, you must choose how to configure the web
server to forward requests to iPlanet Application Server. These configuration
options are provided by the Web Connector Plug-in. Use the configuration

scenarios described in the following table to help you decide how best to configure
the web connector plug-in for your enterprise:

Table 12-1 Configure the Web Connector for Multiple Servers

Configuration scenarios

What to do

One web server supporting
multiple iPlanet
Application Server
machines without load
balancing

Multiple web servers
supporting multiple iPlanet
Application Server
machines without load
balancing

One web server supporting
multiple iPlanet
Application Server
machines with load
balancing

It is assumed that the application is partitioned. Configure
the web plug-in to forward requests to the application
server that hosts the application objects that process the
initial requests from the web browser. Use the other iPlanet
Application Server machines to host the application
components invoked by the objects on the first server.

If the application is not partitioned, configure each plug-in
to forward requests to each appropriate iPlanet Application
Server machine.

If the application is partitioned, configure each plug-in to
forward requests to an iPlanet Application Server machine
that hosts the components that process the initial web
browser requests. You can have multiple plug-ins connect
to a single iPlanet Application Server machine.

The load balancing plug-in forwards application requests
to the appropriate iPlanet Application Server machine.

As a default, configure the web connector plug-in to
forward requests to an iPlanet Application Server machine
that either performs the best or hosts the application
components that process the initial web browser requests.
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Table 12-1 Configure the Web Connector for Multiple Servers

Configuration scenarios What to do

Multiple web servers The load balancing plug-in forwards application requests
supporting multipleiPlanet  to the appropriate iPlanet Application Server machine.
Application Server
machines with load
balancing

As a default, configure the web connector plug-ins to
forward requests to each iPlanet Application Server
machine, or to the iPlanet Application Server machine that
either performs the best or hosts the application
components that process the initial web browser requests.

When you balance application loads, the web connector plug-in works with the
load balancer plug-in to automatically distribute requests across multiple iPlanet
Application Server machines. This prevents all requests from going to one iPlanet
Application Server machine.

If you are not balancing application loads, you must determine where a web server
forwards application requests.

Specifying the Application Server Where
Requests Are Sent

In a multiple application server enterprise, you can specify where the web
connector sends application requests.

If you have enabled load balancing, the load balancer plug-in first dictates where
the request is forwarded. However, if you have not configured the load balancer
plug-in to decide where to send the request, the web connector forwards the
request to the iPlanet Application Server machine you specify.

To specify the iPlanet Application Server machine to which the web server
connects, perform the following steps:

1. Start iPlanet Registry Editor.

The editor opens and displays the keys and values that apply to the iPlanet
Application Server instance.

2. Open the following key:
SOFTWARE\iPlanet\Aplication Server\6.5\CCSO\HTTPAPI\
3. Double-click the GXIP String value.
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The Modify Value dialog box appears.

4. For the value data, enter the host IP address for the default iPlanet Application
Server machine.

5. Double-click the GXportNum DWORDvalue.

6. For the value data, enter the port number of the executive server process of the
same application server > click OK.

Specifying the Application Server Responsible
for Logging

In a multiple-server enterprise, you can specify the application server used for web
server logging.

In a single-server enterprise, the single server is the iPlanet Application Server
machine where the web connector forwards application requests by default. For
single-server enterprises, this value should not be changed.

In a multiple-server enterprise, the logging application server is the same server
where the web connector sends application requests by default

To specify the iPlanet Application Server machine responsible for logging, perform
the following steps:

1. Start iPlanet Registry Editor.

The editor displays the keys and values that apply to the application server.
2. Open the following key:

SOFTWARE\iPlanet\Application Server\6.5\CCSO\HTTPLOG\
3. Double-click the Host String value.

The Modify Value dialog box appears.

4. For the value data, enter the host IP address for the application server you
want to perform web server logging and click OK.

5. Double-click the Port DWORD value.

6. For the value data, enter the port number for the Executive Server process of
the same application server and click OK.

7. Close iPlanet Registry Editor.
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Distributed Data Synchronization and Load
Balancing

When you create a multiple application server enterprise, you must decide if you
want to enable load balancing across those servers. Applications that are
distributed for load balancing might have dependencies on the distributed
synchronization service of the application server if those applications require state
and session management.

Distributed data synchronization is configured when you install iPlanet
Application Server. The installation script asks whether the server will participate
in distributed data synchronization, as well as the host name and port number of
the primary server. For more information about distributed data synchronization,
see About Distributed Data Synchronization.

Configuring a Distributed Data Synchronization
Environment

Once you install iPlanet Application Server on multiple machines, you must
update the cluster keys of the servers participating in distributed data
synchronization. This is done using the iPlanet Registry Editor.

Updating the keys of servers in a cluster ensures that each server has the same
information about the primary server, the immediate backups, and the priority in
which other servers might become a primary server in the event of a server failure.

To configure a distributed data synchronization environment, see Managing
Distributed Data Synchronization.

Multicast Communication

In a multiple-server enterprise, application servers communicate with each other,
for purposes of load balancing and administration, using a multicast wide area
network (WAN) service. The multicast service provides a virtual server to which
all messages can be posted and distributed. The application servers use an N-Way
multicast configuration that allows each server to send or receive the broadcast
information. The following illustration shows how this network looks:
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Multicast services are handled by the network hardware for all servers within a
local area network (LAN). For these servers, you do not have to register or change
the default multicast address. When you are implementing an enterprise in a wide
area network, you should use a publicly registered multicast address that allows
only your iPlanet Application Server machines to communicate with each other.

How Multicast Services Apply to Load Balancing

For load balancing, you can have all servers communicate with each other, or you
can create islands of servers that only balance application loads between
themselves. For example, an application in New York does not need to load
balance with the same application in Los Angeles. However, an application in
Cupertino, Sunnyvale, and Santa Clara probably would share load responsibilities
for all the users in the San Jose area.

For load balancing, multicast communication is determined by the Executive
Server multicast address.
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Administering Multi-Server
Applications

This chapter describes how to administer applications on multiple iPlanet
Application Server machines using iPlanet Application Server Administration Tool
(IASAT)

The following topics are included in this chapter:

= AboutiASAT

= Hosting Applications Locally on Multiple Servers

= Hosting Partitioned Applications on Multiple Servers

= Hosting and Deploying Applications for Load Balancing

= Changing Attributes of Distributed Application Components

About IASAT

IASAT allows you to simultaneously administer applications that are stored on
multiple servers. Settings made to application components, such as Enterprise Java
Beans (EJBs), distributed across multiple application servers are automatically
updated across those servers. In addition, settings made to one iPlanet Application
Server machine can be copied and applied to the other iPlanet Application Server
machines in a group or the entire enterprise.

Using the administration tool, you can view each iPlanet Application Server
machine in the enterprise and make changes to one or more servers at the same
time.

To host applications on multiple iPlanet Application Server machines, you can
perform either of the following tasks:
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Hosting

= Distribute applications or parts of applications across two or more servers to
specialize request and application processing.

= Duplicate application components on two or more servers to increase
application performance with load balancing.

The more servers you have to work with, the greater your choice of application
hosting configurations.

The following table describes three common ways to host an application on
multiple iPlanet Application Server machines:

Table 13-1 Ways to Host an Application on Multiple iPlanet Application Server Machines

Hosting configuration Description

Local The application is installed on each iPlanet Application
Server machine and uses multiple web servers to traffic
requests to each server. The iPlanet Application Server
machines do not communicate with each other.

Partitioned Parts of the application are hosted on different iPlanet
Application Server machines. Each server knows where the
application components of the application are hosted on
other servers and forwards requests to the appropriate

server.
Distributed for load Parts or all of the application are duplicated on two or more
balancing iPlanet Application Server machines. You can then

configure the servers to balance application-request loads.

Applications Locally on Multiple Servers

Hosting applications locally on multiple servers is the simplest of the three most
common server configurations. In this configuration, you deploy the complete
application on each iPlanet Application Server machine. If the application is
already installed on an iPlanet Application Server machine, you can use the
Deployment Tool to deploy the application to other servers.

This configuration requires that you configure each web connector plug-in to
forward requests to the appropriate iPlanet Application Server machine.
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Alternatively, it is possible to deploy local applications across multiple iPlanet
Application Server instances while sharing a common web server and LDAP
server. This configuration functions much like the first example, except that there is
a single web server, and all iPlanet Application Server instances share a common
configuration through the same LDAP server. This configuration has the
advantage in that load balancing can be done across multiple iPlanet Application
Server instances whereas the prior example requires clients to access multiple
different web servers. While this scenario is possible, it may or may not be suitable
for your particular application.

Hosting Partitioned Applications on Multiple
Servers

To partition an application, you must divide up the application components that
make up an application. Application components are then hosted by separate
iPlanet Application Server machines. Partitioning applications allows you to
specialize the type of processing each iPlanet Application Server machine
performs.
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For example, servlets responsible primarily for data access are 1/0-intensive, while
servlets responsible for performing calculations are CPU and active-memory
intensive. To maximize your application’s overall performance, you can partition
the application to host these different types of servlets on separate iPlanet
Application Server machines.

This section includes the following topics:
= Configuring a Partitioned Application

< Disabling and Enabling Application Components

Configuring a Partitioned Application

To configure a partitioned application, perform the following steps:

1. Deploy the complete application to all participating iPlanet Application Server
machines using the iPlanet Application Server Deployment Tool.

You can view the applications and associated modules deployed to each
registered iPlanet Application Server in the left pane of the Application
window. Expand a server to see the deployed applications and then expanding
an application folder to see the modules in an application.

For more information on application deployment, see the online help that is
provided with the Deployment Tool.

2. Enable load balancing, which will allow each server to find application
components hosted on other servers.

For more information on load balancing, see Balancing User-Request Loads.
3. Disable specific application components on a server-by-server basis.
See Disabling and Enabling Application Components.

While partitioning application components, if you want to view the server(s)
where an application component is installed, perform the following steps:

1. Open the Application window of iASAT.

2. In the left pane of the Application window, expand the server whose
application components you want to partition.

3. Open an application folder and then highlight a servlet icon for J2EE
applications. For C++ applications, highlight an AppLogic icon .
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Deployed application components appear in the right pane of the Application
window.

a. Select an application component in the right pane of the Application
window.

b. Click the Servlet Component Properties (or Application Component
Properties).

A dialog box appears displaying the application servers where the
component is installed. If the selected iPlanet Application Server machine
is not listed, you must deploy the .ear file containing the necessary
application components to that machine.

c. Click OK to dismiss the dialog box.

Disabling and Enabling Application Components

Disabling a component of your application (such as a servlet) stops users from
accessing that component. Current requests are allowed to finish when a
component is disabled, but no new requests are accepted until the component is
re-enabled.

To disable an application component, perform the following steps:
1. On the iASAT toolbar, click Application to open the Application window.

2. In the left pane of the Application window, double-click the server where the
application component(s) to be disabled resides.

3. Expand the folder containing the application components to disable.
4. Expand the application folder to see the application modules.

5. Select the module that contains the application component(s) you want to
disable.

The right pane of the Application window shows each application component
within the module.

6. In the right pane of the Application window, locate the component to disable.

7. Locate the component(s) to disable and click the Enabled checkbox to clear the
checkbox.
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8. Click Toggle Enabled if you want to enable or disable (toggle) all the

application components in a group.

To enable application components, click their corresponding Enabled check

boxes to select them.
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CAUTION If the application is running in a clustered environment,
configured with a single directory server, disabling an
application component on one of the servers will disable it in all
the other servers also.

Follow these steps to disable application components running on
multiple servers in a cluster:

1. Click Application on the main menu of the Administration
Tool.

2. Select the application module from the left pane.
The application’s servlets will be displayed in the right pane.
3. Select the required servlet.

4. Click Servlet Component Properties

The Application Component Properties window will
open with the list of servers the application is registered
with.

5. Select the server from which you want to disable the
component.

6. Click Remove.

The application component will now be removed from the
selected iPlanet Application Server.

7. Click Apply Changes to save your changes to your iPlanet Application Server
machine.

Hosting and Deploying Applications for Load
Balancing

Balancing application-request loads, or load balancing, differs from partitioning
applications. Load balancing requires you to place one or more copies of an
application component on multiple iPlanet Application Server machines rather
than simply dividing an application’s components among multiple servers (or
partitioning the application). You then configure each server, allowing it to find
application components on other servers.
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When you deploy an application, you must decide if you want to configure the
application for load balancing and, if so, how you will configure it. Choose among
the following load balancing configurations:

= Balancing loads only between the servers in a production environment, if
deploying to more than one iPlanet Application Server machine.

Example 1: You might have three iPlanet Application Server machines used for
testing applications. Your production environment, where users’ requests are
actually processed, also consists of three iPlanet Application Server machines.
Because the application components could be different between the two
groups of servers, you do not want to enable application load balancing.
Therefore, when you deploy an application from the test servers to the
production servers, you should choose only to balance the loads between the
destination servers.

= Balancing application loads between existing production servers and new
servers that you add to the enterprise.

Example 2: Suppose you scale the enterprise to include three more iPlanet
Application Server machines in the production group, you can join all the
servers in that group when deploying the applications from one of the existing
production servers to the new servers. The application loads are then balanced
between the existing servers and the new servers. (Scenario 2)

= Deploy the application locally to the server or servers (no load balancing).

The following illustration depicts a load-balancing distribution as discussed in the
Example 1:

Initial deployment from Deployment from test
iPlanet Application Builder servers to runtime servers

to test servers

Developer’s
Pack
iAS iAS iAS

iAS iAS iAS

\ Test group J \ Runtime group

Load balancing occurs discretely Load balancing occurs discretely
within the test group within the runtime group
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The next illustration depicts a joining of servers when adding new servers to a
group and deploying an application to those servers with the join option as
discussed in Example 2.

Deployment to new servers

iIAS iIAS iIAS IAS IAS IAS

Original servers New servers

When deploying and joining the servers, load balancing occurs between the original
and the new servers

If you choose a local distribution during deployment, no application-request load
balancing occurs between any of the servers.

Changing Attributes of Distributed Application
Components

When you change such attributes as enabled sticky load balancing for an
application component that is distributed across multiple servers, those changes
replicate themselves on the servers where that component is hosted. Changing the
distribution level (local, distributed, and global) of installed application
components is useful if you previously installed an application locally, but now
want to distribute the application for load balancing. You can also disable load
balancing by changing a distributed application to a local configuration on the
specified server.

If you change a component from a distributed or global state to a local state on one
server, each server that hosts that component ceases to balance loads with the
server where the distribution was set to local.
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For example, an application component called ShopCart is distributed across
servers A, B, and C. Should you decide to run ShopCart locally on server A, but
continue to allow it to run in a distributed state across servers B and C, each server
(A, B, and C) is automatically updated so that requests for ShopCart are no longer
passed to server A from servers B and C. Instead, requests for ShopCart made to
servers B or C are passed only between those two servers. All requests for
ShopCart made to server A are processed only by server A.

To change the distribution level for an application component, perform the
following steps:

1. Open the Application window of iASAT.

2. Inthe left pane of the Application window, expand the server for which you
want to change application settings.

3. Expand the application folder and select the servlet or AppLogic icon that
contains the application components you want to modify.

4. Inthe right pane of the Application window, select each application
component for which you want to change the distribution level as follows:

a. Local--The servlet or AppLogic runs on one iPlanet Application Server
machine only

b. Distributed--The servlet or AppLogic runs on specified iPlanet Application
Server machines

c. Global--The servlet or AppLogic runs anywhere in the enterprise.

Components | Rales |

Servlets in Module System

Serviets

Enabled Mode [ sticky LB
System_FormauthSeryiet vl Local [
System_CertAuthServiet [vi Distribwted N
System_JSPRUnnerSticky [v] Distributed [v]
System_StaticServiet [vi Distributed W
System_JSPRURNEr [w] Diztribasted N
System_BasicAlthServiet [vi Distribwited N

5. In the Mode column, change the distribution level.
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o Ifyou are changing the distribution level for all components in the selected
group, click Toggle Mode. All application components are updated
simultaneously.

o If you are modifying the Mode from Local to Distributed or Global, you
must modify the application properties to specify across which iPlanet
Application Server machines load balancing is to occur.

o Ifyou are modifying the Mode from Distributed or Global to Local, there is
nothing more you need to do.

When you change an application component’s Mode to Distributed all
registered servers appearing in the left pane of the Application window
are added to that application component’s server list. You can access the
server list by clicking Application Component Properties.

In the left pane, under Registered Servers, choose which iPlanet Application
Server machines will participate in load balancing of the selected application
component. The application component must be installed on each iPlanet
Application Server machine participating in load balancing.

If you need to register additional application servers, go to the File menu and
choose New, then choose Server.

Repeat these steps for each application component.

Click Apply Changes to save your changes to the iPlanet Application Server
machine.
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Chapter 14

Balancing User-Request Loads

This chapter describes load balancing, which optimizes the ability of each iPlanet
Application Server to process users’ requests by keeping those requests balanced
among several iPlanet Application Server machines.

This chapter contains the following topics:

How Load Balancing Works

Requirements for Load Balancing

What Is Sticky Load Balancing?

Selecting a Load Balancing Method

Per Component Response Time Load Balancing
Per Server Response Time Load Balancing
Round Robin Load Balancing

User-Defined Criteria Load Balancing

How Load Balancing Works

The goal of load balancing is to evenly distribute the workload between multiple
iPlanet Application Server machines. When you use the iASAT to configure load
balancing, you want distribute user requests as optimally as possible.
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For example, if you find that many users access an application during peak usage
hours, you can duplicate the application’s components, such as AppLogics and
servlets, on several iPlanet Application Server machines and enable load balancing.
As one iPlanet Application Server machine reaches its optimal handling capacity,
subsequent requests are sent to another iPlanet Application Server machine with
duplicate application components. With requests evenly distributed between your
servers, you can decrease response time.

You can specify the load balancing method for an iPlanet Application Server
machine. The load balancing method you choose is either Web Connector Plug-in
driven or iPlanet Application Server driven.

= Web Connector Plug-in driven: The Web Connector Plug-in chooses which
iPlanet Application Server instance in which to send the request.

= iPlanet Application Server driven: Load balancing decisions are left to iPlanet
Application Server. Server and request statistics are collected and
communicated from one iPlanet Application Server machine to another in a
cluster via multicasting. For more information about multicasting, see
Configuring Multiple Servers.

Requirements for Load Balancing

Before your application is load balanced, the following requirements must be met:

= The application’s components must be duplicated on at least two iPlanet
Application Server machines or on every iPlanet Application Server machine
that is to participate in load balancing.

= The distribution levels for the application components must be distributed for
either specific iPlanet Application Server machines or globally to all iPlanet
Application Server machines in the enterprise.

For information about enabling load balancing, see Hosting and Deploying
Applications for Load Balancing.
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What Is Sticky Load Balancing?

If requests within the same session are processed by more than one iPlanet
Application Server machine or process, session information that is not configured
to be distributed is lost. Therefore, certain application components are marked for
session or “sticky” load balancing and processed on the same server, thereby
eliminating the loss of session information.

When an application component is marked for sticky load balancing, it is
processed by the same iPlanet Application Server machine or processed where it is
initially invoked. For example, an application component called ShopCart is
duplicated on two application servers for load balancing, Server A and Server B. If
ShopCart is invoked by Client 1 on Server B, all subsequent sticky requests for that
ShopCart from Client 1 are processed on Server B only. In other words, ShopCart
“sticks” to Server B for the duration of Client 1’s session. However, at the same
time, Client 2 may access ShopCart on Server A without affecting Client 1’s use of
ShopCart on Server B. This maintains the integrity of state and session information
for an application component that does not distribute session information.

This section describes the following topics:
< When to Use Sticky Load Balancing
< Enabling Sticky Load Balancing

When to Use Sticky Load Balancing

Sticky load balancing is necessary for application components that have
interdependencies, but are running in a distributed environment. Such application
components typically have the following characteristics:

= originally written to run on one machine
« depend on session information to run properly
= wrapped, not rewritten, to run in an iPlanet Application Server environment

For example, a heavily used, pre-existing application is ported to run on iPlanet
Application Server. Because the application is heavily used, it is distributed across
several iPlanet Application Server machines to increase availability. When a user
makes a request that invokes a sticky application component, the load-balancing
service determines which iPlanet Application Server machine should handle that
request. Once that server is chosen, all subsequent requests that use sticky
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application components are handled by that server. If that server becomes
burdened with many users’ requests, the load balancer forwards new requests to
another iPlanet Application Server machine and that server processes all new
session requests. This maintains an effective degree of load balancing.

Enabling Sticky Load Balancing

Enable sticky load balancing if there are multiple iPlanet Application Server
machines and certain application components cannot distribute session and state
information.

To enable sticky load balancing, perform the following steps:
1. OntheiASAT toolbar, click Application to open the Application window.

2. Inthe left pane of the Application window, select the server where you want to
enable sticky load balancing.

3. Open the application group that contains the application component or
components for which you want to enable sticky load balancing.
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4. Inthe right pane of the Application window, select the application component
for which you want to enable sticky load balancing.

5. In the Sticky LB column, click the checkbox for the selected application
component.
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Components | Roles |

Servlets in Module System

Serviets | Enabled | Made [ sticky LB
System_FormAuthSeryiet [ Local =
Syatem_CertauthServiet [w] Lacal (]
System_JSPRunner Sticky [vi Local |
System_StaticServlet [vi Distributed [vi
System_JSPRUnner [v] Local |
System_BasicAuthServiet [vi Global [v]

Sticky load balancing is turned on for the selected component.

6. Repeat steps 4 and 5 for each application component where you want to enable
sticky load balancing.

7. Click Toggle Sticky LB to select or deselect all Sticky LB checkboxes.

Sticky Load Balancing and Foreign Sticky
Cookies

Normally, a web connector can only dispatch requests to iPlanet Application
Server instances that are positioned specifically in iPlanet Registry. For example,
requests for application components which are configured LOCALwill be
dispatched to the instance configured in the following iPlanet Registry key:

Software/iPlanet/Application Server/6.5/CCSO/HTTPAPI/GXIP

Requests for application components which are configured DISTRIBUTED can be
dispatched to any iPlanet Application Server instance that is delineated for the
target component, in the following iPlanet Registry key:

Software/iPlanet/Application Server/6.5/GDS/subtreemaps

In other words, potential instances must be deciphered from the web connector's
registry. However, there is a less obvious alternative for the web connector when
requests arrive with sticky cookies set. When a web connector processes a request
with a sticky cookie, it dispatches the request based on the sticky targeting value. It
is possible, when configured correctly and intentionally, for a web connector to
properly dispatch requests for sticky targets of which it would unfamiliar. For
instance, when a separate load balancing tier is in front of a set of application
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servers, it is possible for a web connector to receive a sticky request for a target
application server which it has never had a connection to previously. Itis also
possible for the web connector to ignore the sticky targeting for instances of which
the web connector is not aware. The set of instances in which a web connector will
allow sticky targeting is decided depending on the instances that are part of the
same multicast group.

Selecting a Load Balancing Method

280

When configuring your server for load balancing, you must choose a load
balancing method. Each method provides a different way to decide “who” makes
the load balancing decisions. In other words, are load balancing decisions left to
the server itself or does the web connector plug-in make the decisions?

This section describes the following topics:
« Load Balancing with the Web Connector Plug-in

= Load Balancing with iPlanet Application Server

Load Balancing with the Web Connector Plug-in

If load balancing is left to the web connector plug-in you can choose to load
balance:

= Per Component Response Time (Default)

The Web Connector Plug-in measures application component response time to
determine where to forward an application request. This is the default load
balancing choice.

= Per Server Response Time

The Web Connector Plug-in measures server response time to determine
where to forward an application request. This choice offers lower overhead
than Per Component Response Time.

e Round Robin

Requests distributed across servers based on a weighting scheme you specify
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The plug-in distributes requests across iPlanet Application Server machines
according to the weights you specify. This load balancing option does not incur
overhead since it is based solely on the weights that you specify and data
collection regarding component or server response time is not required.

Load Balancing with iPlanet Application Server

If load balancing decisions are left to iPlanet Application Server, the application
server uses a combination of hardware resource profiles (including CPU load and
disk 1/0) and Request Execution profiles (including result caching and servlet
execution rate) to load balance individual requests. Server and request statistics are
communicated from one iPlanet Application Server machine to another in a cluster
via multicasting. Multicasting gives more control to the administrator, and is
suitable for sophisticated scenarios.

NOTE This is the most difficult load balancing method to setup and may or
may not result in increased performance. You should use this
method only after trying the Web Connector Plug-in driven
methods.

Per Component Response Time Load Balancing

Per-component response time is based on a measure of an iPlanet Application
Server machine’s average response time for a specific application component.

The per-component method enables richer, more detailed load balancing decisions
by the Web Connector Plug-in. Keep in mind that this scenario involves a little
more overhead than the per-server method. The per-component method is best
suited to situations where one application component has a response time that
differs widely from server to server due to varying performance characteristics.

To enable per component response time load balancing, perform the following
steps:

1. On the iASAT toolbar, click Load Balancing to open the Load Balancing
window.

2. Inthe left pane, select the server for which you want to specify the load
balancing method.
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EI—\_|‘:1 4| Registered Servers

3. Inthe Load Balancing drop-down box, choose Per Component Response Time
(Web Connector Plug-in Driven) to specify the web connector plug-in will
make load balancing decisions based on component response time statistics.
This is the default.

Load Balancing Method

Lozd Balancing: ” Per Compaonent Response Time (Web Connectar Driven)

There are no user-specifisble parameters for Per Component Response

Time. The WebConnector determines all load balancing activity.

4. Click Apply Changes to save the settings.

Per Server Response Time Load Balancing

Per-server response time is based on a measure of an iPlanet Application Server
machine’s average response time across all the application components that
machine processes.

The per-server method is best in situations where an application component has a
similar response time from server to server.

To enable per server response time load balancing, perform the following steps:

1. OntheiASAT toolbar, click Load Balancing to open the Load Balancing
window.

2. Inthe left pane, select the server for which you want to specify the load
balancing method.
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EF2H Al Registered Servers

3. Inthe Load Balancing drop-down box, choose Per Server Response Time (Web
Connector Plug-in Driven) to specify the Web Connector Plug-in will make
load balancing decisions based on server response time statistics.

Load Balancing Method

Load Balancing: ‘ Per Server Responze Time (Web Connector Driven) v

There are no user-specifiable parameters for Per Application Responze

Time. The YWebConnector determines all load balancing activity .

4. Click Apply Changes to save the settings.

Round Robin Load Balancing

When you choose round robin load balancing method, you need to specify how
each iPlanet Application Server machine participating in round robin load
balancing is weighted. By default, this value is one (1) unless otherwise changed.
When all servers have equal weights, round robin load balancing will send equal
numbers of requests to each server. You should use a weighted system when you
have servers of unequal capacity. For example, if you have four machines of
differing performance characteristics participating round robin, you would
probably want to route more requests to the fastest machines. You do this by
assigning each iPlanet Application Server machine a weight. If you assign four
iPlanet Application Server machines weights of:

Machine 1 =4
Machine 2 =2
Machine3=1
Machine4 =1
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for every 8 requests, 4 requests will be routed to machine 1, 2 requests routed to
machine 2 and so on. For a fine-grain control over the number of requests, you may
want to think in terms of “how many requests out of 1000 should go to this server.
For example, specifying weights of 135, 270, and 595 would offer fine-grain
precision over the number of requests being sent to a server.

To setup round robin load balancing, perform the following steps.
1. Start iPlanet Registry Editor.

The editor opens and displays the keys and values that apply to iPlanet
Application Server.

2. Set the following key to 1.
SOFTWARE\iPlanet\Application Server\6.5\CCSO\Loadb\RoundRobin

8 iPlanet Registry Editor =]

Fil=  Edit Help
H—]— _ A Loadk

—D AgentBroadcastinterval=20

—D AgerthdzxHop=1

—D AgertsMoMonitorinterval=10
] cPUPeritonitorinterval=10
[ connectRetry=1000

—[ ] Disable=0

—D DskOphonitorinteryal=10
—D LozdBDaemanirterval=10
—D Log=0

] Moastappstata=n

—D MemThrashMonitorinterval=10
—D FouncRokbin=1
—D ServBroadcastinterval=10
—D ServLoadUpdatelnterval=10

3. Highlight the following key:
SOFTWARE\iPlanet\Application Server\6.5\CCSO\Loadb\ServerWeights
4. Choose Edit, then Add Value

The Add Value dialog box opens
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Enter the name (IP Address and port number), Value (weight) for each iPlanet
Application Server machines participating in round robin load balancing and

set the Type to Integer

i8 Add value Ed

Marne: |204.211.222.54:10818

Walue: |3

Type:

(0]24 || Cancel H Help

For example, for three IPLANET APPLICATION SERVER machines with IP

addresses (of KXS) of:
a. 204.211.222.54:10818
b. 204.211.222.56:10819

. 204.211.222.59:10820

assign the following values:

SOFTWARE\iPlanet\Application Server\6.5\CCSO\LoadB\ServerWeights

204.211.222.54:10818=3
204.211.222.56:10819=2
204.211.222.59:10820=1
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&8 iPlanet Registry E ditor [_ (O] =]

File Edt Help

S i Loadb B
—D AgertBroadoastinterval=20
—D AgenthlaxHop=1

—D AgertsMoMonitorinterval=10
—[ cPUPermvonitorirterval=10
—[] connectRetry=1000

—[] Disablz=0

—D DzkOphdonitarinteryal=10
—D LoadBDasmoninteryal=10
—D Log=0

—[ ] MeastappState=0

—D MemThrashiaonitorinteryal=10
—) RoundRobin=1

—D ServBroadoastinteryal=10
—D ServLoadUpdatelnterval=10

| AgertloadFactors
{1 ServerLoadFactors

D 204211 222 54:10818=3
D 204 211 222 56:10819=2
D 204.211.222.58:10820=1

I RESOURCEMGR
CISYSTEM_JavA,

1]

Under this weighting scheme, for every 6 requests the Web Connector Plug-in
will route three requests to port 10818, two requests to port 10819, and one
request to port 10820.

6. Save and close the editor.
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User-Defined Criteria Load Balancing

If you decide that iPlanet Application Server and not the web connector plug-in
will make the load-balancing decisions for your enterprise, the load-balancing
service then decides which iPlanet Application Server machine should process a
request based on the weight factors you specify for the Server Load and
Application Component Performance criteria. You set these factors using the
IASAT’s Load Balancing window. When determining weight factors, you must
decide how important each criteria is for keeping your applications running
optimally.

The weight factors in iIASAT are initially set to default values based on the most
typical applications that run on an iPlanet Application Server machine. You can
adjust these factors for either Server Load criteria or Application Component
criteria to optimize your specific application.

This section describes the following topics:

= Adjusting Weight Factors for Server Load Criteria

= Adjusting Weight Factors for Application Component Performance Criteria
= Adjusting Update and Broadcast Intervals

= Changing the Multicast Host Address for Load Balancing

Adjusting Weight Factors for Server Load
Criteria

The Server Load value quantifies the load on an iPlanet Application Server
machine while the server is processing users’ requests. This value is calculated for
each iPlanet Application Server machine by the load-balancing service within the
respective server. You can adjust the weight factors for Server Load criteria to
optimize how application requests are distributed across multiple iPlanet
Application Server machines based on system resources.

The Server Load value is used as one of the criterion for calculating the Application
Component Performance value. The Server Load criteria are described in the
following table:
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Table 14-1 Server Load Balancing Criteria

Server load criteria Description

CPU Load The average percentage of time all processors in a
computer are in use.

Disk Input/Output The rate at which the system is issuing Read and Write
operations to the hard disk drive.

Memory Thrash The number of pages read from or written to the hard
disk drive to resolve memory references to pages that
were not in memory at the time of the reference.

Number of Requests Queued The number of user and application requests a server is
currently processing.

Server Response Time Average response time from a specific server for all
application components.

Each Server Load criterion is multiplied with a weight factor you set. That value is
averaged with the other values to determine the final Server Load value. This value
is then used as one of the Application Component Performance criteria.

To adjust the weight factors for Server Load criteria, perform the following steps:

1. Onthe iASAT toolbar, click Load Balancing to open the Load Balancing
window.

2. Inthe left pane, select the server for which you want to adjust the weight
factors.

EF2H Al Registered Servers

3. Inthe Load Balancing drop-down box, choose User Defined Criteria (iPlanet
Application Server Driven) to specify the server will make load balancing
decisions.

You can then adjust the weight factors as your enterprise requires. With the
Server LoadCriteria tab active, the following window appears:
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Load Balancing Method

Load Balancing:

‘ User Defined Criteria (iAS Driven) - |

Server Load Criteria | Application Componert Criteris | Advanced Settings |

Server Response Time: L e
CPU Load: #®
Disk 1O: 5 %

L ’_l 1
Memory Thrash: 3|\ %

L {_} 1
Humber of Requests Queued: 5 %
Total: 100 %

4. Inthe right pane of the Load Balancing window, use the sliding scale markers
to adjust the weight factor for each criterion. For a description of the criterion
see,Adjusting Weight Factors for Server Load Criteria.

The grand total of all weight factors must equal 100.

5.  When finished, click Apply Changes to save the settings.

Adjusting Weight Factors for Application
Component Performance Criteria

The Application Component Performance value represents the performance of the
application components running on an iPlanet Application Server machine. This
value is calculated for each application component participating in load balancing.
Load balancing then occurs on an application component basis and increases
distribution.
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The Application Component Performance value includes five application criteria.
The load-balancing service compares iPlanet Application Server machines based
on the weight factor you assign for each application criterion. The server with the
highest total value is chosen to process requests for that application component.
The Application Component Performance criteria are described in the following
table:

Table 14-2 Application Component Load Balancing Criteria

Application Component Description

Performance Criteria

Server Load The value calculated for all Server Load criteria.
Cached Results Available A flag that signals whether the results of the

application component are cached. A user’s request is
typically processed faster when the application
component’s results are cached.

Lowest Average Execution Time  The time with which an application component takes
to run on each iPlanet Application Server machine.

Most Recently Executed The server that most recently ran an application
component. The system on which the server is
running might have cached application data,
resulting in a faster execution time if that component
were to be run again soon.

Fewest Executions The number of times the application component ran
on an iPlanet Application Server machine. The goal of
load balancing is to equally distribute requests among
all servers in the enterprise. Therefore, the server that
has run the application component the least number
of times is most preferred.

Application Component Average response time from a specific server for a
Response Time specific application component.

Each application criterion is multiplied by a weight factor you set. Each value is
then averaged to determine the final Application Component Performance value.
The final value is used by the load-balancing service to determine which iPlanet
Application Server machine is best able to handle new users’ requests.

To adjust the weight factors for Application Component Performance criteria,
perform the following steps:
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1. OntheiASAT toolbar, click Load Balancing to open the Load Balancing
window.

N

In the left pane, select the server for which you want to adjust the weight
factors.

All Registered Servers

3. Inthe Load Balancing drop-down box, choose User Defined Criteria (iPlanet
Application Server Driven) to specify the server will make load balancing
decisions.

You can then adjust the weight factors as your enterprise requires.
4. Click the Application Component Criteria tab.

The following window appears:

5. In the right pane of the Load Balancing window, use the sliding scale markers
to adjust the weight factor for each criterion.
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The grand total of all weight factors must equal 100.

6. When finished, click Apply Changes to save the settings.

Adjusting Update and Broadcast Intervals

You can set the time at which an iPlanet Application Server machine updates the
Server Load and Application Component Performance criteria. If these values
change frequently and drastically, it is useful to update the values often.
Unfortunately, you increase the amount of work the iPlanet Application Server
machine is doing by updating values frequently. You can save server resources by
increasing the time between updates if the criteria values do not change often.

This theory applies to setting the broadcast intervals, as well; if values are changing
often and drastically, the broadcast intervals should be short, updating servers
often. This increases network traffic load, so it is important to find an optimal
balance.

Broadcast and update intervals are relative to the Base Broadcast/Update Interval.
This is the interval at which the load-balancing service “wakes up” and performs
any updates, checks to see if any updates were received, and broadcasts any new
values.

Broadcast and update intervals that are even multiples of the base interval are
invoked when the load-balancing service “wakes up.” In other words, if the base
value is 300 seconds, and the Server Load and Application Component Criteria
broadcast intervals are at 900 seconds each, these values are broadcast every third
time the load-balancing service “wakes up.” The other two times the
load-balancing service awakens, it reevaluates the distribution order based on
whether it received any updates from other iPlanet Application Server machines.

You can set update and broadcast intervals for several entities, as described in the
following table:

Table 14-3 Broadcast Intervals

Set interval for Description

Base Broadcast/Update Interval The interval at which the load-balancing
service “wakes up.”

Application Component Criteria The interval at which the load-balancing
service broadcasts the Application
Component Performance value.
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Table 14-3 Broadcast Intervals (Continued)

Set interval for Description

Server Load Criteria The interval at which the load-balancing

service broadcasts the Server Load value.

Server Load The interval at which the load-balancing

service updates the Server Load value.

CPU Load The interval at which the load-balancing

service updates the CPU Load value.

Disk Input/Output The interval at which the load-balancing

service updates the Disk 1/0 value.

Memory Thrash The interval at which the load-balancing

service updates the Memory Thrash value.

Number of Requests Queued The interval at which the load-balancing

service updates the Number of Requests
Queued value.

Max Hops The maximum number of times a request is

allowed to be passed between servers.

To adjust the update and broadcast intervals, perform the following steps:

1.

Click the Load Balancing on the iASAT toolbar to open Load Balancing
window.

In the left pane of the Load Balancing window, select the server for which you
want to adjust the advanced settings.

EF2H Al Registered Servers

In the Load Balancing drop-down box, choose User Defined Criteria (iPlanet
Application Server Driven) to specify the server will make load balancing
decisions.

Click the Advanced Settings tab.

The following window appears:
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Load Balancing Method

Load Balancing: | User Defined Criteria (isS Driven) - |

Server Load Criteria | Application Component Criteria Advanced Settings |

Base Broadcastllpdate Interval: |4 g =eConds

Broadcast Intervals

Server Load: 10 secands

Application Component Criteria:| o seconds

Update Intervals

Server Losd: [F zeconds
CPU Load: [F seconds
Digk 1§ 10 seconds
femoary Thrash: seconds
Mumber of Requests Queusd:|4q zeconds

fzximum Haps:

i NN

5. Inthe right pane of the Load Balancing window, under each interval
parameter, set the time as a multiple of the base time for that parameter.

6. Inthe Max Hops text area, specify the maximum number of times an
application component is passed between servers.

7. When finished, click Apply Changes to save your changes.

Changing the Multicast Host Address for Load
Balancing

Change the multicast server host address and port number to balance application
loads across networks, such as across cities. Within a network, the default address
does not need to be changed unless you are experiencing a conflict.

To change the multicast host address, perform the following steps:

1. Start iPlanet Registry Editor
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Open the following key:

SOFTWARE\iPlanet\Application Server\6.5\GMS\KES

Double-click the MCastHost String value.

The String editor dialog box appears.

For the value data, specify the IP address for the new host and click OK.
Double-click the MCastPort DWORD value.

The DWORD editor dialog box appears.

For the value data, specify the port number for the new host and click OK.
Close the editor.

The new multicast address is in effect.
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Chapter 15

Managing Distributed Data
Synchronization

This chapter describes how to group iPlanet Application Server instances into
clusters that participate in data synchronization.

The following subjects are described in this chapter:
« About Distributed Data Synchronization

< How Failover Keeps Data Accessible

= What Is a Cluster?

= How a Cluster Communicates

= Configuring Clusters

= How Sync Server Prioritization Improves Coordination

About Distributed Data Synchronization

Distributed data synchronization maintains the integrity of shared state and
session information across multiple iPlanet Application Server instances. This is
crucial for partitioned and distributed applications that are hosted on multiple
iPlanet Application Server instances.

In most enterprises, several iPlanet Application Server instances support one or
more distributed applications. For such distributed applications to run
successfully, each server must have access to the relevant information for that
application, such as state and session information.
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How Failover Keeps Data Accessible

Support for this distribution of information is provided through a system-level
distributed data synchronization service that is built into iPlanet Application
Server.

How Failover Keeps Data Accessible
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The distributed data synchronizer is a system-level service that controls how
distributed data, such as application session information, is maintained and made
accessible across multiple iPlanet Application Server instances.

Each iPlanet Application Server instance is made up of the following four
“engines:”

 Administrative Server (KAS) — The Administrative Server brings up and
monitors the other engines and makes sure that any engines that fail are
brought up again.

= Executive Server (KXS) — Only an Executive Server can be the primary
synchronization engine (the synchronizer) for an iPlanet Application Server
cluster.

In a cluster of iPlanet Application Server instances, one of the Executive
Servers maintains the distributed (synchronized) information and sets up
server roles for all the other servers participating in the cluster. All engines in a
cluster know how to access this primary engine and the information that is on
this primary engine.

= Zero or more Java Servers (KJS)
= Zero or more C++ Servers (KCS)

If KIS or KCS fails, KAS simply restarts the failed engine. However, if KXS
fails, KAS performs the following actions;

o Brings KXS back up in the currently appropriate role. This role is
determined in synchronization with KXS engines in the cluster, and may
not necessarily be the role previously occupied.

o Brings down the KJS and KCS engines.
o Brings the KJS and KCS engines back up.
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What Is a Cluster?

A cluster is a group of iPlanet Application Server instances that share information
related to the state of individual user sessions. The primary benefit of using
clusters is to improve reliability, to continue user sessions even after process and
hardware failures. The secondary benefit is improved load distribution across all
available resources.

Servers in a cluster can belong to the same network or to different networks, or to
different subnets within the same network. While keeping the servers in a cluster
on a common subnet enhances performance, this is not necessary. Members in a
cluster communicate through TCP/IP, which uses the IP Addresses and port
numbers of the servers in the cluster, to access the KAS and the KXS engines of
each instance. As long as this communication takes place, the cluster will be
operable. See Using Firewalls for Security, for more information on how this
communication takes place.

In a cluster, the state/session data is stored in the memory of the KXS process for
the Primary Sync Server. The configuration data of the cluster is stored in Directory
Server. All the iPlanet Application Server instances in your cluster can share a
single Directory Server; if the iPlanet Application Server instances in your cluster
do not share a single Directory Server, cluster settings must be copied from one
Directory Server to another so each server has access to identical cluster
information.

This section describes the following topics:
= Setting Up Data Synchronization

= Server Roles Within Clusters

Setting Up Data Synchronization

To set up data synchronization between servers, you need to decide the role that
you want a server to perform in the cluster. You can then edit each cluster entry to
set up the server roles and register the cluster with the synchronizer service.
Finally, you need to start each iPlanet Application Server in the order that is
determined by server roles.
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Server Roles Within Clusters

You can configure a server’s role within a cluster as either a Sync Alternate or a
Sync Local. The server that you start first becomes your Primary Sync Server and
the server that you start next becomes your Backup Sync Server. This goes on till
the number of backup servers you have defined have been started. If you have
defined 2 backup servers, then the 2 servers that you start after the Primary Sync
Server is started play the role of backup Sync Servers.

The next server that is started (once the defined number of backup servers have
been started), is your Sync Alternate. This server takes over if the Primary and the
backups fail.

See Example: Coordination Within a Seven-Server Cluster, to learn more about
how servers in a cluster coordinate with each other, while performing the roles that
they have been assigned.

The roles that the servers in a cluster can perform are described in the following
table.

Table 15-1 Roles for Data Synchronization in a Cluster

Server role Description

Sync Server  Any iPlanet Application Server instance can be identified as Sync
Primary. The Sync Server category contains the Sync Primary, Sync
Backups and Sync Alternates.

All Sync Servers are listed in the SyncServers  key of iPlanet Registry.

Sync The server that is the primary data store, with which all other cluster
Primary members communicate for the latest distributed data information.

The first iPlanet Application Server to be started in a cluster must be a
Sync Server, and that Sync Server becomes the Sync Primary for the
cluster simply because it is started first.

Sync Any number of Sync Servers, up to a maximum number (MaxBackups )

Backup set by you, that mirrors the information on the Sync Primary. Because
each Sync Backup increases the load on the cluster, weigh safety against
performance impacts when deciding how many backups to assign.

If the Sync Primary becomes inaccessible, the Sync Backup with the
highest priority (which is the lowest integer value) relative to other Sync
Backups becomes the next Sync Primary.
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Table 15-1 Roles for Data Synchronization in a Cluster

Server role Description
Sync A server listed in the SyncServers key in iPlanet Registry that is eligible
Alternate to become a Sync Backup. If the number of Sync Backups falls below the

set maximum, the Sync Alternate with the highest priority relative to
other Sync Alternates is promoted to Sync Backup.

Each Sync Alternate performs work similar to that of a Sync Local until
the Sync Alternate is promoted to Sync Backup.

Sync Local A server that uses data synchronization services, but is not eligible to
become a Sync Primary, Sync Backup, or Sync Alternate. Sync Locals can
use, create, and destroy all distributed data, but are never responsible for
maintaining that data.

Sync Locals are not listed in the SyncServers key in iPlanet Registry.
However, the SyncServers list in every registry in the cluster contains
identification and priority information for each of the Sync Servers in the
cluster.

Each Sync Local contacts each of the servers listed in its SyncServers
key in iPlanet Registry until the Sync Local finds the Sync Primary, at
which time the Sync Local becomes active in the cluster. If the Sync Local
goes through its entire SyncServers key in iPlanet Registry without
finding the Sync Primary, the Sync Local assumes that the cluster is
down, and acts as a local server.

Sync Locals communicate only with the Sync Primary, and the other
servers in the cluster are not aware of them.

How a Cluster Communicates

Servers in a cluster need to communicate with each other. To enable this
communication, it is necessary that each server identifies with the cluster to which
it belongs. An iPlanet Application Server instance becomes an active part of a
cluster when you map its synchronizer to the cluster. This procedure is described
in Mapping the Synchronizer to the Cluster.

When an application component requests “write” access to a distributed data
source, the write occurs first on the Sync Primary. When the data changes on the
Sync Primary, the Sync Primary immediately updates the Sync Backups.

You can map the synchronizer for each iPlanet Application Server instance to only
one cluster at a time.
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Information Flow Within a Cluster

Sync Backups, Sync Alternates, and Sync Locals communicate with the Sync
Primary in a star configuration, as shown in the following illustration:

L s s

L “

Key

P = Sync Primary
B = Sync Backup
A = Sync Alternate

L = Sync Local
L H 6A H 5A H -
1, 2, 3... = Priority

In this illustration, notice that all servers are communicating with the Sync
Primary. Also note that no Sync Local is assigned a priority number.

Note also that this illustration is an ideal representation of a cluster that has
probably just started and has not experienced failover, as the priority numbers
correspond gracefully to the currently assigned roles.

Configuring Clusters

You can set up and manage clusters using the iPlanet Application Server
Administration Tool (iIASAT). iASAT is a stand-alone graphical user interface tool,
using which you can manage all the administrative aspects of iPlanet Application
Server. When you configure clusters using iIASAT, the relevant back-end entries
are created in iPlanet Registry, which you can verify and edit.

You can also configure clusters directly in iPlanet Registry, using iPlanet Registry
Editor. However, it is recommended that iASAT be used to create and manage
clusters.

The following sections describe how to create and manage clusters, using both
IASAT and iPlanet Registry Editor.
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= Configuring Clusters Using iIASAT

= Configuring Clusters Using iPlanet Registry Editor
= Determining Sync Server Priority

= Setting Cluster Parameters

= Mapping the Synchronizer to the Cluster

Configuring Clusters Using iASAT

When you install iPlanet Application Server on your instance, your host server is
automatically taken as the default cluster, with a single node. You can add other
registered iPlanet Application Server instances to the existing cluster (your host
server), or create a new cluster, or create a completely new cluster.

This section describes the following topics:
e To Create a New Cluster
e To Add a Server to a Cluster

e To Remove a Server From a Cluster

NOTE In iASAT, when you select and stop a particular server, the Stop
Server button apppears greyed out for all other servers too.
However, this does not mean that the other servers have stopped;
they will continue to run.

To stop any of the other servers in the cluster, go to the General tab,
select the server in the left pane, and click Stop Server

To Create a New Cluster
To create a new cluster using iASAT, perform the following tasks:

1. Inthe iASAT toolbar, click General to open the General window.

2. From the left pane of the General window, select the iPlanet Application Server
instance with which you want to create a new cluster.

3. Inthe right pane of the General window, click the Cluster tab, as shown in the
following figure:
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(23 ANl Registered Servers| | Server | RequestMansger | SNWP | LDAP | E08| Cluster |

.. :
Lt @ 2| Cluster Name:“shephard-Nostnc |'|
Cluster Parameters

Maximum MNumber of Sync Backups:|0
|| Restart in Case of Abnormal Cluster

Priority List of Servers
Server Stalus

i&S1T Mormal

Stalus as of 05:40:13PM

Refresh List |

Remove Server From Cluster |

H Start Server || Disable Ser... H Stop Server ||

: H Apply Chan.. || Undlo Chang... H Default Yalu.. ||

<]

4. In the Cluster Name drop-down list, delete the default cluster name entry,
using either the Backspace or the Delete key.

5. Provide the name of the new cluster and press Enter. You can choose any
unique name for the new cluster.

6. Click Apply Changes. You need to start the server again for the new cluster
configuration to take effect.

When you restart the server, you can add other iPlanet Application Server
instances to the new cluster as described in the following section.

To Add a Server to a Cluster

To add an unassigned server to a cluster or to reassign a server to a different cluster
using iASAT, perform the following steps:

1. From the iASAT toolbar, click General to open the General window.
2. Click the Cluster tab.

The following window appears:
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(3 &0 Registered Servers| | Server | Request Mansger | SNwP | LDAP | E08| Cluster |

.. i
L.t @ 2| Cluster Mame: [shephard-MoDsync [=]
Cluster Parameters

Iaximum Mumber of Sync Backups:|0

[_] Restart in Case of Abnormal Cluster

Priority List of Servers
Server Status

kST Mormal

Status as of 05:40:13PM

Refresh List |

Remove Server From Cluster |

” Start Server || Disable Ser ... ” Stop Server H

: ” Apply Chan... || Undo Chang... ” Default Yalu... H

1]

A list of all registered servers is displayed in the left pane of the General
window. A list of the server(s) belonging to the existing cluster(s) is displayed
in the Priority List of Servers box, in the right pane of the General window.
These servers are sorted by their priority in a cluster.

The Priority List of Servers box also shows the cluster status of a server. Server
conditions can be Normal, Dual Primary or No Primary. Click the Refresh List
button to immediately update the Priority List of Servers box. By default, this
box is updated every 15 seconds.

In the left pane of the General window, click the name of the server you want
to add to a cluster.

From the Cluster Name drop-down box, select the name of the cluster to which
you want to add the server.

The Cluster Name drop-down list is populated with the cluster names to
which all registered servers belong.

Click Apply Changes.
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6.

Stop and start every server in the cluster, including the server you just added.

NOTE If you remove a server from a cluster and add it to another, you
need to restart all the servers in both clusters, for the change in
configuration to take effect.

To Remove a Server From a Cluster
To remove a server from a cluster, perform the following steps:

1.
2.

From the iASAT toolbar, click General to open the General window.

From the left pane of the General window, select an iPlanet Application Server
that is a member of the cluster from which you want to remove a server.

Click the Clusters tab in the right pane of the General window.

A list of all registered servers is displayed in the left pane of the General
window. A list of the server(s) belonging to the existing cluster(s) is displayed
in the Priority List of Servers box, in the right pane of the General window.

In the Cluster Name drop-down list, select the cluster from which you want to
remove a server. The Priority List of Servers box shows all the servers
belonging to the selected cluster.

In the Priority List of Servers box, select the server you want to delete and click
Remove from Cluster.

Click Apply Changes.

Stop and restart every server in the cluster, including the server you just
removed.

NOTE = Asserver that is not a member of a cluster, hence not
participating in data synchronization, will be listed under
<hostname>-NoDsync , in the cluster list. You cannot remove
a server from the <hostname>-NoDsync  list.

< |If you want to rename a cluster, delete the cluster name in
the Clusters tab, in the General window of iASAT. Type a
new name for the cluster and click Apply Changes.

iPlanet Application Server Administrator's Guide * February 2002



Configuring Clusters

Configuring Clusters Using iPlanet Registry
Editor

When you configure clusters using iASAT, the necessary back-end entries are
created in iPlanet Registry. You can directly create these entries in iPlanet Registry
and configure clusters, without using iASAT. Although this facility is available, it
is strongly recommended that you use iASAT to set up and manage your clusters.

This section describes the following topics:
e To Create a New Cluster
< To Add a Server to a Cluster

e To Remove a Server From a Cluster

To Create a New Cluster

When you install iPlanet Application Server, a default cluster is automatically
created, using the host server. The easiest way to set up and configure clusters is to
modify the back-end entries created in iPlanet Registry for this default cluster.

The default cluster bears the name <hostname>-NoDsync , where hostname is the
name of your local instance. For instance, if you install iPlanet Application Server
on a machine named Bozo, the default cluster entry will be named Bozo-NoDysnc .
The default values for this cluster are configured during iPlanet Application Server
installation. You can configure the existing default cluster, or configure a
completely new cluster, as described in the sections that follow.

To create a new cluster, perform the following tasks:

1. StartiPlanet Registry.

NOTE Note that you can have multiple instances of iPlanet Application

Server on UNIX systems, each with its own iPlanet Registry. Ensure
that you edit the iPlanet Registry that belongs to the server instance
for you want to map the synchronizer.

2. Open the following key:
SOFTWARE\iPlanet\Application Server\Clusters\

3. From the Edit menu, choose Add Key . The Add Key dialog box appears, as
shown in the following figure:
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i8 Add Key E

Ky |Shepherd |

| Ok || Cancel || Help |

4. Inthe Key field, provide a name for the new cluster and press OK. A new
cluster is created. You now need to configure the cluster, as described in the

ensuing steps.

5. Select the new cluster that you created, and choose Add Value from the Edit
menu. The Add Value dialog box appears, as shown in the following figure:

Name:  |MaxSyncHeanBeat |
valug: |10 |
Type:
| [a].8 || Cancel || Help |

When you add the required values to your cluster, make sure that the type for each
value is set to Integer. You can do this by selecting Integer from the Type
drop-down list, in the Add Value dialog box.

When you finish adding a value, click OK to confirm. To add another value, select
the new cluster you have created and choose Add Value from the Edit menu.

6. You need to add the following values to the new cluster:

o MaxBackups

This value indicates the maximum number of servers that can be assigned
as backup servers. The default value for this key is 0. If you do not specify
a number for backup, your session data will not be backed up. While not
having a backup increases performance, there is a trade-off with respect to
reliability. We recommend that you specify at least one backup server.

The maximum number of backup servers that you can specify is the total
number of servers in your cluster, minus one.
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NOTE A key named MaxHops is automatically configured below the
MaxBackups key when you create a new cluster using iASAT. This
key relates to an unsupported feature. If you create clusters using
iPlanet Registry Editor, you need not create an entry for this key.

o MaxSyncHeartBeat

This value specifies the maximum number of heartbeat messages that an
engine will send to any other engine. The heart-beat mechanism is used to
detect an abnormal cluster condition. The default value for this key is 10.

o SyncHeartBeatInterval

This value specifies the number of seconds between two heartbeat
messages sent from one server to another. The default value is 30.

o SyncTimerinterval

This key specifies the intervals, in seconds, at which the synchronization
service wakes up and checks to see whether any data has expired. This key
specifies how often the timer thread goes through the node list and
removes all the nodes that have expired. The default value is 30.

See Setting Cluster Parameters, for more information on configuring these
values for best results.

7. When you finish adding these values, select the new cluster key and choose
Add Key from the Edit menu.

8. Inthe AddKey dialog box that appears, type SyncServers

This creates a folder called SyncServers under the new cluster key that you
have created. When you add servers to your cluster, you will need to add them
under this key.

Your new cluster is created and configured. You can now add servers to your
cluster, as described in the next section.

Adding a Server to a Cluster
To add servers to a cluster, perform the following tasks:

1. Start iPlanet Registry.
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NOTE Note that you can have multiple instances of iPlanet Application
Server on UNIX systems, each with its own iPlanet Registry.
Ensure that you edit the iPlanet Registry that belongs to the
server instance for which you want to map the synchronizer.

Open the following key:

SOFTWARE\iPlanet\Application
Server\Clusters\<clustername>\SyncServers

From the Edit menu, choose Add Value . The Add Value dialog box appears, as
shown in the following figure:

88 Add value E l

Name: |1.29.158.228.63.10800 |

Yalue: |1| |

Type: IInteger j

| Ok || Cancel || Help |

In the Name text field, provide the IP Address of the instance which you want
to add to the cluster. Type a colon (: ) after the IP Address and enter the KXS
port number, as shown in the following example:

host IP address:KXS port number
Your entry should look like this.
129.158.228.63:10800

In the Value text field, provide a value that indicates server priority in the
cluster. For example, 0 indicates the highest priority and 1 indicates the next
level of priority. The lowest priority value is 65,535 .

Select Integer from the Type drop-down list and click OK to register your entry
in iPlanet Registry.

You can how continue to add more servers to your cluster. When you finish adding
servers to your cluster, you need to map the servers to the cluster to which they
belong. See Mapping the Synchronizer to the Cluster.
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To Remove a Server From a Cluster

You can remove a server from a cluster that you have added, by deleting the
server’s IP Address entry from the SyncServers  key.

To remove a server from a cluster using iPlanet Registry Editor, perform the
following tasks:

1.

Start iPlanet Registry.

NOTE Note that you can have multiple instances of iPlanet Application

Server on Solaris systems, each with its own iPlanet Registry.
Ensure that you edit the iPlanet Registry that belongs to the
server instance for you want to map the synchronizer.

Open the following key:

SOFTWARE\iPlanet\Application
Server\Clusters\<clustername>\SyncServers

You will see the IP Address and port number entries of the servers that have
been added to the cluster.

To remove a server, select the required IP Address entry and choose Delete
from the Edit menu. Alternatively, you can select the required entry and press
the Delete key.

You will be prompted to confirm the action. Click Yes to confirm. The server is
removed from the cluster.

NOTE = Note that you can add the server that you removed, again to
the same cluster, or to a different cluster. See To Add a
Server to a Cluster for more information.

= You can’t rename a cluster in iPlanet Registry. You will have
to delete the cluster name entry and create a new cluster
configuration. See To Create a New Cluster for more
information.

Chapter 15 Managing Distributed Data Synchronization 311



Configuring Clusters

Determining Sync Server Priority

You can set priority values to sync servers in a cluster. Priority values are used to
select between Sync Servers in the same status (either between a group of Sync
Backups or between a group of Sync Alternates). Only the order in which instances
of iPlanet Application Server are started, not priority, determines which server
should be the Sync Primary and which Sync Servers will start out as Sync Backups
or Sync Alternates.

You can set the sync server priority using either iASAT or iPlanet Registry Editor.

The following sections describe how you can assign or change priority to a sync
server:;

= To Change Sync Server Priority Using iIASAT
= To Change Sync Server Priority Using iPlanet Registry Editor

To Change Sync Server Priority Using IASAT

To assign a new Sync Server priority to a server that is in a cluster, perform the
following tasks:

1. From the iASAT toolbar, click General to open the General window.

2. Inthe left pane of the General window, click a server that is a member of the
cluster whose Sync Server priority you want to change.

3. Inthe right pane of the General window, click the Clusters tab. The following
window appears:
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E—ﬁ Al Registered Servers| | Server | ReuestManager | SNWP | LDAP | E08| Cluster |
' s i

Cluster Name:||shephard-NoDsync |'|

Cluster Parameters

Maximum Mumber of Sync Backups:|0
|_] Restart in Case of Abnaormal Cluster

Priority List of Servers
Server Stalus

isE1 Mormal

Status as of 05:40:13PM

Refresh List |

Remaove Server From Cluster |

H Start Server || Dizable Ser ... ” Stop Server ||

: H Apply Chan... || Unda Chang... ” Default Yalu... ||

A list of registered servers is displayed in the left pane of the General window.
Another list of servers, sorted by priority in a cluster, is displayed in the right
pane.

The list also shows the status of each server in the cluster. The status should
always be Normal. If an abnormal cluster condition exists, the status could be
Dual Primary or No Primary. To ensure that these conditions are corrected, see
Setting Cluster Parameters. To check for status, click the Refresh List button.
By default, server status is updated every 15 seconds.

In the Priority List of Servers box, click the name of the server whose Sync
Server priority you want to change.

To change the Sync Server priority of the server, click one of the following
buttons next to the Priority List of Servers box:

o Increase to assign a higher priority.

o Decrease to assign a lower priority.
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For example, if a server has a Sync Server priority of third in line to take over
for the Sync Primary, clicking Increase once changes the priority from third to
second. A lower number indicates higher priority. For example, 0 indicates the
highest priority and 1 indicates the next level of priority. The lowest priority
value is 65,535.

Click Apply Changes, when you complete reassigning priorities for the
server(s).

For changes in Sync Server priority to apply across a cluster, you must restart
each server so that all servers are aware of their new priority sequence, relative
to one another.

The changes you made in iASAT will be reflected in iPlanet Registry. You can
also change the sync server priority directly in iPlanet Registry. The next
section describes how you can do this.

To Change Sync Server Priority Using iPlanet Registry Editor

To change the sync server priority directly in iPlanet Registry using iPlanet
Registry Editor, perform the following tasks:

Start iPlanet Registry.

NOTE You can have multiple instances of iPlanet Application Server on
UNIX systems, each with its own iPlanet Registry. Ensure that
you edit the iPlanet Registry that belongs to the server instance
for you want to map the synchronizer.

Open the following key:

SOFTWARE\iPlanet\Application
Server\Clusters\<clustername>\SyncServers

You will see the IP Address and port number entries of the servers that are
added to the cluster. Select the sync server whose priority you want to change.

Double-click the entry to open it, or, choose Modify
Value from the Edit menu. The Modify Value dialog box appears.

Change the value as required. Note that a lower value indicates higher priority.
For example, 0 indicates the highest priority and 1 indicates the next level of
priority. The lowest priority value is 65,535 .
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6. Restart every server in the cluster, including the one whose priority you just
changed. For changes in Sync Server priority to apply across a cluster, you
must restart each server so that all servers are aware of their new priority
sequence, relative to one another.

Setting Cluster Parameters

For a cluster to function efficiently, you need to set specific parameters that will
affect its performance. You can set these parameters using either iASAT or iPlanet
Registry Editor. The following sections describe how you can set cluster
parameters using either tool:

« To Set Cluster Parameters Using iASAT

= To Set Cluster Parameters Using iPlanet Registry Editor

To Set Cluster Parameters Using IASAT
You can set the following parameters for each cluster, using iASAT:

< Maximum Number of Sync Backups

You can specify the maximum number of Sync Backups the Sync Primary will
use. In clusters that have many servers, specifying the maximum number of
Sync Backups allows you to control how many servers are used as backups.

= Restart in case of abnormal cluster

You can also enable the process to restart if an abnormal cluster condition is
detected. An abnormal cluster condition is either a cluster that has more than
one iPlanet Application Server instances with the Sync Primary (dual-primary)
role or no iPlanet Application Server instances with the Sync Primary role.

To set cluster parameters using iASAT, perform the following steps:
1. From the iASAT toolbar, click General to open the General window.

2. In the left pane of the General window, select the iPlanet Application Server
that is a member of the cluster you want to modify.

3. Inthe right pane of the General window, click the Clusters tab. The following
window appears
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B3 Al Registered Servers Server | RequestManager | SNMP | LDAP | EJB| Cluster |
am |

Cluster Name:“shephard-NoDsync |'|

Cluster Parameters
Maimum Mumber of Sync Backups: |0

[_] Restart in Case of Ahnaormal Cluster

Priority List of Servers
Server Stalus

iBs1 Mormal

Stalus as of 05:40:13 PM

Refresh List |

Remove Server From Cluster |

“ Start Server ” Disable Ser... || Stop Server ”

:E “ N ” Unda Chang... || Detault Yalu... ”

(]

4. Inthe right pane of the General window, enter the maximum number of Sync
Backups allowed during a single cluster session in the Maximum Number of
Sync Backups text field.

5. Mark the Restart in case of abnormal cluster checkbox to correct any abnormal
cluster conditions that are detected.

Restart every server in the cluster. For changes to apply across a cluster, you must
restart each instance in the cluster, so that all the instances are aware of the
changes.

NOTE You need to first register a server with iASAT, before you add the
server to a cluster.

To Set Cluster Parameters Using iPlanet Registry Editor

To set cluster parameters using iPlanet Registry Editor, perform the following
steps:

1. Stop the server whose iPlanet Registry you want to edit.
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NOTE Editing the server registry while the server is running can cause
serious problems. Also, some changes take effect only after the
engine is recycled. It is strongly recommended that you stop all
application servers that belong to a cluster, before editing that
cluster’s settings.

2. Start iPlanet Registry.

NOTE You can have multiple instances of iPlanet Application Server on
UNIX systems, each with its own iPlanet Registry. Ensure that you
edit the iPlanet Registry that belongs to the server instance for you
want to map the synchronizer.

3. Open the following folder:
SOFTWARE\iPlanet\Application Server\Clusters\<clustername>\

In the given example, the default cluster is named bozo-NoDysnc and contains
one Sync Server with a priority of 1, as shown in the following figure:

&8 iPlanet Registry Editor
File Edit Help

= EQ_SOFTWARE\iPIanet
- Application Server

160

D MaxHops=1
D MaxSyncHeardBeat=10

D SyncHearBeatinterval=30
D SyncTimerinterval=60
SYnCServers
D 129158 228 6310300=1 |

4. Modify the following values under the <clustername>  key, as required:
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TIP

To modify a value in iPlanet Registry, perform the following steps:

a. Double-click the key name or select the key and choose
Modify Value from the Edit menu, to bring up the Modify
Value dialog box.

b. Enter the new value in the dialog box.

c. Click OK to register the change in iPlanet Registry.

MaxBackups

The maximum number of backup data synchronization servers determines
how many Sync Backups are updated with data from the Sync Primary at the
same time. For more information about backup data synchronization servers,
see What Is a Cluster?.

As all Sync Backups are updated at the same time, an extra load is created for
each additional backup server when you increase the MaxBackups value.
Consider the performance impact when you set the number of backup servers,
and choose a number that is high enough to provide safety, while not so high
as to negatively affect performance. The default value of 1 is usually sufficient.

NOTE The next entry is the MaxHops key. This key relates to an

unsupported feature. You do not need to modify the value of this
key.

MaxSyncHeartBeat
Check and modify the MaxSyncHeartBeat Vvalue as required.

This value specifies the maximum number of heartbeat messages that an
engine will send to any other engine. The heart-beat mechanism is used to
detect an abnormal cluster condition. The default value is 10.

Each heartbeat message consists of the:
o Host ID and port of the engine that sends the messages
o Role of the sender in the cluster

Whenever a heartbeat message is received, an iPlanet Application Server
engine will send back a response identifying its role in the cluster.
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A heartbeat starts when a Sync Backup server is promoted to a Sync Primary.
The new Sync Primary starts to send heart-beat messages to the original Sync
Primary engine. In the case of a temporary network failure, the two engines
will become Sync Primaries, thus creating a double-primary (split-primary)
abnormal condition. This condition can be automatically corrected.

= SyncHeartBeatinterval
Check and modify the SyncHeartBeatInteveral value as required.

This value specifies the number of seconds between two heartbeat messages
sent from one server to another. The default value is 30 seconds.

e SyncTimerInterval
Check and modify the SyncTimerinterval value as required.

This key specifies the intervals, in seconds, at which the synchronization
service wakes up and checks to see whether any data has expired. This key
specifies how often the timer thread goes through the node list and removes all
the nodes that have expired.

If this value is too large, expired data will still be accessible. If this value is too
small, the frequent waking up and checking can degrade system performance.
The default value of 60 seconds is good for most clusters.

5. Close iPlanet Registry Editor when you finish setting the values you want.

6. Restart all the servers that will be affected by the modifications.

NOTE You can also set cluster parameters using iASAT. See To Set Cluster
Parameters Using iIASAT for more information.

After correctly completing these steps, you have redefined the default cluster.
Now, follow the procedure in “Mapping the Synchronizer to the Cluster” to enable
communication between the servers in the cluster

Mapping the Synchronizer to the Cluster

Each iPlanet Application Server has an inbuilt data synchronizer, which helps
synchronize the data within the server and also the server’s communication with
other servers.

Chapter 15 Managing Distributed Data Synchronization 319



Configuring Clusters

For a cluster to communicate, the synchronizer in each server must know to which
cluster the server belongs. If you create clusters using iASAT, the server
synchronizer is mapped automatically. If you create clusters manually, using
iPlanet Registry Editor, you need to perform the following tasks, to map the
synchronizer to its cluster:

1. Stop the server whose iPlanet Registry you want to edit.

NOTE Please be noted that editing the server registry while the server is
running can cause serious problems. Also, some changes take
effect only after the engine is recycled. It is strongly
recommended that you stop all application servers that belong
to a cluster, before editing that cluster’s settings.

2. Start iPlanet Registry.

NOTE Note that you can have multiple instances of iPlanet Application
Server on UNIX systems, each with its own iPlanet Registry.

Ensure that you edit the iPlanet Registry that belongs to the
server instance for you want to map the synchronizer.

3. Open the following key:
SOFTWARE\iPlanet\Application Server\6.5\CCS0\ClusterName\

The following window appears:
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& ¥ iPlanet Registry Editor

File Edit Help
BéSOFTWAREﬁPIanet

Application Server
-1-_4&60

—D AppPath=ciplanetiasBiss\APPS
—D BasePath=c:iplanetiastias
—D MaoduleDirhlame=modules

[ version=6.05P3

- JACL

| Admin

1]

4. The default cluster name will be listed. You can delete the default cluster name
and specify a new cluster name for the cluster.

5. Close iPlanet Registry.
6. Start the server whose synchronizer you just mapped.

The synchronizer is now be mapped to the cluster.
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How Sync Server Prioritization Improves
Coordination

322

This section discusses general priority issues and gives a comprehensive example
of cluster coordination.

Priority values are used only to select between Sync Servers in the same status
(either between a group of Sync Backups or between a group of Sync Alternates).
Only the order in which instances of iPlanet Application Server are started, not
priority, determines which server should be the Sync Primary and which Sync
Servers will start out as Sync Backups or Sync Alternates.

A Sync Local is not assigned a priority because it is not eligible to become a Sync
Server, so a Sync Local cannot become a Sync Primary, Sync Backup, or Sync
Alternate.

Which Sync Server becomes the Sync Primary in a cluster is determined simply by
which Sync Server is started first. The next Sync Servers that start, up to the value
in MaxBackups , become Sync Backups. When the Sync Primary fails, the Sync
Backup with the highest priority, which is the lowest integer value, becomes the
new Sync Primary.

When a Sync Backup becomes a Sync Primary, the number of Sync Backups falls
below the value of MaxBackups . To restore the number of Sync Backups, the Sync
Alternate with the highest priority becomes a Sync Backup.

Example: Coordination Within a Seven-Server
Cluster

The following example illustrates cluster coordination through server roles, and
the part that priority plays in determining those roles. As you trace the role
changes through the example, keep in mind that server fallibility has been
purposely exaggerated to provide many scenarios.

Although not required, you can ease cluster maintenance by assigning the highest
priority to the iPlanet Application Server instance that you will start as the Sync
Primary, and the next highest priorities (in descending order) to the Sync Backups.
Be aware that the cluster in this example does not do this. Also, notice that this
cluster does not follow the recommended practice of starting the servers in priority
order.
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Assume a seven-server cluster with iPlanet Application Server instances that are
numbered 0 to 6. Servers 0 through 4 are Sync Servers that are assigned the same
priorities as their server numbers (for example, server 0 has a priority of zero).
Servers 5 and 6 are Sync Locals. MaxBackups for the cluster is set to 2.

= Server 3 is brought up first, so it becomes the Sync Primary.
= Server 4 is started next, and it becomes a Sync Backup.

= Server 6 is started next, and it is a Sync Local.

= Server 1 is started next, and it becomes a Sync Backup.

e Server 2 is started next, and it becomes a Sync Alternate.

« Server 5is started next, and it is a Sync Local.

= Server 0 is started next, and it becomes a Sync Alternate.

Server 3 fails and goes down. Between the two Sync Backups, server 4 and server 1,
server 1 has the higher priority (lower integer value) and it becomes the new Sync
Primary. This leaves server 4 as the only Sync Backup.

Because MaxBackups is set to 2, one of the Sync Alternates is converted to a Sync
Backup. Server 0 becomes the new Sync Backup because it has a higher priority
than the other remaining Sync Alternate, server 2. At this point:

= Server 1is the Sync Primary.

« Servers 0 and 4 are Sync Backups.
< Server 2is a Sync Alternate.

= Servers 5 and 6 are Sync Locals.

= Server 3is off-line.

Server 3 comes back online. It becomes a Sync Alternate. Even though it was
originally a Sync Primary, the synchronizer now sees it as just another Sync Server,
so the server does not resume its Sync Primary role. At this point:

= Server 1is the Sync Primary.

« Servers 0 and 4 are Sync Backups.

« Servers 2 and 3 are Sync Alternates.
= Servers 5 and 6 are Sync Locals.

Server 0 fails. Server 2 becomes a Sync Backup because it has the higher priority
(lower integer value) among the Sync Alternates. At this point:
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Server 1 is the Sync Primary.

Servers 2 and 4 are Sync Backups.
Server 3 is a Sync Alternate.

Servers 5 and 6 are Sync Local servers.

Server 0 is off-line.

Server 0 comes back online and becomes a Sync Alternate. Server 1, the Sync
Primary, fails. Among the Sync Backups, server 2 has a higher priority than server
4, so server 2 becomes the new Sync Primary. Server 0 becomes a Sync Backup. At
this point:

Server 2 is the Sync Primary.
Servers 0 and 4 are Sync Backups.
Server 3 is a Sync Alternate.
Servers 5 and 6 are Sync Locals.

Server 1 is off-line.

Server 2 fails. Server 0 becomes the Sync Primary and server 3 becomes a Sync
Backup. At this point;

Server 0 is the Sync Primary.
Servers 3 and 4 are Sync Backups.
Servers 5 and 6 are Sync Locals.

Servers 1 and 2 are off-line.

Server 3 fails. Even though only one Sync Backup remains, neither server 5 nor
server 6 is considered because neither is a Sync Server. At this point:

Server 0 is the Sync Primary.
Server 4 is a Sync Backup.
Servers 5 and 6 are Sync Locals.

Servers 1 and 2 and 3 are off-line.
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Setting Up iPlanet Application Server
for Development

This chapter describes the tasks you need to perform, to set up iPlanet Application
Server for development purposes.

The following subjects are described in this chapter:

= Setting Up Class Paths

= Changing Heap Size For Java Engines

= Changing The Default Application Path

< Enabling Dynamic Class Reloading

= Specifying Session And Cache Timeout Values For J2EE Components
= Enabling RMI/ZIIOP Support

= Setting Environment Variables for Databases

Setting Up Class Paths

You may need to manually set up the iPlanet Application Server class path when
you want to do one of the following:

= when you enable RMI/IIOP access to EJBs.

= when you make a set of helper or framework classes available to all
applications deployed to a server.

To change the iPlanet Application Server class path, perform the following tasks:
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Changing Heap Size For Java Engines

On Solaris

1. Navigate to the <iasinstall>/ias/env path and edit the Common
Environment script, iasenv.ksh . You can use a text editor to edit this file.

2. Search for and locate the ClassPath entry. You can either change the default
classpath or add a new classpath.

3. Restart the server for the change to take effect.

On Windows

1. Open iPlanet Registry Editor.
2. Open the following key:
SOFTWARE\iPlanet\Application Server\6.5\Java\

3. Modify the class path and restart the server for the change to take effect.

Changing Heap Size For Java Engines
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Default heap size for KIS is specified in the KJS script. If you want to enable KJS to
store more objects, you can change the heap size manually. For detailed description
on tuning Java heap, see iPlanet Application Server Performance and

Tuning Guide

On Solaris

1. Go to <iasinstall>/ias/env and edit the KJS (Java Engine) startup script,
iasenv.ksh

Locate the JAVA_ARGSentry and modify the existing minimum(-Xms) and
maximum (-Xmx) heap size specifications, as required.

2. Close all KJS processes and restart them, for the change in heap size to take
effect.

iPlanet Application Server Administrator's Guide * February 2002



Changing The Default Application Path

On Windows

1. Start iPlanet Registry Editor.
2. Open the following key:
SOFTWARE\iPlanet\Application Server\6.5\Java\

3. Modify the JavaArgs value and set the minimum heap size (-Xms <number>m)
and the maximum heap size (-Xmx<number>m) for Java engines.

Your heap size specification must look like this:
JavaArgs=-Xms16m -Xmx32m
4. Restart all kjs processes for the change to take effect.

Note that on Windows, the heap size for Java engines does not exist by default.

Changing The Default Application Path

Your applications are stored in the default application path, from where they are
picked up by DeployTool, to be deployed. You may want to change this path if, for
example, you want to store your applications in your server’s home directory. You
can change the default application through kregedit.

Before changing the default application path, you need to:
= create the new path on your machine or network and
= manually copy your application’s class files to this location.

After you create the path, you need to change the default class path in Iplanet
Registry. To do so, perform the following tasks:

1. Start iPlanet Registry Editor.
2. Open the following key:
SOFTWARE\iPlanet\Application Server\6.5\

3. Edit the AppPath value and change the default application class path. See
Setting Up Class Paths.

4. Restart the server for the change to take effect.
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Enabling Dynamic Class Reloading

By default, dynamic class reloading is disabled in iPlanet Application Server. There
are two methods to enable dynamic class reloading.

You can enable it by performing any one of the following tasks:
e Using iIASAT
= Using Registry Editor

Using iIASAT
1. StartiASAT.

2. Select the application server instance.

3. Inthe right pane, under Server , select Enable Dynamic Class Reloading

Using Registry Editor
1. Start iPlanet Registry Editor.
2. Open the following key:

SOFTWARE\iPlanet\Application
Server\6.5\CCSO\SYSTEM_JAVA\Versioning

3. Set Disable=0 . The default value is 1 which indicates that dynamic servlet
reloading has not been enabled.

4. Restart iPlanet Application Server for the change to take effect.

This change will enable dynamic reloading of servlet classes and registered JSPs
(those JSPs that have been assigned GUIDs and are listed as servlets in web.xml
files), and EJB implementation classes.
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Specifying Session And Cache Timeout Values
For J2EE Components

When you deploy an application, session timeout values are set for the
applications’s J2EE components, such as JSPs, servlets and EJBs. These values
apply to all the J2EE components that run on your Web Server and Application
Servers.

You can specify session timeout values for individual J2EE components for each
application, on a need-basis. The value that you specify for an individual J2EE
component will override the default value set during deployment.

Cache timeout values can be specified for servlets and JSPs. These are set to 0 by
default when an application is deployed.

You can use Deployment Tool to set these values too. See the Online Help
provided with Deployment Tool.

This section describes the following topics:
e To Set Session Timeout Value For JSPs And Servlets
e To Set Session Timeout Value For EJBs

< To Set Cache Timeout Settings For JSPs And Servlets

To Set Session Timeout Value For JSPs And
Servlets

For JSPs and Servlets, session timeout value can be set for each application. These
values are set by default during deployment. You can modify the session timeout
value, by performing the following tasks:

1. Start iPlanet Registry Editor.
2. Open the following key:

SOFTWARE\iPlanet\Application Server\6.5\J2EE-Module\<module
name>\

If session timeout value has been specified already, you will see a key that
looks like this: session-timeout=() . If session timeout value has not been
specified, you can add it to the module.

3. Select the module for which you want to specify session timeout value.
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4. Click Edit>Add Value
5. Inthe Name field, specify a name, for example, Session-timeout

6. In the Value field, specify a value, for example, 10. Note that the timeout value
is specified in minutes.

7. Set the type of the value to Integer
8. Click OK to save your changes.

The session timeout value is set for the Servlets and JSPs that belong to your
application.
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To Set Session Timeout Value For EJBs

For EJBs, session timeout value is globally set using iASAT. See To Specify EJB
Container Parameters for Run Time for more information. The value that is set
through iIASAT is applicable to all the EJBs that are deployed.

However, you can customize the session timeout value for each individual EJB, in
iPlanet Registry. To specify the session timeout value for an EJB, perform the
following tasks:

1.
2.

Start iPlanet Registry Editor.
Open the following key:

SOFTWARE\iPlanet\Application Server\6.5\J2EE-Module\<module
name>\ejbs

You will see a string that looks like this:
<Beanhomename>=(18c06cf0-21dd-11d2094b6-0060083a5082)

The string within brackets is the GUID (Global Unique Identifier) that
identifies the EJB used in the selected application module. Make a note of this
GUID.

Navigate to SOFTWARE\iPlanet\Application Server\ClassDef\

This folder lists all the GUIDS that are attached to deployed applications.
Locate the GUID you want.

Expand the GUID key into its hierarchal tree.

Open the SessionDescriptor key. This key contains session timeout,
passivation timeout and other values that have been set for the EJB.

Modify the session timeout value and restart the server for the change to take
effect.
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To Set Cache Timeout Settings For JSPs And
Servlets

The default cache timeout is the period for which servlets and JSPs are kept in the
cache before they are purged by the Web Server. The default cache time is set at the
time of deployment.

You can change the default cache timeout settings for JSPs and Servlets, per GUID.
To do so, perform the following tasks:

1.

2.

7.

Start iPlanet Registry Editor.
Open the following key:

SOFTWARE\iPlanet\Application Server\6.5\J2EE-Module\<module
name>\servlets\

You will see a GUID, which looks like this:

<module name>servlet=(1a488137-7510-1941-bae5-080020b90148)
Make a note of this GUID.

Navigate to SOFTWARE\iPlanet\Application Server\ClassDef\

This folder lists all the GUIDS that are attached to deployed applications.
Locate the GUID you want.

Select the GUID and click Edit>Add Key

In the Name field, type Caching .

Create the following values under this key:

o Cache-Size (value in KB, type Integer )

o Cache-Timeout (value in seconds, type Integer )

o Cache-Option (value can be set as either Timeout-Create  or
Timeout-Lastaccess , type String ).

o Cache-Criteria (value that specifies appropriate cache criteria, type
String ). See the Java Developer’s Guide for more information on cache
criteria.

Restart the server for the changes to take effect.

If your application uses JSPs, you will find the relevant GUID in the path described
in Step 2.
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Enabling RMI/IIOP Support

iPlanet Application Server does not enable support for RMI/11OP access to EJBs,
during installation. However, you can add an RMI/ZI1OP bridge process to the
iPlanet Application Server environment through iASAT.

To add an RMI/IIOP bridge process to the iPlanet Application Server environment
through iASAT, perform the following tasks:

1.

8.

Start IASAT.
o On Solaris, go to <iASinstall>/ias/bin/ and type ksvradmin

o On Windows, from the Start menu, choose Programs>iPlanet
Application Server and choose iAS Administration Tool.

Select the server for which you want to add a new RMI/I1OP process. Expand
the server to view the processes under it.

You should see at least one kjs and one kxs process. You need to now add a cxs
process, to enable RMIZIIOP process.

Click File>New . Choose Process.
Select cxs from the Process drop down list.

In the Port text field, enter a port number that is different from the port
numbers being used by the other processes.

In the I1OP Port text field, specify a port number for the 11OP bridge process.
The default 11OP port number is 9010. You can retain this port number if it does
not conflict with the other port numbers already in your system environment.

Click OK to register the cxs process. The cxs process is added to the iPlanet
Application Server machine.

Restart the server to activate the cxs process.

On Solaris, you can also check for the existence of the IIOP bridge process from the
command line. For example:

ps - ef |grep iiop

root 1153 1 0 17:00:15 ? 0:00 /bin/sh/usr/iPlanet/iAS6/bin/kjs -cset
CCSO - eng 3 - iiop - DORBIinsPOrt=9010
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Setting Environment Variables for Databases

Although system environment variables for databases are set during installation,
verify that they have not changed.

On Solaris, you can type env at the prompt, to verify the environment variables.
Review the list of environment variables. If a any variable in the system
environment is not set according to the guidelines provided here, change it to the
proper setting.

Sybase
= For Bourne Shell:

DSQUERY=<sybase servername>; export DSQUERY
= For C Shell:

setenv DSQUERY <sybase servername>

Replace sybase servername  with the name of the user’s Sybase server.

Oracle
= For Bourne Shell:

ORACLE_HOME=<oracle install directory>; export ORACLE_HOME
= For C Shell

setenv ORACLE_SID <oracle SID>

setenv ORACLE_HOME <oracle install directory>

< For Bourne Shell:
DB2INSTANCE=dbZinstance>; export DB2INSTANCE
e For C Shell

setenv DB2INSTANCE <dbZinstance>
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INFORMIX

< For Bourne Shell:
INFORMIXSERVER=informixserver>; export INFORMIXSERVER
e For C Shell

setenv INFORMIXSERVER <informixserver>

Adjusting Environment Size

After installation, if you notice any Administrative Server processes consuming
100% of your system resources, increase the size of the environment space on your
NT machine. Edit the file Config.nt , found in the System32 directory of your
system root (normally C:\Winnt or C:\Winnt4 ) by adding the following line, and
then restart your machine:

SHELL=%systemroot%\system32\command.com /e:2048

If you still experience the problem after restarting your machine, try increasing the
environment size further by specifying /e:4096 , instead of /e:2048 , in the line
above.
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Appendix A

Troubleshooting

This appendix contains the following information about troubleshooting iPlanet
Application Server:

= Configuring the Class Path

< How Do | Configure the Number of Server-Side Connections?

Configuring the Class Path

When running applications, if the iPlanet Application Server Class Loader is
unable to find the AppLogic class file through the SYSTEM_JAVAarameter (the
registry parameter that contains both the CLASSPATH and GX_CLASSPATH
settings) in the registry, iPlanet Application Server hands the request over to the
Java Class Loader, which in turn reads the CLASSPATHNnvironment variable to find
the class file. This allows AppLogics and servlets to execute even if the user class
path is not specified.

How Do | Configure the Number of Server-Side
Connections?

Once a global transaction is started on a thread, a connection is tied to that thread.
Therefore, when configuring the number of server-side connections, use the total
number of Java Server (KJS) threads in your enterprise.

For example, for Oracle databases, change the value of max_number_processes in
the initinstancename.ora file in the pfile  directory of the Oracle server
installation.
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Glossary

Access Control Entries (ACEs) A hierarchy of rules which the web server uses to
evaluate incoming access requests.

Access Control List (ACL) A collection of ACEs. An ACL is a mechanism for
defining which users have access to your server. You can define ACL rules that are
specific to a particular file or directory, granting or denying access to one or more
users and groups.

admpw The username and password file for the Enterprise Administrator Server
superuser.

agent Software that runs the network-management software in a network device,
such as a router, host, or X terminal. See also intelligent agents.

authentication Allows client to verify that they are connected to an SSL-enabled
server, preventing another computer from impersonating the server or attempting
to appear SSL-enabled when it isn’t.

authorization The granting of access to an entire server or particular files and
directories on it. Authorization can be restricted by criteria including hostnames
and IP addresses.

browser See client.

cache A copy of original data that is stored locally. Cached data doesn’t have to
be retrieved from a remote server again when requested.

certification authority (CA) A third-party organization that issues digital files
used for encrypted transactions.
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certificate A nontransferable, nonforgeable, digital file issued from a third party
that both communicating parties already trust.

Certificate revocation list (CRL) CA list, provided by the CA, of all revoked
certificates.

Compromised key list (CKL) A list of key information about users who have
compromised keys. The CA also provides this list.

CGIl Common Gateway Interface. An interface by which external programs
communicate with the HTTP server. Programs that are written to use CGl are
called CGI programs or CGI scripts. CGI programs handle forms or parse output
the server does not normally handle or parse.

chroot  An additional root directory ypu can create to limit the server to
specific directories. You’d use this feature to safeguard an unprotected server.

cipher A cipher is a cryptographic algorithm (a mathematical function), used for
encryption or decryption.

ciphertext Information disguised by encryption, which only the intended
recipient can decrypt.

client Software, such as Netscape Navigator, used to request and view World
Wide Web material. Also known as a browser program.

clientauth Client authentication.

collection A database that contains information about documents, such as word
list and file properties. Collections are used by the search function to retrieve
documents matching specified search criteria.

Common LogFile Format The format used by the server for entering information
into the access logs. The format is the same among all major servers, including the
iPlanet FastTrack and Enterprise servers.

connection group.

DHCP Dynamic Host Configuration Protocol. An Internet Proposed Standard
Protocol that allows a system to dynamically assign an IP address to individual

computers on a network.

daemon (Unix) A background process responsible for a particular system task.
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DNS Domain Name System. The system that machines on a network use to
associate standard IP addresses (such as 198.93.93.10) with hostnames (such as
www.netscape.com ). Machines normally get this translated information from a
DN server, or they look it up in tables maintained on their systems.

DNS alias A hostname that the DNS server knows points to a different
host—specifically a DNS CNAME record. Machines always have one real name,
but they can have one or more aliases. For example, an alias such as
www.yourdomain.domain might point to a real machine called

realthing.  yourdomain.domain where the server currently exists.

document root A directory on the server machine that contains the files, images,
and data you want to present to users accessing the server.

drop word See stop word.

encryption The process of transforming information so it can’t be decrypted or
read by anyone but the intended recipient.

Administration Server A web-based server that contains the forms you use to
configure all of your iPlanet Web Servers.

expires header The expiration time of the returned document, specified by the
remote server.

extranet An extension of a company’s intranet onto the Internet, to allow
customers, suppliers, and remote workers access to the data.

fancy indexing A method of indexing that provides more information than
simple indexing. Fancy indexing displays a list of contents by name with file size,
last modification date, and an icon reflecting file type. Because of this, fancy
indexes might take longer than simple indexes for the client to load.

file extension The last part of a filename that typically defines the type of file. For
example, in the filename index.html  the file extension is html .

file type The format of a given file. For example, a graphics file doesn’t have the

same file type as a text file. File types are usually identified by the file extension
(.gif  or.html ).
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firewall A network configuration, usually both hardware and software, that
protects networked computers within an organization from outside access.
Firewalls are commonly used to protect information such as a network’s email and
data files within a physical building or organization site.

flexible log format A format used by the server for entering information into the
access logs.

FORTEZZA An encryption system used by U.S. government agencies to manage
sensitive but unclassified information.

FTP File Transfer Protocol. An Internet protocol that allows files to be transferred
from one computer to another over a network.

GIF Graphics Interchange Format. A cross-platform image format originally
created by CompusServe. GIF files are usually much smaller in size than other
graphic file types (BMP, TIFF). GIF is one of the most common interchange
formats. GIF images are readily viewable on Unix, Microsoft Windows, and Apple
Macintosh systems.

hard restart The termination of a process or service and its subsequent restart.
See also soft restart.

home page A document that exists on the server and acts as a catalog or entry
point for the server’s contents. The location of this document is defined within the
server’s configuration files.

hostname A name for a machine in the form machine.domain.dom, which is
translated into an IP address. For example, www.iplanet.com is the machine www
in the subdomain iplanet and com domain.

HTML Hypertext Markup Language. A formatting language used for documents
on the World Wide Web. HTML files are plain text files with formatting codes that
tell browsers such as the Netscape Navigator how to display text, position graphics
and form items, and display links to other pages.

HTTP HyperText Transfer Protocol. The method for exchanging information
between HTTP servers and clients.

HTTP-NG The next generation of HyperText Transfer Protocol.
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HTTPD An abbreviation for the HTTP daemon or service, a program that serves
information using the HTTP protocol. The Netscape Enterprise Server is often
called an HTTPD.

HTTPS A secure version of HTTP, implemented using the Secure Sockets Layer,
SSL.

imagemap A process that makes areas of an image active, letting users navigate
and obtain information by clicking the different regions of the image with a mouse.
Imagemap can also refer to a CGI program called “imagemap,” which is used to
handle imagemap functionality in other HTTPD implementations.

inittab (Unix) A Unix file listing programs that need to be restarted if they stop
for any reason It ensures that a program runs continuously. Because of its location,
it is also called /etc/inittab . This file isn’t available on all Unix systems.

intelligent agent An object within a server that performs various requests (such
as HTTP, NNTP, SMTP, and FTP requests) on behalf of the user. In a sense, the
intelligent agent acts as a client to the server, making requests that the server
fulfills.

IP address Internet Protocol address. A set of numbers, separated by dots, that
specifies the actual location of a machine on the Internet (for example,
198.93.93.10).

ISDN Integrated Services Digital Network.

ISINDEX An HTML tag that turns on searching in the client. Documents can use
a network navigator’s capabilities to accept a search string and send it to the server
to access a searchable index without using forms. In order to use <ISINDEX>, you
must create a query handler.

ISMAP ISMAP is an extension to the IMG SRC tag used in an HTML document
to tell the server that the named image is an imagemap.

ISP Internet Service Provider. An organization that provides Internet
connectivity.

Java An object-oriented programming language created by Sun Microsystems
used to create real-time, interactive programs called applets.

JavaScript A compact, object-based scripting language for developing client and
server Internet applications.
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JavaServer Pages Extensions that enable all JavaServer page metafunctions,
including instantiation, initialization, destruction, access from other components,
and configuration management. JavaServer pages, are reusable Java applications
that run on a web server rather than in a web browser.

Java Servlets Extensions that enable all Java servlet metafunctions, including
instantiation, initialization, destruction, access from other components, and
configuration management. Java servlets are reusable Java applications that run on
a web server rather than in a web browser.

last-modified header The last modification time of the document file, returned in
the HTTP response from the server.

magnus.conf The main Enterprise Server configuration file. This file contains
global server configuration information (such as, port, security, and so on). This file
sets the values for variables that configure the server during initialization.
Enterprise Sever reads this file and executes the variable settings on startup. The
server does not read this file again until it is restarted, so you must restart the
server every time you make changes to this file.

MD5 A message digest algorithm by RSA Data Security. MD5 can be used to
produce a short digest of data that is unique with high probability. It is
mathematically extremely hard to produce a piece of data that produces the same
message digest email.

MD?5 signature A message digest produced by the MD5 algorithm.
MIB Management Information Base.

MIME Multi-Purpose Internet Mail Extensions. An emerging standard for
multimedia email and messaging.

mime.types The MIME (Multi-purpose Internet Mail Extension) type
configuration file. This file maps file extensions to MIME types, to enable the server
to determine the type of content being requested. For example, requests for
resources with .html extensions indicate that the client is requesting an HTML file,
while requests for resources with .gif  extensions indicate that the client is
requesting an image file in GIF format.

MTA Message Transfer Agent. You must define your server’s MTA Host to use
agent services on your server.
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iPlanet Console A Java application that provides server administrators with a
graphical interface for managing all iPlanet servers from one central location
anywhere within your enterprise network. From any installed instance of iPlanet
Console, you can see and access all the Netscape servers on your enterprise’s
network to which you have been granted access rights.

NIS (Unix) Network Information Service. A system of programs and data files
that Unix machines use to collect, collate, and share specific information about
machines, users, file systems, and network parameters throughout a network of
computers.

network management station (NMS) A machine users can use to remotely
manage a network. A managed device is anything that runs SNMP such as hosts,
routers, and iPlanet servers. An NMS is usually a powerful workstation with one
or more network management applications installed.

NNTP Network News Transfer Protocol for newsgroups. You must define your
news server host to use agent services on your server.

NSAPI See Server Plug-in API.

obj.conf The server’s object configuration file. This file contains additional
initialization information, settings for server customization, and instructions that
the server uses to process requests from clients (such as browsers). Enterprise
Server reads this file every time it processes a client request.

password file (Unix) A file on Unix machines that stores Unix user login names,
passwords, and user ID numbers. It is also known as /etc/passwd , because of
where it is kept.

primary document directory See document root.

protocol A set of rules that describes how devices on a network exchange
information.

private key The decryption key used in public-key encryption.
public key The encryption key used in public-key encryption.
public information directories (Unix) Directories not inside the document root

that are in a Unix user’s home directory, or directories that are under the user’s
control.
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Quality Feedback Agent An error-handling mechanism that enables you to
automatically send error information (stack and register dump) to iPlanet.

RAM Random access memory. The physical semiconductor-based memory in a
computer.

rc.2.d (Unix) A file on Unix machines that describes programs that are run when
the machine starts. This file is also called /etc/rc.2.d because of its location.

redirection A system by which clients accessing a particular URL are sent to a
different location, either on the same server or on a different server. This system is
useful if a resource has moved and you want the clients to use the new location
transparently. It’s also used to maintain the integrity of relative links when
directories are accessed without a trailing slash.

resource Any document (URL), directory, or program that the server can access
and send to a client that requests it.

RFC Request For Comments. Usually, procedures or standards documents
submitted to the Internet community. People can send comments on the
technologies before they become accepted standards.

root (Unix) The most privileged user on Unix machines. The root user has
complete access privileges to all files on the machine.

server daemon A process that, once running, listens for and accepts requests
from clients.

Server Plug-in APl  An extension that allows you to extend and/or customize the
core functionality of iPlanet servers and provide a scalable, efficient mechanism for
building interfaces between the HTTP server and back-end applications. Also
known as NSAPI.

server root A directory on the server machine dedicated to holding the server
program, configuration, maintenance, and information files.

simple index The opposite of fancy indexing—this type of directory listing
displays only the names of the files without any graphical elements.

SNMP  Simple Network Management Protocol.
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SOCKS Firewall software that establishes a connection from inside a firewall to
the outside when direct connection would otherwise be prevented by the firewall
software or hardware (for example, the router configuration).

soft restart A way to restart the server that causes the server to internally restart,
that is, reread its configuration files. A soft restart sends the process the HUPsignal
(signal number one). The process itself does not die, as it does in a hard restart.

SSL Secure Sockets Layer. A software library establishing a secure connection
between two parties (client and server) used to implement HTTPS, the secure
version of HTTP.

stop word A word identified to the search function as a word not to search on.
This typically includes such words as the, a, an, and. Also referred to as drop words.

strftime A function that converts a date and a time to a string. It’s used by the
server when appending trailers. strftime has a special format language for the
date and time that the server can use in a trailer to illustrate a file’s last-modified
date.

superuser (Unix) The most privileged user available on Unix machines (also
called root). The superuser has complete access privileges to all files on the
machine.

Sym-links (Unix) Abbreviation for symbolic links, which is a type of redirection
used by the Unix operating system. Sym-links let you create a pointer from one
part of your file system to an existing file or directory on another part of the file
system.

TCP/IP  Transmission Control Protocol/Internet Protocol. The main network
protocol for the Internet and for enterprise (company) networks.

telnet A protocol where two machines on the network are connected to each
other and support terminal emulation for remote login.

timeout A specified time after which the server should give up trying to finish a
service routine that appears hung.

TLS Secure Sockets Layer. A software library establishing a secure connection

between two parties (client and server) used to implement HTTPS, the secure
version of HTTP.
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top (Unix) A program on some Unix systems that shows the current state of
system resource usage.

top-level domain authority The highest category of hostname classification,
usually signifying either the type of organization the domain is (for example, .com
is a company, .edu is an educational institution) or the country of its origin (for
example, .us is the United States, .jp isJapan, .au is Australia, .fi is Finland).

uid (Unix) A unigue number associated with each user on a Unix system.

URI Uniform Resource Identifier. A file identifier that provides an additional
layer of security by using an abbreviated URL. The first part of the URL is
substituted with a URL mapping that hides the file’s full physical pathname from
the user. See also URL mapping.

URL Uniform Resource Locator. The addressing system used by the server and
the client to request documents. A URL is often called a location. The format of a
URL is protocol://machine:port/document.

A sample URL is http://www.netscape.com/index.html

URL database repair A process that repairs and updates a URL database that has
been damaged by a software failure, a system crash, a disk breakdown, or a full file
system.

URL mapping The process of mapping a document directory’s physical
pathname to a user-defined alias so that files within the directory need only refer to
the directory’s alias instead of the file’s full physical pathname. Thus, instead of
identifying a file as usr/Netscape/SuiteSpot/docs/index.html , you could
identify the file as /myDocs/index.html . This provides additional security for a
server by eliminating the need for users to know the physical location of server
files.

web publishing The capability of server clients to access and manipulate server
files, editing and publishing documents remotely. Web publishing provides
document version control, link management, search, access control, and agent
services to server users.

web application A collection of servlets, JavaServer Pages, HTML documents,

and other web resources which might include image files, compressed archives,

and other data. A web application may be packaged into an archive (a WAR file) or exist
in an open directory structure.
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Web Application Archive (WAR) An archive file that contains a complete web
application in compressed form. iPlanet Web Server cannot access an application in
a WAR file. You must uncompress a web application (deploy it using the wdeploy
utility) before iPlanet Web Server can serve it.

Windows CGI (Windows NT) CGI programs written in a Windows-based
programming language such as Visual Basic.
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adding and tuning 136
in failover 298
process attributes 56
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size, setting 144
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enabling 169
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configuring 181
described 168
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configuring 337
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dump file format 97
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described 299
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example of 73
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documentation 104, 162
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logging options 96
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documentation
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logging 100
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dump file format 98
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EJBs
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from services 78
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event logging 87
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to file 85
using scripts to set up 87
event notification 61
by script 64
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process attributes 54
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failover 298
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DSync logging option 97
failover save interval
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hearbeat
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use in logging 94
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HTTP_ACCEPT 9%
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HTTP_HOST 94
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HTTP_USER_AGENT 94
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HTTPS
defined 343
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support 146

iAS Adminstration See iPlanet Application Server

Administration Tool.
in-doubt transactions
resolving 232
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INIT file 74
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defined 343
installation key, updating 38
intelligent agents. See agents
IP addresses
defined 343
iPlanet Application Server
multiple server environment 257, 263
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resources, increasing 135
iPlanet Application Server Administration Tool
described 22
starting 23
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documentation 104
using to create users and groups 107, 108
iPlanet Registry Editor 32
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broadcast interval 292
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described 275
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and multicast communication 262
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load-balancing service 287, 290, 292
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logging
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web server requests 168
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mapping HTTP variables 178
master agent 68
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starting 74

starting on a nonstandard port 74
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described 300

MaxHops 309, 318

maximum engine shutdown time
setting 147

maximum server shutdown time
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MCastPort 295
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memory thrash 54, 288, 293

message-logging service 77
configuring 84

messages
choosing which type to log 78
console 85
error 78
event logging 77
formatting 79
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warning 78

messenger
DSync logging option 97
MIB 70
MIME, defined 344
module
DSync logging option 97
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configuring 294
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NIS, defined 345
NNTP

defined 345
NoCookie 180
NSAPI 95

O

Oracle resource managers 232

P

partitioning applications 264, 265, 266
passivation timeout
described 144
setting 144
passive monitoring 61
password file 345
PATH_INFO 94
per component response time
setting up 281
per server response time
setting up 282
performance 135
charting 53
logging 53
monitoring 53
plots
adding 58
poll for events 64
port number for web connector
configuring 181
described 168
primary synchronization server. See Sync Primaries
priority
changing server 312
clusters 322
data synchronization, described 300
not assigned to Sync Local 302
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registry 178
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request execution profiles 281
request threads 137
REQUEST_METHOD 95
requests
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total 56

total number 55, 56
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increasing 276
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Rich Client 56
Rich Clients 235
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about 103
managing 112
root
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round robin
setting up 283
run time
setting EJB container declarative parameters
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implementing 106
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security, application 103
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server load criteria 287, 293
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server response time 288
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servers
changing priority 312
session timeout
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setting 144
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enabling statistics collection 69
monitoring 67
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SOCKS, defined 347
SSL
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sticky load balancing 271, 277
enabling 278

stop words 347
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Sync Servers
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performance impact 135
request waiting 56
single-threaded environment 148
specifying minimum and maximum 137
user requests, adjusting number 137
timeout
DSync logging option 97
timer interval
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setting 144
toggle mode 273
token
DSync logging option 97
top-level domain authority 348
transaction log failure
recovering 232
transaction manager 221
transactions
administering in Transaction window 223
configuring per process 229
configuring per server 224
monitoring 56, 57
transport mappings
described 75
example of 75
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uid
defined 348
UNIX 87
unregistering a server 25
update interval 292
updating installation key 38
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URLs
defined 348
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user groups 115
user-defined criteria
setting up 287

358 iPlanet Application Server Administrator's Guide * February 2002

users
modifying 117

users and groups
creating with iPlanet Console 107, 108
managing 105
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W

warning messages 78
wdeploy utility 349
web application
defined 348
web application archive (WAR)
defined 349
web connector
configuring 167, 259
described 93
in multiple-iAS environment 257
port number, configuring 181
web connector plug-in 257, 258
web publishing
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web server
configuring manually 168
web server requests
logging 168
weight factors
adjusting 289, 290
adjusting for load balancing 287
wide area network (WAN) 261
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