Process Administrator’'s and
Business Manager’s Guide

iPlanet Process Manager 6.0

806-5252-01
May 2000



Copyright© 2000 Sun Microsystems, Inc. Some preexisting portions Copyright© 2000 Netscape Communications
Corporation. All rights reserved.

Sun, Sun Microsystems, the Sun logo, iPlanet and the iPlanet logo are trademarks or registered trademarks of Sun
Microsystems,Inc.intheUnitedStatesandothercountries.NetscapeandtheNetscapeNlogoareregisteredtrademarks
ofNetscapeCommunicationsCorporationintheU.S.andothercountries. OtherNetscapelogos, productnames,and
service names are also trademarks of Netscape Communications Corporation, which may be registered in other
countries.

Federal Acquisitions: Commercial Software—GovernmentUsersSubjecttoStandardLicense Termsand Conditions

The productdescribed in this document is distributed under licenses restricting its use, copying, distribution, and
decompilation.No part ofthe productorthisdocumentmay be reproduced inany form by any meanswithout prior
written authorization of the Sun-Netscape Alliance and its licensors, if any.

THIS DOCUMENTATION IS PROVIDED “AS 1S” AND ALL EXPRESS OR IMPLIED CONDITIONS,
REPRESENTATIONS AND WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT, ARE
DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY
INVALID.

Copyright © 2000 Sun Microsystems, Inc. Pour certaines parties préexistantes, Copyright © 2000 Netscape
Communication Corp. Tous droits réservés.

Sun,SunMicrosystems,theSunlogo,iPlanetettheiPlanetlogosontdesmarquesdefabriqueoudesmarquesdéposées
deSunMicrosystems, Inc.auxEtats-Unisetd’autrepays. NetscapeettheNetscape Nlogosontdesmarquesdéposées
deNetscape CommunicationsCorporationauxEtats-Unisetd’autre pays. Lesautreslogos,lesnomsde produit, etles
nomsdeservicedeNetscapesontdesmarquesdéposéesdeNetscapeCommunicationsCorporationdanscertainsautres
pays.
Leproduitdécritdanscedocumentestdistribuéselondesconditionsdelicencequienrestreignentl'utilisation,lacopie,
ladistributionetladécompilation.Aucunepartiedeceproduitnidecedocumentnepeutétrereproduitesousquelque
formeouparquelguemoyenquecesoitsansl’autorisationécritepréalabledel’AllianceSun-Netscapeet,lecaséchéant,
de ses bailleurs de licence.

CETTE DOCUMENTATION EST FOURNIE “EN L'ETAT”, ET TOUTES CONDITIONS EXPRESSES OU
IMPLICITES, TOUTES REPRESENTATIONS ET TOUTES GARANTIES, Y COMPRIS TOUTE GARANTIE
IMPLICITE D'APTITUDE A LA VENTE, OU A UN BUT PARTICULIER OU DE NON CONTREFAGON
SONT EXCLUES, EXCEPTE DANS LA MESURE OU DE TELLES EXCLUSIONS SERAIENT CONTRAIRES
A LA LOL



Contents

Preface .. 7

ABOUL ThisS GUIE . ... e e 7
Conventions Used in This GUIAE . ... ... e e 8
Viewing Documentation ONliNe . ... ... .. 8
For Further Information . . ... ... e 9
Chapter 1 INtrodUCHioN . ... ... 11
Overview of Process Manager COMPONENTS . . ... ...ttt et e 12
IT AdmINistrator Tasks . ... ... e e 13
BuSiNess Manager Tasks . . .. ..ottt e 14
Chapter 2 Overview of Cluster and Application Administration ...................... 15
ADOUL CIUSEEIS . o .t e e e e e e e 15
Process Manager Applications . .. ... ... .. e 16
Overview of Process Administrator Tasks ... ... ... oot e e 16
Accessing Process ADMINISTrator . .. ... ... ..t 17
Directories in Process Manager . . .. ...ttt e e 17
The Configuration DireCtory . ... ... o e e 18
The Corporate User DIreCtory ... ... e e e e 18
Changing Your USer DIFeCIOrY ... ...ttt e e e e e e 18
Change the Directory for Authentication ............ ... . i 19
USIiNG @ NEW DIreCtory SEIVEN . . ..ottt e e et e e e e e e e e e e e 19
Make an Existing Cluster Point to a New Corporate Directory .............. ... .. .ciun... 19
Create a NEeW CIUSTEN . . . ... e e e e e e e e e 20
Making Applications Work with a New Corporate Directory .................. i, 20
Changing Members of Groupsand Roles .......... ... i 21
Directory Server Terms and Attributes . ... ... i e 21
LD AP T OIS ot e e e 22
LDAP ALtribUtes . .. ... 22



4

DireCtory StrUCTUIE . .. .t e e e e e et e e e e e e 23

LD AP URLS .\ttt e e 24
SeCUrity IN ProCess Manager . ... ..ottt et et e e 25
Chapter 3 Configuration Files .. ... . i e e 27
OV IV W L ot e e e 27

The iPlanet Web Server Files ... ... 27

The Process Builder Preferences File ........... . i e 28
Process Manager Filesand FOIers ... ... .. e 29
Error Messages @nd LOGgS . . ..o oottt e e e e e e 29
Chapter 4 Managing ClUSterS . .. ... . e e e 31
ADOUL CIUSEEES .« oot e e e e 31
Creating @ CIUSTEr . ... o e e e 32

New Cluster Information . ... ... .. . e e e e 34

What Happens at Cluster Creation . ... ot e e 38
Joining an EXIsting CIUSEEr . ... ... i e 39

Existing Cluster Information ... 39

What Happens at CIuSter JOINING .. .. ... ..o e e 41
Managing @ ClUSTEEr . .. .. 41

Changing Cluster Information . .......... . 42

Accessing Directory Server Information ........... .. .. 44

Viewing the Process Administrator LOgS .. ...... ...t 44

Unjoining From a ClUSter .. ... o 45

Deleting @ ClUSTEr ... o e 46
Chapter 5 Managing Applications .. ... i e e e 49
AbOUL APPLICatIONS . . .. 49
Stopping & Starting APPlCAtIONS . . . .. ... o 51

AU AT . ..o e e 52

Initializing an Application . ... ... . 53

137 0] o 53

) - 54
Closing APPLIiCatIONS . . ... 54
Uninstalling Applications . . ... .. 55
Viewing the Application LOgS ... ..ot e 56
Exporting and Deleting Data . ... ...t 57

Process Manager Process Administrator's and Business Manager's Guide * May 2000



Chapter 6 Databases . ... .. ...ttt 63

L0 1 =T = 63
Using Databases With Process Manager . ......... ...t e e 65
Cross-Application Tables . ... 65
Primary & FOreign KeY s . ... 67
Databhase ViBWS . . . .ot 67
Database USBIS . ...ttt et e 69
Database AdaPIerS . ..ot 70
Storing Digital Signatures . ... ... o e 70
Setting Up YoUr Database . .......o it e 71
Database CONNECLIONS . .. . ...ttt e et e e e e e e e e e e e et 71
Chapter 7 Managing Process Instances and Work Items . ......... .. ... ... ... .. .... 75
About Process Instances and Work [tems .. ... ... 75
Accessing Process BUSINESS MANAGET . . .. ..ottt e e e 79
Managing Process INSTANCES . ... .. ottt e e 79
FINding Process INStaNCES . . .. ... e e e e e e 80
The Process INStances List . . ... ... 81
Administering @ Process INStanCe .. ... ..ttt 83
Viewing Details and HiStory . ........ ... 85
Managing WorkK emS .. ... e 86
FINAing WoOrK [t8mMS . ..o e e e 87
The WOork Item List ... .. e e 88
Administering a Work Item .. ... 89
Chapter 8 StatiStiCS . ... ... e 93
Obtaining Process Instance StatiStiCs . ... ... ... . e e 93
Obtaining Work Item StatistiCs .. ... ... e e 96
GlOSSaANY ettt 99

X o 103



6  Process Manager Process Administrator's and Business Manager’s Guide « May 2000



Preface

This Process Administrator and Business Manager’s Guide provides information for
administering Process Manager clusters, applications, process instances and work
items.

Typically, two different categories or people are involved in administering Process
Manager, these are information technology administrators (IT administrators) and
business managers.

= |IT administrators are responsible for installing and maintaining Process
Manager and for managing clusters and deployed applications.

= Business managers perform administrative tasks for managing process
instances and work items.

During the development phase, developers may find themselves performing both
these roles -- they need to administer applications to clean up test applications and
they need to administer process instances to clean up test process instances and
work items.

This guide assumes you have installed Process Manager on your system. For
installation instructions, see the Installation Guide.

This chapter has the following sections:
= About This Guide

= Conventions Used in This Guide

= Viewing Documentation Online

e For Further Information

About This Guide

This book has the following contents:

= Chapter 1, “Introduction” describes the components of Process Manager. Both
IT Administrators and Business Process Managers should read this chapter.



Conventions Used in This Guide

= Chapters 2 through 6 provide information needed by IT Administrators.

= Chapters 7 and 8 provide information needed by Business Process Managers.

Conventions Used in This Guide

File and directory paths are given in Windows format (with backslashes separating
directory names). For Unix versions, the directory paths are the same, except
slashes are used instead of backslashes to separate directories.

This guide uses URLSs of the form:
http://server.domain/path/file.ntml

In these URLS, server is the name of server on which you run your application;
domain is your Internet domain name; path is the directory structure on the server;
and file is an individual filename. Italic items in URLs are placeholders.

This guide uses the following font conventions:

= The nonospace font is used for sample code and code listings, APl and
language elements (such as function names and class names), file names, path
names, directory names, and HTML tags.

= talic type is used for book titles, emphasis, variables and placeholders, and
words used in the literal sense. It is also used for glossary terms.

Viewing Documentation Online

8

For your convenience, Process Manager manuals are replicated online in both PDF
and HTML formats. You can access the online documentation from the Help menu
of each Process Manager component. You can access context-sensitive
documentation by clicking a Help button or link in each Process Manager
component.

The documentation is available at the iPlanet web site:
http://docs.iplanet.com/docs/manuals/index.html

The documentation is also available in the Process Builder installation at
builderRoot/ manual .

Process Manager Process Adminstrator’s and Business Manager’s Guide « May 2000



For Further Information

For Further Information

Table0-1summarizesthetasksinvolvedinusingProcessManagerandexplainswheretogo

for more information about each one.

Table 0-1 Summary of Process Manager Components

Do What?

Which Process
Manager
Component?

Comments

Install Process
Manager 6.0

Build a process
application

Perform the steps
in a process

Administer a
process application

Build Java custom
data fields and
activities in Java.
Also use the Java
API to
programmatically
interact with
Process Manager.

Process Builder

Process Express

Process
Administrator and
Business Manager

Process Manager
Java classes and
API which are
available in a JAR
file.

For more information, read the Process Manager 6.0
Installation Guide.

The Builder is a graphical user interface for building
processes.

For more information, read the Process Builder’s Guide.

The Express is a web-based interface that is used by the
people who perform tasks in a process. It includes a
customized worklist for each person as well as a web-based
form for each task.

For more information about Process Express, see the Process
Express User’s Guide.

This is a set of web-based interface for doing administration
tasks such as shutting down processes.

For more information, read the rest of this book.

Java programmers can build custom data fields and custom
activies in Java that can be imported into the Process Builder.
Programmers can also create Java applications that embed
Process Manager functionality or present customized front
ends to Process Manager.

For more information, see the Process Manager Programmer’s
Guide.

Preface



For Further Information
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Chapter 1

Introduction

Process Manager is a system for automating the flow of control for business
processes. The components that make up Process Manager include a graphical
design interface for defining processes, two administrative interfaces for
configuring Process Manager and managing applications, and an end-user
interface for creating work requests, handling work items, and performing
searches.

This guide focuses on using the two administrative interfaces for configuring
Process Manager and managing applications. Typically, two different categories of
people are involved in administering Process Manager 6.0. These are information
technology administrators (IT administrators) and business managers.

e |T administrators

are responsible for installing and maintaining Process Manager and for
managing clusters and deployed applications. These tasks are performed in
the Process Administrator interface.

= Business managers

perform administrative tasks for managing process instances and work items,
for example, deleting process instances that need to be removed from the
system. These tasks are performed in the Process Business Manager interface.

During the development phase, developers often find themselves performing both
these roles. They perform the role of IT administrator when they clean up test
applications and they perform the role of business manager when they delete
process instances and work items.

This introductory chapter includes the following sections:
= Overview of Process Manager Components

e |T Administrator Tasks

11



Overview of Process Manager Components

Business Manager Tasks

Overview of Process Manager Components

Process Manager consists of these components:

12

Process Administrator: An application accessible through your web browser
that is used for managing clusters and applications in Process Manager.

Process Business Manager: An application accessible through your web
browser that is used for managing processes and statistics for Process
Manager.

Process Builder: The Java application for building Process Manager
applications.

Process Express: The HTML-based interface for end users who are accessing
Process Manager applications.

Process Engine: The software internal to Process Manager.

Process Manager also uses these other components, which it associates into a
cluster:

a corporate user LDAP directory service
a configuration LDAP directory service that stores the application definitions

a relational database for user data, such as the products available from Oracle
and Sybase

one or more iPlanet Application Servers
an iPlanet Web Server

a mail server for notifications

When an application developer using Process Builder deploys an application they
must identify the cluster on which to deploy it. All successfully deployed
applications are available to any valid end user on any iPlanet Application Server
across the cluster. All applications in a cluster share the same common database
and directories. They access the same Directory Server for their process definitions
and they use the same set of cross-application tables in the database, as well as the
same corporate users and groups directory.

Process Manager Process Administrator's and Business Manager’s Guide ¢ May 2000



Builder
Epress / Server

IT Administrator Tasks

End users use Process Express to access the applications built in Process Builder.
As they create new work requests and other examples of business processes, called
process instances, and as they complete their assigned tasks, called activities in the
Process Builder and work items in Process Business Manager, they are generating
user data that is stored in the cluster’s database.

Figure 1-1  Process Manager Components

Process Directory

Admin

Business
Manager

Web
Server .
iPlanet
Application
Web Server database
Server

IT Administrator Tasks

IT Administrators are responsible for installing Process Manager , for creating and
maintaining clusters and for managing deployed applications.

The first task is to install the Process Manager components and make sure they are
configured correctly for your environment. See the Installation Guide for details.

The next step is to use the Administrator interface to create a cluster so that Process
Builder can deploy applications that can be used across the enterprise. You can
continue to manage and update the cluster as needed. For example, you may need
to switch to a different corporate user directory or you may want to add other
iPlanet Application Servers to the cluster.

IT administrators can use the Administrator interface for tasks involving clusters,
such as creating and joining clusters. For some other tasks, such as switching to a
different corporate directory, you need to use other interfaces such as the Netscape
Console on the iPlanet Application Server or the iPlanet Web Server administration
interface.

IT administrators should understand clusters and be familiar with directory
servers.

Chapter 1 Introduction 13



Business Manager Tasks

IT administrators should read the following chapters:
= Chapter 2, “Overview of Cluster and Application Administration”

This chapter discusses the concept of clusters, explains how to access the
Administrator interface, and discusses directory server concepts and terms.

= Chapter 3, “Configuration Files”

This chapter discusses the folders and files that Process Manager uses or
modifies.

= Chapter 4, “Managing Clusters”

This chapter discusses clusters and explains how to create, join, and delete
clusters and how to view logs.

= Chapter 5, “Managing Applications”

This chapter discusses how to manage deployed applications, including how
to start and stop them, close and uninstall them, view the application logs and
export and delete data.

= Chapter 6, “Databases”

This chapter provides general guidelines for using databases with Process
Manager.

Business Manager Tasks

Business managers use the Process Business Manager interface to perform
administrative tasks for managing process instances and work items, for example,
deleting process instances that need to be removed from the system.

Business Managers should read the following chapters:
= Chapter 7, “Managing Process Instances and Work Items”

This chapter discusses how to access the Business Manager interface. It
explains how to search for process instances and work items, move a process
instance to an exit point, view details and history, and change the state of work
items.

= Chapter 8, “Statistics”

This chapter describes how to view statistics about process instances and work
items, such as how many process instances were started, suspended and closed
for a particular application.

14  Process Manager Process Administrator's and Business Manager’s Guide « May 2000



Chapter 2

Overview of Cluster and Application
Administration

This chapter contains information that is essential to IT administrators. The chapter
introduces the concept of clusters, discusses the duties of the IT administrator,
discusses the use of directory servers in Process Manager, and discusses security
issues.

It has the following sections:

= About Clusters

= Overview of Process Administrator Tasks
= Directories in Process Manager

= Changing Your User Directory

= Using a New Directory Server

= Directory Server Terms and Attributes

= Security in Process Manager

About Clusters

Process Manager is an application that runs on iPlanet Application Server. Process
Manager uses the application server to run the HTML-based Process
Administrator, Process Business Manager, and Process Express.

Process Manager associates a configuration directory, a corporate user directory, a
relational database, one or more iPlanet Web Servers and one or more iPlanet
Application Servers into a cluster.

15



Overview of Process Administrator Tasks

As the administrator, you can perform these iPlanet Application Server-related
tasks:

= Join your local iPlanet Application Server to an existing cluster.
< Remove your local iPlanet Application Server from a cluster.

Each cluster must have at least one application server, but there can be more than
one if several networked systems use the same cluster. All applications are
replicated to all iPlanet Application Server machines in a cluster.

Process Manager Applications

All Process Manager applications run as applications on each iPlanet Application
Server machine in a cluster. Deployed applications are deployed to all application
servers in a cluster, so if one server is unavailable, the application continues to run
on the other machines in a cluster.

When a specific iPlanet Application Server machine shuts down, all the
applications on that server also shut down. When the server comes back up, it
automatically restarts all its applications.

Overview of Process Administrator Tasks

The information technology administrator has these primary types of tasks:
= installing and configuring the software

The first task is to install the Process Manager components and make sure they
are configured correctly for your environment. See the Installation Guide for
details.

= creating a cluster

The next step is to create a cluster so that Process Builder can deploy
applications that can be used across the enterprise. To create a cluster you use
the Process Administrator interface, as discussed in Chapter 4, “Managing
Clusters.”

= managing clusters and applications

You can continue to manage and update the cluster as needed. For example,
you may need to switch to a different corporate user directory or you may
want to add other iPlanet Application Servers to the cluster.

16  Process Manager Process Administrator's and Business Manager’s Guide « May 2000



Accessing Process Administrator

You can also manage deployed applications. For example, you may need to
shut down a test application, as discussed in Chapter 5, “Managing
Applications.”

Accessing Process Administrator

Process Administrator is a web-based interface for creating and managing clusters
and deployed applications. You access Process Administrator’s interface in a web
browser through its home page at

http:// your Server/ Adm ni strator.apm

Process Administrator uses a tabbed HTML-based interface that provides access to
management functions in these areas:

Cluster management

The Cluster Management tab displays different sets of forms depending on the
situation: one set is for use in creating or joining a cluster and the other set is
for managing existing clusters. For details, see Chapter 4, “Managing
Clusters.”

Applications

Process Administrator provides several management forms for applications.
You can change the state of an application, check its logs, and archive and
delete its data. For details, see Chapter 5, “Managing Applications.”

Directories in Process Manager

Process Manager uses directories for two purposes:

to store Process Manager configuration information, such as process
definitions

to provide a list of the users and groups within a corporation who can be
assigned to activities

Chapter 2  Overview of Cluster and Application Administration 17



Changing Your User Directory

The Configuration Directory

The configuration directory must be Netscape Directory Server 4.0, which is
included in the build for Process Manager 6.0. This directory stores Process
Manager configuration information, including the application definitions for all
deployed applications. The directory can also be used as a central repository for
applications that are still being designed but are not yet deployed. The cluster
creation procedure extends this directory’s schema to include the attributes and
object classes required for Process Manager.

Once you define a cluster to use a particular configuration directory, you cannot
switch to use another Directory Server in the cluster for your configuration
information. (You can, however, create a new cluster that uses a different
configuration directory).

The Corporate User Directory

The corporate user directory must be Netscape Directory Server 4.0, which is
included in the build for Process Manager 6.0. This directory contains the set of
corporate users who can be the assignee for a work item.

When you install Process Manager using all the defaults, you install a single
Directory Server that you use for both types of information: users and
configuration. This works well for using the sample applications and for initial
testing of new applications where you can create a sample set of corporate users
that you can test reliably.

Changing Your User Directory

To test applications in an environment that simulates your production
environment or to move an application into production, you need to be able to
access the actual users in your corporation. To do this, you need to change several
default values to point to your company's corporate Directory Server, including the
following:

= the directory that Process Manager uses for authenticating users and groups

= the access control rules (ACLs) for Process Manager-specific configuration
styles

= your cluster's corporate directory

= make sure your sample applications have valid users

18 Process Manager Process Administrator's and Business Manager’s Guide « May 2000



Using a New Directory Server

Note. All Application Servers in a cluster must use the same information for all
these settings.

To change the user directory, perform the following task:

= Change the Directory for Authentication

Change the Directory for Authentication

Process Manager 6.0 does not perform web server-based authentication. The
authentication is done from the Application Server. The Application Server has a
notion of a corporate directory which is used to store users, groups and roles. The
Application Server authenticates users against this particular corporate directory.

Process Manager 6.0 leverages the same corporate directory to authenticate users.
For information about changing the directory for authentication, please refer to the
Application Server documentation.

Using a New Directory Server

There are two ways to make your applications use the new Directory Server:
= Make an Existing Cluster Point to a New Corporate Directory

e Create a New Cluster

Make an Existing Cluster Point to a New
Corporate Directory

If you are making an existing cluster point at the new directory, perform the
following steps:

1. InProcess Administrator, use the Change Cluster Information page to update
the cluster with the new corporate user directory URL. See “Changing Cluster
Information” in Chapter 4, “Managing Clusters.” for instructions.

2. Making sure you have access to the right directory from Process Builder. There
are two ways of doing this:

Chapter 2  Overview of Cluster and Application Administration 19



Using a New Directory Server

o If you have a cluster available during the design phase, you don’t need to
include the new corporate user directory’s URL in the pr ef er ences. i ni
file. Instead, make sure your application uses the cluster’s corporate
directory. To do this, open the application’s main properties inspector and
set the Corporate Directory to be based on the cluster.

o If you are designing an application without access to a cluster during the
design phase, you need to add the new LDAP URL to the
preferences.ini file. In this case, make sure your application uses a
specific corporate directory. To do this, open the application’s main
properties inspector and pick the Corporate Directory you want to use.
Note that if you deploy to a cluster that uses the same directory, the
assignments work as designed.

Create a New Cluster

To create a new cluster, follow the following steps:

1. InProcess Administrator, create a new cluster using the new directory. For
more information, see “Creating a Cluster” in Chapter 4, “Managing Clusters.”

2. In Process Builder, redeploy your existing applications to the new cluster.

Making Applications Work with a New Corporate
Directory

If the users and groups you use in your existing Process Manager applications also
exist as valid users and groups in the new corporate directory your applications
will work as is.

However, if your applications have groups and roles whose members do not exist
in the new corporate directory, you have a choice of two ways to make the
applications work with the new corporate user directory:

= Change the groups and roles to include members in the new corporate
directory.

= Add the required users to the new directory.

If the original users and groups are not valid any more, you must change them so
that they can be found in the new Directory Server and then redeploy the
applications.

20 Process Manager Process Administrator's and Business Manager’s Guide * May 2000



Directory Server Terms and Attributes

Changing Members of Groups and Roles

To change the members of groups or roles, follow these steps:
1. Inthe Process Builder, select a group or role in the application tree.
2. Open its properties inspector.
3. Update the members in the group or role.
To add users or groups to the new directory, follow these steps:
1. Launch Netscape Console.
2. On the authentication dialog box, enter this information:
o administrative user name
o administrative password

o administration URL for the new directory server’s Administration Server,
including the port number

3. Click on User and Groups tab.

4. Pick New User or New Group from the drop-down list in lower right corner
and click Create.

5. Enter new user or group info and click OK when done.

Directory Server Terms and Attributes

Because much of Process Manager is dependent on Directory Servers, this section
is included to help clarify some of the most relevant concepts and terminology.

Whether you are accessing the corporate user directory for your set of users or
defining a cluster in the configuration directory, you need to understand how to
identify the directory and the specific cluster entry within the server.

There are some standard LDAP terms and attributes that you may need to
understand before you can create Directory Server entries. This section briefly
describes them for your convenience. For detailed information, see the Directory
Server manuals, which you can access by clicking on any help button in a Directory
Server product.

Chapter 2  Overview of Cluster and Application Administration 21



Directory Server Terms and Attributes

LDAP Terms

In general, Netscape Directory Servers use standard LDAP terminology, but
different administrative forms may use slightly different sets of equivalent terms.
Common terminology you may encounter as you install and use the Directory
Server includes the following:

Distinguished Name (DN). A series of comma-delimited attributes that uniquely
identify the directory entry location within the directory tree. This could be a
person, a group, an organization, or any other object for which you want to
maintain information in a directory. In the case of Process Manager, information
about a cluster is maintained in a directory.

Base DN. The entry at which to start directory searches, sometimes referred to as
the search base. This base is often the root entry, that is, the search starts at the top of
the directory tree.

Bind DN. The DN used to access the directory. Directory Server authentication is
referred to as binding to the directory. Which DN you use as the Bind DN
determines the level of directory access permitted. This is often the root DN, who
has complete access to the directory, and so the Bind DN is sometimes referred to
as the unrestricted user. The default Bind DN for Netscape Directory Servers is
cn=Di rectory Manager.

Directory Suffix. A distinguished name (DN) suffix for your local directory. All
incoming LDAP queries must contain this suffix, which is equivalent to the root
entry of your Directory Server structure. This provides the highest level of
identification for a specific directory. For example, o=ai r i us. com Everything
contained within a directory is underneath this entry. If you know the directory
suffix or root entry for a directory, you know which directory it is.

Root Entry. The first entry in a directory tree, that is the top of the tree. This is
often, but not always the Base DN. The root entry corresponds to the directory
suffix. If you know the root entry or directory suffix for a directory, you know
which directory it is.

LDAP Attributes

When you identify a directory’s location in a Directory Server’s tree, such as when
you define a cluster within the configuration directory, you typically need to use
only a small set of LDAP attributes. These include the following:

= ¢ (country)
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Directory Server Terms and Attributes

= o0 (organization)

= ou (organizational unit)
= cn (common hame)

< uid (user ID)

The common name entry of cn=Di r ect ory Manager is the default
administrative user identifier for Directory Servers. It is set when you perform a
default installation of the Directory Server.

Note. You cannot use commas within an attribute value, only as delimiters
between attributes.

Figure 2-1 A sample corporate user directory structure
c=US

o=Your Corporation, Inc
\
{ | \

ou=groups ou=people ou=contractors

|
| |

uid=Jane Smith uid=John Doe

Directory Structure

The Directory Server uses a tree structure to define different sets of data. In a
simple case, such as identifying a cluster, you could have a structure like this:

e o0=ai rius. com(tree root level)

e cn=My O ust er (specific cluster branch)

If you had another cluster in the tree, you could have these values:
= o0=ai ri us. com(the same tree root level)

e cn=Your C uster (adifferent branch of the Directory Server tree)

Chapter 2  Overview of Cluster and Application Administration 23



Directory Server Terms and Attributes

Together these two values uniquely identify the location of the cluster’s directory
entry in the Directory Server and are referred to as the cluster’s distinguished name,
or DN. When you want to uniquely identify the cluster, you need to include the
entire DN, with attributes separated by commas and listed in order from most
specific to highest level. For example, for a cluster, you could use this DN:

cn=My C uster, o=airius.com
Figure 2-2 A sample directory containing a cluster

o=airius.com

|

ou=people

| \

ou=contractors  cn=My Cluster

LDAP URLs

You use these attributes to identify the corporate user directory and your cluster
entry to the Process Builder in the pr ef er ences. i ni file after creating a cluster.
This file requires you to use a specific LDAP URL format when you enter this
information.

The Corporate Directory URL

If you do not require user authentication, as is typical for the corporate user
directory, use this format:

| dap:// your Di r Server: port/ Base DN
For example:

| dap:// net scape. ntom com 389/ o=ncom com

The Cluster URL
If you require user authentication, as you do for the cluster entry, use this format:

| dap:// Bind DN Bi nd Password@our Di r Ser ver: port/ cl uster DN
For example:

| dap://cn=Di rectory Manager: net scape@uet scape. ai ri us. com 389/ cn=HR
Cluster, o=ntom com
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Security in Process Manager

Process Manager supports additional security features such as using SSL-enabled
iPlanet Web Servers to provide secure content and access. Process Manager also
allows designers to build applications that use certificates and digital signatures as
part of their processing.

If you want to enable SSL on your web server, read Chapter 5, “Working with
Server Security,” in the online iPlanet Web Server Administrator’s Guide. You can
access the iPlanet Web Server help system by clicking any Help button on a in the
web server administration interface.

If you want to include digital signatures in a form, read the information about how
to design with them in Chapter 6, “Defining Data Fields,” in the Builder’s Guide.
Digital signatures are stored in a special database table, wf_blobs, so the
administrator can query the database as needed to verify a signature. Also see
“Storing Digital Signatures” on page 70 for more information.

For further information about security in general and about how to use the security
features available in iPlanet products, see the Security Documentation page in the
iPlanet web site, at

http://docs.ipl anet. conf docs/ nanual s/ security. htm
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Chapter 3

Configuration Files

Process Manager 6.0 uses several configuration files to define installation values,
server configurations, clusters and application versions.

Much of what they do is behind the scenes, but you may need to know about them
from time to time. This chapter describes what you need to understand about each
and how you might need to modify them.

This chapter describes these topics:
= Overview
= Process Manager Files and Folders

= Error Messages and Logs

Overview

Configuration files are included in the components that you install as part of
Process Manager. The configuration files that are important for Process Manager
administrators touch on several areas:

e The iPlanet Web Server Files

= The Process Builder Preferences File

The iPlanet Web Server Files

The IPlanet Web Server has several configuration files, but the single one that is
relevant to Process Manager is the web server object configuration file
(obj . conf).
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The iPlanet Web Server obj . conf fil e is used to do some name translation. The
following lines are added to your obj . conf file as part of the Process Manager
installation:

NameTrans fn="pfx2dir" from="/Admi ni strator.apnt
dir="d:/software/i Pl anet/i AS6/ bpni ht m / Admi ni strator.apnf en"

NanmeTrans fn="pfx2dir" from="/Busi ness. apnf
dir="d:/software/i Pl anet/i AS6/ bpni ht m / Busi ness. apni en"

NanmeTrans fn="pfx2dir" from="/Express. npni
dir="d:/software/i Pl anet/i AS6/ bpni ht m / Expr ess. npm en"

NameTrans fn="pfx2dir" from="/PMResources"
dir="d:/software/i Pl anet/i AS6/ bpni r esour ces"

NameTrans fn="pfx2dir" from="/BPM
dir="d:/software/i Pl anet/i AS6/ bpni appl i cati ons"

The Process Builder Preferences File

The Process Builder has apr ef er ences. i ni file that identifies which cluster and
corporate directory to use when designing applications.

You can add multiple cluster and directory entries to offer a choice to designers as
they build applications in Process Builder. Each application can only belong to one
cluster at a time and have access to a single user directory at a time, but a designer
may work with several clusters at a time.

The pr ef erences. i ni file provides the unique cluster DN and identifies which
corporate user directory is included in the cluster. If you cut and paste the two lines
that result from a successful cluster creation, you are providing the

pref erences. ini file with one cluster and one corporate user directory. See
“Creating a Cluster and Getting Started” in the Installation Guide for information
about this hand-off to Process Builder. See “Directory Server Terms and
Attributes” in Chapter 2, “Overview of Cluster and Application Administration”
for details about how to structure LDAP information.

Note. If the process designer and the administrator are not the same individual,
the administrator must give the following URLSs to the process designer for
inclusion in the pr ef erences. i ni file.

= Toadd a cluster entry, use this LDAP URL format:
cl ust er =l dap: / / Bind DN: Password@ourConfigDirServer: port/ clusterDN

= Toadd an entry for a corporate user Directory, use this LDAP URL format:
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cor p_di r =l dap: / / corporateDirectoryServer: port/ corpDirectoryBaseDN

Process Manager Files and Folders

The Process Manager installer adds many files and folders to your local system as it
installs the Process Manager components.

The Process Manager files are added to serverRoot/ bpm

Process Builder files and folders are added to the serverRoot/ bui | der folder.

Error Messages and Logs

There are several logs in Process Manager: some are for Process Administrator
errors or information, others are specific to an application. You can directly open an
application’s logs or the Process Manager logs in your web browser window.

= Process Builder logs are located at:
serverRoot/ bui | der/ support/l og/error.htm andwarni ng. ht m .

= Process Administrator logs are located in the serverRoot/ bpm admi n/ | ogs
folder. They arei nfo. htm ,error. htm ,andsecurity. htm .

= Process Manager applications use several log files, with each application server
in a cluster having its own set of log files. Process Manager administrators can
view these application logs that are maintained for each application on a
per-server basis:

o information log (i nf 0. ht m ): shows information about the application’s
operations.

o errorlog (error. ht m ): shows the errors that have occurred with the
application.

o security log (security. ht m ): shows the security violations that have
occurred with the application.

The application log files are located at
serverRoot/ bpni appl i cat i ons/ applicationName/ | ogs.

There are other log files for each of the other servers:
= web server: serverRoot/ ht t ps- yourWebServer/ | ogs

= Administration Server: serverRoot/ admi n- ser v/ | ogs
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= Directory Server: serverRoot/ sl apd- yourDirServer/ | ogs
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Chapter 4

Managing Clusters

Process Manager 6.0 associates a configuration directory, a corporate user
directory, a relational database, one or more iPlanet Web Servers and one or more
iPlanet Application Servers into a cluster. Applications are deployed to a cluster
and are copied to all iPlanet Application Servers in the cluster. All applications in a
cluster access the same set of shared components: database, directories, and
application servers.

Each iPlanet Application Server that is part of Process Manager is associated with
one and only one particular cluster. When designers deploy a new application,
they must identify which cluster it belongs to. Process Manager replicates all
applications across all application servers in a cluster and the administrator can
manage all applications from any Process Administrator in the cluster.

This chapter describes these topics:
= About Clusters

= Creating a Cluster

= Joining an Existing Cluster

= Managing a Cluster

About Clusters

A cluster associates these components:
= an LDAP-compliant corporate user directory
« arelational database

= an LDAP-compliant configuration directory
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= one or more iPlanet Application Servers, each with its own Process
Administrator

The initial cluster includes one iPlanet Application Server. Later you can join
additional application servers to an existing cluster as needed. Note that each
application server can only belong to one cluster, and you must have a cluster
available in order to use Process Manager.

Each Process Manager-enabled application server has its Process Administrator.
You can use any Process Administrator and get the same view of a cluster because
all applications are fully replicated to all application servers in a cluster.

As the Process Manager administrator, you can perform these tasks that relate to
clusters:

= Create a new cluster.

= Join your iPlanet Application Server to an existing cluster.
= Change cluster information.

« View the Process Administrator logs.

< Remove your iPlanet Application Server from a cluster.

e Delete a cluster.

Creating a Cluster

You administer Process Manager through the Process Administrator interface on
an Enterprise Server. The first time you access Process Administrator’s home page
after installing Process Manager, Process Administrator detects that this iPlanet
Application Server is not yet associated with any cluster and immediately prompts
you to create or join a cluster.

Note. The database user who is creating the cluster and all the other database
users for applications (if any) should be ordinary users with create table/view
permissions. None of them should be the dbo of the database.

To create a cluster, follow these steps:
1. Launch your web browser.

2. Go to your local Process Administrator’s home page at
ht t p: / / yourServer/ Admi ni strator.apm
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This initializes Process Administrator and displays the Create or Join Cluster
page. This step may take longer the first time you initialize Process
Administrator after installing or restarting your server.

Figure 4-1  The Create or Join Cluster page
Create Cluster

This is the PM Administrator on sugar-ntd. Currently, there is no joined cluster. To administer any of
the applications for this server, sugar-ntd must first be made part of a cluster.

Help

Select from one of the following two options:
o Create a New Cluster

¥ _Join an Existing Cluster

3. Click the “Create a New Cluster” link. This displays the Create Cluster page.

4. Enter information about these components (For details, see the next section,
“New Cluster Information”):

o cluster
o corporate users and groups directory
o configuration directory
o database information
o mail server information
o event user information
5. Click Create Cluster when you are done.

A series of diagnostic messages are displayed onscreen as the cluster is created.
The last few lines contain instructions for modifying the Process Builder
preferences.ini file.
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6. Copy the lines from the onscreen messages and paste them into the
preferences. ini file. This file identifies to the Process Builder which
Directory Server to use as the corporate user directory and where one or more
clusters are located in the configuration directory. You need to do this before a
designer can access this cluster from Process Builder.

The Process Builder’s pr ef er ences. i ni file is located in the Process Builder
root folder. This is the serverRoot/bui | der folder by default.

Once you’ve completed these steps, designers can deploy applications to a cluster.

New Cluster Information

The administrator must provide information about a new cluster. The only general
restriction is that you cannot use double quotation marks ().

Figure 4-2  The Create Cluster page
Create Cluster

Create a New Cluster | Join an Existing Cluster

To create a new cluster, fill in the reguired information below and click "Create Cluster”, at the bottom of the
page. Infarmation about the cluster is stored to a file (PMExtensionianager. properties) in the local
filesystem of the machine where Metscape Application Server is installed.

o+

Cluster Display Mame

UuﬂerDN:lcn=myCluster, o=NetscapeRoot

: my Cluster
{optional): I b

Description (optional): [c1yscer for hosting FAE =]

applications

[ |

General Cluster Information

Cluster DN. The full distinguished name for your cluster. That is, the directory
path for the cluster data. For example, cn=PM Cl ust er, o0=Net scapeRoot . For
more information about what LDAP attributes to enter here, see “Directory Server
Terms and Attributes” in Chapter 2, “Overview of Cluster and Application
Administration.”
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Cluster Display Name. The display name you choose for your cluster. (Optional)

Description. A more meaningful description of the cluster. (Optional)

Figure 4-3  The directory information sections
o+

The Corporate User Directary is the LDAP directory that stores user and group infarmation; it is
used for authentication and managing access control.

Haost Marme: |Suc_>|'ﬁuf-ntq {eg. ‘corporate.airius.com)

Part Murnber: |389

Base DN: |0u=Pe0ple, O=mC oM. © ot

Bind DM (optianal): |

Bind Password (optional): I

For further information on Directory Server terminology, see “LDAP Terms” in
Chapter 2, “Overview of Cluster and Application Administration.”

Corporate User Directory Information

Host Name. The full host name for your corporate user directory. For example,
corporate.airius.com

Port Number. The port number for this directory. This defaults to 389 if you are
using a Netscape Directory Server.

Base DN. The base distinguished name for the directory. For example,

o=ntom com For more information about what LDAP attributes to enter here, see
“Directory Server Terms and Attributes” in Chapter 2, “Overview of Cluster and
Application Administration.”

Bind DN. (Optional) A valid user ID for a user of this directory. Leave this blank if
Process Manager will be accessing the corporate directory as an anonymous user,
which is the default. This allows read-only access.

Bind Password. (Optional) The password for this directory user. Leave this blank
if Process Manager will be accessing the corporate directory as an anonymous user.
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Figure 4-4  The configuration directory information section
F 3

The Configuration Directory is the LDAP directory that stores information about this cluster and its
applications. The Bind DN specified here must have the appropriate privileges in the specified LOAP
Host to add new entries to the directory.

Host Marme: |Suc_>|'ﬁuf-ntq {eg. ‘configuration.airius.com’)

Part Murnber: |389

Eind DM: Icn=Direct0r§r Manager

Bind Fazsword: I

Configuration Directory Information

Host Name. The full host name for the Directory Server that you plan to use for
your cluster and application configuration. For example, net scape. ncom com

Port Number. The port number for this directory, which defaults to 389 because
this is a Netscape Directory Server.

Bind DN. A valid user ID for a user of this directory. This user must have full
Directory Server privileges. For example, the installation defaultiscn=Di r ect ory
Manager . For more information about what LDAP attributes to enter here, see
“Directory Server Terms and Attributes” in Chapter 2, “Overview of Cluster and
Application Administration.”

Bind Password. The password for this directory user.

Figure 4-5  The database information section
F

This is the database that stores the data from applications deployed in this cluster. The specified User 1D
must have enough privileges in the database to create, and grant access to tables and views,

Database Server Type: Im
Database Server [dentifier: li
Database: li*
User |D: li
Password: li

* If the Database Sener Type selected is Sybase, this operation will NOT create a database if the
database does not exist already. It is advisable to ask your Database Administrator to create the database
for you before attempting to create the cluster. If the Database Sener Type selected is Oracle, leave this
field blank.
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Database Information

Database Server Type. The type of database you are using from the drop-down
list. The choices are Oracle and Sybase.

Database Server Identifier. The database server name that you used when you
installed the database. See Chapter 6, “Databases” for more information about
databases.

Database. For Oracle, leave this blank. For Sybase, use the name for the database
that Process Administrator should use for creating tables and views. Note: On
Sybase, this database must already exist.

User ID. The user ID for a valid user for this database. The user must have enough
privileges to create tables and write to them.

Password. The password for this database user.

Note. If you are using Sybase on Windows NT, be sure that your DSQuery system
environment is set to point to the correct sybase database server. If not, you will
not be able to connect to the database.

Figure 4-6  The mail server information section

r Help

The mail server is the SMTP server that will be used in this cluster to send notifications. The SMTP Reply To
should be a valid user inside the SMTP serer.

SWTP Server (optional): IchalhDst

SMTR Port (optional): |25

SMTF Reply To (optional): I

Mail Server Information
SMTP Server. (Optional) The mail server associated with the cluster.
SMTP Port. (Optional) The mail server port.

SMTP Reply To. (Optional) The reply-to address that appears on notifications
sent to users by Process Manager applications. This address could be set to the
Process Manager administrator’s email address, so that the administrator would be
the one handling any notification replies users send.
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Figure 4-7  The database information section
& Hain

Tz Dwand LESeT IS thay user that wil ba ued in This chester 10 make AsynNChmnous neguass
ko b= Process Mansger Engine,. Thiz user sl pessword comisnabon should e 8 yalcd
COimbenallds fsidse e COFpDfale dres1ory

Event Lmer; I

Evmnt Usar Passwond |

Event User Information

Event User. Process Manager uses a timer event to expire work items and execute
expiration handler scripts of process instances. The timer event is a feature
provided by the Application Server. The timer event is created during the creation
of the cluster. It is executed every two minutes and makes a HTTP POST to one of
the Process Manager servlets every time it executes. Since the servlets are
protected, the timer event has to make a POST with a valid user name and
password. This user name should be an existing user in the corporate directory.

Event Password. The password for the event user

What Happens at Cluster Creation

When you create a new cluster, Process Administrator performs these operations:
= creates entries in the configuration directory

creates database tables

= creates a cluster definition file (PMExt ensi onManager . properti es)in
your local Process Manager folder, at serverRoot/ bpm This file stores the
machine name, port number, bind DN, and bind password for the
configuration directory.

= displays the URLs for the cluster and the corporate user directory so you or the
designer can paste these lines into the pr ef er ences. i ni file.
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Joining an Existing Cluster

The initial cluster includes one iPlanet Application Server, but you can add
additional servers at any time. Whenever you access Process Administrator for the
first time from a new application server, Process Administrator checks which
cluster that server belongs to. If it is not associated with a cluster, you are
prompted to create a cluster or join one of the clusters that already exists.

To join an existing cluster, follow these steps:

1. Go to your local Process Administrator’s home page at
ht t p: // yourServer/ Admi ni st rat or. apm This displays the Create or Join
Cluster page.

2. Click the “Join an Existing Cluster” link. This displays the Join Cluster page.

3. Enter information about these components (For details, see the next section,
“Existing Cluster Information™):

o the cluster you want to join
o the cluster’s configuration directory
4. Click Join Cluster when you are done.

This operation creates a cluster definition file in the Process Manager folder on
your local machine, at

server Root /| bpm PMEXt ensi onManager . properties

Existing Cluster Information

The administrator must provide this information about an existing cluster. The
only general restriction is that you cannot use double quotation marks ().
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Figure 4-8  The Join Cluster page

Join Cluster

Create a Mew Cluster | Join an Existing Cluster

Help
The full Distinguished Mame of the cluster you wish to join uniquely identifies its location in the
Configuration Directary.
Cluster DM:  |cn=clusterTodoin, o=MetscapeRoot
The Configuration Directory is the LDAF directory that stores information about a cluster and its
applications. The Bind DN must have enough privileges in the
Host Mame: Isugar-ntfl {eg. 'configuration. airius. com’)

Port Murmber: I389

Bind DM: Icn=Direct0ry hanager

Bind Password: I

General Cluster Information

Cluster DN. The full distinguished name for your cluster. This is the directory
path for the cluster data. For example, you could enter cn=PM C ust er,

o=ai ri us. com For more information about what LDAP attributes to enter here,
see “Directory Server Terms and Attributes” in Chapter 2, “Overview of Cluster
and Application Administration.”

Configuration Directory Information

Host Name. The full host name for the Directory Server you plan to use for your
cluster and application configuration. For example, sanpl e. ai ri us. com

Port Number. The port number for this directory, which defaults to 389 because
this is a Netscape Directory Server.

Bind DN. A valid user ID for a user of this directory. This user must have full
Directory Server privileges. For example, you could enter cn=Di r ect ory
Manager . For more information about what LDAP attributes to enter here, see
“Directory Server Terms and Attributes” in Chapter 2, “Overview of Cluster and
Application Administration.”
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Bind Password. The password for this directory user.

What Happens at Cluster Joining

When you join an existing cluster, Process Administrator performs this operation:

creates a file, PMEXt ensi onManager . properti es, on the iPlanet
Application Server machine

Managing a Cluster

Process Administrator provides a main Cluster Management page at the Cluster
Management tab.

This section includes these topics:

Changing Cluster Information
Accessing Directory Server Information
Viewing the Process Administrator Logs
Unjoining From a Cluster

Deleting a Cluster

Figure 4-9  The Cluster Management page

e iz

Cluster OW: cn=mpClusier, o=hNsiscspeRoot
Cluslar hlanms nrg Chishar
Desorption: Cluster for rostng Metzcape Process Manages sppbcobions
Comporats Lser Dinectory: Kan S ghasgn) SEgu=Panpig, Ssmeom oom
Ussr Derecbory Al OR: nul
Configuration Directory: Map: Jfaghasan: 3Edcn=myCiusiarn, o=fistscapefont
Configurathon Diechory Birsd cn=Direchory Mamager
] '
Dialabase Gerver Typsc SYRASH
Databacs Sarsar [Santdar: mickay
Datghses Kame: praapple
Database Lhar 10c ol
SMTF Sarver Host: kocakbhost
SMATP Server Farl: 25
SKTR Begply T
Ewenk Lizar: gdmn

[ — Prerer—— rp—_
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Changing Cluster Information

As server administrator, you can change some cluster information. You can change
the cluster’s name and description and you can change which corporate user
directory you include in the cluster You cannot switch to use a different
configuration directory or database in this cluster.

Note. If you change the corporate user directory, you may wish to update the
Process Builder pr ef er ences. i ni file with its LDAP URL. When Process
Builder designers want to revise a deployed application, if they define the
application’s corporate directory as cluster-based, then the new user directory is
automatically used. Designers need to check that their group and role assignments
are still valid whenever the corporate user directory changes.

You must also change the corporate directory on your Enterprise Server to match
that of the LDAP URL. You can change this in the dbswi t ch. conf file.

To change a cluster’s information, follow these steps:

1. Go to Process Administrator’s home page at
ht t p: // yourServer/ Admi ni strator.apm

2. Click the Cluster Management tab.

3. Click the Change Cluster Information button. This displays the Change Cluster
page.

4. You can enter information about these cluster components (For details, see the
next section, “New Cluster Information”):

o cluster (name, description, and directory server information)
o database (password only)

5. Click Apply Changes when you are done.
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Figure 4-10 The Change Cluster Information page

Cluster DM: cn=myCluster, o=NetscapeRoot

Cluster Mame: |m3, Cluster

Cluster Description: c|;ster for hosting Metscape Process Manager

Lser Directory Host Mame: |raghavan

User Directory Part: [35g

User Directory Base DM: ||:|u:F'eane 0= GO, GO

User Directory Bind DM: |

User Directory Bind Passwaord: |

Configuration Directory: raghavan: 389
Configuration Directory Bind DM: cn=Directory Manager
Database Server Type: SYBASE
Database Server Identifier: mickey
Database: pineapple
Database User ID: souvik

SMTP Server: |I|:u:alh|:|5t

SMTP Port: |og

SMTP Reply Ta: |

Event User: |5dmin
Event User Password:

New Cluster Information

The administrator can modify the following information about an existing cluster.
The only general restriction is that you cannot use double quotation marks (*).

Cluster Name. The user-defined display name for the cluster.
Cluster Description. Text describing the cluster.

User Directory Host Name. The server name for the corporate user directory.
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User Directory Port. The port number for the corporate user directory. This
defaults to 389 for Netscape Directory Servers.

User Directory Base DN. The directory suffix (or “base DN”) for the corporate
user directory. For more information about what LDAP attributes to enter here, see
“Directory Server Terms and Attributes” in Chapter 2, “Overview of Cluster and
Application Administration.”

User Directory Bind DN. (Optional) The user ID for a user of this directory server.
Leave this blank if Process Manager will be accessing the corporate directory as an
anonymous user.

User Directory Bind Password. (Optional) The password for this directory user.
Leave this blank if Process Manager will be accessing the corporate directory as an
anonymous user.

Database Password. The database user’s password.
SMTP Server Host. The mail server associated with the cluster.
SMTP Server Port. The mail server port.

SMTP Reply To. The reply-to address that appears on notifications sent to users
by Process Manager applications. This address could be set to the Process Manager
administrator’s email address, so that the administrator would be the one handling
any notification replies users send.

Event User: This is the timer event user.

Event User Password: This the password for the timer event user.

Accessing Directory Server Information

You can access Directory Server information by clicking one of the LDAP directory
links on the Cluster Management page.

Viewing the Process Administrator Logs

You can view the Process Administrator logs by clicking the View Logs button.
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[Tue Sep
Defined:

Figure 4-11 A sample Process Administrator’s log

Help

Wiew Log: llnformation vl
Show Last: 125 records

Yiew Log | Closel

14 21:26:04 PDT 1999]Reguest Parameter Hot
conflirSerrer00nullinulInull

———————————— Pretty Name :null
———————————— Exception Type :0
———————————— SJeverity :0
———————————— Description :null
———————————— Fix :null

[Tue Sep

14 17:21:51 PDT 1999]Reguest Parameter Hot
conflirSerrer00nullinulInull

———————————— Pretty Name :null
———————————— Exception Type :0
———————————— SJeverity :0
———————————— Description :null
———————————— Fix :null

[Tue Sep

14 16:46:04 PDT 1999]Reguest Parameter Hot
clusterDHOONu]l Inul Inull

———————————— Pretty Namwe :null
———————————— Exception Type :0
———————————— gJeverity 0
———————————— Description :null
———————————— Fix :null

Managing a Cluster

If Process Administrator is not available, you can access the Process Administrator
logs(error.htm ,info.htm,and security. htnl)atthis location:

server Root/ bpm adm n/ | ogs

Unjoining From a Cluster

You can unjoin an application server from a cluster. This revises the entries in the
configuration directory and removes the applications that are stored on that server

machine.

To unjoin an application server from a cluster, follow these steps:

1. Go to Process Administrator’s home page at
ht t p: // yourServer/ Admi ni strator.apm
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2. Click the Cluster Management tab.
3. Scroll down on the Cluster Information page.
4. Click the “Unjoin from Cluster” button.

After you unjoin the server from its cluster, the next time you access Process
Administrator, you will be prompted to create or join a cluster.

When you unjoin a server from a cluster, Process Administrator performs these
operations:

= removes that server’s entry from the configuration directory

= deletes the PMExt ensi onManager . properti es file from the server’s file
system

Deleting a Cluster

You can delete a cluster that you no longer need. When you delete a cluster,
Process Administrator deletes the cluster entry in the configuration directory and
deletes the local application server copy of the

PMEXt ensi onManager . properti es file. You can also choose to delete the
database tables.

Note. When you delete a cluster, you need to inform designers using Process
Builder that the cluster’s entry in the Process Builder pr ef er ences. i ni fileisno
longer valid. If they do not not want to delete the references to the cluster in the
pref erences. ini file, the cluster appears in their Select An Application window
with a red X through it, indicating that it is unavailable.

To delete a cluster, follow these steps:

1. Go to Process Administrator’s home page at
ht t p: // yourServer/ Admi ni strator.apm

2. Click the Cluster Management tab.
3. Scroll down on the Cluster Information page.

4. Click Delete Cluster. This displays the Delete Cluster page.

Note. You can choose to delete the application data for all cluster applications,
which also deletes the application-specific database tables. This is not recoverable.
If you are not sure whether you want to do this, even for an old unused cluster,
first archive the application data. For details, see the section “Exporting and
Deleting Data” in Chapter 5, “Managing Applications.”
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Figure 4-12 The Delete a Cluster page
s Help

Carefully review the information below before selecting an option and delete the cluster Docs
A Group Cluster. You may be deleting all your data in the Configuration Directory and database.
This is not recoverable!

You can elect to delete data associated with this cluster’s applications. There are two options:
%  |eep the data in the database; Delete the application definitions from the Configuration
Directory, but leave the tables and data in the database intact.

" Delete the data in the database; Delete the application definitions from the Configuration
Directory and also delete the tables and data in the database. This option will delete all trace of
this cluster. Use with caution. *

*If your backend database is Informix or Sybase, this option will delete the logical database
which containg the tables and data.

Please review carefully before removing the cluster to avoid unwanted data loss.

Delete Cluster I Cancel I

5. If you want to keep the application data, select the “Keep the data in the
database” radio button.

If you want to delete the application data, select the “Delete the data in the
database” radio button.

6. Click Delete Cluster to delete the cluster (and your user data if you chose that
option).

If you try to delete a cluster that still has other active servers running, Process
Administrator first removes the other servers, then it removes your local server
and deletes the cluster. Note that this also removes the

PMEXt ensi onManager . properti es file from your local server, so the next time
you try to access Process Administrator, you are “initializing” it again and you will
have to create a new cluster.
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Chapter 5

Managing Applications

Applications that handle business processes are at the heart of the Process
Manager. Process Manager provides several forms for managing applications. You
can change an application’s state, view its logs, and export and delete its data.

This chapter describes these topics:

= About Applications

= Stopping & Starting Applications
= Closing Applications

= Uninstalling Applications

= Viewing the Application Logs

= Exporting and Deleting Data

About Applications

Designers use Process Builder to define a Process Manager application. When the
application is complete, the designer can deploy it to a cluster for final testing or
for normal production use by Process Express end users.

A deployed application consists of a process definition that is stored in the
configuration directory and a set of user data stored in the cluster’s database.

Once an application is deployed, Process Administrator maintains information
about its state. As the administrator, you can change this information, and as you
do so, Process Administrator keeps the application information up to date in the
configuration directory.
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Figure 5-1  The Deployed Applications page

Application Name

@2 CreditHistory

|Stop Application

%2 DataSheet

x| APPLY |

|St0p Application

32 HelloWorld

x| APPLY |

|Stop Application

2 LoanMgmt

x| APPLY |

|St0p Application

&2 OfficeSetup

x| APPLY |

|Stop Application

2 TimeOfRequest

x| APPLY |

|St0p Application

x| APPLY |

. Export and Delete Data

Application states include both their status and their stage. An application’s status

STARTED

STARTED

STARTED

STARTED

STARTED

STARTED

DEVELOPMENT_OPEN

DEVELOPMENT_OPEN

DEVELOPMENT_OPEN

DEVELOPMENT_OPEN

DEVELOPMENT_OPEN

DEVELOPMENT_OPEN

TRUE

TRUE

TRUE

TRUE

TRUE

indicates whether it is currently running or not. An application’s stage indicates
whether it is in development or production, and whether it is available to end

users.

Application statuses are:

= Started (On): End users and administrators can access the application to initiate
and manage process instances and work items.

= Stopped (Off): End users cannot initiate new process instances for the
application and cannot execute actions on existing process instances.

Administrators can stop started applications or start a stopped application.
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Designers deploy to Development or Production. If they deploy to Development,
they can still change almost all aspects of the application. If they deploy to
Production, they are very limited in what changes they can make.

Application stages are:
= Open: This is the initial stage after a designer has deployed the application.

= Closed: The administrator has closed down the application. End users can
complete existing process instances but cannot initiate any new process
instances. The Process Manager administrator can reopen closed applications
at any time.

= Obsolete: The administrator has uninstalled a closed application, and may
have removed the application’s user data. End users can no longer work on
process instances for this application. Only closed applications can be
uninstalled. Once an application has been uninstalled, you cannot resurrect it.

Another stage, Design, is only visible and accessible from Process Builder. This
stage means that the application is not yet fully deployed, but its definition is
stored in the configuration directory to provide a centralized repository so that
multiple designers can always obtain the most current standard version of the
application definition. The designer puts an application into this stage by
deploying it as “Stored Only” from the Deploy Applications dialog box.

Finally, an application can also be in testing mode. The designer has deployed the
application, but all work items are set as assigned to their initiator (which is
typically the designer or the administrator) to permit further testing of all aspects
of the process definition. Once an application is deployed to production, it can no
longer return to the testing stage.

When the administrator changes an application’s stage, Process Administrator
updates the application definition in the configuration directory.

Note. If a designer deploys a locally saved version of an already deployed
application, and the two applications do not have the same stage value, the local
version does not overwrite the stage of the application already in the cluster.

Stopping & Starting Applications

Among the actions that an administrator can perform on an application are
stopping and starting it. These change its status, which is maintained in the
configuration directory as part of the persistent application data that describes all
instances of the application across the cluster.
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Figure 5-2  Application administration actions

32 CreditHistory
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e

Stop Application

""""""""""""""""" APPLY |

“iew logs

If an application is started and the administrator stops it, this shuts it down
everywhere across the cluster. This sets the application’s status to Stopped, which
does not allow access to process instance detail by end users

If an application is stopped and the administrator starts it, this sets the
application’s status to Started, which allows full access to process instances and
work items by end users and administrators.

When it starts an application, either as part of an autostart or as part of a manual
start, Process Administrator performs these operations:

= Retrieves the application’s definition from the configuration directory.

= Establishes a connection with the database.

Autostart

Whenever an end user accesses an application in the Process Express, Process
Manager checks the application’s status. If the application’s status is Started but it
isn’t running, Process Manager does an autostart. This can occur in two situations:

= The application has just been newly deployed.

= The server through which an end user is accessing the application was
unavailable and has now been restarted.

Because Process Administrator has to perform several operations when it starts an
application, there can be a time delay for the first end user who accesses an
application in these situations. As a result, some administrators may prefer to force
initializing of an application immediately after it is newly deployed or to force
initialization of all applications after restarting a server.
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Initializing an Application

An application is initialized when someone such as an end user or the
administrator invokes it as a web browser URL. As part of the initialization
operation, an application checks the configuration directory to make sure it has the
latest definition. If the configuration directory’s definition is more up to date, the
application downloads that definition to server.

To initialize an application, use this URL:

http://mal ta. ntom com 4080/ NASApp/ pae/ Cont ent St or eTest
. npnPevent | d=OnLi st Ent r yNodes

The result is that the application is already up and running when the first user
accesses it. To initialize all the applications on a server requires you to repeat this
type of URL for each application. You may choose to only initialize the most
time-critical applications.

Stop

You can use Process Administrator on a given iPlanet Application Server to stop an
application. For example, you may want to stop an application when you do not
want end users to be able to access it. Stopping an application sets its status to
Stopped in Process Administrator.

If an administrator stops an application, users are prevented from creating new
process instances, work items, or otherwise accessing that application. Database
transactions running when the administrator stops the application are allowed to
complete.

To stop an application, follow these steps:

1. Go to Process Administrator’s home page at
ht t p: / / yourServer/ Admi ni strator.apm

2. Click the Applications tab. This displays the list of applications in the cluster.

3. For the application you want to stop, choose the Stop Application command
from the drop-down list for that application.

4. Click Apply.

Now you and your end users cannot access the process instance detail for the
application. End users cannot initiate new process instances or continue working
on existing work items.
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Closing

Start

You can start a stopped application. When you start an application, you are setting
its status to Started in Process Administrator.

To start an application, follow these steps:

1. Go to Process Administrator’s home page at
ht t p: // yourServer/ Admi ni strator.apm

2. Click the Applications tab. This displays the list of applications in the cluster.

3. For the application you want to start, choose the Start Application command
from the drop-down list for that application.

4. Click Apply.

Now you and your end users can access the process instance detail for the
application from any server in the cluster. End users can once again initiate new
process instances and continue working on existing work items.

Applications

Closing an application means that end users cannot initiate any new process
instances, but they can continue to complete existing process instances. Closing an
application sets its stage to Closed.

When you no longer need an application, you can close it. When you uninstall an
application, you cannot “reinstall” it.

End users can continue to work on work items until there are no open work items
for the application, at which time you can uninstall the application.

To close an application, follow these steps:

1. Go to Process Administrator’s home page at
ht t p: // yourServer/ Admi ni strator.apm

2. Click the Applications tab. This displays the list of applications in the cluster.

3. For the application you want to close, choose the Close Application command
from the drop-down list for that application.

4. Click Apply.

End users cannot initiate new process instances but they can continue working on
existing work items.
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Uninstalling Applications

If you have an application that you no longer need, you can manually uninstall it.
The application must already be in a closed stage without any remaining open
process instances.

Typically, a Process Manager administrator follows this sequence of operations:
1. Leaves an application in the closed stage for a while.

2. Manually terminates any open process instances that do not complete within a
certain period of time.

3. Exports the application’s process instances (that is, the user data) and may
choose to delete it from the database.

4. Uninstalls the application from the cluster.

Note. If you are planning to delete a cluster, it is strongly recommended that you
first uninstall each of its applications to avoid additional manual clean-up tasks
after you delete the cluster.

Occasionally, you may have applications that you no longer want to use, and that
you want to remove from the end user interface. You can uninstall a closed
application, which marks it as Obsolete. Designers can delete obsolete applications
from the Process Builder, but they cannot redeploy them. When you uninstall an
application, you stop end users from initiating any new process instances from the
New Process page.

When you choose the Uninstall command, you are asked if you want to delete the
application-specific database tables. If you confirm the deletion, the application’s
user data is removed. If not, the data is left intact.

You cannot uninstall an application that has any open process instances. You need
change the state of any open process instances to terminated if you want to
continue with uninstalling the application.

To uninstall a closed application, follow these steps:

1. Go to Process Administrator’s home page at
ht t p: // yourServer/ Admi ni strator.apm

2. Click the Applications tab. This displays the list of applications in the cluster.

3. For the application you want to uninstall, choose the Uninstall Application
command from the drop-down list for that application.

4. Click Apply.
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This displays the Uninstall Application dialog box.

5. Check the radio button to leave the application’s database table intact or to

delete it, depending on your situation.

6. Click Uninstall Application to mark the application as obsolete.

Figure 5-3  The Uninstall Application dialog box
Uninstalling application

Uninstalling the application DataSheet will rernove the application from the Configuration Directory, You
may also opt to remove the application data from the database.

Please note that deleting this application’s database table is an unrecoverable action; all the
data will be destroyed.

Help

*  |gave this application's database tahles intact
' delete this application's database tables

Uninstall Application 1 Cancel 1

Now you and your end users cannot access the process instance detail for the
application. End users cannot initiate new process instances or continue working
on existing work items.

Viewing the Application Logs

Process Manager applications use several log files, with each iPlanet Application
Server in a cluster having its own set of log files. Process Manager administrators
can view these application logs that are maintained for each application on a
per-server basis:

= warning log (war ni ngLog. ht m ) -- shows warnings that affect the
application.

« errorlog (error Log. ht m ) -- shows the errors that have occurred with the
application.

These files are located at serverRoot/ bui | der / support /| og.

To view an application’s logs, follow these steps:
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Go to Process Administrator’s home page at
ht t p: // yourServer/ Admi ni strator.apm

Click the Applications tab. This displays the list of applications in the cluster.

For the application whose logs you want to view, choose the View Logs
command from the drop-down list for that application.

Click Apply.
Click View Log File.

If a dialog box prompts you to enter a user ID and password, enter the ones
that you defined for your Administration Server. For example, adni n/ adm n.
When they are authenticated, the View Application Logs page is displayed.

From the View Application Logs page, choose the log you want to view from
the drop-down list.

Indicate how many log records you want to view. The log file display starts at
the end of the file, so indicating “12” would show the last 12 records in the file.

Click View Log to see the log file.

Exporting and Deleting Data

As Process Manager administrator, you can export or delete application user data
that’s no longer in use. You can only export and delete data from closed process
instances. You cannot delete or export work items separately from the process
instances that they are part of.

You can choose to export only, export and then delete, or delete only. You can
perform the action for a single application or for all applications at once.

You can access this function through the Export and Delete Data button at the
bottom of the main Applications page.

To export or delete user data, follow these steps:

1.

Go to Process Administrator’s home page at
ht t p: // yourServer/ Admi ni strator.apm

Click the Applications tab.

Click the Export and Delete Data button at the bottom of the page below the
list of applications.

The window pictured in Figure 5-4 appears:
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Figure 5-4  The Export and Delete Data page

To export and delete all process instances for a given
application, or for any application, select your criteria below,
then click "Submit" to proceed.

Help

]——An}r Application-- j

Wyith an ID between:

| and |

Initiated between:

| and | (b ddiyyy
HH:mim: 557

Completed or Terminated between:

| and | (Wb y
HH:mm:ss™)

* The date format follows the specifications of the
java.text.SimpleDateFormat class. Please see here for
mare details of the format.

¥ Save expart to local disk at path.

You must specify a path name below. Please note that the
path nare must be a valid directory. For example, an Unix
systermns, you may specify
fexport'netscape/serverd’/bpm/export! and on NT
systermns, you may specify
c:/netscape’/serverd/bpm/export/ . The specific file name
fwhere archiving will be done) in the specified directory is
generated automatically by the PM Administrator:

[ Delete data (Warning: If you are nat archiving your
data now or if you have not already exported your data, the
data will be irretrievably lost when you delete it.

Subrnit 1 Cancel ]

4. Select a specific application or “Any Applications” from the drop-down list.

5. Enter any search criteria.
You search for process instances based on one or more of the following criteria:
o process instance 1Ds

o time the process instance was created
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o time the process instance was completed or terminated
6. Check “Save export to local disk at path” to export the data.

Note. On Windows NT, the disk must be local. You cannot use an
NFS-mounted drive.

7. Enter the absolute physical path to the folder in your local file system that you
want to use for archiving. If you checked the “Save export...” checkbox, you
must enter a path or you get an error when you try to perform the operation.

8. Check “Delete data” to delete the data. You will lose any data that you haven’t
exported previously or as part of this operation.

You should export all data before deleting it.

9. Click Submit to export (and also delete if you checked the delete box) all the
application data that meets your criteria.

Note. You can delete data without archiving it, although this is a very risky action
to take. This action is not recoverable.

Exported process instance data is written to flat files in a directory the
administrator specifies. Each process instance’s data is exported to a separate file.
The file name for each process instance is generated automatically in the following
format:

process_i nstance_appl i cati onName_processl nstancel D year _nont h_day_h
our_m nut e_second

For example:
c:\tnmp\process_instance_CreditHi story_10 1999 10 11 10 31 51.xnl

Here, the archival file was written to the directory c: \ t np\, the application name
is CreditHistory, the process instance ID is 10, and the archival was done on
October 11, 1999 at 10:31 and 51 seconds.

Exported data is stored in an xml file with the following format:
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<PROCESS_| NSTANCE>
<I NSTANCE_DATA>

This section contains data from the process_instance table.

</ | NSTANCE_DATA>
<HI STORY_EVENT_LI ST>
<HI STORY_EVENT>

This section contains data from one history event in the history table. There may be
more than one history event listed here.

</ HI STORY_EVENT>
</ HI STORY_EVENT_LI ST>
<DATA_ELEMENT LI ST>
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This section contains a list of all data elements and their corresponding values. This
section also contains custom field data.

</ DATA_ELEMENT LI ST>
</ PROCESS_| NSTANCE>
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Chapter 6

Databases

Process Manager stores user data in a relational database. The database provides a
centrally available repository for user data for each application in a cluster, plus a
common set of tables that all applications can share. In addition, there are adapters
for each type of database that handle mapping between Process Manager types
and the data types used by each kind of database, so process designers can design
process definitions that are database independent.

This chapter describes these topics:
= Overview
= Using Databases With Process Manager

= Setting Up Your Database

Note. This chapter only provides general guidelines for using databases with
Process Manager. For specific situations and error conditions, consult your
database administrator (DBA). For example, if you encounter a Sybase log full
error, you should refer the problem to your database administrator for a solution.

Overview

Process Manager uses an Oracle or Sybase database to store process instance data,
so you must have a database available to you on your local system or available
over a network on another system. If you are using a remote database, you must
have the appropriate database client installed on your local system. You need to
have enough privileges to create tables, write to tables, and to create views.

Process Manager supports the following databases:
= Oracle 8.0.5, 8i (server), Oracle 8.1.5 (client)
= Sybase 11.9.2, 12 (server), 11.1.1 (client)

63



Overview

There are several ways a Process Manager end user and administrator interact
with database tables. Sometimes they need read-only access, but sometimes
they add new data or update existing data. Note that the database access is
transparent to the end user or administrator. They are only aware that they are
viewing, adding, or modifying process instance data.

End users are accessing a database when they perform these operations:
= Create a new process instance: Adds new data to all tables in the database.

= Work on awork item: Adds new application-specific data and updates some of
the cross-application tables.

= View a process instance detail: Reads from several tables.

= View a process instance’s history: Reads from the history table.
Administrators are accessing a database when they perform these operations:
= View a process instance detail: Reads from several tables.

= View a process instance’s history: Reads from the history table.

= Request process instance statistics: Reads from several tables.

= Archive data: Updates some tables by flagging the database records that match
the archiving criteria.

= Delete data through the Archive and Delete page: Updates some tables by
removing the database records that match the deletion criteria. This is not
recoverable.

= Delete data when uninstalling an application: Deletes the application-specific
table for the application. This is not recoverable.

=« Delete data when removing a cluster: Deletes the application-specific and the
cross-application tables. This is not recoverable.

At each database operation, Process Manager collects data into implicit database
transactions to protect application data in the database. Transaction-based
processing allows rollbacks and automatic database cleanup if any Process
Manager operation fails.

Note. Each of these transactions generates an entry in the database transaction log,
so make sure you have plenty of space available for the log. If you are using a
Sybase database, it disconnects automatically when there is not enough space for
additional transaction log entries. You can increase the transaction log size for your
Sybase database to help avoid this problem.
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Using Databases With Process Manager

To provide consistency across all applications in a cluster, all applications share a
single relational database.

This section includes these topics:
= Cross-Application Tables

= Primary & Foreign Keys

= Database Views

= Database Users

= Database Adapters

= Storing Digital Signatures

= Setting Up Your Database

= Database Connections

Cross-Application Tables

The database has five common, cross-application tables that are shared across all
applications and one application-specific table for each application (this value is
used in the DB Application Table field in the application’s definition in Process
Builder). The cross-application tables contain standard data for each process
instance and work item, while the application-specific tables contain the user data
that is unique to each application.

The cross-application tables are:

= process_instance table: Maintains process_instance data such as each process
instance’s state, application, and creation and modification dates. It also tracks
who initiated the process instance and who it last worked on it.

= work_item table: Tracks work item data such as each work item’s expiration
date and who it is currently assigned to.

= history table: Maintains all historical data for each process instance.

< wf_id_range table: Generates a new unique process instance ID whenever an
end user initiates a new process instance. This table has a single field, next
r ange, indicating the next ID to create.

= wf-blobs table: Stores digital signatures.
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= dynamic_group table: Stores entries for groups that are not statically defined in
the corporate directory or in the application definition.

process_instance
wf_instance_id
wf_creation_date
wrf_creator_dn
wrf_title
wf_priority
wf_entry_cn
wf_exit_cn
wf_last_modified
wif_pi_state
wf_app_cn

wf_observer_url

wf_performer_url

wf_archived_flag

work_item
wf_instance_id
wf_fork_id

wf _node _cn

wf wi_state
wif_expired_flag
wf_wi_cdate
wf_exp_date
wf_user_dn
wf_target _cn

wf_performer_u
rl

wf_automated_f
lag

wf_deferred_fla
g

wf_app_cn

wf_execution_st
age

history wf_blobs dynamic_group
wf_instance_id wf_instance_id wf_instance_id
wf_fork_id wf_field_cn wf_fork_id
wf_event id wf_blob_content wf node cn
wf_event_type wf_group_id
wf_event date wf_group_flag
wf_wi_cdate wf _user_id

wf_wi_exp_date
wf_user_dn
wf_app_cn

wf_comment

wf_node_cn

Note. In a Sybase database, the maximum number of bytes per row is 1962. If you
create tables with varchar, nvarchar, or varbinary columns whose total defined
width is greater than 1962 bytes, a warning message appears, but the table is

created.
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Primary & Foreign Keys

The database tables are set up to share the process instance, wf _i nst ance_i d, as
a key. The process_instance table uses the wf _i nst ance_i d field as the primary

key. The wf _i nst ance_i d field in other tables is considered as a foreign key. The
work_item table uses a concatenated key of wf _i nst ance_i d,wf _fork_i d, and
wf _node_cn to precisely identify a work item in a parallel processing application,
where there may be several work items for a specific process instance.

Database Views

To allow simplified queries, Process Manager provides some standard views into
the database information. These offer a predefined subset of the data available in
the database.

Process Manager constructs these views:

= closed_process: Uses the process_instance table in this query:

SELECT wf _i nstance_id, wf_creation_date,
wf_creator_dn, wf_title,

wf_priority, wf_entry_cn,

wf_exit_cn wf_node_cn, wf_|ast_nodifi ed,
wf_pi _state, W _app_cn,

wf _observer _url, wf_perforner_url,

wf _archived_fl ag

FROM process_i nstance WHERE wf _pi _state >= 4

= worklist: Uses the process_instance and work_item tables in this query:
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SELECT w .wW _instance_id, wi .w_perforner_url,
wf _observer _url, wf_fork_id,

wf_node_cn, wf_w _state,

wf_expired_flag, wf_w _cdate,

wf_exp_date, W _user_dn, wf_title,
wf_priority, wf_creation_date,
wf_creator_dn, wf_entry_cn,

wf _|ast_nodified, wf_pi_state,

wf_target_cn, wf_app_cn

wf _automated_fl ag, wf_deferred_fl ag,

wf _executi on_st age

FROM process_instance pi, work_item wi
WHERE wi . wWf _i nstance_id = pi.wf_instance_id

= application-specific view: Uses the process_instance and the
application-specific tables in a query such as this:

SELECT pi.wW _instance_id, fieldrole, datefield, textfield,
radi o,

wf_creation_date, wf_creator_dn,

wf_| ast _nodi fied, wf_app_cn,

wf_ pi_state, wf_entry_cn, wf_title,

wf_priority, wf_exit_cn, wf_archived_fl ag,

wf _perforner _url,w _observer_url

FROM user 1. process_i nstance pi, child app

WHERE pi .wWf _i nstance_id = app.w _instance_id
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= searchlist view: Uses the process_instance table in a query such as this:

SELECT pi.wf_instance_id wf_instance_id,

wf _creation_date, wf_creator_dn, wf_title, wf_priority,
wf_entry_cn, wf_exit_cn, wf_last_nodified, w_pi_state,

wf _app_cn, wf_observer_url, wf_archived_flag, w_fork_id,
wf_node_cn, wf_wi _state, wf_expired_flag, wf_w _cdate,
wf_exp_date, W _user_dn, wf_target_cn, w .w_performer_url,
wf _deferred_flag

wf_deferred_flag, wf_automated_flag, wf_execution_stage
from process_instance pi, work_itemw

where pi.wW _instance_id = wi.wf_instance_id (+))

Database Users

There are three kinds of database users:
e Administrator

Has create and write access to all cross-application and application-specific
tables and views. This is the database user that you identify when creating a
cluster. This administrator is responsible for setting up your database.

= Business Manager

Also has create and write access to all cross-application and
application-specific tables and views. This business manager is responsible for
process instance-specific database issues. See the Business Manager’s Guide for
more information.

= application-specific user

Has create and write access to their own application’s tables and views. Has
read-only access to cross-application tables and views. Has no access to other
application-specific tables.
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If you have an application-specific database user, the Process Builder designer
identifies this as the DB User in the application’s properties window when
deploying the application.

Database Adapters

Each type of database supported by Process Manager has its own adapter. After
the database type is determined, the adapter handles storing data in the database
and takes care of such database-specific characteristics as type mapping.

Because type mapping in Process Manager is handled by the database adapters,
Process Builder designers can use a single set of types that can be correctly
interpreted for each type of database. Designers do not need to concern themselves
about how their data types are stored in a given database.

Note. Designers who write their own customized scripts cannot use certain
transaction control statements in their scripts such as begin, commit, and abort. In
addition, if they are using an Oracle database, they cannot use DDL in their script
statements. Also, Process Builder does not check for all reserved words for every
database. If a custom script contains a reserved word, your application deployment
may fail.

Storing Digital Signatures

Process Manager has a special database table for storing digital signatures,
wf _blobs.

Table 6-1 Fields in the wf_blobs database table

wf_blobs

wf_instance_id
wf_field _cn
wf_blob_content

You can perform dbadni n queries against this table to verify digital signatures as
required. For example, you could execute this query

SELECT * from wf_blobs WHERE wf_instance_id = <ID> and wf-field_cn = '<sig-field>’
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to obtain the user ID, user name, and digital signature for a specific process
instance. Note that to do this, you will need the process instance ID.

Setting Up Your Database

Process Manager requires the use of an Oracle or Sybase database. You can use
whatever database you already have installed, or you can install a new database
for your Process Manager data. You, or the database user you identify, must have
create and write permissions for tables and views.

Note that if you are using Sybase, a database already exists for Process Manager’s
use. The database administrator of your enterprise should have created this
database before creating a cluster. The database administrator must make sure the
Process Manager administrative user has create table/create view privileges on
that database. Sybase databases are no longer created during cluster creation.

Information you need to know before you attempt to create a new cluster or to join
an existing cluster are:

= Database server type (Oracle or Sybase)
= Database server identifier

= Valid database user ID (the administrator’s user ID). Note that this user cannot
be the same as the database owner for Sybase databases.

e Password for that user
= Database (for Sybase only)

See the Installation Guide and the iPlanet Application Server Administration Guide for
more information about setting up your database. You can locate iPlanet
Application Server documentation in the following location;

serverRoot/ i as/ docs/ i ndex. ht m

Database Connections

Database connections are maintained through iPlanet Application Server. You can
set connection parameters in iPlanet Application Server (iAS) Administrator.

To set the connection parameters, perform the following steps:
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1. From Netscape Console or the Windows NT Start menu, launch iAS
Administrator.

2. On the iAS Administrator toolbar, click the Database button to open the
Database window.

3. Inthe left pane of the Database window, click the database for which you want
to adjust the timeout parameter.

EZH Al Registered Servers
A5

: ODBC
d4: DB2_CLI
|l 59 INFORME_CLI
94 SYBASE_CTLIB
99 ORACLE_OC]

4. Inthe right pane of the Database window, in the Connection Timeout field,
enter the number of seconds.

Data Access Driver

[w] Load data access driver

Client Librar‘f:[udthZdll
Priority: [?
General
[] Enable SGL parsing || Log debug messages
Connection Timeat: Wsecunds

hiniumum Threads: [8_ hsximum Threac
Cache

hzimum Cunnec’riuns:[?

Free Slots: [F

Timeaut: 120 secands

Interval: 120 secands
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You can also set the minimum and maximum number of threads available for
database connections. The thread parameters determine how many threads iAS
allocates for asynchronous database queries. Such threads are usually used for
queries returning a large number of rows and allowing the application to do other
tasks while waiting for the query to finish. Asynchronous database queries are not
supported by JDBC 2.0, a Java programming interface used to build on top on
database drivers.

The default thread allocations are adequate for most applications. If an application
developer uses many asynchronous queries, you might want to increase the
maximum number of available threads. Keep in mind that each thread does use a
small stack allocation and pulls from the total number of available system threads.
Therefore, if an application does not use any asynchronous queries, you can
increase performance by setting the maximum available threads to zero.

To set the thread parameters, perform the following steps:

5. Inthe right pane of the Database window, in the Minimum Threads field, enter
the number of threads.

Data Access Driver

[w] Load data access driver

Client Librar‘f:[udthZdll

Priority: [?
General

[] Enable SGL parsing || Log debug messages

Connection Timeat: Wsecunds

hiniumum Threads: [8_ laximum Threads:[?
Cache

hzimum Cunnec’riuns:[?

Free Slats: 16
Timeout: 120  seconds
Irterval: 120  seconds

6. Inthe right pane of the Database window, in the Maximum Threads field, enter
the number of threads.

The database cache is an array used to hold active and recently used database
connections. iPlanet Application Server adds database connections to cache when
an application creates a database connection.
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While the application is using that database connection, iAS marks that connection
“in use.” Once the database operations are finished, the server marks the database
connection “free.” The cache then holds the free connection in the cache for a
configured period of time. This allows the server to use the free cached connection
and quickly handle a new request to the same database. Once a free connection
exceeds the timeout, a cleaning thread removes the connection from the cache and
opens a slot for a new connection to be cached.

You can adjust the following cache parameters:

= the maximum number of connections allowed in the cache
= the number of slots held solely for free connections

= the timeout limit, in seconds, for free connections

= the interval, in seconds, at which the cache cleaner thread removes timed-out
free connections

The default values are adequate for most applications, so adjustments are not
usually required for initial application installations.

iAS dynamically adjusts the cache up to the maximum number of allowable
connections. If there are no connections to cache, the array is allocated to zero
spaces.

7. Inthe right pane of the Database window, under Cache, enter values for the
following parameters:

o maximum connections

o timeout
o free slots
o interval

8. Click Apply Settings to save the changes to iAS.

It is perhaps worth noting here that Process Express, Process Administrator, and
Process Business Manager also each use a database connection. Whenever you are
tracking the number of connections in use at a given time, remember that two
connections are always taken by these components.
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Chapter 7

Managing Process Instances and
Work Items

This chapter and the next one present information needed by business managers to
use Process Business Manager to manage and monitor process instances and work
items.

This chapter includes these sections:

= About Process Instances and Work Items
= Accessing Process Business Manager

= Managing Process Instances

< Managing Work Items

About Process Instances and Work Items

A process instance is an instance of a deployed Process Builder application that has
been initiated by an end user in Process Express. For example, if a user wants to
issue a request for time off, they could initiate a new time off request in Process
Express. When they do this, a new instance of the Time Off application is created in
the database. This application consists of several tasks, called work items, each of
which is assigned to a different user. (In Process Builder, work items are referred to
as activities.)
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For example, an employee, her manager, and her HR representative may be
assigned to different activities in a process map in Process Builder. In Process
Express, each has their assigned task appear as work item in their work list. As
each person completes their assigned task, the request is routed to the next
assignee’s work list as a work item that they must act upon. Each time the process
instance moves to a new work item, is accepted, or is completed, the process
instance and work item states are updated internally.

Process Manager 6.0 has the concept of parallel processing and subprocesses. When a
parallel processing application such as Office Setup is initiated by an end user in
Process Express, a single process instance can have many work items that are
active simultaneously. This results in a one-to-many relationship between the
process instance and its work items, and they can be in different states. For
example, a process instance may be open and in a running state, but one of its work
items could be suspended.

When a parent process arrives at the subprocess activity in the process map, it
generates a subprocess. A single work item is created in the parent process to track
the subprocess as a whole. This work item is unusual in that no one is assigned to
the task, but it allows the Process Engine to track the start and end of the
subprocess, so that it knows when to continue with the other activities in the
process. In addition to the single subprocess work item in the parent process,
individual work items are created as usual for each defined subprocess activity as
the subprocess continues through its own defined process.

At any given time, a process instance or its work items can be in one of several
different states. As business manager, you can move them from one state to
another. For example, you may want to suspend a particular process instance when
an assigned user ID is no longer valid.

Note. When you change the state of a process instance, you may be affecting the
state of its constituent work items. For example, when you suspend a process
instance, all of its work items are also suspended. When you resume the process
instance, the work items are also resumed. The reverse is not true: When you
suspend a work item, the parent process instance is not also suspended.

Table 7-1 Process instance state definitions

State Name Description

Open:
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Table 7-1 Process instance state definitions

State Name Description

running The process instance has been created and is executing
according to the process map. There is no exception or
error condition

suspended The process instance is unavailable, and assignees cannot
take any action on it until the process has returned to the
running or active state.
Note: When you suspend a process instance, all of its
work items are also suspended and are inaccessible. When
you resume the process instance, the work items are also
resumed.

Closed:

completed The process instance has finished normally without
manual intervention.

terminated The process instance is aborted before its normal

completion. This also terminates all the work items
associated with the process instance.

As with process instances, at any given time, a work item can be in one of several
different states. As business manager, you can move them from one state to
another. For example, you may want to suspend a particular work item when an
assigned user ID is no longer valid. When you suspend a work item, you do not
affect the other work items in the process instance nor do you affect the state of the
process instance itself. Completed work items are removed immediately from the
database, so they are no longer in any state.

Table 7-2 Work item state definitions

State Name Description

Open:

available The work item has been created but is not yet owned by
anyone. The assignee (or one of a group of possible
assignees) for a work item has not yet accepted it.

active The assignee (or one of a group of possible assignees) for a

work item has accepted the work item.
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Table 7-2 Work item state definitions

State Name Description

suspended The work item is unavailable, and assignees cannot take
any action for it until it has returned to the running or
active state. The work item can be suspended on its own or
as part of a process instance.

Note: If the process instance that the work item is part of
has been suspended, all of its work items are also
suspended. When the process instance is resumed, the
work item is also resumed.

As business manager, you can make some state changes for open process instances
and work items, but not for closed ones. The table here identifies the permitted
state changes.

Table 7-3 Permitted process instance and work item state changes

Can change from: To these new states:

running suspended, terminated (process instances)
active (process instances) suspended, terminated (process instances)
available (work items)

suspended resumed to previous state, terminated (process
instances)

Although expiration is not a state, a work item can be flagged as expired. Timer
agents periodically check for expired work items. A work item can become expired
if it has an expiration setter script set up for it in Process Builder and it has not been
acted upon in Process Express before the date indicated in the script.

The Process Builder designer can use expiration setter scripts to define an absolute
or a relative expiration date for each work item. The designer can define a change
of state as part of a work item’s expiration handler script. A typical example is that
upon expiration a work item’s state changes to a suspended or terminated state.
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Whenever a timer finds an expired work item, it is flagged as expired in Process
Express and in Process Business Manager with a small flag icon in the Due Date
column. You can extend the expiration date for any work item that has passed its
expiration date. See “Administering a Work Item” on page 89 for more
information.

Accessing Process Business Manager

Process Business Manager is a web-based interface for managing and monitoring
process instances and work items. You access Process Business Manager’s interface
in a web browser through its home page at

ht t p: / / yourServer/ Busi ness. apm

Process Business Manager uses a tabbed HTML-based interface that provides
access to management functions in these areas:

< Process Instance Forms

Process Business Manager provides several forms for finding and
administering process instances. You can find all process instances that match
certain criteria, or you can manage a specific process instance and view its
details and history. You can also administer work items that belong to a
process instance.

For more information, see “Managing Process Instances” and “Managing
Work Items”.

e Statistics Forms

Process Business Manager provides two forms for obtaining statistics about
process instances. You can set up criteria for the process instances you are
interested in and you can obtain a report about them.

For more information, see Chapter 8, “Statistics.”

Managing Process Instances

You can view and modify the process instances in your cluster. You can obtain a
list of process instances by defining a set of search criteria such as by user, by
application, across all applications in cluster, for specific creation or modification
time periods, by expiration date, or by state.
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Note. All existing process instances disappear if a process developer revises, then
redeploys, an application that has been previously deployed to development. This
does not occur to applications deployed to production; process developers cannot
add or delete data fields to applications deployed to production.

This section includes these topics:

= Finding Process Instances

= The Process Instances List

= Administering a Process Instance

« Viewing Details and History

To manage your process instances, follow these steps:

1. Go to Process Business Manager at ht t p: / / yourServer/ Busi ness. apm

2. Click the Process Instances tab. The Find Process Instances page is displayed.

3. You can enter search criteria for process instances (for details, see the next
section, “Finding Process Instances™” on page 80):

o by application

o by user

o by initiation and modification date
o by state

4. Click Find when you have entered your criteria to display a list showing all
matching process instances.

Finding Process Instances

You can get a list of process instances based on the values you enter for one or
more of these fields. For more general, conceptual information, see “About Process
Instances and Work Items.”

Note. If you enter no find criteria, all range fields default to “all-inclusive.”
Whatever criteria you specify are ANDed together, limiting the search to those
process instances that fit all the criteria. If you enter a value in only the first part of
a range, the criterion for that range becomes “after and including that data point.”
Likewise, if you only enter a value in the second part of a range, the criterion for
that range becomes “up to and including that data point.”
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Figure 7-1  The Find Process Instances page
Find Process Instances

Search on Process Instances | Search on Work lterms

To find a particular process instance, enter your criteria below, then click "Find” to retrieve a listing of process
instances that match those criteria.

Find all Pror

From Application |——An3r Application-- j

Initiated by user I ﬂ

Initiated between I and | { WhAdddfyyyy HH:mim: g5 )

Last modified between | and | [ MMy yyy HH:mimiss )

Wyith the state I——Open State-- 'l

From application. Select “Any Application” or a specific application from the
drop-down list.

Initiated by user. Enter the user ID of a Process Express end user.

Initiated between. Enter a from and to range of dates formatted as mm/dd/yyyy
[hh:mi:ss]. Note that this field uses a 24-hour clock.

Last modified between. Enter a from and to range of dates formatted as
mm/dd/yyyy [hh:mi:ss]. Note that this field uses a 24-hour clock.

With the state. Select “Open State” or a specific state from the drop-down list.

The Process Instances List

Once you submit your process instance criteria, the Process Manager displays a list
of all process instances that meet your criteria.
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Figure 7-2  The Process Instances List

Surmary: 6 items found - Process Instance Search -- Select an acton -~ 7

[ 43 Mas Administrator 4/29/2000-4/14/2000

6 TimeOffRequest 3 Reguest nane

Approved

[ & Nas Administrator 4/7/2000-4/28/2000 7 TimeOffRequest 3 Manager 04/27/2000 P
hpproval

I % Nas Administrator 4/21/2000-4/28/2000 38 TimeOffRequest 3 &) Manager 04/27/2000 B
Approval

{3 Nas Administrator 4/21/2000-4/28/2000 33 TimeOfffequest 3 &) Manager 04/27/2000 P
hpproval

& Nas administrator 4/21/2000-4/28/2000 40 TimeOffRequest 3 &) Manager 04/27/2000 M
Approval

-+

-

3

=

-+

-

68 Nas Administrator 4/21/2000-4/28/2000 41 TimeOffRequest 3 &) Manager 04/27/2000 P
Approval

The columns of data for the listing are:

= Select: This radio box can be used to select/deselect many process instances at
the same time. Multiple process instances can be suspended or resumed by
selecting the radio boxes and hitting the "Apply" button.

= (State Icon): Anicon indicating whether the process instance is currently
running (normal orange activity icon), suspended (dimmed out), completed
(green), or terminated (X).

= Process Instance: The name of the process instance, such as Joe’s Timeoff
Request. This name is a link to the Display Process Instance page for that
process instance. (For details, see the next section, “Administering a Process
Instance” on page 83.)

Note: If the application is in the Testing stage, all process instances are
renamed to the user ID of their initiator.

= ID: The process instance ID number. With parallel processing applications,
there may be multiple work items for a single process instance ID.

= Application: The application that the process instance belongs to.

= Priority: The priority level for the current activity. The default value is 3.
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= Current Work Items: The work items that are currently active. There may be
several for a parallel processing application. If the item is an exception handler
or a subprocess, a specific icon is displayed. For example, the last work item in
Figure 7-2 is a subprocess. The work item is a link to the Display Work Item

page.

= Work Item Due Date: The date when the current activity is due to expire. Items
that have already expired or that are about to expire show warning icons next
to them. An alert triangle warns of an imminent expiration. A flag indicates a
process instance with an already expired activity.

Administering a Process Instance

You can select an open process instance from the listings page and administer it by
changing its state.

To administer a process instance, follow these steps:

1. Click the link for a specific process instance in the Process Instances List page.
The Display Process Instance page is displayed.

2. Choose one or more actions for that process instance.

3. Click Perform Actions when you are done.
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Figure 7-3  The Display Process Instance page
Display Process Instance

{ﬁ Process Instance: Mike Sijacic (Details and History) I0: 36
Application OfficeSetup

Current Work ltermns Due Date

aSet Lip Phone none

As the administrator, you can perform these administrative actions on this process instance.

This process instance has the state RUNNING.
& Do not change
Change the current state to £ Buspend

" Terminate to Exit Mode ISBTUp Complete vl

This page allows you to change the process instance’s state.

Changing the State of a Process Instance

You can change the state of open process instances, but you can only change them
to certain other states. See Table 7-3 on page 78 for details.

To change a process instance’s state:
1. Click the radio button that reflects your choice:
o Do notchange

o Suspend (suspend the process instance and all of its constituent work
items)

o Resume (resume a suspended process instance and any of its work items
that are suspended to their previous state)

84  Process Manager Process Administrator's and Business Manager's Guide « May 2000



2.

Managing Process Instances

o Terminate (abnormally terminate the process instance) If you choose this
option, you must select the exit point you want to use as the designated
termination activity. This automatically terminates its constituent work
items. You can select any exit point in the process map to terminate a
process instance.

Click Perform Actions to change the state.

Viewing Details and History

The heading of the Display Process Instance page includes a link to the Details and
History page. This provides a detailed history of every action users have
performed for every work item for the process instance.

To view the details and history page:

1.

2.

3.

Go to Process Business Manager at ht t p: / / yourServer/ Busi ness. apm
Click the Process Instances tab.
Enter search criteria and click Submit.

Click a process instance link on the Process Instances List. This displays the
Display Process Instance page.

Click the View Details & History link in the heading at the top of the page. This
displays the details and history for that process instance.

Close the window when you are done.
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Figure 7-4  The Details and History page
Details and History

History ID: 36
iE start

[10/31/415999 16:24:37] Start. Start Office Preparation completed by sijacic
(& Assign Office and Specify Computer

[10/31/1952 16:24:37] Assignee: admin

[10/31/1553 16:25:45] Assign Office and Specify Computer. Office Assigned

completed by sijacic

£ Basic Setup
[10/31/15999 16:25:46] Automated step completed by BPM autormated agent

(& Set Up Phone
[10/31/1999 16:25:46] Assignes: admin

{& Order Computer
[10/31A41999 16:25:46] Assignes: admin

Help

Managing Work Items

You can view and modify the work items for the process instances in your cluster.
You can obtain a list of work items by defining a set of search criteria such as by
user, by application, across all applications in cluster, for specific creation or
modification time periods, by expiration date, or by state.

This section includes these topics:

= Finding Work Items

= The Work Item List

< Administering a Work Item

To manage your work items, follow these steps:

1. Go to Process Business Manager at htt p: / / yourServer/ Busi ness. apm

2. Click the Process Instances tab. The Find Process Instances page is displayed.
3. Click the Search on Work Items link. The Find Work Items page is displayed.
4

You can enter search criteria for work items (for details, see the next section,
“Finding Work Items”);

o by application
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o by user
o by expiration date
o by state

5. Click Find when you have entered your criteria to display a list showing all
matching work items.

Finding Work Items

You can get a list of work items based on the values you enter for one or more of
these fields.

Figure 7-5  The Find Work Items page
Find Work liems
Search on Process Instances | Search on Work ltems

To find a particular work item, enter your criteria below, then click "Find" to retrieve a listing of work items that
match those criteria.

Find all work iterns

Frarn application |——Any Application-- j

Assigned to user I ﬁ

Expired between I and I { Whiddfyyyy HH:mm:ss )

™ Show only wark items that have expired

With the state I--Any State-- 'I

From application. Select “Any Application” or a specific application from the
drop-down list.

Assigned to user. Enter the user ID of a Process Express end user.

Expired between. Enter a from and to range of dates formatted as mm/dd/yyyy
[hh:mi:ss]. Note that this field uses a 24-hour clock. This applies only to the work
items of open process instances.
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Show only work items that have expired. This checkbox allows you to limit the
listing to only those work items that have expired. This applies only to the work
items of open process instances.

With the state. Select “Any State” or a specific state from the drop-down list.

The Work Item List

Once you submit your work item criteria, Process Manager displays a list of all
work items that meet your criteria.

Figure 7-6  The Work Items List page

Wk, ke List

Gummary: & Aemi found = Work [Bem Gamch | ekt o arn 'lm
I ¥ Admusiraior £ (252000 - L LFHD Trsrifsruent | Fmqueri Approved
r * BiAdnruivaler £ 4220004205000 7 TeeofRequet | Manage dpprove (40272000 B
F 8 Aladesiias C0US0N-LORS0 B TeedMeguest | Manage sppina | pa/202000 B
@ slainnisiaio (21 800-0ZRG000 M TiediWeguest | Manaper dpproeal | D4/g7g0m B
I & B adeemisivg e 6 8212000 -4.2 BE0ID 40 TelfWpquest | Monager pprowal | D427 000 B
T # eacnnsinie GELEN0-HSEGIOD 4l TweeldRequest | Wenager dporodel  D4/RNR000 B

The columns of data for the listing are:

= Select: This radio box can be used to select/deselect many work items at the
same time. Multiple work items can be suspended or resumed by selecting the
radio boxes and hitting the "Apply" button.

= (State Icon): An icon indicating whether the work item is currently available
(orange activity icon) or suspended (dimmed out).

= Work Item: The name of the work item. This name is a link to the Display a
Work Item page for that work item. (For details, see the next section,
“Administering a Work Item.”)

ID: The ID number for the process instance that this work item belongs to.
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= Application: The display name of the application for which this work item was
created.

=« Activity Name: The name of the activity that the work item performs, as
defined in Process Builder.

= Due Date: The date when the current work item is due to expire. Iltems that
have already expired or that are about to expire show warning icons next to
them. An alert triangle warns of an imminent expiration. A flag indicates a
work item with an already expired activity.

Administering a Work Item

You can select an open work item from the listings page and perform additional
administrative actions upon it. If you choose to perform more than one
administrative action, and one of the actions is to move the work item to another
activity, the move operation is executed first.

The administrative page, Display a Work Item, can be displayed in two formats:
the administrative portion alone or a form with the administrative portion at the
bottom. If no form was defined for the administrator by the designer in Process
Builder, then only the administrative portion is displayed. If a form was defined,
then that form is displayed with a section at the bottom where you can perform
administrative actions.

To do this, follow these steps:

1. Click the link for a specific work item in the Work Item List page. This displays
the Display a Work Item page for that work item.

2. Choose one or more actions for that work item.

3. Click Perform Actions when you are done.
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Figure 7-7  The Display and Administer a Work Item page
Display Work Item

As the administrator, you can perform these administrative actions on this wark item.

This work item has the state ACTIVE.

& Do nat change

Ch th t state t
ange the current state to Sz

This work iterm is currently assigned to user wid=sijacic,ou=People,dc=netscape,dc=com.

Delegate the current activity to user I ﬂ

The choices for actions you can perform are:

= change the work item’s state

= extend the current activity’s expiration date (only displayed when the activity
has already been flagged as expired)

= move the current activity to a different activity
= delegate the current activity to another user

This page allows you to change the work item’s state.

Changing the State of a Work Item

You can only change the state of open work items, and you can only change them
to certain other states. See Table 7-3 on page 78 for details.

To change a work item’s state:
1. Click the radio button that reflects your choice:
o Do not change
o Suspend (suspend the work item)
o Resume (resume a suspended work item to its previous state)

2. Click Perform Actions to change the state.
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Extending the Expiration Date

You can extend the expiration date for an open work item if its due date has
already passed.

To extend the work item’s due date:

1. Enter the new expiration date in the format MM/DD/YY [hh:mm:ss]. The date
or time must be in the future.

2. Click Perform Actions to extend the work item’s due date.

Moving to a Different Activity

You can change the current work item to any other activity that is defined for the
application. That is, you can switch to an activity that is further along in the process
definition or to one that precedes the current activity. You can move to a different
activity even if the current activity is unfinished.

For parallel processing applications, you can only change to an activity that is on
the same processing branch as the current work item.

Note. Switching the current work item can damage the integrity of your
application data because you may skip a critical step or you may perform another
step twice. You must understand the consequences and define possible remedies as
needed before making a switch. You need to be sure that this process instance can
still complete or you may have to manually terminate the individual process
instance.

To move the work item to another activity:

1. Choose an activity from the drop-down list. Process Business Manager only
displays the activities that are defined for this process instance.

2. Click Perform Actions to change the activity.

Note . No notification goes to the initiator or to the previous assignee about the
switch.

Delegating to Another User
You can reassign an open work item to another user.

To delegate the work item:

1. If you know the user ID for the person or group to whom you want to reassign
the work item, enter it here.
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If you do not know the user ID or group ID, click on the Find User icon. This
displays the Find User page.

2.

Figure 7-8  The Find User page

Enter the name or the user id of the user that you are looking for
and then click on the search button. Select the user in the list

and then click on the Select button

Searching Search |

0 users found.

Help

Enter a partial name and click Search. This displays a second Find User page
that lists all matching user IDs.

Select a user from the displayed list and click Select. This returns you to the
Display and Administer a Work Item page.

5. Click Perform Actions to delegate the activity.
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Chapter 8

Statistics

The Process Business Manager interface allows you to get statistics on both process
instances and work items.

This chapter describes these topics:
= Obtaining Process Instance Statistics

= Obtaining Work Item Statistics

Obtaining Process Instance Statistics

To obtain statistics, go to the Process Business Manager in a browser at
ht t p: / / yourserver/ Busi ness. apm

When you click the Statistics tab, the Process Instances Statistics page is displayed.
You use this page to request a statistics report for all process instances for one or all
applications that are initiated or modified within a given time period. There is an
equivalent page for work items. See “Obtaining Work Item Statistics” on page 96
for details.
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Figure 8-1  The Process Instances Statistics page
Process Instance Statistics

Find statistics on Process Instances | Eind statistics on YWork ltems

To view statistics for process instances, enter your criteria below and press "Report” to return a table of
statistics.

From application I--Any Application-- j

During period from I to | (MM yyyy HH:mim:ss)

Note. If a process instance is not initiated or modified during the time period, it is
not included in the statistics.

If you enter no criteria, the date range defaults to “all-inclusive.” If you enter a
value in only the first part of a range, the criterion for that range becomes “after
and including that date.” Likewise, if you only enter a value in the second part of a
range, the criterion for that range becomes “until and including that date.”

To obtain a statistics report, follow these steps:
1. Go to Process Business Manager at ht t p: / / yourServer/ Busi ness. apm
2. Click the Statistics tab.

3. Select an application to report against by choosing “Any Application” or a
specific application from the drop-down list.

4. Enter a range of dates or leave blank to include all.

5. Click Submit to display the Process Instances Statistics Report.
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Figure 8-2  The Process Instances Statistics Report
Process Instance Statistics

Statistics for the applications you selected are displayed below. Walues in the columns represent the number of process
instances for an application in a given category. Click on a number to retrieve a listing of the individual process instances
that comprise that figure. (Timing information is recorded as days hours:minutes: seconds.)

Help
DataSheet TimeOffRequest OfficeSetup

started 4 a 2 1
open o] a5 i B
running o] =1 8 5]
suspended 0 0 0 0
closed 4 ] 1 5
completed 4 ] 1 2]
terminated 0 ] 0 0

Each blue-underlined number in the report is a link to a Process Instances List that
lists all the instances that were combined to make up that number. See Figure 8-3
for an example.

On the Statistics Report, statistics are provided for these categories:
= All process instances for an application
* Started
= Open process instances
o running
o suspended
« Closed process instances
o completed

o terminated

Note. The set of process instances on the listings page could include more process
instances than indicated in the Statistics Report if the end date is blank or is in the
future because additional instances could have been initiated or modified after the
report was run.
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Figure 8-3  The Process Instance List Resulting From the Statistics Report
Erecesw Instunces L

Sernmiay 5 lufes fousd - Piocds inslanca Seaich

T T T

i ik Suams Yy Jan 0500 0000 KT 2000 Tha s, 32 TemeDfequesd 3 ) tarager AL &

% Mk Silacic IS0 T | TemeOMRaguesd 3 & Marage inatAeeE A
Ag provel

ok ke Sijacic 000V 350-1R2000 M TimeOffaguest 3 B Hapmge IOVINTEEE. &

B ke Sigcic 10711 ¥ TemeOfRaquest 3 & Marager IGALTES &
&g proval

& Sankom Hodghing 11AA558- 1150455 43 Teme Macues 3 &) Matages 1A K
&4 prrval

If you click the Process Instance link, you can administer the process instance
through the Display Process Instance page.

If you click the Current Work Item link, you can administer the work item through
the Display Work Item page.

Obtaining Work Item Statistics

When you click the Statistics tab and then the Find Statistics on Work Items link,
the Work Item Statistics page is displayed. You use this page to request a statistics
report for all work items for one or all applications that are initiated or modified
within a given time period.
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Figure 8-4  The Work Item Statistics Page
Work Item Statistics

Find statistics an Process Instances | Find statistics on Work ltems

To view statistics for wark items, enter your critetia below and press "Report” to return a table of statistics.

on all s

From application |——Any Application-- j

To obtain a statistics report, follow these steps:

1. Go to Process Business Manager at ht t p: / / yourServer/ Busi ness. apm
2. Click the Statistics tab.

3. Click the Find Statistics on Work Items link.

4

Select an application to report against by choosing “Any Application” or a
specific application from the drop-down list.

5. Click Report to display the Statistics Report.

Figure 8-5  The Work Item Statistics Report
Work Item Statistics Report

Statistics for the applications you selected are displayed below. Yalues in the columns represent the number of wark items
for an application in a particular activity. Click on a number to retrieve a listing of the individual work items that comprise
that figure.

Applications MNode MName Mumber Open

OfficeSetup Order Computer
Set Up Phone

TimeOfRequest Manager Approval
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If you click the Application link and the process designer saved the process map as
a JPEG file before deploying the application, the process map JPEG file is
displayed. At each activity with one or more work items currently active, there is a
highlighted number indicating the quantity. If the map was not saved as a JPEG
file, you get a “file not found” error message.

If you click a blue-underlined number, a Work Items List is displayed that lists all
the instances that were combined to make up that number.

Figure 8-6  The Work Item List Resulting From the Statistics Report
Work Items List

Sumrmary: 5 items found - Waork [tem Search

ity Marne Due Date

ﬁ Mike Sijacic ¥Wed Jan 05 00:00:00 MST 2000-Thu Dec 32 TimeOffRequest Manager Approval 10/31/1999 4

ﬁMike Sijacic 90/99-01100 33 TimeOffRequest Manager Approval 10/31/1999 A
ﬁMike Sijacic 10/01993-1,4,2000 34 TimeOffRequest Manager Approval 10/31/1993 &
ﬁMike Sijacic 10/31,/1999-115/2000 35 TimeOffRequest Manager Approval 10/31/1999 A
ﬁSanhorn Hodgkins 11/419359-11/30,/1939 43 TimeOffRequest Manager Approval 11/03/1999 R
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Glossary

activity A step in an application where an assignee needs to perform an action.
This is referred to as a work item in Process Express.

application A Process Manager application defines the tasks, routing and
assignments in a business process. Designers build applications in the Process
Builder.

assignee The person assigned to an activity for a particular process instance.

automated activity A step in an application where an action is performed
automatically, without an assignee.

builder The person who creates the application using Process Builder.

child process In subprocesses, the subordinate process that is called by the main
or parent process.

class ID The identifier of a group of fields with certain common properties.
CGIl Common Gateway Interface. The specification for communication between
an HTTP server and gateway programs on the server. Allows web interfaces to
databases and enables the dynamic generation of HTML documents by gateway

programs.

cluster The association of a configuration directory, a corporate user directory,
one or more application servers, and a database.

configuration directory The Directory Server where Process Manager cluster
and application information is stored.

99



content store The web server folder in which file attachments and the user and
password needed to access them are stored.

corporate user directory The LDAP directory service used to store the user and
group information for a corporation. Process Builder reads from it when a designer
sets up an application’s users and groups and assigns work items. Process Express,
Process Administrator, and Process Business Manager read from it when
identifying a work item’s assignee or when an assignee wants to delegate a task to
another user.

creator The person who initiates a process instance. In Process Express, Process
Administrator, and Process Business Manager, called the initiator.

database The relational database that stores the information generated by process
instances. For example, the database could be Oracle, or Sybase.

decision point A point at which a process map branches depending upon
conditions defined in the decision point.

deploy To copy an application stored locally to a cluster. It can be deployed for
storage only, or it can be deployed for testing or production. If it is deployed for
testing or production, the application information is deployed to the configuration
directory, and the application is activated on the application server.

entry point A point in the process where a user can initiate a process instance.
exception handler Used in subprocesses, a step in an application that allows the
administrator to intervene manually if errors occur in the interaction between a
parent and child process.

exit point A point in the process where the process ends.

extranet An extension of a company’s intranet onto the Internet, to allow
customers, suppliers, and remote workers access to the data.

form A part of an application a user fills out to complete a process instance, or
uses to view information on a process.

group A set of users defined in the corporate user directory or within an
individual application to whom the designer can assign an activity, or work item,

HTML HyperText Markup Language. A markup language (derived from SGML)
used to create web documents.
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HTTP HyperText Transfer Protocol. A protocol for communication between web
clients and servers.

iAS iPlanet Application Server.

iPM iPlanet Process Manger.

initiator The person who initiates a process instance. In Process Builder, called
the creator.

intranet A network which provides similar services within an organization to
those provided by the Internet outside it but which is not necessarily connected to
the Internet.

nested parallel process A parallel process nested within a larger parallel process.
The activities in the nested process are considered to be part of the nested process

and not the larger process.

parallel processing A step in an application that branches between two or more
branches so that two or more activities can execute in parallel.

parent process In subprocesses, the main process that calls the subordinate or
child process.

participant A user of Process Express.

Process Administrator A web-based interface that IT administrators use to
administer Process Manager clusters and applications.

Process Express Q web-based interface that end users use to initiate process
instances, complete work items, and search for process instances.

Process Builder The component of Process Manager that designers use to build
and deploy applications.

Process Business Manager A web-based interface that business managers use to
administer Process Manager work items and process instances.

Process Engine The Process Manager software component that contains Process

Express, Process Administrator, Process Business Manager and the internal
software that runs Process Manager.
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process A process is a series of activities, or work items, that can be completed by
end users using Process Express.

process instance A particular instance of a Process Manager process; for
example, in a time off process, a process instance would be a particular request by
an employee for vacation time off for a specific period of time.

PAE Netscape Application Server: Process Automation Edition. This was the
name for Process Manager in the 4.0 release.

process map The visual representation of the process in a Process Manager
application.

processing branch A set of activities that progress from a given split to its
corresponding join. Also called a thread.

property An attribute of an item or component used in an application that
contains information about the item. For example, an activity has properties
containing information such as the name of the activity and what script is run
when it is completed.

role Arole is the part a user plays in a specific process instance.

script  IProcess Manager scripts, such as assignment and completion scripts, run
as server-side Javascript scripts. Toolkit scripts define functions that can be called
by other server-side scripts.

subprocess A fully functional process that is called from within another process.
The process that calls the subprocess is the parent process and the subprocess is its
child process.

trusted user A group in a subprocess. By adding a user to this group that
matches the AppUserID in the parent process, you can set up a reliable secure
handshake between two specific applications.

transition The links between steps in a process. On the process map, they are
represented by lines with arrows that lead from one item to another.

work item A work item is an individual task in a process as it appears to the end
user on a work list. This is referred to as an activity in Process Builder.
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A

active work item state, 77
activities, 13,75
Administration Server log files, 29
application server, 15
application stages, 50
application status, 50
applications, 49

archiving data, 55

autostart, 52

closing, 54

defined, 49

deleting data, 55

deploying, 51

initializing, 53

log files, 29, 56

managing, 51

reopening, 54,55

starting, 54

stopping, 53

uninstalling, 51, 55

viewing logs, 56
application-specific database tables, 65

deleting, 55
archiving

application data, 55

process instances, 57
asynchronous database queries, 73
autostarting applications, 52
available work item state, 77

Index

B

Base DN, 22, 35, 44
Bind DN, 22, 35, 36, 40, 44
Bind Password, 35

C

cache, 74
parameters, adjusting, 74

certificates, 25
Change Cluster page, 42
changing the corporate user directory, 42
closed process instance state, 77
Closed stage, 51
Cluster Description, 35
Cluster Display Name, 35
Cluster DN, 34
cluster management
forms, 79
Process Administrator logs, 44
Cluster Management page, 41
clusters, 12, 23, 31
accessing Directory Server information, 44
changing information, 42
configuration directory information for, 36, 40
corporate user directory information for, 35
creating, 32
database information for, 37
defined, 31
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deleting, 46

general information, 34, 40

joining, 39

Mail Server information for, 37

managing, 41
cn (common name), 23
completed process instance state, 77
configuration directory, 12, 18
Configuration Directory Port Number, 36
configuration files

Process Builder, 28

web server, 27
conventions used in this book, 8
corporate user directory, 12, 18

changing, 42
Create Cluster page, 33
Create or Join Cluster page, 33, 39
creating a cluster, 32
customized scripts, using with databases, 70

D

database connection parameters
setting, 71

database connections
caching, 73
threads, 73

Database Server ldentifier, 37

Database Server Type, 37

database tables
application-specific, 65
cross-application, 65
dynamic_group, 66
fields, 70
history, 65
process_instance, 65
wf_blobs, 65, 70
wf_id_range, 65
work_item, 65

databases, 12
adapters, 70
cross-application tables, 65
Database Server Identifier, 37

foreign keys, 67
primary key, 67
users, 37, 69
using customized scripts with, 70
views, 67
DB Application Table, 65
DB user, 70
dbadmin, 70
deleting a cluster, 46
deleting database tables, 55
Deploy Applications dialog box, 51
deploying an application, 51
Design stage, 51
Details and History page, 86
digital signatures, 25, 70
directories, 17,79
Directory Manager, 22

Directory Server
accessing information from a cluster, 44

Directory Server Host Name, 35, 36, 40, 43
Directory Server log files, 30

Directory Server Port Number, 35
Directory Server terms, 21

Directory Suffix, 22

Display and Administer a Work Item, 89
Display Process Instances page, 83
Distinguished Name, 22

DN. See Distinguished Name

Due Date for activities, 83, 89
dynamic_group database table, 66

E

Enterprise Server
SSL-enabled, 25

error log, 56
event user, 38

exit points, and terminating process instances, 85

expiration setter scripts, 78
expired activities, 78, 83, 89, 91
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F

Find Process Instances page, 80, 86
fonts used in this book, 8
foreign keys, 67

H

history database table, 65
HTML versions of guides, 8

initializing an application, 53
Installation Guide, 16
iPlanet Application Server, 15

J

Join Cluster page, 39
joining a cluster, 39
JPEG, 98

L

LDAP terms, 21
LDAP URLs, 24,28
LDAP. See Directory Server
log files
applications, 29, 56
logs, 29
Administration Server, 29
Directory Server, 30
Process Administrator, 29, 44
Process Builder, 29
web server, 29

O

o (organization), 23

obj.conf file, 27

Obsolete applications, 55
Obsolete stage, 51

open process instance state, 76
Open stage, 51

open work item state, 77
Oracle, 63

ou (organizational unit), 23

P

PAE components, 12
parallel processing, 76
parent process, 76
PDF versions of guides, 8
preferences.ini file, 24, 28, 33, 42, 46
primary key, 67
Process Administrator interface, 79
Process Administrator logs, 29
Process Builder
DB User, 70
Deploy Applications dialog box, 51
logs, 29
preferences.ini file, 28
setting expiration scripts for activities, 78
process instance states
permitted changes, 78
process instances, 13, ?? to 98
administering, 83 to 86
archiving, 57
changing the state, 84
defined, 75
delegating to another user, 91
deleting, 57
extending the expiration date, 91
forms, 79
managing, 79 to 86
moving to a different activity, 91
state definitions, 76
statistics, 93 to 96

Index
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statistics report, 94, 97
viewing details and history, 85

Process Instances List, 81
Process Manager directories, 17,79
process map JPEG file, 98
process_instance database table, 65

R

Removing Timer Agents, 46
Resume process instances, 84
root DN, 22

root entry, 22

running process instance state, 77

S

saving the process map as a JPEG file, 98

search base, 22
search criteria, 80, 86
security, 25
Server Identifier
database, 37
SMTP Port, 37
SMTP Reply To, 37
SMTP Server, 37
SSL-enabled Enterprise Servers, 25
stages, applications, 50
Started status, 50
states of process instances, 76, 78
states of work items, 77, 78
statistics, 93 t0 98
forms, 79
Statistics Report, 94, 97
status, applications, 50
Stopped status, 50
Stored Only stage. See Design stage
styles, in this book, 8
subprocess, 83

subprocesses, 76

Suspend process instances, 84
suspended process instance state, 77
suspended work item state, 78
Sybase, 63

Sybase database table limits, 66

T

Terminate process instances, 85
terminated process instance state, 77
terms, in this book, 8
Testing stage, 51
thread parameters
setting, 73
threads
database connections, 73
type mapping, 70

U

uid (user ID), 23
Uninstall Application dialog box, 56
uninstalling a closed application, 51
unrestricted user, 22
URLs

format in manual, 8

Vv

View Process Administrator Logs page, 44

W

warning log, 56
web server log files, 29
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wf_blobs database table, 65, 70
wf_id_range database table, 65
Work Item List, 88
work item states
permitted changes, 78
work items, 13, 75
administering, 89 to 92
changing the state, 90
managing, 86 to 92
state definitions, 77
statistics, 93 t0 98
work_item database table, 65

Index
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