Installation Guide

IPlanet™ Portal Server 3.0

Service Pack 5

816-6745-10
July, 2003



Sun Microsystems, Inc.
4150 Network Circle
Santa Clara, CA 95054 U.S.A.

Copyright © 2003 Sun Microsystems, Inc. All rights reserved.

Sun, Sun Microsystems, the Sun logo, iPlanet, the iPlanet logo, Java, JDK, JVM, JavaScript, Solaris, and AnswerBook2 are trademarks
or registered trademarks of Sun Microsystems, Inc. in the United States and other countries. All SPARC trademarks are used under
license and are trademarks or registered trademarks of SPARC International, Inc. in the U.S. and other countries. Products bearing
SPARC trademarks are based upon an architecture developed by Sun Microsystems, Inc. Netscape and the Netscape N logo are
registered trademarks of Netscape Communications Corporation in the U.S. and other countries. Other Netscape logos, product
names, and service names are also trademarks of Netscape Communications Corporation, which may be registered in other
countries. UNIX is a registered trademark in the United States and other countries, exclusively licensed through X/Open

Company, Ltd.

Federal Acquisitions: Commercial Software—Government Users Subject to Standard License Terms and Conditions

The product described in this document is distributed under licenses restricting its use, copying, distribution, and decompilation. No
part of the product or this document may be reproduced in any form by any means without prior written authorization of the
Sun-Netscape Alliance and its licensors, if any.

THIS DOCUMENTATION IS PROVIDED “AS IS” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
OR NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE
LEGALLY INVALID.

Copyright © 2003 Sun Microsystems, Inc. Tous droits réservés.

Sun, Sun Microsystems, le logo Sun, iPlanet, le logo iPlanet, Java, IDK, JVM, JavaScript, Solaris, et AnswerBook2 sont des marques de
fabrigue ou des marques déposées de Sun Microsystems, Inc. aux Etats-Unis et d’autre pays. Toutes les marques SPARC sont
utilisées sous licence et sont des marques de fabrique ou des marques déposées de SPARC International, Inc. aux Etats-Unis et dans
d’autres pays. Les produits portant les marques SPARC sont basés sur une architecture développée par Sun Microsystems, Inc.
Netscape et le logo Netscape N sont des marques déposées de Netscape Communications Corporation aux Etats-Unis et d’autre
pays. Les autres logos, les noms de produit, et les noms de service de Netscape sont des marques déposées de Netscape
Communications Corporation dans certains autres pays. UNIX est une marque enregistree aux Etats-Unis et dans d'autres pays et
licenciée exclusivement par X/Open Company Ltd.

Le produit décrit dans ce document est distribué selon des conditions de licence qui en restreignent I'utilisation, la copie, la
distribution et la décompilation. Aucune partie de ce produit ni de ce document ne peut étre reproduite sous quelque forme ou par
quelque moyen que ce soit sans I’autorisation écrite préalable de I’ Alliance Sun-Netscape et, le cas échéant, de ses bailleurs de licence.

CETTE DOCUMENTATION EST FOURNIE “EN L'ETAT”, ET TOUTES CONDITIONS EXPRESSES OU IMPLICITES, TOUTES
REPRESENTATIONS ET TOUTES GARANTIES, Y COMPRIS TOUTE GARANTIE IMPLICITE D'APTITUDE A LA VENTE, OU A
UN BUT PARTICULIER OU DE NON CONTREFAGCON SONT EXCLUES, EXCEPTE DANS LA MESURE OU DE TELLES
EXCLUSIONS SERAIENT CONTRAIRES A LA LOI.



Contents

PrefaC . 7
Chapter 1 Installation OVEIVIEW . .. ... e e 13
Software and Hardware RequUIremMents . . ... ... e 14
Software Dependencies for the Service Pack 5 Upgrade .............. .. ... 16
Chapter 2 Downloading Service Pack 5 .. ... .. .. . .. 17
Contents Of IPS3.0SP5-01.ZIP . . ..ottt e e e e e 17
Preparing for Installation . . . ... ... e 18
Downloading Service Pack 5 Software From the SunWebPage ................ ... ....... 19
RemMOVING PatChes . ... ... e 21
Installing the Required Solaris Patches ........ ... ... ... . i 22
Stopping the Server COmMPONENt PrOCESSES . . ...ttt et e et e e 22
Stopping the Proxies and the Gateway Component Processes . .............coouuiiiunnenn.. 25
Stopping the Third-Party Software Processes and the Channels ............................ 26
Installed Software Modules, Customizations, and Third-Party Products .................... 27
Saving the Certificates Used by the Server Component .......... ... ... ... 27
Chapter 3 Upgrading to Service Pack 5. .. ... .. . . 29
Upgrading to Service PacK 5 ... ... 29
Standard Upgrade . ... ..ot 30
Accessing the Install SCript . . ... ... 30
Restoring CuStOmMIzZations . ... ot 34
Chapter 4 Clean Installation .. .......... .. i e e 35
Open-portal Installation Using a Single Machine ........... ... ... . i 35
Accessing the Install SCript . ... ... 36



4

The Service Pack 5 Install SCript . .. ... . 36

Open-portal Installation Using Multiple Machines ............ ... . i 42
Accessing the Install SCript . . ... ... 42
The Service Pack 5 Install SCript . . ... ... 43

Secure Portal Installation Using a Single Server . ........ ... . i 50
Accessing the Install SCript . . ... ... 50
The Service Pack 5 Install Script . .. ... . 51

Secure Portal Installation Using Multiple Servers ........... . 58
Accessing the Install SCript . . ... ... 58
The Service Pack 5 Install SCript . .. ... .. 59

Gateway Component Installation .. ......... ... e 68
Accessing the Install SCript . . ... ... 68
The Service Pack 5 Install Script . .. ... . 69

Chapter 5 Removing Service Pack 5 Software ......... ... .. ... . . . .. 77

Before Removing the iPlanet Portal Server Software .......... ... ... . .. i, 77

Using ipsinstall -r Command ... ... ... e 78
Accessing the Install SCript . .. ... .. 78

Using the Service Pack 5 Install SCript . . ... ... o e 79

Removing a Partial Installation . ... ... . e 81

Chapter 6 After Installation . ... ... ... .. e 83

Configuring Restart of the HTTP ProXy . ...t e e 83

Setting the Environment Variable IPS ROOT ... ... .. i e 84

Restoring Saved Certificates . ........... it e 84

Installing Third-Party Software . ........... . e e 85
Downloading the Third-Party Software . . .......... ... i e 86
Using the Third-Party Install Script ... e 86
Removing Third-party Software . ........... . i e 88

Chapter 7 User Nobody ... ... e e e 91

Installation EXamIPIES . . ..ot 92
Installing iPlanet Portal Server 3.0 Server ... ... ... e 92
Installing iPlanet Portal Server 3.0 Gateway ... ...ttt 94

Configuring User Nobody onthe Server . .......... . e e e 95

Configuring User Nobody onthe Gateway .............oiiiiiiiii i e 100

Special Case Configurations . .. ... ...ttt e 102

Upgrading User Nobody to Service Pack 5. ... ... e e 102

Chapter 8 User NON-ROOt . ... . . e e e e 107

Installation EXamPIes . . ... o 108
Installing the iPlanet Portal Server 3.0 Server . ... 108

iPlanet Portal Server 3.0 Service Pack 5 « Installation Guide * July 2003



Installing the iPlanet Portal Server 3.0 Gateway . ... ...t 110

Configuring User Non-Root 0nthe Server .. ....... ... e 111
Configuring User Non-Root onthe Gateway . . ....... ...ttt 116
Special Case Configurations . .. .. ... ... o e 118
Upgrading User Non-Root to Service Pack 5 .. ... ... 118
NON-ROOt USEr Err0or MESSAgES . . . ottt ettt e ettt e e e e e e e 123

SEIVEN ErTOr IMBSSAQES . . . o ot ittt e ettt e e e e 123

Gateway Error MESSAgES . .. ..ottt e 124
GlOS S ANy . ottt 125
IO EX .o 135



6 iPlanet Portal Server 3.0 Service Pack 5  Installation Guide « July 2003



Preface

This guide contains installation information available at the time of the release of
iPlanet™ Portal Server Service Pack 5. Installing this product will update the
iPlanet Portal Server software to include Service Pack 1, Service Pack 2, Service
Pack 3, Service Pack 3a, Service Pack 4, and Service Pack 5.

= An electronic version of these release notes can be found at the iPlanet
documentation web site:ht t p: / / docs. sun. cont db/ pr od/ sunone. Check the
web site prior to installing and setting up the software and then periodically
thereafter to view the most up-to-date release notes and manuals.

Who Should Use This Book

This document is intended for administrators, installers, and developers who are
upgrading the iPlanet Portal Server product.

How This Book Is Organized

This installation guide contains the following sections:
= Understanding the Typographic Conventions
= Installation Overview
o Software and Hardware Requirements
o Software Dependencies for the Service Pack 5 Upgrade
= Downloading Service Pack 5

o Contents of iPS3.0SP5-01.zip
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Preparing for Installation

Downloading Service Pack 5 Software From the Sun Web Page
Installing the Required Solaris Patches

Stopping the Server Component Processes

Stopping the Proxies and the Gateway Component Processes

Stopping the Third-Party Software Processes and the Channels
Installed Software Modules, Customizations, and Third-Party Products

Saving the Certificates Used by the Server Component

= Upgrading to Service Pack 5

u]

u}

Standard Upgrade

Restoring Customizations

e Clean Installation

u}

u]

u]

u]

u}

Open-portal Installation Using a Single Machine
Open-portal Installation Using Multiple Machines
Secure Portal Installation Using a Single Server
Secure Portal Installation Using Multiple Servers

Secure Portal Installation Using Multiple Servers

< Removing Service Pack 5 Software

u}

u]

u]

Using ipsinstall -r Command
Using the Service Pack 5 Install Script

Removing a Partial Installation

= After Installation

u}

n}

u}

Configuring Restart of the HTTP Proxy
Restoring Saved Certificates

Installing Third-Party Software

e User Non-Root

u]

Installing the iPlanet Portal Server 3.0 Server
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o Installing the iPlanet Portal Server 3.0 Gateway
o Configuring User Non-Root on the Server

o Configuring User Non-Root on the Gateway
o Upgrading User Non-Root to Service Pack 5
o Non-Root User Error Messages

User Nobody

o Installing iPlanet Portal Server 3.0 Server

o Installing iPlanet Portal Server 3.0 Server

o Configuring User Nobody on the Server

o Configuring User Nobody on the Gateway

o Upgrading User Nobody to Service Pack 5

For More Information

Documentation

iPlanet Portal Server documentation includes:

iPlanet Portal Server Installation Guide 3.0

iPlanet Portal Server Administration Guide 3.0

iPlanet Portal Server Programmer’s Reference Guide 3.0
iPlanet Portal Server 3.0 Release Notes

Online help for system administrators at:

ht t p: / / yourserver.domain:port/ docs/ en_US/ j avadocs

Using UNIX Commands

This document contains some information on basic UNIX® commands and
procedures. For more information outside of this document, see the following:

AnswerBook2™ online documentation for the Solaris™ software environment.

Preface
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= Browse for a specific book title or subject at:

http://docs. sun. com

Understanding the Typographic Conventions

Table 1 is a three column table that describes the typographic conventions used in
this guide. The first column shows an example of the typeface used. The second
column explains the meaning of the typeface. The third column provides an
example of when the typeface is used.

Table 1  Typographic Conventions

Typeface or Meaning Example

Symbol

AaBbCc123 The names of commands, files, and Edit your . | ogi n file.
directories; on-screen computer . '

Usel s -atolistall files.
output
nmachi ne_name% You have mail.

AaBbCc123 What you type, contrasted with machi ne_nane% su

on-screen computer output
P P Passwor d:

AaBbCc123 Book titles, new words or terms, Read Chapter 6 in the User’s Guide. These are
words to be emphasized, or glossary  called class options. You must be root to do this.
terms.

AaBbCc123 Command-line placeholder; To delete afile, type r mf i | enane.

replace with a real name or value

http://server:port/| ogin/domai n_nane
Where donmai n_nane is a Portal domain name.

Shell Prompts in Command Line Interface
Examples

Table 2 is a two column table that shows the default system prompt and superuser
prompt for the types of shells. The first column lists the type of shell and the
second column shows the type of prompt used.

10 iPlanet Portal Server 3.0 Service Pack 5 ¢ Installation Guide
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Table 2 Unix Shell Prompts

Shell Prompt

C shell prompt machi ne_nanme%
C shell superuser prompt machi ne_nane#
Bourne shell and Korn shell prompt $

Bourne shell and Korn shell superuser prompt #

Sample Machine Names

Table 3 is a two column table that lists the machine names used in code examples
and the type of software installed on each machine. The first column lists the
sample machine name and the second column explains what component the
machine the machine is running.

Table 3 Sample Machine Names

Machine Name Running as . ..

serverl The primary Portal Server

server2 iPlanet Portal Server not being used as the primary
server in multiple server installations

gat eway iPlanet Portal Server gateway

pr oxy Web proxy

For More Information

Useful information can be found at the following Internet locations:

= Release notes and other documentation —
http://docs. sun. conf db/ pr od/ sunone

« Product status —
http://ww. sun. com servi ce/ sunone/ sof t war e/ i ndex. ht n

= Products and Services information —
http://ww:. sun. coml servi ce/ sunps/ sunone/ i ndex. ht m

= Developer information — ht t p: / / devel oper . i pl anet . cont

Preface
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e Learning solutions — ht t p: / / wwas. sun. coni sof t war e/ t r ai ni ng/

e Product data sheets — ht t p: / / wws. sun. cont sof t war e/
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Chapter 1

Installation Overview

The Service Pack 5 installation script offers the choice of upgrading the existing
version of the product or performing a clean installation of the product.

Choosing the upgrade option upgrades the iPlanet Portal Server product to Service
Pack 5.

Performing a clean installation removes all of a previous iPlanet Portal Server
software installation. A clean installation can be useful if an existing installation
has problems that might be resolved by a fresh installation.

When upgrading to iPlanet Portal Server Service Pack 5, perform the upgrade only
on machines that have iPlanet Portal Server Service Pack 3 or greater installed.
Upgrading from iPlanet Portal Server Service Pack 1 or Service Pack 2 to iPlanet
Portal Server Service Pack 5 is not supported.

CAUTION There is a known problem with domain names that contain upper
case letters. So when referring to a domain name use all lower case
letters. More information is in the “Known Problems and
Limitations” section of the Service Pack 5 Release Notes.

NOTE The Service Pack 5 software can also be installed as a new iPlanet
Portal Server installation requiring no previous iPlanet Portal
Server installations.

13



Software and Hardware Requirements

NOTE

IfiPlanet Portal Server software has been previously installed and
other modules have been configured to run on top of this software,
it is important to read all release notes and updates that pertain to
the added modules. This is especially applicable to the Compass
3.01C Release Notes located at: htt p: // docs. i pl anet. com

Software and

Hardware Requirements

This section describes the system requirements for iPlanet Portal Server Service
Pack 5 software.

= Table 1-1 is a two column table that describes the minimum system
requirements for developing a portal. The first column lists the system
component and the second column lists the requirement for that component.

= Table 1-2 is a two column table that describes the minimum system
requirements for deploying a portal. The first column lists the system
component and the second column lists the requirement for that component.

Table 1-1  Minimum System Requirements for Developing a Portal

Component

Description

Computer type
Operating environment

Memory

Partition space

Software

Two-CPU Ultra Sparc machine.
Solaris™ 2.6, Solaris 7, and Solaris 8; End User System Support Install.

Each server and gateway component of iPlanet Portal Server should have a
minimum of 512 MB of memory.

/ t mp (swap space) 500 MB

/ var 500 MB

/usr 1GB

/opt 1GB

/ et c 500 MB

Installation directory 500 MB

If the installation directory is / opt , increase this partition to 1.5 GB

Portal Server should not be installed on a system with other server products
or other CPU/memory intensive applications.
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Software and Hardware Requirements

Table 1-1  Minimum System Requirements for Developing a Portal

Component

Description

Patches

Network interfaces

Web browsers

PATH environment

Required or recommended Solaris patches are located in

pat ches/ solaris_version/solaris_version_patch_cluster. For more information
on installing the required or recommended patches, see the “Installing the
Required Solaris Patches” section.

The gateway needs more than one network interface if a firewall is installed
on the same machine. The second network interface may be virtual or
physical.

Netscape Communicator v 4.06 to 4.7x (except v4.6) or Microsoft Internet
Explorer v5.0 or higher with SSL v3.0.

JavaScript™ enabled.

The PATH environment variable for the administrative user must include
[fusr/sbin:/usr/bin.

Table 1-2  Minimum System Requirements for Deploying a Portal

Component

Description

Computer type
Operating environment

Memory

Partition space

Software

Patches

Two-CPU Ultra Sparc machine.
Solaris 2.6, Solaris 7, and Solaris 8; End User System Support Install.

Each server and gateway component of iPlanet Portal Server should have a
minimum of 1 GB of memory and 2 GB in swap space.

/ t np (swap space) 2 GB

/var 1GB

/usr 1GB

/opt 1GB

/ et ¢ 500 MB

Installation directory 500 MB

If the installation directory is / opt , increase this partition to 1.5 GB

Portal Server should not be installed on a system with other server
products or other CPU/memory intensive applications.

Required or recommended Solaris patches are located in

pat ches/ solaris_version/solaris_version_patch_cluster. For more
information on installing the required or recommended patches, see the
“Installing the Required Solaris Patches” section.

Chapter 1 |Installation Overview 15



Software Dependencies for the Service Pack 5 Upgrade

Table 1-2  Minimum System Requirements for Deploying a Portal (Continued)

Component Description

Network interfaces The gateway needs more than one network interface if a firewall is
installed on the same machine. The second network interface may be
virtual or physical.

Web browsers Netscape Communicator v 4.06 to 4.7x (except v4.6) or Microsoft Internet
Explorer v5.0 or higher with SSL v3.0.

JavaScript enabled.

PATH environment The PATH environment variable for the administrative user must include
[ usr/sbin:/usr/bin.

Software Dependencies for the Service Pack 5
Upgrade

The iPlanet Portal Server 3.0 Service Pack 5 is a cumulative service pack. It includes
all of previous service packs and patches. It can be a new install or an upgrade of
any iPlanet Portal Server installation.

NOTE Do NOT apply Service Pack 5 on a system that is running Service
Pack 3 or 3a with hotpatch 3. Contact iPlanet customer support for
instructions to upgrade Service Pack 5.

The iPlanet Portal Server Service Pack 5 includes the following product versions:
= Sun™ONE Directory Server 4.16 SP1

= Sun™ ONE Web Server 4.1 SP12

e JDK™ 1.2.2 16-er-20030716

= JSS 2.1.2 which includes NSS 4.8.6

NOTE Security certificates installed on previous versions of the iPlanet
Portal Server are automatically converted to the format required by
NSS when Service Pack 5 is installed.

16  iPlanet Portal Server 3.0 Service Pack 5 ¢ Installation Guide « July 2003



Chapter 2

Downloading Service Pack 5

The iPlanet Portal Server Service Pack 5 (iPS3.0SP5-01) software can be
downloaded from the iPlanet web page as a series of compressed files.

CAUTION Do not apply iPlanet Portal Server Service Pack 5 to an iPlanet
Portal Server that has had Service Pack 3 or 3a and hotpatch 3
applied. Contact iPlanet customer support for instructions to
upgrade to Service Pack 5.

NOTE When upgrading to iPlanet Portal Server Service Pack 5, perform the
upgrade only on machines that have iPlanet Portal Server Service
Pack 3 or greater installed. Upgrading from iPlanet Portal Server
Service Pack 1 or Service Pack 2 to iPlanet Portal Server Service Pack
5 is not supported.

Contents of iPS3.0SP5-01.zip

The following directories and files are included in i PS3. 0SP5- 01. zi p. For
instructions on downloading and assembling the compressed files see the
“Downloading Service Pack 5 Software From the Sun Web Page” section.

= iPlanet Portal Server Service Pack 5 packages and scripts
o attribute
o ipsinstall
o locale

o patches

17



Preparing for Installation

o property

o SUNW cgSA
o SUNW cgSS
o SUNW 2dem

o SUNW 2dev
o SUNW 2rman
o SUNW 2rt
o SUNWi doc
o SUNWM ds
o SUNWM dt
o SUNWm fw
o SUNvWut gwd
o SUNWM nf
o SUNVWt nm
o SUNWM rw

o SUNWM sam
o SUNWt svd
o SUNW sdd
o SUNWM ws

o tenplate
o update

o LICENSE.txt

o readme.txt

Preparing for Installation

Before you begin installing Service Pack 5, see the following sections for
pre-installation tasks.

= Downloading Service Pack 5 Software From the Sun Web Page

= Installing the Required Solaris Patches
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Preparing for Installation

= Stopping the Server Component Processes (if it is an upgrade)

= Stopping the Proxies and the Gateway Component Processes (if it is an
upgrade)

= Stopping the Third-Party Software Processes and the Channels (if appropriate)
= Installed Software Modules, Customizations, and Third-Party Products

= Saving the Certificates Used by the Server Component

NOTE For the following procedures, use the / usr/ bi n/tar and
/ usr/ bi n/ ps commands.

Downloading Service Pack 5 Software From the
Sun Web Page

The iPlanet Portal Server Service Pack 5 software is available from the following
web page:

http://ww. sun. com sof t war e/ downl oads/

The software can be downloaded as a single file or as five 50-Megabyte files. For
the 50-Megabyte files, additionally download the checksuns file and the
assenbl ePS3SP5 script for assembling the individual files into a single Service
Pack 5. The following instructions describe how to check the integrity of the files
once they have been downloaded and how to assemble the files for installation.

NOTE If the iPlanet Portal Server installation contains individual gateway
and platform servers, the Service Pack 5 software must be
installed on all servers.

The following procedures assume that / opt is the installation directory.
1. Inaterminal window, become root.

2. Create adirectory in which to download the Service Pack 5 files and make sure
your browser has write permission to that directory. For example,
/opt/ips_spb:

Chapter 2  Downloading Service Pack 5 19



Preparing for Installation

20

# cd /opt
# nkdir ips_sp5

3. Download single large file (PS3. 0SP5- 01. zi p) or the following files into the
directory created in Step 2.

o PS3.0SP5-01. zi p. aaa

o PS3.0SP5-01. zi p. aab

o PS3.0SP5-01. zi p. aac

o PS3.0SP5-01. zi p. aad

o PS3.0SP5-01. zi p. aae

o checksumns

o assenbl ei PS3SP5

If you downloaded the single large file go to Step 5.

4. In/opt/ips_sp5, runthe assenbl ePS3SP5 script to verify the integrity of
downloaded files.

# cd /opt/ips_sp5/
# ./ assenbl ei PS3SP5

If the script determines that the correct number of files are present and that their
data has not been corrupted, a single compressed file PS3. 0SP5- 01. zi p is created,
which contains all the Service Pack 5 files.

5. Unzip the PS3. 0SP5- 01. zi p file.

# /usr/bin/unzip PS3.0SP5-01. zip

iPlanet Portal Server 3.0 Service Pack 5 ¢ Installation Guide « July 2003



Preparing for Installation

CAUTION Do NOT apply Service Pack 5 on a system that is running Service
Pack 3 or 3a with hotpatch 3. Contact iPlanet customer support for

instructions to upgrade to Service Pack 5.

Removing Patches

For a clean install on a Service Pack 3 or 3a installation that has applied a hotpatch,
remove the hotpatch.

CAUTION For an upgrade, do NOT remove any 111829- xx patch. Thisis a
hotpatch that has been applied to iPlanet Portal Server software.

To remove a hotpatch that has been applied do the following:

1. List the Service Pack 3 or 3a hotpatch.

# showev -p |grep 111829

CAUTION If the patch is 111829-03 (hotpatch 3), do not apply iPlanet Portal
Server Service Pack 5. Contact iPlanet customer support for

instructions to upgrade to Service Pack 5.

2. Asroot, use the following command to remove the patch.

# patchrm 111829- xx

Chapter 2  Downloading Service Pack 5
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Preparing for Installation

Installing the Required Solaris Patches

The iPlanet Portal Server product is shipped with Solaris patches that are required
or recommended for the iPlanet Portal Server software. The directory

/ opt /i ps_sp5/ pat ches contains patch directories for each supported version of
Solaris. Use the patches in the directory that corresponds to the version of Solaris
on which you are installing the iPlanet Portal Server product. Solaris patches are
periodically updated, and can be downloaded from www. sunsol ve. sun. com

To install the required or recommended Solaris patches:

1. Asroot, change directories to the patch directory that corresponds to the
version of the Solaris operating environment on which the iPlanet Portal
Server product is installed. For example, if the iPlanet Portal Server product is
installed on the Solaris 8 operating environment:

# cd /opt/ips_sp5/patches/sol aris8/solaris_2.8 patch_cluster

2. Runtheinstal |l _cl uster installation script. Depending on the computer on
which the Solaris patches are being installed, installation time can take several
hours.

# ./install _cluster

3. Reboot your computer.

# reboot

Stopping the Server Component Processes

Before upgrading or installing the Service Pack 5 software, stop the following
services if they are running:

= Directory server

« Web server
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Preparing for Installation

NOTE If both the server and gateway components are running on one
machine, stop both processes before starting the installation.

NOTE The following instructions assume that the installation directory is
/opt .

1. Issue the following command to see which directory server and web server
processes are running. Note the processes that are associated with the Portal
Server software, then reissue the command after stopping the processes to
verify that they have been stopped.

# /usr/bin/ps -eo pid,args | grep /opt/netscape

446 ./ns-slapd -f /opt/netscape/directory4/slapd-serverl/config/slapd. conf -
[ opt/

467 ns-httpd -d /opt/netscape/server4/ https-serverl. sesta.conf con

458 ./uxwdog -d /opt/netscape/server4/ https-adnserv/config

466 ./uxwdog -d /opt/netscape/server4/ https-serverl.sesta.conf con

459 ns-httpd -d /opt/netscape/ server4/ https-adnserv/config

29857 ./ns-adnin -d /opt/netscape/directory4/adm n-serv/config

In this example, the process id numbers correspond with the following
processes. All of the following processes must be stopped before installing or
upgrading to Service Pack 5.

process id process
446 directory server process

467 web server process

458 wat chdog process for web server adnmin service
466 wat chdog service for the web server

459 admi n service for the web server

29857 adm n service for the directory server

2. Stop the iPlanet Portal Server server component. This step stops the directory
server and web server processes.

o If running iPlanet Portal Server or iPlanet Portal Server Service Pack 1,
start and stop the server component in the following way.
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Preparing for Installation

NOTE If running iPlanet Portal Server Service Pack 1 or Service Pack 2, a
clean install of Service Pack 5 can be performed, but upgrading is
not supported.

# letc/init.d/ipsserver start
stopping auth hel pers ... done.

st oppi ng web server ... done.
stopping directory server ... done.
starting auth hel pers ... done.
starting directory server ... done.
starting web server ... done.

# /etc/init.d/ipsserver stop

stoppi ng auth hel pers ... done.

st oppi ng web server ... done.
stopping directory server ... done.

If running iPlanet Portal Server Service Pack 2, Service Pack 3, Service Pack 3a,
or Service Pack 4 stop the server component in the following way.

# /etc/init.d/ipsserver stopall

stoppi ng auth hel pers ... done.
stoppi ng web server ... done.
stopping directory server ... done.

3. Verify that all directory server and web server processes are stopped. The
processes that were running in Step 1 should no longer be displayed.

# lusr/bin/ps -eo pid,args | grep /opt/netscape

4. If the directory server is still running (process 446), use the following
command to stop it.

# [ opt/ netscape/ di rectory4/ sl apd- servername/ st op- sl apd
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Preparing for Installation

5. If any other processes are still running, issue akill -TERM process_id for
each directory server process or web server process that is running under
iPlanet Portal Server. For example:

# Kill -TERM 467

Stopping the Proxies and the Gateway
Component Processes

Before installing or upgrading to Service Pack 5, the following processes need to be
stopped.

= ipshttpd proxy process
= ipsnetletd proxy process
= gateway Java™ process

1. Issue the following command to see which gateway processes are running. By
viewing the processes that are currently running, you can reissue the
command after stopping the processes to verify that they have been stopped.

# /usr/bin/ps -eo pid,args|grep java

481 /usr/javal/bin/../jrel/bin/../bin/sparc/native_threads/java
-nme32m - nx128m - cl ass

503 /usr/javal/bin/../jrel/bin/../bin/sparc/native_threads/java
-nme32m - nx128m - cl ass

741 /usr/javel/bin/../jrel/bin/../bin/sparc/native_threads/java
-nme32m - nx128m - cl ass

In this example the process id numbers correspond with the following

processes.
process id proxy process
481 I pshttpd process
503 i psnetletd process
741 gat eway process
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2. Stoptheipshttpdoripsnetl etd proxies that are running on the server
component.

# [ opt/ SUNW ps/ bi n/ipshttpd stop
# [ opt/ SUNW ps/ bin/ipsnetletd stop

3. Stop the iPlanet Portal Server gateway component.

# /etc/init.d/ipsgateway stop

4. Verify that the processes have been stopped. The processes that were running
in Step 1 should no longer be displayed.

# /usr/bin/ps -eo pid,args|grep java

If any of the processes are still running, issue akill -TERM process_id for
each proxy process that is running under iPlanet Portal Server. For example:

# kill -TERM 481

Stopping the Third-Party Software Processes
and the Channels

Before performing a clean installation of or upgrading to Service Pack 5, stop all
iPlanet Portal Server third-party software and channels that push data to the
iPlanet Portal Server product.

It is especially important to stop channels that push data to the iPlanet Portal
Server product because some channels write into iPlanet Portal Server directories.
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Consult the manuals for each channel and for third-party software for instructions
on shutting them down.

Installed Software Modules, Customizations, and
Third-Party Products

If iPlanet Portal Server software has been previously installed and other modules
have been configured to run on top of this software, it is important to read all
release notes and updates that pertain to the added modules. Patches and
additional configuration steps may be required. Also, any customizations must be
backed up or documented before Service Pack 5 is installed, so the customizations
can be restored after the upgrade.

When Service Pack 5 is applied, it upgrades Java 1.2.2_05 or 1.2.2_07 to Java
1.2.2_16-er-20030716.

If the Java link (/ usr/ j ava) has been modified, Service Pack 5 overwrites the link
to point to the new JVM™. For example, if / usr/j ava was linked to

Sol aris _JDK 1.2.2 16-er-20030716 and the Rhino software was installed into
/usr/javaljrellib/ext,then the Rhino software would actually be in
/usr/Solaris JDK 1.2.2_16-er-20030716/jre/lib/ext/js.jar andwould
need to be moved or copied to /usr/javal/jre/lib/ext. Otherwise, the contents
of the link become inaccessible.

Saving the Certificates Used by the Server
Component

If using certificates on the iPlanet Portal Server server component, save the
certificates in a safe location before the upgrade process, and restore them after the
upgrade is complete.

The following procedure assumes that Zopt is the installation directory.
To save the certificates:

1. Asroot, change directories to the certificate directory. In the following
example, / opt is the base directory.

# cd /opt/ netscapel/ server4
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2. Createatar file of the al i as directory and copy it to a safe location. In the
following example the compressed alias directory is copied to / usr/ t np.

# tar cf /usr/tnp/alias.tar alias

For instructions on upgrading the iPlanet Portal Server product to Service Pack 5,
see the “Upgrading to Service Pack 5” chapter.

For instructions on upgrading the iPlanet Portal Server product to Service Pack 5 if
running a Non-Root installation, see the “User Non-Root” chapter.

For instructions on upgrading the iPlanet Portal Server product to Service Pack 5 if
running as User Nobody, see the “User Nobody” chapter.
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Upgrading to Service Pack 5

The Service Pack 5 installation script offers the choice of upgrading the existing
version of the product or performing a clean installation of iPlanet Portal Server
with Service Pack 5. Read this chapter if choosing the upgrade option that
upgrades the iPlanet Portal Server product to Service Pack 5. For a clean install, see
the “Clean Installation” chapter.

NOTE If iPlanet Portal Server software has been previously installed and
other modules have been configured to run on top of this software,
it is important to read all release notes and updates that pertain to
the added modules. This is especially applicable to the Compass
3.01C Release Notes found on: htt p: // docs. i pl anet. com

Upgrading to Service Pack 5

When upgrading to iPlanet Portal Server Service Pack 5, perform the upgrade only
on machines that have iPlanet Portal Server Service Pack 3 or greater installed.
Upgrading from iPlanet Portal Server Service Pack 1 or Service Pack 2 to iPlanet
Portal Server Service Pack 5 is not supported.

NOTE If this is an upgrade where the portal server runs as user non- r oot ,
or user nobody, go to the appropriate sections in this installation
guide.

=User Non-Root

«User Nobody
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Standard Upgrade

If the Samba software has been installed, this procedure removes it. The Samba
software, along with other third-party software originally shipped with the iPlanet
Portal Server product, is contained in a file called Thi rdParty. t ar. gz and can be
downloaded from the ww. i pl anet . comwebsite. See “Appendix B” in the original
iPlanet Portal Server Installation Guide 3.0 for instructions on installing the Samba
software.

Service Pack 5 can be installed on localized versions of the iPlanet Portal Server
product, but localized versions are not supported without installing updated
localization files. To successfully upgrade to Service Pack 5 on a localized version
of the iPlanet Portal Server:

1. Download the localization files that apply to your configured locale.
Localization files can be downloaded from the iPlanet website.

http://ww. sun. con sof t war e/ downl oad/

NOTE If the localization files are not yet available for download when
upgrading to Service Pack 5, monitor the iPlanet website to see
when they are available or contact iPlanet customer support.

2. Perform an upgrade to Service Pack 5.
3. Install the localization files that apply to your configured locale.
To upgrade the iPlanet Portal Server software:

1. Back up the entire machine on which the iPlanet Portal Server software resides,
so that it can be restored if necessary.

2. Stop all services for the iPlanet Portal Server server and gateway.

NOTE See Stopping the Server Component Processes for information on
how to correctly perform these functions.

Accessing the Install Script

1. Asroot, change directories to / opt /i ps_spb5.
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2. Runthei psinstall script.

Thei psi nstal | script must be run from the directory in which it exists.

#cd /opt/ips_sp5
#./ipsinstall

Theinstall script checks for hotpatches 1, 2 and 3 for Service Pack 3 or 3a and
the Mobile Access Pack.

If hotpatches 1 or 2 are installed, the following warning is displayed:

Pat ch111829-01 detected. Service pack 5 replaces some of the
content of this patch. Therefore, do not renove patch
111829-01 after upgrading to service pack 5.

Abort installation? [y]/n n

Continue the upgrade. Go to step 3.

If hotpatch 3 is installed, the following warning is displayed:

Patch 111829-03detected. Service pack 5 cannot

run on top of this patch. Please discontinue the install and
contact i Pl anet Support.

Abort installation? [y]/ny

Do NOT continue the upgrade. Contact iPlanet customer support for
instructions to upgrade to Service Pack 5.

The iPlanet Portal Server Service Pack 5 install script will now run. See the
following example for the prompts required to install this software.

The iPlanet Portal Server Service Pack 5 Install Script displays the Service Pack
5 license agreement.

Enter yes to accept the license agreement and continue with the installation. If
you enter no, the installation script exits.
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EE R S S R R R

i Planet (TM Portal Server (iPS) (3.0sp5 rel ease)
khkkhkkhkhkhkkhkkhhhkhkhkkhhhhkhkhdhhhkhdhhhhdhhhkddhrhhhdhkhhkddhrdrhddhhhkddhrxrkhdhxxkd*x
Installation |og at
/var/sadniinstall/logs/ipsinstall.2406/install.log

This product will run without a license. However, you nust either
purchase a Binary Code License from or accept the ternms of a

Bi nary Software Evaluation |license with, Sun M crosystens, to

| egal ly use this product.

Do you accept? yes/[no] yes

NOTE If the installation script detects missing Solaris patches, a warning
message is displayed. See “Installing the Required Solaris Patches”
for information on installing the necessary Solaris patches.

The installation script attempts to determine name and IP address information
about the machine on which you are installing. If the machine on which you
are installing uses multiple IP addresses or multiple domains, verify that the IP
address displayed by the script is the correct one for the portal.

NOTE The primary Portal Server in this example is ser ver 1.

3. Accept the default values or enter the correct name and IP address
information.

I nspecting system

What is the i PS hostnane of this nachine? [serverl]

What is the subdomain ("." for none)? []

What is the domai n? [sesta.coni

What is the ip address of serverl.sesta.con? [192.168.01. 01]

I nspecting i PS conmponents.

The script displays the task menu.

4. Enter 1 to upgrade an existing iPlanet Portal Server installation.
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Opti ons:
1) Conti nue upgrade
2) Continue as a clean install (current installation will be

r enoved)

3) Continue install (current installation will not be renoved)
4) Renove current installation

5) Exit

Choice? [5] 1

If any of the iPlanet Portal Server processes are still running, the installation
script displays a warning message and process information. If the processes
detected by the script are related to the iPlanet Portal Server, abort the
upgrade, and stop the processes before proceeding. See Stopping the Server
Component Processes and Stopping the Proxies and the Gateway
Component’s Processes for instructions.

If any ports required by the iPlanet Portal Server product are temporarily in

use, the installation script displays a warning message and port information. If

other applications are running on the ports required by the iPlanet Portal
Server product, exit the applications and wait for the ports to close before
proceeding. The applications may need to be configured to use other ports.

The script displays the following status:

Readi ng current configuration.
Checki ng runni ng status.

Pr e-upgrade processing.

Installing server.

I nstalling SUNWu sdd. . .
Installing SUNWMWs. . .
Installing SUNWu svd. . .
Installing SUNWudt. ..
Installing SUNWM nm ..
Installing SUNWWnf. ..
Installing SUNWMrw. ..
Installing SUNWt doc. . .
Installing SUNWw sam . .
Installing SUNWtdS. ..
Starting server.

Installing gateway.
I nstalling SUNWu gwd. . .
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Starting gateway.

Post - upgr ade processi ng.

Upgr ade conpl et e.

Pl ease ook in /var/sadminstall/logs/ipsinstall.611

for saved certificates, attributes, properties and tenpl ates.

I f you have made any custonizations to | PS before this upgrade,

you may need to nerge your changes back.

When the upgrade process is finished, your screen prompt is returned. Look at the
file/var/sadm instal | /1 ogs/ipsinstall. process.id/ i nstall .| og to verify that
no errors in the upgrade have occurred.

If your previous iPlanet Portal Server installation was customized, see “Restoring
Customizations” for more information.

Restoring Customizations

34

If you performed customizations on your previous iPlanet Portal Server
installation, the installation script saves these customizations in
/var/sadminstal |/l ogs/ipsinstall. process_id. Generally, the same steps used
for the initial customizations development can be used when reinstating your
customizations into a Service Pack 5 installation. After restoring customizations,
run the iPlanet Portal Server product to verify that your customizations work
without errors. Certain customizations could be affected by changes in Service
Pack 5.

TIP By using the di f f command to compare pre-Service Pack 5 files that
have been customized and the new Service Pack 5 files, changes can
be viewed so that previous customizations can be reinstated.

See “After Installation” for information on restoring saved certificates.
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Clean Installation

The instructions for performing a clean installation of the iPlanet Portal Server
Service Pack 5 server and gateway components can be either of the following:

= A new version of iPlanet Portal Server software can be installed on a server
with no previous installation of iPlanet Portal Server software

= A previous version of iPlanet Portal Server software is already installed, but
will be completely removed and replaced with the new version

If the Samba software has been installed, performing a clean installation in which
the previous installation is removed also removes the Samba software. The Samba
software, along with other third-party software originally shipped with the iPlanet
Portal Server product, is contained in a file called Thi rdParty. t ar. gz, which can
be downloaded from the www. i pl anet . comwebsite. See “Appendix B” in the
original iPlanet Portal Server 3.0 Installation Guide for instructions on installing the
Samba software.

If the Rhino software has been installed, become root and use the following
command to remove it.

# cd /usr/javaljrel/libl/ext
#rmjs.jar

Open-portal Installation Using a Single Machine

In open-portal mode, the gateway, which provides encryption services and URL
rewriting, is not required. For more information, see the section “Open Portal
Mode” in Release Notes for iPlanet Portal Server 3.0: Service Pack 5.

To install the server component on a single machine:
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1. Back up the entire machine on which the iPlanet Portal Server software resides,
so that it can be restored if necessary.

2. Stop all of the processes for the iPlanet Portal Server server and gateway.

NOTE See “Stopping the Server Component Processes” for information on
how to correctly perform these functions.

NOTE The following instructions assume that the installation directory is
/opt .

Accessing the Install Script

To access the install script, after download, do the following:
1. Asroot, change to the/opt/i ps_sp5 directory.
2. Runtheipsinstall script.

Thei psi nstal | script must be run from the directory in which it exists.

#cd /opt/ips_sp5
#./ipsinstall

The iPlanet Portal Server 3.0 Service Pack 5 install script will now run. See “The
Service Pack 5 Install Script” for an example of the prompts during the install

The Service Pack 5 Install Script

1. The installation script displays the Service Pack 5 license agreement.

Enter yes to accept the license agreement and continue with the installation. If
you enter no, the installation script exits.
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ERE R S S R R R

i Planet (TM Portal Server (iPS) (3.0sp5 rel ease)
khkkhkkhkhkhkkhkkhhkhkhkhkkhhhhkhkkhhhhhkhdhhhhhhhhkddhrhhhdhhhkhdhrhrdddhrhkrdhrxrkhdhxxk**x
Installation |og at
/var/sadniinstall/logs/ipsinstall.28532/install.log

This product will run without a Iicense. However, you nust either
purchase a Binary Code License from or accept the ternms of a

Bi nary Software Evaluation |license with, Sun M crosystens, to

| egal ly use this product.

Do you accept? yes/[no] yes

NOTE If the installation script detects missing Solaris patches, a warning
message is displayed. See “Installing the Required Solaris Patches”
for information on installing the necessary Solaris patches.

The installation script attempts to determine name and IP address of the server on
which you are installing. If the server on which you are installing uses multiple IP
addresses or multiple domains, verify that the IP address displayed by the script is
the correct one for the iPlanet Portal Server component that you intend to use for
this installation.

2. Accept the default values or enter the correct name and IP address
information.

I nspecti ng networKk.

What is the i PS hostnane of this nachine? [serverl]

What is the subdomain name for serverl ("." for none)? []
What is the domain nane for serverl? [sesta.conj

What is the ip address of serverl.sesta.conf? [192.168. 01. 01]

I nspecting i PS conmponents.

If necessary, the script installs or upgrades the JDK. It upgrades Java 1.2.2_05
or 1.2.2_07 to Java 1.2.2_16-er-20030716.

The script displays the task menu.
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3. Choose 2 to perform a clean installation of the iPlanet Portal Server
components.

This menu is not displayed if the machine on which you are installing has no
previous installation of the iPlanet Portal Server product.

Options:
1) Continue upgrade
2) Continue as a clean install (current installation will be renoved)

3) Continue install (current installation will not be renobved)
4) Renove current installation
5) Exit

Choice? [5] 2

Rermovi ng current installation.

4. The script displays the component menu.

Choose 1 to install the server component.

Sel'ect which component to install:

1) iPlanet(TM Portal Server

2) iPlanet(TM Portal Server: Secure Renpte Access Pack (Gateway)
3) Exit

Choice? [3] 1

5. Accept the default installation directory, or enter the installation target
directory.

What directory to install in? [/opt]

6. Choosey for an open-portal installation.

WIl this be an open portal install? y/[n]
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7. Choose whether you want to use Secure Sockets Layer (SSL) for server to
server communication. SSL provides encrypted communication to the server .-

For information about using SSL with the iPlanet Portal Server product, see the
iPlanet Portal Server Administration Guide 3.0.

Are the servers using SSL protocol ? y/[n]

8. Choose n for a single server installation.

Is this a multiple server install? y/[n]

9. Accept the default primary server port number or enter an available port
number.

The primary server will run on serverl.sesta.com
On what port will the primary server run? [8080]

10. Press Return to accept the default for the role tree root, or enter another name.

What is the root of the profile role tree? [sesta.con]

NOTE The name of the role tree root does not have to be a DNS domain
name; it can be any name you choose. See Chapter 1 of the iPlanet

Portal Server Administration Guide 3.0 for more information about
the role tree.

11. Accept the default or enter the correct name for the root user.
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What is the user for the profile role tree? [root]

12. Accept the default port number for the directory server, or enter an available
port number.

On what port will the directory server run? [389]

13. Accept the default administrator port number or enter an available port
number.

What is the administrator port for the web server? [8088]

The installation script prompts you to enter and verify a passphrase. This
passphrase is not the root user’s password. It is used internally for SSL
communication to the server and for access to the iPlanet Webserver
administration console.

NOTE This passphrase needs to be the same for each component.

14. Enter and verify the passphrase.

What is the passphrase (8 chars m ni mum
Re- ent er passphrase :

The installation script displays the settings and asks if they are correct.

15. Answer vy to install the server. The installation script installs the server
packages.
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Server settings

Installation Directory : [ opt

Server Li st : http://serverl. sesta. com 8080
Profile Server : http://serverl. sesta. com 8080
Profile Role Tree Root : sesta.com

Profile Role Tree User : root

LDAP Port : 389

LDAP Adnin Port : 8900

Web Server Admin Port : 8088

Start Server Ly

Are these settings correct? [y]/n

NOTE The name of the role tree root does not have to be a DNS domain
name; it can be any name you choose. See Chapter 1 of the iPlanet
Portal Server Administration Guide 3.0 for more information about
the role tree.

The installation script installs the following packages.

InstalTing server.

I nstalling SUNWu sdd. . .
Installing SUNWMWs. . .
Installing SUNWut svd. . .
Installing SUNWtdE. ..
Installing SUNWM nm ..
Installing SUNWt nf. ..
Installing SUNWMTrw. ..
Instal ling SUNWt doc. . .
Installing SUNWuw sam . .
Installing SUNWtdSs. ..

After the installation process has been completed, the script automatically starts
the server component.

For information on configuring multiple-instances of the iPlanet Portal Server
product on a single server, see the section “Configuring Multiple Instances of
iPlanet Portal Server” in Release Notes for iPlanet Portal Server: Service Pack 5.
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Open-portal Installation Using Multiple Machines

In open-portal mode, the gateway, which provides encryption services and URL
rewriting, is not required. For more information, see the section “Open Portal
Mode” in Release Notes for iPlanet Portal Server 3.0: Service Pack 5.

NOTE If installing the server component on multiple machines, designate
only one machine as the primary server, and configure the other
servers to reference that machine as the primary server.

To install the server component:

1. For each machine, back up the entire machine on which the iPlanet Portal
Server software resides, so that it can be restored if necessary.

2. Stop all services for the iPlanet Portal Server server and gateway.

NOTE See “Stopping the Server Component Processes” for information on
how to correctly perform these functions.

Accessing the Install Script

To access the install script, after download, do the following:
1. Asroot, change directories to/ opt /i ps_sp5.
2. Runtheipsinstall script.

Thei psi nstal | script must be run from the directory in which it exists.

#cd /opt/ips_sp5
#./ipsinstall

The iPlanet Portal Server Service Pack 5 install script will now run. See “The
Service Pack 5 Install Script” for an example of the prompts required to install this
software.
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The Service Pack 5 Install Script

1. The installation script displays the Service Pack 5 license agreement.

Enter yes to accept the license agreement and continue with the installation. If
you enter no, the installation script exits.

Rk R kO Rk S

i Planet (TM Portal Server (iPS) (3.0sp5 rel ease)

R R I b O I S O S O I O S O
Installation | og at

/var/sadminstal |/l ogs/ipsinstall.28532/install.l|og

This product will run without a |license. However, you nust either
purchase a Binary Code License from or accept the terns of a

Bi nary Software Evaluation license with, Sun Mcrosystens, to

I egal ly use this product.

Do you accept? yes/[no] yes

NOTE If the installation script detects missing Solaris patches, a warning
message is displayed. See “Installing the Required Solaris Patches”
for information on installing the necessary Solaris patches.

The installation script attempts to determine name and IP address of the server
on which you are installing. If the server on which you are installing uses
multiple IP addresses or multiple domains, verify that the IP address
displayed by the script is the correct one for the iPlanet Portal Server
component.

2. Accept the default values or enter the correct name and IP address
information.
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I nspecti ng networKk.

What is the i PS hostnane of this nmachine? [serverl]

What is the subdonmain nanme for serverl ("." for none)? []
What is the domain name for serverl1l? [sesta.conj

What is the ip address of serverl.sesta.con? [192.168. 01. 01]

I nspecting i PS conponents.

If necessary, the script installs or upgrades the JDK.
The script displays the task menu.
3. Choose 2 to perform a fresh installation of the iPlanet Portal Server product.

This menu is not displayed if the machine on which you are installing has no
previous installation of the iPlanet Portal Server product.

Options:
1) Conti nue upgrade
2) Continue as a clean install (current installation will be renoved)

3) Continue install (current installation will not be renpved)
4) Renove current installation
5) Exit

Choice? [5] 2

The script displays the following component menu.

4. Choose 1 to install the server component.

Sel'ect whi ch component to install:

1) iPlanet(TM Portal Server

2) iPlanet(TM Portal Server: Secure Renpte Access Pack (Gateway)
3) Exit

Choice? [3] 1

5. Accept the default installation directory, or enter another directory in which to
install.

What directory to install in? [/opt]
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6. Choosey for an open-portal installation.

WIl this be an open portal install? y/[n] vy

7. Choose whether you want to use Secure Sockets Layer (SSL) to communicate
with the server component. SSL provides encrypted communication to the
server. For information about using SSL with the iPlanet Portal Server product,
see the iPlanet Portal Server Administration Guide 3.0.

Are the servers using SSL protocol ? y/[n]

8. Choosey for a multiple server installation.

Is this a multiple server install? y/[n] y

9. Choose whether you want the local computer to be the primary server.

o Entery to make the local computer the primary server. If you have not
already installed the primary server on another computer, you can choose
y to make the local computer the primary server. Go to Step 11.

o Enter n if you have already installed the primary server on another
computer or if you will install the primary server on another computer.
Continue with Step 10.

Shoul d the | ocal machine be the primary server? [y]/n
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NOTE If your Service Pack 5 environment includes servers installed on
multiple machines, install the primary server on only one of the
machines; configure all other server components to reference that
machine as the primary server.

If the local machine is not the primary server, the installation script asks for
information about the primary server.

10. Enter the primary server information. If the machine on which you are
installing uses multiple IP addresses or multiple domains, verify that the IP
address displayed by the script is the correct one for the iPlanet Portal Server
component. Go to Step 12.

On what hostname will the primary server run? [ M/Server] serverl
What is the sub-donmin nanme for serverl("." for none)? []

What is the domain name for serverl? [sesta.coni

On what port will serverl run? [8080]

What is the ip address of serverl.sesta.conf? [192.168. 01. 01]

If the local machine is the primary server, the installation script asks for the
primary server port number.

11. Accept the default primary server port number or enter the correct number for
the port.

The primary server will run on serverl.sesta.com
On what port will the primary server run? [8080]

12. Press Return to accept the default for the role tree root, or enter another name.

What is the root of the profile role tree? [sesta.con]
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NOTE The name of the role tree root does not have to be a DNS domain
name; it can be any name you choose. See Chapter 1 of the iPlanet
Portal Server Administration Guide 3.0 for more information about
the role tree.

13. Accept the default root user name or enter the correct name for the root user.

What is the user for the profile role tree? [root]

14. Accept the default port number for the directory server or enter an available
port number.

On what port will the directory server run? [389]

o If the local machine is not the primary server, go to Step 16.

o If the local machine is the primary server, the installation script asks you
the following set of questions about the other servers that will be installed
as part of the multiple server environment. Continue with Step 15.

15. Enter the server component information.

If the local computer is the primary server and you specified a multiple server
installation, the script repeats the set of questions until you have specified
information for all the desired servers. If the server on which you are installing
uses multiple IP addresses or multiple domains, verify that the IP address
displayed by the script is the correct one for the iPlanet Portal Server
component.

The script repeats the set of questions, allowing you to enter name and IP
address information for each server in a multiple server environment. Enter a

.” after you have finished adding the information for all the servers.
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On what hostname will the server run ("." when done)? [ MyServer] server2
What is the sub-donain nane for server2 ("." for none)? []

What is the domain name for server2? [sesta.con

On what port will server2 run? [8080]

What is the ip address of server2.sesta.conf? [192.168.01. 02]

On what hostnane will the next server run ("." when done)? [ MyServer]

Go to Step 17.

16. Accept the default server port number for the machine on which you are
installing or enter an available port number.

On what port will the server run on this nachi ne? [8080]

17. Accept the default web server administrator port number or enter the correct
port number.

What is the administrator port for the web server? [8088]

The installation script prompts you to enter and verify a passphrase. This
passphrase is not the root user’s password. It is used internally for SSL
communication to the server and for access to the iPlanet Webserver
administration console.

NOTE This passphrase needs to be the same for each component.

18. Enter and verify the passphrase.

48  iPlanet Portal Server 3.0 Service Pack 5 ¢ Installation Guide « July 2003



Open-portal Installation Using Multiple Machines

What
Re- ent er passphrase :

is the passphrase (8 chars m ni num

The installation script displays the settings and asks if they are correct.

19. Answer vy to install the server. The installation script installs the server

packages.

Server settings
Installation Directory
Server Li st

Profile Server

Profile Role Tree Root
Profile Role Tree User
LDAP Port

LDAP Admin Port

Web Server Admin Port
Start Server

Are these settings correct

/ opt

http://serverl. sesta.com 8080
http://server?2.sesta.com 8080
http://serverl. sesta.com 8080

sesta.com
root

389

8900

8088

-y
? [yl/n

NOTE

If you choose n, the script repeats the questions and gives you the

opportunity to change the settings by repeating the installation

guestions.

The installation script installs the following packages. The package SUNWt ds is
installed on only the primary server.

InstalTing server.

Installing SUNWu sdd. . .
Installing SUNWMwWs. . .
Installing SUNWt svd. . .
Installing SUNWudt. ..
Installing SUNWM nm ..
Installing SUNWMnf. ..
Installing SUNWMTrw. ..
I nstalling SUNWut doc. . .
Installing SUNWM sam . .
Installing SUNWdSs. ..
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After the installation process has been completed, the script automatically starts
the server component. Repeat this procedure for each server component in a
multiple-server environment.

For information on configuring multiple-instances of the iPlanet Portal Server
product on a individual server machine, see the section “Configuring Multiple
Instances of iPlanet Portal Server” in Release Notes for iPlanet Portal Server: Service
Pack 5.

Secure Portal Installation Using a Single Server

50

In secure mode, the gateway, which provides encryption services and URL
rewriting, is required. For instructions on installing the gateway component, see
the “Gateway Component Installation” section.

NOTE If installing a single server component, the machine on which you
install must be the primary server.

To install the server component:

1. Back up the entire machine on which the iPlanet Portal Server software resides,
so that it can be restored if necessary.

2. Stop all services for the iPlanet Portal Server server and gateway.

NOTE See “Stopping the Server Component Processes” for information on
how to correctly perform these functions.

Accessing the Install Script

1. Asroot, change directories to / opt /i ps_sp5.
2. Runtheipsinstall script.

Thei psi nstal | script must be run from the directory in which it exists.

#cd /opt/ips_sp5
#./ipsinstall

iPlanet Portal Server 3.0 Service Pack 5 ¢ Installation Guide « July 2003




Secure Portal Installation Using a Single Server

The iPlanet Portal Server Service Pack 5 install script will now run. See “The
Service Pack 5 Install Script” for an example of the prompts required to install this
software.

The Service Pack 5 Install Script

1. The installation script displays the Service Pack 5 license agreement.

Enter yes to accept the license agreement and continue with the installation. If
you enter no, the installation script exits.

EZE R S S O S S S

i Pl anet (TM Portal Server (iPS) (3.0sp5 rel ease)

EE R R I I I R R I I I R I R I
Installation | og at
/var/sadniinstall/logs/ipsinstall.28532/install.log

This product will run without a |icense. However, you nust either
purchase a Binary Code License from or accept the ternms of a

Bi nary Software Evaluation |license with, Sun M crosystens, to

I egal ly use this product.

Do you accept? yes/[no] yes

NOTE If the installation script detects missing Solaris patches, a warning
message is displayed. See “Installing the Required Solaris Patches”
for information on installing the necessary Solaris patches.

The installation script attempts to determine name and IP address information
about the machine on which you are installing. If the machine on which you
are installing uses multiple IP addresses or multiple domains, verify that the IP
address displayed by the script is the correct one for the iPlanet Portal Server
component.

2. Accept the default values or enter the correct name and IP address
information.
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I nspecti ng networKk.

What is the i PS hostnane of this nmachine? [serverl]

What is the subdonmain nanme for serverl ("." for none)? []
What is the domain name for serverl1l? [sesta.conj

What is the ip address of serverl.sesta.con? [192.168. 01. 01]

I nspecting i PS conponents.

If necessary, the script installs or upgrades the JDK.
The script displays the task menu.
3. Choose 2 to perform a fresh installation of the iPlanet Portal Server component.

This menu is not displayed if the machine on which you are installing has no
previous installation of the iPlanet Portal Server product.

Options:
1) Conti nue upgrade
2) Continue as a clean install (current installation will be renoved)

3) Continue install (current installation will not be renpved)
4) Renove current installation
5) Exit

Choice? [5] 2

The script displays the component menu.

4. Choose 1 to install the server component.

Sel'ect whi ch component to install:

1) iPlanet(TM Portal Server

2) iPlanet(TM Portal Server: Secure Renpte Access Pack (Gateway)
3) Exit

Choice? [3] 1

5. Accept the default installation directory, or enter another directory in which to
install.

What directory to install in? [/opt]
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NOTE If installing the server and gateway components on the same
machine, install both components in the same directory.

6. Enter n to perform a secure portal installation.

WIl this be an open portal install? y/[n]

7. Choose whether you want to use Secure Sockets Layer (SSL) to communicate
with the server component. SSL provides encrypted communication to the
server. For information about using SSL with the iPlanet Portal Server product,
see the iPlanet Portal Server Administration Guide 3.0.

Are the servers using SSL protocol ? y/[n]

8. Enter n for a single server installation.

Is this a multiple server install? y/[n]

9. Accept the default primary server port or enter the correct number for the
primary server port.

The primary server will run on serverl.sesta.com
On what port will the primary server run? [8080]

10. Press Return to accept the default for the role tree root, or enter another name.

What is the root of the profile role tree? [sesta.con]
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NOTE The name of the role tree root does not have to be a DNS domain
name; it can be any name you choose. See Chapter 1 of the iPlanet
Portal Server Administration Guide 3.0 for more information about
the role tree.

11. Accept the default root user or enter the correct name for the root user.

What is the user for the profile role tree? [root]

12. Accept the default port number for the directory server or enter an available
number for the port.

On what port will the directory server run? [389]

13. Accept the default port number for the gateway component or enter the correct
port number.

On what port will the gateways run? [443]

14. Choose whether the iPlanet Portal Server environment will use multiple
gateways or a single gateway.

Is this a nultiple gateway install? y/[n]

The installation script asks a set of questions about the gateway.

15. Enter the information for the gateway or gateways. If the machine on which
you are installing uses multiple IP addresses or multiple domains, verify that
the IP address displayed by the script is the correct one for the iPlanet Portal
Server component.
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On what hostnanme will the gateway run ("." when done)? [ MyGat eway]
gat eway

What is the sub-domain nane for gateway ("." for none)? []

What is the domain name for gateway? [sesta.com

Wiat is the ip address of gateway.sesta.conf? [192.168.01. 03]

NOTE If you chose a multiple gateway installation in Step 14, the script
repeats the set of questions so you can enter host and domain
information for each gateway. Enter a “.” when you are finished
entering the information for all the gateways.

16. Choose whether the gateway should use a web proxy.

Shoul d the gateway(s) use a web proxy? y/[n]

o If you choose n, go to Step 18.

o If you choose y, the installation script asks the following set of questions
about the web proxy. Continue with Step 17.

17. Enter the information for the web proxy.

On what hostname will the web proxy run? [gateway] proxy
What is the sub-domain name for proxy ("." for none)? []
What is the domain nanme for proxy? [sesta.com

On what port will proxy run? [8080] web_proxy port_number
What is the ip address of proxy.sesta.con? [192.168.01.04]

18. Accept the default administrator port for the web server or enter the correct
port number.
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What is the administrator port for the web server? [8088]

The installation script asks you to enter and verify a passphrase. This
passphrase is not the root user’s password. It is used internally for SSL
communication to the server and for access to the iPlanet Webserver
administration console.

NOTE This passphrase needs to be the same for each component.

19. Enter and verify the passphrase.

What is the passphrase (8 chars m ni mum
Re- ent er passphrase :

20. Choose whether you want the script to start the server component after the
installation is complete.

Start after installation conpletes? [y]/n

The installation script displays the settings and asks if they are correct.

21. Answer vy to install the server. The installation script installs the server

packages.
Server settings
Installation Directory . [ opt
Server List : http://serverl. sesta.com 8080
Gat eway Li st . gateway. sesta.com 443
Profile Server : http://serverl. sesta.com 8080
Profile Role Tree Root . sesta.com
Profile Role Tree User : root
LDAP Por t : 389
LDAP Adni n Port : 8900
Web Server Admin Port . 8088
Start Server n
Are these settings correct? [y]/n
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NOTE If you choose n, the script repeats the questions and gives you the
opportunity to change the settings by repeating the installation
guestions.

The installation script installs the following packages.

InstallTing server.

I nstal ling SUNWu sdd. . .
Installing SUNWuws. . .
Installing SUNWt svd. . .
Installing SUNWu dt. ..
Installing SUNWM nm ..
Installing SUNWu nf. ..
Installing SUNWMrw. ..
Installing SUNWut doc. . .
Instal ling SUNWw sam . .
Installing SUNWt ds. . .

When the installation is complete, the component menu is displayed.

22. Choose 3 to exit or 2 to install the gateway on the current machine. See
“Gateway Component Installation” for complete instructions on installing the
gateway component.

Sel ect which component to install:
1) Server

2) Gateway

3) Exit

Choi ce? [ 3]

If you chose not to have the script start the server component, start the server by
using the following command:

# /etc/init.d/ipsserver start
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For information on configuring multiple-instances of the iPlanet Portal Server
product on a single server machine, see the section “Configuring Multiple
Instances of iPlanet Portal Server” in Release Notes for iPlanet Portal Server: Service
Pack 5.

Secure Portal Installation Using Multiple Servers

In secure mode, the gateway, which provides encryption services and URL
rewriting, is required. For instructions on installing the gateway component, see
“Gateway Component Installation.”

NOTE If installing the server component on multiple machines, designate
only one machine as the primary server, and configure the other
servers to reference that machine as the primary server.

To install the server component:

1. For each machine, back up the entire machine on which the iPlanet Portal
Server software resides, so that it can be restored if necessary.

2. Stop all services for the iPlanet Portal Server server and gateway.

NOTE See “Stopping the Server Component Processes” for information on
how to correctly perform these functions.

Accessing the Install Script

1. Asroot, change directories to/ opt /i ps_sp5.
2. Runtheipsinstall script.

Thei psi nstal | script must be run from the directory in which it exists.

#cd /opt/ips_sp5
#./ipsinstall
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The iPlanet Portal Server Service Pack 5 install script will now run. See “The
Service Pack 5 Install Script” for an example of the prompts required to install this
software.

The Service Pack 5 Install Script

The following examples are the install script prompts for this installation.
1. The installation script displays the Service Pack 5 license agreement.

Enter yes to accept the license agreement and continue with the installation. If
you enter no, the installation script exits.

ERE R S I R R S R

i Planet (TM Portal Server (iPS) (3.0sp5 rel ease)
khkkhkkhkhkhkkhkkhhhkhkhkkhhhhkhkhdhhhkhdhhhhhhhhkddhrhhhdhohhddhrhrhddhrhkddhrrxrkhdhxxkk*x
Installation |og at
/var/sadniinstall/logs/ipsinstall.28532/install.log

This product will run without a |icense. However, you nust either
purchase a Binary Code License from or accept the ternms of a

Bi nary Software Evaluation |license with, Sun M crosystens, to

| egal ly use this product.

Do you accept? yes/[no] yes

NOTE If the installation script detects missing Solaris patches, a warning
message is displayed. See “Installing the Required Solaris Patches”
for information on installing the necessary Solaris patches.

The installation script attempts to determine name and IP address information
about the machine on which you are installing. If the machine on which you
are installing uses multiple IP addresses or multiple domains, verify that the IP
address displayed by the script is the correct one for the iPlanet Portal Server
component.

2. Accept the default values or enter the correct name and IP address
information.
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I nspecti ng networKk.

What is the i PS hostnane of this nmachine? [serverl]

What is the subdonmain nane for serverl("." for none)? []
What is the domain name for serverl1l? [sesta.conj

What is the ip address of serverl.sesta.con? [192.168. 01. 01]

I nspecting i PS conponents.

If necessary, the script installs or upgrades the JDK.
The script displays the task menu.

3. Choose 2 to perform a fresh installation of the iPlanet Portal Server
components.

This menu is not displayed if the machine on which you are installing has no
previous installation of the iPlanet Portal Server product.

Options:
1) Conti nue upgrade
2) Continue as a clean install (current installation will be renoved)

3) Continue install (current installation will not be renpved)
4) Renove current installation
5) Exit

Choice? [5] 2

The script displays the component menu.

4. Choose 1 to install the server component.

Sel'ect which component to install:

1) iPlanet(TM Portal Server

2) iPlanet(TM Portal Server: Secure Renpote Access Pack (Gateway)
3) Exit

Choice? [3] 1

5. Accept the default installation directory, or enter another directory in which to
install.

What directory to install in? [/opt]
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NOTE If installing the server and gateway components on the same
machine, install both components in the same directory.

6. Enter n to perform a secure portal installation.

WIl this be an open portal install? y/[n]

7. Choose whether you want to use Secure Sockets Layer (SSL) to communicate
with the server component. SSL provides encrypted communication to the
server. For information about using SSL with the iPlanet Portal Server product,
see the iPlanet Portal Server Administration Guide 3.0 .

Are the servers using SSL protocol ? y/[n]

8. Choosey for a multiple server installation.

Is this a multiple server install? y/[n] y

9. Choose whether you want the local computer to be the primary server.

Shoul d the |l ocal nmachine be the primary server? [y]/n

NOTE If your Service Pack 5 environment includes servers installed on
multiple machines, install the primary server on only one of the
machines; configure all other server components to reference that
machine as the primary server.
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o Entery to make the local computer the primary server. If you have not
already installed the primary server on another computer, you can choose
y to make the local computer the primary server. Go to Step 11.

o Enter n if you have already installed the primary server on another
computer. Continue with Step 10.

If the local machine is not the primary server, the installation script asks for
information about the primary server.

10. Enter the primary server information. If the machine on which you are

installing uses multiple IP addresses or multiple domains, verify that the IP
address displayed by the script is the correct one for the iPlanet Portal Server
component.

On what hostname will the primary server run? [M/Server] serverl
What is the sub-domain name for serverl("." for none)? []

What is the domain nane for serverl? [sesta.coni

On what port will serverl run? [8080]

Wiat is the ip address of serverl.sesta.conf? [192.168.01. 01]

Go to Step 12.

11. Accept the default primary server port or enter an available number for the

primary server port.

If the local machine is the primary server, the installation script asks the
guestion:

The primary server will run on serverl.sesta.com
On what port will the primary server run? [8080]

12. Press Return to accept the default for the role tree root, or enter another name.

What is the root of the profile role tree? [sesta.con]
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NOTE The name of the role tree root does not have to be a DNS domain
name; it can be any name you choose. See Chapter 1 of the iPlanet
Portal Server Administration Guide 3.0 for more information about
the role tree.

13. Accept the default root user name or enter the correct name for the root user.

What is the user for the profile role tree? [root]

14. Accept the default directory server port number or enter an available number
for the directory server port.

On what port will the directory server run? [389]

o If the local machine is not the primary server, go to Step 21.

o If the local machine is the primary server, the script asks the following
guestions about the server components in the Service Pack 5 installation
environment. Continue with Step 15.

15. Enter the server component information for the server components.
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On what hostname will the server run ("." when done)? [ MyServer] server2
What is the sub-donain nane for server2 ("." for none)? []

What is the domain name for server2? [sesta.comn

On what port server2 run? [8080]

What is the ip address of server2.sesta.conf? [192.168.01. 02]

On what hostnane will the next server run ("." when done)? [ MyServer]

If the local computer is the primary server and you specified multiple server
components, the script repeats the set of questions until you have specified
information for all the desired server components. If the machine on which you
are installing uses multiple IP addresses or multiple domains, verify that the IP
address displayed by the script is the correct one for the iPlanet Portal Server
component.

The script repeats the set of questions, allowing you to enter name and IP
address information for each server component in a multiple server
environment. Enter a *“.”” after you have finished adding the information for all

the server components.

16. Accept the default port number or enter the correct port number for the
gateway or gateways.

On what port will the gateways run? [443]

17. Choose whether the iPlanet Portal Server environment will use multiple
gateways or a single gateway.

Is this a multiple gateway install? y/[n]

18. Enter the information for the gateway or gateways.

The installation script asks the following set of questions about the gateway.
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On what hostnanme will the gateway run ("." when done)? [ MyGat eway]
gat eway

What is the sub-donmain nane for gateway ("." for none)? []

What is the domain nane for gateway? [sesta.con

What is the ip address of gateway.sesta.con®? [192.168.01. 03]

NOTE If you chose a multiple gateway installation in Step 17, the script
repeats the set of questions so that host and domain information
can be entered for each gateway. Enter a ““.”” when you are finished
entering the information for all the gateways.

19. Choose whether the gateway should use a web proxy.

Shoul d the gateway(s) use a web proxy? y/[n]

o If you choose n, go to Step 22.

o If you choose y, the installation script asks the following set of questions
about the web proxy. Continue with Step 20.

20. Enter the information for the web proxy. Go to Step 22.

On what hostname will the web proxy run? [gateway] proxy
What is the sub-domain name for proxy ("." for none)? []
What is the domain nanme for proxy? [sesta.com

On what port will proxy run? [8080] web_proxy port_number
What is the ip address of proxy.sesta.con? [192.168.01.04]

NOTE If you choose a web proxy name that is different from the name of
the current machine, the script also asks for the IP address of the
web proxy.
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21. Accept the default server port number for the machine on which you are
installing or enter an available port number.

On what port will the server run on this nmachine? [8080]

22. Accept the default administrator port for the web server or enter the correct
port number.

What is the administrator port for the web server? [8088]

The installation script asks you to enter and verify a passphrase. This
passphrase is not the root user’s password. It is used internally for SSL
communication to the server and for access to the iPlanet Webserver
administration console.

NOTE This passphrase needs to be the same for each component.

23. Enter and verify the passphrase.

What is the passphrase (8 chars m ni mum
Re- ent er passphrase :

24. Choose whether you want the script to start the server after the installation is
complete.

Start after installation conpletes? [y]/n

The installation script displays the settings and asks if they are correct.

25. Answer vy to install the server component. The installation script installs the
server packages.
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Server settings
Installation Directory
Server Li st

Gat eway Li st

Profile Server

Profile Role Tree Root
Profile Role Tree User
LDAP Port

LDAP Admi n Port

Web Server Admin Port

Start Server

/ opt

http://serverl. sesta.com 8080
http://server?2. sesta.com 8080
gat eway. sesta. com 443
http://serverl. sesta.com 8080
sesta.com

r oot

389

8900

8088

n

Are these settings correct? [yl/n

NOTE If you choose n, the script repeats the questions and gives you the
opportunity to change the settings by repeating the installation

guestions.

The installation script installs the following packages. The package, SUNWt ds,
is installed on only the primary server.

InstalTing server.

I nstalling SUNWu sdd. . .
Installing SUNWMWs. . .
Installing SUNWut svd. . .
Installing SUNWtdE. ..
Installing SUNWM nm ..
Installing SUNWt nf. ..
Installing SUNWMTrw. ..
Instal ling SUNWt doc. . .
Installing SUNWuw sam . .
Installing SUNWtdSs. ..

When the installation is complete, the component menu is displayed.

26. Choose 3 to exit or 2 to install the gateway on the current machine. See
“Gateway Component Installation” for complete instructions on installing the

gateway component.
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Sel ect which component to install:
1) Server

2) Gateway

3) Exit

Choi ce? [ 3]

If you chose not to have the script start the server component, you can start the
server component by using the following command:

# letc/init.d/ipsserver start

Repeat this installation procedure on each server component in a multiple-server
environment.

For information on configuring multiple-instances of the iPlanet Portal Server
product on a single server machine, see the section “Configuring Multiple
Instances of iPlanet Portal Server” in Release Notes for iPlanet Portal Server: Service
Pack 5.

Gateway Component Installation

To install the gateway component:

1. Back up the entire machine on which the iPlanet Portal Server software resides,
so that it can be restored if necessary.

2. Stop all services for the iPlanet Portal Server server and gateway.

NOTE See “Stopping the Server Component Processes” for information on
how to correctly perform these functions.

Accessing the Install Script

1. Asroot, change directories to / opt /i ps_sp5.
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2. Runthei psinstall script.

Thei psi nstal | script must be run from the directory in which it exists.

#cd /opt/ips_sp5
#./ipsinstall

The iPlanet Portal Server Service Pack 5 install script will now run. See “The

Service Pack 5 Install Script” for an example of the prompts required to install this

software.

The Service Pack 5 Install Script

The following examples are the install script prompts for this installation.

1. The installation script displays the Service Pack 5 license agreement.

Enter yes to accept the license agreement and continue with the installation. If

you enter no, the installation script exits.
R R R R EEEEEREEEEREEEEEEEEEEEEEEEEREEEEREEEEEEEEEEREEREEEEEEEEEREEEEEEES
i Planet (TM Portal Server (iPS) (3.0sp5 rel ease)
khkkhkkhkhkhkkhkkhhkhkhkhkkhhhhkhkkhkhhhhkkhdhhhhhhhhhkddhrhhhdhohhkddhrhrhhdhkrxhkddhrrxrkhdhxxkk*x
Installation |og at
/var/sadnfinstall/logs/ipsinstall.28532/install.log
This product will run without a license. However, you nust either
purchase a Binary Code License from or accept the ternms of a
Bi nary Software Evaluation |license with, Sun M crosystens, to
| egal |y use this product.
Do you accept? yes/[no] yes
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NOTE If the installation script detects missing Solaris patches, a warning

message is displayed. See “Installing the Required Solaris Patches”
for information on installing the necessary Solaris patches.

The installation script attempts to determine name and IP address information
about the machine on which you are installing. If the machine on which you
are installing uses multiple IP addresses or multiple domains, verify that the IP
address displayed by the script is the correct one for the iPlanet Portal Server
component.

Accept the default values or enter the correct name and IP address
information.

I nspecti ng networ k.

What is the i PS hostnane of this nachine? [gateway]

What is the subdomain ("." for none)? []

What is the domai n? [sesta.coni

What is the ip address of gateway.sesta.conf? [192.168. 01. 03]

I nspecting i PS conmponents.

If necessary, the script installs or upgrades the JDK.

The script displays the task menu.

3. Choose 2 to perform a fresh installation of the iPlanet Portal Server

components.
This menu is not displayed if the machine on which you are installing has no
previous installation of the iPlanet Portal Server product.

Options:

1) Conti nue upgrade

2) Continue as a clean install (current installation will be renoved)

3) Continue install (current installation will not be renoved)

4) Renove current installation

5) Exit

Choi ce? [5] 2

o Choose 2 if the Service Pack 5 server component is not already installed on
the current machine.
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Gateway Component Installation

o Choose 3 if the Service Pack 5 server component is already installed on the
current machine.

The script displays the component menu.

Choose 2 to install the gateway component.

Sel'ect whi ch conponent to install:

1) iPlanet(TM Portal Server

2) iPlanet(TM Portal Server: Secure Renpte Access Pack (Gateway)
3) Exit

Choice? [3] 2

5. Specify whether the server component is using SSL. For information about
using SSL with the iPlanet Portal Server product, see the iPlanet Portal Server
Administration Guide 3.0.

I's the primary server using SSL protocol ? y/[n]

6. Specify whether the local machine is the primary server.

Shoul d the | ocal machine be the primary server? [y]/n

o Ifyou chosey, go to Step 8.

o Ifyou chose n, the installation script asks the following questions about the
primary server. Continue with Step 7.

Enter primary server information. If the machine on which you are installing
uses multiple IP addresses or multiple domains, verify that the IP address
displayed by the script is the correct one for the iPlanet Portal Server
component. Go to Step 9.

On what hostname will the primary server run? [ MyServer] serverl
What is the sub-domain nane for serverl("." for none)? []

What is the domain name for serverl1l? [sesta.coni

On what port will serverl run? [8080]

What is the ip address of serverl.sesta.conf? [192.168.01.01]
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8. Accept the default primary server port number, or enter the number for the
primary server port.

The primary server will run on serverl.sesta.com
What is the port for the primary server? [8080]

9. Accept the default for the role tree root, or enter another name.

What is the root of the profile role tree? [sesta.con]

NOTE The name of the role tree root does not have to be a DNS domain
name; it can be any name you choose. See Chapter 1 of the iPlanet
Portal Server Administration Guide 3.0 for more information about
the role tree.

10. Accept the default root user name or enter another name for the root user.

What is the user for the profile role tree? [root]

11. Accept the default information for the gateway component or enter the correct
gateway information.

On what hostname wiIT the gateway run? [ gatfeway]

What is the sub-donain nane for gateway ("." for none)? []
What is the domain name for gateway? [sesta.coni

On what port will gateway run? [443]

12. Choose whether the gateway component has multiple network interfaces. If
the machine on which the gateway is being installed has multiple network
interfaces, the iPlanet Portal Server gateway component can be restricted to use
only one interface.

72 iPlanet Portal Server 3.0 Service Pack 5 ¢ Installation Guide « July 2003



Gateway Component Installation

Does this gateway have multiple network interfaces? y/[n]

o If you answer n, go to Step 15.
o Ifyou answer y, continue with Step 13.

13. Choose whether to limit the use of the gateway component to one network
interface.

Limt use to one network interface? y/[n]

o If you answer n, go to Step 15.
o Ifyou answer y, continue with Step 14.

14. Accept the default IP address or enter the correct IP address for the network
interface that the gateway component will use.

What is the ip address of that network interface? [192.168. 01. 03]

15. Choose whether you want the firewall software to be installed on the gateway
component. Install the firewall only if the gateway component has more than
one network interface.

If installing on Solaris 2.6 and Solaris 7, the installation script asks the question:

Install firewall? y/[n]
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NOTE This question is omitted if installing on Solaris 8 because the
firewall included with the iPlanet Portal Server product is not
supported on Solaris 8.

The installation script asks you to enter and verify a passphrase. This
passphrase is not the root user’s password. It is used internally for SSL
communication to the server and for access to the iPlanet Webserver
administration console.

NOTE This passphrase needs to be the same for each component.

16. Enter and verify the passphrase.

What is the passphrase (8 chars mi ni num
Re- enter passphrase :

17. Choose whether you want the script to start the gateway after installation.

The installation script asks the question:

Start after installation conpletes? [y]/n

The installation script displays the settings and asks if they are correct.

18. If the settings are correct, answer y to install the gateway product. The
installation script installs the gateway packages.

Gat eway settings

InstallationDirectory . [ opt

CGat eway : gateway. sesta.com 443

Gat eway | P Addr ess . 192.168. 01. 03

Profil e Server : http://serverl. sesta.com 8080
Profil e Rol e Tr ee Root . sesta.com

Profil eRol e Tree User : root

74 iPlanet Portal Server 3.0 Service Pack 5 ¢ Installation Guide « July 2003



Gateway Component Installation

Install Firewall N
Start Gat eway n
Are these settings correct? [y]/n

NOTE If you choose n, the script repeats the questions and gives you the
opportunity to change the settings by repeating the installation
guestions.

The installation script asks the following set of organization specific
information for the self-signed certificate.

19. Enter the information for your organization.

Self-signed certificate for a SSL connecti on.

What is the name of your organi zati on? [ MyConpany] sesta

What is the nanme of your organizational unit? [ MyDi vision]
florizel

What is the nanme of your city or locality? [M/City] santa clara
What is the name of your state or province? [ M/State] california
What is the two-letter country code? [us]

If you chose not to have the script start the gateway component, you can start the
gateway component by using the following command:

# /etc/init.d/ipsgateway start
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Removing Service Pack 5 Software

The iPlanet™ Portal Server software can be removed in two ways.
o Using ipsinstall -r Command
o Using the Service Pack 5 Install Script

By running the install script, the server software and the gateway software are
removed individually, providing the option of removing only one. Using
i psinstall -r removes both.

CAUTION Usingi psinstal | -r removes everything related to the iPlanet
Portal Server software including the certificcates.

Before Removing the iPlanet Portal Server
Software

This procedure assumes that the Service Pack 5 files were downloaded to
/opt/ips_spbs.

1. Back up the entire machine on which the iPlanet Portal Server software resides,
so that it can be restored if necessary.

2. Stop all services for the iPlanet Portal Server server and gateway.

NOTE See “Stopping the Server Component Processes” for information on
how to correctly perform these functions.
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Using ipsinstall -r Command

1. Asroot, change directories to / opt /i ps_sp5.

2. Issue the following command.

# ./ipsinstall -r

The script removes the server and the gateway software if they are on the same
machine. If the portal uses multiple servers or a separate gateway machine, use
the script on each machine to remove the software.

EE R I S S S S S S R S

i Planet (TM Portal Server (iPS) (3.0sp5 rel ease)

EE R I S S S I R I S

Installation log at /var/sadminstall/logs/ipsinstall.22739/install.log
I nspecti ng networKk.

I nspecting i PS conponents.

Renmovi ng gat eway.

Renovi ng server.

Accessing the Install Script

Thei psi nstal | script can be used to remove the iPlanet Portal Server Service
Pack 5 software.

1. Asroot, change directories to / opt /i ps_sp5.
2. Runthei psinstall script.

Thei psi nstal | script must be run from the directory in which it exists.

#cd /opt/ips_sp5
#./ipsinstall
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The iPlanet Portal Server Service Pack 5 install script will now run. See “Using the
Service Pack 5 Install Script” for an example of the prompts required to remove this
software.

Using the Service Pack 5 Install Script

In the following example, the install script prompts for software removal.
1. The installation script displays the Service Pack 5 license agreement.

Enter yes to accept the license agreement and continue with the backout. If
you enter no, the installation script exits.

ERE R S I R R S R

i Planet (TM Portal Server (iPS) (3.0sp5 rel ease)
khkkhkkhkhkhkkhkkhhhkhkhkkhhhhkhkhdhhhkhdhhhhhhhhkddhrhhhdhohhddhrhrhddhrhkddhrrxrkhdhxxkk*x
Installation |og at
/var/sadnlinstall/logs/ipsinstall.17169/install.log

This product will run without a |icense. However, you nust either
purchase a Binary Code License from or accept the ternms of a

Bi nary Software Evaluation |license with, Sun M crosystens, to

| egal ly use this product.

Do you accept? yes/[no] yes

The installation script attempts to determine name and IP address information
about the machine on which you are installing. If the machine on which you
are installing uses multiple IP addresses or multiple domains, verify that the IP
address displayed by the script is the correct one for the iPlanet Portal Server
component.

2. Accept the default values or enter the correct name and IP address
information.
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I nspecti ng networKk.

What is the i PS hostnane of this nachine? [serverl]

What is the subdomain ("." for none)? []

What is the domai n? [sesta.coni

What is the ip address of serverl.sesta.conf? [192.168. 01. 01]

I nspecting i PS conponents.

The script displays the task menu.

3. Enter 4 to remove the Service Pack 5 product.

Options:

1) Conti nue upgrade

2) Continue as a clean install (current installation will be renoved)
3) Continue install (current installation will not be renopbved)

4) Renpve current installation

5) Exit

Choice? [5] 4

4. Select which component to remove.

Sel'ect whi ch conponent tO renove:
1) Server

2) Gateway

3) Exit

Choice? [3] 1

The script asks you to verify your choice.
5. Choose y to remove the iPlanet Portal Server component.

The script proceeds with the removal process. When the component is
removed, the script returns you to the component menu.

6. Select which component to remove, or choose 3 to exit the script.

Sel'ect whi ch conponent to renove:
1) Server

2) Gateway

3) Exit

Choice? [3] 3
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Removing a Partial Installation

If the installation process gets interrupted and only some of the iPlanet Portal
Server packages have been installed, the packages that were installed must be
removed before attempting to reinstall or use the product.

To remove a partial installation:

1. Asroot, change directories to the Solaris package database directory.

# cd /var/sadm pkg

2. List the iPlanet Portal Server software directories.

# 1s -d SUNW

3. Look for any of the following directories:

SUNWicgSA/ SUNWj2man/ SUNWwtdt/ SUNWwtnf/
SUNWicgSS/ SUNW;j2rt/ SUNWwtfw/ SUNWwtnm/
SUNW;j2dem/ SUNWwtdoc/ SUNWwtgw/ SUNWwtrw/
SUNW,j2dev/ SUNWwtds/ SUNWwtgwd/ SUNWwtsam/
SUNWwtsd/ SUNWwtsvd/ SUNWwtsdd/ SUNWwtws/
SUNWwtsmb/ SUNWwtsv/

4. Remove any packages that match the list above. For example:

# pkgrm SUNW cgSS
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Some packages might not be completely installed and cannot be removed with the
pkgr mcommand. Use the r mcommand to remove only partially installed packages.
For example:

# rm-rf SUNW cgSS

5. Change directories to/var/sadni i nstal | /| ogs and list the iPlanet Portal
Server software directories.

# cd /var/sadminstall/l ogs
#1s

6. Look for any of the directories listed in Step 3.

7. Remove any directories that matched the list of iPlanet Portal Server software
directories. For example:

# pkgrm SUNW cgSS

Some packages might not be completely installed and cannot be removed with the
pkgr mcommand. Use the r mcommand to remove only partially installed packages.
For example:

# rm-rf SUNW cgSS
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After Installation

Configuring Restart of the HTTP Proxy

In a terminal window, to automatically configure a restart of the http proxy
whenever rebooting the system server, use the command line interface on the

iPlanet™ Portal Server server to do the following:

NOTE If using more than one server, repeat these steps for each server.

As root, in a terminal window, do the following:

cd /opt/ SUNW ps/ bi n

cp i pshttpd /etc/rc3.d/ K55i pshttpd
cp ipshttpd /etc/rc3.d/ S55i pshttpd
chnod 500 /etc/rc3. d/ K55i pshttpd
chnod 500 /etc/rc3. d/ S55i pshttpd

H oH H HH

NOTE These commands will autostart the http proxy when the machine is
rebooted.

These commands will not autostart the http proxy when iPlanet
Portal Server is restarted using i psserver start.
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Setting the Environment Variable IPS_ROOT

Set the environment variable | PS_ROCT to the iPlanet Portal Server installation
directory. The following example assumes that / opt is the installation directory.
This is required for the | dapUpdat e script to work properly.

# | PS_ROOT=/ opt
# export |PS_ROOT

Restoring Saved Certificates

To restore server certificates after upgrading the iPlanet Portal Server:

1. Asroot, stop the iPlanet Portal Server server.

# /etc/init.d/ipsserver stop

2. Change directories to the directory in which the certificates are to be restored.
In the following example, / opt is the base directory.

# cd /opt/ netscapel/ server4

3. Un-tar the alias.tar file created before the upgrade process. See the “Saving the
Certificates Used by the Server Component” section.

# lusr/bin/tar xvf /usr/tnp/alias.tar

4. Restart the iPlanet Portal Server server.

# /etc/init.d/ipsserver start
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5. Open a browser window, and go to the iPlanet Web Server administration
console. For example:

http://serverl. sesta.com 8088

6. Login asadmin.

NOTE The password for the web server administration console is the same
passphrase entered during the iPlanet Portal Server installation.

7. Select Manage.

8. Select Apply.

9. Select Load configuration files.
10. Select Preferences.

11. Select Encryption On/Off.

12. Select the On button.

13. Save the configuration.

14. In a terminal window, restart the iPlanet Portal Server server.

# letc/init.d/ipsserver start

Installing Third-Party Software

Third-party software that was originally included as a separate CD with the iPlanet
Portal Server product is available for download from the iPlanet website,

www. sun. com The iPlanet website contains a third-party download directory in
which the third-party software file, Thi rdParty. t ar. gz, is located.

In addition to third-party software that was originally supported by the iPlanet
Portal Server product, Service Pack 5 supports Rhino third-party software. Rhino is
an Open Source Mozilla.org JavaScript implementation that allows the Netlet
application to be run in browsers that have been configured to use Automatic
Proxy Configuration (PAC) files. The automatic proxy configuration feature is
supported in the Netscape Navigator and Internet Explorer browsers. For detailed
information about automatic proxy configuration and PAC files, see the Netscape
Developer’s website http:// devel oper. net scape. com
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NOTE The Samba software is removed by performing an upgrade to

iPlanet Portal Server Service Pack 5 and by performing any task in
which the current installation of the product is removed.

Downloading the Third-Party Software

The following instructions assume that the directory / opt / i ps_sp5 has been
created as a download directory for Service Pack 5.

1.

2.

In a terminal window, log on as root.

Change directories to / opt / i ps_sp5 and create a directory called i ps_3p in
which to download the third-party tar file.

cd /opt/ips_sp5
nmkdir ips_3p

Download the file Thi rdParty. t ar. gz into the directory created in Step 2.

Run the gunzi p command to extract the Thi rdParty. t ar file.

gunzip ThirdParty.tar.gz

Run the t ar command to extract the contents of the i PS3. 0SP5- 01. t ar file.

[fusr/bin/tar -xvf ThirdParty.tar

Using the Third-Party Install Script

To use the Netlet feature with a Web browser that is configured to use PAC files,
the third-party software, Rhino, must be installed on the server component.
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To allow remote users access to Microsoft Windows networks, you must install
Samba server software on the server component(s).

The instal | _3ps installation script installs the Samba and the Rhino software.
The other third-party products, GO-joe and pcANYWHERE are installed on
machines other than the server component; refer to iPlanet Portal Server
Administration Guide 3.0 for installation instructions.

After downloading and untarring the third-party software to

[ opt /i ps_sp5/ips_3p, use the following procedure to install the Samba and
Rhino software. The script installs each product separately, so you can choose to
install Rhino or Samba or both.

1. Inaterminal window, log on as root. Change directories to the third-party
download directory that you created and run the i nst al | _3ps script.

# cd /opt/ips_sp5/ips_3p
# ./linstall _3ps

2. Choose whether to install the Samba software.
o If you choose yes, continue with Step 3.

o If you choose no, the Samba software is not installed. Go to Step 4.

# Do you wish to install the 3rd Party Sanba Package? yes/[no]yes

3. Read and accept the disclaimer to install the Samba software. Type yes to
accept.

Begi nning installation of third party Samba package. ..
Installation of third party Samba package conpl ete.

The Samba software is installed.

4. Choose whether to install the Rhino software.
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o If you choose yes, continue with Step 5.

o If you choose no, the Rhino software is not installed, and the terminal
prompt is returned.

Do you wish to install the 3rd Party Rhino Javascript Package ?
yes/[no] yes

5. Read and accept the terms of the Mozilla public license to install the Rhino
software. Type yes to accept.

Do you agree to the terms and conditions set forth in the
preceding Mdzilla Public License ? yes/[no] yes

3rd Party Rhino Javascript Package install ed.
You nust restart the server for this change to take effect.

6. Restart the server component.

In addition to using PAC files, Internet Explorer can also use an . i ns automatic
configuration file for automatic proxy services. For more information, see the
section “Configuring Internet Explorer INS File” in Release Notes for iPlanet Portal
Server Service Pack 5.

Removing Third-party Software

The Samba third-party software is removed when the iPlanet Portal Server
software is removed. However, the Rhino software must be manually removed by
removing the js.jar filelocated in/usr/javal/jre/lib/ext/.

To remove the Rhino software, issue the following commands as root:

# cd /usr/javaljrelliblext/
#rmjs.jar
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Chapter 7

User Nobody

To configure user nobody on an iPlanet™ Portal Server server, in the following
examples, the server and gateway are installed on the same system. If installing the
gateway on a separate system, perform the same steps on that system.

Specifying nobody as the owner of the iPlanet Portal Server files is a special case, as
nobody has an impossible resultant (encrypted) password. The user must be r oot
to manipulate and execute files nobody owns.

When the iPlanet Portal Server server is to run as nobody, the server can be
configured to listen on port 8080, the default web server port. The LDAP server can
also run on the default port 389, and the gateway on the default SSL port 443.

NOTE The Netfile and Netfile Lite applications cannot use NFS protocol
when running as nobody.

NOTE Authentication helpers must be run as root.

When the server component is started or restarted, it must be done
as root.

If user nobody was installed in a previous version, and is being upgraded to
Service Pack 5, see the “Upgrading User Nobody to Service Pack 5” section.

The following information is included in this procedure:
= Installation Examples
o Installing iPlanet Portal Server 3.0 Server

o Installing iPlanet Portal Server 3.0 Gateway
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= Configuring User Nobody on the Server
= Configuring User Nobody on the Gateway
= Special Case Configurations

= Upgrading User Nobody to Service Pack 5

Installation Examples

When installing the iPlanet Portal Server server, select a non-default install. The
following procedures are install examples for both the server and the gateway
components.

Installing iPlanet Portal Server 3.0 Server

See the original iPlanet Portal Server Installation Guide 3.0 for more information on
installing the iPlanet Portal Server server component.

TIP Non-default entries are shown in bold text.

# ./lipsinstall

Rk R S b S R R S R Rk S o bk S b K R o kR I S R S O R

i Planet (TM Portal Server (iPS) (3.0sp5 rel ease)

Rk R I b S R R S kR R R o b Sk o kR R S R I S b A

Installation |og at
/var/sadnfinstall/logs/ipsinstall.18655/install.log

This product will run without a license. However, you nust either
purchase a Binary Code License from or accept the terns of a
Bi nary Software Evaluation |license with, Sun Mcrosystens, to

| egal ly use this product.
Do you accept? yes/[no] yes

I nspecting system

I nspecti ng networKk.

What is the i PS hostnane of this nmachine? [serverl]

What is the subdomain ("." for none)? []

What is the domai n? [sesta.coni

What is the ip address of serverl.sesta.con? [192.168. 01. 01]
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I nspecting i PS conmponents.
Preparing to install.

Sel ect which component to install:

1) i Planet(TM Portal Server

2) iPlanet(TM Portal Server: Secure Renpote Access Pack (Gateway)
3) Exit

Choice? [3] 1

What directory to install in? [/opt]

WIl this be an open portal install? y/[n]
Are the servers using SSL protocol ? y/[n]
Is this a multiple server install? y/[n]

The primary server will run on serverl.sesta.com
On what port will the primary server run? [8080]

What is the root of the profile role tree? [sesta.con]
What is the user for the profile role tree? [root]
On what port will the directory server run? [389]

On what port will the gateways run? [443]

Is this a multiple gateway install? y/[n]

On what hostnanme will the gateway run? [ MyGat eway] serverl
What is the sub-domain name for serverl ("." for none)? []
What is the domain nane for serverl? [sesta.conj

Shoul d the gateway(s) use a web proxy? y/[n]
What is the admi nistrator port for the web server? [8088]

A passphrase is needed to nmanage and install certificates on the
gat eway

and the server, in the configuration of the web and LDAP servers
and to

al | ow secure conmuni cati on between the gateways and servers. The
passphrase

nmust nmat ch between gateway and server installations.

What is the passphrase (8 chars minimum

Re- ent er passphrase :

Start after installation conpletes? [y]/n

Server settings
Installation Directory : /opt

Server List : http://serverl. sesta.com 8080
Gat eway Li st : serverl.sesta.com 443
Profile Server : http://serverl. sesta.com 8080

Profile Role Tree Root : sesta.com
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Profile Role Tree User : root
LDAP Por t : 389
LDAP Admi n Port : 8900

Web Server Admin Port : 8088
Start Server Ty

Are these settings correct? [y]/n

Installing server.

Instal ling SUNWu sdd. . .
Installing SUNWMWS. . .
Installing SUNWu svd. . .
Installing SUNWtdt. ..
Installing SUNWM nm ..
Installing SUNWW nf. ..
Installing SUNWMrw. ..
Installing SUNWt doc. . .
Installing SUNWw sam . .
Installing SUNWtdS. ..

Starting server.

Installing iPlanet Portal Server 3.0 Gateway

See the original iPlanet Portal Server Installation Guide 3.0 for more information on
installing the iPlanet Portal Server gateway.

TIP Non-default entries are shown in bold text.

Sel ect which component to install:

1) i Planet(TM Portal Server

2) iPlanet(TM Portal Server: Secure Renote Access Pack (Gateway)
3) Exit

Choice? [3] 2

Is the primary server using SSL protocol ? y/[n]

Shoul d the | ocal machine be the primary server? [y]/n
The primary server will run on serverl. sesta.com
What is the port for the primary server? [8080]

What is the root of the profile role tree? [sesta.con]
What is the user for the root of the profile role tree? [root]

On what hostname will the gateway run? [serverl1]

What is the sub-domain nane for serverl ("." for none)? []
What is the domain name for serverl1l? [sesta.coni

On what port will the gateway run? [443]
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Does this gateway have multiple network interfaces? y/[n]
Install firewall? y/[n]

A passphrase is needed to nanage and install certificates on the gateway
and the server, in the configuration of the web and LDAP servers and to

al  ow secure conmuni cati on between the gateways and servers. The passphrase
nmust mat ch between gateway and server installations.

What is the passphrase (8 chars m ni mum

Re- ent er passphrase :

Start after installation conpletes? [y]/n

Gat eway settings

Installation Directory . [ opt

Rol e Tree Root . sesta.com

Gat eway . serverl.sesta.com 443

Gat eway | P Address : 192.168. 01. 03

Profile Server : http://serverl. sesta.com 8080
Profile Role Tree Root . sesta.com

Profile Role Tree User : root

Install Firewall :n
Start Gat eway :
Are these settings correct? [y]/n

Sel f-signed certificate for a SSL connecti on.

What is the name of your organi zati on? [ MyConpany] sesta

What is the name of your organi zational unit? [MDi vision] florizel
What is the name of your city or locality? [M/City] santa clara
What is the name of your state or province? [ MyState] california
What is the two-letter country code? [us]

Installing gateway.

Installing SUNwWut gwd. . .

Starting gateway.

Configuring User Nobody on the Server

Perform all steps as root, except as noted.

NOTE Install the Service Pack 5 server, gateway, and the third-party
products before starting execution of the procedure described
below. Failure to do this will result in having to redo some of the
install steps.

See the “Clean Installation” chapter for more information on installing Service
Pack 5.
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After installing the iPlanet Portal Server software do the following:

1. Asroot, in a terminal window, do the following:

# chnod 666 /dev/random

2. Still as root, in a terminal window, change the owner:

chown -R nobody: nobody /opt/ net scape
chown - R nobody: nobody /opt/ SUNW ps
chown - R nobody: nobody /et c/opt/ SUNW ps
chown - R nobody: nobody /var/opt/ SUNW ps

H H HH

3. Stop all services for the iPlanet Portal Server server and gateway.

NOTE See “Stopping the Server Component Processes” for information on
how to correctly perform these functions.

4. Edit the following file, to change the localuser to nobody, as shown in bold
text:

/ opt/ net scape/ di r ect or y4/ sl apd- servername/ confi g/ sl apd. conf

BHHHHH TR H TR H R H R H R H R R
# [ opt/ netscape/ directory4/ sl apd-server 1/ confi g/ sl apd. conf

# Netscape Directory Server global configuration file

# Do not nodify this file while ns-slapd is running

BHHHHH TR H TR R H R H R H R R R

i nstancedir "/ opt/ net scape/ directory4/ sl apd-server 1"
errorlog "/ opt/ net scape/ di rect ory4/ sl apd- server1/| ogs/errors"
errorl og- | oggi ng- enabl ed on

pl ugi n syntax on "Tel ephone Syntax"
"/ opt/ netscape/directoryd/lib/syntax-plugin.so" tel _init

pl ugi n mat chi ngRul e on "Internationalization Plugin"
"/opt/netscape/directory4/lib/liblcoll.so" orderingRule_init

"/ opt/ net scape/ directory4/ sl apd-server 1/ config/sl apd-col | ati ons. conf"

pl ugi n syntax on "Integer Syntax"
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"/ opt/ netscapel/directory4/lib/syntax-plugin.so" int_init

pl ugi n syntax on "Distingui shed Nane Synt ax"
"/ opt/ netscape/directory4/lib/syntax-plugin.so" dn_init

pl ugi n syntax on "Case lIgnore String Syntax"
"/ opt/ netscapel/directory4/lib/syntax-plugin.so" cis_init

pl ugi n syntax on "Case Exact String Syntax"
"/ opt/ netscape/ directory4/lib/syntax-plugin.so" ces_init

pl ugi n syntax on "Binary Syntax"

"/ opt/ netscapel/directory4/lib/syntax-plugin.so" bin_init

return_exact _case on

i nclude "/opt/netscape/directory4/sl apd-serverl/config/slapd. at.conf"
i ncl ude "/opt/netscape/directory4/sl apd-serverl/config/slapd. oc.conf"
i nclude "/opt/netscape/directory4/ sl apd-serverl/config/ns-schema.conf"

readonly of f
tinmelimt 3600
sizelimt 2000
| ast nod on

i dl eti neout 0

ntsynch off
nt synch- port 5009

nt synchusessl on
port 389

secur e-port 636
maxdescriptors 1024
schenmacheck of f
enquot e_sup_oc on
security of f

| ocal user nobody

userat "/opt/netscape/directory4/slapd-serverl/config/slapd.user_at.conf"
useroc "/opt/netscape/directory4/slapd-serverl/config/slapd.user_oc.conf"
accessl og "/ opt/ net scape/ directory4/ sl apd-server 1/| ogs/ access"

5. Edit the following files to change the User to nobody, as shown in bold text:
/ opt/ net scape/ server 4/ ht t ps- servername/ conf i g/ magnus. conf

[ opt/ net scape/ server 4/ htt ps- adnser v/ conf i g/ magnus. conf

Server| D https-serverl. sesta.com

Server Nane serverl.sesta.com

Port 8080

LoadObj ects obj . conf

Root Obj ect def aul t

ErrorLog /opt/ netscape/server4/https-serverl.sesta.com|ogs/errors
Pi dLog /opt/ netscape/ server4/ https-serverl. sesta.conil ogs/pid

User nobody

M aHost | ocal host
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DNS of f

Security on

Ci phers +rc4, +rcdexport, +rc2, +rc2export, +des, +desede3

SSL3Ci phers

+rsa_rc4_128 nd5, +rsa_3des_sha, +rsa_des_sha, +rsa_rc4_40_nd5, +rsa rc2
_40_md5, -rsa_nul | _md5, +rsa_des_56_sha, +rsa_rc4_56_sha

ACLFi | e /opt/ netscape/server4/ httpacl/generated. https-serverl. sesta.com acl
C i ent Language en

Adm nLanguage en

Def aul t Language en

Accept Language of f

RqThrottl e 1024

St ackSi ze 131072

CA WitPid on

CA WaitPid on

6. If the LDAP Server process is also to run as a user other than root, edit the
following file to change the confi gur ati on. nsSui t eSpot User to nobody, as
shown in bold text:

/ opt/ net scape/ di rect ory4/ adm n-serv/config/local . conf

nsServer| D. adm n-serv

user Passwor d: {SHA}/ nZi 7HW vvYwFqgCGkl RTOg79/ Cc=

server Root: /opt/netscape/directory4

server Product Nane: Adm nistration Server

server Host Nane: serverl. sesta.com

uni queMenber: cn=adm n-serv-serverl, cn=Netscape Admi nistration Server,

cn=Server

G oup, cn=serverl.sesta.com ou=sesta.com o0=NetscapeRoot
i nstall ationTi neStanp: 20000914220659Z
configuration.nsServerPort: 8900
configuration.nsSuiteSpot User: nobody
configuration.nsServer Address: 192.168.178.52
configuration. nsAdm nEnabl eEnduser: on
confi guration. nsAdm nEnabl eDSGN on
configuration.nsDirectorylnfoRef: cn=Server G oup, cn=serverl.sesta.com ou
=sesta.com o=Net scapeRoot
configuration.nsAdnm nUsers: adm n-serv/confi g/ admpw
configuration.nsErrorLog: adm n-serv/| ogs/error
configuration.nsPidLog: adm n-serv/logs/pid
configuration.nsAccessLog: admi n-serv/| ogs/access
configuration. nsAdm nCachelLifetine: 600
configuration. nsAdm nAccessHosts: *.sesta.com
configuration. nsAdn nAccessAddresses: 192.168.178.52
configuration. nsAdnmi nOneACLDiI r: adm nacl
confi guration. nsDef aul t Accept Language: en
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nsServer|D: adm n-serv
configuration.nsd assnane:

com net scape. nanagenent . adnmser v. Adm nSer ver @dnser v42
.jar@n=adni n-serv-serverl, cn=Netscape Adm nistration Server, cn=Server

G oup, cn=serverl.sesta.com ou=sesta.com o0=NetscapeRoot

7. To set the http and netlet proxies on the server to run as nobody, edit the
/ et c/ opt / SUNW ps/ pl at f or m conf file, as shown in bold text:

o ips.httpproxy.user=nobody

o ips.netletproxy.user=nobody

NOTE Instructions for configuring the Netlet Proxy are found in the
Release Notes for the iPlanet Portal Server.

Instructions for “Configuring Restart of the HTTP Proxy” are found

in this document.

# Copyright 03/22/03 Sun Mcrosystens, Inc. All R ghts Reserved
# "@#)pl atf orm conf 1.29 03/03/22 Sun M crosystens”
#

. def aul t Domai n=sest a. com

.server.protocol =http

. server. host =server 1. sesta. com

. server. port=8080

.profile.host=serverl.sesta.com

. gat eway. prot ocol =htt ps

. gat eway. host =server 1. sesta. com

. gat eway. port =443

.virtual host =server 1. sesta. com 192. 168. 01. 01

.nam ng. url =http://serverl. sesta.com 8080/ nam ngservi ce
.notification.url=http://serverl.sesta.com 8080/ notificationservice
i ps. daemons=securid radi us saf eword uni x skey

securi dHel per. port=8943

radi usHel per. port=8944

saf ewor dHel per. port =8945

uni xHel per . port =8946

skeyHel per. port=8947

T T TTTTTTTT
nnnnnnnnnon

©
2]

i ps. htt pproxy. user =nobody
i ps. netl et proxy. user =nobody

i ps. cooki e. nane=i Pl anet Por t al Server
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i ps. | ocal e=en_US

i ps. debug=error

i ps.version=3.0

i ps. basedir =/ opt

i ps. 1 ogdelimter=&&

8. Start the iPlanet Portal Proxy server. From a terminal window, as root, do the
following:

# [/ opt/ SUNW ps/ bi n/ipshttpd stop
# [/ opt/ SUNW ps/ bin/ipsnetletd stop
# [ opt/ SUNW ps/ bin/ipshttpd start
# [ opt/ SUNW ps/ bin/ipsnetletd start

Configuring User Nobody on the Gateway

The following steps are for configuring user nobody on the gateway, when the
gateway is not installed on the same system as the server.

NOTE Install the Service Pack 5 server, gateway, and the third-party
products before starting execution of the procedure described
below. Failure to do this will result in having to redo some of the
install steps.

NOTE When the gateway component is started or restarted, it must be
done as root.

See the “Clean Installation” chapter for more information on installing Service
Pack 5.

After installing the iPlanet Portal Server software do the following on the gateway:

1. Asroot, in a terminal window, do the following:
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chrmod 666 /dev/random

chown - R nobody: nobody /et c/opt/ SUNW ps
chown - R nobody: nobody /var/ opt/ SUNW ps
chown - R nobody: nobody /opt/ SUNW ps

H* B H H*

2. Editthe/etc/opt/ SUNW ps/ pl at f or m conf file, as shown in bold text:

i ps. gat eway. user =nobody

# Copyright 03/22/03 Sun Mcrosystens, Inc. All R ghts Reserved
# "@#)platform conf 1.29 03/03/22 Sun M crosystens"

#

i ps. def aul t Domai n=sest a. com

i ps. server.protocol =http

i ps. server. host =server 1. sesta.com

i ps. server. port=8080

i ps. profile.host=serverl.sesta.com

i ps. gat eway. prot ocol =htt ps

i ps. gat eway. host =server 1. sesta. com

i ps. gat eway. port =443

i ps.virtual host =server 1. sesta.com 192. 168. 01. 01

i ps. nam ng. url =http://serverl. sesta.com 8080/ nami ngservi ce
ips.notification.url=http://serverl.sesta.com 8080/ notificationservice
i ps. daenons=securi d radi us safeword uni x skey

securi dHel per. port =8943

radi usHel per. port=8944

saf ewor dHel per. port =8945

uni xHel per. port=8946
skeyHel per. port=8947

i ps

i ps.
i ps.
i ps.
i ps.
i ps.

i ps

. gat eway. user =nobody

cooki e. nane=i Pl anet Port al Server
| ocal e=en_US

debug=error

version=3.0

basedi r =/ opt

.l ogdel i nmiter=&&

When the gateway is configured as user nobody, do the following to workaround
an invalid session condition when the gateway does a restart:
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# chnod 4555 /etc/init.d/ipsgateway

Special Case Configurations

When the iPlanet Portal Server server and gateway are installed on the same
system, both the server and gateway must be configured to run as user nobody.

CAUTION If you have configured a system to run as user nobody, then later
add other packages with the installer, check the ownership of the
Portal Server directories to make sure it is still user nobody.

Upgrading User Nobody to Service Pack 5

To upgrade an installation using user nobody from a previous version of the
iPlanet Portal Server product to Service Pack 5 requires that all the user names be
reset to root for the upgrade to work. Once Service Pack 5 has been installed the
user will have to re-configure the server and gateway to run as nobody. Failure to
do all these steps may result in loss of data.

The following list is a brief summary of the steps required to upgrade to Service
Pack 5:

1. Stop all services for the iPlanet Portal Server server and gateway.

NOTE See “Stopping the Server Component Processes” for information on
how to correctly perform these functions.

2. If the gateway is installed and running as nobody, do the following:

Edit the gateway / et ¢/ opt / SUNW ps/ pl at f or m conf file, as shown in bold

text:
Remove i ps. gat eway. user =nobody
# Copyright 03/22/03 Sun Mcrosystens, Inc. All Rights Reserved.
# "@#)platform conf 1.29 03/03/22 Sun M crosystens"
#
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i ps. def aul t Domai n=sest a. com

i ps. server. protocol =http

i ps. server. host =server 1. sesta. com

i ps. server. port=8080

i ps. profile. host=serverl.sesta.com

i ps. gat eway. prot ocol =ht t ps

i ps. gat eway. host =server 1. sesta. com

i ps. gat eway. port =443

i ps.virtual host=server1. sesta. com 192. 168. 01. 01

i ps. nam ng. url =http://serverl. sesta. com 8080/ nani ngservi ce
ips.notification.url=http://serverl.sesta.com 8080/ notificationservice

i ps. daemobns=securid radi us saf eword uni x skey
securi dHel per. port =8943

radi usHel per. port=8944

saf ewor dHel per. port =8945

uni xHel per . port =8946

skeyHel per. port=8947

i ps. gat eway. user =nobody

i ps. cooki e. nane=i Pl anet Port al Server
i ps. | ocal e=en_US

i ps. debug=error

i ps.version=3.0

i ps. basedi r =/ opt

i ps. 1 ogdelimter=&&

3. Edit the following file to change the confi gur ati on. nsSui t eSpot User to
root, as shown in bold text:

/ opt/ net scape/ di rect ory4/ adm n-serv/ confi g/l ocal . conf

nsServer| D: adm n-serv

user Passwor d: {SHA}/ nZi 7HW vvYwFqgGkl RTOg79/ Cc=

serverRoot: /opt/netscape/directory4

server Product Name: Admini stration Server

server Host Nane: serverl.sesta.com

uni queMenber: cn=adm n-serv-serverl, cn=Netscape Administration Server

cn=Server
Group, cn=serverl.sesta.com ou=sesta.com o=NetscapeRoot
instal l ationTi neSt anp: 20000914220659Z
configuration.nsServerPort: 8900
configuration. nsSuiteSpotUser: root
configuration. nsServer Address: 192.168.178.52
confi guration. nsAdni nEnabl eEnduser: on
confi guration. nsAdm nEnabl eDSGWN on
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4. In aterminal window:

chown -R root:root /etc/opt/SUNW ps
chown -R root:root /var/opt/SUNW ps
chown -R root:root /opt/netscape
chown -R root:root /opt/SUNW ps

H B HH

5. Edit the following files:
/ opt/ net scape/ server 4/ htt p- servername/ confi g/ magnus. conf
[ opt/ net scape/ server 4/ htt ps- adnser v/ confi g/ magnus. conf

Change the user nobody to the name of the user root, as shown in bold text.

Server| D https-serverl. sesta.com

Server Name serverl.sesta.com

Port 8080

LoadChj ects obj . conf

Root Obj ect defaul t

ErrorLog /opt/ netscape/server4/ https-serverl.sesta.conl|logs/errors
Pi dLog /opt/ net scape/ server4/ https-serverl.sesta.conm | ogs/pid

User root

M aHost | ocal host

DNS of f
Security off
6. Edit the following files to change the localuser to root, as shown in bold text:
/ opt/ net scape/ di r ect or y4/ sl apd- servername/ confi g/ sl apd. conf
return_exact_case on

i ncl ude "/ opt/netscape/directoryd/slapd-serverl1/config/slapd.at.conf"
i nclude "/opt/netscape/directory4/sl apd-serverl/config/slapd. oc.conf"
i ncl ude "/ opt/netscape/directory4/slapd-server1/config/ns-schema. conf”

readonl y of
timelimt 3600
sizelimt 2000
| ast nbd on

i dl eti neout 0

ntsynch of f

nt synch- port 5009
nt synchusessl on
port 389
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secur e-port

maxdescriptors

schemacheck

enquot e_sup_oc

security
| ocal user

userat "/opt/netscape/directory4/slapd-serverl/config/slapd.user_at.conf"
useroc "/opt/netscape/directory4/slapd-serverl/config/slapd.user_oc.conf”

accessl og

636
1024
of f
on
of f

r oot

"/ opt/ net scape/ directory4/ sl apd-server 1/1 ogs/ access”

7

Install the Service Pack 5 upgrade. See “Upgrading to Service Pack 5” for the
iPlanet Portal Server.

Reconfigure both the server and gateway to run as nobody. See the
“Configuring User Nobody on the Server” and “Configuring User Nobody on
the Gateway” sections.

Restore all backed up data, create all server instances, and all special
configurations.
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Chapter 8

User Non-Root

This procedure configures User Non-Root on an iPlanet™ Portal Server server. For
the examples shown, the server and gateway are installed on the same system. If
installing the gateway on a separate system, perform the same steps on the
gateway computer, where appropriate. If User Non-Root was installed in a
previous iPlanet Portal Server version, and is being upgraded to Service Pack 5, see
the “Upgrading User Non-Root to Service Pack 5” section.

NOTE A root-started gateway can run with a non-root user started server.

NOTE Authentication helpers must be run as root.

The following information is included in this procedure:
= Installation Examples
o Installing the iPlanet Portal Server 3.0 Server
o Installing the iPlanet Portal Server 3.0 Gateway
= Configuring User Non-Root on the Server
= Configuring User Non-Root on the Gateway
= Special Case Configurations
= Upgrading User Non-Root to Service Pack 5
= Non-Root User Error Messages

o Server Error Messages
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o Gateway Error Messages

Installation Examples

When installing the iPlanet Portal Server server to run as non-root, select
non-default installation values.

If specifying a non-root userid, enter an unused port number above 1024 for the
directory server (default is 389); these examples use port 8389, as all the other
iPlanet Portal Server ports are in the 8000’s. If a root password is not being
implemented, change the super administrator’s userid from the default root. If
configuring the gateway to run as non-root, specify a different port.

These examples use port 8443 for the gateway, instead of the default 443. Select a
non-default install for the gateway when planning to run with a non-root userid.

A sample server and gateway install sessions appears below.

NOTE In the following instructions and examples, / opt is the default
installation directory.

Installing the iPlanet Portal Server 3.0 Server

See the original iPlanet Portal Server Installation Guide 3.0 for more information on
installing the iPlanet Portal Server server software.

TIP Non-default entries are shown in bold text.

# ./ipsinstall

R O I o O O S I S S I O

i Planet (TM Portal Server (iPS) (3.0sp5 rel ease)

R O I S O

Installation |og at
/var/sadniinstall/logs/ipsinstall.18655/install.log

This product will run without a Iicense. However, you nust either
purchase a Binary Code License from or accept the ternms of a

Bi nary Software Evaluation |license with, Sun M crosystens, to

| egal |y use this product.
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Do you accept? yes/[no] yes
I nspecting system

I nspecti ng networKk.

What is the i PS hostnane of this nachine? [serverl]

What is the subdomain ("." for none)? []

What is the domai n? [sesta.coni

What is the ip address of serverl.sesta.con? [192.168. 01. 01]

I nspecting i PS conponents.
Opti ons:

1) Continue upgrade
2) Continue as a clean install (current installation will be

r enoved)

3) Continue install (current installation will not be renobved)
4) Renove current installation

5) Exit

Choice? [5] 2

Sel ect which component to install:

1) i Planet(TM Portal Server

2) iPlanet(TM Portal Server: Secure Renpte Access Pack (Gateway)
3) Exit

Choice? [3] 1

What directory to install in? [/opt]
Are the servers using SSL protocol ? y/[n]
Is this a nultiple server install? y/[n]

The primary server will run on serverl.sesta.com

On what port will the primary server run? [8080]

What is the root of the primary role tree? [sesta.con
What is the user for the root of the role tree? [root]
The directory server will run on serverl.sesta.com

On what port will the directory server run? [389] 8389

On what port will the gateways run? [443] 8443

Is this a nmultiple gateway install? y/[n]

On what hostname will the gateway run? [ M/Gateway] serverl
What is the sub-domain nane for serverl ("." for none)? []
What is the domain name for serverl1l? [sesta.coni

Shoul d the gateway(s) use a web proxy? y/[n]

What is the admi nistrator port for the web server? [8088]

A passphrase is needed to manage and install certificates on the
gateway and the server, in the configuration of the web and

LDAP servers and to all ow secure conmuni cati on between the
gat eways and servers. The passphrase
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nmust mat ch between gateway and server installations.
What is the passphrase (8 chars mi nimum
Re- ent er passphrase :

Start after installation conpletes? [y]/n

Server settings
Installation Directory : /opt

Server List . http://serverl. sesta.com 8080
Gat eway Li st . serverl.sesta.com 8443
Profile Server : http://serverl. sesta.com 8080

Profile Role Tree Root : sesta.com
Profile Role Tree User : root

LDAP Por t . 8389

LDAP Admi n Port : 8900

Web Server Admin Port : 8088
Start Server Ty

Are these settings correct? [y]/n

Installing server.

Instal ling SUNWu sdd. . .
Installing SUNWMWs. . .
Installing SUNWu svd. . .
Installing SUNWtdt. ..
Installing SUNWM nm ..
Installing SUNW nf. ..
Installing SUNWMrw. ..
Installing SUNWt doc. . .
Installing SUNWw sam . .
Installing SUNWtdS. ..

Starting server.

Installing the iPlanet Portal Server 3.0 Gateway

See the original iPlanet Portal Server Installation Guide 3.0 for more information on
installing the iPlanet Portal Server gateway software.

TIP Non-default entries are shown in bold text.

Sel ect which component to install:

1) i Planet(TM Portal Server

2) iPlanet(TM Portal Server: Secure Renote Access Pack (Gateway)
3) Exit

Choice? [3] 2

I's the primary server using SSL protocol ? y/[n]
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Shoul d the | ocal nmachine be the prinmary server? [y]/n

The primary server will run on serverl. sesta.com

What is the port for the primary server? [8080]

What is the root of the role tree? [sesta.con

What is the user for the root of the role tree? [root]

On what hostname will the gateway run? [serverl1]

What is the sub-donain nane for serverl ("." for none)? []

What is the domain name for serverl1l? [sesta.coni
On what port will the gateway run? [443] 8443

Does this gateway have multiple network interfaces? y/[n]
Install firewall? y/[n]

What is the passphrase (8 chars m ni mum
Re- ent er passphrase :

Start after installation conpletes? [y]/n

Gat eway settings

Are these settings correct? [y]/n

Sel f-signed certificate for a SSL connecti on.
Vhat is the nane of your organization? [ MConpany] sesta

Installing gateway.
Installing SUNwWu gwd. . .

Starting gateway.

Installation Directory . [ opt

CGat eway . serverl.sesta.com 8443
Gateway | P Address : 192.168.01. 03

Profile Server : http://serverl. sesta.com 8080
Profile Role Tree Root : sesta.com

Profile Role Tree User : root

Install Firewall N

Start Gateway Y

i
What is the name of your organi zational unit? [M/Di vision] florizel
What is the name of your city or locality? [M/City] santa clara
What is the nanme of your state or province? [ M/State] california
What is the two-letter country code? [us]

Configuring User Non-Root on the Server

Perform all steps as root, except as noted.
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NOTE Install the Service Pack 5 server, gateway, and the third-party
products before starting execution of the procedure described
below. Failure to do this will result in having to redo some of the
install steps.

CAUTION  Stop all the services before doing the following changes to
configure user non-root. Failure to do this will result in problems
restarting the server.

See the “Clean Installation” for more information on installing Service Pack 5.
After installing the iPlanet Portal Server software do the following:

1. Asroot, in aterminal window:

# chnod 666 /dev/random

NOTE In the following examples for non-root user, substitute userid for
the qualified name of a user. Must be a valid userid on the iPlanet
Portal Server component.

2. Asroot, in a terminal window, do the following:

The useri d is the name of the user, and MyG oupi d is the name of the group
the user belongs to. For example, if the user, Jim, belongs to the staff group,
then it would be written as:

chown -R Jimstaff /opt/netscape

chown -R Userid: MG oupid /opt/netscape
chown -R Userid: MG oupi d /opt/ SUNW ps
chown -R Userid: MG oupid /etc/opt/SUNW ps
chown -R Userid: MyG oupi d /var/ opt/ SUNW ps

H* B H H
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3. Edit the following file, to change the | ocal user to user login name (Useri d),

as shown in bold text:

/ opt/ net scape/ di r ect or y4/ sl apd- servername/ confi g/ sl apd. conf

At A R R R R R R R R R R R R R R R R R R R R R R R R R R R R ey ey
# [ opt/ netscape/directory4d/ sl apd-server 1/ confi g/ sl apd. conf

# Netscape Directory Server global configuration file

# Do not nodify this file while ns-slapd is running
A R R AR R R R R R R R R R R R R R R R R R R R R R R R R R R Ry Ry et

i nstancedir "/ opt/ net scape/ directory4/ sl apd-server 1"
errorl og "/ opt/ net scape/ directory4/ sl apd-server 1/l ogs/errors”
errorl og-1 oggi ng- enabl ed on

pl ugi n syntax on "Tel ephone Syntax"
"/ opt/ net scape/ di rectory4/li b/ syntax-pl ugin.
so" tel_init
pl ugin mat chi ngRul e on "Internationalization Plugin"
"/ opt/ netscape/ directoryéd/l
ib/liblcoll.so" orderingRule_init
"/ opt/ net scape/ directory4/ sl apd-server1/config
/ sl apd-col | ati ons. conf"
pl ugin syntax on "Integer Syntax"
"/ opt/ net scape/ di rect ory4/ | i b/ syntax- pl ugi n. so
"int_init
pl ugin syntax on "Distingui shed Nane Syntax"
"/opt/ netscape/directory4/lib/synta
x-plugin.so" dn_init
plugin syntax on "Case Ignore String Syntax"
"/ opt/netscape/directory4/lib/synta
x-plugin.so" cis_init
pl ugin syntax on "Case Exact String Syntax"
"/ opt/ netscape/ directory4/lib/syntax
-plugin.so" ces_init
pl ugin syntax on "Binary Syntax"
"/ opt/ netscape/ directory4/lib/syntax-plugin.so"
bin_init
return_exact _case on
i nclude "/opt/netscape/directory4/slapd-serverl/config/slapd.at.conf"
i ncl ude "/opt/netscape/directory4/sl apd-serverl/config/slapd. oc.conf"
i nclude "/opt/netscape/directory4/slapd-serverl/config/ns-schenma. conf"”

readonl y of f
tinmelimt 3600
sizelimt 2000
| ast nod on

i dl eti neout 0

ntsynch of f
nt synch- port 5009

nt synchusessl on
port 8389
secure-port 636
maxdescriptors 1024
schenmacheck of f
enquot e_sup_oc on
security of f
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| ocal user Userid

userat "/opt/netscape/directory4/slapd-serverl/config/slapd.user_at.conf"
useroc "/opt/netscape/directory4/slapd-serverl/config/slapd.user_oc.conf"
accessl og "/ opt/ net scape/ directory4/ sl apd-server 1/1 ogs/ access”

4. Edit the following files, to change the User to user login name (Useri d), as
shown in bold text:

/ opt/ net scape/ server 4/ htt ps- servername/ confi g/ magnus. conf

[ opt/ net scape/ server 4/ htt ps- adnser v/ confi g/ magnus. conf

#Server Root /opt/ netscape/server4/ https-serverl. sesta.com

Server| D https-serverl.sesta.com

Server Nane serverl.sesta.com

Port 8080

LoadOnhj ects obj. conf

Root Obj ect def aul t

ErrorLog /opt/netscapel/ server4/ https-serverl.sesta.com|logs/errors
Pi dLog /opt/ netscape/ server4/ https-serverl. sesta.coni | ogs/pid

User Userid

M aHost | ocal host

DNS of f

Security on

Ci phers +rc4, +rcdexport, +rc2, +rc2export, +des, +desede3

SSL3Ci phers

+rsa_rc4_128 nd5, +rsa_3des_sha, +rsa_des_sha, +rsa_rc4_40_md5, +rsa_rc2
_40_md5, -rsa_nul | _nd5, +rsa_des_56_sha, +rsa_rc4_56_sha

ACLFi | e

/ opt / net scape/ server 4/ htt pacl / gener at ed. htt ps-server 1. sesta. com acl
Cl | ent Language en

Adm nLanguage en

Def aul t Language en

Accept Language of f

RgThrottl e 1024

St ackSi ze 131072

CAWitPid on

CA Wi tPid on

5. If the administration LDAP Directory Server process is also to run as a user
other than root, edit the following file to change the
confi guration. nsSui t eSpot User to user login name (User i d), as shown in
bold text:

/ opt/ net scape/ di rect ory4/ adm n-serv/ config/l ocal . conf
(partial exanple)
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nsServerl| D: adm n-serv

user Passwor d: {SHA}/ nZi 7HW vvYwFqgGkl RTOg79/ Cc=

serverRoot: /opt/netscape/directory4

server Product Name: Admi ni stration Server

server Host Nane: serverl.sesta.com

uni queMenber: cn=admi n-serv-serverl, cn=Netscape Adm nistration

Server, cn=Server
G oup, cn=serverl.sesta.com ou=sesta.com o0=NetscapeRoot
install ationTi neStanp: 20000914220659Z
configuration.nsServerPort: 8900
configuration.nsSuiteSpot User: Userid
configuration. nsServer Address: 192.168.178.52
confi gurati on. nsAdm nEnabl eEnduser: on
confi guration. nsAdni nEnabl eDSGW on
configuration.nsDirectorylnfoRef: cn=Server G oup, cn=serverl.sesta.com
ou=sest a. com o=Net scapeRoot
configuration.nsAdm nUsers: adm n-serv/confi g/ admpw
configuration.nsErrorLog: admi n-serv/|ogs/error
configuration.nsPidLog: adm n-serv/logs/pid
configuration.nsAccessLog: admi n-serv/| ogs/access
configuration. nsAdm nCachelLifetinme: 600
configuration. nsAdn nAccessHosts: *.sesta.com
configuration. nsAdm nAccessAddr esses: 192.168.178.52
configuration. nsAdnmi nOneACLDiI r: admi nacl
confi gurati on. nsDef aul t Accept Language: en
configuration. nsCl assnane:
com net scape. nanagenent . adimser v. Adm nSer ver @dnser v42
.jar@n=adm n-serv-server1l, cn=Netscape Administration Server, cn=Server G oup,
cn=serverl. sesta.com ou=sesta.com o0=NetscapeRoot

6. Edit the following file to comment out line 410, check_r oot _user, as shown in
bold text:

[ opt/ SUNW ps/ bi n/i psserver (lines 408 through 429)

HHHBHHHBHH B H AR R R R R R R R R AR AR R R

# check_root _user
check_usage $# $2

# cd out of cdromdir, so as to nake sure no process gets started
Wi th

# cwd = the cdrom otherw se cdromcan't eject

cd /var/ opt/ SUNW ps/ debug

unmask 077
get data

case "$1" in
"create’)
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do_debug $2
$MULTI SERVERI NSTALL $1

7.  Rename the following files to prevent the iPlanet Portal Server server from
automatically being started by root upon reboot:

# mv /etc/rc3.d/ S42i psserver /etc/rc3.d/ XS42i psserver
# nmv /etc/rc3.d/ K42i psserver /etc/rc3.d/ XK42i psserver

8. Start the iPlanet Portal Server server component. From a terminal window, as
the non-root user, do the following:

% / opt / SUNW ps/ bi n/i psserver start

Configuring User Non-Root on the Gateway

1. Edit the following file to comment out lines 172 through 176, as shown in bold
text:

/ opt/ SUNW ps/ bi n/ipsgateway (lines 170 through 182)

HIHHH B R BB BHHHHH R R R H TR R R R R R R R R AR RH?
# Main starts here
HUHHHH R B R BHHHHH R R H TR R R R R R R R AR

#if test ‘id | /usr/bin/fanwk '{print $1}'* !'= "uid=0(root)"
# then

# echo "' $gettext ' You nust be root user to run’‘ $0."

# exit O

# fi

umask 077

ulimt -n 10240

case "$1" in
"start’)
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2. Edit the following file to add i ps. gat eway. user =Useri d, as shown in bold
text:

/ et c/ opt/ SUNW ps/ pl at f or m conf

NOTE Must be a valid userid on the iPlanet Portal Server gateway
component. If i ps. gat eway. user does not match the userid for
which the procedure has been applied, permission problems will
result.

i ght 03/22/03 Sun M crosystenms, Inc. All Rights Reserved

Copyr
#) pl at f or m conf 1.29 03/03/22 Sun M crosystens"

#
# II@
#

. def aul t Domai n=sest a. com

.server.protocol =http

.server. host =server 1. sesta. com

.server. port=8080

.profile.host=serverl.sesta.com

. gat eway. prot ocol =htt ps

. gat eway. host =server 1. sesta. com

. gateway. user =Useri d

. gat eway. port =8443

.virtual host =server 1. sesta. com 192. 168. 01. 01

.nam ng. url =http://serverl. sesta.com 8080/ nani ngservi ce
.notification.url=http://serverl.sesta.com 8080/ notificationservice
i ps. daenons=securid radi us safeword uni x skey

securi dHel per. port =8943

r adi usHel per. port=8944

saf ewor dHel per. port =8945

uni xHel per. port =8946

skeyHel per. port =8947

jechehohohohohohohohohol
nNuOunuunuununnunnon

©
7]

i ps. cooki e. nane=i Pl anet Port al Server
i ps. | ocal e=en_US

i ps. debug=error

i ps.version=3.0

i ps. basedi r =/ opt

i ps. | ogdelimter=8&&

3. Rename the following files to prevent the iPlanet Portal Server gateway from
automatically being started by root upon reboot:
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# mv /etc/rc3.d/ S90i psgat eway /etc/rc3.d/ XS90i psgat eway
# mv /etc/rc3.d/ KA0i psgat eway /etc/rc3.d/ XK90i psgat eway

4. Start the iPlanet Portal Server server and gateway components. From a
terminal window, as the non-root user, do the following:

% / opt / SUNW ps/ bi n/i psserver start
% / opt / SUNW ps/ bi n/i psgat eway start

Special Case Configurations

When the iPlanet Portal Server server and gateway components are installed on the
same system, both the server and gateway must be configured to run as user
non-root.

CAUTION If you have configured a system to run as a non-root user, then later
add other packages with the installer, check the ownership of the
Portal Server directories to make sure it is still user non-root.

Upgrading User Non-Root to Service Pack 5

To upgrade Non-Root userid installation from a previous version to Service Pack 5
requires that all the user names be reset to root for the upgrade to work. Once
Service Pack 5 has been installed the user will have to re-configure the server and
gateway to run as Non-Root. Failure to do all these steps may result in loss of data.

The following list is a brief summary of the steps required to upgrade to Service
Pack 5:

1. Stop all services for the iPlanet Portal Server server and gateway.

NOTE See “Stopping the Server Component Processes” for information on
how to correctly perform these functions.
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2. If the gateway is running on a separate computer from the server, do the
following:

a. Edit the gateway / et c/ opt / SUNW ps/ pl at f or m conf file, as shown in
bold text:

Remove i ps. gat eway. user =userid

o H

chehehohohohohohohohol
VOO nnnnon

i ps.
i ps.

sec
rad
saf

uni xHel per. port =8946
skeyHel per. port=8947

af
<

i ght 03/22/03 Sun M crosystenms, Inc. All Rights Reserved
|'at f orm conf 1.29 03/03/22 Sun M crosystens"

~ =
- -

. def aul t Domai n=sest a. com

.server.protocol =http

.server. host =server 1. sesta. com

.server. port=8080

.profile.host=serverl.sesta.com

. gat eway. prot ocol =htt ps

. gat eway. host =server 1. sest a. com

. gat eway. user =userid

. gat eway. port =8443

.virtual host =server 1. sesta. com 192. 168. 01. 01

.nam ng. url =http://serverl. sesta.com 8080/ nani ngservi ce
notification.url=http://serverl.sesta.com 8080/ notificationservice
daenmons=securid radi us saf eword uni x skey

uri dHel per. port=8943

i usHel per. port=8944

ewor dHel per. port =8945

. cooki e. nanme=i Pl anet Port al Server
.1 ocal e=en_UsS

. debug=error

.version=3.0

. basedi r =/ opt

.l ogdelimter=&&

3. Edit the following file, to uncomment line 410 (remove the #),
check_r oot _user, as shown in bold text:

[ opt/ SUNW ps/ bi n/i psserver (lines 408 through 429)

BHHBHHH BB R

check_root _user
check_usage $# $2
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# cd out of cdromdir, so as to nake sure no process gets started
with

# cwd = the cdrom otherw se cdromcan't eject

cd /var/ opt/ SUNW ps/ debug

umask 077
get _data

case "$1" in
"create’)
do_debug $2
$MULTI SERVERI NSTALL $1

[

4. Edit the following file, to change the confi gur ati on. nsSui t eSpot User to
root, as shown in bold text:

/ opt/ net scape/ di rect ory4/ adm n-serv/ confi g/l ocal . conf
(partial exanple)

nsServer | D: adm n-serv

user Passwor d: {SHA}/ nZi 7HW vvYwFqgGkl RTOg79/ Cc=

serverRoot: /opt/netscape/directory4

server Product Name: Admi ni stration Server

server Host Name: serverl.sesta.com

uni queMenber: cn=adm n-serv-serverl, cn=Netscape Adm nistration

Server, cn=Server

G oup, cn=serverl.sesta.com ou=sesta.com o0=NetscapeRoot
installationTi neStanp: 20000914220659Z
configuration.nsServerPort: 8900
configuration. nsSuiteSpot User: root
configuration. nsServer Address: 192.168.178.52
confi gurati on. nsAdm nEnabl eEnduser: on
configuration. nsAdni nEnabl eDSGWN on
configuration.nsDirectoryl nfoRef: cn=Server G oup, cn=serverl.sesta.com
ou=sesta.com o0=Net scapeRoot
configuration.nsAdm nUsers: adm n-serv/confi g/ admpw
configuration.nsErrorLog: adm n-serv/| ogs/error
configuration.nsPidLog: adm n-serv/logs/pid
configuration.nsAccessLog: admi n-serv/|ogs/access
configuration. nsAdnm nCachelLifetinme: 600
configuration. nsAdn nAccessHosts: *.sesta.com
configuration. nsAdm nAccessAddresses: 192.168.178.52
configuration. nsAdni nOneACLDi r: adm nacl
configuration. nsDef aul t Accept Language: en
configuration. nsd assnane:

com net scape. nanagenent . adimser v. Adm nServer @dnser v42

.jar @n=admi n-serv-serverl, cn=Netscape Adm nistration Server, cn=Server
G oup,

cn=serverl.sesta.com ou=sesta.com o0=NetscapeRoot
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In a terminal window, do the following:

chown -R root:root /etc/opt/SUNW ps
chown -R root:root /var/opt/SUNW ps
chown -R root:root /opt/netscape
chown -R root:root /opt/SUNW ps

H B HH

Edit the following files:
/ opt/ net scape/ server 4/ htt p- servername/ confi g/ magnus. conf
[ opt/ net scape/ server 4/ htt ps- adnser v/ confi g/ magnus. conf

Change name of the user login name (User i d) to root, as shown in bold text.

Server| D https-serverl. sesta.com
Server Nane serverl.sesta.com
Port 8080

LoadObj ects obj. conf

Root Obj ect defaul t

ErrorlLog

/opt/ net scape/ server 4/ https-serverl. sesta.conflogs/errors

Pi dLog /opt/ net scape/ server4/ https-serverl. sesta.conil ogs/pid

User root

M aHost | ocal host

DNS of f

Security off

Ci phers +rc4, +rcdexport, +rc2, +rc2export, +des, +desede3

SSL3Gi phers

+rsa_rc4_128 _nd5, +rsa_3des_sha, +rsa_des_sha, +rsa_rc4_40_nd5, +rsa
rc2

_40_md5, -rsa_nul | _nd5, +rsa_des_56_sha, +rsa_rc4_56_sha

ACLFi | e

/ opt/ net scape/ server 4/ httpacl / gener at ed. htt ps- proxy. sesta. com ac

I

Cl i ent Language en

Adm nLanguage en

Def aul t Language en

Accept Language of f

RgThrottl e 1024

St ackSi ze 131072

CAWitPid on

CA WitPid on
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7. Edit the following file, to change the | ocal user toroot, as shown in bold text:

/ opt/ net scape/ di r ect or y4/ sl apd- servername/ confi g/ sl apd. conf

B g g g g ez e ized
# | opt/ netscape/ directory4/ sl apd-server 1/ confi g/ sl apd. conf

# Netscape Directory Server global configuration file

# Do not nodify this file while ns-slapd is running
B g g g g Rz e ez ized

i nstancedir "/ opt/ net scape/ directory4/ sl apd-server 1"
errorl og "/ opt/ net scape/ directory4/sl apd-server 1/l ogs/errors”
errorl og- | oggi ng- enabl ed on

pl ugi n syntax on "Tel ephone Syntax"
"/ opt/ netscape/directory4/lib/syntax-plugin.so" tel_init

plugi n matchi ngRul e on "Internationalization Plugin"
"/opt/netscape/directory4/lib/liblcoll.so" orderingRule_init

"/ opt/ net scape/ directory4/ sl apd-server 1/ config/ sl apd-col | ati ons. conf"

pl ugin syntax on "I nteger Syntax"
"/ opt/ netscape/directory4/lib/syntax-plugin.so" int_init

pl ugi n syntax on "Di stingui shed Name Syntax"
"/ opt/ netscapel/directory4/lib/syntax-plugin.so" dn_init

pl ugin syntax on "Case Ignore String Syntax"
"/ opt/ netscape/directory4/lib/syntax-plugin.so" cis_init

pl ugi n syntax on "Case Exact String Syntax"
"/ opt/ netscapel/directory4/lib/syntax-plugin.so" ces_init

pl ugi n syntax on "Bi nary Syntax"
"/ opt/ netscape/ directory4/lib/syntax-plugin.so" bin_init

return_exact _case on

i nclude "/opt/netscape/directory4/sl apd-serverl/config/slapd. at.conf"
i ncl ude "/opt/netscape/directory4/sl apd-serverl/config/slapd. oc.conf"
i nclude "/opt/netscape/directory4/sl apd-serverl/config/ns-schema. conf"

readonl y of f
tinmelimt 3600
sizelimt 2000
| ast nod on

i dl eti nmeout 0

ntsynch of f
nt synch- port 5009

nt synchusessl on
port 8389
secure-port 636
maxdescriptors 1024
schemacheck of f
enquot e_sup_oc on
security of f

| ocal user r oot
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userat "/opt/netscape/directory4/slapd-serverl/config/slapd.user_at.conf"
useroc "/opt/netscape/directory4/slapd-serverl/config/slapd.user_oc.conf"

accessl og

"/ opt/ net scape/ directory4/ sl apd-server 1-=/1 ogs/ access"

8. Install the Service Pack 5 upgrade. See “Upgrading to Service Pack 5” for the

iPlanet Portal Server.

9. Reconfigure both the server and gateway to run as non-root. See the

“Configuring User Non-Root on the Server” and “Configuring User Non-Root
on the Gateway” sections.

10. Restore all backed up data, create all server instances, and all special

configurations.

Non-Root User Error Messages

Running as a non-root user, there will be error messages on the server and
gateway. These messages are expected, and workarounds are offered when
appropriate.

Server Error Messages

a. Because a non-root user may not set the maximum file descriptors to a
value larger than 1024. The i psser ver script attempts to set it to 10240.

/opt/ SUNW ps/ bin/ipsserver: ulimt: exceeds allowable limt

Comment outthe ul i mit in/opt/ SUNW ps/ bi n/i psserver and
/ opt / SUNW ps/ bi n/ i psgat eway.

b. Failure to start the doSKey. This error is not common.
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starting auth helpers ... |d.so.1: /opt/SUNW ps/ bi n/ doSKey:
fatal: |ibskey.so: open failed: No such file or directory

A workaround is to start the doSKey manually as non-root userid in /bin/sh:

LD LI BRARY_PATH=/ opt / SUNW ps/ bi n
export LD LI BRARY_PATH
[ opt / SUNW ps/ bi n/ doSKey -c 8947

c.  When running as a non-root user, if a locally-administered UNIX userid is
to be authenticated, then:

# chown root:sys /opt/SUNW ps/ bi n/ doUni x
# chnod 4555 /opt/ SUNW ps/ bi n/ doUni x

The chnod command setuid’s doUni x, so that it runs as though root, even
when started by non-root users.

Gateway Error Messages

Non-root users appear to be able to only setul i mit -n 1024 as a maximum
number. Running as a non-root user will restrict how much load the gateway can
simultaneously handle.

/dev/fd/some_nunber: ulinmt: bad ulimt

124  iPlanet Portal Server 3.0 Service Pack 5 ¢ Installation Guide  July 2003



Glossary

access control  Implements the privileges granted by authorization.

address In networking, a unique code that identifies a node to the network. Names
like portal.demo.sesta.com are translated to “dotted quad” addresses (10.0.24.15)
by the Domain Name Service. (DNS).

administration console The administrator’s GUI interface to iPlanet™ Portal
Server.

APl  Application Program Interface, a set of calling conventions or instructions
defining how programs invoke services in existing software packages.

applet A program written in the Java™ programming language to run within a
Web browser. An example would be the Java front ends to iPlanet Portal Server’s
NetMail and NetFile applications.

attribute A configurable parameter of a profile.

ASP Application Service Provider. A company that, for a fee, provides access to
applications that users can run without owning their own copies. See ISP.

authentication The process of verifying a user’s identity.

authentication module An authentication module controls a specific
authentication process. For example, iPlanet Portal Server provides authentication
modules for Microsoft Windows NT, UNIX, S/key, and others, as well as opening
the authentication API so other authentication modules can be written as needed.

authorization The process of granting specific access privileges to a user.
Authorization is based on authentication and enforced by access control.
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CA  See Certificate Authority.

cache In Web browsers, the archive of recently visited Web pages, graphics, or
other files that is stored in memory or on users’ disks.

CDP Certificate Discovery Protocol. Request and response protocol used by two
parties to transfer certificates.

certificate A set of data that identifies a person, machine, or application.

certificate identifier (ID) Generic naming scheme term used to identify a
particular self-generated or issued certificate. It effectively decouples the
identification of a key for purposes of key lookup and access control from issues of
network topology, routing, and IP addresses.

Certificate Authority (CA) Trusted network entity that digitally signs a
certificate containing information identifying the user; such as the user’s name, the
issued certificate, and the certificate’s expiration date. Verisign is one of the best
known CA'’s.

component An application or a service in iPlanet Portal Server. Components
have attributes and privileges, much like users.

content filtering Practice of allowing or disallowing traffic based on the content
of the data being sent.

cookie General mechanism that server-side connections can use to store and
retrieve information on the client side of the connection. Cookies are small data
files written to a user’s hard drive by some Web sites when viewed in a Web
browser. These data files contain information the site can use to track such things
as passwords, lists of pages visited, and the date when a certain page was last
looked at.

data compression Application of an algorithm to reduce the space required to
store or the bandwidth required to transmit data.

decryption Process of decrypting information that has been encrypted. See
encryption.

demilitarized zone (DMZ) Small protected network between the public Internet
and a private intranet, usually demarcated with firewalls on both ends. This area is
used to provide limited public access to resources such as Web servers, FTP
servers, and other information resources.
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desktop What the end user sees on the screen. This usually includes a preferred
set of applications and access privileges.

digital signatures Data added to a document to identify the sender using a
public-key encryption scheme.

DMZ See demilitarized zone.

DNS Domain Name Service is a distributed name and address lookup
mechanism used to translate domain names (portal.demo.sesta.com) to IP
addresses (10.23.134.24). It also allows reverse lookup, to translate IP addresses
back into names.

domain The last part of a fully qualified domain name that identifies the company
or organization that owns the domain name (for example, sesta.com, sesta.co.uk).

encryption Process of protecting information from unauthorized use by making
the information unintelligible. Some encryption methods employ codes, called
keys, which are used to encrypt the information. Contrast with decryption.

firewall Computer located between an internal network and the rest of the
network that filters packets as they go by according to user-specified criteria.
Firewalls are normally used to protect systems on one side from unauthorized
access by users on the other side.

File Transfer Protocol (FTP) A file transfer protocol often used on TCP/IP
networks to copy files to and from remote computers.

fully qualified domain name The complete domain name of a system, including
the hostname, network name if applicable, and domain; for example
west.sesta.comsesta.com.

gateway A system that provides and controls connections to another network.
See VPN.

host Name of a device on a TCP/IP network that has an IP address.

HTML Hypertext Markup Language. A file format, based on SGML, for
hypertext documents on the Internet.

HTTP Hypertext Transfer Protocol, which describes how Web browsers and Web
servers exchange information. See URL.
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HTTPS Hypertext Transfer Protocol Secure, which describes the use of HTTP
over an SSL connection, usually on port 443.

ICMP Internet Control Message Protocol. IP protocol that handles errors and
control messages, to enable routers to inform other routers (or hosts) of IP routing
problems or make suggestions of better routes. See ping.

IMAP Internet Message Access Protocol allows remote access to mailboxes and
folders. IMAP clients usually leave some or all messages and folders on the server,
unlike POP, in which all messages are downloaded.

Internet Protocol Protocol within TCP/IP suite used to link networks
worldwide, developed by the United States Department of Defense and is used on
the Internet. The prominent feature of this suite is the IP protocol.

IP  See Internet Protocol.

ISP Internet Service Provider. A company providing Internet access. This service
often includes a phone number access code, username, and software—all for a

provider fee.

issued certificate Certificate that is issued by a Certificate Authority. See
self-generated certificate.

ISV Independent Software Vendor. Third-party software developer.
Java™ Object-oriented, platform independent programming language developed
by Sun Microsystems to solve a number of problems in modern programming

practice.

JDK Java Development Kit. Software tools used to write Java applets or
application programs.

key Code for encrypting or decrypting data.

LAN Local area network, a private network at a single location. Multiple LANSs
can be interconnected to form a WAN.

LDAP Lightweight Directory Access Protocol. One of the protocols used in
iPlanet™ Portal Server to resolve profile attributes and privileges.
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load balancer A load balancer controls connections to multiple gateway
machines to allow approximately equivalent loads on each of the available
systems.

NAT See network address translation.

Netlet A Java applet used in iPlanet Portal Server to allow any TCP/1P-based
applications to securely connect to servers through an authenticated iPS
connection.

network address translation (NAT) Function used when packets passing
through a firewall have their addresses changed (or translated) to different
network addresses. Address translation can be used to translate unregistered
addresses into a smaller set of registered addresses, thus allowing internal systems
with unregistered addresses to access systems on the Internet.

network mask Number used by software to separate the local subnet address
from the rest of a given IP address.

NFS™ Network File System. A file system distributed by Sun Microsystems that
enables a set of computers to cooperatively access each others files in a transparent
manner.

NIS and NIS+ Network Information Service. NIS+ is a newer version (with a
lookup service) for Solaris 2.x, with enhanced security.

node A transfer point within a network. Data is passed from node to node in a
network until the data reaches its final destination.

passphrase Collection of characters used in a similar manner to, although
typically longer than, a password. See password.

password Unique string of characters that a user types as an identification code; a
security measure to restrict access to computer systems and sensitive files.

personal digital certificate (PDC) An electronic certificate attached to a message
that authenticates a user. A personal digital certificate can be created by correctly
entering a userID and password, or by using an SSL certificate request that in turn
uses the security certificate of the server through which the user is connected.
PDC See personal digital certificate.

ping A TCP/IP command that verifies a connection to another host.
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plaintext Unencrypted message.

Point-to-Point Protocol (PPP) PPP (the successor to SLIP) provides
router-to-router and host-to-network connections over both synchronous and
asynchronous circuits. Used for TCP/IP connectivity, usually for PC’s over a
telephone line. Also known as PPTP.

POP Post Office Protocol; defines a mechanism with which Internet users can
connect to and download their waiting email messages.

PPP See Point-to-Point Protocol.

port The location (or socket) to which TCP/IP connections are made. Web servers
traditionally use port 80, while FTP uses port 21 and telnet uses port 23. iPlanet
Portal Server uses some special ports, particularly on client systems, to securely
communicate through the iPS session to servers.

preference A user-specified choice about what appears or doesn’t appear on the
desktop, and how it appears, or other traits such as timeout settings.

private network A network of computers that is inaccessible unless you have
appropriate access privileges. Private networks may be as small as a one-office
LAN or as large as a multi-country enterprise network. See also public network.

privilege A type of access right that is granted to a user, a set of users, or a
resource that is specified by the particular type of authorization implemented.

profile The attributes and privileges for an iPS entity, such as user, role, domain,
or component.

profile server A special segment of iPlanet™ Portal Serverthat is devoted to
storing profile information.

protocol A formal description of messages to be exchanged and rules to be
followed for two or more systems to exchange information.

provider A Java class that can write HTML content to a mini-frame in the
desktop. Providers (also called content providers) are used to create information in
specific areas of a user’s desktop.

proxy A proxy is an intermediary program that makes and services requests on
behalf of clients. Proxies act as servers and clients in turn, and are used to control
the content of various network services. See reverse proxy.
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public-key certificate A data structure containing a user’s public key, as well as
information about the time and date during which the certificate is valid.

public-key cryptography Also known as asymmetric key cryptography. In
public-key cryptosystems, everyone has two related complementary keys: a
publicly revealed key and a secret key (also frequently called a private key). Each
key unlocks the code that the other key makes. Knowing the public key does not
help you deduce the corresponding secret key. The public key can be published
and widely disseminated across a communications network. This protocol
provides privacy without the need for the secure channels that a conventional
cryptosystem requires.

public network Like the Internet, a public network carries traffic from a variety
of companies, individuals, and sources and is inherently insecure. Contrast with
private network.

query Process for extracting particular data.

reverse proxy A proxy which performs bi-directional URL rewriting and
translation between clients and servers. Unlike a proxy, which exists at the client
side, a reverse proxy exists at the server side of the network. In iPlanet Portal
Server, the reverse proxy exists on theiPS gateway.

role A role defines all aspects of a user’s experience when running in the iPlanet
Portal Server environment. A role can, for instance, correspond to a job title
(manager, engineer, sales, etc.) or can be defined other ways, such as a full member
of a working group or an observer. A role determines what a user sees and can use.

router Intermediary device responsible for deciding which of several paths
network (or Internet) traffic will follow.

secret key In public-key cryptography, a private key that is never disclosed to the
public. See public-key cryptography.

Secure Socket Layer (SSL) A form of secure, low-level encryption that is used by
other protocols like HTTP and FTP. The SSL protocol includes provisions for server
authentication, encryption of data in transit, and optional client authentication. The
version used in iPlanet Portal Server uses RSA’s public and private key encryption,
as well as a digital certificate.

self-generated certificate Public key value only used when entities are named

using the message digest of their public value, and when these names are securely
communicated. See issued certificate.
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session An iPlanet Portal Server session is a sequence of interactions between a
user and one or more applications, starting with login and ending with logout or
timeout.

session key Common cryptographic technique to encrypt each individual
conversation between two people with a separate key.

SGML Standard Generalized Markup Language. Method of tagging a document
to apply to many format elements.

shared-key cryptography Also known as symmetric key cryptography.
Cryptography where each party must have the same key to encrypt or decrypt
ciphertext.

smart card A plastic card with a magnetized strip that is used for authentication.
SMTP Simple Mail Transfer Protocol. Used on the Internet to route email.

SMTP proxy A variant of SMTP that sends messages from one computer to
another on a network and is used on the Internet to route email.

SNMP Simple Network Management Protocol. Network management protocol
that enables a user to monitor and configure network hosts remotely.

SSL See Secure Socket Layer.

SSL Certificate An electronic token that means you or a vendor have given
approval to encrypt and decrypt your secure transactions, using PKI. You create a
self-signed SSL Certificate when you install iPlanet Portal Server software.
However, you can also obtain an SSL Certificate from a certificate vendor who
authorizes secure communications services over the Internet.

subdomain The next-to-last part of a fully qualified domain name that identifies the
division or department within a company or organization that own the domain
name (for example, eng.sesta.com, sales.sesta.co.uk); not always specified.

subnet Working scheme that divides a single logical network into smaller
physical networks to simplify routing.

subnet mask Specifies which bits of the 32-bit IP address represent network
information. The subnet mask, like an IP address, is a 32-bit binary number: a 1 is
entered in each position that will be used for network information and a 0 is
entered in each position that will be used as node number information. See node.
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symmetric key cryptography See shared-key cryptography.
TCP See transmission control protocol.

TCP/IP  Transmission Control Protocol/Internet Protocol. Protocol suite
originally developed for the Internet. It is also called the Internet protocol suite.
Solaris networks run on TCP/IP by default.

telnet Virtual terminal protocol in the Internet suite of protocols. Enables users of
one host to log in to a remote host and interact as normal terminal users of that host.

telnet proxy An application which sits between the telnet client and telnet server
and acts as an intelligent relay.

transmission control protocol (TCP) Major transport protocol in the Internet
suite of protocols providing reliable, connection-oriented, full-duplex streams.
Uses IP for delivery. Encrypts only IP packet data, but not the headers.
Corresponds to the transport layer, which is the fourth of the seven ISO layers. See
TCP/IP.

transparent clustering A condition whereby multiple machines will appear to
the user to be a single machine. In iPlanet Portal Server, the condition where
multiple gateways appear to the user to be a single gateway.

tunneling Process of encrypting an entire IP packet, and wrapping it in another
(unencrypted) IP packet. The source and destination addresses on the inner and
outer packets may be different.

tunnel address Destination address on the outer (unencrypted) IP packet to
which tunnel packets are sent. Generally used for encrypted gateways where the IP
address of the host serves as the intermediary for any or all hosts on a network
whose topology must remain unknown or hidden from the rest of the world.

URL Uniform Resource Locator. A code that searches for the location of a specific
address on the Internet.

user ID Name by which a user is known to the system.

Virtual Private Network A network with the appearance and functionality of a
regular network, but which is really like a private network within a public one.
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The use of encryption in the lower protocol layers provides a secure connection
through an otherwise insecure network, typically the Internet. VPN’s are generally
cheaper than true private networks using private lines, but rely on having the same
encryption system at both ends. The encryption may be performed by firewall
software or possibly by routers.

VPN gateway The entry point to a VPN. Typically protected by a firewall.

VPN See Virtual Private Network.

WAN Wide area network, a private network (intranet) spanning more than one
physical location.

Watchdog A process that monitors a gateway and restarts the gateway if its
processes fail.

Web See World Wide Web.

Web page Document on the Web.

web server An application that responds to web requests such as HTTP, FTP, etc.
World Wide Web Network of servers on the Internet that provide information

and can include hypertext links to other documents on that server and often other
servers as well.
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