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o SAUSIEIF — XLEIE IR AL TR S T, Sl e AT PAS A )
AEDC I

o FIRI-FERE — MRS, TR AT AU IR SR N A 25 Bk
TR B Lo XS 7R I BRI VR T T2 — D D RED A (455

ERLEX I (140 "Accounts") H, RIFIRBIREK BRI H—A k2 A
5L, fEESE PR LR N E A S . XAE K 2-1 kA7 T Ui,

2-1 Identity Manager ‘& ¥ 71 71

Home Accounts Passwords Approvals Tasks Reports Roles Resources Risk Analysis Configure

List Accounts | Find Users | Launch Bulk Actions | Extractte File | Load from File | Load from Resource — Select tasks in a functional area

Create User Click to navigate

major functional areas

Enter ar select attributes for this user, and then click Save.
Use form tabs to navigate

|dertity Assignments Security Atributes | multi-page forms

[ account D | &

First Mame | Last Mame

Email Address |

[i] organization ITop 'l

Passwords

Password I #*
Confirm Password I #*

Save Background Save | Cancell Recalculate |Test| Loadl

|dentity Manager Fi A 52 H

Identity Manager 1/ 51 H i/ Identity Manager R4t —3B 0 #LE . tERLIE %
A HA A BERLRE I ] i e vt
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H 1% 5% 3 Identity Manager H] ) St ,  "Home" 1850 LK 58 7= P (0 7 81
H AR HMZAT, T ER:
& 2-2 JF 5t ("Home" SR -

Home Work ltems Requests Delegations Profile

Welcome, kdavis. Make a selection to manage your work items, requests, ar delegations.

Appravals
Requests

Other

0
0
Attestations 1]
0
Delegations Disahled

Tt "Home" ZE - T PR U AT 7 £ 000 H o o 412 Hp 30 H al s TAE I H 1
SRAEAT g N B P AT oAt o] B A . BAESE UG, #ili Return to Main Menu LLiR 1]
2| "Home" T,

FP AT LAAE R ST R AT A P, I s e s i AT FE AR5 DAL
BTARTH MZHE.

FP F ik 7 S DA 30t
*  Work Items — fit v sl 68 AT (1 8 BO F AT AR (K P A7 2 B AR I

TAETH AT LA FEREAE . EW]EE i Identity Manager A2 B LA 15 SR (1) #5841
E

e Requests — [l F K - BRI AN C S AR A3 RO A BE YR A1 53 TR $R A8 BT iE oK
AT LA s e B ARAT I R
] "Requests" XEI - L) View IR AT LLEF 15 5K AR TR B
* Delegations — A5 2 i LAGHIR E &4E-

o Profile — LA T 3L 20 ] L] s i ol - g 1k, AT oAt A A
%

o Change Password — LI AT 7108 5E 1) BE UL sl A 9 UL 5 50
i

>  Account Attributes — ZEPEILIE IR T M T gmE e v, ik o H
TP AL, QR IR hE ) Tdentity Manager F-T 525G Tk - Jd %0
k) .
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o> Authentication Questions — T6 56 b T ] SR P P R B ) )

S

o Access Privileges — ZEFEILIE I ] & F UMK ) O BEE O IC CEAEZERR]
B .
BEXAFSRHE

UEJH P FH R H 2 82 Y, BASRPEREE 28 ] A e — R B AN B 5 SCZE T
DRI, AT LUK S b i) AR R LR CERIL SOk T LR AL
Ko ZRCETEE AL, HRED TREN S

ui.web.user.menulayout = 'vertical'

B AL SCH P S5 B, 1527 1dentity Manager Technical Deployment
Overview,

|ldentity Manager IDE

Sun Identity Manager ££%JT & 155 (Integrated Development Environment, IDE)
$¢flt Identity Manager & .. BUUAT ARG EEALE . 8 H] IDE 7 G 6 A g i34
H, IXEER F ST TR Identity Manager U1 F R IhfE. &R E LK Identity
Manager TAEFR, XL TAER 2 X T H Identity Manager HI /il /= i 41 (1 #4F
NG P BRPATAE 55 T o e AN, 838 n] & 2 Identity Manager " & U HT T e T
PERAT A . I8 25 T IDE Frfl.
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Sun Identity Manager IDE 5 [fij

(£ INetBeans Platform 200601251500 -0l x|
File Edit Wew Havigate Source Refactor Buld Run CVS Took Window Help
Cep@lragncErase»sa e od & WA Q@ | s |
| Runtime | | Files | Projects @ x| D% Access Revisw.xml x| a[x]x] [1Paletee x|
F- dm < [ossion seres || 3|10 < [simple Access Review Scan [ | 1B i
58 Objects %) Add Deferred Task
#-J27 Configuration Objects (5] Audit Ohject
| Email Templates -
% Forms statt  Audit Launch Scan Processesnd @ Authorize Objsct
o Checkin Object
-5 Libraries Checkin Yisw
A metaviens Checkout Object
-6 Rules =
=% warkflow Processes Checaakylen
5% access Review 4] Create Resource Object
I:O accessScans ) Craste Yiaw
& rightiow =l Delete Resource Object =l
Jiizyioaton x| | Generic Objects - Properties o x|
Generic Objects @
objects
<Mo Wiew Avalable
| Output - Repository Output Window 2 x| | | watches 2 x| | Local ¥ariafles || Call Stack |
Downloaded file : Systen :onﬁgurauonl ] Type Value |@|
> . > 325 3 = =+
11 2% IDE Fifi H 42 Identity Manager K HUR1 TAERMTEANE S, HS U

Identity Manager TAER. FEFME.

WA FIHRCAR 1) Identity Manager | U220k 55 E R 4% 25 (Business Process
T v A A e kI T B E 3

Editor, BPE),
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BRI 56 LT 55, TIRETT 22 2% "Help" Ml Identity Manager 8% (7Bt
PESABEED o Identity Manager [ 8 53 S A - S B4 (8 WA 45 5.

|dentity Manager # B
56 TS ARG B, 59t Help 4L, Z6HeHL T4 o 553 S A
HP S G TGRS, i 2-4 BT

2-4 "Help" 44l ({F Identity Manager 5t1fl)

Sun Java™ System Identity Manager

Click for task-related information
and to access the Search feature.

{EREAS "Help" & HHJEAAH —> "Contents" %, 11 1Z 8% 7] # 2 1At "Help”
F Al Identity Manager Rif3 .

EHER
{641 "HRelp” 0 11402 S e ] BLAR 65 5 Identity Manager HBIAISCR 1 448
AR FHLZBNLCRIPOR, ST UL T 5

1. ERKE PR DN A
2. GEFHERPIA SRR —A e BOAHOLUT, IR RIRHLA .
o BRALESEA — W, BOHLE S POt L8 B TREHAT AR 55 BE R LK

.

o X (45%) — Identity Manager fi7- % 12 A B T PR RE & F1 R 58
P ANNERSAOVIETE JHE S P oW

3. i Search.

WRAEGIR BRI R SR . {3 Previous/Next 8%, First/Last #2241 7] L4k Vo 41 1 1)
gE8, K 2-5 TR
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Go to first results page Go to last results page

| |
[=<] [=] [=] [== | Results 1 - 5 of 96
[

Go to previous page  Go to next page

Hiif7 Reset 1] LU R "Help" % AP ) A 4

18 RIT

IR RZ AT, R EEROR PSS 1 Fr i AR R 45 2R
B, an A LU R I

resource adapter

WA, RIPI SRR

e resource CFIAZMA)

e  adapter CFIAZ{£)

e resource fil adapter (WFARL) , A 0 & n i

A2, WARERIEAH G55 (B "resource adapter) , WL ZR ThFeks Hik[H]
2 R 58 4 UL G .

B, T DA g A E R R R e S HERR BT R EkdE A s Z I
o

SREIEIEE

R IR SRR m R A VA

o BECFERM ), WRLEATNT LR E PSR AN I 58 8 1] ol k1

o EHIEEM (AND L OR) , Wil eAITm] LR & i 40 & 2l e %

172k Identity Manager (1152 SRR RN BERIVEAME B, 152 WASR R P INH K B
“CHRBLSCRE R R AR R
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& 2-6 Identity Manager 5}

| Search Reset | % Online Help §© Documentation

I—Enter one or more search terms, select to search
Accounts online help or other documentation, and then click
Search. Click Reset to clear the Help window.

Usethis page to manage Identity Manager user accounts and organizations.
User Accounts

Viewing accounts

User accounts are grouped in organizations, which are represented by falders (D). To expand
the hierarchical view and see all accounts in an arganization, douhle-click the folder ar click +
(plus sign) next to the folder. Callapse the view by clicking - {minus sign).

ldentity Manager users are indicated by ﬁ |dentity Manager users with extended capahilities

are called ldentity Manager administrators, and are identified by a Depending on your
administrative capahilities in Identity Manager, you can create, edit, dizable, and enahle
accounts, as well as change and reset passwoards,

Viewing user account details

To view details of individual user accounts, click View. The Yiew User page allows you to see
user characteristics and assignments. You cannot make changes to the user from this page.
Click Cancel to return to the accounts list.

Editing account information
Select accounts to edit by using one ofthese methods:

« Double-click a user account.
» Selectan account in the list, and then click Edit.
» Right-click an accountin the list, and then select Edit from the actions menu.

User account status
leons that display next to each user account indicate account status:

. % The ldentity Manager user account is locked.

. @The |dentity Manager administrator account is locked.

D The |dentity Manager user account is disabled.

@The |dentity Manager user account is partially disabled.

. fi‘.The systemn atternpted but failed to create or update the Identity Manager user
account an one or mare resources. d%hen an account is updated on all
assigned resources, no icon appears.)

Contents — Click for Identity Manager help contents and terms glossary

Identity Manager 155

Identity Manager #§3 & G 5 YRR ), WoR/EVF 2 IO B % . H IR
A TEAE A RS Bl I B R A R B R T, DLHAT R TS5

WHR PR & BoaRIb g Al Sl b 5 o] LTI — A8 1t R 53
KIE R

52 Sun Java System Identity Manager 7.0 « &i215/



2-7 Identity Manager 45 %

A

Sun Java™ System Identity Manager =2

= i

Resources
EEREEkE G Assign one or mare resources to this role.
Sun lava"‘ System Ic Use the arrow buttons to move resources from available to current status.

Use + or - to reorder resources. Ordering resources allows them to be updated in a specific
arder.

‘ Home | Accounts | Passwor:

List Roles | Find Roles
Create Role

ters, and then click Save.

Enter ar select rale para

[T Update resoustes in order

Available Resources Current Resources
LDAP

|dentity Manager {£5%
NHMTS A B A6 225 AT 1Y) Tdentity Manager /145 [RPRE 2% . i3 R Won T
GAREIAT 55 i) W 7% 211 32 22 Identity Manager FHIHIAZE, FF 5w AT [R—4T:55 1T LA
MR E S AL ClngnaTHD .

* 21 Identity Manager Jt {1552 %
&8 Identity Manager iR
ERITHIRE: BE. 5
SEFNREE A P Accounts &I+, List Accounts &5+, Find Users %11
Accounts IR ("User Account Search Results" 77)
HEAERR Ak PG Work Items &I+,
Approvals Fi&Ti+
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% 241 Identity Manager #tfi{1% 5% (40)

BRERPEIE CRED

B APEE

ANk T

B AR

ERSZRAR

RRRRSIER P

&1 Identity Manager BEHE 5
Ak, BRITUTERE.
WEERERE (BidhAgD
AN BE

SEME (BEEERAR)

WEREE GRIERKP IR

fig & Identity Manager
Ak, BRITUTERE.
HEHTEERR (FRE
EIRIRE
fIEMEEAE
EHAE

REEALRE
PIEFMREEERAR

R E BT ER AR ER

Security #£11+, Policies
pridd]

Passwords &5+,
Change User Password i%
5

Passwords £+, Reset
User Password i

Accounts i£IiiF, Find Users
IR

Accounts i£I+, List
Accounts £

Accounts i£IlF, List
Accounts £

B®E.

Accounts &I+, List Accounts jEIR

Accounts iz, Find Users i£1i
("User Account Search Results" 71)

Identity Manager Fi A 5@

Accounts &5k, List Accounts i&
5

Accounts £+, Find Users i%£IR
("User Account Search Results" 71)

Passwords £+, Change User
Password i#£15i

Accounts &5+, Find Users %15
("User Account Search Results" 77)

Accounts &5k, Find Users i£1i
("User Account Search Results" 77)

Accounts &35+, List Accounts i1, "Create User' 71

Accounts &I+, List Accounts %15, "Create User" 5§ "Edit User" 71

Security FiET+

Accounts &35+, List Accounts i&15, "Create User" 5 "Edit User" 71

Security FiI+

Accounts £+, List Accounts i35, "Create Organization" T2

Roles i£Ii+, "Create Roles" 7

B®E.

Resources £+

Resource i£5ii+, List Resource Groups £l

Roles &5+
Roles i+, Find Roles i&

Security £T+, Capablhtles AL
Securlty %I+, Admin Roles i1, "Create Admin Role"/"Edit Admin

Role" 11

Configure prids

5+, Email Templates i£I
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WER. kPMeERE, HELN  Security £+, Policies IR

5B IR

RESREL Meta View £+, Identity Attributes i1
RESREH Meta View £+, Identity Events it

B & Changelog Meta View iIfi+, ChangeLogs it
nFFRLK P S5HE

Ak, FRITATIRE:
SANHEXH (0 XML X RE)
HNE TR P

MRS fn ki

LLER Identity Manager i R 5 &Rk P
®Hit. RES RS

Ak, FRITATIRE:
REEHIRMEITEHFBAEIT

EBITHERERE

EXFLBITREE D TR &S
EEEMRE

EEEEY

Ak, FHITUTRE:

TE SRR R

SECH IR
EIRBRIEEN
WERSRREE
BERER R EE
EEHITRE

&1 Identity Manager {£5&
Ak, BRITUTERE.
BITEEXMES (Su#iE)
REES

EEEFER

BiER&IEES

BE.

Configure i1+, Import Exchange File i£I
Account i35+, Load from Resource i£31
Account i+, Load from File i£I5

Resources £+, Reconcile with Resources I

BE.
Configure £+, Audit &1

Reports i£11+, Run Reports £, LIEE. ZTFTHIRE: View
Reports UEERELER.

Reports i£5+, Risk Analysis j£I7
Reports £+, View Dashboards £

®BE.

Compliance &I+, Manage Policies i£IR
Accounts #£I+, Compliance #£IT

My Work Items i£5i+. Remediation £
Compliance £+, Manage Access Scans £
Compliance &I+, Access Review i£IT

Reports 51+, Auditor Report 28R

BE.

Server Tasks &I+,
Server Tasks &I+,
Server Tasks &I+,

Server Tasks &5+,

Run Tasks I

Manage Schedule £

Find Tasks = All Tasks i£Ii
All Tasks 51

55



% 241 Identity Manager #tfi{1% 5% (40)

EERSREUEAR

AL, ERITEUTRE: BE.

EERSREHAR Accounts #£71+, Manage Service Provider Users £
ERRSRBEES Server Tasks i£5i+, Service Provider Transactions £}

Bo B AR SSIR IR INGE Service Provider &%+, Edit Main Configuration i1

B EESEINME Service Provider £+, Edit Transaction Configuration j£I%
G SR AR SR SRR Security £+, Policies £

RENE
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BRI IR

S AR AL A A ped R 7
ST 2 AT OB TARIRAT o BT S5 AR

A 35 PasswordSync SEHIFET, LAK
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1ok

A R FIg P& TR

AT 1dentity Manager Administrator interface & LA /' {5 B AU IK,
154 7 7 31 1dentity Manager F /2 fllik J 485 AT 45, 404G

o SKTH PR
o FHEIFIMK P X3

o AR

o rfkik)

o HbEEMK S ERAE

o fHEHIA K A
o RN P FIRR
o P HATHZR

o OCHEAIERIAFLI

A A ' A} *_'.

XTH AP R
M1 245914 Identity Manager A 40K 7 (AL N, Identity Manager i &EANHI /™
FEfiti— RV o XL RILRA RS 7 (1 Tdentity Manager 547
7t "Administrator interface" [¥] "Create User" J{ (Accounts i£5i ) ', Identity
Manager 4 ]/ Eodh VA 4E DY A DXk -
¢ Identity
* Assignments
* Security

e Attributes
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S

"Identity" DXIE SO PR ID. H 44 BIRRAME R 2541200 Identity
Manager Ik ) % %o EIEFR L™ W] LAY 1) )58 s LA RZ 328 44> B 500 ™ 1) 85 ) 35
W o

= A RBCEK ) # RIS R, IS AR 81 5t Ly “fE A~
P SR AR Y

N ULEH "Create User" Uff] "Identity” [X 3.

3-1 Create User - Identity

Create User

Enter or select attrihutes for this user, and then click Save.

Identity Assigniments Secutity Atttibutes Compliance
HER | *
First Mame | LastMame

Email Address |

Mahager  Manager 15 |

[i] organization [Tap =l

Passwords

Password *
Confirn Password *

Account Il | Resource Name | Resource Type | Exists | Disabled | Password Policy

Maximurm Length: 16
Resource accaunt Minimum Lenath: 4
whose passward will . Must Mot Contain

he changed. LEHimee e e Aftribute values: email,
firstname, fullname,
lastname

*indicates a required field

save | Background Save | cancel | Recalculate | Test | Load |

Sun Java System Identity Manager 7.0 * EIBiER



5rEC

HAS

signments" [X 35 4 Vj 1] Identity Manager %f % (Wl#sdi) 1 & Pl

Hiifi Assignments 3 FLIETIR LLRCE LR 70 AC:

7
71

28

Identity Manager account policy 7t — #7385 G UE Bl .
Roles 7}t — MEZLHIR —H] o (s ()4 23 C 2 SCHT 0 B85 1 15 il o

Resources and resource groups Vj 1] — W7 Al LLE - ACgs H - 1R H] S5 Y51
BEURLH LA AT LA 07 1) o R R 0 B U o X S B s A ek A 453 TG ) 26 20 TiC
25 HI P s s in BAKM 78

£

dentity Manager ARifH1, M T JEALAERI ] )7 FR 0 Identity Manager &2
] "Security" M3 AT LU RE LU 20 Be o F P i S22 e BEASRE -
Admin roles — 21— 2145 & HME—RIBRER A, A BY TR 41 70 Bic
T .

Capabilities — 7 Identity Manager &4t i AR « 38 % A8 T AEER DT ) 4
/™ Identity Manager & 8 5 73— 3528 2 AL g .

Controlled organizations — 7} iZH] 7 A AU LUE B 01 5 3 4 BRI A1 2L %

B AT A B O U AL A L R AE Y TR G A TR A A T RIAR TS B
%

5 3

TIA G AREE, Mg e 20— MEHE M, ok
ZABHELL S A AN ZAE A £k Identity Manager 5 P i
VR4S R, S W 140 1 B “ T fi# Identity Manager 5 2” .

User Form — 55 & BE 53 7E G s FN g FH - IR A FH G P i, o SR 4%
None, & GUE 4k Ao fogs LA 2 P 3R 5,

View User Form — 5 ¢ & P I fE A A FH 7 PR F G P e . SRk 4%
None, ¥ UKk R SIS ALK EFH P FRH,

Delegate work items to — 1] /7 ik ™ (¥ AR H Z4T045 i 0 B 0L . — A4
S A Al ] P s A HEMEZ SR E T o B AR H AT, 158
ZAEBCE N "None's
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"Create User" UL "Attributes" ZE I~ 5& X 15 73 BC A BEIEOCIC RO g 1 21
(¥ PEA% X BE R BRI 0 LA DR 7 0 B8 U R AN TR T AN TR

BRI

"Compliance" ZEI - Fi5 5 A HI 7 ik 23 BE ) o o1 SR, s il AL g il e
SN o AT LA iR ) B0 24 i 2 2 ot P A2 3 B LA AL 20K S oK S 5
W 73 i o

PE SO TR A A R BRI M BPIRAS, W s (i GE T ik
J1

3-2 "Create User" 1 - "Compliance" ZE 1l
Create User

Enter or select attributes for this user, and then click Save.

Identity Assignments Security Attributes Compliance

LastAudit Policy Scan Mever
Assigned Policies

[i] Effective Audit
Faolicies

Availahle Audit Policies Current Audit Policies
CostPolic i

PurchaseOrderPolicy

[i] Assigned audit Yol Policy

palicies

Policy Exemptions

[ created [ audit Policy [ Rule | Remediator | Expiration | comment |

Policy Violations

[ created [ audit Policy | Rule | Description | Times violated |

Save || Background Save | cancel | Recalculate | Test || Load |

T HOE VAR, TR R SRR M " Available Audit” % F1# 5% "Current Audit
Policies" #1771,
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S AT X 8

1¥ Identity Manager 1k )7 [X 45 Py n] 45 3 Identity Manager Fl 7. 5 X, 135
M "Administrator interface" 3% H.4% F1iE £ Accounts.

k1 313 8o T A Identity Manager JH Ik o ik S M IEAUA LU A, 4
TP IR o

A LLi%4 4 ("Name"). F /7 0%t ("Last Name") 5 /7 (944 ("First Name") XJ K
PN RBATHE Y . SR R v e I HE P o Bk [ AN B ] R TR B X
Fior Rz ). Wiz ("Name" 51 Hop, W5y 245460 g0 i
T H #R 3% B

BRI R AL, BRI PR, TE RS SS M =My, HIRR
drZdR AT ol LT & e

Mk P X 35 A B9 IR1E S 3=

EHERAESIR (A7 Tk DS TSR, an &l 3-3 Fra) vl EAAT — R 514
1E. BAEPIZREIS: N

e New Actions — @& )7 A2V H FiEH: .

e User Actions — %, &HFESH FoRE; HEOME R M, M. JHH.
2. fkreie. B, EHMEaLH 7 DUAGsITH P S i E .

e Organization Actions — $UAT— R FIAH LRI S #:4F .

=] :
3-3 Accounts List
Key: {¥ acministrator |nckeuadminis1ramr 0 user Inckaduser | [ organization (] directory junction | @D disabled (@) partially disabled  f update needed

Reset View || New actions — =] [ User Actions — =] [ Crganization Actions — v Search |[organizations v Starts vt |
| Hame 2 | Last Hlame | First Hame
|l - 1 Accounting [1]
r [ 4] celewis  Lewis c
r N sdministrator
r N Configurator
Reset View |[--Wew actions — | [-User sctions — =] [ Organization Actions --- ¥ | Search |[organizations x| Starts with
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7£ "Accounts List" X1 1z

i MR RIS R Dy Re A P Al 2. AR Pk $E "Organizations” 5%,
"Users", EMRDIRPRIAM T BB LTI LK — Dl AN PR, e il
Search. A AN DRI RINTEA(E R, TES WA 75 w2k .

AR PR
AP 55 SR O BRI 40 AV RS . 4 31 A2 T 5 PR BT
FRIE X

FP bk R e bt

N

K

Identity Manager Fi Pk A E#HiE. XERER P EAEREIXKKAEEE A FREIER

PRI M B E A ZIRIK P Z 5.

Identity Manager &2 5 ik A B 5 E

HEE B S EERIRF Identity Manager RERIbIkF . (BRAWAR, RERERR.)D

RAFADER, RRE—ITHESIENETR EWER.

RGEERE—NHS NEFE L OESKEH Identity Manager BFAEP, BRKII. (MRERE
ENBRARLEHFTE—MKA, WAEREFR.)
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M " Administrator interface" MK X3, AT UAECL N RGNS EHAT— R F1$#
1/5 :

o Users— &F&. G, i, 3h. Ead. BUHES. B 22/, .
fEbRBie . MR, BUERC. fRRREER: DA H T

e Passwords — WIS FIE &
* Organizations — fEA LUK O LRI, G IBIHT AT T T 7 B2 4
e Directory Junctions — {4

R
AT R A EEH Pk . 3% Identity Manager ZHZUFIG 4 H s %
FIRAVTE, WS W 5 “im”

X ]

AW VRS R, OSSR PIEREH P, 285 M "User Actions" ¥l 3
i View,

"View User" Ui s sl QI H] P IS0 S0y e 2 AR @ kA Rk i
%, LIS "View User" 7L F{E E. ¥ Cancel IZ[0 £ "Accounts " 51|35,

I ("New Actions" 7|3, "New User" j£Ii)

BRI, 75 "New Actions" 513K 1% £ New User. U1 R EAERRTTE LA
AN RIEER F, TEERHE SR, REM "New Actions” 41)3K F1iE$HF New

User,

AN DRI AT B T AT e R e T A A D b AR 8 %
"Create User" /I (HFPFEE O &R LU H bk # s LU R E -
o Identity — J/" 4. HLFHBPE. UM A PEANAE B

o Assignments — K7 5E0E . (0 F1 BT

e Security — 414U g

e Attributes — T/ T UEMRE € J8 1
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SR i S b 2% R R T A B DAL, W LR O IR B AR G
H e SCH PR BITENE B, 1S W Identity Manager TAET . REBFIIME.

it "Create User" T1_AETI < A3 WS QUL P s AT DUSZAT 20 6 398 T = (1)
Mol SeMGEEEG, T RMEH AN IE TOR LRAT H P ik F

o Save — PRAF IR o WK KR BRI O ik, I R v e 2
B 1) o

e Background Save — ULRIFAEA J5 G ARG ORAFH K P, SXFERS AT LAAR ST
Identity Manager. HEACEAERATIRAFIS, #BSAE "Accounts” 51, "Find User
Results" GO I Won—AMES RS e o -

WTERas CWTRRPTIE) AT LA B MR OR A7 SR I BE 1

32 Ja 5 PRAFAE S5 AR AR 75 2 (1 5 A

R RE RE

EEHEITHRE

REIREEE. XBERTIZIREEFFHE.

i3l

EIRFIERRTF. ZFARTAPEHBIRE: ARRTREFNIERRE

EAEIR.

BRI RTF-
?

EXAAREFIRE, ERHIA—HE MER.
A

B BARES RS A8 o Bos I AR BT7 . (ERTR 24 K5 & IR RN
EHEEPSY

SESTHPIKF (34)

I LAAE SRS BEE EAEZANk. Gd (aligdED ORI A e
ANBEURIN ] AR DU SRATE SCHE Ik
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YmiE

LA E S, TR RELL N L —

o Rk BRI K

o FEFIERAPIEREN KRS, AR5 M "User Actions" 413 i #E Edit.

AT S RAE UG, Identity Manager ¥ 127 "Update Resource Accounts”
o BEBT 7R 7 Feds F ™ A e sk - LLRCRE B T Tk ™ S . %% Update Al

resource accounts J 5B N H T a0 BCA B B IR $ S b FH P R —

AN AN BEYSK T BEAT SR, B AN PR AT BE YRR P AT TR

3-4 g CEErsEmk
Update sharon_admin’'s Resource Accounts
Selectthe accounts to update, then click Save.

Assigned Resource Accounts

[] Update All resource accounts

Select | accountID | Resource Name Resource Type Exists | Disabled
resource
accounts AD Windows 20007 Active Directory | Mo Mo
to

update, RemedyResource | Remedy Mo Mo
Changes

Resource Account Id Attribute Old Value | New Value

AD lasthame Hasting

AD fullname Sharan Hasting

AD firsthame Sharon

Lighthouse | sharon_admin | fullname Sharan Hasting

Lighthouse | sharon_admin | lastname Hasting

Lighthouse | sharon_admin | firstname Sharan

AD

Lighthouse | sharon_admin | resources R eiTee

[ Save in Background ] [ Return to Edit ] [ Cancel ]

PRl Save SE i, i i Return to Edit #4730 — 0 B

BHAR (BPRME
“HUOH PG ARG T LU SRR P P O AL BRI SRR A
PR LG S B BB AL

67



T H PR s B L AR, IEESIR P IEREAEEZ N KT, RIS M "User
Actions" %3 1% F Move.

=wa (APRE

g 44 s bk I RN 2R . G, Identity Manager 42 4i— >l
(1) D fie K iy 4 FH 1) Identity Manager K f 8 @ 44 5 1% H P OG- — AN 2 A
BRI o

AT E A A IIRE, TEAESIR TS K, SR )5 A "User Actions” 413 ik 4%
Rename J£ i .

fi# 1] "Rename User" GTAI BB K™ 44 . AHSC B IR )™ 44 K1 55 |17 (9 Identity
Manager 1K J* A K BE UK 7 g 1

E FLEBHRIIY AR ) Ay 4 D fE

W TR, P S4B Active Directory %8R, {EE A4l fh, 0T
DA 4

e Identity Manager i J'iik /' 4

e Active Directory %tk " 4

e Active Directory % @Mt (45

3-5 B
Rename User

Enter the new account ID, then select the resource accounts on which the ID is to be changed.
(Select Change all account names to change the IDs on all accounts.)
When finished, click Rename.

Current
Account  witestt
D

Mew
Account |\-’test3 — Enter a new account [D.
D

AD

,— Optionally change the
. associated fullname

fullname  [viki testt attribute for the Active

Directory resource
[~ Change all account names assiged to this user.
Select
accounts | Mccount D | Resource Name | Resource Type Exists | Disabled
onwhicth 7 wiest Identity Manager | Identity Manager Yes Mo
0
change | [ vtest? AD Windows Active Directory | Yes Mo
.
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ZHAR (AP#gE. AL
AUARAEFI Tk, RIEE ST ek /s A% ) Gk 156 5k 2 Identity Manager
SAZH T H) C o BE B IR

E XEFANSCERFIR P AR DO RER) L Bo B, AR A ik 1) 302 23 i
B RS PR B 8 B o
ERBETAPIKF

BAER AWK, R kR K P, AR5 M "User Actions" F13 ik $E
Disable.

£ 5 7R ¥ "Disable” ST, BEFFEARINBRIAK ), AR5 i OK.  Identity
Manager 27~ 25 H Identity Manager I /il = S LT A IR BEURIK - 45 5 1t
7 B2 Sa7s L k  CAEH]

3-6 BB T "Disable" 1 FZEFHIK F
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3-6 ZEHIMR P

Disable Resource Account Results

Attribute Value
cslewis on Lighthouse
disahle true

Workflow Status

Process Diagram

starl‘.l Reset Wiew ||--- Mewy Actions --- LI I--- Uzer Acti

Hame 2. | Last H

- 3 Accounting[1]
€0 cslewis  Lewis
N sdmjinistratar

Disahle I
) Configuratar
Provision
Reset View || New actions |- | [-— User acti
Provision I

ooaono

L

Account shows as disabled

ZHZTHAPKP
AJ LAA I A% FH AN 5 2 Tdentity Manager H Mk o AE8IE HP B2 AN H ik
J', S8R5 M "User Actions" %1/ % $¢ Disable.

E WA FEAE T 2 APk, ITE 0 AN TP i P Shaze £ 20 1
Ky BEUR 7 o S RE AR T AT 352 bk ™ L (AT B

ERRAR (RP#RME. BLRE

AL (e IR S AR REAT S o 36 AR SRR R FHSHRE BE,  Identity
Manager 3 FENLA R — AN Bridiid . ML E OB ANE I, "EIE 2 R4 BE 5 A 45 R 0T
ST TN S AN
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RGP AT W H CRE T GEXGUERERS) , BATE B SRR ] ) A

Bz .

BREAAPKFA
BA AR, SRR Rk, 285 M "User Actions" F1| 3 HIEFE
Enable.

£ 57~ ¥ "Enable” JUHh, JEFEEA AT, SRl OK. Identity Manager #5
WoR )3 H Identity Manager ik ) & I A1 5C Bk f (1 25

BRZIHEPIKP
Al LAA I i FH A5 22 Tdentity Manager FH PP o 7R 4136 Rk £ 2 4 FH Pk
51, SRJGAE "User Actions" %)% 11i%#¢ "Enable".

= U AR R IR ANk IJETR AEEA TP K P BOBGE % £ 73 T
MIBEIRR o SR RE 2 5 T BITAT 3 5 R P A B

EHAFP (APRRME. BLUEE

FEHUFT#AET,  Identity Manager 585 HI ik S AAHSG RO B . AR P X IR AT 1
SRR A 24 56 TN L BEAT IO AE AT 7 4 B SOAOE BIRE R AR ] i HH DI g
DL AR :

o BHATHBHIIN BHEAT

o it EORER N (BB YR AL HEAT BSOS B oy B 4 i A (s B IR AL K P L
FERAMEOLT, BNAEH "Find User” THEZRHIT, ARG S — A mi > 200 I
PATEFERAE RIS

SRR, A LR IR e £

o EFCRCII BRSO A RSB
o ORI BRI T B AR R G R
EFHBETAPIKRF

TR M, WELESR IR, 485 A "User Actions" F1|3 IEPE
Update.

{£ "Update Resource Accounts" 5, #efe—MslZMNEH PGB, ol k%
Update All resource accounts H 5 TG 7 LI BEURIK o 580k #E )5, i OK JF
IR FE . 5%, i Save in Background 1E 5 & HUATHAE

A A A T A Bl i BUREAS BE
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3-7 #i# T "Update Resource Accounts" 7. 7|, Lighthouse s&45 Identity
Manager.

3-7 Update Resource Accounts
Update sharon_admin’'s Resource Accounts

Selectthe accounts to update, then click Save.

Assigned Resource Accounts

[] Update All resource accounts

Select | accountID | Resource Name Resource Type Exists | Disabled
resource
accounts AD Windows 20007 Active Directory | Mo Mo
to

update, RemedyResource | Remedy Mo Mo
Changes

Resource Account Id Attribute Old Value | New Value

AD lasthame Hasting

AD fullname Sharan Hasting

AD firsthame Sharon

Lighthouse | sharon_admin | fullname Sharan Hasting

Lighthouse | sharon_admin | lastname Hasting

Lighthouse | sharon_admin | firstname Sharan

AD

Lighthouse | sharon_admin | resources R eiTee

[ Save in Background ] [ Return to Edit ] [ Cancel ]

EHS RS
A LA e 5T A B %2 Tdentity Manager JH K . E81IZR g2 AN Pk
J1, #RJE M "User Actions” 4138 1i£#% Update.

E U AR HH 22 AR B AR i R #E L 23 Fic
IBEIR o Sl R s SR A 3 E R K A B

fERUIERR (APRME. BLRE

FP DR g TR AIORE 1 D DR ST ) SR PR, W] BRI AE A el A B K
12 Ah e P EIAT 4 Lighthouse MK SHEMS T LU 37 5 K 58 RS o T 65 5 25 0 R i
o
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FIP PR e i K 5 o i R OB e e, AN SCVFIRUE BT Identity
Manager W H 2/ 7 5L (£455 User interface. Administrator interface. Forgot
My Password. Identity Manager IDE. SOAP FI#%#l5) o« WM F M i oK i)
FVE SR SR R MO B A e, AT LSS UE 21 B "Forgot My Password" LAAMEAEAT
Identity Manager N H 27 7l .

BHERZHARMY

AR B s RO e, H P ik R R BUE IR, HLE:

o EHAIRERBUE . ERRIIMFERBUENK T, AU LRI AR ERBTUE H
JUORRE, JF HAAZURAT FP Bt AL B TR o

o WURCBLEBUE BIY] I IATI ], )22 i LA 1) EE A A BUE 2301 H
WIREE] . (ffH Lighthouse Account Policy H1#) Lock Timeout {i 1] LA %
5E ST A] .

B EREIR KM

T SR DAL T T o S R W R B Bt e, F Pk P AR ORI ARAS . LA

(N (e

o EBMREREUE . ERRINMRERBUENK T, AU E B “AREREUE
J7BLRE, I HLAB IR A Y B A 2L 23 A B HRURLRR

o BUERIHT SR AR NACRERI I T e .
FAT A N BCRE A BE 53 T UGS AR T8I IR AT $AT BT 84«
o HUBr CHLARBRURERTE %D

o DR Y

o ZHIEUR M

o Hn#

o fRBRBUE

AT IR P & 5 2855 Administrator interface. User interface #1
Identity Manager IDE [/J{T-7] Identity Manager M )7 JC 1T i i) 46 F fn] #5145
BEILH P ID A 243 1] 1dentity Manager F 7 ID RUSIE B 5%, 38 il ik —A ik
ZANEPRE S, MR HIERE .

BHRRBUEIK T, ISR P IERE—ASEZ APk, 28575 "User Actions” B
"Organization Actions" 4% i +% "Unlock Users"s
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MR (R P#ERE. BRRE

RIS A A48 M B2 DI B Tdentity Manager FH ik P 15 il A3 PR 1) 22 AN 3 20 -

o Delete — X 1% 2 &A%, Identity Manager 3l 15 JLAH G 1) 9% ik
o [N fif bRk 9805 5 Identity Manager FH P I E# o

e Unassign — % TIEEMRA B, Identity Manager 43 I F 1 L4 Bic 95 5 471
RTINBRANSC R DU LB 2 B TP IO BE S R BT o T AR G B K ) AN e
TR o

e Unlink — X§ F %@ %5, Identity Manager 43 )\ Identity Manager H
SIS EES S GNP

E U AR C g A (o m e A 1) 42 20 o g L IR0 P AR e e, ml A
OB IS 2B B

BUITFaMIBREAE, WIEBH Pk, SRJS7E "User Actions” &, "Organization
Actions" #1218 FEAH W I R ARAT o

Identity Manager # %7k "Delete Resource Accounts" 71,

B A ik P F0 B3 R iR P

FMER Identity Manager H] 7K™ BRBE UK /7, 15 7E "Delete” 7 P TIESE, ARG
Ml OK. MBS AT Byimk /', 1+ "Delete All resource accounts” &0, 2R )5
il OK.

ENiH 53 BC SR RRRR BT IRIR F ) i

% M Identity Manager fil /U 4B S PSR IR O P2 OB, 10
"Unassign" #1|2¢ "Unlink" #/ WP g7 e $E, AR5 i OK. BEHGH 4 Bl A %
Mk F, I EFE "Unassign All resource accounts” 2§ "Unlink All resource accounts”
B, A5 Had OK.
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3-8 RIS FH bk g sk
Delete testuser2's Resource Accounts

To delete, unassign, or unlink current resource accounts, select one ofthe global options (Delete All, Unassign All, ar Unlink
All.

Alternatively, select an action for one ar more resource accounts in the Delete, Unassign, or Unlink columns. When finished
with selections, click OK.

Current Resource Accounts
[] Delete All resource accounts [ Unassign All resource accounts [ Unlink All resource accounts

Delete | Unassign | Unlink | Account ID Resource Name Resource Type | Exists | Disabled
Select

T Fl testuser2 |dentity Manager Identity Manager | Yes Mo
atccdoL:nis F O Fl 0000003115 | RemedyResource | Remedy Yes Mo
0 delete
andfor Fl testuser2 Al Al Mo Mo
unlink.
F testuser2 shark Al Mo Mo

g

A LU Change Password 1 Reset Password F| /' 4 K i H "Edit User" 71 LA
B e s T S P i S3TE S LA 81 BT B AT ks s

. /7 =
B H
f#H] Identity Manager X4k Diae rl 98 R HI K /o A RIE R RS LS,
Identity Manager K 71 £ 55 #8 i1a FE UL BT 1) e ik /=

TR, THAESKRRPIERE Accounts, K5 1%EFE Find Users. W34 DL N —HPuk
EZL e e PN R

o MRP/VEAER, Bl A RSl 2EeiA . XS IUR R T ALY
(1) H.A% Identity Manager 5.

o JHFHEELL,
o BRUIKSUIRAS,

o Disabled — H /" AN fEVS AT Identity Manager i /' 5% £ 43 i i 7t Ik
S

75



o Partially Disabled — Hl/" ANfEVS ] — sk 2 A 2 RC A BEIEIK 7
> Enabled — FlJ"#iIA XTI C 20 HC AU ™ D7 1) AR o
o JHMRSVRGS, B

o Locked — [ K% AL o [ i 65 S 2 1 R B0 L VR IR B Kk,
P BEE -

> Not Locked — AFRHIH bk /Uyl
o HFRRA, B
o mo — WMIAAEARAT B b SR R ik
o some — LR /D AMEAE I T2 C B BB FH Pk P
o all — TR T B B b 5B H ke

o MBI

o fith
o AL
o ABFEHIBIR
o MUHE

o EHHLME
RGN B G ERER ST AR . LR 0h, Tl

o EFFEGAHAT KT . BGNERIKT, WA R ARSI P ik s oA
RIS UL, AR5 L Edit.

o AR PATERAE (BAUR AL S RERBIUE . INBR. SURTECEN /
PR o BEPATERAE, WAERREIRIIL PG AR, RE R
i IVAINEZ S (S

o QUK.
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3-9 VAL REL -S4 S

User Account Search Results

Click a name in the search results list to view or edit account infarmation. To sortthe list, click a calumn title.

Where: MName starts with 'c’

Matches found: 2

] Last Name First Name Resources | Assigned Roles | Member Organization{s)

9 configuratar Top

M € Ocslewis Lewis © Top:Accounting

Newlﬂl Deletel Deprovision | Unassign | Unlinkl Viewl Updatel Enablel Disahle | Movel

Scan ... | Unlock | Rename | Change Password | Reset Password | Audit Report |

MNew Search | Cancell

=]

b=k PR
AT Identity Manager e/ BU7T 25 T LB R, 0BG T LI I AN i
TTARAE, TTLLS EILL R L R 1

Delete — Ml HUH 7 BCAE R IE E A BE U5 )~ RIAR R JLEEHE . 2B 4% "Target the
Identity Manager Account” i3, PUIHER%EE 7 i) Identity Manager K/ .
Delete and Unlink — [ B AF 5000 52 ) BEURIK 7 JFAR BRI 2Lk )™ 15 T R
Disable — £E FHAT 23k I RNk - o 16+ "Target the Identity Manager
Account" ET LAZE B4 H 7 ¥ Identity Manager 1K )™

Enable — J3 I 20k 2 9 Yk 7 o 1E$% "Target the Identity Manager
Account" 3 LA B4 FH 7 1) Identity Manager 1K/ .

Unassign, Unlink — fif B AT 5038 5E 1B J0K 7 AOBERE, I M BAORh IX £8 5 st )
Identity Manager JH /7K™ 73 Bc . B 20 FE A B I BR IR o AN BRI
S3C I A (s B 4 1R)$2 73 Bic 4y Identity Manager H P IRIK 7 .

Unlink — MR % 500K /' 55 Identity Manager 1 /'K (5T CoERE) o fiRER
BERL I AN BEU BRI P o S ks Al (0 nl B U5 20 )% 23 Bic 45 Tdentity
Manager Hl /™ FOIK 7 i EREERE,  TT/E SEORT L I ORI %
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WERAESCAF BN IR (e B 2% P HLE i R R ) P — 81,
WL A R Pt DI RE o PHs IR 23 S A Ul 21 b 5 o O £ — A BU
BRI INBEX A 513K o

T LA [PV 2 AR AT A P R 045 R AT . 7E Accounts ZETIR N
"Find Users" T1_F3# R H .

MAES SE G W 5 S5 R, ATl ¥ Download CSV b ik 7 £ 4E 1) 45
BT R CSV 34

Bt =0k P #R4E
SRS RK AR, A, SRS il Launch. Identity Manager 43 )i
A GAES, LISATHERE AT

LA B HRAEAT S HPIRAS, T 5E & Tasks 18T, R AT 514

ERRIETIER

A LU 2 5 70 B {E (Comma-separated Value, CSV) k&2 \fa @ L AESI K . IXFE
AT T AL A RAE DR PR S &M A B3R E 2R 8 . IeAh, W S 5 2R 6 it
HUHrRAE

CSV #A I Z M TA R B AT HIZ S 0 R AE SR A, S AT
FBAATR . HRATHEE—AT RN N T 22X Identity Manager FH /' i H - 1 ik
JU X E AT R . AT N S AR R AR SRR DR FFAT N BUEA

FEATHEEARAE CSV N TPl F5 A X A7 B
e user — {75 Identity Manager H /7 {144 FK
e command — @ E X Identity Manager Hl /7 $AATHI#AE. AR H

o Delete — X} #% ik f7 . Identity Manager 1K F 5l i 95 & $ATMIR . B0 2
TiC LA 3 e e 1

o DeleteAndUnlink — fJH[R 55K /= If-K FLAR PR B4 o

> Disable — 2 %k /7 . Identity Manager 1K )= 5 5 # 45 H
> Enable — J3 %t J5IK /. Identity Manager ik /5P # #JH H
o Unassign — B0 73 B 8 UK - I bR ILaERE .

o Unlink — KBt UMK i BRAESZ o

o Create — fi|## Identity Manager T " . 5% Qi g Pk 7 o
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o Update — H 7 Identity Manager 0K )" . s @I . 53T sl B3 B U5k )

> CreateOrUpdate — 1} Identity Manager K /' RAE7E, AT O 1% .
5 AT SR R AT

Delete. DeleteAndUnlink. Disable. Enable. Unassign#a Unlink &5
WIRAEEAT Delete. DeleteAndUnlink. Disable. Enable. Unassign & Unlink
PAE, WFE e FME— PN 7 B2 resources. 3 resources B 2 MR LL Bt YR
Rk PRS2 B . B ] HAA R A

o all — PP BT, f14E Identity Manager K )™ .
e resonly — 4b3 Identity Manager Ik )" Z AME T AT BEIEIK 7

e resource_name [ | resource_name ...] — ALFRFRE M FLIEMK P o 55 Identity
Manager DL4b 3 Identity Manager 1K /'

M IRGEIX LA LA RE R CSV A% -

command, user, resources

Delete,John Doe,all

Disable,Jane Doe, resonly

Enable,Henry Smith, Identity Manager

Unlink,Jill Smith,Windows Active Directory|Solaris Server

Create. Update 1 CreateOrUpdate &

WRIEEHAT Create. Update i CreateOrUpdate 174>, JIER T user fl command
FBZ AL, W HRE "User View" W7 B. A H 5 BEAA RS AL I B PE R A%
Fik o 7K "User View" ] & ERIME R, 1S W [dentity Manager TAER. %
BFNE . R IEAE ] E X "User Form", %3 ¥ rb ) 7 B B fa & s m] it
FI— g iRk 5.

FEAE R R AR AR P A — SR WL R AR R IE AU
* waveset.roles — Z/M L4, Identity Manager K/ [1)— A2k 2 A (a2 FR 11471

o

e waveset.resources — 22/ iL45 Identity Manager MK ) (1) —AN B2 AN T A4 BRI
HZ.

e waveset.applications — ZL/} 45 [dentity Manager 1K/ I — A EE A L4
PRI o

e waveset.organization — Ji{{ % Identity Manager 1K /" {141 2L A FR o

e accounts[resource_name].attribute_name — FEI5EMK S K ENE . B FRAE BRI
IR B H
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N QU AR ERAE (1 CSV A% 7R

command, user, waveset . resources, password.password, password.confirmPassword,
accounts [Windows Active Directory] .description,accounts [Corporate
Directoryl] .location

Create,John Doe,Windows Active Directory|Solaris

Server, changeit, changeit,John Doe - 888-555-5555,

Create,Jane Smith, Corporate Directory, changeit, changeit, ,New York
CreateOrUpdate,Bill Jones,,,,,California

BEMENFER

RAC PR DA ZAME. X P B Z 7Bl B, waveset.resources VBt
WA AN SR E AT T LME L (]) 747 (BFoy “EIE” PR
AN FBOR B2 AME. AT LAL AR R E 2 A

value0 | valuel [ | value2 ... ]

SR P B AE T B, BT R AN BEAE ] A B A B (B 2 B
{Ho SEPTRE MR — LU uis I — S E 2 00 W LM 7B 245 W ab 2
P FBUNE. FBARSAET BN, JFH e v /A, Wk pros:

|directive [ ; directive ] | field values
AT IERE T AR 2

* Replace — HIfR@ B 0. WIREAREIRS (BUIRE List 52,
U =R SE N =R

o Merge — FHHRE EAMEN A FE T . FHE PO I
*  Remove — MY {E A IERTEEfE

o List — R BUUT M, Bl AT 2 MmN U BE . U
RTINS, BWAZONTBAE, #REIEMCHIZE, RIIZELIFA
W PSR RME T S MRS TRERTR S .

E FBAEX 2 K/NG o $55E Merge Hl Remove $54 0, X AR T,
ST AR, (DA A TCRE A T B SURIR B8 G 47 % ALY
18,

FEEPHSHFA

WERFBALATAIE S () 8515 () 557, BiE LR el Rk, Wz
FEAEA X515 5] L (“field_value”). IXFEH T Z% T BUE P IG5
PG5 (") F4F. B4, "John ""Johnny"" Smith" A)F-BHE N John "Johnny"
Smith,
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R B A B () BURRHL (\) P45, W2 & — AN RORHL (] 5
WD e

HEREAEREE

14T Create. Update 8¢ CreateOrUpdate #{EN, "User View" i —28 K E it &
AL B R b A R BT FH B N % . TYE "User Form" | Flix 2@ 1k, LA3R
Bt E B AR 2 PR RE . X R AT A

e waveset.bulk.fields.field_name — XS J@ AL 5 N CSV Hi N 32 A~ B i)
i, Ho field_name 2B 4. Hl, command Fl user Bt 73l 767 A
1236143 waveset .bulk. fields.command fl waveset .bulk.fields.user HIJE
P,

» waveset.bulk.fieldDirectives.field_name — FXHBLE4E 2 1§54 1Bl w X
Lelmrt. [HIRL 7.

e waveset.bulk.abort — ¥ LA R JE PE R N true n A IR Y AT .

e waveset.bulk.abortMessage — Hf I JE M E o B FAFH, Y
waveset.bulk.abort W& H true B, (0] B Rzl BFRH. WREKEILE
P, ¥R — e R

T B =3

{5 F F Pk P &2 65
Py Identity Manager i /7 #3470 lic T /M4 5. ¥ 'A Identity Manager Ji /™ %4
o AZE BT T RS ZH P B U50K  # S o W RANRE ) 2D — A B AN Bk
WAL (B, O TR R A NS ), AT AT R

B Pk R %R
TS ko
1. {ESEHF T ILEHE Passwords.
BRUMEHLR, KR "Change User Password" i1, 41 FE iR,
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3-10 Change User Password

Change User Password

Enter and confirm a new password, then selectthe resource accounts on which to change the passward.

(Select Change Klentity system user and all resource accounts to change the password on all accounts.) When finished, click Change Password

UserlD  Administrator
Pasgword

Confirm l—
Pasgword
Resource

account | Account 1D Resource Name | Resource Type | Exists | Disabled | Password Policy

whise Mairnur Length: 16
DaSS‘_NUfU Administrator | Lighthouse Lighthouse Yes Mo Minimurm Length: 4

will bie Must Mot Contain Atiribute Values: email firstnarme, fullname, lastiame
changed

Change Passward | Cancel |

2. EFHERIUH (k) AAFR, SR pEERA ), AR IR R R A

3.

£}

OFkH. UFEL) .

14 HFBOP AR I H K — a2 A7 hF, AR5 Hd Find.  Identity
Manager 231 [0l J7 ID HAELE S A AR P A0 . Sl LG FEREA
H iR [A]#] "Change User Password" .

NI G R, AR5 il Change Password LA X7t 41 9 Yk = (1)
JrERY . Identity Manager #4 Wb n— AN TAEAE K], 10 W12 L 50 5O/ R i AT
i o

i lal ik T

% Identity Manager H] /7K )™ 2% i )5 A 5 SE SO AL H el i 1 85 0 B 1
AR AN Z Ak D FE B R AN 7 B R 2 B i 1M1 1 Identity Manager 24 i /™
W BEUSIK P X Sk P A S BEATLAS BT B ORI S PR M i S D
I L RS el HR O sl H P AU G #ihl 2A4E
WL, AL

o AAHIE WA SO VR B I E BOR

o HTEIR) W BURA AL E . K A A (B $E 1Y "Reset Notification Option”,
Identity Manager LAHL 1~ lEF 5 2OROBT B A X 25 M 5 8 (£ "Results”
T K Fra i W 2515 SR B0 i 1) Identity Manager # 2
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ERb Rl

BOAEOUT, HIRH P S 2 BB X RN E RS, P RS
B, IR REH A REREAT VT M) IFER B rh S SR BOAE, IXFE, H S
S E B T 5 H A DG "Lighthouse Account Policy™ H %56t 1) 1] 5 s %
Ho

flf1, 7F "Reset User Password Form" ', %

resourceAccounts . currentResourceAccounts [Lighthouse] . expirePassword H]

{HE N falseo

A PIFFI A "Lighthouse Account Policy” '] "Reset Option" 7Bt fili 2 i B ¥ 77

i

e permanent — FE XN, 1L passwordExpiry S0 & o 45 i (1 7]
Bovk 52487 I RARDR 5], AR 5K IR HL - B i 2030 H ). dn 2R
BATREAE, S Sl T R A AN 213

e temporary — HEHN, i1 tempPasswordExpiry S0 & Pk 5 i 1)
IS T B 55 2 i T SUD AR AR B8], ARARE s I S0 D T B s e 80 300 11 300
AR R, DB S e E e ) B R R AN B i R
tempPasswordExpiry FI{E ¥ E R 0, W2 ED 4.
tempPasswordExpiry JEME RIEE M (WFENLE SO BHIEH; EAEH TE
U R O o

BRI = 2 FI1PR

AR TR AT DASRAT IR LSS ARG T I P 1) 22 42 U7 1) 38 BE Tdentity

Manager "1 P RCRR .
o WEHIDHNE
o HIIIE

o JMRCAEBERLR

% B E AR

GRS S T ST A R PR BRI o i K I B i SR PR iR R 22 Ak, T I
TR R IEA ST 2 R EAZRU 3 2R 0] DAGw e 1) S s K 5 e B — i
Bl R AR AR

LEIFARAE FH ARG SN, TE /R A2 Ik ¢ Security, SAJ51EFE Policies.
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LA BN, 1AL "Policies” FIFR P IEFE R IS TENE . LA RN, M
"New" 1L 141 11k $ String Quality Policy.

B2 SR
TG L T TR AL o 24 LT SO O T I S
ShE SR EN ( UIE FEVE TTURI 2 4L

REHM
B R 5 R T o A B R B MR B KB e IR I LU TR, AR5
oA R N BRI

FRBHM
TSI IR R 0 R DAL PR S SRR A M 1 e D B A e 2
Horp tfE:

o EREOMT. K. NSRRGSR AR L A

o HRIECT TR SO

o ARG SRR L AR

o THATRERECE SRR DY
ig%%ﬁ%ﬂﬂ%ﬁA~¢ﬁ%m%ﬁ;ﬁ%ﬁmwmr%%%ﬁ%ﬁ%ﬁ%%@
CSIEZE

FRHEDAM S/ NEE. &) DL E D AUE IR 3 747 BRI ) fe /) Hi
W 3-11 Jiose 20 (1 B /N 2 10 S KB AN e R 1653 T IR -2 P 28 R

JUE @
= TR G Y d N B RO s, TR AL
3-11 WA CPATRAD A
Folicy Rules
Select Operator Rule Name Description
- |Divisi0n of Accounts Payahle and Receivable:Rulel j
r |ano x| |select. |

ﬂl Remave |
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= B SR R A% T

A DLIE PR - i AR RS A RS . 7R RERE AT IR I T, AL
o PCETM

o gk SR

M "Policies” JURLE . 47Kl BB LA KL, 7% 14 1dentity Manager
BRI 3

WRD A P ID SRR AR
] DAZE [ R A A B A 2 B AT
& "Number of Previous Passwords that Cannot be Reused" FEH, iAN—" KT

1%y, DA IE PR R A A A SE A& % Biltn,  an R A BUE 3, Bris s A s
g 2 iR T B A 21 R T A AR A B AT ]

S A A B PR RS S A S S A I SRR . A "Maximum Number of
Similar Characters from Previous Passwords that Cannot be Reused" “FE&H', HiA
ANREAE B R A S — A I AN ST R ST AR B, R A
THE 7, HAGHrE 4 passwordl, WEEH# S ANGE N password2 1, password3.

WA TAE O, JUTCTRMF WA, AT F A4S A AR B, W R SG R  o
abed, NWIHHARLE 7T aw by cHid.

SEFR A N F AR RTH — N e NS . M B RIS AT Y B EUR 2 "Number of
Previous Passwords that Cannot be Reused" F B 9 ¥5 & K% & .

ORI
A AR E A ETR RS . T, SETIA— .

T DL I B A SO M SRR A . AR TEANE L, TS S WA 128 TR “
S

MIESEM

WRE— AN AR S EE. JETE .
* accountID

* email

e firsthame

fullname

lastname
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A {F UserUIConfig MU'E X G B LUE S “AFE5 " JBIk RivrmwE .
UserUIConfig H %18 )& 41+ <PolicyPasswordAttributeNames> 1.

SSYEATYE

W SR T RN BEURIE ST K o BRI SR SO N 14 0 B, i
"Password Policy" 1M 5| H1ik '], "Password Policy" i1 41| 7r. "Create
Resource Wizard:Identity Manager Parameters" u¥, "Edit Resource Wizard:Identity
Manager Parameters" UL [#] "Policy Configuration” X,

A Y A -~

F P&k
AR Rl B B A FE R, R )[R A B AR SRR ) R
RAFRT Identity Manager 197 A R o 1K ] 5T DA 2 57 B 3K 46 ] S o) R 1) 2
Identity Manager K /7 SE0& 1K) — &5 7, HHECKBOE . H% S AR, Identity
Manager Itk J* S0 FL 4% 70 Fo g M1 sl i ik B aa JH P AL SV Reas i P (FE
"Create User" JI Il "Edit User" 51H1) o
FEIR ™ SRS B B T
1. SRR PIE R Security , 2R J5EFE Policies.
2. HHEHIFR Tk "Default Lighthouse Account Policy".

BAF LI 1% UL 1) "Secondary Authentication Policy Options" [X .

B ERBCER, N 8 5 #] Identity Manager [¥] "User interface” Jf 3@ %5
E ) UG P12 o RN B BRSSP e U R A RE S o

ARYEIAE RN, FTZER P AT I A [ 25«

o JITH KA )

(S St AT

MR B AL PRI 1) s ol AU H el s i e B v
MR F it e 456 14— Bl 2 A ) 7

AT DI I I E R, 5kt B3 Identity Manager [1] "User interface”,
i7 "Forgot Your Password?", Jf[RI% /s ) — el AN ] .
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3-12 f7R T "User Account Authentication" FE%: )7~ o

3-12 User Account Authentication

Accountld  user-1

In what
city were
you born?

Loginl Cancel |

AL B E (2] 7

7 Lighthouse MK /™ S, 45T LLZE PRI SCVE ] AE T S A 2] 5% 5 i o
Rt A SRR, BAh,  RTLABCE L i 25U [ K de /1 ) RS DA A
AN AR i Al o

SR 5 H P T LLYE "Change Answers to Authentication Questions' JU¥s A1 B 4 i)
Al [ 3-13 B T Il

3-13 B R — ML RIE )
Change Answers to Authentication Questions

Ifyou forget your password, the systerm will prompt you for the answers to all authentication questions associated with your account.
Enter new answers to ane ar mare of the following questions, and then click Save.

Authentication Questions

mForLogin Interface |Defau|t j
Fersanalized Authentication Questions.  Answers will he automatically converted to upper-case.
Question | Answer
[ |What is your ginger cat's name? ||Eliscuit
Add Gluestion Delete Selected
Policy Constraints
Answer Policy Mone
Applies to all answers within a login interface.
Cuestion Policy Mone
Applies to user supplied questions within a login interface.

Savel Cancel |
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WUE R 2 B8 B U AL R

M P — AN B DR RS, BRSO T, RFESERIZH et —
ANFrEg . (HE, AT RLE A — AN Z A Identity Manager NI FE 7
bypassChangePassword REAHLE BT, KACE Identity Manager 2B 5T 245 25 it i
i

B BT 0 UE 5 2200 AT N PR 0 S SO A B, T AR R UG BN R
bypassChangePassword J& & BT -

REBRA 3-1 Pacn e R G Ty
<Attribute name="ui"
<Object>
<Attribute name="web">
<Object>
<Attribute name='questionLogin's>
<Object>

<Attribute name='bypassChangePassword'>
<Boolean>true</Boolean>
</Attributes>
</Object>
</Attributes>

</Object>

TEPRE 8 N R AR T I3 5 B, PR L BCE W

KEBRHI 3-2 T B T DA O 4 T T i)
<Attribute name="ui">
<Object>
<Attribute name="web">
<Object>
<Attribute name='user'>
<Object>
<Attribute name='questionLogin's>
<Object>

<Attribute name='bypassChangePassword'>
<Booleanstrue</Booleans
</Attribute>
</Object>
</Attribute>
</Object>
</Attributes>

</Object>
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7 ECE IR

A LLF Identity Manager & P IR siARE S BCZG HI 7 G R Jinidk

B — )T T B DU O P gk R i A 0 SCROBLRERI 2 #4120, BR
WL, AT Identity Manager FH /K = 75 Q1 it 5 #5423 B AP A B A
AREHAMOMAEE A AONTAEL, ESWE 45PN “BE
Identity Manager %7 o

BURE — BUREE LT Lo Identity Manager $&41k 77— RFIBLRE, & HD)RE5> h
JUANL, BEATULANR AT R . 70 BOBURE AT LLSE J 40 At 73 ey BEASURR o 72K
BUREM AR RERIE KL, TS ILERE 5 Py« 1 AR AN PEALRE”

TR — ZIY LR TR e AR E B IR . ARG R, WESI
$55 T “ T i Identity Manager 4121”7 .

112K Identity Manager & B 53 FIVE FIAT S5 FOTEAIME B, WS ILEE 5 5“4

: 4= =
AFBITRE
H P rT DUAE A 1dentity Manager User interface $# 28 78K ' o X S RAE A
Identity Manager 543 (9 H /™ A A5 BIUAT A ELAS SRR 8 K A 5K

BRHBITEZR

TR BATHR, LAGEEIRIEN R GREM B, SRR RVER P a3
PR R I EEAS BRI A AR INEZ AT G AR LT AP SR IAT A

1.

2
3.
4

17T Identity Manager [#] "System Settings" 71 (idm/debug).
M "Configuration" ! %15 1% +¢ Configuration, #AJ5 .l List Objects.
Hii; "End User Resources” 55 1] Edit 7R L & X %

NN <stringsResource</Strings, J:H' Resource 5 R G5 EE I B IR G117
LHRATUEHC, W& 3-14 PR
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3-14 I & P IR E b %

Checkout Object: Configuration, #|D#Configuration:EndUserResources

<?xml wersion='1l.0' encoding='UTF-5'7?> ‘:J
<IDOCTYPE Configuration PUBLIC 'waveset.dtd' 'waveset.dod':>
<l—— id="#ID#Configuration:EndUserResources" name="End User Resources"-->

<Configuration id='#ID#Configuration:EndUserResources' name='End User Resources'
creator='Configurator' createDate='1026770940457' lastMod='7?' counter='0">

<Extension>
<List>
<String>NT</Strings> —— Addaline for each resource to he added to
</List> user self-discovery selections
</Extension>

<MermberdhjectGroups:>
<ChjectRef type='ObjectGroup' id='#IDHTop' neame='Top'/ >
</ MenberdhjectGroupss
</Configurations>

Savel Cancel |

5. i Save.

JHH BATH R )5, #54F Identity Manager User interface [ >4 FH F fl 1% 7 1) 35 5L 350

(3# %1 Identity Manager A < H Atk /2 45 5D o H2 AT RS R 1 N ] H 2113
HHIERRREIR, ARG TSI S ID A, o pkibk 5 HL Identity Manager 547
EN

REXFAHHIA R

90

MEAEIN A AT Identity Manager F P 2 K5 A 2 2B, AT QIR A
T o Qi RBAT A B A, WA ZRE J3 S B A I i s OCIBE o Gan S
S P P B E T, WA 0 23R VAl SCIRIf B 6
SRICHIIN 25 A5 48 5 e B VT LY Identity Manager ™ o i DA KU 23 6 B/ <
BUWAR Identity Manager H1 7, BAAffiE HI 7 2 15 W UCHCIT. e BexU 05 v fe e
Identity Manager i i PRl &R AT RERI ) GETAAREUE LD JEOUE X T RERI H
FRAT LB S, DAL RO R .

T L4399 Gk 128 g SUBTYPE ACCOUNT CORRELATION RULE i,

SUBTYPE ACCOUNT CONFIRMATION RULE [ I S ok ) i S Ikl AR o

A R DR 74045 B, 152 M. 1dentity Manager Technical Deployment
Overview H ) “HlfInm D7 —%,
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SREXAR ]

AT R IR A N PR P B SR R B IR o A A R AR —
o PR (EHI AR ID)

o FRFHRILEAIR (BAITE N A B ID)

*  WSAttribute JGE 4%

e AttributeCondition JCZ 5|3

H I SRIBORLIN 2> AR A 7 BT AR O 7 0 o SR 22 A O] T2k 4%
H PS4 (2% Type USER AT AR ) 514,

SRR Ak BRI R N AR RIS, (EWRSPTREA /N . AT g, g S A 2
Rty NI

JEPEFAT L2512 7% Type .USER (W n] & @ ME. IXLEn] & if) J& PER L & 0 Identity
Manager UserUIConfig X % H'[f] QueryableAttrNames.

RIS Jie J kol B AT

e W UserUIConfig "4 R JEPEFE € AT & GAs N2l
QueryableAttrNames 5l3&) .

o Z{fi UserUIConfig (44, Identity Manager N FHFET (N RS #%)
A RE E HHT R BN

B TA LT

FEEBARIN AT

* userview — Identity Manager H /' [ 5¢ 341 .
* account — AT BB

W P SR BUCES, A AN 25 3R [P 55 8 JE QA R true s 500, &
2R [F{H false.

SRS R IR S P R P ) P PSR A 7 B (L REA T B 1 Dy QIR RE v
S BB SIS T AN BEAESCIBR RN T 2E MR & CHORIBOIL I Hh AR %
BIMAREVEAE ORI ED » B2, HALETHINE I N A F 26 -

o SRR AT ek 7] 2 AN UL ECH
o WALLER M EAN T B
A FRIFHE U322 [0 P A A DT RS FH 3 AT — KB AR
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"
N
ot

AREA A " Administrator Interface” % & Identity Manager % % fllJiik 55 #5 E 7%
A5 BB . 41K Identity Manager X% HTEAIE B, WS W “BHL” —F P
% 34 1T B “Identity Manager X" .

E A RA MRS AL SEIUC & Identity Manager FIf5 L, 12 WL 13
BOCRSEMRE L

AREAL VLT T T 4124

o TRAERAMD

e Jil¥E Identity Manager %%

¢ Identity Manager ChangeLog

o TE SO EIEAG

e [it# Identity Manager 5%

o HEXH TP

o MCE A A

e Remedy %k

o [l Identity Manager 4% %
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THRINEEAR

) LA AT LA T ## A 5SAE Identity Manager " sc s 1 (1945 B

tagme?
Identity Manager ffi {52 SCAEH A BRI & 1 BRI SR & ﬁﬁﬁﬁ@‘ﬁ%%j’
FKH, K B A A RE R Identity Manager }ﬂﬂﬂﬁj}

PRSP BCR AN e, s AR . I RS B
FP #8357 AT (R EA B A B RR

FITAT 55 A A ORI A e U5 A 2 (B33t 7 O 25 AH N o TR BCAN[H) T B3 7y
P, AEEEINECH, BHEGE L O T IEE .

MO B A (0], Identity Manager 2% Ji ) ManageRole T A, M TAEHS
BT A B R A PR AR T, JF SOV B AE B R A 1% A CL i 1 AL
oAl HR A

a1 " Administrator Interface" [t "Create User" A1 "Edit User" TU¥ M (05 Bl 45
.

tIERE
ATLMEH LR vk — B A
1. 7 Identity Manager 3 H.4~ 41, ZEF¢ Roles.
2. {f "Roles" 7' /iii New,
"Create Role" J1 RV
o REBRIEMIBIE AL ML 0
o JEFEA O HLHE S R KL I .

R BT R OCHHEBERE M TR B, TE S5 180 BT B “ok P ILHE” .

o FEERAMG. BUZUL WERMAE ST, WHERR I A Atk
MO

o EFERLLIMECM A AR
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o G ICAT LA T BER  E VAR .

wECHTEMNFREMNE

7t "Create Role" 1T [ [f] "Assigned Resources" X 1! /fL.if; Set Attribute Values,
LU Ry B iz B BEIR A SR PR 83 . R "Edit" Je PR it W LU RN
PEfR e WHE, e T i & B PEME. Identity Manager foVF FLEC W EEH, Al
AR A A IR B TR R S OB (A — LRI

T E DL E RES BEUEIK  JR E FROEL

Value override — iEFE DL FiEITZ —:
o None — BINET. A ixETAME.

o Rule — AN BEEAE . WIAIEFBLIETT, WIAZ MBI g FRIN 4
Mo

o Text— M HIEEN UAVEE M. W RESEEMIEI, WA SCA
How to set — & LI N LIz —:
o Default value — {F R S SCARVE N BRI EYE(E . H P nr o8 ek 7 o6 A .

o Set to value — ¥ J& ML BB 0 MU B SCASR E IO . BB A 4 e AT T
P S

o Merge with value — 5 Jf 4 il J& PEAE 55 KU BOCA S & 1 AH -

o Merge with value, clear existing — [JH/[5 il J& PEAE; KR B E A 62 FC A
55 Hoth oy 0 A 4 P i 2 (ELEN 5 (L

o Remove from value — M J& 5 AE A M Ba R 0] 8% S0 A 5 e FOAE .

o Authoritative set to value — ¥ J& M (B 15 B A B B OCATR E HIME .. E 1%
(ECKE AT W ATAT I 7 B e S SR ok A €, D R 2 e P 5 iy LA AT AR
BE A 22 .

>  Authoritative merge with value — % I 4§ J& £ 5 AU B SCA T E 11
B WAMER A, WEMEZE e iy HA AN, B @ B = el .

T 2AEENE, Lo RS E BET MO %R, DRSS g
55y i {H (Comma-separated Value, CSV) 715 s il

<RoleAttribute name='attrs role:Database Table:attrs' csv='true's>

> Authoritative merge with value, clear existing — i[5 1 B ;KA
BEE B FAA (5 A o BE A (O TR S FE. R €,
M P SE AT R A A NAEL, i BRI A (R i B P
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e Rule Name — £ 7 "Value override" X Ik "Rule"”, W72 M F)FR ik FE
FEom

o Text — WIHTE "Value override" X%k $ "Text", N7 Zi AN TR INE B
fH M PEAE M BR B 1F 8 P I A,

Fif OK Al CRA7 T B 32 1] "Create Role” 5 "Edit Role" i,

=EEAE
" LA "Roles" TT_I ) o413 st (AP AT — R A ERAE
o Edit roles — A aF| TR EFEA M, FFAEFT IR TS A G B,

¢ Find roles — 7F "Roles" X+, %+ Find Roles. %L F—fpo 2 MRk
R R

o KR
o A

O ﬁﬂ/ﬁ
o BHURAL

WRE P22 PR, R 2N 5 AT 1252 A6 T A BRI iR [T 25 R . 4R
ENEV PNACR

¢ Clone or rename a role — P A L, 7E "Name" F B PRI 2K,
SR Lt Save. EWI RN, Hiili Create LAAIEE B M .

EmAaAt

LEAAAE, WHATLL NPk

1. PRGN .

2. {£"Name" FEHRIAB K, X5 Hidi Save,
Identity Manager # 5.7 "Create or Rename" 7.

3. il Rename DL B ff (042 FK .
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B4 |dentity Manager BEFIZREAE

A LUK Identity Manager fi €4 5 5% EARMGIE K M AR BIAE N, [FE
WU RCa A (. IKEH] T SRS R G R MA o, RN WBEH TIAER. 5
HAN B (0,44 UL T Y Identity Manager ffi (7.

AR, P Tasks, #RJGEPE Run Tasks £, LLjH "Synchronize
Identity System Roles with Resource Roles" f1:45 1. 225155, i€ RS
MIZAR BH ZAEH A R PE LR Y T A AR, AR il

"Launch".

fic & ldentity Manager =i

B B A A AL R ] DA B 48 B Identity Manager %84

TR RIE?

Identity Manager Y517 fiff 5< T Un ] 3 52 21 75 L b QI 2Rk 1) B R e A5 B
Identity Manager %% il SCH S BHRIAOR R TE,  IF 75 Bh 98 € B & ﬁﬂﬁ(ﬂt
Identity Manager " 275k,

Identity Manager $ Bt28781) 2 K BEU, 4045

o LNl AE S

o Hdl)E

o HR%

o BIERZ

o Ak UEIT K (Enterprise Resource Planning, ERP) &4t
o HEH
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SEPBFEIRXE
Identity Manager 7t "Resources” Ui F %7 ¢ T IUAE TR 145 L.
BT B, IR A LY Resources.

PR N A, S O A SR WosfE R . ERIT R I E 2
B E SRR, 8 Bl SCPE IS5 IR R T o PR %R R 1 m] AT B IR AL o

MREIT BRI G, E AR s O F MR S8 (RERE
Fr2 MM BEEEAD .

A7 5 PO AT T DU BRI 5, (945 DL X %
o [ g

. 1L fir

-

o ﬁ- P

NI PP — AN %, T DL T A IS h AT e, LU B — AN
FIAT-56 -

* Resource Actions — I FXf BEIHAT — RIVERA, WGt WEahFD. Ear
A RIIER s 3T DA RO SR B PO B

* Resource Object Actions — #ift. @I, MR, Edrdd. T4 FRBEBES
%o

e Resource Type Actions — ZwfH Tt J5 e . A HIK - 2 5 RTAC B 52 4 B B i

MO B YR, Identity Manager 43 JH 3)) ManageResource [ AEit. St TAF
TUHE I T R BT R SR R A AR DT, I RV AR B BRI B R AN
FEE A PR A

EIBHFRTIE

BB ] DL R G BE U, 12813 ATl R A B 53 ST "Resources”
LR PATE L. M "Resource Type Actions" 1% 3 H1 6% "Configure
Managed Resources", LPAE£E2 ] T-H78 B R H 55
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7t "Managed Resources" 51 |-, Identity Manager ¥ % 55> 2 52K

¢ Identity Manager resources — 0,7 7 M & P 1) B U5 2 B Identity
Manager i # B %L WoR T BB RAIRCA . il 164 "Managed?" 4/
TR DORIERE— A2 AN B, AR5 il Save R ILANIN B B U413

e Custom resources — {4 H It 5T [ [X 35 n] LUK B 5 SO YR N3 "Resources” %)

xh
TLRIN € LB

1. i Add Custom Resource [i] 37117

2. NIRRT IR IR R AT B N IR B TR .
3. Hili Save ¥ ¥ I E] "Resources” 5113 .

F AP T HE X,
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=41 ERBEES

BEMXHFR HiRsE

Access Manager com.waveset.adapter.AccessManagerResourceAdapter
ACF2 com.waveset.adapter. ACF2ResourceAdapter
ActivCard com.waveset.adapter.ActivCardResourceAdapter

Active Directory
Active Directory Active Sync
ClearTrust

DB2

INISafe Nexess
Microsoft SQL Server
MySQL

Natural

NDS SecretStore
Oracle

Oracle Financial
08400

PeopleSoft

RACF

SAP

SAP HR
SAP Portal
Scripted Host
SecurlD

Siebel
SiteMinder

Sun ONE Identity Server
Sybase
Top Secret

com.waveset.adapter.ADSIResourceAdapter
com.waveset.adapter.ActiveDirectoryActiveSyncAdapter
com.waveset.adapter.ClearTrustResourceAdapter
com.waveset.adapter.DB2ResourceAdapter
com.waveset.adapter.INISafeNexessResourceAdapter
com.waveset.adapter. MSSQLServerResourceAdapter
com.waveset.adapter.MySQLResourceAdapter
com.waveset.adapter.NaturalResourceAdapter
com.waveset.adapter.NDSSecretStoreResourceAdapter
com.waveset.adapter.OracleResourceAdapter
com.waveset.adapter.OracleERPResourceAdapter
com.waveset.adapter.OS400ResourceAdapter

com.waveset.adapter.PeopleSoftComplintfcAdapter
com.waveset.adapter.PeopleSoftComponentActiveSyncAdapter

com.waveset.adapter. RACFResourceAdapter
com.waveset.adapter.SAPResourceAdapter
com.waveset.adapter. SAPHRResourceAdapter
com.waveset.adapter.SAPPortalResourceAdapter
com.waveset.adapter.ScriptedHostResourceAdapter

com.waveset.adapter.SecurldResourceAdapter
com.waveset.adapter.SecurldUnixResourceAdapter

com.waveset.adapter.SiebelResourceAdapter

com.waveset.adapter.SiteminderAdminResourceAdapter
com.waveset.adapter.SiteminderLDAPResourceAdapter
com.waveset.adapter.SiteminderExampleTableResourceAdapter

com.waveset.adapter.SunIlSResourceAdapter
com.waveset.adapter.SybaseResourceAdapter

com.waveset.adapter. TopSecretResourceAdapter
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BB FIR

A FHl Resource Wizard G % 5. "Resource Wizard" #45| #5561 & Identity
Manager BFUERCAF LR, DUE FEBEIR L AOR 5.

{#i Ff| "Resource Wizard" 1] DL & :

o FRHFEMSH — QI BRI R SN, 7 UM Identity Manager 5+
T X LA

o MRPEM — EBHEAIBAWUR T E o XEEEIE Identity Manager I/ &
g 55 B L R L .

o kP DN SBMHEIR — Wi ik ZARTEL, EX I RER I A RRes [T
HEE,

e Identity Manager B ZERSE — BCE G, Bt ER, JFRCE AL 5T
YRR U7 1) LR o

QI BEU -
1. M "Resource Type Actions" 15151 & ik New Resource.
Identity Manager #f .7~ "New Resource” 7T,

2. IEFEHUERTY, S5 H New, LLEJR "Resource Wizard Welcome" T .

E WA B AL TIE FE R UL, SRS FF M\ "Resource Type
Actions" 7l H1i£FE "New Resource". EIXFHENL T, Identity
Manager /43 27K "New Resource" U1, 1 & FL# 3 ) I )

3. i Next JTUh € &P, "Resource Wizard" 5 B F0 UL I #2 DL R i 7 & 71 «

o Resource Parameters — ¥ & £ il 56 E A1 i Y5 c #8474 ) B UREr 2 S 40
MINZH, ARJG A Test Connection, VUAFfRIERA . ERVGEREA R
J5, Bt Next &K, @k, K 4-1 78 T "Resource Parameters" i .
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4-1 Resource Wizard: Resource Parameters
Resource Parameters

Specify the parameters that are specific to this resource. These are parameters far authentication and
parameters for contralling the behaviar of the resource adapter.

[i1Host
EITCP Port |23
[i] Login User

[il password

[i] Lagin Shell
Frompt

[i] Admin User |false

[Tl completely

Remaove User true

[i1Root User

[il credentials

[ilRoot shell
FPrompt

[il connection Type |Telnet

[E] maximum

Connections o

[il connection ldle
Timeout

900

> Account Attributes (HR3XBRET) — ¥ Identity Manager 1K /' J& V'l e 21
BRI A

HEinEsE, 5T Add Attribute. EF—ANERZ AN BN, R HRS
Delete Selected Attributes MAKC L HHHIBR EIE. € E, i Next 13
BH AR

4-2 B 7R T "Resource Wizard" H1 1] "Account Attributes" 71,
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4-2 Resource Wizard: Account Attributes (=BT

Create AlIX Resource Wizard

Account Attributes

Use the table below to define the account attributes on the resource that you wish to manage and to define the mapping hetween Identity Manager
account attributes and the resource account attributes.

Identity Manager User Attribute Attribute Type Resource User Attribute | Required | Audit | Read Only | Write Only
|| [string =] | == W Vv r r r
|| =] [aix_shel [string =] | == Ishell— r r r r
|| x| |aix_expires [string =] | == Iexpires— r r r r
r I | |aix_account_locked |String R W r Il r r
r I\/\}laix_g&ﬁlstring = | = Igecos— r r r r
e e LT T

Remave Selected Attibute(s) | Add Atibute |

Back |M Cancel |

o Identity Template — 5& X HI /" (K 2K TEVL . LRI REXT 70 IR IR A4
FRJC L,

M "Insert Attributes" IR LEFEIE L. MR P MR EYE, eSS
Fly, SRJE AE R TR — AN B AN o MR e AL B LU T RS
s GRS AT

4-3 Resource Wizard: Identity Template
"NT" Distinguished Name Template

Select one ar mare attributes from the listto add to the template. Click Test to test the revised template.
Click Sawve to keep your changes and return to the resource page.

Add attributes to the
$account Id$ =] identity template
Insert Attribute.

Savel Test| Cancel

accountld

Logged in as: Configurator
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o Identity System Parameters — 4 %l % Identity Manager 24, {5
FIRAMEIETC S, Kl 4-4 PR,

4-4 Resource Wizard: Identity System Parameters

Identity System Parameters

Specify the parameters for this resource that are used by the Identity systemn.

[{lResaurce Name [aD

[il Display Marne
Adtribute |Se|ect... J

Account Features Configuration

Feature Disable? | Action if Attempted

Create

Update

Rename

[il supported Delats

Features

Fassword

Disahle

Enahle

EIEIEIEEEEE

Login

aaapaaloaiaia

]

Unlock

[il Showe &1l Features [

Retry Configuration

[i] maximum Retries ID

[il Delay Between

Retries {seconds) 300

[i] Retry Motificatian
Email Addresses

[i] Retry Motification |5—
Email Threshald

Policy Configuration

[l Paszword Policy |N0ne |
[il Account Palicy INone 'l
[i] Excluded Accounts [Nane |
Rule

i Next A Back 7E WL [1# 5. CHITAER G, Hifi Save LMRAAF %R, IR
[Fl = 51K T,
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Varlas ~ N

EERIE

A DU R PR RAE PR L AT RV g EAE . BR T AEMEA "Resource Wizard"
T EESN, B AT LL:

o MFREIR — EFE—ANEAUE, K5I "Resource Actions" 1|3 i $&
"Delete". AJ LARIRSIERE LRI B I5 . A BEMH 5 -5 ATART £ €088 B8 Y5 ZH AH S 1

B .

o REJFEMR —EFHEANTIL, )5 "Resource Object Actions" 41|13 ik #%
"Find Resource Object” LUZR GAFIEA LU G (ndiZl, HGURA7 . 4k
AN .

o BETFEMNER — A THATYRM, WIS R . SRR, RE A
"Resource Object Actions" 41|31k $% "Create Resource Object".

o EMAZR — EPEHEARUE, SRJ5 M "Resource Actions" #1|3 HHiE$E
"Rename". 7EHILFHIANEF A AHK, 2R)5 H. &5 Rename.

o  THMEFIR — EBIEANRIE, SRJE M "Resource Actions" 7|3 HiEFE "Save As',
R ANE R AR . SRR IR UL A R RS F .

o XMTERBITHERE — e DBHEFIRMMN N CSV A5 2151
KPP BRI IERAE . XA A shiit B DUR St AR5 G 1155 -

ERMKRPREM

Identity Manager % A A WL 2 SOk B AMB B IR ENE CRIERPEMSE 1)
ARRARAL; ARG EATRE FIR S PR 245 1E Identity Manager Mk & @ 1 . 8k 2
SRS (FF "Resource Wizard" ] "Account Attributes" 7 ), A[LL:

o UK U R PR IR A T T N

o GRS ZABIEILHIH A 3L Identity Manager J&VE44FK

o FRUUITFRH P B E A

BLY7 R IX LA, BRI S R TIEFE TR, SR)5 A "Resource Actions" #1J3& k£
Edit Resource Schema.

AW 2251 (bl "Tdentity system User Attribute”) £ Identity Manager
M B PERI A FR, X L4 FK i Identity Manager [/ 5% SRR P i oA 1
TSI M. A EA S (BRREH "Resource User Attribute”) 047K H 4h
VSR B AR o
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i3 5E X Identity System J& LA FK, >k B AN BEIR @ P T LUH A 3L FcoE Lo 4
W, 7F Active Directory %tJ5 I, Identity Manager " f) lastname J& ¥4 Wit 3]
Active Directory %{i{/&1E sn; £ GroupWise [, fullname J&En] DL 2
GroupWise J&1E Surname. 1XFf, BB UHTH LIS X lastname [F{H; HORATF
MG AZAER AL 25 HAT AN R AR 55

FiRE

A Y B U DX Ao T DAY BB UL, AR TT LA B b AT 70 2, DA% S8 i B X
Segtd. AR I BB BEIHEY, SRR AL BCe I, AT E B
SEBMUI BRSO Y o

WK IRAERED BRI AT WERBEARAEAE TR LR, WIER BRI A
BB XA OGRS A R BEUAR T2

i, Exchange 5.5 %M T- I A 1) Windows NT 5% Windows Active Directory
My : 7En] BUSH) B e Exchange Mk 2 2 i, Horpz — o Ziife . i A H
Windows NT % J5i#ll Exchange 5.5 %5 CHZJiJ7) G B4, AT LA OR G0 ]
JUS MR IEA o Sk, MU o] AR DRI 3 FH P isf 9% 305t 10 A Ut A o3

1% #% Resources, #XJ7ik+¥ List Resource Groups DL IE 7 i XM R4 513 .
EZ T T New Llog SCRYRA . & SURVRAR), H— I I R SR HF %
P a0 i eI HE R, AT DA B ] DA FH i e s 4L i 2121

o S Afe
L REIFEREE

AT LLAE B U AR 4 Jm e Y5 SRS Th 48 J ' . /£ "Edit Global Resource Policy
Attributes" 5T, AT LG DL T SRNK 1«

¢ Default Capture Timeout — fiy AN —/ME (LLZF AL , LI IE Rl 488
IS AN i AT B 7 IR SRS 12 C 4 I S5 R e N W) o (A& T
GenericScriptResourceAdapter B¢ ShellScriptSourceBase & fiL#f . 472 B
AT 45 RAR L ZE FLRE R & e s AT vy, R A R

BV E RIERAE 2 30000 (30 #b) .

¢ Default Wait for Timeout — fii A\ —/AME (LLZ® A HALD , DR EEHITE
BEUAF ML (B e 2 ar, AERCARAE P IR Ee H 2 [\)
ISR IR B KT ] o (& H T GenericScriptResourceAdapter 5
ShellScriptSourceBase EACLAY » 4 I& LA AN 25 iy 2 BUBIAS R 25 B, ReAdH
HRE .
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e Wait for Ignore Case — it AN —/MHE (LR R IRAL) , AR e ERCAR AEEE I 2
i AE A i AT PR R B I T B GEH] T
GenericScriptResourceAdapter 5t ShellScriptSourceBase G fL#R . ANX 73 K/
5 RS8N I, KL BRCE .

¢ Resource Account Password Policy — (I3 D BEREEN 13 e B m)
BRIRIK B G . None S BRIAEDI

¢ Excluded Resource Accounts Rule — (U Fid ) S8 BRHEERR P URmK - 10
BN, None ZERINET,

WAL Save A fE DR AT X SRS i AR SE P

wWEHMBR{E

T ik % %H Waveset.properties SCAF ] LUE I maxWaitMilliseconds J& 1.
maxWaitMilliseconds J& PR i I ALIRA B N O . I RRTR B LA, WIARSE
KA FHERINE 50,

LRCE M, 1R LN TR INE] Waveset.properties 311

com.waveset .adapter.ScriptedConnection.ScriptedConnection.maxwaitMilliseconds.

#Ht = FIRIRIE
S 07 CSV 103 S G b 9 T MO T B S 4
B

Kl 4-5 s T A8 AT B BRAR (b B3R A 10 R 3 0T
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4-5 "Launch Bulk Resource Actions" JT

List Resources | Launch Bulk Actions | List Resource Groups | Examine Account Index | Configure Types

Launch Bulk Resource Actions

Select resources and the action to perfarm. Click Launch to hegin bulk actions.

[i] Action ICreate 'l
[i] maximum Results T
FerPage

[l Resource Type I 'l

[i] Get Creation Data

fram {+ Creation Data ¢ File

[il Creation Data

Launch |

FH b5 e U (e I w1 g e AR IR PR U4 AE . mT LAFR e N T e VR 1
AN EEVEBE PR From Action List LG E 2 MR1E.

e Actions — ZHRE RANRAE, THEPELL FIEZ —: "Create". "Clone".
"Update". "Delete". "Change Password" #l "Reset Password".

ST AN AEE T, RGO BRI, v LU X S TS & S iZ R L)
B XT "Create" #:fE, B i€ RIFIEH,

AR5 € "From Action List", i&1# /1 Get action list from [X 335 & 4% () 11
B B SO AR B N DX S R R R .

x LE5 N DX I bl /v SO AN R R 0 250k LU 573 B
(Comma-separated Value, CSV) #3..

¢ Maximum Results Per Page — {4 FH e 101 n] 45 & 76 5 ME 55 45 R 0L F 7R 1K)
LRSS R B K8 H -« BOAME R 200.

i Launch DURZIERAE, IZ381ERAE 0 R B 4E55181T .
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|dentity Manager Changelog

[ 132445 T4 5% Identity Manager ChangeLog UG8 1I45 B LA K AT B e A0 H
ChangeLog I#id .

f+ 42 Changelog?
Wik ChangeLog mI L7 Identity Manager w6 & 1 & 0 Ja P45 B . B4
ChangeLog #B5& SCAHH0 £ 63 Ja 1t 14 1 5E 25

WA B MERE K S, TSR E R A R R R, AR B A
ChangeLog. #RJri, &0 Bt AT 28 B JT A ) A g SACRE B2
ChangeLog F 5 9 il .

f#J1] ChangeLog W DAt H & SUMIATAIE 5ok B B 2% REHI SRR TIEAE,
ChangeLog ity Identity Manager [XIARHEBE U5 20 [F] 20 10 R D AT FT AN ] o

ChangeLog 5% %

Identity Manager ) ChangeLog L i ZAM LA RETHHRE H XM E AR ER
IWREOLR, HELE Web BEA LVFAMSOIE R G005 I AT ) Web Bib (i
Identity Manager) .

AT UATE L G Java S SCAERSE T U5 AR . WISRHs /tmp/changelogs FAF H %,
SR SCAT N %A

grant {
permission java.io.FilePermission "/tmp/changelogs/*",
"read,write,delete";

}i

WIBCA R E )8R ChangeLog H 5% & XSCAFRUR .
BRINK Java 2242 S SCIFAL T

SJAVA HOME/jre/lib/security/java.policy

Gz AT REAL Lty (B2, WORAEA A CrSCrE GREEBRASCEE) » ARSS
AT IR T W LR Broas iR 750

-Djava.security.manager -Djava.security.policy=/path/to/your/java.policy

EXMEN N, il java.security.policy R4G0EMEARR I LA
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= ] e T EAE S 4 2 A SRS SCIE IR EEBT A 3 Web 7 4%

Changelog ThgEZE >k
ChangeLog g 2K G R0 E 5 43 J& M FHC & ChangeLog.

7 SEIRS 119 G LR T B GMRPERI P — 1 Tk 25 T L
BB

fic & Changelog

A LLE A8 ChangeLog 5% il ChangeLog KL E ChangeLog. %4> ChangeLog
LA I ChangeLog 5. ChangeLog 5 XS4, Horp 5 e h i 8l 1]
AR B S E MR AR, NS AHE. 5HKER) ChangeLog il & X'
A ChangeLog AT . HE HAFS ] ChangeLog (1.

BE ChangeLog 1 ChangeLog #ili%, 5L+ Meta View, A J5ik#
ChangeLogs.

Identity Manager #4 %it /1 "ChangeLog Configuration" 51, 47 15 /M4 2 X I

E WA VAR E S )& YE, W "ChangeLogs" EI-RA AT L.

110  Sun Java System Identity Manager 7.0 « &=IBi5F



4-6 ChangeLog Configuration

Summary of Defined ChangeLog Policies

(| ‘ ¥ Policy Name:

Logger Type:

[~ | Daily Rotation (exarnple)

Create Policy | Remaove Policy(s) |

Summary of Defined ChangeLogs
(| ‘ ¥ ChangelLog Name: ‘ Active:

T | Mew Changelog Mo

Create Changelog | Remove Changelog(s)

Rotating File Writer

Using Policy:

Daily Rotation {example)

Savel Cancel |

Changelog RE&HHE

ChangeLog &l 2 [X 18 5 7 4§y © € X ChangeLog %l . Z I A
ChangeLog i, TH/EFIR PR THA TR, Z 0 ChangeLog g, i Hiili

Create Policy.

BIMIBR — 15k 2 I ChangeLog Sel&, 14 765 LB NIK Sems, SR )5 Bl
Remove Policy. Gl RN AT AT LA . D

Changelog #HZ

ChangeLog ## % X 38 i 7 24 i U € X H) ChangeLog. #4i4Hlf7 ChangeLog, i
AR A FR . 264 ChangeLog, 1% Hii Create ChangeLog.

BEMER—N 824> ChangeLog, i 7ESR HikFEAHN ) ChangeLog, #AJ5 Hidi
Remove ChangeLog. i\ Bl o] AT IEERAE . D

1R7FX+ Changelog Bt & B E 4

WY “ChangeLog Fi'&” T {4 ChangeLog At % (Bl ChangeLog #H% El
5 M [¥) ChangeLog) #EATIIITA k. Hiidi Save LALRAF S O Ml 52 So i ] o
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£l] 3£ F14%48 Changelog R HB&

1t "Edit ChangeLog Policy" 7l P4 A\ P A s HEATEERE, AT LA sl
ChangeLog il

e Policy Name — #ii A\ Sl R HE— 2 FK

e Daily Start Time — #fi5& SE R I A], T 0H A5 TH 46 0% AR 00 DU I ]
i FH 50 (1) ChangeLog K T GIN TFaBr i %, T ML IS B B g — AN VTS I
(3G ST UG — JOBT e i . an, R IFah I TR B E AL /P4 (00:00), "Rotations
Per Day" 4 3, W H & SCAHI RSO 71 00:00.  08:00 A1 16:00 & A28 4k.

R UL A 4 CF: ¢l User yyyyMMddHHmmss.n.suffix, i
HHmmss j&4%% Bt — TN R, (n 27805, suffix 21t ChangeLog
& SCPR B 4 D

1 "00:00" 524 146 B 18] 9 HAE REEF IRECh 3 1), G REAE SR BAF 9:24 3
% ChangeLog, W™ A= e i A Rk A e RS e T aa i ) (r 08:00) o
ARSI R, 44K A el User yyyyMMAddoso000 JT3k. Hife#: (k4
PIFTHISD K AE 16:00 TF4f

* Rotations Per Day — #55& T R B4 LR E. Flln, WAL EEAERE 4 /N4
H—I, THRINE 6.

PAE LU AR GO R 1l 0 FOR BRI B At P BURMEA S, 2

M "Maximum Age of a Rotation" W'H .

URUARD A A 45 58 S AT 18], Jf H. "Rotations Per Day" ¥ BUIIfEA 0,
U 2 I TR P 0 2 2 2 ) A 30

IAE A2 AR R . I AE "Rotations Per Day" ‘FEtHhig@ THEZAH, W)
AT CRSAHER R RMED o W SIX AN BUEH O 0, RN 7
HfE R CXMIGH FEEEAMEH "Daily Start Time" fI{H. )

e Number of Rotations to Keep — #5/& 7t Identity Manager MR %65 2 5 foi/F
SRR A BN, iR 3 IR, JF HEEAE IR RAE 2 RIMEELL,
TR 6.

¢ Maximum File Size in Bytes — 1522 [n] 24 1 SO 5 N B U 46 H R A1,
Wj2s g A H S (R EHIE, (HP a5 AR o {5 0 FKomA
KHBERR S PraJER RSB COR/b 4T3 RN #RF A H
STy FRGURE ST 7 PR A P A A LA R

e  Maximum File Size in Lines — 41 45 N5 & 24 77 SCAF AT HGE H R
il WS —ANFPA S, AT B N . (5 0 R TREl. &
S8 AE RIS BRI s AR P 440 PR B ) i A 7 s B 761
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e Maximum File Age in Seconds — 1 F W5 3 57 50 HILAT FP 41 SO A8 HT S PR
Ul A da e DAL W R GERSE B — B P A S S N . B 0 3%
ISR BE R o 2R GERE 56 I H A Al 22 R A 1 2 b B

Hiii OK 121 % "ChangeLog Configuration” Ui, WAZI{ERLE v it "OK" A fefk
17§71 ChangeLog S sl A7 S 1) 5

£} F14m%E Changelog
f£ "Edit ChangeLogs" BT i A\ A A MIEEATEHE, 7T LI Bl 4E ChangeLog:
e ChangeLog Name — #ii A\ ChangeLog [1Mf—%FK.

o Active — WIRIERMLIEIN, W ChangeLog #47F H S0E i i 2y 7] B U - 1N
Sy JE RN I ST SC GRS S R A8 S @ PR RE Y, A gl
T .

*  Filter — i A Z AL ¥) ChangeLog 1§ #s I FX . Noop % i HIER AL k4,
BIEESZ A . X TR Z2HE 0L, X O 2. B, Saifs e —A~8i
com. sun. idm.changelog.ChangeLogFilter [f] Java 25, ZISWAINT T IR 452310
R, M H A AURA o BRI 8 R K

¢ Log these Operations — ic b R HAF, WREAIH. BRMMER. Kk
SE [P A K e 2 o

* ChangeLog View — fi /It & 1] LLiE X ChangeLog MINZA (41 o K47
#BH4 8 & ChangeLog 141, Hiii Add Column #3 )il ChangeLog 1|, %341#6
HAW RGO EIEBFR AT RS RINY . € XA, wL
{fi /] Up A1 Down $&HX AT HE

= 7E4:1~ ChangeLog "4 & changeType A, 25— F1H#f L B .
BB 26— FIFR R BE U R A AR "Text" s H A& T £
e LU R —FifE: ADD. MOD EX DEL.

* Use the Policy Named — MFIZ ik #E ] T H I 1 2 € X ChangeLog 5K
W o

*  Output Path — Sy ASCAE RS B4 RR, 1% H P& HE k. % H
ST DAFE R 26 R R ARA A B s (H B A R 55 d AR L s s UINAERE D
£ E H A7 i —> ChangeLog.

e Suffix — il AJH T ChangeLog SR EEE (A1, .csv) o T RAHTUE E HY 5 4%
KX XL AR A ChangeLog U1
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i OK J&[7 % "ChangeLog Configuration” U1, DAZ{EFLE T it "OK" A fEfr
17-#7 ChangeLog 5* ¥l H ChangeLog ¥ 5 4.

I
PAR 70 PR U6 B T o e B 5 470 e AT P T4t 30 s R i by e 56 K ChangeLog

. EXEREM

FESE R, A Identity Manager B8 CBEYR 1 AIBEYE 20 1) 28 =B (BEUA
3) PALIEEE . W 3 K5 Identity Manager R4t H %z, HE T —A
ChangeLog, LMEMBEY 1 MIBEYE 2 164E B 3 AOEdhs hHr OF4E — Al 174k
PHE 1: EmployeeInfo

employeeNumber*

givenname

mi

surname
phone

PE 2: orgInfo

employeeNum*

managerEmpNum

departmentNumber

PtJH 3: PhoneList

empId*

fullname

phone

department

= * RO T R S OB
FREXT S EE.

w42 P T 1 S 2 7R 0 1 5 4 s 1

B <== From Resource.Attribute
employee <== Employeelnfo.employeeNumber
dept <== Orglnfo.departmentNumber
reportsTo <== Orglnfo.managerEmpNum
firstName <== Employeelnfo.givename
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x4-2 AT AESH SRS EE (8D

B <== From Resource.Attribute

lastName <== Employeelnfo.surname

middlelnitial <== Employeelnfo.mi

fullname <== firstName + " " + middlelnitial + " " + lastName
phoneNumber <== Employeelnfo.phone

f5: BLE Changelog
15 L5y JE 2 )5 € X444 PhoneList ChangeLog ] ChangeLog. 1%
ChangeLog JH T4 & i J& 1 74 5 A\ ChangeLog 31t

PhonelList ChangeLog ®h#) ChangeLogView

3&%R i) SipE
empld N employee
fullname XA fullname
phone XA phoneNumber

PRI 1 ORI 2 TP E sk R AR, RG4K ChangeLog ik CRA G4 @
TR BN EBIRES (AR S S5 A% ChangeLog. HiE SUMIACKE 32
WOZAs B H B 5 3.

ChangelLog #1185 CSV X485

X} T ChangeLog 5 A LLE 55 Fi{H (Comma-separated Value, CSV) S0, [
A ATEL T AT RS S AE R

525 B AT R Y ChangeLog SO, il L 1~ i sl 8l R 3% “AT7 Wit
AT,

ChangeLog # = FHH PIAT AR B & o IXPATHERDE ) “Bel”, Bl A
“HITT (TR S IR R KA A PRE AR .

AR PR AR 5 AT IR RO . ST R R 1
PR C

ChangeLog Lk Java UTF-8 4% Zwhs .
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51

SO — P AR R . BEAIH e AR, flhn, o8 i f i i
1B BUERIEE S MIEREAE . 2SR ARG N changeType, RAUGE A T (FRon
WA . HAE ML N2 —: ADD. MOD Bk DEL.

A —H R N R4 H R ME—FR R (ESRBE) , B e rss — 4,
HASUH Ty %@t . %R 2 A ChangeLog F1 1 2 P K151 44 FRAHE -

17

B SOCPHESCHI TP SR AT Ah, IR AT H R S MR . XL — AT
FIZI 7s . ChangeLog M5 6y 1 T, - PRI A0 5 £ M Bk S8 50 A 5 1 g o
GARVAECIR

BeAt, LA R null  (BORBCED AURFRbRIC AR . 2 SRAS: I 1) B o5y e A B
{H, ChangeLog K5 A7 45 Hi.

(EHRAE SR 2 —ATHRE ISR Gt . SCHFI SRR .

e T: IZIS

o B: ikl

e MI: ZUAR
e MB: % i
XAKE

IAELLFAFRRTEXE N, AR5

o WMPEHEY , (2%, N Identity Manager ¥l il i A \  (RAFHT) FREAHE
R S AT L. i, i3 fullname HI{EE Doe, John, NI Identity
Manager 5 A\ F{E¥4 & Doe \,John.

o WIREES\ (RFHD F4F, W Identity Manager H4 I8 78 i 55 —A \ X3
AT X o i, i homedir MIME AL E C:\users\home, M Identity
Manager 5 A HEIEHE C: \\users)\ \home.

SAEANREOFHATA o WERSCAFTTZEIATHE, WA A

Zi#HIE
ZHEHIME L. Base64 4wt .
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% NAE

?I/MEE’J%JOJ“I&*U?I/ME EOX PP LLZ 5 0 b, P 5465 (A
[ Fl )

% ZitHlE
2 “HERMEM B ATT AR T —BEHIE  (LL Base64 %ifid) , (EIXFMEH LUE 54>
B, PG RES (ERI AT DD .

1B E T

D N NN IR L TR W g ey [ e S
columnl, column2, column3, column4

BESTRBIIER 3 51 B on7s il SCA

o SOAR (T) Bl eSO Som o4 715 A e

ADD, account0, —¥ESCARHHE |, column4

o ik (B) Ei¥ sl base64 Fifidig .

ADD, account0, FGResWE23WDE==, column4
o XA MT) KR F:

ADD, account0, [ —, ., =1, column4

o Z T EH (MB) i o X R

ADD, account0, [FGResWE23WDE==, FGRCAFEBADE3sseGHSD] , column4

E: Base6d T HEIREIT, GZ5) . [ (EFHE) . | )
FRSIATE

Changelog X 4%
B LEAL S I

servername User timestamp.sequenceNumber.suffix
S,

o timestamp & VUG SR FEAL 0t H S IS 1] o R B AT AH R I TV RR ) SRR A
— e
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*  sequenceNumber j&—Fi LRSI ML, I TREAEFAR D O 74, IXEEICAF
SRR AT BRI PR o XSO AN SO O — AR B
(G

o suffix /21t ChangeLog FCE & LISCAH R4, WH 2 .csve

BB FEFT
NP HILE ChangeLogPolicy X4 H1E X, M ChangeLog 151 H .

Zy:)
FEIAEMAG U1 b e A He -

o M4 7:00 FFis.
o RERIEHEE 3K, FREEHK
LRWE P SO 2R T L N 2R, (AR R P EE A5 301 )

myServer User 20060101070000.1.csv
myServer User 20060101070000.2.csv
myServer User 20060101150000.1.csv
myServer User 20060101150000.2.csv
myServer User 20060101230000.1.csv
myServer User 20060101230000.

N PN RPN

.Csv

.Csv
.Csv
.Csv
.Csv
.CsV
.CsVv

myServer User 20060102070000.
myServer User 20060102070000.
myServer User 20060102150000.
myServer User 20060102150000.
myServer User 20060102230000.
myServer User 20060102230000.

AW, 1 H 1 HA 3 e, FRIEG 8 /M, M 07:00:00 TFiG. 1 H 2 H 5tk
L, ANZFRH 5 H (20060102) X K #B5r ASTA] o

N R NBRERE DN

%5 Changelog BIZ
AT BL T 04796478 T-45'5 ChangeLog BRI ( .

o AR e HFLELISAT, SEAPFEGE . B OO eI S I AR IR AR E IR B
WA BEAT P S O T I g B 0 o

e ChangeLog X FefilbR#4F: {H DEL A7 10K H A4 account1d fH.
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o AEHIEEFE RS R] LA s T AR . i, mT AR E -
o FEFRURHE EHKEERCR, RN B RIS AT A .
o RE4/PINEE UG B 8:00 JT4G, ARIAHRE 4 /NINIEAT A (FE 8
M 12 80 16 5y 20 i 24 RiN 4 Rieeeee )
o AEARRFMING DL MISATIIA,  ALRIAAE 74 5 S AN BUP 5 SCA . W] LA
ot IR IR NI PE IR S (U N NN ¢ [ R e AR TR S B

o T LLEBEA ChangeLog #3075 i R 48 H il % . T AR H A&,
Identity Manager 45 N 45 ik A £ (MRS O S0 o A
AL “HH” HAEd s N EE .

H AR B e s (A v DL T DL R R E 2 — OB T

ADD Fl DEL) :

o VRS ANHEN . (BFRn, WRELZNHE, WAL= B
Fo ) WA M Sk 2 R HUH I ChangeLog, W) 5 Hh £idis 1 sk RS
PERF S HUE ¥ 52 A A

o BN HIREEE. B, IS INFMERERE, W R IR e A SR A,
) JER A 0 200308 e AN S B — I H 7 4% B BRI 300 S A PR AN FH — YR B 4L

o R REL T AT B A SO S N SERT I S i, 7E 2 SO
UGN 1 SCf. 3 SCAFILE, N 2. NSO, W0 R
AT E . B X PP 7 vk LB fstat BY tail -f£ 251 H.

BcE SR IEFEH

AT LA A B O3 SR "Meta View" XIAC & 5 4y J& PR A4 AFH LA R 620 i)
{5 BB AT LIRC . Identity Manager 5473 J& PEAI S 4, DL R PR B HT s I
FFE1) 1dentity Manager & 400 HFE)7

ERSHEE

TNCE GO JE Tk, 15 1E$E MetaView, #RJ51E$E Identity Attributes. 4 iR
"Identity Attributes” 7. N WoR T GTHIZR 6] .
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4-7 7F "Meta View" "iL& "Identity Attributes"

Identity Attributes | Identity Events | Changelogs

Identity Attributes

Click an Identity Attribute name to edit it. Click Add Attribute to add an |dentity Atribute. Select one ar mare [dentity Attributes, and then click Remove
Selected Attributes to remove them. Click Save to save the changes made to the Identity Attributes.

[~ | = Attribute Sources Stored Locally Targets

[T | employeeld AD (Resource) Mo

Add Atiribute | Remove Selected Atiributes |

Passwords

& Active Sync is configured to create users on one or more resources. ldentity Manager users require a password to be specified upan creation, but
mast resources do not allow reading passwards for security reasans. For Active Syne to work properly, you should configure password generation.

» Canfigure passward generation

Enabled Applications

Selectthe Identity Manager applications to which the Identity Attributes will be applied. These can be averridden for each application.
Available applications Enahled applications

Ehctive Syne §

Bulk Actions

I Administrative User Interface

ICM End User Interface =

Load From File

Load From Resource

Reconciliation ==
SPML
Save Cancel Impart

ERINS M EM, iE AT Add Attribute. SR EHERNBF LA )E, AT LI
VR R ILAARR T Uit . EMERE— 2D ErE, RPN ENE, &
J5 #.ili Remove Selected Attributes.

] PABE R — AN B2 AN BN 0 21 i Pk B M P A I Bk g g R
{EH5 Save 5, #AEA SERL

WRA ERES S R E, TIRCE S, W "Identity Attributes” U# WIREUR
MR (8 4-8) o 5 BT ) Configure the Identity Attributes from
resource changes LA [F) {5 5
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4-8 "Resources Have Changed" % /4 &,

A Resources Have Changed

One ar mare resources have been modified since the ldentity Attributes were last saved. Ifthese changes affect the [dentity Atributes, then they
should he assimilated through the Configure ldentity Attributes from Resource Changes page.

» Configure the ldentity Attributes from resource changes

#8
BCEESN AL, DAE Aol 5EI A . G Identity Manager )™ N
LHREHN, HBT RN, SR RVFERCE . GUR MR R A

i, i Configure password generation.

MEFEN ] BB 5 3 L DL 3 30 [ 20 G0 e 0 At B st ™ 1) 85 )

* Use default password — i FE LT, AR5, password.password £
G JR MR AT A B

e Use rule to generate password — 1% % e 7 L 43535 6% A= ple A HH AR o
password.password S 17 J& K A 3 5 10 R D) A= e 235 1

e Use Identity System Account Policy password generation — ZEF¢ L% L%
PG A B AE F ARG o R IE IS waveset . assignedlhPolicy 83 )& I
B A E H TS o P SRARTIC L8 1 PSRN LR i i, LA BAT G Fig
B&7 TR O U DARTETY SAcse AN K (v P iibu s 8= 3 v SR eI & 4
W& FR) A A S IR AT S

BB AT 4R Tdentity System I J SEMS T B 11 85T SEms bR il T
AT BRI A, DRk 5 4 0 3 A T

RN AR

f#JH] "Enabled Applications" X4 2N H] 5 43 J& 1 ) Identity System [ FH 2
F#. M\ "Available applications" X ik £ — M AN TR, AR
"Enabled Applications" X 1. 71 %il7 Save J5, #IEA /B

3 % {i5 ] ChangeLog JhfE, AU HIE SR SR . 45X Eaifs
B, B 199 LK “EE)REERE .
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RINFRES DB
7t "Add Identity Attributes" j15}, "Edit Identity Attributes" J{H1, #EATLLFEHELL
NINEVE T LiRE R Y R

Attribute Name — i FF ot N @ PEA PR APTERSERGERINE h 34TSR O
PHERCU 4 H o nTERAER S Oy @ PR P i R B Mk £ ¢ BRSOk
HE I A

Sources — EF WL N, HTHEALSOEENAE K37 st 4T
PPAL, AR ER S JE PR R E N S — N E null {H

o Resource — iZ{H>K AL & B 1L & B PE .
o Rule — iZ8K AL & B A TEA .
o Constant — A W & A FL AL FAE .
il O ATRLRAIOEAT, DA — M. FRhiliss i - G
PUKR HN B . SRR E TR, i f e i Sk AR A R 4% T sl e 1
Attribute Properties — il F It X 380 ] $i 5 £ 03 Ja 4 1) e 1k 1
o How to set Identity Attribute — % #% L F AN — W45 7E Identity
Manager K¢ U] 75 55 BE S PE AR -
e Setto value — {EJTH Hbr LA ISABCE S 00 J& MM . PRIt I
S e E R S P AR P A NPT (B T B S, i
eI 8 4 ) B
e Default value — fU7E Hbr LR BN, A BERVEHE.
e  Merge with value — KHERIN B ILA(H . 5 RMERAOL IS .

> Store attribute in IDM repository — IEFEIZIE I N] LATEAS LK £ 43 )& 1 A7
fifi7t: Identity System RZGf5 B . W1 AL 54y J8 k5 il £ i Identity
System {17, sl TSz @ IR AL BE AT, TS L RRILIE .

> Setvalue on all assigned resources — WIH N AESZFe Gy J& PE I PT A 270
FCBE s b4 R BCEIZ R YE, kSR

Targets — EFER A IS Y BYER ARG W R AR Hir, MHT Add

Target. ZEMFIRTMMER HAx, WIEFMN HEr, )5 1 Remove Selected

Targets.

ki OK &4 J& PEIFIR [H] %2 "Identity Attributes” 7. 205 "Identity
Attributes” 5{_I[{) Save A BELRAFANIN I 5 43 J@ 1
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wAn B R EEIR

W RAUKE S 3 )& 1 ] T ChangeLog, WA G 4y J@ B H bR it dn RE24f

H ChangeLog, {HIEZLAEHFRAER “H AN Kl i) R P R 2, WnreL

NSO EYEBCE Hbr. WEAAEM HAR, W MetaView KA 5E 473 & P4 HOAE,

AN 22 X AT AR At T 505 T I A

HEAT B LA I 8 B 5 3 S PR A H FR B UL -

e Target Resource — IEFERF BCE L & G40 B YL H bR 5E U5 o

o Target Attribute — ZEFERFIAFIZ AR F bR B8 U5 & 1E R 44 5K

o Condition — EFEEISAT I, U T 5 2 77 S0 G b B U5 1A
SE MG ETE . SERURE IR [EME true B false. WIRARBCE S, WAL SXTIE
JE AR H bR R .

o Apply To: — GEFEFAFIAY, KeAT X L8 A0S 1t F by B8 U 0 B 1% 58 1 543 )
Pho REREIE “ A fF” LR E 2 17 N B E H AR R

Hihy OK BAVR N H bR 985 12 7] %2 "Add Identity Attribute” J15 "Edit Identity
Attribute” 71,

fIER B AR 2R
FMBR— A A B, TEAESIR PRI H AR 58, )5 #.di Remove
Selected Targets.

SANGHEME

R A G 3 JE PED RE T LAk #E— A2 A EH T3 AN ZE 50 s P A
Identity Manager K /)7 5 AN IR A, SRJIERE IS0 HEN O 5 0 Jm 5
{HoE, AN JE AT RETT Z24 4 5 00 IR 1

HEFELUR AL

* Merge with existing Identity Attributes — W1 LIEFEILIET, Identity
Manager <¥ S ANME S IE S0 BYES I R RIEPRICIEDT, W /eiE bR
S0 @ AT A

e Forms to import — M "Available Forms" X3 H ik £ — AN B Z AN R PR 7w 5
)t

iy Import LLF AR L. K R "Identity Attributes” U8, ILrRa1H B¢ & 4y
JR PR TFI 5y

Hifi Save DLORAEXT B 43 M ) B 4
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E WMARH G0 JE TR AT T ZEHIE, Identity Manager 4 27 "Warning"
O Hh A — A A . i OK W] BLIR [ % "Configure” X
k.

B ESDEH

ST B4 1 Identity Manager & BE( ¥ JSIC B G 8 F00E, L SAECEE I 12k
BOSEARROAT Ny 755 0 PR r s ST K AE 0 B 5 DA, DA R 2
FRO T ] LI HAA AT 458 4 LA 265 4 0 R )

i, AT DARCE B FE0E,  DAR I T fi e S 3k 1 B 03 FH P R0 i A S0 Ath B ik
FHIFRAN %85 (Human Resources, HR) Z % L [FIMIE,  FE0F SLARH ma R

LINLE S A, HILFE MetaView, #R/51%+E Identity Events 210 . 7
"Identity Events" 7T I, Hii; Add Event Jf-4& @ FHIF2EA . ] LU il %
"Identity Event" 5{_E {5 AF I8 2 LU R WL IOR S8 5 03 41

e Event Type — i£#% "Delete". "Enable" i\ "Disable" LA$5 & lC & ¥ &t F1
i,

*  Sources — EFE NI G A BEIL (FI AT Active Directory 4y AD) .
L SR B A RN AT I A N A (RO AR ARLSHE) 3
1t determined by 7B IEFEH AT LLES AT R 8 5

* Responses — M "Response” #I|3& EFEMN, 211l Add Response DL
I CHRARE SRR o EEIEFESR PRI, S5 IEFEAT NN, 4R
J& .11 Remove Selected Responses.

SEMIEFE)E, Hli OKG
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B & ldentity Manager Tk B&

B A AT LA T ARG P 7 SR (5 B A R

= &
TARKRE?

Identity Manager 5@ il #37. Identity Manager K /" ID 6 SR B RFAE (1 B
i, %} Identity Manager F J* 15 & P il o

= Identity Manager i J it J 87 71 J - JREOG PR 0 1 T S . 28 11
OGRS AT TR

AJ{E "Policies" T G M %4 Identity Manager ™ 5. £E5C A ik
Security, SR/5iLEFF Policies. 7EW/R AR T, AT LI 4E LA SN A0 1 1 5 1) 3¢
W o

SR A% LA R R 732K

* Identity System B A 5E& — AL B LS GG UE SRS UML) R . dl i
"Create Organization" #l "Edit Organization" 7T A & "Create User" 1 "Edit
User" 70, 7] LUK Identity System k)™ 580 (£ 4-9 @50 73 Hi4s 412 8]
St
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4-9 Identity Manager 5 #&
Policy

Enter ar select policy parameters, and then click Save.

Mame |Identity Systermn Account i

Description |A palicy that checks the palicies for the account.

User Account Policy Options

[Tl Accountid palicy INone 'l

[i] Locked accounts
expire in

I @ Minutes ¢ Hours ¢ Days  Weeks ¢ Months

Password Policy Options

[l Paszword policy

[i] Password
FProvided hy

[i] Expires in

[flvarning tirme
hefore expiration

[il Reset option

[l Resetternporary
password expires in

[i] Reset Motification
Option

[l Passwords rmay
be changed or reset

[E] maximurn Mumber
of Failed Login
Attempts

|N0ne j
Iuser vl
I @ Days  Weeks ¢ Months

I @ Days  Weeks ¢ Manths

Ipermanent 'l

I @ Days  Weeks ¢ Manths

Iimmediate 'l
ID times in I @ Days  Weeks ¢ Months

—

Secondary Authentication Policy Options

[il For Login Interface

[E] maximurm Mumber
of Failed Login
Attempts

[i] Authenticatian
Guestion Palicy

[Tl Angwer Quality
Folicy

[E] Allow User
Supplied Guestions

| Default |
[o
Al -

INone 'l

r

A LR L B e A 47 -

> User policy options — #f & Identity Manager £ " A~ i 1 ff [0 56 4iF 1)
FELINY ey A0 31 P bk P
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> Password policy options — BB &5 E I U], BIIHT A% A i) BL A TR
LI

o Authentication policy options — ffi & LA A5 2 i) F P S 7 B AiF ) |
o A A AR BEIE 8 CR e n) @, DR 7 AT LA FH P o5 1 i) 7t e
(5% 10 M iEl D .

e SPE System Account policies — MHEME KA LRSS B iy SCHL PG ], AR5
AL AL P BRI IR SRS TN 29 K. 8 i "Create
Organization" 1 "Edit Organization" U A /¢ "Create SPE User" 1 "Edit SPE
User" 70, W]Hf S0 7 B2 4L 1 .

*  String Quality Policies — 74 3 iU i SIS W AE# Y. AccountID. KrilE=5 5
W, T RABCEAS R T AP, ST DABCE SV R AR (.
Felg R E BB Identity Manager %8R, HAEREANE L BT ®RE . E
4-10 g 1Al

4-10 B / G 3 R s
Edit Policy

Set up password or account ID policies
on the Create/Edit Policy page...

Enter ar select policy parameters, and then click Save.

Folicy
MName

) Authentication -, Authentication |
Policy Type & Password ¢ Accountld Question [ Answer [ Otheri

Description |Adefaultpolicyforpasswords.

Enabled |Rule Name Limit Value
|1|I_Ren|gth I Minimum Length |4
ules
v Maximurm Length |1 6 ...Selectthe policy to apply on
each Create/Edit Resource page.
[Z] Minimum
Mumber of ; -
Character - [l Paszword Policy |N0ne J
Type Rules I . I—L,
T D [l Account Palicy |Mane
Fass

AT LUK R AR 7 TD g 85 AR 38 ZTURT AR U0, 475 -
o Length rules — il & st /Ml KIS o

> Character type rules — W& 7 RE. 7. K5, N5, EERIFERFR
e /N R SR VHE
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o Password re-use limits — ¥5 & 7E {0 %0 2 GiAEH . ASREF Bl H (1) %
MEREGE. SR S IER, Bk S Iy Sl sk T LA,
DABA IR AL B M — 0, T 22 R N, DLRAT SR K8 725 4 B AR AT
TR 5 AT LA .

o Prohibited words and attribute values — 5 & N EEVE N 1D 5S35 1) 20 1k
T8 438 FH 1) 2 am] A

PO
REPASETREME
A {E UserUIConfig BUEXN Pk “AGHE” @Ik AVFIXE . UserUIConfig
g ) R
® <PolicyPasswordAttributeNamess — HHEISHY "Password"

e <PolicyAccountAttributeNamess — HKHEISH "Accountld"

e <policyOtherAttributeNames> — HMEZEH "Other”

i SENE {8 Identity Manager 7] LU IR P Zodls PR %50, DL DR i A 5

PP Identity Manager 3R i g B TAth SFEms e & 45 A A 10 07 0k
SR T B A AR RE ML 8, DTS A P ot AR M H A 2R 00 v A Rl o e )
.

TR T RS A RS AT BB R B HERR AR . (MRS
"Administrator Interface" %1% "Edit Policy" U] "Must Not Contain Words" 1%
TSI o )

—
%/
%

i ﬁ

E?ﬂi%ﬁlﬂ%
BOE LG,

o PUE T USSR SR

I

IR PN SE S (R

1. R IERE Configure, 85 EF: Policies.

2. il Configure Dictionary {5 "Dictionary Configuration” 7.
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3. IEFIF B A

o

o

o

Database Type — W& 5/1] 7176t 7 M EHE A28 (Oracle. DB2.
SQLServer 5 MySQL) .

Host — i AN %6 IEAE L ihia AT (1 LN A K
User — %l N3 21 cdfa P2 2248 B0 0 P 44
Password — it A\ 242 B EH I A8 H 1) 2% b
Port — 4 N ES ks 122 1EAEATT T AR i 11

Connection URL — fiy N BAEFZEFE I8 ) URL. a3 F DL B AR .

sh— Tl
$p — ¥iig [

sd — Hdle o AR

*  Driver Class — i A\ 15 #udli A8 LN T ) TDBC SR/ 2K
e Database Name — il \Kr 22 &3 i () 25040 1 44 P

* Dictionary Filename — % NS5 A7 BUNE HT 1) ST 44

4. il Test AR A FEERL

5. WAUERNAKY), Tt Load Words LUIMZL -t I#AE S5 e 2 L5
B RESE 1K o

6. fiil7 Test LU OR IE A% I 7t

S o SR B
M Identity Manager S X S HL 5 ML KIS . £E "Policies” BTH FfLily DL g 44 5 3

W% . 7F "Edit Policy” ', 3E#¥ "Check passwords against dictionary words" i%

Tio 7 LRI SCIUIR ARG MR 7 S ORAG 70 A7 BE 51 2 ke o
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B 7 X T HMER R

Identity Manager il Fil Hi 7 HEPFRSEBOCRE (S ST E SR AL P At . AR
G E LT A AR -

130

Access Review Notice — KiZEFH B H )7 U5 PR AE L. 400205 1F a2
AU ) SRME F B R, ARG A E M@ S0

Account Creation Approval — [rjfit#EF A ILAN, AT HK - S5 AE HALE
A I "Provisioning Notification Option" % & A HLHER, RE K% ILIHE
pI

Account Creation Notification — KL%, 512 HIRE M (B aI g T
—AMK P . 41 "Create Role" 5 "Edit Role" U [f] "Notification recipients" 7Bt
FHIEFE T AN LA, RGaRIA I .

Account Deletion Approval — [r]ft#EZ ARLAT, 55047 I ik I BR e
SR HAME . *47E "Create Role" 5l "Edit Role" H[f] "Notification recipients” -
Boh it T A AE AN, RS RIR I

Account Deletion Notification — & 2&M A0, 5501 S MIERMK .

Account Update Notification — [r] 45 & L1 W/ My bk i FH P 7 5 22 3 4
AR

Password Reset — &% Identity Manager %15 il 4l HL4 A4HC Identity
Manager FME EFEIY "Reset Notification Option” i, RZiex Ll (7 Web il
BT EE AR I B Y ORI, B ) R T AT R S R ik
%?EHWF

Password Synchronization Notice — i A1 H J7 O ) 58 Jnt A7 B i 255 6
B XA RIS S S S SR BB, SRR Fi W o B SR SR R YA

Password Synchronization Failure Notice — i %11 i J* A e Zh 5¢ Jlkd i 45 % U5
(IR S e XM IR AR S R %, A 4 ] T8 B R SR AR AU

Policy Violation Notice — A Ix ik F' U0 AL S ML )3 %0 o

Reconcile Account Event. Reconcile Resource Event. Reconcile Summary
— Z3 5l i "Notify Reconcile Response". "Notify Reconcile Start" ! "Notify
Reconcile Finish" BRI\ ARG o 38 50424 AR RN ARG - L B R IE
Report — [ & (K] FIMI T N AL A IR -

Request Resource — [n] ZE Y B GURCIRTA A, 5 AEAN PR OOl sk . M B
G "Resources” XK G, RET AL MR

Retry Notification — [i) & B GUREI A, 501 DA HEAS B S0 18 8 8T
R ilE, (AN .
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* Risk Analysis — KIZXEE TR o 29— EE A BT IR AR E o B
VEAAHE AL R T I, R RIB AR

e Temporary Password Reset — [i] ] ) sl ffy (0 ffbHEFT A2 %0, 5 40 L2k
FUPRAE T I I 2R . AR R AHOC Identity Manager SIS IEFE ) "Password Reset
Notification Option" ff, RZ< LBl (£ Web Wi ast) S H - Bomidsn,
FIEHTMBLEEE HI ™, B R i1 ISR 40 A ettt .

YmiE AT R AR AR

] DA I o X B A NS R ARTR T, A YR AT 58 B — AT 45 51
ARSI, Fln, el EEAREE SN LR i R E € X "Account Creation
Approval" FAR LURHEE R 5 5 200K 7 bk v

H# 2 http://host.example.com:8080/idm/approval /approval.jsp PAHLHER
$ (fullname) BEMK/ .

5 SR FARBEHE, WARITEL F 8 (%5 B4 "Account Creation
Approval’ B 701

1. AP IS Configure.
2. 1t "Configure" 5" i£#% Email Templates.
3. i LL%E#E "Account Creation Approval” Hiff .
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4-11 S LT IS AR
Edit Email Template

Enter attributes for this template. Click Save to save your changes.

Template

e |AccountCreati0nAppr0val

[L] SMTF Host |mai|.examp|e.com

[Tl Fram |admin@examp|e.com

HE |
HE

|1|Subject |Appr0va| request for §ifullname).

EIHTML
Enabled r
Flease visit hitp e example. camfidmi to ;I
approve accaunt creation for $ifullname).
[Z] Email Body

[
Savel Cancel |

4. KB RGNS S
o {E"SMTP Host" ‘FBH, i\ SMTP Ai4% %4 Bk DT K32 B 1~ iR 2R3 40
o fF "From" FE&H, BEX KM,

o AE"To" M "Cc" FBUH, HN A mE AN KIS g I K L R A
Hl5% Identity Manager MK/

o {t "Email Body" 7B, HE XHNAELLEMEIR ) Identity Manager 17 )
a5

5. i Save.

1] LLid ik H Identity Manager IDE &2 L1 HIB{ 154 . A 5% IDE PE415E &,
i 2 W, Identity Manager & T.H..
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B FER AR P By HTML F0%4%

A DAZE L T HB AR Hh 4 N HTML #$2CI N 28, Al 2 76 H IR0 S S oo
WA LIAFE AR, B LS B Web 58, 8 H HTML #& SN 2, ik
£ "HTML Enabled" % .

BFEMFIEXFRFERNESE

WAy DALE IR O E SR B AR RIS, O $(Name) 5 Billur: 1&150
$ (password) K&,

I RE T REARAR STV ) AR

= 4-3 B FEMFER T 2

iR RFHEE

HHER $(password) — H4E B Y 58

B $(fullname) — A A B9 EFR
$(role) — ARG

EHTE A $(fullname) — A A9 EFR
$(role) — ARM G

wE $(report) — E R EIIR S
$(id) — £ 5 L HIH4RED ID
$(timestamp) — F&F B4 % 1% BB i)

BEXRER $(fullname) — A P HIEFR
$(resource) — HiFLEE!

XS 53 471 $(report) — REE IR &

[ gt $(password) — F4E K AIZE

$(expiry) — ZRIEIE B HA
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BLE R ITHEMNEITEH

R AU B AT DA s AR T e R G F . WO v 4L A A
BV BEALRE .

FNCEHECEA, WAL Configure, SR/GIEFE Audit.

"Audit Configuration" JUR WoR s tH 4L, SN AT EE —DZ A HrE. X
TR, BRI SR RIS Al

b mIFR A [ TR LR "Edit Audit Configuration Group” 7. BT R 1R 1E ¢
HUF AR, KA RS o H R v B A il sOX SR

KA 215 ik P "Enable Audit" SZIEHE. 5 FR SR HE LUZE T T R 4¢

mEHITEEEAPIEN

TGP AR, ] R GRS NS BR R . AT LA, 15
"Actions" #I T TR H M iZ N5 255 ) Available X187 %) %] Selected X1, 4R )50
ii OK.

BB AR NE Y

BAEYURAINF:, W New. Identity Manager K F -5 2 UL 8. A
KM "Object Type" #I TPk — MR R KA, MRJ5H "Actions” 51— e 2N
H AHTA 5 AL " Available” XI8F8 2 5 "Selected” X4k, Hiti OK K S fFu3 in £
%4l

Remedy £ R

134

A LK Identity Manager 5 Remedy IR 55 #3550, MITIAS 2 BERE AR i 45 52 IR
i% Remedy 541

7t "Administrator Interface" FtfI 1) PN X 18 % & Remedy 51k

e Remedy server settings — i id 7% "Resources" X614 Remedy % ik &
Remedy ML . PEURBCE EHG, T IGNE R LA ORAE BT HY o
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¢ Remedy template — Remedy X & 565, & X Remedy Fifi. ZHATIE
#AFE, WL Configure, #R)J51LF: Remedy Integration. #A )51+ Remedy
B U RN B Y5 o

Remedy SHIEA)E 2@ Identity Manager T/EVALE 1. ARG fLr, wILA

FEAR I O SRR A @ I T AT I, LATIT Remedy 53HiE. A SGHCE TARRH)

A5, 152 U Identity Manager T /% &R

(=== . og M. o
Bc & ldentity Manager BR$5 8818 &8
AT YRR E T RS A % E, LM Identity Manager IR 28 U THEAES - N
It, W5IEFE Configure, SRJ5ILFE Servers.

B RN RS2, TAE "Configure Servers" UL 51 IEFE— AN RS- 45 -
Identity Manager ¥ %t/ "Edit Server Settings" 7, " 7EILrgmiEthilfey. A
PR TMX FHH A 1

Al \rL |===]
AR EE
BRNEDL T, WhARE i B SR 7E "Edit Server Settings" U1 F. #& A H252 BRIMAE EL
HUH % E Use default ¥E30 LATR & — M :
e Parallel Resource Limit — Fi5 & I #2777 JFAT AL BE 1) B K B2 U540

e Minimum Worker Threads — #i& & Vi 5 PR 40 28 R R0 SR AS RO AL BR A 1

¢  Maximum Worker Threads — 5 5& W i 2 /5 0] 4 F AL BRER AR ) e R8s . B
PR A 80 TAE BT R REEG Xl BRI T R FE 4.

. | S o
HEEFRE
¥ "Edit Server Settings" 7 [ #.if; Scheduler LA il EFE P IE I . & T 252 BRA

{EBEEUH %8 "Use default" 3 37 LLHR 2 — M :
e Scheduler Startup — L R 1K) 5 AL
o Automatic — A BIIRSHIN B HOAERIAE BB
> Manual — B3RS E S, ERFFEHMS ER T30 )H 3.
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o Disabled — B8k A A B
e Tracing Enabled — 45 Ml 50 ] s 1 228 Rt P xof bt 4 1) KRR

e  Maximum Concurrent Tasks — EFE I IE TR 0] 15 & VA B FL I A6 AT 2 I 232 AT 1)
R R B (BROATEILAN) o X AEa iH PR s ) e Ath AT 45 1378 SO i R IR
oAE A AR &5 2% LB AT

e Task Restrictions — #5¢ " 7L RS54 EHAT LS 4E. Mk, 15T 441
RPEPFE—ANREMES . RSP T DOR 5 5 R i bR 4136, X HL
T REIE R LT . TR RVFBR AR P IR e AR5 AN BT A 4RSS CBRIAT
M) BA ARV AT

Fiti Save LLORAT X IR 55 4 BEE A0 S X

BRI AR 55 28R &
i "Servers" 32 I ) Email Templates 1§52 #kik SMTP 4545 & -

i UL TR, 8 BR Use Default 3215 4 A LA F 0824 R 45 7T 45 52 2R IA
BT IR IR S 4 CERINEDLERAM) o S A SCARE A T8 4 i IS A AR
smtpHost "% % .

JMX

AF I B T R TMIX AR e 1) IC B R 2R RE () (I Bg o 38 e % 1) Identity
Manager ¥ 5L Jf-#.ifi Show MBean Info #4411 1] £ F WA 1) TMX ¥ .

LA IMX B2y, 355 Hili "Servers" IR ) JMX,  JRIEFELU TR LI :

* Enable JMX — i JHILZE I AT J5 H] AR AT TMX HiF4E MBean [FI5E#IZeRE . )5
M TMX, TS BRERAIEIT (i HERINE [false]) -

E T A R R AR S B0, T AR B8 TMX IR B aE 30t

*  Polling Interval (ms) — Jii Jl IMX Ja, Al A ILIZEIA] 5 S0l 55 4 48 i R S A B
JE S RN TR R o 45 (FIRE (LA L) .

BRI AR W 1] B B2 B0 60000 280 . SRR, TR BRILIE I A HE I 7E
FAERSA 7 BOH A BT

Hiily Save DLORAEXT R 55 a4 B B I B
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(=N ool RS oo ML Ea
BRI S B0 E
BRI 25 45 v B D) Re AT LAY & T A Identity Manager IR %545 BRIN S . BRAE
TAER A RS A BE T BT T AR RIERE, 5 W IR ST 245 kR OX S 1 . 244
BRNEE, 159l Edit Default Server Settings. "Edit Default Server Settings" i
TR 5 A S5 i B AR TR] R 0

FrAFE CHOHIERAZBUE R "Use default” 1EI0, 75 WX REASER IR 55 85 1 B 1 S
23 N P BIO0T I PR il 55 4 B o

HLt Save LAGRAERT R 5545 1 FL 4 B 5o
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AFEAYILE I1dentity Manager 7 4t #UAT—

AT 1 Identity Manager 75 5 i flIZ141,
firts . BRI BLA (5

FZLUR T8 E BT 04 -

e [ fi# Identity Manager & 3!
o QU REG

e T fi# Identity Manager #4121
o A4 Z!

o T HSRIERN AU L

o TRANEFIRLGE

o AR EIAT I DA A

o EHHT/ENH

o IRk EHE

RIVE BPAES M SRR, il
EA4A1E 1dentity Manager H nfif i
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T f# |dentity Manager &8

Identity Manager & P 51 /& R 9"} Identity Manager BURIH o BT LLgES7
Identity Manager & #1 I k5 2L :

o HIKS
o REGUNG, Bl B
o #Z

Identity Manager LA 45514573 BiC T #1350 H 77 U< 23048 B BURTR] )

e 1XEE. X T X Identity Manager 7+ U2, A (0 S BE U507 il AR 1) — ZHAL
P

o STIAL, NI 7B, A B U AT DU BAZ AL 2P DL Ry 2
SRR T RS S

TIEEIE
ELENF N, PATE RSP E G B ERr @ o A 2 FhER 57 . EIR 2150
T, BT ERAT R AR o E PR B R el P R Y Bk A BT 4%

filan, BT A K A 504 Identity Manager H17 K . iR S E A
B, AR 5% AT BEAN T 22T 50 T B H ik 1R B Ul R 48 TP AR A R A 10 4 21
AR E A

Identity Manager X foVFE PR 03 A5 MV B € 1K 52 SGIEH A IIRSEXT 4, DA
R SCRFIR DT AR 73 FH 4B A PR

Identity Manager 3 ¥ 91 M S BUA4 il R 05 2D 240440 B A (R DA«

o R S L 0L (R T B

o ity Identity Manager FI] 7 G FIZ 41 57 /65 B 5 91 1

o LURCAEIGR R RO E AR AT S

YL I P SR P, 46T BLZE "Create User” BUT P i 4T

BT LN "Work Items" IR ZHT TAEDH , Bl k. GRFEMER, 3§
Z I 179 T LR “TACTAETH” .
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Varlas o |
BIEEER
ALY JE Identity Manager H] /™ FIAREE!HE Identity Manager 4 3L 63 . @1 0l
BRI, AR R 2070 % P S A B

o FREIZHI AT LU 411

o (R P EIRA L NS FUALGE

o EFEIZH SRR I S0 Identity Manager P EPEAE A O B (iR AR
BURE SE VPRI T IX e A1)

o UEPRERMCRTHALE SRIGALHE S Cr RS BC AL RE S VFRHE LTS RO

T BBUR, TS A L Accounts DL, % Identity Manager

"Accounts" X, X THH Y, 1L "Create User" Wik Security 215K BLJ)

[(N=g A=A

TR L BRI LA R, W AE "Accounts” BIFRTTERE M T, AR JE

"User Actions" ¥ H1 1% +% "Edit User Capabilities" LAZm#H 7 AL RE. T EIXHTIT

() "Security" F HHEAT T UL
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51

"User Account Security" J1: F& 2 & B 7 AT R

To assign capahilities to this user, select one ar mare capabilities and one ar mare organizations, then click Save.

Available Admin Roles

Assighed Admin Roles

Admin Roles

Available Capabilities

Assigned Capahilities

Access Review Detail Report a
Access Review Summary Re
Admin Report Administratar

Account Administrator -
Admin Role Administrator
Appraver Administrator

= | |Auditor Administrator

Bulk Account Administratar

Bulk Resource Password Adr

=2 | |Capability Administrator _ILI
»

K1 ——

Selected Organizations

[i] ) - .
Assign Audit Palicies
Capabhilities
R Assign Organization Audit Po

Assign User Audit Palicies
Assign User Capahilities -
“<|”H' | e
Available Organizations
Top:Auditor
Top:Austin

[l controlled Top:Austin:Development

Top:Austin:Development Test

Diuantzations Top:AustinFinance

Top

Top:orgl
EuserForm |Nane
[i]view User [Hone
Form
[i] Forward
Appraval INone 'l

Requests To

[il Delegate
Work ltems
To

|N0ne j

Save | Cancel |

P AL,

LA ST AE PRAZ I«

* Controlled Organizations — %+ ElE ML, 1% BE 5L AT AR HIE E 4
U LA R AR 5y R AR b Tz 2 N AT AR xS 5 8 3

RS L E 20 P25 b A A

EHE— 200 o I ZHEIEIX I T I o

* Capabilities — 7EJL B 4% I ZH 23N IE B A 10— a2 AL RE . 7
7% Identity Manager fUAEITEANE RANHIE, 1EPI1LEE 4 55 “BCE” .
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e User Form — LI 51 70 Q1 i Fl 9w Identity Manager F P PR H ) H
IR CHNRAMS T2ALRE) o WURANHE I FCH P30, & B B kR 4y
Fees Jo @A 2 FH P 2 5 Jﬂﬁiﬁimﬁ’lﬁFlf'/\ﬁiﬁfugf?iméﬂéﬁljﬂﬁiﬁﬁ']
(ERCIE L

* Forward Approval Requests To — /M7, LKA 24 A At HE K
MRk M. TN "Approvals” TTHEAT I B LR E

* Delegate Work Items To — {ifl f b 304 & HI K 7 (0 R4E (AR ATADD &
LI E IDMManager. — a0 ANEE R, sl H Ze bt nE A pi) .

l_l:L,\ E EE J\})b.

e FH P R oy Fo g AL VRV B B, BIVRT S S P A R o2 A B LI o AE AN
il ﬁXﬁﬁFF%E’JWInJ

*  Organization — QAL JrACIZALNA KA 8 B O3/ 6 I 9 i
Identity Manager HI /™ IR F A 7 2 0 AR 0 A5 P O3 st B ) AR L o
%Eﬁ[ﬁuﬁ IR . R O R Jiéﬁéilﬁixﬁﬁ, Identity Manager 4
PN XML FERIR . WIRARAE R A LB E R, Identity Manager 231
I 25 G0 T B R

¢ Administrator — \Eu)ﬂﬂ PERLRERS, ALK P 3R o il s B B L o
WRARSHTR Y, FRASMANHS HALRFRY (83, ERE NIZHL
BEH R IR ZR A ARG E PR E R BRIAR ) .

H4w CPUE” N LG N E Identity Manager #(E .

EE&F"*’EEJ\ R

B GYEE AT DA 20 C T PR A S CSORCRE 6 B DA AT S B B A
EE&

BB AT DAAE R A R A A B B
e "Accounts" [XiF — EF|FRPIEFE L, RE7E "User Actions” ¥1|38 P IEFE

"Change Password".
e "Edit User" 71 — £+ Identity & kiR, SR/EHAB L IFHIA
e "Passwords" Xig — M ANE B A FK, SR )5 Hiili Change Password.

R N AEZA T, AR5 i Find DL AT VLG

143



PR BT )\ "Passwords" XA FE 2 H )9S, %3 Passwords, KA EFE
Change My Password LAVj 1) F B R4 3 5 5 BL

= JS 0K 7 1) Identity Manager ik )™ S o 2 55 00 BRI 25 AF, il
SRR, T RURT I AR . Tt i PR A 1 T LA A
BB PR U P ALY D SR

I& AR IE 5 IRE

T PLE —NIET,  DLUEDSRAT B AR AR B SE 0K 7 A2 ST i A JL Tdentity
Manager &3 # . WA, WHZK 7 BRAEAREgR L.

SCRFHE T Identity Manager U124 :

e i H " (account/modify.jsp)

o %Y (admin/changeUserPassword. jsp)
o ERH Y (admin/resetUserPassword. jsp)
T LU B9800 vh i L IX AL T -

HiR A PR

¥R BT 7R AE account /modify. jsp JUAR % B IHIETR :

requestState.setOption (UserViewConstants.OP_REQUIRES CHALLENGE, "email,
fullname, password");

b, ZIEBRER SN AN BB AR SIR (BLES 7

B

e applications

* adminRoles

* assignedLhPolicy

* capabilities

¢ controlledOrganizations
* email

e firstname

e fullname
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¢ lastname

* organization
¢ password

® resources

* roles

“Change User Password and Reset User Password Challenge" Y& IR
Y4 R BT 7R AE admin/changeUserPassword. jsp 1 admin/resetUserPassword T H
BB I

requestState.setOption (UserViewConstants.OP_REQUIRES CHALLENGE, "true");

Hdr, EWER LA true B8 false.

B D56 IE 0] R [E] &

fi#H] "Passwords" X 858 i LU 48 Ak ) AR ] B M1 o AR AT, R
Passwords, #AJiit# Change My Answers.

A RBUERPEAE S, 52 W 86 UUEK “ M/ Bk .

BEXEEGFEPHEERRARETR

A LLYERLEE Tdentity Manager 4 B 53 ST GURIXR - (4 AR X80 4% g 1
i an v F IR B A FR) AN 2 4% accountld Sk %7 Identity Manager 5 2 53 :

o G CRRAEHEIETNS L)
o fthk

o IR/ Gt

o QU / AT

o IR/ GitHAZ / HoRER

o ikiE
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LML E Identity Manager DM H] s 40k, wlHf LUK A AR N2 UserUIConfig Xf
%

<AdminDisplayAttributes>
<Stringsattribute_name</String>
</AdminDisplayAttribute>

B, ZAEH T R R AR 0 SR A RK, DR LU R Ak A ki n £

UserUIconfig:

<AdminDisplayAttributes>
<String>email</String>
</AdminDisplayAttribute>

n L]
7 fi# Identity Manager 2H4R
A VP
o GTEAER IR A FLH] bk R B 5
o [RHIXITRIE. N A EFHADL Identity Manager X % 1177 ]

A G LA TR AL X BRI A SR A R P AN R, 7T DL BT BBy
Bo Ao AN HARA L A DR N SRR

JIifi Identity Manager /7 (G4EE B 5D #EaisaBiss 418l R dnT DIy
7S B4 AL Z

Identity Manager & ¥ S B 540 BL 442 2121

(el FER4ZEAE
1t Identity Manager "Accounts” X @I 4121, ZAIEHAD, AT FPER:
1. {ERPF T IESE Accounts.
2. 7F "Accounts" 1 [[f] "New Actions" 7| ' #% New Organization.

R BARAB Y R AR IR e A B AV, WA R TP IE A,
SR M "New Actions" 41| #%1%+% New Organization.
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5-2 YtB T "Create Organization" i %t

5-2 "Create Organization" it #&

Create Organization

Select arganization parameters, and then click Save.

[Ename | g

[i] Parent
Organization |T0p J

EuserForm | Nane |

[ilview User Form | Nane |

[i] Identity systermn -
account policy |Inher|ted J

Available Assigned Appravers
Administratar

Configurator

Spe_user

[il approvers e

[ilUser Members
Fule ISeIect... l

Available Audit Policies Current Audit Policies
CostPolicy

FurchaseOrderPalicy

iowel Policy

[l Azsigned audit
palicies

Save | Cancel |

KRR ECLGELR

AL — NP, IF AT B 2 AU . dZU8R 5
1% H LT AR E |

o HIE (B7S) 9B — 1F "Create User" 5 "Edit User" 71 H P B LA AH

21, (&F Identity R FLEITR LU 7R "Organizations” 7B. ) H T 2k H
orms — A,
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o HMMIREN (F7) HBEC — Wb Eegh 120K H 7 3 & il g% 41218
VPATZALZ, BRI —4% ) o Identity Manager ##¢E N FI15 50 F VT
At FH PR 3 KR ¢

o FIHAZL BRI

o BT (A "Find Users" 50 , G538 HA I A ZH 3 i)
EDa

o VESRVTEIAT, I H 2R B G5 A e b RN (1 2R

M "Create Organization" 1) "User Members Rule" Bt ik £ H - Bl oAt . &
5-3 W T H P R o= 1

& 5-3 B F P R L

Selecta rule to be — [ilUser Members el j
evaluated. The rule Rule Elect...

will determine the Select...

dynamic members Get Teamn Players
ofthis organization.

[i] Cache Tirmeout |1 & Minutes ¢ Hours © Days
|

Displays when vou selecta rule. Specify
how lono to cache user member rule results
hefare evaluating the rule again.

LA 70 8 s A 8 T ATy A4 U2 S R B B (0 P ke 5 O o

= A At Identity Manager @AM HIRE U A45 B, 152 WL Identity
Manager % T.H..
%%EX%@AE

Xt T HIAE "User Member Rule" ZEIRHE (PRI, AZ0F I authType H N
authType='UserMembersRule’,

o IZIAETE H AT CRHIE Identity Manager F /7 4 i »

e XM (defvar) Team players A& T Windows Active Directory 4143
7 (Organization Unit, ou) Pro Ball Team i id [REA I SREUFR 1R 44
(Distinguished Name, dn).
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o XITHREIMEAIH T, MIZIESH Pro Ball Team ou HREAZEL G H /I dn
EHrgoh B 5 1) Identity Manager %54 FK (U1 :smith-AD) EHAE—
it

o R[EI S5 AN L 3L A 2 dn  smith-AD JE4% T Identity Manager %54 FR 11 dn
2.

LA 2 HP RS SRR s B ) v s

HKEBRBI 51 R 1 B3R 7 451

<Rule name='Get Team Players'
authType="'UserMembersRule'>
<defvar name='Team players's>
<block>
<defvar name='player names'>
<list/>
</defvars>
<dolist name='users's>
<invoke class='com.waveset.ui.FormUtil'
name="'getResourceObjects'>
<ref>context</ref>
<s>User</s>
<s>singleton-AD</s>
<map>
<s>searchContext</s>
<s>0U=Pro Ball Team,DC=dev-ad,DC=waveset,DC=com</s>
<s>gearchScope</s>
<s>subtree</s>
<s>searchAttrsToGet</s>
<list>
<s>distinguishedName</s>
</list>
</map>
</invoke>
<append name='player names's>
<concat>
<get>
<refsusers</ref>
<s>distinguishedName</s>
</get>
<s>:sampson-AD</s>
</concat>
</append>
</dolist>
<ref>player names</ref>
</block>
</defvars>
<ref>Team players</ref>
</Rule>
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5y BCR R

M "Create User" 5 "Edit User" 517}l — a2 MUK B H]. &+ Security
RHIELR LU R "Controlled Organizations” ‘7 .

LT LA "Admin Roles" 7 Biyfic — Mo M HL G, i 7> BCZH 2L ) 2R
Pl

77 \ =r \
TR E R EEERER
BREZL LD EMKR—HAR, CBR HREN SRR R ES. BRE
R A ] 0 SR A AR AL 2 IR A RS ] . H SR B B A0 4% LDAP Hi 55 231
Windows Active Directory %54,

H S8 AR HIVHGE EETIR AR . H SIS 10 B WUZ MBI S AR Bl
S TR BRSO SIBER . H e R A SUE TR B A S N E
ol EE AU, I LR BHR H R SR T DAy (O BRI AEA IS
BT R o B 5-4 Y] T IbaiH.

5-4 Identity Manager 4128

Identity Manager Directory-Based Resource
Virtual Organization

/’ \ Identity Manager

0 0 Resource o

/ \ base context l/ \
o AQ A o
/7 \ /7 N\

B @ B cQ
/ /
p @ oR" J

ldentity Manager
Wirtual Organization
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H 3E 8 0] DAEAT — R 5 B 2 BT 1dentity Manager 2123854 . H&, H3I%E
PEA BRI H RIEREZ N2 T .

W EoK B SE B INE) Identity Manager ZHZU gl n] AYE % H S H2 1) 058
b s R LA 2. Ak, ST ABRIN R ET B H SO s 2R, D
IR BN ZUE S H R SRR d R T A28 . ANBEAE H SO BN B HE A L.

A LR 5 Identity Manager 2141 —FE[1) 7772, f Identity Manager X% (5l 41 H]
U BRI D O AR, I BT TR 2.

\n_ [ === 1 A
W E HRiER
M Identity Manager "Accounts” X% & H sk 1%E %
1. 7 Identity Manager ¢ 421, £+ Accounts.

2. {£ "Accounts" ¥|E ik +E Identity Manager 2121, #AJ57% "New Actions" ¥1|5&
"1 $E "New Directory Junction'.

TR A LVRZ BB B I BRI S SCH
Identity Manager ¥ %271k "Create Directory Junction" 7.
3. HEATIEREEI AT A AU N

o Parent organization — "B 5 M "Accounts” F L PIEFERIH L HE
T L Z ARk FEA R SC A 21

> Directory resource — UEFF H kB, 1% H s B M SE B 2 i
B H S AT H 3%

o User form — B LN ] T2 414N 1A BE 53 T P 3R

o Identity Manager account policy — i+ —/M e, B IEFERINIEIT
(E4kAD , LKA SN S .

o Approvers — 1EFE ] DLAEAE L AT SV O IR 15 SR R LY

il R A2 £

SEE R T AL 1) Rl SR AU SO 2 SAOG B o BB R b . eIk
BERMAIZL, SRJ51E "Organization Actions” 41| H1i£4% "Refresh Organization"”.
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T BR 2 $EL4H €7
WV LA, LSR5 5

¢ Delete the Identity Manager organization only — {J}i|% Identity Manager H
SRIER.

¢ Delete the Identity Manager organization and the resource container — JJHx

Identity Manager H % MANL G LN
P NI, AR5 i Delete.

7 T £t ok
T ERFNETEANEE
B HE 72 Identity Manager R4 AR Z . ACREAGE BARNIRTT (i S i uk,
EIH M) o BN Identity Manager B HH 1 #BTCH — N EZ MR, IX L8
BB T — AR i A e 10 S5 Al R

JFAEPT Identity Manager H 7 #7520 Bl A AL RE: 1A IR 2458 51 Identity
Manager P47 20T 2 WU BEERAE ] ) 4 /5 22 ilan, A6 T DUSE 2 A R
M IEANTHTTZE A P o RO, (FE S A 085 s sk e 2270 A

SIFCHIALRE P T 4] LAV i) Identity Manager f%EFHIL 53 S O WRLE X S5k i
Identity Manager % BIUH] )7 AT LA 1) Identity Manager f— & X35, f045:

e Home Fll Help i£TiF

e Passwords L1 ({{ Change My Password 1 Change My Answers 1%
+

e Reports (PRI 554 2 53 RRF & B DTAH G I 2R 480D

W EEZE A

Identity Manager # A fE & X4 -

o T LTRSS, XGRS G AL B

o %S ek, ThAEMERLAEE & — I L I HABTh AT S AE TR AL RE

N ERGE (B8 Identity Manager RAILILIIAAE) &ZARIPBINAE, HI, Afext e
AT 9. (HE, PTLAAEBIEE AL RE P AT EAlT.
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ARG (R BREESIR T UL AL (SRELEOTRLASCr) EIbrfEzs. 4l
TR G B A BEAEAL RES R LASR (OB (aRER O PIREFISCIE I B bRfiaR .

ok
{55 FHAX BE

1. {ESRRAREPIESE Security

2. 1%#F Capabilities 15K LA 27 Identity Manager Ffg41% .

BN &E
LEPERRE, 150 New. @y 20T IORLRE, RJRIEF S IZBUREA S BLRE . P BCE
AL, IR DUEFE— A M BEBUREI AL

YRAEAN BE

LR ARSI IRLRE, TSR AT S Pz RE, AR ILEFE Edit.
ANBEGARN ERRE; EOE, W LU A AR ORAE, LGRS A SRR REsifE & B e
FIBLRE R EAT

RIFFIE A B AN RE
LR REARE A AR FRORAT BLRE LGB AL RED

o R HEAIRP I —EE, RIFIEH Save As.

o EIAN—HIER, RFHRTE OK.

SRR LS XA BB R T gmt, BRI 2 AL RS & 2 R 9 1

S ECH EE

M "Create User" Fil "Edit User" U1} H ' /) BCALRE o 3 n] LAIE Iof 73 24 03 A 62

G FHE K "Security” IR , FREEAS M. ARHEHRGER, WS L
55171 BUER) C T RS A LA .
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W EE R R4
B TAT S IMARE AL 5 7R LA T D Re AL RE 23 J2 S5k v
MFMER
A A 2R O
o HZUHES
o HIERLHAEE
o Mt
o IFRCHI P RLEE
e SPML Vi
o Hk LD
o AIgEH P
o MERHF
o gk IDM H /-
o HUMEAH
o HUHAACH
o fRERF I REE

o HHM
o JAHHP

o LR
o UL HL
o HWHMLEHL

o HMmHHF

o RBRBUE R
o B

o BHEMM

o FAHRP
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EERAMEEER
o ERMRE
o EHRHERIN
o ERCZHALHN
o EEAN
Auditor £ 5
o HFPCHITR NS
o AL H T
o JrBCH TR
o HH RIS AE B 5
> Auditor &5 i J
e Auditor J& WMV n) A A
o Auditor Vi i F1H 8 B
e Auditor 2
o R B
o IR B B
o MPECH R
Auditor IREEH G
o Vjinl EE VELNHR A L
o IBATVI R AE G ARG
o Ujln) AR EAR S L O
o ATV B R RS
o B TR SIS A AR A O
o IBATH USRI
o UUHH TR AR T LD
o BATOH R RS
o HITRHEME IR Py s O
o AT TE A R S AR
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o AT USRI s AR
e 24T Auditor 7
o (TR HL
o IBATARS RIS
o U AR A L O
o BATH P VR
o I ER A L0
MEMP”EM
e A 5
o HECH R
o b PN R LG
o fLEEIEMH P
o fkEMERH P
o tEMIKR IDM H
o LRGN E & H
o HEEEUY
o HEEARER R
o HEEARH A
o HEEJEHAF
o BRI H

o HAAH
o fRERBUE R
o BEHPFM

o SAHIP
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mEE&MFMEm
ML T 5

o ECHIBLRE
o RSN KA B 5

o
o

o]

HE

LA
A A
A= D D
A B
ERGEAE D
firt e
A

HREHEER

o it T T A A L O
o HLEE W R IHEILE B R

WEEEER

Bk EERR
o fibEH R b
o ECHIBLRE
o HEHUH KR HLGY

o

A B0

o UMD PN
o HWHE N
ZEFH

JA
ENGEV N

i ERAE HL
SR

=R
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ECEEH
SAN/SHEHER
WaEERR
EREHER
THREERR

FNEER (FEHTRIE)
. Eﬁﬂz%‘?ﬁ%ﬁﬂjﬁ (it AT e

o TR CHEMTIAIR
RIREER
thiAERBR
o BhRIERE 5
Remedy EREE R
?E EER
R R A
o BATEHRIRG
o CHIMREE R

o IBATH IR
o Auditor IR EHL
o PR R

o BATIHARE
o PR EEL A
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o AR E LG
o lEfrftuiRt
o ARSI EHLG
o IBATHES IR
o R ELG
o IBATHIPRE
o MUEHF
HREER
o HHHGE )[R B B 0
o PRGN R B B b
o RURLAE PE G
HRMREERR
REEBHEER
o THUB IR A BE 5
o EW TR O
ReEER
REEHER
AR S5t EE 5
o RSSERALE I A LB
o PO R AT
o MRS EEAERIMBR I
o MREF PR DR
o MREFEROLRAE
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RSREHEERAEERR

ﬁPMPMﬂm
TR H

o NG

o fIEH

o MM,

o JHHHF/

e SAHF/

o HarHHF

o fRERBUE M

o HUHH A/

BEEAR

o AL

EEHRR

o BB

Waveset & 5

1:2 L\b-—'—-

R 5-1 UEH) TR IETAE S5 OBURE T 2 T Ud WA CBE RT U5 [ (R TR A I 300
FZAA TR BRI 91 A BE

P BLREAR$2 1 F - 58 2 53 Vj 7] Passwords > Change My Password 1l Change
My Answers £ AR .

% 5-1 Identity Manager #fefiliig
L H EHEE | APTTHRTRIIRE: V5 )X LR IR F0FE I -
WEERFEMERR . &RiE. BMBRFRITAREEFMREDR Reports > Run Reports i£Ifi&. View
HEEA & Reports LT+ — {X "Access Review
Detail Report"
Reports > View Dashboards
HEEERERSE  GIE. HE. MBRFANITHDEERERS Reports - {¥ "Access Review Summary
R Report"

Reports > View Dashboards
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L B | FPTRTRIRE: in)iX R -RFFETF

P& R MHAPRITHERE, SFSERNE. Fa1F Accounts - List Accounts. Find

HEEHRIE- Users. Extractto File. Load from File

# Load from Resource 355+
Passwords - fff g i+
Work Items - Approvals FitIi+
Tasks - FTE FiED+

EEAIREEER . HiE. MBRMETEERRE Reports - Manage Reports #1 Run

EERABEER
HEEEER
SRR R

S ECHLRRE TR

S ECH PRI R

S ECH PR

BT R EIE R

HITRBEREREE
5

HitREEER

EHEITHRMREE
R

HitAEREEER
Auditor 7B 3T E IR

=

2. REMMREER AR,
SRS A P & HATEK.
BRI B LA Pk P FELR,

IR D EC4R 4R AR

ISR S Bl A P

EUAPNESE (HEFEGESED .

olEEN
i,

& RN PR B 1 SR
(L8

olEEN
oEEN

&
&g,

MIBRFIBATE TR & -

.
EEN

e, MBRFNBATEITAERE .
mIEFMRR A B R BRI

MBRFNAT B I SR H AR 5 o

MBRFITEH TR R IR &

Reports FiZIl+ ((NEEREFD
Security - Admin Roles T+
{X "Default"

Accounts - "User Actions" 5|3k &Y Edit
User Audit Policy.

Accounts - "Organization Actions" FJ3&
thfy Edit Organization Audit Policy.

Accounts - "Organization Actions" 33 #
iy Edit Organization Audit Policy ;
List Accounts iE£I+

Accounts - "User Actions" 5|3k $ Y Edit
User Audit Policy ; List Accounts j%£IR
+; Find Users i£I+

Accounts - List Accounts ({¥ "Edit")
#0 Find Users Fili+.

BPREH— AP EE RN —ENER
(Blan, “tIZAR” & “BRAR).

Compliance - Manage Policies

Reports - {X "Audit Policy Scan Report"

Reports - {X "Audit Report"
Reports - {X "Audited Attribute Report"

Reports - {X "AuditLog Report"

Compliance - Manage Access Scans
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e EEG | AP ETHATHIRE: riE)X LR TR R F R TR -

Auditor EIE 5

Auditor JERf &

Auditor BEIHAtEia &
EEHER

Auditor {EIE#
Auditor IREEE R
Auditor EER A

EITRBERILE
H5

HEWAEER

HEFUKAEER

HEFLRFKAE
5

HELZAF

RE. BB ITRR. iR mA s
BiEE.

LERTHAREME, FEIEREBAPE
MERA .

EIEEH4iF B & E (Periodic Access Review,
PAR). &IBifiaa#. SIIIMAANEE PAR 1}
H

1EIE. ERIFELEIHRBEN.

B, 2. MBRFOIHITIEM Auditor .
EESRAPXHKEREEER.

. 2. MIBRFIHITER ISR ARIE M L3R
H

=K

RAPBITE MR IRE, SFESEEE.

TEE A P ITRRINER Z S E AN B 1R E,
BE S BLALAE.

HATERMIBRINE A P 25N E AN B IRME

SEFFEMBHAAERIER (BIERME
BRAEX B R PIITIRE -

Compliance - i T+

Reports - "Run Reports". "View Reports"
#0 "Manage Auditor Reports"

Accounts - "Edit User Audit Policies" #1
"Edit Organization Audit Policies" &1k

{x "Default"

Compliance - Manage Access Scans.
Access Review FitIn+

Remediations - fT5 FiEI+

Reports - &F Auditor 3R & BIET G 15R1E
Accounts - List Accounts. Find Users
priAli S

Reports - {X "AuditPolicy Violation
History" 1R &

Accounts - i 5 FiEI+

Passwords - i izl

Approvals - fi 5 FiET £

Tasks - Fi G FiEl+

Accounts - List Accounts. Find Users
#1 Launch Bulk Actions FiIii+. Fi%
B SMIBRA -

Passwords - fi5 Fitli+
Approvals - Fi G Fi£I+
Tasks - T FiEW+

Accounts - List Accounts. Find Users
#1 Launch Bulk Actions FiIii+. Fi%
g, MBRAPSER P S EREE.

Passwords - fi5 Fitli+
Tasks - 15 FiE+

Accounts - List Accounts ({X
"Create") . Find Users #0 Launch Bulk
Actions Fikli-&

Tasks - i FiE+
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L B | FPTRTRIRE: V5 )X LR IR FOFE I -
EMERA P B Identity Manager B AP ; BUEE#. Bl Accounts - List Accounts ({X

HEMIrR IDM B A

HEMHEERF

HEZRAR

#ERRARAR

HERHSERF

HEE MR P AR

HEEHAF

HEAPKAEER

HARRRK P IRREERE (R IAR
FERHEIRIE .

MR A Identity Manager kA (5t314%&

TRPFERMERE .

PRI ZRMK P R iEE (BB H
PHERMEBHRE .

ZERNARAFMERKE GBIERAERE
XA PHITIRIE .

ERBERFMERKA GEIERAERE
xR PHITIRIE

EUH D ECHLA SR PR EL S (S &
TRPHERMERE .

BMRIA RN BEE (RS NBARFE
FRHEERE) .

EHMNARRMERKE GtENARAFE
Rt EHRE .

xR HATETA B AN EIRIE

B, IERANMIBRALEE -

"Create") . Find Users #1 Launch Bulk
Actions Fi£Ink

Tasks - Fi5 Fi&I+

Accounts - List Accounts ({¥
"Delete") . Find Users #1 Launch Bulk
Actions Fikli-&

Tasks - fi5 Fizli+

Accounts - List Accounts ({X
"Deprovision") . Find Users #A Launch
Bulk Actions Fi&I+

Tasks - i FiEm+

Accounts - List Accounts ({X
"Disable") . Find Users #1 Launch Bulk
Actions FitI+

Tasks - fi5 Fizli+

Accounts - List Accounts ({X
"Enable") . Find Users #A Launch Bulk
Actions Fi£InF

Tasks - T FiEl+

Accounts - List Accounts ({X
"Unassign") . Find Users # Launch
Bulk Actions Fi&I+

Tasks - i FiE+

Accounts - List Accounts ({X
"Unlink") . Find Users #1 Launch Bulk
Actions Fi£InF

Tasks - 15 FiE+

Accounts - List Accounts ({X
"Update") . Find Users #1 Launch Bulk
Actions Fi£Ink

Tasks - fTE FER+

Accounts - i FiEH+
Passwords - fTE Fi£F

Tasks - Fi 5 Fil+

Configure - Capabilities Fi£Ii+
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BEE EER | APTHITRIRE: V5 )X LR IR FOFE I -
EUKAEER IE B AT SN B IRIE, B8 Accounts - FiFFiEIF. FEMBRAR.
B gE. AEIEHEIRE Passwords - fif5 Fitli £
Approvals - fi 5 FiEHi+
Tasks - fi5 Fizli+
Reports - f| EEERFHA RS, E7H0
HETEERIRE, ETHLTERMNMET
AERE. FTRIEITHEASER LM EIR
BRI PRE.
EHEMRPERE EHENIRTERRESH Tasks - Find Tasks. All Tasks #1 Run
B Tasks FikIi+
Resources - X FiEZIETEFIRE: "Edit" 1§
{EZZ 870 "Edit Active Sync Parameters"
FHFEEERER E A PAERRFZE, Accounts - List Accounts #1 Find Users

EUEREEER (F
EHITEID)

EURREEER

w0

BRI EER

BB
BLEIEH

FLINHAIAF F BYIRIE )RR B B fE BB P
PLEEATE

AT INA B P 2SN A IRIE. TEEE
HEIRIE

EERFPHEITHISEHMEES.
BLEFEIEHF1 CRL.

FiEBI+ ({X "Change Password")
Passwords - fi5 Fitli+

Tasks - FTEFiEHF£. X "Export
Password Scan" 1% (J Run Tasks F
I+

Accounts - List Accounts 1 Find Users
FiEW+ ({X "Change Password" ; ##{E
RIS EFHITIIE

Passwords - fi5 Fitlil+

Tasks - Fi g FiIi+. X "Export
Password Scan" {£% (M Run Tasks F
T

Tasks - T8 FiE+

Resources - List Resources FiEIi+ .
NEMEREZ (FERIEEER Manage
Connection-->Change Password /1)

Accounts - List Accounts #1 Find Users
Fiki+. JTEeliE. MRBASEAR
S ECANEE

Passwords - fi5 Fitli+

Tasks - i FiEm+

Configure - Audit Events Ti£Ii+&

Security - Certificates Fi£Iil+
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BRE EER | APTTHITRIRE: V5 )X LR IR FOFE I -
EHEMNRPERE  THEMNRPERRES (B3, SRR Tasks - Find Tasks. All Tasks #1 Run
R O o Tasks
Resources - X FiEZIETEIR: E31E
THREFSE FEETD
tIER R SEFFEMEMAFPUREKR. FEFEHER Accounts - List Accounts (1%
s "Create") #1 Find Users FiIfi&
Tasks - T Fi£l+
pillEEENE kR Identity Manager Pk P; BUEE#. B Accounts - List Accounts ({X
HAMERERPFRGEEE. FEFEtER "Delete") #1 Find Users FiZxli+
fE- Tasks - FTE FiEDF
& IDM A A & Identity Manager AP . AE1E#HtE1® Accounts - List Accounts ({X
1E. "Delete") #1 Find Users FixIi+
Tasks - fi5 FiZli+
EGHEERRA BRI ZiR M A F R . FaFEME Accounts - List Accounts ({X
BRI, "Deprovision") #0 Find Users Fi£ i+
Tasks - fT5 Fi£li+
ZHAR ZRUNERPIERKA . TEFEHERE Accounts - List Accounts (¥
"Disable") #0 Find Users Tl &
Tasks - T Fi£l+
BRAR BRUARAIMERKF . TEFEIEHRE Accounts - List Accounts (X
"Enable") #1 Find Users FiZli+
Tasks - FTE FiEDF
SEANRF MNEXBIERSENAR. Accounts - Extract to File. Load from
File ¥ Load from Resource FixIi+
SN/ BHEER SANMNMSHAELEHIR. Configure - Import Exchange File Fi%
I+
WAHEEE R % E |dentity System =S AT iE BT AR BERTLME R 1h license %
(BRAFERAEERA®T. )
BEREER RELTEERAANBERIERE. Configure - Login FiZLi-~
TREEER ERSHELRE Meta View - Identity Attributes %15+
HNERR B, REEFNMIFRLELT. Accounts - List Accounts Fi£Ii+ (X
"Edit Organizations". "Create
Organizations". "Edit Directory
Junctions". "Create Directory Junctions"
#A "Delete Organizations")
LHL S HEAEFELDRYIEK . Work Items - Approvals Fi£Ti+
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e THE /| RPITHITHIRE:

VX TR R F IR -

B, 2. MBRFIPITALENT LRk .

EUAEIRA P MEIREKPHD.

TREER (FE# IR PHRIEEEEERESNERA

ITIRIED FANZTIRK P 2,

KRG ETR R 3. MR .
KEEMEMEEER . 2. MBRFIPITRBEREERS.
hiAERR HREAREFIESIAES.
HiAREEER . %, MRFEITHEEE.
MIRIEREE R ERMIAIEK

Remedy EREIER &1 Remedy &ERELE -

EwmaRAR EwmBNERPMZEREKA.
REEER B EHITREMEI TR ARG XA,
EREHEER EIRF P FZIRKFE.

Reports - {X "Organization Violation
History" 1R &

Accounts - List Accounts ({¥FH. &
MFIEIEZEE) #1 Find Users Fixli+
Passwords - fi§ Fikl£

Tasks - fi 5 FiHi+

Accounts - List Accounts ({XFIH. &
MANEIRER; RMERIAIEERITR
JE) #A Find Users FiI£

Passwords - i Fitli+

Tasks - i FiE+

Configure - Policy FiZIii £

Reports - {X "Policy Summary Report"

Server Tasks - fTEFiE+ (EEWHA
%) .

Resources - List Resources Fi£Iil £

Reports - Run Reports ({X "Account
Index Report") #1 Manage Reports Fi%
e

Tasks - FTE FiED+

Resources - List Resources FitIiiF
QV&]IhEishyyiEhy Fp)

Tasks - FTEFIER£ (BEFEH, BT
feaRED)

Configure - Remedy Integration FiZIR
_E

Accounts - "List Accounts" FixIii+ (7
HEENMFRERA, ERZRAA
Tasks - FTEFIEN+ (BEEEE, EIT
fmaEs)

Reports - fiE Fi£H+£

Accounts - List Accounts 1 Find Users
FiE+ ({X "Reset Password")

Passwords - fi § Fikli £

Tasks - FTEFiEF. X "Export
Password Scan" {£% (M Run Tasks F
briA Sk S)
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BLHE EEG /| APITHITHIRE: 5 183X B IR -R A0 FE I -

SEFEHEER (£ BURABPHBIISEESEERAATES Accounts - List Accounts #1 Find Users

FE#ITIIE) Rk A=, FiE+ ({X "Reset Password" ; 1#1E
IR EH T

Passwords - fi5 Fitli+

Tasks - FTEFiEF£. X "Export
Password Scan" 1% (J Run Tasks F
priASike S)

ERARTHEER EREREEAKAZN, Tasks - Find Tasks. All Tasks #1 Run
Tasks FitIn£
Resources - List Resources Fi£Iii £ .
NERRFEERD (ERIEFRERN Manage
Connection--> Reset Password #1)

HREER I, B AOMIFR SR Reports - FEAPIRE . BiRARSEEE
SEEILUNE IR EHIEEIR .
Resources - List Resources FiEI+

(RE2EKR, RESEMERA. T
EERERSERWR. )

HREEER 2. mEBANMIPREEIRLA. Resources - List Resource Groups Fi%
I+

FEMRERR I, 1EIFNMIRR SRR Tasks - Find Tasks. All Tasks #1 Run
Tasks T+ (EFSREFETRIT
£,

Resources - List Resources 7T
(X HFOE IR SR &)

REZNEER EANE IR EFEAER A, Tasks - Find Tasks. All Tasks #1 Run
Tasks FixIi+

Resources - List Resources Fi£Iil .
INEBERER (EIRIERER Manage
Connection-->Change Password &)

HFEMEEER . HIE. MBRFEITERRE. Reports - T FiETI+ (XZFRRE)

FREMHEEER IR, & MBRFARITERERR ERE. Reports — {X "Resource Violation
History" k&

RG> TR 5 I, wiE. MERFBITRE 4. Risk Analysis - T8 Ti£I+

AEEER I, EsFmkAae. Tasks - Find Tasks. All Tasks #1 Run

Tasks FIEI+ (R AE)
Roles - fi & Fitli+
AEREEER . HiE. MBRFMEITERRS. Reports - ¥ "Role Report"

167



2 5-1 Identity Manager R fEfliR (40

e

THE /| RPITHITHIRE:

VX TR R F IR -

ETHEEEEME
BiRE
EITHEEERER

&

ETEERRE
BTH TR
5
EBITHITREEAMIR
&=

BITHITRE

EITEHEITHE TR
&
JEZ1T Auditor 3R &

ITHERSE
THRRREN A

TREHRE
BITESRE

EBITRPIARERE

fﬁu

EITHEERIERERIRE

BTN R EEHERE

BITHEIT RS

EBITHITHRE.

WITEHEITHE SRS

EITIEIA Auditor IR &

#1T "AuditLog Report".
PATELER T LRE -

HITRIEHERS .

PITHLER A LiRE

EITHIRRE

BITERKRE

PITEIRERA L.

BITRE S H.

EBITRERE.
EBITESHE.
HITIHER RS

Reports - {X "Access Review Detalil
Report"

Reports - {¥ "Access Review Summary
Report"

Reports - {X "Admin Report"
"Reports" - {X "Audit Policy Scan Report"

Reports - {X "Audit Policy Scan Report"

Reports - {X "AuditLog Report" 1 "Usage
Report"

Reports - {X "Audited Attribute Report"
Reports > View Dashboards

Reports - {E1i] Auditor &
Reports > View Dashboards

Reports - ¥ "AuditLog Report"

Reports - {¥ "Organization Violation
History" 3k &

Reports > View Dashboards
Reports - {¥ "Policy Summary Report"

Reports - {X "Organization Violation
History" 1R &
Reports > View Dashboards

Reports - {X "AuditLog Report" 1 "Usage
Report"

Reports - {X "AuditLog Report" #1 "Usage
Report"

Reports - {X "Resource Violation History"
&

Reports - "Run Risk Analysis" 1 "View
Risk Analysis" Fi£I-&

Reports - {X "Role Report"
Reports - {X "Task Report"

Reports - {X "User Access Report"
Reports > View Dashboards
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e EEG | AP ETHATHIRE: ia) X e TR FE TR -

EITRPRE EITRPRE. Reports - {¥ "User Report"

EITEARERS BUTIEMHERS . Reports - {X "Violation Summary Report"
Reports > View Dashboards

REEER tEEEWMEMAR: EEMEZHA. XA Accounts - List Accounts (iR, £l

ESRAREEER
BITESXSRE
RS IREBEER A

&

RBIRMEERER

IRBIREEEIZRAR

R S3 1R R MR A P

BRSS iR ERA P

MRS REmARERE

=
n

B

. &HE. SITNRESISRE.

BITESXSRE

EERSREDHEERAEURMBRARM.

. REMEERSREFAAIES,; B
BERSHIEEMRERREMH.

ARSRGE GMNXFD AReIZERPKA.

MIBRAR S IRMARA PR .

EHAR SRR A A

EERGRMEE OGP AR

. B, e, BRHREETE)
Find Users Fitli+ (EitiRE)

Passwords - fi 5 Fikli £

Tasks - Find Tasks. All Tasks #1 Run
Tasks FixIi+

Reports - fi 5 FiEH+

Resources - List Resources (%I F1i%
FlRIREXT SR

Security - Policies 1 Login Fi£Ii+

Report - {X "Separation of Duties Report"
RIETBR1E

Report - {X "Separation of Duties Report"
Reports > View Dashboards

Security - Admin Roles i£Ti+

Accounts - Manage Service Provider
Users FiIin+

Server Tasks > Service Provider
Transactions %I+

Reports > View Dashboards 3£+

Reports > Dashboard Configuration i%
B+

Service Provider - FT8 Fi&I £

Accounts - Manage Service Provider
Users Fitli+
Accounts - Manage Service Provider
Users Fitli+
Accounts - Manage Service Provider
Users Fii+

Accounts > Manage Service Provider
Users - [ Fil £
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BEE EER | APTHITRIRE: V5 )X LR IR FOFE I -
REREFEEAR TERZREMES OMERM) ARKAER. Accounts - Manage Service Provider
Users Fitlii£
SPML i (8] FiFiAiE Identity Manager R EIBRSS B &4RI27E  Security - Capabilities Fi£I£
= (Service Provisioning Markup Language,
SPML) Thg.
EFREEER . HiE. MBRFMEITESRE. Reports - {X "Task Report".
BGESA B P BUE A B A REk A R E . F81F Accounts - List Accounts (X
HERIE. "Unassign") #0 Find Users FitIi+
Tasks - FTE FiEDF
TRFRFA P RSk BBRIAREKPEE. TEFNERE. Accounts - List Accounts (%
"Unlink") #0 Find Users Fi&I-&
Tasks - fi5 Fizli+
RERSIERRP T ZFHERBENER P ERKS, BR Accounts - List Accounts ({X
HEIE. FEEHSIRE. "Unlock") #0 Find Users 7T+
Tasks - Find Tasks. All Tasks #1 Run
Tasks FitIi+
EHAR wEINBRARMBERAREMEK. Accounts - FRIEFIEH AP

RRipEREEER

RPRRPEES

RRREEER
EERAR

. BT, HEMMERA P IEIRE

xR P RITETRRIE.

tliE. %, MRFEITRAPEE.
EERNRAFEAEE.

. B3, MBRFIRITERRERS.

Tasks - EIBIMAESH GEid All Tasks
FIERTF)

Reports - {X "User Access Report"
Reports > View Dashboards

Accounts - List Accounts. Find
Users. Extract to File. Load from File
#1 Load from Resource Fixlii+£. ik
SEFAPEE (List Accounts FiEli+
LAY Security TEIZTE) .

Tasks - Find Tasks. All Tasks #1 Run
Tasks FitInF
Reports - "Run user Report".

Accounts - \FIFZRHIEIERAPUEFEREAD
APKAER. TRIFRITEMERIE
€.

Reports - {X "Violation Summary Report"
Reports > View Dashboards
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BLRE TR / BPOTHITHIRE: 5 ia) X e S I R0 F I -
Waveset EIE 5 HITRFGSEEAMES, WENASKEEXKR. Server Tasks-FiE Fitlif. AL e,

HERERFERTAERE
Reports - fi 5 FiE I+
Resources-FIH &R (RFIE, AT
BEATEBUIRIED

Configure-Audit. Email Templates.

Form and Process Mappings #A Servers
TR+

THRINEEEERAR®

i IR 53 A B DR 4L ME— FOBURE AN ) [ B A L A S s — A e A
RO, W ANMEE A OO NS N B IR B O N RN A
FAT—ABLRE, AR Sy PEHIVE A AT 55 40— AR E

Bilan, FANEE MO RS I o RCIZE EL 0 A O NS HL LR T A R g i
CXEeH] PO ZEZE R AR e @ AR D IRR . 15— rids
[ —8&HE 0L EE 0 A O] BB TRE NS HL A (045 B I s H R e
B RIAL R o
VO E RO TR TEEOAE, AT EEEARER 24 R iis H
Jro B G 6 0 DL B A AR AN TE B el s kg, Rl Ak R ) A R
SRR R A
W LLEZIE (BhA) BAGEEAIZ (EpRE) A R R
o EHIE—AMTHILE T LLSARER / Bz 3L A B2 B B A AR . o,
TEnP P s A 1 A RE S Top #4120/ Bl gh SR 3 I3 f 11
o N (D — R FIRRE RN Z I 2R ) 43 il . SRR AT T 1% B
S0 F 5 BE 518 S FICRE DA I S I, DAL 5610 87 BE 53 B A 28 — 2H W
FIBLRERD / Bz 824,
B, g S
o WHIL Active Directory (Active Directory, AD) H " fite A EIB &R, WIALRE
RO AT RER[A] bl I B 1 N B A R
o WK Active Directory (Active Directory, AD) H " #1 1 HE $HER, 5245
HEU ] IR A “E A7 BRI I H R,

R BCE ER M AR, S LT AR,
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A ULVE B (Bha) R H DA O o4 PO

o ERE—KEMIMOTOTSEIL JIPKS D

o [BHE (hA) — AR RE G A RN MO B B (0. R B 5 SR
Identity Manager #ICK PEARIZ RN, DL 2 75 20K 1255 B 03 AR 553 O 465 56 E

EHR.

fian, MM sk It HI Active Directory (Active Directory, AD) H /' T fE
ik Austin. M4 Texas I, BUMIATAEIRIN] true. PRI, CREZMPOAE 253 AR 10

= TR R G
security.authz.checkDynamicallyAssignedAdminRolesAtLoginTo.
logininterface A& 4 true B false, W LIHBEAN GRS (FIWH
G eE B A S A s RPR R B R sl e . X T
P S, ERAME O false.

BEEAAEAN
Identity Manager St 1] Al -0 5 B2 53 £y (5 B st R RO REAGTREIN) o S S )37 T

Identity Manager %%% H 5] sample/adminRoleRules.xml H1. & 5-2 #&4L T BN
AFR LB A IR A U %€ ) authType.

% 5-2 R D A (R )

L ZFR authType

ZAE LN ControlledOrganizationsRule
BLEERL I CapabilitiesRule

] FH P 40 T 465 1 2 £ 6 B ) UserlsAssigned AdminRoleRule
% 3 A3 RN R S5 BT P B DA PR ORI AE BN (5 L, 355 L

MRS PR B RS 412 TUER “RATEHE .
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HRERAAE

Identity Manager "G4 4 “HI BB N EE PG BRI
s ZEE N OARAEM BRI R B AN . TR IR . R %
I, SR M ORI S e A T (&M E DD, mAE
SKEVARR S (I S A, 26 & EIDE)D .

P 3 HIRMNIRSSPRAE R P @S B R A anfEE, S0 “Rssiit
B —S sy 412 51 10 “TATE 7,

A DU I 5 B O3 AL gm s B R A S (G FE Security, A5 LSS Admin
Roles)

PR O T TR A B B3 A € A O3 T Y B A A RE B A ALV ROy e B -
DU BOH R A 73 FC A RE RN 245 2128 o IX e AQANTR) 1 P Be 6 410 S [ TR B e
BOABRE, SPGB R TR Sy DT AT TS0 7 o0 A B B, T LAAE R
R S AT A L

F P8 B 5L f A A TARR A Y authorized=true FRaEd i, WASHMNAR

Zo MTITARR  QEAEPAT I TARRERSN) B x5, A - A 5 A
B, XM bR ARG ARE ] o XA RG] R ARE AN AR A P B iz 1T

(S, R ARG — A s AN G R U R, I LT REXS A
LA A B XS SN IZ RO, R ] 8 PR G (0 BEAT AL REAN 52 475 2 27
BT KRB SR X L0 R BEAT B A AL .

BIEMRIEEER AR

SO B R B UM (O, RO B DA (VB OL BLRE . SR LD
G s M B G, 5l Security, 4R il Admin Roles 1.
"Admin Roles" 413 51 o % 4 Identity Manager F ' R4S S 4 i - B0 . 4
PRI B A BE A A

LI E IO, W sIR T AR i New nf G- 10 A (.
Identity Manager ¥ 275 “ QU B3 M (07 1EI (FEI&] 5-5 TPEAT T HHDD .
"Create Admin Role" #L & & 1 PUAN LI+, 5] DL X Seie 15K 458 2 WAL
PE BUREFTHTE 3L D3 A PR3 R B A ) P 1) A € 90 B o
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5-5 "Admin Role Create" T1: "General" £l

Create Admin Role Granting Access to Identity Objects
Enter ar zelect admin role parameters, and then click Save.

General Scope of Cantral Capahilities Assign To Users

[Ename | g

[ Type |Identity Objects =l

Awailable Azsigners Assighed Assigners
thdministrator fa
adnaughty

mAssigners Configurator =
kuott

luhazel
oliter ==

rafounder LI

Qrganizations: Available To:
Top:Auditor Top
Top:Austin
Top:Austin:Development
mOrganizations Top:Austin:Development Test =
Top:AustinFinance

Top:Mexico_demo

*indicates a required field

Save | Cancel |

"General" i£InF£

A P s e B D3 A € i B B O3 AT (O LI 11 " Geeneral” I W) 435 52 5 B B3 A7)
LT LUR FEAF L

e  Name — L& B G (OFME— S FK .
Blhn, ATEEE XIS (B8 TP P B B EERLRE B G I 4%

BT,
e Type — HFIUIEF Identity Objects 5 Service Provider Users. 7By
B
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1A Identity Manager H])™ (20 %) GIEEE LMD, THEFE "Tdentity
Objects" 1R G I 534 €4 UL e 85 S (1 i AT #7515 %64

"Service Provider Users".

= A7 RO B DA (0 DA R S5 P S B P R T U I RUR A R, 15
W MRS R B —FPIE 412 TR “ BT

e Assigners — L ARVFHOR I B 03 A 10 3 o4 HABH - IR P

IR ARIEFEATAT ™, JUIE— T Loy BC e 4 81 03 A € R P D i BE 5% A 5
QB WA “ I P RLRE” BURE M o 2n B B O A Ea i il s 30
WA, O R A BEH 7 BE O A (70 T
AR

*  Organizations — YL A A LA P B3R (L f — a2 AN LEL. Bb P BOb b IR
TR

2 G EE A TC A Z DL AE S JE R T AL TAZ A R R AT AT AL 2
PO

Scope of Control

I BEIETR - CAnBE 5-6 Przr) wT 6 BRZH 2 e A nT A B 2H AR, thn] DL E H
TfE B O A I A BRI, DA PR B B (i P R
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5-6

(olbeX =82 AP S NP o (e

Create Admin Role Granting Access to Identity Objects

Enter ar select admin role parameters, and then click Save.

General Scope of Control

Mame

Type

[il controlled Crganizations

[il controlled Organizations Rule

[il controlled Crganizations User Form

Save | Cancel |

Capabilities

Assign To Users

|dentity Objects

Available Organizations
fTop

Top:Auditor

Taop:Austin
Top:Austin:Development =
TopAustin:DevelopmentTest
Top:Austin:Finance
Top:Mexico_dema

Selected Organizations

| Mo Cantrolled Organizations Rule x|

| Mo Caontrolled Organizations User Farm

Controlled Organizations — M "Available Organizations" %1|3¢ ik £ A 34

Controlled Organizations Rule — &L H] 7 G N PPAS RN, LU & 12>

BE T A B A A 0 P DT R A AR AN 8 (AR EAS) o e BRI
JMHA controlledOrganizationsRule authType. BRINTEOLT, ik "No

L]

PR AT BRI 2R
L]

Controlled Organization Rule".
L]

Controlled Organizations User Form — XE£7 it T 045 22 53 A €4 19 FH P AE

At e A s R B R S A A L R R P R BROATS O T

¥ i1%+% "No Controlled Organizations User Form".

M A B O3 A0 73 R P R ORE B s A B B3 P AR AL R AR AT Y R
B AN EAR A AT F AR AR
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S ECAX RE
YL B8 B € B0 4 R EP I 540 €O 1 P B LA T UL )

s AR B3R € ] BEAR PR R O O A B AR C R R L VR L . XA L
T, ATRLIEC AU AL RE -

1t "Capabilities" ZEI 1, 1518 LA R BT

e Capabilities — X S84 45 B 53 A (4 (1) HT o0 Hoz 3 A U0 FAT e e A Re.
FIRCRR) o T FIACRES R ik B — A sk 2 A RE, JHR LR )31 "Assigned
Capabilities" %1% .

e Capabilities Rule — ZE511 H J7 65 SIS OPAR ORI, DA R 1) 23 O 17765 34 04 £
GRS R T EA I BRI SR 58 MR 2R A
CapabilitiesRule authType.

BRAPRESEAEIESAR

TER] O AN B O3 A0 (ORI D3 i P 2 B e (0P G A B % €0 el A B 5% £
ALK 1) " Assign To Users" 150 7 45 & 43 Fic o

AEIZ T B O DT I (R A 2 G A e D S A0 PO A B B3 A € PR B R
AP 7 2ol ey B O3 A €0 20 IO P P 2 PO 78 i DAY B DA DT AE 4 24k 7
WA 2 B AN e AR M BO 2 8 B L T P R

R4 LU DL GG R DR G B0 7 I A 0 P 2

o WIRM PR ERETGZE TN, MR,

o WUREA B A B I AR, (AR B 0L R AT A C A AR B
o PRI AN s G B O SL B ALY, I L
o fRE SRR
IR AAE R 2R

o UREHE B Z A B D al0E o B DY A ) PR R, A A T
SR B DL R LA P 3 (DR SE 7 A B A Rl R 20T 4R, B3
VKT Top) »

o WMV GO R A AL R B O AR R, UM BRI PR

WRMNZEH RS T 2SR MO, XEMEEEHERMAZ, HEige TP

FP R, RS G 2R 0 i el gm iR X Se 41 2P O 2 BoR ik B iR

B AR H N RSB R M0, XEMOEEHERMAZ, BigeAFRR

PR, WS EBRiimng e R AMBR I rhse, WAGERIEATE .,

APIEREER

pi
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Sk

EETIEE
HAU7E Identity Manager " EHAT 25 AE ) AR SBERE AT LG R AE 100 H 2 TAEIR
B. XL TAEN H A §EE L4y Identity Manager K )/ Rtk 17 SR Bl 3t 2L LAt 45
R

Identity Manager ¥4 X} 5t1fi "Work Items" X3 (1) i TAED H 475041, Al AT
PTG — AN 1 A B R U SR 0 LA g 187

T ERE

AR H A Re)E T L FRAL L —

e Approvals — Filk 7 sO bk o HEAT S B HEAE T K

e Attestations — 2 F FIHLHEH AR SCAF ) K

*  Remediations — & 1E 802z ] K ™ SR SE R AR 335 K

o Other — FRAEAT - FbrdES M2 SMRFRAEINH 15K o X AT HEZ M FE T AR
PE IR K -

AR AR H R AR H AT, S SR il Work Ttems T

AT UAD7 1) CARIH ORISR oA B SR, B AT DLE SRR AR H 28R LASI

PESRAL 353K

= MR TAEE (B TAES D 1 TARS H A&,
{EYE% 5 Identity Manager H] ) ST 45 1278 "Work Ttems" 4135

£ R TAEm BiFk

SO TAETH 5 SRAH WY, ARSI "Work Ttems” DX s f o ARSI H 28812
o MIERIIR LRI, )5 o TR R S ERAT R e —. X8
PRI H ZE TG A0 H 282 5

A N SRR A B PEAAE R, 1S WL
o 180 L LM “ik o HbAE”

e 367 JL L “EHENEW] T

o 348 UL LI “UBIEFNZEMR”
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EEITEMBRE

i H] "Work Ttems" [X 35+ [¥] "History" &5 n] DL il LA H #4528
K 5-7 o T TARIUH D SRR B 749

5-7 TAETH P LR
Home Accounts Passwords piorl Reports Sy Roles M_eta Resources Compliance Seru_llce
tems Tasks View Provider
ttestati Remediation: Other | Historny | Delegate iy Wiod ltems

by Wiade Items

Previous Work ltems for Configurator

Wednesday, August 30, 2006 11:12:59 AM CDT

Number of records reported: 2

¥ TimeStamp Subject Action = Type Object Mame = Resource ID Result
PTMUESD':'T"’"’-AUQUSQQ-20051:35:”3 CONFIGURATOR | Approve | Organization | TOPTEST | NiA TESTZ | Success
PTMUESD':'T"’"’-AUQUSQQ-20051:35:”2 CONFIGURATOR | Approve | Organization | TOPTEST | NiA TEST! | Success

ERIELHE
TCARTH A T DO AR T4 HoAb ] ) — Bedia & B AR B A 4
fif o LA NIUE AT T 2T AR IH -

* My Manager — $§ TAE H K ZATE 7 o gs Bk - s 15 .
e Selected Users — ¥ TAE H 5K RALH M R 45 B AR P B — N2 A

M.
* Delegate Approvers Rule — $i5 & f##1 TAF I H I ZE0EAL R . mT AT AR
Y R

BUFIEZFE TAETUH , 157E "Delegate Work Items" 51 3% None.
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/ A ) \ A
M P b
¥ H P s N3 Identity Manager 24 Jm, AE A #EAEE B4 Bk 7 00/ 34 3 o 206)
k) G EATEE, Identity Manager 3¢ #Fid H] 11X 4% Identity Manager X % ) =
SIRGE

o HHLR — T EHEMEE AN BN R
o B — S EHLHEE L A I K
o BRIR — 3 EHLHE BT ) BRI R

x %] LIRC . Identity Manager LIIRAF 725 44 HIAtbHE . A oS U],
HZ WA 182 WL “RE AT A M

WEHRUESR

Oy B bR R v A ORI, (HEEEA T SR E . X AR A
HEHEE BN, K Qs DA BN . J R AN HE e
K, A AR .

AU 2 AN EHEE 73 He2s S AN I D — NSO G B tkfe, B AT i
ZAAERT, DA IR AN 2 1 IR st b CAE R R — AN bEE AN T, A
FEAEE AT T AR BRI SR . HEVEDGE R G . BOATE LR, k™ SR AT R AN
ity LA (HAE, TTRLEE I R DR AL T .

Identity Manager DL TAESFE I (175 G W] 1 ik ™ G SR Itk AR 2 . )
LAt A8 ] Identity Manager IDE H 2 CTAR, LA EHEAERRE . flikimk - iR
Il 3R -

AKX IDE. TAFRA S b vE AR R SR BV E a5 &, 152 0L Identity
Manager TAER. FREPFINE.

5-8 Yt I Tk O T AR IR AR HE IS A TAR R R A &
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5-8 = B g CARR
s%l Account Creation Workflow

Notify I
Organization Approval I

Resource Appmvall

No Approvers End Resource Approval
Awating approval from
keunning

T End Organization Appmvall End Resource Appmvall

End Wait

End Wait for Approvals |

Y

Check Approvals

Create Accounts I+ Provisioning Enurl Request RBjectedI

Y

Notify after Creation

[l naths taken
B active steps
[l inactive steps

Identity Manager it il DAHEHE SR Za bt ok . S B 2 A4 btk =, b
IR 182 T Bf) “HCEH AR TR B E R A
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A LAYE Identity Manager 511 ) "Work Items" X 5 25 5 B HE LA FRALHE . 7
"Work Items" 71, Hiifi My Work Items LA F #H:4{tifk. Hid; Approvals £
RLVEPALAE

AT LA AT A B HEHERE 44
1. 7 Identity Manager & # 7 #t1fi 7, &+ Work Items.
2. ik Approvals EIIF,
3. WA kR A ML,
4. G ALHERITIRE, SRl Approve.
Identity Manager #2755 & 17 25 {T: applet.
5. i Always.
Identity Manager #4 %77 [ R AER 22

6. HADUdr Browse LASREH P ENL B (AR B 25 44 AL 91 a) 0 B AL
Wss 184 YU R “ONSRAGREAMAERE T e B R 25 R 10m i) .

7. ENEPIEERS (ERCE LA M AE] Al v B b, a0 184 WU B “ 3k
PR 2 e B IR D B 101 Bk

8. i Sign HLUEIEK.
X fE G R A

SRS 42 5, HFEMANEAE SN, 550 Sign, RInHAT 5 Stk
1f.  (Identity Manager #3855 iRtk i 12 25 B PR O AL . D

Ao E R FERBIHE

AT LS T B A SRS R R i B A8 42 e . AR R I R T RAIE TS A
CRL 75 % Identity Manager PLIRAFAE 44 JLAE T i 1O IR 55 4 i A2 P S P 5

ARSE B HERIRS [ iRELE
S RS AR SRIL T, AT LT 8%

1. ARGHEEYF, WHE security.nonrepudiation.signedApprovals=true
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2,

FEUE MU LAY (certificate authority, CA) FIER M FEAEUET . Ak, 2440
HERAFIE T I RIA .

filtur, R ZATH Microsoft CA, iEH& IS LA T [0 SRERAE

a. %% http://IPAddress/certsrv, SRl B PR 5%

b. LLFEKIR CA UEPEGEHEI51&, )5 i Next.

c. FEIFRM CAES.

KAUEFAE R FAFUE T8 N 5] Identity Manager T

a. (EFHLG S %P Configure, #KJ51E#E Certificates. Identity
Manager ¥4 %275 "Certificates" i,

5-9 WP
Certificates

Usethis page to manage trusted cedificates and cedificate revocation lists (CRLs).

Trusted CA Certificates

[ Serial Number | Subject DN | Finger print (MD5)
Add | Remove |

CRLs
Il Connection Status

Addl Remave | Test Connection

[~ Disable Revocation Checking

Savel Cancel |

b. 7F "Trusted CA Certificates" X1}, H.ifi Add. Identity Manager ¥4 {7~
"Import Certificate" 51,

c. WIREMSARUERERHE S, A5 Hd Import.
AR RS R R S AR R AR .
N CA HIIFE P 412% (Certificate Revocation List, CRL):
a. {r "Certificates" UL ) CRL X, Hil; Add.
b. %A\ CACRL f] URL.
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X o UFHHIN S (Certificate Revocation List, CRL) 4% CL A% 3 uki 5
BOUEB P8 5 151

e CACRL /) URL W LI http 5 LDAP.

o XFTEAN CA, MH4r%k CRL I URL #B& AR, AT LA k)
% CA UET I CRL 43 A i e #6402 3L URL.

5. {7 Test Connection %;iF URL.

6. ‘il Save.
7. TJLMEH] jarsigner X applets/tsl.jar 24 .
= AREHER, HSH

http://java.sun.com/j2se/1.4.2/docs/tooldocs/windows/jarsigner.
html. Identity Manager [ff47 ] ts1.jar S HAEZUET KA
Yy AL T ARG A7, NATH BETE CA MR AR
T 25 44 U 15 TN I SRS 44

ARBEBHEN R PIREE
S PR PUORILE, WL 8

&
B PHLRG D ANEAT 223 T JRE 1.4 85 A IR Web 3 ' 28

pUK i
SEARBGIE AL %8, RIEH IS 3] PKCS#12 % HE+
Wi, 4 SE2EA FH Microsoft CA, 51 LLLT ()5 B4 A «

1. fiiH] Internet Explorer #'%i 5| http:/ /IPAddress/certsrv, 4R JiF il ik & HA R 2
Fo

& "Request a certificate", #AJ5 HLifi Next.
%#% "Advanced request”, X5 i Next.
Hili Next.

1%+#% "User for Certificate Template".

o 2w N

184 Sun Java System Identity Manager 7.0 « &i2{5r



6. JEFELLNILI:
a. Mark keys as exportable
b. Enable strong key protection
c. Use local machine store
7. il Submit, X5 it OK.
8. !fiili Install this certificate.
9. EFEIEIT —>mmc LUH 5 mme.
10. S HNUEAS T -
a. 1L# Console—>Add/Remove Snap-in.
b. i Add...
c. IEFEUHEALKS.
d. i Next, )5 #.il7 Finish.
e. 'fili Close.
f.  Hidi OK.
g. % Certificates—>Personal—>Certificates.
h. 1§ ¥1; Administrator All Tasks—>Export.
i. il Next.
j. Huli Next A 7 th & H%H.
k. fili Next.
I HNERS, AR5 Hd Next.
m. A CertificateLocation .
n. i Next, #A)5H. Finish. H.i7 OK ZEATHHIA
iE THERAER I ECE PR 101 CEI) AP 10m GIETAZED

RIS S

TR 7 B EORXHILERE 4
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ERESE

% UL T PR A 1dentity Manager 1 11 H AR S 35244
1. 7t Identity Manager & P 51 7t [l 116 % Reports.

M "Run Reports" T "New..." ZIi 51| 5 F1i%+£ "AuditLog Report'.
1t "Report Title" ‘7Bt Abrdl (41 "Approvals™) .

£ "Organizations" EFEX Ik, ELEHTH AL

I%EHE "Actions” &I, RJFEFE "Approve's

Hiif7 Save {RAFHR 5 TR 7] 42 "Run Reports” 5T,

Fili Run 247 LR 7

TR SR AR HSEALGER, JThaE:

o WURHL

o M

o EBRFANS

o LAEAKIMHE

#

o AR

© N o o » w0 DN

3

ZHEHE

BURBEHA HEMEFBLRE, W] LOREASK I HEHETE KBB4 — AT CZAE
B —BURE M. P IS H eSS BCRERN AT B 2 AT .

ZTHEDREAUE H AR Ik k. AR (C4E "Awaiting Approval" 1E1i
AU R T RER K

LW E T, 1H7E Approvals X3 H EFE Delegate My Approvals iE5i <.
WAL T L FACRE: 7 Z4E Workltem 5% WorkItem [F{T-A authType 4" i
(fL$5 Approval. OrganizationApproval. ResourceApproval Fl

RoleApproval) , B3 A #J& WorkItem 5 authType 2 —MAEA] B & L+ 8Y
I, AT LYT ) =BT fE .

T LA "Create User"/"Edit User"/"View User" U] "Security" 3¢ #1285~ A1
JFI S P AR
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AL A AR AR I AR N HEHEAE TR . ZeAR I SR A5 52 4834 11
4

EKATE I HEEHE

IR CRATTR, MO HEHER CAEZE R AE T R o ok HAE 4 IR R (&4
D) A AR BB ST N, T BB R A ORIl SR AE T
H &2 H VRGN S i X s

187



188 Sun Java System Identity Manager 7.0 « &R}



frh6i

0 &

WREIZ 5Nz

AT AT AL Tdentity Manager $dis [R5 MU A h REMI e BN RE . S8 1 A
ARBERREL TR R, PhRAED ) BUR A X 6 T B ARFF R 5B (115
£l

/Lo

o MR T H. fEHIE—A>?

o F
o iR

o IHENFEDIER G

WERIZ TE: ERW—1?

Fo HE LU N MENUE ¥ Tdentity Manager 3 [7]25 T H DLHATIES

% 6-1 A8 P Hd [0 T AT TS

IRE: EIERLIL -
VRIBERMASIN Identity Manager, ZEARE  MEiEME
ZHIEBER

VIRABEIRMASIN Identity Manager, iz $2EREISCHE, AT

B AT LOE 3 14 1t 25 B Fnsmies 2504

EHIEZEIEM A I Identity Manager, RIEE.  HiEER

BHREE XGNP RITIRIE.

BN P EMHEESIE S| Identity Manager  {ERESRSEREHITRS (ZNEREL
EJ1)
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BT

Identity Manager Ik} 48 % Ly it 45 1) (a7 A PR OHE 0 32 Rk . G dAT55 . X 26Tk
(OKAF

o Extract to File — K¢ 5% J5E L &3 [0 ) B 50K 1 S OB — AN Scff - CRA CSV sl
XML #%:0) o 75K 504 3 N Identity Manager Z /i, 1] DI SO T4 AF

e Load from File — S0 CRAI CSV 5l XML #% 20D ik & R4 e AT n 2
#|| Identity Manager 1.

¢ Load from Resource — &5 & HABAME R IhaE, MEHEEEIUK I8 e H i
Jn#k3) Identity Manager .

A P IX 4% T H 0] LAY EE BT Y Identity Manager /7, sl 5N LAk f 5 B0
A Identity Manager H ik STk

RELEI ST

A8 FH L Th RE R BRI 2 N JFHZ I B — A XML 88 CSV SCA ST . IXFEOT LAAE

KBl 5 N Identity Manager 2 fif %t Hilb A7 & 6 I 4.

BN

1. {ERHFLP LR Accounts, K5 1E+E Extract to File.

2. GEFEE PR R

3. ik P s BIE BSOS . AT DU B B XML SO, s H R BLIE
A (CSV) ¥ 2wk F g P i SCAR S

4. Hiili Download. Identity Manager ¥ 275k "File Download" X{ i, A LL7E
VRS U AE HP 3L PR RAT B A R PR S

WRGEFATIFZICNT, WA e SLE AR R .

M INE

ff FH b Th Rk ek - (Gl Tdentity Manager M Y5 H MK 7 B 75— S5
PEHCHIME D n# 2 Identity Manager ''.  H1 Identity Manager (3250 2] 3L g
US4 XML A% SO o R — S5 A, WIS SCfFi R A CSV
I E W
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XF CSV x4k
W, BNERImK P A R A TP I LLE S 3B (Comma-separated
Value, CSV) #% /17, LME N4 2] Identity Manager ' CSV U 75 U ZIUE A
DL A G )«
o 11T — LIRS MWMTE RSB S b A 5 1
o F21TEIRE — VLE S RIIEAS AR 147 e XA B rErE. il
FAFBAERAEAE, Wz T-Beb A A8 5 208
Bian, — SO AT AT RERAL T B R IS4 H
firstname,middleinitial, lastname, accountId, asciipassword, EmployeelID, Depart

ment, Phone
John, Q,Example,E1234,E1234,1234,0perations, 555-222-1111
Jane,B,Doe,E1111,E1111,1111, ,555-222-4444

6-1 R It i)k sCIERA 9 CSV ST 741

firstname middleinitial ,lastname Id,asciip d,EmployeelD Department ,Ph
John,Q,Example E1234,E1234,1234 ,Operations,555-222-1111
Jane ,B,Doe,E1111,E1111,1111,,555-222-4444

EAG T, AP (Jane Doe) BA 1 T. ShD A IAHREIIE S (,,) &R,
Y JRE
1. fERHAELTIESE Accounts, A J51%4f Load from File.
Identity Manager 4 {271k "Load from File" U1, nJ{if Fl 1% U3 Nk, RJa
o User Form — Y N#d F2 0% T Identity Manager i, H PR 540
BCZHZRCL S ti . Be s A FLAd g 1tk o PR N TR R sk 7 fK - 3
B
o Account Correlation Rule — 11K/ SR AL WL ¥ T REHIAT RFATCHA # (1
IRk 1 Identity Manager H 7 o iR 45 e oA 4 B sk = (19 g 1k
FIRBN 23 1] — A FRBR B P S F 1A, TR el . 2k
B AN, DL T BEHNAE BRI TE G & BEUIK 7 1Y) Identity Manager
M
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Account Confirmation Rule — K /A A KW A] B AT AT 28 MOCIEAR
P VAL AT & B R PR . 7R84 58 HA Identity Manager HI /- Fl13E
AT I BEURIR  ) J MR L PR B R n, A T A Ik,
WHR ] true, R[] false. ed—NREIN DL B8 Jik 7 Fr 654> v
A # . IR EFE No Confirmation Rule, Identity Manager 44552 /it
AWAENA L, AT

= WRAERE RIS, ORI REANIK e # e 2 — I
o WA ZEHIAN .

Load Only Matching — & #1016 150 7] f\0K 5 14T Identity Manager H /*
VEFCLIAMK - in#k 2] Identity Manager o i SREERE LT, N s s
FEATANIG T AR B8 ik )

Update Attributes — LI I HT F A AR 1) i 1 450 224 il
Identity Manager H )~ I J& - {H.

Merge Attributes — i\ s E M SN ETEY, XL EMER(E
NAEEIE (RWEEED) MAPE . Pk T 7SR JE 1
BRI S 2 . A% +E "Update Attributes” 2.

Result Level — &+ —/NBI{E, IAGEREAETE B B E I K A ik - i % o

SEHESE S

e Errors only — f/EINZMK 7 R R rh o A= A0 SIS A i s BBl ) &5
2o

*  Warnings and errors — £ JIEUK /™ AL b AR 28 o sl e i RNl
B I IEEE

¢ Informational and above — &/ MK P d s A 45 5. XS S8
HHFRIEITIH TS

1t "File to Upload" ‘7B, fit @ Z a3, X5 Hifi Load Accounts.

i 3

o WREMASCAEAE B, WG AEINERENS IER QR ST, b
TR AN o

o LMBGEFERRIAE S5 LB A ARIE TR SR Dk, R SE
A4, W5 Bl N REAT 5Q A 55 S 51 Re 2 ot LA
T AT AT 55 56461 o
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6-2 YW1 T "Load from File" Jif 4 H1 1) ] HI <7 BEAIIE T o

6-2 VIS &Ik

Load Accounts from File

[l UserFarm |Defau|tUserFDrm hd|

[i] Account

correlation Rule | User MName Matches Accountld j

[i] Account

i e | Mo Confirmation Rule j

[il Load Only
Matching r

[flUpdate sccounts [

[i] Update Attributes T

[i] Merge Attributes I

[l Result Level |Informati0nal and ahave j

File to upload | Browse... |

Load Accounts |

IR SEA LS (EORIBE , MNBGERE 2Rk P S IR . kR
AR 30 T AT ] ASAH G B N B EE B 1) Identity Manager 7 (BrAEFRE “4b
AR ) .

bulkAction.maxParseErrors HU B AR &2 15 BN S I Al R B A = A PR o
BUAELL T, BREN 10 MR WA EUAE] T maxParseErrors [
i, W&t 1.

MEIRINE
A5 FH L Dl e v AR F 4 0 1R I8 I L LB UK 7 K HL 2N Tdentity Manager .
BERMK S, LSRR £E Accounts, SR )5 1%E$E Load from Resource.

Identity Manager R VFfi € i, #R)J54k%4:. "Load from Resource” Hiifi 5
"Load from File" T [ T AT IN8G0E TSI LU 06 TR #5641 4 SR AR ] o
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48

i F B R T BE v 5€ Lt Identity Manager (1 98 5k F 55 5EAN B89 152 BRA7AE 1)
P 2Z TR AN — 2, I B SCIBRR 7 i

KA AL T3 T i b, DRI B DL RRAE

o LLARRILAEE WIH SR P, SRR R AR TR

o WiViE (HEARE

o IRMEMER RRIHL NSO

o RIMIANIE N (ERARE

0 A] DR W G A 78 AL B 2 el R ()R A — R S B AT R AR
o PRRATATIR 2 H

o AN

o MRS ZIE

M BT Xk ) Identity Manager Bl ZhfE.  "Resources" ¥1|3 Wn &N B4
R R B ) B S m R RPIR AR

X T iR R

U SR FOVF R B B R AT 05 N — 2 A N o T A SR TP B AT P M
IR S d W Db A AR OB AN 1], DR BRE 0T W i 300 T 368 30 A B A 75 D0 A
Wi o AT LIORE B C 5 0 AT DI i 7 S B AT ROAHLEE - (A2l Identity
Manager 47 HI XD -

SRR TSR R

GBI R SRS -

1. {EE AL $E Resources.

2. 1t "Resources" #1137} 7 G5 TPk FE 58 U o

3. 7F "Resource Actions" #1415 1% +¢ Edit Reconciliation Policy .
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Identity Manager ¥ %it 1 "Edit Reconciliation Policy" UL, AJ7EILA AT 41 Sk
EFE:

¢ Reconciliation Server — fEF ST, B G RS ay#l o] LLEA TR H . TR
i 1 fi5 W /5 Identity Manager IR 55 #5418 1T 41X B89 P

¢ Reconciliation Modes — 7] AZEAN RIS AT, SXFERERS AR B 1)
g Rt

o  Full reconciliation — il M)E (LB A »

o Incremental reconciliation — WM IR (LA AN .
7E SRS 1 16 1dentity Manager % % IS AT VAN %R H A . %E$FE Do not
reconcile 25 F &5 H b % I AT B -

e Full Reconciliation Schedule — %155 H 52 420, )42 ] e gt fE 2R B
NPT R . EKWE TR g g 3 B Ia T e A AR R . %EFF "Inherit" 2
T T vy 2 ) 0 s 4 A g e Bt 3R

e Incremental Reconciliation Schedule — U1 )5 FH 8 EAR WM, 3% [H 2 1)
HEERBPATEI M . LEFmE T Fs B T e AT B U R iR . kP
Inherit 126 500 MBS 5 25 0 (1) S s 4k A 48 e IR FE 3R

E FEARPTAT GRS AR SRR P o

e Attribute-level Reconciliation — 1 LB I0 IR Fic & A Far so iik ; Jg dE 3E4 T ) A
MU (RE, AT Identity Manager SEAT IS0 o F5 5 B & 1 A D
%} Reconciled Account Attributes * 5 5& [ )& L HEAT [ A1 5 25

¢ Account Correlation Rule — Ik 7 JCICHL I IE £ nT e A B TSI & 11 P
K 7 (1) Identity Manager H1 )™ . 41545 & oA # ek . )@ vk, SR
SRl FRH R R SIER, H TP ERA & . ERe—A ),
DLAT & AT Be A RS O 5 B2 500K 7 1) Identity Manager H o

*  Account Confirmation Rule — K ™ B A N AT REAT A A4 B A SCIRRE I 32
PRI A PR TG ER . AE245 2 A Identity Manager HI /7 FEEAEHHAT
BRI ) IR S TR TR, A D A K, R [
true, TWJIR[A] false. EFE— AU LI IR0k - ARSI & . W
#%#% No Confirmation Rule, Identity Manager K52 i i W AEA #, A
BTN o

x WIRAERE RIS, QIO RNk g S e — T
VS AN T R AR o
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Proxy Administrator — $& & AT P i 5 i A (R B D% o P iR I BB T 4
AR RS R O3 T) DABRAT AOIS S A o o) 548 FH 5 DG A9 T BRI SR R P e
(%D .

W] LLIEFE "No Proxy Administrator” B3, WA GERE 7 Uk m, Wnf LA
iR aE R, AHAISATARAT W 4R AF Bl T AR

Situation Options (Fl "Response") — WM& IRMA TREMHE L. 76
"Response” F1 {5 5E Wi NPT FIAEAT #A1: «

> CONFIRMED — fi &k F 474

o DELETED — i #5174

o FOUND — PR BEREAE 73 Be 0 98 L4k S DL RCIK 7 o

o MISSING — 4 s - i g U5 EAAEAEVL L bk -

5 ;}:KQLLISION — WA ELZ 4 Identity Manager /7 4 23 Bic4h %5 95 L [7]—
Fro

> UNASSIGNED — VMHBERELEAR > HL4S FH 10 285 4R S DT ATk - o

> UNMATCHED — K/ 5454 H = # AL AL .

> DISPUTED — ik )" 52 A~ P ILHC.

NOXLC NI CR] HETR A Sl ) ke

5 Create new Identity Manager user based on resource account — iz 17 % il

P Je R RSP 2 S LG BT I o B P AN 2 DR AT B o5 45 B8 T

> Create resource account for Identity Manager user — {# FH Ff /' 38 "L 57
AL T IER  JE I, DA G D (1 BEEK

o Delete resource account and Disable resource account — I/} / 24 %t 5

Euib] IR

o Link resource account to Identity Manager user and Unlink resource

account from Identity Manager user — [r] F] 7 8 I B8 UK 7 70 o SO H P
oh MR B 1 20T e AT AR A 2 AR HE

Pre-reconciliation Workflow — W] K HIMRIC & 02X SR AT Vil 2 Bi I AT
ArfeE I TR, 8N ESITR TR WREE TN TR, F
i%#¢ "Do not run workflow"

Per-account Workflow — R ¥ BRI B0 B 4 26X BEFT 2 IRk 7 4 A H ma Y 5 s
TH AP EM LER. eethilNISIT LER. WSREA BisiT i LAER,

1 1FE "Do not run workflow" .
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Post-reconciliation Workflow — 7 ¥ AL B A 7E e MA@ IR 2 JG iz 4T H
FRE TAER. /NS TR, mREEEISITHTER, Hik

#& Do not run workflow.

it Save DAERAF SR M T Mo

Bt

AP EITA] A s P AL 55

Reconciliation schedule — # 7] £ "Edit Reconciliation Policy" 5T % & FH
BERERE, LUE AT M.

Immediate reconciliation — S HliZ 70 . BRATHEAE, 1ELERIRFR H
R, SRJE1E "Resource Actions” FI| K PIEFELL NIz —:

o Full Reconcile Now

o Incremental Reconcile Now

PR AR SRS Th BRI S H0SAT o W RAE WS P R B T e SR

2, WP Ak S fe e Uy 0BT .

BUE A

FEHON M, EIEPRYE, SRJ5LE "Resource Actions" %1% ik Cancel
Reconciliation.

EFNIBRE

"Resources" #| & H1f] "Status" S AR &5 T RO IR . Horb (o ds:

unknown — JRAREN . ARSI RATTH .
disabled — Ppifi C4EH] .

failed — ARAE5E M BT I EM

success — LLHCD) 58 Bidso# (1 Bl

completed with errors — T A C5E R, (H H LR

i 3

WDAURIB I TUA e B AARS AL OXEF BAS B3R -
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PR LA P PR AR S S BT H . AEAIR IR R, AR5 1E "Resource
Actions" %] P i%+¥¢ View Reconciliation Status.

{E Ak A Z 5|

k& 525 id 5% Identity Manager TR #REAS BEEIK 7 50T CADIRS . & E2h
sk e, (HE R A Identity Manager J)figth 2 Bk R 5]

R THEATRIK RS

BRIk RS
HIRMK RG], L "Resource Actions" 41|3& ik % Search Account Index.

A FHRRRA, RIFMABUERAERIENE. ¥ Search AR5 il R 4 AF
B UL

¢ Resource account name — MEFFMIET, FiEFELP - MERSFTT GFkHM.
AT, ARTEHIAN TSIk A FRER S HE K S R

¢ Resource is one of — EFILETL, RF NIRRT EF DA%, DAk
LA R =D ER o A N 71 1

e  Owner — MEHFMIET, FHEFE—ITBRTS OFkR. 8588, REHMA
WA R Ak, BRI AEK ", #HRLET "UNMATCHED"
oy, "DISPUTED" 1 . N ik /.

e Situation is one of — EFFULIETN, RFMNVIRPIEFE—Fak ZFiEMN, LA
AT RGOS Sk .

¥ Search IRIGH RS HCRE R . BIRFIHHRLE R, A4 Limit results
to PR R AR . B BRI R3] HT 1000 MK .

il Reset Query UL BRi% SO HEAT BT VISR -

HMEMKPZESI

WU B P Identity Manager H 70K/, AT B HE0HEAS P 20 Sl Dbk 7=
FEPATHEEAE, 15ILPF Resources, R /5% Examine Account Index.

Fkg 22 o Identity Manager CUAIK T A BH K/ (JE18 Identity Manager )52
MK o M B 95 L Identity Manager 41205041 B SO, i
M "Change index view" 51| i Tk 4%
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(3l 9=

FEH PR LMK P, 1 1E$F Group by resource 541K, Identity Manager 2%
BRI AL R s SO A R T SO R T MR R E B . Bk B OSL +
5 - LA R Identity Manager CUANRI T UK 7

B O BEIEREAT U LR B A I B2 B bk P A2 R ik

MRIGZ R BT O, AT ARAT JLRPERAE . T DA k)™ PRI S s # 1)
PEZIK S

ERARA

B{fH Identity Manager H )7, 11E+¢ Group by user K5 IHLEl. {EULALE
Identity Manager JH /" MIZHZ 573 24 "Accounts List" T E 41 . EEH N
73 e Identity Manager FAEANHT P HOIK ™, 3i5 SATENZHL OF s - 4 55 1
TRRfFe AEIZH A4 00T IR s iZ R (B A ik 7 A Identity Manager CUAITIX
LER 7 EPIRES

MR 2 E M B2 RTRE OL, AT DARAT LR AR . tn] DAL IR ™ PRGN (5 B B £ bl
WK o

= it B — BT R o

i B [E &R
Identity Manager ¥ 8) DI g UV (EARALSMNERZEIR (At F R PP sl i ) i g
{7 &5 Identity Manager i )" i []25 . &y Identity Manager % 5 . [7] 25 n] i H:
e B8 A9T AT 00 5 52 A U PR B 14

fn] DL A P LI, el 5 BRI R D S h fe e A AN R B GE R @24 e
PRXFHRIEAL) KL E Bt 1 5 it 1] Identity Manager 7720,

LGPPSR SO TG 72X, B 2 03 80 A0 TR o 0 51
P A ERUE SHOL P VRN B, W L 109 SULRY R SO LRI
.

GBI E R .

=1Eki7
Identity Manager {3 1 [F] 20 506 5 B IR [F) 20 . EBCE [R2D, T54E "Resources” 1%
TR PO IR & R 2P BE s, SRS M\ "Resource Actions" #1J3& 1ik$% Edit

Synchronization Policy.
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4mAE R 2 SRR
7t "Edit Synchronization Policy" {455 LA 1 10 PARC & [7] 25«

Target Object Type — LS HLW S O 7 2628, "Identity Manager
Users" &, "Service Provider Edition Users'.

= TENR SRR S B, AL [0 RS (FR 2 "Service
Provider Edition Users" JXTH A LLJF HIIXLLH] F i) s
[, ARWRSRAFHPPFEAEL, WS 135 “k
AR E R

Scheduling Settings — i /LB AT 45 5 8 3 77 VA A SR I HEFE R

"Startup Type" i LLJE "Manual". "Automatic". "Automatic with Failover" %
"Disabled":

> Automatic or Automatic with failover — Ji3)) Identity System I /5 3)j#%
B

o Manual — ZREF B 535 SR .

> Disabled — £ H %15

{iH Start Date 1 Start Time 3210 n] 5 52 o] I FF 2R 58 1f) o T8Ik 326 3¢ TR BRI F 4
BIRGME  (Fb. 43%h. /DBS. Ry R B wligeieim R,

Ln R E RS T UG H AR RIS R B0k, WS R d2ce e I TR TG . dn
RAIERCE AW ITaa H R W 40t &, ) Identity Manager #4410 45 &
ROV (R B A 1 2 Fe VRN K TR IS TR) o 4502 -

o fE200547 H 18 H (EH—) K EEshFLD%®IE

o KRIHBCE VAW, JFARHIN 2005 7 H4 H G2, B2
9 A

BERPEOL T, BEIUR T 2005 4 7 H 25 HJTMR%e# CF— M2 .

WURANTR € T4 FIHE ), Wi e RIFaR%e ). AR A Ik 75, R

VNSNS Y S L SR [T R TR B e Rk SAVASIDA B R g R

R 72 BB TT 4R PRI [A] .

Resource Specific Settings — i H] B Al 45 5 [7)20 LU b7 20 o 2200 B At

B A o
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Common Settings — 1] 24 £#s [F 05 2 4 DA T RS -

o

Proxy Administrator — GEFE 4 T A PE SH B B 0L . A RN e TG
S5 G PR O AL REREAT IR o SN IR B AT 7 P R AR HE L

Input Form — ZEFERE A0 BEEHE SOBT R AR 5. T B IE B 00 H S VA4S
JE PEORAF MK 7 2 Fin AT e e

Rules — i HIi% 0] $i5 5 Kodfa (7] 20 o At v 2208 T R R -

e Process Rule — ZEFEHHI AT $i5 2 BN BEAME AR Pz AT I BEFE RN
B T2 78 1 P A AL I a0 AR BEAR RN, WS A R —ATIEAT %
HERE, o oAb e B A . BRI DR ERE S AR, ] DU IERE
ZRR AT VEAR R

e Correlation Rule — £ LK w] DL7E 55 78 B2 U5 1 I ] SREmes A 48 e 1
RICFIN o SCHCHL IS 25 J500K F 5 Tdentity System K F AH K o

¢ Confirmation Rule — &AM AN AT DL 75 48 B A0 1 1 S ms T ¥5
AR o

¢ Resolve Process Rule — &£ UL AT ¥5 5@ AE B AL Y ) Sk P AFAE 2
AVCECIR BB AT AT 4 2 LA Fk . RS R & 3 R T T30 i
o RERTLEHERE A HR, tHa] DL HEFE 2 FR A VP JE ) .

¢ Delete Rule — iEFRH £ X B2 AR H P 8 B34 7 VP45 IF IR [B] true B4,
false AR, DUBSE 2 75 DY EAT BB BT

Create Unmatched Accounts — Ji HIIETN (true) J5, NIERCES K 23 G E7E
Identity Manager R4 AR o A0SR JE I I, U) 3 PC 245 K e it
i1 "Resolve Process Rule" i& [1] ) #E 2 Kz 471K /7

Logging Settings — Jy LA I H 0 skB Il dis & 11 -

o

Maximum Log Archives — Uik 7%, MR N A HASC (.
B T%, WEAEAA T, i -1, MRE & ff

Maximum Active Log Age — LI A BOL 5, W63 H AR . ik
TR 2, AN AT I A A . 41 2R "Maximum Log Archives"
%, WHERRE N TRBZ G, iW53h H SR gk W B i . el A IR &%
P AT "Maximum Log File Size" i 5 (1 4 24T VPl -
BIN—ANECE, RSB IAAL CRL AN r8l. HL BbEED o BR
WAL R

Log File Path — iy N Z QU B MRS FESCHH H AR . HAESCE
PR LB IR A FRTT K o
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o Maximum Log file Size — iy N7l H &SRB R RN (BL7 4 5
F1) o TSN HE SR ANE BB RAE I, 2SO R AR . iR
"Maximum Log Archives" 4%, WI{EHRE N MBI )5, W68h H SR w8
BT . RN R AL T "Maximum Active Log Age" #5144 H
WIS FEAT VR A

> Log Level — #i A\ H &2

o 00— Aidx
o 1 — A%
e 2—fil
o 3 — R4
o 4— iRk

Lt Save LACRAF BRI SR e o

= : — — _LI: AY (==
HWiE R E T IER R
TE 45835 2 R S E Rl 4 2 0T, 6 1k [F22 . 7E "Edit Synchronization Policy” 517,
1%+% Disabled 1F 4 Identity Manager /" [f] Startup Type ; % - Jlx -5t i H

J, iEHUE LS Enable Synchronization 1E1. ¥ WA R, fRR CAARIES)

B

N BEIAR R0 K 3 BUE R L 45 1k R AR 55

ATEsNE SR sR 1t RE

T RP G B 115, Bk ActiveSync GRS EL & 1T BE¥ IR 552 PERg . TR
ActiveSync iEFCEHEREW S UL T AESS

o AR R] [R] K

o IRTIBATIERCARI AL

o JABAEIE

o JEMALAY H IR

T YR AR PG S D IE RS . IR RS S RDERCAS, 285 M "Resource
Actions" #|31¥] Synchronization BO&EHETFAG 45 IEARAS I FT 2 il 4F
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A () 8] B

S A I T ) 5 R 2 3 9 ) 20 S PR A IS AR AR BB A5 L o AR LEAE AT K35 802K
TRty S YN TR TR R o 90T, SR PE 8 B AN 2R 1 A AH 4t Y Y 310 DA
Identity Manager " SUFT FrA HI S, AT DA% REAERER L RIS AT It R . R LEIE i
AT RERT EEPRH I R EAC BRI AT ABCE N BRI AT IR

FEEZITIEA R EN
PG A LR IS

o i%® sources.hosts=hostnamel hostname2 hostname3. x| T I 4TiE 5 [A)
WIERCES ITFEHLG ENLA . WA E B A B 8 — Nl H 8L Lis
iTo

x i N1 hostname W75 55 5% #5 ¥ Identity Manager #1J& 1 [#¥15¢
HUCRL. nfLUELE "Configure" MEI R & A R 45 #5114

%

e W H sources.hosts=localhost. MHIIXBE, &ML AE 00 TS g
G5 — Identity Manager JIR%5#% 11217 .

E FEREEIN L, TR R ik gs as, DATHIZE — k.

U BB AGE H T Identity Manager F /7 [R5 . R 45 B 41 v FH 7
[Fil 2 B SE R RS £ [ 2 SR R 0

AR T 2 AT CPU RIS B[R 2D G BE ds il B0 AE L IR S5 4% LigdT, LA
B - R

BEFiELE

A[AER L Fshiashok @38 shinsh L E R A . Bn shol s (ki sh FD G Rl A, &
DAZRLELAG FH N AR A B B AE LT G s [RD B . A R B OBLRERNME S, 155 I
152 TU L) “ALEESRA]” .
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WIRCRIEIC 25 BB A8 A s, NI AR 55 48 08T IR I, IS RC S R S B
2o JABPEREE, CR AL RNIEAT IR E A I (] R R AT o d R s ke —
AR, WECREAE T UK A LR AR I

iEfC R HSIE R

TEAC s H SR A JCE RO AT AL B DU B e H SR PR 5 B I T4
%iﬁ HAEBCE R H S0 o &G & H R Yt e UM 7 A & I # Ak 21 AR AT
FAEICA A B S H &S B H &S0 . 7 LATE "Synchronization
Policy" ¥] "Logging" B AAHN A /2848 ("Identity Manager Users" ¢ "Service
Provider Users") #5EiX441f .

MBREAC2E H &

HREAEIERL A D25 1B I BRE AL H 38 . 280800 T AEMikR H &2 g AT
i, LAEVIRS
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3
<
1ok

Identity Manager 7 LR 5 H S I T2 R G005 SR Ad AR & DI R4l ) LABE I fili 4k
FIEF 4 5% Identity Manager HI /' (1 2205 iul {5 RIS THE B

AT, 0K T % Identity Manager #i- &5 28 8L, Wi G4, daAT I v -1 i1k
ROEIRA, LA N AR R

ARTEIF A LA R LAY
o IR
o RiHRM
o KT
o RGN
o fEHIHIR

[ERRE

£ Identity Manager ', R4 —IAFIRMESS . A, FTLLLE Identity
Manager & F 53 51 R P A4 DA A i 7 -

e Reports — A LAFEIGIXIGE 3L 3847 MR B ts o 38 mT LU B 2 1 i
A

= o

e Tasks — E XIRE/G, A "Tasks" XL AERAVEIR 5 E4% .
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wE

ATBLM "Run Reports” SR A% UG R AHIEITS), EHI% I T BLsE B T
5

o QIR BEEAIRIE

. B

o FERHRE R BER RS (W StarOffice) (M.

EEEZI, IHAZRLIES Reports. 4 H I Run Reports 71, b gRn]H
- SENiRTIE

BOATFOL T, BRI AT 1) — A AN HSURE i LU R, A&
VPRS2 65 s BE B P 2 23 B Is AT igta st .

(EEEIAPERER IR S

CECIAE RS

EREER I

FI ) e 47 2

EDAE(TE S

7-1 %7 "Run Reports” T (17~ .
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7-1

Run Reports

"Run Reports" ¥

To create or run a report, select a report type from the New... list of options. To edit a saved report, click a repart name. Click Run to ru

=
| Run Download | Downioad_ |
| Run Download | Downioad_|
r | Run| Download | Downioad_ |
r ﬂl Download | Downioad_|
r | Run| Download | Downioad_ |
| [Run

| [Run

| [Run Download Download
- |

r

r | Run| Download | Downioad_ |
| Run Download | Downioad_|

Account Index Report
Administrator Report f
Admin Role Report

Auditlog Report H
Auditloyg Repaort

Audit Log Tampering Repart
Resource Group Report
Resource Status Report
Resource User Report d

B e

FEFH LA J7 2 — THiR E SRt

o QIR

o EFEBUIIRE, REMAB AR (BRI TR

BIEHRE

LEPERE, WEHITEL R PR

1. {ERHAFA P LS Reports.

2. EFHRA ) "Identity Manager Reports" &Y "Auditor Reports”, A5 M

Dawnload
Download
Dawnload
Download
Dawnload

All Adrmin Roles

All Administrators

All Roles

All Users

Approvals

Crealed Resource Accounts Chart
Deleted Resource Accounts Chart
Histarical User Changes Report
Password Change Chant
Password Reset Chart

Recent Systern Messages
Resource Accounts Created List
Resource Accounts Deleted List
Resource Password Change List
Resource Password Resets List
Today's Activity

Weekly Activity

New EIIHIZR ik FER R
Identity Manager ¥4 [ /5 "Define a Report" 51, £ 5T A 3E PR ERAT FH SR Ol 2 4

LI

RunReport | Download CSV Report  Download PDF Report | aReport Name Report Type

Admin Role Repont

Administrator Report

Role Report

User Report

AuditLog Report

Usage Report

Usage Report

AuditLog Report

Usage Report

Usage Report

SysternLog Report

AuditLog Report

AuditLog Report

AuditLog Report

AuditLog Report

AuditLog Report

AuditLog Report
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£
LR, EMIIR RN . ARG B, JFREIRE S (7
), ARG Save B AR IRAEIR L o

F BT & xR &

O sl AR AR S I, ) AR PRI, e B IR AR o A R R A — A e AN
THBAFHCAE N o S FEILIEIIN , GRS RDET I s A B B PE P A st
A=A AL, I IZ 556

ST LA EE I 2 AL W AR A 2

e Attach CSV Format — LUiZ 54} f§{i (Comma-separated Value, CVS) 4% 2B 1
R AR

e Attach PDF Format — A A[ #8304 #4 5 (Portable Document Format, PDF) [iff
I ot gt

BITIRES
NIRRT RS )G, a] DAAT DL B

o IBATHIREMEAGRS — Hili Run 12477 . Identity Manager ANMRAFHR S (Wl
R SOFE) sS40 (ARG A IR .

o fREFIRE — ol Save IRAFIRE . IRFF/T, P A "Run Reports" 51 (R ()
I BT .

BAEHRS
RO S I R A5 S VA B 2 L5 Y D FIRE A7, 7T DA
AR

* Reports > Run Reports — FRVFZRHSATIRAFHIR P o fEAR 40T, Hdi
Run. Identity Manager ¥z 1T4R 7%, RJ5 Al ZE A4 4% X B 7n 45 28 .

* Tasks > Schedule Tasks — i /& Za AT IR A E 55 . WEFARTEAESS)m, WA
FAR I AR 38T AR R 5 A H ARG (i [AlAE "Define a
Report" TL[#] "Reports" X35+ —F£) .
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T &R & &E
M "Run Reports" 70, {ELLFE—%1" #ifi Download:

¢ Download CSV Report — T # CSV #& Ut ittt . CRAFIRE S, AT RAZESL
flu N AR (i StarOffice) 94T FF RIS A 1z 2

¢ Download PDF Report — A B SR Uk S i, g s nr Al
Adobe Reader &E .

7-2 TR

[T | RunReport Download CSV Report | Download PDF Report ‘1Re|)ort Hame

[} Run Download | Download | Today's Activity

Clickto download reportresults Click to download repoart results
in comma-separated value format.  in Portable Document Farmat.

AR EHEEEF K

XFT LA RS A SR A 2 (PDF) AR e, ml DU H a8 48 LU o SRR s A
FAR.

L EMR S AR, 15 5 Reports, A J5iL+E Configure. W4 LA R 10

* PDF iR&EIER

o PDF Font Name — #E#¢/E il PDF #R45 B8 A 1) F48 . BRIAEHR, VR
JNIEH T PDF & 281 7K. (HSE, Gl DR A SOOI 3107 i
(1) fonts/ H s I8 8 s AR 55 a5 0T LK LA A Ak sz R Wi 5 B
(IR EEE

B2 I Ak e AR S ttf. tte. .otf F .afm. TSRIEIEEE T b —Fhp
7, M AP PR IEEE R RV EA ARG AT . Wa]iEF "Embed
Font in PDF Documents" 337 .

o Embed Font in PDF Documents — & FE1Z LI A] LLAE A2 i) PDF )45+
RN TFAERE Lo X RUFAEATZ PDF &2 B 28 P ] LA B ZIR S .

= 3 RN A2 1 25 BN SCRS PR RN

e CSV Report Options — 1EHEAE i & I E48 F I - 7746 .
Hiiti Save CRAFHR IS C B AL
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REXRE
Identity Manager £ it 2 Fijfl 7 8 21«
e Auditor
o HIUFHR
o SN
o
o RGHK
o JHI%

AT TE R LR G AR ot 2 B0 PR R 2 ) IR A -
e Identity Manager 5
e Auditor %%

Auditor

Auditor 75 FEAEAT By T B o SR o SR A PER A B R PR AR
AR TSRS AT Auditor R TR, WS 11 5 “ S M

Identity Manager #2f/:LL T Auditor 7
o Uil EFEMRSE

o B TR NS I

o BT SIS B
o UH I B PR A
o RIS IR L
o P UiHRE

o AZUBERI L

o BRI

o R SR

o AEERIMRE
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B¢ X Auditor 45, 1#EFE "Run Reports” 71 /) Auditor Reports Z£1, 485 M
"Auditor Reports" # & HLEFAR T . A5 Auditor 5 ITEAF R, HS I “fH
Auditor #t#5” .

Hit HiE&

RS R TR RGO HE TSRS IR SR A ARk L b
MR ARG 2k, SO B, A EATESh. SRR, st fteg
AN P R LAt I3 T (R

x FEIBAT TR HAEHT, AR E 23R Identity Manager S8,
BEPATILHRAE, B IE$E Configure, AJGEFE Audit. &
AR HIFALTR, PUL BN AR DRI . A %
FH UG E AL TR E B, TES WA 134 TU R/ “RCE v 4L
.

A LLE L M "Run Reports” 5T_E i #3181 & 126 £ "AuditLog Report" KizfT
ZME . M Identity Manager R 2 1 Auditor 2 2] i ] & 2% 4R 2

BEE IR S S8, (FrT LA "Run Reports” 5% TS84T %R % . Hiifi Run /&
M PSRRI R R . R AR SR B H ), AT
7S (EIES S (B

SN

NN

SR LA TR LR S AE B . SRR A

e Resource Group — MERZLJE M, ALHEH - A BEHs

e Resource Status — il i X FEI B YE AT testConnection 52 4 MR — I ak 22 I
B PR IERRIRAS .

* Resource User — I H H P 51K 7 FOpk - g 1

B LENARE, 15 "Run Reports” 7 ] Identity Manager Reports 51| 1k
P MRS LI

WEIHMRARE S EUS, T "Run Reports” #3& TUa47T%4Rk 5. #iifi Run 42
B MNEE I RS R R I E RR
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MERS

B  RALHE Identity Manager 3R &5 513 1 LL R 5

Account Index — L P 175 DR 5 06 52 H B SIK

Administrator — 71 F Identity Manager &2 i1 . 5 B 03 B 412 DL K A3 L
FIRLRE . 2 SCE P DR &I, ) DA PO P S A JE 0

Admin Role — %1 73 C 18 2 53 1 (4T HT o

Role — #i}tik Identity Manager ffi (% S ORI B . & SO (AR I, AT LA AR
R BIEREA TG

Task — R &5 B HEA O o8 TS5 o I & 1 21 32 vh kAT 126 R Al e 22 AL A5 1)
5 WREE, FlandttnE . k. 2 H. a5 JHE HHIRRE.

User — &F 17 2MICa L B GBI P Al U5 il s & SCHI RS
W, WTRUZ AR AR M. AR ROE BRSSP
User Question — fUVFE FH 51 B FR AR B0k 7 Sl R 8 0 1 e /DB 0 10E )
R SRR 44 K™ S by SR IR 1 S I S S [P 255 i it )
BN

WRERTR, FEAHESIH T Identity Manager B HE 51 5 5 A E AL L) J
Oy IE AR RE RN A B 03 11 €8
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7-3 BB R

Report Results

Administrator Summary Report

Thursday. January 12, 2006 1:34:05 PM CST

Number of administrators reported: 2

¥ Administrator Managed Organizations Capabilities

Account Administrator
Administrator Top Bulk Account Administrator
FPassword Administrator

Account Administrator

Admin Role Administrator
Appraver

Auditor Administratar

Bulk Account Administratar
Capabhility Administrator
ImportExport Administratars
License Administrator

Login Administratar

|dentity Attributes Administrator
Organization Administrator
FPassword Administrator
Folicy Administrator

Reconcile Administratar
Remedy Integration Administrator
Report Administrator
Resource Administratar
Reszource Group Administratar
Reszource Ohject Administrator
Resource Password Administrator
Role Administratar

Security Administrator

Service Provider Administrator
|dentity System Administrator

Configurator Top

RgHE

ARG H SR B D sRAE R GG BE P ARG B R, BEE LR, TR
2 A aHRER DR A7

o ARG (WEESFET. FERETERS )
o RS
o EE BhR. BumEES)

AT B E B R R IS R CERIAE A 30000, BLKRT FAE Sk 45 i ) fse K3
IR 7 i T RAC SR 2 B BT i %
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BT RGH SN, Wi Hbrd B 1) syslog ID Al K2 FF € (1) Syslog 4% H .
#lhn, # A "Recent Systems Messages" i i "1 & A7 € 4 H» T2 4H 1240 7 JF 16 %
Event 7B, )M AIGKIN syslog ID Jf#iidi Run.

E B A[EAT 1h syslog fr4 MRS H & rh 4RI . A i A IR TR K 2E
R, WHBHME A “IhSEWE” D “syslog 14 .

2 X ARG H GRS, 5 M "Run Reports” 51 F R 5 L 151 2% H ik #% SystemLog
Report.

FRERRS
QIS AT A1 DU 5 7T DL 5 Identity Manager Xf % (WIEFHELG . H . A
COEBID HRK RGN TGRS . TEERAIDFE . ST K sk ks B A

R

B ST BLR S, 15 A\ "Run Reports” #1135 5L KR & 1L 551K Tk % Usage
Report.

WEIFRAFIREZ )G, AL "Run Reports" 4113 51714k -
ERFERIREER

fE N, EOTRRM Bk S WA . N7 REER BB B s A R
Ko R BUARTEE T BRI, 23 WA N AR 23 1 4EL .
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7-4 GRS RO bk
Account Generations

06/05/2001 06:07:30 PM CDT

Activity 0610172001 0E/0472001 |um5!2001 Total
Account Generations 14 a5 ha 67

Account Generations

AL GF B A B 0 AT A AR s e A o A i A A Hd i X, SR
JERs FCR oy, A2 X S K Bt DX 20 B TR AT RGO B 1) — A s AN
OrHEAT IR AT . AT I KRR ], AR AL BRI B B DX R AT LUK A 5)
)55 A et DB 2 I ) DX B

AT LUK O I e e e s m B AL o i IR DRI Ak, ARJa A7 i 228 8h
Bl LU L o

XURS: 53 41
Identity Manager WU 73 8t D B fC1F X B0 B S H — 8 22 4= IR T ik P 3k 4 7
Ao KBTI S A BB, DO S, JF He Bt U s A S ZE AT Rk
BIE FIK AT K PRSI AR R A OC B A I i PR 1
Ko R4 PR BRI A T

p 3 PRUEIR &5 0] F AIX. HP. Solaris. NetWare NDS. Windows NT
M Windows Active Directory %

DRSS BT T e R A, JF AT DU SRS TIC B . T LAAE idm\debug UK
RiskReportTask X[ 5 4K 2| —NRPAIL, SRJ5 T AT TV 55 MR g8 s x e A4 T2k
ITEM. 47K E Identity Manager K HITEA ()R, 52 W Identity Manager T-
PR RAPMPLE .
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BLA KBS AR, AR SRS T Risk Analysis, SA)5 M "New" KEIi %13
TRk FE— MR

AT LKA BRI A AT 126 78 s AR BEUR A0SR A, AT DU LU R ™
o CAH. CEIW. JEE3hEL OB E bk P

o ARAE SRR

o B AFRECED 1K

o ATEEI K

o E O BIHIEURAETR E REN K.

7 SCTESE AT RUKE XU 2 A o R B b 4% 45 o )RR s AT

1. il Schedule Tasks, 2RJGIEFEIEAT IR

2. 7t "Create Task Schedule" 71, HyA\ZAIG LR R, AR5 IR A XS 4 H7
WEIH CATe) .

3. i Save MRAFIZIER .

I
ARGl
&R LLBCE Identity Manager S I R 21 38 A5 AR B h B 0 LAgEAT
Mo AFFH M, P DRI R THEM R e, TPtk Reas kT
R LA ASAEER 9 HS A B R B . SIS R AHE S v HS

TRFEPEA AR B, B ENTT S e s — 2R, S URBAEMITT LLE $k H A5 )
i

Tem] UL T AR 2 7s BLER R 200 K S A T35 3. Identity Manager 244t
TR FIRARAE IR B . SRR AR B AL T AR I AR T e, L4ERF
FHEZ IR S5 20 o

] AAE BRI AT AR Hh AR IX L R R Rl . A7 SRR I PR 6,
Z W5 222 G B AR .

DA (o SR AN SR AL G A7 A, DURRAE 5 (0 AV S s S R
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IRERRISEHECE

£ "Configure Reports" T [f] "Tracked Event Configuration” X+, #n] Lyz ™
B2 AT o HERER S 85 Rllede, IR LR Al %1l Enable event collection
AJE FHER BRI AT G

A FECERSRE LT G T -

e Time Zone — ZIET B & H T K EREERIFARIN X . X T B H LS IF
Y& BRI T

R AR AT LR I X B IR 55 A BB AERIA X

¢ Time Scales to collect — 1ZE 5 & Bl SR A= i) () (IR CRP B e RN AR B
RIS o lan, niRIEFE 1 P iR el IR, DUEERS 1 288 18 B 2 .

RG] LUAFA AN KRR I 18] 90 L P9 AR R R R s, DASRAS R 48 4 AT A Rl 4L
K, R TR s

PRI TSGR T o BRI DL TR A0 o I BRAS 75 B2 (1 WAL 4 [R) B B 101«
o 10 P I KR

o 1 53BhnIkE

o 1 /NISTHIRE

e 1 KIHKE

o 1 JHIHK

o 1N THIRE

PCE T R ER I A, A R TS M R R B P A

1 F B
TEAT AAAT BUR 5 AT RIS 50
o AHENME.
o QIREEIE
o KL
o MHEREE
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EEEXHIER
Identity Manager ${t— SR FITE: . — St EGIACIR, 11— H A48 L RE AL
. SR BIEET T B S .

TEAZAERG B RS N R G RT IR A B TE R AR . 2 R i AR e R AR A 3
At WIZELCBAT ARG Bl (AR B PR om0 23 1

1. {EsRHp P Reports.
2. i} Dashboard Graphs.
a7 E SR P D
3. i EIERIA R
4. WIRTE, Hidi Pause refresh LIRS HIBUIET . Hili Resume DLEUHHLIA .

E XA 2 AN DB IR, A I E T A6 0 2805 3 1 T i 5 Tl B AR AT
A

5. WIRFEZE, i Refresh now LA BN EIHAATRIHT o
6. f.ili Done LLiR["]F] "Dashboard Graphs" #1|# 1i,

=3 WERARfT— AN EE 2R T R, 6 H L 0T & "System
Configuration" it B X % H'[#) dashboard.debug=true. WH | 1%
JEYEE, R AR AT EJE I8 ] Please include this text
script if reportingroblem HEHc 2 K TEIIAS . R ) 8 IR W A0 65 1%
KIEIAS

tIlZ E
8 LR 2 SR  miAR E E -
1. fESREA T Reports.
2. !fili Dashboard Graphs.
Kot XA EE .
3. Miii New. ¥ 7-5#i# T "Edit Graph" ii,
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7-5 i T

Graph to Generate

[H] Graph Mame |(gg1 # [L [~ Use Sample Data
[E] Tracked Event [Active Sync Errors =l
i ::gri‘fm: The number of synchronization operatian errars Tor create, update, and delete operations.

[ElTime scale [1 Minute Intervals =
Glmetric |Count >
[l show countas [Total =

[ Graph Type [Time-hased Line Gragh =1

Included Dimension Values
il ¥ Include all Resource Name values
Gl ® Include all Server Instance values
Il Inciude all Operation Type values

Graph Options

[&] Graph Subtitle |
Advanced Graph Options
[E] W Show advance: d Graph Optiohs
GridLines [Mone =]
Font [SansSent =]
[l Color Palette [Palletie 01 =]

Z4 R E

4.

i\ Graph Name. BRI ZFRASINBIHAR A, THREEME— A8
HFKo

WERTEE, 151 Use Sample Data.

JE FH 22308 T LA Y S A S (R BT o 181 i o TN B AR 25 1 LA A o e
ARG, HTAEIT RERF A BERATAE B R, DL, R AR %%
TERR IR AZAE AR A o AR 22 A A 2 AT B R0 s

E

A FHAE 51 Rl ) R B A AN [R] - S B BR R ) S0

MR IERE T TR ALY Tracked Event.

FFREFIRGRAL (BN RTA) sRFFRO R (BIanBtiliRiE) , &
A0 D7 SR B BRI 7T LB Sl 7 O P T e B 3

MF KA iEFE Time Scale.

TR (PN AR IR (Fm—NHD . RS
A LAl AN K RIS 1] 90 L P9 PR R R E s, DASRAS R e A T A PR AL
I T s
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8. MKk SE Metric. MRHEIEE KIEERSHF, FIEHE—DEOME G Ery
fED -

BN R —FhEE R . ) F R R R T30k s I BRER AT . T REIN P B AT
o Count — I [ ) B P A A A2 1)
o Average — I [ i) b A FHAHE I SR B
o Maximum — INF[A][A] §& P ) ds R FATAE
o Minimum — IR [AJRE A 1) d N FHAHE
o Histogram — Z3 Jil vHH5I ] 1) B A 254 125 15 I A4
9. MJFK L+t Show count as.
KU V8507 0 T a6 S B AN ) I ) 9 L 3R 474 5
10. M\FE P+ Graph Type.

R whos BREA AT AR . AT A BB SR e T e FE A BR AT
AREEIEITER IS TR EDHE K

EARST
11, WERFE, AR A LS LU R IE I

o Resource Name. UIF%EF T ZEDm, RFRTEEEBEREAERES .
YT 3% e i3k 1n] DLE B RS I R AME R S ERTE

o Server Instance. WIHER T Ziki, R~FRIrEELKBOREAERES.
T 3 2 23k nT DL B ST I R AME A S EETE

> Operation T IS TZIE I, FOSF I AT ISR 4 B
YR e 58 ik i —IUIileRTE'JﬁATE@/ETE@ Ere

WP T RFIG, SRR A s BB .
BRI
12. WRFEZ, i\ Graph Subtitle

K SAEEIE M bl N 1 A AR b
=R ERIEIR

13. WIRTRE, i5k# Advanced Graph Options. WIS E S LU RET, ik
PEIZET -

o Grid Lines
o Font

o Color Palette
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14. *.i5 Save UL TR,

e E

P "Reports" LI, #R)i57F Dashboard Graphs 413 1k £ B 1 42 Bk T LA4w 5
KE.

T nT G 1) R J 1 KR R BRI o LA — Nl 2 ANRRAE o) F T2 -«
*  Graph Name — $Z 4 55K BRI N2 THIAR -

e Registry — @B MR T @ LN IRERRIEMHIEIAR . M arikmifE: SAMPLE,
SPE (IR&s-#fitwi) A1 IDM.

* Tracked Event — I ARGUFIE (Bl AFAEHI ) sRFPEIRE (B 55
B, EATI D AR ER R T AT DL B ko O B TR B 3

*  Time Scale — 2l XHs SR AR IR S L AR B O

*  Metric — FAETE R s — MR AT ] RER AR T3 E A ER R F . 0 TP
WESER, W] REI A HA AT T .

o Graph type — il GR BB S AHORGR  CBITFER A TBIED

¢ Included Dimension Values — 1 JEH Tz, R-FIFTAEE BIEE
KEH,

e Graph Subtitle — WIRTTE, U5 EEITE TARE A B bR

e Advanced Graph Options — W1 REEE W E DL PRI, %1% 0
o  Grid Lines
o Font

o Color Palette

15. i Save.

il e

M Dashboard Graphs 7|3 1L FEEIE, AR5 8l Delete 4 EEMIE .

iE MRS BB 2 B3R AT B S5 BB R mi P ER, JF HANE
e,
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£ AmEHR

RS AE A T E AR A B S . FIEIJE—FF, Identity Manager $2fit
TR TAR IS B O X SRR AR B o SUABATT B SRS . e
B, WES I 222 TR AV .

"Reports" 3B AR D8 Ao VA AR

& LAFE Identity Manager St [ Reports X3k h & B ILAA AR . Hili "View
Dashboards". Dashboard Graphs VA% H 411 e LTI, AR5 s 228G 1 i

5% 1) Display.
=3 YT AEZA BB, A B AR BN T B 8 5w
H .

il Pause DL AR HT 21 il Refresh LTI o

PUR 2 it 7 40 A ¥ 22 9%«
o QK
o Gt
o MHERIRAR

EIEE R

SOV, AT LT AP B
1. e Reports.
2. il View Dashboards.
3. i New.

4. AR AR
5. N HT AR I 47 2L

6. EEERIFTE AR, LR RIRE . e

E Fe BT R BB /N T 30 Fhax RE S Z A B A AR 3L )
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7. FAEERTEREASTROREL, TSR P IEHAN 4 H .

= FAANPE T AT U 2 AN AR

8. EMIBRTHAREIE, MK PIEFAN 1%k H )F i Remove Graph(s).
9. i Save.

w58 TR

A FH QU TR P 3 R0 SR B TR CBRILEHE "New" 4b) , IEFEE U AR 2
LR sk

o [HIRIIAFK.

o IR FT AR A4

o JRDHER, ALY FIRT RIS Bl .
o N INEMI B IR (K T o

= MRS R BT AN S MR FTEA L o i B AT nT - SEAd AR -
SN TR AT U AE 2 AN AR

Bl 7-6 YiH T FEA AR i 8 0T
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7-6 G A THI AR
Edit "Recent Activity (Sample Data)' Dashboard

Dashboard Mame |Recent Activity (Sample Data) R
Sumrmary
Refresh Interval |‘|E| |Seconds;|

Included Graphs

Graph Name

Recent Concurrent Users (Sample Data)

Recent Concurrent Administrators (Sample Data)

Recent Resource Operations (Sample Data)

Recent Resource Operation Failures (Sample Data)

a(a|g|o|ga

Recent Provisioning Operation Duration (%mple Data)
a2

Remove Graph(s) “Seled graph to add . ;I

i R TE A

BB RSP BE R HAMR, & 7E "Service Provider" X 15+ #.if; Manage Dashboards,
ARG IEFERT A5 TR T H i deletes

* i R AP A SR A S AT P I TE . 15 48H] "Manage
Dashboard Graphs" TEREE  GEZ W “MERETE” ) .

BRES

TSSO ARG A B, Bl G i P Sl FCE R IR . iR IX He 4%
TEBEA ] I RE5E K, CF LS N "Transaction Persistent Store" .

= {ff ] "Edit Transaction Configuration" 51 GiFZ W, “FHLGEH” ),
B Oy AT LA R 55 HA R AR IR 8] o il tan, RIS S55 G R 1EA T
AR, W] DA R RAT R A

{# | "Search Transactions" T1#& A LL#8& "Transaction Persistent Store" 115455,
XA FEAAE AT FEAR S5 DU eI S 55« AT AU MR SE 3155, DARHIE
Hit—P 2.
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LY RASS

1. %% Identity Manager.

2. {ERPAE L Service Provider.
3. i Search Transations.

#% 5.7~ Search Conditions 71 .

= FROGR A LR E M PR A A FILEL I 355 . IX2R1BLT Identity
Manager '] "Accounts"-> "Find Users" Ui,

4, WRFEE, HiEFF User Name.
X ARVHEAIE R 5 B B4 T accountId 1 H FAHRS N K245

x WRAELE Service Provider Edition "Transaction Configuration” 7T I
BCE T T B ST A i ek, WX fm MR e AL o
ur, RO "Last Name" F1 "Full Name" e % 24 B € X1 w] £ ifi A
JURME, AR AL PR "Last Name” 5% "Full Name" BT R .

5. MWURTTE, WESEE R Type %K.
XAV RE RS

6. WURTFEL, THIEFEENXT State R
KAV R T LU N 2 RS 55
> Unattempted 7= WA IR 1) F 55

o Pending retry KR IXFERF55: DX k2R, BA oA
e JFUFRIE, BB D %A B U5C B A F PR

o Success X8 A NI TERAIF S .
o  Failure X/r & HUH A — AN MNBEF % .
7. WRTFEE, LA Attempts &K

XAV C 2l S A RiX 2 455 . B BERURIM 945, Balik
HASE I Dy A BT A PR FE LR
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8. WIRTE, THILFEE X Submitted 4% .
XAV 45 RS AS IR I (]  RaX Be 5 55, UM 23Rl b 3 &
9. WURTE, EEFEE X Completed #%:.
XAV S 3455 50 UK I T 20X 2654145, DU/ L 3 Bl R ok 3 4
10. WIRFEEL, TEIEFEEN XS Cancelled Status % .
XAV 452 7 DU R X i 45,
M. R FEE, HIEPE XS Transaction ID %K.

X ACVFEMR G55 ME— ) ID R 2K L8455 . i T Z 6 0 mT LR s e A 1 H B
FEFTA o H S L sk P ) ID (&R 55 .

12, WURTEE, WEIEFENYS Running On - (WF— & HkS-4%) HR.

X AR IEIZ AT H 4511 Service Provider Edition R4 28 RiX B H 4%, RS
RPN T EN U EY AT, BRIEE O Wwaveset .properties X
Bl 5

13. KFH R 5 BB R A MR P IE R N4 B 2K
RIS B EA S e e R EME. BMER T2 8 Ral ], ARSI
=N

7-7 HRESL
SPE Transaction Search

Search Conditions

[fluser Name |contains v |
[flType: [~ Create [~ Update [ Delete
[l 5tate: [~ Unatternpted [~ Pending Rety [~ Success [ Failure

[i] attempts Imore than '"1 'l

[l submitted |mare than ¥|[1 ~|[Hours)ago =]

[fl complsted |more than |1 =||Hours) agn =]

[il cancelled Status ICanceIIed 'l

[El Transaction I | contains = |f

N @ NN = §EN @ §=N @ S

[l Running on |cantains x|

[Z] Limit results ta first 20 =

Search |
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14. Hiif; Search.
B R PR AR,

15. WAL, 5 H 45 R R #F ) Download All Matched Transactions. iX
2 485 RARTE A XML A% 20 S0

p 3 B DI BUH R 4 R iR M35 . EREREBPRES, KRG
Cancel Selected. #JCiEIY B 58 Bk LB 45«
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%8

1ok

SR

Identity Manager [4E &R0 LU H Administrator F I FC & 548 TARRAT
Hi, CACAE NSRS A e L TAER P4k

AFER LT B AR T WA SRR T 5 1) 2R 48 LA S el A 55 BREAS R TE
B LALRAT N -

o A MES B
o MUEAEFBR

& RE S 15ER

Identity Manager $i¢fit 1" LA T AT ARG A4 55 4505 -

e Create User Template — /it & J& 'k LG F AT %5

¢ Delete User Template — it & J& V= LU R I 455

e Update User Template — i & J& P LA B FH P AT 45

FEAE RSB L T, IR AT S5 ARG R . B E R, T AT LT AP

¥R

1. M Identity Manager & # i tifi ], %+ Tasks, #R/5i%+¢ Configure Tasks.
8-1 UtB T "Configure Tasks" L.
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8-1 Configure Tasks

Configure Tasks

lze task iemplates to configure tasks. Click a name to edit a tagktemplate. To enable a task template, click Enable. To modify
system process mappings for a template, click Edit Mapping.

¥ Name Action Process Mapping Description

Create User Template Edit Mapping createlser Configuration template for Create Usertask
Delete User Template Edit Mapping deletelser Configuration template for Delete User task.
Update User Template Enable | Configuration template for Update User task

"Configure Tasks" 71t HATLL N &F1 K
o Name — St GIHE T TR R T REARCR SE 3 P AR A e %
o Action — @G ZHZ —:
*  Enable — QIR MIA S HBUR, D0 st 2
e Edit Mapping — 3 FHEEHS SR 448
JE FH R 2 0 0 A R ) e A A T £
>  Process Mapping — 41| X AR LR (1) RERE AL
o Description — $&fHEAEAMEHR 1) ] L ik .
H.11; Enable $T TR 1) "Edit Process Mappings" 1L
Blhn, BExF U RO Wos BUR Bt (18] 8-2) -

8-2 "Edit Process Mappings" 1

Edit Process Mappings for 'Create User Template'

This page allows you to set the system process types that invoke the task definition parameterized by this template.

All Process Types Selected Process Types
changeResourceACEOUntP: « createUser
changelUserPassword -
createResourceGroup

[ilPracess Types |createResourceObject <

createResourceOrganizatic
createResourceCroanizatic
createResourcePerson o] ==

1I.ﬁ I »
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= ERAREFERAY (FEARWIT, 4 createUser) H3JWIRTE "Selected
Process Types" 5113, WERTTE, ] NS AP iE R A HERESRAY

o JHW, EOOREAMEBC MR — R,

o IR M "Selected Process Types" 413 i IHF BERE IS L 1y ANk £ 46 (1 HEFE
FA, ¥ 2R "Required Process Mappings" #77, fi /s & BB T55 Wk
9

8-3 "Required Process Mappings" #i 43
Required Process Mappings

@ rou unmapped this template when you removed all process types from the Selected Frocesses Types field
above. You must provide 3 new task mapping to enable the Tas Template. Select a process from the All
Processes menu and then oo Save.

createlUser | Create User ﬂ N

3. fili Save LAWU UL E REREZEMY, IR [M] "Configure Tasks" 7.

= 7§ W on "Configure Tasks" U )5, Edit Mapping #8144 ¥
Enable %4, MR 4 FRks S14E "Process Mapping" 51l .

8-4 HHi 5 1Y) "Configure Tasks" %
Action Process Mapping | Description

Create User Template Edit Mapping | createlser Configuration template for Create User task,
Celete User Template Enahle | Configuration template for Delete Usertask.
Update User Template Enahle | Configuration template for Update Usertask.

4. R TACE R AR
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Pt o WLLEI % Configure > Form and Process Mappings
KRAFWL . R "Configure Form and Process
Mappings" TUJii, [ F&z)#] "Process Mappings" %,
Bk LA BERE R A A A2 3 T W) "Process Name
Mapped To" 4 H -

h{ﬁg%gﬁ Process Name Mapped To
createUser Create User Template
deleteUser Delete User Template
lupdateUser Update User Template

WG R, W "Process Name Mapped To" 4% H
MiZ A= iRl Template.

o WL R FT/RTE Process Name Mapped To ¥/ HHEA
Template, Wi ] DL E #00 id B vU S i Lok RE 2 7Y

SRS AR R AL S5, T LARC EAE S5 B

fic B £ 5515

TENCE SRS, E L LR 2D IR
1. 1f "Task Template" % Hi%+¢ "Name" 8. ¥ Wos LA R iz —:

>  Edit Task Template Create User Template — 47T JF 51 n LA 4w 45 F TG ¢k
B R AR o

> Edit Task Template Delete User Template — F] it 0 n] LA 6 H - H B
BRI B 2 Y ik P AR

>  Edit Task Template Update User Template — ¥ F 1t it ] LA g 4 A T 5
B A5 BT .

4> "Edit Task Template" TS & —ZHIE IR, VR4 TARGE) 2 EE X
15
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RN TR LR RS, BLCREAN LI A R L AR A

% 8-1 AL R T =
EI-R B Ri& =R
General {EIEATLAE X "Home" F0 "Account” TTERYESAE  (ERTHEBBAFRMEFART
(BRINEITR) LR "Tasks" RIS RHIRP UMM ERES S E2 L
o
fEEAT LR E AT IRR / BUE B & R P kP & F T Bk A P8R
Notification {EEATLABLE Identity Manager iAFARIER 4 X4AE  FIERER
I8 B A0F P BB TFRBEEIB AN
Approvals FHATLIRER B ASZRAME. EEEMHDEZEL  EFE#IR
K7 Identity Manager 1T LT & Z RiE EMk P 4L
TERE .
Audit FEATLURAMEE TIERMEIT. FRE &I
Provisioning FEAUERQEBITESFERIF Identity Manager & {(UER FEIZB P ESERE
EEERMEERIZES. A P ESER
Sunrise and fFETERERS / HERITORES (£, {ERA TR P ESER
Sunset AR B/ FRERITHRES (KB -
Data FRTUREESEE SR MAERBAEEE. ERTEIERRFMEFAAE

Transformations

SRR

T AL LANC B 1 T AL RE -

PR 2% 4R 1 T IC B L IR 1) 5 ] -

o #5234 T ER “BlE "General" LI

o 236 7L M) “HE "Notification" &I~
o 5241 TU LR “BCE "Approvals” iR

o Hi254 T B “PCE "Audit" kIR

o 45256 UL “PCE "Provisioning" #EI K ”

o #5257 7L L) “PiE "Sunrise and Sunset" 1K

o 5262 7 ) “FLE "Data Transformations" i<
fic B e MR T, Bl Save T4 DURAT BT A BE 24
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AL E "General" i£In+
AATHEALICE "General " &0 14 BT .

= t1F "Create User Template" fl "Update User Template" (1] "Edit
Task Template" GUZAH R, PRI [R] — /N5 o i X Y 5K aE 2t (1)

FL .

Xt T €13 i A AR IR ECE i PR

RS UL T, 47T "Edit Task Template Create User Template" &% "Edit Task
Template Update User Template" Jii, K75 "General" 635 5. it a8
7~, M1 "Task Name" SCA 7 BERISE B4 il o

8-5 "General" 51 F: Create User Template
Edit Task Template 'Create User Template’
Edit the properies and click Save

Sunrise
General Motification Approvals Audit Pravisioning and
Sunset

Data
Transformations

(BRI [ e ate s er (accountd) # [Insen an attripute |

* indicates a required field

RS PR A & 30 SOART 7 s YES T, AEAR S5 HAT IR AT iz 44
LHBIRIEF LI, EPATLLU R DR
1. 7f Task Name “7F Bt AN AR

A DL 858 A B B IS5 A4 B

2. Task Name SCHE A HOG LI (L BUBOHRICE IR R0 & S g 441
Ro WICHRABLEFE—ANENE (T .

Identity Manager #4 7t "Task Name" F-B{¥14% H Iz @ 2 %5 . i
Create user $(accountId) $(user.global.email)

3. SEME, WL
o MEFEIAMEII R AR S G AR AR o
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i Save LLERAF B iR [A] 2] "Configure Tasks" 5.

7t "Home" I "Accounts" XL -R KB 1) Identity Manager /L5541, ¥4 12
TN HIAE S A4 FK o

Fidi Cancel LA B )& M]3 "Configure Tasks" Ui,

Xt T MR A &R AR
BIAEOLT . 4T7F "Edit Task Template Delete User Template" 5, ¥ %is
"General" #E K 51

TR W IHER / BGHE A KT, AT U PR

{fi /| "Delete Identity Manager Account" 4% 1] LL$i i A& 75 AT AZE M 45 4 1)
] JHB% Identity Manager K/, BTG4

1.

O

o

Never — Ji 3241 v LAZE (B BR K F o

Only if user has no linked accounts after deprovisioning — 1% i3 f] It
FL, WA P ik AE IO B A B R B R I AR UM R
SR

Always — Jii FUEAZ L AT UGG 2% SEVRINBR TPk, RIAEAT 70 BC A B8 dik

N

)—I

i "Resource Accounts Deprovisioning" A n] DL% il B 95 Yk 1 (1 U &
AHRAE, IR

o

o

Delete A1l — Jii HICHETT LU ER P A7 CL20BC H B850 PR s AT ik
Unassign Al — J5 FCHERT DLEGH 20 IR BT AT B i 7, (ELAN N B %
Vi S

Unlink A1l — Jii Jil BEHE AT LA JT Tdentity Manager 2485 % UK 7 16 i &
B . WUR MORBER IO T Bk, TP R DL B T U s,
DA B 5 ST

=

IX Sl R UK 78 5 4F "Individual Resource Accounts
Deprovisioning" 7 H1 ¥ $E .

{fi /| Individual Resource Accounts Deprovisioning HE UL S0 F X H 7 B &
ARAE CHBRR S IO B A BT ELBD ST N 404k E £

o

Delete — Jii JH SEHE AT UIHER B 50 A ik
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o Unassign — G155 HIEHE,  WRREASH EEAE P 0 Bogs s, (HAIER 5%
Y

o Unlink — 3 HIHAE ] DLW JT Identity Manager 5485 %K 7 (8EHz. a0
R RCE H pomk s, W PR LA A e e U oR, BRI
it .

= U SRR AN R R B D0 ) i RO B 4% 5K, W) Individual
Resource Accounts Deprovisioning JEWU IR H . i, Ko
%V ERA IR Active Directory H F, RIA%ES Active Directory
M PHA — AR bR IR AT, AR IRFTICRAE M R S FoE e

AL, FEA B BRI R, AT REANA AT IS, DR REGAR
TN G5 A 25 S O A T

4. SEJa, mILL
o MEFEILAMEII R UGk S G AR AR o
o i Save LLRAF iR 7 2] "Configure Tasks" 1.
o Hiili Cancel LURST 0 [0 5] "Configure Tasks" .

B & "Notification" 1&£I k£

P A AT S5 R A S FFLE 1dentity Manager TG GEEEXIEREE )G ) Kik
RIS 0 25 7 8 SRR P . ] LU "Notification" 326 201 P 1 4458 41 o

x Identity Manager {87 # 5~ WIS PIASTRCHS 5 SRR AR 17 SR A1 25 4 B
A HEHEF R P o 45 9% Identity Manager HL 1 HIEPFBAR ) 56 25
B ESWARIRRE T RRE T R IR
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N SR T AR BT "Notification” BT

8-6 "Notification" M F: Create User Template

Suntise
General Motification Approvals Audit Pravisioning and
Sunset

Data
Transfarmations

Administrator Notifications

[i] Determine

Motification | Mone i

Recipient's from

User Notifications

ENUtify user |—|Selectan email template.. j

45 5E Identity Manager i & &L N7 2, 3 78 B LA BERE -
1. 58/ "Administrator Notifications" ¥4}

5E % "User Notifications" #4)

FERUE, FILA

o MEFEITAEII - LGRS G AR AR o

o Hiili Save LLRAF L HJf iR [ 2] "Configure Tasks" 7T,

o Mii Cancel LSFE 85Ik [0 2] "Configure Tasks" 7.

Ll

i EEIERIBM
M Determine Notification Recipients from i 5.1 F¢ 3% 1 DA vie e 38 045 2 53 i A
NI T

e None (ERN) — NEIMTMEHR,

o Attribute — IEFF I AT LIRS WLE 95 3 1) PR SR IBOGE S A ik
JUID. gREE5 238 n i “aE i m bR .

*  Rule — EFSLIEIAT L% 52 UM T VP0G, DISRBGE A E A FiK ™ ID.
AkeEs 238 G B “IERE TR @A

*  Query — LEFFILIEIUR] LU By BHUL  RSRBOE A N1k D, 4%
ge5 239 gk “Iid AR E N .

¢ Administrator List — R ILEI AT LB NS R Pk Sl o N . 4kalss
240 71 ) SR H R AIERTR EWAENT
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B R E WA
FOE R SR PESRIPGEF A Bk ID, AT EL R 2B IR

= TS IE L IENT ARG AR ID 45 H B LT3 Ak ID 1)
o

1. M\ Determine Notification Recipients from 2. H11EHF Attribute, 5 /<L
T

8-7 Administrator Notifications: Attribute

Administrator Notifications

[i] Determine

Notification | Attribute M

Recipients from

[il Motification
Recipient | Select an attribute. j |

Aftritute

[ Email
Terrplats ESeIecT an email termplate. J

> Notification Recipient Attribute — $#&{/LH] T & e £ Ak ID 1) )& 2
CHRA AL E SCRJE 2, b R I 5 AR C & AT 45 AH DG AL D
HZ.

o Email Template — 2 {it -l AR 51
2. M Notification Recipient Attribute 2. L FE M.
J A4 PR T 75 A SR B 55 R SCAS - B
3. M Email Template S/ FERIN,  LAFR 6 BE 53 Jan 7 M i i X

@ HNE E W A
SLE R E U SRIGE FCE A K ID, AT LR 2R

pE 3 PPAh 5, SRR 2R [P B AN K P ID )45 AR sl e 25 4k P
ID 1515 .

1. I Determine Notification Recipients from 3¢ .1 L $% Rule, "Notification"
L AT N i pr Rl
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Administrator Notifications

1 Determine
Motification
Recipients from

] Motification
Recipients
Administrator
Query

1 Email
Template

8-8 Administrator Notifications: Rule

o

Administrator Notifications

[E]1 Determine

Notification | Rule 'l

Recipients from

[i] Notification
Recipients Rule

| Selectarule j

1 Email

Template |Seleot an email template.. j

Notification Recipient Rule — $#&fEPFili J5 & [FI A Ak ' ID AR (4

N RGE O P&
Email Template — 424 -1 HEPF B 1 51 36

2. M\ Notification Recipient Rule % ¥ EFEHIN o

3. M Email Template S/ FERIN,  LAFR 6 BE 50 S 7 M1 i i X

B EEEERSA

E

H 11 5 % FF LDAP Al Active Directory %5 X i .

S AR 2 BHERIPUE R AR ID, 35 3AT BUR 2P ER:

1. M\ Determine Notification Recipients from > .11 £ Query, "Notification"
R R BBk, s 8-9 i

8-9 Administrator Notifications: Query

Query d

Resource to Query | Resource Aftribute to Query | Attribute to Compare

|Se\ect aresource.. j |Se\ect an aftribute. . j |Se\ect an aftribute.. jl

| Select an emall termplate. . j

o

(o]

Notification Recipient Administrator Query — $& £t LN 2 41 sl &

¥, DAH TR A if)
Resource to Query — $2{t {8 R4 w LR IHYIE .
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> Resource Attribute to Query — &4 {4 KRG w LR IEHEMESIK .
o  Attribute to Compare — $#2 4 {0 R4 & g 513
o Email Template — 2 {it - HE AR 51 2
2. MXBESERPIE PRGN DU PR LA 1k LA i A
3. Email Template S¢S ae£A0,  LAFR 2 & 21 0138 501 v 1 s g 2
BEERRIREEVHFA

M Determine Notification Recipients from .11 i# Administrators List ,
"Notification" #H Ukt g7 BA BT I -

8-10 Administrator Notifications: Administrators List

Administrator Notifications

[l Determine

Notification |Admini5tra‘ror List =

Recipients from

Available Administrators Selected Administratars
Administrator
Configurator
5] Adrministratars
to Motify
[ Email -
Select an email ternplate j

Template

o Administrators to Notify — $&{itifi 45 n] F & B 0 41 & )k #% T H. .
o Email Template — 2 {it -l AR 51 2

4. {1t "Available Administrators" | K Pk —NEREZANE L, REMEH - | %

FHER (== | JHIKE ITE 4 7R 42 "Selected Administrators” 41&
5. I Email Template & i FERI0,  LAAR 2 45 2 O3 38 0 v 1 S P A% =X

Sun Java System Identity Manager 7.0 * EI2IEFE



B E M FEH

g BN 5, IR 25U s F T2 B R A O R R SR P 4
LR ST E R T s & . A ] Notify user SIEHE, fnl&l 8-11
s RJE AZB R PR LT M PEARAR -

8-11 T8 LT IR AR AR

User Notifications

[ Motify user I | Select an email template... j

Bt & "Approvals" iE£In+

ATLMEH] "Approvals" $E 345 2 MINAEHES, JF4E Identity Manager $h4T 8%

I BT P A 55 2 T 8 A 5 U ERR A S

W, EPATIEEAES 20T, TESREAE BB ORI A B kAt I
YE{T5%5 . Identity Manager i o VF# 4 & B DL AR — 5 SEHEHEAT 55 (R B n 7 2

AR

E WAL TARG PG T BNt nEr, W 22 oA ke fn /e Bt b 4R
SE [ FTAT B NSt (1 3K R L v

NI "Approvals" T L A .
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8-12 "Approvals" &3 : Create User Template

Sunrise
General Motification Approvals Audit Provisiohing and
Sunset

Data
Transformations

Approvals Enablement

[i] Organization

Approvals [# Enabile

i Resource

Approvals ElEnanle

[l Role Approvals @ Enable

Additional Approvers

[i] Determine

additional approvers | None hd

from

Approval Form Configuration

[i] appraval Form |Appmva| Form =l

Attribute Name Form Display Name Editable

userwaveselaccountid Account ID r

userwavesetroles Roles -
[i] Approval Attributes —
userwaveselorganization | Crganization r
user.global.email Ernail Address r
userwavesetresources Individual Resource Assignment | [T
Add Attribute Remove Selected Aftribute(s) I

LI E A, IEHAT LT BB
1. 58/ "Approvals Enablement" #4r (S WA 242 G0 L) “J3 HHEAE” D .

2. 5S¢ "Additional Approvers” #5; (2 WLAT 243 JU R “H85E I NAtE
E7)

3. 5EHK "Approval Form Configuration" #4  ({{0G&H 61 H - RECRTEE8T H
FUBRO  GEZ WA 251 7 LI “HoEAtHER ) .

4. B 5E "Approvals" IR G, AL
o EFEHAMIEIIR AR S AR AR o
o Mili Save LR IR 9 2] "Configure Tasks" 7T,
o Hiifi Cancel LU H 0 [A] 5] "Configure Tasks" .

& Rt A

WA H LU Approvals Enablement S%EAHE, U A ik fb i A Ge 4k 2L A7 01
R IR el B P 55
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= ERAEOL T, TR BT P AU S8 Y BEAR im HIX L8 R A,
{EOGS M - A A SR P Y -

e Organization Approvals — U145 H LA EME, )55 BT A7 T 5 ) A 2t

MRIHHEHE
* Resource Approvals — U145 U IEHE, W) F5 S pT A MO A ) D5 UstL e 2 4tk
o

e Role Approvals — WA a3 HIMLEEAE, )75 2 A O & 1) A et vt & (1 it

1R E MR
{fiH] Determine additional approvers from >, A L4 7E Identity Manager
N BT R P BB A 95 P MRS It 1R 7 3 i F b AR i

1
%= 8-2 "Determine additional approvers from" ¢ ¥.1E Il
®m R
None (A PITES T REWMHALES .
Attribute HOEZRIHP 1D 2MWAFILE 5 ERE R IR
Rule HOEZRIHP 1D 2B ER N BTG TR
Query ROEE AP 1D Rild T E IR IR

Administrator List EENMFIRPEEHESE.

PEREX BRI P ARAT—  (BR None LAAN) , & FHH 7 A v #50Ks e s Bt bk
o B ANER 243 TT T 15 WA Gna] i 5 3 e 08 11

FEHICL R 2 R BRI U], AT LAFR g Y BNt 1 U7 ik
o HILEPE (ZF 244 7O

o RN (245 1O

o M) (245 1O

o EMERILHIR (F 247 5O
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B mE
S JE 1 R E B I, AT DU AR
1. M Determine additional approvers from 3. i #% Attribute.

E B L AURAT AR AR ID AR L 3 bk e ID (K471
o

R R LU BT I

8-13 Additional Approvers: Attribute

Additional Approvers

[i] Determine

additional | Attribute 'I

approvers from

mApproverAﬂnhute |Se|ec1 an attribute. .. j I

[il approval times l—l__l
out after ris days s

* Approver Attribute — St FooE R HER MK ID (1 Jm Pt CHir R E 3
Rk, L AR IR AR IC B AT 25 R BRI AL D #1136 .

e Approval times out after — 42 L7 VE LR @ fLEHE T

=3 Approval times out after B E X G HLHERISL T L AEASGEAEH] .

2. it Approver Attribute SCHLERE R
JIT G Je MR A s £ 55 3 ) SO B
3. YT R B HUETE KR I
o WURERE NN B, ARSI S 248 T LR “PECEAHEE 7 B3R
HESES VL
o WURANFTSHFE BN B, WA DAGkSESS 251 T L “ o EfER R,
S ORAT B SOOR i TC B A A T
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i F
FLH IR RUUERIBG R (i 7 1D, 35 AT LR 2D 3R

1. M Determine additional approvers from ¢ H.11i%E £ Rule.

b3 PPN S, SRR 250 (AR R BN P 1D A 45 H sl LT 22 4k P
ID #1313 .

EEATYIN DS pri A

8-14 Additional Approvers: Rule
Additional Approvers

[il Determine

additional |Rule 'l

approvers from

[i] Approver Rule |Se\ect atule j

[Tl approval times
out after a3 days

o Approver Rule — $2 17l 5k MW £ Ak f ID BRI CHETD RGEE
XD FFk.

> Approval times out after — $ it /5 15 DL Fi @ L AERE I

x Approval times out after & F 0 SR AAHEAERIGE T HEASEE AR .

2. M Approver Rule S L ik R o
3. YUE R E AT KR B I A
o WURESRE RN I B, WAL 248 U B “ECE LRI B3R
HEEP SIS
o WIRAITHAR TN BL, MW BLgREEES 251 Gl i “HeEfHER R,
S ORAT S SOOR i G LA B T

pE H A7 2 % #F LDAP Al Active Directory %5 £ i .
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T I AR T BRI HE R R ID, BT U BB

1. M\ Determine additional approvers from 3. EFE Query, K iDL ik

T

8-15 Additional Approvers: Query

Additional Approvers

[l Determine

additional | Query 'I

approvers fram

o AR Resource to Query

Resource Atiribute to Query

Attribute to Compare

drinistrator Query | Select a resource... x|

ISe\e:t an attribute. j

| Select an attribute..

|

[il approval times
outater |10 EE

e Approval Administrator Query — #2f t DL F S L2l s etk , DU Tyt &

1/5—,]:

> Resource to Query — #Ii R G0 LM BRI .
> Resource Attribute to Query — &1 R G0 L 7R B PESI
o  Attribute to Compare — $#24 {0 R4 & g 513

e Approval times out after — $2{it /75 LLAR @ fHHERE I

x Approval times out after 3 & % Jr U HEERI B L E AR AE o

2. RN DB
a. M Resource to Query > HL 1 E R o

b. M Resource Attribute to Query fl Attribute to Compare ¢ 1% HE )&

P

3. YUE R AT E O HAEE SRR I A
o WIREIRE NI A B, TSRS LY 248 TR “PECE LRI DASR

NEEPSLE

o WIERATHARE M I (8 BL, WIAT AGRSEES 251 T Bf “BoEdbER .,

BORAT S CSAR e C B AL T
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BT ERRIIR
FHLME B BRI N, AT LU PR

1. M Determine additional approvers from 3¢ .11 # Administrators List, 1
RS BUT Frak I

8-16 Additional Approvers: Administrators List

Additional Approvers
[il Determine

additional | Administrator List =

approvers from

Available Administrators Selected Administratars
Administrator

Caonfigurator -

[i] Approval -
Administratar

=

«=

[il approval times
outaner | F days o

> Administrators to Notify — #&itifi 5n] F & B Ry R k8 T H .

> Approval Form — Skl " 2 H511, WEIHHAE# 0T LLGEFTI% 50 et st
HiAE R

> Approval times out after — $&4lL /55 DL Fi e L AERE I

x Approval times out after & 0] JRAAHEAHERIGETHAIHEASEE AR .

2. 7f "Available Administrators" ¥ LR — DR ZAEFH G, RIEMEH - %
BILBE »s| FEHILK L 2 Fr s 2 "Selected Administrators” 41 #&H.

3. TROE AT E AL UETE SRR N

o WRESRE IR B, RSB 248 UT LR “PECE AR PSR
HESP SIS

o WRAT SRR E I I [ B, Wy AGRSERS 251 T L) “Ro Bk,
SRR AT S SR i LA I
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Bc Sttt
LRCE AR, AT L R AR
1. A AR I R A

55N H SR B AR A iE Bk A, JF R Timeout Action %41, Wi~
TR

8-17 I 7R 8 o 22
[i] Approval l—l—_l
times out after Fo days h
& Reject request

¢ Escalate the approval
¢ Exaclte atask

EITimeout
Action

2. {{i/] Approval times out after SCA 7 BUFISE 5L AT LUFi @ BN IR 1H) By, 2B 3R 4n
T

a.  MSREHEFELIRD . 2rBh AN ECR A B .

b. EXCATEPWMALT, URRNESRENBNMEL 28hE AR

x Approval times out after 3 & % R U HEAERI B T HEE AR AE FH

3. JHHIBLU T BRHRAESH L —, DARE HEHET SRGE IN R R U 140

> Reject Request — WIRAEFRE AN I [0] Be 2 Hr AT ke,  Identity
Manager K B Zh#HE 415K

o  Escalate the approval — U4 7EF5 2 [ I I R) B 2 i A fe i oK
Identity Manager 4 H 878 1% 15 K6 TF 2 55—t
RS, K BBk A UE R X TR 2 Identity Manager
YeoE S THEHE R HEHE S 77 200 THAREE B IEER 249 BL B “EETHILE” DA
AR K] o

o Execute a task — IR AESR E (8 IR I 18] B 2w A L HEREHET 5K,
Identity Manager ¥ H )47 # JAE55 .
JA I BtEEAL, Ff s Approval Timeout Task i, AJ LU 1% Fi4R E
HEAETE SR I J5 ZEHAT AR 55 . I AREE AR 251 00 B “HATAES” LA
BRICAH K i B o
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Tt
J& H "Timeout Action" 5[] Escalate the approval #4415, ¥4 .75LL N Determine
escalation approvers from ¢ H.:

8-18 "Determine Escalation Approvers From" 3¢

[l Determine

escalation |Administrator List 'I

approvers fram

MAZSREHL R DA R I T2 — KA R QT Aff o ST HE (AL
o Attribute — HUHFEHT I WL b i€ (18 PR g IEHEH IR 7 1D

E B ML AT AR AN IR ™ ID 7775 s s LT R ik ID
INEZIE

127~ Escalation Administrator Attribute SZHIN, WAL Pk EME. FTik)E
P S IR AE S5 ) SCA B

8-19 "Escalation Administrator Attribute" 3¢

[il Determine

escalation IAﬁribute =

approvers from

[il Escalation
Administratar ISeIect an attribute... j |
Altribute

*  Rule — %R E MIWBEATIEAL,  DAsksg HLAEF K ID.

P PPN S, SRR 250 (AR R SN P ID A 45 B AL e 2 Ak
JID %3 .

271 Escalation Administrator Rule 2B, M bk B,

8-20 "Escalation Administrator Rule" 32 .
[i] Determine
escalation IRuIe b
approvers from
[Zl Escalation
acministratorute | 551Ect a rule =
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*  Query — il AR B RS HIEHER K 1 ID.
7K Escalation Administrator Query SEHLE, DL R D BR E A if «
a. M Resource to Query S BT
b. M Resource Attribute to Query =% ¥k £ J& 1k
c. M Attribute to Compare ¢ i EFEE .

8-21 "Escalation Administrator Query" 3¢ .
[i] Determine

escalation | Query 'I

approvers fram

Resource to Query Resource Attribute to Query | Attribute to Compare

[il Escalstion
Administrator Query [ Select a resource... x| || Select an atiribute... x| | Select an attribute. =l

¢ Administrator List (EAIA) — BHIFEMNFIR P IEFRAES
7R Escalation Administrator £# T Hf5, %P0 F D BRIEFAAES

8-22 "Escalation Administrator" 1%+ T. H

[l Determine

escalation | Administrator List 'I

approvers from

Available Administrators Selected Administrators
Adrinistrataor
Caonfiguratar

5] Escalation
Adrriinistratar

a. M\ Available Administrators 1|3 T EFE— A Z A EHE 51 A FR .
b. A | #&HEL | XL S Selected Administrators 4§13
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HATIES
Ji H "Timeout Action" 7 [f] Execute a task {4415, ¥ W./"LL T Approval Timeout
Task % Ff‘

8-23 "Approval Timeout Task" 3

" Reject request
[ilTimeout Action ¢ Escalate the appraval
+ Execute atask

[i] approval Timeaut —
Tagk | Select atask definition.. j *

g HEMENE SRR I ZEHAT IS5 . il mT LSO VR SR SR A8 B 6 i SR BRI

WA B
BLEHtERS

i B FH P BN 75 " Approval Form Configuration” #43.  H g4
Xof G Y ASEARCRH S P P AR I B U

A LMgH "Approval Form Configuration” 4 (D) BRI BRALAER 5L, SR )54 @ PR
mEeER R AR B .

8-24 Approval Form Configuration
Approval Form Configuration
[i] approval Form |Appruva\ Farm j
Attribute Hame Form Display Hame Eiditable
userwavesetaccountid Account 1D |
userwavesetroles oles
[il approval i o
Attributes userwavesetorganization | Organization r
user.global.email Email Address (i
usErwavesetresoures Individual Resource Assignment | [
Add Attribute Retnove Selected Attribute(s) |

BRINTEGL R, "Approval Attributes” #4375 LU R hrdE g k-
® user.waveset.accountId
® yser.waveset.roles

® user.waveset.organization
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¢ user.global.email

4 user.waveset.resources

b3 BRAAHEHE R LR AR I T LB s REHE S e . o A ) 2 fieuE R
MAZERIAGR L, WA 2000 2 B AT R P AL 56 DL R AE " Approval
Attributes" 3 H1¥5 & FIHLAE B 1

TN AR BE EHEHER 1, T HRAT LU N DR
1. M Approval Form 3¢ i FER 5.
FEAETF RS A5 TR oAb sl Atk TR oK

2. )Ml Approval Attributes %) Editable 51" {5 EHE, LLAEHEEE 7T LA 46
JETEAE

B, WG H user.waveset .accountId &IEHE, JUHLHAERE AT LUSE S04 bk
1 ID.

= 3 U RAB ST HEHEZR F R S TR AT IRk, A S B 4
I, FATAR R 2K A7 4 e e M o 4 i

B, PR R1 AFAE TP description LB RS, M
% user .accounts [R1] .description J&MEAE R v 4mfa i B8 7 In
AR R, AT HEER B description i@ AR B ol #0H
BN EYE R1 1Y) global . description fE53% R IIMHE

3. i Add B4 "Remove Selected Attribute(s)" %8, LIHE &%k 35 H )™
I 7 5 1) JE M R ARk vE R FaR

o ERGJEYEASINBIR Y, WS IR 253 T LR “UsinEfE” .
o BENRPMERETE, S WA 253 SRR “MEREYE” .

= BRARE S XML ST, A5 AN BE AFHEAE R B I R ER DA 18
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I
FORE R VRS I 2 HEAERR
1. fuli "Approval Attributes” % F 1] Add Attribute %4 .
"Approval Attributes” % 1] Attribute name 3R AN IE AR, W1 R B

VAN

- S y

8-25 VR At 1
Attribute Name Form Display Name
userwaveset accountid Account D
userwavesetroles Roles

EApproval userwaveselorganization Organization
Attributes
user.global.email Email Address
userwaveselresources Individual Resource Assignment
™ || Select an attribute... =l
Add Attribute Remove Selected Aftribute(s)

2. MRHPIEE A ETE.

9 5 o P PR 4 PR S 7R AE S5 IR SCAS 3 B, T s P PR B A 8 2 B D) il s 1
"Form Display Name" 41J1}1.

Bltn, WL user . waveset .organization B, NIEAKAELL N ER:

o WIRTEEL, PILLTECERAE M R RSB R SR R R, TR B R
BN N R A 7B o

o HESVFHEMES WEUBMEAE, WA ] Editable &EHE.
IR i i R e RN A G B LR [l N T S
3. EHELUEBRUSEC AR,
B Rk

E BRARE L XML SCPF, AN GE SRR S IR ER A S 1

LEMSAER P IR E, AT EL T PR
1. Al "Approval Attributes" 3 {5 /e 51 ) — A a2 AN LA
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2. i Remove Selected Attribute(s) #4411, LISZEIM "Approval Attributes” %

BB E PR R o

W, 5 Remove Selected Attribute(s) %415, KM T kR

user.global.firstname Fll user.waveset.organization.

userwaveset resources

- ALY .
8-26 T B At v e
Attribute Name Form Display Name
userwavesetaccountd Account D |
userwavesetroles Roles |
user.waveset organization Organization |
EAppruvaI user.global email Email Address |
Attributes ]

Individual Resource Assignment

F ISeIect an attribute

j Iuser global firstname

|Glnhal Firstnarne

r |Select an attribute..

j |user.glubal.fullname

IGIUbaI Fullname

W ISeIect an attribute. ..

=l |user.waveset.Drgamzatmm

|V\-’a\reset Organization

Add Attribute

Remove Selected Aftribute(s)

L& "Audit" J£In+

JITAT ATHC PR 25 BRI SRR L AR DA oF LA 55 . Rpopl i, ) DA
"Audit" IR LIS O DRGSR, BLRdR ERA e Jm E DLAR S

8-27 CERAROURE PR Vi

Edit Task Template 'Create User Template’

Edit the properties and click Save

General Motification Approvals

il Audit Control

[3] Audit entire
WOrKFlow

G Audit Attributes

| Attribute Name
Press Add Attribute {0 add a Query Atiribute

Add Atiribute | Remove Selected Attribute(s) |

Save Cancel
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Bl User Template ¥ "Audit" SWRACE 8 1F, AT LA N 2R
1. JaH Audit entire workflow & iEAE LLEE TAVEW S tHThRE .

2. i Add Attribute %41 (7 "Audit Attributes" #54) , LLEHFEC S B M
PLEHR S .

3. 24 "Audit Attributes" R o8 Select an attribute SEH 5, MAIFRTIEFEE
Pk

R PEALTRRE Sk 75 75 55 12 IR SCAR 7 BEH

8-28 ek
i Audit Attributes

Attribute Name
I~ || Select an attribute. =

Add Attribute | Remove Selected Atfribute(s) |

FM "Audit Attributes” RHHEREM, ERATLL R PR
1. A H BRI 8 1 5502 1 R EHE

E 8-29 B user.global.email J&

Gl Audit Attributes

Attribute Name
I |[select an attrinute .. =] Juser.giobal fuliname
I™ || Select an attribute... =| |user.accountid
¥ |[Select an attribute . =] Juser global.email

Add Attrioute | Remove Selected Attrinute(s) |

2. Hifi Remove Selected Attribute(s) %4

e B e IR IR S, ATEL

o EFEIHAMIE IR LAAR S FHASAR o

e il Save DA{RAF B Ik [0 ] "Configure Tasks" 71,
e i Cancel PUF H Jf i [ 3] "Configure Task" il.
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Bt & "Provisioning" &Ik

= WP TR 3 0 S P AR SE S L AR

A LAE ] "Provisioning” MBI G & LA K 5 B A K LI :

8-30 "Provisioning" 1 : Create User Template
Edit Task Template 'Create User Template’
Editthe propeties and click Save

Sunrige

General Motification Approvals Audit Pravisioning and
Sunset

Data
Transformations

[l Provisian in the
backgraund

[1] Add Retry link to -
the task result.

Savel Cancel

e Provision in the background — Ji UL I HER] LLAE J5 S as 4700 . MHBR B
WAESS, AR IE TS

b6 & VI AEPATAE S5 N 4k 2L 75 Identity Manager ' T AF.

* Add Retry link to the task result — Ji3 J] it S HE /T AAEAT AT 95 2B B 45 i
W, K Retry SEHEUR INEIN A AL . Retry BEHAT L] P RS — Ik SR RS
PR AR PATIZAESS -

fic % 5¢ "Provisioning" &M K f5, WLA

o EFEHANIET R LIk S AR .

o fuli Save LARAF iR M1 5 "Configure Tasks" Ui,

o il Cancel DU iR 1] 2] "Configure Tasks" IT.
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B & "Sunrise and Sunset" 1£InF

= WEIZE TR H -G P AR o

{iH "Sunrise and Sunset" I, T LLIEFE—Fh 7 VR KA 2 LU N ERAE K AR R TR] R
HiH.

o EFXPETH P HHTE S (ERD .

o HUMEFXPEH I E S (R .

B, wTLAA AN 5 G R 2RI I e e 2R H 5
8-31 i1 "Sunrise and Sunset" &I+ [ & & .

8-31 "Sunrise and Sunset" &M~ : Create User Template
Sunrise Data
General Motification Appravals Auadit Pravisioning and

Transformations
Sunset

Sunrise

[i] Determine suntise lm
frarm

Sunset

[i] Determine sunset lm
from

Save | Cancel

IR FEEAHTHREE "Sunrise and Sunset” 3510 -F ¥4 B .

BLEER
P A AR B ] AR T P AT A I TR A E T, LR e R i AR
TARSH

RCEARL EPITUL T DR

1. M Determine sunrise from S L EFE LA F k2 —, L€ Identity
Manager ffi & £ (I )R9I 757

o Specifying a Time — 7545 & RIAKIN [HJFEAT B 8o T4k SE[H 3255 258 LA
ARIA KA o
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o FREBH — R AR H Py HIEETE A . ARSI A 259 TULAREL
EESUIR

o Specifying an Attribute — M4 H ALK P R PR, hedf e B4 1 H T
FUFIR) o b b 202 )/ IR A5 8 o FRE B H )/ T 4 o
FBMEIS, AT LR Bl AT 5 i B 2

T ARSI 22 259 U LLIREUCE < U

o Specifying a Rule — HR4EHN]  CPEALJRE™AE FY / I 775 3D SREEIR
B ST m A, T LR B 2T A A E R

THARSE R 15 260 TTLASRICA U] o

p 3 Determine sunrise from 5. ERIAIE LA None, B o7 Bl 3E4T
%%% o

2. M Work Item Owner SRR A 7, M P A A TAEDH .

= A{E "Approvals" IR T B AT AR H .

3. BUESEAERUS, FILL
o IEFEIAbIEIR R LAAK S g 4R 61 1 FH P SR
o il Save LULRAY B U iR ] 1] "Configure Tasks" 5.
o il Cancel LB B %[ ) "Configure Tasks" 7.
15 3E BT iE
LAESRE N AT B, WHHATELU N DR
1. M Determine sunrise from 3¢ .11t Specified time.

2. HISCARF BRI U JRYE Determine sunrise from U4l 5, 7EAS 1K)
SOAR - B VBN BT I 55T RS2 A S BRI R LT

B, R EAE PN R BB, BT I N R E -

8-32 TEPAS /NI Ji 28T
Sunrise

[il Determine Su?rnnsr? [Epectied time =2 [Hours =]
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f55E B H#A
SETRE B H Py AT B A%, AT N D IR
1. J Determine sunrise from ¢ 1L Specified day.

2. XS AR TR E AR T W — Sl W R R — R LA WA A 24T
R

B, R EAESUA RS AR B, T IR R E -

8-33 FE IR %0
Sunrise
[i] Deterrnine

sunrise fram |Spemﬁed day lee:uﬂdleUnday leeptemberj

BEEEH
TR b P S R ) B AR e A HIRN R ), BT CL R DB
1. M Determine sunrise from 2L iE$¢ Attribute, UL NI G sRA:

> Sunrise Attribute S — $EALYFUON A CHBAR L E AT S A0
X ErEsE.

o Specific Date Format 5 UEHEFISEH — {4 A] LLAE & Ja PR 1 ] 4004% 207
e (IR FTED S

x WIRA )G FH Specific Date Format & EHE, ) 2 FF H U207
4 FormUtil AV convertDateToString FJ#2Z [HI#E . THE
B 77 i SCRS, DA T A SRR H S X 1) e #8156

2. M Sunrise Attribute 3¢5 k£ E M.

3. WIRTEE, JiH Specific Date Format 5 I%HE, Jf7F Specific Date Format “¥-
BAR Ay s R e N R U 75 s

B, R EARIEAE N T H L A ) waveset . account1d J& PEAE R B %
B, WEEAT I R E |
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8-34 BV E &R
Sunrise
@ )

[i] sunrize Attribute |waveset accountld j

[il gpecific Date

Format F IddMM””

EEAM
FLE I PP 2 UK P B4 H VRTINS R), 34hAT B 2P BR

1. M Determine sunrise from 2Pk Rule, DL FEUUEAE 4GSR
o Sunrise Rule 3z . — $AE 1714 R 40w IHLIN SR

o Specific Date Format 5 UEHENISE L — AT LUER ORI FR) a2 B8 i 5 H
Witk E e CRTRED .

=3 WK A H Specific Date Format & EAHE, ] 75 R0 204F &
FormUtil J7V£ M) convertDateToString P52 Ik 1 & [ 7~ i
SRS, DA TSR H R A ) e HE s R

2. M Sunrise Rule ¢ 3EFHN

3. WHTE, J3H Specific Date Format i%EHE, Jf7F Specific Date Format -
B R s IR JE AN H RS U A i

flhn, GUREARIEEH T AL B AN SRR Rb ks 2 L ARk
B, TERATIN R E

8-35 TH R T

Sunrise
[i] Determine IF“—LI
sunrise fram e

[il sunrise Rule |Erna|| =

[il gpecific Date

Farmat ¥ [yyyyhiddd HH:rm-ss
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BLE K3
BCE R 7y (DO B MBI R B ARG 0 AR R CE %D S
IR R AR ] o

ME— RN R 2 AL 2 ARG 3 b2 T Sunset Task S5, 32 P #4464l 45 58 AT
55 LAAER 52 YIRS [ GO0 TP ) B4

ERCE KRR, EPITUL N DR
1. f§H Determine sunset from 3 "5 5 J7 VAR Aff s B 5 4% F B 1)«

pE Determine sunset from 3 LA ER I LT A None, Bl 437 RIELHY
B

o  Specified time — 7E455E AR IN IO B & . HAE S 258 1L LI\ “I7
SE I TH)” AR G U

o Specified date — 7145 5E AR H Py IO B4 . T AA 2 259 5 L
“FirE HI” LAREUE SR U .

o Attribute — MU R K R YRR, R G A 1K FR
Al MEPEZE S HIY / IR AT . $RE S 1/ IR AR e
PhJE . AT LA & Bt b 204 A B 4% 5K

THEAH 259 WL “HREE I DRI S .

o Rule — MREHIN  CPPAL e A5 A2 1T/ INFIR) 75 H3 ) oA o G B4 I
[l SHREE LR, AT LURE s e AU & 1) H IR X

AR 260 T LK R MU BAEREHCE S U .
2. {1} Sunset Task & A5 & AE 55 LLAESS € 1 YIANIR ] G R P 1R 46
3. MCESEMIETR)S, TTLL
o MEFEILAEII S LGRS G AR AR .
o Mili Save LR B iR 7 2] "Configure Tasks" 7T,
o Huili Cancel LU SRR (A2 "Configure Tasks" 1.
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. & "Data Transformations" 1&£Ii+

= WP SE TR 3 60 S P P AR S P AR

AR EAEPAT ARG A R b S S ik edhs, 0wy USR] "Data
Transformations" X545 i 71 & 4 115 Identity Manager Wi #4544 .

0T, R B R F RI ) 2 BRI < 2 ) S 0 L PR, e SR A
BUR R H T

£ Ff "Data Transformations" EI-F 5, # S LLF WU

8-36 "Data Transformations" &M <: €% R
Sunrise Dat
General notific ation Approvals Audit Provisioning and €8

Sunset Transformations

Before Approval Actions

[E] Farm to Apply |Selectafurm... j

[[Ruleto Run |Selecta rule... =l

Before Provision Actions

[E] Farm to Apply |Selectafurm... j

[JRuletoRun |Selecta rule... =l

Before Notification Actions

[E] Farm to Apply |Selectafurm... j
[[Ruleto Run |Selecta rule... =l
Save | Cancel |

LAV PRV

e Before Approval Actions — U LSRR SR A B4 58 HALEF 2 it
FHP o P Ecdin, G S 2 1R B T

e Before Provision Actions — WIS B/ B & B AE 2 i 45 H ik P B8l TG
WG4 IR IR T

e Before Notification Actions — U - E AR 6038 50 k002 2F8 e WAt N 2 i i 3
Fpk B, AR S O I .
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FEAEAN 3 P4 m] AT DA 1820 -

e Form to Apply 3¢ — $AE M FT A I RGERLE LA AIR . Al iz n] L
i ¥ TG4 P ik P B R

*  Rule to Run 3¢ — $R4E2 [ 0 G AR ZURCE MBI Al %50 T LU
SRS I e e ik Al X )

e B g LT 5, AT

o REFEILARIET R AZREL AR AR o

o il Save LURAF iR M1 5 "Configure Tasks" .

o il Cancel DU F B %% [1] ¥ "Configure Tasks" 1.
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frl\'gi

I B

PasswordSync

AFEA 24 Sun Java™ System Identity Manager PasswordSync 1 Ujfg, %IRefE
Windows % ' HLAEW B 2 Windows Active Directory fil Windows NT 35k [1) %5
fish,  AITIAEEE 505 Identity Manager [m]25.

fr Bl BT 7 s AT AL

4 )& PasswordSync?

LA

% %¢ PasswordSync

fic # PasswordSync

ik PasswordSync

1% PasswordSync

& PasswordSync

{#H] Sun JMS Server /it & PasswordSync
PasswordSync [ b4 1% 40 2%

11 9% PasswordSync [ I n] 8

+ 42 PasswordSync?

PasswordSync Dfig i] LA#ifE Windows Active Directory Fl Windows NT 3 I 1] ]
JUERY T 5 Tdentity Manager € ) HA TR R FE A2 . PasswordSync 2470
LHARRE Y Identity Manager [ (380 b (A d%H) #% L. PasswordSync W75
4 Identity Manager 7 77 %3% .
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PRI 4% 122 PasswordSync 2 Jm, i HldsK S5 1E 0 Java il 55 (Java
Messaging Service, JMS) % FHUACEE[ Servlet BEATHEAH . % Servlet 46 5 5 H
IMS (5 EBAAIIE S . TMS 007 5 B EE e A BAS 1 H IH B v S A P AR AR 5%
AL PR RS T SRR BT I BB R A 20T B, JF H SMTP e d5 & ki
PR ISP 3E JR ED  ed BE EFRPR A

= B B RO 20 S i 1) B SO SR R AL 1 S 4% 3% %2 Tdentity
Manager JIk 554 LA B ljJ/ T SRR 2 0% S AN IER AL
ding,  ADSI ¥ Wondl e fE BT e, Jf H AN Identity Manager &
IEATAAT [ 25 Kl

W}
I
N

HAETE Windows 2000, Windows 2003 fil Windows NT 3dx il #s %
P asswordSync JhfiE. %Zi{E 5 Identity Manager [l ({38 ) 5 N il 2% T
% PasswordSync.

PasswordSync iti 2 LA 55 TMS [l 55 a R . A 5% TMS REGEER 4115 1
152 M, Sun Java™ System Identity Manager %275 P RLH K] TMS Wi Wr 28 95 538
[IRErE

Ik4h, PasswordSync ik EE R

o ERFAMEEEHISS 12 Microsoft NET 1.1 5% ¥ F it A
o B PasswordSync [T fi] 5& Hi R AR

DU &0 PR 1R X 2e K

% 3= Microsoft .NET 1.1

ZA$ [ PasswordSync, 4701%4% Microsoft NET 1.1 8 # /iR A [1) Framework.
W HRAEAE H Windows 2003 #5285,  ERIN 25k Framework. 401 & 41 H
Windows 2000 5k Windows NT 34 il 2%, WA LA Microsoft &kt Ntk T
A

http://www.microsoft.com/downloads
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pe e Microsoft .NET 1.1 Framework EZ Internet Explorer 5.01 5% 5 iR Z< .
Internet Explorer 5.0 (5 Windows 2000 SP4 #45) k7 X1k

o 7 "Keywords" # ZF R F 4\ NET Framework 1.1 Redistributable AJ|RiE
KEERTRE.

o ZIEBKZRE NET 1.1 frameworks

E%; PasswordSync B4 BT AR A
LR AL, e FSEIIR G AT 23 AL AT PasswordSync 52451 .

o WISEHT 2K PasswordSyne UASCRF TdmPwSync.msi Z3ef2)/ 7, 1l LAMIH
FRUERT Windows  “US N / MBRFET” SR P AR B

o WISERT 2N PasswordSyne WA HF IdmPwSync . msi %A 7, ML
fi H InstallAnywhere S8 7 K MR LR P .

P =
% %= PasswordSync
LA REFEA4H T 4 2¢ %% PasswordSync it & W F F2T .

£ AJE 5 1dentity Manager [7]3 1050 RO REA B3 B 38 1 2245
PasswordSync.

1. M Identity Manager &%/ i), il pwsync\IdmPwSync.msi Elbr. s
"Welcome" % I,

LR PP T LR S

o Cancel: BT RLR LR H 1S, A RAFAEAT B
o Back: HuliBLR[A] E—NREHE,

o Next: Fuili DUFTHES] T —/M0 e,

2. [ "Welcome" i FHRALIIEE, )5 Hd5 "Next" s “Choose Setup
Type PasswordSync Configuration” % H .
PasswordSync %%

3. Hiifi "Typical" 5t "Complete" %%%5¢ #£1f) PasswordSync #1410, sl# fii
"Custom" F i) 22 WP LL B A A AT
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4. Huili 'Install" 2235145 o
e los— L, DU AN 15 C %2 %% PasswordSync.
5. Hili "Finish" 583 T

AR IESE T "Launch Configuration Application", LUM§ ] LLIFURC &
PasswordSync. HRIZMM TG, HS WA 268 1T L) “HE
PasswordSync” .

x Bt WoR e, 7R N H A 3 RGEA BT U E Rk A
568 PasswordSync it & 2 B AT B A 3h R4, HAESLH
PasswordSync 2 i 5 25 F 8T J Bl sl ds ) 245 o

R 914 T AR o b ety S0t

x 91 SR & SCAT

REHAH R

$$INSTALL DIR$%\configure.exe PasswordSync Bt B2 F

$$INSTALL DIR$%\configure.exe.manifest PFERBREFIEIESHE

$$INSTALL DIRS$%\DotNetWrapper.dll 438 NET SOAP j&f{shY DLL.
$$INSTALL DIR$%\passwordsyncmsgs.dll 438 PasswordSync ;§ 289 DLL
$SYSTEMROOT%\SYSTEM32\ lhpwic.dll ZR5E 40 DLL, i% DLL 23R Windows

PasswordChangeNotify () IN&E.

fic & PasswordSync

AR NGB IS AT OB N IR, R PR e 2 G B s sl 1) e 8K
)55, LURREHRIZAT PasswordSync AC & N I FEFPIN,  #R] DL ik #1655 11
Ji e (6] Ao

LA N BRI S PasswordSync.
1. WRIERAIZIT PasswordSync IC & N R, W IFUHIEAT .
BOASOL T, BERCE N IR P 2%t "Program Files" >

Sun Java System Identity Manager PasswordSync > "Configuration" .

¥ {7 "PasswordSync Configuration" X 1fHE  (iEZ WLIE 9-1) .
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9-1 PasswordSync it & X F HE

Sun Identity Manager Password Sync Wizard

%Suﬂ Password Sync Configuration

milcrosystems

Server |myserver.example.com

Pratocal: & HTTR ¢ HTTPS

Fart: ISU
Fath: Iidm

URL: Ihttp: £ fmypzerver. example. com: 804dm/ servlet rporouter

Wergion: §u_n Jawva System |dentity b anager Cancel

< Back | Mest > I

R 5 22 2 4 B

> Server Wi H % %¢ Identity Manager 4> B & ML A4 B 1P Huhik 246

> Protocol i/~ & 15 5 Identity Manager M7 %44, WL HE T HTTP,
JUER NS 10 80 5 WASESE T HTTPS, JUERIAGG 1104 443,

o Path $5& 2N H PP %5 2% L Identity Manager [1#%1%.
o URL j il b FoAt 7 B e /e — & A % . AT {E URL 7 Bz i -
Fiii "Next" 7K "Proxy Server Configuration” 51 (¥ 9-2) .
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9-2 ARBE R 55 4 %] 1 AE

Sun Identity Manager Password Sync Wizard

%Suﬂ Password Sync Configuration

milcrosystems

Erable: v

Server Imyproxyserver.example.com

Port: ISUSU
Wergion: §u_n Jawva System |dentity b anager Cancel < Back | Mext > I
AR 5 4 7 B

o WHRDAZEHACEEAR %5, W "Enable” .
o Server W/ HACEEAR 25 45 1) 4= BR a2 M1 44 51 TP Huhk &4

o Port: 55 ARS %% 0 AT H u H 5
CERIMCHLER % 8080, BRIA HTTPS i 443, )

3. i "Next" Won JMS W EXHEHE (K 9-3) .
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9-3 JMS BB AE

Sun Identity Manager Password Sync Wizard

%Suﬂ Password Sync Configuration

milcrosystems

User: I

Password: I

Carfirm: I xxxxxxxxxxxx

Connection Factory:

|
Session Type: I
|

Queue MName:

Cancel < Back | Mest > I

MG 75 B R 7 B
o User fa @ EAFIH I B B TMS I 44
o Password #l Confirm #55 JMS /" 12515,

o  Connection Factory #5 7€ 2 HI ) IMS 8 L) AR, % L] il CAr
EF IMS 2%

o  KZHIEHT, N¥ Session Type WA LOCAL, XK /IGAE A 215
F55. RGWRIRRHEG, Bidsgath. HAb T sERE 4% auto.
CLIENT f/l DUPS_OK.

5> Queue Name 15 & %4 [F) 20 A H AR &4 A5
W "Next" o JMS JEMEXHEME (B 9-4)
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9-4 TMS J&PEXT R HE

Sun Identity Manager Password Sync Wizard

%’;S%Q Password Sync Configuration
MName: I LI
Walue: I
Marne | Walue | Add

Delete |
Change |

Mote: There are two required properties for proper operation
java.naming. provider. url
java.naming.factony. initial

Cancel | < Back | Mest > I

IMS JEPEXT R HE S VFRE e ST T 4G INDI_E R SO PESE . A 250E SCEAR

EXIWEIRIR
o java.naming.provider.url — WAZUKHZAH B E A2 1T INDI R4 (#1501
() URL.

o java.naming.factory.initial — DAJUKFIZAE BEE ) INDI RS AL A
WG R R S (AR .

"Name" FH R4 E java.naming AT HIZEFIR . fERLTPIEFE—A
KRR, SRIGAE "Value" 7B i AN LAY (48

5. il "Next" Wi FHBEXHEHE (4 9-5) .
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9-5 FL WIS X A

Sun Identity Manager Password Sync Wizard

&Sun Password Sync Configuration
milcrosystems

Erable Emait W Email End User [

SMTP Server: I

Administrator Email Address: I

Sender's Name:

Sender's Address: I
Meszage Subject: I

Meszage Body:

'our pazsword from account $account!d) on domain controller $(zourceE ndpaint] could not be synchronized. n
There waz a failure communicating your synchronization request to the Message queue \n The following eror

Wergion: Sun Java Spstem |dentity Manager 5.0 Test | Cancel | < Back | Finish I

LIS HL T MSPEXGEE , 5 RT LA A 177 H ™ 3 S B e Rl (Rl
A5 H2 L Identity Manager Z AR I8 34 - ISP 41

MR it 290 47 B

o 1%%¥ Enable Email j3 1% 2hfg. R EEHAGH AN, 15144 Email End
User. 17U, KO A1 PHL O

5 SMTP Server St A% i [ %1 I 48 FH 1Y SMTP Hie 45 2% 110 4= B o 44 55 1P Hb
il

> Administrator Email Address J& H A 218 501 (1) L7~ M A b bk
o Sender’s Name ;& &K F A “KliF4” .
o Sender’s Address & & {1 A HLFHIEAF M dk o
o Message Subject 5 & [JT 1730 A1) 32 &8
> Message Body il A1 1) ST A
S 1 SC AT e 5 LA N AR
e $(accountId) — SR UL (K F 7 ) accountld

*  $(sourceEndpoint) — ZZEE AL AIRL T IR I BN, ARIT
FRF I TS

273



e $(errorMessage) — fifiids H W FRI B % IR U4 5L o
6. 7 "Finish" 47 % 5.

WERFFIGE AT BN R, K lion— LI R AN ) o 0 SRR Y ARt
NN, THAETSATRIA LU i

C:\InstallDir\Configure.exe -wizard

A PasswordSync

AT T A S ] A $RUEAT PasswordSync #E 2 W i B4 BN LA S o] 4
Pic BT HA R ER RS B o A T PasswordSyne 503 FIfC & T
TG SEIL) Ty REN AT fil T S R B

Hix HE
PasswordSync ¥ T ib% 5 N Windows S &G 4. 5% H &S HMWE LK

PasswordSync.

IR ER H &

PUEATRCE T RR, W SIEAEREH TG IRE R . HE, 8R)As%Z TR
Jathes WoR "Trace" IEF (K] 9-6) »
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9-6 "Trace" LTI

M PasswordSync Configuration

&Sun PasswordSync Configuration

microsyitems

Server Eonfigl Froxy Serverl JMS Settingsl JMS Propertiesl Email |
Trace Level: I 03:
Max File Size [ME]: I 03:

Trace File: I Browse... |

Ok | Cancel | Apply I

"Trace Level" 7 Bt45 € 5 N IR H &R PasswordSync R4 900 {0 &
INCUORHTIRER: {4 AR 291G .

MPREZ SR "Max File Size (MB)" Bt 2 (K /MR, PasswordSync 2344 3¢
PRI T bk PIEEARL . filtr, S BRER SO B R

C:\logs\pwicsve.log, JIHLAFEREAZUMBLE Y 100 MB, U2 EREZSCIFEIRL 100
MB Itf, PasswordSync ¥1% 3 E r 444 C:\logs\pwicsve. log. bk H-¥4Hi s 5
NGB ¢:\logs\pwicsvec.log 344

MR 5
& mIAf ) Windows V1 i ¢ g 4 g 2% 9-2 o i v 3R e . I S8 R T
HKEY LOCAL MACHINE\SOFIWARE\Waveset\Lighthouse\PasswordSync

VRO A7 AR A B, (HAT DU AT R SR e AT
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& 9-2 VE R

FRER 3

P

allowlnvalidCerts REG_DWORD

clientConnectionFlags REG_DWORD

clientSecurityFlags REG_DWORD
installdir REG_SZ
soapClientTimeout REG_DWORD

MRIGEHR 1, MZERBE NET TRHLIREUTRE:
® SECURITY FLAG IGNORE UNKNOWN_ CA
e INTERNET FLAG IGNORE CERT CN INVALID

¢ INTERNET FLAG IGNORE CERT DATE_INVALID

ZR, BERPIBATIPRHSEELHM CN HENE. XUERTE
A SSL HI1ER.

EMRIMER (K HOEHR NTTREIE R A [CA] P4 #HTIRIK
B, ZRBEEER.

ZHINESA 0.

B EiB4 NET SOAP & AHLAY AT EEIEARE.
ZLINESA 0.

ATLUEIEZE] NET SOAP & FHIB At R 24RE&.
ZLINEA 0.

Z2 3% PasswordSync M REFH B F.

HINEFE = BT SOAP % F#15 Identity Manager AR %% 2280 @S8R (WL
EWAHBM .

1% PasswordSync

BLE PasswordSync IR/, 1% 4 Windows ) “ il it ” &£ hn ek
MIBRFEF . SRJ51%+E Sun Java System Identity Manager PasswordSync Jf #.ifi

B o

x T N2 Identity Manager 22 i3 Hi iy pwsync\IdmPwSync.msi
FIbR AT LU (REDHT %%%) PasswordSync.

WA A S RS e T i% L R -
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#B2E PasswordSync
P E PasswordSync, @741 Identity Manager 47 LU N4
o U JMS il AR & A
o SEBLRRE R TARR
o WHEIE

BoE JMS A 2fi& B 7

— H s i 2% () R g EVE T IS, 5 SR R YR i S AL R B2 52 ik e L
MBI EE TMS T 28 B8 YRS L 28 5 LA E N S BASIRAE . B R B IZIE AL 2 FI 1
{5, Wi M Sun Java™ System Identity Manager %% 7% % Kl

WZRCE AR BRI S 4

. Destlnatlon Type — Ml RXAH BB N "Queue. BN — AT iR 5 4% i)
REA 2N RA RS &% DT LA 180 AR

¢ Initial context JNDI properties — 1% CAHE & A T4 4146 INDI | R 3CHY)
JEPELE . ALAE LA 2R/ AEXS

5 java.naming.provider.url — AU IE K E HIa1T INDI k45 TR HL
) URI.

o java.naming.factory.initial — AU IZE R E N INDI &SP HERT 1
Wigh B SCE) kA CRERER LD .

AR 2 SR . PRI 81138 i 55 P B FRE P 1 TMS B8 0
$ 7 0 B AT VLI o

e JNDI Name of Connection factory — 7 JMS JIx 45 % H € W iEH: ) 144
P

o User fll Password — MBAF A1 R BFr 545 58 BE 51 ROk P 24 FR AT

* Reliable Messaging Support — L#f LocAL (AH1F45) o HARIEIAEH T
AL .

e Message Mapping — fii A\
java:com.waveset .adapter. jms.PasswordSyncMessageMapper. %I K H

TMS Hi 5545 (K17 S5 e 0 A [0 25 P 3 s A vl A F s 5
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LHETHEPEBIER

BRI [R5 P 3504 AR K TMS WUUT 355@& BC 3% 1AM SRR, AR5 T
%] ChangeUserPassword fif #. e G, TARRHEACUITA BN - JF k£
BRUE R I AANE BTG %8 . Identity Manager {4 F HL 1 S50 %0 FH P BT A 98 81 1)
Y O AT ) o

DAL SEHLRD L b AR, IR LA D TMS Aot 5% 225 i 2 552 51 A0 JE A R
WHEAT 73 BC e 7T DAAE I FCAs 35 30 [R5 i) 3 rh 20 BE R R

R EAE SCOA R R D L 3 8 AR, 5 = $WSHOME/ sample /wEpwsync . xml 3
PEIFIAT B RS R BRI TAER A Identity Manager .

A A B BN CAR AT IS ot 45 :

o T KUAR I S A AR LE S A

o 73k F| Identity Manager ik - 545 tHIRAT 4155 1l
o WAIAE AR R B YR .

o JE5 uVF M Identity Manager HEAT %5 5 5

A RAFH TAERPIEANE R, 1S Sun Java™ System Identity Manager TAETR 3
BFILE.

SRRl
Identity Manager i {3t % fith ] 2388 00 0 i) 20 0 08 60 P e SR o K 2B A8E
AT T 0 P A 22 A 58 ) B 50 A ) 2 1 B o

PSR IS N B, AR L it 222D iy, D0 PR o DR
NEVRFEAE R TS W 180 TR “ H e SCHL T IR

{EH Sun JMS Server Bt & PasswordSync

Identity Manager #¢fft 1" JMS il &% i& s, 118 B a8 3% i 58 e ] LLAE TMS
THERSS A EEATHERN, DL SR ] SEVE IR PR AR5

= A IRIZE NI TEAE B, 12 0L Sun Java™ System Identity
Manager %55 2% % EL .
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AT A FH 7R 7 2k AT SAE FH Sun TMS IR 45451 E PasswordSync it
B 15 Bk PL Ry kAT 4R

. ik

. IR B
o M

i

KN T w774 Windows PasswordSync fif 4k 77 ZE DL J JMS fif i 5 %

R tIVES

{1 H TMS Jil 25 23 B & PasswordSync FJSLR (RjER) Al Sl 2d P 7
Windows [ SIL#105, SR )54 Identity Manager SREUHI %19, f/57F Sun
Directory Server A8 HIHr & i S FH ik 7~

VNV WP 7S

Windows Server 2003 Enterprise Edition - Active Directory

Sun Java™ System Identity Manager 6.0 2005Q4M3

7t Suse Linux 10.0 Fiz47 1% MySQL 4.1.13

{E Suse Linux 10.0 132171f) Tomcat 5.0.28

7t Suse Linux 10.0 Fiz4T1# Sun Java™ System Message Queue 3.6 SP3 2005Q4

7f Suse Linux 10.0 FIZ4T 1) Sun Java™ System Directory Server 5.2 SP4
Java 1.4.2

PAF 30 52 3] Tomeat common/1ib H 3 BAJA FH JMS #il JNDI:

jms.jar CCKH Sun Message Queue)
fscontext.jar (K H Sun Message Queue)
img.jar CKH Sun Message Queue)
jndi.jar CKH Java JDK)
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R T =LA
73 #14r. Windows PasswordSync fift ¢ 77 G /E - T L0, 25k AR LT 1
O

1. PR TAER B8 )5,  PasswordSynce ¥ 4 Active Directory 1845
i #s R IE R E M, I H Identity Manager 5 4iligk d11  (f7 Tz iil#s 1)
Rt SR ST o

2. ZMHfizk d11 ¥ Identity Manager SOAP i K AL BEFE /77 & Hi SOAP K.
- IDL I R g L B 75 (1) TMS LA A B e Ae it SOAP k.
o,

KRR B 9-1 SOAP i K745

POST /idm/servlet/rpcrouter2 HTTP/1.0

Accept:text/*

SOAPAction: "urn:lighthouse"

Content-Type:text/xml; charset=utf-8

User-Agent : VCSoapClient

Host: 192.168.1.4:8080

Content-Length: 1154

Connection:Keep-Alive

Pragma:no-cache

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xsi="http://www.w3.0org/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"

xmlns: soapenc="http://schemas.xmlsoap.org/soap/encoding/">
<soap:Body soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<snp:queuePasswordUpdate xmlns:snp="urn:lighthouse">
<userEmailAddress xsi:nil="1"/>
<resourceAccountId>CN=John Smith,OU=people,DC=org,DC=local</resourceAccountIds>

<resourceAccountGUID>b4elcl14b79d3a949a618a607dde7784d</resourceAccountGUID>

<password>zkpS8qcIJkVBWa/Frp+JgA==</password>

<accounts xsi:nil="1"/>

<resourcename xsi:nil="1"/>

<resourcetypes>Windows Active Directory</resourcetypes>

<clientEndpoint>W2003EE</clientEndpoint>

<jmsUser>guest</jmsUser>

<jmsPassword>guest</jmsPassword>

<queueName >cn=pwsyncDestination</queueName>

<connectionFactory>cn=pwsyncFactory</connectionFactory>

<sessionType>LOCAL</sessionType>

<JINDIProperties>java.naming.factory.initial=com.sun.jndi.ldap.LdapCtxFactory;java.naming.
provider.url=1ldap://gwenig.coopsrccom: 389 /ou=sunmg, dc=coopsrc, dc=com</JINDIProperties>

<singleResult>true</singleResult>

</snp:queuePasswordUpdate>

</soap:Body>

</soap:Envelope>
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SOAP Ak BERS i sk A HIRE K b i A0 25 /1) TMS 280k i 5 31 TMS
Message Queue fREL[1)iEHz. SRJ5, SOAP AFLFETHE R IEALE I 1D Fin
WY (DL E R e M S H0 rH .

#iln, Message Queue X3 [[¥] SOAP AbFEFE T4 AIE I T LU R B B
(ALK MapMessage) :

KRIGRH 9-2 SOAP AbFEFE T B

password: zkpS8qcIJkVBWa/Frp+Jgh==

accounts:null

resourceAccountGUID: 8£245d1490de7a4192a8821c569¢c%ac4
requestTimestamp: 1143639284325
queueName : cn=pwsyncDestination

jmsUser:guest

resourcetype:Windows Active Directory

resourcename:null

JNDIProperties:
java.naming.factory.initial=com.sun.jndi.ldap.LdapCtxFactory;
java.naming.provider.url=1dap://gwenig.coopsrc.com:389/
ou=sunmg, dc=coopsrc, dc=com
connectionFactory:cn=pwsyncFactory

clientEndpoint :W2003EE

userEmailAddress:null

sessionType:LOCAL

jmsPassword:guest

resourceAccountId:CN=John Smith, OU=people,DC=org,DC=1local

Message Queue FRILFE LAABNSI T, I H TMS AT & & 0 Rk 2300 8L
AE, Identity Manager A LAJH ) TAE

9-7 YEHI T sl 7 S AL A G 2

x S TR SOAP 4b ¥ 71 Identity Manager 43 5l 67 T A
IR S5 &, (AT DA [A)— R 55 4% Eig4TEA .
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9-7

PasswordSync Identity Manager Server/
Servlet/SOAP Handler JMS Listener Adapter

-

Message Queue Broker

Windows DC

[ ]

User Workstation

JMS A

Java ¥ B4 (Java Message Service, JMS) API & —Fiiiy BALEARHE, 1ZbsiE RVF
NP (5T Java 2 Platform, Enterprise Edition [J2EED g, Ki%k. #
W DA RSO B o 3% APT AT SEIRAA HORE & 1) n] 52 20 oA E A

FORREHMAR R, IMS B HLLAUGIER R TMS SR, ILER b RE Il AR
T EARER B ﬁkﬁhﬁgFﬁﬁMﬂEZIﬂﬂﬁ —AMEfEEE. R, B
PLb 2B E — T e BRI B2

IMS Jf AR 5g 4 E LEL R RARIA TR -

o EEI —IELT) EENZR AT LUE BB R U X G e
P TR IR B, T LI ST N LT T, e A B
%PHH‘T»\ RSB D T REMEANRR B A . NG IR T SR &
AR BoR i L) R AT A .

o Bfr — HARE BN RGP H bR IS0 GG B E TR iR 7
a4 ik - 835D 205, JHREAI AT HFR i Sk — A e
il o
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R GA T e 7 QI N, R B T AN E . 25,
EATRAFREAEN SAFAEE R, TMS 2 LT LG b AR E ) TNDI & 4k 5 ) e 47

i ARER L] MHARR SR, ST LR 7&K Sun Java™

System Message Queue Technical Overview:

http://docs.sun.com/source/819-2574/intro. html

P 9-8 BLH T %l I S P R A Ui -

9-8 SLRERIWIE S

00 0
Ee=

Read Message on Queue

QIIE Put Message on Queue

hd

SEEF-REH BEEFFRE

e #RRe-co

BEEE 22H BEES 28

0000 gg oooo gg

BRRE R=E REEE R
PasswordSync Message Queue Broker

Servlet/'SOAP Handler

JA=

s

Identity Manager Server/
JMS Listener Adapter

SOAP AbFEFE L EK H T Windows %543k d11 (K&K 5, SOAP AbFEFE 74 H
YEACEE, LUK SOAP sk H4 h IMS W o Z )5, TMS i W 2% 5 e a1 2 o & T

fi B AR AR o

FHH IMS 2, Identity Manager SOAP AbFEFE)F I Identity Manager JMS {iii Ut
G R AR A A HATIER ) M E ks CaT{EH] NDI 4% o

Identity Manager SOAP AL EEFE /7451 SOAP i1 B SREUIT 75 VR4 B Canst i

PR

KIBRH 9-3 SOAP 7 &

<jmsUser>guest</jmsUser>
<jmsPassword>guest</jmsPassword>

<queueName >cn=pwsyncDestination</queueName>
<connectionFactory>cn=pwsyncFactory</connectionFactory>
<sessionType>LOCAL</sessionType>

<JINDIProperties>java.naming.factory.initial=com.sun.jndi.ldap.LdapCtxFactory;java.naming.
provider.url=1dap://gwenig.coopsrc.com:389/ou=sunmg, dc=coopsrc, dc=com</IJNDIProperties>
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7t Windows [ HITC & PasswordSynce IR ULLLU R TG S48 (18] 9-9
9-10 HHIAR) +

9-9 "JMS Settings" 1R
Ml PasswordSync Configuration =101
@Suﬂ PasswordSync Configuration

Server Configl Prosy Server |JMS F‘ropertiesl Email | Trace |

User IQUESt

Paszword

Canfirm

Conhection Factony: Icn:pwsyncFactnry

Session Type: ILD CaL

Queue Name Icn=pws_l,lncD estination

9-10 "JMS Properties" ¥

| PasswordSync Configuration

@Sun PasswordSync Configuration

micrasystems

Semwer Cunf\gl Proxy Sewerl JMS Settings  JMS Properties |Emai| | Trace |

Marme: | j
Walue: |

Marne | Valie | Add
jgwa.naming. facton. initial con.sun. jndi Idap. LdapCt«F actory

j@va.naming. provider. url Idap: ¢ Agwenig.coopsrc. com: 389/ ou=sunmg, do=coopsrc de=com Delete |

Change |

LR &4 T iX 2.

o JMS WEZH

o JMS EMESH

JMS EESE

"JMS Settings" IR 5 LA TS24

e User fl Password 7-Bt: & XUE:3 TMS AREEI Bl FH ARAE 15 .
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e Connection Factory “7B: f@ & 1] X% INDI A4 FK.
e Session Type 7Et: 1Hi¢
*  Queue Name B 5 HASXSH INDI &4 F5

AR 7R A5] 9-4 v, 4 1) FIBAS 4R LDAP RDN, XS T —AN5¢ %1 DN
(#£5 java.naming.provider.url &5 &0 o — A H¥) 1dapsearch B A B/RE
HXZ&H:

3R 9-4

HERETT RIS 44 Bk il

Connection Factory:

#> ldapsearch -h gwenig.coopsrc.com -b 'dc=coopsrc,dc=com'

'cn=pwsyncfactory'

dn:cn=pwsyncFactory, ou=sunmg, dc=coopsrc, dc=com

objectClass:top

objectClass:javaContainer

objectClass:javalObject

objectClass:javaNamingReference

javaClassName:com. sun.messaging.QueueConnectionFactory
javaFactory:com.sun.messaging.naming.AdministeredObjectFactory

javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:

#0#version#3.0

#1#readOnly#false
#2#imgOverridedMSPriority#false
#3#imgConsumerFlowLimit#1000
#4#imgAddresslistIterations#l
#5#imgOverrideJMSExpiration#false
#6#imgConnectionType#TCP
#7#imgLoadMaxToServerSession#true
#8#imgPingInterval#30
#9#imgSetIMSXUserID#false
#10#imgConfiguredClient ID#
#11#imgSSLProviderClassname#ticom. sun.net.ssl.internal.ssl.Provider
#12#imqiMSDeliveryMode#PERSISTENT
#13#imgConnectionFlowLimit#1000
#14#imgConnectionURL#http://localhost/img/tunnel
#15#imgBrokerServiceName#

#16#imgIMSPriority#4
#17#imgBrokerHostName#flocalhost
#18#imqIMSExpiration#0

#19#imgAckOnProduce#
#20#imgEnableSharedClientID#false
#21#imgAckTimeout#0

#22#imgAckOnAcknowledge#
#23#imgConsumerFlowThreshold#50
#24#imgDefaultPassword#guest
#25#imgQueueBrowserMaxMessagesPerRetrieve#1000
#26#imgDefaultUsernameftguest
#27#imgReconnectEnabledfffalse
#28#imgConnectionFlowCount#100
#29#imgAddressListBehavior#PRIORITY
#30#imgReconnectAttempts#0
#31#imgSetIMSXAppID#false javaReferenceAddress:
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REBxRH 9-4

AR T MBAA A4 Bl

()

tcp.TCPStreamHandler

cn:pwsyncFactory

javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:

#32#imgConnectionHandler#com. sun.messaging. jmg. jmsclient .protocol.

#33#imgSetIMSXRcvTimestamp#false
#34#imgBrokerServicePort#0
#35#imgDisableSetClientID#false
#36#1imgSetIMSXConsumerTXID#false
#37#imgOverridedMSDeliveryMode#tfalse
#38#imgBrokerHostPort#7676
#39#imgQueueBrowserRetrieveTimeout#60000
#40#1imgSSLIsHostTrusted#true
#41#imgSetIMSXProducerTXID#false
#42#imgConnectionFlowLimitEnabled#false
#43#imgqReconnectInterval#3000
#44#imgAddressListiimg: //gwenig:7676/jms
#45#imgOverridedMSHeadersToTemporaryDestinations#false

Hbxn

3R BI 9-5

¥

ERZVN]]

#> ldapsearch -h gwenig.coopsrc.com -b 'dc=coopsrc,dc=com'

'cn=pwsyncdestination'

dn:cn=pwsyncDestination, ou=sunmg, dc=coopsrc, dc=com

objectClass:top

objectClass:javaContainer

objectClass:javaObject

objectClass:javaNamingReference

javaClassName:com. sun.messaging.Queue

javaFactory:com. sun.messaging.naming.AdministeredObjectFactory

javaReferenceAddress
javaReferenceAddress
javaReferenceAddress
javaReferenceAddress
cn:pwsyncDestination

:#0#version#3.0

:#1l#freadOnlyttfalse

:#2#1imgDest inationName#pwsyncQueue

:#3#imgDestinationDescription#A Description for the Destination Object

JMS B2

FERIT7 S, M L) MBS T LDAP Hax.
java.naming.factory.initial ;& H T-8IEHI4H INDI b F3CH T I
java.naming.provider.url f I EVERI A PR, 1@ 1 H T 20 IEAR AT H iR 25 42
BER e BLES R R E E, PasswordSync #ATH [ 4 LDAP <516
KA ZERL L) A EPRA S
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FHRAUIE MY ETE, TETRE LT s

* java.naming.security.principal: 4§ DN (fflll, cn=Directory
manager)

* java.naming.security.authentication: #fw /5ik (B, fiHgpe)

* java.naming.security.credentials: %%

= WZHA TMS AT g IC 4 2 SCOX LR [R] )R

9-11 TMS i WT 2% 95 I S 40T
Edit JMS Listener Resource Wizard

Resource Parameters

Specify parameters for authentication and to control the behavior of this resource.

[il pestination Type I Queue j *

java.naming.factory.initial=com.sun.jndi.l
java.naming.provider.url=ldap://gwenig.coo

[ilinitial context JNDI properties

[eis]

[il JNDI name of Connection factory Icn=pwsyn:FaCtury i

[1] UNDI name of Destination |cn=pwsyn:Dastmauon *

[i] user Iguast

[Epasswora [

6| Message Selector I

[il Reliable Messaging support I LOCAL (Local Transactions) j *

6| Message Mapping Ijava.cum.wavasel.adapler.Jms.PasmordSync i
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K 9-12 VR4V T iZad e

& 9-12 WrRERLT) M HBAS

(=] O
QHE Put Message on Queue OI]] Read Message on Queue OB]E

3| & 3| O

> >
S55F-F2H BEEFFBE E55F-HEE
peLbo gs—oe o
S558 HEH BEES 28 E35E HEE
oooc gg ooca %E [===T=) Eg
EREE =5 e BE i
PasswordSync Message Queue Broker Identity Manager Server/
Servlet/SOAP Handler JMS Listener Adapter

o
ol
O
Search — Search
Connection Factory —»| (38 <——— Connection Factory

[=}
28
' Fa Erme ' Fa
and Destination 8a0s gRE and Destination
0000 oo
D000 goo|
BEEE HEH

Directory Containing
Administered Objects

SOAP AbHLFE A1 TMS T #81E FC 2% A RER 1T M H A GERIE / Bl
B

B EFFHEEE R

AV T TR LU BT R TR %, KR R on il 5 1% AR

DhTFI s

o EHET] XWNH

o HirH%

pe 3 o ATHESRIRIEE L% Sun Java™ System Message Queue. (FFEIE{I

F %% Message Queue BY bin/ BFEH. )

o BT LUFER Message Queue &I GUI (imgadmin) A% 1T LE (imgobjmgr)
REUBXLEENR, UTHESERGSITIA.

BEBW SR IEES LDAP B
KA T HER: T %4744 3] LDAP H W i B4 .
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FiEEETI MR
FEFARE 7R B 9-6 Hh R iy & RAT il ERE T) XS 52

REBREI 9-6 FEIER ) X%
#> ./imgobjmgr add -1 "cn=mytestFactory"
-j "java.naming.factory.initial=com.sun.jndi.ldap.LdapCtxFactory"
-j "java.naming.provider.url=1ldap://gwenig.coopsrc.com:389/ou=sunng, dc=coopsrc, dc=com"
-j "java.naming.security.principal=cn=directory manager"
-j "java.naming.security.credentials=password"
-j "java.naming.security.authentication=simple"
-t gf
-o "imgAddressList=mqg://gwenig.coopsrc.com:7676/jms"

java.
java.
java.
java.
java.

Adding a Queue Connection Factory object with the following attributes:
imgAckOnAcknowledge [Message Service Acknowledgement of Client Acknowledgements]

imgSetJMSXUserID [Enable JMSXUserID Message Property] false

Using the following lookup name:

cn=mytestFactory

The object's read-only state:false

To the object store specified by:

naming.factory.initial com.sun.jndi.ldap.LdapCtxFactory

naming.provider.url ldap://gwenig.coopsrc.com:389/ou=sunmg, dc=coopsrc, dc=com
naming.security.authentication simple

naming.security.credentials netscape

naming.security.principal cn=directory manager

Object successfully added.

M imgAddressList 5 X T JMS Ik %5#s / AREL N4 (gwenig. coopsre. com). Ui

H (7676) LA KV 1) 771 (Fms)o
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FiEEmRXR
FEFARES 7R 61 9-7 v By iy RAT Ak H ARXd B2

LR B 9-7 174k H AR 5

#> ./imgobjmgr add -1 "cn=mytestDestination"
-j "java.naming.factory.initial=com.sun.jndi.ldap.LdapCtxFactory"
-j "java.naming.provider.url=1dap://gwenig.coopsrc.com:389/ou=sunmg, dc=coopsrc,dc=com"
-j "java.naming.security.principal=cn=directory manager"
-j "java.naming.security.credentials=password"
-j "java.naming.security.authentication=simple"
-t g
-0 "imgDestinationName=mytestDestination"
Adding a Queue object with the following attributes:
imgDestinationDescription [Destination Description] A Description for the Destination
Object imgDestinationName [Destination Name] mytestDestination
Using the following lookup name:
cn=mytestDestination
The object's read-only state:false
To the object store specified by:
java.naming.factory.initial com.sun.jndi.ldap.LdapCtxFactory
java.naming.provider.url ldap://gwenig.coopsrc.com:389/

ou=sunmg, dc=coopsrc, dc=com
java.naming.security.authentication simple
java.naming.security.credentials netscape
java.naming.security.principal cn=directory manager
Object successfully added.

x AT LI# H 1dapsearch 5% LDAP | Ui 28 R & & #1214 o

REENREFHEIH
AN G T WAl i AT L RO BN A B AT

290 Sun Java System Identity Manager 7.0 ¢ EI2IgEF



FiEEETI MR
FRAS 7R 9-8 S T AR 1) X5 LU A E B R AL BRI P ) i 2«

REBRH 9-8 AR ) XM SIHEE B ALK

#> ./imgobjmgr add -1 "mytestFactory" -j "java.naming.factory.initial=
com.sun.jndi.fscontext.RefFSContextFactory"

-j "java.naming.provider.url=file:///home/gael/tmp" -t gf -o
"imgAddressList=mq://gwenig.coopsrc.com: 7676/jms"

Adding a Queue Connection Factory object with the following attributes:
imgAckOnAcknowledge [Message Service Acknowledgement of Client Acknowledgements]

imgSetJMSXUserID [Enable JMSXUserID Message Property] false

Using the following lookup name:

mytestFactory

The object's read-only state:false

To the object store specified by:

java.naming.factory.initial com.sun.jndi.fscontext.RefFSContextFactory

java.naming.provider.url file:///home/gael/tmp

Object successfully added.

To specify a destination:

#> ./imgobjmgr add -1 "mytestQueue" -j

"java.naming.factory.initial=com.sun.jndi.fscontext.RefFSContextFactory"

-j "java.naming.provider.url=file:///home/gael/tmp" -t q -o
"imgDestinationName=myTestQueue"

Adding a Queue object with the following attributes:

imgDestinationDescription [Destination Description] A Description for the Destination

Object imgDestinationName [Destination Name] myTestQueue

Using the following lookup name:

mytestQueue

The object's read-only state:false

To the object store specified by:

java.naming.factory.initial com.sun.jndi.fscontext.RefFSContextFactory

java.naming.provider.url file:///home/gael/tmp

Object successfully added.

ERELEBH

BIMEHF,  Sun Java System Message Queue I ARVF E AN EBAS HAx (i
W, config.properties, H:H img.autocreate.queue FERIAEN true) .
WA BBh A H AR, W2l A <51 9-9  (3Lrp myTestQueue y H
B TR B i AR ARHE B H bR 4

%

291




R B6 9-9 FEACEE LB H b %

name (Queue name) :

#> cd /opt/sun/mg/bin

#>./imgemd create dst -t g -n mytestQueue

Username: <admins>

Password:<admin>

Creating a destination with the following attributes:
Destination Name mytestQueue

Destination Type Queue

On the broker specified by:

localhost 7676
Successfully created the destination.

T LURS A BN S A7 ik 21 H S 50T

o TFERIER: WA Identity Manager &, Identity Manager SOAP
AL BEFE YA Identity Manager 95 & RAE R — & 554 Ligdr, WA H 2
A PR T M H AR BRI

fHHT H Sy, XA TN G AR A H s 2 H

x 4k Identity Manager SOAP 4t ¥ 27 Hl Identity Manager /I
s AER — G EHLE, A ETT LA AT LIYTF . bindings
SCAF. BT UAERES TSN B RS B S G FEE R A IR,
B FW .bindings AR IR S VAN LRIERIALE .

o TFEEITMF: WH Identity Manager SOAP AL BEFE ¥ Hl Identity Manager /il 5%
SAER B RS as BIEAT  (BEEEEAT R A, WIAT BURS B 547 ik 21
A

FERISCAERS, XA B SR A A SCME - (FE Windows Al Unix b, 3
E4 %104 bindings) 11, ZICAH T4 javanaming.provider.url 577 [ H 2
(Bl4n, #F Windows 24 file:///c:/temp, £ Unix b4 file:///tmp) F.
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AiZAREE IMS TS A 2R
TMS AT 5% 325 PiC 2 FC 25 19 55— A DT SR AL 9-13 v 14y D i«

9-13 JMS T W #4538 L 2% % Y5 2 500
Edit JMS Listener Resource Wizard

Resource Parameters

Specify parameters for authentication and to control the behavior of this resource.

Test connection succeeded for resource(s):

JMS Listener
[l Destination Type I Queue j I

Jjava.naming.factory.initial=com.sun.jndi.£
java.naming.provider.url=file:// /homs/gasl

|1| Initial context JND| properties

[ein]

[i] UNDI name of Connection factory Imy‘les{Fadory

[i] UNDI name of Destination Imy‘lestoueue

[iluser Igues‘t

[&] paz=word I .........

[il Message Selector I

[ilReliable Messaging support I LOCAL (Local Transactions) hd

E‘Message Mapping Ijava.corn.umes ims.P ynoc

[il connection Retry Frequency (secs) FO *

[l Redinitialize upon exception |~7 i

[i] Message LifeCycle Listener

Test Configuration |

MNext I Save I Cancel I

FENCE TMS T 2% 8 A 2 -

1. fF "Message Mapping" “ZBt P8 &
java:com.waveset.adapter.jms.PasswordSyncMessageMapper PLUEA% A 1)

TMS i L A5 Ay () 20 Y 8 e AR T DA S i 2
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2. HFHAHEF, MHLUITNEM (@il passwordSyncMessageMapper fiff JMS il
PG LA T X L JE ) -

> IDMAccountld: 1%/J&{%: H PasswordSyncMessageMapper H#iE7E JMS ¥
B H £ ) resourceAccount Id fll resourceAccountGUID J& TEMREMT .

o password: FJLL{E SOAP 13K H I 20 (1) 25 15 75 TMS 11 B B R A% %
1,

9-14 WL IDMAccountID Fil password i/ J& P
Edit JMS Listener Resource Wizard

Account Attributes

Define the account attributes on the resource you want to manage, and define the mapping between Identity system account attributes and the resource account attributes.

Idenity system User Afiribule Aftribute Type Resource User Afiribule | Required | Audil | Read Only | Write Only
- | =l |passwnru | encrypted | | <= Ipasswnrd - — - r
- | | I\DMAccount\d | string = | == IIDMAccountId It - - -

Remove Selected Aftribute(s) | Add Attribute |

Back | Next I Save | Cancel |

FERL i B IX L R MBS, WARD T (B 9-15) [ "Attribute
Mappings" #3 H ¥) 55 IR A] A AT L %

= BEAE AN PEPEATAT S A BEAR o

9-15 B[R 8 PR
Edit JMS Listener Resource Wizard

Identity Template

Specify the identity template for users created on this resource.

Identity Template I Insert Attribute... j

Backl Mext | Save Cance
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EEEEE S
AP TMS 0T 38 (035 20 [R5 1) 48 s G R i RIS S A

1. lK "Synchronization Mode" fi%F  (1¥ 9-16) If, #0] AR B X L6 S5 1) BRIA
i, Fh "Next" 4k4E,

ARV 1D H P i AR SRR 32K [ TMS ity 238 e & A BT ROF 28
ChangeUserPassword # &%, #8)5 #5251 ChangeUserPassword 7 #i% -

9-16 "Synchronization Mode" 5%+

Active Sync Wizard for JMS Listener

Synchronization Mode

Choose the synchronization mode to use for this resource.

(™ Use Pre-Existing Input Form

[i]input Form U
T {* Use Wizard Generated Input Form

[il configuration Mode ¢~ Basic ¢ Advanced

[1] Process Rule{optional) I Synchronize User Password j

[i] Post-Process Form I Mone j

Next I Save I Cancel I

2. /R "Active Sync Running Settings" [IHRIN, AZ505E X5 23 BRI R AR
i (pwsyncadmin).
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9-17 "Active Sync Running Settings" [fi#i
Active Sync Wizard for JMS Listener

Active Sync Running Settings

Configure how and when Active Sync is run for this resource.

Startup Settings

E‘Sta‘tupType lm
[3] Proxy Adminietrator IpwE:mij
Polling Settings
[HEST Every lrlm
[il Polling Start Date l—
£l Polling Start Time: l—
Logging Settings
[ Maximum Log Archives r
[i] Maximum Active Log Age l_lm

€| Leg File Path Pdvlpt-'ldm.n’pwsynctes‘tsﬂogs"

[i] Maximum Log File Size I

€] Leg Level r

Back | Mext I Save I Cancel I

3. T MIKH, Wk "Log Level" BT Jy 4 Jifiag HAGSCIFRAR, DIAEAFE H %

oA R H S
B, K 9-17 oy H B SRR RA7 2 /dvlpt/Idm/pwsynctests/logs/ H

4. SERJE, il "Next" 4k4k.

5. 1EZ) SR R R AN B A 2D i) S O BRI . AT Ll "Next", 3
WK "Target Resources" bt % (] 9-18) .
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9-18 "Target Resources" hf %f
Active Sync Wizard for JMS Listener

Target Resources

Choose the resources to synchronize with JMS Listener.

Available Resources Target Resources
AD [ IDM User
LDAP-kosig

e

=<

Back I Mext I Savs I Cancel I

fEH B bRk £ T 5w Hbr . M "Available Resources" 51|13 1 1k $f ¥t
W, KRGl ALK %R N "Target Resources" 413

B, EiZTES, HREX Windows %145 Sun Directory Server [A]25, JfH
AP Identity Manager #1i5.

it "Next", 7R "Target Attribute Mappings" [HI#% )7, ¢ "IDM User" £
GRS .

# "IDM User" M5+ I, K450 Identity Manager FH /1) H A @ PE LS .
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B, £EP 9-19 H 5 X password Ml account ID:

9-19 5E X password Fll accountID
Active Sync Wizard for JMS Listener

Target Attribute Mappings

Selectthe target resource and define the target attribute mappings.

[ |
| IDM User i LDAP-kosig |

[~ | Targel Afiribute Type Value Applies To

- Ipassworu j IAﬂnbute j Ipassworu j [~ create | Update [~ Delste

- I accountld

= IAﬂrlbute | IIDMAccoumld x| I creats | Update [~ Delets

Add Mapping I Remove Mapping |

9. EMJa, Hiili "Add Mapping".

10. JEHF "LDAP-kosig" 1K Sun Directory i X H b @ LR (& 9-20) -

9-20 2} Sun Directory 72 X H A J& P i}
Active Sync Wizard for JMS Listener

Target Attribute Mappings

Select the tamget resource and define the target attribute mappings.

T 1
| IDM User | LDAP-+osig !

[~ | Targel Atiribule | Type Value Applies To

r Ipasswcrd j IAﬂribute j Ipassword j [~ Create o Update [ Delete

Add Mapping I Remove Mapping I

1. 5EpR, Hili "Add Mapping", 4R J5 {547 5 24
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ENEN =

& LU H Windows PasswordSyne Fit & #2271 Windows S [RTC &

1.

WL AT IZAT PasswordSync L& N HFET, W ITFIHIEIT .

BOATHOL T, BERCE N AP %% 4E "Program Files" > "Sun Java System
Identity Manager PasswordSync" > "Configuration” "',

7R "PasswordSync Configuration” X[ ihHEf5, i "Test" #44H.
¥ 57 "Test Connection” XFiEHE (B 9-21) , JFFHIL—NEE R, IREZT DK
Dy 56 e #

9-21 "Test Connection" X i HE

M PasswordSync Configuration N [m]

@Sun PasswordSync Configuration
microsystems.

Server Canfig | Proxy Serverl Jids Settingsl JE F‘mpertiesl Email | Trace I

Server [192.1561.4

Protocal: 0 HTTR ¢ HTTPS

Part: ISDSD Test Connection

Path: I'dm Test connection completed successhully! d

URL: Ihttp:zﬂ 9216 —

Wersion: Sun Java Sestem |dentity Manager 5.0 Test I Ok | Cancel Apply

Huili "Next" 4] "Test Connection” X iHAE .
i "OK" 4] "PasswordSync Configuration" i i&HE «

e, IMS W G s RIS AT A, IR AR S PR RS, 2R AU
T 9-22 RS
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9-22 P B

| gael@kosig:/...m/pwsynctests/logs - Shell No. 3 - Konsole (=1
Session Edit View Bookmarks Settings Help

2006-03-30T17:51:54.419+0200 mnection JMS Info
PROVIDER NAME = Sun Java(tm) System Message Queue
3.5

2006-03-31T09:37:50. SARwmer: initialized adapter

2006-03-31T09:37:50. Initializing JHS Listemer adapter.

2006-03-31T09:37:50. Setting up JM: local_transaction:true ackMode:1

2006-03-31T09:37:50. Setting up JMS: user:guest passuord:<secret length=5,>

2006-03-31T09:37:50. : Setting up JMS: destinationType=QUEUE connFactoryName=mytestFactory destinationName=mytestQueue mes

Comnection factory JNDI lookup returned an object of type com.sun.messaging.QueueConnectionFactory
JHS connection and consumer successfully created.
: Comnection JMS Info

2006-03-31T09:37:50.377+0200: Done initializing JMS Listener adapter.
2006-03-31T09:37:50.378+0200: SARwmer: loop @

2006-03-31T09:37:50.402+0200: Started, paused until Fri Mar 31 ©9:37:50 CEST 2006
2006-03-31T09:37:50.426+0200: Received new JMS Message into JMS Listemer resource adapter.
2006-03-31T09:37:50.428+0200 :

Begin Message details

BODY TYPE = MAP

Has REPLY_TOD? HO
JMSMessage ID 1D:8-192 168 .1.4(ba:ab:b6:3d:d3:23)-32800-1143730609218
JNSType null
JMSTimestanp 1143790609218
JHMSCorrelationID = null
JMSDeliveryMode 4
JHSRedelivered false
[}

Message details
2006-03-31T09:37:50.454+0200: Message mapping failed : com.waveset.util.WavesetExcept Error with incoming message data, resou
rcefccount Id or resourcefccountGUID must be specified and both were null.
2006-03-31T09:37:55.409+0200: Pause completed
2006-03-31T09:37:55.429+0200: Polling

PasswordSync HI#fE4EF5ERE

PasswordSync [ R 45 1] LLSER Identity Manager [¥) Windows %% [F] 25 3 8 v
Y BT A] PR R

WAL E AR Active Directory % Hil#% (Active Directory Domain Controller,
ADC) LU B M 48 45— R A1 IMS & P LR i — A L GRS L
9-23) , W JMS % ML 1] 1] Message Queue fRHEHEAE RILH ., IXMR T E(TAT
Message Queue HHLH S A2 2 RATAT R
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Failure to contact a JMS
cliant is noted in Event Log:

may also configure DCs to

PasswordSync (1 b #3455

MQ Broker Cluster

Identity Manager
configurad to provide

automatic failover of
ActiveSync lask

MQ Broker
sand email to admin in
case of falure % Identity  Identity
—p =] Manager Manager

st (DCS) JMS Client
MQ Broker DB == ==
"o ——— |:| D
Load Balancer }t—» gg —1 > —=z
JMS Client

——
MQBroker | Jus
Listenar
l @ Adapter
% — "/ Aumtic
JMS Client Failover
(requires
serviet
Failure to contact container) “s DBl DB2
reSul nnodication
to aéjnrl;inu ::[fyor MQ Broker DB DB Cluster
—
x Message Queue HEAE AT e 5 ZEHE e LLSE I B IIFREADRAE . (HERY

0= it SRS Pt T A OGHE E Message Queue ACERBFAEMI 3R D

1R Identity Manager Ik 55 #3247 TG B A o) T H 8l s e 7 1) TMS A5t ds i
Boes, %4444 5 Message Queue fREEFFEAEATIH N, BARIERL A — IRANAE—
Identity Manager F#4T, {HUIHF ActiveSync 45 #% LM, I IZ230 il 2K 7T
IR1EAH ) Identity Manager Ik 55 #% A0 #0553 R AH OGOV EL, O 25 A B c5uf%e 47% 51

B
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A % PasswordSync BY% Il 5] 5

PasswordSync & AL S A T3 $I#1T B € X BRI H b
Windows %33 i as —#e{FE M ?

s, A LUK PasswordSync 5 Al _WINDOWS_ # il yig a8 — &l fH . 4Rim, %20
TSI AT CLE WERAE P A ) e e — SRR I g s

WAV I LAV W R 4

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Notification
Packages (F! REG MULTI Sz M)

BRI R, MR Identity Manager S £A48 1 B 151K AL . H1E, 40
YU I I 22 T s e IE R, W5 B0 Lhpwi c 75 S0l ATk 1 1)
RIS AL

A LL#F PasswordSync 5 1 th Identity Manager % i Sims— &2 . i ilqfe
Identity Manager Ji 55 #5% s 7 SEms, 254k 34 B AT 08 Y B SR LICKE 3 0[] 25
e B AT Mk, 8N IZ AT Windows AL 5 S0 (1) 7244 T2 5 Tdentity
Manager "' 5E SCI g™ B 85 6 SRS A [R] .

= WA DLL I AN SR TAE ] 5 ) S s

=&/ AILLIE PasswordSync Serviet =7 Identity Manager LASIMEY
Hib N FARARS e L

JEo BRT IMS MR P FE AT JAR SCAFLASE,  PasswordSync Servlet ik 77 %2
spml.jar Al idmcommon.jar JAR 3 1F.

PasswordSync AR5 & B4 ZRBIABR I & X2 |h ARS5E5?
EARFRAT I BUA It SSL JZ4T PasswordSync, {H & 7ERH U EHE K 1% 5] Identity
Manager 55 #8107, A Bs#E I 1 .

ZE N AR EE S S com.waveset.exception.ltemNotLocked?
WA A PasswordSynce, F 5 CHIE A = SRR B 5 300t IR i 5
B B %5 5 Identity Manager HE/T 185

R IEMNCE T passwordSyncThreshold TAE#iAZ &, | Identity Manager #4453 7%
M PRSI S P G2 DA T3 A S . (HE, A s 5 D1 [
I ] — AN P AT T A A S, U P X Sk g
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E10 =

AFES YA 5% Identity Manager 24 I RERIE R, JFHEA 2t — b 22 4 XU )
LICRH D 3R

g LU LT R 245 Off ] Identity Manager & 3 R 40 % 4 (1015 B

©wAT)Re
BRI A 8 e 231
TR B

P 50 IF

T A L B YR ) SR U
fic & X509 1UF -5 5 AE
s B A YA B
B PR 55 s I as
LA
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ZEIRE

Identity Manager il $#2 {1t LU N Zhge 3 Bh gD 22 42 XK «

BNBTEE Ak P i/ 8] — Identity Manager foVFRI I SAANEAE AR FH AL 280N NI
T AL PR o

BRSVEBRE] — 0T U I A8 S 43 1 B BRI o

BB 53 4 — Identity Manager £ F14li LA B & I AFAE 22 2 X, fliAkE
T K AT BE RS .

SERMBIDETE — SO RN 1B AL FEALRE AT AR O U 1) JEAT A T

XF EEAE I EE AT R T F RS — WLl AT R Y, DARIR S T U5 RS B
AERERFE R CHRIREIIRENEZEE, WSWH7E “H®ib7.)

L B R PRI — S mT LA ) HY 7 23S A st e A PR O3 A €9 5 LY
— RIVE AT Identity Manager 5 B I HEA TS AL S 45 L

BR 55 28 H A% — Identity Manager APt "Tasks" DX @1l -6 5Lk 45 4%
JUIE 5 o5 2

TEN, ARG R G RE TR 2 B T . B, VRS, AN REE
LA 1K) Back D REV ) 5 iy s 1) i 1) BT o

PREIFRZERSTE

BIAESL T, Identity Manager H 7 AT I A G sk 43l HE, #nT L@ g
REHE XS security.authn. singleLoginSessionPerApp Bt 'E & kK &
Sl BRI AN B S N R P — ANl 1B P — M S AN B S N R P A4 R
(fhn, EE 5. P A L Identity Manager IDE) [{—AN @ %% . ¥
EVEREE SO true AR FH A S BIPAT AN G 1l

R CEEHAT, HP ISR Z AN, B2, Ui SRl R FE SRS
ﬁﬁ% o WHRH P XTI TEPATEAE, WH P28 A3 bR B & iE HiZaib
YR o
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ZETE

Identity Manager 7t 2 2l S 1% i BE ) BE -
o EWEYER
o  MZAMi#E (Edit User. Find User 5 Change Password 1) 2 /7 (1)

Y
o A AN BT S A P AT B LK
o EETHWER
o AERRBEHLE Y
o (AR EE PR BT SR Y
s HAPREYEN
o I EREM P RAEE I E S BIRSS, R
http://localhost:8080/idm/user
o AIHESCHMRS U, LA SR ST (AT
s HMPE#HHE
o BCEE A B AR R BEURE
o RRIFERE
o MR UERIF T - 5 L s i g Uy ) AR
o MRS RAERAUT A A T3 b i — DN EEAT VT 1)
LR EY 5
o fEHIREINE S S

JdH

(U LN
M FH A S 9 E ) Y RS B 53 432 B —A> s 2 AN AN [ 2 AT U7 1) B
Identity Manager i it SEH DR T V2K BREG 1IE -
o BRNARF CERBIAMES)
o EFRERE CFRBIKAFA
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o BRMER XA CAMMBHRBERIE, JHRERIER 2 DR
)

RTERMARERF

SRR S Rt BB —25 5 SUR B % Identity
Manager I 11 {5 SR US4 R . 54 B TR A8 bl — s A 25
BB AR

BRI, RN AR LT R, AR T A SR,
LML, A T B i SR AL E A B S, L ]
FERPH 447 2 A SN BB 4L, ) Tdentity Manager 6Ky 5 T4 b
Yol 11y R LS LA 5 B AL 521041

BRARAN

Kol I Py VS e ke e VAL S 90 s A E A M et 82 SN I e s VA
TR REAS BRI AR, R AN, WIASBERY F SR 2 Ao

Identity Manager PHiti 5 — AN Sk IR G Z0ARRIN, Redif 2 ZEAE BE— MRS
MR — NSRS AL RN, WA B SRR AL IR, PR PP A
RPN SFAERAL, TR Z AN F8e Th PP Ak B 29 RO PR st 4l (BRI

Z4) .

= USRS N IR P 5 2 A G S, W R B 6 S L AR )
RS ARG B 1K) doe e (O

ERLRHM =B

L T RS S A N), ERU MAR SSR G Sk 3 TP Huhk, AR ARG A
Hohl BT 192,168 PI%%, i IP bk 192.168., MJSLHLNLKL IR [FI{E True I
BRI B S .
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REGRH 10-1 BT B G SR LT A

<Rule authType='LoginConstraintRule' name='Sample On Local Network's>
<match>
<ref>remoteAddr</ref>
<5>192.168.</s>
</match>
<MemberObjectGroups>
<ObjectRef type='ObjectGroup' name='All'/>
</MemberObjectGroups>
</Rule>

WEBERNMHRERF

e, W Configure, A5+ Login LAV "Login" 7.
BRI AR A 3R o

o U XMAEA Identity Manager & 5% N 2T (FLiD

o R S N IR s A A

o BEANESE NIRRT 1) 1dentity Manager 43 13568 i PRl 4
£ "Login" 5T, #n] LA

o QU AE TN R

o BRI T R

o EHIG ML

LA SR NIRRT SR P BB N ) N R o

R & ldentity Manager £1EBR#

7t "Modify Login Application" 51", #JLLA%E/> Identity Manager % 523 15 ¥ &
HENE (BRI o BN BB, AR5 il Save. S N7 1) BRAVR: 2
INE RN IR PR

BRI A2 Fr RYi77 1)

1t "Create Login Application” #l "Modify Login Application” B, LA+
"Disable" M IUREE T G N HIRE Y, AIMFHIEA 7 ok R 2l gk a4t
N FHRERS, DU SR B i) 246 F 00, o il Az Ry, ml LUl
LG A 2 X kg s A v TR .
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HABUHIEFAZIE A REMR BRI s N IR P A o A0 e fliit, AREAEHIAY

iR AR R LA

R MRA IR Wk

o U MBS Identity Manager % sgABid]
o BRSO AL R SRR

o GSRMTHRALE S A A

1t "Login Module Groups" ST AT LAEIZE . 4B AN RS B dl . k& bz
AT G R ZE X FLEA T i

IR S RARIR

B B SRR IR LR AN D AN VRGNS BE I Tk $ . OFAEITA IR I R4 5
ST )
¢ Login success requirement — JEFENY H T B Bk . L IAL TS
o Required — ER G FAHNIUNIN . TR KAE ISR, #RF 4k L2 5GE
BRI — AN GRS — R 6 SRR, DA B D B SR T
o Requisite — ZER G ALK I . WKL RLY), F gk LLI0 RS 1)
AN A, WUR GRS, TSGR A T AR SR 3T .
o Sufficient — NZRGSRAHLL ST WERKAIESL, KA ARSIk
HIRFH N — A, I BB UG8, WG uE R M, T 4k
SRIGUE SR PN — AN B SRR
o Optional — ANERGFSFREHNINN T . TR EE I RN, #RF 4k L5
UEFR AN — N S ok it
e Login search attributes — ({{fl LDAP) fi&22ilghw &) FOCHE
LDAP 457 Z A5 1 LDAP H P e SRR P83 . 32078 H &4 45
SE [ LDAP H Pt L 7 B F e ok A4 R, H R ILECH LDAP H /. 4id

B oh R3] LDAP B, X v H ik LDAP en 85 HL Ml il 6 s 2]
Identity Manager

flhn, WRARE

cn
mail
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I HAN A 248 PL gwilson G438 5%, W LDAP #i B b2l & ik
cn=gwilson [f] LDAP H /' WURET, W - 48 e 13 i Xk .
BT, W LDAP %R mail=gwilson ) LDAP 7. SRR,

UESS SN

WERATREE, WERIN LDAP $# 2 J&8 11 42 :
uid

cn

* Login correlation rule — &+ H] TR 5 5% 5 KB 21 Identity Manager HIJ™ ()
SR RIFNN o ek LI 420 A7 LoginCorrelationRule authType.

e New user name rule — {E N X% —#70, FEH QB Identity
Manager ™ IS AEHT 08T I 25K R o

BRI ] DAORAF SRR ORAT IR, DRI SR 5 S B 4 o P AT LAt AR

PRI

= W1 SH Identity Manager 6 sk & % 2 ARG EATIE, W)
Identity Manager 2 564iE (K B A7 H AR 28 28 R = # AE FAH = F P
ID FH#

WA ID ARG A AN, T P ID #1565 A [F] 75 Identity Manager (1)
"User Login" F P AR P ID MUESID I RSE, FAREII G 5. LR RS
A A P B SR okl R B ik P RIS SR 2 I 0 TR RS, B

M aad s Identity Manager 4kZE D8 5%, A Pk B 2R 38

BB A ZRIR Y5 E
AR Z AW G EA R BEE (an, AN A R — AN L E SO Bt
U, B JLANER NT 80 AD SO P ARG 2 I 505D, IS AR REERC
EX G — AB I TR E A EEIR .
MR ST AT, AT LAV AN R BRI B —, H R A
— AN FEGRIE FH P i B 5C1Y) Tdentity Manager HH . #lln, — AN P Al fg
B AR PR AD-1 1) Identity Manager /7 IR IR P o 128 SRASEER AL 1T fig
52 SCH P IS S5 AD-20 W AD-1 R AD-2 # 52 OB AFEHIE Qi i
NNAER AR, B AR P I RAES] AD-2, W) Identity Manager
Al A TR AD-1 H HAT A [RIK 7 ID (9 H P ok Ui 2040 5C Identity Manager H
Fo
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PAUR 7l mh R 1 48 52 I AR GERC BN B e L AR R 5

KBz pl 10-2 L WSR3 S0 A

<Attribute name='common resources’>
<Attribute name='Common Resource Group Name' >
<List>
<Strings>Common Resource Name</String>
<String>Common Resource Name</String>
</List
</Attribute>
</Attributes>

BCE X509 ik Ik

i BL 5 A FERC & Identity Manager 1) X509 1iE 540 1iF o

W

LAt Identity Manager 1 SCRERE T X509 UE T HSGHIE, 56O IEMRCE X (&P
PURIAR S5 %) SSL Bt WF /M, IXR U SCFF X509 bt k15 O 7
AZ ST A (BT gE R BRI, TP IR B SR B N O
NFMEATAE T ) Web [ IR 25 25 281 P

A LIRS % P LE . AT R AIE

1. f#/H] Internet Explorer, i%+f Tools, #XJ5iE+¥ Internet Options.

2. &P Content L.

3. 1t "Certificates" X4k, Hifi Certificates.

4. EFEESHUET, AR5l Advanced.

5. 1t "Certificate Purposes" X&', #fiffi%+% "Client Authentication" ¥,
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7 Identity Manager FE & X509 iEH &k

BB E Identity Manager X509 iiE 50 iiF :

1.

2
3
4.
5

10.

DA "Configurator" (E([F/%FEALMD £ 47 ¥ 5% "Administrator Interface”.

1%+% Configure, AJ5i%+¢ Login, LA/ "Login" Ui,

#.7 Manage Login Module Groups, L%’ "Login Module Groups" 7.

I IR AR A

f£ "Assign Login Module..." 731, #L#¥ "Identity Manager X509 Certificate

Login Module". Identity Manager %7~ "Modify Login Module" 7.

BB N R R . TR A A

o Required — ZRG AP . ToIRIUE N ERIGL,  HORE 4k SEKIE
FIRPHR — AN kit e G R E— R SRR, )RS PR D3 S B

> Requisite — ZOR GBI o WU, ARSI UESIZE T )
NG W RIGUE RIS, WRIE A SRS AT

o Sufficient — NERGFAHRA IR . WKL), KA RS UE
FIFPH) N — NGB, JF HAE OGS A REG R R, K 4k
G UES R AR — Ao

> Optional — ANEREFFAPAIE L. ToIRE LI BRI, #AF AR5
RS R — AN

P S ORI o 30T LU P BRI B A 58 SCRISRIRREN . (ARG B X

RIPFWEEE, ST

fif; Save, 1&[1#] "Modify Login Module Group" 7.

o ] LUHCHTHES G s Cn 2RO G s R 0 e T 2 A i)

WIh, i Save.

TSR R OR A o B IR PP 20 BC B SRk R AL, TR IEAT 0 BC. /E "Login Module

Groups" i H #ii; "Return to Login Applications”, 4R JFEF KN HEET . H

P HRE P B A AL e, ki Save.

311



x W waveset.properties SCIFHH)
allowLoginWithNoPreexistingUser BTN E N true fH, MACE
Identity Manager X509 il 5 ¥ s N 2 i f1%4% "New User
Name Rule". 7E{# A28 "Login Correlation Rule" ARILZE|H F
IS, RS S R 8 AT i 4 T G R

"New User Name Rule" 55 "Login Correlation Rule" [ 1] F i \ 2%
Mo EIRBIAA TR, %745 5 T8 Identity Manager
Rk P 44

idm/sample/rules 14 & —ANBH A BRG], 4404

NewUserNameRules.xml.

BIEMSNE REERN

Identity Manager X509 il 5 sgASTHAL FH 6 55 SRR I 5 A AT - 45 250 ook 55 )
HHR [ Identity Manager /7. Identity Manager 4 & —AN Py B OGN, 440
Correlate via X509 Certificate subjectDN.

AL AT LRI B AR o REA SCIBCRI I #B o 25T TR LA T HE N«

o I authType M0 & 4 LoginCorrelationRule. C(fF
<LoginCorrelationRules JUH K H authType='LoginCorrelationRule’. )

o 'E«iR[A] AttributeConditions FFRSEHY, ML IS A HRAH L]
Identity Manager HI /"o 1, X5 3% SCIHHN AT HEIR [B14% i IR A bk 4 2R A1
2% Identity Manager H /"' [f] AttributeCondition.

e 26 SR AL B I 2 50 -

o HRME X509 IE B (W subjectDN.  issuerDN A2 H #)
o HEMAREEY JEm L

i X RPN RIE B SR A N E R

cert.field name.subfield name

AT F T B (9 5 54 3

® cert.subjectDN

e cert.issuerDN
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e cert.notValidAfter
e cert.notValidBefore

e cert.serialNumber

A NS HU) G SR e B3R 1] 40 % — > 82 4™ AttributeConditions 413
Identity Manager X509 iif: 13 ¥ S BB A HI & AT 25 641551 Identity Manager ]
S

idm/sample/rules &% —4~4 M LoginCorrelationRules.xml 1% = I A )
¥

B F o SOCE S, 42004 L5 N Identity Manager. {F "Administrator
Interface" H'1%#¢ Configure, #AJ51E+¢ Import Exchange File, DU S AT
H

>~No

ik SSL &

TEMIA SSL %z, mIAf AT SSL # 42 UG 1) B HI AR SR (%) URL (49,
https/ /idm007:7002/idm /user/loginjsp) o #4485 MIELEREN—A> 22 43 A1,
ARG PRI FiR T R 3% Web IRSS 25 1AS NE1D.

R A1 8

2 W o) 0

AL X509 kA5 HEAT HE 1 i) RS LU 1 ST A R R bRk s . SR 4
2 W, FI{E Identity Manager k45 oI5 R LT 2N M1 2 0l ) B B«

® com.waveset.session.SessionFactory 1

® com.waveset.security.authn.WSX509CertLoginModule 1

® com.waveset.security.authn.LoginModule 1

U1 ARAE http 15K 2% HLE PR A 44
javaxservlet.request.X509Certificate, MIZWLE|—4IH S, ULHIEIELE http
TR BB E . IR R

1. XS sessionFactory HIBER, DLEE 4R hitp J& LA, JFafiE X509
UEAS A4 R

2. f{i}] Identity Manager i % %% LoginConfig Xf 4.
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3. ¥4 Identity Manager X509 il 13 & L) <LoginConfigEntrys> 1K)
<AuthnPropertys 2 FRECA IER I 2K .

4. rAr)A EIk.

AT BE A AL SR IR S IBR AR5 - FUBZS I Identity Manager X509 k15
TR

=R E A fETE

s F Tl Or A A7 AN R Ge e B2 TP IR IR 55 2 e« LA BAE IR 55 45 AR SR 2 TR A3 1
P A St OB PR AN e B

DA & 5824 747 K il 7 Identity Manager i 4% 4% FH 9 O oA FH RS 2310 25 () 5
AR, PR T MR 55 4 A0 R0 5% T 2 B D 1] e

ZINERIFRIERE

MRS T 4E Identity Manager i oS I & R RIEE 28, BLAE T T-OR 75l

ESIEE G
%< 101 SN R K H s 2R Y

NIST PKCS#5

Triple DES ETFEBMME

RSA 168 {ir&4A 56 fiEHA

KR MD5 (DESede/ECB/NoPadding) (PBEwithMD5andDES)
BR £ 28 I 4R A BCE I
W 30 % 2 £A L99N (=gl
T ELIR 1R =
MP=R =
MRERLRIER =
BRER =3
HiRE =
ZREZRA BIER =
BREFFM KX ZBHIFFER =
Mo

1. il id R E X %411 pbeEncrypt J&tEsk "Manage Server Encryption" {F45#HA T E .
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BR S5 2R INE Z A D@ KRB
TR B4, LUT AT B L, B0 AR 3 LG

e
BEE,

RREZ 2RI B A RE MR ?

IR 25 % 0 a8 s LRI RR K triple-DES 168 {744 k45 #% SR LU R P4

o BN — WEH O RS A .

o BEMAERRYEEEA — UL AT LUAE IR GG 4R 0T 46 )3 3081 w8 H 1) 22 A M s 1)
A

MR AR SR ME EEA?

TERGE B PE e IR 25 28 I 3 0 . Ao AT — 48 R G5 B A G V2 4 n

SRRk
B

AR 55 22 AN fAT ANIEE A MRS 4A T E B B BUR HITRE I EH N E?
AT R G B B — s s # LU S5 2 s 35 8] CR &5 i 8dis ) 169 ID
KT HAE I RN R NAEG,  Identity Manager 1§ FH 5 02 2 1)
ID iy AN IR IR 55 4 0 5 DI REAT s, AR A A R] ) D E8 8% (2R %
OO .

WA F AR S5 2R I EE E $A

Identity Manager 2t T % % "Manage Server Encryption" [f/T45 . IAT45 V%
B 2248 PR A AT 2 T8 A BRAE S5,

o ERORTHY MDY MRS as

o M M Rgs g R DI SR R IR A AL N A Bl A N 5
ARMWE R BAE S E 25 R, IS AT RN 8BRS a7 .
I?H;%Eai “HET” RE[EH, WSWUBMZLBERT AR
BN o AT A I His D B 2800k . AR5 (0 LA o s el b A7 e i

B o WERAER T ORI ARSS SN E PP RCE N T Y, AR SN
BB AR A 2B 55 4 o
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= T2 N ARG S MR H o0t 5 A s S0 5 1 AR il 55 4 T
WEY, X—RARW IR WORINER, RS SR A . Wik
P R S X S VE S DN R g 6 P S DR NS DA RS
(1 15 25 o S T LURSG DRl BUReZh 3 N A0 5%

T G L2 SR IR, AR T S s 2 it ) e B, T DA
H] "Manage Server Encryption" fE55 BB INE P A A “2401” JIk
S5 N D A IAT Jn ks

BHRIPIRSZR/ER?

URSRAHS i 55 4 IO 0 A T35 B4 (1 I &% (PBE) - PKCS#5 I (il
pbeEncrypt J&E 5K "Manage Server Encryption" {E45#E KRR E X ik ED , W)
A FH BRI e 45 % B B EA T I o 5T 223 AT Identity Manager, 4 &[]
BB P AT R

U K A 25 AR O N A PBE N, WA IR S 8 4 i #10Ks 22 sk PBE %540 Jd i
AR g T IRSS 2 R AL ) i PBEwithMD5andDES Jii % 3% 5k
A2 3 PBE %4, PBE %8AE W A7 R 4Ed - AAS LA FEAE . 546, PBE %456 T
HE AN RILRGAE DR PTH IR 2 A0S A R .

B8 B R4S 28 % 4714 PBE I, N %% PBEwithMD5 F1 DES 275 r] Fl . BRIATS
'~ Identity Manager NFTILINEE L, (HIC I VER ] PKCS#5 brifk, VF% JCE
PALE I (BN B Sun A1 IBM $RAE S8 A AR AE T i%hrvE .

AT LS AR 55 28 % SR UL & £ M i A SRR, 2

o WIARMRSSA% % P12 PBE N, WIFES 2R, He il BOA S PI I e gt AT
i AR N o IXALAFE AT AT UL A R 55 4% PBE 1R 5 3 A\ [R5
Ot 55 e o KA Y BRIA S 0 R 55 a5 A AT I, WIAE 9t 2 A AN 2k
ITHEAT S M AR BE .

R YIRS a8 5, RZIRST A e & PBE &9, WP s ix e dl. Rn,
WA AR 55 A IO B PBE #0N% , U AR 55 &% (1) PBE % P HIn s i L4 %
R

12 AR 55 22 A0 K 2 (8] R R LE A0HR HE 1T AN ?

FENRGS A5 R R Z AR T A Hs CH RS AR s RN IR G54 - oGl
BEALAE RS FR 168 A2 % PI3E1T triple-DES fiN%
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BRMKREAREBEER

TFREE AR &1, AT AT ORI SGUR S A7t 0 RRORA (0 L ) LA 25 2

INES R SRR M X E AR EWE?

HEIX Identity Manager k5% #e i 5 BIM SCIN, WIAG4E T #0442 e — AN B BEbL 168
{7 triple-DES 231 % £ . e85 HIRE T I8 sl i B I 7 IR 55 S A I O 2 T A% 14 1)
Prf#d . XS TEEMIRSS &8 / IR, AL A S DI

AR R E A A B K ?
ST E RS AR B B, ARJE AR IR S5 B P D6 2 i) e A M HEAT A i, A
FEYE o 55 45 2000 D) e T 1 53 R S L e ek U TR AT s«

FEYTARTRTHIR] s I 5545 2 70 0 SRR 32 0 SR SCRF RO . 9 DG RT AL PR
#AF

Default mode — /I 55 85% 21| 4 5 {147 4 BRSUHR T4 FH 93 13 o iR 25 4 AR RO BR A
168 7. triple-DES 41 I1% «

Secure mode — “ERE XN I RGUE KR RIBENL 168 7% 8.  triple-DES
RISCHEEH, JFAE TG YR T O — B0 AL IR 55 a5 AN R 56 2 TR EAT A o e
KB TN 3 ] — R T IR S5 &8 R GUME TR, JRAFEA AL I 5 A Al
TR

RS AR AE 2 AN AR PRI, ik 554 4 A P IR0 S B s U i K O e
FORIERIMSG . Rm, PSR 2l i s RS, A — L8R S Hs s
BB, R BRI SR LR PR AR P IR 5 A . R R 55 4 T L
JR e AR A R SR AT K, WU 55 b A PR 2545 - O S il i —
Bl IFAEHI RSP AT I AR JE R L AL BIM G, B2 IR, R
WA YDIR B S, MHE RS 88 Bl A i o W RIS e Hoik
J e B A SR AT R, U I 25 R A P ER D B s I S 3 B O
R AR RN o SR P AEER DL B v 23 13 1) I O B o M S B, O
Rz PSS Al T ORRE IR . SR, RS a R A W S s BN ik 5585 -
W SC 2 T ME— S AT HEA TN, IR AR 2 50 AR iR 55 2% 21 P 0% 2% 1l v 4
A

i, MSRREAIES CAE I RO PN S T 2 ih s PR R 5 481K . R s,

W SCRHAG AE ER  AEE E . RAT, WA . CRBEA, WE TR .

— H SRR PR 78], WM SR A PRV S BT il

TR E L8 A B TR IR 55 o A N7 31 B 5 R 4%
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RATIEHRMXER (BTMENEERSR[RBIMKERAEH) B2
Identity Manager $#&it T % "Manage Server Encryption" fI{F45, ‘& SRVFRZ AL
LA BPAT ZICEPVE AT, ARSI 7 MO PIHER % “
i 7 PSP AT M oG . 10 PR il 9] O ORI E IR 5585 AR
RZIMEESERIPrAA RO HEP]. KRR Y]k PBE #1060 2L i 9 5%
WAIEAT I, BAKHGR T R SR E T pbeEncrypt JE LRI

FERRSS 2R MRBIT AM T TR X E A ?
MRS 2% 1 IR TR R IR 55 38 B — FEAE R RS B e fEG L, PR
YT A R

BREERIPMXER?

DRI 8 P IR 75 25 DR IR 55 s DIAR ) o G KOs i 25 4 C B 00 A PBE s,
YU 4 58 B A ] PBE A R 8 BHREAT I o W 2RAZ LTI, False,  WUPRHARHIERIA
HPINE . ARELHEE, WS IWATIARE BRI RS ED? 7 11—,

HATA S H M R 2 A L= St AF B FE SRS ?

Al LA RL "Manage Server Encryption” {555 tH S %, wifg 3 RS540 —
B AREZELR, HS WA “ JnT LLG IR S5 45 35 1 Lh 22 4 A7 A £E A1
g ? 7

AT S B AR S5 R A X 5R 7

T I RSS2 F GEA S M o3k Il 45 24 0 D G 25 0l T AR BBl iR, 3R
ATHAEASE A2 2 0 25 6 55 4 50 sl AT I SO 25 B, s AN Rz Bz . 3@
AT "Manage Server Encryption” £1:55, ] DU A 4 i ik 45 4 2% S 50800 &5 D A7
R 55 ds s, IR 25w R S B 5 T 9 S [R) 2 DU CRAE BN BR AT AT TH 3 B 2 i AN
IR 5

Parlax [=1=] |—:—\|

EHEARSS AR INE
Identity Manager [l 4545 %% Ui fig So VIS G Q971K 3DES Mk S5 45 I3 %81, SRJE A8
J1] 3DES 5k PKCS#5 it X S It A, b B, JaHR& “aa
B BUREM FH P A T LAZAT "Manage Server Encryption” 1145 GZAT45 1 )\
Tasks 5K Jj ) .
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& 10-1 BB S5 A N AT S
Manage Server Encryption

Enter task information, then click Launch to run the task or Cancel to return to the task list.

TaskMName |Manage Server Encryption

[¥ Update encryption of server encryption keys

Encryntion af Semver o~ poe iy o~ proses
encryption keys

¥ Genetate new server encryption key and et as current sener encryption key

¥ Export server encryption keys for hackup

Path and file name
to export server | -
encryplion keys

[il select object n ADbiectlvoe
types to re-encrpt r

Resource
with current server
encryption key r Uy

[i] Execution Mode € foreground & background

1%#% Run Tasks, #RJ5 MFIFH1IEHE "Manage Server Encryption”, A HAT45 L&
PAURE R

e Update encryption of server encryption keys — ZEF L% 01 LR s 2 il BRIA
(3DES) I it 2 i H PKCSH#S i R il 55 s i s PIEAT s o S #2 iz
I, KRR BIR N L P ("Default” F1 "PKCS#5") , HIEPEH A

¢ Generate new server encryption key and set as current server encryption
key — JEFF IR I LA SO (K 5 5545 I s ] R MR IR Ji5 A ) g 1
T Bl AR S A A SR B REA T I o A OB R R 55 2 T s A S S ]
L7 R T 2l (1 9 o

¢ Select object types to re-encrypt with current server encryption key — 4%
AN B2 AN AT 2400 % % B BT N85 1) Identity Manager X %288 (1 %14
HHFD .

e Manage Gateway Keys — WIRUEFEIZIE I, U2 TOKE b7 LT 995G 25 FH 3 1«
o ERHERARTREMNX

R R FH 224 P A I B PRI I o e I AR Bl — N ) 19 G 35 BH O -0
FAIE BT PR
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o [ERHETNXEARTREMNX
TEFRULIEIRT [F0 P A B G, BRIRIE M AR L 9 O S AS I M k.
FEASFH 24 57 199 S B R I A7 W S [ I A — AN R OGS FAT, - s A I 5 5t
HIRAT S DI Br, TR PRI T

e Export server encryption keys for backup — Ik 01 LUK I AT e 4545 0 4%
YT XML kS0 WFEIIETS, Identity Manager 2 o — MY
B MR S RS I AR A SR 4

= DR A EAE ] PKCSH5 N 7736 I LG8 A B8 K IR 5% s n &
WY, WRE N R R I, I H., IR0 K3 A A v
Bk, JFAFIRAE A AL E GEZIBAE S D .

e Execution Mode — EFAE/G & CBRIAEDD B EAERT G T AT . &
TEPEAL T 2R B A S TR N — N AN R, PUT RS S L
TR, HIRAAE G 81eiT 5% .

= Aok
e S M5
#:% Identity Manager &5 5, 1 LU b 75 2B 12635 J5 R0 DA F 2 00— S50
s B2 AR R B 2 A AU o

[y ==
)
N+
R H] https (12242 Web fli554%# V5 i) Identity Manager .

BRI Identity Manager & B0k 7 CERLIIMACE RS %S, 24
RYIXLCIR P )24y, A E G A .

o BRI "Configurator" Mk /(115 ]«

o R P B UBCREER PRGN SUZ AT TARERST P it (R Le A, JF HOB M B &
LA I A He) PR B DA BLRE

e % Identity Manager & 5 {5 B BRI 5.
o IFIIAE, DAERER Identity Manager N 2T RITE S0 .
e %% Identity Manager H 3 1) ST BB .

i

* &
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o HE SCTARU LA AHEAE s LA RS 75 25
o PR, DA I AR 1B SR SUIN PR Tdentity Manager A5 .

{5 A B
AR
o T NERIA Identity Manager BB Gk CREPBE Y RIRC 28D A5
o WIREHNRAMIT RS, 1Y Identity Manager.
o WHEHLTfi# Identity Manager 43 1% ¥ BR U B B R) B
TR N I R S5 45 42 Servlet 2.2 ARk 95 4%, W Identity Manager ¢ iEfE4s
¥ http S TEEI 1B D ERIME 30 208 @I gmiR @ vE T LA it (s (R,
ILEBCEA TN, D2t AERILE R E =T 30 408,
LR Eaary <LNEIER
1. ZwH web.xml 3L, ZICAFAT
I FH AR 55 # H B () ddm/WEB-INF - F 5K .
2. WSCNASAT R B E

<session-config>
<session-timeout>30</session-timeout>
</session-config>
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arad ==

2115

St

AFAN T Identity Manager "D RE, X 4L D) el 78 ) LLBEE B V14250 LU AL A
BV KR GEAN Y R e o (0 e o AR

BEABIHRETE 104 T I o A RIS, DR A A P
SR D AT LR

FEAF R, A LT AN B AIAE S5
L=/ AR RER 7

o TGS

o JAMHET

e FH "Compliance" [X 43
o SRTHITIHI

o ARSI

o JFTCH UE S

o TR SRR AR AR

o BIEMZR

o JEHIEYS i AA ANEY]

o H{HIHMESSH
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S EITRI B AR

L e 7 SR BURY N N e (R G

BN EEEER, T RERIFEMETREIZIE

HH] Identity Manager i 5 Dh g v] 5E SGERATRM (540D o & ek
G, RGNS R QLRI HRAE (B, R U7 i) B8 sl R R
IR D o AL, ZRGEas iR O ORISR THEE I AR B N B3 BN IR 7o 4R
Jeis PR T BOAT 5% i b e i 8 SR T B AR R AT BMBE. (R i
o

KRB XA EHEIHERI BRI KREER

Auditor #% 5 S A AT I ZORASE L, DUE RS 7 Hr KSR A -
"Reports" MR IEHEHE T A ETEAR S . 1538, A S SRR S FEM, Jf
AR 852 SRR AR A 2 B R

SHEB EE B B s L5 AT BRI IE XS

FIH TAESRARE AR S ms AUs ) 3500 B shill fneh it e MR # .
EFIFRAPESNNTFSIRAEERNEESRE

{fi /] "Reports" X I ] & LVEA 4R35 2, oS AT 5C U5 in] [ 52 FIAFR A
S AR IE RS . RSB E BREIR B vl A o AT I R ) 24
CEE TS VR ERER, DAUT B, SR P MR S .

fE L B EA 4 T E AT 52 LU i R S AR A B 1A 1

PAT FAIYE R &5 (Periodic Access Review, PAR) mJ i H 7 BURC 5% -1
EMBLEA R TFEZA . AR5, PAR BEFE 2 [0 F8 2 U W1 0 AN B AT 5 1 S
K, FFAEUE B 56 1K B4 SR BAT B4R A 58 1 SOFPIRAS B HE K.

FRIZF P P B 7R ) A R SR AN R

Identity Manager $2 it TR KIS, WARTHEAR e REE R (7] e
HRZ ) I
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7 ==k

TSR E T
Identity Manager & (PR AN R (UL EE, T 5771 H i BCRAN U T AR LA K 4
PORIIE WA o SX LT R B T SRS IR R AN A I P ) A

E T REERTETFE S

Identity Manager il 2 A i v S 28 G0 BE 53 m] LLAES 24wl @S2 Ay H ik
JH SRR

T S T L AR AN R K EL AN R VAR ORI P SRR VAT A
Tt -

1B & BRE T BELE Identity Manager ZMHHATIEREE ), X PIFPEOR TR B AME. 6
WA, BT B IE AT o TSm0 HERE ] ST ook, ol T PR PG 12

EELE AT

AR TR AN I T B R A, DR IETRAE ] 5 4 Ay SR AN e A 1K 7
ESCEU IR

MK USROS > HE A ALGURT /SR BIVRT R R SRR . R T AT AR
F BRAE ) 2R T 23 TE PR S R A 2003 TE R s

L) BC I SRS 2 L3 J= & K AR AR Ems o R, AT - AT —
TR LA, %A e 7 L2 B (R ZON AR Samgs o 45

HA HES R AR
Austin %A REE A
HE REE A
F& *AEE B K& B
bz & B
plN5 KM C R C
W% REE A
Houston <xk>
= FERTTHT I G rh S B IO SR ] U SR 513K
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FEEAEE A

JAIPE AR E 7R Tdentity Manager HRAE 5 ZEPPA SRS, AEATANHER 1 45144 dlf
AR EE L

AT VRIS PEF R, fnT DUE P B A sk . e iR & T B
B BRI SEmE P 20 BC R SRS AN L 23 70 BC AR SR ) RV i — 4B S A SR

HAT Auditor 53 RUALEENY Identity Manager £ # 03 n] DL 4 71 5fms,  Jfd i J&
S A o M AT I T S PR S P A S T . T DA A8 1R AR o R
HH. AR Auditor B GIBURERITEARAS B, TS WA 152 BT« 7 R A 2L

oy

He o

Identity Manager vt o VF 3 JUR P44, IFPAT 3 TF S DU S 1 5 Cdiar
(R BRI 22 . — BLRCIBE R, S8 aE 55 . X SR my L2
Identity Manager $#& 4! [RUbRHE B TH SEIE AN, At n] DU e SO P e SCRI ).

s SR R P PR PRV B 3, KU A BT W 7 A
FSAEIE. AA5E, 2L 328 TUERY T
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ETREEABEIEAIZEE

pray
%IJIL

TR T 58 AT T A T S5 H IR R AR A5 U0

Start

¥

Confgue awditevans. Sea
“Configuring Audit Grou s
and Audit Evanis"in
Chapter 4.

Y

Creatsaudit polcies. You

can usa the Awdit Policy

Wiard. Ses "Craatingan
Audit Policy™.

Y

Assign audt plicies. Sae
“Assigning Auwd it Policies”.

Y

Paformauwditscans and
gens@te repois. Sea
“AwditPolicy Scans and
Reporks".

[
A

fonitzr compliance and
emediale ormitigate policy
vickations., Sea "About

Re mediation”.

Import extarnally-dafined
awdit wles, ifapplicab k.

Define ramadiation ukes.

Define ramed iation
workflow .

Assign memediators and
arganizations .

Customize amail
natification tamp lales
(optional).
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FHA4ipnEER
Identity Manager $2{it T Sk U7 i) 25 75Dl (0 B8 5% 5 3 A 5 575 77 B 2
SEIA I F AT P U AU . AT YR A5 L 5 IO 356 5T L
W ) R A RIE ] —

W56 A FH Identity Manager 8 U H S5 R0 HURC BB v, oA
RETT AR PSR PE RIS W &G« BROANEOL MR R gtk R g RARCE H i BURER
Identity Manager 4% ¥ 53 ] DARCE i o

Identity Manager 7] $2 ({8 P& B VIO B 2 . A Bl CORE PE A BRAA A0 1)
A, KRR IESE Configure, A5 Hiidi Audit. & "Audit Configuration”
7 I, 3% Compliance Management #1121 475K

ARUEFREANEZER, ESI “BE” —FP WS 184 i LK “HoE
2 R R X

ARFT RGP FAFE L, EHSIE 12 5 “fiik SR .

S HEA) "Compliance" X1

A7t Identity Manager & # &1 St [l [¥) "Compliance" [X 355 H 1 G FHE J1L 5 71505
1EHAE £ Compliance 7] i i) "Manage Policies” 0T, % 5U4H T IS
NG 4R M o SR ] DAAEAZ X I P A BE YT T 44

B R

f£ "Manage Policies" 51, AT LA HI 6 T S0 58 B A R AT:55 -
o CUEEH SR

o LRI ul AR X SR

o RSN

TmT LLAE AR T o o S — 19 rh 4k B R IX LR 55 0 B8 2 PR A5 L.
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St Tr S 8 H
BRI 3%E
i/ "Compliance" X {5 ] "Manage Access Scans" £ 1] 5 . B SALIEAT Ui

) AL A4 o AT DA T DX S SCEE IS AT el Ok JL IR U7 1) R 4 . R
BIBERIE A5, 1ES LA 356 GU_LR “ JIUIPEDT R A A AHEY]” .

WeEE

"Compliance" DX 355 H (1) AR ] DLy ) 3 D B I AL 07 ) B RS R . &
KRR — DN E B (BT Web AT MRS B EIR
IX S BERAT IR 0] LA ) 5 S & B IR S HvE s B 3 2 B0 .

ARIZINBEM L LML, ES IR 363 1L L) “EHUTHER"

s o s | A4
X T EITREE
TSRS X — AN E AN RIR K — 4 bk P BRI Lo B d e RIS R
S 00 T R0 A 2B S A FE B TR AL . o T o e e
MW AL 2T/ R T M.

AT A A RS o SRS -
* Policy rules, (3Ll XPRESS. XML Object 5k JavaScript i 5 4’5 )52

SR iR R AL

¢ Remediation workflow, FJ7E® U345 1R 5] H SEmE R s BT JG 20 (]
) .

e Remediators, LA AT X WS 15 RIEAT I B 0 $ g B 3L 01 o B IE A T DA A
AN P EH P .

e Organization assignments, 7 3503 F (1141418
e User assignments, & XM ] .

BT R BRI

FEFTTF SIS, R AR S g SCATREMIPh S ST BB A f B 5 1
FUHSC IR RE BRI R E o o T Sems b T A 5 KV B B A b vy Ao
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ST AL BN LLEEHRIIAT A, IFHL, WA 5 S R sl 1E AR
Yy AR

FU 4 251430, £ SUBTYPE_AUDIT POLICY RULE %Y Y. tH "Audit Policy Wizard" /E
JEECN G R 2 B 373 Bl R 7

Rule subtype='SUBTYPE AUDIT POLICY RULE'
AIRHMMZER T2, 152 W 1dentity Manager #08 Tl “A R0 .

IE1E TE7R

Bt SCHRME R AR 5, PR A8 o T e A bR I 28 3 R )5 3 A A
Jito Identity Manager #2EBRINIK “FrdEfE 27 TAER, &0 “dhoing” 144
PEERARIE IERERE . AE LA E T, BRBRE IE TARR A SR e 400 112 1E
B R, W LR RGN RME IR D A sk R A .

x 5 Identity Manager TAFJEEREAN], AU E IE TAEHL 2 T
AuthType=AuditorAdminTask and the
SUBTYPE REMEDIATION WORKFLOW Z#AY, 412G N T v 141 L
R, W2 FEis b @tk . ARE2ER, HSILEE 332 T ERY
“ (AR BIIERSN Identity Manager” .

BIEE

WARPBCE LA, WL R DRE —MEIEH . TR 488 =0 AL
BIEH . ARBIENHAER, S AT R “BIEMER”

LI BB IE AR, A REBCBIES .

TR TTAL B NSRRI Bk, T HAbZ0PAAT — 2 #e, ARG b SeESR T T2k
i) E%H’J{’%Eﬁ[& BESRIE AT YA R, LUK B 50 57 b B MAS R RN B3 75
G SEINTILIS N

o USRI A AR G, LA KRR AN AR R A SR 1 I % F
o JHBNMBIEARSS HIANSC TR
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o IREME BB IEFAL, AT AE R I NI R E RS

PR SEmE RS (0, PR 2 ), AHSC AR JE 3 S IEARSC Ry 52
fE5%, W5 A B AL PERIEIEH

N 1A IR B VAR UM H SR R ER A2 — ME IR . RO TSR
W 22 Ao, 2 R AR SR TN TRIECIN . Identity Manager 231
5IR — 2O TR IREE I

(ALRFNIEIE TR X 38
5 4 R 2 B A B 122

PRI A1 55 i T S A SR IE TARU . “ARdEE IR TARR N A0 112
IEAERCTARIUE R iSRS MEIEF G TR H #84,  DIERERE
REMEARLEIEAT o T AL WS 4572 BN PRI B B IEE AT #RAE, W Identity
Manager 234538 U208 508 (10N B IEG0N . (BRBUET B IE B SR .

= s Varan
{E F &It R B
Identity Manager #24t "Audit Policy Wizard", %] 3 1] # By A0 B B w15
Mo E SCHITHHEMS Je, R8T DO SIS RAT AR A, 1 18 el R i 5k o AR
PP A 2 T e B AN B T SRR v SR R o

B B HE 1 R g

"Audit Policy Wizard" ] #5385 5¢ B QU w V1 SRS (1) . 24951 "Audit Policy
Wizard", 1§ ¢E 51 Compliance [X i1 /iy Manage Policies, #XJr %8 i
TS .

T AR U 1) S AT EL M ESS s DB ST T S0 -

o RG] T SRS R AR

o rPCALHER I L IR TR

o MEMEIETAER

FEAFAN ) BT RO ESS IS, il Next B2 T — P&,
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HEETE
FERIZE VT S AT e KR TR, AR LU MRS

o T BAE "Audit Policy Wizard" HH @1 £ 5B IS FH IR RIIN) o 3K LA 0] hy 445 2261
PR S (1) SR TR E SRT a BRI

o PNELRE A SRS AR B IE AR s .

o IHBAORIE RAT QU A U SRS T A N B L BRE . TS S LA 152 T B TR
B BT ALRE .
WHEFTFRAN

TEAE SRS P 4R 8 I PR il s A A it sl e AR S b SEBE . 4T H " Audit Policy
Wizard" G FLNRT, 8752

iff o 2245 ) o TR

MBI A R PR A 2R Rk g

TR PN g it o () 2% A1

WA TR AE

(F3%) BHES RIS EN Identity Manager th

"Audit Policy Wizard" Joik BT 55X 50 BN . 24%511E Identity Manager I¥)5M 54
AIXLEEN, IfAEH "Configure" i%5+ L [#) "Import Exchange File" i1 3

-

> w b

(A1) BIEFRS N Identity Manager

B{fH Identity Manager 4 AREEHEIE IE TAER, & 58 L P RS LSS T
YEi -

1. W' authType=’AuditorAdminTask’ and add

subtype='SUBTYPE REMEDIATION WORKFLOW’ . #57]LAiE#fH ] Identity
Manager IDE 5% XML i #85% i EIX S B X5

2. f{H] "Import Exchange File" 1513 A LAEV. (WM "Configure" 55KV ]
LEDIRED

RIS ARG, © 42 WoReE "Audit Policy Wizard" ) "Remediation
Workflow" JEIRF I o

A % FH A B 1T SR R
7 "Audit Policy Wizard" 5% (il 11-1 Fras) i N7 SRems 18 44 FR A L 1) B4
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11-1 Auto Policy Wizard: Hi A% H 55k b 5%
Audit Policy Wizard

Enter the name and description for this new audit policy.

Palicy Name |

Description |
[il Restrict target resources [

* inicates a required field

Mext Cancel

W REFEA AN G 44, W) Identity Manager 2343 il — BRI TR, HA% N -
Policy Name::Rulel.

BURAE A AR AT A I U7 ) 36 E O 88U, 1505 1) Restrict target resources ik
T

E YR R T SRS ANBR B BE IR USRI T i P AR R BT AT
DRV o UK LA AG L BEUE, DU SR PR DAy RX L8 B o o
[

Huifi Next HEA T — 1L,

EFE A
A5 P S0 e Tt R SCRIL U s U6 5 0 S AR R o 6003 SRS I A PR K 20 T
R e SCMEI R .

W 11-2 Pros, T LLEFEAT A Identity Manager Fi0U [a) S A1 B R0, o]
g G AT AR . BRIATE L N IERE "Rule Wizard" M1, A SR i 13 B,
i i Next JH 3/ "Rule Wizard" J4% 2255 336 vt Ff) AR ) G137 5

)I_lIJ ” .

11-2 Audit Policy Wizard: &£ KT i 5

Audit Policy Wizard

Wiould you like to create a new rule by using the rule wizard, or by using an existing rule?

Select Rule Type % Rule VWizard ¢ Existing Rule

Back |M Cancel |
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yrig e SIS pIW
PEPERIEIS 15 it Existing Rule $HUA U A & AEFT Sk . AR0m, il
Next & A J-LEFAEAT BT i (R BLA 5 UF S R o

£ "Rules" LEIH R AL FESLAIEN, SR )5 #1117 Next.

=3 WHH AR B SEHT O P A F) Identity Manager P IRIELIN (145K, 356
I ORI PN T 45 329 T R “H TSI R ) b
gk

)|

TEnT QU HABREN, AT S ANBUAT R o R i AN SE VR AR REISOR N A A — A
Yo TR AT AR T B 51 22 A BEE

MY TTE, iy AND ok OR ZREEAS IR o ELHBR LN, 35 IEFERIAR 5 5l

Remove.

IAE BB ) A 2R B 3R PG Ol true I, AR AESmEM . {#H AND/OR g4
RER R 734, BIAERTA R R ALY true, SEISBATREVEAY true.
Identity Manager {UZERINIPEAL A true, HIRBEFRIAAX B IATA true B, A @IgdiE
e

REIEET(ER
{5 FH O B B R 5 L SRS OQIER W) “ABIE” AR . AL J3 IC AR AR et A i 38
71 S s BN 7 Identity Manager T 031 .
& 11-3 Audit Policy Wizard: E£4& I TAE L5
Audit Policy Wizard

Selectthe remediation workflow that will be executed ifthere is a policy violation. To set remediators and escalation timeouts, select the Specify Remediatars aption.

Remediation I—;l
Vorklow Select.

Specify
Remediators?

Back |M| Cancel |
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x 1R FNELE XML 4 25 5% Identity Manager 42T & 3 85 (IDE)
T ARG R, WS WA 332 00 1« (hid) F TR S
A Identity Manager” .

LR R 5 IS IE TARROCERIE IE#, 1 ¥l Specify Remediators? W14 J5 H b
SEME, B 5 L Next, N2y iR "Assign Remediators” 7. WIHRAN G FH A %
FE, Wi S 24fE F—F 87K "Audit Policy Wizard Assign Organizations” i #t.

A8 IE 1% 18 R AN B AT A (8]

U Svint= 5= by 1 oY o e 5 H S S S S i S 0 LV 1 = v SO A o

AT LR L B0 — DR VB IR, sdRE B0 . R RIS sy, o

Seil I B IE TAEGUR B HL IR S 900 1 B IEFIR . WERAESON 118 1E 5 W [

T L E e e I THE I IS R B, ) Identity Manager 438255 1Bk R AL 48 52 (1 231

2 & 1E# . Identity Manager fAETHIN ] BEA R Z B4 1 M0 2 & 1EH HR A
W NI, ARG 3B IE .

"Assigning Remediators" /& I ZELEI. W1 RZEFEILRETI, W5 iy Next LLAES E
BEEENT A%
11-4 Audit Policy Wizard: &£ 1 1& IF# XI5

Audit Policy Wizard

Select administrators and timeouts for remediators whao will be notified for each policy violation. Ifthe timeout occurs, then the violation will be escalated to the next
level of rermediators, beginning with Level 1.

Configuratar

=
Level 1 Remediators < Escalation timeout I Days =
==
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12843 7] 77 (8] 1t SR A% A9 2H 27
i iZBER (B 11-5 Pros) TGk n] LA A2 8 SR O 41 2

B 11-5 Audit Policy Wizard: 4}FCZ1 2 rl 402 bE 55
Audit Policy Wizard

Selectthe arganizations that will have visibility to this audit policy.

Qrganizations: Available To:
Top:Auditor Top
Top:neworg o

Top:test

[il organizations

*indicates a required field

Elackl Finishl Cancel |

GBI SENS 5, 237F "Compliance" #EI51= I B A v 41 HY 12 S mes

155 FR 390 ) 1) 5 €1) 22 57 A
W FE A " Audit Policy Wizard" H11) "Rule Wizard" KETAIEE RN, )1
FE LR B8 70 v 3 1A B A A SR

A AR

CAage) AR I e F T AR PR SCA, 45324 Tdentity Manager W R RN, X 46
FRYE SCA RS WoRAEZIN A FRSS o 15 N T8V 2 18 H R F IR B ik . ik
i1 7~ E Tdentity Manager ] "Review Policy Violations" 51,
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e

E 11-6 Audit Policy Wizard: i A\ idk 7 55
Audit Policy Wizard

Enter a name, camment and a description far this new rule.

Rule Mame |Accounting Review: Rule1

Description |

Comment |

*indicates a required field

Back |M Cancel |

B, anREAE— AN, F LA 2 Oracle ERP responsibilityKey J& P {E [F] i 4
Payable User Ml Receivable User ]/, W] £ "Description” FBrH i A LI H
WA BERMAEBRITTAPFEKHEPREMAR.

f#H] "Comments" ¥ B AT SR AOAE ] JoA A5 L

EFEHMS | AR TR

A58 FH 0H o e PR O 5 | P U i 00 A A Z500) B - B B U — AN SR
AR E BT DR SR Ak i g e b . fELEIh, 1%+% Oracle ERP.
11-7 LTS 1) EREBEUR B 4

Audit Policy Wizard

Selectthe resource that will be referenced by this rule.
The audit palicy wizard will then use the resources attributes to create attribute conditions.

Resource IOracIe ERP 'l
Elackl Nextl Cancel |

x SRR AT I BHIE R A K 280 (A48 @tk 0TI
R B PENE R, 152 0 Identity Manager %8527 ¥k

ik Next B & F—T0,
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BIEMMRIEX

RN AT I S0P WS s WA 1 v R < i S W P E N 75 WU S R DA ]
Oracle ERP responsibilityKey &P A GEFIIN 4 Payable User #l Receivable
User JEVEH

1. AWATHEPES IR H L 7 itk s PR BB B R AR

2. MWHRFEFEZELM. BREMAR = (). 1= (REF) . < ON
T, <= UMTETH . > (KT >= (KTET) . istrue. isnull. isnot
null A1 contains. &FXF B0 &, 0T LALE AT RE B S 2 R rh ik

contains.

3. HAKIEXME. B, WA Payable user, WHEE T responsibilityKey
J&ME M Payable user [f] Oracle ERP )",

4. (AL Hidy AND 5k ORGSR I3 — A7 IF B by — Rk
11-8 TR SR 1) e PR R

Audit Policy Wizard

Using the attributes defined on the resource, create a list of attribute conditions. The rule will return a Boolean value that, if equal TRUE, will cause a policy violation.
Conditions can he AMD or ORed together using the AND and OR huttons.

Select  Operator  Attributes Condition Value
- |resp0nsibi|ih¢KevS j |c0ntains j|PayabIe User
= [anD x| [responsiviityeys | [contains x| [Receivable User
AMD | OR | Rermave |
Elackl Neml Cancel

SERRIUIR B AR AR RPN RIECY B, IR (0] TRUE {8, IXFEE S
SR L

£ Identity Manager /NS HFBUI R ). WIRIRE T 2 /MBI, %
WEPRAL B I LR 2 56T AND #:4E, R8T OR #:4F. #1141 R1 AND
R2 AND R3 & R4 AND R5 (R1 + R2 + R3) | (R4 + R5).
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DA AR 7= 1 s 1T 48 L AE b B b B e A R U P XIMIL

REGRE 11-1 Hr ORI XML 5957541

<Descriptions>Payable User/Receivable User</Descriptions
<RuleArgument name='resource' value='Oracle ERP'>
<Comments>Resource specified when audit policy was created.</Comments>
<String>Oracle ERP</String>
</RuleArgument >
<and>
<contains>
<ref>accounts[Oracle ERP].responsibilityKeys</ref>
<s>Receivable User</s>
</contains>
<contains>
<ref>accounts [Oracle ERP].responsibilityKeys</ref>
<s>Payables User</s>
</contains>
</and>
<MemberObjectGroups>
<ObjectRef type='ObjectGroup' id='#ID#Top' name='Top'/>
</MemberObjectGroups>
</Rule>

SN P IERFIA S, kR PE AP, 285 il Remove.

#ili Next k42871 " Audit Policy Wizard". %% it AT LA A% F i S0 2 B0 )
SR AT SIS BRI

RIEHIT IR
S 1 ML AT 45 (5

o BB

o AR B AL

o M E SR T
o PR R I T AR

YREE SR T
Hiifi "Audit Policy” ##%%1 P ¥5Ems 44, AT IT "Edit Audit Policy” 7. "Edit
Audit Policy" JURHT I 1 URE U1 S A S 20 2 BLR DIk

o BRI X 5
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o BIEFHANTET N I ) X 3
o LARGANZIZX K
E11-9 "Edit Audit Policy" 51: Fx PRI X 1k

Edit Audit Policy

Policy Marne  Division of Accounts Pavable and Receivable

Description |Checks that AP personnel do not have AR respon

Palicy Rules
Select Operator Rule Name Description
r |Dwi5mn of Accounts Pavable and Recelvable: Rulet v
" [anoz] [Diision of ccounts Payable and Recefvable: Rule2 =]

Add|  Remave

A8 HY DTIAT R D AT LA
o ARG A IR
o N TnE R

iE ANBEAE L i LR AR I . {1 Identity Manager IDE 5%
XML %4 s g R, R J5 K H 5 A 3] Identity Manager 1. A5
RIAT I ER b — RS, JEAS BT I RRCA .

YmiE B VHR IR S RFOHE A
HeFE "Policy Description” 7B "Rule Name" 7 BUH I SCA T A B SCAS, DL 4H
KA B

MSREE o RS 35 0
N Z R AT Select 14441, 4R )5 ¥ Remove.

[ SR B P 7R D
Fl Add BB % BOE R EAS IR .

B SRER(E RO
f£ "Rule Name" #1771, MIEIN4) & o ik 3L Ab oA
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{EIE & X1
Kl 11-10 Sor 7 H T8 5w o3 B s 15 3 A& 1E 3 X 3.

11-10 "Edit Audit Policy” U{: 4rHif iE&

Configurator

Escalation timeout |15 Minutes 'I

Level 1 Remediators

|J\V|
R BN R

Configurator

5
Level 2 Remediatars B Escalstion timeout [50 | Minutes =
.
=
Caonfiguratar
-
Level 3 Remediators z Escalation timeout [60 AUIA
-
(=

A5 T P e X A T DA

o NS MR B BB IE A
o UEERETFEE I .
B 5 BC I8 1IE &

I EPEAFREL RALH] = | AR REAME I GO 22 B B 58S A A1, Rk
—AWEMEEGR B EH . B R DEE—MEIEH

TAEIRFAER B8
RGN, RJFHABTE . BOABIE N 60 7381

1EIE TR RFNLELA X5
V111 S5 T T Sh S i 4 1 TR A AL <L
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11-11 "Edit Audit Policy” 7{: EIE TARHAIZHLA

Remediation I—Ll
\Warkfiow Standard Remediation

Qrganizations: Available To:
Top:neworg Top
Top:test - Top:Auditor

[il organizations

A5 FH 3 1 P e X 3 eT DA

o AR AR SRS IE IIN B Bh A IE T AR
° Tﬂﬁ&ﬁ*i'gjlﬂﬁt%mgﬂﬁéﬂ//\
EREIET R

FEE U BO2 S 1 TARUR, IR ISR e #e4 H CAE. BOATE DL, AN
T SRS 23 L AR

E BRRR ) W T SRS M C AR, PR A2 AR B I 2 BB

FEPVR PIEFAE IE AR, AR5 Huidi Save.

S ECEMIBR AR BT HL 4
TREERTAL LR e SRS LR, AR Fal Save.

i) B B 11 SR A
G IR LA I 2 IR AT 5 S O .

A1 il "Manage Policies” #r& SKIGI, T MG "Compliance” DXl 5
Mo FEMIBR R SRS, AL AL B P RIS A B, AR5 T Delete.
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3

BT SRS REMEREE

JHH S A SRR A AR R T SRS AT G ) L

puniing
or

WAL
SERUHIN, T MARES b B R RT3

<block trace='true's>
<and>
<contains>
<refs>accounts [AD] . firstname</ref>
<s>Sam</s>
</contains>
<contains>
<refsaccounts [AD] . lastname</ref>
<s>Smith</s>
</contains>
</and>
</block>

[E]8R: FkIcETE |dentity Manager RE P E I K TIER.
TN O TAES RN T subtype="'SUBTYPE REMEDIATION WORKFLOW J&1E. 7
Identity Manager %[ Joi%E B %AT b 12K TAER -

I,\\ 2 s oy

43 Bie BE 11 SR A%
OB SRS AL A, P a2 /0 BAF 4y Fo 40 25 o v SR A e o B 15k
W& BRI, g A 2 EeH 7 o v SR A e . B 0 T H TSR s AL RE R
J R LA X PR E

B BCA LN A M, T AE "Accounts” EI R LUk "Organization”, RJ51E
"Assigned audit policies" ¥1|5& ik FE B .

B O S, 5 Bl "Accounts” IEI-R ) "User". AR5, fEH] AR
%% "Compliance" &R, JF7E "Assigned audit policies" 1|3 H1 1% £ 5l o
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BT RER I AR &

ANV T A RF TV RIESRE S, DL T A B vH i 2 8

g P FIALR

HHFE X RAH P B SUs AT 18 8 WU SRS 1 k. ISR RE R S B AL A DL A
HRAARA THE @M, SPATAR NS S e S Smg . 1 m] LU A
Accounts X538 334 .

P B AT LA "Server Tasks" Y610 -F J5 0 1 S 0& 434

FL "Accounts" IR K P BRAAGUR B, i

1. B Accounts LT F.

2. f£ "Accounts" FlFKH, HATLL MR A
a. WHE AWM, SRJEM "User Actions" 1551 % Ik +£ Scan.
b. EFE—NEEZANHL, AR5 M "Organization Actions” KEINF 3 ik

Scan.
¥ 5K "Launch Task" SfiEHE. 2 11-2 &8 5508 B P 494519 "Launch Task"”
LA 7R
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11-12 Ja ST 453 i HE
Launch Task

Enter task infarmation, then click Launch to run the task or Cancel to return to the task list.

il Report Title | @

[l Report Surnrmary |
Selected Users  dsmith

Available Policies Current Policies

mare policy

Qracle ERP Policy 1

COracle ERF Palicy 2
Audit Policies  |Oracle ERP Policy 3 = *

[il Palicy Made |Apply selected policies only if & user does nat already have assigments j

[i] Execute
Remediation [~
Workflow?
[l Email Report [

* indicates a required field

f£ "Report Title" 7 BUH AR EAr 8. M7 BOY LI B, T LE
"Report Summary" 5Bl i € fillid .

IR A BHEAT I SRS . IR D E AN SR

JEH¥ Policy Mode. X ¥RIE T 1 E (155 5 LU MO Skms 1O A BT 5 4y
BT EOR E P Bk B BE T H P AL

& Execute Remediation Workflow? LLiZE 4T 4F 5 v1 5 bg 1 20 B 916 IE TA4E
Wo MR E TSRS AR 2 B IE LAER, KABITEMEIE.

1% Email Report DR E # 5 I E A . &4 A Identity Manager Fffin—>
5 CSV GRS MRMED H RISt

W 35 2RIA PDF 3£ 350, W) H Override default PDF options & %A
5 Launch JF4R4H .
BAGH MG SR, W AE "Auditor Reports”
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M Auditor 3R &

Identity Manager &4t T¥F % Auditor . FRMNH TIXLHR Y.

= 11-1 Auditor 5 iR

Auditor R& 3R iR

PR EEEMIRE ERERPARFHE R YIRS, ZIREATLUZRA A AL, HRIEEFiTmE
EFELH. RANCREARSFHERZE#ITIIE.

HEaEERERSE RESXFEHOEENHEER. EMATIHME N RAEETHNAREN
BA. AR R IEEE SRS .

BT REEHER S ZIREENA T A EITREXETE, SFES)REOMN. BEZEMIER.

BEITHE RS ZiIRE BRI AR TR ENZRKABETENTEIHER.
ZIREAT RS EFEEMATFEITEENFITRE. EBETEAT BB E
FHEURE, TIXLY BAIE MR M WorkflowServices Sikric 4 A & it A& BB 14H1E
Eo

BT RESEM N £ EIREMBEAGZMNEN RN EEBEMEEMMBERIE. 7TLUHRERBEIEE
ZikE, HALURX. B. BREHEHRITOHE.

ARipEiRE ERFERAMEIHERMARBE.

HAHEIR L EFEMBEAEZMNEN T RN EEEEMMNBERIE. oTLUHRELRITE
ZikeE, HALURX. B. BREHEHRITOHE.

HREMBE AREMESEE N BNE N ERMNAEEFEMEEANERAE.,

FEERPRE ERHRRDBHMNESHSEN. FHET Web BIRER, BRILUES BEHE

Violation Summary Report

ERIFEHMBIER.
FTLURALLTIRZIM S, FAIRK. B, ASEME#ITHE.
RRYAFFENEEEEN. TLUREESR. FE. M. APSCREEIEZR
==

Ao

Al 1 Identity Manager Ft1H H1f] "Report” 1| A FI1X L4 15

£13& Auditor 3R &

BUERARS, Bt @RS . AT LI IR R S A A, R e RS
S5 A N . QI IRAE RS JS, PI/E "Run Reports” WP & H %4

11-13 B/R 7 HA L X Auditor #7552 "Run Reports" T4 .
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11-13 "Run Reports" I3
Run Reports

Selecta report type {dentity Manager or Auditar) from the list of options to display svailable reponts. To create or run & report, select a report type from the New... list of options. To edita saw
torun a saved report. To sortthe list of reports, click a column title.

HepunTypelAudilurRepurts j | Mewy, j

T | RunReport Download CSV Report | Download PDF Report | 4Report Name Report Type Summary

O Run Download | Download | All Access Review Summary Access Review Surmary Report | Lists surrmary of all Access Review
r ﬂl Download I Daownload I All Audit Policies Audit Policy Summary Repart All Audit Policies

r M Download | Cownload | All Compliance Yiolations Winlation Summary Report All Compliance Yiolations

(] Run Download | Download | All Separation of Duties Violations Separation of Duties Report Lists all Separation of Duties Cormpl
r M Download | Download | Default AuditPalicy Violation History | AuditPolicy Violation History Default AuditPalicy Violation History
r ﬂl Download | Download | Default Organization Violation History | Organization Yiolation History Default Organization Violation Histor
- Run Download | Download | Default Resource Violation History Resource Violation History Default Resource Violation History
Report Type | Auditor Reparts | [ rew. x| Delete

LA Auditor R, AT LT PR
1. MERHAFPIESE Reports.

2. 1%#f Auditor Reports {EHHR &AL, SRJEEHRE ) New FIE Pk FELL i
iz*iilﬁ‘Z*:

Access Review Detail Report

o

o

Access Review Summary Report

o Audit Policy Summary Report
o  Audited Attribute Report
o AuditPolicy Violation History

o  User Access Report

o Organization Violation History
o  Resource Violation History

o Separation of Duties Report

o Violation Summary Report

K AR R AE o A R 1 BRI R PR R B . ORI R
FAFHIE L, S ).

347



BT R PR S5, T LARAT BLR A

o BATIEIMARAE — Hifi Run FFIHIZ T Y . Identity Manager # ANRA7
R G TR S SO SRR S A (AR CgiE T IR

o

o PRAFHRE — i Save fRAFHR . IRAFIRE G, 7T A\ "Run Reports” 51
R FIED B4Rk

M "Run Reports" THaATR & 5, B0 LLELL "View Reports” 430~ 37 ) 25 0l A
Ja A .

o ARMPBLIRE MR R, TSI 208 T LR IR

= 47
& IEFRLE 7
A T ] Identity Manager & 1ER ORISR Z 5. LUF BPEE T
Identity Manager & IE#EFER T 3R :

s XTEIE

o BIEH TR
o B IERRE

o fEEBIER

o HARMBIEIR

o LRSI M

o BIESMSHM

o HRIBIEUR

KXT2IE

Identity Manager 7E Il BARMELE)  CORZMENDD F vH SR, Rl —ME
IR, ZERUATHMIEIEE RERE LI, SVFIPAIFm N g vk Semsd D f
ITAEEE

Identity Manager fEVF&E X =MEIEHTHRMIZ0N . B IETRESGARIE R0 1
IR . WERAEE N 2 ATZ0N 12 152 B A RME I REATHAE, W Identity
Manager S REE TR RN 2 B 1EF, THaB AR . W R0 2 &1 # 18
RIS Z FTARMARY,  WHZIE KRBT R B 900 3 B IEH
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EYITEIE, LAEDHEHMALIRE—MEEH. AR LRl
T TR, HR R . M T T HE R T A SRR 1L

B IR B HIAESS 350 BULR) “rRCIE IEALRE” A

B IE TAERERR

BOANGOL T, Identity Manager <X R ATARAEME IE ARV, AT A B o Sl S g A1t
(NS

PRUERE IE TARG A — M S R PR IS BB IR R (BRI AR
HD o, I i vk Sems i € a0 118 IEH RS — A T IRHE . 2 IEH 22
R, AR S SO R PR R KPR I ) S e — AN 2T H 0.

AT UATE DR T SRS A4 PR 44 PR AT 20 5 R ME — AR U P AL W 2R H vt
SRS VPAL A true, WPRE GRS / Skl / RUUAH A QOB iR M (ki
A Anr A RAAEID « WRIZA S BRAEM, JOF LA T g, T
YRR R APATAEMTERAT . WERRGMBUAT IR, WL S SR B KR B —
e

ARGIETAERMTEAGE R, 5B I 329 LR “ ST HiF kg

& 1E i [
BRIATE UL R, W REAME I SR A =i 38 130 -

¢ Remediated: B IFEER/R O ABER BB BIMmMEIT T TAE.

BB N PEIE RS, Identity Manager 2@l i — N TF kil & 1. th4h,
Identity Manager it A7t 18 11 44 Pk S LR AL 1 B A A R

E FEHEAT RO VAT, KA BRI

* Mitigate: ZIEH SLVFEM, JRAE— M 1A A P AT S bR -
WA B JE I (B, AN RTINS =D, RS2
LI, ST LU ISR AR AL (B0, DA BEUR A R g B BB, S AN SN
BT IE S D0 .

Identity Manager ' {7fii % S it i LA IE IEH A FR . SuBRi) 2030 H 9] L2z 18
IEARPEITERE

= Identity Manager il 21 2 I S BRI, & 20K b U 2 A i R
R HE M.
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e Forward: B IE& ¥R PE IS TR LSS S 41 N
T AN e R i It vh AT 16 4% -
o Peer — HAEIEAMAEH T CERUO
o Controlled — %Iz il ¥ FA & IE#ALRE H
o All— Ty R B IEHE R ]

i, BRI AN T AR, RE R VAR st NATIRER T A
Webkak . JF H, W) 1R S R %

o WERZHIT R AT, IF HAEA R RTINSO (N2 T, A
RN AR SOX PN, AT DL, IR 28— D KNS T bR

o WBH P RUEEUN), FE SR Oracle ERP B8R 51 B F Mhpp 5, SRJE, 7EBEUE T
IR I A RAE S IR 1B IE S R

{2 1IE B FHR 1 R 4R

Identity Manager #2/t T—4* "Policy Violation Notice" Hi 7 ME-Ab (nf i i 1k £
Configuration JETI -, 4R )5 71+ Email Templates 7-IEIR3k75) o AN AR
BEATRCE, DOBEAMEIEA M. ARHEAER, WS 130 W ER “HEX
LT ISR

SECZIEN &E
T ol O BN RS TE ARG, AT BL 20,

1. ¥ Accounts LI F, SRG7E "Accounts" 413 B B HMK 2 LT T "Edit
User" I,

2. 7F "Edit User" it I, #uifi Security fiL5iI<.

3. {t "Available Capabilities" #|3 1'3k+% Auditor fEIEE, JFAEM - [ 12K IR
Z % "Assigned Capabilities" ¥+

4, 55, il Save.

= 1% Auditor B IEHBBEMTEAME R, WS WA 152 5 LK “ T
HVE BERLRE” o
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{EH2IETT

EFE "Work Ttems", 2R 5L Identity Manager H'[1) Remediations £ DL ]
"Remediations" 7.

T L GTAT LA T $R4 -

o MHRIAEHMNCTEMIEIETER
o LA EEMEIETEK

o BIEAEEZMEIETR

o HRAWMEMEIETEK

EERZIEEX
HEATHRAE 23, AT "Remediations" T 4 S M I iR I BEAI £ .

= MY RIBLRE, S AT LU FeAdAE 12 sl B2 B3 (48 1IR3 SR AT &R A
#etf.

DU A& 5 & BB IE T RAHOC 3

o 5351 ni L “EHRBHIER”

o 352 0L B “EECIEMINER

e 352 7 ) “¥ "Remediations" 1 ¥)1 KHE) T

o 353yl Li “HUPTRAR”

BETEER

BRAEREOLE, oA MR KB 7R TE "Remediation” £ .
&Rl H] List Remediations for 3£ IR A5 AR & IE 4 [ HAZ LR K
o EFEHAWE R R R A T AR LR HEE K.

e JEFf All Remediators 1] LA FH AT H B HE1E K

AR TP R SIS TR SR A LA A L

e Remediator: 7}CHIEIEH S K.

P BFE B ARBIERRE, A7~ "Remediator" 4.
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e  Request: BIEHERIEAE. PiERCARER T HRMGE T E 215 Bt 4b
PR

e Date of Request: & H1& 1Ei# K1) H IR )
e Description: Sl A1) &7 Bk .

BEECEMAIEK
LAF OB IR, 5%l My Work Items £ 15, 4R /5 #.ili History 110
o BERER RS DB IER TARSUH 1.

51K (I AuditLog A AL TRAME EWRIILLURE B
e Timestamp: & 1ETEK A H AT )

e Subject: AFRERMEIEH LK

e Action: BIEFZBEMEIEIE T K

e Type: IH#F5/R ComplianceViolation

e Object Name: #i1di s 1) v1 SR 1) 44 B

* Resource: #RAMEIEHAIIK T ID (AR /R N/A)D

o ID: MZWIRN/A

e Result: H% IR Success

PR A R I TRV R 4T JT "Audit Events Details" 71,

"Audit Events Details" T2 it 5e T B 52 liiE KRG S, GRE MG P . F:
ZH CREH) LT R PERIE B

Hili OK #4i& 1] "Previously remediated by Configurator” Ui, #RJG7EULTT 5t
OK ¥4 [7] "Remediations" 1.

1% "Remediations" 3 # BYiE KHEF
AR RIFRE, ¥ "Remediation” R W EHT . Wi —KI&THPHEY, FR0R
Rz SR E JE

Rt "Remediations" 13- 1 AR H:A5 K HE P«

o Hiili "Remediator", #ZM&1E# X FRMFREBUTHEP %4
o fuli "Request”, FAHRAFKI PRI %K.

o Hiifi "Date of Request", %I [ AT I HFH23% o
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o il "Description”, %3 KA 1) T BHUNUFHE Y 1435 o
LOR "History" IR L 58 i KA T HE -

o il "Timestamp", 2/ HIA H I HEP %4 .

o il "Subject", FZARBEE K PG IEF A FRIGY HE 1% 4K .
o il "Action", JZEAEHI TR %K

o i "Object Name", $3di H 5S4 B (17 BEUTHE %K .

= %A "Type". "Resource". "ID" Hl "Result" 1| & W AH [F] R4,
I, XS B HE .

BEIMRE
T "Remediations” & PHEALHIME K, 15 H.5 Refresh, "Remediation" T2
T AR 1 SR T T 1%

R R BRTE

& n[4F "Remediations" 715X "Review Policy Violations" TT H ZZif 5 I 1 i o

7£ "Remediations" 71
7t "Remediations" T2 fif 47 H: g i K -
1. (ERIIEREAT LU T R MR K
o P AREANEIEME, DR BN K.
o IETPRARE P EIEME, LR DA BT K

= 1%, Identity Manager 2 SRV A — AR S AR KVERE . BRAR
AU RE, K — A PR rER RN, A0, T e A AR
ITHEE D2 -
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2. il Mitigate.

7R "Mitigate Policy Violation” 71 (Y "Mitigate Multiple Policy Violations"
T, W Prs:

= IR A Ls . . . "
11-14 Mitigate Policy Violation" 7T
Work Server Meta - Service .
Home Accounts Passwords Iteme Reports Taske Roles View Resources Compliance Provider Security
Ny ok Items | App i Remediations | Other | History | Delegate hiy Wiark ltems

Mitigate Multiple Policy Violations

Enter mitigation infarmation for the policy violations

[i] Explanation

[i] Expiration Date I_ I_ l_

* indicates a required field

Ok | Cancel |

3. {f "Explanation” ‘7B AR T oM RIERE . QP BOIRETBO S
PO, SRR TR X IR R, L, TER RN E . R
SR B0, fRFREAR B RN . I B8R SRR I 5N

4. FHEAE "Expiration Date" 7B H ] (Yyyy-mM-DD) AJ $& 4 40 B (1) 2 #] H
W1, el 5 ) 4% S 0 H Dbk s H .

E BERANRBE Y], 0 G B2 TE BRIV R

5. SEUG, R OK fRAFFE iR 1] 2] "Remediations” 71 .

12 IE SR ERIE
IR,
1. AR S T R
o HEEPH ARSI, DRI R
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o IEFRAREPKEIERE, DUEIER P AT K,

WERERE T Z MK, 104 Identity Manager (X VI A — 41 Rk UL
WIMEE#AE . BRAES AR AHICH), A — SR R ar, 450,
A REA BT HE B 1E .

2. Hiil; Remediated.

3. Ji%R¥ IR "Remediate Policy Violation" U1 (& "Remediate Multiple Policy
Violations" 1) .

4. £ "Comments" F B HHI AL TE LA

ICAE, AR AR O ICRAR T ERER, DI, R A SR AR
SO B B, R IE SR KA SR I, 3E P3R4 T 3T

5. SEE, R OK fRAFHE B Jfik 0] "Remediations" 71 .

B RAZIETEK
WA LE, TR AR AMEIETERE RS S MEIEE, TR
1. AR A IE SR 2 E A R AT K
o EHERERET RN, DI RR T PTATE K.
o EHRPEIRANREME, UK A Z UK.
2. H.ili Forward.
3. BF%RF 2R "Select and Confirm Forwarding" Uit .

11-15 "Select and Confirm Forwarding" 7T

Select and Confirm Forwarding

IForward to.. x|

Address policy violation by tedrawn (Violation of 'Always indicates a policy failure' in policy AlwaysFailOne)

0K | Cancel |

4. {t "Forward to" WIFELHIESE S —MEIEH AR, ARG Hd OK.

B B8 B~ "Remediations” UL, Hr & IE# M4 FOK R £ 1 "Remediator”
Fid,
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A (%377 0] E B A0 PR
Identity Manager $2fit 7 H T3V M & F B, WU &F, &2 01 a Al
SUEJT AT AR R P U7 AR o 0B R A B T AR O R4 BB I 1] A2 4k f
BRI, i85 B T4 515 % (Sarbanes-Oxley). HIPAA (Health Insurance
Portability and Accountability Act, fiHEORES R S5 EIRS) DL HLABEHS &
ZACHRAUIEG 1 -
A LU AT V5 ) A, AT DRSS POE e 9T (s —H i3, Xl
A AT DT R B, DAOREE R BRI GO0 B . U7 1) & v 45 v
it

XTRERMFRESR

OBV 5 T W RS RO T 25, — LR GRS A AT 4
QU I

RS ] 575 UL 30

o Vi AEEH — ORI Bt RIS TR, TR R E 4L T A
FAF],  JFATHE TR0 B VPAl LU 5 2 1 i ZEEA T IR

o UEM] — S HEHE R L BUR R W NEAIE BT SR A BERE o
P PARFE 7S F bk sl E — 41 BE IR PR A 5 B IS %
R EESM

LRSIV AR, EER AR E XN iE .
V7R E TR TR G B SRR T BN A P R SR
MR 8 5 2T ShUE ] BRI E S LSBT AR R
i EETIERBHE

i3, Identity Manager Uy i) 21 5 HEFE ) T AR 7 300 R

o MBI SRCREAN L B B IOl S
o U BURIE R

o HREREAN T BURIC SR A i EEUE ]

o [AREAMIE R 2 B AR H

o SELRPTAUE W] HEME SR AR A
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o WRAESRE AR IR S0 1) Py ARSC ST SR AR AT W B2, R T 2R —AMIE %
o AR R TT S HEH B SR
iR EE R EE

AT VLV R B e B A A AR, M AURA Auditor JAHIVEYS M AEE
BOURURE . A Auditor V7 frl 45 B BIRCRE AT~ T Qe R4 B IR 4148

TP RORLERLRE, TEGE IR IHE S L e m . A OIXERRE LA Auditor
RCRERITRANME B, 5SS WA 152 0L 1Y) “ TR FEALRE” .

MERR

UEAT S AN B2 UE ] AT RERERE, DA AR 52 H U H] - AUR) 2
AL AEVI R EAERE, R 2 TR o WSR3 AR ) 7 U B 33 SR
WA, R UL Identity Manager HI /', {HJGH & Identity Manager 5 2 5

EBA e

Identity Manager ff FHUEH] TAEUR, &% TARGAEDS bR IR 2 A A FBURE %
Ja R B ARG AR U7 1) 47118 P o SRR A TR €

H U7 I 0 DA AL UK A i 2 7 /g B TS IR BORE SR, sl 5 AT A st
izl ok . WERTTEE TSN R BORAE S, W i 1 R A0 565 — ARk
i 3 M KIE W]

BT BUE W] AR BRI s 2808 3 o g TARAL, BN UEWIE £ 97 —A> AR
Ho 23X 28 ARSI H W] (38 40 m] 4 ] ScanNotification TARWIAIL, % LAEV
FTAEREA F IR X L8 5 H SRR M A . BRAFE € ScanNotification - ff:
Wi AW RS BRI AR SN o IR R I IR B R ANl g, Jf
FIEAEH FTREECR (R T 50 .

UEBAZ2 £ 150

L% T LA N Identity Manager HI ) V5 I il ] CAE 55T H AR -
o LARHUHINAH

o TLARTH A A T R A B Y

o PREHITTARIH A TR AL SN A PR B

o U EUER AL UERI HI S

IXLEIGIE R T authType AttestationWorkItem [ LAEIH . BN T, KA
KAEMAT AW T

o IHE NPT IR, B
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o PIHEALT MR PAT IZERAE RO Pl 4183, 5

o IHEENZAPIITIZRIE R

5 SRS = e A A8 e LR R T Ak

e controlOorg — A AHA "true" 5Y "false"

e subordinate — fAE N "true" ¥ "false"

o firstlevel — BEALIRTHIE N TRERI; 0&RFTE

e lastLevel — WilifAEL R T R)a — TR -1 Ra-agol
firstLevel fl lastLevel [F3EHEERIN N O Al -1, FOREEMIEEETE.
AL L D5 2GR N 8 oK L T

UserForm: AccessApprovallist approval/editAttestation.jsp

EFEIEH

RS OL T, U5 il F9 8 T AR 2 D056 AR HR Hy FH P DAk B A 00 R 3 e ) 2 11 2=
FEo U I B 53 T U 1E ¥ "Follow Delegation” T L2 ZEFE e . I HLIE
W18 O A AR RAE45 51—, HRAR VT A BCE "Follow

Delegation" i& 3, WIZIEWH  (MIEC I BCRFTHIHIT) Rl RIHIE B K
SRR AR H o

Y Sl SH- /24— WHe St
XIHITRABE R RIER

XFATAR A, U i) B AL — A 2N B ) AR, Identity Manager J& HIE Uy ]
AEIEY ASPAT R 2D B, A7 U)K AR (W) S iR (HAE, DRt
REYRA- 3 RERT o Biltn,  AELLAT-TH A R B0 22 A7 ERIBUR ik 2008 (O R
TOIAENT o FENUEWIICR R A FIAE 2 FERT o A BLATHRIAT R i R R, F
PR HPEARBEN

THRIBEAT FYIE U 1n) A 75 2 LR
o WRIEPITY KA RO A, RN TRRREAT IR R 225 o

XK AR BEAT — A IRV ) B I, S H RO 9% — R el RN 1)
1175 BT SIE W U — o 22 S (R )

i, xfF-HAT 50,000 A4S AEASBEIREGA N, AR LR A, SERd 3
FAATRE T EE L) R A I A«

1R / YU * 50K JHL ™ * 10 WU / 5 )F R AR = 28 /M
WSRO T 1, WK R 1
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i/ Z /> Identity Manager fil 55 % BEAT JFAT A0 BILRE 312 e U ) 20 HERE A3
MR AL, BT IAT RO A . YT AN, R
BEANAHAE A A UK QS 2 AN FR B PR e € 1 — 415808 AR5,
ARSI, SRR AR R EA T B ST HEAT .

€ SCUE B AR A SIS 55 T 5 dassblfe o, IRk T 3 m i R0%

Bltn, BEX “Attestor” BUUTTRFIENIESY R 2 AMIEN]H . UEW]EREHS
FH N 73 P TAR I H A% A

f# FH "Attestor Escalation Rules" 4 BT 4 551 B 1% 5K 1 Wi K B) 6]

% & "Default Escalation Attestor" FN sk F B 52 AR SR B F i 2 i 4%
THek. Si4b, FREfETHERAE.

T f#E {8 "Review Determination Rules" 38 i A shifi & B F-Sh & H HIAF)
RS NN

SRV SE HESEH BL M (R e S R E R E AU ST VSR

=S REEE

BE Vi EA A, THHRAT LN D8R

1.

2
3.
4

i%#¢ Compliance > Manage Access Scans.

7t "Create New Access Scan" 5t |, [a] 95 il 955 53 BL 44 % o
B, WSINA B T RS R U] .

MELRIET £ User Scope Type: (LB b IATBD o

o Members of Organization(s) — EFIZLL L] 14— Dl 2 ANk @ 4121
JITA 1

> Reports to manager(s) — LI 0] 14 AR 25 ik e B B ) A
Fro EBLG R IR A M EG T F ) Lighthouse MK 7 (¥ Identity Manager J&
P

> According to attribute condition rule — LEFE %I AT LLIE £ T 5 i £ 4
(R PR . Identity Manager $245t T LA R AU :

e All Administrators
e All Non-Administrators

e Users without a Manager
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x AR AE ] Identity Manager 82T K158 (IDE) s A = i K
W FRVEA(EE, 12 Identity Manager #%% T H.

AR Y YRR e E B B, W AT H] "Recursive Scope” ZEM.  ILIE I AL VT
Y s L BT R A U P kR

5. G0 S B[R] I A A T T S LASEAE VS R B S R RS R, T
ML 15 M "Available Audit Policies" #2h# "Current Audit Policies" 51, &
TR B 5 1 B T E SR

fe 7 ) 148 45 R P AN U SRS AT O S AR TR P AR AT R AT
Mo (HZ, BRUCZAN,  Had vh SEms A 21 10 A3 AR A7 £ )P BURAL
e AR R AT TRIAL B S HAESELS, PRGN TR BN AL S R A A
FEIE AR FOE ) — 0

6. WIAYE BRI ESE T RN U, WA LU Policy mode 3ETiifE
S U7 SR AT B 52 20 25 5 R P AT (K0 o T S o P T [R] NS HAT 351 7 2%
AT/ B ZAZ 0 o BC A SEms o BRI U7 1) 408047 D Ko AE T P I AN A AR Fig
S SR IR A 2 P i 5 45 D17 ) 19 10 SREmes

a. VI E S I s oA i
b, DHERIT A EATAEAR 53 BO I A1 G R e
c.  BRTIMMCLT I ISR Sb, 3 N I 5 S

7. (A[iE) F57¢ Review Process Owner. 1 LT AT 45 2 &5 LAV A A B AT
S & . RO e DEEVFEINAA &, WIRET 2500 N E I 175 5K )48 51
TELEPPISUE I 2, ] DAIE B RSSE 1T G W fibME sdE 46 H - AR, I HLUEIE I
KK SR A GEGHBEINA A . PR RHE (A5 R ik - 58k
(iprit:

8. Follow delegation — LRI I Al LU Uy il 494 J3 2 4E . Wi kb btk
T, Vi RO BB E . BRAEOL M55 ] "Follow Delegation”.

9. Restrict target resources — LEFF LI ] B4 H AR 918
W BB 23X U i 41 PR 803 A T R SRS o SRR BRI H R e, AR
FIP BRI G s 54 BLA ] B P B B A B IR 7 5 Lo XS4 i 301 )
W AR R AW B PR o Sl A R e RN A, TR
KR4 % Identity Manager €1 H - AR ic 5% i 75 (1 AL BRI 7]
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10.

11.

12.

13.

14.

Execute Violation Remediations — 3% 431%35 T0 ] 5 46 0 30336 W s )iy FH o 11 5
W FE I TAER

A REPEBEIR I, DU B AR 2 T AR e - S B AL D) 2 P03 RS 3 SBSephAT A+
U SRS B IE AR

Access Approval Workflow — & BRI W ARAEIE W] TAER Bk $5 B e KT
PR CnRAT -

Ve CARR A TR A G 1 P BORE % WoR 40 M IKE W Clfm] e e )
U E ) o ERIAAIRRIHEIE B AR REANIE RS G A AT o W R U5 14
FHRE T I S TARRUR T e i A AR H o WERRSR AT L

PR, WUk R R A A+ IR 2

Attestor Rule — IEFEERIAKIUEN]F RN, ok #E A 2 SCRRER]IF RN (2R
)

UE B R UPREAE A i NE SRR 25 FH A BRI %, JF HORPHIE S 20k 513 W
JIL$E T "Follow Delegation”, WV inl 434k 1 B I afs 22 FR a1 vh A F P P
BUE M EFLE R, BRI R ATNH . 1R Identity Manager H P )
AL P B HEIA, WG RICE R, I H LA B34 R i 4 .
Default Attestor MLINFEZREN N BOR e % P AR I F P 4 A
(idmManager), BACEZRIK S %A P 1) idmManager J7%) o W E B
T QIR T DA EE 01, W2 B s SO A58 e SCRU A
&2, 1% 0. Identity Manager 1% T i85

Attestor Escalation Rule — 1f [ 1Zi%& Wi n] $5 %2 "Default Escalation Attestor" 3
W, ek SORN CInSA ) o AR LU IR 2 T2 B R

LS R D2 ik TG N B i) T AR I H $8 2 F- 2% . "Default Escalation
Attestor" KUK 20 43 B i E B & B B 28 (idmManager), B2 BN E 4%
(I A ) iduManager {H A% .

RERAT LA Bl /NI R B A Fi5 52 T I (L

Review Determination Rule — &L N2 — DS e FA R BERERE Ao ff i

HEACR:  FBO LT BO S

o Reject Changed Users — HaFE4EH] FAURd %, iz AR 5 B —
AN HATAH IRV i) 448 e SCRH P BCRIAN AL, HLO e E— DN BUR) . 1
W, SR IPAT TSR BT HEAE T 5 56 B AL HE R T ORI ] f0 F A
e

o Review Changed Users — 5l #0 47 T2k WIAE— M BOMAE S, Wiz
FUOBOR S A BA M R V5 ) $ 4 2 SCRI ] P BURIANR], - H CteE B —A
FPACR . SEHE AT 5 56 10 AR - BRI AH 8] 1) FH P BUR)

> Review Everyone — 3il$ AT T3k B Jrfy F 7 BUR) I %
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= "Reject Changed Users" fil "Review Changed Users" LUK Lo 45 HT 7
BORAAH FE D7 ) 434 GLh CHEERME D 1 b — S
] LA = A SORMER TS AT A, DR BB R BRI AE R
Bl e oy . AR H E XM EIEE, 752 . Identity Manager
B T H

15. Notification Workflow — & F DL FIEI 2 — v HRALAEDH f5 2 B AAT M o

o None — JEERINLEI . BLIEIAT 3 BOIE W] # 2 DAl A 250IE W 1 REAS F P BUR
I AC I HL 3

o ScanNotification — ik T Ak BE K IMLB B A B A0 . A1 AT Fe 7
OBt N BRI SR B .

WERVT A € T B RREINAE, W ScanNotification Tt K
AR ha AN S A 1) B BERE AT & ALl A . TS WP 7.

ScanNotification "CAEJLAIH LA T HL 1~ HE {452k
LA ESE T BAR SEpibAY

LI ERE A ERT ik

o HLEUFWIE AN

#&n] LLH 32 X ScanNotification T-AF

16. Violation limit — fiff B iZ3% WU nT $5 2 F 46 575 vh b2 3 mT Ak H 1) S5 KA 1
HIE. BRABRE N 1000, 2% A HF TR,

BRI H DU T AE T VA s ], Sk B H S SOH AR
XN, AHZBEE S AT SR UL ORY,  LASR A ] RS i K PR A e s s
s, i, LR

AR VT I HS & 50K HL 7 IF R R AR B = AN, O SRS 1
HHLAE IE A AT BE 2 X Identity Manager S48 £ A F 0

17. Organizations — GRS M FARN R AL, d7 BOY BB
i Save A RAFFIANE Lo
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A B 377 B) $3 4

fan] LUMBR— Ak 2 ANV A . ZEMER VG 494, 5\ "Compliance" #E15 ik
% "Manage Access Scans", S FRIR )G Hii Delete.

Varlax [WR RN

SR EE

& VIR 2 5, BRI IAE U R 2 G 1 — 5B sl B . B3R & s 2
Ja, AMEHE AT T AR IR,

LA R4 n] L3 3 8 B ) &

o HBHUVINEE

o WEVINEEMLS

o HHYNAEFIE

o BFIHEENE

o HUNUTHEE

BainRER

A R E, EE P 0 FUAIY Server Tasks > Run Tasks [X 8, 1 6 #5817 i) A
E1E4 . 7F "Launch Task” T, {8 iR EENI LK. M "Available Access

Scans" #l| & PR FEHFIEHZ N E "Selected" #1)3K . WHIEFE T /N4, W
PUEFELL N A BhEIie —:

e immediately — EFEILLETIS, £ "Launch” 8L IR S RI T ARIZ AT H14 .
WERAE R B S5 o 2 AN T LIk, W A T84T

o after waiting — ICREII AT (i R84 52 £ 5 S4T30 BUAEAF RO A], A2 8] 15 7 1)
HEREFSKR B

E AT LT W B 2RI R 3h 244 H2, ISR
REW SRR P, DRI e J A il R v] e A B JLR I IR TR fie
S B UE W] LRl 5 B . i, 48T LR Sh AN i LA ED
IBAT, IF A AL T I TR EAT

Wil Launch 7] 3 30V o) & F UEFE .
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= SYBCLn s ) B AR B SR 3t AT RE S A A [R) 424 K X
WITEIZAT 07 i) B AT LA

JRBVT R EE I, BERRR R AR URE B LR W R AT D BR

BAEIREEEES

T M\ "Server Tasks" X Ig HH i BE VT M A FHAT55. Bilan, ZEwE R mAE,
fi1H] Manage Schedule 1E5 K & Xk . B0 DURAT 55 1 2 R Bk H BUBER 2 Kk
_‘Yj—r\o

TRENIER, WHLE "Schedule Tasks" TUH LTS, SRJGITE "Create task
schedule" TT 47 F15 Bl

it Save DALRAT CL IR B 4TS o

x BRI OL R, Identity Manager WK Uj ) 25 AT 55 1 45 RAOR B — .
WRSEFEAEAE]— S R P R IR &, 1i5# "Results
Options" K& A MIFR. WA "Results Options" A B E AMER, WA
ST AR, UGS 145 RARAF AL

BRI EEHE
f#H] "Access Reviews" ZEI~ AT I LU 1] & A 1)RE AL . Al iE Y Compliance 155K
IIRERPif S
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11-16 "Access Reviews" 1T

Manage Policies | Manage Access Scans | Access Reviews

Access Reviews

Li=t of all active and previous Access Review tasks.
Select a task to view additional details.

LastUpdated at  Friday, September 22, 2006 6:42:55 PM CDT

; § Total Total Pending
[T | *Review Name Status Launch Date Mo Entitlements Entitlements
[T | TEST_ACCESS_SCAN Awaiting attestations 09/22/2006 05:11:26 PM CDT 13 13 13

Terminate | Refresh |

UNHTEE PR, AN "Access Reviews" SEI-K A 7 T A7 3 20 (A5G i L AR )
Vi AR DU E Rt ol A U5 1 &5

Status — V7 W BERE S HDIRAS: IEAE/ASN. IEAEZE. Bk, IEEIITIE
R SRS SR s C e .

Launch Date — JH 2 Vj il & F AL 551 H CRRJERD .
Total Users — ZEHAHi I 7 55K

Total Entitlements — 24 & & 2 AR 5% S 4
Pending Entitlements — [ ARIEATIE ] IBURC % E H .

BWHGRTEENLELZIEMER, WHRPZEE LTI E R
11-17 7R T "Access Review Summary" 5 #1541 .
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11-17 "Access Review Summary Report” T

Access Review Summary TEST_ACCESS_SCAN

Access Scan Summary

Access Scan | Status Launch Date Elapsed Time | Total Users TO.'"' M?“"“' Al!m Approved Al!") Rejected
test_scan complete Friday, September 22, 2008 5:11:27 PM CDT 3 seconds 13 13 13 o o

Total 13 13 13 o 0

Access Scan | New\ i Recurring \ i Fixed\ i Policies Rules Evaluated

test_scan o o o o 13

Total 0 o o o 13

Organization Summary
Total Pending Approved Terminated

Organization

Top:Austin 2
Top 3
Top:Austin:DevelopmentTest | 4
Top:AustinFinance 2
Top:Austin:Development 2

ok |

]|
alola|o|e
alola|o|e

FEHET Web (I, ) DU AN UG i) B0 U5 el 4008 . 2L UE W 2 AR
SfEE.

T8I T] LLE L IEAT " Access Review Summary Report” 755 H A FIl R B0X L8 (5
S|

Do

(e
BEE VIS5, 0T AR DR e B ot, ] Wi ZE4 4 0 H AR D5 ek
5 1B AT U5 [ 41 1 0 35 KA 480 o T SRS

BRI g L, 1HM "Access Scans" FIFR AU LT, SR ELE "Edit Access
Review Scan" T8 & o m M .

WAL Save A REDRAT R F48 52 LI T A BE AL

P BT Tl 4 BT AT e S B R IR I P R s AR R, A
KU Review Determination Rule ¥ Ebse I AR 5 LAY EOH AL
FIC 3,  WAZTE SonT BEXT LR = A 5,

BUHIFRER
{F "Access Reviews" i £, 7] Terminate LU IEIE EHIHATTHIEE . &
1AW S B N

o HUMIHEL T MR
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o FIEPTAE S R

o BRI H AR RN AR A

o AR BORIARRE bac 2 SO
o USSR T UE IS DR B A AL

Mip&im B EEEE

1T LU R U5 0 & G AT55, AIZ TS PR E N B IE BT ToiEMIER IEAE 2T
ATV R EBATSS, BRAEok L&k,

TR U5 ) A AT 25 R Bk R A AR IR BT A P BRI % o ISR K 10 A o
HHES.

TEMIBR VS R B EATSS, IEAE AL TR IE R "Server Tasks" 28 )51 #F Run Tasks >

Delete Access Review,

EIEIEARE

T LU Identity Manager 5 BE 53 8 H P Gt A BE BTG SK . ATt 7 50 m
IV UF B 3k DL RGIE B AL 0 ST RS B

e EEBHN

EAAREIIA], R G oK 5 EEUE W] (P AEHE . Identity Manager f [a) ik ]38 K 1%
WA WRCZATUEWIEIRTT, WREWE SRR AOR G RATH . WiE X T 2 Mk
B UAEANIE B 2 AR 03— daf L PR 5

i K # Wos oh Identity Manager St 1) Attestation TAEIH o 4 Lo BC Uk W]
&5k %| Identity Manager B, b %K s B HEUE I TAEDE .

EEZEIEK

MIEIH ) "Work Ttems" X3 A FUEH TAEIH . 1£8 "Work Items" [X 35+ )
Attestation JET R, BIA 41 H P 75 ZHEMERAR iK% . M "Attestations” 11, #&
ﬁﬂ DABH T AR S Ffe e P BT LR AT R e D R

My Work Ttems 135K 75 7} BC R 25 P20, BUSCRERI SR )87 4 T AR 00 H 4
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EFFMHENFE TR
UER AR A5 # A A R BRI sk . BORNE AR Bt T4 A U7 TR LR
73 P e U5 DA B SR AP £ 6

X UE B3R SR AT E 2 A AT Wi Y

e Approve — iEW] WA P B s 10 HTIT 4R, BRI 24 1
*  Reject — BURC KRS 2 T JCIE R UE I T REZE 57

*  Forward — "N & 17 & oAb RN .

o Abstain — MUK HEIAGE 2, JF H AR BLEE 2 UEW . W] AR
T H A ek B AR IR . ANAEV MBS S O AR EREa &,
AT Y BT

WAL E KT GO B BeZ i, kW AR E AT — Rl A0 3 SR AT Wi 1
WU RS 508 TP IR —NIE o AL SRWA N 2 /T, AR AR EL

A LA Compliance > Access Reviews T H1 AL IE BPIRE

HmEERRE

Identity Manager $&fft 77 LU TR, USR] LLVEA 5 ) 257 1 &5

e Access Review Detail Report — %l i AR LS T LU R
o Name — HJ ' AUR] K % [ 44 FR

o Status — Vi MBI SRR : IEAERZ, IEAEZIE. B2k, IEARIT
fr. SRR SRR B 5 K

o Attestor — 7} it A ic UL W] # ) Identity Manager JH

o Scan Date — i sRFARAT I 5 A2 (1R I T 3

o Disposition Date — Uk BRI H ] CiRf Ak

o Organization — Bk 1 T 2120

o Manager — CLFIH8H P 0 BE

o Resources — I/l Lk H Ak =% M ) BUR B )5
o Violations — 7 [ A5l 21 1) i HL £ H

LR AR B T B A BT I P BCR) s 181 11-18 St T P BORE S AR I 3 it
IIENSTN P
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B 11-18 BRI %
View User Entitlement

Login  chluster
Name  Chris Luster
Email chluster@acme.com
Manager waguark
Status  REJECTED
Organization Top:One

Resource AD
Accounts  Lighthouse

compliance | Policy Rule State Created
Violations | AlwaysFailone | AlwaysFail | Recurring | 09/27/06 15:20:48 CDT

Attestor Status Time Comments
Attested By

Configurator rejected Wednesday, September 27, 2008 5:46:33 PM CDT | zing

ok |

e Access Review Summary Report — %5 (CU7EH 364 U0 B “ABEY) n) 25
FREEE” e, IEE 11-17 il K om A s e A U5 il 44 1) LA
AR

> Review Name — vjj i $/4i 1 44 Fx

> Status — Jo BN HE I )k

o User Count — A &G M H P #H

> Entitlement Count — 4= AR 2 %4 H
o Approved — UHLHERIBIR L £ H

o Rejected — AR BUR L %% H

o Pending — /54t T & HARAS IR % H
o Canceled — CLHUH AR C % H

XLEAR T "Run Reports” 5T AR B AL SR A% X (PDF) 862 5 70 B (CSV) K%
A8
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BhEIHESS%

112 P24 TR AT I S RS RIS . K WoR T IFRREIUAT 55 I [
¥ 1) 32 %2 Identity Manager FHHALE, I 57 AT AR 55 I AT A H R A 007

Jitk CHERTTHD -

®11-2 S0 IMES S

EHITHRE:

BE.

B, HAESUMRRE TR
EXIEEZEMSEEIETER
H—AHE AP SBLRATE I

X SR 15 LA TE 1 SR 33 47 Ml 2
EIREREN

EECIEIERKREEEMN
R TR RRIR S

ERMUBEAET
WEERIRMEITTEHS

R E T R W ITALAE

R E TR AN {E A 89 B FER A RAR
SNEUESCH /MM (G XML iR ERE)
EX R EFEAM

EiTHREE

ZibipeEE

WEREEE

RERHMHRESR

B e EEFERS

S ELIERR
BUTIERRE RIE (EFMIERAFARFD

BEREESUSRE

Compliance i£i+, Manage Policies Fi£i+
Compliance £+, Manage Policies Fi£i+

Accounts £, M "User Actions" B "Organization
Actions" Fl & #i%#E Scan

Work Items j£1i+, Remediations &+

Work Items 5+, Remediations Fithi+

Work Items £+, Remediations FitIi+
Reports &%+, Run Report Fi&5i+

Configure £+, Audit FiEH+

Configure izI+, Audit FiEH+

Security £+, Capabilities Fi£Ii+

Configure £+, Email Templates Fi£I+
Configure T+, Import Exchange File 7i£Ti+
Compliance £+, Manage Scans T+

Server Tasks i£fi+, Run Task Fitli+
Compliance i£5i+, Access Reviews FiElii+
Server Tasks £+, Manage Schedule Fi£H+
Compliance £+, Manage Access Scans FiE+
Compliance i£5i+, Access Reviews FiElii+
Compliance £+, Manage Access Scans Fi£Ii+

Work Items &1+, My Work Items &1+,
Attestation Fi£Ii+

Reports £+, Run Report FiEH+
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H12 =

Bt HEIE R

AFEA 4 Sun Java™ System Identity Manager § v1 R4 Wi s . (5 S aE g LA
NI EAT AL

o ik

e Identity Manager XJMF48I50 H 247 #1712
o BUEFHLF

o HIMELE

o MR

o HSHn s
o Pk HAZ
o A B E SCR A &
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iz

Identity Manager § 1 1) H R IC R BRAE AL AR SRAFI R LR BRI
Identity Manager X} %t .

A AR E . BRATEOL T, Identity Manager i /] R i K
JE R AT SR o U LR AL R GAS B B UL, v T eV R R e
TR AT IO . BT RS R AT S A ) A I — ANl Ao ok 4

% 3 AR P ERNEL, S0 “CH i ERMEREE .

Identity Manager 3 MfLLIn Bi#F{TEH 1172

KEHERINH VR A Identity Manager ZL/FHAT . H)E, 468200 R
TAEWEL Java ARG H A A

FRIA) Identity Manager & 154 32 24X LLUT PYAS 4T :
e Provisioner — FR A B A4 FE 1 N S8 244 0T DUAE il o vF i

* View Handlers — EXLEI AR5 My rh, ML AR BERR e ol B e v i sk ML
Ak BEFE Py IV UG 28 45 G 1 B8 SO B 7 7)o

e Session — &1 J7ik (U checkinObject. createObject. runTask. login
1 logout) FEAESE R AT H VHEEAE JG QIR T Ve sk o 1% VR I RSB 20t 4% 1)
WAL R PR,

e Workflow — BN R, AOSHEAE TAERHATRE PR IG UAE B THd % . 4
HEAE AR A SR B, XSS TAEGRUR A d v Fi . S v id R A LAER T A
HI9E il it com.waveset.session.WorkflowServices M T #2528 .

fIEEH

H AR Identity Manager b3 R v, (HAERLURE AL 1, BT REZN B € L TARER
S RRTUB e e
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MNI{EmPEIT
1§ ] com.waveset.session.WorkflowServices N F 5 7] LLMAEAT CAERBEFE A=
EE T FEAE. K 12-1 A Fa] TN IR R RIS 3

%= 12-1 com.waveset.session.WorkflowServices {54

B8 i iR

op FE X WorkflowServices HUTRIIEE. HRIKEHFit.

type FHE  EEHTRITANRER AR,

action FHE  BRITRIENAR.

status FRHE  IEEREMRSER.

name FHE  ZRTREZNHERIBMNR.

PR FHE (D) HTEXHWNRAERRENBR.

accountId FRHE (AR EASRANKS ID.
ER A E R ZRR

error FRE (AR EREETHER A ERET SR,

reason FRFE &1%) ReasonDenied Xf R EAFR, L2 FRAF RRGT B4 14 — A% 4 0% R B 89 [ R

JE ) (A% BN EIEMAIE B IRFNE AR .

24 o) (FNi%) &SRS SRR XM InEFREE.

organizations List MEZEHMELZIHK ID k. EATHERITAEHNELEERE. WRAEF
£, MRREFESIRIRBERBMBRRMBITALR . WRTEBTALR, WIESE
HETF “MR” HEASBEMNRESRID .

originalAttributes 30 (A1) IBEMERNMRS. 2RESEESHPIIHNZETE. EEREE

HHITHERREFNEMAERNE.

ARG BAEMIRE A IRINFIE, WS KR 12-18,

L]l

AR 7R 12-1 BB T R ARG B . C Won T AR, Bl
ResourceAdministrator AT HI 4 & ADSIResourcel K #YRMIERIES)
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REBRH 12-1 ] L) AR 30

<Activity name='createEvent's>
<Action class='com.waveset.session.WorkflowServices'>
<Argument name='op' value='audit'/>
<Argument name='type' value='Resource'/>
<Argument name='action' value='Delete'/>
<Argument name='status' value='Success'/>
<Argument name='subject' value='ResourceAdministrator'/>
<Argument name='name' value='ADSIResourcel'/>
</Action>
<Transition to='end'/>

</Activity>

A 7R B 12-2 7R T W DR S SR PR IR AR, % TARFUR R B t R P
FHEE R AR E 4040 00 B PR B e RS, VAR IR JEATE A 33 SR N 11

ManualAction.

ACTUAL_APPROVER s MG SEBRHATHEAERI A D, ZER BRI AR Can i NI HERR
) BEE . APPROVER RiFRIR/M L I APPROVER A B .

KRG 12-2 FEEAERERE R S ) CLS s 1k

<Action name='Audit the Approval'
application="'com.waveset.session.WorkflowServices'>

<Argument name='op' value='audit'/>
<Argument name='type' value='User'/>
<Argument name='name' value='$ (CUSTOM DESCRIPTION)'/>
<Argument name='action' value='approve'/>
<Argument name='accountId' value='$ (accountId)'/>
<Argument name='status' value='success'/>
<Argument name='resource' value='$ (RESOURCE IF APPLICABLE)'/>
<Argument name='loginApplication' value='$ (loginApplication)'/>
<Argument name='attributes's>
<map>
<s>fullname</s><ref>user.accounts [Lighthouse] . fullname</ref>

<s>jobTitle</s><ref>user.accounts [Lighthouse] .jobTitle</ref>
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REBxRB 12-2 e RERE R S i) LS s Pk

<Action name='Audit the Approval'

</map>
</Argument >
<Argument name='originalAttributes's>
<map>
<s>fullname</s>
<s>User's previous fullname</s>
<s>jobTitle</s>
<s>User's previous job title</s>
<s>location</s>
<s>User's previous location</s>
<s>team</s>
<s>User's previous team</s>
<s>agency</s>
<s>User's previous agency</s>
</Argument >
<Argument name='attributes's>
<map>
<s>firstname</s>
<s>Joe</s>
<s>lastname</s>
<s>New</s>
</map>
</Argument >
<Argument name='subject's>
<or>
<ref>ACTUAL APPROVER< /ref>
<ref>APPROVER</ref>
</or>

</Argument >

</Action>

application="'com.waveset.session.WorkflowServices'>
<s>location</s><ref>user.accounts [Lighthouse] .location</ref>
<s>team</s><ref>user.waveset.organization</ref>

<s>agency</s><ref>user.accounts [Lighthouse] .agency</ref>

</map>

<Argument name='approver' value='$ (APPROVER) '/>
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Wit &

376

IO A s A R A A A T SR A A

A ARYE T I L BRI A 4 A0 SO i v AR T 5R . REASRAT AS HY
OPEC T A BN, RS SR AT g T oL

L RAN T SRR U SR U R SRR BB B 200 i
S NRGEATEE . AU LA R FSCBUEL AT By
AN RSOR R GRS SR PR G5 T 5 PRI SO s

1F sample/auditconfig.xml XCAFFF @ X T 8 AL &
(#ID#Configuration:AuditConfiguration) ¥ % . WEENZEAG MY R, %P
JER— NI G e e BA LT R

e filterConfiguration
¢ extendedTypes
¢ extendedActions

e extendedResults

o KAiids

filterConfiguration

filterConfiguration JEMAIE T FAA, X TN E A FAE I F A
g . filterConfiguration J&VEH A H RN A AL 538 12-2 th A KR JE k.

F12-2 filterConfiguration &t

B £ ik

groupName FriR  BHERR

displayName FHE  FTNARMEHEBERXRET

enabled FH ;‘iﬁﬁéﬂﬁﬁﬁﬁ%ﬁﬁ%ﬁ\éﬂﬂﬁiﬁfﬁﬁﬁiﬂ It R R 3T T I &

enabledivents  List kS AWML EHBANRIR. LASIHBHUBALAS
B%. SIHHEN T RBLARE U TEY:

* objectType (FFFE) — % objectType % .
e actions (FIF) — —PHEMRIEMTIE.
¢ results (FIR) — —PHEIMERBIIFE.
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A7) 12-3 BEWY T BRI BE U B4

KRR H 12-3 BRI TR PR A

<Object name='Resource Management'>
<Attribute name='enabled' value='true'/>
<Attribute name='displayName'
value='UI RESOURCE MGMT GROUP_ DISPLAYNAME' />
<Attribute name='enabledEvents'>
<List>
<Object>
<Attribute name='objectType' value='Resource'/>
<Attribute name='actions' value='ALL'/>
<Attribute name='results' value='ALL'/>
</Object>
<Object>

<Attribute name='actions' value='ALL'/>
<Attribute name='results' value='ALL'/>
</Object>
</List>
</Attributes>
</Object>

<Attribute name='objectType' value='ResourceObject'/>

Identity Manager #2241~ BRIN {140 -
o MRFEE

o EfETERE R

o MUEEM

e Identity Manager %3¢ / 14
o HIEH

o BHEEH

o MtiFH

o RAEH

o (RS

 Identity Manager 2 415 4

e Service Provider Edition
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AJ LATE Identity Manager & # 5[] (configure/auditeventconfig.jsp) ) "Audit
Events" U1 AL E RN o0 VR8O BN B e D BRI o SR AN S
FRA N s E 2 41 1¥ enabledEvents, {HA] LUl H] Identity Manager i 5Tk,
AT IR

LA e e M BOA ST

e P & 38
BRI B0 K 4L

= 12-3 BRI 7 A 1 A,

3} BR1E
HiRk P 3. B3, M. B, 2. Bk, HE. E6s
Identity Manager i P B, EHF. MR 2R, 2B, E62

EREEEE
BRI UL R I EAL

=124 BRUGEAG ML B AL =

e B1E
EE FA (T
HE S B 11
BETER P RtE
B EEE

BRATFOL KA R4

= 12-5 BRANC B PR E 2]

3 B

= P #E
hak 3] PTRRIE
) B #IE
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= 12-5 AN EE M EAL] (8D

3 B
T ER A RAR P #IE
BREE FRB#RIE
g FnA#RIE
XMLDATA =N
H& PTRRIE

Identity Manager %3 / ;¥4

BRI L RS IR

* 126 ZRA Identity Manager 3% / {4 SF4
i) B

AR TR, EHE. EHEH

EIE R BRI, EBEH
ERER

NNV GO SR Al

%= 12-7 RO B AL T R 4 N A

e 11
ZK A/ EREH
RREE

BROATFOL TR R R4

% 12-8 BRI VR LA AL A

s =313
%R PR #E
BRI R P #IE
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* 12-8 BRIV A A (8D
S ®RE
HiRFzkE ERERIE
FiRRE FRERIE
RS o FTERIE
ABEEE
BRINE O R AT A
* 129 BRI SR (0 TR A AR A
3] 1BR1E
fata ERE1R1E
REE
BRI T4 55 FH 2
F12-10 BRI FF AR AT
S RE
540 ER B 1R
EERE FTER1E
TEIER ERE1R1E
mEEA ER B 1R
1££ A-h-
BRINT %TJ%%@H% A,
F12-11 SRR
E- i) BR1E
EEZH6 ERE1R1E
EHEX FRERIE
380 Sun Java System Identity Manager 7.0 ¢ &ii5m



%= 12-11 (R4 PR AR AR it (8D

3 B

EF#tER P #IE
EBER FRB#RIE
BE&ES FnA#RIE

Identity Manager Z M8 X
BRINE O R AT A

#1212 Identity Manager S AIFiAF 2 AN L
s B
R AHES

Service Provider Edition
BRI 5 3 H ke .

x 1213 Service Provider Edition S 20 fIZEAf

i) BR1E

IDMXUser B, &2, MRk, BPBIRE. FAMLE. EMEIEER. BIE
BIfREFRIEEIRIE,

extendedTypes

A LT FA N 2] com. waveset . object . Type FRIIREFIHT AL . A2 Ay i S 1Y ) e i
— PR F AR, B AAAG R E b o DA B R AR AN N BUAS [R] 1R e R
T o DA 200K S5 B EHE A 1 TIC 7 L Y PR A AR S B S n B e AR
enabledEvents JEME (14 3% enabledEvents &N EFTIA) .

FERLE R, A RE B S AN BB R B com. waveset .object . Type HITIH, B
TEEE AR R A 2R,
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fltn, wsUser X BAERGHE BPETAEAE AL KB A IR 5 R divh R AR A
FAFAbRIC Y USER BAY, 2K wsUser MBI AN R F IR AL CRrik
JUHI Identity Manager MK/ ) o DU AR5 2070 106 G n] LU 5y i Ae i vk H G i

ek 5 B
AN $] extendedObjects JETEARASIY EH VAL RTINS AUEAT T
Ry JE b

* 12-14 ¥R 4 e
o £ iR

name FHE EBIRRIR, EME AuditEvents BRI RIS ERRE(E A .

displayName FHE  RTLBEMMEEEREET.

logDbKey FHE  EAFRPEHRENKNEERANNFHTEIREE. FXRENE, &
S0 “HEBIEER .

supportedActions List WHREAMLTHIRME, ARRAREPEFTTEOMEERLESE. &
RUEA null, NETHRIEGRRAITIITRER TN AT EEE.

mapsToType FIFE (ATi%) PRSTE) I FEEIEY com.waveset .object . Type B &R (M1RIE
). SRBANRELRREE (NMREKRESHELED MERL
B

organizationalMembership List (A[i%) 4A4R ID MBIATIR, MRUHELRWEHEREEESMANELR

BRER, NERXERGETITIRS.

P 2 R BB LA # #7503k, BABI LRSI iR P9 B I ) B A2 P
b7 12-4 B T 9 fE2EAU ) Identity Manager 1K/

RiGRH 12-4 P2 1) Identity Manager 1k
<Object name='LighthouseAccount'>

<Attribute name='displayName' value='LG LIGHTHOUSE ACCOUNT'/>
<Attribute name='logDbKey' value='LA'/>

<Attribute name='mapsToType' value='User'/>
<Attribute name='supportedActions'>
<List>
<String>Disable</String>
<String>Enable</String>

<String>Create</String>

<String>Modify</String>
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KEBRHI 12-4 P e 2781 Identity Manager K/

<Object name='LighthouseAccount'>

<String>Delete</String>
<String>Rename</String>
</List>
</Attribute>
</Object>

extendedActions

W, U ERE S WU £ com. waveset . security.Right X 5. S INHT Right Xt
B, IR EME— T logDbKey, ‘CHGARMEEEE T . T RES B RIRA
BB AT G O 250 o VR RE B AR R O o SX IR, m DU I g B 4 n 3]
extendedActions J& Pk N R AN F K B

£/ extendedActions X G WAAUEFER 12-15 F 5 H I JEME.

% 12-15 extended Action J& P

B g i

name SR BERRTR, 7EAE AuditEvents RIS EMAE .
displayName  FHHE  RTREAHWNEEREET.

LogDbKey TR EASRNEELEENEERNNTERIRER.

BXRREWE, BER “HERIEER" .

FITAT %5 VR BRI LA 4 455 TSk, LABT 1R800 B4 P FS e I L R T A2 F B
AR 7R 12-5 BT T WA i 3 A o

RERH 12-5 IR L R A

<Object name='Logout'>

<Attribute name='displayName' value='LG LOGOUT'/>
<Attribute name='logDbKey' value='LO'/>
</Object>

383




384

extendedResults

BT LA™ R TR IR ERAR A, BT AR INGE R e BRUASOL R, A PR SR Th
FSM. W] OB B A1 N 8] extendedResults J& M 0 S L KT L,

1 extendedResults MR UAALTER 12-16 B E M

F 12-16 extendedResults J&

B i) ik

name FHE  HRNBWR, 7EIRE AuditEvents BPIRZSEH A4S R EIER .
displayName FHE  RERBHEHEERXET.

LlogDbKey FE ERSRPEHLARNEERNATHEIEER. 5XRER

18, 155 WinRE A RIEERRIERS .

FITAT %5 VRS S BB AL 0-9 Y R (0 Ky, AT 1S T B0 P P B I BT A2 11
Bt

KT ER

RATEHNR A REATH Bl 0 S BEAS AT LU N 8k

* 12-17 KA % e

Bt 31} iR

* FHE R HRLNEBR.

displayName FHE  RREHHRIMEERERKEF.

fiiik FHE  AhaELEd.

filters List IR ARG RINEHEITHETR.

formatter FHE  XABKHERF (WMRB) BaHR.

options List RFBF/ATMINFR. ZEXAMEHET AR FIRPHEITE
475 PublisherOption BIBRSY R /R1ES Il sample/auditconfig. xml
RIG T
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HREER

£ Identity Manager #4448 H T A7 il i v g -

waveset.log — f7fifi K2 B AR5 B .
waveset.logattr — 17> SFAFITE A UK ID.

waveset.log

AT HIH T waveset . log R FI AL FRMEHE R . Fdhi K ALZ A Oracle £i4
J2E 8 SCARATH, AE A s 1 R BERS TR P AR A . A RIS SRR e 1 B s
BAESE, B W “Hs C “dit HEEdE Eg” 7

—BIE AR AR O B, DU S ). R E S, TS AR “H
SRR Iy

objectType CHAR(2) — /R IEAEREAT B 1 (R0 G R AL R LA 4 8 o
action CHAR(2) — £/ CHIT IR 07 45758
actionStatus CHAR(1) — 37 CHATERAE 1 45 B 1 50 2 17574

reason CHAR(2) — H 7 H I e i 538 ReasonDenied % 4 X475 2E
B, ReasonDenied ;& —PHZETIHEHRXLHMIE, HT—&AMbs (BIaiE
PIRAAABEA L) -

actionDateTime VARCHAR(21) — $4T_LiA#ER H AR A . BL GMT B[]
17 A e AE

objectName VARCHAR (128) — #AE W] )% JLHAT #AE HRIX B B 44 5K

resourceName VARCHAR(128) — #&/E Il I B 40k (CnsiiEH) « —
SIS (B2, ETF2HEN N, B g mE kil 2
LR PAT BAE 1 P IR

accountName VARCHAR(255) — XJ HHATEAERIMK ) ID (@G ) «

server VARCHAR(128) — #E L HUATEAE RSS2 (AR -id /ey B 8h 4y
fit) o

message VARCHAR(255) — A 5 #AF A SR A ML B, & IS 5201
B SCARNG AT A AR, PRI A 23 1 Bl o

interface VARCHAR(50) — M\ $A7#4E [) Identity Manager Ftifi - (4114
B A IVR 8 SOAP FHiD »
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386

acctAttrChanges VARCHAR(4000) — A7 ifi 75t R ST S5 1) 28 B 5 ke ) e
Mo 7E BB B S 75X Tdentity Manager MK X 52 30 1)K 4 231 78 1 )
PR O B A S T S S P AR A R A R AR AR L B . B
#4204 NAME=VALUE NAME2=VALUE2. ili$HAT% % 4 FRERME Y "contains®
SQL #EA] Ay LA e - B

57511 12-6 UiHH T acctAttrChanges #1H R :

KB4 12-6 acctAttrchanges %) H R{E
COMPANY="COMPANY" DEPARTMENT="DEPT" DESCRIPTION="DSMITH
DESCRIPTION" FAX NUMBER="5122222222" HOME ADDRESS="12282
MOCKINGBIRD LANE" HOME CITY="AUSTIN" HOME PHONE="5122495555"
HOME STATE="TX" HOME ZIP="78729" JOB TITLE="DEVELOPER"
MOBILE PHONE="5125551212" WORK PHONE="5126855555"
EMAIL="someone@somecompany.COM" EXPIREPASSWORD="TRUE"
FIRSTNAME="DANIEL" FULLNAME="DANIEL SMITH" LASTNAME="SMITH"

acctAttr01label-acctAttr05label VARCHAR(50) — iX LA i NAME i 2 AT DL
2T A EAEEATA I, AR AR R Z RO G A7 1) )& 1 1)

Hlo ATLMEA vaudit?" #E M "Resource Schema Configuration" T H &7} J&

Pk, g YT TR

acctAttr01lvalue-acctAttr05value VARCHAR(128) — FANM N VALUE A8, ] DA
RZPET HA BRSSO S5 P 4G 1 8 1

parmOllabel-parmOSlabel VARCHAR(50) — HI 7476l 5 FAF ARSI S 50 T
A XL P HLIP A1 1D (7Rl

parm0lvalue-parm05value VARCHAR(128) — F TA74# -5 SHEH1 < (0 2501
FAE XL L IP F2 il ID (7).

id VARCHAR(50) — Hi waveset.logattr & H 5| ) R GME BES LA HME
SKIME—ID.

name VARCHAR(128) — A= & [0 B 45 BE M0 sk 2 TR

waveset.logattr
waveset . logattr KM TAAHHEREAN FAF AL 3 T 1) 1D, 1K 0] UL 41 23 R e o
THHEREE .

id VARCHAR(50) — waveset . log it H] ID.
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e attrname VARCHAR(50) — 47, #:%}) MEMBEROBJECTGROUPS.
e attrval VARCHAR(255) — H{}J1)J&¥) MemberObject 411 ID.

B

XTGARI . Bl BRAIRZS A DA 510 #4 LU AR TE oA G 2 e o LY 48 2 1)

MHRER, IRIEFER
R 12-18 S 4 AR R B sXA7 A A8 50t P RO SR L B AN 4 2R

F12-18  DIEAEAERIN SR, BiEma R

HRABEMR DbKey | i &#R DbKey | R &H DbKey
Account AN HEE AP RIh S
Administrator AD RIS BV E30 F
AdminGroup AG BHE 11 CR

Attribute Definition AF JRiA M R CD

Application AP L&A T CcP

Capability us 5 CT

Configuration CN R (o]0

Discovery DS e DL

EmailTemplate ET BUEE & DP

Extract ER #*H DS

ExtractTask EX 7 FF DC

Identity Manager Account LA BHE EN

IDMXUser UXx WiT LN

LoadConfig LD 1= EP

LoadTask LT =1 M

LoginConfig LC List LI

Policy PO fnEx LD

Provisioning Task PT BHE LG

Resource RS B MO

Resource Account RA BHE LO

Resource Form RF AHEK NC

Resource Object RE RIER PT
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F12-18  DUBEAEAAFRERON SR BAEER (8D

HREBEH DbKey | iR{E&HR DbKey | £2£%5 DbKey
RiskReportTask RR 1R1ERT PE
Role RL BE PV
Rule RU E AT RP
User us BENER RV
TaskDefinition D 1648 RJ
TasklInstance TI &1k TR
TaskSchedule TS BRameE UR
TaskTemplate TT
TaskResult TR
UserForm UF
Workltem Wi
XMLDATA XD
[
R 12-19 A4 LASHE PR T Uo7 it £ 2800 e o R D A
F12-19  DUEHIE AR  J A
[REER WIEXAE DbKey
RERIEM REE {0} JEM : {1} PV
IEBTH IEH T3 CR
BERA B BERA B IP
R B iE) K Y R B iE) K Y DA
kP EZA kP EZA DI

B IEE T HEE Y

A LARCE Identity Manager PAR7 1E LA TR B H o FSREL
o UNIMEdE N H B

o B H SR

o MBRE U H &l AN U H &
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o MU H A&
JIT 47 Identity Manager & 1 H &5 sc AT ME— 1), JE T RS54 10 P 415 LU Al %

AFHS NS . GBSO RS I, R RS R 55 3 1 o oF S D&
gepain

o FPHIS AR GRoR CMEREE SO

o HAIAILA (RoRU B

o fAEREEMFIS GRaRCEHIIILs)

o LEAFEHIS AT SIS GRS H S

BLEREM HEIER
BCE R RS H B, WEHATLL TR
1. il FF Reports > New > Audit Log Tampering Report % ki 15

2. '"Definea Tampermg Report" U /RN GESILE 12-1), WARERA—A
Frid, $RJ5 Save E.

12-1 Jic B T H R B R &

Home | Accounts = Passwords | Approvals | Tasks | Reports | Roles | Resources Risk Analysis | Service Provider | Configure

Run Reports | Manage Reports

Define a Report

Enter or select report parameters, and then click Save.

[ repartTitle [

[{Report Summary |

Starting sequence for

server |U
‘sun-fafi3c47ce2"

[il Email Report [~

[l override defaurt
FOF options

Crganizations Awailable To
Top:Auditor Top

[l Organizations

AT LR E LN ATk S 4
o Report Summary — fi AR & R PR 22
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>  Starting sequence for server '<server_name>' — i NR %5 #5413 87415

o BRI R T LUE R IR H & 4% H AR ic 0 B IR SEIER, O HoAT B
TR D PR AR T VL

o Email Report — Jii H BT AT LLIE I HL 1 MR R4 75 485 3R 2136 R 1) R
T HRPEE

o EFFULTETAN, BURPKERIE ISR R IR AL, (R, TEIEE, 8
LT IR ARE SO AR REA LA, BUEAEE (I~ 1D sk [
1) ATRES R

> Override default PDF options — 1% 10 i) L7 &5 4R 5 1B IA PDF
T

o Organizations — ZEFER IR T N B A U7 [ AR A 2
3. #RJ5, 1L#% Configure > Audit 77T "Audit Configuration" 5 (414 12-2 fit

7N o
12-2 o7 5L 24 v pF H 0 e

Audit Configuration

Click a box next to an audit group name to record successful and failed events in that group. Click All Successes or All
Failures to store successful ar failed events for all groups. Tao editwhich events are enahled by a group, click the group
name. To use custom publishers, check the Use Custom Publishers option and use the drop-down list to configure new
audit publishers.

Enable auditng W

[T All Successes [T Al Failures

Audit Group Name Success | Failure
Account Management W I~
LoginsiLogofis W I~
Password Management W I~
Resource Management W I~
Raole Management W I~

[i] Audit Groups

Security Management W I~
Task Management W I~
Changes Outside Identity System | T r
Configuration Management W W
Service Provider Edition v v
Compliance Management W I~

[ilUse custom
publisher r

Save | Cancel |

390 Sun Java System Identity Manager 7.0 ¢ &ii5m



4. %%t Use Custom Publisher, #XJ5Hil; "Repository publisher" 4% .
5. %&Ff Enable tamper-resistant audit logs, #4517 OK.
6. i Save MR IEE.

AT UAF R P RIE T, EORZE 4 1 2% HOREAE R oF FUS B Sak s it rdsid,
WO HHT G BN A e AL H

=\ > oo
FHBEENX AT
Identity Manager 1] LICKs i TH A FHAC 45 A e U TH R Ao Al LAR A e KR
Aii 4%
o FEHIE — B vE ST ED B RRE S H sAR A R
o UM — BT AR S P S
o JDBC — 7 JDBC i A7-fits i st o v A

W DAES % TR AP R BIR S R AT G UAS . BAT LIAES % T A 4k 3]
Javadoc 4% K% 30k

F &R &R
JIA R A28 #A] LLSE I AuditLogPublisher #2 1H (7@93%13 MTEAIE R, EZSH

Javadoc) . HIIF K #EHY i rbstractAuditlogPublisher 2. AT LURHTC & -
iR SR T LRI At es R Aide. (S W% T AT B’Jﬁﬁ%&TW

RATAF AT — DTS HU A I R K

= A B HA

DA 25 B8 41 b A i 1) 2 i J) 341

1. SBIERT 4

2. f#H] setFormatter () HVABEMAMET (WHEA) .
3. f¥H configure (Map) J7iE AL,

4. {iH publish(Map, LoggingErrorHandler) Jiik R A=At
5. ] shutdown () J7ikZ ik kAiids .
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Identity Manager i #)) LA 557 o vH G B IN AT AP 98 1-30 A R H OGP i ey
AERCH VS, WA AT LR 4.

FEIF]— R A it 5 E configure (Map) M K. ChATR o it #2171
B0 o BOFrHUIRCE S, RGP A AT S AR)E AR R A g .

W3 HH configure () J7iERHESsH WavesetException. EIXFHHL T, ¥
B KA, IF HX TR AT AN B AT HoAd 1

(=1

RATEE T ARE LI, ] LLEA L%, getConfigurationOptions () ik
IR PR A A8 SCRFIE IS o X ek 15 n] LLE ] PublisherOption 28 (5 R IEE 1)
TG R, WS Javadoo) HHATEZE. WML E &G S EME LA AR & B O

IR I 77

Identity Manager R £E /I 55 #5% o sl I DL s V1B B 202 e A8 configure(Map) 5
PNLWEW (i

F&AER IR

225 T HAAFE LIS R I A A «
e XmlFormatter — ¥ 85 11 S48 40 A
e XML F45H

e UlfFormatter — 438 1 H 12 F#4 50 (Universal Logging Format, ULF) #%3{
L FE.  Sun Java System Application Server i k% =

K AL TR 20 SE L AuditRecordFormatter 20 AN, KRAGERWAEAET DT
ZHEHIMIE R BREANEE, E2E51H T EET R Javadoc.

I A RS/ BNILIER

#ID#Configuration:SystemConfiguration % %[ T EMESIH T B ©vE M &k
A AR A AT T o X L8R A A A AR e w] e v oH G & F - i A A
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13 =

AFEAN T {E Sun Java™ System Identity Manager H 7 #E R 4- $¢iL i (SPE) ZhEEfT
T TG R BEAIER, TR H Ui i i (Lightweight Directory
Access Protocol, LDAP) H s fIK &M S IRA R . A MRS SRy sL o 3 v
N4, 2 ), Identity Manager SPE i .

AREAGLLF

o AT Th A
o WILHHCE

o HEEM

o ZTLEM

o EIRSIRALE IS
o [A

L W I

Ak 55 12 2 i Dh se itk
TEMRS P BE R A, T LU BRI e 2 CHNBCI P R IR )
(P P& 45 . i ] Identity Manager Service Provider Edition ZhfE, 2 w4 HE 51 ]
DLKE S 3k /- 43 S PR RIS [ 28 54 . Identity Manager H 2 RIS E& AL HI - .
Identity Manager [ ilk 555 i HI /7 G & 4 "Service Provider User” 287U [¥)
Pk
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MR AELU N TEE, ¥ Identity Manager HI /™ & 25 A tHBCHES™ i 31 Ik 5542 4t i s

7l

('S

R RLA @A
St T Ar LU M 254 AR S s SR s ) dpe 4 ) BT

ERDFAM A 1D SRB%

Ui [ At Identity Manager 177 —#, %07 L SCIRSS S AL 1 FH P B Jsiink . gk
J7 1D IR SR o

Al f§i ] SPE System Account Policy (CL#s1%] 1 "Policies” %) ik 55 Fe ki I~
Wom A ke A .

Identity Manager 5R&E 2R

AT LAKS Identity Manager 15 ik 55 $2 7 ik )™ [ 25 Fic &0 #EALAT Identity Manager i
24 s AT B PR TR I e i i 45 A LaE AT .

1] Identity Manager [F]2F—#+F, @it "Resources” Ui I [#] "Resource Actions" 1%t
TG A] DA HAS (AT S sh RS $R AL R R 20 o T2 WLES 427 vl B “Ja sh sk [E

1k
22

Identity Manager I/ [R] 25 ¥4 N 36 F5 AR 45 S A1 i P R0 AR N R SAN A . 3
Z W 423 TR “EREH PRI

Access Manager £

&0 LME ] Sun Java System Access Manager 7 2005Q4 71 /Il 55 $& fit 15 5 & H1 - i
T . WRFCE T 5 Access Manager 46/, | Access Manager " i
S IR R FH P A RT LA ) S 2% P L .

R4S P T T B P 4 AT ¥ 11 . 58387 AMAgent . properties SCAFR] LUK F i)
ID 3 InE] HTTP 453k, it
com.sun.identity.agents.config.response.attribute.mapping[uid] =

HEADER speuid

B EH P DU R pEAR ¥ HTTP Ak i8N HTTP 2if (A A5 22 b5 3k
fHENI ) o
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AY A -
Mg &
HRE RS AR IR, AT LA S BRGi4E H R S5 251 Identity Manager i
5
o GilEERE
o G PIUEME

= TEARBEZ T, ET R D4

o EXT LDAP B ERINEOL FC A4 4 SPE & M) H
SKIREBI B . R BRSNS BA R ARl AEAN A
Foarrh, fnr DR E 2 A B

o A HE XML XG5 (K i i

o HTEIECE M FEA R SCOGE A I H sk
M

o WIRTTEL, WIACE RS S R K S

WEETALE

LA IR AP v SEL RO B R 5, T AT BL R AP B
1. DARCE &AM S % 3 Identity Manager.

2. {EHFE i Service Provider.

3. il Edit Main Configuration. 5745 [ iil7x SPE Configuration . 7t
"SPE Configuration" G LB, Mk i 2400 A S s T 2 ¢«

o H=xBCHE
o RS
o FHEHWEE

o ERERMEIFRCE
o [FREMKR P RT
o ARERCHE
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HxBLE
12 “CHRBCE” N, ARG R AL T P ICE LDAP Hsx MR E Identity
Manager J& ' 115 B .

13-1 75 T "SPE Configuration” JURIX— X3k, LLAT —35h /411 "User
Forms and Policy" [X 1.

B 13-1 W5 PG R (SPE) BU® CH. J7 RFPAISERD
Edit Main Confi ti Edit T tion Confi ti Edit User Search Configuration

SPE Configuration

Directory Configuration

[il SPE User Directary |Se|ect... 7| (restart required) [3]
[E] Account 1D Attribute [accountia
MName

[il IDM Drganization
Attribute Name

[ilIDM Drganization
Attribute Mame [~
Contains 1D

[il compress User r
HML

Test Directory Configuration

User Forms and Policy

[fEnd UserForm | Naone |
[i] Administratar User
L |SPE User Form J
[il gynchronization
UserForm |N0ne J
[il Account Palicy |N0ne |

[il1s Account Lacked

Bule |SPE Example Is Account Locked Rule j

[il Lock Account Rule | SPE Example Lock Account Rule j

[E]Unlock Account

Eule | SPE Example Unlock Account Rule j

396 Sun Java System Identity Manager 7.0 ¢ EI2IgEF



MF|FH 1%+ SPE End-User Directory.
TEPEAE L A7 6 A RS- S L FH P s 1) LDAP H s %5 .
I Account ID Attribute Name.

KR ALK e — TR R AR TR LDAP Bk gt FR e e b o P it
AP HEATRAE Bk 2 07 i) A - I A4 FR o %8 1k 42 IR AU E R SR v 5 S

{8/€ IDM Organization Attribute Name.

ZIEIFRE A AL (R4 202 LDAP Ik f 75 Identity Manager H 7 J& (121
Y1) #He ID ) LDAP Mk @ Y4 FK . & H T LDAP ik /- i Z T . @ik
YRRIATAET LDAP B, JF HoE Identity Manager R4t )& P4
PR OB 22 B 4455

5 3

R ELES A PRSI ZAE4 B, WV AR Identity Manager 41
ZUB MR (WIRFTEE, &NV 4RE "IDM Organization Attribute
Name Contains ID") .

6.

W53 $% IDM Organization Attribute Name Contains ID, i/ FiZiE T

Wik LDAP #is @t (G4 LDAP K/ )& 1) Identity Manager 2020 &%
Identity Manager 202 ID MidlE & FR, IHEBZLLI.

W AE k£ Compress User XML, i /i HiZi% 0
W AR SR i A7 AL H PRI XML, 15 IE FR %I
¥t Test Directory Configuration LUK IFFLE K145 H -

E

A R I B R BSMEITECE. 200 L =7 kT4
T, VA R o = AN 4

Fl Pk BNk R
{t: "User Forms and Policy" XJ& (G Lifi iy 13-1 ) o, 1R e 2 H T IRk55
SEALTT A BRI R AT SN

1.

MH# %+ End User Form.

B T RIS H A TMAN R N, ZR ] T rE A, Rk
None, WAMEHERIAH P& H,
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2. MH|FEFIEPE Administrator User Form.

RO T L BN SO RGBT P R . 3R AR IR S B A R K iR 0
UARIEFE None,  JUAMEHIERIA ] 2R L

pE IR ARE R " Administrator User Form", W& B 5% T0 1
Identity Manager 8% sl 4 #1JIRk 55 S A i 11 7 o

3. MZFIFEiL+E Synchronization User Form.

A R 25 PR Ok v R DA 55 I, AR HTER IR S5 SR (A L P R SR
None, WAEAIER & 5.

4. MFFEFIEFE Account Policy.
XL AL 5@ "Configure” > "Policies” & X IFIATAA £ 43k /' SRS
5. MZFIFKHIEF Is Account Locked Rule.
PR R R S5 SR AL R F P MRS AT AR, 2R U] vy DA o i 2 AR o
6. £+ Lock Account Rule.
PR N RS H A B F P R AT BRI, 2 AT DLAE A0 ] b i L e B e
M PR S 1
7. 1£# Unlock Account Rule.

TR MR S5 PO R P AL DS AT B, 2 RT DAAE R P v 5 A
BUEMK S 1R

EEUIEE

fiH] "SPE Configuration" JHJILE  (U1E] 13-2 ffrzs) RECE F 958l i . A0 fE
M JDBC 55 Fp AVEAEAEIN, A 5 B4 P IX e Il S SO rh AT R 220 5 2 T
JA Bk S5 s LR L
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13-2 AR RIS (G5B

[il Transaction Database (restart require) [il

[i] Driver Class |0rac|e.jdbc.driver.OracIeDriver

[i] Driver Prefix |java:0rac|e:thin

[il connection URL

Template |java:oracle:thin:@%h:%p:%d

[ Host [localhost

Epart [1521

[il Datahase Mame |master

[l User Marme |system

[Elpassward |

[i] Transaction Tahle |SPETransacti0n

[i] autornatically
Create Schema

Test Transaction Configuration

1. AN CUNEER R R
> Driver Class — 15 ¢ JDBC W52/ 7K 4 .

o Driver Prefix — b7 BUE WL WER O, KAETENEE IR IE 7 i
#] JDBC DriverManager.

o Connection URL Template — MF B Akt . QR CIRE, Refeid W
UK #7125 i) JDBC DriverManager.

o  Host — iy N IELEIZATIZEHE FE EALRIZ K
o Port — i N ZE R S5 A T 1) 114
> Database Name — iy N B3 FH ) E040E 22 H) 2 FK .

> User Name — #ii AT BUSHR. LB RUMKRIE S S0 e v o 4 R0 2ot
FF SRR ) 1D.

o Password — % A\ B3R PE A P& .
o  Transaction Table — % A\ & i e b T Al f 45 IR A K.

2. JiH| Automatically Create Schema 5, ] LU Identity Manager [ 364
R

P RGN AEHNZE I, X TA RS, 15 B E X web/samples H IR BI 4
PERIUR A BIAS o
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3. WIRiEH, #H.f Test Transaction Configuration LG IF#E K45 H -
gk4 3 "Service Provider Configuration” UL [~ — Bt LA E ERER K S04

REFHIEHEE

JA SRR S, AT DASE I BREA G v S, AT B T 44 T 2 i) R Rs e 2
RS . BN R A FHFA S, WK 13-3 fis. 156k Enable event
collection & IEHERL 28 4R .

13-3 Mg P BERTmCE CIRERIOSEAE. IR RS IAIRRTERCED

Tracked Event Configuration

[i1Enable event
collection

[il Tirne zone |Acre Time (America/Eirunepe) j

Setto Server Default |

[il Time Scales to collect

10 Second Intervals W

=

1 Minute Intervals

=

1 Hour Intervals

=

1 Day Intervals

=

1Week Intervals
1 Month Intervals ¥

Synchronization Account Indexes

MNew Index |

Callout Configuration

Enable callouts [

Save | Cancel |

FEVWCE I X IR IR A P A v B A AR TR B, IE AT BA R PR
1. MIEPi%EEE Time zone.

R S IR EF A I AT MRS X, B FE Set to Server Default DAH H A %%
25 L E X .

2. %&F Time Scales to collect iE1H .

VN IR % SEUTe SRS (U 2 N S 5 N S 2 NV I S = NI SR IS
Ho ZEMEAAR B ILREAT R AT 1]
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Bl A %51
TENRS P BE R SE I A ActiveSynce #RUEIS, T HEFR2E X Account Indexes LLIE
T bR S B U5 A IR R A 5 Al 25 B BB e H s v B P AR SR G

BRANTOL T, WHFEMFEAE S P accountld & PEAHULHL ) )& 1 accountld
o FERLERH D, ASUEZRI% accountld ; 41, M ActiveDirectory Hi il 2
PHX AL ActiveDirectory A1k /' GUID.

ANEE accountld JE M B YR AES BA MMT— B MERIME
o guid — iZJE M A RGEME—FRIRET

o B — ZEMIEE 5 LDAP BIF 2 AN FTE BIEK accountld AR, 7F
LDAP # it identity 1434 % )52 % DN,

WA T AT guid 51 identity #E47TOCHK, W Z0E SCGX LR PERIK P =5l R51MY
Je— AN EE AT AR T IR S 1) H s P @ R E . B Ak H
S, (ERDRE I TS RO pE A DLOCER R P F

SLE SO RG], e MR BEIOR T T [R0 DL R S B 2R 5] . R
J SR A 55 B T F SR I BE0E S, IFFERE N o B ActiveSync BRI
GUID & identity &A@ M. B, WR M ActiveDirectory [Fl22, MR LAE 3
WS BRAE I H ok e (Blanig B 50D 440 AD-GUID (X)) k.

ST RSBt R B TR T RS RS -

1. %ﬁﬂﬁﬁﬁ‘] "Synchronization Account Indexes" X1, #iili New Index %
TR RO E PRI B, 25 RPN E MR B, AR PRI T,
JER VR I B R R

2. MKk Resources
AL, R Bt S AR RS v by 2 5E B E SO

3. 4 Guid Attribute 5} Full Identity Attribute EFIE 4R T JEME.

HH AL RN BCE . WEREINBE WA E a2l GUID B4y
KIBE, SRJE ] e B 5 03 JEAT ORI

4. el LERET New Index DLE AR IR R 5| BN
5. FEMERRG], 107 Resource LI B A Delete 4240 .

MERZR G WBCE IR R 5], AN SAE BCA T T REAER 5| ML P AR B T AT
PATH
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= IR R 52 IS E IR R 5], A B SCART AT REfE R S s E
BT B B S

FREEE

1%+% "Callout Configuration" Bt LI AT LUS FIFRE . Ja ARG, 8 Wb
VEWUR, T LU B S1 H AR 98595 R L R A B AR A 2 10

BROATEOU T, R B A BT FI R A SR B 00 Ll "None".

WIRFR CBE G ARTE, 514 H Wait for post-operation callout 1145 i F545 2 45
AR TG AR VR A B8 UG A e TE R X TR RN AE B4 i b i BT 58 UG A REAAT

GRUFEPS F
= 1. "SPE Configuration" 7{_F i BUREFE5E G, Hiidi Save 56 i
o

WERPEZRLRE

R BT (i 13-4 7)) oA "Manage Service Provider Users" 51 FZ3 467 21 Gk
TR R E A R IE . XEEREEH] T "Manage Service Provider Users"
LRI AR, AHZ AT DURE A 2 1R LA i
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13-4 HRNE
SPE Search Configuration

Specify the default search options used when searching for Service Pravider Edition users.

Default Search Results Configuration

[too

Results Per Page |1D

Awailable Attributes Display Atributes

modifyTimeStamp i o | |accountld

ohjectClass firsthame

il = | lastname
Result Attributes to =5

Display

Basic Search Configuration

Atribute To Search Iaccountld 'l
Search Operation Icontains 'l

Mote: Administrators will not see the changes made an this page until their next login.

BN E BN R BEE YRR SR, AT EL R AP ER:

1. (A Hd; Service Provider.

2. i Edit User Search Configuration.

3. i\ Maximum Results Returned [J%0{ (ERIAE A 100) o

4. i\ Results Per Page ({40t (BRAE N 10) .

5. i H & kEIE P Result Attributes to Display 5511] Available Attributes.
6. MZFIERTILEFE Attribute to search.

7. MZFIETi%EPE Search Operation.

8. il Save.

E PARERERERPIN 0 Rcie I ER i i U W D 5 o e N BV 4
U ORICE SPE H ok, WIJCIEAE X LU R B B
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pil
JR
]

gLt

TG ] AR AN B HRAT, Bl G sl OB B R PRIX LY 55
FEGRIEANTT N L RETE 1, BB LS NS5 FE AN EAF A o

AT LR S T RS R A5 R P IR
o BEBNSFSHATIE

o WHEFFREANAE

o WEEAFLSLHEE

WAL 5%

B

BEUAESITIE
RIS AT WIERLE / 5D A B AT I A5 55 i AMEAE A )
FCATRE APEAL BE . W LLAE IDMXUser A4 v sl A -1k FE1EAT b B] A0 78 o
ﬁibﬁlﬁ AREZAFEE, 1S W Identity Manager SPE % .
TR E RS PR 55, IEPATEL T IR

1. Hiifi Service Provider > Edit Transaction Configuration. Jf#: K .7k SPE
Transaction Configuration i,

13-5 7Rk T "Default Transaction Execution Options" [X ..

13-5 AN E
Home Accounts Passwords Marl Reports SEIEY Roles M_eta Resources Compliance Seru_llce
Items Tasks View Provider
Edit Main Confi ti Edit T tion Confi ti Edit User Search Configuration

SPE Transaction Configuration

[il Default Transaction Execution Options
[i] Guaranteed I—_I
Consistency Level Cocal
[¥ wiait for First Attempt
[ Enable Asynchronous Processing

[ Persist Transactions Before Attempting

[¥ Persist Transactions Before Asynchronous Processing

O o O = I |

[” Persist Transactions on Each Update
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MELFIETH £ $¢ Guaranteed Consistency Level, L& FH /881 44—
S

o

o]

o

None — AVBRIEH] 1 e I BT H0 30 17
Local — {4 F 55 A A6 F 6 H P 9 32 DT P17

Complete — (LT IR 55 a4 10 M (O ITAT DRI SE P 4 P AT e 2 22
SRAEEAT il i 20 Ab B2 i DR B P Ay 555

TGP LA S £ 5 Y B0 BRA SR 55 A TR 0L

o

Wait for First Attempt — H5E T 24 IDMXUser 4K} 52 80 N\ B s A 4]
WML TT . RS I, MR B & 55 50— IR AT, A

BAENG I ZE . WA R B, WS RIBGR I, F55 B AT,

KRG AR ISP Ab B, W55 K AE )5 G kT, A RAE ] ik T,
JUPER N R AR A 2 4 2 55 IR IBGR P45 I 7 o 2% 88 iz

I o

Enable Asynchronous Processing — UG W% i E % 55 55 1 Ab P71 6 A\
RERIAG 24k sk T R FEP T — kAR, DIt R 25,
T A AL T

i%+% Enable Asynchronous Processing &, i #i A Retry Timeout fi. %
(B 5% e B RO B A SO RO ) PR b)) o iR E A SR A B8
W ERRE, BRRSIAERH - LDAP B¢, #lun, WAk 3|5t
FOR R ATIA ) TR, WA b WA i, W
AN 2 B DR U AR B0 BRI

Persist Transactions Before Attempting — W15 i H, & #3554 76 24K
IS NBIHESE R AMAE T . BT KREHCE & 55 — Rl it
ey, PR AL R] B2 SN B RGUTHT . % FE AR T I,
Bl Wait for First Attempt 2E351 A5 H] . A ik $ "Complete” —EiE 2K
il WTE A AL T .

Persist Transactions Before Asynchronous Processing (BRIAZEL) — U
FIAM, EAFSRAL T L I S AN B F SRR AT . R "Wait
for First Attempt" 1 LA I, W 5 T A < 95K /042 UGk ] 381304 )
AT RAREAME. WA "Wait for First Attempt" £ AR, W4 S7E5
WA — HHAFEANE . BBUE HZaE . i Rk +¢ "Complete” —#ME 4
il WJE A AL T .

Persist Transactions on Each Update — @14 H, & & HF5 WA IXEIR
ZR T RAFANE . BT S AEA# 7] LU Search Transaction i
AT R I HBIE B ), P vT LA e 2 1)
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WEEFZFALFE
"SPE Transaction Configuration" 5{_IfIX S8R I I T F 55 55 AMEAF-fiff . 7T LARC
B T SR HAE R B LR LA T A JE P, i R PR .

B 13-6 fic ‘& SPE F4&-F A A7

[il Transaction Persistent Store

[i] Transaction

Persistent Stare Type |Simu|ated memaon-based j (restart required) [il

[il  costornized gueryable user attributes

E‘Usefp?ﬂh I IﬂDispIaynamel
expression

E‘Usefp?ﬂh I IﬂDispIaynamel
expression

E‘Usefp?ﬂh I IﬂDispIaynamel
expression

E‘Usefp?ﬂh I IﬂDispIaynamel
expression

E‘Usefp?ﬂh I IﬂDispIaynamel
expression

TRE XL, THPATEL T A IR:
1. MFIER P IE ST 7 1) Transaction Persistent Store Type.

WL FE T Database #E1T, WITE RSP AL R AL & 3= 00 AL E ) RDBMS ¥ H T
{EE R TS HAFEANE XORE T ST E IR 1) 3 55 A e RS 48 T A B 2
Jeo WEPKIEINE SR AE IR S5 P LRI IC & 32 WP iC s RDBMS. Wi Rk 7
Simulated memory-based &, WK H 1) 55K A7l 2 A7 I LR
TEMRSS A TR A s Rk R4~ Egrh, 15 ] Database 1Ll

E BT WAF IS5 R AMEAA AN TG S AERREE A P

T Transaction Persistent Store Type Jii, /U HiJH 3T IEAE
12171 Identity Manager S5 4 REAd L0 A2 5%

2. WIRTFHEE, ¥ Customized queryable user attributes.

PSS 5540 2 h 7R () IDMXUser X Z I INJE . X8 J@ 1 n] LA R
HETH AW oL RE R B0,

o User path expression — 442K 8 i A 2] IDMXUser $f %1,
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> Display name — £ #% 5 B ARRIE R N 1 s A FK . 1Z WoR AR e
FHRITH.

RESRESZUIBRE

IR S T T 55 BRI A AR o BRARPEBE S BT it WIS LA BRAEL AN 5
R, FWAZF HLBAT S I 4% H AR 7

% 13-5 1] T "Edit Transaction Configuration" i ] "Advanced Transaction
Processing Settings" [X 1 .

13-7 [SEE o (S
[il Advanced Transaction Processing Settings

[flvarker Threads [100 * (restart requirec) [il

[ilLease Duration *
(ms) IBDDUDU

[ilLease Renewal i
(ms) ISDDUDU

[i] Retain

Completed l—*
Transactions in S

Stare {ms)
[l Ready Queue a0 i
Lowe Wiater Mark
[il Ready Queue Y *

High YWater Wark
[ Fending Queue I— o
Lowe Wiater Mark By
[l Fending Queue I— .
High YWater Wark 2000

[i] 5cheduler Period

ms) 500 w

1. iFEI AT Worker Threads (ZkiAEZ 100) »

X FIORAC P 55 O e FE e %M RRE T T DR R AL B S 55 50, XLk R At
JR BN AR

= %% Worker Threads W & Ji7, AU H A ST IEAEIZAT )
Identity Manager S A Ge 4l 5 /24
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2. WIAFIEN Lease Duration (ms) (ERIA{EZH 600000) .

A AR 55 AR B AN S5 (I ) o i BN OB AL . (E2, WRAR
Fras A sk M, AR JS R e 5% s AH P 810391 A HCAd iR 5525 AN REBIUE 95 . 1%
(E AN — 3Bl KB EAT BN T BE2 RS W 355 Rf A MEAF Gk R ST

3. AT Lease Renewal (ms) I [a] (EXIA{E A 300000) .
BEIE TR a3 I T B A5 R R s 1) o 2 A TR A iz 2= A E R, ]

EESEE
4. AT ¥ Retain Completed Transactions in Store (ms) (ZKIAEA
360000) -

MGG RE ANEAT Al oI BR 5 IR 255 T B AR A (I TR) (28D o BRAR S5 40
BBV EATREANE, SIS R ANAC A S WS I el # 5% .

5. AT Ready Queue Low Water Mark (ZRIA{E A 400) .

05 BRI HE A IS AT 55 BAS I 2 BRI LU R IR, KAl Y v iz
AT S EPIATE B, el B K AL PR o

6. AT Ready Queue High Water Mark (ZXIA{E/ 800) .

05U B I A B AT 55 BB e B BR A LA R I, A g e
FIBAT H S EBIH TS, el BZ PR o

7. AP Pending Queue Low Water Mark (Z(IA{E 2 2000) .

55 R ERE 7 (10 22 4 DA 2 AT 25 A T I R 55 o W R BB R /Il L v K
REARC, NPT B I AR AR, AR 1 2 55K il B 202 55 R A MEAR At

8. AT Pending Queue High Water Mark (ZXiA{EA 2000) .

5 FERE e BB A S A A S5 Ay B R 55 o A R BRIV I v K
Prbric, WPTAT R AR R ARIC 1R 2 55 K i 21 5 55 55 A MEAF il

9. MIANJFFEN Scheduler Period (ms) (ERIAE A 500) .

ROTH S ELRP NIBAT IR . HIsAT I, TR ook Is 1T 5%
MEEEBIIRS BRI A, IF AT ILAR A IPEAR S5, B, A5 HAT R A
PELARE N5 FE AVELAAR

10. Hitli Save %W E .
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e )
M5 BB F A B NS RE A D o 0T AE S35 R AP AF A P R 55 L
mHRFFIRE.

= {1/ "Edit Transaction Configuration" 51 GiEZ W, “HHEEMR”) ,
R DT AP R A5 AT FE AR IR (8]0 o, B S 55 R R BEAT
B, ] DU B AT R AL

{ ] "Transactions Search" 7 i LAFE e R 4544,  MIIAERE T LIRS 15 =5 45 S 441
KHVERE LA (I . 2800 OIRA. FH55 1D Y EPIRA RIS 1 8T 5 2 MO
KL PEBEEFIFS . XEFEAIAETER M FH S LU OS5, mT LU
ARSE S, AR — 2P 2K,

LY RF S
1. %% Identity Manager.
2. e B Server Tasks.

3. i} Service Provider Transactions.

Fi# ¥ B or SPE Transaction Search 71, 7] LAZEIZ TP Ig € R4

P HWRALGRFIS LR BRI e 4 F LR 45 . X T Accounts >
Find Users 7.

4, WRFEE, EHiEFF User Name.
X FE VA 2 5 HA 5 N F) accountId f FH P AR (1254

pe 3 W CAE " iR 2L Transaction Configuration” 71t B ATAT H
& ST E A P s, WEMISE SR, Fln, s efIbeE
A EENX AT A AP EYE, R PLUE AR YE "Last Name" B,
"Full Name" T2,

5. WURTE, THIEREN Type #%.
RAVFEIEREE R F 5%
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10.

11.

12.

13.

W T, WEIEFEENXT State #1%
K AVFEERAET LN E @RS 345
> Unattempted 7= WA IR 1) F 5

o Pending retry X/RIXFERFS5: DX —kEiZ R, BA oA
e JFUFRIE, BB R D FAS B Y5 C A F i PR

o Success X/~ NINTE RIS .
o  Failure £/r & E U LA — AP AMNBEF% .
WURTREL, IEEERE AT Attempts % .

X AVF ARG 55 O 2R AR R IX e 55 . R BRI 345, Bk
HASE Ly A BTG A PR FE B PR

WA, WEIEFEN AT Submitted 145 .

X AV F 55 IR AS I RS AKX e 145, DL/ L 2 Bh iR ok 3
WL TR, 15EFEN X Completed % .

XAV S 3455 50 UK I T 20X L6 5145, DU/ 3Bl R ok 3
WERTEE, 15ELPE ST Cancelled Status 22,

XAV 452 17 DU R I i 45,

WERTE, kP-4 %) Transaction ID 4.

X FEVFIEARYE 345 ME— 1) ID $8 2K He =45, il FH 922308 100 mT IR 4h 785 S N 1) HH B
EFTA A H E Dk ID HE R F S

WERTEE, 1EEPEN X Running On (WF— & k%55 .

X AV IERIHEAT S PRSP HE R IR 45 A3 0 RIX LR 55 . RS 2% HI AR RT3
FTERENAIK, BRIEFE O waveset .properties XA #E 5

R 1R 4 R AR B PP IR AN 5% H 2

REIH SR A B f e MR B B2 M as KT, AT
E{ERAN
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13-8 HRFS

SPE Transaction Search

Search Conditions

™ EuserName [contains =||
I~ ElType: [T Creste [~ Update [~ Delste
[ [lstate: [© Unatternpted [~ Pending Retry [~ Success [ Failure
[~ [Hlattempts Imorethan '"1 'l
- [E submitted |morethanjl1 leour(s) ago x|
- Gl completed |morethanjl1 leour(s) ago x|
[~ [Ecancelled Status ICanceIIed 'l
™ G Transaction 1d |cortains |
™ G running on |contains = ||
[Z] Limit results ta first 20 =
Search |
14. #.if; Search.
o TR
15, WURTE, 4 i 45 B Ui Y Download All Matched Transactions. 1X
KA g WARAE N XML k&S0
x AT DA I R A PR (Rl 35 5% . EFRLE RTINS, RGHad

Cancel Selected. & JCiEHUH O ¢k S HUH M F % .
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=REHE

LA Identity Manager &3 53 £ & ol i I TR BB 7] 5 Y AR 55 S A3t
i T B

BT R AR IR

BIMES T, Identity Manager i ik JE T 41 2 AR S AL BRI SR M 2548 . 7E
BT A RSV b G AT P AN, iR LR L

JIR 25 B A48 75 /B D HA R e BRI 32 4441 241K Identity Manager H1 /.

P A28 M 7T LA 2 Tdentity Manager 41204 FR, BT LUEXT% 1D, 1%
T Identity Manager “EFC 57 % ' ) Identity Manager Organization
Attribute Name Contains ID 7B {1 &

AT LLAIE Identity Manager 73 2 458, Jf DA S ZAEIX S8 2105 P 5 20kt
HLVE T =ik . AL RR bR, A Z 4230 6 A4 FR .

M 55 AT P L F SR R S5 2 P AT R PR IO ZH 27
o EAAIIAE H SR 55 A% DR IR UL b i B S

o HILEH AN ZEHALYIRNTEEEE T EEN .. B E
DS LA FRAHUCHL, A A 7 2S5 . an F 8 3 DL s
Top:orgA:subl, W subl WIUAAHETEMRSSEHEr - A LU b
i

o WK E YIRS Identity Manager 412U, )24 iR 45 $L 41t
FIH PR Top HZARI G . X 77 % Service Provider Edition % 3 71 71
Top " HA MRS RS FH AL RE R AE B EE ] 7

Jo PR T A 5 I 55 AR A B B AT I R (K

POIRTHE K, N EAIE Identity Manager B 51, SR JESINAR S $2
LR P AR . EA R 2 T Service Provider Edition {F45 (KA R, A LI
SYECLH P (4 Edit User UL Security JETIRH) o S22l 2n] 5 B L 17
ATLME S IR 5 B Bt o @ T T MRS5S A v P B T A B st 385 H T A7
Identity Manager 21 [ .

i 3

£ % Identity Manager AT I 25 K, THS WA 5 5 “HAL”
TR “RATE L .
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BEEEIARTERR

TERZ T R 25 A Ak 1 P I A AR RERIA sV B, 335 A0 P R 254k v P 25 28 B £
. TLLREAE BE 53 f (O TC BN AE XS SR IN B &7 s — A 824> Identity Manager ]
SRR AR

LA SCRL R o s A e, E R MO T o T EE R AR
HIH P IARE (B Service Provider Create User) o

PO DU ORATH TIRS SR H -, e Identity Manager R4EHL
B IR

I AR F R BE 5% A (0 73 BCHEAT 24T, ) "SPE Configuration” 1) "IDM
Organization Attribute Name" A& WA JHII

BRARZSRHEBEERARER
B H RS AL 5 i B 03 A (0248 (SPE AT H) , i {l H Identity Manager i
WICK RS E N R R LU EYEBCE Y true:

security.authz.external .app name.object type

Horp app name 2y Identity Manager N FHFERE (A HL G S . object type A

Service Provider Users

A LA RS Identity Manager NIRRT (9l 7 38 53 S a2 5 iinD) FIREAS X 4
RS ZEYE. 4ar, M2 SRR SR Service Provider Users. #AIA
{H N false.

#lhn, #% Identity Manager 45 Bl 61 3 H] SPE ZRHE44 B, 155 RGUAC B RN
MILL N s P B Bl "true':

security.authz.external .Administrator Interface.Service Provider Users

WA R 45 5 1) Identity Manager SIS A5 R R PAE . GRCED false) T
SPE ZeABA5 3, WA 25 T A SR AU AL

JA ] SPE ZABE B, BRER AT 2 A S HAT (RIS B BRI 5 22 I 18] (1435
Ko XEEZETIHE FURT AR AR 21
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RERFERESAREEAAR
TNC AR S5 PR OE R P B O A €0, U PAAT DL 2D BRAE S B A (R E 1 NS
il BCREA N A L e (T -

E LIRSS PR Ok R 1 A B DA 0 2 i, YO B B (0 SR |
PO AURAPERS . R VES S BB T RO . s Ziide
SE RN authType A REAEHTXLE N, BT
SPEUsersSearchContextRule. SPEUsersSearchFilterRule.
SPEUsersAfterSearchFilterRule. CapabilitiesOnSPEUserRule.
UserlsAssignedAdminRoleRule. SPEUserlIsAssigned AdminRoleRule.

Identity Manager St 7 FEGIREIN, S AT LAASE I Ser 4 R0 o ik 5%
SEOERT R B O A (0 B IX L . #5AT LAE Tdentity Manager
235 H 5k ) sample/adminRoleRules.xml H1 4L S SL50 ],

A RN BRI QX LR BE 25 K, 152 W Identity Manager
SPE %

1. 7F "Security" £ K 1, #%$ "Admin Roles", 5.1t New 4T 7T "Create
Admin Role" 7L,

2. fEEHEMENLIR, JFiLEE Service Provider Users K7,

3. TEIRLLU NS ITRERE "Scope of Control". "Capabilities” F1 "Assign To
Service Provider Users" 11

EEEHEE

J 55 BN R L A B O3 A G P RN TR T i 52 S VR4S %€ 1) Identity Manager 5 2

fA. Identity Manager #: 2 H] /' ok Identity Manager R 45 $¢ 1k i i 28 F il LA A

IR AP PERT I o ARAE SRAE H S P S AR S5 Bk g P, D & sl 4 i v
.

SRR DL RS ERAL g P & B L M s e Bl FE g LR — N2 AR E
e User search context — 5 i /& fiff F ML NI 2 SCARE4F R TR R

WARARE N "None", WIERINIE R BT SCRORACE ) IR 24w H sk il
Identity Mananger %t i 5 & HUEEA R 30,
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User search filter — $5 ¢ R 1L JE 2% A& N HH A & SCARF 47 H o

PR IUR S SR [P ) SOA 744 £R N A 2 BT 4R 1 LDAP e (8 Rl g &
TR, AR R SC, XS OBl T A B G A T e 4R
ST MIRLE AR 55 H 7 1808 IS R DRSS 7, DU DR AR IR (BT 4 ] AL 23
HC T it AdminRole AT/ ToAUS ] H FAEAT 7

After user search filter rule — ZEFEAE N PR AR S8 2% /50K B H )

AR X R S5 R T P H SR AT A UG LDAP ¥R 51217, FErTvPligh 1A
fiffi g LRI SR P ml 7 in) iR a0 42 (DN
YT EAS A LDAP H P @ (B2l s B %0 ) wfi e P e 15 N AR 3 Sk

(PN R RNy, o A AR SR o AN R 55 S A1 ps P H % (121 Oracle
ey e o RACE) e i g kS, ] U %2R AL AR o

1EELRE
J 25 Ak R Y A B B3 AR I BCRE ] 4 s SR P O P sk i) 16 B 25 S A4 e
JUEATHIBRERBLR . WS R AR . QU B S BRSSP i i, 2o

TR EBURE -
7t "Capabilities" LI |, TEFEEE N %4 B 53 A (5 H ) "Capabilities Per User
Rule".

BREERAEPELRSRLERF
M 3 R R A S N EAT DA LU S A2 15 1 560 TR 2 0y B O3 Ay RO, mT LA
Rl 55 AL T P B DA (0 s A b FE S R S5 B A g L

Hili "Assign To Service Provider Users" #ET -, 4R J5 KEFEEE 0 4 e B R0 o

i 3

WADRONREAS SR ST A P 7 SR e B B3 ST ) IR PR A B B
MEESGEH TRERRK U T REREN R EN true:

security.authz.checkDynamicallyAssignedAdminRolesAtLoginTo
.logininterface

JIT A S ERIMMEA false.
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TRBRSRHBAREERAR

BRI OLR M AS 3R A rs T mT LUK 73 FE 4 A AT TPk Al 55 B A P P A B2 B A €8 70 TS
(EREFE) 4 LAl [ A ) e e S5 3R B R T

S L, AT LA SRR S-SR L BLAEEG Tdentity Manager JiL ST H AV R4
AT I 2552 0 P P2 B 53 20 AL S 030 04 0 R L0

R4S LT S B A G IE ] LU RS D ECE SR, TCib e i, X ic
HY RO P A (0. XS G AT AR AR > — A TR ik AT LA
BLUAP iR

EERSREERAP
A4 58 Identity Manager & 2RSS B H P P BRAIE B . A& B
ES
o JHPAN
o QUEH AR
o RS AR
o MMBR. HUH 2R BCIK T AR BRI SRR B R

FHRZHR

AR S HR AR, A R R T AR S R P r BC A RN L. KO B R AS R
PER RIS GES RIS 1 Identity Manager Organization Attribute
Name FBART M. I, XN LTRSS H MRS 3 o B i - & 2EE
HHIEHAC -

Wik T Identity Manager Organization Attribute Name, Jl] "Create User" 5%
"Edit User" 51K Won vl FIZL G 2100813 . BRI DL N Won 8N bR, ]
PUME SPE I & H LA BoR se B AL 2R A

T ] LLIE PR S PR oA 2L A4 R R P e R 8 mT AE Al 25 S v P 4 B o i v
AR AR S 1 B T DA 28 B2 P A B 0%

iE PUAE AT Bl 554 A R A B 500K AR 7 TD R B SRS
A M "Policies” 1 3kHL SPE System Account Policy.
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B FH A FAmK A

A W g5 kv Al S AR R 5 S e H s oA o i SRR 7 BAy Ul B8
ok, KLk R EERCR AR AE T IO H g B b, BRI AL Il A
FRIX LR PR A SR o

= Sefit T T BRI IR S5 S R P R R o SO
AL AL AR S R AR M B R R B T R . AR AR, 1
Z ), Identity Manager TAFiit. & F ALK

SO RS LR K 2

1. TEEE AT il Accounts.

2. il Manage Service Provider Users L1 .
3. iil; Create Account.

3 A5 BRI I 25 B AL 7 FH P 3R B, SIE B s (1) 7 B R T e IR 45
R H 3% "Account Attributes” & B BLE) THECE KB
Peo T H, HEAHP (BINmZIEEE L) RCEIEE, R R
MBS R B, ] DR e e X e B . 1B
CIRYSE RS2

4. AR E A BN E
o accountid (T BN BLIATBD
o password
o confirmation CiX &%)
o firstname C(HFBBIHFEBD
o lastname (M7 BCh LIHTBD
o fullname
o email
o home phone
o cell phone
o password retry count

o account unlock time
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8 FH 57 L8 M " Available" #1138 th it BT Fr 85 /) "Resources” .

Account Status H T W oRilk 7 ab T80 B 2 MR ERBUEIRES . iz Iiomg P4
SE SR BRI E K o

13-9 B M 45 S AL RS FH P Fg

Create Service Provider Account

SPE Directory Attributes

accountd | X

password |

[l confirmation |

firsthame I

lastname | ¥

fullnarne | e

email I

homephane |

cellphane |

passwordRetryCount |

aceountUnlockTime |

Available Assigned
=
Resources =
=
e
H
Available Assigned
Admin Roles <
=
<=

Savel Cancel |

i 3

ZAR ARG A BRIk P T w2 UK JE I Bl HE 78 Brsink
JEVERE . B, RS X firstName, W77 SR AE T H sk bk
W firstName {EXT BT . (HOEAEMVIRIE R fG, WXLk
MBS HEIE R R IR . IR T2, ] e PR IR &5 $R AL i
H P 3R ke
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7. i Save LAGIEHI K

HRRSRAEAA

I 25 B A1k Fe A m G B R RE, T A I B PR o SR DGR PR v
(A LA e R, sn] g d AR A5 B LD T .

FEPAT RSB R P O BE AR, 15 4E Identity Manager 511 7 ) Accounts [X.
B+, Hiii Manage Service Provider Users, X5 4 A8 2R {1 Search.

PUR F@ A 2 T R S5 SR i R T g :

o MR

o HRER

o MR G 2 FCb ) AR BRI R B
o BEMRIEM

SRR
BHAT RS PRAETT H P I E B8, 35 M "Service Provider Users Search" 7 #idy
Advanced, #RJ55E L N

1. MFIRPEFEPTFE T Attribute.
2. MFIERPIERPTFE T Operation.

i AR L YRR BRI AT, FLR IR 6 2503006 AL FITAT $i 5 (1)
AFe

3. WAP LR, S5 Hdi Search.
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13-10 HERH
Service Provider Users

Create User... |

Search Users
Basic Advanced | Options

Aftribute Conditions

Specify a list of attribute conditions that users must match. Users must match all conditions.

Attribute Operation Value
I || accountid ||| contains =l
Add Condition | Remaove Selected Conditionis)

Search |

AT DI DA 328 T505 in sl 5% g 1 2 1F o
o il Add Condition 47 & H 11 )@ k.
o PEFUIH JFHi; Remove Selected Condition(s).

BRER

MR 45 PRAL R R 45 Af WoRTEd b, Wik 13-11 th R Sl @ bEmsibsdl, W
FAT BRI G RATH T . s S R I R Tk £ JB

FHF R TR R, E—T. T —TUMRET. FEI3AHE P AT
1% Enter 8, nJEkFEREFE T,

LG, R 4.

13-11 il ANl

Results

n ¥ lasthame objectClass m modifyTimeStamp firstname m

inetorgperson
organizationalPerson
person

top

[T Connector User FSWCannector 200407291952447

top

person
3 -
organizationalPerson
inetorgperson

test 20050830200345Z [B@ cahd?f
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IR R SR, W] DUINER ™ e B sk 1B, ot ik A e

AN RIE it Delete %4 AZ3RAREFTITMIER AL 00, JF R ARIES (GFZ
T MHBR S EOH 23 PO P B BRI P I BERE ) .

IRR . BGH 2 Boig A SRR P RO I%
SOMIER S G 70 BC ik sesigd B P ik P RO e, T AT BUR 2P BR:
1. %5k #) Identity Manager.

THAESE A L Accounts.

.75 Manage Service Provider Users.
PATHAL R PR

PP

Hiifi Delete 141 .

WA EE, TR AN AR T

o Delete All resource accounts

N o a » N

i BIER 6 EA BIRR UK, (L AA R AR AT AE . ATIE PR
JE AT BT OUAI  (URR B 2 2 f v R 7
.

o  Unassign All resource accounts

x I 23 TC 8 R N e 2 B U 43 TIC o BB 4 IS 2 g e U At ok e
Feo WUM P ICBHUEIN, AN IBR 2 UK

o FRBRERE ZIRM PR

= PRI R R M P A B K ™ 2 ) (R, AR ANIIBRK P o
A MR T IAC, DS P REAT J5 S OB R BB Bk
ERAE YR LRk .
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8. ALLYE Delete. Unassign 5% Unlink 1|4 5 — 82 AN T kP — A
=

9. EFITHMSKS R, Hiid OK.

13-12 TR B 2 ik s R 1)

[~ Delete All resource accounts [~ Unassign All resource accounts [~ Unlink All resource accounts

Delete | Unassign | Unlink | Account ID Resource Name Resource Type | Exists

- uid=test,ou=people de=central, de=sun,dc=com | LDAP (SPE Directory) | LDAP es

%I Cancel |

W ENFIEIN

AT LA BB R 55 S Ak B ) 8 R R ot
1. {EsRppip i Accounts.

2. i Service Provider.

3. il Options.

E XL IR 2 {1 A AL IR O I 2 5 W48 2R 45 R SR T
A BN R RERAR P RE R, Jf HACS B E AU B
HWRA .

4. ‘it A Maximum Results Returned.
5. %I\ Number of Results Per Page.
6. &k Available Attributes L £ (1) Display Attribute.

422 Sun Java System Identity Manager 7.0  &Ii5wg



13-13 BEE MRS AL T P 148 Rk 0
Service Provider Users

Create User... |

Search Users

Basic Advanced Options

Options are for Basic and Advanced searches and may require a new search to take effect.
They remain in effect until you log out oryour session times out.

Maximum Results

Returned |1DD
MNumber of Results
Fer Page
Available Attributes Display Atributes
i o | |lasthame
ohjectClass
= | |accountid
Attributes to Display == | [modifyTimeStamp
firsthame

Eigll

REARPSRE

i B ) e 2% P D THTRE B BRI T xSP R g (g R 1 B IR 25 7Bl o I e A5
AT R FE Ha] DA AT B e o 58T DUE e /U, A8 e o T 2 [R) 1 S AR )
s T R 8 B S MR R . A% B SR Z P T v AE 1B
152 W, Identity Manager SPE {3 .

B 7w oE B B R SS REE S AR LLAN 3 mT U A e IS BRSO 38 S A IR 45 52 S
R e PRt T AE K ™ TD FHE i S DL Ak - B ol e N IR O R i
AT LM#H] Identity Manager & 5. WRTE 2, A7 LY s A E ol Serviet i yE#%
SEHLEHEGUE IR 5% . XK VP S VT IR RS (41 Sun Java System Access
Manager) /%

=3
A FH B PR (R B 280 P i, P RT LA %5]5&?%%5’]%%&%%9@3%
AR, JF R R A IR A o < DO R 5 LR Thse

o ik (FRHD , GFER T R AT RHIE
o VENE
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L Sl

o HPATH

o U In] T

o HZnHbHE T

o AbFEECH A
o AbEERCENG I
o FL BRI A

o HiiF

x Identity Manager f#f HJ50 UERIEATVE N . AL SRVFIZER PRI 24T
Mo @i, 4H 7 Betty Childs WM, ai R AERAIE R 11423 Betty
Childs [f14c H  CBL& HFIBAEHLEE behilds@example.com) , 4z
2N o

AL RS RFE AA M o XS T . AT RL E e SCBL R A

o L

o PCEEI (BN R G SR IR IR HO

o AN/ MHRR

ARAE X PELEE, 12 Identity Manager SPE % .

E AR

BB N o AETEMHYIIA] AT LB E S s Ay il R A R
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13-14 "Registration" 71

Java™ System |dentity Manager Service Provider Edition

Registration

Fill out the fallowing form to verify your relationship with the service provider

Firstname |

Lastname |

Motification address |

M Cancel |

"Home" REMELEXHRRE

K 13-15 S T i) "Home" e 35T~ AIAE B SCAF 0O . I Al B s 5 ID

R, 5 B 0 S A0 8 A ) 0
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B 13-15 "My Profile" 7T

Java™ System |dentity Manager Service Provider Edition

Sun™ Microsystems, nc. |

:--._H?..'.T-'Em:-, My Profile ‘

J Password | User ID | Motifications | Challenge Questions

Change Password

Enter your new password and click Save to save the new value.

0ld password I *
New password | *
Confirm New #
Password
* indicates a required field
Save

Done Proxy: zosma

I R0 e v S RSP g H P R R2E . 224 H Identity Manager A [l 4542 it
P P B LR R S, R B R S PR R R o LN A2 T ey
TENR S5 P AL ST b 5 H )28

o WCEIRZD
o AR
o JAENFE LRI
o IEBHIS

= 3 M Identity Manager [¥] Resources X 15[ %% 5 41) ¢ Hh i 5 il 25 S A1t
[EIEEE
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=Gk

LB RS SRAE R RI A, W51 199 DU LR “HCE R oh i B g 4 02 U5 10 [ 0
S o SR SRS I, AR E LR eI LR F IR S5  ft i L B0 TR AP R

e i%#f Service Provider Edition User {8 H ¥4 %51

e 1f "Scheduling Settings" Ft'l', 1% Enable Synchronization.

A 199 T B “PCEFREE” h U, R S B R A A i T

= T AN FL 25 ) IDMXUser #K1, 1fii<lF Identity Manager
BANHPE (EREZER, WS W “Identity Manager SPE &b
%” ) .

R, IR RAEIN 2 T 1) SR b R (g A P 1
NS N2 P ai

it Save T LLIRAF HEMS 5T Lo WIRAE SRS TPORZET R, W% 4 @ 0 JLREAT IR 2
WURFR A WA, WK R R RS CnAAiEARIS T o W, WER
J&3)) Identity Manager lx45#51f, 807t "Synchronization Resource Action" T i&+¢
Start for Service Provider I, ¥ )53 3)[F4 .

Wi

Identity Manager $¢4f UL AR S5 S (1L 15 [F) 25 1) 7%
* {t "Resource" #I|3& L ik 7 Brh B R0 ARAS .

o fEH] TMX S AR Al AP

- = =11

REFiELE[ES

BRINTEDL R, RSP R SE AL E Identity Manager I, i F RS St B )20
TR RSP IR BN [E 2D, IEPATCL N PR

1. {E Resources X1, 1EHEBEJHIR)S H1ili Edit Synchronization Policy LL%i%H
W o

2. i Enable Synchronization & iEHE.
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3. il Save.
TRAFREIS I, RDP RS .

FUEIRFRDPE T AKE HAEH, 3 M "Synchronization Resource Action” H1i%#% Stop
for Service Provider.

= D SRS AR SRR AR R R, AR B RS, R ST
Identity Manager 5% #% 5 4 f 0UA B[R] 22

EHH A

J 55 B A AT Th BE A0 5 s B Y P SRS AR 55 BORIRIBIAS o A 55 FIR LA ) Identity
Manager M 3T SIARST R BERT I Hak o AW AU R BT AEST . X
iz sz LU TR .

BT HIA Identity Manager H /'
VA A Ll Tasks.
H1il; Run Tasks

-

#i1; SPE Migration.
i NIfE— ) Task Name.
MFEKH EH Resource.

X% Identity Manager & s ik 55 S (i H IR S5 A5 1O B0 . AT A
Identity Manager HI /™ P44 2112 58 U R %

6. i\ Identity Attribute.
XA T H S I ME— 182 5443 (1) Identity Manager HH P& 1

7. MFIFHik#f Identity Rule.
X2 ALl Identity Manager HI ) i@ PEVHSE H s P A RR I AT . &
GNP LAV SR AR GEEON wid) , AR5 23 T8 I 95 U5 S O BEAR A 3% 1)
WA, DI H SRS 45 1015044 (DN) . iZRE nT LLR A 1D #5AR
K58 4247 1) DN

8. iili Launch ]335 6IiTHAESS.

a » »© N
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BcERR S REEEITEH

TEMRSHEBE R SEI T, Identity Manager 187 V1 H 0 5 R 40 T LU UH 5 48P
PSSR FAE . Identity Manager $#2{t T Service Provider Edition i 71 & 41
(BOATEOL N ER D % B AW i e o R 55 SR A A P il sk i i vk ik i

13-16.
AR

B0 F A& Service Provider Edition 5 1t & 4l 4k 10 5 221,

WS 12 5 “HIEH AR

13-16

Audit | Email Templates

Ym%H Service Provider Edition Audit Configuration Group 51

Form and Process Mappings

Import Exchange File

Remedy Integration | Servers

Edit Service Provider Edition Audit Configuration Group

Specify the events this audit configuration group will store in the repasitary. Select one or more actions to stare for each ohject

type. Click Add to add an event to the group. To remaove events, select ane or more items in the list, and then click Delete.

Select | Object Type Actions

Available Actions: Selected Actions:
Al | Challenge Response
Allowed Ay | create

Enabled Approve Delate

Filters | [~ |Direct0ry User j Assign Audit Policies = | Maodify

Assign Capahilities e FostOperation Callout
Attestar Approved Pre-Operation Callout
Attestor Rejected == | |Update Authentication Answers

Bulk Change Passwoard LI

Username Recovery

MNew | Delete

Ok | Cancel

SR
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A&

Bz A

Ih Z%H 8

LA #5347 LU A Identity Manager fir 24T 541 I #4047 Identity Manager i

1h { $class | $command } [ $arg [$arg... ] ]

H

Rt RA

BB 2 RRERD, WA 1h (NERMMENSHD .
BUE BRI AR

f#H 1n dy 4, oK gAVA HOME BEE K JRE H gk, % H 5 Java Tk
TS0 bin Hko BT E K 223550 57

WHREH Sun FIFsHE JRE (AN JDK) , T I H A7 E N C: \Program
Files\Java\j2rel.4.1 01. ULHREEW Java (fHAT MM bin Hk.
IEHF, ff JAVA HOME & '# 4 C:\Program Files\Java\j2rel.4.1l 01,

SEHEN DK 235 2 A Java AIHAT SO B, K gAVA HOME BN ELE
IEffi bin/java.exe SUAFMIRAI Jre Hxo AT HA 2, ¥ JAVA HOME
WHE N D:\java\jdkl.3.1 02.jre.

¥ WSHOME 45 ¥ 5 2 Identity Manager %35 H 3%, W1 N Fin:
set WSHOME=<path_to_identity_manager_directory>
o, A AR BB E N B R H %

set WSHOME=C:\tomcat\webapps\idm
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= £ Unix R4 L, Bnzis Hsaeag e, Wk is:
export WSHOME

export JAVA HOME

V4L

A

WA REI 4, W com.waveset.session.WavesetConsoles

=)
AP

DAVELL 22—

e config— JAzNLE HEFEGmEE S o

e console — )13} Identity Manager #5il 5
e js— Vi JavaScript F£/¥ .

e Javascript — 5 js Ml[A

e import — A Identity Manager X/ %

e license [MEMI] {status | set { &4 }} — & & Identity Manager ¥ "] ilF%
o

e setRepo — & '& Identity Manager & 45| R4i5 K.

e setup — /i3 Identity Manager ¥ B3R, AT LR EVFATUER . € X
Identity Manager & 5| R4(5 KA ARLE SO

e syslog [IEH] — MRS HEPHREUCR.
e xmlparse — HilF Identity Manager %[ %) XML,

e xpress [I&J] Filename — X FREA K. HROEIA -trace O HIRE M
H .
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15
* 1h com.waveset.session.WavesetConsole
e 1h console
e 1h console -u Suser -p PathtoPassword.txt
e 1h setup -U Administrator -P PathtoPassword .txt
e 1h setRepo -c¢ -A Administrator —C PathtoPassword.txt

e 1h setRepo -t LocalFiles —f S$WSHOME
: AL/
license in %

H

license [#&JH] { status | set {Z¥} }

N
B

Vil

e -Uusername C(UWIRMCE K, CEm4)

e —P PathtoPassword . txt Ul FEHCE #5205 LU 50
set JEHMZHNIHLL -£ File TE\KoR.

{31
¢ 1h license status

e 1h license set -f File
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syslog i<

&

syslog [T ]

EI5T

e —d Number — WoRZeuiJLR  CBRAME =1) Hidsx

o —F — AR E R N B Al sk

o —E— (R E GO R Bl B0 )l sk

- — AR EE O A s DA O gl CERAED
-X — ALREHRAE A IR Can iR
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Mi% B

BRI X EERB SRR

fE4% % Identity Manager BEHLSCRIBERIE, ] DU i ZRIL B BRI A i . I

g
o HRLTAF — AVERRRBEE BTN R A
o PSS — JRE BALARISU IR  T 2t

% 3 FER— 8z, AT LR A G 7 5 A0 A e S

F

BECAF 2 AE A P AR A 745 s 745 (R IR 74
Identity Manager BCHLICRS B RHE SR D e SCHF LU R AL 717

% B-1 SCRE I T F

BECFFF A&

a5 (?) EEREE—NFF.
f5lan, $2E t?2p IGILELIEGN tap. tip A top %57'31"1 25 ball???? JZ A
%40 ballpark. ballroom #A ballyhoo 517, {ER2ASEHK ballet 5
balloon, B J7iX¥i77E "ball" ZF&EIE??IE’P?&

£5 (%) EREE—HFHF.

f5lan, #%E& comp* SERUFE comp FFLEEZE LA, a0 computer.
company 3% comptroller.
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AN N— i K
EiHIZE
BEEFATFERAS. B HRE R IR TUMKRE., NEHK/NGREWTT
A ES. WY, SWEESUREE SRR, #i <CONTAINS>.

pE HAARIZES (AND. OR M1 NOT) FUERFfFE &5 (i
<. =Hll=) ANERAFHRTE S

IR AN

AR AW ALH B L EIS SR, RSSO ANS T4 g i2 ATV . AND
BEARR T OR IBH AT, B, LLFAf:

resource AND adapter OR attribute

H AT

(resource AND adapter) OR attribute

R B R ) REHEAA N "adapter” Fl "attribute” PN FAT—AN L5 "resource” —
A, WIUE IS, R FR:

resource AND (adapter OR attribute)

[ER N— et N

FINZERT

WIS 3 B IR B R TR R I AT, S A bRk RN IS SR
<AND> KA G EHICE.

G A H PN 2R T R B — e Ie EAF (B <EXACT>.
<MORPH> &, <EXPAND>) , NGTA AiX 2617 52 BRI\ Tl I H AT <MORPH> #4l

RTINSO SRR R I BE A A Ia S A
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% B-2

T SCR SRR R K H I S iis AT

EBHA

ik

]

<AND> = AND

<CASE>

<EXACT>

<MORPH>

<NEAR>

<NEAR/n>

<NOT> = NOT

ARRRMEFIEF .

S5HERBFRAANEE.,

;E: Identity Manager B#1K XS &Eiflid
ERRENXSANE, BELFE <CASE>.
INERARD KNG, B 7 ICR i o 55005
NEi75 <CASE> &£&1E M.

EHEHE SR EF IR,

EHESEEFNENTIHRIY, EhE
EEH. ZEXMSRAE. FENESH
ZMERMN. WS ERREPRIPTERIE
WABERHM AR .

EiIgEFIAZ 6B RAIEE 1000 4NAH
X, FAAMAREEEMIE, ZXHEERE
R BEHER.

T FIRZE ERAEE n NMFEIRAE.

i on BELFRE 1501024 218,

BT E IR EFIRDRIERI .

% "apples AND oranges" 1%iR [@ &
2 "apples" #1 "oranges" (FBR)
HCERI. <2 E—MEI
(=P

#ZE "<CASE> bill' &% "bill" T3E
"Bill",

% "<EXACT> soft" S &S
"soft" —iAMIXHE, MASEXES
"softest" 3% "softer" AY3THY.

#E "<MORPH> surf" &} B & H
"surf" #EISH BT AREYSCHY, N
"surfs". "surfed" #0 "surfing", AR
BIZEAYIA ("resurf") FNE A7
("surfboard").

2% "resource <NEAR> configuration"
BEXEAXFMAMEERAZE
1000 MAIHISCHY .

#Z "ouy <NEAR/3> sell' S &E%X B S

"buy low and sell high" By32#4, Eh
"buy" #0 "sell" Z B R i#Bid =M.

#% "surf <AND> <NOT>" & H4
"surf' B RE A& "channel" B304,
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Oracle

Mix C

mit H SR FEEN

VR B SRR T A7 R SRR A K 12 SRR 0 o T B RS AR o o ] RS s P SR PO 7%

Ko

* Oracle

e DB2

e MySQL

e Sybase

o I RO A

% C-4 JH T Oracle #3428 1) B A 2 A«

%= C-1 Oracle #ds 528 () Bt p =04

BT B

ID VARCHAR (50) NOT NULL
name VARCHAR (128) NOT NULL
resourceName VARCHAR (128)
accountName VARCHAR (50)

objectType CHAR (2)

objectName VARCHAR (128)

action CHAR (2)

actionDate CHAR (8)
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% C-1 Oracle ffs R R B B (50)

HEES |
actionTime CHAR (12)
acctAttrChanges VARCHAR (4000)
acctAttr0llabel VARCHAR (50)
acctAttrOlvalue VARCHAR (128)
acctAttr02label VARCHAR (50)
acctAttr02value VARCHAR (128)
acctAttro03label VARCHAR (50)
acctAttro03value VARCHAR (128)
acctAttr04label VARCHAR (50)
acctAttr04value VARCHAR (128)
acctAttro05label VARCHAR (50)
acctAttro05value VARCHAR (128)
parm01label VARCHAR (50)
parm0lvalue VARCHAR (128)
parm02label VARCHAR (50)
parm02value VARCHAR (128)
parm03label VARCHAR (50)
parm03value VARCHAR (128)
parm04label VARCHAR (50)
parmO4value VARCHAR (128)
parm05label VARCHAR (50)
parm05value VARCHAR (128)
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DB2

R C2 3 T DB2 Hofhi A 1 e A oA

% C-2 DB MR SRR
#ERES &

ID VARCHAR (50) NOT NULL
name VARCHAR (128) NOT NULL
resourceName VARCHAR (128)
accountName VARCHAR (50)
objectType CHAR (2)
objectName VARCHAR (128)
action CHAR (2)
actionDate CHAR (8)
actionTime CHAR (12)
actionStatus CHAR (1)

o] VARCHAR (50)

M5 7% VARCHAR (128)
Eg VARCHAR (128)
reason CHAR (2)

message VARCHAR (255)
acctAttrChanges CLOB (16M)
acctAttro0llabel VARCHAR (50)
acctAttrOlvalue VARCHAR (128)
acctAttr02label VARCHAR (50)
acctAttr02value VARCHAR (128)
acctAttr03label VARCHAR (50)
acctAttr03value VARCHAR (128)
acctAttr04label VARCHAR (50)
acctAttr04value VARCHAR (128)
acctAttro05label VARCHAR (50)
acctAttr05value VARCHAR (128)
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MySQL

442

*C-2 DB2 et I R M Bl e (48)
iR |
parm0llabel VARCHAR (50)
parm0lvalue VARCHAR (128)
parm02label VARCHAR (50)
parm02value VARCHAR (128)
parm03label VARCHAR (50)
parm03value VARCHAR (128)
parm04label VARCHAR (50)
parmO4value VARCHAR (128)
parm05label VARCHAR (50)
parm05value VARCHAR (128)

% C-3 9 T MySQL i 4 S 7 1) B i oA -

= C-3 MySQL it 4 57 ) Bt 4 s A

HiRES 5

ID VARCHAR (50) BINARY NOT NULL
name VARCHAR (128) BINARY NOT NULL
resourceName VARCHAR (128)

accountName VARCHAR (50)

objectType CHAR (2)

objectName VARCHAR (128)

action CHAR (2)

actionDate CHAR (8)

actionTime CHAR (12)

actionStatus CHAR (1)

il VARCHAR (50)

j[FE e VARCHAR (128)

Es ) VARCHAR (128)
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xC-3 MySQL Hii M i (48)

HIEES! |

reason CHAR (2)
message VARCHEAR (255)
acctAttrChanges BLOB
acctAttroOllabel VARCHAR (50)
acctAttrOlvalue VARCHAR (128)
acctAttr02label VARCHAR (50)
acctAttr02value VARCHAR (128)
acctAttro03label VARCHAR (50)
acctAttr03value VARCHAR (128)
acctAttr04label VARCHAR (50)
acctAttr04value VARCHAR (128)
acctAttro05label VARCHAR (50)
acctAttr05value VARCHAR (128)
parm0llabel VARCHAR (50)
parm0lvalue VARCHAR (128)
parm02label VARCHAR (50)
parm02value VARCHAR (128)
parm03label VARCHAR (50)
parm03value VARCHAR (128)
parm04label VARCHAR (50)
parmO4value VARCHAR (128)
parm05label VARCHAR (50)
parm05value VARCHAR (128)
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Sybase

444 Sun Java System Identity Manager 7.0 « &ii5m

R CA BT Sybase Hifls 7 AL 1 Bt A5 5

®C4 Sybase ¥ 2R ) Kt A UM

HERET &

ID VARCHAR (50) NOT NULL
name VARCHAR (128) NOT NULL
resourceName VARCHAR (128)
accountName VARCHAR (50)
objectType CHAR (2)
objectName VARCHAR (128)
action CHAR (2)
actionDate CHAR (8)
actionTime CHAR (12)
actionStatus CHAR (1)

il VARCHAR (50)
g5 2% VARCHAR (128)
ES VARCHAR (128)
reason CHAR (2)
message VARCHAR (255)
acctAttrChanges TEXT
acctAttrOllabel VARCHAR (50)
acctAttrolvalue VARCHAR (128)
acctAttr02label VARCHAR (50)
acctAttr02value VARCHAR (128)
acctAttr03label VARCHAR (50)
acctAttr03value VARCHAR (128)
acctAttr04label VARCHAR (50)
acctAttrO4value VARCHAR (128)
acctAttro05label VARCHAR (50)
acctAttr05value VARCHAR (128)




% C-4 Sybase Kl FE R B B (4)

g B
parm0llabel VARCHAR (50)
parm0lvalue VARCHAR (128)
parm02label VARCHAR (50)
parm02value VARCHAR (128)
parm03label VARCHAR (50)
parm03value VARCHAR (128)
parm04label VARCHAR (50)
parm04value VARCHAR (128)
parm05label VARCHAR (50)
parm05value VARCHAR (128)

B it H S 2R B R 5t

R C-5 AL AP I o v H S B0 R R 5 2 (D AL, X S 1 R
HUHR R TP WU S5 R . Identity Manager KAk &A1) 550 H A7 2k i il
M R, DAV REUE BT . P AN sk Be gt . AR,
TEAS AT T VRS 25 SR B it th i o] DU B AT

®C5 XFGBERAL, AR EIR S Bt s

it RAER BB | R BIBER | BRMERS iR EES
B AD ke AP R F
=Lk AG B cp 15 s
INikEag AP F G R CR

BIHLE AC i e

ik H& AL Pz N

RS IR AR ET g cr

Lighthouse Mk LA EFE CE

HRIE LC IS DL

BBl NT TBRK DA

XA oG I E & DP

T PO 25 DS
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xC5 RIGHERA, BAEA BRSSP (4])
HitRAER WIEER | R WIEERE | BERS Wi
Remedy ML RC Wi T bC
B S RA A EN
U RS Jazh LN
i3l b0E 3 RE n#k LD
ffith RL B LG
A EE RT R LO
fE5%57E X D B NC
fE555:41 TI DA U5 PT
(G geidl TS B 3%
H Us B RJ
TAERZES we R & RV
TARRERE WP HiEH RP
TARRAES WT &k TR
o MO
P Vi
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i D

mEE T EE

iz

£ 7.0 Z AT ARA) Identity Manager ', 38} [R5 i 5 0] H - B A1 BYE B[R] 25
SR B SR P B 5 A S U W S e A S Bl )28 [7) 3 AE SCFF ) Tdentity Manager FA H
BEEMEEESFED . X1 7.0 MU s hcAs, [R5 S n] i TR EL R D

L= =1
wERw
{1 /] Identity Manager %t [X 35 1) "Active Synce Wizard" W &G s [FL . Hm &
A EAEDER CRAPBRIEIU AN R E ) 5 91858 ORt B I 3[R 20 s

BRI ENED T, IEAE RS R P IER YR, SR)57E "Resource Actions' 1T
HF L Active Sync Wizard.

BEZEE:N

f#H] "Synchronization Mode" 5] DA & £ i 3l [] 20 5 il B b il e 45 (10 I 1 20
i .

MO LEZE I L H¥ -

Input Form Usage — £+ &% 2[R0 W AT . T B0 FH AP R
B, SRR IR IR G Bk . B, WA “YESIEP R AR
T, MR PARE T 2 e BT Bk T

o WIHILEFE "Pre-Existing Input Form" (BRIA) , WA ERE A1k D

* Input Form — ZE£RF 4b PIECE OB AOAM AR . Tkl B I H fo iy
FERG R AE DR AT 2K ™ 2 BT JLEAT e o
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448

e Process Rule — (A[iE) EFE N REAALNIK 24T (I RE RN . 1
RIS 78 5 A AR I a0 R FR e R R, S R —ATie Tt
e, TS wEIs r LAt 5 & anfel . BERT DORBERE LR, Wl DU ERE A
FRIG PR HLI .

13-17 WAL R R, CAAERPIEI
Active Sync Wizard for LDAP

Synchronization Mode
Chaoose the synchronization mode to use for this resource.

I1||nput|:grm * Use Pre-Existing Input Form
Usage ¢ UseWizard Generated Input Form

[Elinput Form [ None =l

[ilProcess Rule
{optional) |N0ne J

M Savel Cancel |

WIRIEHE Use Wizard Generated Input Form, i 4k4L4T X DL N T8¢«

> Configuration Mode — EFEAEIN 5)) [F] 25 0] 5 P AI HIFE A AL A2 ey A
3o BRINETUR LRI A RGP s, ] s SR AR A
BEREREI o

o> Process Rule — UNAEEHACER A F TR, ) (k) AEEAMMENIK %
PEEISAT RS RO o e 02 78 o5 B A LAt I, Gn R4 e BERE RN,
W25 AR ATIBAT %3RS, T st s n oAt 5 B el o BERT DU HERE 44
R, AT DS HERR 44 B APPSR

o Post-Process Form — (NAEEHEER AT T, ) (k) EEFEREIT
WENED W FAERR R Z AN, EEE TR, R E RIGED
) S RAT R E .
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13-18 WA G R, ) G R R B I
Active Sync Wizard for LDAP

Synchronization Mode
Chaoose the synchronization mode to use for this resource.

I1||nput|:grm " Use Pre-Existing Input Form
Usage & UseWizard Generated Input Form

[il configuration

Mode " Basic @& Advanced

[ilProcess Rule
{optional) |N0ne J

[ilPost-Process
Form |N0ne j

M Savel Cancel |

i Next k224 H 11 5. 7K "Active Sync Running Settings" L[]
BITIRE

U S VFROA TG B [P L LR B

o JH3h

o iy

o Hi&

BahizE

FELLR BT e £ Bl [R] 20 J3 Bl L I«

e Startup Type — EFELL N ikIiiz —:

> Automatic or Automatic with failover — )53/ Identity system I 3 2l 4% 4L

o Manual — ZERE 5 H SRR .
o Disabled — 22 %4,

e Proxy Administrator — VK ACH BUR ) B0 . A AR 2 o2 I A
PG BLREREAT AL . TS NEaze 3 FAT 25 T R B AR AE B 6
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RiRE

U SR A BB S W T 40 FTRTIN (R 23K, W R WS 248 i I TR TR R4
WCR AW IT 4R H IR ) 28 22, W Identity Manager KA i o £ SRS 16 7]
BEa At S F O (KD T AR S 18] o 5

o FE200547 H 18 H (AEM—) KB EshFD &®IE
o KR E AR, PN 200527 H 4 H ORI, iagE B

\\\\\

BERREALT, BT 2005 45 7 H 25 HIFehE#H CF—PMEH—) .

USRI H B ], WS U4 e BT A e Wl AR J532:, AR Y,
PR 55 A5 0BT IR BN, i sl R0 OB I T DI R ST IRk . SRR 50k
7 BCEIT hn H YIRS [R)

PR ) T A IE I

e Poll Every — fR@ IR . TN — I EUy, RIGEFE L CRL /D
W g H BEiED o BRIASAAL R 0

* Polling Start Date — i A2 — MR BE IR T 4a 10 F T Ciis 3
yyyyMMdd) .

* Polling Start Time — Hiy AR — AN FE AR TT 4G OIS TA] - (R

HH:mm:ss)

BEILRIRE
FE VLT R I 28 50 B H A0 AR AN H Z8 90 % 0] iR LE Il

* Maximum Log Archives — UIR KT, WILREEHH N ASHEIC . W R AE
T, WELZAH A HEC. Aoy -1, WERE H &3

e  Maximum Active Log Age — {EMLIN M B Jo, 520 H SR RS . dn R[]
A%, WIARAERE TR . W% "Maximum Log Archives" A%, WI{E
TR I T BEZ im0 8 H SR SR o A HTUIBR 26 K gt S T
"Maximum Log File Size" 483 (1) 5 A AT PEA .

NN, RJFIEFRIN TR AL R /NI, 2rey L BPEED o BRI
Ko

* Log File Path — fiy A Z GG BRI FSSCIER H R AR, H BSR4 5
RABRIR AL FETT 2K o

* Maximum Log file Size — #ii A\ &) H G SCAF I RN CEU A4 24 7D
35 8l H S SO RN B B KA I, 2SO . 402 "Maximum Log
Archives" J2&, WIZEFRE N B2 5, #W8) H SRR W S8 . e
ZAPK AT "Maximum Active Log Age" 45 7€ I8 F BIBR S5 A1 EAT VAl
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e Log Level — fii A\ H&EZ:
o 00— Aidsx

o 2—fFl
o 3— 4
o 4— K

& 13-19 JZIBATWCE IR B
B 13-19 WEFEPE S BATHE

Active Sync Running Settings
Configure how and when Active Sync is run for this resource.

Startup Settings
[i] Startup Type IAutomatic 'l
mProwAdministrator IConﬂgurator 'l

Polling Settings

[Tl Pall Every I IMinutes 'l
[ilPolling Start Date |
[ilPolling Start Time |

Logging Settings
[E] Masirnurn Log l—
Archives 3
[E] maximum Active l—l—_l
Log Age Days

[l Log File Path |

[Tl Masirnurn Log File I
Size

[i Log Level |2
Elackl Nextl Savel Cancel |

Huily Next 4k H 1'% . 7R "General Active Sync Settings” T il .

FAEMEATRE
A PR BE T S B RS LB 2 8
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HRSERE
Fr o€ TR R B D B R . B, XF T LDAP B8, DL R BCE A REiE

A

Object Classes to Synchronize — i ANZL [ X 5K B S H R It
%, LI A2 il SR LL A0 A1 X S ST

LDAP Filter for Accounts to Synchronize — it AN E [R5 (X 4 (] i LDAP
S . HSHEEN TIrA XS P g8 H SR £ & i 2 ik JE a4 A1
AR5, e TRluEds, WA N RAFE R IEE 20T HA S SRR
XSGR, AR AT

Attributes to synchronize — fii N 2[RI I JEPEAA AR G R S8 o 1 Z8 A ) SE B
IEREHATAT DA B PE, W R X LE g i, A ], 0
K AL BEEEM AT T . 2 T T S B RO H CERAED
PRy (SRR

Change Log Blocksize — $ii A &FX & LA S H G 4% H 4. BRIANER N
1005

Change Number Attribute Name — #ij A\ W05 H & 4 B i 5 e 5 & 1 44
P o

Filter Changes By — %l A\ H 38 B 53 1) &4 FR (RDN) LIRS . K vk 5t
sl 4 HILRC I B A JE 1 modifiersname 15 2.

GBI, FREE R e O #% (R B O 44 B . 4 H RS 3UNl en=Directory

Manager,

AHRE

Correlation Rule —  (RJ[iE) F§ 5 — AN IO I DL7E 56 78 905 1 U SR b i
SEIORIARIIN] o SCIBCRI U4 % J5ik /7 5 Identity System Mk AH G o

Confirmation Rule —  (WJiE) #85& —MURLIN LUA 6 8 B U5 1 B S s
i IR o

Resolve Process Rule — (R {%) ¥5 @ AR (1 3¢ H A E 2 M ILRC I s
ATHIMTS 2 LB R MR 3 N & B AT Fahie e . WEnT DL IEFE 2 FR,
o m] DL JERE 22 FR VA L

Delete Rule — (R[3E) 52—/, & 0T DUEF S AREANME N I P S B g AT
PEAd & 8] True B¢ False, A2 A& 5 N AT I BRERAE

Create Unmatched Accounts — WIXY true, WIERLARRF A0 1E Identity
System WAL BN MK o WA false, 3G C K ok p AT 3RS R0 [ fg gk
FERIEATIR .
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* Assign Active Sync resource on create events — UIIEPE ML, WLKETE B) [F]
AR 45 AL I 21 € i B T

* Populate Global — & A1k J" v i) T A @ MR 4R 24 i ActiveSynce 44 Bk [A] N
MR AT . I Rk PRIk i, WP & Caccountld R4 W r I T-42 )R
HRRAE ]

e When reset, ignore past changes — /] 8 ol B IE ML AR I, Ve 200 LA
M, EEEIEA L, 594 XmlData %% SYNC_resourceName L4 T 7
MIFEC R (B0 ActiveSync) Ml MapEntry . g T {0573 1& il 48 T
Al

o Pre-Poll Workflow — ZEFEHLE R IR EE W 2 BT HAT AT IE TAER.
o Post-Poll Workflow — JEHF 5l 7E SRS H 2 5 AT ATk TAER .
il Save B Next 4 5 CUCPRAT 28 W8 Y 1) i AL 1 v

o WIRIEEMH CAAERTIAKE, N Save PAFE R ) Sk IR ]
"Resources" 4|3 .

o WCRIEAEAEHT T S AE AN L, I Next 4848

o WHIEAEAEH basic FLEA, M EIR "Target Resources” Tlo (FEAFEHIR
MR 455 T LI “HAREE” . D

o WRIEAEMEH] advanced BCE R, W 7R "Event Types" 7.

A
A8 FH oM OB — WL, DA A 05 B[R] A B rh o 5 R A I R SR A ) AR B
s

XTEH

WA RD S SONAERG B [R5 G BRI S, AR B4 Hh K SRS e
IR IIR AL UL RS2 AR AP MR . — SRR 0 . MIBR. T, 4%
I R E 44

DEREN
SRR — P T 0 A2 75 ZWE G 2 R 20 S I H L . TR .
e None — NAWEE SR HA4:

*  Rule — AT A E 2 15 B WEE S [F) 20 S0 o AR FR IR T, W RS
TEIRA R A IR — A

e Condition — {§ H S 1A i & 15 ZW G 8 R0 Fih . PRI S, Ay "Edit
Condition" LA{# | "Condition Panel" & X 21
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i € FAFRIL I IR «
*  None — KA MIEFI KB TTE,

*  Rule — AR E HF0HEAL, WIRGEF IR, WD IUBSMEIE IS4 ik
AN,

e Condition — 1§ F 544 8 SFA-2R 8, VEHRIETN S, i "Edit Condition”
PIA# ] "Condition Panel" £ 5& X 414

il Next 284248 15, W78 "Process Selection" 7.

HIRIEE
L N 2 3 B0 [7) A0 AR S5 5l % 3[R0 A2 AR R P AL s, A P O o s
BAT I TAE B EFE .
HEER
AL TR RS, X P AR AT 1 B0 R D A R AR RIS AT A T AR R
HEFE:
e Rule — AJ LA HE 2 1R8I Aff e 2 A REANTE 3 [F) 20 S F S Bs 47 10 TAE I 5k
R . XRRNEFRFA R LR S AT IR
TEPRULIE TS, MR — AN R v e B
13-20 Vi B T 44345 52 N ) BT B Y "Process Selection” T .

13-20 WA FA T BERRERE D
Active Sync Wizard for LDAP

Process Selection
Determine which warkflow or process to run for a specific event instance or type of event.

* Use a rule to determine the process fworkflow ?

[l Process Mode )
" Use the event type to determine the process Mworkflow ?

[ilProcess
Determination Rule |N0ne j

Elackl Nextl Savel Cancel |

e Event Type — n[ M Hn AN FAF L6 1 SR IS AT TAEREGERE . ik 1oy 2R
NIETI
EPRIEIE DS, ARSI SRR R PR EIEAT 1) T AR e RE, 4l 13-21
TR
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B 13-21 WENFED R . BERRERR (AR

Process Selection
Determine which warkflow or process to run for a specific event instance or type of event.

" Use a rule to determine the process fworkflow ?

[l Process Mode )
* Use the event type to determine the process Mworkflow ?

[il create |Defau|t

[ilupdate |Defau|t

[i]Delete |Defau|t

[iEnable |Defau|t

[N [ X0 I ] I T K

[i]Disable |Defau|t

Elackl Nextl Savel Cancel |

Fuili Next 444 2. WR "Target Resources” 7.

BHiRZEIR
A PR P T 2 5 2 U A0 ) A

B 13-22 IR IR T HAR TR

Target Resources
Chaoose the resources to synchronize with LDAP.

Available Resources Target Resources

AIKT M

Elackl Nextl Savel Cancel |

1. M "Available Resources" X3 ik #— Mok Z AT, RJEH LR 2 "Target

Resources" [X 3 .

2. Huili Next k4L, R "Target Attribute Mapping” 7.
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B #RE IR 5T

AR SO REAS H AR BEEOE SCH b s TEBRS o

13-23 WEENFE A W H AR I

Target Attribute Mappings
Select the target resource and define the target attribute mappings.

Al

[~ | Target Attribute Type Value

Applies To

r |aix_account_|ockedj |Ru|e j |AccountName-F\rstdotLast

Add Mapping | Remove Mapping |

Backl Sa\rel Cancel |

x| | I Create [T Update [~ Delete

1. NEIFIFR k£ HARGEI . E R s B bs gk, 55 Add

Mapping.

2. MBS HAbREEE R E . SRR s

3. ft "Applies To" 51, LEFELNHIB ) — D Z A #84E  ("Create'.

"Update" 5{ "Delete") .
4. EPXTREAS B AR TR AR AT IR B

TNFIR P MIER B AT, TEIERZAT, 5 i Remove Mapping.

Hiti Save LORAT & PEMR S IF IR M BE A1
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5
"Add Attribute" #%#Hl 252, 253, 255
"Approvals" B~
ik 233
ik 233, 241
fii'E  241-254
"Audit” IR
fiik 254
fic'E  254-255
"Configure Form and Process Mappings" il 232
"Create User" 71 65
"Data Transformations" X
fiid 233
BiE 262
"Delete Identity Manager Account" %4l 235
"Edit Mappings" #4230, 231
"Edit Process Mappings" 7L 230
"Edit Task Template" 5
Create User Template 232, 234
Delete User Template 232, 235
Update User Template 232, 234
"Enable” 41 230
"Escalate the approval" #4249
"Execute a task" #%4l 251

=3l

"General" JEJil
ik 233
BoE  234-236
"Managed Resources" 71 99
"Notification" I <
ik 233
MlE  236-241
"Provisioning" #& iR
ik 233
E 256
"Remove Selected Attribute(s)" %4 252, 254, 255
"Required Process Mappings" 14> 231
"Resources Have Changed" %5 . 121
"Sunrise and Sunset" i<
ik 233
ME 257-261
"Timeout Action" %4l 248
"User Member Rule" JEINAE 148

L
£33
Account Index Report
it tlie 166
Active Sync Wizard, JAZ) 447



ActiveSync FJHEFEESE 454
ActiveSync FJ HAx % 455
ActiveSync H bz gL 456
ActiveSync JGiC#Y

LDAP %% 452

Yl 202

WREE 451

MEA 199

SR RIS 203

ANILRE 452

HRERE 454

RMEE 450

HAr @t 456

HARTEIE 455

a5l 203

JAshE 449

& 204

HEdswE 201, 450

WE 199, 447

SRR 453

&1k 203

FDAR 447

PEREIR Y 202

fREEHL 203
Administrator Interface

kP Xk 63
Administrators List

WEREHEMES 243, 250

R EA 240
allowInvalidCerts 276
auditconfig.xml 3 376
Auditor % 346

Auditor 5 ALRE 162

Bl 346
Auditor B IEEMEE 162
BPE. 155l Identity Manager IDE
ChangelLog

CSV %0 115

#4109

HwEMA 118

I sRmE 112

BRI 113
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T 109

B 110

R 110
clientConnectionFlags 276
clientSecurityFlags 276

com.waveset.object. Type 2§ 381

com.waveset.security.Right %[ % 383
com.waveset.session.WorkflowServices W [ f

convertDateToString 259, 260

Correlate via X509 Certificate subjectDN 312

Create User Template

ik 229

fioE 234

WU HERE 232
Create 14 79
createUser 231, 232
CSV #:( 78, 191

FEHC 190
DB2 #it i 441
Delete User Template

ik 229

W HERE 232
Delete iy 79
DeleteAndUnlink 4 79
deleteUser 232
Disable 74 79
Enable 7% 79
enabledEvents &t 381
extendedActions 376, 383
extendedObjects JE % 382
extendedResults 376, 384
extendedTypes 376, 381
filterConfiguration 376
FormUtil /5% 259, 260
Identity Manager

WoFES 50

Jemg 125

X% 34, 39

Meos s E 135

Mk 31
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F T4 140
EH MM 38
ity 35, 94

Fri
Identity Manager IDE 48

HHR 45
HF 46
Hir 32
g 37, 152
4% 53
ARiE 41
i PE 385
RIS 35
kR 235
kgl 198
PR 36, 97, 99
TEA 36, 106
MR 37, 146
Identity Manager T{EJiiH 178
Identity System 24, % 104
Identity System J& £ 7R 106
IDE. 5% Ul Identity Manager IDE
IDMXUser 406
installdir 276
JMS %, PasswordSync 270
TMS il #%3E R8s, A PasswordSync & 277
LDAP
k454 150
WENFLBE 452
PR W 239, 245
lh fir 4
license 433
syslog 434
% 432
WS 432
A 431
license 7% 433
Lighthouse
{5 HBE 370
ManageResource T/Eii 98
Microsoft NET 1.1 266

MySQL i iF 5 442

Oracle #H 1A=, 439
PasswordSync
JMS % & 270
JMS il S IE RS, AiE 277
©hE 267
wENESME 266
B 277
WL 302
RIARS-FSBLE 269
MR E 272
R AS e 269
i 265
IREEHE 274
BlE 268
BRI 278
Pk 274
S5 68 TAER 278
H#& 276
HIESEHTIRA 267
WM R 275
reateOrUpdate 14 79
Remedy %/l 134
Remedy LR L RIRLGE 166
Resource Wizard 101
Service Provider Edition
PRIENLE 402
YIRS 395
BEREELAE 414
Gl A kR 417
HR RS EE 407
BREFISEAFRC S 400
WSS 409
Bl B RBONE 402
BoEFD 427
FRERRMAORIE 413
Mg kP 421
WEFSEINME 404
HITMIELCE 429
FEFEAMEAEE 406
FREHARERE 398
MRA MK 419
TALE R 412
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Service Provider Edition Ji " & F 416 IS 305
soapClientTimeout 276 Mk 61
Solaris IS 320
BAMET 28 LAEMOIEE 169
3HF 28 %34 Microsoft NET 1.1 266
SSL #%Hz, Wik 313 4% PasswordSync
Sybase HilHiX 444 ek sAE 266
syslog fiT% 434 o 267
triple-DES fn& 315, 317 Er7gil)
Unassign #1479 Ad.d Attribpte 252, 253, 255
Unlink 14 79 Egﬁgaggg“gs 230, 231
Upd'?‘te‘z User Template Escalate the approval 249
fiiig 229 Execute a task 251
A 234 Remove Selected Attribute(s) 252, 254, 255
WRGTIERE 282 Timeout Action 248
Update i 79 M Identity Manager fik /235

updateUser 232
user.global.email J&1 252
user.waveset.accountld JE& 1 251

user.waveset.organization J&1% 251 B
user.waveset.resources J& % 252 R, WL 50
user.waveset.roles J& 1 251 s
Waveset & ALHE 171 Auditor 2% 346
waveset.accountld Jg 1t 259 Ead 208
waveset.log & 385 WEE 208
waveset.logattr & 386 EX 207, 218
Windows Active Directory %5 150 Jikl\‘ﬁﬁ} fr 215
WSUser 4% 382 HitA 211
. K 211
XML ME fff 205, 217, 222
jm%? 190 SO 214
fitfER s 252, 253 Z4HE 213
®R 190 S 209
izfr 208
W 212
A LARE 166
A i
sy HEREBRLST 230
b IGIE 305 fES %K 234
Tife 304 RS 232
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JatEE 252, 253
HiE IS TL 339
K
ik 48
MElCE 247, 263
fic EfEdE 251
fE4HiEHE 241
wnjEr 253
M 238
#1148 PasswordSync 277

C

BiE 387
Ve 383
PiERER 445
EAERASHER 445
B
Identity Manager ik /* 125
MEi& 125
AR BRSNS 106
il 329
Wi 194
Ik ID 127
PHRET 83, 127
T 128
S E LR BE 166
RS
Zif# - 353
BIE 354
HRBIEER 355
BE
TAEE DI 179
HEH G 170
)
LDAP %5 239, 245
ORISR 51
tbig@g 240, 246
SRIHEAEZ MK 2 ID 243, 246, 250
RIOE F A A P 1D 237, 239

BB YE 240, 246
BRI 75
Geting

lilE 248, 249, 251

PRTHE 244, 245, 246, 247, 248

B, W 307
Ein M RGE 166
Eig B H kS 68
EREIE P RALRE 166
Bk 82
ERHEEEE ARG 167
W, LA 256
BEI(ES 233

FEIBISAE 305
PIEAT %, Bify 233
QTS 331

B I SRS R 336
B P RAE 165
IR 41

MICAHE I 189, 190
PN 189, 193
g, Bk 388

D

RILM S4B E, PasswordSync 269
SN/ BHEHEIMGE 165
SAHF R 165
B
REEHL 312
L
gudE 308
P4 306
Yl 308
NAHRF 306
itk 307
ZIRFN] 306
RTINS 165
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RN R, SV 307 G

W IBPERER 238, 241 N
HTML FbER: 133 RERH &, PasswordSync 274

A 133 HHMOBLRE
WA 130, 236 HHEES PRI E R 164
TEERDE R 164

FE X 131

AT
HLI I fF 8%, PasswordSync 272 %iﬂﬁgii}igzﬁiél 164
HUTIREE A, AOE 233, 236 Eﬁ%%gﬂéﬂﬁ 164
AERIERE 135 A 170

125k {H (comma-separated values, CSV) #=. B K 71
S M. CSV # X TH 48
1L
X%, Identity Manager 34, 39 THRAGE 372, 373
L ’

0 2 PN
ann zHme
BEIIE 179
B 178
KA 178
ZH 179
F IhetERiE 152
KA 384 AR, EUERAE 309
ik REEFLN 90, 91
FormUtl 259, 260 HH, T Identity Manager 140
L AEA 237 EH, B 140
YEfLEE 243 FIRSA A 318
HEALAEREN 244 ST £
e UHE % 261 g 141
wf%ig/%% 257 UL 143
, Wk 388 143
ViR &E 356 WA 145
Vi AR R AT U 160 el
SR, FEM S 61 EH RS EH AN 161
IV AERLEE 161 FELGAE

BRI gmsE 173

KT 215 N
PR AT AR 167 %gm;%i1”7
Wt & e Pt 173

IR 314, 318 st 1 s
ERLR MO PERRGE 161

FH] 315
RS- AJ R LRSI 45
WA AR 423 =iV ES

RS 247
R s N 237
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%MQ*ME 5y fibRBiE P RLRE 170
i 3 W S
, - <69 fbR BT H Pk 72
PPAELASKEUNK 1 ID 237, 238, 243, 245, 249 ﬁgggﬁéfhﬂgfi%gﬁlAb 170
WA 261 ot
o4 332 @@ﬁﬁ%FM%ﬁ 74, 235, 236
Bk 263 HFER R er 251
PRI 199 e ere 252
% 258, 260 &% 231
PGS 5L 148 Wi 231
% 231
W 229, 231, 232
HERE
H W 231
G, BEEET 233 i
SARHEIE 372 S 230
STERE, BeE 307 B 232

AR HLAE 233, 243
HEHA PG 165
RS 69

J

FT X509 iEPEIE 310

RETEAMAE 152

HETAEBIRAE 310 K
g POBIE SN R LR 165
MRk

n#%g] 315
TR A 314

InEEg, &L 315

o, HEZS 388 L

it B, P 381
ik O MR EEE 95 BHLERL 50
g 94 B R 230
MEi& 35
B 38
fitE 243
[f]2 Identity Manager fi B It 97

AEMREE I AAEE 167

MEEHANEE 167 il 3
gEgL 387 HRN T 306

¥ 384 SRR 143
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IR 144

FHPK o W2 A Pl 2
SN T s

KRR 84

ekl 85

kg 85

Jisida 85

wWHE 83

SCHL 86

T-HIENS 85

FRFRABN] 84
TR 305
FEAE M IGE 166
HH R B RS 127
A

R4-#s s 315

M 317
WitR, IR 236, 238, 241
B 105
BARE A ieE 137
LN

SRR 231

LR g PE 251, 252

S 243

14547 234

JEERR AR 253
HxiERE:

Wi 150

WHE 151
H#IE 150

P

fic &
"Audit" LI 254-255
"General" T+ 234-236
"Provisioning" &M~ 256

"Sunrise and Sunset" LK 257261

Create User Template 234
Identity Manager i 45%% % &
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PasswordSync 268
Service Provider Edition 395
Update User Template 234
I 248, 249, 251
MR s 233
fLE  241-254
feeR | 251
HAbitHEE 233
B HEHE 182
L1k 232
Bib 254-255
HUHMTA R 233
Hildl 134
WA 236-241

B, #il 376

Be EAESIEI R 233

Bl URE 164

EjiAR (o
BEFIR 78
KEEFN 90, 91
KA 77
WHAFLN 90, 91
MEEME 81
Mk 77

HEERLfE
fem M 162
eSO IR PR 162
e ok R 162
HETHH, 163
e fRER P B 163
LM 163
it A 163
HEDGH AP 163
HEDOHESHP 163
feEMERH 7 163
e Ak PR 163
ik AR 162

e PHRERAE 107

ke
FK| 251
%R 233
25 180



lilE  241-254
JaF 233, 243

$eFt 244, 245, 246, 247, 248, 249

HEUEH
Ffftim 233, 241, 243-251

e 243
EeE 241
Be EIm A 236
BE 180
BIR 243
HEl 243

Q

JaH

HFEBL 230

fienk 233, 243

HeAEEHT 248

AR 232
AP 165
JE R 70
A MAE, EE 182
Iy B H P ALRE 170
IO A EL s JRk - 74, 235,
I B A

BoERR 261

ks 74, 233, 235
UK EAHPBEE 165
BURE

Auditor Remediator 350

YidE 153

w4 153

g 153

EXFE 160

4y 153

W& 152

Diketk sy 245K 154

152

Hoyic 142
WREE B A BLEE 163

236

AR EE 106
AR 90, 91

R

1%
Fik 233
Pudiz% 53
S4rail 370
AR/ RB 233
fEfE&I1BIT 233
BiE 233
AR FE BALRE 170
{255 75
SENX 233, 234
JEkgIH 234

RS
Create User Template 229
Delete User Template 229
Update User Template 229
G 232
foE 232
JEH 229, 232
BUMRRM 229

Hik U748 259, 260, 261

HEHIR R 387

S
bil7S
H k74, 233, 235
FEMBRAES 233
B A FALEE 165
B4y, HIKS 60
SRR 103
S0
T 325
BT 370
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S Et
E 119

7N
extendedActions 383
extendedResults 384
extendedTypes 381
filterConfiguration 376
Mk 372
TAER 372, 373
£l 372
Fi'E  254-255, 376
HEE 2t 387
ML BEFR T 372
Bl AE it

waveset.log 385
waveset.logattr 386

HEMT 372
Hit, BB TSARR 233
RS EH AR 161
CeRaw Al

ik 339

At 331

B HI 336

KT 329

TR BLss 341

BB IER Ly 341

JrBlEE 161

WRH 343
FoFSRmE A L R AL RE 161
B SRISHN A 336
HIALE 376
FHIEEL 134
FiFH &

Pribsck 388

FrlE e 388

RS 445
A AR 445
i 344
Wb, i 373
A5

fid'® 257

HEHHP 257
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N

fidE 257

IHE® 261
HeE, Bl 372
iR 453
k2R

B 376

MR 378
WK LR 372
SR

Feyal 175

Moyt 142
JE

user.global.email 252

user.waveset.accountld 251
user.waveset.organization 251
user.waveset.resources 252

user.waveset.roles 251
waveset.accountld 259
niRfH 252, 253
MALHER SN ER - 252
FgEdrit) 240

FREUK S ID 237, 238, 243, 244, 249

RN 251, 252
BANEREFR 253

WMEHLER R 252, 253

TSR E 241

JR s 62

TEAESS AR IRE 234

fREmk ) s 233
AR, Identity Manager 41
Bl

DB2 441

MySQL 442

Oracle 439

Sybase 444

BEWCN 445

whH 387

JSA 388

B 385
Bl [0

ActiveSync @4 199

TH 189



& 190
Wi 194
LA/ LI
EE AR 262
EE & 233
&
FEHFAY 50
MICAEM# 190
BRI NE 193
MEA 190
PR SR 190
Pk 64

T

FRECENCAE 189, 190
T
I 244, 245, 246, 247, 248
it 249
i PasswordSync 274
PR VSRR 343
T4
BeE  236-241
7F PasswordSync F1iX# 278
O Pk P B 262
GV CEIN
g IERE 238
SR ID 237, 238
WA e E 239
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