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* displayOtherWorkItems - 1 £ LE I AT 5 7= Ho A TAE IR H % .

e displayRemediations - YL o] o & F AR H 55

* displayApprovals - L LI AT S v AR H A8 .

 displayLoginFailures - &% e 550 ] 5k 7 2 IR 5 A 6 1IE ) 0 3 2l R K
o DCHARI IR SREMHC . T B R U E N A 2 R B

e displayDelegations - iEF I E 0] Bon— AN T4 R, TR 2 T ik
HEZRAT

* displayRequests - ZEFEIEIE T AT B/ R 58 s R ECE, IR M e, A
BB ST T 5K
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Sun Identity Manager % % JF & ¥/ 5§ (Integrated Development Environment, IDE)
$2 4t Identity Manager &% BUUFI TAEGR M EIEALE . {8 H IDE n] 6@ fiid i
HL, X e R FUR L T B4 1dentity Manager 50 a9 B g, & AT {2 24 Identity
Manager L 7F7z, XL TAERE X T Identity Manager JH /7 ik /I A6 ) # 4F
WG B AT AL S5 Y o ek, 4558 il & 25 Identity Manager g U HT T4 & 1
VEGRAT A B N 5R T IDE Stifi

E 2-3

Sun Identity Manager IDE 5t [fii

& |NetBeans Platform &
'|NetBeans Platform 200601251500 ol x
File Edt YView Mavigate Source Refactor Buld Run WS Tools Window Help
[Celp@+r2BNErP AR+ dil b adaddo e |
| Runtime [ IFiles | [Prajects 0 x| % Acesss Rewviswosml = | <[ »] =] | Palette D x|
-8 Idm Al [oesian souree | | 3] 131 2 [5mpie Access Revisw 5can [ || R i
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Libraries Checkin View
T Metaliews Checkout Object
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l:é accessSeans 5] Create View
ity 5
@ righthion =l |31 Delete Resource Object =l
Jiiavioson ax | Generic Objects - Properties 0 x|
Generic Objects (]
objects
<ho View Available>

| Output - Repository Dutput Window 2 x| [ watches 2 X | | Local Variables | | Call Stack |
Dowmloaded fils : System Configuration| 2] Type Walue ||

2% IDE FAf FH L AL 2 Identity Manager & HURI ARG IPEAIE B, 162 0L Identity
Manager L 1Fi KAHHE.

I SR A FU A ) Identity Manager | T %2 26\ 2% i3F 2 4 %8 25 (Business Process
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LWEHFNIE S

TR SE AT 55, W RETE ZE5 % "Help" M Identity Manager 775 (7Bt
fE AU o Identity Manager )& 21 01 SHIRUNUH] 7 S s 42 (L4 BRI E 5

|dentity Manager # B
A7 AT S BRI £, 9005 Help Bl L T34 B 50 53 S A
JUSRTR, nE 2-4 h TR

E 2-4 “W” fudl (4T Identity Manager #tifil )

Sun Java™ System Identity Manager

Click for task-related information
and to access the Search feature.

fEREAS "Help" & HHJJEAA —4> "Contents" #E#%, il iz ] #% 2 T Ath "Help”
T FN Identity Manager KiK.

E#ER
] "Help" 1192451 i 7 LU 38134 76 Identity Manager T HISC ) A4
R BERRIBERLCRIZERL, T BL T 8.

1. FERRKEEA D ARG,
2. EPFEHURPIMOCRIERY —o BRATEOLT, IR R LA L .
o BRHLEB) - W, WRHUE St 2uD R, DI BEHITIE S sloe iR

o XM (#§%) -Identity Manager 53 3= ZRAAT B T B AR A & R R Gkt
S B UL e S EE

3. i Search.

WREGIR BB R 4 R . {11 Previous/Next 5%, First/Last $24H 7] ULk Vo 51 2 11
gE 5, W 2-5 B TR,
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HUPFIRS

B 2-6 Identity Manager 5

| Search Reset | % Online Help §© Documentation

I—Enter one or more search terms, select to search
online help or other documentation, and then click
Search. Click Reset to clear the Help window.

Accounts

Usethis page to manage Identity Manager user accounts and organizations.
User Accounts

Viewing accounts

User accounts are grouped in organizations, which are represented by falders (D). To expand
the hierarchical view and see all accounts in an arganization, douhle-click the folder ar click +
(plus sign) next to the folder. Callapse the view by clicking - {minus sign).

ldentity Manager users are indicated by ﬁ |dentity Manager users with extended capahilities

are called ldentity Manager administrators, and are identified by a Depending on your
administrative capahilities in Identity Manager, you can create, edit, dizable, and enahle
accounts, as well as change and reset passwoards,

Viewing user account details

To view details of individual user accounts, click View. The Yiew User page allows you to see
user characteristics and assignments. You cannot make changes to the user from this page.
Click Cancel to return to the accounts list.

Editing account information
Select accounts to edit by using one ofthese methods:

« Double-click a user account.
» Selectan account in the list, and then click Edit.
» Right-click an accountin the list, and then select Edit from the actions menu.

User account status
leons that display next to each user account indicate account status:

. % The ldentity Manager user account is locked.

. @The |dentity Manager administrator account is locked.

« D The Identity Manager user account is disahled.

@The |dentity Manager user account is partially disabled.

. fi‘.The systemn atternpted but failed to create or update the Identity Manager user
account an one or mare resources. d%hen an account is updated on all
assigned resources, no icon appears.)

Contents — Click for Identity Manager help contents and terms glossary

Identity Manager 155

Identity Manager fi5 322 7 10 P (TR B, SoRAEvVF 2 DUl 7 B s . M2
TEAE TUN B I 35 Bh B A5 BBk P I, AT T 55

WERET I TBSG S W DU ARC RS . B A S AT AT IR A
A5 HLORICHIAE R
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%% Z| Identity Manager

B 2-7 Identity Manager 45 %

«
Sun Java™ System Identity Manager 5_5:

Resources
Assign one or more resources to this role.

Sun laUa'" System Ic Use the arrow buttons to move resources from available to current status.

Use + or - to reorder resources. Ordering resources allows them to be updated in a specific
order.

‘ Home | Accounts | Passwoﬁ‘

List Rales Find Roles
Create Role

Enter or select rale parameters, and then click Save.

[T Update resougtes in order

Available Resources Current Resources
LDAP

% %% Identity Manager

PG 53] Identity Manager & L 51l JH /7 L1l WA 7 ID FI RS, SR )5 Rk
ﬁ%o

=IERF ID
Identity Manager VR [ISd A ID. R8sk i if i s e A P ID? I,

B s AN AT, HER GBI GBI S s B gk, e fF
Mokt BTG SRS .

#X%J5 Identity Manager K G —/NErif, DA 5 AEAULEC A AT . i lR
AREFIVLECT, BB 2 VLA, WaAE “ A ID” I ER s iR e .
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Identity Manager 1£5%

BRI L R Ak g . (RS, w R DU AR — AR 2E b D fig
e ¥ loginjsp Hf] forgotUserIdMode fE % & A false
o KRS E B ui.web<admin|user>.disableForgotUserId H{H % & N true

FrE P EEARELEL RGE S B security.authn. <Administrator
Interface | User Interface>.lookupUserIdAttributes BC& M. A BAFRE &M
N UserUIConfiq BU B X G rhie X oA ] 25 i) Ja 1 1) 7k

W2 )5, Identity Manager $§f#H] “HI/™ ID PR HL- HEAFARAR 1m) P S0
) FL IS b il A Sk s A o

Identity Manager 1£%

NHMTSS A B A6 285 AT 1Y) 1dentity Manager /45 [ S 2% . 20 B o T
URAFITUT 45 I W 5% 31 1) 32 22 Identity Manager FHHIAZE, JF B $dT[R-—1T45 0l LA
A AR B 57k iR /D

*x 21 Identity Manager J {145 %%
&3 Identity Manager i A
ERITHIRME: BE. -
fIEAn4miE A P Accounts £, List Accounts %15, Find Users j%£Ii
Accounts i£IR ("User Account Search Results" 77)
HAER AP G Work Items &I+,
Approvals FiEI+
WERPWIE GRED Security i£1i £, Policies i%
I
B AP ES Passwords i%lfi+, Change Accounts j£If&, List Accounts IR

User Password &5

EFEAPERD Passwords £,

Accounts i£Ii £, Find Users

£ ("User Account Search Results"
7

Identity Manager F A 5@

Reset Accounts i£I, List Accounts j£Ii
User Password i 15 Accounts i£I+, Find Users
JEIR  ("User Account Search Results"
T
EHAR Accounts £+, Find Passwords i£Iji&, Change User

Users j£IR

Password %1%
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*x 21 Identity Manager St{1455%  (40)
BHESZREAR Accounts i£If £, List Accounts i£Ifi+&, Find Users
Accounts IR JEIT  ("User Account Search Results"
D)
fRESIERA Accounts £Ifi+&, List Accounts i£Ii&, Find Users

38 Identity Manager B3R
ALk, BFRITUUTRE:
WEZREE (BidAL)

S ECANRE

SENE (BEEERAR®)

WEAEE GIERKP IR

B & Identity Manager
ALk, BFRITUUTRE:
PIRHERER (BRES
BIRERA
fIEFEEAR
EHRAE

HREEILEE
fIEfREEERAR

R E BT ERER

RET. PG AKE, HHRAS

BCok B

BEESREMS

BEESHEH

& Changelog

mEMES S BE

AL, ERITUUTHRME:
SANHEXHE (I XML AR B9z
RN

Accounts IR £ ("User Account Search Results”

7

®E.
Accounts £+,

Accounts £+,
Security FitInF

List Accounts i£Ifi, "Create User" 71

List Accounts i£Iil, "Create User" g "Edit User" 71

Accounts i£If £, List Accounts i£Iil, "Create User" 8 "Edit User" 71

Security T+
Accounts j%£Ii&, List Accounts %I,
ETE,

"Create Organization" 51
"Create Roles" 71

Roles j
®E.
Resources £+
Resource I+,
®IF

£+, Find Roles i£IR

List Resource Groups %Il
Roles j
Roles i

Security i1, Capabilities £

Securlty £+, Admin Roles i£1il, "Create Admin Role"/"Edit Admin
Role"

Configure €I, Email Templates £

Security i£I &, Policies £

Meta View &35+,
Meta View &35+,

Identity Attributes %I

Identity Events I3

Meta View i£I1F, ChangelLogs £}l

®E.

Configure i£Ii+, Import Exchange File £
Account I+, Load from Resource i£I

% 2EF Identity Manager Ai’J
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*x 21 Identity Manager St{1455%  (40)
ISTHE I A Account £Ii1£, Load from File &I

EE%Z Identity Manager I A 5&iEMKF  Resources &5+, Reconcile with Resources %I
Wit. RS ks

A, ERITUUTHRME: BE.

WEEHRNEITS4FERAET Configure i£I1 &, Audit £

BITIERRE Reports i£11+, Run Reports i1, LA, E{TFTHIRE: View
Reports IEEIREL R

EXIEITRE SRS Reports i1+, Risk Analysis j%£I5

EERFIRE Reports %11, View Dashboards i%Ii

B E R

AL, ERITUUTHRME: BE.

EXHITRER Compliance i1+, Manage Policies %I

S ECE TR B Accounts i£Ii£, Compliance £}

EIRBEMEEMN HOITHEIB £+, BIE EWm

WERRMRRES Compliance £+, Manage Access Scans £

MM ERETREER BOEM EIE, HiEEEER

EEHITRE Reports £, Auditor Report Z5EE I

54  Sun Java System Identity Manager 7.1 « Identity Manager &7
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I8 Identity Manager 5%
A, FRITUTHRE: ®E.
BEITEEXMES (i) Server Tasks £+, Run Tasks j£IR

BEMESE Server Tasks %I, Manage Schedule %13
EEEEHER Server Tasks J£J1F, Find Tasks =} All Tasks i£1}
HiEgEIEES Server Tasks i1+, All Tasks E£IT
EERSREERP
AL, ERITUTHRME: ®E.
EERFREERF Accounts £+, Manage Service Provider Users 317
EEREREEES Server Tasks I+, Service Provider Transactions 311
BERRFIRMEEThEE Service Provider i£Iii, Edit Main Configuration i£Ii
BEEEEHINME Service Provider i£Iii+, Edit Transaction Configuration j£Ii
IR dRiB PR S IR Bt SRR Security i£I&, Policies £

& o
SEEARES
71747 1dentity Manager G DL B AR R IE L m, WM LU 25k Ak

LT T R R

EVER H#iik

5 35 ARk A L TSI " Accounts” RIS IFH AL FH T L]
JUHIL R

B4 CPE B E AT 55 LR W ¥ B Identity Manager %% .

% 58 R A3 ] @) g F1 4 2 Identity Manager 5 3 5 Al
iR

W6 RIS SN $EAL 0] T4 Identity Manager ' >4 i £l (1 )
REFN CH 4R R

97 E R AR LU AR 2 R i

9 8 “ULSSHAR” A4 R ]I B AR IRAT A AT S5 A5
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% 9 & “PasswordSync”

10 T A

o1l “Bpdii”
o127 “HiFH&DR
513 5 CRS IR At EE AL

sk A “lh %R
bfsx B “HRHLSCREBERHT R R ”

Bfs C i v H Ao e

bfsx D “iEshEL AT

AU % & PasswordSync  SEHFET, LUK
Windows Active Directory ! Windows NT 3]
5 Identity Manager ¥ 580520

P22 AV D e AR e 4 IX 26 T i
PR AT 52 S T SRS DL R PR
A T H LU T R g TAE
AT B ASR A5 R I DR

/144 Identity Manager fir 2171 0] FH (1 4

A RAEIRMLA B A i &2 R Tdentity
Manager SCA4 ) BEH] o
SCHRFIIBC 2R AL 1) B v B A U B R o o H G
KOs R

TS 7.0 Z FTHRAS T Identity Manager [#1753))
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A P #0ik P & 18

KA 4L Identity Manager 45 2 53 58 B 7 (045 BAID B 0K T 21

Identity Manager H] /" fllilik )7 & BT %%, 045

KT Pk
Gy X3

A3 FH bl
4RIk S
HeE k) R AE

A3 FH Pk 25
BRI P 22 4RI PR
M P EAT %R
SRR A L)

. Y = *:

X T H Pk P&z
I 245914 Identity Manager A ZeMK S AL Ao Identity Manager 44N 7
At — RV EE . IXE8E BIL R R BB T ) Tdentity Manager 477 .

EE R ) “AlgH 7 50 (kP IEDTR) 1, Identity Manager #4 FH /' #idis
VAFE BL R X s

Identity
Assignments

Security
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XTRPHAEEE

o L
e Attributes

o AN

S

“E 37 DXCEGE SCH T IR P IDS A4 BRR A L BRI ZUN Identity Manager

i i o EERR U T LA IR] (R B85 LA AP REAS BRI ™ F 4 ) SRS

E A RBCE M)A SRIS HIE S, WS AT S 80 T B “fEHIHIY
MR P RS A R

N ULEH "Create User" UUff] "Identity” [X 3.

& 3-1 B - B4
Create User

Enter or select attributes for this user, and then click Save

Identity Assignments Secutity Delegations Aftributes Compliance
[E] Aceount 1D *
First Mame LastMame

Email Address

Manager  Manager Is: E]
[il organization | Top v
Passwords
Pasgword *

Confirm Password *

Account I | Resource Name | Resource Type Exists | Disabled | Password Policy
Resource account aximum Length: 16

whose passward will Minirmurn Length: 4

be changed. Identity Manager | ldentity Manager | Mo Mo Must Mot Contain Atribute
Yalues: email, firsthame,
fulinarme, lasthame

*indicates a required field

((5ave | [ Background Save | [ Cancel | [ Recalculate | [ Test ] [ Load |
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MVEAISE S, TSI 136 11 L “ T fi# Identity Manager 3" ,

R RE - 11358 i B A AE QU AN G 8 ] INPREAE T PR P 7 2 e Rk 4%
None, B GV 4EA& R4y SLA LRI R
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1%
"Create User" TL_I 1] "Attributes" I & 5 40 FL ) % PRSI - J2 . F1)H
(1 JE PEFZ 3 BE R R PR 328, LA B3 0 TiE 8 YR IR AN [R) T AN [

EEE
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H 3-2 "Create User" I - "Compliance" I+

Create User

Enter or select attributes for this user, and then click Save
Identity Assignments Security Delegations Attributes Compliance
LastAudit Policy Scan Mever

Attestation and Remediation Forms
[l attestation List

Mone v
Form
[i] Remediation List Fione 3
Form
[3] Attestation
Workltem Form Hong b
[i] Remediation
wiorkitern Form |02 he
[l Attestation
Remediation | Mone v

Warkltern Form
Assigned Policies

[5] Effective Audit
Policies

Available Audit Policies Current Audit Policies
AlwaysFailone A

AbveaysFailTwo

AlwaysPass

CohsgistentGroups <

CostPolicy

Id Account Accumulation
ldM Role Comparison ==
PurchaseOrderPolicy

[il Assigned audit
policies

Policy Exemptions

‘ Created | Audlit Policy | Rule | Remediator | Expiration | Comment |

Policy Violations

‘ Created | Audlit Policy | Rule | Description ‘ Times Violated ‘ Status |

[ Save ][ Background Save ][ Cancel ][ Recalculate ][ Load ]

XTRPKAEE

BEMIC VRIS, I SE SRS M "Available Audit" 7K T #5h #) "Current Audit

Policies" #1|Z&H o

* SERT DU “H PRSI BB AR R

[IESNRY

Vil 30

PE? ETR ERE R . EEAE ER E N 1R B A XA Brid 5
WARTEERL, WA A SRR EERESENH S, A

JRARE E AR 14 HAEH .
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SRR A X8

S AT P X 8

7t Identity Manager ik " X 35 4 7] % 2L Identity Manager F /o ZEU7 I ILIX 3, 33
M "Administrator interface” 3¢ LA~ 1% $¢ Accounts.

k) 513 WoR BT A Identity Manager H ik 7o ik 4 AU REAU AL 200 41, HISC
IO JZATR

T LA 444 ("Name'). FH P 2 ("Last Name") 5 H F 944 ("First Name") Xk = 1)
FATHY o Hbibn R o] DA I THE Y o Sdi [R]— AR v AR T A (] D)
oo AR CLRR” FD HEF, 23 2S5 b I GO 0 T TR H - B o

BEIT I 2 G ALIE, A LRI, 3 R SOPFI 55 B = SR AT PR
EE ST IR =3 NS

ik A X 38 PRI IRAE S 3R

FEHEARSIZE (AL DI TR AN ES, Al 3-3 Prac) wf DAAT — R B34
BAEFIRIETN 0 -

o HEBAE- QUM HEUNH FER

o JAPEBRAE -G, AAEMESON R ESCRE R, e, B A
RERBIUE . B3l BUBME Ar 4 I AT P R

o ARKAE - AT RIS e ffe o

A 3-3 Accounts List
Key: £Y administrator @m:keuadminiaramr 0 user Inckaduser | [ organization (] directory junction | @D disabled (@) partially disabled  f update needed

Reset View || Mew actions — =] [ User Actions — =] [ Crganization Actions — x| Search |[organizations v Starts vt |
| Hame 2 | Last Hlame | First Hame
| - 3 Accounting [1]
r [ 4] celewis  Lewis c
r ™ Administrator
r ™ Configurator
Reset View |[—Wew actions - =] |- User Actions — 7] |— Organizstion Actions — ] _Search |[Organizations =] startswith
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PGl P, I IE R AL JE, SR )5 M "New Actions" 71J3& H1 1%k £ New
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LIPS

i 3 R CECE AR QU PR A AT U EI R A A
TAETH o AR I R 55 A2 20 H IR Ak s 4% 000 H K
K PO, A OCRCE R ITEAE R, IS W 249 v iy “IdE
"Sunrise and Sunset" &I .

PIZZ T FIKF (S5
LR AN BRI R AN k. Gl (gD MR IR e A el
ANBRYRIN ] AR BRI SRATE SR Ik
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YmiE
gtk R, THERLL T EREZ —:
o HLTRIK S FNR AP K .
o TEFIRIPIEEH K, SRJE M "User Actions" ¥ ik Edit.
AT B O ORAE S XU » Identity Manager #4275 "Update Resource Accounts” i,
U R A B g P B g Uk T DL RCRE N R Tk P B B . 1B Update All
resource accounts K 5 N T A 0 BC R PR s B SRR e P OCER Y —
ANERZ AN PRI S AT SR, BCE AN IR BAT A K P AT S
B 3-4 niE A CEBT IR )

Update sharon_admin’'s Resource Accounts

Selectthe accounts to update, then click Save.

Assigned Resource Accounts

[] Update All resource accounts

Select | accountID | Resource Name Resource Type Exists | Disabled
resource
accounts AD Windows 20007 Active Directory | Mo Mo
to

update, RemedyResource | Remedy Mo Mo
Changes

Resource Account Id Attribute Old Value | New Value

AD lasthame Hasting

AD fullname Sharan Hasting

AD firsthame Sharon

Lighthouse | sharon_admin | fullname Sharan Hasting

Lighthouse | sharon_admin | lastname Hasting

Lighthouse | sharon_admin | firstname Sharan

AD

Lighthouse | sharon_admin | resources R eiTee

[ Save in Background ] [ Return to Edit ] [ Cancel ]

B Save SERR SR, B i Return to Edit #E47T#HE— 2 5 %,
BIAR (APRE

SN PR ARSAE T LU BT o gs T A SV MR iZ AL, SRS RL
OBy B4 BAE Bh FURT I A 2R
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T H P s B AL AL 2, GRS R PR AN A K, 2R )E M "User
Actions" ¥|3& F1EF Move.

BEma (APEE

iy 44 VU LR S A AR ERE. B, Identity Manager #2415l
(1) Dy ek H iy 4 H 7 ¥ Identity Manager MK )™, BCE iy 44 5% H ) AHHOCH — A2
A BEPEIR S o

TAFHEM A IhRE, EEIRFEREH KT, S8R5 M "User Actions" 51| 3 Hik £
Rename #ETH .

BEFD T fr 4 B0 STOTSE SO P 4 o VI S 41 5 1 B9 Tdentity
Manager /" A S ¥ B 7 o .

E RLEBHPRSIASHFIR  Ho i 4 D g

WRE TR, tH AT 2 BLE Active Directory WU, fFE By 4 R, # AT L
e

e Identity Manager F F'iik /' 4
e Active Directory %tk J* 4
e Active Directory ZHUJEME (42F)
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B 3-5 B
Rename User

Enter the new account ID, then select the resource accounts on which the ID is to be changed.
(Select Change all account names to change the IDs on all accounts.)
When finished, click Rename.

Current
Account  witestt
|n}
Mew
Account |\-’test3 — Enter a new account [D.
|n}
AD ,— Optionally change the
o . associated fullname
fullname IV'k' testl attribute for the Active
Directory resource
[~ Change all account names assiged to this user.
Select
accounts | Mccount D | Resource Name | Resource Type Exists | Disabled
onwhicth 7 wiest Identity Manager | Identity Manager Yes Mo
0
change | [ vtest? AD Windows Active Directory | Yes Mo
0.

ZHAR (APRME. AL

W RAEHI I bk, BSOSk, AR P Gk 6 5k B Identity Manager

BOZH T H E o BB UK

iE X TANSCRER S AR DhRER) C 7y BCBE U, 250 P ik 1 7 202 23 id
BB R 2 B

22/ 1N IR

LR Ak P, BRIk ERbk P, 885 A "User Actions” #1|3 P #5
Disable.

{E2 7RI "Disable" Bith, REFEEAEHIHI TN ), SR )5 Hiidi OK. Identity Manager
¥ R %5 H] Identity Manager JH 7l 7 A FirA7 SQIBCBEURMK F1 (R &5 SR bk ;o 210 3%
fRRH Pk 245 H .

3-6 ¥t T "Disable" 7T LXK /.
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B 3-6 A% ik
Disable Resource Account Results
Attribute Value

cslewis on Lighthouse
disahle true

Workflow Status

Process Diagram

5 I Reset Wiew ||--- Mewy Actions --- LI I--- Uzer Acti

[ Hame 2 | Lasth
- 3 Accounting[1]
€0 cslewis  Lewis
N sdmjinistratar
) Configuratar

Provision
Reszet Yiew |--- Mewy Actions -|- LI I--- Uszer Acti
vaisionl Account shows as disabled
End Provision I

End Disable

Disahle

ooaono

L

'ﬂl

ZHE KA
A AR 28 9 2%E £ Identity Manager F 7K
EFRFIEFZ AWK, SR5M "User Actions" 51|38 1% $¢ Disable.

i d SRR Z AR ik, MITEVE INEEAS T ik B de ¢ 73 1D
Ky BEUR S o et R S AR AT 3 5 bk ™ B (R AT B

ERRR (RAPi#E. BERBRIE
R R R S AR A B o X AN SCREIR 7 R I DU BE 93, Identity
Manager 2xBEHLA BN BrEE 5. AR U0 52 A a0, &l 2 R A P B3 A 5 SR T

R .
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RGP ATLVE S A CRE T GEd SuEREf) , RS OB A P e ] DL
.

B E TR
TR Ak, RS R TP E R LK Y, SR )5 M "User Actions” 1 3 ik B
Enable.

£ 275 "Enable” BT, MEHEEE AT BEUE, AR5 Hiili OK. Identity Manager # .
71 Ji H Identity Manager Mk ) A H BT A7 AH G B bR P i 45 1

V=V E2 Nl I

Al LA B S H AN 85 2 Tdentity Manager ik F' o ZEZI R Rk £ 2 AN ik
', SRJGAE "User Actions" 51| H1i%3% "Enable".

i W REFE IR 2 AR, WIS REAS F ik ™ Ao ge % 2 23 1id
(RIBEIRR o SR FE 2 5 BITAT 3 5 R kP _E (R i AT B

EHAFR (APRRME. BLUEE)

FESPERAFH, Tdentity Manager 50815 HI ik T AHSG I BE U . MK ™ DXIp AT 1) B
B R A 24 ST AR BEAT AT A 27 4 B CSOAIE B0 R I DR W] B H B R A5G
(K& 2

o BHATHBHIN BHEA

o it ELREN A (BB R AL EAT (K B SOAR B p BE 4 i AR (BB UR AL I B A L
FERXFEOLT, BNAEH "Find User" THRZEHH ™, RJ5 18— Ao A 200 3
PAT BB AR

FOB R  , A B RETUA] e

EHE MR DU 2 A BT A

o HUBITAT BRURIK T B B A R )

EFE T KA

SERUB KT USRS R P OE SR BLIK T, SR JE M "User Actions” 13K ik #%
Update.

f£ "Update Resource Accounts" {7, &£ — > 8l > 2 8FT i 8 i, sl ik 4%
Update All resource accounts %31 A 70 Fe (B URIK 7 o SEik+E)n, i OK JF
AP RE. Bi#, Hii Save in Background 75 & HUTHEAE

AP A A AR A Bl i BUAREAS BHU
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Kl 3-7 i T "Update Resource Accounts” Jl. 7EE|H, Lighthouse st45 Identity
Manager.

B 3-7 ST p R
Update sharon_admin’'s Resource Accounts

Selectthe accounts to update, then click Save.

Assigned Resource Accounts

[] Update All resource accounts

Select | accountID | Resource Name Resource Type Exists | Disabled
resource
accounts AD Windows 20007 Active Directory | Mo Mo
to

update, RemedyResource | Remedy Mo Mo
Changes

Resource Account Id Attribute Old Value | New Value

AD lasthame Hasting

AD fullname Sharan Hasting

AD firsthame Sharon

Lighthouse | sharon_admin | fullname Sharan Hasting

Lighthouse | sharon_admin | lastname Hasting

Lighthouse | sharon_admin | firstname Sharan

AD

Lighthouse | sharon_admin | resources R eiTee

[ Save in Background ] [ Return to Edit ] [ Cancel ]

ZHE I
Al DL [A] 5 AN 5k S £ Identity Manager H ik Ft . #E 51 b ik B 2 S H Pk
J1, #RJE M "User Actions” %13k H1i£#% Update.

X W SRR 2 Ak, ITEVE ANEEAS T ik o S 6 L 70 T
UBEmk ™ o SRR S SR B AT 3 F T kT B EITAT SR

RUIERR (APRME. BLRE

7 DR s AR IR i DAy e A ST S IR, W] BE R BIE AE A B A BERIK
JrZ b P EIAT 3L Lighthouse K™ S mT DAE V78 AL o i) 705 o5 S R I 5K
KHL
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P DR e e R 8 SR S A R MO BT B I KA SEVFIRAE 24 A Identity
Manager W HF2/7 5l (£43% User interface. Administrator interface. Forgot My
Password. Identity Manager IDE. SOAP Fl45il &) o Wil F R i oK 1n) 78006
S 22 R MR BT A e, W) AT LLUBG IR ) R "Forgot My Password" L #h ) AT: 7]
Identity Manager N HI 27 i .

AR SR PR A S e UR I BloE , T ik R R RIS RAS, ELH:

o EHHRERBUE . ZRRINMRERBUENK T, AUNE LRI AR BRBUE I
J7BRE, I HLABZIUEAT I B A 2L 23 R A B TR -

o WISRCBEEBUE P H IR ], I YR RS M 80E 21 H
IR R . (] Lighthouse Account Policy "'[#) Lock Timeout {8 1] LA ¢ & 8
5T BIHAR ]

1B B R 1 XY
D SR PR 3 T R S 2 R R R BT B, ) ik R AR R RS, L BT
UM RIEZ

o EHMRERBUE . ERIIMRERBUEN )T, AU BRI AR ERBIUE T
BUBE, JFHLAAZEAT HI ™ B 5 R R B TR

o BUERIHT BCRA M NACRERI I B e ) # A .
FUAT A N BCRE A BE 53 m] UGS AR T8I IR T $AT BT 384 -
o HUBT CHARTRIERTE LD

o BN E D

o ZEHIEUR M

o H#

o fRBRBUE

TR RSB P % % 84055 Administrator interface. User interface £l
Identity Manager IDE [¥J{F-] Identity Manager W FHF27 . TG il i fm) 46k ) @4
BEILH P ID A 2430 1dentity Manager FF ID FUBIE & 5, i /&l — Ak
ZANEPRE S, MR HIERE H

LRERBUEM S, ISR PIER A AR, AR5 AE "User Actions” 5%
"Organization Actions" %1% i +% "Unlock Users"
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MR (P #BRIE. HLURIE
I I A A 0 458 M RSN BR Identity Manager FH 7K 7 U i) A BR 11 22 AN 16 T3 -

o MIER - 4Tk AN KR, Tdentity Manager 3 IHBR 5 LM G K o [
I 2> U 3 32 % 15 Identity Manager FH F R4 4% .

o BUHAEC - XTIk E RN PR, Identity Manager 43 AT P ¥ 243 e 7 U5 41 &
FOIERAR SC BR300 BEU S AT OB IDCI o TR AR SC BE K P AN 2 Bl

538
o HUHEEEL - X THE MBI, Identity Manager 23 M Identity Manager H
JORIBRAH R FE B8 i 7 45 6L

i 3 U R A A (0 BT IR AL TP 20 o g ™ (e (e, i e
SAETH N

LT RMIER A, SIERH K™, AR5 1E "User Actions” B{ "Organization Actions”
F P IEREAR N I R A o

Identity Manager ¥ {271k "Delete Resource Accounts" 7.

R H I A T 25 R R A

LM ER Identity Manager H1)7 MK s B30k )7, 15 7E "Delete” 5 HH HEATIERE, AR5
il OK. EEMIERATA PHUsMK 7, 15 1%+ "Delete All resource accounts" &, 2R )5
il OK.

B H 57 B2 B BRI 9

2L\ Identity Manager HI )™ ik )™ S 23 e 9% 00K ™ slIBOI BEUROK )7 A BE 4%, S 4E
"Unassign" #1J5¢ "Unlink" #1J kA7 gtk 8, AR5 o OK. EEH0H 7 Bl P A7 98 K
Mk ;3 6 $¥ "Unassign All resource accounts” 5, "Unlink All resource accounts”

I, SR il OK.
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& 3-8 I3 FH bk g sk
Delete testuser2's Resource Accounts

To delete, unassign, or unlink current resource accounts, select one ofthe global options (Delete All, Unassign All, ar Unlink
All.

Alternatively, select an action for one ar more resource accounts in the Delete, Unassign, or Unlink columns. When finished
with selections, click OK.

Current Resource Accounts
[] Delete All resource accounts [ Unassign All resource accounts [ Unlink All resource accounts

Delete | Unassign | Unlink | Account ID Resource Name Resource Type | Exists | Disabled
Select

T Fl testuser2 |dentity Manager Identity Manager | Yes Mo
atccdoL:nis F O Fl 0000003115 | RemedyResource | Remedy Yes Mo
0 delete
andfor Fl testuser2 Al Al Mo Mo
unlink.
F testuser2 shark Al Mo Mo

AT

A LM Change Password fl Reset Password FH /" #:4F K 1 FH| "Edit User" Wi LA &
SEOEE R e H P . SES I 80 TL by AT H Ik RS .

ikod e

f# 1} Identity Manager k2 He v # R Ik /7. A REFEH RS H L5,
Identity Manager 75 $& 55 %5 iK1 £ UL BT 1) P Ak /-

TR, TSR %R Accounts, R )51k +FE Find Users. A% L0 —Fhak
2R R

o MRSTRANER, B AL IR AE . ZEEAs o X EEIETRIR T DALY
(1) 4% Identity Manager 3.

o JHSMAEBLS

o B RGS, A
o BEEA - HPABEVS AT Identity Manager K/ 5l £ 43 L K PR JRK ) o
o BRAEEA - T ANBEVS R AN AS C RO B
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EHKA

o TR - HP IR T O BC R BRI 7 U T BB .

H Pk FUIRES, -

o TR - PRk RY Bl e U s S R R R R BORE S S VR B K B,
JK B BE o

o AP - AR kP UrI]

BORCIRAS, AL4E:

o TG - MARLEATA B BRI ]k

o WA - 2LORA EAREIAD OB IEEAT R H ke

o TR - AT AR SRR AT B Pk

CL 70 i B8 U

Role

HZ

HE IR

g

LG A

REERYNR B 5 Y R A ARILRC R A Ik o ARG R T, BT L.

EPEE AR K o TG, SRR ARSI P ik s oA
IR EEFR UL, AR5 L Edit.

RE AR PTIRIE BT, SO0, BRIRBE. M. TR
TR . BT, LSRR PR, AR il
HIRZI A

AR
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B 3-9 VAL REL -S4 S

User Account Search Results

Click a name in the search results list to view or edit account infarmation. To sortthe list, click a calumn title.

Where: MName starts with 'c’

Matches found: 2

] Last Name First Name Resources | Assigned Roles | Member Organization{s)

9 configuratar Top

| € Ocslews Lewis © Top:Accounting

Newlﬂl Deletel Deprovision | Unassign | Unlinkl Viewl Updatel Enablel Disahle | Movel

Scan ... | Unlock | Rename | Change Password | Reset Password | Audit Report |

MNew Search | Cancell

=R ey}
HEE M P #R1E
A LAY Identity Manager Ik )7 $hAT 47 T A1 A,  IXFEGAE T LR IR 22Nk ) 3t
ITHAE. PTLUR B LT b E R A

76

TR - oo BT AT 326 2 1) Bk ) PAA T BBk« JBCOi 20 FEAD IO e p A . e “ LA
Identity System Mk & H A% 326100 o] fH B 54 FH 7 1 Identity Manager 1K) .

TR AN G - MR P 1658 RO SRk ™, DRI I 28k ™ 15 1 s
BER - A T AT IR e R URIK T . EFE "Target the Identity Manager Account”
TR LS HIBES P 1) Identity Manager K 7

JEH - A Rk . ke “ UL Identity Manager ko HbR” ik
T n] i FAES H P 1) Identity Manager K/

BUHAMAC, BOEBEE - DUN T I E TR RORERE,  JFINBRG IX 2L BT
Identity Manager HI /i /™ 73 o B 73 BE AN ABESSIMBR K 7 o ASBEIRGH 73
P a0 A (0 n B Y 4 [A) 2 43 lic 4y Identity Manager HI 7 (K 7 o

BRI aEEE - IBR TR MK S 5 Identity Manager HI7 K I OCHEE CEH) o HUTH
BT A BT BRI 5 o G SRR 2 A (5 B TRV 2H (M) 2 43 i 4 Identity
Manager /™ (K - BGH BERE, AT 8 SR I IR % BE R
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WERAESCAF BN FIRE Y Can L W25 7 i B 1 R AL 7). AT — MBI,
WL A K A B DI RE o RS L3 513 SRS U 21 b St i) — 7B,
W] SN AN 8113

T i A PR 22 A A AT R RN P R I 45 IR AT . 7E Accounts IETR R T
"Find Users" T{_F#Z& )

VTS5 52 S B AT 45 45 sk, Al 8t Download CSV ik /o Ak i 45 1
547K CSV s

BEhitt S0 FR4E
LRI B A, TR AE, S35 il Launch. Identity Manager 233
ZJE G AL, DATHEE AR,

AT S IRES, W 2 Tasks BT, AR5 iz B 45

ERRIETIER

Al LI HE 5 3B (Comma-separated Value, CSV) *%fﬁ?at?tk%ﬁﬂ/ﬁﬂi%o X
ATV AL AN RAE SR TR S AP R B3R 8 A, nT 4R E B S 20 1 ) g fn i
W,

CSV # A Z M AAT A BT HE S 0 I ES R A . TR ET
BEARR. HARAT IR —AT#06 NT- 24 Identity Manager FI 7 % 7 IR ek ) 5%
X EPAT AR . BF—ATERN AL AR RN SR DR A N BB AL

TAR[ it B A CSV 4 Hh #0675 A X A B
o HF - 47 Identity Manager H /' (1 %4 5K
o fird - (X Identity Manager HI /" RI#HAE . A 808447

o MR - U R/ 5 Tdentity Manager B EFIIR B 4 AR
BEPERAE

o WHBRANEHEERE - MER BEURK S I BOH R

o ZEH - 8B UENK )R/ B Identity Manager k)7 .

o JAH - A B DK 2 AT/ B Identity Manager K/

o BUHAMES - 0 BEUEK )T IBGN 2r BE DO

o BUHBEE - 0 BRI DU e

o AIE - 4k Identity Manager MK /"o 53 @)@ MK .

o BEH - BB Identity Manager k)™ s{F QU BB s R B USIK )
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o BUEEREEF - 4R Identity Manager K/ ANEAE,  WIPAT BUEHRAE . 744
(NE 57 (B

Delete. DeleteAndUnlink. Disable. Enable. Unassign #7 Unlink i<
WIS ZHAT Delete. DeleteAndUnlink. Disable. Enable. Unassign 5 Unlink
A, I 245 E A ME— BRI 7 BUZ resources. f#H] resources 7 Bfi i ME L 55 U
RGBSR B2 BRI . B RAT R AIME:

o all - BT BHEIK )™, A4S Identity Manager 1K )™
e resonly - #b ¥ Identity Manager Mk /" 2 Z} 1 BT A3 225K 7

e resource_name [ | resource_name ...] - KbIF5E PFFIRIK . F5E Identity
Manager LAAb# Identity Manager K /' .

MR I LR LANMRIE R CSV A

command, user, resources

Delete,John Doe,all

Disable,Jane Doe,resonly

Enable,Henry Smith, Identity Manager

Unlink,Jill Smith,Windows Active Directory|Solaris Server

Create. Update #7 CreateOrUpdate <

WARIELHAT Create. Update 5 CreateOrUpdate 14, MR T user il command
FBZAL, ATRE "User View" i) Bro i HI 7 B A4 B2 A0 B o s P B A3
ko 7K "User View" ] IJEVERIME R, 152 W dentity Manager 11F)i. &4
PR AR REEAE ] EE R, AR b (0 B B 1 S m A H Y
AR RIA A

FERE AR AL B — S8R L) AR R IE A
e waveset.roles - ZL/}[iL45 Identity Manager 1K /' I — AN Z AN A A FRINFIHK

e waveset.resources - L7} it 4y Identity Manager ik )™ [1]—AN 5k 2 /> P IR 44 FR 1K
HZ.

e waveset.applications - Z25}fit45 Identity Manager MK 7 [ —AN50 2 /N 1 (.44 Bk
BPZIE

e waveset.organization - J{'& Identity Manager Ik /' [/ ZH 214475

e accounts[resource_name).attribute_name - ZYFEM S JEE B A AL FRAE U
IR A1

N I B SOBTRA 1) CSV AR s«

78  Sun Java System Identity Manager 7.1 « Identity Manager &7



HE M P IRIE

command, user,waveset.resources, password.password, password.confirmPassword,
accounts [Windows Active Directory] .description,accounts [Corporate
Directory] .location

Create,John Doe,Windows Active Directory|Solaris

Server, changeit,changeit,John Doe - 888-555-5555,

Create,Jane Smith, Corporate Directory,changeit,changeit, ,New York
CreateOrUpdate,Bill Jones,,,,,California

BHE MEHIFE

HLE B DA 2 M . XA BN 2 H T B #lUl, waveset.resources FBH]
TPl NS af LU (1) P/ (WA “EiE” 757 &
—NFEBR R AME . LA R AR R AR I E

value0 | valuel [ | value2 ... ]

SR P B 2 AE - B, ST RE AN BT — AN B AN E 4 1 B
TS0 e LM B — LS BN I — L8 2 M AT nT DM 2 B R A Fa e Wil A BB AT
FRIME. FBARAEFBUE R, IFH BB UE, WwF .

|directive [ ; directive ] | field values
ROTIERE T AR 2

*  Replace - HIHFEEBH Y AIE. WRKATERS (BUIRE List #54) , W
IR FICSE NI =R

o Merge - Fi 0 EA N L ATEF . RIS PO JER
*  Remove - A\ i {E - IHIER AR E L

o List- BB AME, akfliaiin 2 My U BZ 7 BUO (. Iy
MEHCTBONE, LR 20N TEAL, AREIEMABIXLE, NIixTR4IF
AFH o MRS REME T H 5 MRAIRENTS .

i d FBAHKX 7 K/NE . $85E Merge fl Remove fif 2 i, X — fUR =
B AT E IR, E 20 58 42 VL BC A B IE A N B sl ke 5 2 AN AH
LRI o

FEAE B HIIFHF 1T

R T BAEW A IE S () 8O0 (") FAF, B SO Al e B ik, etk
BUEH X515 5] 1 ("field_value")o IXHFE T L0RE 7 BRI 85 15 42 4 Ay g 4>
WEIS (") FFF. i, "John "rJohnny"" Smith" [ EX{H N John "Johnny"
Smith,

AR BAE A R (1) BURRHT (\) 75, WAZIHT BN ARHE (V] 3\«
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HEREDEREM

447 Create. Update 5 CreateOrUpdate #{ERf, "User View" i —48 /it
B AF AL P R A BT B M . wIAE IR R g X e E P, DA
Pt B AR R RR e PR . XL R M R T4

* waveset.bulk.fields.field_name - X4 J@PEAL 5 N CSV S AR A 7 Befif, 3

W field_name ;& F-BL4FR. B0, command Fl user 7B o MIAE A Bk A2 KA
7\ waveset .bulk.fields.command fl waveset.bulk.fields.user KB,

e waveset.bulk.fieldDirectives.field_name - } X IFEed5 2 T 54 17 Bow XX 4L
JEtE. TR T H .
e waveset.bulk.abort - KA /R AFE P E N true 7P ET AT

e waveset.bulk.abortMessage - 1 It JE M E N B FAFH, Y
waveset.bulk.abort ¥ & true I, W BRIZIH TR H . WK RCE RN,
W s — 4 R R

£/ A P ik P25

Py Identity Manager Hl )7 #4730 ic TNt . BE Identity Manager HI /™ #f4
J5 s BRI E D R sk A o i RASRE R — A B A BRI S A
B, O 7Sy O R A SIS ), AT AT T

B PRk P D
S R T A
1. {ERHE L PE Passwords.
BEHLR, KR "Change User Password" i1, 41 FE iR,
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& 3-10 U
Change User Password

Enter and confirm a new password, then selectthe resource accounts on which to change the passward.

(Select Change Klentity system user and all resource accounts to change the password on all accounts.) When finished, click Change Password

UserlD  Administrator

Pasgword
Confirm l—
Pasgword

Resource
account | Account ID Resource Name | Resource Type | Exists | Disabled | Password Policy
whise Waximurm Langth: 16
DaSS‘_NUfU Administrator | Lighthouse Lighthouse Yes Mo Minimurm Length: 4
will bie Wust Mot Contain Atiribute Valuas: email firstname, iullname, lastiame
changed
Change Passward | Cancel |

2. EFHURIUH  (BIIR o A4FK. W ERPE bl 2EElAD) AR RHE RN
OFkH . OFE) .

3. TEFHTBIPAMRIH B DA 75, X590 Find. Identity
Manager 23 [0} /7 ID HELEHA B AT ITA T 980 . Sk DLk PR
H ;R[5 %] "Change User Password" .

4. HAIFHIABELE S, SR)5 M Change Password LSS 41 B2k F (1 FH
. Identity Manager ¥ %7 — AN TAEREE R, 1B %A B SO AR AT I«

EERA PP ED

# % Identity Manager HI )ik f 8 i Rk B 55 80 MO R 2R AL o O R S 3 B 0k
TR AN R 2 Ak O H B AN T SRR B i . 1M 22 H Identity Manager 4 1 /7
Mty BRI BRI ek IR A BEATL AR R B ORI S I R R 25 R SRS

oyBegs HIP SRS (G182 FLH 7 RO 2l ™ AL g il ) #2022 32 LR i,
Horp 45

o ARNIEE T AVFI0E AL E AR

o OBFTERS N R BURIEALE . KR S (1L FE ) "Reset Notification Option”,
Identity Manager LAHL 7l fF 5 SRR B A X 25 M 5 B (£E "Results”
U BRI A I o 25 1 K B % G 1) Identity Manager 3 57 .
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EIRM PR S TR

EEMNTRIEH

BROGOL T, PRI R R BS]. SX SRR BT, S YOS,
DU P A BEMEAT 7 ] o AITERE S iCs BER A A, JRE, JH P s iy 2030 H
W e T 5 ARG “ Lighthouse M/ S i 2 0 50 301 S B8

#14n, 7£ "Reset User Password Form" #1, ¥
resourceAccounts.currentResourceAccounts [Lighthouse] . expirePassword H]

fHIE A false.
A PIFAIH] "Lighthouse Account Policy” H[] "Reset Option" “y B Al % 5 2 I 75 %

o KA - HEFMN, 2H7E passwordExpiry FugJa i e 1 1) Bt 54
A H AR H I, SRS H R E o H T s an 2 H . R s e e
{EL, DU B EE E  A R AKAS

o I - EEHEE, S{EHTE tempPasswordExpiry M JE 1k s s 1 B ) B
THEAHT H P RART 0, AR reR e H U E D R s S 0 H . R
AHREAE, S T B ) B KA B . Akt tempPasswordExpiry ]
{EHBIE N 0, JUPHAS ST B 23]

tempPasswordExpiry JEME N AEEEHIE (MBENESD NEH; eAMEHTE
DR P17 I

BIEIK A = 2 FIR

AR T 00T AT T W LE B AR BRI I ok ™ 1) 22 42 05 ) I B Tdentity
Manager {1 BLIR .

o W E N
o JERAIE
o Iy EIALRR

% B Z AR B

YRR SRS S NG R PR B o RO PR A SR ] SR AR e e v, NI B T
TRYT R IRA T 52 R GRG0 T DL G 5 2 L) SR s ofe 1 o bk e Y T
(RREAEA o

BITURAT FH ARG SRNG , TE /RS A2 TPk ¢ Security, SAJ5IEFE Policies.
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B R S TR

LR I SRS, T AE "Policies” F1| 3 P I £E R I SEMG . BEA R WAL SRS, WM
"New" LI ¥ % H1i%+% String Quality Policy .

B2 SR Mg

SR AL TR SN O B AL, i 4SBT M 1 T I 57 20
5 ST SEHS K O AR 4

K EAN

KLY T 4 K E O e MR B 6 BRI L IR, 4805
T NCEIY

FHFEHNY

AL INA 5 559 LA 205 0 R0 220 5 RS 6 > B B %
b

o CFER T K. NSRRI R SRR B

SR INCEEE STy e e

o TSR IR A

o TSR I R AR

BN FRIOUMRA TR SN AW SR TR G
KT

RPN B NOR . T DL AU B0 VE R 7 F B M i
WP 311 Fiak. 2AUI R I DR 10 Bk SR AR 1 5 2 1
S

=

* LRI () f N B RCE B e, A AL
B 3-11 RGNS (CERFRAL F
Folicy Rules
Select Operator Rule Name Description
- |Divisi0n of Accounts Payahle and Receivable:Rulel j
r |ano x| |select. |

ﬂl Remave |
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EIRM PR S TR

= H 5R A i

O] LU PR TR AT . RS A IR T, ST
o RET

o T I

M "Policies" TACE 7. A ST ECE FIMTELE B, ES 1 Identity Manager
E TP “RE ISR

FHEYh RiC KRR

A DAZE |5 R B A B A R R T

1F "Number of Previous Passwords that Cannot be Reused" &, WA—MNKT
1T, DR IR R A FoC R . flhn, s ANEUE 3, s A
55 MR BN R Y R 2 B A PR AN S T A R

&t ] 2% 1 R A S A S b A O SR L £F . 7E "Maximum Number of
Similar Characters from Previous Passwords that Cannot be Reused" 7B, #iA
ANBEAE BB B A I — AN AN B A R SRR i, RN T
B 7, HIEHI# 4 passwordl, WEHH# S ANGE Ny password2 1 password3.

WA TAE 0, WITCRMBF I, B P A7 a8 A Al . B, S S i i
abed, WPFF#AREL S 7 as by cHid.

LR O] S T — ANk AN . KA e R A A S AN RE PR 1
SERTEAE” FBh R R

A BESI

AT AR 0. ERARET, SN

B A] DUl e B A SE I M SR M HERR TR . BRTEZE R, WS 126 T L1y “F
LT

A EEEEM

RN ANEEARE S EN. BT

e accountID

e email

e firsthname

e fullname
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e Jastname

] PAFE UserUIConfig FUE X G H B U0 AR “AMEEE” Bt
UserUIConfig )% JE M 41 T <PolicyPasswordAttributeNames> W,

SSYEATE

TR MG T N R BT (o ORI R S Y ] TR E B 1A
"Password Policy" iEIi ¥ 1k, "Password Policy" i T 41| % 7T "Create
Resource Wizard:Identity Manager Parameters" 2{ "Edit Resource Wizard:Identity
Manager Parameters" T[] "Policy Configuration” X3,

F R3S E

WHRA P SN L, A Pl I [ AN B AN K B AIE ) R
A5 Identity Manager 15 i) AP o 3K 56 i) i DL A2 57 BHUIX  ia] 704D 0 ) S
Identity Manager K ) SEB& ¥ — 573, HECRBOE . HHIHEIE AR, Identity
Manager Mk S5 BFL4 50 Biogs F P sl o 2 licgs P A 250 ides - (FE
"Create User" JLfl "Edit User" T H1)

FEMK ) S P BB I IE -
1. 7ESEHARE L P Security , SRJ5E$% Policies.
2. MRS FIFR LS “BRIA Identity Manager K ) 5B 7
K UFIE AT T-1% L) "Secondary Authentication Policy Options” X &+

HEHOR D IRBCEN, AT SRE] I G RO BRI A A6 5
ULARAN Y EX L ), 20 P S R A e BB %

ARYEIAE RN, PTEESR P 6 LR T Al s [ 2%«

o T YE )

AT UE 7] 8

MR B A LE PR 1) A8 ) REUCH e i e i e
MNHIL DA B 3 6 ) — A B A ]

A LUK B0 S I BRI R, e sk B Identity Manager [f) "User interface”,
il7 "Forgot Your Password?", Jf[nl% sy — DA ) .

Kl 3-12 7~ T "User Account Authentication” i %& )7~ o
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EIRM PR S TR

B 3-12 User Account Authentication

Accountld  user-1

In what
city were
you born?

Loginl Cancel |

AP B6 UE (2] R
7t Lighthouse Ik 5, #0] UG£ T0 DL SR VF F P 78 H P S i R 88 03 At i v

St E QA RAIE L. sEAh, AT LABEE ] 2B AT R85 (4 i D il REUESC LAASE A A
AR R0 IE TR 38 B 65 5 o

S8 J5 P AT LLAE "Change Answers to Authentication Questions" T ¥ Il FH 5 4 v
AoV 3-13 o T UL R

3-13 A % - PRI 1)
Change Answers to Authentication Questions

Ifyou forget your password, the systerm will prompt you for the answers to all authentication questions associated with your account.
Enter new answers to ane ar mare of the following questions, and then click Save.

Authentication Questions

mForLogin Interface |Defau|t j

Fersanalized Authentication Questions.  Answers will he automatically converted to upper-case.

Question | Answer
[ |What is your ginger cat's name? ||Eliscuit
Add Gluestion Delete Selected
Policy Constraints
Answer Policy Mone
Applies to all answers within a login interface.
Cuestion Policy Mone
Applies to user supplied questions within a login interface.

Savel Cancel |

Coand =Rl 0 R T ]

Rl AN s A ) R D RS, BUATS LT, RGBSRz iRt —
ANFrEg . (R, wf Rl AN Z A Identity Manager N F2 P i &
bypassChangePassword RIHCE B, KACHE Identity Manager ZAg 5 XS0 5 5T .
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LRSI UE S5 2N BT AT N R P 1) S SO oty TS AE R GE G B0 5 P

bypassChangePassword J& % & U T :

REgxH 3-1 T 1 D 2 B 5 R ST )
<Attribute name="ui"
<Object>
<Attribute name="web">
<Object>
<Attribute name='questionLogin'>
<Object>

<Attribute name='bypassChangePassword'>
<Boolean>true</Boolean>
</Attribute>
</Object>
</Attribute>

</Object>

TR E N IR P28 T e i iy, iR BB R

REGRH 3-2 B A M DA F 5T O B 5 iR
<Attribute name="ui">
<Object>
<Attribute name="web">
<Object>
<Attribute name='user'>
<Object>
<Attribute name='questionLogin'>
<Object>

<Attribute name='bypassChangePassword'>
<Boolean>true</Boolean>
</Attribute>
</Object>
</Attribute>
</Object>
</Attribute>

</Object>

T EEENR

ALK Identity Manager & B MR BiAL B 7 AiCgs -, R ik
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RRBEITHER

I - 43T T B O O ] Ak (e SCRIARLRERI 2 #4121 BRIA
500 T, P Identity Manager JH ik 7 7E G #R3G r BCH P BB 0. A7
REH UM OMNEIEE R M ORIERGER, SRS 4 50r “ReE
Identity Manager %" o

FLHE - BLRE RN E X . Identity Manager #2677 — R ARG, 12 IIRE 0L
AN, BT DO AT IR > BERCRE AT LUSE D 40 Al M 7 IO A BEALR . A 5L
REMIBIAEALRERIME B, WS ILER 5 Ry« TRV BIALRE .

ZARM L - AR T IR E UL BRI . ARTEAE R, WS L
% 5 T T ## Identity Manager 4141,

41k Identity Manager & P 53N BATSSTEAIE B, WS WA 5% “FH” .

A /— ;
HAREITEER
F P ar LAAf A Identity Manager User interface #Z2% ik /o X MEE A
Identity Manager & 73 1) H )7 0] LA LA AAE AR SR IR B2 UK - AH DG

88

BRHBITEER

LR EATHER, BOGERAICEN R (AU, R RV e
PRI FRIREAS DU A4 RIS I 2200 S o AT DA 2D SR PAT B HR £ -

1.

2
3.
4

17T Identity Manager [#] "System Settings" U1 (idm/debug).
M "Configuration" K% & £ $ Configuration, #AJ5ifi List Objects.
Hiii "End User Resources" 55 ] Edit &/ HlE X %

7N <string>Resource</String>, HH' Resource 5 R 4G5 BEE T IR P51
YPRAHULHES, il 3-14 PR
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B 3-14 A B EC B 5

Checkout Object: Configuration, #|D#Configuration:EndUserResources

<?xml wersion='1l.0' encoding='UTF-5'7?> ;J
<IDOCTYPE Configuration PUBLIC 'waveset.dtd' 'waveset.dod':>
<l—— id="#ID#Configuration:EndUserResources" name="End User Resources"-->

<Configuration id='#ID#Configuration:EndUserResources' name='End User Resources'
creator='Configurator' createDate='1026770940457' lastMod='7?' counter='0">
<Extension»
<List>

<String>NT</Strings> —— Addaline for each resource to he added to
</List> user self-discovery selections
</Extension>

<MermberdhjectGroups:>
<ChjectRef type='ObjectGroup' id='#IDHTop' neame='Top'/ >
</ MenberdhjectGroupss
</Configurations>

Savel Cancel |

5. i Save.

JHH AATHR)G, A Identity Manager FH /7 FHHIK “HCE SCHE” SEHIEDR R )
PR — BRI RE X C“BATIER D o P AT DU X Sl i) F 3R ik
FEBEUE, RIS ID R RS, R ik ) 55 3L Identity Manager 5 4% .

< BRFO A A A )
MHRAE AT P I Identity Manager HI 7 4 RN 7B, 158 CIBERIAf A
O Gn SRR My T BB A, WA Z5E 8 St BV I s SR . Tt SR
SN PP BARE T, WIS R SHZ AR PEAL SRR AR
SRIEFI £ 75 4% 545 4F 7 BEUC L (1) Identity Manager FH ™ o AfiiA HII £ 56} JE 44 7
BUA Identity Manager H )™, BAfiE H P 2 USRI, LB B 25 i e /e
Identity Manager il id PR &r gl fefO ) G mRem ) JHAU T sE I
FUHAT BB A, DU SR R
T4 a0 2581 k) SUBTYPE_ACCOUNT CORRELATION_RULE HY
SUBTYPE_ACCOUNT CONFIRMATION RULE FKJFI I 5 >k 6] g e Bk m Aff A K 0

A ORCHEF AR PEAN 15 S, 152 W, Identity Manager FEAR -2 HEA 1 “ Kl
MBS 5
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KERFOHE A

SREXAR ]

AT R A NN B S BB o fanth s iU R AN R L
o TR (WEMS AN ID)

o FRHRICERYIR (AR A BN ID)

e WSAttribute Jt 5%

e AttributeCondition JG 2 5|3

W IR T 2 S 4 B 7 B R L A O P 4 8 3 o SRR I 3 2 A i T3 B¢
B gt (2% Type.USER AT JEYE) (%%,

SRIBERILIN 1y A BE I R AR TR, (EW RS AT REAR /NG . WiAT AT e, K BB A L
FEFE 2 B AR o

J& PR 45 AF 00 20 2 2% Type . USER (1) 0] £ 9 J& P . 3X 28 n] £ 9f) J&8 P 4 iC & 0 Identity
Manager UserUIConfig X% H' ] QueryableAttrNames.

ORI Jo et P o A TR 2«

o WJI{E UserUIConfig HUR4 R @ MEda e Al &5l CGavin2|
QueryableAttrNames FF) .

e Zffi userUIConfig M43k, Identity Manager W HFET  (EN RS #3)
Al RE T EH T H S .

AR

EEFA AT -

» userview - Identity Manager FH /" [ 5¢ LA .
* account - AT BURIT .

WIS P S48 E 7 BLUCHD, WA RN 2R B4 BB R A R trues 0, &4
& [Bl{H false,

A IR KIS K P R B A AL 1 7 B AR L o A 0 SRIBRE R ) T 3
BB S IRAT A BEAE GO R A A (BRI U v A K &5 B 1
ABEVH AL o Bz, FATLE RGO B A ZE A .

o SRR AT RER M 2 AN VL ECH .
o WAELER T EAN AT A

90  Sun Java System Identity Manager 7.1 ¢ Identity Manager &7



B

N FRIFHE U322 (5 P4 A DL RS 8 AT — R AR o

&= iE M

B 447 SIS Ae A0 Tdentity Manager K 0 72 58 o iR 3R Atk 7

ERERIM
BOATOL DR AR B A D . 28 ORI, AT LR #A4E
1. Bk BEH G S
2. JEHEE, REEFN S,
3. fE “EAEM” XIrhEEE R L AR5 AR
SR B AN, Bk i R BUAE S BB Rk P L

o & EE 2
fE N T BRI (KIh, BUNIE 4 AR LT
o SRATHONR - £ b T IS PERORE TD, BEROBU T30 A0 40 G PP

o HERFARME - WL I, AU FERAHEE A T SRR o BRIA
00T KR BRI T

o JBHEAE - kSRR, HI AR UE IR SUE R, R AR Rk
NN IRV RS L El SRl

o TRJ3FE) URL - %A\ URL, LLFg &R T 4 W B ) AR -

o RSN - WUREREMEI, WO QUK 25 R IR Rk s
HIEEE

o T ERARI - H AT TR T B e L A SR A4 R
SERUR I AR .

A RiEfS i
i B PR P DUt CE SO SR P KR

$£3E MARAAKPEE o
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Identity Manager ¥ %275 58— MM o0 GEPI0 , SRR AEEZ FE 5 ID. W
s R HRAL” JRIEBCE T yes (BUAMED » WAAZUERALRMAE R, M)A RN
i

EndUserLibrary " i) verifyFirstname. verifylastname. verifyEmployeeId Fll
verifyEligibility ML ATBGUEREAN B2k A5 B

i A RERT BB B AN B A, JEHGE, BN R S
ID (R, U] Web iRk 55 1 1 2K Java GG RIS .

WRAEH] “R IR JE Ik, WA BoRWIAGTEN B . ERXMEILT, s
o R EEAEN SR AR, LASR VR N T ) A0 56 UE R R SR A
5

A M DO R EERIME S, Identity Manager W] LUAE LA T P 25
o k) ID GEFRLTEH KRG TEE MICHE RS T REFE 51 ID 258 .
o A LUR RS SCH HL T B AF i L
FirstName.LastName@EmailDomain
Horpr EmailDomain 5 Ve 22 VENHECE ) 7 BP0 e B i L A

o EH R (idmManager). W LUE T &N EndUserRuleLibrary:getIdmManager
KU M JE e . BRSO MRS B W B R B A . TR N B B 1
WAIRSEHEHE R sk, ARG A ReE A bk o

o AZUEYE. HJLLE B 2 X EndUserRulelibrary:getOrganization Nk &
HENE. BUAEOLT, ¥ I RIH L 0 2 4 T2 ("Top”).

AR P AR BB RS R IE 2 W), Identity Manager a7

EOREE AN U . P AR PE AR S N R RN SR A A . RN T EERR AR

W& SRR yes, T I 20 REAH LI I LA 52 K FA TR M (1) 45 3K o

M P AN B, Identity Manager K oA T . A0SR <R @ %7

JEMERE N yes, T 248 H A PR ARG i Y H 7 IS4 2

FRAER O il RE (B idmManager J& P ATSRIS 13 B T IS FOHLIE) S22 )5, B
Bk o
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AN
104

T A 4448 ] "Administrator Interface” 1'% Identity Manager %) % Fl Il 55 #5 3 72
P S A . 56 Identity Manager X R TFAGE R, ES W “BR” —& i

% 36 5 L) “Identity Manager %" .

N

iE 1 5 M IR 45 B3 SE AL Identity Manager 15 6, 2 L5 13
BOCRSARMS A

AREEAG VLT LA T A

o TENE R

e [il'# Identity Manager %t

¢ Identity Manager ChangeLog

o MUESEIEMFLE

e [ Identity Manager 5 #¢

o HE TR

o MCE TR v

e Remedy %/

e [il# Identity Manager /45 7% 3 &
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TRNEEAE

THRIEEAR®

B AT I LT 47 OGHE Identity Manager H1 s A1 (5 1015 -

Htaommta?
Identity Manager f 8 52 X AEIL P B0 S I R 4R G o A0 AR L T R ZE iR —
R, K BATFAUEEAE (1) Identity Manager H 7 115 4 —41.

PR REAN P R A A, SE AR O P e K
JUHERIL U ) A [ B A Bt 5 2 AR o

T 5 A F G SR IRH) BE ISR 2 /] 4 7y BE S AH N Y o TR 73 AN TR] T B 2200 B »
FEEILBCT, BRI LN IR Y o
MO B A (), Identity Manager 43 )i 3l ManageRole TAE#it. M TR

B A R K A PR AR B, IR SR VRIEHE B i DR A7 12 A (T i AL HE
B AR A

ol " Administrator Interface" [t "Create User" 1 "Edit User" UK A (07 Bl 45
M.

tliERAeE
A DME I BAR 7 ik — Bl A
1. 1t Identity Manager 5 5.4~ H1, E$£ Roles.
2. 1t "Roles" T i New.
"Create Role" 7 fuVFH:
o KBTI 7 oL A 1D
o MEFESA O HEHER R AL

R BT R RIMAEERE I PEARAE R, TSP 177 TR “ik  HEHE” .

o R, BURUL WERMA O ST, WEERR A A el
MaASP B

o EFER UL A (LA
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THRNEEAE

o G RCa LA T BEIR R PR

wECHTEMNFREMLE
#£ "Create Role" I _I[1] "Assigned Resources" X ik #ii; Set Attribute Values, L

BRI ICE Z A O REA BHR I JE PEAI  o 7EIE "Edit" JBPETT, W DO AN R PSR

SERME, FEf e WA 5 R Pl . Identity Manager fUVF U EAH, s —A
MR BB AR e IR ] TR o S T B (B — LRI T

L HE DL A REAS BEEIK  JR E FROE

B E - LRI

o Jo- BOAEI. ABCEALME.

o FRIW - AR B E A . W RE PRI, WA ZR M R I A B
o SO - IR E B SCAR B E AL . W R IEFEILIRIT, A ZIU N SCA
BB - WHELL T —

o BRME - KU sSOAAE BRI R M. ™ vl S e i S

o WERUA - KR P E B E N N BOCATR € M. BEE DR B e AT
il

o HHEAIF - I Mm-S U sOCAE E .

o HEEI, ERIEE - MR E I R e o e A (ot Hofb sy
oA G TR A ) A A

o ANEFPMIRR - M AR R U s SCASR E (1

o BRBUREA - F5m VAL BN BOCAT R 2 . BB R B SR AR )
S W AUINER A, IRk e i B ATAR AR, B s PR ) 2o 25

o BMEEEIHF - GIF LR S I SOCASR € K. R MR A,
B 22 e PR SG AT B ATAH N AR, OB s PEAE TS S 2 5 e

T2 AEENE, Do RS E BEP Mg, RIS S —ME
55y Wi (Comma-separated Value, CSV) s il ln:

<RoleAttribute name='attrs role:Database Table:attrs' csv='true'>

o BREMEGH, WA - MBI, R oy e o i o FoAth
YA TR AR I 5 IF (R AU R ER Af €, DB 32 e P 2 iR A AR
1B, iRt s e 1B A

AR - W RAE AR IXHaE R 7, JURE MBI e .
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TRNEEAE

o A - WURAE AR DOIERE “OCAR”, WRFERMA SRR IMAEIEE. N
Jogs AL B 5 S £ o AL STAR

T R W ORAE P B OF IR 15« B s 4 A1 1 0T,

EEAR

LA "Roles" U1 _E 1) i (A 51 3 HhO0 A L AT — R AIERAE o

o i - AR MO, FEFTITR S B E .

o EEMO-AE M XEh, ERERAT. TGN Mk R e

HEM:
o KRR
o AHITE
o HHEH
o B

o BHEA

RS R KA, WD £ AT 162 S A R MR 45 . H A
KA KA.

o mREREMmAM O - EHEGEM O, £ AT TROT AR AR, K5
PRI FESRIRIITH, Wi Create LLAIE T (.

EwmAAe

AT A O, WHRATELT DR

1. IEREEGER A

2. ft "Name" FBPHIANF AR, KRG Hid Save.
Identity Manager ¥ .7 "Create or Rename" .

3. i Rename L5 S (44 FK o
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L& Identity Manager &ig

[El4 |dentity Manager AEFZEAE

A LK Identity Manager f1 {05520 EAMGIER MO . BOARR T, [P
PRI RCas A (. IKEH] T SRS — R G R M o, RN REH TIAER. 5
FAN BRI S .44 UUBC 1 Identity Manager ffi 5.

FESCHAE T, &P Tasks, #RJ51EHE Run Tasks -, LLijH "Synchronize
Identity System Roles with Resource Roles" {1:45 il ZLJA#ME5%, i & RIS
MAapRs B ZAE A AR R R LUK NI A I AH 2R, AR5 iy "Launch”s

B & ldentity Manager AR

P AT (045 A R mT LA B 4 ¢ . Identity Manager 8.

TARTEIR?

Identity Manager %% A7 it ¢ T 3 422 BIE L b Gtk ™ 9 B BR G 1A &
Identity Manager % 7€ XA A FIRIAHOCE M, -8 Bhfa e 7 EME B ﬁﬂﬁf
Identity Manager ' {75 .

Identity Manager $& (R 2 1B, AU 45:
oINS

o HulipE

o HFIMRS

o BRIERZ

o AMPBRYE TR (ERP) R4E

NN
o HEE

SR PRI IR X 5

Identity Manager 7t "Resources" U1 F @7 ¢ T IUA IR I(E B

L BE, 1 IEREE A LI Resources.

PR A, AR Do 2 1SR Bas AR o BT R AL I B 41T
CE SIS, T i SO R SF AR R4 o iR s AT T 4 & LA
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98

MIEIT BRI )m, ERshAEHIF R E MR R A0E (nRE R
FEZ AR TR .

AR A T LUE BB I 5, AHELL R AT 4

. ik

. HL A

- o

. ﬁ- b

NIRRT R P IERE— RS, ARG I CL R AR s R b g ATie$e, IR sh— AN
{145

o BIRBRAE - A BHERAT - RIVERAE, WIEGIR. WS Ear A AR
BT LU P B RO GRS BE DR UL o

o RUNZRBRAE - gidh. Q. MER. Eard . AN ERTEEN .
o BRUFRBIBRAE - GBI . MR R 5 ARG B A B U

RO B i HUR N, Identity Manager 4% 5 3)) ManageResource | AEit. b TAF
DK B A IR B R ) R R A A B, I AV TE QI BUR A 1 PR AT I
e s A A

EIRERIRTIR

MBI rpa] DLk FE QI B, i A A ] i A B 5 ALY "Resources”
IR MATE L. M "Resource Type Actions” JE I 413 H1 1%+ "Configure
Managed Resources", LAZE£E% ] T4 78 B8 & [ BE U5

7f "Managed Resources" 1 I+, Identity Manager ¥ %5 I 7 Jy 2K

e Identity Manager %y - f0 & 7F ILEE ¥ 95 Y8 0 /2 11 Identity Manager 5 21
BRI T SRR B RNRA . i £ "Managed?" #1JH )  T K G
AT, R H Save FHA N B THIEY K

o HESHIE - AL T X Sn] DLKE e ORISR IR IR skt

BRI B g B

1. il Add Custom Resource [7]& T II—1T.

2. NTRIE I TSR R AR B NS E B B .

3. il Save K BHYEVS N2 "Resources” 413

®A1HH T B LRIEE.
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£ 41 HE R IER

Access Manager com.waveset.adapter.AccessManagerResourceAdapter
ACF2 com.waveset.adapter. ACF2ResourceAdapter

ActivCard com.waveset.adapter.ActivCardResourceAdapter

Active Directory
Active Directory Active Sync
ClearTrust

DB2

INISafe Nexess
Microsoft SQL Server
MySQL

Natural

NDS SecretStore
Oracle

Oracle Financials
0S400

PeopleSoft

RACF

SAP

SAP HR
SAP Portal
Scripted Host
SecurlD

Siebel
SiteMinder

Sun ONE Identity Server
Sybase
Top Secret

com.waveset.adapter. ADSIResourceAdapter
com.waveset.adapter.ActiveDirectoryActiveSyncAdapter
com.waveset.adapter.ClearTrustResourceAdapter
com.waveset.adapter.DB2ResourceAdapter
com.waveset.adapter.INISafeNexessResourceAdapter
com.waveset.adapter. MSSQLServerResourceAdapter
com.waveset.adapter.MySQLResourceAdapter
com.waveset.adapter.NaturalResourceAdapter
com.waveset.adapter.NDSSecretStoreResourceAdapter
com.waveset.adapter.OracleResourceAdapter
com.waveset.adapter.OracleERPResourceAdapter
com.waveset.adapter.OS400ResourceAdapter

com.waveset.adapter.PeopleSoftComplintfcAdapter
com.waveset.adapter.PeopleSoftComponentActiveSyncAdapter

com.waveset.adapter. RACFResourceAdapter
com.waveset.adapter.SAPResourceAdapter
com.waveset.adapter. SAPHRResourceAdapter
com.waveset.adapter.SAPPortalResourceAdapter
com.waveset.adapter.ScriptedHostResourceAdapter

com.waveset.adapter.SecurldResourceAdapter
com.waveset.adapter.SecurldUnixResourceAdapter

com.waveset.adapter.SiebelResourceAdapter

com.waveset.adapter.SiteminderAdminResourceAdapter
com.waveset.adapter.SiteminderLDAPResourceAdapter
com.waveset.adapter.SiteminderExampleTableResourceAdapter

com.waveset.adapter.SunlSResourceAdapter
com.waveset.adapter.SybaseResourceAdapter

com.waveset.adapter.TopSecretResourceAdapter

®4E LE
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I EZIR

A4 ] Resource Wizard G2 % 5. "Resource Wizard" #4515 %5 5¢ il & Identity
Manager BFUUERCA IR, UE BEBER L ROR G .

i | "Resource Wizard" nJ L% % :

o RETRERSH - QIE LTI HARSEHIN, w LU Identity Manager
FHIE XL .

o MRPEME - AETTUE B e o XA E Identity Manager HI /g
L] 5 B _E R L .

o K/ DN BREGHEMR - CLE ] ik ) A PRik, e g R AR A U

* Identity Manager KIBIRSHL - BUE NS, @ BRI, I i E 41900 5%
YRI5 B o

QI BEU -
1. M "Resource Type Actions" i£7151] % ik New Resource.
Identity Manager ¥ .7 "New Resource" 7T,

2, EFEWIERA, AR5 Hd New, LLIEJR "Resource Wizard Welcome" 7.

i W] 58 N B SR P B IRRAY, AR5 A "Resource Type
Actions" #I|&H11E# "New Resource". fEIXFELL T, Identity
Manager /4 27K "New Resource” U1, 1 & FL£ 3 ) W I 7] F

3. Hdi Next JTUAE L %P . "Resource Wizard" +5 B H1 T [+ LA F i 57«

o  RIFESH - W E M TEAEIER R RIE R8T 0 R e TR S8 AN
ZH0, R i Test Connection, VAIfREEAT . FEMINERARS,
M Next &Ik &1 . 4-1 77T "Resource Parameters" i .

Sun Java System Identity Manager 7.1 ¢ Identity Manager &%
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B 41 Resource Wizard: %S4
Resource Parameters

Specify the parameters that are specific to this resource. These are parameters far authentication and
parameters for contralling the behaviar of the resource adapter.

[i1Host
EITCP Port |23
[i] Login User

[il password

[i] Lagin Shell
Frompt

[i] Admin User |false

[Tl completely

Remaove User true

[i1Root User

[il credentials

[ilRoot shell
FPrompt

[il connection Type |Telnet

[E] maximum

Connections o

[il connection ldle
Timeout =00

o WRPEME B - K Identity Manager 1K 7 Ja 14 WS 2008 S50k 5 e 1

ERhnEYE, 8 Add Attribute. EFADEEZ AN EN, RS
Delete Selected Attributes ML IR JE M. 525, R Next 1%
R

K 4-2 78T "Resource Wizard" H'[f] "Account Attributes" 71,
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B 4-2 Resource Wizard: Account Attributes (UML)
Create AIX Resource Wizard

Account Attributes

Use the table below to define the account attributes on the resource that you wish to manage and to define the mapping hetween Identity Manager
account attributes and the resource account attributes.

Identity Manager User Attribute Attribute Type Resource User Attribute | Required | Audit | Read Only | Write Only
r [string x| | == ||accountld Vv r r r
|| =] [aix_shel [string =] | == [|shel r r r r
r I | |aix_expires |String R |expires r I r r
r I | |aix_account_locked |String R |account_locked r Il r r
r L/\}%lstring =l | == |lgecos r r r r
e — e T

Remave Selected Attibute(s) | Add Atibute |

Back |M Cancel |

o SRR - s UK T A BRIETE . R D BEXT T 2 G A K 44 R ) JE S

M "Insert Attributes" FIZK kR IE . BT BIBR R, EFESI R H
s, ARJEME R IR — AN AN IE o IR A FR LA AT RS 4k
s CRITHTS) T4

4-3 PRI T SR

"NT" Distinguished Name Template

Select one ar mare attributes from the listto add to the template. Click Test to test the revised template.
Click Sawve to keep your changes and return to the resource page.

Add attributes to the
$account Id$ =] identity template
Insert Attribute..

Savel Test| Cancel

accountld

Logged in as: Configurator
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> Identity System 4§ - 751X & Identity Manager 2%, .45 B ILFI 5K

WERCE, Wl 4-4 PR,

E 44

WS Identity RABH

Identity System Parameters

Specify the parameters for this resource that are used by the Identity systemn.

[{lResaurce Name [aD

[il Display Marne

Adtribute |Se|ect...

Account Features Configuration

Feature

Disable?

Action if Attempted

Create

Update

Rename

[il supported Delats

Features Password

Disahle

Enahle

Login

EIEIEIEEEEEE
aaapaaloaiaia

Unlock

[il Showe &1l Features [

Retry Configuration

[i] maximum Retries ID
[il Delay Between Im—
Retries {seconds)

[i] Retry Motificatian |
Email Addresses

[i] Retry Motification |5—
Email Threshald

Policy Configuration

[l Paszword Policy |N0ne

[il Account Palicy INone 'l

[i] Excluded Accounts

Bule |N0ne

i Next Al Back 72 UM 2. ST IEHE )5, Hili Save LLRAFIZ TR, FFiR ]

EvIE I
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Soke T S5 S

EIBRIER

] DLl SR A R A SR L PAT — R A A . B T ERE "Resource Wizard" 71
ImAERLRESL, ERLL:

o MHBRFEIE - bHE A EEABUE, RIEN CTRUERE” SR PIERE CMHBRT .
A DA N e J LRPR I B . ANBEMN B 5 AR ] S (6 B B8 YR AL A DG ) BE UL

o HRBFENZR - LAV, RGN “BHEXGEAE" JIRhEsE “Akvt
PRIL” , DMEHAT RAHE R BN R (il g, HZURAL, A AD »

o HHBIEXR - X THLETHPERAL, wTLLEIEB I & IR, REN
"Resource Object Actions" 41| & 11k % "Create Resource Object.

o EMARE - LAV, RGN CRRUEERAET JIRTPIESE CEa s . 1
O AHE A A BT 2 AR, AR5 i Rename.

o TERERRUE - EFC TR, RSN CBUEIRAET ZIhk e AN . AR
L AHE A A BT A Bk SR I SRR LUE R K 44 R Bon AEBES IR

o WEEWATHERME - fig ADTBIIRMN OA CSV i) B5IE
BT SRR IR . AR5 R Shitb A LR St B 5 S AR5 .

EARAKAEN

Identity Manager B854 PR WL & SOk B AN BRI mYE R w1 1
HRRFNSEAL ;ARG EAT TR Bk 8 e 2 A fE Identity Manager Bk /& @t o i 2
SLEERL  (FF "Resource Wizard" 1] "Account Attributes" 7T F) , #JLL:

o DORE R IR PR B A 2 R 7 2T LA

o g E ZAHHEILH A 3L Identity Manager J& 4 74 .

o BRI R AR PR

ST R IX SR, T TSR Pk P B, AR5 M "Resource Actions" F1J 3 k£

Edit Resource Schema.

AW 2251 (hR/8A "Identity system User Attribute") 7% Identity Manager
M B PR AR, IX LA Rt Identity Manager [ B 53 51 AR P St o A 1)
KPP BAWUR A5 bRk "Resource User Attribute™) £ 3K [ 4MHUA
B PEA R
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i 5E X Identity System J&PEX R, K H AR GEIRI g ol AT 2382002 o 1
ﬁu £ Active Directory % i -, Identity Manager (] lastname J& ' 4 W) 5|
Active Directory %)@ sn; 7F GroupWise I, fullname J& M nJ LA s £
GroupWise J& 1t Surname. XA, P EHE X lastname FIfE; H{RAF
WPe s AZAER AL 2 FAT AN A AR R BE A o

FiRH

T TR U DX o vy DY BRI AL, AT LORE BRI HEAT 20 21, DAy 52 IO BE HiX 4t
o MR T M BRE I PR, SRS AL e T, W e G S
AT RS FH P B 5 R Y o

W ENMIRAEREAD BRI EAAT o A RS RAEAE— A BE R, IR B A S
o XANOCRRINS R BN L2

i, Exchange 5.5 %K #TI4 ) Windows NT % Windows Active Directory
Mt A6 DL B Exchange K ' 2 i, Horpz — @b 2547 15 . 1l {f ] Windows
NT %t 51 Exchange 5.5 %l (F¥) G THIRZ, v LA LR G HI ™ I 1
Ao Sk, SR vy LAGH DRMN B FH ) eF 58 42 1 s P B

1% 4% Resources, #X %+ List Resource Groups DL %/ 247w X IW IR 5% . 75
Z I New DL RIEAH . & XBRAR, B — MR v ek vl 5
o BT I G RHEY, R AT DA B T DA FH i B PR A 2 2R

£ /B RIRREG

A ATE G IR 4 ) B YR SR h i JE 7k . 7 "Edit Global Resource Policy Attributes”
TUH, AT RAgndE DL SR

o BRIAHTGEBIT - A AME (AR A, DMESEAE i A TR 2 R G Ay
RN 2 T, A B A (R e K ) o I AEAE T
GenerlcScrlptResourceAdapter 1% ShellScriptSourceBase i@ fil . T4 B
AR IR &5 AR EE ELK dad@ e A AT e, R T e i

B E I ERIAE S 30000 (30 #5)

o BOASEAREN - N AME (A=A, DIREEHIITR & DA F @42
THRA ML FAT (ARG AT, B N 4 75 9 PR 1) 2 T 4545 1R e 1
IR %A AIE FH T GenericScriptResourceAdapter 5% ShellScriptSourceBase
MOS0 I O AR A i BB R S5 R, R TR
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o ZHRABMEKNE -HFIN—AME (LLZRHRALD) , LAFRE IE B A 2RI 2 1 B 4%
FEar AT PR BRI ] o 1 (EANE FH T GenericScriptResourceAdapter B4
ShellScriptSourceBase iG L. ANX I R/NE  CRGEVNE) I, KA EE .

o UK RS - (ARG D RN Tk R IR R S PRI A S
None /& BRIAZE T

o HEERBEURMK AN - CHAGEAD BERE BRI A . None ZERIA
TR o

WL Save A fE A X SRS i A0 SE A

wEHMBER{E

ML %4 Waveset.properties  SCF R LAE N maxWaitMilliseconds & k-
maxWaitMilliseconds J& VR HIMERLER MBI MR . WARORFGE UL, W ARSLHS
P BRI 50,

FAEILAL, WA B0 FATVRINE] Waveset properties 32 f#

com.waveset.adapter.ScriptedConnection. ScriptedConnection.maxwaitMilliseco
nds.

= FIRERE

LA CSV R IR S B G B A W T 54T PR 8l ) LIRS B T L
A

Bl 4-5 W 1A G AR At AR A 1 5 3 0
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B 45 "Launch Bulk Resource Actions" 71

List Resources | Launch Bulk Actions | List Resource Groups | Examine Account Index | Configure Types

Launch Bulk Resource Actions

Select resources and the action to perfarm. Click Launch to hegin bulk actions.

[i] Action ICreate 'l
[i] maximum Results T
FerPage

[l Resource Type I 'l

[i] Get Creation Data

fram {+ Creation Data ¢ File

[il Creation Data

Launch |

FI Tt SRR R A A ST e T o0 BEERAE R R R o P LA N ] T U B A ) P
ANEAE S B From Action List DLIR & 2 ANk

o BRAE - SR AR, TSI T IEZ —: "Create”. "Clone". "Update".
"Delete". "Change Password" fl "Reset Password".

X T AN ERAE LI, ?\?ﬁzl SRR, ] DA I S T 8 5 i R AT DG
Po XFT "Create" #:4F, &7 e Wk,

I B 45 2 "From Action List", 151 /] Get action list from X 3§85 5@ 2 H i) £,
B R B SO BRAE S N DX A8 R s PR .

E TEAN DI 2 o B SO AN R34 0 208 BUIE 5 43 B
(Comma-separated Value, CSV) #% .

o BB LRL - (I ILIEIUR] fif 2 £ AT S5 45 R 00 E SR (it i R 45 R
RREH . BUAE N 200,

i Launch DURZIERAE, 231K 0 Ja 61255121y
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108

[ 1 A% 15 7145 0% Identity Manager ChangeLog J1REIAE 5 LA A By T ic & A48 H
ChangeLog ¥t .

42 Changelog?

i3 ChangeLog W] UL ¥ Identity Manager %85t 605 1) By @ VS B . B4
ChangeLog #B & SCAR B 63 Je 1 54 (1 5 24

Bt R b e PERE (1 S WS P S R AR RS S, R ESCE A
ChangeLog. #RJr, &0 B IEAT A B T A A 52 SCRIASKE 12 H
ChangeLog Ff 5 # 9Jil .

/] ChangeLog wJ LA 550K FUE 4 RGN BHEEEA TS Gl B E A |
It ChangeLog Lifit 55 Identity Manager (15 4E 7% U5 2 [7] 252 R0 D e A B AN [ -

ChangelLog 5% %

Identity Manager ] ChangeLog Mg i ZE A A R G0 H 4R 72 H sk B AR . 3R
WL, K248 Web A8 A SRVFASHL SCIE R G U5 inl AT 1) Web #53 (4n Identity
Manager) .
AT LUIE IS S Java SRBS SR T U5 MBI . 1K /tmp/changelogs HIfE H 3%,
HE SN AR
grant {

permission java.io.FilePermission "/tmp/changelogs/*",

"read,write,delete";

}i

WA R E RS ChangeLog H 3 i AL PR »
BN JTava 4% SRS UL T

$JAVA HOME/jre/lib/security/java.policy

GAHIZSCIF T REAL CAL g (HE, WORAEH A CiSCrE GRiAEBASCrE) » kS5 4%
IBATINCREAE I QI BL R B (R 750

-Djava.security.manager -Djava.security.policy=/path/to/your/java.policy

EXFMGHLT, it java.security.policy REUEMEFRIAM SO
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i W] RE T SR 4R 2 A SRS SCIF IR BB A 3 Web 7 4%

Changelog ThgeE >k
ChangeLog L fig 23K S il & 5 173 & 1 #C # ChangeLog.

x SERES 118 TU LR “HCE S Oy @A AT — 15 rh Ik 120 B nT LA

fic & Changelog

A LLE i fi & ChangeLog i il ChangeLog KL & ChangeLog. %4 ChangeLog
HZIHATA 1) ChangeLog %l . ChangeLog 5 SCHE 74, b il 5 e v5 28
DRI Dl 5 O JE MRS, B AHE. HARS M ChangeLog HEs & UM
Z W5 N\ ChangeLog 3. ChangeLog SC{H4 i H a2 XA H

T E ChangeLog fil ChangeLog %, 5L+ Meta View, X5k
ChangeLogs.

Identity Manager ¥4 fit /x "ChangeLog Configuration" U, 47 1/l 2 X 1

E WA RRC S S 03 J@ %, W) "ChangeLogs" 1~ A rf W,
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E 4-6 ChangeLog KL &
Summary of Defined ChangeLog Policies
(| ‘vPoIicyName: Logger Type:
[~ | Daily Rotation (exarnple) Rotating File Writer
Create Policy | Remaove Policy(s) |

Summary of Defined ChangeLogs

(| ‘vChangeLog Hame: ‘ Active: Using Policy:

T | Mew Changelog Mo Daily Rotation {example)
Create Changelog | Remove Changelog(s)

Savel Cancel |

Changelog KRB E

ChangeLog & % X 5 2 75 24 /i 7€ X ChangeLog il . g4Il
ChangeLog #lf, 157ESIZR PN S 25K 201 ChangeLog 5%, i
#1117 Create Policy.

LMER— e A ChangeLog M, THAESIZR FPILFEAHN OSSR )5 Sl BR SR
%o (ULERAEAT ZHIN. )

Changelog &

ChangeLog ## 2 X $i i 7= 411 252 X[ ChangeLog. Z4i#{I117 ChangeLog, i
TEA T B A ) ChangeLog 44 7K. %64 ChangeLog, 5 HdiflE
ChangeLog.

FEMBR — A B2 4> ChangeLog, 1§ 7£ 71 3 ' & #% 41 . () ChangeLog, & )5 fbili
Remove ChangeLog. CUHEEA/EANTEHIN, D

{R77%t Changelog it &8I E 4

WAALE “ChangeLog FL & ” W1 & 47 %} ChangeLog Mt % (Rl ChangeLog %M 5L
7€ X ) ChangeLog) HEATHIPTA B, Hiili Save LLERAF B SO FIR [ 42 et &l o
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£l F045%8 Changelog %R

£ "Edit ChangeLog Policy" 7T 4 A P 7 B T 268, ) LG 54 # ChangeLog
SR -

SRUR K - i N SIS [ E— 24 P

MEFHNE - wERHE R, H TR NI A B R ). ATH %R
W& ¥ ChangeLog #f ML [ TF46, (4 A LIS (] TH 8 38 s b AT 50 4 . 9l
AR R TT AR I W) 5B AT (00:00), "Rotations Per Day" 2y 3, Tl H 35S i 4%
H#47E 00:00.  08:00 1 16:00 K EAR 4K

R W DL Ay & 0 1l _User yyyyMMAdHHmmss.n.suffix,
HHmmss &50% 5l —WOTUR IR R . (n 275155, suffix &7 ChangeLog &
SO R4 )

AL "00:00" 1E Ky FFUR IR A 3 VR MR HE BTSSR, WHRAE 9:24 am.
Wos ChangeLog, T84 15 256 2 K b A0 75 Bdls — IR EC 6 THUR IR ) (44
41 08:00) o« XML, XKLL cl_User yyyyMMAd080000 JT3k. Hries:
4 BT HAE 16:00 TR .

BREFRE - T8 G R B B M. B, R ZEAERE 4 Nhede—
U WHIAE 6.

SEA R RE AR TR 0 o RIS IL 7 Bre WERIL T BUREA R R, W2 2

"Maximum Age of a Rotation" W H.

GG LUFD by BT 45 e Fe L I IA], JF H. "Rotations Per Day" F-EXIFME N 0, M)
BRI TR (B T A e B e 1K A

A R BE N AR H . G AE "Rotations Per Day" FEHIgE TIEE(H, W<
HHZE SR ENTEED « RXAFBRIEHN 0, AN P41
HR. CXFHEOL T EEAEH "Daily Start Time" [F{H. )

TRETREEH - 45 E7E Identity Manager R4 1T A VF RERAC R i,
U AR AR R AT 3 U, JF HEAE HAE T RAT 2 RIE X, TR EMH 6.

BORIFARA CFATD - W RERE S N 2T SO 2 3 BOCHE R/t e R,
WS BBt H &S CRATHIFRRE R, (HEATH PG o 10K
IRAMEFZIR S A AR B R/ ATHG AR K A 5
(HIE, REUR ST B A 2 LA PR ) o

BRIXMERAD AT - RSN E S A i SO 4T Kol H SR, 026
HOBTIP IS, S8 I TR NP (8 0 Fos LR RGN
i A 390 R B A0 Sy 7 LB A
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BRCHEERPIR (B - ] S an BUAT 791 SCHHAFAE R IR 1) S At
TR HON, A S NS AT Qg B e85 F . {8 0 Ros AT -
FE N FIAZ R 2 7, 4 8 2 B A A 2 B

ki iR E] “ChangeLog Bi'&” . WA27ERLE 7 i "OK" A R fRAEHT
ChangeLog i B0 BIAT 5 W& 1) 58 24

tEF4miE Changelog

ft "Edit ChangeLogs" BT it N A A MIBEATREHE, 7T LLEIE B 4E ChangeLog:

ChangeLog %7K - fii A ChangeLog [f]ME— 4%

Y - SRR, W Changelog 4 {1 3 SO i 1 26 Ve S HEHEA 5 )
FRPERT BRI S AN TE AU ED R 2 0 R BT, A AT it
AR .

VRS - A ZATHIK) ChangeLog i JE# M 4 FK . Noop K as i HIER AL JE 2%,
RIEZ i . AR 2 EE L, % DERS NS . B, iifse—
NSEH com. sun. idm. changelog.ChangeLogFilter H Java 25, %I4T T

stz aert, i Haoh 2 HAT A LA M G iR 20

TCFIXERAF - LRI E RS, EAEIE . EHNIMIER . RILEE 4
W2 o

ChangeLog L/ - {f H{ lb% ¢ X ChangeLog [N % (B o & IKEHT#
%& ChangeLog H11#]—%1. H.ifi Add Column ¥/l ChangeLog 4. #:41#EA
HFRS RISy @A FR . R TP AT T4 78 ChangeLog 1 AT . &
XHZ )G, wLMEH Up Al Down %415 53T HEF o

i 3

1E%F> ChangeLog "4 4 changeType IR N, 55— # &R
A E YRR SRR AR A, "Text".  H & HIHH R
J&LLF{HZ—: ADD. MOD BY DEL.

1 H 2 fir 44 HOSRIE - ARk £ T H &1 22 X ChangeLog #li .

B ERAR - WA SCIF R ST HOoRMAFR, 1% H RS HSOrE . kAR m B
T WLt R R, (H IR A RO S A H o AR RN B R A i A
ChangeLog.

JE4 - fin \NJU T ChangeLog UGS (B, .csv) o s G4 W LLAIK
XL A5 HoAh ChangeLog SCHHIX 43 IF o
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g nl iR [P 2] “ChangeLog FCE” 7. DAZUAERCLE VU Rl "OK" A BELRAEHT
ChangeLog 5% I A7 ChangeLog 5 (.

]
PAR 7= VR 6 T o s B 5 47 e PR AT ] T4l 30 s R i b e SR 1K) ChangeLog

. EXEREM

FEMRGIH, P4 Identity Manager B (R 1 AIBEUE 20 S =B (B
3) PRALYE A . IH 3 K5 Identity Manager R4t H &, wHE#E L — A
ChangeLog, AMEMBEIE 1 AT 2 IRAEBEUE 3 IEHhs vh b BOF e — AN Edhs 146

%W 1: EmployeeInfo
employeeNumber*
givenname

mi

surname

phone

HIE 2: OrgInfo
employeeNum*
managerEmpNum
departmentNumber

P 3: PhoneList
empId*

fullname

phone

department

E * RN T R BRI SR A R T

FREXT S0 ETE.
* 42 JFH YA Y 5 2 1 s 1 B 47
B <== From Resource.Attribute

employee <== Employeelnfo.employeeNumber
dept <== Orglnfo.departmentNumber
reportsTo <== Orglnfo.managerEmpNum

firstName <== Employeelnfo.givename
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& 4-2 JHTAs 1 o 05 RS sl i S bk (48

B <== From Resource.Attribute

lastName <== Employeelnfo.surname

middlelnitial <== Employeelnfo.mi

fullname <== firstName + “ “ + middlelnitial + “ “ + lastName
phoneNumber <== Employeelnfo.phone

. B.E Changelog
108 XG0y JE 2 )5 € X444 PhoneList ChangeLog ] ChangeLog. 1%
ChangeLog H T-# & 3 J& 1 145 A\ ChangeLog (1

PhonelList ChangeLog #£9 ChangelLogView

FIBHR b il SR
empld XA employee
fullname XA fullname
phone N phoneNumber

IR 1 ORI 2 T d sk R AR, RS ChangeLog ik CR FH &4y & 1 (1)
FrEESD PRENMURES (ANEEYD 5 A% ChangeLog. H e AR
A B FH e 584 3.

ChangelLog # /Y CSV X H#&3K

Xf T ChangeLog 5 A\ LLE 5 43 B {H (Comma-separated Value, CSV) 3Cf, ik
AT AT BL T RAT RS AR R

T IS AT AR ChangeLog SCIF, Wil 73R M BB R & . B “477 w2 3L
b —AT.

ChangeLog #% 3T T PIAT AR I B 5 o IXPATIE R E ) “Rial”, R apAs “
Ju” AT S 2 MED KA PR AR

AT SR PRI A4 FR . B AT IR PR AR o AT s S AR
175

ChangeLog LA Java UTF-8 %A 4ifid .
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51

AR AR R o BEAIH T e AR, ilhn, o8 o f i i
Y BRI MR ERAE . YIS FRIG YN changeType, RMIHA K T (KR
WA . HAE ML N2 —: ADD. MOD &Y DEL.

A —H) R N B4 HME—FRRR (ST, B et s — 4,
HAWSULH Ty %@t . %42 A ChangeLog F1 I # PI K151 44 FR A«

7

B SO LRI TP PR REAT Ah, AR IIAT AR s R PR B . X458 — AT Y
HIMF 7. ChangeLog M-S 63 JE P T, BRI A0 25 7 B B8 8o A7 5 HD P i) B A7
LA -

segh, A RN null  (BORCED BORFERFR G a0 SR I 21 58 SO B &
{H, ChangeLog K5 A7 4FHi.

(EHRAE SO 2 —ATHRE PRI Gt . SCHRFIRSR LA TS .

e T K

o B: it

e MT: 2R
e MB: % il
XAE

MAEU TR RGN, AR5

o WMPMEHES , (E%5), W Identity Manager ¥l it N \  ORAFHD FRPHE
TS S AT R L. i, iR fullname HJME & Doe, John, U Identity
Manager 5 A F{EFF &

Doe \,John.

o WMPEAS\ OURFHD F4F, N Identity Manager ¥l b 7% in 55—~ \ %4
AT SCo il iR homedir MI{EALE C:\users\home, W Identity
Manager 5 A H IR 2 C:\\users\\home.

SCAEAREO T HATRF o WERSCIF T ZEHATHE, A A

Zi#EE
ZHEIME L) Base64 4wt .

$4E BE 115



Identity Manager ChangelLog

ZXAE
LA E AT R T SCA, RAMELE 50, BRSO
FI1) .

% ZitHlE
% “HERIME R S AT LT HERIE (UL Base64 4ift) , {HIXFHEH LU S5 70k,
P45 CRER LA D .

BRXIZE

DN N L S W SN o S

columnl, column2, column3, columnd

FEANTRBIRERS 3 41 7Rl SOAS

o SUA(T) Bdla e 30 Bos A 7 e
ADD, account0, —EESCA%H | columnd

o Tk (B) Ul 2N base64 gihthig .
ADD, account0, FGReSWE23WDE==, column4

o IR (MT) M Eonag T
ADD, account0, [ —, =, =], columnd

o Lk (MB) 2Rk

ADD, account0, [FGResWE23WDE==, FGRCAFEBADE3sseGHSD] , column4

3 Base6d FRLEN AR, (25 [ JiEa) . | e 7
HESAAT A

Changelog X 4%
AR R

servername User_timestamp.sequenceNumber.suffix
o

o timestamp 5 ITUGAE ] SR L AL A 1t F A5 AR I ) o R AT AH ) B TR 82K PR SRR A
M
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*  sequenceNumber &P LR GG (U, TR REHAR 2 OCHF 148, X80P
TR AT B B IR ISR R AN SO R IR O — AN A

e suffix ;&4r ChangeLog ¢ & & SR SCAH e 44, W 2 .csvo

BLEREIFT

FHMPHIAE ChangeLogPolicy X% H1E 3, M ChangeLog 151 H].
THY
BETTUSRE o G E SCRE e

o M.EA7:00 IT46-

o REREREE 3K, FRELFIR
AL SR T AN 2R (P AR e v #4874 S04 D

%4
myServer_User 20060101070000.1.csv
myServer_User 20060101070000.2.csv

1

2

1

2

myServer_User 20060101150000.1.csv
myServer_User 20060101150000.2.csv
myServer_User 20060101230000.1.csv
myServer_User 20060101230000.2.csv
myServer_User 20060102070000.1.csv
myServer_User 20060102070000.2.csv
myServer User 20060102150000.1.csv
myServer User 20060102150000.2.csv
myServer_ User 20060102230000.1.csv
myServer_ User 20060102230000.2.csv

AL, 1 H 1 HAT 3 WkeE:, ARG 8 /M, M 07:00:00 TFEE. 1 H 2 H Sk
L, AXAAFR S (20060102) 43653 AN o

#%5 Changelog Bz
BB AT AT LA TG 5 B T4 S ChangeLog I 115 B -

o AR ReHRLLISAT, SAPFEGE . B O E TSI AR AR AR JE IR TR
ORI BREAT 1) B L8 e i o

e ChangeLog S F¢lBr#AF: {1 DEL A7 oK N AU accountId fH.
o AEHNEETRE A AT LA IS AT A SR . i, aT LR E
o AEFBCRRHE (R IRBER)E, RMLAR b As T A

$4E BE 117



kESHEIEEG

o 4 NIEEHF—Ik, B 8:00 THR, ARJAEE 4 ANHEIT KA (FE 8
By 12 8. 16 4. 20 AL 24 . 4 e )

o AEANRFHING IR IBAT A, AL P 5 RAZIN BRSO AT BLE
G IRE DN E IR ST U NG NN S € e A A TP S 24

o LUK AR ChangeLog #RML A &7 i R AT H IIE e A T BIAS S H 35,

Identity Manager 4525 A 43 @il kNPT EdE (AR HZEREESD « A

ATEL “HH” el s Y o .

EEAT G EE 0 R s BE U (EBIAS) W LT AR PR AR 2 —  CJEHERT T

ADD M DEL) :

o LURAET AN e . (FEEETS, WOREE N EE, WA AR 3L
Fo) WA MK 2 R K ChangeLog, W8I h Al i sk RS 1E
BRI 1 58 AR A o

o EMNHMEE. B, TSI ER R, R BT S B R A
U BANAS 230308 3 AN ¢ s 2 H s B I LAl R SN T — I 5L

o MR VAT B A A SO B I SE R SO Biltn, AE 2 SOfF

PUERH] A 30 A8 3 3CAFIRBLE, N 20 NHISCHRE, i s Con il

AT B ERAE . S IR VE T ABE A £stat BR tail -£ M.

BcB S RIEFEH

W] LA R G FLIRIK) "Meta View" DX Sk E & 03 J& MRS 2E. Al LR &35 i
{5 AL BT ARG & Identity Manager 5 73 & MM 5 4y Ji4F, DL 3 ) Ja 1
FFE) Identity Manager 240 27«

ERSMEE

LRCE S0 JE T, L MetaView, RJ51LFF Identity Attributes. ¥ /R
"Identity Attributes” 7. Nl %R T UK 7R ]
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B 4-7 7F "Meta View" "1iL& "Identity Attributes"

Identity Attributes | Identity Events | Changelogs

Identity Attributes

Click an Identity Attribute name to edit it. Click Add Attribute to add an |dentity Atribute. Select one ar mare [dentity Attributes, and then click Remove
Selected Attributes to remove them. Click Save to save the changes made to the Identity Attributes.

[~ | = Attribute Sources Stored Locally Targets

[T | employeeld AD (Resource) Mo

Add Atiribute | Remove Selected Atiributes |

Passwords

& Active Sync is configured to create users on one or more resources. ldentity Manager users require a password to be specified upan creation, but
mast resources do not allow reading passwards for security reasans. For Active Syne to work properly, you should configure password generation.

» Canfigure passward generation

Enabled Applications

Selectthe Identity Manager applications to which the Identity Attributes will be applied. These can be averridden for each application.
Available applications Enahled applications

Ehctive Syne §

Bulk Actions

I Administrative User Interface

ICM End User Interface =

Load From File

Load From Resource

Reconciliation ==
SPML
Save Cancel Impart

FRIME G EYE, 5 Add Attribute. YRINFIAR G, W LB 7R % il 5
Uy B PE A BN LA T gw e . IR — AN N G R, IR BTN K 5 4y
SR 5 L R BR L R B 1

A DL A B2 AN EEA N 21 Ja 1 s e P S 4 1
fEHiL Save Jr, FRAEAERL

AR A ERESS Y ETE S, BIRCES, W "Identity Attributes” JU B R LUR
wAEWE (K 4-8) o MUl BT Configure the Identity Attributes from
resource changes DL [F] {5 .
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B 4-8 "Resources Have Changed" % /4 &,

A Resources Have Changed

One ar mare resources have been modified since the ldentity Attributes were last saved. Ifthese changes affect the [dentity Atributes, then they
should he assimilated through the Configure ldentity Attributes from Resource Changes page.

» Configure the ldentity Attributes from resource changes

Zhg
B ENES R, DIAE— A A B LI H] ) . Identity Manager ™ 7 21 Q1
IR # Y, T2 AN, 280 VPR D R AR s S A AR R

iii H.1fi Configure password generation.

MEFEUNAT B B 3 FH P DA T 3% ) 1) 25 00 4 ) A 8 5 F %

o fERIBRIAEEH - KEREULIETN, RJGHi NS . password.password & 17} 4%
T A BB A

e Use rule to generate password - V&£ M6 0 DAIEF55 05 25 e Al FH AR R )
password. password 5 {7 & PR FTGE 2 ORI A= 10 15 o

e Use Identity System Account Policy password generation - ZE £ U1 1 LAk ¢
WA A (R SR . R RR UL T H waveset . assignedLhpolicy 4 @M%
B R SRS o P SRR THE 06 5 ) SRS LA R i, JF HA R AT B MM TR
W ot RO SRR, O o BT A8 s A e 30T, 30 o S gk T A ] LB At SRS ) 1
A EE SOIAT TR

VERE TR T+ 04 Identity System K ™ SIS C B (10 %5 00 SO 2 i B AL o 1l 1
IR TR BEALAE B B, DR P fi 2 4 ) i A R T

RN AR
f# /] "Enabled Applications" [X 3 i% £ 2 5 H] & 477 J& 1 1) Identity System ©Y H] %

o I CRTHIN R DOEIE R AN AR, KRR LEER SR
IR IR fEdT Save Ja, #AFEA /LR

i T4 1] ChangeLog JiAE, 44U A5 ML RS . 4506 215
B, WS 196 SRR “TESIRSERE .
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N INFN S AR 510 R 1%
1f "Add Identity Attributes” 715k "Edit Identity Attributes” 7', HEATLL T IEHELL
VAN I 3 SR

JRYEAFR - SR BYEAFR . MR RIBOAE AT IR OB
S H S AR SO R PR P R AR T IERE) 5 sHESCRHE R A

U - ki AU, TR SO E PRI R MU PEEAT VP4l AR
JeBs A JE AR BCE N 3 N null {H.

o PR - LMK A T BRI E SR P
o BRI - A AR X R U PP A TS P o
o WE - BB E AR E R,

i+ G ATRAASIET T, DLESE SN Bdnliiss i - Gakcs) Wi
R ILMIBR . EXRHREHER, i Sk ARSI R ER B R EA

JEMERRE - AT e DR 5 E £ 4 e R 1 R

o SHBEERIBRETE - LU FEIZ — n4R5E Identity Manager 4 @1 7t
BEUR bV AR

o WEBME - EHTA HAR LSRG B B 0w PRI W R R,
P AR 7 s MY AR A N AR AT, DURAER . AR
A o Pr v B (. X T IR, BRI TR G M B

ARG OB HALE S, 162 W [dentity Manager A 765 #A
o BRIME - ANTE Hbm EARBEE 8 PEAE N A S A .
o S5HEAI - KENMBIAE. FERER T g

o KEMAFMETE IDM RGME BT - ERIIEIT DAZEA MRS 5 477 o PEA7 A
1t Identity System F ¢ {i &L e th e i SR 20 5 47 J& 1 9 1 47 f# Identity
System HI )", B d 2L @ IR A P A, TR PR Lk I

o TEFTRASECHIBVE _ERCEAE - B LAA R T SO0 A SRR I R R A
PRURBCE SOy JE Ik, T IR PRI .

EAF - PRI BRI S 8 P H AR TR . WK S € Hbs, Wi Add

Target. ZEMFIELPMIER HAR, WEIEFAHN HAR, R)5 %l Remove Selected

Targets.

By OK 0 & 03 J& 1 JF3R [7] 42 "Identity Attributes” 5. 2445 #iif; "Identity

Attributes" T ¥) Save A BEORAFES I & 43 J& 1
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NN B R SRR

URACKE 5 4y Js T ChangeLog, AN b 5 4y Js PR ¥ B H b B, A REAE
M ChangeLog, {HitZHEIFRHER “HAK R R 3) R RS, Wmr L
NG ETERCE H bR WERBATAENT H AR, W MetaView A S @ PRI, 1T
NG oA B v B LA

BEAT I LA I B0 8 S0 SR M 0 H AR B2 U -

o FARBRUE - L P BUE L E B 0B MR H AR B

o HinEME - EECRHRBORAE R H AR B PR A4 FR

o GeftR - IEREELSAT RN, BRI TR E AT N I H AR U R R E A B
JEYE. AZF IR [PME True 5 False. U1RARVE AT, MIAHEE 20002 1 4
PERM S E A bRt

o HE: - SR ARRAL, R B I SRS I H AR TR B E 1S
R X s fely A E” RO 1 NV IRCE H AR s

iy OK LA I H AR 2 JEFFiR 1148 "Add Identity Attribute” 715Y "Edit Identity
Attribute” T,

fIER B AR 2R
ZEMER Ao A H AR BT USRS Pk A H AR 53, AR5 % Remove
Selected Targets.

SABHBEMN

(1 “SAHGRIL” i, (T BLEHE SR G AR 563 R
Identity Manager ¥ 447 5 A2 S 44 5 63 I PE BB AL EREI: (22, SR,
A RE T T S ) R

THIEFELL N AT :

o S5UMASHBHEH - WAIERILETL, Identity Manager 23K S A ML S5 IAH
SO JE MG IT o WUERAESRIEE I, W2 507 BR & 0y IR M A AT SN

o ERARRE - AR MRl E KRB S AR
ot Import LU AR, “ By E 1" TOK BB B I 5 1K B 6 s 1
7 Save AGRAEX B 473 8 P X B 24

i WIR T E S0y JEM4F, Identity Manager K &7k — M55 7,
FIH— 4B 44 . il OK 1 BUR[F| % "Configure” XI5
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BB RN EH

R LA Identity Manager 5 H) BEURIC & 5y S0, DL AEIX LB bk R
W4T o 75y FAE 58 SCRIAT A REAE TG S R SR A A, DU e FAE A2
T, JFPATAH B A LA I Al L i 1

i, fEn] DA S0y SEAF, ARSI FH T ok A I3 ) B¢ 43 ) R BT A A 9 905t
IFZAN 7 %25 (Human Resources, HR) F40 F MR, 05 FLAR S min v

SRCE Sy A, 1EIEFE MetaView, #AJ5 1L+ Identity Events E1i <. 7t "Identity
Events" 7T I, #iifi Add Event JHiE FFRAL, &0l LUE %+ "Identity Event” 1T
RS RR E LU IETOR R B A

o FMRRAL-EEE CWERT . R B AR DU SR K By F R

o YR - IEREN SRR (B, X T Active Directory i AD) o UifR
B U AT ACT IR U SAAC IR i A (B A R ANISCRS ), 1 AE
determined by 7B BRI o T LS DA g B U5 o

o WM - A CWANT FUR AR LSRN, BT E AR N LA I m N, Cn SRR E X
AR o EEMNZEFESN R IR, TR FEA N, AR5 il Remove

Selected Responses.

SERGEFE A, i OK.

fic & ldentity Manager Tk &

B A R LA T A C T ) SR F) 5 AL B

B &4
T ABREE?
Identity Manager B il i 7. Identity Manager MK /' 1D % 5% F1 4% iR 4iE 1) B
#il, % Identity Manager H )™ ¥ & Fi il o

i d Identity Manager 3§ fit & H] 15 71 I 7 AR R (10 57 0 Sms . 26 11
BRI AT TR

AJYE "Policies" U1 H I Fl 44 Identity Manager FH 7 5l . 754 T Security,
SRJE % FE Policies. {ER/RHIZIZRITH, AT LLARAEINAT SN A1 B ) SR o
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SR $2 LR AU 932K

* Identity System i/ 5B - QL)L BERY DL SO UE SRR IORI R ] o 3 i
"Create Organization" f "Edit Organization" 11\ } "Create User" fil "Edit User"
U, W LUK Identity System k)™ Sl (FER] 4-9 h o) 7 IE4 A B

B 4-9 Identity Manager %

Policy

Enter ar select policy parameters, and then click Save.

Mame |Identity Systermn Account i

Description |A palicy that checks the palicies for the account.
User Account Policy Options

[Tl Accountid palicy INone 'l

[i] Locked accounts .
I @ Minutes ¢ Hours  Days € Weeks ¢ Months
expire in Y

Password Policy Options

[il Paszword palicy |N0ne j
[i] Password I—_l
FProvided hy user
[i] Expires in I @ Days (" Wieeks  Months

[flvarning tirme
I «D  Wieeks © Month
hefore expiration aye BEks onths

[il Reset Option I permanent 'l

[l Resetternporary
I @ Days  Weeks ¢ Months
password expires in Y

IﬂResetNotiﬂcat@on IWI
Option

[l Passwords rmay ) )
«D  Wieeks © Month
be changed ar reset ID times in I ays BEkS onths

[E] maximurn Mumber

of Failed Login ID

Attempts
Secondary Authentication Policy Options

mForLogin Interface |Defau|t j

[E] maximurm Mumber

of Failed Login ID

Attempts

[i] Authenticatian
Guestion Palicy

[Tl Angwer Quality I__I
Folicy Mane

[E] Allow User r
Supplied Guestions

All <z
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A DL B R A 47 -

o FIFSREEIETH - 47 1dentity Manager 7 FH F' AN BE IE A [F1 25 565 10F i) 8 I 1 ]
YOS DRl

o HETESRMRIEIN - BLE WA 1. B0 3T A I i) DA T R

o BUESRMEIEIR - i LLATA Oy S m A SRR ) L o A T AR A
CU SRR ) R, o 75 7 S I i R IR, DA 77 ] B i) HY ™ s ) 1)
TR o

e SPE RZMKFIRME - SLIARHE ISR MRS PRI st b Al IR S5-3I P
ST BRI UE SRS IR M BR .l it "Create Organization” fi1 "Edit
Organization" 5T L\ J "Create SPE User" #l "Edit SPE User" 51, W]} 38 71
SHEH

o FRFERJUEREE - AT TR RIS AER D, 0K ID. BRUESE SR, wrLh
BCEATE N T AFRBEIN, 3T AR SCVFI) I AUV . e SR SR Y
905E 25> Identity Manager BEU5, JFAEREAD BRI BT ICE . B 4-10 it
T

4-10 B / G 265 B SR S

Edit Policy

Set up password or account ID policies

Ent lect poli it d then click Save. . ;
nter or select policy parameters, and then click Save on the Create/Edit Policy page...

Folicy  [=pe
Name WS

) Authentication -, Authentication |
Policy Type & Password ¢ Accountld Question [ Answer [ Otheri

Description |Adefaultpolicyforpasswords.

Enabled |Rule Name Limit Value
|1|I_Ren|gth I Minimum Length |4
ules
v Maximurm Length |1 6 ...Selectthe policy to apply on
each Create/Edit Resource page.
[Z] Minimum
Murnber of [il Password Policy |N0ne =l

Character I—
Type Rules il
T D [i] Account Palicy INone 'l

Fass

A LUK R AR TD B R R 2B TR U 0,45 -
o KRR - i€ SRR .
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o ARFRBIN - wE TR KBS RS NG BRI RN R
RAVFHE.

o HTEEFMERAIRE] - f5 e AT R A ASREERT AL A I )
o M A I, Hra R B 6 I Sl AT R, AR R
R ME . TR AR, DTS BT B AR R AT s TR

fR 55 AT HU AL
o BHRFREIMBI - FEAREMEAN 1D s i 1 2 R 233 HI 1 7 3 Al
Ja .

RKEPASESREN

A[{E UserUIConfig FCLE X S H M AV “AEAE” EMESE. UuserUIconfig H
HIH ) R

e <PolicyPasswordAttributeNames> - MG AY “ B4 ”

e <PolicyAccountAttributeNames> - FeBESEA “ik /. ID”

e <policyOtherAttributeNames> - HilgIA “Hfh”

= fh &
7 BRI

T SEME AL Identity Manager ] LGS 87l £ R A A 8550, LA DR 25 A AN 25 %
5y % B 7 W . Identity Manager 38 K7 I 5 B LAt S 1 & 45 5 HT U7 =X
SR 9 T 5 S B PRI AT RS, A T AR R ] et AR R0 R AR AR 4 b 2B R
EATR

TR T R AL SRS AT BB S A HERR A . (MRS
"Administrator Interface" %4 "Edit Policy" U [-/#] "Must Not Contain Words" 1%t
TS )

=
M

R
BOE TG,
P T IR 55 4% S

o T

TEHZ I UL T 20 SRR AT -

1. 73RS Configure, #RJ51EF Policies.

X

N

N
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B X T HBEAEAR

.7 Configure Dictionary /< "Dictionary Configuration" 5.
PRI N A R

o BIREERI - P TAAE T I EGE RS (Oracle. DB2. SQLServer
5 MySQL) .

o ML - FNEE EEIE A B AT I ENL AR

o AP - W ONEREEEE N AT R P 4.

o BT - Y NIE RS H A I A R A o

o B H - H AN P AT I B

o FEFE URL - S NGEHAE A URL. v A LR B AR
o %h- EHL

o %p- i

o %d - HidE PE AR

IXBNFEFFIR - N 5 A T A 1) JDBC SR8 272K
BB B - i NN B 028 - L1 EHs P ) 44 8K

F M - SN N BT SN AT ) ST 4

FLit7 Test DL Bod £z .

WFE KT, 1 ¥ Load Words LUINAE 78 INERAT 55 1T g 75 22 Lo

A RESER

Hili Test DU DR IEAA N2 7l

LI o B SR R

M Identity Manager 5l X 3 S B 7 SIL 5 o 5 S ™ G A cly LA Gl 4 ) SRS
£ “OARSME” TUrh, RE CORRE TR R A Y R LRSS, &R
G2 IR 7 SR 7 P AT S ) s )

B T X FFHME R R

Identity Manager {4 H] i1 #S AR RREARCRS 45 SRR AR S SRAR AR I ANtk e . AR
GG LL T & AR -

ViR - SO LA Vi AR AT . 290 0 1E SRR U 7] SN
B RERT, RS IL I AN o
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i P RURRAEAE - 1 e AR AN, T AR T AR I HE . ARG T
"Provisioning Notification Option" ¥ & A LA, FRGE KL LI A1

g BB AR - Aok, A CEHRE MmO ICeIE T Mk T
"Create Role" 5% "Edit Role" L[] "Notification recipients” 7Bt Ik H T —4 -5k
ZAMEHLIN, R RIE I A,

i MR AR - 1 v A A, A LT bR IR AR AR A LA HE . A
"Create Role" 5{ "Edit Role" L[] "Notification recipients" - Bt EF' ERET Ak
ZANEH AN, KRGS RILILER .

W MRS AN - SRR, R M BRIK )
M P SEBTIE AN - 17 45 2 LT M Mtk s bk AR AR, TR

FEWEE - 1% Identity Manager %15 8 Bl 1. AR 0 HH G Identity
Manager B EFE[1) "Reset Notification Option” fH, FRZE< Ll (FF Web 3
ik L DEPOE N & Cli N =$L HAR TS LRSI I e R A R LR 0L ISR/ $ES
SRSt o

BERGR DI AN - W0 P ST s o T WIRA D TR B X FE A S B
BTN ST IR, IR I 0 O M0 SR SRR

S 25 SRISCE A - SEA ™ A ) 56 O AT I i e SR A 1)
HARUR, IR Fi I8 o) B LSO SR R UL

SRMSTERUIE A1 - SOk k™ O A A HEms s B T A0 o

U PRSI VAR - i SRR L A
AN M B TE R BOA ARG o 8RR AR RS ARV AT
FRIL

WA - R E 0 S N BRI R o

TERBIR - ) RIS P Al A, AR RIE O K. SEH DI
"Resources” X i K E N, RGESKLTA.

BB A - 1) B UL AN, AN OO A BRI T R e OB R R R
EENTAR

BB MT - SO K BTl ttr o 24— e AT ISR AR AE D BE A 4
WIS I, ARG RIL IR

W B EE - 1m0 Sl (R ARl N, 550 D2 k) St 1l N2
. H4E 4 AH G Identity Manager Hilig i+ (1] "Password Reset Notification
Option" {8, RGN (7 Web WM &) Sy H™ Bosilin, Ak Hr- il
S, B ROR T4 AR R .

P ID KA - K CRE I H P ID KIS @ 1 o sk il
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#m%E ML T B AR R

AL TS B g SO IS PERAR O A N SR I BARTE 5, A VR At B o] 5 j— T 55 54
WAy A A A R Bl dn, ] BE AR S S 0 DA R 9 LB € X "Account Creation
Approval" B LR HER 5 |5 2k kv oL

EHAE http://host.example.com:8080/1idm/approval/approval.jsp PAfLHEN
$ (fullname) AIENMK),

T XTI, EPAT LR PR GZP A "Account  Creation
Approval" FARAE K 7))

1. {ERHARAPIESE Configure.
2. 7F "Configure" ik #¢ Email Templates.
3. M LUEFE "Account Creation Approval” Fiff .

B 4-11 Y LT IR P AR AR
Edit Email Template

Enter attributes for this template. Click Save to save your changes.

Template

e |AccountCreati0nAppr0val

[L] SMTF Host |mai|.examp|e.com

[Tl Fram |admin@examp|e.com

HE |
HE
|1|Subject |Appr0va| request for §ifullname).
EIHTML
Enabled r

Flease visit hitp e example. camfidmi to ;I
approve accaunt creation for $ifullname).
[Z] Email Body

[
Savel Cancel |

4. HNBIREGN S R
o {E"SMTP Host" FB P, %\ SMTP 4% %844 R DAE %326 o1 R 4430 2601

o fF "From" FBH, Hwe R,
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o AE"To" M "Cc" B, A B ASRECE] o I3 % FL 1 IS e
HE5% Identity Manager Ik )™

o f£ "Email Body" 7B, HiE XN ELIEMEA Identity Manager {7 )
FEF.

5. H.i Save.

W n] LU A% Identity Manager IDE &2 it 7 B4 . 47 5% IDE [M1E404E &,
W52 W, Identity Manager #5751 H.

B FER AR R P B9 HTML F04%4%

AL LAAE IR BER Pl HTML RS A, (2 Ae b iR S0 B
AT UGG SOAS BT LA A Web 854 . 228 ] HTML MUz, ik
£t "HTML Enabled" 1% .

RFEMFIEXFRIFERNESE

AT LR HEL 7 IR AR I e FE AR B ST, B8O $(Name); B an: S5
$ (password) Ok

R SCT BB S VAL AR

* 43 LT S AR A

R AHFHETE

WHEE $(password) - Hi4E B BT FL

e 4¢3 $(fullname) - A FEIEFR
$(role) - AP EYFE

ST A $(fullname) - A A9 EFR
$(role) - AP EY AR

& $(report) - £ R BIIRE
$(id) - £ 55 L HI894RED 1D
$(timestamp) - FFHB 4% X BY BT 8]

BRER $(fullname) - A RBILFR
$(resource) - FiFLER!

RS 4341 $(report) - REE IR &
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ELEwWHAFEITEY

*® 43 HL T A A AT A
AR REMTE
IeB ZFIEE $(password) - F14 K BIZHY

$(expiry) - BELEIEA B H#A

BCE S ITHEMNEITEMH

R AL T DL SR R R S 0 . AL U LRI 5
L L R

LICEH IR E A, WS AL Configure, SRJFIEFE Audit.

"Audit Configuration" GO Won i AL SR, B ATEE A Z A Jiff. X
TR, LSRRI S RIS B %

kg T4 LLE R "Edit Audit Configuration Group” 1. I AR VFEEFE
USRI RAY, KR R G v H RS T IC B 4 Pl R I R A

R 21 Cikh "Enable Audit" &IEHE, 15 FR ELLHE LA T R 40

RERITEREEHPIEH

g T AR, BT A GRS I e R . AT IR ERE, TR "Actions”
BRI 26 % 25 1) Available X 187253 Selected X1, #X/J5 ¥ OK.

AR EHRMEY
TR A NG, i i New. Identity Manager K FH4H75 0 2 U8 A1

R RRIBL” BIPIERE—DXTRER, RGBT ST A AT H
MR GBI R R EhE] “ukse” DXik. Wi OKCRE A 2% 41 .
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Remedy #5%

Remedy £E R

A LUK Identity Manager 5 Remedy JR55#454E 1,  MIMAE 2 e iR 1 2 B K
1X Remedy S1iF.

7t "Administrator Interface" FtfI [ ™ X 1% & Remedy 51k

e Remedy Server & & - Wil “PHJi” XA Remedy % K % & Remedy
BCE . BEURBCE SR, T R LA RS T T

*  Remedy #&EH - Remedy %15 A 5EHE, & X Remedy Fifi. LEATILIERAE,
i 1%#E Configure, %451+ Remedy Integration. #X)5i%#¢ Remedy HiA F

Remedy FHIF 0 E & it Identity Manager T /E B & F1. MR P& K kf, w] LA

FEARHT g SCBERR 5 & N 4R AT I ], BAFTJT Remedy SE1E. A7 RHECE TAFRK

PEANE B, 1S W, Identity Manager 117 Z P,

Bc & Identity Manager FR%5 221 &

AT GRR 2 T S5 2 1 &, LT Identity Manager 45 23 (US 1 T4F 145 . AUk,
WIEFE Configure, #RJ5ILHE Servers.

P A 45 #  E, AT{E "Configure Servers" T 51 3& ik $E— AN 4545
Identity Manager ¥4 %7 "Edit Server Settings" 71, W 7EHrh gt RfE . AR
o IMX RISLA B

AR RE

BRANE DL, Ph R 8 /R 7E "Edit Server Settings" U1 I o %8 nI 252 BRIAE 5K
L E Use default 2E35 LA & — M :

o IFHATRIRBRME - 45 P AL P T 94T A ) SR TR R A

o B/DTARLIER - 45 Uh AR PP 06 A ORFFIS BIPIRAS (1 AL B R L

o BT TARLRES - € iR P il (I B B RS PR 4 AR ) L
VRSP (R IR T 2R i B
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A [ | \rL o
HEEFLE
7F "Edit Server Settings" 7 I Hiili Scheduler DA/~ i JEREPIE I, 0] B2 52 BRA
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Hiili Save DADRAEX 55 & L E A B 2L
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BB, I BR Use Default 26350 iy A ZEAE R S IR 55 & mT 45 € BRA
HL IR RS CERIAEBLERSM) o S A SCARE T8 4 i S A AR )
smtpHost % & .

JMX

RSB E R G IMX BRI L B R R 0 R . 8L %% 3 Identity
Manager ik 71 3 .1 Show MBean Info 4 ] 71 5 A 1) TMX 24

B IMX e8], 8t "Servers” EIUR T JMX,  JFEHE LTI

o JRA JMX - AR IUR] R B S AT TMX BESE MBean (R4 HI2RE . 208 H]
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Hiili Save DADRAEX 55 & L A B L

mEEIARSFIXE

BRI 55 85 1 Dh e A 44 ) LA B BT AT Identity Manager fli45 a5 I BRIN B B . BRE
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B 5-1 "User Account Security" T1: i€ & 2 i BR

To assign capahilities to this user, select one ar mare capabilities and one ar mare organizations, then click Save.

Available Admin Roles

Assighed Admin Roles

=
Admin Roles =
=E
==
Available Capabilities Assigned Capahilities
Access Review Detail Report a Account Administrator -
Access Review Summary Re Admin Role Administrator
o Admin Report Administrator Approver Administrator
Capahilities Assign Audit Policies = | |Auditor Administrator
Assign Organization Audit Po e Bulk Account Administratar
Assign User Audit Policies Bulk Resource Password Adr
Assign User Capabilities »| == | |Capability Administratar =
“<|”H' | e '<| T |_>|_I
Available Organizations Selected Organizations
Top:Auditor Top
Top:Austin -
Top:Austin:Development
Egsi:gﬁgﬁg Top:Austin:Development Test =
a Top:AustinFinance e
Top:orgl
==

[ilUser Form

|N0ne j

[E]vigw U
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[i] Forward
Appraval INone 'l
Requests To
[il Delegate
Wiork ltems |N0ne j
To

Save | Cancel |
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ERLOIR] I "Passwords" XA H I Y . £ Passwords, A )54 Change
My Password D115 ] 5 B Il 55 % 5% 5 BL o

E I Tk 7 1) Identity Manager K F SR o e R B I 4, 49
T3 8 H B, R TR A R . LA B A R a1 4 2R AT LA AR A
TG PR R U b B ) R SRS AT R

IR E IR SR

RET ABEE — NI, DR BE 5 75 A0 IR 52 MK 7 22 B T4 AL Identity
Manager k% %, WIRBEICR, WHZIK - BRAEAREGREE .

RFILIE T 1dentity Manager 504«

o ZwiEH 7 (account/modify.jsp)

o HJH D (admin/changeUserPassword. jsp)
o  H'EMH %M (admin/resetUserPassword. jsp)
THHZ LU 25719 P i e B X e 1 -

Ay B 30 I

¥ R 7R AE account /modify. jsp T ¥ & LT .

requestState.setOption (UserViewConstants.OP_REQUIRES CHALLENGE, "email,
fullname, password");

Horr, ZIE PR AT LT — AN A P E SRR 1R (BLE S 2060 -
o NHP
e adminRoles

¢ assignedLhPolicy

¢ controlledOrganizations
* email

¢ firstname

¢ fullname

e Jastname
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o AN
* password
o BHK
. fith

"Change User Password and Reset User Password Challenge" i£%7
00 K B 78 #E admin/changeUserPassword.jsp A admin/resetUserPassword BL !
requestState.setOption (UserViewConstants.OP_REQUIRES_CHALLENGE, "true");

Hdr, ®EW{ER] LASE true B false.

BB D 56 IE (5] R [B]

i H] "Passwords" [} 1 5 05 £ 48 2 ik 7 56 1IE ) A0 R [R1 2 . RS R A, dk g
Passwords, #AJ5i%+¥ Change My Answers.

A RBUETEAE S, S W 85 BT LM “ M Bk .
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o QI /IR BTN
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o lkifE

ZICE Identity Manager DM H Wos A FR, nP# LU A N3] UserUIConfig A4

<AdminDisplayAttribute>
<String>attribute_name</String>
</AdminDisplayAttribute>
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B, ZALH 7 M PFE A R K, PR LR JE PEA AR INE] UserUTconfig:

<AdminDisplayAttribute>
<String>email</String>
</AdminDisplayAttribute>

n L]
7 fi# Identity Manager 2H4R
HL RV
o OTEIF R A T ko P R B 5
o PRMHIXITRIE. N A EFHAL Identity Manager X} % 11175 )

SURAFCEEACIS CU VRN AL R Ay Q“r’JFPEI’JTH{iE, UL B RS B Y
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P fi Identity Manager )7 CRLEE L) s A% — N E. )P ae ] Lk
YA P HAR

Identity Manager & B 53 Y #1450y Wi de 72722

Bl i HR

f£ Identity Manager "Accounts" X341 2. EAIEAN, HRATUL TP EK:
1. TRk $E Accounts.
2. 1f "Accounts” Ul [ff] "New Actions" 1|3 H1i%+¢ New Organization.

'R ARy R AR R e A B B QIR AL, ARSI R PR PR,
AR5 M "New Actions" 41|#%1%+% New Organization.

K 52 BT “@lEdigl” m
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Select arganization parameters, and then click Save.
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[ilParent
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[il UserFarm

[E]view User Form

{il Attestation List
Form
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Rule
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Available
Administrator
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Select.. v
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AlwaysFailone
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ConsistentGroups
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i

o VERVIEIAT, I H T A A 0 RN A 412

M "Create Organization” UL ] "User Members Rule" “7* B¢ 1 1E £ H 7 Bl o3 #00).
Bl 5-3 o T s b W 7= i o

A 5-3 BIERAZ: P s e

Selecta rule to he — [i] User Members Sl j
evaluated. The rule Rule elect...

will determine the Select...

dynamic members Get Teamn Players

ofthis organization.

[i] Cache Tirmeout |1 & Minutes ¢ Hours © Days
|

Displays when vou selecta rule. Specify
how lono to cache user member rule results
hefare evaluating the rule again.

PR 79 S ] i A T LAl 242 AR L U] ) R 5 B P P s b R

E A %Ar Identity Manager T8I AMEHIEUN A5 B, 152 0L Identity
Manager #& 1. H.
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XPT R P R S IHE s ), 20k 3L authType BN
authType=ifserMembersRule’ .

o IXFAEEE HATCRUE 1) Identity Manager H 7 ()23

o CEXMAE (defvar) Team players ANJBT Windows Active Dlrectory 4R
i (Organization Unit, ou) Pro Ball Team ¥ i [REAL 7 SR EUFR R
(Distinguished Name, dn).

o XITHREIMAEAIH T, INZHE SN Pro Ball Team ou HVRRALE G dn
L1484 B 511 Identity Manager %R 4 FR (B4 :smith-AD) HEA L.

o R[FIEANG L S Identity Manager B84 MR dn 9513, k&Y
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KEgxH 5-1 FP s 53 R 7= 4

<Rule name='Get Team Players'
authType="'UserMembersRule'>
<defvar name='Team players'>
<block>
<defvar name='player names'>
<list/>
</defvar>
<dolist name='users'>
<invoke class='com.waveset.ui.FormUtil'
name="'getResourceObjects'>
<ref>context</ref>
<s>User</s>
<s>singleton-AD</s>
<map>
<s>searchContext</s>
<g>0U=Pro Ball Team,DC=dev-ad,DC=waveset,DC=com</s>
<s>searchScope</s>
<s>subtree</s>
<gs>searchAttrsToGet</s>
<FlFE >
<g>distinguishedName</s>
</list>
</map>
</invoke>
<append name='player names'>
<concat>
<get>
<ref>users</ref>
<s>distinguishedName</s>
</get>
<s>:sampson-AD</s>
</concat>
</append>
</dolist>
<ref>player names</ref>
</block>
</defvar>
<ref>Team players</ref>
</Rule>

i
5 Bo B LRz
M "Create User" 5 "Edit User" Ui 73 lic— o2 ML E PR, LEFE Security

T ALK LL R "Controlled Organizations” 7B

e LA "Admin Roles" 7B 7r Bt — e M B B0, T2 BCAH 2K 4 3
Pl
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1. 7 Identity Manager 3¢ 41, %4 Accounts.

2. {F "Accounts" ¥|FH I $¢ Identity Manager 4121, #RJ57F "New Actions" 413
HE$ "New Directory Junction”.

TR PRI A U2 st B RS AL ZR K S LN
Identity Manager # {7 "Create Directory Junction" 5.
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DS S0 Ao A0 T R o e A e RN 232 s AL 2o IR A AN [F) B 7 BE S AT AN ) R B BE B
BALEE, Am@ﬁhm&F%F%ﬁ BT @8 T 1 8O 75 B BN B2, Al LR R )
R S A X e S

FH P B GRSl ARG P A 1 authorized=true braiid iy, WAL
Lo X TARR QEERAT I TAEGRERSN) Projil (xs 5, Wk AT U5 [ A
B, SXBEARAREAIRIGE I o XA ERAT T AN OS2 1 E T
(O, SR AR AN — AN S0 SR € U7 AR, JF BT et TARR
WA B A0 ST IZ AR, G A B 03 A (kAT AR RE AN 32 12 4121 5))
AR RE S SN X BEX) R BEAT S A AL AR AL o

BIEFMRmEEERAR
SO AT B0, (AR BB A AT B A

LR S vy ) R 5L A (0, L Security, #AJ5 Hith Admin Roles ZE
. "Admin Roles" %13 7T . VF# 4 Identity Manager H /' 45 32 ik FH P G 4t
i BRI 3 BE B A
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oIS B, EREYR TP AR, il New o] G B UM (4.
Identity Manager ¥ 275 “ QU B M7 BT (FEE] 5-5 TFEAT THHD .
"Create Admin Role" ¥ E 7R T PU/NEI =, 0] LUATH] 1% 285 T 45 5 o s
PE BUREFHTE 3 D3 A € PR3 [ DA A Jm) FH P 1) A €90 T

5-5 "Admin Role Create" 7: "General" &

Create Admin Role Granting Access to Identity Objects

Enter ar select admin role parameters, and then click Save.

General Scope of Contral Capahilities Assign To Users
il Mame | g
[E]Type | Identity Objects vl *
Add from search...
[il Azsigners
(Remove ]
Organizations: Available To:
Top:Austin ~ Top
Top:Austin:Development .
Top:Austin:Development Test "
mOrganizations Top:AustinFinance =

Top:Austin:Operations
Top:Austin:Sales
Top:Austin:Suppoart ==
Top:End User W

*indicates a required field

(o) (Gameal)

"General" iE£InF£
5 1 R A0 € 8 A0 €5 ML o ) "Geemeral” YETH I T 45 5 85 8 5
(LT AU
o SRR - BCETE G M — SR
Q@ﬁguﬁgwﬁw%%(ﬁﬁ%)*%%?ﬁﬁ%ﬂﬂ%%%?@@%%ﬁ
Al °

170  Sun Java System Identity Manager 7.1 ¢ Identity Manager &%



THRNEEEERAG

KRB - N RAE BB SRS REF R T BRI T B

WAy Identity Manager H)7 (B %) QIR LS5, THLLFE "Tdentity
Objects". 1R GRS BE 53 A1 L) ik 55 4R (5 1Y 52 05 RORLBR TRk

"Service Provider Users".

i 3

A ROV BE A (UL IR S54RI L BT U M BRIK A R, 152
W MRS AR A B B APIEE 415 TU RN “ZHTE R

MG - PR R SO VF IR A B Oy (B g S R T . T e
M—AH BB T “aRBEE” BRI .

UL SR AEFEAT AT ™ JUIME— R DL BC e 4 B0 03 A € P i B 53 4 5 0 81
. WERMARKE R RRE” BLRE Mg G B B B A I Y, TR
—ANERE AR N SR, DA R 20— RERE R PR D3 A (7 o g Atk
EAP

AR - L B N O A W7 BOY BT B

T B TR O BC LR DA AR A JE G R R A T AL R T IRAT A AL R
P

Scope of Control

fEHIIET R (AN 5-6 Brzn) IR LA UK R T B ALY, ) DARasE I T
il e B B AR R P BRI, DR R B 03 A B K P R
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B 56 VB B G Pl
Create Admin Role Granting Access to Identity Objects

Enter or select admin role parameters, and then click Save.

General Scope of Control Capabilities Assign To Users

Mame

Type  |dentity Objects

Available Organizations Selected Crganizations
fTop ]
Top:Auditor
Taop:Austin
[il controlled Crganizations  |Top:Austin:Development =
TopAustin:DevelopmentTest
Top:Austin:Finance

Top:Mexico_demao ==

[il controlled Crganizations Rule | Ma Controlled Organizations Rule x|

[il controlled Crganizations User Form | Mo Caontralled Organizations User Farm j

Save | Cancel |

o REAR - N “ATHIAGY HIFR kPRI B O A (A RUE BRI AL S

o SZEAGURM - MeBEAE ) Gk VA ORI, LA E t1 2 BT T A B 03 A ()
MR AN S (FEAREA) o KL HRA
ControlledOrganizationsRule authType. ERIATHHL T, H#IEHE "No
Controlled Organization Rule".

o RIEHLGUH P RE - WLHIC T UL G (U ] AR O g AR T A B 6
S A GAMRL T AEF AOR  R . BRIAE DL, R+ "No

Controlled Organizations User Form".

ML B Y A €070 E A T 3R PR 7 i A B 03 BT A L AR AR AR AT T 7 3R
o AN i BTS2 B ] 3R
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o AUREALI - LEFEAEI )™ BRI DPAL ORI, DA ) 22 L 7P ER B3 Fl (B ) 952
THEAWEBAREM IR . 5 AN LA capabilitiesRule
authType.

BRPRESELEENAE

AT Oy AN B O3 AR (0 K B 5 i YT R R A B A O3 A (0 g 4 B 5 A
ALK 1) " Assign To Users" K650 v 4852 0 L -

AR BLO PTE I AH A b B S s R N, 400 LR B DA A 1 1 B DU
A PH AP P 3R o 3 o B B €0 R I Y 2 PR A i AR B B3 BT A S Ak K
RTINS i B A MO 12 B DA (K P 2

B 4 DL DL GG R PR G B ) I A0 K P 2
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o fREHERR
IR AAE I 2

o WA B NS 1% O3 B I A B L A TRl A BC I AR R, A 0 g
L B LR LA P 3 (IR SE U N B A (R Rk D A 20T 4R, B3
Top I F—2) .

o WURE B OO ITAT R A A GVHRBAT 23 B R R, A BRI S R

AR A B M T 2 AN E B A O, IR R A LR, (BRE AN
JURRH, AR B O3 2 G s X S 4 2 p (0 P s R BRI R o SR R
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H o X8 TAETH 0] B A& 4 it 4 Identity Manager K )™ i FHHE 7 R i B 26 LAt 2 1
R

Identity Manager % S [l "Work Items" X3 (T A7 TAED H 30T 041, AT
PLAY AN 1 T A B R U SR I LA H o 1

TEm EHZER

TAEH R LA R R —

o REHE - BT P BRbK S SR REHE TS K

o UFHA - A FHLAE R P AUR ST R K

o fBIE - 1B IF kG MR bk 7 SRms I BRI 3K

o A - BRAEAT R AESS Y 2 SRR I H R . X TR N E E SR AR
JR IR K .
TEE AN TARIH SR AR H T AR, AR S oA v ik TARTR A BT . T Ll

Y1) TAETRH DL SRR 350 4 B R, Rl DA 6 — Bl AR I H S8R LA H 2R
BRI K o

i IR TR (AT TR HD AR H i #, e
&6 5% Identity Manager H /7 St 44 7% "Work Items" #1136

£ T{Em BiEk

TN AR H A KA W, AR S "Work Ttems" X sl b sk TAEIH 2882
o WISRIIRAIEFIH , AR5 i ] TR R S BT B L2 — . XL TR
T eI PR AR B H SR 5

TSR AR I A L, 55 LA
o 177 BULN “ikPHEE”

o O 364 U0 LI CAERUFWI ST

o B 344 TTRIN CRARMERE I IR

174  Sun Java System Identity Manager 7.1 * Identity Manager &%



EWTEm B

EFIT/EMBRE

8] "Work Items" X3 11 1) "History" 26 7 -~ 7] DL 56 A TAE I H B 4E 1 45 1
B 5-7 o T TARIH I s AL B 9]

B 57 TARIUH b s
Home Accounts Passwords piorl Reports Sy Roles M_eta Resources Compliance Seru_llce
tems Tasks View Provider
by Wiade Items PP I ttestati Remediation: Other | Historny | Delegate iy Wiod ltems

Previous Work ltems for Configurator

Wednesday, August 30, 2006 11:12:59 AM CDT

Number of records reported: 2

¥ TimeStamp Subject Action = Type Object Mame = Resource ID Result
PTMUESD':'T"’"’-AUQUSQQ-20051:35:”3 CONFIGURATOR | Approve | Organization | TOPTEST | NiA TESTZ | Success
PTMUESD':'T"’"’-AUQUSQQ-20051:35:”2 CONFIGURATOR | Approve | Organization | TOPTEST | NiA TEST! | Success

ZRIELHE

CARIH 1A AT DA R AR I H Ze T4 Mot A ™ — B o i I 1) R A B A 4
fif o RERTLMER] “ TARTH " > “ LM AR H " TR AR AR H - Cngit
R Tt — AT GZAEE) - ) B HEHER BLRE B AT O T4

X ZACIREDCE M T AR KM TAETUH o 200 i 3 A T RESE FEPEHE
PATIH BT T TAEIH” 278D .

R ATELA “RUEH 7 R “Gidg R DU “ZAT7 RPIETUR, BLEHT At
TS HREFL TARIH

FEATRFEIA, 2408 T ARG HE AR o« RFE TARITH WA 24T H I

2.
AEATFH P A AT LA FEARSK 0 AR S0 BC B 24T wT LG )™ A8 2R B vl DAk
S EZRAT.
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Mt o AV BB SO P I, 6 ™ ZR B B HEME 5 S B SOR e SR A v o H A A%
H AR B e X

EELSAER
MTAETR H £ 10 It B RFER M TAEBE - Identity Manager 4 27~ “ 4HIZ48”
T, W PAEEZ IR A E Mg M ETE R,

ERURTHIERR
M AT H 7 IR PR “ RAT R TAEIIH 7, SRJ5ik$e “Hi—>" . Identity
Manager 4 275 LLRTZAG 1 ] H] T BB HT R 4T 0 TAEIH

tEE
LREZAE, WWIESE “RILRMTAEIH 7, RjFiEse “Prdt” . wHLIRIH -

o EEERILH TAEIERAY - NILFEPIZR P iese TARIH A,
BRI AR H 2R A 5
o itk
o HZUHHE
o BHUEHLHE

o Atk
o LIE Eﬁ
o HE

o ViHEAREILE

E BB MO IIHHES , A RERAE “ S tadfitifE” I T AR
TH o R, B/t — A BRI ER , A ReZedt “ BHkdttuE”
TARBIH s i bkt —ANHGNHHES , A REZRAT “A LUt
TAETUH .

WERfEE SR “CAZUHEAE” . “BREHEHE” B At DOEDR DU OO R 8
R PR DT W o RPN BB B s BRSO s mT DAL
HEMIEL D o
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fE CCEM T kR A A B, il AR PR
DATIF R I REF R . Bl B R a0 220
YUK MR ZACE , HIEEZZAEE, B iRk .

o RAVEHELR - EREILIEIT] LUK AR H B4 A B R (RO .

o DelegateWorkItemRule - %132 [1] Identity Manager "4 512
W, n] DLRE R i I AT H SRR XL
o JFIRHEH - GEFE TAEDUH ZHEITAA I H . BOAE AL, 1B/ H A 12:01
a.m. JFUf.
o SRHEH - R TAEDH B R H . BOAE AT, i H 7 11:59
p-m. 4,

i U R AT H 224K, R] ORI 46 FUYIANSE R H AR R K.

TR SE AT ORAE TR R, JF IR (A1 2 S Arte v i TARITH 4136

HERER

iAW EA AT

1. kS AT, WREIES CHETT .

2. EHF AW BELERMRIL, R Rhgw.

Identity Manager R I} BRZE &€ OZRFERC &, JFA5 2 B M BT AT C 4T AR
35 [B] 38 S8 i 3 4 AT H 136

/= Y =
¢ P #E ot
K P #n 2 Identity Manager RV, A A5y L g Bk 7 (055 2 5306 2000k
k) G EEATIRUE . Identity Manager SCFidi H] T-iX 4% Identity Manager % %)=
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o AL - EHE A I B LR R
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o At - WL RS M AR k).
o TR - il EEHE A IR R

i 3 f&n] AL Identity Manager LAIRFFECTRE 4 ke . A OCUM, i
ZWLE 180 TR “He B AP ALHERERAE”

WEMES

A FIRBE— SR ME BB HEMEE AL AT i, (R SCHEAT IR R . X TAEH i Bt
HEF BRI, Mk G 2 DA BNk . RN e R A T R, )
Ak .

AT LLRE 2 AN HE R 7 BC2e NS00 o DR — N0 A U 2N EHE, prbAon] i B2
AAEHEE, DL BB OR A S SEIR sl 1B AR . W SR ANHEF AT H], LAkt ife
BT AR EE R . fEAECCEH] Tk QU . BTG OLT . K SEHT AN BR AN 5 24tk
s (2, FTLLEE S R UK A v

Identity Manager LA T AE A IR 20U BT 1k ™ G 437 K i e el R AR A . T
DA IS A 1 Identity Manager IDE H & SCTAER, LS SCbAERIRE . iRk ) I B
Il 3R SR o

A% IDE. AR S St e ARG I B s B PRS2 L Tdentity
Manager L1Fli 2 PRIHE

Kl 5-8 Bl Tk B AR R A AEE & TARRIERE RO E
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& 5-8 = B CARR
s%l Account Creation Workflow

Notify I
Organization Approval I

Resource Appmvall

No Approvers End Resource Approval
Awating approval from
keunning

T End Organization Appmvall End Resource Appmvall

End Wait

End Wait for Approvals |

Y

Check Approvals

Create Accounts I+ Provisioning Enurl Request RBjectedI

Y

Notify after Creation

[l naths taken
B active steps
[l inactive steps

Identity Manager #t#E% nf DAL #E B 0 e K o A0 R 28 A Athitemk L 2
et 180 T LK) “PHUEHU A HEENERAE” TR SRR

¥5E #® 179



i P HEHE

A LA7E Identity Manager Ft1HI ] "Work Items" X 5 rp 75 758 HfE R BRAEUE . 7F
"Work Items" 71, ili My Work Items VL5 F & H:4{tifk . .ili Approvals £l
+ DL LU .

* RS
LA AR A2 B HEHERE 44
1. {E Identity Manager & 2l 73 S, £+ Work Items.
2. i Approvals EIi .
3. MBIRAIESE Ao
4. G ALHERTRE, SR Approve.
Identity Manager #7557 75 245 1T applet.
5. il Always.
Identity Manager % 7~ 417 H 1 At v 22

6. HADUL il Browse LAFRBH P ENL B (ARG B 25 44 XAt S 0] e B e A
ey 182 BU R “ONPRAFREALHMER 2 S e A IR 125 3R 10m B .

7. WNEYIEE ERCEZ A RENIR R I s, s 182 TRy “ 43k
AR 2 Sl IR D R 101 prid)

8. i Sign HLUEIEK.

X fE G R A
MRS S 2 5, MmN R EN, KRG 5 Sign, R H0AT J5 Zeftt i
£ (Identity Manager 381 ¢ 5 (It v i 12 25 D PE RO AL . D

i B 8 & 2 B HEEFNRAE

ALUFIBL R AR B B P2 4 AL F I AT 7 2
. PR

. UiRE TR

. RMFEBAIET
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AT R U T RFIE A CRL %3 iN02) Identity Manager PAIRAF2: 4 #HLHET 5
F14 e 55 4% i A 2 ) i T

ARSE R HERIR S BRI E
T RS ARSI, T LA T L 5K

1.
2.

FRGAEY, WHE security.nonrepudiation.signedApprovals=true

BUE B (Certificate Authority, CA) FEPEIAEATIET . Ak, 2%
IE SESRAFUE T IR A

B, LT H Microsoft CA, 1l LT (120 SR EAE «

a. 3| http://IPAddress/certsrv, 4R J5il it & HARR & 5% .

b. MLFERIR CA IEFEGE S EI5&, )5 i Next.

c. FEIFRM CAES.

FEUEASAE W AFATUE 5N 2] Identity Manager -

a. {EFHL G S IESE Configure, #RJ51EFE Certificates. Identity

Manager ¥ 75k "Certificates" 1.

& 5-9 HEFS
Certificates

Usethis page to manage trusted cedificates and cedificate revocation lists (CRLs).

Trusted CA Certificates

[ Serial Number | Subject DN | Finger print (MD5)
Add | Remove |

CRLs
Il Connection Status

Addl Remave | Test Connection

[~ Disable Revocation Checking

Savel Cancel |

b. 7F "Trusted CA Certificates" X3}", H.i; Add. Identity Manager ¥4 27K~
"Import Certificate" 71,
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c. WIRBMEAAERERHE S, K55 Import.
(AT Y G RVANI R G T I Bds
4, N CA BRI #ES 53R (Certificate Revocation List, CRL):
a. 7t "Certificates" T[] CRL Xk, i Add.
b. %A CACRL ] URL.

P o IFPRIESIHK (Certificate Revocation List, CRL) 4 C 4 4 575
BUEF P9 5 513K

e CACRL {f) URL WL/ http 2} LDAP.

o XTHEA CA, M43 CRL 1) URL #B#& AAHE, A LA i X
W CAEF R CRL 73 A& s34 & 8 73 K Aff i€ Fe URL

5. Hiii Test Connection %;ilF URL.

6. i Save.
7. WL jarsigner X} applets/tsl.jar 244 .
= HREAGER, WEZ0

http://java.sun.com/j2se/1.4.2/docs/tooldocs/windows/jarsigner.h
tml. Identity Manager Fft4f7 (1) tsl.jar SCHEH AR UE 15k 4,
AP T RS A, NATH B AEE CA SR A%
R BB SRS A

AREEAMENE PiREE

LRMEECE, AT 2R

DAS- St

PR GELAUEAT 2% T JRE 1.4 B R AR Web 31 BE45

UK

SEARBGEBAL ], AR5 & 2 PKCS#12 & P

Bilan, WR AR Microsoft CA, E 1L LR 10 B 1

1. {{if] Internet Explorer X% £ http:/ /IPAddress/ certsrv, 4R Ja ik & HIAL FRE 5%
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10.

1L F "Request a certificate", #AJ5 L7 Next.
%#% "Advanced request”, X5 ¥ Next.
i Next.

i%#¢ "User for Certificate Template”.
HeFELL T I :

a. Mark keys as exportable

b. Enable strong key protection

c. Use local machine store

Hiifr Submit, A5 i OK.

H1il; Install this certificate.

JEFIBAT -> mme LLFZ) mme,

IS IAE P 44 -
a. EFE “EHEIE” -> “usim/MEREEE” .
b. 5 Add...

c. EPFEIHEAUKS
d. i Next, #A)5 7. Finish.
e. i Close.
f. il OK.
g. HERER -> A > iEF.
AR ERERTEES > SH.

i. ik Next.
j. i Next #fii\ 5 H T H%4H.
k. i Next.

Lo AANER, SRS Hl Next.
m. 3CfF CertificateLocation .
n. il Next, %5 #.ili Finisho i OK AT HHIA

F5E
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i R EAER S ECE A 101 (B FEER 10m GiFRAE) |
HHPME B 5T s BRI HEZR A .

EEESE

F LA A B A 1dentity Manager ® il H GRS P55 4.
1. 7 Identity Manager 4 Pf 5% #t[fil 114 $% Reports.

M "Run Reports" 51 (1) "New..." 1151 % 1 &£ "AuditLog Report”.
2 AR FEBP AR (i “HtHE” ) .

f£. "Organizations" JEFE X I, LA AL

% "Actions” 1L, RJEILEFE "Approve'.

il Save PRA7HR i JFi%[F] £ "Run Reports” 5.

Fili Run iz 1T b e 5

P PEAE REERR AR S B A AR, P

o MWUMLY

o F#

o EBFAT

o EEAMMHE

%

o B

© N o a » o N

R3
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o MRS TR fEHIE—A?
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o M

o IHENFEDIERC A

WERIZTE: ERW—1?

Fu HE LN ME U ¢ Identity Manager 34 [7]25 T H LAHATATE %5 .

& 6-1 A I Hicths 1) 25 T 2 BT I 55

MRE: EEF I ThRE:
FRIBEREM A 5/A |dentity Manager, 7ZEfNE  MEREME
ZAREEE

VIRIGEEM P 5/A |dentity Manager, mnEiz  $2ERBUSCHE, ASTHME
BIAT LU R 1 it &5 B TN 4R 4R 23R

EHRIGEIREM P F/A |dentity Manager, #RIEEC AR
B RIREE M P RITIRIE,

BEIRMN P B XS F/A Identity Manager  ERESIEISERSFHITEIY (AN FREID
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Identity Manager W /' 44 2% 1y 58 #i5 Bl ] 4 DR a5 2R s = B A1 45 . IX 26y
(ORGP

o REREISCME - K B UG T Ak 0] BEURIK S SR ECEI SO CRAT CSV 3 XML %
O o G T N 1dentity Manager 2 fi, 7 LIS IESCPF AT 84

o MITHEIRE - B CRAI CSV 8 XML A% ik - 35 eoA 1 n 2 21
Identity Manager .

o MBRUEINE - &5 AL R R DD AE, BRI UK R S AT E R I E
Identity Manager .

i FIX 6 T FLn] LB EE B 1) 1dentity Manager FH 7, a5 R AN BEU5 ik S 530
i Identity Manager H /K ) Tk

REEI X4

A DU TG D BERE B UK 7 BRSPS — A XML 88 CSV SCA LA IXFEA ]
DAFE R SRS S N Identity Manager 2 i % L HEA7 5 5 R 24

LRI ) -

1. FESEPATPIERER T, ARG PRI B

2. GEFEENHSRIUK T B

3. Ohfar ik A AR RESCPERS 3. AT ORGSR IR XML SO, s iR L 5
7y B fEL (CSV) % g HEMK ™ o M R SCAS ST

4. HiliT#. Identity Manager $f o “3CIF N3 XIEHE, AT LLAEIZON TR HE T
PR PR AT B A PRI SO

WREFAT I ZSCME, WA e 2R R AR R

M

A] LA R Th RERE UK 7 GBI Tdentity Manager M SR ER IR 7 5 55— 3¢
PEIESEELAM ) In#k 3 Identity Manager H'. i Identity Manager [¥I 42 HUE] 3014
e QU B9 SO XML # R SCfEe anRmas— 008 i, 8 So ki R
CSV #% s
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W, MBI AE A H TR T A T LUE 5 70 B {E (Comma-separated
Value, CSV) #% /17, LME N4 2] Identity Manager 1. CSV U4 75 U ZiUE 1
DA 2 HE )«
o BB 14T - LLE SRR A AR T B B s 1
o B2TRIRE - LLE SRR AR 147 h o ORI B PERE . 2R A
ANFBALRAEE, W% BRI H AR S 5278 .
B, — AN AT AT RS TR T R S A H

firstname,middleinitial, lastname,accountId, asciipassword, EmployeeID, Depart
ment, Phone

John, Q,Example,E1234,E1234,1234,0perations, 555-222-1111
Jane,B,Doe,E1111,E1111,1111,,555-222-4444

B 6-1 R I i)k sCIERA 9 CSV ST 741

firstname middleinitial ,lastname Id,asciip d,EmployeelD Department ,Ph
John,Q,Example E1234,E1234,1234 ,Operations,555-222-1111
Jane ,B,Doe,E1111,E1111,1111,,555-222-4444

FEABIF, AR (Jane Doe) BATHEI 1o s IEHIAHBIIIE S () Fos.

i ST IR A 5 F NP S Jm P i Th g, s 1 I T RL ]
e “NSCAFINE” Asin ) 5 03w vk 28 R HRE 513

ARG s IRBERAEAN S 7R LU IE T :

o JHSRR
o HFEME
o Gitkmtk

WRIEPERE BT P LT, S AR T Sy JE i, IR E A
MR o A I R e AR BRI £k 8 EE A SO, HLA R B Y
Ja k-
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1. (SRR OE SRR, SRS e ST

Identity Manager 4327~ “ WSCHFINER” U0, WA HZ TR e N2 I, SR )
4hs.

o]

P RE - ot FEAIE# T Identity Manager H /I, P R L4 4rlic 4l
LR S, GHEA AR . RN TR TR R R

P SEBCAR I - ik )™ SCIDAIL I 26 $5 v) BEHIA R3S JC A A 5 1 B sk
Identity Manager Hj /"o WIS € TN & BEURIK T (R Pk, QI 23R
o] A AFRFIR BB AP, H TR R E A & . e,
DA T BT R IO & BEK 7 (¥ Identity Manager ™.

g P A IAKRIU) - 0k B DA KN U W R AT AT A A7 2 AN SGIDR RN e 3¢ 100 v A4 A7
FHIRAIERR . 7E45 7 HA Identity Manager H 7 FUEEASTEHIAA 3 1 Btk
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2. {i "File to Upload" “FBtt, #R&ZmMEI S, S5 Hidi Load Accounts.
i o WSREASCPEAE LA, WG I RS (E AR ST,
IR FERA AL o
o SMBOEFEA S HIAE S I A RREE T RN SO A4 BRI, R
AT 44, WS Bl R A8l REAH S AOAT: 5% SIE 451 44 78 8 A
HI T AT 55 52401

K 6-2 i8] T "Load from File" 5% (1 w] FH -5 BERIRE I

6-2 MR

Load Accounts from File

[l UserFarm |Defau|tUserFDrm hd|

[i] Account

correlation Rule | User MName Matches Accountld j

[i] Account

i e | Mo Confirmation Rule j

[il Load Only
Matching r

[flUpdate sccounts [

[i] Update Attributes T
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[l Result Level |Informati0nal and ahave j
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WAk P SIA A ULE (EOCHS , W R SRk e SRR b izt R
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A FH I D i ] AR S5 FE o 1R I 0 B AR Ok P R HL 3 N Tdentity Manager s
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A P TR L, B AT B TS

o HIRFRITRE UIH LI L, W 0T

o WTE R
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AT O

AR E R R

B TR NI

1. 7SR ILEFE Resources.

2. 1t "Resources" #I|37) J2 45 b rP ik FE 55U o

3. 1f "Resource Actions" #1513 11i%+¢ Edit Reconciliation Policy .

Identity Manager ¥ 7~ "Edit Reconciliation Policy” T1fi, RI7EILrH AT R 415K ms
U EE

o PREARSTAS - AEREEIET D, GRS AR ] LUSAT PR . TR T Rl S
Identity Manager il 5% as 43847 100 B U5 A U0 o

o BRI - W DAEANRIBGU N $AT UM, X RERERE KA [ BT ) S R AL -
o SR - R CCLERAA) .
o MWENYMA - thFE R (AR A

11 S W T 1% % Identity Manager 9% Y532 47 Pp i I 1% K JH A 2. 2% #% Do not

reconcile ZX £ H AR BT 1IP0I o

o SEAUMABERER - WA A S ABENIR, R E O BERER A ST . E
SR R4 2 BN BEIRIE AT 58 AU A O o 1B #E "Inherit" MEIUM B vy 28 0 5
Wk AR I HE R . IR RE kAR EI] Fir e 0 B R BT A R A
FE o
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SERIN BEBEIEAT W UM R (R, B SR PR 5 0 BRI A, 5 G
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Account Attributes T35 € F) & AT I AS HL BE 24 o
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R, 7E45 8 5 1dentity Manager HI 7 FIIEANTEHIAA & 1) 2050k 7 1 )&
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Rule, Identity Manager ¥4 i AT /LI, TABEATAIIA .

i d UERAERS IR BT R, IR RN e e % — M
DSBS AN T SR AR o

ARBLEBE B - 45 € AT 0 I A P PR A5 B 6o Db L BESRAT 4R I AR A B
ST DLHAT PRI SE A o i DR AT S e B AR OGO 3 i (g 20D

R LLESE “OCACEAE B B 7 T, W RGEFE TR, W] LA PR AR
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o OB - Pk AR

o OMER - ik AL

o HRE - VAR RO TR AR BIVTRCR

o B - G T EI BRI EAEAENL RS R

o PR - HAT LA Identity Manager H 7 % 43 B 45 W IR 16 Rk /o
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o AULEE - ik AR HI T HAN LR .
o FFW -k HZAHILE.
NOXLE SR I Ca] HETR A Sl ) ik

o  EETHIRMKFAIEFT Identity Manager F /' - 247 K 7 J@& PE I H
RELLBIEHH o 25K AN 25 ERATART BE 5 58T

o 4 Identity Manager F P RIERBEIRIK - - A I 2 0 B30 2L e ot Uk
JE P, DAECHE s > Bk

o “MUBRBTURMKS A “EEFIBHIRK S - MER /A B BT

o “WRIEM 5 Identity Manager F P HEE” A “MERR IR ' 5 Identity
Manager I BIBEER” - 1) V8 s sk ) 23 iC AT o I g s ok
e ARPATATAT L HAL B

o UMARTTAER - 7 LUK B R G B R 7E A S IR R4 T B R 2 wras AT T R 1 AR
o FREMHNIZATI TAEG . WREA L T TAER, W& "Do not run
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o MK TAEGR - T LUK B EC EA AR BRI A DU H A NS 24T T R
AR e BRI AT I TR . WR A 24T 1 TR, 1i5i%#% "Do
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o VMRS TAEW - T LUK PR BCE AR SE R IR YR SR as AT H P R e 1 AR . 4R
EPPRNISAT I TAERL . WA EE AT TAER, WES Do not run
workflow.

i Save A1 SR M T 4o

B =1
AT ST 5
o UBVEMREZ - UDLTE VMDA Ut BRI, DU WHEAT A

o SERIMAE - SLEDEATEM A . EHUT I ERE, TEERIRS R IR IR, RIS
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BUET A
EHOY M, HEIEPERYE, SRJ51E "Resource Actions" %1% ik Cancel
Reconciliation.

EFNIERE

"Resources" #1311 "Status” Fl| o] {5 E TR EAIRA. P

REN - AREARF TP IS I EERA R
B2 - i 04

RIG - K BE 58 LR A P o

TN - B 58 s B R P o

FERAEF R - Hobr il e, R IR,

E

AR B TTA e A RS OXEF BAS B3 -

B EREAN S RIS BE T . AR PR, SR )5 7E "Resource
Actions" 71| Hi%# View Reconciliation Status.

(EE1SEAE]

k)1 2R 512 id 3k Identity Manager CAHFIREAN B2 K 7 (ol CAPIRES . & E2Eh
R YEY, AHJE T2 JAh Identity Manager Dhfig th & 58k 7 & 51 .

R THEATBIK RG]

Rk ZES
TR RG], EAE "Resource Actions” %13 11 $¢ Search Account Index.

BRI, RIEMASUERERIENE. Fidi Search MUK T R 41
SN O
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AR A B N B SE S R P A B

BIREAH AP — - R E T, KRG MIIER PR AR, DR T
Fa e IR L e iRk
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AR B SERE AT F AR BRI H K, R 4T "UNMATCHED"
g "DISPUTED" 1% K HIMK 7

o HOAFAPZ — - EFIET, RJE MK AP IERE M P SO, DA RANT
e ol N R SRRk

i Search DIMRPE I8 RS HCRE RN . TR HIIE R4 R, WA 7E Limit results to

FRPIR AR . BOABREN BT 1000 NP .

¥l Reset Query LA K i% 0 AT HT 148 -

HEMA RS

W] LAEE G Fr A Identity Manager H P Mk, FF a6 B4 FH 2 230l bk 7
FPAT I ERAE, 15143 Resources, 2R )53 Examine Account Index.

etk Bor Identity Manager CUAITHIITA BEUIK /" (618 Identity Manager H] )™ J2
AT MK o M5 B % Pt JEEL Identity Manager 21215021 . ZEH UKL, 1
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ERAR
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Hi 73 A4y Identity Manager AN MK 7, 35 S RUENRZH] T JF i 44 55 1)
TEoRAT e AEHI A0 74 Wiz i Bk 7 BL ¢ Identity Manager TR K 7
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B =) 2 o B
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o HEARXZREH - LT H SRR A, “Identity Manager FH /7 B4
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i TEMRSARMEF SEBL A, R B R0 5% (552 “Service
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v B R W ITan HIVATIN ) 2853 2, I Identity Manager R AR 4 A7 KL AT
& 1) KA S B W R T AR IR 8] o 51l -

o NBRURACENE SR MR 2005 £ 7 18 H CEHI—)
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o BHBRPL - LR ER BEAME AT SR BEAT PEAG IR M) true 57
false AR, AR 32 A2 A5 BFEA T IR AT o
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BNBCT, RIFIEBIN AR CRL /NI 28 AL BEED o BRI
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Bl H S SO R/NE BB RN, SRR Wik “ ek H R R
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o 0-LH&EIx

o 1-4E
e 2-f5R
o 3-Ph4
o 4- ik

il Save LAORAT BEE) SRl B0 o

Sun Java System Identity Manager 7.1 ¢ Identity Manager &%



EE AR

D3 = B4
iR IE B E & Al 83
TEG ARG B AP IE FL 4 2 /7, 154 1P . 7F "Edit Synchronization Policy” 71,
1% #¢ Disabled 1f: 4 Identity Manager H /" [f] Startup Type; XJ T /it 55 $& {35 H
F, U L Enable Synchronization 1E1. R W B E, R AR
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o IREISATIENR A AL
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s, WEHEAE T R A bR A5 1k

2R HRIE R

TG MC A H AR AT G FC A 2 AU AR B DA A e H RS SR A PR A0 A5 SR B T4
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Run Reports

"Run Reports" 5

fERRE
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r [Run| Downioad_ | Downioad_ |
r | [Run

r  [Run

r | [Run Download Download
-

r

r [Run| Downioad_ | Downioad_ |
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AuditLog Report

Usage Report

Usage Report
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o IETIEBEARALE - B T 2 Tk . Identity Manager AMRAFIRE (4
T SCHR S B SRS 4 Can SR gmiB AT i ) «

o BRAFIR - RAE T ORI . RAFJS, T "Run Reports” 57T (3 5 (1157
R BT .

AERE

AR A B ST RS AT, I A S UEAT U B DA 2 ] g I 1) [ Bz 47, ml DA H:

AN R -

. &> BTG - AVFLANEATRAF IR . FERTSZIEET, il Run.,
Identity Manager $i21T i, R DA LR B 4l 4% X s 45 R .

o S > HEMAES - WELEISATIREES . EHEREIES ), W AR ER S
BRI o 3] LU AR 2 (R HAR AT (it [R]/E "Define a Report” U [
"Reports" I —Ff) .
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TEIRE R
M "Run Reports" 5, #£LLFE—31+ Hidi Download:

e FECSVH#HE - N4k CSV Mttt o PRAFIR T J5, Al DAFE LA Y HFE P
(1 StarOffice) T FF Rl H %

o TNEPDF e - MR Rk i, 4% {H] Adobe Reader
HE.

B 7-2 TR

[T | RunReport Download CSV Report | Download PDF Report ‘1Re|)ort Hame

[} Run Download | Download | Today's Activity

Clickto download reportresults Click to download repoart results
in comma-separated value format.  in Portable Document Farmat.

¥ & B B AR

AT LURTRS SR 3% (PDF) 2 T LAt 4 DL i 4 5o AP
SR,

SERCE A PRI, il Reports, #AFiH Configure. /il LL T i

e PDF #&ET

o PDF FAREHK - LHAEE K PDF ) I LI 744 BOARIL T, AUE
NI PDE SR SR BRI A4 o AR, SRR 74 SOCPE SRR
(¥ fonts/ H sx b I F0HT A S Mk 55 s T LUK HAh 74k Cln S S i 35 B o
k) AImEIRS.

TS (AR e Uk A G ttf.  tte. .off Il .afm. 0EREERE T Hp—Fh
FAR, MK ERDIEEE RS EI ARG AT H . Al %H "Embed
Font in PDF Documents" 3£ .

o PDF CRIFHHRA T - bRtk iin] LA/ E B PDF 135 N 7448
o XAGARAUFLEAT & PDF £ 4 o] DUAE A 140 4

pid RN TR AR RGN STRA PR R o

o CSV REIEIR - MedeA: sidi i 248 HI ) 7 75 4
FLTARAE ] AGR A 7 C B

BT7TE H®E 205



REXRE
Identity Manager #2412 Fiflt 5 28 1Y«
o HIH
o HIIFHE
o KN
o W
o RGN
o L

AT LR G AR o ot 2R B PR 2R ] X R
e Identity Manager k1%
e Auditor %

HitHE
Auditor R 75 FEAEAT B T RO di V1 S b SR A PR A B AL JEAR R 05 6L
KA RIS A Auditor R OPEAE R, WS WH 11 5 “HEdiil”.
Identity Manager $2 it LA I~ Auditor 2 7 :

o Uil EAMRY

LR R R

o TR SR LR

o CHITFEIER Y

o HFIRIKIE LD

o P VIR

o HBULMPI R

L3 SR

o EMH AR

o fEFRI R
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P X Auditor 75, 1HEFE "Run Reports” 71 ) Auditor Reports £, #RJ5 M
"Auditor Reports" FI R LR o A7 RE I EME WIEMFE R, WS HE 11 =
“Hdih” .

Hit BHiE&

R S AR ARG U H AR A o XL RO O ik L HEHERY
R RV R 20k A SO R AR I IR AR (Sh
WD B AT T AR

i FEISAT v H AT, 20 € Sl 3K (1) Identity Manager SifF284Y .
BEPATUHERAE, TE7E PRSP L Configure, AJ51EHE Audit. ik
AW LIR, PLd RSN AR BRI A7 5%
BEH U EARTEAE R, WS 131 T L B v 4L
T

Ry LAl i AN "Run Reports” 5T_F 4R 75 1351812 %4 " AuditLog Report” SKizfT
ZNE . M Identity Manager 1 7 Fll Auditor #1075 205 i ol 4% 2 1% 4R

WE IR 405, AT LU "Run Reports” 713K TS AT 1Z4R % . Hidi Run 42
NG PR S RS R R o Rl WA RS AR S AT R
BAEERAESE R

SR
KT

SR B BEUR AR T SR B . SEAR AT
o BRURAL- MORAUSTE, QAR SOR BERE .

o HRPOIRA - W X I E P FAT testConnection 77 13 ik — I 5L 22 Wi 45 & 1%

o WA - B BRI

BE LRI, 15 A "Run Reports” 51 F ] Identity Manager Reports %158 11 it
PR LTI

WEF ARG SEUE, 0T LA "Run Reports” 71| TUE 1T %R 15 . Hidi Run 4=
AL AT 5 G DR AE S AT I 45 R AR 2
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o HHR - A5 Identity Manager BB G A HL 5L T B AR DL R A FE IR g
€ SCE PRSI, AT DA 4] Uk BB A & A B

o EHERUME -FIME TER MK

e fifh - WA Identity Manager ffi (8 X OCHEII PR . & UM RS I, mT LA AR
KA IEREA T M.

o (RS - MEEHMO T RINATS . I E PSR AT IR PR i BN
SRS, Blndtene . flak . 201, S, TFeE HBIANRE .

o AP -EEHP. ABCSH AL e Ui TR SOH R I
AT LUE SRR IR TG . M. AL IR B B AR I

o PRI - SOV BE O A HROR (A1 N B BB UE ) R ], R phbk ) 5
W BER R E . AR R A4 R SR L 5 SR OCTBR IR S 1] A LK 1] 25 )
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WREFTR, S8 EIRE S T Identity Manager 5 F 61 7 H 01 F B AL EA L K
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B 7-3 BB AR

Report Results

Administrator Summary Report

Thursday. January 12, 2006 1:34:05 PM CST

Number of administrators reported: 2

¥ Administrator Managed Organizations Capabilities

Account Administrator
Administrator Top Bulk Account Administrator
FPassword Administrator

Account Administrator

Admin Role Administrator
Appraver

Auditor Administratar

Bulk Account Administratar
Capabhility Administrator
ImportExport Administratars
License Administrator

Login Administratar

|dentity Attributes Administrator
Organization Administrator
FPassword Administrator
Folicy Administrator

Reconcile Administratar
Remedy Integration Administrator
Report Administrator
Resource Administratar
Reszource Group Administratar
Reszource Ohject Administrator

Configurator Top

Resource Password Administrator

Role Administratar

Security Administrator
Service Provider Administrator
|dentity System Administrator

R HE

ARG H SR A B il kAR RS BT ARG BT R BOEILR A, ATELR

S BCHERR LU A

o ARG (WESREF. R sS4
o HEIRAUHS

o JUEZY CHRR. Bl

By B E B R ISR CERIMECA 30000, BLKCRT D Sl i 48 € 1)

I 7 i TH A SR8 A2 BT ) il

PN



AT RS H G, iR e HhR4 H K syslog ID nIE RFFE ) Syslog 45 H . 1]
W, #AE "Recent Systems Messages" i i " & & 15 € 45 H 15 2 1% 4075 O 4%
Event 7B, RJEH A1 KH syslog ID Jf#.ii Run.

i WHIEAT 1h syslog T MRS HE T IRIGE . A KA 1L
AER, WSHKx A “lhZH%HEL” 1 “syslog il .

ZhE X ARG H GRS, 1M "Run Reports” 71 F 4R 5 LI 51 H ik $ SystemLog
Report.

FRERHRE
QRS AT A i 5 v LLEE B 5 Identity Manager Xf % (W EE G . H 7. A

TECBHIED AR R GEFAT 0 EE BERAR 2L, W LR ATDHEL 2678 B s T 3
i o

B AF TG R 2, 5 A "Run Reports” #1138 TU_F ¥4k 15 L 01 41 3 % $% Usage
Report.

WA I RAF RS S H S, AT LU "Run Reports” 513 s 4T %K &

ERBERREER
FE N EOTHERM Bon iR S WS RSN U7 IR DU B 2 s Al R A
Ko K bR R DAL i 2 B, RS Wizl s i

210  Sun Java System Identity Manager 7.1 ¢ Identity Manager &7



R 5 4

E 7-4 GRS R P bk D
Account Generations

06/05/2001 06:07:30 PM CDT

Activity 0610172001 0E/0472001 |um5!2001 Total
Account Generations 14 a5 ha 67

Account Generations

AT LK B TR 2% 8 0 AT 4 LA s BT T A B SR b RS AR N Bl s SR efs
FE PR, DU ARSI 70 T oo BT DO DI — S AN 2 4h AT it
et 0r TR HEEH, R OB R R, DAE SRV RO HtE 21 A
i AH B I R 0 FE

R LU e b B LARAT T ot (AL o e R AR DR A I, SR J5 s SRR A 1 A7 )
B MR e L o

Identity Manager KU; 73 BT Dy BE FoVE X IC B S8 HY— 58 22 4 BRI 8 1 ik ) kAT
o WU TR A T HE B, DOBCER A, % B AT AR R 8
SE FIR P AT MK RIS B o SRS ISR AT R B B M VRS E . R

i WavERR A5 v T AIX. HP. Solaris. NetWare NDS. Windows NT
A1 Windows Active Directory % i,

DR 73 #7002 i), 9 ) DAEE X RS B A B HEAT I & . AT BAAE 1dm\debug BT
RiskReportTask %[ % N3N R AT, IR )5 AT LAY 55 30 72 4 a0 g AT 3k
ITIEM. A RACE Identity Manager & FTEANE K, 152 W Identity Manager "I 1F
Ui KPFIHE
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T KBS TR S, E A S A L Risk Analysis, 285 M "New" 0513 1
Pt S N TS

AT LLRER TS BRI A S H e E A BE U AR BRI 2R A, LA LAk
o UL ORI, ARG CBUE Fbk

o ARAE I FMK

o B AFRECE MK P

o ATEEI K

o E ORI EURAESR E REON K.

E SCHERSE AT RAKE DR 23 A o 1 82 O 4 48 i IR As AT

1. Hili Schedule Tasks, 2RJGIERFEIEAT IR

2. {f "Create Task Schedule" 71, %A% FRFNEREFAZ R, AR5 V3% HAD XS 43 B
PRI (AIIE) .

3. Hiili Save LAMRAFIZIESEL.

R

&y LI E Identity Manager S I R 5 =44 e 3ok 76 i 161 8 vh A G FF DLEAT e
Mo AT AR, 0] DUPRETEA RGP s i e, TR s EReEa s (T
R J5 LA LA SAE B vk H S A8 RS 3 ) i e I A 3R A5 T o H 3K
FEVEANIOME B, 2SN TR e 8 — 204, & URRAEmlmT DL H 2 in) 241
TnT LU R RO 7 DL ER = 0 K H 3 A1 T35 3l Identity Manager $2 it
TREW) IR o IR TR B JEAL S5 ] DARH IR R G e U, AR R AT
FEZ W IS5 200 o

AT DULE SRR R4 AR A R IR A8 BT AR it o A7 AT A K ez B, 152
W 217 BT B AR IR

DA (o SR AR AL G5 A, DURRAE R (0 AV S s S R

RERRISHECE

£ "Configure Reports" TL[f] "Tracked Event Configuration" X, 0] DLz 2
BT 5 R ER AR e v A5 RS, IR LR Hl . il Enable event collection 7]
Je YRR () A C
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e 1 RIAKE
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fERER

1. e Reports.
2. Hiifi Dashboard Graphs.
3. M “IEFEMIREIEIRAL” REIRA A Pk £ SRR B .
16 58 ) T B B AT DR o AE B B A2
4. P EAEIBARR.
5. WRTE, Hili Pause refresh LIRS HT. #.ifi Resume LLEET LA .

E XA 2 AR IR, A7 I AERT AR NPT AT Y B 5 Il B iR A1
Hle

6. MWIEFT, Hil Refresh now ULz B 98 HI AT HIHT -
7. SRR M E] TR ST,

i W RATAT— AN Bon T AR, 6 R T "System
Configuration" it EXf % H'[f] dashboard.debug=true. W& | %
JETESS, R PR AR EE IR R ), E M O
A A AT R R IAA . 381 0 LN B A5 [ T AR

CIEER

AT LS DA A BRG] e iR L -

1. MSEHA LS Reports.

2. EHERER.

3. M “IEFRIMIBRETEIRAL” hIA K k2RI R .
16 58 ) T ) AT R o AE B A1

4. MEFEUEIR O EE” .

5. %A\ Graph Name. 1 ER %2 FRAINBN A, 5 IEFEME— 1A = L)
YRR
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EREMFE: IDM 5 SAMPLE.

FEGI B TS AR R G 2 H o T AT BRI S AR BE SR A AR Bl
R, T s ARG &R B A TN A% AR A T o AR e 22 P 35 22 i)
B REA B

i 3

A A 51 Bl PR ER B A SR AN ] T SE PR BRER 1) S0

BN A L FE T 75 L) Tracked Event.

R MRS (PIIAATRD SRR e (BB . &
AT P SRS B R BRI T LB o< o P T s

IDM VM AR BRI A L4 -
o EBEEBEFITHHE - IRERE R P HATIOBAE S GRAEERAERAD .
o BABEFPTRIEFEEINTE - BN B AR B R SR ) ORI ERAE R

DI
o BUFERAETHEL - BRER TR IR AR
o BRURHRAERPEEITIA] - PRIA VIR ER AR (RSN A] .
o TARRKRRERIT A - BEAAT TARSFLHTAE 2R IR IR] o
o TAERPATHE - IREFHAT A TAEG I IREL.
MHNE HiEFE Time Scale.

EEHIEERRAERIE (I D IR RIE (D . RS
AT LU Al AN KPR I o) Y A SRR e, DASRAG R 40 i R PR AL
I T sk

MBI P Metric. HRYEILE RIEREAFAE, Bk MNERME GHEERFED .
BEANEE Bon— R . T R SR Rk Tk 8 R ER i AF . PTRERI AT

o Count - IS [AJ[A] b A AR5 A2 0 R TCE

o Average - I ] [F] {8 PN AR A SR P B4

o Maximum - i [ [ B 3 1) de K

o Minimum - I [ [ b A 0 e/ A8

o Histogram - 73 jil TH-H i [a] 7] B P A 12 5 B AR
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10. M¥1#+Hi%# Show count as.
BTV 0T 7 o0 JEL R SR Bl 3 A [7] 1R e Ta) S LA T &l 49
1. WFIE L FE Graph Type.

TR s BREAFE I8 . AT A B BRI e T e HE A BREA AT
AREELIEHTER I TR DK

EARF
12, WERH 2L, AFIR APIESE LUR LI

o Resource Name. IS TiZEN, RFHTHEEBEIEERES . B
VI e I TR DL B RS I R AME A S ERIE

o Server Instance. WIRIER: Tk, RFHIPTAEPBGEOIEERES . B
VH 0 22 I AT LR B RS I RAME A S R EIE

o Operation Type. WIRIEF 7%, JOT P EEHG WAL ETE . B
TH 152 1% 0T g FeRs RO I ME R S E R .

WP T R Ia, ST RIH 2o B .
BT
13. WA THZE, %A\ Graph Subtitle

XOAE B TR AR R 7 AR — A R R
FEE LR

14, WIRTEE, WEIEF Advanced Graph Options. WIREEIW & LU NIEI, i IEF
AL :
o  Grid Lines

o Font

o Color Palette
15. i Save LLAIE KK .

YmiE [E T

AIERE DU SRR Y R RR L TR,  “IEFR AR R AL R Ts R
- RINRETE, RJE MR PIESEIETE AR

] R (0 TR SR P R R TR T SR AR — AN B AN AL W] T4 4 -
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*  Graph Name - 24 FRF EEA N2 TR .

o VEMER - e MR b e R F A . MaTiE L EE: SAMPLE. SPE
(IR5-$E4EE ) Fil IDM.

* Tracked Event - B RZUFFAL  (BlUI LA sRFFIEREE (B L BHR
BB, EAT D AR B ER BRI AT DL EL O Sl O B T A

* Time Scale - - Pl K R AR AR S L AR B (R0

*  Metric - SN ETE S R Bl R . W R RIO T8 O BREA S . XS T Prid
R, RTREIEAT oAb AT LTI

*  Graph type - ZHIU ] o BER RO B (P14 &K BT D .
o AFRMRSHME - WRIEFE Tk, i ROHER RO EETE .
e Graph Subtitle - QR FHE, HLEEIE TARE A S bR
e Advanced Graph Options - QIR ZZERCE LU R IEI, 15 B FEZ LI :
o  Grid Lines
o Font

o Color Palette
16. 15 Save.

P i 1 7

i AR R R I R, T UNER B

* WBRSEA T2 904 UM AT 0 2 B TR P IR, OF LR &
5 i

£ AR

TR AR AN U BB ARG R IR 45 ATETE—#, Identity Manager $24t 1
AUREI TR, S DU B B I SRR TR 19 ST . AT RUER, 3
ZWE 218 GU L) “ IR .

"Reports" &K LR DI FR VRS8R -



fEAER

& w] LL7E Identity Manager 5t /) Reports X 181 25 B HLAT () i H . 5 5f "View
Dashboards". Dashboard Graphs LA H 247 & IR, AR5 5o S8 7 1 Tk
¥ Display.

E TR A BRI FERT A 3N BT AT U T 245 B R
il

ity Pause DL AR BT 2 7 Refresh LSBT LI

PR 2% 3R A1 1 A8 T AR frg 20 R
o IR
o Gt
o MHERIRIAR

EIE R

SO, AT LU PR

1. {ECHA2 P B Reports.

2. il View Dashboards.

3. i New.

4. HAFTIHIARR A FR

5. A AR FT TR R 2

6. EFERIFTEAR, LN IR PRI e

x K BHT AR B B /N T 30 P S E S Z A BT TR L ) A

7. BAFEDERE S O, 5 MR IR A H .

i SN W] LU AE 2 AN AR

8. MMERIIAIEITE, 1§ ML FEA N 2% HOF P BRI -
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9. i Save.

Y 45 TH] X

AP QSRR P A 2D SR (BRIEFE "New" 41D, JESEEHE i AR G
BT w1k

o IR AR,

o IR ) 4

o RFTECR, AR IR 2 BhE N
o UNINE B S TTRORIER (K R -

E MRS BR BT I AS S M BR B TEA B o % B AT W] - SeAd iR
SRR W] LU AE 2 AN AR

P 7-5 UL T Ao AR 2 e 0

B 7-5 G A TR AR
Edit "Recent Activity (Sample Data)' Dashboard

Dashboard Name IRecentAdlviQy (Sample Data) &
Summary
Refresh Interval [10 [seconds =]

Included Graphs

Graph Name

Recent Concurrent Users (Sarmple Data)

Recent Concurrent Administrators (Sample Data)

Recent Resource Cperations {(Sample Data)

Recent Resource Operation Failures (Sample Data)

ajoa|o|ga

Recent Provisioning Operation Duration (?@mple Data)
b

Remove Graph(s)  |[Select graph to add =1
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i R TE A

TR BRI S B, 5 7E "Service Provider" X 31 #Lil; Manage
Dashboards, RJm L #ET7 IHIROF 7 delete.

iE A BRSPS MR L & AR TR I BB . 1748 "Manage
Dashboard Graphs" TUMERETE  GEZ W “MERETE” ) .

BRES

FAFU55 0] AR AR AE, Bl QUEsHT )™ 20 BB R . il ok L8 55 1
TIRA TN B RETE R, it ZER I NF S FFANEA i -

i d {#H "Edit Transaction Configuration" 71 GEZ W, “Hi&EH”) ,
BB Oy T LA A SS AT RE AR IR Ta) o i, RS 55 1 R 1EA T
B, ] DT R RAT REAE

1§ /] "Search Transactions" 71 & 1] LA & "Transaction Persistent Store" H [/ Zf %% .
XA FEAAEIAT FHIR M F 5 DA 58 I S 55 o ] A AR 5E it 345, DABH I
22,

T RPTS

1. k3| Identity Manager.

2. 7ERMPAET L Service Provider.
3. iifi Search Transations.

¥ 27~ Search Conditions T .

i R OGR P15 LR L& 1 77 A4 AFILRC I 9855 1X 2R LT Identity

Manager "'[f] "Accounts"-> "Find Users" 7.

4. WMRFTE, 1E%EFF User Name.
X AVFEAIE R 5 BAAEHAN accountId [1H AN (12H 5% .
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E

1 A AE Service Provider Edition 545l & 7 ELE T TH A E X
Fnr A e, XL g M A A o i, K E AT
o E XA A S g e, R AT DLRE AR "Last Name" 5§
"Full Name" #4792 .

10.

11.

12.

WAL, IR FEEN X Type %
XAV RE R GES.
WRFTEL, WEIEFEEN X State #1%
XAV R T LU L@ RS F 55
> Unattempted £ 7r WA Z2 1A 555

o Pending retry FRXMEHFS: CAZ - REE R, B - DlZ M
e PRI, FEREOANE D HAS B U RC A F R

o Success K~ B NI TE RIS .
o  Failure X/r &G AN Z MNBEF% .
WERTTEL, UEIEPREN X Attempts K.

XAVFEME 5 L2 B R X2 455 . B BRI 945, Ealik
AL g A BT R PR FE DR

WARFEL, WEIEFEEN AT Submitted 1452 .

X SCVFISARYE F 55T R A IS TR A 2 OX 48555, DU 3 iR by 3
R L, IGEFE X Completed 4% .

XAV YE 3455 50 UK I TR 20X 2654155, DU/ 3 Bl R ok 3 4
WIRTTEL, 1L Cancelled Status %% .

XAV 452 7 DU R X i 45,

WHRTRE, UWSIEFE X Transaction ID 8%,

X ACVF BRI O5ME— 1) TD L ZK LS5, A FIZIE T DR S A 1 H B
FEFTA T H S Lk P ) ID (AR 55 .

WERTEEL, 1GEPFEN X Running On - (WF— & /R 55-4%) #%.

X RVFEMBEIE T FH 511 Service Provider Edition R4 2248 X H %, RS
P RIRFF R T E T SN R, BRAE'E O FF Wwaveset .properties X
W7 T
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13. KEA R 45 RAPR o B P FEIR B AN 4% H 2

R SR A B fir e BRI . B 2 as Rl A S AT

7.

& 7-6 HWRHESL
SPE Transaction Search

Search Conditions

[fluser Name |contains v |
[flType: [~ Create [~ Update [ Delete
[l state: [~ Unatternpted [~ Pending Retry [T Success

[i] attempts Imore than '"1 'l

[l submitted |mare than ¥|[1 ~|[Hours)ago =]

[fl complsted |more than |1 =||Hours) agn =]

[il cancelled Status ICanceIIed 'l

[El Transaction I | contains = |f

N @ NN = §EN @ §=N @ S

[l Running on |cantains x|

[Z] Limit results ta first 20 =

Search |

14, 17 Search.

R s R G R

15. WS THEE, i A 45 B S E5  Download All Matched Transactions. X}

O RARAE ) XML # 2 SCAt

iE A DI R & R iR M4 . ERERRPRFES, RiEHd
Cancel Selected .. #J57EEH C 58 MEk O g B 345 o
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104

(XL

Identity Manager (1) /55 & #8165 T LG F A8 B 5% St 1 1 5828 AR AT s BAIE
eSS A LCTARR A%,

ASTE G LAS A 2T 0 R A S5 AR 4 1) 2R 48 AR ] A A 55 ORI
B LHWAT N

o A MES B
o MLEAEFHBR

B RESRIR

Identity Manager $2ft T DL nJ DLRC & (FIE 55 R4 -

o ANEA AR - O E R MELLGU T RS

o MMBRA AR - O PE AR F AR S

o AR - HCE R LU R RS

TEAE LS T, ARG S AR R o SRR, AT LA R P IR

1. M Identity Manager i # it ft1fi 1, E+¢ Tasks, #XJ51%#¢ Configure Tasks.
Kl 8-1 #iW] T "Configure Tasks" 1L,
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B 8-1 Configure Tasks

Configure Tasks

Use tagk templates to configure tasks. Click a name to edit a task template. To enahle a task template, click Enable. To modify
system process mappings for a template, click Edit Mapping.

¥ Name Action Process Mapping Description

Create User Template Edit Mapping createl)ser Configuration template for Create Usertask.
Delete User Template Edit Mapping deletelser Configuration template for Delete User task.
Update User Template Enable | Configuration template for Update User task

"Configure Tasks" T4l 7 HAT LT %511 -
o AAFR - SEOLEIEE A BERR . INER AR ST AR P i
o BE-OE TR
o JR R - WUCR B E R, 0 s e
o WERBRET - 0 MBS ot
JEFH R 2 P 2 R R ) S R A 11
o BERRBREY - FIH B0 ARSI IS ) RE R R A
o IR - PEALRE MR ) (A R A A .
2. i Enable ] JF i 1) "Edit Process Mappings" 5.
B, QI P BICRE SR BUT 00 (& 8-2) -

E 8-2 "Edit Process Mappings" 7L

Edit Process Mappings for 'Create User Template'

This page allows you to set the system process types that invoke the task definition parameterized hy this template.

All Process Types Selected Process Types
changeResourceACEOUNP; ~ createUser
changeUserPassword
createResourceGroup

[i]Pracess Types |createResourceCbject <

createResourceOrganizatic
createResourceCrganizatic
createResourcePersan - ==

1|.— I »
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iE ERNEFERAY (FEARWBIT, A createuser) H3E/RTE "Selected
Process Types" 5113 H. WIRTTEL, A NS AP B A HERESR Y

o W, EROREAMISCMR R RS,

o WM "Selected Process Types" 1|3 r I b ik i 58 AL 1M AN 685 490 1y idk
FERM, ¥ EoR "Required Process Mappings" #45, #8578 &k 5T
S WS o

H 8-3 "Required Process Mappings" ¥4
Required Process Mappings

@ rou unmapped this template when you removed all process types from the Selected Frocesses Types field
above. You must provide 3 new task mapping to enable the Tas Template. Selest a process from the All
Processes menu and then oo Save.

createldser |Create User j N

3. i Save LAMU UL & OREREZEMY, JFiR[M] "Configure Tasks" Ui,

i 3 3§ or "Configure Tasks" U1 )5, Edit Mapping #8145 ¥
Enable %4, [MiiEFE 4 FRks F14E "Process Mapping" 51l .

B 84 FHiGE ) "Configure Tasks" %

Action Process Mapping  Description

Create User Template Edit Mapping | createUser Configuration template for Create User task,
Delete User Template Enahle Configuration template for Delete Usertask.
Update User Template Enahle Configuration template for Update User task.

4. HARTABCE R AR
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iE o WLl Configure > Form and Process Mappings

SKIUFBU . 2R "Configure Form and Process
Mappings" 75, [n] Fi&5)%] "Process Mappings" %,
KE DL HERERAY LWL 5 3R 7R ) "Process Name

Mapped To" 4 H »

g el

Process Name Mapped To

createUser

T B

deleteUser

Delete User Template

updateUser

Update User Template

W R A R, W) "Process Name Mapped To" 4% H

MiZ A= Al Template.

o WL R PT/RTE Process Name Mapped To ¥/ H A

Template, W] LAF #2301 DI S S U R A

ST ARSI A )5, T BAE EAT 55 AR

fic B £ 515

226

TIRC B ARSI, T R LU D BRERAT

1. 7 "Task Template" & ik "Name" #4%. $ Box L FIUHIZ —:

o GRERAESTIEAR BUB A PASAR - ST T L T nT LG AR TR0 ik AR .
o GREBARSTRIARMNER AT BEAR - ST T TR g R T R D s bk

JIAREAR o

o SREARSSASARE R A S AR - 1T Bt DURT LA g AR T SR LA LT S B

AR o

£F~"Edit Task Template" T — kT, VBN ARG 32 200 E

X3k

IR TR LI, BUORCREAS IR0 # i WE LSRR A
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* 81 AT AR T =
RITF AR Fig AR
General {EIEAT LUE FE "Home" #1 "Account” TT ERIESR4E  (UERFOERBRMEFAAE
(BtUS#TT+) LK "Tasks" TIAME S KHIRF A BRES B KT
o
{8 1 AT LUE TE Gn AT BRI BR/BRGE & & F Pk R3E A TRk B P AEAR
Notification {EEAT LA E |dentity Manager AR IER & IXAE  FTERER
I8 R AR P R B F BRI AT
H# FETLUR A EASEZAME. EEHEMBAESL  FIEEIR
R 7 Identity Manager 1T 41T & Z RidE EMK P 4L
BHIEE.
Audit fEIEAT LS BB E TIERMHT AR
Provisioning FERAUERGEBITESFERIF Identity Manager &2 {(UER FEIZ B ESERFIE
& RMAEIRIZES. #H P TSR
Sunrise and FIEATERE B/ EBITEEES (£330, 3 (NERTEIEBFPESER
Sunset eI TE B H/RT EBATIIBRES (20 .
Data fE1EmT AR B 7 B & H | a5 P 80 . NEATFEIREARMERAFE

Transformations

SRR

2. GEFE AL R ARG SRR ) AR LI RE .
PLUF & it 7 M0 B X A IR 1 B0
o 5 228 BU L) “HiE "General" LI K7
230 0 _Ef “fid'® "Notification" XTI
235 G L) “PCE "Approvals" I
o O 247 TUERY “BUE Audit” EBUR”
o 45 248 BT LK) “PLE "Provisioning" Ik 7
o 249 7L LAY “Wid'E "Sunrise and Sunset" £ 7
o 5 254 51 L) “fil’E "Data Transformations" 1K< ”
3. MESEENUS, Hdh Save Fi 4 LLARAE BT M) S 2.

o

=+
=+

ESHEIR 227
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AL E "General" i£In&
RO E "General" JE < 101308 .

i tH J-"Create User Template" Fll "Update User Template" [¥] "Edit
Task Template" JUZAH R ), PRIAE [R] /N5 3 X iy sk 1t 1)
L

Xt T €13 A A AR ECE i PR R

BN LR, #TJF "Edit Task Template Create User Template" ¢ "Edit Task
Template Update User Template" Jii, #f 27~ "General" i T~ . I 501 T B fr
7, H "Task Name" SCAS 7 BOFISE IR Ao

& 8-5 "General" JEI-FK: AIEH 7R
Edit Task Template 'Create User Template’
Edit the properies and click Save

Sunrise
General Motification Approvals Audit Pravisioning and
Sunset

Data
Transformations

(BRI [ e ate s er (accountd) * | Insert an attribute =l

* indicates a required field

45 2R LA & SO SOAR R/ 8@ DI, AT S5 AT B AT i 44 R o
TR BRUMES LR, WEHATEL TR
1. 7F Task Name ‘7Bt AR

AJ DL g B8 A B B A AT 55 A4 PR

2. Task Name ¢ 4@ i ML (5 LBORNE & AOAE 55 5RI0) 58 LI s LA 3
Mg —ANErE (AT .

Identity Manager K7t "Task Name" ‘7Bt 4% H o Iz @ 4 pr . i
Create user §(accountId) $(user.global.email)

3. e, WL
o MEFEIH AT AAR S G AR o
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o i Save LARAF ik [ 2] "Configure Tasks" 1.

o {E "Home" # "Accounts" IR Identity Manager (L5542, ¥ 15
INHTRAT S5 44 K o

o Hili Cancel LUSST i [H] £ "Configure Tasks" Ui,

Xt T M BR A &R AR
ERINE DL R, #TJF "Edit Task Template Delete User Template" )&, ¥ {7~ "General"
IR 5L

SHRE T ER /DO B AR, AT LR R

1. flif{"Delete Identity Manager Account" %4 1] LL$5 @ /& 75 0] LAZE I BR 4 A 3
[ MIF% Identity Manager K/, 5540 -
o KA - JA G Ay AR LRI ER K
o AXNEHM PR E A BRI R - W BRI, WBCE AT Rk
PO B4 Jo B R (R DR U5 I 4R LU BR S bk
o PRE - L HEAH AT LURZ SR VEIIBR L bk, B 23 O A BRI )
2. ffi{H] "Resource Accounts Deprovisioning" HE 0] LA35 il A7 &9 Uik 7 A HGH
A, ETNR
o MMBRAEHES - J5 HIUCAE i LU R DT AT © 23 C 0 B2 05 b 1R A Y Pk )
o BUHAMECAER - o FHUCHE ar DA 43 B R AT BRIk (RN IR U
M)t
o BUUHBEERAES - 3 FHULAE nT LLWTIT Identity Manager F 485 BRIk 7 (1) 4x 6
B AR ORHER T BCE HL T RO, TUH] TR LA A e TR AR
DA W] 5 B .
E XL Il 0K 78 55 7F "Individual Resource Accounts
Deprovisioning" &1/ IEF¢
3. fi/f] Individual Resource Accounts Deprovisioning £ L fo 11

X G B A ERAE (R BEK )™ IO B S R AT LEBO HEAT A A AL #%:
o MHIER - 5 T HHE T DU R B0 B ik
o BUMAMEC - DR S HISEHE, KA B D Beaa B, (EAMINER LR o
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o BUVHEEE: - Jo HULAE nT AT I Identity Manager R 405 w5 Ik /- stz . 0
R ARG RCE H Bk, R B A e U R R, AR
B

i I SRZE D AN B U 53 3 6 5 O B4 i, W Individual
Resource Accounts Deprovisioning JEWUIRATH . #iln, Ko
% VERA IR Active Directory 1, BRI %ES Active Directory
A — A JRbRIRAT, AR IRFT ISR R Fo e .

A, AETIE BRI R, RN AT AR, RO G
T B RIS A 200 ST O A T

4. SEJE, AL
o MEFEI AT AAR S G A AR .
o Hiili Save LAfRAF B IR M1 5 "Configure Tasks" i,
o i Cancel LS B i[9 2] "Configure Tasks" 7T,

B & "Notification" 1&£I &

AT AT S5 S A Tdentity Manager i HER G GRS EIZERESE UG ) Rk
HL ST N 2 B AN P o W AR "Notification” 2T < L B IX S8l %l .

E Identity Manager {8 HJ F 5~ WIS PISTRCHS 5 SR R AR 17 SR A a8 25 4 B
T fHEE A P . A5 0C Identity Manager HL 7 BB ARARAR 1 5 245
Ko WS WASRR ARSI

THEER T I P B "Notification” T .
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& 8-6 "Notification" JEIi-F: A& H F 1R

4 5E Identity Manager i€ AN N7, 15 78 B R 3ERE :

Sunrise
General Motification Approvals Audit Frovisioning and
Sunset

Data
Transformations

Administrator Notifications

[i] Determine

Motification | Mone e

Recipient's fram

User Notifications

[ Natify user [ Select an email template =

1. 5K "Administrator Notifications" #4)
2. 5g "User Notifications" #547
3. SR, WLl
o MEFEI AT AAR S G A AR o
o Hiili Save LARAF H IR M1 5 "Configure Tasks" .
o i Cancel LS B i[9 £ "Configure Tasks" 7T,
BLEEIE A

M Determine Notification Recipients from =i i1 3% £ 1% I DLy 2 il 01

N5

T BRI - AT AT B 5

B & fE S5

BB RCE

JEAE - PR LB TS LU ™ I 48 E 10 s R R R IBOE AL A i

ID. 4R35 231 0T LR “IHa e MR @ e A7

FR) - e L TnT A% SRR G AT VAl DLERIBGE EIYCAE A ik 7 D,

ARSLTS 232 GU LMl HU R E B .

B - M PEILE I T DL AR 8 BRSO AR EOE A ATk D 4k4:

95 233 LR i AR AN

B RPIR - L PEILE 0T LR AR BB A N . AREEES 234 5T B

L B SRR AN

BB IEEEWHEA

%=

AR S PE AR EOE RS NI ID, 33T B D 3R

®8E
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i BT R ACK AR ID 1A R T 2Ok ID 471
*.

1. M Determine Notification Recipients from . H1iE$E Attribute, 4 W7<LL
B [puiil

& 8-7 Administrator Notifications: J&4

Administrator Notifications

[il Determine

Notification | Attribute vl

Recipients from

[il Motification
Recipient |Se|eot an aftribute.. jl
Aftribute
T?rr?p:r;?g £Select an email template.. j
o TEEKE B - SO T E R AR ID s e CART AL E

JEE,  Hob A S AR B AT S5 A G AED B3
o FTEBAFARAR - SR AR IR 1 513K
2. M Notification Recipient Attribute =% ik £ @ PE
JEVE A RRRS BasAESE 55 A BT .
3. T HRAAEAR S PR, LA A B G S T I A

BRI HE WA
SOE R E FUWSRIGE FC Ak D, 35347 AR 23R

i PRSI, LR Z50R (R4 R B ANk 2 1D () 445 H sl e F ik
ID fI%13R .

1. I\ Determine Notification Recipients from 3¢ .11 L $% Rule, "Notification"
s L R AT VNN R Rl E
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& 8-8 Administrator Notifications: Rule

Administrator Notifications

[i] Determine

Notification | Rule vl

Recipients from

[il Notification
Recipients Rule

F1Email
Template

| Selectarule j

| Select an email template.. j

o TBRAVKE NI - SEALEAL R R IR T TD BRI CH T8 R E0E SO
I

o HLFHRAARAR - SR AL ISR 1 512K
2. M Notification Recipient Rule =% .+ i £ RN o
3. E TR P PERIRR, DA e B G v A A =X

BIIEGEEWHEA

i H A7 2 % #F LDAP Fil Active Directory % J§ £ i .

T I AR s BEIERBOE R NI ID, AT LR AP R

1. I Determine Notification Recipients from >z i1 £ $¢ Query, "Notification"
RPRPR BRI B, i 8-9 it

E 8-9 B T

Administrator Notifications

[il Determine

Notification IQuery hd

Recipients from

B %ﬁg;i'{ig Resource to Query | Resource Attribute to Query | Attribute to Compare
Admm%rator |Se\ect aresource. . | |Select an attribute. . ] |Se\ect an attribute... jl
Lery
i Email
Template |Seleo‘r an email termplate. . j

o TBEKENE R REH - FOL I LU R AL RS, DU TR A i
o BEWBIBR - SN RLUE N BRI
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o EEWIRFERM - JALY TN R g N R R SR .
o  EWRBIBME - F4 R R G w L EPESIE .
o HFHBABIAR - B4 T ISR (1 515K
2. MXEESE bk PRI . TR T AN LA ) 1 AR A
3. MEFIRABIAR S o b b P, DA e A B O 08 A PR A X
T EHEF 5 715 W HA
M Determine Notification Recipients from ¢ L1 ik % Administrators List ,
"Notification" # H iR i 7R LUR Fri it :
B 8-10 Administrator Notifications: Administrators List

Administrator Notifications

i Determine

Motification IAdmm\straTor List =

Recipients from

Available Administrators Selected Administrators
Administrator
Configurator -
[ Administrators -
to MNotify
==
<=
E Email -
Termplate Select an email template. . J

o BEEAMEEE R - R4 A R SR I IE R TR
o HTHEBAEAR - Sefit b T I BRI A1 .

4. (& “WTHPEBELY SURAIER AN AMERN, RERIEEE e
AR IE L

5. AT ERAFBEAE A BRI, DL R B S el MR

B E A Fi@ %l
Fog BB AN e, IR 25U 52 T2 B R IS O R R ISP RBEAR P 4

LR SET M ER @ AT, 6 A Notify user SLEHE, W1 8-11 i,
IRJE AL P G 1 S AR AR o
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B 8-11 T8 LT IR ASEAR

User Notifications

[l Notify user ¥ | Select an email template.. |

Bt & "Approvals" EIn+

I LM "Approvals” KEL-< 45 € FE AL E ¥, HF7E Identity Manager $AAT A& |
IR BT Y AT 55 TR AT A5 AL R PR JE

WH, EPATIHELTS5 2 0T, FE SR AR BRI (0 O 10 B 3 R AL v X 4
f£55. Identity Manager it o VFISR E B G EZE - T B HEAT 55 B A A 0

i 3 URAE ARG P BCE T MYtk W 2 AT vt ATE R fie
JE BT B NSt i 3k Rl b vt

TEULIAILG " Approvals” UL E HLH S S .

8-12 "Approvals" IR GIE AR
Sunrise Data
General Motification Approvals Audit Provisioning and Transformations
Sunset

Approvals Enablement

[i] organization

Approvals [ Enable

il Resource

Approvals IEnakls

[l Role Approvals  [# Enable

Additional Approvers
[Z] Determine

additional approvers | None -

fram

Approval Form Configuration

EAppruval Form IAppruvaI Farm j
Attribute Name Form Display Name Editable
userwavesetaccountld Account 1D r
userwaveselroles Roles r
[i] approval Attributes
userwavesetorganization | Organization -
user.global.email Email Address r
userwavesetresources Individual Resource Assignment | [~
Add Aftribute Remove Selected Attribute(s) |
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SIRCEALAE, AT EL R ER:
1. 5EH "Approvals Enablement” #i4r (iifZ WEE 236 U Ef¥) “JE HIHEHE” ) o
2. 5Efk "Additional Approvers" #i5r (52 WA 236 U L1 “Fig e B Indte e )

3. SEH "Approval Form Configuration" #75  ({{d& H TG H 2 BRI S8 H -
BBO GEZ W 244 TUEM “BCEHER T .

4. iS¢ "Approvals" IR G, AL
o VEFEHAMIEIIR LGRS AR AR o
o i Save LUIRAY B Ui ] 2] "Configure Tasks" 5.
o i Cancel LJSFF B iR 912 "Configure Tasks" 7.

B A#LE
WAL LU Approvals Enablement & EHE, I Al i fib ik 4 fE 4k Le A7 ) 2
R IR FH P B8 3T H 55

i ERATEOLT, SR QU I BT SE08T Y AR R I 28 52 B ATE,
(NS T MR ™ B A 1t 224 Y -

o AAZHAE - WK R I IRERE, U FG P IO N AL St AT A v
o BRURHMLME - WK S I IRENE, UG P IO 1) DU AT A v
o SRTAHE - WORR T AERE, AT P ORI A Gt AT A

e E M Nt EE
il Determine additional approvers from =% ., 1 LL$5 5 Identity Manager 44
B MHIBR R B BT AT 45 o B Nt e 2 16 7 5. e i b Rk T 4

* 82 "Determine additional approvers from" 3 H.1E Il

i}

ik

None (&L
Bt

Rule

Query

HITES T REWMHLES .

HAEZ R ID 2AA P ILE RIS ER B IEAIRENA
HOEZRINK P ID RIRBEE MM BTIRMEMIRENAY.
HAEZRIMK P ID BEIE R EZRMIKEA.
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* 8-2 "Determine additional approvers from" 3¢ fL1E 1
T ik
Administrator List EZMFIRPEEMESE .

HFEX LTI P RS (Bk None BAAM) , 4B Ft i b AR 2= B Ik 1o
Ko ER 236 TUIT Ui W o] T AKX 22 38 T3

FEFHLAUR & 53R OER U], AT DA E s B InHtb e 1 7 ik
o dEME (3 237 70
o IR 5 238 D)

. AW (5 239 1)
o HIEHRAIE (ZF 240 10
BITE

B e R e M IS AEE, IEPAT LN PR
1. M Determine additional approvers from > H.H1iE+E Attribute.

i 3 W PR 2T A AR B AN IR ID IR 48 5 BT 5 Nk 1D 1)
IE 3

K s LR Bk oot

& 813 Additional Approvers: J&1k
Additional Approvers

[i] Determine

additional | Attribute 'I

approvers from

[i] approver Attribute |Se|ec1 an attribute. .. j |

[il approval times
outater |10 EE

o HbUER B - SO THEAtHER IR ID RJm Pt CHORTN LI E X e it, 3L
KA 5 SRR B AR 5 A SR AR D 4136

o HEHEBRHIIFR - SO E IR E AL I .
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iE Approval times out after & 0 SR AR HEAERIGE THALHEASEAE I -

2. Jliid Approver Attribute & LIEPEE 1
JIT R VA 7S A 55 T I SO 7 B
3. PRE T B AL HEE KR N .

o WRERE BN B, WAL LY 241 TR PR HEHER 7 AR
AR .
o WRAFTSARE BN I B, AT AZRZEEE 244 70 B “RECEAER 1,
EORAF B SOOR A TiE L H A R
LTI
LI Ry E M SRIBCEHE MK 7 1D, AT AT D3R
1. M Determine additional approvers from > .1 1 #f Rule.

P PRAN S, OB A Z00R [P F AN Y ID [ B B AL T 2= o ik
ID %13 .

EERTEINDS N pr A

B 8-14 Additional Approvers: Rule
Additional Approvers
[i] Determine
additional |Rule 'I
approvers from
[i] Approver Rule |Se|ect atule j

[Tl approval times
outater |15 [z H

o HEHEFEFIN - SRALEAL R RIS AK  ID IR CYHRT R GE SO Sk
o HEHERBRTIHIFR - SO0 VE DURE LR I .

i 3 Approval times out after & F 0] IR AR HEHERISE THALHEASEE A

2. M Approver Rule S ik £ o
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3. TROE AT E N AR SRR N
o WIREHREEIN IR B, WEARELII TR 241 U R PCEHEMER N EASREK
EEESUE
o WIRAITHAREEINIBL, WA LIGREEES 244 Ui B “ Mo B HbHER A,
BORAT S AOOR i I FE LA B T

BT E
i H A7 2 % #F LDAP Fil Active Directory % J§ £ i .

LW AR SRR K 1D, AT LR PR
1. M\ Determine additional approvers from ZH.HESE Query, KB RN HTEIL:

B 8-15 Additional Approvers: Query
Additional Approvers

[5] Determine

additional | Query 'I

approvers fram

[i] Approval Resource to Query Resource Attribute to Query | Attribute to Compare

Adrinistrator Query ISeIect aresource... x| ISE\ect an attribute... x| |59Iect an attribute. .. =l I

[il approval times l—l__l
out after N days s

o HLMEEE R - SROUH LUN SR ALK A, DU TR A
o BEEMBIBIE - SLOCNHTN R GUE LN BHESIR .
o EEMBIBIRE - SO R E N BRI .
o EHEHIEYE - SROCN TN R GE XTSI .

o HEMEBINHIFR - SO L UR e AL I .

i 3 Approval times out after ¥ & XS JAAHEHERSETHALHEAGE A1 -

2. IR AP A
a. M Resource to Query S LR T
b. J Resource Attribute to Query ! Attribute to Compare 32 1L F @1
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3. TROE AT EE AL HET SRR N
o WIREHREEIN R B, WEARELII TR 241 O R PCEHEMER N EASREK
EEESUE
o WIRAITHAR I BL, WA LIGREEES 244 Ui BfF) “ P B HbER R,
B ORAT S AOOR i I FE LA B T

BT EHE T 5%
FCHMNE BB PRSIt e, AT B R

1. M Determine additional approvers from 3¢ L.r[1 i+ Administrators List, ff
SR BUTF Bk i

8-16 Additional Approvers: Administrators List

Additional Approvers
[il Determine

additional IAdmmislramrList -

approvers from

Ayailable Administrators Selected Administratars
Administrator

Canfigurator .

[i] Approval -
Administratar

==

==

[i] approval times
out after a3 days 5]

o ETRAMEER - SLOUA RN B R SIR IR TR,

o HEHERER - RAUT R RBIZR,  BOINAEIHERE AT DU I8 R At v A 2
Ko

o HEHERIHIFR - SR 0L A DR E LRI .

i 3 Approval times out after & F 0 SR AR HEAERISE THALHEASEE A

2. fE “WTHPEBLOY PURAPIER A SN EEN, RERITEA R R ke
M BL G B2

3. TROE AT BN AR SRR N

o UREHRE I IR B, ARSI BT 241 BT LR “HCEHLAEE N7 AR
EESLLER
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o WIRATHARE N I (A B, AT LAGRSEES 244 7T LR “RoEAtHER R,
BORAF B SR E AR T
FLEH B RT
FNCE AR, ST LT PR
1. A MR I R A .

SHIU ISR 7 BN KGR N 3PRES I 27 Timeout Action #2481, W H K
F7R .

8-17 LR I 1B 15T
[l Approval I—I—_l'
times out after s days
& Reject request

¢ Escalate the approval
¢ Execute a task

G Timeout
Action

2. fii}l] Approval times out after SUA BRI AT LR I I ) B, AP BRAnT
a. MSEHHUERELRE. Zpeh. NIECR Y AL

b. EXCATEHWMALT, URRNESRERBEN L 2t AN EeiR

E Approval times out after & F 0 I AR HEAERISE THALHEASEE A

3. MU THENEBELM L —, LU E SR OB N R R I B A -

o HEZEERK - WUIRAETR W INE Z JT AT AEHE,  Identity Manager ¥4 H 3)j4H
#aiii Ko

o RFHMHAE - W IR I INE 2 HT AT HEHE,  Identity Manager ¥4 H 3
ZERIETE 2 5 i .
A I e, R B e i, a0 I JX LEE T4 € Identity Manager
RSE ST HE A iE R 1) 7 30 T ARZEPY TR sE 242 U1 B “HTHILHE” Lo
I RV

o PATAES - WURAEAR € (K I 2 BT HEAE T SRORSRALHE, T Identity
Manager ¥ A g7 % LS
Ja 45, # B8 Approval Timeout Task 3¢5, AJ DLk %58 L f5
HEHETE RO I 5 AT IR DS IEAREE P15 243 0T B “HATIES” LA
BRICA K Ui

E8E EHKEM 241
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FEF I
Ji H "Timeout Action" 5% [1] Escalate the approval #4 )5, ¥ Z/~LL T Determine
escalation approvers from ¢ f.:

8-18 "Determine Escalation Approvers From" 3¢

[l Determine

escalation |Administrator List 'I

approvers fram

MAZSR LA IR AR I I SRR E QT ff 5 2T HHILHE AL e
o B - AREH L ML R R E ) PR E LT IR T TD.

i W P 25U A D AR AN IR ™ ID (3 4 R s T E ik ID
IR7IE

27K~ Escalation Administrator Attribute 2.1, MFIFRFEFBIE. rid)E
PG S IR AE 55 ) SCA B

& 8-19 "Escalation Administrator Attribute" 3%

[il Determine

escalation IAﬁribute =

approvers from

[il Escalation
Administratar |Se|ect an attribute... j |
Altribute

o UM - IR E RN HEAT VRAY DA E HEHEE K ID.

pid PRAL A, SRR 250 (AR R B AN P ID (0 45 o B e 2 Ak
ID f%13% .

278 Escalation Administrator Rule S 5.1, MBI kBN,

B 8-20 "Escalation Administrator Rule" 3¢ i

[il Determine

estalation IRuIe b

approvers from

[ZlEscalation

Adrinistator Rule | 55180t & MUle E
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o EW - MR AR E B E ALHEE K ID.
{7~ Escalation Administrator Query LI, 4% LR D3Ry i 75 1)
a. M Resource to Query S LR T
b. J\ Resource Attribute to Query 3¢ LR M.
c. M Attribute to Compare 32 ¥ 3% £ Jm P

8-21 "Escalation Administrator Query" 3¢ 1.
[i] Determine

escalation | Query 'I

approvers fram

Resource to Query Resource Attribute to Query | Attribute to Compare

[il Escalstion
Administrator Query [ Select a resource... x| || Select an atiribute... x| | Select an attribute. =l

o FHHERFIR BUN) - HIEMNIIR Pk AHEH.
WoRRIMEE RIASE T RS, U R Pt

8-22 "Escalation Administrator" 1%+ T. H

[l Determine

escalation | Administrator List 'I

approvers from

Available Administrators Selected Administrators
Adrinistrataor
Caonfiguratar

5] Escalation
Adrriinistratar

a. WATREERIIEPIESE DR ANEEL R AR
b. KL EMEREENEER LT,
HPITIES

Ji I "Timeout Action" 5[] Execute a task %4 )5, ¥ ‘&7~ LA N Approval Timeout
Task ..

B 8-23 "Approval Timeout Task" ¢ H.

" Reject request
[il Timeout Action ¢ Escalate the approval
= Exgcute a task

EApprova\TlmTeaosuli Select a task definition.. = -
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fi 58 CHET SRR N 5 BT TS5« B, AT LA SRV SR SR A B 6 13 SR B % 4

L E L.

BLEHt/ERS

5 3 MIBR PSSR AN 7% " Approval Form Configuration” #4y. M EE]
X B FH P RSEAROR SE T P B G B 4

n] LM H] "Approval Form Configuration” ¥4 1 Th BEEBEHUER 1, ARG K Jd M
INBHEAEL R (NP ER JE D

B 8-24 Approval Form Configuration
Approval Form Configuration
[il approval Form |Appruva| Form j

Attribute Hame Form Display Hame Editable

userwavesetaccountld AccountID (|

IﬂApprnva\ userwavesetroles Roles (i

Aftributes userwavesetorganization | Organization (|

user.global.email Email Address |

userwavesetresources Individual Resource Assignment | [~

Add Aftribute Remove Selected Aftribute(s) |

BRINTEGL R, "Approval Attributes” #4075 LR rvE g k-
user.waveset.accountId
user.waveset.roles
user.waveset.organization

+ user.global.email

user.waveset.resources

iE BROAHEAER SRR AR 0 v L s e JE e o an A FH A b v i
AN BRI R B, ) 2006 3% B 3047 2 P B 56 DL 2 7R 7E "Approval
Attributes" & 5 52 FOFEAE B 1

TN AR O E AR R, W PAT LT P ER:
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M Approval Form ¢ g FER I,
R A 3 PR A v AR A T 5K

Jei H Approval Attributes % (1) Editable 51| [ &L HE, DU HEE S 1T LAgnHH
PEAE

B, WG H user.waveset.accountTd RIEHE, NIHEHER v LUSE SO 7 ik
J1 1D,

5 3

Ui RAB T REAER PR S TR T BOAT A ks A S B L
Iy, AR R 2R K B AT 4 Ja e At e 7 ik

B, W YR R AFAE T description BB IEM RS, 1M
% user.accounts [R1] .description J& M4 A 7] 4% 1 J& S N
PIHEAER A, RO HEHER b description & AR I 5E ol AR
7 AR R1 1) global . description fE45E R IFIME .

PR I O R S TR R AL, MO Rk 7 Bl b R S AR HEHER T
Wi E

o ERETEA B,

WS W 245 B BB .
o ENRBMER R, WS WH

246 BT “MIER BT

i 3 FRARE S XML S0P, A5 A e AL AE R A IR R e 1

B 1
O J MRS I 2 HEHER

1.

it "Approval Attributes” % T ) Add Attribute 41 .
"Approval Attributes” % '] Attribute name SCHUE ARG EPIRAS,  WF B FTR:
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B 8-25 AN

Attribute Name Form Display Name
userwaveset accountid Account D
userwavesetroles Roles
[il Approval userwaveset organization Organization
Attributes

user.global.email

Ermail Address

user.waveselresources

Individual Resource Assignment

I || Select an attribute... =l

Add Attribute Remove Selected Attribute(s)

2. MR AIERE AT

3 52 R VR (0 2 PR s AE S5 T I SO 7 B, i PR R BRI s 44 PR U8 7

CRPEIRARRT B

B, Rk user .waveset.organization @M, WFETEHAE LI R ER:
o WURTEEL, wl DARE MCERON B A R EGER A R SR W R PR, 7 VAR BT 4 PR

ANAHNE R SCAS 7 B

o A EAVFILHEE ESURIEM, TR A TR LA

ol HEHEH W] BE B o T AR L SRk 2 SR A4 R

3. HERUEWRUSRE KA S
e 1%

¥ BRARE S XML ST, A5 AN BE FEAER B B R ER DA

FENHEHER P IER Jm 1k, AT R 2D BR:

1. JAH "Approval Attributes" & ) /281 1 ) — A B AN R IEHE .
2. RBRIEE R, STRIA “HEMEJR A R I R E A S
it R IE R RS, KR MIBR user . global. firstname A

user.waveset.organization.
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B 8-26 I A 7 o

Attribute Name Form Display Name |
userwaveset accountld Account D I
userwavesetroles Roles I
userwaveset organization Organization I
EApproval user.global.email Ernail Address I
Aftributes userwaveset resources Individual Resource Assignmeant I
¥ |Se|ect an attribute... =l |user.g|uba|.ﬂrstname |G\Uba| Firstname I
- |Se|ect an attribute... j |user.g|0ba|.fu|lname IG\obaI Fullname I
2 ISeIect an attribute j Iuserwavesel organization |\Naveset Organization I
Add Attribute Remove Selected Aftribute(s)

BLE "Audit” i1+
P T B0 £ 5 B A SR AL LA A OB A . S, T DL
" Audit’ ST R BLE R U TAER AR, DU RIS P DL 25

B 8-27 QU AR
Edit Task Template 'Create User Template’

Edit the properties and click Save

Sunrise Data
General Motification Appravals Audit Provisianing and
S Transformations

i Audit Control

[ Audit entire
WOrkflow

i Audit Attributes

[ Attribute Name
Fress Add Attribute {0 addf a Query Atiribuie

Add Atiribute | Remove Selected Attribute(s) |

Save Cancel

FLM G R R IR ECE S U, TERAT LR DR
1. 3 H Audit entire workflow & EHE LUHOE TAE A &+ T BE .

2. Hii Add Attribute 34 (£F "Audit Attributes" #4>) , UGB F 1B M
PIpER 25 o
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3. 4 "Audit Attributes" F 4 7~ Select an attribute S5, MAFR kBN,
JEVE R BRI ) SCAR B

& 8-28 Ik
i Audit Attributes

Attribute Name
I |[ select an atribute. =

Add Attribute | Remove Selected Atfribute(s) |

F "Audit Attributes" K MIBRENM:, IEHATLL T DR
1. FH B B4 1 Je v 55020 1) A R AE

B 8-29 MHBE user.global.email J&

il Audit Attributes

Attribute Name
I~ || Select an attrioute... | Juser.giobal fuiname
I || Select an attribute... = |user.accountd
% |ESelect an attripute. . i=| Juser giabal.email

Add Attrioute | Remove Selected Attrinute(s) |

2. BRI e R ML .

W 58 LT 5, AT LA

o BEPEHLARIEIN R AGR LG R AR o

o Hiili Save LLERAF S I3 7] ] "Configure Tasks" T,
* i Cancel PURFF LR [ £ "Configure Task" 1T,

B & "Provisioning" i£In&

i WS T I 6 S P ASASCR S L AR

ALAEH] "Provisioning” 265K G & LA R 55 B A7 K BT :

248  Sun Java System Identity Manager 7.1 ¢ Identity Manager &7



B & fE S5

& 8-30 "Provisioning" 25 @I EE AR
Edit Task Template ‘Create User Template’

Editthe properties and click Save.

Sunrise
General Notification Approvals Audit Frovisiohing and
Sunset

Data
Transformations

[i] Pravisian Inthe
hackaround

[5] add Retry link to
the task result.

Save | Cancel

o JEEE% - MMHRIEHE T LIRS ST ald. MERBCERES, AR E
LS.
J5 BB & AVFEE AT AT 55 I 4k 22 4E Identity Manager ' T4 .

o FMESERTEN “EIR” B - 0 RERE T DI RATAR S R A B A A R
I, A EREEHR B - S . Retry SEE AT RS — SRR IS 5k
FRPAT S

fi & 5¢ "Provisioning" £ J5, WL

o EFEHAMIEI R LAAR B FHASIAR o

e il Save LA AF B 51k [ 2] "Configure Tasks" 71,

e iy Cancel PUSFF HSJFiR M 2] "Configure Tasks" 1.

B & "Sunrise and Sunset" £l F

i 3 LR T O H -G el F P AR

{fiH "Sunrise and Sunset" LI, 7 LLIEFE—Fh oy vE kA e LU EAE A AR I fR) R0
Hi,

o EXPHHI P EATES (£20 .
o HUMEIXBEHI T E R (K20 .
i, TR NAS i £ TR 20 ol i i 2R H 3
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8-31 1B "Sunrise and Sunset" T < ) % &

8-31 "Sunrise and Sunset" i AU PR

Sunrise Dala

General Motification Approvals Audit Fravisioning and TETmEiEnS
Sunset

Sunrise

[1] Determine suntise lm

fram
Sunset

[Z] Determine sunset lm
frnfri

Save | Cancel

IR FAHTHREE "Sunrise and Sunset” 310 -F ¥ 45 B .

BLEE

e A 2% T DA S I T AT A IR TRDAT Y, DR T e R AR

TAEDH B
TRCEER, WHATRUN DR

1. M Determine sunrise from L EFE UL T2 —, L€ Identity

Manager fff & &% [ [ AT H K 7

o JRREMTIA) - 5 B SER B E AN H] o TEAREEI 2 251 BTLAEREAT K

Wl

o FRE R - R EA BB E AR H Py H . WEAREEIIEEE 251 TTLAZRHR

EEESULLR

o fREREME - M AL R SRR, R A IR B E A H A ] ok

JE PR 2B H I/ IR T4 HR o R B H L/ N TR A
LA R Bl 6 200 15 (1 Mo A% 5

VARSI AR 252 T RAERIUCA R -

o IREFMN - R PR AR /I P AT HD RIEIRE % . iR

SERYE—HE, T LA Hel 20 [ B 5
TSRS 252 7T AR S .
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i Determine sunrise from 3¢ . I ERIAIE T None, Bl o432 BIHEAT
o

2. M\ Work Item Owner 3¢ o6, A2 B TR TH .

P A {E "Approvals" iEI-R R B A TAETH .

3. MUESEARUS, WL
o IEFEILAIEIN | LGRS g R 6 T AR
o Hiili Save LAfRAF IR M1 5 "Configure Tasks" i,
o i Cancel LS B i[9 2] "Configure Tasks" 7T,
75 ERTIE]
BEAESRE N AT B A, T PAT LU DB
1. M Determine sunrise from ¢ .11 £ $ Specified time.

2. YWHIN AT B /R /E Determine sunrise from SEHLA S, 7E7FH T
SCA 7B BEN BT I 55 1 1P 30 B v e B 1) TR) AT

B, R EAEPUNN R B, WA TN R E -

E 8-32 FEPIAS /NI Ji 2B I

Sunrise

E‘ Determine sunrise

irom | Specified time jl2 Hours j

#EE HA
SRR E R H P HIEA T B, AT LN DR
1. M\ Determine sunrise from > f.1' it £ Specified day.

2. AEHIXLESER R ITOR S € AEWR A ORI R R LU IR A H AT
LR
B, AR EAEIUA S AR ERH W R E -
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E 8-33 F2 I H B 0

Sunrise

[i] Determine

sunrise fram |Specwﬁed day lee:Dmdleonday leeptemberj

FEEEIE
TR FH bk B A ) e PR R A e A HIHAI S TR], 1 HAT DR D B
1. M Determine sunrise from ZHirPi$¢ Attribute, UL FiETUE A WG SIS :

o AEZURMESRR - AT 5 BRI E AR A E S R Pk
PIE

o e AR S HE RIS - Fe VR e SR MR A HOIR U A7 i (R
.

x WSRO e s B SIS o SIEHE 0 L300 74 s A 07T 5

FormUtil J5 ¥ [) convertDateToString AJ#:52 H#E. B[
PSR, DA T RSCRER H A A s s p 3K .

2. M\ Sunrise Attribute % HLH IEPEJE M
3. WIRTFEE, J5H Specific Date Format 2% HE, Jf7E Specific Date Format 7Bt
ARG FIRE S N H RS XA i

B, SRR T H. HRER T waveset .account1d J& PE{E K B 4
B AT AR FR e

& 8-34 T R PR R
Sunrise
[i] Determine lm
sunrise from

[i] sunrise Attribute |wavesel accountld j

[il gpecific Date
Farman ¥ [0MMyyiy

75 EAI

T L PPAL FR E Rk e e A4 H AR ], 5T BL R DR

1. M\ Determine sunrise from .91k #% Rule, DL NEICEAS iESHIRS:
o AR - S ETN RGNS .
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o e H M R EHE RIS - SR RO R [ i . H A A R
(I RFTE .

iE WK A e 2 BRI AE, U H 5245 5 A 2045 & Formutil
J7 1) convertDateToString Al 52 Mk . HE MU~ WXk, T
fif S ) H RS U e 48 1) 3R

2. M Sunrise Rule 2. 3EFHN,

3. WIRTFHEEE, J5H Specific Date Format & %EHE, Jf7E Specific Date Format 7Bt
ARG SRS S AN H RS AT R

B, RG] T I Ho AN BRI 2 L PR K 24 B
RS AT U R E -

B 8-35 I 3 R A

Sunrise
[i] Determine lﬁ
sunrise from e

[il sunrise Rule |Ema|l =

[il gpecific Date

Format leyyyMMdd HH:mm:ss

BB K3
BCE RS 7y (O E %) BOIETUNIRL R S e B A RGR A% CE A $REBE
IR R AR ] o

ME— [ AN R 2 Ak 2 ARG 73 3B 421 T Sunset Task L, 3X 2 PRk #8406 25145 o2 AT
55 LAAER 52 H YA (0] OO0 L 1 B4

ERCE KRR, EPITUL T DR
1. {§i/f] Determine sunset from &5 45 & J5 V2 KA s BUH B 4% 1O B TA) -

o Determine sunset from 32 {JEK AL T4 None, Bl 7014 37 BEEL 7
o

o JREMTIE] - R IO B A SEIR B E AR (] T AR S 251 UK “45E
)7 AR S35 ] o

E8E (EHIEW 253



B & fE S5

o IRERW - KMEUHESEIEIRERAKH I HM. EEEH 251 5L
“HRE HI BRI KU .

o BYE - HEAI K G R AL, RO A SR IR E 1 H YA I
] e PR 20 5 H YT/ N IR) 5 5 A o i R H 30D/ N ) 5 5 R 11 s A
Jeis AT LA E B o AU R H % 5

THAEARS 252 IR “dRem it DERAT U .

o BRI - ARFEHN CPPAG R 2R B H )/ I () 4 D) ORSEIRIGH B 1R
SERYE—HE, AT LA E Bl A 20 £ K H IS 3

HAEAH 252 T ER “HE M LAAREUE S U .
2. fiH] Sunset Task &5 EAE55 LLESR € # H IR TR) G0 P 1) 46
3. MCESEMIENR)E, AILL
o EFEHADEII | LGRS AR .
o i Save LULRAY B Ui [0 2] "Configure Tasks" 5.
o Hiifi Cancel LU H 12 3] "Configure Tasks" Ui,

it & "Data Transformations" 17+

i LR T A0 G5l - A ASCRT S 3T P A

U R EEAEAT AR R o S S ko et AT BAEEH] "Data
Transformations" I~ € 71 & % W11 Identity Manager %1 4% #5545 .

i, SR AR B mO U A RS < 2 ) SR (A FL SR, s SR A B e
KA.

1E#¢ "Data Transformations" IR J5, ¥ T ~LL L :
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E 8-36 "Data Transformations" ZEIi & 6% H F AR
Sunrise Dat
General Notification Approvals Audit Provisioning and ata
Sunset Transformations

Before Approval Actions

[l Farmto Apply [Select a farm... =l

[i/RuletaRun [Selecta rule... =l

Before Provision Actions

[l Farmto Apply [Select a farm... =l

[ilRuletaRun [Selecta rule... =l

Before Notification Actions

[l Farmto Apply [Select a farm... =l
[i/RuletaRun [Selecta ule =l
Save | Cancel |

LAV IV

o HEUERTERAE - W R EAEREHEMET SR AR IR R BOHEAEF Z A T ik K
T G R BB T

o ERNIERAE - WIREAE B R R AT ATk B, TG R T

o EANHTERAE - WR BRI AN AR BRI N TR B, TG
VR 73 R IZE T o

FEARFAN 8 73 2] DAMC B LA 70 -

o ENMAIRREAIR - SN HOY KRG B R AL EHHZSE T LR E
B F TR ik Bl (K 2

o EGBATHIHMSE L - SO HOA ) R S B ARSI o A8 TS BT AR
B F TRt i ™ el (K R o

W 58 AL R 5, ATLA

o BEPEILAR BTN AGRSL GRS o

o i Save LAfRAF IR M £ "Configure Tasks" i,

* i Cancel PUSFF B SFiR M £ "Configure Tasks" 1.
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PasswordSync

AEEA 24 Sun Java™ System Identity Manager PasswordSync 1 Vjfg, % Refl
Windows % )i i 5 2t Windows Active Directory fl Windows NT 3+ [1) %
fih, AT 5 45 Identity Manager [7] 245 .

fr Bl I PR 7 s AT A A

ft 2 j& PasswordSync?

LA

4% PasswordSync

fii & PasswordSync

i1 PasswordSync

13}, PasswordSync

& PasswordSync

{1 H] Sun JMS Server it & PasswordSync
PasswordSync I 4% 1% #&

17 9% PasswordSync [ I n] 8

+ 4 2 PasswordSync?

PasswordSync Mg n] LLlifE Windows Active Directory Fl Windows NT 5 I 1] ]
JEL L Tdentity Manager 1€ XA 55 U5 O/ ¥ (R 2P . PasswordSync 24204
A K 5 Identity Manager [A)5 [0 BN 842 6 4% L. PasswordSync @420 5
Identity Manager 73 JT %3¢

257
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R

258

A2
H

puis

TR ) #4522 3¢ PasswordSync 2 Ja, %45 il 455 5 AE 4 Java @ 1k %5 (Java
Messaging Service, JMS) %} 3t fQ 21 [ Servlet BEAT A% . 1% Servlet ¥ 5 A H
IMS (A5 EBASIIEAS o TMS AT 8 B U5 e i A BA A mho il 3 S48 ] AR AR 5%
A B R S O B AR AE T BT AT B > L B A 2T, JF H SMTP 55 &3 K ik
P ISP 1 FE 308 o s B B A FRAR S

i 3 A B AL AR T S ) B CSOTR SK AL A SR A% 3 % Tdentity
Manager 55 %% LASEBLRI D o ARG DA 3 ) B AN JEAT AS L 385 B 2
W,  ADSIKf B giiRfE S iiHe, Jf HANA Identity Manager A%
GRUIEPZ

g

HEEAE Windows 2000, Windows 2003 1l Windows NT sz il #5 1% &
PasswordSync T, 4Z0{E 5 Identity Manager [F] 25 {3 () B Mg il 4 2
%% PasswordSync.

PasswordSync 77 22 B4 5 IMS IR FIEE . H 8 IMS REZEKRITEAE S,
W2 W, Sun Java™ System Identity Manager 5505227 55 #P IF) TMS i W 2% 5% Y5 fic
B IT o

Ik4h,  PasswordSync B 22K &

o TERFAMEEETISE e $ Microsoft NET 1.1 8 =it A

o MFk PasswordSync F15TH SERTARUA

PAUR & PR 18 X SR 2K

% 3= Microsoft .NET 1.1

B§H PasswordSync, WA41%%E Microsoft NET 1.1 B @il A 1) Framework.
ARl H Windows 2003 #7525, TERIA 2235 Ik Framework. S 784 H
Windows 2000 5 Windows NT 34zl #%,  WInJ LU Microsoft F#H0 Rt T
AL

http://www.microsoft.com/downloads
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224 PasswordSync

E e Microsoft .NET 1.1 Framework FEZ Internet Explorer 5.01 5% & i Z< .
Internet Explorer 5.0 (5 Windows 2000 SP4 #45) k7 X1& .-

o7& "Keywords" # ZEFF; P\ NET Framework 1.1 Redistributable AJRi%
HEIERTAS,

o ZIEBK%RE NET 1.1 frameworks.

E%; PasswordSync BY4E BT AR A
LRSI AT, AR S i 222 AT PasswordSync 54 .

o WISEHET 2R ) PasswordSyne WA S RF TdmPwSync.msi ZZEFEF, W LU
PrER) Windows  “E8 i/ M BRFLT” S FH AR 7 SR BR L F2 T

o UIRSEHT 2 HE) PasswordSync A ASCHF IdmPwSync.msi ZReFEFF, WAL
i I InstallAnywhere E #5827 MR LR T o

7 M+
%% PasswordSync
LA REFEA41 T Unqe] 2 %% PasswordSync Bt & W H FET .

E WA ZHE LS Tdentity Manager [R5 FRCH R AR kds i 2 b 202
PasswordSync.

1. M Identity Manager %3¢/ i), i pwsync\IdmPwSync.msi El#5. ¥ 2R
"Welcome" & .

AN PR A T BT ST

o Cancel: Ffilf A DLE A DR H 0] 5, TANERAFATAT BE 5L
o Back: i BUR[M] E—MRHEHE.

o Next: FFLIRTEES] T — X EEHE.

2. [k "Welcome" %t LR HEHIME L, AR5 Hd "Next" 2275 “Choose Setup Type
PasswordSync Configuration” % 1.
PasswordSync % %%

3. i "Typical" B "Complete" Z%e5¢*4() PasswordSync 4L, =i Hid
"Custom" % il 2R Le A F R 41 F

% 9E PasswordSync 259
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4. FHiih "Install” &% 5.
PR — R, DO AN O i) %23¢ PasswordSync.
5. H.5 "Finish" 58 22 500 7

WHfTRIERE T "Launch Configuration Application", LU§ n] LLIF 4R L &
PasswordSync. 1 XRIZFEMPEMFELE, HS U 260 7T EH “HCHE
PasswordSync” .

i PEHEAS TR AT TEAE, S s A 3 3 S A R .
587 PasswordSync L 2 il AN % 697 1 8 R 40, {EL7E S8
PasswordSync Z i WA 0 HL 3T I Bl B A7 1 45 -

R 914 T ARSI & b e S AT

*x 91 s 8 SO

REMAH iR
%$INSTALL_DIR$%\configure.exe PasswordSync Bt B2 F

%$INSTALL DIR$%\configure.exe.manifest FFEBREFHEIESH
%$INSTALL_DIR$%\DotNetWrapper.dll 438 .NET SOAP 1&/589 DLL.,
%$INSTALL_DIR$%\passwordsyncmsgs.dll 432 PasswordSync ;H 29 DLL
%SYSTEMROOTS%\SYSTEM32\ lhpwic.dll Y@ DLL, 1% DLL 32 Windows

PasswordChangeNotify () ThEE.

fic & PasswordSync

U SR N IS AT I B N R UAZ S R 2 K B L B (s A 1) 5 e S8 IR
TG, LUREERIZAT PasswordSync BC B Y RPN, #8 ) LI I e e 00 75 i
ESSHI

I LR AP BRI S PasswordSync.
1. WIRIEBEATIZAT PasswordSync Bt &N FHAE T, 1 F4RIE1T .
BOAEOLT, BERCE N IR F %% AE "Program Files" >

Sun Java System Identity Manager PasswordSync > "Configuration" .

¥4 BR "PasswordSync Configuration” XiFHE (i5Z WK 9-1) .
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9-1 PasswordSync it & %] F HE

Sun Identity Manager Password Sync Wizard

%Suﬂ Password Sync Configuration

Bt & PasswordSync

milcrosystems

Server |myserver.example.com

Pratocal: & HTTR ¢ HTTPS

Fart: ISU
Fath: Iidm

URL: Ihttp: £ fmypzerver. example. com: 804dm/ servlet rporouter

Wergion: §u_n Jawva System |dentity b anager Cancel

< Back | Mest > I

AR Ae i ZE G 7 B

o Server WA %¢%% Identity Manager )4 fi e EHL 4 5 IP Mtk 46t

> Protocol 157~ /2 75 5 Identity Manager JH7 4% 8. WRIER: T HTTP,
RIS 1 805 Wi R+ T HTTPS, WIERIASG 10 443,

o Path 45:& BN H PP %5 2% | Identity Manager (1217

o URL 2l iR oAt 7 BOE A E Rty ANRIFE URL 7B iz

Fithi "Next" @7~ "Proxy Server Configuration” 51 (& 9-2) .

$9E PasswordSync
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9-2 ARBE R 55 4 0] 1 AE

Sun Identity Manager Password Sync Wizard

%Suﬂ Password Sync Configuration

milcrosystems

Erable: v

Server Imyproxyserver.example.com

Port: ISUSU

Wergion: §u_nJava System |dentity Manager Cancel < Back | Mext > I

PR 4 5 B g A - B
o WA HAREEARS A%, T Hid5 "Enable”.
o Server W/ HACEE R 25 5 1) 4= B a2 M1 44 51 TP bk &4

o Port: 55 MRS#% AR H b 5.
CBRIMCHLEG 4 8080, ERIA HTTPS i 4 443, )

3. i "Next" B JMS WCEMHEHE (& 9-3) .
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9-3 JMS B E R AR

Sun Identity Manager Password Sync Wizard

%Suﬂ Password Sync Configuration

milcrosystems

User: I

Password: I xxxxxxxxxxxx

Confirm: I

Connection Factory:

|
Session Type: I
|

Gueue Mame:
Cancel < Back | Mext » I

i e L o B

o User 8 LENFI R IIAHIE S IMS H P 44 .

o Password ! Confirm #5352 JMS A /" (2515,

o  Connection Factory fi5& Z A0 1) IMS 18 L) M4 FR. 1% L) DACAT
7EF IMS R4,

o  RZHIEHE, MK Session Type & & A LOCAL, XK - Af At 2 1% =
%o RAWRNEAH R, BT SE . HAD A BERE AL FE AUTO. CLIENT I
DUPS_OK.

o Queue Name 5 & %5 [F 0 4R H bR X 4478

Hidy "Next" 878 IMS BHXEHE (B 9-4)
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9-4 JMS J& 1t} i e
Sun Identity Manager Password Sync Wizard
%Suﬂ Password Sync Configuration
milcrosystems
Mame: I LI
Walue: I
Marne | Walue | Add

Delete |
Change |

Mote: There are two required properties for proper operation
java.naming. provider. url
java.naming.factony. initial

Cancel | < Back | Mest > I

IMS Jg PEXT R HE SR e ST T 4G INDI _E RS0 s PESE . A 250E SCEATR

TR EX :
o java.naming.provider.url - WU ZAE & B &84T INDI IR RSN
URL.

o java.naming.factory.initial - MUK ZIE R & A JNDI RE&SIRMLE K]
WG RS HIRA CREERIEED .

"Name" FH 47 java.naming AR FIR . ERLFRPERE A
KB, SRIGTE "Value" F-BE o i N\ JLAR M 18

5. il "Next" s FHBEXHEHE (& 9-5) .
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E 9-5 P WIS X A

Sun Identity Manager Password Sync Wizard

&Sun Password Sync Configuration
milcrosystems

Erable Emait W Email End User [

SMTP Server.

Administrator Email Address:

Sender's Mame:

Sender's Address

|
|
|
|
Meszage Subject: I

Meszage Body:

'our pazsword from account $account!d) on domain controller $(zourceE ndpaint] could not be synchronized. n
There waz a failure communicating your synchronization request to the Message queue \n The following eror

Wergion: Sun Java Spstem |dentity Manager 5.0 Test | Cancel | < Back | Finish I

AL L R SRR, ) AT B T R R R S AT i R (T
WA Hi 1 B Identity Manager Z AW HARAS BT E0 I 1% i -1 BB A8 %00

R it 290 47 B

o 1%&¥* Enable Email /3 HiZhfE. WRMH ) BEGES, 1Hi%H Email End
User. 1501, {30 50145 01,

o SMTP Server je KX PR IE AN A1) SMTP Hik 55 & (1 4= FlE 44 51 TP 3
fik.

5> Administrator Email Address s H T~ &1 38 501 (1) HL -~ S A Hidi ko
o RUENBRREKMNIK “KUFH7 .
o RAE ANHHER K AT R B
o Message Subject 5 & 11730 &1 F 47T
> Message Body i & il A1 (1) ST A
IS 1 SC R e A LA N AR
*  $(accountId) - 2 B BCE I HI T k) ID.

e ¢ (sourceEndpoint) - 4 %E BN I &0RE AR HI R ) EHL4, 1ZEAL
268 B T4 B B 1 L.
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JFif PasswordSync

e §(errorMessage) - H T iR BT HEL A R AR 152 L.
6. Bl "Finish" {#77 % 4.

R EUGISAT R B NN, 5 o — AT R AR 0] o I RZ Y R 7 BoR
NI, AT AT AL T 2

c:\InstallDir\Configure.exe -wizard

A PasswordSync

ARATHEE T AT S U] A $R EAT PasswordSync R 12 I I 75 2 1445 5 LA K e i
BoE T H S FRERI R4S B AT5Ies T I PasswordSync 8¢5 FI L& T 1
TGV ST Dy BRIN W] R 7 22 R R

fix HE
PasswordSync ¥ T 7 # & 5 N\ Windows FifF G 2% . ik H &4 H IR 4 FR 2

PasswordSync.

IR ER H &

HKIEITHE TR, n SRR T ERERmR. 228, 8xEsizTeE
# 2 BN "Trace”" W< (K 9-6)
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& 9-6 "Trace" 3%+

B PasswordSync Configuration

&Sun PasswordSync Configuration

microsyitems

Server Eonfigl Froxy Serverl JMS Settingsl JMS Propertiesl Email

Trace Level: I 03:
Max File Size [ME]: I 03:

Trace File: I Browse... |

Ok | Cancel | Apply I

"Trace Level" 7 BUif & 5 AN H G PasswordSync K LI 1E41 200 {4 0 3%
NOORHIRER: fH 4 IR 2.

MEREE SIS "Max File Size (MB)" 7Bt @ {1 K/, PasswordSyne 20K S
BRI T ok PIEARS . B, WS ERESCHRRE A C:\logs\pwicsve. log,

IF oA BRI BB 100 MB, 4 BRSO 100 MB I, PasswordSync #1%
MY N C:\logs\pwicsve. log.bk I8 H s 5 A B ¢: \logs\pwicsve. log
XA

Tt
& n i Windows VMR dwdi ds dnf 28 9-2 h A Ry i Ao IR L8 AT 1
HKEY_LOCAIL MACHINE\SOFTWARE\Waveset\Lighthouse\PasswordSync

VR A R A B, AT DU TG T RG]
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% 9-2 VE R

EREMR il i

allowlnvalidCerts REG_DWORD #mRig&EH 1, MizEEEE NET FFik LGB U THRE:
. SECURITY_FLAG_IGNORE_UNKNOWN_CA
N INTERNET FLAG_IGNORE_CERT CN_INVALID
° INTERNET FLAG_IGNORE_CERT DATE INVALID
HR, BRBEANIREMNES TR CN HENE. XUERTFE
A SSL mytER .

EMRIMEFR (K EOEH NTTAYIER R [CA] P #HTIRIK
B, ZRBIEEER.

ZINMEH 0.
clientConnectionFlags REG_DWORD  jg<fhiih NET SOAP % Fifm B9 Al L EEIR S .
ZIAEH 0.
clientSecurityFlags REG_DWORD  #JL1{£i% %] .NET SOAP & ik By Al iR 24575
ZIAMEH O
installdir REG_SZ 2% PasswordSync [z 2 FRYBE &
soapClientTimeout REG_DWORD tljfj?fizg{zﬁﬁ SOAP % i 5 Identity Manager fR % 22 H0iB S8R (WL
ZEWAHBRAD .

E1 & PasswordSync

FLHIZ PasswordSync W HFET, 154 Windows ) “4&HIHIB " HFik#E “asm
BIERFET” o AR5 1E$E Sun Java System Identity Manager PasswordSync Jf-#i 7
« H){J_U |3//t ”

3 il i in# Identity Manager %341 i it pwsync\IdmPwSync.msi
Elbrtn LUEIE (BEDHT %) PasswordSync.

WA B RS A e T %L R o

#BE PasswordSync

L% PasswordSync, 4AZi1E Identity Manager H#AT LA N #4E:
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o [UE JMS T 23 & I 2
o SZIRIRIZD H PR AR

o YCHEIEAN

BoE JMS A 2i& B 27

— ELIR 8% D) R T S T BAA T, g 2000 0 Y TG 25 I P A B X B L
LG TMS A5V 2% DR U IC 25 R FERC S SIS o A7 K1 B IS 4% TR
58, SN Sun Java™ System Identity Manager 2% F -

AR E L BRIRS AL

o HARRBE - EFHRAZMERE D S o BN AT BRSS A T REAT 2K
ARG A%, BT LS T2 0 H AN G

o 4 LTS INDI B - i SCAHEE U T @IS INDI LR SO st
e LA AR /X -

o Jjava.naming.provider.url - WAUKZAE % & 12T INDI RS HIvHEHLE
URI.

o Jjava.naming.factory.initial - WIUKZ{E W E N INDI RS0 K4
W BRI RS CEERRAEED

W] RE it B SCHAR SR . PR AME (10 51 3 N i 45 10 8 N TR P 1Y) TMES ¢ B 0T 1
i€ 0 Jm PEAN(EAHUL I

o HEET/) [ JNDI AR - 75 IMS g5 #5E W T) 4K .
o PRI - MBAS R SR S K B B KK AL ORI
o AIFERERARALRSIRE - b4 LocaL CAMLHRSS) o HABEIUANE H] T % [R5 .

o MRMBRES - K\ java:com.waveset.adapter.jms.
PasswordSyncMessageMapper. ZAK R B TMS iR 55 28 1)1 B4 [5)20 HH P
i AR AT LA A A% =

SWETAHRPERBIIER

BROAIIRID 3 0 AR VRS2 2K F IMS 50 2% 15 e 8% (RN SRR 28, AR5 7

I8 ChangeUserPassword # 5 &% . SEMAAN G, TAERISAUIA BRIk %

B%ﬁ’ﬁlﬁuﬁl‘ MIFAT 55, Identity Manager A HL 3 IS 308 0 ™ P A3 B8 14
AL B AR T B o
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AR SR BB SEEL A D R B AR, PR LA Dy TMS AW 4 385 E 4 S 491] 0 0 R AN
IR T 73 e o T RAFESE E A5 R 30 [F) 25 1) 3 rh 23 G ERE A ) o

I SR SR [R) A2 H P B B C AR IR, 152 $WSHOME/ sample/wEpwsync . xml 3L
PEIFEATIE . R ESUE I LA 3 A Identity Manager.

HIRE ZEXERN TAESAA T A S S 4

o B SCEE D i A TR AL S AR

o JLiL#kF| Identity Manager K /' 25 tHERA T A 5 4t o

o UNIAE AR PR DA .

o J&1% LT M Identity Manager HEAT %65 51 4

A RAEH TAERMVEAE B, 152 W Sun Java™ System Identity Manager 1 1EJi. #
WA

WEIEH
Tdentity Manager 32t 2 % [ 4 3 A1 02 ) 45 OB 0 o, G PR . 3K 2t
R 0 7 A WU S B R 2 7 PR

PSRRI N S, DLREAE 7 /g 220k DB, O AR AT DRI &
AREEAR R TS WA 127 U ER “H e SCHR T IEEEIRR

{£H Sun JMS Server Bt & PasswordSync

270

Identity Manager $2{1t T JMS iU 451G FC A%, 1208 e 45 130 %5 65 55 e 4 v LR TMS
W ERSS 25 Lt AT HEBN ,  DASE 5 o] SE A IR A AR AT 1%

iE A RALIER S IVENE L, W2 W Sun Java™ System Identity
Manager ZIZH 5 #

AT A FH 7R 7 2SR HEAT DAL ] Sun JMS JIRZS- %5 IC # PasswordSync [t
Wio {5 Bl DU 7 AT

o Hid
o QNG E BN S
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. WREE

iz

KRN T w7 %E. Windows PasswordSync fif 4k 7 ZE UL J JMS fif g T %

o UPES

I H] TMS Ik g5 #5 il & PasswordSync (LAY (fRj 50 i H] 241 2 4 HI /' 7 Windows
LA S, SR )5 4 Identity Manager SRHUBT 1%, 557 Sun Directory Server
A TR A S Rk

M AT RO E LT I

e  Windows Server 2003 Enterprise Edition fi Active Directory

® SunJava™ System Identity Manager 6.0 2005Q4M3

e £ Suse Linux 10.0 iZ47f) MySQL 4.1.13

e {f Suse Linux 10.0 11217/ Tomcat 5.0.28

e 7F Suse Linux 10.0 F3iZ4T ¥ Sun Java™ System Message Queue 3.6 SP3 2005Q4
*  7F Suse Linux 10.0 247 1) Sun Java™ System Directory Server 5.2 SP4

e Javald4.2

BL R S0 42 )% Tomeat common/1ib H 3 LLUS H JMS #1 JNDI:

e Jms.jar CKH Sun Message Queue)

e fscontext.jar (CKH Sun Message Queue)

e img.jar (K H Sun Message Queue)

* jndi.jar CKH JavaJDK)

FRIR 7T =LA

73 #{E Windows PasswordSync fi# 7 G e I T A 40, 2k LU O

1. P TS EESILS)E, PasswordSync ¥4 7] 241 Active Directory 344
TS R IE B E S, I H Identity Manager #5543k d11 (7 Tadzhlas B
iR SCEE D

2. 43R a11 ¥4 1) Identity Manager SOAP i K AL BEAR /7 & th SOAP 3K .
FAJ I Jonas (0 B LA S A4 75 ) TMS T FL A B A e/ SOAP iR o 9,
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KR fF 91 SOAP & 35K 74

POST /idm/servlet/rpcrouter2 HTTP/1.0

Accept:text/*

SOAPAction:"urn:lighthouse"

Content-Type:text/xml; charset=utf-8

User-Agent:VCSoapClient

Host: 192.168.1.4:8080

Content-Length: 1154

Connection:Keep-Alive

Pragma:no-cache

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"

xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/">
<goap:Body soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<snp:queuePasswordUpdate xmlns:snp="urn:lighthouse">
<userEmailAddress xsi:nil="1"/>
<resourceAccountId>CN=John Smith,OU=people, DC=org,DC=local</resourceAccountId>

<resourceAccountGUID>b4elcl14b79d3a949a618a607dde7784d</resourceAccountGUID>

<password>zkpS8gcIJkVBWa/Frp+JgA==</password>

<accounts xsi:nil="1"/>

<resourcename xsi:nil="1"/>

<resourcetype>Windows Active Directory</resourcetype>

<clientEndpoint>W2003EE</clientEndpoint>

<jmsUser>guest</jmsUser>

<jmsPassword>guest</jmsPassword>

<queueName>cn=pwsyncDestination</queueName>

<connectionFactory>cn=pwsyncFactory</connectionFactory>

<sessionType>LOCAL</sessionType>

<JNDIProperties>java.naming.factory.initial=com.sun.jndi.ldap.LdapCtxFactory;java.naming.
provider.url=ldap://gwenig.coopsrccom: 389 /ou=sunmg, dc=coopsrc, dc=com</JNDIProperties>

<singleResult>true</singleResult>

</snp:queuePasswordUpdate>

</soap:Body>

</soap:Envelope>

3. SOAP AbBEFE I HMOE RIS Br 5 19 IMS 240k 3 8 51 TMS
Message Queue fRB W4z . S5, SOAP ALBEFER AL H - ID B
WA (LU R e AR 2 H0 IR

B, Message Queue fCHE [ [f) SOAP ibHEFE T K% ZAUT LU T W B B
(Kl MapMessage) :
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REERfF 9-2 SOAP 4 FEFE -9 &

password: zkpS8qcIJkVBWa/Frp+JgA==

accounts:null

resourceAccountGUID: 8£245d1490de7a4192a8821c569c9ac4
requestTimestamp: 1143639284325

queueName: cn=pwsyncDestination

jmsUser:qguest

resourcetype:Windows Active Directory

resourcename:null

JNDIProperties:
java.naming.factory.initial=com.sun.jndi.ldap.LdapCtxFactory;
java.naming.provider.url=1dap://gwenig.coopsrc.com:389/
ou=sunmq, dc=coopsrc, dc=com
connectionFactory:cn=pwsyncFactory

clientEndpoint :W2003EE

userEmailAddress:null

sessionType:LOCAL

jmsPassword:guest

resourceAccountId:CN=John Smith,OU=people,DC=org,DC=local

Bl 9-7 B 1 izl 75 S8 Hh A PR T

Message Queue FRHLELTH SHAAF T, HH JMS 010 2358 FC a5 F A 2= H Bo
WAE, Identity Manager 1] LAJH 3l TAE i

iE JUEE T s SOAP AR BT FI Identity Manager 43 A7 T4

[l 55 s, AELAE W] AR A R g5 & _Eiatredil.

$9E PasswordSync

273



fEF Sun JMS Server Bt & PasswordSync

B 9-7

PasswordSync Identity Manager Server/
Servlet/SOAP Handler JMS Listener Adapter

Message Queue Broker

Windows DC

[ ]

User Workstation

JMS #EiR

Java i B t%%5 (Java Message Service, JMS) AP J&:—Fhii AL EbRE, ZARUE SRV
M4 (BT Java 2 Platform, Enterprise Edition [J2EE]D fillg#. &i%k. L
MBEHGH B o k1% APT R SEBIAA BORS & 1 mT S 5 A0 20 A 2GS

TORIEBFHNOE R, TMS %) i UG ERE] TMS SR ftRe )y,  BEER gURe Pl HAF
THEARBRSCBL . ISR AR lﬁﬁ%Mﬂ%ZlFﬂﬂﬂ*/\ WAFMIE. 2K, &
WA E AN A B

IMS JFAR5E 42 5E L BRI 03

o T -ERT) EBEN GO DA BRI R i R . X GO B
& TR 45 TUT‘HFIEJ/%E4§%ﬁfﬁJE‘J%ibﬁE IR, %
JrmbRiRy SR A IR R I T . G AR T SR
BRI R LT R AT N

o Hiw - HAnEHX R 5 UTAE LR H bR, XX GO BBk 8 THR O
gy GUb-TEER) 205, JFREEH AT H AR R SRR IR - A1) B 3

XA AR I g Ry SRR Y, WA B TR AR E . 25,
MR A AER GAFE T, TMS %)™ b ] LLIE R ARE R INDI 2 Rk V5 1) &A4TT
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f#F Sun JMS Server Bt & PasswordSync

i: AR T R EARI AN B, S B0 LR LR (Sun
Java™ System Message Queue i RMEA)

http://docs.sun.com/source/819-3565/intro.html

K9-8 Bil] T il Jr S BB AR

B 9-8 SLIR MW S
=]
g]] Put Message on Queue OI]] Read Message on Queue m
| O (-

a5 Eeg 8BEEBEA s eg
B8 5 BAEso00

G805 EEE GOES BRE %EE HE8
onoo gg oooo %g oooo E%
BHEE =8 i & BE =

PasswordSync Message Queue Broker Identity Manager Server/
Servlet/SOAP Handler JMS Listener Adapter

SOAP 4 W3k B T Windows Sk d11 ik 5, SOAP 4 FFL K
PEAREE, LUK SOAP i :KH:4:k IMS W K. 205, TMS i T 2838 it 2 K2 on B It
finh & AHOE T AR o

ZYFH IMS f{2, Identity Manager SOAP 4t 27 Fil Identity Manager JMS {ii Wt
TG AS LS B R T M H AR Cal ] NDI 24k .

Identity Manager SOAP AbBEFE 74475 SOAP W B H SR F5 e 5 5 Clnse i
PR

SOAP 7§ &

<jmsUser>guest</jmsUser>

<jmsPassword>guest</jmsPassword>

<queueName>cn=pwsyncDestination</queueName>
<connectionFactory>cn=pwsyncFactory</connectionFactory>

<sessionType>LOCAL</sessionType>
<JNDIProperties>java.naming.factory.initial=com.sun.jndi.ldap.LdapCtxFactory;java.naming.

provider.url=ldap://gwenig.coopsrc.com: 389 /ou=sunmg, dc=coopsrc, dc=com</JIJNDIProperties>

7t Windows 2% FINL & PasswordSync ISPRHfE LN B 24 (18 9-9 AT 9-10
FHTR) -
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9-9 “TMS W& 7 Ik

H|PasswordSync Configuration

@Suﬂ PasswordSync Configuration

migrosystems

Server Eonhgl Prosy Server |JMS Propertlesl Email | Trace |

User. IQUESl

Password: Im

Confirm: |

Connection Facton: Icn=pwsyncFactDry

Session Type: ILD CAL

Gueue Name: Icn:pwsyncD estination

9-10 "JMS Properties" £

| PasswordSync Configuration

@'Sun PasswordSync Configuration

micraspstems

Semver Ennf\gl Prasy Serverl JMS Gettings  JMS Properties |Ema\| | Trace |

Name: | j
alue: |

Mame | Valie | Audd
java.naming. factony initial con.zun. jndi Idap. LdapCheF actarp

java.naming. provider. url Idap: //gwenig.coopsrc. com: 389/ou=sunmg.do=coopsic do=cam Delete |

Change |

AN &4l T IR 24

o JMS KEZH

o JMS EMZ%

JMS & E S

"JMS Settings" LI~ LR 24

o User #l Password “7Bt: & SGEFF] MS ACHIN Jr i HI e
e Connection Factory “‘#Bt: i@ L) X4 1) INDI fk4Fx.
e Session Type 7B: 185E

*  Queue Name 7Bt: fif:& HARX 1) INDI k44 7R o
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ARG RSB 9-4 h, R T RIS 4 LDAP RDN, XS0 T —AN 517 DN
(£ Y5 java.naming.provider.url £& M) o — A EFN 1dapsearch BIF] R #

X454 H:

Kugxfl 9-4

HAR T MBI A4 FR R

Connection Factory:

#> ldapsearch -h gwenig.coopsrc.com -b 'dc=coopsrc,dc=com'

'cn=pwsyncfactory’

dn:cn=pwsyncFactory, ou=sunmg, dc=coopsrc, dc=com

objectClass:top

objectClass:javaContainer

objectClass:javalObject

objectClass:javaNamingReference

javaClassName:com. sun.messaging.QueueConnectionFactory
javaFactory:com. sun.messaging.naming.AdministeredObjectFactory

javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:

#0#version#3.0

#l#readoOnly#ifalse
#2#imgOverridedMSPriority#false
#3#imgConsumerFlowLimit#1000
#4#imgAddressListIterations#l
#5#imgOverridedMSExpiration#ifalse
#6#imgConnectionType#TCP
#7#imgloadMaxToServerSession#true
#8#imgPingInterval#30
#9#imgSetIMSXUserID#false
#10#imgConfiguredClientID#
#11#imgSSLProviderClassname#icom.sun.net.ssl.internal.ssl.Provider
#12#imgIMSDel iveryMode#PERSISTENT
#13#imgConnectionFlowLimit#1000
#14#imgConnectionURL#http://localhost/img/tunnel
#15#imgBrokerServiceName#

#16#imgIMSPriority#4
#17#imgBrokerHostName#flocalhost
#18#imgIMSExpiration#0

#19#imgAckOnProducet
#20#imgEnableSharedClientID#false
#21#imgAckTimeout#0

#22#1imgAckOnAcknowledgett
#23#imgConsumerFlowThreshold#50

#24#imgDefaul tPasswordf#fguest
#25#imgQueueBrowserMaxMessagesPerRetrieve#1000
#26#imgDefaul tUsernameffguest
#27#imgReconnectEnabled#false
#28#imgConnectionFlowCount#100
#29#imgAddressListBehavior#PRIORITY
#30#imgReconnectAttempts#0
#31#imgSetIMSXAppID#false javaReferenceAddress:

#32#imgConnectionHandler#com. sun.messaging.jmg.jmsclient.protocol.

tcp.TCPStreamHandler

javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:

#33#imgSetIMSXRcvTimestamp#false
#34#imgBrokerServicePort#0
#35#imgDisableSetClientID#false
#36#imgSetIMSXConsumerTXID#false
#37#imgOverridedMSDeliveryMode#ffalse
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KErfl 9-4 SEE MW N € )

javaReferenceAddress: #38#imgBrokerHostPort#7676

javaReferenceAddress: #39#imgQueueBrowserRetrieveTimeout#60000
javaReferenceAddress: #40#imgSSLIsHostTrusted#ftrue

javaReferenceAddress: #41#imgSetJMSXProducerTXID#false
javaReferenceAddress:#42#imgConnectionFlowLimitEnabled#false
javaReferenceAddress:#43#imgReconnectInterval#3000

javaReferenceAddress: #44#imgAddressListi#img: //gwenig:7676/jms
javaReferenceAddress: #45#imgOverrideJMSHeadersToTemporaryDestinations#false
cn:pwsyncFactory

HAERU R

KEgxHl 9-5 ER7VN!

#> ldapsearch -h gwenig.coopsrc.com -b 'dc=coopsrc,dc=com' 'cn=pwsyncdestination'
dn:cn=pwsyncDestination, ou=sunmg, dc=coopsrc, dc=com

objectClass:top

objectClass:javaContainer

objectClass:javalObject

objectClass:javaNamingReference

javaClassName:com. sun.messaging.Queue

javaFactory:com. sun.messaging.naming.AdministeredObjectFactory
javaReferenceAddress: #0#version#3.0

javaReferenceAddress:#l#readOnly#false

javaReferenceAddress: #2#imgDestinationName#fpwsyncQueue
javaReferenceAddress:#3#fimgDestinationDescription#A Description for the Destination Object
cn:pwsyncDestination

JMS BSH

eI, R M HPRXN G AL T LDAP Hx.
java.naming.factory.initial & H T84 INDI b F3CH T 2RAMHE.
java.naming.provider.url t & IR MERI AR, ISP T o0 IR A i 4542
PEFFRE RS S WRARMETEMF L, PasswordSync #ATH £ 4 LDAP 2311
KT RIERE L) R HFRA S

THRMMERMGEE ik, UHaE bl et

* java.naming.security.principal: #f& DN ({4, cn=Directory
manager)

® java.naming.security.authentication: ik (Bltn, fHiFgheE)
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* java.naming.security.credentials: %

i WZHA TMS AT g3 E s . SO SEAR [R] R

B 9-11 JMS T 2% % U5 2 4000
Edit JMS Listener Resource Wizard

Resource Parameters

Specify parameters for authentication and to control the behavior of this resource.

[il Destination Type I Queue j i

java.naming.factory.initial=com.sun.jndi.l
Hava.naming.provider.url=ldap://gwenig.coo

[ilinitial context JNDI properties

[emim]

[il JNDI name of Connection factory Icn:pws)rn:Fadury

[£] UNDI name of Destination Icn:pwsyn:Dastmatlon

[i] user Iguast

[ passwora [

6| Message Selector I

[il Reliable Messaging support I LOCAL (Local Transactions) j *

[T m essage Mapping Ijava.com.wavasal adapter jms.Password Sync *

K 9-12 PR T izt
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280

B 9-12 KrRIER: T FH PR %

(=] O
QHE Put Message on Queue SI]] Read Message on Queue gmg

A,

S85F-F2H BEEFFBE E55F-HEE
cm ZREk-c22 .
858 H2H BEES 28 E55E HEE
0000 %E oooa %E oooo E%
BHRR i fiE R 2 5
PasswordSync Message Queue Broker Identity Manager Server/
Servlet/SOAP Handler JMS Listener Adapter
O
ol
O
Search — Search
Connection Factory ——>| | E880888 «——— Connection Factory
and Destination gans Beg and Destination
0000 B0
2ooo goo)
BHEE EEH
Directory Containing

Administered Objects

SOAP AbEERE I TMS (T asid Pl e i AR 2R T A HARA BEAIE /3G L

BIEMFEEER R

AT T OV DL R HN B4R 4, IR L5 A& 7m ) 7 S8 15 AR
%‘%E@

o R XH
o HEsX%

E o ATHESIRIZIEE L% Sun Java™ System Message Queue. (EFE T A
F 224 Message Queue B9 bin/ BFEF. )
o IEALUFER Message Queue &I GUI (imgadmin) B A% 1T L E (imgobjmgr)
SREBEXLEEEMNR. UTHESERGSITIA.

BEENREFEE LDAP B
KA T BT T) MR A744 5] LDAP HSE N Frsif 4.

AIBERL] X5
AR 9-6 FH i & RAF AL T W 5
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KERpl 9-6 FAIERE T X%

#> ./imgobjmgr add -1 "cn=mytestFactory"

-j "java.naming.factory.initial=com.sun.jndi.ldap.LdapCtxFactory"

-j "java.naming.provider.url=ldap://gwenig.coopsrc.com:389/ou=sunmg, dc=coopsrc, dc=com"
-j "java.naming.security.principal=cn=directory manager"

-j "java.naming.security.credentials=password"

-j "java.naming.security.authentication=simple"

-t gf

-0 "imgAddressList=mg://gwenig.coopsrc.com:7676/jms"

Adding a Queue Connection Factory object with the following attributes:
imgAckOnAcknowledge [Message Service Acknowledgement of Client Acknowledgements]

imgSetJMSXUserID [Enable JMSXUserID Message Property] false

Using the following lookup name:

cn=mytestFactory

The object's read-only state:false

To the object store specified by:

java.naming.factory.initial com.sun.jndi.ldap.LdapCtxFactory
java.naming.provider.url ldap://gwenig.coopsrc.com:389/ou=sunmg, dc=coopsrc,dc=com
java.naming.security.authentication simple

java.naming.security.credentials netscape

java.naming.security.principal cn=directory manager

Object successfully added.

Hr imgaddressList & X T JMS g5t /AW L4 (gwenig. coopsre. com). i
(7676) LLA i) J5i% (3ms)e

g RrXTR
AR 7R B 9-7 Hh i) i & RAF Ak H AR XS B2

KEREG 9-7 Ffit H bR x5

#> ./imgobjmgr add -1 "cn=mytestDestination"

-j "java.naming.factory.initial=com.sun.jndi.ldap.LdapCtxFactory"

-j "java.naming.provider.url=ldap://gwenig.coopsrc.com:389/ou=sunmg, dc=coopsrc,dc=com"
-j "java.naming.security.principal=cn=directory manager"

-j "java.naming.security.credentials=password"

-j "java.naming.security.authentication=simple"

-tq

-0 "imgDestinationName=mytestDestination"

Adding a Queue object with the following attributes:

imgDestinationDescription [Destination Description] A Description for the Destination
Object imgDestinationName [Destination Name] mytestDestination

Using the following lookup name:

cn=mytestDestination

The object's read-only state:false
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KEwpl 9-7 17 fik HARA B

To the object store specified by:
java.naming.factory.initial com.sun.jndi.ldap.LdapCtxFactory
java.naming.provider.url ldap://gwenig.coopsrc.com:389/
ou=sunmg, dc=coopsrc, dc=com
java.naming.security.authentication simple
java.naming.security.credentials netscape
java.naming.security.principal cn=directory manager
Object successfully added.

iE aT LI#F ] 1dapsearch 5% LDAP Wil W a8 K& H B G % % .

BEENRFHEIXH
AT T i AT R B S AR B SO

TFIBESEL ) A5
FRAG7RB] 9-8 M40 T AFA IR 1) 0 S L S dR i A 6 4 BRI i =5 1 iy 2

Kl o-8 FEARIEE T X ZIFRE AR AR

> ./imgobjmgr add -1 "mytestFactory" -j "java.naming.factory.initial=
com.sun.jndi.fscontext.RefFSContextFactory"

-j "java.naming.provider.url=file:///home/gael/tmp" -t gf -o
"imgAddressList=mq://gwenig.coopsrc.com:7676/jms"

Adding a Queue Connection Factory object with the following attributes:
imgAckOnAcknowledge [Message Service Acknowledgement of Client Acknowledgements]

imgSetJMSXUserID [Enable JMSXUserID Message Property] false

Using the following lookup name:

mytestFactory

The object's read-only state:false

To the object store specified by:

java.naming.factory.initial com.sun.jndi.fscontext.RefFSContextFactory

java.naming.provider.url file:///home/gael/tmp

Object successfully added.

To specify a destination:

> ./imgobjmgr add -1 "mytestQueue" -j

"java.naming.factory.initial=com.sun.jndi.fscontext.RefFSContextFactory"

-j "java.naming.provider.url=file:///home/gael/tmp" -t g -o
"imgDestinationName=myTestQueue"

Adding a Queue object with the following attributes:

imgDestinationDescription [Destination Description] A Description for the Destination

Object imgDestinationName [Destination Name] myTestQueue
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FAARIERE T X RIFHRE AR AR

Using the following lookup name:

mytestQueue

The object's read-only state:false

To the object store specified by:

java.naming.factory.initial com.sun.jndi.fscontext.RefFSContextFactory
java.naming.provider.url file:///home/gael/tmp

Object successfully added.

T L EZ BR

ZRAE UL T, Sun Java System Message Queue {UHE AT H sh GBS Hbx GEZ W
config.properties, H.H' img.autocreate.queue FJERIAE N true) .

WA A BIEBAS) B Ax, Wzl AR R 9-9 (b myTestQueue 4y Hbr)
TN A A EACEE A5 H AR %

RAGH 9-9 LEARHE LA H bR 4

name (Queue name) :

#> cd /opt/sun/mg/bin

#>./imgemd create dst -t g -n mytestQueue

Username: <admin>

Password: <admin>

Creating a destination with the following attributes:
Destination Name mytestQueue

Destination Type Queue

On the broker specified by:

localhost 7676
Successfully created the destination.

T T LUCRE 7 BN G A7 it 1) H S5 sl

AR HF: RN Identity Manager #i% ', Identity Manager SOAP
KPR AT Identity Manager [ 55 a3 RAEIR] G 55 ds Bigdr, I H %2
AP A E R T M AR R T i

HHS F Iy, XA BN A At A H sk & H
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i 1 2R Identity Manager SOAP 4t P /7> # Identity Manager /il
G ANER G ENL L, WAETTRAHT LLYI ] . bindings
SCPF o BRI DIAERE G VSR B0 S B st R s A PR
5K .bindings SCIFEHI2IEE G THEHL LI IERALE

o TFRERISCHF: WilR Identity Manager SOAP AL BEFE 7 Hil Identity Manager filt 5%
aefElA GRS s Biafr (BCE BRI I H %D, AT LUK B0 S A7 it 21
B
SO, XA BN SR A7 R AE 504N S0fF - (FF Windows Al Unix |, 3¢
4% .bindings) ™Y, ZICAHAL T javanaming.provider.url 55 [ H 3
(Billr, fF Windows b file:///c:/temp, fE Unix F 2} file:///tmp) T .

MiZAHEERE JMS il iEE s
TMS AT 5% 5 1C s E 252 140 55— A DT 2R ALL T &1 9-13 v iy
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B 9-13 JMS T Wy 45 385 Fc 2% 7% U5 2 B0
Edit JMS Listener Resource Wizard

Resource Parameters

Specify parameters for authentication and to control the behavior of this resource.

Test connection succeeded for resource(s):

JMS Listener
[l Destination Type I Queus j i

java.naming.factory.initial=com.sun.jndi.f
Java.naming.provider.url=file:///home/gasl
|1| Initial context JND| properties

[ein]

[i] UNDI name of Connection factory Imy‘les{Fadory

[i] UNDI name of Destination Imy‘lestoueue

[iluser Igues‘t

[&] paz=word I .........

[il Message Selector I

[ilReliable Messaging support I LOCAL (Local Transactions) hd

[i] Message Mapping Ijava:com.,.u.es Jms.P ync

[il connection Retry Frequency (secs) FO *

E‘ Re-initialize upon exception |~7 #

[i] Message LifeCycle Listener I

Test Configuration |

Mext I Save I Cancel I

TENCE TMS T 2% 1 A 2 -

1. fF "Message Mapping" 7Bt P45
java:com.waveset .adapter.jms.PasswordSyncMessageMapper UL 4L A [H

TMS W BLEE N [F)25 7 28065 AR i m) U R Ao 2K

2, FHHZEF, BELITEMY GH passwordSyncMessageMapper fiff JMS il #%
TENC A AT Al X e fE ) -

o> IDMAccountld: %J&EHH PasswordSyncMessageMapper 4575 JMS ¥
B &% ¥ resourceAccountId Al resourceAccountGUID J& PEAFEHT o
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o password: H[ULYE SOAP 1§ 3R U ) 3 0% I 1 TMS 91 8 e K i
.

B 9-14 Wit IDMAccountID F password ik ) &
Edit JMS Listener Resource Wizard

Account Attributes

Define the account attributes on the resource you want to manage, and define the mapping between Identity system account attributes and the resource account attributes.

Ideniity sysiem User Afiribuie Afiribuie Type Resource User Afiribule | Required | Audil | Read Only | Wrile Only
- I j Ipassword I encrypted j <5 Ipasswurd - r r I~
| =] [lPMAccountd [sing = | <> [DMAccountd r r L r

Remove Selected Aftribute(s) | Add Attribute |

Back | Next I Save | Cancel |

FERE IR e B L Jm v 7 B, 3T (& 9-15) 1 "Attribute
Mappings" #4535 ELR] A HTX L 1

it AR AN SRAEATAT B 43 BEAR o

B 9-15 B[R JE PR
Edit JMS Listener Resource Wizard

Identity Template

Specify the identity template for users created on this resource.

Identity Template I Insert Attribute.. j

Backl Mext I Save I Cance

EEEEHRED
A TMS AW 48 1435 31 R 22 1f) S A6 i G B SR %0 S B B AL
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7R "Synchronization Mode" i % (Kl 9-16) W), 0] DR BIX e 240 ¥ B IA
{H, JFR "Next" 484:,

BRINH [R]85 05 AR L 32 oK H TMS (T 253 18 e o IR BRI SR A5
ChangeUserPassword fi5 &%, X5 %[0 ChangeUserPassword 71 %

B 9-16 "Synchronization Mode" Ji #¢

Active Sync Wizard for JMS Listener

Synchronization Mode

Choose the synchronization mode to use for this resource.

(™ Use Pre-Existing Input Form

[Z]input Form u
IR e (* Use Wizard Generated Input Form

E Configuration Mode ¢ Basic (¢ Advanced

[il Process Rule({optional) I Synchronize User Password j

[i] PostProcess Form I Mone j

Mext I Save I Cancel |

275 "Active Sync Running Settings" [HIFR, 245015 X 15433 FOCHRFACEL
P (pwsyncadmin).
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B 9-17 "Active Sync Running Settings" [HI}

Active Sync Wizard for JMS Listener

Active Sync Running Settings

Configure how and when Active Sync is run for this resource.

Startup Settings

E‘Sta‘tupT‘{pe lm
[3] Proxy Adminietrator IpwE:mij
Polling Settings
[HEST Every lz_lm
[ilPalling Start Date l—
£l Polling Start Time l—

Logging Settings
[i] Maximum Log Archives F

E‘MammumAcﬂvaLogAge I IDays j

H| Leg File Path Pdvlpt-'\dm.n’pwsynctests"\ogsi

[i] Maximum Log File Size I

€] Leg Level r

Back | Mext I Save | Cancel I

3. MTMKHK, Wk "Log Level" BE N 4 IR € HESLIF AR, LIERE Hx
AR AR H RS

B, B 9-17 1 Won i H & SCHRRRA7 R /dvipt /Idm/pwsynctests/logs/ Hxko
4. SERNJE, R "Next" 4k4E.

5. WO E L R ORIGPIANIE S AL [ IO BRI . U il "Next", HEIR
7Ix "Target Resources” it (] 9-18) .
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B 9-18 "Target Resources" 5 %+
Active Sync Wizard for JMS Listener

Target Resources

Choose the resources to synchronize with JMS Listener.

Available Resources Target Resources

AD [ IDM User

LDAP-kosig

f#F Sun JMS Server Bt & PasswordSync

e

=<

Back I Mext I Savs I Cancel I

i H bk £ T 25 HFR 7. M "Available Resources" ¥1J3&H ik £
W, ARG TR IR N "Target Resources” 413 .

B, fEizdi &S, VREH Windows %4 5 Sun Directory Server [, Jf H,

HEL[F)P Identity Manager %15

it "Next", 7R "Target Attribute Mappings" [HI#)i5, ¢ "IDM User" #£ 1

+ CWERAREFE .

7t "IDM User" &I~ |, £ F5 & Identity Manager F 7 ¥) H 5 & PEIR IS
tn, K 9-19 HE X password fil accountID:
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E 9-19 5 X password il accountID
Active Sync Wizard for JMS Listener

Target Attribute Mappings

Selectthe target resource and define the target attribute mappings.

| IDM User 1 LDAP-kosig i
[~  Targel Afiribute Type Value Applies To

I~ | [ password =l [Awibuie <[ [password x| [T Create [ Update [~ Delete

|_ I accountid

x| [Awibuie =] | [IDMAccountid x| | [T Create [ Update [~ Delete

Add Mapping | Remove Mapping |

9. SEHUE, Hili "Add Mapping".

10. %% "LDAP-kosig" i%3i & Sun Directory 5 L HAx @S (& 9-20) -

9-20 “h Sun Directory & X H A & M st
Active Sync Wizard for JMS Listener

Target Attribute Mappings

Selectthe target resource and define the target attribute mappings.

T 1
| IDM User ! LDAP-kosig |

[~ | Target Afiribule | Type Value Applies To

I~ Ipasswcrd j IAﬂribute j Ipassword j [~ Create |~ Update [ Delete

Add Mapping I Remove Mapping I

1. 5ERUE, il "Add Mapping”, SR )5 0RA7F L.
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ENEN =

&I LA H Windows PasswordSyne it & #2771 Windows 3 fRITC & -

1.

W FIEEATIEAT PasswordSync Bt & N HFET, 54T .

BOATHOLT, BERCE N IR P %42 4E "Program Files" > "Sun Java System
Identity Manager PasswordSync" > "Configuration” "',

7R "PasswordSync Configuration” X[ i HEJ5, i "Test" #44.
¥ 5o "Test Connection” M iHHE (& 9-21), FHIL—NEE, WEZT K
Dy 5e i % o

B 9-21 "Test Connection" %71 HE

I PasswordSync Configuration O

@Suﬂ PasswordSync Configuration
microsystems

Server Canfig | Prowy Serverl JMS Settmgsl JMS Plopertlesl Email I Trace I

Server |192.1561.4

Protocol: & HITP ¢ HTTPS

Part: ISDSD Test Connection

Path; Iidm Test connection completed successfully! d

URL: Ihttp:zﬂ 9216 —

“erzion: Sun Java Sestem |dentity Manager 5.0 Test I Ok | Cancel ASpply

Fdy "Next" %] "Test Connection” X} 15 HE o
it "OK" X ] "PasswordSync Configuration” XJ i fiE .

25, JMS W 8 E e R 2 AT A, IR A RS PR B SR,
TB 9-22 i e
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E 9-22 AT B

= g ig:/...m/pwsynctests/logs - Shell No. 3 - Konsole o e
Session Edit View Bookmarks Settings Help

2006-03-30T17:51:54.419+0200: Connection JMS Info
PROVIDER NAME = Sun Java(tm) System Message Queue
PROVIDER VERSION

2006-03-31T09:37:50. SARumer: initialized adapter
2006-03-31T09:37:50. ¢ Initializing JMS Listewner adapter.
2006-03-31T09:37:50. Setting up JM local_transaction:true ackMode:1
2006-03-31T09:37:50.. Setting up JMS: user:guest passuord:<secret length=5,>
150, : Setting up JMS: destinationType=QUEUE connFactoryName=mytestFactory destinationName=nytest{ueue mes
sageSelector=null
2006-03-31T09:37:50. Comnection factory JNDI lookup returned an object of type com.sun.messaging.QueueConnectionFactory
Z006-03-31T09:37:50. JMS connection and consumer successfully created.
2006*03*31T03:3?:50. Connection JMS Info
PROVIDER NAME
PROVIDER VERSION = 3
PROVIDER HAJOR

2006-03-31T09:37:50.377+0200: Done initializing JMS Listener adapter.
2006-03-31T09:37:50.378+0200: SARumer: loop @

2006-03-31T09:37:50.402+0200: Started, paused until Fri Mar 31 09:37:50 CEST 2006
2006-03-31T09:37:50.426+0200: Received mew JMS Message into JMS Listener resource adapter.
2006-03-31T09:37:50 .428+0200 :

Begin Message details
BODY TYPE = MAP
Has REFLY_TO7? 1}
JHSMessageID 1D:8-192.168 .1 .4(ba:ab:b6:3d:d3:23)-32800-1143790609218
JNSType null
JHSTimestamp 1143790669218
JHSCorrelationID = null
JHSDeliverytode Fe
JHSRedel ivered false
JHSExpiration ]
JNSPriority 4
JHSXGroupID = null
JNSXGroupSeq = null
End Message details
2006-03-31T09:37:50.454+0200: Message mapping failed : com.waveset.util.WavesetException: Error with incoming message data, resou
rceficcountld or resourceficcountGUID must be specified and both were null.
2006-03-31T09:37:55.409+0200: Pause completed
Polling

PasswordSync By pE4E F5ERE
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PasswordSync 1A 5 458945 1) T Identity Manager 1) Windows % it [ 25 &
HH R AT i R e R

IR E AR Active Directory 3dZ 4% (Active Directory Domain Controller,
ADC) LU I 1 80P sl 4% 21— 3R 81 JMS B i i — AN i G2

Kl 9-23) , M| JMS %} ity 1] 1] Message Queue fUHEFEAE RIL T E, IXHLR T ZEATAT
Message Queue L 5 B A2 2 RATA L
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PasswordSync [ Hbi 4 F  E

Failure to contact a JMS
cliant is noted in Event Log:
may also configure DCs to

sand email to admin in

MQ Broker Cluster

Identity Manager
MQ Broker configured to provide
automatic failover of
% ActiveSyne lask
case of falure % _ Identity  Identity
—) Manager Manager
JMS Client .' '
— —
MQ Broker DB =
——| 0
> &5 > 1
JMS Client
MQ Broker IMS
Listenar
% Adapter
! % — / Automatic
JMS Client Failover
(requires
serviet ¥
Failure to contact container) DB DB2
reSuits Ponolicaton
i r DB Cluster
b o MQ Broker DB
—
x Message Queue FEAE 1] A 75 2240 i LUSE I KL REE A A . (LR

PRI SRS PR AL T 47 OCTHE B Message Queue BRSO

W Identity Manager JIk55#% FIizAT THECE 0ol T B 8B 4 1K) TMS ity 2% 1
Fe#s, RS54 5 Message Queue fREFFAEUEA T . BARIERC 35— IRALAE— A
Identity Manager b#47, {HUIH 3= ActiveSync 45 a4 tHBLM R, 238 e 25K T
UHTEAH ) Identity Manager 554 L4810 5 B R A O (R0 L, 0 25 1) B 5 A 1 2]
M B

A % PasswordSync BYE Il 5] 55

EARE M Java Messaging Service BI1E R T e &SI
PasswordSync?

FILL, ARGXFEA LA ] TMS SRR 505 5 e AR e A
TAEAME ] TMS (15 LT 523 PasswordSynce, 844 H LU T bk 3 2 e 3 R
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Configure.exe -direct

A€ -direct brii)i, BCEMNHIREPHE SR “HI 7 JEIR . AR IZE 260 BT F Y “Hd
' PasswordSync” T [f i B fiC B PasswordSync, {HEA 5 LA I AR &b

o AEEE “IMSIKE” FI “IMS JBME” EIk.
o fE “HIP IR, fi5%E M TR Identity Manager FK /7 ID AU

WERAEAEH TMS 115 6L SEIL PasswordSync, JUAS DA G TMS (i W7 28385 i 25 -
DRItE, 8NV i% 200 2R 268 UL ¥ “ 8 PasswordSync” WA SRR, W E
AN, ETRETR AR MO PR TR

i 3 I R BE G B AT W B IR P T ANR E -direct ARk, T Z00NC &
IMS 4 5B PasswordSync. ] -direct bl HiH 2 M HI 2
J¥, DMEFRGEL IMS.

PasswordSync & AT L5 i T 58 $I1T B & X EI R A Hith
Windows 33 jE g8 — &£ ?

&, ALK PasswordSync 5 At _WINDOWS_ % ith ik JE4%—i&ff ] 4R, 420
e H AT AL A 0 e s — AN B A R s

WAZARE I BA R A A A

HKEY_ LOCAI, MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Notification
Packages (¥ REG MULTI_SZ IM{H)

BOEOL N, 223576 Identity Manager #0082 # ik B ARSI R KRB AL, (HA&, W
RIS 2R AN 5 2238 T H o UM IS, WIFF 2R 1hpwic # 2138 5K A5
KL RAL .

ALK PasswordSync 5 HiAth Identity Manager % il 5iehig i fff H . 417 Identity
Manager [l 5% s Sl £5 1 50K, 25U 33 i A7 D8 585 17 SR LUK 0 A ) 20 #f 1 A 0
fibBEds . AL, B8N AE Windows ASHLE L S0 1) ™ 4% 252 15 Identity Manager 11
S8 SCHR 57k 10 5 B SR AR 7] o

i d WA DLL AN 3 AT AT i 2 ) SRmes
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=& AT LU PasswordSync Serviet 2257 Identity Manager LUSMGE
R AR 2E 2

JEo BT IMS N HRET 75 L HAEAT JAR SCHFRLSE,  PasswordSync Servlet i 75 %2
spml.jar 1 idmcommon.jar JAR 344

PasswordSync AR5 =B 14 Z R IARA &2 |h ARS5E5?
AR FRAT 4 30H ik SSL 32 4T PasswordSync, {H & 7 ¥4 S B & 1% F1] Identity
Manager JI[R55#% 2 1, T A cdha #2 n i) .

ZIE YA 2RSS com.waveset.exception.ltemNotLocked ?
WG ] PasswordSync, ZS5EH CRIE A SHIE S A3 300 U5 K % A 50
o IS %55 Identity Manager #E/T 115 .

W IEAARLE T passwordSyncThreshold T {EyiZE &, N Identity Manager ¥ 4% 21
PG I 1% R GRS OB T 20 5 . A, S P B 51 R
I F [l FH P AT T LA RS S, U0 FH Pt o ol e
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PRI 20 85 -

ALV B L TR 5 25 T H Identity Manager 55 3 R4 A 1IE B .

AT RE

BT I A 8 e 23 14k
PR

B IIE
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Jic & X509 1iF 15 5 AE
s B A A0 3
B PR IR 55 A g
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REIRE

E2S

£INgE

Identity Manager i1 $#2 {1t LUK T e 7 Bh el D> 22 42 XK «

KTig ZEH 1K 7 7 1] - 1dentity Manager FuVFAIH AN 425 HTZH 2L 80AN AU Il
BB o

R 1 R - T LI IR S SR e Ul v B AR

JT ) AT - Identity Manager 241 Lh 8 S A 446 2 A AW, ARG
ZK RN R B )

R BN B - 563 RS (V) B 5 B RE v LUR CRO U i) EAT AT

XT U0 I 57T 17 e HAR 7 - W LIS AT ATy, DML T U5 & 3 A
EEXIPERIE . (ARIMETIREMEZHE L, WSHHE 78 W7 .)

1L B PR RS Y - Rn] DL R 1) P 23 B PR AR 203 S — AR 41 4 B 03 4
o5 L HER T, 7 Identity Manager #5275 B I A T4 L

MR #E H % - Identity Manager Vil “AT:457 Xk O IF4 2R & 7%
IR

TIAN, ARG RG] BE TR 2 e R T i i, VERTIS, AR
LA (K728 BE V7 1) S i Vs 1) 3o (1 LI

A Ay A A Y
PREIHAERSIE
BUMEOL T, Identity Manager F /7 nl AT H R G sk 4sif . (HUE, R80T LB Bk
RAMAE X% security.authn. singleLoginSessionPerapp it & & % IEF I &
SRR N B R N HR T — DN iE. ZEM A — NS RAN B R N R T2
(fhn, EEG S P S L Identity Manager IDE) [ —AN @ MR % . 4
ZEMERESE SO true WA S Bl PAT A S S 16 o
WERSEHIAT, W= T OSSR B2 A 06 (2, A5 Ja 8k S i R FeE
FPRE A R Al ERATEAE, WHZH PRk gl s iR 2ok Hizss
T &Lk,

23
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XTERNMNERERF

B N HIRE R 8 SO SRR AR, BT Bt ¢ U] 8 53 22 Identity
Manager I H] )6 A HR AL G FIT o BEAN G SN HIRE A H — AN R AN 6ok
R A o

BRI, G NS A S R B . R RS T AN E R, W
FEHIZXAN, I A PG SRR g SO A BE A5 (06 SRt o G R S N R
S 2 A USSR 4L, U] Identity Manager #4455 W T R4S B ok A B4
(1) BERELT FA TN 52 BERL BRI 2

TRARAN

SR LRI N 5 55 S I R P o S SO 28 SR R AL 1) o 0 T 268 S N T R
FHIRBEAS SRR AR, WR A AN, IANBERY L S 2 A

Identity Manager Pl 28— AN AR L) AN, SR g S AL F— NG R I
NGRS, WS AR BEAZ G SRR o ISR, PR Al A
RMRAL,  H RN A B BUTAL BT LA ) 8 s ] CREEDAE AT 4D .

X AR SR SR N I RE P B 2 AN SRR AL, U R R0 8 S 2 ORI )
SRR AL G X B e (o

BRLGFHIY T
TR T B S A AN, R A BR SR SRIGRE K () 1P ik, AR SR iX
bt AT 192,168 M2, Wi 1P Huhib AT 192.168., MRS IR [FI{E True JF
TERE IS SR A A

K& 101 S R VAREe S P

<Rule authType='LoginConstraintRule' name='Sample On Local Network'>
<match>
<ref>remoteAddr</ref>
<s>192.168.</s>
</match>
<MemberObjectGroups>
<ObjectRef type='ObjectGroup' name='All'/>
</MemberObjectGroups>
</Rule>
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& BIITE

WEERNMRRERF

FES LT, L Configure, 514+ Login LAVj i "Login" 5.
ke VNS 2 E S T

o & XI5 Identity Manager 3% N R (FHHD

o ARG SR TR P A SRR A

o RGN HIFET I Identity Manager 43 176 i i R 1l i &
7t "Login" BUH1, #W[LL:

o QI AT CEF NI

o MMBR A SO F MR

o EHIG ML

TG NIRRT B P BT L ) B R Y o

R & ldentity Manager &1EBR#

£ "Modify Login Application” 5T, 1 LAY %EA Identity Manager %7 k43 1 ¥ &
FRINAE BRI o BRI, 2> BPECRIED AL, SRS Hiidi Save. B SZ PR B
TN SR N IR P AR T

"] A A B4 Identity Manager ¥ 5% b HI R > BB 2 W6 . ] 6 5% 21 Identity
Manager N FEFF 2 5, B0 ] 24 OB 10 25 15 INE v 550 P 2 1Kok ANV 3)
T IS ) SRS TR) o K5 #4155 R 9 H 3 5 H P (1) Identity Manager 43162
Fifi,  DMEAERF S A SKIN T LR 2k H 3

W RO S BV O T G s N R s T B N, AR S AR ok 1 AT kb 2R
B0 DUAT 2 U5 AR IR IS TR H e P X5 S A7 28 fE

oA http B TS FEKG S W T Identity Manager N FHAR /T, LS T8 50 H
FEFF 2 T IN A .

X X R A2 R 89377 1)

7t "Create Login Application” Fll "Modify Login Application" 51+, nJLLIEFE
"Disable" HEIUREE G IR, AMEHIEA ok R 2l g gt
R)ARE R b (I N2 T WA= o el K0S DT TP = b N A S REANVARE 9 SR RS ]
G S SR G s AR L T BT .
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A BOEIEFAZIE A BEMR BRGNP ZE I o T TAAE 2 tr Y, A

P BB oK

ImEEE RIRRAH
BRI HN L B

o LB MIMAEA Identity Manager % AR B4l
o AN ESRMLLA AL T SRR

o BFSRBTHRALE AL A A

b Ak
(@92

1. "Login Module Groups" BT o] EAGIAE . Za 4RI IH B 6 R B4l . A1) &b ik

FAL B P A X LA T G

IR S AR

10T B SRR LATR AN U A TR0 B B AT IE R . OF BT IO A 85

BT )

o BERBTHER - EHENV ] T ULBER A EOR . IR

o WFE - BORGFBHLAUN ). TCIRI IR BRI, #A AR LI RS

R AN SRR . R P RS SRR, U P DR S R

oAb - TOREFMIYLLINT) . WIERIAERD), FFERSEIRUESIR PR — A

A WEREAIERING WA PR3 1 T

o R - ANERGFMPNEET o WKLY, K A PRSI AES 2 T )
AR, JF U B RS SR. WERKAIE RN, LR 4R S 06 1R A1 &

oty F A B A

o HHE - ANEOREFRPLAL . TCIRTAUERI SR, ARG ARSI RS R

R — SRR

o BFREREM - (R LDAP) fRE2lkdle C&F5) FCH LDAP 4 24
FAE I LDAP H 7 @M AR P53 . $200 71 FH AN HE 2 /) LDAP I
JE A LA KFH P 3 G G sk A4 FR, TR LA K LDAP H . 4 E A% 5] LDAP

I, XK ARVFR il LDAP en s@H 7l fF#i4E 5 5% 1) Identity Manager.

flhn, wRARE:

cn
mail
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BB HPEIRAYIEIE

FFHAN R 2Ll gwilson B4 E %, N LDAP WU H L E A A
cn=gwilson ) LDAP M)« @i med, WM - 4w 2 id 2l gb e .
HRAT), M LDAP %5445 2% mail=gwilson [f] LDAP ). tnpd<me,
WRAYE e, NEVA LDAP # R )8 M2
uid
cn

o BESRORBRIIN - PG S OCHERIN, TR T AR 8 5 A5 LU 2 1dentity
Manager H /"« MU FH T4 % Identity Manager FH /' Cff FH AU H g i 1432
) o AR A LA — A L EZ AN AttributeCondition [, H T2 IT

BC i) Identity Manager /7o Friz #2503 47 LoginCorrelationRule
authType.

o HFEAF BRI - 1ENGRKM Iy, A S RIEFTY Identity Manager
P A AR P 22 AR

ORI AT LUORAF S S . ORAT 5, AR I BB X5 SR B AL v A7 HLAd B e Py

TEIIPLE

EE U Sk Identity Manager 6 sk & 6t 24 RGEREATIE, )
Identity Manager %5611 i B A7 H A 2 Sk ™ #AE HIAH =] i A
ID IR

AR ID R RS AN, DT H] ™ ID A A% AN A T/ Identity Manager
User Login" & A1 ID A ﬁEﬂE’J/Z%‘Eﬁ, BABERIN T k. LR ARG

HE AL B SRS S ) PR B K T R IO S el B, ) T IR R G, HAR
JﬂF’T it Identity Manager 42 L)) 6 5% TEﬁHFﬂ}&F’ IR ZARRBIE o

e & 2 37 F RIS uE

R 2 M B LR EAR R BRI (B, PN N A N B LE R
U, B LIS NT 80 AD SRS E AR 5 S B D , IR AR R E
XS BRI AT
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BCE X509 IEHIIE

W LA LB, B LRV AN R BRSNS, AHEE A 5
— AN ILGEPERE P Wbt B AR DG Identity Manager FI . #i4n, —/NH AT fE
H— BB 7R AD-1 1) Identity Manager HI 7 U5 P o 18 sAEE 4 T g
& R ARG E B YR AD-2. W19 AD-1 il AD-2 #58 SN A SEF IS QRS 0
NOAERAMEAERD B AWRZH] P D RAE ] AD-2, I Identity Manager
i AR TR AD-1 H A A K S ID P R B 2 AH G Identity Manager H
Jo

DA 7 vp S 7R 1 i 0 1 R S E 0 5 B M T A X

RERHI 102 WP AT

<Attribute name=# ommon resourcesi>
<Attribute name=iCommon Resource Group Namei>
<List>
<String>Common Resource Name</String>
<String>Common Resource Name</String>
</List
</Attribute>
</Attribute>

BCE X509 WEP L

8 H BA R A5 S FEC & Identity Manager 1) X509 1iF 1556 1iF

W& R

FE{E 1dentity Manager TS RERE T X509 GFE 5 AUIGAE, 5 H R EARCE X (&)
S IR S5 #% ) SSL BaiiE. M%) ML, XK SCHRF X509 ARt UET N C
ABIF NG (i R ae R R AR . I TREE IR B EEIE BN O3
FUFALUEF ) Web W IR 554 55 B2

M E N 2 P S Y AR BT 5 P i AS o BT IR -

1. {{i/H| Internet Explorer, £#% Tools, #A)51L+¥ Internet Options.

2. i%#t Content iLTi K.

3. {& "Certificates" X", Hifi Certificates.

4

R Pk, 25 B4 Advanced.
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5.

B E X509 IEHIIE

1t "Certificate Purposes" X181, ffiffi%#% "Client Authentication" #EJii.

7 |dentity Manager HELE X509 iEHIiE

TCE Identity Manager X509 iF 050 1iF :

1.

2
3
4.
5

10.

LA "Configurator" (ER[FAEALIE) 5 43 ¥ 3 "Administrator Interface”.
%% Configure, #XJ5i%#¢ Login, LLE R "Login" 7.

f1iff Manage Login Module Groups, Ll "Login Module Groups" 7.
MBI P SR AL

1t "Assign Login Module..." 5|1, 4% "Identity Manager X509 Certificate
Login Module". Identity Manager {27~ "Modify Login Module" 71,

BCE RIS R E R T HEA

o WA - BORGFBHLLIUN ). TR UE I BRI, #RA ARSI UE SR
IR — AN, USRI — RSB, A B 5% S By o

o W - TOREFBYULIUNL . AR, KRS UES R R A
R WUREAE R, TSGR A FFAREL AT

o M - ANBREFHPMARL . WIRIAUERY), KA TR SRS R )
NN, JF HAS PR G SR . AERIG USRI, MRS AR S I0AIE S
FRR AR

o L - ANESRE SRR . TCIRRAE ISR, ARG AREL GRS R
TR AN

PRGSO o X AT Lot N BRI B S SCIRI SRR . (A7 SR e X

RIBHM A E L, Z W T, )

it Save, J&[1F] "Modify Login Module Group" 7.

B AT LLEDRTHES 8 S BB (o RO G ok R A /ML T 2 ANl , R
Jai, Hiili Save.

U SR R O S N R 20 O SRR A, 1S IEAT /0L, 7 "Login  Module
Groups" JTH Hiifi "Return to Login Applications”, #RJGiEFE & 5N HREF. A
JHRE 7 RO SR 4l s, Hiili Save.
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BCE X509 IEHIIE

i U waveset.properties SCAEH )
allowLoginWithNoPreexistingUser B E A true {H, NIELE
Identity Manager X509 il 45 & s I 2 R #8144 "New User
Name Rule". Zf#H A% "Login Correlation Rule" AK+kFIH
B, s S RNt 2 T iy 24 BT B

"New User Name Rule" 55 "Login Correlation Rule" [1J1] FH#ii A 24k
Mo EIRPIAA TR, %745 5 TGI8 Identity Manager
R I 4

idm/sample/rules F L& —ANBHdEH P AR RUUFES], 400

NewUserNameRules.xml.

BIEMSNE REEMRN

Identity Manager X509 il 5 6 sgASHRAL FH 5 53 SCIBCRI I 502 U e K 15 2030 1l o3 39
FHR. [ Identity Manager /7. Identity Manager 4L & —AN Y B OGN, 440
Correlate via X509 Certificate subjectDN.

A AT LRI B AR o R3S SCIBEH U AP 0 Z5TREARG LA HE I -

o H authType J8 A0 B 4 LoginCorrelationRule. (fF
<LoginCorrelationRule> JU# % B authType=floginCorrelationRulei, )

o EIR[A] AttributeConditions FIFRSLHI, X RALHM 1% 5L 61 A HAH G
Identity Manager HI /"o 11, X5 3% QIR T BEIR (9142 i IS 3 bk 48 2 A
K Identity Manager H J"'[f] AttributeCondition.

T3 B G SR E R S50 -

o bR X509 EFSFBL (1 subjectDN. issuerDN AT RLH #1)
o HENAREEY JEm L

i 5 5 S ORWF KIIE RS H i M L2

cert.field name.subfield name

AP TR R s 1 2 0 4

e cert.subjectDN

® cert.issuerDN
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e cert.notValidAfter
® cert.notValidBefore

cert.serialNumber

A A% N2 B0 65 o E B R IR [9] 4055 — A i 22 4 AttributeConditions %1%,
Identity Manager X509 E 158 AL AT e AT R 75 #AH C 1Y Tdentity Manager J11)™ .

idm/sample/rules 1% — 44 LoginCorrelationRules.xml )% 3% G IR M)
FEBI

Bl B ORI JE, 40K H 3 X Identity Manager. 7f "Administrator
Interface" 11k $¥ Configure, )51+ Import Exchange File, LMiH L3N
T/E< o

MK SSL &z

FEMA SSL 4%, WA SSL #% 4 Ul B MY ARy S URL (514,
https//idm007:7002/idm/user/login.jsp) o #EL4 & HIELEREN — AN 22 420l 11,
RIE RN IR E LRI Web JIR55 4 B0 NE1S

\/\ 1|s A =]

2 W a) §

I X509 UEFBREAT IR UE I ] N DURT 9 B AR & s R b it . BRI 4
M2, AR Identity Manager 55 #% 1 e HIR BUT 2 AN 2RI 00 ) R 2

® com.waveset.session.SessionFactory 1

e com.waveset.security.authn.WSX509CertLoginModule 1

e com.waveset.security.authn.LoginModule 1

WIERTE http K& ol BIEE R a A
javaxservlet.request.X509Certificate, WIZEI—4WE, UL LCIATE http
SRR B E M. HEH IR A

1. A[JAHX) sessionFactory [ERER, CAAESCHEN http JEIESIER, Hfhw X509
W FR

2. {{ill] Identity Manager 11X X % %i% LoginConfig %[ %,

3. K Identity Manager X509 il 15 ¥ sk B ) <LoginConfigEntry> 1)
<AuthnProperty> FRRSON IERI 2R
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4. RAFJEEIK.

WR] BE LAE G N R Se IR, SRS 15 BOFTS I Identity Manager X509 iiE-15
TR

INZRERME

e %?%ﬁ%ﬁﬁ%%@%@$%%%ﬁﬁﬁ\u&&%%%%m%i@%%%
FITAT Bl (L PEA e 4

DU #1424 T W 7E Identity Manager 55 i Al 16 G Hf A R 3000 25 11 5
AR, IFFIIR T A IS5 s AR S s B A ) 7L

X InERIFBIEE

TR IR T AE Identity Manager 7 i 1 32 0 OGR4 OB 2R, AR T T IR B R

HIHCIE 1 02 5

% 10-1 N A ARG B AR AR
NIST PKCS#5
Triple DES ETEBOME

RSA 168 {4 56 i

b i) MD5 (DESede/ECB/NoPadding) (PBEwithMD5andDES)

AR &% 88 N 4R A [(=srsl

[ 35 70 % % €A KA EEE

FH R RR A 2

FARZg =

APRZBE LR =

AREX =

ER T =

HEZBH LR =

FR&BFIIM A ZBRITE S =

M

1. s RS E X 548 H pbeEncrypt & 1B "Manage Server Encryption” {45 34T AL .«
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TR (E A MEE

AR5 2RINE Z A D)@K ESR
PR R 495, BT WA OIS B AT I, B8 S R %

o o

RREZ 2RI B A RE MR ?

IR 25 % N 2 B YRR K triple-DES 168 {7 %4 k45 % S FF LU P24

o BRINEREH - MBI YR B IR S5 2R o

o BEMLAERLHIE S - M3 0] UAE IR G5 48 W0 U6 T8 BB i35 4 1) 22 A 1 ) i
G

MR AR S I EEA?

TER GG B e A IR 55 38 I8 5540 . AEAT— 4558 RS BT # &A1V 2 40 n

B,

AR 55 22 AN fAT ANIEE A MRS 4A T E B B BUR HITRE I EH N E?
AT R GUAE P B — s B A8 LA IR S5 2 s s 8 Tz 4k 11 ID
RS RS A AR N R NN AE)S,  Identity Manager 14 F 5 0% £4is 1)
ID i SEAH IR IR 55 4 0 5 DI EAT s, AR A AR R] ) s S s8I 8% (2R %
OO .

WA F AR S5 2R A ZE $A
Identity Manager $24it T 4 Jj "Manage Server Encryption" [F{T45. ILAT45 V4%
B 22 48 PR A AT 2 T A BAE 55, B0

o ERGHIN CETT RS A

o fEH] T RS A A PRI ERTIN AR € Con A B B R B
AR AT F W EZER, S HATPR G BURSa I .
DREH A" REBEH, WRWBENTHIBERL LFH
A K

BTSN o AT AT N2 2 TD i 2800k 1. FA) 85 10 LA o s il b 47 gt 2 i o

PO o WKL TR (0 AR 55 ds N s IR REE Y T A, AR AT N
TR HRE AL 12087 M 55 A 5 B

N TR L2 S AT R, AR S A A B s R, AT LRI A BRI 55 4
W ARSSERINE P AT AT RS A 0w P DA s Kokl .

E10E =2 309



IR E RS R

MRSAMEZEHIF B ATANMESA, RSB AER?
P SR N A o S, RN s B A A AN 2 N 1 R
gifa RPE, Wb B, AT .

EHRIPIRZSEERA?

Q1SR ARK I 25 2 TE M A T 25 60 ¥ in %5 (PBE) - PKCS#5 % (Jiiik pbeEncrypt
J& 8¢ "Manage Server Encryption” {145 {F R FC &% G 8D, WAL FH BRIA %
X5 BT I3 o 0T 2B (ML Identity Manager, 25 K BRIA 2 SR 2 AH
ELiP

W K R 25 2R 0 B A AT H PBE I, WIASEIR i 2 k45 4% I 0K A2 Bl PBE %5 4H . i
PRAE—AERD (s T IR 25 A2 A O E 4 PBEwithMD5andDES Ml #5 K
425 PBE #4H. PBE %A WAE P 49 I MNAS AT REAE . 7146, PBE % 48HX T
HE A RILRGAE DI IR 2 AH R 1 .

9 IR 25 8 % 110 PBE %%, Jn% g PBEwithMDS5 Fil DES 2420 Al ] . BRI
T, Identity Manager ANELE I INES VL, (HIL N 2R PKCS#5 Frif, V8% JCE 2
PEFSEIL (1 H Sun AT IBM SR AL SEELD) rpfi it 1 iz bRt

KA LS HRE [ HAUR S FHEEINERIG?

aEo WIARMRSS 4% %P1 E PBE I, WIAES I Z AT, R HTER N o P IX 2e s PRt T
fRE AP o IXALAFEATTAT DT T A iR 55 4% PBE % 910 R 5 4 3 A il 2K
SOtk 55 o o G SRR BROA B DI IR 55 A 3 DA T I, WUAE S HH 2 AN i 23R4T
(EREE NP (35

Res S ARG asIm, WERIZRSS s lic & o0 PBE &8, WPRHiRaxses . SRs,
RAZ M55l E ol PBE B pIINE,  UAHFH A I 5543 (K] PBE % P E08T N 1K L2 % 9] o

18 %1 AR 55 82 70 W 55 2z (8] B MR LE BHR 3 1T hn %z ?
TENRSS SRR K TR IE BT AT B (AT 0 8 el B A IR 55 45 - I G 23 17 Bt
HUAE IR AR 168 {7 B EHHEAT triple-DES %

B XM KX AR e B R B 5

TR A R &1, AT AT ORI OGRS A7ty 20 RFORG (0 L o) L 25 2
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152 Identity Manager [ 5 e 010 SR, HJ44 18 T #0042 e B (0 B HL 168
{3 triple-DES £ 8. S 1K I T 0125 5 AL 6 TR 5 38 0 0 62 2%
AT M. A TR RS 28/ R, B 2 T S 160,

I X E RS B K ?
SRR S A B 985 TE IR 554 R I K2 1) 2 A MR AT A,y VA
{1 0 55 5 8 0 S A6 AR T 8843 1K S L L T 0 2 i A AT

TERIUGYE T8, e 25 2 2 25 100 W9 DGR Aff o W9 O SZREIE S 19 DG AT DL LA A =
A

o BRI - IS5 4 2 194 5C (00 46 -0 TP 4 38 D il 55 2 AR FROER A 168 A
triple-DES Z BN

o ZAR - A AL R G B ERIBENL 168 {7 triple-DES M G HH,
FAE A WIUEAR T WIS ) — 50 0 £E IR 25 5 A0 9 G 2 [l AT IS « M DG 5 3L
AN EE B —FEAE A TR 28 RGUE BT, FEAEAETE W O A A e

2R G5 AR 2 AN IR ORI, IR 55 7 A I S B o e DA s 4
FALBIM G SRJE S PSR 2l DR, IR L W SR AT Hii 78 Jn 210
W, AT N I AR R SRR MR 55 & o W SRR 55 4 vl LSy i
a2 TR AN 0 S A B, AR 55 s e 2B B 55 - M S o 1 E B, R A
FI WA OG0k He AT I SR Je B HAR B oG ORI J5 W SR A 2 138 1)
IR Y], DAPLAEIR 55 a5 B R OGS il b A o A AR 5% 3 0k D gk s 3
HCHRE R 0 R A B, D) e 55 8 P BROA88 B on  199 5 85 B DR L A ik 1 Y
Ko PR FH FEER I EE B mp 2 13 1K) I S 8 AR 2 I O 9, A M S A7
Tl TSR IITE R o SR, AR 55 A 4 A0 P 190 S BT R 55 - 1 O 2 Tl e —
PIHEAT I 4 A B W 5 LAAEAE R 55 4% 21 4 G2 1 P

ZJa s PSSR AR s TN 1 il s B R ik 55 %ok . Ja s, M
RAFRAEMR T B WIRAT, WA WY, AR Y], - H
WISGAETE MR T BEE T8, WM SR AN SE VA BRI S P L 2 il IR P
1EZEE N R B R R 5% s AT 37 21 9 G (1 45

RATIEHRMXESR (BTMENEERS[BIMKERAEH) B2
Identity Manager $#2it T 4 4 "Manage Server Encryption" [f{1:55, & SLVFRALIK
A B AT 2 IR P BIAE ST, BUERAERGHT Y T MORE PR Z
BT RSB AT MG R T s il @ i O TR E AR 55 45 A1
RZNEEFIPTAABNEO Yo R BN P18 PBE 3 HH00 8 A2 1) 14 5%
WA, BARRGR T RSN E T pbeEncrypt JE PEIE -
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RS AR, MXBIT AR A FREMKZEA?
CEMRSS 28 L, IR IR B ) REAE IR ZERGE 5 B o 2EMIK b, e
IR b A MO M

BHERIPFMKEA?

DR W O3 P 0 77 30 PR IR 55 S DA ) o 2 SRR Ik 55 4 BC 0 A PBE N
WU 04 G854 ] PBE A e #8 BHAEAT I o W SRAZAE TN, False, WIPRHEHIERIN#
PonsE . ARHEZAEE, ESIATHARE “ERRYIRG A E YT 7 1

AT LIS H W R AR £ FE SN AG ?

A LU, "Manage Server Encryption" {E55 5t MG H B, AR T IR 95 s 3 0 —
Fo AREZELR, WS WATTARE L “ AT LS IR 558 2% P LL 2 e A7 i A1 4h
AR 7 AT,

ANy $H B AR 55 2R AR K& HH 7

I MRS58 2R G A S0 v I e I 55 e 0 ) S 25 A gl vl AR B8 AT i, LT
FEAS I3 DN 85 e 5% 2 s sl AT A SCAR IS B ) AN S AZ N Bk 122 B« it
1T "Manage Server Encryption" 1155, W] LA ] 24 Fir i 55 4% 2 B 08T 0 & B 45 1 55
S B, JERE T O B B I S )28 LA D £ M 3k A A TH 2% 9 2 i AN 1548
IH#% .

EIEARSS SN

Identity Manager filt 55 as D11 Lh € Se VFS G BT (1) 3DES Ik 55 as s & 91, AR5 18
3DES i PKCS#5 I 5l ix Se 3 g AT n, w FEF PR, HAR& “eaiSi
W BREIH P AW LLSTT “EHIRS AN AT GZAT5 T MRS 284545 1L 1l
KUl .
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EWRES R INE

E 10-1 B BIIR 55 A% N AT 55
Manage Server Encryption

Entertask inforrmation, then click Launch to run the task or Cancel to return to the task list.

Task Mame |(Manage Server Encryption
[ Update encryption of server encryption keys

[ Generate new server encryption key and set as current server encryption key

¥ Object Type
[ilgelect ohjacttypes o . L

tore-encryptwith 0 ooy e
current server

encryption key 0 Ve

[il Manage Gateway 0
Keys

[] Expart server encryption keys for backup

[f] Execution Mode (7 fareground (3) background

% Run Tasks, X5 MF1IE F1E S "Manage Server Encryption”, A AT 25 ficl ' LA
‘F’T’%‘/@\:

o RS BEINEE ARG - kPR IR LSS 24l BRI (BDES) N if 2
i ] PKCS#5 Jin 28 K5 I 45 #s s s g b4 T s o SE BRI, F Bon P kb
a5kt ("Default” F "PKCS#5") , ik —4,

o CERFOBSRMEEY, FRER AR RMEES - AT
TR RS B DN PRI 2 I A WU — I R P
BEHTHEA TR LT 25 30 A 2 B - A D B
.

o BB LRSS MBEFEHEFIFRIXZRE - Ml
I 25 A TR N2 1) Identity Manager AT %8R0 Cang s H ) o

o BEPMSREH - WIRIEFZLEI, % GO s DU 9 5% P I

o ERFEPIFFZITEMX
R FH 224 P DAL I B PRI I o WP T AR B — N P 19 G 35 BH I
FIERPTATIM K
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AT, Rk
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M TR E 5 s PI BsAR N S 44

i DR AL ] PKCS#5 TN 75120 HAE 8 A M58 08T O I 55 45
Y, WRGE NIRRT, T H, BRSPS
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o PUTEIR - RS G BUNEDD IERIEN AT RS R kSl
B S P EF I NIRRT R, AT IR S S H e, [
BRIFAE G B IBAT ATESS .

£ Identity Manager & Bl 5%, nJ DL 75 42 25 I A 22 4% i 18 i DA At il — 2D 9
D2 ORI RN ) 2 4 UG

o
S B
¥ :
WA H] https (12242 Web JIli554% V) i) Identity Manager.

HE ERIA Identity Manager & B Gk /" CEFELOUNIBCE %) A% . 2E0E—20
DRAIX LR 122 4x, W E A

o [ "Configurator” Mk (I 1) o

o CRRE I DI RIBCRESR BRI AR AT B AR IR DT AT A OB LA, I Il B
LA J= 4 K PR B B BURE

e % Identity Manager & 5 {5 B MBI 5.
o M IFIIRE, LARER Identity Manager N T RIT5 80 o
o ZufH Identity Manager H 3% ¥ SCAF AL PR

i

* &

Sun Java System Identity Manager 7.1 ¢ Identity Manager &%



o EE ST AR AR A A S AR 7
o JFRUERERL, DUHER I 72 I S SN 68 Tdentity Manager R .

{5 RS
o EWIEH BN Identity Manager & B Gk ) CEFRE S FITCE SR AO# D .
o WURMETRAMEH RS, 1VER Identity Manager.

o WHEBTfif Identity Manager 23 1 IR BR U IN N [R] Bt o 23136 I B W] BEAN [+,
DRI Ay ) AR BEAN 65 5 I HT R P BRI I L

WURTE I N I IR 55 2 A2 Serviet 2.2 ARG 4%, W Identity Manager 22363t RE 2
W http 23 T N BCE 9 BRIME 30 4B T8I g 48 8 P wT LUSE SOl (R, ORI
EHERESRTE DN, Dmzart. AEIGILERCE ST 30 4080,

L o TR I AR

1. %% web.xml SCAF, AL T
I 55 4% B s 1) idm/wEB-INF - H 5.

2. HHCNARSAT I ECTE

<gession-config>
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11-1 Auto Policy Wizard: i A\#FR 5 ik 57 5
Audit Policy Wizard
Enter the name and description far this new audit paolicy.

Palicy Mame

Description
[il Restrict target resources [
[Z] Allowe violation re-scans

* indicates & required field

P I ARG S LR 745 GRS . . (AIED . | (FiET

FEoo [ CEFS) ] CAfES) ., GE9) .« (B9, $ (K
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11-2 Audit Policy Wizard: &¢I b7 55

Audit Policy Wizard

Wiould you like to create a new rule by using the rule wizard, or by using an existing rule?

Select Rule Type % Rule VWizard ¢ Existing Rule

MM Cancel |
yrize SRS EIW

HEPERNE TS, 345 ¥ iy Existing Rule R B A7 LI A0 5% 708 Sms e AR5,
Next A F L £ AT BT il FUBLA VT S A o
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BRI TR TR A 25 2 A B
WRPETTEE, iy AND 2 OR ZRELASAIAIN o ZEMERRIN, IR EF AR5

Remove.

AHE A7 A IR R IE X IVEAS A true I, A R AESIE . (/] AND/OR iz
ST 53 2 ), BIAE T A 0 8 U 25 R VAl 8 true, SRS AT BE VP AL 4 true.
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Audit Policy Wizard
Select the remediation warkflow that will be executed ifthere is a policy violation.

Remediation Workflow | Select. v
[il Remediation User Form Rule | - Default— +

Specity Remediators? [

iE 1555 NI XML 4 2% 5% Identity Manager 4 i J %% 37 5% (IDE)
GBI R TAERBIME R, B2 326 vt B “ Calik) B TAERSA
Identity Manager” .
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Audit Policy Wizard

Select administrators and timeouts for remediators whowill be notified for each policy violation. Ifthe timeout
occurg, then the violation will be escalated to the next level of remediators, heginning with Level 1.

Level 1 Remediators

iRemovei| Escalation timeout 0 Days %

(eae ] ]

JE £ A 7 10) Ik SR A RYLH 4R
(ERTZBRAE (I 11-5 i) AT AR Rk e (R 4140
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B 115 Audit Policy Wizard: 4}FCZ1 2 rl 402 bE 55
Audit Policy Wizard

Selectthe arganizations that will have visibility to this audit policy.

Qrganizations: Available To:
Top:Auditor Top
Top:neworg i

Top:test
[il organizations

*indicates a required field

Elackl Finishl Cancel |

AN, P SR QI BT S IR PR A PENE” 0. DUELLSR o
BT A A SR

152 F 00 1) S 61) S22 S AR

T RGP I U SR 1R S R R R S B TRA R, AR LR & IR
T EAm A B

174 FIH 2 FT AT

A DL i 42 - SR B KU o A8 FH 0 T ] g AR SCAS, R 24 Tdentity Manager
BIRFUI , X EEHARNE SO 2 WoRTEIZ I A PR 55 o TN (TG 2 1 HL RE Hid
FUN A . A B 7R 7E Identity Manager 1) "Review Policy Violations" 7141,

11-6 Audit Policy Wizard: % AN HEI I8 57 5
Audit Policy Wizard

Enter a name, camment and a description far this new rule.

Rule Mame |Accounting Review: Rule1 i

Description |

Comment |

*indicates a required field

Back |M Cancel |
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B, A — &R, F LU E Oracle ERP responsibilityKey J& P {E [ i 4
Payable User fll Receivable User [JH] )", WIH{E "Description" B i A LA T 3C
A B R B AT SR P A NOBGR A P ER ST R

fiH] "Comments" “7 Bed A7 SR A AT A TEAB A5 L
EFEAI 5] A9 %R
88T FH 0HG 1T T DG 0 DU 5 | P R R0 o A R ) A 0 200 B T B B ) AN IR
PEo BATRUE R I AT SRl Won e ik I e b o el th, 1 $E Oracle ERP.
B 11-7 LTS 1] EREBEUR B 4

Audit Policy Wizard

Selectthe resource that will be referenced by this rule.
The audit palicy wizard will then use the resources attributes to create attribute conditions.

Resource I Oracle ERP 'l

MM Cancel |
i SCREREAN P R IE RO A M K 24 O J@bE. AT Ry

EBMENGEE, WS W “Identity Manager FJFZHHE

i Next 2 T 1T,

BYER I Ferd =0

88 FH S B A AN HT R I R R B e s 9 G s — 2RI, AE R,
Oracle ERP responsibilityKey J& 1 {E A~ f& [F] i} & Payable User #l Receivable
User JETEfE.

1. WA EPES IR IS 7 e St PR EHO N T F AR

2. MFIRPIEFEZELM. AMFMHOURE = (FT) . 1= (AETO . < UMD,
<= UNTEETH . > CRT) L >= CRTET) | istrue. isnull. isnotnull,
is empty i contains. £ bR, R LLAE AT RE R SR PS8R k£

contains.

3. AL ME. B, WRHIAN Payable user, NHEE T responsibilityKey
JEMAE M Payable user [ Oracle ERP [ /7

4. (u]iE) Fili AND 5l OR IEFAFIRIN ) —ATH Bl ) — ik
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B 11-8 VTSR ) 5 TERERN el = b
Audit Policy Wizard

Using the attributes defined on the resource, create a list of attribute conditions. The rule will return a Boolean value that, if equal TRUE, will cause a policy violation
Conditions can be AND or ORed together using the AND and OR buttons

Select  Operator  Attributes Condition Value
(] |respunsibi|inevs j |cuntains j |Payab|e User
[l |ANDj |resp0nsibi|inevs j |c0ntains j |Rece\vab|e User

anD | oR | Remove |
Back | Nest| cancel

AR R []— AT IR AR G RPN A B, TSRS AR ] TRUE {8, X FHE
P EGREME R

i 3 Identity Manager A SCRFREMIIR 420 WERTEE T2 000, 5K
W& VPG B IR 2 AT AND #i1E, AT OR #:4E. 41 R1 AND
R2 AND R3 & R4 AND R5 (R1 + R2 + R3) | (R4 + R5).

LU A 70 s T 18 CAE e e b B RO RE U ) XML

KERE 111 Fr AU XML 59575441

<Description>Payable User/Receivable User</Description>
<RuleArgument name='resource' value='Oracle ERP'>
<Comments>Resource specified when audit policy was created.</Comments>
<String>Oracle ERP</String>
</RuleArgument>
<and>
<contains>
<ref>accounts [Oracle ERP].responsibilityKeys</ref>
<g>Receivable User</s>
</contains>
<contains>
<ref>accounts [Oracle ERP].responsibilityKeys</ref>
<s>Payables User</s>

</contains>
</and>
<MemberObjectGroups>
<ObjectRef type='ObjectGroup' id='#ID#Top' name='Top'/>
</MemberObjectGroups>
</Rule>

SN P R FIE S, ik e P45, 285 i Remove.
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i Next 4k "Audit Policy Wizard". 4& i By 45 FH ) 5600 257 10 0 sl 78 n 20
AR, DA 0 B 22 R

Y B T SR B
USROS P 5 0 2 A 55 R 4

o IR INEI R

o HIHARGEUE

o ARSI SRS I L2381 K

o S REAME IE GO RIS THER I N [7)
o BECCE SR SCHAME IE ARG

mAE SRS T

iy CHTTFSRNE” LRRGIT KNSR, DUTIE ORISR T SETORE A
S £ AR LU XK

o BRUVRIALINIX 5

o BIEFRERTHE I [ X

o TAFUURIALUR R

E 119 "Edit Audit Policy" J{: 5 LRI X 35k
Edit Audit Policy

Policy Name  AtwaysPass
Description | Always pass

[i] Restrict target 0o
resources

(5] Allow vialation 0o
re-scans

Policy Rules

Select  Operator  Rule Name Description
O AlwaysPass ~ | Always indicates a policy success

75t [Ramve ]

A8 DT PR DX AT L
o GuHSKM A
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o ISR

i ANBEAR I it E g BRI AL . W] LA Identity Manager IDE
o XML %85 9 AN, SR )5 K 3 A 3] Identity Manager 1. 4%
Jei BT B b —hiAS, s e T RS .

Y4B BT R M H i

IR A T BRSO SRR AT SCA, T DL IR T SO A
by

i P B 2 BR A B A R YR A VR IE A B T 0

M T 1 O 19 [ A T

DY S R U s ey W B v S P AR R iy 1]

/2] 56 1 5 0 A
ot Add BN AHT T BL AT % T BOE LA N U .

B F BT HIHTY
£ "Rule Name" 51|, MIEIRH L H B FEILAL I o

1B IE & X 15
B 11-10 R 17 “ABIEE " XK E5, WIAEH A O SRS 2 BEgon 1. 20 2 Mgk
W 3 EIEH.

E 11-10 "Edit Audit Policy" Wi: 4yEEIEH

Escalation timeout |0 Days -

(add ][]

A8 HY DI DR B
o SRS R B B I
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o HELETTE N N )

MR 7 B IS IE &
LA AR ID R s in, LA A s AN GO B IR . EE R AL
ID, .. (EE) . LARDEE-MEIEH.

ZMBRIE IR, WEAESIRT LA ID, AR5 ik .

VAT EBRT T E]
TEPERINAL, SREHAFE . BOAN BT AR BCE AT N A .

s U R E N B R GO B IE 1€ T 3RTHIEINAE, TSR THE N K
FIR IR AR H -

fE IE TAERANE LA X
Pl 1111 G T 5 U SR H A I T AR AL X

B 11-11 "Edit Audit Policy" 7. & F TAEGALIZ
Remediation o
P~ Standard Remediation |+
[i] Remediation User o7
Form Rule
Qrganizations: Available To:
Top:Austin ~ Taop

Top:Austin:Development

Top:Austin:Development Test
mOrganizations Top:AustinFinance

Top:Austin:Operations

Top:Austin:Sales

Top:Austin:Suppoart

Top:End User W

A8 DT AT B

o BRSFE AR SRS I LN R Bl (48 1IE ARG
o EFEIEM R BN

o AT ] BT 411
FHNIEIETE

T P RO SRS ) AR, RIS 3R rp a4 H AR BOATE DL, ANl i
TSR 3 lE AR -
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i DR SRR ) T S BE AR, PR AN AR B IR 2 BB

FEFN R IEFE IE TAER, )5 Hid Save.
EFENEIE ST 2 XY
AT LAE R AR, DAV SR A8 T R P I P P PR P R

Z BB R ZA LR A 1
TR HE T A e SRS I A SN, AR5 i Save.

ISR A%

Identity Manager &1t T LUR /- 5l Crl AN “ 3 TF SR 7 B3 b U i) IX LE 5 D
e IDM ffi o LL B SR

o IDM ik j BRI

IDM fa & LLER SR AR

U7 A9 SR SO VE R Y B 24 10 U7 ) AR 5 Tdentity Manager £ {4974 & B U5 ] AL
BRAEAT FLBE o ISR R DR o FH P B0 A (g € IO T A B s 1

BEAEMTE DL F RSB 452 I
o B R T T

o FPIOVRR M 5 T I VR R

IDM i 2 RAR KB

e 1 T AT AT B 45 %5 P AT — A 5

U SR oy Bo g HY P I E R W 5 L RE L e, iz MY AEAE — SR B Bk ™
YU SR g 2 R

A B B i SR
M Identity Manager "I oF SN IR, 5] I3 I3 B 7 5 | FH sk SR ki f

14 il "Manage Policies” 175 SIE I, W S "Compliance” X 5k HEm o
IR VTSR, AR SRS AL I PR SR A4 B, RS bR
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BT RIEEE RS
MO M S SR S T )7

XA
SEFGOII, AR AR A I L R R T

<block trace='true'>
<and>
<contains>
<ref>accounts [AD] .firstname</ref>
<g>Sam</s>
</contains>
<contains>
<ref>accounts [AD] .lastname</ref>
<s>Smith</s>
</contains>
</and>
</block>

o] #R

B ICVAF 1dentity Manager St1f & 231 TAER
FRRTTZE
THRAIALL T 0

o OLAE TAEFRTRINT subtype='SUBTYPE REMEDIATION WORKFLOW' J&{k .
#£. Identity Manager & # 63 1] i & A SIS L7288 10 AR -

o &4 authType AuditorAdminTask [FIALfE.
o RERTLLER TARRPTERI AL

=] i

TR FHU, AELE S 1] S B R B3 S
BRAE

A LA S5

o FLFNEE T subtype='SUBTYPE AUDIT POLICY RULE' HY
subtype="'SUBTYPE_AUDIT POLICY SOD_RULE' [-Z&7H,

e % HA authType AuditPolicyRule MJALfE.
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i 3 FEABIER I, K dR 200 B Beas 12 M i i vk s (B, 3l
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BT RER I AR &

AT T AR SRR B, UL AT S B o fl ) 2D 3R
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FAFE T DL RN P R R BB AT E o RS . AT Re a4 S sl 2L
BHERGKETEEEM, sPIT RIS sl 200 5Ems . A] LU S ik P X
)5 s .

E BOEFTELN “ g5 341557 IR v R Bl sl 5 o T S 4 4

31N "Accounts” [X 36t S S B AL 4R s, i
1. IEFERS.
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a. EFEARSAMT, RIEN CHERIET IR .
b. EFENEEANLL, 25 M "Organization Actions” HEIF1 K H11%EFE Scan.

¥ B~ "Launch Task” XJ3GHE. & 11-3 25 vF 5ms H 7 FH4 1 "Launch Task" 71
FENIR

B 11-12 SR BIAT S50 T A

Launch Task

Enter task infarmation, then click Launch to run the task or Cancel to return to the task list.
[il Report Title |Scan of [Configuratar] #

[l Report Surnrmary
Selected Users  Configurator

Available Audit Policies
AlwaysFailone ~
AlwaysFailTwo
AlwaysPass

[i] Audit Policies ConsistentGroups =
CostPolicy
ldi Account Accumulation
ldM Rale Comparisan ==
FurchaseOrderPalicy

Current Audit Policies

v

[il Folicy Mode | Apply selected policies only if a user does not already have assigments  w

[i1Da not create
vinlations o

[i] Execute
Remediation []
Workflow?
[Z]vialation Limit [1000
[l Email Report [

[i] override default 0
FDF options

f£ "Report Title" FEf yHftifiebnill. M7 BOV LT B, BB AT LI
"Report Summary" 7B i € fillid .

IR A BHEAT I F SR . IR DR E A SR

HEH¥ Policy Mode. IXHGE T 145 IR HEME 15 73 MU (1 HI P 1A .5 2o 70 i
A EOR BT R A2 TR I

340  Sun Java System Identity Manager 7.1 ¢ Identity Manager &7



6.

10.
11.

SRR AR

CAIEE) EPEANQIBEERIE . o HIBEIEIS , K0S i v S AT PP R 35 1
M, EASQIRESCEREE S, ASPATEIE TR, HiE, b e
(KA 25Kt s % QU R, SRR U o VT SO I, e TR A A

% Execute Remediation Workflow? LLizfT e 5 11 Smg -p 2l (K16 1E TAF
W UNFRH T RME A E B E TAER, BABITATAME IE TAER .

G AR PR A,  DLVCE A b e A R B O PR A SRR il
AR, TS AT AU S O o SR A A I W e T E R B
RIS o A E AR A BEEAT AT BRI -

1% Email Report LA E ik 5 R A . %8t AT Identity Manager Fffin—4
Wi CSV GESPRRED KAt 3t

D SR A5 BA PDF 2550, S HIB 25 BRA PDF BI040 .
i Launch JFURHH
LAF MRS SR, A "Auditor Reports'.

{£ A Auditor IR

Identity Manager &4t T ¥F % Auditor . FRANH T XL .

£ 11-2 Auditor 5 iR

Auditor #§ &35!

i

HEIEEEE

HEERIERER

HEERHE

HiEIEHE A FEE

B SRR E

BRI A EEAHENA A ANESRHNERSDS . BTASMSNEE
8RR FE BB S R R A RIS, B EIRAR A E SR T
TAL. MR A R A AR S E FHE R P 2 AR BB R/ 2
284 (LBTESEERIERERER0 « BAANFRIMEEEHE R AR
Yz AMESRHSERES (UREEEETHAEMEL) . BRI
HXHz ANEBBATURERSS (LMEEEHEECERNER PR
THRISTH .
BRGSO TR S AR . IR R P AR BB
BIMBEEG. WP R AR BRI A T8
RRELMEHEENRERS. THATIIH SN FNEEMEHN
AR SRR LR GE R E S RS .

HEENARUR AR A AMERS. EURRERNS (BAER
BEHERHAR) HERES (AAESMABERAAESTMRNAL) .
SXEAE MFEABUESHRARASARAS GUIRERMmE M. ik
EERARA.

RS A T T E I RN LTS, SEE RN, BEEMTER.
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*x 112 Auditor {2 ik

Auditor & E iR

HiTHEM ZIRER AR R EENZRKABETEMHEITLR.
ZIREAJEEZSNEEHRNAEITEEMNETEE. E5ETERATBOBHEEZR
#iE, mIXLEiRaYE MR M WorkflowServices SifRiE A AT EHITHIERBIEIEE

BT REGEMN £ EIRENBEANCENEN RN EERMEEMEFRE . ATLURRRG ISR
iz, FHAEX. B. AEME#ITOHE.

A AiFE ETBERFAMEIHIEMARE.

HEEMA L

FRERT L
E5x15

Tﬁmﬁ@hﬂ@LMﬁAmﬁM%ELﬁ&LﬂMEﬁME ATRURAB LR EIZ
» FATLURR. B ASEME#THAE.

IR EMETEE R EIZMENERMAEEESERMERILE.

BRHRRPLHMIESRDIEN. FHAET Web BR TR, E0T LIS B H5E
ERipRIEMER.

FTLURALTIRIZIM S, FAIRK. B, ASEME#ITHEA.
RRHATAEAEREEN . ATRURIEIESR . FiR. M0, APPSO IEZIRE .

A[i@ S Identity Manager St 111 "Report” &I | 71 7 JX £642 45

#1132 Auditor 3R &

Faafrlaty, UG AR R . AT DU IR i 58 2 P A, B dm R E e
PR SR . QI ORI IR S, IR “IeATIRE T SO A A IR
AR o

Kl 11-13 o T HA CE X Auditor 75 5117 ¥ "Run Reports" TUR 4l
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Run Reports

SRR AR

"Run Reports" Ui

Selecta report type {dentity Manager or Auditar) from the list of options to display svailable repois. To create or run & report, select a report type from the New... list of options. To edita saw
to run a saved report. To sort the list of reports, click a column title.

HepunTypelAuditUrHepuns j | Mewy... j

" | RunReport Download CSVReport | Download PDF Report | 4 Report Name Report Type Summary

O ﬂl Download | Download | All Arcess Review Summary Access Review Surmary Report | Lists surrmary of all Access Review
(] ﬂl Download I Download I All Audit Policies Audit Policy Summary Repart All Audit Policies

- ﬂl Download | Download | All Compliance Violations Winlation Summary Report All Compliance Yiolations

- ﬂl Download | Download | All Beparation of Duties Violations Separation of Duties Report Lists all Separation of Duties Cormpl
r ﬂl Downhload | Download | Default AuditPalicy Violation History | AuditPolicy Violation History Default AuditPalicy Violation History
- ﬂl Downhload | Download | Default Organization Violation History | Organization Yiolation History Default Organization Violation Histor
- Run Download | Download | Defaull Resource Yiolation History Resource Violation History Default Resource Violation History
Report Tyne | Auditor Reports | [ ew.. =] _Detete |

LA Auditor 75, THRATEL R AR
1. MEREAF P IEFE Reports.

2. EPFEEHIERE IR R,

3. (ERE TR L Pk MR .

R lrm 8 AR U S R UAE 1) 5 BONUAT R DRSS SR I e A7 R AR E
Rt FAFRIE B, 1§20 Identity Manager ).

B ANJFIEFE TS AR, ST RARAT B # A

o IBATRE MRS - BT ITUHIZ 1Tk 5 . Identity Manager ANRAFAR TS
CIn R LTk s R s 460 (R gl T IR .

o AR - RARAERA Y . (RAEAS SR 57T AL "Run Reports” 7T (4t
EIR) BT

M "Run Reports" 54T 5, T LB "View Reports” i 10K 37 B #5 7 8RS
Jr A A .

o ARMPBIREIELR, THSIE 204 U LR RS .
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BIEMEEAIZ EFNE R
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Identity Manager & 1IE MR T % :

s XTEIE

o BIEH TR
o MIHMEIEN

o ARNMIEM

o LRSI

o BIESKMGIEM

o HRABIEUTR

XTFEIE
Identity Manager fERT B ARAR YL CREEMER)D B T SEMGENR MR RN, K60

—AMBIETR, ZIERUATH B RS (FRERIH . SRVFPAS R w0 51 7 S B
AT b HE

EIEEHRA

Identity Manager foVF#55E X = ME L& 3T G0 . B IR K S8 RIX R 40 1
BIEH . WERAEE N Z BT 200 1 815 B B 1R R AT #:1E, W Identity
Manager 245G TH 900 2 B 154, FF TR K NN a) B, W Rg0y) 2 2 1E
BRI ZBTARMAN, WS R AR T 2 90 3 B IR .

LHATBIE, LD AR ANIRE —MEIEH . NREANGOITRE LU ERELE
BOEIER, (HEREBUE. ZAMEIEE T B R AR AR IR s 1k
EIEZ £ 141575

XELIOIFERE I H] T authType RemediationworkItem ) TAETIH .

o BIELAEIHANAT

o BIETARIH AT IR A R B 5

o PEHMEIE TARIUH 1A & P s 2 B O

NN RV A AT A=A (ORISR
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S5 AN = A A A8 e LR B T R

e controlOrg - HHE N "true” 5 "false".

e subordinate - {7} "true" =X "false".

e lastLevel - BHEFEL R G —A FIEYU); -1 KR 40). lastLevel (¥
FERAEBRNA -1, RN EEZSE N E.
Al PAR 5 S N S pX £ 3 T -

UserForm: Remediation List

1EIE TEATETE

Identity Manager $&4it T RS IE AR, A4 i v SR S Ffe (A2 1 E AR B
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Xt B EERIEHITHFE
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o HBHR - BRI SR I A B

o CRE - AHURIYICRE: EERS). IEEZILE. C&IE IEEIITHE
G SRR SERRIEN s C e ik

o UEBAFE - M lC N KSR IEW] 1) Identity Manager ] )7

o 3 E I - I SRATHEATIN A A R I ) 3

o KCEHM - WEWIACMISCAR S M H Y RO

o HAR - BRI TP R TR

o EER - CHRKT R B 5

o BRUE - HI A FOMK  HL AR Az ] ABUR SO R UK
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AR B EFFNIERR

B 11-17

P BRI AR %

View User Entitlement

Login

Name

Email
Manager
Status
Organization

Resource
Accounts

Compliance

Violations

Attested By

ok |

chluster

Chris Luster

chluster@acme.com

waquark
REJECTED
Top:One

AD
Lighthouse

Policy

Rule

State

Created

AlwaysFailone

AlwaysFail

Recurring

09/27/06 15:20:48 CDT

Attestor

Status

Time

Comments

Configurator

rejected

Wednesday, September 27, 2006 5:46:33 PM CDT

zing

o VIHMAEFRWEMRE - IRk (SR 362 U BN BB AR it
W, JFFER 11-16 BN K San AT SO LB AU IRl F 48 R LR 40 245 U

o BEAW - VIR R AR
o WREF - HBEE R R

o APV BAE T ORI
o BRIV - I BB SO B
o CHEME - CHEMERBUR SCIE R
o D4 - IR IBORISC IR IC R
o HH - VI T RIS BN S R
o EHGH - CHUH BRSO x5

XL 15 ) 1] )\ "Run Reports” U1 LA # 4l SR 4% X (PDF) 82 5

E i
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170, UNRESH 344 UL RS UE IERZEMR” b ETEIE IEAL 55 R B
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XFihEIEEREE

UEBF UG SRAE TE ] P AR SR I, “ARUEUER]” TAERRH GBI MEIET R, 1K
WAHMEIESE  CATLAVPAE AT NAZ BT SR INSRE R BEATAREE

HBEBIE I, TACVEGE AR 8. WA Z0AE In) A ek 2 Jim R A BEARSE.
ViR AR B, “UTR AR HBCR R ER 5% AR ORI IR S A IE

BIEZEREF

Vi BB IR R R BER T R WIRE IE

B IE TAEFTEt?E
RS B “BRETEN TR X
USRI PP BRSO R, BRIEUEW ™ AT DL B

o EBIEER (RIS accessReviewRemediation) , AR EAS I
FIBORI ST A AR R

o AESRIVEIEH SO T IR

e, BE I v kB P (i Identity Manager BB 90%8) , R)5
FETAETH IS B ER G K Hbrid o CAB IE o BRI, B0t FH P BRI ST B3 1 3 R
FHVEA

& 1F N oz
AN OL T, U EE B IEETRAL T =/ N 3L T .

o BIE - BIEFE CANE R R EHRAT T L5
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N EEY], WU R B AR “UER]” AR H 23R FRCR B2 L
AICAE

B LT SRERAT B VEANE SR S AE S R BORISCAR I« P sl XA
R - BB RIS RIS B s oA N

e RARAE B VEANE B BoRAE 2T T P BRI sl X
GO P - B IR P ER G R S B IE )

SCHEIEF BB SON FIBRIN 4 2 BoR it it . S o bR s, &
IEFRHEN “ABIERINT DT, DA T I e s S iy

AR F P BRI SO HEAT BP0 PP AL o 2 SR P BUR SO PR B b
N EAEY], W AE R B R AR “UEN]” ARSI H 312 F R B R
LI

i AR VEAR AT SR AE 2 T BURIST AR (< s X3 s B LT SR 3 A

& “42IE” o1

STV R EEBIE T/EIE, “RB” 5% ER7%5 UE (user entitlement,
BRI

A FHIF R EFRIZERE

Vi SR AB IEA SR RIS E SR S Ak T e -

ShEIHESS%

R 11-3 $it T HE AT S 0 B RS I 22 . K WoR T I ARBREIAT 55 I8 Y
31K % Identity Manager AR &, JF Rs AT AR S5 I ] LIS FH i AL B B
Tk ClngeI D .
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% 11-3 B H IS 5%

SMEIHESSE

EHITHHRIE:

®E.

3. RESUMPRE IR
AEITRBEXEEEF S EREETER
=LA AP SERRITE I

X o B 15 MUE IE 8 K #4752
ERRRRIEM

EEEBIERKIIEMN

IR RS

RSB AT

WEEHRMEITES

RIBETE R H TN

W E TR AN A B B F R AEAR

SNEESCH/MM (a0 XML 480 RI R 8D

EXif e EFHE

EBITREEE

ZibipREE

AEREEE

WERRMERRER

BRARIEERE

B EERRE

PATIERRH RIT (EFHMIERR A P RHITE)

EEESXRE

Compliance i£1ii£, Manage Policies Fi£Ii+
Compliance &I, Manage Policies 7T

Accounts I, M "User Actions" 5 "Organization Actions"
HFPiEHE Scan

Work Items i£I1+, Remediations Ti£Ii&
Work Items i£I1+, Remediations Fi£Ii&
Work Items i£Ii+, Remediations i+
Reports £+, Run Report 7L+
®I+, Audit FET+F
Configure i£Ii+, Audit FiEF

Security i1, Capabilities Fi£Ii+

Configure

Configure %51, Email Templates 7%+
Configure J£If1£, Import Exchange File Fi£I+
Compliance i£5ii£, Manage Scans Fi£liF
Compliance i£1ii£, Access Reviews T+
Compliance i£I1£, Access Reviews Fitli+
Server Tasks i£I1£, Manage Schedule Fi£Ii+
Compliance i£1ii£, Manage Access Scans Ti£Ii+
Compliance i£I1£, Access Reviews Fitli+
Compliance i£I1£, Manage Access Scans FiEIF

Work Items i£II£, My Work ltems i£If+, Attestation 7
jriaAlile S

Reports #£L1+, Run Report Fi£Li+
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Identity Manager i v H (KA I0 R 3RAEN DL 3RAEPA SRR ) LR 3R A1 1Y)
Identity Manager %[ % .

A A SRR AL R . BRI OLT . Identity Manager {81 R 4845 5%
FATEAG U P RAERGR DR BT, Ry n] e VEE B Sk e e 2R
PRI ERBEATIC R . B REANRATER 2 B iR 28 I — A s A i 4l

i ARBEPAE B OEMAE R, WS RE 115 S0,

|dentity Manager Xt BFLETR H # 1T 1+°

KZHBINH ULl T 4 &6 1dentity Manager 4TI, (HJ2, AL 0 1M
TAEREL Java AR A Bl i

BN Identity Manager #1457 25 Z8F0F BLR PUAS 4 -
o BEEF - OE AR A AL ] LU B v

o MEABERR - EALIEERGH T, BB PR P 2 A il vl sk . ALIRIAL PR
R I 28 7 ) 3 B A LSO R I i 3T

o &if - &k (A checkinObject. createObject. runTask. login F
logout) KFAE S8 AT V1A TG G o 103k o 127 R A R - 0l #1328 240
B A BERE

o TAER - BHATEOLT, DO HEE TAERIA TR AR I8 LA e d Tl sk o 2 dib vk
LRI, X TR A d TSR . Tl SRR
com.waveset.session.WorkflowServices W FI 1% 8 TAEFR D fig.

BIESEH

X Identity Manager Ab3 N FRHH 1, (HAERELEIGHLT, B R H e AR
Tl T g
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=Y

MNI{E RSPt
i [l com.waveset.session.WorkflowServices N R 0] LLMATA] T ARk RE A4
T E. £ O12-1 N EAH TN RS

*£ 1241 com.waveset.session.WorkflowServices {24

SH -3} ik

op FHE X WorkflowServices #UTHIIRIE. LGB A FIT.

type FHHE EEFTEITANRERZR.

action FHE BRITRENRR.

R FRE EERIERNRESAER.

name FHE RETHREEZWHNROER.

a3 FHE (T FTEAMRAERREMBR.

accountId FRE () EEEYHES D,
R 2R EENKA B

error FHE (T FHHET AR EAALEIRT TS,

reason FRFEE &Z{ﬁ) ReasonDenied Xt & BJZAFR, 1t 2 FR1SF BR 5T 2118 14 — A% 4 B [ E] A (=] B

JEME LSt CE# Bk EIEm B & RN {E RRRET .

ZH o) (F# BRERHFENSEHHEXRMNEIRBE.

el List WEZEHMARLIE ID TR EATHEITAFRMNALEERE. MRAE
7, NSRRI FH SRR B R BN AR RATLEAR . IR T RMRITALR, MG S
BT “TR” CHAHBREHHTRSRID .

originalAttributes o) CH#) BBMHEMMS . BRNSBEESHPIIHMBTRETE. EHREE

EH I RERREFNEAERNE.

ARG BAERRS A IRINFE, WS KR 12-18.

]l

AAS7RB] 12-1 BEBH T 18] 51 TAE G 3. e ion T HA AR, ZFH R d s h
ResourceAdministrator Y AT 44 N ADSIResourcel HH IR FRIES):
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RS

KEgxHl 1241 i B AR 50

<Activity name='createEvent'>
<Action class='com.waveset.session.WorkflowServices'>
<Argument name='op' value='audit'/>
<Argument name='type' value='Resource'/>
<Argument name='action' value='Delete'/>
<Argument name='status' value='Success'/>
<Argument name='subject' value='ResourceAdministrator'/>
<Argument name='name' value='ADSIResourcel'/>
</Action>
<Transition to='end'/>

</Activity>

ARG 12-2 SR T R 8 S PEAS I B AR, % AR SR B ER R4S
FERCAERE RS TR AL SO0 N F R SE 5. A, SRS IR 3840 A 3 SR AN 1)

ManualActions

ACTUAL_APPROVER /& M4l S B HATHEME R A B, 7ER AR TAEWR P Can B N Hib e
RAEHE) WE . APPROVER 5 #rIH4HC T APPROVER A 5.

REgzfHl 12-2 FEEAEERE R B R LS s 1k

<Action name='Audit the Approval'
application='com.waveset.session.WorkflowServices'>

<Argument name='op' value='audit'/>
<Argument name='type' value='User'/>
<Argument name='name' value='$ (CUSTOM DESCRIPTION) '/>
<Argument name='action' value='approve'/>
<Argument name='accountId' value='$ (accountId)'/>
<Argument name='status' value='success'/>
<Argument name='resource' value='$ (RESOURCE_IF APPLICABLE)'/>
<Argument name='loginApplication' value='$ (loginApplication)'/>
<Argument name='attributes'>
<map>
<g>fullname</s><ref>user.accounts [Lighthouse] .fullname</ref>

<s>jobTitle</s><ref>user.accounts [Lighthouse] .jobTitle</ref>
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REgzfHl 12-2 e RERE R S i) LS s

<Action name='Audit the Approval'
application='com.waveset.session.WorkflowServices'>

<g>location</s><ref>user.accounts [Lighthouse] .location</ref>
<g>team</s><ref>user.waveset.organization</ref>
<s>agency</s><ref>user.accounts [Lighthouse] .agency</ref>
</map>
</Argument>
<Argument name='originalAttributes'>
<map>
<s>fullname</s>
<s>User's previous fullname</s>
<s>jobTitle</s>
<s>User's previous job title</s>
<s>location</s>
<g>User's previous location</s>
<g>team</s>
<s>User's previous team</s>
<s>agency</s>
<s>User's previous agency</s> </map>
</Argument>
<Argument name='attributes'>
<map>
<s>firstname</s>
<g>Joe</g>
<s>lastname</s>
<g>New</s>
</map>
</Argument>
<Argument name='subject'>
< >
<ref>ACTUAL,_APPROVER</ref>
<ref>APPROVER</ref>
</or>
</Argument>
<Argument name='approver' value='$ (APPROVER)'/>

</Action>
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HitAc &

L A B AN R A A A T IIE S A A

U AR B I | AR AR 45 R SO o R 4 o RSB 2 AR 00
BT A mRE AU BRAEOL T, RGE B R AT SR 2 g AT divh 4.

R AT 2R U ORI RE F U H AR, BRAR G AR A g 2 171l
SKEANRGE B RN EAT 4835 A LRATRp € T SCBLIIE T W] LUy 5 T A A
ISR AARE s SO AALRE P PRI T T AR SO R R

{F sample/auditconfig.xml XA & T 8 1Al B
(#ID#Configuration:AuditConfiguration) ¥ % . WEENZEAG MY, %9
JE NN S, R e HA VR JE

¢ filterConfiguration
¢ extendedTypes
¢ extendedActions

e extendedResults

o KAidE

filterConfiguration

filterconfiguration JEMFIH T FAE4l, XL T — ek ANFdidbm o FiaF
4. filterConfiguration JE&PEFRHIH RN SR 12-2 HAIH T E .

*F 122 filterConfiguration J& 't

B Al ik

groupName FHE  BHAEAER

displayName FHE  RTEARFEHEREXEF

enabled FRTER ;‘ig’gﬁEEEFﬁﬁigﬁﬁﬁﬁ\éﬂﬂﬂﬁTJE*ﬁF& e B R X idE X &

enabledEvents List HWiRAB AL EHMBRAMRTIR. AFIHEFUBAERE
ER. JIHMEMNRELAEGUTRELE:

e objectType (FHFE) - 5t objectType v .
e actions (F)FR) - —ANHE MRIEWTIE.
e results (FR) - —AHBNMERMTIR.
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ARG 12-3 BEBI T ERINBEIRAY B AL .

KERf 12-3

BRI B P

HItERE

<List>
<Object>
<Attribute
<Attribute
<Attribute
</Object>
<Object>
<Attribute
<Attribute
<Attribute
</Object>
</List>
</Attribute>
</Object>

value=
<Attribute name='

<Object name='Resource Management'>
<Attribute name='
<Attribute name='displayName'

enabled' value='true'/>

'UI_RESOURCE_MGMT_GROUP_DISPLAYNAME'/>
enabledEvents'>

name='ocbjectType' value='Resource'/>
name='actions' value='ALL'/>
name='results' value='ALL'/>

name='objectType' value='ResourceObject'/>
name='actions' value='ALL'/>
name='results' value='ALL'/>

Identity Manager $2{/t L~ BRIA G4 -

o KR
o HAMEEH
o MEE

e Identity Manager 3% /7144

o CEMEH

o DR

o
o A
o [LLEH

» Identity Manager 2 415 4

e Service Provider Edition

128

Hit BEiER
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itk &

AJ L7E Identity Manager % i 5t [fil (configure/auditeventconfig.jsp) ] "Audit
Events" U1 ACE RN 600 VR RN C B R I BRI A . e A AN S
FRA N8 E 2 4L 1Y) enabledEvents, {H W] DL g {f /] Identity Manager i JORAAT
A

LAUR S e ia H I BOA SRS

e P & 38
R B0 K 4L

% 123 BRAI S R4

i) BIE

ZRM tliE. B, M. B, ZA. EE. HE E6E
Identity Manager Account  #Ii2. 3. M. BE. 2H. EH%

B IEETE
BRI BL T P EAL

F 124 MR AL

%7 HRAE
EE B 1R
W ETHER P 1R
EETHR B 1RAE
BEEE

CNINIEVR VS DN

% 12-5 R T AT G

E i) BRIE

=1 FTE#RIE
UserForm FRBIR1E
Rule B #®RIE
EmailTemplate FRE#R1E
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HItERE

% 125 PR B A G

E il BRIE
LoginConfig EE#R1E
SRR EnE#R1E
XMLDATA SN
=S ERG#R1E

Identity Manager & 3/;E 4
BRUHE B0 TR A 4

* 12-6 Rk Identity Manager %3 /14 R4

E: i) BE

AR BHR. EHE. IFBEHE
EIER EE. EiE. IEBEHE
FREE

CNNIEVRLR VDN

= 127 RN BT o A R A

e it
ZIK P FWEEED
RiREE

BRI OL K A R4

* 12-8 RN A 2 S 2 R A

e BIE

%R B #E
HRTR B #E
HiRzkE FE#1E
ResourceAction FAEIRE
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itk &

* 12-8 RO e 95 1 R AL R A

E: i) BE
B RER FERE
s

NNV R 2

* 129 RN A (A T A A R A

¥A BE

Bt FRBIR1E
LZLEE

BN OLF )8 H e .

£ 12110 BiheswmPF A FE
i1} BME

POE ) FRBR1E
AdminGroup FRBIR1E
EIBR FRBIR1E
= 4A FRBR1E

EJ\U\ 5 /E‘JTJ% AP

F 12-11 asmE g R

3] BIE

£ 55341 FRE#R1E
TaskDefinition FERE
TaskSchedule FRB1R1E
TaskResult FRE#R1E
BE&ES FRE#R1E
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HItERE

Identity Manager Z MY 24
ERNE I T 25 FH 2

% 1212 Identity Manager 2 4115 4 44 R i 4
it BwRIE
ZEIRMK AHLES

Service Provider Edition
RN LT B 3 H b4 .

* 12-13 Service Provider Edition S {2F-2H F1 5544

8 BIE

IDMXUser I, &, MR, BPRAERE. RGN . EFMMIEERE. BE
AR EFIRIERIRE

extendedTypes

Al LU PF N3 com.waveset .object . Type ZS[AFFIHT A . 200k 87 2 Y 43 e e
— BIRUCF R P, BT i e e o BT A B R AL VAN 0 BAS IR A v E R
FLU . Db Z00KE B A % B B R OJC T  E R AR R SR M N I B v AR A
enabledEvents J&@E (UNf5 % enabledEvents JBHERINETIA) &,

ERLeE LT, ] BE L d T A B AT KL com.waveset.object.Type I H, B#H
BB R AR NI 2R,

#iltn, wsuser MEAERGAS BIEEH AL P BT E KGR . SRR A
FAERFRIC R USER 25AY, 12N wsUser X543 PIRPORE ) B A (R K
J I Identity Manager MK /7)o LUIXF 7 2053 F06 G ] LR By H /e v vk H & v A

ek {5 S
W I3 extendedObjects JEMERAS NP e TFRAL . AP X Z LA AA T
KRG H AP

£ 12114 JREXNZEN

S 3] R

name FHFER KA ZTR, TEMEE AuditEvents FHFIEEE T ERAE(E R .
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It E

£ 12114 JREXNZEN

5% i) 3%

displayName FHE RRLBEZMESERKET.

logDbKey FHE EAERPEHEENZHNEERANNFEREEERE. GXRENE, 1§
S0 “HERIEER".

supportedActions List MREBZFRE. AP FAEPREFITEOMIGEALEE. W
RUEH null, MEFFRIERETR AT R BB EHR A HEE.

mapsToType FRB (Ali%) BRETZIEZEAIAY com.waveset.object.Type RIBFR (IRE
A . SR REALNKRRER (MREMAESHLEESE RERIL
B

organizationalMembership List (AT3E) 4A4R ID MEIATIZR, MRULERNEBGESFEEEHMAIER

FLBAFEE, MEXLEEHETIHTIRS.

384

FITA %5 )7 R BB LA # 45 TSk, BABT LS 00T £ P FS o I o B T A2 P B
AR 7R 12-4 B T 9 R ALK Tdentity Manager 1K)

REgzHl 12-4

¥ B A Identity Manager 1k

<List>

</List>
</Attribute>
</Object>

<Object name='LighthouseAccount'>
<Attribute name='displayName' value='LG LIGHTHOUSE_ACCOUNT'/>
<Attribute name='logDbKey' value='LA'/>
<Attribute name='mapsToType' value='User'/>
<Attribute name='supportedActions'>

<String>Disable</String>
<String>Enable</String>
<String>Create</String>
<String>Modify</String>
<String>Delete</String>

<String>Rename</String>

Sun Java System Identity Manager 7.1 ¢ Identity Manager &%




HItERE

extendedActions

BE, FHHEAE S 2] com.waveset . security.Right A% . S IN#HT Right X%
I, DA e ME— X TF1F logDbKey, ‘B AFBTEEE a5 nT R 2o il BB A L
FR AT 20 U1 IR i A E IS 00 o X, m) DUB 4 /B N 21 extendedActions
JEE RN RN R R A

4~ extendedActions X G UHAFER 12-15 HHIH K E Y.

#= 12-15 extendedAction J& 't

B il ik

name FREH BIERBTR, 7EMIE AuditEvents BIFISE4F TR HAEMER
displayName  ZPffER RTREBMIEE BRIETF.

logDbKey FrH  AER PR ER ZE AR F IR

BXRRERE, BER “HERIEER".

FITAT %5 VRS BRI LA # 455 TSk, LABT RS I8 B4 PR FS S I B T A2 FO B
ARR 7] 12-5 BEI T A s H A

KERE 12-5 IR L R A

<Object name='Logout'>

<Attribute name='displayName' value='LG LOGOUT'/>
<Attribute name='logDbKey' value='LO'/>
</Object>

extendedResults

Bl DAY R o v 2R AR R AL, B n] LR InSS B BRI OUR, ARSI s/
e, BT LB R e IS N3] extendedResults J@TE T BN R R L5 HE

H> extendedResults X HUINEFEER 12-16 iR H) g 1
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HBIREER

& 12-16 extendedResults &

{4 3] ik

name FE GRMBIR, FEIRE AuditEvents BURZSEH NS4S ERAEER .
displayName FHE  RTERZMHERERXETF.

logDbKey FrE GEASRTHFHRUESRNEERMREFHREER. §XREN

B, 155 WAL A HIEERRRIER S .

FITAT R € %0 7 O BEAR LA 0-9 Yl FE Py 10 7, DA LA I ) A B I Y B FE R

s .

KA AL RN IUH 2 B SRS RAT A AT LR @

£ 1217 RARES

R i) i::3%

% FHE R HRLNEBR.

displayName FHE  RTARBMOEEERIEE.
fifik FHE AR

filters List SE AR RNEHEITHETR.
formatter FHE XARAKEF (WRE) MAaWR.
options List

EmBEGIR. IEERZHET AHEN: FIRPHEIEY
/3 PublisherOption BIBRE T Ri1ES Il sample/auditconfig.xml
IR1BRAI.

WHREFERT

7 Identity Manager 4 /4 A7 AN 2 T A7 fif o o K -
o waveset.log - 1At K 2 HCRATF LIS K.
o waveset.logattr - fEf# R AT T E 412 ID.
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HIREER

waveset.log

ARAFIH T waveset.log K H MFI A FRA LR . BAIRA ARG Oracle ¥4k /%
S8 SCRAFT, AE AL 78 hm] REMS ST BT AR o A1 R P AT 32 A B3t e O Al A X
E5)%, WS WMz C “ih HEE AR .

G RR P E, CMEILALE I, ATRRE X, S AR«
BRI

* objectType CHAR(2) - £ IEAEREAT F1 V1 AR ST XU 48 o
e action CHAR(2) - &7 CHAT IIHERAE P71 8
e actionStatus CHAR(1) - &/~ CHATEAE 45 R0 A 758

e reason CHAR(2) - JH§ T-75 tH Bk i I i34 ReasonDenied X G X7 4 44 i
B . ReasonDenied /& /ML T E HRAHME, HT—MAOHbE  (lniE
BIBARRAL) .

e actionDateTime VARCHAR(21) - $0AT FIR A (1) HHHA ] . LA GMT I (7]
el

* objectName VARCHAR(128) - #A1 I [a] % H AT HRAE F0 S 44 7K

¢ resourceName VARCHAR(128) - #:AE AN FE A (WREH) «» —
LA B (B2, EVF2ENT, B s kil 2
LE P HAT A 1T I

¢ accountName VARCHAR(255) - XJ HHATHAERMK ) ID  CWREH) ©

e server VARCHAR(128) - 7E H P PATERAE RS 28 (il s/ e A 3l 4
i) .

e message VARCHAR(255) - f-f] 54§V EAH G HOA KA I L, A0 46 08 i e i L
FI R o SCAK AT A A A fi, DRI AS 2 0 [ B gk .

* interface VARCHAR(50) - )\ 44 AT #:4F ) Identity Manager Ftifil - (Ui 2
v H7 IVR 80 SOAP i) .

e acctAttrChanges VARCHAR(4000) - {7 fifi 7 fitl i A0 5 9 1) 80 ik 7 g
Pho 766 B BT E K S B Tdentity Manager MK 77 % 5 30 1) 65 4 R 78 1))
PESE O B VR TR BT S ) B R AR A A PR R A AR e B . e
#4204 NAME=VALUE NAME2=VALUE2. iflid %} %4 FRE(E 4T "contains” SQL i&
Ayl LA ) B

574 12-6 ULBH T acctAttrChanges 41 R :
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HBIREER

R H 12-6 acctAttrchanges 1) ) {H

COMPANY="COMPANY" DEPARTMENT="DEPT" DESCRIPTION="DSMITH
DESCRIPTION" FAX NUMBER="5122222222" HOME ADDRESS="12282
MOCKINGBIRD LANE" HOME CITY="AUSTIN" HOME PHONE="5122495555"
HOME STATE="TX" HOME ZIP="78729" JOB TITLE="DEVELOPER"
MOBILE PHONE="5125551212" WORK PHONE="5126855555"
EMATIL="someone@somecompany . COM" EXPIREPASSWORD="TRUE"
FIRSTNAME="DANIEL" FULLNAME="DANIEL SMITH" LASTNAME="SMITH"

e acctAttrOllabel-acctAttr05label VARCHAR(50) - iX 11/ f} il NAME A8 & f: 2 ]
LU TH AN BYERI S, XL R PERA AR A BB, AN AR R 2 )
KGrh . nf LA maudit?r % E M "Resource Schema Configuration” U1
ES A ==L SO iy IS N R E TRk T

o acctAttr0lvalue-acctAttr05value VARCHAR(128) - FiAN N VALUE #, &%
AT AT HANE PR, XL @ A A SR A, AN AR AE R R S
Bl

* parmOllabel- parmOSlabel VARCHAR(50) - ] T4l B A S S 80 T
H. XL P TP R ID KRl

e parmOlvalue- parmOSvalue VARCHAR(128) - ] T {7 fit 55 - O S 801 T
ANl XL P TP RIS ID (KRl .

e id VARCHAR(50) - i waveset.logattr £ H 5| H I RS (5 B ES A0
K HIME— 1D,

e name VARCHAR(128) - 4= 5143 BL 45 BN X I 42 FK

waveset.logattr

waveset . logattr & TAEb RS FAE R ZUR 0B AK ) ID, X n] DL 21 2P s
T HETER

e id VARCHAR(50) - waveset.log it H] ID.
e attrname VARCHAR(50) - 341444 4 MEMBEROBJECTGROUPS
e attrval VARCHAR(255) - Hi44:J7)& ] MemberObject ZH1#) ID.
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H &SR E5E

RBRIAL By BRI N 5140 LA 1) 18 317 fil A0 28t e v LAY 22 1)

RS HRER

XRER, BRIEFNLER
R 12-18 A 41 LU AL A AE B 12 R0 S L SRR AN 2 2L
% 1218 DUHE AR G/ BRI 4
HREBZIR DbKey | ##{E&#R DbKey | ZR£#k DbKey
Account AN E19y:3 AP RIh S
SEER AD RS BV K F
AdminGroup AG BUGE T CR
Attribute Definition AF [BRif e iz CD
Application AP 5 R T) CcP
EE us ek cT
=1 CN ERE co
S DS s DL
EmailTemplate ET BUEB & DP
Extract ER gz DS
ExtractTask EX [T FF DC
Identity Manager Account LA )=3::] EN
IDMXUser ux Wit LN
LoadConfig LD g4 EP
LoadTask LT 1= M
LoginConfig LC List LI
£ PO Pk LD
Provisioning Task PT =5 LG
B RS EH MO
B RA B LO
Resource Form RF A E K NC
CA S ES RE BIER PT
RiskReportTask RR iR1ERT PE
Role RL B PV
Rule RU EET RP
AR us ENEE RV
#¥12% HItAEER 389




Bk Bt B SE M

% 1218 DUEIBAARIRIN SRR, BAEEE R

TR AR ZHR DbKey | #B{E&# DbKey | #R&#H DbKey
TaskDefinition TD B4 RJ
TasklInstance Tl &1k TR
TaskSchedule TS ARanE UR
TaskTemplate TT
TaskResult TR
UserForm UF
Workltem Wi
XMLDATA XD
JR
R 12-19 A LUBE P A AE 20 P o 0 Ji A1«
F 1219 DIBEAIB AR i
FEARHR RIEXEK DbKey
BN e {0} ML (1) PV
EH R EH T CR
BERA B BERA B 1P
3 i i) 2R Y 3R i i8] R Y DA
i f B 5% P WP B REFR DI

BrIEE it H

SR

A LAMC . Identity Manager LART ik LB i o H L
o UNIMEHE AN H AR

o BHELA T HEd R

o MHIBRHT U H A BN U H &
o HbrHUFH&
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By 1k E it A S M

JIif7 Identity Manager i i1 H &30 skl HATHE— /. JE T IS5 45 (K P 415 LU A ad %
AFFS N B O BRI 5 I, FOR R R IR 55 e 1O o oF S LLE R
S

T

o AR (o SRS

o HIAILA CGRonCBEids)

o (HEEMEMFPIYS GORCEBIKIILF)

o B AFEIISANTHUINFSS GRS H &

== S Sehe A
BcERESM HEIER
T E B R H &l sk, WEHAT LA N PR
1. JHidik+* Reports > New > Audit Log Tampering Report f] 5 i 15

2. '"Define a Tampering Report" W i7r i GEZ WK 12-1) , EAEFA— M
&, X5 Save &,

B A
B 121 Pe A o o R B i
Home | Accounts = Passwor ds | Approvals = Tasks | Reports = Roles = Resources | Risk Analysis  Service Provider | Configure

Run Reparts | Manage Reports

Define a Report

Enter or select report parameters, and then click Save

[l Report Titie | *

[l report Summary |

Slarting seguence for
server [0
‘sun-faff3c47c62"

[ilEmail Report [~

[l override default
PODF options

Crganizations Awailable To:
ITop:Auditor ‘Top

[il arganizations

AT LR E LR Al iS4
o EWE - ARG R ER T,
o MREE '<server_name>' FIRRIRIFFH] - i NS 8% 00 )8 BT 55
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Bk Bt B SE M

o BEIEIRAE R W] UG IH H 2 4% H AR c 0 SL Il JOI R, JF Hoar DA T
P BE s AT BRI 2 AV

o ETFEBAIRE - o IUA] DU R i 7 WA R R 4R AR B E
IS i o

o EFRULIETUN, VUG RUE IR A R T B R (R, diFiEEC, i
HL P B PR IE SOAR AR AN 2 4, BUEME T Cniik ™ TD sk ™ B 5232 %)
AT RESS M o

o BBFBRIA PDF MBI - JEFFILLE 10 n] LU o AR 75 O BRA PDF 2350

o AR - L IR AT U BRI
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)5, Pt Configure > Audit 17T "Audit Configuration" 11

DI

B 12-2

B S T H A sk

Audit Configuration

By 1k E it A S M

i 12-2

Click a box next to an audit group name to record successful and failed events in that group. Click All Successes or All
Failures to store successful ar failed events for all groups. Tao editwhich events are enahled by a group, click the group
name. To use custom publishers, check the Use Custom Publishers option and use the drop-down list to configure new

audit publishers.

Enahle auditing

[i] Audit Groups

[ilUse custom
publisher

Save | Cancel |

I

[T All Successes [T Al Failures

Audit Group Name Success | Failure
Account Management W I~
LoginsiLogofis W I~
Password Management W I~
Resource Management W I~
Raole Management W I~
Security Management W I~
Task Management W I~
Changes Outside Identity System | T r
Configuration Management W W
Service Provider Edition v v
Compliance Management W I~

#%#% Use Custom Publisher, #A)5 .1l "Repository publisher” #4%.
7%#% Enable tamper-resistant audit logs, #AJ5 i OK.
fiir Save LIRFFIRE -

A LRG3 T3

WINHCH B E AR A BE RIS IX e A H .

128

HARZEA 45 FRAE T H S SR & h AT Fn i

Hit BEER
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ERBEEXRMHHE

ERBEX &R

Identity Manager HJ LURE o V1 S RS20 28 H € SCHT T A ds . WG BUR B 3OK
A«

o ARG - KE TR OV AR AL shR R R
SO - g S NS SO

JDBC - 7 JDBC s A7 fift hid s i vh F4F

JMS - 76 JMS BB 53 8 e s o T 4

A - SR VP A SO At v A

W DAES S T B AP R BIR SR AT G (FUACRD . th ] LIAEZ % T H A b 3 Javadoc
[GENE AN =P

H R AEZes

BT AT R A 4 46 v] LS AuditLogPublisher £z 11. (7 G LMTVEANMS B, W55 W
Javadoc) . EIWIFKEY B AbstractAuditLogPublisher 8. M LM HTAC & JF
s E BT L RIS KA de . GES NS T BT KA SR .

B a L ARAT — N TE S 3 B 2

& A B A

PR 20 B8 A  4 hcA i P A= i o 39

1. SRR E

2. {{ifl] setFormatter () JIVAW B ML (WRAD .

3. i configure (Map) JiiE4&HEETI

4. (i publish (Map, LoggingErrorHandler) J5ik R Au%1F.

5. Ali[] shutdown () Jjik& 1Bk A %

Identity Manager ) 8/ LA S8t V1 0B N AR PAT AP B8 1-30 IR H QL i AT
RS, WA IAT LB 4.

TER—RATZA 4 F configure (Map) A —K. CRATEICTHESIBAT H R E
O o BOFra TR S, RGO T R AT g, AR OB A AT .
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ERBEEX AT

WHR3 ) configure() JiiEn] ALYl WavesetException. fEIXFHGHL T, #f
B KA, IF HX T A AT s AN B2 AT HoAd 1 11

(=1

RATER A AR T, ] DL EAG 2N ET, getConfigurationOptions () J ¥k
IR [PURAG A8 SCRFIIE ISR o XLk I n] LY H] PublisherOption 28 (45 KK (1)
TG R, WS Javadoo) HHATHESE. WML E &G S EME AR E B O
A U8 e v

Identity Manager K 7E i 55 #% o Bl I LK w1 Be B 5 202 e A configure(Map) 5
C B KA

F BT

22 T HAASE LT AR 1 P AR
e XmlFormatter - ¥ # 712 fF# 2k 4
e XML FfF

e UlfFormatter - f2 i 1 H] H &1 sx4% 2\ (Universal Logging Format, ULF) ¥ X1k
#HiI4F. SunJava System Application Server {1 F it##% =X o

¥ ALFE > 2 SE P AuditRecordFormatter M. AN, KA WINAT NS
BIRE R B ARG R, 25T AAY ) Javadoc.

EM AT F/AENILIERF
#ID#Configuration:SystemConfiguration ¥ % ) 11 @ tE# 7 Fr ey CyE M &
A g AR AR T o AKX L R A s AR A RE 7 n] ZE S TG & P Ak R A A
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13 =

ARFIREEER

AREEAN T {E Sun Java™ System Identity Manager & # R 45 $2 1L (SPE) BhREFT
it TR R A AR, TR E H sy R P (Lightweight Directory
Access Protocol, LDAP) H (& EFHSRA HE . BIRMSILMEE LI TR
N, WS W “Identity Manager SPE 252" «

AT IR
o RS IRMH I REMIE
o WIUANCE

o FiIFEH

o ZLEM

o EHRFGIRMHEH
o [P

o MUENMRSIRAHE F S

= &b 48T 3

Ak 5 1R (& T gEMit i
FEMR S PR LB IR, S Re BEn] DU BT A S 2 L™ CHNIBRI T 7 M BRI D
(P & 4% . ] Identity Manager Service Provider Edition JfE, /A v & # i nf
DL B 03 0K 7 43 b W Bl AN [ 1) 28 284 Tdentity Manager I 7 Fl IR 45 48 15 4 .
Identity Manager " [#) e 55 $2 it HI 7 /& CUC B 4 "Service Provider User" 2841
RIS

MWL PRALLL T DhRE, ¥ Identity Manager 1™ B 4 A1 VAR e 21 ik 55 P A1 S -
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MEEE

R RLA @A
SR T Ar DL M A5 4R A SEBIL I SR iR ) dee 24 P ) BT

ZHIFNM A 1D SRA%

un[F) HoAth Identity Manager HI ) —#F, %0 Dl SR S5 S Ak H P Rt Uk f ok
J7 1D FEE AT S o

A/ i} SPE System Account Policy (¥s/% 3 "Policies” &) M4 fit# H -
PO e e A A XA o

Identity Manager 5R&E R IEERS

AT LR Identity Manager 5 i 55 2 {45 MK 7 [A) 25 e B4 £EATA] Identity Manager i
G LI AT B RIE I E H ik 55 4 s AT

u1[7] Identity Manager [f]5—#f, it Resources" T _I-f#) "Resource Actions" 15
AU S AR B IR S5 SR AL R 2D . WS LA 431 TR “ R AE kR .

Identity Manager H J [A] 25 ()5 AN 3 1 5 ik 5 32415 T P IR0 B N R AN [R] . i
ZWE 427 GUER) “RER SR .

Access Manager £ F{

f&n] LME ] Sun Java System Access Manager 7 2005Q4 71 Ik 45 $& 1t # 55 28 FH 7 i 1
HEATIRAIE. W RECE T 55 Access Manager %, Wl Access Manager HJ i {x -
LR IGUE AR HT ™ A AT LAY ) de 26 1Y LI

J 55 R i 2 P 44 AEAT 997k 58T AMAgent . properties SCIF AT LUK I ™ Y
ID ¥ % HTTP 45k, 00

com.sun.identity.agents.config.response.attribute.mapping [uid] =
HEADER_ speuid

R P UM eSS 200 HTTP brSkE &N HTTP 206 (CLAARAD 75 2 Zbn 3k
fHEANFHA) .

¥igic &

BN E MRS PR3 DhRE, G ST LR P R w4 H sk i 55 45 1) Identity Manager Jic &
EE

o i TECE
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MEEE

o G ERACE

i TEARSEZ Y, SRS D4
o EXT LDAP B, BRAEILE O T A4 N SPE 4 ) H
SKIFEGI BRI RZH Y A5 ARG B B A A AR AN
Hr, fn] ARE & 2 A58
o LB ELHS XML XSS o
o HRTRIRECE M RAS BN SCOGE AR 1 H sk
M
o WIRFE, W E MRS PRI K NS .
mIEFECE

LM SS PR L LB RC BN 5, AT LA R
1. DARCE A ME 3 Identity Manager.
2. {EHFH Hidi Service Providers

3. ili Edit Main Configuration. jf%: [ .75 SPE Configuration (. {f "SPE
Configuration” JTH LN B, AR 7 Z4m S R B AT ik #¢

o

o

o

o

o

o

BN

F P 2R B RS s
5 M
SRR ) L
ALK 2R 5
PRVERC &

HxBLE

£ CHSRECE” AN, R g RS R IEE H T BCE LDAP H kAR E Identity
Manager J& 1 115 & -

Kl 13-1 75 T "SPE Configuration" B 13X — X4k, BT —35 P A 44 1) "User
Forms and Policy" [X 15,

F13E REREHSE 399



MEEE

B 13-1 48R4 (SPE) Bl 'E  (H3. FI /R ppsng)

Edit User Search Configuration

SPE Configuration

Directory Configuration

[il SPE User Directary |Se|ect... 7| (restart required) [3]
[E] Account 1D Attribute [accountia
MName

[il IDM Drganization
Attribute Name

[ilIDM Drganization
Attribute Mame [~
Contains 1D

[il compress User r
HML

Test Directory Configuration

User Forms and Policy

[fEnd UserForm | Naone |
[i] Administratar User
L |SPE User Form J
[il gynchronization
UserForm |N0ne J
[il Account Palicy |N0ne |

15 Account LDCRKUF‘;S |SPE Example Is Account Locked Rule j

[il Lock Account Rule | SPE Example Lock Account Rule j

al UnIockAcc;EInet | SPE Example Unlock Account Rule j

1. MJIKH %P SPE End-User Directory.
TEPREAE T A7 4 Ty IR S5 $2 418 P B0 1) LDAP H sk %2 .
2. HiA Account ID Attribute Name.

KRR S e — R RS TR ) LDAP Bk A FR . e o P i it
AP AT IAIE Ak )= 05 ) I A HI A A4 FR o 2 R 44 PRl A0 AR SIS+ 5 S
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MEEE

3. i IDM Organization Attribute Name.

ZIETFR AR (Z41402 LDAP 1k f € Identity Manager H BT )& (141
40 AR EID (1) LDAP MK/ @ 48R & 0T LDAP Ik /' R RFE 8., |8t
LR IAEAE T LDAP A, H /2 Identity Manager R4 & 144
PR OB 221 R 2 F5D

x W B S AR AR AR B, W45 5E Identity Manager 2041
JEYEARR IR, IENFRE  “IDM AZUS A FRUHE ID”) .

4. WAL FE IDM Organization Attribute Name Contains ID, i) H %%

Wk LDAP gt (Jedit LDAP MK/ it i) Identity Manager 4121) 47
Identity Manager ZHZ ) ID MR FR, THESEIZEI.

5. WA %EFE Compress User XML, 1 )i H &I
W RSP R i A7 A AE H S I XML, 15 IEFE %L T
6. il Test Directory Configuration LAIGIFRC & (14 H

i BT LR A F R B RIB TR E . BB =y A
TR A D

F R REKRE
fE “H R BANENG” K Cln BT 13-1 o), s A T IR
FH P B 1) 2 AR SRS

1. MFFEF1%$ End User Form.

B T RIS R TMA RSN, ZR e T A . Rk
None, WAMEHBRAH PR,

2. MH|FEF kP Administrator User Form.

ORI T BN SORRERA T R R AR IR S K T iR 0
WL FE None,  WIAMEFIBRAT 2R

x IR AL "Administrator User Form'", W& 5% JCE N
Identity Manager @1 54 #5 Ik 55 5 A1 HI ™ o

F13E REBEESE 401



MEEE

MH K i%$E Synchronization User Form.

WA IS AT SR P Bt dda e AT 5, S EOAR “[F28
FP R o iR IR A R0 SR EdR e THINR S, A AR, PHiE
WA EARM R AR . EXPEO T, Nz A T B P K
L, AN S B R PR AL

MFNF LR Account Policy .

XEETE TN ALHEE I "Configure" > "Policies” & ST B 43K = Sl o

MHF ik Is Account Locked Rule.

TEPEEE XS IR A5 P At FH P A S AT IR U], A R0 ] DA e i P 2 A B o
£+ Lock Account Rule.

PR BRI IR S5 3038 FH P AR S AT IR, R0 ] DAZE AU P v s e e
M 1) g
#E$% Unlock Account Rule.

EFEEEE X A 55 SR AE P RIS AT R, 2RO mT DLAE R I P i . e B
BUEMK ) R

EEHIERE

ALMER “SPE FLE ™ BU S (Wl 13-2 Fios) RECE F4- 5 . Al
JDBC F 45 FE ANEAEAifiIN, A 75 B A X e T 5 o§ e Hp (WA o {340 75 22 337 I )
JIR 55 2% AN FCR
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B 13-2

MEEE

M5 PR ftF B e (A ER )

[il Transaction Database (restart require) [il

[i] Driver Class |0rac|e.jdbc.driver.OracIeDriver

[il connection URL

[i] Driver Prefix |java:0rac|e:thin

Template |java:oracle:thin:@%h:%p:%d

[ Host [localhost

Epart [1521

[il Datahase Mame |master

[l User Marme |system

[Elpassward |

[i] Transaction Tahle |SPETransacti0n

[i] autornatically
Create Schema

Test Transaction Configuration

1. E LU S B
> Driver Class - i & JDBC IR FE7K 4
o Driver Prefix - "W B R ER . RO E, BT MHKs) R 7 a i)
JDBC DriverManager .
> Connection URL Template - M5B vkl R OHRE, KA ig oK
3 F# 7 A &5 i) JDBC DriverManager.
o  Host - Hii N IELEIZAT 1% 50008 FE 1 EHL 4 FR
o Port - T N FE RS #ATTVT K i 1145 o
o Database Name - % A H I 85040 22 10 44 9% .
o User Name - it AN BCEEHC . SE BRI SR % s 25k e A 3 45 Flel oF R 54T
[ EE 22 FH 7 1 1D
o Password - Hy AEH FEH P&,
> Transaction Table - i A i Ficdle 72 FH T A7 B H 35 55 R A4 FR o
2. JiH] Automatically Create Schema %11, 1] LU Identity Manager H z))fill &%
A
s RGN EEZIE T . SHF2Er7 RS, 35 H € X web/samples H IR Hd
FERIUAA A
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MEEE

3. WRiEH, #.f Test Transaction Configuration LI IF# K45 H .
4k 3] "Service Provider Configuration" BT [1) F— Bt LA & FRER ) S

REFHIEHEE
Ja AR 5, A m] DASE I BRER G V-5 S, AT AT BT 447 0030 2 o) R s e 201
MRS . BRAEOLT B FHAEREE, W 13-3 fT7n. 15F: Enable event collection
SENERGAE R UCLE .

B 13-3 M5 PR B e E CERERRI S 0K R IR ERC ED

Tracked Event Configuration

[i1Enable event
collection

[il Tirne zone |Acre Time (America/Eirunepe) j

Setto Server Default |

[il Time Scales to collect
10 Second Intervals W
1 Minute Intervals ¥
1 Hour Intervals W
1 DayIntervals W
1¥WeekIntervals
1 Month Intervals ¥

Synchronization Account Indexes
MNew Index |
Callout Configuration

Enable callouts [

Save | Cancel |

TEVE I X IR e IR S PR R A R TR B, I PAT LR PR
1. MFIERH%EFF Time zone.

P SR B AORS X, B FF Set to Server Default DL1# H iR 2%
28 R E X

2. 1+ Time Scales to collect i% i,

FZLLT IS 1] (A R SR AR A . Bk 10 W0y BE2R . REANIEL REH BRI RIS
o ZEMIEAAR B LA TR AR 18] K

404  Sun Java System Identity Manager 7.1 ¢ Identity Manager &7



MEEE

Bl %51
TENRSS P b ST AT ActiveSyne TIEIS, HREFF ¢ X Account Indexes VL IE
AR L TR URUAIL IR F A5 Ak S5 4R 1 H S b 0 P A SR G

B OL T, SRS F 20 5 5 B sk b accountld J& ' AH UL FC ¥ J& 7 accountld
o ERLERPE D, ANSURZKI% accountld; %41, M ActiveDirectory Il Bk 5
AL ActiveDirectory 421k /- GUID.

A accountld Ja ML BE IR AR AN AL — IS LI -
o guid - IZJE I H L R G ME BRI

o B - iZE M 5k LDAP BIEZ AMA T %R ) accountld AHIH, 7E
LDAP % ¥ identity {075 %) % (1152 #% DN,

R EATH guid 8¢ identity AT OCHE, WAZiE SOX L& PERIK 1 &R 5] R
S AEEA T AEERE E T SR 5 0y 1) H Sk P Bk T, & gy A7t e H
S S, (PR TS RO pE A DLOCHR [ P i

TLE UK RG], T SCHE MR IO A T )20 DU SE P R MR L B I A 2L 51 e
i S5 B A H SR I BE0E 3G, IFEREBR S T O B ActiveSyne Bl GUID
5 identity BYEAINEYE. B0, W ActiveDirectory [F25, IR LA B 5|
RAEHI H e (Bl B 5D 11440 AD-GUID [¥)& 7.

€T MRS TR T R S a5
1. 7ERCE DU "Synchronization Account Indexes" X311, it New Index %41l

RIPAY A PEBRIEI T B, 2 a2 A @ PRI 7 Br. AEIEFE DRI 21T
e PRI B R R A

2. MFIETIEF Resource.
PUAE, R IR B S AE R v oAy i v B e LR
3. 4 Guid Attribute 5{ Full Identity Attribute 3£ %i% 4151 @,

M AR BEE . WER RN B 3, WARAE e 2l GUID ity
ORI, AR JE A e 5 0 EAT OCEKG

4, AL New Index PLE X HAR R JE KR 5| E M.
5. FENEERSG], i 7 Resource LI 7B A Delete 4240 .

MERZR G0 ANBCE PR RG], A BB T REAE R 518 PE P AR M BT AT
AT HZ

F13E REREHESE 405



MEEE

i R ZR S A 2 A E P IR R 51, AN BB T BEE R S s P
AT LA H

FRERE

1%e4% "Callout Configuration" BUH IRIZE I A] LLR JHFRE . J8 bR, 35 BonbriE
AR, A A T DA BEAN F1 A 1) S 55 2R R 108 PR B i R AR S L I

BRUIEOUR, R i R4 f5 L T ¥ E o "None'"

WG e B AR Jo bR, 15 H Wait for post-operation callout i 3§ iz 4555 05 501 55
R A 5 brid K58 UG A RESE Mo X AT Bl PR AT AT AH OG5 45 81 I REAE B A 5 A v 1k
D5 A AT o

E 1t "SPE Configuration” 5 LT 47 Btk #E5¢ i, Hifi Save S8k
L

WERPEZREE

T CAnl 13-4 Fizs) wf DU ZRATE L E A BIRSSS 4t 7 ol bt AT
PRI E BN R IE . XA ] T "Manage Service Provider Users" i
ERIFTA R, A AT DURR RS o R L 1
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MEEE

B 13-4 RN E
SPE Search Configuration

Specify the default search options used when searching for Service Pravider Edition users.

Default Search Results Configuration

[too

Results Per Page |1D

Awailable Attributes Display Atributes

modifyTimeStamp i o | |accountld

ohjectClass firsthame

il = | lastname
Result Attributes to =5

Display

Basic Search Configuration

Atribute To Search Iaccountld 'l
Search Operation Icontains 'l

Mote: Administrators will not see the changes made an this page until their next login.

PN E BN R BEE DS RIR S5 I, 1S AT BL R AP ER:

1. SRR FA Tl Service Provider.

2. i Edit User Search Configuration.

3. %I\ Maximum Results Returned [J4{f CERIAE A 100D .

4. i)\ Results Per Page {140l (ERINEN 10) .

5. & kEE P Result Attributes to Display 55[1] Available Attributes.
6. MZFIEKTIEPE Attribute to search.

7. MBI HiE#E Search Operation.

8. il Save.

i 3 SUATAEE RS IF BT m AR G B T AR S A 2
R ORICE SPE H oK, WIJEIRAE HZ LERE B B o
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R 55 0] DR AN B AT, Bl GIESHT )™ 20 B R . il ok e o 55 1
PEEATT N B RESE G, i BRI NS SS R AV A7 6

AR PR DU 3 T RS B 4 I D R
o WHEBINHSHATEIN

o WEHFZFEAMELE

o WHEMBHSMIBE

o M

BEOAEFZRITIEN
XI5 AT I X, AR RIS / 5ol AE BH R Aoy I S 55 1f AP A7 it ek 3
BEATREANEALBE . AT LAAE IDMXUser A B sl i H 66 FeadE A 7 A B 1 46 P78 23X
Sk T ., R ELEE, WS W “Identity Manager SPE #5&” .
TR E MRS R EH S, EPITELT D ER:
1. iil; Service Provider > Edit Transaction Configuration. 5#%: 442/~ SPE

Transaction Configuration 7l

13-5 7 T "Default Transaction Execution Options" [X 1.

& 13-5 FEIE

Home Accounts Passwords Marl Reports SEIEY Roles M_eta Resources Compliance Seru_llce
Items Tasks View Provider

Edit Main Confi ti Edit T tion Confi ti Edit User Search Configuration

SPE Transaction Configuration

[il Default Transaction Execution Options
[i] Guaranteed I—_I
Consistency Level Cocal
[¥ wiait for First Attempt
[ Enable Asynchronous Processing

[ Persist Transactions Before Attempting

[¥ Persist Transactions Before Asynchronous Processing

O o O = I |

[” Persist Transactions on Each Update
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BEER

MELFIETH £ $¢ Guaranteed Consistency Level, LL4RH P Hi 45—
GO

(o]

o]

o

T - AT 10 5 S R0 T
HE - A FH IR 45 A B 0 A 8 77

SER - DRUEH AR AT IR 55 2 L BT A B8 U5 S R e e AT o B TSR
FEREAT 2R S 0 A B 2 i R B A 55

G LA S R O BRUA S 25 T

o

Lplam kAR - FE Y IDMXUser P8G5 8 NI 3 AL an ] 32 [7] 45 3
5 WSS FHZIE TR, WIAE B B 45 e IR R AT, BN ol Pl
JE, WURAESF AT, WP RBGR BN, S AR, EAKK. W
RSB, WSS G G kAR W R AR BT, B AR
W AE S E A 4 2 BB IBGR PN H J7 o 15 2% 18 3 T2k T

JB TP AR B - 20k TR A N R T R (8] i e 15 QR4 PR 6 55

JA 0 A B S vF R IR G55 . AT LLASVRBEE i i 55 A PR
FCE K TAR R e s qT, MSdmarnt i, dn R PEObabIt, Ui ok
I (7 25 A N AR A B ST A 0 R A T ) o R A

R RRD A )E, AN BRI XRS5 4 R A
T BB () o ZBCEAN R PR R AR E, B SRAE
I LDAP Hosgo Bt dnRAeik 2 S sl b 2 ik ) 7R,
SR b IR A A, B 32 B TR e K R A

HZRAIMEESBEERAML - R, B R 2 i 5 A B 55Ff
AR T K2 BRSO AR A — IR =k Nt 2 ey, PRI T 38 00
e FEABERRGIT AT . HIEZEMIZIET, FRIF Wait for First Attempt
I AR . anRi%$E "Complete” —EUHEZ, WG AT i I% T o

ERBAERF RS EF AL ONETD - WA, 8&F5HER
2 GETIE R WNETIE 2 /N C o 2 17 A (T S T T 7 W v Y N =
F D05 A o 55 R AR A BB [ 2130 F 7 i AT e At . R “ 454y
Hoes” wICAEH, WSS r 2wl — B RA AN EiUs %
I, Rk R "Complete” — U, WIJCEAE F 1k 1o

BREFRERFHARFAME - WA, B SR AR E R W5 R
ARANE . T H55 R AL 7T LA Search Transaction JU#EAT# %I H.
ESEIHIN DN AR AR T AT B 25 i
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BEER

WEEFZFHALFME
"SPE Transaction Configuration" U F i S8 I F 1< 5545 AVEAFAif . W] LU
BHEAFAE T Bos A R B DL At oy A 0k, R BT

& 13-6 fic ‘& SPE FF & F A A if

[il Transaction Persistent Store

[i] Transaction

Persistent Stare Type |Simu|ated memaon-based j (restart required) [il

[il  costornized gueryable user attributes

E‘Usefp?ﬂh I IﬂDispIaynamel
expression

E‘Usefp?ﬂh I IﬂDispIaynamel
expression

E‘Usefp?ﬂh I IﬂDispIaynamel
expression

E‘Usefp?ﬂh I IﬂDispIaynamel
expression

E‘Usefp?ﬂh I IﬂDispIaynamel
expression

FEREIRX LRI, HHATEL R DR
1. WIIERPIEFE T KSR AR IRAL.

WIREFE T Database 1T, JUIFE I 55 4R L & 32 O G L (1) RDBMS #5 T
R % 55 B AT R AP IXORAIE T A 10 5 55 A 2 78 I 55 4 T8 o 3 i 2%
Ko VEPEZIRITERAE IR S5 PR E & 5 00 PGS RDBMS. U Rk % 1 2 T4
PARTAFRIE I, )5 22 T B 2 55 A7 fif 21 9 A7 P O EDRS AR IR 55 4 08T R sl
ZKo AL G, 15)H M Database i£77 .

x T WAF I 55 R AMEAA AN TG S AERRSR A R

¥ 4 Transaction Persistent Store Type J&i, 20 #5158 BT 1IE£E
1217 ¥ Identity Manager SEfi A4 B84 58 (04 %4

2. WIRFLE, ¥ Customized queryable user attributes.

PR G454 2 R (1) IDMXUser A GBI @ E . X288 PEnT LI 2R
HETH AW SRR RG R EluE.

o RBPrBERER - BHERERH AT IDMXUser X% 4.
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BEER

o BRARR - S B ARRIE O M BOR A PR % RS AR R AE AR
U

RESRESZSUIBZE

X8 AR T ) 55 B AR I A A A o BRARYE RE 2 M i IR SL I BRIA AN
R, A BT S Jra 4% H AR 7

¥ 13-5 §i B T "Edit Transaction Configuration” Ut I f¥] "Advanced Transaction
Processing Settings" X 3

13-7 R (L IRy

[il Advanced Transaction Processing Settings

[flvarker Threads [100 * (restart requirec) [il

[ilLease Duration *
(ms) IBDDUDU

[ilLease Renewal i
(ms) ISDDUDU

[i] Retain

Completed l—*
Transactions in S

Stare {ms)
[l Ready Queue a0 i
Lowe Wiater Mark
[il Ready Queue Y *

High YWater Wark
[ Fending Queue I— o
Lowe Wiater Mark By
[l Fending Queue I— .
High YWater Wark 2000

[i] 5cheduler Period

ms) 500 w

1. iHHIAFT Y Worker Threads (ERIAEN 100)

X HIOR AL 55 I e R %M RRE T T DR R AL B 55 50, XLk e A
JR BN R AR S

i 3 5 Worker Threads W& &, W 2UH 783 IEEIZATH
Identity Manager S A Ge Al 5 2224
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N7 Lease Duration (ms) C(ERAE N 600000) .

EAE R S5 AR B KK 5 (I A) o R BRSO . (E, R AR
G A SE KM, WA A A 55 s R 2USYT AT AR IR 25 25 A REBUE F155 . 1%
HRDN 7Bl R EAT BN AT BE2 R W 55 ANEAT il 1) 74T

N Lease Renewal (ms) 5 [7]  (BRIA{E A 300000) .

W TR 7 ) S B0 3 55 RS A1) 25 A0 I T3 8 i e AR, A
258

BN Retain Completed Transactions in Store (ms) (ERIAER
360000) -

MNEEGE R ANEAT Ak b B 5E IR 55 T AR (KN ] CZ2RD) o BRARH S5
BBV EATRE AN, WSS R ANMAC A S S AT e st 455

i N FT 75 ) Ready Queue Low Water Mark (ERINE K 400) .

5 LR P VR I8 AT FE 95 A BR B B LU IS, K8 AT W] g e e s
TS P BAA,  doe el B K AL R A o

NPT Ready Queue High Water Mark (ERIA{E % 800) .

005U B P IO A I8 AT 8 55 BB R R A7 BR AT LA I, KA ) e
FIBAT H S BN, el BZ PR o

N\ P75 (1) Pending Queue Low Water Mark (ERIAMEH 2000) .

155 R ERE I (9 2 4 BA 9 2 AT 25 A K R 55 o A R BB R/l I vy K
REARC, BT B I AR AR, AR 1 ) 2 55 R Bl B 202 55 Rp A MEAR A R

i \NJ 7 () Pending Queue High Water Mark (ERIAMEH 2000) .

55 FERE e 1 B DA S A AT S5 Ay KR R 55 o A SR BB RN I v K
Rrbmic, BT R AR KA BRI 3555 R BRI 212 55 F5 AMEAF il
APt KRR A (ms)  (BRIME N 5000 .

ROE SR P NABAT IR . HIaATIN, SH55 R R P ok s AT 4155
MEHEEIIRS S R 4 EAS, I PAT IAR I PEAT 55, B, A 55 BATFRF A
PELARE N5 FE AVEAAf

10. il Save W E .
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BEER

BmRES
RS B2 5155 A AP BT 65T A 3725 A 7 e 5
SR

i d {#H "Edit Transaction Configuration" 71 GFZW, “Hi4EH” ) ,
B O] AP AL =R 25 HATF AR fa) o B, RIS 55 R REAT
B, W] DT R RAT REAE

i "Transactions Search" Ui n] LL¥5 & 8 2 45, T A A& m] DU 3 5 = 25 454 AH
KR EAME (A 288, RE. FS ID. HHRIRAS IS5 1K) 5 Bl 5 MO
KPR EAE M F 5% . XEFEAEATE RS LR O 5E s 3155 . ] LLIGH AR
SENAI S, AR IE 2P A2,

LR RS

1. %3¢ %| Identity Manager.

2. {ERHFT s Server Tasks.

3. H.if; Service Provider Transactions.

s F¥ B~ SPE Transaction Search T, %A LAZEIZ T i € R4

i d HWRAGR M UL NI € KA a4 IL I 4% . 1XF4LLT Accounts >
Find Users 71,

4, WMHETFTE, 15iEF User Name.
X ARVHEAIE R 5 BA 41 accountId 1 F AHRS M K245

i W EAE RS- $E L Transaction Configuration” JU_F S BEAT ] [ &
SR eI A W g, WEAT S o B, W R E AT E N
HE ST A ] Jm e, AT BLk B 4l "Last Name" ¢ "Full
Name" #1742 .

5. WIRTE, THIEREN Type #%.
XAV REE R F 5
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414

10.

11.

12.

13.

WIRFEL, WEIEFEEN X State #1%

XAV R T LU i @RS F 55

> Unattempted X7 WA S 555

> Pending retry X/RXFEHIFS: CEEK—KkEZ R, B ADEZ A
i, JEURIE,  FOR AN I O B B YR P E A PR

o Success Fx LA L) TE U 55

o Failure /5 L& 78 UH HAT — DN MR 2555 .

WIRFEL, WEIEFEN R Attempts % .

XAVFEME 5 C 2B RIX 2 455 . B BRI 945, ik
HASE Ly A B A PR FE DR

R EE, T FEE 0 Submitted 23K

X SCVF SRS F 55T ISR A IS TR A ZOX B8 i 5%, DU 3 iR by 3
WIR T, IEERE X Completed 4% .

XAV YE 3455 50 UK I TR 20X 265155, DU/ 3 Bl R ok 3
WIRTTE, 1L Cancelled Status % .

X AVFEE F 452 7 DU R IX i 45,

WHRTREE, UWSIEFE X Transaction ID 8% .

IXSCVFREMRY F 55 ME— [ TD L ZOX LR 55 o Al 2 T T DU S5 A B H B
FEFTA U H ALk P ) ID Ak 55 .

WERTEEL, 1GEPFEN X Running On - (WF— & ]k 55-#%) 8%,

X ARV IERIHEAT S B RS RS AL RIX L F 55, IRSs 85 bR TR AT Ik
TERENAFR, BRiEE & waveset .properties XA #E 5

R A9 2R 4 BRI MBI R £ 1K A 4 H 2K

R[EI S R B fE e BRI . BT 2 as KTl A AT ]
E{ERAN
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B 13-8 HRFS

SPE Transaction Search

Search Conditions

[fluser Name |contains v |
[flType: [~ Create [~ Update [ Delete
[l 5tate: [~ Unatternpted [~ Pending Rety [~ Success [ Failure

[i] attempts Imore than '"1 'l

[l submitted |mare than ¥|[1 ~|[Hours)ago =]

[fl complsted |more than |1 =||Hours) agn =]

[il cancelled Status ICanceIIed 'l

[El Transaction I | contains = |f

N @ NN = §EN @ §=N @ S

[l Running on |cantains x|

[Z] Limit results ta first 20 =

Search |

14, 17 Search.
PR R R

15. WS THEE, i A 45 B U S E5 4 Download All Matched Transactions. X}
045 BTN XML A& 281 30

iE WA A R G R IR P %, EREREPHFS, Rinnd
Cancel Selected. #CVEEH B 5 al &g BUH FIFE45 .

I A H] Identity Manager 272 /3 /7 £455008 i 3 T 2H 2R R4 BB ] JE R 45 41t
H MRS L.

BT R R IR IR

BRSO, Identity Manager 1 i 55 T4 2B AL SR (L BRER T3 (R 24T 10
THLRBBL P QAT B A, WL B R JLAA

FI13E REREHESE 415



o RSP E A B 5L A E BUREN 21 412U Identity Manager HIJ™ .

o M HIALUSETEE T LLJE Identity Manager LA FR, HATLUEXSR ID. 1X
gk T~ Identity Manager /¢ & 5 45 [f] Identity Manager Organization
Attribute Name Contains ID 7B 11X & .

. WﬂU@Lk@mmega PG, U ERFRIX e SV EL ) ) 0K
MYE T ZZE M WA ZURRE bR iR, A S 4L 3 2

o RS FEOEHE AL L H R S5 A rh P s PRI AL
o WEAAIIAE H SRk 55 4% DR AR ML rh i B L

o JEMEHEUR IR B A R A AN R IAT 25 2 VLR SE R . H A
fil LA U NV FRAR UL RS, AN BEAS TR SR o U SR B 5 42 7
Top:orgA:subl, W subl WAUAAEAELENRSSIRAE HI AL s P HE.

o WRARKEEIESENES Identlty Manager ZHZIANS N, W29 e 55 At
H ¥k Top KL . IX 77 %2 Service Provider Edition & ¥ 51 7F Top
o A IR S5 S I Y A RE R A B AE ] )
o JRMEVCE AT TR SR AL B DA T I R TG
o HQUEZICE RIS, NI Identity Manager &L, AR AN IS 1R
PLg B URE . AT E T Service Provider Edition fL45 IIALRE, w LLKEH:
SYECLEH P (4 Edit User TU[F) Security JETRH) oS24 41gin] 5 0 B B 7

MBS IR SOt E A o a8 T g5 S 2 T i P A B s AE T A
Identity Manager & #1  .

i £ % Identity Manager AL I L5 KL, WS WA 5 5 “EAL”
I Y= e

BHEERAENEEITE

FERZ TR IR P P I A AL B e R BIE L, S RS- Bt H A B L AR
. T DURHAS PR B3 A (O BE BN AR G sk N B & i g — A el Z > Identity Manager H
FrE R SSRpUEE .

AL SCRE R A e s BE i A o, RO s e T o TE LM A
H’J)ﬂ)jlfl’]ﬂ (f51ln service Provider Create User) .

SO P A R TR IR E R T, L ZIHE Tdentity Manager R8I E T
KR .
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S e B A 5y G EAT Z9E, W) "SPE  Configuration” ' [f) "IDM
Organization Attribute Name" /N f& 24 JHIi

BRRFREEEERACTI
55 IR S 0 A B fA (2846 (SPE Z4T45H0) , ) Identity Manager
T RGBT L (0L F IR REE y true:

security.authz.external .app name.object type

o app name 4 Identity Manager N HIFE/ Y (B A04E BE G AR 5 object type h
Service Provider Users

AT LU EEAS Identity Manager N HFEF (I an 8 80 53 FLiin sl 7 St i) FdEA x4
KRG EYE. UET, ME—SZSCRFIXN S8 0N service Provider Users. BAIA
{4 false.

i, %% Identity Manager # P 51 3 F SPE 4B HE, 54 “ RARCE " BoE X
Zh LU S E Y "true':

security.authz.external .Administrator Interface.Service Provider Users
RN 45 7€ 1) Tdentity Manager BRI S5 # ff# W P45 (BEE A false) T SPE
ZACE M, WAL T H R B .

J5 FH SPE ZRHE6/8 S, R 1) <A1 2 A 3R AT AT 1R B ASCHRIL ) 50 R R 8 I 1) ) £
R XL THE Eon] AR AR 4 2

EERSRHEEAPEERAR

TG R A5 PR A P B B A, I T BT 2D BRI B O3 A (TR E P
Fil. AREAT NS L PEZs (AT

FI13E REREHEESE 417
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E FE QIS5 SR AEH ) B DA (2 /i, 0 B B B (0 SR |
T WRPER . MRS ESR S B RO . s dite
SE R authType A BEAEHIZ LN, RN
SPEUsersSearchContextRule. SPEUsersSearchFilterRule.
SPEUsersAfterSearchFilterRule. CapabilitiesOnSPEUserRule.
UserlIsAssigned AdminRoleRule.
SPEUserlsAssigned AdminRoleRule,

Identity Manager #2637 FEGIRIIN, 4R LUK TS LERE 51 R0 4 1k 55
AL A B0 A (LB XS . 45 7] LLFE Identity Manager
2205 H 3 fP) sample/adminRoleRules.xml A4 21X LR

A RNEPABEEEX LN L ZAEE, S “Identity
Manager SPE #§#”

1. 7F "Security" IEIF I, #%F "Admin Roles", #J5H.ii New FIJf "Create
Admin Role" 7.

2. JREEBEEMOKIAFR, Tk Service Provider Users 7Y,
3. IHIZLL NS TR TR € "Scope of Control". "Capabilities” F1 "Assign To Service
Provider Users" i£1il .

EELTHIE A
Jk 55 Bt ] A BIL O3 A €0 (45 o Y TR T 9 E SR VR4S € 1) Identity Manager 5 2
1. Identity Manager f %4/ /' 5 Identity Manager IR 5 $& it e & H )l LAY &
IS5 Pt o R SKAE H P A IR 5 S B 7, s sl e 23
Fil .
T LUy RS54 3 1Y A8 B 53 A Y R 2 AR — A AN
o AR ETIC- fag 2 L 2 SCR PR B ORI IR R
WRARE N "None", JIERINAE 2 T SOR & HEE O IR 55 18 Bt 1T H s il
Identity Mananger %% i 7 i REAS R 30,
o FFHERITIES - foC R IED 2 N HI AL S SCA TR
T U5 52 SR (9] K SCAS 74 WA o HE P 42 1K) LDAP S 1948 =l g o
TAFR, MR ETRIOR, X b BC T B0 A R P . R
(I g s B e e A R vE AR A S, DA ORISR I 7 AR 20 e T
It AdminRole {7 FEAB H FATAT

o APERISIEREHM - LEFEAEN I PR Z A BEAS J5 R N AR .
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ZRERE

T2 U E o AR S5 $R A8 ] P H s AT R4 LDAP #5847, JF il vRA% 45 5 LA
fiff o ARVFIE SR P T 5 iR iR 44 (DN

M FEEAS AR LDAP H @t (Wil me i 3w ) #ffE F 7 e 35 N AR 1 SR
(A Y BB Hp iy, B AR AR SR AN e IR A5 P4t P H 3% (B Oracle
B i o RACE) A iy e S, ml DU FH 2T R e )

1EEREE

J 5 SR A P A8 B B3 AR € FROBCRE P 435 5 105 SR I 06 By SR il £ e 55 32 413 1
JTHAFIBRERABR . WRGE RS B B R R o5 P2 0 1, 2> i)
e RLAE -

1. "Capabilities" XI5 1=, 166y 14 B 51 ) 4 N 1 1) "Capabilities Per User
Rule".

FEEHE 3 B B A 8 R HE &
3 iR A A S SR N AT PP A LUR A A2 A7 17 S8 R o0 P e B B3 A R, R LA
R 55 A6 P BE B3 A (s A s R 4R IR 25 B 16

Hiiti "Assign To Service Provider Users" ZEI, R iz 482504 73 B A HI AL .

i WD REAS ST (O] P SRS B 63 F i) J5 R A B 53 A
QAR BCEHI, Tk LU RGCEXT R AN true:

security.authz.checkDynamicallyAssignedAdminRolesAtLoginTo
.logininterface

PTAT SR I BRAE N false.

Sy
TRERFREEERAEERAE

BRSO, MR S5 F& A8 Y7 ml LR 7 B 45 AT 6 ik 25 S (13 T 4 B 63 4 €870 IS
(D) gy LB [ N A Al R 55 R 5 1L .

Frs b, ARAT AT g IS5 R A T ALBE ¥ Identity Manager [ #ul 47 o4
ABATTA e 25 S 04 2 T A B 6 €0 73 B 4 L2 T 9 BT P9 e R S5 4 i )

i 55 SR A 1Y A8 2R B3 A (008 mT LS 0453 Toie st Ve L, X L8y i
Bymr r e As BE G (. IX SR 4% 20 IE AT RA R A3 20— CA T bk P T DL A P
S,
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EERFRBEERP

EIEPRSSIRMEERF

A5 I Identity Manager 45 B 55 32 i 75 7 (02D BRAIGE . A& LR
F

o JHAL

o QA AR

o REIRFRMHEH

o HERRIK )

o MR I 2> EObK ) ERAR BRI B

FHREZR

AR SSSR A, AL R P T A e R B RN L T i g5 P Al
HERE GHESWYILGECE) 1) Identity Manager Organization Attribute Name
TBAREM . HIE, XSGR LR H s g5 a4 20 B i e PR AR LR -

Wi s T Identity Manager Organization Attribute Name, ] "Create User" ik
"Edit User" JT_EAF Bonw] I 2L 0813 . BRIAE O T Bon AU Ak, 8]
PUME X SPE Ml & LB 7R S8 B AL AR A2

n] LG PR Jo PR J A AL A R S P SR 5 A W] A iR A5 S 1 4 B i
P AL AR 1 B T DR 2O B2 A B 5%

E DUAE BAT IR A5 4R E8 ABE 5k ™ Rk ™ TD IV A5 S o
A )\ "Policies” & 113k HL SPE System Account Policy.

€132 Ff P #aik 2

BT IR 55 SR (1 ) 3y A 2B IR 55 B (1 H b BAT IR ™ o W SR ) BAT HoAh B2
(IR, JUIX LR P R BEEARSAT AR ™ K F SR 2% H b DRI P I Rl A 5%
el IR DS

i 3 AL T QU AN G4 T A I S5 SR A T P R AR . B Sk
FLDL R A RS PR A M h A B T R AR AR,
Z W, “Identity Manager 11 ZHEFMA .
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EERSREGERP

TG 25 B AL -

1. ERHE R Accounts.

2. fii; Manage Service Provider Users £ |

3. Hili Create Account.

x A BRI AR 25 3 it 3 F P R P, SR oo 1 - BU R T E IR 45 42

L H %R "Account Attributes” £ (REEUIRET ) F i & 1) g 1
mH, SR (PIRFEED A ReRERN, BE 2 N 2
SR B, T AR e e X e B ) E . T BL A
ST B

R T ZE g A LU

o

o

o

o

accountid (7B LT BO
password

confirmation CiX /&% HIA)
firstname (M7 BN DI BO
lastname (LB LIHFBO
fullname

email

home phone

cell phone

password retry count

account unlock time

i &7 Sk B M "Available" 713 4 2l I A3 BT 75 1) "Resources”

Account Status H TRk b T8 iE & R BT IRAS . Hdi i 1] BLBK
S BRAR R B E R
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B 139 Bl il 25 $R At F P A
Create Service Provider Account

SPE Directory Attributes

accountld |

password |

[l confirmation |

firstname |

lastname I

fullname |

email |

homephone |

cellphane |

passwordRetyCount |

accountlUnlockTime |

Available Assigned
Resources <
=
<=
=
Available Assigned
Admin Roles <
=z
<=

Save | Cancel |

x A R O H Stk (FETIAD 58 SCHY e P A s 78 Bk )
PERME. Biltn, iR E X firstName, W™ Sl A H sk o o
(1) firstName fEXTHBATIATE . HRAEAIIGHE G, WXLk (1
AL B BEPR )™ WERFEE, W) A2 R AR 55 3206 T
JUR R

7. i Save LLBIEHI K.
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EERSREGERP

BRRSRMEERF

J 55§ (A A vl PIC B ) SR ABRE, T B B T o SRR DR [P AE S ) i
COnZHZAPT e SR, snT fig et HoAb DA 7 e SCHD EHL

BHAT IR STt P R A R, 15 7E Identity Manager S 1) Accounts [X 35k
1, #iil; Manage Service Provider Users, 2R /&% \N{# 2RI .ili Search.

PAUR BRI R T IR S5 1R I R I e -

o MR

o RLR

o MMBR G BCIK T SR R IR B
o WEMRIEI

SREE
BEPHAT IR SRS H P I A8, 5 M\ "Service Provider Users Search" 7 #i;
Advanced, RJ55E LT HAE

1. WIIRTIEFEFTH ) Attribute..
2. WFIRTIEFPTH K] Operation.

AR AL A A LU DI AR PTIR  r, FLIR BT P a0 20036 AL P A1 48 E 1
%A

3. MIAPIHKHLRM, )5 Search,
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424

n ¥ lastname

B 13-10 R
Service Provider Users

Create User... |

Search Users

Basic Advanced | Options

Aftribute Conditions

Specify a list of attribute conditions that users must match. Users must match all conditions.

Attribute Operation

Value

I || accountid ||| contains

=

Add Condition |

Remaove Selected Conditionis)

Search |

ST LU DA I 35025 0 SO 55 e 1 21

o RRASINAAR IR B I
o EFEIUH IR IR IE R A A

HRGER

MR P F A R 4 Rl WoRdekrh, i 13-11 R, i@t sibe, nf L%
FEREERT 45 RUATHEFY o BRI 45 SRR Tk £ 10 Jm 1

AR T R A R E I, b0 R DURR T 78 SCARKE i N BT 4%

Enter %, nBkiESEFET.
By, ERERPMH AL

B 13-11 e N
Results

inetorgperson
organizationalPerson
person

top

[T Connector User FSWCannector

top

person
3 -
organizationalPerson
inetorgperson

test
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EERSREGERP

AR LRI, T UM SRR VUK (O, i R B4
P95 it Delete fifll. i BEAFAFT IR T 00, JF B SLABIT (i 0
TR AR SRR OB )

HEEIK P

M5 SRt W] 22 T RI P AE 2 AN BER E BATMR T PR b e g5 B A fh bk )
T RE SCVFRE LU 77 2O DA BEURNK ) 0 e 45 Mk S5 4 it AT o ik )™ B e o e i
%%&%%%%%ﬁ%,%%%ﬂi%%%%ﬁﬂm‘%ﬁ%ﬁﬂ%ﬁ%%%ﬁﬁ
TEHER IR, A DL R R

1. FESE A R B

2. GEFEPT B

3. fE “URURERAE” SR PIEPAR ARSI O R

4. EFRHEHOIPNN . SRR Z ] AT RESIAT B BRI _E K

5

TEPEEERAR I o AN T A2 IR AN U P 325 PO 985 K P 1 3 b i B I AT 9%
PR

i 3 U RO M BUE R AR, AT 2R I .

6. ILFEREHMTEHRRAE, K H Btk SRR R SR AEE

MlER . BUGH 5 Bobik P AERRIK A YR
MR B 2 BC P ™ W BSAR BREbk )™ (BE, ESRAT AR AP 3R
1. EHAETP T Accounts.

2. i Manage Service Provider Users.

3. PATHEAMREEHPLR.

4. EFPHEKABZ AR

5. i Delete %4 .

6. WIRWE, RS A A R
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o Delete All resource accounts

i IR0 e ORI B 122 B s ) BB B KSR A7 AE o 0 L AT )i
S UK EOBT QU IR o FIBR B AR 28 2 4 1% BEURIK T G BE
PO R

o Unassign All resource accounts

x I 73 e B YRR I B 12 B U5 0TI o BT 2 G 8 B R ™ B
o HWUH P RCBEEIN, R AR % B UK

o FRERFTA SRR P BEERE

i YOS B R M B3k Y R B 5K 2 ) (R0, (EL AN B
WA IR BEUE N WE, R P AT I 8 5o =B Bk
SRAE B LTk

7. WRTUAZE R« B 20 FC BRI B 1) O A s A BRI P e B A
8. EFIH KA, Hal OK.

A 13-12 TS S SBT3 Bk = B g el o 1

[~ Delete All resource accounts [~ Unassign All resource accounts [~ Unlink All resource accounts

Delete | Unassign | Unlink | Account ID Resource Name Resource Type | Exists

- uid=test,ou=people de=central, de=sun,dc=com | LDAP (SPE Directory) | LDAP es

%I Cancel |

WERFIEIN

AT LN DB BUE R 55 P it T A Rk Tt
1. (e Accounts.

2. il Service Provider.
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EERSREGERP

3. il Options.

¥ EERR IO 2 AT R 1A R IXLERE I FE M8 3R 45 ) Bos Ty
X BN WEAM R G RN BRI, I HISE R E A B
R

4. ‘i \ Maximum Results Returned.
5. i\ Number of Results Per Page.
6. LM Available Attributes 11i% £/ 1) Display Attribute.

B 13-13 BB RSP H P 148 Rk 0
Service Provider Users

Create User... |

Search Users

Basic Advanced Options

Options are for Basic and Advanced searches and may require a new search to take effect.
They remain in effect until you log out oryour session times out.

Maximum Results

Returned |1DD

MNumber of Results
Fer Page

Available Attributes Display Atributes
= | [lasthame

ohjectClass

accountld

Attributes to Display == | [modifyTimeStamp

firsthame

Eigll

REARPSRE

B B PR B 28 P SRR3R (0 T xSP PG SR Ry AT B B IR 5 s X LE AT 45
AR T BT O HEAT A 52 o REmT LLEE AL A2 e i 2 T) -5 A U
TR T EE R 2 T S IR R A K B SR P I PR B TS
W, “Identity Manager SPE #57" .
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EERFRBEERP

B T U B B AS A SR LA, 3 T DA R S AR RRCRE 8 0 AR 45 52 5% T )
R o ISR A T ALK TD AIEE R s LK ) BE sl o N RSP T A ] LA
f# 1] Identity Manager & .. QIR 2, W LAY FESE Al Serviet i E a5 5L B IR
PG ARSS » XOK AVFS VIR B RS (U1 Sun Java System Access Manager) /.

=3
AP L PR R4 B 2% 0 i, P eT DU R B 5 T L D %/Iﬂﬂﬂl?’ﬁ)j%
A HE R IF SR AR B WS S <] DT B LU DhRE

o Xk (FNRHD , ALHEIE T i AT R R
o VEM

o ERHK

o HPAHK

o UL In) K

o EJNHbhER K

o ALFRERCH A B

o AbFHIC B G L

o HIF BRI AN
o il
i 3 Identity Manager i HJ50AIERBEATVEM . NSRVFZE P P BEA T

WMo 0hn, 4 ;' Betty Childs ¥ JFI, Wt AR50 UE L P 42 3] Betty
Childs 4 H (& v i Hbdik behilds@example.com) , 4252
T

AL B A A M B XS T . W RLE s SCBL R A

o WML

o PCEIETT (BRI sk 2R D

o SN/ MER v

ARAES I EZERE, 2N “Identity Manager SPE 72" .
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EERESRMERR

A
FERGHTH M . FEE MR R o a] DA S S D e REURI I A R
B 13-14

"Registration" 71

Java™ System |dentity Manager Service Provider Edition

Registration

Fill out the fallowing form to verify your relationship with the service provider

Firstname |

Lastname |

Motification address |

M Cancel |

"Home" REFMEEXHREE
K 13-15 on TR &M 7 "Home" ZEIRAIC & SCAF IR . P2 o] LB S8 5% 1D
R fi . 5 B 20 A ) 8 5 ) ) 50
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B 13-15 "My Profile" i

Java™ System |dentity Manager Service Provider Edition

Sun™ Microsystems, nc. |

:--._H?..'.T-'Em:-, My Profile ‘

J Password | User ID | Motifications | Challenge Questions

Change Password

Enter your new password and click Save to save the new value.

0ld password I *
New password | *
Confirm New #
Password
* indicates a required field
Save

Done Proxy: zosma

I [ 20 S l e R 35 3R A E M (K )28 . 2548 ] Tdentity Manager 4 i 55 32 {1
RS B PR S, A e B R S PR E RS o UR AR T i AE
g5 AL Bl R A 2D

o WCEIRZD
o HHLFED
o AENAIE IR
o ITBHI

i M Identity Manager [ Resources [X 3 1] %% Y5 41| % v i ' /e 45 2 it
HlFw .
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=Ckbg

PNCE MRS 2D, UL 196 bRy “ECE [F2D 7w il W g B B s i ] 2
S o SR D SR I, A E LR IR LU S F RS 3R 1Y B R AP R

e i%#f Service Provider Edition User 14 H brtt % 1Y,

e 1F "Scheduling Settings" Ft'l', 1L# Enable Synchronization.

W 196 TU R “RCEFZE” RGBT, 552 1h S 18 AP IR HAR L 0.

i d BRI F a2t ] IDMXUser #2117 9F Identity Manager %
ANHPRE (FREZER, SN “Identity Manager SPE #8%") .

R, DA BRI 2 5 1) SCIBRE U P b R KA P 16
NS PN A I E P e

i Save I LAORAF SEME & o WRAE SR Th ARZEHT IR0, %45 e 0 HLdbAT I 2
WMARAREZRFE, W P IRSS (RS EEAEEAT) « WRE A, WEH S
3] Identity Manager flt 5% #& I, 8(7E "Synchronization Resource Action” T ik ¥
Start for Service Provider!tf, 332

B E T

Identity Manager $& 4/t UL AR5 32 (1357 [F) 28 1) 7%
* {E "Resource" ¥I|3& L ik 7 Beh B PR A .

o A IMX St AL D R

BEEIERS
BRINEDL T, A IRS-Feft# SE LS 1dentity Manager I, JA IR $efb# A0 . 2
SEIIR S5 B IS BIIR D, IAT LR 2P Bk

1. 7F Resources X H, HEPEFIIHIR)G i Edit Synchronization Policy UA%w#
TR
2. P Enable Synchronization & iEHE
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3. i Save.
PRAEEME J5 . [F2P KA 1l

FUE IR M AKE HAEH], 3 M "Synchronization Resource Action" 11+ Stop for
Service Provider.

i LIRS DU A VK (o ol il 2P TRy T A D S R R R )
Identity Manager Il 5% s J5 4 # UA B [ 22

EHH A

1 55 A D RE R s O P IE AL 55 ORI IRIA o %A 55 w5 BUAT (1) Tdentity
Manager /7 IE8 B ST 1R MEE 7 H ke AT RIS BHERBAL S5 . i)
IR e N IV R Y DEZ S

PUTR AT 1dentity Manager ] '
1. TEFESE AL P L Tasks.

2. Hi7f Run Tasks

3. i SPE Migration.

4. ‘i \ME—[f] Task Name.

5. MFIFHiL$E Resource.

X )¢ Identity Manager " R7R IR 95 P2 168 H IR E3 0B, ASITHAE
Identity Manager Hj /" $ S 1% BE K%

6. i\ Identity Attribute.
XA T H S I ME— 182 5443 (1) Identity Manager H F & 1

7. MZFIEETILE$E Identity Rule.
X2 LLild Identity Manager HI )™ i@ P V5 H S P A RRIG A . &
GNP LA SR B AR GRS wid) AR5 23 T8Ik 08 6 1) B A ASTAR Ak B 1% 15
FAR, DI H SR 45 85 101850 44 (DN) o iZFE AT LLR R F 1D #EAR
K15 4247 3E 1) DN

8. il Launch W335 GBS
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AcERRSFREZFITEH

TEMR S L,  Identity Manager 187 v H & i 5k R 40 v] LLH 115 AMBC I
JURSIAHC IS, Identity Manager #241t T Service Provider Edition # vt & 41
GRS T ERD B B8 E W IR 3R 48 P il sk i ok didh. w20
Kl 13-16.

AR H U

WS W 12 %

& 13-16

Audit | Email Templates

Bl FE S % Service Provider Edition # 1At & 4 b FH44: 10 8 2145 &,

==

T

Hiit”

4% Service Provider Edition Audit Configuration Group BT

Form and Process Mappings

Import Exchange File

Remedy Integration | Servers

Edit Service Provider Edition Audit Configuration Group

Specify the events this audit configuration group will store in the repasitary. Select one or more actions to stare for each ohject

type. Click Add to add an event to the group. To remaove events, select ane or more items in the list, and then click Delete.

Select | Object Type Actions

Available Actions: Selected Actions:

Al | Challenge Response
Allowed Ay | create
Enabled Approve Delate
Filters | [~ |Direct0ry User j Assign Audit Policies = | Maodify
Assign Capahilities e FostOperation Callout
Attestar Approved Pre-Operation Callout

Attestor Rejected == | |Update Authentication Answers
Bulk Change Passwoard LI Username Recovery

MNew | Delete

Ok | Cancel
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A&

B % A

h Z%EHE

LA R 2 0] LU A Identity Manager fir 247 5+ [ 4447 Identity Manager fi7 4

1h { $class | $command } [ $arg [$arg... ] ]

H

&L RA

LR ar S AR, WWH#A 1h (RERAMEMSHD .

R BRAT A AR

i/ 1h A0, WK JAVA HOME W'E A JRE Hak, % H & Java A4l
AT AR bin Habe A7 S P25 2

WRSAT Sun [IARME JRE (AN JDK) , 0% (1 H A7 ¢: \Program
Files\Java\j2rel.4.1_01. LHZXEEW Java fJHATCHFH bin H k.
HEsf, ¥ gAvA HOME WE M C:\Program Files\Java\j2rel.4.1 01,

SERN) JDK 35 & 2 A Java Al AT SO BB, % JAVA_HOME W& N
Efibin/java.exe KA jre HR. ST A2, ¥ JAVA HOME
WHMND:\java\jdkl.3.1_02.jre.

¥ wsHOME 2% ¥y Identity Manager %35 H 3%, W1 N fion:
set WSHOME=<path_to_identity_manager_directory>
ol A AR B E N B 2 H ok

set WSHOME=C:\Program Files\tomcat\webapps\idm
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i TR WSHOME A% & (I A LU N 2K
o 5 ("
o BIERBAMIRFHT (\)
ANBAEF G, RN HFR P38 H S B A2 R AL o8

7E UNIX #4 b, S Hg e, W poR:
export WSHOME

export JAVA HOME

/N

A

WAEE MR ES4, W com.waveset.session.WavesetConsole.

=)
AP

WAUEN T i 22—

e config- B4t FEgwiE s .

e console - Ji3) Identity Manager %5 .
® export - 5 tﬂffﬁiiﬁ%

e js- H JavaScript F£/¥.

* Jjavascript - 45 js M.

e import - ‘F A Identity Manager X{ 4.

e license [options] {status | set {parameters }} - % Identity Manager

VFRIE 2
* setRepo- ¥ '& Identity Manager & 5| R4if5 B % .

* setup - i3 Identity Manager BCEBERE, AR LR E VPRSP, € X
Identity Manager & 5| RGU {5 KA 3 A BC B S

e gyslog [options] - MRS HEFHEOICR.

436  Sun Java System Identity Manager 7.1 ¢ Identity Manager &7



=~

e xmlparse - %iilF Identity Manager X} %] XML.

e xpress [options] Filename - ¥tFiARRME . B RHIET N
-trace OJf FHIRERFTHD) .

w5

e 1h com.waveset.session.WavesetConsole

e 1h console

e 1h console -u $user -p PathtoPassword.txt

e 1h setup -U Administrator -P PathtoPassword.txt

e 1h setRepo -c -A Administrator -C PathtoPassword.txt

e 1h setRepo -t LocalFiles -f $WSHOME

AN
>

qm
EE
p

ER1E

i

export [-v] Outfile [ typeSet | typeName... ]

IR

O -V

- PR

o  typeName #£T: all. default B{ users. all ZEINA] LS H A X528,
DL R AR

H &
Syslog
Testltem
kg5 4%

T B
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license #5%

— kUL, B HE SO AR S B S AN IRE IR AR WA
license 2

ER1ER

license [#EWi] { status | set {Z%} }

Vil

e -Uusername (WIREEZMKF CEmH)

e -P PathtoPassword . txt i JEHCE 8% 200 2 5 50
set JEHMZHLALL -£ File EAKIR.

]l

1h license status

e 1h license set -f File

syslog in &

ER1ER

syslog [ILM ]
ywil

e -d Number - ‘B80T Number RHid5%  (ERAE=1)
o -F - R RE EYON I %
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A

syslog

o - U B 4

o -w- AUERES T EYONECE R ALK GBOA)
o -X- WHERRE IR CUnsRATHD
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3
4

syslog
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Mix B

BRI X EZERB SRR

FEE R Identity Manager BHLSCRBERHES, T DU i Z0E VA BT 2RI Aty 3L
SIEELT

o HMTAT - AVHREDF R A S A .
o MMBHEAT - fREEA SR ESE TR

i d ER—#ES, AR ERBREFHFMEEEES.
s = i
BB

AL FFREACAR R AR AL 54 US4 AR R 15
Identity Manager JXHLSCRS BERHE R I HE SCHF LU AL 74

% B-1 SCRF ()38 1S 74
BERPH Ri&
85 (?) TEEE—FH.

f5lan, 83 t?p IGILELIE M tap. tip #0 top ZFiA. % ball???? I§ LA
40 ballpark. ballroom #A ballyhoo £ 17, {E A& ZE# ballet 5 balloon,
E A X LR TE "ball" Z EAREFESMANFE.

2S5 (M EREE—HFH.

5lan, 3#E comp* SEHIUFE comp FLMEE BN, 0 computer.
company 3% comptroller.
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. = Ik K
EWzHET
s ﬁ:w‘:éﬂA BRI R R . TR NEERANGIRA T
REABWIZHA. W, SHEEFLIRIES LML R, i <CONTAINS>,

o FEARAG JRIZEFF (AND. OR 1 NOT) UK ZRHEEAF (i <.
= Fl =) ANTERAFFHRFES .

BN

HAEAWTP AL Bl L EISSAFIN, PESEGON MRS 56 g ie AT . AND
HATRedom T OR IeHAT. #iltn, LUF Al

resource AND adapter OR attribute

H AT

(resource AND adapter) OR attribute

WA B R YRR N 22 "resource” — il &4k "adapter” #l "attribute” H AT A
—ANA, WA SUE RIS S, W s

resource AND (adapter OR attribute)

(i

ZINZE T
W RN — & AW BT R A e e s A, 2 Al AR AE I BN IE BT
<AND> RHEEHICE.

G0 A B 2E R A B ) s s AT (B <EXACT>. <MORPH>
i <EXPAND>) , NGA A iX $61a] 52 BRI\ Tl I8 A7 <MORPH> % 46

R TSR BORHE R D BE A A Ia A

% B-2 T HRHLCR BORHE R 1 T A ia 5
ZHHF iR =1

<AND> 5 AND HIEERMEHR R, # 2 "apples AND oranges" 14iR [ 1 &
"apples" 1 "oranges" (IiFABR) AYI
BRIl B2 E— MR,
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* B-2 FHF L SCRS R R I 5 A s 55
BEF ik Bl
<CASE> S5HEMRAXNE TR, 1% "<CASE> bill" £23% "bill" Tk
$: Identity Manager B RAASaWiy  Bill"' MK,
EEERMXSXNE, EitFE <CASE>.
INERARARSANE, F 7Tk & 5005
INEiS <CASE> &1EMA.
<EXACT> ERERERIBEFINHHE. 1% "<EXACT> soft" £EHE S
"soft" —iAMIXHE, MASETXES
"softest" 8¢ "softer" AY3CHY .
<MORPH> ERERREFREMTIHRRE, EPE  #%F "<MORPH> surf' KE# B & H
FEH. SEXMPRAHR. FHMESH  "surf FTHATHE (20 "surfs".
ZMERFR. USERIARPRMTERIE  "surfed" FA "surfing”) RYSCHEE, URE
B ALK SHEIE ("resurf") IR E &7
("surfboard") B93C#Y .
<NEAR> BB EFIAZ B ERABIE 1000 1MaA  #E "resource <NEAR> configuration"
M. ANRAREEMEL, ZXHEEREE  BERGSXFEMETWAERRET
Ry EHER. 1000 MARISCHE .
<NEAR/n> EXFHINZ 8 BRI n M FIRAITH. #Z "ouy <NEAR/3> sell' £E# E &

<NOT> 5 NOT

i n BYELRTE 1701024 Z /8.

ERT BRI EFRSEIFRIE.

"buy low and sell high" By32#4, Eh
"buy" A "sell" Z BRI =17

## 2 "surf <AND> <NOT> channel" &
EHEE "surf" EREE "channel" &Y
Xt

MR B EHICHEERMSRIER 443
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Oracle

Mt C

Bt H SR FEER

VR PR SR G T A7 O SR R Kot 122 21 AL 1) A v S 1 AR 67 o H S 00 2 U (14
i

Oracle

DB2

MySQL

Sybase

LRZNERS (C/ERV Sy

#* C-15H T Oracle $ii FE2 HE H B A xUA «

% CA1 Oracle udfi /4 R ) Fodfa i oA

B S 1

ID VARCHAR (50) NOT NULL
name VARCHAR (128) NOT NULL
resourceName VARCHAR (128)
accountName VARCHAR (50)
objectType CHAR (2)

objectName VARCHAR (128)

action CHAR (2)

actionDate CHAR (8)
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DB2

DB2

% CA Oracle ¥uffi /4 U ) Kot i oA

Wi R 1
actionTime CHAR (12)
acctAttrChanges VARCHAR (4000)
acctAttrOllabel VARCHAR (50)
acctAttrOlvalue VARCHAR (128)
acctAttr02label VARCHAR (50)
acctAttr02value VARCHAR (128)
acctAttr03label VARCHAR (50)
acctAttrO3value VARCHAR (128)
acctAttrO4label VARCHAR (50)
acctAttr0dvalue VARCHAR (128)
acctAttr05label VARCHAR (50)
acctAttr05value VARCHAR (128)
parm0llabel VARCHAR (50)
parm0lvalue VARCHAR (128)
parm02label VARCHAR (50)
parm02value VARCHAR (128)
parm03label VARCHAR (50)
parm03value VARCHAR (128)
parm04label VARCHAR (50)
parm04value VARCHAR (128)
parm05label VARCHAR (50)
parm05value VARCHAR (128)

& C-2 3 T DB2 K RS (1 Kl A X«

* C-2 DB2 i FEA R r B e =
BRFES B
1D VARCHAR (50) NOT NULL
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DB2

%* C-2 DB2 Hdii 172 ) B A X A
KiizEES &
name VARCHAR (128) NOT NULL
resourceName VARCHAR (128)
accountName VARCHAR (50)
objectType CHAR (2)
objectName VARCHAR (128)
action CHAR (2)
actionDate CHAR (8)
actionTime CHAR (12)
actionStatus CHAR (1)
interface VARCHAR (50
server VARCHAR (128)
subject VARCHAR (128)
reason CHAR (2)
message VARCHAR (255)
acctAttrChanges CLOB (16M)
acctAttrOllabel VARCHAR (50)
acctAttrOlvalue VARCHAR (128)
acctAttr02label VARCHAR (50)
acctAttr02value VARCHAR (128)
acctAttr03label VARCHAR (50)
acctAttr03value VARCHAR (128)
acctAttr04label VARCHAR (50)
acctAttrO4value VARCHAR (128)
acctAttr05label VARCHAR (50)
acctAttr0O5value VARCHAR (128)
parm0llabel VARCHAR (50)
parm0lvalue VARCHAR (128)
parm02label VARCHAR (50)
parm02value VARCHAR (128)
parm03label VARCHAR (50)

MR C it REBIEERN
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MySQL

MySQL

%* C-2 DB2 i e R 0 i i A
Wik ES !

parm03value VARCHAR (128)
parm04label VARCHAR (50)
parm04value VARCHAR (128)
parm05label VARCHAR (50)
parm05value VARCHAR (128)

R C3HIH T MySQL £ 72 S ) B A A -

%* C-3 MySQL H S ) i A A A

B AT &

ID VARCHAR (50) BINARY NOT NULL
name VARCHAR (128) BINARY NOT NULL
resourceName VARCHAR (128)

accountName VARCHAR (50)

objectType CHAR (2)

objectName VARCHAR (128)

action CHAR (2)

actionDate CHAR (8)

actionTime CHAR (12)

actionStatus CHAR (1)

interface VARCHAR (50)

server VARCHAR (128)

subject VARCHAR (128)

reason CHAR (2)

message VARCHAR (255)

acctAttrChanges BLOB

acctAttrOllabel VARCHAR (50)

acctAttrOlvalue VARCHAR (128)
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Sybase

Sybase

#* C-3 MySQL i KA K B i {E

B 5 1
acctAttr02label VARCHAR (50)
acctAttr02value VARCHAR (128)
acctAttr03label VARCHAR (50)
acctAttr03value VARCHAR (128)
acctAttr04label VARCHAR (50)
acctAttr04value VARCHAR (128)
acctAttr05label VARCHAR (50)
acctAttrO5value VARCHAR (128)
parm0llabel VARCHAR (50)
parm0lvalue VARCHAR (128)
parm02label VARCHAR (50)
parm02value VARCHAR (128)
parm03label VARCHAR (50)
parm03value VARCHAR (128)
parm04label VARCHAR (50)
parm04value VARCHAR (128)
parm05label VARCHAR (50)
parm05value VARCHAR (128)

% C-4 5 T Sybase ¥uffs 7 1 1 Bt LA«

% C4 Sybase Hifi 2R [ Ho i # A i

KiZEES 18
ID VARCHAR (50) NOT NULL
name VARCHAR (128) NOT NULL
resourceName VARCHAR (128)
accountName VARCHAR (50)

objectType CHAR (2)

MR C it BEBIEERN
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Sybase
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% C-4 Sybase Hdf A 22 (1 Kl A

KiZ S 1
objectName VARCHAR (128)
action CHAR (2)
actionDate CHAR (8)
actionTime CHAR (12)
actionStatus CHAR (1)
interface VARCHAR (50)
server VARCHAR (128)
subject VARCHAR (128)
reason CHAR (2)
message VARCHAR (255)
acctAttrChanges TEXT
acctAttr0llabel VARCHAR (50)
acctAttrOlvalue VARCHAR (128)
acctAttr02label VARCHAR (50)
acctAttr02value VARCHAR (128)
acctAttr03label VARCHAR (50)
acctAttr03value VARCHAR (128)
acctAttr04label VARCHAR (50)
acctAttrO4value VARCHAR (128)
acctAttr05label VARCHAR (50)
acctAttrO5value VARCHAR (128)
parm0llabel VARCHAR (50)
parm0lvalue VARCHAR (128)
parm02label VARCHAR (50)
parm02value VARCHAR (128)
parm03label VARCHAR (50)
parm03value VARCHAR (128)
parm04label VARCHAR (50)
parm04value VARCHAR (128)
parm05label VARCHAR (50)




it AR EE B R AT

% C-4 Sybase #2811 Bt AR U (E
BiREES| il
parm05value VARCHAR (128)

Bt H SR B AR 5T

% C-5 W AEAR o T H S ZEBEAN ToR 5 s Z IS, X284 R B
HT S R U 45 5. Tdentity Manager A1 2 AR AT A7 fif k1 J6
RO PR, DA 4 R G M IR 0] o 7 S AN Bk s et . A, A HE
R i i ot A R e A o I eT DA B E AT

% C-5 RTRBERAL, BRAEAERAE RS bt

Bt R WiEERE | RME WRER | BERS WiRER
HHLR AD HEE AP R F
A AG B cp 5 s
Application AP T IR Y CR

TR AC BCE cG

ik H& AL ek CcN

LTI PAEAR ET ol cT

Lighthouse Ik/* LA T2 CE

EoRIE Lc s DL

bl NT Mgk DA

XG4 0G HHE R DP

S PO 5] DS

Remedy HLH RC Lipis bC

BRI RA B EN

B RS Jazh LN

sl 0ES RE na LD

Role RL B LG

M tJE RT B Lo

R EX D AP NC

55941 I DRI DI b PT
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AP A S BT B B 45 S U0 D 2 ] 0 PR 30 [ 2 1) 32 46 S5 ) Tdentity Manager hiAS
BCEAE BNG B [FL . T 7.0 R kA, [0 s T )T A

L =S =y A

E[Ew
{# H Identity Manager %5 [X 511 [¥] "Active Synce Wizard" & &% 3)) [f] 4 . M1
Tl R IR CRARD BRI T AN [R] T 5 ) 48 5 5 58 O B 3 [R] 22 1Y
WHE
LRAEBNRD T, TEETEESIR P IERE TR, SR)5/E "Resource Actions' ZETi 5]
K IEFE Active Sync Wizard..

El& &

f# 1] "Synchronization Mode" BT ] A & 7537 21 [ 20 e e A rh ml e 456 1) g 15 26 73
i

MIX LI I S -

BANRERNE - P RCE TS R A AT . T BLEREE T T CAFFE IR
(X 2 PR 2 58 5t e B R TR A ] o B P LU P el 35 3 (R0 ) A ORI R, i
BT DASR I 21 5 R I LR T

o UIRIEFE "Pre-Existing Input Form" (BRIL) , ] iEHE T 51 3% 50 :
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o HERERUN - (AR JEFEEONREME AR ISAT RN . EIEREAS
A T AR I ARG TR, W b —ATisdr it
MANVE BRI I B o BEn DURHERE AR, AT BURRERE 44 B
PP R

B D-1 EENFEP G PR, AR R kI
Active Sync Wizard for LDAP

Synchronization Mode
Chaoose the synchronization mode to use for this resource.

I1||nput|:grm * Use Pre-Existing Input Form
Usage ¢ UseWizard Generated Input Form

[Elinput Form [ None =l

[ilProcess Rule
{optional) |N0ne J

M Savel Cancel |

WIRIEHE Use Wizard Generated Input Form, i 4k&L4T X DL N I T 5%«

o MEBK - WA SR G AR P BEARE AR 2w i AR
BRAIETI . A SR IEFE S, ) U R B AN B E HERE AL -

o BEEHIN - (AEREICERGUN Box. ) (k) R AR ik s
AT BERERIN o e PERE A 2 P AT JLARIE T W RS T HERER, S
R ATIBATIZAERE, ANV SRR B AR R E AT R DU RERE AR,
A DU HERE A4 BRI PP A A o

o JEAERE - ((ERERERN T B, ) (k) SHPEEaqTi bR shH
1) AR R AR L R RS i B[R] ) 3 ) A T
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Active Sync Wizard for LDAP

Synchronization Mode
Chaoose the synchronization mode to use for this resource.

I1||nput|:grm " Use Pre-Existing Input Form
Usage & UseWizard Generated Input Form

[il configuration

Mode " Basic @& Advanced

[ilProcess Rule
{optional) |N0ne J

[ilPost-Process
Form |N0ne j

M Savel Cancel |

ik Next k224 17 5. 7R "Active Sync Running Settings" L[l »
BITIRE

B SVFRO TGS R L LT B

o A3k

o il

o Hi&
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FE VLT ST B H635 50 [F) 20 3 3 R 2 70 -

o JAENREL - LU NI
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Vo
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o ONHEIC BN FEIE R 2005 457 H 18 H C2#I =)
o KRR E MR, JTEHEIN 2005427 A4 H (EH-) ) E49:00.
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o RVTFARESE - SN — RS — MR EE R R IF RIS 1] (k) HH :mm:ss) .
HEFEIZRZE

FE DA IR e R H AR d A5 R H 3530 e 400 1 1 331

o BNHBEHME - WRATE, WERE B N ASHEC. WRETE, W
FAIAE A H SO il -1, MG R H &30

o EBKEFOFMHHBM - st M Bod 5, W3 HAER AR . W) h =%,
WA AT T I T AR . R s K H AR A%, WIFESR € e Bez
Jo s W) H AR AR T ER AT o A IR S K A7 T "Maximum Log
File Size" 45 7& [ 5 AFHEAT PRA o

BINBCT, SRJEIEREN AL CRL /N 438, A BPElfD o BRI Z K.
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BRIRAFRTT ko

o BRHBEIHRA - FANES) HE BRI (LT NBAD o 435 H
SR NIE B KAEIN, 23R AR . iR “ R KH SR b,
WTESR E N BEZ 5, il H AR R W T 3B i o e NSRS T
"Maximum Active Log Age" $i7 & HJ A I I FR A A HEA T VR A

o HEZIA - AN HE KB

o 0-HEIExR

456  Sun Java System Identity Manager 7.1 ¢ Identity Manager &7



RERY

> 1-AER
o 2-f5R
o 3-VE4
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| D-3 RIE (T B SR IR
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Active Sync Running Settings
Configure how and when Active Sync is run for this resource.

Startup Settings
[i] Startup Type IAutomatic 'l
mProwAdministrator IConﬂgurator 'l

Polling Settings

[Tl Pall Every I IMinutes 'l
[ilPolling Start Date |
[ilPolling Start Time |

Logging Settings
[E] Masirnurn Log l—
Archives 3
[E] maximum Active l—l—_l
Log Age Days

[l Log File Path |

[Tl Masirnurn Log File I
Size

[i Log Level |2
Elackl Nextl Savel Cancel |

i Next 4844 FH 3. TR "General Active Sync Settings" UL [fi .
BHENRTRE
A5 FH e TR e S B R D I S 5

HETEFIIRE
FioE T REE K ] BB IR BRI I 57 o i, X LDAP B8, LA N BE W REE .
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TR o RIS AL BE MK 7 55 Tdentity System ik J7 AH SCHK -

BARRI - Carad) 5 MU LA o 75 5% U5 PR B8 SREMGS 4 5 (R A
FE o

RPRBERERRI - (RIik) $i5 7 AEAE Y Bl sk TP AR AE 2 AN UL IR N R 4T AT 5%
XA RR . IX N S B AT Tah A A ERE . R W] LU RERE A4 AR,
W] DU BERE 4 BRAG PP R o

MRRRI - Capak) Fgme— A, e ] UERSHBREANME N P ST AT VR4S
Fiz 9] true B false, LLHfE &S N AT BRERAE

BIBAILECK - - WK true, WNERLEKG 24X 02 7E Identity System A4k
bk WA false, & NC KA A AT 2 AR RN A ] (R E R RIS A TR 7
XTI EC Active Sync BAFBHIR - WAL PRILIEIT,  PHAE 3) A A2 U Bt
Yoy E g Ao I 21 G I BRI T

LT - e NI T R TR AR 2 T T ActiveSynce 445K ) R 4
Ho I AUERESLIET, WA EYE  (accountld BRAM AT H TR A FR A T
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o BWJE TARR - L8 EAE REAE W 5 LRI AT R )3 AR
Fili Save m Next i 5 i fr £y 22 BTN H LB E

o UIRIEEAMH CAAERRIARE, Nt Save LLSE AL ) T £ IR [H]
"Resources" 513,

o WCRIEAEAEHI AL, L Next 4R48.

o WHIEAEAEH basic FLER, MW E7R "Target Resources” . (FEAZE R
ERE 461 GUEM “ HARBHE” )

o WIRIEAEAEH] advanced FLE RS, W %7K "Event Types" 7.

R
SEUCH T RCE—AHLH], DL S [RD B e 5 R A 1 58— 2R S e
XFHH

W B0 AL 8 SONAE WS B D B L A S 0 S0 Bl B U581 A AR A S AL
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o M - EHAM T AR FD . PRI TS, ki "Edit
Condition" LLf# FH "Condition Panel" 3k & X 2544 .

AR 52 FAFR AL PRI I 45 -
o o - AT AR A

o U - AE TR A E R . RGBT, A SRS ME I I e ik
AN

o S -EFRS&M e SR, ERIET S, i "Edit Condition" LA
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FLh Next k224 W S . 7R~ "Process Selection" i

PEIRIRLE
FSE AR 5 37 0 ) 20 A S B 30 [ 26 AR SR TR A P MBI, A P ok v i 22
IBAT I TAR LB R -

HER
£/ D By it e WP e s W 7 DA i) o /S o W O (151
HERE:

RN - w7 DU AR5 5 (K R Aty 2 B 30 () 22 AR S e 4T 1) AR et
P o IXRRBRRFAE R AN o AT e R o

TEPRMEIE TS, 15 MR R — PR CHERE R e D .
K D-4 UHH T %55 € U BT ) "Process Selection” 7T .

E D-4 TEANE A I e BRI G
Active Sync Wizard for LDAP

Process Selection
Determine which warkflow or process to run for a specific event instance or type of event.

* Use a rule to determine the process fworkflow ?
" Use the event type to determine the process Mworkflow ?

|N0ne j

[ilProcess Made

[ilProcess
Determination Rule

Elackl Nextl Savel Cancel |

BAREY - ] LIRS SRS S SE B ) e 2R RIa AT TAR SR o el 10N BRAA
TR o
PRI IR, R P SRR ALE R 2247 (0 AR e R, Wil D-5+h
P o
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Process Selection
Determine which workflow or process to run for a specific event instance ar type of event.

" Use a rule to determine the process fworkflow ?
[l Process Mode )
* Use the event type to determine the process Mworkflow ?

[ilcreate |Defau|t

[ilupdate |Defau|t

[ilDelete |Defau|t

[ilEnable |Defau|t

[N [ X0 I ] I T K

[ilDisahle |Defau|t

Elackl Nextl Savel Cancel |

Fuili Next 4k FH 2. TR "Target Resources” 7.

BHiRZEIR
DL TP T4 2 5 R R R 1 AR

D-6 WAL HARGE

Target Resources
Chaoose the resources to synchronize with LDAP.

Available Resources Target Resources

AIKT M

Elackl Nextl Savel Cancel |

1. M “RTHIBER Y RGERE DA, R R C HARTEET X
2. urhi Next 4k4L. 7R "Target Attribute Mapping” 7.
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Target Attribute Mappings

Selectthe target resource and define the target attribute mappings.

Al

T | Target Attribute Tvpe Value

Applies To

[l |ai><_account_|uckedj |Ru|e j |AccountName—F\rstdotLast

Add Mapping | Remove Mapping |

Backl Sa\rel Cancel |

=| | [ Create [T Update [7 Delete

1. ANETFIZR Pk H bR Bt B RAIRT I HARE T, 1§ ¥4 Add Mapping.

2. R HAREPEIEFEETE. SRR PR

3. ft "Applies To" Flth, L LN I K — Do Z N AE ("Create”

"Update" 8¢ "Delete") -
4. EPXEEAS HAR IR SE AT I £

NSRRI MR B IEAT, WILEF21T, )5 #ifi Remove Mapping.

Huiti Save LLORAT I RN IF IR M BB
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Identity Manager %[ %.

identity template (EHDRERR) & H /7 IR VEIK 7 48K .
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Account Index Report

P ilfe 162
Active Sync Wizard, i3} 453
"Add Attribute" %4l 245, 247
Administrator Interface

Mk A 62
Administrators List

RIS 237, 240, 243

MR AT N 231,234
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"Approvals" JEII R

Mk 227

ik 227
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ik 235
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ik 247
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auditconfig.xml 3L 378
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fig 342
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Add Attribute 245,247
Escalate the approval 242
Execute a task 243
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B Identity Manager Mk 229
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clientSecurityFlags 268
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com.waveset.security.Right 4% 385
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"Configure Form and Process Mappings" il 226
convertDateToString 252, 253
Correlate via X509 Certificate subjectDN 306
Create 7% 78
"Create User" 71 64
createUser 225,226
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Delete User Template 226
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