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Summary of Changes

Addendum B contains updates to the Sun StorageTek Virtual Operator Panel
Customer User’s Guide, Revision JA.

These changes will be incorporated into the manual at the next reissue
(Revision JB).

This addendum contains a compilation of information regarding VOP release
1.0.13, such as:

e Support of IPv6 addressing for the T10000 tape drive in the sunVOP
application

¢ Changes to the ItoVOP interface
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VOP 1.0.13 Addendum 1

This addendum to the Sun StorageTek Virtual Operator Panel Customer User
Guide identifies what is new in version 1.0.13.

You can start the Windows version of VOP from the Start button or a batch file.

Start button (All Programs):

fHL! MOP Cuskomer r ‘ﬁ! Unirskall YOF Cuskormer
Lag OFf E ?{J"’ YOP Customer
W WOP-LTO4 Cuskarner
| istart [} B9 ] L C\Program Files\or Cu... |

all Programs

e Click the VOP Customer command to use the program with a T10000 or
T9840D tape drive.

» Click the VOP-LTO4 Customer command to use the program with an HP
LTO4 tape drive.

Batch file:
@ C:Program Files',YOP Customer &5 |EI|1|
J File Edit ‘iew Favorites Tools  Help | :,"'
(@t - © -« 3] Doowt [ 15 3 X D |-
J Address Iuj C:YProgram FilesiWoR Customer j EC
Folders X || Name =~ | Size: | Type | Date Modified  «
5 5 ¥OP Customer 2] | Sbin File Folder  1/26/2009 9:35 £
|Q Fif fﬂftpTemp File Folder  1/26/2009 9:35 ¢
I23) ftpTemp Cicons File Folder  1f26/2009 9:35 ¢
& icons Db File Folder /26,2009 9:35 ¢
0 lib Sitmp Filz Folder  1f26/2009 9:35 ¢
iﬁ tmp [C)tramscripts File Folder  1f26/2009 9:35 ¢
@ transcripts rg IMSTALL Ext ZKE TextDo... 6/2/2008 11:20¢
(53 YOP Service [E] LICENSE. bxt 3KB TextDo.. 2/18/20067:39F
"—j windows Media Connect 2 |t0\l'OP 1KE File 5/14/2008 11:31
) Windaws Media Plaver 1| Elieovor bat 1KE M5-DOS.. S(6(2008 9:37 A
) Windows HT [£] RELEASE_MOTES. bxt 4KB TextDo.. 4/21/20084:11F
ID WindawsLpdate sunVOP 1KE File 5/14/2008 11:31
By +| | Elsunvop. bat LKE MS-DOS.. 6/6/2008 1146 ¢,
< | iR v
|1? objects (Disk free space; 31.7 GB) |?32 KE | :J My Computer Y

e Click sunVOP.bat to use the program with a T10000 or T9840D tape drive.
e Click ltoVOP.bat to use the program with an HP LTO4 tape drive.

Note: Use the ltovop and sunVOP files without the .bat extension on Solaris
or Linux systems.
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VOP 1.0.13 Addendum

B Changes to sunVOP

Changes from VOP 1.0.12:

» Changed "Make Tape" behavior to continue making tapes until the user
explicitly cancels the operation

e Fixed bugs in the enroll process

e Added support for IPv6 addressing

IPVv6 is the next generation Internet protocol. It provides a much larger address
space than IPv4. This is based on the definition of a 128-bit address—IPv4
used a 32-bit address. The format of an IPv6 address is eight fields of four
hexadecimal characters separated by colons (for example: 2001:0db8:85a3:
0000:0000:8a2e:0370:7334).

The user’s guide provides information in Appendix B regarding a private tape
drive network where you use VOP to access any drive on the network. The
information pertains to a network that uses IPv4 addresses. You can modify
the network components to upgrade the network to make use of IPv6
addresses. This document does not provide information to upgrade your
network, contact your network administrator for assistance with an upgrade.

This portion of the addendum provides an overview of the screens that contain
information related to IPv6.

Retrieve Menu

You can access the Retrieve menu when the drive is online or offline. The IPv6
information resides in the View Drive Data area.

Tll]l]l]l] ¥irtual Operator Panel e

File Drive Operations | Retrieve Configure Help Drive IP= 10.0.0.1
View Drive Data... _|Empty
View Date & Time B Online

Z|Clean
Dumps to File... _I[)ump
Perms to File... .Enahleﬂ
" Logs to File...
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Changes to sunVOP

View Current Drive Settings of the Network

An IPv6 section has been added above the Network node name parameter
to show the various address values. The interface id is unique to the drive’s
Ethernet port while the IPv6 address 4 value is the link local address of the
drive. Other values are present when the drive is connected to an IPv6

network.

Figure 1. View Network

Parameter Definition

IPv4 address:
Subnet mask:

Gakeway:

IPwE address 5t
IPwE address 6
IPwE address 7
IPvE address 8
IPwE address 9

Metwork node narne:

IPw6 static address: ™

—pp  [Pvbinterface id:
IPvE address 0

IPwE address 1

IPwE address 2

IPvE address 3

— pp  [Pw6 address 4
="
="
-
"l
-l

"T10000-001000133"

Parameter Yalue
010.000.000.001
255.255.255.000
255.255.255.255

"0010:4FFF:Fe0NS37F"
"rull-"
"rugll-"
"rull-"
"rugll-"

"FES0::210:4FFF:FEDS:537F"
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VOP 1.0.13 Addendum

View Current Drive Settings for Encryption

The parameter labeled KMS 1Pv4/v6 addr (Enroll) has been expanded
to allow for IPv6 addressing. The other changes from version 1.0.12 include

FIPS support for KMS 2.1:

e Running in FIPS mode

e FIPS certification level

Figure 2. View Encrypt

Parameter Definition

Crypta Serial Number:
Device zeroed:
Device reset:

Encryphion ackive:

Licensed:
Use bokens:

Permanently encrypting:

Running in FIPS mode:

FIPS certification level:

Parameter Yalue
000005c7
Mo
Mo
Mo
Mo
MfA
[{ls]
LIMKN
LINKEMN

Agent 10 (Enrolly: ™
*Pass Phrase  (Enroll)s ™

— kS IPvafe addr (Enrall); ™

Active device keys:
{date/timeskamp):
Active media keys:
{datejtimestamp);

{drv pool dts):

(dev keys dts):
(mapping dts):

Key Load Mumber;
Mumnber of media keys:
EKT address:

OKT-1 address:

OKT-2 address:

MNeed device keys:
Revd device keys:
{Hold dateftimestamp:
Meed media keys:
Rewd redia keys:
{Hold dateftimestamp]:

000,000, 000,000
000,000,000,000
Q00 OO0, Do, 000
Mo
Mo

Refer to the encryption documentation for further information regarding FIPS

mode.
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Changes to sunVOP

Configure Menu

The Configure Drive Parameters property sheet for the Network has been
expanded to include an IPv6 static address.

Note: Check with your network administrator prior to setting an IPv6 static IP
address. The address must be unique.

If you want to set a static address:
1. Use an IPv4 address to connect VOP to the tape drive.

Note: The initial manufacturing setting is 010.000.000.001, as shown in
the following figure.

2. Navigate to the Change Drive Parameters Network property sheet.

3. Enter the static IP address. A check mark appears in the Update box
adjacent to the address.

4. Click the Commit button.

Figure 3. Change Network

Parameter Definitian Parameter VYalue pdate
IP+w4 address:  |010,000,000,001

Subnet mask: {255,255, 255,000

Gateway: {755,255,255,755

IPvE static address:

e EEE

Metwork node name:  § T10000-001000153
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VOP 1.0.13 Addendum

The Configure Drive Parameters property sheet for Encryption parameters

has been expanded to include:

e Set FIPS mode (permanent)
e IPv6 address of the KMS

Figure 4. Change Encrypt

Configure Drive Parameters

i Fil:urel Idsnmpl Ll:uggingl Netwurkl

Patarneter Definition Patarneter Yalue
License key: License
Use bokens: " %es (" Mo % LMNEM
Permanently encrypting: & UMNKN 7 es (T Mo
—® Sek FIPS mode(permanent): & UMEN © on { Off

Agent ID [Enrall):

Pass Phrase  (Enrolli:

Re-enter Pass Phrase  (Enroll):

—— kM3 IPvdi6 addr (Enroll): I

Ipdate

e e

Load Crive Config Cormmit Cancel

Refer to the encryption documentation for further information regarding FIPS

mode and KMS IPv6 addressing.
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Changes to ItoVOP

B Changes to ItoVOP

The VOP application window now has four basic operational functions (tabs):

* Monitor Drive

« Enroll Drive

e Configure Drive
¢ Service Drive

Several functions from the Configure Drive tab of version 1.0.12 have been
moved to either the Enroll Drive tab or the Service Drive tab.

Monitor Drive

Eleven information elements are available for the HP LTO4 drive instead of
ten.

» Adapter Card Firmware Version is now a generic description rather than
the Dione Version that appeared in version 1.0.12

« Drive Firmware Version has been added above the last item (KMA Agent
Version)

Figure 5. Not Connected

£ LTO-4 ¥irtual Operator Panel Yersion 1.0.13 on

[l Online

i Comneck i |10.0.0.1 WLoaded S

[ Encnynt microsystems

Manitor Drive | Enrall Drive | Configure Drive | Service Drive |

Drive Type

Drive ID

Media Type

IP Address

Metmask.

Gateway

KM& Agent ID

KMa IP Address
————— P Adapter Card Firmware Yersion
4’ Drive Firrnware Version

KMA& Agent Version
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VOP 1.0.13 Addendum

Enroll Drive

14

The Enroll Drive tab contains most of the functions that were in the Configure

Drive tab of version 1.0.12.

« KMA Agent ID

«  KMA IP Address

e Passphrase

e Confirm Passphrase
e Set Offline/Online

e Commit
 Enroll
« Cancel

Figure 6. Enroll Drive

£ LTO-4 ¥irtual Operator Panel Yersion 1.0.13 on 10.0.0.1

B Online

Conneck _|Empty
LiSenvice
_|Encrypt

Monitor Drive  Enrall Drive I Configure Drivel Service Drivel

Change Enrollment Settings

KMA Agert 1D |

KMA TP Address |

Passphrase I

Confirm Passphrase I

Set Offline | Comrmit Enrall

Cancel |

S Sun

microsystems

) E [
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Changes to ltoVOP

Configure Drive

96179

The Configure Drive tab has been reduced from version 1.0.12 and contains
the following functions:

* |P Address of the drive

* Netmask

¢ Gateway

* Set Offline/Online
e Commit

* Cancel

Figure 7. Configure Drive

£ LT0-4 ¥irtual Operator Panel Yersion 1.0.13 on 10.0.0.1 i 10l =l
B Online

Conneck 10.0.0.1 L{Empty
iseruce un.
_|Encrypt microsystems

Manitar Drivel Enroll Drive  Configure Drive I Service Drivel

Change IP Settings

IP Address [10.0.0.1 m
Metmask [255.255.255.0 O
Gateway |0.0.0.0 r

Set Cffline Comrmit Cancel
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VOP 1.0.13 Addendum

Service Drive

The Service Drive tab has gained the IPL button that was in the Configure
Drive tab of version 1.0.12 resulting in six buttons on the screen.

Figure 8. Service Drive

£ LTO-4 ¥irtual Operator Panel Yersion 1.0.13 on 10.0.0.1

B Online
Conneck 10.0.0.1 L{Empty

= YSun

microsystems

Manitar Drive | Enroll Drive | Configure Drive  Service Drive I

Thu Jan & 10:18:26 2009 - Connecting to 10.0.0.1
Thu Jan & 10:15:27 2009 - VOP LOGGED TH to Drive
Thu Jan § 10:18:27 2009 - Connection to 10.0.0.1

RUM LED Test | Clear Transcript | IPL |

RUN Loopback Test | Load Firmware | Drive Dump |
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