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Chapter 1. MySQL Enterprise Monitor Introduction and Architecture

MySQL Enterprise Monitor is an enterprise monitoring system for MySQL that keeps an eye on your MySQL servers, notifies you of
potential issues and problems, and advises you how to fix the issues. MySQL Enterprise Monitor can monitor all kinds of configura-
tions, from asingle MySQL server that isimportant to your business, al the way up to a huge farm of MySQL servers powering a busy
web site.

This section describes the basic components that make up the MySQL Enterprise Monitor product. These components can be installed
in various configurations depending on your own database and network topology, to give you the best combination of reliable and re-
sponsive monitoring data, with minimal overhead on the database server machines. A typical MySQL Enterprise Monitor installation
consists of:

¢ Oneor more MySQL serversthat you want to monitor. MySQL Enterprise Monitor can monitor both Community and Enterprise
MySQL server releases.

e A MySQL Enterprise Agent for each monitored MySQL server.

* A single MySQL Enterprise Service Manager, which collates information from the agents, and provides the user interface to the col-
lected data.

The structure of atypical MySQL Enterprise Monitor installation is shown in the figure below.

Figure 1.1. MySQL Enterprise Monitor Architecture
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MySQL Enterprise Monitor is designed to monitor one or more MySQL servers. The monitoring information is collected by using an
agent, MySQL Enterprise Agent. The agent communicates with the MySQL server that it monitors, collecting variables, status and
health information, and sending this information to the MySQL Enterprise Service Manager. If you have multiple MySQL servers, then
you have multiple MySQL Enterprise Agent processes monitoring each MySQL server. The MySQL Enterprise Agent has other re-
sponsihilities and capabilities, which we describe in more detail |ater in this chapter.

The information collected by the agent about each MySQL server you are monitoring is sent to the MySQL Enterprise Service Manager.
This server collates all of the information from the agents. Asit collates the information sent by the agents, the MySQL Enterprise Ser-
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vice Manager continually tests the collected data, comparing the status of the server to reasonable values. When thresholds are reached,
the server can trigger an event (including an alarm and natification) to highlight a potential issue, such aslow memory, high CPU usage,
or more complex conditions such insufficient buffer sizes and status information. We call each test, with its associated threshold value,
arule.

These rules, and the alarms and notifications, are each known as a MySQL Enterprise Advisor. Advisors form acritical part of the
MySQL Enterprise Service Manager, as they provide warning information and troubleshooting advice about potential problems.

The MySQL Enterprise Service Manager includes aweb server, and you interact with it through any web browser. This interface, the
MySQL Enterprise Dashboard, displays all of the information collected by the agents, and lets you view al of your servers and their
current status as a group or individually. Y ou control and configure all aspects of the service using the MySQL Enterprise Dashboard.

The information supplied by the MySQL Enterprise Agent processes also includes statistical and query information, which you can
view in the form of graphs. For example, you can view aspects such as server load, query numbers, or index usage information as a
graph over time. The graph lets you pinpoint problems or potential issues on your server, and can help diagnose the impact from data-
base or external problems (such as external system or network failure) by examining the data from a specific time interval.

Y ou can configure the MySQL Enterprise Agent to collect detailed information about the queries executed on your server, including the
row counts and performance times for executing each query. Y ou can correlate the detailed query data with the graphical information to
identify which queries were executing when you experienced a particularly high load, index or other issue. The query data is supported
by a system called Query Analyzer, and the data can be presented in different ways depending on your needs.

1.1. MySQL Enterprise Service Manager

The MySQL Enterprise Service Manager is the hub of MySQL Enterprise Monitor: it collects information, stores the information for
display, generating warnings and alerts, sends emails and other notifications, and supports the MySQL Enterprise Dashboard as the in-
terface to the system.

Figure 1.2. The MySQL Enterprise Service Manager Architecture
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Y ou can consider the MySQL Enterprise Service Manager as being composed of three parts:

* The MySQL Enterprise Service Manager core, built on top of the Tomcat web server, is the server that handles tasks such as collect-
ing information from each MySQL Enterprise Agent, formatting and inserting information into the repository, and executing the
rules from the MySQL Enterprise Advisor collections.

Because the system is built on top of Tomcat and Java, the performance of the system depends on the configuration and optimiza-
tion of the Java environment. The standard configuration is designed to support most typical installations, but for installations that
involve alarger number of monitored servers, or that support alarge numbers of clients using the MySQL Enterprise Dashboard,
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you can change the configuration to optimize performance. For example, you might increase the Java memory sizes for better cach-
ing.
¢ Thedatacollected by the MySQL Enterprise Service Manager is stored within the MySQL Enterprise Monitor repository. The re-

pository uses a MySQL database, which enables MySQL Enterprise Monitor to take advantage of MySQL features such asthe In-
noDB storage engine and partitioning systems.

Y ou can optimize the configuration of the MySQL server depending on the hardware capacity, for example extending the cache
memory for the InnoDB storage engine or the thread processes. The default configuration places both the MySQL server and the
Tomcat service on the same machine. To dedicate more resources to the MySQL and Tomcat components, you can separate the two
across two different machines.

*  The MySQL Enterprise Dashboard is a series of JSP pages displayed through the Tomcat service. These web pages display and con-

trol all the components of the system, including the different views of data, notification system, graphing engine and the configura-
tion of the MySQL Enterprise Service Manager.

1.2. MySQL Enterprise Dashboard

The MySQL Enterprise Dashboard is a web-based interface to the MySQL Enterprise Service Manager. MySQL Enterprise Dashboard
provides a quick overview of the current status of your server, and lets you drill down into the current status, events, and historical in-
formation submitted by each MySQL Enterprise Agent.

The main features of the MySQL Enterprise Dashboard include:

e A single page, MONITOR, that gives an overview of the current health and status of all your servers, an overview of any events that
aretriggered, a heat chart for critical status information, and a customizable set of graphs.

*  TheHEAT CHART table shows the current status of all your servers, using icons to highlight important issues. A heat chart isin-
cluded on the main MONITOR tab, and you can also keep a standalone HEAT CHART open on your desktop to monitor your server
states.

e The ADVISORStab lets you create, edit, control, install, and schedul e advisors within the system.

e The QUERY ANALYZER helpsyou identify problem queries.

¢ The REPLICATION view monitors the structure and health of your replication environment.

¢ The SETTINGS tab lets you set the parameters for the server, including setting notification lists, configuring SNMP, and setting the
intervals for removing old data.

« TheWHAT's NEw? tab gives alive connection to the MySQL Enterprise website, with news about the latest releases, critical fixes
and patches, and any current support issues.

For amore detailed overview of MySQL Enterprise Dashboard, see Section 2.1, “MySQL Enterprise Dashboard”.

1.3. MySQL Enterprise Advisor Collections

The MySQL Enterprise Advisors are organized into collections, according to the subscription level of your MySQL Enterprise subscrip-
tion. These collections include advisors and definitions for graphs that you can view within the MySQL Enterprise Dashboard.

Each MySQL Enterprise Advisor uses the information collected by the MySQL Enterprise Agent on each machine to test data values or
configuration settings and send an event notification when athreshold is reached. Advisors can be a simple piece of advice, awarning,
or acritical event. Within the MySQL Enterprise Service Manager these events are displayed through either the eventstab, or for critic-
al items, a heat chart summarizing the current status of your MySQL servers.

The events can be displayed within the MySQL Enterprise Dashboard, or can trigger additional notifications, such as an email or an
SMSS text message. The information provided by the advisors, and the collected data, are also exported through SNMP (Simple Network
Management Protocol), so you can use SNMP traps within your existing network monitoring infrastructure.

All advisors are executed according to a schedule that determines how frequently each advisor is executed.
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1.4. Monitored MySQL Server

MySQL Enterprise Monitor can monitor any MySQL server from MySQL 4.1 to 6.0. The advisors and rules provide specific support
for different versions. For example, there are unique rules and graphs for different MySQL versions, and some rules provide advice
about MySQL upgrades.

In addition to monitoring the internal operation of the MySQL server, the MySQL Enterprise Agent and MySQL Enterprise Service
Manager can determine the replication topology of your MySQL servers and monitor the replication status.

MySQL Enterprise Monitor uses a number of unique valuesto identify the different components, including the MySQL instance being

monitored:

e Each MySQL Server hasaUUID, stored inthemysql . i nvent or y table, that uniquely identifies the MySQL server to the rest of
MEM. The server UUID is used to collate information about a single MySQL instance.

¢ Each host (the machine on which the agent is running) has a UUID to uniquely identify the host to the rest of MySQL Enterprise
Monitor. Thisis used to collate the OS information (such as CPU, RAM and disk data). The hostid also determines whether the
MySQL server is on the same host asit was before, to identify when data has been moved between machines, or when a machine
has been upgraded. The host UUID is stored within the host i d row withinthenysqgl . i nvent ory table.

e Each agent hasaUUID to identify the agent to MEM. The agent UUID is defined within the agent - uui d parameter within the
agent configuration file.

These UUIDs are used in combination to register and collate information, and to determine the location and source of an issue.

Y ou can monitor any MySQL server, because the agent communi cates with the MySQL server using the same protocol as any other cli-

ent. For best results when using MySQL Enterprise Agent with your MySQL Server, follow these guidelines:

e Eachinstance must have aunique ID, as stored withinthenysql . i nvent ory table.

¢ Configure the MySQL server with a user that has the correct permissions and rights to be able to monitor the different parameters of
the server. The installation guide provides instructions to create a suitable user.

1.5. MySQL Enterprise Agent

The MySQL Enterprise Agent performs the following tasks:

« Connectsto, and collects, the core information about aMySQL server. The core datais called the inventory. The inventory includes
critical information (known items) about the server which is used to help determine the other information that can be collected. For
example, the inventory includes details such as the MySQL server version number, supported storage engines and replication con-
figuration.

e Collectsaset of standard data items that constitute the bulk of the data sent to the MySQL Enterprise Service Manager. Thisin-
cludes all of the information about the configuration, database objects and other content.

« Collects various pieces of information about the host operating system on which the agent is running. Thisincludes CPU, RAM and
filesystem information and statistics.

¢ Collects query analyzer data by acting asaMySQL Proxy, collecting, and forwarding MySQL queries from clients and sending the
collected query execution information to the MySQL Enterprise Service Manager. Thisis known as the MySQL Enterprise Agent
Proxy Service.
¢ Collects any custom dataitems that you can optionally configure to provide unique monitoring and statistical information for your
MySQL server.
Note

Although the MySQL Enterprise Agent consists of a number of different elements, the components are used collectively as
asingle application, the MySQL Enterprise Agent. However, in order to distinguish these different elements and their
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function, they are individually reference and recognized throughout the documentation so that their functionality, configur-
ation, and deployment can be more easily described.

The agent is a general purpose service that provides the basis for all this functionality and is the key component of MySQL Enterprise
Monitor asit provides the MySQL Enterprise Service Manager with the information about each individual MySQL server.

Each MySQL Enterprise Agent requires a UUID to uniquely identify the MySQL Enterprise Agent to the MySQL Enterprise Service
Manager. This UUID isindependent of the UUID assigned to each monitored server. Take care that you do not copy the UUID from
oneinstance of the agent to another, asit will cause incorrect recording of the information by the agent.

When the agent first starts, it performs the following operations:

« Loadsthe configuration information.

e Checksthat the Agent UUID exists.

* Generates what it thinks the current Host 1D should be.
» Startsthe network thread and collector threads.

¢ Compares whether the instance we are connected to has the same Host ID, to make sure we are not starting on a copied instance
wrongly.

¢ Registers with the MySQL Enterprise Service Manager and then sends a heartbeat signal.

¢ Receivesa"list known dataitems' call from the Service Manager.

* Loadsthelist of dataitems, including any custom data items, to be read from the server.

¢ Responds to the Service Manager with the known items.

¢ Receivesa"list instances' call from the Service Manager for certain dataitems.

* Runstheinventory process to determine the core information about the MySQL server.

¢ Responds to the Service Manager with the inventory.

¢ Receives schedule information for each dataitem from the MySQL Enterprise Service Manager in "collect data' tasks.

e Startscollecting data and sending it to the MySQL Enterprise Service Manager according to the schedule set during configuration.

Once running, each MySQL Enterprise Agent periodically collects information from the monitored MySQL server and sendsit to
MySQL Enterprise Agent.

1.5.1. MySQL Enterprise Agent Basic Architecture

The MySQL Enterprise Agent core architecture provides the basic chassis on which the other components operate. The main purpose of
the core architecture is to support the connectivity to the MySQL server being monitored, and the communication ability with the
MySQL Enterprise Service Manager to collect and send collected information, and receive configuration and other information from
MySQL Enterprise Service Manager

In addition to providing the main chassis for the MySQL Enterprise Agent Proxy Service component, the agent also performs a number
of key operationsin collecting information from the MySQL server that is being monitored. In particular, the core agent:

« Providesthe direct monitoring of the MySQL server, including checking the server accessibility, configuration, obtaining the server
ID, and setting up the environment to start collecting more detailed information. In addition to the information accessible by access-
ing variable and configuration information within the server, other configuration parameters, such as the replication configuration, is
also recovered from the server.

¢ Collects the operating system specific information, including RAM, disk storage and other data.

« Collects the data from the server, including obtaining the values and configuration of the MySQL server, status variables and other
information.
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e Communicates with the MySQL Enterprise Service Manager. Datais collected at scheduled intervals according to the schedule set
by the server. Thisinformation is then sent to the MySQL Enterprise Service Manager at aregular schedule that is designed reduce
the effect of multiple agents on multiple machines simultaneously sending large blocks of data up to the MySQL Enterprise Service
Manager at the sametime.

These responsibilities are handled in addition to the MySQL Enterprise Agent Proxy Service service that provide information about
queries for the query analyzer.

Because the MySQL Enterprise Agent and the MySQL Enterprise Service Manager may |ose communication with each other (for ex-
ample, due to transient network errors), the MySQL Enterprise Agent can store the data that would normally be sent up to the MySQL
Enterprise Service Manager. Once communication is re-established, the saved datais sent up to the server.

1.5.2. MySQL Enterprise Agent Proxy Service Architecture

When using MySQL Enterprise Agent as a proxy service, the queries from user applications are sent through the MySQL Enterprise
Agent, which forwards them onto a MySQL server, returning the query results while recording query statistical information. When op-
erating in this mode, the agent acts as both the agent and proxy for the same monitored MySQL server (see Figure 1.3, “The MySQL
Enterprise Monitor Architecture when using proxy and agent services for the same MySQL Server”).

Figure 1.3. The MySQL Enterprise Monitor Architecture when using proxy and agent services for the
same MySQL Server
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The figures shows asingle MySQL Enterprise Agent and two of the components, the core agent service and the MySQL Enterprise
Agent Proxy Service. The MySQL Enterprise Agent is connected to the single monitored MySQL server. In turn, the MySQL Enter-
prise Agent is connected to the MySQL Enterprise Service Manager to provide monitoring and query analyzer data, and to the user ap-
plication, which uses the proxy service to supply query analyzer data.




Chapter 2. Using and Configuring MySQL Enterprise Dashboard

This chapter contains information about the main sections of MySQL Enterprise Dashboard, how to use the interface, and how to set the
different configuration and other settings.

Y ou can open the Dashboard and connect to the MySQL Enterprise Dashboard either using the standard HT TP protocol, or using an
SSL connection (HTTPS). By default, you can connect to MySQL Enterprise Dashboard using ht t p: / / host : 18080, where host
isthe hostname or | P address of the MySQL Enterprise Service Manager. The default SSL URL ishtt ps: // host : 18443. You can
override these values during installation. To check the configured values, look at the conf i gurati on_report.t xt filewithin
your installation directory.

Y ou can configure additional users to have access to your MySQL Enterprise Dashboard. Each user can have a specific privilege level:
read-only, restricted from using the Query Analyzer data, or prevented from using any administrator features. For more information, see
Section 2.8.4, “Managing Users’.

Note

If you are connecting using SSL, the built-in certificate is self-signed and may be highlighted as ‘unsafe’ within the

browser oninitial connection. To prevent problems accessing the site, add an exception for the certificate to your browser
for this server.

2.1. MySQL Enterprise Dashboard

The MySQL Enterprise Dashboard provides you with information about your MySQL servers: alist of the latest MySQL Enterprise
Advisor reports, server status information, MySQL Enterprise alerts, and updated views of monitored MySQL servers. The MONITOR
screen gives aquick overview of the status of your MySQL servers.

Y ou access the MySQL Enterprise Dashboard through a standard web browser. For more details on the supported browsers, see Sec-
tion B.2, “ Supported Browsers”.

The MySQL Enterprise Dashboard page is divided into four sections: the header, the footer, the main bar, and an context-sensitive
SERVERS list. These areas perform the following functions:
e TheHeader

The top of the screen shows therefresh cycleand Hel p and Log Qut links. Click the Hel p link to open the documentationin a
separate browser window. Choose Log Qut if you wish to leave the Dashboard or to log in as a different user.

The REFRESH selection configures the MySQL Enterprise Dashboard page to automatically refresh and reload at a specific interval,
for pages that you leave open for along time and consult at a glance. Do not make the interval too short, or the load on the MySQL
Enterprise Service Manager might affect overall performance.

¢ TheFooter
The footer has external linksto MySQL Enterprise and information about the current user. Y ou can remain connected to the Dash-
board and update your subscription, use the Enterprise Knowledge Base, and contact technical support. Y our subscription informa-
tion is also displayed here, showing the number of days remaining and the number of licenses. The number of licensesindicates to
the number of machines that may be monitored; any number of MySQL servers may be running on a specific machine.

Thefooter also contains alink to the Set t i ngs page. If your subscription is current it reads SUBSCRIPTION IS UP-TO-DATE.
MORE INFO..... For more information about the Set t i ngs page, see Section 2.8.7, “Product Information”.

e TheServer Tree

The tab on the left displays the Server tree, where you navigate to different groups or to specific servers. By default, the first group
of serversis selected. This selection determines the information shown on the MONITOR page.

If aserver group is selected, the information presented on the MONITOR page is aggregate information for this group; if only one
server is selected, the information applies to that server only.

When you change your server selection, the information shown in the graphs and in the HEAT CHART changes.

| Note
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I For more information about server groups, see Section 2.8.3.2, “Grouping Servers’.

Theindividual server, or server group, selected in the Server Tree also determines what information appears when the ADVISORS
tab or the EVENTS tab is selected.

e TheMain Section
The main section of the page shows the relevant information for the selected task or option. For example, when the QUERY ANA-
LYZER tab is selected, the main section of the page shows the Query Analyzer data and alist of the current queries.

Y ou can navigate to a number of pages that provide more detailed information. These pages include:

« MONITOR: The overview page that shows a quick summary of the servers, their status, events, availability and load. The remainder
of this chapter details the contents of this page.

* ADVISORS. Shows the various advisors configured in your installation and |ets you schedule their execution on different servers, ap-
ply and manage rules and manage the advisor installation itself. For more information, see Section 2.3, “The ADVISORS Tab".

« EVENTS: Provides an interface into the event system that highlights specific issues and problems on your monitored servers. For
more information on using Events, see Section 2.4, “The EVENTS Tab”.

« GRAPHS; Letsyou view and configure graphs covering various statistics. For details on how to view and use these graphs, see Sec-
tion 2.5, “The GRAPHS Tab".

¢ QUERY ANALYZER: Interfaces to the query monitoring system that monitors and tracks the individual queriesthat are being ex-
ecuted on a system. Y ou can find problem queries that may need optimization or that may affect server load. For more information,
see Section 2.6, “The QUERY ANALYZER Tab".

e REPLICATION: Providesinformation on the status and structure of your serversthat use replication. This pageisonly available if
you have a suitable subscription level. For more information, see Section 2.7, “The REPLICATION Tab”.

e SETTINGS: Controls the settings for the server, including email configuration, passwords, and server and user management. For
more information, see Section 2.8, “The SETTINGS Tab".

«  WHAT'SNEw?: Provides the latest news and information about your installation directly from the Enterprise website. For more in-
formation on the data provided, Section 2.9, “The WHAT'S NEw Tab".

2.2. The MONITOR Tab

The default tab, MONITORING, which is shown when initially logging in to MySQL Enterprise Dashboard, provides a quick overview
of your current monitoring information, and provides an instant health check for all of the MySQL servers across the enterprise.

From this page, you can:

e View monitoring dataand all critical MySQL Advisor Rule violations for al or selected servers.

¢ Close and annotate MySQL Advisor Rule violations.

¢ Determineif thereisaMonitor Agent that is not communicating with the Service Manager.

* Determineif thereisaserver that isin trouble or completely down.

* View indicator value graphs for key MySQL and operating system (OS) level metrics. Graph presentation defaults to a thumbnail
view, but opens into alarger image upon being clicked.

Graphs are shown in the center of the page beneath the tabs. If applicable, you also see alist of critical events.

On theright isthe color-coded HEAT CHART, showing the advisorsthat are installed by default. The HEAT CHART shows the most im-

portant advisors, allowing aquick overview of the state of your servers. Y ou can open the HEAT CHART in its own window by clicking
the St andal one Heat Chart link. If applicable, you also see alist of critical events.

9
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The Show Hi de Legend link toggles display of the explanations of the icons used in the HEAT CHART.
Note

Find colorblind-accessible iconsinthe al t er nat e directory. On Linux, this directory isimmediately below the /

noni t or/ apache-t ontat / webapps/ ROOT/ web/ r esour ces/ i nages/ directory. Theseimages are stored in
the same directory on Windows. To use them, back up the originals and then copy and paste the alternate set into thei m
ages directory.

When a specific server isselected inthe Ser ver  Tr ee, theMet a | nf o area beneath the legend shows details about this server. The
information shown in this areaiis the host name, the MySQL version number, the number of scheduled rules, the operating system, and
the CPU.

TheMet a | nf o section also shows how long the agent has been running, when it last contacted the MySQL server it is monitoring,
and the last time the agent contacted the dashboard. When you mouse over the date shown beside Up SINCE, a pop-up box displays the
elapsed time since the server instance was last started. Y ou can also mouse over the LAST MYSQL CONTACT and the LAST AGENT
CONTACT dates.

Note

In the case of remote monitoring, the agent runs on a different machine than the MySQL server that it is monitoring. The

Host name, MySQL, and Rul es information applies to the system being monitored. The OGS and CPU information applies

to the machine on which the agent is running. For more information about remote monitoring, see Section 5.3.7,
“Configuring an Agent to Monitor a Remote MySQL Server”.

2.2.1. The Server Graphs and Critical Events

The center of the MONITOR page gives avisua representation of the state of your servers.

Figure 2.1. MySQL Enterprise Dashboard: The Graphs Screen
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The graphs present information about the currently selected server or server group. The default graphs show the hit ratios, CPU utiliza-
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tion, connections, and database activity for a specific interval.

Graphs also let you drill down from overall usage information to the queries that were being executed on the server at the time. Click
and drag on a graph to zoom in on the graph content and view the queries that were being executed during the specified period, to un-
derstand server performance and responsiveness. Thisinformation is only available when you configure query analysis, and enable
query analysis for the servers you are monitoring. For more information, see Section 2.6, “The QUERY ANALYZER Tab".

To set theinterval, click theconf i gur e graphs link immediately below the graphs. In the resulting dialog box, choose the default
interval for the x-axis of the graphs. Defining a shorter or longer interval gives you a shorter or longer term view of server activity. You
can aso adjust the thumbnail and full-size graph dimensions from this dialog box. Save any changes, and the chosen values become the
defaults whenever you log in.

Y ou can also choose the default graphs shown on the MONITOR page. Click theedi t favori t es link and choose the graphs you
want from the drop-down list box. To choose contiguous graphs, hold down the Shift key and click the desired graphs. To select graphs
that are not in a sequence, click the desired graphs while holding down the Ctrl key. The MONITOR page can display a maximum of six
graphs. Save your changes, and these become be the default graphs whenever you log in.

Color coding helps distinguish different aspects of each graph. With Dat abase Acti vi ty for example, you can readily distinguish
SELECT statements from | NSERT statements.

Clicking agraph opens a detailed view with GRAPH DisPLAY and CONFIGURE tabs. Choose the CONFIGURE tab to temporarily change
the way that a graph displays. Changes made from this tab only apply to the standal one graph while it is open. Persistent changes are
made as described above.

Dismiss the enlarged graph by clicking the HIDE button.

Alerts from the event system are displayed immediately below the charts. For more information on the events display, see Section 2.4,
“The EVENTS Tab".

2.2.2. The Heat Chart

The HEAT CHART ison theright side of the MONITOR page and shows the status of critical rules. Monitored servers are organized by
groups. To view the status of a specific server, click the + button next to the appropriate server group.

Whenever a new agent contacts the Service Manager for the first time, all the rulesin the Heat Chart Advisor are automatically activ-

ated. These Advisors monitor the status of the server and agent, critical operating system indicators, and important events related to
your MySQL servers. An example follows.

Figure 2.2. MySQL Enterprise Dashboard: The Heat Chart
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To interpret the Heat Chart, see the following legend.

Figure 2.3. MySQL Enterprise Dashboard: The Heat Chart Legend
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The status unknown typically applies when an agent is down and can no longer report the status of the server that it is monitoring. The
status unknown can also apply if the data that should be collected is not available on the server being monitored.
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Y ou can open the Heat Chart in its own browser window by clicking the STANDALONE HEAT CHART link immediately below the
HEAT CHART on the left. Y ou can set the refresh rate to a different rate than the setting on the M ONITOR page.

In addition to showing the most important advisors, the HEAT CHART also has columns that display the number of critical, warning,
and informational alarms. Clicking the hyperlink in any one of these columns takes you to the EVENTS tab, which gives more detailed
information. For more information about events, see Section 2.4, “The EVENTS Tab". Hovering over the heat chart also provides server
counts within the tooltips pop-up.

When the Dashboard isfirst installed, no notification groups are associated with the Advisors shown in the Heat Chart. For more in-

formation on this topic, see Section 5.2.7.3, “Installing, Updating or Upgrading Advisors After Initial Login” and Section 2.8.5,
“Manage Notification Groups’.

2.3. The ADVISORS Tab

Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Anayzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

MySQL Enterprise Advisors are a series of scripts that gather information from your MySQL servers via the Service Manager and the
Monitor Agents, analyze that information based on custom rules included as part of MySQL Enterprise Monitor, and then offer alerts

and advice when necessary. As new rules are introduced, the MySQL Enterprise Advisors can be updated through the MySQL Enter-

prise website.

The MySQL Enterprise Advisorsfall into the following categories:

e Administration:

» Better manage databases.

»  Suggest improvements for smoother operation.
e Heat Chart:

» Drivethe statusindicators in the Heat Chart.

* ldentify up/down status and performance issues.
* Performance:

» Identify potentia performance bottlenecks.

* Make suggestions for improved database speed.
¢ Replication:

* ldentify replication bottlenecks.

» Improvereplication design.
e Schema

* ldentify schema changes.

*  Find security loopholes.
e Security:

e Protect MySQL servers.

»  Find security loopholes.

An advisor category provides a set of rules designed to enforce MySQL best practices for that specific category. Rules can be targeted
to run at the individual server or group level and, upon rule violation, provide aerts and expert advice on how to address and correct a
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problem before it becomes a costly outage.

Thefilei t ens- nysql - noni t or . xm contains supplementary information used to construct rules. On Windows, thisfileisin the
C:\ Program Fi | es\ nySQL\ Ent er pri se\ Agent \ shar e\ mysql - noni t or - agent directory and on Unix, in the/

opt/ nysql /enterprisel/agent/share/ mysql - noni t or - agent directory. Find below the rule for discovering ar oot ac-
count with no password.

<| TEM>
<NAME>no_r oot _passwor d</ NAME>
<Fl ELD>no_passwor d</ FI ELD>
<SCOPE>t abl e</ SCOPE>

<CCDE>
/<! [ CDATA[ SELECT COUNT(*) AS no_password FROM nysql . user WHERE user='root' AND password='']]>
</ CODE>
<NAMESPACE>nysql </ NAMESPACE>
<RETURNS>| NTEGER</ RETURNS>
<SOURCE>t abl e</ SOURCE>
<I NSTANCE>nysql . user </ | NSTANCE>
</ | TEM>

Your MySQL Enterprise subscription level determines which rules are available to you. Subscription levels are cumulative, meaning
that higher MySQL Enterprise levels have access to all the rules of the lower levels.
When the Dashboard is first installed, the only rules that are scheduled are those that belong to the HEAT CHART group.

Go to the Advisors screen by logging in to the Dashboard and choosing the ADVISORS tab.

2.3.1. Installing and Updating Advisors

Instructions for installing Advisors are given in Section 5.2.7.3, “Installing, Updating or Upgrading Advisors After Initial Login”, and
following. Principally, you need to configure your MySQL Enterprise login or enter your product key before you can update your Ad-
visors.

If your MySQL Enterprise login is configured, you can download the latest Advisors by navigating to the ADvISORS tab and finding the
Check for Updat es link. You can periodically update advisorsin this way.

Note

If you do not have Internet access and cannot use the online update option you can manually import advisors. This process
isdescribed in Section 5.2.7.3, “Installing, Updating or Upgrading Advisors After Initial Login”.

2.3.2. Scheduling Rules

Once the MySQL Enterprise Advisors have been installed, you can configure which advisors you would like to run on a scheduled
basis.

Y ou can schedule rules by individua server or by group. Thisis done by first selecting the desired server or server group from the
SERVER tree found on the |eft side of the screen. Next select the ADVISORS tab.

Opening the ADVISORS tab takes you to the Cur r ent  Schedul e page. If you have only just installed the MySQL Enterprise Monit-
or then you will only seethe Heat Chart group of advisors. Clicking the + button will show all the rulesin the Heat Chart group.

Clicking the + button beside any specific rule will show the serversthat this ruleis running on, its frequency, and its status. Initialy, al
theHeat Chart rulesareenabled.

For amore complete description of arule, click the rule's name. This opens a dialog box that gives detailed information about the rule.

To view the advisors other than the Heat Chart group, select the Add t o Schedul e link. Thiswill show all the advisors available for
your subscription level.

Rules are grouped by functionality and displayed in al phabetic order. To expand a group click the + button to the |eft of the advisor
name.

Y ou may activate al the rulesin a group by selecting the checkbox beside the group name. Once selected you may apply rules against a
specific server or agroup of servers. A message showing the group of servers or the specific server you have selected will display im-
mediately below the sSCHEDULE button. For example, if the Al | Ser ver s group is selected in the server tree, then the message will
read, “ Schedule Advisors Against All Servers’.
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To select a specific rule, expand the group tree by clicking the + button. Select the checkbox to the left of the rule you wish to schedule.
Click scHEDULE to display the following dialog box:

Figure 2.4. MySQL Enterprise Dashboard: Scheduling Dialog

| Schedule |

Schedule 23 rules against "bear:3306".

Use Default ["1 Use each rule's default freguency if available, otherwise use
Frequency the frequency specified below.

Frequency Hours  Minutes
00 5 |00 3

Motifications [Mo Motifications]

Use SNMP W '
Traps

Auto-Close (%) Use Default (disabled) for Auto-Closing Events
I:] Enable Auto-Close Events
E:] Disable Auto-Close Events

Auto-Close
Mot

P

sChedule | cancel |

The Schedule dialog box lets you configure the following fields:

¢ FREQUENCY: Dictates how often the rule will run. The default value for different rules varies but arule can be set to run at any in-
terval desired.

Warning

Setting the frequency of arule involves tradeoffs. Rule evaluation consumes system resources. CPU, memory, and disk
space. While the amount consumed is small, if you run all the rules against dozens of servers on avery frequent basis, you
may put a significant load on the Service Manager. So select an appropriate frequency. For example, unless you are stop-
ping and restarting your servers frequently, rules that check server configuration variables probably don't need to run very
often.

Another consideration is that certain status variables increase monotonically until a server is restarted. Examples of these
areKey_reads, Qcache_hits,Questions, Tabl e_| ocks_wai t ed, and similar variables. The value returned by
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SHOW STATUS for these variables is the value since the server was started (or since the last FLUSH STATUS command),
which is not very useful for performance tuning, especialy if the server has been running for an extended period of time.
For performance tuning it is much better to know the change in state (for example, delta) of these values over the last 10
minutes, 1 hour, or whatever time frame is appropriate for your application. The frequency at which you schedulearuleis
the time frame used to calculate the delta values of these variables, and it isthe deltathat is used in expression evaluation,
not the absolute value. Consequently, select afrequency that is appropriate for the metrics being used in the expression.

* NOTIFICATIONS: A listbox of users, notification groups, or both who will be emailed when an advisor reaches an aert level. Single
or multiple selections are allowed. For instructions on setting up notification groups see, Section 2.8.5, “Manage Notification
Groups’.

e Use SNMP TRAPS: Indicates that an SNMP trap should be raised for this rule. For details on the SNMP configuration within
MySQL Enterprise Monitor, see SNMP Trap configuration.

¢ AuTO-CLOSE: Specifies whether the rule should use the auto-close system. Events triggered by rules can be automatically closed
when the situation that triggered the rule is no longer in effect. Some rules are configured with auto-close enabled by default. To de-
termine which advisors this applies to, see Section B.9, “Advisor/Graph Reference”. For more information on closing and auto-
closing events, see Section 2.4.1, “Closing an Event”.

Y ou can configure individual rulesto either use the default auto-close settings for the advisor, to enable auto-close events, or to dis-
able auto-close events. If auto-close of events has been enabled, you can specify the text that will be added to the event closure by
adding it to the AuTO-CLOSE NOTE textbox.

Once you have set the schedule parameters, click the SCHEDULE button to schedule the advisor.

Y ou can schedule multiple rules by selecting the checkbox next to each rule and clicking the SCHEDULE button is an effective way to
schedule multiple rules.

When scheduling more than one rule, you have the option of selecting a checkbox to use the default frequency of each rule or you may
choose a frequency that will apply to all selected rules. When customizing the frequency, take care that you choose a value that is ap-
propriate to all the rules selected.

Note
If the agent does not have the SUPER privilege and InnoDB-related rules are scheduled, awarning will appear in the

Dat aCol | ecti on log. Thisalso occursif mysql d is started with the ski p- i nnodb option. For more information
about agent rights see Section 5.3.1, “Creating a MySQL User Account for the Monitor Agent”.

2.3.2.1. Heat Chart Notifications

Itis particularly important that Not i fi cati ons beset fortheHeat Chart group of rules. Thisis easily done from the Cur r ent
Schedul e page by clicking the + button beside arule and then clicking a server.

Doing this opens awindow with threetabs—Over vi ew, SETTINGS, and Advanced.

The Over vi ewtab shows which advisor group arule belongs to, a description of its purpose, and alink to the history of this aert.

In the SETTINGS tab you can adjust the frequency of this rule and al so specify a notification group. To select more than one contiguous
group pressthe Shi f t key and click the desired groups. (Some web browsers may require that you drag your selection.) Noncontigu-
ous selections are made by holding down the Cont r ol key and clicking the desired groups.

If you haven't set up global SNMP traps and would like your Network Management System (NMS) to handle events related to a specific
rule then check the Use SNIVP Tr aps checkbox. For more information about Simple Network Management Protocol (SNMP) see
Simple Network Management Protocol (SNMP) Traps.

The Advanced tab gives detailed information about how this rule isimplemented.

2.3.3. Editing Built-in Rules

The frequency and thresholds defined for arule are default recommendations. To edit these properties choose the Cr eat e/ Edi t
Rul e link.

The following image shows the screen used to edit rules:
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Figure 2.5. MySQL Enterprise Dashboard: Editing Rules

[ Edit Schedule(s) || anend
Edit 3 schedules.

sl i bubimsrd] i e bl

Use Default ["1 Use each rule's default freguency if available, otherwise use
Frequency the frequency specified below.

Frequency Hours  Minutes
0 5y 00 &

Motifications [Mo Motifications]

Use SNMP [
Traps

Auto-Close (%) Use Default (enabled) for Aute-Clesing Events
[:] Enable Auto-Close Events
f:] Disable Auto-Close Events

Auto-Close
Mot

P

update | cancel |

Beside the rule nameisthe Advi sor drop-down list box, used for setting the advisor group. Thislist box shows existing groupings and
any you may have added. The Expr essi on textarea showsthe advisor rule, Var i abl e Assi gnnent the dataitem associated with
variable(s) used in therule and Thr eshol ds determines when to trigger each alert type.

Thethreelevelsof Thr eshol ds arel nfo Al ert,Warning Alert,andCritical Al ert indicatingincreasing levels of
severity. Levels can be triggered by the expression result being equal to a certain value, greater than a certain value, or less than a cer-
tain value.

The dataitems that variables are associated with are operating system (OS) properties such as available RAM or MySQL characteristics
such asthe InnoDB buffer pool. To see all available dataitems drop down the Dat a | t emlist box. For alisting of these data items see
Appendix D, Data Collection Items.

In Figure 2.5, “MySQL Enterprise Dashboard: Editing Rules’ the drop-down Dat a | t emlist box withinthe Vari abl e Assi gn-
nent frame shows the various MySQL server status or operating system specific variables that may be used in expressions. The text
boxes below Thr eshol ds definethe levels at which informational, warning, or critical alerts are issued.

To lower the threshold for an informationa alert, simply increase the number giveninthel nf o Al ert text box.

When a dataitem can apply to multiple objects, you need to specify which instance to use for that item, hencethe | nst ance text box.
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In amost all casesthis should be setto | ocal . The exceptions are as follows:

¢ For CPU-related items set INSTANCE to cpuO. Additional CPUs on asystem arereferredtoascpul, cpu2 and soon.

e There can be multiple disks mounted on a system. To refer to a specific drive set INSTANCE to the name of of the mounted drive. On
Windowsthiswouldbe C. , D:, and so on. On Unix systems, use whatever isvalid for the df command.

¢ For RAM-related items set INSTANCE to nem
*  Where there are table-specific variables, the database hame and table name must be specified in the INSTANCE text box. This topic
is discussed in detail in what follows.
Note

It is not possible to have a data item that is unrelated to an instance. Thisraisesthe error, You mnust map
"<variabl e>" to an instance,andyouwill beunableto savetherule.

An agent can only collect datafrom one MySQL server, so thei nst ance entry for avariable in arule does not need to specify which
MySQL server to use; no matter how many servers are being monitored there is always a one-to-one relationship between an agent and
its monitored server.

However, on one server there may be multiple occurrences of avariable. For example, there are multiple possible occurrences of table-
specific variablessuch as Avg_r ow_| engt h because there can be multiple databases and tables defined in aMySQL server. In this
case, the “instance” refers to the database and table that a dataitem should be associated with, specified in the form

dat abasenane.t abl enane. So, for example, if you want to reference the Avg_r ow_| engt h of thenmysql databaseuser table

inan expression, select thenysql : t abl est at us: Avg_r ow_| engt h from the DATA ITEM list box and specify nysql . user in
the NSTANCE text box.

On the other hand, in the case of aglobal server variable, thereis only one possible target. For example, there can only be one instance
of del ay_key_wri t e becausethisvariable is global and applies to the server asawhole. In this case specify | ocal inthe
INSTANCE text box.
To save your changes click the save button at the bottom of the page.

Note

Y ou can change only the thresholds and the frequency of built-in rules. So that rules function properly when updated, other
changes are prohibited.

Should you wish to make other changes to a built-in rule, copy it and modify it as desired.

You can edit aruleeven if it is currently scheduled. Y our changes will not be overwritten when new rules are imported using the
Check for Updat es link.

2.4. The EVENTS Tab

Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Anayzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

Once an advisor has been scheduled, it will run at set intervals. If it finds nothing of interest no alerts or emails will be created.

Events are defined using a number of different levels according to the severity of the alert. The seven levelsare

e Failure: Indicates afailure for the given rule or event. Usually thisindicates that the rule on which the event is based has failed,
probably dueto atypo or other error. Occasionally it can indicate a failure to retrieve the required information for agiven rule.

e Critical: The event is critical and requires immediate attention. Critical events normally indicate that a serious problem has, or is
about, to occur. Y ou should examine the event and determine the cause and fix it as soon as possible.

« Warning: The event isawarning of something that you should be aware of, but which is not affecting the operation of your server.
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* Info: The event isfor informational purposes. Info events are used to indicate issues that do not affect the operation of your server,

but which may highlight aminor configuration or other issue.

* Success: The rule has executed successfully with no issues. Thisis used to indicate that the result of the ruleis OK and isused to in-

dicate when an event that was previously in a Critical or Failure state has returned to normal.

« Unknown: Indicates when the current state of the event/ruleis currently unknown. This state can be issued when the current status

of the event cannot be determined.

¢ Closed: Theissue has been corrected and marked closed.

For convenience, the event states are also represented by icons, as defined in the table below. The table also shows the relative level of
the alert from the highest (Critical) to the lowest (unknown). The order represented here is used when identifying when an event has
transitioned between levels (for example, from Success to Critical), hence triggering a notification, and when sorting events based on

their current state.

n Description

An octagonal red icon indicates a critical alert.

A triangular yellow icon awarning.

A conversation bubble is an informational alert.

A green tick beside an event indicates that the rule has run successfully and no alert created.

A question mark icon indicates that the status of the rule is unknown.

SN SIS - 18

When alerts are triggered, they appear on the EVENTS screen. Alerts also appear on the M ONITOR screen in order of severity. The noti-
fication group or groups associated with a specific rule receive email notification when an alert is triggered. For more information about

creating notification groups see Section 2.8.5, “Manage Notification Groups’.

To view open events, click the EVENTS tah. The tree-view on the | eft determines which server or server group these events belong to.

Open events are shown in tabular format.

Figure 2.6. MySQL Enterprise Dashboard: Events Screen

Enterprise Dashboard
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The event table has the following columns:

¢ CURRENT: Anicon indicating the current severity of the aert
« WORST: Anicon indicating the worst severity recorded for this aert
e SEVERITY: Aniconindicating the severity of the alert

e SERVER: The name of the server the alert appliesto

Monitoring 3 instances on 3 hosts (unlimited hosts available). Subscription is up-to-date. More info....
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e ADVISOR: The category of the advisor

¢ RULE: A short description of the rule that has been violated

e TiME: The approximate time the event occurred

e STATUS: The status of the event

¢ UNNAMED CoLUMN: Provides alink to the Cl ose dialog box

By default, all events are shown but the list of events can be filtered using the form displayed above the event list. The options include
filtering by:

e Severity

e Date (using arange with From/To)

e Advisor group

e Specificrule

e Status

Choose the options you are interested in and click the FILTER button to refresh the display. Y ou may limit the number of items that ap-
pear on a page by choosing a different value from the LimiT drop down listbox.

The drop down list box showing severity hasthe options: Al | , Al erts,Criti cal ,\Warni ng, | nfo, Success, and Unknown.
Selecting the option Al | shows all aerts and a so those rules that have run successfully.

A successful ruleis one that has not been violated and isindicated by a green tick icon.
The Al er t s shows only those rules that have been violated.

Columns can be sorted by clicking the individual column headings. The alerts shown in Figure 2.6, “MySQL Enterprise Dashboard:
Events Screen”.

The server shown in Figure 2.6, “MySQL Enterprise Dashboard: Events Screen”, isfiltered for Al | . Typically, when filtering by sever-
ity you would choose Al ert s and, if youseeaCri ti cal ,\War ni ng, or | nf o aert, usethe Al | filter to see when the rule last ran
successfully. This may assist in determining the cause of the alert.

Besides filtering for severity, you can also choose to filter for a specific time period using the Fr omand To text boxes. Y ou also have
the choice of filtering by specific rules or categories of rules. The St at us drop-down list box let's you choose Al | , Open, or Cl osed
events. To avoid excessive scrolling, you can aso limit the number of events that show on a specific page.

For more information about an alert, click the rule name. A pop-up window will appear showing a description of the alert and the exact
time of occurrence. This pop-up windows provides links to useful resources and advice for resolution. Y ou can also view the exact ex-
pression that generated the event.

2.4.1. Closing an Event

The creation of an event by an advisor rule signifies that there an issue has been raised which may require closer attention. Once the
event has been identified, you should investigate the issue that triggered the event, rectify the issue or problem (or choose to ignoreit),
and then close the event when you are satisfied that the event is not having a significant impact on your server or servers.

Some of the advisors are designed to identify issuesin your server or MySQL Enterprise Monitor environment that may either be of a
transient nature, or that may indicate atemporary issue (such as areplication slave being unavailable). For these advisors, you can
schedule events to automatically be closed when the event moves from notification status back to the Gk state.

Y ou can configure auto-close functionality on all advisors through the ADVISORS tab when you schedul e the advisor against one or
more servers. When auto-close is enabled, the event will remain open while the condition that triggered the event is still in effect. When
the condition is no longer broken, the event will automatically be closed with the configured auto-close test. Y ou can still manually
close events that have have been configured with auto-close enabled. For more information on scheduling rules, see Section 2.3.2,
“Scheduling Rules’.
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To close an individual aert click the cLosE link in the OPERATIONS/NOTES column. Document the resolution using the RESOLUTION
NOTES text area and choose the cLOSE button. During the closing operation, you can aso reconfigure the rule scheduling that triggered
this event, and the auto-close settings. For more information on configuring rule scheduling and auto closing, see Section 2.3.2,
“Scheduling Rules’.

To close anumber of aerts simultaneously, select the checkbox beside each alert that you wish to close and then click the cLoSE button.
When closing individual or multiple events, a notification window will be shown indicating what operations have been completed. The
eventswill remain in the displayed event list, but the cLOSE link will instead be alink tother esol uti on not es. You can update
the active list by clicking FILTER to re-filter the event display.

An historical list of al events, including closed events, is available by using the CURRENT SEVERITY and setting itto Cl osed. Thelist
will show all of the closed events for a given time range and the servers selected in the server tree.

2.4.2. Notification of Events

Notification of an event takes place when aruleis executed and the severity level for agiven rule changes from alower status to a high-
er one. This occurs on the first change to each individual severity level until the event has been closed.

For example, the table shows the severity levels raised during the lifecycle of asingle event, showing when a notification is actually
raised.

From Level ToLevel Notification Raised?
Ok I nfo Yes

Info WAr ni ng Yes

WAr ni ng Info No

WAr ni ng Critical Yes

Critical WAr ni ng No

If auto-close has been enabled for agiven rule, then the above notification sequence is till valid, but the effect of the auto-close system
isthat the event will automatically be closed when the event reaches the Ok state. Thiswill re-enable notification when the advisor cre-
atesanew event.

SNMP notifications are sent each time a given rule is executed, irrespective of the current or returned state.

2.5. The GRAPHS Tab

Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Anayzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

Navigate to the GRAPHS tab by choosing the GRAPHS tab.

By default four graphs are displayed on the Moni t or page. These graphs present information about the currently selected server or
server group, showing the hit ratios, CPU utilization, connections, and database activity. Color coding helps distinguish different aspects
of each graph.

From the MONITOR tab you can make permanent or temporary changes to the way a graph is displayed. For example, you can choose to
display the last hour's activity or you can choose to view a specific period of time.

Persistent changes to the way the graphs display are only made from the MONITOR tab. Y ou can set the size of the thumbnails and the
full-sized graphs and you can also set their refresh interval. For more information, see Section 2.2.1, “ The Server Graphs and Critical
Events’. Aswith the MONITOR tab, the data shown in the graphs is determined by the server or group of servers selected in the server
tree.

The GRAPHS tab shows all the available graphs and provides the capability of adjusting the scale of the graphs, allowing a more or less
detailed view as the situation requires. To ensure that you have the latest versions of the various graphs click on the CHECK FOR
UPDATES link on the top left of this page.

All graphs support the ability to drag and select a specific area of the graph. When you select an area of the graph, the display changes
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to the QUERY ANALYZER tab and displays the queries that were being executed during the selected time period. Y ou can aso zoom into
the graph by selecting specific time periods. For more information on using the graphs to monitor the execution of specific queries, see
Section 3.2.2, “Using Graphs to I dentify Queries’.

2.5.1. Displaying Graphs
The total number of graphs varies depending upon your subscription level. The four graphs that appear by default on the MONITOR tab
are:
¢ Hit Ratios
¢ Database Activity
¢ Connections
¢ CPU Utilization
When the GRAPHS tab is first opened, no graphs are visible. To view a graph click the + button on the left or, to view al graphs, use the
EXPAND ALL button.

The larger size of graphsisthe primary reason for viewing graphs on the GRAPHS tab rather than on the MONITOR tab. Additionally,
you can only show amaximum of six graphs on the M ONITOR tab; the remaining graphs can only be viewed from the GRAPHS tab.

2.5.2. Setting an Interval

Change the interval for agraph by choosing values from the HOURS and M INUTES drop-down list boxes. If necessary adjust the width
and height of the graph and then click the UPDATE button. The changes to the time span apply to all the graphs on the GRAPHS tab but
have no effect on the graphs on the MONITOR tab.

To change the graphs both here and on the MONITOR tab usetheconf i gur e gr aphs link on the top right. This opens a dialog box
for setting the default interval for the x-axis. Save any changes that you have made and the values chosen will be the defaults whenever
you log in. You can also change the defaults from the M ONITOR tab as described in Section 2.2.1, “The Server Graphs and Critical
Events’; defaults for other users will be unchanged.

Use the RESET button to restore the default value for the interval. Doing thiswill also reset the default size of the graphs.

2.5.3. Setting a Time Span

Setting a graph to display atime span gives you a historical perspective on server activity. Y ou may want to know what was happening
at a specific point in time or you may wish to look at an extended period in order to determine patterns or trends. Changing the time
span gives you the flexibility to do this.

Inthe TIME DisPLAY drop-down list box select the Fr oml To option. Choosing this option updates the display to include To and
FROM text boxes.

Set the date you wish to start viewing from by manually entering the date in year, month, and day format (2007-03-14). However, it is
much easier to click the calendar icon and choose a date from the drop-down calendar. Enter aterminating date in the same way. If you
wish, you may also choose the specific time of day by selecting the hour and minute.

If necessary adjust the width and height of the graph and then click the UPDATE button. The changes to the time span apply to all the
graphs on the GRAPHS page but have no effect on the graphs on the MONITOR tab. Y ou cannot change the time span of the graphs that
appear on the MONITOR tab. Changes apply only to the current user; defaults for other users will be unchanged.

Use the RESET button to cancel your changes.

2.6. The QUERY ANALYZER Tab

Query Analyzer lets you monitor the statements being executed on a monitored server and retrieve information about the query, number
of executions and the execution times of each query. Queries are normalized, so that the unique data defined within each query has been
removed. By removing the data specific elements of the queries, the generic queries can be counted and identified more easily.
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Query Analyzer works by collecting information about SQL statements that your MySQL client application sends to the MySQL server,
either by using the MySQL Enterprise Agent proxy service, or by using the MySQL Enterprise Monitor Plugin for a given connector
that sends the information directly to MySQL Enterprise Service Manager.

Figure 2.7. MySQL Enterprise Dashboard: Query Analyzer
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For more information using the Query Analyzer, including how to feed and provide queriesto MySQL Enterprise Service Manager,
how to use the user interface, and how to drill down to find the queries and information that you need, see Chapter 3, Using the Query
Analyzer.

2.7. The REPLICATION Tab

Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Anayzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

Navigate to the Repl i cat i on page by choosing the REPLICATION tab. This page provides a quick summary view of the state of your
replication serversor, if you wish, you can drill down and determine specifics about any master or slave.

Note
Servers, whether masters or slaves, must be monitored in order for them to appear on this page.
Note
Therewill beno Repl i cat i on pageif your subscription level does not support this feature.
TheRepl i cati on page groups all master servers with their slaves. Masters and their slaves are automatically discovered and a

grouping is created. This grouping shows up on the replication page and also in the HEAT CHART on the MONITOR tab. Scans run on a
five minute interval, so depending upon the order of discovery, it can take aslong as 2 polling intervalsto create a complete group.

Figure 2.8. MySQL Enterprise Dashboard: Replication Groups
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m Enterprise Dashboard
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Discovery events are logged to the Repl i cat i on log. To view thislog navigate to the SETTINGS page and choose the L oGS link.
View all replication-related events by clicking the REPLICATION link. Thislog can be a useful tool should you need to debug the replic-
ation topology discovery process.

Warning

The agent must be installed on the same machine as the server you are monitoring in order for discovery to work properly.
Do not use remote monitoring.

Replication groups can be managed from the Manage Ser ver s page in the same way as other groups. However, any slaves removed

from a server group will automatically be restored to that group. It is aso possible to add non-slaves to areplication grouping. For more
information about server groupings see Section 2.8.3.2, “ Grouping Servers’.

2.7.1. Replication Page Details

Choose avalue from the REFRESH drop-down list box to set the rate at which information is updated. This refresh rate applies only to
the information presented on this page: It isindependent of the rate set for the MONITOR tab.

The following columns describe replication servers and their slaves:

« Servers: Displays the group name and any master servers and slaves

« Type: Indicates the topology of aserver group or in the case of individual servers, whether a server is a master, amaster/slave, or a
slave

« Slave lO: Reports the status of the slave |O thread

¢ Slave SQL: Reports the status of the slave SQL thread

*  Seconds Behind: The number of seconds the slave is behind the master. This column isblank if aserver isamaster.

¢ Binlog: The binary log file name

e Binlog Pos: The current position in the binary log file

e Master Binlog: The master binary log file name

¢ Master Binlog Pos: The current position in the master binary log file

» Last Error: The most recent error

¢ Unlabeled Column: Use the RENAME GROUP link on the server group line to edit the server group name

Levels of indentation in the Ser ver s column show the relationship between master servers and their slaves. Most column headings are
active links that allow you to change the order of display by clicking the header. Sorting works differently for different column group-
ings. Click the Seconds Behi nd header to order servers by the number of seconds they are behind their master. However, in al
cases, the server topology is respected. For example, in a TREE topology, ordering occurs within branches only.

If the agent is down, servers show in bold red in the Ser ver s column. The Sl ave | Oandthe Sl ave SQL columns display

st opped inred text if these threads are not running. If an agent is down, italicsis used to display the last know status of the 10 or SQL
threads.
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Clicking amaster server opens adialog box that displays information about the server. The information shown includes:

The number of slave servers
The binary log file name
The binary log position

Which databases are replicated and which not

The dialog box aso includes alink that allows the user to hide or show the slave servers.

Clicking aslave server opens a dialog window showing extensive information about the slave.

2.8. The SETTINGS Tab

Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Anayzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

Theinitial installation lets you configure your MySQL Enterprise credentials and outgoing email settings. This section explores the con-
figuration settings in more detail, and shows how to manage servers, users, notification groups, Simple Network Management Protocol
(SNMP) traps, log files, and the product information screen.

Knowledge of server management is a prerequisite for properly configuring advisors, which is explained in Section 2.3, “The
ADVISORS Tab".

To get to the SETTINGS tab, open the Dashboard and choose the SETTINGS tab.

2.8.1. Global Settings

The GLOBAL SETTINGS control the main configuration parameters for the entire MySQL Enterprise Monitor system, including your
email notifications, data purge, and Enterprise website credentials.

The GLOBAL SETTINGS tab is divided into these sections:

.

OUTGOING EMAIL SETTINGS

Configures the settings for email notifications by MySQL Enterprise Service Manager. Configure the FROM ADDRESS SMTP
SERVER settings. If your server requires authorization, complete the necessary server login details, and whether SSL is required.

Alert notification viaemail is akey component of the MySQL Enterprise Monitor Advisor solution. For this reason you may want to
immediately configure an SMTP account for at least one recipient.

To do this, choose the SETTINGS tab and go tothe G obal Set t i ngs screen by clicking the appropriate link. Here you config-
ure the email settings that apply to the currently logged-in user.

Find the Qut goi ng Emai | Setti ngs ontheleft of this page.

Figure 2.9. MySQL Enterprise Dashboard Settings: Outgoing Email
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Dutgoing Email Settings
[ Enable Email Notifications
From Address (ex. "MyS0OL Dashboard” <name@domain.come)
SMTP Server

SMTP Server Login

|| Disable JavaMail TLS/SSL
[l Update Password On Save

SMTP Server Password Confirm Password

On Save, Send Test Emaill Message to (optional)

Save

Ensurethat the Enabl e Enmmi | Noti fi cati ons checkbox ischecked and enter information as appropriate.
The default value for the SMTP port is 25. If your mail server runs on a different port, specify the port, separated from the server
name by a colon. For example, if your mail server runs on port 587, enter enai | . myserver. com 587 into the SMTP SERVER
text box.
Note
An email server must be available for sending email aerts.
The SMTP client uses Transport Layer Security (TLS) if the SMTP server supportsit.
If your SMTP server incorrectly indicates that it supports TLS, check the DisaBLE JAVAMAIL TLS/SSL check box.
To test your configuration immediately, add an email address to the ON SAVE, SEND TEST EMAIL MESSAGE TO box.
For more information about OUTGOING EMAIL SETTINGS.
SNMP TRAPS
The SNM P TRAPS section of the GLOBAL SETTINGS tab lets you enable Simple Network Management Protocol so that your Net-

work Management System (NMS) can handle events created by the MySQL Enterprise Monitor. SNMP notifications are off by de-
fault. To enable them, click the ENABLE SNM P NOTIFICATIONS checkbox.

Figure 2.10. MySQL Enterprise Dashboard Settings: SNMP Traps
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SMMP Traps

[ Enable SNMP Motifications

{*) Use SNMPV1
) Use SNMPv2
Target 1 Port
Target 2 (optional) Port

Community String

[ 1 Use the remote MySQL agent host IP address as the SNMP trap agent address for
Advisor traps (optional)

SNMP trap agent address for internally generated traps (optional)

[ On Save send test trap (optional)
Up/Down Application
Advisor Event with a severity of  Critical |
Application Error

MySQL Enterprise Service Manager includes support for both SNMPv1 and SNMPv2. Y ou can select the SNMP version to use by
clicking the corresponding Use SNM Pv1 or Use SNM Pv2 radio button.

Inthe TARGET 1 or TARGET 2 text box enter the IP address or hostnames of your NM S listeners. The port number defaults to the
well-known SNMP port, 162. If you are not using this port, enter the port that your Network Management System is listening on.

Enter the appropriate community string in the Conmuni ty St ri ng text box. The default value for thisstring ispubl i c.

For the trap address for Advisor traps, you can optionally elect to use the address of the agent that triggered the aert, rather than the
address of the MySQL Enterprise Service Manager. To do this, click the USE THE REMOTE MYSQL AGENT HOST | P ADDRESS AS
THE SNM P TRAP AGENT ADDRESS FOR ADVISOR TRAPS. For internally generated SNMP traps (i.e. with MySQL Enterprise Ser-
vice Manager) you can also specify an alternate address by putting the IP addressin the SNMP TRAP AGENT ADDRESS FOR IN-
TERNALLY GENERATED TRAPS box.

To ensure that the target you have specified isvalid, check theOn Save, Send Test Tr ap check box. The remaining check
boxes help you to configure how your NM S responds to MySQL Enterprise Monitor. Check the Ur/DOWN APPLICATION check
box to configure NM S for starting up or shutting down the MySQL Enterprise Monitor. For configuration of advisor events choose
alevel of severity and check the ADVISOR EVENT WITH THE SEVERITY OF CRI TI CAL check box. Finally, choose the APPLICATION
ERROR check box to configure NM S to support application error traps. Be sure to save your settings before exiting.

If you wish to enable SNMP traps globally, check the Enabl e SNMP Not i fi cati ons checkbox. To enable SNMP traps only
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for specific rules run against specific servers or server groups leave this checkbox unchecked—enabling specific SNMP trapsis
done asrules are scheduled. For instructions on doing this see Section 2.3.2, “ Scheduling Rules”.

The Management Information Base (MIB) file associated with SNMP trapping is called MONI TOR. M B. For the location thisfile
see Section C.1.4, “The Management Information Base (MIB) File".

Note

The MIB file supplied with MySQL Enterprise Service Manager is not directly compatible with OpenNMS. For a sample
of the modifications that need to be made, please see the comments for Bug#41714.

SERVER LOCALE

The Server Local e setting determines the language of notification for the following items:
» Email notifications

e SNMPtraps

» Thenaming conventions for shared resources such as a replication group name prefix
Figure 2.11. MySQL Enterprise Dashboard Settings: Server Locale

Server Locale

Locale
English [United States) -
This locale overrides the operating system locale for use in notifications.

Savo

Theinitial valuein this drop down list box is the locale for the OS on which the Dashboard is running.
SERVER HOSTNAME

Y ou can alter the hostname and port used to identify the MySQL Enterprise Service Manager when reporting notifications. This can
be useful if the server hostname, and the hostname you want to use when connecting to your MySQL Enterprise Service Manager

Figure 2.12. MySQL Enterprise Dashboard Settings: Server Hosthame
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Server Hostname

Hostname
nautilus. moslp.pri
This hostname overrides the operating system hostname for use in notifications.

Port
18080
This port overrides the Apache Tomcat port for use in notifications.

Login Display Name
nautilus. moslp.pri
This text owerrides hostname used on the login page.

Note

Only change the PORT setting if you have altered or redirected the original port used when installing MySQL Enterprise
Service Manager. Entering the incorrect information does not affect the accessibility of your system, except when clicking
links within the notification messages.

DATA PURGE BEHAVIOR

The DATA PURGE BEHAVIOR section of the GLOBAL SETTINGS tab lets you remove old log files and also old data from the reposit-
ory. The default purgeinterval is28 days. If you wish to purge data, change this setting by choosing from the drop-down list.
Choosing 52 weeks, for example, removes all datathat is older than ayear.

Figure 2.13. MySQL Enterprise Dashboard Settings: Data Purge

Data Purge Behavior

Aemowve Historical Data Collection Qlder Than
4 weeks *

Remove Query Analyzer Data Older Than
4 weeks =

Save

Warning

Purging data permanently removes information from the repository. Since events are derived from data contained in the re-
pository, they are purged aong with the data.

Ensure that there is adequate disk space for the repository. If you are monitoring numerous servers and running many rules
the size of the repository can increase rapidly. Choose purge behavior accordingly.
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The default value for purging, never , isthe safest option. However, please choose a purge setting that makes sense for
your environment.

Note

The purge process is started approximately once every minute. If you change the purge duration from alarger timespan to
asmaller one, the data may start to be purged immediately.

Y ou can configure the data purge behavior for a number of different systemsindividualy:

» RemoveHistorical Data Collection Older Than configures the duration that the main data about your serversis retained. This
includes all data collections, including CPU, memory and connections and activity statistics.

» Remove Query Analyzer Data Older Than configures the duration that the query analyzer statistics and information about in-
dividual queriesisretained.

Notes for setting purge behavior:

» Purging can be carried out manually by enabling thei nnodb_fi | e_per _t abl e for the repository database and then using
an OPTI M ZE TABLE operation to reclaim space from deleted rows in the table.

» If you set the purge value to a very low timespan val ue when the previous setting was quite high, then the space used for the data
that was purged is not reclaimed from the InnoDB tablespaces. Y ou can do this by running OPTI M ZE TABLE on the MySQL
tables for MySQL Enterprise Service Manager to reclaim the space from the purged rows.

» You cannot set the Query Analyzer purge period to avalue greater than historical data collection purge period. Attempting to do
so producesawarning: An i nvalid Query Analyzer data |ife span was given. Value nmay not be
| arger than data life span..

REMOTE SERVER INVENTORY SCHEDULE
MySQL Enterprise Monitor keeps track of all the databases and tablesin a server, as well as the amount of RAM, disk space, and
other items. A re-inventory updates this information in case you have added or dropped databases and tables. Depending upon the

configuration of your system, this operation can tax resources. If you are monitoring many remote servers thisis an operation you
may want to perform in off-peak hours only.

Figure 2.14. MySQL Enterprise Dashboard Settings: Remote Server Inventory Schedule
Remote Server Inventory Schedule

Re-inventory Remote Servers Every
12 hours | ¥

This will re-inventory all connected servers. The information collected may be used in custom data
collection.

Save

MYSQL ENTERPRISE CREDENTIALS

Y ou can specify the credentials for logging into the MySQL Enterprise Website. These should match the user name and password
that you have registered with MySQL for your enterprise subscription.

Figure 2.15. MySQL Enterprise Dashboard Settings: MySQL Enterprise Credentials
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My SOL Enterprise Credentials

These credentials are used to login to MySGL Enterprise at mysgl.com to enable
subscription updates and to login to support.mysqgl.com to check the status of open
Support issues.

Emaill Address (MyS0L Enterprise Login)

Enterprise Password [MyS0L Enterprise Password)

Confirm Password

Note

Only administrators can changethe MySQL Ent er pri se Credenti al s section or enter a product key; for other

users, this section does not show up in the interface. For more information about different users and their rights see Sec-

tion 2.8.4, “Managing Users’. Specifying incorrect credentials results in the error message, “ Y our credentials do not ap-

pear to be valid.”
HTTP PROXY SETTINGS
Y ou may want to update your HTTP Proxy Settingsif your MySQL Enterprise Service Manager is not directly connected to the in-
ternet. The proxy settings are used when updating the information within the WHAT's NEw tab and when accessing the MySQL En-

terprise Website for authentication of your license and product key information. For more information, see Section 2.9, “The
WHAT'S NEw Tab".

Figure 2.16. MySQL Enterprise Dashboard Settings: HTTP Proxy Settings

HTTP Proxy Sattings

Proxy Host:port

Proxy Username

Proxy Password Confirm Password

MYSQL ENTERPRISE PRODUCT KEY
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Y ou may update your MySQL Ent er pri se Product Key. If youdo not have accessto the Internet from the Dashboard, this
provides an alternate way to update or activate the MySQL Enterprise Monitor.

Figure 2.17. MySQL Enterprise Dashboard Settings: Product Key

My S0L Enterprise Product Key

If this server cannot connect to mysgloom to
verify subscription information, you can
manually import this information from
enterprise.mysgl.com.

MySGL Enterprise Product Key

| Choose File ) no file selected

Save

To enter your product key first download it from the MySQL Enterprise website. Copy the key to alocation accessible from the
Dashboard. Use the BROwSE button to locate the key and then press the savEe button.

If you wish to switch from using your MySQL Enterprise credentials to using a product key to update MySQL Enterprise Monitor,
you must first clear your credentials. Do this by removing the email address from the MY SQL ENTERPRISE CREDENTIALS section
and then clicking the saVE button. Y ou may then enter and save your MySQL Enterprise product key.

Note

Only administrators can changethe MySQL Ent er pri se Credenti al s section or enter a product key; for other

users, this section does not show up in the interface. For more information about different users and their rights see Sec-

tion 2.8.4, “Managing Users’. Specifying incorrect credentials results in the error message, “ Y our credentials do not ap-

pear to be valid.”
ADVISOR BUNDLE

Y ou can update your Advisor Bundle and the associated rules and graphs by importing a new Advisor Bundle. To update your Ad-
visor Bundle using a bundle file that you have previous downloaded:

Figure 2.18. MySQL Enterprise Dashboard Settings: Advisor Bundle

Advisor Bundle
Update Advisors and Graphs
Import Advisors and Graphs from file (*.jar) Click the button below to retricve the
| Choose File ) no file selected latest Advisor Rules and Graphs from
My SQL.
save
update advisors

1. Click CHoosE FILE and locate your Advisor Bundle on your computer.

32




Using and Configuring MySQL Enterprise Dashboard

2. Click saVE to upload the updated bundle and validate the contents.

To update the Advisor Bundle automatically from the MySQL Enterprise Website using your existing MySQL Enterprise Creden-
tials, click the UPDATE ADVISORS button.

LDAP AUTHENTICATION

Y ou can configure LDAP Authentication to be used for the users that are provided access to the MySQL Enterprise Dashboard. To
use LDAP authentication it must have been enabled and configured within the settings.

Figure 2.19. MySQL Enterprise Dashboard Settings: LDAP Authentication
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LOAP Authentication

D U=e LOAP for Authentication LOAP iz Authoritative

Primary Server Hostname

Port Number
389
Secondary Server Hostname (optional) Port Mumbaer
389
Encryption
Mone ~
Referrals

Authentication Mode
Comparison | &

Update Password On Save

LDAP Server Login LDAP Server Password Confirm Password

Password Attribute Mama Password Digest Mechanism
MD:2 -

User Search Pattern

User Search Base (leave blank for top level)

Search entire subtree

Map LDAP Roles to Application Roles

Save

The configurable elements for LDAP authentication are:

e UstE LDAP FOR AUTHENTICATION

To enable LDAP authentication, click the Use LDAP FOR AUTHENTICATION checkbox.

e LDAPISAUTHORITATIVE

If you want to make LDAP the authoritative (only) authentication mechanism, check the LDAP 1S AUTHORITATIVE checkbox.
Note that if you select this option and the LDAP service is misconfigured, you can lock yourself out of MySQL Enterprise Dash-
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board entirely.
¢ PRIMARY SERVER HOSTNAME

Hostname or | P address of the primary LDAP directory server.
* PORT NUMBER

Port number of the primary LDAP server. Y ou must change this option to the port used for SSL connectionsif you have enabled
encryption.

* SECONDARY SERVER HOSTNAME (OPTIONAL)
Hostname or |P address of the secondary/failover LDAP directory server.
e PORT NUMBER

Port number of the secondary/failover LDAP server. Y ou must change this option to the port used for SSL connectionsif you
have enabled encryption.

* ENCRYPTION
Encryption type required for communication with the LDAP server(s). Supported optionsare None, St art TLS, and SSL.
e REFERRALS

Authentication should follow any referrals provided by the server. The default is to use whatever the LDAP directory server is
configured to do. If you are using Microsoft Windows Active Directory, you must set this option to Fol | ow.

* AUTHENTICATION MODE
The authentication mode to use. Choicesare Bi nd as User , which bindsto the LDAP directory using the credentials given
to login to MySQL Enterprise Service Manager. Conpar i son requires an LDAP login/password that can see the configured
password attribute to make a comparison with the given credentials.

* USER SEARCH PATTERN

Pattern specifying the LDAP search filter to use after substitution of the username, where { 0} marks where the username
should be substituted for the DN.

e USER SEARCH BASE (LEAVE BLANK FOR TOP LEVEL)
The entry to use as the base of the subtree containing users. If not specified, the search baseis the top-level context.
*  SEARCH ENTIRE SUBTREE

The search scope. Setto t r ue if you wish to search the entire subtree rooted at the * User Search Base entry. The default value
of f al se requests asingle-level search including only the top level.

* MAPLDAP ROLESTO APPLICATION ROLES
Specifies whether MySQL Enterprise Service Manager should use the roles defined in LDAP to map to MySQL Enterprise
Monitor application roles. If enabled, and LDAP is not configured to be authoritative, if a user authenticates successfully via
LDAP and has avalid mapped role, they are granted permissions to the application. Roles are mapped according to the entriesin
the Application Role/LDAP Role(s) fields, which take comma-separated lists of LDAP roles to map to the given MySQL Enter-
prise Monitor roles.

If you select this option, you are provided with additional fields that let you configure how roles are looked up within the LDAP
server.

For more information on LDAP authentication and integration with Tomcat, see Tomcat Documentation.

2.8.2. User Preferences
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On this tab users can change their passwords, user name, and locale information.

Figure 2.20. MySQL Enterprise Dashboard: User Preferences

£ Replication © What's New? (1)
Global Settings | User Preferences | Manage Servers | Manage Users | Manage Notification Groups | Logs | Product information | Import/Export
User Preferences

|S Query Analyzer

User Name
test-manager

Aole
manager %

Password (Leave empty to keep password unchanged)

Confirm Password

Timezone Locale
(GMT+00:00) Western Eurcpean Time - Atlantic/Canary = English (United States) =
save

Change your password by entering a new value into the PASSWORD text box. To change your user name enter anew value into the
USERNAME text box. Click the SAVE USER PROPERTIES button to commit this change.

Y ou may also adjust your time zone and locale information from this tab. The settings on this tab apply only to the user who is currently
logged in.

The MySQL Enterprise Service Manager determines the default value for the locale by looking at your browser settings. Changing this
value, determines the language setting for any future logins to the Dashboard, overriding your browser settings.

Note
Be sure to set the correct time zone so that alerts are time stamped correctly.
This setting applies only to the specific user.

2.8.3. Manage Servers

You can obtain alist of the currently monitored servers connected to the MySQL Enterprise Service Manager, and details of the current
version and key configuration by using the M ANAGE SERVERS tab.

Figure 2.21. MySQL Enterprise Dashboard: Manage Servers

Enterprise Dashboard

roreor (CTNED © oo 2 Lo0Ou

= Monitor U Agvisors I Events || Graphs 5 Quary Analyzer £/ Replication %4 Bettings U What's New? (1)
Global Settings | User Preferences | Manage Servers | Manage Users | Manage Notification Groups | Logs | Product Information | Import/Export
create group ‘ delete servers ‘ configure query analyzer ‘
Manage Groups & Servers
Server Name Value Query Analyzer MySQL Version Agent Version  Agent Transport
Contains - - -
filter | reset
Ser Query Analyzer MySaL Up Si Last MySQL Agent Last Agent Port | Data Dir Reporting Delan
rver ince al r e il
’ Enabled Exampies  Explains i LB
[= 19 anservers (313
D bear:3308 (ungrouped) Off Off Off 5.0.84-log Mar 13, 2010 4:54:32 AM Mar 16, 2010 3:45:01 PM  22.0.1851  Mar 16, 2010 3:49:46 PM 3306 /mnt'datal/mysgldt/ 142 ms ahead
D tweediedee:3306 Off Off Off 5084-log  Mar 16, 2010 4:22:45 PM Mar 16, 2010 4:56:01 PM 2201580 Mar 16, 2010 3:45:456 PM 3306 Avarlibimysqgll 142 ms ahead
D tweadedum: 3306 off off off B6.1.44-log  Mar 16, 2010 3:07:38 PM Mar 16, 2010 3:48:00 PM 2201651  Mar 16, 2010 3:49:45 PM 3306 /var/linimysal/ 121 ms ahead
E1 11 Replication 1 (2/2)
D tweedledee:3306 off off off 5.0.84-log Mar 16, 2010 4:22:45 PM Mar 16, 2010 4:56:01 PM  22.0.1580 Mar 16, 2010 3:49:46 PM 3306 /var/libimysagl/ 142 ms ahead
D tweadedum 3306 Off Off Off B.1.44-log  Mar 16, 2010 3:07:38 PM Mar 16, 2010 3:45:00 PM 2201851  Mar 16, 2010 3:45:45 PM 3306 /fvar/lib/mysgl/ 121 ms ahead
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in as "admin” - 2.2.0.1639 - Mar 16, 2010 3:49:47 PM
Monitoring 3 instances on 3 hosts (uniimited hosts available). Subscription is up-to-date. Mora info....
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The MANAGE SERVERS tab provides alist of servers, organized by groups, in asimilar fashion to the main server navigation list. For
each server, the following information is displayed:
¢ QUERY ANALYZER

Shows the Query Analyzer configuration for the server, showing whether Query Analyzer is enabled, whether the recovery of ex-
ample queries is enabled, and whether explain plans for queries have been enabled.

From this display, you can also control the Query Analyzer settings for each server by clicking the OFF link for each server to
change the settings. This brings up the CONFIGURE QUERY ANAL YZER pop-up window. For more information, see Section 3.2.3,
“Query Analyzer Settings’.
¢« MYSQL
Shows the version number of the MySQL server being monitored.
e UPSINCE
Shows the time when the MySQL server was started (the server up time).
e LAasT MYSQL
The last time communication with the MySQL server occurred.
e AGENT
Shows the version number of the MySQL Enterprise Agent server being monitored.
e LAST AGENT
Shows the last time communication was received from the agent.
e PORT
The configured MySQL port number.
« DATADIR
The data directory path for the MySQL server.
* REPORTING DELAY
The time between when the data was obtained by the agent when it was received by MySQL Enterprise Service Manager.

Y ou can search and filter the server list by using the fields and pop-ups at the top of the list. Y ou can filter using one or more of follow-
ing techniques:

« Tofilter by server name, select the match type (CONTAINS, REGEX, DOESN'T CONTAIN, or NEGATIVE REGEX), and enter a string
or regular expression into the VAL UE field.
¢ Tofilter based on whether the Query Analyzer functionality has been enabled or disabled, use the QUERY ANALYZER pop-up.

* Tofilter by MySQL server version, you can enter either an explicit version number into the My SQL VERSION field, or you can ad-
ditional symbolsto restrict the versions to different ranges. The field supports the following statements:

Statement Example Description

Version Prefix 5.0 Shows al MySQL servers matching the specified version. For ex-
ample, 5. 0 matches any version of MySQL from 5.0.0 to 5.0.99

Explicit Version 5.0.84,=5.0.84 Shows all MySQL servers matching the specific version number.

> Version > 5.0.84 Shows al versions greater than the specified version.

>=\Version >= 5.0.84 Shows all versions greater than or equal to the specified version.
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Statement Example Description

<Version < 5.0.84 Shows al versions less than the specified version.
<=Version < 5.0.84 Shows all versions less than or equal to the specified version.
String enterprise,l og Shows all servers with the specified string in their version

I String or Version

lenterprise,!5.0.84

Shows all servers not having the specified string, or not matching
the specified version.

Y ou can combine multiple arguments to produce more complex formats. For example, to list al of the servers of 5.1 or higher that
do not have enterprisein the version string, you could use >=5. 1 !enterpri se.

* AGENT VERSION

Filters the list based on the MySQL Enterprise Agent version number. This can be useful if you want to know which means require
an upgrade to alater version. The AGENT VERSION field supports the same selection criteriaas the MYSQL VERSION field, allow-
ing to select based on specific version numbers and strings.

¢ AGENT TRANSPORT

Filters the list based on the protocol the Agent uses to communicate with the MySQL Enterprise Service Manager. Y ou can select
either standard HTTP or HTTPS/SSL-based connections.

After you make you selection, use the FILTER button to filter the server list. To reset your selections to show everything, click RESET.

Using thelist of servers, you can create groups to more easily manage and monitor your servers according to the departments, applica-
tions or other groupings that you may want to use. For information on how to create and modify groups, see Section 2.8.3.2, “Grouping

Servers'.

Y ou can also perform simple administration on the server within the MySQL Enterprise Monitor framework, including configuring the
Query Analyzer, renaming the server (asit appears within MySQL Enterprise Service Manager) or the group name, and updating the in-
formation about the server (re-inventory). All of these operations are handled by using hovering over the triangle next to the server

name or group.

Figure 2.22. MySQL Enterprise Dashboard: Server/Group Pop-up
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The pop-up provides alist of options, which are different depending on whether you have selected an individual server or a group. For
the group, you can only rename the group, delete the group, or obtain a bundled version of the support diagnostics information. For indi-
vidual servers, you can modify the Query Analyzer configuration, rename the server, refresh the server inventory, or obtain the support
diagnostics information.

« To change the configuration of the Query Analyzer for the server, see Section 3.2.3, “Query Analyzer Settings’. This option is not
available for a group.

¢ Torename aserver choose RENAME, or to rename a group, choose RENAME GROUP. For information on renaming a server, see Sec-
tion 2.8.3.1, “Renaming a Server”. To rename a group, you can change change within the pop-up prompt provided.

¢ Toreinventory your MySQL server and update version and configuration information, click the triangle and choose REFRESH IN-
VENTORY. Thistriggers an update of the server information without affecting the schedule inventory process. Y ou can use this when
you have upgraded or made significant configuration changes to your server to update the inventory and ensure that the correct rules
and advisors are being executed on your server.

* You can obtain the support diagnostics file for either individual servers, or entire server groups. To get adiagnostic report file, select
SUPPORT DIAGNOSTICS from the pop-up menu. The information is provided as a Zip file that is downloaded to the machine. The in-
formation contained in the report includes detailed information about your server (or multiple servers if you selected a server group),
including configuration, hardware, MySQL options/variables and historical graphs. To view the information extracted, unzip the
downloaded file and double-click thei ndex. ht m .

For generic information about your MySQL Enterprise Monitor installation, see Diagnostic Report.
Note

Renaming a server using the MANAGE SERVERS tab overrides all other settings, including changes made within the agent
configuration.
2.8.3.1. Renaming a Server
Y ou can rename an existing server without losing the current historical data or configuration information. Renaming the server also lets
you make its name more descriptive according to the server's role within your organization. For example, you might rename a server

from the default host name to include the department and application for the MySQL server.

To rename a server, click the RENAME link next to the server. Enter information about the server, including the host name and registered
IP addresses for the agent. Fill in the alternative name that you want to be displayed in the text box at the bottom of the window.

Figure 2.23. MySQL Enterprise Dashboard: Server Renaming
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[ View Server |

host
bear.mcslp. pri
lecalhost

mame
pear:3306

ip
192.168.0.22
182.168.0.2
127.0.0.1

port
3306

uuid
2bBEbETY-Tb2b-482d- bO46-3a2acaccDRED

socket
Ararfrundmysgld/mysgld. sock

data dir
fmintidatal mysgldb/

save | cancel |

2.8.3.2. Grouping Servers

To help with server management, the Service Manager lets you group serversin any fashion you choose. For example, you can manage
servers according to purpose. For example, you might group servers by whether the servers handle Internet or intranet data, by whether
they power finance or HR applications, or by physical location.

All monitored servers are automatically included in the top level server grouping, Al | Ser ver s. Other server groupings are replica
tion groups or user-defined groups.

Y ou can create a user-defined group by clicking the Manage Ser ver s link. Add agroup name and then click the CREATE GROUP but-
ton. The new group is displayed immediately.

Replication groups are automatically discovered by MySQL Enterprise Monitor and in this respect differ from user-defined groups. For
more information about replication groups see Section 2.7, “The REPLICATION Tab”. However, like user-defined groups you can edit
the name of areplication group and add other serversto it.

To add to agroup, select theadd t o gr oup link. Choose the server or servers you wish to add and then compl ete the operation by
choosing the ADD TO GROUP button. Y ou can add a server to a group even if the agent is down.

To remove a server from a group expand the server group tree and click ther enove from gr oup link. To delete a server atogether
see Section 2.8.3.3, “Removing a Server From the Dashboard”.

| Note
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I Slaves removed from areplication group are rediscovered and re-added to that group.
To delete an group, you can use the DELETE GROUP link. This deletes the group and removes the servers from the deleted group.
Warning

Y ou cannot delete automatically created groups, such as those built during replication discovery, unless the group is
empty. If the group is not empty, you get a error.

There are three ways to modify an existing group; by renaming it, adding to it, or removing it. Select the r enane link to change the

name of agroup and add t o gr oup to add servers. Deleting a group simply requires clickingther enove al | from group
link. This removes the server group but has no effect on individual servers.

2.8.3.3. Removing a Server From the Dashboard

If you no longer wish to monitor aMySQL server you can remove it from the Dashboard. There is no provision for deleting an active
server from the Dashboard—to remove a server you must make it inactive by stopping the agent.

For instructions on stopping an agent see:

¢ Windows: Section 5.3.5.1, “ Starting/Stopping the Agent on Windows’
e Unix: Section 5.3.5.3, “ Starting/Stopping the Agent on Unix”

¢ Mac OS X: Section 5.3.5.2, “ Starting/Stopping the Agent on Mac OS X”

Once the agent is stopped you may delete the monitored server. Deleting a server ssmply means that it no longer shows up in the Dash-
board.

Y ou can remove one or multiple servers at the same time. To remove a server or servers, click the checkbox next to each server that you
want to delete, then click the DELETE SERVERS button. Y ou are asked to confirm the deletion of the servers: click DELETE to delete the
servers, or CANCEL to cancel the delete operation.

Note
Y ou may remove a server from any group at any time. Removing the last server from a group also removes that group.

2.8.4. Managing Users

The MANAGE USERS pand lets you create, delete and manage individual users that have accessto MySQL Enterprise Service Manager

Figure 2.24. MySQL Enterprise Dashboard: Manage Users

| @ Monitor | Updvisors | (JEvents | LiGraphs | (G Query Analyzer | i Replication [ Roi: i © What's New? (1) |
Global Settings | User Preferences | Manage Servers | Manage Users | Manage Notification Groups | Logs | Product Information | Import/Export
create user
Manage Users
Username Role Authentication
admin manager  Built-in [z edit user & delete
agent agent Built-in [ edit user
developer read-only  Built-in [z edit user & delete
MC dba Built-in [z edit user & delete
test-manager manager Built-in [z edit user & delete

Tolog in to the Dashboard a user account is required. There are four types of users with varying privileges:

¢ manager role

A user with therole of manager can perform all operations within MySQL Enterprise Service Manager, including changing the
server configuration, adding and removing users, and viewing query analyzer and other data.
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¢« dbarole

Users with the dba role should be database administrators who are using MySQL Enterprise Monitor to monitor servers and quer-
ies. They have asimilar set of privilegesto those with the manager , except that they cannot do the following:

» Cannot add/remove or change users
» Cannot change the MySQL Enterprise credentials used to communicate with the MySQL Enterprise website.
» Cannot change the HTTP proxy settings.
» Cannot update the Advisor bundle
» Cannot change the LDAP authentication preferences.
In addition to these limitations, you can control for each user with the dba role whether:
*  VIEW QUERY ANALYZER TAB: Limits whether the user can see the Query Analyzer tab and its contents.
e VIEW ACTION (EXAMPLE) QUERIES: Limits whether the user can see the values within queries shown within the query analyzer.
The setting for these ahilitiesis provided when you select the dba role for a user.
e read-only

Ther ead- onl y roleisidentical tothedba role, but is unable to make any changes to the configuration of MySQL Enterprise
Monitor, although they can view the current settings.

»  agent

Theagent roleisreserved for al usersthat you want to have access and ability to send agent information. Y ou can use thisif you
want to provide individual logins for each agent.

When the Dashboard is first launched there are two default users, Adnmi ni st r at or and Agent , both created during installation.
Their default user names are respectively, admi n and agent . The Administrator defined during installation as having the root role is
unique; this user cannot be deleted.

If you arelogged in asan Admi ni st r at or , you can add a new user by choosing the Manage User s link from the SETTINGS tab.
To create a user click the CREATE USER button, select arole for the user, and enter a user name and password.

When anew user first logsin, adialog box opens requesting time zone and locale information. This information may be changed later
from the USER PREFERENCES tab. For more information, see Section 2.8.2, “User Preferences’.

If you installed the Advisors through the Dashboard you should have aready configured the settings for the root role user. (See Sec-
tion 2.8.1, “Global Settings” and following for more information about thistopic.)

Warning

To receive MySQL Enterprise and Advisor updates configure the MySQL Enterprise settings for at least one user. The
MySQL Enterprise settings were set up on thefirst login to the Dashboard. For information on changing these settings see,
Section 2.8.1, “Global Settings’.

To edit an existing user'sinformation, select the Manage User s link, then select the user you wish to edit. Make your desired
changesin the fields provided and then save your changes.

Users can be authenticated either using an internal authentication system, which stores the user, password and role information within
MySQL Enterprise Monitor, or you can opt to use an external LDAP service. To use the LDAP service, you must still create each user,
and then select the AUTHENTICATE THIS USER USING L DAP checkbox within the EDIT USER window. The username entered is au-
thenticated against the configured LDAP server. For more information on configuring the LDAP server to be used, see LDAP
AUTHENTICATION.

To delete an existing user, click the del et e link next to the user that you want to delete.

2.8.5. Manage Notification Groups
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The MANAGE NOTIFICATION GROUPS panels lets you create and manage the notification groups used when different notifications and
warnings are distributed.

Figure 2.25. MySQL Enterprise Dashboard: Manage Notification Groups
= Graprs < Ropicaton

Global Settings | User Preferences | Manage Servers | Manage Users | Manage Notification Groups | Logs | Product information | Import/Export

Manage Groups
Group Name  Recipients Subject Line SMS  MEM Admin
Urgent example@example.com  MySQL Enterprise Monitor {03 Alert: {1} ({2}) false false [edt 3£ delete

Notification groups are collections of users who should be notified when advisor aerts occur. These users may have login credentials
for the Dashboard but thisis not a requirement.

Y ou can create agroup by clicking thecr eat e gr oup link. Specify a group name and add recipients. When adding a user an email
address must be specified. If you are adding multiple users separate them with commas.

To modify an existing notification group, select the edi t link next to the group name. Deleting a group simply requires clicking the
del et e link.

Figure 2.26. MySQL Enterprise Dashboard: Edit Notification Group

Group Mama
Urgent

Reciplents (comma separated or one email address per line)
example®@example.com

7

Subject Line (use {0} for alarm level, {1} for rule name, and {2} for server name)
My SOL Enterprise Monitor {00 Alert: {13 ({24

[ SMS {use SMS encoding for this notification group)

[ MEM Admin {send MySQL Enterprise Monitor critical system messages to this notification group)

[ -

If aruletriggers an aarm, an email is sent to the members of the notification group specified when the rule was scheduled. For more in-
formation about scheduling rules see Section 2.3.2, “ Scheduling Rules”.

Y ou can set the subject line of the email that is sent by editing the SUBJECT LINE field. Y ou can insert the alarm level using the string
{0}, the rule name that was triggered using { 1} , and the server name that triggered it using { 2} .

Y ou can optionally set the emails that are generated when the notification occurs to be limited to the size of an SMS message. Y ou can
then use a notification group email address that forwards to an SMS service so that you can get notification on your phone with an SMS
service. Selecting the checkbox next to SM S only changes the length and format of the message that is sent to be compatible with the
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SMSsize limits.

Y ou can also optionally select a notification group to be used when sending critical error messages (such as MySQL Enterprise Agent
or MySQL Enterprise Service Manager failures) by selecting the checkbox next to MEM ADMIN.

Note

Y ou should ensure that there isamail server available for sending out aerts and that there is an account configured for re-
ceiving any alertsthat are created. For SM'S messages, you must configure an email address with athird-party service that
forwards the notification emails to an SMS number. SMS sending functionality is not provided in MySQL Enterprise Ser-
vice Manager.

2.8.6. Logs

Usethe Logs link to inspect the various log files associated with the MySQL Enterprise Service Manager. The following imageis an
example of this screen.

Figure 2.27. MySQL Enterprise Dashboard: Logs

[ @ Montor | Undvisors | (JEvents | LiGraphs | (% Query Analyzer | i Replcaton [tc il  © What's New? (1) |
Global Settings | User Preferences | Manage Servers | Manage Users | Manage Notification Groups | Logs | Product Information | Import/Export
Logs
Log Name Threshold Last Modified Entries
All NiA Mar 18, 2010 10:45:18 AM = 60,384 3 clear all logs
Advisors Infa Mar 17, 2010 5:35:52 AM 581 $Eclearlog [z edit log level
Agent Monitoring | Info Mar 18, 2010 1:24:114 AM B $Eclearlog [ edit log level
Agent Tasks Infa NiA 0 $Eclearlog [z edit log level
Data Collection | Info NiA 0 $Eclearlog [ edit log level
Graphs Info Mar 17, 2010 8:38:51 AM | 44 #clearlog [ edit log level
Groups Infa Mar 17, 2010 8:35:50 AM 1 $Eclearlog [ edit log level
Infrastructure Infa Mar 18, 2010 10:45:48 AM 28 $Eclearlog [z edit log level
Inventory Infa Mar 17, 2010 5:35:55 AM 31 $Eclearlog [ edit log level
JDEC Infa NiA 0 $Eclearlog [z edit log level
Misc Info Mar 16, 2010 10:53:51 AM 1 $¢clearlog [z edit log level
Migration Infa Mar 16, 2010 3:23.56 PM 8 $Eclearlog [z edit log level
Naotification Infa NiA 0 $Eclearlog [ edit log level
Preferences Infa NiA 0 $Eclearlog [z edit log level
Replication Infa Mar 17, 2010 8:35:50 AM 1 $Eclearlog [ edit log level
Security Infa Mar 18, 2010 10:49:18 AM 58,743 jfclearlog [ edit log level
saL Infa Mar 17, 2010 3:56:21 PM 362 $Eclearlog [ edit log level
Timing Infa Mar 18, 2010 10:46:15 AM 485 $Eclearlog [z edit log level
ul Infa Mar 17, 2010 45253 PM 1 $Eclearlog [ edit log level
Network Infa Mar 16, 2010 11:21:45 AM 12 $Eclearlog [z edit log level
Hwark Warning | Mar 18, 2010 10:42:55 AM = 55 $Eclearlog [ edit log level
Apache Warning MNIA (1] $Eclearlog [z edit log level
Catalina Warning | N/A 0 $Eclearlog [ edit log level
Hibernate Warning  Mar 17, 2010 8:35:54 AM 13 $Eclearlog [z edit log level
Freemarker Warning  N/A 0 $clearlog  [5 edit log lavel
Spring Warning Mar 16, 2010 11:08:02 AM 2 $Eclearlog [z edit log level
EH Cache Warning | N/A 0 $Eclearlog [ edit log level

The various categories of logs are shown in a phabetic order. The most recent changes to each log are shown in the LAST M ODIFIED
column. The number of entriesin any specific log is shown under the ENTRIES column.

To view detailed information click theLog Narre. This opens a separate browser window showing the date, time, alert type, and ac-

companying message.

On this screen you can filter log information in a couple of ways; by the message type and by time period .

To filter by message type select from the optionsin the LEVEL drop-down box. These are, in order of decreasing severity:

All
Error

Warning
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e |Information
e Trace

* Debug

Y ou can also adjust the number of items that appear on each page.

Pressthecl ear al | | ogs link toremoveall log entries. To remove entries of a specific kind click thecl ear | ogs link associ-
ated with the specific log. A confirmation dialog box lets you back out of this operation and avoid accidentally removing log informa-
tion.

To clear log files of aspecific age seethe Dat a Pur ge Behavi or section of thed obal Pref er ences page. For more inform-
ation on this topic see Data Purge Behavior [29].

Usetheedit | og | evel linktochangethetype of error logged. The value selected fromthe Edi t Log Level dialogbox de-
termines what appears under the THRESHOL D column (second from the left in Data Purge Behavior [29]).

Selecting Er r or from the list box creates the least number of log entries and Debug the most. Choosing None turns off logging alto-
gether.

It is also possible to download a compressed version of al the log files. For more information, see Section 2.8.7, “ Product Information”.

2.8.7. Product Information

Usethe Product | nfornation link to view detailed information about your subscription level and contract status.

e Subscription Warnings

The SUBSCRIPTION WARNINGS section contains information unique to your subscription. Information provided here relates to your
subscription settings and the servers currently being monitored. For more information, see Section 2.8.7.1, * Subscription Warning”.

e Contract Status
The CONTRACT STATUS section displays the subscription level, expiration date, contract number, the number of servers supported,
and your MySQL Enterprise user name. The SUBSCRIPTION LEVEL section gives more detailed information, including features and
any restrictions that may apply. Y ou may update your subscription at any time by clicking the UPDATE button.

e Subscription Information

The SUBSCRIPTION INFORMATION section contains detailed information about your subscription level and the number of hosts cur-
rently monitored within your subscription level.

e Enterprise Dashboard Server Info

The ENTERPRISE DASHBOARD SERVER |NFO section provides detailed information about the running of your MySQL Enterprise
Service Manager, including information about the Java environment, hosthame and version information.

The section also includes detailed information about the current status of your MySQL Enterprise Service Manager, showing in-
formation on the agents, rules, and outstanding status of the various components. The information provided in this section is listed
below:

* PENDING HEARTBEATS

*  PROCESSED HEARTBEATS

* PENDING JOBS

*  NUMBER OF AGENTS

e MONITORED MYSQLD INSTANCES

e BUILD VERSION

45



Using and Configuring MySQL Enterprise Dashboard

* ADVISOR VERSION

* NUMBER OF RULES

*  NUMBER OF GRAPHS

* LAST SUCCESSFUL EMAIL

e LAST EMAIL FAILURE

* LAST FAILURE MESSAGE

Y ou can monitor the status of the email messages sent by MySQL Enterprise Service Manager by looking at the values of the LAST
SUCCESSFUL EMAIL and LAST EMAIL FAILURE sections. Any failure by MySQL Enterprise Service Manager to send an email is
reported, with the failure date recorded in LAST EMAIL FAILURE. Y ou can examine the LAST FAILURE MESSAGE field to determ-
ine the precise reason for the failure.

¢ Readme

The README section contains a copy of the text Reade file provided with each release, and provides release specific information
about your MySQL Enterprise Service Manager installation.

« Diagnostic Report
The DIAGNOSTIC REPORT section includes a hyperlink, DOWNLOAD DIAGNOSTIC REPORT. The Zip file contains a variety of in-
formation and log files which can be used by support to determine and diagnose some problems with your MySQL Enterprise Mon-
itor installation. The file is named according to your license number and the current date/time, for example support -
1234-6578-20100331T1026. zi p. Thefileincludes, but is not limited to, the following items:
* Replication 1.dot: Thecaculated MySQL server replication structure.
« catalina. out:TheTomcat logfile.
e java-threads. dot: A list of the current Java threads and the dependencies.
e java. props: The current Java configuration properties.
* java.threads: A list of the current Java threads and their backtrace.
e nysql -nonitor. | og: TheMySQL logfile.
* preferences. properties: TheMySQL Enterprise Monitor preferences.
e query.instanceOvervi ew. htm : AnHTML list of the current query analyzer data.
e root.csv:A copy of your main MySQL Enterprise Monitor log file.
e server.props:A copy of your server properties.
e subscription. xm : Details of your subscription information.

Thisreport is especially useful for debugging the MySQL Enterprise Service Manager and the MySQL Enterprise Agent.
When you select the report, a new page opens showing the report generation status. A message is provided once the generation has
completed.

2.8.7.1. Subscription Warning

The Subscri pti ons Warni ng section on the product information page displays any warnings relative to your subscription. For
example, if your subscription has expired you may receive a message such as the following:

Your Subscription Needs to be Updated
* Your Platinum subscription expired 3 days ago on Feb 14, 2008 11:59:59 PM
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If the subscription information on this page is not current, you can
update it by going to the Enterprise Mnitor dobal Settings page and
providing MySQL Enterprise credentials or by inmporting a new product

key that you downl oaded from http://ww. nysql.coni enterprise/ downl oad. php.

To update or renew your subscription, please contact your MySQL
Account Representative at sal es@uysql.comor visit

http://ww. nysql . con about/contact/renew. html. After the update or
renewal is conplete you can then follow the above instructions for
updating your subscription.

Follow these instructions to update your subscription. If you see this message and your subscription has aready been updated, smply
click the UPDATE button in the CONTRACT STATUS section of this page. This should update your subscription and remove the warning.

Note

After updating your subscription remember to also update your advisors. For instructions on doing this see Section 2.3.1,
“Installing and Updating Advisors'.

2.8.8. Import/Export

The IMPORT/EXPORT system lets you export or delete custom rules and graphs that have been imported into the system so that you can
transfer them to another MySQL Enterprise Dashboard instance. Y ou can also use this screen to import new custom rules and graphs.

To export rules or graphs:

1. Select therules or graphsthat you want to export. Y ou can select multiple items by selecting the checkbox against each rule or
graph.

2. Click EXPORT.

The custom rules and graphs are saved using a filename of the form cust om export - DATE- Tl ME. | ar , where DATE is the date of

export in international format (YYYYMVDD) and Tl ME isthe time (HHMV).

To delete rules or graphs:

1. Select therules or graphs that you want to export. Y ou can select multiple items by selecting the checkbox against each rule or
graph.

2. Click DELETE.

3. A confirmation dialog asks you to confirm that the rule or graph should be del eted. Data collections and the corresponding rules
are unscheduled from al servers on which the rules have been applied. Y ou cannot undo the operation; to re-enable the rules and
graphs at alater date, export them first, then delete them so that you can re-import the custom graphs.

4. To confirm deletion, click DELETE. To cancel deletion, click CANCEL.

Y ou can import custom rules and graphs by using the import function. Y ou can use an XML file, or apreviously exported j ar file.

To import custom rules or graphs:

1. Click CHoOSE FILE. This presents you with a custom dialog so that you can choose afile on your client computer to be uploaded to
the MySQL Enterprise Dashboard. Locate the file, and click CHOOSE.

2. Click IMPORT.

3. A notification window appears indicating the number of graphs and rules imported.

For more information on writing new rules, custom data items, and creating new graphs, see Chapter 4, Customizing MySQL Enterprise
Monitor.
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2.9. The WHAT'S NEW Tab

The What's New Page provides asimplified interface for providing updates and news related to your MySQL Enterprise Subscription.
By default, the information is automatically updated every hour. To disable the updates, or force an update, see Section 2.9.1, “ Setting
What's New Configuration”.

Figure 2.28. The What's New Tab
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The WHAT's NEW tab is divided into three main sections:

« Theareaon the left-hand side of the pageis used to provide information about the major new features and functionality in MySQL
Enterprise Monitor.

« OPEN SUPPORT | SSUES provides a quick interface to the list of currently open issues with MySQL Support as identified through the
MySQL Enterprise and Support websites. Issues that are currently marked in the system as Waiting On Customer are also added to
the main MySQL Enterprise Dashboard above the Heat Chart.

To use the Open Support Issues functionality, you must have set your MySQL Enterprise credentials within MySQL Enterprise
Dashboard. For more information, see Section 2.8.1, “ Global Settings”.

¢ IMPORTANT PRODUCT RELEASE ANNOUNCEMENTS provides alist of newsitems from the news feed provided on the MySQL En-
terprise website. The news feed will contain important information, including, but not limited to:

* New releases of MySQL Products, including MySQL Server and MySQL Enterprise Monitor.
» End-of-life and support changes.
* Urgent errors and notifications.

When items are new (unread), they will be indicated with a star icon. Unread items on the What's New page will also be notified
with anumber in the tab title within the main Dashboard. Items are automatically marked as read when you visit the What's New

page.
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The announcements information is made available in two ways, using either a connection to the MySQL Enterprise website, when
the information will be updated at a set interval, or through information included with the MySQL Enterprise Advisor bundles.

Note

To use poll the MySQL Enterprise site directly your MySQL Enterprise Service Manager must have access to the MySQL
Enterprise website. If your MySQL Enterprise Service Manager is not directly connected to the Internet, you can set an
HTTP Proxy to be used to access the information. For more information on configuring an HTTP Proxy, see Section 2.8.1,
“Global Settings’.

Note

Y ou can disable the display of your open Support issues and product notifications by using the CONFIGURE WHAT'S NEW
link on the WHAT's NEw tab. For more information, see Section 2.9.1, “ Setting What's New Configuration”.

2.9.1. Setting What's New Configuration

Y ou can configure the operation and forcibly update the information on the What's New page by clicking the CONFIGURE WHAT'S NEW
button at the top-right of the What's New page.

Figure 2.29. What's New Configuration
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The configurable options are:
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e AUTOMATICALLY CHECK FOR NEW ANNOUNCEMENTS?
To disable the New Announcements updates, deselect the checkbox. Updates are enabled by default.
The last time an update of the New Announcements information was successfully executed is displayed below the title.

Y ou can force an update of the New Announcements information by selecting the YES radio button next to FORCE CHECK NOw?. A
check will be executed when you click the savE button to close the configuration dialog.

¢ AUTOMATICALLY CHECK TO SUPPORT | SSUES?
To disable the Support Issues updates, deselect the checkbox. Updates are enabled by default.
The last time an update of the Support Issues information was successfully executed is displayed below thetitle.

Y ou can force an update of the Support Issues information by selecting the YES radio button next to FORCE CHECK Now?. A check
will be executed when you click the SAVE button to close the configuration dialog.

« Automatically check for Advisor and Product Key Updates?

The MySQL Enterprise Service Manager can automatically look for changes to your MySQL Enterprise Advisor and product key
information by polling the MySQL Enterprise website.

To disable the Advisor and Product key updates, deselect the checkbox. Updates are enabled by default.
Y ou can force a check for updates to the Advisor and Product key information by selecting the YES radio button next to FORCE

CHECK Now?. A check will be executed when you click the savEe button to close the configuration dialog.

Click savE to save your settings. If you selected any system to force an update, the update will take place in the background. To cancel
your changes, click CANCEL.
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Query Analyzer lets you monitor SQL statements executed on aMySQL server and see details about each query, as well as number of
executions and execution times. Similar queries with different literal values are combined (“normalized”) for reporting purposes.

Query Analyzer collectsinformation about SQL statements that a MySQL client application sends to the MySQL server. The client ap-
plication must either route its database requests through the MySQL Enterprise Agent proxy service, or use the MySQL Enterprise
Monitor Plugin for agiven connector that sends the information directly to MySQL Enterprise Service Manager. Once your MySQL cli-
ent application is configured to communicate viathe MySQL Enterprise Agent, queries are monitored and the normalized queries are
sent to the MySQL Enterprise Agent.

For the different ways to enable Query Analysis, see Section 3.1, “Providing Query Analyzer Data’”.
Important

The MySQL Proxy component and Query Analyzer require that clients connecting through MySQL Enterprise Agent use
MySQL 5.0 or later. Clients that use the library provided with MySQL 4.1 or earlier do not work with MySQL Enterprise
Agent.

Oncethe datais collected, you view and monitor the queries, check the execution statistics, and filter and drill down on the information.

By comparing the queries to the server graphs, you can correlate query execution with server status. For more information on viewing,
filtering and reporting on the query analyzer data, see Section 3.2, “ Query Analyzer User Interface”.

Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Anayzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

3.1. Providing Query Analyzer Data

The Query Analyzer can be fed information from a number of different sources, in each case with the provider supplying the statistical
information about the queries, execution times, result counts and other data to be displayed and analyzed with the Query Analyzer tab
within MySQL Enterprise Dashboard.

There are anumber of different methods available for supplying query information to MySQL Enterprise Service Manager:

¢ Using the MySQL Proxy functionality built into MySQL Enterprise Agent. Thisisthe method offered and supported since MySQL
Enterprise Monitor 2.0.
When using the proxy, queries from the client application are directed through the proxy to the MySQL server, with all results from
the MySQL server being returned from the proxy to the client application. While this transmission of information takes place, the

proxy component keeps statistical information and supplies this information to MySQL Enterprise Service Manager for analysis.

The structure of this processin relation to the MySQL server containing the client application data, the client application, and the
the MySQL Enterprise Monitor components is shown in the figure below.

Figure 3.1. MySQL Enterprise Monitor Architecture using Query Analyzer with Proxy
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For more information on using this method, see Section 3.1.3, “Using the Agent Proxy”.

Use aMySQL connector with a corresponding MySQL Enterprise Monitor Plugin that provides tracing and statistical information
directly to MySQL Enterprise Service Manager.

Using this method requires a connector that is capable of collecting and sending the query statistical data directly to MySQL Enter-
prise Service Manager. The connectors handles all of the collection of the basic query statistics, such as the execution time for each
query, and the row counts, and provides this information to MySQL Enterprise Service Manager for analysis. This solution negates
the need the proxy component, providing you with maximum speed between your application, connector and MySQL server con-
taining your client application data.

The structure of this solution is shown in the figure below.

Figure 3.2. MySQL Enterprise Monitor Architecture using Query Analyzer Directly from Connector
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For more information on using this method, see the table below for information on which connectors support this method of opera-

tion.

The table below providesinformation on which connectors support the different functionality types.

Table 3.1. Query Analyzer Feeding Solution Comparison

Feature ClJava C/INET Proxy
UsesProxy |No No Yes
Supports EX- |Yes Yes Yes
PLAIN

3.1.1. Using the MySQL Enterprise Plugin for Connector/J

The MySQL Enterprise Plugin for Connector/J enables any application using the Connector/J JDBC driver to automatically supply
query analyzer information directly to MySQL Enterprise Service Manager. Once you have installed the installed plugin library in com-
bination with your existing Connector/J driver, information will be sent to the MySQL Enterprise Service Manager for analysis. You do
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not need to modify or ater your applications to enable this functionality.

Table 3.2. Query Analyzer Connector/J Summary

Feature ClJava
UsesProxy |No

Supports EX- [Yes
PLAIN

Prerequisites

1. MySQL Connector/Jversion 5.1.12 or later
2. JDK-15.0o0r later
3. MySQL Enterprise Service Manager version 2.2 or later

4. The MySQL instance that is being used must by monitored by a MySQL Enterprise monitoring agent. Thenysqgl . i nvent ory
table must be accessible to the configured user for the Connector/J connection to get the UUID of the monitored server.

5. Apache Commons logging in the CLASSPATH of the application being analyzed. If Commons Logging is not in use, this product
ships with aversion that must be deployed in the Application's CLASSPATH.

Installation

Placethejar filel i b/ c-j ava- nysql - ent er pri se- pl ugi n-[ versi on] . j ar inthe application's CLASSPATHwhereitis

visible to the version of MySQL Connector/Jin use. Thislocation is preferably in the same location as MySQL Connector/Js jar file, or

in a parent classloader to MySQL Connector/Js jar file's location.

If the application being analyzed does not have Apache Commons Logging in the CLASSPATH, install thefilel i b/ r e-

qui red/ commons-1 oggi ng-1. 1. 1. j ar intheapplication's CLASSPATH aswell. If no other component in your application

uses Apache Commons Logging, install it in the same place where the query analyzer plugin wasinstalled.

Configuration

Once the required jar files are deployed, the connection URL for jdbc needs to be modified to use and configure the query analyzer plu-
gin. The following properties and their corresponding values need to be added to the URL that is used by the application to be analyzed.

For more information on Connector/J properties, see Connector/J (JDBC) Reference.

Table 3.3. MySQL Monitor Plugin for Connector/J Options

Property Name Property Type Default
nysql enterprise. htt pSocket TineoutMIlis numeric

nysql enterpri se. servi ceManager Passwor d string

nysql ent er pri se. servi ceManager Ur | string

nysql ent er pri se. servi ceManager User string

statenentlnterceptors string

e statenentlnterceptors=com nysql.etools.jdbc. StatenentPerfornmanceCounters

Enables the operation of the plugin. Without this configuration option, query information will not be provided to MySQL Enterprise
Service Manager

e nysql enterprise. serviceManager Ur |



http://dev.mysql.com/doc/refman/5.1/en/connector-j.html#connector-j-reference

Using the Query Analyzer

Version Introduced 220

Permitted Values

Type string

Specifies the URL to the service manager. Y ou can obtain this information from the configuration file created when MySQL Enter-
prise Service Manager wasinstalled. Note that you must include the full URL, including the port number. For example ht -
tp:// nonitor.exanpl e. com 18080.

e nysqlenterprise.servi ceManager User

Version Introduced 220

Permitted Values

Type string

Specifies the agent username to be used when communicating information to MySQL Enterprise Service Manager.

e nmysql enterprise. servi ceManager Passwor d

Version Introduced 220

Permitted Values

Type string

Specifies the agent password to be used when communicating information to MySQL Enterprise Service Manager.
¢ Optional

e nysqlenterprise. httpSocketTimeoutMIlis

Version Introduced 220
Permitted Values
Type nuneric

The number of milliseconds to wait when communicating with the service manager.

If you want to use SSL to communicate query information to the MySQL Enterprise Service Manager then you can configure this using
the properties below. Out of the box, the plugin is configured to work with the self-signed certificates that ship with the enterprise mon-
itor. Therefore, it will provide confidentiality for the information that is sent by the plugin if the service manager URL starts with ht -

t ps: / /. However, as-configured, the plugin does not prevent man-in-the-middle attacks nor does it support client-side certificates for
authentication. To enable these features, refer to the non-default values of the following parameters:

Table 3.4. MySQL Monitor Plugin for Connector/J SSL Options

Property Name Property Type Default

nysql ent er - string
prise.clientCertificateKeystorePassword

nysql ent er - string
prise.clientCertificateKeystoreType

nysql enterprise.clientCertificateKeystoreUr | |string

nysql ent er - string
prise.trustCertificateKeystorePassword

nysqgl enterprise.trustCertificateKeystoreType |numeric
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Property Name Property Type Default
nysql enterprise.trustCertificateKeystoreUrl string

nysql enterprise.verifySslCerts boolean false
nysql enterprise. veri fySsl Host nanes boolean false

e nmysql enterprise.verifySsl Host nanes

If set to "true”, host names presented in the SSL server certificate will be verified following the scheme listed at BrowserCompatH-

ostnameV erifier which is the same scheme as used by Firefox and Curl and specified by RFC 2818.

e mysqlenterprise.verifySslCerts

Specifies whether the plugin verify that the certificate presented by the server was signed by aCA inthet rust Certi fi c-

at eKeyst ore.

e nysqlenterprise.trustCertificateKeystoreUrl

URL to the trusted root certificate KeyStore (if not specified, use Java defaults).

e nysqlenterprise.trustCertificateKeystorePassword

Password for the certificate store.

e nysqlenterprise.trustCertificateKeystoreType

=[type] KeyStore type for trusted root certificates (NULL or empty means use JKS default, standard keystore types supported by
the WM are JKS and PKCS12, your environment may have more available depending on what security products are installed and

available to the VM.

e nysqlenterprise.clientCertificateKeystoreUrl

URL to the client certificate KeyStore (if not specified, use Java defaults)

e nmysqlenterprise.clientCertificateKeystorePassword=[ passwor d]

Password for the client certificate store.

e nysqlenterprise.clientCertificateKeystoreType

KeyStore type for client certificates (NULL or empty means use JKS default, standard keystore types supported by the VM are
JKS and PKCS12, your environment may have more available depending on what security products are installed and available to

the WM.

For example, to configure a Connector/J to communicate with the MySQL Enterprise Service Manager localhost, on port 18080, using
the agent username agent, and password PASSWORD, you would add the following options to your connection string:

st at enent | nt er cept or s=com nysgql . et ool s. j dbc. St at enent Per f or manceCount er s»

&servi ceManager Url =htt p: / /1 ocal host : 18080/ »
&servi ceManager User =agent »
&servi ceManager Passwor d=PASSWORD

Remember that you must also add the application specific options to the JIDBC URL. For example, the following fragment will connect
to the MySQL databaset est onl ocal host , using the user and password of nysql t est , while also collecting query data and
sending it to the MySQL Enterprise Service Manager on| ocal host :

i mport java.sql.Connection
i mport java.sql.DriverManager
import java.sql.SQ.Exception

Connection conn = nul |

try {
conn =

Dri ver Manager . get Connecti on("jdbc: nysql ://1ocal host/test?" +

"user=nysql test" +

" &passwor d=nysql test" +
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" &st at ement | nt er cept ors=com nmysql . et ool s. j dbc. St at ement Per f or manceCount ers" +
"&servi ceManager Url =http://1 ocal host:18080/" +

"&servi ceManager User =agent " +

" &servi ceManager Passwor d=PASSWORD"

)5

/1 Do sonething with the Connection

} catch (SQLException ex) {
/'l handl e any errors
}

Note

If aDataSourceisin use (typicaly when using Glassfish, Weblogic, or Websphere), these properties must be passed as
part of the URL property, they can not be added to the DataSource configuration itself.

If an dternate logging system has not been selected for Connector/J, it is recommended that Connector/Js log factory is configured to
use something other than the standard logger by adding the following property to the URL or DataSource:

* logger=Log4JLogger (for applications using Log4J)

¢ logger=CommonsLogger (for applications using Apache Commons L ogging)

* logger=JDK 14L ogger (for applications using Java 1.4 or later logging)

Further configuration of the plugin is done via the Enterprise Service Manager's user interface, using the Query Analyzer tab. From
here, the capture of query performance data for a given MySQL instance that the plugin is being with can be enabled or disabled. Fur-
ther, the level of detail that is captured; summary, examples (with source code locations) and EXPLAI N plans can be configured as

well.

The query analyzer plugin checks the configuration once each minute (while it is reporting data it has collected), thus configuration
changes are not immediate.

Usage Notes
Y ou should be aware of the following while using the MySQL Enterprise Plugin for Connector/J:
* When aJava application that is reporting queries terminates, you may lose the information about some queries because the queued

query information has not been sent to MySQL Enterprise Service Manager. Y ou can get round this issue by adding a sleep to your
application to ensure the normal reporting schedule submits the outstanding queries. For example, you could add:

Thr ead. sl eep(60000) ;

To your application before the application terminates.

3.1.2. Using the MySQL Enterprise Plugin for Connector/NET

The MySQL Enterprise Plugin for Connector/NET provides query analyzer data from any application using Connector/NET, including
both standalone and web based applications. Information about the queriesis sent directly to the MySQL Enterprise Service Manager.
Once you have installed the MySQL Enterprise Plugin for Connector/NET, query analysis will be available for your applications,
without requiring any modification to your application code.

Table 3.5. Query Analyzer Connector/NET Summary

Feature C/NET

UsesProxy |No

Supports EX- [Yes
PLAIN
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Prerequisites

¢ You must be using Connector/NET version 6.2.3 or later.
e Your application should aready be using the Mysql . dat a. dl | and have been built with the library requirement.

« If you are using the released builds of Connector/NET, you must includethe | oggi ng=t r ue option within your connection string.

Installation

Download the MySQL Enterprise Plugin for Connector/NET package. Extract the package using a suitable Zip tool, and then place the
plugin library, MySql . Moni t or Pl ugi n. dl | inthe same directory as your compiled application.

Configuration
If the application that you want to profile does not have an app. conf i g application configuration file then you need to make one.

To enable query analyzer functionality, you need to register the trace listenersin the Syst em Di agnost i cs section of the
app. confi g file. You can see an example configuration file below:

<system di agnosti cs>
<sour ces>
<source name="mysql " sw t chName="Sour ceSwi tch" sw t chType="System D agnosti cs. SourceSw tch">
<l i steners>
<add name="EMIrace" type="M/Sql . EMIrace. EMIr aceLi stener, MySqgl . MonitorPl ugi n"
initializeData=""
Host =" SERVERHOST: SERVERPORT"
Post | nt er val =" POSTI NTERVAL"
User | d=" AGENTUSERI D'
Passwor d=" AGENTPASSWORD' / >
</listeners>
</ sour ce>
</ sour ces>

<sw t ches>

<add name="SourceSwi tch" val ue="All"/>
</ sw t ches>

</ system di agnosti cs>
<syst em dat a>

<DbPr ovi der Fact ori es>

<add name="MySQL Data Provider" invariant="M/Sql.Data. MySql Cient" description=".Net Framework Data Provider for MySQ
.MySql dientFactory, MySql.Data, Version=6.2.1.0, Culture=neutral, PublicKeyToken=c5687fc88969c44d" />

</ DbProvi der Fact ori es>

</ syst em dat a>

Within the configuration, you must set the values of the following parameters:

¢ Host

The hostname and port number, separated by a colon, of the MySQL Enterprise Service Manager where the query analyzer data
should be sent.

e Postlnterval

The interval in seconds between posts of the collected query analyzer information from you application to the MySQL Enterprise
Service Manager. Y ou should choose the value for this carefully. Too long and it may take some time for queries to appear in the
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query analyzer.
e Userld

The username of a user within MySQL Enterprise Service Manager that has rights to send agent information.
e Password

The password of a user within MySQL Enterprise Service Manager that has rights to send agent information.

To get extended information on queries and have that information sent up to MySQL Enterprise Monitor you must enable the Connect-
or/NET usage advisor. Examples of the extended information includes not using an index on a query, or not accessing all columns from
aresult set.

To enable the usage advisor, you must add usage advi sor =t r ue to the connection string within your application. Enabling this
option also automatically enableslogging within Connector/NET. For more information, see Connector/NET Connection String Options
Reference.

During execution of the application during development within Visual Studio, you should see a significant amount of output in the
OuTpuT window. If you are running the application standalone and want to monitor the trace output, you should configure and addi-
tional listener in your configuration file. Y ou can do this by adding the following withinthe syst em di agnost i cs section of your
app. confi g file:

<trace autoflush="fal se" indentsize="4">
<listeners>
<add name="consol eLi stener" type="System D agnosti cs. Consol eTracelLi stener" />
</li steners>
</trace>

3.1.3. Using the Agent Proxy

There are three different ways of feeding query analyzer using the MySQL Enterprise Agent Proxy Service:

¢ Change your MySQL client application to talk to the Proxy port you configured during installation. This requires changing your
MySQL client application code, and may require that you stop and restart your MySQL client application , but does not require any
changes to your MySQL server. For more information, see Section 3.1.3.1, “Enabling Query Analyzer by Changing the MySQL Cli-
ent Application”.

« Change your MySQL server to listen on adifferent port, and configure the Agent/proxy to listen on the original MySQL server port.
This does not require any changes to your MySQL client application , but will require shutting down and restarting your MySQL
server, which may affect your cache and performance. For more information, see Section 3.1.3.2, “Enabling Query Analyzer by
Changing MySQL Server”.

e UselPtablesto redirect the network packets to the agent/proxy.

Important

MySQL Query Analyzer is designed to gather query performance information from a variety of sources. Query Analyzer
uses anew agent plug-in to proxy your queries and collect performance data that is then transmitted to the Enterprise Mon-
itor. Thisisanew role for the Agent: it is no longer just monitoring, it is now optionally between your MySQL client ap-
plication and the mysql server.

Depending upon your system load, it is possible to overload the proxy or have the proxy/agent consume system resources
needed by mysq| itself. In particular, the memory needed by the MySQL Agent for basic monitoring isfairly small and
consistent and depends on the number of rules you have enabled. However, when the Query Analyzer is enabled, the
Agent can use significantly more memory to monitor and analyze whatever queries you direct through it. In this case, the
amount of memory used depends on the number of unique normalized queries, example queries and example EXPLAI Ns
being processed plus the network bandwidth required to send this query performance data to the Service Manager. In gen-
eral, the amount of memory used for the Query Analyzer is well-bounded, but under heavy load or, in some cases under
older versions of linux, RAM usage by Query Analyzer may be too high for your environment and load.
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Therefore we advise you to use this release of Query Analyzer extensively in development, test and stage environments
under load for an extended period of time before considering usage in a production environment. For &l deployments:

1. Carefully monitor the Agent's resource consumption using the new graph MEMORY USAGE - AGENT graphs avail-
able on the GRAPH tab. You can also add an SMTP or SNMP natification to the new Heat Chart rule MY SQL
AGENT MEMORY USAGE EXCESSIVE.

2. If the amount of memory consumed is too high, consider sampling queries during nonpeak hours or monitoring only a
subset of queries on this system.

If you experience any problems with Query Analyzer, we're interested in working with you closely and quickly to resolve
them. Please open a Support issue right away. We're already working hard on optimizing Agent/proxy RAM usage and are
planning a series of rapid releases to quickly distribute these and other improvements to you.

Note that you must have enabled Query Analyzer within the agent/proxy during installation. If you did not enable Query Analyzer dur-
ing the installation of the agent/proxy, check the following elements within the main mysql - noni t or - agent . i ni configuration
file:

e Addthepr oxy plugintothepl ugi ns parameter:

pl ugi ns=pr oxy, agent

e Ensurethat thequan. | ua itemsfileisenabled intheagent -i t em fi | es configuration property:

agent-itemfiles = share/ nysql - proxy/itens/quan.|ua, share/ nmysql - proxy/itens/itens-nmysql-nonitor.xm

¢ Check and set the pr oxy- addr ess, pr oxy- backend- addr esses, and pr oxy- | ua- scri pt settings are configured:

proxy- addr ess=: 6446
proxy- backend- addr esses
proxy-1lua-script

127.0. 0. 1: 3306
shar e/ mysql - proxy/ quan. | ua

For more information on these configuration options, see Section C.2.1, “MySQL Enterprise Agent Configurable Options”.

Y ou may also need to make some additional changes to the security configuration on your server to ensure that queries are correctly re-
ported to MySQL Enterprise Service Manager:

¢ You must ensure that each user configured within your MySQL client application that connects through the agent/proxy and is re-
quired to report query analyzer information is allowed to connect to the server from the host on which the agent/proxy is running.
When the user connects to the agent/proxy, and the agent/proxy connects to the server the host of the agent/proxy will be used as the
identifying client host name during the connection.

Warning

Because the proxy is providing the immediate connectivity to the MySQL server, authentication must use the proxy host-
name, not the client hostname.

To update your user credentials, you need to use the GRANT statement. For example:

nmysql > GRANT SELECT, UPDATE, | NSERT on dat abase.* to 'user' @Il ocal host' |DENTIFIED BY ' password';

«  The MySQL client application user must have SELECT privilegesonthennysql . i nvent or y table. Thistable contains the server
UUID and isrequired to report the query analyzer data to the MySQL Enterprise Service Manager. To enable this, use the GRANT
option:

nmysqgl > GRANT SELECT on nysql.inventory to 'user' @l ocal host' |DENTIFIED BY ' password';

3.1.3.1. Enabling Query Analyzer by Changing the MySQL Client Application
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Generally, changing your MySQL client application is the easiest and recommended method. For example, given atypical structure like
the one shown in the figure below, the client application would need to be modified so that it no longer communicated directly with the
MySQL server, but to the agent/proxy.

Figure 3.3. MySQL Enterprise Dashboard: Standard Agent/Monitor Topology
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Y ou can see an example of the structure when communicating via the agent/proxy below.
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Figure 3.4. MySQL Enterprise Dashboard: Query Analyzer Agent/Monitor Topology
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To enable query analyzer within your MySQL client application:

1. Make surethat the MySQL Enterprise Service Manager and your MySQL Enterprise Agent are configured and running.

2. Confirm the configuration of your agent by examining the contents of the et ¢/ nysql - noni t or - agent . i ni file within your

installed Agent directory.

Queries will be sent to the host specified inthe pr oxy- backend- addr esses parameter, and the agent will listen for connec-

tions to be redirected to the server on the host name and port configured in the pr oxy- addr ess parameter.

3. Now modify your MySQL client application to communicate with the address specified in the pr oxy- addr ess parameter.
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Alternatively, if you do not want to modify your application directly, you can use iptables or firewall rulesto redirect queries from
the original host/port combination to the agent's port.

Because connections to the MySQL server will be coming from the agent/proxy, not the original host, the user credentials used
must be have a suitable GRANT statement for connectionsfrom | ocal host , or the host on which the agent/proxy is executing.
The user name and password information will be passed on directly through the agent/proxy from the client to the server.

4. Confirm that your MySQL client application still operates normally. There should be no difference between communicating dir-
ectly with the MySQL server and communicating via the agent/proxy.
Note
If you areusing thenysql client to connect to the agent/proxy and your backend servers, make sure that you are commu-
nicating with the proxy over the right port. By default, if you specify | ocal host asthe host name, then nysql will
connect using the local Unix domain socket, rather than the TCP/IP socket.

You can enforce mysql to use theright port either by explicitly requesting the protocol type, or by using the IP address
rather than | ocal host . For example, both of these command lines will start the client using the right protocol:

shel | > nmysqgl --port=6446 --protocol =tcp
shel | > nysqgl --port=6446 --host=127.0.0.1

Note

It is recommended that you use one agent/proxy per MySQL server instance. The agent/proxy is not able to forward quer-
iesto multiple MySQL server backends.

3.1.3.2. Enabling Query Analyzer by Changing MySQL Server
When enabling Query Analyzer by changing the MySQL Server, you need to shutdown your server, edit the MySQL configuration file,

and then restart MySQL. Y ou will also need to change your Agent/proxy configuration so that the Agent/proxy is listening on the ori-
ginal MySQL TCP/IP port. To use this method:

1. Editthe/ et ¢/ ny. cnf or other MySQL configuration file and change or add the por t setting from it's current value (default
3306), to another value. For example:

port = 3307

2. Shutdown your MySQL Server.
3. Startup your MySQL Server and confirm that is running.

4. Edit your MySQL Enterprise Agent configuration so that the agent/proxy is listening for connections on the original MySQL port:
proxy- addr ess=: 3306
proxy- backend- addresses = 127.0. 0. 1: 3307

5. Stop and restart MySQL Enterprise Agent.

Y ou should now be able to connect to your MySQL server through the MySQL Enterprise Agent by connecting on the original port:

shel | > mysqgl --host=127.0.0.1

3.2. Query Analyzer User Interface

To analyse the queries captured by the agent/proxy, change to the QUERY ANALYZER tab. Y ou can see an example of the table on that
page in the figure below.

Figure 3.5. MySQL Enterprise Dashboard: Query Analyzer
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The main Query Analyzer table provides the summary information for all of the queries executed via the agent/proxy. The table will
track all the queries submitted to the server viathe agent/proxy. The table will show a maximum of 20 rows, and you can page through
the list of queries by using the page numbers, or the NEXT, PREVIOUS, FIRST, and LAST buttons. To filter the list of queriesthat are dis-
played, or to change the number of queries, see Section 3.2.4, “Filtering Query Analyzer Data’.

Each row within the table provides the statistical information for one normalized query statement. If you have configured multiple
agent/proxies to accept and forward queries to different servers, then you can expand the server view. The summary information dis-
played is different depending on whether you have selected a server group or an individual server.

If you have selected a server group, then the information displayed is aggregated from across the entire group. The same query executed
on multiple servers will show average, total and minimum/maximum information for that query across all the servers. If you select an
individual server, then only queries executed on that server are included within the table.

For each row, the following columns are popul ated according to the selected filtering options. For example, if the filter have been con-
figured to show queries within the last 30 minutes (INTERVAL), then only queries executed during that time will be displayed, and the
corresponding statistics, such as execution times, rows returned and bytes returned will be according to that 30 minute timespan.

¢ QUERY: The normalized version of the query. Normalization removes the query-specific data so that different queries with different
data parameters are identified as the same basic query.

The information is shown as one query per row. Each query row is expandable, and can be expanded to show the execution times
for individual serversfor that query.

« DATABASE: The default database in use at the time of the query. The database name may not match the database used within the
query if you have have explicitly stated the database name in the query.

« EXECUTION NOTICES: Highlights any specific issues experienced when running queries, including excessive table scans and bad in-
dex usage. These provide an immediate indication of a problem with a query that may require additional examination.

¢ CouNTs: The number of times that the query has been executed. The column is sub-divided into three further columns, showing the
number of executions of the query (EXEC), the number of times an error has been reported for the query (ERR), and the number of
times awarning has been produced (WARN).

« EXEc TIME: The execution time for all the matching queries. Thisisthe time, for every invocation of the corresponding query, as
calculated by comparing the time when the query was submitted and when the results were returned by the server. Times are ex-
pressed in HH:MM:SS.MS (hours, minutes, seconds, and milliseconds).

The EXEC TIME column is further subdivided into the following columns:
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* ToTAL: The cumulative execution time for all the executions of this query.
* Max: The maximum execution time for an execution of this query.
* AvG: The average execution time for the execution of this query.
When looking at the information provided in this query, you should consider comparing the average and maximum execution times
to see if there was a problem on a specific server or during a specific time period when the query took place, as this may indicate an
issue that needs to be investigated. For more information, see Using Query Analyzer Data.

Note

Dueto limitations in the counters used for monitor queries on Microsoft Windows, the time reported for short queries may
be reported 0.000. Thiswill be fixed in afuture release.

¢ Rows: The rows returned by the query. The column is sub-divided into the following columns:
e ToTAL: The sum total number of rows returned by all executions of the query.
e Max: The maximum number of rows returned by a single execution of the query.
* AvG: The average number of rows returned by all executions of the query.
e BYTES: The number of bytes returned by each query. The column is sub-divided into the following columns:
e TotAL: The sum total bytes returned by all executions of the query.
* MaXx: The maximum number of bytes returned by a single execution of the query.
* AvG: The average number of bytes returned by all executions of the query.
e FIRST SEEN: The date and time the query was first seen within the given filter conditions.
Y ou can sort the list of queries by clicking the column name. The direction of the sort (highest to lowest, or lowest to highest) isindic-
ated by atriangle next to the currently selected column. The default is to sort the list of queries by the TOTAL EXECUTION time.

To help you and locate queries you can filter the list of queries using avariety of criteria. For more information on the filtering methods
available, see Section 3.2.4, “Filtering Query Analyzer Data’.

To simplify theidentification of a given query, you can create aquery alias. The aliaswill be used in place of the normalized query text
within the Query Analyzer table. To create an alias for aquery, hover over the triangle CREATE ALIAS link against the query. The max-
imum length for a query alias is 255 characters.

To get more detailed information about reported queries and their execution, see Using Query Analyzer Data.

3.2.1. Getting Detailed Query Information

If you click an individual query, a pop-up window will provide more detailed information about the individual query. Y ou can see an
example of thisin the figure below. The available tabs within this window will depend on whether you have configured the more de-
tailed query information. By default, you will always be provided the CANONICAL QUERY view.

If enabled, you may also view ExamPLE QUERY, which provide more detailed data about a specific query, including the data and para-
meters submitted. In addition, you may also enable EXPLAIN QUERY, which provides you with the ability to remotely execute an EX-

PLAI N statement with the specified query and view the resulting information. Finally, you can also view any graph data produced dur-
ing the execution of the query by using the GRAPHS tab.

¢ The Canonical Query tab:

Figure 3.6. MySQL Enterprise Dashboard: Canonical Query Tab for a Query
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" Canonical Query | Example Query | Explain Query | Graphs |

Overview of information collected and aggregated for gueries of this form.

Allas
Mone specified.

Canonlcal Form

truncated | full | formatted
SELECT DISTIMNCT( machineid ) FROM statmon_machine_statdate
WHERE DATEDIFF( CURDATE() |, k...

Execution Time Statistics
fax Time | MinTime |Avg Time | Total Time Standard Deviation

0.251 0.057 0.078 1.251 0.045

Row Statistics

fdax Min Avg Total Standard Total Max
R Ronars Rionsis Ronars Drzviation Sirp Sirp
B B8 B 128 4 Ted B 45 B

Execution Summary
Executions Errors | Warnings Table Scans Bad Index Used
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Time Span
From Mar 17, 2010 2:58:40 PM to Mar 17, 2010 3:13:40 PM.

First Sean
Mar 16, 2010 4:37:08 PM

hide |

gxpand »

The canonical view for aquery provides three different views of the query, which can be changed using the links under the CANON-
ICAL FORM section. Thet r uncat ed version is a shortened version of the query. Thef ul | version of the query isthe entire
query statement. Normalization removes the constants from the individual queries so that queries following the same logical struc-
ture are identified as the same basic query.

In addition to the summary information given in the table, the EXECUTION TIME STATISTICS section provides you with more de-
tailed execution time statistics, including the minimum time, maximum time, average time, total time and the standard deviation.
The standard deviation will enable you to determine whether a particular invocation of a query is outside the normal distribution of
times for the given query.
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The Row STATISTICS provide more detailed contents on the maximum, minimum, average, total, and standard deviation for the
number of rows returned by the query, and the total size and maximum size of the data returned. The time period for the total and
average figures is shown under the TIME SPAN header.

The EXECUTION SUMMARY section provides the summary data available in the main table, covering the execution count, and
counts of the number of errors, warnings, queries that triggered table scans, and those that indicated a bad index use.

The FIRST SEEN reports when the query was first seen, whether or not this was within the indicated TIME SPAN.
To close the query detail window, click the HIDE button.

The Example Query tab:

Figure 3.7. MySQL Enterprise Dashboard: Example Query Tab for a Query
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" Canonical Query | Example Query | Explain Query | Graphs |

The guery with the longest execution time during the Time Span (usually the
slowest but not always).

Sampled Query

truncated | full | formatted
select distinct{machineid) from statmon_machine_statdate where
datedifflcurdate(), logtime) < 14

Execution Time

B0 ms

Date
Mar 17, 2010 3:13:15 PM

User
root

Thread |D
57,266

From Host
182, 168.0.2:48501

To Host
127.000.1: 3306

Source Location

Comments

gxpand »

The EXAMPLE QUERY tab provides detailed information about the most expensive query executed, as determined by the execution
time.

In addition to the full query, with data, that was executed, the tab shows the execution time, data, user, thread ID, client host and ex-
ecution host for the given query.

For queries from any of the MySQL Enterprise Plugin for Connectors, the SOURCE L OCATION will contain the information from
the Connector of where the query was generated.

¢ TheExplain Query tab:
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Figure 3.8. MySQL Enterprise Dashboard: Explain Query Tab for a Query

Canonical Query |

Query | Explain Query | Graphs |
Explain of a guery that occurred during the Time Span (usually the slowest but not ahwvays).
Explain

id | select_type | table type | possible_keys | key key_len | ref rows | extra
1 | SIMPLE media_photo_dates | ref photodates photodates | 2 const 13137 | Using where; Using index; Using temporary; Using filesort
1 | SIMPLE media_photo egq_ref | PRIMARY PRIMARY |4 intranet_mecslp.media_phote_dates.phetoid | 1 Using where; Distinct

hide |

expand »

The EXPLAIN QUERY tab lets you view the output from running the query with the EXPLAI N prefix. For more information, see
EXPLAI N Syntax.

The Graphstab:

Figure 3.9. MySQL Enterprise Dashboard: Graphs Tab for a Query
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Canonical Query | Example Query | Explain Query | Graphs |
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The GRAPHS tab shows key graphs over the selected time period for the example query. Shown are graphs of the EXECUTION
TIME, EXECUTIONS, Rows, and KILOBYTES. These can be used to identify deviations from the normal values. Unlike the query-
correlation graphs, these graphs shown only the query statistics over the given time period.
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3.2.2. Using Graphs to Identify Queries

The MySQL Enterprise Dashboard supports correlated graphs so that you can compare the graphed execution parameters, such as the
server load, thread statistics, or RAM usage, against the queries that were being executed by the server or servers being monitored at
that time.

Y ou can use the correlated graphs in two different ways:

« By dragging and selecting an area on a graph as displayed within the M ONITOR over view tab, or the GRAPHS tab of the MySQL
Enterprise Dashboard. When using either of these two tabs, you can drag and select any region on a displayed graph, and the display
will change to the QUERY ANAL YZER tab, displaying the corresponding zoomed graph, and the associated queries being executed
during the selected period.

¢ You can select agraph to be displayed within the QUERY ANALYZER tab. Open the GRAPH section, and use the pop-up list to select
the graph to be displayed. Y ou can see an example of thisin Figure 3.10, “MySQL Enterprise Dashboard: Correlated Graphs’.

When using the correlated graphs, selecting an area within the graph will set the start and end time within the query filtering selection.

Y ou can combine with other filtering options, such asthe QUERY TYPE, to zero-in on the queries that you want to examine.

To use the graphs in this manner, select a starting point and click, while holding down the button, drag a selection area to set the time-
range for the query display. The time range that you have selected will be displayed above the graph as you select the area.

Figure 3.10. MySQL Enterprise Dashboard: Correlated Graphs
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Y ou can also explicitly zoom in an out of the displayed graph by using the links next to the Zoom label. Y ou can select to show just an
hour of the graph material, or larger ranges up to two days. At all times, the area on the graph highlighted in blue is the actual date/time
range selected within the list of analyzed queries.

3.2.3. Query Analyzer Settings

There are anumber of settings related to the Query Analyzer data. Y ou can configure the query analyzer operation by using the CON-
FIGURE QUERY ANALYZER link within the QUERY ANALYZER tab, or through the CONFIGURE QUERY ANALYZER button within the
MANAGE SERVERS tab within the SETTINGS tab. Both methods provide you with the same dialog:

Figure 3.11. MySQL Enterprise Dashboard: Query Analyzer Configuration
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" TJE: LI | MMEmImESS. s )

Configure Query Analyzer

Configure query analyzer for "tiger:3306".

Important: before you enable. ..

Setting Important Information

This will impact guery performance. Before
enabling, see "Important: before you enable...”

This may expose sensitive data (shows actual
gueries with actual parameters). Will increase
manitoring overhead [including RAM used by
the agent'proxy).

Mot collected until reguested, but some explains
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Enable Query Analyzer

Enable Example Query

[] Enable Example Explain

|00:00:00.500

D Make this the default for all new servers. save | cancel |

Through either solution, the configuration options that you select are applied to the individual server or server group selected within the

SERVERShavigation panel.

There are three configuration options available through either method:

¢ ENABLE QUERY ANALYZER configures whether query analyzer should be enabled for this server or server group. If selected, query

analyzer will be enabled. To disable, select the check box.

Note

The Query Analyzer functionality may show as being enabled on a server, even though the modules within MySQL Enter-

prise Agent supplying query analyzer data may not have been enabled.

If Query Analyzer has been enabled, then you can additional configure the Example Query function by selecting the ENABLE
ExampPLE QUERY checkbox. Enabling this option provides an additional tab when you open the CANONICAL QUERY window when

clicking aquery.

e ENABLE EXAMPLE QUERY alowsthe Query Analyzer to display more information about individual queries. When enabled, queries
and their data items (rather than the canonical form shown by default) will be provided. Enabling this option may expose the full

query statements and therefore may present a security issue.

With the ExXAMPLE QUERY option enabled, an additional tab within the query summary details is made available. For more inform-

ation, see Section 3.2.1, “Getting Detailed Query Information”.

If you have enabled ExAMPLE QUERY, then you can additional enable EXaAMPLE EXPLAIN, To enable thistab, select the ENABLE

EXAMPLE EXPLAIN checkbox.

e ENABLE EXAMPLE EXPLAIN provides another tab when viewing a query where you can view the output from EXPLAI N output
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from MySQL for the selected query. Thiswill show the full query and how the query was executed within the servers.

Enabling this option may add overhead to the execution of your server, as the server will run an EXPLAI N statement each time it
identifies along running query. For more information, Appendix F, MySQL Enterprise Monitor Frequently Asked Questions.

To enable or disable query analyzer for an individual server, go to the SETTINGS tab and click the MANAGE SERVERS link. To configure
all the properties, click the CONFIGURE QUERY ANALYZER link next to server you want modify.

Alternatively, for each server, the QUERY ANALYZER column shows the current setting, On or Off, and whether the EXAMPLE and
ExpLAIN functionality is enabled. To change any setting, click the current status to toggle between the On/Off position.

To disable or enable Query Analyzer for the selected servers, use the DISABLE QUERY ANALYZER or enabl e query anal yzer but-
tons within the SETTINGS tab. Y ou must have selected one or more servers from the list of available servers before sel ecting these but-
tons.

Y ou can use the options that you have just selected as the default for all new servers that register with MySQL Enterprise Service Man-
ager by using select the MAKE THIS THE DEFAULT FOR ALL NEW SERVERS checkbox. By default, when a new server registers with
MySQL Monitor, the server is automatically configured to supply Query Analyzer data. This can have impact on the performance of
your monitor and agent as it increases the amount of information supplied to the MySQL Monitor.

Configuration of Query Analyzer occurs through the CONFIGURE DEFAUL TS button from within the QUERY ANALYZER tab.

3.2.4. Filtering Query Analyzer Data

Y ou can filter the queries shown within the Query Analyzer table by using the form at the top of the table. The different fields of the
form are used to specify the parameters for the filter process. Once you have specified afilter, al the queries and related statistics
shown within the Query Analyzer table are displayed in relation to the filter settings. For example, by default, the filter settings show
the queries for the last 30 minutes. All the statistics shown are relative to the last 30 minutes, including average, maximum and execu-
tion counts.

Thefilter fields are:

Thefiltering functionality is available in a simple format, supporting simple statement and timing based filtering, and an advanced op-
tion allowing you to filter by specific columns within the query analyzer table.

Figure 3.12. MySQL Enterprise Dashboard: Query Analyzer Filter Options

All Servers Browse Queries

Statement Text Value Statement Type DB Name Time Range Interval Limit _
Contains - {amy) - Interval  + 30 minutes - 20 hids/advanced
Notices Column Operator Value Column Operator Value View
- v = - |l = - Group -

filter | reset | make default |

The basic filter options are:

e STATEMENT TEXT and VAL UE support text searching of the normalized query. For the search type you can specify either abasic
text match (CONTAINS), or aregular expression match (REGEX). In addition to the basic text match, you can also search for aquery
that does not contain a particular string. For regular expression searches, you can specify whether the regular expression should
match, or not match (negative regexp) the queries. Regular expressions are parsed using the standard MySQL REGEXP() function.
For more information, see Regular Expressions.

Note

The search is performed against the canonical version of the query. Y ou cannot search against specific text or values with-
in the parameters of the query itself.

e STATEMENT TYPE: Limits the search to statements of a particular type (SELECT, LI TERAL, etc.).

« DB NAME: Limits the queries to those executed within a specific database. The database match is performed using the L1 KE match
from the MySQL database, hence you can use the %and _ characters to multiple and single character matches. For more informa-
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tion, see Pattern Matching.

« TheTIME RANGE menu selects whether the time selection for filtering should be based on the time INTERVAL (only queries recor-
ded within the displayed time period are shown, using the HOURS and MINUTES pop-up), or whether the selection should be based
on atime period (FROM/T0), where you can select the time range to be displayed.

Using the INTERVAL mode shows queries within the given time period from the point the graph was updated. For example, if you
select 30 minutes, then the queries shown were captured within the last 30 minutes. If you updated the display at 14:00, then the
queries displayed would have been captured between 13:30 and 14:00. Using interval mode limits the timespan for the filter selec-
tion to a maximum of 23 hours and 59 minutes.

Using the FROM/T O time range lets you show queries between specific dates and times. Using this mode you can show only the
queries received during a specific time span, and you can display the query history for amuch longer time period, for as long as you
have been recording query analysis information.

« LiMIT specifies the number of queries to be displayed within each page.
To use the advanced filtering techniques, click SHow ADVANCED. This provides additional filters:
* NorTices: Filters on the notices column, allowing you to filter the list to show only the queries that did not raise a notice, indicated a

full table scan, or indicated that a bad index was used.

e Two column filters are provided, which allow you to filter the queries based on specific values within any of the columns shown in
the Query Analyzer report list.

To use the column filters, you must specify the CoLUMN that you want to filter on, the OPERATOR to use when performing the
comparison and the VAL UE that you want to compare.

For example, to filter by showing al the queries that return more than 100 rows on average, set the CoLUMN to Aver age Rows,
the OPERATOR to >=, and the VAL UE to 100.

« TheVIEw selection determines whether the information should be returned on a group basis, where an aggregate of the same query

executed on all monitored serversis shown, or on a SERVER basis, where queries are summarized by individual server. If the latter
option has been selected, the table includes an additional column showing the server.

All the filter settings that you specify are used collectively, that is, al the specified filter options are used to match against the list of
queries.

When you have set your filter parameters, you can update the Query Analysis display by clicking the FILTER button. To reset the fields
to the default settings click the RESET button.

If you want to make the filter options that you have set the default when viewing the QUERY ANALYZER page, click the MAKE DEFAULT
button. The settings will be retained for the current user only.

3.3. Troubleshooting Query Analyzer

If you are having trouble with Query Analyzer, either because the information is not being shown or the full range of queries that you
expect are not appearing in the Query Analyzer page then there are a number of systems you can check.

To confirm that your system is correctly configured for Query Analysis, check the following:

¢ Confirm that the agent is running by checking the Agent log and the status of the server within MySQL Enterprise Service Manager
¢ Check the configuration of the agent. Y ou must confirm the following:

* Thepl ugi ns parameter within the main configuration file, mysql - noni t or - agent . i ni , must contain the pr oxy plu-
gin:

pl ugi ns=pr oxy, agent

e Theagent-itemfil es parameter within the main configuration file, mysql - noni t or - agent . i ni , must specify the
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shar e/ nmysql - proxy/itens/ quan. | ua script:

agent-itemfiles = share/ nysql -proxy/itens/quan.|ua, »
share/ nysql - proxy/itens/itens-nysql - nonitor.xn

» The proxy configuration parameters must point to the MySQL server where you want your queries to be sent. For example, if
you are running your agent on the same host as your MySQL server then you might have the following linesin your mysql -
noni t or - agent . i ni file

pr oxy- addr ess=: 6446
proxy- backend- addr esses
proxy-lua-scri pt

127.0.0. 1: 3306
shar e/ nysql - proxy/ quan. | ua

The above configuration can means:
» Theagent/proxy will listen on the current machine, using port 6446 (pr oxy- addr ess).

e Theagent/proxy will send all queries received ontothehost 127. 0. 0. 1 on port 3306 (the standard MySQL port), as per
the pr oxy- backend- addr esses parameter.

Y ou can see a sample complete configuration file (mysql - noni t or - agent . i ni ), usingthe127. 0. 0. 1 asthe MySQL
backend server, and reporting to aMySQL Enterprise Service Manager called noni t or :

[nysql - proxy]

pl ugi ns=proxy, agent
agent - mgnt - host name = htt p://agent: passwor d@mni t or: 18080/ hear t beat

nysql d-1 nstance-di r= etc/instances

agent-itemfiles = share/ nysql - proxy/items/quan. | ua, share/ nmysql - proxy/itens/itenms-mysql-nonitor.xm
proxy- addr ess=: 6446

proxy- backend- addr esses
proxy- |l ua-scri pt

127.0. 0. 1: 3306
shar e/ nysql - proxy/ quan. | ua

agent-uui d = a3113263- 4993- 4890- 8235- cadef 9617c4b
log-file = nmysql-nonitor-agent.|og
pi d-file=/opt/nysql/enterprise/agent/ nysql - nonitor-agent. pid

Confirm that you can connect through the agent proxy to your backend MySQL server. Y ou can do this by checking with the
MySQL client. Y ou must specify the same options as you would if you were connecting to the original server, including specifying
the same user and password information:

shel I > nysql -h 127.0.0.1 --port 6446 --user=root -p

Ent er password

Wl cone to the MySQL nonitor. Commands end with ; or \g
Your MySQL connection id is 299239

Server version: 5.0.60-10g Gentoo Linux nysqgl-5.0.60-r1

Type '"help;' or "\h' for help. Type '\c' to clear the buffer
nysql >

Check that your MySQL client application is configured to use the configured proxy port, instead of the real MySQL port when
sending queries.

Confirm that Query Analyzer enabled for your host. For more information, see Section 3.2.3, “Query Analyzer Settings”.
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Y ou can customize your MySQL Enterprise Monitor rules, advisors, and graphs, based on your organization's business rules, best prac-
tices, and the types of issues you can anticipate.

4.1. Creating Advisors and Rules

For common scenarios, reuse or edit the advisors and rules provided by MySQL Enterprise. To create new advisors and rules for your
own needs, go to the ADVISORS tab and choose the Cr eat e/ Edi t  Rul e link.

4.1.1. Creating Advisors
Similar existing rules are grouped together in advisor groups.

The built-in advisor groups are:

¢ Administration
¢ Heat Chart

¢ Performance

¢ Replication
¢ Schema
e Security

Y ou can also create your own advisor group to suit your circumstances. Click the CREATE ADVISOR button. Enter an appropriate name
and click the ADD button. The newly created group appearsin the Advi sor column.

The newly created advisor is added to the list box of advisors shown in Figure 2.5, “MySQL Enterprise Dashboard: Editing Rules’. You
can now use this category of advisors when you create a new rule.

4.1.2. Overview of Rule Creation

Y ou create rules using the same screen seen in Figure 2.5, “MySQL Enterprise Dashboard: Editing Rules’. To create a new rule with
all-new settings, click the CREATE RULE button. To create arule similar to an existing one, click the copy RULE button. Y ou can edit any
rule element during the copying process, unlike editing an existing rule.

Y ou can change the rule name, the advisor group that a rule belongs to and you can set your own version number. In Figure 2.5,
“MySQL Enterprise Dashboard: Editing Rules’, you have already seen how the threshold and frequency of arule may be altered.

Note

If you do not specify aversion number for the new rule, the version 1. 0 is automatically added.
Most importantly, you can alter arule's expression. Expressions are the core of aMySQL Enterprise Advisor and define the scenario be-
ing monitored. An expression can be as simple as asingle server parameter or can be quite complex, combining multiple parameters
with mathematical operations.

An expression has two main characteristics:

e Anexpression tests whether a best practice is being violated.
¢ Theresult of an expression must always be 1 or 0 (corresponding to true or false).

If an expression evaluates to true for a specific server, an alarmis raised, indicating that a best practice is not being followed. If an ex-
pression evaluates to false, the best practiceis being followed and no alarm is raised.

For example, if you decide that enabling binary logging is a best practice for a production server (as Oracle recommends), then this best
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practiceisviolated if | og_bi n is OFF. Consequently, the expression for the “Binary Logging Not Enabled” ruleis“%log_bin% ==
OFF". If thisevaluatesto 1, an alarm is raised because the best practice is not being followed.

An expression is made up of one or more variables and zero or more mathematical operators. The MySQL Enterprise Monitor uses the
MySQL database server's expression parser and evaluator. For a complete list of operators and functions, see ht-
tp://dev.mysgl.com/doc/ref man/5.0/en/functions.html. For a complete list of the built-in variables used to create rules, see ht-
tp://dev.mysqgl.com/doc/refman/5.0/en/mysgl d-option-tables.html.

Creating an expression is dependent on variables defined in the VARIABLE ASSIGNMENT frame. This frame links variables used in the
expression field with data gathered from the target MySQL server instance: server status variables, operating system status information,
and table information. Variable names are associated with elementsin the DATA I TEM drop-down list. To define more than one vari-
able, click the AbD ROW button. For acomplete listing of the data collection items used in creating rules, see Appendix D, Data Collec-
tion Items.

The remaining fields determine the information that you receive in a notification email or the informational pop-up window associated
with each advisor.

Note
When saving a new rule, choose a unigque name not used by any existing rule.

4.1.3. Variables

When MySQL Enterprise Monitor evaluates an expression, it replaces variables with values. For example, part of the expression for the
“MylSAM Key Cache Has Sub-Optimal Hit Rate” rule calculates the hit rate as follows:

100- ((%Key_reads% / %ey_read_request s¥% *100)

If the current value of %Key _r eads %is 4522 and the current value of %Key_r ead_r equest s%is 125989, the hit ratio is 96.4%:

100 -( (4522 / 125989) * 100)

By convention, the Advisors supplied by MySQL use ‘% as the delimiter, for example, %Key_r eads % This makes variables more
readily identifiable.

Variablescan beused inthe Descri pti on, Advi ce, Acti on, and Li nks attributes of arule, aswell asin expressions. Thislets
you report the current value of an expression. For instance, you can add the message, “The current value of Key readsis
%Key_reads%.” tothe Advi ce text box. When thisis displayed on the screen, the value of %Key_r eads %is substituted into the text.
If %Key_r eads%hasavalue of 4522, the message becomes “ The current value of Key_readsis 4522.”

4.1.4. Thresholds

Each expression has a threshold value that triggers an alert. The THRESHOL D keyword associates that value with an alert level: either
anl nfo,Warning,orCritical aert.

For example, the expression for the performance advisor, “ Thread Cache Size May Not Be Optima”, is:

100- ((%rhreads_created% / %Connections% * 100) < THRESHOLD
The THRESHOLD is set at 95% for an Info level alert, 85% for a Warning alert, and 75% for a Critical alert, producing alerts of three
different levels.

Expressions can be straightforward. The expression for “Binary Logging Not Enabled” (one of the Administration alerts) is:
% og_bi n% == THRESHOLD

When theresult is OFF, only one alert istriggered: a Warning level aert. Y ou cannot just use the expression % og_bi n% ==
" OFF" , because this would not test binary logging against a threshold and so would not result in an aert.

Specify precise conditions when each expression should evaluated, to avoid false alarms. For example, the expression for the “MyISAM
Key Cache Has Sub-Optimal Hit Rate” ruleis:

(%Jpti me% > 10800) && (%Key_read_requests% > 10000) »
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&& (100- ((%Key_reads%/ %<ey_read_requests?% * 100) < THRESHOLD)

Thefirst part of the expression, ( %4Jpt i mre% > 10800) , holds off evaluating this expression until the system has been running for
10800 seconds (3 hours). When a server isfirst starting up, it may take awhile to reach a state that is representative of normal opera-
tions. For example, the key cache and the query cache may need some period of time before they have cached typical application data as
opposed to start-up and initialization data.

In addition, if some part of the system is not heavily used, an alert may be triggered based on limited data. For example, if your applica-
tion does not use the Myl SAM storage engine, the “MylISAM Key Cache Has Sub-Optimal Hit Rate” rule may be triggered based on
very limited use of other MylSAM tables such asthe mysql . user table. For this reason, this advisor has a second part:
(%Key_read_requests% > 10000) . Theruleisnot evaluated unless thereis plenty of activity associated with the key cache.

If there are periods of time during which you don't want a rule to be evaluated, you can define a“blackout period”. For example, the ex-
pression for the “ Slave Too Far Behind Master” ruleis: “Seconds_Behi nd_Mast er % > THRESHOLD. Y ou might run a backup
process between 6 and 7 pm on areplication slave, during which it isnormal for that slave to get substantially behind the master. To
avoid an alert during this blackout period, add the following to the expression: && CURTI ME() NOT BETWEEN ' 18: 00: 00'

AND ' 19: 00: 00' .

4.1.5. Using Strings

Enclose string values within double quotation marks in the Expr essi on or the Thr eshol ds text boxes. For example, the expression
for the “Slave I/O Thread Not Running” ruleis:

(98l ave_runni ng% == "ON') && (%8l ave_| O Runni ng% ! = THRESHOLD)
Similarly, theCritical Al erts threshold text box issettoavalueof " Yes".
When the expression is evaluated, either " OFF" or " ON" is substituted for %8l ave_r unni ng%and" Yes" or" No" for

%5l ave | O_Runni ng% depending on the state of your system. If the slave is running but the 1/0 thread is not, the expression be-
COomes:

("ON' == "ON') && ("No" != "Yes")

Without quotation marks, this expression would not evaluate to TRUE as it should.

Note
So that it isinterpreted properly, the == operator is converted to = before being passed to the MySQL expression parser.
4.1.6. Wiki Format

When editing or defining arule, you can enter text in Wiki format in the Pr obl em Descri pti on, Advi ce, Recormended Ac-
tion,andLi nks and Further Readi ng text boxes. You canformat and highlight text and add hyperlinks, using the notation
listed in the following table.

Table 4.1. MySQL Enterprise Monitor: Wiki Formatting

Example Description

__bold__ boldface text

~~italic~~ italicize text

\\ create aline break

AR\ create a double line break

WG create a backdash

*item 1 create abulleted list item

#tem 1 create anumbered list item

\ usethe‘\ ’ to escape specia characters
{morelnfo:namejurl} create a hyperlink
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So the following Wiki text:

Replication is a _ very nice feature_ of MySQ. Replication can be very
useful for solving problens in the follow ng areas:
* Data Distribution
* Load Bal anci ng
* Backup and Recovery
You can check replication status and start a slave using the foll ow ng
conmands: SHOW SLAVE STATUS \\\\ G\ START SLAVE;
{norel nfo: MySQL Manual : Replication
FAQ http://dev. mysql .com doc/ ref man/ 5. 0/ en/ replication-faq. htmn}

Would be translated into the following HTML markup:

Replication is a <b>very nice feature</b> of M/SQL. Replication can be very
uslef ul for solving problens in the follow ng areas:
<ul >
<li>Data distribution</li>
<l i>Load Bal anci ng</1i>
<l i >Backup and recovery</li>
</ul >You can check replication status and start a slave with the foll ow ng
conmands: SHOW SLAVE STATUS \ G <br/>START SLAVE;
<a href="http://dev.nmysql.conm doc/refman/5.0/en/replication-faq.htm"
target="_bl ank" >MySQL Manual : Replication FAQ</a>

To find out more about this format go to the wikipedia.org web site.

4.1.7. Creating a New Rule: An Example
This section documents the steps to create arule. Before creating arule, review the preceding sections of this chapter.

This example creates arule that checks the number of rowsin atable. We decide that having 50,000 rows in this table triggers a critical
alert. Lesser numbers produce informational and warning level alerts.

Begin by navigating to the ADvISORs tab and clicking the nanage r ul es link. Then choose the CREATE RULE button.

Create your custom rule by following these steps:

1. UsingtheRul e Nane text box, givetherule an appropriate name, in this case something such as "Excessive number of records
intabl e_nane table".

2. FromtheAdvi sor drop down list box, choose an advisor group for your rule. The Admi ni st r at i on group of rules might be
suitable but if you wish, create your own group of advisors. For instructions on doing this, see Section 4.1.1, “Creating Advisors”’.

3. Enter thefollowing expression in the EXPRESSION text area: ‘%t abl e_nanme_num_rows% > THRESHOLD'. Replacet a-
bl e_nane with the name of the table to monitor. Note that the variable % abl e_nane_num r ows% is not yet defined.

4.  Set the Thresholds.
a SettheCritical Al ert level to50000.
b. SettheWarning Al ert level to10000.
c. Setthelnfo Alert level to5000.
5. Defineyour variableintheVar i abl e Assi gnnent frame.
a IntheVari abl e text box, enter ' % abl e_nanme_num r ows % the variable used in the Expr essi on text box.

b. IntheDat a |temdropdown list box, find and select themysql : t abl e: nunt ows entry. (For a description of all the
dataitems available, see Appendix D, Data Collection Items.)

c. Inthel nst ance text box, enter dat abase nane. t abl e_nane.
6. Add appropriate entriesfor the Pr obl em Descri pti on, the Advi ce, andtheLi nks text areas. Optionally, use Wiki markup

for these text areas. You can aso referencethe’ % abl e_nane_num r ows%variable in these text areas. For example, you can
display the current number of rows with amessage such as't abl e_nane currently has %t abl e_nane_num_rows% rows.'
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7. Savetherule.

After you create the rule, schedule it against the server that contains the database table to monitor. For instructions on scheduling rules,
see Section 2.3.2, “ Scheduling Rules’.

4.1.8. Creating a Custom Data Collection Item

Section 4.1.7, “Creating a New Rule: An Example” shows how to create a custom rule and Appendix D, Data Collection Items shows
the dataitems you can use in rule creation. In some circumstances, you might want to create a rule that uses a custom data collection
item.

To create additional custom data collection items, edit theshar e/ nysql - proxy/itens/ cust om xm custom rule file added
during installation. Thecust om xn isinstalled automatically, but is not modified during an upgrade installation. The rulesfileislis-
ted lastintheagent -i t em fi | es configuration parameter, so any rules and data collection items you add to thisfile supercede the
standard data collection definitions.

After you make changesto the cust om xni , restart the agent to load the custom definitions.

4.1.8.1. Modifying the Custom Data Item XML File

As an example, this section shows how to create a data item for monitoring the amount of free InnoDB tablespace. Y ou can have mul-
tipleitemsinyour cust om xm file, just specify additional cl ass entries. Thecust om xmni filein theinstallation includes a
sample entry. Y ou can replace that entry, or add the following definition to the file:

<?xm version="1.0" encodi ng="utf-8"?>
<cl asses>
<cl ass>
<cl assnanme>i nnodb_m n_free</ cl assnanme>
<nanmespace>nysql </ nanespace>

<quer y><! [ CDATA] SELECT M N(substring_i ndex(substring_i ndex(table_coment," ",3)," ",-1)/1024/1024)
as Free FROM | NFORVATI ON_SCHEMA. TABLES WHERE engi ne = ' | nnoDB' ]]></ query>
</ cl ass>

</ cl asses>

After saving the file, ensure that theagent - i t em f i | es parameter within the configuration includesthe cust om xmi file. For
example:

[nysql - proxy]

aQéht-iten1files = share/ nysql - proxy/itemns/ quan. | ua, share/ mysql - proxy/itens/itenms-nmysql-nmonitor.xm, »
shar e/ nysql - proxy/itens/agent-al |l ocati on-stats.|ua, share/ nysql - proxy/itens/custom xni

Restart the agent to put this change into effect. To do this, see:

¢ Windows: Section 5.3.5.1, “ Starting/Stopping the Agent on Windows’
e Unix: Section 5.3.5.3, “ Starting/Stopping the Agent on Unix”

e Mac OS X: Section 5.3.5.2, “ Starting/Stopping the Agent on Mac OS X”

Once the agent has restarted, the new dataitemisinthe Dat a | t emdrop down list box onthe Rul e Defi ni ti on page. Itsfully
qualified nameisnysql : tabl e: i nnodb_mi n_free.

4.2. Customizing Standard Advisors

Y ou can override the standard rules and the data collection items that support them by adding entriesto your cust om- i t ens. ximi
with different queries to collect information. To customize data collection for existing advisors, you can use the information in Sec-
tion 4.1, “ Creating Advisors and Rules’.

4.3. Disabling and Unscheduling Rules

Y ou can change arule so that it no longer applies to a specific server or group of servers, or suspend arule for a period of time.
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To disable or unschedule an advisor, choosethe Cur r ent  Schedul e screen of the ADVISORS tab.

Y ou can disable or unschedule one or more rules using the buttons on the upper or lower left of the screen. Y ou can also change one
rule at atime by clicking the enabl ed or unschedul e hyperlink to theright of arule.

To no longer run arule against a specific server, expand the advisor group and the specific rule by clicking the + button and then the
UNSCHEDULE button. When the dialog window opens, choose the UNSCHEDULE button and that rule will no longer be applied. If you
wish to back out of the operation, choose CANCEL. To institute thisrule again, usethe Add t o Schedul e page.

To suspend arule temporarily, use the DISABLE button and follow the same process as for unscheduling. Once aruleis disabled, the link
under the status column changesto red and reads di sabl ed. When aruleis disabled, datais no longer collected for that rule. To re-
enable adisabled rule, click thedi sabl ed link or the ENABLE button.

Y ou can alter multiple rules for one or more servers by selecting the appropriate checkbox and clicking the UNSCHEDULE, ENABLE, or
DISABLE button.

Note

Rules associated with the heat chart cannot be disabled or unscheduled, as they are required by MySQL Enterprise Monit-
or.

4.4. Advisor Blackout Periods

During maintenance periods for database servers, you can stop Monitor Agents from reporting their findings. During such a blackout
period, rules are not evaluated and notifications are put on hold, but Monitor Agents continue to collect data. In this respect, blacked-out
rules differ from disabled rules; data continues to be collected and stored in the repository.

To enable ablackout period, enter the following URL into the address bar of your browser, substituting the appropriate host name, port
and server name:

http://1 ocal host: 18080/ r est 2conmand=bl ackout »
&server _name=SuSE: 3306&bl ackout _st at e=true

Check theconfi gurati on_report.txt filefor the host name and port to use. Specify the correct port for the Tomcat server.
Specify the server to blackout using the name that appearsin the Server Tree, including the colon and port number as shown in the pre-
ceding example.

When the HTTP authentication dialog box requesting your Dashboard user name and password opens, specify the administrator's cre-
dentials. The default user nameisadni n; use the password you specified when you initially logged in to the Dashboard.

Y ou can also blackout a server group by entering the following URL into the address bar of your browser, substituting the appropriate
host name, and server group name:

http://1 ocal host: 18080/ r est 2conmand=bl ackout »
&gr oup_nane=Fi nance&bl ackout _st at e=true

When the HTTP authentication dialog box opens, enter the administrator's credentials.

To confirm that aserver is blacked out, check that its nameis greyed out in the Dashboard.

To reactivate the blacked-out server or server group, use the appropriate URL and query string, changing the bl ack-
out _st at e=t r ue namel/value pair to bl ackout _st at e=f al se. Again, thismust be done by a user with administrative priv-

ileges.

Note
Restarting MySQL Enterprise Monitor does not reactivate a blacked out server.

4.4.1. Scripting Blackouts

Y ou can write a script to black out a server, rather than opening aweb browser and typing entries into the address bar. This section doc-
uments a sample blackout script that can be run from the command line.
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Create the following file and save it asbl ackout . pl .

#! [ usr/ bi n/ perl
use LWP 5. 64;

# USAGE: bl ackout . pl servicemanager: 18080 admi n password servernanme: 3306 true
# $ARGV[ 0] = managenent server hostnane: port

# $ARGV|[ 1] = nmmnagenent server usernane

# $ARGV[ 2] = managenment server password

# $ARGV[ 3] = nysql d managed i nstance server name and port

# $ARGV[ 4] = bl ackout state (true/false)

ny $browser = LWP:: User Agent - >new,
$browser - >credenti al s(
$ARGV 0] ,

SARGV 1],
) $ARGV] 2]
ny $url = URI->new(' http://'.$ARGV[O0]. ' /rest');
$url ->query_forn{ # And here the formdata pairs:
'command’ => ' bl ackout',
‘server_nanme' => $ARGV 3],
' bl ackout _state' => $ARGV[ 4]
)5

ny $response = $browser->post( $url );

if (!$response->is_success) {
di e $response->status_line . "\n";

Note

Windows users can omit theinitial #! line.
On Unix systems, usethechnod +x bl ackout . pl command to make the file executable.
At the command line, enter bl ackout . pI servi cenanager: 18080 adnmi n password servernanme: 3306 true.
Check theconfi gurati on_report.txt filefor the host name and port to use. Specify the correct port for the Tomcat server.
Specify the server to black out using the name that appears in the Server Tree, including the colon and port number as shown in the pre-
ceding example. Specify the name of a user who is a"manager”. Specifying auser with "dba" rights only will not black out a server and
no error will be displayed.

To confirm that aserver is blacked out, check that its name is greyed out in the Dashboard. To end the blackout, run the same script,
changing the final argument tof al se.

Note

Restarting MySQL Enterprise Monitor does not reactivate a blacked out server.
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Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Analyzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

This chapter describes the process of installing the MySQL Enterprise Monitor on all operating systems. A working installation requires
the installation of a MySQL Enterprise Service Manager, the MySQL Enterprise Advisors and one or more MySQL Enterprise Agents.
The agent inspects the MySQL server it is monitoring, reports to the Service Manager, and the results are interpreted by the advisors
and displayed in the MySQL Enterprise Dashboard for viewing in aweb browser.

One Monitor Agent isinstalled for each MySQL server that is being monitored. The Monitor Agent usually runs on the same machine
that hosts the monitored MySQL server, but it can run on any machine that has access to both the monitored MySQL server and the
MySQL Enterprise Dashboard. The agent reports its findings to the Service Manager, and these results are interpreted by Advisors and
displayed in the dashboard. The MySQL operator opens aweb browser to view the information presented in the dashboard. The Service
Manager and dashboard run on the same machine, and both have accessto alocal MySQL server installed as part of the MySQL Enter-
prise Monitor. This server is known as the repository and provides storage for the data provided by the agent.

Installation is a three-step process:

1. Instal and start the Service Manager on the monitoring system. See Section 5.2, “ Service Manager Installation”.
2. Configure the Service Manager, see Section 5.3, “Monitor Agent Installation”.

3. Start the MySQL Enterprise Service Manager and MySQL Enterprise Agent instances, and then use the MySQL Enterprise Dash-
board to install the Advisors and complete the configuration and installation. See Section 5.2.7, “MySQL Enterprise Service Man-
ager Configuration Settings and Advisor Installation”.

Depending on your configuration and environment, you download various components and files from MySQL Enterprise website avail-
able on the download page. These include:

¢ MySQL Enterprise Service Manager and MySQL Enterprise Dashboard for the platform that you intend to execute the MySQL En-
terprise Service Manager on. These have names likenysql noni t or-2. 1. 0. 1096- | i nux- x86_64-instal | er. bin,
with the appropriate version and platform name. To perform an upgrade, download the upgrade installer, with anamelike mysql -
noni tor-2.1.0.1096- | i nux-x86_64-updat e-i nstall er. bin.

e Oneor more MySQL Enterprise Agent, one for each MySQL Server that you want to monitor. Download an installer package for
the right platform for the MySQL server you want to manage. Agent installers are available with nameslike nysql noni t or -
agent-2.1.0.1093-1inux-debi an3. 1- power pc-i nst al | er. bi n. Upgrade installers to update an existing MySQL
Enterprise Agent installation are named like mysql noni t or agent - 2. 1. 0. 1093- 1 i nux- debi an3. 1- power pc-
updat e-i nstal |l er. bin.

e Optional

A product key file for MySQL Enterprise Service Manager. If your MySQL Enterprise Service Manager has internet connectivity,
your product key can be downloaded automatically during the initial phase of configuration directly from the MySQL Enterprise
website. For more information, see Section 5.2.7, “MySQL Enterprise Service Manager Configuration Settings and Advisor Installa-
tion”.

e Optional
An advisor bundle equal to the level of your MySQL Enterprise subscription (Platinum, Gold, or Silver), which isrequired for
MySQL Enterprise Service Manager. If your MySQL Enterprise Service Manager has Internet connectivity, your advisor bundle can

be downloaded automatically during the initial phase of configuration directly from the MySQL Enterprise website. For more in-
formation, see Section 5.2.7, “MySQL Enterprise Service Manager Configuration Settings and Advisor Installation”.

For information on the installation requirements for different platforms, see Section B.3, “Installation Requirements”.

5.1. User Roles
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Prior to installation you will need to have at hand credentials for access to the MySQL server you plan to monitor and also your MySQL
Enterprise credentials. During installation and when first logging in, you will set up avariety of users with different roles and creden-
tials. This can become confusing. This section outlines the various users associated with the MySQL Enterprise Monitor and gives a
brief description of their roles.

5.1.1. Existing Users

The MySQL Enterprise user: These are the credentials you use to log in to the MySQL Enterprise web site. Y ou will need themin or-
der to acquire the Advisor files and receive updates and, if necessary, acquire a product key.

The MySQL user: For Monitor Agents to report the status of aMySQL server they must have privileges on that server. To perform all
functions an agent must have SHOW DATABASES, REPLI CATI ON CLI ENT, SUPER, CREATE, and SELECT privileges. In short, the

Monitor Agent needs to have read access to all data. Details about this account are given in Section 5.3.1, “Creating aMySQL User Ac-
count for the Monitor Agent”.

5.1.2. User Created During Installation

The Repository user: Thisuser isthe only user intheuser tableinthenysql database in the bundied MySQL server. To avoid con-
fusion with monitored MySQL servers, this server isreferred to throughout this document asther eposi t or y. The repository user
canloginfrom| ocal host using the password specified during installation and has al privileges on all databases. These credentials
are used to create the repository and its tables and to record data in them. During installation the default value for the user name for this
roleisser vi ce_nanager . No default password is specified. Y ou can use these credentials to manage the repository from the com-
mand line or when using a program such as MySQL Administrator.

During installation thefileconf i gur at i on_report .t xt iscreated. Referencethisfile for the credentials of the repository man-
ager. After the MySQL Enterprise Service Manager isinstalled, ook for thisfile in the following directories:

¢ Windows: C: \ Program Fi | es\ MySQL\ Ent er pri se\ Moni t or

e Unix:/opt/nysql/enterprise/ nonitor

e MacOSX:/ Applications/nysqgl/enterprisel/nonitor

5.1.3. Users Created on First Log-in

The Root user: This user isthe administrator of the dashboard. The first time you log in to the dashboard you must log in as this user.
The default user name for thisuser isadmni n. There is no default password for this user.

The Agent user: The Monitor Agent needs to report the status of the MySQL server it is monitoring. For thisreason it needsto login to
the dashboard. The default user name for thisuser isagent . There is no default password for this user.

Note

The Monitor Agent has two roles in the MySQL Enterprise Monitor; it must have access to the dashboard and to the
MySQL server it ismonitoring. For a description of the agent asa MySQL user see Section 5.1.1, “Existing Users’.

5.2. Service Manager Installation

The MySQL Enterprise Service Manager is the core element of the MySQL Enterprise Monitor. The installation process for this ele-
ment is completely self-contained, but the install ation includes the following components:

e Apache Tomcat
¢ MySQL Server

e JavaVM

| Note
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After installation, to determine the version numbers of the components, enter ht t p: / / ser ver _nane: 18080/
mai n?conmmand=l i st _ver si ons into the web browser's address bar.

During installation, versions of MySQL and Tomcat are installed onto the machine. The installer automatically provides default net-
work ports that are different from standard installation for these applications. Y ou can change the ports during installation.

During installation, default values are shown for user names and ports. Thisis for your convenience only; you can choose different val-
ues. Theinstaller detects ports that are already in use and lets you select different ports.

Warning
The MySQL Enterprise Service Manager version 2.0 requires agents using 2.0 or higher.

All the installations share the same basic configuration parameters that you confirm during installation. Before you start your installa-
tion, review the section on these common parameters, then proceed to section specific to your installation platform. For details of the
common parameters, see Section 5.2.1, “ Service Manager Installation Common Parameters”. For information on installation under Win-
dows, see Section 5.2.2, “ Service Manager Installation on Windows”, for Mac OS X see Section 5.2.3, “ Service Manager Installation on
Mac OS X”, and for Unix/Linux, see Section 5.2.4, “ Service Manager Installation on Unix”.

5.2.1. Service Manager Installation Common Parameters

All installations of the Service Manager install the Tomcat and MySQL applications using the same basic set of parameters. The de-
faults provided by the installation process are designed to be unique so that they do not interfere with existing installations of either
product. However, you should check these parameters before installation to ensure that you do not experience any problems.

The common parameters are divided into those applying to the location of the MySQL server, the Tomcat server, and the connection
properties for the MySQL server (Repository Configuration):

¢ Tomcat Server Options

» Tomcat Server port: The default port that the Tomcat server uses when listening for connections. If you change this option, make
the same change to the port number used to connect to the Service Manager. The default value is 18080.

Note

If you do not have aweb server running on port 80, you can use this well-known port rather than 18080. Since port 80 is
the default for aweb server, you can then open the dashboard without specifying a port.

» Tomcat Shutdown port: The port used by the management scripts that is used to shut the Tomcat server down when you need to
stop the Service Manager. The default value is 18005.

* Tomcat SSL Port: The standard port used to connect to the Service Manager when you want to use Secure Sockets Layer (SSL)
encrypted communication. The default value is 18443.

e MySQL Server selection

* You are asked whether you want to use your own MySQL Server to store repository data, or use the bundled MySQL Server.
The MySQL server can be located on the same machine as the MySQL Enterprise Service Manager, or on a different machine.
If you choose to use your own server, it must already be running when you start the installer. The requirements for the MySQL
server are:

e MySQL 5.1.43 or higher.
* Partitioning enabled.
* InnoDB Storage Engine enabled.

Configure the MySQL server with suitable credentials to allow MySQL Enterprise Service Manager to create the database,
tables and other settings. The user should have ALL privileges on the MySQL Enterprise Monitor repository, which is stored
within the database mem or you can provide full accessto all tables. Also ensure you have the GRANT OPTI ON. For example,
you might create a suitable user using the following GRANT statement:

nmysqgl > GRANT ALL PRIVILEGES ON *.* TO 'servi ce_nmanager' @I ocal host'
-> | DENTI FI ED BY PASSWORD ' PASSWORD W TH GRANT OPTI ON
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Repository Configuration (MySQL Server)

Repository Username — if you are connecting to an existing MySQL database, this should be the username and password that
you have configured with access to the MySQL Enterprise Monitor repository. If you install the bundled MySQL database, the
credentials given are used as the username/password for the MySQL Enterprise Service Manager and are created automatically
during installation. In normal use, you should not need to use or modify thisinformation, but it may be required if you have a
support issue. The default valueisser vi ce_nanager .

Repository User password — the password to be used for the connecting to the MySQL database. This should be set to a secure
password so that the repository datais secure.

The information that you configure during installation is recorded within the conf i gur ati on_r eport . t xt filewithintheinstalla-
tion directory for the Service Manager.

Caution

Because the information stored withintheconf i gur ati on_report . t xt fileisin plain text, the Repository user
name and password information are also exposed within thisfile. Secure the installation directory and file, so that they can
only be accessed by users who need to use the information.

5.2.2. Service Manager Installation on Windows

On Windows, the installation modes arewi n32 and unat t ended only. unat t ended modeis especialy useful if you are doing
multiple installations. For more information on this topic see Section 5.4, “Unattended Installation”.

Note
In order to install the Service Manager as a Windows service, you must do the installation as a privileged user.

On Windows Vistaor later, if user account control is on, an operating system dialog box requests confirmation of thein-
stallation.

Toinstall the Service Manager on Windows, find the executable file named nysql noni t or - ver si on- wi n-
dows-instal |l er. exe (wherever si on represents the three-part version number).

1

2.

3.

Double-click the MySQL Monitor installer. Y ou should be presented with the Language Selection prompt. Select the language to
use for the installer and then click OK.

Figure 5.1. MySQL Enterprise Monitor: Installing Monitor on Windows: Language Selection

£* Language Selection Q@E|

Fleaze zelect the ingtallation language

English W

Cancel

With the installation language selected, the remainder of the installation sets up the installation location and the main configuration
parameters required by MySQL Enterprise Service Manager. Click NEXT to continue.

Select the installation directory where you want the MySQL Enterprise Service Manager components installed. By default on Win-
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dowsthe directory isC: \ Progr am Fi | es\ MySQL\ Ent er pri se\ Moni t or . You click the button next to the installation
directory field to select a directory using the File chooser, or type the directory manually. Click NEXT to continue.

Figure 5.2. MySQL Enterprise Monitor: Installing Monitor on Windows: Installation Directory

Installation directory m %31{?’3

MysoL” |

Please specify the directory where the My3QL Enterprise Maonitor will be installed

CPragram Filesi My SOLEnterprise) M | [E'

Inskallation direckory

< Back, ” Mext = ” Cancel

4. Configure the options that set the network ports used by the Tomcat server. For more information, see Section 5.2.1, “ Service

Manager Installation Common Parameters’. Click NEXT to continue.

Figure 5.3. MySQL Enterprise Monitor: Installing Monitor on Windows: Tomcat Server Options

86



MySQL Enterprise Monitor Installation Reference

£+ Setup

Tomcat Server Options h} %3‘“ .
!

Mysal

Please specify the following parameters for the bundled Tomcat Server

Tomcat Server Pork 158050

Taomcat Shutdown Park 18005

Tomcak S5L Part 15443

< Back ” Mext = ” Cancel

Configure the repository settings, setting the user name, password and port for the bundled MySQL server that stores the informa-
tion and statistics for your installation. For more information, see Section 5.2.1, “ Service Manager Installation Common Paramet-
ers’. Click NEXT to continue.

Note
If the Windows firewall is enabled, unblock ports for Apache/Tomcat and the MySQL server.

Figure 5.4. MySQL Enterprise Monitor: Installing Monitor on Windows: Repository Configuration
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Repository Configuration m l\ @Slf??
My |

!

Please specify the following parameters For the bundled MySQL server

Fepository Username SErvice manager

Passwiord

Re-enter

Bundled MwSQL Database Port: 13306

< Back ” Mext = H Cancel

6. You receiveinformation and awarning about the configuration options and how they are stored intheconf i gur a-
tion_report.txt file anditslocation. Record the full path to thisfile for future reference. Click NEXT to continue.

7. You are now prompted to start the installation process. Click NEXT to continue.

8. Oncetheinstallation is completed, you receive information on how to uninstall MySQL Enterprise Service Manager. Click NEXT
to continue.

9. To complete theinstallation and set up your MySQL Enterprise Service Manager, login to the Dashboard. Y ou can do this auto-
matically by leaving the box checked on the final window before clicking FiNISH. To skip the Dashboard at this time, uncheck the
box and click FiNIsH.

For instructions on starting the MySQL Enterprise Monitor services under Windows, see Section 5.2.5, “ Starting/Stopping the MySQL
Enterprise Monitor Service on Windows'.

5.2.3. Service Manager Installation on Mac OS X

On Mac OS X there are three installation modes osx, t ext , and unat t ended. For more information on this topic see Section 5.4,
“Unattended Installation”. Thet ext modeinstallation for Mac OS X isidentical tot ext installation under Unix. For t ext modein-
stallation instructions see Section 5.2.4, “ Service Manager Installation on Unix”.

Installing the MySQL Enterprise Service Manager on Mac OS X requires an existing installation of Java. The minimum required ver-
sionis 1.5.0_7. If thisversion is not installed on your machine you can download it from Apple. This version of Javarequires Mac OS
X version 10.4.5 as a minimum, so you may need to upgrade your operating system in order to install it.
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For reasons of backwards compatibility, Mac OS X is usually installed with multiple versions of Java. When installing in osx mode,
version 1.5.0_7 must be the default version. Upon installation, Java 1.5.0_7 setsitself asthe default so thisis usually not a problem.

If you have changed the default you can reset it or you may install the MySQL Enterprise Service Manager int ext mode, setting the
environment variables to point to the correct version of Java. Toingtall int ext mode, find thei nst al | bui | der fileinthe Con-

t ent s/ MacOS directory immediately below the mysql noni t or - ver si on- osx-i nstal | er. app directory. Installing the
MySQL Enterprise Service Manager int ext modeisidentical to the procedure described in Section 5.2.4, “ Service Manager Installa-
tion on Unix” with the minor differences noted above.

Toinstall using the GUI (osx) installation, follow these instructions:

1. Double-click the MySQL Monitor installer. Y ou should be presented with the Language Selection prompt. Select the language to
use for the installer and then click OK.

Figure 5.5. MySQL Enterprise Monitor: Installing Monitor on OS X: Language Selection
™ M ) Language Selection

Please select the installation language
" English B

I'f Canceljl I'f Ok wl

P

2. If you have multiple Javainstallations on your machine, choose which Javato use with your MySQL Enterprise Service Manager
installation (1.5.0 or later isrequired), and click OK.

Figure 5.6. MySQL Enterprise Monitor: Installing Monitor on OS X: Java Selection
800 JVM Selection

Please select the Java(tm) Runtime to use

[ sun 1.5.0 /System/Library/Frameworks/JavaVM.framework/Versions/1.5.0/Home/bin/java lﬂ

Ir Cancel “'I Ir Ok \'I

A

3. With theinstallation language and Java version selected, the remainder of the installation sets up the installation location and the
main configuration parameters required by MySQL Enterprise Service Manager. Click NEXT to continue.

4. Select theinstallation directory where you want the MySQL Enterprise Service Manager components installed. By default on Mac

OS X thedirectory is/ Appl i cati ons/ nysql / ent erpri se/ noni t or. You click the button next to the installation direct-
ory field to select adirectory using the File chooser, or type the directory manually. Click NEXT to continue.

Figure 5.7. MySQL Enterprise Monitor: Installing Monitor on OS X: Installation Directory
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eo~  Sewp
Installation directory MHS& @Sun

Please specify the directory where the MySQL Enterprise Monitor will be
installed

Installation directory [Applications/mysgl/enterprise/monit o

BitRock Installer

( Cancel ) [ < Back )( Mext > )

5.  Configure the options that set the network ports used by the Tomcat server. For more information, see Section 5.2.1, “ Service
Manager Installation Common Parameters’. Click NEXT to continue.

Figure 5.8. MySQL Enterprise Monitor: Installing Monitor on OS X: Tomcat Server Options
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L T ..

" @SH?’I
Tomcat Se Opti Sland
mcat Server Options m

Please specify the following parameters for the bundled Tomcat Server

Tomcat Server Port L8080

Tomcat Shutdown Port _18005

Tomcat SSL Port _ 18443

Is SSL support required? [ |

BitRock Installer

( Cancel } ( < Back } C Next > }

Configure the repository settings, setting the user name, password and port for the bundled MySQL server that stores the informa-
tion and statistics for your installation. For more information, see Section 5.2.1, “ Service Manager Installation Common Paramet-
ers’. Click NEXT to continue.

Figure 5.9. MySQL Enterprise Monitor: Installing Monitor on OS X: Repository Configuration
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e NN Setup

Repository Configuration m \ @Sf {1
My |

Please specify the following parameters for the bundled MySQL server

Repository Username s rvice_manager
Password

Re-enter

Bundled MySQL Database Port 13306

Ir Cancel W Ir < Back WH'W Next > W

7. Youreceiveinformation and awarning about the configuration options and how they are stored intheconf i gur a-
tion_report.txt file anditslocation. Record the full path to thisfile for future reference. Click NEXT to continue.

8. You are now prompted to start the installation process. Click NEXT to continue.

9. Oncetheinstallation is completed, you receive information on how to uninstall MySQL Enterprise Service Manager. Click NEXT
to continue.

10. To complete theinstallation and set up your MySQL Enterprise Service Manager, login to the Dashboard. Y ou can do this auto-
matically by leaving the box checked on the final window before clicking FINISH. To skip the Dashboard at this time, uncheck the
box and click FINISH.

Your installation is now complete. To continue with the configuration of MySQL Enterprise Service Manager, see Section 5.2.7,
“MySQL Enterprise Service Manager Configuration Settings and Advisor Installation”.

5.2.4. Service Manager Installation on Unix

Toinstall the Service Manager find the file named nmysql noni t or - ver si on-i nstal | er. bi n (wherever si on indicatesthe
version number, the OS, and the architecture ). Ensure that thisfile is executable by typing:

shel | > chmod +x nysql moni tor-version-installer.bin

Toinstall to the default directory (/ opt / nysql / ent er pri se/ noni t or), loginasr oot . An unprivileged user installs to the /
hore/ user _nane/ nmysql / ent er pri se/ noni t or/ directory.
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What follows describes installation from the command line. Y ou can install the Service Manager graphically by running the installer
from within awindows manager. In both cases, the steps are identical. Y ou can also install the Service Manager inunat t ended
mode. Thisis especially useful if you are doing multiple installations. For more information on this topic, see Section 5.4, “Unattended
Installation”.

1. Begininstalation by typing:

shell > ./ nmysql monitor-version-installer.bin

2. First choose the language for the installation:

Language Sel ection
Pl ease select the installation |anguage
[1] English

[ 2] Japanese
Pl ease choose an option [1]

3. Throughout the installation process, you are asked the configuration questions for different options. Default values are shown
between square brackets; to use the default press Enter. Otherwise, enter the new value and press Enter:

First, select the directory to install MySQL Enterprise Service Manager. The default is/
opt/ nysql /enterprise/nonitor/.Makesurethat thelocation you choose has enough space to hold the installation files
and the database information that is created when MySQL Enterprise Service Manager is running.

Pl ease specify the directory where the MySQL Enterprise Service Manager
will be installed.

Installation directory [/opt/nysql/enterprise/nonitor/]:

4. Now set the Tomcat Server options. For more details on these parameters, see Section 5.2.1, “ Service Manager Installation Com-
mon Parameters’.

Tontat Server Options

Pl ease specify the follow ng parameters for the bundl ed Tontat Server
Tontat Server Port [18080]:

Tontat Shutdown Port [18005]:

Tontat SSL Port [18443]:

Choose if SSL support is required. When your agents and the monitor communicate with each other using SSL, the datais ex-
changed in encrypted form and you can monitor servers securely, or monitor agents over a public connection.
Enable SSL by pressing Y when prompted during installation:

I's SSL support required? [y/N :

5. Set therepository (embedded MySQL server) configuration options. For more details on these parameters, see Section 5.2.1,
“Service Manager Installation Common Parameters’.

Repository Configuration

Pl ease specify the followi ng paraneters for the bundl ed MySQL server

Repository Username [service_manager]:
Password :
Re-enter :

Bundl ed MySQ. Dat abase Port [13306]:
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6. Beforethefinal installation process, you receive the location of the file that contains a copy of al of the settings. Follow thein-
structions and store this report in a secure location. Thereis no password recovery feature.

Configuration Report

Not e:

The settings you specified will be saved here:

/opt/ nysql /enterprisel/nonitor/configuration_report.txt

| MPORTANT: This configuration report includes passwords stored in plain text; it

is intended to help you install and configure your agents. W strongly advise
you to secure or delete this text file inmmediately after installation.

Press [Enter] to continue :

7. Confirm theinstallation process.

Setup is now ready to begin installing M/\SQL Enterprise Monitor
on your conputer.

Do you want to continue? [Y/n]: Y

Pl ease wait while Setup installs MySQL Enterprise Mnitor
on your conputer.

The installation process may take a few minutes to complete. Upon completion, you see:

Conmpl eted installing files

Setup has conpleted installing M/SQL Enterprise files on your conputer

Uninstal ling the MySQL Enterprise files can be done by invoking:

/opt/ nysql /enterprise/nonitor/uninstall

To conplete the installation, launch the WWSQ. Enterprise Dashboard and conplete

the initial setup and product activation information. Refer to the readme file
for additional information and a list of known issues.

Press [Enter] to continue :

8. Finally, you can read the Readne file that contains important information about how to use and start your MySQL Enterprise Ser-
vice Manager.

Setup has finished installing My\SQL Enterprise Monitor on your computer.
View Readne File [Y/n]: n

Once the Readne file has been displayed, or if you did not elect to read the file, the installation provides information about how to
continue with your installation.

nfo: To access the MySQ Enterprise Mnitor please visit the
ol |

|
f owi ng page: http://|ocal host: 18080/ Aut h. acti on

Press [Enter] to continue :
The Enterprise Dashboard does not start up automatically if you perform at ext mode installation. For more information on starting

and stopping MySQL Enterprise Service Manager, see Section 5.2.6, “ Starting/Stopping the MySQL Enterprise Monitor Service on
Unix and Mac OS X".

5.2.5. Starting/Stopping the MySQL Enterprise Monitor Service on Windows

Y ou can choose to start up the MySQL Enterprise Service Manager on installation. Theinstalled services are called:
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e MySQL Enterprise Tomcat
«  MySQL Enterprise MySQL

Y ou can stop or start the services from the Microsoft Management Console Services window. Look for the MySQL Ent er pri se
Tontat andthe MySQL Ent erpri se MySQL entries.

Note

On Windows Vistaor later, starting these services requires administrative privileges—you must be logged in as an admin-
istrator. To start or stop a serviceright-click it and choose the RUN AS ADMINISTRATOR menu option. The same restriction
applies to using the menu options discussed in the following and to starting the services from the command line. To open
an administrator ¢cmd window right-click the cnd icon and choose the RUN AS ADMINISTRATOR menu option.

To start or stop aservice, right-click it and choose from the optionsin the pop-up menu.

Thereis also amenu entry for starting and stopping the services. Navigate to the Pr ogr am MySQL, MySQL Ent erpri se Monit -
or, Servi ces entry to stop or start the services.

Y ou can also stop or start a service from the command line. To start the Tomcat service type:

shel | > sc start MySQLEnt erpri seTontat

or:

shel | > net start MySQLEnterpriseTontat

To stop this service type:

shell > sc stop MySQLEnt er pri seTontat

or:

shel | > net stop MySQLENnterpri seTontat

In similar fashion, you may stop or start the MySQL server from the command line. The service nameis My SQLEnt er pri seMySQL.

Y ou may also start, stop, and restart a specific service or both services using the nysql noni t or ct | . bat file. To execute thisfile,
go to the command line and navigateto the C: \ Progr am Fi | es\ MySQL\ Ent er pri se\ Moni t or directory. Typing nysql -
noni torct!l . bat hel p producesthe following output:

usage: nysql nonitorctl.bat help
nysqgl nonitorctl.bat (start|stop|restart|install]uninstall)
nysqgl noni torctl.bat (start|stop|restart) tonctat
nysql monitorctl.bat (start|stop|restart) mysql

hel p - this screen

start - start the service(s)

st op - stop the service(s)

restart - restart or start the service(s)
install - install the service(s)
uninstall - uninstall the service(s)

To stop a specific service, passthe argument t ontat or nysql inaddition to the status change argument. If you wish to change the
status of both services, do not specify a service name. Y ou may also uninstall the services using this batch file.

Configuration of the dashboard beginsimmediately after the Service Manager isinstalled. To continue a Windows installation skip the
next section and go to Section 5.2.7, “MySQL Enterprise Service Manager Configuration Settings and Advisor Installation”.

5.2.6. Starting/Stopping the MySQL Enterprise Monitor Service on Unix and Mac
OS X

The servicesincorporated into the MySQL Enterprise Service Manager are:
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e TheMySQL Server

¢ The Apache/Tomcat Server

Should you need to stop, start, or restart the MySQL Enterprise Service Manager call thenysql nmoni t orct | . sh filelocated in the
/opt/nysql /enterprise/ nonitor/ directory onUnix orthe/ Appl i cations/ nysql/enterprise/nmonitor/ on
Mac OS X. To see all the available options navigate to the appropriate directory and type:

shel | > /opt/ nysql /enterprise/ nonitor/ nmysql nonitorctl.sh help

Executing this script produces the following output:

usage: ./nysqglnmonitorctl.sh help

.Inysqlnonitorctl.sh (start|stop|status|restart)
./nysqlmonitorctl.sh (start|stop|status|restart) nysql
.Inysqlnonitorctl.sh (start|stop|status|restart) tontat

hel p - this screen

start - start the service(s)

stop - stop the service(s)

restart - restart or start the service(s)
st atus - report the status of the service

Using this script you can stop, start, or restart all the Service Manager components. To do thismake acall tonysql nonitorctl . sh
start from your start-up script.

To start the service:

shell > ./ nmysql monitorctl.sh start

./nysqlmonitorctl.sh : nysql started

nohup: redirecting stderr to stdout

Starting nysqld daenon with databases from/opt/nysql/enterprise/ nonitor/nysql/data/
Usi ng CATALI NA BASE: /opt/ nysql / ent erpri se/ noni t or/ apache-t ontat

Usi ng CATALI NA_HOVE: [ opt/ nysql / enterprisel/ nonitor/apache-tontat

Usi ng CATALI NA TMPDI R: /opt/ nmysql/enterprise/ nonitor/apache-tontat/tenp

Usi ng JRE_HOVE: [ opt/ nysql/enterprise/nonitor/java

If you try to start the service and it is already running, you are warned that the services are aready running:

shell > ./ nmysqgl monitorctl.sh start
.Inysqlmonitorctl.sh : nysql (pid 18403) already running
.Inysqlnonitorctl.sh : tontat (pid 18480) already running

To stop the service:

shel | > ./ nysqgl noni torctl.sh stop

Usi ng CATALI NA_BASE: / Appl i cati ons/ nysql / enterpri se/ nonitor/apache-tontat

Usi ng CATALI NA_HOVE: / Appl i cations/ nysql /enterprise/nonitor/apache-tontat

Usi ng CATALI NA TMPDI R / Appl i cations/ nysql/enterprise/ nonitor/apache-tontat/tenp

Usi ng JRE_HOVE: / Syst em Li brary/ Franewor ks/ JavaVM f r anewor k/ Ver si ons/ 1. 5. 0/ Hone

St oppi ng tontat service .. [ OK]

STOPPI NG server frompid file /Applications/nmysql/enterprise/ monitor/nmysql/datal/mysqld.pid
090209 15:37:09 nysqld ended

Ther est art command is equivalent to executingast op and thenst art operation.

This script can also be used to check the status of the Tomcat web server or the MySQL repository.

shell > ./ mysqgl moni torctl.sh status
M/SQL Network MySQL is running
M/SQL Network Tontat is running

Configuration of the dashboard begins immediately after the MySQL Enterprise Service Manager isinstalled.

5.2.7. MySQL Enterprise Service Manager Configuration Settings and Advisor In-
stallation

The Enterprise Dashboard is the web-based interface to the Service Manager so the procedure for starting the dashboard is identical for
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all platforms. From the dashboard you can configure the settings necessary for receiving updates from MySQL Enterprise and for the
initial installation of the Advisors.

If you installed the Service Manager using a graphical interface, you have the option of launching the dashboard on the final installation
screen (aslong as the LAUNCH MY SQL ENTERPRISE MONITOR Now checkbox is checked).

Otherwise, you can view the dashboard by typing ht t p: / /| ocal host : 18080/ Aut h. act i on into the address bar of your web
browser. If you are unsure of the host name and port to use, check theconf i gurati on_report.txt file

Under Windowsit is also possible to open the dashboard by choosing the My SQL menu item and finding the MySQL Ent er pri se
Moni t or entry. Under thisentry choose St art  Ser vi ce Manager .

5.2.7.1. Initial Dashboard Log-In

If thisisthefirst time that you have attempted to log in to the dashboard you should see a screen similar to the following:

Figure 5.10. MySQL Enterprise Monitor: Initial Dashboard Log-In
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D, [,_95"‘.{!” . Enterprise Dashboard

MysaL” |

Welcome to the MySQL Enterprise Dashboard Setup.
Before proceeding, you must complete the form below.

Enterprise Credentials and Subscription Information

To enable this application, please provide a MySQL Enterprise Product Key or your MySQL Enterprise credentials.

When you press "complete setup”, your Enterprise credentials will be validated at enterprise.mysglcom. These credentials will be used for
subscription updates, as well as to login to support. mysgl.com to check the status of open Support issues. Note that you may update your
credentials or Product Key at any time on the Settings page.

Email Address (MySOL Enterprise Login) [T] Use HTTP Proxy?
Enterprise Password (MySOL Enterprise Password)

Confirm Password

-0R-
MySQL Enterprise Product Key Advisor Jar File (recommended)
Choose File | no file selected Choose File | no file selected
Create Administrator Configure Agent Credentials
Username Username
|admin |agcm
Password Password
Confirm Password Confirm Password
Data Purge Behavior

Remove Historical Data Collection Older Than
4 wWeeks -

Complete Setup

complete setup

Use this screen to perform the following tasks:

e Ingall the Advisors
e Set up your MySQL Enterprise credentials
¢ Create a user name and password for the dashboard administrator

¢ Create a user name and password for the Monitor Agent
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If you have been provided withaMySQL Ent er pri se Product Key and an Advisorsfile click the BRowsE button and locate
these files. The advisor fileis named, Advi sor Scri pt - ver si on. j ar and the product key,

Subscription-1evel _date.xmn .If youdo not alow Internet access from the dashboard you must install the advisorsin this
way. It is strongly recommended that you install the Advisors at this point, but you may do so later. For instructions on doing this see,
Section 5.2.7.3, “Installing, Updating or Upgrading Advisors After Initial Login”. If the product key that you provideisinvalid, anoti-
fication appears and you cannot import the advisors.

Note

If you are activating the MySQL Enterprise Monitor using a product key, do not enter your MySQL credentials; entering
both produces an error message.

If you have Internet access from the dashboard, activate MySQL Enterprise Monitor by supplying your MySQL Enterprise credentials.
Enter your email addressasthe MySQL Ent er pri se Logi n and enter and confirm your MySQL Enterprise password. If you spe-
cify incorrect credentials, you receive the error message, “ Unable to connect to verify credentials.”

In the CREATE ADMINISTRATOR section of this screen, enter credentials for the dashboard administrator. This createsther oot user
described in Section 5.1.3, “Users Created on First Log-in". Record the user name and password as these credentials are required for
any futurelogin.

In the CONFIGURE AGENT CREDENTIALS section of this screen enter the credentials for the agent. Thisistheagent user also de-
scribed in Section 5.1.3, “Users Created on First Log-in”. The agent must log in to report its findings. Record the agent's credentials;
this information is required when installing the agent.

When all the settings have been specified, click the coMmPLETE SETUP button. If you log in successfully, you should see a message dis-
playing the number of graphs and advisors that have been imported. This number varies depending upon your subscription level.

If importation of the advisor filesfails, you see the message:

Unable to inport Advisor Jar. You may downl oad the jar
manual |y fromthe Enterprise Portal and inport it fromthe ' Check For Updates' page.

In this case you may download the advisor file from the Enterprise website and install it as described in Section 5.2.7.3, “Installing, Up-
dating or Upgrading Advisors After Initial Login”.

5.2.7.2. Setting the Timezone and Locale

If thisisthe first time that you have launched the dashboard you are asked to set your time zone and locale. Choose the appropriate val-
ues from the drop-down list boxes. Setting the time zone ensures that you have an accurate time reference for any notifications from the
MySQL Enterprise Advisors.

Warning

It is especially important that the time zone be set correctly as this may also affect the way the graphs display. For this
reason, also ensure that the time reported by the operating system is correct. To change the time zone or locale see Sec-
tion 2.8.2, “User Preferences”.

The locale chosen determines the user's default language when logging in to the Dashboard. This overrides the default
browser settings whenever this specific user logsin.

After specifying your time zone and locale, the dashboard opens on the MONITOR tab. For a detailed examination of the MONITOR
Screen, see Section 2.1, “MySQL Enterprise Dashboard”.

5.2.7.3. Installing, Updating or Upgrading Advisors After Initial Login

The Advisors interpret the data sent by the Monitor Agents and display the results in the dashboard. A minimal set of Advisors are pre-
installed with the Service Manager. To obtain the full set of Advisors and get the most value from the MySQL Enterprise Monitor, you
must download Advisors from MySQL Enterprise.

If you did not install the Advisors when you first logged in to the MySQL Enterprise Dashboard, open the dashboard, find the
ADVISORS tab, and choose the Check for Updat es link. Doing this downloads the latest version of the Advisors from the MySQL
Enterprise web site. To install the advisorsin this fashion, specify your MySQL Enterprise credentials. Find instructions for doing this
in Section 2.8.1, “Global Settings’.

If you do not alow Internet access from the dashboard, install the Advisors from alocal file. Y ou need an advisor file named Ad-
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vi sor Script-version.jar.If youdo not aready havethisfile, you can find it on the MySQL Enterprise downloads page.
Download the Advisorsfile to alocation that is accessible from the dashboard. Use the BROwSE button to find the Advisors file and
then choose IMPORT to load the advisors.

5.3. Monitor Agent Installation

A MySQL Enterprise Agent monitors a MySQL server and sends data to the Advisors. The datais interpreted and displayed in the dash-
board. The Monitor Agent isinstalled on all platforms using the steps described in the next section.

I Warning

The MySQL Enterprise Service Manager version 2.0 or higher requires agents with a version number of 2.0 or higher.

5.3.1. Creating a MySQL User Account for the Monitor Agent

The MySQL Enterprise Agent requires a user configured within each MySQL instance that is being monitored with suitable privileges
to collect information about the server, including variable names, replication, and storage engine status information. The agent installer
can create a suitable user for you during installation if you supply the installer with a user/password for a user with suitable credentials
(such asther oot user). The account information is used only during the installation to perform the user creation. If you want to use
this option, you can skip this section.

If you do not supply the root user information to the installer, you can create a user manually within your MySQL server and provide
these credential's as the agent user/password combination during installation. The privileges required for this user account vary depend-
ing on the information you gather using the MySQL Enterprise Agent. The following privileges allow the Monitor Agent to perform its
assigned duties without limitation:

e SHOW DATABASES: The MySQL Enterprise Agent can gather inventory about the monitored MySQL server.

e REPLI CATI ON CLI ENT: The MySQL Enterprise Agent can gather Replication master/save status data. This privilegeisonly
needed if the MySQL Replication Advisor Rules are employed.

e SELECT: The MySQL Enterprise Agent can collect statistics for table objects.

¢ SUPER: The MySQL Enterprise Agent can execute SHOWV ENG NE | NNODB STATUS to collect data about InnoDB tables. This
privilegeis also required to obtain replication information using SHOW MASTER STATUS, and to temporarily switch off replica-
tion when populating thenysql . i nvent ory table used to identify the MySQL instance.

¢ PROCESS: When monitoring a MySQL server running MySQL 5.1.24 or above with | nnoDB, the PROCESS privilegeis required
to execute SHOW ENG NE | NNODB STATUS.

¢ | NSERT: Required to create the UUID required by the agent.

« CREATE: The MySQL Enterprise Agent can create tables. During discovery, the agent createsthetablei nvent or y within the
nysql database that is used to the UUID for the server. Without this table, the agent cannot determine the UUID of the server,
which it sends along with other information to MySQL Enterprise Service Manager.

For example, the following GRANT statement gives the agent the required SELECT, REPLI CATI ON CLI ENT, SHOW DATABASES
and SUPER rights:

GRANT SELECT, REPLI CATI ON CLI ENT, SHOW DATABASES, SUPER, PROCESS
ON *. *
TO 'nysqluser' @I ocal host'
| DENTI FI ED BY ' agent _password';

For security reasons, you might limit the CREATE and | NSERT privilegesto the agent so that it can only create tables within the
nysql database:

GRANT CREATE, | NSERT
ON nysql . *
TO 'nmysqgluser' @I ocal host'
| DENTI FI ED BY ' agent _password';

To enable replication discovery to work, grant the SELECT privilegeonthenysql . i nvent or y table for each user with replication
privileges on the corresponding replication master. Thisis required to let the MySQL Enterprise Agent read the replication master

100



MySQL Enterprise Monitor Installation Reference

UUID. For example:

GRANT SELECT
ON nysql . i nventory
TO 'replicationuser' @%
| DENTI FI ED BY 'replication_password';
Note

Y ou should perform this step after after having run the agent on the corresponding MySQL server to ensure that the
nysql . i nvent ory table has been correctly created. Y ou can do this by running the agent, shutting the agent down,
running the above GRANT statement, and then restarting the agent.

If the agent is unable to access the information from the table, awarning containing this information is written to the agent log.

Note

Y ou may want to disable logging for the grant statement to prevent the grant information being replicated to the slaves. If
thisisthe case, execute the statement SET SQL_LOG_BI N=0 before you execute the above GRANT statement.

In atypical configuration, the agent runs on the same machine as the MySQL server it is monitoring, so the host nameis| ocal host.
However, this changes if the agent is running on a machine other than the one that hosts the monitored MySQL server. In this case,
changel ocal host tothe appropriate value. For more information about remote monitoring see Section 5.3.7, “Configuring an Agent

to Monitor a Remote MySQL Server”.

5.3.2. Installing the Agent on Microsoft Windows

Toinstall the MySQL Enterprise Agent on Windows, double-click the nysql noni t or agent - ver si on- w n-
dows-i nstal | er. exe (wherever si on indicates the three-part version number) installer.

Note

In order to install the agent as a Windows service, you must do the installation as a privileged user.

On Windows Vistaor later, if user account control is on, an operating system dialog box requests confirmation of thein-
stallation.

You may aso install the Monitor Agent inunat t ended mode. Thisis especialy useful if you are doing multiple installations. For
more information on this topic see, Section 5.4, “Unattended Installation”.

Note

If you want to install multiple agents on the same machine, you must usethe ser vi cenane option to the installer pre-
vent installing an agent with the same service name. For more information, seei nst al | er _ser vi cenane If thein-
staller identifies an existing installation and you do not specify an alternative service name, the installer terminates.

1. First, select the language for the MySQL Enterprise Agent installation. Click OK to continue installation.

Figure 5.11. MySQL Enterprise Monitor: Installing Agent on Windows: Language Selection
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£+ Language Selection |Z||E|r$_<|

Fleaze zelect the inztallation language

English W

Cancel

Click NexT to start the installation process.

Select the installation directory. The default installation directory isC: \ Progr am Fi | es\ MySQL\ Ent er pri se\ Agent . Se-
lect the installation directory, or type the new directory location. Click NEXT to continue the install ation process.

Figure 5.12. MySQL Enterprise Monitor: Installing Agent on Windows: Installation Directory
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Installation directory m I-,I @335 .

Installation direckary

< Back H Mext = ” Cancel

Y ou need to choose the operations that you want this agent to perform. Y ou choose from one or more of the following areas of
functionality:

« Enable monitoring aMySQL Server: Thisisthe main operation of monitoring the MySQL server in terms of performance, se-
curity and availability.

« Enablethe MySQL Enterprise Agent Proxy Service: If you want to study your query analyzer information by sending your
queries through the MySQL Enterprise Agent Proxy Service you must switch this option on.

Specify the information about the MySQL server that you want to monitor. Enter the |P address or host name of the host you want
to monitor, and the port, user name and password that you use to connect to the MySQL server. To confirm that the MySQL server
is currently reachable using the information, select the VALIDATE MY SQL HOST NAME OR | P ADDRESS checkbox.

Note

Currently, on Windows, the monitor agent only includes support for connecting to the server to be monitored via TCP/IP,
so0 if the server has been started with - - ski p- net wor ki ng it cannot be monitored.

If the MySQL server to be monitored has been started using the command option - - bi nd- addr ess, the server only
listens for connections on the specified | P address (of the MySQL server). If the monitor agent uses TCP/IP networking
and the default address of 127.0.0.1, it cannot connect to the server to be monitored. Also, if “localhost” is specified as the
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host name during agent configuration, a connection cannot be established, as the server listens for connections on the ad-
dress specified with the - - bi nd- addr ess option, not 127.0.0.1.

Figure 5.13. MySQL Enterprise Monitor: Installing Agent on Windows: Monitored Database
Information

E)oX]
Monitored Database Information m I'ﬁl @SH??

MySOL hostname or IP address

Yalidate Mw3QL hostname or IP address

Hostname to display (optional)

My 3L Port 3306

MySOL Lsername

MySQL Password

Re-entet

< Back ” Mext = ” Cancel

Click NEXT to continue the installation.

Theinstaller can create the MySQL Enterprise Agent user on the MySQL server that is required to connect to the server and obtain
statistical information. Y ou can elect to create an account automatically using the installer, or you can use an account that you have
already created. If you want the installer to create the user, enter the credentials of a user with the correct ahilities to create the user
and grant the created user the right abilities to monitor the server. By default, the installer requests the rights of ar oot user to per-
form this operation.

The MySQL Enterprise Service Manager that you want to use must be configured during installation. The host name, port and
agent authentication information must be entered. If you have already installed MySQL Enterprise Service Manager then you can
locate the information in the installation report file created during installation. Enter the required information and then click NEXT
to continue.

Figure 5.14. MySQL Enterprise Monitor: Installing Agent on Windows: MySQL Enterprise Service
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10.
11.
12.

Manager Options

FEX]

MySOL Enterprise Monitor Options m l\l @3“”

Hostname or IP address

Port 18050

fgent Lsername agent

figent Password

R.e-enter

< Back ” Mext = ” Cancel

If you want to use Query Analyzer with the MySQL Enterprise Agent Proxy Service, then you need to enable the MySQL Enter-
prise Agent Proxy service and configure the port and other information. If you disable the Proxy during installation, enable it later
before you can use Query Analyzer. For more information on Query Analyzer, see Section 2.6, “The QUERY ANALYZER Tab".

When Proxy is enabled, MySQL Enterprise Agent listens on a network port for client applications, and forwards the connections to
the backend MySQL server. Y ou can change the port number that MySQL Enterprise Agent listens for connections.

The default port is 6446.

A Configuration Report summarizes the information that you entered during the installation. Check the information provided in the
report. If you see a problem, use BACK to go back to the configuration screen and change the information. If the information is cor-
rect, click NEXT to continue.

Y ou are given afinal opportunity to change the installation parameters. Click NEXT to start the installation process.

Oncethe agent isinstalled, you get a confirmation message. Click NexT to finalize the installation.

Y ou can start the MySQL Enterprise Agent automatically now that the installation has been completed. To start the agent immedi-
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ately, leave the checkbox selected. To start the agent separately, uncheck the checkbox. Click FINISH to exit the installation.

Once the Monitor Agent isinstalled, it needs to be started. For information on how to start and stop the Agent, see Section 5.3.5.1,
“ Starting/Stopping the Agent on Windows”.

5.3.3. Installing the Agent on Mac OS X

Toinstall the MySQL Enterprise Agent on Mac OS X, decompressthenysql noni t or agent - ver si on-instal | er. app. zi p
and thenrunthenysql ent er pri seagent - ver si on-i nst al | er application.

1. First, select the language for the MySQL Enterprise Agent installation. Click OK to continue installation.

Figure 5.15. MySQL Enterprise Monitor: Installing Agent on Mac OS X: Language Selection

" O () Language Selection

-

Please select the installation language

" English B

Iff Cancel wl Ir Ok ﬁl
% V. % V. _.-"_.-"-:

2. Click NEXT to start the installation process.

3. Sdect theinstalation directory. The default installation directory isC: \ Progr am Fi | es\ MySQL\ Ent er pri se\ Agent . Se-
lect the installation directory, or type the new directory location.

Y ou also need to select the method that the agent uses to communicate with the MySQL server. Y ou can choose either to use a
TCP/IP (network) connection, or a Socket (local) connection. Choose the connection method, and click NEXT.

Note

The monitor agent always associates “localhost” with the TCP/IP address 127.0.0.1, not the MySQL socket. Thisisin con-
trast to the MySQL Command Line Tool, which connects viathe MySQL socket by default on Unix, if the hostname
“localhost” is specified.

If the MySQL server to monitor is started with the - - ski p- net wor ki ng command option, you cannot connect to it via
TCP/IP, as the server does not listen for TCP/IP connections. In this case, configure the monitor agent to use the MySQL
socket. This can be done during installation by selecting “socket” rather than “TCP/IP” and then specifying the MySQL
socket name. This can also be configured after installation by editing theagent - i nst ance. i ni configuration file, for
further information on thisrefer to Section C.2.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”.

If the MySQL server to be monitored is started using the command option - - bi nd- addr ess, the server only listensfor
connections on the | P address specified, that is, the | P address of the MySQL server. If the monitor agent is started using
TCP/IP networking and the default address of 127.0.0.1, it cannot connect to the server to be monitored. Also, if
“localhost” is specified as the host name during agent configuration, a connection cannot be established, as the server
listens for connections on the address specified with the - - bi nd- addr ess option, not 127.0.0.1.

Figure 5.16. MySQL Enterprise Monitor: Installing Agent on Mac OS X: Installation Directory
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. + NN Setup

Installation directory ‘C\ -3%53 i
My |

Please specify the directory where MySQL Enterprise Monitor Agent will be
installed

Installation directory _Lr'..ﬂu:u::rlit:;ll:i{:rns,lr mysql/enterprise/ agent )

How will the agent connect to the database it is monitoring?

@) TCP/IP

() Socket

Ir Cancel W1 Ir < Back W'Il'f MNext k- W

Y ou need to choose the operations that you want this agent to perform. Y ou choose from one or more of the following areas of
functionality:

Enable monitoring aMySQL Server: Thisisthe main operation of monitoring the MySQL server in terms of performance, se-
curity and availability.

Enable the MySQL Enterprise Agent Proxy Service: If you want to study your query anayzer information by sending your
queries through the MySQL Enterprise Agent Proxy Service you must switch this option on.

Specify the information about the MySQL server that you want to monitor. The configuration information you enter depends on
the connection method selected in the previous screen.

If you chose TCP/IP as the connection method, enter the IP address or host name of the host you want to monitor, and the port,
user name and password that you use to connect to the MySQL server. To confirm that the MySQL server is currently reach-
able using the information, select the VALIDATE MYSQL HOST NAME OR | P ADDRESS checkbox.

Figure 5.17. MySQL Enterprise Monitor: Installing Agent on Mac OS X: Monitored Database
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Information

r

-

w

Monitored Database Information

AN @Sun

MySsaL

IMPORTANT: The agent user account specified below requires special

MySQL privileges.
Click here for more information.

MySQL hostname or IP address

127.0.0.1

Validate MySQL hostname or |P address E

MySQL Port

MySQL Username

MySQL Password

Re-enter

31306

If you chose Socket as the connection method, you must enter the full path name to the Unix socket created by your MySQL
server, and the user name and password to authenticate with the server. Typical valuesinclude/ t np/ nysql . sock and/

var/ nysql / nysql . sock.

Figure 5.18. MySQL Enterprise Monitor: Installing Agent on Mac OS X: Monitored Database

Information

[i Cancel :l [ < Back :j[i NE)E} :l
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ennN Setup

Monitored Database Information M 1\\} Iﬁ'l %SF AL
S|

IMPORTANT: The agent user account specified below requires special
MySQL privileges.
Click here for more information.

MySQOL Socket

MySQL Username

MySQOL Password

Re-enter

Ir Cancel \I If < Back Wr Next > \I

Click NEXT to continue the installation.

Theinstaller can create the MySQL Enterprise Agent user on the MySQL server that is required to connect to the server and obtain
statistical information. Y ou can elect either to create an account automatically using the installer, or you can use an account that
you have aready created. If you want the installer to create the user, you must enter the credentials of a user with the correct abilit-
iesto create the user and grant the created user the right abilities to monitor the server. By default, the installer requests the rights
of ar oot user to perform this operation.

The MySQL Enterprise Service Manager that you want to use must be configured during installation. The host name, port and
agent authentication information must be entered. If you have already installed MySQL Enterprise Service Manager then you can
locate the information in the install ation report file created during installation. Enter the required information and then click NEXT
to continue.

Figure 5.19. MySQL Enterprise Monitor: Installing Agent on Mac OS X: MySQL Enterprise Service
Manager Options
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Re-enter
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If you want to use Query Analyzer with the MySQL Enterprise Agent Proxy Service, then you need to enable the MySQL Enter-
prise Agent Proxy service and configure the port and other information. If you disable the Proxy during installation, enable it later
before you can use Query Analyzer. For more information on Query Analyzer, see Section 2.6, “ The QUERY ANALYZER Tab”.

When Proxy is enabled, MySQL Enterprise Agent listens on a network port for client applications, and forwards the connections to
the backend MySQL server. Y ou can change the port number that MySQL Enterprise Agent listens for connections.

The default port is 6446.

A Configuration Report summarizes the information you entered during the installation. Check the information provided in the re-
port. If you see a problem, use BACK to go back to the configuration screen and change the information. If the information is cor-
rect, click NEXT to continue.

You are given afinal opportunity to change the installation parameters. Click NEXT to start the installation process.
Once the agent has been installed, you get a confirmation message. Click NEXT to finalize the install ation.

You can start the MySQL Enterprise Agent automatically now the installation has been completed. To allow the agent to be star-
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ted, leave the checkbox selected. To start the agent separately, uncheck the checkbox. Click FiNIsH to exit the installation.

Once the Monitor Agent isinstalled, it needs to be started. For information on how to start and stop the Agent, see Section 5.3.5.2,
“ Starting/Stopping the Agent on Mac OS X”.

5.3.4. Installing the Monitor Agent on Unix

Asaprerequisite for installing the MySQL Enterprise Agent on Linux systems you must have the Linux Standards Base (LSB) initializ-
ation functions installed.

Note

Y ou can check the existence of the LSB components by looking for an LSB package within your Linux package manage-
ment environment. For example, on RedHat and other RPM-based distributions:

shell> rpm-qga | grep -i Isb
redhat - | sb-3. 1-19. f c8. x86_64

Under Debian/Ubuntu:

shel | > dpkg -1|grep -i Isb

ii |sb-base 3. 2- 20ubunt u4
Li nux Standard Base 3.2 init script function

ii |sb-rel ease 3. 2- 20ubunt u4

Li nux Standard Base version reporting utilit
Alternatively, you can usethel sb_r el ease command. Existence of this command normally indicates that the current
distribution is LSB compliant.

Toinstall the agent navigate to the directory that contains thefile, nysql noni t or agent - ver si on-i nst al | er. bi n (where
ver si on indicates the three-part version number, the OS, and the architecture). Ensure that thisfile is executable by typing:

shel | > chmod +x mysql noni t or agent -versi on-installer.bin

Toinstal to the default directory (/ opt / mysql / ent er pri se/ agent ) you need to belogged in asr oot . Installing as an unpriv-
ileged user installsto the/ hone/ user _name/ nysql / ent er pri se/ agent directory.

Note
If you install the agent as an unprivileged user, it does not automatically start up on rebooting.

What follows describes installation from the command line. Y ou may install the Monitor Agent graphically by running the installer
from within awindows manager. In both cases the steps areidentical. Y ou may also install the Monitor Agent in unat t ended mode.
Thisis especialy useful if you are doing multiple installations. For more information on this topic see Section 5.4, “ Unattended Installa-
tion”.

Note

If you want to install multiple agents on the same machine, you must usethe ser vi cenane option to the installer pre-
vent installing an agent with the same service name. For more information, seei nst al | er _servi cenane

Begin installation from the command line by typing:

shell > ./ nmysql noni t oragent-version-installer.bin --nmode text

The various options are shown in what follows. Default values are indicated by square brackets; to select them press ENTER. Otherwise
enter avalue of your choosing.

1. First, you must select the Language you want to use during the installation process:

Language Sel ection

Pl ease select the installation |anguage
[1] English
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[2] Japanese
Pl ease choose an option [1]

Next, specify the directory where you want the agent installed:

Pl ease specify the directory where MySQL Enterprise Mnitor Agent will be installed

Installation directory [/opt/nysql/enterprise/agent]:

If an existing version of the MySQL Enterprise Agent is installed, provide an alternative name for the installation. Thiswill be
used as the name of thefilecreatedin/ et ¢/ i ni t . d used to start the agent. Y ou can enter a different name to perform multiple
installations.

Specify the MySQL server to monitor. First, specify whether to use a TCP/IP or socket-based connection to communicate with the
MySQL Server:

How wi || the agent connect to the database it is nonitoring?

[1] TCP/IP
[ 2] Socket
Pl ease choose an option [1]

Y ou need to choose the operations that you want this agent to perform. Y ou choose from one or more of the following areas of
functionality:

« Enable monitoring aMySQL Server: Thisisthe main operation of monitoring the MySQL server in terms of performance, se-
curity and availability.

¢ Enablethe MySQL Enterprise Agent Proxy Service: If you want to study your query analyzer information by sending your
gueries through the MySQL Enterprise Agent Proxy Service you must switch this option on.

If you chose to monitor aMySQL server, provide the connection options for communicating with the server.

If you selected TCP/IP, enter the TCP/IP address and port number:

Moni t ored Dat abase | nformation
| MPORTANT: The agent user account specified bel ow requires special M/SQ privileges.

Visit the following URL for nore infornation:
https://enterprise. nysqgl.con docs/ nmonitor/2.0/en/ meminstall.htm #mem agent-rights

M/SQL hostnane or |P address [127.0.0.1]:

Val i date MySQL hostnane or | P address [Y/n]:

M/SQL Port [3306]:

If you selected Socket, provide the path name to the MySQL socket. Typical valuesare/ t np/ nysql . sock,/
var/lib/mysql.sock,or/var/run/ nmysql . sock.

Moni t ored Dat abase | nformation
| MPORTANT: The agent user account specified bel ow requires special M/SQ privileges.

Visit the following URL for nore infornation:
https://enterprise.nysql.conf docs/monitor/2.0/en/ meminstall.htnl #mem agent-ri ghts

M/SQ Socket []:

| Note
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10.

The monitor agent always associates “localhost” with the TCP/IP address 127.0.0.1, not the MySQL socket. Thisisin con-
trast to the MySQL Command Line Tool, which connects viathe MySQL socket by default on Unix, if the hostname
“localhost” is specified.

If the MySQL server to monitor is started with the - - ski p- net wor ki ng command option, you cannot connect to it via
TCP/IP, as the server does not listen for TCP/IP connections. In this case, configure the monitor agent to use the MySQL
socket. This can be done during installation by selecting “ socket” rather than “TCP/IP" and then specifying the MySQL
socket name. This can also be configured after installation by editing theagent - i nst ance. i ni configuration file. For
further information, refer to Section C.2.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”.

If the MySQL server to be monitored is started using the command option - - bi nd- addr ess, the server only listensfor
connections on the | P address specified, that is, the | P address of the MySQL server. If the monitor agent is started using
TCP/IP networking and the default address of 127.0.0.1, it cannot connect to the server to be monitored. Also, if
“localhost” is specified as the host name during agent configuration, a connection cannot be established, as the server
listens for connections on the address specified with the - - bi nd- addr ess option, not 127.0.0.1.

Specify the user credentials for the MySQL server to monitor:

M/SQ Usernanme []: service_agent

M/SQL Password :
Re-enter :

Theinstaller can create the MySQL Enterprise Agent user on the MySQL server that is required to connect to the server and obtain
statistical information. Y ou can elect either to create an account automatically using the installer, or you can use an account that
you have aready created. If you want the installer to create the user, enter the credentials of a user with the correct abilitiesto cre-
ate the user and grant the created user the right abilities to monitor the server. By default, the installer requests the rights of ar oot
user to perform this operation.

If you selected to enable the MySQL Enterprise Agent Proxy Service for Query Analyzer, enter the configuration information. If
you disable the Query Analyzer during installation, manually edit the configuration file to re-enable the Query Analyzer function-
ality later. If you enable Query Analyzer (Proxy), specify the port on which the agent listens for queries.

Query Anal yzer Configuration
M/SQ. Proxy enables query nonitoring and analysis by listening on a specified port for client connections that are the

Cdick here for nmore information.
[Y/n]:

Enabl e Proxy (recommended) [Y/n]:

Proxy Port [6446]:
Backend Host: 127.0.0.1 (cannot be changed)
Backend Port: 3306 (cannot be changed)

For more information on enabling Query Analyzer if you disabled it during installation, see Section 2.6, “The QUERY ANALYZER
Tab".

Enter the details of the MySQL Enterprise Service Manager that you want to use with this agent. The configuration information re-
quired is available within the installation report generated when you installed MySQL Enterprise Service Manager

M/SQ Enterprise Mnitor Options

Hostname or | P address []: 192.168.0.197
Tontat Server Port [18080]:
Toncat SSL Port [18443]:

The agent and MySQL Enterprise Service Manager support using SSL for communication. If you want to enable SSL communica-
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tion between the agent and the MySQL Enterprise Service Manager, you must reply Y to the following question.

Use SSL? [y/N:
Agent Usernane [agent]:
Agent Password :

Re-enter :

11. Beforeinstallation starts, you are provided with a summary of your installation settings:

Here are the settings you specified:
Installation directory: /opt/nysql/enterprisel/agent

Moni t ored MySQ. Dat abase:

Host name or | P address: 127.0.0.1
Port: 3306

MySQL usernane: nysql _user

M/SQL password: password

Query Anal yzer Configuration

Proxy Enabl ed: yes
Proxy Port: 6446

M/SQ Enterprise Manager:

Host name or | P address: 192.168.0.197
Tontat Server Port: 18080

Tontat SSL Port: 18443

Use SSL:

Agent usernane: agent

Press [Enter] to continue :

Setup is now ready to begin installing My\SQL Enterprise Mnitor Agent on your conputer.

Do you want to continue? [Y/n]: y

12. Theinstaller copiesthe necessary files and creates the configuration file required to run the agent:

Pl ease wait while Setup installs MySQ Enterprise Mnitor Agent on your conputer.

Installing
0%

50% 100%

Info to start MySQL Agent

The MySQL agent was successfully installed. To start the MySQL Agent pl ease
i nvoke:

/opt/ nysql/enterprise/agent/etc/init.d/ nysql-nonitor-agent start

Press [Enter] to continue :

Setup has finished installing My\SQL Enterprise Mnitor Agent on your computer.

13. Finaly, you can read the supplied READVE file when prompted. Thefileis provided within the shar e/ doc/ READVE_en. t xt
file within the agent installation directory if you would like to read this file separately.

For information on starting the agent, see Section 5.3.5.3, “ Starting/Stopping the Agent on Unix”.

5.3.5. Starting/Stopping the MySQL Enterprise Agent
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The MySQL Enterprise Agent can be started and stopped at any time. When not running, information about the current status of your
server is not available, and MySQL Enterprise Service Manager provides awarning if an agent and the MySQL server that it monitors
is unavailable.

Warning

If you use Query Analyzer, turning off the agent prevents your applications from communicating with the MySQL server.
See Section 2.6, “The QUERY ANALYZER Tab".

5.3.5.1. Starting/Stopping the Agent on Windows

Y ou have the option of starting the Monitor Agent from the final installation screen. Otherwise you can do this by going to the St ar t
Menu and under Pr ogr ans find MySQL and thenthe MySQL Ent er pri se Agent entry. Simply selecttheSt art MySQL En-
terprise Agent option.

Note

On Windows Vistaor later, starting the agent requires administrative privileges—you must be logged in as an administrat-
or. To start or stop the agent right click the menu item and choose the RuN AS ADMINISTRATOR menu option. The same re-
striction applies to starting the agent from the command line. To open an administrator ¢ md window right-click the cnd
icon and choose the RUN AS ADMINISTRATOR menu option.

Warning

To report its findings, the agent needs to be able to connect to the dashboard through the port specified during installation.
The default value for this port is 18080; ensure that this port is not blocked. If you need help troubleshooting the agent in-
stallation see, Section 5.3.10, “ Troubleshooting the Agent”.

Alternately, you can start the agent from the command line by entering:

shell > sc start MySQLEnt er pri sehMoni t or Agent

or:

shel | > net start MySQLEnterpri seMonitor Agent

Y ou can also start the agent by issuing the command, agent ct | . bat st art . Stop the agent by passing the argument, st op. This
batch fileisfound in the Agent directory.

For confirmation that the serviceis running you can open the Microsoft Management Console Services window. To do this go to the
Control Panel, find Admi ni strative Tool s andclick thelink to Ser vi ces. Locate the service named MySQL Ent er pri se
Moni t or Agent and look under the STATUS column.

Y ou may also start the agent from this window rather than from the St ar t menu or the command line. Simply right-click My SQL

Ent er pri se Agent andchoose St art from the pop-up menu. Starting the agent from this window opens an error dialog box if the
agent cannot connect to the MySQL server it is monitoring. No error is displayed if the agent is unable to connect to the MySQL Enter-
prise Service Manager.

The pop-up menu for starting the agent also offers the option of stopping the agent. To stop the agent from the command line you only
need type:

shel | > sc stop MySQLEnt er pri sehMoni t or Agent

or:

shel | > net stop MySQLEnt er pri sehMonit or Agent

Note

My SQLENt er pri seMoni t or Agent isthe default name of the Monitor Agent service. If you have added an additional
agent as described in Section C.2.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”, replace My SQLEN-
terpri seMoni t or Agent with the appropriate agent name.
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5.3.5.2. Starting/Stopping the Agent on Mac OS X

The script to start the agent on Mac OS X islocated inthe/ Appl i cati ons/ nmysql /enterprise/agent/etc/init.d direct-
ory. To start the agent navigate to this directory and at the command line type:

shell > ./ nmysql - moni tor-agent start

To stop the agent, use the st op command:

shel | > ./ nmysql - moni t or - agent stop

If the agent cannot be stopped because the pi d file that contains the agent's process ID cannot be found, you canuseki | | tosend a
TERMSsignal to the running process:

shel > kill -TERM PID

If you run more than one agent on a specific machine, specify the path to thei ni file when you stop the agent. Executing nysql -
noni t or-agent st op withoutani ni file only stops the agent associated with the default i ni file.

To verify that the agent is running, use the following command:

shell > ./ mysql - moni t or - agent st at us

The resulting message indicates whether the agent is running or not. If the agent is not running, use the following command to view the
last ten entries in the agent log file:

shell > tail /Applications/mysqgl/enterprise/agent/|og/ mysql-nonitor-agent.|og

For further information on troubleshooting the agent see Section 5.3.10, “ Troubleshooting the Agent”.

Installation creates the directory / Appl i cati ons/ nysql / ent er pri se/ agent with the settings stored in the mysql - non-
itor-agent.ini filelocated directly below thisdirectory intheet ¢ directory. Thel og directory is also located immediately be-
low theagent directory.

To see all the command-line options avail able when running the monitor agent, navigate to the/ Appl i ca-
tions/ mysql/enterprise/agent/etc/init.d directory and executenysql - moni t or - agent hel p. You should see

the message:

Usage: ./nmysql-nonitor-agent {start|stop|restart|status} [ini-file-nange]

Thei ni -fil e- nanme optionisonly needed if thei ni fileisnot installed at the default location, or you changed the name of thei ni
file. Use this option if you install more than one agent on the same machine. Pass the full path to the i ni file. For example, after navig-
atingtothe/ Appl i cations/ nysql/enterprise/ agent/etc/init.d directory, issuethe command:

shel | > ./ mysqgl -nmoni tor-agent start /Applications/mysqgl/enterprise/agent/etc/new mysql-nonitor-agent.ini

If you install the agent asr oot , on reboot the mysql - noni t or - agent daemon starts up automatically. If you install the agent as an
unprivileged user, manually start the agent on reboot or write a script to perform thistask. Likewise, if you add an additional agent as
described in Section C.2.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”, to start this agent on reboot, create a system
initialization script appropriate to your operating system. To determine whether the agent is running, navigateto thei ni t . d directory
and issue thecommand . / mysql - noni t or - agent st at us.

Warning
To report its findings, the agent connects to the dashboard through the port specified during installation. The default value

for this port is 18080; ensure that this port is not blocked. If you need help troubleshooting the agent installation, see Sec-
tion 5.3.10, “Troubleshooting the Agent”.

5.3.5.3. Starting/Stopping the Agent on Unix

When installation is finished, start the monitor agent from the command line by typing:
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shell > /opt/ mysql /enterprise/agent/etc/init.d/ mysqgl-nonitor-agent start

For anon-r oot installation, the command is:

shel | > / home/ <user name>/nysql/enterprise/agent/etc/init.d/ mysql-nonitor-agent start

To stop the agent, use the st op command:

shel | > ./ nysql - noni t or - agent st op

If the agent cannot be stopped because the pi d file that contains the agent's process 1D cannot be found, useki | | to send a TERMsig-
nal to the running process:

shel > kill -TERM PID

If you run more than one agent on a specific machine, specify the path to thei ni file when you stop the agent. Executing nysql -
noni t or-agent st op withoutani ni file only stops the agent associated with the default i ni file. Likewise, when checking the
status of an agent, specify itsi ni file.

To verify that the agent is running, use the following command:

shel | > ./ mysql - moni t or - agent st at us

The resulting message indicates whether the agent is running. If the agent is not running, use the following command to view the last
ten entriesin the agent log file:

shell > tail /opt/mysql/enterprisel/agent/log/ mysqgl-nonitor-agent.l|og

For further information on troubleshooting the agent, see Section 5.3.10, “Troubleshooting the Agent”.

Installation creates the directory / opt / nysql / ent er pri se/ agent . Theet ¢ subdirectory containsthe mysql - noni t -
or - agent . i ni filewith the configuration settings. The| og subdirectory holds log information.

To see al the command-line options available for the monitor agent, navigate to the /
opt/ mysql /enterprise/agent/etc/init.d directory and issuethe command nysql - noni t or - agent hel p, bringing
up this help message:

Usage: ./nmysql-nonitor-agent {start|stop|restart|status} [ini-file-nange]

Youonly needthei ni - fi | e- nane optionif thei ni fileisnot installed at the default location, or you changed the name of thei ni
file. Use this option if you install more than one agent on the same machine. Pass the full path to thei ni file. For example, after navig-
atingtothe/ opt/ nysql / enterpri se/ agent/etc/init.d directory, issuethe command:

shell > ./ nmysqgl -moni tor-agent start /opt/mysqgl/enterprisel/agent/etc/new mysql-nonitor-agent.ini

If you installed the agent asr oot , on reboot the mysql - noni t or - agent daemon starts up automaticaly. If you installed the agent
as an unprivileged user, manually start the agent on reboot or write a script to perform this task. Likewise, if you added an additional
agent as described in Section C.2.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”, to start this agent on reboot, create a
system initialization script appropriate to your operating system. To determine whether the agent is running, navigatetothei ni t . d
directory and issue the command . / nysql - noni t or - agent st at us.

Warning
To report its findings, the agent connects to the dashboard through the port specified during installation. The default value

for this port is 18080; ensure that this port is not blocked. If you need help troubleshooting the agent installation see, Sec-
tion 5.3.10, “Troubleshooting the Agent”.

5.3.6. Monitoring Multiple MySQL Servers

Y ou can monitor multiple MySQL servers (either on the same machine, or across different machines) using two different methods:
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* By using asingle agent instance to monitor multiple MySQL servers. Y ou can use this method if you want to monitor multiple serv-
ers, but do not want or need to support Query Analysis on the additional servers.

« By using multiple copies of the MySQL Enterprise Agent to monitor each server individually. Using this method requires additional
overhead to monitor each server, while also allowing you to supply Query Analyzer data.

Using a Single Agent | nstance
Warning

Do not use the single agent instance method if you want to use Query Analyzer. If you set your application to use the
proxy port provided by the single instance then the queries may not be directed to the correct server. Using Query Analyz-
er, the proxy, and the single agent instance method is not supported.

Warning

When using the single agent instance method, the agent attempts to determine the right information about the backend
server that it is monitoring to use the information when applying rule and advisor information. Currently, this operation is
performed for only one of the serversin the list of configured servers. If the servers being monitoring are using different
MySQL versions then the rules applied to the servers may be incorrect, and you could get wrong or misleading advice
about issues or problems on a given server.

To use asingle agent to monitor multiple instances, you can create additional directories and configuration fileswithin thei nst ances
directory for the agent. For example, you can see the default structure of the agent configuration directory:

[ini

linit.dl nysql - noni t or - agent
./instances

/i nst ances/ agent

/i nstances/ agent/agent -i nstance. i ni

/ nysql - noni t or - agent . i ni

Withinthei nst ances directory, you can add further directories, one for each monitored server. Each additional directory must have a
suitableagent - i nst ance. i ni file containing the connection information for the new MySQL server instance. For example, the
following structure demonstrates an agent monitoring four MySQL servers:

i ni
init.d nysql - noni t or - agent

i nstances

i nst ances/ agent

i nstances/ agent/agent instance.ini

i nstances/ nysql 2

i nstances/ nysql 2/ agent -i nstance. i ni

i nstances/ nysql -rep

i nstances/ nysql - rep/ agent -i nstance. i ni

i nst ances/ nysql - backup

i nst ances/ nysql - backup/ agent -i nst ance. i ni
nmysql - moni tor-agent.ini

—~—— e e — — e — — —

To add another MySQL monitored server, follow these steps:
1. Make surethat the MySQL instance that you want to monitor has a suitable user to use for connecting to the server. For morein-
formation, see Section 5.3.1, “Creating aMySQL User Account for the Monitor Agent”.

2. Copy an existing configuration directory and configuration files to the new directory:

shel | > cp -R etc/instances/agent etc/instances/nysql2

3. Edit the configuration file within the new directory, for examplenysql 2/ agent - i nst ance. i ni , and set theuser , pass-
wor d and either the host nane and por t, or socket parameters.

4. Restart the agent:

shel | > mysql - moni tor-agent restart
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Using Multiple Agent I nstances

To use multiple agents to monitor multiple MySQL servers you need to create a new configuration structure for both the agent and the
MySQL server instances you need to monitor, including the binaries and configuration files, and then update the configuration to set the
corresponding parameters to monitor the new server. Using this method lets you enable query analysis by redirecting requests to the tar-
get server using the built-in proxy service within the agent.

For example, the directory structure below shows the configuration directory for two agents monitoring a single MySQL server each:

it.d

it.d/ nysql-nonitor-agent

st ances

st ances/ agent

st ances/ agent/ agent -i nstance. i n

st ances- second/ agent

nst ances- second/ agent/ agent -i nstance.in
./ nmysql - moni t or - agent . i ni

. I nysql - second- agent . i ni

533333

v
v
v
v
v
v
A

Thenysqgl - noni t or - agent . i ni filecontains the configuration for the first agent, with the MySQL servers monitored defined
withinthei nst ances directory. Thenysql - second- agent . i ni file contains the configuration information for the second
agent, with the MySQL servers monitor defined within thei nst ances- second directory.

To set up multiple agents:

1. Make surethat the MySQL instance that you want to monitor has a suitable user to use for connecting to the server. For morein-

formation, see Section 5.3.1, “Creating aMySQL User Account for the Monitor Agent”.

2. You need to generate anew UUID for the new agent:

shel | > /opt/ mysql / enterprisel/agent/bi n/ mysql - proxy --plugi ns-agent --agent-generate-uuid
€e9296d7-f 7cd- 4f ee- 8b26- ead884ebf 398
2009- 03-05 11:49:37: (critical) shutting down normally

Keep arecord of the UUID to update the configuration file.
Note, the agent should not be running when the UUID is generated.

3. Copy the main agent configuration file, which isby default in/
opt/ nmysql /enterprisel/agent/etc/ nysql -nonitor-agent.ini:

shel | > cp nysql -nonitor-agent.ini nysqgl-second-agent.ini

4. Edit the new configuration file, changing the following settings:
e Changethemnysql d-i nst ance- di r tothe new directory that contains the individual MySQL server configuration files.
¢ Changethe pr oxy- addr ess to adifferent value than the first agent configuration.
e Changethe pr oxy- backend- addr esses to specify the |P address and MySQL port number for the MySQL server.
e Changetheagent - uui d to the new value obtained in an earlier step.

e Changethel og-fi | e parameter to specify adifferent file to use when logging errors and problems. Y ou cannot log to the
same file from two different agents.

e Changethepi d-fi | e parameter to specify thefile that holds the process ID of the agent.

5. Copy an existing configuration directory and configuration files to the new directory:

shell > cp -R etc/instances etc/instances-second

6. Edit the configuration file, i nst ances/ second/ agent / agent -i nst ance. i ni within the new directory, and set the
user, passwor d and either thehost nane and port, or socket parameters.

7. With multiple instances, you must start each agent individually, specifying the location of the main configuration file. For example,
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to start the original (default) service:

shel | > /opt/ mysql /enterprise/agent/etc/init.d/ mysql-nonitor-agent start /opt/mysql/nmonitor/agent/etc/ mysql-nonitor-age

To start the second instance:

shel | > /opt/ nmysql /enterprise/agent/etc/init.d/ mysql-nonitor-agent start /opt/mysql/nonitor/agent/etc/ nmysqgl-second-agen

5.3.7. Configuring an Agent to Monitor a Remote MySQL Server

Typically, the agent runs on the same machine as the MySQL server it is monitoring. Fortunately, thisis not a requirement. If you want
to monitor aMySQL server running on an operating system for which there is no agent available, you can install the agent on a machine
other than the one hosting the MySQL server.

The process for installing an agent to monitor aMySQL server on aremote machineisidentical to the process described in Section 5.3,
“Monitor Agent Installation”. Follow the directions given there, being careful to specify the correct P address or host name for the
MySQL Enterprise Service Manager and likewise for the MySQL server—since the agent is not running on the same machine as the
MySQL server, it cannot be the default, | ocal host .

Don't forget that the agent must be given rightsto log in to the MySQL server from a host other than | ocal host and that the port
used by the MySQL server, typically 3306 must be open for remote access. For more information about the database credentials re-
quired by agents see, Section 5.3.1, “ Creating aMySQL User Account for the Monitor Agent”.

The agent also needs to be ableto log in to the MySQL Enterprise Service Manager, typically using port 18080, so ensure that the ap-
propriate port is open.

Note
Remote agents do not report the OS information for either the host or the agent.
If your subscription level entitles you to replication automated discovery, do not use remote monitoring with replication

slaves or masters. The agent must be installed on the same machine as the server you are monitoring in order for discovery
to work properly. For more information, see Section 2.7, “The REPLICATION Tab".

5.3.8. Monitoring Outside the Firewall with an SSH Tunnel

If you run an SSH server on the machine that hosts the MySQL Enterprise Service Manager and an SSH client on the machine that hosts
the agent, you can create an SSH tunnel so that the agent can bypass your firewall. First, you need to make an adjustment to the host -
name vaue specified inthe[ nysql - pr oxy] section of the. i ni file. (For more information about the contents and location of the

. i ni fileseeSection C.2.1, “MySQL Enterprise Agent Configurable Options’.) Stop the agent and change the host nane value as
shown in the following:

host nane = http://agent_nane: passwor d@ ocal host : 18080/ hear t beat

Replacethe agent _nane and passwor d with suitable values. Likewise replace port 18080 if you are not running the dashboard on
thisport. Usel ocal host for the host name, since the agent is connecting through an SSH tunnel.

Next, execute the following command on the machine where the agent is running:

shell > ssh -L 18080: Dashboar d_Host: 18080 -1 user_nanme - N Dashboar d_Host

When prompted, enter the password for user _nane.

If you are not running the MySQL Enterprise Service Manager on port 18080, substitute the appropriate port number. Likewise, re-
place Dashboar d_Host with the correct value. user _nane represents avalid operating system user on the machine that hosts the
MySQL Enterprise Service Manager.

Be sure to restart the agent so that the new value for the host nane takes effect. For instructions on restarting the agent see:

e Under Windows see, Section 5.3.5.1, “ Starting/Stopping the Agent on Windows”.
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e Under Unix see, Section 5.3.5.3, “ Starting/Stopping the Agent on Unix”.
¢ Under Mac OS X see, Section 5.3.5.2, “ Starting/Stopping the Agent on Mac OS X”.

5.3.9. Generating a new UUID

For MySQL Enterprise Monitor to operate correctly, each agent must have a unique UUID in order to uniquely identify the agent with
the MySQL Enterprise Service Manager.

Warning

Ensure that you do not reuse or duplicate a UUID. Running two agents with the same identification number yields unpre-
dictable results

Go to the Agent installation directory and enter the following command:

shel | > bi n/ nysql - proxy --plugi ns=agent --agent-generate-uuid

This should display aline similar to the following:

€e9296d7- f 7cd- 4f ee- 8b26- ead884ebf 398

Paste thislineinto the [ nysql - pr oxy] section of thenysqgl - moni t or - agent . i ni filefor theagent - uui d parameter:

[ nysal - proxy]

agent - uui d=ee9296d7- f 7cd- 4f ee- 8b26- ead884ebf 398

In Windows, go to the command line and change to the MySQL Enterprise Agent installation directory and update the UUID by execut-
ing:

C:\> cd C\Program Fi | es\ MySQL\ Ent er pri se\ Agent
C:\> nysql -noni tor-agent -uf nysql-nonitor-agent.ini

This updates the configuration file directly with the new UUID.

5.3.10. Troubleshooting the Agent

Thefirst step in troubleshooting the agent is finding out whether it is running or not. To do this see:

e Windows: Section 5.3.5.1, “ Starting/Stopping the Agent on Windows”
e Unix: Section 5.3.5.3, “ Starting/Stopping the Agent on Unix”

¢ Mac OS X: Section 5.3.5.2, “ Starting/Stopping the Agent on Mac OS X”
Some additional tips are noted below:

« If incorrect credentials are specified for the agent login to the MySQL server that it is monitoring, then the agent cannot run on star-
tup. Log in to the monitored MySQL server and check the agent's credentials. Compare the values of the Host , User , and Pass-
wor d fieldsinthenysqgl . user tablewith the values showninthe[ mysql d] section of theet ¢/ i n-
stances/ nysql / agent -i nst ance. i ni . If incorrect credentials are specified inthei ni file, correct them and restart the
agent. Remember, changesto thei ni file only take effect when the agent is restarted.

* The agent cannot start up if incorrect credentials are specified for the service manager login. Using incorrect credentials for logging
into the service manager creates an entry in the agent log file. For the location of thislog file see Section C.2.3, “Agent Log and
pi d Files'.

« If the agent starts up but no server appears in the dashboard, check the host nane specified inthe[ mysql - pr oxy] portion of
thermysql - noni t or - agent . i ni file. Incorrect credentials, IP address, or port all cause the MySQL server to fail to appear in
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the dashboard. Also, ensure that the port specified in thisfileis not blocked on the machine hosting the MySQL Enterprise Service
Manager.

To confirm that the agent can log in to the service manager, typeht t p: / / Dashboar d_Host : 18080/ hear t beat into the ad-
dress bar of your web browser, substituting the appropriate host name and port. When the HTTP authentication dialog box opens,
enter the agent user name and password. If you log in successfully, you should see the following message:

<excepti ons>
<error>E1031: Agent payl oad paraneter NULL.</error>
</ exceptions>

Note

Despite the fact that the preceding listing shows an error, you have logged in successfully. This error appears because you
have logged in but with no “ payload”.

If you can log in successfully in the way described above and the agent is running, then there are errorsin themysql - noni t -
or-agent . ini file. Compare the host name, port, agent name, and password found inthei ni file with the values you entered
into the address bar of your web browser.

If HTTP authentication fails, you are using incorrect credentials for the agent. Attempting to log in to the service manager using in-
correct credentials creates an entry in the agent log file. For the location of thislog file, see Section C.2.3, “Agent Log and pi d
Files.

If no HTTP authentication dialog box appears, and you cannot connect at all, you might have specified an incorrect host name or
port. Confirm the values you entered against those described asthe Appl i cat i on host name and port: intheconfi g-
uration_report.txt file Falureto connect could also indicate that the port is blocked on the machine hosting the MySQL
Enterprise Service Manager.

To check if ablocked port isthe problem, temporarily bring down your firewall. If the agent is then able to connect, open up the
port specified during installation and restart the agent. If necessary you can monitor outside the firewall using an SSH tunnel. For
more information, see Section 5.3.8, “Monitoring Outside the Firewall with an SSH Tunnel”.

Y ou can also check the agent error log file to help determine any problems. An error such as the following might indicate a blocked
port:

(critical) connection to nerlin-server
"http://agent:test@72.11.1.1: 18080/ heartbeat' failed:
"connect () timed out!" error.

For the location of the agent error log file see, Section C.2.3, “Agent Log and pi d Files’.

Settingthel og- 1 evel entryinyouri ni fileisaso agood debugging technique. For more information on this subject see, Sec-
tion C.2.1, “MySQL Enterprise Agent Configurable Options’.

Running the agent from the command line sometimes displays errors that fail to appear in the log file or on the screen when the
agent is started from amenu option. To start the agent from the command line see the instructions given at the start of this section.

If you have more than one agent running on the same machine, the UUI D must be uniqueand thel og-fil e andpi d-fi | e val-
ues must be different. For more information, see Section C.2.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”.

If the agent is not running on the same machine that hosts the MySQL server it is monitoring, then you must ensure that the correct
host isspecified for the agent account. The correct port, typically 3306, must also be open for remote login. For more information
about remote monitoring see, Section 5.3.7, “ Configuring an Agent to Monitor a Remote MySQL Server”.

The MySQL Enterprise Agent and MySQL Enterprise Service Manager use the hostid, stored within themysql . i nvent ory ta-
ble on the monitored MySQL Server to determine whether the instance being monitored is a clone. The hostid of the current server
is checked against the stored value when the agent starts. If the generated hostid and stored hostid do not match, you get an error
similar to the following in the agent log file:

%: [%)] the hostid frommysqgl.inventory doesn't match our agent's host-id (% != %)
We assune that this is a cloned host and shutdown now.

Pl ease TRUNCATE TABLE nysql .inventory on this nysql-instance and restart the agent.
If this is a master for replication, please also run SET SQL_LOG BIN = 0; first.

To fix the problem, connect to the MySQL server using the credentials configured when you installed the agent, then truncate the
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nmysql . i nvent ory table:

nmysqgl > TRUNCATE nysql . i nventory;

Now restart the agent, which recreatesthe mysql . i nvent or y table with the updated instance UUID and hostid information.

¢ |If the MySQL Enterprise Agent has been ungracefully terminated and restarted (for example after being terminated using ki | | ),
then you may seeaDupl i cat eAgent Uui dExcept i on error until the original registration of the previous instance of the agent
has expired.

5.4. Unattended Installation

Itis possible to install or upgrade the MySQL Enterprise Service Manager and MySQL Enterprise Agent components without any direct
user interaction. This can be useful if you want to perform an automated installation, or if you need to perform an installation across
multiple machines.

To perform an unattended installation, you need to specify the installation mode asunat t ended by using the node command line
option. Using this mode, you specify the installation parameters, such as the installation directory, and user, password, and network op-
tions, by using additional command-line options. Alternatively, it is usually more convenient to save your optionsin atext file and in-
voketheinstaller using theopt i onfi | e option. Thisisamore reusable and less error-prone solution.

Before performing an unattended installation, it is recommended that you install MySQL Enterprise Monitor interactively at least once.
Failing this, asa minimum, read the regular installation instructions since some tasks still remain after an unattended installation; you
must configure the MySQL Enterprise settings, import the advisors, and start up all the services/daemons.

5.4.1. Performing an Unattended Installation

The basic process for performing an unattended installation is the same for both the MySQL Enterprise Agent and MySQL Enterprise
Service Manager installers, with the only difference being the options supported by each installer. For information on the options for
MySQL Enterprise Service Manager, see Section 5.4.2, “MySQL Enterprise Service Manager Options’; for information on the options
for MySQL Enterprise Agent, see Section 5.4.3, “MySQL Enterprise Agent Options’.

There are two methods for installation, you can either specify the option on the command line, or use an options file that details the op-
tions and their values that you want to be used during installation.

For example, using the command-line method you could install the MySQL Enterprise Agent using:

shel | > nysql noni t or agent - ver si on- 1 i nux-gl i bc2. 3-x86-64bit-installer.bin
--installdir /data0O/nmysql/agent
--nysql host 127.0.0.1 --nysql port 3306 --nysqgluser agent --nysqgl password mysql --checkmysql host yes
--manager host | ocal host --managerport 48080 --agentuser AGENTUSER - - agent password PASSWORD
--proxyport 44044 --node unattended --enabl eproxy 1
--createaccount 1 --rootuser ROOTUSER --rootpassword PASSWORD

For unattended installation using an option file, you must create atext file that contains the definition for the installation. For this ex-
ample, thefile will be named opt i ons. server . t xt . An example of the options configuration file is shown below:

debugtrace=/opt/ mysql /enterprise/install.debugtrace.monitor.!|og
node=unat t ended

installdir=/opt/nysql/enterprise/ nonitor

t ontat port =8080

t onctat shut downpor t =8005

t ontat ssl port =8443

adm npasswor d=nyadmi npasswor d

dbpor t =3300

Thisfile identifies adirectory and file name for alog file, setsthe node tounat t ended, and usesthei nst al | di r option to spe-
cify aninstallation directory.

Note
Setthei nstal | di r and debugt r ace optionsto values appropriate to your locale and operating system.

The only options that must be specified in an option file when installing the MySQL Enterprise Service Manager are node
(if not specified at the command line), i nst al | di r, and adm npasswor d.
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I Check the options in your option file closely before installation; no warnings will be issued if there are errors.

Ensure that the monitor installer file and the options file are in the same directory, you can start the unattended installation from the
command line.

On Windows within acommand shell:

C:\> nysql noni tor-version-wi ndows-installer.bin --optionfile options.server.txt

On Unix you would use a command-line of the form:

shel | > mysqgl nonitor-version-installer.bin --optionfile options.server.txt

On Mac OS X, you must locatethei nst al | er bui | der . sh within the installation package directory. For example:

shel | > ./ mysql noni t or agent - ver si on- osx-i nstal | er. app/ Cont ents/ MacOS/i nstal | buil der.sh --optionfile options.server.txt

When installing MySQL Enterprise Agent, the same basic process can be followed using the MySQL Enterprise Agent installer and the
corresponding agent options.

Asaminimum for the MySQL Enterprise Agent installation, you must specify the node (if not specified at the command line),
nysql user,instal |l dir,nysql passwor d, andagent passwor d options. Create afile containing these values and use it with
theopt i onfi | e option for unattended agent installation.

5.4.2. MySQL Enterprise Service Manager Options

The options for the installation for MySQL Enterprise Service Manager are detailed below. The MySQL Enterprise Service Manager
supports using abundled MySQL server, or a separate MySQL server provided by the user. If you are using your own MySQL server,
the server must be installed and running before installation. For more information, see Section 5.2.1, “ Service Manager Installation
Common Parameters’.

Table 5.1. MySQL Enterprise Service Manager Installer Options

Format Option File Description I_ntroduc- Deprecated | Removed
tion

--adminpassword Password for the database repository

--adminuser Username for the database repository

--dbhost Hostname or |P address of the MySQL server

--dbport TCP/IP port for the MySQL server

--debuglevel Set the debug information level

--debugtrace File for adebug trace of the installation

--forceRestart Forces the server to be restarted 223

--help Display thelist of valid options

--installdir Installation directory

-installer-language

Language selection

--mode

Installation mode

mysql_installation
_type

MySQL server to be used by the MySQL Enterprise
Monitor

--optionfile Installation option file

--tomcatport Server port for the Tomcat component

- Shutdown TCP/IP port for the Tomcat component
tomcatshutdown-
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Format Option File Description Introduc- |Deprecated |[Removed
tion

port

--tomcatsslport SSL TCP/IP port for the Tomcat component

- Unattended mode user interface

-unattendedmodeui

--usess| Enable SSL support

--version Display the product information

e --help

Command-Line For mat --help

Display thelist of valid installer options.
e --version
Display product and version information.

e --optionfile

Command-Line Format --optionfile

The path to the option file containing the information for the installation.

e --node
The installation mode to be used for thisinstallation.

e --debugtrace

Command-Line Format - - debugtrace

Permitted Values

Type string

The filename to be used for a debug trace of the installation.

e« --debugl evel

Command-L ine For mat - - debugl evel
Permitted Values
Type nuneric
Default 2
Range 0-4

Set the debug information level for log data written to the file specified by debugt r ace.

e --installer-Ianguage

Command-Line For mat --installer-Ianguage
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Permitted Values

Type string
Default |en
Valid Val- [en English
ues
ja Japanese

Theinstaler language.
e --installdir

Theinstallation directory for MySQL Enterprise Service Manager.

e --toncatport

Command-L ine For mat --tontat port
Permitted Values
Type nuneric

Default 18080

The TCP/IP port for the MySQL Enterprise Service Manager. This port will be used by MySQL Enterprise Agent and as the port for
the interface to the MySQL Enterprise Dashboard

e --tontatshut downport

Command-Line Format - -t ontat shut downpor t
Permitted Values
Type nuneric

Default 18005

The MySQL Enterprise Service Manager Tomcat shutdown port.

e --tontatssl port

Command-Line Format --tontat ssl port
Permitted Values
Type nuneric

Default 18443

The TCP/IP port to be used for SSL communication to the MySQL Enterprise Service Manager

e --usessl

Command-Line Format --usessl
Permitted Values
Type bool ean
Default 0

Enable support for SSL communication between MySQL Enterprise Agent and MySQL Enterprise Service Manager.

e --adm nuser
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Command-Line Format --adm nuser
Permitted Values

Type string

Default servi ce_nmanager

The user name to be used for connecting to the database repository used by MySQL Enterprise Service Manager. If you are in-
stalling the bundled MySQL server, thisis the username that will be configured. If you are using an existing MySQL server, this
should be the username of the user with rights to access the database.

Warning

The repository user name and password are stored in unencrypted formintheconf i g. properti es file. To locate this
file on your operating system see Section C.1.5, “Theconf i g. properti es File".

e --unattendednodeui

Command-Line Format - -unat t endednodeui
Permitted Values
Type string

Default none

Valid Val- [none No dialogs
ues

m ni mal |Critical dialogs

m nim  [Minimal Ul with dialogs
al Wt h-
Di al ogs

The Ul elements to use when performing an unattended installation. The options are none, show no Ul elements during the installa-
tion; m ni mal , show minimal elements during installation; m ni mal Wt hDi al ogs, show minimal Ul elements, but include the
filled-dialog boxes.

e --adm npassword

Command-L ine For mat --adm npasswor d
Permitted Values
Type string

The MySQL Enterprise Service Manager password for connecting to the MySQL database repository.

e --nysqgl __installation_type

Command-Line Format --nysql _instal lation_type
Permitted Values

Type string

Default bundl ed

Valid Val- |bundl ed |Usethe bundled MySQL server
ues

exi st- |Usean existing (user supplied) MySQL server
ing

Specifies whether the installer should configure MySQL Enterprise Service Manager to install the bundled MySQL server, or use a
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MySQL server that you have already installed to store the repository data.

e --dbport

Command-Line Format - - dbport
Permitted Values
Type numeric

Default 13306

The TCP/IP port for the MySQL database used to store MySQL Enterprise Service Manager repository data. If you are installing the
bundled MySQL server, thisis the port that the MySQL server will be configured to use to listen for connections. If you are using an
existing MySQL server, this should be the port for the MySQL server that you want to connect to.

¢ --dbhost

Command-Line Format - - dbhost

Permitted Values

Type string
Default |127.0.0.1

The hostname for the MySQL database. When installing MySQL Enterprise Service Manager to use an existing MySQL server, this
should be the hostname of the server that will store the database repository.

e --forceRestart

Version Introduced 223

Command-Line Format --forceRestart
Permitted Values
Type bool ean
Default 0

Force arestart of MySQL Enterprise Service Manager, even if there is a change to the configuration file that would normally pre-
vent the automatic restart of the server.

5.4.3. MySQL Enterprise Agent Options

To view al the options available for an unattended agent installation, invoke the agent installer file passing in the hel p option. The
available options are detailed in the table below.

Table 5.2. MySQL Enterprise Agent Installer Options

Format Option File Description Introduc- |Deprecated |[Removed
tion
--agentpassword Password of the agent user for connecting to the
monitored MySQL server
--agentuser Username of the agent for connecting to the mon-
itored MySQL server
--checkmysglhost Validate the supplied MySQL hostname
--createaccount Create an account on the monitored MySQL server
to be used by the agent
--debuglevel Set the debug information level
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Format Option File Description Introduc- |Deprecated |[Removed
tion

--debugtrace File for adebug trace of the installation

--enableagent Enable the agent to monitor aMySQL server

--enableproxy Enable query analyzer data to be captured using the
proxy service

--help Display thelist of valid options

--installdir Installation directory

- Language selection

-installer-language

--managerhost Hostname of |P address of the MySQL Enterprise
Monitor server

--managerport TCP/IP port of the MySQL Enterprise Monitor serv-
er

--managersslport TCP/IP port of the MySQL Enterprise Monitor serv-
er for SSL communication

--mode Installation mode

- Connection method to the monitored MySQL server

-mysglconnmethod

--mysqlhost MySQL hostname/IP address

--mysqlpassword MySQL password for the monitored MySQL server

--mysqlport TCP/IP port for the monitored MySQL server

--mysqlsocket Unix socket/Named pipe for the monitored MySQL
server

--mysqluser MySQL username for the monitored MySQL server

--optionfile Installation option file

--proxyport TCP/IP port for the Proxy module

--proxyuser User account for the proxy service

--rootpassword Password for root user

--rootuser User with root privileges on the monitored MySQL
server

--servicename Service name

- Unattended mode user interface

-unattendedmodeui

--usess| Enable use of SSL communication with MySQL En-
terprise Monitor server

--version Display the product information

e« --agentpassword

Command-Line Format

- - agent passwor d

Permitted Values

Type string

Specify the agent password to be used when communicating with the MySQL Enterprise Service Manager.

e --agentuser

‘Command-Line Format

--agent user
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Permitted Values

Type string

Default agent

Specify the agent username to be used when communicating with the MySQL Enterprise Service Manager.

¢ --checkmysql host

Command-Line Format - - checkmnysql host

Permitted Values

Type string
Default |yes
Valid Val- |yes Check host
ues
no Do not check host

Validate the MySQL hostname or |P address

e --createaccount

Command-Line Format --creat eaccount
Permitted Values
Type bool ean
Default 1

Create the user account specified by theagent user and agent passwor d options to be used when the agent connects to the
monitored MySQL server. To use this option you must also specify a suitabler oot account with privileges to create the new user
using ther oot user andr oot passwor d options.

The user create will have the correct privileges for the agent to collect all the necessary information. For more information, see Sec-
tion 5.3.1, “Creating aMySQL User Account for the Monitor Agent”.

e --debugl evel

Command-Line For mat - - debugl evel
Permitted Values
Type nuneric
Default 2
Range 0-4

Set the debug information level for log data written to the file specified by debugt r ace.

e >--debugtrace

Command-L ine For mat --debugtrace

Permitted Values

Type string

Set the filename to use when recording debug information during the installation.
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e --enabl eagent

Command-Line For mat - - enabl eagent
Permitted Values
Type bool ean
Default 1

Enable the agent to monitor aMySQL server. If thisoption is set to false, the agent will be installed without enabling the monitoring
of MySQL server. You can use this to configure a proxy service using an agent for collecting Query Analyzer information.

e --enabl eproxy <enabl eproxy>

Command-Line Format - -enabl epr oxy
Permitted Values
Type bool ean
Default 1

Enable the Proxy service. The proxy service can be used to collect query datato be used through the Query Analyzer. For more in-
formation, see Section 3.1.3, “Using the Agent Proxy”.

e --installdir

Command-Line Format --installdir
Permitted Values
Type string
(windows)

Default C.\ Program Fi | es\ M\ySQL\ Ent er pri se\ Agent
Permitted Values

Type string
(macosx)

Default / Appl i cations/ nysqgl/enterprise/agent/
Permitted Values

Type string
(unix)

Default |/ opt/nysql /enterprisel/ agent/

Specify the directory where the software will be installed.

e --installer-1language
Command-L ine For mat --installer-Ianguage
Permitted Values
Type string
Default en
Valid Val- |en English
ues
ja Japanese

Set the language to be used for the installation process.

e --nmanager host
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Command-Line Format - - manager host

Permitted Values

Type |st ring

The hostname or |P address of the MySQL Enterprise Service Manager.

e --managerport

Command-Line Format - - manager port
Permitted Values
Type numeric

Default 18080

The port number of the MySQL Enterprise Service Manager.
e --nmanagerssl port
The port number of the MySQL Enterprise Service Manager to be used for SSL-based communication

e --node

Command-Line Format --node

Permitted Values

Type string

(macosx)

Default 0SX

Valid Val- |osx Mac OS X (native)

ues
t ext Text (command-line)
unat - Unattended (no dial ogs/prompts)
t ended

Permitted Values

Type string

(linux)

Default gtk

Valid Val- |gt k GTK (X Windows)
ues

xwi ndow | X Windows (native)

t ext Text (command-line)
unat - Unattended (no dialogs/prompts)
tended

Permitted Values

Type string
(unix)

Default XW ndow

Valid Val- |xwi ndow | X Windows (native)

ues
t ext Text (command-line)
unat - Unattended (no dialogs/prompts)
t ended
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Permitted Values

Type string
(windows)

Default W n32

Valid Val- |wi n32 Windows (native)
ues

unat - Unattended (no dial ogs/prompts)
tended

Specify the installation mode to use for this installation.

e --nysql connnet hod

Command-L ine For mat --nysql connmnet hod
Permitted Values
Type string
Default tcpip

Valid Val- |t cpi p Use TCP/IP
ues

socket  |UseUnix Socket/Named Pipe

Specify the connection method to use to connect to MySQL. If you specify t cpi p, the value of the mysql port option will be
used. If you specify socket , the value of themysql socket option will be used to connect to the MySQL server to be monitored.

e --nysql host

Command-Line Format --mysql host
Permitted Values

Type

Default 127.0.0.1

Hostname or |P address of the MySQL server to be monitored.

e --nysql password

Command-Line Format --nysql password
Permitted Values

Type string

Specify the password to use when connecting to the monitored MySQL instance.

e --nysql port

Command-Line Format --mysql port

Permitted Values

Type nuneric

Default 3306

The TCP/IP port to use when connecting to the monitored MySQL server.
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e --nysql socket

Command-Line For mat --nysql socket

Permitted Values

Type

string

Specify the filename of the MySQL socket to use when communicating with the monitored MySQL instance.

e --nysql user

Command-Line Format --nysql user

Permitted Values

Type

string

Specify the username to use when connecting to the monitored MySQL instance.

e --optionfile <optionfile>

‘Command-Line Format --optionfile

Specify the location of an option file containing the configuration options for this installation.

e --proxyport

Command-Line Format - - proxyport

Permitted Values

Type

nuneric

Default

6446

Specify the TCP/IP port to use for the proxy interface.

e --proxyuser

Command-Line Format - - proxyuser
Permitted Values
Type string
Default r oot

The user account for the management component of the proxy service.

¢ --unattendednodeui

Command-Line Format - -unat t endednodeui
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Permitted Values

Type string

Default none

Valid Val- [none No dialogs
ues

m ni mal |Critical dialogs

m nim  [Minimal Ul with dialogs
al Wt h-
Di al ogs

The Ul elements to use when performing an unattended installation. The options are none, show no Ul elements during the installa-
tion; m ni mal , show minimal elements during installation; mi ni mal W t hDi al ogs, show minimal Ul elements, but include the
filled-dialog boxes.

e --usessl

Command-Line Format --usessl
Permitted Values
Type bool ean
Default 0

Specifies whether SSL should be used to communicate with the MySQL Enterprise Service Manager.

e --version

‘Command-LineFormat --version

Display product information, including the version number of theinstaller.

e --rootpassword

Command-L ine For mat --root password

Permitted Values

Type string

The password of aroot account to be used to create the agent user by the installer.

e --rootuser

Command-Line Format --rootuser

Permitted Values

Type string

Default r oot

The root account to be used to create the agent user by theinstaller.

e --servicenane

Command-Line Format --servi cenane
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Permitted Values

Type string

Default nmysql . noni t or. agent

When the MySQL Enterprise Agent isinstalled, a new serviceis created (Windows), or on Unix anew startup script is created with-
in the corresponding startup directory (for example/ et ¢/ i ni t . d). If you want to install multiple agents on the same host you
can use this option to create each agent installation with a unique identifier. During an upgrade installation, you then use this identi-
fier to specify which installation of the agent should be updated.

e« --help

Command-Line For mat --help

Display thelist of valid optionsto theinstaller.

5.5. Post-Installation Considerations

Depending upon how you plan to use the MySQL Enterprise Monitor, there are some tasks you may want to perform after installation.
Find some suggestionsin the following list:
« Email settings: Test email notification by deliberately triggering an alert.

¢ Auto Startup: On Unix systems, the MySQL Enterprise Service Manager does not automatically restart when the system isre-
booted. Y ou may wish to create a system initialization script appropriate to your operating system.

¢ Logfiles: Check thelog files for any irregularities. For the locations of the various log files see Files Associated with The MySQL
Enterprise Monitor.

¢ Agent Log filerotation: Implement log file rotation for the monitor agent.

« Back up therepository: For aback-up strategy suitable to your circumstances, see the MySQL reference manual documentation.

« Configuration backup: Back up thermysql - noni t or - agent . i ni fileand the associated i nst ances directory and contents.
For more information about the mysql - noni t or - agent . i ni file see Section C.2, “MySQL Enterprise Agent Reference”.

¢ Configuration file: Storetheconf i gurati on_report. t xt inasafeplace. There is no mechanism for retrieving the pass-
word stored in thisfile.

¢ Repository credentials: The repository user name and password are stored in unencrypted formintheconf i g. properti es
file. Take care to protect thisfile.

¢ Disk management: Remove installation files, and monitor the space used by the repository. Ensure that you have adequate disk
space by regularly purging data. For more information, see Data Purge Behavior.

« Firewall changes: Y ou may want to limit or expand access to the MySQL Enterprise Service Manager.

« Open ports: Aswith firewall changes, you may want to limit or expand access to the MySQL Enterprise Service Manager. The
dashboard uses nonstandard ports, none of which are usually open by default.

e Server upgrades. See Section 5.6.2.1, “Upgrading the Monitored MySQL Server” for instructions on upgrading a server.

* Repository access: You may want to add other users.

5.6. Upgrading, Re-Installing or Changing Your Installation

Y ou can upgrade MySQL Enterprise Monitor in a number of different ways:
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« For instructions on upgrading your existing installation, see Section 5.6.1, “Upgrading MySQL Enterprise Monitor”.
¢ For moreinformation on re-installing an existing installation, see Reinstalling MySQL Enterprise Monitor.

« To change an existing installation, such as changing the monitored server, see Section 5.6.2, “Changing Y our MySQL Enterprise
Monitor Installation”.

5.6.1. Upgrading MySQL Enterprise Monitor

From time to time there may be updates to the MySQL Enterprise Service Manager or the MySQL Enterprise Agent. This section de-
scribes how to perform an update for either of these components.

Y ou cannot use the update installers to change to a different operating system or chip architecture. For example, you cannot update a
32-bit Linux installation to a 64-bit version using an update installer—in cases such as this you must do a fresh installation.

Y ou also cannot use the upgrader if you have configured the MySQL server for the MySQL Enterprise Service Manager instance to be
located away from the rest of the MySQL Enterprise Service Manager and installation directory.

The installation and configuration of MySQL Enterprise Agent must be standard before you start the installation. The update installer
will not upgrade agents where you have changed or modified the filenames or directory layout of the installed agent, configuration files,
or the startup files.

The name of the update file varies but it shows the target operating system and the version the update applies to. If a specific component
is being updated it may also appear in the file name. For example, afile named mysql ent er pri senmanager -

2.2.0-w ndows-updat e-i nst al | er. exe would indicate a Windows update to MySQL Enterprise Service Manager version
2.2.0.

You may install an update in the same way that you initially installed the service manager or the agent; inwi n32 or unat t ended
mode on Windowsin gt k, t ext , xwi ndow, or unat t ended mode on Unix andin osx, t ext , orunatt ended mode on OS X.

Warning

The method you use for upgrading MySQL Enterprise Monitor components will depend on the upgrade you are perform-
ing.

< If you are upgrading between major versions (for example, from MySQL Enterprise Monitor 1.3 to merlin 2.0), you
should shutdown the MySQL Enterprise Service Manager and each connected MySQL Enterprise Agent. Once you
have shutdown each component, start by updating the MySQL Enterprise Service Manager, and then updating the
MySQL Enterprise Agent on each monitored client.

« If you are upgrading between the same major version, for example, MySQL Enterprise Monitor 2.0 to MySQL Enter-
prise Monitor 2.1, or aminor version, such as MySQL Enterprise Monitor 2.1.1 to MySQL Enterprise Monitor 2.1.2,
you can shutdown only the component (agent, or server) you are updating. Using this method, you can perform a
‘rolling' upgrade, where you shutdown a single MySQL Enterprise Agent, upgrade it to the latest agent version, and
then restart the agent before moving on to the next monitored instance.

Important

The upgradeinstaller overwritesi t ens- mysql - noni t or . xm . On Windows, thisfileisinthe C: \ Pr ogr am

Fi | es\ MySQL\ Ent er pri se\ Agent \ shar e\ nysql - noni t or - agent directory and on Unix, inthe/

opt/ nysql / enterprise/agent/share/ mysql - noni t or - agent directory. Back thisfile up if you have made
any changesto it.

Warning

If you use the Upgrade installer to update MySQL Enterprise Service Manager and you have made any changes to the
my. cnf within your MySQL Enterprise Service Manager installation, any changes will be lost. Y ou should copy the ex-
istingmy. cnf file before starting the upgrade installer.

Otherwise, updating is afairly straightforward process. Run the installation file and choose the directory of your current installation and
whether or not you wish to back up your current installation. The time required to compl ete the process varies depending upon the
nature of the update.
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If you chose to back up your current installation, a directory named backup will be created in the current installation directory. This
directory will contain copies of the directory or directories that were replaced during the update. In cases where only specific files are
replaced, the backup directory may contain only thesefiles. If you are unhappy with the update simply overwrite the new files or dir-
ectories with the originals found in the backup directory. Be sure to stop both the MySQL Enterprise Service Manager and MySQL
Enterprise Agent before restoring the original files. Y ou can delete or archive this directory when you are satisfied that the update was
successful.

If you choose to back up your current installation, the installer checks that there is adequate disk space for your repository backup. If
there is not enough space, you are given the option of choosing another location; you may aso choose not to back up the repository.

To update your Advisors see, Section 5.2.7.3, “Installing, Updating or Upgrading Advisors After Initial Login”.

5.6.1.1. Upgrading from MySQL Enterprise Monitor 1.3 to 2.0

5.6.1.1.1.

To upgrade your existing installation from MySQL Enterprise Monitor 1.3 to MySQL Enterprise Monitor 2.0, you need to upgrade both
your MySQL Enterprise Service Manager and your MySQL Enterprise Agent on each machine that you are monitoring.

To perform the update process you must use an updat e installer. This ensures that your current configuration information is migrated
to the new version of MySQL Enterprise Service Manager.

Before you start the migration, shutdown your MySQL Enterprise Service Manager and MySQL Enterprise Agent on each monitored
host. Then install the updated MySQL Enterprise Service Manager application to migrate the configuration and data of the main applic-
ation and repository. Once the new MySQL Enterprise Service Manager is running, you can start to update and migrate each agent.

For more information on upgrading your MySQL Enterprise Service Manager, see Section 5.6.1.1.1, “Upgrading to MySQL Enterprise

Service Manager 2.0”. For more information on upgrading an MySQL Enterprise Agent, see Section 5.6.1.1.2, “Upgrading to MySQL
Enterprise Agent 2.0".

Upgrading to MySQL Enterprise Service Manager 2.0

Upgrading MySQL Enterprise Service Manager requires you to use on of the update installers. The update installer performs a number

of operations during installation:

¢ A new database, required to support 2.0 functionality, is created.

¢ You core dashboard, user, and rule information is migrated from the old database to the new database.

* The core configuration parameters for the MySQL Enterprise Service Manager are migrated from MySQL Enterprise Monitor 1.3
are migrated to MySQL Enterprise Monitor 2.0.

The installation of the new software using the update installer follows this basic sequence:

1. Request theinstallation language.

2. Confirm the location of the current MySQL Enterprise Service Manager installation.

3. Specify whether you want to keep a copy of the old server, application, and database files.

4. Configurethe Tomcat server settings, including whether the new server should support SSL connections from agents.

5. If requested, the application and database information is backed up and upgraded, before the new application isinstalled.
Theinstallation processis consistent for all platforms. A sample of the process for Max OS X has been provided below:

1. Double-click the update installer. The update installer will have updat e in the file name. For example, mysql noni t or -
2.0.0.7101- osx-update-install er. app.

2. Confirm the language you want to use when installing the software.

Figure 5.20. MySQL Enterprise Monitor: Server Update: Language Selection
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™ M O Language Selection

Please select the installation language

English

“T Cancel

Click OK
Y ou will be presented with an information screen showing the application you are installing. Click NEXT to continue.

Specify, or locate, the previous installation of MySQL Enterprise Service Manager. If you installed the server within the default
location, the current version of the application should be |ocated automatically.

Figure 5.21. MySQL Enterprise Monitor: Server Update: Previous Installation
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Setup

MySQL Enterprise Monitor Update Setup

Welcome to the setup wizard for the MySOL
Enterprise Monitor Update

Cancel :

5. Theinstaller can keep abackup copy of your existing application, including keeping a complete backup of the data stored within
your MySQL Enterprise Monitor repository database.

Figure 5.22. MySQL Enterprise Monitor: Server Update: Backup of Previous Installation
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Yo rG

f & -
R A
Backup of Previous Installation T\; \ W
My

Where should Setup put a backup of your previous installation? Please
refer to the README file for information regarding backup and recovery.

Backup directory [Applications /mysql/enterprise/monitor/backup

Do you want to backup your existing data as well as the application files?
This may take a long time depending on the size of the current database.

*) Yes

f
(L) No

“r. Cancel \‘ "r < Back «,”,« MNext = “‘

Specify the location of the backup (default isto use the backup directory within your installation directory). Note that backing up
the database in addition to the main application will increase the installation time as the files have to be copied. The larger the size
of your repository data, the longer the installation process will take.

Specify the Tomcat Server options. The Tomcat Server Port is the default port you will use to access the MySQL Enterprise Dash-
board. If you want to support agents using SSL to communicate to MySQL Enterprise Service Manager, you must check the | s
SSL SUPPORT REQUIRED?

Confirm that you want to continue the installation. Once installation has started, the backup of you existing application (and data-
base) will start, although the process may take some time. Wait until the process compl etes.

Once the process has completed you will be provided with a notification of the installation process, including how to uninstall the
application if you want to do so in the future. If any errors occurred, they will be reported here.

Figure 5.23. MySQL Enterprise Monitor: Server Update: Completed installing files
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800

Completed installing files

Setup has completed upgrading the MySQL Enterprise Monitor files on vour
computer

Uninstalling the My50L Enterprise Moniter files can be done by imvoking:
SApplicotions/mysgl/enterprises/monitorsuninstall

You can now login to the applicaticon. Refer to the readme file for additional
informaoticn and a list of krown issues.

Please press next to finish the upgrode process.

Cancel :

9. Theinstallation has now completed. Y ou can automatically start the MySQL Enterprise Service Manager and view the attached
Readme file by ensuring the checkboxes on this page are selected.

10. You can now quit theinstaller.

Oncethe installation has completed, the first time you login to MySQL Enterprise Dashboard you will be asked to provide your login

credentials, if they do not already exist in the server configuration, or to provide a copy of the Advisor jar suitable for your MySQL En-
terprise Service Manager version.

Figure 5.24. MySQL Enterprise Monitor: Server Update: Final Setup
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MySaL

T, [| @Sun.  Ente rprise Dashboard
!

Welcome to the MySQL Enterprise Dashboard Setup.
Before proceeding, you must complete the form below.

Enterprise Credentials and Subscription Information
To enable this application, please provide a MySQL Enterpriseé Product Key or your MySQL Enterprise credentials.

When you press "complete setup”, your Enterprise credentials will be validated at enterprise.mysgl.com. These credentials wil also be used for subscription
updates. Note that you may update your credentials or Product Key at any time on the Settings page.

Email Address (MySOL Enterprise Login)
Enterprise Password (My3QL Enterprise Password)
Confirm Password

-0R -

Import Advisors and Graphs from file (*.jar)

Choose File & AdvisorSc.... 7085 jar | impert

complete setup

B N I YN iy SN AT Enterprise Software | Update Service | Knowledge Basa | Technical Support | About (Nov 19, 2008 11:25:51 AM)

2008 Sun Microsyatems, Inc.. All nghts reserved.

MySQL Enterprise Monitor has now been updated. Y ou must update each of your agents to MySQL Enterprise Agent 2.0 to ensure that
they are providing the correct information to MySQL Enterprise Service Manager

5.6.1.1.2. Upgrading to MySQL Enterprise Agent 2.0

To upgrade an agent you should use aupdat e installer. Thiswill migrate your configuration information, simplifying the upgrade pro-
cess significantly.

Note

The agent log file, nysql - moni t or - agent . | og, if it exists, will be retained during the upgrade. A new log file,
nmysql - noni t or - agent . | og isused by MySQL Enterprise Agent 2.0.

The core sequence is the same on all platforms, the update process on Linux is shown below:

1. Start the update installer.

shel | > ./ nmysql noni t oragent-2. 0. 0.7101-1i nux-glibc2.3-x86-32bit-update-installer.bin

For MySQL Enterprise Agent 2.2 and higher, If you have multiple instances of MySQL Enterprise Agent installed, you can specify
aunique name for the agent, which will be used to identify the agent startup script (in/ et ¢/ i ni t . d and other configuration in-
formation. To specify theinstallation, usethe - - ser vi cenanme=nysql - noni t or - agent option.

2. Set thelanguage for the installation process.

Language Sel ecti on

Pl ease select the installation |anguage
[1] English

[2] Japanese

Pl ease choose an option [1]
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3. Confirm or update the location of the installation directory of the previous version.

Pl ease specify the directory that contains the previous installation of
the MySQL Enterprise Mnitor Agent

Installation directory [/opt/nysql/enterprisel/agent]:

4.  Specify whether you want to create a backup of the current application and configuration information, and if so, where the backup
directory should be created.

Current installation backup
Do you want to create a backup during the update process?

Backup the current installation [Y/n]: Y

Backup directory [/opt/nysql/enterprise/agent/patchbackup]:

5. You will be asked whether you want to enable the Query Analyzer. The Query Analyzer lets you monitor the execution statistics
for individual queries executed through your MySQL servers. To enable, you must specify the proxy port, MySQL server and
MySQL server port that you want to use. If you do not enable Query Analyzer now, you can enable it later. See Section 2.6, “The
QUERY ANALYZER Tab".

Query Anal yzer Configuration

M/SQ. Proxy enabl es query nonitoring and analysis by |istening on the port
speci fied below for client connections that are then passed through to a
backend MySQL dat abase server. It is not needed for basic nonitoring
functionality, but is required for query nonitoring and anal ysis.

Visit the following URL for nore infornation:
https://enterprise.nysql.confdocs/ nonitor/2.0/en/ mem query-anal yzer. htnl

Enabl e Proxy (recommended) [Y/n]:

Proxy Port [6446]:
Backend Host: 127.0.0.1 (cannot be changed)
Backend Port: 3306 (cannot be changed)

6. You are now ready to complete the installation. Confirm that you want to continue.

Setup is now ready to begin installing M/\SQL Enterprise Mnitor Agent Update on your conputer.

Do you want to continue? [Y/n]:

Pl ease wait while Setup installs MySQL Enterprise Mnitor Agent Update on your conputer.

Installing
0%

Setup has finished installing My\SQL Enterprise Mnitor Agent Update on your conputer.
Restart MySQ. Enterprise Mnitor Agent now [Y/n]:
View Readne File [Y/n]: n

Before connecting your MySQL Enterprise Agent to your MySQL server you must update the grants for the MySQL Enterprise Agent.
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Connect to the MySQL server and run this statement to update the required grants:

GRANT CREATE, | NSERT
ON nysql . *
TO 'nysqgluser' @I ocal host'
| DENTI FI ED BY ' agent _password';

Replacing thenysql user and agent _passwor d parameters with the values used for connecting your agent to your MySQL serv-
er.

Once the update agent has communicated with the MySQL Enterprise Service Manager the core information about the agent and the
MySQL server it is monitoring will be migrated to the new data format required by MySQL Enterprise Service Manager 2.0. To migrate
the existing stored data, see Section B.6, “Migrating 1.3.x Historical Datato MySQL Enterprise Monitor 2.0”.

5.6.1.2. Upgrading to MySQL Enterprise Monitor 2.1
When upgrading to MySQL Enterprise Monitor 2.1 you should be aware of the following issues:
« During the upgrade process, if you had previously set a Query Analyzer data purge value that was greater than the standard data

purge value, the historical data collection purge period will be set to the Query Analyzer purge period. Thiswill be logged in the up-
grade log with the following notice:

get Dat aCol | ecti onPur geLi f espan now. 4 weeks (was: 2 weeks)

5.6.1.3. Upgrading to MySQL Enterprise Monitor 2.2

When upgrading to MySQL Enterprise Monitor 2.2 you should be aware of the following issues:

e If you are upgrading to MySQL Enterprise Monitor 2.2 you should upgrade from MySQL Enterprise Monitor 2.0 or higher. If you
are using MySQL Enterprise Monitor 1.3 or lower, you should upgrade to MySQL Enterprise Monitor 2.0 first before upgrading to
MySQL Enterprise Monitor 2.2.

¢ Rulesand advisorsin MySQL Enterprise Monitor 2.2 now support auto-close functionality if the issue that raised the notification is
no longer causing a problem. Y ou should review all your existing rules schedules and confirm whether the auto-close feature is use-
ful in each case.

¢ The MySQL Enterprise Service Manager supports the use of a separate, self-managed, MySQL server in place of the MySQL server
bundled with the MySQL Enterprise Service Manager installation for storing repository data. For more information, see Sec-
tion 5.2.1, “ Service Manager Installation Common Parameters”.

« If you are upgrading MySQL Enterprise Service Manager which uses aremote, self-managed MySQL database to store the MySQL
Enterprise Monitor repository data, then you should perform the installation as follows:

1. Shutdown MySQL Enterprise Service Manager.
2. Shutdown the MySQL instance supporting your MySQL Enterprise Monitor repository.
3. Upgrade the MySQL server as you would any other MySQL server instance. See Upgrading MySQL .

Ensure when performing the upgrade that the MySQL server instance is configured with support for InooDB and that the In-
00DB storage engine has been disabled. Also ensure that support for partitioning is available within the server.

4. Runthenysql _upgr ade to ensure that the system tables have been correctly updated.
5. Restart the MySQL repository instance.
6. Restart MySQL Enterprise Service Manager and confirm that it was able to connect to the MySQL server.
e When upgrading MySQL Enterprise Service Manager, the installer triesto determine if you are using alocal MySQL server (as

bundled with the MySQL Enterprise Service Manager) or aremote and self-managed MySQL server instance to store your reposit-
ory data.

145


http://dev.mysql.com/doc/refman/5.1/en/upgrading.html

MySQL Enterprise Monitor Installation Reference

To determine whether the existing installation is using alocal MySQL server, the installer examines the existing MySQL Enterprise
Service Manager configuration file. If the value of themysqgl . ser ver configuration parameter issetto 127. 0. 0. 1 or | ocal -
host , theinstaller assumes the MySQL server islocdl. If any valueisidentified, then it is assumed that the server is remote/
self-managed and the installer will not upgrade the MySQL server component.

If the correct MySQL server version and supported functionality (partitioning) are not supported by the MySQL server you are us-
ing, the installer will terminate.

* The storage tables used for storing MySQL Enterprise Service Manager data, and the rules and methods required for purging old in-
formation, have changed in MySQL Enterprise Service Manager 2.2. Y ou can improve the purging and disk space usage for these
data tables by using the techniques shown in Section B.7, “Improving Disk Space Usage with Purgein 2.1 and 2.2".

* For MySQL Enterprise Agent installations, the installer can now create a user on your MySQL server with suitable credentias. To

perform this operation, the installer will request the root login and password for your MySQL server so that the user and other de-
tails can be updated.

5.6.2. Changing Your MySQL Enterprise Monitor Installation
This section describes the best practices to employ when changing your MySQL Enterprise Monitor installation.

5.6.2.1. Upgrading the Monitored MySQL Server

When upgrading a monitored MySQL server first stop the agent. To stop the agent see:

¢ Windows: Section 5.3.5.1, “ Starting/Stopping the Agent on Windows”

e Unix: Section 5.3.5.3, “ Starting/Stopping the Agent on Unix”

e Mac OS X: Section 5.3.5.2, “ Starting/Stopping the Agent on Mac OS X”

Stop the MySQL server and perform the upgrade. For instructions on stopping and restarting the MySQL service under Windows see
Section 5.2.5, “ Starting/Stopping the MySQL Enterprise Monitor Service on Windows”'.

To stop and restart the MySQL daemon under Unix and Mac OS X, see, Section 5.2.6, “ Starting/Stopping the MySQL Enterprise Mon-
itor Service on Unix and Mac OS X”.

Once the service/daemon is stopped you may upgrade your server. For instructions on upgrading your MySQL server see the reference
manual pertaining to your server version. When the upgrade is complete restart the MySQL server.

Note
The agent'slog file will show that the server was down.

5.6.2.2. Changing the Server That an Agent Monitors

Y ou need not reinstall the MySQL Enterprise Agent in order to change the MySQL server that it monitors. It is possible to adapt an ex-
isting agent so that it monitors a different server.

To do this you must stop the monitor agent and then remove the server that it is monitoring. To stop the agent see:

¢ Windows: Section 5.3.5.1, “ Starting/Stopping the Agent on Windows’
e Unix: Section 5.3.5.3, “ Starting/Stopping the Agent on Unix”

e Mac OS X: Section 5.3.5.2, “ Starting/Stopping the Agent on Mac OS X”

For instructions on removing a server see, Section 2.8.3.3, “Removing a Server From the Dashboard”.

Once the agent is stopped and the server is removed from the Dashboard, changes may be made to the ny sql - noni t -
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or-agent.ini,ortheagent-instance.ini filewithintheagenti nst ances instances directory. You can find the location of
the directory by examining the content of thenysql - noni t or - agent . i ni and checking the value of themysql d- i n-
stance-di r parameter.

If you want to make changes to the monitored MySQL server, edit theagent - i nst ance. i ni file. Changetheuser, passwor d,
host nane, and por t valuesif required. For more information, see Section C.2.2, “MySQL Server (agent - i nst ance. i ni ) Con-
figuration”.

To change other settings, such as enabling proxy support (required for Query Analyzer), the management host, or the port number used
by the agent, modify themysql - noni t or - agent . i ni file. For more information, see Section C.2.1, “MySQL Enterprise Agent
Configurable Options”.

To restart the agent see:

¢ Windows: Section 5.3.5.1, “ Starting/Stopping the Agent on Windows’
e Unix: Section 5.3.5.3, “ Starting/Stopping the Agent on Unix”

e Mac OS X: Section 5.3.5.2, “ Starting/Stopping the Agent on Mac OS X”

Note

If you are adapting an existing agent to monitor aremote server make sure that the agent has the credentials for remote ac-
cess and that the port on the remote MySQL server instance is open. For more information, see Section 5.3.7,
“Configuring an Agent to Monitor a Remote MySQL Server”.

If you experience difficulties starting the agent, check Section 5.3.10, “Troubleshooting the Agent”.

Log in to the Dashboard and you should find your new server inthe Al |  Ser ver s group.

5.6.2.3. Temporarily Suspending the Agent

In some situations you may need to bring down a monitored server. When thisis necessary, it is good practice to stop the agent
first—doing so will avoid generating a“ Server is unreachable” event.

For instance, suppose you need to stop the server in order to do a backup. The stepsto follow are:

1. Stop the agent

2. Stop the service/daemon

3. Perform the backup

4. Restart the service/daesmon

5. Restart the agent
To stop or start the agent see:

¢ Windows: see Section 5.3.5.1, “ Starting/Stopping the Agent on Windows’

¢ Unix: see Section 5.3.5.3, “ Starting/Stopping the Agent on Unix”

e Mac OS X: see Section 5.3.5.2, “ Starting/Stopping the Agent on Mac OS X"

To stop the MySQL service/daemon see the MySQL reference manual for your server version. Y ou can find the manual online at ht-
tp://dev.mysgl.com/doc.

Follow these steps and there will be no “noise” associated with backing up your server. In contrast, if you leave the agent running while
bringing down the server, you will generate a“ Server is unreachable” event.
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As an dternative to stopping the agent, you can change the logic associated with arule. For instance, you could alter the threshold of the
rule “Server is unreachable’:

Yserver.reachabl e% == THRESHOLD

to:

%erver.reachabl e% == THRESHOLD && CURTI ME() NOT BETWEEN ' 22: 00: 00' AND ' 23: 00: 00'

Thiswould effectively blackout the rule between 10 and 11 pm, during which time you could perform a backup.

For more information about editing rules see Section 2.3.3, “Editing Built-in Rules’. To blackout all events associated with a specific
server or group of servers see Section 4.4, “ Advisor Blackout Periods’.

5.7. Uninstalling the MySQL Enterprise Monitor

Removal of the MySQL Enterprise Monitor requires removal of the MySQL Enterprise Service Manager and the MySQL Enterprise
Agent Service. In some circumstances, when running multiple agents on one machine for instance, you may not want to remove the en-
tire MySQL Enterprise Agent Service but only a single monitored server.

5.7.1. Removing the MySQL Enterprise Monitor: Windows

Removing the MySQL Enterprise Service M anager

Remove the MySQL Enterprise Service Manager by going to the Cont r ol Panel and choosing Add or Renobve Prograns.
Find the entry for MySQL Ent er pri se Mbni t or and removeit. During the uninstall process you will be given the option of saving
existing data and log files. Choose this option if you plan to reinstall the MySQL Enterprise Monitor.

If you are not saving existing data, after MySQL Enterprise Service Manager has been removed you may deletethe C: \ Pr ogr am
Fi | es\ MySQL\ Ent er pri se\ Moni t or directory.

Warning

If you chose not to remove existing data and log files when uninstalling MySQL Enterprise Service Manager do not re-
movethe C: \ Program Fi | es\ MySQL\ Ent er pri se\ Moni t or directory. Doing so will delete thesefiles.

If you added the Tomcat/A pache web server to the list of Windows firewall exceptions, remove this service by opening the W ndows
Fi rewal | fromtheControl Panel .Choosethe Excepti ons tab and deletethe Tontat / Apache entry.

Removing MySQL Enterprise Monitor Services Only

When the MySQL Enterprise Service Manager isinstalled, the Tomcat/Apache and MySQL server services are started. It is possible to
remove these services without also removing your MySQL Enterprise Service Manager installation. For more information about these
services see, Section 5.2.5, “ Starting/Stopping the MySQL Enterprise Monitor Service on Windows”.

Do thisby finding the MySQL Ent er pri se Moni t or menu option and choosing Ser vi ces andthen Uni nstal | MySQ. En-
terprise Monitor Services. Thiswill removeall the services associated with MySQL Enterprise Service Manager.

Y ou can confirm that these services have been removed by checking servicesin the Microsoft Management Console Services window.

If you wish to reinstall these services you can do thisby usingthel nstal | MySQL Enterprise Mnitor Services menu
option.

It is also possible to remove services using the mysql noni t orct | . bat filefoundinthe C: \ Progr am

Fi | es\ MySQL\ Ent er pri se\ Moni t or directory. To see the available options, go to the command line and type: ny gl net -
wor kctrl hel p. Thisbatch fileis discussed in more detail in Section 5.2.5, “ Starting/Stopping the MySQL Enterprise Monitor Ser-
vice on Windows”.

Removing the Monitor Agent
To remove the Monitor Agent itself, open the Cont r ol Panel and choose Add or Renove Prograns. Find theentry for

MySQL Enterprise Monitor Agent andremoveit. Thiswill execute the uninstall program located in the C: \ Pr ogr am
Fi | es\ MySQL\ MySQL\ Ent er pri se\ Agent directory.
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Warning

If you are running more than one agent on the same machine and wish to remove only one of the agents, do not remove
the MySQL Enterprise Mnitor Agent entry fromthe Add or Renove Prograns menu. Toremovea
single agent see Removing a Single Agent.

After removing the Monitor Agent you may also need to remove the directories, C. \ Program Fi | es\ MySQL\ Ent er pri se and
C.\ Program Fi | es\ MySQ.\ Ent er pri se\ Agent .

Removing the Monitor Agent in this fashion will remove the default service. However, if you are running additional Monitor Agents as
described in Section C.2.2, “MySQL Server (agent - i nst ance. i ni ) Configuration”, you will have to remove those agents manu-
ally. See the next section for instructions on doing this.

Removing a Single Agent

If you are running more than one agent on the same machine and wish to remove only one of the agents, do not remove the My SQL
Enterprise Mnitor Agent entry fromthe Add or Renpve Prograns menu. Toremove asingle agent and leave other
agentsintact follow these steps:

1. Stop the agent

2. Confirm the location of thelog files

3. Removethe agent asaservice

4. Remove/Archive the associated files

It is best to stop the agent before removing it; for instructions on stopping an agent see, Section 5.3.5.1, “ Starting/Stopping the Agent on
Windows”.

Y ou can confirm the location of the agent log files by checking thei ni file. For more information on this topic see Section C.2.1,
“MySQL Enterprise Agent Configurable Options”.

Go to the command line and remove the MySQL Enterprise Agent as a Windows service by typing:

shel | > sc del ete Agent Nanme

Y ou can confirm that the agent has been removed by checking the Microsoft Management Console Services window. There should no
longer be an entry for the removed agent.

Y ou should also remove or archive any log or configuration files associated with this agent. If you have installed any additional agents,
remove them in the same fashion.

5.7.2. Removing the MySQL Enterprise Monitor: Unix

Removing the MySQL Enterprise Service M anager

To remove the MySQL Enterprise Service Manager, find theuni nst al | fileinthe/ opt/ nmysql / ent erpri se/ noni t or direct-
ory.

Execute thisfile by typing:

shel | > . /uninstall

During the uninstall process you will be given the option of saving existing data and log files. Choose this option if you plan to reinstall
the MySQL Enterprise Monitor.

If you are not saving existing data, after uninstalling the MySQL Enterprise Service Manager you may remove the /
opt/ nysql / enterprise/ nonitor directory.

I Warning

If you chose not to remove existing data and log files when uninstalling the MySQL Enterprise Monitor do not remove the
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| /opt/nysql/enterprise/ nonitor directory; doing so will delete thesefiles.

On Red Hat Enterprise Linux 4 and Fedora Core 4, the uninstall script may not stop the Tomcat server. Do this manually if necessary.
To do this see, Section 5.2.6, “ Starting/Stopping the MySQL Enterprise Monitor Service on Unix and Mac OS X”.

There may be other Java processes running on your system. Be careful not to accidentally stop them.

On some Unix platforms, including HP-UX, you may have to manually deletethe uni nst al | application and the installation direct-
ory after you have execute the uninstall process.

Removing the Monitor Agent

Prior to removal of the Monitor Agent Service you should stop any agents. Do this by changing tothei ni t . d directory and issuing
the command, . / nysqgl - moni t or - agent st op.

Youwill findtheuni nst al | fileinthe/ opt/ nmysql / enterpri se/ agent directory. Execute thisfile by navigating to thisdir-
ectory and typing:

shel | > . /uninstall

After uninstalling the Monitor Agent you may removethe/ opt/ nysql / ent er pri se/ agent directory.

Removing the Monitor Agent in this fashion will remove the default service, and all the configuration files for different instances.

Removing a Single Agent

If you are running more than one agent on the same machine and wish to remove only one of the agents, do not run the uninstall pro-

gram. To remove a single agent and leave other agents intact follow these steps:

1. Stop the agent

2. Confirm the location of thelog files

3. Removethe agent asaservice

4. Remove/Archive associated files

ILtJ i_s best to stop the agent before removing it; for instructions on stopping an agent see Section 5.3.5.3, “ Starting/Stopping the Agent on
nix”.

Y ou can confirm the location of the agent log files by checking thei ni file. For more information on this topic see Section C.2.1,
“MySQL Enterprise Agent Configurable Options”.

Y ou may then remove the agent as a daemon by removing itsentry inthei ni t . d directory. Y ou should also remove or archive any
log or configuration files associated with this agent.

If you have installed any additional agents, remove them in the same fashion.

5.7.3. Removing the MySQL Enterprise Monitor Mac OS X

Removing the MySQL Enterprise Service M anager

To remove the MySQL Enterprise Service Manager, runtheuni nst al | . app located inthe/ Appl i ca-
tions/ mysql/enterprise/ nonitor/ directory, or theroot directory of your MySQL Enterprise Service Manager installation.

During the uninstall process you will be given the option of saving existing data and log files. Choose this option if you plan to reinstall
the MySQL Enterprise Monitor.

If you are not saving existing data, after uninstalling the MySQL Enterprise Service Manager you may remove the /
Appl i cations/ mysql/enterprise/ nonitor directory.

I Warning

If you chose not to remove existing data and log files when uninstalling the MySQL Enterprise Monitor do not remove the
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I /Applications/mysgl/enterprise/monitor directory; doing so will delete these files.
Removing the Monitor Agent

Prior to removal of the MySQL Enterprise Agent you should stop any agents. Do this by changing to thei ni t . d directory and issuing
the command:

shel | > ./ nmysql - moni t or - agent st op

Runtheuni nst al | . app filelocated inthe/ Appl i cati ons/ nysql / enter pri se/ agent directory.
After uninstalling the MySQL Enterprise Agent you may removethe/ Appl i cati ons/ nysql / ent er pri se/ agent directory.

Removing the MySQL Enterprise Agent in this fashion will remove the default service, and al the configuration files for different in-
stances.

Removing a Single Agent

If you are running more than one agent on the same machine and wish to remove only one of the agents, do not run the uninstall pro-
gram.

To remove asingle agent and |leave other agents intact follow these steps:

1. Stoptheagent
Confirm the location of thelog files

Remove the agent as a daemon

A W N

Remove/Archive associated files
It is best to stop the agent before removing it; for instructions on stopping an agent see Section 5.3.5.2, “ Starting/Stopping the Agent on
Mac OS X".

Y ou can confirm the location of the agent log files by checking the ini file. For more information on this topic see Section C.2.1,
“MySQL Enterprise Agent Configurable Options”.

Y ou may then remove the agent as a daemon by removing itsentry inthei ni t . d directory.
Y ou should also remove or archive any log or configuration files associated with this agent.

If you have installed any additional agents, remove them in the same fashion.
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MySQL Enterprise Monitor 2.2

e Section A.1, “ Apache Commons BeanUtils’

e Section A.2, “ Apache Commons Codec”

e Section A.3, “Apache Commons Collections’

e Section A .4, “ Apache Commons DBCP”

e Section A.5, “ Apache Commons Digester”

e Section A.6, “ Apache Commons Exec”

e Section A.7, “ Apache Commons FileUpload”

¢ Section A.8, “ Apache Commons HttpClient”

e Section A.9, “ Apache Commons |O”

e Section A.10, “Apache Commons Lang”

e Section A.11, “Apache Commons Logging’

e Section A.12, “ Apache Commons Pool”

e Section A.13, “Apache Commons Validator”

e Section A.14, “ Apache HttpComponents HttpClient”
e Section A.15, “Apache HttpComponents HttpCore”
e Section A.16, “Apache JAMES MimedJ’'

e Section A.17, “Apache License Version 2.0, January 2004”
e Section A.18, “ Apache log4j”

e Section A.19, “Apache Tomcat”

e Section A.20, “ASM”

e SectionA.21,“cURL (I i bcurl) License”

e Section A.22,“IJDOM Project”

e Section A.23, “jQuery”

e Section A.24, “jQuery Ul”

e Section A.25, “l i bevent License’

e Section A.26, “LPeg Library License”

e Section A.27,“LuaFi | eSyst emLibrary License’
e Section A.28, “OpenSSL v0.9.80 and later”

e Section A.29, “ Spring Framework”

e Section A.30,“zl i b License”

152



Licenses for Third-Party Components

A.l. Apache Commons BeanUtils

The following software may be included in this product:

Apache Commpbns BeanUtils

Conponent's NOTICE. txt file:

Apache Commobns BeanUtils

Copyri ght 2000-2008 The Apache Software Foundation

Thi s product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “ Apache License Version 2.0, January 2004”.

A.2. Apache Commons Codec

The following software may be included in this product:

The follow ng software may be included in this product:
Apache Commpbns Codec
Copyri ght 2002-2009 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

src/ test/org/ apache/ commons/ codec/ | anguage/ Doubl eMet aphoneTest . j ava contains test data
fromhttp://aspell.net/test/batchO.tab.
Copyright (C 2002 Kevin Atkinson (kevi na@nu.org).

Ver bati m copying and distribution of this entire article is pernmitted in
any nmedi um provided this notice is preserved.

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004”.

A.3. Apache Commons Collections

The following software may be included in this product:

Apache Commons Col | ecti ons

Conmponent's NOTICE. txt file:

Apache Commons Col | ecti ons

Copyri ght 2001-2008 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “ Apache License Version 2.0, January 2004”.

A.4. Apache Commons DBCP

The following software may be included in this product:

Apache Commpns DBCP

Conponent's NOTICE. txt file:

Apache Commobns DBCP

Copyri ght 2001-2010 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “ Apache License Version 2.0, January 2004”.

A.5. Apache Commons Digester

The following software may be included in this product:
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Apache Conmons Di gester

Conponent's NOTICE. txt file:

Apache Jakarta Commons Di gester

Copyri ght 2001-2006 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww.apache.org/).

This component is licensed under Section A.17, “ Apache License Version 2.0, January 2004”.

A.6. Apache Commons Exec

The following software may be included in this product:

Apache Commobns Exec

Conponent's NOTICE. txt file:

Apache Commopbns Exec

Copyri ght 2005-2009 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004".

A.7. Apache Commons FileUpload

The following software may be included in this product:

Apache Conmmons Fi | eUpl oad

Component's NOTICE. txt file:

Apache Jakarta Commons Fil eUpl oad

Copyri ght 2002-2006 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004".

A.8. Apache Commons HttpClient

The following software may be included in this product:

Apache Commons Htt pd i ent

Conmponent's NOTICE. txt file:

Apache Jakarta Httpdient

Copyri ght 1999-2007 The Apache Software Foundation

Thi s product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “ Apache License Version 2.0, January 2004”.

A.9. Apache Commons IO

The following software may be included in this product:

Apache Commons | O

Conmponent's NOTICE. txt file:

Apache Jakarta Commons | O

Copyri ght 2001-2007 The Apache Software Foundation

Thi s product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “ Apache License Version 2.0, January 2004”.
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A.10. Apache Commons Lang

The following software may be included in this product:

Apache Commons Lang

Conponent's NOTICE. txt file (ol der version):
Apache Jakarta Commons Lang

Copyri ght 2001-2007 The Apache Software Foundation

Thi s product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

Conmponent's NOTICE. txt file (newer version):
Apache Commons Lang
Copyri ght 2001-2008 The Apache Software Foundation

Thi s product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “ Apache License Version 2.0, January 2004”.

A.11. Apache Commons Logging

The following software may be included in this product:

Apache Commopns Loggi ng

Conmponent's NOTICE. txt file:

Apache Commons Loggi ng

Copyri ght 2003-2007 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004”.

A.12. Apache Commons Pool

The following software may be included in this product:

Apache Commons Pool

Conmponent's NOTICE. txt file:
Apache Commons Pool
Copyri ght 1999-2009 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “ Apache License Version 2.0, January 2004”.

A.13. Apache Commons Validator

The following software may be included in this product:

Apache Commons Val i dat or

Conmponent's NOTICE. txt file:
This product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “ Apache License Version 2.0, January 2004”.

A.14. Apache HttpComponents HttpClient

The following software may be included in this product:

Apache Htt pConponents Httpd i ent
Conmponent's NOTICE. txt file:
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Apache Htt pConponents dient
Copyri ght 1999-2009 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww.apache.org/).

This project contains annotations derived from JCI P- ANNOTATI ONS
Copyright (c) 2005 Brian Goetz and Tim Peierls. See

http://ww.jcip.net and the Creative Commons Attribution License
(http://creativecommons. org/licenses/by/2.5)

This component is licensed under Section A.17, “ Apache License Version 2.0, January 2004”.

A.15. Apache HttpComponents HttpCore

The following software may be included in this product:

Apache Htt pConponents HttpCore

Conponent's NOTICE. txt file:

Apache Htt pConponents Core - HttpCore

Copyri ght 2006-2009 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “ Apache License Version 2.0, January 2004”.

A.16. Apache JAMES Mime4J

The following software may be included in this product:

The followi ng software may be included in this product:
Apache JAMES M ne4J

Conmponent's NOTICE. txt file:

== NOTI CE file for use with the Apache License, Version 2.0, ==

Apache JAMES M ne4j
Copyri ght 2004- 2008 The Apache Software Foundation

Thi s product includes software devel oped at
The Apache Software Foundation (http://ww. apache.org/).

This product may include/use software, JUnit (http://wwm.junit.org/),
devel oped by Kent Beck, Erich Gamma, and Davi d Saff

Li cense: Common Public License Version 1.0

(http://ww. opensource. org/licenses/cpl.php)

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004”.

THI S PRODUCT ALSO | NCLUDES THI RD PARTY SOFTWARE REDI STRI BUTED UNDER
THE FOLLOW NG LI CENSES:

JUnit, Common Public License Version 1.0 (junit-3.8.1.jar)
http://junit.org

THE ACCOVPANYI NG PROGRAM | S PROVI DED UNDER THE TERMS OF THI S COVIVON
PUBLI C LI CENSE ("AGREEMENT"). ANY USE, REPRODUCTI ON OR DI STRI BUTI ON OF
THE PROGRAM CONSTI TUTES RECI PI ENT' S ACCEPTANCE OF THI S AGREEMENT.

1. DEFI N TI ONS

"Contribution" means:
a) in the case of the initial Contributor, the initial code and
docunent ati on di stributed under this Agreement, and

b) in the case of each subsequent Contributor:
i) changes to the Program and

ii) additions to the Program where such changes and/or additions to
the Programoriginate fromand are distributed by that particul ar
Contributor. A Contribution 'originates' froma Contributor if it was
added to the Program by such Contributor itself or anyone acting on
such Contributor's behal f. Contributions do not include additions to
t he Program whi ch:

(i) are separate nmpdul es of software distributed in conjunction with
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the Program under their own license agreenent, and (ii) are not
derivative works of the Program

"Contributor" means any person or entity that distributes the Program
"Li censed Patents " mean patent clainms |licensable by a Contributor
which are necessarily infringed by the use or sale of its Contribution
al one or when conbined with the Program

"Program’ nmeans the Contributions distributed in accordance with this
Agr eenent .

"Reci pi ent" means anyone who receives the Program under this
Agreenent, including all Contributors.

2. GRANT OF RIGHTS

a) Subject to the terms of this Agreement, each Contributor hereby
grants Reci pi ent a non-exclusive, worldw de, royal ty-free copyright
I'icense to reproduce, prepare derivative works of, publicly display,
publicly perform distribute and sublicense the Contribution of such
Contributor, if any, and such derivative works, in source code and
obj ect code form

b) Subject to the ternms of this Agreement, each Contri butor hereby
grants Reci pi ent a non-exclusive, worl dw de royal ty-free patent

I'i cense under Licensed Patents to nmmke, use, sell, offer to sell,
inport and otherwise transfer the Contribution of such Contnbutor if
any, in source code and object code form This patent |icense shal |
apply to the conbination of the Contribution and the Programif, at
the tinme the Contribution is added by the Contributor, such addi ti on
of the Contribution causes such conbination to be covered by the

Li censed Patents. The patent |icense shall not apply to any other
conbi nati ons whi ch include the Contribution. No hardware per se is
I'i censed hereunder.

c) Recipient understands that although each Contributor grants the
licenses to its Contributions set forth herein, no assurances are
provi ded by any Contributor that the Program does not infringe the
patent or other intellectual property rights of any other entity. Each
Contributor disclaims any liability to Recipient for clainms brought by
any other entity based on infringement of intellectual property rights
or otherwise. As a condition to exercising the rights and |icenses
granted hereunder, each Recipient hereby assumes sole responsibility
to secure any ot her intel | ectual property rights needed, 1f any. For
exanmple, if a third party patent license is required to all ow
Recipient to distribute the Program it is Recipient's responsibility
to acquire that license before distributing the Program

d) Each Contributor represents that to its know edge it has sufficient
copyright rights inits Contribution, if any, to grant the copyright
license set forth in this Agreenent.

3. REQUI REMENTS

A Contributor nay choose to distribute the Programin object code form
under its own |icense agreenent, provided that:

a) it conplies with the terms and conditions of this Agreement; and

b) its |icense agreenent:
i) effectively disclainms on behalf of all Contributors all _
warranties and conditions, express and inplied, including warranties

or conditions of title and non- infringenment, and implied warranties
or conditions of merchantability and fitness for a particul ar

pur pose;
ii) effectively excludes on behalf of all Contributors all liability
for danmges, including direct, indirect, special, incidental and

consequenti al damages, such as | ost proflts;

ii) states that any provisions which differ fromthis Agreement are
of fered by that Contributor alone and not by any other party; and

iv) states that source code for the Programis available from such
Contributor, and inforns |icensees howto obtain it in a reasonable
manner on or through a medi um customarily used for software
exchange.

When the Programis nmade available in source code form
a) it nmust be nmade avail abl e under this Agreenent; and
b) a copy of this Agreement nmust be included with each copy of the Program

Contributors may not renove or alter any copyright notices contained within the Program
Each Contributor nmust identify itself as the originator of its

Contribution, if any, in a manner that reasonably all ows subsequent
Recipients to identify the originator of the Contribution.
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4. COMVERCI AL DI STRI BUTI ON

Conmercial distributors of software may accept certain
responsibilities with respect to end users, business partners and the
like. Wiile this license Is intended to facilitate the conmercial use
of the Program the Contributor who includes the Programin a
commer ci al product offering should do so in a manner whi ch does not
create potential liability for other Contributors. Therefore, if a
Contributor includes the Programin a conmmercial product offeri ng,
such Contributor ("Conmercial Contributor") hereby agrees to defend
and indemify every other Contributor ("Indemified Contributor")

agai nst any | osses, damages and costs (collectively "Losses") arising
fromclains, lawsuits and other legal actions brought by a third party
agai nst the Indemified Contributor to the extent caused by the acts
or om ssions of such Conmercial Contributor in connection with its
distribution of the Programin a conmmerci al product offering. The
obligations in this section do not apply to any clains or Losses
relating to any actual or alleged intellectual property

infringenent. In order to qualify, an Indemified Contributor nust: a)
promptly notify the Commercial Contributor in witing of such claim
and b) allow the Commrercial Contributor to control, and cooperate with
the Commercial Contributor in, the defense and any rel ated settl enent
negotiations. The Indemified Contributor may participate in any such
claimat its own expense.

For exanple, a Contributor might include the Programin a conmerci al
product offering, Product X That Contributor is then a Commerci al
Contributor. If that Commercial Contributor then makes performance
claims, or offers warranties related to Product X, those performance
claims and warranties are such Commercial Contributor's responsibility
al one. Under this section, the Conmercial Contributor would have to
defend cl ai ms agai nst the other Contributors related to those
performance clainms and warranties, and if a court requires any other
Contributor to pay any damages as a result, the Commrercial Contributor
must pay those damages.

5. NO WARRANTY

EXCEPT AS EXPRESSLY SET FORTH IN THI S AGREEMENT, THE PROGRAM | S
PROVIDED ON AN "AS | S" BASIS, W THOUT WARRANTI ES OR CONDI TI ONS OF ANY
KI'ND, El THER EXPRESS OR | MPLI ED | NCLUDI NG, W THOUT LI M TATI ON, ANY
WARRANTI ES OR CONDI TI ONS OF TI TLE, NON- | NFRI NGEMENT, MERCHANTABI LI TY
OR FI TNESS FOR A PARTI CULAR PURPOSE. Each Reci pient is solely
responsi bl e for determining the appropriateness of using and
distributing the Program and assunes all risks associated with its
exercise of rights under this Agreement, including but not limted to
the risks and costs of programerrors, conpliance with applicable

| aws, damage to or |oss of data, programs or equi pnment, and

unavai lability or interruption of operations.

6. DI SCLAIMER OF LIABILITY

EXCEPT AS EXPRESSLY SET FORTH IN THI S AGREEMENT, NEI THER RECI Pl ENT NOR
ANY CONTRI BUTORS SHALL HAVE ANY LIABILITY FOR ANY DI RECT, | NDI RECT,

I NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG

W THOUT LI M TATI ON LOST PROFITS), HOWEVER CAUSED AND ON ANY THEORY OF
LI ABI LI TY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT (| NCLUDI NG
NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE OR

DI STRI BUTI ON OF THE PROGRAM OR THE EXERCI SE OF ANY RI GHTS GRANTED
HEREUNDER, EVEN | F ADVI SED OF THE POSSI BI LI TY OF SUCH DAVAGES.

7. GENERAL

If any provision of this Agreenment is invalid or unenforceabl e under
applicable law, it shall not affect the validity or enforceability of
the renmi nder of the terns of this Agreenent, and without further
action by the parties hereto, such provision shall be reformed to the
m ni mum extent necessary to make such provision valid and enforceable.

If Recipient institutes patent litigation against a Contributor with
respect to a patent applicable to software (including a cross-claimor
counterclaimin a lawsuit), then any patent |licenses granted by that
Contributor to such Recipient under this Agreenent shall terminate as
of the date such litigation is filed. In addition, if Recipient
institutes patent litigation against any entity (|ncl uding a
cross-claimor counterclaimin a lawsuit) alleging that the Program
itself (excluding conbinations of the Programw th other software or
hardware) infringes such Recipient's patent(s), then such Recipient's
rights granted under Section 2(b) shall terminate as of the date such
litigation is filed.

Al Recipient's rights under this Agreenent shall terminate if it
fails to conply with any of the material ternms or conditions of this
Agreenent and does not cure such failure in a reasonable period of
tine after beconmi ng aware of such nonconpliance. If all Recipient's
rights under this Agreement terminate, Recipient agrees to cease use
and distribution of the Program as soon as reasonably

practicabl e. However, Recipient's obligations under this Agreenment and
any |icenses granted by Recipient relating to the Program shall
continue and survive.
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Everyone is pernmitted to copy and distribute copies of this Agreenent,
but 1 n order to avoid inconsistency the Agreement is copyrighted and
may only be nodified in the follow ng manner. The Agreement Steward
reserves the right to publish new versions (including revisions) of
this Agreenent fromtine to tine. No one other than the Agreenent
Steward has the right to nmodify this Agreement. IBMis the initial
Agreenment Steward. |BM may assign the responsibility to serve as the
Agreenent Steward to a suitable separate entity. Each new version of
the Agreement will be given a distinguishing version nunber. The
Program (i ncluding Contributions) may al ways be distributed subject to
the version of the Agreenent under which it was received. In addition,
after a new version of the Agreement is published, Contributor may
elect to distribute the Program (including its Contributions) under
the new version. Except as expressly stated in Sections 2(a) and 2(b)
above, Recipient receives no rights or licenses to the intellectual
property of any Contributor under this Agreenent, whether expressly,
by 1 nmplication, estoppel or otherwise. Al rights in the Program not
expressly granted under this Agreenent are reserved.

This Agreenment is governed by the |laws of the State of New York and
the intellectual property laws of the United States of Anmerica. No
party to this Agreement will bring a |legal action under this Agreenent
nore than one year after the cause of action arose. Each party waives
its rights to a jury trial in any resulting litigation.

Bnd, Bundl e Tool http://ww. aqute. bi z/ Code/ Bnd, The Apache License, Version 2.0
ALL OTHERS JARS, BY APACHE SOFTWARE FOUNDATI ON
ALL OF THESE ARE LI CENSED UNDER The Apache License, Version 2.0 EXCEPT:

Apache Conmons Loggi ng,
The Apache Software License, Version 1.1 (commons-1logging-1.1.1.jar)

The Apache Software License, Version 1.1

Redi stribution and use in source and binary forms, with or w thout
nodi fication, are permtted provided that the follow ng conditions
are net:

1. Redistributions of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclainmner.

2. Redistributions in binary formnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainmer in

the docunentati on and/or other naterials provided with the

di stribution.

3. The end-user docunentation included with the redistribution, if

any, must include the follow ng acknow edgnment: "This product includes
sof tware devel oped by the Apache Software Foundation

(http://ww. apache.org/)." Alternately, this acknow edgnent may
appear in the software itself, if and wherever such third-party
acknow edgments normal |y appear.

4. The names "Apache" and "Apache Software Foundati on" must not be
used to endorse or pronpte products derived fromthis software wi thout
prior witten perm ssion. For witten perm ssion, please contact
apache@pache. or g.

5. Products derived fromthis software may not be called "Apache", nor
may "Apache" appear in their name, wthout prior witten permnission of
t he Apache Software Foundati on.

TH S SOFTWARE |S PROVIDED ""AS | S'* AND ANY EXPRESSED COR | MPLI ED
WARRANTI ES, | NCLUDING BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE DI SCLAI MED.
IN NO EVENT SHALL THE APACHE SOFTWARE FOUNDATI ON OR | TS CONTRI BUTORS
BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (I NCLUDI NG, BUT NOT LI M TED TO, PROCUREMENT OF
SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR

BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY,
WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE
OR OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN
I'F ADVI SED OF THE PGCSSI BI LI TY OF SUCH DANMAGE.

A.17. Apache License Version 2.0, January 2004

The following applies to all products |icensed under the Apache 2.0

Li cense: You may not use the identified files except in conpliance
with the Apache License, Version 2.0 (the "License.") You nay obtain a
copy of the License at http://wwm. apache.org/licenses/LI CENSE-2.0. A
copy of the license is also reproduced bel ow. Unless required by
applicable |aw or agreed to in witing, software distributed under the
License is distributed on an "AS | S" BASIS, W THOUT WARRANTI ES OR
CONDI TIONS OF ANY KIND, either express or |rrpl ied. See the License for
the specific | anguage governing perm ssions and limtations under the
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Li cense.

Apache License Version 2.0, January 2004 http://ww. apache.org/licenses/
TERVS AND CONDI TI ONS FOR USE, REPRODUCTI ON, AND DI STRI BUTI ON

1. Definitions.

"Li cense" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this docunent.

"Licensor" shall mean the copyright owner or entity authorized by the
copyri ght owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all other
entities that control, are controlled by, or are under conmmon control
with that entity. For the purposes of this definition, "control" neans
(i) the power, direct or indirect, to cause the direction or
managenent of such entity, whether by contract or otherw se, or (ii)
ownership of fifty percent (50% or nmore of the outstanding shares, or
(iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising
perm ssions granted by this License.

"Source" formshall mean the preferred form for making nodifications,
including but not linmted to software source code, docunmentation
source, and configuration files.

"Object" formshall mean any formresulting from mechani cal
transformation or translation of a Source form including but not
limted to conpiled object code, generated docunentation, and
conversions to other nedia types.

"Work" shall mean the work of authorship, whether in Source or bject
form nmde avail able under the License, as indicated by a copyright
notice that is included in or attached to the work (an exanple is
provided in the Appendi x bel ow).

"Derivative Wrks" shall mean any work, whether in Source or bject
form that is based on (or derived from the Wrk and for which the
editorial revisions, annotations, elaborations, or other nodifications
represent, as a whole, an original work of authorship. For the
purposes of this License, Derivative Wrks shall not include works
that renmain separable from or nerely link (or bind by nane) to the
interfaces of, the Work and Derivative Wrks thereof.

"Contribution" shall mean any work of authorship, including the
original version of the Work and any nodifications or additions to
that Work or Derivative Wrks thereof, that is intentionally submtted
to Licensor for inclusion in the Wrk by the copyright owner or by an
i ndi vidual or Legal Entity authorized to submit on behalf of the
copyri ght owner. For the purposes of this definition, "submtted"
means any formof electronic, verbal, or witten conmmunication sent to
the Licensor or its representatives, including but not limted to
conmmuni cation on electronic mailing lists, source code control

systems, and issue tracking systens that are managed by, or on behal f
of, the Licensor for the purpose of discussing and inproving the Wrk,
but excl udi ng conmuni cation that is conspicuously marked or otherw se
designated in witing by the copyright owner as "Not a Contribution."

"Contributor” shall mean Licensor and any individual or Legal Entity
on behal f of whom a Contribution has been received by Licensor and
subsequent |y incorporated within the Wrk

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,

wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Wrks of, publicly
di splay, publicly perform sublicense, and distribute the Wrk and
such Derivative Wrks in Source or Object form

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocable (except
as stated in this sectlon) patent |icense to make, have made, use,
offer to sell, sell, inmport, and otherw se transfer the Wor k, wher e
such |icense appl i es only to those patent clainms |icensable by such
Contributor that are necessarily infringed by their Contribution(s)

al one or by conbination of their Contribution(s) with the Wrk to

whi ch such Contribution(s) was submitted. If You institute patent
litigation against any entity (including a cross-claimor counterclaim
inalawsuit) alleging that the Work or a Contribution incorporated
within the Wirk constitutes direct or contributory patent
infringenent, then any patent |icenses granted to You under this

Li cense for that Wirk shall terminate as of the date such litigation
is filed.

4. Redistribution. You may reproduce and distribute copies of the Wrk
or Derivative Wrks thereof in any nedium wth or without
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modi fications, and in Source or Object form provided that You neet
the foll owing conditions:

(a) You must give any other recipients of the Wirk or Derivative Wrks
a copy of this License; and

(b) You must cause any nodified files to carry promnent notices
stating that You changed the files; and

(c) You must retain, in the Source formof any Derivative Wrks that
You distribute, all copyright, patent, trademark, and attribution
notices fromthe Source formof the Wrk, excluding those notices that
do not pertain to any part of the Derivative Wrks; and

(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Wrks that You distribute nust
include a readabl e copy of the attribution notices contained

within such NOTICE file, excluding those notices that do not pertain
to any part of the Derivative Wrks, in at |east one of the follow ng
places: within a NOTICE text file distributed as part of the
Derivative Wrks; within the Source formor docunmentation, if provided
along with the Derivative Wirks; or, within a display generated by the
Derivative Wrks, if and wherever such third-party notices normally
appear. The contents of the NOTICE file are for informational purposes
only and do not nodify the License. You nmay add Your own attribution
notices within Derivative Wirks that You distribute, alongside or as
an addendumto the NOTICE text fromthe Wrk, provided that such

addi tional attribution notices cannot be construed as nodifying the

Li cense.

You may add Your own copyright statement to Your nodifications and may
provi de additional or different license ternms and conditions for use,
reproduction, or distribution of Your nodifications, or for any such
Derivative Wrks as a whole, provided Your use, reproduction, and
distribution of the Wirk otherwi se conplies with the conditions stated
in this License.

5. Submi ssion of Contributions. Unless You explicitly state otherw se,
any Contribution intentionally submtted for inclusion in the Wrk by
You to the Licensor shall be under the terms and conditions of this

Li cense, without any additional ternms or conditions. Notw thstanding
the above, nothing herein shall supersede or nodify the terms of any
separate |icense agreenment you may have executed wth Licensor

regardi ng such Contri butions.

6. Trademarks. This License does not grant permi ssion to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonabl e and customary use in describing the
origin of the Wrk and reproduci ng the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable | aw or agreed
toin witing, Licensor provides the Wrk (and each Contri butor
provides its Contributions) on an "AS | S" BASI S, W THOUT WARRANTI ES OR
CONDI TI ONS OF ANY KIND, either express or inplied, including, wthout
limtation, any warranties or conditions of TITLE, NON-INFRI NGEMENT,
MERCHANTABI LI TY, or FI TNESS FOR A PARTI CULAR PURPCSE. You are solely
responsi ble for determining the appropriateness of using or
redistributing the Wrk and assune any risks associated with Your
exerci se of perm ssions under this License.

8. Limtation of Liability. In no event and under no |egal theory,
whether in tort (including negligence), contract, or otherw se, unless
requi red by applicable | aw (such as deliberate and grossly negligent
acts) or agreed to in witing, shall any Contributor be liable to You
for damamges, including any direct, indirect, special, incidental, or
consequenti al damages of any character arising as a result of this

Li cense or out of the use or inability to use the Wirk (including but
not limted to damages for |oss of goodw ||, work stoppage, conputer
failure or nalfunction, or any and all other commercial danmges or

| osses), even if such Contributor has been advi sed of the possibility
of such damages.

9. Accepting Warranty or Additional Liability. Wiile redistributing
the Work or Derivative Wrks thereof, You nay choose to offer, and
charge a fee for, acceptance of support, warranty, indemity, or other
liability obligations and/or rights consistent wth this

Li cense. However, in accepting such obligations, You may act only on
Your own behal f and on Your sole responsibility, not on behalf of any
other Contributor, and only if You agree to indemify, defend, and
hol d each Contributor harm ess for any liability incurred by, or
claims asserted agai nst, such Contributor by reason of your accepting
any such warranty or additional liability.

END OF TERVS AND CONDI TlI ONS
APPENDI X: How to apply the Apache License to your work

To apply the Apache License to your work, attach the follow ng boilerplate
notice, with the fields enclosed by brackets "[]" replaced with your own
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identifying information. (Don't include the brackets!) The text should be
encl osed in the appropriate coment syntax for the file format. W al so
recommend that a file or class name and description of purpose be included
on the same "printed page" as the copyright notice for easier identification
within third-party archives.

Copyright [yyyy] [name of copyright owner]

Li censed under the Apache License, Version 2.0 (the "License");
you may not use this file except in conpliance with the License.
You may obtain a copy of the License at

http://ww. apache. org/|icenses/ LI CENSE-2. 0

Unl ess required by applicable law or agreed to in witing, software

di stributed under the License is distributed on an "AS | S" BASI S,

W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or

inplied. See the License for the specific |anguage governi ng perm ssions
and |limtations under the License.

A.18. Apache log4j

The following software may be included in this product:

Apache | og4j

Conponent's NOTICE. txt file:
Apache | og4j
Copyri ght 2007 The Apache Software Foundati on

Thi s product includes software devel oped at
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004".

A.19. Apache Tomcat

The following software may be included in this product:

Apache Tontat

Component's NOTICE. txt file:
Apache Tontat
Copyri ght 1999-2007 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://ww. apache.org/).

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004".

A.20. ASM

The following software may be included in this product:

ASM

Copyright (c) 2000-2005 INRIA, France Tel ecom
Al rights reserved.

Redi stribution and use in source and binary fornms, with or without

nodi fication, are permitted provided that the follow ng conditions

are net:

1. Redistributions of source code nmust retain the above copyright
notice, this list of conditions and the follow ng disclalmner.

2. Redistributions in binary formnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
the docunentation and/or other naterials provided with the distribution.

3. The name of the author may not be used to endorse or pronote products
derived fromthis software w thout specific prior witten perm ssion.

TH S SOFTWARE | S PROVI DED BY THE AUTHOR ""AS | S'' AND ANY EXPRESS OR | MPLI ED WARRANTI ES,

I NCLUDI NG, BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR
A PARTI CULAR PURPCSE ARE DI SCLAI MED. I N NO EVENT SHALL THE AUTHOR BE LI ABLE FOR ANY

DI RECT, | NDI RECT, | NCIDENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG,

BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR
PROFI TS; OR BUSI NESS | NTERRUPTI ON) HOAEVER CAUSED AND ON ANY THECRY OF LI ABILITY, WHETHER
I N CONTRACT, STRICT LIABILITY, OR TORT (INCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY
WAY QUT OF THE USE OF THI S SOFTWARE, EVEN I F ADVI SED OF THE PCSSI BI LI TY OF SUCH DAMAGE.
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A.21. cURL (I i bcurl) License

The following software may be included in this product:

cURL (libcurl)
Use of any of this software is governed by the terns of the |icense bel ow
COPYRI GHT AND PERM SSI ON NOTI CE

Copyright (c) 1996 - 2009, Daniel Stenberg, <daniel @axx.se>.
Al rights reserved.

Permi ssion to use, copy, nodify, and distribute this software for any purpose
with or without fee is hereby granted, provided that the above copyri ght
notice and this permission notice appear in all copies.

THE SOFTWARE | S PROVIDED "AS | S", W THOUT WARRANTY OF ANY KIND, EXPRESS OR

I MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF MERCHANTABI LI TY,

FI TNESS FOR A PARTI CULAR PURPOSE AND NONI NFRI NGEMENT OF THI RD PARTY

RIGHTS. I N NO EVENT SHALL THE AUTHORS OR COPYRI GHT HOLDERS BE LI ABLE FOR

ANY CLAIM DAMAGES OR OTHER LI ABILITY, WHETHER | N AN ACTI ON OF CO\ITRACT TORT
OR OTHERW SE, ARI SING FROM QUT OF OR | N CONNECTI ON W TH THE SOFTWARE OR

THE USE OR OTHER DEALINGS | N THE SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall not
be used in advertising or otherwise to pronote the sale, use or other
dealings in this Software without prior witten authorization of the copyright
hol der .

A.22. JDOM Project

The following software may be included in this product:

JDOM

Thi's product includes software devel oped by the
JDOM Proj ect (http://ww.jdom org/)

Copyright (C) 2000-2004 Jason Hunter & Brett MLaughlin.
Al rights reserved.

Redi stribution and use in source and binary forms, with or w thout

nodi fication, are pernmtted provided that the follow ng conditions

are net:

1. Redistributions of source code nust retain the above copyright notice,
this list of conditions, and the follow ng disclainer.

2. Redistributions in binary formmust reproduce the above copyright notice,
this list of conditions, and the disclainer that foll ows these conditions
in the docunentati on and/or other materials provided with the distribution.

3. The name "JDOM' nust not be used to endorse or pronmote products derived
fromthis software without prior witten permission. For witten pernission,
pl ease contact <request_ AT _j dom DOT_org>.

4. Products derived fromthis software may not be called "JDOM', nor may
"JDOM' appear in their name, without prior witten permission fromthe
JDOM Proj ect Managenent <request _AT_j dom DOT_or g>.

In addition, we request (but do not require) that you include in the end-user

docunent ati on provided with the redistribution and/or in the software itself

an acknow edgenent equivalent to the foll ow ng:
"This product includes software devel oped by the
JDOM Proj ect (http://ww.jdomorg/)."

Al ternatively, the acknow edgnment may be graphical using the | ogos avail able

at http://ww.jdom org/imges/| ogos.

TH'S SOFTWARE | S PROVIDED "AS | S" AND ANY EXPRESSED OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT
NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL THE JDOM AUTHORS OR THE PROQIECT CONTRI BUTORS BE
LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES
(I NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOAEVER CAUSED AND ON ANY THEORY OF LI ABILITY,
WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (INCLUDI NG NEGLI GENCE OR OTHERW SE) ARl SI NG
IN ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN I F ADVI SED OF THE PGSSI BI LI TY OF SUCH
DAVAGE.

This software consists of voluntary contributions made by many individual s
on behal f of the JDOM Project and was originally created by Jason Hunter
and Brett MLaughlin. For nmore information on the JDOM Proj ect, please see
<http://ww:.jdomorg/>."
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A.23. jQuery

The following software may be included in this product:

j Query
Copyright (c) 2009 John Resig.

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associ ated docunentation files (the "Software"),
to deal in the Software without restriction, including without limtation
the rights to use, copy, nodify, nerge, publish, distribute, sublicense,
and/or sell copies of the Software, and to pernmit persons to whomthe
Software is furnished to do so, subject to the follow ng conditions:

The above copyright notice and this perm ssion notice shall be included
in all copies or substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS | S", W THOUT WARRANTY OF ANY KI ND, EXPRESS OR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO THE WARRANTI ES OF MERCHANTABI LI TY, FI TNESS FOR A PARTI CULAR
PURPOSE AND NONI NFRI NGEMENT. | N NO EVENT SHALL THE AUTHORS OR COPYRI GHT HOLDERS BE LI ABLE
FOR ANY CLAIM DANVAGES OR OTHER LI ABILITY, WHETHER IN AN ACTI ON OF CONTRACT, TORT OR
OTHERW SE, ARI SING FROM OQUT OF OR I N CONNECTI ON W TH THE SOFTWARE OR THE USE OR OTHER
DEALI NGS I N THE SOFTWARE.

A.24.Query Ul

The following software may be included in this product:

j Query U
Copyright (c) 2009 Paul Bakaus, http://jqueryui.com

This software consists of voluntary contributions made by many individual s
(AUTHORS. t xt, http://jqueryui.confabout) For exact contribution history,
see the revision history and | ogs, available at

http://jquery-ui.googl ecode. conl svn/

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associ ated docunmentation files (the "Software"),
to deal in the Software without restriction, including without |imtation
the rights to use, copy, nodify, nerge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whomthe
Software is furnished to do so, subject to the follow ng conditions:

The above copyright notice and this perm ssion notice shall be included
in all copies or substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS I S", W THOUT WARRANTY OF ANY KI ND, EXPRESS

OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO THE WARRANTI ES OF MERCHANTABI LI TY,

FI TNESS FOR A PARTI CULAR PURPOSE AND NONI NFRI NGEMENT. | N NO EVENT SHALL THE

AUTHORS OR COPYRI GHT HOLDERS BE LI ABLE FOR ANY CLAIM DAMAGES OR OTHER

LIABILITY, WHETHER I N AN ACTI ON OF CONTRACT, TORT OR OTHERW SE, ARl SI NG FROM

QUT OF OR I N CONNECTI ON W TH THE SOFTWARE OR THE USE OR OTHER DEALINGS I N THE SOFTWARE.

A.25. 11 bevent License

The following software may be included in this product:

I'i bevent

Copyright (c) 2000-2007 Niels Provos <provos@iti.um ch. edu>
Al rights reserved.

Redi stribution and use in source and binary fornms, with or without

nodi fication, are permtted provided that the follow ng conditions

are net:

1. Redistributions of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclalner.

2. Redistributions in binary formnmust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclaimer in the
docunment ati on and/or other materials provided with the distribution.

3. The nane of the author may not be used to endorse or pronote products
derived fromthis software w thout specific prior witten perm ssion.

TH S SOFTWARE | S PROVI DED BY THE AUTHOR " "AS | S'' AND ANY EXPRESS OR

I MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES
OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE DI SCLAI MED.
I'N NO EVENT SHALL THE AUTHOR BE LI ABLE FOR ANY DI RECT, | NDI RECT,

| NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT
NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
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DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOAEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT

(I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE OF
TH'S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF SUCH DAVAGE

A.26. LPeg Library License

The following software may be included in this product:

LPeg
Use of any of this software is governed by the terms of the |icense bel ow
Copyri ght © 2008 Lua.org, PUC R o.

Permi ssion is hereby granted, free of charge, to any person obtaining a copy of
this software and associ ated docunentation files (the "Software"), to deal in
the Software without restriction, including without linmtation the rights to
use, copy, nodify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to pernmit persons to whomthe Software is furnished to do so,
subject to the follow ng conditions:

The above copyright notice and this perm ssion notice shall be included in all
copi es or substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS | S", W THOUT WARRANTY OF ANY KIND, EXPRESS OR

I MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF MERCHANTABI LI TY, FI TNESS
FOR A PARTI CULAR PURPOSE AND NONI NFRI NGEMENT. | N NO EVENT SHALL THE AUTHORS OR
COPYRI GHT HOLDERS BE LI ABLE FOR ANY CLAIM DAMAGES OR OTHER LI ABI LI TY, WHETHER
IN AN ACTI ON OF CONTRACT, TORT OR OTHERW SE, ARI SING FROM OUT OF OR IN

CONNECTI ON W TH THE SOFTWARE OR THE USE OR OTHER DEALINGS I N THE SOFTWARE.

A.27. LuaFi | eSyst emLibrary License

The following software may be included in this product:

Copyri ght © 2003 Kepl er Project.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associ ated docunentation files (the "Software"), to deal in
the Software without restriction, including without linmtation the rights to
use, copy, nmodify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to pernmit persons to whomthe Software is furnished to do so,
subject to the foll ow ng conditions:

The above copyright notice and this perm ssion notice shall be included in all
copi es or substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS | S", W THOUT WARRANTY OF ANY KIND, EXPRESS OR

I MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF MERCHANTABI LI TY, FI TNESS
FOR A PARTI CULAR PURPOSE AND NONI NFRI NGEMENT. | N NO EVENT SHALL THE AUTHORS OR
COPYRI GHT HOLDERS BE LI ABLE FOR ANY CLAIM DAMAGES OR OTHER LI ABI LI TY, WHETHER
IN AN ACTI ON OF CONTRACT, TORT OR OTHERW SE, ARI SING FROM OUT OF OR IN

CONNECTI ON W TH THE SOFTWARE OR THE USE OR OTHER DEALINGS I N THE SOFTWARE.

A.28. OpenSSL v0.9.80 and later

The following software may be included in this product:

penSSL v0.9.80 and | ater

Copyright (c) 1998-2008 The OpenSSL Proj ect.
Al rights reserved.

Redi stribution and use in source and binary forms, with or without
nmodi fication, are pernmtted provided that the follow ng conditions
are net:
1. Redistributions of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclainer.
2. Redistributions in binary formnmust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
t he docunentation and/or other materials provided with the
di stribution.
3. Al advertising materials mentioning features or use of this
sof tware nust display the foll ow ng acknow edgnent :
"Thi s product includes software devel oped by the OpenSSL
Project for use in the OpenSSL Tool kit.
(http://ww. openssl.org/)"
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4. The names "QpenSSL Tool kit" and "QpenSSL Project" must not be
used to endorse or pronpte products derived fromthis software
wi thout prior witten perm ssion. For witten perm ssion, please
cont act openssl -core@penssl.org.

5. Products derived fromthis software may not be called "OpenSSL"
nor may "OpenSSL" appear in their names without prior witten
permi ssion of the OpenSSL Project.

6. Redistributions of any form whatsoever nmust retain the foll ow ng
acknow edgment :

"This product includes software devel oped by the QpenSSL
Project for use in the OpenSSL Tool kit
(http://ww. openssl.org/)"

TH S SOFTWARE | S PROVI DED BY THE Q‘)enSSL PROJECT ""AS IS'' AND ANY
EXPRESSED OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIMTED TO, THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL THE QpenSSL PROJECT OR I TS
CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL,
EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT LIM TED TO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR
PROFI TS; OR BUSI NESS | NTERRUPTI ON) HOAEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (| NCLUDI NG
NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE OF THI S
SOFTWARE, EVEN | F ADVI SED OF THE PGCSSI BI LI TY OF SUCH DAMAGE.

Thi's product includes cryptographic software witten by Eric Young

(eay@ryptsoft.con). This product includes software witten by Tim
Hudson (tjh@ryptsoft.con).

A.29. Spring Framework

The following software may be included in this product:
Spring Framewor k

Copyright (c) 2004-2009 Rod Johnson, Juergen Hoeller, Keith Donald, Colin Sanpal eanu, Rob
Harrop, Alef Arendsen, Thomas Rlsberg, Darren Davison, Dmitriy Kopyl enko, Mark Poll ack,
Thierry Tenplier, ErW| n Vervaet, Portia Tung, Ben Hale, Adrian Colyer, John Lew s, Costin
Leau, Mark Fisher, Sam Brannen, Rammi vas Laddad, Arjen Poutsma, Chris Beans, Tareq

Abedr abbo, Andy d enent

Component's NOTICE. txt file:

= NOTICE file corresponding to section 4 d of the Apache License, ==
== Version 2.0, in this case for the Spring Framework di stribution. ==

This product includes software devel oped by
the Apache Software Foundation (http://ww.apache. org).

The end-user docunentation included with a redistribution, if any,
must include the follow ng acknow edgenent:

"Thi s product includes software devel oped by the Spring Franmework
Project (http://ww. springframework.org)."

Al ternatively, this acknow edgenent nay appear in the software itself,
if and wherever such third-party acknow edgenments normal |y appear.

The names "Spring" and "Spring Framework" nust not be used to
endorse or pronote products derived fromthis software w thout
prior witten permission. For witten pernission, please contact
rod. j ohnson@ nt erface2l. com or juergen. hoeller@nterface2l. com

This component is licensed under Section A.17, “Apache License Version 2.0, January 2004".

A.30.zl i b License

The following software may be included in this product:
zlib

Oracle gratefully acknowledges the contributions of Jean-loup Gailly and Mark Adler in creating the zlib general purpose compression

library which isused in this product.

/* zlib.h -- interface of the 'zlib'" general purpose conpression library version 1.2.3,
July 18th, 2005
Copyright (C) 1995-2005 Jean-loup Gailly and Mark Adl er
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This software is provided 'as-is', without any express or inplied warranty.

In no event will the authors be held liable for any danmges arising fromthe
use of this software. Permission is granted to anyone to use this software
for any purpose,including commercial applications, and to alter it and
redistribute it freely, subject to the followi ng restrictions:

1. The origin of this software nust not be misrepresented; you nmust not claim
that you wote the original software. If you use this software in a product,
an acknow edgnment in the product docunmentation would be appreciated but is not
required.

2. Altered source versions nust be plainly marked as such, and nust not be

m srepresented as being the original software.

3. This notice nmay not be renpved or altered from any source distribution.

Jean-loup Gailly jloup@zip.org
I\/;ark Adl er nmadl er @l umi . cal tech. edu
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Appendix B. MySQL Enterprise Monitor General Reference

This appendix contains reference information for MySQL Enterprise Monitor.

B.1. MySQL Enterprise Monitor Limitations

The following list provides information on known limitations within MySQL Enterprise Monitor

* Themaximum size for data stored withinthenysql . i nvent ory tableis 64 bytes.
* The MySQL Enterprise Agent when operating for Query Analyzer as a proxy cannot handle queries greater than 16MB.

e TheMySQL Enterprise Agent when operating for Query Analyzer as a proxy does not support clients using the MySQL protocol
older than MySQL 5.0.

e The MySQL Enterprise Agent when operating for Query Analyzer as a proxy does not support clients affects the authentication of
clients. Asthe proxy isthereal client connecting to the backend MySQL server, authentication should use the hostname of the
proxy, not the original client.

*  When viewing the graphs generated by MySQL Enterprise Service Manager, the fonts used for the graphs may not be displayed
properly if the required font is missing.

Y ou can specify a custom font by setting a custom property within the embedded MySQL Server to a known working font. To do

this, connect to your embedded MySQL sever using the information provided by theconf i gur ati on_report. t xt file. Once
connected, execute the following statment:

nysql > | NSERT | NTO map_entries VALUES (1,'Helvetica','graph.font');

Replacing Hel vet i ca with the font you want to use.

The font used for graph rendering is selected as follows, in this order:
1. Theuser override value.

2. The MySQL Enterprise Service Manager default of Arial.

3. Thegraph engine default of SansSerif.

* Itisnot possible to monitor more than one MySQL Enterprise Dashboard instance hosted on the same machine simultaneously
within the same browser, even if each MySQL Enterprise Dashboard uses a different port for access. The effect of this limitation
may be more significant on certain browsers.

e When monitoring multiple MySQL instances with one MySQL Enterprise Agent, if any of the MySQL instances are down at the
point when the agent is started, the agent does not attempt to reconnect to the servers. This could lead to indications that MySQL in-

stances were down when in fact they were running and available. To avoid this problem, ensure all of the monitored instances are
available before starting the agent.

B.2. Supported Browsers

The MySQL Enterprise Dashboard is known to work within the following browser environments:

e Microsoft Internet Explorer 7.x, 8.x
Note

MySQL Enterprise Dashboard is not compatible with the COMPATIBILITY VIEW option within Internet Explorer 8.x.
Please make sure this option is disabled before using MySQL Enterprise Dashboard

o Sofari 3.2, 4.x
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*« Firefox 3.0,3.5

¢ Google Chrome 4.0
The MySQL Enterprise Dashboard is known not to work within the following browser environments:

* Microsoft Internet Explorer 6.x
e Opera

¢ Google Chrome

B.3. Installation Requirements

The Service Manager is available for Windows, Mac OS X, and a variety of Unix and Linux operating systems. In most cases, the
standard operating system and packages are supported without further libraries and modules. All the required components are installed
automatically.

¢ MacOSX Notes

* TheMac OS X Service Manager is only supported on Intel architecture. However, the Mac OS X agent is supported for both In-
tel and the PowerPC.

» Installation requires approximately 450MB of disk space for MySQL Enterprise Service Manager
*  Windows Notes

* Installation requires approximately 260MB of disk space for MySQL Enterprise Service Manager
e Unix/Linux Notes

» Installation requires approximately 450MB of disk space for MySQL Enterprise Service Manager

e OnFreeBSD, you must have bi nd8 installed.

Note

Disk-space usage requirements are approximate for the base application. During usage, the service manager records de-

tailed information about your MySQL servers and environment, and disk space usage increases with time to record this

historical data. Y ou can control how long information is stored once the service manager has been installed.
Running MySQL Enterprise Service Manager places areasonable load on your system, and thisload increases linearly as you add more
agents monitoring more servers. Ideally, you should use a dedicated machine for MySQL Enterprise Service Manager, rather than run-
ning it alongside other applications and services.

Minimum System Requirements

e 2 o0r more CPU cores
¢ 2ormore GB of RAM

¢ Disk I/O subsystem applicable for awrite-intensive database
Recommended System Requirements (if monitoring 100 or more MySQL servers)

e 4 or more CPU cores

¢ 8ormore GB of RAM
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¢ Disk I/O subsystem applicable for awrite-intensive database (RAID10, RAID 0+1)

The Monitor Agent is available for awide range of operating systems. For an up-to-date list please see the ht-
tp://mvww.mysgl.com/products/enterprise/. The agent can be used to monitor any MySQL server from version 4.0.x through 6.0.x.

Production support is not currently available for MySQL Enterprise Monitor (Service Manager component) in virtualized environments.

B.4. Configuring Tomcat Parameters

The parameters for the Tomcat hosting system used to support MySQL Enterprise Service Manager and MySQL Enterprise Dashboard
can have an affect on the performance of the system.

The default settings for Java for Tomcat are as follows:

Initial heap size -Xms 768MB
Maximum heap size -Xmx 768MB
Java stack size -Xss 128MB

Y ou can change these parameters to higher values,by editing the JAVA_OPTS setting within the corresponding platform script.

¢ On Unix/Linux and Mac OS X

Edit the values within apache-t ontat / bi n/ set env. sh filewithin your MySQL Enterprise Service Manager directory. You
should avoid setting maximum figures higher than the physical memory of your system as this may reduce, rather than increase the
performace.

If you change these parameters, shut down and restart MySQL Enterprise Service Manager for the changes to take effect.
e Windows
Edit the JAVA_OPTS settings within theapache-t ontat / bi n/ set env. bat file.
To enable the changes, you must re-install your service. To do this, shutdown your MySQL Enterprise Service Manager service and
then reinstall the service by running:

shel | > nysql noni torctl.bat uninstall
shel | > nmysql moni torctl.bat install

On adl platforms, changes to the JAVA OPTS using the above methods should be retained over an upgrade of the MySQL Enterprise
Service Manager service.

If you change these parameters, you must restart MySQL Enterprise Service Manager for the changes to take effect.

B.5. Backing up MySQL Enterprise Service Manager

If you want to backup the data stored within your MySQL Enterprise Service Manager, you can use any of the typical backup solutions,
such asnysql dunp, to save your data. All you need to backup the information is host name, user name and password details that were
set during the installation of the MySQL Enterprise Service Manager

Y ou can locate thisinformation by examining the contents of theconf i gurati on_report. t xt filethat was generated when
MySQL Enterprise Service Manager was installed. A scample of the file is provided below:

M/SQL Enterprise Mnitor (Version 2.0.0.7088 : 20081031_152749_r 7088)

Here are the settings you specified:

Application hostnanme and port: http://127.0.0. 1: 18080
Tontat Ports: 18080 - 18443 (SSL)

M/SQL Port : 13306

Repository Credentials (bundled M/SQL):

servi ce_manager/ Passwor d
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Use the follow ng command to login to the MyYSQL Enterprise Mnitor database
nysql -uservice_manager -pPassword -P13306 -h127.0.0.1

The last line provides the information about how to connect to the server using the standard mysql command line client.

All the MySQL Enterprise Monitor repository information, including your configuration, rule and historical datais stored within the
memdatabase.

To backup thisinformation using mysql dunp you might use the following command:

shel | > nmysql dunp --single-transacti on »
-uservi ce_nmanager -pPassword -P13306 -h127.0.0.1 nmem >nem dunp

The above command would create afile, mem dunp, containing al of the MySQL Enterprise Monitor data.
To ensure consistency in arecovery situation, you may also want to backup the agent configuration and metadata stored on each mon-
itored MySQL server. To do this:

« Backup the configuration files of each agent. Y ou should keep a copy of the et c directory for each agent. This directory contains
the main configuration file, nysql - noni t or - agent . i ni , and the configuration information for each server being monitored,
which is stored withinthe et ¢/ i nst ances directory.

« On each server being monitored, retain acopy of themysql . i nvent or y table, which contains the unique ID of the MySQL serv-
er.

B.6. Migrating 1.3.x Historical Data to MySQL Enterprise Monitor 2.0

Y ou can migrate the data generated during a MySQL Enterprise Monitor 1.3.x installation using the Data Migration functionality of the
SERVER CONFIGURATION panel.

To use the data migration feature, you must have installed MySQL Enterprise Service Manager using an update installer. The update in-
staller performs the initial migration of your configuration, rules, schedule, and events data. The historical datais not migrated until you
explicitly request the migration of information within the M ANAGE SERVERS section of the SETTINGS panel.

Data migration works on asingle server, allowing you to select on which servers you want to migrate information. The migration is sub-
ject to the following:

e You must elect to migrate the data from each server individualy.

* Migration takes approximately 5-6 hours, for each month, for each server. Therefore, if you have six months of data on 10 serversit
could take between 300 and 360 hours (15 days) to migrate all of your historical data one server at atime.

e Tolimit the data migration, set the DATA PURGE BEHAVIOR within the SETTINGS page. Only data more recent than the specified
purge period is migrated. Data older than the purge period isignored.

* To prevent performance issues, migrate only one or a small number of servers concurrently.

¢ You can start and stop the migration of the data at any time. As ageneral guide, you should avoid stopping the data migration pro-
cess and allow it to complete unless:

* Run out of disk space.

*  MySQL Enterprise Service Manager becomes too slow and unresponsive.

* Migration never completes.

With the last item, where the migration never completes, occasionally there are some aspects of the data that cannot be migrated

successfully. This prevents the migration process completing, but does not affect the conversion of any data that could be migrated.

Starting Historical Data Migration
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To start data migration:

e Switch to the MANAGE SERVERS display of the SETTINGS panel within MySQL Enterprise Dashboard.

« Ensurethat the data migration functionality has been enabled. The START and Stop buttons next to HISTORICAL DATA MIGRATION
arevisible.

Figure B.1. MySQL Enterprise Monitor: Historical Data Migration Availability

& Replication 1 & What's New?
Giobal Settings | User Preferances | Manage Servers | Manage Users | Manage Notification Groups | Logs | Product Information
create group ‘ configure guery analyzer | Historical Data Migration: (learn more)  start || stop Upgrade Status: initial dashboard migration complete
Manage Groups & Servers
Query Analyzer . "
Server MySQL  Up Since Last MySQL Agent Last Agent Port  Data Dir Reporting Delay  Migration Status

Enabled Examples  Explains
[ [ anservers (1)
)™ bear:3308 (ungroupeay | OFF off Off  5070-og Aug20,20006:09:20 PM  Jan 15,2010 120742 PM | 2.20.1608  Jan 15,2010 12:08:01 PM 3308 /mnUdatalimysaldb! 138 ms ahead  NiA

¢ Select the servers you want to migrate by using the checkbox next to each server name. Y ou can select one or more servers to mi-
grate. Serversthat are suitable for migration show their migration status within the MIGRATION STATUS column. If the server can-
not be migrated, N/ A is shown.

¢ Click START next to HISTORICAL DATA MIGRATION.

« To start the migration, click START MIGRATION in the confirmation dialog box. To cancel migration, click CANCEL.

e Theserversto migrate show Queued for M grati oninthe MIGRATION STATUS column.

Figure B.2. MySQL Enterprise Monitor: Confirming Historical Data Migration

Are you sure you want to start historical data migration?

The time and resources reguired to migrate previously collected data will vary
widely depending on the number of servers you have been monitoring, the
purge settings for historical data collection (specified on the Settings page)
and the performance of your hardware. By default, Historical Data Migration is
disabled; we recommend turning it on for only those servers whose historical

data you need to persist. Learn more.
start migration | cancel ||

A =

Monitoring Historical Data Migration

Y ou can check the migration status of any individual server by examining the MIGRATION STATUS column for each server. You can
see an example of the migration status bel ow.

Figure B.3. MySQL Enterprise Monitor: Historical Data Migration Progress
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Migration Status

MIA

Migrating : 41 variables (509%)
Start: Nov 19, 2008 1:51:28 PM

Migrating : B variables [59%)
Start: Nov 19, 2008 1:51:27 PM

Note that the migration status is shown according to the state of migration at the time the page was loaded. The actual migration contin-
uesin the background, and the current state may not match the state of the migration at the time it is viewed.

Servers showing Done in the MIGRATION STATUS column have already completed their migration.
Y ou can check the overall migration status by examining the UPGRADE STATUS display.
Stopping Historical Data Migration

Y ou can stop the migration process for any server that is still migrating data. The migration can be restarted at any time without causing
any problems.

To stop the historical data migration:
1. Select the servers you want to stop migrating by using the checkbox next to each server name. Y ou can select one or more servers
to stop migrating.

2. Click Stop next to HISTORICAL DATA MIGRATION.

Y ou receive confirmation that the migration has been stopped, or a notification if migration has already completed.

Removing Old Data

Once data migration has been completed for all the servers you want to migrate, you may want to delete or remove access to the old
data within your MySQL Enterprise Monitor repository. Data for MySQL Enterprise Monitor 1.3 was stored in a database called ner -
['i n within the MySQL repository. Datafor MySQL Enterprise Monitor 2.0 is stored within a database called nrem

To create a backup of the old information, use mysql dunp:

shel | > mysql dunp -uservi ce_manager -pPassword -P13306 -h127.0.0.1 merlin >data-1.3.sql

The above creates afile, dat a- 1. 3. sql containing al of the MySQL Enterprise Monitor 1.3 information.

If you remove access to the old data, then the data migration options for old servers are removed from the MANAGE SERVERS panel
within MySQL Enterprise Service Manager. To remove access, REVOKE accessto thener | i n database:

nysql & REVOKE ALL on nerlin.* FROM' service_manager';

Revoking access to the old data does not reclaim any of the disk space used by the old data.

To delete the data from the database and free up the space being used by the historical information, DROP the mer | i n database:

nysql & DROP DATABASE nerlin;

Once al the data has been migrated you can hide the migration user interface by clicking the HIDE MIGRATION INTERFACE button.
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B.7. Improving Disk Space Usage with Purge in 2.1 and 2.2

In MySQL Enterprise Monitor 2.1, the data received by the MySQL Enterprise Service Manager from MySQL Enterprise Agent in-
stancesisinserted into tables, with the information within the tables purged periodically to remove the old data, according to the defined
purging interval.

In installations with a large volume of data, the purging of old information can take a considerable amount of time, slowing down the
MySQL Enterprise Service Manager and using up valuable disk space.

In MySQL Enterprise Monitor 2.2, the tables used for storing this information are changed, and the older tables are used only when
viewing historical information. The information within the table is not purged until al of the table datais older than the specified purge
period, when the old tables are dropped.

Note

The following instructions are designed to reduce the disk space usage for customers that are either using MySQL Enter-
prise Monitor 2.1 currently, or that have already upgraded an existing MySQL Enterprise Monitor 2.1 installation to
MySQL Enterprise Monitor 2.2. If you have performed a new (not upgrade) installation of MySQL Enterprise Monitor
2.2, these steps are not required.

To reduce the space used by the tablesin both 2.1 and 2.2 until the datais finally purged, you should follow these steps:

1. If youarerunning MySQL Enterprise Monitor 2.1, upgrade to MySQL Enterprise Monitor 2.2 using an upgrade installer. This mi-
grates the existing table data and prepare you for the next stage.

Warning

Performing a upgrade installation from MySQL Enterprise Monitor 2.1 to MySQL Enterprise Monitor 2.2 requires approx-
imately 150% of your current disk space requirements while the information is migrated. Once the migration is complete,
your disk space usage returns to a value slightly higher than within your MySQL Enterprise Monitor 2.1 installation.

2. Start up your MySQL Enterprise Service Manager and MySQL Enterprise Agent instances.

3. Connect to the MySQL server being used by your MySQL Enterprise Service Manager. Y ou can find asample mysqgl command
for connecting to your server withintheconf i gurati on_report. txt filewithin your MySQL Enterprise Service Manager
installation.

4.  Once connected to MySQL, change to the memdatabase:

nysqgl > use nmem

5. Now execute the following ALTER TABLE statements to change the original InnoDB tables to use MylSAM:

ALTER TABLE dc_ng_doubl e_age0 ENG NE=Myl SAM
ALTER TABLE dc_ng_doubl e_agel ENG NE=MYl SAM
ALTER TABLE dc_ng_doubl e_age2 ENG NE=Myl SAM
ALTER TABLE dc_ng_doubl e_now ENG NE=MYI SAM
ALTER TABLE dc_ng_I ong_age0 ENG NE=Myl SAM
ALTER TABLE dc_ng_| ong_agel ENG NE=MYI SAM
ALTER TABLE dc_ng_I| ong_age2 ENG NE=Myl SAM
ALTER TABLE dc_ng_| ong_now ENG NE=MYI SAM
ALTER TABLE dc_ng_string_now ENG NE=MYl SAM

Note
Please keep in mind the following points when running these statements

¢ Performing this operation should not affect the operation of your MySQL Enterprise Service Manager, since new data
iswritten into different tables.

* Thetime required to perform the conversation depends on the size of your original tables. It may take a considerable
amount of timeif you have alarge volume of old data.

* You need dightly more than twice the amount of diskspace currently being used by the tables until the conversion
completes.
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Once the conversion has completed, you can continue to use your MySQL Enterprise Service Manager without restarting or any further
administration. The existing old table data is removed as soon as the data in the old table is older than your selected purging interval.
The new MyISAM tables should take up approximately 60% of the space of the InnoDB tables.

B.8. Regular MySQL Enterprise Monitor Maintenance

MySQL Enterprise Monitor is generally self-managing and does not need much maintenance. To keep your MySQL Enterprise Monitor
running efficiently, automate or manually perform these maintenance tasks:

« Setthe purgeinterval for your datato an appropriate value according to duration and history of data that you want to keep. For more
information, see Data Purge Behavior.

« Check, and delete, the contents of the temporary directory with your MySQL Enterprise Service Manager installation directory.

B.9. Advisor/Graph Reference

Basic

e Advisors
* Agent Host Time Out of Sync Relative to Dashboard

e Connection Usage Excessive

CPU 1/0 Usage Excessive
» CPU Usage Excessive
» Lock Contention Excessive
*  MylSAM Key Cache Has Sub-Optimal Hit Rate
*  MySQL Agent Not Communicating With Database Server
*  MySQL Agent Not Reachable
*  MySQL Server Not Reachable
*  Query Cache Has Sub-Optimal Hit Rate
*  RAM Usage Excessive
» Table Scans Excessive
e Temporary Tables To Disk Ratio Excessive
¢ Graphs
» Connections
» CPU Utilization
o Database Activity

» Hit Ratios

Silver

¢ Advisors
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32-Bit Binary Running on 64-Bit AMD Or Intel System

Account Has An Overly Broad Host Specifier

Account Has Global Privileges

Account Has Old Insecure Password Hash

Account Has Strong MySQL Privileges

Attempted Connections To The Server Have Failed

Binary Logging Is Limited

Binary Logging Not Enabled

Binary Logging Not Synchronized To Disk At Each Write

Binary Logs Automatically Removed Too Quickly

CREATE TABLE LIKE Does Not Require Any Privileges On Source Table
Database May Not Be Portable Due To Identifier Case Sensitivity
Date-Handling Bugs Can Crash The Server

Default Value Being Used For max_prepared_stmt_count

Disabling Next-Key Locking In InnoDB Can Crash The Server

Event Scheduler Disabled

Excessive Percentage Of Attempted Connections To The Server Have Failed
Genera Query Log Enabled

Improper key_cache block_size Setting Can Corrupt MylSAM Tables
In-Memory Temporary Table Size Limited By Maximum Heap Table Size
Incorrect InnoDB Flush Method On Windows

InnoDB Fast Shutdown Enabled

InnoDB File Format Check Disabled Or Incorrect

InnoDB INFORMATION_SCHEMA Plugins Missing

InnoDB Not Using Newest File Format

InnoDB Strict Mode I's Off

InnoDB Tablespace Cannot Automatically Expand

InnoDB Transaction Logs Not Sized Correctly

Insecure Password Authentication Option |'s Enabled

Insecure Password Generation Option Is Enabled

Key Buffer Size Greater Than 4 GB

LOCAL Option Of LOAD DATA Statement |s Enabled

Malformed Password Packet In Connection Protocol Can Crash Server
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Maximum Connection Limit Nearing Or Reached

Missing Security Improvements In GRANT Options

Multi-Byte Encoding Processing Can Lead To SQL Injection

Multiple Threads Used When Repairing MylISAM Tables

MySQL Agent Memory Usage Excessive

MySQL Server Has Been Restarted

Next-Key Locking Disabled For InnoDB But Binary Logging Enabled
No Limit On Total Number Of Prepared Statements

No Value Set For myisam-recover

Non-Authorized User Has DB, Table, Or Index Privileges On All Databases
Non-Authorized User Has GRANT Privileges On All Databases
Non-Authorized User Has Server Admin Privileges

Query Cache Not Available

Root Account Can Login Remotely

Root Account Without Password

Row-based Replication Broken For UTF8 CHAR Columns Longer Than 85 Characters
Security Alterations Detected: User Privileges Granted

Security Alterations Detected: User Privileges Revoked

Security Alterations Have Been Detected

Security Risk with BINLOG Statement

Server Contains Default "test" Database

Server Has Accounts Without A Password

Server Has Anonymous Accounts

Server Includes A Root User Account

Stored Routine Runs In Definer"s Rather Than Caller's Security Context
Symlinks Are Enabled

Table Cache Set Too Low For Startup

UDF Support Can Be Used To Execute Arbitrary Code

UDFs Loaded From Insecure Location

Use Of View Overrides Column Update Privileges On Underlying Table
User Can Gain Privileges By Running Stored Routine Declared Using SQL SECURITY INVOKER
User Has Rights To Database That Does Not Exist

User Has Rights To Table That Does Not Exist
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* User With Only ALTER Privilege On Partitioned Table Can Obtain SELECT Privilege Information

» UsersCan View All Databases On MySQL Server

* Warnings Not Being Logged

» XA Distributed Transaction Support Enabled For InnoDB
e Graphs

» Connections - Aborted

» Connections - Maximum

* InnoDB Row Details

* KBytesIn/Out

e Load Average

*  Memory Usage - Agent

*  Memory Usage - OS Resident

* Row Access Statistics

* Row Accesses

*  Row Writes

Gold

e Advisors
* Binary Log File Count Exceeds Specified Limit
» Binary Log Space Exceeds Specified Limit
* InnoDB Buffer Cache Has Sub-Optimal Hit Rate
* INSERT ON DUPLICATE KEY UPDATE Bug May Break Replication
* Key Buffer Size May Not Be Optimal For Key Cache
» Key Buffer Size May Not Be Optimal For System RAM
e Query Cache Potentially Undersized
» Slave Detection Of Network Outages Too High
» Slave Error: Unknown or Incorrect Time Zone
» Slave Execution Position Too Far Behind Read Position
» Slave Has Been Stopped
» Slave Has Experienced A Replication Error
» Slave Has Login Accounts With Inappropriate Privileges
» Slave Has Problem Communicating With Master

» Slave Has Stopped Replicating
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» Slavel/O Thread Not Running
» Slave Not Configured As Read Only
» SlaveRelay Log Space IsVery Large
» Slave Relay Logs Not Automatically Purged
» Slave SQL Thread Not Running
» Slave SQL Thread Reading From Older Relay Log Than I/O Thread
» Slave Too Far Behind Master
» Slave Waiting To Free Relay Log Space
» Slave Without REPLICATION SLAVE Accounts
» Table Cache Not Optimal
» Thread Cache Size May Not Be Optimal
¢ Graphs
» Connections - Cache
* InnoDB Buffer Pool
* InnoDB Compression Time
* InnoDB Transaction History
* InnoDB Transactions
*  Memory Usage - OS Virtua
*  MylSAM Key Buffer Usage
*  Opened Tables
*  Query Cache Blocks
*  Query Cache Memory
* Replication Delay

e Temporary Tables

Platinum

e Advisors
* AUTO_INCREMENT Field Limit Nearly Reached
» Binary Log Usage Exceeding Disk Cache Memory Limits
» DataFlushed To Disk After Each SQL Statement
» Excessive Disk Temporary Table Usage Detected
» Excessive Number of Locked Processes

» Excessive Number of Long Running Processes
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Excessive Number of Long Running Processes Locked
Flush Time Set To Non-Zero Vaue

Indexes Not Being Used Efficiently

InnoDB Buffer Pool Writes May Be Performance Bottleneck
InnoDB Doublewrite Buffer Enabled

InnoDB Flush Method May Not Be Optimal

InnoDB Log Buffer Flushed To Disk After Each Transaction
InnoDB Log Waits May Be Performance Bottleneck
MyISAM Concurrent Insert Setting May Not Be Optimal
MyISAM Indexes Found with No Statistics

Object Changed: Database Has Been Altered

Object Changed: Database Has Been Created

Object Changed: Database Has Been Dropped

Object Changed: Function Has Been Created

Object Changed: Function Has Been Dropped

Object Changed: Index Has Been Created

Object Changed: Index Has Been Dropped

Object Changed: Table Has Been Altered

Object Changed: Table Has Been Created

Object Changed: Table Has Been Dropped

Object Changed: User Has Been Dropped

Object Changes Detected

Prepared Statements Not Being Closed

Prepared Statements Not Being Used Effectively
Query Cache Not Enabled

Server-Enforced Data I ntegrity Checking Disabled
Server-Enforced Data Integrity Checking Not Strict
Slow Query Log Not Enabled

Stored Procedures Found With SELECT * Syntax
Table Lock Contention Excessive

Tables Found with No Primary or Unique Keys
Thread Cache Not Enabled

Too Many Concurrent Queries Running
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Graphs

e InnoDB Adaptive Hash Index Memory
* InnoDB Adaptive Hash Index Searches
* InnoDB OS File Access

* InnoDB Semaphores

e Query Cache Efficiency

*  Query Cache Lowmem Prunes

*  Query Cache Queries

* Sort Activity

» TableLock Wait Ratio

» TableLocks

B.9.1. Advisors

Individual Advisor information is show below.

32-Bit Binary Running on 64-Bit AMD Or Intel System

The chip architecture and operating system installed on a machine both impact the performance of software running on the system.
Whileit is possible to run 32-bit software on many 64-bit systems, in general, software built to run on a 64-bit system will run better
on such a system than software built to run on a 32-bit system.

Default frequency 06:00:00
Default auto-close enabled no
Account Has An Overly Broad Host Specifier

The MySQL server has user accounts with overly broad host specifiers. A MySQL account isidentified by both a username and a
hostname, which are found in the User and Host columns of the mysqgl.user table. The User value is the name that a client must sup-
ply when connecting to the server. The Host value indicates the host or hosts from which the user is allowed to connect. If thisisa
literal hostname, the account is limited to connections only from that host. If the hosthame contains the ‘%" wildcard character, the
user can connect from any host that matches the wildcard character and potentially from any host at all.

From a security standpoint, literal host values are best and % isworst. Accounts that have Host values containing wildcards are
more susceptible to attack than accounts with literal host values, because attackers can attempt to connect from a broader range of
machines.

For example, if an account has user and host values of r oot and % , it means that you can connect as the root user from any ma-
chineif you know the password. By contrast, if the host nameis| ocal host or 127. 0. 0. 1, the attacker can only attempt to con-
nect as the root user from the server host.

Default frequency 00:05:00

Default auto-close enabled no

Account Has Global Privileges

A MySQL server may have user accounts with privileges on all databases and tables (*.*). In most cases global privileges should be
allowed only for the MySQL root user, and possibly for users that you trust or use for backup purposes. Global privileges such as
DROP, ALTER, DELETE, UPDATE, | NSERT, and LOCK TABLES may be dangerous asthey may cause other usersto be
affected adversely.

Default frequency 00:05:00
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Default auto-close enabled no
Account Has Old I nsecur e Password Hash

Prior to MySQL 4.1, password hashes computed by the PASSWORD() function were 16 bytes long. As of MySQL 4.1 (and later),
PASSWORD() was modified to produce alonger 41-byte hash value to provide enhanced security.

Default frequency 06:00:00

Default auto-close enabled no

Account Has Strong MySQL Privileges

Certain account privileges can be dangerous and should only be granted to trusted users when necessary. For example, the FILE
privilege allows a user to read and write files on the database server (which includes sensitive operating system files), the PROCESS
privilege alows currently executing statements to be monitored, and the SHUTDOWN privilege allows a user to shut down the
server. In addition, the GRANT privilege allows a user to grant privileges to others.

Default frequency 00:05:00

Default auto-close enabled no

Agent Host Time Out of Sync Relative to Dashboard

To maintain data consistency and to facilitate day-to-day system management operations, which often require comparing logs, files,
and timestamps across servers, it isimportant that the server clocks across all your systems and data centers be synchronized with
respect to each other relative to UTC time (which takes timezones into account). When the clock on one server is minutes or hours
behind another server, any timestamps created in the databases or on the file systems of those two servers will differ by that amount.
Thusif you depend on timestamps to test the freshness of some dataitem, or if you are trying to diagnose a problem and need to
compare timestamps across systems, your task will be more complicated due to this time difference.

In addition, the data and graphs shown in the MySQL Enterprise Monitor Dashboard will be skewed by the differencein time
between the machine hosting the Service Manager and the machines running the Agents. For example, if the time on an Agent ma-
chineis one hour behind the time on the Service Manager machine, the MySQL server that Agent is monitoring will appear to be
down (see Bug#45937) and no data will appear in the graphs for that server for the first hour after the Agent is started.

Default frequency 00:05:00

Default auto-close enabled yes

Attempted Connections To The Server Have Failed

Aborted connection attempts to MySQL may indicate an issue with respect to the server or network, or could be indicative of DoS
or password-cracking attempts against the MySQL Server. The aborted-connects count is incremented when:

» A client does not have privileges to access a database
» A client uses the wrong password
* A malformed packet isreceived

e Theconnect_timeout variable is exceeded

Default frequency 00:05:00

Default auto-close enabled no

AUTO_INCREMENT Field Limit Nearly Reached

Many applications need to generate unique numbers and sequences for identification purposes (e.g. customer 1Ds, bug or trouble
ticket tags, membership or order numbers, etc). MySQL's mechanism for doing thisisthe AUTO_INCREMENT column attribute,
which enables you to generate sequential numbers automatically.

However, the range of numbers that can be generated is limited by the underlying data type. For example, the maximum value pos-
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siblefor aTINYINT UNSIGNED column is 255. If you try to generate a number that exceeds the maximum allowed by the under-
lying datatype (e.g. by inserting a NULL valueinto the AUTO_INCREMENT column), you will trigger database errors and your
application may not behave properly.

Note that the primary purpose of AUTO_INCREMENT in MySQL isto generate a sequence of posi t i ve integers. The use of
non-positive numbersin an AUTO_INCREMENT column is unsupported, so you may as well define those columns to be UN-
SIGNED, which effectively doubles their allowable range.

Default frequency 06:00:00

Default auto-close enabled no

Binary Log File Count Exceeds Specified Limit

The binary log captures DML, DDL, and security changes that occur and stores these changesin a binary format. The binary log en-
ables replication as well as point-in-time recovery, preventing data loss during a disaster recovery situation. It also enables you to re-
view all alterations made to your database. However, binary logs consume disk space and file system resources, and can be removed

from a production server after they are no longer needed by the slaves connecting to this master server, and after they have been
backed up.

Default frequency 06:00:00

Default auto-close enabled no

Binary L og Space Exceeds Specified Limit

The binary log captures DML, DDL, and security changes that occur and stores these changesin a binary format. The binary log en-
ables replication as well as point-in-time recovery, preventing data loss during a disaster recovery situation. It also enables you to re-
view all alterations made to your database. However, binary logs consume disk space and can be removed from a production server
after they are no longer needed by the slaves connecting to this master server, and after they have been backed up.

Default frequency 06:00:00

Default auto-close enabled no

Binary L og Usage Exceeding Disk Cache Memory Limits

When binary log usage exceeds the binary log cache memory limits, it is performing excessive disk operations. For optimal per-
formance, transactions that move through the binary log should be contained within the binary log cache.

Default frequency 00:05:00

Default auto-close enabled no

Binary Logging IsLimited

The binary log captures DML, DDL, and security changes that occur and stores these changesin a binary format. The binary log en-
ables point-in-time recovery, preventing data loss during a disaster recovery situation. It also enables you to review all aterations
made to your database.

Binary logging can be limited to specific databases with the - - bi nl og- do- db and the- - bi nl og-i gnor e- db options.
However, if these options are used, your point-in-time recovery options are limited accordingly, along with your ability to review al-
terations made to your system.

Default frequency 06:00:00

Default auto-close enabled no

Binary L ogging Not Enabled

The binary log captures DML, DDL, and security changes that occur and stores these changesin a binary format. The binary log en-
ables point-in-time recovery, preventing data loss during a disaster recovery situation. It also enables you to review all aterations
made to your database.

Default frequency 06:00:00
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Default auto-close enabled no

Binary Logging Not Synchronized To Disk At Each Write

By default, the binary log is not synchronized to disk at each write. If the server host, operating system, or MySQL server crash,
thereis achance that the latest statementsin the binary log are not written to disk. To prevent this, you can cause the binary log to
be synchronized to disk after every Nth binary log entry using thesync_bi nl og global variable. 1 isthe safest value, but also the
slowest.

Default frequency 06:00:00

Default auto-close enabled no

Binary L ogs Automatically Removed Too Quickly

The binary log captures DML, DDL, and security changes that occur and stores these changesin a binary format. The binary log en-
ables point-in-time recovery, preventing data loss during a disaster recovery situation. It is used on master replication serversasare-
cord of the statements to be sent to slave servers. It aso enables you to review all alterations made to your database.

However, the number of log files and the space they use can grow rapidly, especially on abusy server, so it isimportant to remove
these files on aregular basis when they are no longer needed, as long as appropriate backups have been made. The ex-

pi re_| ogs_days parameter enables automatic binary log removal.

Default frequency 12:00:00

Default auto-close enabled no

Connection Usage Excessive

Once the maximum connection limit for the MySQL server has been reached, no other user connections can be established and er-
rors occur on the client side of the application.

Default frequency 00:01:00
Default auto-close enabled no
CPU 1/0 Usage Excessive

CPU 1/0O usage should be low on a properly configured and well-tuned system. Excessive CPU 1/O usage is often indicative of poor
disk or network performance.

Default frequency 00:01:00
Default auto-close enabled no
CPU Usage Excessive

CPU usage should be low-to-moderate on a properly configured and well-tuned system. Excessive CPU usage can be indicative of
many problems: insufficient RAM, fragmented disks, poorly-tuned queries, etc.

Default frequency 00:01:00
Default auto-close enabled no
CREATE TABLE LIKE Does Not Require Any Privileges On Source Table

Due to Bug#25578, a user who does not have any access to a database can still clone the structure of tables in that database. Know-
ing the structure of tablesin a database may give a determined hacker insight that allows him or her to proceed with other exploits.

This bug has been fixed in later versions of the MySQL server.
Default frequency 06:00:00
Default auto-close enabled no

Data Flushed To Disk After Each SQL Statement
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MySQL updates its data files on disk with the write() system call after every SQL statement and lets the operating system handle the
synchronizing to disk. Y ou can force MySQL to flush everything to disk after every SQL statement with the - - f | ush option,
however, thiswill have an adverse effect on performance.
Default frequency 06:00:00
Default auto-close enabled no
Database May Not Be Portable Due To I dentifier Case Sensitivity
The case sensitivity of the underlying operating system determines the case sensitivity of database and table names. If you are using
MySQL on only one platform, you don't normally have to worry about this. However, depending on how you have configured your
server you may encounter difficulties if you want to transfer tables between platforms that differ in filesystem case sensitivity.
Default frequency 06:00:00
Default auto-close enabled no
Date-Handling Bugs Can Crash The Server
Two bugs related to date-handling operations can crash the server leading to potential Denial of Service (DoS) attacks:
e STR_TO_DATE(1,NULL) caused a server crash (Bug#15828);
* Invalid argumentsto DATE_FORMAT() caused a server crash (Bug#20729).

These bugs have been fixed in later versions of the MySQL server.
Default frequency 06:00:00
Default auto-close enabled no
Default Value Being Used For max_prepared_stmt_count
Prepared statements may increase performance in applications that execute similar statements more than once, primarily because the
query is parsed only once. Prepared statements can also reduce network traffic because it is only necessary to send the data for the
parameters for each execution rather than the whole statement.
However, prepared statements consume memory in the MySQL server until they are closed, so it isimportant to use them properly
and to limit the number of statements that can be open at any one time. The default value for max_prepared_stmt_count may not be
appropriate for your application and environment.
Default frequency 06:00:00
Default auto-close enabled no
Disabling Next-Key Locking In InnoDB Can Crash The Server
Due to severa bugs, the server could crash if next-key locking in InnoDB was disabled.
These bugs have been fixed in later versions of the MySQL server.
Default frequency 06:00:00
Default auto-close enabled no
Event Scheduler Disabled
The Event Scheduler isavery useful feature when enabled. It is aframework for executing SQL commands at specific times or at
regular intervals. Conceptually, it is similar to the idea of the Unix crontab (also known asa"cron job") or the Windows Task
Scheduler.
The basics of its architecture are simple. An event is a stored routine with a starting date and time, and a recurring tag. Once defined

and activated, it will run when requested. Unlike triggers, events are not linked to specific table operations, but to dates and times.
Using the event scheduler, the database administrator can perform recurring events with minimal hassle. Common uses are the
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cleanup of obsolete data, the creation of summary tables for statistics, and monitoring of server performance and usage.
Default frequency 00:05:00

Default auto-close enabled no

Excessive Disk Temporary Table Usage Detected

If the space required to build atemporary table exceeds either t np_t abl e_si ze or nax_heap_t abl e_si ze, MySQL creates
adisk-based table in the server's tmpdir directory. Also, tables that have TEXT or BLOB columns are automatically placed on disk.

For performance reasonsit isideal to have most temporary tables created in memory, leaving exceedingly large temporary tablesto
be created on disk.

Default frequency 00:05:00

Default auto-close enabled no

Excessive Number of Locked Processes

Depending on the circumstances, storage engines, and other factors, one process may be using or accessing aresource (e.g. atable
or row) required by another processin such away that the second process cannot proceed until the first process rel eases the re-
source. In this case the second processisin a"locked" state until the resourceis released. If many processes are in alocked state it
may be a sign of serious trouble related to resource contention, or along running session that is not releasing currently held locks
when it should have.

Default frequency 00:01:00

Default auto-close enabled no

Excessive Number of Long Running Processes

Most applications and databases are designed to execute queries very quickly. If many queries are taking along time to execute (e.g.
more than afew seconds) it can be asign of trouble. In such cases queries may need to be tuned or rewritten, or indexes added to
improve performance. In other cases the database schema may have to be redesigned.

Default frequency 00:01:00

Default auto-close enabled no

Excessive Number of Long Running Processes L ocked

Most applications and databases are designed to execute queries very quickly, and to avoid resource contention where one query is
waiting for another to release alock on some shared resource. If many queries are locked and taking along time to execute (e.g.
more than afew seconds), it can be a sign of performance trouble and resource contention. In such cases queries may need to be
tuned or rewritten, or indexes added to improve performance. In other cases the database schema may have to be redesigned.
Default frequency 00:01:00

Default auto-close enabled no

Excessive Per centage Of Attempted Connections To The Server Have Failed

Excess aborted connection attempts to MySQL may indicate an issue with respect to the server or network, or could be indicative of
DoS or password-cracking attempts against the MySQL Server. The aborted-connects count is incremented when:

* A client does not have privileges to access a database
e A client uses the wrong password
* A malformed packet isreceived

* The connect_timeout variable is exceeded

Default frequency 00:05:00

186



MySQL Enterprise Monitor General Reference

Default auto-close enabled no
Flush Time Set To Non-Zero Value
If fl ush_t i me issettoanon-zero value, all tables are closed every flush_time seconds to free up resources and synchronize un-
flushed data to disk. If your system is unreliable and tends to lock up or restart often, forcing out table changes this way degrades
performance but can reduce the chance of table corruption or data loss. We recommend that this option be used only on Windows,
or on systems with minimal resources.
Default frequency 06:00:00
Default auto-close enabled no
General Query Log Enabled
The general query log is ageneral record of what mysqgld is doing. The server writes information to thislog when clients connect or
disconnect, and it logs each SQL statement received from clients. The general query log can be very useful when you suspect an er-
ror in aclient and want to know exactly what the client sent to mysgld.
However, the general query log should not be enabled in production environments because:
* It adds overhead to the server;
» It logs statements in the order they were received, not the order they were executed, so it is not reliable for backup/recovery;
» It growsfast and can use alot of disk space;
* You cannot stop logging to the general query log without stopping the server (for versions previousto 5.1).

Y ou should use the binary log instead.
Default frequency 06:00:00
Default auto-close enabled no
Improper key_cache _block_size Setting Can Corrupt MylSAM Tables
The server deducts some bytes from the key_cache _block_size option value and reduces it to the next lower 512 byte boundary. The
resulting block size is not a power of two. Setting the key_cache_block_size system variable to avalue that is not a power of two
resultsin MylISAM table corruption.
This bug has been fixed in later versions of the MySQL server.
Default frequency 06:00:00
Default auto-close enabled no
In-Memory Temporary Table Size Limited By Maximum Heap Table Size
If the space required to build atemporary table exceeds eithert np_t abl e_si ze or nax_heap_t abl e_si ze, MySQL creates
adisk-based table in the server's tmpdir directory. For performance reasonsit isideal to have most temporary tables created in
memory, leaving exceedingly large temporary tables to be created on disk. Many DBAs configuret np_t abl e_si ze appropri-
ately, but forget that nax_heap_t abl e_si ze alsoplaysarole.
Default frequency 06:00:00
Default auto-close enabled no

Incorrect InnoDB Flush Method On Windows

Ifi nnodb_file_per_tabl eisenabledandi nnodb_f | ush_net hod isnot set to unbuf f er ed on Windows, MySQL
may hot start and you may see operating system error code 87.

Default frequency 06:00:00

Default auto-close enabled no
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Indexes Not Being Used Efficiently

The target server does not appear to be using indexes efficiently. The values of Handler_read rnd_next and Handler_read_rnd to-
gether - which reflect the number of rows read viafull table scans - are high compared to the Handler variables which denote index
accesses - such asHandler_read_key, Handler_read next etc. Y ou should examine your tables and queries for proper use of indexes.

Default frequency 00:05:00
Default auto-close enabled no
InnoDB Buffer Cache Has Sub-Optimal Hit Rate

Logica /0 is many times faster than physical 1/0, and therefore a DBA should strive to keep physical 1/0 to aminimum. It istrue
that logical 1/0 is not free, and that the DBA should work to keep al | 1/0 to aminimum, but it is best if most data accessis per-
formed in memory. When using InnoDB, most data access should occur in RAM, and therefore the InnoDB buffer cache hit rate
should be high.

Default frequency 00:05:00

Default auto-close enabled no

InnoDB Buffer Pool Writes May Be Perfor mance Bottleneck

For optimal performance, InnoDB should not have to wait before writing pages into the InnoDB buffer pool.
Default frequency 00:05:00

Default auto-close enabled no

InnoDB Doublewrite Buffer Enabled

InnoDB uses anovel file flush technique called doublewrite. It adds safety to recovery following an operating system crash or a
power outage, and improves performance on most varieties of Unix by reducing the need for fsync() operations.

Doublewrite means that before writing pages to adatafile, InnoDB first writes them to a contiguous tablespace area called the
doublewrite buffer. Only after the write and the flush to the doublewrite buffer has completed does InnoDB write the pages to their
proper positionsin the datafile. If the operating system crashes in the middle of a page write, during recovery InnoDB can find a
good copy of the page from the doublewrite buffer.

Default frequency 06:00:00
Default auto-close enabled no
InnoDB Fast Shutdown Enabled

Once you use the InnoDB Plugin on a set of database files, care must be taken to avoid crashes and corruptions when using those
fileswith an earlier version of InnoDB, as might happen by opening the database with MySQL when the plugin is not installed. It is
st rongl y recommended that you use a"slow shutdown" (SET GLOBAL innodb_fast_shutdown=0) when stopping the MySQL
server when the InnoDB Plugin is enabled. Thiswill ensure log files and other system information written by the plugin will not
cause problems when using a prior version of InnoDB.

The reason "slow" shutdown (innodb_fast_shutdown=0) is recommended is because the InnoDB Plugin may write special records to
the transaction undo log that will cause problemsif the built-in InnoDB in MySQL attempts to read the log. Specifically, these spe-
cial records will be written when arecord in a COMPRESSED or DY NAMIC table is updated or deleted and the record contains
columns stored off-page. The built-in InnoDB in MySQL cannot read these undo log records. Furthermore, the built-in InnoDB in
MySQL will fail to roll back incomplete transactions that affect tables that it is unable to read (tablesin COMPRESSED or DY -
NAMIC format).

Also note that a"normal" shutdown will not necessarily empty the undo log. A normal shutdown occurs when in-
nodb_fast_shutdown=1, the default. When InnoDB is shut down, some active transactions may have uncommitted modifications, or
they may be holding aread view that prevents the purging of some version information from the undo log. The next time InnoDB is
started after anormal shutdown (innodb_fast_shutdown=1), it will roll back any incomplete transactions and purge old version in-
formation. Therefore, it isimportant to perform a"slow" shutdown (innodb_fast_shutdown=0) as part of the downgrade process.

Default frequency 12:00:00
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Default auto-close enabled no
InnoDB File Format Check Disabled Or Incorrect

To prevent possible crashes or data corruptions when the InnoDB Plugin opens an ib-file set, it will check that it can fully support
thefile formatsin use within the ib-file set. If the system isrestarted following a crash, or a"fast shutdown" (i.e., in-
nodb_fast_shutdown is greater than zero), there may be on-disk data structures (such as redo or undo entries, or doublewrite pages)
that arein a"too-new" format for the current software. During the recovery process, serious damage can be done to your datafilesif
these data structures are accessed. The startup check of the file format occurs before any recovery process begins, thereby prevent-
ing the problems described in the "Possible Problems” section of the InnoDB Plugin documentation.

Setting innodb_file_format_check to OFF, or to a different format than the onein use, is very dangerous, asit permits the recovery
process to run, possibly corrupting your database if the previous shutdown was a crash or "fast shutdown". Y ou should only set in-
nodb_file_format_check in this manner if you are sure that the previous shutdown was done with innodb_fast_shutdown=0, so that
essentially no recovery process will occur.

Default frequency 12:00:00
Default auto-close enabled no
InnoDB Flush Method May Not Be Optimal

Different valuesfor i nnodb_f | ush_net hod can have amarked effect on InnoDB performance. In some versions of GNU/
Linux and Unix, flushing files to disk by invoking fsync() (which InnoDB uses by default) or other similar methods, can be surpris-
ingly slow. If you are dissatisfied with database write performance, you might try setting the innodb_flush_method parameter to
O_DIRECT or O_DSYNC.

Default frequency 06:00:00
Default auto-close enabled no
InnoDB INFORMATION_SCHEMA Plugins Missing

Several INFORMATION_SCHEMA tables-- INNODB_CMP, INNODB_CMPMEM, INNODB_TRX, INNODB_L OCKS, and
INNODB_LOCK_WAITS -- contain live information about compressed InnoDB tables, the compressed InnoDB buffer pool, all
transactions currently executing inside InnoDB, the locks that transactions hold and those that are blocking transactions waiting for
accessto aresource (atable or row). These tables are very useful for monitoring the activity and performance of the InnoDB Plugin
storage engine.

However, these INFORMATION_SCHEMA tables are themselves plugins to the MySQL server. As such, they need to be IN-
STALLed as described in the InnoDB Plugin User's Guide. If they are not installed, you will not be able to use them to monitor the
InnoDB storage engine.

Default frequency 12:00:00

Default auto-close enabled no

InnoDB L og Buffer Flushed To Disk After Each Transaction

By default, InnoDB's log buffer is written out to the log file at each transaction commit and a flush-to-disk operation is performed
on the log file, which enforces ACID compliance. In the event of a crash, if you can afford to lose a second's worth of transactions,
you can achieve better performance by settingi nnodb_fl ush_l og_at _trx_conmm t to either 0 or 2. If you set the valueto 2,
then only an operating system crash or a power outage can erase the last second of transactions. This can be very useful on lave
servers, where the loss of a second's worth of data can be recovered from the master server if needed.

Default frequency 06:00:00

Default auto-close enabled no

InnoDB L og Waits May Be Performance Bottleneck

For optimal performance, InnoDB should not have to wait before writing DML activity to the InnoDB log buffer.

Default frequency 00:05:00
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Default auto-close enabled no
InnoDB Not Using Newest File Format

The InnoDB Plugin has two new features that can be very useful -- compressed tables and long variable-length columns stored off-
page. Under the right circumstances, both of these features can improve the performance of your system. However, in order to take
advantage of these new features you must configure InnoDB to use the new file format that enables them.

Default frequency 12:00:00
Default auto-close enabled no
InnoDB Strict Mode I's Off

To guard against ignored typos and syntax errorsin SQL., or other unintended consegquences of various combinations of operational
modes and SQL commands, the InnoDB Plugin provides a"strict mode" of operations. In this mode, InnoDB will raise error condi-
tionsin certain cases, rather than issue awarning and process the specified command (perhaps with some unintended defaults). This
is anaogous to MySQL 's sgl_mode, which controls what SQL syntax MySQL will accept, and determines whether it will silently
ignore errors, or validate input syntax and data values.

Using the new clauses and settings for ROW_FORMAT and KEY _BLOCK_SIZE on CREATE TABLE and ALTER TABLE com-
mands and the CREATE INDEX command can be confusing when not running in strict mode. Unless you run in strict mode, In-
noDB will ignore certain syntax errors and will create the table or index, with only awarning in the message log. However if In-
noDB strict mode is on, such errors will generate an immediate error and the table or index will not be created, thus saving time by
catching the error at the time the command is issued.

Default frequency 12:00:00
Default auto-close enabled no
InnoDB Tablespace Cannot Automatically Expand

If the InnoDB tablespace is not alowed to automatically grow to meet incoming data demands and your application generates more
data than there is room for, out-of-space errors will occur and your application may experience problems.

Default frequency 06:00:00
Default auto-close enabled no
InnoDB Transaction Logs Not Sized Correctly

To avoid frequent checkpoint activity and reduce overall physical 1/0, which can slow down write-heavy systems, the InnoDB
transaction logs should be approximately 50-100% of the size of the InnoDB buffer pool, depending on the size of the buffer pool.

Default frequency 06:00:00
Default auto-close enabled no
I nsecur e Password Authentication Option |s Enabled

Prior to MySQL 4.1, password hashes computed by the PASSWORD() function were 16 bytes long. As of MySQL 4.1 (and later),
PASSWORD() was modified to produce alonger 41-byte hash value to provide enhanced security. However, in order to alow back-
ward-compatibility with user tables that have been migrated from pre-4.1 systems, you can configure MySQL to accept logins for
accounts that have password hashes created using the old, less-secure PASSWORD() function, but this is not recommended.

Default frequency 06:00:00
Default auto-close enabled no
I nsecur e Passwor d Generation Option |s Enabled

Prior to MySQL 4.1, password hashes computed by the PASSWORD() function were 16 bytes long. As of MySQL 4.1 (and later),
PASSWORD() was modified to produce alonger 41-byte hash value to provide enhanced security. In order to allow backward-
compatibility with older client programs, you can configure MySQL to generate short (pre-4.1) password hashes for new passwords,
however, thisis not recommended.

190


http://www.innodb.com/doc/innodb_plugin-1.0/innodb-compression.html
http://www.innodb.com/doc/innodb_plugin-1.0/innodb-row-format.html
http://www.innodb.com/doc/innodb_plugin-1.0/innodb-row-format.html

MySQL Enterprise Monitor General Reference

Default frequency 06:00:00

Default auto-close enabled no

INSERT ON DUPLICATE KEY UPDATE Bug May Break Replication

For INSERT ... ON DUPLICATE KEY UPDATE statements where some AUTO_INCREMENT values were generated automatic-
ally for inserts and some rows were updated, one auto-generated value was |ost per updated row, leading to faster exhaustion of the

range of the AUTO_INCREMENT column. Affected versions of MySQL include 5.0.24 t0 5.0.34, and 5.1.12 to 5.1.17 (inclusive).

Because the original problem can affect replication (different values on master and slave), it is recommended that the master and its
slaves be upgraded to the current version.

Default frequency 06:00:00

Default auto-close enabled no

Key Buffer Size Greater Than 4 GB

To minimize disk 1/0, the MylSAM storage engine employs akey cache (or key buffer) to keep the most frequently accessed index
blocks in memory. However, prior to MySQL version 5.0.52 this key buffer islimited in sizeto 4 GB, even on 64-bit oper-
ating systens. If setto alarger value, mysgld may crash when it tries to increase the actual buffer beyond 4 GB. Note that

key buffer_sizeislimited to 4GB on both 32-bit and 64-bit Windows systems, even in MySQL version 5.0.52 and later.

Default frequency 06:00:00

Default auto-close enabled no

Key Buffer Size May Not Be Optimal For Key Cache

The key cache hit ratio represents the proportion of keys that are being read from the key cache in memory instead of from disk.
This should normally be greater than 99% for optimum efficiency.

Default frequency 00:05:00
Default auto-close enabled no
Key Buffer Size May Not Be Optimal For System RAM

The target server does not appear to have sufficient memory devoted to the key cache. On a dedicated server, this cache is com-
monly about 25%-50% of total RAM.

Default frequency 06:00:00
Default auto-close enabled no
LOCAL Option Of LOAD DATA Statement |s Enabled

The LOAD DATA statement can load afile that islocated on the server host, or it can load afile that is located on the client host
when the LOCAL keyword is specified.

There are two potential security issues with supporting the LOCAL version of LOAD DATA statements:

» Thetransfer of the file from the client host to the server host isinitiated by the MySQL server. In theory, a patched server could
be built that would tell the client program to transfer afile of the server's choosing rather than the file named by the client in the
LOAD DATA statement. Such a server could access any file on the client host to which the client user has read access.

* InaWeb environment where the clients are connecting from a separate web server, auser could use LOAD DATA LOCAL to
read any files that the web server process has read access to (assuming that a user could run any statement against the SQL serv-
er). In this environment, the client with respect to the MySQL server actualy is the web server, not the remote program being
run by the user who connects to the web server.

Default frequency 00:05:00
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Default auto-close enabled no

L ock Contention Excessive

Performance can be degraded if the percentage of table operations that have to wait for alock is high compared to the overall num-
ber of locks. This can happen when using a table-level locking storage engine, such as MylSAM, instead of arow-level locking stor-
age engine.

Default frequency 00:05:00

Default auto-close enabled no

Malformed Password Packet In Connection Protocol Can Crash Server

Due to Bug#28984, a malformed password packet in the connection protocol could cause the server to crash. This can lead to denia
of service (DoS) attacks.

This bug has been fixed in later versions of the MySQL server.
Default frequency 06:00:00

Default auto-close enabled no

Maximum Connection Limit Nearing Or Reached

Once the maximum connection limit for the MySQL server has been reached, no other user connections can be established and er-
rors occur on the client side of the application.

Default frequency 00:05:00
Default auto-close enabled no
Missing Security | mprovementsIn GRANT Options

The GRANT statement is used to create MySQL user accounts and to grant rights to accounts. Due to bugs 15756 and 14385, rights
may be granted erroneously in certain circumstances:

» Ingrant table comparisons, improper use of alatinl collation caused some hostname matches to be true that should have been
false (Bug#15756).

*  GRANTSsto users with wildcards in their host information could be erroneously applied to similar users with the same username
and similar wildcards. For example, a privilege granted to foo@% is aso applied to user foo@192.% (Bug#14385).

These bugs have been fixed in later versions of the MySQL server.
Default frequency 06:00:00
Default auto-close enabled no
Multi-Byte Encoding Processing Can Lead To SQL Injection

Due to bug 8378, the server incorrectly parsed strings escaped with the mysgl_real_escape string() C API function. As aresult,
even when the character set-aware mysgl_real_escape_string() function was used, SQL injection was possible.

This bug has been fixed in later versions of the MySQL server.

Default frequency 06:00:00

Default auto-close enabled no

Multiple Threads Used When Repairing Myl SAM Tables

Using multiple threads when repairing MylSAM tables can improve performance, but it can also lead to table and index corruption

as reported by several bugs (#11527, #11684, #18874). Even though these bugs have been fixed, this featureis still considered beta-
quality, as noted in the manual.
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Default frequency 06:00:00
Default auto-close enabled no
MylISAM Concurrent Insert Setting May Not Be Optimal

MyISAM usestable-level locking, which can adversely affect performance when there are many concurrent INSERT and SELECT
statements because INSERTs will block all SELECTSs until the INSERT is completed. However, MylSAM can be configured to al-
low INSERT and SELECT statements to run concurrently in certain situations.

e Ifconcurrent_insert is set to 1 (thedefault), MySQL alowsINSERT and SELECT statements to run concur-
rently f or Myl SAM t abl es that have no free blocks in the m ddl e of thedatafile.

e Ifconcurrent_insert is set to 2 (avalablein MySQL 5.0.6 and later), MySQL allows concurrent insertsf or
all Myl SAM t abl es, even those that have holes. For atable with a hole, new rows are inserted at the end of the tableif itis
in use by another thread. Otherwise, MySQL acquires a normal write lock and inserts the row into the hole.
Note that setting concurrent_insert to 2 allows tables to grow even when there are holesin the middle. This can be bad for ap-
plications that delete large chunks of data but continue to issue many SELECTS, thus effectively preventing INSERTs from
filling the holes.

Default frequency 06:00:00

Default auto-close enabled no

MylISAM Indexes Found with No Statistics

The MySQL optimizer needsindex statistics to help make choices about whether to use indexes to satisfy SQL queries. Having no
statistics or outdated statistics limits the optimizer's ability to make smart and informed access plan choices.

Default frequency 12:00:00
Default auto-close enabled no
MylISAM Key Cache Has Sub-Optimal Hit Rate

The key cache hit ratio represents the proportion of index values that are being read from the key cache in memory instead of from
disk. This should normally be greater than 99% for optimum efficiency.

Default frequency 00:05:00

Default auto-close enabled no

MySQL Agent Memory Usage Excessive

The memory needed by the MySQL Agent for basic monitoring is fairly small and consistent, and depends on the number of rules
you have enabled. However, when the Query Analyzer is enabled, the Agent can use significantly more memory to monitor and ana-
lyze whatever queries you direct through it. In this case, the amount of memory used depends on the number of unique normalized
queries, example queries and example explains being processed, plus the network bandwidth required to send query datato the Ser-
vice Manager. In general, the amount of memory used for the Query Analyzer is small and well-bounded, but under some circum-
stances it can become excessive, especially on older versions of Linux.

Default frequency 00:01:00

Default auto-close enabled no

MySQL Agent Not Communicating With Database Server

The MySQL Enterprise Service Agent must be able to communicate with the local MySQL database server in order to monitor the
server and provide advice on enforcement of best practices.

Default frequency 00:01:00

Default auto-close enabled yes
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MySQL Agent Not Reachable

In order to monitor aMySQL server, a Service Agent must be running and communicating with the Service Manager. If the Agent
cannot communicate with the Service Manager, the Service Manager has no way of knowing if the MySQL database server being
monitored is running, and it cannot collect current statistics to properly evaluate the rules scheduled against that server.

Default frequency 00:00:01

Default auto-close enabled yes

MySQL Server Has Been Restarted

To perform useful work, a database server must be up-and-running continuously. It is normal for a production server to run continu-
ously for weeks, months, or longer. If a server has been restarted recently, it may be the result of planned maintenance, but it may
also be due to an unplanned event that should be investigated.

Default frequency 00:05:00

Default auto-close enabled no

MySQL Server Not Reachable

To perform useful work, it must be possible to connect to the local MySQL database server. If the MySQL Enterprise Service Agent
cannot communicate with the server, it is likely the server is not running.

Default frequency 00:01:00

Default auto-close enabled yes

Next-K ey Locking Disabled For InnoDB But Binary L ogging Enabled

Next-key locking in InnoDB can be disabled, which may improve performance in some situations. However, this may result inin-
consistent data when recovering from the binary logs in replication or recovery situations. Starting from MySQL 5.0.2, thisoption is
even more unsafe than it wasin version 4.1.x.

Default frequency 06:00:00

Default auto-close enabled no

No Limit On Total Number Of Prepared Statements

Due to Bug#16365, there is no limit to the number of prepared statements that can be open per connection. This can lead to a Denial
I(g:g?\/i ce (DoS) attack, as the server will crash with out-of-memory (OOM) errors when the amount of statements becomes very
This bug has been fixed in later versions of the MySQL server.

Default frequency 06:00:00

Default auto-close enabled no

No Value Set For myisam-recover

Thenyi sam r ecover option enables automatic MylSAM crash recovery should a Myl SAM table become corrupt for some reas-
on. If thisoption is not set, then atable will be "Marked as crashed" if it becomes corrupt, and no sessionswill be able to SELECT
from it, or perform any sort of DML against it.

Default frequency 06:00:00

Default auto-close enabled no

Non-Authorized User Has DB, Table, Or Index Privileges On All Databases

Privileges such as SELECT, INSERT, ALTER, and so forth allow a user to view and change data, as well asimpact system per-

formance. Such operations should be limited to only those databases to which a user truly needs such access so the user cannot inad-
vertently affect other peopl€'s applications and data stores.
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Default frequency 01:00:00

Default auto-close enabled no

Non-Authorized User Has GRANT Privileges On All Databases

The GRANT privilege, when given on all databases as opposed to being limited to a few specific databases, enables a user to give to
other users those privileges that the grantor possesses on all databases. It can be used for databases, tables, and stored routines. Such
aprivilege should be limited to as few users as possible. Users who do indeed need the GRANT privilege should have that privilege
limited to only those databases they are responsible for, and not for all databases.

Default frequency 01:00:00

Default auto-close enabled no

Non-Authorized User Has Server Admin Privileges

Certain privileges, such as SHUTDOWN and SUPER, are primarily used for server administration. Some of these privileges can
have a dramatic effect on a system because they allow someone to shutdown the server or kill running processes. Such operations
should be limited to a small set of users.

Default frequency 01:00:00

Default auto-close enabled no

Object Changed: Database Has Been Altered

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It iswise to know when any changes occur in a production environment with respect to any database structures and investigate the
reasons for the changes.

Default frequency 00:10:00

Default auto-close enabled no

Object Changed: Database Has Been Created

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It is wise to know when any changes occur in a production environment with respect to any database structures and investigate the
reasons for the changes.

Default frequency 00:10:00

Default auto-close enabled no

Object Changed: Database Has Been Dropped

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It iswise to know when any changes occur in a production environment with respect to any database structures and investigate the
reasons for the changes.

Default frequency 00:10:00

Default auto-close enabled no

Object Changed: Function Has Been Created

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It is wise to know when any changes occur in a production environment with respect to any database structures and investigate the
reasons for the changes.

Default frequency 00:10:00

Default auto-close enabled no
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Object Changed: Function Has Been Dropped

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It iswise to know when any changes occur in a production environment with respect to any database structures or functions and in-
vestigate the reasons for the changes.

Default frequency 00:10:00

Default auto-close enabled no

Object Changed: Index Has Been Created

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It iswise to know when any changes occur in a production environment with respect to any database structures and investigate the
reasons for the changes.

Default frequency 00:10:00

Default auto-close enabled no

Object Changed: Index Has Been Dropped

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It iswise to know when any changes occur in a production environment with respect to any database structures and investigate the
reasons for the changes.

Default frequency 00:10:00

Default auto-close enabled no

Object Changed: Table Has Been Altered

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It iswise to know when any changes occur in a production environment with respect to database structures and investigate the reas-
ons for the changes.

Default frequency 00:10:00

Default auto-close enabled no

Object Changed: Table Has Been Created

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It iswise to know when any changes occur in a production environment with respect to database structures and investigate the reas-
ons for the changes.

Default frequency 00:10:00

Default auto-close enabled no

Object Changed: Table Has Been Dropped

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It is wise to know when changes occur in a production environment with respect to database structures and investigate the reasons
for the changes.

Default frequency 00:10:00

Default auto-close enabled no

Object Changed: User Has Been Dropped

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.

It iswise to know when changes occur in a production environment with respect to database structures and investigate the reasons
for the changes.
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Default frequency 00:10:00
Default auto-close enabled no
Object Changes Detected

For development environments, changes to databases and objects may be a normal occurrence, but not for production environments.
It iswise to know when any changes occur in a production environment with respect to any database structures and investigate the
reasons for the changes.

Default frequency 00:10:00

Default auto-close enabled no

Prepared Statements Not Being Closed

Prepared statements may increase performance in applications that execute similar statements more than once, primarily because the
query is parsed only once. Prepared statements can also reduce network traffic because it is only necessary to send the data for the
parameters for each execution rather than the whole statement.

However, prepared statements take time to prepare and consume memory in the MySQL server until they are closed, so it isimport-
ant to use them properly. If you are not closing prepared statements when you are done with them, you are needlessly tying up
memory that could be put to use in other ways.

Default frequency 00:05:00

Default auto-close enabled no

Prepared Statements Not Being Used Effectively

Prepared statements may increase performance in applications that execute similar statements more than once, primarily because the
query is parsed only once. Prepared statements can also reduce network traffic because it is only necessary to send the data for the
parameters for each execution rather than the whole statement.

However, prepared statements take time to prepare and consume memory in the MySQL server until they are closed, so it isimport-
ant to use them properly. If you are only executing a statement a few times, the overhead of creating a prepared statement may not
be worthwhile.

Default frequency 00:05:00

Default auto-close enabled no

Query Cache Has Sub-Optimal Hit Rate

When enabled, the query cache should experience a high degree of "hits', meaning that queriesin the cache are being reused by oth-
er user connections. A low hit rate may mean that not enough memory is allocated to the cache, identical queries are not being is-
sued repeatedly to the server, or that the statements in the query cache are invalidated too frequently by INSERT, UPDATE or DE-
LETE statements.

Default frequency 00:05:00

Default auto-close enabled no

Query Cache Not Available

MySQL can cache the results of SELECT statements in memory so that they do not have to constantly be parsed and executed. If
your application often runs the same queries over and over, caching the results can increase performance significantly. It'simportant
to use aversion or binary of MySQL that supports the query cache.

Default frequency 06:00:00

Default auto-close enabled no

Query Cache Not Enabled
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Enabling the query cache can increase performance by 200% for queries that are executed often and have large result sets.

Default frequency 00:05:00

Default auto-close enabled no

Query Cache Potentially Under sized

When the Query Cacheisfull, and needs to add more queries to the cache, it will make more room in the cache by freeing the least
recently used queries from the cache, and then inserting the new queries. If this is happening often then you should increase the size
of the cache to avoid this constant "swapping".

Default frequency 00:05:00

Default auto-close enabled no

RAM Usage Excessive

A reasonable amount of free memory is required for a system to perform well. Without free memory, new processes and threads
cannot start, and the operating system may do excessive paging (swapping blocks of memory to and from disk).

Default frequency 00:01:00

Default auto-close enabled no

Root Account Can Login Remotely

By default, MySQL includes aroot account with unlimited privileges that is typically used to administer the MySQL server. If pos-
sible, accounts with this much power should not allow remote loginsin order to limit access to only those users able to login to the
machine on which MySQL is running. This helps prevent unauthorized users from accessing and changing the system.

Default frequency 00:05:00

Default auto-close enabled no

Root Account Without Password

The root user account has unlimited privileges and is intended for administrative tasks. Privileged accounts should have strong pass-
words to prevent unauthorized users from accessing and changing the system.

Default frequency 00:05:00

Default auto-close enabled yes

Row-based Replication Broken For UTF8 CHAR Columns Longer Than 85 Characters

Due to Bug#37426, row-based replication breaks when CHAR() UTF8 fields with alength greater than 85 characters are used.
This bug has been fixed in later versions of the MySQL server.

Default frequency 06:00:00

Default auto-close enabled no

Security Alterations Detected: User Privileges Granted

For development environments, changes to database security privileges may be anormal occurrence, but for production environ-
ments it is wise to know when any security changes occur with respect to database privileges, and to ensure that those changes are
authorized and required.

Default frequency 00:05:00

Default auto-close enabled no

Security Alterations Detected: User Privileges Revoked
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For development environments, changes to database security privileges may be anormal occurrence, but for production environ-
ments it is wise to know when any security changes occur with respect to database privileges, and to ensure that those changes are
authorized and required.

Default frequency 00:05:00

Default auto-close enabled no

Security Alterations Have Been Detected

For development environments, changes to database security privileges may be a normal occurrence, but for production environ-
mentsit iswise to know when any security changes occur with respect to database privileges, and to ensure that those changes are
authorized and required.

Default frequency 00:05:00

Default auto-close enabled no

Security Risk with BINLOG Statement

Due to Bug#31611, any user can execute BINLOG statements, which effectively gives them the ability to execute any SQL state-
ment regardless of the privileges associated with their user account (i.e. as given by the GRANT statement). This allows any con-
nected user to get any privileges they want, edit any data they want, add and drop tables, etc.

This bug has been fixed in later versions of the MySQL server.

Default frequency 06:00:00

Default auto-close enabled no

Server Contains Default "test" Database

By default, MySQL comes with adatabase named t est that anyone can access. This database isintended only for testing and
should be removed before moving into a production environment. Because the default t est database can be accessed by any user
and has permissive privileges, it should be dropped immediately as part of the installation process.

Default frequency 00:05:00

Default auto-close enabled no

Server Has Accounts Without A Password

Accounts without passwords are particularly dangerous because an attacker needs to guess only a username. Assigning passwords to
all accounts helps prevent unauthorized users from accessing the system.

Default frequency 00:05:00
Default auto-close enabled yes
Server Has Anonymous Accounts

Anonymous MySQL accounts allow clients to connect to the server without specifying a username. Since anonymous accounts are
well known in MySQL, removing them helps prevent unauthorized users from accessing the system.

Default frequency 00:05:00

Default auto-close enabled yes

Server Includes A Root User Account

By default, MySQL includes aroot account with unlimited privileges that is typically used to administer the MySQL server. There
is no reason this account must be named 'root'. Accounts with this much power should not be easily discovered. Since the root ac-

count iswell known in MySQL, changing its name helps prevent unauthorized users from accessing and changing the system.

Default frequency 00:05:00
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Default auto-close enabled no

Server-Enforced Data Integrity Checking Disabled

SQL Modes define what SQL syntax MySQL should support and what kind of data validation checks it should perform. If no SQL
modes are enabled this means thereis no form of server-enforced data integrity, which meansincoming data that isinvalid will not
be rejected by the server, but instead will be changed to conform to the target column's default datatype. Note, however, that begin-
ning with MySQL 4.1, any client can change its own session SQL mode value at any time.

Default frequency 06:00:00

Default auto-close enabled no

Server-Enforced Data I ntegrity Checking Not Strict

SQL Modes define what SQL syntax MySQL should support and what kind of data validation checks it should perform. There are
many possible options that can be used in conjunction with each other to specify varying degrees of syntax and data validation
checks the MySQL server will perform. However, to ensure the highest level of confidence for data integrity, at least one of the fol-
lowing should be included in the list: TRADI TI ONAL, STRI CT_TRANS_TABLES, or STRI CT_ALL_TABLES.

Note, however, that beginning with MySQL 4.1, any client can change its own session SQL mode value at any time.

Default frequency 06:00:00

Default auto-close enabled no

Slave Detection Of Network Outages Too High

Slaves must deal with network connectivity outages that affect the ability of the slave to get the latest data from the master, and
hence cause replication to fall behind. However, the slave notices the network outage only after receiving no data from the master
forsl ave_net tineout seconds.Youmay wantto decreases| ave_net _ti nmeout sotheoutages -- and associated con-

nection retries -- are detected and resolved faster. The default for this parameter is 3600 seconds (1 hour), which istoo high for
many environments.

Default frequency 06:00:00

Default auto-close enabled no

Slave Error: Unknown or Incorrect Time Zone

In order to use time zone names in conjunction with certain statements, functions, and data types, you must configure the server to
understand those names by |oading information from the operating system's time zone files into a set of tablesin the mysgl database.
However, while the MySQL installation procedure creates those time zone tables, it does not load them; they must be loaded manu-
ally after installation.

Default frequency 00:05:00

Default auto-close enabled no

Slave Execution Position Too Far Behind Read Position

When a slave receives updates from its master, the 1/0 thread stores the datain local files known asrelay logs. The slave's SQL
thread reads the relay logs and executes the updates they contain. If the position from which the SQL thread is reading is way behind
the position to which the I/O thread is currently writing, it isa sign that replication is getting behind and results of queries directed
to the slave may not reflect the latest changes made on the master.

Default frequency 00:05:00

Default auto-close enabled no

Slave Has Been Stopped

If replication on a slave has been stopped, it means the slave is not retrieving the latest statements from the master and it is not ex-
ecuting those statements on the slave.
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Default frequency 00:01:00

Default auto-close enabled yes

Slave Has Experienced A Replication Error

When a slave receives updates from its master it must apply those updates locally so the data on the slave matches that on the server.
If an error occurs while applying an update on a slave, the data on the slave may not match that on the master and it is an indication
that replication may be broken.

Default frequency 00:05:00

Default auto-close enabled no

Slave Has L ogin Accounts With Inappropriate Privileges

Altering and dropping tables on a slave can break replication. Unless the slave also hosts non-replicated tables, there is no need for
accounts with these privileges. As an alternative, you should set ther ead_onl y flag ON so the server allows no updates except
from users that have the SUPER privilege or from updates performed by slave threads.

Default frequency 06:00:00

Default auto-close enabled no

Slave Has Problem Communicating With Master

Slaves must connect to a master to get the latest data from the master. If they cannot connect, or periodically have trouble connect-
ing, replication may fall behind (i.e. the slave may not have the latest data that was written to the master).

Default frequency 00:05:00
Default auto-close enabled no
Slave Has Stopped Replicating

If neither the slave I/O thread nor the slave SQL threads are running, it means the slave is not getting the latest statements from the
master and it is not executing those statements on the slave, and thus replication has stopped entirely.

Default frequency 00:01:00
Default auto-close enabled yes
Slave /O Thread Not Running

The dlave /O thread is the thread that retrieves statements from the master's binary log and records them into the slave's relay log. If
thisthread isn't running, it means the slave is not able to retrieve the latest data from the master.

Default frequency 00:01:00

Default auto-close enabled yes

Slave Not Configured As Read Only

Arbitrary or unintended updates to a slave may break replication or cause a slave to be inconsistent with respect to its master. Mak-
ing aslaver ead_onl y can be useful to ensure that a slave accepts updates only from its master server and not from clients; it min-
imizes the possibility of unintended updates.

Default frequency 06:00:00

Default auto-close enabled no

Slave Relay Log SpacelsVery Large

When a slave receives updates from its master, the 1/0 thread stores the datain local files known asrelay logs. The slave's SQL

thread reads the relay logs and executes the updates they contain. After the SQL thread has executed all the updatesin arelay log,
thefileis no longer needed and can be deleted to conserve disk space.
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Default frequency 06:00:00

Default auto-close enabled no

Slave Relay L ogs Not Automatically Purged

When a slave receives updates from its master, the 1/0 thread stores the datain local files known asrelay logs. The dave's SQL
thread reads the relay logs and executes the updates they contain. After the SQL thread has executed all the updatesin arelay log,
thefileis no longer needed and can be deleted to conserve disk space.

Default frequency 06:00:00

Default auto-close enabled no

Slave SQL Thread Not Running

The slave SQL thread is the thread that reads statements from the slave's relay log and executes them to bring the slave in sync with
the master. If thisthread isn't running, it means the slave is not able to apply the latest changes it has read from the master, and res-
ults of queries directed to the slave may not reflect the latest changes made on the master.

Default frequency 00:01:00

Default auto-close enabled yes

Slave SQL Thread Reading From Older Relay Log Than 1/O Thread

When a slave receives updates from its master, the 1/0 thread stores the datain local files known asrelay logs. The dave's SQL
thread reads the relay logs and executes the updates they contain. If the SQL thread is reading from an older relay log than the one to
which the /O thread is currently writing, it isasign that replication is getting behind and results of queries directed to the slave may
not reflect the latest changes made on the master.

Default frequency 00:05:00

Default auto-close enabled no

Slave Too Far Behind Master

If adlaveistoo far behind the master, results of queries directed to the slave may not reflect the latest changes made on the master.
Default frequency 00:01:00

Default auto-close enabled yes

Slave Waiting To Free Relay L og Space

For slaves with limited disk space you can place alimit on how large the replication relay log can grow. When the limit is reached,
the 1/0 thread stops reading binary log events from the master server until the SQL thread has caught up and deleted some unpro-
cessed relay logs. While this protects MySQL from filling up the disk, it means replication is delayed and the slave will fall behind
the master.

Default frequency 00:05:00

Default auto-close enabled no

Slave Without REPLICATION SLAVE Accounts

If the master ever fails, you may want to use one of the slaves as the new master. An account with the REPLICATION SLAVE priv-
ilege must exist for a server to act as areplication master (so a slave can connect to it), so it's agood idea to create this account on
your slaves to prepare it to take over for a master if needed.

Default frequency 06:00:00

Default auto-close enabled no

Slow Query Log Not Enabled
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The slow query log can be used to identify queries that take along time to complete.

Default frequency 00:05:00

Default auto-close enabled no

Stored Procedures Found With SELECT * Syntax

Best practices for SQL coding state that no query should be issued with SELECT *. Reasons include:

» Toensurethat only the necessary columns are returned from a SQL statement, the actual column names should be specifically
entered. This cuts down on unwanted network traffic as only columns necessary for query satisfaction are present.

» If the underlying table has columns added or removed, the query itself may malfunction if cursors or other such application ob-
jects are used.

Default frequency 06:00:00

Default auto-close enabled no

Stored Routine Runs I n Definer''s Rather Than Caller''s Security Context

Due to bug 18630, a stored routine created by one user and then made accessible to a different user using GRANT EXECUTE could
be executed by that user with the privileges of the routine's definer.

This bug has been fixed in later versions of the MySQL server.
Default frequency 06:00:00

Default auto-close enabled no

Symlinks Are Enabled

Y ou can move tables and databases from the database directory to other locations and replace them with symbolic links to the new
locations. Y ou might want to do this, for example, to move a database to a file system with more free space or to increase the speed
of your system by spreading your tables to different disks.

However, symlinks can compromise security. Thisis especially important if you run mysgld as root, because anyone who has write
access to the server's data directory could then delete any file in the system!

Default frequency 06:00:00
Default auto-close enabled no
Table Cache Not Optimal

MySQL is multi-threaded, so there may be many clients issuing queries for a given table simultaneously. To minimize the problem
with multiple client threads having different states on the same table, the table is opened independently by each concurrent thread.

The table cacheis used to cache file descriptors for open tables and there is a single cache shared by dl clients. Increasing the size
of the table cache allows mysqld to keep more tables open simultaneously by reducing the number of file open and close operations

that must be done. If the value of Open_t abl es isapproaching the value of t abl e_cache, this may indicate performance prob-
lems.

Default frequency 00:05:00

Default auto-close enabled no

Table Cache Set Too Low For Startup

The table cache size controls the number of open tables that can occur at any one time on the server. MySQL will work to open and
close tables as needed, however you should avoid having the table cache set too low, causing MySQL to constantly open and close

tables to satisfy object access.

If the table cache limit has been exceeded by the number of tables opened in the first three hours of service, then the table cache size
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islikely set too low.

Default frequency 00:30:00

Default auto-close enabled no

Table Lock Contention Excessive

Performance can be degraded if the percentage of table operations that have to wait for alock is high compared to the overall num-
ber of locks. This can happen when using a table-level locking storage engine, such as MylSAM, instead of arow-level locking stor-
age engine.

Default frequency 00:05:00

Default auto-close enabled no

Table Scans Excessive

The target server does not appear to be using indexes efficiently. The values of Handler_read rnd_next and Handler_read_rnd to-
gether - which reflect the number of rows read via full table scans - are high compared to the sum of Handler variables which denote
all row accesses - such as Handler_read_key, Handler_read _next etc. Y ou should examine your tables and queries for proper use of
indexes.

Default frequency 00:05:00

Default auto-close enabled no

Tables Found with No Primary or Unique Keys

A primary or unique key of arelational table uniquely identifies each record in the table. Except in very unusual circumstances,
every database table should have one or more columns designated as the primary key or as a unique key, and it is common practice
to declare one.

Default frequency 12:00:00

Default auto-close enabled no

Temporary Tables To Disk Ratio Excessive

If the space required to build atemporary table exceeds either t np_t abl e_si ze or nax_heap_t abl e_si ze, MySQL creates
adisk-based table in the server's tmpdir directory. Also, tables that have TEXT or BLOB columns are automatically placed on disk.

For performance reasonsit isideal to have most temporary tables created in memory, leaving exceedingly large temporary tablesto
be created on disk.

Default frequency 00:05:00
Default auto-close enabled no
Thread Cache Not Enabled

Each connection to the MySQL database server runsin its own thread. Thread creation takes time, so rather than killing the thread
when a connection is closed, the server can keep the thread in its thread cache and use it for a new connection later.

Default frequency 00:05:00
Default auto-close enabled no
Thread Cache Size May Not Be Optimal

Each connection to the MySQL database server runsin its own thread. Thread creation takes time, so rather than killing the thread
when a connection is closed, the server can keep the thread in its thread cache and use it for a new connection later.

Default frequency 00:05:00

Default auto-close enabled no
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Too Many Concurrent Queries Running

Too many active queries indicates there is a severe load on the server, and may be asign of lock contention or unoptimized SQL
queries.

Default frequency 00:05:00
Default auto-close enabled no
UDF Support Can Be Used To Execute Arbitrary Code

Inversions 4.1 and 5.0 of MySQL, by default, User Defined Functions (UDFs) are loaded from the system library path (e.g. /
usr/lib). It has been determined that the security filter used does not guard properly against certain attacks using existing system lib-
raries. Asaresult, it is possible for users with privileged access to execute arbitrary code. This problem can aso be exploited on sys-
temsthat are not actively using UDFs, if any untrusted remote users have DBA privileges on MySQL. To properly protect against
this problem, a new variable has been introduced, pl ugi n_di r, which can be used to specify adifferent directory from which to
load plugins.

Default frequency 12:00:00
Default auto-close enabled no
UDFsLoaded From Insecure Location

User Defined Functions (UDFs) allow you to add features and extend the functionality of your MySQL server, but they also pose a
danger if they can be loaded from an insecure location.

To protect against this problem the pl ugi n_di r variable was introduced, which can be used to specify the directory from which
to load plugins. If the value is non-empty, user-defined function object files must be located in that directory. If the value is empty,
the UDF object files can be located in any directory that is searched by your system's dynamic linker, which does not guard properly
against certain attacks using existing system libraries. Asaresult, it is possible for users with privileged access to execute arbitrary
code. This problem can also be exploited on systems that are not actively using UDFs, if any untrusted remote users have DBA priv-
ileges on MySQL.

Default frequency 12:00:00

Default auto-close enabled no

Use Of View Overrides Column Update Privileges On Underlying Table

Due to Bug#27878, by using a view, a user who only has privileges to update a given column of atableis able to update any column
of that table, even though the view is defined with SQL SECURITY INVOKER. Also, use of aview could allow a user to gain up-
date privileges for tables in other databases.

This bug has been fixed in later versions of the MySQL server.

Default frequency 06:00:00

Default auto-close enabled no

User Can Gain Privileges By Running Stored Routine Declared Using SQL SECURITY INVOKER

Due to Bug#27337, if a stored routine was declared using SQL SECURITY INVOKER, a user who invoked the routine could gain
Ecr)lL\I;:Ine;geﬁ For example, a user without the CREATE privilege on a certain database could gain that privilege after invoking a stored
This bug has been fixed in later versions of the MySQL server.

Default frequency 06:00:00

Default auto-close enabled no

User Has Rights To Database That Does Not Exist

When a database is dropped, user privileges on the database are not automatically dropped. This has security implications as that
user will regain privilegesif a database with the same name s created in the future, which may not be the intended result.
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Default frequency 00:05:00
Default auto-close enabled no
¢ User HasRights To Table That Does Not Exist

When atable is dropped, user privileges on the table are not automatically dropped. This has security implications as that user will
regain privilegesif atable with the same name in the same database is created in the future, which may not be the intended resullt.

Default frequency 00:05:00
Default auto-close enabled no
e User With Only ALTER Privilege On Partitioned Table Can Obtain SELECT Privilege Information

Due to Bug#23675, a user with only the ALTER privilege on a partitioned table could obtain information about the table that should
require the SELECT privilege.

This bug has been fixed in later versions of the MySQL server.
Default frequency 06:00:00
Default auto-close enabled no

e UsersCan View All Databases On MySQL Server
The SHOW DATABASES privilege should be granted only to users who need to see al the databases on aMySQL Server. Itisre-
commended that the MySQL Server be started with the - - ski p- show dat abase option enabled to prevent anyone from using
the SHOW DATABASES statement unless they have been specifically granted the SHOW DATABASES privilege.
Note: If auser isgranted any global privilege, such as CREATE TEMPORARY TABLES or LOCK TABLES, they are automatic-
ally given the ability to show databases unless the server is started with the --skip-show-database option enabled. DBASs should be
aware of thisfact, in the event that any applications make use of temporary tables.
Default frequency 00:05:00
Default auto-close enabled no

* Warnings Not Being L ogged
Error conditions encountered by a MySQL server are always logged in the error log, but warning conditions are only logged if
| og_war ni ngs isset to avalue greater than 0. If warnings are not logged you will not get valuable information about aborted
connections and various other communication errors. Thisis especially important if you use replication so you get more information
about what is happening, such as messages about network failures and reconnections.
Default frequency 12:00:00
Default auto-close enabled no

¢ XA Distributed Transaction Support Enabled For InnoDB

XA Distributed Transaction support is turned on by default. If you are not using this feature, note that it adds an extrafsync for each
transaction and may adversely affect performance.

Default frequency 06:00:00

Default auto-close enabled no

B.9.2. Graph Definition Reference

Individual graphs are defined below.

Connections
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Displays the number of client connections by displaying the number of connected threads, active threads, and cached threads.

Name Connections

Range L abel # connections

Series Expression

Cached cached

Running runni ng

Total connect ed

Variables Data ltem

connected nmysql :st at us:Thr eads_connect ed
running nmysql :stat us:Threads_runni ng
cached nysql :st at us:Threads_cached

Connections - Aborted

Shows the number of client connections that have been aborted, either during connection, or aborted active connections. This informa-
tion is useful to determine if your server is overloaded (and therefore aborting connections), or if there is a network fault. Aborted con-
nections also indicate those which did not disconnect properly, for example during atimeout.

Name Connections - Aborted

Range L abel total/min

Series Expression

Clients clients

Connections connecti ons

Variables Data Item

clients nysql :status:Aborted_clients
connections nysql :st at us:Aborted_connects

Connections - Cache

Displays the thread cache information, comparing new thread creations against all database connections.

Name Connections - Cache

Range L abel total/min

Series Expression

Connections connecti ons

Threads Created tcreated

Variables Data ltem

tcreated nmysql :stat us:Threads_creat ed
connections nmysql :st at us:Connecti ons

Connections- Maximum

Shows the maximum number of connections, and the maximum number of used connections.

Name Connections - Maximum

Range L abel total

Series Expression

Allowed max_connecti ons_al | owed
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Used max_connecti ons_used

Variables Data Item

max_connections_allowed nysql :vari abl es:max_connecti ons

max_connections_used nysql st at us:Max_used_connecti ons

CPU Utilization

Displays the CPU usage statistics over time for the machine hosting the MySQL server. The graph shows the aggregate system, user,
wait and idle times for your CPU(s). Y ou can use this information to help determine your CPU utilization and whether you are getting
the most efficient use of your CPU power.

Name CPU Utilization

Range L abel %

Series Expression

Kernel sys/ (sys+user +wai t +i dl e) * 100
Total (sys+user+wai t)/ (sys+user +wai t +i dl €) * 100
User user/ (sys+user +wai t +i dl e) *100
Wait 1/0 wai t/ (sys+user +wai t +i dl €) *100
Variables Data Item

sys 0S:CpuU:Cpu_sys

user os:cpu:cpu_user

wait os:cpu:cpu_wai t

idle os:cpu:cpu_idle

Database Activity

Displays the database activity, by showing the individual counts over time of different DML statements per minute. For example, you
can monitor the number of SELECT statements executed per minute over time and gain an understanding of your server throughput.
Thisinformation can be used to monitor the activity level, and provide a useful quick reference for your server operation.

Name Database Activity

Range L abel avg statements/sec

Series Expression

Call ((call _proc)/60)

Delete ((del etes+del ete_nulti)/60)
Insert ((inserts+insert_sel ects)/60)
Replace ((repl aces+repl ace_sel ects)/ 60)
Select (sel ect s/ 60)

Update ((updat es+update_nul ti)/ 60)
Variables Data Item

update_multi nysql :status:Com update_nul ti
replaces nysql :stat us:Com r epl ace
replace_selects nysql :stat us:Com r epl ace_sel ect
deletes nysql :st at us:Com del et e
delete_multi nysql :status:Com del ete_nul ti
call_proc nysql :status:Com cal | _procedure
selects nysql :st at us:Com sel ect

inserts nysql :stat us:Com i nsert
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insert_selects nysql :status:Com i nsert_sel ect
updates nysql st at us:Com updat e
Hit Ratios

Shows the cache hit ratios (as a percentage) for the query cache, MylSAM and InnoDB tables, and the connection and thread cache in-
formation. The information provided by the hit ratios can provide indicators of whether your cache is working effectively, or is of asize
suitable for the data that you are storing and retrieving. Low hit ratios indicate that your cache are inefficient and may need to be invest-

igated.

Name Hit Ratios

Range L abel %

Series Expression

InnoDB Buffer 100- ((i Reads / (i ReadRequests+1))*100)

Key Cache (100- ((keyReads / (keyReadRequests+1))*100)) *
(keyReadRequest s >= keyReads)

Query Cache (gHi ts/ (gHi ts+gl nserts+1))*100

Thread Cache 100-((tcreated / (connections+1))*100)

Variables Data Item

gHits nysql :status:Qache_hits

glnserts nysql :status:Qcache_inserts

keyReads nysql :st at us:Key_r eads

keyReadRequests nysql :status:Key_read_requests

iReads nysql :st at us:l nnodb_buf f er _pool _reads

iReadRequests nysql :st at us:l nnodb_buf f er _pool _read_requests

tereated nysql :st at us:Threads_cr eat ed

connections nysql :st at us:Connecti ons

InnoDB Adaptive Hash Index Memory

Shows the size of the InnoDB adaptive hash index. These are used to hold the data from tablesin memory providing the size of thein-
dexesis small enough to fit in memory. The graph shows the memory usage of the adaptive hash index.

Name InnoDB Adaptive Hash Index Memory

Range L abel MB

Series Expression

Hash Node Size ( hash_size * 16384 ) / 1024 /| 1024
Variables Data ltem

hash_size nysql :i nnodbst at us:i nnodb_hash_node_heap

InnoDB Adaptive Hash I ndex Searches

Displays the number of InnoDB adaptive hash index searches and those searches not using the adaptive hash index. Y ou can use thisto
determineif your adaptive hash index is being used correctly, and is of a suitable size of the information and tables that are being ac-

cessed.

Name InnoDB Adaptive Hash Index Searches
Range L abel searches/sec

Series Expression

hash sear ches hash
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non-hash searches nonhash

Variables Data Item

hash nysql :i nnodbst at us:i nnodb_hash_sear ches_per_sec
nonhash nysql :i nnodbst at us:i nnodb_non_hash_sear ches_per _sec

InnoDB Buffer Pool

Displays the size and page usage of the InnoDB buffer pool, providing information on the cache usage and performance. The graph
shows the buffer pool size, active pages, and the number of modified pages.

Name InnoDB Buffer Pool

Range L abel MB

Series Expression

M odified (rmodi fi ed*16384)/ (1024*1024)

Total Size (size*16384)/(1024*1024)

Used (used*16384)/(1024*1024)

Variables Data Item

size nmysql :i nnodbst at us:i nnodb_bp_si ze

used nmysql :i nnodbst at us:i nnodb_bp_db_pages
modified nysql :i nnodbst at us:i nnodb_bp_nodi fi ed_pages

InnoDB Compression Time

Shows the time spent by InnoDB compressing and uncompressing data in compressed tables.

Name InnoDB Compression Time

Range L abel SECS per min

Series Expression

Compressing conpress

Uncompressing unconpr ess

Variables Data Item

compress nysql :i nnodb_conpr essi on_ti nme:conpr ess_seconds
uncompress nysql :i nnodb_conpr essi on_ti me:unconpr ess_seconds

InnoDB OS File Access

Displays the InnoDB 1/O counts showing the number of f sync, read, and write operations used to support InnoDB tables.

Name InnoDB OS File Access

Range L abel avg operations/sec

Series Expression

File fsync() (fsync/ 60)

File Reads (read/ 60)

FileWrites (wite/60)

Variables Data Item

read nysql :i nnodbst at us:i nnodb_i o_os_fil e_reads
write nysql :i nnodbst at us:i nnodb_io_os_file_wites
fsync nysql :i nnodbst at us:i nnodb_i o_os_fil e_fsyncs
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InnoDB Row Details

Shows the row counts per minute for individual SQL operations (READ, | NSERT, UPDATE and DELETE).

Name InnoDB Row Details

Range L abel avg rows/sec

Series Expression

Rows Deleted (del et ed/ 60)

Rows Inserted (i nserted/ 60)

Rows Read (read/ 60)

Rows Updated (updat ed/ 60)

Variables Data Item

read nysql :i nnodbst at us:i nnodb_r ows_r ead
inserted nysql :i nnodbst at us:i nnodb_rows_i nsert ed
updated nysql :i nnodbst at us:i nnodb_r ows_updat ed
deleted nysql :i nnodbst at us:i nnodb_r ows_del et ed

InnoDB Semaphor es

Displays the InnoDB semaphore status. The graph indicates the amount of time that different InnoDB threads have spent waiting due to
the locks used to prevent the same structures being updated at the same time. A large number of threads waiting for the semaphores may
be aresult of disk I/O or connection problemsinside InnoDB. Y ou may want to modify your InnoDB thread concurrency.

Name InnoDB Semaphores

Range L abel avg waits/sec

Series Expression

OS Waits (oswai t s/ 60)

Spin Rounds (srounds/ 60)

Spin Waits (swai t s/ 60)

Variables Data Item

swaits nysql :i nnodbst at us:i nnodb_sem nut ex_spin_wai ts
srounds nysql :i nnodbst at us:i nnodb_sem nut ex_r ounds
oswaits nysql :i nnodbst at us:i nnodb_sem nutex_os_waits

InnoDB Transaction History

The size of the InnoDB transaction history. A high number may indicate alarge number of open (uncommitted) transactions.

Name InnoDB Transaction History

Range L abel Undo Entries

Series Expression

Undo Log Size hist_len

Variables Data Item

hist_len nysql :i nnodbst at us:i nnodb_trx_history_list_|length

InnoDB Transactions

The number of blocked, locked, and active transactions. Y ou can use this to determine the contention on tables for InnoDB transactions.

Name

InnoDB Transactions
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Range L abel total

Series Expression

Blocked bl ocked_trx

Lock Waiting | ock_trx

Running active_trx

Variables Data Item

active _trx nysql :i nnodb_acti ve_transacti ons:count
blocked_trx nysql :i nnodb_bl ocked_t ransacti ons:count
lock_trx nysql :i nnodb_| ock_wai t _transacti ons:count
KBytes In/Out

Displays the total Kilobytes per minute of bytes transferred to/from the server by client applications. Spikesin this output may indicate

an unusual application operation or connection.

Name KBytes In/Out

Range L abel avg kbytes/sec

Series Expression

Received ((bytesln/1024)/60)

Sent ((bytesQut/1024)/60)

Total (((bytesl n+tbyt esQut)/1024)/ 60)
Variables Data Item

bytesin nysql :stat us:Bytes_recei ved
bytesOut nysql :st at us:Byt es_sent

Load Average

The load average of the server hosting the MySQL server. The load average shows the number of processes using or waiting for CPU
timeinthelast 1, 5 and 15 minutes. Load averages showing aload highe than the number of CPU cores may indicate an overloaded

server.
Name Load Average
Range L abel Load Average
Series Expression

1 zero

15 t wo

5 one

Variables Data Item
zero os:l oadavg:0
one os:l oadavg:1
two os:l oadavg:2

Memory Usage - Agent

Displays the current amount of memory used by the agent, and by the Lua component of the agent.

Name Memory Usage - Agent
Range L abel MB
Series Expression
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Agent agent _nmem size / 1024 |/ 1024
Lua lua_memsize / 1024 / 1024
Variables Data Item

lua_mem_size

agent :l ua:mrem si ze

agent_mem_size

agent :proc:nem r esi dent

Memory Usage - OS Resident

Displays the RAM usage on the server for the monitored MySQL instance. Y ou should compare the total and used RAM valuesto en-
sure that you are not exceeding your available RAM, which will lead to swapping and performance issues.

Name Memory Usage - OS Resident

Range L abel MB

Series Expression

Total ramtotal/(1024*1024)

Used (ramtotal -ramunused)/ (1024*1024)
Variables Data Item

ram_total os:memram t ot al

ram_unused os:memr am unused

Memory Usage - OS Virtual

Displays the use of swap space on the server for the monitored MySQL instance. High swap usage may indicate that your server needs
more RAM or that your MySQL configuration needs to be modified, as high levels of swap will have a negative impact on performance.

Name Memory Usage - OS Virtua

Range L abel MB

Series Expression

Total swap_total /(1024*1024)

Used (swap_t ot al - swap_unused)/ (1024*1024)
Variables Data Item

swap_total os:memswap_t ot al

swap_unused os:nmemswap_unused

MylSAM Key Buffer Usage

Displays the efficiency of the MylSAM key index buffer usage. On a system using alot of MylSAM tables, low usage indicates that
your MyISAM key buffer sizeistoo high (reducing the RAM available for other buffering). High usage may indicate that you need to
increase your MylSAM key buffer size to help improve performance.

Name MyISAM Key Buffer Usage

Range L abel MB

Series Expression

M odified (bl k_si ze*not _fl ushed)/ 1024/ 1024

Total Size key_buf fer/ 1024/ 1024

Used (key_buffer - (blk_size*unused))/1024/1024
Variables Data Item

key_buffer nysql :vari abl es:key_buf fer_si ze

blk_size nysql :vari abl es:key_cache_bl ock_si ze
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unused nysql :st at us:Key_bl ocks_unused
not_flushed nysql :st at us:Key_bl ocks_not _f | ushed
Opened Tables

The number of tables in the open state per minute.

Name Opened Tables

Range L abel total/min

Series Expression

Opened Tables openedTabl es

Variables Data Item

openedTables nysql :st at us:Opened_t abl es

Query Cache Blocks

The block usage of the query cache. Low usage may indicate that you are not getting the best performance out of your query cache.
High numbers may indicate that you need to increase your query cache size to allow more queries to be cached.

Name Query Cache Blocks

Range L abel num blocks

Series Expression

Free free_bl ocks

Size si ze_bl ocks

Variables Data Item

size blocks nysql :st at us:Qcache_t ot al _bl ocks
free_blocks nysql st at us:Qcache_free_bl ocks

Query Cache Efficiency

Displays the hits, inserts and queries not cacheable in the query cache. Low cache hits may indicate that your queries are being expired
from the cache before they can be used, which may mean they are unsuitable for storing in the query cache.

Name Query Cache Efficiency

Range L abel avg cache ops/sec

Series Expression

Hits (hits/60)

Inserts (i nserts/60)

Not Cached (not _cached/ 60)

Variables Data ltem

hits nysql :status:Qcache_hits

inserts nmysql :status:Qcache_inserts
not_cached nysql :st at us:Qcache_not _cached

Query Cache Lowmem Prunes

Displays the number of queries removed from the cache because the size of the query cache was not large enough to store the queries
that can be cached. Try increasing your query cache size.

Name ‘Query Cache Lowmem Prunes
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Range L abel avg cache ops/sec

Series Expression

Lowmem Prunes (del et es/ 60)

Variables Data Item

deletes nysql :st at us:Qcache_| owmrem prunes
Query Cache Memory

Displays the free space and total size of the query cache.

Name Query Cache Memory

Range L abel MB

Series Expression

FreeMB free/ (1024*1024)

SizeMB si ze/ (1024*1024)

Variables Data Item

free nysql :status:Qcache_free_nenory
size nysql :vari abl es:query_cache_si ze

Query Cache Queries

Shows the number of queries stored in the query cache. In normal operation this should be arelatively constant figure. A large number
of switches between high and low numbers may indicate that differently sized queries are being inserted into the query cache, and then
later removed as a high number of smaller queries are added to the cache. Try increasing the size of your query cache.

Name Query Cache Queries

Range L abel num queries

Series Expression

Queriesin Cache queries

Variables Data Item

queries nysql :st at us:Qcache_queries_i n_cache

Replication Delay

Displays the number of seconds behind the master for agiven slave in areplication scenario. An increasing value means that your slave

is unable to keep up with your master.

Name Replication Delay

Range L abel total seconds

Series Expression

Seconds Behind Master sbehi nd

Variables Data Item

sbehind nysql :sl avest at us:Seconds_Behi nd_Mast er

Row Access Statistics

Shows the average of the number of accesses for data for different query operations for al table reads, regardless of the storage engine
being using, against the number of queries being executed.

Name

Row Access Statistics
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Range L abel

rows

Series

Expression

Average Rows Per Query

ows) / questions)

Variables Data ltem

first nysql :status:Handl er _read_fi rst
key nysql :st at us:Handl er _r ead_key
next nysql st at us:Handl er _r ead_next
prev nysql :st at us:Handl er _read_prev
hread_rnd nysql :st at us:Handl er _read_rnd

hread_rnd_next

nysql :st at us:Handl er _read_r nd_next

sort_rows nysql :stat us:Sort _r ows
questions nysql :st at us:Questi ons
Row Accesses

Displays the aggregated row access statistics per minute. Information is shown both in terms of the full table scans (which are expensive

to perform), and index based accesses.

Name Row Accesses
Range L abel avg rows/sec
Series Expression

Rows Read via Full Scan

((hread_rnd+hread_rnd_next)/60)

Rows Read via | ndexes

((first+key+next +prev)/60)

Variables

Data ltem

key nmysql :st at us:Handl er _read_key
next nmysql :st at us:Handl er _r ead_next
prev nysql :stat us:Handl er _read_prev
hread_rnd nysql :stat us:Handl er _read_rnd

hread_rnd_next

nysql :st at us:Handl er _r ead_r nd_next

first

nysql :status:Handl er _read_fi rst

Row Writes

Shows the number of delete, write (I NSERT), and update operations on rows per minute on all tables regardless of storage engine.

Name Row Writes

Range L abel avg rows/sec

Series Expression

Rows Deleted (del et e/ 60)

Rows Inserted (wite/60)

Rows Updated (updat e/ 60)

Variables Data ltem

delete nmysql :st at us:Handl er _del et e
update nmysql :st at us:Handl er _updat e
write nmysql :status:Handl er_wite
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Sort Activity

Shows the number of different sort operations performed on queries.

Name Sort Activity

Range L abel total/min

Series Expression

Mer ge Passes Sort _nmerge_passes

Range Sort _range

Scan Sort_scan

Variables Data Item

Sort_merge_passes nysql :status:Sort _nerge_passes
Sort_range nysql :status:Sort _range
Sort_scan nysql :status:Sort _scan

Table Lock Wait Ratio

Shows the percentage of table locks that have had to wait before an operation can continue. High lock ratios can indicate high conten-
tion in your tables, with too many operations having to wait, affecting the performance.

Name Table Lock Wait Ratio

Range L abel lock wait %

Series Expression

Wait Ratio ((lock_waits/|ock_i medi at e) *100)
Variables Data Item

lock_waits nysql :st at us:Tabl e_| ocks_wai t ed
lock_immediate nysql :st at us:Tabl e_| ocks_i mmedi at e

Table Locks

Shows the average number of table locks per second.

Name Table Locks

Range L abel avg locks/sec

Series Expression

Immediate (1 ocks_i nmedi at e/ 60)

Waited (1 ocks_wai t ed/ 60)

Variables Data ltem

locks waited nysql :status:Tabl e_| ocks_wai t ed
locks_immediate nysql :status:Tabl e_| ocks_i mmedi at e

Temporary Tables

Displays the number of memory temporary tables and disk temporary tables. Disk temporary tables are slower to create, populate, and
read back. Y ou may want to increase your memory temporary table size or check your queries to determine whether the use of tempor-

ary tables can be minimized.

Name Temporary Tables
Range L abel total/min
Series Expression
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Disk Temp Tables

di skTenpTabl es

Memory Temp Tables

nmenoryTenpTabl es

Variables

Data ltem

memoryTempTables

nysql :status:Created_t np_t abl es

diskTempTables

nysql :status:Created_t np_di sk_tabl es
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Appendix C. MySQL Enterprise Monitor Component Reference
C.1. MySQL Enterprise Service Manager Reference

C.1.1. Configuring Tomcat Parameters

The parameters for the Tomcat hosting system used to support MySQL Enterprise Service Manager and MySQL Enterprise Dashboard
can have an affect on the performance of the system.

The default settings for Java for Tomcat are as follows:

Description Parameter Default Value
Initial heap size -Xms 768MB
Maximum heap size -Xmx 768MB
Java stack size -Xss 128MB

Y ou can change these parameters to higher values, by editing the JAVA _OPTS setting within the corresponding platform script.

¢ OnUnix/Linux and Mac OS X

Edit the valueswithin apache-t ontat / bi n/ set env. sh file within your MySQL Enterprise Service Manager directory. You
should avoid setting maximum figures higher than the physical memory of your system as this may reduce, rather than increase the
performace.

If you change these parameters, you should shutdown and restart MySQL Enterprise Service Manager for the changes to take effect.
¢ Windows
Edit the JAVA_OPTS settings withinthe apache-t ontat / bi n/ set env. bat file.

To enable the changes, you must re-install your service. To do this, shutdown your MySQL Enterprise Service Manager service and
then reinstall the service by running:

shel | > mysql noni torctl.bat uninstall
shel | > nmysql moni torctl.bat install

On al platforms, changes to the JAVA_OPTS using the above methods should be retained over an upgrade of the MySQL Enterprise
Service Manager service.

If you are running the MySQL repository and the Tomcat service on the same machine, you should keep take the memory allocated to
MySQL into consideration when setting these values.

C.1.2. Creating a new SSL KeyStore

The SSL certificate that is provided with the server during installation is a sample certificate only. If you want to use SSL for commu-
nicating with your MySQL Enterprise Service Manager and MySQL Enterprise Dashboard you should replace the supplied certificate
with your own certificate.

The certificate keystoreislocated inthe apache- t ontat / conf / myKeyst or e file within your MySQL Enterprise Service Man-
ager installation.

To create a new, self-signed, certificate, usethe keyt ool command (provided with Java SE Security) to create a new certificate file:

shel | > keytool -genkey -alias tontat -keyalg RSA -validity 1825 -keystore newKeystore

Y ou will be prompted to fill in the certificate information and to provide a unique password for the certificate.

The- val i di ty specifiesthe length of the certificate created, specified in days. The - al i as isrequired to ensure that the certificate
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isassociated witht ontat .

Once you have created the new keystore, you should shutdown MySQL Enterprise Service Manager, copy the new keystore file to
apache-tontat/ conf/ myKeyst or e and restart MySQL Enterprise Service Manager.

If you have an existing certificate that you would like to import into your keystore, you need to import the certificate using the follow-
ing command:

shel | > keytool -inport -alias tontat -keystore newkeystore -file public.pem

For more information on using SSL certificatesin Tomcat see Apache Tomcat 6.0: SSL Configuration HOW-TO.

C.1.3. Log Files for the MySQL Enterprise Service Manager

This section shows the location of the log and configuration files associated with the various components that make up the MySQL En-
terprise Service Manager. These files can prove useful for debugging purposes.

All log filesexcept cat al i na. out arerotated to ensure they do not grow beyond 10MB in size.

Table C.1. MySQL Enterprise Monitor: Log File Locations: Windows

Component File Location

Apache/Tomcat C:\Program Files\MySQL \Enterprise\M onitor\apache-tomcat\l ogs\catalina.out
Repository C:\Program Files\MySQL \Enterprise\M onitor\mysgl\data

Configuration Report C:\Program Files\MySQL\Enterprise\M onitor\configuration_report.txt

Service Manager C:\Program Files\MySQL \Enterprise\M onitor\apache-tomcat\logs\mysgl-monitor.log

Table C.2. MySQL Enterprise Monitor: Log File Locations: Unix

Component File L ocation

Apache/Tomcat /opt/mysgl/enterprise/monitor/apache-tomcat/l ogs/catalina.out
Repository /opt/mysgl/enterprise/monitor/mysgl/data

Configuration Report lopt/mysgl/enterprise/monitor/configuration_report.txt

Service Manager lopt/mysgl/enterprise/monitor/apache-tomcat/l ogs/mysgl-monitor.log

Table C.3. MySQL Enterprise Monitor: Log File Locations: Mac OS X

Component File L ocation

Apache/Tomcat /Applications/mysgl/enterprise/monitor/apache-tomcat/l ogs/catalina.out
Repository /Applications/mysgl/enterprise/monitor/mysgl/data

Configuration Report /A pplications/mysgl/enterprise/monitor/configuration_report.txt

Service Manager /A pplications/mysgl/enterprise/monitor/apache-tomcat/l ogs/mysql-monitor.log

All of these logs are viewable within MySQL Enterprise Dashboard. For more information, see Section 2.8.6, “Logs’.

Note

Theconfiguration_report.txt filecontainsthe repository password in plain text. Y ou may want to store thisfile
in a secure location.

On all operating systems, the Apache/Tomcat, and Repository directories contain both access and error files.

C.1.4. The Management Information Base (MIB) File
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A MIB fileis arequirement for using SNMP traps. A table showing the location of thisfile follows.

Table C.4. MySQL Enterprise Monitor: MIB File Locations

Operating Sys- |FileLocation

tem

Windows C:\Program Files\MySQL \Enterprise\M onitor\support-filesMONITOR.MIB
Unix lopt/mysq|l/enterprise/monitor/support-filessMONITOR.MIB

Mac OS X /A pplications/mysql/enterprise/monitor/support-filesMONITOR.MIB

C.1.5. Theconfi g. properties File

The repository user name and password are stored inintheconf i g. properti es file. A table showing the location of thisfile fol-
lows:

Table C.5. MySQL Enterprise Monitor: The confi g. properti es File

Operating Syss |FileLocation
tem
Windows C:\Program
Files\MySQL \Enterprise\M onitor\apache-tomcat\webapps\ROOT\WEB-INF
Unix /opt/mysql/enterprise/monitor/apache-tomcat/webapps/ROOT/WEB-INF
Mac OS X [Applica
tiong/mysgl/enterprise/monitor/apache-tomcat/webapps/ROOT/WEB-INF

Y ou should make sure that the file is secured at the file system level so that it cannot be read by anybody but the administrator or Enter-
prise monitor.

C.2. MySQL Enterprise Agent Reference

The MySQL Enterprise Agent isresponsible for providing all of the information from a monitor MySQL server to MySQL Enterprise
Service Manager. In addition, the MySQL Enterprise Agent may provide MySQL Enterprise Agent Proxy Service functionality for
providing query analyzer data.

The MySQL Enterprise Agent is configured through files located within the et ¢ directory within agent installation directory.

Configuration is stored in multiple files, according to a predetermined file and directory layout. The primary configuration file contains
specific information about the agent and how the agent communicates with MySQL Enterprise Service Manager. The main configura-
tion islocated within thenysql - noni t or - agent . i ni file.

Additional configuration files contain information about the MySQL server that is being monitored. Y ou can configure which directory
isused for storing thisinformation within thenysql - noni t or - agent . i ni file. Thedefault locationistheet ¢/ i nst ances dir-
ectory within the MySQL Enterprise Agent directory.

The server you want to monitor should have a directory within the specified location, optionally using the name of the server you are
monitoring, and within that directory, an agent - i nst ance. i ni file. Thisfile contains the configuration information for connecting
to the MySQL server, including the host name, port, user credentials and display name.

Y ou can see an example of thefile layout of the et ¢ directory:

init.d

i n|t d/ mysql - moni t or - agent

i nstances

i nst ances/ agent

i nstances/ agent/ agent - i nstance. i ni

i
i
v
i
i
./ nysql - moni t or - agent . i ni

For more information on the configuration of the mysql - noni t or - agent . i ni file, see Section C.2.1, “MySQL Enterprise Agent
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Configurable Options’. For details on the content of the individual MySQL instance configuration files, see Section C.2.2, “MySQL
Server (agent - i nst ance. i ni ) Configuration”.

C.2.1. MySQL Enterprise Agent Configurable Options

Thenysql - noni t or-agent . i ni filescontains the base configuration information for the MySQL Enterprise Agent. Thefile sets
the core information about the supported functionality for the entire agent.

Y ou can see a sample of the configuration file below:

WARNI NG - The UUI D defined bel ow nust be uni que for each agent.

To use this INl file as a tenplate for configuring additional
agents, do not sinply copy and start a new agent w thout first
nmodi fying the UU D and adj usting other paraneters as necessary.

WARNING - If you are upgrading froma previous 1.x rel ease, please
note that we have changed the contents of the agent INl file and
split the contents across two files:

<instal | di r>/etc/nysql -nonitor-agent.ini - this file
<install dir>/etc/instances/ nmysql/agent-instance.ini - newfile

Refer to the docunentation for nore detailed informati on and
instructions.

HHBHEHEH TR

Version: 2.2.0.1708
[mysql - proxy]

# Common Par anmet ers
pl ugi ns=pr oxy, agent
keepal i ve = true

ile = nysql-nonitor-agent.|og
pid-file=/opt/nysql/enterprisel/agent/ nysql-nonitor-agent.pid

# Agent Paraneters
agent - mgnt - host nane
agent - mgnt - user nane = agent

agent - mgnt - passwor d Tansi n

nysql d-1 nstance-di r= etc/instances

agent-itemfiles = share/ mysql - moni tor-agent/itens/quan.| ua, share/ mysql -nonitor-agent/itens/itens-mysql-nonitor.xm , share/
agent/items/ cust om xni

agent -uui d = 68b4892c- 1310- 4f 07- 8924- 3a8b3c0e850b

user = root

http://nautilus: 18080/ heart beat

# Proxy Paraneters

pr oxy- addr ess=: 6446

proxy- backend- addresses = 127.0. 0. 1: 3306
proxy-lua-script = lib/nysql-nonitor-agent/lual/quan.|ua

Note

Do not copy the agent configuration information from one machine to another without changing the agent - uui d. Each
agent instance must have a unique agent id.

The main configuration information must be located withinthe [ mysql - pr oxy] section of the configuration file. The main configur-
able parameters within thisfile are:

The MySQL Enterprise Agent supports the following configurable options:

Table C.6. nysql - noni t or - agent Help Options

Format Option File Description I_ntroduc- Deprecated | Removed
tion

--help Show help options

--help-admin Show options for the admin-module

--help-agent Show agent options

--help-all Show all help options

--help-monitor Show monitor options

--help-proxy Show options for the proxy-module
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Table C.7. nysql - noni t or - agent Admin Options

Format Option File Description Introduc- |Deprecated |[Removed
tion

--admin-address  |admin-address Defines the listening address and port for the admin

module

--admin-lua-script |admin-lua-script | Script to execute by the admin module

--admin-password |admin-password | Password for authentication for admin module

--admin-username |admin-username |Username for authentication for admin module

--proxy-address  |proxy-address Listening address:port of the proxy server

Table C.8. nysqgl - noni t or - agent Agent Options

Format Option File Description Introduc- |Deprecated | Removed
tion

- agent-back- Maximum time in seconds that the Set the second 220

- log-timeout after the minute when the datais sent to the server

agent-back-

log-timeout

- agent-collect- L oad the specified collector plugins

- or-plugins

agent-collect-

or-plugins

- agent-con- The timeout for the agent to connect to the MySQL  [2.2.2

- nect-timeout server

agent-con-

nect-timeout

- agent- The timeout for cache operations 220

- DNS-cachetimeout

agent-

DNS-cachetimeout

- agent- Forcibly turn off corking (randomization of data col-

- force-uncorking  |lection intervals)

agent-

force-uncorking

- agent-gener- Generate a UUID for use with the agent-uuid

- ate-uuid

agent-gener-

ate-uuid

- agent-heart- Theinterval for generating heartbeat operations

- beat-interval

agent-heart-

beat-interval

--agent-host-id agent-host-id The host ID for the agent

- agent- The command to use to generate the agent host id

- host-

agent- id-commandline

host-

id-commandline

--agent-hostname |agent-hostname  |Hostname of the agent host

--agent-1P-version |agent-1P-version |IP version (4 or 6) to force 220

--agent-item-files |agent-item-files  |List of dataitems for additional collections

- agent-mas- Disable the use of the master_uuid for topology dis- |2.2.1

ter-uuid-discovery

covery
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Format Option File Description Introduc- |Deprecated | Removed
tion

agent-mas-

ter-uuid-discovery

- agent- Maximum response size for agent data

- max-response-size

agent-

max-response-size

- agent-mg- URL of the management server

- mt-hostname

agent-mg-

mt-hostname

- agent-mg- Password for the management server 220

- mt-password

agent-mg-

mt-password

- agent-mg- User name with the management server 220

- mt-username

agent-mg-

mt-username

- agent-net-timeout | The timeout for the agent for established connections |2.2.2

-agent-net-timeout to the MySQL server

- agent-re- Enable data collection for networked filesystems 220

- port-network-fs

agent-re-

port-network-fs

- agent-report-offset | Set the second after the minute when the datais sent |2.2.0

- to the server

agent-report-offset

- agent-run-os-tests | Run the operating system tests and shutdown

-agent-run-os-tests

- agent- Synchronize the attempts to connect at resync

- sync-attempts

agent-

sync-attempts

--agent-track-alloc |agent-track-alloc  |Enable the tracking of the allocation sizes

--agent-uuid agent-uuid UUID of this agent

- mysgld-in- Location of the MySQL instance configuration 220

- stance-dir (mysgl.cnf/mysgl.ini) files

mysqld-in-

stance-dir

Table C.9. nysql - noni t or - agent Monitor Options

Format Option File Description Introduc- |Deprecated | Removed
tion

--monitor-interval

monitor-interval

Interval for executing queries against the backend

-monitor-lua-script

monitor-lua-script

Script filename for the monitor

-monitor-password

monitor-password

Set the password for the monitored MySQL Server

-monitor-username

monitor-username

Set the username for the monitored MySQL Server
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Table C.10. nysql - noni t or - agent Proxy Options

Format Option File Description Introduc- |Deprecated |[Removed
tion

--NO-proxy no-proxy Don't start the proxy module

- proxy- Address:port of the remote MySQL server

- backend-addresses

proxy-

backend-addresses

- proxy- Enable the fix for Bug#25371 (for mysgld >

- fix-bug-25371 2.0.0.12) for older libmysqgl versions

proxy-

fix-bug-25371

--proxy-lua-script |proxy-lua-script | Filename for Lua script for proxy operations

- proxy- Don't use the protocol CHANGE_USER to reset the

- pool- connection when coming from the connection pool

proxy- no-change-user

pool-

no-change-user

- proxy- Address:port of the remote MySQL server

- read- (read-only)

proxy- only-

read- backend-addresses

only-

backend-addresses

- proxy- Disabled profiling of queries

- skip-profiling

proxy-

skip-profiling

Table C.11. nysql - noni t or - agent Application Options

Format Option File Description Introduc- |Deprecated |[Removed
tion

--basedir basedir Specify the base directory to prepend to pathsin the

config

--daemon daemon Start in daemon-mode

--defaults-file defaults-file Specify the configuration file

--keepalive keepalive Try to restart the proxy if a crash occurs

- log-back- Try to invoke the debug and generate a backtrace on

- trace-on-crash crash

log-back-

trace-on-crash

--log-file log-file Specify the file for logging error messages

--log-level log-level Logging level

--log-use-syslog  |log-use-syslog Log errorsto syslog

--lua-cpath lua-cpath Set the LUA_CPATH

--lua-path lua-path Set the LUA_PATH

--max-open-files

max-open-files

Specify the maximum number of open filesto sup-
port

--pid-file pid-file PID fileto store the process ID (when in daemon
mode)
--plugin-dir plugin-dir Path to the plugin files
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Format Option File Description Introduc- |Deprecated |[Removed
tion
--plugins plugins List of pluginsto load
--user user Specify the user to use when running mysgl-monit-
or-agent
- verbose-shutdown |Report shutdown in the logs regardiess of log level  {2.2.0
-verbose-shutdown
--version version Show the version information
e« --help
Command-Line Format --help
-?

Show available help options.
e --help-all
Command-L ine For mat - - hel p-al |

Show all help options.
e --help-adnmn
Command-Line Format --hel p-admin

Show options for the admin-module.
e --hel p-proxy
Command-Line For mat - - hel p- proxy

Show options for the proxy-module.

e --hel p-nonitor

Command-Line Format

- - hel p-noni tor

Show options for the monitor module.

¢ --hel p-agent

Command-Line Format - - hel p- agent
Show options for the agent module.
e --adm n-address=host: port

Command-Line Format

--adm n- addr ess

Option-File Format

adm n- addr ess
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Permitted Values

Type string

Default 14041

Specify the host name (or |P address) and port for the administration port. The default is| ocal host : 4041.

e --adm n-lua-script=script

Command-Line Format

--adm n-1ua-script

Option-File Format

admi n-1 ua-scri pt

Permitted Values

Type file name

Default

Specify the script to use for the administration module for the proxy.

e --adm n- passwor d=pass

Command-Line Format

--adm n- password

Option-File Format

adm n- password

Permitted Values

Type string

Default

Define the password to use to authenticate users wanting to connect to the administration module of mysql - noni t or - agent .
The administration module uses the MySQL protocol to request a username and password for connections.

e --adm n-usernanme=user

Command-Line Format

--adn n-user nane

Option-File Format

adm n- user nanme

Permitted Values

Type string

Default r oot

Define the username to use to authenticate users wanting to connect to the administration module of mysql - noni t or - agent .
The default usernameisr oot . The administration module uses the MySQL protocol to request a username and password for con-

nections.

--agent -col | ect or- pl ugi ns=user

Command-L ine Format

--agent-col | ector-plugins

Option-File Format

agent - col | ect or - pl ugi ns

Permitted Values

Type numeri c

Default col l ect _lua

A comma-separated list of the plugins to be used and loaded by the agent and used to provide collector items.

When monitoring servers you must have the agent plugin configured. To support Query Analyzer, you must aso have the pr oxy
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module enabled. Plugins should be specified as a comma separated list of plugin names.

If you enabled Query Analyzer during installation of the agent, the default valueis pr oxy, agent . If you disabled Query Analyzer
during installation, the default valueisagent .

e --agent-connect-timeout =seconds
Version Introduced 222
Command-Line Format --agent - connect -ti meout
Option-File Format agent - connect -t i meout
Permitted Values
Type nuneric
Default 10

The timeout for the agent to connect to the MySQL server before afailure is reported.

e --agent-DNS-cacheti meout =seconds
Version Introduced 220
Command-Line Format - -agent - DNS- cachet i neout
Option-File Format agent - DNS- cachet i neout
Permitted Values
Type nuneric
Default 0
Valid Val- |- 1 Never timeout
ues
0 Don't cache

The timeout for caching the | P address of a given DNS name. By default, the operating system caching of the addressis used and no

caching in the agent is performed at al. If you specify -1 caching is enabled and never times out. Any other positive value specifies
the timeout value.

e --agent-net-timeout=seconds

Version Introduced 222

Command-Line Format --agent - net-ti meout

Option-File Format agent - net - ti neout
Permitted Values
Type nuneric
Default 10

The timeout for the agent to get aresponse from aMySQL server to which it is already connected before the failure is reported.

e --agent-report-network-fs
Version Introduced 220
Command-Line Format --agent-report-network-fs
Option-File Format agent -report-network-fs
Permitted Values
Type bool ean
Default of f

228



MySQL Enterprise Monitor Component Reference

Enables data collection for network filesystems. In MySQL Enterprise Agent 2.2.2 and greater, the reporting of network filesystem
information is disabled because the latency in determining and reporting the information can delay the collection and reporting of
other information. Y ou must manually enable collection if you need or use advisor and graphs that perform custom data collection
on networked filesystems.

--agent - f or ce-uncor ki ng

Command-Line For mat --agent - f or ce- uncor ki ng

Option-File Format agent - f or ce- uncor ki ng

Forcibly turn off the corking of responses sent to MySQL Enterprise Service Manager. The corking mechanism tries to randomize
the reporting interval of data sent up to the server to prevent flooding the server with information.

Y ou can combine this option with the - - - agent - r epor t - of f set to specify the offset when data is reported to the server. For
more information, seeagent - r eport - of f set .

The frequency of collecting the datais not modified by this setting.

--agent -generate-uuid

Command-L ine For mat --agent-generate-uuid

Option-File Format agent - gener at e- uui d

Regenerates a UUID for the agent. Y ou can use thisto generate anew UUID if you have copied configuration information for an
agent from one machine to another. To use:

shel | > /opt/ mysql / enterprise/ agent/ bi n/ nysqgl - noni t or - agent --agent - gener at e- uui d
ee9296d7- f 7cd- 4f ee- 8b26- ead884ebf 398
2009-03-05 11:49:37: (critical) shutting down normally

For more information, see Section 5.3.6, “Monitoring Multiple MySQL Servers’.

--agent - heart beat -i nt erval =#

Command-Line Format --agent - heart beat -i nterval
Option-File Format agent - hear t beat -i nterval
Permitted Values
Type nuneric
Default 3

Specify the heartbeat interval. The agent sends heartbeat messages to MySQL Enterprise Service Manager to indicate that it isalive
and still running and monitoring servers. The MySQL Enterprise Service Manager uses this information to help identify when an
agent is available or not.

--agent - host - i d=HOSTI D

Command-Line Format --agent-host-id

Option-File Format agent - host-id

Define the agent host id. The host id should be a unique identifier for the host on which the agent is running, and is different to the
agent UUID. Y ou can override the host ID for use within HA environments where you have two identical agent configurations, one
on alive server, and one on a backup server to be brought into use if the primary server fails. The host ID is used to identify the host
by the server, and during failover you want the host 1D to remain constant as you monitor either the original or failover
(replacement) server.

--agent - host - i d=HGOSTI D
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Version Introduced

220

Command-Line Format

--agent-1P-version

Option-File Format

agent - | P-versi on

Permitted Values

Type nuneric
Default any
Valid Val- |4, 6

ues

Specify the |P version to be used and supported by MySQL Enterprise Agent. By default, the agent supports both IPv4 and IPv6, or
you can specify the version by specifying 4 or 6.

e --host-id-commandline

Command-Line Format

--agent - host -i d- commandl i ne

Option-File Format

agent - host -i d- commandl i ne

Specify the command line to generate the host ID. By default, the host ID is generated by using avariety of methods configured for
aspecific platform, including using SSH keys and embedded host ID information. Y ou can replace this with an alternative com-

mand-line

e --agent-hostnane

Command-Line Format

- -agent - host nane

Option-File Format

agent - host nane

Override the automatically determined hostname. Y ou can use this to specify an aternate hostname for the agent. This can be useful
if your host has multiple hostnames and you want the machine identified by a specific hostname.

Note

Setting the hostname using the M ANAGE SERVERS tab within MySQL Enterprise Dashboard overrides this setting.

e --agent-itemfiles

Command-Line Format

--agent-itemfiles

Option-File Format

agent-itemfiles

A comma separated list of the item files used to load data items that are then collected and sent to MySQL Enterprise Service Man-
ager. For more information, see Section 4.1.8, “ Creating a Custom Data Collection Item”.

The default valueincludes shar e/ nysql - proxy/ it ems/ quan. | ua (which provides Query Analyzer data) and shar e/
nysql - proxy/itens/itens-nysql-nonitor.xn (which providesthe core agent monitoring data).

- -agent - max- r esponse- si ze

Command-Line Format

- -agent - max-r esponse-si ze

Option-File Format

agent - max- r esponse- si ze

Permitted Values

Type numeri c

Default 65536
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Specify the maximum size of the response packet sent to MySQL Enterprise Service Manager

e --agent-master-uuid-di scovery

Version Introduced

221

Command-Line Format

--agent - mast er - uui d- di scovery

Option-File Format

agent - mast er - uui d- di scovery

Permitted Values

Type
Default

bool ean

true

By default, the MySQL Enterprise Agent uses the UUID of the replication master to aid in identifying the replication topology. Set-
ting this option to false prevents the agent from accessing the mast er . i nf o and using the UUID obtained from the replication
master. Instead, the hostname and port information is used to determine the topology and match the instance and master information.

e --agent-ngnt - host nane

Command-Line Format

- -agent - ngnt - host nane

Option-File Format

agent - ngnt - host nanme

Set the URL of the MySQL Enterprise Service Manager where collected data is sent. The URL should include the username and
password for the agents, for example: ht t p: / / agent : passwor d@renser ver : 18080/ hear t beat .

Note

If you havethe ht t p_pr oxy environment variable configured within your environment, you should add the val ue of
agent - ngnt - host nane totheno_pr oxy variable to ensure that datais correctly transmitted to MySQL Enterprise
Service Manager and not redirected through the configured proxy address.

« --agent-ngnt - user nane

Version Introduced

220

Command-Line Format

- - agent - ngnt - user nane

Option-File Format

agent - ngnt - user nane

Permitted Values
Type

|string

The username to be used when communicating with MySQL Enterprise Service Manager.

e --agent-ngnt - password

Version Introduced

220

Command-Line Format

- -agent - ngnt - password

Option-File Format

agent - ngnt - passwor d

Permitted Values
Type

|string

The password to be used when communicating with MySQL Enterprise Service Manager.

e --agent-report-offset

Version Introduced

220
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Command-Line Format --agent -report-of fset

Option-File Format agent -report - of f set

Permitted Values

Type nuneric

Default random

The offset, in seconds, past the minute when datais sent up to MySQL Enterprise Service Manager. Y ou can use thisto harmonize
or synchronize agent report across multiple machines, which can improve performance.

For example, if you set - - agent - r epor t - of f set =15, then datais reported at 15 seconds past each minute. For example, at
12:00:15, 12:01:15, and so on.

--agent-run-os-tests

Command-L ine For mat --agent-run-os-tests

Option-File Format agent-run-os-tests

Runs the internal operating system tests, and then exits. Using this option generates a large body of information about the various
operating system information that can be collected about the host. Y ou can use this to determine whether the agent is collecting the
right amount, quantity and quality of information to the server.

A truncated sample of the output is provided below:

2010-01-22 16:15:45: (critical) M/SQL Monitor Agent 2.2.1.1138 started.
sigar-test-all.c.128 ():
pid = 1353
sigar-test-all.c.110 ():
memram = 6080,
memtotal = 6374154240,
mem used = 3356090368,
mem free = 3018063872,
mem actual _free = 3018063872,
mem actual _used = 3356090368
sigar-test-all.c.143 ():
swap. total = 28523896832,
swap. used = 710623232,
swap. free = 27813273600
gar-test-all.c.169 ():
cpu. user = 24544920,
cpu.sys = 136764840,
cpu. ni ce 0
cpu.idle
cpu. wai t )
cpu.total = 349015500
[si ]gar-test-al 1.c.194 ():
0
cpu.user = 8516770,
cpu. sys = 56838970,

cpu. ni ce s
cpu.idle 283667220,
0,
cpu.total = 349022960
1

S

1234759920,
0

cpu. wai t

cpu.user = 6130420,
cpu. sys = 12671090,
cpu.nice = 0,

--agent-sync-attenpts

Command-Line Format --agent-sync-attenpts

Option-File Format agent -sync-attenpts

Attempt to synchronize with the server during the resynchronization.

--track-all oc
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Command-Line Format

--agent-track-alloc

Option-File Format

agent -track-al | oc

Track the memory allocation in the various modules of the agent to help monitor the memory usage.

e --agent-uuid

Command-Line Format

--agent-uui d

Option-File Format

agent -uui d

Permitted Values

Type string

Specify the agent UUID. A UUID is automatically generated for each agent during installation, with the UUID automatically added
to the configuration. Y ou can generate anew UUID using the agent - gener at e- uui d command line option.

If you are setting up multiple hosts and copying the configuration between hosts, make sure that the agent - uui d isunique. You
can have the agent create a new UUID by leaving this configuration property blank.

e --basedir
Command-Line Format --basedir
Option-File Format basedir

Permitted Values

Type file nane

Specify abase directory that is prepended to all other filename configuration options. Use an absolute (not relative) directory name,
otherwisenysql - noni t or - agent generates an error during startup.

e --defaults-file

Command-Line Format

--defaults-file

Option-File Format

defaults-file

Specify afile to use as the file with configuration information. If not specified, configuration options are only taken from the com-

mand line.

e --event-threads=#

Command-Line Format

--event -t hreads

Option-File Format

event -t hreads

Permitted Values

Type nuneric

Default 1

Specify the number of event threads reserved to handle incoming requests.

e --keepalive
Command-L ine For mat --keepal ive
Option-File Format keepal i ve
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Creates an angel process surrounding the main mysql - noni t or - agent that attempts to restart the true mysql - noni t -
or - agent processin the event acrash or other failure.

If the agent stops unexpectedly, the angel revives the agent.

An expected shutdown is:

e MySQL Enterprise Agent terminates normally

» Shutdown with SI GTERM

e Startup errors

If the angel recieves one of SI GHI P, SI GTERM or SI G NT signals, the signal is forwarded to the agent to initiate shutdown.
e --agent-backl og-ti meout =VALUE

Version Introduced 220
Command-Line For mat - - agent - backl og-ti meout
Option-File Format agent - backl og-ti neout
Permitted Values
Type |numeri C

Thetimein seconds that datais kept by the agent if the agent is unable to communicate with MySQL Enterprise Service Manager.
Once the agent reconnects, the data is sent up to MySQL Enterprise Service Manager. Data older than the specified value is dis-
carded. The default value is 600 seconds.

e --]o0g-backtrace-on-crash
Command-Line For mat - -1 og-backtrace-on-crash
Option-File Format | og- backtrace-on-crash

Logs the backtrace to the error log and tries to initialize the debugger in the event of afailure.

e --log-file=filenane
Command-L ine For mat --log-file
Option-File Format log-file

Permitted Values

Type file name

Specify the name of afile to be used to record log information. If you do not specify afull path name, then the log file location is
considered to be relative to the installation directory of the agent.

e --log-file=filenanme
Command-Line Format --1o0g-1evel
Option-File Format | og-1 evel
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Permitted Values

Type enunerati on

Default critical

Valid Val- |error
ues

Show error messages

war ni ng |Show only warning messages

info Show informational messages

nmessage |Show information about agent and basic processing

al

critic- |Show critical messages highlighting agent problems

Thelog level used when outputting error messages. Messages of that level (or lower) are output. For example, nessage also out-

putsi nf o, war ni ng, and er r or messages.

Warning

Be careful when settingthel og- | evel todebug. Doing thisrapidly increases the size of your nysql - moni t -
or - agent . | og file. To avoid disk space problems, put the log files on a different drive from your MySQL server and

the MySQL Enterprise Dashboard.

It isstrongly recommended that you useal og- | evel of critical orerror inaproduction server. Use the higher-

levels to provide more detailed information only for debugging problems with your agent.

Under Windows, if you restart the agent from the command line after setting thel og- | evel todebug, extensive debug

information is displayed to the console aswell asto thelog file.

¢ --log-use-syslog

Command-Line Format

--1 og-use-sysl og

Option-File Format

| og- use-sysl og

Causes errors to be sent to the syslog (Unix/Linux only).

debug Show detailed information, including info provided to server

e --lua-cpath=path
Command-L ine For mat --lua-cpath
Option-File Format | ua-cpath

Permitted Values

Type file nanme

Specify the LUA_CPATH to be used when |oading compiled modules or libraries for Lua scripts.

e --lua-path=path
Command-Line Format --lua-path
Option-File Format | ua-path

Permitted Values

Type file name

Specify the LUA_CPATH to be used when |oading modules for Lua.
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e --nmax-open-fil es=#

Command-Line Format

--max-open-files

Option-File Format

max-open-files

Permitted Values

Type nuneric

The maximum number of open files and sockets supported by the mysql - noni t or - agent process. Y ou may need to increase

this with certain scripts.

e --nonitor-interval =#

Command-Line Format

--nonitor-interval

Option-File Format

noni tor-interval

Permitted Values

Type nuneric
Default 1

Min 1

Value

Execute queries against the backends at thisinterval. The default is 1.

e --nonitor-lua-script=SCR PT

Command-Line Format

--nonitor-1lua-script

Option-File Format

noni tor-1ua-script

Permitted Values

Type string

Filename of the Lua script to use for the monitor module.

e --nonitor-passwor d=PASS

Command-Line Format

--noni tor-password

Option-File Format

nmoni t or - passwor d

Permitted Values

Type string

The password for the monitoring user account.

e --monitor-user nane=USER

Command-L ine Format

--noni tor-user nane

Option-File Format

noni t or - user nanme

Permitted Values

Type string

Default noni t or

The username for the monitoring user account.

e --nysql d-instance-di r=PATH
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Version Introduced 220
Command-Line Format --mysql d-i nstance-dir
Option-File Format nysql d-i nstance-dir

Permitted Values

Type |st ring

The path to the configuration files for the MySQL instance.

e --agent-IP-versi on=VER
Version Introduced 220
Command-Line Format --agent - | P-version
Option-File Format agent -1 P-version
Permitted Values
Type nuneric
Default any
Valid Val- |4, 6
ues

Explicitly setsthe IP version to be used for addressing. By default, the agent uses either version. Set the value by specifying 4 (for
IPv4) or 6 (for IPv6).

* --n0-proxy
Command-Line For mat - - No- pr oxy
Option-File Format no- pr oxy

Disable the proxy module.

e --plugin-dir=path

Command-L ine For mat --plugin-dir
Option-File Format plugin-dir
Permitted Values
Type file name

The directory to use when loading pluginsfor mysql - noni t or - agent .

e --plugins=plugin,...

Command-Line For mat - - pl ugi ns

Option-File Format pl ugi ns

Permitted Values

Type string

A comma-separated list of the plugins to be loaded.

e --proxy-address=host: port

Command-L ine For mat - - proxy-addr ess
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-P

Option-File Format pr oxy- addr ess

Permitted Values

Type string

Default 1 6446

The listening host name (or |P address) and port of the proxy service. The default is: 6446 (all 1Pson port 6446). The setting is
used when employing Query Analysis as the address/port that you must configure your application to usein place of your normal
MySQL server. By default thisitem is set during installation.

e --proxy-read-only-backend-addresses=host: port

Command-L ine For mat - - proxy-read-onl y- backend- addr esses
-r

Option-File Format pr oxy-read-onl y- backend- addr esses

Permitted Values

Type |st ring

The listening host name (or P address) and port of the proxy server for read-only connections. The default is for thisinformation
not to be set.

e --proxy-backend- addresses=host: port

The host name (or |P address) and port of the MySQL server to connect to. Y ou can specify multiple backend servers by supplying
multiple options. Clients are connected to each backend server in round-robin fashion. For example, if you specify two servers A
and B, thefirst client connection goes to server A; the second client connection goes to server B; and the third client connection
goesto server A.

e --proxy-pool - no-change- user
Command-L ine For mat - - pr oxy- pool - no- change- user
Option-File Format pr oxy- pool - no- change- user

Disables the use of the MySQL protocol CHANGE _USER when re-using a connection from the pool of connections specified by the
backend- addr esses list.

e --proxy-skip-profiling
disables profiling of queries (tracking time statistics). The default is for tracking to be enabled.

e --proxy-fix-bug-25371

Command-Line Format --proxy-fix-bug-25371
Option-File Format proxy-fi x-bug- 25371

Gets round an issue when connecting to aMySQL server later than 5.1.12 when using aMySQL client library of any earlier version.

e --proxy-lua-script=file

Command-Line Format --proxy-lua-script
-S

Option-File Format proxy- | ua-scri pt
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Permitted Values

Type file nane

Specify the Luascript file to be loaded. Note that the script file is not physically loaded and parsed until a connection is made. Also
note that the specified Lua script is reloaded for each connection; if the content of the Lua script changes whilemysql - noni t -
or - agent isrunning, the updated content is automatically used when a new connection is made. To use Query Analyzer, set this
parameter to shar e/ nysql - pr oxy/ quan. | ua. Thisisthe default value.

e --daenon
Command-Line Format - - daenon
Option-File Format daenon
Starts the proxy in daemon mode.
e --pid-file=file
Command-L ine For mat --pid-file
Option-File Format pid-file
Permitted Values
Type file nane

Sets the name of the file to be used to store the process ID. Thisis used by the script that shuts down the agent to identify the pro-
cess to be shutdown. The default valueisthe mysql - noni t or - agent . pi d file within the base installation directory as created

by the agent
e --user=user
Command-Line Format --user
Option-File Format user
Permitted Values
Type string

Runnysql - noni t or - agent

asthe specified user .

e --version
Command-Line Format --version
-V
Option-File Format ver si on
Show the version number.
e --verbose-shut down
Version Introduced 220

Command-Line Format

--ver bose- shut down

Option-File Format

ver bose- shut down

Permitted Values

Type bool ean

of f

Default
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By default, agent shutdown messages are only logged if you have set | og- | evel tonessage or higher. You can force shutdown
messages to be reported regardless of the log level using this option.

C.2.2. MySQL Server (agent -i nst ance. i ni ) Configuration

For the MySQL server that you want to monitor, you must create an agent - i nst ance. i ni within the directory specified by the
nysql d-i nstance-di r configuration parameter within themain nysql - noni t or - agent . i ni file.

Theagent -i nst ance. i ni file contains the host name and user credentials for connecting to the MySQL server that you want the
agent to monitor. The format of thefileis asfollows:

# To use this .ini file as a tenplate for configuring additional
# instances to nonitor, do not sinply copy and start a new agent
# without first nodifying the displaynane.

#

# Refer to the docunentation for nore detailed information and
# instructions.

#

# Version: 20080718_230416_r 7011

[nysql d]

hostname = 127.0.0.1

port = 3306

user = root

password =

Theindividua configuration parameters can be defined as follows:

¢ host nane: The host name of the MySQL server that you want to monitor.

e port: The TCP/IP port of the MySQL server that you want to monitor.

e user: The user to use when connecting to the MySQL server that you want to monitor.

e passwor d: The corresponding password to use when connecting to the MySQL server that you want to monitor.

It is also possible to configure the agent to use sockets. This can be done during installation by selecting “socket” rather than “TCP/IP’

from the menu and then specifying the socket name. This can also be configured after installation by editing the agent - i n-
stance. i ni configuration file, and adding the line:

socket = /full/path/to/ mysql.sock

Replication topology discovery for an instance is determined by the agent using the nast er . i nf o file for theinstance, extracting the
username/password used to connect to the master, and then obtaining the MySQL Enterprise Monitor generated UUID of the replication
master. This enables the MySQL Enterprise Agent to match the slave and master in the replication topol ogy.

Y ou can provide alternative credentials to be used to obtain the master UUID by adding ar epl i cat i on section to the instance con-
figuration file, and providing valuesfor the di scover y- user nane and di scover y- passwor d options. For example:

[replication] _
di scovery- user nanme=agent di scovery
di scovery- passwor d=passwor d

To switch off the use of the master UUID entirely when determining the replication topology, use the agent - mas-
ter-uui d-di scovery option.

C.2.3. Agent Log and pi d Files

The locations of the agent log files are as follows:

¢ Windows: C: \ Program Fi | es\ MySQL\ Ent er pri se\ Agent\ nysql - noni t or - agent . | og

e Unix:/opt/ nysql / enterprise/ agent/ nmysql - noni tor-agent. | og
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e MacOSX:/ Applications/mysqgl/enterprisel/agent/nysql-nonitor-agent.|og

On any platform, the location of the agent log file may be changed. Y ou may a so change the name of the log file. To confirm the loca
tion and the name, check the settingsinthenysql - noni t or - agent . i ni file.

The maximum size of alog file may be limited to 2GB. If MySQL Enterprise Agent cannot add information to the configured logfile,
then information is sent to the standard output instead.

Because the size of the log files can become quite large, you can use atool such as| ogr ot at e (Unix/Linux) or | ogadm(Solaris) to
automatically rotate the logs. For example, asample| ogr ot at e definition is shown below:

[ opt/ nysql / ent erpri se/ agent/ nysql - noni t or-agent. | og {
rotate 5
daily
m nsi ze 1G
postrotate
/usr/bin/killall -HUP mysql -nonitor-agent
endscri pt

The above rotates the log before it reaches 1GB in size, keeping up to 5 files at atime.

To use your own system, you can copy the log file, flush the contents, and then send the SI GHUP signal to the agent process. On Win-
dows, you need to shutdown, copy the log, and restart the agent.

The locations of the agent pi d filesare asfollows:

¢ Windows: C:\ Program Fi | es\ MySQ.\ Ent er pri se\ Agent\ agent\ nmysql - noni t or - agent . pi d
e Unix:/opt/ mysql /enterprisel/agent/ nmysql - nmoni tor-agent. pid
e MacOSX:/ Applications/nmysqgl/enterprisel/agent/nysql-nonitor-agent.pid

On any platform, the location of the agent log file may be changed. Y ou may a so change the name of the log file. To confirm the loca-
tion and the name, check the settingsinthenysql - noni t or - agent . i ni file.
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Appendix D. Data Collection Items

Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Analyzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

This appendix documents the data collection items used to create rules. Theseitems are listed in the order that they appear in the DATA
ITEM drop-down list box when creating arule definition. For more information about creating and editing rules see Section 2.3.3,
“Editing Built-in Rules’ and Section 4.1.2, “Overview of Rule Creation”.

Table D.1. MySQL Monitor Data Iltems

Namespace |Namespace Type Attribute Type Description

agent allocationstats agent _dataitem spec_a [l ong_counter |MISSING
I'loc

agent allocationstats agent _dataitemspec_f [l ong_counter |MISSING
ree

agent alocationstats agent _itemattribute_ [l ong_counter |MISSING
all oc

agent alocationstats agent _itemattribute_ [l ong_counter |MISSING
free

agent allocationstats agent _itemclass_allo |[long _counter |MISSING
c

agent alocationstats agent _itemcl ass_conf [l ong_counter |MISSING
ig_alloc

agent allocationstats agent _itemclass_conf [l ong_counter |MISSING
ig_free

agent allocationstats agent __itemclass_free [l ong_counter |MISSING

agent alocationstats agent _itemclasses_al [l ong_counter |MISSING
| oc

agent alocationstats agent __itemclasses_fr [l ong_counter |MISSING
ee

agent allocationstats agent _item.instance_a |l ong _counter |MISSING
I'loc

agent alocationstats agent _item.instance_f [l ong_counter |MISSING
ree

agent allocationstats agent _item.instance_n |l ong_counter |MISSING
ane_al | oc

agent allocationstats agent _item.instance_n [l ong_counter |MISSING
ane_free

agent alocationstats agent _i tem nanespaces [l ong_counter |MISSING
_alloc

agent dlocationstats agent item nanespaces |l ong _counter |MISSING
_free

agent alocationstats agent _itemvalue_allo [l ong_counter |MISSING
c

agent allocationstats agent _itemval ue_free |l ong_counter |MISSING

agent allocationstats agent _nysqgl d_al | oc | ong_counter |MISSING

agent allocationstats agent _nysqgl d_free | ong_counter |MISSING

agent allocationstats agent _plugin_all oc | ong_counter |MISSING

agent allocationstats agent _plugin_free | ong_counter |MISSING

agent allocationstats agent _target_all oc | ong_counter |MISSING
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Data Collection Items

Namespace |Namespace Type Attribute Type Description
agent allocationstats agent _target_free | ong_counter |MISSING
agent allocationstats agent _task_al |l oc | ong_counter |MISSING
agent allocationstats agent _task _free | ong_counter |MISSING
agent dlocationstats curl _nmemall oc | ong_counter |MISSING
agent allocationstats curl _nem bytes | ong MISSING
agent allocationstats curl _nem byt es_max | ong MISSING
agent dlocationstats curl _memfree | ong_counter |MISSING
agent allocationstats j ob_response_all oc | ong_counter |MISSING
agent alocationstats job_response_data_all |long counter |MISSING
oc
agent allocationstats job_response_data_fre |l ong_counter |MISSING
e
agent allocationstats jl ob_response_datum al |l ong_counter |MISSING
oc
agent alocationstats job_response_datum fr |l ong_counter |MISSING
ee
agent alocationstats j ob_response_free | ong_counter |MISSING
agent alocationstats ]l Iob_r esponse_string_a |l ong_counter |MISSING
oc
agent allocationstats job_response_string f |long counter |MISSING
ree
agent allocationstats job_task_alloc | ong_counter |MISSING
agent allocationstats job_task _free | ong_counter |MISSING
agent allocationstats net wor k_backl og_al | oc |l ong_counter |MISSING
agent dlocationstats net wor k_backl og free [l ong counter [MISSING
agent allocationstats net - | ong_counter |MISSING
wor k_backl og_node_al |
oc
agent allocationstats net - | ong MISSING
wor k_backl og_node_byt
es
agent alocationstats net - | ong_counter |MISSING
wor k_backl og_node_fre
e
agent allocationstats schedul er _job_al |l oc | ong_counter |MISSING
agent allocationstats schedul er _job_free | ong_counter |MISSING
agent alocationstats xm _mem al | oc | ong_counter |MISSING
agent allocationstats xm _nmem byt es | ong MISSING
agent allocationstats xm _nmem byt es_max | ong MISSING
agent alocationstats xm _mem free | ong_counter |MISSING
agent chassisstats glib_nemalloc | ong_counter |MISSING
agent chassisstats glib_nem bytes | ong MISSING
agent chassisstats glib_mem bytes nax | ong MISSING
agent chassisstats glib_nemfree | ong_counter |MISSING
agent chassisstats | ua_nmem al | oc | ong_counter |MISSING
agent chassisstats | ua_nmem byt es | ong MISSING
agent chassisstats | ua_nmem byt es_nax | ong MISSING
agent chassisstats | ua_nmem free | ong_counter |MISSING
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Namespace |Namespace Type Attribute Type Description
agent lua nmem si ze | ong MISSING
agent proc egid | ong MISSING
agent proc euid | ong MISSING
agent proc gid | ong MISSING
agent proc mem maj or _faults | ong_counter |MISSING
agent proc mem m nor_faults | ong_counter |MISSING
agent proc mem page faults | ong_counter |MISSING
agent proc mem r esi dent | ong MISSING
agent proc mem shar e | ong MISSING
agent proc mem si ze | ong MISSING
agent proc nane string MISSING
agent proc ni ce | ong MISSING
agent proc ppi d | ong MISSING
agent proc priority | ong MISSING
agent proc pr ocessor | ong MISSING
agent proc state | ong MISSING
agent proc t hr eads | ong MISSING
agent proc time_start_tinme | ong MISSING
agent proc time_sys | ong_counter |MISSING
agent proc time_total | ong_counter |MISSING
agent proc tine_user | ong_counter |MISSING
agent proc tty | ong MISSING
agent proc uid | ong MISSING
monitor resourceBundle subscri ption string MISSING
monitor resourceBundle ver si on string MISSING
mysql account_old_password  |user string MISSING
mysq active_count active_count | ong MISSING
mysql Agent agent. | atency | ong MISSING
mysq Agent agent . reachabl e string MISSING
mysql Agent host _id string MISSING
mysql Agent name string MISSING
mysql Agent guanbDat aCut Of Band string MISSING
mysql Agent ver si on string MISSING
mysql anonymous_user user _count | ong MISSING
mysq auto_increment_limit table_list string MISSING
mysq avail_count avai |l _count | ong MISSING
mysq broad_host_specifier user string MISSING
mysq cluster_data node data_ |dat a_nem t ot al | ong MISSING
memory
mysql cluster_data node data |data_nem used | ong MISSING
memory
mysql cluster_data node index |i ndex_nem t ot al | ong MISSING
_memory
mysql cluster_data_node_index |i ndex_nem used | ong MISSING
_memory
mysq cluster_data node redo_ |redo_buffer_total | ong MISSING
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Namespace |Namespace Type Attribute Type Description
buffer
mysql cluster_data node redo_ |redo_buf f er _used | ong MISSING
buffer
mysql cluster_data node redo | |redo_| ogspace_t ot al | ong MISSING
ogspace
mysq cluster_data node redo | |r edo_| ogspace_used | ong MISSING
ogspace
mysq cluster_data node undo_|undo_buffer _total | ong MISSING
buffer
mysql cluster_data node undo_ |undo_buf f er _used | ong MISSING
buffer
mysq cluster_data node undo_|undo_I| ogspace_t ot al | ong MISSING
logspace
mysq cluster_data node undo_ |undo_I| ogspace_used | ong MISSING
logspace
mysq cluster_data nodes not_s|node_| i st string MISSING
tarted
mysql column Def aul t string The default value of the column
mysq column Extra string Any additional information about the
column
mysql column Field string The name of the column
mysql column Key string Whether the column is indexed
mysql column Nul | string Whether NULL isallowed
mysql column Type string The data type of the column
mysql committed_count conmi tted_count | ong MISSING
mysq Database Dat abase string MISSING
mysq Database nane string MISSING
mysq Explain extra string MISSING
mysql Explain id | ong MISSING
mysq Explain key string MISSING
mysql Explain key_len string MISSING
mysql Explain possi bl e_keys string MISSING
mysql Explain r ef string MISSING
mysql Explain r ows | ong MISSING
mysql Explain sel ect _type string MISSING
mysql Explain tabl e string MISSING
mysql Explain type string MISSING
mysql falcon_database io | ogi cal _reads | ong MISSING
mysq falcon_database io physi cal _reads | ong MISSING
mysq fal- total _recordcache_nb |double MISSING
con_record_cache_summ
ay
mysq fal- total _space_nb doubl e MISSING
con_record _cache summ
ay
mysq fal- free_system nb doubl e MISSING
con_system_memory_su
mmary
mysq fal- total _system nb doubl e MISSING
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Namespace |Namespace Type Attribute Type Description
con_system_memory_su
mmary
mysql fal- comitted_txns | ong MISSING
con_transaction_summar
y
mysql fal- rol | ed_back_txns | ong MISSING
con_transaction_summar
y
mysql global _privileges user string MISSING
mysql grant_privileges user_spec string MISSING
mysq inappropri- user string MISSING
ate_slave privileges
mysql index Cardinality | ong An estimate of the number of unique
valuesin theindex
mysq index Col I ation string How the column is sorted in the index
mysq index Col utm_nane string The column name
mysql index Coment string Remarks about the index
mysql index | ndex_t ype string The index method used (BTREE,
FULLTEXT, HASH, RTREE)
mysq index Key_nane string The name of the index
mysql index Non_uni que | ong Whether the index can contain duplic-
ates
mysql index Nul | string Whether the column may contain
NULL values
mysql index Packed string Whether the key is packed
mysql index Seq_i n_i ndex | ong The column sequence number in the in-
dex, starting with 1
mysql index Sub_part string The number of indexed charactersif
the column is only partly indexed
mysql index Tabl e string The name of the table associated with
the index
mysq in- count | ong MISSING
nodb_active transactions
mysql in- count | ong MISSING
nodb_blocked_transactio
ns
mysq in- conpr ess_seconds | ong_counter |MISSING
nodb_compression_time
mysq in- unconpr ess_seconds | ong_counter |MISSING
nodb_compression_time
mysq in- count | ong MISSING
nodb_lock wait_transacti
ons
mysq innodb_plugins i nnodb_pl ugi n_Ii st string MISSING
mysq innodbstatus i nnodb_bp_add_al | oc | ong The total memory allocated for the ad-
ditional buffer pool measured in bytes
mysq innodbstatus in- doubl e The number of buffer pool pages cre-
nodb_bp_created_per_s ated per second
ec
mysql innodbstatus i nnodb_bp_db_pages | ong The current number of buffer pool
pages
mysql innodbstatus in- | ong MISSING
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nodb_bp_dictionary_al
| oc

mysql innodbstatus in- | ong The current number of free buffer pool
nodb_bp_free_buffers pages

mysql innodbstatus i nnodb_bp_hit_rate | ong The buffer pool hit rate

mysql innodbstatus in- | ong MISSING
nodb_bp_i o_cur_pages

mysql innodbstatus in- | ong MISSING
nodb_bp_i o_sum pages

mysql innodbstatus in- | ong MISSING
nodb_bp_i o_unzi p_cur _
pages

mysql innodbstatus in- | ong MISSING
nodb_bp_i o_unzi p_sum_
pages

mysql innodbstatus i nnodb_bp Iru_len | ong MISSING

mysql innodbstatus in- | ong The current number of pages modified
nodb_bp_nodi fi ed_page
s

mysql innodbstatus in- | ong MISSING
nodb_bp_not _young_hi t
_rate

mysq innodbstatus in- | ong MISSING
nodb_bp_ol d_db_pages

mysql innodbstatus in- | ong_count er |Thetotal number of pages created
nodb_bp_pages_cr eat ed

mysql innodbstatus in- doubl e MISSING
nodb_bp_pages_evi ct ed
_No_access_per_sec

mysql innodbstatus in- | ong_counter |MISSING
nodb_bp_pages_not _you
ng

mysq innodbstatus in- doubl e MISSING
nodb_bp_pages_not _you
ng_per _sec

mysq innodbstatus i nnodb_bp_pages_read |l ong_counter |Thetota number of pagesread

mysql innodbstatus in- doubl e MISSING
nodb_bp_pages_read_ah
ead_per_sec

mysql innodbstatus in- | ong_count er |Thetotal number of pages written
nodb_bp_pages_written

mysql innodbstatus i nnodb_bp_pages_young [l ong_counter |MISSING

mysql innodbstatus in- doubl e MISSING
nodb_bp_pages_young_p
er_sec

mysq innodbstatus in- | ong The number of pending page writes
nodb_bp_pendi ng_pages

mysql innodbstatus in- | ong The number of pagesto be flushed dur-
nodb_bp_pending wite ing checkpointing
s_flush_list

mysq innodbstatus in- | ong The number of old dirty pages to be
nodb_bp_pending wite written from the bottom of the LRU list
s lru

mysql innodbstatus in- | ong The number of pending independent
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nodb_bp_pending wite page writes
s_si ngl e_page
mysql innodbstatus in- doubl e The number of buffer pool reads per
nodb_bp_reads_per_sec second
mysq innodbstatus i nnodb_bp_si ze | ong Thetotal buffer pool sizein bytes
mysq innodbstatus i nnodb_bp_total _alloc [long The total memory allocated for the buf-
fer pool
mysq innodbstatus in- | ong MISSING
nodb_bp_unzip_lru_len
mysql innodbstatus in- doubl e The number of buffer pool pages writ-
nodb_bp_witten_per_s ten per second
ec
mysql innodbstatus in- | ong MISSING
nodb_bp_young_hit _rat
e
mysql innodbstatus i nnodb_bytes_per_read [l ong The number of bytes per read
mysql innodbstatus i nnodb_dateti ne string The date and time the SHOW ENGINE
INNODB STATUS snapshot was taken
mysql innodbstatus i nnodb_hash_node_heap [l ong Number of buffer pool pages reserved
for the Adaptive Hash Index
mysql innodbstatus in- doubl e The number of hash searches per
nodb_hash_sear ches_pe second
r_sec
mysq innodbstatus in- | ong The size of the hash table
nodb_hash_tabl e_si ze
mysql innodbstatus in- | ong Number of buffer pool pages used for
nodb_hash_used cells the Adaptive Hash Index
mysql innodbstatus in- | ong MISSING
nodb_i buf _free_list_|
en
mysq innodbstatus i nnodb_i buf _inserts | ong_count er |Thenumber of insert buffer inserts
mysq innodbstatus in- | ong_count er |Thenumber of insert buffer merged re-
nodb_i buf _nerged_recs cords
mysq innodbstatus i nnodb_i buf _nerges | ong_count er |Thenumber of insert buffer merges
mysq innodbstatus i nnodb_i buf _seg_size |[long MISSING
mysql innodbstatus i nnodb_i buf _si ze | ong MISSING
mysq innodbstatus i nnodb_i o_i buf _I ogs | ong The number of pending log los
mysq innodbstatus i nnodb_i o_i buf _reads |l ong The number of pending insert buffer
reads
mysql innodbstatus i nnodb_i o_i buf _syncs |l ong The number of pending synch opera-
tions
mysq innodbstatus in- | ong_count er |Thenumber of OS fsyncs
nodb_io_os_file_fsync
s
mysql innodbstatus in- | ong_count er |Thenumber of OSfile reads
nodb_io_os file_reads
mysq innodbstatus in- | ong_count er |The number of OSfilewrites
nodb io os file wite
s
mysql innodbstatus in- | ong The number of pending buffer pool

nodb_i o_pendi ng_f | ush
_bp

flush operations
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mysq innodbstatus in- | ong The number of pending log flush oper-
nodb_i o_pendi ng_f | ush ations
_log

mysq innodbstatus in- | ong The number of 1/O pending reads
nodb_i o_pendi ng_r eads

mysql innodbstatus in- | ong The number of 1/0 pending writes
nodb_i o_pending wite
s

mysq innodbstatus in- doubl e The number of fsyncs() per second
nodb_i o_syncs_per_sec

mysq innodbstatus in- | ong Thelog file number the last checkpoint
nodb_| og_checkpoi nt _f was performed on
ile

mysq innodbstatus in- | ong The log sequence number of the last
nodb_| og_checkpoi nt _| checkpoint
sn

mysq innodbstatus in- | ong Thelog file number the last checkpoint
nodb_| og_flushed_file was performed on

mysq innodbstatus in- | ong The point up to which the log was last
nodb_| og_flushed_I| sn flushed

mysql innodbstatus i nnodb_| og_i o_per_sec |doubl e The number of log I/O's per second

mysql innodbstatus i nnodb_| og_i o_total | ong_count er |Thetota number of log 1/O's

mysq innodbstatus in- | ong The log pending checkpoint writes
nodb_| og_pendi ng_chec
kpoint _writes

mysq innodbstatus in- | ong Thelog pending log writes
nodb_| og_pendi ng_| og_
wites

mysql innodbstatus in- | ong The log sequence file number
nodb_| og_sequence fi
e

mysql innodbstatus in- | ong The log sequence number
nodb_| og_sequence_| sn

mysql innodbstatus in- | ong_counter |MISSING
nodb_main_thd_log _flu
sh_wites

mysql innodbstatus in- | ong_counter |MISSING
nodb_rmai n_t hd_I oops_b
ackgr ound

mysql innodbstatus in- | ong_counter |MISSING
nodb_mai n_t hd_I oops_f
| ush

mysq innodbstatus in- | ong_counter |MISSING
nodb_rai n_t hd_| oops_o
ne_sec

mysql innodbstatus in- | ong_counter |MISSING
nodb_rai n_t hd_I oops_s
| eeps

mysq innodbstatus in- | ong_counter |MISSING
nodb_rmeai n_thd_I oops_t
en_sec

mysq innodbstatus in- doubl e The number of nonadaptive hash index

nodb_non_hash_sear che
S_per_sec

searches
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mysq innodbstatus i nnodb_per _sec_avg doubl e The number of seconds the averages
for SHOW INNODB STATUS were
calculated from
mysql innodbstatus i nnodb_r eads_per _sec |doubl e The number of reads per second
mysq innodbstatus in- | ong The number of queries executing inside
nodb_row _queries_insi InnoDB
de
mysql innodbstatus in- | ong The number of queriesin the queue,
nodb_r ow_queri es_queu waiting to enter InnoDB
e
mysql innodbstatus i nnodb_row_state string The current state of the main InnoDB
thread
mysq innodbstatus i nnodb_rows_del et ed | ong_count er |Thenumber of rows deleted from In-
noDB tables
mysq innodbstatus in- doubl e The number of rows deleted per second
nodb_rows_del et ed_per
_sec
mysq innodbstatus i nnodb_rows_inserted |l ong_counter |Thenumber of rowsinsertedintoIn-
noDB tables
mysq innodbstatus in- doubl e The number of rows inserted per
nodb_rows_inserted _pe second
r_sec
mysql innodbstatus i nnodb_r ows_r ead | ong_count er |Thenumber of rows read from InnoDB
tables
mysql innodbstatus in- doubl e The number of rows read per second
nodb_rows_read_per_se
c
mysql innodbstatus i nnodb_r ows_updat ed | ong_count er |Thenumber of rows updated in In-
noDB tables
mysql innodbstatus in- doubl e The number of rows updated per
nodb_r ows_updat ed_per second
_sec
mysq innodbstatus in- | ong_count er |Thenumber of semaphore/mutex waits
nodb_sem nmut ex_os_wai yielded to the OS
ts
mysql innodbstatus in- | ong_count er |The number of semaphore/mutex round
nodb_sem nut ex_rounds for theinternal sync array
mysql innodbstatus in- | ong_count er |Thenumber of semaphore/mutex spin
nodb_sem nmut ex_spi n_w waits for the internal sync array
aits
mysql innodbstatus in- | ong_count er |Thenumber of timesamutex wait was
nodb_sem os_reservati added to the interna sync array
on_count
mysql innodbstatus in- | ong_count er |Performance.lnnoDB
nodb_sem os_signal _co
unt
mysq innodbstatus in- | ong_count er |Thenumber of exclusive (write) sema-
nodb_sem rw excl _os_w phore waits yielded to the OS
aits
mysql innodbstatus in- | ong_count er |Performance.lnnoDB
nodb_sem rw excl _spin
s
mysq innodbstatus in- | ong_count er |Thenumber of shared (read) sema-
nodb_sem shared_os_wa phore waits yielded to the OS

its
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mysq innodbstatus in- | ong_count er |Thenumber of shared (read) sema-
nodb_sem shar ed_spi ns phore spin waits within the syn array
mysql innodbstatus in- doubl e MISSING
nodb_sem spi ns_per_wa
it_mutex
mysql innodbstatus in- doubl e MISSING
nodb_sem spi ns_per_wa
it_rw excl
mysql innodbstatus in- doubl e MISSING
nodb_sem spi ns_per_wa
it_rw shared
mysql innodbstatus in- | ong The transaction history list length
nodb_trx_history_li st
_length
mysq innodbstatus innodb_trx_id_counter |[long _counter |MISSING
mysq innodbstatus in- | ong The transaction counter roll over vari-
nodb_trx_id_counterl able
mysql innodbstatus in- | ong The main transaction count
nodb_trx_id_counter2
mysq innodbstatus in- string MISSING
nodb_trx_id_counter_s
tr
mysql innodbstatus in- | ong The transaction count that is already
nodb_trx_purge_done_t purged
rx2
mysql innodbstatus in- | ong MISSING
nodb_trx_total | ock_s
tructs
mysql innodbstatus i nnodb_writes_per_sec |double The number of InnoDB writes per
second
mysq locked_processes num | ocked | ong MISSING
mysql long_locked_processes |l ong_runni ng_tine doubl e MISSING
mysq long_locked_processes [num_| ong_r unni ng | ong MISSING
mysql long_running_processes |l ong_runni ng_tine doubl e MISSING
mysq long_running_processes (num_| ong_r unni ng | ong MISSING
mysq masterlogs File_size | ong The size of abinary log file
mysq masterlogs fil ecount | ong The number of binary log files
mysql masterlogs filesizesum | ong Thetotal size of all the binary log files
mysql masterlogs Log_nane string The name of the binary log file
mysql MasterStatus Bi nl og_Do_DB string MISSING
mysq MasterStatus Bi nl og_I gnore_DB string MISSING
mysql MasterStatus File string MISSING
mysql MasterStatus Position | ong MISSING
mysq no_password user string MISSING
mysq no_root_password no_password | ong MISSING
mysql num_waiting_txns num wai ti ng_t xns | ong MISSING
mysql prepared_count prepar ed_count | ong MISSING
mysql privileges on_all_dbs user _spec string MISSING
mysql processlist Comrand string The type of command the thread is ex-

ecuting

251




Data Collection Items

Namespace |Namespace Type Attribute Type Description

mysq processlist db string The default database, if oneis selected

mysql processlist Host string The host name of the client issuing the
statement

mysql processlist Id | ong The connection identifier

mysql processlist I nfo string _The statement that the thread is execut-
ing

mysql processlist State string An action, event, or state that indicates
what the thread is doing

mysq processlist Ti me | ong The time in seconds that the thread has
been in its current state

mysql processlist User string The MySQL user who issued the state-
ment

mysql repl_slave privileges repl _sl aves | ong MISSING

mysq rolledback_count rol | edback_count | ong MISSING

mysql root_account_exists root _account | ong MISSING

mysq root_remote _login renote_| ogin | ong MISSING

mysql Server bl ackout string MISSING

mysq Server di spl aynane string The display name of the server in the
Dashboard

mysql Server registration-conplete |string MISSING

mysql Server repl.group | ong MISSING

mysql Server repl . groupName string MISSING

mysq Server server. connect ed | ong Whether the server is connected

mysql Server server.last_errno string MISSING

mysql Server server.last_error string Thelast MySQL server error message

mysql Server server.reachabl e | ong Whether the server is reachable

mysql Server serv- _ | ong The MySQL server version number

er.version_nuneric

mysql Server Ti me | ong MISSING

mysq Server transport string MISSING

mysql Server vi si bl e. di spl aynane string MISSING

mysq server_admin_privileges |user _spec string MISSING

mysql SlaveStatus Bi nl og_Do_DB string MISSING

mysql SlaveStatus Bi nl og_I gnore_DB string MISSING

mysql SlaveStatus Connect _Retry | ong MISSING

mysq SlaveStatus Exec_Mast er _Log_Pos | ong MISSING

mysql SlaveStatus File string MISSING

mysql SlaveStatus Last _Errno | ong MISSING

mysq SlaveStatus Last _Error string MISSING

mysq SlaveStatus Last _1 O Errno | ong MISSING

mysql SlaveStatus Last _| O Error string MISSING

mysql SlaveStatus Last _SQL_Errno | ong MISSING

mysql SlaveStatus Last _SQL_Error string MISSING

mysql SlaveStatus Mast er _Host string MISSING

mysql SlaveStatus Master_ip string MISSING

mysql SlaveStatus Master _Log_File string MISSING

mysql SlaveStatus Mast er _Port | ong MISSING
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mysq SlaveStatus Mast er _SSL_Al | owed string MISSING
mysql SlaveStatus Master_SSL_CA File string MISSING
mysql SlaveStatus Mast er _SSL_CA Path string MISSING
mysql SlaveStatus Mast er _SSL_Cert string MISSING
mysq SlaveStatus Mast er _SSL_Ci pher string MISSING
mysql SlaveStatus Mast er _SSL_Key string MISSING
mysq SlaveStatus Mas- string MISSING
ter_SSL_Verify_Server
_Cert
mysq SlaveStatus Mast er _User string MISSING
mysql SlaveStatus Mast er _uui d string MISSING
mysql SlaveStatus Position | ong MISSING
mysql SlaveStatus Read_Mast er _Log_Pos | ong MISSING
mysq SlaveStatus Relay_Log _File string MISSING
mysq SlaveStatus Rel ay_Log_Pos | ong MISSING
mysql SlaveStatus Rel ay_Log_Space | ong MISSING
mysql SlaveStatus Rel ay_Master_Log_File |string MISSING
mysql SlaveStatus Repl i cate_Do_DB string MISSING
mysql SlaveStatus Replicate_Do_Tabl e string MISSING
mysql SlaveStatus Replicate_Il gnore_DB string MISSING
mysql SlaveStatus Replic- string MISSING
ate_l gnore_Tabl e
mysql SlaveStatus Replic- string MISSING
ate_WId_Do_Tabl e
mysql SlaveStatus Replic- string MISSING
ate_W I d_lgnore_Tabl e
mysq SlaveStatus Seconds_Behi nd_Master |l ong MISSING
mysql SlaveStatus Ski p_Count er | ong MISSING
mysql SlaveStatus Sl ave_| O_Runni ng string MISSING
mysq SlaveStatus Slave_| O State string MISSING
mysql SlaveStatus Sl ave_SQ._Runni ng string MISSING
mysql SlaveStatus Until _Condition string MISSING
mysql SlaveStatus Until _Log_File string MISSING
mysql SlaveStatus Until _Log_Pos | ong MISSING
mysq sp_with_select_star routine string MISSING
mysql Statement byt es | ong MISSING
mysql Statement conment string MISSING
mysq Statement connection_id | ong MISSING
mysql Statement dat abase string MISSING
mysq Statement errors | ong MISSING
mysq Statement exec_tinme | ong MISSING
mysq Statement expl ai n_pl an string MISSING
mysql Statement host _from string MISSING
mysql Statement host _to string MISSING
mysql Statement no_good_i ndex_used | ong MISSING
mysq Statement no_i ndex_used | ong MISSING
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mysq Statement query_type string MISSING
mysql Statement r ows | ong MISSING
mysql Statement source_| ocation string MISSING
mysql Statement t ext string MISSING
mysq Statement user string MISSING
mysql Statement war ni ngs | ong MISSING
mysq StatementAnalysi sSup- aut o_explain_mn_exec |[long MISSING
port _time_ms
mysql StatementAnalysisSup- |capt ur e_exanpl es string MISSING
port
mysql StatementAnalysisSup-  [capt ure_expl ai n string MISSING
port
mysq StatementAnalysisSup- |enabl ed string MISSING
port
mysq StatementAnalysisSup- |f r equency string MISSING
port
mysql StatementSummary avg_exec_tinme string MISSING
mysq StatementSummary byt es | ong MISSING
mysql StatementSummary bytes_rel | ong MISSING
mysql StatementSummary count | ong MISSING
mysql StatementSummary count _rel | ong MISSING
mysq StatementSummary dat abase string MISSING
mysql StatementSummary errors | ong MISSING
mysql StatementSummary exec_tine | ong MISSING
mysql StatementSummary exec_tinme_rel | ong MISSING
mysq StatementSummary max_byt es | ong MISSING
mysql StatementSummary max_exec_time | ong MISSING
mysql StatementSummary max_r ows | ong MISSING
mysql StatementSummary m n_byt es | ong MISSING
mysql StatementSummary m n_exec_tinme | ong MISSING
mysql StatementSummary m n_r ows | ong MISSING
mysql StatementSummary no_good_i ndex_used | ong MISSING
mysql StatementSummary no_i ndex_used | ong MISSING
mysql StatementSummary query_type string MISSING
mysq StatementSummary r ows | ong MISSING
mysql StatementSummary rows_rel | ong MISSING
mysql StatementSummary t ext string MISSING
mysq StatementSummary t ext _hash string MISSING
mysql StatementSummary war ni ngs | ong MISSING
mysq status Aborted_clients | ong_count er |Networking.Overview
mysq status Abor t ed_connect s | ong_count er |Thenumber of failed attempts to con-
nect to the MySQL server
mysql status Bi nl og_cache_di sk_use |l ong General.Logging
mysql status Bi nl og_cache_use | ong The number of transactions that used
the temporary binary log cache
mysql status Byt es_recei ved | ong_count er |Thenumber of bytes received from all

clients
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mysql status Byt es_sent | ong_count er |Thenumber of bytes sent to al clients

mysql status Com adni n_conmmands | ong_count er |Count of admin commands

mysql status Com al ter_db | ong_count er |Countof ALTER DATABASE state-
ments

mysql status Com al ter_db_upgrade |l ong_counter |MISSING

mysql status Com al ter_event | ong_counter |MISSING

mysql status Com al ter_function | ong_counter |MISSING

mysql status Com al t er _procedure | ong_counter |MISSING

mysql status Com al ter _server | ong_counter |MISSING

mysql status Comalter_table | ong_count er |Countof ALTER TABLE statements

mysql status Com al ter_tabl espace [l ong_counter |MISSING

mysql status Com anal yze | ong_count er |Countof ANALY ZE statements

mysql status Com assi gn_to_keycach [l ong_counter |MISSING

e

mysql status Com backup_t abl e | ong_count er |Count of BACKUP TABLE statements

mysql status Com begi n | ong_count er |Count of BEGIN statements

mysql status Com bi nl og | ong_counter |MISSING

mysql status Com cal | _procedure | ong_count er |Number of calsto stored procedures

mysql status Com change_db | ong_count er |Count of CHANGE DATABASE state-
ments

mysql status Com change_nmnmast er | ong_count er |Count of CHANGE MASTER state-
ments

mysql status Com check | ong_count er |Count of CHECK statements

mysql status Com checksum | ong_count er |Count of CHECKSUM statements

mysql status Com _conmi t | ong_count er |Count of COMMIT statements

mysql status Com create_db | ong_count er |Count of CREATE DATABASE state-
ments

mysql status Com create_event | ong_counter |MISSING

mysql status Com create_function | ong_count er |Count of CREATE FUNCTION state-
ments

mysql status Com creat e_i ndex | ong_count er |Countof CREATE INDEX statements

mysql status Com create_procedure [l ong_counter |MISSING

mysql status Com create_server | ong_counter |MISSING

mysql status Com create_table | ong_count er |Count of CREATE TABLE statements

mysql status Com create_trigger | ong_counter |MISSING

mysql status Com cr eat e_udf | ong_counter |MISSING

mysql status Com cr eat e_user | ong_count er |Count of CREATE USER statements

mysql status Com create_view | ong_counter |MISSING

mysql status Com deal | oc_sql | ong_count er |Count of DEALLOCATE PREPARE
statements

mysql status Com del ete | ong_count er |Count of DELETE statements

mysql status Com del ete_nul ti | ong_count er |Count of multiple table DELETE state-
ments

mysql status Com do | ong_count er |Count of DO statements

mysql status Com drop_db | ong_count er |Count of DROP DATABASE state-
ments

mysql status Com drop_event | ong_count er |MISSING
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mysql status Com drop_function | ong_count er |Count of DROP FUNCTION state-
ments

mysql status Com dr op_i ndex | ong_count er |Count of DROPINDEX statements

mysql status Com dr op_procedure | ong_counter |MISSING

mysql status Com dr op_server | ong_counter |MISSING

mysql status Com drop_t abl e | ong_count er |Count of DROP TABLE statements

mysql status Com drop_trigger | ong_counter |MISSING

mysql status Com dr op_user | ong_count er |Count of DROP USER statements

mysql status Com drop_vi ew | ong_counter |MISSING

mysql status Com enpty_query | ong_counter |MISSING

mysql status Com execut e_sql | ong_count er |Count of EXECUTE statements

mysql status Com fl ush | ong_count er |Count of FLUSH statements

mysql status Com gr ant | ong_count er |Countof GRANT statements

mysql status Com ha_cl ose | ong_count er |Count of HANDLER CLOSE state-
ments

mysql status Com _ha_open | ong_count er |Count of HANDLER OPEN statements

mysql status Com ha_r ead | ong_count er |Count of HANDLER READ state-
ments

mysql status Com _hel p | ong_count er |Count of HELP statements

mysql status Com i nsert | ong_count er |Count of INSERT statements

mysql status Com.insert_sel ect | ong_count er |Count of INSERT SELECT statements

mysql status Com.install _plugin | ong_counter |MISSING

mysql status Com ki I'l | ong_count er |Countof KILL statements

mysql status Com | oad | ong_count er |Count of LOAD statements

mysql status Com | oad_nmster_data |l ong_counter |Countof LOAD MASTER DATA
statements

mysql status Com | oad_nmster_table [l ong_counter |Countof LOADMASTER TABLE
statements

mysql status Com | ock_t abl es | ong_count er |Count of LOCK TABLES statements

mysql status Com optim ze | ong_count er |Count of OPTIMIZE statements

mysql status Com pr el oad_keys | ong_count er |Count of PRELOAD KEY S statements

mysql status Com pr epar e_sql | ong_count er |Count of PREPARE statements

mysql status Com pur ge | ong_count er |Count of PURGE statements

mysql status Com purge_before_date |l ong_counter |Countof PURGE BEFORE DATE
statements

mysql status Com rel ease_savepoi nt [l ong_counter |MISSING

mysql status Com renane_t abl e | ong_count er |Count of RENAME TABLE statements

mysql status Com r enane_user | ong_counter |MISSING

mysql status Com repair | ong_count er |Count of REPAIR statements

mysql status Com repl ace | ong_count er |Count of REPLACE statements

mysql status Com r epl ace_sel ect | ong_count er |Count of REPLACE SELECT state-
ments

mysql status Com r eset | ong_count er |Count of RESET statements

mysql status Comrestore_table | ong_count er |Count of RESTORE TABLE state-
ments

mysql status Com revoke | ong_count er |Count of REVOKE statements

mysql status Com revoke_al | | ong_count er |Countof REVOKE ALL statements
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mysq status Com rol | back | ong_count er |Countof ROLLBACK statements
mysql status Comrol | back_to_savep [l ong_counter |MISSING
oi nt
mysql status Com savepoi nt | ong_count er |Count of SAVEPOINT statements
mysql status Com sel ect | ong_count er |Count of SELECT statements
mysql status Com set _option | ong_count er |Count of SET OPTION statements
mysq status Com show_aut hor s | ong_counter |MISSING
mysq status Com show_bi nl og_event |l ong_counter [Countof SHOW BINLOG EVENTS
s statements
mysql status Com show_bi nl ogs | ong_count er |Count of SHOW BINLOGS statements
mysql status Com show_char set s | ong_count er |Count of SHOW CHARSETS state-
ments
mysql status Com show_col | ati ons | ong_count er |Count of SHOW COLLATIONS state-
ments
mysq status Com show _col um_types |l ong_counter |Countof SHOW COLUMN TYPES
statements
mysql status Com show_contributors [l ong_counter |MISSING
mysq status Com show create_db | ong_count er |Count of SHOW CREATE DATA-
BASE statements
mysql status Com show _create_event [l ong_counter |MISSING
mysql status Com show_create_func | ong_counter |MISSING
mysql status Com show_cr eat e_proc | ong_counter |MISSING
mysq status Com show create_table |[long_counter |Countof SHOW CREATE TABLE
statements
mysq status Com show create_trigg [l ong_counter |MISSING
er
mysq status Com show_dat abases | ong_count er |Count of SHOW DATABASES state-
ments
mysql status Com show_engi ne_| ogs |l ong_counter |MISSING
mysq status Com show_engi ne_nmutex [l ong_counter |MISSING
mysq status Com show_engi ne_statu [l ong_counter |MISSING
s
mysq status Com show _errors | ong_count er |Count of SHOW ERRORS statements
mysq status Com show_events | ong_counter |MISSING
mysql status Com show _fi el ds | ong_count er |Count of SHOW FIELDS statements
mysq status Com show function_sta [l ong_counter |MISSING
tus
mysql status Com show _grants | ong_count er |Count of SHOW GRANTS statements
mysql status Com show i nnodb_statu [l ong_counter |Countof SHOW INNODB STATUS
s statements
mysq status Com show_keys | ong_count er |Count of SHOW KEY S statements
mysql status Com show_| ogs | ong_count er |Count of SHOW LOGS statements
mysql status Com show _nmaster_statu [l ong_counter |Countof SHOW MASTER STATUS
s statements
mysql status Com show ndb_st at us | ong_count er |Count of SHOW NDB STATUS state-
ments
mysql status Com show_new_nast er | ong_count er |Count of SHOW NEW MASTER
statements
mysq status Com show _open_tabl es |l ong_counter |Countof SHOW OPEN TABLES
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Sstatements
mysql status Com show_pl ugi ns | ong_counter |MISSING
mysql status Com show _pri vil eges | ong_count er |Count of SHOW PRIVILEGES state-
ments
mysq status Com show_procedure_st [l ong_counter |MISSING
atus
mysq status Com show_processli st | ong_count er |Count of SHOW PROCESSLIST state-
ments
mysq status Com show profile | ong_counter |MISSING
mysq status Com show profiles | ong_counter |MISSING
mysql status Com show_sl ave_hosts |l ong_counter |Countof SHOW SLAVE HOSTS
statements
mysql status Com show_sl ave_status |l ong_counter |Countof SHOW SLAVE STATUS
Sstatements
mysql status Com show_st at us | ong_count er |Count of SHOW STATUS statements
mysq status Com show_st orage_engi |l ong_counter |Countof SHOW STORAGE EN-
nes GINES statements
mysq status Com show_t abl e_status [l ong_counter |MISSING
mysq status Com show_t abl es | ong_count er |Count of SHOW TABLES statements
mysql status Com show _triggers | ong_count er |Count of SHOW TRIGGERS state-
ments
mysql status Com show_vari abl es | ong_count er |Count of SHOW VARIABLES state-
ments
mysql status Com _show_war ni ngs | ong_count er |Count of SHOW WARNINGS state-
ments
mysq status Com sl ave_start | ong_count er |Countof SLAVE START statements
mysq status Com sl ave_stop | ong_count er |Countof SLAVE STOP statements
mysq status Com stnt_cl ose | ong_count er |Countof STATEMENT CLOSE state-
ments
mysql status Com st nt_execute | ong_count er |Countof STATEMENT EXECUTE
Sstatements
mysq status Com stnt_fetch | ong_count er |Countof STATEMENT FETCH state-
ments
mysql status Com stnt _prepare | ong_count er |Count of STATEMENT PREPARE
statements
mysq status Com stnt_reprepare | ong_counter |MISSING
mysq status Com stnt _reset | ong_count er |Countof STATEMENT RESET state-
ments
mysq status Com stnt_send_| ong_da [l ong_counter |Countof STATEMENT SEND LONG
ta DATA statements
mysql status Com truncate | ong_count er |Count of TRUNCATE statements
mysql status Com uninstall _plugin | ong_counter |MISSING
mysql status Com unl ock_t abl es | ong_count er |Countof UNLOCK TABLES state-
ments
mysq status Com updat e | ong_count er |Count of UPDATE statements
mysql status Com update_nul ti | ong_count er |Count of multiple UPDATE statements
mysq status Com xa_conmm t | ong_count er |Countof XA COMMIT statements
mysql status Com xa_end | ong_count er |Countof XA END statements
mysql status Com xa_prepare | ong_count er |Count of XA PREPARE statements
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mysq status Com xa_r ecover | ong_count er |Count of XA RECOVER statements
mysql status Com xa_r ol | back | ong_count er |Countof XA ROLLBACK statements
mysql status Com xa_start | ong_count er |Count of XA START statements
mysql status Conpr essi on string General .Features
mysq status Connecti ons | ong_count er |Thenumber of connection attempts
mysql status Cre- | ong_count er |Genera.Temporary
ated_t np_di sk_t abl es
mysq status Created_tnp _files | ong_count er |How many temporary files mysgld has
created
mysq status Created_tnp_tables | ong_count er |How many temporary tables mysqld
has created
mysq status Del ayed_errors | ong_count er |Performance.Delayed
mysql status Del ayed_i nsert_thread |l ong The number of INSERT DELAYED
s thread handlersin use
mysq status Del ayed_writes | ong_count er |Thenumber of INSERT DELAYED
rows written
mysql status di spl aynane string The display name of the server in the
Dashboard
mysq status FI ush_conmands | ong_count er |Thenumber of FLUSH statements ex-
ecuted
mysql status gr oupnarmne string The name of the group to which the
server belongs
mysq status Handl er _commi t | ong_count er |Thenumber of internal COMMIT
statements
mysql status Handl er _del ete | ong_count er |Thenumber of times that rows have
been deleted from tables
mysq status Handl er _di scover | ong_count er |Indicatesthe number of times that
tables have been discovered
mysq status Handl er _prepare | ong_count er |A counter for the prepare phase of two-
phase commit operations
mysql status Handl er _read_first | ong_count er |Thenumber of times the first entry was
read from an index
mysq status Handl er _read_key | ong_count er |The number of requeststo read arow
based on akey
mysql status Handl er _read_next | ong_count er |The number of requests to read the next
row in key order
mysql status Handl er _read_prev | ong_count er |Thenumber of requests to read the pre-
vious row in key order
mysql status Handl er _read_r nd | ong_count er |The number of requests to read arow
based on afixed position
mysq status Handl er _read_rnd_next |l ong_counter |Thenumber of requeststo read the next
row in the datafile
mysql status Handl er _rol | back | ong_count er |Miscellaneous.Handler
mysq status Handl er _savepoi nt | ong_count er |Thenumber of requests for a storage
engine to place a savepoint
mysql status Hand- | ong_count er |Thenumber of requests for a storage
| er _savepoint_rol | bac engineto roll back to a savepoint
k
mysql status Handl er _updat e | ong_count er |Thenumber of requests to update arow
inatable
mysql status Handl er _write | ong_count er |The number of requests to insert arow
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inatable

mysql status I n- | ong The number of pages containing data
nodb_buf f er _pool _page (dirty or clean)
s_data

mysql status I n- | ong The number of pages currently dirty
nodb_buf fer_pool page
s_dirty

mysql status I n- | ong_count er |Thenumber of buffer pool page-flush
nodb_buf f er _pool _page requests
s_flushed

mysql status I n- | ong The number of buffer pool pages free
nodb_buffer_pool _page
s free

mysql status I n- | ong The number of latched pagesin In-
nodb_buf f er _pool _page noDB buffer pool
s_l atched

mysql status I n- | ong Performance.InnoDB
nodb_buffer_pool _page
s_m sc

mysql status I n- | ong Thetotal size of the buffer poal, in
nodb_buf f er _pool _page pages
s_total

mysql status I n- | ong_count er |The number of random read-aheads ini-
nodb_buffer_pool _read tiated by InnoDB
_ahead_rnd

mysql status I n- | ong_count er |Thenumber of sequential read-aheads
nodb_buf f er _pool _read initiated by InnoDB
_ahead_seq

mysql status I n- | ong_count er |Thenumber of logical read requests In-
nodb_buf f er _pool _r ead noDB has done
_requests

mysql status I n- | ong_count er |Performance.lnnoDB
nodb_buf f er _pool _read
s

mysql status I n- | ong_count er |Counts number of waits for pages to be
nodb_buf f er _pool _wai t flushed
_free

mysql status I n- | ong_count er |Thenumber of writes done to the buf-
nodb_buffer_pool wit fer pool
e_requests

mysql status I nnodb_dat a_f syncs | ong_count er |The number of fsync() operations so far

mysql status I n- | ong The current number of pending fsync()
nodb_dat a_pendi ng_f sy operations
ncs

mysql status I n- | ong The current number of pending reads
nodb_dat a_pendi ng_rea
ds

mysql status I n- | ong The number of pending writes
nodb_dat a_pendi ng_wri
tes

mysql status I nnodb_dat a_r ead | ong_count er |Theamount of dataread so far, in bytes

mysql status I nnodb_dat a_r eads | ong_count er |Thetotal number of data reads

mysql status I nnodb_data_writes | ong_count er |Thetotal number of datawrites

mysql status I nnodb_data_written | ong_count er |Theamount of datawritten in bytes
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mysq status I n- | ong_count er |Thenumber of doublewrite pages that
nodb_dbl wr _pages_writ have been written
ten
mysq status I nnodb_dblw_writes | ong_count er |The number of doublewrite operations
that have been performed
mysql status I nnodb_| og waits | ong_count er |Performance.lInnoDB
mysql status I n- | ong_count er |Thenumber of log write requests
nodb_| og_write_reques
ts
mysql status I nnodb_| og_writes | ong_count er |Thenumber of physical writesto the
log
mysq status I nnodb_os_| og_fsyncs |l ong_count er |Thenumber of fsync() writesdoneto
thelog file
mysql status I n- | ong The number of pending log file fsync()
nodb_os_| og_pendi ng_f operations
syncs
mysql status I n- | ong The number of pending log file writes
nodb_os_| og_pendi ng_w
rites
mysq status I nnodb_os_log witten |l ong_counter |Thenumberof byteswrittentothelog
file
mysql status I nnodb_page_si ze | ong The compiled-in InnoDB page size
mysq status I nnodb_pages_created |l ong_counter |Thenumber of pages created
mysq status I nnodb_pages_read | ong_count er |Thenumber of pages read
mysql status I nnodb_pages_witten |l ong_counter |Thenumberof pageswritten
mysql status I n- | ong The number of row locks currently be-
nodb_row | ock_current ing waited for
_waits
mysq status I nnodb_row | ock_tine |l ong_counter |Thetota timespentin acquiring row
locks, in milliseconds
mysq status I n- | ong The average timeto acquire arow lock,
nodb_row_| ock_ti me_av in milliseconds
g
mysq status I n- | ong The maximum time to acquire arow
nodb_row | ock _tine_ma lock, in milliseconds
X
mysq status I nnodb_row | ock_waits |l ong_counter |Thenumber of timesarow lock had to
be waited for
mysq status I nnodb_r ows_del et ed | ong_count er |Thenumber of rows deleted from In-
noDB tables
mysq status I nnodb_rows_inserted |l ong_counter |Thenumber of rowsinsertedinto In-
noDB tables
mysql status I nnodb_rows_read | ong_count er |Thenumber of rows read from InnoDB
tables
mysql status I nnodb_r ows_updat ed | ong_count er |Thenumber of rows updated in In-
noDB tables
mysql status Key_bl ocks_not _fl ushe |l ong Performance.Keys
d
mysql status Key_bl ocks_unused | ong The number of unused blocksin the
key cache
mysq status Key_ bl ocks_used | ong The number of used blocks in the key
cache
mysql status Key _read_requests | ong_count er |The number of requests to read a key
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block from the cache
mysql status Key_reads | ong_count er |Thenumber of physical reads of akey
block from disk
mysql status Key_write_requests | ong_count er |Thenumber of requests to write akey
block to the cache
mysq status Key writes | ong_count er |Thenumber of physical writes of akey
block to disk
mysq status Last _query_cost | ong Performance.Cost
mysq status Max_used_connections |l ong Networking.Overview
mysql status Ndb_nunber _of _data_no |l ong MISSING
des
mysql status Ndb_nunber _of _ready_d |l ong MISSING
at a_nodes
mysq status Not _fl ushed_del ayed_r |l ong The number of rows waiting to be writ-
ows tenin INSERT DELAY queues
mysql status Open_files | ong The number of files that are open
mysq status Open_st reans | ong The number of streams that are open
(used mainly for logging)
mysql status Open_tabl e_definition [l ong MISSING
s
mysql status Open_t abl es | ong The number of tables that are open
mysq status Opened_files | ong_counter |MISSING
mysq status Opened_tabl e_definiti |[long_counter |MISSING
ons
mysql status Opened_t abl es | ong_count er |Thenumber of tables that have been
opened
mysq status Prepared_stnt _count | ong The current number of prepared state-
ments
mysq status Qcache_free_bl ocks | ong The number of free memory blocksin
the query cache
mysql status Qcache_free_nenory | ong The amount of free memory for the
query cache
mysq status Qcache_hits | ong_count er |Thenumber of query cache hits
mysq status Qcache_inserts | ong_count er |Thenumber of query cacheinserts
mysq status Qcache_| owrem prunes |l ong_count er |Performance.Query Cache
mysq status Qcache_not _cached | ong_count er |Performance.Query Cache
mysq status Qcache_queries_in_cac |l ong The number of queries registered in the
he query cache
mysq status Qcache_t ot al _bl ocks | ong The total number of blocksin the query
cache
mysql status Queri es | ong_count er |MISSING
mysql status Questions | ong_count er |Thenumber of statements that clients
have sent to the server
mysql status Rpl _st at us | ong The status of fail-safe replication (not
yet implemented)
mysql status Sel ect _full _join | ong_count er |Performance.Selects
mysq status Se- | ong_count er |Thenumber of joinsthat used arange
lect_full_range_join search on areference table
mysq status Sel ect _range | ong_count er |Thenumber of joinsthat used ranges

on thefirst table
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mysq status Sel ect _range_check | ong_count er |Thenumber of joinswithout keys that
check for key usage after each row
mysql status Sel ect _scan | ong_count er |Thenumber of joinsthat did afull scan
of thefirst table
mysq status Sl ave_open_tenp_table |l ong Networking.Replication
s
mysql status Slave retried_transac |l ong_counter [Networking.Replication
tions
mysql status Sl ave_runni ng string Thisis ON if this server isaslave that
is connected to a master
mysq status Sl ow_| aunch_t hr eads | ong_count er |Performance.Slow Items
mysq status Sl ow_queri es | ong_count er |Thenumber of queriesthat have taken
more than long_query_time seconds
mysq status Sort _nerge_passes | ong_count er |Thenumber of merge passes that the
sort algorithm has had to do
mysq status Sort _range | ong_count er |Thenumber of sortsthat were done us-
ing ranges
mysql status Sort_rows | ong_count er |Thenumber of sorted rows
mysq status Sort_scan | ong_count er |Thenumber of sortsthat were done by
scanning the table
mysql status Ssl _accept _renegotiat [l ong_counter |Thenumber of renegotiates needed to
es establish the connection
mysql status Ssl _accepts | ong_count er |Thenumber of attempted SSL connec-
tions
mysq status Ssl _cal | back_cache_hi |l ong_count er |Thenumber of callback cache hits
ts
mysq status Ssl _ci pher string SSL cipher to use (implies --sdl)
mysql status Ssl _ci pher_li st string Thelist of SSL cipher strings
mysq status Ssl _client_connects | ong_count er |Thenumber of attempted connections
to an SSL enabled master
mysq status Ssl _connect _renegotia |l ong_counter |[Number of renegotiates needed to con-
tes nect to an SSL-enabled master
mysq status Ssl _ctx _verify depth | ong The SSL context verification depth
mysql status Ssl _ctx_verify_node | ong The SSL certificate verification mode
used by the server
mysq status Ssl _defaul t _ti nmeout | ong The SSL default timeout
mysql status Ssl _finished_accepts |l ong_counter |Thenumber of successful SSL connec-
tionsto the server
mysq status Ss| _fini shed_connects [l ong_counter |Thenumber of successful SSL dave
connections to the server
mysq status Ssl _session_cache_hit [l ong_counter |Thenumberof SSL session cache hits
s
mysql status Ssl _session_cache_m s [l ong_counter |Thenumber of SSL session cache
ses misses
mysql status Ssl _sessi on_cache_nod (string The SSL session cache mode
e
mysq status Ssl _session_cache_ove |l ong_counter |Thenumber of SSL cache overflows
rflows
mysql status Ssl _session_cache_siz [l ong The size of the SSL session cache
e
mysq status Ssl _session_cache_tim [l ong_count er |Thenumber of session cache timeouts
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eouts
mysql status Ssl _sessi ons_reused | ong The number of SSL sessions from the
cache that were reused
mysql status Ssl _used_session_cach [l ong The number of SSL session cache
e_entries entries used
mysql status Ssl _verify_depth | ong Depth of verification for replication
SSL connections
mysq status Ssl _verify_node | ong Mode of veritifaction for replication
SSL connections
mysql status Ssl _version string The SSL version number
mysql status Tabl e | ocks_i nmmedi at e |l ong_count er |The number of timesthat atable lock
was acquired immediately
mysql status Tabl e_| ocks_wai t ed | ong_count er |Performance.Locks
mysq status Tc_l og_max_pages_used |l ong General.Logging
mysql status Tc_l og_page_si ze | ong General.Logging
mysq status Tc_l og_page_waits | ong General.Logging
mysql status Thr eads_cached | ong The number of threads in the thread
cache
mysq status Thr eads_connect ed | ong The number of currently open connec-
tions
mysq status Thr eads_creat ed | ong_count er |Thenumber of threads created to
handle connections
mysq status Thr eads_r unni ng | ong The number of threads that are not
sleeping
mysql status Upti me | ong The number of seconds the server has
been up
mysq status Up- | ong_counter |MISSING
time_since flush_stat
us
mysql strong_privileges user string MISSING
mysql table num._r ows | ong MySQL Network.Table Data
mysql table tabl e_aut o_i ncrenent | ong The next AUTO_INCREMENT value
mysql table tabl e_avg_row_ | ength |l ong The average row length
mysql table tabl e_col | ation string The table's character set and collation
mysql table t abl e_coment string The table comment
mysq table table_create_tine string When the data file was created
mysql table tabl e_data_free | ong The number of allocated but unused
bytes
mysql table tabl e_data_l ength | ong The length of the datafile
mysql table t abl e_engi ne string The storage engine used by atable
mysql table tabl e_i ndex_| ength | ong The length of the index file
mysq table tabl e_max_data_| ength [l ong The maximum length of the data file
mysq table t abl e_nane string The name of atable
mysql table tabl e_row format string The row storage format (Fixed, Dy-
namic, Compressed, Redundant, Com-
pact)
mysq table tabl e_version | ong The version number of the table's .frm
file
mysql tables no_myisam_index |t abl e_| i st string MISSING

_stats
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mysq tables no_unique keys |table_|i st string MISSING
mysql tablestatus Aut o_i ncr enment | ong The next AUTO_INCREMENT value
mysql tablestatus Avg_row_| ength | ong The average row length
mysql tablestatus Check_tinme string When the table was last checked
mysq tablestatus Checksum string The live checksum value (if any)
mysql tablestatus Col | ati on string The table's character set
mysq tablestatus Conment string The comment used when creating the
table
mysql tablestatus Create_options string Extra options used with CREATE TA-
BLE
mysql tablestatus Create_tine string When the table was created
mysql tablestatus Data_free | ong The number of allocated but unused
bytes
mysql tablestatus Dat a_l engt h | ong The length of the datafile
mysql tablestatus Engi ne string The storage engine for the table
mysql tablestatus I ndex_| engt h | ong The length of the index file
mysql tablestatus Max_dat a_| engt h | ong The maximum length of the data file
mysql tablestatus Nanme string The table name
mysql tablestatus Row_f or nat string The row storage format (Fixed, Dy-
namic, Compressed, Redundant, Com-
pact).
mysq tablestatus Rows | ong The number of rowsin the table
mysql tablestatus Update_tine string When the data file was |ast updated
mysql tablestatus Ver si on | ong ]'(Iflhe version number of the table's .frm
ile.
mysql test_database Dat abase (test) string MISSING
mysql transac- transac- | ong MISSING
tions_in_serial_log tions_in_serial _|og
mysql trigger_with_select_star |tri gger _defn string MISSING
mysq user_on_missing_db db_nane string MISSING
mysql user_on_missing_db user string MISSING
mysq user_on_missing_table |user string MISSING
mysql variables aut o_i ncrenment _i ncrem |l ong Auto-increment columns are incremen-
ent ted by thisvalue
mysql variables aut o_i ncrement _of fset |l ong Offset added to Auto-increment
columns
mysql variables aut oconmi t string MISSING
mysq variables aut omat - string Creating and dropping stored proced-
ic_sp_privileges ures dters ACLs
mysql variables back_I og | ong The number of outstanding connection
requests MySQL can have
mysq variables basedir string Genera .Directories/ Files
mysq variables bi g_tabl es string MISSING
mysq variables bi nl og_cache_si ze | ong Memory.Caches
mysql variables bi n- string MISSING
| og_direct_non_transa
ctional _updates
mysq variables bi nl og_f or mat string MISSING
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mysq variables bul k_insert_buffer_si [l ong Size of tree cache used in bulk insert
ze optimization
mysql variables character_set _client string Current client character set
mysql variables charac- string Current connection character set
ter_set_connection
mysql variables charac- string The character set used by the default
ter_set_dat abase database
mysq variables char ac- string Set the file system character set
ter_set_filesystem
mysql variables character_set_results (string Current result character set
mysql variables character _set _server string SQL.Charsets
mysql variables character_set _system |(string The character set used by the server for
storing identifiers
mysq variables character_sets_dir string Directory where character sets are
mysql variables coll ati on_connection (string The collation of the connection
mysq variables col | ati on_dat abase string The collation used by the default data-
base
mysq variables col l ati on_server string Set the default collation
mysq variables conpl etion_type | ong Default completion type
mysql variables concurrent _insert string Use concurrent insert with MylSAM
mysql variables connect _ti nmeout | ong Connections.Overview
mysql variables dat adi r string Path to the database root
mysq variables dat e_f or mat string The DATE format (For future)
mysql variables dat eti nme_f or mat string The DATETIME/TIMESTAMP format
(for future)
mysq variables def aul t _week_f or mat | ong The default week format used by
WEEK () functions
mysql variables del ay_key_wite string Type of DELAY_KEY_WRITE
mysq variables del ayed_insert _limt | ong General .Performance
mysq variables del ayed_insert _timeou [l ong General .Performance
t
mysq variables del ayed_queue_si ze | ong Genera .Performance
mysql variables di v_precision_increne [long SQL.Formats
nt
mysql variables en- string Push supported query conditions to the
gi ne_condi ti on_pushdo storage engine
wn
mysql variables error_count | ong MISSING
mysq variables event _schedul er string MISSING
mysql variables expi re_|l ogs_days | ong General .Miscellaneous
mysq variables flush string Flush tables to disk between SQL com-
mands
mysq variables flush_tine | ong A dedicated thread is created to flush
all tables at the given interval
mysql variables forei gn_key_checks string MISSING
mysql variables ft _bool ean_synt ax string List of operatorsfor MATCH ...
AGAINST ( ... IN BOOLEAN MODE)
mysq variables ft_max_word_Il en | ong SQL.Full Text Search
mysql variables ft_mn_word_| en | ong SQL.Full Text Search
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mysq variables ft_query_expansion_li [l ong Number of best matches to use for
m t guery expansion

mysql variables ft_stopword_file string Use stopwords from this file instead of
built-in list

mysq variables general _| og string MISSING

mysql variables general _log_file string MISSING

mysql variables group_concat _max_len |l ong The maximum length of the result of
function group_concat

mysq variables have_archi ve string Whether mysqgld supports archive
tables

mysql variables have_bdb string IsBerkeley DB supported

mysql variables have_bl ackhol e_engi ne |string Whether mysgld supports BLACK-
HOLE tables

mysq variables have_conmunity_featur |string MISSING

es

mysql variables have_conpress string Availability of the zlib compression
library

mysq variables have_crypt string Availahility of the crypt() system call

mysq variables have_csv string Whether mysqgld supports csv tables

mysq variables have_dynam c_| oading |string Whether mysqgld supports dynamic
loading of plugins

mysq variables have_exanpl e_engi ne string Whether mysqgld supports EXAMPLE
tables

mysql variables have_f ederated_engi ne |string Whether mysgld supports FEDER-
ATED tables

mysql variables have_geonetry string Whether mysqgld supports spatial data
types

mysql variables have_i nnodb string Whether mysgld supports InnoDB
tables

mysq variables have_i sam string Whether mysqgld supports isam tables

mysql variables have_ner ge_engi ne string Whether mysgld supports merge tables

mysql variables have_ndbcl ust er string Whether mysgld supports NDB Cluster
tables

mysq variables have_openssl string Whether mysqgld supports ssl connec-
tions

mysql variables have_partitioning string MISSING

mysq variables have_profiling string MISSING

mysq variables have_query_cache string Whether mysqgld supports query cache

mysq variables have_raid string Whether mysqgld supports the RAID
option

mysql variables have rtree_keys string General .Features

mysql variables have_ssl string Whether the server supports an SSL
connection

mysql variables have_synl i nk string Is symbolic link support enabled

mysq variables host nane string The name of the server host

mysql variables identity | ong MISSING

mysq variables ignore builtin_innodb ([string MISSING

mysql variables i ni t_connect string Command(s) that are executed for each
new connection

mysq variables init_file string Read SQL commands from thisfile at
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startup
mysql variables init_slave string Command(s) that are executed when a
slave connects to a master
mysql variables in- string MISSING
nodb_adaptive_flushin
g
mysql variables in- string MISSING
nodb_adapti ve_hash_in
dex
mysql variables in- | ong Memory.Buffers
nodb_addi ti onal _nem p
ool _size
mysq variables in- | ong Data file autoextend increment in
nodb_aut oext end_i ncre megabytes
ment
mysq variables in- | ong MISSING
nodb_aut oi nc_| ock_nod
e
mysq variables in- | ong Memory.Buffers
nodb_buffer_pool awe_
mem nb
mysq variables in- | ong Memory.Buffers
nodb_buf fer_pool _si ze
mysql variables in- string MISSING
nodb_change_buffering
mysql variables i nnodb_checksuns string Enable InnoDB checksums validation
mysql variables in- | ong Helpsin performance tuning in heavily
nodb_conmi t _concurren concurrent environments
cy
mysql variables in- | ong Table Types.InnoDB
nodb_concurrency_tick
ets
mysql variables i nnodb_data_file_path |string Path to individual files and their sizes
mysql variables i nnodb_dat a_hone_dir string The common part for InnoDB table
spaces
mysql variables i nnodb_doubl ewrite string Enable InnoDB doublewrite buffer
mysq variables i nnodb_fast _shutdown |l ong Speeds up the shutdown process of the
InnoDB storage engine
mysq variables i nnodb_file_format string MISSING
mysql variables in- string MISSING
nodb file format_chec
k
mysql variables in- | ong Number of file1/O threadsin InnoDB
nodb_file_io_threads
mysql variables innodb_file_per_table |string Stores each InnoDB table to an .ibd file
in the database dir
mysql variables in- | ong Table Types.InnoDB
nodb_flush_|og_at trx
_comm t
mysq variables i nnodb_f | ush_net hod string With which method to flush data
mysql variables i nnodb_force_recovery [l ong Table Types.InnoDB
mysq variables i nnodb_i o_capacity | ong MISSING
mysql variables in- | ong Table Types.InnoDB
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nodb_| ock_wait _tinmeou
t
mysql variables in- string Table Types.InnoDB
nodb_| ocks_unsafe_for
_binlog
mysql variables i nnodb_| og_arch_dir string Where full logs should be archived
mysql variables i nnodb_| og_archi ve string Set to 1 if you want to have logs
archived
mysql variables in- | ong General.Logs
nodb_| og_buffer_size
mysq variables innodb_log_file_size |[long Size of each log filein alog group
mysq variables in- | ong General.Logs
nodb_l og_files_in_gro
up
mysq variables in- string Path to InnoDB log files
nodb_| og_group_hone_d
ir
mysq variables in- | ong Percentage of dirty pages allowed in
nodb_mex_dirty_pages_ bufferpool
pct
mysql variables i nnodb_max_purge_lag |l ong Desired maximum length of the purge
gueue (0 = no limit)
mysq variables in- | ong Number of identical copies of log
nodb_mirrored_l og_gro groups we keep for the database
ups
mysq variables i nnodb_ol d_bl ocks_pct |l ong MISSING
mysql variables in- | ong MISSING
nodb_ol d_bl ocks_ti ne
mysql variables i nnodb_open_files | ong The maximum number of filesthat In-
noDB keeps open at the same time
mysq variables in- | ong MISSING
nodb_read_ahead_t hres
hol d
mysql variables in- | ong MISSING
nodb_read_i o_t hreads
mysql variables in- string Unknown.Unknown
nodb_rol | back_on_ti e
out
mysq variables in- | ong MISSING
nodb_spi n_wai t _del ay
mysql variables in- string MISSING
nodb_stats _on_net adat
a
mysql variables in- | ong MISSING
nodb_stats_sanpl e_pag
es
mysql variables i nnodb_strict_node string MISSING
mysql variables i nnodb_support _xa string Enable InnoDB support for the XA
two-phase commit
mysq variables in- | ong Count of spin-loop roundsin InnoDB
nodb_sync_spi n_| oops mutexes
mysq variables i nnodb_t abl e_| ocks string Enable InnoDB locking in LOCK

TABLES
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mysq variables in- | ong Table Types.InnoDB
nodb_t hread_concurren
cy
mysql variables in- | ong Table Types.InnoDB
nodb_t hread_sl eep_del
ay
mysql variables in- string MISSING
nodb_use_| egacy_cardi
nality_al gorithm
mysq variables i nnodb_use_sys_mall oc |string MISSING
mysql variables in- | ong MISSING
nodb_wite_io_threads
mysq variables insert_id | ong MISSING
mysql variables interactive_tineout | ong Connections.Overview
mysq variables join_buffer_size | ong The size of the buffer that is used for
full joins
mysql variables keep files_on_create |string MISSING
mysql variables key buffer_size | ong The size of the buffer used for index
blocks for MylSAM tables
mysq variables key_cache_age_t hresho [l ong Memory.Caches
Id
mysq variables key_cache_bl ock_size |l ong The default size of key cache blocks
mysql variables key_cache_division_li |[long The minimum percentage of warm
m t blocksin key cache
mysql variables | anguage string Client error messagesin given lan-
guage. May be given as afull path
mysq variables large_files_support string Whether large files are supported
mysql variables | ar ge_page_si ze | ong General .Features
mysql variables | ar ge_pages string Enable support for large pages
mysql variables | ast _insert_id | ong MISSING
mysql variables | c_tinme_nanes string General .Miscellaneous
mysq variables I'icense string Type of license for the server
mysql variables local _infile string Enable/disable LOAD DATA LOCAL
INFILE (takes values 1|0)
mysql variables | ocked_i n_menory | ong Whether mysgld islocked in memory
with --memlock
mysq variables | og string Log connections and queriesto file
mysq variables | og_bin string Enables binary log
mysq variables log_bin_trust_functio |string General.Logs
n_creators
mysql variables | og_bin_trust_routine |string (deprecated) Use log-
_creators bin-trust-function-creators
mysq variables | og_error string Error log file
mysql variables | og_out put string MISSING
mysq variables | og_queries_not _using |string General.Logs
_indexes
mysq variables | og_sl ave_updat es string General.Logs
mysql variables | og_sl ow_queries string General.Logs
mysql variables | og_updat e string General.Logs
mysq variables | og_war ni ngs | ong Log some not critical warningsto the
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log file
mysql variables | ong_query_tine | ong General.Performance
mysql variables |l ow priority_updates |string INSERT/DELETE/UPDATE has lower
priority than selects
mysql variables | oner _case_file_syste |string General .Features
m
mysq variables | ower _case_t abl e_nane [l ong SQL.Overview
s
mysq variables max_al | oned_packet | ong Max packetlength to send/receive from
to server
mysql variables mex_bi nl og_cache_si ze |l ong General.Logs
mysql variables max_bi nl og_si ze | ong General .Logs
mysql variables max_connect _errors | ong Connections.Overview
mysql variables nmax_connecti ons | ong The number of simultaneous clients al-
lowed
mysq variables max_del ayed_t hr eads | ong General.Performance
mysql variables max_error_count | ong Max number of errors/warnings to
store for a statement
mysq variables max_heap_t abl e_si ze | ong Don't allow creation of heap tables big-
ger than this
mysql variables max_i nsert_del ayed_th |l ong Thisvariable is a synonym for
r eads max_delayed_threads
mysq variables max_j oi n_si ze | ong General.Performance
mysql variables max_| engt h_for_sort_d |l ong Max number of bytesin sorted records
ata
mysq variables max_prepared_stnt _cou [l ong Maximum number of prepared state-
nt mentsin the server
mysql variables max_rel ay_| og_si ze | ong General.Logs
mysql variables max_seeks for_key | ong Limit assumed max number of seeks
when looking up rows based on akey
mysql variables max_sort _|ength | ong The number of bytes to use when sort-
ing BLOB or TEXT values
mysql variables max_sp_recursion_dept |l ong Maximum stored procedure recursion
h depth
mysql variables max_t np_t abl es | ong Maximum number of temporary tables
aclient can keep open at atime
mysq variables max_user _connections |l ong Connections.Overview
mysq variables max_write_ | ock_count | ong After this many write locks, allow
some read locks to run in between
mysql variables m n_exam ned _row |im [long MISSING
t
mysql variables mul ti _range_count | ong General.Performance
mysq variables nyi s- | ong Default pointer size to be used for My-
am dat a_poi nter_si ze ISAM tables
mysql variables nyis- | ong Deprecated option
am mex_extra_sort_fil
e_size
mysq variables nyi s- | ong Table Types.MylSAM
am max_sort _file_size
mysql variables nyi sam nmap_si ze | ong MISSING
mysq variables nyi s- string The value of the --myisam-recover op-
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am recover _options tion
mysql variables nyi sam repair_t hreads [l ong Table Types.MylSAM
mysql variables nyi s- | ong Memory.Buffers
am sort_buffer_size
mysql variables nyi sam st at s_net hod string Specifies how MylSAM index statistics
collection code should treat NULLs
mysql variables nyi sam use_mrap string MISSING
mysql variables named_pi pe string Indicates whether the server supports
connections over named pipes
mysq variables net _buffer_length | ong Buffer length for TCP/IP and socket
communication
mysql variables net _read_ti meout | ong Connections.Networking
mysql variables net retry_count | ong Connections.Networking
mysql variables net _wite_ tineout | ong Connections.Networking
mysq variables new string Use very new, possibly 'unsafe’ func-
tions
mysql variables old string MISSING
mysq variables old alter _table string MISSING
mysql variables ol d_passwor ds string Use old password encryption method
(needed for 4.0 and older clients)
mysql variables open_files_limt | ong Genera .Directories/ Files
mysql variables optim zer_prune_| evel [long General .Features
mysq variables optim | ong Maximum depth of search performed
i zer _search_depth by the query optimizer
mysq variables optim zer_sw tch string MISSING
mysq variables pid file string Pid file used by safe_mysqgld
mysql variables plugin_dir string MISSING
mysq variables port | ong Port number to use for connection
mysql variables prel oad_buffer_size | ong The size of the buffer that is allocated
when preloading indexes
mysql variables prepared_stnt _count | ong The current number of prepared state-
ments
mysql variables profiling string MISSING
mysql variables profil - string MISSING
i ng_hi story_size
mysq variables prot ocol _version | ong The version of the client/server pro-
tocol used by the MySQL server
mysql variables pseudo_thread_id | ong MISSING
mysql variables query_al l oc_bl ock_siz |l ong Allocation block size for query parsing
e and execution
mysq variables query_cache_limt | ong Don't cache results that are bigger than
this
mysq variables query_cache_m n_res_u |l ong Memory.Caches
nit
mysql variables query_cache_si ze | ong The memory dlocated to store results
from old queries
mysq variables query_cache_type string Query cachetype
mysq variables query_cache_w ock_inv (string Invalidate queriesin query cache on

alidate

LOCK for write
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mysq variables query_preal |l oc_size | ong Persist_ent buffer for query parsing and
execution
mysql variables rand_seedl | ong MISSING
mysql variables rand_seed?2 | ong MISSING
mysql variables range_al |l oc_bl ock_siz |l ong Allocation block size for storing ranges
e during optimization
mysql variables read_buffer_size | ong Memory.Buffers
mysql variables read_only string Make all nontemporary tables read
only
mysq variables read_rnd_buffer_size |[long Memory.Buffers
mysql variables relay_| og string MISSING
mysq variables rel ay_| og_i ndex string MISSING
mysql variables relay_log_info_file string MISSING
mysql variables relay_| og_purge string Determines whether relay logs are
purged
mysq variables relay_| og_space_limt |[long Il\/laximum space to use for al relay
0gs
mysq variables report_host string MISSING
mysql variables report_password string MISSING
mysql variables report_port | ong MISSING
mysql variables report _user string MISSING
mysq variables rpl _recovery_rank | ong Not used
mysql variables secure_auth string Disallow authentication for accounts
that have old (pre-4.1) passwords
mysql variables secure file priv string Unknown.Unknown
mysql variables server_id | ong General .Overview
mysql variables shared_nenory string Whether the server allows shared-
memory connections
mysql variables shared_menory_base_na (string The name of shared memory to use for
ne shared-memory connections
mysql variables ski p_external _| ocking [string Skip system (external) locking
mysq variables ski p_name_r esol ve string MISSING
mysql variables ski p_net wor ki ng string Don't allow connection with TCP/IP
mysql variables ski p_show_dat abase string Don't allow 'SHOW DATABASE'
commands
mysql variables sl ave_conpressed_prot (string Use compression on master/slave pro-
ocol tocol
mysql variables sl ave_exec_node string MISSING
mysq variables sl ave_l oad_tnpdir string Genera .Replication
mysql variables sl ave_net _ti neout | ong Connections.Networking
mysql variables sl ave_skip_errors string General .Replication
mysql variables sl ave_transaction_ret |l ong General .Replication
ries
mysq variables sl ow_| aunch_ti nme | ong General.Performance
mysql variables sl ow_query_| og string MISSING
mysql variables sl ow_query_log_file string MISSING
mysql variables socket string Socket file to use for connection
mysql variables sort _buffer_size | ong Each thread that needsto do a sort al-
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locates a buffer of thissize
mysql variables sql _auto_is_null string MISSING
mysql variables sql _big_selects string General .Features
mysql variables sql _big_tables string MISSING
mysq variables sql _buffer_result string MISSING
mysql variables sql _l og_bin string MISSING
mysq variables sql _log off string MISSING
mysql variables sql | og_update string MISSING
mysql variables sql _low priority_upda (string MISSING
tes
mysql variables sql _max_j oi n_si ze | ong MISSING
mysq variables sql _node string Set the SQL server mode
mysq variables sql _not es string If set to 1, warnings of Note level are
recorded
mysq variables sql _quote_show create (string MISSING
mysql variables sql _saf e_updat es string MISSING
mysql variables sql _select _limt | ong MISSING
mysql variables sql _sl ave_ski p_counte |l ong MISSING
r
mysql variables sqgl _war ni ngs string General .Miscellaneous
mysq variables ssl _ca string CA filein PEM format (check
OpenSSL docs, implies --sdl)
mysql variables ssl _capath string CA directory (check OpenSSL docs,
implies --ssl)
mysql variables ssl _cert string X509 certification in PEM format
(implies--sdl)
mysql variables ssl _ci pher string SSL cipher to use (implies --sdl)
mysql variables ssl _key string X509 key in PEM format (implies ss)
mysq variables st orage_engi ne string The default storage engine
mysq variables sync_bi nl og | ong Synchronously flush binary log to disk
after every #th event
mysq variables sync_frm string Sync .frm to disk on create. Enabled by
default
mysql variables sync_replication | ong Deprecated
mysql variables sy_ng_r eplication_slav |long Deprecated
e_i
mysql variables sync_replication_tine [long Deprecated
out
mysql variables systemtinme_zone string The server system time zone
mysq variables tabl e_cache | ong Deprecated; use --table_open_cachein-
stead
mysq variables ta- | ong MISSING
bl e _definition_cache
mysql variables ta- | ong General .Miscellaneous
ble | ock wait tineout
mysq variables t abl e_open_cache | ong MISSING
mysql variables tabl e_type string A synonym for storage_engine
mysq variables t hread_cache_si ze | ong How many threads we should keep in a

cache for reuse
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mysq variables t hread_handl i ng string MISSING

mysql variables t hread_st ack | ong The stack size for each thread

mysql variables time_format string The TIME format (for future)

mysql variables ti me_zone string The current time zone.

mysq variables ti med_mnut exes string Genera .Miscellaneous

mysql variables ti mestanp | ong MISSING

mysq variables tnp_table_size | ong Memory.Overview

mysql variables tnpdi r string Path for temporary files

mysql variables transac- | ong Allocation block size for transactions
tion_alloc_block size to be stored in binary log

mysql variables transac- | ong Persistent buffer for transactions to be
tion_prealloc_size stored in binary log

mysql variables tx_i sol ation string The default transaction isolation level

mysq variables uni que_checks string MISSING

mysq variables updat - string SQL.Overview
able_views_with_limt

mysql variables ver si on string Output version information and exit

mysql variables ver si on_conment string General .Overview

mysql variables ver - string The type of machine or architecture on
si on_conpi | e_machi ne which MySQL was built

mysq variables ver si on_conpi |l e_os string The type of operating system on which

MySQL was built

mysql variables wai t _timeout | ong Connections.Overview

mysql variables war ni ng_count | ong MISSING

mysql waiting_db wai ting_db string MISSING

mysq waiting_statement wai ti ng_st at enent string MISSING

mysql waiting_thread wai ting_t hread | ong MISSING

mysql waiting_time wai ting_tine | ong MISSING

mysql waiting_user wai ti ng_user string MISSING

0s cpu cpu_cache_si ze | ong The size of the CPU cache

0s cpu cpu_idle | ong_counter |TheCPU idletime

0s cpu cpu_nhz | ong The MHz rating of the CPU

0s cpu cpu_nane string The CPU name

0s cpu cpu_sys | ong_count er |CPU system/ kernel time

os cpu cpu_user | ong_count er |CPU user spacetime

0s cpu cpu_vendor string The name of the CPU vendor

0s cpu cpu_wai t | ong_counter |CPUIOwaittime

0s disk di sk_bytes_read | ong_count er |Thenumber of bytesread from disk

0s disk di sk_bytes_witten | ong_count er |Thenumber of byteswritten to disk

0s disk di sk_queue | ong The size of the disk 10 queue

0s disk di sk_reads | ong_count er |Thenumber of disk reads

0s disk disk rtine | ong MISSING

0s disk di sk_servicetine doubl e MISSING

0s disk di sk_snaptine | ong MISSING

0s disk disk_tine | ong MISSING

0s disk disk_ wites | ong_count er |Thenumber of disk writes
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0s disk di sk_wtine | ong MISSING

0s disk fs_avail | ong The amount of available space for the
mount point

0s disk fs_files | ong The number of files on the mount point

os disk fs free files | ong Th_e number of free files on the mount
point

0s disk fs_total | ong Thetotal amount of space for the
mount point

0s disk fs_unused | ong The amount of unused space for the
mount point

0s disk fs used | ong The amount of used space for the
mount point

0s fs fs_avail | ong MISSING

0s fs fs_dev_nane string MISSING

0s fs fs dir_name string MISSING

0s fs fs files | ong MISSING

0s fs fs_flags | ong MISSING

0s fs fs free files | ong MISSING

0s fs fs_options string MISSING

0s fs fs_sys type_nane string MISSING

0s fs fs total | ong MISSING

0s fs fs_type_nane string MISSING

0s fs fs_unused | ong MISSING

0s fs fs_used | ong MISSING

0s Host host _id string The host unique identifier

0s Host nane string MISSING

0s loadavg 0 doubl e MISSING

0s loadavg 1 doubl e MISSING

0s loadavg 2 doubl e MISSING

0s mem ramt ot al | ong The total amount of available RAM

0s mem ram unused | ong The total amount of unused RAM

0s mem swap_page_in | ong MISSING

os mem swap_page_out | ong MISSING

0s mem swap_t ot al | ong The total amount of available swap
memory

0s mem swap_unused | ong The total amount of unused swap
memory

0s net address string The address of the network interface

0s net br oadcast string The network interface broadcast ad-
dress

0s net description string The network interface description

0s net destination string The network interface destination ad-
dress

0s net fl ags | ong The network interface flags

0s net hwaddr string The network interface MAC address

0s net netric | ong Operating System.Net

0s net ntu | ong The Maximum Transmission Unit
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0s net name string The network interface name (ethO, ethl
etc.)

os net net mask string The network interface subnet mask

os net rx_bytes | ong_count er |Thenumber of bytes received

os net r x_dr opped | ong_count er |Thenumber of received packets
dropped

0s net rx_errors | ong_count er |Thenumber of received packet errors

0s net rx_frane | ong_count er |The number received packet frame er-
rors

0s net rx_overruns | ong_count er |Thenumber of received packet over-
runs

0s net rx_packets | ong_count er |The number of packets received

0s net speed | ong The network interface connection
speed

0s net tx_bytes | ong_count er |Thenumber of bytes transmitted

0s net tx_carrier | ong_count er |Thenumber of carrier errors on net-
work transmission

0s net tx_collisions | ong_count er |Thenumber of network transmission
collisions

0s net t x_dropped | ong_count er |Thenumber of network transmissions
dropped

0s net tx_errors | ong_count er |Thenumber of network transmission
errors

0s net tx_overruns | ong_count er |Thenumber of network transmission
overruns

0s net t x_packets | ong_count er |Thenumber of packets transmitted

0s net type string The network interface type (ethernet,
loopback etc.)

0s 0s os_arch string The architecture of the OS/ CPU

0s 0s os_description string Description of the OS

0s 0s os_machi ne string Machine CPU architecture

0s 0s 0S_nane string The OS name

0s 0s os_pat chl evel string The OS patch level

0s 0s os_vendor string The OS vendor

0s 0s os_vendor _code_nane string The OS vendor code name

0s 0s 0os_vendor _nane string The OS vendor name

0s 0s os_vendor _version string The OS vendor version number

0s 0s os_version string The OS version number

util LogHistogram 0 | ong_counter |MISSING

util LogHistogram 1 | ong_counter |MISSING

util LogHistogram 10 | ong_counter |MISSING

util LogHistogram 11 | ong_counter |MISSING

util LogHistogram 12 | ong_counter |MISSING

util LogHistogram 13 | ong_counter |MISSING

util LogHistogram 14 | ong_counter |MISSING

util LogHistogram 15 | ong_counter |MISSING

util LogHistogram 16 | ong_counter |MISSING

util LogHistogram 17 | ong_counter |MISSING
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util LogHistogram 18 | ong_counter |MISSING
util LogHistogram 19 | ong_counter |MISSING
util LogHistogram 2 | ong_counter |MISSING
util LogHistogram 20 | ong_counter |MISSING
util LogHistogram 21 | ong_counter |MISSING
util LogHistogram 22 | ong_counter |MISSING
util LogHistogram 23 | ong_counter |MISSING
util LogHistogram 24 | ong_counter |MISSING
util LogHistogram 25 | ong_counter |MISSING
util LogHistogram 26 | ong_counter |MISSING
util LogHistogram 27 | ong_counter |MISSING
util LogHistogram 28 | ong_counter |MISSING
util LogHistogram 29 | ong_counter |MISSING
util LogHistogram 3 | ong_counter |MISSING
util LogHistogram 30 | ong_counter |MISSING
util LogHistogram 31 | ong_counter |MISSING
util LogHistogram 32 | ong_counter |MISSING
util LogHistogram 33 | ong_counter |MISSING
util LogHistogram 34 | ong_counter |MISSING
util LogHistogram 35 | ong_counter |MISSING
util LogHistogram 36 | ong_counter |MISSING
util LogHistogram 37 | ong_counter |MISSING
util LogHistogram 38 | ong_counter |MISSING
util LogHistogram 39 | ong_counter |MISSING
util LogHistogram 4 | ong_counter |MISSING
util LogHistogram 40 | ong_counter |MISSING
util LogHistogram 41 | ong_counter |MISSING
util LogHistogram 42 | ong_counter |MISSING
util LogHistogram 43 | ong_counter |MISSING
util LogHistogram 44 | ong_counter |MISSING
util LogHistogram 45 | ong_counter |MISSING
util LogHistogram 46 | ong_counter |MISSING
util LogHistogram 47 | ong_counter |MISSING
util LogHistogram 48 | ong_counter |MISSING
util LogHistogram 49 | ong_counter |MISSING
util LogHistogram 5 | ong_counter |MISSING
util LogHistogram 50 | ong_counter |MISSING
util LogHistogram 51 | ong_counter |MISSING
util LogHistogram 52 | ong_counter |MISSING
util LogHistogram 53 | ong_counter |MISSING
util LogHistogram 54 | ong_counter |MISSING
util LogHistogram 55 | ong_counter |MISSING
util LogHistogram 56 | ong_counter |MISSING
util LogHistogram 57 | ong_counter |MISSING
util LogHistogram 58 | ong_counter |MISSING
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util LogHistogram 59 | ong_counter |MISSING
util LogHistogram 6 | ong_counter |MISSING
util LogHistogram 60 | ong_counter |MISSING
util LogHistogram 61 | ong_counter |MISSING
util LogHistogram 62 | ong_counter |MISSING
util LogHistogram 7 | ong_counter |MISSING
util LogHistogram 8 | ong_counter |MISSING
util LogHistogram 9 | ong_counter |MISSING
util LogHistogram base | ong MISSING
util LogHistogram nul | ong_counter |MISSING
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Appendix E. Error codes

The following table documents error codes reported by the GUI and the associated message.

Table E.1. MySQL Enterprise Dashboard: GUI Error Codes and Messages

Error Code M essage

u0001 "repl aceabl e_val ue" isarequired field.

u0002 Y ou must log in to access the requested resource.

u0003 Y ou do not have permissions to access this resource.

u0004 Theuser field "r epl aceabl e_val ue" must not be null. Either the submission was broken or you have ac-
cessed this resource improperly.

U0005 A non-numeric value was submitted for the field "r epl aceabl e_val ue". Either the submission was broken
or you have accessed this resource improperly.

u0007 Unable to connect to verify credentials. r epl aceabl e_val ue

u0008 Y our credentials do not appear to be valid.

U0009 The uploaded Advisor jar was invalid.

u0010 The username and password combination was not found.

u0011 Theuser "r epl aceabl e_val ue" doesnot exist.

u0012 Y ou may not log into the interface with agent credentials.

u0013 At least one agent is required to use the application.

uo014 At least one admin is required to use the application.

u0015 The uploaded product key isinvalid.

u0016 Y ou must provide a password for your Enterprise Credentials.

uoo17 The Enterprise Credential passwords do not match.

u0018 Y ou must provide an admin password.

u0019 The admin passwords do not match.

u0020 Y ou must provide an agent password.

u0021 The agent passwords do not match.

u0022 Y ou must provide Enterprise Credentials or upload a product key.

u0023 Y ou must provide anon-zero interval.

uo024 "repl aceabl e_val ue" isaninvalid "To" date. Datesarein theformat YYYY-MM-DD.

U0025 "repl aceabl e_val ue" isaninvalid "From" date. Dates arein the format YYYY-MM-DD.

u0026 Your "To" and "From" dates cannot be the same date.

uoo27 Y ou must provide agraph id for display.

u0028 Y ou have exceeded the maximum number of graphs for display. You may only select r epl aceabl e_val ue
graphs.

u0029 No graphs ids were found.

U0030 Y ou must provide anon-zero interval.

u0031 Y our full-sized width must be greater than or equal tor epl aceabl e_val ue.

u0032 "repl aceabl e_val ue" isnot avalid value for full-sized width.

u0033 Y our full-sized height must be greater than or equal tor epl aceabl e_val ue.

u0034 "repl aceabl e_val ue" isnot avalid value for full-sized height.

U0035 Y our thumbnail width must be greater than or equal tor epl aceabl e_val ue.

U0036 "repl aceabl e_val ue" isnot avalid value for thumbnail width.

u0037 Y our thumbnail height must be greater than or equal tor epl aceabl e_val ue.

u0038 "repl aceabl e_val ue" isnot avalid value for thumbnail height.
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u0039 Y ou must select one or more eventsto close.

uo041 "repl aceabl e_val ue" isaninvalid "From" date. Dates arein the format YYYY-MM-DD.

u0042 "repl aceabl e_val ue" isaninvalid "To" date. Dates arein theformat YYYY-MM-DD.

u0043 Y ou must provide a non-zero interval.

uo044 Y our width must be greater than or equal tor epl aceabl e_val ue.

u0045 "repl aceabl e_val ue" isnot avalid value for width.

u0046 Y our height must be greater than or equal tor epl aceabl e_val ue.

uoo47 "r epl aceabl e_val ue" isnot avalid value for height.

u0048 Y ou must provide a non-zero interval.

u0049 "repl aceabl e_val ue" isaninvalid "To" date. Datesarein theformat YYYY-MM-DD.

U0050 "repl aceabl e_val ue" isaninvalid "From" date. Dates arein the format YYYY-MM-DD.

u0051 Your "To" and "From" dates cannot be the same date.

u0052 Y our width must be greater than or equal tor epl aceabl e_val ue.

U0053 "repl aceabl e_val ue" isnot avalid value for width.

u0054 Y our height must be greater than or equal tor epl aceabl e_val ue.

U0055 "repl aceabl e_val ue" isnot avalid value for height.

U0056 Y ou must select one or more adivsors.

u0057 No schedule was found with id "r epl aceabl e_val ue".

u0058 Y ou must select one or more rules to schedule.

U0059 There was a problem scheduling "r epl aceabl e_val ue" against "r epl aceabl e_val ue".

U0060 No rule was found with the uuid "r epl aceabl e_val ue".

u0061 Advisor name must not be empty.

u0062 Advisor "r epl aceabl e_val ue" already exists.

u0063 New advisor name must not be empty.

u0064 Advisor id must not be null.

U0065 No advisor was found with theid r epl aceabl e_val ue.

U0066 Rule uuid must not be null.

u0067 No rule was found with the uuid "r epl aceabl e_val ue".

u0068 One or more variablesis required to make a functioning rule.

U0069 Each defined variable must be mapped to an instance. The variable"r epl aceabl e_val ue" ismissing the
instance to collect against.

uo070 Please choose an existing Advisor or create a new one with a non-empty name.

uo071 The default frequency must be a non-zero value.

uo072 Y ou must enter arule name.

uo073 Y ou must have provided Enterprise credentials to use this feature. See the "MySQL Enterprise Credentials" sec-
tion on the "Global Settings' page.

uoo74 Y ou must have provided Enterprise credentials to use this feature. Please contact someone with an Admin ac-
count to enter thisinformation for you.

u0075 Y ou must specify afile for upload.

uoo77 Y ou must provide an email address.

uo078 The provided email address appearsto beinvalid.

u0079 A valid SMTP server address must be given.

u0080 Y our passwords do not match.

u0081 A valid SNMP target must be given.

u0082 A valid SNMP port must be given.
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u0083 A valid SNMP community string must be given.

u00s84 The given file could not be found.

u0085 The given fileis not avalid licensefile.

u0086 Aninvalid file name was given.

uo087 The content of the given key fileisinvalid.

u0088 Aninvalid SNMP severity level was given.

U0090 Aninvalid data life span was given.

u0091 Aninvalid re-inventory frequency was given.

u0092 Passwords for MySQL Enterprise must not be empty.

U0093 The user nameis missing.

U0095 Aninvalid time zone was given.

U0096 Aninvaid locale was given.

u0097 The group nameisinvalid.

U0098 The recipientslist is empty.

U0099 Cannot find the e-mail target.

u0100 Thegiven target id isinvalid.

u0101 The group name must not be empty.

u0102 The server name must not be empty.

u0103 Aninvalid group id was given.

u0104 The group already exists.

U0105 This group name is already in use. Enter a different name.
uU0106 Cannot find group withid r epl aceabl e_val ue.

u0107 Cannot find server withid r epl aceabl e_val ue.

u0108 Aninvalid server id was given.

u0109 Invalid Username

u0110 Invalid user role specified.

U0111 A user with the given name already exists.

u0112 The password must not be empty.

u0113 Theuser "r epl aceabl e_val ue" does not exist.

u0114 The log name must not be empty.

u0115 Aninvalid log level was given.

u0117 Aninvalid filter was set.

u0118 "repl aceabl e_val ue" isaninvalid "From" date. Dates arein the format YYYY-MM-DD.
u0119 "repl aceabl e_val ue" isaninvalid "To" date. Datesarein theformat YYYY-MM-DD.
u0120 No event was found with theid "r epl aceabl e_val ue".
u0121 No category was found with theid "r epl aceabl e_val ue".
u0122 Y ou must select one or more serversto add.

u0123 No log was found with the name "r epl aceabl e_val ue".
u0124 No schedule was found with theid "r epl aceabl e_val ue".
u0125 No notification group was found with theid "r epl aceabl e_val ue".
u0126 Unableto retrieve Advisors at thistime.

u0127 Your MySQL Enterprisetrial has expired.

u0128 Y ou must specify afile for upload.

u0129 The uploaded Graph XML wasinvalid.

u0130 The uploaded Graph had an insufficient version number, and was not |oaded.
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u0131 No group was found with theid "r epl aceabl e_val ue".

u0132 No user was found with the name "r epl aceabl e_val ue".

u0133 No log was found with thekey "r epl aceabl e_val ue".

u0134 Aninvalid email address was given.

U0135 No user was found with theid "r epl aceabl e_val ue".

U0136 No graph was found with theid "r epl aceabl e_val ue".

u0137 Y ou must provide a query summary id for display.

u0138 No query summary was found with theid "r epl aceabl e_val ue".

u0139 "repl aceabl e_val ue" isnot avalid UUID.

u0140 Y ou are not authorized to access this resource.

uo0141 No graph was found with the uuid "r epl aceabl e_val ue".

uo0142 The target name is already in use.

u0143 No key was provided to sort on.

uo144 U0121 Unable to import subscription key. Y ou may download the key manually from the Enterprise website
and import it on this page.

u0145 U0120 Unable to import Advisor Jar. Y ou may download the jar manually from the Enterprise website and im-
port it on this page.

u0146 Unableto scheduleruler epl aceabl e_val ue" dueto
"repl aceabl e_val ue.repl aceabl e_val ue" datanot being collected from server "r epl ace-
abl e_val ue". It may be an unsupported collection for that server.

uo147 The requested feature, r epl aceabl e_val ue, has not been implemented.

u0148 Y ou must select one or more servers.

u0149 Y ou must provide a non-empty alias.

u0150 No server was found with theid "r epl aceabl e_val ue".

uU0151 Server already exists with name "r epl aceabl e_val ue".

u0152 No server name provided

u0153 Y our subscription has expired and you have exceeded your 30 day grace period.

u0154 Query Analyzer Data purge value cannot be greater than Historic Data purge value.

u0155 A MySQL Enterprise Trial product key has previously been installed. To subscribe to this service, contact r e-
pl aceabl e_val ue, visitr epl aceabl e_val ue or cal:
&It;blockquote& gt; & It;table& gt; & It;tr& gt; & It;td& gt;r epl aceabl e_val ue&It;/td& gt;&It;td& gt;r e-
&lt;/td& gt; & It;td& gt
pl aceabl e_val ue&lt;/td& gt;&It;/tr& gt; & It;tr& ot; & It;td& gt;r epl aceabl e_val ue;r epl ace-
abl e_val ue&lt;/td& gt;& It;/tr& gt; & It;/table& gt; & It;/blockquote& gt;

u0156 The database cannot parse the regular expression: r epl aceabl e_val ue.

uo0157 Query Explain support requires Query Example capture to be enabled.

u0158 Thislicense has expired. To subscribe to this service, contact r epl aceabl e_val ue, visitr epl ace-
abl e_val ue orcdl:
&lt;blockquote& gt; & It;table& gt; & It;tr& gt; & It;td& gt;r epl aceabl e_val ue&It;/td& gt;&It;td& gt;r e-
&lt;/td& gt; & It;td& gt
pl aceabl e_val ue&lt;/td& gt;&It;/tr& gt; & It;tr& gt; & It;td& gt;r epl aceabl e_val ue;r epl ace-
abl e_val ue&lt;/td& gt;&It;/tr& gt; & It;/table& gt; & It;/blockquote& gt;

u0159 This Role does not have permission to configure Query Analyzer. Please contact an Administrator.

u0161 Pleaseimport ar epl aceabl e_val ue level Advisor .jar to use with thisr epl aceabl e_val ue level
product key.

u0162 The admin and agent usernames must be different.

u0163 The requested aliasistoo long; aliases must belessthanr epl aceabl e_val ue characters.

u0164 "repl aceabl e_val ue" isnot a DNS resolvable hostname or | P address.

u0165 Heat chart rule"r epl aceabl e_val ue" scheduled against "r epl aceabl e_val ue" may not be unsched-
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uled. Thisruleisrequired for the product to function properly.

u0166 Heat chart rule"r epl aceabl e_val ue" scheduled against "r epl aceabl e_val ue" may not be disabled.
Thisruleisrequired for the product to function properly.

u0167 Bad graph identifier.

u0168 Thereis no graph with the given identifier.

u0169 Graph width "r epl aceabl e_val ue" isinvalid.

u0170 Graph height "r epl aceabl e_val ue" isinvalid.

uo171 Graph width "r epl aceabl e_val ue" isbelow minimum"r epl aceabl e_val ue".

uo172 Graph height "r epl aceabl e_val ue" isbelow minimum"r epl aceabl e_val ue".

uo0173 Interval "r epl aceabl e_val ue" isnot valid.

u0175 A HTTP proxy host is required; the port is optional.

u0176 Unableto parsethe HTTP host "r epl aceabl e_val ue".

uo177 Unable to parse the HTTP proxy port number "r epl aceabl e_val ue".

u0178 An invalid hostname or port was given.

u0179 The HTTP proxy passwords must match.

u0180 Y ou cannot change the role of the logged-in user.

u0181 No updates are available to install at thistime.

u0182 There was an error formatting the Advisor Readme.

u0183 Y ou must provide a primary hostname.

u0184 Invalid value for LDAP encryption.

u0185 Invalid value for LDAP referrals.

u0186 Y ou must provide alogin when using comparison mode.

uo0187 Y ou must provide a password attribute when using comparison mode.

u0188 Y ou must provide a password digest when using comparison mode.

u0189 Unknown password digest provided.

u0190 LDAP passwords do not match.

u0191 User or role pattern required when using role mapping.

u0192 Y ou must provide arole search pattern attribute.

u0193 Y ou must provide at |east one mapping for the "admin" role.

u0194 Y ou must provide at |east one mapping for the "dba role.

U0195 Y ou must provide at least one mapping for the "agent” role.

U0196 Disabling LDAP authentication for a user requires a new password to be created.

u0197 LDAP authentication can not be disabled when LDAP is configured to be authoritative.

u0198 The password can not be changed for users authenticated via LDAP.

u0200 The user name can not be changed when LDAP is authoritative.

u0201 Y ou must provide at least one mapping for the "read-only" role.

u0202 repl aceabl e_val ue heat chart { 0,choice,1#rule|1&It;rules} againstr epl aceabl e_val ue
{1,choice,1#server|1&It;servers} will not be unscheduled. { 0,choice, 1#Thisrule ig1&It; These rules are} re-
quired for the product to function properly.

u0203 No schedules were found for therule.

u0204 Delete without confirmation disallowed.

u0205 Nothing is selected.

u0206 No file was provided.

u0207 Unable to determine the type of thisfile.

u0208 Nothing is selected.
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u0209 The selection isinvalid.

u0210 A version (eg., "1.0") isrequired.

uo0211 repl aceabl e_val ue heat chart { 0,choice,1#rule|1&It;rules} againstr epl aceabl e_val ue
{1,choice,1#server|1&It;servers} will not be disabled. {0,choice 1#Thisruleis|1&It; These rules are} required
for the product to function properly.

uo212 Y ou must specify user search criteria.

uo213 Y ou must choose user search by pattern or by criteria.

uoz214 The uploaded Advisor jar is a Custom Rule/Graph Export Bundle, and must be uploaded to the Import/Export

page.

The following table documents error codes reported by the Enterprise server and the associated message.

Table E.2. MySQL Enterprise Monitor: Server Codes and Messages

Error Code M essage

E0001 Internal Error: r epl aceabl e_val ue

E0100 Invalid user role"r epl aceabl e_val ue". Only "manager”, "dba’, and "agent" are valid.

E0101 Invalid user name "r epl aceabl e_val ue". User names must be alphanumeric and between 1-32 characters
in length.

E0102 Invalid user password. Passwords must contain at least one number.

E0103 Can not delete root user.

E0104 User can not changerole.

E0105 User "r epl aceabl e_val ue" aready exists.

E0106 User "r epl aceabl e_val ue" doesnot exist.

E0107 User role"r epl aceabl e_val ue" isnot authorized.

E0108 User "r epl aceabl e_val ue" hasbeen previously deleted and is disabled.

E0200 No mapping existsto map the user "r epl aceabl e_val ue" toaMySQL Network user.

E0201 A mapping aready existsfor the user "r epl aceabl e_val ue" toaMySQL Network user.

E0202 MySQL Network is currently unavailable or could not be reached.

E0203 MySQL Network reported no alerts.

E0204 MySQL Network Advisor returned no data. Reason: "r epl aceabl e_val ue".

E0205 Your Advisors are currently up to date.

E0206 Your MySQL Enterprisetrial expired after "r epl aceabl e_val ue".

E0207 The MySQL Enterprise subscription key is not valid.

E0208 No MySQL Enterprise subscription information is installed.

E0209 The MySQL Enterprise subscription key has expired.

E0210 User: r epl aceabl e_val ue Requiresrole: r epl aceabl e_val ue

E0211 Y ou do not have permissions to access this resource.

E0212 The import of a duplicate MySQL Enterprise subscription trial key was rejected.

E0213 Unable to decode key fromfile: r epl aceabl e_val ue.

E0300 Can not delete default group.

E0301 Group "r epl aceabl e_val ue" aready exists.

E0302 Group "r epl aceabl e_val ue" does not exist.

E0303 Invalid group name "r epl aceabl e_val ue". Group name must be alphanumeric and less than 128 charac-
ters.

E0304 Group element "r epl aceabl e_val ue" aready exists.

E0305 Group element "r epl aceabl e_val ue" doesnot exist in the group "r epl aceabl e_val ue".

285




Error codes

Error Code M essage

E0400 Agent "r epl aceabl e_val ue" doesnot exist.

E0401 Agent payload parameter NULL.

E0402 Agent task "r epl aceabl e_val ue" does not exist.

E0403 There has been a problem de-serializing this agent"s request. Please ensure all agents are versionr epl ace-
abl e_val ue or greater.

E0500 Server "r epl aceabl e_val ue" dready exists.

E0501 Server "r epl aceabl e_val ue" does not exist.

E0502 Server "r epl aceabl e_val ue" isactively being monitored and cannot be deleted. The last agent contact for
thisserver wasonr epl aceabl e_val ue.

E0503 ngrver "repl aceabl e_val ue" isbeing migrated and cannot be deleted. Please halt the active migration
irst.

E0600 Database "r epl aceabl e_val ue" aready exists.

E0601 Database "r epl aceabl e_val ue" does not exist.

E0700 Threshold "r epl aceabl e_val ue" aready exists.

E0701 Threshold "r epl aceabl e_val ue" doesnot exist.

E0702 Data collection item does not exist.

E0703 serverName or groupName have to be set.

E0800 Data collection item does not exist.

E0801 Data collection is aready occuring for "r epl aceabl e_val ue".

E0802 Data collection does not exist for "r epl aceabl e_val ue".

E0803 Invalid lifespan. Data life must be greater than 0 days.

E0804 Invalid namespace. Supported namespaces include "mysqgl" and "os". r epl aceabl e_val ue

E0805 Invalid instance. The instance must be avalid for data collection.

E0806 Invalid source. The source must be valid for data collection.

E0807 Invalid attribute. The attrib must be valid for data collection.

E0808 Invalid frequency: "r epl aceabl e_val ue". The frequency must be at least 1 minute and be in the format
HH:MM.

E0809 Invalid port. If the URI usesthe MY SQL namespace it must include a server port.

E0810 Invalid server. The server "r epl aceabl e_val ue" must exist in the current inventory.

E0811 Invalid server. For an OS namespace, the server must not include the MySQL server port.

E0812 A SQL failure occurred while saving the data collection schedule. "r epl aceabl e_val ue" Please seethe er-
ror logs for details.

E0813 Invalid server id "r epl aceabl e_val ue".

E0814 No dataitems exist for server "r epl aceabl e_val ue".

E0815 Value'"r epl aceabl e_val ue" notvaidfor "r epl aceabl e_val ue".

E0816 categoryName has to be set

E0817 Y ou must specify either a server or group in the data collection schedule.

E0818 The server "r epl aceabl e_val ue" does not support item(s) "r epl aceabl e_val ue" required by monit-
or"repl aceabl e_val ue".

E0819 Invalid datatype: "r epl aceabl e_val ue".

E0900 Advisor id"r epl aceabl e_val ue" does not exist.

E0901 Advisor name"r epl aceabl e_val ue" does not exist.

E0902 Advisor XML isinvalid.

E0903 Category "r epl aceabl e_val ue" does not exist.

E0904 Invalid server list.

E0905 SKIPPED "r epl aceabl e_val ue" forr epl aceabl e_val ue because Agent for r epl ace-

abl e_val ue isdown.
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E0906 SKIPPED "r epl aceabl e_val ue" forr epl aceabl e_val ue because mysgld onr epl ace-
abl e_val ue isdown.

E0907 Category "r epl aceabl e_val ue" cannot be modified.

E0908 Category "r epl aceabl e_val ue" cannot be deleted.

E0909 Category "r epl aceabl e_val ue" aready exists.

E0910 Advisor bundleversionr epl aceabl e_val ue isincompatible with server versionr epl aceabl e_val ue.

E0911 legt chartrule"r epl aceabl e_val ue" scheduled against "r epl aceabl e_val ue" may not be unsched-
uled.

E0912 Heat chart rule"r epl aceabl e_val ue" scheduled against "r epl aceabl e_val ue" may not be disabled.

E1100 Graph time format "r epl aceabl e_val ue" isinvaid. Must bein the format HH:MM:SS.

E1101 Graph size height and width must be specified.

E1102 Graph"r epl aceabl e_val ue" doesnot exist.

E1103 Graph"r epl aceabl e_val ue" aready exists.

E1104 Graph "r epl aceabl e_val ue" contains a data collection item that can not be identified.

E1200 Failed to retrieve identity column.

E1201 Required parameter "r epl aceabl e_val ue" wasNULL.

E1202 Only SELECT and SHOW commands are allowed viathis interface.

E1203 Invalid timezone "r epl aceabl e_val ue".

E1204 Invalid interval "r epl aceabl e_val ue".

E1205 Could not find object "r epl aceabl e_val ue" incache"r epl aceabl e_val ue".

E1206 Feature is not implemented. Parameters. r epl aceabl e_val ue

E1300 Advisor "r epl aceabl e_val ue" already exists.

E1301 Advisor "r epl aceabl e_val ue" doesnot exist.

E1302 Schedule does not exist. "r epl aceabl e_val ue" "r epl aceabl e_val ue"

E1303 JEP error: expression : "r epl aceabl e_val ue", message: "r epl aceabl e_val ue".

E1304 Advisor "r epl aceabl e_val ue" contains a data collection item that can not be identified.

E1305 Alarmlevel "r epl aceabl e_val ue" isnot valid.

E1306 Schedule already exists. "r epl aceabl e_val ue" "repl aceabl e_val ue".

E1307 Advisor "r epl aceabl e_val ue" isaread only MySQL Network certified Advisor. Please copy the rule be-
fore editing.

E1308 Advisor "r epl aceabl e_val ue" is currently scheduled against one or more monitored MySQL servers and
cannot be removed.

E1309 Could not render text. "r epl aceabl e_val ue".

E1310 No open event for "r epl aceabl e_val ue" onserver "r epl aceabl e_val ue". Perhaps already closed.

E1311 Alarmwithid "r epl aceabl e_val ue" doesnot exist.

E1400 Invalid missed agent heartbeat threshold value.

E1401 Notification entry "r epl aceabl e_val ue" doesnot exist.

E1402 Agent "r epl aceabl e_val ue" isusing session"r epl aceabl e_val ue" but session"r epl ace-
abl e_val ue" was requested.

E1403 Server name"r epl aceabl e_val ue" isin use by another agent with uuid "r epl aceabl e_val ue".

E1500 Notification target "r epl aceabl e_val ue" doesnot exist.

E1501 Invalid email address"r epl aceabl e_val ue".

E1502 Notification target "r epl aceabl e_val ue" aready exists.

E1503 Invalid notification target name"r epl aceabl e_val ue".

E1504 Invalid monitor name, it must not be empty.

E1505 No variable assignments given, you must define at least one.
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E1506 SMTP authentication failed.

E1507 SMTP send failed

E1508 Invalid SNMP target "r epl aceabl e_val ue".

E1509 Invalid SNMP trap type "r epl aceabl e_val ue".

E1600 Log"r epl aceabl e_val ue" doesnot exist.

E1700 Authentication Mechanism was null

E1701 Unsupported Authentication Mechanismr epl aceabl e_val ue

E1702 Incorrect password for user r epl aceabl e_val ue

E1800 Invalid datatype: "r epl aceabl e_val ue", new value: "r epl aceabl e_val ue".

E1801 Invalid value: "r epl aceabl e_val ue" for datatype” r epl aceabl e_val ue " foritem"r epl ace-
abl e_val ue".

E1802 Invalid expression: "r epl aceabl e_val ue", exception: " r epl aceabl e_val ue", raw expression: " r e-
pl aceabl e_val ue". substitute values: "r epl aceabl e_val ue".

E1900 History not found id: "r epl aceabl e_val ue", schedule: "r epl aceabl e_val ue", expression: "r e-
pl aceabl e_val ue".

E2000 Tag not found, id: "r epl aceabl e_val ue".

E2101 Unableto collect "r epl aceabl e_val ue" on"r epl aceabl e_val ue" for instance"r epl ace-
abl e_val ue".

E9000 repl aceabl e_val ue

E9001 repl aceabl e_val ue from: r epl aceabl e_val ue
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Appendix F. MySQL Enterprise Monitor Frequently Asked
Questions

Note

MySQL Enterprise subscription, MySQL Enterprise Monitor, MySQL Replication Monitor, and MySQL Query Anayzer
are only available to commercial customers. To learn more, see: http://www.mysgl.com/products/enterprise/features.html.

FAQ Categories

¢ General Usage
e MySQL Enterprise
e MySQL Monitor

e MySQL Query Analyzer

General Usage

Questions

e F.1: My MySQL Enterprise Service Manager is behind afirewall but it cannot communicate with the MySQL Enterprise website. |
normally use a proxy service to access external websites. How do | configure the proxy settings for MySQL Enterprise Dashboard?

¢ F.2: How do | change the name of a server?

¢ F.3: | have started a Data Migration of my old data for a server to MySQL Enterprise Service Manager 2.0, but | have noticed that
the performance of the monitor server has degraded significantly. Can | stop the migration?

* F.4: | have set the graphs to update every 5 minutes, and the page refresh to occur every minute. The pageis refreshing correctly,
but the graphs do not seem to update.

¢ F.5: During query analysis, | am unable to obtain an EXAMPLE or EXPLAI N information when examining the detail of the analyzed
query within the QUERY ANALYZER panel.

¢ F.6: | have enabled EXPLAI N queries for Query Analyzer, but no queries with the EXPLAI N data are showing up in the display.
e F.7: Does Query Analyzer work with all versions of MySQL and the MySQL Client Libraries?

¢ F.8: Why do some rules appear to have a SEVERITY of UNKNOWN?

e F.9: What is the relationship between the advisor JAR file and the key?

¢ F.10: Doesthe Gold-level key support Silver-level advisors?

e F.11: Can the Trial-level key work with the Gold-level advisors JAR file?

¢ F.12: Can| run MySQL Enterprise Service Manager on machine with other applications running?

¢ F.13: How frequently isthe data purge process executed?

Questionsand Answers

F.1: My MySQL Enterprise Service Manager isbehind afirewall but it cannot communicate with the MySQL Enter prise web-
site. | normally use a proxy service to access external websites. How do | configurethe proxy settings for MySQL Enterprise
Dashboard?

To configure a proxy service, edittheapache-t ontat/ conf/ catal i na. properti es filewithin the MySQL Enterprise Ser-
vice Manager installation directory. Changetheht t p. pr oxyHost and ht t p. pr oxyPor t properties:
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htt p. proxyHost =pr oxy. exanpl e. com
htt p. proxyPort=8080

Restart the MySQL Enterprise Service Manager for the change to take effect:

shel | > nysql monitorctl.sh restart

F.2: How do | change the name of a server?
Go to the MANAGE SERVERS panel within SETTINGS and click RENAME SERVER.
Renaming the server in thisway will override all other server naming, including changes to the agent configuration.

F.3: | have started a Data Migration of my old data for a server to MySQL Enterprise Service Manager 2.0, but | have noticed
that the perfor mance of the monitor server has degraded significantly. Can | stop the migration?

Y ou can stop the migration of your historical data at any time. Go to the MANAGE SERVERS display of the SETTINGS panel and click
STOP next to each server that is being migrated. Y ou can restart the migration at any point.

F.4: | have set the graphsto update every 5 minutes, and the page refresh to occur every minute. The pageisrefreshing cor-
rectly, but the graphs do not seem to update.

The graph refresh and page refresh are two different parameters. The graphs are updated according to their refresh period, regardless of
the refresh period set for the main display page.

F.5: During query analysis, | am unableto obtain an EXAMPLE or EXPLAI Ninformation when examining the detail of the ana-
lyzed query within the QUERY ANALYZER panel.

Y ou must explicitly enable the EXAMPLE and EXPLAI N query functionality. Make sure that you have enabled both panels. See Sec-
tion 3.2.3, “Query Analyzer Settings’.

F.6: | have enabled EXPLAI N queriesfor Query Analyzer, but no querieswith the EXPLAI N data are showing up in the display.

Query Analyzer only obtains EXPLAI Ninformation when the MySQL Enterprise Agent identifies along running query. If none of your
queries exceed the defined threshold, then the EXPLAI N information is not obtain and provided to the Query Analyze for display.

To change the query duration at which an EXPLAI Nistriggered, you must edit the shar e/ nysql - pr oxy/ quan. | ua filewithin
the MySQL Enterprise Agent directory on each server. Y ou need to change the value configured in the
aut o_expl ai n_m n_exec_ti ne_us. The default is 500ms:

-- configuration
-- SET GLOBAL anal yze_query.auto_filter = 0
if not proxy.global.config.quan then
proxy. gl obal . confi g. quan
anal yze_queri es true, -- track all queries
query_cut of f 160, -- only show the first 160 chars of the query
num wor st _queries = 5
aut o_expl ai n = true
aut o_expl ai n_m n_exec_tinme_us = 500 * 1000

end

The valueis expressed in microseconds, which is why the value must be multiplied by 1000. To reduce this value to 100ms, modify this
line:

auto_expl ain_m n_exec_tinme_us = 100 * 1000

These changes take effect without restarting MySQL Enterprise Agent.
F.7: Does Query Analyzer work with all versions of MySQL and the MySQL Client Libraries?

The MySQL Proxy component, and Query Analyzer, require that clients connecting through MySQL Enterprise Agent are using
MySQL 5.0 or later. Clients that use the library provided with MySQL 4.1 or earlier do not work with MySQL Enterprise Agent.

F.8: Why do somerules appear to have a SEVERITY of UNKNOWN?
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Dueto timing issues, certain rules such as “32-Bit Binary Running on 64-Bit AMD Or Intel System” and “Key Buffer Size Greater
Than 4 GB” do not evaluate correctly due to timing issues. Thisis a known issue that is expected to be resolved in future versions of
MySQL Enterprise Monitor.

F.9: What istherelationship between the advisor JAR file and the key?

The JAR file contains graph and advisor definitions. The key file contains typical customer validation data such as contract information,
number of servers covered, subscription level and dates.

F.10: Doesthe Gold-level key support Silver-level advisors?

The Gold-level advisor JAR file will contain Silver-level advisors plus Gold-level advisors. However, you cannot use the Gold-level
key with the Silver-level advisors JAR file. The Gold-level key can only be used with the Gold-level advisors JAR file.

F.11: Can the Trial-level key work with the Gold-level advisors JAR file?
The Trial-level key can only be used with the Trial-level advisors JAR file.
F.12: Can | run MySQL Enterprise Service Manager on machine with other applications running?

Y ou can, but Oracle recommends running your MySQL Enterprise Service Manager on a dedicated machine, especially when monitor-
ing many agents.

F.13: How frequently isthe data purge process executed?

A data purge process is started approximately once a minute. If you have changed the purge period then the datawill start to be purged
within the next minute.

MySQL Enterprise

Questions

¢ F.1: What isMySQL Enterprise?

e F.2: Can| buy MySQL Enterprise subscriptions for multiple years?

¢ F.3: Canl buy MySQL Enterprise subscriptions for only some of my production MySQL database servers?
¢ F.4:Doal my MySQL Enterprise subscriptions need to be at the same tier?

¢« F.5 Whatif | plan to add more MySQL serversto my MySQL Enterprise subscription?
¢ F.6: How should | decide between MySQL Enterprise Basic, Silver, Gold and Platinum?
e F.7: What isMySQL Enterprise Server?

e F.8 Whatis MySQL Production Support?

¢ F.9: Does MySQL Enterprise include 24x7 Technical Support?

¢ F.10: Does MySQL Enterprise include Maintenance, Updates, and Upgrades?

e F.11: Does MySQL Enterprise include Emergency Hot Fix Builds?

e F.12: What isMySQL Consultative Support?

¢ F.13: What isaTechnical Account Manager?

e F.14: Does MySQL provide IP (Intellectual Property) Indemnification?

¢ F.15: What isthelist of Supported Platforms?

¢ F.16: Arethere any Demo/Tutorials available for MySQL Enterprise?

¢ F.17: Arethere any MySQL Enterprise White Papers available?
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e F.18: Arethere any Webinars available?

¢ F.19: What isthe pricing of MySQL Enterprise?

¢ F.20: What is MySQL Enterprise Unlimited?

e F.21: How do | get a30-day trial on MySQL Enterprise?

e F.22: How do | buy MySQL Enterprise?

Questions and Answers
F.1: What isMySQL Enterprise?

The MySQL Enterprise subscription is the most comprehensive offering of MySQL database software, services and production support
to ensure your business achieves the highest levels of reliability, security and uptime.

MySQL Enterpriseincludes:
e MySQL Enterprise Server software, the most reliable, secure and up-to date version of the world's most popular open source data-
base

e MySQL Enterprise Monitor that continuously monitors your database and proactively advises you on how to implement MySQL
best practices

e MySQL 24x7 Production Support with fast response times to assist you in the development, deployment and management of
MySQL applications
F.2: Can | buy MySQL Enterprise subscriptionsfor multiple years?

MySQL Enterprise subscriptions have duration of at least 1 year. Customers have the flexibility of choosing terms with multi-year dura-
tions. To purchase multi-year contracts, please http://www.mysql.com/about/contact/sal es.html ?s=corporate

F.3: Can | buy MySQL Enterprise subscriptionsfor only some of my production MySQL database servers?

When you choose MySQL Enterprise subscriptions, they must cover all database servers that power that specific application. To negoti-
ate volume discounts, please http://www.mysgl.com/about/contact/sal es.html ?s=corporate

F.4: Do all my MySQL Enterprise subscriptions need to be at the sametier?

MySQL Enterprise subscriptions must be at the same tier (Basic, Silver, Gold, Platinum) for all database servers that power that specific
application.

F.5: What if | plan to add more MySQL serversto my MySQL Enterprise subscription?

A great option isthe MySQL Enterprise Unlimited offering that allows you cover an unlimited number of MySQL servers for afixed,
low price. http://www.mysgl.com/products/enterprise/unlimited.html

F.6: How should | decide between MySQL Enterprise Basic, Silver, Gold and Platinum?

MySQL Enterprise subscriptions are available in 4 tiers, providing you the flexibility of choosing the capabilities and SLA that best
meet your requirements. http://www.mysgl.com/products/enterprise/features.html If you have questions and what to discuss your specif-
ic requirements, please http://www.mysqgl.com/about/contact/sal es.html ?s=corporate

F.7: What isMySQL Enterprise Server?

MySQL Enterprise Server software is the most reliable, secure and up-to-date version of MySQL for cost-effectively delivering E-
commerce, Online Transaction Processing (OLTP), and multi-terabyte Data Warehousing applications. It is afully integrated transac-
tion-safe, ACID compliant database with full commit, rollback, crash recovery and row level locking capabilities. MySQL deliversthe
ease of use, scalability, and performance that has made it MySQL the world's most popular open source database. ht-
tp://www.mysqgl.com/products/enterprise/server.html

F.8: What isMySQL Production Support?
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Production Support consists of 4 components:

¢ Problem Resolution Support

« Consultative Support

¢ Knowledge Base

e Technical Account Manager (option)

MySQL Production Support gives you priority access with guaranteed response times to assist you with the development, deployment
and management of your MySQL applications. http://www.mysgl.com/products/enterprise/support.html

F.9: Does MySQL Enterpriseinclude 24x7 Technical Support?

MySQL Enterprise, at the Gold and Platinum tiers, includes 24x7 phone and email accessto the MySQL Support Team. ht-
tp://www.mysqgl.com/products/enterprise/problemresol ution.html

F.10: Does MySQL Enterpriseinclude Maintenance, Updates, and Upgrades?

Yes. Aslong as you have avalid contract for MySQL Enterprise, you will receive all new MySQL Enterprise Server software releases
including Software Maintenance, Updates, and Upgrades. The Software Update Service will automatically notify you of the new re-
leases.

F.11: Does MySQL Enterpriseinclude Emergency Hot Fix Builds?

MySQL Enterprise, at the Gold and Platinum tiers, gives you the ability to request an Emergency Hot Fix Build to fix issues not already
fixed in aMySQL Rapid Update or MySQL Quarterly Service Pack.

F.12: What isMySQL Consultative Support?

MySQL Enterprise, at the Gold and Platinum tiers, includes Consultative Support. Thisis a proactive approach to support that is de-
signed to help you avoid critical outages. MySQL Support Engineers advise you on how to properly design and tune your MySQL serv-
ers, schema, queries, and replication set-up to maximize performance and availability. Also, by taking the initiative to properly design
and tune your MySQL database applications you can avoid having to purchase expensive hardware for your I T infrastructure. ht-
tp://www.mysgl.com/products/enterprise/consultativesupport.html

F.13: What isa Technical Account Manager ?

MySQL Enterprise, at the Platinum tier, provides the option for a Technical Account Manager (TAM). The TAM is your advocate with-
in MySQL, who proactively works to maximize your benefits from MySQL Support Services. ht-
tp://www.mysgl.com/products/enterprise/tam.html

F.14: Does MySQL provide|P (Intellectual Property) Indemnification?

MySQL Enterprise, at the Gold and Platinum tiers, has the option of IP Indemnification, for qualifying customers at no extra cost. This
provides you with legal protection that you expect from enterprise software providers. ht-
tp://www.mysgl.com/products/enterprise/indemnification.html

F.15: What isthelist of Supported Platforms?

MySQL Enterprise provides broad coverage initslist of Supported Platforms. http://www.mysgl.com/support/supportedplatforms/
F.16: Arethereany Demo/Tutorials available for MySQL Enterprise?

Y es. Multiple self-running demos are available. http://www.mysql.com/products/enterprise/demo.html

F.17: Arethereany MySQL Enterprise White Papers available?

Yes. Detailed architecture, technology, and business white papers are available. ht-
tp:/lwww.mysqgl.com/products/enterprise/whitepapers.html

F.18: Arethereany Webinarsavailable?

Yes. MySQL provides regularly scheduled Live Webinars. http://www.mysgl.com/news-and-events/web-seminars/index.html MySQL
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also provides On-Demand Webinars to fit your schedule. These are recordings of previously held Live Webinars that you can replay at
any time. http://www.mysgl.com/news-and-events/web-seminars/index.html

F.19: What isthe pricing of MySQL Enterprise?

The pricing model for MySQL Enterprise is based on two key components: per server and per year. MySQL Enterprise does not have
artificial restrictions based on CPUs, Memory, Machine Size, or Named Users. MySQL Enterpriseisavailablein 4 tiers (Basic, Silver,
Gold and Platinum). Choose the tier that best meets your requirements and budget. ht-
tp://www.mysgl.com/products/enterprise/features.html

F.20: What isMySQL Enterprise Unlimited?

MySQL Enterprise Unlimited is a unique offering that allows you to deploy an unlimited number of MySQL Enterprise Serversfor the
price of asingle CPU of Oracle Enterprise Edition. http://www.mysql.com/products/enterprise/unlimited.html

F.21: How do | get a 30-day trial on MySQL Enterprise?

Y ou can experience the MySQL Enterprise Monitor for 30 days by registering to receive an email with login instructions. ht-
tp:/ivww.mysgl.com/trial S/enterprise

F.22: How do | buy MySQL Enterprise?

For pricing and to buy MySQL Enterprise, visit the Online Shop For volume discounts or for more information, please ht-
tp://www.mysgl.com/about/contact/sal es.html ?s=corporate

MySQL Monitor

Questions

e F.1: What isMySQL Enterprise Monitor?

e F.2: What MySQL Enterprise subscription levels include the MySQL Enterprise Monitor?

¢ F.3: What are the features and related benefits of the MySQL Enterprise Monitor?

¢ F.4: What are the immediate benefits of implementing the MySQL Enterprise Monitor?

e F.5: What are the long-term benefits of the MySQL Enterprise Monitor?

e F.6: How isthe MySQL Enterprise Monitor installed and deployed?

e F.7: How isthe Enterprise Monitor web application architected?

¢ F.8: What makes MySQL Enterprise unique?

¢ F.9: What versions of MySQL are supported by the MySQL Enterprise Monitor?

e F.10: What operating system platforms are supported by the MySQL Enterprise Monitor?

e F.11: How do | get the MySQL Enterprise Monitor?

¢ F.12: What are the MySQL Enterprise Advisors and Advisor Rules?

¢ F.13: Which Advisors and features are included under different MySQL Enterprise subscription levels?

e F.14: Which set of Enterprise Advisors, Advisor Rules and features are best for my use of MySQL?

« F.15: How are subscribers notified about the availability of new or updated MySQL Enterprise Monitor, MySQL Enterprise Ad-
visors and Advisor Rules?

Questions and Answers

F.1: What isMySQL Enterprise Monitor?

Included as part of aMySQL Enterprise subscription, the MySQL Enterprise Monitor is a distributed, web-based application that helps
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customers reduce downtime, tighten security and increase throughput of their MySQL servers by telling them about problemsin their
database applications before they occur. It is downloadable from the Enterprise Customer web site and is deployed within the safety of
the customer datacenter.http://www.mysgl.com/products/enterprise/monitor.html

F.2: What MySQL Enterprise subscription levelsinclude the MySQL Enterprise Monitor?

The Enterprise Monitor is available under MySQL Enterprise subscription levels Silver, Gold and Platinum. ht-
tp://www.mysqgl.com/products/enterprise/features.html

F.3: What arethefeaturesand related benefits of the MySQL Enterprise Monitor ?

The MySQL Enterprise Monitor is like having a"Virtual DBA Assistant” at your side to recommend best practices to eliminate security
vulnerabilities, improve replication, and optimize performance. For the complete features and benefits, visit the ht-
tp://lwww.mysqgl.com/products/enterprise/monitor-features.html.

F.4: What are theimmediate benefits of implementing the MySQL Enter prise M onitor?

Often MySQL installations are implemented with default settings that may not be best suited for specific applications or usage patterns.
The MySQL Advisors go to work immediately in these environments to identify potential problems and proactively notify and advise
DBAson key MySQL settings that can be tuned to improve availability, tighten security, and increase the throughput of their existing
MySQL servers

F.5: What arethelong-term benefits of the MySQL Enterprise Monitor?

Over time, the task of managing even medium-scale MySQL server farms becomes exponentially more complicated, especially asthe
load of users, connections, application queries, and objects on each MySQL server increases. The Enterprise Monitor continually monit-
ors the dynamic security, performance, replication and schema relevant metrics of all MySQL servers, so as the number of MySQL con-
tinues to grow, DBAs are kept up to date on potential problems and proactive measures that can be implemented to ensure each server
continues to operate at the highest levels of security, performance and reliability.

F.6: How isthe MySQL Enterprise Monitor installed and deployed?

The Enterprise Monitor is powered by a distributed web application that isinstalled and deployed within the confines of the corporate
firewall.

F.7: How isthe Enterprise Monitor web application ar chitected?

The Enterprise Monitor web application comprises three components:

« Monitor Agent: A lightweight C program that is installed on each of the monitored MySQL servers. Its purpose isto collect MySQL
SQL and operating system metrics that allow the DBA to monitor the overall health, availability and performance of the MySQL
server. The Monitor Agent isthe only component within the application that touches or connects to the MySQL Server. It reports
the data it collects via XML over HTTP to the centralized Service Manager.

¢ Service Manager: The main server of the application. The Service Manager manages and stores the data collections that comein
from each monitor agent. It analyzes these collections using MySQL provided best practice Advisor rules to determine the health,
security, availability and performance of each of the monitored MySQL Servers. The Service Manager also provides the content for
the Enterprise Dashboard which serves as the client user interface for the distributed web application.

¢ Repository: A MySQL database that is used to stored data collections and application-level configuration data.

F.8: What makesMySQL Enterprise unique?

Of the products on the market that monitor MySQL, SQL code and OS specific metrics, the MySQL Enterprise Monitor is the only
solution that is built and supported by the engineers at MySQL. Unlike other solutions that report on raw MySQL and OS level metrics,
the MySQL Enterprise Monitor is designed to optimize the use of MySQL by proactively monitoring MySQL instances and providing
notifications and 'MySQL DBA expertise in abox’ advice on corrective measures DBAS can take before problems occur.

F.9: What versions of MySQL are supported by the MySQL Enterprise Monitor?

The MySQL Enterprise Monitor can be used to monitor MySQL versions 4.0 —5.x.

F.10: What operating system platforms are supported by the MySQL Enterprise Monitor?
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The Enterprise Monitor Service Manager is fully supported on most current versions of Linux, Windows XP and Server Editions, Solar-
isand Mac OSX. The Monitor Agent supports any platform supported by the MySQL Enterprise server. For the complete list of
MySQL Enterprise supported operating systems and CPUs, visit the http://www.mysgl.com/support/supportedplatforms/enterprise.html.
F.11: How do | get the MySQL Enterprise Monitor?

The MySQL Enterprise Monitor is available for download to MySQL Enterprise customers at the Silver, Gold and Platinum subscrip-
tion levels.

e To experience the MySQL Enterprise Monitor for 30 days, visit the http://www.mysgl.com/trial s/enterprise

e Tobuy MySQL Enterprise, visit the Online Shop

F.12: What arethe MySQL Enterprise Advisorsand Advisor Rules?

The MySQL Enterprise Advisors are a set of best practice guidelines for the optimal use of MySQL. Advisors are spread across data-
base specific disciplines and comprise a set of MySQL Advisor Rules that proactively monitor all MySQL servers and report on data-
base application problems before they occur. Each Advisor Rule provides a detailed overview of the problem it is designed to identify,
advices on how to correct the problem, specifies commands to implement the recommended fix and links to additional resources for ad-
ditional research into the issue at hand. http://www.mysgl.com/products/enterprise/advisors.html

F.13: Which Advisorsand featuresareincluded under different MySQL Enterprise subscription levels?

For the complete list of the MySQL Enterprise Advisors that are available under each MySQL Enterprise subscription level, visit the ht-
tp:/ivww.mysgl.com/products/enterprise/features.html.

F.14: Which set of Enterprise Advisors, Advisor Rules and features are best for my use of MySQL ?

The Enterprise Monitor Advisors and Advisor Rules are available at 3 MySQL Enterprise subscription tiers: Choose MySQL Enterprise
Silver if you need:

e Assurance you are running the most current, bug-free version of MySQL across all of your servers.

* Recoverability of your MySQL servers.

e The highest level of security for your MySQL servers.

e Monitoring of maximum or disallowed MySQL connections.

e Optimized startup configuration settings.

Choose MySQL Enterprise Gold, when you need everything in Silver, PLUS:

¢ Easy collection and detection of problematic SQL code running on your production or development systems.
« Insight and corrective advice on MySQL replication status, sync, and performance related issues.
« Auto detection and documenting of your Replication topologies.

¢ Advanced monitoring of your Replication and Scale-out environment.

Choose MySQL Enterprise Platinum, when you need everything in Gold, PLUS:

« Identification and advice on unplanned database and object level schema changes (Create, Alter, and Drop) across your MySQL
servers.

¢ Proactive monitoring and advice on tuning the performance of your MySQL servers.

F.15: How are subscribers notified about the availability of new or updated MySQL Enterprise Monitor, MySQL Enterprise
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Advisorsand Advisor Rules?

Customers will receive notifications of new and updated MySQL Enterprise Monitor and Advisors as they become available viathe
MySQL Enterprise Software Update Service. Notifications will be generated and sent based on the customer profile and the MySQL
Enterprise subscription level.

MySQL Query Analyzer

Questions

¢ F.1: What isthe MySQL Query Analyzer?

¢ F.2: How isthe MySQL Query Anayzer installed and enabled?

e F.3: What overhead can | expect when the MySQL Query Analyzer isinstalled and enabled?

¢ F.4: Canl leave the MySQL Query Analyzer enabled at all times?

¢ F.5: What are the main features and benefits of the MySQL Query Analyzer?

¢ F.6: What are the typical use cases of the MySQL Query Analyzer?

e F.7: How are subscribers notified about updates to the MySQL Query Analyzer application components?
¢ F.8 What makes the MySQL Query Analyzer unique?

¢ F.9:How can | get the MySQL Query Anayzer?

e F.10: Does Query Analyzer work with MySQL Cluster?

e F.11: Does Query Analyzer capture queries by the root user?

¢ F.12: Does Query Analyzer enable me to monitor the disk reads and writes during a query?

¢ F.13: Does Query Analyzer handler prepared statements?

¢ F.14: How much degradation in performance does mysqgl-proxy introduce?

¢ F.15: Doesthe query analyzer look at al queries? or only queries which would show up in thein the slow-querieslog?
¢ F.16: Doesthe "Rows" area show the rows returned/updated or the rows visited by the query?

e F.17: Do the MySQL clients have to connect to the port of the mysgl proxy to enable the QA?

Questionsand Answers
F.1: What isthe MySQL Query Analyzer?

The MySQL Query Anayzer allows DBAS, developers and system administrators to improve application performance by collecting,
monitoring, and analyzing queries as they run on their MySQL servers. http://www.mysgl.com/products/enterprise/query.html

F.2: How isthe MySQL Query Analyzer installed and enabled?

The Query Analyzer feature isinstalled with the Monitor Agent. It is enabled during agent installation and can be toggled between col-
lection and pass-thru modes from the Query Analysis page of the Enterprise Monitor.

F.3: What overhead can | expect when the MySQL Query Analyzer isinstalled and enabled?

The average overhead when in active collection mode isin the 15-20% range. In pass-thru mode the overhead is minimal, weighing in
at 1-5% on most MySQL systems of average load.

F.4: Can | leavethe MySQL Query Analyzer enabled at all times?

We have customers who have the Query Analyzer enabled and collecting queries on their development and QA servers so they can tune
their code and monitor the fixes as part of the development process. For production systems, Query collection and analysis can easily be
toggled on when a slowdown occurs. To avoid collection mode overhead many users are using simple scripts to enable the Query Ana-
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lyzer to sample queries during nonpeak hours, typically during 30 minute windows. They can then view the collected queries using the
date/time or interval filter options.

F.5: What are the main features and benefits of the MySQL Query Analyzer?
For the complete features and benefits, visit the http://www.mysgl.com/products/enterprise/monitor-features.html
F.6: What arethetypical use cases of the MySQL Query Analyzer?

Thetypical use cases for developers, DBAs and system administrators are:

« Developers—Monitor and tune application queries during development before they are promoted to production.

* DBAsand System Administrators — Identify problem SQL code asit runsin production and advise development teams on how to
tune. This use case benefits the most from regular sampling of queries as they are running, most often during nonpesak hours.

F.7: How are subscribers notified about updatesto the MySQL Query Analyzer application components?

Customers will receive notifications of the MySQL Query Analyzer updates as they become available via the MySQL Enterprise Soft-

ware Update and Alert Service. Notifications will be generated and sent based on the customer profile and the MySQL Enterprise sub-

scription level.

F.8: What makesthe MySQL Query Analyzer unique?

Other products (free, open source and commercial) that provide MySQL query monitoring are dependent on the MySQL Slow Query

Log being enabled and available for sampling. While this provides some time savings over the DBA collecting and parsing the Log, the

Slow Query Log comes with overhead and does not capture sub millisecond executions. The log data also grows very large very

quickly.

The MySQL Query Analyzer collects queries and execution statistics with no dependence on the SQL Query Log, it captures all SQL

statements sent to the MySQL server and provides an aggregated view into the most expensive queries in humber of executions and

total execution time. It isaso fully supported as part of the MySQL Enterprise subscription.

F.9: How can | get the MySQL Query Analyzer?

The MySQL Query Analyzer is available for download to MySQL Enterprise customers at the Gold and Platinum subscription levels.

e To experience the MySQL Enterprise Monitor for 30 days, visit the http://www.mysgl.com/trial s/enterprise

e Tobuy MySQL Enterprise, visit the Online Shop

F.10: Does Query Analyzer work with MySQL Cluster?

Y es, providing that exact node is monitored with an agent and query analyzer has been enabled for that node. Note that you must be ac-
cessing your cluster data through a standard MySQL node for this to work.

F.11: Does Query Analyzer capture queriesby theroot user?

Yes, Query Analyzer captures all queries by all users providing that the queries are sent through the proxy port configured by the
MySQL Enterprise Agent.

F.12: Does Query Analyzer enable meto monitor the disk reads and writesduring a query?
No, that information is not available to be shown at thistime.
F.13: Does Query Analyzer handler prepared statements?

At thistime, the query analyzer does not track server-side prepared statements. However the default configurations for most client-side
libraries for MySQL don't use them, they emulate them client-side, and those will be tracked by the query analyzer.

F.14: How much degradation in performance does mysgl-proxy introduce?

At the very least it's equivalent to a network hop in latency. The degradation is directly related to your average query execution time. If
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your queries execute in microseconds (which can happen if served from query cache) then the degradation will be higher, and notice-
able. We've seen some applications that actually do work when they execute queries, the degradation is much less, and in some limited
cases because of scheduling, the application actually has better throughput.

F.15: Doesthe query analyzer look at all queries? or only queries which would show up in thein the slow-queries|og?

The Query Analyzer sees all queries that you route through the agent/proxy that performs the query analysis and aggregate them dir-
ectly.

F.16: Doesthe " Rows' area show therowsreturned/updated or therowsvisited by the query?

Returned/updated. We don't have visibility into how many rows were touched. at an instance level. Some of the graphs we provide will
show you when you're queries are touching alot of rows.

F.17: Do the MySQL clients have to connect to the port of the mysqgl proxy to enablethe QA?

Yes, or you can re-direct them in various ways, by reconfiguring mysgld to listen to some other port, and the proxy to 3306, use iptables
redirection, etc. We have some examplesin the manual for the product on how to do it (semi)-transparently.
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Appendix G. MySQL Enterprise Monitor Change History

This appendix lists the changes to the MySQL Enterprise Monitor, beginning with the most recent release. Each release section covers
added or changed functionality, bug fixes, and known issues, if applicable. All bug fixes are referenced by bug number and include a
link to the bug database. Bugs are listed in order of resolution. To find a bug quickly, search by bug number.

G.1. Changes in MySQL Enterprise Monitor 2.2.3 (8 September 2010)

Bugs fixed:

*  When performing an unattended installation, the MySQL Enterprise Service Manager would not be restarted automatically if the
configuration file contained changes. Y ou can now force the restart to occur by using the - - f or ceRest art option. When set to
1, the server will be restarted using the old (unmodified) configuration file. (Bug#56192)

« The content of the user field on the EDIT USER screen was not protected so it was possible to insert scripting instructions into the
field contents. (Bug#56189)

* It waspossible to fake the request and promote a user to a different role without having the privilegesto do so. (Bug#56187)

e The--ski p-1 ocki ng option for the embedded MySQL server was being used in place of the deprecated -
- ski p- ext ernal -1 ocki ng option. (Bug#56004)

¢ The embedded OpenSSL has been updated to version 0.9.80. (Bug#55949)

« Itwaspossible for auser without the ability to view the MANAGE USERS page by visiting the URL, even if the user was not author-
ized to view the page. Users without the right credentials are now provided with awarning that the page is unavailable.
(Bug#55585)

¢ When the MySQL server supporting MySQL Enterprise Service Manager is unavailable, thecat al i na. out fileis populated
with error messages for each MySQL Enterprise Agent communicating with MySQL Enterprise Service Manager. The quantity and
frequency of the messages can cause the error log to grow at avery fast rate. The logging configuration has been altered so that
Tomcat-specific errorsgotot ontat . | og, rotating every 10MB for up to 10 logs. Application errors are reported in nysql -
noni t or. | og. (Bug#55516)

« The same example query could be consistently resent to MySQL Enterprise Service Manager, even though the example query had
already been reported. (Bug#55453)

¢ Using LDAP authentication for mapping roles using user attributes would not authenticate correctly. (Bug#55450)

e Thesupplied set env. sh script sets the wrong temporary directory value for HeapDunpPat h. The path has been updated to the
noni t or/ apache-t ontat/t enp directory within the MySQL Enterprise Service Manager installation. (Bug#54533)

e The MySQL Enterprise Agent installer would ask for agent credentials, even if you had indicated that the correct user credentials
had already been created. (Bug#53943)

e TheTomcat confi g. properti es filecould beinstalled with unsafe permissions. (Bug#52985)

* Thefile permissionson thenysql directory within the MySQL Enterprise Service Manager installation would not be set correctly
on Mac OS X. (Bug#35203)

G.2. Changes in MySQL Enterprise Monitor 2.2.2 (15 July 2010)

Bugs fixed:

¢ LDAProlesusing the search method did not work when searching for authentication credentials. (Bug#54806)
¢ Theoutput from MySQL Enterprise Agent using - - ver si on would show incorrect versions for some components. (Bug#54701)

e Thedatareported for the binary log filesize (innysql : : nast er| ogs: : fi | esi zesumn) was erroneously reporting the count
of the files, not the sum of the size of the binary logs. (Bug#54618)
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Monitoring a database with alarge number of tables would lead to long queries on | NFORVATI ON_SCHENA which could lead to
operating system memory graphs not being updated correctly. (Bug#54591)

The help output from MySQL Enterprise Agent could show missing or corrupt characters. (Bug#54559)
The MySQL Enterprise Agent could fail to start on 64-hit platforms. (Bug#54433)

Using the diagnostic zip functionality would fail if you had configured a server group with aforward slash/ in the name.
(Bugtt54136)

Using the Er r or option for the Referral method for LDAP settings generates an error trace. (Bug#54047)
A MySQL Enterprise Agent could report the aMySQL instance as being down, even though the instance was available. Thiswas
related to the way local and remote filesystems were identified and reported by MySQL Enterprise Agent. A hew option, -

-agent - report - net wor k- f s has been added to indicate whether remote filesystems should be reported in the diskspace re-
ports. By default, the MySQL Enterprise Agent no longer reports network filesystem information, only datafor local filesystems.

(Bug#54002)
The ssh fingerprint used to identify agents would fail on Ubuntu Linux. (Bug#53977)
On Windows platforms, the MySQL Enterprise Agent could show increasing memory usage over time. (Bug#53880)

When nysql d isin ahung state and unresponsive, MySQL Enterprise Agent and MySQL Enterprise Service Manager may not re-
port the server as unavailable. (Bug#53090)

If aMySQL Enterprise Agent got atimeout during the initial checkin with MySQL Enterprise Service Manager (for instance, if
MySQL Enterprise Service Manager was busy), it would fail to resynchronize properly and show the monitored MySQL instances
as down. (Bug#52952)

The GRANT for the agent user could include permissions for awide range ofd hosts, and different grant sould be created by differ-
ent platform installers. (Bug#52933)

During and upgrade installation from 2.1 to 2.2, some filesin the MySQL Enterprise Agent installation directory would remain.
During an upgrade, the installer now performs the following operations:

e Thefilecust om xm will be copied fromshar e/ mysql - proxy/itens to
shar e/ nysqgl - moni tor-agent/itens.

e Thecontentsof shar e/ mysql - pr oxy and the directory are deleted.
» TheREADVME filesin shar e/ doc areremoved. The 2.2 filesarelocated in shar e/ doc/ nysql - noni t or - agent .
(Bug#52770)

Theinstaller dialog for the text installation for MySQL Enterprise Agent would show a blank password prompt when asking for
confirmation of the root password. (Bug#52129)

When performing an upgrade, the value of agent - host - i d would not be preserved. (Bug#47676)
A TRUNCATE TABLE statement could be mis-identified in the tokenizer. (Bug#44772)

When reporting errors related to multiple instances monitored by the same MySQL Enterprise Agent, the error message would not
indicate which instance reported the error. (Bug#44748, Bug#47374)

Errors determining | nnoDB datawithin MySQL Enterprise Agent would be reported, even when | nnoDB had been disabled on the
instance. (Bug#41168)

G.3. Changes in MySQL Enterprise Monitor 2.2.1 (26 May 2010)

Functionality added or changed:

The Query Analyzer now includesaTr ansact i onal filter to cover al transaction related statements, in addition to the individual
statement filtersfor BEG N, START, COVM T, ROLLBACK, SAVEPO NT, and RELEASE. (Bug#53564)
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Bugs fixed:
¢ Therequired version for running a separate MySQL server has been updated to 5.1.43 in the MySQL Enterprise Service Manager
installer. (Bug#53953)

¢ Query Analyzer could fail to operate correctly when upgrading from MySQL Enterprise Service Manager 2.1 to MySQL Enterprise
Service Manager 2.2. Accessing the details of aquery could leadto aNul | Poi nt er Except i on error. (Bug#53845)

e Itwaspossible to import a custom advisor bundle to replace the main advisor bundle. Thiswould delete al existing rules, schedules
and advisors. The system now checks the bundle before import. (Bug#53826)

« Thedefault settings for the LDAP interface for authenticating users has been updated. By default, lookups are made using Bi nd
as user, and the default password digest mechanism is now MD5. (Bug#53679)

* When generating a support report, the server provided no feedback on the production process. A page will now be generated to ad-
vise you of the current status before providing you with a completed message once the report generation has been completed.
(Bugtt53584)

¢ If the backend MySQL database being used for MySQL Enterprise Service Manager is unavailable during an update installation, the
installer may give a misleading message indicating the problem. (Bug#53557)

e Thefiltersfor LOAD DATA | NFI LE, START TRANSACTI ON, and HANDLER CL OSE statementsin the Query Analyzer inter-
face did not filter statements correctly. (Bug#53425)

¢ A LQOAD DATA | NFI LE statement would not get normalized correctly within the Query Analyzer display. (Bug#53419)

< If there are directories located within the configuration instances directory that are empty (i.e. contain no instance configuration
file), MySQL Enterprise Agent would fail to start. The behavior has been updated to provide anessage level error. (Bug#53317)

* A warning is now provided before generating the support diagnostics information to indicate the potential time delay. (Bug#53193)

*  When upgrading an existing MySQL Enterprise Service Manager installation, where the MySQL database is identified as not being
on the current host (either because it is on the same machine with a different IP, or a different machine), the upgrade installer would
fail to provide awarning that such aMySQL database installation cannot be upgraded automatically by the installer. A warning
providing more information on how to upgrade is now provided. (Bug#53158)

¢ Adding anew instance to the list of monitored instances while using the MySQL Enterprise Dashboard could lead to a scheduling
exception error. (Bug#52190)

« Deleting auser while the user is currently logged in and using MySQL Enterprise Dashboard would not prevent the user from con-
tinuing to use the MySQL Enterprise Dashboard, even though the user no longer existed in the system. (Bug#52142)

* The methods for replication discovery by MySQL Enterprise Agent have been modified. A new option for MySQL Enterprise
Agent has been added that prevents the master UUID being used in the replication topology determination. This also prevents
MySQL Enterprise Agent from obtaining replication information from the mast er . i nf o file. (Bug#50604)

¢ If the backend MySQL database being used for MySQL Enterprise Service Manager is unavailable during an update installation, the
installer may give a misleading message indicating the problem. (Bug#38897)

¢ |If aHeat Chart rule had de-escalated and the corresponding higher event had not been closed, the Heat Chart dot link did not show

the event on the Events tab. This was because the de-escalated state was shown in the Heat Chart, but an Event was not generated
for it until the more serious Event was closed. (Bug#28529)

G.4. Changes in MySQL Enterprise Monitor 2.2.0 (5 May 2010)
Functionality added or changed:

e Theincluded Java runtime environment has been updated to JDK 6.0 Update 18. (Bug#50347)

¢ You can delete multiple servers from the Manage Servers tab by selecting each server and using the DELETE SERVERS button.
(Bug#50259)
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¢ The MySQL Enterprise Dashboard has been confirmed as compatible with Google Chrome 4.0. (Bug#49407)

*«  The MANAGE SERVERS window has been updated to allow you to view and filter the list of serversusing a variety of criteria, mak-
ing it easier to find servers, agents, or both that require upgrading. (Bug#48329)

¢ Theversion of MySQL Server installed with MySQL Enterprise Monitor was upgraded to 5.1.40. (Bug#48218)

e Thesmallest purge log timeinterval that could be set in the Dashboard was one week. MySQL Enterprise Monitor was changed to
allow setting the smallest purge log time interval to one day. (Bug#46822)

e Certain heat chart rules cannot be unscheduled or disabled, this is because they are required for correct operation of MySQL Enter-
prise Monitor. Should an attempt be made to unschedule or disable one of these heat chart rules, a suitable message is now dis-
played, explaining this requirement. (Bug#46535)

¢ Custom graphs and advisors can now be imported, exported and deleted from the system. See Section 2.8.8, “Import/Export”.
(Bug#45436)

¢ The MANAGE SERVERS page was changed so that it was possible to view the Up Time for a server by hovering the mouse cursor
over the value in the Up SINCE column. Additionally, the ability to sort servers based on the Up SINCE column was also added.

(Bug#44309)

* The MANAGE SERVERS page was changed to include the Agent version number, and additionally the ability to sort servers based on
the Agent version column. (Bug#44308)

«  Support for LDAP authentication has been added. (Bug#43031)

¢ The Query Analyzer interface has been improved to show more information about query states and for the filtering system to enable
you to view and filter the contents to more easily identify problem queries. For more information, see Section 3.2.4, “Filtering
Query Analyzer Data’. (Bug#41643)

* When running an update installation on a machine where you have multiple instances of MySQL Enterprise Agent already installed,
the installer could identify and upgrade the wrong version. Y ou can now specify the installed version (as identified by the startup
scriptin/ et c/init.d)byusingthe--servi cename=nysql - noni t or - agent option to the command lineinstaller.

For new installations where ainstance of the MySQL Enterprise Agent is already installed, the installer could identify an existing
version and refuse to perform the installation process. During the installation, you are now prompted with the installation name to
use for the startup script if, and only if, an existing instance has been identified. (Bug#41005)

« Thedashboard could be used to change the agent password to one containing the @character, or other special characters, which sub-
sequently caused errors. To fix this problem, special charactersin passwords are now prevented by the dashboard. Thelist of disal-

lowed special characters can be found at the following location: ht-
tp://en.wikipedia.org/wiki/Percent-encoding#Types_of URI_characters (Bug#37172)

Bugs fixed:
¢ Thefull agent URL would be output in the logs in the event of an error, including the agent username and password used to connect

to MySQL Enterprise Service Manager. The password is now stripped from the reported URL . (Bug#53199)

¢ During instalation of MySQL Enterprise Service Manager on Windows, a batch file was created to obtain the MySQL version num-
ber. Thisfile could contain security credentials for accessing the server. The batch fileis no longer created. (Bug#52847)

¢ Uninstalling MySQL Enterprise Service Manager using the Uninstall Servicestool, or later removing MySQL Enterprise Service
Manager after servers have already been successfully removed, could fail. (Bug#52846)

« Thefilter selection in the drop down menusin the MANAGE SERVERS tab have been changed from blank entries (indicating all
items), to (al | ) . (Bug#52800)

e EXPLAI N output within the Query Analyzer data would not be rendered correctly if some of the returned EXPLAI N plan data con-
tained NULL values. (Bug#52532)

¢«  Wheninstalling MySQL Enterprise Service Manager, the incorrect permissions could be applied to the embedded MySQL server.
(Bug#52213)

¢ When performing an installation of MySQL Enterprise Service Manager or MySQL Enterprise Agent and specifying an aternative
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service name during installation, the installer would recommend using the generic, not custom, service management script to initiate
the service. (Bug#52198)

Creating a new custom rule without a configured variable would not raise an error. The system will now return U0O068 One or
nore variables is required to make a functioning rul e..(Bug#51218)

During an upgrade installation of MySQL Enterprise Service Manager, custom SSL certificates that had been installed could be re-
placed by the standard versions. Existing custom certificates are now preserved during an upgrade. (Bug#51118)

Scheduling arule against an instance, and then deleting that instance, would retain the instance within MySQL Enterprise Dash-
board, identified as Unknown. (Bug#51095)

If the MySQL server holding the repository information for MySQL Enterprise Service Manager crashes and you are using MySQL
Proxy to monitor the backend server, the problem may be difficult to identify from the logs. (Bug#50881)

When using the MySQL Enterprise Agent Proxy Service, if the backend MySQL server went down, and then the clock on the
MySQL Enterprise Agent Proxy Service host went back in time (for example, during daylight savings time adjustments), the
MySQL Enterprise Agent Proxy Service would stop sending queries to the configured backend. (Bug#50806)

The SSL certificates supplied with MySQL Enterprise Service Manager have been updated.

The certificate shipped with MySQL Enterprise Service Manager is an example certificate that expires after 1 year and that folks
should create their own and back it up between MEM service manager updates. For more information on updating the certificate,
see Section C.1.2, “Creating anew SSL KeyStore”. (Bug#50694)

Clicking alink to a support issue within the dashboard is now configured to open the issue within a new window. (Bug#50651)

To aid in the replication discovery performed by the agent, you can now provide alternative credentials for connecting to the replica-
tion master to obtain the master UUID created by MySQL Enterprise Monitor. The master UUID enables MySQL Enterprise Agent
to more easily identify and reconcile the master. Y ou set these options on an instance basis, and setting the options prevents the
agent using the mast er . i nf o to determine the master UUID. (Bug#50604)

The MylISAM Key Buffer Usage Graph could report misleading information about the key buffer block usage allocation.
(Bugt50365)

When the agent is shut down, the message used to be reported at thecri t i cal loglevel. This has been changed so that shutdown
message are now reported at the nessage log level. Y ou can enforce the shutdown message to be reported in the log regardl ess of
thelog level by using thever bose- shut down option. (Bug#50340)

Theinstaller for MySQL Enterprise Agent on Linux 64-bit using glibc-2.3 would fail before the installation had completed properly.
(Bug#50289)

Deleting users within MySQL Enterprise Service Manager could lead to errors in the repository database that would affect further
operations involving the del eted user. (Bug#49896)

When creating a new instance by copying an existing agent configuration, it is possible to create an orphaned agent. The recommen-
ded adviceisto TRUNCATE thenysql . i nvent ory table. However, doing this could lead to additional errors and an exception
when the scheduled data updates on the now orphaned agent are executed. (Bug#49882)

Theconfiguration_report.txt filewould cont6ain information about the SSL port to use, even if SSL support had not
been enabled during installation. (Bug#49769)

The memory footprint of MySQL Enterprise Agent would slowly increase over time, particularly on Mac OS X and Solaris/
OpenSolaris. (Bug#49739)

If theagent - host - i d value contained a period, information would fail to be reported to MySQL Enterprise Service Manager.
(Bug#49699)

When starting up MySQL Enterprise Monitor, the relevant environment variables are now inserted into the cat al i na. out log
duing startup.

The environment variables reported include:

$CATALI NA_BASE
SCATALI NA_HOVE
$CATALI NA_TMPDI R
$JAVA_HOMVE
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$JRE_HOMVE

$_RUNJAVA

$JAVA OPTS

$CATALI NA_OPTS
$JAVA_ENDORSED DI RS
$CLASSPATH

In addition, the version information for the Java environment used will also be reported in the log. (Bug#49626)

The information in the table on the QUERY ANALYZER page was displayed in either ascending sort order, descending sort order, or
an unsorted order. Y ou could change this behavior by clicking the column you wanted to sort.

The behavior has now been modified so that the table datais sorted in either ascending or descending order, clicking the columns
toggles between these two states. (Bug#49471)

The method for generating a new UUID for the MySQL Enterprise Agent has been changed. Y ou can create a new UUID using:

shel | > bi n/ mysql - proxy --plugi ns=agent --agent-generate-uuid

Alternatively, you can usethe bi n/ agent - gener at e- uui d command in the agent installation directory. (Bug#49306,
Bug#49903)
When disabling or unscheduling Heat Chart rules, the following issues occurred:

1. For the disable operation, the resulting page showed all rules as disabled, even though three rules were not disabled. However,
if the page was refreshed, those three rules were correctly displayed as enabled.

2. For the unschedul e operation, there was no fading white cloud with rule counts.
(Bug#48870)

The backend L ua scripts used with the MySQL Proxy and MySQL Enterprise Agent were not updated for the the MySQL Proxy
0.8.0 core. Thiswould lead to some Lua scripts triggering an error. (Bug#48718)

The version information output for the MySQL Enterprise Agent did not include the version of the all the individual components
loaded into the MySQL Enterprise Agent chassis. (Bug#48714)

When using the proxy (for query analyzer) with the MySQL Enterprise Agent, the pr oxy plugin must be listed first in the pl u-
gi ns configuration parameter. (Bug#48713)

The name of the sectioninmysql - noni t or - agent . i ni required for configurationismysql - pr oxy, the default template
had been mistakenly modified to nysql - moni t or - agent . (Bug#48712)

When upgrading an agent, the existing agent is shutdown and then restarted after the installation process has completed. To reduce
downtime during installation, you can now opt to have the agent restarted immediately after installation, but before the rest of thein-
staller completes. (Bug#48581)

RAM statistics for FreeBSD machines would not be reported correctly by MySQL Enterprise Agent. (Bug#48493)

Cutting and pasting sample queries from Query Analyzer page in could lead to bad concatenation of the query components.

(Bug#48479, Bug#50121)

When viewing pages of queries on the QUERY ANALYZER tab, changing the filter options could lead to an empty list if you modi-
fied the filters while on a page that is higher than the number of the pagesin the filtered display. The page numbering is now reset
when you change the filter options to ensure that you are viewing the filtered queries. (Bug#48409)

Changing the filter parameters on the QUERY ANALYZER tab would lose your current sorting preferences. (Bug#48408)

When viewing the QUERY ANALYZER tab and selecting a server, the server name would still shown in the table of queries. When a
server has been explicitly selected, the server column is no longer displayed. (Bug#48390)

Deleting a server or group from the M ANAGE SERVERS tab could result in a stacktrace dump if the server or group 1D selected was
no longer valid. A confirmation is now produced if MySQL Enterprise Service Manager identifies an issue when trying delete the
selected server or group. (Bug#48255)

When atime range was selected on a dashboard graph, the user was taken to BrowseQueries, and the correct graph and graph time
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range was selected. However, the following problems occurred:

» Thequery timerange did not agree with the graph time range.

» Changesto the query range interval did not correctly update the graph or selection.
» Changesto the graph type were not updated correctly.

(Bugt48234)

The URL for viewing the contents of an event alerted by email were not populated correctly, making the supplied URL invalid.
(Bug#48193)

The full-graph pop-up on the dashboard did not reflect the group/server selection of the containing dashboard, it always displayed
the default group. (Bug#48167)

The ADD T0 GROUP context menu item, on the MANAGE SERVERS page, listed all servers when clicked, rather than the subset pre-
selected from the main server list. (Bug#48141)

When adding a new rule without providing a version a stacktrace would be produced. A default version (1. 0) will be added to new
rulesif the version has not been specified. (Bug#47877)

The indentation on alert emails could be incorrect if the list included abullet list of items. (Bug#47802)

When upgrading an installation of MySQL Enterprise Service Manager where the MySQL being used is not the bundled MySQL
server, the upgrade would fail while creating a backup of the MySQL installation. (Bug#47775)

Support has been added for SNMPv2 traps in addition to the existing SNMPv1 traps. Y ou can configure the version to use for SN-
MP traps, see SNMP TRAPS.

In addition, support has also been added to send SNMP notifications to two hostsin place of just one host. Notifications are sent to
both hosts simultaneously. (Bug#47686, Bug#48955)

Support issues can have a Severity from S1 through S$4, but can also have avalue of “NS” meaning “No Severity Set”. MySQL En-
terprise Monitor was not able to parse this, which resulted in errors such as the following:

2009- 09- 23 13:53: 51,812 ERROR [ em wor ker - pool -t hread- 6: noni t or. support. DevSpPol | er] error
consum ng successful response
java.lang. |11 egal Argunment Exception: No enum const class
com nysql . et ool s. noni tor. support. Spl ssue$Severity. NS
at java.l ang. Enum val ueX (Enum j ava: 196)

(Bug#47562)
MySQL Enterprise Monitor would fail to install on Miracle Linux4. (Bug#47209)

Occasional Null Pointer Exception errors could be raised after an initial login to the dashboard due to problems determining the cor-
rect name to use for displaying the list of servers. (Bug#47181)

The diagnostic report file has been updated so that the filename of the report includes the timestamp when the report was generated.
(Bug#47164)

The REPLACE and CALL statements did not show a rows graph within the statement pop-up graph tab. (Bug#46796)

When trying to change the password for the agent user in the Dashboard to a password that contained a“@" or other special charac-
ter, the following error message was displayed:

An Error Cccurred

* U0160 The follow ng characters are invalid in an agent password:

1*0 ()5 @=+8, [ 2% ]

However, this password worked correctly when first connecting the agent user to the Monitor. (Bug#46757)
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The subject line in aert emails was not configurable. (Bug#46689)

The schedule for the MYSQL AGENT NOT REACHABLE rule cannot be modified. Thisisto ensure that problems communicating
with the agent are identified immediately. If you attempt to modify the scheduling an error will be reported. (Bug#46667)

Pressing cancel on a pop-up would cause a page reload, instead of just closing the pop-up window. (Bug#46604)

Pressing cancel on a pop-up would cause a page reload, instead of just closing the pop-up window. (Bug#46604)

The cry for help email included a stack trace, however it was displayed on asingle line without any line breaks. (Bug#46458)

Some queries would show multiple tablesin the ExampLE QUERY displayed within the Query Analyzer. (Bug#46438)

On very large deployments with alarge number of servers, the EVENTS tab could take some time to load. (Bug#46436)

When using MySQL Enterprise Agent, if the current configured time went backwards (for example during time correction), then the
l(\/EI;)l/Jgsgzll_eggg)erprise Agent would stop reporting data and induce a high load on the machine running MySQL Enterprise Agent

When viewing queries within the Query Analyzer, the example query shown could be taken from outside of the time range con-
figured within the query analyzer view. (Bug#45683)

The Windows installers for MySQL Enterprise Service Manager did not include 64-hit versions of the various binary tools.

(Bug#45682)
MySQL Enterprise Monitor alert emails used incorrect formatting.
The following problems occurred:

» Textinthe subject and body was not formatted properly. Variables appeared to be displayed such as'.name', '.advice', and
".description’, rather than values.

* Lineformatting (CR/LF) appeared to be absent.

* Nolocal timewas shown (GMT time only).

(Bugh44769)

When aMySQL Enterprise Agent is disconnected from MySQL Enterprise Service Manager, the agent would keep 10 minutes of
information by default, that would then be sent to the server when the agent reconnected. Any data older than 10 minutes would be
lost. Y ou can now configure the backlog timeout by using the agent - backl og-t i meout to specify the amount of time that
datawill be kept. For moreinformation, seeagent - backl og- ti neout (Bug#44262)

When the license for MySQL Enterprise Monitor was downgraded, for example from Platimun to Gold, items that should have no
longer been available were present in the Dashboard. (Bug#43823)

The IP address of the URL used to communicate with MySQL Enterprise Service Manager would be resolved only during initial
startup by an individual MySQL Enterprise Agent. This causes problems where the MySQL Enterprise Service Manager ison avir-
tual |P address and the DNSis used to provide failure to a new | P address. | P address caching has now been disabled, which should
cause the I P address to be re-looked up and updated during afailover of the MySQL Enterprise Service Manager. (Bug#43537)

Starting the MySQL Enterprise Agent would prevent the current session for logging out while the agent was still running.

(Bug#43051)
Queries containing DATE_SUB functions could show incorrect queries when normalized within Query Analyzer. (Bug#42688)
After an upgrade from 2.0.3 to 2.0.4.7141 there was amissing label for theagent _cpu_usage graph.

MySQL Enterprise Monitor was changed so that any graphs or advisors that are of a higher subscription level than currently li-
censed for are unscheduled and removed from the product. (Bug#42687)

The Agent would not reconnect to a monitored database if it was started when the monitored server was down. The agent log con-
tained the following error:

Can't connect to MySQ server on '127.0.0.1' (0) (nysqgl-errno = 2003)
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The agent only sent OS data to the Dashboard. Further, when the monitored server was later started, no attempts to reconnect were
logged.

The problem could be worked around by restarting the agent when the monitored server was running again. (Bug#42581)

Theinstaller for MySQL Enterprise Agent has been updated to include support for creating the username and password required by
the MySQL Enterprise Agent during operation. This process creates the user with the necessary privileges within your monitored
MySQL server. For more information, see Section 5.3.1, “ Creating aMySQL User Account for the Monitor Agent”. (Bug#41630)

When viewing detailed query information within the query analyzer, the incorrect ‘worst' query could be shown in the detail view.
(Bugt41076)

When hovering over the heat chart, you now get a count of the number of servers affected by the corresponding rule within the tool-
tips, even when the list of servers, or specific server groups, are collapsed. (Bug#40823)

In the event of afailure by MySQL Enterprise Agent to communicate with the MySQL Enterprise Service Manager, for example
when the server has been restarted, it was possible for there to be gapsin the reported information. This may have shown up as gaps
in the graph output. (Bug#40729)

Queries containing an | NNER JO N clause could show incorrect queries when normalized within Query Analyzer. (Bug#40676)

It was not possible to order the rows in the table within the M ANAGE SERVERS tab. Y ou can now sort by clicking the required
column. (Bug#39457)

Queries containing an LI M T clause with value placeholders could show incorrect queries when normalized within Query Analyz-
er. (Bug#38892)

The formatted query view in the pop-up within the QUERY ANALYZER tab could show an empty query if the query was short and
could not be formatted properly. (Bug#36885)

When events have been raised by MySQL Enterprise Monitor, new events of the same type would not be notified until the original
event had been acknowledged. This could lead to critical events being missed. In addition, when viewing existing events that have
been triggered, it isimpossible to know if the notified event is still causing a problem.

Thefix has been rectified through the implementation of the auto-close feature on events. With this feature enabled, events will
automatically be closed once the event is not longer identified as causing a problem. (Bug#34240, Bug#23640, Bug#27132)

If aHeat Chart rule had de-escalated and the corresponding higher event had not been closed, the Heat Chart dot link did not show
the event on the Events tab. This was because the de-escalated state was shown in the Heat Chart, but an Event was not generated
for it until the more serious Event was closed. (Bug#28529)

When performing an installation of MySQL Enterprise Agent, installing multiple agents could lead to service names (Windows) and
startup scripts (Unix) being overwritten, corrupted, or creating multiple entries. Theinstaller will now ask for a different service
name, or you can explicitly specify one to theinstaller using theser vi cenane option. Seei nst al | er _servi cenane.
(Bug#27332)

It was possible to import a Platinum level bundleinto a MySQL Enterprise Monitor server that only had a Gold product key.
(Bug#26237)

Different Advisor jar and subscription levels could beinstalled at the same time, which could lead to incompatibilities and schedul-
ing issues. In addition, you could install different Advisor jar files and corrupt the localization descriptions for the advisors.
(Bug#26167, Bugt3s278)

It was not possible to assign a user a Role that had read-only permissions. (Bug#23508)
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