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Overview

Preface

Both novice users and those familar with the SunOS operating system can use online man pages
to obtain information about the system and its features. A man page is intended to answer
concisely the question “What does it do?” The man pages in general comprise a reference
manual. They are not intended to be a tutorial.

The following contains a brief description of each man page section and the information it
references:

Section 1 describes, in alphabetical order, commands available with the operating system.

Section 1M describes, in alphabetical order, commands that are used chiefly for system
maintenance and administration purposes.

Section 2 describes all of the system calls. Most of these calls have one or more error returns.
An error condition is indicated by an otherwise impossible returned value.

Section 3 describes functions found in various libraries, other than those functions that
directly invoke UNIX system primitives, which are described in Section 2.

Section 4 outlines the formats of various files. The C structure declarations for the file
formats are given where applicable.

Section 5 contains miscellaneous documentation such as character-set tables.

Section 7 describes various special files that refer to specific hardware peripherals and device
drivers. STREAMS software drivers, modules and the STREAMS-generic set of system calls
are also described.

Section 9E describes the DDI (Device Driver Interface)/DKI (Driver/Kernel Interface),
DDI-only, and DKI-only entry-point routines a developer can include in a device driver.

Section 9F describes the kernel functions available for use by device drivers.

Section 9S describes the data structures used by drivers to share information between the
driver and the kernel.

Below is a generic format for man pages. The man pages of each manual section generally
follow this order, but include only needed headings. For example, if there are no bugs to report,

1"
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there is no BUGS section. See the intro pages for more information and detail about each
section, and man(1) for more information about man pages in general.

NAME

SYNOPSIS

PROTOCOL

DESCRIPTION

IOCTL

This section gives the names of the commands or functions
documented, followed by a brief description of what they
do.

This section shows the syntax of commands or functions.
When a command or file does not exist in the standard
path, its full path name is shown. Options and arguments
are alphabetized, with single letter arguments first, and
options with arguments next, unless a different argument
order is required.

The following special characters are used in this section:

[] Brackets. The option or argument enclosed in
these brackets is optional. If the brackets are
omitted, the argument must be specified.

Ellipses. Several values can be provided for the
previous argument, or the previous argument
can be specified multiple times, for example,
"filename...".

Separator. Only one of the arguments
separated by this character can be specified ata
time.

{1} Braces. The options and/or arguments
enclosed within braces are interdependent,
such that everything enclosed must be treated
asaunit.

This section occurs only in subsection 3R to indicate the
protocol description file.

This section defines the functionality and behavior of the
service. Thus it describes concisely what the command
does. It does not discuss OPTIONS or cite EXAMPLES.
Interactive commands, subcommands, requests, macros,
and functions are described under USAGE.

This section appears on pages in Section 7 only. Only the
device class that supplies appropriate parameters to the
ioctl(2) system call is called ioct1 and generates its own
heading. ioct1 calls for a specific device are listed
alphabetically (on the man page for that specific device).
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OPTIONS

OPERANDS

OUTPUT

RETURN VALUES

ERRORS

USAGE

EXAMPLES

ioctl calls are used for a particular class of devices all of
which have an io ending, such as mtio(71).

This secton lists the command options with a concise
summary of what each option does. The options are listed
literally and in the order they appear in the SYNOPSIS
section. Possible arguments to options are discussed under
the option, and where appropriate, default values are
supplied.

This section lists the command operands and describes
how they affect the actions of the command.

This section describes the output - standard output,
standard error, or output files — generated by the
command.

If the man page documents functions that return values,
this section lists these values and describes the conditions
under which they are returned. If a function can return
only constant values, such as 0 or -1, these values are listed
in tagged paragraphs. Otherwise, a single paragraph
describes the return values of each function. Functions
declared void do not return values, so they are not
discussed in RETURN VALUES.

On failure, most functions place an error code in the global
variable errno indicating why they failed. This section lists
alphabetically all error codes a function can generate and
describes the conditions that cause each error. When more
than one condition can cause the same error, each
condition is described in a separate paragraph under the
error code.

This section lists special rules, features, and commands
that require in-depth explanations. The subsections listed
here are used to explain built-in functionality:

Commands
Modifiers
Variables
Expressions
Input Grammar

This section provides examples of usage or of how to use a
command or function. Wherever possible a complete


http://www.oracle.com/pls/topic/lookup?ctx=821-1475&id=mtio-7i

Preface

14

ENVIRONMENT VARIABLES

EXIT STATUS

FILES

ATTRIBUTES

SEE ALSO

DIAGNOSTICS

WARNINGS

NOTES

BUGS

example including command-line entry and machine
response is shown. Whenever an example is given, the
prompt is shown as example%, or if the user must be
superuser, example#. Examples are followed by
explanations, variable substitution rules, or returned
values. Most examples illustrate concepts from the
SYNOPSIS, DESCRIPTION, OPTIONS, and USAGE
sections.

This section lists any environment variables that the
command or function affects, followed by a brief
description of the effect.

This section lists the values the command returns to the
calling program or shell and the conditions that cause these
values to be returned. Usually, zero is returned for
successful completion, and values other than zero for
various error conditions.

This section lists all file names referred to by the man page,
files of interest, and files created or required by commands.
Each is followed by a descriptive summary or explanation.

This section lists characteristics of commands, utilities,
and device drivers by defining the attribute type and its
corresponding value. See attributes(5) for more
information.

This section lists references to other man pages, in-house
documentation, and outside publications.

This section lists diagnostic messages with a brief
explanation of the condition causing the error.

This section lists warnings about special conditions which
could seriously affect your working conditions. This is not
a list of diagnostics.

This section lists additional information that does not
belong anywhere else on the page. It takes the form of an
aside to the user, covering points of special interest.
Critical information is never covered here.

This section describes known bugs and, wherever possible,
suggests workarounds.
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Name acl_check - check the validity of an ACL
Synopsis cc [ flag... 1 file... -lsec [ library... ]
#include <sys/acl.h>

int acl_check(acl_t *aclp, int isdir);

Description Theacl_check() function checks the validity of an ACL pointed to by aclp. The isdir
argument checks the validity of an ACL that will be applied to a directory. The ACL can be
either a POSIX draft ACL as supported by UFS or NFSv4 ACL as supported by ZFS or NFSV4.

When the function verifies a POSIX draft ACL, the rules followed are described in
aclcheck(3SEC). For NFSv4 ACL, the ACL is verified against the following rules:

= The inheritance flags are valid.

= The ACL must have atleast one ACL entry and no more than {MAX_ACL_ENTRIES}.
= The permission field contains only supported permissions.

= The entry type is valid.

= The flag fields contain only valid flags as supported by NFSv4/ZFS.

If any of the above rules are violated, the function fails with errno set to EINVAL.

ReturnValues Ifthe ACLisvalid,acl check() returns 0. Otherwise errno is set to EINVAL and the return
value is set to one of the following:

EACL_INHERIT ERROR There are invalid inheritance flags specified.

EACL_FLAGS_ERROR There are invalid flags specified on the ACL that don't map to

supported flags in NFSV4/ZFS ACL model.
EACL_ENTRY_ERROR The ACL contains an unknown value in the type field.
EACL_MEM_ERROR The system cannot allocate any memory.

EACL_INHERIT_NOTDIR  Inheritance flags are only allowed for ACLs on directories.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level MT-Safe

SeeAlso acl(2),aclcheck(3SEC),aclsort(3SEC), acl(5), attributes(5)
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Name

Synopsis

Description

Return Values

aclcheck - check the validity of an ACL

cc [ flag... 1 file... -lsec [ library... ]
#include <sys/acl.h>

int aclcheck(aclent_t *aclbufp, int nentries, int *which);

The aclcheck() function checks the validity of an ACL pointed to by aclbufp. The nentries
argument is the number of entries contained in the bufter. The which parameter returns the
index of the first entry that is invalid.

The function verifies that an ACL pointed to by aclbufp is valid according to the following
rules:

= There must be exactly one GROUP_0BJ ACL entry.
= There must be exactly one USER_0BJ ACL entry.
= There must be exactly one 0THER_0BJ ACL entry.

= Ifthere are any GROUP ACL entries, then the group ID in each group ACL entry must be
unique.

= Ifthere are any USER ACL entries, then the user ID in each user ACL entry must be unique.

= Ifthere are any GROUP or USER ACL entries, then there must be exactly one CLASS_0BJ
(ACL mask) entry.

= Ifthere are any default ACL entries, then the following apply:
= There must be exactly one default GROUP_0BJ ACL entry.
= There must be exactly one default OTHER_0BJ ACL entry.
= There must be exactly one default USER_0BJ ACL entry.

= Ifthere are any DEF_GROUP entries, then the group ID in each DEF_GROUP ACL entry
must be unique.

= Ifthereare any DEF_USER entries, then the user ID in each DEF_USER ACL entry must be
unique.

= Ifthere are any DEF_GROUP or DEF_USER entries, then there must be exactly one
DEF_CLASS_0BJ (default ACL mask) entry.

= Ifany of the above rules are violated, then the function fails with errno set to EINVAL.

If the ACL is valid, alcheck () will return 0. Otherwise errno is set to EINVAL and return code
is set to one of the following:

GRP_ERROR There is more than one GROUP_0BJ or DEF_GROUP_0BJ ACL entry.
USER_ERROR There is more than one USER_0BJ or DEF_USER_0BJ ACL entry.
CLASS_ERROR There is more than one CLASS 0BJ (ACL mask) or DEF_CLASS 0BJ

(default ACL mask) entry.
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OTHER_ERROR There is more than one OTHER_OBJ or DEF_OTHER_0BJ ACL entry.

DUPLICATE_ERROR Duplicate entries of USER, GROUP, DEF_USER, or DEF_GROUP.

ENTRY_ERROR The entry type is invalid.
MISS_ERROR Missing an entry. The which parameter returns —1 in this case.
MEM_ERROR The system cannot allocate any memory. The which parameter returns

—1in this case.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE

ATTRIBUTE VALUE

Interface Stability

Committed

MT-Level

Unsafe

SeeAlso acl(2),aclsort(3SEC), attributes(5)
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Name

Synopsis

Description

Return Values

Attributes

See Also

acl_free - free memory associated with an acl_t structure

cc [ flag... 1 file... -lsec [ library... ]
#include <sys/acl.h>

void acl_free(acl_t *aclp);

Theacl_free() function frees memory allocated for the acl_t structure pointed to by the aclp
argument.

The acl free() function does not return a value.

See attributes(5) for descriptions of the following attributes:
ATTRIBUTETYPE ATTRIBUTE VALUE
Interface Stability Committed
MT-Level MT-Safe

acl get(3SEC), acl(5),attributes(5)
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Name

Synopsis

Description

ReturnValues

Errors

20

acl_get, facl_get, acl_set, facl_set — get or set a file's Access Control List (ACL)

cc [ flag... 1 file... -lsec [ library... ]
#include <sys/acl.h>

int acl_get(const char *path, int flag, acl_t **aclp);
int facl_get(int fd, int flag, acl_t **aclp);
int acl_set(const char *path, acl_t *aclp);

int facl_set(int fd, acl_t *aclp);

Theacl get() and facl get() functions retrieve an Access Control List (ACL) of a file
whose name is given by path or referenced by the open file descriptor fd. The flag argument
specifies whether a trivial ACL should be retrieved. When the flag argument is
ACL_NO_TRIVIAL, only ACLs that are not trivial will be retrieved. The ACL is returned in the
aclp argument.

Theacl_set() and facl_set() functions are used for setting an ACL of a file whose name is
given by path or referenced by the open file descriptor fd. The aclp argument specifies the ACL
to set.

Theacl_get() andacl_set() functions support multiple types of ACLs. When possible, the
acl_set () function translates an ACL to the target file's style of ACL. Currently this is only
possible when translating from a POSIX-draft ACL such as on UFS to a file system that
supports NFSv4 ACL semantics such as ZFS or NFSv4.

The caller is responsible for freeing the returned acl_t structure using acl_free(3SEC).

Upon successful completion, acl_get() and facl_get() return 0 and aclp is non-NULL. The
aclp argument can be NULL after successful completion if the file had a trivial ACL and the flag
argument was ACL_NO_TRIVIAL. Otherwise, -1 is returned and errno is set to indicate the
error.

Upon successful completion, acl_set () and facl_set() return 0. Otherwise, -1 is returned
and errno is set to indicate the error.

These functions will fail if:
EACCES The caller does not have access to a component of path.
EIO A disk I/O error has occured while retrieving the ACL.

ENOENT A component of the path does not exist.
ENOSYS The file system does not support ACLs.
ENOTSUP  The ACL supplied could not be translated to an NFSv4 ACL.
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Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE

ATTRIBUTE VALUE

Interface Stability

Committed

MT-Level

MT-Safe

SeeAlso chmod(1),acl(2),acl free(3SEC), acl(5),attributes(5)
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Name aclsort - sortan ACL

Synopsis cc [ flag ... 1 file ... -lsec [ library ... ]
#include <sys/acl.h>

Description

int aclsort(int mentries, int calclass, aclent_t *aclbufp);

The aclbufp argument points to a buffer containing ACL entries. The nentries argument
specifies the number of ACL entries in the bufter. The calclass argument, if non-zero, indicates
that the CLASS_0BJ (ACL mask) permissions should be recalculated. The union of the
permission bits associated with all ACL entries in the buffer other than CLASS 0BJ,
OTHER_OBJ, and USER O0BJ is calculated. The result is copied to the permission bits associated
with the CLASS_0BJ entry.

The aclsort () function sorts the contents of the ACL buffer as follows:

Entries will be in the order USER_0BJ, USER, GROUP_0BJ, GROUP, CLASS 0BJ (ACL mask),
OTHER OBJ,DEF_USER_0BJ, DEF_USER,DEF_GROUP_O0BJ,DEF_GROUP,DEF CLASS OBJ
(default ACL mask), and DEF_OTHER_OBJ.

Entries of type USER, GROUP, DEF_USER, and DEF_GROUP will be sorted in increasing order by
ID.

The aclsort() function will succeed if all of the following are true:

There is exactly one entry each of type USER_0BJ, GROUP_0BJ, CLASS_0BJ (ACL mask), and
OTHER_OBJ.

There is exactly one entry each of type DEF_USER_0BJ, DEF_GROUP_OBJ, DEF_CLASS_0BJ
(default ACL mask), and DEF_OTHER_O0BJ if there are any default entries.

Entries of type USER, GROUP, DEF_USER, or DEF_GROUP may not contain duplicate entries. A
duplicate entry is one of the same type containing the same numeric ID.

ReturnValues Upon successful completion, the function returns 0. Otherwise, it returns —1.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level Unsafe

SeeAlso acl(2),aclcheck(3SEC), attributes(5)
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Name acl_strip - remove all ACLs from a file

Synopsis cc [ flag... ] file... -lsec [ library... ]
#include <sys/acl.h>

int acl_strip(const char *path, uid_t wid, gid_t gid, mode_t mode);

Description Theacl_strip() function removes all ACLs from a file and replaces them with a trivial ACL
based on the mode argument. After replacing the ACL, the owner and group of the file are set
to the values specified by the uid and gid arguments.

ReturnValues Upon successful completion, acl_strip() returns 0. Otherwise it returns -1 and sets errno to
indicate the error.

Errors Theacl strip() function will fail if:

EACCES Search permission is denied on a component of the path prefix of path.
EFAULT The path argument points to an illegal address.

EINVAL The uid or gid argument is out of range.

EIO A disk I/O error has occurred while storing or retrieving the ACL.
ELOOP A loop exists in symbolic links encountered during the resolution of the

path argument.

ENAMETOOLONG ~ The length of the path argument exceeds {PATH_MAX}, or the length of a
path component exceeds {NAME_MAX} while POSIX_NO_TRUNC is in effect.

ENOENT A component of path does not exist.
ENOTDIR A component of the prefix of path is not a directory.
EPERM The effective user ID does not match the owner of the file and the process

does not have appropriate privileges.

EROFS The file system is mounted read-only.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level MT-Safe

SeeAlso acl get(3SEC),acl trivial(3SEC), acl(5),attributes(5)
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Name acltomode, aclfrommode - convert an ACL to or from permission bits

Synopsis cc [ flag... 1 file... -lsec [ library... ]
#include <sys/types.h>
#include <sys/acl.h>

int acltomode(aclent_t *aclbufp, int nentries, mode_t *modep);

int aclfrommode(aclent_t *aclbufp, int nentries, mode_t *modep);

Description The acltomode() function converts an ACL pointed to by aclbufp into the permission bits
buffer pointed to by modep. If the USER_0BJ ACL entry, GROUP_0BJ ACL entry, or the
OTHER _0BJ ACL entry cannot be found in the ACL bufter, then the function fails with errno
set to EINVAL.

The USER_0BJ ACL entry permission bits are copied to the file owner class bits in the
permission bits buffer. The OTHER_0BJ ACL entry permission bits are copied to the file other
class bits in the permission bits buffer. If there is a CLASS_0BJ (ACL mask) entry, the
CLASS_0BJ ACL entry permission bits are copied to the file group class bits in the permission
bits buffer. Otherwise, the GROUP_0BJ ACL entry permission bits are copied to the file group
class bits in the permission bits buffer.

The aclfrommode () function converts the permission bits pointed to by modep into an ACL
pointed to by aclbufp. If the USER_0BJ ACL entry, GROUP_0BJ ACL entry, or the OTHER_0BJ
ACL entry cannot be found in the ACL buffer, the function fails with errno set to EINVAL.

The file owner class bits from the permission bits buffer are copied to the USER_0BJ ACL entry.
The file other class bits from the permission bits buffer are copied to the OTHER_0BJ ACL
entry. If there is a CLASS_0BJ (ACL mask) entry, the file group class bits from the permission
bits buffer are copied to the CLASS_0BJ ACL entry, and the GROUP_0BJ ACL entry is not
modified. Otherwise, the file group class bits from the permission bits buffer are copied to the
GROUP_0BJ ACL entry.

The nentries argument represents the number of ACL entries in the buffer pointed to by

aclbufp.

ReturnValues Upon successful completion, the function returns 0. Otherwise, it returns —1 and sets errno to
indicate the error.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level Unsafe
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SeeAlso acl(2),attributes(5)
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Name

Synopsis

Description

26

acl_totext, acl_fromtext — convert internal representation to or from external representation

cc [ flag... 1 file... -lsec [ library... ]
#include <sys/acl.h>

char *acl totext(acl t *aclp, int ﬂags);

int acl_fromtext(char *acltextp, acl_t **aclp);

Theacl_totext() function converts an internal ACL representation pointed to by aclp into
an external ACL representation. The memory for the external text string is obtained using
malloc(3C). The caller is responsible for freeing the memory upon completion.

The format of the external ACL is controlled by the flags argument. Values for flags are
constructed by a bitwise-inclusive-OR of flags from the following list, defined in
<sys/acl.h>.

ACL_COMPACT_FMT  For NFSv4 ACLs, the ACL entries will be formatted using the compact
ACL format detailed in 1s(1) for the -V option.

ACL_APPEND ID Append the uid or gid for additional user or group entries. This flag is
used to construt ACL entries in a manner that is suitable for archive
utilities such as tar(1). When the ACL is translated from the external
format to internal representation using acl_fromtext (), the appended
ID will be used to populate the uid or gid field of the ACL entry when
the user or group name does not exist on the host system. The
appended id will be ignored when the user or group name does exist on
the system.

ACL_SID_FMT For NFSv4 ACLs, the ACL entries for user or group entries will use the
usersid or groupsid format when the “id” field in the ACL entry is an
ephemeral uid or gid. The raw sid format will only be used when the
“id” cannot be resolved to a windows name.

Theacl_fromtext () function converts an external ACL representation pointed to by acltextp
into an internal ACL representation. The memory for the list of ACL entries is obtained using
malloc(3C). The caller is responsible for freeing the memory upon completion. Depending on
type of ACLs a file system supports, one of two external external representations are possible.
For POSIX draft file systems such as ufs, the external representation is described in
acltotext(3SEC). The external ACL representation For NESv4-style ACLs is detailed as
follows.

Each acl_entry contains one ACL entry. The external representation of an ACL entry
contains three, four or five colon separated fields. The first field contains the ACL entry type.
The entry type keywords are defined as:

everyone@  This ACL entry specifies the access granted to any user or group that does not
match any previous ACL entry.

man pages section 3: Extended Library Functions, Volume 4 - Last Revised 22 Mar 2010


http://www.oracle.com/pls/topic/lookup?ctx=821-1465&id=malloc-3c
http://www.oracle.com/pls/topic/lookup?ctx=821-1461&id=ls-1
http://www.oracle.com/pls/topic/lookup?ctx=821-1461&id=tar-1
http://www.oracle.com/pls/topic/lookup?ctx=821-1465&id=malloc-3c

acl_totext(3SEC)

group

group@

groupsid

owner@

sid

user

usersid

This ACL entry with a GID specifies the access granted to a additional group of
the object.

This ACL entry with no GID specified in the ACL entry field specifies the
access granted to the owning group of the object.

This ACL entry with a SID or Windows name specifies the access granted to a
Windows group. This type of entry is for a SMB server created file.

This ACL entry with no UID specified in the ACL entry field specifies the
access granted to the owner of the object.

This ACL entry with a SID or Windows name when the entry could be either a
group or a user.

This ACL entry with a UID specifies the access granted to a additional user of
the object.

This ACL entry with a SID or Windows name specifies the access granted to a
Windows user. This type of entry is for a SMB server created file.

The second field contains the ACL entry ID, and is used only for user or group ACL entries.
This field is not used for owner@, group@, or everyone@ entries.

uid This field contains a user-name or user-ID. If the user-name cannot be resolved to a
UID, then the entry is assumed to be a numeric UID.

gid  Thisfield contains a group-name or group-ID. If the group-name can't be resolved to
a GID, then the entry is assumed to be a numeric GID.

The third field contains the discretionary access permissions. The format of the permissions
depends on whether ACL_COMPACT_FMT is specified. When the flags field does not request
ACL_COMPACT_FMT, the following format is used with a forward slash (/) separating the

permissions.

add_file

Add afile to a directory.

add_subdirectory  Addasubdirectory.

append

delete

delete child

Append data.
Delete.
Delete child.

execute Execute permission.
list_directory List a directory.
read_acl Read ACL.
read_data Read permission.
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read attributes Read attributes.

read xattr Read named attributes.
synchronize Synchronize.

write acl Write ACL.

write attributes Write attributes.

write data Write permission.
write owner Write owner.
write xattr Write named attributes.

This format allows permissions to be specified as, for example:
read data/read xattr/read attributes.

When ACL_COMPACT_FMT is specified, the permissions consist of 14 unique letters. A hyphen
() character is used to indicate that the permission at that position is not specified.

a read attributes

A write attributes

C read ACL
C write ACL
d delete

D delete child

0 write owner

p  append

r read_data

R read named attributes
s synchronize

w write_data

w write named attributes

X execute
This format allows compact permissions to be represented as, for example: rw--d-a-------

The fourth field is optional when ACL_COMPACT_FMT is not specified, in which case the field will
be present only when the ACL entry has inheritance flags set. The following is the list of
inheritance flags separated by a slash (/) character.
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dir_inherit ACE_DIRECTORY_INHERIT_ACE
file inherit ACE_FILE INHERIT ACE
inherit only ACE_INHERIT ONLY_ ACE

no propagate  ACE _NO PROPAGATE INHERIT ACE

When ACL_COMPACT_FMT is specified the inheritance will always be present and is represented
as positional arguments. A hyphen (-) character is used to indicate that the inheritance flag at
that position is not specified.

d dir inherit

f file inherit

F  failed access (not currently supported)

i inherit only

n no propagate

S successful access (not currently supported)

The fifth field contains the type of the ACE (allow or deny):
allow  Themask specified in field three should be allowed.
deny The mask specified in field three should be denied.

ReturnValues Upon successful completion, the acl_totext() function returns a pointer to a text string.
Otherwise, it returns NULL.

Upon successful completion, the acl_fromtext () function returns 0. Otherwise, the return
value is set to one of the following:

EACL FIELD NOT BLANK A field that should be blank is not blank.
EACL FLAGS ERROR An invalid ACL flag was specified.
EACL_INHERIT ERROR An invalid inheritance field was specified.

EACL_INVALID ACCESS TYPE An invalid access type was specified.
EACL INVALID STR The string is NULL.

EACL_INVALID_USER_GROUP The required user or group name not found.

EACL MISSING FIELDS The ACL needs more fields to be specified.
EACL PERM MASK ERROR The permission mask is invalid.
EACL_UNKNOWN DATA Unknown data was found in the ACL.
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Examples ExampLE1 Examples of permissions when ACL_COMPACT_FMT is not specified.

user:joe:read data/write data:file inherit/dir inherit:allow

owner@:read acl:allow,user:tom:read data:file inherit/inherit only:deny

EXAMPLE2 Examples of permissions when ACL_COMPACT_FMT is specified.

user:joe:rw------------ :fd----:allow

owner@:---------- C---i------ allow,user:tom:r------------- :f-i---:deny

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level Safe

SeeAlso 1s(1),tar(1),acl(2),malloc(3C),aclfromtext(3SEC),acl(5),attributes(5)
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Name

Synopsis

Description

acltotext, aclfromtext — convert internal representation to or from external representation

cc [ flag... 1 file... -lsec [ library... ]
#include <sys/acl.h>

char *acltotext(aclent_t *aclbufp, int aclent);

aclent_t *aclfromtext(char *acltextp, int *aclcnt);

The acltotext () function converts an internal ACL representation pointed to by aclbufp into
an external ACL representation. The space for the external text string is obtained using
malloc(3C). The caller is responsible for freeing the space upon completion..

The aclfromtext () function converts an external ACL representation pointed to by acltextp
into an internal ACL representation. The space for the list of ACL entries is obtained using
malloc(3C). The caller is responsible for freeing the space upon completion. The aclent
argument indicates the number of ACL entries found.

An external ACL representation is defined as follows:
<acl_entry>[,<acl_entry>] ...

Each <acl_entry> contains one ACL entry. The external representation of an ACL entry
contains two or three colon-separated fields. The first field contains the ACL entry tag type.
The entry type keywords are defined as:

user This ACL entry with no UID specified in the ACL entry ID field specifies
the access granted to the owner of the object. Otherwise, this ACL entry
specifies the access granted to a specific user-name or user-id number.

group This ACL entry with no GID specified in the ACL entry ID field specifies
the access granted to the owning group of the object. Otherwise, this ACL
entry specifies the access granted to a specific group-name or group-id

number.

other This ACL entry specifies the access granted to any user or group that does
not match any other ACL entry.

mask This ACL entry specifies the maximum access granted to user or group
entries.

default:user This ACL entry with no uid specified in the ACL entry ID field specifies
the default access granted to the owner of the object. Otherwise, this ACL
entry specifies the default access granted to a specific user-name or
user-ID number.

default:group  This ACL entry with no gid specified in the ACL entry ID field specifies
the default access granted to the owning group of the object. Otherwise,
this ACL entry specifies the default access granted to a specific
group-name or group-ID number.
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default:other  This ACL entry specifies the default access for other entry.

default:mask This ACL entry specifies the default access for mask entry.

The second field contains the ACL entry ID, as follows:

uid This field specifies a user-name, or user-1D if there is no user-name associated with

the user-ID number.

gid This field specifies a group-name, or group-ID if there is no group-name associated

with the group-ID number.

empty  This field is used by the user and group ACL entry types.

The third field contains the following symbolic discretionary access permissions:

r read permission

w write permission

X execute/search permission
- no access

ReturnValues Upon successful completion, the acltotext () function returns a pointer to a text string.

Otherwise, it returns NULL.

Upon successful completion, the aclfromtext () function returns a pointer to a list of ACL

entries. Otherwise, it returns NULL.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE

ATTRIBUTE VALUE

Interface Stability

Committed

MT-Level

Unsafe

SeeAlso acl(2),malloc(3C),attributes(5)
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acl_trivial(3SEC)

Name

Synopsis

Description

ReturnValues

Errors

Attributes

See Also

acl_trivial — determine whether a file has a trivial ACL

cc [ flag... 1 file... -lsec [ library... ]
#include <sys/acl.h>

int acl_trivial(char *path);

Theacl trivial() function is used to determine whether a file has a trivial ACL. Whether an
ACL s trivial depends on the type of the ACL. A POSIX draft ACL is trivial if it has greater
than MIN_ACL_ENTRIES. An NFSv4/ZFS-style ACL is trivial if it either has entries other than
owner@, group@, and everyoneg, has inheritance flags set, or is not ordered in a manner that
meets POSIX access control requirements.

Upon successful completion, acl_trivial() returns 0 if the file's ACL is trivial and 1 if the
file's ACL is not trivial. If it could not be determined whether a file's ACL is trivial, -1 is
returned and errno is set to indicate the error.

Theacl trivial() function will fail if:
EACCES A file's ACL could not be read.

ENOENT A component of path does not name an existing file or path is an empty string.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level MT-Safe

acl(5),attributes(5)
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Name

Synopsis

Description

ReturnValues

Attributes

See Also

Notes

34

blcompare, blequal, bldominates, blstrictdom, blinrange — compare binary labels

cc [flag...1 file... -ltsol [library...]
#include <tsol/label.h>

int blequal(const m label t *labell, const m label t *label2);
int bldominates(const m label t *labell, const m label t *label2);
int blstrictdom(const m label t *labell, const m label t *label2);

int blinrange(const m_label_t *label, const brange t *range);

These functions compare binary labels for meeting a particular condition.

The blequal() function compares two labels for equality.

The bldominates () function compares label labell for dominance over label label2.

The blstrictdom() function compares label labell for strict dominance over label label2.

The blinrange() function compares label label for dominance over range—lower_bound and
range—upper_bound for dominance over level label.

These functions return non-zero if their respective conditions are met, otherwise zero is
returned.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level MT-Safe

getplabel(3TSOL), label to str(3TSOL), libtsol(3LIB), ucred getlabel(3C),
label encodings(4),attributes(5), labels(5)

“Determining the Relationship Between Two Labels” in Oracle Solaris Trusted Extensions
Developer’s Guide

The functionality described on this manual page is available only if the system is configured
with Trusted Extensions.
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blminmax(3TSOL)

Name

Synopsis

Description

Attributes

See Also

Notes

blminmax, blmaximum, blminimum - bound of two labels
cc [flag...]1 file... -ltsol [library...]

#include <tsol/label.h>

void blmaximum(m label t *maximum_label,
const m_label_t *bounding label) ;

void blminimum(m label t *minimum_label,
const m_label_t *bounding label) ;

The blmaximum() function replaces the contents of label maximum_label with the least upper
bound of the labels maximum_label and bounding label. The least upper bound is the greater
of the classifications and all of the compartments of the two labels. This is the least label that
dominates both of the original labels.

The blminimum() function replaces the contents of label minimum_label with the greatest
lower bound of the labels minimum_label and bounding label. The greatest lower bound is the
lower of the classifications and only the compartments that are contained in both labels. This
is the greatest label that is dominated by both of the original labels.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTEVALUE

Interface Stability Committed

MT-Level MT-Safe

label to str(3TSOL), libtsol(3LIB), sbltos(3TSOL), attributes(5)

The functionality described on this manual page is available only if the system is configured
with Trusted Extensions.
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Name

Synopsis

Description

ReturnValues

Files

Attributes

See Also

bltocolor, bltocolor_r — get character-coded color name of label
cc [flag...1 file... -ltsol [library...]

#include <tsol/label.h>

char *bltocolor(const m label t *label);

char *bltocolor r(const m label t *label, const int size,
char *color_name) ;

The bltocolor() and bltocolor_r() functions get the character-coded color name
associated with the binary label label.

The calling process must have PRIV_SYS_TRANS_LABEL in its set of effective privileges to get
color names of labels that dominate the current process's sensitivity label.

The bltocolor() function returns a pointer to a statically allocated string that contains the
character-coded color name specified for the label or returns (char *)@ if, for any reason, no
character-coded color name is available for this binary label.

Thebltocolor_r() function returns a pointer to the color_name string which contains the
character-coded color name specified for the label or returns (char *) @ if, for any reason, no
character-coded color name is available for this binary label. color_name must provide for a
string of at least size characters.

/etc/security/tsol/label encodings
The label encodings file contains the classification names, words, constraints, and values
for the defined labels of this system.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Obsolete

MT-Level MT-Safe with exceptions

These functions are obsolete and retained for ease of porting. They might be removed in a
future Solaris Trusted Extensions release. Use the label to str(3TSOL) function instead.

The bltocolor() function returns a pointer to a statically allocated string. Subsequent calls to
it will overwrite that string with a new character-coded color name. It is not MT-Safe. The
bltocolor_r() function should be used in multithreaded applications.

label to_str(3TSOL), libtsol(3LIB), attributes(5)
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Notes The functionality described on this manual page is available only if the system is configured
with Trusted Extensions.

If label includes a specified word or words, the character-coded color name associated with the
first word specified in the label encodings file is returned. Otherwise, if no character-coded
color name is specified for label, the first character-coded color name specified in the label
encodings file with the same classification as the binary label is returned.
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Name

Synopsis

Description
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bltos, bsltos, bcleartos — translate binary labels to character coded labels
cc [flag...1 file... -ltsol [library...]

#include <tsol/label.h>

int bsltos(const m_label_t *label, char **string,
const int str_len, const int flags);

int bcleartos(const m_label t *label, char **string,
const int str_len, const int flags);

These functions translate binary labels into strings controlled by the value of the flags
parameter.

The bsltos () function translates a binary sensitivity label into a string. The applicable flags
are LONG_CLASSIFICATION or SHORT_CLASSIFICATION, LONG_WORDS or SHORT_WORDS,

VIEW EXTERNAL or VIEW INTERNAL,and NO CLASSIFICATION. A flagsvalue @ is equivalent to
(SHORT CLASSIFICATION | LONG WORDS).

The bcleartos () function translates a binary clearance into a string. The applicable flags are
LONG_CLASSIFICATION or SHORT CLASSIFICATION, LONG WORDS or SHORT WORDS,
VIEW_EXTERNAL or VIEW_INTERNAL, and NO_CLASSIFICATION. A flags value 0 is equivalent to
(SHORT_CLASSIFICATION | LONG_WORDS). The translation of a clearance might not be the same
as the translation of a sensitivity label. These functions use different label_encodings file
tables that might contain different words and constraints.

The calling process must have PRIV_SYS_TRANS_LABEL in its set of effective privileges to
perform label translation on labels that dominate the current process's sensitivity label.

The generic form of an output character-coded label is:

CLASSIFICATION WORD1 WORD2 WORD3/WORD4 SUFFIX PREFIX WORD5/WORD6

Capital letters are used to display all CLASSIFICATION names and WORDs. The ' (space)
character separates classifications and words from other words in all character-coded labels

except where multiple words that require the same PREFIX or SUFFIX are present, in which
case the multiple words are separated from each other by the /' (slash) character.

The string argument can point to either a pointer to pre-allocated memory, or the value (char
*) 0. If string points to a pointer to pre-allocated memory, then str_len indicates the size of that
memory. If string points to the value (char *)0, memory is allocated using malloc() to
contain the translated character-coded labels. The translated label is copied into allocated or
pre-allocated memory.

The flags argument is @ or the logical sum of the following:

LONG_WORDS Translate using long names of words defined in label.
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Process Attributes

ReturnValues

Files

Attributes

SHORT_WORDS Translate using short names of words defined in label. If no short
name is defined in the label_encodings file for a word, the long
name is used.

LONG_CLASSIFICATION Translate using long name of classification defined in label.

SHORT_CLASSIFICATION  Translate using short name of classification defined in label.

ACCESS_RELATED Translate only access-related entries defined in information label
label.
VIEW EXTERNAL Translate ADMIN LOW and ADMIN HIGH labels to the lowest and

highest labels defined in the label_encodings file.

VIEW INTERNAL Translate ADMIN LOWand ADMIN HIGH labels to the admin low
name and admin high name strings specified in the
label_encodings file. If no strings are specified, the strings
“ADMIN LOW” and “ADMIN HIGH” are used.

NO CLASSIFICATION Do not translate classification defined in label.

If the VIEW_EXTERNAL or VIEW_INTERNAL flags are not specified, translation of ADMIN_LOW and
ADMIN_HIGH labels is controlled by the label view process attribute flags. If no label view
process attribute flags are defined, their translation is controlled by the label view configured
in the label_encodings file. A value of External specifies that ADMIN_LOW and ADMIN_HIGH
labels are mapped to the lowest and highest labels defined in the label_encodings file. A
value of Internal specifies that the ADMIN_LOW and ADMIN_HIGH labels are translated to the
admin low and admin high name strings specified in the label_encodings file. If no such
names are specified, the strings “ADMIN_LOW” and “ADMIN_HIGH” are used.

Upon successful completion, the bsltos () and bcleartos () functions return the length of
the character-coded label, including the NULL terminator.

If the label is not of the valid defined required type, if the label is not dominated by the process
sensitivity label and the process does not have PRIV_SYS_TRANS_LABEL in its set of effective
privileges, or if the label_encodings file is inaccessible, these functions return —1.

If memory cannot be allocated for the return string or if the pre-allocated return string
memory is insufficient to hold the string, these functions return 0. The value of the
pre-allocated string is set to the NULL string (*string[0]1="\\00";).

/etc/security/tsol/label encodings
The label encodings file contains the classification names, words, constraints, and values
for the defined labels of this system.

See attributes(5) for descriptions of the following attributes:
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See Also

Notes

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Obsolete

MT-Level MT-Safe with exceptions

The bsltos () and bcleartos() functions are Obsolete. Use the label to str(3TSOL)
function instead.

free(3C), label to str(3TSOL), libtsol(3LIB),malloc(3C), label encodings(4),
attributes(5)

The functionality described on this manual page is available only if the system is configured
with Trusted Extensions.

If memory is allocated by these functions, the caller must free the memory with free(3C)
when the memory is no longer in use.
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btohex(3TSOL)

Name

Synopsis

Description

Return Values

Attributes

btohex, bsltoh, bcleartoh, bsltoh_r, bcleartoh_r, h_alloc, h_free — convert binary label to
hexadecimal

cc [flag...] file... -ltsol [library...]

#include <tsol/label.h>

char *bsltoh(const m label t *label);

char *bcleartoh(const m label t *clearance) ;

char *bsltoh r(const m label t *label, char *hex);

char *bcleartoh r(const m label t *clearance, char *hex);
char *h_alloc(const unsigned char type);

void h free(char *hex);

These functions convert binary labels into hexadecimal strings that represent the internal
value.

The bsltoh() and bsltoh_r() functions convert a binary sensitivity label into a string of the
form:

[0xsensitivity_label_hexadecimal_value]

The bcleartoh() and bcleartoh_r() functions convert a binary clearance into a string of the
form:

oxclearance_hexadecimal_value

The h_alloc() function allocates memory for the hexadecimal value type for use by
bsltoh r()andbcleartoh r().

Valid values for type are:
SUN_SL_ID label is a binary sensitivity label.

SUN_CLR_ID label is a binary clearance.
Theh_free() function frees memory allocated by h_alloc().

These functions return a pointer to a string that contains the result of the translation, or (char
*) 0 if the parameter is not of the required type.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Obsolete

MT-Level MT-Safe with exceptions
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See Also

Notes

The bsltoh(), bcleartoh(),bsltoh r(),bcleartoh r(),h alloc(),andh free()
functions are Obsolete. Use the label to str(3TSOL) function instead.

The bsltoh() and bcleartoh() functions share the same statically allocated string storage.
They are not MT-Safe. Subsequent calls to any of these functions will overwrite that string
with the newly translated string. The bsltoh_r() and bcleartoh_r() functions should be
used in multithreaded applications.

atohexlabel(1M), hextoalabel(1M),label to str(3TSOL), libtsol(3LIB),
attributes(5), labels(5)

The functionality described on this manual page is available only if the system is configured
with Trusted Extensions.
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cpl_complete_word(3TECLA)

Name

Synopsis

Description

cpl_complete_word, cfc_file_start, cfc_literal_escapes, cfc_set_check_fn,
cpl_add_completion, cpl_file_completions, cpl_last_error, cpl_list_completions,
cpl_recall_matches, cpl_record_error, del_CplFileConf, cpl_check_exe,
del_WordCompletion, new_CplFileConf, new_WordCompletion - look up possible
completions for a word

cc [ flag... 1 file... -ltecla [ library... ]

#include <stdio.h>

#include <libtecla.h>

WordCompletion *new WordCompletion(void);
WordCompletion *del WordCompletion(WordCompletion *cph;
CPL_MATCH FN(cpl file completions);

CplFileConf *new CplFileConf(void);

void cfc_file start((CplFileConf *cfc, int start_index);
void cfc_literal escapes(CplFileConf *cfc, int literal);

void cfc_set_check fn(CplFileConf *cfc, CplCheckFn *chk_fn,
void *chk_data);

CPL_CHECK FN(cpl check exe);
CplFileConf *del CplFileConf(CplFileConf *qﬁ);

CplMatches *cpl_complete word(WordCompletion *cpl, const char *line,
int word_end, void *data, CplMatchFn *match_fn);

CplMatches *cpl_recall_matches(WordCompletion *cpl);
int cpl_list_completions(CplMatches *result, FILE *fp, int term_width);

int cpl_add _completion(WordCompletion *cpl, const char *line,
int word_start, int word_end, const char *suffix,
const char *type_suffix, const char *cont_suffix);

void cpl_record_error(WordCompletion *cpl, const char *errmsg);

const char *cpl last error(WordCompletion *qpb;

The cpl_complete_word() function is part of the libtecla(3LIB) library. It is usually called
behind the scenes by g1_get_1ine(3TECLA), but can also be called separately.

Given an input line containing an incomplete word to be completed, it calls a user-provided
callback function (or the provided file-completion callback function) to look up all possible
completion suffixes for that word. The callback function is expected to look backward in the
line, starting from the specified cursor position, to find the start of the word to be completed,
then to look up all possible completions of that word and record them, one at a time, by calling
cpl _add completion().
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The new_WordCompletion() function creates the resources used by the
cpl_complete_word() function. In particular, it maintains the memory that is used to return
the results of calling cpl_complete_word().

The del_WordCompletion() function deletes the resources that were returned by a previous
call to new_WordCompletion().Italways returns NULL (that is, a deleted object). It takes no
action if the cpl argument is NULL.

The callback functions that look up possible completions should be defined with the
CPL_MATCH_FN() macro, which is defined in <libtecla.h>. Functions of this type are called
by cpl_complete_word(), and all of the arguments of the callback are those that were passed
to said function. In particular, the line argument contains the input line containing the word
to be completed, and word_end is the index of the character that follows the last character of
the incomplete word within this string. The callback is expected to look backwards from
word_end for the start of the incomplete word. What constitutes the start of a word clearly
depends on the application, so it makes sense for the callback to take on this responsibility. For
example, the builtin filename completion function looks backwards until it encounters an
unescaped space or the start of the line. Having found the start of the word, the callback should
then lookup all possible completions of this word, and record each completion with separate
calls to cpl_add_completion().If the callback needs access to an application-specific symbol
table, it can pass it and any other data that it needs using the data argument. This removes any
need for global variables.

The callback function should return 0 if no errors occur. On failure it should return 1 and
register a terse description of the error by calling cpl_record_error().

The last error message recorded by calling cpl_record_error() can subsequently be queried
by calling cpl_last_error().

The cpl_add_completion() function is called zero or more times by the completion callback
function to record each possible completion in the specified WordCompletion object. These
completions are subsequently returned by cpl_complete_word(). The cpl, line, and word_end
arguments should be those that were passed to the callback function. The word_start
argument should be the index within the input line string of the start of the word that is being
completed. This should equal word_end if a zero-length string is being completed. The suffix
argument is the string that would have to be appended to the incomplete word to complete it.
If this needs any quoting (for example, the addition of backslashes before special charaters) to
be valid within the displayed input line, this should be included. A copy of the suffix string is
allocated internally, so there is no need to maintain your copy of the string after

cpl add completion() returns.

In the array of possible completions that the cpl_complete_word() function returns, the
suffix recorded by cpl_add_completion() islisted along with the concatentation of this suffix
with the word that lies between word_start and word_end in the input line.

44 man pages section 3: Extended Library Functions, Volume 4 - Last Revised 1 Jun 2004



cpl_complete_word(3TECLA)

The type_suffix argument specifies an optional string to be appended to the completion if it is
displayed as part of a list of completions by cpl_list_completions. The intention is that this
indicate to the user the type of each completion. For example, the file completion function
places a directory separator after completions that are directories, to indicate their nature to
the user. Similary, if the completion were a function, you could indicate this to the user by
setting type_suffix to “()”. Note that the type_suffix string is not copied, so if the argument is
not a literal string between speech marks, be sure that the string remains valid for at least as
long as the results of cpl_complete_word() are needed.

The cont_suffix argument is a continuation suffix to append to the completed word in the
input line if this is the only completion. This is something that is not part of the completion
itself, but that gives the user an indication about how they might continue to extend the token.
For example, the file-completion callback function adds a directory separator if the completed
word is a directory. If the completed word were a function name, you could similarly aid the
user by arranging for an open parenthesis to be appended.

The cpl_complete_word() is normally called behind the scenes by g1_get_1ine(3TECLA),
but can also be called separately if you separately allocate a WordCompletion object. It
performs word completion, as described at the beginning of this section. Its first argument is a
resource object previously returned by new_WordCompletion(). The line argument is the
input line string, containing the word to be completed. The word_end argument contains the
index of the character in the input line, that just follows the last character of the word to be
completed. When called by g1_get_1line(), this is the character over which the user pressed
TAB. The match_fn argument is the function pointer of the callback function which will
lookup possible completions of the word, as described above, and the data argument provides
a way for the application to pass arbitrary data to the callback function.

If no errors occur, the cpl_complete_word() function returns a pointer to a CplMatches
container, as defined below. This container is allocated as part of the cpl object that was passed
to cpl_complete_word(), and will thus change on each call which uses the same cp!
argument.

typedef struct {

char *completion; /* A matching completion */
/* string */
char *suffix; /* The part of the */

/* completion string which */
/* would have to be */
/* appended to complete the */
/* original word. */

const char *type suffix; /* A suffix to be added when */
/* listing completions, to */
/* indicate the type of the */
/* completion. */

} CplMatch;

typedef struct {
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Builtin Filename
completion Callback

char *suffix; /* The common initial part */
/* of all of the completion */
/* suffixes. */

const char *cont suffix; /* Optional continuation */
/* string to be appended to */
/* the sole completion when */
/* nmatch==1. */

CplMatch *matches; /* The array of possible */
/* completion strings, */
/* sorted into lexical */
/* order. */

int nmatch; /* The number of elements in */
/* the above matches[] */
/* array. */

} CplMatches;

If an error occurs during completion, cpl_complete_word() returns NULL. A description of
the error can be acquired by calling the cpl_last_error() function.

The cpl_last_error() function returns a terse description of the error which occurred on
the last call to cpl_complete word() or cpl _add completion().

As a convenience, the return value of the last call to cpl_complete word() canbe recalled ata
later time by calling cpl_recall_matches().Ifcpl_complete_word() returned NULL, so will
cpl recall matches().

When the cpl_complete word() function returns multiple possible completions, the
cpl_list_completions () function can be called upon to list them, suitably arranged across
the available width of the terminal. It arranges for the displayed columns of completions to all
have the same width, set by the longest completion. It also appends the type_suffix strings that
were recorded with each completion, thus indicating their types to the user.

By default the g1_get_line() function, passes the CPL_MATCH_FN(cps_file_completions)
completion callback function to cpl_complete word(). This function can also be used
separately, either by sending it to cpl_complete_word(), or by calling it directly from your
own completion callback function.

#define CPL_MATCH FN(fn) int (fn)(WordCompletion *cpl, \
void *data, const char *1line, \
int word end)

typedef CPL MATCH FN(CplMatchFn);
CPL_MATCH_FN(cpl_file_completions);

Certain aspects of the behavior of this callback can be changed via its data argument. If you are
happy with its default behavior you can pass NULL in this argument. Otherwise it should be a
pointer to a CplFileConf object, previously allocated by calling new_CplFileConf ().
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CplFileConf objects encapsulate the configuration parameters of cpl_file_completions().
These parameters, which start out with default values, can be changed by calling the accessor
functions described below.

By default, the cpl_file_completions() callback function searches backwards for the start of
the filename being completed, looking for the first unescaped space or the start of the input
line. If you wish to specify a different location, call cfc_file start() with the index at which
the filename starts in the input line. Passing start_index=-1 reenables the default behavior.

By default, when cpl_file_completions() looks at a filename in the input line, each lone
backslash in the input line is interpreted as being a special character which removes any
special significance of the character which follows it, such as a space which should be taken as
part of the filename rather than delimiting the start of the filename. These backslashes are thus
ignored while looking for completions, and subsequently added before spaces, tabs and literal
back slashes in the list of completions. To have unescaped back slashes treated as normal
characters, call cfc_literal_escapes () with a non-zero value in its literal argument.

By default, cpl_file_completions() reports all files whose names start with the prefix that is
being completed. If you only want a selected subset of these files to be reported in the list of
completions, you can arrange this by providing a callback function which takes the full
pathname of a file, and returns 0 if the file should be ignored, or 1 if the file should be included
in the list of completions. To register such a function for use by cpl_file_ completions(),
call cfc_set_check_fn(),and pass it a pointer to the function, together with a pointer to any
data that you would like passed to this callback whenever it is called. Your callback can make
its decisions based on any property of the file, such as the filename itself, whether the file is
readable, writable or executable, or even based on what the file contains.

#define CPL_CHECK FN(fn) int (fn)(void *data, \
const char *pathname)

typedef CPL_CHECK FN(CplCheckFn);

void cfc set check fn(CplFileConf *cfc, CplCheckFn *chk fn, \
void *chk data);

The cpl_check_exe() function is a provided callback of the above type, for use with
cpl_file completions(). It returns non-zero if the filename that it is given represents a
normal file that the user has execute permission to. You could use this to have
cpl_file_completions() onlylist completions of executable files.

When you have finished with a CplFileConf variable, you can pass it to the
del_CplFileConf () destructor function to reclaim its memory.

It is safe to use the facilities of this module in multiple threads, provided that each thread uses
a separately allocated WordCompletion object. In other words, if two threads want to do word
completion, they should each call new_WordCompletion() to allocate their own completion
objects.
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Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level MT-Safe

SeeAlso ef expand file(3TECLA),gl get 1line(3TECLA), libtecla(3LIB),
pca_lookup file(3TECLA),attributes(5)
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Name

Synopsis

Description

ef_expand_file, del ExpandFile, ef last_error, ef_list_expansions, new_ExpandFile - expand
filename and wildcard expressions

cc [ flag... 1 file... -ltecla [ library... ]
#include <libtecla.h>

ExpandFile *ef expand file(void);
ExpandFile *del ExpandFile(ExpandFile *qﬂ;

FileExpansion *ef last error(ExpandFile *ef, const char *path,
int pathlen) ;

int ef_list_expansions(FileExpansion *result, FILE *fp, int term_width);

const char *new ExpandFile(ExpandFile *ef);

The ef_expand_file() function is part of the Libtecla(3LIB) library. It expands a specified
filename, converting ~user/ and ~/ expressions at the start of the filename to the
corresponding home directories, replacing $envvar with the value of the corresponding
environment variable, and then, if there are any wildcards, matching these against existing
filenames. Backslashes in the input filename are interpreted as escaping any special meanings
of the characters that follow them. Only backslashes that are themselves preceded by
backslashes are preserved in the expanded filename.

In the presence of wildcards, the returned list of filenames includes only the names of existing
files which match the wildcards. Otherwise, the original filename is returned after expansion
of tilde and dollar expressions, and the result is not checked against existing files. This mimics
the file-globbing behavior of the UNIX tcsh shell.

The supported wildcards and their meanings are:

* Match any sequence of zero or more characters.
? Match any single character.
[chars] Match any single character that appears in chars. If chars contains an expression

of the form a-b, then any character between a and b, including a and b, matches.
The'-' character loses its special meaning as a range specifier when it appears at
the start of the sequence of characters. The '] character also looses its significance
as the terminator of the range expression if it appears immediately after the
opening '[', at which point it is treated one of the characters of the range. If you
want both '-"and ']' to be part of the range, the '-" should come first and the ]’
second.

[Achars) The same as [chars] except that it matches any single character that does not
appear in chars.

Note that wildcards never match the initial dot in filenames that start with .". The initial .
must be explicitly specified in the filename. This again mimics the globbing behavior of most
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UNIX shells, and its rational is based in the fact that in UNIX, files with names that start with '
are usually hidden configuration files, which are not listed by default by the 1s(1) command.

The new_ExpandFile() function creates the resources used by the ef_expand_file()
function. In particular, it maintains the memory that is used to record the array of matching
file names thatis returned by ef_expand_file(). This array is expanded as needed, so there is
no builtin limit to the number of files that can be matched.

The del_ExpandFile() function deletes the resources that were returned by a previous call to
new_ExpandFile(). It always returns NULL (that is, a deleted object). It does nothing if the ef
argument is NULL.

The ef_expand_file() function performs filename expansion. Its first argument is a resource
object returned by new_ExpandFile(). A pointer to the start of the filename to be matched is
passed by the path argument. This must be a normal null-terminated string, but unless a
length of -1 is passed in pathlen, only the first pathlen characters will be used in the filename
expansion. If the length is specified as -1, the whole of the string will be expanded. A container
of the following type is returned by ef_expand_file().

typedef struct {
int exists; /* True if the files in files[] exist */
int nfile; /* The number of files in files[] */
char **files; /* An array of ’'nfile’ filenames. */

} FileExpansion;

The ef_expand_file() function returns a pointer to a container whose contents are the
results of the expansion. If there were no wildcards in the filename, the nfile member will be 1,
and the exists member should be queried if it is important to know if the expanded file
currently exists. If there were wild cards, then the contained files[] array will contain the
names of the nfile existing files that matched the wild-carded filename, and the exists member
will have the value 1. Note that the returned container belongs to the specified ef object, and its
contents will change on each call, so if you need to retain the results of more than one call to
ef_expand_file(), youshould either make a private copy of the returned results, or create
multiple file-expansion resource objects with multiple calls to new_ExpandFile().

On error, NULL is returned, and an explanation of the error can be determined by calling
ef_last_error(ef).

The ef_last_error() function returns the message which describes the error that occurred
on the last call to ef_expand_file(), for the given (ExpandFile *ef) resource object.

The ef_list_expansions() function provides a convenient way to list the filename
expansions returned by ef_expand_file(). Like the Us utility, it arranges the filenames into
equal width columns, each column having the width of the largest file. The number of
columns used is thus determined by the length of the longest filename, and the specified
terminal width. Beware that filenames that are longer than the specified terminal width are
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Thread Safety

Examples

Attributes

printed without being truncated, so output longer than the specified terminal width can occur.
The list is written to the stdio stream specified by the fp argument.

It is safe to use the facilities of this module in multiple threads, provided that each thread uses
a separately allocated ExpandFile object. In other words, if two threads want to do file
expansion, they should each call new_ExpandFile() to allocate their own file-expansion
objects.

EXAMPLE 1 Use of file expansion function.
The following is a complete example of how to use the file expansion function.

#include <stdio.h>
#include <libtecla.h>

int main(int argc, char *argv[])

{
ExpandFile *ef; /* The expansion resource object */
char *filename; /* The filename being expanded */
FileExpansion *expn; /* The results of the expansion */
int i;

ef = new ExpandFile();
if(lef)
return 1;

for(arg = *(argv++); arg; arg = *(argv++)) {
if((expn = ef expand file(ef, arg, -1)) == NULL) {
fprintf(stderr, "Error expanding %s (%s).\n", arg,
ef last error(ef));
} else {
printf("ss matches the following files:\n", arg);
for(i=0; i<expn->nfile; i++)
printf(" %s\n", expn->files[i]);

ef = del ExpandFile(ef);
return 0;

}

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed
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ATTRIBUTETYPE

ATTRIBUTE VALUE

MT-Level

MT-Safe

SeeAlso cpl complete word(3TECLA),gl get line(3TECLA), libtecla(3LIB),

pca_lookup file(3TECLA),attributes(5)
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Name

Synopsis

Description

getauthattr, getauthnam, free_authattr, setauthattr, endauthattr, chkauthattr — get
authorization entry

cc [ flag... 1 file... —lsecdb -lsocket -—lnsl [ library... ]
#include <auth_attr.h>
#include <secdb.h>

authattr_t *getauthattr(void);

authattr t *getauthnam(const char *name);
void free authattr(authattr t *auth) ;
void setauthattr(void);

void endauthattr(void);

int chkauthattr(const char *authname, const char *username);

The getauthattr() and getauthnam() functions each return an auth_attr(4) entry. Entries
can come from any of the sources specified in the nsswitch. conf(4) file.

The getauthattr() function enumerates auth_attr entries. The getauthnam() function
searches for an auth_attr entry with a given authorization name name. Successive calls to
these functions return either successive auth_attr entries or NULL.

Th internal representation of an auth_attr entryisan authattr_t structure defined in
<auth_attr.h> with the following members:

char *name; /* name of the authorization */
char  *resl; /* reserved for future use */
char *res2; /* reserved for future use */

char *short_desc; /* short description */
char  *long desc; /* long description */
kva t *attr; /* array of key-value pair attributes */

The setauthattr() function “rewinds” to the beginning of the enumeration of auth_attr
entries. Calls to getauthnam() can leave the enumeration in an indeterminate state.
Therefore, setauthattr() should be called before the first call to getauthattr().

The endauthattr() function may be called to indicate that auth_attr processing is complete;
the system may then close any open auth_attr file, deallocate storage, and so forth.

The chkauthattr() function verifies whether or not a user has a given authorization. It first
reads the user_attr(4) database and returns 1 if it finds a match for the given authorization. If
itdoes not find a match in user_attr, chkauthattr() reads the prof_attr(4) database using
the list of profiles assigned to the user and checks if any of the profiles assigned to the user has
the given authorization. When chkauthattr() finds a profile called “Stop”, further profiles
are ignored, the authorizations and profiles mentioned in /etc/security/policy.conf are
ignored and it returns 0. If it does not find a match in the user's profiles, chkauthattr() reads
the AUTHS_GRANTED key in the /etc/security/policy.conf file and returns 1 ifit finds a
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match for the given authorization. If chkauthattr() does not find a match and the username
is the name of the “console user”, defined as the owner of /dev/console, it first reads the
CONSOLE_USER key in /etc/security/policy.conf and returns 1 if the given authorization is
in any of the profiles specified in the CONSOLE_USER keyword, then reads the PROFS_GRANTED
keyin /etc/security/policy.conf and returns 1 if the given authorization is in any profiles
specified with the PROFS_GRANTED keyword. The chkauthattr() function returns 0 if it does
not find a match in any of the three sources or if the user does not exist.

Authorization names consist of a hierarchical set of dot (.)-separated words, called the
predicate, and an optional object qualifier preceded by a slash character (/). Authorizations
listed in user_attrand prof_attr may contain an asterisk (*) following the final dot in the
predicate to indicate a wildcard. The reserved word grant, used for delegating authorizations,
is not matched by *.

A user is considered to have been assigned an authorization if all of the following are true:

= The authorization name matches exactly any authorization assigned in the user_attr or
prof_attr databases (authorization names are case-sensitive).

= The predicate of authname matches the predicate of an authorization completely, or the
predicate does not end in grant and matches up to the * if present.

= The authorization name suffix is not the key word grant and the authorization name
matches any authorization up to the asterisk (*) character assigned in the user_attr or
prof attr databases.

= Ifthe authorization includes an object qualifier, then authname must include the same
object qualifier.

The examples in the following table illustrate the conditions under which a user is assigned an
authorization.

/etc/security/policy.confor Is user
Authorization name user_attrorprof_attrentry authorized?
solaris.printer.postscript solaris.printer.postscript Yes
solaris.printer.postscript solaris.printer.* Yes
solaris.printer.grant solaris.printer.* No
solaris.zone.login/z1 solaris.zone.* Yes
solaris.zone.login solaris.zone.*/z1 No

The free_authattr() function releases memory allocated by the getauthnam() and
getauthattr() functions.
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ReturnValues

Usage

Warnings

Files

Attributes

See Also

The getauthattr() function returns a pointer to an authattr_t if it successfully enumerates
an entry; otherwise it returns NULL, indicating the end of the enumeration.

The getauthnam() function returns a pointer to an authattr_t if it successfully locates the
requested entry; otherwise it returns NULL.

The chkauthattr() function returns 1 if the user is authorized and 0 if the user does not exist
or is not authorized.

The getauthattr() and getauthnam() functions both allocate memory for the pointers they
return. This memory should be deallocated with the free_authattr() call.

Individual attributes in the attr structure can be referred to by calling the
kva match(3SECDB) function.

Because the list of legal keys is likely to expand, code must be written to ignore unknown
key-value pairs without error.

/etc/nsswitch.conf configuration file lookup information for the name server
switch

/etc/user_attr extended user attributes

/etc/security/auth attr authorization attributes

/etc/security/policy.conf policy definitions

/etc/security/prof_attr profile information

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

MT-Level MT-Safe

getexecattr(3SECDB), getprofattr(3SECDB), getuserattr(3SECDB), auth_attr(4),
nsswitch.conf(4), prof_attr(4),user_attr(4),attributes(5), rbac(5)
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Name

Synopsis

Description

getexecattr, free_execattr, setexecattr, endexecattr, getexecuser, getexecprof, match_execattr -
get execution profile entry

cc [ flag... 1 file... —lsecdb -lsocket -lnsl [ library... ]
#include <exec attr.h>

#include <secdb.h>

execattr_t *getexecattr(void);

void free_execattr(execattr_t *ep);

void setexecattr(void);

void endexecattr(void);

execattr_t *getexecuser(const char *username, const char *type,
const char *id, int search_flag);

execattr t *getexecprof(const char *prqﬁuune, const char *type,
const char *id, int search_flag);

execattr_t *match_execattr(execattr_t *ep, char *profname,
char *type, char *id);

The getexecattr() function returns a single exec_attr(4) entry. Entries can come from any
of the sources specified in the nsswitch. conf(4) file.

Successive calls to getexecattr() return either successive exec_attr entries or NULL. Because
getexecattr() always returns a single entry, the next pointer in the execattr_t data
structure points to NULL.

The internal representation of an exec_attrentryisan execattr_t structure defined in
<exec_attr.h> with the following members:

char *name; /* name of the profile */

char *policy; /* policy under which the attributes are */
/* relevant*/

char *type; /* type of profile */

char *resl; /* reserved for future use */

char *res2; /* reserved for future use */

char *id; /* unique identifier */

kva_t *attr; /* attributes */

struct execattr s *next; /* optional pointer to next profile */

The free_execattr() function releases memory. It follows the next pointers in the
execattr_t structure so that the entire linked list is released.

The setexecattr() function “rewinds” to the beginning of the enumeration of exec_attr
entries. Calls to getexecuser () can leave the enumeration in an indeterminate state.
Therefore, setexecattr() should be called before the first call to getexecattr().
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ReturnValues

Usage

The endexecattr() function can be called to indicate that exec_attr processing is complete;
the library can then close any open exec_attr file, deallocate any internal storage, and so
forth.

The getexecuser () function returns a linked list of entries that match the type and id
arguments and have a profile that has been assigned to the user specified by username, as
described in passwd(4). Profiles for the user are obtained from the list of default profiles in
/etc/security/policy.conf (see policy.conf(4)) and the user_attr(4) database. Only
entries in the name service scope for which the corresponding profile entry is found in the
prof_attr(4) database are returned.

The getexecprof () function returns a linked list of entries that match the type and id
arguments and have the profile specified by the profname argument. Only entries in the name
service scope for which the corresponding profile entry is found in the prof_attr database are
returned.

Using getexecuser() and getexecprof (), programmers can search for any type argument,
such as the manifest constant KV_COMMAND. The arguments are logically AND-ed together so
that only entries exactly matching all of the arguments are returned. Wildcard matching
applies if there is no exact match for an ID. Any argument can be assigned the NULL value to
indicate that it is not used as part of the matching criteria. The search_flag controls whether
the function returns the first match (GET_ONE), setting the next pointer to NULL or all matching
entries (GET_ALL), using the next pointer to create a linked list of all entries that meet the
search criteria. See EXAMPLES.

Once alist of entries is returned by getexecuser() or getexecprof (), the convenience
function match_execattr() can be used to identify an individual entry. It returns a pointer to
the individual element with the same profile name ( profname), type name ( type), and id.
Function parameters set to NULL are not used as part of the matching criteria. In the event that
multiple entries meet the matching criteria, only a pointer to the first entry is returned. The
kva_match(3SECDB) function can be used to look up a key in a key-value array.

Those functions returning data only return data related to the active policy. The
getexecattr() function returns a pointer to a execattr_t if it successfully enumerates an
entry; otherwise it returns NULL, indicating the end of the enumeration.

The getexecattr(), getexecuser(),and getexecprof () functions all allocate memory for
the pointers they return. This memory should be deallocated with the free_execattr() call.
Thematch_execattr()(function does not allocate any memory. Therefore, pointers returned
by this function should not be deallocated.

Individual attributes may be referenced in the attr structure by calling the
kva_match(3SECDB) function.
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EXAMPLE 1 Find all profiles that have the ping command.
if ((execprof=getexecprof(NULL, KV_COMMAND, "/usr/sbin/ping",

GET ONE)) == NULL) {
/* do error */

EXAMPLE2 Find the entry for the ping command in the Network Administration Profile.

if ((execprof=getexecprof("Network Administration", KV COMMAND,
"/usr/sbin/ping", GET ALL))==NULL) {
/* do error */

EXAMPLE 3  Tell everything that can be done in the Filesystem Security profile.

if ((execprof=getexecprof("Filesystem Security", KV NULL, NULL,
GET ALL))==NULL)) {
/* do error */

EXAMPLE 4 Tell if the tar utility is in a profile assigned to user wetmore. If there is no exact profile entry,
the wildcard (*), if defined, is returned.

The following tells if the tar utility is in a profile assigned to user wetmore. If there is no exact
profile entry, the wildcard (*), if defined, is returned.

if ((execprof=getexecuser("wetmore", KV COMMAND, "/usr/bin/tar",
GET_ONE) )==NULL) {
/* do error */

b

/etc/nsswitch.conf configuration file lookup information for the name server
switch

/etc/user attr extended user attributes

/etc/security/exec_attr execution profiles

/etc/security/policy.conf policy definitions

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

MT-Level MT-Safe

getauthattr(3SECDB), getuserattr(3SECDB), kva_match(3SECDB), exec_attr(4),
passwd(4), policy.conf(4), prof_attr(4),user attr(4),attributes(5)
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Name

Synopsis

Description

Return Values

Errors

Attributes

getpathbylabel - return the zone pathname
cc [flags...] file... -ltsol [library...]

#include <tsol/label.h>

char *getpathbylabel(const char *path, char *resolved_path,
size_t bufsize, const m_label t *sl);

The getpathbylabel () function expands all symbolic links and resolves references to '/./,
'[../'; extra /' characters, and stores the zone pathname in the buffer named by resolved_path.
The bufsize argument specifies the size in bytes of this buffer. The resulting path will have no
symbolic links components, nor any '/./','/. ./'". This function can only be called from the global
zone.

The zone pathname is relative to the sensitivity label sl. To specify a sensitivity label for a zone
name which does not exist, the process must assert either the PRIV_FILE UPGRADE_SL or
PRIV_FILE_DOWNGRADE_SL privilege depending on whether the specified sensitivity label
dominates or does not dominate the process sensitivity label.

The getpathbylabel() function returns a pointer to the resolved_path on success. Otherwise
it returns NULL and sets errno to indicate the error.

The getpathbylabel() function will fail if:

EACCES Search permission is denied for a component of the path prefix of path.

EFAULT resolved_path extends outside the process's allocated address space or
beyond bufsize bytes.

EINVAL path or resolved_path was NULL, current zone is not the global zone, or sl is
invalid.

EIO AnT/O error occurred while reading from or writing to the file system.

ELOOP Too many symbolic links were encountered in translating path.

ENAMETOOLONG  The length of the path argument exceeds PATH_MAX, or a pathname
component is longer than NAME_MAX (see sysconf(3C)) while
_POSIX_NO_TRUNC is in effect (see pathconf(2)).

ENOENT The named file does not exist.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level MT-Safe
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SeeAlso readlink(2),getzonerootbyid(3TSOL), libtsol(3LIB), attributes(5), labels(5)

The getpathbylabel() function indirectly invokes the readlink(2) system call, and hence

Warnings
inherits the possibility of hanging due to inaccessible file system resources.

Notes The functionality described on this manual page is available only if the system is configured
with Trusted Extensions.
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Name

Synopsis

Description

Return Values

Errors

Attributes

See Also

Notes

getplabel - get process label
cc [flag...]1 file... -ltsol [library...]

#include <tsol/label.h>
int getplabel(m_label t *label_p);
The getplabel() function obtains the sensitivity label of the calling process.

Upon successful completion, getplabel() returns 0. Otherwise it returns -1, label_p is
unchanged, and errno is set to indicate the error.

The getplabel() function fails and label_p does not refer to a valid sensitivity label if:

EFAULT  label_p points to an invalid address.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level MT-Safe

ucred_getlabel(3C), libtsol(3LIB),m label alloc(3TSOL),m label free(3TSOL),
attributes(5)

“Obtaining a Process Label” in Oracle Solaris Trusted Extensions Developer’s Guide

The functionality described on this manual page is available only if the system is configured
with Trusted Extensions.

This function returns different values for system processes than ucred_getlabel(3C) returns.
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Name

Synopsis

Description
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getprofattr, getprofnam, free_profattr, setprofattr, endprofattr, getproflist, free_proflist — get
profile description and attributes

cc [ flag... 1 file... —lsecdb -lsocket -lnsl [ library... ]
#include <prof attr.h>

profattr t *getprofattr(void);

profattr t *getprofnam(const char *name);

void free profattr(profattr_t *pd);

void setprofattr(void);

void endprofattr(void);

void getproflist(const char *profname, char **proflist, int *profcnt);
void free proflist(char **proflist, int profcnt);

The getprofattr() and getprofnam() functions each return a prof_attr entry. Entries can
come from any of the sources specified in the nsswitch. conf(4) file.

The getprofattr() function enumerates prof_attr entries. The getprofnam() function
searches fora prof_attr entry with a given name. Successive calls to these functions return
either successive prof_attr entries or NULL.

The internal representation of aprof_attrentryisaprofattr_t structure defined in
<prof_attr.h>with the following members:

char *name; /* Name of the profile */

char *resl; /* Reserved for future use */

char *res2; /* Reserved for future use */

char *desc; /* Description/Purpose of the profile */

kva_t *attr; /* Profile attributes */

The free_profattr() function releases memory allocated by the getprofattr() and
getprofnam() functions.

The setprofattr() function “rewinds” to the beginning of the enumeration of prof_attr
entries. Calls to getprofnam() can leave the enumeration in an indeterminate state.
Therefore, setprofattr() should be called before the first call to getprofattr().

The endprofattr() function may be called to indicate that prof_attr processing is complete;
the system may then close any open prof_attr file, deallocate storage, and so forth.

The getproflist() function searches for the list of sub-profiles found in the given profname
and allocates memory to store this list in proflist. The given profname will be included in the
list of sub-profiles. The profcnt argument indicates the number of items currently valid in
proflist. Memory allocated by getproflist() should be freed using the free_proflist()
function.
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The free_proflist() function frees memory allocated by the getproflist() function. The
profent argument specifies the number of items to free from the proflist argument.

ReturnValues The getprofattr() function returnsa pointer to aprofattr_t ifit successfully enumerates
an entry; otherwise it returns NULL, indicating the end of the enumeration.

The getprofnam() function returns a pointer to a profattr_t if it successfully locates the
requested entry; otherwise it returns NULL.

Usage Individual attributesin the prof attr_t structure can be referred to by calling the
kva match(3SECDB) function.

Because the list of legal keys is likely to expand, any code must be written to ignore unknown
key-value pairs without error.

The getprofattr() and getprofnam() functions both allocate memory for the pointers they
return. This memory should be deallocated with the free_profattr() function.

Files /etc/security/prof_attr profiles and their descriptions

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

MT-Level MT-Safe

SeeAlso auths(1),profiles(1), getexecattr(3SECDB), getauthattr(3SECDB), prof attr(4)
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Name

Synopsis

Description

64

getuserattr, getusernam, getuseruid, free_userattr, setuserattr, enduserattr, fgetuserattr — get
user_attr entry

cc [ flag... 1 file... —lsecdb —lsocket -—lnsl [ library... ]

#include <user attr.h>

userattr t *getuserattr(void);

userattr t *getusernam(const char *name);

userattr t *getuseruid(uid_t uid) ;

void free userattr(userattr t *userattr);

void setuserattr(void);

void enduserattr(void);

userattr_t *fgetuserattr(FILE *f);

The getuserattr(), getusernam(), and getuseruid() functions each returna user attr(4)
entry. Entries can come from any of the sources specified in the nsswitch.conf(4) file. The
getuserattr() function enumerates user_attr entries. The getusernam() function searches
forauser_attr entry with a given user name name. The getuseruid() function searches for

auser_attr entry with a given user ID uid. Successive calls to these functions return either
successive user attr entries or NULL.

The fgetuserattr() function does not use nsswitch.conf but reads and parses the next line
from the stream f. This stream is assumed to have the format of the user_attr files.

The free_userattr() function releases memory allocated by the getusernam(),
getuserattr(),and fgetuserattr() functions.

The internal representation of a user_attrentryisauserattr_t structure defined in
<user_attr.h> with the following members:

char *name; /* name of the user */

char *qualifier; /* reserved for future use */
char *resl; /* reserved for future use */
char *res2; /* reserved for future use */
kva_t *attr; /* list of attributes */

The setuserattr() function “rewinds” to the beginning of the enumeration of user_attr
entries. Calls to getusernam() may leave the enumeration in an indeterminate state, so
setuserattr() should be called before the first call to getuserattr().

The enduserattr() function may be called to indicate that user_attr processing is complete;
the library may then close any open user_attr file, deallocate any internal storage, and so
forth.
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ReturnValues

Usage

Warinings

Files

Attributes

See Also

The getuserattr() function returns a pointer to a userattr_t if it successfully enumerates
an entry; otherwise it returns NULL, indicating the end of the enumeration.

The getusernam() function returns a pointer to a userattr_t if it successfully locates the
requested entry; otherwise it returns NULL.

The getuserattr() and getusernam() functions both allocate memory for the pointers they
return. This memory should be deallocated with the free_userattr() function.

Individual attributes can be referenced in the attr structure by calling the
kva match(3SECDB) function.

Because the list of legal keys is likely to expand, code must be written to ignore unknown
key-value pairs without error.

/etc/user attr extended user attributes

/etc/nsswitch.conf  configuration file lookup information for the name server switch

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

MT-Level MT-Safe

getauthattr(3SECDB), getexecattr(3SECDB), getprofattr(3SECDB), user_attr(4),
attributes(5)
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Name

Synopsis

Description

ReturnValues

Errors

Attributes

See Also

getuserrange — get the label range of a user
cc [flags...1 file... -ltsol [library...]

#include <tsol/label.h>

m range t *getuserrange(const char *username);

The getuserrange() function returns the label range of username. The lower bound in the
range is used as the initial workspace label when a user logs into a multilevel desktop. The
upper bound, or clearance, is used as an upper limit to the available labels that a user can
assign to labeled workspaces.

The default value for a user's label range is specified in label_encodings(4). Overriding
values for individual users are specified in user_attr(4).

The getuserrange() function returns NULL if the memory allocation fails. Otherwise, the
function returns a structure which must be freed by the caller, as follows:

m_range_t *range;

m label free(range->lower bound);
m_label free(range->upper bound);
free(range);

The getuserrange () function will fail if:

ENOMEM  The physical limits of the system are exceeded by size bytes of memory which
cannot be allocated.

See attributes(5) for descriptions of the following attributes:
ATTRIBUTETYPE ATTRIBUTE VALUE
Interface Stability See below.
MT-Level MT-Safe

The getuserrange () function is Committed for systems that implement the Defense
Intelligence Agency (DIA) MAC policy of label_encodings(4). Other policies might exist in
a future release of Trusted Extensions that might make obsolete or supplement

label encodings.

free(3C), libtsol(3LIB), m label free(3TSOL), label encodings(4),user_attr(4),
attributes(5)
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Notes The functionality described on this manual page is available only if the system is configured
with Trusted Extensions.

Extended Library Functions, Volume 4 67



getzonelabelbyid(3TSOL)

Name
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Description

ReturnValues

Errors

Attributes

See Also
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getzonelabelbyid, getzonelabelbyname, getzoneidbylabel - map between zones and labels
cc [flags...1 file... -ltsol [library...]

#include <tsol/label.h>

m label t *getzonelabelbyid(zoneid t zoneid);
m_label t *getzonelabelbyname(const char *zonename);

zoneid t *getzoneidbylabel(const m label t *label);

The getzonelabelbyid() function returns the mandatory access control (MAC) label of
zoneid.

The getzonelabelbyname () function returns the MAC label of the zone whose name is
zonename.

The getzoneidbylabel () function returns the zone ID of the zone whose label is label.

All of these functions require that the specified zone's state is at least ZONE_IS_READY. The
zone of the calling process must dominate the specified zone's label, or the calling process
must be in the global zone.

On successful completion, the getzonelabelbyid() and getzonelabelbyname () functions
return a pointer to a sensitivity label that is allocated within these functions. To free the
storage, usem_label_free(3TSOL). If the zone does not exist, NULL is returned.

On successful completion, the getzoneidbylabel() function returns the zone ID with the
matching label. If there is no matching zone, the function returns - 1.

The getzonelabelbyid() and getzonelabelbyname () functions will fail if:

ENOENT  The specified zone does not exist.

The getzonelabelbyid() function will fail if:

ENOENT  No zone corresponds to the specified label.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level Safe

Intro(2), getzonenamebyid(3C), getzoneidbyname(3C), libtsol(3LIB),
m_label free(3TSOL),attributes(5), labels(5)
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Notes The functionality described on this manual page is available only if the system is configured
with Trusted Extensions.
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Description

ReturnValues

Errors

Attributes

See Also
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getzonerootbyid, getzonerootbylabel, getzonerootbyname — map between zone root
pathnames and labels

cc [flags...] file... -ltsol [library...]

#include <tsol/label.h>

char *getzonerootbyid(zoneid t zoneid);
char *getzonerootbylabel(const m label t *label);

char *getzonerootbyname(const char *zonename);
The getzonerootbyid() function returns the root pathname of zoneid.

The getzonerootbylabel() function returns the root pathname of the zone whose label is
label.

The getzonerootbyname () function returns the root pathname of zonename.

All of these functions require that the specified zone's state is at least ZONE_IS_READY. The
zone of the calling process must dominate the specified zone's label, or the calling process
must be in the global zone. The returned pathname is relative to the root path of the caller's
zone.

On successful completion, the getzonerootbyid(), getzonerootbylabel(), and
getzonerootbyname () functions return a pointer to a pathname that is allocated within these
functions. To free the storage, use free(3C). On failure, these functions return NULL and set
errno to indicate the error.

These functions will fail if:

EFAULT  Invalid argument; pointer location is invalid.
EINVAL  zoneid invalid, or zone not found or not ready.
ENOENT  Zone does not exist.

ENOMEM  Unable to allocate pathname.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level Safe

Intro(2), free(3C), getzonenamebyid(3C), libtsol(3LIB), attributes(5), labels(5)
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Notes The functionality described on this manual page is available only if the system is configured
with Trusted Extensions.
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Name gl get line, new_GetLine, del_GetLine, gl_customize_completion, gl_change_terminal,
gl_configure_getline, gl_load_history, gl_save_history, gl_group_history, gl_show_history,
gl watch_fd, gl_inactivity_timeout, gl_terminal_size, gl_set_term_size, gl_resize_history,
gl _limit_history, gl_clear_history, gl_toggle_history, gl lookup_history, gl_state_of _history,
gl _range of history, gl _size_of history, gl_echo_mode, gl_replace_prompt,
gl _prompt_style, gl_ignore_signal, gl trap_signal, gl _last_signal, gl completion_action,
gl_register_action, gl_display_text, gl_return_status, gl _error_message, gl_catch_blocked,
gl_list_signals, gl_bind_keyseq, gl_erase_terminal, gl_automatic_history, gl_append_history,
gl_query_char, gl_read_char - allow the user to compose an input line

Synopsis cc [ flag... 1 file... -ltecla [ library... ]
#include <stdio.h>
#include <libtecla.h>
GetLine *new GetlLine(size t linelen, size t histlen);

GetLine *del_GetlLine(GetLine *gl);

char *gl get line(GetLine *gl, const char *prompt,
const char *start_line, int start_pos) ;

int gl_query char(GetLine *gl, const char *prompt, char defchar);
int gl_read_char(GetLine *gl);

int gl_customize completion(GetLine *gl, void *data,
CpWMatchFn *match_fn) ;

int gl_change_terminal(GetLine *gl, FILE *input fp,
FILE *output_fp, const char *term);

int gl configure getline(GetLine *gl, const char *app_string,
const char *app_file, const char *user_file);

int gl_bind_keyseq(GetLine *gl, GlKeyOrigin origin,
const char *keyseq, const char *action);

int gl_save_history(GetLine *gl, const char *filename,
const char *comment, int max_lines);

int gl_load_history(GetLine *gl, const char *filename,
const char *comment);

int gl_watch_fd(GetLine *gl, int fd, GlFdEvent event,
GlFdEventFn *callback, void *data);

int gl_inactivity_ timeout(GetLine *gl, GlTimeoutFn *callback,
void *data, unsigned long sec, unsigned long nsec);

int gl_group_history(GetLine *gl, unsigned stream);

int gl_show _history(GetLine *gl, FILE *fp, const char *fmt,
int all_groups, int max_lines);

int gl_resize history(GetLine *gl, size t bufsize);
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void gl_limit_history(GetLine *gl, int max_lines);
void gl_clear_history(GetLine *gl, int all_groups);
void gl_toggle history(GetLine *gl, int enable);

GlTerminalSize gl_terminal_size(GetLine *gl, int def ncolumn,
int def _nline);

int gl_set term_size(GetLine *gl, int ncolumn, int nline);

int gl_lookup_history(GetLine *gl, unsigned long id,
GlHistoryLine *hline);

void gl state of history(GetLine *gl, GlHistoryState *state);
void gl_range of_history(GetLine *gl, GlHistoryRange *range);
void gl_size of_history(GetLine *gl, GlHistorySize *size);
void gl_echo _mode(GetLine *gl, int enable);

void gl _replace prompt(GetLine *gl, const char *prompt);
void gl_prompt_style(GetLine *gl, GlPromptStyle style);

int gl ignore signal(GetLine *gl, int signo);

int gl trap_signal(GetLine *gl, int signo, unsigned ﬂags,
GlAfterSignal after, int errno_value);

int gl_last signal(GetLine *gl);

int gl_completion_action(GetLine *gl, void *data,
CpWatchFn *match_fn, int list_only, const char *name,
const char *keyseq);

int gl_register_action(GetLine *gl, void *data, GlActionFn *fn,
const char *mname, const char *keyseq);

int gl_display_text(GetLine *gl, int indentation,
const char *prefix, const char *suffix, int fill_char,
int def_width, int start, const char *string);

GlReturnStatus gl_return_status(GetLine *gI);

const char *gl_error_message(GetLine *gl, char *buff, size t n);
void gl catch blocked(GetLine *gl);

int gl_list signals(GetLine *gl, sigset_t *set);

int gl_append_history(GetLine *gl, const char *line);

int gl _automatic_history(GetLine *gl, int enable);

int gl _erase terminal(GetLine *gl);
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Description

An Example

The Functions Used In
The Example

74

The gl_get_line() function is part of the libtecla(3LIB) library. If the user is typing at a
terminal, each call prompts them for an line of input, then provides interactive editing
facilities, similar to those of the UNIX tcsh shell. In addition to simple command-line editing,
it supports recall of previously entered command lines, TAB completion of file names, and
in-line wild-card expansion of filenames. Documentation of both the user-level
command-line editing features and all user configuration options can be found on the
tecla(5) manual page.

The following shows a complete example of how to use the g1_get_line() function to get
input from the user:

#include <stdio.h>
#include <locale.h>
#include <libtecla.h>

int main(int argc, char *argv[])

{
char *line; /* The line that the user typed */
GetLine *gl; /* The gl get line() resource object */

setlocale(LC CTYPE, ""); /* Adopt the user’s choice */
/* of character set. */

gl = new GetLine(1024, 2048);

if(1gl)
return 1;
while((line=gl get line(gl, "$ ", NULL, -1)) != NULL &&
strcmp(line, "exit\n") != 0)

printf("You typed: %s\n", line);

gl = del_GetLine(gl);
return 0;

}

In the example, first the resources needed by the g1_get_1line() function are created by
calling new_GetLine(). This allocates the memory used in subsequent calls to the
gl_get_line() function, including the history bufter for recording previously entered lines.
Then one or more lines are read from the user, until either an error occurs, or the user types
exit. Then finally the resources that were allocated by new_GetLine(), are returned to the
system by calling del_GetLine(). Note the use of the NULL return value of del_GetLine() to
make gl NULL. This is a safety precaution. If the program subsequently attempts to pass gl to
gl_get_line(), said function will complain, and return an error, instead of attempting to use
the deleted resource object.

The new_GetLine() function creates the resources used by the g1_get_line() function and
returns an opaque pointer to the object that contains them. The maximum length of an input
line is specified by the linelen argument, and the number of bytes to allocate for storing history
lines is set by the histlen argument. History lines are stored back-to-back in a single buffer of
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The Return Status Of
gl get line()

this size. Note that this means that the number of history lines that can be stored at any given
time, depends on the lengths of the individual lines. If you want to place an upper limit on the
number of lines that can be stored, see the description of the g1_1imit_history() function. If
you do not want history at all, specify histlen as zero, and no history buffer will be allocated.

On error, a message is printe