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Introduction

About This Guide

This document describes how to configure ESSO-LM to store event log data in an IBM DB2 database and
how to prepare a database instance for this scenario. The instructions in this guide are based on IBM
DB2 version 8.2.

Prerequisites

Readers of this document should have a solid understanding of the IBM DB2 database and the ESSO-LM
Administrative Console. Information on ESSO-LM event logging is provided in the ESSO-LM
Administrative Console Help.

Terms and Abbreviations

The following table describes the terms and abbreviations used throughout this guide:

Term or Abbreviation ‘ Description

ESSO-LM Oracle Enterprise Single Sign-on Logon Manager
Agent ESSO-LM Client-Side Software
Console ESSO-LM Administrative Console

Accessing ESSO-LM Documentation

We continually strive to keep ESSO-LM documentation accurate and up to date. For the latest version of
this and other ESSO-LM documents, visit http://download.oracle.com/docs/cd/E21040 01/index.htm.
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Configuring ESSO-LM Event Logging for
IBM DB2 Database Support

Overview

In order to configure ESSO-LM to store event log data in a table in an IBM DB2 database, you must

complete the following steps:

1.

vk wN

If you have not already done so, install and configure the IBM DB2 database as described in the
vendor’s documentation. Use the “Typical” installation scenario when prompted.

Set up the event log data table.

Install the Database Event Extension component for ESSO-LM.
Configure ESSO-LM to store its event log data in the table you created.
Test your event logging configuration.
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Step 1: Install and Configure the IBM DB2 Database

Before you begin configuring ESSO-LM event logging, install and configure an instance of the IBM DB2
database as described in the vendor’s documentation, if you have not already done so. Unless your
environment dictates otherwise, select the “Typical” installation scenario when prompted by the
installer.

Step 2: Set Up the Event Log Data Table

Before ESSO-LM can store event log data in the database, you must set up a table that will store the
data. The steps are as follows:

1. Launch the IBM DB2 Control Center application. By default, the application is located in
C:\Program Files\IBM DB2\General Administration Tools.

™ Control Center

B

o

Control Center  Selected  Edit Miew Tools Help @
LHBBE-EF HBE QO

]Svstems

E|m WYiN-PL-DB2 MName = 1 MNode name & j QOperating system = 1 Type = 1 Frotocol < | Protocol parat
= Instances =
E@ e Yi-PL-DB2  GEMERATE  Windows DB2Zva LOCAL Instance nam

-] Databases
=-[J TooLsDe
------ 3 Tables

------ [ Aliases

------ 7 Trigoers

------ 7 Schemas

------ [ Indexes

------ [ TextIndexes

------ 7 Table Spaces

------ 7 Ewent Monitors

------ [ Buffer Pools
H-0 Application Objects
D User and Group Ohject
G Federated Database O

4] | i

aq | 1 of 1 items displayed B3 de @ ¥ ¥ | Defauttview “View
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2. Within the database of your choice, create a table that will store ESSO-LM event log data:
a. Under the selected database, right-click Tables and select Create... from the context menu.
b. Inthe “Create Table Wizard” that appears, name the table in accordance with the vendor’s

naming schema, then click Next.

®u Create Table Wizard

BB

Mext b Cancel

1. MName Identify the schema and name for the new table
2. Columns This wizard helps you create a new table for storing data. Type a name below to describe the data that you want to store in this
table. Click Mextto continue. Task Overview,
Table schema |DEIEADMIN ﬂ
Table name | DEZADMIN 'S EVENTTABLEZ'|
Comment |
ORACLE’



c. Set up the required table columns. For each required column, do the following:
In the “Change column definitions for the new table” dialog, click Add.

reate Table Wizard

Change column definitions for the new table.

Y¥ou can add, change, remaove, of rearrange the columns. To change a column, select the column and then click Change. To

rearrange the columns, click Move Up ar Maove Down.

Column name | Data type Length Fracigion

Scale

4

[ s ]

Add predefined. .

[ ey ]
[ e ]

4 Back |:| Cancel
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The “Add Column Dialog” appears.

®e Add Column

Calumn namd | Table1

l Datatvpe

Lenath DB unit
Frecision Srale

LoB option [~ Logged [ Bit data
[T Compact
¥ Mullahle
[~ Default |
Comment |

[T Systerm default compression

[” Generate column contents

" |dentity

Initial value ill Increment ill

[T Cachevalue ill [T By default

" Formula

| |
™
i| Cancel | @ Help |
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1. Name the column. These column names will correspond to event log field names
shown below that you will configure later in this document using the ESSO-LM
Administrative Console.

ED Oracle Enterprise Single Sign-on Logon Manager Administrative Console E - |EI|5|
File Edit Insert Repository Tools Help

D= E | ﬁ@l*l x 7] HeIpSearch:I Go |

-7 Applications

AppM v |Apph
[+-L[F] Kiozk Manager RS o I ROHAME
----- Provisioning Gateway Category v ICategor_l,l
[]---ﬁ Univerzal Authentication b anager
[k Shared Accaunts Type = IType
----- % Password Generation Policies . -
----- (2 Passphrase Questions Tirme:S tarp I | TimeStamp
-0 Credential Sharing Groups
- Exclusions Event Type v IEventType
=-¢3p Global Agent Settings User D I IUselID
E-@F Live
#-[E] User Experience Third Field W |ThirdField
Bl Authentication . -
E] Synchronization Fourth Field W |FourthField
% EE::;I;:PAC“ON “windows User = IWindowsUser
Bl Audit Logaing Diomain v IDomain
E[| Reporting Server
E] windows Event Viewer Computer Name v IComputerName
Syzlog Server
% ML File S50 Sync User v ISSDSyncUser
=-E]l Database ) -
- Field3 v |Fieldd
[ Ewert Fields = o I =
#-E] Kiosk Manager I3 IFieId'I i
-8 Fepositam
Select 3 Setting above to view it description below
Registry Location: Extensions\Eventtd anageriD atabasze\EventFields: Fisld10 ﬂ
Check the box and enter an event to assign to Field 10
Default: Field10 = Help |
Mote: Mot present in HECL, not prezent in Settings dialog. -
Ready 4

Caution: Each event log field must have a corresponding column with an identical
name in the event log data table. Otherwise, event data will not be
recorded.

lll.  Select CHARACTER as the data type.
IV.  Setthe data length to 128.
V. When you have populated the appropriate fields, click Apply, then OK.
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When you have finished, the table configuration will look as follows:

™« Create Table Wizard

1 Narne Change column definitions for the new table.
2. Columns You can add, change, rermowve, or rearrange the columns. To change a column, selectthe column and then click Change. To
3. Tahle Spa... rearrange the columns, click Mowve Up or Move Down.
4 Keys
5. Dimensia... Column name |Data type Length Precision Scale 1§ Add... |
5. Canstraint TABLE1 CHARACTER 128 - - Y
. I TABLE?Z CHARACTER 123 - - y
7. 5ummary TABLE3 CHARACTER 128 - - Y
TABLE4 CHARACTER 128 - - Y
| TABLES CHARACTER 128 - - Y
TABLEGR CHARACTER 128 - - Y
TABLET CHARACTER 128 - - Y Add predefined... |
TABLES CHARACTER 128 - - Y
TABLEY CHARACTER 128 - - Y
TABLE10O CHARACTER 128 - - Y |
‘ ol
4 Back ‘ [ext b ‘ Finish Cancel

d. If you need to make any changes, select the desired column in the list and click Change.
When the table configuration is complete, click Next.
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e. When prompted to configure the table space, make a selection that is most appropriate to
the level of ESSO-LM event logging required by your environment, then click Next.

'« Create Table Wizard

=
)
=
m

alumns

I _Table Spa...
.8

[ L

[
Keys
Dimensia...
C

anstraints

ummary

I~ I I =

Specify space for storing table data.

To use the default table space, select =default= and click Finish. Ifyou expect the table to be large, you can assign it a separate
index space or a separate lang space, ar both. To use a separate index or long space, you mustfirst select or create a

Database-Managed Space (OMS) table space.

Table space

Create...

-

| J|

To use the default table space, select
=default=. However, if this will he a
large table, select one fram the list or
create ane by clicking Creata.

HIMT: Using a separate space for
indexes can speed up access ta this
table. Ifyou have a fast hard disk for
which you want to create an index
space, select one fram the list ar
create ane by clicking Create. This
optian is not available until you assign
a primary DME table space.

HIMT: Using a separate space for long
data gives you a larger maximum size
faryour table space and allows you to
backup long data separately. Select
ane fram the list or create one by
clicking Create.

4 Back | Mext b | Finish | Cancel |I

f.  For the remainder of the wizard, click Next to accept the defaults presented in each screen.

ORACLE’
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g. Inthe configuration summary dialog, click Finish.

™« Create Table Wizard

Calumns

Table Spa...
Keys
Dimensio...
Canstraints

sSummary

i [loe o &= o R =

Review the actions that will take place when you click Finish.

YWhen you click Finish, the wizard creates a tahle. To change any ofthe parameters, go hack to the appropriate page in this
wizard. To view the equivalent SQL command, click Show SQL

Create table "DBZADMIN " S.EVENTTABLE 2"
Mumber of columns: 10.
The tahle data will be stored in the defaulttable space.

Show SQL
4 Back Cancel

The table is created. Depending on the speed of your system, this can take a few moments.

ORACLE’
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h. Monitor the table creation process by checking the database log. When the table has been
created successfully, the log will show the following:

"« DBZ Message @

Commands attempted

(i) COMMECT TO TOOLSDE,
CREATE TABLE DBZADMIMN "DBZADMIMN"S EVENTTABLEZ" { TABLE1 CHARACTER
DB20000 COMMECT RESET,
d | 2

The command completed successiully,

Explanation:

Mo errors were encountered during the execution ofthis
command.

Llser Response:

Mo action reguired.
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Step 3: Installing the Database Event Extension Component for ESSO-LM

The Database Even Extension component must be installed in order for ESSO-LM to store event log data
in the database. To install the component, do the following:

Click Start = Settings = Control Panel.

In the Control Panel, double-click the Add/Remove Programs icon.

In the Add/Remove Programs applet, navigate to the ESSO-LM Agent entry and click Change.
In the ESSO-LM Agent installer, click Next.

In the “Program Maintenance” dialog, select Modify and click Next.

In the “Advanced Setup” dialog, expand the Audit Logging Methods node.

Under the Audit Logging Methods node, click the button next to Database Event Extension and
select This feature will be installed on local hard drive from the context menu.

Nou s wNe

i'-E‘ Oracle Enterprise Single Sign-on Logon Manager - Installs il

Advanced Setup

4
Select the program features vou want installed,

Click on an icon in the lisk below ko change how a Feature is installed.

,,,,,,, % ~| Kiosk Manager :I = Feature Descripbion .
El--=d=| audit Logging Methods Event Management plug-in that
= gaing suppotts logging of events to a

E350 Reporking Server Databasze
Windows Event Manager
Syslog Server

®ML File

This feature requires 72KE on
wour hard drive,

&l

Installshield

Help | < Back I Mext = I Zancel

8. Click Next; then, in the dialog that follows, click Install and wait for the installation to complete.
9. When the installation completes successfully, click Finish.
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Step 4: Configuring ESSO-LM Event Logging for Database Support

Launch the ESSO-LM Administrative Console and load your current configuration set.
In the tree, navigate to Global Agent Settings = [Current Configuration Set] >
Audit Logging - Database.

3. Select the check box next to Events to log and click the [...] button.

4. Inthe “Events to log” dialog, select the types of events you want to log.

Warning: You must select the Event Types: Info item; otherwise, no data will be logged.

“Events to log™

[ Application Passward Change -
[ Backup/Restare —
[[] Credential &dd Carcel
[ Credential Copy
[7] Credential Delete Help
[] Credential Edit
™ Event Tope
[] Help

[] Logon Figld: Fourth Figld

[T] Logon Field: Syztem Daomain
[] Logon Field: Systerm Usermame
[w| Logon Figld: Third Field

[w] Logon Field: Usemame

[w] Primary Logon Method Change
[w] Provizioning

[] Reauthentication

[T Settings Change

[ StartupShutdown j

Pl

Select Al Clear Al |

5. Under the Event Logging node in the tree, select Database and configure ESSO-LM as follows:

Cache Retry Set to the desired retry interval. See Console Help for more information.
Interval
Default URL to your database server instance.
Server
Default Table | Name of the event log data table created earlier in this document.
( DB2ADMIN."S_EVENTTABLE2" in our example)

Extension Absolute path to DatabaseExt.dll1, including file name.
Location
| Log Which Configure to exactly match the event types chosen in step 4.
~Events?
3 Sarvers Provider=<db2_provider_name>;Password=<db2_admin_

- user_password>;User ID=<db2admin_user_nhame>;Data
Source=<database_name>

ORACLE’
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6. Under the Database node in the tree, select Event Fields.

7. For each field, enter the name of the corresponding column in the event log data table.

The names must match the column names you set in step 2c on page 11 of this document.

Warning: Do not alter the values of the AppName, Category, TimeStamp. and Type parameters.

ED Oracle Enterprise Single Sign-on Logon Manager Administrative Console

File Edit Insert Repository Tools Help

Bl 10| x]

DA x T

-7 Applications
H-L[F Kiogk Manager

----- Provisioning G ateway
[]---ﬁ Universal Authentication Manager
{=* Shared Accounts
----- ﬁ' * Pazzword Generation Palicies
----- @ Paszphraze Questions
- [E Credential Sharing Groups
----{él Excluzions
=43 Global Agent Settings
E@' Live

-[Z]) User Experience

El Authentication
El Swrchionization

[ED Custom Actions

E|EI] Audit Logging

-E]l Reporting Server

-E] windows Event Visveer
-E] Syslog Server

-E] =ML File

E|E|] D atabasze

L e [E] Event Figlds
-[Z]) Kiosk Manager
-8 Repositany

Ready

Help Search: I Go |

Apphame ¥ IAppName
Categary ¥ ICategory
Type ¥ I Tupe
TimeStamp v ITimeStamp
Event Type v IEventType
Uszer D v IUserlD

Third Field v |T hirdField
Fourth Field IV [FouthField
windows Lser Ird IWindowsUser
Diomain Ird IDomain
Carnnputer M ame v IComputerName
550 Sync User 2 |SSDSyncUser
Fisldd ¥ [Fieldd

I [Field10

Select a Setting above to view itz description below

Fegistry Location: ExtenzionshEventtd anageriD atabaszeE ventFields: Field10 ;I

Check the box and enter an event to azzign to Field 10.

Default: Field10 = Help |
Mote: Mat prezent in HECU, not present in S ettings dialog. =
4

8. When finished, push the modified configuration set to your directory or write them to the local

registry, whichever option suits your environment.

9. Proceed to the next section to test your event logging configuration.

ORACLE’
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Step 5: Testing Your Event Logging Configuration

This simple test procedure allows you to check whether ESSO-LM is properly logging event data to the
database. In our example, you will press the Help button in the Logon Manager and check the database
to see if the button press is logged.

1. Open the Logon Manager and click Help.
Start the IBM DB2 Command Center. Typically, the shortcut is located in
Start 2> Program Files > IBM DB2 - Command Line Tools.
3. Under Database Connection, click the [... ] button.
4. Inthe “Select a Database” dialog, navigate to the target database and click OK.

[ Select Database
Select a database.

= Systems
= vW-PL-DB2
== Instances

EQ."-" DE2
-z Databases
- B QoOLEDE

] Cancel Help

5. Click OK.
6. Under Command, enter the following, then press Enter:

SELECT * FROM <name_of _event_log_data_table>;

ORACLE 18



7. The Command Center displays all ESSO-LM events that have been logged in the database so far.
The Help button press event should appear near or at the end of the list, as shown below.

B Command Center,

Command Center  Query Results  Edit Tools  Help ‘
R E-EER OBEE AL OO
Command type

f+ 5QL staterments and DB2 CLP commands

~

| =]

Interactivel Script | Query Results \ Access Plan\
Petfarm reguired changes and then click the commit update buttan.
FIELD1 FIELDZ FIELD3 FIELD4 FIELDS FIELDE FIELDY FIELDE FIELD

Refuth Wi . |LUsermame,. .. |[Domainy. |Syncinfo,db. ﬂ
StanupShu... [Username,... [Domain V... [Syncinfo,db...
StanupShu... [Username,... [Domain V... [Syncinfo,db...
StartupShu... [Usermame,... \[DomainY... |[Syncinfo,dh...
StartupShu... [Usermame,... \[DomainY... |[Syncinfo,dh...
StartupShu... |Username,...|Daomain... |[Syncinfo,db...
StartupShu... |Username,...|Domain... |[Syncinfo,db...
StartupShu. . |Username,. .. |[Domain.. |Syncinfo,db.
Help Logo... [Username,... [Domain V... [Syncinfodb...
StartupShu... [Usernarme,... [RIlgtliRames Syncinfo,db...
StantupShu... [Username,... [Domain V... [Syncinfodb...
Help,Logo... |Usermame,...\[DomainY... |[Syncinfo,dh...
Help,Logo... (Username,...|Domain... |[Syncinfo,db...
StartupShu... |Username,...|Daomain... |[Syncinfo,db...
StartupShu. . |Username,. .. |[Domain.. |Syncinfo,db.
StartupShu. . |Username,. .. |[Domain.. |Syncinfo,db.
StanupShu... [Username,... [Domain V... [Syncinfo,db...
StanupShu... [Username,... [Domain V... [Syncinfo,db...
StadupShu... [Usermame,... \[DomainY... |[Syncinfo,dh...

Help,Logo.. Y)sermame,.. [Domain V... [Syncinfo,dh... -
: | 5
Rows in memary 22 [1- 22]

[ Autormatically commit updates Commit Update ‘ Rollback |

If the Help button press event does not appear, retrace your steps and check your database and
ESSO-LM configurations.
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