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About Oracle Enterprise Single Sign-on Suite Plus Reporting

About Oracle Enterprise Single Sign-on Suite Plus
Reporting

Oracle Enterprise Single Sign-on Suite Plus Reporting version 11.1.1.5.0 provides organizations
with the ability to create reports to leverage all data and events that routinely take place in the
day-to-day usage of Oracle Enterprise Single Sign-on Suite Plus.

The Reporting sub-system consists of 4 main components:

o Centralized Database - contains all event information required for Reporting.

o Web-based Reporting Administrative Console - accesses the SQL Data-
base and generates reports using the event records. Reports may also be man-
ually generated by querying the Oracle Database. The Oracle Database is not
accessible through the Reporting Administrative Console.

e SSO Reporting Service - collects audit/reporting events into the database.

e Oracle Enterprise Single Sign-on Suite Plus Products - captures event
information and sends the events to the SSO Reporting Service.

About this Guide

This guide describes how to configure the SQL database to start storing events for Reporting to
access. The instructions in this guide are based on Microsoft SQL Server 2005 being configured on
a Windows Server 2003. Readers of this document should have a solid understanding of Microsoft
SQL Server 2005.

'Zi Microsoft SQL Server (versions 2008 and 2005) is the only database supported with
A Oracle Enterprise Single Sign-on Suite Plus Reporting version 11.1.1.5.0.
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Database Configuration Overview

The following is a brief overview of the procedures that you must follow in order to successfully
configure the SQL database to work with Reporting:

Create the Database Table

Create Reporting Administrative Console User

Set Permissions to Log Onto the Reporting Administrative Console
Set up Domain Computers as SQL User

Set up Stored Procedures

Enable TCP/IP Protocol

Next Steps

— Page 5 of 14 —



Create the Database Table

Create the Database Table

1. Open SQL Server 2005. Click All Programs > Microsoft SQL Server 2005 > SQL Server

Management Studio.

2. Connect to the Database using Windows authentication, which should be the default.

3. On the left pane, navigate to Databases.

4. Right click on Databases and select New Database.The New Database dialog opens.

=101 x|

[ Use fullbext indexing

[ atabaze files:

o g Scrpt = ﬁ Help
= General
A Dptions 3
o F_IJ [ atabase name: |F'L><F|eport|ng
2 Filegroups
Owiner: |<default> |

Logical Mame | File Tupe | Filegroup

PLxReporting [Data PRIMARY

PL<Reporting_log  Log

Server:
WwINZ20035VR

Connection:
TETONS \Adriniztrator

2 View connection properties

| Initial Size MB] | Autagrovth

Methpplicable 1

i By 1 ME, unrestricted growith
By 10 percent, unrestricted gra

Feady il | ﬂ
Add | Bemmave |
(] I Cancel |

y

5. Enter a Database name, for example PLXReporting, and click OK. You should now see a

PLXReporting database under Databases.

4 procedures.

'Zi The database can have any name as long as the name is consistent in the queries and stored

6. Right click on PLXReporting and select New Query.

7. Open the tblEventsLog.sql file located in the Reporting package. Copy the contents of the file

into the New Query panel.

« Step 5 above.

The database name after the "Use" statement in the query must match the database name entered in
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8. Click Execute which is located above the workspace pane. When it is done, a success message
appears in the bottom right pane.

9. Steps 6-8 create the Database table, dbo.tblEventsLog under PLXReporting — Tables .

icrosoft SOL Server Management Studio 1= x|

Ele Edit Yew Query Project Tools ‘Window Community Help

w5 B0 (G d @B EBES,
Sl =) Bl pLrReporting - | ¥ Execute o W I L | WP | AL | 3T e 5
WINZD03SYR.PL..QLQuery Lsql* | Summary | - X
Connect~ | 34 | drop table thlEventaLogy = || Current query window options -
= [ gy WINZOOISVR (SQL Server 9.0,1399 - TETONS|Admin o ]
Databases
[ System Databases CREATE TAELE [dhbo].[thlEventsLog] | B Status
[l Database Snapshots [ID] [int] IDENTITY(1,1] M Current Status  Connected.
U PLEReporting [GUID] [varchar] imax) NOT NUI Execution Time | 00:00:00
Securiby [Froductlame] [varchar] (max] NULL, Rows Returned |0
Server Objects [ProductVer=sion] [varchar] (max) NULL, SErver WINZODISVR
Replication [Hostname] [varchar] (max) NULL, SPID 52
Management [LogonMethod] [varchar] (max| NULL, User TETOMS Administratar
[ Motification Services [CredentialType] [varchar] (max) NULL, Wersion 09,00.1399
[ SQL Server Agent (Agent #Ps disabled) [Operacion] [varchar] (max) HULL,
[830User Id] [varchar] (max] HIULL,
[WindowsUsername] [nvarchar] imax) NULL,
[ipplicationMame] [nvarchar] imax) NULL,
[ipplicationReference] [nvarchar] (max) NULL,
[ApplicationUserId] [nvarchar] (max) NULL,
[ApplicationThirdField] [nvarchar] (max) NULL,
[ipplicationFourthField] [nvarchar] (max) NULL,
[Cormmment ] [nvarchar] (max) NULL,
[SAMAiccountMame] [nwarchar] (max) MNULL,
[EventtimeClient] datetime HMILL,
[EventtimeServer] datetime NULL,
[HashType] [tinvinc] NOT NULL,
[HashValue] [varchar] (max) NOT MU
CONSTRAINT [PK_thlEventsLog] PRIMARY KEY CLUSTERED
(
[ID] ASC
IWITH (PAD INDEX = OFF, STATISTICS NORECOMPUTE = OFE
| ON [PRIMARY]
GO
_lj Current Status
5 I I Current query execution status,
4 | > e |WINZDDBSVH [AORTHM] |TETDNS\AdmimsI|alm (52]  |PLxReporting ‘nn 0000
Ready Ln 49 Col 1 hi INS
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Create Reporting Administrative Console User

Create Reporting Administrative Console User

1. Inthe SQL Server Management Studio left pane, expand the top node (server name), then
navigate to Security > Logins.

2. Right click on Logins and select New Login.

3. On the New Login dialog:

a.

® Qo0 T

Select SQL Server Authentication.

Enter your login name and password.

Unselect User must change password and next login.

Select Server Roles in left pane.

Enable serveradmin, setupadmin, and sysadmin by checking the check box next to
each.

4. Click OK.
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Set Permissions to Log Onto the Reporting
Administrative Console

u A W N

In the SQL Server Management Studio left pane, right click on the top node
(server name), and select Properties.

On the Properties dialog, select Security from left pane.
Select SQL Server and Windows Authentication mode radio button.
Now select Permissions from left pane.

Select the user (created in the previous section) in the Logins and Roles sec-
tion.

In the bottom pane, Explicit Permissions for <name>, ensure Grantis ena-
bled for the Connect SQLpermission .
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Set up Domain Computers as SQL User

Set up Domain Computers as SQL User

The following steps configure the Reporting Service to connect to the database:

1. Inthe SQL Server Management Studio left pane, expand the top node (server name), then

navigate to Security > Logins.
2. Right click on Logins and select New Login.

E Login - New
Selectapa 5 Seript - L’j Help

=101

& General
%A Server Roles
o1 User Mapping Login name: || Search... |
& Securables & windows authentication
2 Gtatus
" S0l Server authentication
Pazzword: I
LConfirm password: I
¥ | Erforce password policy
¥ | Eriforce passwond expiration
¥ Usermust change password at nest login
" appedito certificate
Certificate name: I
' tapped to aspmmetic key
Koy e |
Server
WM 20035V R Default database: I master j
Connection: Default language: |<default> j
TETAOMS Adminiztrabor
2 View connection properties
Feady
QK. I Caticel |
A

3. On the New Login dialog, enter <Domain>\Domain Computers in the Login Name field,

and then select Windows Authentication.

4. Select Server Roles in the left pane and check sysadmin.

5. Click OK.
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E Login Propetties - TETONS',Domain Computers ) 5 |E||§|
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Set Up Stored Procedures

Set Up Stored Procedures

1.

In the SQL Server Management Studio left pane, expand the top node (server name), then
navigate to and expand Databases.

Right click on PLXReporting and select New Query.

Execute this code on the SQL Server. This script only instructs the database where to put the
Passlogix.MsSql.Decoding.dll:

For SQL Server 2005:

DECLARE (@AssemblyPath nvarchar (1024)

SELECT @AssemblyPath = REPLACE (physical name,
'Microsoft SQL Server\MSSQL.1\MSSQL\DATA\master.mdf',
'Microsoft SQL Server\MSSQL.I\CLR\')

FROM master.sys.database files WHERE name = 'master';
SELECT @AssemblyPath

For SQL Server 2008 R2:

DECLARE @AssemblyPath nvarchar (1024)

SELECT @AssemblyPath = REPLACE (physical name,

'Microsoft SQL Server\MSSQL10 50.MSSQLSERVER\MSSQL\DATA\master.mdf',
'Microsoft SQL Server\MSSQL10 50.MSSQLSERVER\CLR\')

FROM master.sys.database files WHERE name = 'master';

SELECT (@AssemblyPath

:Zi The result of this query shows you the path where the file Passlogix.MsSql.Decoding.dll should go.
-

You will need to create the folder where this file will be placed:
1. Browse to the path which resulted from the query above.

2. Create a folder named CLR.

3. Place the Passlogix.MsSql.Decoding.dll in this folder.

Right click on PLXReporting and select New Query.These SQL scripts allow the reporting
tool to securely and efficiently store data into the reporting events table. Execute the following
scripts independently:

sp_DecodeEvents 1.sql script
sp_DecodeEvents 2.sql script
sp_WriteEventsAsIs.sgl script

sp_WriteEvents.sql script
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TCP/IP Protocol Enabled on SQL 2008 Server R2

:Zj This step only applies to SQL 2008 R2 Server.

1. Inthe SQL Server Configuration Manager, select SQL Server Network Configuration.
Click on Protocols for MSSSQLSERVER.
3. On theright pane, under Protocol Name, ensure that TC/IP is enabled.

= sql Server Configuration Manager - |EI|1|

File Acton View Help

e | #|EH=H

@ SQL Server Configuration Manager (Local) Protocol Name | Status |
o SQL server Services %~ Shared Memory Enabled
H 50L Server Network Configuration (32bit) % Named Pipes Disabled
2. SQL Native Client 10.0 Configuration (32hit) FTCP /TP Enabled

J | 50L Server Network Configuration FVIA Disabled
&= Protocols for MSSQLSERVER
.. SQL Mative Client 10,0 Configuration
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Next Steps

Next Steps

Once the database is configured for storing events, you must set up the Oracle Enterprise Single
Sign-on Suite Plus products to capture event information and send the events to the SSO
Reporting Service, which will save it to the SQL database.

Each product contains a document describing how to perform this setup, for example, Configuring
ESSO-LM to Log Events for Reporting. These are located on the Passportal under the specific
product directory.

'Zi Oracle Enterprise Single Sign-on Suite Plus Reporting version 11.1.1.5.0 only supports Client-side
= events for ESSO-LM version 11.1.1.5.0.
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