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About Oracle Enterprise Single Sign-on Suite Plus Reporting

About Oracle Enterprise Single Sign-on Suite Plus
Reporting

Oracle Enterprise Single Sign-on Suite Plus Reporting provides organizations with the ability to
create reports to leverage all data and events that routinely take place in the day-to-day usage of
Oracle Enterprise Single Sign-on Suite Plus.

The Reporting sub-system consists of 4 main components:

o Centralized Database - contains all event information required for Reporting.

o Web-based Reporting Administrative Console - accesses the SQL Data-
base and generates reports using the event records. Reports may also be man-
ually generated by querying the Oracle Database. The Oracle Database is not
accessible through the Reporting Administrative Console.

e SSO Reporting Service - collects audit/reporting events into the database.

e Oracle Enterprise Single Sign-on Suite Plus Products - captures event
information and sends the events to the SSO Reporting Service.

About this Guide

This guide describes how to configure the Oracle Database to start storing events for Reporting to
access. The instructions in this guide are based on Oracle Database 11g being configured on a
Windows Server 2003. Readers of this document should have a solid understanding of Oracle
Database 11g.
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Database Configuration Overview

The following is a brief overview of the procedures that you must follow in order to successfully
configure the Oracle database to work with Reporting.

Create the Oracle Database User

Create the Database Table

Set up Stored Procedures

Create Connection String

Configure Oracle Database on Client machines
Next Steps
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Create the Oracle Database User

Create the Oracle Database User

You must create one user and grant the appropriate privileges to them. This user will be the SSO
Database table owner.

Launch the database in which you want to create the user and enter the following command in
the SQL*Plus tool:

SQL> create user username identified by password default tablespace
user tablespace temporary tablespace temp tablespace;

where user tablespace is the default tablespace identified by the database administrator to store
user objects, and temp tablespace is identified to store temporary objects.

For example:

1. Start SQL*Plus (the Oracle SQL command line tool), and type the following commands to log
in:
$ sqlplus

2. Press Enter.

3. Enteruser-name: username/password@dbname
where username is an existing administrative user in the database. For example, sys-
tem/manager will log the administrative user system with a password of manager into the
default database.

4. Create the user, grant these two default roles and their corresponding default privileges to the
user that you created, and log out of the SQL command line tool:
SQL> create user orauser identified by oracle default tablespace
USERS temporary tablespace TEMP;

SQL> grant CONNECT , RESOURCE to orauser;
SQL> exit
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Create the Database Table

Once the Oracle Database User is created, you must create a table by executing the following SQL
script by using SQL*Plus (the Oracle SQL command line tool):

$ sglplus <username>/<user password> < <path to_
file>\tblEventsLog.sgl
where username is orauser, user password is oracle, and path_to_file is the path to SQLscript file.
For example:

$ sglplus orauser/oracle < tblEventsLog.sqgl
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Set Up Stored Procedures

Set Up Stored Procedures

Execute the following SQL script by using SQL*Plus (the Oracle SQL command line tool):

$ sglplus <username>/<user password> < <path to file>\sp
WriteEventsAsIs.sqgl

$ sglplus <username>/<user password> < <path to file>\sp
WriteEvents.sql

where username is orauser, user password is oracle, and path_to_file is the path to SQLscript file.
For example:

$ sglplus orauser/oracle < sp WriteEventsAsIs.sql

$ sglplus orauser/oracle < sp WriteEvents.sqgl
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Create Connection String

In this section, you will create a connection string that will be used in the following section,

Configure the Oracle Database on Client Machines.

1. Open Windows Explorer and navigate to the folder in which you want to store the .udl file.

2. From the File menu, click New and then click Text Document. A new file named New Text
Document.txt appears in the directory.

3. Rename this file, removing all spaces and changing the file extension to .udl, for Universal
Data Link.

Arrange Icons By  #
Refresh

Paste
Paste Shorkeut

@ Shorbouk

Properties

a Eriefcase
a Bitmap Image
Wordpad Docurnent

Te
Diocumen

2 | Compressed (Zipped

4. Double-click the Universal Data Link (.udl) file. The Data Link Properties dialog opens.

— Page 9 of 16 —



Create Connection String

B3 Data Link Propetties
Provider Connection |.-’-'-.|:|'-.fan-:ed| &l I

Specify the following to connect to ODBC data:
1. Specify the source of data:;

% Uze data source name:

I j BRefresh |

~ Use connection sting
Conrechon sthing

| Euild... |

2. Enter information to log an to the server

Ilzer name: I

Pazzword: I

[ Blank password [ Allow saving password

3. Enter the initial zatalog to use:

! =]
Test Connection |

] I Cancel | Help |

5. On the Provider tab, select Oracle Provider for OLE DB and then click Next.
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B3 Data Link Properties
Fravider I I:l:unnecticnnl .-’-'-.d'-.fan-:edl Al i

Select the data pou want to connect bo;

OLE DB Provider[s]

ticrozoft Jet 4.0 OLE DB Provider

Microzoft OLE DB Provider for Indesing Service
Microzoft OLE DB Provider for QDBC Drivers
ticrozoft OLE DB Provider for Oracle

ticrozoft OLE DB Provider for SOL Server
bicrozoft OLE DB Simple Prowider

k50 ataShape
l ;

ozoft Directory Services
)

cle Provider far OLE

Ora

k., Cancel | Help |

6. Onthe Connection tab, enter the Data Source, User name,and Password. Check the
Allow saving password checkbox and click Test Connection. For example: Data Source:
ORCL, User name: orauser, Password: oracle.
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Create Connection String

B} Data Link Properties |

Provider Connection |.-’-'-.|:|'-.fan|:ed| &l I

Specify the following to connect to this data:

1. Enter the data source and/or location of the data:
Drata Source: IEIFH:L

[Locatian: I

2. Enter information to log on to the server:

£ WUse Windows HT [ntegrated security

' Use a specific user name and password:

Ilzer narme: IEI[EILISE[

HEHRERN

Paszword: I

[~ Blank pazsword W llow saving password

Microsoft Data Link |
. -
1 ,} Test connection succeeded., J

Test Connection
AL

] | Cancel | Help |

A message will appear indicating that the test connection succeeded. Click OK.
Click OK to save the connection string to the Universal Data Link (.udl) file.

Open the .udl file in Notepad. In the next section in this guide you will be instructed to enter a
connection string. Copy and paste this string and enter it into the Connection string field.

[P New Text Document.udl - Notepad 10| x|

File Edit Formak Yiew Help

[o]edh] =]
i Ewerything after this Tine is an OLE DB

initstring

Provider=0raoLEDE.Oracle.l; Password=oracle; Persist
security Info=True;uUser ID=orauser;Data

SourCe=0RCL
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Configure the Oracle Database on Client Machines

1. Install either Oracle Client with Oracle Provider for OLE DB or Oracle DataAccess Components
for Oracle Client.

~a#Oracle Universal Installer: Available Product Components _v| — | I"1|£|
ORACLE’ 11g

DATABASE

Available Product Components

Oracle Client
The following are components that vou can install as part of Oracle Client. Which of these components do you
want to install?
Components Install Status [«!
O Oracle Administration Assistant for Windows 111.060 Mot Installed
O Cracle Courters for Windows Performance Monitor 11.1 06.0 Mot Instalied
[l Oracle Objects for OLE11.1.060 New Install
[# Oracle ODBC Driver 111 060 New Instal
Oracls Provider for OLE DE 11,1 06.0 -New Install
¥l Oracle Data Provider for NET 1.x 11.1.06.0 Nenww Install
[ Oracle Daba Provider for MET 2.011.1.06.0 .New Install
Mlrwacts Call Intarfama (O 41 4 NE N .M et alland vJ
Expand All J _ Collapse All ) Select All ) _ Deselect All ]

[~ Show all components, including required dependencies.

Help J Installedgmducts...) ~ Back | Next ) ~ Install | | Cancel |

or
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Configure the Oracle Database on Client Machines

cﬁlnventury ﬂ

Contents l Environment

You have the following Oracle products installed:

©-Oracle Homes

'é‘-lEOraOdacHg_hnmm

'é‘-IE Cracle Data Access Components for Oracle Client 11.1.0.6.21

¥ Oracle Data Provider for MET 1.%11.1.0.6.20
¥ Oracle Data Provider for MET 2.011.1.0.6.20
¥ Oracle Providers for ASP.MET 11.1.0.6.20
—# Oracle Developer Tools for Visual Studio 11.1.0.6.20
=T Oracle Pravider for OLE DB 11.1.0.6.20
—# Oracle Ohjects for QLE 11.1.0.6.20
¥ Oracle Instant Client 11.1.0.6.0

¥ Oracle Liniversal Installer 11.1.0.6.0

K|

Froduct Infarmation
Location:
Mot &vailable

[ Show empty hames.

[fyou want to remowve Oracle software, please check the iterms and click
"Remoye",

To see the languanes installed and other details of a component,select the

component and then click "Details".
Details... | BEemove...

Help Save As.. | Close |

Next, you must configure the Oracle Client for connection to the Oracle Server. Edit or create
the following create file:

<Oracle Home\client I1\Network\Admin\tnsnames.ora:

“# tnsnames.ora: Network Configuration File:
C:\oracle\product\11l.1.0\client I\NETWORK\ADMIN\tnsnames.ora

# Generated by Oracle configuration tools.

ORCL =
(DESCRIPTION =
(ADDRESS LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = <oracle host server name>) (PORT =
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1521))

)

(CONNECT_ DATA =
(SERVICE NAME = ORCL)

)

)

P tnsnames.ora - Notepad =101 x|
File Edit Format wiew Help
# tnsnames.ora Network Configuration File: =]

Chvoraclehproducthyll. 1. ohclient _1WNETWORKMADMINYTASNames. ara
# Generated by oracle configuration tools.

oRCL =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCPICHOST = oracle-sry)(PORT = 152100

(COMNECT_DATA =
(SERVICE_MAME = ORCL)

[

3. Launch the ESSO-LM Administrative Console by clicking Start > Programs > Oracle >
ESSO-LM Console.

4. Inthetree, right-click Global Agent Settings, click Import, then click From live HKLM.
Under Global Agent Settings > Live, expand Audit Logging > Reporting Server.
6. Copy and paste the Connection string created in the previous section. For example:

Ui

"Provider=0raOLEDB.Oracle.l;Password=<password>;Persist Security Info=True;User

ID=<user name>;Data Source=0ORCL"

7. Set the Stored Procedure setting to:
"SP_WRITEEVENTS"

= applications - Database
el Kiosk Manager Connection string — |Provider=0raDLEDE. Dracle. 1 Passwor

Provwizioning G ateweay

Universal &uthentication Manag | Stored procedure — [SP_WRITEEVENTS]
Tk Shated Accounts
ﬁ Password Generation Policies ‘Options
(2 Passphrase Questions

-3 Credential Sharing Groups Batch size [ I'I[: 3
L_ﬁl Exchusions ) .
=14y Global Agent Settings Cache i r Ir' j
By Live Retry interval I Jao =

@ [7] User Experience
* ,—] Aulhenhcfaho_n Provider=0ra0LELE.Oracle.l;Passvord=<password>;Persi
H J Synchronization st Security Info=True:User ID=<user name::Data
T] Secuity Source=0RCL
2] Custom Actions
=[] Audt Logging
——== 7] Reporting Server

E) Windows Event Vieu
) Swslag Server
) XML File

8. Right-click Live and click Write to Live HKLM.
9. Close the ESSO-LM Administrative Console.
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Next Steps

Next Steps

Once the database is configured for storing events, you must set up the Oracle Enterprise Single
Sign-on Suite Plus products to capture event information and send the events to the SSO
Reporting Service, which will save it to the database.

Refer to the Configuring ESSO-LM to Log Events for Reporting guide for instructions on how to
perform this setup.

Oracle Enterprise Single Sign-on Suite Plus Reporting version 11.1.1.5.0 only supports Client-side
= events for ESSO-LM version 11.1.1.5.0.
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