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Introduction

About This Guide

This document describes how to use the optional ESSO-UAM configuration tools:

e ESSO-UAM command-line configuration tool (DeployTool .exe) —a command-line tool used
to automatically configure the service account required by ESSO-UAM to run, as well as encrypt
the ESSO-UAM Service Account password if desired. This tool can also force the synchronization
of ESSO-UAM user data with the ESSO-UAM repository for a specific user.

e ESSO-UAM graphical configuration editor tool (ConfigEditor.exe)—a GUI-based
tool used to configure ESSO-UAM registry settings and save ESSO-UAM configurations for
mass-deployment to end-user machines.

Warning: While Oracle supplies these tools for your convenience, Oracle provides no support for
their use. Oracle highly recommends keeping up-to-date backups of your environment’s
configuration before modifying it.

Prerequisites

Readers of this document should have a thorough understanding of ESSO-LM and ESSO-UAM
administration and related concepts.

Terms and Abbreviations

The following table describes the terms and abbreviations used throughout this guide:

Term or Abbreviation | Description

ESSO-LM Enterprise Single Sign-on Logon Manager

ESSO-UAM Enterprise Single Sign-on Universal Authentication Manager
Agent ESSO-LM client-side software

Console ESSO-LM Administrative Console

Accessing ESSO-LM Documentation

We continually strive to keep ESSO-LM documentation accurate and up to date. For the latest version of
this and other ESSO-LM documents, visit http://download.oracle.com/docs/cd/E21040 01/index.htm.
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Using the ESSO-UAM Command-Line
Configuration Tool

Overview of the ESSO-UAM Command-Line Configuration Tool

If you are deploying the ESSO-UAM client in Enterprise mode, you must do the following in order to
grant ESSO-UAM’s authentication service the permissions necessary to read and write data to its
repository:

e Add the ESSO-UAM Service Account to the local machine’s “Administrators” group,

e Grant the ESSO-UAM Service Account the “Log on As a Service” permission,

e Configure the ESSO-UAM authentication service to run under the selected ESSO-UAM Service
Account.

The included ESSO-UAM command-line configuration tool, DeployTool . exe, allows you to perform
the above configuration steps automatically; you can configure a workstation locally or remotely by
specifying its domain and machine name. The tool also allows you to encrypt a service account password
to a text file, as well as force the synchronization of ESSO-UAM data for a specific user.

Oracle recommends using this tool to automate ESSO-UAM deployment enterprise-wide by including it
in an automated deployment script.

Note: You can also perform this configuration manually on a per-workstation basis using the
graphical ESSO-UAM Configuration Editor if necessary, as described in Configuring the
ESSO-UAM Service Account.

Prerequisites for Using the Command-Line Configuration Tool

Before using the tool, ensure that your environment satisfies the following prerequisites:

e You have installed the ESSO-LM Administrative Console and the ESSO-UAM client
as described in the ESSO-UAM Installation Guide for your version of ESSO-UAM,

e You have initialized the ESSO-UAM repository schema,

e You have configured the ESSO-UAM client on the target workstation(s) to run
in Enterprise mode,

e You have administrator privileges on the target workstation and the domain
(DeployTool . exe will fail if you run it without those privileges),

e If you are configuring a remote workstation, that workstation’s Windows Firewall has been
configured to pass inbound and outbound file and print sharing traffic,

e You have created the ESSO-UAM Service Account, either on the local machine,
or your domain, as appropriate to your environment.
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Using the ESSO-UAM Command-Line Configuration Tool

To use the ESSO-UAM command-line configuration tool, complete the steps below:

P wnNPE

Expand the ESSO-UAM archive to a temporary directory on the local workstation.

Open a command prompt and change to the temporary directory you’ve created in step 1.
Change to the Uti 1 ity directory within the temporary directory.

Run DeployTool . exe using the following syntax:

DeployTool _.exe <MODE> —<operation> —<modifierl> <valuel> -
<modifier2> <value2> .. <modifierN> <valueN>

See the ESSO-UAM Command-Line Configuration Tool Parameter Reference for more

information on the available parameters.

For example:
DeployTool .exe SVCACCT —s —u uam_service —p Passwordl

Restart the machine to apply your changes.

Using a Password Stored in a Text File

For automation purposes, you can instruct DeployTool . exe to parse either a plain-text or an encrypted
password for the ESSO-UAM Service Account from a text file.

Warning: Deploy tool uses a random key to encrypt the stored password; however, this

mechanism is intended as a limited snooping prevention measure only and is not
guaranteed to be secure in all circumstances. Oracle strongly advises to treat
encrypted passwords with the same precaution as plain-text passwords.

To encrypt the password to a text file for use during deployment, use the following command:
DeployTool _.exe ENCRPWD —e —o0 <password_file> -d <days_to_expire>
where <password_TFile> isthe full path and file name of your password file.

To have DeployTool .exe parse the ESSO-UAM Service Account password from a text file
during deployment, use the following syntax:

DeployTool _.exe SVCACCT —s —u <domain>\<username> < <passwordfile>

where <password_TFile> isthe full path and file name of your password file.

See the ESSO-UAM Command-Line Configuration Tool Parameter Reference for more information

on the available parameters.
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ESSO-UAM Command-Line Configuration Tool Parameter Reference

The DeployTool . exe tool accepts the following categories of command-line parameters:

e Mode parameters — determine the operation mode of the tool. Each mode requires at least one
operation parameter. You can also specify one or more of the optional modifiers.

e Operation parameters — instruct the tool to perform a specific operation in the selected mode.

o Modifier parameters — provide the tool with additional, optional information for each mode and
operation type.

Operation Modes

Use one of the following mode parameters to select the DeployTool . exe tool’s operation mode:

Mode Description

SVCACCT Service account configuration. Configures the ESSO-UAM Service Account.
SYNC Synchronization. Synchronizes ESSO-UAM user data with the repository.
ENCRPWD Encrypt password. Stores an encrypted ESSO-UAM Service Account password
to a text file.

Parameters for the SVCACCT Mode

Use the following operation parameters to instruct DeployTool .exe what to do while in SVCACCT
mode:

Operation Description

-S Service account configuration. Performs the configuration steps described in
Overview of the ESSO-UAM Command-Line Configuration Tool.

-1 Information. Displays current configuration without making changes.
-h Help. Displays help text and exits.
ORALCLE’
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Optionally, you can use the following modifiers along with the —s or — 1 operations described earlier:

Modifier Description

-u User name. Specifies the name of the ESSO-UAM Service Account. Requires -
sor-i.

Syntax: -u <domain>\<user_name>

If omitted, the local SYSTEM account is used.

-p Password. Specifies the desired password for the ESSO-UAM Service Account.
Requires -s or -1.

Syntax: -p <password>
Not required if —-u is omitted and the local SYSTEM account is used.

If omitted, you will be prompted to specify a password interactively.
(Your entry will be masked to prevent snooping.)

You can also specify a password stored in a plain or encrypted text file as
described in Using a Password Stored in a Text File.

-C Computer. Specifies the domain and machine name of the target
workstation. Requires -s or -1i.

Syntax: -p <domain>\<computer>

If omitted, the local workstation is configured.

-na No-Administrator. Prevents the ESSO-UAM Service Account from being
added to the local “Administrators” group on the target workstation.
Requires —s.

-ns No-Service. Prevents the “Log On As a Service” permission from being

granted to the ESSO-UAM Service Account. Requires —s.

-nr No-Restart. Prevents the restarting of the ESSO-UAM authentication service.
Requires —s.
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Parameters for the SYNC Mode

Use the following operation parameters to instruct DeployTool .exe what to do while in SYNC
mode:

Operation Description

-S Synchronize. Synchronizes ESSO-UAM user data with the repository.

-h Help mode. Displays help text and exits.

Optionally, you can use the following modifiers along with the —S operation described earlier:

Modifier Description

-u User name. Specifies the name of the user account whose data is to be
synchronized with the repository. Requires —s.

Syntax: -u <domain>\<user_name>

If omitted, the currently logged-in user’s data is synchronized.

-t Target. Specifies the type of data to synchronize with the repository.
Requires —s. The available data types are:

e ALL —synchronizes all user data.

e DATA —only synchronizes roaming user data, such as credentials.

e POLICY - only synchronizes roaming ESSO-UAM policy settings for
the user.

Syntax: -t ALL]DATA|POLICY

If omitted, all data is synchronized.

ORACLE’
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Parameters for the ENCRPWD Mode

Use the following operation parameters to instruct DeployTool .exe what to do while in ENCRPWD
mode:

Operation Description

-e Encrypt password to file mode. Prompts you for a password and encrypts it.

-h Help mode. Displays help text and exits.

Optionally, you can use the following modifiers along with the —e operation described earlier:

Modifier Description

-0 Output file. Specifies the full path and file name for the text file that will store
the encrypted ESSO-UAM Service Account password.
Requires —e.

Syntax: -o <file_name>

If omitted, the encrypted password string is displayed on-screen.

-d Days. Specifies the number of days after which the encrypted password
expires. Requires -e.

Syntax: -d <number_of_ days>

If omitted, encrypted passwords expire after 30 days.
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Using the Graphical ESSO-UAM
Configuration Editor Tool

Overview of the ESSO-UAM Configuration Editor Tool

The graphical ESSO-UAM Configuration Editor tool (ConfigEditor.exe) allows you to view and
modify ESSO-UAM registry settings. You can:

e Create a new or modify an existing ESSO-UAM configuration which you can then save
and mass-deploy to end-user machines.
e Audit ESSO-UAM policies on a per-user basis.

Prerequisites for using the ESSO-UAM Configuration Editor

Before you can use the ESSO-UAM Configuration Editor, you must place it in the ESSO-UAM installation

directory as follows:

Expand the ESSO-UAM archive to a temporary directory on the local workstation.
Inside the temporary directory, locate the Uti lity\ConfigEditor directory.

Copy ConfigEditor.vrs to %PROGRAMFILES%\Passlogix\v-GO UAM\Lang\Res.
Copy ConfigEditor.exe to WPROGRAMFILES%\Passlogix\v-GO UAM.

Merge ConfigEditor.reg into the local machine’s registry. Double-click the file

vk wnN e

and answer Yes when prompted.
6. For your convenience, create a desktop shortcut pointing to
%PROGRAMFILES%\Passlogix\v-GO UAM\ConfigEditor.exe.

Creating or Modifying a Configuration

To create a new configuration, do the following:

1. Launch the ESSO-UAM Configuration Editor.
2. Do one of the following:

0 If you want to use the local machine’s ESSO-UAM configuration, proceed to step 3.

0 If you want to create a new configuration with default values for all settings,
select New Configuration from the File menu.

0 If you want to open an existing configuration that you have previously saved to a .REG

file, select Open Configuration = From Live Registry from the File menu, then navigate

to and select the target .REG file and click Open.

ORACLE’
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3. To modify a setting, do the following:

a. Inthe list of settings, navigate to the target setting and double-click it.

Tip: To sort the settings list per type, target, or category, select the desired sorting
method from the View = Sort By menu.

_ioix
Fil=  Edit Wiew Tools Help
- Configuration

Configuration Source: I NEW COMFIGLIRATION *

Target | Cakegor | Mame | Walue | D| Ml =
Global Client Settings
Framework Genearal Client Made Local Clisnk Mode
Framemork Logging Logging Enabled ]
Framework Logging Logging Lewvel InfFormational - Business Logic Flaw —
Framemork Logging Logging Path C:huamlog, bxt
Framework, Logging Logging Filker Process (Show)
Framewark Logging Logging Filker Process (Hide)
Framemork, Logging Logging Filker Source (Show)
Framewark Logging Logging Filker Source (Hide)
Canmmunicati IPiC Tirneouk S000 rillis

Frammework, Carnriunicakion IPC Retries 3 retries
Frarnework, User Resolution User ID MRU Cache Size 5 users
Frammework, User Resolution User ID Timeout 1 1000 milliseconds
Framework, User Resolution User ID Timeouk 2 5000 miliseconds
Framemark Enrallment Prampt Taken Description D Mok Prampk User
Framemork Enrollment Default Taken Descripkion
Framewaork, Enrallment Defaulk Proxiniity Card Description
Framemork Enrollment Default Smart Card Descripkion
Framewaork, Reauthentication Max Aukh Atkempts 3 aktempks
Framework, Reauthentication Default Authenticakor ;I
Ev=ramsamels [ I NN PN i Alamiim | lmm Bllm bl = Chma Tl

b. Inthe properties dialog that appears, do the following:
i.  Select the check box.

ii. Enter the desired value.

iii.  Click OK.

When you set the value, a check mark and a floppy disk appear next to the setting to

indicate the following:

e Floppy disk. Indicates that the setting’s value has been modified from its original state

from when the configuration was first created or loaded. To revert a setting to its

previous value, select the setting from the list, then select Revert “<Setting Name>"
Setting from the Edit menu.

Tip: To revert all changes made during the current editing session, select Revert

ORACLE’
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e Check mark. Indicates that the setting has been defined — in other words, its value has
been explicitly set and the corresponding registry key will be created upon saving the
configuration. (Optional) To undefine a setting (i.e., to remove its registry key from the
configuration and let ESSO-UAM fall back to the default value), select the setting in the
list, then select Undefine “<Setting Name>" Setting from the Edit menu.

Tip: To undefine all settings in the existing configuration, select Undefine All
Settings from the Edit menu. To define all settings in the existing
configuration, select Define All Settings from the Edit menu.

4. Repeat step 3 for each additional setting you want to configure.
5. Save your configuration. From the File menu, select Save, then specify the path and file name
of the target .REG file and click Save.

Note: If you do not wish to include registry keys for undefined settings (i.e., settings that
remain at their default values because you have not explicitly defined values for
them), deselect the Registry File Generation = Include undefined settings option
under the Options menu before saving your configuration.

Save in; I@ Desktop j €| ? 5 [~

My Documentks

) System

- My Mebwork Places

ESSO-LM

Oracle ES30-UAM_11.1.1.5.0_121

File name: uarn config MEW reqg j Save

Saveastype:  |Registry Files [“reg) = Cancel |
A
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Configuring ESSO-UAM Settings on a Per-User Basis
If you want to configure ESSO-UAM settings a per-user basis, do the following:

1. From the Edit menu, select Add Per-User Admin Settings.
2. Read the prompt that appears and click OK.

esso-uaM x|

You will now be prompted to choose a user For whom ko define Per-User Admin Setkings.

! ¥ou must define at leask one setting For the new section to be saved, To later remove a
Per-User Admin Settings section, undefine all of their settings and save the configuration,
Warning: Per-User Admin Settings do not apply bo domain users in Enterprise Client Mode.

O I Zancel

3. Inthe “Select User” dialog, select the desired user and click OK.

Select thiz object ppe:

ILlser Object Types...

Fram thig lacation:
ISSDL.-‘-‘«BKF' Locations. ..

Enter the object name to select [examples):
S50 LARXP A drniniztratar Check Mames

it

Advanced... | k. | Canicel

4. In the confirmation prompt that appears, click OK.

esso-uam x|

1 J Mew Per-User Admin Settings section added For "SSOLAERP&dministratar”,

5. Inthe settings list, navigate to the newly created per-user settings group and complete their
configuration by following steps 3-7 in Creating or Modifying a Configuration.
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Configuring the ESSO-UAM Service Account

The ESSO-UAM Configuration Editor allows you to specify or modify the service account used by
ESSO-UAM’s authentication service to write and read data to and from its repository, as described
in Overview of the ESSO-UAM Command-Line Configuration Tool.

Note: Before starting this procedure, ensure that you have satisfied the prerequisites described
in Prerequisites for Using the Command-Line Configuration Tool.

1. From the Tools menu, select Deployment = Configure Authentication Service.
2. Inthe “Configure Authentication Service” dialog, select or specify the desired ESSO-UAM Service
Account, provide its password, and click OK.

E: Configure Authentication Service O] x|

—Authentication Service Aocounk

To enable synchronization, service musk run as a previoush-configured UAM Service Account, Account
will be added to the local Administrators group and granted the local Log On As Service privilege.

" Local System

% Lser Account: I SSOLAEBKP Adrministrator Browse. .. |

Passwiord: I ITTTITTITIIY]

Confirm password: I TITITIIY

Cancel |

3. Inthe confirmation prompt that appears, click OK.

Esso-ua x|

\lj) Aukthentication service successfully configured and restarted.
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Synchronizing ESSO-UAM Data for a Specific User

To force ESSO-UAM to synchronize user data for a specific user, do the following:

1. From the Tools menu, select Deployment = Synchronize User Data.
2. Read the prompt that appears and click OK.

x|

L
. | J Yau will now be prompred ko choose a user Far wham user palicy and credentials will be synchronized.

3. Inthe “Select User” dialog, select the desired user and click OK.

Select thiz object pe:

ILlser Object Types. ..

Fram thiz lacation:
ISSDL&BHF‘ Locations. ..

Enter the object name to select [examples]:
SS0LABRXPYdminiztrator Check Mames

it

Advanced... | (] 4 | Cancel

4. In the confirmation prompt that appears, click OK.

. | J Synchronization of user policy and credentials completed Far SSOLAERP Administr akar,
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Auditing ESSO-UAM Settings Policy for a Specific User

To audit the ESSO-UAM settings policy for a specific user, do the following:

Tip: If you want the ESSO-UAM Configuration Editor to display the report immediately upon its
generation, select Display Report After Generation from the Tools = Options = Report
File Generation menu.

1. From the Tools menu, select Reports = Generate User Policy Report.
2. Read the prompt that appears and click OK.

esso-ua x|

L
" | J You will now be prompted to provide a karget username and oukput filename For this repart,

3. Inthe “Select User” dialog, select the desired user and click OK.

selectuser 2 x|

Select thiz object pe:

ILlser Dbject Types...

Fram thig location:
ISSDL&BXF’ Locations. .

Enter the object name to zelect [examples]:
550 LARRP A dninistratar Check Mames

i

Advanced... | ] | Cancel
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4. Inthe “Save As” dialog, specify the desired path and file name for the report and click OK.

Save Repork As

Save in: I@ Desktop j O £

2%

My Documenks
'j Syskem
» My Mebwork Places
ESS0-LM
Cracle ESS0-UAM_11.1.1.5.0_121
E] am_report_palicy, bxk

ty Docurments

wr

File name: .- I

L Lo

Save as type: I Test Files [t

Save

5. In the confirmation prompt that appears, click OK.

o
Ll ) Report saved bo CiDocuments and SettingstAadministrator Deskkopiuam_report_paolicy, Exk,

| Save |
Cancel |
v

R

Note: If you have configured ESSO-UAM Configuration Editor to display the report upon
successful generation, the report opens in the machine’s default text file editor.
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