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Audience

Preface

Oracle Fusion Middleware Configuration Guide for Oracle Enterprise Repository provides
the information needed to configure various Oracle Enterprise Repository features to
support your Governance initiative.

This guide covers the basic configuration information such as setting up departments,
users, projects, roles, basic access settings, etc. It also covers more advanced topics
such as configuring Oracle Enterprise Repository for external authorization, setting up
advanced role-based access controls, configuring Oracle Enterprise Repository to
harvest from design-time and runtime environments, tailoring Oracle Enterprise
Repository's automated workflows and notifications, configuring Oracle Enterprise
Repository to exchange metadata with the Oracle Service Registry, Prescriptive Reuse,
assets in Progress, Automated Usage Detection, and Policy Management.

In addition, this guide provides an overview of all Oracle Enterprise Repository
system settings, and a workbook that allows you to record the settings that are used by
your organization.

This document is intended for individuals who are running the Governance initiative.
These are the individuals who will determine the Governance practices and map those
practices to the features offered in Oracle Enterprise Repository.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible to all users, including users that are disabled. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Accessibility standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For more information, visit the Oracle Accessibility
Program Web site at http://www.oracle.com/accessibility/.

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, some screen readers may not always read a line of text
that consists solely of a bracket or brace.
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Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/support/contact.html or visit
http://www.oracle.com/accessibility/support.html if you are hearing
impaired.

Related Documents

For more information, see the following documents in the Oracle Enterprise
Repository 11g Release 1 (11.1.1) documentation set:

»  Oracle Fusion Middleware Installation Guide for Oracle Enterprise Repository
»  Oracle Fusion Middleware Upgrade Guide for Oracle Enterprise Repository

»  Oracle Fusion Middleware User Guide for Oracle Enterprise Repository

»  Oracle Fusion Middleware Integration Guide for Oracle Enterprise Repository
»  Oracle Fusion Middleware Quick Start Guide for Oracle Enterprise Repository
»  Oracle Fusion Middleware Release Notes for Microsoft Windows (32-Bit)

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Basic Configuration

This chapter provides an overview of the basic configurations required to use Oracle
Enterprise Repository.

This chapter contains the following sections:
s Section 1.1, "Overview"

= Section 1.2, "Departments"

s Section 1.3, "Users"

= Section 1.4, "Projects"

s Section 1.5, "Roles"

= Section 1.6, "Access Settings"

s Section 1.7, "Sessions"

1.1 Overview

In Oracle Enterprise Repository, all users are assigned roles. Roles define the Oracle
Enterprise Repository functionality that can be exercised by each user. In order for a
user to access any files associated with assets in Oracle Enterprise Repository, the user
must be assigned to a project.

Projects are the primary means of gathering metrics in Oracle Enterprise Repository.
Oracle Enterprise Repository tracks assets produced by projects, as well as assets
consumed by projects. Oracle Enterprise Repository users are assigned to projects, and
when a user submits a new asset, they are prompted for producing the project.
Similarly, when a user wants to reuse an asset, they are prompted for the project on
which the asset is reused. Both Users and Projects are assigned to Departments. This is
convenient from a reporting standpoint, as organizations can then track the
production and consumption of reusable assets to a specific department.

Figure 1-1 describes the relationships between Users, Roles, Projects, Assets, and
Departments.
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Figure 1-1 Relationship Diagram
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1.2 Departments

You need to set up or create departments before creating users and projects. This
section contains the following topics:

= Section 1.2.1, "Creating a New Department"

= Section 1.2.2, "Editing Department Information"

1.2.1 Creating a New Department

To create a new department, perform the following steps in the Oracle Enterprise
Repository Admin screen:

1. In the left panel, click Departments.
2. Click Create New. The Create New Department dialog is displayed.

3. Enter the appropriate information in each of the text boxes.

Figure 1-2 Create New Department Dialog
Create New Department

] E—

Description:

(Max 4000 Characters)

#Denotes required field

Save | Cancel |

4. When finished, click Save.

1.2.2 Editing Department Information

To edit a department information, perform the following steps in the Oracle Enterprise
Repository Admin screen:

1. In the left panel, click Departments.
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1.3 Users

2. Click List All, or search for a particular department.

3. Select the department to be edited from the list in the right panel. The
department's detail is displayed.

4. Click Edit in the department detail. The Edit Department dialog is displayed.
5. Update the text boxes as required.
6. When finished, click Save.

This section describes the following topics:

m  Section 1.3.1, "Creating a New User"

= Section 1.3.2, "Viewing User Information"
m Section 1.3.3, "User Search"

= Section 1.3.4, "Cloning a User"

= Section 1.3.5, "Editing User Information"

1.3.1 Creating a New User

This procedure is performed on the Oracle Enterprise Repository Admin screen.

1. In the left panel, click Users.

2. Click Create New in the Users section. The Create New User dialog is displayed.

3. Enter the appropriate information in each of the text boxes in the Overview
section, as shown in Figure 1-3.

Figure 1-3 Overview Section

Username®: [

First Name: |
Middle Name:

Last Name®*: |
Email *:
Phone:

Status: I Active - I

Password*: |

I Must change password on next login

|_ FPaszzword never expires

4. Select Active in the Status list.

5. In the Roles section, assign roles to the new user by using the >> and << buttons to

move items from the Available Roles column to the Selected Roles column, as
shown in Figure 1—4. (The User role is the default role for all new users.)

Basic Configuration
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Figure 1-4 Roles Section
rotes |

Awvailable Roles Selected Roles

accessAdministratar ;I
admin

|
advancedSubrmitter LI
A |

businessAnalyst
projectidministrator All 3>
projectarchitect

registrar All <<
reqistrarAdministrator —I

systemAdministrator

= | <

6. In the Departments section, assign the new user to departments by using the >>
and << buttons to move items from the Available Departments column to the
Selected Departments column, as shown in Figure 1-5.

Figure 1-5 Departments Section

Available Departments Selected Departments
Default Department =] LI =]
«
Al ry |
All << |
= [ /|

*Denotes required field

Sawve | Cancel |

7. When finished, click Save.

1.3.2 Viewing User Information

This procedure is performed on the Oracle Enterprise Repository Admin screen.
1. In the Users section, use Search or List All to locate the user(s) to be viewed.

The list of users is displayed in the main pane, as shown in Figure 1-6.

1-4 Oracle Fusion Middleware Configuration Guide for Oracle Enterprise Repository



Users

Figure 1-6 List of Users

User Name Display Name
admin Admin, Repasitary
Scot Tiger, Scott Active
User: admin \“) \9 \?) \‘:)

| View Amﬁ] [r Clona _] [r Edit ]

UserName: admin accessAdministrator
First Mame: Repository adrin
mMiddle Name: projectadministrator
Last Mame: Admin registrarddrinistratar
Email: admin@example.com sypstemadministrator
Phone: z16-361-4000 user

Status: Active Departments
Thiz user doas not belang to any departrnants

Cornrnon Projeck
QER

2. Select a user from the list. The user's information is displayed in the lower pane.

3. Click the third button from left in Figure 1-6 to expand the User detail to fill the
main pane.

4. Click the first button in Figure 1-6 to switch to the tabbed view of the User detail.

Figure 1-7 User Details Page

User: admin \E_D'\d)'\;)'@

[ > View Access | [ » Clone | | > Edit |

Usertame: adrmin
First Mame: Repository
Middle Name:
Last Mame: Admin
Email: admin@example.com
Phone: 216-361-4000
Status: Active

5. Click the first button in Figure 1-7 to switch back to the standard view of the User
detail.

6. Click the second and third button in Figure 1-7 to scroll through the list of users.

1.3.3 User Search

This procedure is performed on the Oracle Enterprise Repository Admin screen.
1. Enter appropriate text in the Name text box.
2. Use the Department, Role, and Status lists as appropriate to narrow the search.

3. Click the Search button. Search results appear in the list in the upper frame of the
main pane.
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1.3.4 Cloning a User

Cloning a user provides an easy way for administrators to quickly duplicate user
accounts.

This procedure is performed on the Oracle Enterprise Repository Admin screen.
1. In the Users section, use Search or List All to locate the user to be cloned.
2. C(lick the Clone button in the user detail.

The Clone User dialog is displayed. The Overview section is blank, but
information in the Roles and Departments sections duplicates that of the cloned
user.

3. Enter the appropriate information in each of the text boxes in the Overview
section.

4. If necessary, edit the information in the in the Roles and Departments sections by
using the >> and << buttons to move items between the Available and Selected
columns.

5. When finished, click Save.

1.3.5 Editing User Information

This procedure is performed on the Oracle Enterprise Repository Admin screen.

1. In the Users section, use Search or List All to locate the user(s) to be edited. The list
of users opens in the main pane.

2. Select a user from the list. The user's information is displayed in the lower pane.

3. (Click the Edit button in the user detail. The Edit User dialog is displayed (same
form as the Create New User and Clone User dialogs).

4. Make changes as necessary in the Overview, Roles, and Departments sections.

5. When finished, click Save.

1.4 Projects

Projects are the primary means of gathering metrics in Oracle Enterprise Repository.
Oracle Enterprise Repository tracks assets produced by projects, as well as assets
consumed by projects. Oracle Enterprise Repository users are assigned to projects, and
when a user submits a new asset, they are prompted for the producing project.
Likewise, when a user wants to reuse an asset, they are prompted for the project on
which the asset is reused. This allows Oracle Enterprise Repository to generate reports
on the reuse savings per project. It also allows Oracle Enterprise Repository to report
on the savings generated by asset production teams. Projects are also hierarchical,
which allows organizations to, for example, establish a program that may spawn
many projects.

Projects are also a channel for governance practices. Oracle Enterprise Repository
Compliance Templates (usually taking the form of Architecture Blueprints or Project
Profiles) can be applied to projects (see Oracle Enterprise Repository Compliance
Templates Guide for additional details).

The Oracle Enterprise Repository Projects page provides access to tools for creating
and managing projects.

»s  Section 1.4.1, "Viewing Project Details"
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= Section 1.4.2, "Creating a Project"

= Section 1.4.3, "Editing a Project"

»  Section 1.4.4, "Reassigning Users/Usage"
= Section 1.4.5, "Locating a Project”

= Section 1.4.6, "Closing a Project”

= Section 1.4.7, "Adding a Relationship to a Project”

1.4.1 Viewing Project Details
Project information may be displayed as a series of portlets or tabs:
Overview
Includes a project Description, and indicates the assigned Department, Start Date,

Estimated Hours, and project Status.

Compliance Templates
Displays the Compliance Template(s) assigned to the project.

Figure 1-8 Compliance Templates Tab

Priject: example Smith, Joe - Hyf'rojeet BDORE

Consumed Assets
Lists any assets used in (or under consideration for use in) the project.

Figure 1-9 Consumed Assets Tab

Consumed Assct: L

Asset Reported Asset ¥alue (hours)
Sample Endpoint - Account Detail Producion Instance (17 ~ 89
Sample Interface - Account Detail Interface (17 i @
Test Application ” @
* Resultz have not been reviewed by project lead

Click the Zoom icon next to any listed asset to display its Reported Asset Value.
s Project members can view the Asset Usage Detail.

= Project leaders can view/edit the Reported Asset Value.
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Figure 1-10 Reported Asset Value of Asset

Reported Asset Value of Asset: Sample Endpoint - Account Detail Production Instance to the Project: Common Project

ble far accurate of the haurs saved by reusing assats on their prajects. The Project Lead may selact the Predicted
Value or Consumar Valua, or anter & new valua to daterming

Reported Asset Value to the Project. Uze the radio buttons to relect the sppropriste value.
Predicted ¥alue - This value is provided by the asset Producer. It represents the total hours the Producer snpects the Consumer to save,
Conswmer ¥adue = Thiz value it provided by the Consumer, It reprazents the actual time savings declared by the Conzumer.
Preject Lead Yalue - This value iz provided by the Preject Lead. The Prejact Lead can enter & differant value £ ovarride all other values,

Fejected instances of use will not be included in Breakdewn by Usage Type and Total Asset Value.

Instances of Use Predicted Value Consumer Yalue Project Lead Yakue Reported Asset Value to Project
, Date Status His Saved Hrs Saved  Usage Type? Waluable?  Hrs Saved Usage Type Usage Type  Hrs Saved Source
* Admin, Repotsitory 2008-06-15 IN PROCESS | () 0.0 | - - Ch [Unspecified =] Unspadfied 0.0 prodicta

1]
Total Asset Walue (hrs)
| Breskdown by Usage Type
Reference 0
| Black Box 0
| White Box 0
| Integuation 0
| Unspecified 0

* - Rasults have not baan reviewad by project laad

Seve | Cancel

Reported Asset Value represents the hours saved by reusing assets on their projects.
This value is derived from either the Predicted Value, Consumer Value, or a
completely new value determined by the project leader. Only the project leader can set
this value.

Produced Assets
Lists any assets produced by the project.

Figure 1-11 Produced Assets Tab

Asset
Asset Application
Test Application

Users

Lists all users associated with the project, as well as each user's role on the project
(leader/members). Project leaders have the ability to assign a Reported Asset Value
value to assets consumed by the project.

Figure 1-12 Users Tab

b Reassign Usars / Usaga

User
Adrnin, Repositary (Project Leader)
Tiger, Scott

Related Projects

When enabled, lists any related projects, and defines the relationships in parent/child
terms.

1.4.2 Creating a Project

This procedure is performed in the Projects screen.

1. In the left panel, click Create New. The Create New Project dialog is displayed.
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Figure 1-13 Create New Project

Create New Project

Overview

Name *: ||

Description:

[Max 4000 Characters)

Estimated Development Hours: ID

StartDate™ |on0g-03-19 i

Cepaitiiisntiy ISeIedDepartment j |

Status: IOF'TL,

Automatically assign to new users? O

Project Leaders* Project Members
Related Projects > Edit|
e project

*Denotes required field

Save | Cancel |

2. Enter the appropriate information in the Name, Description, and Estimated
Development Hours text boxes.

3. Click the ... button to open the calendar to select a Start Date.
4. Select a department from the Department list.

5. Select the appropriate status in the Status list. There are two options that you can
select from - Open and Closed. An Open status indicates that the project is still
open for changes. A Closed status would mean that the project is closed and is not
open for changes.

6. If necessary, select Automatically Assign New Users.

7. Click Edit in the Users section. The Add/Remove Users dialog is displayed, as
shown in Figure 1-14.
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Figure 1-14 Add/Remove Users Dialog

Edit Project:

Find a User

Mame Department
| All Departments =l | IV e inachve msers
Search |
[ > List All Usars
Search Results Project Leaders
= » | =
£ |
All >>
All <<
=
Selected Users
» | =
L4 4 |
Al 3>
All <<
=

OK | Cancel |

8. Use Search or List All Users to display a list of users in the Search Results section.
Use the Department list to filter search results.

9. Use the >> and << icons to move users between the Search Results, Project
Leaders, and Selected Users sections.

10. Click OK. The assigned Project Leaders and Project Members appear in the Users
section of the Create New Project dialog is displayed.

Figure 1-15 User Dialog

> Reassign Usars / usayo“

User
Adrin, Repositary (Project Leader)
Tiger, Scott [Project Leader]

11. Click Save. The Create New Project dialog closes, and the new project detail
appears on the Projects page.
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Figure 1-16 Overview Tab

Test Project

Description:

Department: Default Departrment
Start Date: 2008-09-19
Estimated Hours: 0

Status: Cpen

1.4.3 Editing a Project
This procedure is performed in the Projects page.

1. Use Search or other means to locate the project to be edited.

2. Click Edit in the project detail.

3. Edit the project information as necessary. (See Section 1.4.2, "Creating a Project”).

1.4.4 Reassigning Users/Usage
This procedure is performed in the Projects page.

1. Select the Users tab.

Figure 1-17 Users Tab

| » Reassign Usars / usage.

User
Admin, Repository (Project Leader)

Tiger, Scott

2. Click Reassign Users/Usage. The Reassign dialog is displayed.
3. Use the options to select the appropriate action.

4. Click Choose a New Project. The Search for a Project dialog is displayed.

Figure 1-18 Search for a Project

Search for a project

Hame Dopartmant Status

| | Al Departments (v | Anstatus [v]

List All Projects

Use Search or List All Projects to display a list of projects.

Select the project to which the users and/or usages are to be reassigned.
Click OK.

©® N o o

Click Next. The Select users you wish to reassign dialog is displayed.
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Figure 1-19 Reassign Users

3 httpediuschquapda. flashline. com:BOB0 - Fdit . Mazilia Firefox

Reassign Usars

Select weers) you wish to resssign:

Saarch Ammults _ Massignas Prooct Lasdars
Amin, Repositary (Project Leades| ==

Humingn o3 Propect Mambars

[ Back | [ Mext | [ Cancel

Dore

9. Use the >> and << icons to reassign users as Project Leaders and/or Project
Members.

10. Click Next. A confirmation message appears.

11. Click Done.

1.4.5 Locating a Project

This procedure is performed on the Projects page.
1. Enter a keyword or search term in the Name text box.
2. Use the Department and Status lists as necessary to filter the search.

3. Click Search. Search results are listed in the main pane.

1.4.6 Closing a Project

This procedure is performed on the Projects page.
1. Select the project to be closed. The project detail is displayed in the bottom frame.
2. Click Edit. The Edit Project dialog is displayed.

3. Select Closed from the Status list in the Overview section of the Edit Project
dialog, as shown in Figure 1-20.
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Figure 1-20 Edit Project Dialog

Edit Project: projectTest?

IR —— =
consencets [vsopen A=
satwe [iod [v]
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O R
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4. Click Save. If the project has consumed assets, the Update Usage Status dialog is
displayed, as shown in Figure 1-21. The consumed assets are listed in this dialog,
each with a Status list.

Figure 1-21 Update Status

Update Status

You racantly usad Sample = - Ct ial Card hari System to evaluate it
for use in exampbe Smith, Joe - MyProject. Your feedback is an essential resource to other
developers who may wish to use this asset in the future, Flease update the usage status of this
asset below:

Status: | Slill evaluating v | Update

5. Update the status of each consumed asset as necessary.

Note: Depending on the specific role and permissions assigned to
the project leader, certain assets consumed by the project does not
appear in the list. If this is the case, an ATTENTION message appears
in the Update Usage Status dialog. Be advised: Only the project
members listed below the ATTENTION message can reject the asset.
Otherwise, clicking OK in the Update Usage Status dialog sets the
status of any hidden assets to Deployed.

6. When the Update Usage Status pop-closes the view returns to the Edit Project
dialog.

7. Click Save. The project is closed.

1.4.7 Adding a Relationship to a Project

The Project Relationships feature enables you to map the relationships between
projects on a parent/child basis.

This procedure is performed on the Projects page.

1. Click List All on the Projects page, as shown in Figure 1-22.
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3.

Figure 1-22 Projects Page

Projects

Create New
List All

Name
| |
Department

All Departments IV_J [I]

Status
All Status ||

A list of projects appears in the top section of the main pane, as shown in
Figure 1-23.

Figure 1-23 List of Projects

2. Select the project to be edited. The Project Detail pane is displayed in the bottom

section of the main pane, as shown in Figure 1-24.

Figure 1-24 Project Detail Pane

Froject: ProjectTestProject3

ProjectTestProject3

neriptianz
ProjectTestProjact

DegiaiTay Dusiest] Opan
Applied Compliance Templatas

Farent Projects  Status ‘

No compliance temolates currantly asplied to child Projects Status
thiz project kT A

DrolenTestusiens

Open

Nia azaets curantly sssigand 3 thiz aroject

Click Edit in the Project Detail pane. The Edit Project dialog is displayed, as shown
in Figure 1-25.
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Figure 1-25 Edit Project Dialog

Edit Project: exampla Smith, Jae - MyProject

Mama®t rpale Smih Jou - MyPicil

Descrigtion: Sjagr SnZinnd prosuch: asaspie S=ish, oee -
MyPrejec:

(Max 2260 Charaten)
Estissatid Bovalomint Hourst
Start Date*t GoG70515 =
Department®s £ 0t omant w =]
....... S oo
Autamsatically sssign te new usars? [

felated Projects [wran |

T chid Projects
Hiema ey requered ikl

4. Click Edit in the Related Projects section of the Edit Projects dialog. The
Add/Remove Projects dialog is displayed, as shown in Figure 1-26.

Figure 1-26 Add / Remove Projects

Hame Satue
All Dapar tmants ] All Stakw
Search )
= s Al Bragecs |
Mvailable Profects  Sarwnt® rojucts
=
[ |
LAl
Ol Projects
=
=
Lanss |
LAlce)
[0k | [ Gancel |
Dane

5. Click List All Projects. A list appears in the Available Projects window.

6. Select the project to be added and use the >> icon to move it to either the Parent
Projects or the Child Projects category window, as appropriate. The project
appears in the selected window.

7. Click OK to close the Add/Remove Projects dialog. The new project relationship
appears in the appropriate list in the Related Projects section of the Edit Project
dialog, as shown in Figure 1-27.
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Figure 1-27 Related Projects Section

Related Projects

Parent Projects
Example Project

8. Click OK to close the Edit Project dialog. The new project relationship appears in
the Related Projects section of the Asset Detail, as shown in Figure 1-28.

Figure 1-28 Related Projects Section

Related Projects

Parent Projects Status
Example Project Open

Child Projects Status
Project 1a Open

Project relationship are also displayed in the Oracle Enterprise Repository
Navigator.

1.5 Roles

Clicking the Roles link in the Oracle Enterprise Repository menu bar allows
administrators to set up roles for an organization's various functions. Oracle
Enterprise Repository access settings are established for each role, and each user is
assigned a specific role based on his/her function within the organization.

Users assigned the admin role have unlimited access to all Oracle Enterprise
Repository functions. By default, in either a new installation or a migration from a
previous version, the user account identified as admin is assigned the admin role in
order to facilitate initial installation and configuration. It is highly recommended that
you limit the assignment of admin privileges to the original Oracle Enterprise
Repository* user account and no more than one additional account. The various
default roles established in Oracle Enterprise Repository offer a variety of privileges to
satisfy the functions and responsibilities for any and all Oracle Enterprise Repository
users. These roles may be customized to suit the particular needs of your organization.

= Section 1.5.1, "User Role Descriptions"
= Section 1.5.2, "Creating a New Role"

= Section 1.5.3, "Editing a Role"

= Section 1.5.4, "Deleting a Role"

1.5.1 User Role Descriptions

The various default roles shipped with Oracle Enterprise Repository are listed below.
Users with access to the Admin tab can change role names to suit organizational
needs. The permissions granted to these roles can be changed in the Access Settings
section.

» User
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Anyone with an Oracle Enterprise Repository user name and password is
considered to be a user. This role can be assigned as the default role for any new
users at the time the user is created. All Oracle Enterprise Repository users can:

- View news about the company's reuse initiatives
— Locate, evaluate, and use/download assets

— View projects

- Generate reports

— Submit assets to the registrar

Access Administrator

The access administrator creates all Oracle Enterprise Repository users, and
assigns permissions to them. The access administrator must be familiar with the
functions of the Admin Tab. Typically, access administrators can:

— Create, view, and edit users and permissions
- Generate reports
Advance Submitter

The advanced submitter role is typically assigned to asset builders and harvesters.
Asset builders focus on building the asset content base. They respond to
organization-wide asset needs as well as individual project needs. Harvesters
study post-implementation projects for asset reuse potential. Typically, advanced
submitters can:

— Locate, evaluate, and use/download assets

— View projects

- Generate reports

— Submit assets to the registrar

— Edit asset metadata prior to asset registration
Registrar

The registrar is responsible for the acceptance or rejection of any asset. There may
be more than one person functioning as a repository registrar, depending on the
functions addressed. Typically, registrars can::

— Locate, evaluate, and use/download assets

— View projects

- Generate reports

— Submit assets to the registrar

— Edit asset metadata prior to asset registration
—  Accept assets for the registration process

- Approve tabs

- Register assets

- Edit access settings

Registrar Administrator

The registrar administrator is able to establish Types within Oracle Enterprise
Repository, using the Type Manager. Typically, registrar administrators can:
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— Locate, evaluate, and use/download assets
— View projects
- Generate reports
— Submit assets to the registrar
— Edit asset metadata prior to asset registration
—  Accept assets for the registration process
- Approve tabs
- Register assets
- Edit access settings
— Edit Artifact Stores and Types
s Project Administrator

Oracle Enterprise Repository tracks asset use at the project level in order to
maintain a history for maintenance purposes. Project administrators create
projects and assign users to projects using the Projects tab. Project administrators
can close projects, indicate which assets were deployed, review, validate, and
optionally override the predicted and consumer-reported value of assets used in a
project through the project-reported asset value user interface. Typically, project
administrators can:

— Create, edit, and View projects
- Generate reports
= System Administrator

The system administrator configures Oracle Enterprise Repository for use,
including, possibly, installation as well as the post-installation configurations. The
system administrator typically can:

— Enable and edit system settings
- Generate reports

(The system administrator role should not be assigned to general users.)

1.5.2 Creating a New Role

This procedure is performed on the Oracle Enterprise Repository Admin screen.

1. In the left panel, click Roles. The Roles section is displayed, as shown in
Figure 1-29.
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2.

Click Create New. The Create New Role dialog is displayed, as shown in
Figure 1-30.

Figure 1-30 Create New Role Dialog
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3. In Figure 1-30, enter a role name and description in the text fields in the Overview
section.

4. If necessary, select the Automatically assign to new users? box.

5.

Click the Edit Users in the Users section. The Add New Users dialog is displayed,
as shown in Figure 1-31.

Figure 1-31 Add New Users Dialog
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6. Use Search or click List All to locate users.

7. Use the >> and << buttons to move users between the Available Users and
Selected Users columns.
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8. When finished, click Save.

To add access settings to the role, see Section 1.6.1, "Granting Permissions to a Role".

1.5.3 Editing a Role

This procedure is performed on the Oracle Enterprise Repository Admin screen.

1. Inthe left panel, click Roles. A list of roles is displayed in the main pane, as shown
in Figure 1-32.

Figure 1-32 List of Roles
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2. Use Search or browse the list to locate the Role to be edited.

3. Click the role to display its information in the lower pane.

4. Click the Edit button in the role detail (bottom frame). The Edit Role dialog is
displayed, as shown in Figure 1-33.

Figure 1-33 Edit Role: User Dialog
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5. When finished, click Save.

1.5.4 Deleting a Role

This procedure is performed on the Oracle Enterprise Repository Admin screen.

(Requires the Delete permission. See Access Settings.)
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In the left panel, click Roles. A list of roles is displayed in the main pane.
Use Search or browse the list to locate the role to be deleted.
Option 1:

s In the list in the upper frame, place a check in the box next to each role to be
deleted.

s Click Delete.
Option 2:

= Select the role in the list in the upper pane to display its information in the
lower pane.

n  Click the Delete button in the role detail (lower frame).

Click OK in the delete confirmation.

Note: Deleted roles no longer appear in Access Settings.

1.6 Access Settings

Access Settings allow the administrator to assign permissions to each role. Access
settings identify the functions and responsibilities of a role, and determine each role's
level of access to assets and asset management features in Oracle Enterprise
Repository.

System safeguards prevent an administrator from inadvertently modifying
permissions in such a way that would prevent his/her subsequent access to Access
Settings.

Basic Access Settings (BAS)

Control the access to assets in Oracle Enterprise Repository across the board,
based on the roles to which users are assigned. Access to Oracle Enterprise
Repository tools, such as the Asset Editor or the Type Manager, is similarly
controlled. Basic Access Settings establish access across the system. For example,
permission to view assets applies to all assets; as does permission to
Use/Download assets.

Custom Access Settings (CAS)

Establish Advanced Role-based Access Control to restrict access to specific assets
or groups of assets in Oracle Enterprise Repository to specific user roles.

Section 1.6.1, "Granting Permissions to a Role"
Section 1.6.2, "Editing Permissions"
Section 1.6.3, "Verifying User Permissions"

Section 1.6.4, "Security Considerations"

1.6.1 Granting Permissions to a Role

This procedure is performed on the Oracle Enterprise Repository Admin screen.

1.
2.

In the left panel, click Basic Access Settings.

Select the appropriate grouping from the list in the Basic Access Settings section.
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Figure 1-34 Basic Access Settings
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The selected grouping's access settings are displayed in the main pane.

Figure 1-35 Set Permissions
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3. Click the Edit button (upper right corner of the main pane.) The Edit Basic Access
Settings for:... dialog is displayed.

Figure 1-36 Set Permissions
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Roles are listed on the left; Permissions are listed along the top.

4. Select the appropriate option to determine which roles are displayed.

Figure 1-37 Set Permissions
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5. Select the role to which permissions are to be granted.

6. Use the check boxes to assign the appropriate permission.
s One click on an empty box adds a check mark (Granted)
s A second click adds an X (Denied).
= A third click clears the box (Not Granted).

7. When finished, click Save.

1.6.2 Editing Permissions

See: Section 1.6.1, "Granting Permissions to a Role"

1.6.3 Verifying User Permissions
This procedure is performed on the Oracle Enterprise Repository Admin screen.
1. In the left panel, click Basic Access Settings.
2. Select the appropriate grouping from the list in the Basic Access Settings section.
The selected grouping's access settings are displayed in the main pane.
3. Click the View Access button (upper right corner of the main pane). A message

dialog is displayed.

Figure 1-38 View Access for Basic Access Settings for Assets
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4. Click Configure. The Search / Filter Users and Access Settings dialog is displayed.

Figure 1-39 Search / Filter Users and Access Settings
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5. Use Search or click List All in the Find Users section to locate the user(s) whose
permissions are to be verified.
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6. Use the >> button to move user(s) from the Available Users column to the Selected
Users column.

7. Click OK. The selected user's access settings are displayed.

Figure 1-40 User Access Settings
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8. If multiple users are selected, clicking the > icon next to a user's name displays
information specific to that user.

9. When finished, click Close.

1.6.4 Security Considerations

Role-based Access Control (RBAC) allows Oracle Enterprise Repository to track asset
usage and production on a by-user basis and personalizes the presentation of assets,
limiting visibility to designated portions of Oracle Enterprise Repository. However,
Role-based Access Control is not intended to provide security for asset metadata, nor
is it intended to supplement the security of underlying asset repositories.

Oracle Enterprise Repository access settings provide no additional security for
otherwise unsecured assets or data. For maximum security, asset metadata should be
managed in a manner that prevents access to the metadata via an unsecured
repository. Confidential information should be embedded in the asset's payload, or
attached as documentation files and hosted in a secure repository.

If you choose to circumvent an authentication and permission challenge from the
underlying asset repository, you do so at your own risk.

The following actions also have security implications:

= Configuring SCM systems for access via a single Oracle Enterprise Repository user
account

= Allowing system access by unapproved users
»  Creating guest account logins

-  Guest accounts are strictly forbidden under the Oracle Enterprise Repository
license.

Any of these actions has the potential to open the contents of Oracle Enterprise
Repository to anyone with network access to Oracle Enterprise Repository.

1.6.4.1 Access Setting and the Asset Editor

Depending on the Access Settings in use, users with access to the Asset Editor may be
able to see relationships to assets that are otherwise invisible to them in the registry. In
this situation, the name of the hidden asset is visible, as is the detail of the relationship
between that asset and an asset to which the users have access. No other information
on the hidden asset is visible in the Asset Editor. In this situation, it is possible to
delete the relationship between the visible and the hidden asset. However, given that
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the invisible asset is inaccessible to the users in question, the relationship cannot be
restored by those users.

1.6.4.2 Permissions
Permissions may be:

Granted (Permission is explicitly granted)
Denied (Permission is explicitly denied)

Not Granted (Permission is not explicitly granted nor denied.)

The table below identifies permissions that may be managed within Basic Access
Settings.

Access Definitions
Assets: Tools regulated: Oracle Enterprise Repository Asset screen, Asset Editor, Type

Manager.

Permission Description

View Assets may be viewed in Oracle Enterprise Repository.

Use Displays/enables the Use - Download button in Oracle Enterprise Repository.

Download Asset files may be downloaded. Provides visibility to file links after pressing the Use -
Download button.

Review Reviewing assets using Oracle Enterprise Repository.

Edit Editing assets in the Asset Editor.

Accept Accepting assets. This button, in the Asset Editor, moves assets from the Submitted --
Pending Review to the Submitted -- Under Review queue.

Approve Tabs Approving metadata for assets. This button is available at the bottom of each tab in
the Asset Editor display of each asset. Approving a tab logs the name of the approver
and the date in the metadata, moves the asset out of the Submitted - Under Review
queue for that tab, and changes the tab's text label to green.

Register Registering assets. This permission providers the user with the ability to register all

assets in the Asset Editor.

Edit Access Settings

Applicable only with Custom Access Settings. Provides the ability to assign Custom
Access Settings to assets and files.

Create/Submit Gives a user the ability to submit assets through or create new assets through the
Asset Editor.

Launch Asset Editor Gives a user the ability to open the Asset Editor tool. One must use this tool to edit
and register assets.

Edit Artifact Store Gives a user the ability to create and edit artifact stores (through the Asset Editor).

Edit Types Gives a user the ability to configure asset type/compliance template metadata.
Requires the Launch Asset Editor permission.

Notify Determines if the user is allowed to send an ad-hoc email to users.

Global Permissions

These are permissions that do not apply to individual assets and cannot be overridden
by custom access settings.

Access: Tools regulated: Oracle Enterprise Repository Admin screen: Users, Sessions,
Roles, Departments, File Stores, Basic Access Settings, Custom Access Settings
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Permission Description

View Viewing entries in the sections noted above.

Edit Editing entries in the sections noted above.

Create Creating users, roles, departments, file stores, and custom access settings.
Delete Deleting sessions, roles, and custom access settings.

Projects: Tools regulated: Oracle Enterprise Repository Projects screen

Permission Description

View Viewing projects on the Projects page.
Edit Editing projects on the Projects page.
Create Creating projects on the Projects page.
Apply Template Apply a compliance template to a project.

Policies: Tools regulated: Oracle Enterprise Repository Asset screen

Permission Description

Apply Polic Allows user to apply a policy to other assets.
pply y pply a policy

Reports: Tools regulated: Oracle Enterprise Repository Reports screen

Permission Description

View Viewing reports.

System Administration: Tools regulated: Oracle Enterprise Repository Admin screen:
System Settings, Email Templates.

Permission Description
Edit Ability to edit general, security, authentication, and file store settings.
Enable Ability to enable new general, security, authentication, and file store settings.

1.7 Sessions

Sessions allows the administrator to see which users are logged in to Oracle Enterprise
Repository and, if necessary, shut down a user session.

= Section 1.7.1, "Viewing Sessions"
= Section 1.7.2, "Deleting a Single Session"

= Section 1.7.3, "Deleting Multiple Session"

1.7.1 Viewing Sessions

This procedure is performed on the Oracle Enterprise Repository Admin screen.

1. In the left panel, click Sessions. A list of sessions is displayed in the main pane, as
shown in Figure 1-41.
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Figure 1-41 Sessions Pane
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1.7.2 Deleting a Single Session

1. Select the session to be deleted from the list in the main pane. The session's detail
opens in the bottom frame.

2. Click the Delete button in the session detail. A confirmation dialog is displayed.
3. Click OK. The session is deleted.

1.7.3 Deleting Multiple Session

1. In the list of session in the main pane, place a checkmark next to each session to be
deleted. (Place a checkmark in the check box at the top of the column to select all
listed sessions.)

2. Click the Delete button in the session detail. A confirmation dialog is displayed.
3. Click OK. The session is deleted.

(Requires the Delete permission. See Section 1.6, "Access Settings".)
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2

Customizing Oracle Enterprise Repository

This chapter provides information about customizing Oracle Enterprise Repository for
your organization.

This chapter contains the following sections:

s Section 2.1, "Overview"

= Section 2.2, "Rebranding Oracle Enterprise Repository"

= Section 2.3, "Role/Department-based Homepage Display"

»  Section 2.4, "Install Oracle Enterprise Repository Solution Packs"

2.1 Overview

Organizations can customize the look and feel of Oracle Enterprise Repository. The
Oracle Enterprise Repository color palette can be modified. In addition, the Oracle
Enterprise Repository home page can be customized by role or by department. This
allows organizations to promote governance and specific assets to a subset of Oracle
Enterprise Repository users.

You can access the Oracle Enterprise Repository homepage and customize it with the
your company logo and company specific information. This section contains the
following topics:

= Section 2.1.1, "Accessing the Oracle Enterprise Repository Home Page"

= Section 2.1.2, "Customizing the Oracle Enterprise Repository Home Page"

2.1.1 Accessing the Oracle Enterprise Repository Home Page

To access the Oracle Enterprise Repository home page, perform the following steps:

1. Log in to hitp://<host>:<port>/<oer_instance_name> where you have installed Oracle
Enterprise Repository. Alternatively, you can also log in to
http://<host>:<port>:/<oer-app-name>.

2. On the login screen, enter the appropriate information in the Username and
Password boxes.

Note: If your organization requires a user name and password each
time you log into Oracle Enterprise Repository, ensure that the Enable
Automatic Login box is unchecked.
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3. (lick Login. The Login Status dialog displays a welcome message that includes
the date and time of your login.

4. In the Login Stats dialog, click Close.
The Oracle Enterprise Repository home page is displayed.

2.1.2 Customizing the Oracle Enterprise Repository Home Page

To customize the Oracle Enterprise Repository home page with the your company
logo and company specific information, perform the following steps:

1. Log into the Oracle Enterprise Repository home page.

2, Set the cmee.enterprisetab.homepage setting to any Web site of your choice.
By default, this system setting is set to http://localhost:8080/aler/custom/home.jsp.

3. Alternatively, you can also create a Web page and add it to the Custom directory
in the Oracle Enterprise Repository installation. The Custom directory path
depends on the application server that Oracle Enterprise Repository is installed
on. For example, in Tomcat, the custom directory is located in
webapps/<app-name>/custom.

For more information about the Oracle Enterprise Repository home page, see Oracle
Fusion Middleware User Guide for Oracle Enterprise Repository.

2.2 Rebranding Oracle Enterprise Repository

This section describes how to rebrand Oracle Enterprise Repository and how to
customize skins in Oracle Enterprise Repository. It contains the following topics:

m  Section 2.2.1, "Start with CSS"

= Section 2.2.2, "Customizing Skins"

2.2.1 Start with CSS

Oracle Enterprise Repository uses CSS (cascading style sheets) that can be edited to
control colors and other visual aspects of the application. Oracle Enterprise Repository
is built on a mostly-neutral color palette and is branded around a single color. You can
edit the color and type faces from the CSS, as shown in Figure 2-1.

Figure 2—1 Cascading Style Sheets

Oracle Enterprise Repository

Oracle Enterprise Repository

Oracle Enterprise Repository ships with the following skins:

s Blue -- #0066CC

s Green - #669933

= Neutral -- #999999

Oracle Enterprise Repository ships with the Oracle skin as the default.
The skins also include these colors:

= White -- #FFFFFF
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s Grey - #EEEEEE

2.2.2 Customizing Skins

This section describes how you can customize the skin in Oracle Enterprise
Repository. It contains the following topics:

s Section 2.2.2.1, "Choosing a Skin"

»  Section 2.2.2.2, "Creating a Skin"

»  Section 2.2.2.3, "Images"

»  Section 2.2.2.4, "Activating Your Custom Skin"

= Section 2.2.2.5, "Installing a Oracle-supplied Custom Skin in Oracle Enterprise
Repository”

= Section 2.2.2.6, "Using the Directory Structure”

2.2.2.1 Choosing a Skin

Oracle Enterprise Repository ships with the Blue skin as the default, but you can
change the active skin. The file that controls the skin is the skin.properties file. If
you select the skin.properties file for the skin you want to use and restart the
server, then new color palette for the application is displayed.

2.2.2.2 Creating a Skin

If you want to create your own custom skin for Oracle Enterprise Repository, you
must create a new folder for the skin and add it to the skins folder. A good way to get
started is to copy an existing skin folder and rename it. Oracle has designed the
interface of Oracle Enterprise Repository around a single color. A recommended
best-practice is for a new skin’s color palette to be in a similar, mid-tonal range as the
default palettes shipped with Oracle Enterprise Repository.

To update the CSS with your new color, do a search and replace on the hex number of
the color you want to replace. For instance, if you copied the Blue skin, replace 0066CC
with the new color. Do this for the settings.css and style.css files. The
following CSS files are located in the /skins/blue/ directory:

= settings.css
= style.css
= tabs.css (ignore this file)

= tree.css (ignore this file)

2.2.2.3 Images

You can complete rebranding by updating the default images. The images are stored
in two different places, but the paths look the same. The bold folders are the only ones
you need to work with. As a best-practice, your new images should be the same size
(width and height) as the images they replace. The following images are located in the
/skins/blue/images/menu/ directory:

= smalllogo.gif (271 X 21)
= wave,jpg (306 X 31)

= bea.gif (68 X 51)

= logo.gif (414 X 28)
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menuLogo.jpg (423 X 54)
login_splash.jpg (338 X 508)

2.2.2.4 Activating Your Custom Skin

After completing the previous steps, you should have a custom skin that looks much
like one of default skins in the skins folder. The final step is to create a new
skin.properties file for your new skin. This is accomplished by copying and
editing an existing skin.properties file. There are two items in the properties file
that need to be edited: the name and the color values.

In the line skin.name. org=blue, replace blue with the name of the new skin.

Replace any hexadecimal color values with the values for the colors in the new
skin's palette.

Once these changes are made, the new skin is activated by restarting the server.

2.2.2.5 Installing a Oracle-supplied Custom Skin in Oracle Enterprise Repository
To install a Oracle-supplied Custom Skin:

1.
2.

Obtain the custom skin ZIP file from OTN.

Extract the contents of the ZIP file into a temporary directory. Be sure to retain the
directory paths for each of the files within the ZIP file.

Make a backup copy of the existing flashline
/WEB-INF/classes/skin.properties file.

Copy the new skin.properties file from the custom skin ZIP archive to the flashline
/WEB-INF/ classes directory.

Replace the existing flashline /WEB-INF/classes/skin.properties file with
new file.

Move the extracted custom skin directory containing the images and CSS files into
the flashline-web/skins directory. The skin.properties file points to this
directory to find the skin resources.

Restart the application server to apply the changes.

2.2.2.6 Using the Directory Structure

This section describes how to use the directory structure for creating skins. It contains
the following topics:

"Creating a New Skin"

"Using the Custom Tag Library"
"Using the Skintags Library Tags"
"CSS"

"Image"

Creating a New Skin
To create a new skin:

1.
2.

Create a your_skins_folder under /skins.

Change CSS and images as needed.
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3. [Edit the skins.properties file so the entry skins.org.name reflects your_skins_
folder.

4. Restart the application server.
You must follow the naming conventions as shown in the example below:

/skins/your_skins/folder/style.css
/skins/your_skins/folder/images/logo.gif
/skins/your_skins/folder/buttons/all_the_buttons
/skins/your_skins/folder/icons/the_other_icons

Using the Custom Tag Library

A skintags custom tag library is used to point CSS and image references to the proper
/skins folder. Currently, there are two skin tags: css and image. Existing JSPs have
been updated. Any new JSPs must use the skintags library.

Using the Skintags Library Tags
To use any of the skin tags, add the following to the JSP:

<%@ taglib uri="/skintags" prefix="skin" %>

(The prefix can be anything you like because it is a reference within the JSP only).

CsS
Tags for cascading style sheets resemble the following example:

<skin:css element='the_relative_path_ to_the_style_sheet'/>
To use it within a stylesheet:

<LINK HREF="" REL="stylesheet" TYPE="text/css">

Image
An image tag resembles the following example:

<skin:image element='the_relative_path_to_the_image'/>
The example below illustrates the use of an image tag within an HTML IMG tag:
<IMG SRC="" WIDTH="182" HEIGHT="32" BORDER="0" ALT="Geneva'">

(where the relative_path starts from the skin folder (as defined in the
skin.properties file.)

2.3 Role/Department-based Homepage Display

This feature displays a specific homepage based on user role or department
assignment. This section contains the following topic:

m  Section 2.3.1, "Installation"

2.3.1 Installation

You can customize the Oracle Enterprise Repository homepage by role or by
department. Perform the following steps:

1. Create a file named homepages.xml. See Example 2-1.

2. Add the homepages .xml file to the application classpath. The Oracle Enterprise
Repository application's WEB-INF/classes directory is recommended.
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3. Set the Homepage property cmee.enterprisetab.homepage to
http://SERVER/APP/custom/autoselect.jsp, where SERVER is the name of the server
and APP is the context name of the Oracle Enterprise Repository web application.

Homepage selection is defined by the contents of the homepages . xm1 file.

Example 2-1 Example homepages.xml File

The following provides an example of the contents of a homepages.xml file:

<~HomepageSelector>

<select criteria="roles">

<option value="Admin">http://www.oracle.com</option>
<option value="Architect">architect.jsp</option>
<option value="Developer">developer.jsp</option>
<option value="User">generaluser.jsp</option>
<defaultLocation>homepageDefault.jsp</defaultLocation>
</select>

</~HomepageSelector>

WO 00 ~J o Ul i W N

Note the following line numbers:
= Lines 2:
—  Sets the value for criteria. Valid values are
*  roles
*  departments
= Lines 3-6:

— The option value is indicated by the name of the role or department used for
selection.

- The node value is a relative path or absolute path to the page to which the
user is redirected. The path for a home page hosted on the Oracle Enterprise
Repository application server is relative to the custom/autoselect.jsp file. In
the above example, the architect.jsp file is also located in the custom directory.

- Order is important. Users with multiple roles or memberships in multiple
departments are directed to the first matching selection.

m Line7

- Identifies the default homepage for users who do not meet any of the selection
criteria.

2.4 Install Oracle Enterprise Repository Solution Packs

This section describes the install instructions for the base data pack and harvester
solution pack.

Base Data Pack

Base data pack is installed as part of the Oracle Enterprise Repository database
installation. The Base data is not available by any other method. It is not delivered
during any upgrades from one version of Oracle Enterprise Repository to the next.

The asset types delivered as part of Base Data are largely considered templates. The
creation of a new asset type originates by cloning something that already exists. It is
recommended that two best practices are applied to these asset types.
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1. The base data asset types must not be deleted until at least one asset type is
created, which is specific to the new Oracle Enterprise Repository application.

2. If enhancements are desired to a base asset type, it is recommended to clone that
base asset type, consider the clone to be the real type for all future operations, and
inactivate the base asset type to avoid confusion.

Harvester Solution Pack

The Harvester is available in 11.1.1.x.0-OER-Harvester-Solution-Pack.zip, which is
bundled with the Oracle Enterprise Repository 11g installation.

The installation of the Harvester Solution Pack requires use of the Import /Export tool.
This tool is available from the Admin tab of Oracle Enterprise Repository in the Import
Export option. The asset types delivered as part of the Harvester Solution Pack are
required by the Harvester tool.

For information about the Import/Export tool, see the Import/Export Tool chapter in
Oracle Fusion Middleware User Guide for Oracle Enterprise Repository.
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Configuring Oracle Enterprise Repository to
use External Authentication Tooling

This chapter describes how to authenticate Oracle Enterprise Repository using the
external authentication tools.

This chapter contains the following sections:
= Section 3.1, "LDAP/ Active Directory"
m  Section 3.2, "eTrust Single Sign-On"

ms  Section 3.3, "Container Managed Setup"

3.1 LDAP/Active Directory

This section describes how to use LDAP/ Active Directory to authenticate the users in
Oracle Enterprise Repository.

This section contains the following topics:

s Section 3.1.1, "Overview"

= Section 3.1.2, "Enable LDAP Integration System Properties"
= Section 3.1.3, "Modify LDAP/Active Directory Properties"
= Section 3.1.4, "Security Considerations"

= Section 3.1.5, "LDAP Property Examples"

3.1.1 Overview

When utilizing LDAP / Active Directory (AD) to authenticate users, some
consideration must be given to the user's department and role configurations prior to
the utilization of LDAP / Active Directory server. All users are authenticated through
LDAP/AD once the integration is enabled; it is essential to have at least one
admin-level user account created within the Oracle Enterprise Repository database
that matches the username from LDAP/AD. This user account should be assigned the
admin role so that administrative functions within Oracle Enterprise Repository can
still be performed when LDAP/AD is enabled.

If role synchronization is enabled from LDAP/AD, at least one user account should be
assigned an administrative-level role. LDAP roles should be created and appropriate
Oracle Enterprise Repository permissions assigned within Oracle Enterprise
Repository prior to utilizing the role-synch option. Role names are synchronized on
name only. When the administrative-level user logs into Oracle Enterprise Repository
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using LDAP/AD, that person has the ability to configure and administer the
application properly. This user account should NOT be used for daily activities.

3.1.2 Enable LDAP Integration System Properties

This procedure is performed on the Oracle Enterprise Repository Admin screen.

1. Click System Settings in the left pane. The System Settings section opens in the
main pane.

2. Locate the Cookie Login Settings group in the Enterprise Authentication section.

Figure 3—1 Cookie Login Settings
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3. Ensure that the Allow Cookie Login setting is set to False.
4. Use the System Settings Search box to easily locate each of the following settings.

5. Enter enterprise.authentication.ldap.enabled into the Search box. Set
the value to True and click Save.

Change the settings as indicated below:
= Default to Cookie Login
- SettoFalse.
= Unapproved User Login
- Setto True.
= Cookie Login Module
- SettoFalse.
s Cookie Login Module - Internal Checking
- SettoFalse.
= Plug-in Login Module Class Name

— Enter
com.flashline.enterprise.authentication.server.loginmod
ule.LDAPLogin in the text box.

Note: This property turns LDAP on/off. Once enabled, the
application uses LDAP server for user authentication.

= Plug-in Login Module Display Name
— Enter Enterprise LDAP Login in the text box.
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s Plug-in Login Module
- Setto True.
s Plug-in Login Module - Internal Checking
- SettoFalse.
6. Click Save when finished.

3.1.3 Modify LDAP/Active Directory Properties

You can use the Harvester to modify LDAP/AD properties, as follows:
1. Click System Settings in the left pane.

2. Use the System Settings Search to easily locate each of the following settings. Enter
the values as indicated below:

s LDAP Server Host Name

— In the text box, enter the Host name, or the directory server IP address.
»  LDAP Server Port Number

— Enter 389 in the text box.
= LDAP Mask

— Enter uid=" for LDAP

Or

- Enter samAccountName=" for Active Directory
s Creation of Unapproved User Accounts

— Setto True.
= Assign default roles to users

— Setto True.

Note: This property assigns default roles on every user
authentication.

= Auto create missing roles

— Setto True.

Note: This property creates role synchronized from the LDAP/AD
server, but does NOT assign any permissions to those roles.

= Auto create missing departments

— Setto True.

Note: This property creates departments synchronized from the
LDAP/AD server, but does not assign any description to those
departments. However, the user is assigned to the new role.

s LDAP Version
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- Enter 3 in the text box. (Supported versions are 2 and 3)

= Administrator Account Distinguished Name

Note: This property is required with using Active Directory. This
property must contain a DN of a user account with at least read-only
directory look-up permissions.

Example: CN=Some_User,CN=Users,DC=ad,DC=example, DC=com
s Administrator Account Password

- Inthe text box, enter the password for the administrator account identified
in the Administrator Account Distinguished Name property, above.

s Use SSL Connection

— Set to True to enable an SSL connection for LDAP. The default value is
false.

= Follow referrals
- Setto True.
= Retrieve data using the admin account
- Setto False for LDAP (if applicable) Or
- Set to True for Active Directory or restricted LDAP environments.

s Search Start Location

Note: This property defines where in the directory tree the search for
user records begins.

Examples:

- For LDAP: OU=MemberGroupB, O=en_us

—  For Active Directory: CN=Users,DC=ad,DC=example,DC=com
= Search Scope

—  Select subtree in the list.

Note: This property defines the depth (below the baseDN) of user
record searches.

= Attribute Name that Identifies a Found Entry

Note: This property designates the attribute name that uniquely
identifies the user account within the scope of the tree search.

— For LDAP: uid
Or

— For Active Directory: samAccountName
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= Found Entry Email Attribute Name
- Enter mail
= Found Entry First Name Attribute Name
- Enter givenName
= Found Entry Middle Name Attribute Name

- Enter the middle name attribute from your LDAP or Active Directory (if
applicable)

= Found Entry Last Name Attribute Name
- Entersn

= Found Entry Telephone Number Attribute Name
- Enter telephoneNumber

s Use LDAP Departments

— Setto True

Note: This property defines the user's department attribute value
that is synchronized within Oracle Enterprise Repository.

= Department Attribute
- Enter department
= Use LDAP Roles
- SettoFalse
= Role Attribute

— Enter the LDAP / Active directory attribute that contains the role
information for the user.

= Second Level Lookup Attribute

Note: This property defines the attribute that identifies a
second-level lookup to retrieve user info; the value must be a DN. If
you are using a redirect for second level lookups, define the base DN
for this second lookup.

3. Click Save when finished.
4. Restart the Oracle Enterprise Repository application.

3.1.4 Security Considerations

Using the Oracle Enterprise Repository LDAP/Active Directory Connector allows
LDAP to act as the single source of user identification for Oracle Enterprise Repository
user authentication and role assignment. However, this does not prevent respective
host repositories from managing user authentication for access to files through Oracle
Enterprise Repository.

When using the Oracle Enterprise Repository LDAP/Active Directory Connector,
Oracle Enterprise Repository depends on LDAP or Active Directory to authenticate
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users. The username/password combination is delegated to the LDAP system as a
bind request. The user is authenticated only if the bind request is successful.

As an option, LDAP can be configured to store/retrieve Oracle Enterprise Repository
user role assignments. In this configuration, at each user login Oracle Enterprise
Repository synchronizes with the user's roles as stored in LDAP. Roles are added
directly through LDAP, and are not managed by Oracle Enterprise Repository.

3.1.4.1 Use Case Sample Scenarios

The following scenarios illustrate a selection of LDAP setups and configurations in
order to clarify property settings for user management.

Scenario 1

Prevent user access to Oracle Enterprise Repository despite LDAP authentication.
Access is provided only to pre-existing users with active Oracle Enterprise Repository
accounts.

= Rationale

- Non-enterprise license agreements where user base is predefined and number
of users allowed into the application is limited.

m  Property Settings
— ldap.allow-user-creation
* SettoFalse
- enterprise.security.unapproveduser.allowlogin

*  SettoFalse

Scenario 2

On LDAP authentication, create a default Oracle Enterprise Repository user account
and assign the default role(s), but deny the user access to the Oracle Enterprise
Repository.

s Rationale

— To deny Oracle Enterprise Repository access to a new user until the security
administrator is notified that the new user account was created. Once
approved by the security administrator, the user's status is changed to active,
allowing Oracle Enterprise Repository login.

ms  Property Settings
- ldap.allow-user-creation
* Setto True
- ldap.assign-default-roles
*  Setto True

— enterprise.security.unapproveduser.allowlogin

* SettoFalse

Scenario 3

On LDAP authentication, a default Oracle Enterprise Repository user account is
created with the default role(s), and the user is permitted to login to the Oracle
Enterprise Repository.
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s Rationale

- Anenterprise license agreement in which LDAP authentication is the only
restriction on new user creation. Typically, the default Oracle Enterprise
Repository role would be set to User in order to limit access for new users
whose roles are not predefined by an LDAP account.

= Property Settings
— ldap.allow-user-creation
*  Setto True
— ldap.assign-default-roles
*  Setto True
— enterprise.security.unapproveduser.allowlogin

*  Setto True

3.1.5 LDAP Property Examples

Since limitations in Active Directory prevent searches below the top-level of the
directory while anonymously bound (not authenticated) to the directory server, Oracle
Enterprise Repository user information lookup requires the Bind DN, Bind Password,
and Retrieve Data As Admin properties to be set with appropriate values. Table 3-1
describes the LDAP /Active Directoy properties with its examples.

Table 3—-1 Active Directory and Traditional LDAP Properties

Active Directory Traditional LDAP (InetOrgPerson)

ldap.host ad.example.com ldap.host ad.example.com

ldap.port 389 ldap.port 389

ldap.version 3 Idap.version 3

ldap.bindDN CN=Some_ ldap.bind DN (required if Anonymous
User,OU=Users,DC=ad,DC lookups are disabled)
=example,DC=com

ldap.bindPassword  password ldap.bindPassword (required if Anonymous

lookups are disabled)

ldap.retrieve-data-as true ldap.retrieve-data-as-admin false (TRUE if anonymous

-admin lookups are disabled)

ldap.mask sAMAccountName=" Idap.mask uid="

ldap.baseDN CN=Users,DC=ad,DC=exa ldap.baseDN OU=MemberGroupB, O=en_us
mple,DC=com

ldap.scope subtree ldap.scope one

ldap.uniquelDAttrib samAccountName Idap.uniquelDAttrib uid

ldap.emailAttrib mail ldap.email Attrib mail

ldap.givennameAttri givenname Idap.givennameAttrib givenName

ldap.surnameAttrib  sn Idap.surnameAttrib sn

ldap.telephoneAttrib telephonenumber ldap.telephoneAttrib telephoneNumber

ldap.deptAttrib department ldap.deptAttrib department
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Table 3-2 describes the custom and common LDAP properties.

Table 3-2 Custom and Common LDAP Properties

Custom and Common Properties Regardless of implementation

ldap.rbac.mapperclass com.flashline.enterprise.authentication.server.loginmodule. LDA
PMapperImpl

ldap.deptAttrib department

ldap.rbac.roleAttrib roles

ldap.allow-user-creation true

ldap.enable-synch-roles true

ldap.enable-synch-depts true

3.2 eTrust Single Sign-On

This section describes how to use sTrust Single Sign-On to authenticate the users in
Oracle Enterprise Repository.

This section contains the following topics:

3.2.1 Overview

Section 3.2.1, "Overview"

Section 3.2.2, "Configure Oracle Enterprise Repository For Use With Single
Sign-On Authentication”

Section 3.2.3, "Advanced Options"

The Oracle Enterprise Repository Advanced Container Authentication LoginModule is
used to accept user credentials passed by HTTP Request Headers (potentially
populated by an SSO system). This feature allows integration with single-sign-on
systems such as eTrust Single Sign-On.

3.2.2 Configure Oracle Enterprise Repository For Use With Single Sign-On

Authentication

Access the following configuration properties requires Access Administrator rights.

Note: This enhancement allows AdvancedContainerLogin Module
to accept user information in SOAP Headers for the AuthtokenCreate
REX API method. The username is passed in a SOAP Header with a
name that is identified by the Oracle Enterprise Repository system
setting enterprise.container.auth.username and has a namespaceUri of
www.oracle.com/oer. The value of the SOAP Header is the username
of the user. If the username is not passed within a SOAP Header then
the Oracle Enterprise Repository system setting
enterprise.loginmodules.fallbackauthentication is used. If
enterprise.loginmodules.fallbackauthentication is true, then the user is
authenticated by the configured PluggableLoginModule for the
specified username/password.

Plugin in Login module is a configuration set up to configure Database login Module,
LDAP Login Module, and Custom Login Module. Container Login module can be
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Container Managed Login Module or Advanced Container Login Module i.e SSO.
These can be configured on the System Settings tab.

This section contains the following topics:
= Section 3.2.2.1, "Enable Single Sign-On Integration System Properties"

»  Section 3.2.2.2, "Using the Oracle Enterprise Repository SSO Integration with Basic
Authentication”

s Section 3.2.2.3, "Modify Application Property Files Manually"

Note: The Fallback authentication works only with REX APL

3.2.2.1 Enable Single Sign-On Integration System Properties

This procedure is performed on the Oracle Enterprise Repository Admin screen.

1. Click System Settings in the left pane. The Oracle Enterprise Repository System
Settings screen is displayed, as shown in Figure 3-2.

Figure 3-2 Oracle Enterprise Repository System Settings Screen
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2. Enter enterprise.authentication.advancedcontainer.enabled into
the Search box. Set the value to True and click Save.

3. Enter cmee. jws.pass-all-cookies in the Enable New System Setting text
box, as shown in Figure 3-3.

Figure 3-3 Enable New System Settings Dialog
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4. Click Enable. JWS Pass All Cookies appears in the Java Web Start (JWS) section of
the Server Settings group of system settings, as shown in Figure 3-4.

Figure 3—4 JWS Pass All Cookies
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5. Make sure the property is set to True.
6. Click Save.

7. Enter container login module in the System Settings Search text box. The
Containter Login Module section is displayed in the Enterprise Authentication
group of system settings, as shown in Figure 3-5.

Figure 3-5 Container Login Settings Section
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8. Modify the following properties as indicated:
= Container Login Module Class Name

— Enter
com.flashline.enterprise.authentication.server.loginmod
ule.AdvancedContainerLogin in the text box.

= Container Login Module Display Name

- Enter Advanced Container Login Module in the text box.
= Container Login Module

—  Set the property to True.

9. Supply SSO Header Values as indicated (these are often called Responses within
the Policy Server). Data types expected, and possible values are listed below the
header name. The expected value types apply to the responses supplied by the
policy server:

s Username Header Name

—  Set this property to the Name of the header that contains the user's UID
value.

This header should contain the user's user id (REQUIRED).
»  Firsthame Header Name

—  Set this property to the Name of the header that contains the user's First
Name value. (Alpha String)

This header should contain the user's proper name.
= Middlename Header Name

—  Set this property to the Name of the header that contains the user's Middle
Name value. (Alpha String)
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This header should contain the user's middle name.
Lastname Header Name

—  Set this property to the Name of the header that contains the user's Last
Name value. (Alpha String)

This header should contain the user's surname.
Status Header Name

- Set this property to the Name of the header that contains the user's Active
Status value.

This header should contain a valid integer value specifying the user's sta-
tus within OER. Refer to the following table for valid values (REQUIRED).

*00 - Active

*10 - Unapproved

*20 - Locked Out

* 30 - Inactive
Email Header Name

- Set this property to the Name of the header that contains the user's Email
value.

This header should contain the user's e-mail address (REQUIRED).
Phone Header Name

—  Set this property to the Name of the header that contains the user's Phone
Number value.

This header should contain the user's phone number.
Roles Header Name

—  Set this property to the Name of the header that contains the user's Role(s)
value.

This header should contain the user's role(s).
Department Header Name

—  Set this property to the Name of the header that contains the user's
Department(s) value.

This header should contain the user's department(s).

10. Update the behavior of the SSO module with the following properties:

Use Container passed Departments

—  Set this value to True if you would like to synchronize the user's
department from the policy server responses.

Departments passed within single header

—  Set this value to True if more than one department name is passed as a
Policy Server response.

Department Delimiter

- Set the value of this property to the character that will delimit multiple
departments within the single department header. This field can accept
Unicode notations such as \u0020 for a space.
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11.

12.

13.

14.
15.

= Use Container passed Roles

—  Set this value to True if you would like to synchronize the user's roles
from the policy server responses. (NOTE: Setting this value to true prior to
verifying the correct configuration may render your Oracle Enterprise
Repository application unusable).

= Roles passed within single header

—  Set this value to True if more than one role name is passed as a Policy
Server response.

s Role Delimiter

- Set the value of this property to the character that will delimit multiple
roles within the single roles header. This field can accept Unicode
notations such as \u0020 for a space.

= Assign default roles to users

—  Set this value to True if existing and new users are assigned all roles
marked as 'default' assigned to their user account within Oracle Enterprise
Repository.

= Auto create missing roles

- Set this value to True to allow Oracle Enterprise Repository to create roles
included within a user's role header that do not exist currently within
Oracle Enterprise Repository. This feature will create a role and assign the
user to that role, but the created role(s) will have no permissions assigned.

= Auto create missing departments

—  Set this value to True to allow Oracle Enterprise Repository to create
departments included within a user's department header that do not exist
currently. This feature will create a department and assign the user to that
department; the newly created department will not be assign to a project.

Enter cookie login module in the System Settings Search text box. The Cookie
Login Settings section opens in the Enterprise Authentication group of system
settings.

Set the Cookie Login Module property to False.

Enter plug-in login in the System Settings Search text box. The Plugin Login
Settings section opens in the Enterprise Authentication group of system settings.

Enter false in the Plug-in Login Module text box.
Click Save.

3.2.2.2 Using the Oracle Enterprise Repository SSO Integration with Basic
Authentication

If the Single Sign-On installation uses Basic Authentication, additional property
settings are required to allow the Oracle Enterprise Repository Asset Editor to function

properly.

1.

Using the process described above, enable the following property:
m Ccmee.jws.suppress-authorization-header

Set the property to True.

Click Save.
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3.2.2.3 Modify Application Property Files Manually

Prerequisite: Stop the application server. Modifications to properties files may impact
any applications running on the application server.

1. Edit the containerauth.properties filein WEB-INF/classes.

This file contains a list of header names that are specific to the Single Sign-On
server. This information represents the Response Headers Single Sign-On uses for
replies, and should be acquired from your organization's Single Sign-On
Administrators/ Architects.

If Single Sign-On responses do not provide the appropriate value for an email
header, a blank "" can be substituted instead of a true header value. Other fields
that are not supplied or populated by Single Sign-On should be left null.

(An asterisk <*> indicates a required field.)

= Configure the Header variables that should be mapped to the appropriate
Oracle Enterprise Repository user information:

Note: The values indicated below are examples only and must be
replaced with the appropriate Single Sign-On Response Header names
defined by your Single Sign-On system.

— enterprise.container.auth.username = <UID>
— enterprise.container.auth.firstname = <FIRST NAME>
— enterprise.container.auth.middlename = <MIDDLE_NAME>

— enterprise.container.auth.lastname = <LAST NAME>

— enterprise.container.auth.status = <STATUS>
— enterprise.container.auth.email = <MAIL>
— enterprise.container.auth.phone = <PHONE>
— enterprise.container.auth.roles = <ROLES>

— enterprise.container.auth.depts = <DEPARTMENTS>

— enterprise.container.auth.enable-synch-roles = true
— enterprise.container.auth.roles-single-header = true
— enterprise.container.auth.roles-delimiter = \u0020

— enterprise.container.auth.enable-synch-depts = true
— enterprise.container.auth.depts-single-header = true

— enterprise.container.auth.depts-delimiter = \u0020

Note: The last six properties listed above are utilized when role
and/or department synching is enabled, and more than one role or
department is supplied in a single header. These additional properties
can be disabled /ignored depending on the values supplied in the
boolean parameters enable-synch-roles and enable-synch-depts. The
delimiter field in this example uses the unicode space character;
however, unicode is not required for any other delimeter character.

Configuring Oracle Enterprise Repository to use External Authentication Tooling 3-13



eTrust Single Sign-On

2. Most Single Sign-On web agent applications are deployed against an HTTP server
that is separate from the Application Server. In this scenario, an AJP type
connector (mod_jk/mod_jk2 for Apache HTTP Servers, mod_was_ap20_http for
IBM HTTP Server, etc.) will link the HTTP server to the application server.
Typically, the HT'TP server runs on a seperate machine for performance or
resource pooling reasons. In this scenario it is necessary to modify the
cmee.properties file to reflect the new name for your application, as outlined
below.

s Edit the cmee.properties file in WEB-INF/classes.
- Original Configuration (Tomcat with Coyote)

- cmee.server.paths.image=http\://tomcat . exam-
ple.com\:8080/flashline-web/images

- cmee.server.paths.jsp=http\://tomcat . exam-
ple.com\:8080/flashline

- cmee.server.paths.servlet=http\ : //tomcat . exam-
ple.com\:8080/flashline

- cmee.server.paths.jnlp-tool=http\ : //tomcat . exam-
ple.com\:8080/flashline-web/webstart

- cmee.server.paths.resource=http\ : //tomcat . exam-
ple.com\:8080/flashline-web

- cmee.enterprisetab.homepage=http\://tomcat . exam-
ple.com\:8080/flashline/custom/home. jsp

- cmee.assettab.asset-detail-page=http\ : //tomcat . exam-
ple.com\:8080/flashline/cmee/index.jsp

- New configuration (Apache HTTP with mod_jk2 to Tomcat)

- cmee.server.paths.image=http\ : //apache. exam-
ple.com/flashline-web/images

- cmee.server.paths.jsp=http\: //apache.example.com/flashline

- cmee.server.paths.servlet=http\ : / /apache. exam-
ple.com/flashline

-cmee.server.paths.jnlp-tool=http\ : / /apache . exampe.com/flashl
ine-web/webstart

- cmee.server.paths.resource=http\ : / /apache. exam-
ple.com/flashline-web

- cmee.enterprisetab.homepage=http\ : //apache . exam-
ple.com/flashline/custom/home. jsp

- cmee.assettab.asset-detail-page=http\ : //apache. exam-
ple.com/flashline/cmee/index. jsp

— In this example, the new URL to connect to the Repository is:
http://apache.example.com/flashline/index.jsp

3. Restart the Oracle Enterprise Repository application.

3.2.3 Advanced Options

The following options add functionality for assigning default roles, new user
creation/notification, syncing departments, and syncing roles:
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m  Section 3.2.3.1, "Creating/ Assigning Default Roles for New Users"
= Section 3.2.3.2, "Create New Users/Allow Unapproved Users"

»  Section 3.2.3.3, "Enable Unapproved /New User Login"

s Section 3.2.3.4, "New User Notification"

= Section 3.2.3.5, "Syncing Departments"

= Section 3.2.3.6, "Syncing Roles"

= Section 3.2.3.7, "Enable Debug Logging"

3.2.3.1 Creating/Assigning Default Roles for New Users

With Advanced RBAC:

1. Click Admin on the Oracle Enterprise Repository menu bar. The Oracle Enterprise
Repository Admin screen is displayed.

2. Click Roles.
3. Click Create New.
4. Enter Browse_Only in the name field.
s Check Automatically assign to new users
= Add any existing users who fit this profile.
5. Click Save.
6. Click role 1: Create/Submit.
7. Click Edit.
= Uncheck Automatically assign to new users.
8. Click Save.
9. Click the User role.
10. Click Edit.

= Uncheck Automatically assign to new users. (User is the default role and
automatically assigned to new users as shipped with the Oracle Enterprise
Repository.)

11. Click Save.

12. Click Custom Access Settings.

13. Click Create New.

14. Enter Browse_Only in the name field.
»  Check Automatically assign to all new assets.
s Locate Browse_Only in the list of roles.
n  Check View.

15. Click Save.

16. Click OK to apply to all assets.

Configuring Oracle Enterprise Repository to use External Authentication Tooling 3-15



eTrust Single Sign-On

With Basic Access Settings:

1. Click Admin on the Oracle Enterprise Repository menu bar. The Oracle Enterprise
Repository Admin screen is displayed.

2. Click Roles.
3. Click Create New.
4. Enter Browse_Only in the name field.
s Check Automatically assign to new users
= Add any existing users who fit this profile.
5. Click the User role.
6. Click Edit.

= Uncheck Automatically assign to new users. (User is the default role and
automatically assigned to new users as shipped with Oracle Enterprise
Repository.)

7. Click Save.

3.2.3.2 Create New Users/Allow Unapproved Users

The Oracle Enterprise Repository Single Sign-On authentication integration will
automatically create new users within the Oracle Enterprise Repository database once
they are successfully authenticated. The specific access and permissions granted to
new users is determined by the configuration of the default New User Role(s), as
described in the previous section. Upon approval by the access administrator, new
users may be assigned to other roles with different access settings. However, if the
Single Sign-On integration is configured with role synchronization enabled, then the
user is assigned the roles provided by Single Sign-On response headers.

3.2.3.3 Enable Unapproved/New User Login

When enabled, this option allows unapproved/new Oracle Enterprise Repository
users to access the application after Single Sign-On authentication. If disabled, new or
unapproved users cannot access Oracle Enterprise Repository. This feature is
particularly useful when a manual approval process is required before accessing the
application.

= Enable Unapproved User Login = true (file: enterprise.properties)

- enterprise.security.unapproveduser.allowlogin=true

3.2.3.4 New User Notification

When enabled, this property will notify the access adminstrator via email when a new
user account is added to Oracle Enterprise Repository via Single Sign-On.

= Enable New User Notification = true (file: cmee.properties)

— cmee.new.unapproved.users.notify=true

3.2.3.5 Syncing Departments

When enabled, this property will synchronize department names from Single Sign-On
response header values.

= Enable Department Syncing = true (file: containerauth.properties)
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— enterprise.container.auth.enable-synch-depts - Set to true if
known departments are to be synchronized with users, set to false otherwise.

= Enable Department Creation = true (file: containerauth.properties)*

- enterprise.container.auth.auto-create-missing-depts - Setto
true if user's departments are to be automatically created at login, set to false
otherwise.

Notes on Department Synchronization

The Single Sign-On integration will not create new departments. It will only link users
to departments that already exist within Oracle Enterprise Repository and have the
same name as that provided in the Single Sign-On response header value(s).

The Single Sign-On server may be configured to pass multiple headers of the same
name but different values for each department a user is assigned, or one header
containing all of the departments that a user is assigned.

s Configuration 1 - A multiple headers of the same name, with a different value in
each:

enterprise.container.auth.enable-synch-depts= true
enterprise.container.auth.depts-single-header= false
enterprise.container.auth.depts-delimiter= ""
enterprise.container.auth.depts= DEPT_HEADER_NAME
DEPT_HEADER_NAME=DEPTA
DEPT_HEADER_NAME=DEPTB
DEPT_HEADER_NAME=DEPTC
and NOT
DEPT_HEADER_NAME=DEPTA DEPTB DEPTC

= Configuration 2 - One header with multiple values seperated by a delimeter:
enterprise.container.auth.enable-synch-depts= true
enterprise.container.auth.depts-single-header= true
enterprise.container.auth.depts-delimiter= """
enterprise.container.auth.depts= DEPT_HEADER_NAME
DEPT_HEADER_NAME=DEPTA"DEPTB"DEPTC"
and NOT
DEPT_HEADER_NAME=DEPTA
DEPT_HEADER_NAME=DEPTB

DEPT_HEADER_NAME=DEPTC

3.2.3.6 Syncing Roles

When enabled, this property will synchronize role names from Single Sign-On
response header values.

= Enable Role Syncing = true (file: containerauth.properties)

— enterprise.container.auth.auto-create-missing-roles - Setto
true if unknown roles are to be auto-created, set it to false otherwise.
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Notes on Role Synchronization

The Single Sign-On integration can create new roles. The integration will link users to
roles that previously exist within the Oracle Enterprise Repository and have the same
name as that provided in the Single Sign-On response header value(s). In addition to
linking to existing roles, the integration will also create roles found in the header
values that do not already exist within the Oracle Enterprise Repository. Roles created
in this way will have no rights assigned to them by default.

= Enable Missing Role Creation = true (file: containerauth.properties)
— enterprise.container.auth.auto-create-missing-roles = true

The Single Sign-On server may be configured to pass one header value for each role a
user is assigned.

s Configuration 1 - A multiple headers of the same name, with a different value in
each:

enterprise.container.auth.enable-synch-roles= true
enterprise.container.auth.roles-single-header= false
enterprise.container.auth.roles-delimiter= ""
enterprise.container.auth.roles= ROLE_HEADER_NAME
ROLE_HEADER_NAME=ROLEA
ROLE_HEADER_NAME=ROLEB
ROLE_HEADER_NAME=ROLEC
and NOT
DEPT_HEADER_NAME=ROLEA ROLEB ROLEC

= Configuration 2 - One header with multiple values seperated by a delimeter:
enterprise.container.auth.enable-synch-roles= true
enterprise.container.auth.roles-single-header= true
enterprise.container.auth.roles-delimiter= """
enterprise.container.auth.roles= ROLE_HEADER_NAME
DEPT_HEADER_NAME=ROLEA“ROLEB"ROLEC"
and NOT
ROLE_HEADER_NAME=ROLEA
ROLE_HEADER_NAME=ROLEB

ROLE_HEADER_NAME=ROLEC

3.2.3.7 Enable Debug Logging
Enable debug logging by appending the following line in the log4fl.properties file:

log4j.category.com.flashline.enterprise.authentication.client.LoginContext=debug,
cmeeLog
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3.3 Container Managed Setup

This section describes how to use Container Managed setup to authenticate the users
in Oracle Enterprise Repository.

This section contains the following topics:
s Section 3.3.1, "Overview"
= Section 3.3.2, "Configure the Container to Support Realm Authentication”

= Section 3.3.3, "Configure Oracle Enterprise Repository for Container Managed
Authentication”

= Section 3.3.4, "Modify the Web Application's Web.xml File to Allow for Container
Authentication”

3.3.1 Overview

The container is configured appropriately with a Realm or Authenticator back-end
prior to enabling the values within the Oracle Enterprise Repository application.

3.3.2 Configure the Container to Support Realm Authentication

Please refer to your application server configuration documentation to define a
security realm. A sample realm configuration for Tomcat is mentioned below:

An example realm configuration for Tomcat 5.5.x is mentioned below. This realm
definition is included within the SCATALINA_HOME/conf/server.xml file.

Note: Only one realm can be active within the SCATALINA_
HOME/conf/server.xml file at a time.

<Realm className="org.apache.catalina.realm.JNDIRealm"
debug="99"
connectionURL="1dap://1ldapl.example.com:389"
alternateURL="1dap://ldap2.example.com: 636"
contextFactory="com.sun.jndi.ldap.LdapCtxFactory"
authentication="simple"
referrals="follow"
userBase="0U=people, DC=example, DC=com"
userSubtree="true"
userSearch="(uid={0})"
userRoleName="employeeType"
roleBase="ou=groups, DC=example, DC=com"
roleName="cn"
roleSearch=" (uniqueMember={0})"
roleSubtree="true"/>

If you would want to use the UserDatabaseRealm defined within Tomcat, which is
enabled by default, then you can set the contents of your CATALINA_
HOME/conf/tomcat-users.xml file as follows:

<?xml version='1.0' encoding='utf-8'7?>
<tomcat-users>
<role rolename="user"/>
<role rolename="systemAdministrator"/>
<role rolename="bogus"/>
<role rolename="aler_user"/>
<role rolename="admin"/>
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<user username="user" password="user" roles="aler_user,user"/> <!--

Positive Test case -->

<user username="ul" password="ul" roles="user"/> <!-- Negative Test Case

<user username="container" password="container" roles="aler_user,user"/>
<user username="bogus" password="bogus" roles="bogus"/>
<user username="admin" password="admincontainer" roles="aler

_user,user,admin" />
</tomcat-users>

3.3.3 Configure Oracle Enterprise Repository for Container Managed Authentication

You can configure the Oracle Enterprise Repository for container managed
authentication with the Access Administrator rights. This procedure is performed on
the Oracle Enterprise Repository Admin screen.

1. Enter container login module in the System Settings Search text box. The
Containter Login Module section is displayed in the Enterprise Authentication
group of system settings, as shown in Figure 3-5.

2. Modify the following properties as indicated:

Container Login Module Class Name

— Enter
com.flashline.enterprise.authentication.server.loginmod
ule.ContainerLogin in the text box.

Container Login Module Display Name

— Enter Container Login Module in the text box.
Container Login Module

—  Set the property to True.

Enable the Container Managed Authentication Feature

— Setthe enterprise.authentication.container.enabled to
True.

Enable Role Synchronization from the User's Security Principle

— Set the
enterprise.authentication.container.synchroles.enabled
to True.

Note: When using Container Managed Authentication with BPM
Harvester, the Exchange Utility, or any other REX operation, this
property must be set to false. With this property set to false, user
accounts will need to be created manually and have roles assigned to
them by someone with at least accessAdministrator-level permissions.

3. Click Save.

4. Enter cookie login module in the System Settings Search text box. The Cookie
Login Settings section opens in the Enterprise Authentication group of system
settings.

5. Set the Cookie Login Module property to False.
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Click Save.

Enter plug-in login in the System Settings Search text box. The Plugin Login
Settings section opens in the Enterprise Authentication group of system settings.

Enter false in the Plug-in Login Module text box.
Click Save.

3.3.4 Modify the Web Application's Web.xml File to Allow for Container Authentication

1.

Stop the Oracle Enterprise Repository application or the application server that it
runs within.

Modify the Oracle Enterprise Repository web . xm1 file:

= Add the following security constraint contents to the end of the file.

Note: This configuration will need to be modified to fit your
authentication requirements. This example uses BASIC authentication,
which may not be appropriate for your environment.

<!-- Define a security constraint on this application -->
<security-constraint>
<web-resource-collection>
<web-resource-name>Entire Application</web-resource-name>
<url-pattern>/*</url-pattern>
<http-method>GET</http-method>
<http-method>PUT</http-method>
<http-method>POST</http-method>
<http-method>DELETE</http-method>
</web-resource-collection>
<auth-constraint>
<description>These roles have access to the Oracle Enterprise
Repository</description>
<role-name>user</role-name>
</auth-constraint>
</security-constraint>
<security-constraint>
<web-resource-collection>
<web-resource-name>Secure Web Service</web-resource-name>
<url-pattern>/services/FlashlineRegistry</url-pattern>
</web-resource-collection>
</security-constraint>
<!-- Define the login configuration for this application -->
<login-config>
<auth-method>BASIC</auth-method>
<realm-name>Oracle Enterprise Repository</realm-name>
</login-config>
<security-role>
<role-name>user</role-name>
<role-name>admin</role-name>
<role-name>accessAdministrator</role-name>
<role-name>advancedSubmitter</role-name>
<role-name>businessAnalyst</role-name>
<role-name>projectAdministrator</role-name>
<role-name>projectArchitect</role-name>
<role-name>registrar</role-name>
<role-name>registrarAdministrator</role-name>
<role-name>systemAdministrator</role-name>
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</security-role>

3. Start / Restart the Oracle Enterprise Repository application.
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4

Configuring Advanced Role-based Access

Control

This chapter provides an overview to advanced role-based access control and
describes the various concepts in role-based access control.

This chapter contains the following sections:

4.1 Overview

Section 4.1, "Overview"

Section 4.2, "Security Considerations"

Section 4.3, "Basic Concepts"

Section 4.4, "Access Definitions"

Section 4.5, "Process Overview"

Section 4.6, "Granting and Denying Permissions"

Section 4.7, "Configuring Access Settings for Existing Roles"

Section 4.8, "Role-based Access Control Use Cases"

Advanced Role-based Access Control, if enabled, allows organizations to limit access
to and visibility of Oracle Enterprise Repository content by role at the asset and file
level. This is accomplished by applying custom access settings to assets and/or files in
order to limit their accessibility to particular communities of interest.

This foundational capability can be applied to a wide range of organizational
initiatives:

Exposing Web Services to customers and trading partners.

Limiting the amount of intellectual property that is available to outsourced
development teams and managing export control.

Establishing a Federated Repository that allows everyone to view and access
enterprise assets, but limits domain-specific information to relevant domains.

Managing actions available to users, such as submitting, accepting, and registering
assets.

Limiting visibility of assets under development and retired assets.
Limiting access to source code files to asset production teams.

Granting browse-only Oracle Enterprise Repository access to selected groups.

Configuring Advanced Role-based Access Control 4-1



Security Considerations

4.2 Security Considerations

Role-based Access Control (RBAC) allows Oracle Enterprise Repository to track asset
usage and production on a by-user basis, and personalizes the presentation of assets,
limiting visibility to designated content in Oracle Enterprise Repository. However,
Role-based Access Control is not intended to provide security for asset metadata, nor
is it intended to supplement the security of underlying asset repositories.

Oracle Enterprise Repository's access settings provide no additional security for
otherwise unsecured assets or data. For maximum security, asset metadata should be
managed in a manner that prevents direct access to the metadata in an unsecured
database. Confidential information should be embedded in the asset downloadable
payload, or attached as documentation files and hosted in a secure repository.

Caution: If you choose to circumvent an authentication and
permission challenge from the underlying asset repository, you do so
at your own risk.

The following actions also have security implications:

s Configuring SCM systems for access via a single Oracle Enterprise Repository user
account

= Allowing system access by unapproved users

Any of these actions has the potential to open the contents of the repository to anyone
with network access to Oracle Enterprise Repository.

4.2.1 Access Settings and the Asset Editor

Depending on the specific Access Settings in use, users with access to the Asset Editor
may be able to see relationships to assets that are otherwise invisible to them in Oracle
Enterprise Repository. In this situation, the name of the hidden asset is visible, as is the
detail of the relationship between that asset and an asset to which the users have
access. No other information on the hidden asset is visible in the Asset Editor. In this
situation, it is possible to delete the relationship between the visible and the hidden
asset. However, given that the invisible asset is inaccessible to the users in question,
the relationship cannot be restored.

4.2.2 Enabling Custom Access Settings

For Oracle Enterprise Repository users, Custom Access Settings are normally already
enabled and configured properly upon installation. If not, three properties must be
configured in order to enable Custom Access Settings.

1. Click System Settings in the sidebar on the Oracle Enterprise Repository Admin
page. The System Settings section opens in the main pane.

2. Enter cmee.customaccesssettings.enabled inthe Enable New System
Setting text box.

3. (Click the Enable button. Custom Access Settings is displayed in the Advanced
Role Based Access Control group in the Functional Settings section, as shown in
Figure 4-1.
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Figure 4-1 Functional Settings
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4. Repeat the process to enable each of the following properties:
m cCcmee.customaccesssettings.file
n cmee.customaccesssettings.asset

Once enabled, all three CAS system settings will appear in the Advanced Role
Based Access Control group in the Functional Settings section. (Disabling any of
the properties turns the feature off.)

Note: If these Access Settings are not displayed in the System
Settings: Access list, contact your System Administrator or Oracle
Enterprise Repository Customer Support.

5. Ensure each of the settings is set to True.

6. When finished, click Save. Custom Access Settings now is displayed in the sidebar
in the Admin screen, as shown in Figure 4-2.

Figure 4-2 Custom Access Settings

4.3 Basic Concepts

4.3.1 Roles

This section describes the basic concepts of Role-based Access Control. This section
describes the following topics:

s Section 4.3.1, "Roles"

m  Section 4.3.2, "Access Settings"

Within the context of Oracle Enterprise Repository, a role is defined by a specific
combination of functions and responsibilities. Any given individual may have
multiple roles. Access to specific assets or collections of assets, and to various Oracle

Enterprise Repository features, is determined by the configuration of Access Settings
for each role.
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4.3.2 Access Settings

Access settings identify the functions and responsibilities that can be performed by a

role

. Oracle Enterprise Repository access settings fall into two categories:

Basic Access Settings (BAS) determine the access to all assets in Oracle Enterprise
Repository, and to specific tools, such as the Asset Editor. Basic Access Settings
determine each user's rights to general functionality across the system. For
example, a user with View permission can view all of the assets in Oracle
Enterprise Repository. A user with Use and Download can download all files for
all assets in Oracle Enterprise Repository.

Custom Access Settings (CAS), if enabled, give users permission to access specific
assets and files in Oracle Enterprise Repository. For example, Custom Access
Settings can give a user the ability to view a specific group of assets, edit specific
assets, view specific files within a particular set of assets, and so on.

All sites have Basic Access Settings enabled. Depending on your repository
configuration, Custom Access Settings may be enabled.

4.4 Access Definitions

This section describes the various definitions used in Oracle Enterprise Repository.
This section contains the following topics:

"Assets"
"Access"
"Policies"
"Projects"
"Reports"

"System Administration”

Assets

Tools regulated: Asset tab, Asset Editor, Type Manager (if enabled in your
configuration of the repository).

Permission Description BAS CAS
View Access to the Asset Detail. X X
Use Displays the Use/Download button in the Asset Detail. X X
Download Access to file links after clicking an asset's Use/Download X X
button.
Review Access to Review function in the Asset Detail. X X
Notify Notify subscribers about assets via ad-hoc email. X X
Edit Access to the Asset Editor. X X
Accept Displays the Accept button in the Asset Editor. X X
Approve Tabs Displays the Approve button at the bottom of each tabin X X
the Asset Editor.
Register Ability to register assets via the Asset Editor. X X
Edit Access Settings ~ (CAS only) Provides the user with the ability to change X

CAS permissions on all assets.
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Permission Description BAS CAS
Create/Submit Ability to submit assets via the Oracle Enterprise X
Repository Assets screen, create new assets via the Asset
Editor.
Launch Asset Editor  Access to the Asset Editor. X
Edit Artifact Stores  Ability to create and edit artifact stores via the Asset X
Editor.
Edit Asset Types Ability to configure Type metadata using the Type X

Manager. Requires Asset Editor permission.

Access

Features regulated: Admin screen: Users, Sessions, Roles, Departments, File Stores,
Basic Access Settings, Custom Access Settings (if enabled in your configuration of the
repository).

Permission Description BAS CAS
View View entries in the sections noted above. X
Edit Edit entries in the sections noted above. X
Create Create users, roles, departments, file stores, and custom X

access settings.
Delete Delete sessions, roles, and custom access settings. X
Policies

Tools regulated: Policies screen (if enabled in your configuration of the repository).

Permission Description BAS CAS
Apply Policy Allows user to apply a policy to other assets. X
Projects

Feature regulated: Projects screen (if enabled in your configuration of the repository).

Permission Description BAS CAS
View View projects on the Projects screen. X
Edit Edit projects on the Projects screen. X
Create Create projects on the Projects screen. X
Apply Template Apply compliance templates to projects from the Asset X

Detail or the Asset Editor.

Reports
Feature regulated: Reports screen (if enabled in your configuration of the repository).

Permission Description BAS CAS

View Viewing reports. X

System Administration
Features regulated: Admin screen: System Settings, Email Templates.

Configuring Advanced Role-based Access Control 4-5



Process Overview

Permission Description BAS CAS

Edit Ability to edit general, security, authentication, and file X
store settings.

Enable Ability to enable new general, security, authentication, and X
file store settings.

Note: When using BAS or CAS, the following global permissions
must be maintained in BAS to grant global feature permissions and
functions

s Create/Submit
s Launch Asset Editor
s Edit Artifact Store

= Edit Types

4.5 Process Overview

A few simple steps allow your organization to establish a variety of security models:
= Set up roles

= Assign users to roles

= Grant permissions to roles using BAS and CAS

= Assign CAS to assets or files

Figure 4-3 describes the process overview.

Figure 4-3 Process Overview
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4.6 Granting and Denying Permissions

Individual users typically hold multiple Oracle Enterprise Repository Roles. For
example, an individual may have both User and Registrar roles. In this case, the
Registrar has permissions that are not granted to User. Similarly, an outsourced
development user may have both User and Outsourced Development roles. The User
role might grant access to all assets in the repository, while the Outsourced
Development role denies access to any assets that have sensitive information.

When determining how to assign specific permissions to a particular Oracle Enterprise
Repository user, keep in mind that permission status is divided into three levels:

= Granted

The permission is explicitly granted.
= Not Granted

The permission is not explicitly granted nor denied.
= Denied

The permission is explicitly denied.

In multiple role situations, Oracle Enterprise Repository recognizes the Most
Restrictive Access, that is, Denied supersedes Granted in the permission status
settings. Any permission specifically Denied to a role to which a user is assigned is
also denied to that user in any other role.

This section contains the following topics:
= Section 4.6.1, "Grant/Deny Access to Specific Assets"
= Section 4.6.2, "Grant/Deny Access to Specific Download Files Within an Asset"

4.6.1 Grant/Deny Access to Specific Assets

If Advanced Role Based Access Control is enabled in your configuration, then you can
use Custom Access Settings to grant or deny permission to access individual assets
and files. In order to create any Asset CAS, you must be assigned both the Access
Administrator role and the following (BAS) permissions:

= Launch Asset Editor
»  Edit Access Settings

Access to the Asset Editor and permission to edit assets is required in order to make
changes to existing access settings. Oracle Enterprise Repository safeguards eliminate
the possibility of locking yourself out of an asset after editing the asset's access settings
(it is impossible to save such changes to the asset). However, changes to your role
settings may restrict access to certain assets. Exercise caution when editing role
settings.

4.6.1.1 Prerequisites
= Verify that all targeted users exist in Oracle Enterprise Repository.

= Assign global BAS permissions to each user (i.e. Create/Submit Assets, Launch
Asset Editor).

If no existing role encompasses the appropriate users, one must be created. This
procedure is performed on the Oracle Enterprise Repository Admin page.
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1. Click Roles in the left sidebar. The Roles section is displayed, as shown in
Figure 4-4.

Figure 4-4 Roles Section
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2. Click Create New. The Create New Role dialog is displayed, as shown in
Figure 4-5.

Figure 4-5 Create New Role Dialog
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3. Enter the appropriate information in the Name and Description fields.

4. Click Save.

4.6.1.2 Create the Asset CAS

This procedure is performed on the Oracle Enterprise Repository Admin page.

1. Click Roles in the left sidebar. A list of available Roles is displayed in the main
pane, as shown in Figure 4-6.
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Figure 4-6 List of Roles
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2. From the list, select the role to be edited. The role detail is displayed in the bottom

frame of the main pane.

3. Click the Edit button in the role detail. The Edit Role dialog is displayed, as shown

in Figure 4-7.

Figure 4-7 Edit Role Dialog
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4. Click the Edit Users button in the Users section of the Edit Role dialog. The Add

Users dialog is displayed, as shown in Figure 4-8.

Figure 4-8 Search / Filter Users and Access Settings
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5. Use Search or click List All to populate the Available Users column.

6. Use the << and >> buttons to move users from the Available Users to the Selected

Users column.
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7. When finished, click OK. The Add Users dialog closes, and the selected users are
listed in the Users section of the Edit Role dialog.

8. Click OK. The Edit Role dialog closes.
9. Click Custom Access Settings in the sidebar on the Admin screen. The Custom

Access Settings section is displayed, as shown in Figure 4-9.

Figure 4-9 Custom Access Settings Section
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10. Click Create New. The Create New Custom Access Setting dialog is displayed, as
shown in Figure 4-10.

Figure 4-10 Create New Custom Access Setting Dialog
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11. Enter text as appropriate in the Name and Description text boxes.
12. Select Asset in the Type list.

13. Use the options in the Set Permissions section to assign relevant permissions to the
appropriate roles.

= A single click grants permission, as shown in Figure 4-11.

Figure 4-11 Right Mark

= A second click denies permission, as shown in Figure 4-12.
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Figure 4-12 Cross Mark

» A third click clears the option (permission Not Granted):

Figure 4-13 Blank

14. When finished, click Save. The Create New Custom Access Setting dialog is
displayed.

15. Click Assets in the Oracle Enterprise Repository menu bar.

16. Click Edit/ Manage Assets. The Asset Editor is displayed, as shown in
Figure 4-14.

Figure 4-14 Asset Editor Window
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17. Locate and open (or create, if necessary) the asset to which the new Custom Access
Settings are applied.

18. Click the asset's Administration tab, as shown in Figure 4-15.

Figure 4-15 Administration Tab
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19. Use the << and >> buttons as necessary to move the new CAS from the Available
to the Selected column.

20. Test the CAS by checking user permissions within and without the use case. Click
the View Access button to confirm user access.

4.6.2 Grant/Deny Access to Specific Download Files Within an Asset

In order to create this or any File CAS you must be assigned the Access Administrator
role and the following (BAS) permissions:
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s Launch Asset Editor

s Edit Access Settings

4.6.2.1 Prerequisites
=  Verify that all targeted users exist in Oracle Enterprise Repository.

= Assign global BAS permissions to each user (i.e. Create/Submit Assets, Launch
Asset Editor) to allow them to submit and edit assets.

If no existing role encompasses the appropriate users, one must be created. This
procedure is performed in the Oracle Enterprise Repository Admin screen.

1. Click Roles.
2. C(lick Create New.

3. Supply the appropriate information in the Name and Description fields in the
Create New User window.

4. C(Click Save.

4.6.2.2 Create the File CAS

This procedure is performed in the Oracle Enterprise Repository Admin screen.
1. Click Roles.

2. Using the Edit User button in the Edit Role screen, add the appropriate users to
the new role.

3. When finished, click Save.

4. Click Admin in the Oracle Enterprise Repository's menu bar.

o

Click Custom Access Settings in the sidebar on the Admin screen. The Custom
Access Settings section is displayed.

Click Create New. The Create New Custom Access Setting dialog is displayed.
Enter text as appropriate in the Name and Description text boxes.

Select File in the Type list.

© ® N o

In the Set Permissions section, select the appropriate role(s) and assign the
Download permission for this CAS.

10. Click Save.
11. Click Assets in the Oracle Enterprise Repository menu bar.
12. Click Edit/ Manage Assets. The Asset Editor screen is displayed.

13. Locate and open (or create, if necessary) the asset to which the new Custom Access
Settings are applied.

14. Locate the asset's File Information metadata element.
15. Select the targeted file.
16. Click the Edit button.

17. In the Custom Access Settings section of the Edit window, carefully select ONLY
the new File CAS. If the targeted file does not exist, add a new file, and (in the
Custom Access Settings section) select the new File CAS.

18. Click the asset's Administration tab.
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19. Test the CAS by checking user permissions within and without the use case. Click
the View Access button on the asset to confirm user access.

Several of the most common security use case scenarios are outlined in the sections
below. Before implementing one of the new security models, however, it is necessary
to configure the existing roles in your system to support Custom Access Settings.

4.7 Configuring Access Settings for Existing Roles

Oracle Enterprise Repository ships with several default roles, as defined below. When
configuring Oracle Enterprise Repository for Custom Access Settings, these roles must
be re-established using a combination of Basic and Custom Access Settings in order to
insure that Custom Access Settings do not disrupt existing user access privileges.

4.7.1 User Roles and Default Privileges

User

Anyone with an Oracle Enterprise Repository user name and password. This role can
be assigned as the default role for any new users at the time the user account is
created. All Oracle Enterprise Repository users can:

= View news on the home page about the host company's initiatives
s Locate, evaluate, and use assets

= View projects (if enabled)

= Generate reports (if enabled)

= Submit assets to the registrar

Access Administrator

The Access Administrator creates all Oracle Enterprise Repository user accounts and
assigns permissions. The Access Administrator must be familiar with the functions
available on the Oracle Enterprise Repository Admin screen. Typically, Access
Administrators can:

»  Create, view, and edit users and permissions

= Generate reports (if enabled)

Advanced Submitter

The Advanced Submitter role is typically assigned to asset builders and harvesters.
Asset builders focus on building the asset content base in response to organizational
asset needs and the needs of individual projects. Harvesters study
post-implementation projects for asset reuse potential. Typically, advanced submitters
can:

m Locate, evaluate, and use assets

= View projects that are associated with assets (if enabled)
= Generate reports (if enabled)

= Submit assets to the registrar

= Edit asset metadata prior to asset registration
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Registrar

The Registrar is responsible for asset acceptance or rejection and registration. There
may be more than one person functioning as a repository registrar, depending on the
functions addressed. Typically, registrars can:

m  Locate, evaluate, and use assets

= View projects that are associated with assets
= Generate reports (if enabled)

= Submit assets to the registrar

= Edit asset metadata prior to asset registration
= Accept assets for the registration process

= Approve Asset Editor tabs

= Register assets

»  Edit access settings

Registrar Administrator

The Registrar Administrator establishes and manages asset, compliance template, and
policy types within Oracle Enterprise Repository using the Type Manager, if enabled
in your configuration of the repository. Typically, Registrar Administrators can:

s Locate, evaluate, and use assets

= View projects that are associated with assets (if enabled)
»  Generate reports (if enabled)

= Submit assets to the registrar

= Edit asset metadata prior to asset registration
»  Accept assets for the registration process

= Approve Asset Editor tabs

= Register assets

= Edit access settings

» Edit Artifact Stores

= Edit Types (if enabled)

Project Administrator

If more than one default project is enabled in your configuration of the repository,
then Oracle Enterprise Repository tracks asset use at the project level in order to
maintain a history for maintenance purposes. Project Administrators create projects
and assign users to projects using the Oracle Enterprise Repository Projects screen
(visible only to users with appropriate permissions). Project Administrators also close
projects and indicate which assets were deployed. Typically, Project Administrators
can:

»  Create, edit, and view projects (if enabled)

= Generate reports (if enabled)
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System Administrator

The System Administrator configures Oracle Enterprise Repository for use. The
System Administrator typically can:

Enable and edit system settings

Generate reports (if enabled)

4.7.2 Access Options

Two options are available for configuring access settings for existing roles, as follows.
If Advanced Role Based Access Control is enabled, then access to individual assets and
files can be controlled using Custom Access Settings.

Option 1 - Access to Assets

Grant or deny access to assets. This option is beneficial to organizations that want
to use Custom Access Settings to expose a subset of assets to developers within a
specific domain, to customers or trading partners, to outsourced developers, etc.

Use Option 1 to:
— Expose web services to customers and trading partners

—  Limit the exposure of intellectual property to outsourced development teams;
manage assets that are subject to export controls

— Establish a Federated Repository that allows everyone to view and access
enterprise assets, but limits domain specific information to users representing
relevant domains

— Manage the asset life cycle by providing limited access to assets under
development

—  Restrict certain groups to browse-only access to the repository
Option 2 - File Access

Grant or deny access to download files/payloads within an asset. This option is
beneficial to organizations that use Custom Access Settings to support black box
reuse. For example, developers may have access to compiled code, while asset
producers and maintainers may have access to both source code and compiled
code.

Use Option 2 to:

—  Limit access to source code files to asset production and maintenance teams

The setup process is different for each option. It is easiest to start by granting or
denying access to assets (Option 1), and adding file access permissions at a later time,
if necessary.

Note: Under certain access settings, asset files that are hidden from a
particular user's view during the download process are visible and
accessible to that same user when using the Asset Editor. In order to
totally restrict that user's view of the files it is necessary to also block
the user's ability to view the asset in the Asset Editor.
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4.7.2.1 Option I: Grant or deny access to specific assets using CAS

Step 1 -- Re-establish default roles using Custom Access Settings.
1. Create a CAS for assets called Basic_Default_Assets.

2. Add the following roles and associated permissions to the CAS:
= Role: User
s Permission: View, Use, Download, Review
= Role: Advanced Submitter
s Permission: View, Use, Download, Review, Edit
= Role: Registrar

s Permission: View, Use, Download, Review, Edit, Accept, Approve Tabs,
Register, Edit Access Settings

Note: Under this configuration, Registrars can view and change
Access Settings for all assets. To restrict this privilege, leave the Edit
Access Settings option blank for the Registrar role.

= Role: Registrar Administrator

= Permission: View, Use, Download, Review, Edit, Accept, Approve Tabs,
Register, Edit Access Settings

3. Select Automatically apply to all new assets at the top of the screen.
4. Click Save.

5. Click Yes when the Apply this new setting to all existing assets dialog is
displayed. Figure 4-16 illustrates the resulting Custom Access Setting.

Figure 4-16 Custom Access Setting Screen
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Step 2 -- Enable access to Oracle Enterprise Repository Tools

1. Create the following new Roles: (include the numbers preceding the role to keep
them together in the role list)

s 1: Create/Submit
s 2: Launch Asset Editor
» 3: Edit Artifact Stores
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= 4: Edit Types
2. Edit current BAS settings to reflect the following:
= Role: 1: Create/Submit
»  Permission: Create/Submit
= Role: 2: Launch Asset Editor
»  Permission: Launch Asset Editor
= Role: 3: Edit Artifact Stores
»  Permission: Edit Artifact Stores
= Role: 4: Edit Types
s Permission: Edit Types

Remove existing BAS permissions for assets so that CAS becomes the default
permission set for all assets in Oracle Enterprise Repository.

Note: In order to retain global tool permissions through BAS, each
user must be assigned to one of the new functional roles for each of
the four previously designated functional or tool permissions, as
illustrated below.

Step 3 -- Tie new roles to existing users based on existing roles

1. Edit each role and place all users who should have the ability to create/submit
assets, launch the asset editor, edit artifact stores, and/or edit types, respectively,
into each of the four roles.

= Assistance Note: The following table lists the default permissions for Oracle
Enterprise Repository's default roles:

Role Permissions

User Create/Submit
Advanced Submitter Create/Submit, Launch Asset Editor

Registrar Create/Submit, Launch Asset Editor
Registrar Create/Submit, Launch Asset Editor,
Administrator Edit Artifact Stores, Edit Types

Example 4-1 Sample Example

Larry was previously assigned the default role User which includes the default
permissions. In order to retain his existing permissions under the new settings he must
be reassigned to User and also assigned to the new 1: Create/Submit role.

Similarly, in order to retain the default permissions attached to his previously assigned
Registrar role, Daryl must be reassigned to Registrar and also assigned to 1:
Create/Submit and 2: Launch Asset Editor. It is also possible to add users to a role, as
opposed to adding roles to users. If the default permissions for the Oracle Enterprise
Repository roles are unchanged, each role can be edited to add all of the applicable
users at once.

Step 4 -- Validate the changes
1. Create five users, and assign each to one of the following role combinations:
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User, 1: Create/Submit
Advanced Submitter, 1: Create/Submit, 2: Launch Asset Editor
Registrar, 1: Create/Submit, 2: Launch Asset Editor

Registrar Administrator, 1: Create/Submit, 2: Launch Asset Editor, 3: Edit
Artifact Stores, 4: Edit Types

Project Administrator.

2. Verify that each user assigned to each role listed above can see the following items:

User

— Can see the Assets, Projects, My Stuff, and Reports links on the Oracle
Enterprise Repository menu bar.

—  The Submit an Asset link is visible on the Assets screen. (The Edit /
Manage Assets link should not be visible.)

— Alist of assets is visible after clicking the Search button on the Asset
screen. The Subscribe and Use/Download buttons should be visible in
each asset. (The Edit button should not be visible.) The User should also
be able to post reviews.

- After clicking the Use/Download button on an asset that includes
downloadable files, the User should be able to download the files.

Advanced Submitter

— Can see the Assets, My Stuff, and Reports links on the Oracle Enterprise
Repository menu bar.

— Both the Submit an Asset and Edit / Manage Assets links are visible on
the Assets screen.

— Alist of assets is visible after clicking the Search button on the Assets
screen. The Subscribe, Use/Download, and Edit buttons should be visible
in each asset. The Advanced Submitter should also be able to post
reviews.

- After clicking the Use/Download button on an asset that includes
downloadable files, the Advanced Submitter should be able to download
the files.

- Can click the Edit / Manage Assets link on the Assets screen to launch the
Asset Editor.

Verity:
— The Approve button at the bottom of each Asset Editor tab is inactive.

— The Register button on the Administration tab in the Asset Editor is
inactive.

Registrar

— Can see the Assets, My Stuff, and Reports links on the Oracle Enterprise
Repository menu bar.

— Both the Submit an Asset and Edit / Manage Assets links are visible on
the Assets screen.

— Alist of assets is visible after clicking the Search button on the Assets
screen. The Subscribe, Use/Download, and Edit buttons should be visible
in each asset. The Registrar should also be able to post reviews.
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After clicking the Use/Download button on an asset that includes
downloadable files, the Registrar should be able to download the files.

Can click the Edit / Manage Assets link on the Assets screen to launch the
Asset Editor.

Verity:

The Approve button at the bottom of each Asset Editor tab is inactive.

The Register button on the Administration tab in the Asset Editor is
inactive.

In the Asset Editor, the Accept button is visible on assets submitted via the
Submit an Asset link on the Oracle Enterprise Repository Assets screen.

The Registrar can change an asset's access setting (if enabled in CAS).

Registrar Administrator

Can see the Assets, My Stuff, and Reports links on the Oracle Enterprise
Repository menu bar.

Both the Submit an Asset and Edit / Manage Assets links are visible on
the Assets screen.

A list of assets is visible after clicking the Search button on the Assets
screen. The Subscribe, Use/Download, and Edit buttons should be visible
in each asset. The Registrar Administrator should also be able to post
reviews.

After clicking the Use/Download button on an asset that includes
downloadable files, the Registrar should be able to download the files.

Can click the Edit / Manage Assets link on the Assets screen to launch the
Asset Editor.

Verity:

The Approve button at the bottom of each Asset Editor tab is inactive.

The Register button on the Administration tab in the Asset Editor is
inactive.

In the Asset Editor, the Accept button is visible on assets submitted via the
Submit an Asset link on the Oracle Enterprise Repository Assets screen.

The Registrar Administrator can change an asset's access setting (if
enabled in CAS).

The Actions menu of the Asset Editor should include Configure Artifact
Stores and Manage Asset Types.

Project Administrator

Can see the Assets, My Stuff, and Reports links on the Oracle Enterprise
Repository menu bar.

Verity:

The Submit an Asset and Edit / Manage Assets links are NOT visible on
the Assets screen.

No search results appear after clicking the Search button.
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4.7.2.2 Option Il: Grant or deny access to specific files and assets using CAS

Create custom access settings that determine user access to assets, as well as to specific
files within an asset.

Step 1 -- Enable all three CAS settings under System Settings
You must enable all the three CAS settings under the System Settings pane.

Step 2 -- Allow all roles that currently access the download files for all assets to
get the same functionality through a File CAS

1. Create a CAS for files called Basic_Default_Files.
2. Add the following roles, each with download privileges:
= User
= Advanced Submitter
= Registrar
= Registrar Administrator
3. Select Automatically apply to all new files.
4. Click Yes when the Apply this new setting to all existing files? dialog is displayed.

Step 3 -- Allow all roles that currently access all assets to get the same
functionality through an Asset CAS

1. Create a CAS for assets called Basic_Default_Assets. Add the following roles and
associated permissions:

= Role: User

s Permissions: View, Use, Review

= Role: Advanced Submitter

s Permissions: View, Use, Review, Edit
= Role: Registrar

= Permissions: View, Use, Review, Edit, Accept, Approve Tabs, Register, Edit
Access Settings

= Role: Registrar Administrator

= Permissions: View, Use, Review, Edit, Accept, Approve Tabs, Register, Edit
Access Settings

2. Select Automatically apply to all new assets at the top of the screen.
3. Click Yes when the Apply this new setting to all existing assets? dialog is
displayed.

Step 4 -- Remove existing BAS permissions for assets

CAS becomes the default set of permissions for all assets in Oracle Enterprise
Repository.

Note: In order to retain global tool permissions through BAS, each
user must be assigned to one of the new functional roles for each of
the four previously designated functional or tool permissions, as
illustrated in Figure 4-17.
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Figure 4-17 Custom Access Setting
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1. Create four new Roles with the following names: (include the numbers preceding
the role to keep them together in the role list)

= 1: Create/Submit
= 2: Launch Asset Editor
= 3: Edit Artifact Stores
= 4: Edit Types
2. Edit current BAS settings to reflect the following:
= Role: 1: Create/Submit
= Permission: Create/Submit
= Role: 2: Launch Asset Editor
»  Permission: Launch Asset Editor
= Role: 3: Edit Artifact Stores
»  Permission: Edit Artifact Stores
= Role: 4: Edit Types
s Permission: Edit Types

Step 5 -- Tie new roles to existing users based on existing roles

1. Edit each role and place all users who should have the ability to create/submit
assets, launch the asset editor, edit artifact stores, and/or Edit Types, respectively,
into each of the four roles.

The following table lists the default permissions for Oracle Enterprise Repository's
default roles:

Role Permissions

User Create/Submit

Advanced Submitter Create/Submit, Launch Asset Editor

Registrar Create/Submit, Launch Asset Editor
Registrar Create/Submit, Launch Asset Editor,
Administrator Edit Artifact Stores, Edit Types
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Example 4-2 Sample Example

Daryl was previously assigned the default role User, which includes the default
permissions. In order to retain his existing permissions under the new settings he must
be reassigned to User and also assigned to the new 1: Create/Submit role.

Similarly, in order to retain the default permissions attached to his previously assigned
Registrar role, Larry must be reassigned to Registrar and also assigned to 1:
Create/Submit and 2: Launch Asset Editor.

It is also possible to add users to a role, as opposed to adding roles to users. If the
default permissions for the Oracle Enterprise Repository roles are unchanged, each
role can be edited to add all of the applicable users at once.

Step 6 -- Validate the changes
1. Create five users, and assign each to one of the following role combinations:

User, 1: Create/Submit

Advanced Submitter, 1: Create/Submit, 2: Launch Asset Editor

Registrar, 1: Create/Submit, 2: Launch Asset Editor

Registrar Administrator, 1: Create/Submit, 2: Launch Asset Editor, 3: Edit
Artifact Stores, 4: Edit Types

Project Administrator

2. Verify that each user assigned to each role listed above can see the following items:

User

Can see the Assets, Projects, My Stuff, and Reports links on the Oracle
Enterprise Repository menu bar.

The Submit an Asset link is visible on the Assets screen. (The Edit /
Manage Assets link should not be visible.)

A list of assets is visible after clicking the Search button on the Asset
screen. The Subscribe and Use/Download buttons should be visible in
each asset. (The Edit button should not be visible.) The User should also
be able to post reviews.

After clicking the Use/Download button on an asset that includes
downloadable files, the User should be able to download the files.

Advanced Submitter

Can see the Assets, My Stuff, and Reports links on the Oracle Enterprise
Repository menu bar.

Both the Submit an Asset and Edit / Manage Assets links are visible on
the Assets screen.

A list of assets is visible after clicking the Search button on the Assets
screen. The Subscribe, Use/Download, and Edit buttons should be visible
in each asset. The Advanced Submitter should also be able to post
reviews.

After clicking the Use/Download button on an asset that includes
downloadable files, the Advanced Submitter should be able to download
the files.

Can click the Edit / Manage Assets link on the Assets screen to launch the
Asset Editor.
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Verity

The Approve button at the bottom of each Asset Editor tab is inactive.

The Register button on the Administration tab in the Asset Editor is
inactive.

Registrar

Can see the Assets, My Stuff, and Reports links on the Oracle Enterprise
Repository menu bar.

Both the Submit an Asset and Edit / Manage Assets links are visible on
the Assets screen.

A list of assets is visible after clicking the Search button on the Assets
screen. The Subscribe, Use/Download, and Edit buttons should be visible
in each asset. The Registrar should also be able to post reviews.

After clicking the Use/Download button on an asset that includes
downloadable files, the Registrar should be able to download the files.

Can click the Edit / Manage Assets link on the Assets screen to launch the
Asset Editor.

Verify

The Approve button at the bottom of each Asset Editor tab is active.
The Register button on the Administration tab in the Asset Editor is active.

In the Asset Editor, the Accept button is visible on assets submitted via the
Submit an Asset link on the Oracle Enterprise Repository Assets screen.

The Registrar can change an asset's access setting (if enabled in CAS).

Registrar Administrator

Can see the Assets, My Stuff, and Reports links on the Oracle Enterprise
Repository menu bar.

Both the Submit an Asset and Edit / Manage Assets links are visible on
the Assets screen.

A list of assets is visible after clicking the Search button on the Assets
screen. The Subscribe, Use/Download, and Edit buttons should be visible
in each asset. The Registrar Administrator should also be able to post
reviews.

After clicking the Use/Download button on an asset that includes
downloadable files, the Registrar should be able to download the files.

Can click the Edit / Manage Assets link on the Assets screen to launch the
Asset Editor.

Verify

The Approve button at the bottom of each Asset Editor tab is active.
The Register button on the Administration tab in the Asset Editor is active.

In the Asset Editor, the Accept button is visible on assets submitted via the
Submit an Asset link on the Oracle Enterprise Repository Assets screen.

The Registrar Administrator can change an asset's access setting.

The Actions menu of the Asset Editor should include Configure Artifact
Stores and Manage Asset Types.
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s Project Administrator

— Can see the Assets, Projects, My Stuff, and Reports links on the Oracle
Enterprise Repository menu bar.

Verity

— The Submit an Asset and Edit / Manage Assets links are NOT visible on
the Assets screen.

— No search results appear after clicking the Search button.

4.8 Role-based Access Control Use Cases
This section describes the role-based access control use cases.
This section contains the following topics:

= Section 4.8.1, "Use Case 1: Expose Web Services to Customers and Trading
Partners"

= Section 4.8.2, "Use Case 2: Manage Intellectual Property in a Global Economy"
= Section 4.8.3, "Use Case 3: Establish a Federated Repository"
»  Section 4.8.4, "Use Case 4: Manage the Asset Lifecycle"

m  Section 4.8.5, "Use Case 5: Limit Access to Source Code Files to Asset Production
Teams"

= Section 4.8.6, "Use Case 6: Grant Browse-only Repository Access to Specific
Groups"

4.8.1 Use Case 1: Expose Web Services to Customers and Trading Partners

This section describes a use case to demonstrate how to expose Web services to
customers and trading partners. This section contains the following topics:

s Section 4.8.1.1, "Benefit"
s Section 4.8.1.2, "Overview"

s Section 4.8.1.3, "Solution"

4.8.1.1 Benefit

This scenario allows an organization to leverage Web Services to improve business
operations between trading partners and allow its customers to connect to systems
and gather information, but restricts access to information that might otherwise expose
sensitive knowledge of back end systems.

4.8.1.2 Overview

In this scenario, the organization's trading partners and customers have access only to
the appropriate Web Services within Oracle Enterprise Repository. Access to other
assets is denied. In order to facilitate these measures, the metadata for Web service
assets is organized into two general groupings:

s Unrestricted

Metadata, associated files, and downloadable files that the organization wants to
expose to all internal and external parties.

m  Restricted
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Metadata, design documents, or files that reveal the inner workings of the
organization's backend systems. Only internal developers will have access to this
information.

The Custom Access Settings (CAS) described in this scenario provide all internal
developers with access to both the restricted and unrestricted parts of Web services
assets, as well as the other assets in the repository. The organization's trading partners
and customers have access only to the unrestricted Web Service assets. This scenario
necessitates the creation of two different Web Services asset types -- one for
unrestricted data and another one for restricted data.

Note: This scenario describes a simple way to expose Web Services
to customers and trading partners. However, other considerations not
addressed by this use case may require additional or alternative
measures. For example, it may be more appropriate to establish a
separate instance of Oracle Enterprise Repository for external use
only. The external instance may be branded differently than the
internal instance, and would include only the metadata, associated
files, and downloadable files suitable for exposure to external parties.
In this case, usage histories and reviews would reflect only the
experience of external users. If your situation requires a more complex
solution, please contact your Oracle Enterprise Repository
Implementation Manager or Solutions Consultant for assistance and
guidance.

4.8.1.3 Solution

This section describes the solution to this use case.

4.8.1.3.1 Prerequisite Verify that Customer and Trading Partner users exist in Oracle
Enterprise Repository.

4.8.1.3.2 Create and Assign the Roles This procedure is performed on the Oracle
Enterprise Repository Admin screen.

1. Click Roles. The Roles section is displayed, as shown in Figure 4-18.

Figure 4-18 Roles Section
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2. Click Create New. The Create New Role dialog is displayed, as shown in
Figure 4-19.
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Figure 4-19 Create New Role Dialog
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3. Enter User - Customer in the Name text box.

4. Enter Represents Web Services customers or some other descriptive text in the
Description text box.

5. When finished, click Save.
6. Repeat the above process to create the role User - Trading Partner.

7. Assign the new roles to the appropriate users (i.e. user accounts representing the
appropriate customers and trading partners).

= On the Admin screen:
- Click Roles to assign user to roles, or...
- Click Users to assign roles to users.
4.8.1.3.3 Organize the Metadata The metadata for Web Service assets must be organized
into two general groupings according to the roles that will have Oracle Enterprise
Repository access to the information. The first grouping consists of the metadata that
can be viewed by everyone (Customers, Trading Partners, and Internal Developers).

The second grouping consists of metadata that can be viewed only by Internal
Developers.

1. Launch the Asset Editor.
2. Click Manage Types in the Actions menu. The Type Manager is displayed.

3. Use the Service asset type as a template to create a new asset type called Service -
Internal Only.

4. When finished, click Save in the file menu in the Type Manager.
5. Click Copy/Migrate in the File menu in the Asset Editor.

6. Copy/migrate all existing Web Service assets to the new Service - Internal Only
asset type.

7. Edit all original assets of the Service asset type to delete all metadata fields that
reflect or represent information or metadata that is to be restricted from public
view.
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8. Delete all non-restricted fields (the first metadata grouping, as mentioned above)
from the new Service - Internal Only asset type.
4.8.1.3.4 Create the Relationships This procedure is performed in the Asset Editor.

1. Click Configure Relationships in the Actions menu. The Configure Relationships
dialog is displayed.

2. Click Add.

3. Configure a two-way relationship called External-Use-Internal-Only, as shown in
Figure 4-20.

Figure 4-20 Add Relationship Dialog
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4.8.1.3.5 Apply the Relationship Add the External-Use-Internal-Only relationship to the
Service assets.

The procedure is performed in the Asset Editor.
1. Open one of the Service assets.
2. Click the Relationship tab.

3. Apply the External-Use-Internal-Only relationship to each Service asset. This will
allow Internal Users to access the restricted fields.

4. Create a CAS.
»  Click Custom Access Settings in the sidebar on the Admin screen.
s Click Create New.

s Name the new CAS Access_Web_Service_Information_ for
External_Use, as shown in Figure 4-21.
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Figure 4-21 Custom Access Setting: CAS Access_Web_Service_Information_for
External_Use

Web_Service_Information_for_External_Use
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Assets linked to this Access Setting (1)

= Set the following permissions:

— Role: User - Customer
— Permissions: View, Use, Download, Review
- Role: User - Trading User
— Permissions: View, Use, Download, Review
Launch the Asset Editor.
Open one of the Web Service assets.

Select the Administration tab.

©® N o o

Apply the new Access_Web_Service_Information_for_External_Use
CAS to the Web Service. This CAS will work in tandem with the Basic_Default_
Assets CAS already assigned to each asset, as shown in Figure 4-22.

Figure 4-22 Asset Editor Screen
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9. Repeat the process with each of the Web Service assets.
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4.8.1.3.6 Results sService Asset Type

Figure 4-23 Service Asset Type

=8l =

Sample Service - Account Detail (dynamic) (2.0) In thve past & manths:
Description: curactons: [N 7

THIS ASSET IS TO BE WSED AS AN EXAMPLE. IT HAS BEEN POPULATED WITH SAMPLE METADATA. ALL FILES inProces= [N 7
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This VWb sanice is used to Bccess our main corporate customer database 3 wedl as the Cindar Entry System, and Billing 3 !
System. The serdce retumns &l available informatson from a customer's account based on their customer numbsr. This \
mformation includes address phOl\E rambser, order FHS(M)« el

Plationm: NET

Clisnt Platforms: Windows, LINUX

Languaga: C#

Conatraints: The Account Detail Web sendce can saly be used behind the firewall. This senice & not svalable ta Tradng
Partners.

| Ma Reviews Posted

Transactions:

getAccountHist()  Returns transaction date. transaction type, and transaction velua, using the account id

gethecountProfile) Returns the customer nameds). billing address, shipping addrass(es), and phona numberis) using the
account id

getOpenDrders)  Returns all open orders for the account using the oeder id
Data Description:

AccountiD numaric 15

Custameshame string 50
BillAddress customer biling address string 150
Shiphddress custamer shipping address string 150

Phone

= Service - Internal Only Asset Type

Figure 4-24 Service - Internal Only Asset Type
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wProcess [N =

Sample Service - Account Detall (dynamic) (2.00)
Description:

THIS ASSET IS TO BE USED AS AN EXAMPLE. IT HAS BEEN POPULATED WITH SAMPLE METADATA. ALL FILES
AND METADATA ARE TO BE USED FOR TRAINING PURPOSES ONLY.
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Managed Servlces Hosts: SRVR_1031
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Note: Note that considerable less information is provided in this
view.
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4.8.1.3.7 Validation Test Select a user in each of the three designated roles and verify
access as described below:

= Roles

— User - Customer

- User - Trading Partner
n  Access

—  Only the Assets and My Stuff links are displayed in the Oracle Enterprise
Repository menu bar.

— Can see only the Web Service asset metadata intended for external view
(Service Asset Type).

— Relationships for these assets are not visible.

- When using Web Service assets, only the primary downloadable files are be
available for download. No related assets are available.

—  On the Oracle Enterprise Repository Assets screen, the Submit Assets and
Edit/Manage Assets buttons are not displayed.

— The Edit button is not displayed when viewing the asset detail screen for Web
Service assets.

= Role
- User (internal employees):
s Access

— Can see Web Service metadata intended for internal and external view (Service
assets and Service - Internal Only assets).

- Can see all relationships on Service assets.

- If the Use/Download button is clicked when viewing a Service -Internal Only
asset, files intended for external view are displayed as related assets in the
download window. Both internal and external files are available for
simultaneous download.

4.8.2 Use Case 2: Manage Intellectual Property in a Global Economy

This section describes a use case that demonstrates how to manage intellectual
property in a global economy. This section contains the following topics:

s Section 4.8.2.1, "Benefits"
s Section 4.8.2.2, "Overview"

s Section 4.8.2.3, "Solution"

4.8.2.1 Benefits

The settings described in this scenario allow an organization that is operating in a
highly distributed global environment to manage and protect intellectual property by
limiting the exposure of intellectual property to outsourced development teams. These
settings also ensure that assets adhere to the limitations specified under export control
regulations.
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4.8.2.2 Overview

Outsourced Development Teams

In this scenario, External Service Providers (ESPs) can view, use, and provide reviews
ONLY for the assets specified in their Project Profile. During the course of the project,
ESPs can also submit assets produced within the project to a technical lead or Project
Architect for review, approval, and asset registration. For example, after the design
phase of the project, an ESP can submit the design documents for approval by the
technical lead or project architect. This scenario presents a project lifecycle governance
model and facilitates project milestone reviews.

Export Controls

Export control regulations typically prohibit the export of software and other types of
intellectual property to certain countries. In this scenario, assets that are subject to
export control are assigned a Custom Access Setting indicating that they are restricted
under a specific Export Control Classification Number (ECCN). Restricted individuals
are assigned a corresponding Export Control Classification Number (ECCN) role, in
addition to the roles granted by virtue of their regular responsibilities as employees.
For example, encryption software may not be exported to Iraq, Iran, Libya, North
Korea, Sudan, Syria, or Cuba under ECCN 5D002. All encryption software assets in
Oracle Enterprise Repository will receive a custom access setting Access_Restricted_
by_ECCN_5D002, identifying that they are subject to export control. Individuals from
Iraq, Iran, Libya, North Korea, Sudan, Syria, or Cuba will also be assigned the role
User - Restricted by ECCN 5D002, indicating that they are restricted from accessing
encryption software. As export control limitations change, it is easy to identify the
individuals and assets affected in order to modify access settings.

4.8.2.3 Solution

This section describes the solution to this use case. This section contains the following
topics:

= Section 4.8.2.3.1, "Solution for Outsourced Development Teams"
= Section 4.8.2.3.2, "Solution for Export Controls"

4.8.2.3.1 Solution for Outsourced Development Teams The following procedures are
performed on the Oracle Enterprise Repository Admin screen.

Prerequisite

Verify that External Service Providers have Oracle Enterprise Repository user
accounts.

Create the Roles
1. Click Roles.

2. C(lick Create New.
3. Create a new role named User - ESP Project X.

This role represents External Service Providers working on a particular project.
Users in this role can view and download ONLY the assets specified in their
Project Profile. They can also submit their assets to a technical lead for review,
approval, and asset registration during the course of a project.
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Assign the Roles

Assign the User - ESP Project X role and the 1: Create/Submit roles to the appropriate
users.

The 1: Create/Submit role allows ESPs to submit assets they produce on the project to
a technical lead or Project Architect for review, approval, and asset registration during
the course of the project.

Click Roles to assign users to roles, as shown in Figure 4-25.

Figure 4-25 Edit Role Dialog

Edit Role. User - ESP Project X

Automatically assign to now
users?

owrced_Dev User

Edit Users i

“Disnartes §eur e Nk

Click Users to assign roles to users, as shown in Figure 4-26.

Figure 4-26 Users

Create the Custom Access Setting
1. Click Custom Access Settings.

2. C(Click Create New.

3. Create a new CAS named Access_Project_X_Assets. This CAS provides access to
assets specified for use on Project X.

4. Set the following permissions, as shown in Figure 4-27.
= Role: User - ESP Project X

s Permissions: View, Use, Download, Review
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Figure 4-27 Edit Custom Access Settings Dialog
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5. Identify the assets specified for use on Project X through the Project Profile, as
shown in Figure 4-28.

Figure 4-28 Asset Project Profile - Project X (1.0)

t Profile - Pro
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Out-ofscope Activities: Irvoicing, Non-software parts of the system

Deliverables: Purchase Request System, Test cases and test results; User Hardware: None
Guide,; Troubleshooting Guide Software: Advanced mail system
Expectations: The system wall run on standard, existing hardware. Network: Intranet or Intemet

Data: Use commercial confact

reviention [

Imerfaces: Internet browser
1D Assets to be Used: an; (dynamic) (2.0 Performance: Less than 1second

response lime

© Required Environments: Sarmole Ervronment - Tomeat (4 1 Non-performance: Must be
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Stafling: IT development team
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., e

from Purchasing managers,

© Processes te be Followed: Sarple Process - SCRUM (20)
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6. Add Access_Project_X_Assets CAS to the Project Profile for Project X, and to each
asset specified in the Project Profile for Project X, as shown in Figure 4-29

Figure 4-29 Custom Access Settings

Cusiom Access Settings
Arailable | E R
Access_Resiricled_by_ECC |Basic_Dafaull_ssets
View Arcess Access_Project X Assets
P e e
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Validation Test

Verify that the following conditions for External Service Providers assigned to Project

X:
= Role

—  Outsourced_Dev_User:
m  Access

— Can see the Project Profile for Project X.

— Can see only those assets that have been specified in the Project Profile for
Project X.

— Can download the assets specified in the Project Profile for Project X.
— The Submit Assets link is visible on the Assets screen.

—  On the asset detail display, the Subscribe and Use/Download buttons are
visible; the Edit button is hidden.

—  Only the Assets and My Stuff tabs are visible in Oracle Enterprise Repository.

4.8.2.3.2 Solution for Export Controls The following procedures are performed on the
Oracle Enterprise Repository Admin screen.

Prerequisites

Verify that individuals restricted under export controls have Oracle Enterprise
Repository user accounts.

Create the Role
1. Click Roles.

2. Click Create New.

3. Create a role named User - Restricted by ECCN 5D002. This role is assigned to
individuals from Iraq, Iran, Libya, North Korea, Sudan, Syria, or Cuba -- any user
who is to be restricted from accessing encryption software or software limited for
export under ECCN 5D002.

4. Assign the new User - Restricted by ECCN 5D002 role to the appropriate users, as
shown in Figure 4-30.
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Figure 4-30 Edit Role
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Figure 4-31 Edit Custom Access Setting Dialog

Click Custom Access Settings.
Click Create New.

Create a new CAS named Access_Restricted_by_ ECCN_5D002. This CAS

restricts access to the assets specified as limited for export under ECCN 5D002.

Set the following permissions, as shown in Figure 4-31.

= Role: User - Restricted by ECCN 5D002

= Permissions: DENY access to: View, Use, Download, Review, Accept, Approve

Tabs, Register, Edit Access Settings
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Add Access_Restricted_by_ECCN_5D002 CAS to all encryption software assets
or assets restricted by export control under ECCN 5D002.
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Figure 4-32 Custom Access Settings
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Validation Test
Verify that the individuals restricted by export control limitations:

= Cannot see the assets restricted by export control limitations.

= Can see all assets not restricted under export control limitations.

4.8.3 Use Case 3: Establish a Federated Repository

This section describes the use case that demonstrates how to establish a federated
reporistory. This section contains the following topics:

s Section 4.8.3.1, "Benefit"
s Section 4.8.3.2, "Overview"

s Section 4.8.3.3, "Solution"

4.8.3.1 Benefit

The settings described in this scenario allow Oracle Enterprise Repository users to
view and access enterprise assets, but limit access to domain specific information to
those assigned to the relevant domains. This allows a large organization to target
specific asset consumer groups in order to provide them with the most relevant assets
for their needs.

4.8.3.2 Overview

This scenario involves enterprise-wide assets that may be viewed and downloaded by
anyone within the organization, and domain-specific assets that are relevant only to
development teams within specific business domains. Producers of enterprise-wide
assets can create, edit, and register their assets, and view and download all domain
assets. Producers of domain-specific assets can create, edit, and register assets within
their domain. All users within the organization may view and download
enterprise-wide assets, in addition to assets that are specific to their domain.

4.8.3.3 Solution

This section describes the solution to this use case.

4.8.3.3.1 Prerequisite Verify that enterprise and domain producers and all consumers
have Oracle Enterprise Repository user accounts.

4.8.3.3.2 Create the Role

1. Click the Admin link in the Oracle Enterprise Repository menu bar.

2. On the Admin screen, click Roles

3. Click Create New.

4. Create the following roles:

= Role: Enterprise Producer

4-36 Oracle Fusion Middleware Configuration Guide for Oracle Enterprise Repository



Role-based Access Control Use Cases

—  Access
Can view, download, edit, and register enterprise assets.
Can view and download Domain assets.
= Role: Domain X Producer
—  Access
Can view, download, edit, and register Domain X assets.
Can view and download Enterprise assets.
= Role: Domain X Consumer
—  Access
Can view and download Domain X assets and Enterprise assets.
= Role: Domain Y Consumer
—  Access
Can view, download, edit, and register Domain Y assets

Can view and download Enterprise assets.

4.8.3.3.3 Create the Custom Access Settings
1. Click the Admin link in the Oracle Enterprise Repository menu bar.
2.  On the Admin screen, click Custom Access Settings.
3. Click Create New.
4. Create the following Custom Access Settings:
m  CAS: Access_Enterprise_Assets

— Allows any Oracle Enterprise Repository user to view enterprise-wide
assets.

m  CAS: Access_Domain_X_Assets

- Restricts access to Domain X assets to those assigned to the Enterprise
Producer and/or Domain X Producer roles.

m CAS: Access_Domain_Y_Assets

— Restricts access to Domain Y assets to those assigned to the Enterprise
Producer and/or Domain Y Producer roles.

For each Domain or Enterprise asset, remove the Basic Default Assets access
setting and replace it with the appropriate Custom Access Setting, as noted in Step
4, above.

= Roles assigned to Enterprise_Producer

Figure 4-33 Overview Section

Userllame: Erterprise_Producer
First Hame
Middie Name

Last Mame Ertepnse Producer
Email demogiflashine cae
Phone:

Status: Actre
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s Corresponding CAS

Figure 4-34 Set Permissions
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= Role assigned to Domain_X_Producrs

Figure 4-35 Overview Section
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= Role assigned to Domain_X_Consumers

Figure 4-36 Overview Section
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s Corresponding CAS

Figure 4-37 Set Permissions
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= Roles assigned to Domain_Y_Producers
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Figure 4-38 Overview Sections
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5. For each Enterprise or Domain asset, remove the Basic_Default_Assets setting and
replace it with the appropriate Access_Enterprise_Assets, Access_Domain_X_
Assets, or Access_Domain_Y_Assets CAS, as shown in Figure 4—40.
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Figure 4-40 Asset Editor
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4.8.3.3.4 Validation Test Verify the following conditions for each user/role:

= Enterprise Producer:

Metadata for individual Enterprise, Domain X, and Domain Y assets is visible
on Oracle Enterprise Repository's Assets screen.

Only Enterprise assets are visible in the Asset Editor (no Asset Editor access to
Domain X or Domain Y assets).

The Subscribe, Use/Download, and Edit buttons are visible when viewing the
metadata for Enterprise assets.

Can edit and register Enterprise assets in the Asset Editor.

The Use/Download buttons are visible in the metadata display for both
Domain X and Domain Y assets. However, the Edit button is NOT visible.

s Domain X Producer:

Metadata for individual Enterprise and Domain X assets is visible on Oracle
Enterprise Repository's Assets screen; Domain Y assets are not visible.

Domain X assets are visible in the Asset Editor (no Asset Editor access to
Domain Y or Enterprise assets).

The Subscribe and Use/Download buttons are available when viewing the
metadata for Enterprise assets. However, the Edit button is not available.

Can download files from Enterprise assets.

4-40 Oracle Fusion Middleware Configuration Guide for Oracle Enterprise Repository



Role-based Access Control Use Cases

— The Subscribe, Use/Download, and Edit buttons are visible in the metadata
display for Domain X assets.

— Can edit and register Domain X assets in the Asset Editor.
= Domain X Consumer:

- Metadata for individual Enterprise and Domain X assets is visible on Oracle
Enterprise Repository's Assets screen.; Domain Y assets are not visible.

— The Subscribe and Use/Download buttons are available when viewing the
metadata for Enterprise and Domain X assets. However, in both cases the Edit
button is not available.

- Can download files from Enterprise and Domain X assets.

— The Subscribe and Use/Download buttons are available when viewing the
metadata for Domain X assets. However, the Edit.

s Domain Y Producer:

- Metadata for individual Enterprise and Domain Y assets is visible on Oracle
Enterprise Repository's Assets screen; Domain X assets are not visible.

— Domain Y assets are visible in the Asset Editor. However, there is no Asset
Editor access Domain X and Enterprise assets.

— The Subscribe and Use/Download buttons are available when viewing the
metadata for Enterprise and Domain Y assets. However, in both cases the Edit
button is not available.

- Can download files from Enterprise and Domain Y assets.

4.8.4 Use Case 4: Manage the Asset Lifecycle
This section describes the use case that demonstrates how to manage the asset life
cycle in Oracle Enterprise Repository. This section contains the following topics:
s Section 4.8.4.1, "Benefit"
s Section 4.8.4.2, "Overview"

= Section 4.8.4.3, "Configuring the Use Case Solutions"

= Section 4.8.4.4, "Asset Lifecycle Management Solution Validation Tests"

4.8.4.1 Benefit

The settings described in this scenario allow an organization to manage assets
throughout their lifecycle, from initial conception through retirement. These settings
provide limited access to assets under development (assets in progress) and to retired
assets. This helps to eliminate redundant development efforts by exposing assets still
in development to all development teams. Development teams in need of such an
asset can plan to include it in their projects, and can collaborate with the asset
production team during asset development. Other settings limit the distribution of
retired assets, which helps to maintain control over deployed assets.
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4.8.4.2 Overview

Note: This use case takes place against a backdrop of policies and
procedures for Asset Release Management, which is focused on
managing the lifecycle of assets and the artifacts that make up the
assets. As part of Asset Release Management, the artifacts that make
up an asset are produced by projects whose end result can be anything
from the asset itself, to an entire product or system. These artifacts are
harvested, along with supporting artifacts and other information, and
the aggregate is packaged as an asset. Once verified as complete and
correct these assets enter the repository where they are available to the
entire organization. As registered assets are downloaded from the
repository, defects are identified and enhancements are requested.
New versions of the asset is created to address these change requests.
Eventually, either through disuse or replacement by another version,
an asset is retired. Retired assets are unavailable for use.

The Oracle Enterprise Repository can be used to manage access to an asset throughout
its entire lifecycle, from inception through retirement. This use case focuses primarily
on using Advanced RBAC to expose and to provide access to assets to different
stakeholder groups throughout the asset lifecycle.

4.8.42.1 Asset Lifecycle Stages sRequirements Gathering

The organization has identified the need by several upcoming projects for a
particular asset. The Production Team creates a proposed asset in progress. The
metadata for this asset includes a brief description of the asset and its purpose,
and is open for review and comment by a set of Subject Matter Experts associated
with the relevant projects. The repository display of the asset includes a link to a
dedicated virtual forum, which is used to gather functional requirements from
members of the upcoming projects. The asset is visible only to those producing the
asset as well as to the Subject Matter Experts on the relevant projects -- at least
until the proposed asset is approved and moves to the next stage in the lifecycle,
when it is visible to a wider audience.

Note: Requires the Assets in Progress option for Oracle Enterprise
Repository.

s Design and Development

Once the requirements are gathered and funding for the development of the asset
is approved, the producers begin generating the supporting artifacts (such as
design documents and code) and associating them with the asset in the repository.
At this point, only the asset's producers can add artifacts and metadata to the asset
and download the asset's code. However, the asset is visible to a broader
community of developers in order to allow interested parties to track its progress.

s Beta Release

After the code has been tested it is made available as a beta release to the Subject
Matter Experts representing the upcoming projects that expect to use the asset.

s Release

Once the asset has been thoroughly tested and documented, it is made available to
the entire user community.
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s Scheduled for Retirement

Once the asset has outlived its usefulness, it is scheduled for retirement. Its
repository status is changed to inactive. Inactive assets remain in the repository,
but access to inactive assets is limited to metadata - the asset cannot be used, and
none of its files are available for download. These restrictions provide an incentive
for projects to migrate to the latest version of the asset. Those responsible for
managing the asset retain access to view and edit the asset until it is retired.

s Retired

Once all projects have migrated to the new version of the asset, the repository
status of the original asset is changed to retired. The asset is visible only to
repository users (regardless of role) if it is related to another asset in the repository.
Users may view the asset metadata through the relationship link.

This scenario describes only one of several strategies for managing access to assets in
progress and retired assets. For more information about these strategies, contact the
Oracle Support.

4.8.4.2.2 General Configuration The various Asset Lifecycle Management solutions
described in this section require the configuration of the following roles and access
settings.

(Prerequisite: Verify that the asset production teams and subject matter experts are
users within the Oracle Enterprise Repository)
4.8.4.2.3 Create the Roles
1. Click the Admin link in the Oracle Enterprise Repository menu bar.
2. On the Admin screen, click Roles.
3. Click Create New.
4. Create the following roles:
s User - Production Team Project X

s User - Subject Matter Experts Project X

4.8.4.2.4 Create the Custom Access Settings
1. Click the Admin link in the Oracle Enterprise Repository menu bar.
2. On the Admin screen, click Custom Access Settings.
3. Click Create New.
4. Create the following Custom Access Settings:
n  CAS: Access_Project_X_Assets_Propose
n  CAS: Access_Project_X_Assets_Plan
n  CAS: Access_Project_X_Assets_Build
n  CAS: Access_Project_X_Assets_Release

The images below illustrate the detail for each role, along with the corresponding
Custom Access Settings.

s Project_X_Producer: Roles
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Figure 4-41 User: Project X_Producer

1: Create/Submit
2 Launch Asset Edior

UserMame: Project_X_Preducer
First Mare:

User - Production Team Project X

Last Name: Promct_X_Praducer
Emall: demo@flashbne com
Phone:

Eloctronss Hrokeeng
Hurman Resources

Uier-#ulns

»  Project_X_Subject_Matter_Expert: Roles

Figure 4-42 User: Project_X_Subject Matter Expert

1. Crmate/Submit

Subyect Matter Exparts Progect
Priect_i,_Sstyect_Mater Expen
Frmil: denngiflastine com

s User_Community: Roles

Figure 4-43 User: User_Community

UserName
Fiirst Narma;
Middie Name:

Last Name: LUsar_Commundy
Email: demo@faskine com
Phona:

Status: Active

= Asset Lifecycle Stage - Propose
— CAS: Access_Project_X_Assets_Propose
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Figure 4-44 Edit Access Settings
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Figure 4-45 Edit Access Settings
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Figure 4-46 Edit Access Settings
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Figure 4-47 Edit Access Settings
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4.8.4.3 Configuring the Use Case Solutions

The following section outlines the necessary steps for each phase of the Asset Lifecycle
Management use case.
4.8.43.1 Requirements Gathering Stage Solution

(Prerequisite: Verify that the Asset Lifecycle Categorization taxonomy is included as
part of your selected asset type.)

1. Click the Assets link in the Oracle Enterprise Repository menu bar.
2. Click Edit/Manage Assets to launch the Asset Editor.
3. Open the File menu in the Asset Editor.

4. Click New.
5

Create an asset with the initial state of Unsubmitted, as shown in Figure 4-48.
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Figure 4-48 Create a New Asset Dialog
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6. On the new asset's Taxonomy tab in the Asset Editor, find the Asset Lifecycle

Stages categorization.

7. Select Stage 1 - Propose.

8. On the asset's Administration tab, add the new Access_Project_X_ Assets_
Propose asset CAS,asshown in Figure 4-49.

Figure 4-49 Asset Editor
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9. Briefly describe the asset and its purpose in the appropriate text boxes on the
asset's General tab in the Asset Editor, and add a forum for use in gathering the

asset's functional requirements.

10. View the asset in the Asset Lifecycle Stages categorization in Oracle Enterprise
Repository, in the Stage 1 - Propose folder, as shown in Figure 4-50.
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Figure 4-50 Browse Asset Tree
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4.8.43.2 Design and Development Stage Solution 1.In the Asset Editor, this asset remains
in the Unsubmitted state.

2. Choose Stage 2 - Plan under the Asset Lifecycle Stages categorization.

3. Remove the Access_Project_X_Assets_Propose asset CAS and add the Access_
Project_X_Assets_Plan asset CAS.

Figure 4-51 Asset Editor
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4.8.4.3.3 Beta Release Stage Solution 1.In the Asset Editor, this asset remains in the
Unsubmitted state.

2. Choose Stage 3 - Build under the Asset Lifecycle Stages categorization.
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3.

Remove the Access_Project_X_Assets_Plan asset CAS and add the Access_
Project_X_Assets_Build asset CAS to the asset.

4.8.4.3.4 Release Stage Solution 1.In the Asset Editor, submit the asset. When accepted

and registered by the Registrar, the asset's status changes from Unsubmitted to
Registered.

Choose Stage 4 - Release under the Asset Lifecycle Stages categorization.

Remove the Access_Project_X_Assets_Build asset CAS and add the Access_
Project_X_Assets_Release asset CAS to the asset.

4.8.4.3.5 Scheduled for Retirement Stage Solution 1.In the Asset Editor, change the status

of the asset from Active to Inactive.

4.8.4.3.6 Retired Stage Solution 1.In the Asset Editor, change the status of the asset from

Inactive to Retired.

4.8.4.4 Asset Lifecycle Management Solution Validation Tests
Confirm the following conditions for each role, as indicated:

Role

- Project_X_Producer

Access

— Has Registrar permissions throughout the lifecycle of the asset
— Can view the asset in Oracle Enterprise Repository

— The Use/Download and Edit buttons are visible

- Can accept, approve tabs, register, and edit access settings for the asset in the
Asset Editor.

— Inthe Retired phase, the asset does not appear in the repository list of assets or
searches. Repository access to the asset is possible for this role only when the
asset is related to another asset, via the Relationship link. However, the asset
remains accessible in the Asset Editor.

Role

—  Project_X_Subject_Matter_Expert
Access

— In the Requirements Gathering phase:

*  Can view the asset, submit reviews, and subscribe to the asset (via the

Subscribe button)
*  Has access to the asset's forum and may contribute comments
- Inthe Design and Development phase:

*  Can view the asset, submit reviews, and subscribe to the asset (via the
Subscribe button)

*  Has access to the asset's forum and may contribute comments
— In the Beta Release phase:

*  Can view the asset, submit reviews, subscribe to the asset (via the
Subscribe button)
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*  Can download the asset (via the Use/Download button)
*  Has access to the asset's forum and may contribute comments
In the Release phase:

*  Can view the asset, submit reviews, subscribe to the asset (via the
Subscribe button)

*  Can download the asset (via the Use/Download button)
*  Has access to the asset's forum and may contribute comments
In the Scheduled for Retirement phase:

*  Can view the asset, submit reviews, subscribe to the asset (via the
Subscribe button)

*  Has access to the asset's forum and may contribute comments

In the Retired phase, the asset does not appear in the repository list of assets or
searches. Repository access to the asset is possible only when the asset is
related to another asset, via the Relationship link. The asset will display the
same functions/permissions as are listed in the Scheduled for Retirement
phase.

= Role

User_Community

s Access

In the Requirements Gathering phase:
*  Has no access to the asset.
In the Design and Development phase:

*  Can view the asset, submit reviews, and subscribe to the asset (via the
Subscribe button)

*  Has access to the asset's forum and may contribute comments
In the Beta Release phase:

*  Can view the asset, submit reviews, subscribe to the asset (via the
Subscribe button)

*  Has access to the asset's forum and may contribute comments
In the Release phase:

*  Can view the asset, submit reviews, subscribe to the asset (via the
Subscribe button)

*  Can download the asset (via the Use/Download button)
*  Has access to the asset's forum and may contribute comments
In the Scheduled for Retirement phase:

*  Can view the asset, submit reviews, subscribe to the asset (via the
Subscribe button)

*  Can download the asset (via the Use/Download button)
*  Has access to the asset's forum and may contribute comments

In the Retired phase, the asset does not appear in the repository list of assets or
searches. Repository access to the asset is possible only when the asset is
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related to another asset, via the Relationship link. The asset will display the
same functions/permissions as are listed in the Scheduled for Retirement
phase.

4.8.5 Use Case 5: Limit Access to Source Code Files to Asset Production Teams

This use case is somewhat similar to Use Case #1 (Web Services). That use case used
two different asset types for each Web service asset in order to manage the
presentation and availability of internally-exposed and externally-exposed asset
metadata. Use Case # 5 also involves the restriction of access to asset metadata and
files, but relies on only one asset type.

This section contains the following topics:
s Section 4.8.5.1, "Benefit"
s Section 4.8.5.2, "Overview"

s Section 4.8.5.3, "Solution"

4.8.5.1 Benefit

The settings described in this scenario facilitate black-box reuse by limiting the access
of certain users/roles to assets that include compiled code. Such black-box assets are
used as-is, without modification to the source code. Black-box assets are high-value
assets in that their use in projects generally results in significant maintenance savings.

4.8.5.2 Overview

In this scenario, developers in specified asset consumer roles are limited to access to
compiled code only, while those responsible for the production and maintenance of
assets retain access to both source and compiled code.

4.8.5.3 Solution

This section describes the use case for this use case.

4.8.5.3.1 Create the Roles
1. Click the Admin link in the Oracle Enterprise Repository menu bar.
2. On the Admin screen, click Roles.
3. Click Create New.
4. Create the following roles:
s Production Team
= Maintenance Team

s Consumer

4.8.5.3.2 Create the Customer Access Settings

1. Click the Admin link in the Oracle Enterprise Repository menu bar.
2. On the Admin screen, click Custom Access Settings.

3. Click Create New.

4. Create the following Custom Access Settings:

s Access_Domain_X_Compiled_Code_Files
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- For users who can see compiled code files.
s Access_Domain_X_Source_Code_Files
—  For users who can see sourced code files.

5. Remove the Basic_Default_Files CAS from the targeted assets. (This assumes that
the Default File CAS has been set up.), as shown in Figure 4-52.

Figure 4-52 Edit Dialog

6. Assign the Access_Domain_X_Compiled_Code_Files CAS to all compiled code
files, as shown in Figure 4-53.

Figure 4-53 Edit Dialog

7. Assign the Access_Domain_X_Source_Code_Files CAS to all source code files.

Figure 4-54 illustrates the Production Team, Maintenance Team, and Consumer roles,
and the relevant CAS settings.

s Production_Team (all production users): Roles

Figure 4-54 User: Production_Team
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Figure 4-55 User: Maintenance_Team
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Figure 4-56 User: Consumer
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Figure 4-58 Custom Access Setting
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4.8.5.3.3 Results Production Team, Maintenance Team, and Consumer users see the
same metadata information when viewing the asset in Oracle Enterprise Repository, as
shown in Figure 4-59.

Figure 4-59 Asset: Sample Component

Sample Component J2EE - Order EJ8 (2.0
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Production Team and Maintenance Team users see both the compiled and source code
files during asset download, as shown in Figure 4-60.
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Figure 4-60 Use /Extract Dialog

Use / Extract

You have Extracted the following assets for use in Legacy
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Close

Consumers see only the complied code file during asset download, as shown in

Figure 4-61.

Figure 4-61 Use /Extract Dialog
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4.8.5.3.4 Validation Test Verify the following conditions for each role.

s Production_Team and Maintenance_Team:

— Both source and compiled code files should be visible after clicking the

Use/Download button.

— The Edit button should be visible when viewing the asset in Oracle Enterprise

Repository.

s Consumer

- Only compiled code files are visible after clicking the Use/Download button.

— The Edit button does not appear on assets for which the Consumer has access
to compiled code only. If the Consumer has edit permission for assets
containing source code, the source code files are visible to the Consumer in the

Asset Editor.

4.8.6 Use Case 6: Grant Browse-only Repository Access to Specific Groups

This section describes the use case that demonstrates how to grant browse-only
repository access to specific groups. This section contains the following topics:
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s Section 4.8.6.1, "Benefit"
s Section 4.8.6.2, "Overview"
s Section 4.8.6.3, "Solution"

s Section 4.8.6.4, "Validation Test"

4.8.6.1 Benefit

The settings described in this scenario allow control over the rollout of the Repository
within an organization by providing everyone with browse-only Repository access.
This is helpful when promoting Repository use to a large group of development
teams. Additional access can be assigned as necessary to the appropriate roles by the
Access Administrator, as determined by organizational policy.

4.8.6.2 Overview

In this scenario, all Repository users are automatically assigned browse-only access. It
is likely that users are authenticated against LDAP, and will gain access to the
Repository using their standard organization-assigned login user name and password.
As these users determine their need for additional functionality, they can be assigned
additional roles by Repository administrators.

4.8.6.3 Solution

This section describes the solution for this use case.
1. Create the following role:
= user - browse only

2. Ensure that this role is automatically assigned to new users, as shown in
Figure 4-62.
Figure 4-62 Edit Role: user-browse only

e T e
Edit Role: user - browse only

Deseriptiont [Eoery yser is automatically assigned “browse-only” access t
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Automatically assign 1o new 7
users?

3. Edit the User role to ensure that it is not automatically assigned to new users, as
shown in Figure 4-63.
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Figure 4-63 Edit Role: user
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4. Edit CAS: Basic_Default_Assets.

Figure 4-64 Edit Custom Access Setting: Basic_Default_Assets
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»  Click the Show all available roles option to see the full list of available roles.

= Assign View access to user - browse only by checking the appropriate box.

s Save the CAS.

4.8.6.4 Validation Test

Add a new user to the system:

= Verify that the new user is assigned browse-only privileges:

s Can view and subscribe to all assets
s Can access My Stuff

s Cannot submit assets

s Cannot download assets

s Cannot review assets
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Password Encryption

This chapter provides information about how you can access the Oracle Enterprise
Repository Diagnostics page and encrypt passwords.

This chapter contains the following sections:

»  Section 5.1, "Accessing Oracle Enterprise Repository Diagnostics Page"
= Section 5.2, "Generating Encrypted Passwords"

»  Section 5.3, "Encrypting the Configuration File Passwords"

Password encryption is enabled by default within the Oracle Enterprise Repository,
however, you may use the JVM startup parameter
cmee . passwordencryption=£false to disable password encryption.

5.1 Accessing Oracle Enterprise Repository Diagnostics Page

In Oracle Enterprise Repository 11g release, Oracle Enterprise Repository Diagnostics
page is disabled, by default. Navigate to http://host_name:port/application_
name/diag/index.jsp (replace host_name with the appropriate location).

When you open the Diagnostics page in the default mode, the following message is
displayed:

Diag pages are currently disabled. Please contact your Oracle Enterprise Repository
Administrator.

To enable the Diagnostics page, the vm-argument diagPagesEnabled parameter
must be set to true when the system is started.

It is recommended to only enable when necessary and disable once the system is
running without any issues.

5.2 Generating Encrypted Passwords

You can encrypt passwords using two different methods, one using the Oracle
Enterprise Repository diagnostic page and other using the password encryption tool.
To generate encrypted passwords, you need to perform the following steps:

1. Access the Oracle Enterprise Repository Diagnostics page.

Navigate to http://host_name:port/application_name/diag/index.jsp (replace host_name
with the appropriate location).

2. Scroll down to the Tools section and click the Encrypt Strings for passwords link
to launch the Password encryption page.
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3. Enter the clear text password into the String to Encrypt text box.
4. Click the Submit Query button.

5. Copy the resulting encrypted password string and paste it into the appropriate
context or properties file(s).

The password encryption tool can be found at <ORACLE_
HOME>/repositoryXXX/core/tools/solutions/11.1.1.x.0-OER-PasswordTools.zip. The
11.1.1.x.0-OER-PasswordTools.zip file has two scripts (for windows and unix):

= encryptbat/encrypt.sh - encrypt an xml config file's password elements

= encryptpassword.bat/encryptpassword.sh - encrypt a single password from the
command line

This section also contains the following topics:
= Section 5.2.1, "Requirements for Encrypted Passwords"

s Section 5.2.2, "Other Passwords"

5.2.1 Requirements for Encrypted Passwords

The suggested usage of encrypted passwords are as below:
s Inthe database.properties file
The connection password for the database.
s The Ant task property file or build script
The password the Oracle Enterprise Repository user will use at login.
= Inthe Harvester HarvesterSettings.xml configuration file
The password stored in the HarvesterSettings.xml file.
s In the Oracle Registry Repository Exchange Utility configuration (orrxu.xml) file
The password stored in the orrxu.xml file.
= In the Oracle Enterprise Repository Workflow configuration (workflow.xml) file

The password stored in the workflow.xml file.

5.2.2 Other Passwords

Other passwords in the system are encrypted automatically. This operation is invisible
to the user. A number of fields stored in the properties files are encrypted by default,
including:

s ldap.bindPassword
n enterprise.guest.password
m Ccmee.wsaa.password

This encryption occurs when the properties are edited and saved. Automatic
encryption of passwords during an upgrade script is unavailable at this time.

Passwords stored with the artifact stores are stored in the database in an encrypted
format.
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5.3 Encrypting the Configuration File Passwords

To ensure security, the passwords in the configuration files must be encrypted. You
need to encrypt the configuration file passwords for the following;:

Section 5.3.1, "Harvester Configuration File"
Section 5.3.2, "Exchange Utility Configuration File"
Section 5.3.3, "Workflow Configuration File"

5.3.1 Harvester Configuration File

To ensure security, the passwords in the harvester configuration must be encrypted.
The password encryption tool, (encrypt .bat/encrypt . sh), which is distributed
with Harvester allows you to encrypt the passwords that are stored in the Harvester
configuration (HarvesterSettings.xml) file.

1.
2.

Navigate to the <Harvester Home> directory.

From a command prompt, run the password encryption tool as follows:

> encrypt.bat HarvesterSettings.xml HarvesterSettings.xml
where

HarvesterSettings.xml = the Harvester configuration file.

5.3.2 Exchange Utility Configuration File

For enhanced security, the password encryption tool (encrypt.bat/encrypt.sh), which
is packaged with the Exchange Utility kit, resides in the installation directory, and
allows you to encrypt the passwords that are stored in the Oracle Registry Repository
Exchange Utility configuration (orrxu.xml) file.

1.
2.

Navigate to the <ExchangeUtility Tool Home> directory.

From a command prompt, as shown in Figure 5-1, run the password encryption
tool as follows:

> encrypt.bat orrxu.xml orrxu.xml

where:

orrxu.xml = the Oracle Registry Repository Exchange Utility configuration file

Password Encryption 5-3



Encrypting the Configuration File Passwords

Figure 5—-1 Encrypt Password Tool

B3 C:AWINDOWS system3 2icmd. exe - |of x|

Cawenmsl.Bhalryxlencrypt . bat orexu.xnl orpxu.xml

Conemsl.Bvalrexrecho off
encrypting...admin
encrypted...v2 1.gRhDT11LdFo=
encrypting...admin
encrypted...v2 1.gRhDT 11LdFo=

ConemsloBvalvrexs

Figure 5-2 describes a sample image of how the password field appears before the
encryption.

Figure 5-2 Example Image of Password Before Encryption

<-Connection info to OER-—
<repositorye
<uri>http://localhost:3030/oer</uriﬂ
<credentials>
<userradmin</user:>
<passwordradmin</password><--run encrypt.bat to encrypt this--»
</credentials:
</repository>

Figure 5-3 describes a sample image of how the password field appears after you
run the password encryption tool.

Figure 5-3 Example Image of Password After Encryption

<-Connection info to OER--»
<repository>
<urirhttp://localhost:8080/cer</urix>
<credentials:
<userradmin</user>
<password>v2_1.gRhDT11LdPo=</password:>«--run encryptbat to encrypt this-—»
</credentialss>
</repository>

5.3.3 Workflow Configuration File

For enhanced security, the password encryption tool (encrypt .bat/encrypt.sh),
which residesin the 11.1.1.X.0-OER-PasswordTools. zip file, allows you to
encrypt the passwords that are stored in the Workflow configuration
(workflow.xml) file.

1. Navigate to the ORACLE_HOME/repositoryXXX/core/tools/solutions
directory.

2. Extractthe 11.1.1.X.0-OER-PasswordTools.zip file to a directory and open
a command prompt at this directory location.
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From the command prompt, run the password encryption tool as follows:

> encrypt.bat workflow.xml workflow.xml

where

workflow.xml = the Workflow configuration file
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Configuring and Using Automated
Harvesting in Design-time and Runtime
Environments

This chapter describes how to get started with Harvester and its use in various high
level use cases.

Oracle Enterprise Repository can be automatically populated with assets, metadata,
and relationships. The tool used to populate Oracle Enterprise Repository is called the
Harvester. The Harvester reads metadata from Oracle products and standards-based
files. This includes Oracle SOA Suite, Oracle Service Bus, composites generated by
Oracle BPA, and standard BPEL, WSDL, XSD, XSLT, and WS-Policy files. The
Harvester automatically creates assets, populates asset metadata, and generates
relationship links based on the information in the artifact files. The files can be
harvested at design-time, directly from the development environment. The files can
also be harvested as they are deployed to the runtime environment. The Harvester can
be used from the command line, within IDEs including Oracle JDeveloper, and within
Ant and the Weblogic Scripting Tool (WLST).

This chapter contains the following sections:
= Section 6.1, "Getting Started with Harvester"
= Section 6.2, "Configuring the Harvester"

= Section 6.3, "Harvesting of Artifacts"

6.1 Getting Started with Harvester

This section describes how to get started with Harvester and its use in various high
level use cases.

This section contains the following topics:
= Section 6.1.1, "Prerequisites”
= Section 6.1.2, "Harvester Functionality"

m  Section 6.1.3, "Artifacts/Products Version Matrix"

6.1.1 Prerequisites

Before using the Harvester, you must perform the following prerequisites:

= Import the Harvester Solution Pack, which includes the required Asset Types and
Relationships, into Oracle Enterprise Repository. Import the
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repositoryxxx/core/tools/solutions/11.1.1.x.0-OER-Harvester-S
olution-Pack. zip file from the Oracle Enterprise Repository installation home.

For more information about importing the Oracle Enterprise Repository solution
packs, see Oracle Fusion Middleware Installation Guide for Oracle Enterprise
Repository.

For more information about asset type inventory for the Harvester Solution Pack,
see Section A.8, "Asset Type Inventory".

If you wish to harvest from Oracle Service Bus, install Oracle Service Bus server
(version 10.3) on the same machine as the harvester, or a shared file system
accessible to the harvester.

When harvesting assets from deployed applications such as Oracle SOA Suite or
Oracle Service Bus, or Web Services, then the application must be deployed on
WebLogic 10.3.1 or higher.

Harvester requires Java SDK version 6 or higher.

6.1.2 Harvester Functionality

You can use the Harvester to:

Publish standard SOA artifacts such as SCA Composites, BPEL, WSDL, XSD, and
XSLT and WS-Policy (from Oracle and other vendors)to Oracle Enterprise
Repository.

Capture dependencies between the artifacts for impact analysis.

Handle nested WSDLs and XSDs.

Create abstract Interface assets and concrete deployment / Endpoints.
Capture BPEL partnerlink dependencies and relating them to Interfaces.
Capture BPEL PM dependencies to Transformations.

Store artifact content in Oracle Enterprise Repository for reusability.
Calculate Software File IDs (SFIDs) for artifacts for duplicate detection.

Publish artifacts from nested directories, remote servers, zip files, jar files, SOA
composites, or Oracle BPEL suitcases.

Publish artifacts in a transactional fashion.

Publish artifacts from command line, and from automated Ant build process using
the Harvester Ant task.

Publish Oracle Service Bus project artifacts such as Proxy Service, Business
Service, XQuery, MFL, XSLT,WS-Policy.

Integrate the harvesting process as part of WLST deployment scripts.

Harvest into SSL enabled SOA server. For more information about how to enable
SSL on SOA server, and export and import certificates into a client, see Oracle
Fusion Middleware Security Guide.

Note: For more information about importing/exporting
certifications, see the Security Guides available at

http://download.oracle.com/docs/cd/E15523_01/index.htm.
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6.1.3 Artifacts/Products Version Matrix

Table 6-1 describes the version matrix of the artifacts/products that is supported with

Harvester.

Table 6-1 Artifacts/Products Version Matrix

Artifact/Product Version

BPEL 1.1

WSDL 1.1

SCA 0.95

JCA Adapter 1.5

XSD 1.0

XSLT 1.0

Oracle BPEL PM 10.1.3.4
JDeveloper 10.1.3and 11.1.1
Oracle SOA Suite 10.1.3 and 11.1.1
WS-Policy 1.2

Oracle Service Bus

WebLogic Web Services

10.3 and 11.1.1
10.3

6.2 Configuring the Harvester

This section describes how you can configure Harvester and use it within an

integrated development environment.

This section contains the following topics:

= Section 6.2.1, "Obtaining the Harvester"

= Section 6.2.2, "Configuring the Harvester for the Command Line"

= Section 6.2.3, "Using Harvester within an Integrated Development Environment"

= Section 6.2.4, "Invoking the Harvester Using the Repository.Submit Ant Task"

= Section 6.2.5, "Invoking Harvester from WLST"

= Section 6.2.6, "Runtime Harvesting Details"

= Section 6.2.7, "Performing Optional Harvester Configuration”

= Section 6.2.8, "Configuring Logging for the Harvester"

= Section 6.2.9, "Transaction Handling in Harvester"

= Section 6.2.10, "Advanced Configuration"

6.2.1 Obtaining the Harvester

The Harvester is availablein 11.1.1.x.0-OER-Harvester. zip, which is bundled
with the Oracle Enterprise Repository 11g installation, at the following location:

<ORACLE_HOME?>/repositoryX X X/core/tools/solutions/11.1.1.x.0-OER-Harvester.zip

This manual refers to the directory that you extract the
11.1.1.x.0-OER-Harvester. zip file to as the <Harvester Home> directory.
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Table 6-2 describes the relationship matrix for the product and the corresponding
version.

Table 6-2 Product and Version Matrix for Harvester

Product and Version Harvest IDE Search, Browse, and Consume

Command Line IDE

11g OSB OSB 11g Yes Yes

10.3.1 OSB OER 11g Yes Add Oracle Enterprise Repository 11¢ Harvester
to Eclipse IDE. For more information, see Oracle
Fusion Middleware Integration Guide for Oracle
Enterprise Repository

SOA Suite 11g OER 11g Yes Yes
SOA Suite 10g OER 11g Yes No
AIA Foundation Pack 3.0 AJA No No
Standards based artifacts (WSDL 1.1, OER 11g Varies Varies

XSD, BPEL, XSLT )

parameter.properties Used by Harvester Solution Pack

The parameter.properties file determines the behavior of the Harvester Solution Pack
during the Import operation into Oracle Enterprise Repository. You must not alter or
modify this file in any way. The objects in the Solution pack are imported according to
the behaviors mentioned in the list:

= Harvester Solution Pack's /META-INF/parameter.properties

PreserveUUIDs=true
Standard.saver.assettype.props.duplicate.handling=Merge
Standard.saver.assettype.props.duplicate.matching=UUID
Standard.saver.relationshiptype.props.duplicate.handling=Overwrite
Standard.saver.metadata.props.duplicate.handling=ignore
Standard.saver.metadataentrytype.props.duplicate.handling=ignore

= Summary of Harvester Solution pack behavior
- Assets

Assets, which already exist in Oracle Enterprise Repository, (same UUID) are
ignored.

Assets are added with the UUID stated in the import bundle.
— Asset Types

Asset Types are considered duplicates if the UUID already exists in Oracle
Enterprise Repository.

If new elements and/or tabs have been added to an asset in the solution pack,
then these elements and tabs are added to the existing asset type in Oracle
Enterprise Repository.

New asset types in the import bundle are added to Oracle Enterprise
Repository.

— Relationship Types

Relationship Types, which have the same name and direction, are replaced in
Oracle Enterprise Repository with the information in the import bundle.

— Categorization Types
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Categorization Types, which have the same name but new categorization
entries, are added to the categorization type in Oracle Enterprise Repository
with the information in the import bundle.

New Categorization Types are added to Oracle Enterprise Repository.
— Acceptable Value Lists (AVLs)

AVLs, which have the same name but new values, are added to the AVL in the
Oracle Enterprise Repository with the information in the import bundle.

New AVLs are added to Oracle Enterprise Repository.
— CMF Metadata Entry types

Duplicate Metadata Entry types (same UUID) are ignored.

New Metadata Entry Types are added to Oracle Enterprise Repository.
- CMF Metadata Entries

Duplicate Metadata Entries (same UUID) are ignored.

New Metadata Entries are added to Oracle Enterprise Repository.

For more information about parameter.properties, see "The parameter.properties
File" section in the Oracle Fusion Middleware User Guide for Oracle Enterprise
Repository.

6.2.2 Configuring the Harvester for the Command Line

You can configure the Harvester from the command-line. Organizations can easily
bootstrap their Enterprise Repository using the Harvester from the command-line.
Command-line harvesting allows organizations to harvest:

» individual files

» directories of files

= remote files

s files residing in artifact stores

» files residing on Oracle MetaData Store (MDS)

This section describes the tasks you need to perform to configure the Harvester for the
command-line:

= Section 6.2.2.1, "Setting Repository Connection Information for the Command
Line"

= Section 6.2.2.2, "Selecting the Artifacts to Harvest for the Command Line"

6.2.2.1 Setting Repository Connection Information for the Command Line

Open the XML file HarvesterSettings.xml located at <Harvester Home> and
modify the following XML to point the Harvester to an Oracle Enterprise Repository
instance with the correct credentials:

<repository>
<uri>http://localhost:7101/0er</uri>
<credentials>
<user>smith</user>
<password>*****</password>
//To ensure security, the password must be encrypted.
//The password encryption tool (encrypt.bat/encrypt.sh), which is located in
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<ORACLE_HOME>/repositoryXXX/core/tools/solutions/11.1.1.x.0-0ER-PasswordTools.zip,
allows you to encrypt
// the passwords that are stored in the Harvester configuration
// (HarvesterSettings.xml) file.
</credentials>
<timeout>30000</timeout>
</repository>

Note: It is recommended that you run the Harvester as a user with
the Basic Access Settings for Assets - View, Edit, Accept, and Register.

Alternatively, the repository connection information can also be passed as parameters
to the command line utility as follows:

C:\test\harvester> harvest -url http://localhost:7101/aler -user
admin -password <password> -file c:\test\samples

6.2.2.2 Selecting the Artifacts to Harvest for the Command Line
The Harvester can be run from the command line using the harvest .bat utility.

Before running harvest.bat or harvest.sh, ensure that the environment variables
mentioned in Table 6-3 are set. In Windows, from a command window, you can type

"

"set X" to see the value of the variable X, and "set X=abc" to set the value of X to "abc".

Table 6-3 Command Line Script

Environment Variable Description

JAVA_HOME Ensure that the JAVA_HOME environment variable points to an installed java runtime
(JRE) or SDK. For Oracle Service Bus instrospection, this must be Java version 6 or
higher.

BEA_HOME Ensure that the BEA_HOME environment variable points to the installation directory

containing Oracle Service Bus server, only if you plan to harvest projects from Oracle
Service Bus. For example, C: \bea.

JAVA_OPTS Optionally, set your JAVA_OPTS parameter to add any additional java parameters
that are necessary. For example, if you need to use an HTTP proxy server, set the
value to -Dhttp.proxyHost=www-proxy.yourhost.com -Dhttp.nonProxyHosts=
"*.yourhost.com |localhost"

See Also: http://java.sun.com/javase/6/docs/technotes/guides/net/proxies.html

Table 64 shows the options that can be specified using the Harvester command line
utility:
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Table 6-4 Command Line Options for the Harvester

Harvester Options

Description

-settings<file>

-mds_settings <file>

-url <URL>

-user <OER User
Name>

-password <OER
Password>

-artifact_store

-file <filename or
URL>

-file_type <type>

-remote_url <URL>

-remote_username
<username>

-remote_password
<password>

-remote_server_type
<type>

Ensure that the JAVA_HOME environment variable points to an installed java runtime
(JRE) or SDK. For Oracle Service Bus instrospection, this must be Java version 6
or higher.

Specifies the location of an adf-config.xml file to initialize MDS. If omitted,
defaults to the adf-config.xml file that comes with Harvester.

Ensure that the BEA_HOME environment variable points to the installation directory
containing Oracle Service Bus server, if you plan to harvest projects from
Oracle Service Bus. For example, C: \bea.

Optionally, set your JAVA_OPTS parameter to add any additional java parameters
that are necessary. For example, if you need to use an HTTP proxy server, set the
value to -Dhttp.proxyHost=www-proxy.yourhost.com -Dhttp.nonProxyHosts=
"*.yourhost.com |localhost"

See Also: http://java.sun.com/javase/6/docs/technotes/guides/net/proxies.html

Specifies the password of the Oracle Enterprise Repository user.

To ensure security, the password must be encrypted.

The Oracle Enterprise Repository Web console has a tool to encrypt passwords:
http://<host>:<port>/<domain>/diag/encryptstrings.jsp

See Also: For more information about password encryption, see Chapter 5, "Password
Encryption".

Specifies the name of Oracle Enterprise Repository artifact store to look in. The

artifact store must be created beforehand in the Oracle Enterprise Repository

Asset Editor. If specified, the -file argument is resolved relative to the artifact store
URL.

When specifying a URI relative to an Artifact Store, the URI must resolve to a file
such as a .wsdl or .zip file. The URIs that point to directories are not supported.

For more information about artifact stores, see Section 6.2.4.2, "Specifying Parameters
as Nested Elements".

Specifies the file or directory to be harvested. This can be a filename or URL to the
file.

Specifies the file type of the file to be harvested. If not specified, then the type is
derived from the file extension. This must correspond to one of the filetypes in the
config/plugins folder. By default, the following are supported: .bpel, .mfl, .policy,
wsdl, .xsd, .xquery, .xslt.

Specifies the running server from which to harvest the remote project, instead of from
a file.

Specifies the username to connect to the remote server.

Specifies the password to connect to the remote server.

To ensure security, the password must be encrypted.

The Oracle Enterprise Repository Web console has a tool to encrypt passwords:
http://<host>:<port>/<domain>/diag/encryptstrings.jsp

Specifies the type of remote server. Remote server could include either of the
following: SOASuite, OSB, WLS.

Configuring and Using Automated Harvesting in Design-time and Runtime Environments = 6-7



Configuring the Harvester

Table 6—4 (Cont.) Command Line Options for the Harvester

Harvester Options

Description

-remote_project
<type>

-deployment_status
<status>

-version <version>

-soa_partition
<type>

-help

Specifies the name of remote project to harvest, instead of a file. If omitted, all of the

projects on the server is harvested. In the case of Oracle SOA Suite, this should be the
name of the composite plus revision, for example, MyComposite_revl. In the case
of WLS, this should be the Application Name, as seen in the WebLogic
Administration console and Enterprise Manager.

Specifies the deployment status that is set on the created assets. It takes either

design-time or run-time value.

Specifies the print version information.

Specifies the name of partition for Oracle SOA Suite.

Displays the online help for the Harvester command line utility.

An example of a remote harvest is as follows:

harvest.bat -remote_url mysoasuiteserver:8001 -remote_username
weblogic -remote_password ****** _remote_server_type SOASuite
-remote_project MyComposite_revl.0 -soa_partition departmentl

To ensure security, the password must be encrypted. The Oracle Enterprise Repository
Web console has a tool to encrypt passwords:

http://<host>:<port>/<domain>/diag/encryptstrings.jsp

Figure 6-1 shows the command line utility options and online help displayed by the

harvest -h command.

Figure 6—1 Harvest Command Line Utility Options

\WINDOWS\system32\cmd. exe

i0racle Enterpr'“e_RepositoP;_HaPuester version: vil.1.1.3.8-16885108_1452-1338431

JEETH

harvest {-settings I—url —user —pas

—settings <file’

—url <URL>
r <0ER User Name’>
sword <OER P word>
ifact_store ore’

—file <{filename or URL>

—file_type <{typel

Fremote_url <{URLZ

—remote_username {username >
—remote_password <{password>
Fremote_server_type <{typel

—remote_project <typel

oa_partition {typel
Fmds_settings {filel

—deployment_status <status>

—version {version’
—he lp

D:“MyDatasharvesterry

word | {other paramsd>>

onf iguration Settings HML file

: OER URL

: OER User Name

: OER Password

: Hame o ER Artifact Store to look din.

If specified. the —file argument will he
resolved relative to the
artifact store URL

: File or directory to be harvested.

This can be a filename or URL to the file.

: File type of the file to be harvested.

If not specified. it will be derived from
the file extension.

: Running server from wvhich to harvest the

remote project. instead of from a file.

: Username to connect to the remote server
: Password to connect to the remote server
: Type of remote serve

.
One of: {80ASuite, OSB. ULS}

: Hame of remote project to harvest from the

remote server. If omitted. all of the
projects on the server will be harvested.

: Hame of partition for SOASuite.
: Location of an adf-config.xml file to initialize MDS.

If omitted, will default to the adf-config.xml
that come ith Harvester

: Deployment status to set on created assets

Must be one of {design—time, run—timel.

: Print version information.
: Harvester Help.

None of the command line options are required. They can be omitted.
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If the options are omitted, then the Harvester uses the information in the
HarvesterSettings.xml file in the <Harvester Home> directory, where
harvest.bat resides. If options are specified on the command line, then these
override the settings in HarvesterSettings.xml.

To point to the artifacts to be harvested using the HarvesterSettings.xml file in
the <Harvester Home>, modify the following XML:

<query>
<fileQuery>
<rootDir>C:\samples</rootDir>
<files>BPEL</files>
</fileQuery>
</query>

or

<query>
<fileQuery>
<files>http://remote/server/my_generated wsdl</files>
<fileType>.wsdl</fileType>
</fileQuery>
</query>

6.2.3 Using Harvester within an Integrated Development Environment

Harvester can be integrated with integrated development environments (IDEs) such as
Oracle JDeveloper, Eclipse, and Visual Studio .NET.

For more information about integrating the harvester with the IDEs, see Oracle Fusion
Middleware Integration Guide for Oracle Enterprise Repository.

6.2.4 Invoking the Harvester Using the Repository.Submit Ant Task

You can invoke harvester as an Ant Task to ensure that all deployment information is
stored in Oracle Enterprise Repository at deployment time. You can use the
repository.submit Ant task provided with the Harvester to harvest and import
metadata into Oracle Enterprise Repository. This task can be defined in the
harvest-tasks.xmnl file, which is located in the <Harvester Home> directory (the
directory into which you unzipped 11.1.1.x.0-OER-Harvester. zip).

This section contains the following topics:

= Section 6.2.4.1, "Specifying Parameters for the repository.submit Ant Task"
= Section 6.2.4.2, "Specifying Parameters as Nested Elements"

= Section 6.2.4.3, "Running the Harvester from Ant"

= Section 6.2.4.4, "Using the Third-Party Tasks"

6.2.4.1 Specifying Parameters for the repository.submit Ant Task

Table 6-5 shows parameters that can be specified for the repository.submit Ant
task in the harvest-tasks.xml file:
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Table 6-5 Parameters for the repository.submit Ant Task

Attribute

Description

Required

repositoryURL

repositoryUsern
ame

repositoryPassw
ord

timeout

failOnError

errorProperty

debug

description

namespace

version

beaHome

settingsFile

settingsURL

Repository instance to connect to.

Username to log into Oracle Enterprise Repository.

Password to log into Oracle Enterprise Repository.
To ensure security, the password must be encrypted.

The Oracle Enterprise Repository Web console has a
tool to encrypt passwords:

http://<host>:<port>/<domain>/diag/encryptstrings.jsp

Number of seconds before calls to Oracle Enterprise
Repository will time out.

Fails the entire build script if the Oracle Enterprise
Repository operation results in an error.

Name of the Ant property to set if the repository
operation results in an error. This is only useful if
failOnError is set to false. If there is an error, the
specified property is set to true. Otherwise, the
specified property will remain unset.

Display debug information from the Oracle
Enterprise Repository task regardless of the Ant
-debug setting. Debug information will also be
displayed if you pass the -debug parameter to the
Ant runtime.

Harvester Description to associate with each asset
created in Oracle Enterprise Repository. This is
visible in the Harvester Properties. For more
information about harvester properties, see
Section A.10, "Harvester Properties Matrix".

Namespace with which to prefix each asset created
in Oracle Enterprise Repository.

Harvester Version to associate with each asset
created in Oracle Enterprise Repository. This is
visible in the "Instrospection Properties."

The BEA_HOME directory of an installed Oracle
Service Bus server.

Location of settings XML file. Must conform to
BPEL_Harvester_Settings.xsd. This file
configures what Harvester classes are mapped to
which file types, and how entity and relationships
are mapped to types in Oracle Enterprise Repository.

Optionally, you can specify this attribute or the
settingsURL attribute, but not both.

Location of settings XML file. Must conform to
BPEL_Harvester_ Settings.xsd. This file
configures what Harvester classes are mapped to
which file types, and how entity and relationships
are mapped to types in Oracle Enterprise Repository.

Optionally, you can specify this attribute or the
settingsFile attribute, but not both.

Yes, unless specified by a property.
Yes, unless specified by a property.

Yes, unless specified by a property.

No. Defaults to 300 (5 minutes).
No. Defaults to "true."

No.

No. Defaults to "true."

Yes, when harvesting Oracle Service
Bus project jars.

No. Defaults to settings XML that is
bundled with the Ant task.

No. Defaults to settings XML that is
bundled with the Ant task.

6-10 Oracle Fusion Middleware Configuration Guide for Oracle Enterprise Repository



Configuring the Harvester

6.2.4.2 Specifying Parameters as Nested Elements

FileSet

FileSets are used to select sets of files to harvest. One or more fileSets must be
specified.

The Harvester examines all the files selected by the fileSet, including files in .zip
format (including .zip, jar., and .ear files, for example).

In the Ant repository.submit task shown in Example 6-1, the Harvester examines all
the files and directories under the fileSet directory (the /tmp/components directory)
and imports them into Oracle Enterprise Repository.

URI
URI identifies a file to instrospect. One or more uris can be specified.

This can be an "http:" URL that points to a remote file, or a "file:" URL that points to a
local file, or any other URL supported by java.

This can point to a single file, or a file in zip format that includes zips, jars, ears, etc.
This could include exported Oracle Service Bus project jars. Oracle Service Bus projects
can be exported from Oracle Service Bus Workshop, using the Export |Oracle
Service Bus|Configuration Jar command.

The artifactStore attribute is the name of an Oracle Enterprise Repository artifact
store to look in. The artifact store must be created beforehand in the Oracle Enterprise
Repository Asset Editor. If specified, then the URI is resolved relative to the artifact
store URL. When specifying a URI relative to an Artifact Store, the URI must resolve to
afilesuch asa .wsdl or . zip file. The URIs that point to directories are not
supported.

The fileType attribute indicates the file type of the file to be harvested. If not
specified, then the type is derived from the file extension. This must correspond to one
of the file types in the config/plugins folder. By default, the following are
supported: .bpel, .mfl, .policy, .wsdl, .xsd, .xquery, .xslt.

Example 6—1 Specifying the Files to Harvest with the Ant repository.submit Task

<repository.submit repositoryurl="http://server.example.com:8080/oer"
repositoryusername="myuser"
registrypassword="*****u
//To ensure security, the password must be encrypted.
//The password encryption tool (encrypt.bat/encrypt.sh) allows you to encrypt
// the passwords that are stored in the Harvester configuration
// (HarvesterSettings.xml) file.
settingsFile="../MyCustomSettings.xml">
<fileset dir="/tmp/components/">
<include name="**/*"/>
</fileset>
<uri filetype=".wsdl">http://remote/server/my_generated wsdl</uri>
</repository.submit>

RemoteProject

RemoteProject specifies that the Harvester should read a project from a remote server
rather than from a file. The uri attribute indicates tunning server from which to
harvest the remote project. The username and password attributes indicate login
information for the remote server. The serverType attribute indicates the remote
server type, which could be either SOASuite or Oracle Service Bus or WebLogic
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Server. The projectName element indicates the name of remote project to harvest,
instead of a file. If omitted, all of the projects on the server is harvested. In the case of
Oracle SOA Suite, this should be the name of the composite plus revision, for example,
MyComposite_revl. In the case of WLS, this should be the Application Name, as
seen in the WebLogic Administration console and Enterprise Manager.

Example 6-2 Specifying Parameters as Nested Elements - RemoteProject

<repository.submit repositoryurl="http://server.example.com:8080/ocer"
repositoryusername="myuser"
registrypassword="****xu
//To ensure security, the password must be encrypted.
//The password encryption tool (encrypt.bat/encrypt.sh) allows you to encrypt
// the passwords that are stored in the Harvester configuration
// (HarvesterSettings.xml) file.
settingsFile="../MyCustomSettings.xml">
<remoteProjects uri="http://mywlsserver:7001" username="admin" password="*****"
serverType="SO0ASuite" soaPartition="${partiton}">
//To ensure security, the password must be encrypted.
//The password encryption tool (encrypt.bat/encrypt.sh) allows you to encrypt
// the passwords that are stored in the Harvester configuration
// (HarvesterSettings.xml) file.
<projectName>MySOACompositel_revl.0</projectName>
<projectName>MySOAComposite3_rev2.0</projectName>
</remoteProjects>
</repository.submit>

6.2.4.3 Running the Harvester from Ant
To import the Harvester Ant tasks, include a line, as follows, in your Ant XML:

<taskdef file=${harvester.dir}/harvest-tasks.xml/>

where harvester.dir is the <harvester home> directory to which you unzipped
11.1.1.x.0-OER-Harvester.zip.

When running from the command line, ensure that the Harvester libraries are
available to Ant’s classpath. Harvester includes a script called runant that sets up the
ant classpath correctly. This script must be used to launch ant when using the
harvester ant tasks. For example:

runant -f mybuild.xml
(where mybuild.xml is your ant build XML).

Any arguments passed to runant is passed along to ant. Before running harvest .bat
or harvest. sh, ensure that the required environment variables are set. Refer to
Table 6-6 for the list of environment variables that you need to set.
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Table 6-6 Command Line Script

Environment Variable Description

JAVA_HOME

ANT_HOME

BEA_HOME

JAVA_OPTS

Ensure that the JAVA_HOME environment variable points to an installed java runtime
(JRE) or SDK. For Oracle Service Bus instrospection, this must be Java version 6 or
higher.

Ensure that the ANT_HOME environment variable points to an installation of Apache
Ant, version 1.6.2 or higher. For Oracle Service Bus instrospection, ensure that the Ant
version is 1.6.5 or higher.

Ensure that the BEA_HOME environment variable points to the installation directory
containing Oracle Service Bus server, if you plan to harvest projects from Oracle
Service Bus. For example, C: \bea.

Optionally, set your JAVA_OPTS parameter to add any additional java parameters
that are necessary. For example, if you need to use an HTTP proxy server, set the
value to -Dhttp.proxyHost=www-proxy.yourhost .com
-Dhttp.nonProxyHosts= "*.yourhost.com |localhost"

See Also: http://java.sun.com/javase/6/docs/technotes/guides/net/proxies.html

6.2.4.4 Using the Third-Party Tasks

The runant script uses ant's old launcher: org.apache.tools.ant.Main. The new launcher
uses a URIClassLoader interface, which interferes with the usage of custom
URIStreamHandlers of the Oracle Service Bus.

The old ant launcher does not support automatic discovery of custom ant tasks in the
ant/1ib directory. When defining custom tasks with <taskdef>, you must specity a
classpath attribute.

For example, the following is an example of how the <taskdef> should NOT be
defined:

<taskdef id="ant-contrib"
resource="net/sf/antcontrib/antcontrib.properties" />

The following is an example of how the <taskdef> should be defined:

<taskdef id="ant-contrib"
resource="net/sf/antcontrib/antcontrib.properties"
classpath="${ant.home}\lib\ant-contrib.jar"/>

6.2.5 Invoking Harvester from WLST

WLST (WebLogic Scripting Template) is a command-line scripting interface that
system administrators can use to manage WebLogic Server instances. WLST supports
Oracle Service Bus 10g and SOA Suite 11g.

For more information about WLST, see Oracle Fusion Middleware WebLogic Scripting
Tool Command Reference.

You can invoke harvester from WLST to ensure that all deployment information is
stored in Oracle Enterprise Repository at deployment time. Perform the following
steps to invoke harvester from WLST:

1. Copy the oer.py file from the harvester installation folder to the <BEA_
HOME>\wlserver_10.3\common\wlst\lib directory.

2. In the command window, enter the following commands:

» Initialize the WLST classpath: run <BEA_HOME>\wlserver_
10.3\server\bin\setWLSEnv.cmd
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» Initialize the Harvester classpath: cd to the <harvester> folder and run
<harvester>\setenv.bat

s Invoke WLST: java weblogic.WLST<scriptname>
3. Toinvoke WLST from ant, perform the following steps:

s In the command prompt, change to the <harvester> directory by using the
cd command.

s Enter runant.bat -f<antscriptname>, where the ant script invokes the
weblogic. WLST java class using ant's <java> task.

s The <java> task should set fork = true.

s The <java> task should include the environment's CLASSPATH (runant.bat
will set CLASSPATH to include the harvester classes)

s The <java> task should also include on the classpath any libraries referenced
by the WLST script.

The sample ant script is as follows:

<property environment="env"/>

<target name="harvest">

<java classname="weblogic.WLST" fork="true">

<arg line="${domain.import.script}"/>

<arg line="${import.config.file}"/>

<classpath refid="extra.class.path"/> <!--extra jars used by WLST script, e.g.

0SB jars-->

<classpath path="${env.CLASSPATH}"/>
</java>

</target>

The oer .harvest () method takes one argument: a dictionary of command line
parameters. These are the same parameters that are available from the harvester
command line.

For more information about using the harvester from command line, see
Section 6.2.2.2, "Selecting the Artifacts to Harvest for the Command Line".

A sample usage is as follows:

argMap = {}

argMap|['-harvester_home'] = '.'
argMap|['-bea_home'] = 'c:/bea’
argMap|['-remote_url'] = 'http://mywlsserver:7001"'
argMap['-remote_username'] = 'admin'
argMap|['-remote_password'] = '*FxxA

//To ensure security, the password must be encrypted.

//The password encryption tool (encrypt.bat/encrypt.sh) allows you to encrypt
// the passwords that are stored in the Harvester configuration

// (HarvesterSettings.xml) file.

argMap|['-remote_server_type] = 'SOASuite'
argMap|['-remote_project] = 'MySOAComposite_revl.0'
argMap|['-soa_partition'] = 'departmentl'

oer.harvest (argMap)

The -harvester_home argument must point to the location of the harvester
installation. The -bea_home argument is required for Oracle Service Bus
harvesting.
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6.2.6 Runtime Harvesting Details

As assets move from development to testing, staging, and production environments,
you may want to harvest these assets into Oracle Enterprise Repository, so that Oracle
Enterprise Repository has the most up-to-date endpoints. Oracle Enterprise Repository
associates new endpoints to the existing assets in Oracle Enterprise Repository. If the
WSDL is modified as the asset moves through its lifecycle, the updated WSDL is also
associated with the existing asset in Oracle Enterprise Repository.

This section describes the runtime harvesting details for different servers. This section
contains the following topics:

= Section 6.2.6.1, "Harvesting from Oracle SOA Suite Server"
»  Section 6.2.6.2, "Harvesting Web Services from WebLogic Server"

= Section 6.2.6.3, "Harvesting Web Services from Oracle Service Bus"

6.2.6.1 Harvesting from Oracle SOA Suite Server
You need the following WLS security roles when harvesting from Oracle SOA Suite

server:
=  Admin
= Operator

s Monitor

The -remote_url parameter should point to the port of the soa-infra managed
server. The default value of this in Oracle SOA Suite is 8001.

The soa-infra managed server must be up and running. Harvesting connects to the
MDS database as part of the remote harvesting. The MDS database must be running
and accessible from the machine where harvesting is taking place.

The SSL/HTTP protocol is supported. Harvester connects to the server MBeans via the
t3 protocol.

The harvester automatically saves the value of ~-remote_url in the Deployment
URI property, in the assets harvested from the runtime servers.

An example for harvesting from Oracle SOA Suite server is as follows:

harvest.bat -remote_url mysoasuiteserver:8001 -remote_username
weblogic -remote_password <*****> _remote_server_type SOASuite
-remote_project MyComposite_ revl.0 -soa_partition default

To ensure security, the password must be encrypted. The password encryption tool
(encrypt.bat/encrypt. sh) allows you to encrypt the passwords that are stored in
the Harvester configuration (HarvesterSettings.xml) file. For more information
about password encryption, see Chapter 5, "Password Encryption".

The Oracle SOA Suite server has also implemented partitions to further categorize
composites during runtime. This enables you to select the partition to use, along with
the composite name, in the harvester. The parameter name in the
HarvesterSettings.xml fileis called soaPartition. A sample
HarvesterSettings.xml file is as shown below:

<remoteQuery>
<serverType>SOASuite</serverType>
<projectName>MyComposite_revl.0</projectName>
<uri>http://remotehost:8001/</uri>
<credentials>
<user>weblogic</user>
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<password>password</password>
</credentials>
<soaPartition>partition name</soaPartition>
</remoteQuery>

Note: Partitions should be used only with SOA servers of version
11g R1 PS2 or later. You should comment the soaPartition element, if
you are using a version earlier to PS2.

By default, the Harvester harvests using the partition_name option set
to "default”. If it is not specified, then partition "default" comes
out-of-the-box by SOA deployments.

6.2.6.2 Harvesting Web Services from WebLogic Server

You do not need any WebLogic Server security roles when harvesting from WebLogic
Server.

The -remote_url parameter should point to the port of the WLS admin server. The
default value of this in Weblogic is 7001. The WLS admin server must be up and
running. The SSL/HTTP protocol is supported. Harvester connects to the server
MBeans via the t3 protocol.

The harvester automatically saves the value of ~-remote_url in the Deployment
URI property, in the assets harvested from the runtime servers.

6.2.6.3 Harvesting Web Services from Oracle Service Bus

You need the Admin WLS security role when harvesting Web Services from Oracle
Service Bus.

The -remote_url parameter should point to the port of the WLS admin server for
the Oracle Service Bus domain. The default value of this in Weblogic is 7001. The WLS
admin server must be up and running. The SSL/HTTP protocol is supported.
Harvester connects to the server MBeans via the t3 protocol.

The harvester automatically saves the value of ~-remote_url in the Deployment
URI property, in the assets harvested from the runtime servers.

Note: For more information about automated workflows, see
Section 9.5, "Configuring Automated Workflows".

An example of harvesting Web Services from Oracle Service Bus is as follows:

harvest.bat -remote_url myosbserver:7001 -remote_username
weblogic -remote_password (******) _remote_server_type OSB
-remote_project MyOSBProject

To ensure security, the password must be encrypted. The password encryption tool
(encrypt.bat/encrypt.sh) allows you to encrypt the passwords that are stored in
the Harvester configuration (HarvesterSettings.xml) file. For more information
about password encryption, see Chapter 5, "Password Encryption".

6.2.7 Performing Optional Harvester Configuration

You can optionally modify these additional configuration settings in the XML file
HarvesterSettings.xml in the <Harvester Home> directory:
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s <harvesterDescription>: A description about the harvesting performed. This
information is stored in the Harvester Properties of the assets created in Oracle
Enterprise Repository

s <harvesterVersion>: A version of the harvesting performed. This information
is stored in the Harvester Properties of the assets created in Oracle Enterprise
Repository.

= <namespace>: A namespace that is added to abstract (non-artifact) Oracle
Enterprise Repository assets that are created during harvesting. The namespace is
used in duplicate detection. If left empty, then this is set based on information
from Oracle SOA Suite and Oracle Service Bus projects when available.That is,
generally, the best practice, so override this with caution.

s <workDir>: A temporary directory where the zip and jar files are unzipped. By
default, the system temp directory is used.

s <triggerEvent>: The state of the Oracle Enterprise Repository events for use by
Workflow. If true, then trigger Oracle Enterprise Repository events for use by
Workflow.

For more information about the harvester properties, see Section A.10, "Harvester
Properties Matrix".

6.2.7.1 Oracle Metadata Service URLs

Harvester supports reading files from Oracle's MDS (Metadata Service). MDS is used
in SOA Suite 11g to store shared data such as SOA Suite framework schemas, shared
policies, and deployed composites.

Oracle MDS files are referenced through the oramds: URL protocol. Harvester
contains the adf-config.xml file, which is used to configure the connection to MDS.
This file can point to a local MDS store, as used for framework schemas in JDeveloper.
It can also point to a remote MDS store, to access deployed composites, shared
policies, and framework schemas. The adf-config.xml file that ships with harvester
contains examples of both usages.

For local MDS:, modify the metadata-path property in adf-config.xml and set it to
match the location of your JDeveloper installation. For remote MDS:, comment the
section marked file store (JDev) and uncomment the section marked "DB store
(SOA Suite server)" in adf-config.xml. Also, modify the jdbc-url,
jdbc-userid, and jdbc-password properties to point to the MDS database of your
Oracle SOA Suite server.

You can also harvest from command line, as mentioned in the example below:
harvest.bat -file oramds:/policies/oracle/wsmtom _policy

Oracle JDeveloper 11g is a browser-based application that allows you to view the
contents in MDS. In JDeveloper, click File, New. In the New Gallery dialog, click
Connections and then SOA-MDS Connection to view the MDS connections.

Alternatively, harvester can be pointed to a different adf-config.xml file, through
the <mdsSettingsFile> element in HarvesterSettings.xml or in the Harvester
ant task.

For more information about configuring MDS, see Oracle ADF XML Files in the Oracle
Fusion Middleware Fusion Developer’s Guide for Oracle Application Development
Framework.
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6.2.7.2 Classpath URLs

Harvester supports reading files from the java classpath. These files are referenced
through the classpath: URL protocol. These files are located inside any jar file or
directory in Harvester's classpath. For example,
classpath:/META-INF/wsdl/ServiceException.wsdl.

6.2.8 Configuring

Logging for the Harvester

The Harvester uses log4j for logging the detailed tasks performed and the log file is
placed in the <Harvester Home> directory. The logging options can be changed by
updating the log4£fl.properties file located in the <Harvester Home> directory.

6.2.9 Transaction

Handling in Harvester

By default, the harvester makes all of its changes to Oracle Enterprise Repository in a
single transaction. Transactional operations in the harvester function is based on the
following rules:

In 11g R1, the Oracle Enterprise Repository server only supports one transaction at
a time. If a transaction cannot be started, then the harvester informs you about it.

There is a set of timeouts associated with the transactions. These will terminate a
harvester operation if the timeouts are exceeded.

— The setting, cmee . ext framework. impexp.monitor.rex.maxidle,
specifies the maximum amount of time the transaction is kept alive if it loses
connectivity with the client. This allows the transaction to be cancelled if the
client-side harvester process is killed.

— The setting, cmee . ext framework. impexp.monitor.maxruntime,
specifies the maximum amount of time that the entire transaction will take.

It is possible that a single operation will exceed the

cmee. extframework. impexp.monitor.rex.maxidle (maxidle) setting and
cause all subsequent operations to fail. When this occurs, the last error in the log
will state that "An error occurred while attempting to rollback because a transaction has
not been started.'. This is because the transaction automatically rolls back when the
statement exceeds the maxidle and the transaction is no longer available when the
client application attempts a forceful rollback, having detected errors. The result is
that no data, from the harvester operation, is added to Oracle Enterprise
Repository.

6.2.10 Advanced Configuration

This section contains the advanced configuration options for Harvester:

Adapters and Applications

Harvester contains a configuration file called adapters.xml, that governs which
Adapter and Application assets are supported. It has the following structure:

adapter

<adapter name="AQ Adapter"
jcaSpecBinding="oracle. tip.adapter.aq. inbound.AQDequeueActivationSpec" />

<adapter name="AQ Adapter"
jcaSpecBinding="oracle.tip.adapter.aq.outbound.AQEnqueueInteractionSpec" />

<adapter name="PeopleSoft Adapter"
jcaSpecBinding="com.ibi.afjca.cci.IWAFInteractionSpec"
jcaCSAdapterName="PeopleSoft"/>
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<adapter name="PeopleSoft Adapter"
namespace="http://xmlns.oracle.com/Enterprise/"/>
<adapter name="PeopleSoft Adapter" namespace="http://peoplesoft.com/"/>

adapterAsset

<adapterAsset name="AQ Adapter">

</adapterAsset>

<adapterAsset name="PeopleSoft Adapter" applicationName="PeopleSoft
Application">

</adapterAsset>

Each adapterAsset element must correspond to an Adapter asset and/or
Application asset that exists in Oracle Enterprise Repository. The Harvester does
not create Adapter assets or Application assets. These must be imported via an
Oracle Enterprise Repository solution pack or created manually in Oracle
Enterprise Repository. The

11.1.1.x.0-OER-Harvester-Solution-Pack. zip contains all of the
Adapter and Application assets that are configured in the default adapters.xml
file.

Each adapter element indicates an Adapter Configuration and/or Application
Deployment asset that is created. The name attribute must match the name of a
corresponding adapterAsset element. Each adapter element must have either the
jcaSpecBinding or namespace attribute present.

jcaSpecBinding

The jcaSpecBinding attribute corresponds to the fully-qualified classname of a

JCA interactionSpec or activationSpec class, as appears in WSDLs created
by Oracle SOA Suite. If jcaSpecBinding is present, then an Adapter Configuration

asset is created.

Note: An Application Deployment asset may also be created if the
corresponding adapterAsset element has the applicationName
attribute present.

jcaCSAAdapterName

The jcaCsAAdapterName attribute is optional. It may be specified if the JCA
interactionSpec/activationSpec is not enough to distinguish the adapter
type. If specified, then it must match the cs . AdapterName attribute in the
jca:address section of the WSDL.

namespace

The namespace attribute corresponds to the targetNamespace of a WSDL
created by Oracle SOA Suite, using the Oracle BSE framework. If namespace is
present, then an Adapter Configuration asset will NOT be created, only an
Application Deployment gets created.

If an adapter or application has several possible JCA classes or XML namespaces,
then multiple adapter elements can correspond to one adapterAsset. Each
adapterAsset element indicates an adapter and/or application asset that is
created. The name attribute must match the name of a corresponding adapter
element. Only one adapter and/or application asset is created in Oracle Enterprise
Repository for each adapterAsset element.

applicationName
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The applicationName attribute, if present, indicates that an application asset
should also be created. Each property element will results in the specified data
being set in the Harvester Properties section for the adapter asset created.

For more information about the harvester properties, see Section A.10, "Harvester
Properties Matrix".

6.3 Harvesting of Artifacts

This section describes how you can configure Harvester and use it within an
integrated development environment.

This section contains the following topics:

= Section 6.3.1, "Harvesting Artifacts"

ms  Section 6.3.2, "Harvesting Oracle Business Process Analysis Projects”

»  Section 6.3.3, "Harvesting Oracle Business Process Manager 11g Projects"
ms  Section 6.3.4, "Harvesting Oracle Service Bus 10g Assets"

= Section 6.3.5, "Detecting Duplicate Artifacts"

= Section 6.3.6, "Downloading Harvested Artifacts"

= Section 6.3.7, "Searching Harvested Assets"

s Section 6.3.8, "Best Practices"

s Section 6.3.9, "Known Issues"

6.3.1 Harvesting Artifacts

The metadata can be submitted to Oracle Enterprise Repository either from the
command line, from Oracle JDeveloper, or using an Ant task.

The Harvester scans for artifacts and harvests those artifacts to detect the
dependencies that exist between them. The following sections describe the artifacts:

= Section 6.3.1.1, "BPEL"

s Section 6.3.1.2, "WSDL"

s Section 6.3.1.3, "XSD"

s Section 6.3.1.4, "XSL"

= Section 6.3.1.5, "Harvesting Oracle SOA Suite"

= Section 6.3.1.6, "JCA Adapters"

= Section 6.3.1.7, "Applications via Oracle BSE (WSDL/SOAP)"
m  Section 6.3.1.8, "Proxy Service or Business Service"

= Section 6.3.1.9, "Oracle Service Bus (OSB) Project”

The Harvester creates entities for these artifacts in Oracle Enterprise Repository and
creates the relationships between them.

The artifacts created in Oracle Enterprise Repository are stored in the created asset’s
File Information. The locally stored harvested artifacts store the physical file in Oracle
Enterprise Repository whereas for the remotely stored harvested artifacts (http://),
Oracle Enterprise Repository points to the URL location of that artifact.
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Figure 6-1 shows the asset types created by the Harvester and the relationships
between them and Figure 6-2 describes a sample Asset Model diagram.

Note: Relationship role names are listed in the order of Primary role,
then Secondary role.

In the diagrams which follow, the Primary role is at the tail of each
arrow, and the Secondary role is at the head of each arrow.

Figure 6-2 Asset Types Created by the Harvester
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6.3.1.1 BPEL

When a BPEL artifact is submitted to Oracle Enterprise Repository, it will result in the
following in Oracle Enterprise Repository:

= A Business Process asset (of type: Business Process:BPEL) is created that will
have metadata about the operations invoked by this BPEL definition.

= A BPEL artifact asset (of type Artifact :BPEL) is created that contains the BPEL
artifact contents.
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The Business Process is related to a BPEL artifact asset using the "Defined by"
relationship.

For every partner link in the BPEL flow, the Business Process will also be related
to interface assets (of type Interface).

The BPEL artifact asset is related to WSDL and XSLT artifact (if a transformation is
performed in the flow) assets. These are the WSDL that contains the definitions of
the partner links and the entry points for the Business Process.
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6.3.1.2 WSDL

When a WSDL artifact is submitted to Oracle Enterprise Repository, it will result in the
following in Oracle Enterprise Repository:

If the WSDL contains a Service, a Service asset (of type: "Service") is created.
An interface asset (of type: "Interfaces") is created for the port type.

The Service is related to the Interface asset using the "Contains interface"
relationship.

An Endpoint asset is created for the port.

The Service asset is related to the Endpoint asset using the "Deployed to"
relationship.

WSDL artifact asset (of type "Artifact :WSDL") is created that contains the
WSDL artifact contents.

If the WSDL artifact imports WSDLs and imports / includes XSDs, it is related to
those WSDL and XSD artifact assets using the "References" relationship.

6.3.1.3 XSD

When a XSD artifact is submitted to Oracle Enterprise Repository, it will result in the
following in Oracle Enterprise Repository:
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XSD artifact asset (of type "Artifact :XSD") is created that contains the XSD
artifact contents.

If the XSD artifact imports / includes XSDs, it is related to those XSD artifact
assets using the "References" relationship.

6.3.1.4 XSL

When a XSL artifact is submitted to Oracle Enterprise Repository, it will result in the
following in Oracle Enterprise Repository:

XSL artifact asset (of type "Artifact:XSL")is created that contains the XSL
artifact contents.

If the XSL artifact references XSDs and WSDLs as source and target for the
transformation, it is related to those XSD and WSDL artifact assets using the
"References" relationship.

6.3.1.5 Harvesting Oracle SOA Suite
The section describes harvesting an Oracle SOA Suite 11g project.

Composite: When an Oracle SOA Suite 11g project folder or its composite.xml
file is introspected, it results in the following actions in Oracle Enterprise
Repository:

— Composite asset is created.

— Any services exposed by the composite results in Composite Service assets in
Oracle Enterprise Repository. These are related to the Composite by the
Sync-ExposesService relationship.

- Any services exposed by the composite results in Composite Reference assets
in Oracle Enterprise Repository. These are related to the Composite by the
Sync-ExposesReference relationship.

— The composite.xml file becomes an asset of the Artifact: Composite type
and relates to the Composite by the Sync-Defines relationship.

Composite Deployment: When an Oracle SOA Suite 11g project folder or its
composite.xml file is introspected, it results in the following actions in Oracle
Enterprise Repository:

— Composite Deployment asset is created.

— Any services exposed by the composite deployment results in Composite
Deployment Service assets in Oracle Enterprise Repository. These are related
to the Composite Deployment by the Sync-ExposesService relationship.

— Any services exposed by the composite will result in Composite Deployment
Reference assets in Oracle Enterprise Repository. These are related to the
Composite Deployment by the Sync-ExposesReference relationship.

— The Composite Deployment are related to the Composite by the
Deployment-Deploys relationship.

Component-level Artifacts: The following components of the composite should be
created and linked to the Composite by the Sync-Contains relationship:

- Any BPEL process results in a Business Process:BPEL artifact.

* Itrelates to an Artifact : BPEL artifact by the Sync-Defines relationship.
This relates to any dependent artifacts, as described in Section 6.3.1.1,
"BPEL".

Configuring and Using Automated Harvesting in Design-time and Runtime Environments  6-23



Harvesting of Artifacts

Any Mediator should result in a Service asset, with the Service Type attribute
set to MEDIATOR.

* Itrelates to an Artifact :MPlan artifact by the Sync-Defines

relationship. This relates to any dependent Artifact : XQuery artifacts
by the Artifact-References relationship.

Artifact- Artifact: Arfitact- Artifact: ¢— Atifact-
References XSLT Raterances MPlan Relarances

M Artifact-

Referances Arfifact.
Arfifact-References

References

Ar!i’acl-ﬁererences

Arifact:
Compoaosite

aa—
Arlifact-Relerences

WoRL Sync-Defines n ComponentType

Sync-Defines.

Syne-Defines.

["— Sync-Dafines-
4 3
Intarfacs of Service- Centaing Interisce v
= rvice
Interface Irlneriace
Service

Lz (type=Mediator)
Fronted by Fronts.

Fronts |

Service- .
Interface - Service Deployment-
Deployed

Any Human Task should result in a Human Task asset.
*

It relates to an Artifact : Task artifact by the Sync-Defines relationship.

This relates to any dependent Artifact : XSD artifacts by the
Artifact-References relationship.
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- Any Business Rule should result in a Business Rule asset.

*

It relates to an Artifact :Decs artifact by the Sync-Defines relationship.
This relates to any dependent Artifact:Rules artifacts by the
Artifact-References relationship. The Artifact:Rules artifacts
are related to any dependent Artifact:XSD artifacts by the
Artifact-References relationship.
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- Any Spring Context component should result in a Spring Context asset.

* Itisrelated to an Artifact:SpringBeans artifact by the Sync-Defines
relationship. This is related to any Artifact:SpringBeans artifacts by
the "Artifact-References" relationship.

- Artifact-
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References
Artifact-Referances
e 1
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s Component-level Relationships:

Any component services offered by a component results in an Interface asset.
This is related to the component-level asset by the BPEL-Entry point
relationship (except for Mediators, in which case it is related by the
Service-Interface relationship).

* Inthe case of <interface.ws> in the composite.xml, the Service is

related to an Interface asset. In the case of <interface.java> in the
composite.xml, the Service is related to an Interface with attribute
Interface Type = Java.

*  If the component service is promoted to the composite level, the Service
asset is related to the corresponding Composite Service asset by the
Composite-Promotes relationship.

*  If the composite.xml defining that the component service uses the Web
Service or WSIF binding, an Endpoint: Web Service asset is created. This
will have the Binding Type attribute set to Web Service or WSIF. If the
service is promoted, this is related to the Composite Deployment Service
asset by the Composite-Promotes relationship.

* If the composite.xml defining that the component service uses the EJB,
or ADF binding, an Endpoint asset is created. This will have the Binding
Type attribute set to ADF Service or EJB Service.If the service is
promoted, this is related to the Composite Deployment Service asset by
the Composite-Promotes relationship.

*  If the component service uses a JCA or B2B adapter, an Adapter
Configuration asset is created. For JCA adapters, this is related to the
corresponding Artifact: JCA asset. Thisis related to the
corresponding Adapter asset. If the service is promoted, the Adapter
Configuration is related to the Composite Deployment Service asset by the
Composite-Promotes relationship.

Any non-promoted component references used by a component will result in
an Interface asset. Any component reference will not have a new Service
created for it. However, if the corresponding Service assets already exist in
Oracle Enterprise Repository or in the current introspection, they are related
to the Component Reference. This rule prevents duplicate Service assets from
being created in the namespace of both the referring project and the project
that exposes it. This is related to the component-level asset by the Partner-Link
point relationship (except for Mediators, in which case it is related by the
Service-Fronts relationship).

*  For a promoted component reference, if a corresponding Service asset is
found in OER, the Service asset is related to the corresponding Composite
Reference asset by the Composite-Promotes relationship.

*  For a deployed promoted component reference using the Web Service or
WESIF binding, if a corresponding Endpoint: Web Service is found in OER,
this is related to the Composite Deployment Reference asset by the
Composite-Promotes relationship.

*  For a deployed promoted component reference using the ADF or EJB
Binding, if a corresponding Endpoint is found in OER, this is related to the
Composite Deployment Reference asset by the Composite-Promotes
relationship.

*  For a deployed promoted component reference using the JCA or B2B
adapter, if a corresponding Adapter Configuration asset is found in OER,
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this is related to the Composite Deployment Service asset by the
Composite-Promotes relationship.

6.3.1.6 JCA Adapters

When a WSDL is harvested from Oracle SOA Suite or Oracle Service Bus, which uses
JCA Adapter extensions, it will result in the following actions in Oracle Enterprise
Repository:

= Harvester attempts to locate an Adapter asset in Oracle Enterprise Repository, as
configured in the Harvester's adapters.xml file.

= An Adapter Configuration asset is created that contains the binding and
connectivity information used by a specific service.

— Itisrelated to the Adapter asset.
- Itisrelated to the Service asset that is using the adapter configuration.

= Harvester attempts to locate an Application asset in Oracle Enterprise Repository,
as configured in the Harvester's adapters.xml file.

- Application assets are supported, by default, for all the following adapters:
*  Oracle Applications (a.k.a. E-Business Suite)
*  PeopleSoft
*  Siebel
*  SAP
*  ]JDE One World
»  If the Service has an Endpoint, then an Application Deployment asset is created.
- Itisrelated to the Application asset.
- Itisrelated to the Endpoint asset.
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6.3.1.7 Applications via Oracle BSE (WSDL/SOAP)

When BPEL is harvested, which uses BSE (Business Service Engine) to connect to an
external application, it results in the following actions in Oracle Enterprise Repository:

= Harvester attempts to locate an Application asset in Oracle Enterprise Repository,
as configured in the Harvester's adapters.xml file.

»  If the Service has an Endpoint, then an Application Deployment asset is created.
— Itis related to the Application asset.
— Itis related to the Endpoint asset.

Artitact-Referances

Artifact:
XsD

Artifact-References

[ 1
Arlifact-Relerences

Artifact: Artifact: Syne-
WS-Policy WSDL Defines.
|_pn|.c.-,-Anacnec J

Sync-Defines

i ‘

Service- . Daployment- .
Interface ieriacs —— Service — [{m;:?'m — Endpoint
Process Natie Daplayed Naive T

Servica Via Sarvice of

App- App-

Sarvice NativeSarviceDaployment

Pr«es; Ny 3 e Deploys Natve
Sarvice For Sarvice al

Deployment of Enterprise
Enterprise . Aca: Application
Application Hagso °g;:m o Deployment
6.3.1.8 Proxy Service or Business Service

When a Proxy Service or Business Service is submitted to Oracle Enterprise
Repository, it will result in the following in Oracle Enterprise Repository:

» A Service asset is created, with Service Type= "Proxy Service"or "Business
Service".

s The service is related to the Interface asset using the relationship ‘Contains
interface’.

s If the Proxy or Business Service is of type Web Service in Oracle Service Bus.
- An'"Interface" assetis created for the port type.
- An"Endpoint" assetis created for the port.

*  This will have an EndpointURI property visible in the Overview section in
the Oracle Enterprise Repository Web UL

— The Service asset is related to the "Endpoint" asset using the relationship
"Deployed to".

— A WSDL artifact asset (of type "Artifact: WSDL")is created that contains
the WSDL artifact contents.
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If the Proxy or Business Service is not of type Web Service in Oracle Service Bus
— An Interface asset is created for the port type.
- An Endpoint asset is created for the port.

*  This will have an EndpointURI property visible in the Harvester
Properties section in the Oracle Enterprise Repository Web UL For more
information about harvester properties, see Section A.10, "Harvester
Properties Matrix".

— The Service asset is related to the Endpoint asset using the relationship
"Deployed to".

—  There is no WSDL associated with this service. So it will not be available to
integrate with UDDI using the RR-XU utility. And the WSDL can not be
consumed via the Oracle Enterprise Repository Web Ul's "Use | Download"
feature, or the "Service Consumption Framework' feature in Oracle
Eclipse Workshop.

If the WSDL artifact imports WSDLs and imports / includes XSDs, it is related to
those WSDL and XSD artifact assets using the relationship ‘References’.

A Proxy Service is related to Business Services or Proxy Services that it fronts, via
the "Fronts" relationship.

A Business Service is related to external services and flows that it invokes, via the
"Invokes" relationship.

Artifacts that define the interface in Oracle Service Bus (Artifact :WSDL,
Artifact:XSD, or Artifact:MFL) is related to the Interface asset via the
"Defined by" relationship.

Artifacts that are used to implement the service in Oracle Service Bus
(Artifact:XQuery, Artifact:XSLT, Artifact:MFL, or
Artifact:WS-Policy)isrelated to the Artifact:Proxy or Artifact:Biz
asset via the "Artifact-References" relationship.

6.3.1.9 Oracle Service Bus (OSB) Project

An Oracle Service Bus project can be submitted to Oracle Enterprise Repository either
from the command line. The project must be exported from Oracle Service Bus
Workshop, using the command Export |Oracle Service Bus: Configuration
jar.

The harvester will handle Proxy Services, Business Services, and Flows. It will also
handle artifacts such as BPEL, WSDL, XSD, XSLT, XQuery, WS-Policy and MFL, and
harvest the artifacts to detect the dependencies that exist between these artifacts. The
harvester will create entities in Oracle Enterprise Repository and create relationships
between them.
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6.3.2 Harvesting Oracle Business Process Analysis Projects

Oracle Enterprise Repository Harvester 11¢ supports harvesting of SOA Oracle
Business Process Analysis (BPA) Projects by converting the BPA Project to a SOA
composite. The steps to perform are as follows:

Note: Oracle JDeveloper 11g Release 1 (11.1.2) does not support
importing of BPEL process from BPA server. You need to use 11g
Release 1 (11.1.1) JDeveloper to import.

Step 1: Convert the BPA Project to SOA Composite
1. Design a BPA process using the BPA Architect.

2. Right-click the designer window, select SOA, and Transform Business Process
into BPEL Process. Right-click the designer window, and select SOA, Share
Blueprint with IT.

3. OpenJDeveloper and create BPA server connection, if it is not already done.
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4. Create a new application and then create a new SOA project.

5. In the Configure SOA Settings dialog, select Composite From Oracle BPA
Blueprint, and then click Finish.

For more information about creating a new application and a SOA project, see
Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite.

6. Expand BPA Server and choose the required BPMN process, as shown in
Figure 6-4. Click OK to create SOA project. For more information about BPA
Server, see the BPA documentation at
http:/fwww.oracle.com/technology/software/products/bpa/index.html.

Figure 6—4 Create BPA Blueprint Composite Dialog
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7. Open BPEL Process and fix all compilation errors(if any). Close the Application.

Step 2: Harvest the Converted BPA Project
1. Harvest the Oracle SOA Suite project. For more information, see Section 6.3.8.9,
"Harvesting SOA Projects".

2. Open JDeveloper 11g Release 1 (11.1.2). Open the above application and right-click
and select Harvest Project option to harvest into Oracle Enterprise Repository.

6.3.3 Harvesting Oracle Business Process Manager 11g Projects

Oracle Enterprise Repository Harvester 11¢ supports harvesting of Oracle Business
Process Manager (OBPM) Projects. As part of Oracle SOA 11g PS2 release, Oracle
JDeveloper supports design and development of OBPM project with BPMN process.
You can develop such project as composite with BPMN component, and then Harvest
the BPM Project to Oracle Enterprise Repository. The steps to perform are as follows:

Step 1: Create BPM Project in JDeveloper
To create a BPM project:

1. In the Application Navigator of JDeveloper, click New Application. The Create
Generic Application - Name your application page is displayed.

Configuring and Using Automated Harvesting in Design-time and Runtime Environments  6-33



Harvesting of Artifacts

2. Enter a name in the Application field and click Next. The Create Generic
Application - Name your project page is displayed.

3. Enter a name for the BPM project in the Project Name field.

4. In the Available list under the Project Technologies tab, double-click BPM to move
it to the Selected list, as shown in Figure 6-5.

Figure 6-5 The Create Generic Application - Name your project Page
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5. Click Finish.

Step 2: Design BPM Process and Deploy to SOA Server

For more information on how to design a BPM process and deploy to SOA server, see
"Creating a BPM Project from a BPA Project" in the Oracle Fusion Middleware Modeling
and Implementation Guide for Oracle Business Process Management.

Step 3: Harvest the BPM Project to Oracle Enterprise Repository from
JDeveloper and Deploy to Oracle SOA Server

1. Harvest the BPM project.

2. Open]JDeveloper 11g Release 1 (11.1.2). Open the above application and right-click
and select Harvest Project option to harvest into Oracle Enterprise Repository.

6.3.4 Harvesting Oracle Service Bus 10g Assets

You can harvest Oracle Service Bus 10g assets into Oracle Enterprise Repository 11g.
The following instructions cover Workspace Studio and Oracle Service Bus Eclipse,
and work for Oracle Service Bus 10.3 and Oracle Service Bus 10.3.1.

The following steps assume that Oracle Service Bus 10.3.1 is installed in BEA_HOME
and Oracle Enterprise Repository harvester is installed in HARVESTER_HOME:

1. Download com.bea.alsb.harvester.connector_1.0.200.zip, the
Harvester Plugin, and unzip to the <BEA_HOME>\osb_10.3\eclipse\plugins
directory.
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2. Download and unzip 11.1.1.3.0-0OER-Harvester. zip to the <dir> directory.
The HARVESTER_HOME will be <dir>/harvester.

3. Edit <BEA_HOME>\workshop_10.3\workshop.ini. Add the following
-Dharvester .home=HARVESER_HOME

To harvest from Oracle Service Bus Eclipse:

1. Launch Oracle Workshop for WebLogic.

2. Import the Oracle Service Bus configuration jar file.

3. Right-click the Oracle Service Bus project, and then click Submit to Oracle
Enterprise Repository. The Submit Assets to Oracle Enterprise Repository dialog
is displayed.

4, Fill in the connection parameters and then click Submit.

6.3.5 Detecting Duplicate Artifacts

The Harvester stores information about files such as WSDLs, BPELs, and XSDs as
artifacts in Oracle Enterprise Repository. To avoid storing the same artifact file twice,
the Harvester will calculate a Software File ID (SFID) for each artifact when it is
stored. Before submitting a new artifact, the SFID can be compared against existing
SFIDs in the repository to check for duplicates.

The SFID calculated is an MD5 hash. Some level of canonicalization is performed
before calculating the SFID. In particular, if the artifact file is XML, it is canonicalized
using the Canonicalizer class in the Apache XML Security library. This canonicalizes
according to the W3C Canonical XML standard (see www.w3.0rg/TR/xml-c14n),
which includes canonicalizing the text encoding, line breaks, whitespace, comments,
and attribute ordering. Some extra canonicalization not specified in the W3C standard
is performed, including normalizing of namespace prefixes, normalizing the order of
the elements in WSDLs, removing documentation elements, and inlining any
included /imported files.

6.3.6 Downloading Harvested Artifacts

The Harvester creates artifact bundles that may be downloaded from the Harvested
Assets. The artifact bundles for these assets are stored in zip files. For example, for an
Endpoint, a WSDL file and its associated XSD files are stored in relative locations
within the zip payload.

When one artifact imports another artifact (for example, a WSDL imports a XSD), it
always refers to the child artifact relative to the parent. For example, if MyWSDL.wsdl
is located in c: \ temp and if the child XSD that is being imported resides in
c:\temp\schemas\MyXSD.xsd, the parent MyWSDL.wsdl imports the child using
the relative path . /schemas/MyXSD.xsd. When the bundle is downloaded, the child
artifact should be created in a folder called schemas relative to the parent so that the
parent can resolve the child.

For more information about Using/Downloading Assets, see Oracle Fusion Middleware
User Guide for Oracle Enterprise Repository.

6.3.7 Searching Harvested Assets

You can search for harvested assets using either of the following two methods:

= Section 6.3.7.1, "Using Consumption Method"
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= Section 6.3.7.2, "Using Metadata"

6.3.7.1 Using Consumption Method

You can search for harvested services based on a consumption method. In the Basic
Search section, when you can select WSDL Ports from the Consumption Method list,
as shown in Figure 6-6, the search returns the services that have a WSDL summary, an
Endpoint defined in the WSDL, and a scope set to global. This list also can be used
under the More Search Options.

Figure 6-6 Assets Pane - Consumption Method
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6.3.7.2 Using Metadata

The Harvester tags each asset with properties that can be used for querying.

Figure 6-7 shows how to query for Business Processes that invoke the Write operation.
To get the search screen, click More Search Options in the main page of the Oracle
Enterprise Repository Web console. In the More Search Options dialog, perform the
following:

= Filter by Additional Criteria: Select the option.
n  Select a Field: Choose internal.introspector.store from the list.

s Enter an XPath: Type "/" in the text field. A list of available fields is displayed.
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Figure 6—-7 Viewing the More Search Options Dialog in Oracle Enterpise Repository
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The following search criteria are available:

Harvester Description
Harvester Version
Harvester Namespace
Harvested by

Invoked Operations of Business Processes

6.3.8 Best Practices

This section describes best practices for the Harvester. It contains the following topics:

Section 6.3.8.1, "Recommended Privileges for Harvesting"

Section 6.3.8.2, "Do Not Override the Namespace Parameter"

Section 6.3.8.3, "Namespaces in WSDL Files"
Section 6.3.8.4, "Harvesting Completed Work"

Section 6.3.8.5, "Harvesting and Maintenance Releases of XSD"

Section 6.3.8.6, "Harvesting Metadata throughout the Asset Lifecycle”

Section 6.3.8.7, "Downloading WSDL Artifacts"
Section 6.3.8.8, "Harvesting Retired Endpoints"
Section 6.3.8.9, "Harvesting SOA Projects"
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= Section 6.3.8.10, "Harvesting from Oracle JDeveloper 11g"

= Section 6.3.8.11, "Harvesting a File in the Harvester Folder"

6.3.8.1 Recommended Privileges for Harvesting

Only Registrars or individuals with the authority to view all the assets in Oracle
Enterprise Repository should harvest assets. If individuals do not have permission to
view all assets in the repository, they may harvest assets that already exist and
unintentionally duplicate assets.

6.3.8.2 Do Not Override the Namespace Parameter

Harvester offers you with the ability to set the project namespace for the assets being
harvested. The project namespace is used in detecting duplicate assets, as different
namespaces will result in different assets. In most cases, you are recommended not to
override this parameter.

However, harvester automatically sets the project namespace based on the Oracle SOA
Suite or Oracle Service Bus project name when harvesting from those products, which
is the recommended behavior.

6.3.8.3 Namespaces in WSDL Files

In the WSDL files that you harvest, it is recommended that you use a unique
namespace for each unique interface, service, and endpoint.

Correlation to existing assets in the Oracle Enterprise Repository is done through
QNames, so if you make significant changes to interface, service, or endpoint assets
and do not change the QNames, you will overwrite the existing asset with the
modified asset.

Table 6-7 shows the correlation of Oracle Enterprise Repository assets with WSDL
structure:

Table 6-7 Correlation of Oracle Enterprise Repository Assets with WSDL Structures

Repository Asset WSDL Structure

Service /definition/service/@name
Endpoint /definition/service/port/@name
Interface /definition/portType/@name

6.3.8.4 Harvesting Completed Work

It is recommended that you harvest only work that is completed or near completion. If
you regularly harvest from a development environment, the Oracle Enterprise
Repository can become cluttered with outdated versions of assets.

Oracle Enterprise Repository promotes only services that have endpoints and hosted
WSDL to Oracle Service Registry. In addition, only services with concrete WSDL can
be consumed through JDeveloper. It is recommended that you harvest from the
runtime environment to obtain the endpoitns and WSDL location.

6.3.8.5 Harvesting and Maintenance Releases of XSD

Some schema development patterns involve the maintenance release of schemas that
fix defects or add minor structures but do not change the namespace of the schema. It
should be recognized that subsequent harvesting of slightly modified schema artifacts
can have the effect of creating a significant number of new artifact assets in the
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repository. Oracle Enterprise Repository correlates artifact assets based on a hash, or
Software File ID (SFID), of the contents of the artifacts. The SFID is calculated over the
contents of each artifact after all imports and includes have been inlined.
Consequently, a change in an XSD that is imported by a WSDL will result in both a
new XSD artifact and a new WSDL artifact.

This is particularly important to keep in mind when considering schemas that are
widely used throughout the enterprise. For example, consider a low-level schema such
as customer.xsd that is widely imported by other schemas, WSDLs, XSLTs, BPELs. A
material change to customer.xsd, and a subsequent re-harvesting of all of an
enterprise’s artifacts (for example, some kind of regular batch harvesting) would result
in a large number of similar artifact assets in the repository that reference
customer.xsd either directly or indirectly.

6.3.8.6 Harvesting Metadata throughout the Asset Lifecycle

Harvester can be invoked from several places in the asset lifecycle and each invocatoin
gathers artifacts and metadata from different sources. The following list describes the
recommendation on how to use harvester during an asset’s lifecycle to keep Oracle
Enterprise Repository up to date:

1. Design/Development time

After implementation, assets should be published to Oracle Enterprise Repository.
Any policies associated with the assets will also be published to Oracle Enterprise
Repository. The Oracle Enterprise Repository Governance process provides a
means of verifying that the implementation aligns with the organization's policies
before it is made available for reuse to the general consumer community.

Recommended approach: Invoke the harvester from the IDE (JDeveloper, Oracle
Service Bus Workshop, Eclipse or VS.NET).

2. Deployment time

Immediately after deployment, assets should be published to Oracle Enterprise
Repository. At deployment, the production endpoints are harvested and the
asset's metadata is updated with the endpoint information. An organization may
have multiple endpoints supporting their development, test, staging, and
production environments. Endpoints, when harvested into Oracle Enterprise
Repository, may also go through a governance process. For example, development
and testing endpoints may be made available to the entire consumer community,
but production endpoints may not be provided until a service provider and a
service consumer negotiate a service contract.

Recommended approach: Invoke the harvester from the deployment script
(WLST, ant, or command-line).

Invoke harvester at the end of deployment. Harvest the deployed artifacts from
the running server, using the -remote_server argument.

3. Runtime

Once the project is deployed and running, runtime metrics are harvested and
associated with Oracle Enterprise Repository assets. There are several options
available for harvesting runtime metrics. One alternative is the EM-Integration,
which gathers runtime metrics from Enterprise Manager and updates Oracle
Enterprise Repository. For more information, see Oracle Enterprise Manager
Connectors Integration Guide.

Another alternative is to rely upon runtime monitoring tools such as Actional and
Amberpoint, that publish runtime metrics to UDDI registries. Once in the UDDI
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Registry, the metrics can be propagated back to Oracle Enterprise Repository
using the Oracle Registry Repository Exchange Utility. For more information
about Amberpoint integration, see "Chapter 5, Integration with Amberpoint" in
Oracle Fusion Middleware Integration Guide for Oracle Enterprise Repository.

6.3.8.7 Downloading WSDL Artifacts

When consuming a WSDL artifact in Oracle Enterprise Repository, you have the
ability to download the WSDL file. In many cases, the location of this file is on a
remote location. Also, the URL for that file may end in ?wsd1l. In these cases, when
saving that WSDL, the browser may, by default, give the file the extension as .xm1.
Then, you should replace . xm1 with.wsdl. A WSDL file can be hosted on an
HTTP/HTTPS or FIP server.

6.3.8.8 Harvesting Retired Endpoints

When endpoint is changed, either retired or moved to another location, then it is
recommended to retire endpoint from Oracle Enterprise Repository and remove
endpoint for Oracle Service Registry. Then, reharvest the same WSDL service with a
new endpoint.

Note: If you re-run the Exchange Utility publisher, it will not delete
retired endpoint from Oracle Service Registry.

6.3.8.9 Harvesting SOA Projects

As a best practise for the SOA life cycle, it is recommended to harvest any SOA
projects to Oracle Enterprise Repository, deploy to the SOA server, run the Exchange
Utility to publish to Oracle Service Registry, and then consume published assets from
Oracle Enterprise Repository or Oracle Service Registry.

6.3.8.10 Harvesting from Oracle JDeveloper 11g

It is not recommended to change namespace when harvesting from Oracle JDeveloper
11g.

Also, it is recommended not to harvest same composite from JDeveloper 11g using
two different status, for example, registered and submitted.

6.3.8.11 Harvesting a File in the Harvester Folder

It is recommended not to harvest a file that is located within the unzipped Harvester
folder, 11.1.1.3.0-OER-Harvester. zip. Currently, this is not supported.

6.3.9 Known Issues

This section describes the following known Harvester issues:
= Section 6.3.9.1, "Asset Types Must be Present in the System"
= Section 6.3.9.2, "Two Versions of an Asset Type"

= Section 6.3.9.3, "Do Not Delete the Harvester-Specific Metadata Entries in a in a
Harvested Asset"

= Section 6.3.9.4, "Supported Remote Server Types"
= Section 6.3.9.5, "Using Incorrect Encrypted Password"
= Section 6.3.9.6, "View in Repository Option"
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6.3.9.1 Asset Types Must be Present in the System

As a prerequisite to using Harvester features, the asset types must be present in the
system. The necessary asset types are installed with
11.1.1.x.0-OER-Harvester-Solution-Pack.zip.

6.3.9.2 Two Versions of an Asset Type

If some of the existing asset type names in your Oracle Enterprise Repository have the
same names as the asset types installed with
11.1.1.x.0-OER-Harvester-Solution-Pack.zip, the asset type names for the
Harvester will have a version number appended to them. This does not affect the
functioning of the Harvester asset types.

6.3.9.3 Do Not Delete the Harvester-Specific Metadata Entries in a in a Harvested
Asset

When the Harvester creates assets during the harvesting proces, it attaches metadata
entries to the asset of metadata entry Type: internal.inspector.store and
internal.harvester.manifest.store. Do not modify or delete these meteada entries.
Doing so can cause the system to behave unpredictably.

Note that it is not possible to delete these metadata entries using Oracle Enterprise
Repository user interface.

6.3.9.4 Supported Remote Server Types

Currently, the Harvester only supports connecting to the remote Oracle SOA Suite,
Oracle Service Bus, and WebLogic Server projects that are running on WebLogic 10.x.

6.3.9.5 Using Incorrect Encrypted Password

If you configure the HarvesterSettings.xml file with incorrect encrypted
password, then a long stack trace is displayed, which is as follows:

log4j:WARN No appenders could be found for logger
(org.apache.axis.il8n.ProjectResourceBundle) .

log4j:WARN Please initialize the log4j system properly.

@ com.oracle.oer.sync.framework.MetadataIntrospectionException:

@ com.oracle.oer.sync.framework.MetadataIntrospectionException: Unable to read
plugin file:
C:\Drive-E\XU-harvest-tools\decl6\OER-Harvester\.\plugins\biz.introspector

at
@ com.oracle.oer.sync. framework.MetadataManager.init (MetadataManager.java:308)
c] at com.oracle.oer.sync.framework.Introspector.<init>
Introspector.java:188)

at

@ com.oracle.oer.sync.framework.Introspector.main(Introspector.java:395)
@ Caused by: com.oracle.oer.sync.framework.MetadataIntrospectionException:
Unable
to read plugin file:
C:\Drive-E\XU-harvest-tools\decl6\OER-Harvester\.\plugins\biz.introspector

at
@ com.oracle.oer.sync.framework.impl.DefaultPluginManager.processIntrospector (De
faultPluginManager.java:127)

at
@ com.oracle.oer.sync.framework.impl.DefaultPluginManager.<init>(DefaultPluginMa
nager.java:73)

at
@ com.oracle.oer.sync.framework.MetadataManager.init (MetadataManager.java:306)

. 2 more
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Caused by: java.lang.IllegalArgumentException: The char '0x12' in
'java.lang.Il1l
egalArgumentException: The char '0x12' in 'E/?&#8597;?&#8597;H?rd' is not a
valid XML character.' is not a valid XML character.

at
@ org.apache.axis.components.encoding.AbstractXMLEncoder.encode (Abstrac
tXMLEncoder.java:110)

at org.apache.axis.utils.XMLUtils.xmlEncodeString (XMLUtils.java:131)

at org.apache.axis.AxisFault.dumpToString (AxisFault.java:366)

at org.apache.axis.AxisFault.printStackTrace (AxisFault.java:796)

at
com.flashline.log4j.spi.ThrowableInformation.getThrowableStrRep (Throw
ableInformation.java:42)

at
com. flashline.log4j.spi.LoggingEvent.getThrowableStrRep (LoggingEvent.java:217)

at
com. flashline.log4j.WriterAppender.subAppend (WriterAppender.java:298)

at
com. flashline.log4j.RollingFileAppender.subAppend (RollingFileAppender.java:294
)

at com.flashline.log4j.WriterAppender.append (WriterAppender.java:157)

at
com. flashline.log4j.AppenderSkeleton.doAppend (AppenderSkeleton.java:251)

at
com. flashline.log4j.helpers.AppenderAttachableImpl.appendLoopOnAppenders (Appen
derAttachablelImpl.java:57)

at com.flashline.log4j.Category.callAppenders (Category.java:255)

at com.flashline.log4j.Category.forcedLog (Category.java:445)

at com.flashline.log4j.Category.log(Category.java:882)

at
@ com.oracle.oer.sync.framework.logger.DefaultMetadatalLogger.error (DefaultMetada
taLogger.java:98)

at
@ com.oracle.oer.sync.plugin.writer.oer.ALERConnectionCache.getAuthToken (ALERCon
nectionCache.java:138)

at
@ com.oracle.oer.sync.plugin.writer.oer.ALERAssetQueries.getToken (ALERAssetQueri
es.java:82)

at
@ com.oracle.oer.sync.plugin.writer.oer.ALERAssetQueries.assetTypeQueryByUUID (AL
ERAssetQueries.java:159)

at
@ com.oracle.oer.sync.framework.MetadataManager.putAssetType (MetadataManager.jav
a:204)

at

@ com.oracle.oer.sync.framework.impl.DefaultPluginManager.processIntrospector (De
faultPluginManager.java:104)
. 4 more

6.3.9.6 View in Repository Option

From Oracle JDeveloper 11g, when you click the View in Repository option, it opens
up the asset details in JDeveloper, which is for read-only purpose and the links within
this page will not work.

As a workaround, you need to login to Oracle Enterprise Repository console and click
links for further information.
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Configuring Metrics

This chapter provides an introduction to metrics configuration and how metrics can be
used.

If your organization is creating asset types, then you may want to add metrics fields.
This chapter contains the following sections that provides the instructions to do so:

s Section 7.1, "Introduction”
s Section 7.2, "Metrics Elements"
»  Section 7.3, "Validate the Elements on the Asset Type"

»  Section 7.4, "Running Queries Against the Database"

7.1 Introduction

This section addresses metrics enhancements available in Oracle Enterprise
Repository. Information in this guide will assist those who wish to add metrics fields
to asset types, which do not already have them. The metrics fields provided by this
guide are, Total Development Hours (TDH), Production Investment (Pinv),
Consumption Factor (Cfac), Predicted Number of Annual Reuse Opportunities (n),
and Hourly Burden Rate (B). These fields most commonly appear on the Metrics tab in
the Asset Editor.

The upgrade process described in this document requires the participation of your
site's DBA, system administrator, and a registrar.

7.2 Metrics Elements

This section describes an overview to metrics elements and various operations using
metrics. This section contains the following topics:

s Section 7.2.1, "Overview"

= Section 7.2.2, "Adding a Reusable Metrics Tab"

7.2.1 Overview

This document explains how to add metrics elements to a Type. These metrics are used
to estimate the value of each asset and to determine the ROI of the asset portfolio.

A total of five metrics elements must be added, and the Development Hours element
must already exist in the Type. If it does not, or if it has been deleted, it, too, must be
added. The necessary changes are made in the Type Manager and the database;
instructions for both are included here. The new metrics elements are listed below:
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Total Development Hours (TDH) - the total development effort expended to
create this asset.

Production Investment (Pinv) - the extra time or effort involved in building or
harvesting the asset, and in packaging and documenting the asset to make it
reusable. This value is represented as a percentage over the time initially required
to build the asset for one-time use.

Consumption Factor (Cfac) - the time an asset consumer spends locating,
evaluating, and using an asset, represented as a percentage of the time necessary
to build the asset from scratch.

Predicted Number of Annual Reuse Opportunities (n) - indicates the number of
times the asset is expected to be used over the course of a year

Hourly Burden Rate (B) - the hourly overhead cost of the individual that
produced the asset.

The metrics should be included in the ten base Asset Types, in addition to the other
asset types that have been added to your system:

Application

Business Process
Communication Adapter
Component
Environment
Framework

Pattern

Process

Service

XML Schema

7.2.2 Adding a Reusable Metrics Tab

If you are installing Oracle Enterprise Repository for the first time, then you do not
have to perform this step. You only need to add reuse metrics to older versions of the
product that did not include these metrics. This procedure is performed in the Asset
Editor.

Use this text to cut and paste element names:

Total development hours (TDH)

Production investment (Pinv)

Consumption Factor (Cfac)

Predicted number of annual reuse opportunities (n)

Hourly burden rate (B)

Note: ThevalidateMetrics.sql file must be run against the
database.

Select Manage Types in the Actions menu. The Type Manager launches.
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©® N o g ke

Select the Type to which the metrics are to be added from the Type Manager
sidebar.

Select the Editor view.

Add a tab called Metrics. It should appear above the Miscellaneous tab.
Click Add in the Elements section.

Select Numeric Text Field from the list.

Click OK.

In the Edit Numeric Text Field dialog, copy and paste the element name in the
Display Name text box.

Change the Decimal Places value to 0. Only the Consumption Factor element has
two decimal places, as shown in Figure 7-1.

Figure 7-1 Edit Numeric Text Field Dialog
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Required I
Indexed u
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Cancel |
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. Click OK.

. Repeat steps 4 - 9 for each metric.

. When all metrics have been added to the Type, click Save.
= Do not add the elements to the Viewer tab at this time.

. Repeat the process for each of the base asset types.

7.3 Validate the Elements on the Asset Type

To validate the elements on the asset type, perform the following steps:

1.

Select an asset belonging to one of asset types just modified. The easiest way to
find such an asset is to right-click the Registered folder in the Asset Editor and sort
by asset type.

Add a unique value to each metric element on the asset. Recommended values are
1,2,3,4,and 5, as shown in Figure 7-2.
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Figure 7-2 Administration Tab
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3. Determine the asset name, version and asset type name from the status bar on the
edited asset.

4. Save the asset.

7.4 Running Queries Against the Database

The following database queries can be used to validate that the metrics fields were
properly added.

You can run the following metrics queries against the database by performing the
instructions provided below:

-- Metrics SQL (for Oracle, UDB and MsSQL Server)
-- Total Development Hours
select a.name as AssetName, a.version as Version, at.name as
AssetTypeName, axi.stringvalue as tdh
from assetxmlindex axi, assets a, assettypes at
where axi.assetid = a.id and axi.assettypeid = at.id
and axi.fieldid in
(select id from assetxmlindexmappings where fieldname =
' /custom-data/total-development-hours--tdh-"')
order by a.name, a.version;
-- Production Investment
select a.name as AssetName, a.version as Version, at.name as
AssetTypeName, axi.stringvalue as Pinv
from assetxmlindex axi, assets a, assettypes at
where axi.assetid = a.id and axi.assettypeid = at.id
and axi.fieldid in
(select id from assetxmlindexmappings where fieldname =
' /custom-data/production-investment--pinv-")
order by a.name, a.version;
-- Consumption Factor
select a.name as AssetName, a.version as Version, at.name as
AssetTypeName, axi.stringvalue as Cfac
from assetxmlindex axi, assets a, assettypes at
where axi.assetid = a.id and axi.assettypeid = at.id
and axi.fieldid in
(select id from assetxmlindexmappings where fieldname =
' /custom-data/consumption-factor--cfac-")
order by a.name, a.version;
-- Predicted Number of Annual Reuse Opportunities
select a.name as AssetName, a.version as Version, at.name as
AssetTypeName, axi.stringvalue as n
from assetxmlindex axi, assets a, assettypes at
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where axi.assetid = a.id and axi.assettypeid = at.id
and axi.fieldid in

(select id from assetxmlindexmappings where fieldname =
' /custom-data/predicted-number-of-annual-reuse-opportunities--n-")
order by a.name, a.version;
-- Hourly Burden Rate
select a.name as AssetName, a.version as Version, at.name as
AssetTypeName, axi.stringvalue as B
from assetxmlindex axi, assets a, assettypes at where axi.assetid =
a.id and axi.assettypeid = at.id
and axi.fieldid in

(select id from assetxmlindexmappings where fieldname =
' /custom-data/hourly-burden-rate--b-")
order by a.name, a.version;
-- Predicted Net Hours Saved
select a.name as AssetName, a.version as Version, at.name as
AssetTypeName, axi.stringvalue as PNHS
from assetxmlindex axi, assets a, assettypes at
where axi.assetid = a.id and axi.assettypeid = at.id
and axi.fieldid in

(select id from assetxmlindexmappings where fieldname =
' /custom-data/development-hours')
order by a.name, a.version;
-- End Metrics SQL

7.4.1 dbqueries

This section describes the instructions to run the metrics queries:

1. Open a connection to the database and run the six queries listed above. The asset
name, version, asset type, and metric should be returned as the result. If a metric is
not returned, it is likely that the metric name was not copied and pasted
accurately. Each metric has its own query; it is recommended that these queries be
run separately. Any metric that returns the expected results is validated.

2. If any metric query fails, remove the element and follow the steps to create the
metric element, validate it, and run it against the database. If the PNHS element is
missing from the selected asset type, it must be added, as described below:

1. Add the string Development Hours.
2. Click OK.

3. Edit the Development Hours element and change the name to Predicted Net
Hours Saved (PNHS). (The element name in the metrics is based on the
Development Hours programmatic name.) The Predicted Net Hours Saved
label must appear in the Asset Editor.

3. After all metrics are validated, open the asset type in the Oracle Enterprise
Repository Type Manager.

4. Select the Viewer tab.
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Note:
= All added elements should appear in the Hidden Elements area.

s Only the Predicted Net Hours Saved (PNHS) metric is meaningful
to asset consumers.

s Itis recommended that Predicted Net Hours Saved (PNHS) is
displayed in the first column in the Overview group.

5. Save the asset type.
6. Repeat steps 1 -5 to add metrics elements to other asset types.

7. Remove any sample data that may have been added to test the queries, and save
your data.
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Configuring Email Notifications and
Distribution Lists

This section contains the following topics:
= Section 8.1, "Using Email Notifications/ Email Distribution Lists"
m  Section 8.2, "Managing E-mail Distribution Lists"

»  Section 8.3, "Updating a Distribution List"

8.1 Using Email Notifications/ Email Distribution Lists

Users can create e-mail distribution lists so that the list members are automatically
copied on certain e-mail notifications that are generated as part of the asset registration
process. Distribution lists can help automate the asset registration workflow because
members of the distribution list are notified about asset registration events that the list
owner is involved in as an asset reviewer or approver. For example, if a list owner is
expecting to be absent, they can "delegate” asset review and approval responsibility by
adding other authorized users to their e-mail distribution list.

Distribution lists are created on a user's MyStuff -> Configuration Options -> Manage
Email Notifications page. Existing Oracle Enterprise Repository users can be selected
for a distribution list, as well as external e-mail addresses, but only if that option is
permitted by the Oracle Enterprise Repository administrator.

This section contains the following topics:
= Section 8.1.1, "Email Notifications from Oracle Enterprise Repository"

= Section 8.1.2, "When List Members Are Copied on E-mails"

8.1.1 Email Notifications from Oracle Enterprise Repository

You can configure email notifications in the Email Templates section of the Admin tab.
Each Email Template has a list of valid substitutions, which are available for use, in
that given template. The examples of substitutions are <%asset.name%>, which
populates the template with the name of an asset. The list of valid substitutions varies
for each of the 30 templates available in Oracle Enterprise Repository. To view the
email notifications in Oracle Enterprise Repository, perform the following steps:

1. Log in to Oracle Enterprise Repository using your login credentials. The Oracle
Enterprise Repository home page is displayed.

2. Click Admin. The Admin page is displayed.
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3. Click Email Templates. The list of Email Templates along with its status and
description is displayed, as shown in Figure 8-1.

Figure 8—1 List of Email Templates
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4. Click any template to display the details of that Email Template in the pane below.
For example, click Asset Used. Figure 8-2 describes the "Asset Used" email
template, which is sent to notify the contact specified in the asset Notification
Email field that the asset has been used.

Figure 8-2 Email Template - Asset Used

Email Templats: Asset Used 1) 5} I |

G

Name: Asset Used
Description: Notifias the contact specified in the asset Notification Email fizld that the asset has bean usad.

Statws: I Active 1.I

Subject: |<

“eusarnamets> has used <%:assetnameis>

Mail From: |<°.-:,user.emar°.«a>

<%user.namei> has used asset
<%asser

Message:

namei> in & pr

{Max 4000 Characters)

Valid Substitutions: <Spgzzet.namec > - The display name of the used sssat
<teproducingprojects.namesSe » - The name of the projects that produced the =ssst

L]
L ]
® <Shproject.nametes - The name of the project in which the asset was ussd
L ]
L]
L ]

<Sregiztrar.emszilie® - The registrar's emizil addreszsz
<%huser.emsilit - The email address of the user who submitted the ss=et
<%guser.namens - The name of the user who submitted the s=sst

Save | Cancel |

5. Click Save.

6. Similarly, you can view the details of the other Email Templates.
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8.1.2 When List Members Are Copied on E-mails

The members of a user's distribution list is copied on an e-mail in the following
circumstances:

On the following notification e-mails:
m  Asset Accepted

= Asset Assign

= Asset Registered

= Asset Submission/Rejection

»  Asset Unaccepted

= Asset Unassigned

= Asset Unregistered

= Asset Unsubmitted

To receive e-mail notification when a new version of an asset is created, you need to
enter the cmee.registrar.email system setting with the e-mail address. To update the
cmee.registrar.email system setting with e-mail address, navigate to the Admin page
-> System Settings. Enable the system setting, if you already haven't, by entering
cmee.registrar.email in the Enable New System Setting field, and then click Enable. If
the setting already exists, then enter cmee.registrar.email in the Search field. In the
Notifications section, enter the email address in the System Registrar Email field, as
shown in Figure 8-3. Click Save to save the settings.

Figure 8-3 Functional Settings

System Settings: all

Search Enable New System Sethting

G r =TT | - - )
omee registraremail EQear cmee.registrar.email EEnable.y

The setting already exists

Functional Settings

Notifications

System Registrar Email john@Emszn com

cmee.ragistrar.2mail Systern Registrar's email address, to be uszed in auto-generated email messages.

System Registrar Alternate
Notification
crnee. registrar.ermail.enable

o True o False
Allows notification ermails to be sent to the System Registrar email address when
the notification email has not been zet on an asset,

= Move settings to database

Save | Cancel |

In the Asset Editor when the distribution list owner clicks:

= Any e-mail envelope icon on the Administration tab, except the Notify Subscribers
icon.

s The Approved By e-mail envelope icon on any asset approval tab.

8.2 Managing E-mail Distribution Lists

These procedures are performed in the Email Notifications section on the My Stuff
page, as shown in Figure 8—4.
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Figure 8—4 Email Notifications

Email Notifications

Inform the following distribution list when I am notified during asset registration workflow:

You do not have any wsers or emails in pour distribotion Nzt

Create a distribution list: Create List |

Creating a Distribution List
Perform the following steps to create an e-mail distribution list.

1. Click Create List to open the Update Distribution List dialog, as shown in
Figure 8-5.

Figure 8-5 Update Distribution List

12 httpe/fusclgaspld. flashiine, com:EDRD - Update Distribution List - Mozilla Firefox =}

Update Distribution List

Find & User

W Department

A8 Departments = . [P Ry ——
[ Search |

it Al s

Search Results Selected Users

Additional Email Addresses [Comma Dalimsted

2. Click Create List to open the Update Distribution List dialog.
a. Enter appropriate text in the Name text box.
b. Use the Department list to narrow the search.
c. Click Search.

Search results appear in the list in the Search Results column.

Note: Search results appear in the list in the Search Results column.

3. Search results appear in the list in the Search Results column.

4. Add users to the distribution list by using the >> and << icons to move users from

the Search Results column to the Selected Users column. To add or remove all
users from either column, use the All >> and All << buttons.
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Note: Distribution list can contain a maximum of 20 members.

5. To add external users to the list, type the e-mail addresses in the Additional Email
Addresses box, using commas as delimiters.

For example: jack@msn.com,jill@yahoo.com,jake@comcast.net

6. Click OK to save the distribution list.

Figure 86 Email Notifications

Email Notifications

Inform the follawing distribution list when I am notified during asset registration workflaw:

Admin, Repository admin@example.com
jack@rnsn. cam

Update List | Send Email to List

8.3 Updating a Distribution List
Follow these steps to update an e-mail distribution list.
1. Click Update List to open the Update Distribution List dialog.

2. Add new members or remove members following the instructions in Creating a
Distribution List.

3. C(lick OK to save the distribution list.
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9

Configuring Oracle Enterprise Repository
Workflow

This chapter describes how to use the registration process to manage assets in Oracle
Enterprise Repository.

This chapter contains the following sections:
s Section 9.1, "Overview"

= Section 9.2, "Introduction to the Oracle Enterprise Repository Automated
Workflows"

= Section 9.3, "Configuring the Oracle Enterprise Repository Event Manager"

ms  Section 9.4, "Administrating Oracle Business Process Management Processes"
= Section 9.5, "Configuring Automated Workflows"

= Section 9.6, "Configuring JMS Servers for Oracle Enterprise Repository”

= Section 9.7, "Monitoring and Managing Events"

= Section 9.8, "Extending the Event Manager for Web Service Endpoints”

9.1 Overview

Assets determined to be appropriate for reuse are submitted to the repository.
Submitted assets are reviewed by the registrar, who determines which assets will
proceed through the registration process.

Assets accepted by the registrar enter the registration work queues. The submitter can
track the asset's progress toward registration using the My Submissions folder on the
My Stuff page. Submitters are notified about rejected assets and the reason for rejection
(for instance, a duplicate asset).

This section contains the following topics:
= Section 9.1.1, "Understanding the Registration Process"

= Section 9.1.2, "Installing Oracle Enterprise Repository Workflow into Oracle BPM
10.3"

9.1.1 Understanding the Registration Process

Assets moving through the registration process are organized and managed via
several folders, as displayed in the file tree in the Asset Editor shown in Figure 9-1.
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Figure 9—1 Asset Editor - File Tree

File “iew Help
I Search | %I
‘g] Azzets

Search Results
E-5] Submitted
G] Pending Review
E—@ Under Reviewy
E—m Companent (0+)
E—ﬁ] Owerview (1)
—a myasset (1.0
El—m Taxonomy (11
— 4 Myasset(1.0)
- Architecture (1)
— A Myasest (1.0
E—ﬁ] Documentation (1]
—a myasset (1)
-5 Relationships (1)
— 4 Mynsset(1.0)
- Tests (13
— a4 Myasest (1.0
-5 Suppart (1)
—a myasset (1)
-] Metrics (11
— 4 Mynsset(1.0)
El—m Mizcelaneous (1]
— A Myasest (1.0
E—ﬁ] Regiztered
- spplication Adapters (2)
G] Customer Information Acquisttion ()
G] eCommerce Frameworks (3)
G] Geographic Address Locators (1)
G] Governance (17
G] JZEE Application Servers (1)
G] Licenzed Software Monitaring (1)
-0 Methadolagies £2)
G] Patterns - Application Request (1)
- Patterns - Data (13
G] Patterns - Process (1)
-0 1ML Standards (1)
- Unfiled ¢2)

An asset begins the registration process in the Pending Review folder, under the
Submitted folder. Once accepted or rejected by the registrar, the asset moves to the
Under Review folder, under Submitted.

Pending registrar review and approval of the data on the tabs in the Asset Editor, the
asset moves from Under Review to the Registered folder. Users can track the progress
of assets by using the Search function, which accesses Submitted, Unsubmitted, and
Registered assets, or by using My Stuff.

The registration process includes the following actions:

Submission

An asset is submitted by a user and appears in the Pending Review folder under
Submitted. An automatic email message alerts the registrar that a new asset has
entered the submission queue.

Review

The Registrar examines the asset and its associated information and makes a decision
to accept it, which enters it into the work queues. The Registrar may also choose to
reject the asset.

Rejection
»  If the asset is rejected, the registrar enters a reason for the rejection.
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= When an asset is rejected from the submission folder, it is removed from the Asset
Editor and marked as rejected in the submitter's My Submissions folder in My
Stuff.

Acceptance

Once an asset is accepted, it can be assigned to one or more Registrars for processing
and approval. Registrars can view assets assigned to them from My Stuff. Assets
accepted for registration move to the Under Review folder, and the registrar or
advanced submitter begins the registration process. The required information is
gathered and entered on the appropriate tabs in the Asset Editor. The registrar
examines each tab and monitors the workflow. When information for a specific stage
of the workflow is acceptable, the registrar approves the data on the appropriate tab.
There is no prescribed order in the approval process; the registrar can approve any
stage in any order. The registrar also has the option to edit any of the information for
any stage of the process.

Approval

The registrar grants final approval on the Administration tab, based on organizational
standards regarding the information supplied on each of the various tabs. The specific
configuration of Asset Editor tabs for any asset is determined by the Type template to
which the asset is assigned on submission. Each tab provides various elements for
metadata that is used to describe the asset and facilitate its use.

This section contains the following topics:

»  Section 9.1.1.1, "Automated Asset Registration Using Automated Workflows"
= Section 9.1.1.2, "Accepting a Submission"

= Section 9.1.1.3, "Registering an Asset"

= Section 9.1.1.4, "Completing the Tab Approval Process"

= Section 9.1.1.5, "Audit Log, Reviews, and Notes"

9.1.1.1 Automated Asset Registration Using Automated Workflows

The Oracle Enterprise Repository bundles pre-built BPM asset registration flows that
attempt to automate the registration and governance processes defined in
Understanding the Registration Process. For ease of use, you can use the predefined
OBPM endpoint or create your own Web Service endpoints to subscribe to Oracle
Enterprise Repository events. You may use the OBPM Designer to create new
Governance workflows. There are also event monitoring and logging tools for
troubleshooting and tuning purposes.

For more information about using the Automated Workflows feature, see Section 9.5,
"Configuring Automated Workflows".

9.1.1.2 Accepting a Submission
This procedure is performed in the Asset Editor. (Requires appropriate permission.)

1. Open the Submitted folder.
2. Open Pending Review.

3. Select the asset to be registered, as shown in Figure 9-2.
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Figure 9-2 Asset Editor
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4. Options:

a. Click Accept. The asset moves to the Under Review folder in the tree, and also
appears in each of the workflow folders under the asset. The workflow folders
correspond to tabs in the Asset Editor.

b. Click Accept and Assign. The Assigning Users dialog is displayed, as shown
in Figure 9-3.

Figure 9-3 Assigning Users Dialog

5. Use the << and >> buttons to move items between the Available Users and
Selected Users columns.

6. Click OK.

The asset moves to the Under Review folder in the tree and is assigned to the
selected user/users, who will provide the information required for each of the tabs
in the Asset Editor. The assignees also may receive a notification e-mail that lets
them know they are assigned to this asset.

9.1.1.3 Registering an Asset

While certain tabs are common to all asset types, the specific Asset Editor tabs for any
asset are determined by the configuration of the Type template to which the asset is
assigned on submission.

Overview Tab
1. Click the Overview tab. The Overview tab is displayed, as shown in Figure 9—4.
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Figure 9-4 Overview Tab

2. Enter the appropriate information in each of the fields.

3. Click Approve, as shown in Figure 9-5

Figure 9-5 Overview Tab - Approve Button

The text in the Overview tab changes color and the Approve button changes to
Unapprove.

Note: Approval buttons in the Asset Editor are visible only to users
with the appropriate permissions.

Taxonomy Tab
1. Click the Taxonomy tab. The taxonomy tab is displayed, as shown in Figure 9-6.

Configuring Oracle Enterprise Repository Workflow 9-5



Overview

Figure 9-6 Taxonomy Tab

Several Categorizations are displayed.

2. Click the Assign button in the Classification section. The Assign Classifications
dialog is displayed.

3. Use the options to select the appropriate classification.
= Approved
Approved by the Registrar for use in projects.
= Educational

For educational/informational purposes only. Not approved for use in
projects.

s Mandated

Must be used whenever a project requires the functionality the asset provides.
(This is especially relevant for Web services that access customer data, process
payments, etc.).

= Raw
No assurance of quality or completeness.
s Recommended
Approved and successfully deployed in at least one project.

4. Click OK. The selections are listed in the Classifications section.

Note: Default Categories may be customized to reflect your
environment.

5. Repeat the process for each section in the Taxonomy tab.
6. Enter an appropriate keyword in the text box in the Keywords section.

7. Click Add. The new keyword appears in the Keywords list, as shown in
Figure 9-7.
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Figure 9-7 Keywords List

Add other keywords as necessary.
8. When the Taxonomy tab is completed, click Approve.
The text in the Overview tab changes color and the Approve button changes to

Unapprove.

Documentation Tab

1. Click the Documentation tab. The documentation tab is displayed, as shown in
Figure 9-8.

Figure 9-8 Documentation Tab

A number of suggested document titles are listed in the Documentation window.
Appropriate documentation may be associated with each of these titles, and new
documents may be added to the list.

To add a new document:

2. Click Add. The Edit dialog is displayed, as shown in Figure 9-9.

Figure 9-9 Edit Dialog

=
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3. Enter the appropriate information in the Name text box.

4. Click the Edit button next to the URL text box. The Edit URL dialog is displayed,
as shown in Figure 9-10.

Figure 9-10 Edit URL Dialog

X
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) dutifack Store File

(%) External File

URL Test

Mote: Lise an sbsolute URL including the probocol, for example "http: [
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5. Select Artifact Store File or External File, as appropriate.
6. Enter all necessary information in the available text boxes.

7. Click OK. The new document appears in the list, as shown in Figure 9-11.

Figure 9-11 Documentation Tab - NewDocument

Documentation
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8. To edit file information for an existing document, select the document, click Edit
and repeat Steps 4 to 7.

9. When finished, click Approve, as shown in Figure 9-12.

Figure 9-12 Documentation Tab - Approve Button

Relationships Tab
1. Click the Relationships tab.

2. Click the Add button. The Add Relationship dialog is displayed, as shown in
Figure 9-13.
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Figure 9—-13 Add Relationship Dialog

Use the Search or List All Active buttons to display assets in the Asset section of
the dialog.

Select an asset from the list.

Use the Relationship Type list to select the appropriate relationship between the
two assets.

Note: If necessary, click the Reverse Relationship button to reverse
the relationship.

Click OK when finished.
Repeat as necessary to add other asset relationships.
When finished, click Approve.

See the Oracle Enterprise Repository Administration Guide for information on
configuring relationships.

Administration Tab

Every asset in Oracle Enterprise Repository has an Administration tab. Use the
Administration tab to:

Track the asset Created, Submitted, Accepted workflow.

Assign users to review and approve information on the other tabs.
Change the asset's status:

- Active

— Inactive
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— Retired
—  Deleted
s View asset notes and reviews.

»  Complete the registration process by clicking the Register button, as shown in
Figure 9-14.

Figure 9-14 Administration Tab

Semith, John &4 Fshmﬁﬁﬂtdiﬁam e e ]
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A registered asset can include unapproved tabs.

Whenever a tab is approved, a TabApprovedEvent is triggered. This event along
with the tab name and certain other metadata is sent to the workflows for
processing. This event is used by the Multi-Tier workflows where depending on
the tab approved and depending on the configuration, the workflows will decide
if the nex