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Overview of the Sun Ray System

Sun Ray(TM) computing, originally developed to run on the Solaris(TM) Operating System, is the first, perhaps the only, thin client
implementation to offer both workstation-like user functionality and sufficient speed and reliability for mission-critical
applications. Sun Ray Server Software supports Sun Ray thin clients, or desktop units (DTUs) on three flavors of Linux — Oracle
Linux 5.4 and 5.5, Red Hat Enterprise Linux 5, and SuSE Linux Enterprise Server 10 — as well as Solaris 10, including Solaris Trusted
Extensions.

Sun Ray Server Software supports LAN and low-bandwidth WAN deployment, integrated VPN capability, and many USB peripheral
devices, even when the Sun Ray DTU is located behind a NAT gateway.

The Sun Ray Connector for Windows Operating Systems manages connections from Sun Ray DTUs to user sessions running on
Microsoft Windows Terminal Servers, including enhancements for improved video playback. It is described in the Sun Ray
Connector for Windows OS, Version 2.2 Information Center.

When used in conjunction with both the Sun Ray Connector for Windows and the Sun Virtual Desktop Connector, Sun Ray Server
Software helps to enable access to multiple virtual desktops from Sun Ray DTUs. This capability is described in the Sun Virtual
Desktop Connector Installation and Administration Guide.

Computing Model

Other client-server models typically use combinations of remote and local operating systems, applications, memory, and storage,
but the Sun Ray computing model moves all computing to a server. Instead of running applications, storing data, and doing
computation on a desktop device like a PC, the Sun Ray model simply passes input and output data between Sun Ray DTUs and
the Sun Ray server, where the operating system and applications are located.

Almost any Sun server with sufficient capacity can be configured as a Sun Ray server as long as it runs a supported version of the
Solaris operating system or one of the supported flavors of Linux. See the SRSS 4.2 Release Notes for the current list of supported
operating systems and versions.

Every Sun Ray DTU includes a smart card reader. The industry standard PC/SC-lite API is included for developers who want to
encode custom applications or other information in their users' smart cards. Custom applications are frequently used to provide
the following solutions:

® Strong smart card-based authenticated logins and PKCS#11
® S/MIME digital signature message signing and encryption

PC/SC-lite requires no additional administration.

Sun Ray DTUs have no local disks, applications, or operating systems and are therefore considered stateless. This setup is what
makes them true thin clients. Stateless devices are inexpensive to maintain because they do not require administrators or
technicians to install, upgrade, or configure software or to replace mechanical components on the desktop.

) Note

The Sun Ray DTU contains a firmware module that performs a small set of tasks: it sends keyboard and mouse
events and displays pixel data. If a desktop device contains an operating system that can execute code at the
request of a user, it has state and it is not a true thin client. This type of device requires updating and
maintenance at the desktop rather than server level and it is susceptible to viruses. Sun Ray DTUs update their
firmware without user or administrator intervention.

Sun Ray DTUs are also extremely secure. For instance, managing USB mass storage devices, that is, controlling the ability to
enable or disable their use, is done at the server or group level. This ability enables sites with particular security or intellectual
property concerns to eliminate many of the risks imposed by PCs and other fat clients, which rely on local operating systems,
local applications, and local data caches. Critical data can be compromised or lost when the physical device hosting the "fat"
client is stolen or damaged.

A Sun Ray session is a group of services controlled by the Session Manager and associated with a user through an authentication
token. The sessions reside on a server rather than on the desktop. Because Sun Ray DTUs are stateless, a session can be directed
or redirected to any Sun Ray DTU on the appropriate network or subnetwork when a user logs in or inserts a smart card.
Although the session continues to reside on a server, it appears to follow the user to the new DTU. This functionality, called
session mobility, enables hotdesking, the ability of users to access their sessions from any DTU on their network. Hotdesking,
including non-smart card session mobility (NSCM), is discussed in About Hotdesking. In addition, regional hotdesking promotes
hotdesking among server groups, letting users access their sessions across a wider domain. A new security enhancement, called
Remote Hotdesk Authentication (RHA), requires SRSS-based authentication before users can reconnect to existing sessions.
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Most large Sun Ray implementations include at least one failover group to ensure uninterrupted service whenever a server is
off-line. When a failover group is configured, Sun Ray Server Software optimizes performance by spreading the computing load
among the servers in the group. Failover groups and related concepts are discussed in About Failover Groups.

Security Considerations

Using switched network gear for the last link to the DTUs makes it difficult for a malicious PC user or network snooper at one of
the network ports to obtain unauthorized information. Because switches send packets only to the proper output port, a snooper
plugged into another port receives no unauthorized data. If the server and wiring closet are secure, the last step is switched, and
the DTU is plugged directly into the wall jack, then intercepting communications between the server and the DTU is very difficult.

Sun Ray Server Software encryption features also help to protect sensitive data by providing options to encode keyboard input
and display traffic. In addition, Remote Hotdesk Authentication (RHA), requires SRSS-based authentication before users can
reconnect to existing sessions.

Parts of the Sun Ray System

The Sun Ray system consists of Sun Ray DTUs, servers, server software, and the physical networks that connect them.

Sun Ray DTU

The Sun Ray desktop unit (DTU) delivers and can potentially exceed the full functionality of a workstation or a multimedia PC. The
key features include:

24-bit, 2-D accelerated graphics up to 1920 x 1200 resolution at 70 Hz (640 x 480 at 60 Hz is the lowest resolution)
Multichannel audio input and output capabilities
Accelerated video output, handled by the Sun Ray Server Software for Sun Ray 1 series DTUs and by DTU hardware in
newer Sun Ray 2 series DTUs
Smart card reader
USB ports that support hot-pluggable peripherals
Serial port for the Sun Ray 170 and later models
NAT gateway device support
Integrated, routerless VPN capability on Sun Ray 2, 2FS, 270 and later models
EnergyStar compliance
® No fan, switch, or disk
® Very low power consumption

The DTU acts as a frame buffer on the client side of the network. Applications run on the server and render their output to a
virtual frame buffer. The Sun Ray Server Software formats the rendered output and sends it to the appropriate DTU, where the
output is interpreted and displayed.

From the point of view of network servers, Sun Ray DTUs are identical except for their Ethernet MAC address. If a DTU ever fails,
it can easily be replaced.

An IP address is leased to each Sun Ray DTU when it is connected and can be reused when the DTU is disconnected. IP address
leasing is managed by the Dynamic Host Configuration Protocol (DHCP). In cases where separate DHCP servers already exist on a
network that supports Sun Ray DTUs, these servers can be used for tasks such as assigning IP addresses and network parameters
to the DTUs. Separate DHCP servers are not required, however, because they require static IP addresses, Sun Ray servers cannot
be DHCP clients. These considerations are discussed in Sun Ray DTU Initialization Requirements Using DHCP.

Multihead Displays

Sun Ray Server Software supports the use of multiple displays connected to a single keyboard and mouse. This functionality is
important for users who need to monitor many applications or systems simultaneously or to accommodate a single application,
such as a large spreadsheet, across multiple screens. To use multiple screens, the administrator sets up multihead groups,

consisting of two or more DTUs, for those users who need them. Administration of multihead groups is explained in Managing
Multihead Configurations.

Firmware Module

A small firmware module in each Sun Ray DTU can be updated from the server. The firmware module checks the hardware with a

1
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power-on self test (POST) and initializes the DTU. The DTU contacts the server to authenticate the user, and it also handles
low-level input and output, such as keyboard, mouse, and display information. If a problem occurs with the DTU, the module
displays an on-screen display (OSD) icon to make it easier to diagnose. OSD icons are described in SRSS Troubleshooting Icons.

An enhanced version of the DTU firmware enables configuration parameters to be entered and modified locally through a user
interface, as described in How to Set DTU Configuration Parameters (Pop-up GUI). This new functionality can be especially useful
in implementations such as Sun Ray at Home, which allows employees to connect remotely to the same sessions they use in their
offices. Because this feature is not suitable for certain other implementations such as public libraries or secure government sites,
it must be downloaded explicitly and enabled by the administrator. The default version of the DTU firmware cannot be
configured locally.

Sun Ray Server Software

The administrator can configure network connections, select an authentication protocol, administer authentication tokens, define
desktop properties, monitor the system, and perform troubleshooting. Sun Ray Server Software includes:

User authentication and access control

Encryption between the Sun Ray server and DTUs

System administration tools

Session management

Device management, including application-level USB access

Virtual device drivers for audio and serial, parallel, and mass storage USB devices

Sun Ray Server Software enables direct access to all Solaris X11 applications. The Sun Ray Connector for Windows software
enables Sun Ray users to access applications on remote Windows Terminal Servers. See the Sun Ray Connector for Windows OS,
Version Information Center. Third-party applications running on the Sun Ray server can also provide access to Microsoft Windows
applications and a variety of legacy (mainframe) applications.

Authentication Manager

The Authentication Manager implements chosen policies for identifying and authenticating users on Sun Ray DTUs using
pluggable components called modules to verify user identities, and implements site access policies defined by the administrator.
It also supplies an audit trail of the actions of users who have been granted administrative privileges for Sun Ray services. The
Authentication Manager is not visible to users.

The interaction between the Authentication Manager and the DTU is depicted in the following figure and works as follows:

1. A user accesses a DTU.

2. The DTU sends the user's token information to the Authentication Manager and requests access. If the user inserts a
smart card in the DTU, the card's type and ID are used as the token. If not, the DTU's Ethernet address is used as a
pseudo-token.

3. Based on the policy defined by the system administration, the Authentication Manager accepts or denies the access
request.

4. If the user's access request is accepted, the Authentication Manager tells the Session Manager to start an X Windows
session, which displays the login screen. Solaris implementations use the dt | ogi n screen. Linux implementations use the
Gnome Display Manager (GDM).

Authentication and Session Manager Interaction
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The Sun Ray DTU contacts the Aut hSrvr DHCP option's address. If that address has not been supplied or if the server does not
respond, the DTU sends a broadcast request for any Authentication Manager on its subnet. As an alternative, the administrator
can supply a list of servers and only addresses on the list are checked. The addresses are tried in list order until a connection is
made.

The site administrator can construct a combination of the different modules and their options to implement a policy tailored to
the site's needs. The following table describes the commonly used modules.

Module Description

StartSession Any type of token is accepted. Users see the login window. This module is designed primarily for

implementations in which Sun Ray DTUs replace workstations or PCs.

StartxlationSession = Any type of token is accepted. A temporary, transitional session is created for authentication purposes.
This module is used for login and hotdesking with Non-Smart Card Mobility (NSCM) and for hotdesking

when a Remote Hotdesk Authentication (RHA) policy is used.

Registered The token is accepted only if the token has been registered in the Sun Ray Data Store and the token is
enabled. If the token does not meet these two conditions, it is rejected. If the token is accepted, users see
the login window. This module is designed for sites that want to restrict access to only certain users or
DTUs.

Users can be registered in two ways, reflecting two possible policy decisions for the administrator:

® Central Registration - The administrator assigns smart cards or DTUs to authorized users and
registers users' tokens in the Sun Ray Data Store.

® Self-Registration - Users register themselves in the Sun Ray Data Store. If this mode is enabled
and the Authentication Manager is presented with an unregistered token, the user is prompted
with a registration window. The user provides the same information as the information requested
by a site administrator.
If self-registration is enabled, users can still be registered centrally. If a token has been registered
but disabled, the user cannot re-register the token. The user must contact the site administrator
to re-enable the token.

Sessions and Services

A session consists of a group of services controlled by the Session Manager. The session is associated with a user through an
authentication token.

A service is any application that can connect directly to the Sun Ray DTU. Such applications can include audio, video, Xservers,
and device control of the DTU. For example, dt mai | is not a service because it is accessed through an Xserver rather than
directly.

Session Manager
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The Session Manager interacts with the Authentication Manager and directs services to the user. The Session Manager is used at
startup for services, for managing screen space, and as a rendezvous for the Authentication Manager.

The Session Manager keeps track of sessions and services by mapping services to sessions and binding and unbinding related
services to or from a specific DTU. The Session Manager takes authentication only from authorized Authentication Managers
listed in the / et ¢/ opt / SUNWIt / aut h. permi t file.

The following sequence describes how the process starts, ends, and restarts:

1. After a user's token is authenticated, the Authentication Manager determines whether a session exists for that token. If a
session does not exist, the Authentication Manager asks the Session Manager to create a session and then starts the
appropriate services for the session according to the authentication policy decisions taken by the administrator. Creating
a session usually requires starting an Xserver process for the session.

2. When services are started, they join the session explicitly by contacting the Session Manager.

3. The Authentication Manager informs the Session Manager that the session associated with the token is to be connected
to a specific Sun Ray DTU. The Session Manager then informs each service in the session that it must connect directly to
the DTU.

4. The user can then interact with the session. The Session Manager mediates control of the screen space between
competing services in a session and notifies the services of changes in screen space allocation.

5. When the user removes the smart card, or presses Shift+Pause in an NSCM session, or power cycles the DTU, or is
inactive for longer than the screen lock idle timeout interval, the Authentication Manager determines that the session
associated with that token must be disconnected from that DTU. The Authentication Manager notifies the Session
Manager, which in turn notifies all the services in the session and any USB devices to disconnect.

6. When the user re-inserts the smart card, or logs in again to get access to an NSCM session, the Authentication Manager
requests the Session Manager to create a new temporary session and then uses it to authenticate the user. This is known
as Remote Hotdesk Authentication (RHA). After the user has been authenticated, the Sun Ray DTU is connected directly
to the user's session.

) Note

RHA does not apply to anonymous Kiosk Mode or to token readers. Sun Ray Server Software can be configured
to turn this security policy feature off.

The Session Manager is consulted only if the state of the session changes or if other services are added. When a user's token is no
longer mapped to a DTU, for example, when a card is removed, the Session Manager disconnects the services from the DTU, but
the services remain active on the server. For example, programs attached to the Xserver continue to run although their output is
not visible. The Session Manager daemon must continue running. To verify that the Session Manager daemon is running, use the
ps command and look for ut sessi ond.

If the Authentication Manager quits, the Session Manager disconnects all the authorized sessions and requires them to be
reauthenticated. These services are disconnected but still active. If the Session Manager is disrupted, it restarts automatically. Each
service contacts the Session Manager to request reattachment to a particular session.

Xserver

Sun Ray Server Software includes the Xserver process, Xnewt, as the default Xserver. Xnewt, which supports all the latest
multimedia enhancements, is based on release 7.2 of the Xorg Community source.

Xnewt also includes the capability to use the X Rendering Extension (Render), which enables clients to use a new rendering model
based on Porter-Duff compositing. See How to Enable or Disable XRender for more details.

For information about how to configure different Xservers, see the ut xconf i g(1) man page.

Sun Management Center (Solaris)

The Sun Management Center (SunMC) software monitors managed objects in the Sun Ray system. Objects that can be managed
by default include the Sun Ray system itself, Sun Ray services, failover groups, interconnects, and desktops. Each managed object
is monitored separately and has independent alarm settings.

Sun Management Center software also monitors Sun Ray Server Software daemons that authenticate users, start sessions, manage
devices, and handle DHCP services. About Sun Ray System Monitoring describes how to use SunMC to monitor a Sun Ray system.
For information about problems with SunMC, see Troubleshooting Sun Management Center (Solaris).

CLI and Admin GUI
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Sun Ray Server Software has both a command-line interface (CLI) and an Admin GUI for administrative functions. The GUI
presents a clear view of administrative functions, with a tab-based navigational model and context-sensitive help.

Data Store

Sun Ray Server Software provides a private data store service, the Sun Ray Data Store (SRDS), for access to SRSS administration
and configuration data. The data store is useful for maintaining consistency across failover groups.

Kiosk Mode

Kiosk Mode can provide anonymous users with limited access to specific applications on Sun Ray DTUs.

Network Components

In addition to the servers, server software, DTUs, smart cards, and peripheral devices such as local printers, the Sun Ray system
needs a well-designed network, configured in one of several possible ways. Possible configurations include the following:

Dedicated interconnect

LAN (Local Area Network), with or without network routers
VLAN (Virtual Local Area Network)

VPN (Virtual Private Network)

WAN (Wide Area Network), low-bandwidth (less than 2 Mbps)

For detailed descriptions of the types of network configuration and instructions on configuring each network type, see About Sun
Ray System Networks.

Physical Connections

The physical connection between the Sun Ray server and Sun Ray clients relies on standard switched Ethernet technology. To
boost the power of the interconnect and to shield users from the network interaction taking place at every display update, 100
Mbps switches are preferred. The two basic types of 100 Mbps switches are:

® Low-capacity switches — These switches have 10/100 Mbps interfaces for each port.
® High-capacity switches — These switches have 10/100 Mbps interfaces for each terminal port, and also have one or more
gigabit interfaces for attaching to the server.

Either type of switch can be used in the interconnect. These switches can be managed or unmanaged, however, some managed
switches might require configuration to be used on a Sun Ray network.

Server-to-switch bandwidth must be scaled based on end-user multiplexing needs so that the server-to-switch link does not
become saturated. Gigabit uplink ports on the switch provide high-bandwidth connections from the server, increasing the number
of supportable clients. The distance between the server and the switch can also be extended using gigabit fiber-optic cabling.

The interconnect can be dedicated and private, or a VLAN, or it can be part of the corporate LAN. For private interconnects, the
Sun Ray server uses at least two network interfaces: one for the corporate LAN and the other interface for the Sun Ray
interconnect.

Even in a LAN deployment, two server network interfaces are recommended: one to connect to the general LAN and one to
connect the server to back-end services, such as file servers, compute grids, and large databases.

Feature Differences Between Solaris and Linux Platforms

This page provides the list of SRSS feature that are not supported on a Sun Ray server running the Linux platform.

PS/SC-lite for Sun Ray is not supported on Linux.

Non-Smart Card Mobile (NSCM) feature is not supported on Linux.

Mass storage is not recommended with Kiosk Mode on Linux. Linux does not write the files until the device is prepared
to be ejected, which the user can't easily do from Windows.

Sun Management Center (SunMC) is not supported on Linux.

Predefined kiosk sessions that support a collection of applications in a restricted, desktop-like environment are not
supported on Linux. Solaris has CDE based and Sun Java Desktop (JDS), Release 3 based support.
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Sun Ray System Deployment Examples

There is no physical or logical limit to the ways that a Sun Ray system can be configured. The following sections offer some
examples. In addition, detailed discussions of actual deployment scenarios and other Sun Ray-related information can be found on
the following blogs:

http://blogs.sun.com/ThinkThin
http://blogs.sun.com/ThinGuy
http://blogs.sun.com/GoThinCity
http://blogs.sun.com/bobd

Small Deployments

For smaller deployments, such as those with between 5 and 50 Sun Ray DTUs, the Sun Ray server uses a single T00BASE-T card to
connect to a 100BASE-T switch. This switch, in turn, connects to the Sun Ray DTUs. With five or fewer DTUs, a wireless
interconnect works acceptably at 10 Mbytes.

Medium to Large Deployments

For larger departments with groups consisting of hundreds or thousands of Sun Ray DTUs, the Sun Ray server uses a gigabit
Ethernet card to connect to large 10/100BASE-T switches. Especially with recent low-bandwidth enhancements, more than one
gigabit link from the server to the Sun Ray DTU's network is not necessary for enhanced performance.

A 100-user departmental system, for example, consisting of a Sun Enterprise(TM) server, one gigabit Ethernet card, and two large
(48-port and 80-port) 10/100BASE-T switches delivers services to the 100 Sun Ray DTUs. See the following figure.

Typical Medium to Large Deployment Scenario
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For example, a Sun Enterprise server with a Sun 10/100BASE-T card and a 24-port 10/100BASE-T switch can easily support 23
users performing standard desktop activities.

Failover Group Scenario

Sun Ray servers are often bound together to create failover groups. A failover group consisting of two or more servers that
provide users with a high level of availability in case one server become unavailable. When a server in a failover group becomes
unavailable, whether for maintenance, a power outage, or any other reason, each Sun Ray DTU connected to it reconnects to
another server in the failover group and to a previously existing session for the current token if one exists on that server. If the
DTU can find no existing session for the current token, it connects to a server selected by the load balancing algorithm. This
server presents a login screen to the user, who then logs in to create a new session. The session on the failed server is lost.
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Failover groups are discussed in About Failover Groups.

Simple Failover Group

g—— T

= _\R R Public
) .

\ ./ —
' /I / Sun Ray Servers
_-\_‘_‘-\—\_,_\_ —
),E_Z e < .

Switches

I\S un Ray DTUS/I

Interconnect

Regional Hotdesking

Enterprises with multiple failover groups and users who move from one location to another, such as between corporate
headquarters and various branch offices, might want to configure regional hotdesking. This feature provides users with access to
their sessions across a wider domain and longer distance than a single failover group. It is described in Managing Hotdesking With
Smart Cards(All Topics).

Contents
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® How Failover Works
® Network Topologies
® Using Different Sun Ray Server Software Versions
® Authentication Requirements
® Configuring Failover Groups
® Group Manager
® Redirection
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® Load Balancing
® How to Turn Off the Load Balancing Feature
® Task Map - Managing Failover Groups
® |nitial Configuration
® Related Tasks
® Setting Up IP Addressing
® Setting Up Server and Client Addresses
® Server Addresses
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® (Coexistence of the Sun Ray Server With Other DHCP Servers
® Administering Other Clients
How to Set Up IP Addressing on Multiple Servers, Each with One Sun Ray Interface
How to Configure a Primary Server
How to Add a Secondary Server
® How to Add a Secondary Server
How to Synchronize Primary and Secondary Sun Ray Servers
How to Change the Group Manager Signature
How to Take a Server Offline and Online
® How to Take a Server Offline
® How to Take a Server Online
How to Show the Current SRDS Replication Configuration
How to Remove the Replication Configuration
How to View Network (Failover Group) Status
Recovery Issues and Procedures
® Primary Server Recovery
® How to Rebuild the Primary Server's Administration Data Store
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® How to Replace the Primary Server with a Secondary Server
® Secondary Server Recovery

Managing Failover Groups (All Topics)

About Failover Groups

A failover group (FOG) is a group of servers made up of one primary server and one or more secondary servers configured to
provide continuity of service in the event of a network or system failure. Besides the high-availability feature, a failover group also
provides a scalable Sun Ray service for a population of Sun Ray clients.

How Failover Works

For Sun Ray Server Software, the group manager manages the failover process. For ever server in the failover group, the Group
Manager does the following actions:

Detects the presence of other Sun Ray servers belonging to the same group

Monitors the availability (liveness) of the other servers

Exchanges information about allocation of sessions and server load for load balancing purposes
Facilitates the redirection of clients to other servers when needed

If you have Sun Ray dedicated interconnects, all services required by Sun Ray clients should be provided by multiple, redundant
servers to ensure continuity of Sun Ray service in the case of a network or system failure. For example, you must configure DHCP
(IP address assignment and configuration) or DNS (name resolution) on all servers.

) Note

The failover feature cannot work properly if the IP addresses and DHCP configuration data are not set up
properly when the interfaces are configured. In particular, if any Sun Ray server's interconnect IP address is a
duplicate of any other server's interconnect IP address, the Sun Ray Authentication Manager will fail to operate

properly.

Network Topologies

A failover group can consist of servers in either a common, dedicated interconnect or servers within a LAN. However, the servers
in a failover group must still be able to reach one another, using multicast or broadcast, over at least one shared subnet. Servers
in a group authenticate (or "trust") one another using a common group signature. The group signature is a key used to sign
messages sent between servers in the group. This key must be configured to be identical on each server.

When a dedicated interconnect is used, all servers in the failover group should have access to, and be accessible by, all the Sun
Ray DTUs on a given sub-net. Routers should not be attached to a dedicated interconnect. The failover environment supports the
same interconnect topologies that are supported by a single-server Sun Ray environment; however, switches should be
multicast-enabled.

If multicast does not work in your network, you may use broadcast instead. To disable multicast, use the enabl eMul ti cast
property in the aut h. pr ops file. In special cases, you may configure an explicit list of group servers using ut gnt ar get . For
example, you would use ut gnt ar get to integrate servers on a different subnet into a failover group. Communication to these
servers use unicast. Note that adding such a server to the group will require a restart of the entire server group.

Simple Failover Group
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When a server in a failover group fails for any reason, each Sun Ray DTU connected to that server reconnects to another server in
the same failover group. The failover occurs at the user authentication level: the DTU connects to a previously existing session for
the user's token. If session exists, the DTU connects to a server selected by the load-balancing algorithm. This server then presents
a login screen to the user, and the user must relogin to create a new session. The state of the session on the failed server is lost.

Redundant Failover Group
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The redundant failover group, shown in the illustration above, can provide maximum resources to a few Sun Ray DTUs. The server

srd7 is the primary Sun Ray server, and sr48 is the secondary Sun Ray server; other secondary servers (sr 49, sr 50, and so on) are
not shown.

Using Different Sun Ray Server Software Versions

Failover groups that use more than one version of Sun Ray Server Software will be unable to use all the features provided in the
latest releases. On the other hand, the failover group can be a heterogeneous group of Sun servers.

) Note

When multiple versions of Sun Ray Server Software are used in a failover group, the primary server should run
the oldest of the versions in use. Otherwise, the presence of a newer feature on the primary server might
prevent proper replication of the Sun Ray Data Store to secondary servers that are running older versions.
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Authentication Requirements

All of the servers in a failover group should use the same authentication mechanism and name service. For example, a failover
group should not use one server with NIS authentication and other servers with NIS+ authentication.

If a failover group does have different authentication mechanisms, the servers might fail to obtain their existing non-smart card
mobile (NSCM) sessions if a username contains the same characters but the case is different, for example, ps121664, PS121664
,or Ps121664.

Configuring Failover Groups

When configuring failover groups, you must configure a Sun Ray Data Store to enable replication of the Sun Ray administration
data across the group. Configure the secondary servers so that they serve users directly in addition to serving the Data Store. For
best results in groups of four or more servers, configure the primary server so that it serves only the Sun Ray Data Store, by using
ut adm - f to take the server offline.

The ut conf i g command sets up the Data Store for a single system initially, and enables the Sun Ray servers for failover. The
ut repl i ca command then configures the Sun Ray servers as a failover group.

For more information about how to set up multiple failover groups that use regional hotdesking, see Managing Hotdesking.

Group Manager

Every server has a group manager module that monitors availability and facilitates redirection. It is coupled with the
Authentication Manager.

In setting policies, the Authentication Manager uses the selected authentication modules and decides what tokens are valid and
which users have access.

i Caution

The same policy must exist on every server in the failover group or undesirable results might occur.

The Group Managers create maps of the failover group topology by exchanging keepal i ve messages among themselves. These
keepal i ve messages are sent to a UDP port (typically 7009) on all of the configured network interfaces. The keepal i ve
message contains enough information for each Sun Ray server to construct a list of servers and the common subnets that each
server can access. In addition, the Group Manager tracks the last time that a keepal i ve message was received from each server
on each interface.

The keepal i ve message contains the following information about the server:

Server's host name

Server's primary IP address

Elapsed time since the server was booted

IP information for every interface the server can reach

Machine information, such as the number and speed of CPUs, configured RAM, and so on
Load information, such as the CPU and memory utilization, number of sessions, and so on

The last two items are used to facilitate load distribution. For more information, see Load Balancing.

The information maintained by the Group Manager is used primarily for server selection when a token is presented. The server
and subnet information is used to determine the servers to which a given DTU can connect. These servers are queried about
sessions belonging to the token. Servers whose last keepal i ve message is older than the timeout are deleted from the list,
because either the network connection or the server is probably down.

Redirection

In addition to automatic redirection at authentication, you can use the ut sel ect or ut swi t ch command for manual
redirection.
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) Note

The ut sel ect GUI is the preferred method to use for server selection. For more information, see the
ut sel ect man page.

Group Manager Configuration

The Authentication Manager configuration file, / et ¢/ opt / SUNWit / aut h. pr ops, contains properties used by the Group
Manager at runtime. The properties are:

® gnport

® gnKeepAl i vel nt erval
® enabl eG oupManager
® enabl eLoadBal anci ng
® enabl eMul ti cast

® multicastTTL

® gnSi gnatureFile

® gnDebug

® gnfirar get

) Note

These properties have default values that are rarely changed. Only very knowledgeable Sun support personnel
should direct customers to change these values to help tune or debug their systems. Any properties that are
changed must be changed for all servers in the failover group because the aut h. pr ops file must be the same
on all servers in a failover group.

Property changes do not take effect until the Authentication Manager is restarted, which you can do by performing a warm
restart of the Sun Ray Services.

Load Balancing

When a server in a failover group fails, the Group Manager on each remaining server distributes the failed server's sessions
among the remaining servers.

When the Group Manager receives a token from a Sun Ray DTU for which no server owns an existing session, it redirects the DTU.
This redirection is determined according to the result of a load-sensitive session placement lottery conducted among the servers
in the group, based on each server's capacity (number and speed of its CPUs), load, number of sessions, and other factors.

) Note

Load balancing is handled automatically, as described. The administrator may choose to turn load balancing off
but cannot assign values or otherwise modify the algorithm.

How to Turn Off the Load Balancing Feature

In the aut h. props file, set enabl eLoadBal anci ng to f al se.

Task Map - Managing Failover Groups

For more information about failover groups, see About Failover Groups.

Initial Configuration

Step ' Description Task
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1 Set up server addresses and client addresses, and how to configure DHCP. Set Up IP Addressing

How to Set Up IP Addressing on
Multiple Servers, Each with One Sun
Ray Interface

2 Use the ut r epl i ca command to designate a primary server, advise the server How to Configure a Primary Server
of its administration primary status, and designate the host names of all the
secondary servers.

3 Use the ut r epl i ca command to advise each secondary server of its secondary = How to Add a Secondary Server
status and the host name of the primary server for the group.

4 Synchronize secondary servers with their primary server to make How to Synchronize Primary and
troubleshooting easier. Use cr ont ab to schedule this command to execute Secondary Sun Ray Servers
periodically.

5 Change the group manager signature. How to Change the Group Manager

Signature

Related Tasks

Task Description
How to Take a Server Offline and Online Explains how to take servers offline to make maintenance easier.

How to Show the Current SRDS Replication Configuration | Explains how to display the current SRDS configuration.

How to Remove the Replication Configuration Explains how to remove the replication configuration.
How to View Network (Failover Group) Status Explains how to view failover group status.
Recovery Issues and Procedures Explains how to recover primary and secondary servers if they fail.

Setting Up IP Addressing

You can use the ut admcommand to set up a DHCP server. The default DHCP setup configures each interface for 225 hosts and
uses private network addresses for the Sun Ray interconnect. For more information, see the ut admman page.

Before setting up IP addressing, you must decide upon an addressing scheme. The following examples discuss setting up class C
and class B addresses.

Setting Up Server and Client Addresses

The loss of a server usually implies the loss of its DHCP service and its allocation of IP addresses. Therefore, more DHCP addresses
must be available from the address pool than the number of Sun Ray DTUs. Consider the situation of 5 servers and 100 Sun Ray
DTUs. If one of the servers fails, the remaining DHCP servers must have enough available addresses so that every "orphaned" Sun
Ray DTU is assigned a new working address.

The following table lists configuration settings used to configure 5 servers for 100 Sun Ray DTUs, accommodating the failure of
two servers (class C) or four servers (class B).

Configuring 5 Servers for 100 DTUs

CLASS C (2 Servers Fail) CLASS B (4 Servers Fail)
Servers Interface Address DTU Address Range = Interface Address DTU Address Range
server A 192.168.128.1 192.168.128.16 to 192.168.128.1 192.168.128.16 to
192.168.128.49 192.168.128.116
serverB  192.168.128.2 192.168.128.50 to 192.168.129.1 192.168.129.16 to
192.168.128.83 192.168.129.116
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serverC 192.168.128.3 192.168.128.84 to 192.168.130.1 192.168.130.16 to
192.168.128.117 192.168.130.116

serverD 192.168.128.4 192.168.128.118 to | 192.168.131.1 192.168.131.16 to
192.168.128.151 192.168.131.116

server E 192.168.128.5 192.168.128.152 to | 192.168.132.1 192.168.132.16 to
192.168.128.185 192.168.132.116

The formula for address allocation is: address range (AR) = number of DTUs/(total servers - failed servers). For example, in the
case of the loss of two servers, each DHCP server must be given a range of 100/(5-2) = 34 addresses.

Ideally, each server would have an address for each DTU. This setup requires a class B network. Consider these conditions:

® |f AR multiplied by the total number of servers is less than or equal to 225, configure for a class C network
® |f AR multiplied by the total number of servers is greater than 225, configure for a class B network

) Note

If all available DHCP addresses are allocated, a Sun Ray DTU could request an address and still not find one
available, perhaps because another unit has been allocated IP addresses by multiple servers. To prevent this
condition, provide each DHCP server with enough addresses to serve all the Sun Ray DTUs in a failover group.

Server Addresses

Server IP addresses assigned for the Sun Ray interconnect should all be unique. Use the ut admtool to assign them.

When the Sun Ray DTU boots, it sends a DHCP broadcast request to all possible servers on the network interface. One or more
servers respond with an IP address allocated from its range of addresses. The DTU accepts the first IP address that it receives and
configures itself to send and receive at that address.

The accepted DHCP response also contains information about the IP address and port numbers of the Authentication Managers
on the server that sent the response.

The DTU then tries to establish a TCP connection to an Authentication Manager on that server. If it is unable to connect, it uses a
protocol similar to DHCP, in which it uses a broadcast message to ask the Authentication Managers to identify themselves. The
DTU then tries to connect to the Authentication Managers that respond in the order in which the responses are received.

B Note

For the broadcast feature to be enabled, the broadcast address (255.255.255.255) must be the last one in the
list. Any addresses after the broadcast address are ignored. If the local server is not on the list, Sun Ray DTUs
cannot attempt to contact it.

Once a TCP connection to an Authentication Manager has been established, the DTU presents its token. The token is either a
pseudo-token representing the individual DTU (its unique Ethernet address) or a smart card. The Session Manager then starts an X
Window/X server session and binds the token to that session.

The Authentication Manager then sends a query to all the other Authentication Managers on the same subnet and asks for
information about existing sessions for the token. The other Authentication Managers respond, indicating whether a session for
the token exists and the last time the token was connected to the session.

The requesting Authentication Manager selects the server with the latest connection time and redirects the DTU to that server. If
no session is found for the token, the requesting Authentication Manager selects the server with the lightest load and redirects
the token to that server. A new session is created for the token.

The Authentication Manager enables both implicit (smart card) and explicit switching. For information about explicit switching,
see Group Manager.

Configuring DHCP

In a large IP network, a DHCP server distributes the IP addresses and other configuration information for interfaces on that
network.
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Coexistence of the Sun Ray Server With Other DHCP Servers

The Sun Ray DHCP server can coexist with DHCP servers on other subnets, provided that you isolate the Sun Ray DHCP server
from other DHCP traffic. Verify that all routers on the network are configured not to relay DHCP requests, which is the default
behavior for most routers.

@ If the IP addresses and DHCP configuration data are not set up correctly when the interfaces are configured,
the failover feature cannot work properly. In particular, configuring the Sun Ray server's interconnect IP
address as a duplicate of any other server's interconnect IP address may cause the Sun Ray Authentication
Manager to issue "Out of Memory" errors.

Administering Other Clients

If the Sun Ray server has multiple interfaces, one of which is the Sun Ray interconnect, the Sun Ray DHCP server should be able to
manage both the Sun Ray interconnect and the other interfaces without cross-interference.

How to Set Up IP Addressing on Multiple Servers, Each with One Sun Ray
Interface

1. Log in to the Sun Ray server as superuser and, open a shell window. Type:

where interface_name is the name of the Sun Ray network interface to be configured; for example, hne[ 0- 9],

gf e[ 0- 9], or ge[ 0- 9] . You must be logged on as superuser to run this command. The ut admscript configures the
interface (for example, hne1l) at the subnet (in this example, 128).

The script displays default values, such as the following:

Sel ected values for interface "hnmel"
i host address: 192.168.128. 1 §
§ net mask: 255. 255. 255. 0 §
: net address: 192.168.128.0 :
host nane: server B- hnel
net nane: SunRay- hnel
H first unit address: 192.168.128.16 H
i last unit address: 192.168.128.240 i
auth server list: 192.168.128. 1
H firmvare server: 192.168.128.1 H
§ router: 192.168.128.1 | §

The default values are the same for each server in a failover group. Certain values must be changed to be unique to each
server.

2. When you are asked to accept the default values, type n:

new host address: [192.168.128.1] 192.168.128.2 |

4. Accept the default values for netmask, host name, and net name:

24



Sun Ray Server Software 4.2 Administration Guide

! new netmask: [255.255. 255. 0] i
i new host nane: [serverB-hnel] H

Do you want to offer I P addresses for this interface? [Y/N:
new first Sun Ray address: [192.168.128.16] 192.168.128.50
nunber of Sun Ray addresses to allocate: [205] 34

new firmvare server: [192.168.128. 2]
i new router: [192.168.128. 2] H

auth server list: 192.168.128.1

To read auth server list fromfile, enter file nane:

Auth server |P address (enter <CR> to end list):

If no server in the auth server |ist responds, should an auth server be |ocated
by broadcasting on the network? ([Y]/N):

These servers are specified by a file containing a space-delimited list of server IP addresses or by manually entering the
server IP addresses.
The newly selected values for interface hmel are displayed:

i Selected values for interface "hnmel" :
host address: 192. 168. 128. 2
§ net mask: 255. 255. 255. 0 §
: net address: 192.168.128.0 :
host nane: server B- hnel
net nane: SunRay- hnel
H first unit address: 192.168.128.50 H
i last unit address: 192.168.128.83

auth server list: 192.168.128. 1
H firmare server: 192.168.128. 2 H
§ router: 192.168.128. 2 §

Accept as is? ([Y]/N: vy

8. Stop and restart the server and power cycle the DTUs to download the firmware.

The table below lists the options available for the ut admcommand. For additional information, see the ut admman page.

Available Options

Option Definition
-c Create a framework for the Sun Ray interconnect.
-r Remove all Sun Ray interconnects.

- A <subnetwork> | Configure the subnetwork specified as a Sun Ray sub-network. This option only configures the DHCP
service to allocate IP address and/or to provide Sun Ray parameters to Sun Ray clients. It also will
automatically turn on support for LAN connections from a shared subnetwork.
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-a

Add <interface_name> as Sun Ray interconnect.

<interface_name>

- D <subnetwork> | Delete the subnetwork specified form the list of configured Sun Ray subnetworks.

-d

Delete <interface_name> as Sun Ray interconnect.

<interface_name>

Print the current configuration for all the Sun Ray subnetworks, including remote subnetworks.
Print the current configuration.

Take a server offline

Bring a server online

Print the current configuration in a machine-readable format

How to Configure a Primary Server

Layered administration of the group takes place on the primary server, where the master copy of SRDS resides. The utrepli ca
command designates a primary server, advises the server of its administration primary status, and tells it the host names of all the
secondary servers.

The term primary server reflects the replication relationship, not the failover order.

Adding or removing secondary servers requires services to be restarted on the primary server. In large failover groups, and
significant loads may be pushed onto the primary server from various sources. In addition, runaway processes from user
applications on the primary can degrade the health of the entire failover group. Failover groups of more than four servers should
have a dedicated primary server devoted to solely serving the Sun Ray Data Store, i.e., not hosting any Sun Ray sessions.

Before You Begin

Steps

Configure the primary server before you add the secondary servers.

The purpose of a dedicated primary server is to serve the Sun Ray Data Store. Specifying a dedicated primary server
enables secondary servers to be added or removed without disturbing user sessions. To specify a dedicated primary
server, do not run ut admon the server.

(Linux Only) If a common home directory is mounted on machines with different GNOME versions, conflicts between or
among the versions cause unpredictable behavior. Do not try to use multiple GNOME versions with a common home
directory.

. Log in as superuser on the primary Sun Ray server.
. Configure this server as the primary Sun Ray server and identify all secondary servers.

where <secondary_server 1> [ <secondary_server2>...] is a space-separated list of unique host names of the
secondary servers.

The utrepl i ca script:

® Stops and starts the Sun Ray services
® Reads the Authentication Manager policy

When the script ends, a log file is available at:
For Solaris:

/var/adm | og/ utreplica. <year ><nont h><dat e><hour >: <m nut e>: <second>. | og

For Linux:
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/var/l og/ SUNWit / utreplica. <year ><npnt h><dat e><hour >: <mi nut e>: <second>. | og

Next Steps

When you are finished, see How to Add a Secondary Server.

How to Add a Secondary Server

The secondary servers in the group store a replicated version of the primary server's administration data.

Use the ut r epl i ca command to advise each secondary server of its secondary status and also the host name of the primary
server for the group.

How to Add a Secondary Server

1. If the secondary server has not been configured on the primary server, become superuser on the primary server and
rerun the ut r epl i ca command with the new secondary server.

# /opt/ SUNWIt/sbin/utreplica -p -a <secondary-server1> [<secondary-server2>...]
where <secondary_server 1> [ <secondary_server2>...] is aspace-separated list of unique host names of the
secondary servers.

2. Become superuser on the secondary server.
3. Add the secondary server.

# [opt/ SUNWit/sbin/utreplica -s <prinary-server>

where <pri mar y- ser ver > is the host name of the primary server.

How to Synchronize Primary and Secondary Sun Ray Servers

Log files for Sun Ray servers contain time-stamped error messages that can be difficult to interpret if the time is out of sync. To
make troubleshooting easier, make sure that all secondary servers periodically synchronize with their primary server.

The Network Time Protocol (NTP) is the recommended protocol to synchronize primary and secondary servers. With NTP, you can
synchronize to an absolute time source and it provides additional synchronization capabilities. In some deployments, the simpler
TIME protocol configured through the r dat e command may be sufficient.

For detailed information about configuring NTP on Solaris servers, see Solaris 10 System Administration Guide: Network Services.

) Note

Both the NTP and TIME protocols are disabled by default on Solaris servers.

How to Change the Group Manager Signature

The ut conf i g command asks for a group manager signature if you chose to configure for failover. The signature, which is
stored in the / et ¢/ opt / SUNWit / gnfSi gnat ur e file, must be the same on all servers in the group.

The location can be changed in the gnSi gnat ur eFi | e property of the aut h. pr ops file.
To form a fully functional failover group, the signature file must meet the following criteria:

® Owned by root with only root permissions
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® (Contain at least eight characters, in which at least two characters are letters and at least one character is not

) Note

For slightly better security, use long passwords.

Steps

1. As superuser of the Sun Ray server, open a shell window and type:

You are prompted for the signature.

2. Enter the signature twice identically for acceptance.
3. For each Sun Ray server in the group, repeat the previous two steps.

) Note
Be sure to use the ut gr oupsi g command rather than any other method to provide the signature.
ut gr oupsi g also ensures proper internal replication.

How to Take a Server Offline and Online

Being able to take servers offline makes maintenance easier. In an offline state, no new sessions are created. However, old
sessions continue to exist and can be reactivated unless Sun Ray Server Software is affected.

How to Take a Server Offline

............................................................................................................................................................

How to Show the Current SRDS Replication Configuration

As superuser, open a shell window and type:

............................................................................................................................................................

The result indicates whether the server is stand-alone, primary (with the secondary host names), or secondary (with the primary
host name).

How to Remove the Replication Configuration
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How to View Network (Failover Group) Status

A failover group is a set of Sun Ray servers all running the same release of Sun Ray Server Software and all having access to all the
Sun Ray DTUs on the interconnect.

)  sun Ray server broadcasts do not traverse routers or servers other than Sun Ray servers.

Command-Line Step

® To view the failover group status for the local Sun Ray server:

Admin GUI Steps

1. Click the Servers tab.
2. Select a server name to display its Server Details screen.
3. Click View Network Status.

The Network Status screen appears, as shown below.

VERSION

User: admin Server: srsdermo-01

Sun Ray Administration

oo A

J Servers Seszions Dezkiop Unils Takens Advanced Lag Fiks

All Servers = srsdemo-01 = Metwork Status

srsdemo-01 - Network Status | Back to srederno-01 |

Thi= page lists the network status of all trusted servers from the perspective of the selected senver,

Network Status (2)

1061331424
Server Name Address | Status | Type
sredemao-01 10.6.133.148 & Up LAM
% Trusied Servers
sredemo-02 10.6.133.171 & up LAN

Back to srederno-01

The Network Status screen provides information on group membership and network connectivity for trusted servers, which are
those servers in the same failover group.

Recovery Issues and Procedures

If one of the servers of a failover group fails, the remaining group members operate from the administration data that existed
prior to the failure. The recovery procedure depends on the severity of the failure and whether a primary or secondary server has
failed.

o When the primary server fails, you cannot make administrative changes to the system. For replication to work,
all changes succeed on the primary server.
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Primary Server Recovery

You can use several strategies for recovering the primary server. The following procedure is performed on the server that was the
primary server after it is fully operational again.

How to Rebuild the Primary Server's Administration Data Store

Use this procedure to rebuild the primary server's data store from a secondary server. This procedure uses the same host name
for the replacement server.

e Be sure to set umask appropriately before running ut | dbntat . Otherwise, unprivileged users can gain access
to the ut adm n password.

Steps

1. On one of the secondary servers, capture the current data store to a file called / t np/ st or e.

# /opt/ SUNWIt/ srds/ i b/utl dbntat
/var/ opt/ SUNWIt/ srds/dbm ut/id2entry.dbb > /tnp/store

This command provides an LDIF format file of the current data store.

2. Use FTP to send this file to the / t np directory on the primary server.

3. Follow the SRSS installation instructions.

4. After running uti nst al |, configure the server as a primary server for the group.
Make sure that you use the same admin password and group signature.

# utconfig

# utreplica -p <secondary-serverl1> [ <secondary-server2>...]

# letc/init.d/utsvc stop
# /etc/init.d/utds stop

i # /opt/SUNWIt/srds/lib/utldif2ldom-c -j 10 -i /tnp/store

This command populates the primary server and synchronizes its data with the secondary server. The replacement server
is now ready for operation as the primary server.

7. Restart Sun Ray services.

| # utrestart -c
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9. (Optional) Perform any additional configuration procedures.

How to Replace the Primary Server with a Secondary Server

) Note

This procedure is also known as promoting a secondary server to primary.
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Steps

1. Choose a server in the existing failover group to be promoted and configure it as the primary server.

# utreplica -u
# utreplica -p <secondary-server1l> [ <secondary-server2>...]

# utreplica -u
# utreplica -s new prinary-server

This command resynchronizes the secondary server with the new primary server.

) Note

This process may take some time to complete, depending on the size of the data store. Since Sun Ray services
will be offline during this procedure, you may want to schedule your secondary servers' downtime accordingly.
Be sure to perform this procedure on each secondary server in the failover group.

Secondary Server Recovery

If a secondary server fails, administration of the group can continue. A log of updates is maintained and applied automatically to
the secondary server once it has recovered. If the secondary server needs to be reinstalled, repeat the steps described in Installing

Contents
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® How to Disable RHA

® How to Re-enable RHA

® How

—

Managing Hotdesking (All Topics)

About Hotdesking

Hotdesking, or session mobility, is the ability for a user to remove a smart card, insert it into any other DTU within a failover
group, and have the user's session "follow" the user, thus allowing the user to have instantaneous access to the user's windowing
environment and current applications from multiple DTUs. Every Sun Ray DTU is equipped with a smart card reader.

31


http://wikis.sun.com/display/SRSS4dot2/Installing

Sun Ray Server Software 4.2 Administration Guide

) Note

On Solaris platforms, the Sun Ray system also provides Non-Smart Card Mobility (NSCM), or hotdesking without
smart cards. For more information, see Managing NSCM Hotdesking (Solaris).

Regional Hotdesking

Regional hotdesking, sometimes referred to as Automatic Multi-Group Hotdesking (AMGH), is useful when an enterprise has
multiple failover groups and users who move from one location to another who wish to gain access to their existing session
wherever they roam.

Regional hotdesking can be enabled by means of multiple failover groups. Multiple failover groups are useful for various reasons,
such as:

®  Availability — It is sometimes advantageous to have multiple, geographically-separate locations, each with a failover
group, so that if an outage occurs at one location, another location can continue to function.

® Organizational Policies — Some sites have different administrative policies at different locations. It can be advantageous
to keep separate failover groups at these locations.

For further technical detail, please refer to the ut anghadm(8), ut _angh_get server_list(3), and
ut _angh_scri pt _i nterface(3) man pages.

) Note

Regional hotdesking is not enabled for multihead groups.

Regional Hotdesking Process

Once regional hotdesking is configured, user login information and sessions are handled as follows:

1. When a smart card is inserted or removed from the system or a user logs in via the greeter GUI, parameters such as the
user name (if known at the time), smart card token, and terminal identifier are passed to a piece of site integration logic.

2. The site-integration software uses these parameters to determine to which Sun Ray servers it should direct the Sun Ray
DTU.

3. If the smart card token is associated with a local session, then that session gets preference, and regional hotdesking is
not invoked.

4. Otherwise, the regional hotdesking software redirects the Sun Ray DTU to connect to the appropriate Sun Ray server.

Thus, if the user has an existing session, the DTU connects to that session; if not, the regional hotdesking software creates a new
session for that user.

Site Requirements

To utilize regional hotdesking, a site must provide some site integration logic that can utilize enterprise data to determine which
users or Sun Ray DTUs should connect to which failover groups. This is ordinarily provided through the use of a dynamic C library
or a shell script that implements a particular interface used by regional hotdesking software. SRSS provides some reference code
that a site administrator can use as an example or adapt as required. An administrator must configure the regional hotdesking
software to utilize a specified library or shell script, then implement the PAM stack of the login applications, as described below.

) Note

To ensure continuous operation, the be sure to include enough servers in the target group to provide
availability for session location and placement in the event that a particular server becomes unavailable. Two
servers should be minimally sufficient for most sites; three servers provide a conservative margin of error.

Providing Site Integration Logic

To determine where given Sun Ray DTUs or users should be connected when creating or accessing sessions, the administrator
must utilize enterprise data. Sun Ray Server Software includes the following software for this purpose:
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® Man pages, such as ut _angh_get _server _| i st (3), which describe the appropriate C API for a shared library
implementation.
A shell-script API, ut _angh_scri pt _i nt erface(3), which can be used as an alternative.
Reference C code and script code, located at / opt / SUNWit r ef / angh. This code can serve as example or be directly
adapted for use.

® A functional Makefile.

Remote Hotdesk Authentication (RHA)

The default behavior of the SRSS Authentication Manager now requires users to be authenticated when hotdesking, i.e., upon
reconnection to an existing session.

If the Remote Hotdesk Authentication (RHA) feature is enabled and a reconnection is attempted, the Sun Ray Server Software
creates a temporary new session for the DTU and uses that session to present an authentication dialogue to the user. (This RHA
dialogue looks very similar to the NSCM authentication dialogue.) After the user has successfully authenticated to the dialogue,
the temporary session is dismissed and the user's existing session is connected to the DTU.

RHA is designed to provide a more secure hotdesk experience than the previous hotdesk authentication model, which relied on
authentication performed by a desktop screen lock in the user's existing session. (The "Remote" in RHA refers to the fact that the
hotdesk authentication step takes place outside the user's existing session.) However, for environments where the in-session
screen lock provides acceptable security or where no hotdesk authentication is desired, Sun Ray Server Software can be
configured to turn the RHA security feature off.

Authentication does not apply to anonymous Kiosk Mode.

B Note

The RHA security feature does not affect token readers. It is assumed that token readers are deployed in
physically secure environments.

How to Configure a Site-specific Mapping Library

The administrator for each site must determine what mapping library to use. It may be a site-specific implementation, or one of
the sample implementations provided with the SRSS software.

) Note

If you are using a Linux platform, library mapping for the 32-bit platform should be
/ opt / SUNWit r ef / angh/ | i b, as shown below, and library mapping for the 64-bit platform should be
/ opt / SUNWit r ef / angh/ | i b64.

How to Configure the Token-based Mapping Implementation Provided as a Sample

# [ opt/ SUNWIt / sbi n/ ut anghadm -1 /opt/ SUNWitref/angh/1ib/libutanghref_token. so

How to Configure the User Name-based Mapping Implementation Provided as a
Sample

# [ opt/ SUNWIt / sbi n/ ut anghadm -1 /opt/ SUNWit ref/angh/1i b/ i butanghref_usernane. so
How to Configure a Script-based Back-end Mapping

# [ opt/ SUNWit / sbi n/ ut anmghadm -s /opt/ SUNWIt r ef / angh/ ut anghr ef _scri pt
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How to Perform a cold Restart of the SRSS Services

Perform a cold restart of the SRSS services using either the ut r est art CLI or the Admin GUL.

How to Use Token Readers with Regional Hotdesking

To utilize token readers with regional hotdesking based on Sun Ray pseudo-tokens, use the Site-specific Mapping Library to
produce the desired behavior for them.

Configured token readers should have the following value formats:

Key Value
insert_token pseudo. MAC_address

t oken Term nal | d. MAC_address

If a registered policy is in place, use the i nsert _t oken key instead of the token key, which is not globally unique.

) Note

The RHA security feature does not affect token readers. It is assumed that token readers are deployed in
physically secure environments.

How to Configure the Sample Data Store

Each site must configure a data store to contain site-specific mapping information for regional hotdesking. This data store is used
by the site mapping library to determine whether regional hotdesking should be initiated for the parameters presented. The data
store can be a simple flat file. The sample implementations included with the SRSS require a simple flat file configuration.

To create the back-end database file under / opt / SUNWit r ef / angh/ back_end_db on the Sun Ray server, do the following:

® For a token-based mapping, use entries of the form:

t oken=XXXXXXX [ user name=XXXXX] host =XXXXX

® Comments (lines beginning with #) are ignored.
® user nane is optional. If the same token is associated with more than one non-null user nane, an error is
returned.

® For a user name-based mapping, use entries of the form:

user name=XXXXX host =XXXXX

® Comments (lines beginning with #) are ignored.
® Key/value pairs other than those mentioned above are ignored.
® The order of key/value pairs is not significant.

® For a combined mapping, use entries of the form:

Any conbi nati on of TOKEN BASED and USERNAME BASED | i nes.

Comments (lines beginning with #) are ignored.
A token match is attempted first.
If no token match is made (or if no user name is included in the matches) the user is prompted for a
user nane.
® A lookup is made for this user nane. If there is no match, a local session is created; otherwise, the Sun Ray DTU
is forwarded to the first host reported as available.
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A sample line for this file would look like the following:

......................................................................................................................................

How to Disable and Re-enable Remote Hotdesk Authentication

The following procedures describe how to disable and re-enable RHA.

How to Disable RHA

) Note

Disabling the RHA feature may present a security risk under some circumstances.

1. To disable RHA configuration for a group, type the following command:
For example, if your policy allows smart cards and non-smart card logins and FOGs, use the following command and
options to disable RHA:

.................................................................................................................................................

How to Re-enable RHA

1. Restate your policy using ut pol i cy without the - D option.
For example, to reinstate a policy that allows smart cards and non-smart card logins and FOGs with RHA, use the
following command and options:
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Managing NSCM Hotdesking on Solaris (All Topics)

About NSCM Hotdesking

Configuring Sun Ray Server Software with non-smart card mobile (NSCM) sessions provides the benefits of hotdesking without
the use of smart cards. This section explains NSCM sessions, how to configure them, and how to enable users to access their Sun
Ray sessions across multiple failover groups.

For information about Regional Hotdesking or Remote Hotdesk Authentication, which NSCM can utilize, see About Hotdesking.

NSCM Session

In an NSCM session, the user can:

® Type a user name and password instead of inserting a smart card.
® Type the ut det ach command instead of removing a smart card.

If a user does not want to use the NSCM session, inserting a smart card causes the session to be disconnected and replaced by a
smart card session.

Sun Ray Mobile Session Login Dialog Box

When Sun Ray Server Software is configured for NSCM sessions, the Sun Ray Mobile Session Login dialog box is displayed on the
Sun Ray DTU.

Right clicking the Options button displays a panel with the following options:

® QuickLogin - Applicable only to a new session only. Selecting Off enables the user to log in with the same options
available through dt | ogi n. Selecting On enables the user to bypass the option selection phase. QuickLogin is on by
default.

® Exit - Selecting Exit temporarily disables the NSCM session. An escape token session is started, and the dialog box is
replaced by the dt | ogi n screen. A user without a valid account in this server group can exit to the dt | ogi n dialog and
attempt a remote X (XDMCP) login to some other server where that user has a valid account.

NSCM and Failover Groups

The user login experience for NSCM sessions may be different than expected when systems are configured as part of a failover
group.

The following situations might produce unfamiliar behavior:

® | oad Balancing Between Servers - If server A is heavily loaded when a user logs into it with the NSCM GUI, the server
redirects the user to server B.

® Switching Between Servers - A user with a session on server A who wants to switch to a session on server B invokes the
ut sel ect GUI to access the other session. In doing so, the user is required to log in with the NSCM GUI. Users familiar
with the ease of the ut sel ect GUI might be displeased that another login is necessary.

® Escape Token Sessions - The user bypasses the NSCM GUI by clicking the Exit button and logs into server A using
dt | ogi n. The user now has a standard escape token session and invokes the ut sel ect GUI to switch to server B,
causing the NSCM GUI to be presented again. The user must click Exit again to get to the escape token session on server
B. Users accustomed to switching rapidly might find this behavior annoying.
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How to Enable NSCM Sessions

The Sun Ray administrator can toggle the NSCM session capability by choosing whether to include the - Margument with the
ut pol i cy command. For more information, see the ut pol i cy man page.

Admin GUI Steps

1. Use the ut wal | command to inform your users that all active and detached sessions will be lost.

For example:

# /opt/ SUNWIt/sbin/utwall -d -t 'Systempolicy will change in 10 m nutes.
Al active and detached sessions will be |ost.
Pl ease save all data and term nate your session now.' ALL

System policy will change in 10 mi nutes.
Al active and detached sessions will be lost.
Pl ease save all data and termi nate your session now.

Log in to the Admin GUI.

Go to the System Policy tab.

In the Non-Card Users panel, select the Enabled option next to Mobile Sessions.
Go to the Servers tab.

Click Cold Restart to restart Sun Ray services and terminate all users' sessions.

o VA WN

Command Line Steps
1. Use the ut wal | command to inform your users that all active and detached sessions will be lost.
For example:
# /opt/ SUNWIt/sbin/utwall -d -t 'Systempolicy will change in 10 m nutes.

Al active and detached sessions will be |ost.
Pl ease save all data and term nate your session now.' ALL

System policy will change in 10 mi nutes.
Al active and detached sessions will be lost.
Pl ease save all data and termi nate your session now.

2. As superuser, type the ut pol i cy command with the - Margument for your authentication policy.

For example:

This example configures the Authentication Manager to allow self-registration of users both with or without smart cards,
and NSCM sessions are enabled.

3. Initialize Sun Ray services by restarting the Authentication Manager on the server, including each secondary Sun Ray
server if in a failover group.
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# /opt/SUNWIt/sbin/utrestart -c

This command clears all active and detached sessions.

How to Log In to an NSCM Session

1. Type your user name into the user entry field.

2. Type your password into the password field.

If no NSCM session exists for this user, the Authentication Manager creates an NSCM session token with the format:
nmobi | e. | EEB02-MACID.

Session Redirection

The user might be redirected to another server for the following reasons:

® |f the Sun Ray server is part of a failover group, the load-balancing algorithm might redirect the user to another Sun Ray

server.
® |f the user has an NSCM session on a different Sun Ray server in a failover group, the user will be redirected to the server

with the most current NSCM session.

The Sun Ray Mobile Session Login dialog box is redisplayed with the host name of the new Sun Ray server. The user must retype
the user name and password.

How to Disconnect a DTU Session

) Note

NSCM and RHA sessions are disconnected if the screen lock idle time interval is exceeded. See Mass Storage
Devices (Linux) and Mass Storage Devices (Solaris).

You can disconnect a DTU session through any of the following methods:

® Lock the session through the current desktop manager. For example, in the Java Desktop System, choose Launch->Lock
Screen.
® Type the following command:
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% / opt/ SUNWit / bi n/ ut det ach

® Press Shi ft +Pause.
To change the disconnect hot key combination, see Sun Ray DTU Hot Keys.

) Note

The hot key combination does not work with a full-screen Windows session.

® (Connect to your session through another DTU, either by inserting your smart card and authenticating to RHA or by
logging in through NSCM.
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Managing Kiosk Mode (All Topics)

About Kiosk Mode

Kiosk Mode enables controlled, simplified, and unauthenticated access to anonymous users without compromising the security of
the Sun Ray server. Unauthenticated access is useful in settings such as public kiosks, where users cannot be expected to provide
authentication credentials. When authentication is expected to be carried out by other means than the standard UNIX login, Kiosk
Mode is all but indispensable. A good example of this situation is using the Sun Ray Connector for Windows OS.

) Note

Kiosk Mode is an optional component that might require additional installation steps. Ensure that Kiosk Mode
has been configured with the ut conf i g command and that at least one session descriptor has been installed
on the Sun Ray server. A session descriptor is a file that defines, at a minimum, an executable to be launched as
the user session. All session descriptors are located in the / et ¢/ opt / SUNVKi o/ sessi ons directory.

You can use the Admin GUI to configure Kiosk Mode. On the Kiosk Mode tab, accessed from the under Advanced tab, you can
choose a predefined session type. You can also specify other general properties that control kiosk mode behavior, such as
Timeout, Maximum CPU Usage, and Maximum VM Size.

Some session types allow additional Kiosk applications to be launched. Not all session types support this ability. For example, a
Kiosk full-screen web browser session does not need to have this capability. The applications table on the Kiosk Mode page is
displayed or hidden depending on what session type is selected.

You can add a new Kiosk application by clicking the New button in the applications table and specify it using either a predefined
application descriptor file or by specifying the path to an executable or an application descriptor on the server. All predefined
application descriptors are located in the / et ¢/ opt / SUNVi o/ appl i cati ons directory.

For a detailed explanation of Kiosk Mode functionality, see the ki osk man page.

Kiosk Mode Security and Failover Considerations
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Because Kiosk Mode bypasses the system login mechanism, you must consider the security of the applications added to the user
environment. Many custom applications provide built-in security, but applications that do not are not suitable for Kiosk Mode.

For example, adding an application such as xt er mprovides users with access to a command-line interface from a Kiosk Mode
session. This access is not desirable in a public environment and is not advised. However, using a custom application for a call
center is perfectly acceptable.

In a failover environment, the Kiosk Mode administrative settings are copied from the primary server to the secondary, that is,
failover servers. Be sure that all application descriptors and executable paths added to the Kiosk Mode sessions are copied across
the servers in the failover group. For example, if the Mozilla application is added to the sessions with the executable path

[ usr/ sfw bi n/ mozi | | a, make sure that the path to the binary is available to all servers in the failover group. One way to
ensure that sessions and applications are available on all servers in a failover group is to put them into a shared network
directory, which is available on all hosts in the failover group.

Task Map - Managing Kiosk Mode

Task Description
How to Configure Kiosk Mode Explains how to initially configure the Kiosk Mode feature.

How to Configure a Kiosk Mode | Explains how to configure the Kiosk Mode session type.
Session Type

How to Enable and Disable Explains how to specify what types of session types are available to users, based on policy
Kiosk Mode choices for different types of users and usage scenarios.

How to Override the Default Explains how to override the default Kiosk Mode policy or Kiosk Mode session type by using
Kiosk Mode Policy the ut ki oskoverri de command.

How to Add an Application to a = Explains how to add applications to a Kiosk Mode session type to extend the Kiosk Mode
Kiosk Session Type functionality.

How to Configure Kiosk Mode

As part of the initial configuration of the Sun Ray server software, you are given the opportunity to initially configure Kiosk Mode.
The initial Kiosk Mode configuration consists of configuring the Kiosk user accounts.

If you don't initially configure Kiosk Mode, you can always use the ut confi g - k command to configure it later. You can also
perform additional Kiosk Mode account management tasks by using the ki oskuser adm(1M) command.

How to Configure a Kiosk Mode Session Type

Once you have selected a Kiosk session, that session is launched by default to provide basic Kiosk Mode functionality.

This procedure describes how to configure a Kiosk Mode session type, which determines what type of session is launched in Kiosk
Mode. For information about Kiosk Mode security and failover considerations, see About Kiosk Mode.

Admin GUI Steps

) Note

Kiosk session and application configuration data created with the Admin GUI is stored as the default Kiosk
session type under the name sessi on. To store non-default Kiosk session types, use the ut ki osk command
on the command line.

1. Click the Advanced tab.
2. Click the Kiosk Mode tab from the Advanced tab, as shown in the following figure.
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Usar admin Serser s mo-02

Sun Ray Administration
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Sun™ Microsystems, In

[ Security | System Policy Kiosk Mode I Card Probe Order Data Store Password

Edit Kiosk Mode

Specify the session type and general properties for Kiosk Mode. Click OK to store the changes.

Session: ESun Java Desktop System 3 ‘,_:]

Timeout:

Maximum CPU Time:

Maximum VM Skze:

Maximum number of Files:

Maximum File Size:

Locale:

Arguments:

Cancel

. Click the Edit button.

. Select your preferred Kiosk Session (Session Type) from the drop-down list, as shown in the figure.

. Provide appropriate values for the remaining settings, which are described in the following table. For more information,
see the ul i m t man page.

/1, Caution
Choosing unsuitable values for ul i m t settings could cause Kiosk sessions to start incorrectly or to
crash due to lack of resources.

Value Description

Timeout Indicates the number of seconds after which a disconnected session will be terminated. If you provide no
value for this setting, termination of disconnected sessions will be disabled.

Maximum  Indicates the maximum number of CPU seconds per process for Kiosk sessions. By default, the system
CPU Time | default is applied to all Kiosk sessions.

Maximum  Indicates the maximum Virtual Memory size per process for Kiosk sessions. By default, the system default
VM Size is applied to all Kiosk sessions.

Maximum  Indicates the maximum number of open files per process for Kiosk sessions. By default, the system
Number of = default is applied to all Kiosk sessions.
Files

Maximum  Indicates the maximum file size per process for Kiosk sessions. By default, the system default is applied to
File Size all Kiosk sessions.

Locale Indicates the locale to be used by the Kiosk session. By default, the system default is applied to all Kiosk
sessions.

Arguments | Indicates a list of arguments that should be passed to Kiosk sessions as they start. This setting is specific
to the Kiosk session. For more information about supported arguments, consult the session-specific
documentation for your selected session.
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6. Click the OK button.
Changes to Kiosk Mode Settings are applied automatically to Kiosk sessions that start after the changes have been saved.
Thus, you do not have to restart Sun Ray services for changes to take effect.

Command Line Steps

1. Create a session configuration file.
a. To start with an existing configuration, export the settings to a file. For example:

b. Edit the nysessi on. conf file.
See the sessi on. conf man page for a description of available settings. The following example uses the Sun
Ray Windows Connector kiosk session:

KI OSK_SESSI ON=ut t sc
KI OSK_SESSI ON_LI M T_VMSI ZE=20000
KI OSK_SESSI ON_ARGS=-h -- -r sound:low -E them ng w nserver. exanpl e.org

2. If applicable, create an application list file.
If you are using a kiosk session that can serve as a container for multiple applications, you should create an application
list file.
a. To start with existing settings, export the application list to a file:

b. Edit the nyapps. | i st file.
See the ki osk man page for a description of application list files.
3. Import your settings into the Sun Ray Data Store.
® To import your session settings without an application list as the default session configuration:

utkiosk -i session -f mysession. conf

ut ki osk -i session -f mysession.conf -A nyapps.|ist

ut ki osk -i MySpeci al Session -f nysession. conf

How to Add an Application to a Kiosk Session Type

Some Kiosk session types, including the predefined JDS3 and CDE Kiosk session types, support the addition of applications to
extend the basic functionality.

) Note

Kiosk session and application configuration data created with the Admin GUI is stored as the default Kiosk
session type under the name sessi on. To store non-default Kiosk session configurations, use the ut ki osk
command.

Admin GUI Steps
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1. Click the Advanced tab.
2. Click the Kiosk Mode tab from the Advanced tab.
If the currently selected Kiosk session supports the addition of applications, an Applications setting is displayed at the
bottom of the page.
3. Click the New button.
® To use one of the predefined Kiosk application descriptors:
a. Select Predefined Descriptor.
b. Choose the relevant descriptor from the drop-down menu.
® To define a custom Kiosk application descriptor:
a. Select Custom Path to use your own custom Kiosk application descriptor or a system application.
b. Type the path to your custom Kiosk application descriptor or executable.
If you choose Custom Path, indicate whether the path refers to a custom Kiosk application descriptor or
an executable.
4. Select your preferred Start Mode for the application.
® USER allows users to start the application themselves, for instance from a menu or launcher item.
® AUTO makes the application start automatically when the Kiosk session starts.
® CRITICAL makes the application start automatically when the Kiosk session starts, allows users to start the
application themselves, and forces the Kiosk session to restart if the application terminates.
5. Provide any application specific arguments.

B Note

Individual Kiosk sessions may handle the various application start modes and arguments differently. For precise
details on these differences, consult the session-specific documentation of your selected Kiosk session.

Command-Line Steps

Refer to steps 2 and 3 in the How to Configure a Kiosk Mode Session Type procedure.

If you use the command line, you must manually determine if a session type supports applications. This is done automatically by
the Admin GUI.

1. List the session types configured in SRSS.

$ session_type="/opt/SUNWIt/sbi n/utkiosk -e session -s | sed -n
''s/ MKI OSK_SESSI ON=/ / p' *

2. Check whether the session type supports applications.

$ /opt/ SUNWKi o/ bi n/ ki oskdesc print -s $session_type | grep
' AKI OSK_SESSI ON_APPLAUNCHER='

How to Enable and Disable Kiosk Mode

Kiosk Mode enables the administrator to specify a session that is available to users without first authenticating to the Sun Ray
server.

Kiosk Mode can be enabled as the default session type for smart card users, non-smart card users, or both. When Kiosk is enabled
for a class of tokens, this choice can be overridden for individual tokens. For example when Kiosk Mode is enabled for card users,
regular non-Kiosk session access can be configured for individual cards. Alternatively a kiosk session other than the default kiosk
session can be configured for individual tokens. Enabling and disabling Kiosk Mode for individual tokens is described in How to
Override the Default Kiosk Mode Policy.

Before enabling Kiosk Mode, you must configure the Kiosk Mode. See Task Map - Managing Kiosk Mode for details.
Admin GUI Steps
Kiosk Mode functionality can be enabled and disabled from the System Policy section of the Advanced tab, and administered

from the Kiosk Mode section, which provides options to enable Kiosk Mode for smart card users, non-smart card users, or both.
See Administration Tool (Admin GUI) for more information.
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Command-Line Steps

1. Become superuser on the Sun Ray server.
2. Enable a kiosk mode through the ut pol i cy -k command.

The following options determine whether access to the Sun Ray server is granted to certain tokens:

or

The -

k bot h/ pseudo/ car d option determines whether some or all of the granted sessions are Kiosk sessions.

Examples

The examples below demonstrate how to enable Kiosk Mode from the command line.

How to Enable Kiosk Mode for All Users (Smart Card and Non-Smart Card)

All users are directed to Kiosk sessions.

How to Allow Only Smart Card Sessions in Kiosk Mode

All sessions are in Kiosk Mode and available only to smart card users unless you specify overrides.

How to Enable Kiosk Mode for Smart Card Users Only

Only

smart card users are directed to Kiosk sessions.

How to Enable Kiosk Mode for Non-Smart Card Users Only

# /opt/ SUNWit/ sbin/utpolicy -a -s both -r both -k pseudo

Only

non-smart card users are directed to Kiosk sessions.

How to Enable Regular Sessions for Smart Card Users and Kiosk Sessions for Non-Smart Card Users

Smart card sessions are non-Kiosk (ordinary login) sessions. Non-smart card sessions are Kiosk sessions.

How to Enable Regular Sessions for Registered Smart Cards and Kiosk Sessions for Non-Smart Card Users
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Non-Kiosk smart card sessions are allowed only for registered tokens. Non-smart card sessions are Kiosk sessions.

How to Enable Kiosk Sessions for Registered Smart Cards and Regular Sessions on Registered DTUs:

............................................................................................................................................................

Smart card sessions are Kiosk sessions, non-smart card sessions are non-Kiosk (ordinary login) sessions. Users can self-register
smart card tokens and DTUs.

How to Allow Only Card Sessions in Kiosk Mode

All sessions are in Kiosk Mode and available only to smart card users unless you specify overrides.

How to Override the Default Kiosk Mode Policy

Sometimes you might need to assign a different authentication policy setting for a particular smart card or Sun Ray DTU, or
subset of smart cards or Sun Ray DTUs. Only tokens that have already been registered can be assigned policy overrides.

Admin GUI Steps

) Note

The Edit Token Properties page does not show whether a non-default Kiosk session has been assigned to a
token. If you use the Admin GUI to assign a Kiosk session type to a token, the default Kiosk session
configuration is used for that token.

1. Click the Tokens tab as shown in the following figure.
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User admin Serv sdemo-01

Sun Ray Administration

Tokens ‘

Tokens > MicroPayflex 5001430700130100
Edit Token Properties - MicroPayflex.5001430700130100 [ ok ][ cancai
* Indicates required fiell
General
e

Owner: ITech Pubs demo

Other Information: I use to illustrate manual

Status: [ Enabled

Advanced

Session Type:

o
Regular

—|Select Session Type [ ok ][ cancel

2. Select the token of interest from the list of tokens.
This token can be a card owner's smart card token or a pseudo-token associated with a DTU's MAC address. However,
only tokens that have been registered in the Sun Ray Data Store can be overridden. For more information, see How to
Register a Token and How to Register a Pseudo-Token.
3. Click the Edit button.
4. Select the desired Session Type from the list of available session types.
The available session types are Default, Kiosk, and Regular.
® Select Default to prevent the Kiosk Mode policy from being overridden for this token.
® Select Kiosk to use a Kiosk session for this token regardless of the Kiosk Mode policy.
® Select Regular to ensure that a Kiosk session is not used for this token regardless of the Kiosk Mode policy.
5. Click the OK button.

Command-Line Steps

1. Use the ut ki oskoverri de command to override the policy.

/ opt / SUNWit / sbi n/ ut ki oskoverri de

The following examples demonstrate how to override the Kiosk Mode policy from the command line. For more detailed
information about overriding Kiosk Mode policy, see the ut ki oskoverri de man page.

How to Enable Kiosk Sessions Regardless of the Kiosk Mode Policy for a Registered Smart Card

To enable Kiosk sessions regardless of the Kiosk Mode policy for the registered smart card M cr oPayFl ex. 12345678:

# /[ opt/ SUNWIt / sbi n/ ut ki oskoverride -s kiosk -r M croPayFl ex. 12345678

How to Disable Kiosk Session Regardless of the Kiosk Mode Policy for a Registered Smart Card

To disable Kiosk sessions regardless of the Kiosk Mode policy for the registered smart card M cr oPayFl ex. 12345678:

# [ opt/ SUNWit / sbi n/ ut ki oskoverride -s regular -r M croPayFl ex. 12345678
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How to Disable Kiosk Sessions Regardless of the Kiosk Mode Policy for a Logical Token

To disable Kiosk sessions regardless of the Kiosk Mode policy for the logical token user. 12345678:

How to Assign and Enable a Non-Default Kiosk Session

To assign and enable the non-default kiosk session MySessi on2, stored using ut ki osk, to the logical token user. 12345678,
regardless of the Kiosk Mode policy:

How to Add Kiosk User Accounts

This procedure describes how to add more Kiosk user accounts to the user account pool. You can increase the number of Kiosk
user accounts even while there are existing Kiosk sessions.

B Note

This procedure may not work if any user accounts were added after the configuration of the initial pool of
Kiosk user accounts. The ki oskuser adm ext end command relies on Kiosk user accounts with contiguous
user IDs.

To work around this issue, you must delete all the Kiosk user accounts and recreate them by using the

ki oskuser adm del et e and ki oskuser adm cr eat e commands, respectively. This process requires you to
stop the Sun Ray services on the Sun Ray server. If you have a failover group, performing these steps on each
Sun Ray server separately will avoid user downtime.

1. Become superuser on the Sun Ray server.
2. Increase the number of Kiosk user accounts.
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Managing Multihead Configurations (All Topics)

About Multihead Configurations

The multihead feature on Sun Ray DTUs enables users to control separate applications on multiple displays, also called screens, or
heads, using a single keyboard and pointer device attached to the primary DTU. Users can also display and control a single
application, such as a spreadsheet, on multiple screens. System administrators create multihead groups that can be accessed by
users. A multihead group, consisting of between 2 and 16 DTUs controlled by one keyboard and mouse may be composed of
virtually any mix of Sun Ray clients. Each Sun Ray client presents an X screen of the multihead X display.

For the multihead feature to function properly:

You must be in administered mode.

You must run ut conf i g before you run the ut mhconfi g or ut mhadmcommands.

You must enable the multihead policy using either the ut pol i cy command or the Admin GUI.
Always run the ut mhconfi g command from a Sun Ray DTU.

Note the following limitations:

® The Sun Ray 2FS and Sun Ray 3 Plus clients are designed to run a single display across two screens without additional
configuration. It uses a single frame buffer for two displays, always treating two attached heads as a single, unified
display surface to be controlled with a single mouse and keyboard, and always presenting itself to the X server as a single
screen

® H264 and VC-1 streams are synchronized with the audio stream on the DTU. In a multihead group, the audio stream is
directed only to the primary DTU, so audio/video synchronization can be performed only on the primary DTU. When
video is displayed on secondary DTUs, the application must perform the A/V synchronization.

® Regional hotdesking is not enabled for multihead groups.

Multihead Groups

A multihead group is comprised of a set of associated Sun Ray DTUs controlled by a primary DTU to which a keyboard and
pointer device, such as a mouse, are connected. This group, which can contain a maximum of 16 DTUs, is connected to a single
session.

Unless XINERAMA is enabled, sessions will have a separate CDE toolbar with separate workspaces per screen. See How to Enable
and Disable XINERAMA for more details. A window cannot be moved between screens. However, as noted, the Sun Ray 2FS DTU
treats two attached screens as a single display, based on a single frame buffer and controlled with a single keyboard and pointer
device.

The primary DTU hosts the input devices associated with the session. The remaining DTUs, called the secondaries, provide the
additional displays. All peripherals are attached to the primary DTU, and the group is controlled from the primary DTU.

Multihead groups can be created by using a smart card to identify the terminals with the ut mhconf i g GUI utility.

If you disconnect the secondary DTUs without deleting the multihead group to which they belong, the screens are not displayed
on the single primary DTU. The primary DTU is still part of the multihead group, and the mouse cursor can appear to get lost
when it goes to the disconnected secondary DTU.

To recover from this situation, you can do one of the following actions:

® Reconnect the missing DTU.
® Delete the multihead group using the ut mhconfi g or ut thadmcommand, replace the missing DTU, and create a new
multihead group that incorporates the replacement DTU.

Multihead Screen Display
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When the multihead feature is used, a small window indicating the current session on each screen is displayed, with the current
screen highlighted for easy identification. This window is automatically displayed for users during session creation. For example,
the following figure indicates that the user is on the second screen of a three-screen display.

Creating a Single Screen Across Several Monitors (XINERAMA)

The XINERAMA extension to X11 creates a single large screen displayed across several monitors. With XINERAMA, only one
toolbar is displayed, and a window can be moved smoothly from one part of the screen to the next.

For CDE desktop sessions, a single CDE toolbar and set of workspaces manages the configured monitors. A window including the
CDE toolbar itself can span monitors, because the monitor displays are still within the same screen.

XINERAMA can also be used with the SRWC ut t sc command.

Session Groups
If you hotdesk from a multihead group to a Sun Ray DTU that is not part of a multihead group, that is, a DTU with a single head,

you can view all the screens created in the original multihead group on the single screen, or head, by panning to each screen in
turn. This action is called "screen flipping."

Authentication Manager

The TerminalGroup policy module extends the Authentication Manager to support multihead groups. When a DTU connects to
the Authentication Manager or a new smart card is inserted, the TerminalGroup module queries its database to determine
whether the DTU is part of a multihead group and, if so, whether the DTU is a primary or secondary DTU of that group. If the

DTU is not identified as part of a multihead group, it is treated normally.

Authentication Manager Flowchart for the Primary DTU
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If the DTU is recognized to be part of a multihead group and it is the multihead group's primary DTU, a normal session
placement occurs. If a session does not exist on the current server but a pre-existing session is found for the DTU or smart card
on another server in the failover group, the primary DTU will be redirected to that server. If no session exists on any server, the
request for a session is directed to the least-loaded server and a session is created there.

If a DTU is recognized to be part of a multihead group and it is a multihead group secondary DTU, the TerminalGroup module
determines whether the multihead group primary DTU is locally attached to a session. If so, it tells the Session Manager to allow
the secondary DTU to attach to that session also. If the primary DTU is not attached locally, the TerminalGroup module
determines whether the primary DTU is attached to another server in the failover group (if any), and if the DTU is attached, the
module redirects the secondary DTU to that server.

Authentication Manager Flowchart for the Secondary DTU
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If the primary DTU is not perceived to be attached to any server in the failover group at that moment, a Waiting for Primary icon
is displayed on the DTU. Further activity is blocked on that DTU until the primary DTU is discovered. The secondary DTU is
redirected to the server to which the primary DTU is attached.

Task Map - Managing Multihead Configurations

Initial Configuration

Step = Task Description

1 How to Create a New Multihead Explains how to use the Multihead Administration Tool to create a new multihead
Group group.

2 How to Enable Multihead Policy Explains how to enable new multihead policy.

Additional Tasks

Task Description

How to Manually Set Multihead

Explains how to manually set screen dimensions for the multihead group.
Display Dimensions
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How to Manually Set the Multihead
Display Geometry

How to Disable Multihead Displays
for a Session

How to Enable and Disable
XINERAMA

Explains how to manually set how the screens are arranged in the multihead group.

Explains how to disable multiple displays for a session.

Explains how to enable or disable XINERAMA, a feature that creates a single large
screen displayed across several monitors.

How to Create a New Multihead Group

1. In the command-line interface, type:

..................................

2. On the initial screen, click Create New Group.

—

utmhconfig )

@ Syn Sun Ray" Multi-head Administration

Group Detail
Group Hame: mho1
Geomatny: 3x1

Mukltihead Group List Member Terminals
mhi1 IEEEBOZ.0003haBho7c7
IEEEB0Z.0003haBho67a
IEEEBOZ.080020102402
Create New Group Delate Group Ex‘ﬁ

Copyright 2000 - 2004 Sun icrosysterns, Ine. &1 fghts reserved.

The Create New Multiheaded Group dialog box is displayed. The number of rows and the number of columns you
provide are displayed as the group geometry when the group has been created.

ot

utmhconfig <o ]

Create New Multtheaded Group

Enter the name you would like to
identify this group, the number of
rowes and colurnns for y aur groug,
and then click on the Mext button. Group Hame: jrnl1

Hurber of columns: |3
HNurmber of rows: ]

Can{:fell /] Eili'

3. Provide the information for the group.
Type a name for the group and the number of rows and columns.

4. Click the Next button.
A third screen is displayed.
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— utmhconfig = ]
Create New Multiheaded Group

Highlight the correct monitor
position for the current display by
clicking with the mowse. Then
remove the smart card and insert it
inanother terminal in the terminal
group, Continue until all terrminals
are identified. If necessary, return
the smart card to a previous
terminal to uge the mouse. Hint: If
vou start with the upper-left monitor
and progress in row-major order
vouwill never have to correct the
position with the mouse, «m

| Cancell:

IEEEBO2.0003atha7 oy | IEEES02.0003baBho6 70

IEEES0Z0003halho67o

5. Select the DTUs within the multihead group and insert a smart card in each Sun Ray DTU in turn to establish the order of

the group.
The Finish button, which was previously grayed out, is now active.
— utmhconfig =

Create New Multiheaded Group

Fress Finish to create this group

Can{:eliFini

6. Click the Finish button.
7. Exit the session or disconnect by removing your card.

How to Enable Multihead Policy

Command-Line Steps

The following command enables the multihead policy for the failover group and restarts the Sun Ray Server Software with the
new policy on the local server without disrupting existing sessions.

# /[ opt/ SUNWit/ sbin/utpolicy -a -m-g <your_policy_flags>
# /[ opt/ SUNWIt/sbin/utrestart

) Note

Issue the ut r est art command on every server in the failover group.

Admin GUI Steps

1. Click the Advanced tab.
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2. Click the System Policy tab, as in the following figure.

WERSICH

Lizer admin ver arademo-01

Sun Ray Administration

m

| =ECuUnty I Syetemn Folicy Kl cek Miode Cand Proge Ordar Data Store Pasewor

Sumn” Aicrosy

N L

System Policy Saue

Thiz page allows vou io configurs groupawide policies. Some policy seltings combinations are ned allowed, and the selings are
disabled acoordingby to anforce these rules, For exampls. itis not possibde bo completely disabls access for smar card and
ror-sm art card ussrs al the samie fime. #»_ More on System Palioe

Card Users

ACLEED r' Mana
= Al Users
™ Userswith Registerad Tokens
[T SeliRegistration 2llowed
[T UssiAccount Authentication Required

Higsh Mode: [ Enabled

Man-Card Users

Acoess: ™ Mone
(L WRETE

{" Uearswith Registared Tckers
[T SeltRegistration Allowed
[T Usar Aczeunt Authentication Reguired

Kiemk Mode: [0 Enabled

Mobkil: Sessions: [ Enabled
Faorcanven enog, enabling mobile esssiones a utomatizally activales the extopton for moti B s=2esions.

[T Exitfrom Mobile Sessions All owed

Multihead

Mullihesd Feaiure: [+ Enabled

Save | R sct |

3. Select (or deselect) the Multihead Feature Enabled option.
4. Click the Save button.

If a system restart is needed, an advisory message will appear.

How to Manually Set Multihead Display Dimensions

Screen dimensions for the multihead group are automatically set, by default, to the largest supported by the primary DTU. The
primary DTU is the DTU that controls the other DTUs in the group and to which all peripherals are attached.

To override the automatic sizing of screen dimensions, use the - r option of ut xconfi g.
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) Note

If explicit screen dimensions are chosen, or if the resolutions of the monitors differ, you may have problems
with unwanted on-screen movement called panning, or large black bands around the visible screen area.

How to Override Automatic Sizing of Screen Dimensions

............................................................................................................................................................

............................................................................................................................................................

............................................................................................................................................................

How to Manually Set the Multihead Display Geometry

A multihead group can have its screens arranged in various configurations. For example, a user can arrange a multihead group of
four screens as two rows of two screens (2x2) or as a single row of four screens (4x1). By default, when a user logs into a
multihead group, the session uses the number of screens available. The layout or geometry of these displays is generated
automatically.

When the mouse pointer is moved past the edge between two screens, it moves from one screen to the next. The geometry of
the multihead group determines which screen is displayed at that moment.

You can use the - R option to ut xconf i g to manipulate the automatic geometry.

How to Override the Automatic Geometry

............................................................................................................................................................

How to Enable and Disable XINERAMA

Users can enable or disable XINERAMA as part of their X preferences. The ut xconf i g command handles this setting on an
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individual token basis. The user must log off for the changes to take effect.

) Note

XINERAMA tends to consume noticeable amounts of CPU, memory, and network bandwidth. For optimal
performance, set the shnsys: shni nf o_shnmmax parameter in the / et c/ syst emfile to at least
LARGEST _NUMBER_OF_HEADS * width * height * 4.

How to Enable XINERAMA

% ut xconfig -x on

How to Disable XINERAMA

% ut xconfig -x off

How to Enable XINERAMA as Default for a Single System or Failover Group

As superuser, type the following command:

% ut xconfig -a -x on

) Note

H264 and VC-1 support on the DTU is not available for XINERAMA sessions. In XINERAMA sessions, video
windows may be dragged from one DTU to another or may span multiple DTUs, but audio/video
synchronization of H264 and VC-1 support is limited to the primary DTU. The videos cannot be synchronized
between DTUs. H264 and VC-1 videos may still be rendered by the application in the same manner they would
be rendered on Sun Ray 1 DTUs.

Troubleshooting Multihead Displays

Multihead Video

The H264 and VC-1 streams are synchronized with the audio stream on the DTU. In a multihead group, the audio stream is
directed only to the primary DTU, so audio/video synchronization can only be performed on the primary DTU. When video is
displayed on secondary DTUs, the application must perform the A/V synchronization.

Problem: The display resolution is 640 x 480.

If the Sun Ray DTU is unable to read DDC data from the monitor, it defaults to 640 x 480 pixels. This condition occurs for the
following reasons:

® The monitor was powered off when the Sun Ray DTU was started
® Abad cable
® An older monitor

How To Reset the Screen Resolution

. Replace the cable.

. Restart the Sun Ray DTU after powering the monitor on.
. Replace the monitor.

. Set a persistent display setting to override the default.

A W N =
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Managing Security (All Topics)

About Security

Sun Ray Server Software (SRSS) provides interconnect security. The main aspects of this feature are:

® Traffic encryption between the Sun Ray client and server
® Sun Ray server-to-client authentication
® Sun Ray client-to-server authentication

See Task Map - Managing Security for a Sun Ray System for the list of tasks used to manage SRSS security.

Encryption and Authentication

By default, data packets between the Sun Ray server and client are sent "in the clear". This policy means that outsiders can easily
"snoop" the traffic and recover vital and private user information, which malicious users might misuse. To avoid this type of
attack, SRSS administrators can enable traffic encryption through the ARCFOUR encryption algorithm.

The ARCFOUR encryption algorithm, selected for its speed and relatively low CPU overhead, supports a higher level (128-bit) of
security between Sun Ray services and Sun Ray desktop units.

However, encryption alone does not provide complete security. Spoofing a Sun Ray server or a Sun Ray client and posing as either
is still possible, if not necessarily easy. Here are some examples:

® A man-in-the-middle attack, in which an impostor claims to be the Sun Ray server for the clients and pretends to be the
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client for the server. The imposter then intercepts all messages and has access to all secure data.
® Manipulating a client to pretend to be another client in order to gain access to sessions connected to the spoofed client.

Server and client authentication provided by SRSS can resolve these types of attacks. Server authentication uses pre-configured,
public-private key pairs in the SRSS and firmware, and client authentication uses an automatically generated public-private key
pair in every client.

SRSS uses the Digital Signature Algorithm (DSA) to verify that clients are communicating with a valid Sun Ray server and that the
server is communicating with a legitimate client. This authentication scheme is not completely foolproof, but it mitigates trivial
man-in-the-middle attacks and makes spoofing SRSS or Sun Ray clients harder for attackers.

Enabling encryption and authentication is optional. The system or network administrator can configure it based on site
requirements. By default only client authentication is enabled.

Security Modes

When you configure encryption and client authentication, you must decide between hard and soft security modes. Security mode
can be configured separately for encryption requirements including server authentication and for client authentication
requirements. Security mode settings are intended for compatibility with older firmware, which did not support the affected
security feature.

® Hard Security Mode - Hard security mode ensures that every session is secure. If security requirements cannot be met,
the session is refused.

® Soft Security Mode - Soft security mode ensures that connection requests are granted even for desktop units that don't
support the configured security requirements. If security requirements cannot be met, the session is granted but not
secure.

By default, the security modes for encryption and client authentication are both set to soft, which allows unauthenticated and
unencrypted access to desktop units running older firmware.

) Note

Security mode settings don't apply to software clients. Software clients will always be treated as if hard security
mode for encryption or authentication is in effect.

The following table describes what happens when the different security modes are used.

Situation Hard Security ~ Soft Security Mode

Mode
Encryption - The Sun Ray DTU does not support | Sun Ray Sun Ray server grants the DTU a non-secure session. The
encryption or server authentication because of server denies | user must then decide whether to continue using a
old firmware the session. non-secure session.
Client Authentication - The Sun Ray DTU does Sun Ray Sun Ray server grants the DTU a non-secure session.
not support client authentication because of old ' server denies
firmware the session.
Client Authentication - The client supports Sun Ray Sun Ray server denies the session.
authentication but authentication fails server denies

the session.

Client Key Management

A Sun Ray client (DTU or software client) that supports client authentication has a public-private key pair for client authentication.
The key pair for a DTU is generated when the DTU first boots with the appropriate firmware.

) Note

Older versions of firmware or the firmware that is preinstalled on DTUs delivered from the factory do not
generate keys and do not support client authentication. To help you identify preinstalled firmware, note that
versions of preinstalled firmware start with M gPkg. You must provision the DTUs with firmware that is
delivered with SRSS in order to have keys generated.
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When a client connects to a server and client authentication is enabled, the client sends its public key and a client identifier to the
server. For a DTU, the client identifier is the MAC address. Initially the server can verify only that the client is the owner of the
submitted key, but it cannot verify that the client legitimately uses the submitted client ID.

The Sun Ray server stores a list of known clients and their public keys in the Sun Ray data store. A stored key can be marked as
confirmed to indicate that authenticity of the key for the given DTU has been confirmed through human intervention. As long as
no key has been marked confirmed for a DTU, the client authentication feature can ensure only that a DTU identifier is not used
by multiple different clients with different keys. Only when the key has been verified and marked confirmed can the client
authentication actually authenticate the identity of the DTU.

) Note

Keys for software clients are not stored in the data store and they are not displayed by the ut keyadm
command or Admin GUI. Instead, a software client uses its key fingerprint as a client identifier so that the
authenticity of the key for the given ID is established automatically. For more information, see the Key
Fingerprint section.

By default, a DTU with an unconfirmed key is granted a session unless the identity of the DTU has been used with a different key.
Multiple keys submitted for a client might indicate an attack on sessions for this client, so session access is denied for this client. A
user needs to explicitly confirm one of the keys as being authentic to re-enable access for the client.

You can select a stricter policy that requires authenticated client identities and denies access to any DTU whose key is not verified
and confirmed by using the ut pol i cy command or the Admin GUI. If you choose to use this policy, you must explicitly mark the
key for every new client as 'confirmed' before the client can be used. To use this policy to full effect, you should also set the
client authentication mode to 'hard' in the security configuration.

You can use the ut keyadmcommand to manage client identities and their associated keys. All keys that are used for a DTU are
listed by the key management tools.

With the ut keyadmcommand, you can perform the following actions:

List keys associated to known clients and their status

Confirm a client key after verifying its authenticity. If multiple unconfirmed keys are stored for a DTU, all other keys are
deleted when one is confirmed as authentic.

Delete invalid or stale key entries

Export key data for all or selected client identities for backup and for transfer to other Sun Ray server instances

Import key data that has been exported on this or another Sun Ray server instance

You can also view, confirm, or delete associated keys for a DTU through the DTU's Desktop Properties page in the Admin GUI.

Key Fingerprint

A key fingerprint is a name for a key and is what the user can see. A key fingerprint is generated by an MD5 hash based on the
public key data.

You can view the key fingerprint for a DTU in the key panel. To display the key panel, press St op+K on a Sun keyboard or
Ct r| +Pause+K on a non-Sun or PC keyboard. To verify the authenticity of a DTU key, you can compare key fingerprint
displayed in the DTU's key panel with the one shown by the ut keyadmcommand for the same client.

Task Map - Managing Security for a Sun Ray System

For more information about the security available for a Sun Ray system, see About Security.

When configuring the security for a Sun Ray system, you should evaluate the security requirements. You may choose one of the
following policies:

Enable encryption for upstream traffic only
Enable encryption for downstream traffic only
Enable bidirectional encryption

Enable server authentication

Disable client authentication

Additionally, you must decide whether to enable hard security mode for encryption and client authentication.
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You can use the ut cr ypt o command or the Admin GUI to configure the encryption option, authentication option, and security

mode.

DTU Keys

Task Description

How to Confirm DTU Keys
DTU keys.

Describes how to confirm a specific DTU key or to confirm all unconfirmed

How to Display a DTU's Fingerprint Key from Describes how to display a DTU's fingerprint key from the DTU.

the DTU
How to Display DTU Keys

How to Delete DTU Keys

Describes how to display all the currently registered DTU keys.

Describes how to delete a specific DTU key or all the DTU keys for a specific

DTU.
Security Status and Access
Task Description
How to Display Security Status for a DTU Describes how to display a DTU's security status from the DTU.

How to Display Security Status for All Sessions = Describes how to display the security status for all sessions on a Sun Ray server.

Client Authentication

Task Description

How to Disable Client Authentication

Describes how to disable client authentication for performance or upgrade

reasons.
How to Force Client Authentication From All Describes how to force all DTUs to authenticate by setting the hard security
DTUs mode.

How to Deny Access to Clients With Unconfirmed = Describes how to set policy to deny access to clients with unconfirmed

Keys keys.

How to Display Security Status for a DTU

Once a connection has been successfully established between a client and a server, you can display a DTU's security status by
pressing the three volume keys simultaneously to display a security status icon and the DTU's MAC.

For a description of OSD icons and their respective codes, see SRSS Troubleshooting Icons.

How to Display Security Status for All Sessions

To display the security status for all sessions on a Sun Ray server, type the following command:

......................................................................................................................

.......................................................................................................................

Token I D Regi st ered Nane Unix ID Disp
Payf | ex. 0000074500000202 ??? ??? 2 I EA
M cropayf | ex. 000003540004545  ?7?7 ??? 3 D

The State column displays the encrypted/authenticated state of the session:
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State
Column
Value

Description

Encrypted session
Server is authenticated
Authenticated client with confirmed identity, including software clients with automatically confirmed keys

Authenticated clients with unconfirmed identity. Such connections might not have regular session access if the
current policy requires a confirmed identity.

Clients that have successfully authenticated with an unconfirmed key, but that key is in conflict with other equally
unconfirmed keys that have been used with the same client ID. Clients that have a conflicting key will not be granted
session access and you need to confirm one of the known keys as authentic in order to admit the affected clients
again.

For more information, see the ut sessi on man page.

Li]

Note

A multihead group might have DTUs at different firmware levels. The ut sessi on output shows the lowest
security level across the set of all DTUs participating in the multihead group. For example, if at least one of the
DTUs does not support encryption or authentication, the session will be marked as not encrypted or not
authenticated.

How to Confirm DTU Keys

This procedure is required if a client receives a Keyerror (49) or Session Refused (50) icon due to conflicting or unconfirmed keys.
Once the key is confirmed, you must disconnect the DTU by rebooting or inserting and removing a smart card to access a session
after the change.

Before You Begin

® View the unconfirmed keys (key fingerprints) for all or specific DTUs.
® To determine whether an unconfirmed DTU key really belongs to that DTU, display the key fingerprint for the DTU by
pressing STOP+K.

How to Confirm a Specific DTU Key

Command-Line Steps

# ut keyadm -a -c | EEE802. 000000ee0d6b

1 key confirned .

# utkeyadm -a -c | EEE802. 00000f 85f 52f -k

1c:d4: b9: 31:9d: f0: 00: ba: db: ad: 65: 6¢: 8e: 80: 4d: b3
1 key confirned .

Admin GUI Steps

1. Go to the Desktop Unit Properties page for a single DTU.
2. In the Client Keys table, select a single key and click Confirm.

How to Confirm All Unconfirmed DTU Keys

If you are certain that all DTUs requiring key confirmation have been connected to the server group (their genuine keys are
stored on the server) and if you are certain that no unwanted DTUs have keys stored on the server, then you may also summarily
confirm all known unconfirmed keys. If conflicting keys exist for a DTU, that DTU will be skipped.

1. Display all the DTU keys.
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# utkeyadm -1 -H

# utkeyadm -1 -H

ClD TYPE KEY- FI NGERPRI NT STATUS
| EEE802. 00000adcla7a DSA* 4f:98: 25:60: 3b: f e: 00: ba: db: ad: 56: 32: c3: e2: 8b: 3e
confirmed

| EEE802. 00000f 85f 52f DSA* 1c: d4: b9: 31: 9d: f 0: 00: ba: db: ad: 65: 6¢c: 8e: 80: 4d: b3
unconfirmed
| EEE802. 00000f 85f 52f DSA* 4f: 98: 25: 60: 3b: f e: 00: ba: db: ad: 56: 32: c3: e2: 8b: 3e
unconfirmed
| EEE802. 00000f e4d445 DSA* 13:dO0: d4: 47: aa: 7f: 00: ba: db: ad: 26: 3a: 17: 25: 11: 24
unconfirmed
| EEE802. 000000ee0d6b DSA* d0: d7: d0: 57: 12: 18: 00: ba: db: ad: b7: Of : 5a: c0: 8b: 13
unconfirned

| # utkeyadm-a -U i
i Skipping cid=l EEE802. 00000f 85f 52f : Multiple (2) keys found.
i 2 keys confirmed. i

Using the previous example, the unconfirmed DTU keys for | EEE802. 00000f e4d445 and | EEE802. 000000ee0d6b
are confirmed.

How to Display a DTU's Fingerprint Key from the DTU

To display the key fingerprint for a DTU, press the St op+K key combination on a Sun keyboard or Ct r | +Pause+K on a non-Sun
or PC keyboard.

If the key panel does not display, the DTU might have old firmware installed that doesn't support client authentication.

If the message No key avai | abl e is displayed, the DTU still has preinstalled M gPkg firmware or a bug exists.

How to Display DTU Keys

This procedure shows how to display DTU keys in the data store. For additional options to display DTU keys, see the ut keyadm
man page.

How to Display All DTU Keys

Command Line Steps

® Use the ut keyadmcommand.

# utkeyadm -1 -H

For example:
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# utkeyadm -1 -H

ClD TYPE KEY- FI NGERPRI NT STATUS
| EEE802. 00000adcla7a DSA* 4f:98:25: 60: 3b: f e: 00: ba: db: ad: 56: 32: ¢3: e2: 8b: 3e
confirmed

| EEE802. 00000f 85f 52f DSA* 1c: d4: b9: 31: 9d: f 0: 00: ba: db: ad: 65: 6¢: 8e: 80: 4d: b3
i unconfirmed
i | EEE802. 00000f 85f 52f DSA* 4f: 98: 25: 60: 3b: f e: 00: ba: db: ad: 56: 32: c3: e2: 8b: 3e :
i unconfirmed :
i | EEE802. 00000f e4d445 DSA* 13:d0: d4: 47: aa: 7f: 00: ba: db: ad: 26: 3a: 17: 25: 11: 24 :
i unconfirmed H
| EEE802. 000000ee0d6b DSA* d0: d7:d0: 57: 12: 18: 00: ba: db: ad: b7: 0f : 5a: c0: 8b: 13 H
i unconfirmed !

Admin GUI Steps

® For multiple DTUs, click the Desktop Units tab.

The Client Key Status column indicates whether the DTU has a key in a confirmed or unconfirmed status, whether the
DTU has multiple unconfirmed keys creating a conflict, or whether a key exists for the DTU. The possible Client Key
Status values are None, Unconfirmed, Confirmed, Conflict, Automatic, or Invalid.

How to Display All Keys for a Specific DTU

Command-Line Steps

® Use the ut keyadmcommand.

# utkeyadm [-1|-L] -c <cid> -H

where <ci d> is the desktop ID of the DTU and -L displays additional auditing information.

Example

The following example displays all keys for the IEEE802.0003ba0d93af DTU with additional auditing information.
# utkeyadm -L -c | EEE802. 0003ba0d93af -H

CID TYPE KEY- FI NGERPRI NT STATUS
CREATED CONFI RVED CONFI RVED BY

| EEE802. 0003ba0d93af DSA* 4f:98:25:60: 3b: fe: d6: f8: fb: 38: 56: 32: ¢3: e2: 8b: 3e unconfirned
2009- 06- 01 05:08: 50 urC -

Admin GUI Steps

® For asingle DTU, go to the Desktop Unit Properties page.

The Client Keys table shows the known keys and their status for the DTU.

How to Delete DTU Keys

How to Delete a Specific DTU Key

® To delete a specific DTU key, use the following command:
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where <ci d> is the desktop ID of the desktop to which the key belongs and <key- i d> is the key fingerprint.
For example:

.................................................................................................................................................

# utkeyadm -d -c | EEE802. 00000f 85f 52f -k
1c: d4: b9: 31: 9d: f 0: 00: ba: db: ad: 65: 6¢: 8e: 80: 4d: b3
1 key deleted .

How to Delete All DTU Keys for a Specific DTU

® To delete all DTU keys for a specific DTU, type the following command:

where <ci d> is the desktop id of the desktop to which the keys belong.
For example:

# utkeyadm -d -c | EEE802. 00000f 85f 52f
2 keys del et ed.

How to Disable Client Authentication

Some reasons to disable client authentication are:

® Reduce administrative overhead - At the cost of security, disabling client authentication saves time required to manage
client keys on the servers.

® Eliminate log messages during upgrade - If you upgrade a Sun Ray server in a failover group with older servers, the
upgraded server will repeatedly produce log messages indicated that it cannot store key data and the server will treat all
keys as unconfirmed. Client authentication should be enabled once the entire group is upgraded.

' Caution
Disabling client authentication creates a security risk. Make sure you understand the consequences before
disabling client authentication. See About Security for details.
Before You Begin
® Disabling client authentication applies to all future connections without restarting the Sun Ray server.

Command-Line Steps

® Use the following command to disable client authentication:

.................................................................................................................................................

Use - minstead of - a if a non-default security policy already exists.

To enable client authentication, set the aut h_up_t ype value to def aul t.

Admin GUI Steps

On the Advanced->Security page, deselect Client Authentication and click Save.

How to Force Client Authentication From All DTUs

If you don't need to allow access to DTUs running older versions of firmware, you can improve security by requiring client
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authentication from all clients.

Command-Line Steps

® Use the following command to force client authentication.

.................................................................................................................................................

Use - a instead of - mif a non-default security policy already exists.

Admin GUI Steps
1. Navigate to the the Advanced->Security page.

2. Select the Client Authentication option and select Hard as the Security Mode.
3. Click Save.

How to Deny Access to Clients With Unconfirmed Keys

Sun Ray DTU keys are initially considered unconfirmed and need to be confirmed as authentic for the specific DTU by human
intervention. Sun Desktop Access Client keys are always considered automatically confirmed (auto-confirmed), because the ID by
which a Desktop Access Client is identified is uniquely derived from its key.

The following procedure sets the policy that a confirmed key is required before access to a client is granted. To enact a stronger
policy, you should also set up the security policy to require client authentication from all DTUs, as described in How to Force
Client Authentication From All DTUs.

Command-Line Steps

1. View the current policies:

.................................................................................................................................................

# utpolicy
Current Policy:
-a -g -z both -k pseudo -u pseudo

.................................................................................................................................................

.................................................................................................................................................

Admin GUI Steps

1. On the Advanced-System Policy tab page, select the Client Key Confirmation Required option in the Client Authentication
section.
2. Restart all servers in the server group.

Troubleshooting Authentication

Authentication Error Messages

Errors in authentication are reported in the following log files:

® |nstallation logs:
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[ var/ adn | og (Solaris only)
/var /| og (Linux only)

® (Configuration logs:

[ var/ adnm | og (Solaris only)
/var /| og/ SUNWIt (Linux only)

® General log files:

[ var/ opt/ SUNWit /| og
/var/ opt/ SUNWIt / srds/ | og
[ var/ opt/ SUNWIt / srds/ repl og

Messages logged into / var/ opt / SUNWIt / | og/ nessages are delivered through the sysl og service described in the
sysl ogd man page. The general format of these messages is:

ti mestanp t hr ead_nane nessage_cl ass nmessage

For example:

May 7 15:01:57 e47c utauthd: [ID 293833 user.info] Worker3 NOTICE: SESSI ON_OK
pseudo. 080020f 8a5ee

Message components are defined as follows:

® timestamp format: year.month.day hours:minutes:seconds

® thread_

name:

Worker# — Handles DTU authentication, access control, and session monitoring. Messages with the same thread
name are related. The exception occurs when a Worker# thread disconnects a DTU and then purges the
connection information from memory. After a Worker# DESTROY message, the next use of that Worker# thread
name has no relation to previous uses of the thread name. In other words, thread names are reused.
SessionManager# — Communicates with ut sessi ondon on behalf of a Worker# thread.

AdminjobQ — Used in the implementation to wrap a library that would not otherwise be thread-safe.

CallBack# — Communicates with applications such as ut | oad.

WatchID — Used to poll data or terminals from connections

Terminator — Cleans up terminal sessions

Group Manager — Main group manager thread

® message_class:

CLIENT_ERROR - Indicates unexpected behavior from a DTU. These messages can be generated during normal
operation if a DTU is rebooted.

CONFIG_ERROR - Indicates a system configuration error. The Authentication Manager exits after this error is
detected.

NOTICE - Indicates a normal event.

UNEXPECTED - Logs events or conditions that were not anticipated for normal operation but are not fatal.
DEBUG - Occurs only if explicitly enabled and is used by the development team. Debug messages can reveal
session IDs, which must be kept secret to ensure proper security.

Error Message Examples

Error class

CLIENT_ERROR

Message Description

..Exception ... : cannot Error encountered while attempting to send a keep-alive message to a DTU.
send keepAlivelnf

...keepAlive timeout A DTU has failed to respond within the allotted time. The session is being
disconnected.

duplicate key: DTU does not properly implement the authentication protocol.

invalid key: DTU does not properly implement the authentication protocol.

CONFIG_ERROR ' attempt to instantiate Program error.

CallBack 2nd time.

AuthModule.load Problem encountered while loading configuration module.
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Cannot find module Program or installation error.

NOTICE "discarding response: " No controlling application is present to receive DTU response.
+ param
"NOT_CLAIMED A token was not claimed by any authentication module.

PARAMETERS: " + param

...authentication Notification that authentication modules have loaded.
module(s) loaded.

..DISCONNECT ... Normal notification of disconnection.
UNEXPECTED "CallBack: malformed Bad syntax from a user application such as ut | oad or uti dl e.
command"
../ ... read/0:" + ie Possible program error.
./ ...read/1: .. Error encountered while reading messages from the DTU.
Exception ...
.../... protocolError: ... Various protocol violations are reported with this message. This error condition is

also a way for ut aut hd to force the DTU to reset.

Contents

® About Sun Desktop Access Clients
® Product Requirements
® User Information
® Client ID Differences Between Sun Desktop Access Clients and Sun Ray DTUs
® Example Sun Ray DTU IDs
® Example Sun Desktop Access Client IDs
How to Enable Access for Sun Desktop Access Clients
How to Install the Sun Desktop Access Client
Troubleshooting the Sun Desktop Access Client
® Enabling Access for the Sun Desktop Access Client
® Using On-Screen Displays to Diagnose Connection Problems
® (Connection Problems When Using a Virtual Private Network
® Setting the Logging Level
® Sun Desktop Access Client Release Notes
® Supported Platforms
® |imitations of the Sun Desktop Access Client
® Known Issues

Managing Sun Desktop Access Clients (All Topics)

! Release Update
For the Oracle Virtual Desktop Client 2.0 administration and user documentation, see the Oracle Virtual
Desktop Client Information Center.

About Sun Desktop Access Clients

I Release Update
For the Oracle Virtual Desktop Client 2.0 administration and user documentation, see the Oracle Virtual
Desktop Client Information Center.

The Sun Desktop Access Client is a software application that runs on common client operating systems and provides the ability to
connect to a desktop session running on a Sun Ray server. Users can switch between their Sun Ray DTU and any supported
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Desktop Access Client enabled PC without using smart cards.

In other words, a user can install and run the Sun Desktop Access Client instead of relying only on a Sun Ray Desktop Unit (DTU)
for session access. For example, a user could connect to the same Sun Ray session from a PC laptop or desktop at home and a
Sun Ray DTU at the office.

) Note

Throughout the SRS documentation, the term "Sun Ray DTU" is used to refer to the hardware-based thin client.
With the addition of the Sun Desktop Access Client, a majority of the Sun Ray DTU references also apply to the
new Sun Desktop Access Clients. As the documentation evolves, the generic term "client" will refer to all
clients supported by the Sun Ray system, where appropriate.

Product Requirements

The Sun Desktop Access Client requires the usage of at least Sun Ray Server Software 4.2.

) Note

You must enable access to Sun Desktop Access Clients before you can use them. See How to Enable Access for
Sun Desktop Access Clients for details.

User Information

For detailed information about using the Sun Desktop Access Client application, refer to the Sun Desktop Access Client 1.0 User
Guide.

Client ID Differences Between Sun Desktop Access Clients and Sun Ray DTUs

I Release Update
For the Oracle Virtual Desktop Client 2.0 administration and user documentation, see the Oracle Virtual
Desktop Client Information Center.

If you have existing scripts using the SRSS commands or you plan to create scripts, you should be aware of the client ID
differences between Sun Desktop Access Clients and Sun Ray DTUs.

All Sun Ray clients are represented in the SRSS administration tools by a client ID, also called "CID," "terminal CID," or "client
identifier.". A client ID has both a full ID and short ID version:

® Full client ID: namespace.id-part
® Short client ID: id-part

The namespace value is a tag that determines the format of the id-part value. Short client IDs are usually used and accepted
because the current namespaces, one for DTUs and one for Desktop Access Clients, use different id-part formats. The full client
ID is used to help distinguish between these different types of clients more easily.

The details of the client ID are as follows:

Client namespace id-part Origin/Meaning id-part Format
Sun Ray DTU IEEE802 MAC address of DTU 12 hex digits
Desktop Access Client  MD5 MD?5 hash of client key = 32 hex digits

ﬂ The client key is part of a Sun Desktop Access Client profile, so every Desktop Access Client profile has its own
Client ID.

Example Sun Ray DTU IDs
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Short ID Full CID
0003badc1b9d ' IEEE802.0003badc1b9d
00144f85f52f |EEE802.00144f85f52f

080020b5ca55  IEEE802.080020b5ca55

Example Sun Desktop Access Client IDs

Short ID Full CID

1bd97b44ea%9458fac256a7a778a282fe = MD5.1bd97b44ea%9458fac256a7a778a282fe

d8b3a4eb29497e0c6fbb0f2a810267f5 MD5.d8b3adeb29497e0c6fbb0f2a810267f5

How to Enable Access for Sun Desktop Access Clients

! Release Update
For the Oracle Virtual Desktop Client 2.0 administration and user documentation, see the Oracle Virtual

Desktop Client Information Center.

Sun Desktop Access Clients can be used to access only non-card sessions. You can also enable NSCM on Sun Desktop Access

Clients to provide hotdesking.

) Note

The following procedure uses a warm restart of Sun Ray services. If you disable access for Sun Desktop Access

Clients, use a cold restart.

Command-Line Steps

1. Use the ut pol i cy command to view the current policy.
For example:

.................................................................................................................................................
1

# utpolicy
Current Policy:
-a -g -z both -M

.................................................................................................................................................
1

) Note

(Solaris only) To use the Sun Desktop Access Clients with mobile sessions, use the - Moption to enable

non-smartcard mobile sessions.

3. Restart the Sun Ray services:

.................................................................................................................................................
1

A restart of Sun Ray services in the server group is required after enabling or disabling access for Desktop Access Clients.

Admin GUI Steps
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. Click the Advanced tab.

. Click the System Policy tab in the Advanced tab.

. Select the Sun Desktop Access Client option in the Non-Card Users section.
. Restart all servers in the server group using the Warm Restart button.

A W N =

How to Install the Sun Desktop Access Client

I Release Update
For the Oracle Virtual Desktop Client 2.0 administration and user documentation, see the Oracle Virtual
Desktop Client Information Center.

»ﬂ Note

To install the Sun Desktop Access Client, you must have administrator privileges on the client computer.

On a Microsoft Windows platform, do the following:

1. Copy the Sun Desktop Access Client Windows install program, set up. exe, to the client computer.

2. Double-click set up. exe and follow the instructions.
The Sun Desktop Access Client software is installed on the client computer and entries for the Sun Desktop Access Client
are added to the Windows Start Menu.

For detailed information about using the Sun Desktop Access Client, refer to the Sun Desktop Access Client 1.0 User Guide.

Troubleshooting the Sun Desktop Access Client

I Release Update
For the Oracle Virtual Desktop Client 2.0 administration and user documentation, see the Oracle Virtual
Desktop Client Information Center.

This section includes some troubleshooting topics for the Sun Desktop Access Client.

Enabling Access for the Sun Desktop Access Client

The ut pol i cy setting for the Sun Ray Server Software (SRSS) must be configured to enable access using the Sun Desktop Access
Client.

See How to Enable Access for Sun Desktop Access Clients for details of the required configuration.
You might also need to configure firewall settings as follows:

® Client computers — Ensure that firewall settings on the client computers allow the Sun Desktop Access Client to access
the Internet.
® Sun Ray servers — See Ports and Protocols for information on the ports used by the Sun Desktop Access Client.

Using On-Screen Displays to Diagnose Connection Problems

SRSS uses on-screen displays (OSD) to display the status of a connection. The OSD can be used to diagnose connection problems
with the Sun Desktop Access Client.

See Sun Ray Icons for more details about the available icons and messages used by SRSS.

Connection Problems When Using a Virtual Private Network

If you experience problems when using a Virtual Private Network (VPN), you might have to decrease the Maximum Transmission
Unit (MTU) setting, to allow space for Internet Protocol Security (IPSec) headers.
The MTU is the maximum packet size for connections. By default, the MTU is set to 1500 bytes.

70


http://wikis.sun.com/display/OVDC2dot0/Home
http://wikis.sun.com/display/OVDC2dot0/Home
http://wikis.sun.com/download/attachments/210473706/ClientUserGuide.pdf?version=2&modificationDate=1278957942000
http://wikis.sun.com/display/OVDC2dot0/Home
http://wikis.sun.com/display/OVDC2dot0/Home
http://wikis.sun.com/display/SRSS4dot2/How+to+Enable+Access+for+Sun+Desktop+Access+Clients
http://wikis.sun.com/display/SRSS4dot2/Ports+and+Protocols
http://wikis.sun.com/display/SRSS4dot2/SRSS+Troubleshooting+Icons

Sun Ray Server Software 4.2 Administration Guide

To set the MTU, either change the setting on the Network tab or run the following command:

sdac --ntu <bytes> <server-nane>

where byt es is the maximum packet size, in bytes and ser ver - nane is the name of the Sun Ray server.

Setting the Logging Level

To help you to diagnose problems with the Sun Desktop Access Client, you can increase the logging level.
The available logging levels are shown in the following table.

Level Description

0 No logging

1 Critical messages
2 Warnings
3 Informational messages

By default, the logging level is 0, which sets logging to off.
The logging level is cumulative. For example, the maximum logging level 3 includes informational messages, warnings, and critical
messages.

To set the logging level, either change the setting on the Logging tab or run the following command:

sdac --1o0gging-1evel <nump <server-nane>

where numis the logging level and ser ver - nane is the name of the Sun Ray server.

Log messages are written to a . | og text file on the client computer. The . | og file is named after the profile used. For example,
the log file for the default profile is called def aul t . | og.
The location of the log file depends on the installation platform, as follows:

® Microsoft Windows XP platforms — C: \ Docunment s and Setti ngs\username\ Application
Dat a\ Sun\ SDAC\ pr of i | enane. | og

® Microsoft Windows Vista and Microsoft Windows 7 platforms —
C: \ User s\ user nane\ AppDat a\ Roani ng\ Sun\ SDAC\ profi | enane. | og

Sun Desktop Access Client Release Notes

I Release Update
For the Oracle Virtual Desktop Client 2.0 administration and user documentation, see the Oracle Virtual
Desktop Client Information Center.

Supported Platforms

The following operating systems are supported:

®  Microsoft Windows XP (32-bit and 64-bit)
® Microsoft Windows Vista (32-bit and 64-bit)
® Microsoft Windows 7 (32-bit and 64-bit)

Limitations of the Sun Desktop Access Client

In the current release, the following features are not supported by the Sun Desktop Access Client:
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Universal Serial Bus (USB) devices

Serial and parallel port devices

Smart cards

Audio input and recording

Integrated Virtual Private Network (VPN) support

Copy and paste between the Sun Ray session and the local operating system running the Sun Desktop Access Client

Known Issues

Exit Key Combination Might Not Work on Some Client Computers (CR 6876016)
Problem
An exit key combination selected using the Hot Key tab does not work on the client computer.

Workaround

Choose an alternative exit key combination that works on the client computer.

Contents

® About Sun Ray DTU Firmware
® How to Set DTU Configuration Parameters (Pop-up GUI)
® Access Control
® Features and Usage
® How to Start the DTU Pop-Up GUI
®  Pop-up GUI Main Menu (Part 1)
®  Pop-up GUI Main Menu (Part I1)
® Pop-up GUI Advanced Menu (Part )
®  Pop-up GUI Advanced Menu (Part )
® How to Load DTU Configuration Data Remotely
How to Display Firmware Versions for All Currently Connected DTUs
How to Display a DTU's Firmware Version from the DTU
to Update Firmware Versions on DTUs
® How to Update All the DTUs on an Interface
® How to Update a DTU Using the Ethernet (MAC) Address
® How to Disable All Firmware Updates

How

Managing the Sun Ray DTU Firmware (All Topics)

About Sun Ray DTU Firmware

Every Sun Ray DTU contains a firmware module that handles the following items:

Power-on self test (POST)

DTU initiatlization

Authentication

Low-level input and output, such as keyboard, mouse, and display information.

In most cases, the firmware on Sun Ray DTUs are synchronized with the Sun Ray server as part of the post-installation or
post-upgrade configuration steps. However, sometimes you might have to find out a DTU's firmware version or to specifically
manage a DTU's firmware.

How to Set DTU Configuration Parameters (Pop-up GUI)

Sun Ray Server Software provides optional functionality, called the Pop-up Graphical User Interface (Pop-up GUI), which enables
the entry of configuration parameters for a Sun Ray DTU from the attached keyboard. Most of these configuration parameters
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are stored in the DTU's flash memory. Certain control key combinations are used to invoke this new facility, which provides a tree
of menus that can be navigated to set and examine configuration values.

Access Control

To accommodate customers with differing requirements with respect to flexibility and security, two versions of the DTU software
are provided.

® The default version of Sun Ray DTU firmware is installed at / opt / SUNWit / | i b/ fi r mnar e. This firmware does not
enable the Pop-up GUI.

® The Pop-up GUI-enabled version of the firmware is installed at / opt / SUNWat / | i b/ fi r mwar e_gui . To make the
Pop-up GUI available, the administrator must run ut f wadm - f to install the firmware.

Features and Usage

The Pop-up GUI enables several features that require the ability to set and store configuration information on the Sun Ray DTU
itself, including:

Non-DHCP network configuration for standalone operation, when configuring local DHCP operation is impossible
Local configuration of Sun Ray specific parameters, such as server list, firmware server, MTU, and bandwidth limits
DNS servers and domain name for DNS bootstrapping

IPsec configuration

Wireless network configuration, which is used in Tadpole laptops

To protect the use of stored authentication information, the VPN configuration includes a PIN entry. This feature enables
two-factor authentication for Sun Ray at Home VPN deployments.

How to Start the DTU Pop-Up GUI

® |f you are using a Sun keyboard, you can press one of the following key combinations:
® st op+S

® Stop+M

® |f you are using a non-Sun keyboard, you can press one of the following key combinations:
® Qrl +Pause+S

® Crl+Pause+M

The arrow at the lower right corner indicates that the menu can be scrolled with the Up and Down arrow keys.

Pop-up GUI Main Menu (Part I)

Main Menu Description
Iltem
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Network
Hetwork IPLd -IFuE
Servers
® Server list - A list of comma-separated server names or IP addresses
® Firmware server - Name or IP address of firmware/config server
® | og host - IP address of syslog host
TCP/IP
Setup TCRP - IF
DHCP - MTU
Static - IP address, netmask, router, broadcast address, MTU
DNS

Domain name - One only
DNS server list - List of IP addresses
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VPN/IPsec

WPH Configuratian -

Cisco EzVPN authentication model

Enable - On/Off
Peer type - Cisco or Netscreen (Juniper Networks)
Peer - Gateway peer (name or IP address)
Group - Group name
Set Group Key
Username - Xauth user name (if static)
Set Password - Xauth password (if static)
Set PIN - If the PIN has been set, the user is prompted for it before a locally stored Xauth user name
and password are used.
® Advanced
® DH Group - Diffie-Hellman group
PFS Group
IKE Lifetime - IKE Phase 1 lifetime
IPsec Lifetime
Dead Peer Detection
Session timeout - Idle timeout, after which VPN connection is dropped

Pop-up GUI Main Menu (Part II)

Main Menu Item

Authentication

Security

Status

Description
For HTTP authentication
® Enable/Disable switch
®  Port number
Set password (lock configuration under password control)

Version (equivalent to STOP-V)
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Advanced
Download Configuration

Keyboard Country Code

Bandwidth Limit (in bits per second)
Session Disconnect (STOP-Q)

Force Compression

Lossless Compression

Disallow ut | oad

Force Full Duplex

Enable Fast Download

Video (set blanking timeout)

Video Input Disable

Clear Configuration = Equivalent to STOP-C.

Pop-up GUI Advanced Menu (Part I)

Hduanced Menu

Main Menu Description
Item

Download Prompts for a server name and file name of a file to be downloaded from the server, in the form server:

Configuration | filename. The default server is the TFTP server value if defined, and the default file name is conf i g. MAC,
where MAC is the unit's MAC address in upper-case hexadecimal. This field can be overwritten when selected.
Pressing Return causes the corresponding file to be read and the configuration values parsed and set. For
configuration values, see Pop-up GUI Menu Configuration Values.

On success, the user is prompted to save the values. Otherwise, the previous menu is displayed. No other error
indications are given.

Some of the menus have an Exi t entry, but the Escape key always invokes one level higher than the current

menu. Escape at the top level prompts for any changes to be saved or discarded. If changes have been written
to the flash memory, the Escape key resets the DTU.
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Keyboard A keyboard country code (keyboard map) that is applied to a keyboard that returns a country code of 0, for
Country use with non-U.S. USB keyboards that do not report a country code. Here are the valid keyboard country code
Code values:

® 1 Arabic

2 Belgian

3 Canada_Bi

4 French-Canadian
5 Czech

6 Denmark

7 Finnish

8 France

9 Germany

10 Greek

12 Hungarian

14 Italy

15 Japan

16 Korea

17 Latin-American
18 Netherland

19 Norway

21 Polish

22 Portugal

23 Russia

24 Slovakian

25 Spain

26 Sweden

27 Switzerland

28 Switzerland_Ge
30 Taiwan

31 TurkeyQ

32 UK-English

33 US-English

35 TurkeyF

Bandwidth The maximum amount of network bandwidth in bits per second that a given client will use.
Limit

Session Enables or disables the ability to terminate a session by pressing STOP-Q. This feature is useful when you want
Disconnect to terminate a VPN connection and leave the Sun Ray in an inactive state. Pressing the Escape key after the
session has terminated reboots the Sun Ray DTU.

Force Sets a tag sent from the Sun Ray DTU to the Xserver telling it to enable compression regardless of available
Compression = bandwidth.

Pop-up GUI Advanced Menu (Part II)

Sun Ray 270 (Video Input Disable) Sun Ray 2, 2FS, 270, and later models

Aduancsed Manu Aduarneced Menu
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Main Menu  Description
Item

Lossless Disables the use of lossy compression for image data.
Compression

Disallow Disables the ability to explicitly force a firmware load into a DTU. In this way, firmware can be tightly controlled
utload using . par ns files or DHCP parameters.

Force Full Allows the DTU to operate correctly when the network port that it is connected to does not auto-negotiate. In
Duplex that case, the auto-negotiation results in the Sun Ray running at half duplex, which significantly impacts network

performance. This setting allows the Sun Ray to operate with better performance in this situation.

Enable Fast  If set, the DTU uses the maximum TFTP transfer size if the TFTP server supports it. Over a high latency
Download connection, this setting typically doubles the speed of firmware downloads. There are no disadvantages to
enabling fast downloads on low latency LANs.

This parameter is disabled by default and the transfer size is set at 512-byte packets. It is disabled by default for
backwards compatibility with TFTP servers that might not support the more advanced protocol. If this parameter
were on by default and a firmware download were to fail, there would be no way to recover.

Video

® Blanking Timeout - The time until the screen is put to sleep, in minutes. (specify zero to disable).
® (OSD Quiet Display - If set, disables most of the OSD icons except when error conditions are detected.

Video Input = Sun Ray 270 only. If set, turns off the input selector on the front of a Sun Ray 270 and locks the monitor so that
Disable it displays only the Sun Ray output. This feature prevents users from connecting a PC to the VGA video input
connector on a Sun Ray 270 and using it as a monitor.

How to Load DTU Configuration Data Remotely
To help avoid error-prone manual entry of configuration data for deployments where preconfiguration is required, you can use

the Pop-up GUI to download a configuration to a Sun Ray DTU from a file on a server via TFTP, as indicated in Pop-up GUI
Advanced Menu (Part I).

The following keywords correspond to configuration values that can be set from the Pop-up GUI menus. To group items that are
logically related, some of the keywords take the form family. field.

Pop-up GUI Menu Configuration Values

VPN/IPsec Submenu Comment

vpn.enabled Enable toggle

vpn.peer Remote gateway name/IP address
vpn.group VPN group

vpn.key VPN key

vpn.user Xauth user

vpn.passwd Xauth password

vpn.pin PIN lock for use of user/passwd
vpn.dhgroup Diffie-Hellman group to use

vpn.lifetime Lifetime of IKE connection

vpn.killtime Idle timeout value to drop VPN connection.
DNS Submenu

dns.domain Domain name

dns.servers Server list (comma-separated IP addresses)
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Servers Submenu
servers
tftpserver
loghost

Security Submenu
password

TCP/IP Submenu
ip.ip

ip.mask

ip.bcast

ip.router

ip.mtu

ip.type

Sun Ray server
TFTP server

Syslog host

Set administrator password

Static IP

Static netmask

Static broadcast address
Static router

MTU

Type of network ("DHCP" | "Static")

Advanced Submenu

kbcountry Keyboard country code

bandwidth Bandwidth limit in bits per second.

stopgon Enable (1) or Disable (0) STOP-Q for disconnect

compress Force compression on when 1

lossless Force use of lossless compression when 1

utloadoff Disallow use of utload to force firmware download when 1
fastload Force maximum TFTP transfer rate when 1.

videoindisable Disable input selector of Sun Ray 270 when 1.

The format of the file is a set of key=value lines, each terminated by a newline character, which are parsed and the corresponding
configuration items set (see the sample file below). No whitespace is permitted. Key values are case-sensitive and should be
always lower case, as listed above. Setting a keyword to have a null value results in the configuration value being cleared in the
local configuration.

Sample VPN Configuration File

vpn. enabl ed=1

vpn. peer =vpn- gat eway. sun. com
vpn. gr oup=honesunr ay

vpn. key=abcabcabc

vpn. user =j ohndoe

vpn. passwd=xyzxyzxyxzy

dns. domai n=sun. com
tftpserver=config-server.sun.com
servers=sunray3, sunray4, sunray?2

How to Display Firmware Versions for All Currently Connected DTUs

1. Log in to the Sun Ray server.
2. Display the firmware versions.
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How to Display a DTU's Firmware Version from the DTU

Press St op+V or Ct r | +Pause+V.

How to Update Firmware Versions on DTUs

Use the ut f wvadmcommand to keep the firmware version in the PROM on Sun Ray DTUs synchronized with that on the server.
See also Sun Ray DTU Initialization Requirements Using DHCP.

If the DHCP version variable is defined and a new DTU is plugged in, the DTU's firmware is automatically updated to the firmware
version on the server. If you make manual changes to your DHCP configuration, you will have to update the firmware using this
procedure.

If you need to update the firmware with the Pop-Up GUI, see How to Install the Pop-up GUI Firmware on All DTUs.

Steps

) Note

This procedure should be done on each Sun Ray server in a Failover Group (FOG).

1. Become superuser on the Sun Ray server.
2. Update the firmware based on one of the following network configurations.
3. Once you update the firmware, power-cycle the DTUs to load the new firmware.

) Note

To update firmware versions for a specific DTU, you can use the - e <MAC_addr ess> option.

On a Shared Network (LAN) with External DHCP Server Support

Use the following command if you configured the network using the ut adm - L on command.

On a Shared Network (LAN) with Sun Ray Server DHCP Support

Use the following command if you configured the network using the ut adm - A <subnet > command.

On a Private Network

Use the following command if you configured the network using the ut adm - a <i nt f > command.

............................................................................................................................................................

............................................................................................................................................................
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Managing Sun Ray DTU Peripherals (All Topics)

About Sun Ray DTU Peripherals

Sun Ray Server Software supports a wide variety of end-user devices including mass storage and end-user peripherals that can be
connected to a Sun Ray DTU's serial, parallel, or USB ports.

Serial peripherals enable RS-232-style serial connections to the Sun Ray DTU. Parallel peripherals enable printing and come in two
types: adapters and direct USB-connected printers. Third-party adapters are useful for supporting legacy serial and parallel
devices. Sun Ray Server Software recognizes parallel printers with adapters as USB printers.

) Note

The printer naming conventions in Sun Ray Server Software differ from those in a Solaris operating
environment.

List of Compatible Sun Ray Peripherals and 3rd Party Components

For the latest list of compatible Sun Ray Peripherals and 3rd Party Components, see the Sun Ray Peripherals List.

Supported Mass Storage Devices

81


http://wikis.sun.com/display/SRS/Sun+Ray+Peripherals+List

Sun Ray Server Software 4.2 Administration Guide

Sun Ray Server Software supports the use of flash disks, memory card readers, zip drives, and hard drives on Sun Ray DTUs. Data
CDs and DVDs can be read but not written. It does not support floppy drives. Most devices claiming USB 2.0 compliance are
backwards compatible and should work with Sun Ray Mass Storage.

For troubleshooting tips, see Troubleshooting USB Storage.

Device Nodes and USB Peripherals

Sun Ray Server Software creates a device directory called | EEE802. MACID in the / t np/ SUNWit / uni t s directory. This
directory contains the MAC address for each DTU on the interconnect. The | EEE802. MACID directory for each DTU contains
dev and devi ces directories. The Sun Ray dev directory contains a representation of the logical topology of the devices
connected to the DTU. The Sun Ray devices directory contains a representation of the physical topology of some of the devices
connected to the DTU.

) Note

Sun Ray Server Software does not create device nodes for every USB device. Some USB device drivers export
their device interfaces through other mechanisms than a traditional UNIX device node.

Directories correspond to buses and hubs, and files correspond to ports. Hub directories are named according to the port on the
upstream hub into which they are attached.

Device Node Paths

In Sun Ray devices, device nodes are created for each serial or printer port on an attached USB device. The device nodes are
created in the hub directory corresponding to the hub to which they are attached. The nodes are named manufacturer_name and
model_name@upstream_hub_port.

If the USB device has multiple identical ports (for example, two serial ports), the name is followed by :n where n is a numerical
index, starting at 1.

The following example is a typical device node path:

/t np/ SUNWIt / uni t s/ | EEEB02. <MACI D>/ devi ces/ usb@l/ hub@l/ <manuf act ur er _nane>,
<nodel _nane>@3: 1

Definitions of Naming Conventions

Term Definition
physical The physical topology is hub@port/hub@port and so on. The port refers to the port on the parent hub into
topology which the device or child hub is plugged.

printer name 1,  The printer and terminal name in the Sun Ray devices directory is manufacturer, model@port with a colon
terminal name 1 | separating the numerical index when the string just described is not unique in the directory.

printer name 2, = The printer and terminal name in the Sun Ray dev directory is the manufacturer and serial number
terminal name 2 | concatenated with an alphabetic index when the serial number is not unique.

Device Links

Device links are created under the dev directory. A link to each serial node is created in dev/ t er m and a link to each parallel
node is created in dev/ printers.

Typical device links are:

/t mp/ SUNWAt / uni t s/ | EEE802. 080020cf 428a/ dev/ t er m manuf act ur er _nane- 67a
/ t mp/ SUNWAt / uni t s/ | EEE802. 080020cf 428a/ dev/ pri nt ers/ 1608b- 64

The variable manufacturer_name-serial_numberindex where index is an increasing alphabetical character, starting at a.
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If the manufacturer name is not available, the USB vendor and product ID numbers are used for the name of the device link.

Device Node Ownership

Some device nodes are owned by the user whose session is active on the DTU, while others might be owned by root or by other
users that had previously active sessions on the DTU. Device permissions, access controls and ownership rules are determined by
the class of device. For serial devices, only the user whose session is active on the DTU or the superuser have permission to use
the attached device. If no user has an active session, superuser owns the serial and parallel device nodes. This rule might not be
applicable for other classes of USB devices connected to the DTU.

Hotdesking and Device Node Ownership

The following description of the behavior of USB devices when sessions are connected and disconnected from a DTU applies only
to USB serial and USB parallel devices. Other device classes may have different semantics regarding ownership and device lease
times.

Changing the active session on a DTU changes the ownership of the device nodes to the user associated with the new session. A
session change occurs whenever a user inserts or removes a smart card from a DTU or logs into a session.

In a failover environment, you can use the ut sel ect or ut swi t ch command to change a session. A session change causes all
devices currently open by a non-root user to be closed after 15 seconds. Any input to or output from any affected device results
in an error. For a serial device node, if the original session is restored within 15 seconds, the ownership is not relinquished, and
input and output continue uninterrupted.

Devices currently opened by the superuser, including normal printing, remain unaffected by a session change.

Enabling and Disabling Device Services

Sun Ray device services can be enabled and disabled with the ut devadmcommand line tool or with the Admin GUI. Sun Ray
device services include USB devices connected through USB ports, internal serial ports, and internal smart card readers on the Sun
Ray DTU. Device services can also be administered from the Security tab on the Admin GUI Advanced tab.

The Sun Ray 2 and Sun Ray 2FS each have one embedded serial port. The Sun Ray 170 and Sun Ray 270 each have two embedded
serial ports. When an internal serial service is disabled, users cannot access embedded serial ports on the Sun Ray DTU.

When an internal smart card reader service is disabled, users cannot access the internal smart card reader through the PC/SC or
SCF interfaces for reading or writing. However, this condition does not affect session access or hotdesking with unauthenticated
smart cards.

When USB service is disabled, users cannot access any devices connected to USB ports. This situation does not affect HID devices
such as the keyboard, mouse, or barcode reader.

After installation of Sun Ray Server Software, all device services are enabled by default. You can use the ut devadmcommand to
enable or disable device services only in the configured mode, that is, after the Sun Ray Data store is activated.

This configuration affects all the servers in a group and all the DTUs connected to that group.
For more information, see the following related tasks. The other device services can be enabled or disabled with the same syntax.

® How to Determine the Current State of Device Services
® How to Enable or Disable USB Services

Mass Storage Devices (Solaris)

Device Nodes and Links

Mass storage devices have two types of device nodes, block and raw, which are created in the DTU's device directory. A link to
the block device is created in the DTU's dev/ dsk directory and a link to the raw device is created in the dev/ r dsk directory.

Device links have a suffix denoting their slice number. Slice s2 is known as the backup slice, signifying the complete disk. Other
slices are numbered accordingly on the file system on the disk. For UFS disks, slice numbers are derived from the disk label. For
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FAT disks, slices (partitions in this case) are numbered starting from s0. Disk operations such as format or eject should be
directed at slice s2. Partition operations such as nount or f st yp should be directed at the individual slice concerned. See the
Commands for Common Disk Operation on SPARC and x86 Platforms Table for examples.

Mount Points

When a mass storage device is plugged into the DTU, if it has an OS-recognizable file system, it is automatically mounted on a
directory under the user's mount parent directory. The mount parent directory is located in $DTDEVROOT/ mt / . The user can
also locate mount points by using the - | option of the ut di skadmcommand.

% ut di skadm - |

Device Ownership and Hotdesking

When the user's session disconnects from the DTU, the user loses access rights to the mass storage device. All pending 1/0 to the
device halts. This situation can cause the data on the device to be corrupted. Users should use the ut di skadmcommand as
follows to unmount all file systems safely before hotdesking or unplugging the disk from the DTU:

% ut di skadm -r <devi ce_nane>

) Note

Before running this command, close all references to files and directories in the mount point to ensure that the
device is not busy.

Mass Storage Devices and Idle Sessions

If you are using Remote Hotdesk Authentication (RHA), Non-Smart Card Mobility (NSCM), or smart card-based authentication,
long I/0 operations might fail when using mass storage devices on Sun Ray DTUs.

If these types of sessions become idle due to keyboard and mouse inactivity long enough to activate the screen lock, the session
is detached. The user loses access to the storage device, causing any 1/0 in progress to halt, and data may become corrupted.

To avoid this situation, the following options are available:

Maintain keyboard or mouse activity

Increase the screen lock idle time sufficiently to allow 1/0 operations to complete

Disable the screen lock program

Disable the NSCM or RHA policies

Find an alternative way to perform the I/O operation more securely, for example, plug the device directly into the Sun
Ray server in a locked server room

) Note

Some of these options have security and convenience implications that should be carefully weighed against the
timeout issue to determine what is best for your site.

Commands for Common Disk Operation on SPARC and x86 Platforms

The following table is a summary of common disk operations and the commands used to perform them. Refer to the Solaris
System Administration Guide and man pages for more information on the individual commands.

Operation Command Device Name Argument Examples Device Name Argument Examples
(SPARC) (x86)
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Format r nf or mat

Create file system nkf s

Create UFS file newf s

system

Mount ut di skadm
-m

Unmount ut di skadm
-u

Prepare to unplug ut di skadm
-r

Eject media ut di skadm
-e

Check for media ut di skadm
-c

Create f di sk table fdi sk

Repair file system fsck

Display file system df -k
capacity

Display slice capacity  prtvtoc

ut di skadm
-1

List devices

Path of whole disk
$UTDEVROOT/ dev/ r dsk/ di

Path of partition
$UTDEVROOT/ dev/ r dsk/ di

Path of slice
$UTDEVROOT/ dev/ r dsk/ di

Partition name
di sk3s0

Mount point
$DTDEVROOT/ mt /| abel 1

Device alias
di sk3

Device alias
di sk3

Device alias
di sk3

Path of whole disk
$UTDEVROOT/ dev/ r dsk/ di

Path of raw slice
$UTDEVROOT/ dev/ r dsk/ di

Mount point
$DTDEVROOT/ mt / | abel 1

Path of backup slice
$UTDEVROOT/ dev/ r dsk/ di

None

Mass Storage Devices (Linux)

Device Nodes and Links

sk3s2

sk3s0

sk3s0

sk3s2

sk3s0

sk3s2

Path of whole disk
$UTDEVROOT/ dev/ r dsk/ di sk3p0

Path of partition
$UTDEVROOT/ dev/ r dsk/ di sk3pl

Path of slice
$UTDEVROOT/ dev/ r dsk/ di sk3s0

Partition name
di sk3pl

Mount point
$DTDEVROOT/ mt /| abel 1

Device alias
di sk3

Device alias
di sk3

Device alias
di sk3

Path of whole disk
$UTDEVROOT/ dev/ r dsk/ di sk3p0

Path of raw partition
$UTDEVROOT/ dev/ r dsk/ di sk3pl

Mount point
$DTDEVROOT/ mit / | abel 1

Path of backup slice
$UTDEVROOT/ dev/ r dsk/ di sk3s2

None

Mass storage device nodes are block special nodes. They are created in the dev/ dsk directory. Note that for mass storage
devices, device nodes are not created in the devices directory and no device links are created.

Device nodes are named with a partition identifier suffix. The device node representing the whole disk does not have such a

suffix. For example:

® di sk3p2 represents partition 2 of disk3.

® di sk3 represents the whole disk.

Disk operations such as eject should be directed at the whole disk. Partition operations such as mount should be directed at
individual partitions. See Commands for Common Disk Operation on Linux Platforms for examples.

Mount Points

When a mass storage device is plugged into the DTU, if it has an OS-recognizable file system, it is automatically mounted on a
directory under the user's mount parent directory. The mount parent directory is located in $DTDEVROOT/ rmt / . The user can
also locate mount points by using the - | option of the ut di skadmcommand.
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% ut di skadm - |

Device Ownership and Hotdesking

When the user's session disconnects from the DTU, the user loses access rights to the mass storage device, and all pending I/0 to
the device halts. This situation can cause the data on the device to be corrupted. Users should use ut di skadm -r to unmount
all file systems safely before hotdesking or unplugging the disk from the DTU. They should also close all references to files and
directories in the mount point to ensure that the device in question is not busy.

1 Caution
Linux does not immediately write data to disks. Failure to run ut di skadm - r before unplugging mass storage
devices will cause loss of data. Make sure your users run ut di skadm - r before they unplug any mass storage
device.

% ut di skadm -r <devi ce_nane>

Mass Storage Devices and Idle Sessions

If you are using Remote Hotdesk Authentication (RHA), long I/0 operations might fail when using mass storage devices on Sun
Ray DTUs.

If these types of sessions become idle due to keyboard and mouse inactivity long enough to activate the screen lock, the session
is detached. The user loses access to the storage device, causing any I/0 in progress to halt, and data may become corrupted.

To avoid this situation, the following options are available:

Maintain keyboard or mouse activity

Increase the screen lock idle time sufficiently to allow 1/0 operations to complete

Disable the screen lock program

Disable the RHA policy

Find an alternative way to perform the 1/0 operation more securely, for example, plug the device directly into the Sun
Ray server in a locked server room

) Note

Some of these options have security and convenience implications that should be carefully weighed against the
timeout issue to determine what is best for your site.

Commands for Common Disk Operation on Linux Platforms
The following table is a summary of common disk operations and the commands used to perform them.

Operation Command Device Name Argument Examples

Create file system nkfs Path of partition
$UTDEVROOT/ dev/ dsk/ di sk3pl

Mount ut di skadm - m  Partition name
di sk3pl
Unmount ut di skadm -u  Mount point

$DTDEVROOT/ mt / | abel 1

Prepare to unplug  ut di skadm -r  Device alias
di sk3
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Eject media ut di skadm - e Device alias
di sk3
Check for media ut di skadm - c  Device alias
di sk3
Create f di sk table ' f di sk Path of whole disk

$UTDEVROOT/ dev/ dsk/ di sk3

Repair file system fsck Path of partition
$UTDEVROOT/ dev/ dsk/ di sk3pl

Display file system  df -k Mount point
capacity $DTDEVROOT/ rmt / | abel 1
List devices ut di skadm -1 ' None

How to Determine the Current State of Device Services

The ut devadmcommand displays the enabled or disabled state of device services.

How to Enable or Disable USB Services

To enable USB services, use the ut devadmcommand.

............................................................................................................................................................

How to Set Up an Attached PostScript Printer (Solaris)

Sun Ray Server Software supports PostScript™ printers connected directly to a USB port on the Sun Ray DTU or connected
through a USB-to-parallel port adapter. For non-PostScript printer support, refer to How to Set Up an Attached Non-PostScript
Printer.

B Note

The | p subsystem opens the device node as superuser for each print request, so print jobs are not affected by
hotdesking.

For more information on Solaris Ready™ printers, go to http://www.sun.com/solarisready/.

Starting a print queue on a printer attached to a Sun Ray DTU, either directly or through an adapter, is the same process as
starting a print queue in the Solaris OS.

Steps

1. On the Sun Ray DTU where the printer is attached, log in to a new session as superuser (root).

2. To determine the MAC address of the DTU, press the three audio option keys to the left of the power key in the upper
right corner of the keyboard.
The alphanumeric string displayed below the connection icon is the MAC address.

3. To locate the Sun Ray DTU, type:

87


http://wikis.sun.com/display/SRSS4dot2/How+to+Set+Up+an+Attached+Non-PostScript+Printer
http://wikis.sun.com/display/SRSS4dot2/How+to+Set+Up+an+Attached+Non-PostScript+Printer
http://www.sun.com/solarisready/

Sun Ray Server Software 4.2 Administration Guide

# cd /tnp/ SUNWIt/ uni t s/ *<MAC_addr ess>
# pwd
/t mp/ SUNWAt / uni t s/ | EEE802. <MACI D>

The path to the extended MAC address for your particular Sun Ray DTU is displayed.

4. Locate the port for the printer by typing:

# cd dev/printers
# pwd
[t np/ SUNWIt / uni t s/ | EEE802. <MACI D>/ dev/ printers
#1s
<pri nt er - node- nane>

5. In the directory, locate the printer node.
6. Add the new printer.
a. Start the Solaris Print Manager.

b. Click OK to choose files for repository.
c. Go to Printer -> New Attached Printer.
d. Type the following information:
® Printer name: printername
Description (optional)
Printer port
Printer make
Printer model
Choose Other to type the printer port path name. To locate the printer port, refer to Step 4.
7. Verify that the printer has been set up correctly.

# | pstat -d <printernane>

How to Set Up an Attached PostScript Printer (Linux)

Sun Ray Server Software supports PostScript™ printers connected directly to a USB port on the Sun Ray DTU or connected
through a USB-to-parallel port adapter. For non-PostScript printer support, refer to How to Set Up an Attached Non-PostScript
Printer.

ﬂ Note

The | p subsystem opens the device node as superuser for each print request, so print jobs are not affected by
hotdesking.

The following generic instructions might vary slightly from one operating system implementation to another, but they should
provide enough information to enable an administrator to set up basic printing services.

Steps

1. On the Sun Ray DTU where the printer is attached, log in to a new session as superuser (root).

2. To determine the MAC address of the DTU, press the three audio option keys to the left of the power key in the upper
right corner of the keyboard.
The alphanumeric string displayed below the connection icon is the MAC address.

3. Locate the Sun Ray DTU.
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# cd /tnp/ SUNWIt / uni t s/ *<MAC_addr ess>
# pwd
/t mp/ SUNWIt / uni t s/ | EEE802. <MACI D>

.................................................................................................................................................

The path to the extended MAC address for your particular Sun Ray DTU is displayed.

4. Locate the port for the printer.

.................................................................................................................................................

# cd dev/printers

# pwd

/t np/ SUNWIt / uni t s/ | EEEB02. <MACI D>/ dev/ printers
#1s

<pri nter - node- nane>

5. In the directory, locate the printer node.
6. Use the Linux administration tools to set up the printer.

Choose Other so that you can provide the device node from Step 4.
7. Verify that the printer has been set up correctly.

8. Create a soft link to the Sun Ray printer node in / dev/ ush.
For example, if the device node is
/t np/ SUNWIt / uni t s/ | EEE802. <mac- addr ess>/ dev/ pri nt er s/ <devi ce node>,
you would use the following command:

#1n -s /tnp/ SUNWIt/ units/| EEEB02. <nmac- addr ess>/ dev/ pri nt er s/ <devi ce node>
\/ dev/ usb/ sunray- printer

Use this soft link (/ dev/ usb/ sunray- pri nt er) as the Device URI while creating the print queue.

9. Update / et c/ cups/ cupsd. conf to set the RunAsUser property to No.
10. Restart the cups daemon.

How to Set Up an Attached Non-PostScript Printer

Printers that do not use PostScript, such as engineering plotters, are best supported by third-party software. Low-cost inkjet
printers require third-party software such as the following:

® Easy Software's ESP PrintPro, available from http://www.easysw.com
® Ghostscript, available from http://www.ghostscript.com
® Vividata PShop, available from http://www.vividata.com

Check with the vendors for pricing and the precise printer models supported.

How to Set Up Serial Attached Devices

To use serial attached devices with a DTU, you must attach them either to internal serial ports or by using USB-to-Serial adapters
listed on the Sun Ray Hardware Compatibility List.

All ports except port A on the Sun Ray 170 support full handshaking and standard UNIX semantics. Port A on the Sun Ray 170 has
no hardware handshaking pins, so it can't be used when a hardware handshake is required.

Symbolic links to the serial port device nodes are located under $UTDEVROOT/ dev/ t er m Built-in ports are named "a" or "b",
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and serial adapter ports have longer descriptive names.

Serial ports become unowned during hotdesking, so you should make sure any serial port activity is stopped before removing
your smart card or resetting the DTU.

How to Enable Applications to Access USB Devices

| i busb is an open-source userland USB API / | i br ary that enables an application to access USB devices. | i busb has been
implemented for a number of operating environments, including Linux, BSD, MacOS, and Windows, as well as for Solaris and Sun
Ray environments.

| i busb applications can run on any operating environment that supports | i busb. For further information, see
/usr/sfw share/doc/|ibusb/libusb.txt.

The following table lists some open source applications that make use of | i busb support and enable users to access scanners,
digital cameras, and other devices.

Open-Source | i busb Applications

Application = URL Comments

Sane http://www.sane-project.org = For scanner support
Gphoto http://www.gphoto.org For digital still cameras
ColdSync http://www.coldsync.org For Palm device support

For further information, please see:

® http://sourceforge.net
® Sun Download Center
® Thel i busbut man page

How to Unmount a Mass Storage Device From a DTU

1 Caution
Failure to run ut di skadm -r before unplugging mass storage devices will cause loss of data. Make sure your
users run ut di skadm - r before they unplug any mass storage devices.

% / opt / SUNWIt / bi n/ ut di skadm -r <devi ce_nanme>

Troubleshooting Printers

Problem: "Failed to open the printer port" message.

Verify that the printer node used for configuring the printer has been created and is available under
/ t mp/ SUNWAt / uni t s/ | EEE802. <maci d>/ dev/ printers.

If the printer node is not available, reboot the DTU.
Troubleshooting USB Storage
Problem: Device nodes are not created.

Check the log file / var / opt / SUNWit / | og/ ut st or aged. | og for a message about why device nodes were not created. Some
mass storage device types are not supported.
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Problem: The device is not automatically mounted.

Check the log file / var / opt / SUNWit / | og/ ut nount d. | og for an error message.
This condition occurs when the Sun Ray operating system does not recognize the storage devices's file system.

Problem: The device is not automatically unmounted.
This condition occurs when a user still has an open reference to the mount point at the time the storage device is unplugged or

the user's session is disconnected. The mount point becomes a stale mount point and persists until the system is rebooted or until
the administrator removes it.

How to Find and Remove Stale Mount Points

1. Search for stale mount points:

2. For each stale mount point, close all references to the mount point.
3. For each stale mount point, terminate all processes that refer to the mount point.
4. Remove the mount point.
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® Problem: An application ignores the $AUDI CDEV environment variable.
® Keyboard Country Codes

Managing Sun Ray DTU User Settings and Sessions (All Topics)

How to Power Cycle a Sun Ray DTU

How to Power Cycle a Sun Ray DTU (Hard Reset)

To power cycle a DTU with a hard reset:

® Disconnect and then reconnect the power cord.
® Press the power button if one is available.

How to Power Cycle a Sun Ray DTU (Soft Reset)

To power cycle a DTU with a soft reset, press the key sequence Ct r | +Power .

The Power key at the right side of the top row of a Sun Type 6 or Type 7 keyboard has a crescent moon icon. Therefore, the soft
reset key sequence is often called Ct r | +Moon.

How to Terminate a DTU Session

To terminate the current session and the current X server process, perform one of the following actions:

® Choose Launch->Log Out from your JDS desktop.
® Press the key combination Ct r | +Al t +Bksp+Bksp.

A momentary delay might occur before the session terminates.
1 Caution
Use Ctr | +Al t +Bksp+Bksp only for emergencies when you are unable to log out from the desktop. When

using this method, applications will not have the opportunity to exit properly and save data, and some
application data corruption might result.

How to Disconnect a DTU Session

) Note

NSCM and RHA sessions are disconnected if the screen lock idle time interval is exceeded. See Mass Storage
Devices (Linux) and Mass Storage Devices (Solaris).

You can disconnect a DTU session through any of the following methods:

® | ock the session through the current desktop manager. For example, in the Java Desktop System, choose Launch->Lock
Screen.
® Type the following command:

% / opt / SUNWit / bi n/ ut det ach

® Press Shi ft +Pause.
To change the disconnect hot key combination, see Sun Ray DTU Hot Keys.
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) Note

The hot key combination does not work with a full-screen Windows session.

® Connect to your session through another DTU, either by inserting your smart card and authenticating to RHA or by
logging in through NSCM.

How to Redirect a DTU Session

A DTU session is redirected to the appropriate server based on the following situations:

® Failover Group redirection occurs after token insertion.
® Regional Hotdesking redirection (if configured) occurs after token or user identification and before user authentication.

To redirect a session to a different server manually, use the ut sel ect graphical user interface (GUI) or the ut swi t ch
command.

How to Redirect to a Different Server

® From a shell window on the DTU, type:

The selections in the window are sorted in order of the most current to least current active sessions for the token ID.

In the following figure, the Server column lists the servers accessible from the DTU. The Session column reports the DISPLAY
variable X session number on the server if one exists. In the Status column, Up indicates that the server is available. The first
server in the list is selected by default. Select a server from the list or type the name of a server in the Enter server field. If a
server without an existing session is selected, a new session is created on that server.

Server Selection (utselect) GUI

|~ Serversaect |||

Server Selection

Server Sezzion Status
ZURFays

zunrayl Hone Offline
SUNEay3 Mare Up

Enter server: |

OK Cancel | Refresh

This screen enables the user to select a server in a failover group.

How to Redirect a DTU Manually

® |n ashell window on the DTU, type the following command:
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% ut swi tch -h <host >

where host is the host name or IP address of the Sun Ray server to which the selected DTU is redirected.

How to List Available Hosts

® |n a shell window, type the following command:

% utswi tch -1

Hosts within the current server group that are available to the Sun Ray DTU are listed.

How to Disable Screen Blanking on a Sun Ray DTU

There may be times when users do not want their DTUs in power saving mode, during which the screen goes blank after a
specific period of nonuse.

Power management is a feature of the Sun Ray Server Software and it is enabled by default. There are a couple of ways to disable
power saving mode.

To Disable Then...
Power

Saving

Mode...

At the Refer to your desktop documentation about how to disable the power management feature or the screensaver
desktop feature.

environment

level, Here are some examples:

Use the xset command.
For Solaris, make sure that xscr eensaver (JDS) or dt sessi on (CDE) is disabled or configured to not
blank or lock the screen. If active, xscr eensaver overrides any settings you have made using the
xset command. See the xscr eensaver (1) man page for details.

® For Linux, make sure that gnonme- scr eensaver is disabled or configured to not blank or lock the
screen. See the gnome- scr eensaver - conmand(1) man page for details.

From the Set the Advanced- >Vi deo- >Bl anki ng parameter to O in the Sun Ray DTU Pop-up GUI, if enabled. For more
Sun Ray details, see How to Set DTU Configuration Parameters (Pop-up GUI).
DTU level,

How to Enable or Disable XRender

The X Rendering Extension (XRender) allows applications on a client to use a rendering model based on Porter-Duff compositing.
XRender is enabled by default because many new X applications require XRender to improve performance or to even function

properly.

However, some applications use of XRender may conflict with optimizations in the Sun Ray protocol and create an increase in
both CPU loading and network bandwidth consumption. In these instances, the applications may see a performance benefit by
disabling the XRender extension.

If Sun Ray clients experience performance degradation with a particular application after upgrading to Sun Ray Software 5, use
the following procedure to disable XRender.
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) Note

After enabling or disabling XRender, users must restart their current Sun Ray session (Ct r | +Al t +Bksp+Bksp)
for the change to take affect. Or, they can log out from their current session and log back in.

To disable XRender on a client, type the following command:

% ut xconfig -n off

To enable XRender on a client, type the following command:
% utxconfig -n on

How to Disable XRender as the Default for All Clients

1. Become root on the Sun Ray server.
2. Disable XRender as the default, overriding all user configured and system default settings.

# utxconfig -A -n off

B Note

You can use the - A option to make the setting mandatory for all DTU users, regardless of their personal
settings. See the ut xconf i g man page for details.

How to Modify Screen Resolutions

Sun Ray users can modify their screen resolution settings by invoking the ut set ti ngs command.

Any resolution selection made within a session remains effective whenever the session is displayed on that particular DTU. The
selection is not lost if the unit goes into power-save mode or is power-cycled; however, the resolution settings selected through
the ut set ti ngs command apply only to the DTU where the command is run.

When a user moves to another DTU, the resolution settings do not accompany the user to the new DTU, but the settings remain
effective for the user's session on the original DTU if the user returns to the session through hotdesking.

If the session is associated with a personal mobile token, such as a smart card or an NSCM credential, a message displays offering
to make the selected timing permanent. If a user accepts that offer, then the timing is retained and reused on that user's
subsequent personal mobile token sessions on the same DTU.

In addition, the administrator can use the ut r esadmcommand to arrange for particular monitor timing to be used in the
following situations:

® Whenever a specific token is presented on a specific DTU
® On a specific DTU regardless of the token that is presented at the DTU
® On all DTUs regardless of the token that is presented at the DTU

Any conflict among settings is resolved in favor of the most specific configuration rule. That is, a configuration record for a
specific token at a specific DTU takes precedence over a record for any token at that specific DTU, and a configuration record for
any token at a specific DTU takes precedence over a record for any token at any DTU.

For further details, see the ut set ti ngs and ut r esadmman pages.

How to Display DTU Information

This procedure describes how to view information, including the currently installed firmware, about registered DTUs.
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Command-Line Steps

1. Log in to the Sun Ray server.
2. Display information about a DTU.

ut desktop -p <deskt opl D>

where <deskt opl D> is the Sun Ray DTU identifier.

Admin GUI Steps

) Note

To facilitate the searching process, you can use the Admin GUI to edit DTU properties. Click the DTU Identifier
and then click edit. You can then provide a location or other information.

® C(Click the Desktop Units tab.

From the Desktop Units tab, you can do the following:
® To display information about a specific DTU, click on the DTU Identifier (MAC address) or enter a search string

in the text field.
® To display information about a group of DTUs, select an option from the drop-down menu (All Connected

Desktop Units, Token Readers, or Multihead Groups) and/or enter a search string in the text field to narrow your

search.

How to Change Sun Ray DTU Settings

Sun Ray Settings GUI

Sun Ray Settings is an interactive GUI that enables the user to view and change the settings for the Sun Ray DTU that the user is

currently logged into.

The Sun Ray Settings GUI contacts the Session Manager to determine which DTU is currently being used and connects to that unit
to get the current values. The GUI maintains a connection to the Session Manager so that the Session Manager can notify the GUI
if the user moves to another DTU by removing the smart card and inserting it into another DTU.

Steps
1. Press the Settings hot key or run the ut set ti ngs command.

The default Settings hot key combination is Shift+Props but this assignment can be reconfigured, as described in Sun Ray
DTU Hot Keys.
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The Sun Ray Settings window is displayed, as shown in the following figure:

sun Ray

2. Use the Cat egory menu to view the Audi o Qut put, Audi o | nput, Di spl ay or Vi deo settings panels.
3. To change a setting, move the appropriate scroll bar, checkbox, or pull-down menu.

Changes to the monitor signal timing through the Resol ut i on/ Ref resh Rat e setting require confirmation before
and after the change is applied to the DTU. All other changes take effect immediately.
4. Dismiss the Sun Ray Settings window.
® |f the window was launched by the Settings hot key, press the hot key again or apply the window manager's
cl ose action to that window.
® |f the window was launched by invoking ut set t i ngs directly, apply the window manager's cl ose action to
that window.

ut set Command

The ut set command provides a non-GUI mechanism for reporting and modifying Sun Ray DTU settings. For details, refer to the
ut set man page.

Sun Ray DTU Hot Keys

The Sun Ray Server Software provides a number of keyboard shortcuts, referred to as hot key sequences or hot keys, which can
be used to trigger certain activities either on the DTU or within the Sun Ray session running on the Sun Ray server.

Some of these hot key sequences have fixed definitions that cannot be modified. Others have definitions that can be reconfigured
by a user or by an administrator.

The activities controlled by these hot keys are specific to Sun Ray. Desktop software running in the Sun Ray session might provide
a separate keyboard shortcut facility that provides additional hot keys for desktop activities, perhaps including the ability to
launch certain programs.

Non-Configurable Hot Keys

The Sun Ray hot keys listed in the following table cannot be reconfigured. These hot key activities can be triggered by using
either a Sun-specific key combination (using keys that might exist only on Sun keyboards) or by an alternative key combination
that does not require Sun-specific keys.

Sun-specific Non-Sun Hot Key Action
Hot Key

Mit e Ctrl +Pause+ Audio mute and unmute.
Cur sor Down
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Sof t er Ctrl +Pause+ Decreases the audio volume.
Cur sor Left
Louder Ctrl +Pause+ Increases the audio volume.
Cur sor Ri ght
Mt e+ Ctirl +Pause+N Displays the DTU MAC and IP addresses and server IP address.
Sof ter+
Louder
Ctrl +Power @ Ctrl +Pause+A Power cycles the DTU. On a Sun keyboard the Power key carries a crescent moon

glyph and is positioned at the top right corner of the keyboard.
St op+C Cirl +Pause+C Clears any local configuration data on the DTU.

St op+S or Cirl +Pause+Sor  Activates the DTU's local Pop-up GUI to configure the DTU. This GUI is available only
St op+M Crl +Pause+M when the DTU has been loaded with GUI-capable firmware.

St op+V Crl +Pause+V Shows the DTU's model, MAC address, and firmware version.

Crl+Alt+  Ctrl +A t +Bksp+ Terminates a session. This hot key cannot be reconfigured to another value, but it can

Bksp+Bksp | Bksp be disabled. For details, see the ut xconfi g man page.
CGrl+Alt+ Crl +At +Del + Terminates the process that has taken control of the X server.
Del +Del Del

Configurable Hot Keys

Hot keys can be configured to launch the ut set ti ngs or ut det ach Sun Ray utilities. The scopes for these hot keys are as
follows:

® System-wide default setting
® User default setting
® System-wide mandatory setting

To support these levels of customization, at session startup Sun Ray examines a series of properties files in the order shown in the
table below.

Sun Ray Settings Properties Files

File Scope  Description

[ etc/ opt/ SUNWIt / ut sl aunch_def aul ts. properties | System  This file contains the default properties. Any
properties specified override any defaults built into

the application itself.

$HOVE/ . ut sl aunch. properties User This file contains the user's preferred values, which
override any application or system-wide defaults.

/ et c/ opt/ SUNWIt / ut sl aunch_mandat ory. properti es System  This file contains system-wide mandatory settings
that cannot be overridden by the user. These
properties override any application, system-wide, or
user defaults.

If your policy is for all users to use the same standard hot key, modify the system-wide mandatory defaults file to specify this
standard key. This setting prevents users from specifying their own hot key preferences.

The format of the hot key entry in these properties files is uti | i t y_name. hot key=val ue where utility_name is the name of
the utility (currently either ut set ti ngs or ut det ach) and value is a valid X keysym name preceded by one or more of the
supported modifiers (Ctr I, Shi ft, Al t, Met a) in any order. Default values are shown in the following table.

Defaults for Configurable Hot Key Values

Configuration Property Default Hot Action
Name Key
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ut settings. hot key Shift+ Invokes the DTU Settings GUI.
Pr ops

ut det ach. hot key Shift+ Detaches the session from this DTU. (Often used to to detach a non-smartcard
Pause mobile session.)

How to Change Hot Key Settings for All Users

If you don't want your users to use the default hot keys, you can set up the system-wide defaults file to specify different hot keys.
Users can still specify their preferences in the user defaults file.

You can change the following hot keys:

ut settings. hot key: Launches the DTU Settings GUI
ut det ach. hot key: Detaches the session from the DTU

See Sun Ray DTU Hot Keys for details.

1. As superuser, open the / et ¢/ opt / SUNWIt / ut sl aunch_def aul ts. properti es file in a text editor.

) Note

If you want to make the change mandatory for all users even if they have user defaults set, change the
value in the / et c/ opt / SUNWIt / ut sl aunch_nandat ory. properti es file.

2. Locate the original hot key entry for the utility you want to change and place a # in front of it to comment it out.

For example:

# utdetach. hot key=Shi ft Pause

3. Type the new hot key property after the first statement.

For example,

ut det ach. hot key=Al't F9

4. Save the ut sl aunch_def aul ts. properti es file.
The new hot key takes effect for each user when that user next logs in. Users who were logged in before you redefined
the hot key continue to use the old value.

How to Change the Hot Key Settings for a Single User

You can change the following hot keys:

® utsettings. hot key: Launches the DTU Settings GUI
® ut det ach. hot key: Detaches the session from the DTU

A user's hot key settings override any system-wide default settings, unless they are mandatory. See Sun Ray DTU Hot Keys for
details.

1. In the user's home directory, create the . ut sl aunch. properti es file.

»ﬂ Note

Make sure that the user owns and can read this file.

2. Add a line to the . ut sl aunch. properti es file with the value for the hot key.

For example:
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utsettings. hot key=Shift F8

3. Save the . ut sl aunch. properti es file.
4. Log out and log back in to enable the new hot key.

About GNOME Display Manager (GDM) (Linux)

The GNOME Display Manager (GDM) is responsible for logging users into your system and starting their sessions (X11 server plus
applications). It is typically used to manage the console on a system that is configured with a graphics device, but it may also be
used to manage other displays attached to a system.

Installation of GDM

During the SRSS installation process, you are asked whether the installation script should remove the existing GDM from your
system if your GDM version is earlier than 2.12. Answer Yes to this question to continue with the SRSS installation, remove the old
GDM from your system, and install the Sun Ray enhanced version. If you answer No, the SRSS install process quits.

Because older GDM versions are removed during SRSS installation, do not use a GDM-controlled display for the installation. Use
either a telnet session into the server or a virtual terminal.

Uninstallation of GDM

If you remove the SRSS software on SuSE Linux, you will be asked whether the Sun Ray enhanced GDM should remain on your
system. If you answer No, you might have to install the original GDM RPM if you want non-Sun Ray displays, such as the console,
to be managed.

Configuration of GDM

Sun Ray installation removes the current GDM from your system, including its configuration file. Therefore, if you have modified
your GDM configuration, back up the file before installing SRSS. You may then wish to reapply your changes to the
/ et c/ X11/ gdnmf cust om conf file that SRSS installs.

1 Caution
Do not simply replace the GDM configuration file that Sun Ray Server Software installs with your old GDM
configuration file. The Sun Ray Server Software will not work correctly if you do.

Bundled Greeter

If you are using Kiosk mode, please see the ki osk man page for details about the bundled GDM greeter. See also Managing
Kiosk Mode.

How to Limit Administrative Privileges for Non-root Users (Linux)

Many Linux systems come configured with liberal administrative privileges for non-root users. These privileges should not be
made available to users who log in using a Sun Ray DTU.

To limit administrative access, do the following:

® Review the man pages for pam consol e, consol e. per ns, and consol e. apps.
® Editthe/etc/ security/ consol e. perns file to remove display numbers from the definition of console. If a
definition exists for xconsol e, it should be removed.

For example, a line that reads:
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<consol e>=tty[0-9][0-9]* vc/[0-9][0-9]* :[0-9][0-9] :[0-9]

............................................................................................................................................................

............................................................................................................................................................

<xconsol e>=:[0-9][0-9] :[0-9]

Troubleshooting Audio Output

Tracking Audio Sessions

Each time a user logs in to a Sun Ray DTU, a script automatically assigns the $AUDI ODEV environment variable to that session.
One ut audi o process is assigned to each session. Refer to the ut audi o and audi 0 man pages for more information.

Audio Device Emulation

During hotdesking, an emulated audio device follows the user to the new session. The name of the emulated device is carried in
the $AUDI ODEV environment variable. It is the responsibility of the audio application to inspect $AUDI ODEV and direct its output
to that device.

The emulated audio devices are created as device nodes in the / t mp/ SUNWit / dev/ ut audi o directory. This directory tree is
recreated at boot time.

1. Caution
Do not remove the / t mp/ SUNWIt / dev/ ut audi o directory. If you delete this directory, users with ut audi o
sessions cannot use their audio pseudo device nodes.

Problem: Audio is not working.

Use the Sun audio keys (top right of keyboard) and check the volume and mute buttons.
Display the Sun Ray session's audio settings:

.................................................................................................................................................

and verify that the audio output is selected properly, for example, for headphones or speakers.

Make sure the volume is not muted in your desktop session.
Try a set of external speakers plugged into the Sun Ray's audio out or headphones port. If that works, the Sun Ray might
have a broken speaker.

® To test whether the audio is working, type the following:

.................................................................................................................................................

Solaris provides suitable sample PCM-encoded audio files in / usr/ shar e/ audi o/ sanpl es/ au, so for instance this
command:
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should produce the sound of a gong.

Linux generally does not provide PCM-encoded audio files. If you can not locate a suitable file then this command can be
used to generate a continuous tone:

.................................................................................................................................................

$ perl -e 'foreach(-8..8){push(@, pack("n",4*$_))} while(l){print @}' >
$AUDI CDEV

If the cat or per| command hangs, you might need to quit any other applications that are currently trying to play
audio, for example, a browser.

Problem: Audio is not working with Firefox.

® Check the current release of the Flash plugin and make sure it is at version 9.0.r125 or later. To check the Flash plugin

version, type about : pl ugi ns as the URL in the browser.

Try quitting Firefox and explicitly restart it in a terminal window: / usr/ di st/ exe/ fi r ef ox.

If all else fails, quit Firefox, go to your . nozi | | a directory, and rename the "firefox" directory to something else, for
example, fi r ef ox. j an09. Then, restart Firefox and see whether the audio works with a completely clean
configuration.

If the audio works with the clean configuration, then something is wrong in your browser's previous configuration.

Problem: An application ignores the $AUDI ODEV environment variable.

Some applications fail to honor $AUDI ODEV and unconditionally use a specific audio device node such as / dev/ audi o or

/ dev/ dsp. To work around this shortcoming Sun Ray Server Software provides a preloadable shared library | i bc_ut . so that
can be used to interpose on an application and redirect its activities to the device specified by $AUDI ODEV. To put this
redirection into effect:

. Navigate to the shell or wrapper from which you started the audio player.
. Set the environment variable LD_PRELQAD in the player application's environment to refer to the | i bc_ut . so

interposer:

.................................................................................................................................................

$ LD _PRELQAD=! i bc_ut. so
$ export LD PRELOAD

. Restart the application.

Keyboard Country Codes

A keyboard country code is a number representing a specific USB keyboard map that can be set in the Sun Ray client firmware to
provide better Non-US keyboard support. This code is needed if the keyboard returns a country code of 0.

The code can be set through the Pop-Up GUI or the .parms file.

Keyboard Country Codes

1 Arabic

2 Belgian

3 Canada_Bi

4 French-Canadian
5 Czech

6 Denmark

7 Finnish

8 France
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9 Germany

10 Greek

12 Hungarian
14 ltaly

15 Japan

16 Korea

17 Latin-American
18 Netherland
19 Norway

21 Polish

22 Portugal
23 Russia

24 Slovakian
25 Spain

26 Sweden

27 Switzerland
28 Switzerland_Ge
30 Taiwan

31 TurkeyQ
32 UK-English
33 US-English
35 TurkeyF
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Sun Ray System Commands

The important commands used to administer the Sun Ray System are listed below. For further information, see the man page for
the command in question.

See the Man Pages page to view the man pages for any of these commands.

Command Definition
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utaction

ut adm

ut admi nuser

ut amghadm

ut canmi grate

ut capture

utcard

utconfig

utcrypto

ut deskt op

ut det ach

ut devadm

ut di skadm

ut dssync

ut ej ect
ut f wadm
ut fw oad

ut f wsync

ut gnt ar get

ut groupsi g

ut gst at us

utinstall

ut ki osk

Provides a way to execute commands when a Sun Ray DTU session is connected, disconnected, or
terminated.

Manages the private network, shared network, and DHCP (Dynamic Host Configuration Protocol)
configuration for the Sun Ray interconnect.

Used to add, list, and delete UNIX user names from the list of users authorized to administer Sun Ray
services. The list is stored in the Sun Ray Data Store.

Used to configure or disable regional hotdesking, which enables users to access their sessions across
multiple failover groups. Regional hotdesking was previously known as Automated Multigroup
Hotdesking (AMGH).

(Solaris only) Used to migrate existing CAM configuration to its Kiosk Mode equivalent with the
intention of migrating from existing CAM sessions to Kiosk sessions. This migration includes the creation
of Kiosk application descriptors, prototypes, session configuration and application lists. The migration
does not include support for CAM wrapper scripts.

Connects to the Authentication Manager and monitors packets sent and packets dropped between the
Sun Ray server and the Sun Ray DTUs.

Enables the configuration of different types of smart cards in the Sun Ray Data Store

Performs the initial configuration of the Sun Ray server and supporting administration framework
software.

Used for security configuration.

Enables the user to manage Sun Ray DTUs connected to the Sun Ray server on which the command is
run.

Disconnects the current non-smart card mobile session or authenticated smart card session from its
respective Sun Ray DTU. The session is not destroyed but put into a detached state. The session can be
accessed again only after authentication. When Remote Hotdesk Authentication (RHA) is disabled
(through ut pol i cy or the Admin GUI), ut det ach affects only authenticated smart card sessions and
non-smart card mobile sessions.

Used to enable/disable Sun Ray device services. The devices include USB devices connected through
USB ports, embedded serial ports, and the internal smart card reader in the Sun Ray DTU.

Used to administer Sun Ray mass storage.

Converts the port number for the Sun Ray Data Store service to the new default port on servers in a
failover group, then forces all servers in the group to restart Sun Ray services.

Used to eject media from a removable storage media device.
Manages firmware versions on the Sun Ray DTUs.
Used primarily to force the download of new firmware to a DTU running older firmware than its server.

Refreshes the firmware level on the Sun Ray DTUs to the level available on the Sun Ray servers in a
failover group. It then forces all the Sun Ray DTUs within the group to restart.

Manages a group-wide list of explicit destinations for Sun Ray group membership announcements.

Sets the failover group signature for a group of Sun Ray servers. The ut gr oupsi g command also sets
the Sun Data Store r oot pw used by Sun Ray to a value based on the group signature. Although

ut gr oupsi g sets the r oot pwin the ut dsd. conf file, it does not set the admin password, which is a
separate entity, in the data store.

Enables the user to view the failover status information for the local server or for the named server. The
information that the command displays is specific to that server at the time the command is run.

Used to installs, upgrade, and remove the Sun Ray Server Software.

Used to import/export kiosk configuration information into the data store. It also supports storage of
multiple named kiosk session configurations in the data store.
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ut ki oskoverri de

ut mhadm

ut mhconfig
ut nount
ut policy

ut preserve

ut pw

ut query
ut r eader

utreplica

utresadm

ut r esdef

utrestart

ut sel ect

ut sessi on
ut set

ut settings

ut sunnc

ut sunnti nst al |

utswitch

ut unount

ut user

ut wal |

ut who

ut xconfi g

Provides a way to set the session type associated with a token, to select a kiosk session configuration for
a token associated with a kiosk session, or to query the session type and kiosk session currently
associated with a token.

Provides a way to administer Sun Ray server multihead terminal groups. The information that ut mhadm
displays and that is editable is stored in the data store.

Enables an administrator to list, add, or delete multiheaded groups easily.
Used to mount a file system on a Sun Ray mass storage device.
Sets and reports the policy configuration of the Sun Ray Authentication Manager, ut aut hd.

Saves existing Sun Ray Server Software configuration data to the / var/ t np/ SUNWit . upgr ade
directory.

Changes the Sun Ray administrator password (also known as the UT admin password) used by the
Web-based and command-line administration applications.

Collects DHCP information from the Sun Ray DTUs.
Used to add, remove, and configure token readers.

Configures the Sun Ray Data Store server to enable replication of administered data from a designated
primary server to each secondary server in a failover group. The data stores of the secondary servers
remain synchronized automatically unless there is a power outage. The - z option is useful for updating
the port number.

Enables an administrator to control the resolution and refresh rate of the video monitor signal
(persistent monitor settings) produced by the Sun Ray unit.

Enables an administrator to create, delete, and view resolution definitions, that is, monitor signal timing
definitions for monitors attached to Sun Ray DTUs.

Used to start Sun Ray services.

Presents the output of ut swi t ch -1 as a list of servers in the current host group, to be used for
reconnection of the current DTU. A user can either select a server from this list or specify a server not in
the current host group by typing its full name in the ut sel ect text box.

Lists and manages Sun Ray sessions on the local Sun Ray server.
Enables a user to view and change Sun Ray DTU settings.

Opens a Sun Ray Settings dialog box that enables the user to view or change audio and visual settings
for the Sun Ray DTU.

(Solaris only) Adds the Sun Ray Server Software module to the Sun Management Center (SunMC) and
loads it to permit monitoring of Sun Ray Server Software. The ut sunnt command can also remove the
Sun Ray Server Software module from SunMC.

(Solaris only) Used to install and uninstall the Sun Ray module for SunMC on a SunMC server where Sun
Ray Server Software is not installed.

Enables a Sun Ray DTU to be switched among various Sun Ray servers. ut swi t ch can also list existing
sessions for the current token.

Used to unnmount a file system from a Sun Ray mass storage device.

Reports Sun Ray user token registrations and enables the administrator to manage those registrations.
ut user is able to obtain smart card token values from DTUs that are configured as dedicated token
reader devices.

Sends a message or an audio file to users having an Xnewt or Xsun (X server unique to Sun Ray) process.
The messages can be sent in email and displayed in a pop-up window.

Assembles information about display number, token, logged-in user, and the like, in a compact format.

Manages X server configuration parameters for users of Sun Ray DTU sessions.
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Man Pages

) Note

To search for a specific command in the following pages, use your browser's find tool to search within the
page.

Solaris Man Pages

The following links provide the entire output for each of the man page sections.

User Commands - man(1)

System Administration Commands - man(1m)
Interface Plugins - man(3)

File Formats - man(4)

Standards, Environments, and Macros - man(5)
Device Drivers - man(7d)

Linux Man Pages

User Commands - man(1)

Interface Plugins - man(3)

Device Drivers - man(4)

File Formats - man(5)

System Administration Commands - man(8)

How to View a Man Page (SUNWIt Man Pages)

............................................................................................................................................................

% man -M /opt/SUNWIt/ man <command>
% set env. MANPATH=/ opt / SUNWit / man
% man <conmand>

% man -M /opt/SUNVKi o/ man <conmand>
% set env. MANPATH=/ opt / SUNVKi o/ man
% man <command>

............................................................................................................................................................

Administration Tool (Admin GUI)

The Sun Ray Administration Tool (Admin GUI) is organized around primary Sun Ray objects such as servers, sessions, desktop
units, and tokens. Each type of object has a dedicated tab that provides related functionality.

To access the Admin GUI, see How to Log In to the Administration Tool (Admin GUI).

Administrative Name and Password

The default user name for the administration account is admi n.

The password is the one that was specified when the Sun Ray server was configured. For more information, see How to Configure
the Sun Ray Server Software. To change the administration password, use the Advanced tab.

To allow another user account to perform administrative functions, see How to Enable or Disable Multiple Administration
Accounts (Solaris) or How to Enable or Disable Multiple Administration Accounts (Linux).
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Admin GUI Functionality

The Admin GUI provides the following functionality:

Tab Functions
Servers From the Servers tab, you can do the following tasks:
® |ist all of the servers in the failover group.
® Display the host group's network connectivity status.
® Show the host group's installed Sun Ray packages.
® Display details about each server.
® Perform a warm restart of Sun Ray services on a local or
failover group basis. A warm restart does not terminate
sessions prior to the restart.
® Pperform a cold restart of Sun Ray services on a local or
failover group basis. A cold restart terminates all sessions on
the selected servers prior to the restart.
Sessions  From the Sessions tab, you can do the following tasks:
List all the sessions, sorted by user sessions and idle sessions.
Use the search function to find specific sessions such as
those running on a single server or sessions where a specific
user is logged in.
® Select a session's server to display details about the server or
DTU and to select and terminate sessions.
Desktop = From the Desktop Units tab, you can do the following tasks:
Units
® |ist all registered DTUs and Sun Desktop Access Clients.
® List all connected DTUs and Sun Desktop Access Clients.
® List all DTUs configured as token readers.
® List all DTUs and Sun Desktop Access Clients participating in
multihead groups.
Tokens From the Tokens tab, you can do the following tasks:

® Manage the tokens associated with users.
® Manage the pseudo-tokens associated with DTUs.

Advanced = The Advanced tab includes the following subtabs:
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Security Subtab

From the Security subtab, you can disable and re-enable security
settings, such as encryption of communication between DTU and
server, server authentication, security mode, and device access.

System Policy Subtab

From the System Policy subtab, you can regulate authentication
manager policy settings, such as:

® Access for card users and non-card users, which includes

enabling Kiosk Mode, Sun Desktop Access Client (Software

Client) access, or Mobile Sessions.
Enabling Client Authentication
Enabling the Multihead feature,
Session Access when Hotdesking

Kiosk Mode Subtab

From the Kiosk Mode subtab, you can configure Kiosk Mode for your

system.

Card Probe Order Subtab

From the Card Probe Order subtab, you can rearrange the order that
smart cards are probed. You can move the cards that are used most

frequently to the top of the list.
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Data Store Password Subtab e
From the Data Store Password subtab, you can change the password DOl b e e
for the administrator account.

Log Files | From the Log Files tab, you can do the following tasks: B -_"__ = y——
View system messages. ] |
View authentication events. m
View administration events. e T e e e |

View mount messages.
View storage messages.

All actions performed within the Admin GUI that modify system settings are logged in an audit trail.

How to Log In to the Administration Tool (Admin GUI)

This procedure describes how to log in to the Sun Ray Administration tool.

) Note

If a session is inactive for 30 minutes, you must log in again. To change the timeout value, see How to Change
the Admin GUI Timeout.

Steps

1. Log in to your Sun Ray server's console or to any DTU attached to it.
2. Open a browser window and type the following URL:

) Note

If you specified a different port number when you configured the Sun Ray Server Software, use that
port number in the URL. If you enabled secure communication, the browser might be redirected to a
secure port. The default secure port is 1661.

3. In the User Name window, type the administrator user name and click the OK button.
4. In the password challenge screen, type the administration password and click the OK button.
The Sun Ray Administration tool appears.

If you get a message denying access, check the following items:

® You are running a browser on a Sun Ray server or one of its DTUs.
® The browser is not using a different machine as an HTTP proxy server.
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How to Change the Admin GUI Locale

To display the locale correctly in the Admin GUI, change your browser's language preferences to the desired locale (fr, j a, or
zh_CN).

For example, for Mozilla, go to Tools -> Options -> Advanced -> Edit Languages.

How to Change the Admin GUI to English Locale

This procedure describes how to change the Admin GUI to display English if it is displaying an undesired language.

1. Log in to the Sun Ray server as root.
2. Export the English locale.

.................................................................................................................................................
v

' /etc/init.d/ utwadm n stop '
4. Start the web admin services.

For a more permanent solution, you can remove the non-English SRSS packages from the server. The following example removes
the French packages and restarts the web admin services.

# letc/init.d/ utwadm n stop

# pkgrm SUNW ut a SUNW ut wa SUNW ut wh SUNW ut wi
# /etc/init.d/ utwadm n start

............................................................................................................................................................

How to Change the Admin GUI Timeout

This procedure describes how to change the timeout for the SRSS Admin GUI. By default, the Admin GUI timeout value is 30
seconds.

1. Log in to the Sun Ray server as superuser.

2. Edit the / et ¢/ opt / SUNWIt / webadmi n/ webadm n. conf configuration file.
3. Change the following timeout value:

.................................................................................................................................................
v

# The session tinmeout (specified in mnutes)
sessi on. ti meout =30

This tool automatically updates the web. xm file used by the web server hosting the SRSS Admin GUI.

How to Start or Stop Sun Ray Services
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How to Stop Sun Ray Services

1. Log in to the Sun Ray server.
2. Stop the Sun Ray services.

How to Start Sun Ray Services (Warm Restart)

This procedure, known as a warm restart, starts Sun Ray services without clearing existing sessions.

B Note

A disconnect will occur for a brief time on active Sun Ray DTUs before they reconnect again.

1. Log in to the Sun Ray server.
2. Start the Sun Ray services.

.................................................................................................................................................

How to Start Sun Ray Services (Cold Restart)

This procedure, known as a cold restart, starts Sun Ray services and clears existing sessions.

', Caution
Be sure to notify your users before performing a cold restart, which terminates all existing sessions on a server.
To restart Sun Ray services without terminating sessions, perform a warm restart.

1. Log in to the Sun Ray server.
2. Start the Sun Ray services.

.................................................................................................................................................

How to Display DTU Information
This procedure describes how to view information, including the currently installed firmware, about registered DTUs.

Command-Line Steps

1. Log in to the Sun Ray server.
2. Display information about a DTU.

.................................................................................................................................................

where <deskt opl D> is the Sun Ray DTU identifier.

Admin GUI Steps
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) Note

To facilitate the searching process, you can use the Admin GUI to edit DTU properties. Click the DTU Identifier
and then click edit. You can then provide a location or other information.

® C(Click the Desktop Units tab.
From the Desktop Units tab, you can do the following:
® To display information about a specific DTU, click on the DTU Identifier (MAC address) or enter a search string

in the text field.
® To display information about a group of DTUs, select an option from the drop-down menu (All Connected
Desktop Units, Token Readers, or Multihead Groups) and/or enter a search string in the text field to narrow your

search.

User Fields in the Sun Ray Data Store

The following table describes the user fields in the Sun Ray Data Store.

Fields = Description

Token ' User's unique token type and ID. For smart cards, this value is a manufacturer type and the card's serial ID. For DTUs,
ID this value is the type "pseudo" and the DTU's Ethernet address. Examples:

nondex. 9998007668077709

pseudo. 080020861234

Server | Name of the Sun Ray server that the user is using. This setting is optional.
Name

Server | Sun Ray server's communication port. This field should generally be set to 7007. This setting is optional.
Port

User User's name.
Name

Other  Any additional information you want to associate with the user, for example, an employee or department number.

Info This setting is optional.

How to Restart the Sun Ray Data Store (SRDS)

If you restart the Sun Ray Data Store daemon (ut dsd), you must also restart the Sun Ray Authentication Manager. You might
need to restart the SRDS daemon if you change one of its configuration parameters. The following procedure describes how to

restart SRDS.

1. Stop the Sun Ray services.
# letc/init.d/utsvc stop
2. Stop the Sun Ray Data Store daemon.
# /etc/init.d/utds stop
3. Restart the Sun Ray services.

# utrestart

How to Enable or Disable Multiple Administration Accounts (Solaris)

The Sun Ray server administrator can allow any valid UNIX user ID which has been added to the ut admi n authorized user list to
administer Sun Ray services using the Admin GUI. An audit trail of activity on these accounts is provided. The ut adm nuser
command enables you to add existing UNIX users to the ut admi n authorized user list.
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Authentication for accounts with administrative privileges is based on the PAM authentication framework.

How to Configure Admin GUI Privileges for UNIX Users

Use the following procedure to configure the Sun Ray Admin GUI to allow access by the UNIX users in the ut adm n authorized
user list instead of the default adm n account. Once you enable Admin GUI privileges for authorized users, you can add or
remove users to the ut adm n authorized list to manage access to the Admin GUI.

1. For each UNIX user that needs authorization to the Admin GUI, add the user to the authorized user list.

# utadm nuser -a <username>
You can run the ut adm nuser command without any options to list the current authorized users or with the - d option
to delete a user.

2. Modify the / et ¢/ pam conf file to use the other authentication PAM stack auth entries to create the PAM stack for
ut adm ngui .

# added to utadm ngui by Sun Ray Server Software -- utadm ngui
ut adm ngui auth requi site pam aut ht ok_get.so.1
utadm ngui auth required pam dhkeys.so.1
utadmi ngui auth required pamuni x_cred.so. 1
utadmi ngui auth required pamuni x_auth.so.1

) Note

Make sure to include the comment line, which is needed for the cleanup to work properly.

How to Limit Admin GUI Privileges to the Admin User

A PAM module, / opt / SUNWIt / | i b/ pam sunr ay_adm ngui . so. 1, is included in the Sun Ray product to support the old
data store authentication.

To return to the old Sun Ray Admin GUI authentication scheme, modify the / et c/ pam conf file and replace the PAM stack for
ut adm ngui with the pam sunray_admi ngui . so. 1 module.

# added to utadm ngui by Sun Ray Server Software -- utadnm ngui
utadm ngui auth sufficient /opt/SUNWIt/Iib/pam sunray_adm ngui.so.1

) Note

Make sure to include the comment line, which is needed for the cleanup to work properly.

How to Enable or Disable Multiple Administration Accounts (Linux)

The Sun Ray server administrator can allow any valid UNIX user ID, which has been added to the ut admi n authorized user list, to
administer Sun Ray services using the Admin GUI. An audit trail of activity on these accounts is provided. The ut admi nuser
command enables you to add existing UNIX users to the ut admi n authorized user list.

Authentication for accounts with administrative privileges is based on the PAM authentication framework.

How to Configure Admin GUI Privileges for UNIX Users
Use the following procedure to configure the Sun Ray Admin GUI to allow access by the UNIX users in the ut adm n authorized

user list instead of the default adm n account. Once you enable Admin GUI privileges for authorized users, you can add or
remove users to the ut adm n authorized list to manage access to the Admin GUI.
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1. For each UNIX user that needs authorization to the Admin GUI, add the user to the authorized user list.

You can run the ut adm nuser command without any options to list the current authorized users or with the - d option
to delete a user.

2. Copy the auth entries from / et ¢/ pam d/ | ogi n file into / et ¢/ pam d/ ut adm ngui :

® On Oracle Linux or RHEL, the PAM entries are:

# added to utadm ngui by Sun Ray Server Software -- utadni ngui
auth required pam stack.so service=systemauth
auth required pam nol ogi n. so

# added to utadm ngui by Sun Ray Server Software -- utadm ngui
auth required pam.uni x2. so
aut h required pam nol ogi n. so

) Note

Make sure to include the comment line, which is needed for the cleanup to work properly.

How to Limit Admin GUI Privileges to the Admin User

A PAM module, / opt / SUNWIt / | i b/ pam_sunr ay_adm ngui . so. 1, is included in the Sun Ray product to support the old
data store authentication.

To return to the old Sun Ray Admin GUI authentication scheme, replace the PAM entries in the / et ¢/ pam d/ ut adm ngui file
with the pam sunr ay_adni ngui . so. 1 module.

# added to utadm ngui by Sun Ray Server Software -- utadm ngui
i auth sufficient /opt/SUNWIt/Iib/pam sunray_adm ngui.so.1 i

) Note

Make sure to include the comment line, which is needed for the cleanup to work properly.

How to Audit Admin GUI Sessions

The administration framework provides an audit trail of the Admin GUI. The audit trail is an audit log of the activities performed
by multiple administration accounts. All events that modify system settings are logged in the audit trail. SRSS uses the sysl og
implementation.

The events are logged in the following log file:

All audit events are prefixed with the keyword ut adt : : so you can filter events from the nessages file.

For example, session termination from the Admin GUI generates the following audit event:
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Jun 6 18:49:51 sunrayserver usersession[17421]: [ID 521130 user.info] utadt::
user name={denp} host nane={sunrayserver} servi ce={Sessi ons}

cmd={/opt/SUNWit /| ib/utrcnd sunrayserver /opt/SUNWt/sbin/utsession -x -d 4 -t
Cyberfl ex_Access_Ful | Crypto. 1047750b1eOe -k 2>&1}

message={term nated User "Cyberflex_ Access_Ful | Crypto. 1047750bleOe" with display
nunber ="4" on "sunrayserver"}

status={0} return_val ={0}

® username = User's UNIX ID

® hostname = Host on which the command is executed
® service = Name of the service being executed

® cmd = Name of the command being executed

® message = Details about the action being performed
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Managing Sun Ray System Monitoring on Solaris (All Topics)

About Sun Ray System Monitoring

The Sun Management Center software monitors managed objects in the Sun Ray system. A managed object is any object that can
be monitored. Sun Ray nodes contain many managed objects. The Create Topology Object dialog box enables you to create a Sun
Ray node. If the Sun Ray packages are installed when you create a Sun Ray node, the following managed objects are created by
default:

Sun Ray system
Sun Ray services
Failover group
Interconnect
Desktops
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Each managed object is monitored separately and has independent alarm settings. Alarms are used to notify you when errors
occur or your performance needs to be tuned. Alarms are triggered (tripped) if:

® A server goes down
® An interconnect is no longer working
® ADTU is down

Alarms are set by default, but you can change them.

For example, in a failover configuration, the entire group as well as any part of the group can be monitored — each server and its
load, each interconnect, and each DTU. Sun Management Center software also monitors Sun Ray Server Software daemons that:

Authenticate users

Start sessions

Manage peripheral devices
Handle DHCP services

For more information, see How to Set an Alarm.

For information on how to managing the Sun Management Center, see Task Map - Managing Sun Ray System Monitoring (Solaris)

Additional Sun Management Center Modules

Other useful Sun Management Center modules are available to monitor processes and help tune your Sun Ray system. For
example, the Health Monitor module monitors resources on the Sun Ray server so you know when to add memory, swap space,
or additional CPUs. The Sun Management Center Process Monitoring module helps identify runaway processes and limit
multimedia applications.

Using Other Monitoring Programs

System administrators using HP OpenView VPO, Tivoli TMS, or CA Unicenter can also monitor Sun Ray servers. An interoperability
interface exists between each of these packages and the Sun Management Center software. These interfaces translate Sun
Management Center alarms appropriately so that you are notified when problems arise. These interfaces also enable you to view
the server status. Hewlett-Packard provides the interface needed between HP OpenView VPO and Sun Management Center. Sun
provides the interface needed between Sun Management Center and Tivoli TMS or CA Unicenter.

Task Map - Managing Sun Ray System Monitoring (Solaris)

Initial Configuration

To configure monitoring on a Sun Ray system using the Solaris OS, you need to perform the steps described in the following
table.

Step Description Task
1 Install the Sun Management Center software. How to Install SunMC
2 Set a home administrative domain. This domain is displayed whenever the console is started. = How to Set Up the

Monitoring Environment

3 Create the hierarchy of the system you want to monitor, either manually by adding nodes to = How to Create an Object
the administrative domain or by using the Discovery Manager.

4 Configure alarms to monitor your Sun Ray system. How to Set an Alarm

5 Enable or disable DTUs for monitoring. How to Enable or Disable
DTU Monitoring

6 Start monitoring. How to Start Monitoring

Additional Tasks
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Task Description
How to Display Sun Ray System Explains how to display property and status information about your managed
Information objects.

How to Set Up the Monitoring Environment

After installing the Sun Management Center software, you need to set up your monitoring environment. A default administrative
domain is automatically created for you based on the Sun Management Center server component. You need to set a home
administrative domain, which is displayed whenever the console is started.

Steps

1. Start the console on the server that has the console component installed.

# [ opt/ SU\Msynon/ sbin/es-start -c &

The login screen is displayed.

2. Type your user name and password.
Specify the Sun Management Center server.
3. Click Login.
The Sun Management Center window is displayed. If this session is your first time using the SunMC console, the Set
Home Domain window is also displayed.
4. In the Set Home Domain window, select the appropriate domain and click Go To.
The panels in the Sun Management Center window are populated.
5. Click Close to dismiss the Set Home Domain window.

How to Create an Object

This procedure describes how to create the hierarchy of the system you want to monitor. This can be done manually by adding
nodes to the administrative domain or by using the Discovery Manager.

Steps

1. Start the Sun Management Center software.

# [ opt/ SU\Msynon/ sbi n/es-start -c &

2. Expand the Sun Management Center Domains list.
3. Select the domain you plan to add an object to.
The selected domain is displayed.
4. Choose Edit -> Create an Object.
The Create Topology Object window is displayed.
5. On the Node page, type a node label and description.
6. Type the Host name (server name), IP address, and port for the Sun Ray server.
The port provided here must be the same port you configured (entered) during the installation of the Sun Management
Center.

How to Set an Alarm

Alarms notify you when errors occur or your performance needs to be tuned. After you set an alarm, the Sun Management
Center software notifies you when your specified parameter value has been reached. For example, you might want to track the
number of DTUs on a server so that you can monitor possible overload scenarios. Other alarms can be set to notify you when a
server, interconnect, or DTU goes down or when a daemon is not running.

This procedure describes how to set alarms to monitor the server and its load.
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Base a tuning alarm on the number of active sessions on each server in a failover group to determine if one of the servers is
overloaded. You set the thresholds that trigger this type of alarm.

Steps

1. Start the Sun Management Center software.

.................................................................................................................................................

2. Display the Details window of the object.

tails

B ray-1
I E = | o

B =y-108
& i Hamdware

Location: ©Operating System/Sun Ray

i i i i

Sun Ray System Sun Ray Services Fail Over Group Interconnect

-

Desktops

@ 2% Cperating System
9—5 MIB-1l System (Simple)
& J Kemel Reader (Simple)

£51 Sun Ray System
£51 Sun Ray Services
E= Fail Over Group
B Interconnect
5 Desktops

& @il Local Applications

@ 2§ Remote Systems

3. Double-click the object folder in the left panel for which you would like to create an alarm.
4. Right-click the value portion of the table row.

Location: Operating System/Sun Ray/Fail Over Group

Fail Over Group Table %1* ? @ ?

Host Hame = Host Type Status
ey — 108
O ory=1TT 2
tay— 183

This console Details window shows the hierarchical details of your system. You can immediately see if any alarms have
been tripped. An alarm's area and type appear in the left panel as a colored circle with a bar. The Alert alarm also shows
up on the title bar near the server node name and at the Operating System, Sun Ray, and Failover Group levels.
Double-clicking the area where an alarm icon is present updates the right panel with the detailed information. If you
position the mouse pointer over one of the colored circles in either panel, a pop-up window is displayed detailing the
alarm information. The following figure shows an example.
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v]e[o/[E

Last Refresh:dpr 05 16:56:01

current Page: [1 [+] @ @ @ @

Total Alarms for Object: 12

Severity Start time - Message

Apr 04 140527 Sun Ray utsessiond Instances < 2

fpr 04 140527 Sun Ray utdevmgrd Instances < 2

fpr 04 140527 Sun Ray utseriald Instances < 2

fpr 04 140527 Sun Ray Up Time (1,/100ths sec) Session Manager down

fapr 04 140527 Sun Ray utparalleld Instances < 2

Apr 04 140526 Sun Ray utauthd status > 1

fpr 04 140526 Sun Ray utsessiond Status = 1

Apr 04 140525 Sun Ray utdeymard Status = 1

Apr 04 140525 Sun Ray utseriald Status = 1

fpr 04 140526 Sun Ray utparalleld Status = 1

Apr 04 140526 sun Ray in?Zedhepd Status = 1

Do osplE

@@@@m@@@@@@@%

IV O00000

fpr 04 140528 Sun Ray rpcrZebootparamd Status > 1

The total number of alarms set for the current server object is displayed at the top of the alarm summary window.
Critical alarms (red), alert alarms (yellow), and caution alarms (blue) that are tripped are listed below. Details and
comments are displayed in the Message column.

5. Select Attribute Editor.
The Attribute Editor window for that table entry is displayed.

6. Select the Alarms tab, shown in the following figure.
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Attribute Editor

Object Label: Active Users
Ohject Location: Operating System/Sun Ray/Sun Ray System

Critical Threshold (=)

Alert Threshold (=)

Caution Threshold {=)

Critical Threshold (<)

alert Threshold (<)

Caution Threshold {<)

€03 Alarm Window: Advanced...

Parameter Descriplion: | got the threshoids to the values you want to alarm an, -
= check alamms when the value exceeds the entered limit

< check alamms when the value is less than the entered

lirmit -

Ml

O Apply Reset Cancel Help

7. Supply an appropriate number for the type of alarm that you choose to monitor.
In this example, the Alert Threshold alarm is set at greater than 1 to notify you when that server in the failover group is
down.
8. Click the Apply button to save the value of the alarm and continue setting other values in the Attribute Editor
9. Click the OK button, which saves the value of the alarm and closes the window.
As soon as you set an alarm it takes effect.
10. Select the Actions tab and type an action to perform.
You can specify an action such as sending email or running a script for each alarm.
11. Select the Refresh tab to set the number of seconds between pollings.
The default value is 300 seconds (5 minutes).

) Note

Do not set the Refresh value to less than 60 seconds. The load will interfere with the Sun Ray server
performance.

12. Select the History tab to view information about the log file that records monitored values.
How to Enable or Disable DTU Monitoring

How to Enable DTU Monitoring
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1. Start the Sun Management Center software.

# [ opt/ SUN\Wsynon/ sbin/es-start -c

2. Double-click the Sun Ray System icon in the left panel.
The Operating System/Sun Ray/Desktops panel is populated, as shown in the following figure.

Monitored Desktops i?lﬂﬂﬂ

Name ~ IP Address Status Packets List Packets Lost Percent Lacation Cptional Data  [Serser Mods| Firmwars Revis
3 CEL020BS.| 192.18E.128.17 3 [+] Q) .00 Aefad—100] SunRey P1[1.2_04.8.REV=2
aaopzacs,.| 192 168,128, 16 1 0| ) 0.0 fnamad=100) SunRay P3| 1.1_22b.REY=2
Desktop Evcepiians E:' = @ ?
Name ~ IF Address [5tatus Jrackets JLost Packers JLest Percant [uacation [ootionalData Jserver Jrtods] [Firmuware Rexis
£ eobpaoks.| 19214201 ?| 3| o| o| a.o|| nomad—‘l‘JOl SunRay i1 | 1.2_bd.o REY=2

3. Right-click the name.

A pop-up menu is displayed.
4. Click Add Row.

A pop-up window is displayed.

5. In the Add Row window, enter the MAC address of the DTU you want to monitor in the Name field.

6. Click OK.

How to Disable DTU Monitoring

1. Start the Sun Management Center software.

# [ opt/ SUN\Wsynon/ sbin/es-start -c

2. Double-click the Sun Ray System icon in the left panel.
The Operating System/Sun Ray/Desktops panel is populated.

3. Right-click the cell containing the MAC address.
A pop-up menu is displayed.
4. Click Delete Row.
A pop-up window is displayed.
5. Confirm the deletion by clicking Yes in the window.

How to Start Monitoring

1. Start the Sun Management Center software.

A window for the Default domain is displayed.

2. Log in to the Sun Management Center Server.
3. Double-click the server in either panel.
The server Details window is displayed.

4. Expand the hierarchy in the left or right panel until it displays the level you want.
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s 0] E ® || G
Location: Operating System/Sun Ray

™ i N e N i

Sun Ray System Sun Ray Services rajj over Group  INterconnect

i

Desktops

Q@ -“é—b Operating System
@ JJ MIB-1I System (Simple)
& & Kemel Reader (Simple)

£51 Sun Ray System
B3 Sun Ray Services
% Fail Over Group
B Interconnect
£ Desktops
& g8l | ocal Applications
2§ Remote Systams

cios | relp

This console Details window shows the hierarchical details of your system. You can immediately see if any alarms have
been tripped. An alarm's area and type appear in the left panel as a colored circle with a bar. The Alert alarm also shows
up on the title bar by the server node name and at the Operating System, Sun Ray, and Failover Group levels.
Double-clicking the area where an alarm icon is present updates the right panel with the detailed information.

If you click the Alarms tab in the Details window, a window is displayed that lists a summary of all the current alarms.
When you stop the Sun Ray services (daemons), the alarms display as shown below.

][/

Last Refresh: &pr 05 16:56:01

current Page: [1 [+] @ @ @ @

Total Alarms for Ohject: 12

Severity Start time - | State fction Message
(-] spr o4 140527 | O3 ge Sun Ray utsessiond Instances < 2
(-] fpr 04 140527 i o Sun Ray utdevmgrd Instances < 2
(-] spr o4 140527 | 03 b Sun Ray utseriald Instances < 2
1] Apr 04 140527 i o Sun Ray Up Time (1/100ths sec) Session Manager down
(] fpr o4 140527 | 03 g Sun Ray utparalleld Instances < 2
) fpr o4 140526 | 03 b Sun Ray utauthd Status = 1
2] fpr 04 140526 i & Sun Ray utsessiond Status > 1
) fpr o4 140526 | 03 o Sun Ray utdevmgrd Status > 1
) apr 04 14:05:26 i o Sun Ray utseriald Status > 1
() fpr o4 140526 | 03 g Sun Ray utparalleld Status > 1
) apr o4 140526 | [ o Sun Ray inr2edhcpd Status > 1
@ i) x&

apr 04 140526 Sun Ray rpcrzebootparamd Status = 1

The total number of alarms set for the current server object is displayed at the top of the alarm summary window.
Critical alarms (red), alert alarms (yellow), and caution alarms (blue) that are tripped are listed below. Details and
comments are displayed in the Message column.

Some cells in the table respond to a mouse-over event by displaying a pop-up window called a Tool Tip window. This
window shows the current status and when it last changed, plus the type of alarm, its value, and when it occurred or
when the last alarm was cleared. The Tool Tip time can also be the last time the agent was restarted. For example, on the
Sun Ray System panel, a Tool Tip for Up Time (1/100ths sec.) would be:

Clear. Up Time (1/100th sec.) OK Status changed Mar. 6, 15:23:55.
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indicating that the server was restarted and the alarm cleared on March 6 at 15:23:55. Similar information is provided for
Active Sessions, Desktops, Users, and Total Sessions.

How to Display Sun Ray System Information

This procedure describes how to display status and property information about the Sun Ray system, Sun Ray services, failover
group topography, interconnect, and DTUs.

Steps

1. Start the Sun Management Center software:

# [ opt/ SU\Msynon/ sbin/es-start -c &

2. Double-click the appropriate folder (Sun Ray System, Sun Ray Services, Fail Over Group, Interconnect, and Desktops) in
the left panel.

The right panel is populated with information about the selected object.

Details about the information displayed are described in the following sections.

Sun Ray System Properties

Sun Ray system properties are displayed in the Details window, as shown in the following figure.

&, rmy-108

& 3 Harhware

Location: Operating System!Sun Ray/Sun Ray System

P ;\gé' Operating System Sun Ray System %} o @ e
1 i} 0 1]
& P MIB-1I System (Simple)
) Property Walua
@ JJ Kemel Reader (Simple)
Host Mame ray—108
¢ 3 sun ray Contact Mame Systern Adrmir
1 Up Time (1/100ths sec.) £9098200
£ Sun Ray Services YYersion 1.2_01.5,REY=2001.02.06 17.35
F_:Ea Fail Over Group Install Date Feb 16 2001 15:37

Patch Information

B Interconnect

B Desktaps Active Sessions a
Total Sessions a
o & Local Applications -
- Active Deskiops a
2§ Remote Systems Active Users o
Palicy -a -4 -z bath
The Sun Ray System properties displayed in the panel are explained in the following table.
Property Value
Host Name Name of server that was queried. This information is obtained when Sun Ray System is selected or on
manual refresh.
Contact Name This information is obtained when Sun Ray System is selected or on manual refresh.
Up Time Number of hundredths of a second since the last of all the daemons critical to the Sun Ray server was
(measured in started. A value of 0 means the server is down and an alarm is tripped. The default refresh rate is 300
hundredths of a seconds (five minutes)
second)
Version List of version, build, and date of build of Sun Ray Server Software. This information is obtained when Sun
Ray System is selected or on manual refresh.
Install Date Date Sun Ray Server Software was installed. This information is obtained when Sun Ray System is selected

or on manual refresh.
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Patch Information

Active Sessions

Total Sessions
Active Desktops

Active Users

Policy

List of Sun-Ray-specific patches. This information is obtained when Sun Ray System is selected or on
manual refresh.

Number of sessions based on logged-in sessions with a smart card plugged in, plus sessions for DTUs
logged in without smart cards. Set an alarm here to watch for overloading of this server. The default
refresh rate is 300 seconds (five minutes).

Number of active and suspended sessions. The default refresh rate is 300 seconds (five minutes).
Number of connected DTUs. The default refresh rate is 300 seconds.

Number of currently active users. When pseudo-tokens are allowed, which is a policy setting for
non-smart card users, this number includes DTUs at the login prompt. The default refresh rate is 300
seconds (five minutes).

The policy that has been set. This information is obtained when Sun Ray System is selected or on manual
refresh.

Sun Ray Services Properties

The Sun Ray Services panel displays the status of the Sun Ray daemons, as shown in the following figure.

B, rav120

o= @ Hardware

L g’ Qperating Sysbern
& wiE-n
&= & Kermel Reader (Sir

@ _",_l,;—'.-.r Ry

Syl

[l Sun Ray System

[T Fail Gsner Group
BB Interconnect
M Deskttns

[ a Lacal ARt alons

= 3% Remote Sysems

arm (Simple)

| Location: Oprating SystenuSun RaSun Ray Senvices

F 1 ® a

ralah hﬂm & Blafus Started Time Last Changad Instances Descighon |
N Hopin i T1837 20130 1180163205 1 deekIon oo
ndhcod 1 1185443837, 1185443637 1| DhCP daemen
ﬂ_ 1185443850 1185443650 1 Aulh Manager
gy rd i 11 A544 3050 1185443650 | Device Manager
widad 1 T1A30SHEGS T1BIIEABSE 1| iatasiore daaman

\nparalieid 1 185443650 T185443650 2| Parsiel Device &

wtsariald 1 1185443850 1185443650 2| Serial Device 0a
utsesRInN 1 18544 3650 1185443650 1| Session Mmanager

Descrphion

If, for example, ut aut hd is not running, all user sessions are disconnected.

Some of the daemons have two instances corresponding to their two functions: one to listen and one to interact. You can reset

these values.

The Status values are:

Status = Value
1

2

Failover Group

The daemon is running.

The daemon is down.

Properties

The Failover Group panel displays the topography of the selected failover group, as shown in the following figure.

Lacabon: Qpsabng

Ewstein)/5un RawFail Gwer Gmoup

s RS
Fail Over Group Trive oy ? 'il?

Hoct Mame ~ | ogl |y =T
=198 secondary 1
LE RN I secondary o
my-1B3|  primary I

The panel lists the primary and secondary servers and their status.

The Status values are:
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Status

1

Value
The server is running.

The server is down (displays a yellow alert).

Interconnect Properties

The Interconnect panel populates with information about usable interfaces, as shown in the following figure.

Location: Operating System/Sun Ray/Interconnect

DHCP Table ?} ? C? ?

Network Name = fvailable Addresses
SunRay—hme1 73
Interface Table 0|@
2 i} n a
Entry Name = |Status Address Netmask Last Packet Seen (1/100ths seci|lan Type
hmeo 1 192.9.116.108 255.255.255.0 1700 LM
hrme 1 192.168.128.1 255.253.255.0 1700

The following information is displayed:

Interface Table — The Interface table lists all the interfaces on the Sun Ray server. The Address is the IP address for the
interface. You entered this address as the Net Mask when you first configured your system.
The Status values are:

Status ' Value
1 The interface is up.

2 The interface is down.

DHCP Table — The DHCP table lists the interfaces that are used for the Sun Ray interconnect. Available Addresses lists the
number of addresses available for new end users. The alarms that are set here let the system administrator know when
the Sun Ray server is running out of addresses to give to users.

DTU Properties

The Desktops panel displays the status of all DTUs, as shown in the following figure.
Unable to render embedded object: File (desktopspanel.pngalt="Screenshot showing the DTU Properties window.") not found.
In a failover group, you can monitor any desktop from any server.

The Status values are:

Status

1

2

3

Value
The DTU is running.
The DTU is down.

The DTU is displaying the hourglass cursor.

The following table describes the information in each column.

Property Value

Name

Ethernet or MAC address of the DTU

IP Address Assigned DHCP address of the DTU
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Status 1 Running
2 Down
3 Displaying the green hourglass cursor

Packets Number of packets received by the DTU

Lost Packets Number of packets the DTU reported lost

Lost Percent Percentage of packets lost

Location Optional field; information supplied by system administrator
Optional Data Optional field; information supplied by system administrator
Server Server that owns the DTU

Model The type of DTU:

P1 (Sun Ray 1),

P2 (Sun Ray 100),

P3 (Sun Ray 150),

P8 (Sun Ray 2, Sun Ray 2FS, Sun Ray 270)

Firmware Revision ' List of version, build, and build date

Refreshing the Information

To refresh the panel, click the refresh button, which is the circular arrow in the upper right corner.
The entire panel is refreshed.

The console is updated every five minutes unless an alarm occurs.

Troubleshooting Sun Management Center (Solaris)

When the Sun Ray server has the Sun Management Center agent installed, the normal operation is for the agent to start
automatically. The Sun Ray server becomes a monitored Sun Management object.

Problem: Sun Management Center's Detail window does not show a Sun Ray object
for the Sun Ray server node.

Load the Sun Ray module or enable the module manually.

How To Load the Sun Ray Module

1. Click the Sun Management Center's Modules tab.
2. In the Module Name column, look for the Sun Ray entry.
3. Check the status of the Sun Ray entry. Its Load status must be Yes and its Enabled status must be Yes.
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Modules with Load Status:

Disahle

Rules...

Module Hame ~ | Loaded Scheduled Enapled Unload

Agent Statistics Yes E o Yes

Config Reader (Ut Work.. | Ves E Mo Yes

Kemel Reader (Simple) Yes E{ Ko Yes

MIB-1I System (Simple) Yeg E Mo Yes

Sun Ray Ves E o Yes
Bl

Available Modules:

Module Hame ~ | Multi-instance Load...
Data Logging Registry H o
MIB=1I Prowy Manitoring Fy ves

If the Load status is not Yes, select the Sun Ray entry and then click the Load button.
This action loads the module and moves it to the Modules with Load Status list.

If the Enabled status is not Yes, select the Sun Ray entry and then click the Enable button.
Return to the Detail window.

The Detail window now shows a Sun Ray object for the Sun Ray server node.

Problem: The list of modules on the Modules tab does not include an entry for Sun

Ray.

Add the module manually and restart its agent.

How to Register and Start the Sun Ray Module

1.

Issue the following command to add the module to the Sun Management Center and restart its agent:

If a message displays indicating that the agent failed to start, type the following command to verify that the agent is
running:

# ps -ef |grep agent

If the Sun Management Center agent is running, wait a few minutes and then check the Detail window.

If the agent is not running, type the following command to start the Sun Management Center agent:

# [/ opt/ SUN\Wynon/ sbin/es-start -a

Contents

About Tokens and Token Readers
® What is a Token Reader?
How to Register a Token
How to Register a Pseudo-Token
How to Enable, Disable, or Delete a Token
How to Configure a Token Reader
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® How to Get a Token ID From a Token Reader
® How to Locate a Token Reader

Managing Tokens and Token Readers (All Topics)

About Tokens and Token Readers

As described in Parts of the Sun Ray System, the Authentication Manager implements the chosen policies for identifying and
authenticating users on Sun Ray DTUs. Tokens are the key piece for this process.

When a user accesses a DTU, the DTU sends the user's token information to the Authentication Manager and requests access. If
the user inserts a smart card in the DTU, the card's type and ID are used as the token. If no smart card is inserted, the DTU's
Ethernet address is used as a pseudo-token.

You can administer tokens through the ut user command or the Admin GUI.

What Is a Token Reader?

A token reader is a specific DTU that you can set up to administer user's tokens, such as registering smart cards. This token reader
is not the same as hardware devices into which users insert their smart cards, which are typically called smart card readers.

Sun Ray Server Software provides a way to designate one or more specific DTUs as dedicated token readers. A dedicated token
reader is not used for normal Sun Ray services, so it does not need a keyboard, mouse, or monitor. Inserting a smart card in a
token reader does not enable hotdesking. It does allow the administrator to assign the card to a user.

When you enable an authentication policy with registered users or token owners, be sure to specify smart card IDs for them. To
use token readers with regional hotdesking based on Sun Ray pseudo-tokens, use the Site-specific Mapping Library. See How to
Configure a Site-specific Mapping Library and How to Use Token Readers with Regional Hotdesking.

In the following diagram, the second DTU is used as a token reader.

Server

= | smart card

How to Register a Token
This procedure describes how to register a token using the Admin GUI.

Steps

. Click the Tokens tab.

. Select a token to display that token's properties.
. Click the New button.

. Type an identifier or select a token reader.

A W N =

How to Register a Pseudo-Token

This procedure describes how to register a pseudo-token with the Admin GUI.
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Steps

Click the Desktop Units tab.

Select any Desktop Unit Identifier to view properties for that DTU.

On the Desktop Unit Properties page, click View Token Details.

Click the Edit button to display the Edit Token Properties page.

Provide details such as ownership and to specify a session type: Default, Kiosk, or Regular.

s wN =

How to Enable, Disable, or Delete a Token

This procedure describes how to enable, disable, or delete a token with the Admin GUI.

1. Select the token's identifier on the Token Properties page.
2. Click the Enable, Disable, or Delete button.

How to Configure a Token Reader

Command Line Steps

The ut r eader command enbles a DTU to be used as a token reader for registering smart cards. When a DTU is configured as a
token reader, inserting or removing a smart card does not initiate session mobility. Any session connected to that DTU remains
connected to it regardless of card movement events.

Token reader mode is useful when you want to determine the raw token ID of a smart card.

For instance, to configure the DTU with MAC address 0800204c121c as a token reader, type the following command:

............................................................................................................................................................

To re-enable the DTU with MAC address 0800204c121c to recognize card movement events and perform session mobility
based on the smart card inserted into the DTU:

............................................................................................................................................................

............................................................................................................................................................

Admin GUI Steps

Click the Desktop Units tab.

Click the identifier of the DTU that you want to use as a token reader.

On the Desktop Units Properties window, click Edit.

On the Edit Desktop Unit Properties window, select the Token Reader option.
. Click the OK button.

A wN =

The DTU you have selected is now set up to read smart card tokens.
6. Restart Sun Ray services.
The DTU is now a token reader.

How to Get a Token ID From a Token Reader

You can access the token card reader by invoking ut user -r from any server in the relevant failover group.

Type the following command:
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# utuser -r <token-reader>

where token-reader is the MAC address of the DTU containing the smart card whose ID you want to read. Insert the smart card
into the DTU and run the ut user command. This command queries the DTU for the smart card token's ID and, if successful,
displays it. For example:

# [ opt/ SUNWit / sbi n/utuser -r 08002086e18f
Insert token into token reader '08002086el8f' and press return.
Read token | D ' nondex. 9998007668077709'

How to Locate a Token Reader
This procedure describes how to locate a token reader using the Admin GUI.

Steps

1. Click the Desktop Units tab.
2. Select Token Readers from the drop-down list.
3. Click the Search button.

The default search finds all possible matches.

To change the search criteria, type text in the Search text box.

Contents

® SRSS Troubleshooting Icons

® Types of Troubleshooting Icons
Troubleshooting Icon Quick Reference
DCHP State Codes
Power LED
(1) DTU Startup Icon
(2) Firmware Download in Progress Icon
(3) Saving PROM Software Icon
(4) Firmware Download Diagnostics Icon
(15) Session Refused Icon
(16) Bus Busy Icon
(21) Network Connection Verified Icon
(22) Waiting to Connect to Authentication Manager Icon
(23) No Ethernet Signal Icon
(25) Redirection Icon
(26) Wait for Session Icon
(27) DHCP Broadcast Failure Icon
(28) Establishing VPN Connection Icon
(29) VPN Connection Established Icon
(31-34) Ethernet Address Icon
(46) No Access to Server Icon
(47) No Access for Sun Desktop Access Clients Icon
(48) No Access: Registration Required Icon
(49) No Access: Key Rejected Icon
(50) No Access: Security Policy Violation Icon
(60) Insert Card Icon
(61) Waiting for Primary DTU Icon
(62) Token Reader Icon
(63) Card Error Icon
(64) Waiting For Access Icon
® Troubleshooting Audio Output

® Tracking Audio Sessions

® Audio Device Emulation

130



Sun Ray Server Software 4.2 Administration Guide

Problem: Audio features are malfunctioning.
Problem: An application has encoded the use of / dev/ audi o for output.
New Audio Troubleshooting from Patrick.

® Troubleshooting Authentication

Authentication Error Messages
Error Message Examples

® Troubleshooting General Problems

Problem: How do you get keyboard type information for a Sun Ray DTU?

® Troubleshooting Installation

Log Files
Troubleshooting Login Problems

Installation (utinstall) Error Messages
Modified System Files (Solaris)
Modified System Files (Linux)

Problem: The dt | ogi n daemon cannot start the Xsun server properly.

® Troubleshooting Multihead Displays

Multihead Video
Problem: The display resolution is 640 x 480.

® Troubleshooting Network Problems

The ut capt ur e Utility

Problem: Sun Ray DTU traffic loss of more than 0.1%.
ut capt ur e Examples

The ut quer y Command

OSD Icons

How To Identify a Hung Session

How To Kill a Hung Session

® Troubleshooting Printers

Problem: "Failed to open the printer port" message.

® Troubleshooting Sun Management Center (Solaris)

Problem: Sun Management Center's Detail window does not show a Sun Ray object for the Sun Ray server node.
Problem: The list of modules on the Modules tab does not include an entry for Sun Ray.

® Troubleshooting USB Storage

Problem: Device nodes are not created.
Problem: The device is not automatically mounted.
Problem: The device is not automatically unmounted.

Troubleshooting (All Topics)

SRSS Troubleshooting Icons

The Sun Ray Server Software displays various icons on the client screen to help identify problems quickly.

If you see the older version of the icons, the firmware has not been upgraded or is failing. To make sure that you are using the
latest firmware, see How to Update Firmware Versions on DTUs.

Types of Troubleshooting Icons

Icon Type  Example Description
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On-Screen Indicates the current state of a client's connectivity.
Display o These icons are shown as white icons. They can display
(OsD) g @Zﬁ e even if the client is not connected to a server. and they
100 F S typically provide the following detailed information:
D]ﬁl:;gthEDSEéggE 10.56.129.70 ® A unique, white graphic
® Ethernet address
® |P address of the DTU
2EE ® Status of link to Sun Ray server
® |P address of Authentication Server
® Numeric code for icon message
® Alphabetic code for DHCP state
® Encryption and authentication information,
when appropriate
® Some specialized icons have their own error
codes:
® Firmware Download Error Codes and
Messages
® Power LED
Server Indicates a problem based on a specific server policy
Policy that needs attention. These icons are shown as blue

icons. They are sent by the server in place of a regular
session, they may be overlaid by a concurrent client
state OSD icon, and they are not available if the client is
behind a NAT router.

Troubleshooting Icon Quick Reference

) Note

Press the Mut e+Sof t er +Louder keys or Ct r | +Pause+N keys simultaneously to display the current network
status.

Icon Code (Click
for More
Information)

General
Category

i =
Server
Policy Icon

Startup

Firmware
Download

Firmware
Download

Firmware
Download

Session
Connection

Session
Connection

Smart Card

Smart Card

Meaning

Sun Ray DTU is starting up and is waiting for Ethernet link.

Sun Ray DTU is downloading new firmware.

Sun Ray DTU is storing new firmware in its flash memory.

Either the download or storage of new firmware has failed.

There is no session to connect with the Sun Ray.

The server is denying access to the Sun Ray.

Local PIN entry to the smart card has failed.

In local smart card PIN entry mode.
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21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

41

42

43

UsB

Network
Status

Network
Status

Network
Status

Network
Status

Session
Connection

UsB

Startup
Startup

Network
Status

Session
Connection

Session
Connection

Session
Connection

Startup

Startup
Startup
Startup

Network
Status

Network
Status

Network
Status

Network
Status

Startup

Network
Status

Network
Status

Network
Status

There is an "overcurrent" condition on the USB bus, that is, the total number of devices
draws too much current. Consider using a powered hub.

The server is authenticated and the graphic/keyboard network connections are encrypted.

The server is not authenticated and the graphic/keyboard network connections are
encrypted.

The server is authenticated and the graphic/keyboard network connections are not
encrypted.

The server is not authenticated and the graphic/keyboard network connections are not
encrypted.

Sun Ray DTU is refusing to talk to the server due to the server's refusal or inability to
authenticate or encrypt the network connection.

USB bus is busy servicing a high-speed device, and the keyboard or mouse might not be
responsive to user input.

Sun Ray DTU is booting up and is waiting for DHCP IP address and parameter assignment.
Sun Ray DTU is booting up and is waiting for the initial connection to a Sun Ray server.

The connection between the Sun Ray DTU and the network is down. Check the network
drop cable. If the network drop cable is okay, check the network switch.

Sun Ray DTU has disconnected from the previous server.

Sun Ray DTU is being redirected to a new server.

Sun Ray DTU has connected to the server and is waiting for graphics traffic.

Sun Ray DTU is broadcasting to locate a Sun Ray server since either one was not provided or
all of the specified servers are not responding.

VPN connection being attempted.
VPN connection established.
VPN connection error.

The network link is up, the server is authenticated, and graphics/keyboard network
connections are not encrypted.

The network link is up, the server is not authenticated, and graphics/keyboard network
connections are encrypted.

The network link is up, the server is authenticated, and graphics/keyboard are encrypted.

The network link is up, the server is not authenticated, and graphics/keyboard are not
encrypted.

Sun Ray DTU has been disconnected from its server, either by a STOP-Q session disconnect
event or by the VPN session timeout value having been set and exceeded.

The server is authenticated, the client is authenticated, and the graphic/keyboard network
connections are encrypted.

The server is not authenticated, the client is authenticated, and the graphic/keyboard
network connections are encrypted.

The server is authenticated, the client is authenticated, and the graphic/keyboard network
connections are not encrypted.
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44

46

47

48

49

50

51

52

53

54

60

61

62

63

64

DHCP State Codes

The server is not authenticated, the client is authenticated, and the graphic/keyboard
network connections are not encrypted.

No access to server.

No access for Oracle Virtual Desktop Clients.

No access: registration required.

No access: client key is rejected.

No access: security policy violation.

The network link is up, the server is authenticated, the client is authenticated, and
graphics/keyboard network connections are not encrypted.

The network link is up, the server is not authenticated, the client is authenticated, and
graphics/keyboard network connections are not encrypted.

The network link is up, the server is authenticated, the client is authenticated, and
graphics/keyboard are encrypted.

The network link is up, the server is not authenticated, the client is authenticated, and
graphics/keyboard are not encrypted.

Insert card. If the site's authentication policy allows access only by card, this icon is displayed
to prompt the user to insert a card. Access without a card is disabled.

Waiting for primary DTU. The DTU is a secondary DTU in a multihead group, and the
primary DTU is not currently connected.

Token reader. The DTU is a token reader. When a site policy disallows pseudo-sessions, a
DTU configured as a token reader displays the Token Reader icon instead of the Login dialog
box.

Smart card not recognized. The smart card is not recognized by the Sun Ray server or there
is a reader error.

Waiting for session access. Access is temporarily denied, but the Sun Ray DTU automatically
retries when this condition is resolved.

Some icons also show a state code after the number to provide more information.

DHCP State Code Meaning

A DHCP only provided IP address with no additional parameters.

B DHCP provided IP address, subnet mask, and router, but Sun Ray vendor-specific parameters are missing.

C DHCP provided IP address and Sun Ray vendor-specific parameters, but subnet mask and router are missing.
D DHCP provided all expected parameters.

Power LED

DTU Hardware State

Off

Green

Amber

Action to Take
Check to see whether the DTU is plugged in. Replace the DTU.
Normal operation.

Hardware fault. Replace the DTU.
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Blinking PROM is corrupted. Check that firmware downloads are configured and enabled,
then power cycle the DTU.

Card reader LED remains on even when Card reader hardware problem. Replace the DTU.
card is removed

(1) DTU Startup Icon

00 144F OESHSE

The DTU Startup icon indicates that the DTU has passed the power-on self test but has not yet detected an Ethernet signal. The
icon is displayed for a few seconds as part of the normal startup process. When an Ethernet signal is detected, the Network
Connection Verified OSD is displayed.

Problem: The DTU Startup OSD is displayed for more than 10 seconds.

® (Check that the Ethernet cable is plugged into the DTU correctly and that the other end is plugged in to
the correct hub, switch, or network outlet.

® |f the DTU is connected through a hub or a switch, verify that the hub or switch is powered on and
configured correctly. A link LED on the switch or hub indicates that the connection is alive.

(2) Firmware Download in Progress lcon

[ D~ =

100 F
10.5.129.193
00 144F OESASS 10.6.128.65

2E

The Firmware Download in Progress icon indicates that the DTU is downloading new firmware from a Sun Ray server.

If you see this OSD, wait until the download is complete. Downloading and saving the firmware takes less than a minute. If you
interrupt the download, the DTU has to download new firmware the next time it reboots.

(3) Saving PROM Software Icon
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10.5.129.193 e a
00 144F OESASS 10.6.129.70

The Saving PROM Software icon indicates that the DTU just downloaded new flash PROM software (firmware) from the Sun Ray
server and is saving it to the DTU's PROM.

If you see this OSD, wait until the download is complete. Downloading and saving the new firmware takes less than a minute. If
you interrupt the download, the DTU has to download new firmware the next time it reboots.
(4) Firmware Download Diagnostics Icon

The Firmware Download icon is displayed with a code or a message when an error occurs during a download of firmware. Table 4
lists the error codes. These error messages appear in English even in localized versions of Sun Ray Server Software.

oo F

10.5.129.193
00 14AFOESASE 10.5.129.65

Fld Load: PFrewented by barrier

Firmware Download Error Codes and Messages

Firmware download error codes are valid only with OSD icon 4.

Error Code = Error Message

E FW Load: No server

F FW Load: Name too long
G FW Load: Bad read

H FW Load: Bad signature

| FW Load: Failed decompression

] FW Load: Invalid module type
K FW Load: Version mismatch

L FW Load: Not enough memory
M FW Load: Prevented by barrier
N FW Load: Invalid HW version
o) FW Load: Flash write error

The Firmware Download with a 4 error code icon is displayed when the DTU fails to download new firmware. The message "FW
Load: Prevented by barrier" indicates that the DTU already has a later version of the firmware.
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In the sysl og, the following message indicates that a barrier level has been set to prevent Sun Ray DTUs from downloading an
earlier version of the firmware.

............................................................................................................................................................

Fi rmnar e upgr ade/ downgrade not allowed! Barrier is 310 Firmvare level is O

® Check/var/opt/ SUNWIt /| og/ nessages to confirm that your configuration is set up properly.

(15) Session Refused Icon

10.5.129.19=
o0 144F0ESASE 10.6.129.70

The Session Refused icons are displayed during a possible security breach because authentication has failed.

Problem: Icon shows the 15D message.

The DTU is refusing to connect to a server because the DTU is unable to verify the validity of the Sun Ray server.
This error can occur only if an unknown Sun Ray server tries to emulate a valid Sun Ray server. This situation is a

session security breach.

Problem: Icon shows the 50D message.

The Sun Ray server is refusing to grant a session to the DTU because the DTU is unable to fulfill the server's

security requirements.

® Upgrade the DTU's firmware version. This error can occur with firmware versions earlier than 2.0 when the

server is configured for hard security mode.
® As an alternative, determine whether your site requires hard security mode. If not, the session can be

enabled with soft security mode.

(16) Bus Busy Icon

X

10.5. 129,195
00 144F DESASE 10.5.129.70

100 F

A 15 E

The Bus Busy OSD indicates that the Sun Ray USB bus is servicing a high-speed device and the keyboard or mouse might not be
responsive to user input.
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This icon is displayed during an unusually long print job and disappears when the job is done. No action is needed unless killing
the print job is necessary.

(21) Network Connection Verified Icon

§oes)

1o F
o0 144FOESHIG

21

The Network Connection Verified icon indicates that the DTU has detected the Ethernet carrier but has not yet received its initial
parameters or IP address from the DHCP server. The icon is displayed for a few seconds as part of the normal startup process.

After the DHCP server has allocated an IP address, the icon is updated with the DTU's assigned IP address. When the network
connection is verified, the Sun Ray DTU connects to the Sun Ray server.

Problem: The icon is displayed for more than 10 seconds.

® Verify that the DHCP server is running and has not run out of IP addresses to assign to clients.
® Verify that the DHCP server is configured properly for network parameters.

Problem: The icon displays an IP address and an icon message, either 21A or 21B, depending on whether the Sun
Ray server is on a LAN network or a dedicated interconnect.

This condition occurs when the DTU receives an IP address from the DHCP but no other parameters. The Sun Ray
DTU issues a DHCP_INFORM request to obtain the Sun Ray-specific parameters.

® Code 21 A indicates that the DTU received an IP address and is waiting for a response to its DHCP i nf or m
request.

® Code 21 B indicates that the DTU received an IP address and IP router and is waiting for a response to its
DHCP i nf or mrequest.

If no response is received, the Sun Ray DTU continues the startup process using only the IP address. In a private
interconnect or simple LAN configuration, the DTU can function successfully. However, performance of the Sun Ray
DTU might be affected. If the Sun Ray DTU is part of a complex LAN configuration, it can fail later in the start up
process because it requires the additional parameters and Sun Ray-specific vendor options to handle network
operations, such as when a DTU is located several hops away from the Sun Ray server's subnet.

Continue with the startup process, if possible, and at the next opportunity, do the following:

® For LAN configurations with other non-Sun Ray DHCP services but no boot p proxy agent, verify the DHCP
server and the Sun Ray vendor tags.

® For routed configurations, verify that the boot p proxy agent is configured correctly in the Sun Ray DTU's
subnet and that it points to one of the Sun Ray servers in the failover group.

® For non-routed private interconnect configurations, the Sun Ray server performs the functions of a DHCP
server. Verify that it is configured properly for DHCP services.

When the Sun Ray DTU concludes the interaction with the DHCP server, it connects to a Sun Ray server and then
interacts with the server's Authentication Manager, indicated by the Waiting to Connect to Authentication Manager
OSD. Occasionally, the Sun Ray DTU is first routed to another Sun Ray server. In this case, the Redirection OSD icon
is displayed for a few seconds and then, as the Sun Ray DTU interacts with the new server's Authentication
Manager, the Waiting to Connect to Authentication Manager OSD is displayed.

138



Sun Ray Server Software 4.2 Administration Guide

(22) Waiting to Connect to Authentication Manager Icon

—>

100 F

108,129,182
00 144F DESHIE

22 E

The Waiting to Connect to Authentication Manager icon indicates that the DTU has received its parameters from the DHCP server

and it has connected to the Sun Ray server but has not yet completed it authentication. The icon is displayed for a few seconds as
part of the normal startup process.

Problem: The icon displays for more than 10 seconds or the DTU resets after the icon is displayed.

® Verify that Sun Ray services, including the Authentication Manager, are running on the Sun Ray server.

In a LAN configuration or other routed environment:

Verify that the DTU's IP address can reach the Authentication Manager.
Verify that the DTU's routing information, received from the Sun Ray server, is correct.
Verify that the boot p proxy agent is configured correctly in the Sun Ray DTU's subnet and that it points
to one of the Sun Ray servers in the failover group.
Run ut query for the DTU's IP address to see the parameters that the DTU received. If the parameters do
not include an Aut hSrvr parameter, the DHCP server might not have sent the Sun Ray parameters or the
parameters might not be correct.

® To confirm that the DHCP server can be reached, check the value of the DHCPSer ver parameter.
To confirm that the DHCP server sends the proper Sun Ray-specific parameter values, check the
value of the | NFORMSer ver parameter.
If a value is incorrect, look at your boot p relay configurations and DHCP server configurations for
network and Sun Ray parameters. For details of these parameters, see the ut quer y man page.
To restart DHCP on a Solaris server, type the following as superuser:

...................................................................................................................

# /etc/init.d/ dhcp stop
# /letc/init.d/ dhcp start

(23) No Ethernet Signal Icon

I:I =y

108,129,182
00 144F DESHIE

A 22D

The No Ethernet Signal OSD indicates that the DTU had an Ethernet address and an IP address but later lost the Ethernet signal.

® Check that the Ethernet cable has not become unplugged from the DTU or from the switch or network outlet.
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® |f the DTU is connected through a hub or switch, make sure that the hub or switch is still powered on.

(25) Redirection Icon

100 F
10.5.129.192
00 144FOESASE 10.6.129.70

25 E

The Redirection OSD indicates that the DTU is being redirected to a new Sun Ray server. This redireation can occur for any of
several reasons, including load balancing. The icon is displayed for a few seconds while the DTU connects to the new Sun Ray
server and then the Waiting to Connect to Authentication Manager OSD is displayed.

(26) Wait for Session Icon

(—E—) :::

100 F

10.5.129. 195
00 144FOESAIE 10.6.129.70

2B B

The Wait for Session OSD indicates that the DTU is waiting for its X Window session. The icon is displayed for a few seconds as
part of the normal startup process.

If this icon is displayed for a long time, display traffic from the server is not arriving to the client. Some possible reasons for this
problem are:

The network (routers, switches, firewalls) is not correctly transmitting UDP traffic from the server to the client.

The server is attempting to display one of the Server Policy icons, but the client is behind a NAT router or gateway.

The X server (Xnewt or Xsun) that is the source of the display traffic on the Sun Ray server side is not working properly.
It might be crashed or hung.

The display manager (dt | ogi n on Solaris 10 or gdmon Linux) has failed to start an X server for the session. It might be

crashed, hung, or not configured properly. If you suspect that dt | ogi n configuration files have been corrupted, see
How to Check and Fix Corrupted Configuration Files (Solaris).

(27) Sun Ray Server Broadcast Discovery In Progress Icon
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O
i .|
1)) o —
O
i .|
100 F
192 . 155.129.221
00 14d4dFOESHSS

A 27 D

A Sun Ray DTU uses broadcast discovery for one of the following reasons:
® No individual server addresses were provided by the DTU's configuration (Pop-Up GUI), DHCP, or a . par ns file.

® |ndividual server addresses were provided, but no server responded at the supplied addresses and the current
configuration allows the DTU to attempt a broadcast discovery after failing to contact the supplied addresses.

(28) Establishing VPN Connection Icon

a0 F

132.168.129.101
o0 144FOESHAIS

25 E

The Establishing VPN Connection icon is displayed while a DTU is trying to connect to the Sun Ray server through a VPN
connection. This icon can also include one of the following state codes for more information:

State Code Meaning

E VPN Phase 1 IKE initiated.
F VPN Phase 1 IKE complete.
G VPN connection expired.
H VPN Phase 2 initiated.

| VPN Phase 2 complete.

(29) VPN Connection Established Icon

e
]
(—) |
]
T
100 F
129.145.27.144
oo l44FOESASS
Found 1: 10.5. 12970
29 E
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When the VPN connection is established, the VPN Connection Established icon is displayed.

(31-34) Ethernet Address Icon

100 F .
10.5.129.195
00 144F0ESASG 10.6.129.70
21D
D 1|:||:| F 000 L
10.8.129.193
00 144FOESASS 10.6.123.70
=20
D 1|:||:| F Qo0 Ll
10.8.129.193
00 144F OESASE 10.5.129.145
=40

The Ethernet Address OSD shows the Ethernet address, the assigned IP address, the connected server, encryption status, DHCP
state, link speed and link mode.

To display current information about the Ethernet link, do one of the following at any time.

® On a Sun keyboard, press the three audio volume keys simultaneously. To get the same effect on a non-Sun keyboard,
type Crtl - Pause- N
® Disconnect and reconnect the Ethernet cable.

A value of 10 indicates a link speed of 10 Mbps; 100 indicates 100 Mbps. A value of F indicates that the link mode is full duplex. A
value of H indicates half-duplex mode.

(46) No Access to Server Icon

r
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This icon usually displays if the policy disallows card access and a card is inserted.

(47) No Access for Oracle Virtual Desktop Clients Icon

This icon indicates that access for Oracle Virtual Desktop Clients is disabled by default. To enable access for Oracle Virtual
Desktop Clients, go to Enabling Access for OVDC.

(48) No Access: Registration Required Icon

The card or DTU is not registered. If ATl is configured for a site, the ATI script is run when this icon is first displayed. If the script
registers the card, this state might not last long.

(49) No Access: Key Rejected Icon

This icon is displayed if only confirmed keys are allowed access by policy. It might be displayed if there is a key conflict, but other
icons might display instead.

(50) No Access: Security Policy Violation Icon

This icon is displayed if the client is running old firmware that does not support encryption or client authentication and the server
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has "hard" security mode set. This icon might also display in other security-related cases, such as key conflict or failed key
validation, but other icons might display instead.

(60) Insert Card Icon

| —

If the site's authentication policy allows access only by card, this icon is displayed to prompt the user to insert a card. Access
without card is disabled.

(61) Waiting for Primary DTU Icon
r

The DTU is a secondary DTU in a multihead group, and the primary DTU is not currently connected.

(62) Token Reader Icon

The DTU is a token reader. When a site policy disallows pseudo-sessions, a DTU configured as a token reader displays the Token
Reader icon instead of the Login dialog box.

(63) Smart Card Not Recognized Icon

The smart card is not recognized by the Sun Ray server or there is a reader error. The following reasons may include:
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The Sun Ray client is running an older firmware.

The smart card's contacts are dirty, the contacts on the smart card reader are dirty, or the card is not properly inserted.
The smart card is malfunctioning.

The Sun Ray server is not configured to read this type of smart card or an error exists in the configuration file.

To fix this problem, try one of the following actions:

Upgrade the firmware on the Sun Ray client.

Clean the smart card.

Replace the smart card.

Verify that the Sun Ray server has the appropriate smart card configuration files installed and configured.

(64) Waiting For Access Icon
r

This icon indicates that the server is not allowing access at the current time. This problem occurs when a Sun Ray DTU loses
power or the network connection to the server is interrupted and the smart card from the Sun Ray DTU is inserted into a
different Sun Ray DTU before the server has timed out the lost connection. Because the old connection is still active, new
connections using the same smart card are unable to gain access.

When this conditions occurs, the server checks the status of the old connection. After the time reserved for this check has elapsed
(an initial default of 10 seconds), the Sun Ray DTU connection is restarted and the condition should be automatically resolved.
Either the session access is granted or the Sun Ray DTU remains in this Waiting for Access state (64).

If a Sun Ray DTU continues to remain in this state, the same token is being used with another connection. Specifically, two
physical tokens (smart card, DTU, Oracle Virtual Desktop Client profile) are trying to connect to the same session.

Possible reasons for this issue include the following:

® A security incident where a copied or fake smart card is used to gain access to the session.

® A security incident where a copy of an Oracle Virtual Desktop Client profile is used to gain access to the session. This
situation might also indicate a user error. Oracle Virtual Desktop Client profile files should not be copied to a different
computer or user account.

® A registered token policy is in effect, alias tokens have been configured, and an alias token is still connected to the
session the user is trying to access. If access is denied because of a currently connected alias token, the connected alias
token needs to be disconnected to regain access. For example, the aliased smart card must be removed from its Sun Ray
DTU.

Troubleshooting Audio Output

Tracking Audio Sessions

Each time a user logs in to a Sun Ray DTU, a script automatically assigns the $AUDI ODEV environment variable to that session.
One ut audi o process is assigned to each session. Refer to the ut audi o and audi 0 man pages for more information.

Audio Device Emulation

During hotdesking, an emulated audio device follows the user to the new session. The name of the emulated device is carried in
the $AUDI ODEV environment variable. It is the responsibility of the audio application to inspect $AUDI ODEV and direct its output
to that device.

The emulated audio devices are created as device nodes in the / t mp/ SUNWit / dev/ ut audi o directory. This directory tree is
recreated at boot time.
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', Caution
Do not remove the / t np/ SUNWit / dev/ ut audi o directory. If you delete this directory, users with ut audi o
sessions cannot use their audio pseudo device nodes.

Problem: Audio is not working.

® Use the Sun audio keys (top right of keyboard) and check the volume and mute buttons.
® Display the Sun Ray session's audio settings:

.................................................................................................................................................

and verify that the audio output is selected properly, for example, for headphones or speakers.

Make sure the volume is not muted in your desktop session.
Try a set of external speakers plugged into the Sun Ray's audio out or headphones port. If that works, the Sun Ray might
have a broken speaker.

® To test whether the audio is working, type the following:

Solaris provides suitable sample PCM-encoded audio files in / usr/ shar e/ audi o/ sanpl es/ au, so for instance this
command:

should produce the sound of a gong.

Linux generally does not provide PCM-encoded audio files. If you can not locate a suitable file then this command can be
used to generate a continuous tone:

$ perl -e 'foreach(-8..8){push(@, pack("n",4*$_))} while(l){print @}' >
$AUDI CDEV

If the cat or per| command hangs, you might need to quit any other applications that are currently trying to play
audio, for example, a browser.

Problem: Audio is not working with Firefox.

® Check the current release of the Flash plugin and make sure it is at version 9.0.r125 or later. To check the Flash plugin
version, type about : pl ugi ns as the URL in the browser.
Try quitting Firefox and explicitly restart it in a terminal window: / usr/ di st/ exe/ fi ref ox.
If all else fails, quit Firefox, go to your . nozi | | a directory, and rename the "firefox" directory to something else, for
example, fi ref ox. j an09. Then, restart Firefox and see whether the audio works with a completely clean
configuration.

If the audio works with the clean configuration, then something is wrong in your browser's previous configuration.

Problem: An application ignores the $AUDI ODEV environment variable.

Some applications fail to honor $AUDI ODEV and unconditionally use a specific audio device node such as / dev/ audi o or

/ dev/ dsp. To work around this shortcoming Sun Ray Server Software provides a preloadable shared library | i bc_ut . so that
can be used to interpose on an application and redirect its activities to the device specified by $AUDI ODEV. To put this
redirection into effect:
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. Navigate to the shell or wrapper from which you started the audio player.
. Set the environment variable LD_PRELQAD in the player application's environment to refer to the | i bc_ut . so

interposer:

$ export LD PRELOAD

! § LD _PRELOAD=I i bc_ut. so §

3. Restart the application.

Troubleshooting Authentication

Authentication Error Messages

Errors in authentication are reported in the following log files:

® |nstallation logs:

[ var/ adm | og (Solaris only)
/var /| og (Linux only)

® (Configuration logs:

[ var/ adm | og (Solaris only)
/var/| og/ SUNWIt (Linux only)

® General log files:

/var/ opt/ SUNWIt /| og
/var/ opt/ SUNWit / srds/ | og
/var/ opt/ SUNWit / srds/ repl og

Messages logged into / var / opt / SUNWIt / | og/ nessages are delivered through the sysl og service described in the
sysl ogd man page. The general format of these messages is:

ti mestanp t hr ead_nanme message_cl ass nmessage

pseudo. 080020f 8a5ee

May 7 15:01:57 e47c utauthd: [ID 293833 user.info] Wrker3 NOTICE: SESSI ON_OK

Message components are defined as follows:

® timestamp format: year.month.day hours:minutes:seconds
® thread_name:

Worker# — Handles DTU authentication, access control, and session monitoring. Messages with the same thread
name are related. The exception occurs when a Worker# thread disconnects a DTU and then purges the
connection information from memory. After a Worker# DESTROY message, the next use of that Worker# thread
name has no relation to previous uses of the thread name. In other words, thread names are reused.
SessionManager# — Communicates with ut sessi ondon on behalf of a Worker# thread.

AdminjobQ — Used in the implementation to wrap a library that would not otherwise be thread-safe.

CallBack# — Communicates with applications such as ut | oad.

WatchlID — Used to poll data or terminals from connections

Terminator — Cleans up terminal sessions

Group Manager — Main group manager thread

® message_class:

CLIENT_ERROR - Indicates unexpected behavior from a DTU. These messages can be generated during normal
operation if a DTU is rebooted.

CONFIG_ERROR - Indicates a system configuration error. The Authentication Manager exits after this error is
detected.

NOTICE - Indicates a normal event.

UNEXPECTED - Logs events or conditions that were not anticipated for normal operation but are not fatal.
DEBUG - Occurs only if explicitly enabled and is used by the development team. Debug messages can reveal
session IDs, which must be kept secret to ensure proper security.
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Error Message Examples

Error class

CLIENT_ERROR

CONFIG_ERROR

NOTICE

UNEXPECTED

Message

...Exception ... : cannot
send keepAlivelnf

...keepAlive timeout

duplicate key:
invalid key:

attempt to instantiate
CallBack 2nd time.

AuthModule.load
Cannot find module

"discarding response: "
+ param

"NOT_CLAIMED
PARAMETERS: " + param

...authentication
module(s) loaded.

..DISCONNECT ...

"CallBack: malformed
command"

../ ...read/0:" + ie
./ ..read/1: ...
Exception ...

.../... protocolError: ...

Description

Error encountered while attempting to send a keep-alive message to a DTU.

A DTU has failed to respond within the allotted time. The session is being
disconnected.

DTU does not properly implement the authentication protocol.
DTU does not properly implement the authentication protocol.

Program error.

Problem encountered while loading configuration module.
Program or installation error.

No controlling application is present to receive DTU response.

A token was not claimed by any authentication module.

Notification that authentication modules have loaded.

Normal notification of disconnection.

Bad syntax from a user application such as ut | oad or uti dl e.

Possible program error.

Error encountered while reading messages from the DTU.

Various protocol violations are reported with this message. This error condition is
also a way for ut aut hd to force the DTU to reset.

Troubleshooting General Problems

Problem: How do you get keyboard type information for a Sun Ray DTU?

No method currently exists to get the keyboard type information for a Sun Ray DTU.

Problem: Gnome Display Manager (GDM) consuming CPU cycles on headless Sun Ray

server.

If you plan to use a headless Sun Ray server running Linux and Sun Ray clients using Gnome Display Manager (GDM), then this
configuration will generate errors on the Sun Ray client and consume CPU processes. The errors occur because GDM assumes that
the console display is present and GDM will continually attempt to (and fail to) service a non-existent console device.

The workaround is to add the - - no- consol e option to the pr eadmcommand in the Sun Ray server's / et c/ i ni t t ab file:

X: 5: respawn: / et ¢/ X11/ pr ef dm - - nodaenon --no-consol e

Oracle servers have the Integrated Lights Out Manager (ILOM) Service Processor to provide a virtual console, so this configuraiton
is not an issue and the workaround is not needed.
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Troubleshooting Installation

Installation (utinstall) Error Messages

If during an installation, upgrade, or uninstall the uti nst al | script returns an error, refer to the following table for assistance.

All Installations

Message

utinstall: fatal, nedia-dir is not a

valid directory.

XXXXxX not successfully installed

{{A different version x.x of product has been
detected. The other-product Software is only
compatible with product y.y. You must either
upgrade or remove the current product installation
before proceeding.

Exiting ...}}
error, no Sun Ray software packages
install ed.

The following files were not
successfully replaced during this
upgrade. The saved copi es can be
found in <directory>

Partition Nane Space Required
Space Avail abl e

partition
yyy

XXX

Linux Installations

Meaning

You called the - d option, but
media-dir is incomplete.

Might occur for the installation
of any application or patch if
relevant packages have not
been properly installed.

Some of the applications
provided with Sun Ray Server
Software are compatible only
with certain versions of other
applications.

None of the Sun Ray
components are installed on
this system.

Some files were not properly
replaced as part of the
upgrade.

Not enough disk space was
allocated for partition.
Repartition the disk and run
utinstall again.

Resolution

Resolution

The media-dir directory requires
relevant patches and packages for
installation. The media-dir directory
includes the Sun Ray directory.

Verify that he component xxxxxx is
present in the installation media
directory path and has the correct
permissions, then run the uti nst al |
script again.

Compatible and necessary applications
are included with Sun Ray Server
Software. Remove older versions, then
run the uti nstal | script again.

No action is required as the product is
not installed.

Manually copy the listed files from the
directory, overwriting the newer files
if applicable.

Message Meaning

The fol | owi ng packages were not
successful ly removed xxxxxx ...

The packages listed
have not been
properly removed.

Renoval of product was not
successfully conpl eted. See |og

Removal of Sun Ray
Server Software was

file for nore details. incomplete.
Solaris Installations
Message Meaning
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Use the r pm - e command to remove each listed rpm
manually, then run uti nstal | -u again.

Check the log file for the package that started the
problem and manually remove it with the rpm - e
command, then run utinstal | -u again.
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Cannot open for read

adm n-file

For SPARC platforms:

SunCS release is x.x, valid
rel eases are: 10

For x86 platforms:

SunCS release is x.x, valid

rel eases are: 10

Pl ease clean up the directory
[ var/t mp/ SUNWIt . upgr ade
before rerunning utinstall.

Pl ease renmove the existing
preserved file
<preserved_tarfil ename>
before rerunning utinstall.

utpreserve: unable to
preserve data. Error while
creating archive file

The foll owi ng packages were
not successfully renoved
XXXXXX . . .

Renpoval of product was not
successfully conpl eted. See
log file for nore details.

The adm n_def aul t file is
unreadable, or you called the - a
option and the admin-file is
unreadable.

You are attempting to install Sun
Ray Server Software onto a Solaris
software version that does not
support SRSS 4.2.

You are not running a valid OS
release for this platform.

Other unrelated files were found in
the pr eserve directory.

You decided not to restore from the
indicated tar file.

The utinstal | script failed to
preserve existing configuration files.

The packages listed have not been
properly removed.

Removal of Sun Ray Server Software
was incomplete.

Modified System Files (Solaris)

The following files are modified during ut adm

/etc/inet/hosts
[ etc/inet/networks
/ etc/inet/netmasks

/ etc/ nsswitch. conf
/ etc/ host nane. intf

/etc/inet/dhcpsvc. conf # including all DHCP-related files

The following files are modified during Sun Ray service startup:

® Jetc/inet/services

® Jetc/inet/inetd. conf

The following files are modified during ut confi g:

® Jetc/ passwd

® /etc/shadow
® Jetc/group

After installation, the following files are updated upon reboot:

® Jetc/sysl og. conf

® Jetc/ pam conf

Modified System Files (Linux)

The following files are modified during ut adm
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Verify that the installation administration file
exists (adm n_def aul t or other) and the
permissions are correct.

Upgrade to the supported version 10 of the
Solaris OS before installing Sun Ray Server
Software.

Upgrade to the supported version 10 of the
Solaris OS before installing Sun Ray Server
Software.

Remove unrelated files from the directory.

Remove the tar file before running
utinstall again.

Either exit and manually preserve these files
or just continue.

Use the pkgr mcommand to remove each
listed package manually, then run
utinstall -uagain.

Check the log file for the package that
started the problem and manually remove it
with the pkgr mcommand, then run
utinstall -uagain.
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/ et ¢/ dhcpd. conf

/ et c/ nsswi tch. conf

/ et c/ opt/ SUNWIt / net / dhcp/ SunRay- opt i ons

/ et c/ opt/ SUNWIt / net/ dhcp/ SunRay-i nterface-ethl
/ et c/ opt/ SUNWIt / net / host nane. et hl

/ et c/ opt/ SUNWIt / net / net wor ks

/ et c/ opt/ SUNWIt / net / net masks

/etc/hosts

The following files are modified during ut confi g:

® Jetc/ passwd

/ et ¢/ shadow
/ etc/ group

SRSS also updates the GDM configuration file, cust om conf, to make sure it has the following entries, which are removed when
SRSS is removed:

VTAI | ocat i on=f al se
Dynamni cXSer ver s=true

In addition, display files are created for each Sun Ray DTU in the following directories:

Pr eSessi on
Post Sessi on
Init

Post Logi n

Log Files

Significant activity occurring on the Sun Ray server is logged and saved. The server stores this information in text files. The
following table describes the log files that are maintained.

Log File Path Description

Administration  /var/opt/ SUNWit /| og/ admi n_| og Lists operations performed during server administration. This
log is updated daily. Archived files are stored on the system
for up to one week and are annotated using numeric
extensions, for example, from file name adm n_| og. 0 to
admi n_| og. 5.

Authentication  /var/opt/ SUNWit /| og/ aut h_I| og Lists events logged from the Authentication Manager. The
aut h_| og file is updated up to a limit of 10 every time the
server's authentication policy is changed or started. The
archived authentication files are annotated using numeric
extensions, for example, from aut h_| og. 0 to

aut h_l og. 9.
Automatic /var/ opt/ SUNWit / | og/ ut nountd. | og Lists mount messages for mass storage devices. The archived
Mounting nount d files are annotated using numeric extensions, for

example, from ut mount d. | og. 0 to ut mount d. | og. 9.

Mass Storage  /var/ opt/ SUNWIt /| og/ ut st oraged. | og = Lists mass storage device events. The archived storage files
Devices are annotated using numeric extensions, for example, from
ut st or aged. | og. 0 to ut st oraged. | og. 9.

Messages /var/ opt/ SUNWIt /| og/ nessages Lists events from the server's DTUs, including details of
registering, inserting, or removing smart cards. This file is
updated daily. Archived files are stored up to seven days or
3.5 MB, annotated with numeric extensions, for example,
from messages. O to messages. 5.

Web /var/ opt/ SUNWIt /| og/ ut webadmi n. | og = Lists web administration-related messages. The archived log
Administration files are annotated with numeric extensions.
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The structure and content of the various messages written to these files and other SRSS log files is arbitrary and might change at
any time. The messages do not provide a stable interface for programmatic consumption.

Troubleshooting Login Problems

The Sun Ray administration model has seven types of user sessions:

Default — Normal user login

Register — User self-registration

Kiosk — Anonymous user operation

Insert card — User smart card required

Card error — Unrecognized user smart card type

No entry — User's smart card token is blocked

Session Refused — The server refuses to grant a session to a DTU that does not meet the server's security requirements

The Default, Register, and Kiosk session types have normal login processes. When a problem occurs, investigate the following:

® Sun Ray server configuration files. However, the Sun Ray Server Software itself modifies some configuration files. In most
cases, these changes are identified with SRSS-specific comments. Do not change these modifications.
Any X server startup files that have been modified
dt | ogi n status

Although the last four session types display icons on the Sun Ray DTU, they do not have login processes. If the user removes and
reinserts the smart card immediately, the icon disappears but the Wait for Session OSD icon remains. These session types and
their OSDs do not cause concern. The user can perform one of the following actions:

® |nsert a recognized smart card in the correct orientation
® Ask the Sun Ray administrator to grant access
® Ask the Sun Ray administrator to download the correct firmware

Problem: The dt | ogi n daemon cannot start the Xsun server properly.

See How to Check and Fix Corrupted Configuration Files (Solaris).
Troubleshooting Multihead Displays

Multihead Video

The H264 and VC-1 streams are synchronized with the audio stream on the DTU. In a multihead group, the audio stream is
directed only to the primary DTU, so audio/video synchronization can only be performed on the primary DTU. When video is
displayed on secondary DTUs, the application must perform the A/V synchronization.

Problem: The display resolution is 640 x 480.

If the Sun Ray DTU is unable to read DDC data from the monitor, it defaults to 640 x 480 pixels. This condition occurs for the
following reasons:

® The monitor was powered off when the Sun Ray DTU was started
® Abad cable
® An older monitor

How To Reset the Screen Resolution

. Replace the cable.

. Restart the Sun Ray DTU after powering the monitor on.
. Replace the monitor.

. Set a persistent display setting to override the default.

B W N =

utresadm
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Troubleshooting Network Problems

The ut capt ur e Utility

The ut capt ur e utility connects to the Sun Ray Authentication Manager and reports packet loss statistics and round-trip latency
timings for each DTU connected to this server. See the ut capt ur e man page to learn more about this command.

The ut capt ur e command outputs the following information:

Data Element  Description

TERMINALID The MAC address of the DTU.

TIMESTAMP The time the loss occurred in year-month-day-hour-minute-second format, for example, 20041229112512.
TOTAL PACKET = Total number of packets sent from the server to the DTU.

TOTAL LOSS Total number of packets reported as lost by the DTU.

BYTES SENT Total number of bytes sent from the server to the DTU.

PERCENT LOSS = Percentage of packets lost between the current and previous polling interval.

LATENCY Time in milliseconds for a round trip from the DTU to the server.

Problem: Sun Ray DTU traffic loss of more than 0.1%.

Sun Ray DTU traffic loss of more than 0.1%, may indicate a network problem. You may want to allocate higher priority to the
VLAN that carries Sun Ray DTU traffic. For more information on how to change the priority, see the manufacturer's

documentation for your switch.

ut capt ur e Examples

The following command captures data every 15 seconds from the Authentication Manager running on the local host and then
writes it to stdout if any change occurs in packet loss for a DTU.

............................................................................................................................................................

The following command captures data every 15 seconds from the Authentication Manager running on the local host and then

writes it to stdout.

............................................................................................................................................................

The following command captures data every 15 seconds from the Authentication Manager running on server5118.eng and then
writes the output to stdout if any change occurs in packet loss for the DTU with ID 080020a893chb or 080020b34231.

............................................................................................................................................................

The following command processes the raw data from the input file r aw- out . t xt and then writes to stdout the data only for
those DTUs that had packet loss.

% utcapture -i rawout.txt

The ut quer y Command
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The ut quer y command interrogates a DTU and displays the DTU's initialization parameters with the IP addresses of the DHCP
services that supplied those parameters. This command can be helpful in determining whether a DTU was able to obtain the
parameters that were expected in a particular deployment and in determining specific DHCP servers that contributed to the DTUs
initialization. See the ut quer y man page to learn more about this command.

OSD Icons

Sun Ray DTU on-screen display (OSD) icons contain information that can help the administrator understand and debug network
configuration problems. The amount of information encoded into the icons has been significantly expanded in the firmware
delivered with Sun Ray Server Software. The icon structure and progression are described in detail in SRSS Troubleshooting Icons.

How To Identify a Hung Session

1. Become superuser
2. Type the following command:

# /opt/ SUNWIt / sbi n/ utdesktop -1 -w

How To Kill a Hung Session

1. Become superuser
2. Type the following command:

# /opt/ SUNWit / sbi n/utsession -k -t token

Troubleshooting Printers

Problem: "Failed to open the printer port" message.

Verify that the printer node used for configuring the printer has been created and is available under
/ t np/ SUNWIt / uni t s/ | EEE802. <maci d>/ dev/ pri nters.

If the printer node is not available, reboot the DTU.

Troubleshooting Sun Management Center (Solaris)

When the Sun Ray server has the Sun Management Center agent installed, the normal operation is for the agent to start
automatically. The Sun Ray server becomes a monitored Sun Management object.

Problem: Sun Management Center's Detail window does not show a Sun Ray object
for the Sun Ray server node.
Load the Sun Ray module or enable the module manually.

How To Load the Sun Ray Module

1. Click the Sun Management Center's Modules tab.
2. In the Module Name column, look for the Sun Ray entry.
3. Check the status of the Sun Ray entry. Its Load status must be Yes and its Enabled status must be Yes.
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flnfo rBrowser rAIarms View Log rAppIications |/H ardware |

Modules with Load Status:

Module Name ~ | Loaded | Bcheduled | Enabled
Agent Statistics Ves = Mo ¥es
Config Reader (Ul Wark... |[Yes E Mo Yes
Kemel Reader (Simple) Yes = Mo Yes
MIB-II System (Simple)  |Ves 2 Mo Yes
Sun Ray Ves Z No Yes

Available Modules:
Module Hame

~ | Multi-instance
Data Logging Registry H o
MIB=1I Prowy Manitoring Fy ves

4. If the Load status is not Yes, select the Sun Ray entry and then click the Load button.
This action loads the module and moves it to the Modules with Load Status list.

5. If the Enabled status is not Yes, select the Sun Ray entry and then click the Enable button.
6. Return to the Detail window.

The Detail window now shows a Sun Ray object for the Sun Ray server node.

Problem: The list of modules on the Modules tab does not include an entry for Sun
Ray.

Add the module manually and restart its agent.

How to Register and Start the Sun Ray Module

1. Issue the following command to add the module to the Sun Management Center and restart its agent:

# [ opt/ SUNWit / sbi n/ ut sunnc

2. If a message displays indicating that the agent failed to start, type the following command to verify that the agent is
running:

# ps -ef |grep agent

If the Sun Management Center agent is running, wait a few minutes and then check the Detail window.

3. If the agent is not running, type the following command to start the Sun Management Center agent:

# [ opt/ SU\Msynon/ sbin/es-start -a

Troubleshooting USB Storage
Problem: Device nodes are not created.

Check the log file / var / opt / SUNWit / | og/ ut st or aged. | og for a message about why device nodes were not created. Some
mass storage device types are not supported.
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Problem: The device is not automatically mounted.

Check the log file / var / opt / SUNWit / | og/ ut nount d. | og for an error message.
This condition occurs when the Sun Ray operating system does not recognize the storage devices's file system.

Problem: The device is not automatically unmounted.

This condition occurs when a user still has an open reference to the mount point at the time the storage device is unplugged or
the user's session is disconnected. The mount point becomes a stale mount point and persists until the system is rebooted or until
the administrator removes it.

How to Find and Remove Stale Mount Points

1. Search for stale mount points:

2. For each stale mount point, close all references to the mount point.
3. For each stale mount point, terminate all processes that refer to the mount point.
4. Remove the mount point.

.................................................................................................................................................
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Tuning Applications

Some applications, such as intensive 3-D visual simulations, might run very slowly on a Sun Ray client.

Applications that use double-buffering such as pseudo-stereo viewers and applications that use high-frequency dynamic color
table flips on 8-bit visual displays might not show the proper result. Turn off antialiasing to save screen resources.

Install interactive applications such as web browsers and StarOffice(TM) and PC interoperability tools such as Citrix and Sun
Secure Global Desktop (SGD) software on the Sun Ray server. The applications benefit from faster transport of commands to the
Sun Rays X server and network traffic is reduced.

If an application can be configured to use shared memory instead of DGA or OpenGL(R), using shared memory results in
improved performance.

Tuning the Java Desktop Systems

To tune desktop performance, use solid backdrops and wireframe window moves.

For more instructions and recommendations, refer to the following information:
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® Java Desktop System documentation
® GNOME Performance Enhancement Tips for the Solaris Platform
® GNOME Performance Script for Solaris

Tuning the Network

Network Switches

Some network switches do not work well with Sun Ray DTUs when the server-side connection is configured to run at 1 Gbps.
Because the Sun Ray DTUs run at 100 Mbps and the data is sent from the X Windows server in periodic bursts, these switches are
required to buffer a certain amount of data. This situation can happen even when the average data rate from the X server is well
under 100 Mbps.

The X server is programmed in such a way that a certain allowed amount of data is sent at tick intervals. The original
implementation had 50 ticks per second. The X server is allowed to send at a certain specific rate granted by the Sun Ray DTU.

For example, if the Sun Ray DTU’s grant is 40 Mbps, it can send 5 MB per second in bursts that are sent every 1/50th of a second.
This means that at each tick, the server can send 100 KB of data at a rate of 1 Gbps. This rate would cause a queue buildup in the
switch of close to 100 KB, which would then drain out at 100 Mbps over the next 1/50th of a second.

The first action to mitigate this type of issue is to increase the number of ticks per second to 100 per second from 50. Thus, in the
example above, the X server would send 50 KB every 10 ms rather than 100 KB every 20 ms. This setting would improve the
situation considerably, but the problem would still remain. The 100 ticks per second rate was chosen because it corresponded to
the normal resolution of the timer in the Solaris and Linux software.

How to Increase the Operating System's Timer (Solaris)

To increase the number of ticks per second beyond 100, the operating system's timer must also be increased. On the Solaris
platform, use the following procedure.

1. Open the / et ¢/ syst emfile.
2. Add the following command:

set hires_tick=1

3. Save and close the file.
4. Reboot the system.

The hi res_t i ck=1 setting increases the system timer resolution to 1000 ticks per second.

Because the X server code uses the system setting, the X server's bursts of data now use the same value, 1000 ticks = 1 second,
that is, 1 tick = 1 ms. In the example, using the new tick duration results in the X server sending 5 KB of data every 1 ms.

Because the change to the tick duration decreases the amount of buffering required on the network switch, the performance of
the Sun Ray DTUs improve.

Network Load

In situations where network load or packet loss is too high, network cables or switch equipment might be defective in very rare
cases.

1. Verify that network connections are 100F.
2. Use ut capt ur e to assess network latency and packet loss.

As latency and packet loss increase, performance suffers.
Tuning the Sun Ray Server

Excessive Disk Swapping
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If the Sun Ray server does not have enough virtual memory available, the X Window server instance does not start and the user
experiences a slow response. When virtual memory is insufficient, the Sun Ray server performs excessive disk swapping.

To determine whether the Sun Ray server is swapping to disk excessively, use the virst at command:

If excessive swapping is occurring, the system might be undersized or overutilized.

The solution is to add more memory or increase the size of the swap partition.

Screensaver Resource Consumption

Many graphics-intensive screensaver programs consume large amounts of CPU, memory, and network bandwidth. To avoid
excessive resource consumption on the Sun Ray servers, disable them.

How to Disable Screensavers (Solaris)

Remove the screensaver packages.

# pkgrm SUNWkscr eensaver - hacks
H # pkgrm SUNWkscr eensaver - hacks- gl H

If the SUNWkscr eensaver - hacks- gl package is not removed successfully, remove the gl package and then remove the
SUNWscr eensaver - hacks- gl package.

Glossary

A B CDEFGHIJKLMNOPQRSTUVWXYZ

If you would like to add a term to the list, use the Add Comment link at the bottom of the page to contact us.

Term Description

AAC Advanced Audio Coding, a "lossy" compression format capable of delivering relatively high quality at relatively
low bit rates.

AH Authentication headers, used as part of an IPSec implementation.

alias token An alias token enables a card owner to access the same Sun Ray session with more than one physical token.

This setup can be useful, for example, when a user needs a duplicate smart card.

ALP The Sun Appliance Link Protocol, a suite of network protocols that enable communication between Sun Ray
servers and DTUs.

AMGH Automatic Multigroup Hotdesking. See regional hotdesking.

authentication = The Authentication Manager, using the selected authentication modules, decides what tokens are valid and
policy which users, as token owners, have access to the system and sessions.

authentication = Although all tokens are used by the Authentication Manager to grant or deny access to Sun Ray sessions, this
token term usually refers to a user's smart card token. See token.
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Term

backplane
bandwidth

barrier
mechanism

bpp

Term

CABAC

CAM
card reader

category 5

client

client key

client-server
codec

cold restart

cut-through
switches

D

Description

Sometimes also referred to as switch fabric. A switch's backplane is the pipe through which data flows from an
input port to an output port. Backplane bandwidth usually refers to the aggregate bandwidth available amongst
all ports within a switch.

To prevent clients from downloading firmware that is older than the firmware they already have, the
administrator can set a barrier mechanism. The barrier mechanism symbol BarrierLevel is defined by default in the
DHCP table of Sun Ray servers running version 2.0 or later of Sun Ray Server Software.

Bits per pixel.

Description

Context-adaptive binary arithmetic coding, a "lossless" entropy coding technique used in H.264/MPEG-4 AVC
video encoding.

Controlled Access Mode, also known as Kiosk Mode.
See token reader.

The most common type of wiring used in LANSs. It is approved for both voice and data (at up to 100 Mhz). Also
called cat 5.

See Sun Ray client.

An automatically generated public-private key pair that represents a Sun Ray DTU or a Sun Data Access Client. A
client key is used to authenticate the device when it connects to a server.

A common way to describe network services and the user processes (programs) of those services.
A device or program capable of encoding or decoding a digital data stream or signal.

Pressing the Cold Restart button terminates all sessions on a given server before restarting Sun Ray services. See
restart.

The switch begins forwarding the incoming frame onto the outbound port as soon as it reads the MAC address
while continuing to receive the remainder of the frame.

Term Description

DHCP  Dynamic Host Configuration Protocol, which is a means of distributing IP addresses and initial parameters to the
DTUs.

domain A set of one or more system boards that acts as a separate system capable of booting the OS and running
independently of any other board.

DTU See Sun Ray DTU.

Term

ESP

Ethernet

Ethernet
address

Description
Encapsulating Security Payloads, used as part of IPSec.
Physical and link-level communications mechanism defined by the IEEE 802.3 family of standards.

The unique hardware address assigned to a computer system or interface board when it is manufactured. See
MAC address.
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Ethernet A unit that redirects packets from input ports to output ports. It can be a component of the Sun Ray
switch interconnect fabric.

Term Description
failover = The process of transferring processes from a failed server to a functional server.

failover  Two or more Sun Ray servers configured to provide continuity of service in the event of a network or system failure.
group Sometimes abbreviated as FOG or HA (for high availability). The term high availability refers to the benefit of this
type of configuration; the term failover group refers to the functionality.

filling When a DTU's firmware is downgraded to an earlier version because it connects to a server running the earlier

station version, the DTU needs to be connected to a filling station so that it can download newer firmware. For this
purpose, a filling station can be any private network configured for Sun Ray services or any shared network in which
the Sun Ray DHCP server is the only DHCP server.

firmware = See barrier mechanism.

barrier

FOG See failover group.

fps Frames per second.

frame Video output device that drives the video display. See virtual frame buffer.
buffer

G

Term Description
GEM Gigabit Ethernet.

group-wide = Across a failover group.

Term Description

H.264 A standard for video compression developed by MPEG and VCEG for a wide range of bit rates and resolutions.
Also known as MPEG-4 AVC (Advanced Video Coding) and MPEG-4 Part 10.

HA High availability. Sun Ray HA groups have traditionally been called failover groups.

head Colloquial term for a screen, or display, or monitor, especially in a context where more than one is used in
conjunction with the same keyboard and mouse, as in "multihead" feature.

high See failover. The term high availability refers to a benefit of this type of configuration; the term failover group
availability refers to the functionality.
hotdesking The ability for a user to remove a smart card, insert it into any other DTU within a failover group, and have the

user's session "follow" the user, thus allowing the user to have instantaneous access to the user's windowing
environment and current applications from multiple DTUs.

hot key A predefined key that causes an activity to occur. For example, a hot key is used to display the Settings screen
on the Sun Ray DTU.

hot-pluggable | A property of a hardware component that can be inserted into or removed from a system that is powered on.
USB devices connected to Sun Ray DTUs are hot-pluggable.
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Term

idle session

IKE

interconnect
fabric

internet

intranet

IP address

IP address
lease

IPSec

K

Term
key

keyboard
country
code

key
fingerprint

key pair

Kiosk
Mode

Kiosk
session

Kiosk
session
type

Description

A session that is running on a Sun Ray server but to which no user (identified by a smart card token or a
pseudo-token) is logged in.

Internet Key Exchange, a component of IPSec.

All the cabling and switches that connect a Sun Ray server's network interface cards to the Sun Ray DTUs.

A collection of networks interconnected by a set of routers that enable them to function as a single, large virtual
network.

Any network that provides similar services within an organization to those provided by the Internet but which is
not necessarily connected to the Internet.

A unique number that identifies each host or other hardware system on a network. An IP address is composed
of four integers separated by periods. Each decimal integer must be in the range 0-255, for example,
129.144.0.0.

The assignment of an IP address to a computer system for a specified length of time, rather than permanently.
IP address leasing is managed by the Dynamic Host Configuration Protocol (DHCP). The IP addresses of Sun Ray
DTUs are leased.

The Internet Protocol (Security) set of protocols seeks to secure IP communications by encoding data packets
through authentication headers (AH) and encapsulating security payloads (ESP) and by providing a key exchange
mechanism (IKE).

Description
A random sequence of bits that is used with cryptographic algorithms for authentication or encryption.

A number representing a specific USB keyboard map that can be set in the Sun Ray client firmware to provide
better Non-US keyboard support. This code is used if the keyboard returns a country code of 0.

A user-viewable hexadecimal string representing a public key, which is generated by an MD5 hash based on the
public key data.

A pair of related keys used for authentication. Also known as a public-private key pair. The 'private key' is only
known by the owner. The 'public key' is published and distributed. It is used to authenticate the owner of the
private key.

A facility to run sessions without a UNIX login under an anonymous user account. Kiosk sessions provide a
preconfigured, usually restricted, software environment. Kiosk sessions are configured through a Kiosk session
type. The term Kiosk Mode was used interchangeably with CAM in earlier versions of SRSS.

A user session running in Kiosk Mode. Also called Kiosk Mode session.

A set of scripts and configuration files, which are described by a Kiosk session descriptor file. A Kiosk session type
defines the kind of user session that will run in Kiosk Mode. A session type is sometimes referred to as a session
configuration.

Term  Description

LAN Local Area Network. A group of computer systems in close proximity that can communicate with one another through
some connecting hardware and software.
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layer | The data link layer. The OSI (Open Standards Interconnection) model has a total of seven layers. Layer 2 is concerned
2 with procedures and protocols for operating the communication lines between networks as well as clients and servers.
Layer 2 also has the ability to detect and correct message errors.

local = The CPU or computer on which a software application is running.

host

local | From the DTU's perspective, the most immediate server in the LAN.

server

M

Term

MAC
address

managed
object

mobile
token

mobility

modules
MPPC
MTU

multicasting

multihead

multiplexing

N

Term
namespace
NAT

network

network
address

network
address
translation

network
interface

network
interface card

Description

Media Access Control. A MAC address is a 48-bit number programmed into each local area network interface
card (NIC) at the time of manufacture. LAN packets contain destination and source MAC names and can be used
by bridges to filter, process, and forward packets. 8:0:20:9e:51:cf is an example of a MAC address. See also
Ethernet address

An object monitored by the Sun Management Center software.

If mobile sessions are enabled, a user can log into an existing session from different locations without a smart
card, in which case the user name is associated with the session. This type of pseudo-token is called a mobile
token.

For the purposes of the Sun Ray Server Software, the property of a session that allows it to follow a user from
one DTU to another within a server group. On the Sun Ray system, mobility requires the use of a smart card or
other identifying mechanism.

Authentication modules are used to implement various site-selectable authentication policies.
Microsoft Point-to-Point Compression protocol.
Maximum Transmission Unit, used to specify the number of bytes in the largest packet a network can transmit.

The process of enabling communication between Sun Ray servers over their Sun Ray network interfaces in a
failover environment.

See head.

The process of transmitting multiple channels across one communications circuit.

Description
A set of names in which a specified ID must be unique.
See network address translation.

Technically, the hardware connecting various computer systems enabling them to communicate. Informally,
the systems so connected.

The IP address used to specify a network.

NAT. Network address translation typically involves the mapping of port numbers to allow multiple machines
(Sun Ray DTUs in this case, but not Sun Ray servers) to share a single IP address.

An access point to a computer system on a network. Each interface is associated with a physical device.

However, a physical device can have multiple network interfaces.

NIC. The hardware that links a workstation or server to a network device.
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network
latency

network mask

network
protocol stack

NIC

non-smart
card mobility

NSCM

O

The time delay associated with moving information through a network. Interactive applications such as voice,
video displays and multimedia applications are sensitive to these delays.

A number used by software to separate the local subnet address from the rest of a given Internet protocol
address. An example of a network mask for a class C network is 255.255.255.0.

A network suite of protocols organized in a hierarchy of layers called a stack. TCP/IP is an example of a Sun
Ray protocol stack.

Network interface card.

A mobile session on a Sun Ray DTU that does not rely on a smart card. NSCM requires a policy that allows
pseudo-tokens.

See non-smart card mobility.

Term Description

OSD = On-screen display. The Sun Ray DTU uses OSD icons to alert the user about potential start-up or connectivity problems.

Term

PAM

PAM session

patch

PCM

policy

Pop-up GUI

port

POST
power cycling
pseudo-session

pseudo-token

R

Description

Pluggable Authentication Module. A set of dynamically loadable objects that gives system administrators the
flexibility of choosing among available user authentication services.

A single PAM handle and runtime state associated with all PAM items, data, and the like.

A collection of files and directories that replaces or updates existing files and directories that prevent proper
execution of the software on a computer system. The patch software is derived from a specified package
format and can only be installed if the package it fixes is already present.

Pulse Code Modulation.
See authentication policy.

A mechanism that allows the entry of configuration parameters for a Sun Ray DTU from the attached
keyboard.

(1) A location for passing data in and out of a computer system. (2) The abstraction used by Internet
transport protocols to distinguish among multiple simultaneous connections to a single destination host.

Power-on self test.
Using the power cord to restart a DTU.
A Sun Ray session associated with a pseudo-token rather than a smart card token.

A user accessing a Sun Ray session without a smart card is identified by the DTU's built-in type and MAC
address, known as a pseudo-token. See token.

Term Description
RDP Microsoft Remote Desktop Protocol.
regional This SRSS feature enables users to access their sessions across wider domains and greater physical distances than

hotdesking = was possible in earlier versions of SRSS. Administrators enable this feature by defining how user sessions are
mapped to an expanded list of servers in multiple failover groups. Originally known as Automatic Multigroup
Hotdesking (AMGH).
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restart

Sun Ray services can be restarted either from the ut r est art command or with the Warm Restart or Cold

Restart buttons through the GUI. A cold restart terminates all Sun Ray sessions; a warm restart does not.

RHA

Remote Hotdesk Authentication, a security enhancement that requires SRSS authentication before users can

reconnect to an existing session. RHA does not apply to Kiosk sessions, which are designed for anonymous access
without authentication. RHA policy can be administered either through a GUI option or with the ut pol i cy
command.

S

screen flipping

server

service

session

session mobility

smart card

smart card-based
authentication

smart card-based
session mobility

smart card token
SNMP

spanning tree
store-and-forward
switches

subnet

Sun Desktop
Access Client

Sun Ray client

Sun Ray DTU

system

T

thin
client

The ability to pan to individual screens that were originally created by a multihead group on a DTU with a
single head.

A computer system that supplies computing services or resources to one or more clients.

For the purposes of the Sun Ray Server Software, any application that can directly connect to the Sun Ray
DTU. It can include audio, video, X servers, access to other machines, and device control of the DTU.

A group of services associated with an authentication token. A session may be associated with a token
embedded on a smart card. See token.

The ability for a session to "follow" a user's login ID or a token embedded on a smart card.

Generically, a plastic card containing a microprocessor capable of making calculations. Smart cards that
can be used to initiate or connect to Sun Ray sessions contain identifiers such as the card type and ID.
Smart card tokens may also be registered in the Sun Ray Data Store, either by the Sun Ray administrator
or, if the administrator chooses, by the user.

Using a smart card to authenticate a card holder based on credentials supplied by the card and
authentication information from the card holder, such as a PIN or biometric data. Requires Solaris
middleware.

Using a smart card to provide a unique token ID and token type that enables SRSS to locate the card
holder's session. In some cases, card holders might be required to authenticate themselves using smart
card-based authentication.

An authentication token contained on a smart card. See token.
Simple Network Management Protocol

The spanning tree protocol is an intelligent algorithm that enables bridges to map a redundant topology
and eliminates packet looping in Local Area Networks (LAN).

The switch reads and stores the entire incoming frame in a buffer, checks it for errors, reads and looks up
the MAC addresses, and then forwards the complete good frame out onto the outbound port.

A working scheme that divides a single logical network into smaller physical networks to simplify routing.

A software application that runs on common client operating systems and provides the ability to connect
to a desktop session running on a Sun Ray server. Users can switch between their Sun Ray DTU and any
supported Desktop Access Client enabled PC without using smart cards.

A hardware or software-based client that obtains a desktop session from a Sun Ray server. Currently, there
are two types of clients: Sun Ray DTU and Sun Desktop Access Client.

Sun Ray desktop units were originally known as Desktop Terminal Units, hence the acronym. They are also
referred to as Sun Ray thin clients, Sun Ray ultra-thin clients, and Sun Ray virtual display terminals.

The Sun Ray system consists of Sun Ray DTUs, servers, server software, and the physical networks that
connect them.

Thin clients remotely access some resources of a computer server such as compute power and large memory
capacity. The Sun Ray DTUs rely on the server for all computing power and storage.
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tick
timeout

value

token

token
reader

trusted
server

U

usB

user
session

\Y

VC-1
virtual

desktop

virtual
frame
buffer

VLAN

VPN

W

Term
WAN

warm
restart

WMA

work
group

X

Term

The time interval since a specified network event. Early versions of SRSS defined a tick as 1/50th of a second. It is
now defined as 1/100th of a second, which is the usual SNMP convention.

The maximum allowed time interval between communications from a DTU to the Authentication Manager.

The Sun Ray system requires each user to present a token that the Authentication Manager uses to allow or deny
access to the system and to sessions. A token consists of a type and an ID. If the user uses a smart card, the smart
card's type and ID are used as the token. If the user is not using a smart card, the DTU's built-in type and ID (the
unit's Ethernet, or MAC, address) are used instead as a pseudo-token. If mobile sessions are enabled, a user can log
into an existing session from different locations without a smart card, in which case the user name is associated with
the session. A pseudo-token used for mobile sessions is called a mobile token. Alias tokens can also be created to
enable users to access the same session with more than one physical token.

A Sun Ray DTU that is dedicated to reading smart cards and returning their identifiers, which can be associated with
card owners (that is, with users).

Servers in the same failover group that "trust" one another through a common group signature.

Universal Serial Bus.

A session that is running on a Sun Ray server and to which a user, identified by a smart card token or a pseudo
toke, is logged in.

Informal name of the SMPTE 421M video codec standard, now a supported standard for Blu-ray discs and
Windows Media Video 9.

A virtual machine containing a desktop instance that is executed and managed within the virtual desktop
infrastructure, usually a Windows XP or Vista desktop accessed through RDP.

A region of memory on the Sun Ray server that contains the current state of a user's display.

Virtual Local Area Network.

Virtual Private Network.

Description
Wide Area Network.

See restart.

Windows Media Audio data compression file format and codec developed by Microsoft.

A collection of associated users who exist in near proximity to one another. A set of Sun Ray DTUs that are connected
to a Sun Ray server provides computing services to a work group.

Description
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Xnewt = The new default X server for Sun Ray Server Software 4.1 and later on Solaris.

X A process that controls a bitmap display device in an X Window System. It performs operations on request from client

server = applications. Sun Ray Server Software contains two X servers: Xsun, which was the default Xserver in previous versions
of SRSS, and Xnewt, which is the default Xserver for SRSS 4.1 and later. Xnewt enables the latest multimedia
capabilities.

Y

Term | Description

YUV | Simple, lossless mechanism to store images or a sequence of images.
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