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About this book

This book is intended for those who are responsible for the routine monitoring and
administration of Sun Customer Ready Infinite Archive System (IAS) appliances. It
focuses on using the Java Web Console graphical user interface to check system
health, gather performance metrics, and administer users and IAS file system
sharing.

The remainder of this preface explains how you can use this book most effectively
and how you can obtain updated or supplementary documentation.

Understanding the intended scope of this book

The IAS console provides substantially more functionality than monitoring and
routine administration, of course, and this document provides basic instructions for
using the additional capabilities. But IAS is, first and foremost, an appliance that is
meant to shield the user from the underlying complexities of administering
archiving file systems and file servers. An appliance should not require
reconfiguration or, indeed, any significant operator intervention at all. Accordingly,
this document assumes that tasks like handling outages and implementing upgrades
are primarily the responsibility of Sun service personnel and are thus out of scope in
a user operations guide. While basic instructions for many of these tasks are
included herein, they are by no means comprehensive or suitable in all
circumstances.

As a user guide, this document presumes that those who choose to undertake expert
appliance-maintenance tasks have the expertise to carry them through with minimal
guidance. So, before undertaking any of the expert tasks that are outlined in this
book, you should be thoroughly trained in the nuances of SAM-QFS file systems,
entirely familiar with the extensive SAM-QFS documentation available from Sun,
and completely comfortable with UNIX system administration. Clustered, multinode
IAS appliances require Sun Cluster expertise as well. Do not rely exclusively on the
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task outlines below. Instead, if you are at all unsure of your capabilities with regard
to SAM-QFS, clustering, the Solaris operating system, or any other aspect of IAS
configuration and maintenance, contact Sun support services for assistance.

How this book is organized

The document is task-oriented, organized around the work you have to do rather than
around the features or components of the product. Chapters and sections generally
begin with a list of tasks covered. Tasks are presented in order, and the steps in each
process are numbered, in the sequence in which they are to be performed.
Conditional steps (steps that you perform only in specified circumstances) begin
with the condition (“If A ...”) and end with the corresponding action (“... do B”); if
the condition does not apply, you simply skip the step. Each task ends with a
reference to the next task in the sequence:

Next task: “Installing ...” on page 3.
When the setup process branches, the task ends with conditional alternatives:
Next task:

m If the customer does not plan to run the management console from a host on
the local area network (LAN), press SKi p, and go to the next task.

m Otherwise, carry out the procedure “Configuring the Ethernet LAN” on
page 57.

When you have finished a task or sequence of tasks, this is clearly noted in the
document:

Stop here.

To minimize the time that you spend switching between publications or between
major sections of the document, we have made an effort to avoid cross references to
external information wherever possible. If you need to have a figure, a table, or a
procedure, it should always be, at worst, on a neighboring page.

Taking advantage of this book’s hypertext features

If you choose to view this book online, rather than in printed form, you can jump
quickly to any part of the book by clicking on the corresponding entry under the
Bookmar ks tab on the left side of the Adobe Acrobat interface. In addition, clicking
on entries in the table of contents, cross references, or references to subsequent tasks
will take you directly to the indicated part of the document. You can then use the
back arrow on the Adobe Acrobat Reader to return, if desired, to the point you left.
In addition, clicking on most Uniform Resource Locators (URLs) and on most
references to online resources will open your default web browser to the
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corresponding web page. You can, if necessary, obtain a required download
immediately (be aware, however, URLs to specific pages change frequently and may

not always be accurate).

Understanding the conventions used in this book

The table below illustrates the conventions that represent literal and variable values,
commands, and property names in this book.

Convention Meaning Examples
AaBbCc123 Fixed-width text is used for literal Edit your. | ogi n file.
values, including names of commands, {Use |s -a to list
files, directories, literal computer files.
inputs/outputs, and Uniform Resource o/ vo have mail
Locators (URLs) '
AaBbCc123 Oblique text is used for variables that  To delete a file, type:
AaBbCc123 stand for real names or values and for rmfi | ename.
book titles.
ABCDEF Fixed-width uppercase text represents ON, OFF
electrical and system states, Boolean TRUE, FALSE
values, and constants. ONLI NE.  DOWN
ABCD Bold, san-serif, uppercase text Click Submi t
indicates callouts in illustrations. (A below).
1. Numbered paragraphs indicate steps
in a process that should be executed in
sequential order.
[ | Bulleted paragraphs indicate lists of

[1asd01- nol] r oot #
Tab, Shift, A

Ctrl-At-Del,
Alt-0169

alternatives or components.
A commandline prompt
Keys on the keyboard

A combination of keys on the
keyboard, pressed at the same time.

Obtaining the latest information and supporting resources

Obtain the latest Sun documentation from <docs. sun. conm. Always check the

documentation portal for updates to this document before proceeding. Documents
distributed by other means, such as CDROM, may not reflect the latest changes to
appliance hardware, software, and services.

About this book v
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ABOUT THIS BOOK

This manual is part of a set of documents that describes the operations of the Sun
StorageTek SAM, Sun StorageTek QFS, and Sun Cluster products. The table below
shows the complete documentation set for these products at the time the current
document was published, but be aware that titles change from time to time.

Title

Sun StorageTek QFS File System Configuration and Administration Guide

Sun StorageTek Storage Archive Manager (SAM) File System Configuration and
Administration Guide

Sun StorageTek Storage Archive Manager (SAM) Archive Configuration and Administration Guide
Sun StorageTek Storage Archive Manager (SAM) Installation and Upgrade Guide

Sun StorageTek QFS Installation and Upgrade Guide

Sun StorageTek Storage Archive Manager (SAM) Troubleshooting Guide

Sun StorageTek QFS and Sun StorageTek SAM Release Notes

Sun Cluster Concepts Guide for Solaris OS

Sun Cluster Software Installation Guide for Solaris OS

Sun Cluster Data Services Planning and Administration Guide for Solaris OS

Sun Cluster Data Service for Oracle Real Application Clusters Guide for Solaris OS

Commenting on this book

Sun welcomes your comments and suggestions for improving this book. Contact us
atdsc- cust oner - f eedback@un. com. Please include the title, part number, issue
date, and revision: Sun Customer Ready Infinite Archive System User Operations Guide
for Version 3.6, part number 316196801 (Oct 2009 Revision AD).
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CHAPTER 1

Understanding IAS

The Infinite Archive System (IAS) is an integrated, fully assembled, ready-to-use
appliance that is optimized for secure, highly accessible, long-term storage of large
volumes of archival data. The appliance design integrates carefully matched, well-
proven hardware and software components that minimize cost while maximizing
performance and reliability. Extensive automation and user-friendly interfaces keep
maintenance and administration to a minimum, so that you can concentrate on
archiving and the business requirements that drive it, rather than on the
implementation.

This chapter contains two main sections. The first, “Benefits of appliance
architecture” (see page 1), explains how the IAS appliance works and why. This
basic overview of the appliance design lays the groundwork for the second section,
“IAS appliance best practices” (see page 5). This second section outlines the
principles that will guide your approach to all of the specific procedures that we
cover later in this book.

316196801AD

Benefits of appliance architecture

Packaging an archiving solution as an appliance separates routine but complex, low-
level implementation tasks from the unique, high-level configuration tasks that
make a technical solution work in your environment. The former are handled at the
factory, in a tested, repeatable, standard process that insures consistent, baseline
results. The latter are handled on site by Sun service professionals and by your own
administrators. This approach ensures “Faster solution deployment” (see page 2),
improves “Manageability, reliability, and availability” (see page 2), and makes
optimal use of “Proven components” (see page 3).
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Faster solution deployment

The Sun Customer Ready Program delivers factory matched, tested, fully integrated
storage components in standardized configurations. The hardware and software are
fully installed and work together out of the box. The complex installation and setup
work that would otherwise consume a inordinate amount of time at your site is
already complete when the system arrives. With functioning hardware and software
as a given, the implementation team can focus on the business requirement—on
archiving —rather than on making individual pieces work.

During initial system installation, your network and storage administrators work
with Sun services personnel to define archive requirements—redundancy, retention,
and availability —for the different types of data that you will be archiving. They
jointly determine the numbers of files and capacity required for each data type, and
the directory organization and user/client access appropriate to each. Once the
requirements have been established, the deployment team configures archive
policies to suit using dedicated IAS interfaces. The interfaces then adjust all of the
underlying component settings to match the policies. Complex, repetitive
configuration changes are made consistently, safely, and with minimal opportunity
for human error.

Connecting the fully configured IAS appliance to users, applications, and client
hosts is equally straightforward. The appliance design hides the internal
configuration of the archive behind a standard, network file system interface that
users, clients, and applications already use. To clients, the IAS archive looks like one
or more standard SAMBA or NFS shares.

Manageability, reliability, and availability

The same factors that streamline solution deployment—proven components
arranged in a standardized configuration, extensive automation, and user access via
industry standard network file sharing—are the key to the ease of operation,
reliability, and high availability of an IAS archive.

Once the appliance is installed, the internal operation of the archive is largely
automatic. You can read from and write to files and directories, control access, and
administer resources using normal, network-administration tools, just as you would
for any other NFS or SAMBA share. The system implements your policies behind the
scenes, automatically creating and maintaining the specified number of copies of
each file in specified repositories, retaining each file for the required interval,
migrating files between repositories, and managing space in each repository. You
need only monitor the IAS internals for problems, using the browser-based, IAS
graphical administration console and IAS email notifications.
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Automation is the key factor in insuring the long-term stability and availability of an
IAS archive. Human errors—subtle, inadvertent misconfigurations—are the most
common causes of data loss, poor performance, and poor system availability in
archiving systems. In a complex system, in the absence of standardization and
automation, such errors are easy to make and hard to diagnose and correct. Heavy
administrative workloads increase the incidence of problems. By design, IAS
appliances limit the ways in which operators, administrators, and archive users can
interact with the system, so that you have to make fewer changes, have less to do,
and have fewer opportunities for making costly mistakes.

When you do have to make changes—either to data or, in the rare instances, to the
underlying configuration—automated IAS interfaces insure that changes are tracked
and applied correctly. Users, administrators, and service personnel each interact
with a defined set of control points—exposed via NFS or SAMBA shares or via the
IAS graphical administration interface—and not with the specially tuned operating
system, optimized internal file systems, and preconfigured hardware interfaces. The
defined control points are designed to be flexible and feature-rich enough to provide
any useful degree of customization, while insuring that highly integrated archive
configuration remains intact.

Proven components

The IAS appliance’s specialized architecture rests on proven Sun foundations:
m SAM for information lifecycle management
m QFS for fast, reliable access to files

m Solaris Cluster for high availability

SAM for information lifecycle management

Sun StorageTek SAM is a hierarchical storage manager that implements fully
automated, policy-driven, information lifecycle management behind a familiar,
straightforward file system interface. When a user or application saves a file to a
SAM file system, software automatically works in the background to insure that the
data remains available throughout the retention period specified. The software
makes multiple copies of the data and distributes the copies across multiple, tiered
storage systems, so that the accessibility and responsiveness of the storage provide a
quality and cost of service commensurate with the value and importance of the data.

The tiers of a SAM storage subsystem match the input/output (I/O) characteristics of
storage devices and media to the usage patterns of the data and the I/O
characteristics of the user and application processes that create, edit, and consume
data. The first tier, primary cache, holds working copies of the data files that users
and applications are actively accessing and modifying. Primary storage media must

Chapter 1 Understanding IAS 3



thus reliably sustain many random I/O operations per second and many concurrent
I/O streams from multiple host systems. This high performance comes at a
proportionately high price that effectively limits the capacity of the primary tier,
and, in any case, only a subset of a typical organization’s data is in active use at any
given time. For these reasons, the secondary and, if present, tertiary storage tiers of a
SAM hierarchy are normally implemented using higher-capacity, lower-cost media
that can be economically provided in the required quantities.

In enterprise-class archive systems and in systems that must handle a highly
transactional workloads or many small, rapidly changing files—such as many
databases and most email systems—Sun engineers specify a primary cache
consisting of high-performance, low-density, iSCSI or Fibre Channel disk arrays. In
smaller, two-tier archive systems and in systems that handle large, for the most part
sequentially accessed files—such as medical imagery, geological data, and
engineering drawings—they select moderately priced, high-density SATA disk
arrays that are more cost-effective for these kinds of workload. In the enterprise and
I/O-intensive archive solutions, SATA disk arrays form the secondary storage tier
and are backed by a third tier of inexpensive, high-density, sequential-access tape
media stored in a robotic library. Systems that use SATA disk as primary cache can
use either a tape or SATA disk for secondary storage, depending upon the
requirement, and may or may not include a third tier.

The SAM software migrates copies of each data file from tier to tier based on file
usage and user-defined policies. Actively accessed, frequently changed data is kept
in the primary cache and backed by multiple, redundant copies in the other storage
tiers. As the file ages and is less frequently accessed, SAM expires the primary copy
in order to free primary cache for more active data, effectively migrating the file to
the secondary or tertiary tier. If a user or process at some point needs to start
accessing a migrated file, SAM stages the file back to primary cache and retains it
there until it is no longer being used.

The complex, information lifecycle management processes are, however, invisible to
users, applications, and hosts. The archive presents one copy of each file, resident in
an ordinary file system, a file system that just supplies what is needed when it is
needed.

QFS for fast, reliable access to files

QFS is a high-performance file system that facilitates rapid location of and access to
files across multiple media types, while at the same time enhancing the redundancy
and resilience of the file system itself. QFS file systems store file data and filesystem
metadata (the information necessary for locating and accessing files) on separate
storage devices for optimum security, scalability, and performance.

4 Sun Customer Ready Infinite Archive System User Operations Guide for Version 3.6 Oct 2009
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Solaris Cluster for high availability

When assured access to data is essential, an IAS appliance can combine multiple
SAM-QFS server nodes in a high-availability cluster managed by proven Sun Solaris
Cluster software. An active Meta Data Server (MDS) node manages QFS metadata
devices and supplies filesystem metadata to the other, QFS client nodes. All of the
QFS file servers—both MDS and client—serve files to user application clients. But, if
the MDS becomes unavailable, the system automatically fails over to a client node,
which then becomes the active MDS. Moreover, if maintenance or repairs necessitate
a shutdown of the active MDS, you can manually fail over to a client before
proceeding and thus keep the archive continuously available .

IAS appliance best practices

An IAS appliance is at its best when you leave it alone and think of it as a sealed
box, like a toaster. You do not open up your toaster and alter the wiring when you
want toast: you simply drop the bread in and push down the handle provided. You
may adjust the timer control in order to get lighter or darker toast. But, once you
have the setting the way you like it, you generally leave it alone, in order to get
consistently satisfactory results. When you use an IAS appliance, you should
likewise use the external controls provided and limit the adjustments that you make
as much as possible. This section outlines some best practices:

m “Use subdirectories and network shares as virtual filesystems” (see page 5)
m “Use subdirectories and file sharing for performance tuning” (see page 6)

m “Always consult Sun services before altering IAS internals” (see page 6)

m “Always use the IAS Java Web Console when making changes” (see page 7)

m “Let IAS software manage the storage” (see page 7).

Use subdirectories and network shares as virtual filesystems

Most of us are used to organizing and controlling access to data by placing different
data on different servers, different disks, or different file systems. You can—and
should —follow a similar rationale when you administer an IAS archive. However,
you should never alter the preconfigured file systems that come with the IAS
appliance without explicit instructions from a Sun support representative. Instead,
you should create subdirectories within these standard file systems and then share
them with NFS and/or SAMBA.
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The automated processes that give an IAS appliance many of its special properties
will only work with the standard file systems and standard filesystem names (TX_y,
where X and y are digits). So you should consider these file systems part of the
internal, physical implementation of the system. Leave them alone.

On the other hand, your users, applications, and client systems require multiple file
systems, ideally with informative, meaningful names and varying access
requirements. To accommodate these requirements, create user-facing, virtual file
systems on top of the physical IAS implementation. Using the IAS Java Web
Console, create a subdirectory for each filesystem that you need within the IAS
filesystem (TX_y). Name each subdirectory in a way that makes sense to you and your
fellow administrators. Then share each subdirectory using either NFS or SAMBA. Set
up access control for each share just as you would when sharing any other
networked storage resource. Name each share in a way that makes sense to your users
or applications. You then have an archive structure that is both easy for you and your
colleagues to manage and easy for your users to understand.

By virtualizing your user- and client-facing file systems in this way, you increase the
usability of the archive while simultaneously hardening it against both inadvertent
and intentional interference. Both the end users and the system administrators can
work with share names that are convenient and meaningful. Yet the IAS standard
file systems have not been altered. As a bonus, the virtual, client-side names mask
the actual, physical directory structure—a modest but useful extra protection against
intruders.

Use subdirectories and file sharing for performance tuning

As with any filesystem, performance may seem to fall over time, as you add files to
an IAS archive. To restore or maintain, you simply modify your subdirectory
structure and network shares (do not alter the internal configuration of your
appliance!). Performance can fall off when a SAM-QFS subdirectory contains 10,000
or more files. So distribute user and client data across multiple subdirectories, each
with fewer files. Use access-controlled NFS and/or SAMBA shares to balance loads
by channelling files to the separate subdirectories.

Always consult Sun services before altering IAS internals

If you have a requirement that you cannot address using subdirectories and network
file sharing or if you must correct an internal fault, contact Sun services unless you
are absolutely sure of what you are doing, have the requisite training, and have
mastered the full range of SAM-QFS and (where appropriate) Sun Solaris Cluster
documentation.
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Always use the IAS Java Web Console when making changes

If you must alter the internal configuration of the IAS appliance, always do so using
the browser-based IAS Java Web Console administrative interface, unless directed by
a Sun services representative. Never use the IAS Solaris operating system, Integrated
Lights Out Management interface, server- or disk-management utilities, or
individual hardware interfaces as substitutes for the IAS administrative console,
even if you are intimately familiar with general-purpose Sun Solaris servers and
storage systems. IAS components are specially configured and tuned for use in an
integrated appliance, and may not function correctly when individually
reconfigured.

Note — while you can view native CAMS and FSM interfaces by pressing the
graphical APPLI CATI ONS button at the top of the IAS Java Web Console banner, you
should never use these applications for appliance configuration unless specifically
instructed to do so by a Sun support representative. In particular, CAMS and FSM
are not cluster-aware applications and cannot manage the clustered components of
IAS appliances.

Let IAS software manage the storage

In general, give the IAS software processes free access to all of the storage and let
IAS decide how storage and media are apportioned and utilized. Do not try to
micromanage or second-guess the archive. Archiving always works best when you
keep things simple and let the software choose from the largest possible selection of
storage locations when processing any given job.

In most circumstances, you should thus avoid reserving file systems and/or Volume
Serial Number (VSN) pools for particular users, groups, or purposes. When you
divide up the space statically and reserve each piece for a specific use, unused space
in one subdivision cannot be combined with space in the others. Overall capacity is
under-utilized, yet archiving may stop for lack of media.There is more than enough
aggregate storage tied up in the different subdivisions, but too little is available in
the designated pool or file system.
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CHAPTER 2

Changing r oot passwords
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Before you begin using the Infinite Archive System (IAS) appliance, secure the server
nodes by changing the default root passwords. Replace the defaults with secure
passwords of your choosing.

Secure passwords contain eight characters, of which at least two are alphabetic
characters and at least one is a numeric or special character. Each new password
differs significantly from the corresponding account name (changing the case of
letters is not sufficiently different) and differs from the old/default password by at
least three characters.

There are two root passwords that you must change on each server node:
m the root password for the Integrated Lights Out Manager (ILOM)

m the root password for the Sun Solaris operating system.

The Sun Integrated Lights Out Manager (ILOM) is a service processor that provides
management access to IAS server nodes even when the server CPU and Solaris
operating system are not running. It consists of an independent processor called the
Graphics Redirect and Service Processor (GRASP), firmware (software stored in non-
volatile memory), and serial and Ethernet communications interfaces. The ILOM
firmware includes a full set of basic communications and management applications,
including a server-side Secure Shell (ssh) implementation for encrypted remote
login, a commandline interface (CLI), an integral web server, and a downloadable,
browser-based graphical user interface (GUI).

You can change both the ILOM and Solaris root passwords using the ILOM, as
described in the remainder of this chapter. There are three basic tasks:
m “Connecting the service host” on page 10

m “Changing the ILOM root password” on page 15
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Connecting the service host

To use the ILOM, you must connect a host to the IAS appliance and log in. This
service host can be a laptop or workstation running any operating system that
supports Java and a compatible web browser.

Sun recommends the free, open-source Firefox browser for accessing the Java Web
Console graphical user interfaces. Firefox is available from the Mozilla Foundation at
<http://ww. nozil | a. con >. Other standards-compliant browsers may also
work with the IAS console, but have not been tested.

The Microsoft Internet Explorer browser has been tested and is not compatible with
the IAS console application.

Note that you must enable popup windows when using Java Web Console
applications. Consult your browser documentation for instructions.

Proceed as follows.

V¥ Attaching a host to the ILOM of a dual-node appliance

The ILOM service processors of dual-node, high-availability IAS appliances are
accessible via port 23 on the IAS patch panel. To attach a management host to this
port, proceed as follows.

1. Arrange the required physical Ethernet connections between the host and the IAS
appliance.

2. On the host, configure the IP address of the Ethernet port that connects to the IAS
appliance. Set it to 192. 168. 51. 251.

This is IAS private-network address that is reserved for customer use.

3. On the IAS appliance, connect the Ethernet cable from the host to port 23 on the
IAS patch panel (A below).

Port 23 is reserved for customer-supplied hosts.

A
T RN T TS O T TR TV TR R R N RO TV R (R W e T R R e . T O |

Eﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ@ﬂﬂﬂﬂgﬂﬂﬂﬂmmﬂ

W 2 2oz

4. Test the connection. On the host, open a compatible web browser, such as Mozilla
Firefox.
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5. In the navigation menu of the browser (B below), enter 192. 168. 51. 21, the IP
address of the ILOM interface on the SAM-QFS Meta Data Server (MDS) node,
| AS3N- n01:

() QL htpsino21685121 @) v ) -

Sun” Integrated Lights Out Manager

SP Hostname: SUNSPO0144F3A3F75

User Name: |mot e
I TE—

Password:

A

Remember that the ILOM root password is not the same as the Solaris r oot
password.

6. When the login page appears, log in as r oot , and enter the ILOM r oot
password (C above).
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7. Press Log | n (D above) to open the ILOM interface (below).

REFRESH | LOG OUT
Role (User): Administrator (root) SP Hostname : SUNSPO0144F9A3FTS

Sun” Integrated Lights Out Manager

J Information ‘ sym:n i Gonfourstion. L M L m L Molniopane®

J Versions | Session Time-Out ‘ Components ‘

Versions
View the version of ILOM firmware currently in use.

Version Information

Property Value |
SP Firmware Version 1.1.8

SP Firmware Build Number | 18244

SP Firmware Date Sat Apr 21 11:25:11 PDT 2007

SP Filesystern Version 0.1.14

Next step: “Changing the ILOM root password” on page 15.

V¥ Attaching a host to the ILOM of a single-node appliance

The ILOM service processor of single-node IAS appliances are accessible via the
Net Myt port on the lower edge of the System Control | er at the rear of the
server chassis. To attach a management host to this port, proceed as follows.

1. Arrange the required physical Ethernet connections between the designated host
and the IAS appliance.

2. If the host and the ILOM will be attached to the local area network (LAN) using
static addressing, obtain IP addresses, net masks, and gateway addresses for both.

3. If the host will be will directly attached to the ILOM using a private connection,
configure an Ethernet port on the host to 192. 168. 51. 251, the default IAS
private address used with customer equipment.
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4. On the IAS appliance, connect the Ethernet cable coming from the host or
network switch to the Net Myt port on the lower edge of the System
Control | er at the rear of the server chassis (A below).

SC weight: 14.5 Ib. (6.6 kg.)
Do not use handle to carry SC.

0 TR
20144FAGCESC |8
swem o

I
00038ADS7ED1 | g
NET O PAC ID

AMACID®

CCOMPACT FLASH (CF) CARD

5. On the host, open a compatible web browser, such as Mozilla Firefox.

6. In the navigation menu of the browser (B below), enter 192. 168. 51. 21, the
default IP address of the ILOM interface on the IAS server node:

G)Ezv\ () () @ ntpsi192.16851.21 @) v ) -

Sun” Integrated Lights Out Manager

SP Hostname: SUNSPO00144F9A3FT75

User Name: |rn-m e
I e

Password:

Login |
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7. When the login page appears, log in as r oot , and enter the ILOM r oot
password (C above).

Remember that the ILOM root password is not the same as the Solaris r oot
password.

8. Press Log | n (D above) to open the ILOM interface (below).

REFRESH | LOG OUT
Role (User): Administrator (root) SP Hostname : SUNSPO0144F9A3FTS

Sun™ Integrated Lights Out Manager

e

| versions | 1|u1  Components |

Versions
View the version of ILOM firmware currently in use.

Version Information

Property Value |
5P Firmware Version 1.1.8

SP Firmware Build Number | 18244

SP Firmware Date Sat Apr 21 11:25:11 PDT 2007

SP Filesystem Version 0.1.14

9. If the host is directly attached to the ILOM using a private connection or if the
ILOM network port has already been configured for the LAN, you have finished
configuring the ILOM connection. Stop here.

10. If the host and the ILOM are attached to the local area network (LAN) and if the,
ILOM network interface is not currently configured, proceed as follows.
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11. Select the Configurati on tab from the system properties (F below).

System System User Remote

Information Monitoring Configuration Management Control Maintenance
System Management Alert Serial Clock SMTP
ADCESS Management | Nemork | pog Settings Syslog | cjignt

Network Settings

View the MAC address and configure network settings for the Service Processor from this page. DHCP is the
default mode, but you can manually configure the Netmask, Gateway, and IP address. Select the radio button
next to the appropriate mode, then enter settings as needed.

MAC Address: 00:03:BA:DB:78:00

Obtain an IP Address =
Automatically (use DHCP) 0

Use the Following IP Address fol

IP Address: [

Subnet Mask: [

Gateway: [ ° Save )

12. When configuration property tabs appear, select Net wor k (G above).

The Network Settings properties appear.

13. To use a dynamically assigned IP address, click the radio button labeled Qbt ai n
an |P Address Automatically (use DHCP) (Habove).

14. Otherwise, click the radio button labeled Use the Followi ng | P Address
and enter the | P Address, Subnet Mask, and Gateway address in the text
boxes provided (J above).

15. Press the on-screen Save button to make your changes (K above).

Next step: “Changing the ILOM root password” on page 15.

Changing the ILOM r oot password

ILOM service processors have user accounts much like the servers they support.
Privileges associated with these accounts govern the degree to which users can
control the server remotely. To change the default ILOM root password, proceed
as follows.
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V¥ Changing ILOM passwords
1. If you have not already done so, log in to the ILOM graphical user interface.

2. Click User Managenent (A below) on the ILOM main menu.

REFRESH | LOG OUT
Role (User): Administrator (root) SP Hostname : SUNSP00144F9A3FTS

Sun™ Integrated Lights Out Manager

J User Accounts | Active Sessions | LDAP Settings ‘ Radius

User Settings

Add, delete, or modify local ILOM user accounts from this page. ILOM offers 10 local user accounts. The
system uses roof which you cannot delete. The other 9 are available for your use. Single Sign On enables an
ILOM administrator, logged in to the Chassis Monitoring Module, to access any blade Service Processor without
the need to log in again. Single Sign On must be enabled on each Service Processor you want to access with

this feature, which is enabled by default.
™ Enable Single Sign On
Save |

Users
C

Add | dit || Delete
Mame Role |

|
p ® | root Administrator

3. In the Users table, click the radio button corresponding to the account that you
want to change (B above), and press the on-screen Edit button (C).

A password-maintenance dialog appears.
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4. In the dialog, check the Change checkbox (D below).

Sun™ Integrated Lights Out Manager

The password must be 8 to 16 characters, which are case sensitive.
Use any characters except a colon or space.

User Mame: roct
Q 4 Change

New Password: [
Confirm New Password: |_e
Role: IWW

o

5. Enter and confirm the new password in the fields provided (E above).

i +)

6. Press Save to make the change, Cl ose to abort (F above).

Next step: “Changing the Solaris root password” on page 18
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Changing the Solaris r oot password

To change the default Solaris r oot password on a server node, carry out the
following tasks:

m “Logging in to the Solaris commandline using ssh” on page 18 or, if you have just
changed the ILOM password, “Logging in to the Solaris Java Desktop via the
ILOM” on page 19

m “Changing the root password from the commandline” on page 21.

V¥ Logging in to the Solaris commandline using ssh

1. Open a terminal window, and run ssh with the root account and the IP address of
the IAS server:

‘ # ssh root @AS_server_IP

2. When you are challenged for a password, enter the root password for the IAS

server:
# ssh root @AS_server_IP

Passwor d:

Last login: Fri Nov 21 09:57:43 2008 from 129.150. 36. 18

Sun Mcrosystens |nc. SunCs 5. 10 CGeneric January 2005

System BULT: Thu Sep 18 14:27:01 MDT 2008

SAM FS Rel ease: 4.6.50
Fl ash Archive |mage: 3.51
SUNWEi stk Versi on: 3.5.0.52

CaS Mdel: OS3-V-SAS 1-SATA-1-T1
You have new nail .
| AS3N- nOx#

Next task: “Changing the root password from the commandline” on page 21.
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V¥ Logging in to the Solaris Java Desktop via the ILOM

1. On the | nt egr at ed Li ght s Qut Manager (ILOM) page, press the Renpt e
Cont rol button (A below).

REFRESH | LOG OUT

Role (User): Administrator (root) SP Hostname : SUMSPO0144F9A3F75

Sun™ Integrated Lights Out Manager

Remote

System System
Control

~Information ~ Monitoring
| Redirecton | Remote PowerConirol | Mouse Mode Settings |

Launch Redirection

Manage the host remotely by redirecting the system console to your local machine. Launch the Sun ILOM Remote
Console to manage multiple blades from one window and utilize the RKVMS features. Select 16-bit high-guality
color redirection for fast connections, or 8-bit lower-quality color redirection for slower connections.

O | want to see redirection in 16-bit

® | want to see redirection in B-bit
Launch Redirection |

2. On the Launch Redi r ecti on panel, click the radio button for 8- or 16-bit
resolution (B above), and press Launch Redi recti on (C).

Choose 16-bit redirection for better resolution, 8-bit for better performance on a slow

network.

3. When the download dialog appears, click the Open wi t h radio button, and select
Java(TM Wb Start Launcher from the list (D below). Then press OK (E).

You have chosen to open
I# jnlpgenerator-8

which is a: application/x-java-jnlp-file
What should Firefox do with this file?

O v

() DownThemaAll!...

() Save to Disk

[ Do this automatically for files like this from now on.

| Cancel Je' oK

The file launches a Renpte Consol e window holding a Solaris login panel.
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4. When the Renpt e Consol e application interface appears, select Devi ces from
the main menu (F below), and check the Mouse check box in the submenu (G).

You check the Mouse check box to enable mouse support for the Remote Console.

JavaRConsole Bedirecta Devices | Keyhoard Help

¥ Keyhoard

$
%:é Sun < Mouse

microsystems [J CD-ROM...

[ Floppy...

[0 CD-ROM Image... \“‘,'J

I Floppy Image...

v v
N Save as host defaults SO I. a r I S

Welcome to host_name

Please enter your user name

oo

5. In the Pl ease ent er your user nane field (H above) of the login panel, enter
root.

6. When the V| come r oot appears, enter the password for the Solaris r oot
account in the Pl ease ent er your password field (J below).

Welcome user_{D

Please enter your password

[

Help Options ¥ Start Over OK

When you enter your password, the Solaris desktop appears.

From the Sun Java Desktop, you can use Solaris graphical user interface applications
or open Solaris terminal windows.
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Next step: “Changing the root password from the commandline” on page 21.

¥ Changing the root password from the commandline

1. If you are working from the Solaris desktop, use the main menu to open a Solaris
terminal window.

2. At the command prompt, enter the passwd command, as shown below:

[i asd03- nOx] # passwd

passwd: Changi ng password for root

New Passwor d:

Re-enter new Passwor d:

passwd: password successful ly changed for root

3. When prompted, enter the New Password and then re-enter it to confirm your
choice.

The passwd command confirms that the password has been changed.

Stop here.
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CHAPTER 3

Configuring network name services

Name services provide a directory that translates between human-readable
host/domain names and machine-readable network addresses. Without this
information, network services, such as email notifications and filesystem sharing,
cannot function. Sun service personnel set up network name services during initial
installation and configuration. But, as with any file server, you will need to manage
and update name-serivces on the IAS appliance as changes are made on your
network. This chapter explains how to use the Solaris Name Service Switch (NSS)
when configuring an IAS appliance with two of the most common name-service
protocols—Domain Name System (DNS) and Network Information Service (NIS).

For more information on Solaris 10 and name services, see System Administration
Guide: Naming and Directory Services (DNS, NIS, and LDAP).

316196801AD

Name Service Switch (NSS)

The Sun Solaris Name Service Switch (NSS) is a configuration file,

/et c/ nsswitch. conf, that tells Solaris to redirect requests for name information
from local configuration files on the host to specified, centralized configuration
databases on the network. These databases supply a wide range of network
configuration information, including aliases, boot parameters, Ethernet hardware
addresses (MAC addresses), and information on groups, hosts, networks, netmasks,
passwords, protocols, services, and email.

As a starting point, IAS comes with the following, service-specific templates:
m nsswi t ch. dns directs name queries to Domain Name System (DNS) databases.

m nssw t ch. ni s directs name queries to Network Information Service (NIS)
databases.

m nsswit ch. ni spl us directs name queries to Network Information Service Plus
(NIS+) databases.
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m nsswi t ch. | dap directs name queries to Lightweight Directory Access Protocol
(LDAP) databases.

m nsswitch. fil es directs name queries to local files.

To set up NSS, carry out the following tasks:
m “Accessing Solaris on IAS appliances” on page 24

m “Setting name services on IAS appliances” on page 28.

Accessing Solaris on IAS appliances

You access the Solaris operating system on the IAS server nodes remotely, either via
a Secure Shell (ssh) commandline or via a web browser, using the Sun Integrated
Lights Out Manager service processor on the node:

m “Logging in to the Solaris commandline using ssh” on page 24

m “Logging in to the ILOM” on page 25 and “Logging in to the Solaris Java Desktop
via the ILOM” on page 26.

V¥ Logging in to the Solaris commandline using ssh

1. Open a terminal window, and run ssh with the root account and the IP address of
the IAS server:

[# ssh root @AS_server _IP

2. When you are challenged for a password, enter the root password for the IAS

server:

# ssh root @AS_server | P

Passwor d:

Last login: Fri Nov 21 09:57:43 2008 from 129. 150. 36. 18

Sun Mcrosystens Inc. SunCs 5. 10 Generic January 2005

System BULT: Thu Sep 18 14:27:01 MDT 2008

SAM FS Rel ease: 4.6.50
Fl ash Archive |nage: 3.5 1
SUNWi stk Versi on: 3.5.0.52

aS Mdel: dS3-V-SAS- 1-SATA-1-T1
You have new nail.
| AS3N- nOx #
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V¥ Logging in to the ILOM

1. On the IAS management host, open a web browser session.

2. In the navigation menu of the web browser (A below), enter the IP address of the
server node: 192. 168.51. 21 for node 01, 192. 168. 51. 22 for node 02.

@ (o) () QL https92.168.51.21 (@) v ) -

Sun” Integrated Lights Out Manager

SP Hostname: SUNSPO0144F3A3F75

User Name: |rnot e
I TE—

Password:

3. When the login page appears, log in as r oot, and enter the ILOM r oot
password (B above). Press Log | n (C) to open the ILOM interface.

Next task: “Logging in to the Solaris Java Desktop via the ILOM” on page 26.
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V¥ Logging in to the Solaris Java Desktop via the ILOM

1. On the | nt egr at ed Li ght s Qut Manager (ILOM) page, press the Renpt e
Cont r ol button (A below).

REFRESH | LOG OUT
Role (User): Administrator (root) SP Hostname : SUMSPO0144F9A3F75

Sun™ Integrated Lights Out Manager

System System
Information Monitoring
J Redirection | Remote Power Contral
Launch Redirection

Manage the host remotely by redirecting the system console to your local machine. Launch the Sun ILOM Remote
Console to manage multiple blades from one window and utilize the RKVMS features. Select 16-bit high-guality
color redirection for fast connections, or 8-bit lower-quality color redirection for slower connections.

Remote

Mouse Mode Settings |

O I want to see redirection in 16-bit

® | want to see redirection in B-bit
Launch Redirection |

2. On the Launch Redi r ecti on panel, click the radio button for 8- or 16-bit
resolution (B above), and press Launch Redi recti on (C).

Choose 16-bit redirection for better resolution, 8-bit for better performance on a slow

network.

3. When the download dialog appears, click the Open wi t h radio button, and select
Java(TM Wb Start Launcher from the list (D below). Then press OK (E).

You have chosen to open
I# jnlpgenerator-8

which is a: application/x-java-jnlp-file
What should Firefox do with this file?

O & overvir

() DownThemaAll!...

() Save to Disk

[ Do this automatically for files like this from now on.

| Cancel Je' oK

The file launches a Renpte Consol e window holding a Solaris login panel.
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4. When the Renpt e Consol e application interface appears, select Devi ces from
the main menu (F below), and check the Mouse check box in the submenu (G).

You check the Mouse check box to enable mouse support for the Remote Console.

JavaRConsole Bedirecta Devices | Keyhoard Help

¥ Keyhoard

$
%:é Sun < Mouse

microsystems [J CD-ROM...

[ Floppy...

[0 CD-ROM Image... \“‘,'J

I Floppy Image...

v v
N Save as host defaults SO I. a r I S

Welcome to host_name

Please enter your user name

oo

5. In the Pl ease ent er your user nane field (H above) of the login panel, enter
root.

6. When the V| come r oot appears, enter the password for the Solaris r oot
account in the Pl ease ent er your password field (J below).

Welcome user_{D

Please enter your password

[

Help Options ¥ Start Over OK

When you enter your password, the Solaris desktop appears.

From the Sun Java Desktop, you can use Solaris graphical user interface applications
or open Solaris terminal windows.
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Next task: “Setting name services on IAS appliances” on page 28.

Setting name services on IAS appliances

Select the name service that you need to set up from the list below, and then go to
the section indicated:

m “Configuring Domain Name System (DNS)” on page 28

m “Configuring Network Information Services (NIS)” on page 29.

Configuring Domain Name System (DNS)

To set up DNS, proceed as follows.

Caution — Be careful when editing IAS configuration files. On IAS servers nodes,
the SAM-QFS default location for configuration files, /etc/opt/SUNWsamfs/, is a
symbolic link to the IAS subdirectory /global/etc/opt/SUNWsamfs. IAS will not work
properly unless the symbolic links are intact. So do not edit files in any other
location! Make sure that you know what you are doing, and make back up copies
using cp -p before editing files. Never use commands that will damage links, such as
mv. If, at any point you are at all uncertain, please contact Sun support services for
assistance.

V¥ Setting up DNS services

1. In a terminal window, ssh to the IP address of the public-network management
interface on the SAM-QFS Meta Data Server (MDS) node.

2. Change to the /etc directory:

I AS3N-nOx# cd /etc
| AS3N- nOx #

3. Back up the current nsswi t ch. conf file using a naming convention that makes
sense (by adding a suffix representing today’s date, for example):

I ASSN- nOx# cp -p nssw tch. conf nsswitch. conf.yyyynndd
| AS3N- nOx #

4. Copy the DNS template file over the current nsswi t ch. conf file:

| AS3N-nOx# cp -p nssw tch. dns nsswitch. conf
| AS3N- nOx #
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5. Specify the IP address for the default network router by echoing the default
router address to the /etc/defaul trouter file:

I ASSN- nOx# echo defaultrouter_ip > /etc/defaul trouter
| AS3N- nOx #

6. In a text editor, such as vi, create a resol v. conf file for the network.

The file should look something like the example below

donmai n subdonmi n. exanpl e. com

nameserver best_name-server _i p- addr ess

nameser ver optional _2nd_name-server _i p-address

nameserver optional _3rd_name-server _i p-address

search subdonei n. exanpl e. com anot her subdonai n. exanpl e. com

where:

m donai n identifies the default domain that should be used when a hostname
cannot be resolved on the first query.

m naneserver identifies the IP address of a name server.

The resol v. conf file can specify from one to three addresses. The node will try
to connect to first on the list. If the name server cannot be reached, the node tries
the remaining entries, if any, in the order given. So list the name servers in order
of reliability, starting with the most reliable.

m search introduces a space- or tab-delimited list of alternate domains that should
be searched if the hostname cannot be resolved.

7. Start the DNS client:
\ | AS3N- nOx# svcadm enabl e svc:/network/dns/client: defaul t

8. From a terminal window, ssh to the IP address of the public-network
management interface on the SAM-QFS client node.

9. Repeat steps 2-7 on the client.

Next task: If you have configured both IAS server nodes and need to set up DNS as a
way of looking up NIS servers, go to “Configuring Network Information Services (NIS)”
on page 29. Otherwise, stop here.

Configuring Network Information Services (NIS)

NIS and NIS+ provide a simple network lookup service based on databases and
client/server processes. The databases are stored on hosts that run an NIS server
process. An NIS domain is the set of hosts that share a common set of databases
called maps. During booting, clients join a domain by sending a request, obtaining a
domain name, and then binding the domain name to the first NIS server host that
replies.
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To set up NIS or NIS+, you must carry out the following tasks:

m “Setting up DNS services” on page 28 or “Configuring /etc/inet/hosts files on NIS
servers” on page 31

m “Configuring nsswitch.conf for use with NIS” on page 31

m “Setting up NIS and NIS+” on page 32.

Caution — Be careful when editing IAS configuration files. On IAS servers nodes,
the SAM-QFS default location for configuration files, /etc/opt/SUNWsamfs/, is a
symbolic link to the IAS subdirectory /global/etc/opt/SUNWsamfs. IAS will not work
properly unless the symbolic links are intact. So do not edit files in any other
location! Make sure that you know what you are doing, and make back up copies
using cp -p before editing files. Never use commands that will damage links, such as
mv. If, at any point you are at all uncertain, please contact Sun support services for
assistance.

¥ Configuring /etc/inet/hosts files on IAS server nodes

The hosts file is a local database that associates the names of hosts with their Internet
Protocol (IP) addresses. It serves as a local alternative to name services such as DNS
and LDAP.

1. If you plan to use DNS for looking up NIS servers and have not already done so,
configure DNS before proceeding.

2. Otherwise, from a terminal window, ssh to the IP address of the SAM-QFS Meta
Data Server (MDS) node.

3. Change to the / et c/inet/ directory, and back up the current host s file using a
naming convention that makes sense (such as adding a suffix representing today’s
date to the filename):

| AS3N-nOx# cd /etc/inet
| AS3N- nOx# cp -p hosts hosts.yyyymdd

4. Open the host s file in a text editor, such as Vi, and append an entry for the NIS
server at the end of the file.

An entry consists of an IP address in the form w. x. y. z and a hostname, separated
by one or more spaces or tabs:

\ ni s-server_i p- addr ess ni s-server _host nane

5. Save the edited host s file, and exit the editor application.

6. From a new terminal window, ssh to the IP address of the public-network
management interface on the SAM-QFS client node.

7. Repeat steps 2-7 on the SAM-QFS client node.
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Next task: “Configuring /etc/inet/hosts files on NIS servers” on page 31.
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V¥ Configuring /etc/inet/hosts files on NIS servers

The hosts file is a local database that associates the names of hosts with their Internet
Protocol (IP) addresses. It serves as a local alternative to name services such as DNS

and LDAP.

1. Log in to each NIS server, either directly, from the NIS server’s console, or using
ssh from a host that is on the same network.

2. On each NIS server, change to the / et c/ i net/ directory, and back up the current
host s file using a naming convention that makes sense (such as adding a suffix
representing today’s date to the filename):

[ni s-server _host nane]root# cd /etc/inet
[ni s-server_hostnanme]root# cp -p hosts hosts.yyyynmdd

3. On each NIS server, open the host s file in a text editor, such as Vi, and, at the

end of the file, append entries for the IAS public network interfaces.

An /etc/inet/hosts entry consists of an IP address and a hostname, separated
by one or more spaces or tabs. Here, each entry must include one of the customer-

supplied IP addresses that you entered when you ran the IAS configuration wizard
and the NIC name of the corresponding IAS virtual network interface.

For each IAS data network, you thus need to create entries for two virtual network
interfaces. For the management network, you need an entry for one virtual interface:

public_ip-address_1 iast0l-netl # DATAOL virtual-1P 1
public_ip-address_2 i ast 01- net 3 # DATAOL virtual -1P 2
public_ip-address_3 i ast 01- net 2 # DATAO2 virtual -1P 1
public_ip-address_4 i ast 01- net 4 # DATAO2 virtual -1P 2
public_ip-address_5 i ast01 # MAVINET virtual -1P 2

4. On each NIS server, save the edited host s file, and exit the editor application.

5. Repeat steps 1-4 until you have edited the host files on all the NIS servers to
which the IAS nodes may bind.

Next task: “Configuring nsswitch.conf for use with NIS” on page 31.

V¥ Configuring nssw t ch. conf for use with NIS

1. In a terminal window, ssh to the IP address of the SAM-QFS Meta Data Server

(MDS) node.

2. Change to the /etc directory:

‘lAS%N—nOX# cd /etc
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3. Back up the current nsswi t ch. conf file using a naming convention that makes
sense (such as adding a suffix representing today’s date to the file name):

\ I AS3N-nOx# cp -p nsswitch. conf nsswitch. conf.yyyynmdd \

4. If you are setting up NIS, copy the NIS template file over the current
nsswi tch. conf file:

\ I AS3N-nOx# cp -p nsswi tch.nis nssw tch. conf

5. If you are setting up NIS+, copy the NIS+ template file over the current
nsswit ch. conf file:

\ I AS3N- nOx# cp -p nsswitch. nisplus nssw tch. conf

6. In a new terminal window ssh to the IP address of the public-network
management interface on the SAM-QFS client node.

7. Repeat steps 2-5 above on the SAM-QFS client node.

Next step: If you have only configured nsswi t ch. conf on the first IAS server node,
repeat “Configuring nsswitch.conf for use with NIS” on page 31 on the second node,
i asd0x- n02. Otherwise, go to “Setting up NIS and NIS+” on page 32.

V¥ Setting up NIS and NIS+

1. In a terminal window, ssh to the IP address of the of the SAM-QFS Meta Data
Server (MDS) node.

2. Change to the / et ¢/ directory.
[TASSNFnOx# cd Tetc

3. Set the Meta Data Server (MDS) node's NIS domain name using the dormai nnane
command with the argument ni s. exanpl e. donai n

where ni s. exanpl e. domai n is the name of the correct NIS domain:

[ AS3N- nOx# domai nnane ni s. exanpl e. domai n \

4. Verify the change by using the donai nnane command without an argument.

The domai nname command displays the name of the domain:

I AS3N- nOx# domai nnane
ni s. exanpl e. donai n

5. Redirect the output of the domai nnanme command to the def aul t domai n
configuration file:

\ | AS3N- nOx# domai nnane > def aul t domai n

6. Start the Solaris NIS client software using the command ypi ni t with the -c
parameter:

[TAS3N-nOx# ypinit -c
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When it starts, ypi ni t prompts for the list of NIS servers to which the client should
bind. The prefix yp derives from the original name for NIS, Yellow Pages. Trademark
issues forced the abandonment of the name itself, but the abbreviation lives on in the
names of NIS commands. - ¢ stands for client.

7. Add the names of the NIS servers in order of preference, one per line, until all
servers have been listed.

Generally, you should enter NIS servers starting with the closest server (in network
terms) and working down to the farthest server.

| AS3N-nOx# ypinit -c
next host to add: nis-server_host nane0

next host to add: nis-server_host nameN
next host to add:

8. When all NIS servers have been listed, enter Ct r| - D or enter a blank line.
The ypinit -c command lists the current set of NIS (yp) servers, and asks you to
confirm that it is correct:

| AS3N- nOx# ypinit -c
next host to add: nis-server_host nane0

next host to add: nis-server_host nameN

next host to add:

The current list of yp servers looks |ike this:
ni s-server _host name0

ni s-server _host nameN
Is this correct? [y/n: y] y

9. Atthels this correct? [y/n: y] prompt, entery (for yes) if all is well.

10. Enable the NIS svc: / networ k/ ni s/ client: defaul t service using the

svcadm enabl e command:
\ I AS3N- nOx# svcadm enabl e svc:/network/nis/client:default

11. If your network requires any of the optional NIS services, enable them using the

svcadm enabl e command:

| AS3N- nOx# svcadm enabl e svc:/ net wor k/ ni s/ passwd: def aul t
| AS3N- nOx# svcadm enabl e svc:/ network/ ni s/ updat e: def aul t

12. In a terminal window, ssh to the IP address of the SAM-QFS client node, and
repeat steps 2-11.

Next step: If you have only configured NIS on the first IAS server node, repeat “Settin
up NIS and NIS+” on page 32 on the second node, i asd0x- n02. Otherwise, stop here.

Chapter 3 Configuring network name services

&

33



34 Sun Customer Ready Infinite Archive System User Operations Guide for Version 3.6 Oct 2009



CHAPTER 4

Using the IAS Java Web Console
GUI

The Sun Customer Ready Infinite Archive System (IAS) graphical user interface is a
standard Java Web Console that runs inside a standard web browser, so that you
control remote systems using pages and links that are much like those served up by
ordinary web sites. This chapter introduces the characteristics and use of the IAS
console:

m “Supported web browsers” on page 35

m “Navigating the IAS Java Web Console” on page 36

m “Understanding IAS operational roles” on page 41

m “Understanding role-based user accounts” on page 44

m “Using the IAS help system” on page 44.
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Supported web browsers

Sun recommends the free, open-source Firefox browser for accessing the Java Web
Console graphical user interfaces. Firefox is available from the Mozilla Foundation at
<http://ww. nozil | a. conl >. Other standards-compliant browsers may also
work with the IAS console, but have not been tested.

The Microsoft Internet Explorer browser has been tested and is not compatible with
the IAS console application.

Note that you must enable popup windows when using Java Web Console
applications. Consult your browser documentation for instructions.
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Navigating the IAS Java Web Console

The interface divides each browser window into three panes:

m a banner that displays system status information (A below)

Usor; root  Server acthord-aged .

Infinite Archive System

b [ Apsiance Heaim
¥ ) Aepance Metncs VSN Pool Summary e

=3 = Appiance Media Maragement

T AR | VAN ool Mambes )
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b h Archive WMartenancs
¥ = AD{dinEs ol MarIEtans
! n Appkanas Corfg

m a fask navigation tree that lets you locate controls and displays (B above)

m a content pane that displays system information and hosts control panels (C).

The task navigation tree and content pages are organized around a set of standard
user roles, each with an associated privilege level. This approach ensures that users
always have the capabilities needed for any given job, at the same time, isolating
potentially dangerous functionality that is not normally required.

The functions and features of the three console panes are discussed in more detail
below.

The status banner and dashboard

The banner is the area that spans the top of the page. It displays the name of the
application, along with summary status information and controls for the interface.
Each of the following parts of the banner displays a specific kind of information:

m The dashboard
m The server information area

m The button bar
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The dashboard

The dashboard part of the banner displays the Appliance State (Abelow). Ona
clustered, multinode server, the dashboard displays the status of the Appl i ance
as a whole, the status of the MDS (MetaData Server) node, and the status of the
dient (standby) node:

APPLICATIONS | VERSION LOGOUT | HELP

User: userlD Server: name Appliance State (Operational) 7

Infinite Archive System nodenameoi (MDS, Online) /"

nodenamenz {Client, Onling)

Sun™ Micr

On an unclustered, single-node system, the dashboard displays only the
Appl i ance St at e, since the state of the server node is the state of the appliance:

APPLICATIONS YERSION LG QLT
User: user/D Server: name

B
Infinite Archive System Appllance State (Operational)

Sun™ Microsystems, Inc.

The following text and graphics describe appliance and component states:
) means that the appliance or node is operational or online;
&5 warns you of a problem;

@ alerts you to a critical error.

The server information area

The upper left side of the banner displays the Server where you are currently
logged in and your current User identity (B above).

The button bar

Control buttons line the top of the banner (C above):

m The APPLI CATI ONS button returns you to the parent Java Web Consol e, so
that you can use one of the other applications (CAMS or FSM) for monitoring.

Note that these applications should not be used for IAS configuration. Use only
the IAS interface when administering the archive.
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m The VERSI ON button displays revision-level and copyright information for the

Sun Infinite Archive System software.

m The LOGOUT button ends your working session and logs you out of the Sun

Infinite Archive System console interface.

m The REFRESH button (when present) updates the dashboard information.
m The HELP button opens the IAS help browser.

The role-based task tree

The lefthand pane of the IAS interface is the task tree that you use when moving
around between the pages that hold the various displays and controls (do not use
the browser's forward and back buttons for navigating, because they may display a
stale, cached view of the page instead of retrieving fresh information from the

archive appliance).

On clustered, multinode systems, a list control
(A at right) lets you select the archive node
that you want to work with: either the MDS
(Meta Data Server) or the O ient (the
standby node that is configured to take over
for the MDS following failover).

The remainder of the tree is a hierarchical
menu of tasks that is organized around the
user roles that are defined below in
“Understanding IAS operational roles” on
page 41. When you log in to perform a given
role, the menu tree gives you access to all the
tools that you need while hiding functionality
that might be destructive if invoked
unintentionally.

As a rule, users log in under the most
restrictive, least privileged role that allows
them to perform a given task, because routine
use of unnecessarily privileged roles exposes
the system to unintended applications of
powerful tools and may result in damage to
irreplaceable, business-critical, archival data.
The appliance comes fully configured and

Selected Mode: hame
|[name (MDS)

-1
- Appliance Health @
D Software Properties
D View System Health
D View FSMGR Information
D View FSMGR Alerts
D View File Status
D IAS Explorer
= [ Appliance Metrics @
E‘I Tier Summary
|__'=| Media Status
El File Data Distribution
D Manitoring Console
[ Appliance Media Management
[ Appliance Maintenance
[ Archive Maintenance
S Appliance Expert Maintenance

13 Appliance Config

needs little attention thereafter. So, most of the time, you log in under a user role
that lets you monitor the system and check metrics (B and C). You neither need nor
have access to system configuration and maintenance tools (D).
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Note that only users created with the IAS interface can access IAS functionality.

The content pane

The content pane is the area on the right side of the page that displays system data
and controls. When a page holds more information than a screen can comfortably
hold, it may be divided into multiple tabs, each of which contains a single screen of
information. For the most part, content pages and tabs use two basic layout
elements:

m Tables

m Forms

Tables

Tables typically display existing data. The figure below shows a typical tabbed page
with a table. You activate a tab and display its contents by selecting it (A below). A
title is prominently displayed at the top of the display area (B).

In the display area, each table has a colored title bar that displays the name of the
table and the number of records it displays out of the total available (C below).
Under the title bar and immediately above the bottom of the table, there is a control
bar that lets you add and delete records (D) and navigate through records. A paging
button lets you expand the table to show all records on a single page (E). You can
also browse move pages by pressing an arrow button (F) or by entering a page
number and pressing Go (G).

Tab name 1 Tab name 2 @

Title ®

Table Title (element number of element count) ©
Q Create || Delete |

@ | Field1 @ - | Field2 @ ~ | Fieid... N
| Value Value Value
@ | Value (B Value Value
| Value Value Value
| Value Value Value
| Value Value Value

@ Create || Delete | | ||__qé7_| Pnge:|1_0§ [ Go ] [@

Chapter 4 Using the IAS Java Web Console GUI 39



Select a record by clicking the corresponding radio button (H above). Pressing the
button at the top of the radio button column clears the selection (J). Clicking on the
up and down arrows in the column headers sorts the records on the selected
column (K). In some records, you can also click a hyperlink to view details for a
single record (L).

Forms

Forms generally create/add or edit records. The figure below shows a typical,
untabbed form. The page title is displayed prominently at the top (A below). You
make changes using a set of familiar graphical user interface controls, including
checkboxes, text boxes, list controls, and radio buttons (B). An asterisk, *, indicates a
required field (C). Save and Reset buttons at the top and bottom of the page let
you commit your changes or discard them (D).

Title @ B save |

@ * Indicates required field

/ checkbox: [w]
* Text box: [ Tvpe value
® * List control: | -Selectvalie- x|

Text/List [¢7][HOUR ~]

" Radio button |
L

Radio button 2
N

Pop-up browser windows

Infinite Archive System (IAS) console requires pop-up window support. So, if your
web browser currently blocks pop-up windows, you must either enable them or
make an exception for IAS. Different browsers have different capabilities and
interfaces, so an exhaustive explanation of how to enable pop-ups is not possible.
However, the following procedure works with the recommended Mozilla Firefox 2
browser.

V¥ Enabling pop-up windows in Firefox browsers

1. Launch a web browser session.
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. From the main menu, execute one of the following command sequences (the exact

selection depends on your operating system):
m Firefox > Preferences

m Tools > Options

m Edit > Preferences

. When the tabbed properties sheet appears, select the Cont ent tab.

. If you want unblock all pop-up windows, uncheck the Bl ock pop-up wi ndows

check box, press the OK button at the bottom of the properties sheet, and stop
here.

This allows all applications and web sites to launch popup windows, but this should
not be a problem on a host that is not used for routine web browsing.

. If you want unblock only pop-up windows that are part of the IAS console, press

the Exceptions button.

. When the Al |l owed Sites—Pop-ups dialog appears, enter the URL of the IAS

console application in the Address of Wb Site text field, and press Al | ow

. Close the dialog.

Stop here.
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Understanding IAS operational roles

The Infinite Archive System (IAS) integrates a powerful set of tools that can handle
almost every conceivable archiving situation, from the most routine to the most
unlikely. Since many tools are seldom used and powerful enough to cause damage to
systems or data if used improperly, IAS limits their use to those who perform a
specific archiving role. Each role is defined by a set of situations and tasks that
require specific tools and capabilities.

IAS distinguishes between two types of user roles:

m Standard operating roles encompass routine monitoring and basic, non-routine
administration and management.

m Special roles encompass decidedly non-routine fault-management, repair, and
major reconfiguration tasks that, if mishandled, can result in significant data loss
and damage to the archive.
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Standard operating roles

The Infinite Archive System (IAS) distributes normal user responsibilities between
the following operational roles:

m guest grants users read-only access to the storage subsystem.

The guest role is defined by the Common Array Manager Software (CAMS)
and A CAMS guest user has the same Infinite Archive System (IAS) user
privileges as an IAS noni t or, and an IAS noni tor accesses CAMS interfaces
as a CAMS guest.

m noni tor is responsible for most of the routine administrative work associated
with the Infinite Archive System (IAS).

The nonitor roleis defined by IAS and grants the user the extensive status and
problem reporting capabilities that routine archive administration requires. IAS
appliances are highly automated and need little of the administrative intervention
associated with free-standing, general-purpose servers and storage subsystems.
Instead, administrators monitor the system for abnormalities.

m operator is responsible for non-routine file-system administration.

The operator role is defined by the SAM-QFS File System Manager (FSM)
software and grants the user the ability to correct SAM-QFS faults, modify jobs,
and generate SAM reports. An oper at or can manually start, stop, and idle
archiving. In other respects, an oper at or has the same access to the archive as
a monitor.

m storage is responsible for non-routine administration of the disk storage
subsystem.

The storage roleis defined by the Common Array Manager Software (CAMS)
that administers Sun disk arrays and array controllers. An IAS storage user
has all of the capabilities of a CAMS st or age administrator. He can modify the
array configuration, change array attributes, acknowledge and address hardware
alarms, and add or delete CAMS login accounts. In addition, an IAS st or age
user can monitor utilization and availability of all disk and tape archival storage
media via the Infinite Archive System (IAS) Appliance Media Managenent
interface.

Caution — When logging in with st orage privileges, be careful! Know what you
are doing. Work in the st orage role only when necessary. If you just need to
examine the storage configuration, use a CAMS guest account to minimize the
risk of inadvertent configuration changes. While storage users cannot alter the
overall archive system configuration, careless use of CAMs can cause loss of data
and loss of storage subsystem functionality.

42  Sun Customer Ready Infinite Archive System User Operations Guide for Version 3.6 Oct 2009



316196801AD

Special roles

The remaining IAS roles grant users access to powerful tools that, if misapplied, may
cause significant data loss and disruption of core archive functions. For this reason,
these special roles should be granted only to specially qualified individuals and
should be used only when and as necessary. Two such roles are defined by the IAS
system:

m admin can correct faults detected during normal operations , such as routine
monitoring, and may carry out occasional housekeeping tasks and minor
reconfigurations.

An admi n user can access all of the displays and controls that are available to
the nonitor that reports a problem, plus an extensive set of maintenance and
repair tools, stored under the Appliance Maintenance and Appliance
Confi g branches of the task tree.

m expert can perform non-routine, disruptive tasks that become necessary only in
unusual circumstances.

In the event of a major component failure, an expert user can configure a
replacement. If requirements change significantly enough to invalidate the design
of the archive itself, an expert can re-architect the archiving solution to meet the
new need. The expert user has access to all of the displays and controls that
are available to other users, and a special set of tools kept under the Appl i ance
Expert Mai ntenance branch of the task tree.

Only experienced, fully trained system administrators are qualified to log on as an
adm n or expert. These individuals should be well versed in Sun Solaris server
operations, disk- and tape-storage subsystems, local area networks (LANs), storage
area networks (SANs), SAMBA and/or NFS shared file systems, SAM-QFS concepts
and operations, and Sun Solaris Cluster concepts and operations.

Caution — If you do not have the required level of expertise available in your
organization, do not make use of the special roles. You do not want to risk the
security and stability of your archive! Instead, contact Sun support for advice and
assistance.

Caution — Since powerful tools are liable to accidental misuse in even the best-
trained hands, users should not routinely log on in special roles. Users should
normally log in under a less privileged role, such as noni t or. Then, when
circumstances warrant, they should log on in their special role, carry out necessary
duties, and then log out.
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Understanding role-based user accounts

Roles and role-based user login accounts are not synonymous! Multiple users can
fulfill the same role while using individual login accounts that uniquely identify
each user. Conversely, a single user can perform multiple roles by having a separate,
individual login account for each. For example:

m Users thatloginas Userl, User2,and User17 may share the IAS nonitor
role without sharing user IDs and passwords.

m A single user may login in as User 19m to perform the IAS nonitor role and
as User 19a to function as an IAS admi n.

By matching the tools to the work at hand and limiting access to those authorized to
do the work, role-based access control provides the best balance between operational
flexibility and system security.

For a full discussion of user and login account management, see “Managing IAS user
accounts” on page 47.

Using the IAS help system

A comprehensive online help system supplements the Infinite Archive System (IAS)
documentation. To access the system, press the Hel p button at the upper right
corner of the IAS banner. This launches the help browser popup window. The help
browser has a navigation pane at the left and a topic pane at the right.

You can access context-sensitive help topics for most of the panels in the IAS Java
Web Console interface at any time by pressing the Hel p button. Help for the
current IAS application context appears automatically in the topic pane of the help
browser.

You can also browse through the help system yourself. Press the Hel p button just
as you would for context-sensitive help. But use the tabs in the navigation pane at
left to browse through all the available topics. The navigation pane includes a
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Contents tab, an | ndex tab, and a Search tab backed by a full-text search
database. You can also step to the preceding or following topics using arrow buttons.
These options are summarized in the table below.

Help control

Description

Hel p button

Contents tab
| ndex tab

Search tab

Back arrow button
Forward arrow button

Printer button

Press the graphical Hel p button to display the help topic
for the current page.

In the help browser, select the Contents tab to view a
hierarchical list of help topics. Within the list, click on
triangle icons to expand the subtopics beneath a given topic.

In the help browser, select the | ndex tab to display an
alphabetized list of subject keywords. Click an index entry
to display the help page for that topic.

Click the Search tab to locate a word or phrase wherever
it occurs in the help system. Type the text in the Search
field, and press the graphical Sear ch button. The
Navigation pane displays a list of links to topics that match
your search criteria in order of relevancy.

Press the back arrow button to return to the previous help
topic.

Press the forward arrow button to go to the next help topic.
This button is enabled only if you have clicked the back
arrow button..

Click to printer button to print the help topic that is
currently displayed.
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CHAPTER 5

Managing IAS user accounts

Managing user accounts—and thus access to the IAS archive appliance—is critical
both to the security of archival records and to their efficient use. Records must be
protected from inadvertent damage and unauthorized use. At the same time,
authorized users must have unfettered access the records and tools that they need
when doing their jobs. A well thought-out, properly maintained approach to user
accounts addresses both requirements. This chapter describes best practices for
creating and maintaining accounts and provides detailed, step-by-step instructions
for the most common account-management tasks.
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Managing access to an archival system

You should apply two basic principles when managing access to the Infinite Archive
System (IAS) appliance:

m Access to data and system-management functions should be limited to those who
actually need the access, an approach commonly called role-based access controls
(sometimes abbreviated RBAC).

m Access to data and system-management functions should be auditable, so that
each user’s actions can be traced back to a specific individual.

Role-based access controls

IAS implements a predefined role-based access-control scheme that associates sets of
duties—noni t or, oper at or, st or age, admi n, expert —with sets of tools and
access privileges required for carrying out those specific duties (see “Understanding
IAS operational roles” on page 41 for details). By associating each user login account
with a specific role, you provide the necessary access without unnecessarily
exposing the archive.
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While user accounts are associated with user roles, the two are not synonymous. IAS
appliances come preconfigured with a generic, default login account for each user
role. But these accounts are intended primarily for convenience during setup rather
than for routine access by groups of users sharing a common user name. As we shall
see, each individual user should have a unique, individual account, user name, and
password for each IAS role that he or she has to perform.

Auditable, individual accounts

Generally accepted security practices mandate individually identifiable login
accounts for all users. Individual accounts let system administrators log user access
and audit user activities. Audit trails expose security breaches and document them
in support of subsequent investigation and recovery efforts. For an archiving
appliance, audit trails are also crucial for documenting the integrity of the repository
and, consequently, the reliability and security of individual records. Increasingly,
government and industry regulations require audit trails whenever an organization
has custody of individual medical and financial records and whenever records
pertain to the governance and financial transactions of publicly traded companies.

Multiple accounts for auditable, role-based access

Typically, users who perform roles that require privileged access—like IAS admi n
and expert or Solaris r oot —do not need elevated access privileges all of the
time. An individual will, in most cases, do actual adm n, expert, or root work
relatively rarely. Much of the time, an IAS expert user’s duties may be little
different from those of a noni t or. For this reason, using the least privileged
account consistent with the tasks that need to be performed is likewise central to
role-based access control.

Each user should have a separate login account for each role performed, rather than
a single, highly privileged account for both routine daily activities and rarer, more
specialized duties. For example, a user who has IAS expert privileges might
normally log in as user | D-M with IAS noni tor privileges, reserving his IAS
expert account, user| DX for rare situations that require this level of
intervention. This approach gives the user the powerful tools necessary when
circumstances so require while protecting the archive against inadvertent misuse of
those tools at other times.
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Working with user accounts

You can carry out the following account-management tasks using the IAS Java Web
Console user interface:

m “Adding user accounts” on page 49
m “Modifying user account properties” on page 50

m “Deleting user accounts” on page 52.

Adding user accounts

. If you are monitoring a high-availability, multinode appliance, use the Sel ect ed

Node list control at the top of the IAS task tree to select the MDS node.

. In the IAS task tree, expand the Appliance Expert Mintenance branch and

select Manage Users.

. In the Manage Users table, press the Add button (A below).

Note that the Storage and Guest roles shown below are found only on high-
availability IAS appliances that use Common Array Manager Software (CAMS) to
manage disk arrays.

Manage Users
Manage Users (7)

@Y Add || Delete | | [O+m
| User Id A| Comment /_\.‘ Role A.|
¢ | admin Standard_Admin_Functions ADMINISTRATOR
" | expert ExpertAdmin_detailed_HW+SW_knowledge EXPERT
¢ guest CAM_Read_only MONITOR
¢ | monitor Maonitor_functions_only MONITOR
" | operator Manage_just_archive_media OPERATOR
¢ | storage CAM_storage_admin STORAGE

| Add || Delete | | [O+m
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4. When the Add User form appears, enter a new User

Conment, if desired (B below).

Add User

D save |[ rese

* Indicates required field

Comment:

* User Id: e |
|

* Role: | —User Roles —

* password: |

* Confirm Password: |

STORAGE

o SEE RCREE

—User Roles —
ADMINISTRATOR
EXPERT
MONITOR
OPERATOR

U

D scve || Fese

5. Using the spinner control (C above), select a user Rol e.

6. Enter a Password, and Confirm it (D above).

7. Press Save to finalize your changes, Reset

to clear them (E above).

I d and an optional

8. To back out of the screen, re-select Manage Users from the tree menu at left.

Stop here.

V¥ Modifying user account properties

1. If you are monitoring a high-availability, multinode appliance, use the Sel ect ed

Node list control at the top of the IAS task tree to select the MDS node.

2. In the IAS task tree, expand the Appliance Expert

select Manage Users.
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3. In the Manage Users table, click the hyperlinked account name for the account
that you want to modify (A below).

Manage Users
Manage Users (1 -5 of 7)
| Add || Delete | | [m=[
| User Id - ‘ Comment o | Role N |
O | user_ID STORAGE
") storage CAM_storage_admin STORAGE
") operator Manage_just_archive_media OPERATOR
)| monitor Monitor_functions_only MONITOR
)| guest CAM_Read_only MONITOR
| (4J[«] Pase:[T oz [ao ] ()0

Note that the Storage and Guest roles shown above are found only on high-
availability IAS appliances that use Common Array Manager Software (CAMS) to

manage disk arrays.

4. When the Edit User form appears, change the User |d and/or the optional
Comment , as desired (B below).

Edit User Reset

User Id: eluser_lD

Comment: l
CurrentRole: ~ CURRENT_ROLE —UserHoles —  ~|
. —User Roles — c —User Rales —
New Role: | ADMINISTRATOR
EXPERT
MNew Password: | MONITOR

OPERATOR
STORAGE

Fese

Confirm Password: |

5. If you want to change the Current Rol e, select the new user Rol e using the
spinner control (C above).

6. To change the current password, enter a New Password and Confirm it
(D above).

7. Press Save to finalize your changes, Reset to clear them (E above).

8. To back out of the screen, re-select Manage Users from the tree menu at left.

Stop here.
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V¥ Deleting user accounts

1. If you are monitoring a high-availability, multinode appliance, use the Sel ect ed
Node list control at the top of the IAS task tree to select the MDS node.

2. In the IAS task tree, expand the Appliance Expert Maintenance branch and
select Manage Users.

3. In the Manage Users table, click the radio button beside the account that you
need to delete (A below).

Note that the St orage and CGuest roles shown below are found only on high-
availability IAS appliances that use Common Array Manager Software (CAMS) to
manage disk arrays.

Manage Users

Add Deletel, B+

‘ Userld .= ‘ Comment /_\.| Role &‘

¢ | admin Standard_Admin_Functions ADMINISTRATOR

" expert ExpertAdmin_detailed_ HW+SW_knowledge EXPERT

¢ | guest CAM_Read_only MONITOR

¢ | monitor Monitor_functions_only MONITOR
° %) | mynewuser EXPERT

-m 1[¢) Page[i o2 [ ] DJ0J @D

4. Press Del ete (B above).
5. When you are prompted, confirm or cancel the deletion.

Stop here.
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CHAPTER 6

Monitoring the system

Infinite Archive System (IAS) is a fully integrated appliance that needs little of the
routine administrative intervention associated with free-standing, general-purpose
servers and storage subsystems. You merely need to monitor the system for signs of
abnormalities using the wide range of tools and reports that the IAS Java Web
Console user interface provides. In general, you monitor two things: appliance health,
which has to do with the availability of the archive, and appliance metrics, which are
measures of archive utilization.

Availability is conceptually straightforward and easy to monitor. When key
components such as a server node, a network interface, an archive file system, or a
storage subsystem become unavailable, core functionality is abruptly lost or
degraded, and alerts are posted on the IAS console and/or in email directed to an
administrator.

Utilization issues are more subtle and require more judgment on your part. When
usage is excessive, lack of resources, such as storage media, can stop the archiving
process as effectively as a component failure, even though the system is functioning
normally. Utilization levels that presage imminent trouble in one organization may
be perfectly consistent with years of trouble-free operation in another. So
recognizing trends and rates is crucial when you are monitoring utilization. A
resource that is 80% used is fine if utilization grows 1% per year but a crisis if
growth exceeds 1% every week.

In the sections listed below, this chapter explains the procedures for monitoring
appliance health and examining appliance metrics:
m “Monitoring appliance health” on page 54

m “Monitoring appliance metrics” on page 70.
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Monitoring appliance health

As we have seen, appliance health is a measure of the availability of the Infinite
Archive System appliance and its subcomponents and, hence, of the level of service
that the appliance provides at any given time. When the appliance is operational, it
provides the full range of functionality for which it was designed and sold
(although, as we will see, it may be overutilized if your requirements have grown in
the interim). When the appliance is degraded, it is still functioning but at reduced
performance or capacity, following a component failure of some kind. Backup
components and systems have taken on additional loads in order to prevent any
interruption in service. But there is little or no redundancy remaining, so you need
to take action before anything further happens An appliance that has completely
failed and is down is no longer available at all.

The following discussion explains how you use the various IAS Appliance Health
monitoring tools to detect problems that degrade system availability.

“Assessing basic system availability” on page 54
“Checking the system configuration” on page 55
“Monitoring archive system faults” on page 61

“Investigating file system problems” on page 66.

Assessing basic system availability

Whenever you log in to the Infinite Archive System (IAS) console, check the IAS
banner for the Appliance State (A below).

APPLICATIONS YERSION LG QT
User: user/ll) Server: name

Infinite Archive System @ > (rppiance siate (Operatonay v

Java"

Sun™ Microsystems, Inc.
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On a high-availability system, you can also see the status of the two server nodes,
the Client (standby)and the MDS (MetaData Server) nodes (B below).

APPLICATIONS 1 YERSION LOGOUT | HELP

User: userll) Server: name Appliance State (Operational) /

|nﬂn|'te AI’ChiUE System nodenamenl (Client, Onling)

nodenamet? (MDS, Online) »f 13“3

316196801AD

Sun™ Microsystems, Inc.

The following text and graphics describe appliance and component states:
) means that the appliance or node is operational and online;

/T warns you of a problem;

@ alerts you to a critical error.

If you note a warning or error, you should investigate using the tools and
procedures listed in the remainder of this chapter.

Checking the system configuration

If you detect a problem, you should start by gathering basic system configuration
information. If you need to engage Sun support services or if you wish to make the
best use of on-line customer-support resources, you will, at a minimum, need to start
by “Checking IAS software version information” (see page 55). For instructions on
gathering additional configuration information that may prove useful, either to you
or to a Sun support representative, see the following:

m “Checking basic system health” on page 56
m “Displaying software packages installed on a server node” on page 58
m “Displaying log and trace files” on page 58

m “Displaying configuration files” on page 59.

Checking IAS software version information

Problems and solutions are often specific to the installed version of a software
product. So, before initiating a support call, open the Sof tware Properties
sheet and note the version numbers of each core IAS software component.

. In the IAS task tree, expand the Appl i ance Heal t h branch.

. Under the Appliance Health branch, click Software Properties.

The property sheet displays version information for the core IAS software
components:
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m the SAMB- QFS archive-management and file system software

m the Flash Archive |Inmage from which the software was installed

m the SUNWi stk console utilities package.
Next task: If you are actively monitoring or troubleshooting, you probably want to go to
“Monitoring archive system faults” on page 61. But if you want to drill down further into

the appliance configuration, including versioning information for installed component
software, start with “Checking basic system health” on page 56.

V¥ Checking basic system health

1. Open the Appliance Heal th node of the IAS system tree.

2. Select Vi ew System Heal t h (A below) to open the System Heal t h summary
panel (B).

High-availability, multi-node system:

Selected Mode: iast01-n01 System Health
[(ast01-n0T (MDS) =]

B System Health Report

- Appliance Health
ﬁ Software Properties
@ D View System Health Generated on Apr 15, 2009 at 12:58:02 PM
D View FSMGR Information
[ View FSMGR Alerts
ﬁ View HW Alarms
ﬁ View File Status
ﬁ IAS Explorer
3 Appliance Metrics

Cluster Telemetry: OK e
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Single-node system:

I = Appliance Health i
ﬁ Software Properties
o = View System Healthi
ﬁ View FSMGR Information

System Health

D View FSMGR Alerts Filesystem State: OK
i
D View File Status Hardware Telemetry; OK
a IAS Explorer c
b Appliance Metrics Metadevice Stats: OK
3 Appliance Media Management ZPOOL Status: OK
[ Appliance Maintenance ]

Stop here.

V¥ Checking the archive-server node configuration

Changes in the operation or configuration of a system can help to explain many
types of problem. Each archive-server node on an IAS appliance records these types
of changes on an ongoing basis in log and trace files and in lists of installed software
packages. The IAS console application provides convenient tools for examining this
information safely. To use them, proceed as follows:

1. If you are monitoring a high-availability, multinode appliance, use the Sel ect ed
Node list control at the top of the IAS task tree to select the name of the server
node that you wish to examine.

2. In the IAS task tree, expand the Appl i ance Heal t h branch.

3. Under the Appliance Heal th branch, click Vi ew FSMER | nformation.
This displays the Server Confi guration page.

Next task: this depends on what you are looking for. See the following;:
m “Displaying software packages installed on a server node” on page 58
m “Displaying log and trace files” on page 58

m “Displaying configuration files” on page 59.
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V¥ Displaying software packages installed on a server node

To display the software packages that are installed locally on a server, proceed as
follows:

1. If you have not already done so, start by “Checking basic system health” on
page 56.

2. Then scroll down to the Packages section, and view the Application
Packages table.

The table lists any File System Manager, Sun StorageTek QFS, or Sun StorageTek
SAM software packages that are installed on the server.

Next task: to continue examining the server node configuration, go to “Displaying log
and trace files” on page 58

V¥ Displaying log and trace files

Log and trace files record the history of a system and reveal outages, errors, and
configuration changes that can help to diagnose faults and performance problems.
These files can also reveal performance trends that give advance warning of future
issues. To view the log and trace files for two core IAS components, the Sun
StorageTek SAM archiving software and the Sun StorageTek QFS file systems,
proceed as follows:

1. If you have not already done so, start by “Checking basic system health” on
page 56.

2. Scroll down to the Log and Trace section (A below).

3. In the Path column of the Log and Trace Fil es table (B below), click on
the hyperlinked path specification of the log or trace file that you want to

view (C).
Log and Trace°

Log and Trace Files (20)

Name | Type | Status| Path (G | Flags | Size |
Master automated library daemon  Trace  ON Marfopt/SUNWsamfsirace/sam-amid 680 B
Archiver daemon Trace | O varfopt'sUNWsamisfrace/sam-archiverd: 59.24 kB
Media catalog daemon Trace ON Marfopt'SUNWsamisirace/sam-catserverd 66 B
File system daemon Trace ON Narfopt’SUNWsamisirace/sam-fsd 119.45 kB
File transfer daegmon Trace ON Narfopt'SUNWsamfsirace/sam-ritd 60B
Recycler Trace ON Narfopt'SUNWsamfshrace/sam-recycler 64 B
Alternate Recycler Trace ON Narfopt'SUNWsamfsirace/sam-nrecycler B5B
Shared file system daemaon Trace | ON Narfopt'SUNWsamfsirace/sam-sharefsd 196.08 kB
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4. When the file-viewer pop-up window appears, examine the file by scrolling
through the text in the view pane (D below).

File System Manager

Narfopt/SUNWsamfsArace/sam-archiverd (cis3d02-n01) @ oo
esmw last[50 | (10-50000) lines Auto refresh: [ Disable  ~|

Last update: June 9, 2008 3:35:33 PFM

2008-06-06 15:00:40 sam-archiverd[13656:1]: Archiver daemon started

2008-06-06 15:00:41 sam-archiverd[13656:1]: Started sam-arfndﬁaﬁsg] Ti_M1

2008-06-06 15:00:41 sam-archiverd[13656:1]: Started archiver[13660] -1 Q
2008-06-06 15:00:41 af-T1_01[13659:1]: Start: T1_M

2008-06-06 15:00:41 af-T1_01[13659:1]: File system modified since last execution - full scan begun.

200B-06-06 15:00:41 af-T1_01[13658:1]: T1_01 initialized on 2008-04-30 19:42:26 P

2008-06-06 15:00:41 sam-archiverd[13656:2]: State changed from init to wait -

2008-06-06 15:00:41 sam-archiverd[13656:21: Sianaled sam-arfind[1365391T1 01): Hanauo b
Y Ciose

5. To limit the number of lines displayed, enter a number between 10 and 50000
in the Show | ast text field (E above).

6. To update the display, press the Refresh button for a manual update (F above)
or set the Auto refresh control to Enable (G).

7. Press Cl ose to finish (H above).
Next task: to continue examining the server node configuration, go to “Displaying
configuration files” on page 59.
V¥ Displaying configuration files

The configuration files for the Sun StorageTek SAM archiving software and Sun
StorageTek QFS file systems control the way that the archive performs and the way
that it manages archival data. To view the configuration files, proceed as follows:

1. If you have not already done so, start by “Checking basic system health” on
page 56.

2. Scroll down to the Configuration File Status section (A below).
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3. In the Path column of the Application Configuration File Status
table (B below), click on the hyperlinked path to the file that you want to
view (C).

Configuration File Status @
Application Configuration File Status (8)

Mame a | Status | |
fetciopt/SUNWsamfs/mef OK
fetclopt’SUNWsamfsfdefaults.conf OK
fetciopt’SUNWsamfa/diskvols.conf OK
fetciopt’SUNWsamfsfsamfs.cmd OK
fetclopt’SUNWsamfsfarchiver.cmd OK
fetclopt’SUNWsamfs/releaser.cmd OK
fetciopt’SUNWsamfa/recycler.cmd OK
fetciopt’SUNWsamfs/stager.cmd OK

4. When the Fil e System Manager file-viewer pop-up window appears, examine
the file by scrolling through the text in the view pane (D below).

File System Manager

File Content Display (cis3d02-n01) =) Close

### GIS3 mef file
### Initially created by make
### ON  Wed Apr 30 19:40 46 GMT 2008

i
é##### AR INRR R ANR RN ARRRNRRRRARRRNRRRRRRRAANR ™
W #4## Factory Configuration used during L

ARARBRE CRS build and also FIRST Tests at Customer Site
HRRAEAE Edit Archive configuration after Tests are complete
HAHARAR and after edits are complete DELETE these comments

T T T L L LR T

Easd e
### TIER#1 - Disk Cache, shared FS (T1_0[1-n]) b
###  TIER#2 - Disk Archll.re (T2_[0-1][0-8]), first will be T2_01 v

i fm ke CYARE LA T T T T S

5. Press the Cl ose button when you finish (E above).

Stop here. If you wish to check system alerts, see “Monitoring archive system faults” on
page 61.
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Monitoring archive system faults

The Infinite Archive System (IAS) continually monitors the file systems and storage
hardware that jointly store and protect archival information. When IAS detects a
problem, it warns you by displaying a file-system alert or a hardware alarm in the
IAS console. This section covers the monitoring tasks:

m “Monitoring file system alerts” on page 61

m “Monitoring disk-storage hardware alarms” on page 64

V¥ Monitoring file system alerts

1. If you are monitoring a high-availability, multinode appliance, use the Sel ect ed
Node list control at the top of the IAS task tree to select the MDS node.

2. In the IAS task tree, expand the Appl i ance Heal th branch.
3. Under the Appliance Health branch, click View FSMER Al erts.

4. When the Fault Sunmmary page appears (A below), view fault alerts in the
records of the Faults table (B).

o Fault Summary
Log and Trace Files: | Select a Log/Trace file to be viewed || View

Faults (2)
| Acknowledge || Delete | | Filter:

(ID - ‘ Saverity vl Time Generated - Il ptate /_\.| Description A
e ID_# @ Critica) | date-time message
ID_# = ppinor | date-time Active message

| Acknowledge || Delete |

5. If there are many faults, you can the limit the display to a selected severity using
the Filter list control (C above).

6. You can also sort the alerts by clicking on the up and down arrows in the column
headers (see “Tables” on page 39 for details).
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7. Alternatively, you can perform an Advanced Sort by pressing the large up
arrow in the control-button area for the table (D above). When the Advanced
Sorts-Faul ts pop-up window appears, specify a sort. For each Sort Col umm
(E below), select a criterion (F) and a sort order (G) using the list controls. Then
press Sort to sort the alerts or Cancel to abort (H).

File System Manager

Advanced Sort - Faults
Primary Sort Column: | Time Generated ~| |Descending ~|
=) Secondary Sort Column: | Severity =l |Descending ~|
Tertiary Sort Column: E fime Generated ) |A5cending je
(nane)
D
| Severity .
- Time Generated )
Device
State
Description
Next task:

m If you wish to drill down to examine the details behind an alert, go to “Examining
associated archive system log and trace files” on page 62.

m Otherwise, proceed with “Monitoring disk-storage hardware alarms” on page 64.

V¥ Examining associated archive system log and trace files
1. If you are already on the Faul t Sunmary page (A below), go to step 5.

2. Otherwise, if you are monitoring a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

3. In the IAS task tree, expand the Appl i ance Heal th branch.
4. Under the Appliance Heal th branch, click View FSMGR Al erts.
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5. To view trace logs for information connected with alerts, use the Log and Trace
Fi | es list control to select a file (B below).

The control lists the files in the /var/opt/ SUNWsanfs/trace, /var/adni, and
/ gl obal / Cl S/ var/ opt / SUN\Vsanf s/ system subdirectories.

6 Fault Summary
Log and Trace Files: |f Select a Log/Trace file to be viewed

Select a Log/Trace file to be viewed
Faults (2) fvarlopt/'SUNWsamisfrace/sam-amid
Aar. UNWsamfsitrace/sam-archiverd
Acknowledge || € MarloptSUNWsamfsirace/sam-catserverd
Aarfopt’SUNWsamfstrace/sam-fad
| Aarfopt'SUNWsamfsirace/sam-ritd
D - | Severity Vl Avarfopt'SUNWsamfsfirace/sam-recycler ption [ |
O crit Avarfopt'SUNWsamfstrace/sam-nrecycler
Critical | | parfopt'SUNWsamfstrace/sam-sharefsd
= mi Avarfopt’'SUNWsamfstrace/sam-stagerd
inor Narfopt'SUNWsamfsfirace/sam-serverd
Aarfopt’SUNWsamfsftrace/sam-clientd
E Avarfopt'SUNWsamfsitracefsmgmt
Avarfadm/sam-log
frar/adm/messages
Avarfadm/messages
ﬁgIobaIJ‘CISJ‘\.rarmDn‘E‘:UNWSamfsfrecgcler.log
falobal/ClSAiarfopt’SUNWsamfs/archiver.log

flobal/ClSivar/fopt'SUNWsamfsreleaser.log
/global/ClSAiarfopt'SUNWsamfs/stager.log

6. Once you have selected a file, press the Vi ew button (C below).

The console opens a file viewer in a pop-up window.

Fault Summary
Log and Trace Files: | Avariopt’'sUNWsamisArace/smgmt HEd| Vlewg

Faults (2)
| Acknowledge || Delete | | FIIInr:lAIIItemsﬂ | @

ID - |5ever|ty vl Time Ganeratedv‘ Device - ‘ State /_\.‘ Description N |
ID_# i@ critica)  date-time Active = message

ID_# | = pingr date-time Active = message

| Acknowledge || Dalete |
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7. When the File System Manager file viewer pop-up screen appears, scroll
through the contents of the file in the text window (D below).

File System Manager
Avar/opt'SUNWsamfs/trace/sam-archiverd (cis3d02-n01)
esmw last[S0 | (10-50000) lines 3 Auto refresh?f Disable =]

Last update: June 9, 2008 3:39:33 PM

2008-06-06 15:00:40 sam-archiverd[13656:1]: Archiver dagmon started
2008-06-06 15:00:41 sam-archiverd[13656:1]: Started sam-arfind[13659] T1_01

2008-06-06 15:00:41 sam-archiverd[13656:1]: Started archiver[13660] -1 e
2008-06-06 15:00:41 af-T1_01[13659:1]: Start: T1_01

2008-06-06 15:00:41 af-T1_01[13659:1]: File system madified since last execution - full scan begun. |
2008-06-06 15:00:41 af-T1_01[13659:1]: T1_01 initialized on 2008-04-30 18:42:26 » ]
2008-06-06 15:00:41 sam-archiverd[13656:2]: State changed from init to wait

2008-06-06 15:00:41 sam-archiverd[13656:2]: Sianaled sam-arfind[136591M1 011: Hanauo

€8 Ciose

8. To limit or expand the number of lines displayed (starting from the end of the
file) by entering a number between 10 and 50000 in the Show | ast text box
(E above).

9. To update the display with the latest version of the file, press the Refresh
button each time that you want an update or set the Auto refresh list control
to Enabl e (F above).

10. Press the Cl ose button when you are finished (G above).

Next task: “Monitoring disk-storage hardware alarms” on page 64.

V¥ Monitoring disk-storage hardware alarms

On high-availability IAS appliances that use Common Array Manager Software
(CAMS) to manage disk arrays, you can view disk-array alarms in the IAS Java Web
Console. When CAMS monitoring software detects a disk-array problem that
requires intervention, the IAS interface displays an alarm at one of four severity
levels:

m Down alarms tell you that the alarmed device or component has failed and that
you must arrange for immediate service.

m Critical alarms tell you that a device or component has made a serious error
and that you must arrange for immediate service.

m Maj or alarms tell you that a device or component has made a significant error
and that you may or may not have to arrange for service.

m Mnor alarms tell you that a device or component error has occurred, but that
you probably do not need to arrange for service.
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To view hardware alarms, proceed as follows:

1. Use the Sel ected Node list control at the top of the IAS task tree to select the
MDS node.

2. In the IAS task tree, expand the Appl i ance Heal th branch.
3. Under the Appliance Heal th branch, click Vi ew HW Al ar ns.

If the initial system installation is not complete, you will see the following
Automated Service Request registration form and will either have to complete the
registration process or decline the service before proceeding (see “Registering for the
ASR feature” on page 207):

o Site Information
Complete the site information form first, before you start to use this application.
¥ Site Information ¥ Contact Information * Indicates required field
Site Information

Enter information describing where arrays are installed. This information may be used to ensure that
parts are shipped to the correct location.

H Company Name: |
Company name must match that asscciated with a Sun Online Account.

* Site Name: |

Otherwise, an Al ar ns table appears in the content pane of the interface (A below).
Severity is indicated by the icons (B), where the grey icon with the down arrow
means Down, the red icon with the vertical bar means Cri ti cal , the orange icon
with the diagonal bar means Maj or, and the yellow icon with the horizontal bar
means M nor.

A " Alarms (1)
| Acknowledge... || Reopen.. || Delete | | Filter:f?

p
Acknowledged

Severity =

Alarm Details | Device .| Component . |Type | Date < | State<| Auto Clear |
link_to_details name (type) part_affected of _alarm  date-time status  Yes|No

4. To filter alarms by state, select All Itens | Open | Acknow edged from the
Fi | ter list control (C above).

5. To view Al arm Det ai | s, click on the hyperlinked message (D above).

Next task:
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m If you want to drill down and examine detailed status information for individual
file systems, go to “Investigating file-system, directory, or file access problems” on
page 66.

Investigating file system problems

Sometimes, a user will be the first to detect an archive problem: a file or directory
cannot be found or accessed, generally because a user moved or inadvertently
deleted it. In such cases, you can use the IAS File Browser to locate the missing item
in either the active data repository or in the recovery history. If the item is indeed
missing, you can then arrange to have an administrator restore the file from the last
good IAS SAM-QFS recovery point. Proceed as follows.

V¥ Investigating file-system, directory, or file access problems

1. If you are monitoring a high-availability, multinode appliance, use the Sel ect ed
Node list control at the top of the IAS task tree to select the MDS node.

2. In the IAS task tree, expand the Appl i ance Heal th branch.

3. Under the Appliance Health branch, click View File Status.
The File Browser appears.

File Browser

Current Directory: [ — Select Mount Point — e Bl I/
; Select Mount Paint —
Filter Criteria: 1/ (jqe\/dskicdt0d0s0) Apply
Py /var (devidskica0d0s3)
/- Live Data (1 - 25 [ sy s o)
: _ lopt (/devidskicat0d0s4)
View Details || — Opt jgipbal/devicesiode @1 (fdevidid/dskidi0s5)
fglebal/.devices/node @2 (/dev/did/dsk/d13s5)
ile/Directory Nam /alobal/CI3 ffdevglobalfdskfd?sﬂ tatus | Archive Copiles |
#Iobah’ClS SAMFSDUMP (/deviglobalidsk/d6sn)
.geont 1_01 (T1_01)
M2_01 (T2_01)
| 3 -gconfd m2_02 {T2_02)
- [ -gnome root 512 B May 29, 2008 3:53:40 AM :

4. To drill down to a specific file system, you can click on the hyperlinked name of
the mount-point directory in the Fil e/ Directory column of the table
(A above), or you can select a mount point from the Current Directory list
control (B).
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5. You can then examine the status of the selected file system (C below).

File Browser
Current Directory: | — Select Mount Paint — -] |IT1 _M

Filter Criteria: ~ No Filter | Change{gJ) Maximum Entries: [1024

Apply # Live Data ¢ Recovery Point: | — Select a date — j
/T1_01 - Live Data (7)

View Details | — Operations — |

File/Directory Name | User |Size | Last Modified | status a| Archive Coples |
° Up One Level
e ] .archive root 4.00 kB June 5, 2008 3:47:59 PM | [ 1 Online
i
5 LI Inodes raot 125 MB June 5, 2008 6:35:05 PM | | 1 Online
i
- 3 -stage raot 4,00 kB June 5, 2008 3:48:36 PM | [ 1 Online
[
i 3 user_data root 400 kB June 5, 2008 3:48:31 PM | 1 Online
- i
¢ 3 lost+ound root | 16.00 kB June 5, 2008 3:47:59 PM | [ 1 Online
iz
i [ sampm root 400kB | June 12, 2008 1220001 AM | [ 1 Online
éani
o g temp raot 4.00 kB June 5, 2008 3:48:31 PM | [ 1 Online
[

6. If you do not see what you are looking for, you can search up and down in the
directory hierarchy. Click on a hyperlinked subdirectory name in the
File/Directory Nanme column to descend a level or click on the Up One
Level link to move to the directory above (D above).

7. To reduce the visual clutter and simplify searches of large file systems, set Fi | t er
Criteria by pressing the associated Change button (E above).

The Filter Files popup window appears (see below).
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8. When the Filter Files popup window appears, enter your criteria using the
fields and controls provided (F below), and press OK to apply the filters, Cancel
to discard them (G):

Filter Files

Enter the desired filter criteria. Entries that match ALL criteria will pass the filter. To omit a criteria, leave the criteria field(s)
blank. To turn off filtering, click the Clear button and then click OK.

File Name Pattern: L
ou may use standard pathname wildcards like ™" and "?" as well as other notation. See the Help
for a complete description.

File Size greater kB - File Size less than kB =
than or equal to: I I = or equal to: I I =
File Date: I—L| « inthe last | |day5 -]
¢~ between | and |
mmiddfyyyy mmJddfyyyy
Owner: | Group: |

Q Damaged: |—;| Is Online: | | /

The File Nane Pattern field (Habove) uses the pattern-matching syntax
outlined in the following table:

Sample
Wildcard Description pattern Sample match
/ matches a directory path only and cannotbe /var / abc

matched by any wildcard character /abc/ | abel abe, / abe/ def |

* etc.
? matches any single character a?d aad, abd, acd, etc.
* matches zero or more characters a*d ad, abcd, acbd, aaaad,
etc.
[ matches files any one of the characters a[bc] aborac
enclosed by the brackets
matches only the literal string within the "abc"  only abc
quotation marks
\ escapes the wildcard character and makes it a\ ?b a?b (NOT ach)
into a literal value
a\\b a\b

a\\? a\b, a\c,ora\?
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9. If you have indexed recovery points for the file system and wish to trace deleted
files, click the Recovery Poi nt radio button (J below), and select a date from
the corresponding list control (K).

If you have not indexed at least one recovery point, the radio buttons (J below) do
not appear. To index recovery points and recover missing files, see “Restoring a file
system” on page 131.

File Browser

Current Directory: | — Select Mount Point — | |!T1 i
Filter Criteria: Mao Filter Maximum Entges: [1024 |
€ Live D;ﬁf-‘ Recovery Point: [~ SeI8c1 & 0816 — ¢+
T IS
View Details | — Operations — | gﬂ égg HE? im
File/Directory Name | User | Size | Last Modified | Status Sg%‘g% 12320:\3{3:\::1“1

6/8/08 12:00 AM
6/7/08 12:00 AM

| g archive oot = 400kB |  June5, 2008 3:47:58 PM uon”h@femmemm

6 Up One Level

The Fil e Browser displays the file system as it was at the recovery
point (L below).

File Browser
Current Directory: | — Select Mount Paint — | |IT'| o
Filter Criteria: Mo Filter Maximum Entries: |1024

" Live Data % Recovery Point:
/T1_01 - Live Data (7)
View Details | — Operations — |
File/Directory Name | User | Size | Last Modified | Status | Archivé Coples |
° Up One Level

6/11/08 12:19 PM 8

F archive root 400 kB June 5, 2008 3:47:53 PM I_l; Online
|-_| inodes root 1.25 MB June 5, 2008 6:35:05 PM I—I] Onlin
stage root 400 kB June 5, 2008 34836 PM [ ]

3 =iag [
[ user_data root 4,00 kB June 5, 2008 3:48:31 PM

e T s T 1 e 1 1

lost+Hound root | 16.00 kB June 5, 2008 3:4759 PM /| Online
[F| i

[ sampm root | 4.00kB | June 11,2008 12:0000 AM| |_| Online

3 temp raot 4.00 kB June 5, 2008 3:48:31 PM | | 1 Online
it

Next task: If you discovered anything that requires administrative intervention, such as
a file system that needs to be recovered, notify a user that has IAS admi n authority.
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Monitoring appliance metrics

IAS Appliance Metrics measure archive utilization, storage capacity, status and
availability of media, data distribution, and job queues. Appl i ance Metrics help
with routine management and planning and when trouble shooting availability
issues. If, for instance, you find that archive growth is rapidly depleting your
remaining storage capacity, then the archive administrators will need to either
reconsider your organization’s archiving policies or purchase additional storage
from Sun. If users report problems accessing the archive or archive functions,
checking utilization of key resources can help you to diagnose the problem.

The following topics explain how you use the various IAS Appl i ance Metrics
monitoring tools:

m “Assessing storage utilization with Tier Summary” on page 70
m “Assessing media utilization and status” on page 74
m “Assessing the distribution of files in the archive” on page 78

m “Monitoring archiving processes with the File System Manager Monitoring
Console” on page 82.

Assessing storage utilization with Tier Summary

The Infinite Archive System uses SAM-QFS archival file systems that organize
storage media into hierarchical tiers for efficient information lifecycle management.
When users and applications are actively reading and modifying data, IAS stores the
data files on high-speed, random-access disk media that can deliver the expected
responsiveness. But fast disk storage is an expensive way to store relatively static
archival data. So, once data is no longer being regularly accessed, IAS migrates the
files to less expensive media: higher capacity, lower speed disk storage and/or high-
capacity sequential-access tape. Migration is completely transparent to users, client
applications, and operating systems, all of which see only a standard, disk-based file
system. If a user or application subsequently re-accesses a migrated file, IAS can
automatically stage it back to the fast-access disk tier so that users experience no loss
of responsiveness.

The Tier Summary displays storage utilization reports for each tier in the archive.
This section explains “Creating Tier Summary reports” on page 71, “Viewing Tier
Summary reports” on page 72, and “Deleting a Tier Summary report” on page 73.
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V¥ Creating Tier Summary reports

1. If you are monitoring a high-availability, multinode appliance, use the Sel ect ed
Node list control at the top of the IAS task tree to select the MDS node.

2. In the IAS task tree, expand the Appl i ance Metrics branch.

3. Under the Appl i ance Metrics branch, click the Ti er Summary hyperlink.
A Tier Summary table appears (A below) that lists the available tier reports.

Tier Summary
A Tler Summary (1)

ﬁ

Remove

| Create New Fieporte

4. To generate the new report, press the Create New Report button (B above).

The new report appears in the summary table (C below), listed by time generated.

Tier Summary

Time Generated A
¢ Wed May 07 18:24:38 GMT+00:00 20086

Remove

| Create New Report |

5. To select a pre-existing or newly generated report, locate it in the Ti er Summary
table and click on the hyperlinked date of the report (C above) .

Next task: “Viewing Tier Summary reports” on page 72.
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V¥ Viewing Tier Summary reports

1. In list shown in the Tier Summary table (A below), click on the hyperlinked Ti e
CGener at ed for the report that you want to view (B).

The selected report appears in the Current

Repor t

area (C).

Time Generated

Tier Summary
A Tler Summary (1)

F

¢ Wed May 07 18:24:38 GMT-+00:00 2008 e

| Create New Report |
e Tier Usage Summary \
@ Tier #1 Tier #2 Tier #3
B Used
Free
3G of 4.0T Used 28M of 12.0T Used
Tler #1 Disk Cache (2)
Percent Mount
Name . |Size .. |Free ..| Available .~ | HWM . | LWM .~ | Point .- | Used ~
Ti_01 100G 1 100G B85 B0 T1_01 BOBK
Total 0.098T 0.098T aT
= Tler #2 Disk Archive (3)
Percent Mount
Name . | Size .. | Free - | Available ... | HWM .~ | LWM .~ | Point .-~ | Used .~
T2_M1 100G 1 100G a5 a0 T2_01 2.0M
T2_o2 100G 1 100G a5 a0 m2_02 2.0M
Total 0.195T 0.195T aT
G Tler #3 Tape Archive (0)
Name |Size | PercentFree | Available | HWM | LWM | Mount Point | Used |
Tier #3 Tape Archive

3/

The report contains up to three tables, depending on the number of tiers in the

solution. In the example above:

m Tier

representation of space utilization in each tier of the archive.

m Tier

Usage Summary pie-charts (D above) provide a high-level, graphical

#1 Di sk Cache (E above) lists utilization statistics for the fast, low-

capacity, random-access Fibre Channel or SCSI disk that holds active files.
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Tier #2 Disk Archive (F) lists utilization statistics for the slower, higher-
capacity, random-access SATA disk that hold less frequently accessed files.

Tier #3 Disk Archive (G)lists utilization statistics for the high-capacity,
sequential access tape media that provides bulk storage of extremely large or very
infrequently accessed files.

Each table in the report displays both the total space available in the corresponding
tier of the archive and the following detail information for each file system stored on
the tier:

the Nane of each file-system
the Size of each file system

Percent Free, the percentage of space in each file system that is available for
storing new files

the amount of space in each file system that is Avai | abl e for storing new files

the HWM (high water mark) at which IAS begins to release each file system’s files
from a storage tier in order to reclaim space (expressed as a percentage of
capacity in use)

the LWM (low water mark) at which IAS stops releasing each file system’s files
from a storage tier (also expressed as a percentage of capacity in use)

the Mount Point for each file system

the amount of space Used in each file system.

Stop here.

V¥V Deleting a Tier Summary report

1. At the top of the Tier Sunmmary page, click the radio button corresponding to
the report that you wish to delete (A below).

Tier Summary

Time Generated A

Y &  Wed May 07 18:24:38 GMT+00:00 2008

D) Renove

| Create New Report |

2. Press the Renove button (B above).

Stop here.
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Assessing media utilization and status

The Media Utilization & Status page provides an overview of archival
storage capacity and summaries of the status and utilization of tape cartridges.

V¥ Accessing the Media Utilization and Status page

1. If you are monitoring a high-availability, multinode appliance, use the Sel ect ed
Node list control at the top of the IAS task tree to select the MDS node.

2. In the IAS task tree, expand the Appl i ance Metrics branch.

3. Under the Appl i ance Metrics branch, click the Media Status hyperlink.

The Media Utilization and Status page appears. The Medi a
Utilization Historic Summary table lists the available reports and provides
controls for creating new reports and deleting old ones (A below).

Media Utilization & Status (Historic)

Click the New button to save the current media utilization and status.

Media Utllization Historlc Summary (2)

| New || Remove |

' |11me Generated v| Size | Description |
¢ | June 12, 2008 10:36:18 686 B | Archive storage capacity utilization and tape
¢ May 29, 2008 6:12:22 AM 712 B | Archive storage capacity utilization and tape

Reports include the following information:

m The VSNs Requiring Operator Attention table (B below) lists the media
volumes that have suffered errors that you specify when you create a report (a
VSN is the Volume Serial Number that uniquely identifies a tape storage cartridge).

m The Archive Media Utilization table (C) lists the total size, space used,
and percentage space used for all archival media in an archiving file system.
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m The VSN is bl ank table (D) lists the media volumes that are empty at the time
the report is created.

Archive storage capacity utilization and tape VSN error status (June 12, |
2008 6:14:14 PM)

B~ VSNs Requiring Operator Attention

Name | Media Type | Status |
ACBE13 IBM 3580 LTO Damaged Media

C Archive Media Utilization

Name | Media Type | Total Space | Free Space | Space Consumed (%) |
samfs2.1 IBM 3580 LTO 97.87 GB 93.65 GB 4
Name | Media Type |
ACEBE16 IBM 3580 LTO

m The VSN is in use in the last 24 hours table (E below) lists all VSNs
accessed in the 24 hours prior to creation of the report.

m The Archiver Pool Levels table (F) lists media pools and displays the
number of volumes and free space available in each.

m The VSN Sunmary table (G) lists all of the media types in the file system and
displays the number of volumes and the total size and free space available on
each type.

E VSN is In use In the last 24 hours

Name | Media Type |
Mo items found

F  Archiver Pool Levels

MName | Media Type | VSN Count | Free Space |
myPoal IBM 3580 LTO 4 68832 GB

G Tape VSN Summary

Media Type | VSN Count | Total Space | Free Space |
Disk 2 0B 0B
IBM 3580 LTO & 791.33 GB 400.00 GB

If one or more Sun StorageTek Automated Cartridge System Library Software
(ACSLS) libraries are attached to the server node, you can also generate an ACSLS
report. ACSLS reports include the following additional information:

m The Drives table lists the drives that are attached to the storage module, with
the physical location in the library and status of each.
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m The Locks table lists the lock status of the drives.

m The Scratch Pool s table lists the pools of empty media volumes that are
available.

m The Accessed or Inported Vol unes table lists the volumes that have been
accessed or imported within the 24 hours preceding creation of the report.

The remainder of this section explains the procedures for the following tasks:

m “Creating a media utilization report” on page 76

m “Viewing a media utilization report” on page 77

m “Deleting a media utilization report” on page 78.

V¥V Creating a media utilization report

1. To create a new report, go to the Media Utilization H storic Summary table
and press the New button (A below).

Media Utilization & Status (Historic)

Click the New button to save the current media utilization and status.
Medla Utilization Historic Summary (2)
G New. || Remove |

| Time Generated - | Size | Description |

¢ | June 12, 2008 10:36:19 AM 686 B | Archive storage capacity utilization and tape
¢ | May 29, 2008 6:12:22 AM 712 B | Archive storage capacity utilization and tape

The New Metric popup window appears (see below).
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2. Onthe New Metric popup page, check the Archi val
and tape VSN error status radio button if you wish to include error

5.

information in the output (B below).

Note: VSN is the abbreviation for Volume Serial Number, the barcode that uniquely

identifies a tape storage cartridge.

New Metric
& Archival storage resource utilization and tape VSN error status
Select the content to be included in the report 0 SelectAll || Deselect Al |
VSN Status:
[+ VSN is damaged [+ Duplicate VSN
[~ VSN is set to read-only [~ VSN is write-protected
[+ VSN is unusable by archiving software [~ VSN is marked for recycling
[~ VSN is reserved [« Library slot is unavailable for VSN
[~ VSN is in use in the last 24 hours [~ VSN is blank

Utilization:
[+ Archiver Pool Levels [+ Tape VSN Summary [ Archive Media Utilization

e Submit || Cancel |

. Specify the type of Utilization information that you want to include by
checking the corresponding check boxes (E above). Or accept the defaults.

storage utilization

. Next, specify the type of VSN St at us information that you want to include by
checking the corresponding check boxes (D above). Or accept the defaults.

Press the Subnit button to generate the report or Cancel to abort (F above).

Next task: “Viewing a media utilization report” on page 77.

v

Viewing a media utilization report

1. To view a report, go to the Media Utilization H storic Sunmary table and

click on the Tinme Generated hyperlink for the report (A below).

Media Utilization & Status (Historic)
Click the New button to save the current media utilization and status.

Media Utilization Historlc Summary (2)

| New || Remove |
|11me Generated - | Size | Description ‘
" | June 12, 2008 10:36:19 G686 B | Archive storage capacity utilization and tape
¢ May 29, 2008 6:12:22 AM 712 B | Archive storage capacity utilization and tape
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2. When the Ti ne Cener at ed for the report is greyed out and the corresponding
radio button is selected (B below), scroll down to view the report (C).

Media Utilization & Status (Historic)

Click the New button to save the current media utilization and status.

Media Utllization Historlc Summary (2)

| New || Remove |

| | Time Generated - | Size ‘ Description ‘
@& | June 12,2008 10:36:19 AM  6B6 B  Archive storage capacity utilization and tape
¢ May 29, 2008 6:12:22 AM 712 B | Archive storage capacity utilization and tape

Archive storage capacity utilization and tape VSN error status (June 12,
2008 6:14:14 PM)

VSNs Requiring Operator Attention

Name | Media Type | Status |
ACBE13 IBM 3580 LTO Damaged Media I
Stop here.

V¥V Deleting a media utilization report

1. To delete a report, go to the Media Utilization H storic Sunmary table and
click on the radio button corresponding to the Ti ne Generat ed for the report
(A below).

Media Utilization & Status (Historic)

Click the Mew button to save the current media utilization and status.
Medla Utllization Historic Summary (2)

B

| New || Remove

| Time Generated - | Size ‘ Description ‘

{0 | June 12, 2008 10:36:19 AM 686 B | Archive storage capacity utilization and tape
¢ May 29, 2008 6:12:22 AM 712 B | Archive storage capacity utilization and tape

2. Press the Renove button (B above).

Stop here.

Assessing the distribution of files in the archive

The distribution of data files across the tiers of the archival file system is a measure
of the efficiency of the policies that migrate data from the Tier-1 primary disk cache
to secondary and tertiary storage. This information is valuable when you are
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troubleshooting apparent capacity problems or when users complain about file
access performance. Depending on the results, your archive administrators may
want to alter the relative sizing of the storage tiers to better suit usage patterns.

The Infinite Archive System can graph file distributions for you. Just remember that
graphs are most accurate when you collect the largest number of data points
possible over the largest practical time period. Proceed as follows.

V¥ Generating a graphical file-distribution report

1. If you are monitoring a high-availability, multinode appliance, use the Sel ect ed
Node list control at the top of the IAS task tree to select the MDS node.

2. In the IAS task tree, expand the Appl i ance Metrics branch, and click the
File Data Distribution hyperlink.

3. If you do not have indexed recovery points, press the Schedul e Col | ection
from File System button (A below).

Indexed recovery points are discussed in Chapter 10, “Indexing recovery point files
for directory and file recovery” on page 140.

File Data Distribution

The data for metric generation comes from the indexed recovery points and (optionally) from the: live file system.

Mo data is available to generate the file data distribution metric. You can create a edule for data collection from

the live file system by clicking on the '‘Schedule Collection from File System' butt Schedule Collection from File System |

<EI1_01 i
o svste.rn e 'Sampie — Start Date: End Date:
Storage Tiams 101 ° [05715/2008 [06/1472008 w
Files by Access T2_01 .
4 T2 02 Storage Tiers  Mmddiyy MYy

Files by Age
Files by Owner (top 10) § 178
Files by Group (10p 10) = 255 6

istribution of files on different tiers

64 G |

16 GB |

No data is available to generate the metric
4GB |

of all files in

1GB
If you have recovery points, you can index themto collect data

ze
rJa
b
=
m

“ B4 e |
16 MB | You can also create a schedule to collect data fromthe live system
4 ME |

1 MB

Cumulative

Collection Time
W Tape Archive mDisk Archive m STKS800 Archive Ml Disk Cache

Description of legend
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4. If you are scheduling data collection, when the Schedul e Data Col | ection
fromfile system popup window appears, set the Start Dat e. Press the
calendar button (C below).

Schedule Data Collection from file system T1_01 for Metric Generation

Schedule e
. 06/14/2008 ) —. -
Start Date: |mmm‘:1 (=] Start Time: [17_+]:[55 ~]

Calendar

nDu 2008 ~| =|=In-:iilcatesrrequire-:iﬁel-::l
S M T W T F S "startDate: [06/14/2008

1 2|3 |a4|s5|6]|7 mmiddfyyyy

8 9 10 11 12 | 13 146
21

15 (16 | 17 (18 | 19 | 20
22 | 23 |24 25 |26 |27 | 28

2 30 1 2 3 4 s
a Submit || Cancel ||

5. If you are scheduling data collection, select a month and year from the list
controls at the top of the Cal endar (D above), click on a day in the calendar
display (E), and press the OK button to set the date, Cancel to abort (F).

Repeat Interval:

Maonthly

6. If you are scheduling data collection, specify the hours and minutes of the St art
Ti me (G above) and the Repeat Interval (H) using the list controls provided.
Then press the Subnit button to confirm the schedule, Cancel to abort (J).

The new Start Date and End Date appear onthe File Data
Di stribution page.

File Data Distribution

The data for metric generation comes from the indexed recovery points and (optionally} from the live file system.

Mo data is available to cr;enerate the file data distribution metric. You can create a schedule for data collection from

the live file system by clicking on the '‘Schedule Caollection from File System' button. | Schedule Collection from File System |

File system name:

i b Start Date: End Date:
Storage Tiers [05/15/2008 |‘_l |08f14f2{l{:|8

Files by Access . mm/ddAyyyy
Flles by Age Storage Tiers

Files by Owner (top 10)
Files by Group (top 10)

o Distribution of files on different tiers

258 GB | r*”_—"f
1

7. To contract or expand the time interval displayed on the horizontal axis of the
graph, use the Start Date and End Date calendar controls (K above).

a tier
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8. Press the go button to display the output (L above).

The output graph appears as shown below. Move your mouse over points on the
graph to view additional information, such as the size, number of files, files online,
or files offline.

File Data Distribution

The data for metric generation comes from the indexed recovery points and (optionally) from the live file system.
Mo data is available to ?enerate the file data distribution metric. You can create a schedule for data collection from
the live file system by clicking on the '‘Schedule Collection from File System' button. | Schedule Collection from File System |

File system name: 1101 =

Start Date: End Date:

[05/15/2008 [06/74/2008 go
Storage Tiers  Mmiddiyy VWYY

Storage Tiers
Files by Access

i::sigigenermpm] .1 Distribution of filss on diffsrent tiers
Files by Group (top 10} 256 6B |
B4 GH | o
1566
4GB |
1GB _}

256 B |
54 MB |

18 ME | |

Cumulative size of all files in a tier

1MB & o s :
0206 101205 10/15/06 10/18/06 10/21/06 10/2406 10/27/06 1073006 MEM06  MS0G 11806
o00AM ©00AM 000 AM O00AM O:00AM 900AM S0.00AM S00AM S00AM S00AM S00AK
Collection Time
W Tape Archive mDisk Archive m STK5800 Archive M Disk Cache

Description of legend

" S — -

9. To see alternative data views, click the hyperlinks at the left of the graph
(M above).

The following data views are available:

m Storage Tiers (above) displays a time-series plot of the total amount of
storage that the file system uses in each tier of storage.

m Files by Access (Nbelow) displays time-series plots that show the
cumulative size of all files during each time interval. This graph shows how much
of the file system data is being accessed on a regular basis. This information can
be used to feed back into decisions about the relative sizing of the storage tiers.
Roll your mouse over different points in the graphs to see more data.

m Files by Age (P)displays time-series plots that show the cumulative size of
files in five age ranges. Roll your mouse over different points in the graphs to see
more data.
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m Files by Owner (Q) displays a bar chart showing the percentage of files
owned by each of the top ten users.

m Files by Goup displays abar chart showing the percentage of files owned by
the top ten groups.

| File Data Distribution
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Stop here.

Monitoring archiving processes with the File
System Manager Monitoring Console

The File System Manager Monitoring Console displays state information for core
archiving system processes and services, file-system statistics, and media utilization
statistics.

V¥ Accessing the Monitoring Console

1. If you are monitoring a high-availability, multinode appliance, use the Sel ect ed
Node list control at the top of the IAS task tree to select the MDS node.

2. In the IAS task tree, expand the Appl i ance Metrics branch, and click the
Moni toring Consol e hyperlink.
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3. When the Mnitoring Consol e page appears in the content pane, press the
Launch Monitoring Consol e button (A below).

Selected Mode: iasd01-n01

| iasd01-n01 (MDS) -]

15 Appliance Health
- Appliance Metrics
EI Tier Summary
EI Media Status
EI File Data Distribution
ﬁ Monitoring Console
EI Appliance Media Management | _
13 Appliance Maintenance

Y

Monitoring Console

The Monitoring Console provides
USers a way to monitor system
activities. The console consists of
nine major modules:

* Application Daemons

* File Systems

* Archive Media Utilization

* Tape Libraries

* Library Drives

* VSN endiné; Load Request
* Unusable V5Ns

= Archivin%ccpy Quevue

* Staging Queue

unch Monitoring Consale... |

4. When the Mnitoring Consol e appears, locate the type of information that
you need in the lefthand navigation tree and click on the corresponding hyperlink

(B below).

Server: lasd01-n01  Active Faults: 0@ 0@ sEle

| AutoRefresh: [Off |

6 D Daemons

D File Systems
5 Archive Media Utilization
D Tape Libraries
EI Library Drives
D VSN Pending Load Request
B Unusable VSNs
‘ E%Archiving Copy Queue
B Staging Queue

c
Daemons - June 15, 2008 1:25:46 PM (9) E
Name | Description | Log |
sam-arfind T1_01 File system archive monitor |
fsmgmtd Management daemaon

sam-sharefsd T2_01
sam-sharefsd T2_02
sam-fsd
sam-stagerd
sam-sharefsd T1_01
sam-stagealld
sam-archiverd

Shared file system daemon
Shared file system daemon
File systam dasmaon
Stager daemon

Shared file systam dasmon
Stage-all daeman

Archiver daemon

6/14/08 11:55 PM

Using the navigation tree, you can access monitoring panels for core archive system
components (see the documentation for Sun StorageTek SAM-QFS file systems for
descriptions of these components)

Daenons
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File Systens

Archive Media Utilization
Tape Libraries

Li brary Drives

VSN Pendi ng Load Request
Unusabl e VSNs

Archiving Copy Queue
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m Stagi ng Queue

5. To refresh the display, press the Refresh button in the content pane (C above) or
set Aut o- Refresh to On using the list control at the top of the navigation
tree (D). The time stamp in each table title (E) shows the last time the data was
retrieved.

6. To monitor for problems, check the fault counts in the banner area of the
Moni toring Consol e (F above) and then check for warning icons in the
navigation tree (G).

In the example, four file systems are 99% full. In general, you want to keep file
systems no more than 85-90% full, so you would want to bring this to the attention
of someone who has the authority and training to rectify the situation and/or contact
Sun support services.

Auto Refresh: | Off 4|
[y Decmone
[ File Syziama Policy | Copy # | Type | Capacity | Usage |
[ 5, Archive Media Utilization TEETDIz ] Disk  199.98 GB e
[ Tape Libraries TESTDA 1 Disk | 199.38 GB T
EI Library Drives mscame s 1 Disk | 99.99 GB pe 0
El V5N Pending Load Request — 1 Disk | 199.98 GB B
EI Unusable VSNs

7. When you are finished viewing the data, press the Cl ose button at the upper
right corner (J below).

3
2008 1:25:46 PM (9)
| Description | Log | Start Time |
File system archive monitor June 5, 2008 4:09:42 PM
Management daemon May 29, 2008 8:16:08 AM
Stop here.
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Using IAS Explorer

While you can diagnose many Infinite Archive System (IAS) faults easily using
information provided by the Java Web Console user interface, you may need the
assistance of Sun support engineers in more complex cases. In such cases, you
generally need to provide some fairly extensive information, including all of the
following;:

m installed software packages, revision levels, and licensing information

m system configuration and log files

m SAM Explorer output.

The IAS Explorer application makes gathering this information straightforward. The

IAS Explorer automatically gathers the required files and state information and
saves the result as a compressed archive file at a location that you specify.

In general, a user with admi n authority should run IAS Explorer as soon as
possible if a server node panics, crashes, core dumps, hangs, or becomes
unresponsive and whenever a problem arises that requires the assistance of Sun
support services. To run the IAS Explorer, proceed as follows:

¥ Running the IAS Explorer

1. In the Appliance Heal th branch of the IAS task tree, select | AS Expl orer
(A below).

= Appliance Health IAS Explorer

E-‘, Software Properties )
You may now backup this server's state to another server. You

[ View System Health must enter the other server's name (or IP address), a valid
[ View FSMGR Information user name and password, and a preexistent target directory.

The transfer may be accomplished using either the FTP or
E, View FSMGR Alerts SCP ﬂ'OtQCDl.

[ View File Status Host Name/IP Address: | e

°D Lo by User Name:

| roat
3 Appliance Metrics
Password:

i3 Appliance Media Management

13 Appliance Maintenance Target Dircotory: I e

i = fay
I Archive Maintenance Use FTP or SCP: = FTP
I Appliance Expert Maintenance - SCP F Yo

13 Appliance Config
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2. When the | AS Expl orer panel appears at right, enter the Host Name/|P
Addr ess of the host to which you want to send the output (B above).

Note that any firewalls between the IAS appliance and the specified host address
must allow communication via ftp (ports 21, 22) and/or ssh (port 23).

3. In the User Nanme and Password fields (C above), enter the user ID and
password that the IAS Explorer will use when accessing the server specified in the
previous step.

Note that the specified user account must have read, write, and execute (+r wx)
permissions for the Target Directory specified below.

4. In the Target Directory field (D above), enter the path to the directory where
the IAS Explorer output should be saved.

5. Click a radio button from the Use FTP or SCP control (E above) to specify
either FTP (File Transfer Protocol) or SCP (Secure Copy Protocol) for the data
transmission.

Secure Copy Protocol encrypts data for transfer via Secure Shell (SSH). File Transfer
Protocol transfers data in clear text.

6. Press Send to run IAS Explorer and transfer the data (F above).
7. Contact a Sun support representative, and forward the file for analysis.

Stop here.

Using SAM Explorer

The SAM Explorer application is to archival file systems what the IAS Explorer is to
the archiving system as a whole (see “Using IAS Explorer” on page 85). IAS Explorer
runs SAM Explorer and includes the output—the SAMreport file—with the rest of its
own output. So, normally, you should not need to run SAM Explorer separately. But,
if it ever becomes necessary, you can do so.

A SAMreport typically includes the following:

m installed software packages, revision levels, and licensing information for the
SAM software

m copies of archive and filesystem configuration files, including ncf,
archiver.cnd, recycl er.cnd, i nquiry. conf, and def aul ts. conf
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m copies of the log files that maintain a history of the state of the system, including
the operating system’s nessages file and the archive log files sam | og,
archiver.log, recycler.log, and rel easer. | og.

m copies of trace files (the log files that are created by individual system processes)

m core files (the contents of selected system memory dumped to disk for fault
analysis).

This information is written to disk in the /var/tnp/ or /tnp subdirectory,
under the name SAM eport. host. version. dat e, where host is the name of
the IAS server node, ver si on is the revision level of the SAM-QFS archive file
system, and dat e is the date on which SAM Explorer ran.

Note — Do not change the log configuration of the IAS appliance. If logs are not
routinely maintained as specified by the factory configuration, critical diagnostic
information will be lost.

To run SAM Explorer, proceed as follows.

Running SAM Explorer

. Log in to the IAS console as adni n.

. At the top of the IAS task tree, use the Sel ect ed Node list control to select the

name of the server node that you wish to examine.

. In the IAS task tree, expand the Appl i ance Heal t h branch.
. Under the Appliance Heal th branch, click View FSMGR | nfornmation.

This displays the Server Confi guration page.

APPLICATIONS

¥ERSION REFRESH LOG OUT

User: monitor Server: lasd03-n01 Appliance State (Operational}

Infinite Archive System lasd03-n01 (MDS, Online)
lasd03-n02 (Client, Online)

Sun™ Microsystems, Inc.

Selected Node: lasd03-n01 Server Configuration O
| 1lasd03-n01 (MDS)  ~| ¥ ¥ Logand
General * Packages Tre?ce
Appli Health ¥ i
T pptance Hled ¥ Cluster * Active Daemons - glggi!t?es
EI Software Properties ; 3
¥ ¥ Configuration File ¥ SAM o
D NView FSMGH Information: Reports Status Explorer
View FSMGR Alens
O +| General Iy
D View HW Alarms .y ) E
[§ 5 Jaiely
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5. On the Server Configuration page, click on the SAM Expl orer hyperlink
(A above).

You jump down the page to the Sam Expl orer Cut put table.
SAM Explorer

SAM Explorer Qutput (1)
| Generate Report... e

Path |Name |5ize |Time Created |Last Modified |
Martmp SAMrepcr‘[.Ga-nm.«i 6_50.Jun162008_1813 20.96 kB | June 16, 2008 7:14:04 PM June 16, 2008 7:14:04 PM

% Back to top Run SAM Explorer

Generate Reportin:
Q.
“ Aearitmp
MNumber of lines include from each log file (1-50000): |500| ‘,

e Run || Cancel |

6. In the Sam Expl orer CQut put table, click on the Generate Report Button
(B above)

7. When the Run SAM Expl orer popup dialog appears, click the radio button that
corresponds to the directory where the report should be saved (C above)

8. In the popup dialog, enter the number of log lines you want to include in the
output (D above).

9. When you are finished with the popup dialog, press the Run button to generate
the report or Cancel to abort (E above). Confirm that you want to run the report
when prompted.

10. To view the report, return to the Sam Expl orer CQut put table and click the
hyperlinked name of the new report (F above).

11. Contact a Sun support representative, and forward the file for analysis.

Stop here.
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CHAPTER 7

Sharing directories with IAS clients

316196801AD

Sharing directories with Network File System (NFS) or SAMBA makes Infinite
Archive System (IAS) archives available to clients—the users and applications that
must access or store archival information—while limiting direct access to the archive
appliance itself. Shared directories are, moreover, easy to use and easy to integrate
with applications. UNIX and Linux users access the directories as if they were
mounted on the local filesystem, while users of Microsoft Windows access them as if
they were local disk volumes.

This chapter outlines the tasks that you must carry out when setting up directory
sharing:
m “Preparing to share a directory” on page 89

m “Creating a Network File System (NFS) share” on page 90 or “Creating a SAMBA
share” on page 93.

Caution — File sharing has security implications that have to be considered by
archive administrators, particularly when stored records are sensitive, private, or
required for regulatory reasons.

Preparing to share a directory

. Use the IAS Java Web Console administrative interface when sharing archive

directories, not SAM File System Manager (FSM) or similar tools.

The IAS Java Web Console is fully aware of all aspects of the archive configuration.
Other tools are not. For example, on high-availability, multinode IAS appliances, the
IAS Java Web Console automatically configures multiple, redundant paths for each
share, so that a single-point failure does not render the archive inaccessible to
clients. Other tools will not.

. If you are working with a high-availability, multinode appliance, use the

Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.
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3. In the IAS task tree, expand the Appliance Config branch (A below) and the
Client Access branch (B).

APPLICATIOMS ¥ ERSIOR REFRESH LOGE OUT
User: expert Server: cis3d01 Appliance State (Operational) 7"
Infinite Archive System cis3d01-n01 (MDS, Online) ¥
cis3d01-n02 (Client, Online) f
Sun™ Micrasystems, Inc.
[ [ Appliance Expert Maintenance |
_ Software Properties
- Appliance Conﬂgo |
D Metwork Maintenance Primény bodaan ek gen
D Email
SAM-QFS Release: 4.6.48
[ Date /Time Flash Archive Image:  3.5.8.26
- G”emmSSG SUNWcistk Version: 3.5.8.32
D MNFS
D SAMBA L
[} Registrations 3
h

4. In the IAS task tree, click on the hyperlink for the type of file sharing you want to
use: NFS (C above) or SAMBA (D).

Next task: “Creating a Network File System (NFS) share” on page 90 or “Creating a
SAMBA share” on page 93.

V¥ Creating a Network File System (NFS) share

1. When the NFS Exports page appears in the IAS content pane, go to the NFS
Exports table, and press the Create button (A below).

NFS Exporis

e Create_|| Delete |

| Directory A | Description . ‘
" | Zexport-directory Purpose, clisnts, or other informa tion
¢ | sdirectory/export-su bdirectory Purpose, clients, ar other infarmation
¢ | fanother/export-su bdirectory Purpose, clients, or other information
¢ | fanotherexport-directory Purpose, clients, or other information

P Create || Delete |

The Add NFS page appears.
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. When the Add NFS page appears, enter a Descri ption that will help users to

understand the purpose of the directory (B below).

Add NFS

* Indicates required field
Description: e|

* Ex port Dire cmryel

{Only Tier 1 directaries can be exported)

nosub: [~ Prevents clients from mounting subdirectories of shared directaries.

nosuid: r Checking this causes the S_er\.rer File S},rstem to ignore any attempt
to enable the setuid or setgid mode bits.

ro: [~ Read-Only Access.

Read-Only Host List: | [colon-separated)

e [~ Read-Write Access.

Read-Write Host List: | {colon-separated)

root: [~ Root Access.

Root Host List: | (colon-separated)

Is Auto Directory Created: [~

Auto Create Owner: |

Dsave | Reser

. In the text field provided, enter the Export Directory thatyou are going to

share via NFS (C above).

. To keep remote users from mounting subdirectories that lie beneath the exported

directory, check the nosub checkbox (D above).

In general, you should be as specific as possible about what you choose to share,
particularly when you are administering an archive. For this reason, most NFS
administrators choose to specify nosub on exports.

. To keep remote users from changing setuid and getgid file attribute bits,

check the nosui d checkbox (E above).

In most situations, nosui d should be checked. Allowing use of the UNIX set gi d
and get gi d commands is a potential security risk. Unscrupulous users can exploit
these commands to gain privileged access to the system.

. To grant users read-only access to an exported directory, check the ro checkbox

(F above).
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7. To limit a grant of read-only access to users on specified hosts, enter a colon-
delimited list of hosts in the Read-Only Host List text box (G above).

8. To grant users read/write access to an exported directory, check the rw checkbox
(H above).

9. To limit a grant of read/write access to users on specified hosts, enter a colon-
delimited list of hosts in the Read-Wite Host List textbox (Jabove).

10. To allow users to log in remotely as r oot from a limited number of specified
hosts, check the root checkbox and enter a colon-delimited list of hosts in the
Root Host List textbox (K above).

Be careful about allowing remote root logins, because they can expose the archive to
security threats. Do not check this option unless necessary. If possible, allow root
logins only from a limited number of secured hosts, such as servers within your data
center.

11. To automatically create a share directory that does not currently exist, check the
Is Auto Directory Created checkbox and enter the user ID of the desired
directory owner in the Auto Create Owner text box (L above).

These options go together. If you supply one without the other, the system returns
an error.

12. Press the Save button to make your changes, Reset to discard them (M above).

Stop here.
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V¥ Creating a SAMBA share

SAMBA supports directory and file sharing between UNIX-type systems (such as
Sun Solaris and Linux hosts) and Microsoft Windows machines. Before configuring
SAMBA file system shares, you should be thoroughly familiar with SAMBA
configuration, options, and security considerations. If you are not, please consult a
Sun services representative before proceeding.

Note that the information in this section is not intended to substitute for SAMBA
documentation. For authoritative information on SAMBA configuration options,
including those described below, consult sanba. org and third-party publishers.

1. When the Sanba Shares page appears in the IAS content pane, go to the
Sanmba Shares table, and press the Create button (A below).

Samba Shares Windows Networking Options

Samba Shares

Samba Shares (4)
e Create || Delete |

|5hnre Name a.| Comment /_\.‘
¢ fist_share_name Purpose, clients, or other information
¢~ second_share_name Purpose, clients, or other information
¢ | third_share_name Purpose, clients, or other information
¢ | fourth_share_name Purpose, clients, or other information

P Create || Delete |

The Create Sanmba Share page appears.
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2. When the Create Sanba Share page appears, entera Share Nane (B below)
and specify the path to the Shared Directory (C).

Create Samba Share

Is Home Directory Share: re * Indicates required field

* Share Name: e
* Shared Directory: e
Comment: G
Valid Users: G

Is Available:

i
Is Browseable: er'

Is Guest Ok: °|—
Is Writeable: Gr‘

Is Auto Directory Created: [

Auto Create Owner:

3. If you want SAMBA to automatically create home directories in the share when
users log in for the first time, check the Home Directory Share (D above).

When a SAMBA user tries to access a share that does not exist, the server checks to
see if its SAMBA configuration file includes a [ homes] section. If it does, the
server checks to see if the share name that the user submitted is a valid user login ID
on the server. If the share name is a user ID, SAMBA creates a shared

/ home/ user _nanme directory for the user.

4. Add a SAMBA Comment, if desired (E above).

The comment option can be used to provide details about the share to users that are
browsing a file system. For example, you might identify a share as such, by
supplying a comment string like Shared Network Drive, or you might want
users to know that the R drive share is the Engi neering Draw ngs
Repository (EDR).

5. To share the directory only with specified users and/or groups, enter a space- or
comma-delimited list of user and/or group IDs in the Valid Users text box
(F above).

6. To make the share accessible to clients, check the |s Avail abl e checkbox
(G above).

7. To let clients see the share in listings, check the |'s Browseabl e checkbox
(H above).
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8.

10.

11.

To create a public share that does not require a password, check the Guest Ok
checkbox (J above).

Caution — the Guest Ok option has security implications that have to be
considered by archive administrators, particularly when stored records are sensitive,
private, or required for regulatory reasons.

. To give users read/write access to the share, check the 1s Witeabl e checkbox

(K above).

Caution — by default, SAMBA shares allow read-only access. Archive
administrators should take care when allowing read/write access from a network,
especially if records are sensitive, private, or required for regulatory compliance.

To automatically create a share directory that does not currently exist, check the
Is Auto Directory Created checkbox and enter the user ID of the desired
directory owner in the Auto Create Owner text box (L above).

These options go together. If you supply one without the other, the system returns
an error.

Press the Save button to make your changes, Reset to discard them (M above).

Next task: “Setting Windows Networking Options” on page 96 .
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V¥ Setting Windows Networking Options

Note that the information in this section is not intended to substitute for SAMBA or
Microsoft networking documentation. For authoritative information, consult
samba.org, the Microsoft Corporation and third-party publishers.

1. Select the W ndows Networking Options tab of the SAMBA configuration
screen (A below).

Samba Shares gﬁlndnws Networking Options
Windows Networking Options \'save |

* Indicates required field
Workgroup: e |

WINS Server: e|

Server Description: Q |

Server Name: e|
Server Allases: °|
Default Service: m@
Always Show Services: ma_

* Max Reported Disk Size: [0 mBa
Security: Ime

Password Server: g|

2. If desired, enter the name of a Windows Wor kgr oup in the text box provided
(B above).

3. If desired, enter the hostname or IP address of a Windows Internet Naming
Service (WINS) server in the W NS Server text box (C above).

4. If desired, enter a Server Description in the text box provided (D above).

5. If desired, enter a Server Nane (E above) and Server Alias (F)in the
corresponding text boxes.

6. If desired, select a Default Service using the list control provided (G above).

7. If desired, tell Windows to Al ways Show Servi ces that you select using the
corresponding list control (H above).
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8. Enter a maximum number of megabytes in the Max Reported Di sk Size text
box (J above).

This is a required parameter.
9. If desired, selecta Security type using the corresponding list control (K above).

10. If desired, enter a hostname or IP address in the Password Server text box
(L above).

11. Press Save to make your changes, Reset to discard them (M above).

Stop here.
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CHAPTER 8

Managing archival media

This chapter presents overviews of the Infinite Archive System (IAS) storage tiers
and outlines the basic procedures for managing them:

m “How IAS organizes storage media” on page 99

m “Organizing media with VSN pools” on page 101

m “Managing disk volumes” on page 104

m “Managing removable tape media” on page 105.

The discussion is by no means comprehensive and is not intended as a substitute for
full SAM-QFS and File System Manager (FSM) documentation. If you are not

familiar with SAM-QFS and FSM, please see “Obtaining the latest information and
supporting resources” on page v of this volume.

Remember, too, that IAS appliances are factory configured and optimized for the
purpose. They are almost entirely self-throttling and self-tuning. So make changes
only when necessary and only if you know what you are doing.

Caution — ill-considered alterations to the IAS tiered storage configuration may
interfere with the functioning of the archive. Do not hesitate to call Sun support if
you need assistance.
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How IAS organizes storage media

The Infinite Archive System (IAS) appliance manages media using two key
organizational structures:

m “Media pools” (see page 100)

m “Hierarchical storage tiers” (see page 100).
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Media pools

You manage IAS storage media using archive media pools, sets of volumes that are
administered as a group. The members of a media pool are all of the same type
(random-access SAS disk, random-access SATA disk, or sequential-access tape). They
are are all reserved for the same purposes. So the members of the pool can be used
interchangebly. This approach greatly simplifies the task of administering a large
archive. You assign designated media pools to your archiving jobs instead of
individually selecting volumes. The archiving software then selects an appropriate
volume from the designated pool.

The IAS appliance comes with preconfigured media pools that are configured for
maximum flexibility and full use of the available capacity. All of the media in the
default pools are available on a first-come, first-served basis to all archive processes
that require storage. This insures that the archive capacity is fully utilized and that
no archiving job fails to finish for lack of media while media remain in the archive.
If necessary, however, you can create and reserve media pools for specific archiving
jobs, so that media are apportioned according to overall organizational priorities and
policies.

Hierarchical storage tiers

IAS organizes media pools into a tiered storage hierarchy that matches the
performance characteristics, capacity, and cost of each type of of media to the
characteristics of your data and the ways in which you use it. Tier 1 (primary storage)
holds online data that clients and applications are actively reading and writing. Tier
2 (secondary storage) holds online data that clients and applications access
infrequently or only in bulk. Tier 3—long-term archival storage —holds still less
frequently accessed nearline material that is kept mainly for historical reference or
data-protection reasons.

Because primary data is in active use, users may need to read or write any part of it
at any time. For this reason, Tier 1 resides on random-access disk media. The exact
type depends on the way that you plan to use the archive. If many users and/or
application processes must read and write many small files at more or less the same
time, Tier 1 resides on Serial-Attached SCSI (SAS) disks that are optimized for
responsiveness and high seeking performance rather than high capacity. If a small
number of users and/or processes read and write relatively small numbers of
relatively large, static files—medical images, satellite photographs, and the
like—Tier 1 can reside on SATA disks. The lower seeking performance and higher
capacity of SATA disks better match the requirements of this type of solution.

Tier 2, secondary storage, also stores data that may be accessed at any time. But files
are written and read by a small number of archive system processes—users and
applications access Tier-2 data indirectly, via Tier 1 (Tier 2 stages data to Tier 1 when
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requested). Tier 2 may hold backup copies of Tier-1 data files, in which case files are
staged back to Tier 1 after a restore request. Or Tier-2 may store the bulk of the
primary data, as in a medical imaging or surveillance solution. In this case, files are
staged back to Tier-1 when a user requests the file. When Tier 2 stores backup data,
high throughput, random-access SATA disks are ideal for rapidly locating and
restoring files. When Tier 2 stores large, primary data files, high-throughput,
sequential-access tape media may be a better choice, because, once the file is located
and opened, the bulk of the data is read sequentially.

Tier-3 storage is generally included in IAS solutions that backup data from a Tier-2
SATA disk archive, either for added security (disaster recovery) or because large,
primary data files are stored in Tier 2. Since Tier 3 usually stores data that is written
once and seldom if ever read thereafter, efficient bulk writes and high-capacity at
low-cost storage are the main requirements. So Tier-3 resides on sequential-access
tape media.

The remainder of this chapter outlines basic tasks associated with maintenance and
tuning of the IAS storage hierarchy:

m “Organizing media with VSN pools” on page 101

m “Managing disk volumes” on page 104

m “Managing removable tape media” on page 105.
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Organizing media with VSN pools

In general, Sun recommends that you leave media management to the IAS archive
system. Attempting to micromanage media allocation can reduce overall media
utilization and limit effective capacity. When you reserve tapes for specific uses, the
archiving software cannot utilize free space as efficiently. Some space always ends
up wasted on at least some volumes. In extreme cases, archiving can stop because
there is not enough space remaining on assigned volumes, even though the
aggregate space remaining in the library is ample. So, for best utilization, you want
to let the system use all available media for all archiving jobs.

That said, when you need to reserve media for a specified user or purpose, you can
define a corresponding archive policy and media pools. You could, for example,
assign one pool to the policy that archives your billing department’s files and
another to the policy that archives files from human resources. You would then
assign the number of volumes that each user group requires to its media pool.

You define a VSN pool by assigning it a name, a media type, and a specified set of
one or more member VSNs. A scratch pool is a special pool of unassigned, free media
that the archiver can draw upon when all of the volumes assigned to a purpose-
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specific pool have been used up. If you reserve a volume in a pool, it is no longer
available to the pool in which it originated. So the number of VSNs within a named
pool changes as VSNs are used.

This section outlines the following procedures:
m “Creating a VSN Pool” on page 102

m “Editing a VSN Pool” on page 102

m “Deleting a VSN Pool” on page 103.

V¥ Creating a VSN Pool

1. If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

2. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and
select Archive Media Pool s.

The VSN Pool Summary page appears.

3. On the VSN Pool Sumrmary page, in the VSN Pool Menbers table, press the
New button.

The New VSN Pool window pops up.
4. In the New VSN Pool window, enter a Nane for the new pool.
5. Select the type of media that the pool will contain from the Medi a Type list.

6. Speci fy VSNs: select the Start radio button and enter start and End values
in the corresponding fields or select the Range of VSNs radio button and enter a

comma-delimited list of ranges and/or individual VSNs (for example:
EW276- EWA288, KQ7086, FV8434).

7. Press the Subnit button to commit your changes, Cancel to abort.

Stop here.

V¥ Editing a VSN Pool

1. If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

2. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and
select Archive Media Pools.

The VSN Pool Sunmary page appears.
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7.

. On the VSN Pool Summary page, in the VSN Pool Menbers table, select the

radio button corresponding to the VSN pool that you want to edit.

. Press the Edit button.

The the Edit VSN Pool window pops up.

. If desired, select the type of media that the pool will contain from the Medi a

Type list.

. If desired, Speci fy VSNs: select the Start radio button and enter start and

End values in the corresponding fields or select the Range of VSNs radio
button and enter a comma-delimited list of ranges and/or individual VSNs (for
example: EWA276- EWA288, KQ7086, FV8434).

Press the Subnit button to commit your changes, Cancel to abort.

Stop here.

v

Deleting a VSN Pool

You can delete a volume serial number (VSN) pool as long as none of its member
VSN are being used by a policy. To delete a VSN pool, proceed as follows.

. If you are working with a high-availability, multinode appliance, use the

Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and

select Archive Media Pools.
The VSN Pool Sunmary page appears.

. On the VSN Pool Summary page, in the VSN Pool Menbers table, select the

radio button corresponding to the VSN pool that you want to delete.

. Press the Del et e button.

If the selected VSN pool has a member that is being used by a policy, the Del et e
button is unavailable.

. If you are sure that you want to delete the pool, confirm your decision when

prompted.

Stop here.
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Managing disk volumes

In an IAS archive policy, you can archive copies of your files to disk-based volume
serial numbers (VSNs) located in a tier-2 archival disk storage array. Typically, you
make the entire file system into a single disk VSN. It is then clear that all of the
remaining space on the volume can be consumed for the purpose of storing archive
copies. This makes planning simpler.

If you do decide to create multiple VSNs within a file system, exercise caution: these
are logical volumes and are not physically independent. The SAM-QFS file systems
that are used on IAS appliances do not restrict a policy’s use of the VSNs within a
file system. So you need to be sure that you do not inadvertently create backup
copies of your source files on VSNs that reside on the same physical media. You do
not want a failure to cause the loss of both source files and archived copies. While
the RAID architecture used in IAS disk archives offers considerable protection, you
should always back up primary data to physically distinct media. In fact, it is best
practice for policies to create at least two additional copies of primary data files on
independent media, such as archival disk and/or tape.

When possible, each backup copy should itself reside on a separate type of media.
This provides the maximum possible redundancy and the best protection for your
data. To optimize performance, specify disk for the first copy of the source data and
tape for additional copies. The SAM-QFS stager stages preferentially from copy 1.
Using disk VSNs thus minimizes tape loading, improves responsiveness, increases
reliability, and reduces wear-and-tear on tape drives and media.

This section addresses the following topics:

m “Creating a disk VSN” on page 104

m “Editing the media attributes of a disk-based VSN” on page 105.

¥ Creating a disk VSN

1. If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

2. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and
select Di sk-Based VSNs.

The Di sk-Based VSNs Summary page appears in the content pane.

3. Press the New button.
The New Di sk-Based VSN window pops up.

4. Select Di sk from the Medi a Type list.

104 Sun Customer Ready Infinite Archive System User Operations Guide for Version 3.6 Oct 2009



. In the text field provided, enter a pool Narme of from one to 31 characters selected

from the set {A- Z0- 9! “9& () *+, ./:; <>=?_}.

. Select the Host server node from the list provided.

. If you know the fully qualified path to the directory in which you want to store

archive copies, enter it in the Pat h text field. If you want to create a new
directory, check the Create Path if does not exist checkbox.

. If you do not know the fully qualified path to the directory in which you want to

store archive copies, use the Browse button to locate and select a directory.

9. Press the Subnit button to commit your changes, Cancel to abort.
Stop here.
V¥ Editing the media attributes of a disk-based VSN

1.

4.

5.

At the top of the IAS task tree, use the Sel ect ed Node list control to select the
name of the server node that you wish to examine.

. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and

select Di sk- Based VSNs.
The Di sk-Based VSNs Summary page appears in the content pane.

. In the Di sk-Based VSNs table, select the radio button corresponding to the

disk VSN that you want to edit, and press the Edit Media Fl ags button.
The Edit Disk Media Flags window pops up.

Check the checkboxes corresponding to the attributes that you want to modify

Press the Subnit button to commit your changes, Cancel to abort.

Stop here.
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Managing removable tape media

Infinite Archive System (IAS) appliances can include a tier of tape storage media
behind Tier-1 primary disk storage or behind Tier-2 archival disk. Tape is ideal for
economically storing infrequently accessed files and unusually large files, such as
medical and cartographic imagery. It also provides redundancy for critical data. IAS
tape media are kept in a tape library that is integrated into the appliance or
maintained in a customer-supplied, external tape library.
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This section starts with an overview of the role of “Tape media in IAS solutions” on
page 106. The remainder of the chapter then details the procedures associated with
managing tape:

m “Managing robotic tape libraries” on page 106

m “Managing tape drives” on page 109

m “Managing tape volumes” on page 112

m “Searching for tape volumes” on page 113.

Tape media in IAS solutions

Traditionally, tape media are used when making backup copies of files stored in
traditional file systems. Tapes are periodically exported from the library and
transported to a remote site—the vault—where they are safely stored for use in
disaster recovery. Alternatively, tape has been frequently used for long-term off-line
storage of archival data that will not be accessed again, in most cases. Tape serves a
somewhat different function in an IAS solution.

In an IAS appliance, tape media are themselves part of the working file system. The
SAM-QFS file systems used in IAS appliances can incorporate disk and tape
resources seamlessly. Users and applications simply access the file, as they would
when reading a file from disk. But, depending on the configuration, the IAS system
may supply the data from disk storage, from tape, or, in some cases, from some
combination of both. The tape copies are not merely backups, and none of the data is
offline. Instead, files stored on tape are nearline, available for use with only slight
delay. The redundancy provided by backup tapes and external software in
traditional environments is an integral function of the SAM-QFS file system s used
in the IAS. The file systems maintain multiple copies of file data and filesystem
metadata using disparate media and synchronized to predefined recovery points.

For the above reasons, some traditional tape-management practices are not best
practice in a correctly sized and provisioned IAS environment. In particular, you will
not, as a rule, import or export media to any great degree, because there are no
backup or vault copies: all of the data is active, either online or nearline.

Managing robotic tape libraries

Libraries are unattended, robotically controlled devices that store, load, and unload
the physical tape cartridges that host data volumes (VSNs). A robotic arm transports
tape cartridges between the slots that store them and one or more drives that read
and write data stored on them.
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IAS libraries are preconfigured and provisioned at the factory or during a Sun
Professional Services engagement. They should normally function with little or no
subsequent reconfiguration.

However, should it become necessary, you can use the File System Manager
component of IAS to manage and modify your tape-storage subsystem. This chapter
describes the following tasks:

m “Adding a robotic tape library” on page 107
m “Changing the state of a library” on page 108
m “Unloading a robotic library” on page 108

m “Deleting a robotic library” on page 109

Adding a robotic tape library
Before adding a library to the browser interface, you must connect compatible

equipment to the IAS appliance. Consult Sun customer services for advice and
assistance.

. At the top of the IAS task tree, use the Sel ect ed Node list control to select the

name of the server node that you wish to examine.

. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and

select Tape Libraries.
The Tape Library Sunmary page appears.

. On the Tape Library Summary page, press the Add button.

The Add Library wizard appears.

. Specify the way in which the library will attach to the IAS appliance, and press

the Next button.

m Select Direct Attached if the library is connected to the appliance rather than
to an intermediate storage network switch.

m Select STK ACSLS if the library is connected to the appliance via ACSLS
software.

m Select Network Attached if the library is attached to the appliance via a
storage area network (SAN).

. Enter any library information that the wizard requires.

The information requested varies depending on which type of library you are
adding.

6. Review the specified information for the new library.
7. If you are satisfied, click Fi ni sh. Otherwise, click Previ ous to make changes.

Stop here.
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¥ Changing the state of a library
A library can be ON, OFF, or UNAVAI LABLE.

When a library is ON, the IAS software controls the library. IAS can discover the
internal state of the library, such as where tapes are located or whether barcodes are
used, and can update the library catalog and other internal structures.

When a library is OFF, IAS does not control the library. I/O operations and automatic
cartridge movement stop. But the drives in the library remain ON.

When a library is UNAVAI LABLE, you can reconfigure the library and tape
cartridges.

To change the state of a library, proceed as follows.

1. If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

2. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and
select Tape Libraries.

The Tape Library Summary page appears.

3. Select the radio button that corresponds to the library whose state you want to
change.

4. Choose Change State from the Operations list control

5. When the Change State dialog pops up, use the Change State to list
control to select the new state.

6. Press the Subnit button to make the change, Cancel to abort.

Stop here.

V¥ Unloading a robotic library

When you unload a library, all the volume serial numbers (VSNs) in the library are
moved to the Historian catalog, the library goes OFF, and all archiving activity
stops. You can reimport VSNs from the Hi stori an catalog later, if required.

Caution — be aware of the consequences before you unload a library. Unloading the
library stops all archiving activity for that library.
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5.

To unload a library, proceed as follows.

If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and
select Tape Libraries.

The Tape Library Summary page appears.

. Select the radio button that corresponds to the library that you want to unload.

Choose Unl oad from the Operations list control

A message box prompts you to confirm the unload operation.

Press OK to confirm the unload.

Stop here.

v

Deleting a robotic library

Deleting a library logically removes it from the server to which it is attached. Data
contained in the library is no longer accessible to the archiving file systems
associated with the library, but the data itself is not destroyed.

To delete a library, proceed as follows.

. If you are working with a high-availability, multinode appliance, use the

Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and
select Tape Libraries.

The Tape Library Sunmary page appears.

. Select the radio button that corresponds to the library you want to delete.

Choose Del et e from the Operati ons list control

A message box prompts you to confirm the deletion.

. Press OK.

Managing tape drives

This section provides instructions for the following tape-drive management tasks:

m “Changing the state of a tape drive” on page 110
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m “Idling a drive” on page 110
m “Restarting archiving after idling a drive” on page 111
m “Unloading a drive” on page 111

m “Cleaning a drive” on page 112.

¥ Changing the state of a tape drive

A tape drive can be ON, OFF, or UNAVAI LABLE. To change the state of a library,
proceed as follows.

1. If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

2. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and
select Tape Libraries.
The Tape Library Summary page appears.

3. Click the radio button that corresponds to the library that holds the drive, and
press the View Drives button.
The Library and Drive Details page appears.

4. Click the radio button that corresponds to the drive, and press the Change
State button.

5. When the Change State dialog pops up, use the Change State to list
control to select the new state.

6. Press the Subnit button to make the change, Cancel to abort.

Stop here.

V¥ Idling a drive

Idling a drive stops any archiving or staging activity that is in process so that you
can manipulate cartridges in a library without disturbing archiving or staging
operations.

To idle a drive, proceed as follows.

1. At the top of the IAS task tree, use the Sel ect ed Node list control to select the
name of the server node that you wish to examine.

2. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and
select Tape Libraries.

The Tape Library Summary page appears.
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3. Click the radio button that corresponds to the library that holds the drive, and

press the View Drives button.
The Library and Drive Details page appears.

4. Click the radio button that corresponds to the drive, and press the |dl e button.

Next task: “Restarting archiving after idling a drive” on page 111.

v

Restarting archiving after idling a drive

To restart archiving after idling a drive, proceed as follows:

. If you are working with a high-availability, multinode appliance, use the

Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

. Expand the Appliance Maintenance branch of the IAS task tree.

. Expand the Archive Mintenance node of the Appl i ance Mi nt enance

branch.

. Select Archi ver Activity.

. When the Archive Activity page appears, click the Restart radio button

under Perform the follow ng archiving action, and press the Subnit
button.

Stop here.

v

Unloading a drive

If a volume is no longer needed, it is automatically unloaded. However, you can
manually unload a drive if necessary. When you unload a drive, the mounted
cartridge is removed from the drive and placed in its storage slot.

To unload a drive, proceed as follows.

. If you are working with a high-availability, multinode appliance, use the

Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and

select Tape Libraries.
The Tape Library Summary page appears.

. Click the radio button that corresponds to the library that holds the drive, and

press the View Drives button.
The Library and Drive Details page appears.
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4. Click the radio button that corresponds to the drive, and press the |dl e button.
You must idle the drive before unloading it.

5. Re-click the radio button that corresponds to the drive, and select Unl oad from
the Qperations pull-down menu.

Stop here.

V¥ Cleaning a drive

You can clean the read/write heads of a tape drive by mounting a cleaning tape on
the drive and running it.

To clean a drive, proceed as follows.

1. If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

2. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and
select Tape Libraries.
The Tape Library Summary page appears.

3. Click the radio button that corresponds to the library that holds the drive, and
press the View Drives button.
The Library and Drive Details page appears.

4. Click the radio button that corresponds to the drive, and press the Cl ean button.

Stop here.

Managing tape volumes

This section provides instructions for the following tape-management tasks:
m “Searching for tape volumes” on page 113

m “Importing tape cartridges” on page 113

m “Exporting tape cartridges” on page 114

m “Loading and unloading tape drives” on page 115

m “Relabeling tape volumes” on page 117

m “Reserving tape volumes” on page 118

m “Auditing slots and updating the library catalog” on page 120

m “Changing tape media attributes” on page 121

m “Managing exported tapes with the file system Historian” on page 122.
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Searching for tape volumes

Tape volumes are identified by volume serial numbers (VSNs) that you search from
the IAS console interface. Proceed as follows.

Searching for a volume by VSN

. If you are working with a high-availability, multinode appliance, use the

Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and

select Tape VSNs.
The Tape VSN Sunmary page appears.

. Press the Search for VSN button.

The Search Tape VSNs page appears.

. On the Sear ch Tape VSNs page, enter the volume serial number for the volume

that you are trying to locate in the VSN text box, and press the Search VSN
button.

If an exact match is found, the VSN Det ai | s page displays the particulars of the
volume. If several matches are found, a Search Results page displays.

Stop here.

Importing tape cartridges

When a volume is imported, a robotic arm moves the cartridge from the
import/export slot to the first available slot in the library.

Generally, a properly sized and provisioned Infinite Archive System (IAS) appliance
should not require additional tapes under normal circumstances and, when new
tapes are necessary, the IAS File System Manager software can automatically import
the volumes from the mail slots of a compatible direct-attached library. If volumes
cannot be automatically imported, however, you can also import them manually,
using the procedure below.

V¥ Importing volumes into the tape library

1. Place the cartridge(s) into the cartridge access port (CAP) on the library.
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2. If you do not have the IAS Java Web Console graphical user interface running,
start a compatible web browser, such as Mozilla Firefox, and enter the URL
https://ip_address: 6789, where i p_address is the address of the private
management interface on the IAS server node and 6789 is the port number.

On single-node appliances, use the IP address 192. 168. 51. 31.

On multi-node, high-availability appliances, use the IP address of the SAM-QFS
Meta Data Server (MDS) node. The MDS node is usually host | AS3N- n01

(192. 168. 51. 31) on a new installation, where Nis the appliance number. The
client node is usually | AS3N-n02 (192. 168. 51. 32).

3. If you are configuring a high-availability appliance, at the top of the IAS task tree,
use the Sel ect ed Node list control to select the Meta Data Server (MDS).

4. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and
select Tape Libraries hyperlink.
The Tape Library Summary page appears.

5. Select the radio button next to the name of the library into which you want to
import volumes, and press the | nport button.

m If the SAMST library driver is configured the appropriate volumes are
automatically imported.

m If ACSLS is configured, the Specify VSN Name window appears.

6. If ACSLS is configured, when the Specify VSN Nanme window appears, specify
either a starting VSN and an ending VSN or a single VSN.

7. Press the Subnit button.

Stop here.

Exporting tape cartridges

Exporting a tape volume removes the cartridge from the library and records the
change in the SAM-QFS Historian database. For direct attached libraries, at least one
mail slot is needed when exporting a tape volume.

Generally, you should not need to export tapes from an Infinite Archive System
(IAS) library appliance. Sun does not recommend routinely removing media from
the IAS tape library. The system is designed to keep all archival data managed and
available at all times. The tape media are part of the active file system, not simply
static backup copies. Maintaining tapes in the library greatly reduces operator
intervention, improves access to stored data, and minimizes opportunities for loss or
damage to tape cartridges.
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However, when necessary, you can export a volume using the procedure below. If
you later require data stored on an exported tape volume, you can locate it using
information stored by the SAM-QFS Historian.

V¥ Exporting a tape volume from the library

1. If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

2. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and
select Tape Libraries.
The Tape Library Summary page appears.

3. Click the radio button corresponding to the library from which you want to export
the volume, and press the Vi ew VSNs button.
The Tape VSN Sunmary page appears.

4. Click the radio button corresponding to the slot that holds the volume that you
want to export.

5. Select Export from the Operations list control.
The cartridge is ejected from the library.

Stop here.

Loading and unloading tape drives

Normally, Sun recommends that you leave tape movement to the IAS software.
When a tape volume is needed, either for archiving or for staging data requested by
a filesystem user, the SAM-QFS file system automatically loads the volume into a
drive in the library. Direct operator intervention complicates operation of the archive
and introduces opportunities for error.

Nonetheless, you can initiate this operation manually, if necessary. The software then
determines the drive into which the volume is loaded. Proceed as follows.
m “Loading a tape volume into a drive in the library” on page 116

m “Unloading a volume from a drive in the library” on page 116.
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Loading a tape volume into a drive in the library

. If you are working with a high-availability, multinode appliance, use the

Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and

select Tape Libraries.
The Tape Library Summary page appears.

. Select the radio button corresponding to the library into which you want to load

the volume, and press the Vi ew VSNs button.
The VSN Summary page appears.

Click the radio button corresponding to the slot that holds the volume that you
want to load.

Select Load from the Operations list control.

The cartridge is drawn into the drive unit.

Stop here.

v

1.

Unloading a volume from a drive in the library

If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and

select Tape Libraries.
The Tape Library Summary page appears.

Select the radio button corresponding to the library that holds the drive, and press
the View Drives button.

The Library and Drive Details pageis displayed.
Select the radio button corresponding to the drive that holds the volume that you
want to unload, and press the Unl oad button.

A message tells you whether the unload operation has been successfully issued.

Stop here.
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Relabeling tape volumes

Sun recommends against manually relabeling media. Labeling a volume reinitializes
it and renders any data stored inaccessible. This may make sense when you are
reusing an unmanaged backup tape. But the tape media in an IAS library are part of
the active file system, not simply static backup copies. If you manually reinitialize
part of this file system, you may disrupt the normal data-protection mechanisms
built in to a SAM-QFS file system and may lose data.

You can, of course, preserve the data on a volume that will be relabeled by making a
copy before proceeding. But you must be able to do so without the help of the IAS
console: this is a purely external process. The copy will also be of limited use. The
data that it contains will no longer be synchronized with other copies in the file
system and SAM-QFS will not recognize the volume serial number of the external

copy.

Nonetheless, if special circumstances make it necessary, you can relabel a tape using
the procedure below.

Relabeling a tape volume

. Outside of the browser interface, make a copy of the volume if you need to

preserve data.

Be aware that externally created copies are of limited use. The data are no longer
synchronized with other copies in the file system and SAM-QFS cannot recognize
the volume serial numbers of the external copies.

. If you are working with a high-availability, multinode appliance, use the

Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and

select Tape Libraries.
The Tape Library Summary page appears.

. To locate the volume by volume serial number (VSN), press the Search for

Tape VSN button. When the Search Tape VSNs page appears, enter the VSN
in the text box provided, and press the Search Tape VSN button. When the VSN
Det ai | s page appears, go to step 7.

. To select the volume by library slot, select the radio button corresponding to the

library that holds the volume, and press the Vi ew VSNs button.
The VSN Summary page appears.

. From the VSN Sunmmary pages, select the radio button corresponding to the slot

that holds the volume that you want to relabel.
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7. Press the Label button.
The Label Tape window appears.

8. When the Label Tape popup window appears, choose a Label Type by
selecting the Rel abel radio button unless the library lacks a barcode reader, in
which case you should select the Label radio button.

9. Enter a Label Nane in the text box provided.

Label names must be from one to six characters, each selected from the set
A-Z0-91"UR () *+,-./:;<=>?_.

10. Selecta Bl ock Size using the list control provided.

The block size determines the basic unit of online storage for the volume.

11. Press the Subnmit Job button to commit your changes, Reset to clear your
entries, or Cancel to abort.

12. If you intend to proceed, click OK when you are prompted for confirmation.

A message tells you whether the label operation was issued successfully. If it was, a
tape label job is created. After the job completes, the VSN is updated with the new
label.

Stop here.

Reserving tape volumes

In general, Sun does not recommend reserving volumes in an IAS archive. Typically,
backup copy/vault applications reserve tape volumes for data sets that will be
exported from the library and vaulted at a remote site. Reserving tape volumes for
specific jobs keeps related data on contiguous volumes and minimizes the number of
tapes that are shuttled between the data center and the vault. IAS is not a backup
application, however. IAS tape volumes are part of an active file system that should
remain under automated IAS management at all times. If media are not exported
from the library, reserving them offers no real benefit.

But reserving tape volumes can cause problems. It can reduce overall media
utilization and limit effective capacity. When tapes are reserved, some space is
always wasted on at least some volumes, because the archiving software cannot use
all of the free space equally. In extreme cases, archiving may stop because there is
not enough space remaining on assigned volumes, even though the aggregate space
remaining in the library is ample.

That said, if special circumstances dictate, you can use the procedures below to
reserve volumes for specific purposes:
m “Reserving a tape volume” on page 119

m “Cancelling a tape volume reservation” on page 120.
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Reserving a tape volume

. If you are working with a high-availability, multinode appliance, use the

Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and

select Tape Libraries.
The Tape Library Summary page appears.

. To locate the volume by volume serial number (VSN), press the Search for

Tape VSN button. When the Search Tape VSNs page appears, enter the VSN
in the text box provided, and press the Search Tape VSN button. When the VSN
Detai | s page appears, go to step 6.

. To select the volume by library slot, select the radio button corresponding to the

library that holds the volume, and press the Vi ew VSNs button.
The VSN Summary page appears.

. From the VSN Summary pages, select the radio button corresponding to the slot

that holds the volume.

. Press the Reserve VSN button.

The Reserve VSN wizard starts.

. Check the checkboxes corresponding to one or more of the reservation methods

described below, and press the Next button.
m File System reserves the volume for archiving files from a specific file system.

m Archive Policy reserves the volume for archiving files that are associated
with a specified archive policy.

m Oaner reserves the volume for archiving files that are owned by a specific user,
that reside in a specific directory path, or that are owned by a user in a specific

group.

. When the wizard prompts you, provide all information required, and press the

Next button.

Depending on your selections in the previous step, the wizard prompts you for one
or more of the following:

m a File System Nane (select from the list provided).
m an Archive Policy (selectfrom the list provided).

m an Oaner, Goup,or Directory (selectand supply the user name, owner
name, or directory path in the corresponding text field).
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9.

Press the Fi ni sh button to reserve the volume, Previ ous to return to the
preceding step in the wizard, or Cancel to abort.

Stop here.

v

6.

Cancelling a tape volume reservation

To remove a reservation and return a tape volume to unrestricted general use,
proceed as follows.

If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and
select Tape Libraries.

The Tape Library Summary page appears.

To locate the volume by volume serial number (VSN), press the Search for
Tape VSN button. When the Search Tape VSNs page appears, enter the VSN

in the text box provided, and press the Search Tape VSN button. When the VSN
Det ai | s page appears, go to step 6.

To select the volume by library slot, select the radio button corresponding to the
library that holds the volume, and press the Vi ew VSNs button.

The VSN Sunmmary page appears.

From the VSN Sunmary pages, select the radio button corresponding to the slot
that holds the volume.

Press the Unreserve VSN button.

Stop here.

Auditing slots and updating the library catalog

Occasionally, the space actually remaining on a tape differs from that reported in the
library catalog. Auditing the slot corrects this variance. When you audit a slot, the
library loads the volume specified, reads the label, and updates the library catalog to
reflect the actual capacity.
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Auditing a library slot

To audit the slot for a volume in a library, proceed as follows.

. If you are working with a high-availability, multinode appliance, use the

Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and

select Tape Libraries.
The Tape Library Summary page appears.

. Select the radio button corresponding to the library that holds the volume, and

press the Vi ew VSNs button.
The VSN Sunmary page appears.

. From the VSN Summary pages, select the radio button corresponding to the slot

that holds the volume.

. Using the Operations list control, select Audit.

The library catalog is updated with the slot capacity information.

Stop here.

Changing tape media attributes

In general, you should leave management of media attributes to the automated IAS
archiving software. You should seldom if ever need to change media attributes, and
regular use of read-only and write-protected attributes will reduce the capacity of
the archival file system and may interfere with regular archiving.

Nonetheless, if it becomes necessary, you can edit the media attributes for a volume
using the procedure below:

Editing the media attributes of a tape volume

. If you are working with a high-availability, multinode appliance, use the

Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

. In the IAS task tree, expand the Appl i ance Medi a Managenent branch, and

select Tape Libraries.
The Tape Library Summary page appears.
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3. To locate the volume by volume serial number (VSN), press the Search for
Tape VSN button. When the Search Tape VSNs page appears, enter the VSN
in the text box provided, and press the Search Tape VSN button. When the VSN
Detai | s page appears, go to step 6.

4. To select the volume by library slot, select the radio button corresponding to the
library that holds the volume, and press the Vi ew VSNs button.
The VSN Sunmary page appears.

5. From the VSN Summary pages, select the radio button corresponding to the slot
that holds the volume.

6. Press the Edit Media Attributes button.
The Edit Media Attributes window pops up.

7. Check the check boxes corresponding to the attributes that you want to change.
The following attributes can be modified:
m Damaged Medi a flags a suspect volume.

m Duplicate VSN indicates that there is another volume with the same Volume
Serial Number.

m Read-only makes the volume read-only.
m Wite-protected makes the volume unwritable.

m Forei gn nedi a flags the volume as a non-SAM-QFS volume created by some
other application.

m Recycl e flags the volume for recycling.

m Volume is Full indicates that the volume has no space available for storage.
m Unavai | abl e indicates that the volume cannot be used for storage at present.
m Need Audit indicates that the library catalog needs to be updated with the

actual slot capacity for this volume.

8. Press the OK button to make your changes, Reset to clear your selections and
start over, or Cancel to abort.

Stop here.

Managing exported tapes with the file system Historian

Sun does not recommend routinely exporting media from the IAS tape library. The
tape media are part of the active SAM-QFS file system, not simply static copies, and
should thus be under IAS management and available for use at all times. However,
should circumstances justify exporting tape volumes, the SAM-QFS file system
Historian can help you to later identify and retrieve cartridges if needed.
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The Historian is a catalog that maintains entries for tape cartridges that have been
exported from the IAS robotic library. Logically, the SAM-QFS software represents
the Historian as a virtual library and lists it with the physical libraries on the Tape
Library Summary page of the IAS console. This virtual library stands in for the
external, physical repositories (offsite vaults, other libraries, etc.) that hold cartridges
that have been exported from the library.

If the file system ever receives a request for data stored uniquely on an exported
tape cartridge, the Historian supplies the minimum information that you need in
order to identify the required physical volume. You can then request the volume
from your external repository and reimport it into the IAS physical library.
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CHAPTER 9

Maintaining the archive file systems

On a properly installed Infinite Archive System (IAS) appliance, all normal
interactions between clients (users and applications) and archived files are handled
indirectly, using network file sharing (see “IAS appliance best practices” on page 5).
The IAS internal file systems are never directly exposed to clients and should thus
never need modification. In fact, alterations to these file systems may damage the
appliance and may cause data loss. So you should not, in general, use the SAM-QFS
File System Manager (FSM) to modify IAS file systems.

However, in rare cases, you may need to correct file system corruption,
mount/unmount internal file systems, or create a one-time backup of a filesystem
configuration. This chapter outlines these topics in the following sections:

m “Locating and repairing file corruption” on page 126

m “Mounting and unmounting file systems” on page 126

m “Saving a point-in-time file system image” on page 128.

At a minimum, you should fill in the bare outlines presented here by consulting the
Sun StorEdge SAM-FS Software Configuration and Administration Guide and the Sun
StorEdge QFS Software Configuration and Administration Guide. See “Obtaining the

latest information and supporting resources” on page v for instructions on obtaining
these documents.

Caution — This chapter is not intended to be comprehensive and cannot substitute
for specialized Sun StorageTek SAM-QFS training, documentation, and expertise. If
you lack these prerequisites, if you encounter filesystem errors, or if filesystem
maintenance other than that described here seems necessary, engage Sun support
and/or Sun Professional Services. Do not attempt the work on your own.
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8.

Locating and repairing file corruption

SAM-QFS file systems should not normally require repairs. But, if they do, the SAM-
QFS file-checking process identifies and, if desired, repairs file corruption in disk
partitions that belong to the specified file system. Proceed as follows.

Checking file systems

If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the NMDS
node.

In the IAS task tree, expand the Appl i ance Expert Maintenance branch.

In the Appl i ance Expert Mai ntenance branch, select File System
The File Systems Summary page appears in the content pane.

On the Fil e Systens Sunmary page, select the radio button that corresponds
to file system that you want to check.

Select Check File System from the Operations list control.

The Check File System window pops up.

Select a file-check option

You can either check the file system or, if the file system is unmounted, check the file
system and automatically make repairs.

Specify a location to which the file system check report will be sent.

Press the Subnit button to commit your changes, or Cancel to abort.

Stop here.

Mounting and unmounting file systems

Mounting a file system attaches it to the file system hierarchy at a designated
directory called the mount point. Mounting a file system makes its contents accessible
to users and applications, while unmounting it makes the contents completely
inaccessible. Mount options control how a file system is accessed and how it will
behave when mounted or unmounted.

This section documents the following procedures:
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5.

m “Mounting or unmounting a file system” on page 127

m “Editing mount options” on page 127

Mounting or unmounting a file system

To mount a file system, proceed as follows

. If you are working with a high-availability, multinode appliance, use the

Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

. In the IAS task tree, expand the Appl i ance Expert Mai ntenance branch.

. In the Appl i ance Expert Mai ntenance branch, select File System

The File Systens Sunmmary page appears in the content pane.

. Onthe File Systenms Summary page, select the radio button that corresponds

to file system that you want to mount or unmount.

Select Mount or Unnount from the Operations list control.

Stop here.

V¥ Editing mount options

Caution — do not proceed unless you have IAS expert authority, UNIX systems
administration experience, and extensive training in and experience with SAM-QFS.

Exercise care when editing mount options for IAS file systems. IAS appliances come
fully preconfigured and optimized for your archiving needs. Changes should not
normally be necessary. If, however, changes prove necessary, you can edit filesystem
mount options using the IAS console.

Before proceeding, note the following general points:

m Some changes cannot take effect until you unmount and then remount the target
file system.

m When the file system is mounted, some mount options are unavailable.

m If you want to change a mount option value to the default value, delete the
existing value and save the changes, leaving the modified fields empty.

m If you want to enable or disable mounting of the file system at boot time, you
must manually edit the nount at boot field in the server node’s
/etc/vfstab configuration file.
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For more information, see the Sun StorageTek QFS Software Installation and Upgrade
Guide or the Sun StorageTek Storage Archive Manager (SAM) Installation and Upgrade
Guide (for information on obtaining these documents, see “Obtaining the latest
information and supporting resources” on page v).

Then edit mount options using the procedure below.

1. If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

2. In the IAS task tree, expand the Appl i ance Expert Mintenance branch.

3. In the Appl i ance Expert Maintenance branch, select File System
The File Systems Summary page appears in the content pane.

4. Onthe Fil e Systems Summary page, select the radio button that corresponds
to file system for which you want to edit mount options.

5. Using the Operati ons list control, select Edit Mount Options.
The file system Edit Mount Options page pops up.

6. Edit the fields that you want to change.

7. Press the Save button to commit your changes, Cancel to abort.

Stop here.

Saving a point-in-time file system image

Al TAS file systems are automatically protected by system software that periodically
saves the filesystem metadata to a recovery point file (see Chapter 10, “Maintaining
the archive file systems” on page 125). But you may at times wish to create
unscheduled recovery points of your own—at the close of a quarter or fiscal year, for
instance. If so, you can manually create a one-time recovery point using the
following procedure.
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Creating a recovery point on demand

Please note that the creation of a recovery point can be a resource-intensive, high-
overhead operation. So, if possible, carry out this procedure at a time when the
archive is not heavily used.

. If you are working with a high-availability, multinode appliance, use the

Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

. In the IAS task tree, expand the Appl i ance Expert Maintenance branch.

. In the Appl i ance Expert Mai ntenance branch, select Met adat a

Mai nt enance.

The Recovery Points page appears in the content pane.

. Select the Current File System from the list control supplied, and press the

Create Recovery Point Now button located at the top of the Recovery
Points for File System filesystem nanme table.

The Take Recovery Point page pops up.

. Inthe Fully Qualified Recovery Point File Nane field, type a full path

and name for the recovery point file that you want to create or accept the default
shown in the field.

. Press the Submit button to commit your changes, Cancel to abort.

Creating a recovery file takes about one hour for every 5-10 gigabytes of data, and
the size of the resulting file will be about 666 multiplied by the number of files in the
file system.

Stop here.
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CHAPTER 10

Restoring a file system

Note — the procedures in this chapter require IAS expert authority. Users should
also have UNIX systems administration experience and a sound working knowledge
of SAM-FS/QEFS. If you lack this degree of expertise, please consider engaging Sun
professional Services.

Infinite Archive System appliances automatically protect your data against loss and
corruption. In most cases, you can restore a lost or damaged file system, directory, or
file as it was prior to the loss. This chapter briefly explains the IAS mechanisms that
are involved in “Protecting file systems and their contents”, then moves on to
describe the actual procedures:

m “Restoring a file system” on page 134

m “Restoring directories and files” on page 140.
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Protecting file systems and their contents

This section provides an overview of the mechanisms that protect the file systems in
an IAS archive. It starts with a brief overview of the problem, “Protecting both data
and metadata”. It then explains that IAS appliances address this problem by
“Automating administration with SAMPM” on page 132.

Protecting both data and metadata

To protect a file system, you have to do two things: you must protect the data stored
in the files and you must protect the filesystem metadata that makes the files and

their contents accessible. The preconfigured IAS archiving process protects data by
continuously duplicating changed files to physically independent media (a separate
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disk array and or tape). But you cannot reconstitute individual files, directories,
and/or file systems with data alone. You also need the file paths, inodes, directories,
access control lists (ACLs), symbolic links, and pointers that tell you where data are
stored on media and how they are organized into meaningful units. If you lose this
information, you lose the filesystem, because any surviving data remains
permanently inaccessible.

In traditional implementations of Sun StorageTek Storage Archive Manager (SAM)
and SAM-FS/SAM-QFS file systems, administrators protect the metadata in two
ways: by periodically running sanf sdunp and by enabling archive logging.

The sanf sdunp filesystem utility saves a snapshot of the metadata to a compressed
archive file called a recovery point or dump file. Together, recovery point files and
archive copies give the administrator everything needed to recover a single file or an
entire file system. If he saves recovery points and archives file data regularly, he can,
in effect, roll back a file system or file to a moment when it had not yet been deleted,
damaged, or modified.

Archive logs record the particulars of the file metadata and its storage locations as
files are archived. In principle, the administrator can recreate the files using the
information in the log. But in practice, the process is so time consuming that it is
seldom used unless recovery point files are not available. For example, if files were
lost shortly before sanf sdunp was next scheduled to run, the administrator might
use the logs to recover the items. But he would not waste time using the logs to
recover files that were included in the last recovery point.

Direct, manual administration of a SAM system and associated archive can produce
excellent results. But archive administration is a demanding task that requires
specialized training , considerable expertise, and time. The administrator has to
schedule both recovery point creation and archiving in such a way that both parts of
a restorable file system —data and metadata—will be available and in synch when
they are needed. Individuals with the required skills are not always available within
a given organization, and, when they can be found, they are always overtaxed. Their
time is valuable, and routine archive management may not be their most pressing
assignment.

Automating administration with SAMPM

IAS appliances automate the potentially complex, labor-intensive administrative
tasks associated with SAM and SAM-FS/QFS file systems. The SAM archiver is
preconfigured to archive continuously, so that copies are made as soon as a
significant number of data files have changed. To protect metadata, IAS incudes
special utility software: SAM Preventative Maintenance (SAMPM).
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For each Tier-1 file system configured on an IAS appliance, SAMPM runs

sanf sdunp nightly, so that a new recovery point file is created every 24 hours, and
automatically manages the space consumed by recovery points. This schedule
protects filesystem metadata without adversely affecting active data operations
(more frequent creation of recovery points can impose significant overhead and may
consume excessive amounts of disk space). If there are multiple Tier-1 file systems,
SAMPM runs sanf sdunp in parallel by default. Sun Professional Services may also
configure SAMPM to run in parallel on a single file system when this would be
advantageous.

SAMPM saves the compressed recovery point file to a subdirectory of the appliance’s
root file system, / gl obal / CI S- SAMFSDUWMP/  (the default). This lets you recover
following the loss of an entire Tier-1 file system. Space in the root file system is
limited, so only a few of the most recent recovery points are retained in this
directory. The older recovery points are deleted.

Deleting the older recovery points makes sense for disaster recovery, when you
generally want only the most recent files. But for routine recovery of individual
directories or files, you need a wider recovery window than a few recovery points
can provide. For this reason, SAMPM copies every recovery-point file to a
subdirectory of the mount point for each Tier-1 file system. Within this subdirectory,
SAMPM stores recovery-point files in a directory structure organized by year,
month, and server-node name. By default, the path would look like this:

/ T1_01/ sanpm year/ nont h/ server - node_nane/

Space is not as critical in the Tier-1 file system, so you can retain enough recovery
point files to roll back a file or directory to almost any point in its prior history.

Since there is a 24-hr window between the completion of one recovery point and the
creation of the next, you can lose some data under some circumstances. Data that is
created and lost within this window cannot be recovered from the recovery point
file. How much data is lost thus depends on how rapidly data changes relative to the
intervals between recovery points. If you anticipate sufficiently rapid changes in our
data to make data loss a concern, please consult Sun Professional Services for
assistance.

Data that cannot be recovered from a recovery point file can sometimes be retrieved
using archiver logs. The procedures are beyond the scope of this document,
however, so consult the SAM-FS/QFS documentation (see “Obtaining the latest
information and supporting resources” on page v) or Sun Professional Services.

Caution — SAM-FS/QFS documentation includes procedures for configuring
recovery points. Do not change the default IAS recovery point configuration unless
you are a highly skilled SAM-FS/QFS administrator. Consult Sun Professional
Services instead.
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Restoring a file system

When you are recovering an entire SAM-FS/QFS file system, you cannot access the
recovery point files (SAM-FS dump files) that are stored on the file system itself, as
you would when recovering files and directories. So the appliance’s SAM
Preventative Maintenance (SAMPM) software automatically saves copies of a few of
the most recent recovery point files on an independent UFS file system. By default
these files are stored in the /gl obal / Cl S- SAMFSDUWP subdirectory. To access
these disaster recovery point files and restore an entire file system, carry out the
tasks listed below:

m “Indexing recovery point files for filesystem recovery”

m “Restoring a file system”.

Indexing recovery point files for filesystem recovery

Before you can restore a file or directory, you need to select the correct recovery
point file and create an index of its contents. Proceed as follows.

1. If you are working with a high-availability, multinode appliance, use the

Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

2. In the IAS task tree, expand the Appl i ance Expert Maintenance branch.

3. In the Appl i ance Expert Mai ntenance branch, select Met adat a

Mai nt enance (A below).

The Recovery Points page appears in the content pane.

Appliance Health

Appliance Metrics

j File Browser
j Manage Users

Appliance Config
i

Appliance Media Managemj

Appliance Maintenance
Archive Maintenance Recovery Points found in: Browse... ({64

PIGIELI RS GELRPETELET | Choose a file system In the above drop down menu (0)

4 File System
&kﬁ:ﬂmn Maintenance
File Name |Date |Slze | Number of Entries | Indexed |Compressed | Retain Permanently |

Recovery Points

Current File System: | — Select File System — :e

| Create Index || Delete Index || Delete Recovery Point || Create Recovery Point Now |

Mo recovery points were found. Select a file system and a directory that contains recovery points
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4. Using the Current

Fil e System list control, select the file system that you

intend to restore (B above).

5. Press the Browse button in the Recovery Points found in field (C above).

6. In the directories list of the Browse Server

dialog, scroll down, select the

gl obal / directory (D below), and press the Open Fol der button (E).

File System Manager

Browse Server

To apply a new field value, press Enter in that field.

Server Name: acthori

Look In: IF File Filter: I ¥
Sort By: | Name (A-Z) | [ Up One Level |[ Open Foider e
etc/ 5128 B4/19/089 B1:23 +
exports 512 @4/17/09 18:47
files.db 16384 B4/20/89 23:15
84/13/89 18: “
home / 1 @4/19/69 B1:23
kernels 512 @4/13/089 15:14 L
lib/ 5632 @4/13/89 15:14 |v
és s 0 [ oo [T o1 [65] (3) )
Folder Name: | Create Folder

| Choose Folder || Cancel |

7. When the / gl obal

folder opens in the directory list, select Cl S- SAMFSDUMP

(F below), and press the Choose Fol der button (G).
By default, disaster recovery point files are stored in / gl obal / CI S- SAMFSDUMP.

File System Manager

Browse Server

To apply a new field value, press Enter in that field.

Server Name: acthor1

Look In:  |fglobal File Filter: |*

Sort By: IName (A-Z) | | Up One Level |[ Open Folder |

CIs/ 512 @4/16/09 23:55
e CIS-SAMFSDUMP/ 84/19/89 23:59

lost+found/ 8192 @3/16/09 19:29

45 tems (1] [«] Page: [ ot1 [ Go | (] [M]

Folder Name: | Create Folder

@ croose Foider |[ Cancel |
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8. In the table on the Recovery Points page, click the radio button
corresponding to the recovery point file that you want to index (H below).

The SAMPM software names recovery point files T1_nn-yyyy-Mon-dd, where
T1_nn is the name of the file system (T1_01 by default), yyyy is the year (for
example 2009), Mon is the abbreviated name of the month (for example Apr ), and
dd is the day of the month.

[

Recovery Points
Current File System: |m 01 (T1_01) |

Recovery Points found in: |fg|obal.fCIS-SAMFSDUMP :| Browse...

Recovery Points for File System T1_01 (1 - 25 of 43)

| Create Index 3 Delete Index || Delete Recovery Point || Create Recovery Point Now | E] | (@O
Number of Retain
File Name 2 | Date w | Size .- | Entries ... | Indexed - | Compressed .~ | Permanently .-
ij T1_01-2009-Apr-22 | April 23, 2009 1.26 GB No c Yes n

12:08:25 AM o

) T1_01-2009-Apr-21 | April 22, 2008 1.26 GB No Yes -
12:08:26 AM s

) T1_01-2009-Apr-20  April 21, 2009 1.26 GB No Yes =) -
12:08:23 AM e v

9. Press the Create |ndex button, and wait for indexing to finish.

Be patient. A large recovery point file can take some time to index. When indexing is
complete, the value of the | ndexed field will change from No (K) to Yes.

Next task: “Restoring a file system” on page 136.

V¥ Restoring a file system

1. If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

2. In the IAS task tree, expand the Appl i ance Expert Maintenance branch.
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3. In the Appl i ance Expert Mai ntenance branch, select Fil e Browser

(A below).

The File Browser page appears in the content pane.
Appliance Health | File Browser P
Appliance Metrics Current Directory: | — Select Mount Point — _ﬂf’ﬁ a1 i"

Appliance Media M Filter Criteria:  No Filter G | Change | Ma:tlrnuE ntries: [ 1024 Apply

Appliance Mainten]

O Live Data ) Recovery Point: | — Select a date — | |

Archive Maintenan — Select a date —

/T1_01 - Live Data (8)

Appliance Expert N

EI Metadata Main View Details | — Operations — d|
File Browser File/Directory Name | User | Size | Last Modified | Status | Archive Copies |
[¥ Manage Users () Up One Level
Appliance Config ) [ -archive root | 4.00 KB April 13, 2009 8:22:47 PM | [ | Online
[
) |__| Inodes root  3.00 MB April 16, 2009 9:11:28 PM ! Online
_ "
& [ -stage root | 4.00 kB| April 13, 2009 8:23:01 PM | | | Online
)
) | TEST-DATA root | 4.00 kB| April 13, 2009 8:22:59 PM | | | Online k3
[I-=5)
« B r|E A e

4. Select the file system mount point using the Current Directory list control
(B above).

The file system files and directories are displayed in the
filesystemnanme - Live Data table.

5. Click the Recovery Poi nt radio button at the top of the table (C above).

6. Expand the Recovery Point list control, and select the recovery point date for
the file that you indexed (D above).

The fil esystem name - Live Data table is replaced by the
filesystemnanme - Recovery Point Taken on date tinme table. You can
now browse the recovery point as if you were browsing the live file system.

Only indexed recovery point files are listed. If you cannot find the recovery point in
the list, stop here and go to “Indexing recovery point files for filesystem recovery”
on page 134.
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7. Select Restore Entire Recovery Point from the Operations list control
(E below).

File Browser
Current Directory: | — Select Mount Point —  ~| |/T1_01

Filter Criteria: Mo Filter Change Maximum Entries: | 1024 Apply

FY
o

O Live Data ® Recovery Point:[4/22/09 11:59 PM _~]

/T1_01 - Recovery Point Taken on 4/22/09 11:59 PM (8)

| View Deails |~ Gperations — =
] permions illﬂed |Status | Archive Copies |
[ Y [

O 3 -archive nﬂre R © (09 B:22:47 PM |—] Online

O |—_| inodes root 3.00 MB April 16, 2008 9:11:28 PM u Online "

O [ -Stage root | 4.00 kB | April 13, 2009 8:23:01 PM u Online

O 5 TEST-DATA root | 4.00 kKB April 13, 2009 8:22:59 PM I—] Online ‘;’
<« = >/

. When the Restore File/Directory popup appears, enter the mount-point to
which you want to restore the file system in the Restore as text box or press
the Browse button to search for a mount point (F below).

By default, the location is the path of the original file or directory, relative to the
mount point of the file system. You can specify a different path relative to the mount
point, or you can specify an absolute path on any archiving file system.

File System Manager

Restore File/Directory
What to m_m
Restore:
Restore as: [ o1 G_ [ Browse... |
If a File Already | Do not restore it |
Exists:
Online Status | Leave all offline fd
After Restoring:
Submit || Cancel |
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9. On the same page, usethe |f a File Already EXists list control to specify

the action that you want the system to take if the file already exists in the location
to which you are restoring files (G below).

File System Manager

Restore File/Directory

What to mi_m
Restore:
Restore as: |n’1 01 Browse...

If a File Already ‘ Do not

TBSIONB L s
Exists:

Do not restore it
Replace it with the restored file
Replace it if the restored file is newer

Online Status ‘
After Restoring:

g}

[_Submit ] [ Gancel |

10. From the Online Status After Restoring listcontrol, choose the actions

that you want the file system to take after completing the restore process
(R below).

File System Manager

Restore File/Directory

What to mi_m
Restore:
Restore as: |,rr1 01 Browse. ..

If a File Already | Do not restore it |
Exists:

Online Status Leave all ciline T
Amr Heslnrlng: ‘ .......................................................................................................................................................................................... 3 !‘J

Leave all ofiline
Bring all online (system picks copy)
Bring online data marked as online in recovery point (System picks copy)

11. Press the Submit button to commit your changes, Cancel to abort (J below).

Online Status | Leave all offline
After Restoring:

[~
@[ Suomi |[ Cancel |

Next task: “Deleting the index for a recovery point” on page 149.
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Restoring directories and files

Restoring directories and files is similar to restoring an entire file system, except that
you need to perform an additional step: you have to locate the metadata for the
desired files and directories within the recovery point file, so that the IAS system can
restore exactly the items you need. To locate individual file and directory metadata,
you must index the chosen recovery point file. A recovery point index lets you go
through the directories and files listed in a recovery point file and select items using
the IAS File Browser graphical user interface, just as you would when browsing
files in the live file system.

To facilitate indexing, the IAS appliance’s SAM Preventative Maintenance (SAMPM)
software automatically copies daily recovery point files from the directory where
recovery point files are created, / gl obal / CI S- SAMFSDUMP, to the sanpnt
subdirectory of each IAS Tier-1 file system. The /gl obal / Cl S- SAMFSDUVP
directory has limited space —just enough for a handful of the most recently
generated recovery points—and indices take up substantial amounts of
space.Copying recovery points to the sanpm subdirectory thus gives you the
space you need, plus room to store a larger number of recovery points.

This section describes the processes involved in recovering files and file systems:
m “Indexing recovery point files for directory and file recovery” on page 140

m “Restoring directories and files” on page 143.

V¥ Indexing recovery point files for directory and file recovery

Before you can restore a file or directory, you need to select the correct recovery
point file and create an index of its contents. To locate and index a recovery point
file, proceed as follows.

1. If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

2. In the IAS task tree, expand the Appl i ance Expert Mintenance branch.
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3. In the Appl i ance Expert Mai ntenance branch, select Met adata
Mai nt enance (A below).

The Recovery Points page appears in the content pane.

Appliance Health
Appliance Metrics
Appliance Media Managemj

Appliance Maintenance

Archive Maintenance Recovery Points found in: e

PIGIERIVERSWENREETIERET | Choose a file system In the above drop down menu (0)

File System | Create Index || Delete Index || Delete Recovery Point || Create Recovery Point Now |
ata Maintenance
. File Name | Date | Size | Number of Entries | Indexed | Compressed | Retain Permanently |
j e No recovery points were found. Select a file system and a directory that contains recovery points

j Manage Users

Appliance Confi
B R I

Recovery Points

Current File System: | — Select File System — :B

4. Using the Current File System list control, select the Tier-1 file system that
you intend to restore (B above), and press the Browse button (C) to search for
recovery point files.

The File System Manager server browser opens in the mount-point directory
of the selected file system (/ T1_01 in the example below).

5. In the FSM server browser, scroll down and double click on the sanpn
directory (D below).

File System Manager

Browse Server Server Name: server

bbbt File System Manager

Look In: Iﬂ'1_01

Sort By: | Name (A- To apply a new field value, press Enter in that field.

Browse Server Server Name: server

sls.out
sls.sc
stagel.sc
temp/
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old system/

TEST-DATA/

Look In: |/T1_01/sampm File Filter: |*

Sort By: | Name (A-Z) | [ Up One Level |[ Open Foider |

B4/27/09 11:
CURRENT_MONTH/ B4/72B/09 00
CURRENT_MONTH-1/ 4098 B4727/89 23:59
CURRENT_MONTH-27 48986 0472709 23:59
EMPTY_DIR/ 40986 B4727/89 23:59

sam

6. When the directory browser refreshes, double click on the entry for the year of the
recovery point that you are looking for (E above).
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7. When the directory browser refreshes, double click on the entry for the month of
the recovery point that you are looking for (F below).

File System Manager

Browse Server

Browse Server

Sort By: | Name (A- To apply a new field value, press Enter in that field.

| Look In: |J'T1 _0/sampm/2008/Apr

Sort By: | Name (A-Z) |

server/

Folder Name: |Apr

Server Name: Server

bt File System Manager
Look In: |f|'1_01f531

Server Name: server

File Filter: | 5

| Up One Level || Open Foider |

B4/28/09 08:82

8. When the directory browser refreshes, double click on the entry for the server of
the recovery point that you are looking for (G above).

9. Click the radio button beside the recovery point file that you want to index

(H below).

The SAMPM software names recovery point files T1_nn-yyyy-Mon-dd, where
T1_nn is the name of the file system (T1_01 by default), yyyy is the year (for
example 2009), Mon is the abbreviated name of the month (for example Apr ), and

dd is the day of the month.

Recovery Points 2
Current File System: | M1_01 (T1_01) I
Recovery Points found in: [/T1_01/sampm/2008/Apr/server ~| [ Browse..
Recovery Points for File System T1_01 (1 - 25 of 43)
[ Create Index & Delcic Incex || Delete Recovery Point || Create Recovery Point Now | ] | [@=0)
Number of Retain
File Name 2 | Date w | Size - | Entries .-.|Indexed - | Compressed .. | Permanently .
0 @ T1_01-2009-Apr-22 | April 23, 2008 1.26 GB No c Yes =
12:08:25 AM e
[ T1_01-2009-Apr-21 | April 22, 2008 1.26 GB No Yes A
12:08:26 AM =
() T1_01-2009-Apr-20 | April 21, 2009 1.26 GB No Yes = -
12:08:23 AM = v
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10. Press the Create |ndex button (J above), and wait for indexing to finish.

Be patient. A large recovery point file can take some time to index. When indexing is
complete, the value of the | ndexed field will change from No (K) to Yes.

Next task: “Restoring directories and files” on page 143.

V¥ Restoring directories and files
To restore a file system, proceed as follows:
1. If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.
2. In the IAS task tree, expand the Appl i ance Expert Mintenance branch.
3. In the Appl i ance Expert Mai ntenance branch, select Fil e Browser
(A below).
The File Browser page appears in the content pane.

Appliance Health

File Browser

. DR

Appliance Metrics

Appliance Media M
Appliance Mainteng
Archive Maintenan

Appliance Expert N

Current Directory: | — Select Mount Paoint —

Filter Criteria:

/T1_01 - Live Data

Mo Filter

(8)

;ﬂm_m

MaxlmuE Entries: | 1024 Apply
O Live Data ™ Recovery Point: | — Select a date — | = |

— Select a date —

Change

B Metadata Main

View Detalls || — Operations —

=i

Filz Browser File/Directory Name | User | Size | Last Modified | Status | Archive Copies |
[] Manage Users ) Lp Cne Level
Appliance Config D) 5 -archive root | 4.00 kB April 13, 2009 8:22:47 PM | | | Online
[
- |—_I Inodes root | 3.00 MB April 16, 2009 9:11:28 PM | [ | Online
i "
> 3 -stage root | 4.00 kB| April 13, 2009 8:23:01 PM | | | Online
[
D 3 TEST-DATA root | 4.00 kB April 13, 2009 8:22:58 PM | | | Online B
[
« T B )r|E A e
4. Select the file system mount point using the Current Directory list control
(B above).
The file system files and directories are displayed in the
filesystemnanme - Live Data table.
5. Click the Recovery Poi nt radio button at the top of the table (C above).
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6. Expand the Recovery Point list control, and select the recovery point date to
which you want to restore (D above).

The fil esystem name - Live Data table is replaced by the
filesystemnanme - Recovery Point Taken on date time table. You can
now browse the recovery point as if you were browsing the live file system.

If you cannot find the recovery point in the list, stop here and go to “Indexing
recovery point files for directory and file recovery” on page 140.

7. Browse through the recovery point file to locate the directories and/or files that
you want to restore. To step down through the directories under the current mount
point, click on the hyperlinks in the File/Directory Nane field of the
filesystemnanme - Recovery Point Taken on date tine table
(E below).

File Browser
Current Directory: | — Select Mount Point —  =| |/T1_01

Filter Criteria:  No Filtel{@)Change | Maximum Entries: [ 1024 Apply

3>

O Live Data ® Recovery Point: [4/22109 1159 PM__~]

/T1_01 - Recovery Point Taken on 4/22/09 11:59 PM (8)

| View Details |E— Operations — |
File/Directory Name | User | Size | Last Modified | Status | Archive Copies |
a Up One Level
& F| .archive root | 4.00 kB| April 13, 2009 8:22:47 PM | | | Online
ined
) |—_| inodes root |3.00 MB April 16, 2008 9:11: 28 PM | | Online
s "
) [ -Stage root | 4,00 kB| April 13, 2009 8:23:01 PM | | | Online
ol
> | TEST—DATAe root | 4,00 kB| April 13, 2009 8:22:59 PM | | | Online b3
ol
al X S

8. To reduce the visual clutter and simplify a search in a large file system, set a
Filter Criteria by pressing the associated Change button at the top of the
page (F above).
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9. If you chose to set a filter, enter your criteria in the Filter Files popup using
the fields and controls provided (G below). Press OK to define the filter, Cancel

to discard changes (H).

File System Manager

Filter Files

Enter the desired filter criteria. Entries that match ALL criteria will pass the filter. To omit a criteria,
leave the criteria field(s) blank. To turn off filtering, click the Clear button and then click OK.

4 File Mame |
Pattern:

You may use standard pathname wildcards like

" and "7 as well as other notation. See the
Help for a complete description.

File Size greater |
than or equal to:

[ =]

File Size less |
than or equal to:

File Date: |—;|
Owner: |
N Is Damaged: |_;|

[ =]

in the last | |days  ~|

between |— and
I—
[ =

(H)

—

Group:

Is Online:

The File Nane Pattern field uses the pattern-matching syntax outlined in the

following table:
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Sample

Description pattern Sample match
/ matches a directory path only and cannot be /var / abc

matched by any wildcard character /abc/* [abc/ abc, / abc/ def, etc.
? matches any single character a?d aad, abd, acd, etc.
* matches zero or more characters a*d ad, abcd, achd, aaaad, etc.
[1  matches files any one of the characters a[ bc] ab or ac

enclosed by the brackets

matches only the literal string within the "abc" only abc

quotation marks

\ escapes the wildcard character and makes it
into a literal value

a\ ?b a?b (NOT acb)
a\\b a\b
a\\? a\b, a\c,ora\?
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10. To limit the number of directory and file entries that are read from the recovery
point file and displayed on screen, enter a number in the Maxi mum Entri es
field (J below).

File Browser
Current Directory: | — Select Mount Point —  =| |/T1_01

Filter Criteria: Mo Filter Change Maximum Entries:|1l:}24 o Apply !a

O Live Data ® Recovery Point:[4/22/09 11:59 PM _~]

/T1_01 - Recovery Point Taken on 4/22/09 11:59 PM (8)

: MG

| View Details |E— Operations — i
File/Directory Name | User | Size | Last Modified | Status | Archive Copies |
° Up One Level

11. If you defined a filter or set a maximum number of entries displayed, press the
Apply button (K above) to make your limits take effect.

12. Once you have located the file or directory that you want to restore in the
File/Directory Nanme field of thefil esystem name - Recovery Poi nt
Taken on date time table, click the corresponding radio button (L below).

File Browser
Current Directory: | — Select Mount Point —  =| |/T1_01

Filter Criteria: Mo Filter Change Maximum Entries: | 1024 Apply

rs
=~

O Live Data ® Recovery Point:[4/22/09 11:59 PM _~]

/T1_01 - Recovery Point Taken on 4/22/09 11:59 PM (8)

| View Details |F— Operations — |
——————_ Operations — [
File/Directe Archive lified | Status | Archive Copies |
Bl Release
¢ i Dne. Stage...
O\ .archive | g e———— "003 8:22:47 PM u Online
) Inodes root |3.00 MB | April 16, 2009 8:11:28 PM | || ] Online
| P = U
) 3 -stage root | 4.00 KB April 13, 2009 8:23:01 PM u Online
? fa) 5 TEST-DATA root | 4.00 KB April 13, 2009 8:22:59 PM u Online ‘;
-4

€ = L

13. Select Restore from the Operations list control (M above).
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14. When the Restore File/Directory popup appears, enter the location to
which you want to restore the file or directory in the Restore as text box or
press the Browse button to search for a destination (N below).

By default, the location is the path of the original file or directory, relative to the
mount point of the file system. You can specify a different path relative to the mount
point, or you can specify an absolute path on any archiving file system.

File System Manager

Restore File/Directory

What to T1_01TEST-DATA

Restore:

Restore as: |/T1_01TEST-DATA m_

If a File Already | Do not restore it fd

Exists:

Online Status | Leave all offline i
After Restoring:

| submit || Cancel |

15. On the same page, usethe |If a File Already Exists list control to specify
the action that you want the system to take if the file already exists in the location
to which you are restoring files (P below).

File System Manager

Restore File/Directory

What to [T1_O1/TEST-DATA
Restore:
Restore as: [/T1_01/TEST-DATA [ Browse.. |

If a File Already ‘ Do not

TESIOMBIL e
Exists:

Do not restore it
Replace it with the restored file
‘ Replace it if the restored file is newer

Online Status
After Restoring:

B

Submit || Cancsl |
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16. From the Online Status After Restoring listcontrol, choose the actions
that you want the file system to take after completing the restore process
(R below).

File System Manager

Restore File/Directory

What to /T1_O1/TEST-DATA

Restore:

Restore as: [/T1_01/TEST-DATA Browse... |
If a File Already | Do not restore it d |

Exists:

Online Status ‘
After Restoring: &

Bring all online (system picks copy)
Bring online data marked as online in recovery point (system picks copy)

17. Press the Submit button to commit your changes, Cancel to abort (S below).

Online Status | Leave all offline El
After Restoring:

@[ suomit_|[ Cancel |

Next task: “Deleting indices as part of routine file recovery” on page 149.

Conserving disk space

The indices to recovery point files can consume a great deal of disk space over time.
For this reason, you should always delete indices that are created during restoration
of entire file systems and may want to periodically delete indices that are used for
directory and file recovery as well. This section begins by explaining the reasons for
“Deleting indices as part of disaster recovery” and for either retaining or “Deleting
indices as part of routine file recovery” on page 149. It concludes with the detailed
procedure for “Deleting the index for a recovery point” on page 149.
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Deleting indices as part of disaster recovery

In disaster recovery situations, where entire file systems are recovered, the need for
an index vanishes once disaster recovery is complete. Since space in the default

/ gl obal / CI S- SAMFSDUWP directory is particularly limited, you need to delete the
index and any associated files as soon as you have restored the file system. See
“Deleting the index for a recovery point” for instructions.

Deleting indices as part of routine file recovery

Deleting indices that are used for day-to-day directory and file recovery is optional.
Since the recovery point files and indices reside, by default, in the subdirectories of
the sanmpnl subdirectory of each file system, space is not an immediate problem.
Having at least some indices available can be convenient if you frequently restore
directories and files in response to user requests. When you have a ready-made
index, you can start restores immediately, without waiting for an index to generate
for each request.

Nonetheless, space is not unlimited in IAS file systems. Index files compete for
storage space with recovery point files and data. So you should think carefully about
keeping indices. Try to keep just enough on hand to address the bulk of user
requests within an acceptable response time. Delete indices that outlive their
immediate usefulness. If you delete an index that you later need, you can always
regenerate it by re-indexing the recovery point file. For instructions, see “Deleting
the index for a recovery point”.

Deleting recovery point indices

To delete an index and its associated file(s), proceed as follows.

Deleting the index for a recovery point

. If you are working with a high-availability, multinode appliance, use the

Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

. In the IAS task tree, expand the Appl i ance Expert Mai ntenance branch.

. In the Appl i ance Expert Maintenance branch, select Met adat a

Mai nt enance.
The Recovery Points page appears.

. Using the list control provided, select the Current File System
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5. Using the list control provided, select the Recovery Points found in
directory, or press the Browse button to search for other recovery point
directories.

6. Select the radio button corresponding to the recovery point file for which you
want to delete an index.

7. Press the Del ete | ndex button and then confirm your choice when prompted.

The index file is deleted. If the recovery point file had a decompressed version of
itself created by the index creation process, the decompressed version of the
recovery point is also deleted. The original recovery point file remains on the server.

Stop here.
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CHAPTER 11

Archiving data

Archiving has two primary functions.

m It implements an information lifecycle management policy, so that the
characteristics of storage media are closely matched with the characteristics and
usage of the data

m It creates redundant copies of data on independent media, so that a damaged or
lost file system can be restored using the filesystem metadata in recovery point
file.

IAS appliances come preconfigured with archive policies that archive data
continuously. The archiver determines how and when to schedule archiving by
balancing the elapsed time since files were last archived against the amount of data
that needs archiving. When the elapsed time exceeds a St art Age threshold or the
amount of data pending exceeds a Start Si ze threshold, the archiver makes the
required number of copies.

This chapter provides information about managing archiving. It contains the
following sections:

m “Archive management and IAS” on page 152

m “Storage Archive Manager (SAM)” on page 153

m “Managing archiving policies” on page 155

m “Controlling the archiver” on page 169.
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Archive management and IAS

Sun Customer Ready Infinite Archive System (IAS) appliances come with
preconfigured files systems and archiving policies that automatically administer the
files. Accordingly, you should not have to do any significant archive management
under normal circumstances. Indeed, needless operator intervention can
significantly reduce archive performance, capacity, and/or reliability.

Nonetheless, operational requirements do sometimes justify changes to the archive
configuration. When this is the case, this chapter can guide you through the
necessary tasks. But before it can do so, you need to be aware of both the general
management principles that guide IAS file system design and the considerable
potential for unanticipated side effects that accompanies any modifications to a
working archive. There are three fundamental rules for working with IAS file
systems:

m “Avoid complexity” on page 152
m “Know what you are doing” on page 153

m “Know your documentation” on page 153.

Avoid complexity

The first principle of IAS filesystem management is to keep things simple. The SAM-
QFS file systems manage data migration and media utilization automatically, under
the guidance of the archiving policies that are part of the core IAS system
configuration. If you create, modify, or redefine any of these policies, do so with care
and restraint. Do not over-specify, and do not try to micromanage every conceivable
situation. Doing so reduces the efficiency of the archive, wastes storage space, makes
the configuration difficult to troubleshoot, and adds overhead that may reduce
performance and compromise reliability.

In particular, satisfying the multiple conditions in a complex archiving policy
generally requires more loading and unloading of tape media than a simpler policy
would require. This is a significant problem in a SAM-QFS file system that integrates
tape and disk media. Loading, mounting, and positioning a tape is a multistep
mechanical operation that is relatively time-consuming compared to disk I/O. Each
additional mount adds overhead that subtracts from overall filesystem performance.
In addition, each additional mount exposes both the tape media and the moving
parts in drives and robots to added wear and tear. The additional loads shorten the
life of media and components, increase the risk of mechanical failure, and increase
maintenance requirements. Keeping policies simple minimizes tape movement and
avoids these issues.
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Know what you are doing

The second principle of IAS filesystem management is to always know what you are
doing before you proceed. The SAM-QEFS file systems and File System Manager
(FSM) software that are integrated into the IAS appliance are powerful,
multifunctional tools that support a wide range of configurations and user
requirements. Such powerful, highly configurable tools are highly unforgiving —too
much so for unskilled users. IAS comes preconfigured to reliably meet most
requirements. If you choose to alter this configuration, you must have the skills to do
so successfully.

No one should undertake SAM-QFS filesystem maintenance or reconfiguration
without adequate prior training and considerable expertise. If you do not have the
necessary training and experience, defer to someone who does. If the requisite
expertise is simply not available in your organization, please do not hesitate: contact
Sun for assistance.

Know your documentation

Finally, no one should undertake SAM-QFS filesystem maintenance or
reconfiguration without access to and familiarity with the comprehensive SAM-QFS
and FSM document sets. While this document outlines many archiving procedures,
it is not, on its own, an adequate substitute. SAM-QEFS file systems and FSM
software are highly flexible tools that present the user with many options and
consequently many potential pitfalls—far more than can be fully documented in a
guide to a preconfigured appliance. So consult the full range of SAM-QFS
documentation that is available online from Sun. See “Obtaining the latest
information and supporting resources” on page v of this guide for details.
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Storage Archive Manager (SAM)

The Sun StorageTek Storage Archive Manger (SAM) component of the Infinite
Archive System archives QFS filesystem data and manages multiple copies of files
on the IAS hierarchical storage system. SAM functionality is distributed across four
logical components: the archiver, the releaser, the stager, and the recycler.
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The archiver

The SAM archiver makes up to four copies of each modified file that it finds in tier-1
disk storage and stores them on different volumes in tier-2 archival disk storage
and/or tier-3 archival tape storage. The archiver follows the instructions contained in
policy files. Each policy is a set of directives that specify the following system
characteristics:

m the file systems that are archived

m the archive age (interval since last modification) that makes a file eligible for
archiving

m the numbers of copies that are made
m the properties of each copy,
m the media on which copies reside

m the kinds of files that should be kept together.

System-defined default policies, such asal | fs1 and al | sets, determine the base
behavior of the archiver. Additional, custom policies can then fine-tune behavior by
overriding individual parameters in the default policies. A special no- ar chi ve
policy contains no copy directives, only file-match criteria, so that the archiver can
skip specified directories (for instructions on using the no-archive policy, see
“Defining additional file-match criteria” on page 163).

The releaser

The releaser maintains enough free space in tier-1 disk storage so that there is
always enough room for the files that benefit most from fast, responsive storage:
files that are being actively written and read. When tier-1 utilization exceeds a
threshold value called the high water mark, the releaser begins releasing the disk
space occupied by files that have been archived to tier-2 or tier-3 media and have not
been accessed recently. The releaser then continues to release files until tier-1
utilization drops below a second threshold value, the low water mark.

The stager

The stager restores files to tier-1 disk storage when a user or process requests file
data that has been released. The stager copies the file from tier-2 or tier-3 storage
back to tier-1. The read operation tracks along directly behind the staging operation,
allowing the file to be immediately available to the application before the entire file
is completely staged. If an error occurs, the system attempts to find the next
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available archive copy of the file. Media errors, unavailability of media, and
unavailability of a library can often be handled automatically, without interrupting
the process.

The recycler

The recycler maintains enough space in tier-2 and tier-3 archival storage to insure
that there is always room for newly made archival copies. The recycler scans for
expired file copies that have exceeded their retention periods and deletes them.

Managing archiving policies

Archiving policies supply the core logic for Infinite Archive System (IAS) solutions.
They determine what data is archived and when. They specify the number of copies
that are kept in the archive and the kind of storage media that are used. They control
how the files migrate within the archives and how users access them.

You build archiving policies from two basic types of component: file-matching criteria
and copy parameters. File-matching criteria identify the files that are governed by the
policy. The criteria can be as broad as a simple path from the filesystem mount point
to a starting directory or as specific as a list of individual file names. Copy
parameters specify the number of copies, the media used, sorting (if any), file aging,
device and queuing behavior, and recycling criteria. Copy parameters can also be
broad, high-level directives or extremely fine-grained sets of commands.

Most customers should not alter the preconfigured, IAS factory default policies.
They have been selected to meet the needs of the vast majority of users. However,
the IAS Java Web Console interface provides all of the tools needed should special
circumstances require. If you need to alter the default policy set, review the
introductory material in “Archive management and IAS” on page 152, exercise care,
and consider all the possible ramifications before proceeding.

This section starts with some general rules for modifying the IAS default
configuration, “Writing practical archiving polices” on page 156. It then proceeds
with specific instructions for “Adding a policy to a file system” on page 156,
“Deleting a policy” on page 162, “Editing a policy” on page 162.
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Writing practical archiving polices

If you choose to alter the default IAS archiving configuration, you should keep some
basic guidelines in mind.

Choose a sensible archive interval. The archive interval is the time between file
system scans. IAS appliances come pre-configured for continuous archiving, with
scanning disabled (the No Scan method). If you choose to override this
arrangement, base archive intervals on how often files are created and modified and
on whether you want to save all modification copies. A very short archive interval
keeps the archiver scanning almost continuously.

Always make a minimum of two file copies on two separate volumes. Placing data
on a single media type puts your data at risk if physical problems with the media
occur. Do not rely on a single archive copy.

Finally, keep complexity to a minimum. Complexity increases your maintenance
burden and may needlessly reduce archive performance and capacity. So do not
over-specify when you set criteria and parameters:

m specify the highest level file-matching criteria that you can: do not provide a file
list or a matching pattern if a simple start directory will do

m set the least restrictive media-usage parameters that you can: use pools rather
than ranges and ranges rather than particular volume serial numbers whenever
possible.

Adding a policy to a file system

When you add a policy, you change the archiving behavior of a file system by
defining new file-match criteria and copy directives. In most cases, IAS comes
preconfigured with tested, optimized values for most of the tunable parameters that
you can adjust. Since many parameters are interdependent, ill-considered changes
can have unexpected, deleterious effects. So, if you need to make changes, be careful,
and know what you are doing.

“Starting the New Archive Policy wizard” on page 157
“Defining the files to which the policy will apply” on page 157
“Naming the policy and defining basic archiving behavior” on page 158

“Defining copy parameters” on page 159
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V¥ Starting the New Archive Policy wizard
1. Login to the IAS Java Web Console under the expert or admin role.

2. If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

3. In the IAS task tree, expand the Appl i ance Mai nt enance branch.
4. On the Appl i ance Mai nt enance branch, expand Archi ve Mai nt enance.

5. Under Archi ve Mai nt enance, select Archiver Poli cies.
The Archive Policies Summary page appears in the content pane.

6. Press the New button.
The New Archive Policy wizard starts.

Next task: “Defining the files to which the policy will apply” on page 157.

V¥ Defining the files to which the policy will apply

1. In the first step of the New Archive Policy wizard, Define File Match
Criteri a, enter the relative path from the target filesystem mount point to the
Starting Directory.

2. If desired, enter a regular expression that matches the names of the files that you
want to archive in the Nanme Pattern text field and use the fields and controls
provided to specify an Oaner,a M ni num Si ze,a G oup,a Maxi mum Si ze,
and/or an Access Age.

Be judicious when using these optional parameters, because they complicate the
archiving task and increase the likelihood that archiving will produce unanticipated
results. Remember: simple policies are usually best. Simple policies produce more
predictable results, run faster, and are easier to debug if problems arise.

3. Select the target file system from the Apply to File System list control.

4. Press the Next button to continue, Previ ous to return to the last step, or
Cancel to abort.

Next task: “Naming the policy and defining basic archiving behavior” on page 158.
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¥ Naming the policy and defining basic archiving behavior

1. In the next step, Define Policy Name and Nunber of Copies, entera New
Archive Policy Name in the text field provided.

2. Specify the Nunmber of Archive Copies using the list control provided.
Specify at least two.

3. Select a St agi ng Behavi or using the list control provided.
You have the following choices:

m Stage these files automatically when they are accessed provides
the best responsiveness under most conditions and is the best choice for most
purposes.

Files are staged—copied back from tape to the disk cache —when they are called
for and before they are read. This approach lets the user browse files on random-
access disk media, which, for most files, is more responsive than searching
sequentially through tape. The sequential-access tape drive operates more
efficiently as well, because it can write the whole file out to disk in one go instead
of constantly repositioning media ins response to user requests.

m Mark these files for associative staging automatically stages all
files within the target directory when any one of the associated files is accessed.

This method is useful when the contents of a directory are likely to be used
together, so that a call for one file is likely to be followed by calls for the others.
Examples might include multifile software-development or CAD projects and
collections of medical images associated with a single patient’s medical records.

m Never stage is useful when you are storing very large files, such as medical
imagery or surveillance video, that can be streamed from tape to primary cache.

When files are large enough to be streamed from tape at the optimum transfer
speed for the tape drive, sequential access is as fast as or faster than random
access from disk. So large files can be read from tape to primary disk cache while
the user is actually accessing the file. This just-in-time approach to transferring
data saves the disk cache for the smaller files that are best accessed from a
random I/O device. The approach also greatly simplifies cache management.

m Reset the stager behavior of these files to the default.

4. Select a Rel easer Behavi or using the list control provided.
You have the following choices:

m Stage these files automatically when they are accessed provides
the best responsiveness under most conditions and is the best choice for most
purposes.
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Files are staged —copied back from tape to the disk cache —when they are called
for and before they are read. This approach lets the user browse files on random-
access disk media, which, for most files, is more responsive than searching
sequentially through tape. The sequential-access tape drive operates more
efficiently as well, because it can write the whole file out to disk in one go instead
of constantly repositioning media in response to user requests.

Mark these files for associative staging automatically stages all
files within the target directory when any one of the associated files is accessed.

This method is useful when the contents of a directory are likely to be used
together, so that a call for one file is likely to be followed by calls for the others.
Examples might include multifile software-development or CAD projects and
collections of medical images associated with a single patient’s medical records. If
used with files that are not, in fact, used together, this method makes poor use of
the disk cache and may cause excessive mounting and positioning of tape media.

Note that you cannot use associative archiving if the files do not fit on a single
tape volume. In this case, use either the —sort pathor -rsort path
parameters to keep the files contiguous.

Never stage is useful when you are storing very large files, such as medical
imagery or surveillance video, that can be streamed from tape to primary cache.

When files are large enough to be streamed from tape at the optimum transfer
speed for the tape drive, sequential access is as fast as or faster than random
access from disk. So large files can be read from tape to primary disk cache while
the user is actually accessing the file. This just-in-time approach to transferring
data saves the disk cache for the smaller files that are best accessed from a
random I/O device. The approach also greatly simplifies cache management.

m Reset the stager behavior of these files to the default.

Next task: “Defining copy parameters” on page 159.

V¥ Defining copy parameters

1. In the next step, Copy 1 - Media Paraneters, specify an Archive Age by
entering a number in the text field provided and then selecting units using the
accompanying list control.

The archive age isthe amount of time since a file's last modification.

. Specify a Medi a Type and, if desired, a VSN Pool Nanme (media pool name)
using the list controls provided.
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3. If desired, Specify VSNs (tape volumes) by entering a range of volume serial
numbers (VSNs) in the two accompanying text fields and/or by entering a regular
expression matching the desired VSNs or a comma-delimited list of VSNs.

Be careful about over specifying. Use pools rather than ranges and ranges rather
than particular volume serial numbers whenever possible. If you restrict the
archiver’s choice of media, you may reduce media utilization and archiving
performance, while increasing manipulation of tape media. An archiving operation
might block waiting for media.

4. If desired, Reserve the VSNs used for copies fromthe same Policy
and/or File System by checking the corresponding check boxes. You can also
use the accompanying list control to further restrict use of the VSN to files from
the same Directory, User,or G oup.

Again, be careful about over specifying. If you restrict the archivers choice of media,
you may reduce media utilization and archiving performance and may increase tape
manipulation by increasing the need for mounting and positioning.

5. Optionally, in the next step, Copy 1 - Advanced Di sk Copy Option, use the
list control to specify archiver behavior If the files to be archived are
of fline.

This option lets you specify how subsequent copies are made once the first copy is
complete. Your choices are:

m Stage files back as they are needed copies files from the offline tape
media to the disk cache whenever the archiver is ready to copy them to tape
media.

m Copy them directly from offline media bypasses the disk cache and
copies files directly from tape to tape.

m Stage one file ahead of the current copy pre-stages the next file
from offline tape to disk while the current file is being copied to tape.

m Stage them all back first pre-stages all files from offline tape to disk before
copying them to tape.

Next task: “Setting work-queue and recycler parameters” on page 160.

V¥ Setting work-queue and recycler parameters
1. If desired, you can adjust the Archiver's Wrk Queue. Adjust the archiving
Start Age,Start Count,and Start Size using the controls provided.

Be judicious about using this option. IAS comes preconfigured with Start Age,
Start Count,and Start Size values that are optimal for most users. Changing
these values complicates the solution, so be sure that you know what you are doing.
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2. If desired, you can Di sable Recycling for this policy by checking the
corresponding checkbox.

Be careful with this option. If recycling is disabled, you cannot reclaim tape media
for reuse after copies expire.

3. If desired, you can seta Recycler H gh Water Mark by entering a percentage
in the field provided.

A recycler high water mark sets the percentage of media usage below which
recycling cannot occur. This percentage is the ratio of the used space in the library to
its total capacity.

4. If desired, you can enter an email address in the Mai| Recycl er Information
to field.

5. If desired, enter a percentage in the Only recycle VSNs that would gain
at least (% field.

Recycling a tape is a comparatively high-overhead process that may require repeated
mounting and repositioning of tapes. Entering a value in this field lets you balance
the costs of this overhead against the benefit of additional library capacity. If a
recycling a tape will reclaim too little space to make recycling worthwhile, the
recycler skips it.

6. Press the Next button to continue, Previ ous to return to the last step, or
Cancel to abort.

Next task: “Finishing the new archive policy” on page 161.

V¥ Finishing the new archive policy
1. In the next step, the Summary, double-check your entries.
2. If everything is correct, press the Fi ni sh button to commit the changes.

3. Otherwise, press Previ ous to return to the last step, or Cancel to abort.
The New Archive Policy wizard displays the results of your submission.

Stop here.
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7.

Deleting a policy
Deleting a policy removes the policy from the ar chi ver. crd file that controls the
archiver. To delete a policy, proceed as follows.

Login to the IAS Java Web Console under the expert or admnin role.

If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

In the IAS task tree, expand the Appl i ance Mai nt enance branch.
On the Appl i ance Mai nt enance branch, expand Ar chi ve Mai nt enance.

Under Ar chi ve Mai nt enance, select Archiver Poli cies.
The Archive Policies Summary page appears in the content pane.

In the Archive Policies table, select the radio button that corresponds to the
policy that you want to delete, and press the Del et e button.

If you are sure, confirm the deletion when prompted.

Stop here.

Editing a policy

You edit policies from the Archive Policies leaf of the Archive

Mai nt enance and Appliance M ntenance branches of the IAS task tree. Start
with “Accessing policies for editing” on page 162, below:

Accessing policies for editing

Login to the IAS Java Web Console under the expert or admin role.

If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

In the IAS task tree, expand the Appl i ance Mai nt enance branch.
On the Appl i ance Mai nt enance branch, expand Ar chi ve Mai nt enance.

Under Ar chi ve Mai nt enance, select Archi ver Policies.
The Archive Policies Summary page appears in the content pane.

Next task: from the pol i cy-name Details page, you can do any of the following:
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m “Defining additional file-match criteria” on page 163
m “Defining additional archive copies” on page 165

m “Modifying file-match criteria” on page 167

m “Modifying copy parameters” on page 168.

Defining additional file-match criteria

Adding file-match criteria to an existing policy applies the actions defined by the
policy to additional files. Adding file-match criteria to the no-ar chi ve policy, for
instance, excludes additional files and directories from archiving.

Once you have carried out the steps in “Accessing policies for editing” on page 162,
proceed as follows.

.Inthe File Match Criteria table, press the Add button.

The New Policy Criteria wizard starts.

. In the first step, Define File Match Criteri a, enter the relative path from

the target filesystem mount point to the Starting Directory.

. If desired, enter a regular expression that matches the names of the files that you

want the policy to govern in the Name Pattern text field. Then use the fields
and controls provided to specify an Oaner,a M ni num Si ze,a G oup, a
Maxi mum Si ze, and/or an Access Age.

Be judicious when using these optional parameters, because they complicate the
archiving task and increase the likelihood that archiving will produce unanticipated
results. Remember: simple policies are usually best. Simple policies produce more
predictable results, run faster, and are easier to debug if problems arise.

. After you add file-match criteria, select the desired St agi ng Behavi or using

the list control provided.
You have the following choices:

m Stage these files automatically when they are accessed provides
the best responsiveness under most conditions and is the best choice for most
purposes.

Files are staged—copied back from tape to the disk cache—when they are called
for and before they are read. This approach lets the user browse files on random-
access disk media, which, for most files, is more responsive than searching
sequentially through tape. The sequential-access tape drive operates more
efficiently as well, because it can write the whole file out to disk in one go instead
of constantly repositioning media ins response to user requests.

m Mark these files for associative staging automatically stages all
files within the target directory when any one of the associated files is accessed.
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This method is useful when the contents of a directory are likely to be used
together, so that a call for one file is likely to be followed by calls for the others.
Examples might include multifile software-development or CAD projects and
collections of medical images associated with a single patient’s medical records.

m Never stage is useful when you are storing very large files, such as medical
imagery or surveillance video, that can be streamed from tape to primary cache.

When files are large enough to be streamed from tape at the optimum transfer
speed for the tape drive, sequential access is as fast as or faster than random
access from disk. So large files can be read from tape to primary disk cache while
the user is actually accessing the file. This just-in-time approach to transferring
data saves the disk cache for the smaller files that are best accessed from a
random I/O device. The approach also greatly simplifies cache management.

m Reset the stager behavior of these files to the default.

5. Select a Rel easer Behavi or using the list control provided.

You have the following choices:

m Stage these files automatically when they are accessed provides
the best responsiveness under most conditions and is the best choice for most
purposes.

Files are staged —copied back from tape to the disk cache —when they are called
for and before they are read. This approach lets the user browse files on random-
access disk media, which, for most files, is more responsive than searching
sequentially through tape. The sequential-access tape drive operates more
efficiently as well, because it can write the whole file out to disk in one go instead
of constantly repositioning media in response to user requests.

m Mark these files for associative staging automatically stages all
files within the target directory when any one of the associated files is accessed.

This method is useful when the contents of a directory are likely to be used
together, so that a call for one file is likely to be followed by calls for the others.
Examples might include multifile software-development or CAD projects and
collections of medical images associated with a single patient’s medical records. If
used with files that are not, in fact, used together, this method makes poor use of
the disk cache and may cause excessive mounting and positioning of tape media.

Note that you cannot use associative archiving if the files do not fit on a single
tape volume. In this case, use either the —sort pathor -rsort path
parameters to keep the files contiguous.

m Never stage is useful when you are storing very large files, such as medical
imagery or surveillance video, that can be streamed from tape to primary cache.

When files are large enough to be streamed from tape at the optimum transfer
speed for the tape drive, sequential access is as fast as or faster than random
access from disk. So large files can be read from tape to primary disk cache while
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the user is actually accessing the file. This just-in-time approach to transferring
data saves the disk cache for the smaller files that are best accessed from a
random I/O device. The approach also greatly simplifies cache management.

m Reset the stager behavior of these files to the default.

. Select the target file system from the Apply to File System list control.
. Press the Next button to proceed.
. In the Summary page, review your entries.

. Press the Fini sh button to commit your changes, Previ ous to make changes,

or Cancel to abort.

Stop here.

v

1.

Defining additional archive copies

In the Copy Information table, press the Add button.
The New Policy Copy wizard starts.

. In the next step, Copy Medi a Paramet ers, specify an Archive Age by

entering a number in the text field provided and then selecting units—\\eek( s),
Day(s), Hour(s), Mnute(s),or Second(s) —using the accompanying list
control.

The archive age is the amount of time since a file's last modification.

. Specify a Medi a Type using the list controls provided.

. Selecta VSN Pool Name (media pool name) with the list control provided or

Specify VSNs (tape volumes) by entering a range of volume serial numbers in
the two accompanying text fields and/or by entering a regular expression or a
comma-delimited list in the third text box.

Be careful about over specifying. Use pools rather than ranges and ranges rather
than particular volume serial numbers whenever possible. If you restrict the
archivers choice of media, you may reduce media utilization and archiving
performance, while increasing manipulation of tape media. An archiving operation
might block waiting for media.

. If desired, Reserve the VSNs used for copies fromthe sane Policy

and/or File System by checking the corresponding check boxes. You can also
use the accompanying list control to further restrict use of the VSN to files from
the same Directory, User,or G oup.

Again, be careful about over specifying. If you restrict the archivers choice of media,
you may reduce media utilization and archiving performance and may increase tape
manipulation by increasing the need for mounting and positioning.
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6. Press the Next button.
The Advanced Di sk Copy Option panel appears.

7. In the Tuning Archive Media Wites section, you can use the list control to
specify archiver behavior If the files to be archived are offline.

This option lets you specify how subsequent copies are made once the first copy is
complete. Your choices are:

m Stage files back as they are needed copies files from the offline tape
media to the disk cache whenever the archiver is ready to copy them to tape
media.

m Copy them directly from offline media bypasses the disk cache and
copies files directly from tape to tape.

m Stage one file ahead of the current copy pre-stages the next file
from offline tape to disk while the current file is being copied to tape.

m Stage them all back first pre-stages all files from offline tape to disk before
copying them to tape.

8. In the Managing the Archiver's Wrk Queue section, you can adjust the
archiving Start Age, Start Count, and/or Start Size using the controls
provided.

Be judicious about using this option. IAS comes preconfigured with Start Age,
Start Count,and Start Size values that are optimal for most users. Changing
these values complicates the solution, so be sure that you know what you are doing.

9. In the Archive Policy Based Recycling section, you can Di sabl e
Recycling for this policy by checking the corresponding checkbox.
Be careful with this option. If recycling is disabled, you cannot reclaim tape media

for reuse after copies expire.

10. In the Archive Policy Based Recycling section, you can enter an email
notification address in the Mail Recycler Infornmation to field.

11. In the Archive Policy Based Recycling section, you can also set a
Recycl er High Water Mark Dby entering a percentage in the field provided.

A recycler high water mark sets the percentage of media usage below which
recycling cannot occur. This percentage is the ratio of the used space in the library to
its total capacity.
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12.

13.

14.
15.

In the Archive Policy Based Recycling section, you can also enter a
percentage in the Only recycle VSNs that would gain at least (%
field.

Recycling a tape is a comparatively high-overhead process potentially involving
multiple mounting and repositioning of tapes. Entering a value in this field lets you
balance the costs of this overhead against the benefit of additional library capacity. If
a recycling a tape will reclaim too little space to make recycling worthwhile, the
recycler skips it.

Press the Next button to continue, Previ ous to return to the last step, or
Cancel to abort.

In the Sunmary page, review your entries.

Press the Fi ni sh button to commit your changes, Previ ous to make changes,
or Cancel to abort.

Stop here.

v

Modifying file-match criteria

Once you have carried out the steps in “Accessing policies for editing” on page 162,
proceed as follows.

. In the Policy Nanme field of the Archive Policies table, click on the

hyperlinked name of the policy that you want to edit.
The policy-name Details page appears in the content pane.

. Inthe File Match Criteria table, select the radio button that corresponds to

the criterion that you want to modify. Press the Edit button.

The policy-name Criteria Details page appears in the content pane.

. In the first step, Define File Match Criteria, enter the relative path from

the target filesystem mount point to the Starting Directory.

. If desired, enter a regular expression that matches the names of the files that you

want the policy to govern in the Nane Pattern text field. Then use the fields
and controls provided to specify an Oaner,a M ni mum Si ze,a G oup, a
Maxi mum Si ze, and/or an Access Age.

Be judicious when using these optional parameters, because they complicate the
archiving task and increase the likelihood that archiving will produce unanticipated
results. Remember: simple policies are usually best. Simple policies produce more
predictable results, run faster, and are easier to debug if problems arise.

5. In the upper and lower right corners of the panel, press the Save button to
commit your changes, Cancel to abort.
Stop here.
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¥ Moditying copy parameters

Once you have carried out the steps in “Accessing policies for editing” on page 162,
proceed as follows.

1. In the Copy | nformation table, select the radio button that corresponds to the
copy that you want to modify.

2. To modify the media type, tape media pool, or tape volumes used for the copy,
press the Modify VSN Assignments button.

The policy-name - Copy nunber Copy VSNs page appears.

3. To modify the file-sorting method, unarchiving criteria, media writes and
buffering, archive queuing, and recycling parameters, press the Edit Advanced
Opti ons button.

The policy-name - Copy number Details page appears.

4. If you are on the policy-name - Copy nunber Copy VSNs page, use the
controls provided to modify the media-type, tape media-pool, and/or tape-volume
specification s for the copy.

5. If you are on the policy-name - Copy nunber Details page, use the
controls provided to modify the file-sorting method, unarchiving criteria, media
writes and buffering, archive queuing, and/or recycling parameters.

6. If you want to enable associative archiving, go to the Archive Organi zation
section and select Force files in a directory to be archived
t oget her.

Keeping files together on one piece of tape media can be useful when the files in a
directory are related in some way and are thus likely to be used together. In such
cases, keeping files together improves staging performance and reduces mounting
and positioning of tape media.

Note that you cannot use associative archiving if the files do not fit on a single tape
volume. In this case, use either the —sort path or -rsort path parameters to
keep the files contiguous.

Remember, however, that forcing the archive to use contiguous media makes
capacity utilization less efficient and management more complex. So use this
technique only as necessary.

7. Press the Save button to commit your changes, Cancel to abort.

Stop here.
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Controlling the archiver

This section explains how you control the state of the archiver, including:
m “Stopping or idling archiving” on page 169

m “Running archiving” on page 169.

V¥ Stopping or idling archiving

When you stop archiving, all archiving immediately stops on the selected archiving
file system. If you want to stop archiving at a logical point in the process, choose to
idle archiving instead. Proceed as follows.

1. Login to the IAS Java Web Console under the expert or admi n role.

2. If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

3. In the IAS task tree, expand the Appl i ance Mai nt enance branch.
4. On the Appl i ance Mai nt enance branch, expand Ar chi ve Mai nt enance.

5. Under Ar chi ve Mai nt enance, select Archiver Activity.

The Archive Activity page appears in the content pane.
6. To immediately stop archiving, select the Stop radio button.
7. To stop archiving at a logical point in the process, select the | dl e radio button.

8. Specify the target file system by selecting it from the For File System list
control.

9. Press the Subnmit button to commit your changes.

Stop here.

V¥ Running archiving
1. Login to the IAS Java Web Console under the expert or admin role.

2. If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

3. In the IAS task tree, expand the Appl i ance Mai nt enance branch.

316196801AD Chapter 11  Archiving data 169



4. On the Appl i ance Mai nt enance branch, expand Archi ve Mai nt enance.

5. Under Ar chi ve Mai nt enance, select Archiver Activity.
The Archive Activity page appears in the content pane.

6. Select the Run Now radio button.

7. Specify the target file system by selecting it from the For File System list
control.

8. Press the Subnit button to commit your changes.

Stop here.
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CHAPTER 12

Managing archive server nodes

316196801AD

The server nodes of Infinite Archive System (IAS) appliances are specially equipped
and configured Sun server platforms running specially configured Sun Solaris
operating systems and software. IAS server nodes generally require little human
intervention, because system software automates most normal administrative tasks.
However, when necessary, you can manage nodes directly. IAS appliances provide
two interfaces:

m The Infinite Archive System (IAS) console software lets archive administrators
reboot, place server nodes in maintenance mode, and, on high-availability
systems, switchover (failover/failback) between nodes, all without direct physical
access to the machine.

m The Integrated Lights Out Manager (ILOM) is a service processor that lets
administrators access server node hardware, even when the operating system is
not running and main system power is OFF. Archive administrators can use the
ILOM to remotely power up a system that is physically connected to power but
not switched ON.

This chapter outlines the procedures for using these tools to carry out the following
tasks:

m “Changing the operating state of a node” on page 172

m “Maintaining network connectivity” on page 187

m “Managing email notifications” on page 192

m “Maintaining time synchronization” on page 194.
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Changing the operating state of a node

When you reboot, shut down, place a server in maintenance mode, or, on high-
availability systems, switchover (failover/failback), you change the operating state of
the node and must therefore take steps to insure that data and system availability
are properly maintained during the transition. This section documents the necessary
procedures.

In particular, state changes always have some potential for disrupting filesystem
operations. IAS software tries to insure that pending archive transactions are fully
committed and consistent before proceeding. But, nonetheless, it is still best practice
to manually stop archiving before you initiate a reboot, shutdown, failover/failback,
or a switch to maintenance mode. Accordingly, this section begins with “Quiescing
the archiver” on page 172.

Quiescing the archiver

While IAS software tries to insure that pending file-system transactions are fully
committed and consistent before proceeding, it is nonetheless best practice to
manually stop archiving before you reboot, shut down, switchover
(failover/failback), or place a server node in maintenance mode. Under some
circumstances, when a server changes state, the SAM archiver process fails to write
an end-of-file (EOF) marker on the media. SAM interprets the resulting inconsistency
as a media error and marks the catalog entry for the volume with the E flag.

Clearing spurious media errors is outside the scope of this volume. But the relevant
procedures can be found under “To Clear Media Errors”, Sun StorageTek SAM
Archive Configuration and Administration Guide

<http://docs. sun. conf source/ 819- 7931- 10/ chap02. ht ml #28098>.

V¥V Stopping archiver activity

1. At the top of the IAS task tree, use the Sel ect ed Node list control to select the
name of the MDS (metadata server) node.

2. In the IAS task tree, expand the Archive Mai ntenance branch, and select
Archiver Activity.
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3. When the Archive Activity page appears in the content pane, go to Perform

the followi ng archiving action (Abelow) and click the Stop radio
button (B).

Archive Activity
Perform the following Perform the following
° archiving action: staging action:
O Restart = Idle
O 1die ® Run Now
O Run Now
H Soft Restart (Rerun)
fo Stop
For File System: [Ai ;e For File System: Al

. Accept the default in the For File System list control, All (Cabove)

. Press the Submit button (D above).

When the console displays the message Archi veActivity. arstop was issued
successf ul | y, archiving has stopped.

Next task: carry out the required state change, as described below:

» “Shutting down server nodes” on page 173
m “Starting up server nodes” on page 179
= “Rebooting” on page 183

» “Switchover (failover and failback)” on page 185.

Shutting down server nodes

When you power down IAS server nodes, you stop the software processes, stop the
operating systems and turn off power to processors, disks, and peripherals.
Whenever possible, you thus want to power down gracefully, so that the software and
operating system have time to stop running processes and write unsaved data out to
disk. If you do not shut the system down in an orderly fashion, you risk corrupting
system configuration or file systems. This section explains the proper procedure.
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¥ Shutting down server processes from the IAS console

1. At the top of the IAS task tree, use the Sel ect ed Node list control to select the
name of the MDS (metadata server) node.

2. In the IAS task tree, expand the Appl i ance Mai nt enance branch.

3. Under the Appliance Mintenance branch, click Appliance State
Oper at i ons.

The Appliance State COperations table appears in the content pane at right.
4. If you are working on a high-availability, multinode system, click the radio button

beside the server node that you want to shut down or select Appl i ance to select
both (A below).

Appliance State

Appliance State Operatlons (3)
[~ Gperations — aj

‘|NodeName A‘NadeFlale A|l:|.|rrerrt5t.ate ,_\_‘

@&  Appliance Appliance Operational
¢ | |ASserigi#-ni MDS Online
" | |ASserial#n02 Client Online

Disable Preventive Maintenance Reports

Time Interval: e|mm |H6ur |

If you are working on a single-node system, as shown below, you do not need to
select a server node.

Appliance State

Appliance State Operations (3)
[~ Operations — eﬂ

Mode Name A| Mode Role ¢.| Current State &| ¢.|
Appliance Appliance DOperational

Disable Preventive Maintenance Reports

Time Interval: e|mm IMinuIe |

5. To turn off alert reporting during scheduled down period, enter an interval in the
Time I nterval textbox and select units (M nut e, Hour, or Day) using the Ti ne
I nterval list control (B above).
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6. Expand the Operations list control (C above), and select Orderly
Shut down (D below).

The state controls for a dual-node high-availability appliance are shown
immediately below:

Appliance State
Appliance State Operations (3)
£ — Operations - ~|[[ submil@E
— Operations --
Clear Maintenance Mode  ([de Role o ‘ Current State -~
Maintenance Appliance Operational

Orderly Reboot
Orderly Shutdown D
Orderly Switchover

Disable Preventive Maintenance Reports

Time Interval: |mm IMinute ]|

The simpler controls for the single-node appliance shown below:

Appliance State

Appliance State Operations

¢ — Operations — =] | Suhmlte
I

- Operations --
Reboot Appliance ode Role | Current State |

Shutdown Appliance D WERFYES Operational

Disable Preventive Maintenance Reports

Time Interval: |mm IMinute fd

7. Press Subnit (E above) to execute the operation.

The IAS application stops server processes, shuts down the operating system, and,
on Sun SPARC-based IAS models, shuts off system power (powering off Sun
x86-based models requires additional steps).

Be patient. It can take some time to prepare an active server node for shutdown.

Next task: “Turning system power OFF” on page 175.

V¥ Turning system power OFF

Caution — turning the system power OFF does not cut off all power to the enclosure!
An orderly shutdown turns enclosure main power OFF and powers down the server.
But standby power remains ON, and current continues to flow to the GRASP service
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processor board and the power supply fans, as shown by the blinking power-status
LEDs on the chassis. If you must disconnect all power (as you must for some service
tasks), you also need to physically disconnect the power cords from the back of the
server node. The blinking power-status LEDs then go dark.

1. If you are powering down an IAS server node remotely, stop here.

The IAS Java Web Console user interface automatically shuts off the system power
after it stops the operating system. Standby power is, of course, still ON, as
described in the caution above.

2. If you are powering down an IAS model that incorporates Sun x86 servers, such as
the Sun Fire X4540, and if you have physical access to the server, you can safely
press the power button located on the front of the IAS server node (A below).

e e Sun Fire X4540

Oa oa cfn o a4 oo ™ oes

|7
=

176

When system power is OFF, the power LED (B above) blinks to indicate that the
chassis and ILOM GRASP board are on standby power. Note that you must
physically disconnect the power cords from the server-node power supplies when
you need to shut off all power from the server node.

3. If you shut off the system power using the power button, stop here.

4. If you are powering down an IAS model x86 server node and do not have physical
access to the server, you can turn system power OFF remotely using the ILOM
service processor. See the Next task listed at the end of this procedure.

Next task: If you need to power down an x86 server node remotely, go to “Remotely
controlling server nodes with the ILOM” on page 177. Otherwise, stop here.
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V¥ Remotely controlling server nodes with the ILOM

The Sun Integrated Lights Out Manager is a service processor that can control the
server node hardware independently of the operating system. A webserver running
on the ILOM gives you access to a browser-based graphical management interface.

1. Log on to a management host computer that is attached to the Customer IAS Mgt
Connection, port 23, of the IAS appliance patch panel and configured with the
private IP address of the Customer IAS Mgt Connection: 192. 168. 51. 250.

If you so request, Sun services personnel can connect a customer-supplied
management host to the IAS appliance during installation.

2. On the management host, open a compatible browser and enter the management
URL for the desired node into the navigation bar of the browser (A below):
m https://192.168.51. 21 for node 01
m https://192.168.51. 31 for node 02 (high-availability servers only).

@ @) 0 () mhttps://192.168.51.21@ .

Sun” Integrated Lights Out Manager

SP Hostname: SUMNSPO0144F9A3F75

User Name: |rn-m e

Password: |

Log In

A

Mozilla Firefox is recommended. Other standards-compliant browsers may work
well. But Microsoft Internet Explorer is generally not compatible with IAS interfaces.
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3. When the login page appears, log in as r oot, and enter the ILOM r oot
password (B above). Press Log | n (C) to open the ILOM interface (D below).

Role {User): Administrator (root) SP Hostname : SUNSP0O0144F8A3FTS

Sun” Integrated Lights Out Manager

| o
Information

J Versions | 11111 ‘ Components ‘
Versions

View the version of ILOM firmware currently in use.

Version Information

Property Value |
SP Firmware Version 1.1.8

SP Firmware Build Number | 18244

SP Firmware Date Sat Apr 21 11:25:11 PDT 2007

SP Filesystern Version 0.1.14

Next task: “Powering down the server node using the ILOM” on page 179.
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¥ Powering down the server node using the ILOM

1. In the ILOM graphical user interface, click on Renpte Control (A below) and
select the Renote Power Control tab (B).

REFRESH | LOGOUT
Role (User): Administrator (root) SP Hostname : SUNSP00144FOA3FTS

Sun™ Integrated Lights Out Manager

Sun™ Microsystems, Inc.

J Rediraction emote Power Control Mouse Mode Seftings
Server Power Control sty =
Control the system power from this page. Tt | __— Salect Action - option from the Actions
drop down list. immediate Power Off cuts pt| Raset Power Off attempls to
bring the OS5 down gracefully, then cuts pow | mmediate Power Off tem full power. Power
Cyele brings the system to power off, then a rEereETTnE el ] Rasel reboots the

system immediately.
Host Is currently on

| — Select Action ---

Q==

2. Under Server Power Control, openthe Sel ect Action list control
(C above) and select Graceful Shutdown and Power Of (D).

Power On
Power C

le

3. Press the Save button (E above).

The server node powers down to standby mode. System power is OFF. Standby
power remains ON until power cables are disconnected from the power supplies.

Stop here.

Starting up server nodes

This section describes the procedures for restoring system power to IAS server nodes
that are currently on standby power. If the power cables are currently disconnected
from the power supplies and/or wall power, you must reconnect them and restore
standby power before proceeding.
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V¥ Turning system power ON

1. If you have physical access to the server, you can safely press the power button

located on the front of the IAS server node (A below).
Sun Fire T5220
P

J
B

LA \kkkk
\kkkLkL\L\LL,Lk
SIS IIIITIIIIG I3
$80000000004

01 A ._\fa_\ UOOUCUCOCLL LLk'\ /

Sun Fire X4540

Q0 \

|7
|

When system power is ON the power LED (B above) stops blinking and shines
steadily. Note that you must physically reconnect the power cords from the server-
node power supplies before you can restore system power to the server node.

If you do not have physical access to the server, you can turn system power on
remotely using the ILOM service processor. See the Next task listed at the end of
this procedure.

Next task: “Remotely controlling server nodes with the ILOM” on page 181.

Oct 2009
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V¥ Remotely controlling server nodes with the ILOM

The Sun Integrated Lights Out Manager is a service processor that can control the
server node hardware independently of the operating system. A webserver running
on the ILOM gives you access to a browser-based graphical management interface.

1. Log on to a management host computer that is attached to the Customer IAS Mgt
Connection, port 23, of the IAS appliance patch panel and configured with the
private IP address of the Customer IAS Mgt Connection: 192. 168. 51. 250.

If you so request, Sun services personnel can connect a customer-supplied
management host to the IAS appliance during installation.

2. On the management host, open a compatible browser and enter the management
URL for the desired node into the navigation bar of the browser (A below):
m https://192.168.51. 21 for node 01
m https://192.168.51. 31 for node 02 (high-availability servers only).

@ @) 0 () mhttps://192.168.51.21@ .

Sun” Integrated Lights Out Manager

SP Hostname: SUMNSPO0144F9A3F75

User Name: |rn-m e

Password: |

Log In

A

Mozilla Firefox is recommended. Other standards-compliant browsers may work
well. But Microsoft Internet Explorer is generally not compatible with IAS interfaces.
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3. When the login page appears, log in as r oot, and enter the ILOM r oot
password (B above). Press Log | n (C) to open the ILOM interface (D below).

Role {User): Administrator (root) SP Hostname : SUNSP0O0144F8A3FTS

Sun” Integrated Lights Out Manager

| o
Information

J Versions | 11111 ‘ Components ‘
Versions

View the version of ILOM firmware currently in use.

Version Information

Property Value |
SP Firmware Version 1.1.8

SP Firmware Build Number | 18244

SP Firmware Date Sat Apr 21 11:25:11 PDT 2007

SP Filesystern Version 0.1.14

Next task: “Powering up the server node using the ILOM” on page 183.
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V¥ Powering up the server node using the ILOM

1. In the ILOM graphical user interface, click on Renpte Control (A below) and
select the Renote Power Control tab (B).

REFRESH | LOG OUT
Role (User): Administrator (root) SP Hostname : SUNSP00144F9A3FTS

Sun” Integrated Lights Out Manager

Java’

Sun™ Microsystems, Inc.

Mouse Mode Settings |

Server Power Control 3 o =

Control the system power from this page. Tc| — Select Action ---
drop down list. immediate Power Off cuts pt| Rezet
bring the OS5 down gracefully, then cuts pow | immediate Power Of

Cycle brings the system to power off, then 8| Graceful Shutdow
system immediately.

Host is currently off
| — Select Action —

Q==

2. Under Server Power Control, openthe Sel ect Action list control
(C above) and select Power On (D).

apftion from the Actions
Power Off attempts to
tem full power. Power
HReset reboots the

nd Power Off

Powar Cyole

3. Press the Save button (E above).

The server node powers up.

Stop here.

Rebooting

When you reboot an IAS server node, you restart the operating system and
reinitialize the system hardware. This section explains the proper procedures.

V¥ Rebooting a node or appliance from the IAS console

The Appliance State Operations page of the IAS console lets you reboot
nodes.

316196801AD Chapter 12 Managing archive server nodes 183



1. At the top of the IAS task tree, use the Sel ect ed Node list control to select the
name of the MDS (metadata server) node.

2. In the IAS task tree, expand the Appl i ance Mi nt enance branch.

3. Under the Appliance Mintenance branch, click Appliance State
Oper ati ons.

4. If you are working on a high-availability, multinode system, click the radio button
beside the server node that you want to reboot (A below).

You cannot reboot both nodes at once, so do not select Appl i ance.

Appliance State

Appliance State Operatlons (3)
[~ Operations — g"j

| Node Name ~ ‘ Node Role - | Current State .~ ‘

¢ | Appliance Appliance Operational
@& |ASserial#ni MDS Online
| |ASserig-n02 Client Onling

Disable Preventive Maintenance Reports

Time Interval: elﬁ m

If you are working on a single-node system, as shown below, you do not need to
select a server node.

Appliance State

Appliance State Operations (3)
F-Operations — Gj

Mode Name &~ | MNode Role N | Current State £ | N |
Appliance Appliance Operational

Disable Preventive Maintenance Reports

Time Interval: QI_mm [Winute <]

5. To turn off alert reporting during scheduled down period, enter an interval in the
Ti me I nterval text boxand select units (M nut e, Hour, or Day) using the Ti ne
I nterval list control (B above).
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6. Expand the Operations list control (C above), and select Orderly Reboot
from the list (D below).

The state controls for a dual-node high-availability appliance are shown
immediately below:

Appliance State

Appliance State Operations (3)

f — Operations - '~|| Submit @3

- Operations -- [

Clear Maintenance Mode |e Role - | Current State
Maintenance hppliance Operational
Orderly Shutdown MFJS Dnline
Orderly Switchover Client Online

Disable Preventive Maintenance Reports

Time Interval: |mm |Minute R |

The simpler controls for the single-node appliance shown below:

Appliance State

Appliance State Operations
— Dperations - iw Submit
E = [_suemiG

- Operations --
Reboot Appliance D | il | Current State |

Shutdown Appliance L'ﬂgle Node Operational

Disable Preventive Maintenance Reports

Time Interval: | mm IMinute fd

7. Press Subnit (E above) to execute the operation.

Be patient. The reboot process can take 3-5 minutes (or longer on an active archive).

Stop here.

Switchover (failover and failback)

On high-availability systems, switching over is the process of manually initiating a
failover from the MDS (the active metadata server) node to the client (the
standby metadata server) node. This is useful when you need to perform disruptive
maintenance on the MDS and need to keep the archive fully available. .
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Switching over to the other server node

. At the top of the IAS task tree, use the Sel ect ed Node list control to select the

name of the MDS (metadata server) node.

. In the IAS task tree, expand the Appl i ance Mai nt enance branch.

. Under the Appliance Maintenance branch, click Appliance State

Oper at i ons.

. When the Appl i ance State Operations table appears in the content pane of

the IAS console, click the radio button beside the name of the MDS (metadata
server) node (A below).

You can only initiate switchover from the active metadata data server node.

Appliance State

Appliance State Operatlons (3)
[~ Gperations — aj

|Node Mame A‘Nade Role A|l:|.|rrerrt5t.ate ,_\_‘

¢ Appliance Appliance Operational
° @ |ASseria#n01 MDS ) Online

" | |ASserial#n02 Client Online

Disable Preventive Maintenance Reports

Time Interval: e|mm |H6ur =zl

. To turn off alert reporting during scheduled down period, enter an interval in the

Time | nterval textboxand select units (M nut e, Hour, or Day) using the Ti ne
I nt erval list control (B above).

. Expand the Operations list control (C above), and select Orderly

Swi t chover from the list (D below).

Appliance State
Appliance State Operations (3)
f-- Operations - i ~|| Submit @3
-- Operations - |
Clear Maintenance Mode |e Role - | Current State -
Maintenance hppliance Operational
Orderly Reboot MDS Online
Orderly Shutdown

Online

Disable Preventive Maintenance Reports

Time Interval: |mm |Minute R |
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7. Press Subnit (E above) to execute the operation.

Be patient. The shutdown process can take some time on an active archive.

Stop here. If you wish to failback to the starting MDS node (when maintenance is
completed, for example), simply repeat the process above.
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Maintaining network connectivity

This section covers maintenance of the Ethernet local area networks (LANSs) that
connect archive clients to the archive and IAS Java Web Console user interfaces to
the archive appliance. Sun service personnel configure IAS LAN connections during
initial IAS installation. If you need to change them subsequently, use one of the
following procedures:

m “Setting IP addresses on high-availability systems” on page 187
m “Setting IP addresses on single-node systems” on page 189

m “Maintaining network routes” on page 190.

Setting IP addresses on high-availability systems

High-availability IAS appliances can have up to five local area network connections:

m One to four Data Network connections support high-availability network file
sharing between the archive and archive clients, such as application hosts and
user workstations.

m One Managenent Network supports high-availability HTTPS communication
between the IAS server nodes and management stations that access the IAS Java
Web Console graphical user interface.

Each network includes one or two virtual IP addresses mapped to two static,
physical IP addresses. Application hosts and user workstations connect to the
appliance using the virtual addresses. Normally, each virtual address points to a
physical port address on one of the two IAS server nodes. But, if an IAS Ethernet
port or node fails, the affected virtual IP address automatically fails over and shares
the physical address on the other node. The IAS Java Web Console user interface,
web server, and shared NFS and SAMBA file systems remain available, albeit at
reduced bandwidth.
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V¥ Setting IP addresses on high-availability systems

You can configure from one to four data networks and a management network on a
clustered, high-availability IAS appliance. To modify your network configuration,
proceed as follows.

1. Use the Sel ected Node list control at the top of the IAS task tree to select the
MDS node.

2. In the IAS task tree, expand the Appliance Config branch and select
Net wor k Mai nt enance.
3. Select the Networ k Mai ntenance tab (A below).

The tab displays address configuration tables for one to four Dat a Net wor ks (B)
and one Managenent Network (C).

Q Metwork Maintenance Network Routes

Network Maintenance * Indicates required field
B Data Network 1 Data Network 2
* Static1p1: | IP-address-01 Static IP 1:  [[P-address-11

Static IP 2:  |IP-address-12
Virtual IP 1: IIP-address-lS

* Static IP 2: | IP-address-02

* Virtual IP 1: | IP-address-03

* Virtual IP 2: | IP-address-04 Virtual IP 2: |IP-address-14

* Netmask: |netmask Netmask: ~ |[netmask

Data Network 3 Data Network 4

StaticIP 1: |IP-address-21

StaticIP 2: | IP-address-22

Virtual IP 1: | IP-address-23

Virtual IP 2: | IP-address-24

Netmask: |netmask

c Management Network

* geatic IP 1: |IP-address-41

* sietic [P 2: ||P-address-42

e* Virtual IP: |IP-address-43

G-k Netmask: |netmask

Static IP1: | |P-address-31
Static IP2: | IP-address-32
Virtual IP 1: | |P-address-33
Virtual IP 2: | IP-address-34

Netmask:  |netmask

=

4. For each network connection that you wish to modify, enter Static |P
addresses (D), Virtual |P addresses (E), and a Net mask (F).
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5. Press Save to make your changes, Reset to discard them (G).

Stop here.

Setting IP addresses on single-node systems

An unclustered, single-node IAS appliance has eight Ethernet interfaces that can be
connected to a local area network. There are four onboard Gig-E ports and four
additional Gig-E ports on a network interface card. Each port is identified by a
Solaris device name (in the examples below, €10009g0-3 and nge0-3).

V¥ Setting IP addresses on single-node systems

1. In the IAS task tree, expand the Appliance Config branch and select
Net wor k Mai nt enance.

2. Select the Network Maintenance tab (A below).
The tab displays address configuration tables for each of the Net wor k

I nterfaces (B).
o Metwork Maintenance Network Routes

Network Maintenance
B Netwnrk Interface #1 (e1000g0)
IP Address: I”j address-01

e Netmask: | netmask

B Network Interface #2 (e1000g1)

B Network Interface #8 (nge3)

IP Address: |

Netmask: l

3. For each network connection that you wish to modify, enter an | P Addr ess
(C above) and a Net nask (D).

4. Press Save to make your changes, Reset to discard them (E).

Stop here.
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Maintaining network routes

Network route maintenance consists of the following tasks:
m “Viewing a network route” on page 190
m “Adding a network route” on page 190

m “Deleting a network route” on page 191.

V¥ Viewing a network route

1. Use the Sel ected Node list control at the top of the IAS task tree to select the
MDS node.

2. In the IAS task tree, expand the Appliance Config branch and select
Net wor k Mai nt enance.

3. To view network routing information, select the Network Routes tab of the
content window.

For instructions on displaying, browsing, and sorting network routes, see “Tables”
on page 39.

Stop here.

¥ Adding a network route

1. Use the Sel ected Node list control at the top of the IAS task tree to select the
MDS node.

2. In the IAS task tree, expand the Appliance Config branch and select
Net wor k Mai nt enance.
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3. Select the Networ k Rout es tab of the content window (A below).

Network hhk:hmme Metwork Routes

Network Routes
Network Routes (1 - 5 of 13)
BCrea‘na || Delete | | [®=0

| Destination A | Gateway A | Interface & |
" destination_IP-address gateway_IP-address_1 nxged

" | destination_IP-address gateway_IP-address_2 nxge0:1

¢ destination_IP-address gateway_IP-oddress_3 nxge2

" destination_IP-address gateway_IP-address_4 nxge2:1

" destination_IP-address gateway_IP-address_5 e1000g0

[ Create ][ Delete | | [14][4] Page:|[T of3 [ Go | [»][]

4. Press Create (B above).

5. When the Create Network Route dialog appears, enter a Destination IP

6. If you are adding a Def aul t

address (C below) and a Gat eway IP address (D).

Create Network Route
* Indicates reguired field
Default Network Route:

* Destination: e |
i Gateway: Q |

7. Press Save to make your changes, Reset to discard them (F above).

Stop here.

v

1.

Deleting a network route

Net wor k Rout e, check the checkbox (E above).

Use the Sel ect ed Node list control at the top of the IAS task tree to select the

MDS node.

In the IAS task tree, expand the Appliance Config branch and select
Net wor k Mai nt enance.
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3. Select the Networ k Rout es tab of the content window (A below).

Network hhk:hmmee Metwork Routes

Network Routes

Network Routes (1 - 5 of 13)

| Create || Deletee B+

| Destination A | Gateway &| Interface &|
" destination_IP-address gateway_IP-address_1 nxged

" | destination_IP-address gateway_IP-address_2 nxge0:1

¢ destination_IP-address gateway_IP-oddress_3 nxge2

" destination_IP-address gateway_IP-address_4 nxge2:1

) destination_IP-address gateway_IP-address_5 e1000g0

[ Create || Delenee |E:| |z| Page: [T of3 [ Go | E]@

4. Click the radio button corresponding to the route that you wish to delete
(B above).

5. Press Del ete (C above).
6. When the browser prompts you, confirm or cancel the deletion.

Stop here.

Managing email notifications

Infinite Archive System (IAS) email alerts inform a user of specified events and
conditions by generating a message and sending it to a designated email address at
specified intervals (while the error condition persists). The recipient is the r oot
account.
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V¥ Creating an Email Alert

1. Use the Sel ected Node list control at the top of the IAS task tree to select the
MDS node.

2. In the IAS task tree, expand the Appliance Config branch and select Email .
The Email Notifications page appearsin the content pane.

Email Notifications

Motification Level 1

Email Addresses: |root, IAS-NOTIFICATION-LEVEL1 @Yourhddre

Time Interval: e|; |HOUH ;@

Notification Level 2
Email Addresses: |IF\&NDTIFIGATIDN—LEVEL2@Y0urﬁ.ddr.oome

Time Interval: °| 2 | HOUR ;Q
° Motification Level 3

Email Addresses: | IAS-NOTIFICATION-LEVEL3 @ YourAddr.co rTe

Time Interval: °|3 |HOUH L@

Motification Level 4

Emall Addresses: | IAS-NOTIFICATION-LEVEL4 @YourAddr.co n'e

Time Inlewal:e|4 |HOUH;|Q

3. For each of the four Notification Levels displayed (A above), enter a
comma-delimited list of one or more Emmil Addresses in the corresponding
text field (B) and specify a Time |nterval value (C) and units (D) using the
controls provided.

The Notification Levels letyou configure an automatic escalation chain
within your organization.

4. Press the Subnit button (E above) to commit your changes, Cancel to abort.

Stop here.
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Maintaining time synchronization

IAS appliances maintain consistent timing with Network Time Protocol (NTP). NTP
keeps all of the system clocks on a network synchronized, so that the time and date
are the same for all devices. To configure NTP, use one of the following methods:

m “Using external NTP servers to maintain the time and date” on page 194

m “Using internal NTP servers to maintain the time and date” on page 195.

V¥ Using external NTP servers to maintain the time and date

To set and maintain the date and time automatically, synchronize the internal
Network Time Protocol (NTP) servers on the IAS server nodes with the network-
wide timing values established by NTP servers on your network. Proceed as follows.

1. If you are working on a high-availability, multinode system, use the Sel ect ed
Node list control at the top of the IAS task tree to select the MDS node.

2. In the IAS task tree, expand the Appliance Config branch and select Ti e
Zone |/ NTR.

3. Select the Network Tinme Protocol tab of the content window (A below).

Time Zonao Network Time Protocol

Set up to three External Metwork Time Protocol (MTP) Servers.
@ Enable NTP Servers
_ Disable NTP Servers

NTP Server 1:

[P-address-ntp1 [ Test Access to NTP Server 1 |

NTP Server {
|P-address-ntp2 [ Test Accass o NTP Server 2

NTP Server 3:

JP-address-ntp3 [ Test Access to NTP Server 3 |

4. Click the Enabl e NTP Servers radio button (B above).

5. Enter an IP address for each NTP server that you want to configure using the
NTP Server ... text box (C above), and validate your typing by pressing the
corresponding Test Access to NTP Server ... button (D).

6. Press Save to make your changes, Reset to discard them (E above).

Stop here.
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V¥ Using internal NTP servers to maintain the time and date

If Network Time Protocol (NTP) servers are not available on the network or if local
timing is desirable, configure the appliance to synchronize its clocks with its own
internal NTP servers. Proceed as follows.

1. If you are working on a high-availability, multinode system, use the Sel ect ed
Node list control at the top of the IAS task tree to select the node that you want to
configure.

2. In the IAS task tree, expand the Appliance Config branch and select Ti e
Zone |/ NTR

3. If you have just set the date and/or time, wait 5-10 minutes before proceeding, so
that the previous change can complete.

If you attempt to update the date and time too soon, the appliance nodes may still be
adjusting to the previous change, in which case you may see an NTP error.

4. If an external/remote NTP server currently handles timing for the appliance, start
by changing to local NTP control. Select the Network Tine Protocol tab of
the content window (A below), click the Di sabl e NTP Servers radio
button (B), and press Save (C).

Time Zonaa MNetwork Time Protocol

Set up to three External Network Time Protocol (NTF) Servers.

O Enable NTP Servers
e O Disable NTP Servers
NTP Server 1:

fP-address-ntpl [ Tost Access to NTP Server 1|

NTP Server 2: |
|P-address-ntp2 [ Test Accass to NTP Server 2 |

NTP Server 3:

IP-address-ntp3 [ Test Accoss to NTP Server 3 |

5. Select the Ti ne Zone tab of the content window (D below).

b Time Zone Network Time Protocol

Set the time zone for the Appliance.

* Time Zone: | Greenwich G ]

In order for the Appliance Time Zone change to take efiect, the Appliance must be re-started.
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6. Select a time zone using the Ti me Zone list controls (E above).
7. Press Save to make your changes, Reset to discard them (F above).

8. If you see an Exception Saving Date Tine followed bya Network Tine
Protocol (NTP) error and if you have attempted to reset the time twice in
succession after only a short interval, retry the change later.

Note that you must restart the appliance (both nodes) for your changes to take effect.

Next task: “Rebooting” on page 183.
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CHAPTER 13

Maintaining the IAS disk arrays

Sun preconfigures the disk storage arrays in Infinite Archive System (IAS)
appliances to fit the needs of specific archiving solutions. So, under normal
circumstances, the arrays should require no user configuration or maintenance as
such. To insure the health of your disk storage subsystem and protect your data, you
need only attend to the following tasks:

m “Scheduling repairs promptly if needed” on page 197
m “Monitoring disk hardware regularly” on page 198.
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Scheduling repairs promptly if needed

The RAID storage architecture used in IAS appliances automatically protects data
against storage hardware failures. RAID storage is highly reliable and self-healing.
Data is stored redundantly on sets of multiple disks, so that no single disk failure
can cause loss of data. For additional security, the IAS factory configuration allocates
two additional disks as hot spares, so that up to two RAID sets can automatically
replace a failed disk and restore full redundancy within a day or so.

Nonetheless, whenever a disk fails, you need to schedule replacement as soon as
possible. Once the two hot spare disks have been used, the array cannot rebuild a
fully redundant RAID set. The resulting degraded RAID set functions normally —no
data is lost yet—but it cannot tolerate subsequent disk failures. If you let things get
to this point, you use up the protections built into the IAS storage arrays and make
data loss significantly more likely.
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Monitoring disk hardware regularly

Disk failures can be difficult to detect, so be diligent about “Monitoring disk-storage
hardware alarms” (see page 64). IAS storage arrays are so well protected that you
may not notice any change in the functionality of the archive following disk
problems—until it is too late. Monitoring the health of the array lets you correct
problems long before they have any effect on your data.

You should also register your IAS appliance if it has not already been registered. By
“Accepting ASR support” (see page 210) during the registration process, you allow
IAS disk array-management software to submit an automatic, online Auto Service
Request to Sun services whenever a disk fails. Normally, a Sun technician fills out
and submits the online registration forms during initial installation and
configuration. But if, for whatever reason, this was not done or if you elected to
decline ASR support during installation, you can register or reregister using the
procedure outlined in Appendix A, “Registering for the ASR feature” on page 207.
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CHAPTER 14

Maintaining registration
information

316196801AD

The Infinite Archive System appliance software includes a registrations management
page that lets you maintain your appliance and component registration information
using a single, centralized interface. On the Regi strations page you can carry
out the following maintenance tasks:

“Entering Sun Online Account Information” on page 200
“Entering Contact Information” on page 201

“Entering Site Information” on page 202

“Specifying Internet Connection Settings” on page 203

“Reading the privacy statement and saving changes” on page 203.
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V¥ Entering Sun Online Account Information

1. If you are working with a high-availability, multinode appliance, use the
Sel ect ed Node list control at the top of the IAS task tree to select the MDS
node.

2. In the IAS task tree, expand the Appliance Config branch and select
Regi strati ons.
The Registrations form appears. Note that the hypertext links at the top of the
page let you quickly jump to any part of the form (A below), while Back to the
top hypertext links let you return (B).

Registrations

Complete this form to register this Appliance with Sun Microsystems.
¥ Sun Online Account Infarmation ¥ Site Information ¥ Privacy Statement

Internet Connection Settings * Indicates required field

111

¥ Contact Information
Sun Online Account Information

You must enter your Sun Onling Account name and password to subscribe to a service or
change the settings on this page. If you do not e & Sun Online Account, create one NOw
by going to Sun Online Account Registration

e* Sun Online Account Name: |

Q* Password: |
a * Back to top

3. If you already have a Sun Onl i ne account, enter the Account Nane (C above)
and Password (D) in the fields provided.

4. If you do not have a Sun Online account, click the Sun Online Account
Regi strati on hypertext link (E above) to create one now.

Next task: To continue, go to “Entering Contact Information” on page 201. To save or
clear changes, go to “Reading the privacy statement and saving changes” on page 203.

200 Sun Customer Ready Infinite Archive System User Operations Guide for Version 3.6 Oct 2009



¥ Entering Contact Information

1. Scroll down to the Contact |nformation section of the Regi strations
page (A below).

.\ Contact Information

Enter the name and email address of the person who will receive subscription summary
information from Sun. The contact must be the same person who has a Sun Online Account,

=P * First Name: |

(o * Last Name: |

Telephone
D Number: I

#*
=) " Email |
Address:

2. In the text box provided, enter the First Nanme of the person who has the Sun
Online account (B above).

3. In the text box provided, enter the Last Nane of the person who has the Sun
Online account (B above).

4. If desired, enter the contact person's Tel ephone Number in the text box
provided (C above).

5. In the text box provided, enter the contact person's Enai| Address (D above).

Next task: To continue, go to “Entering Site Information” on page 202. To save or clear
changes, go to “Reading the privacy statement and saving changes” on page 203.
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V¥ Entering Site Information

1. Scroll down to the Site |Information section of the Regi strations page
(A below).

Y Site Information

* Company Name: | Company name must match that
associated with a Sun Online Account.

* Site Name:
Address:

Address 2:

|

|

|

* city: [
State/Province: |
|

|

|

Postal Code:

& Country: United States ~|

* Contract ID:
Registration i °
externally with Sun:

2. In the text box provided, enter the Conpany Nanme (B above).

3. In the text box provided, enter the Site Nane (C above).

4. In the two text boxes provided, enter the optional Address information
(D above).

5. In the text box provided, enter the City where the company site is located
(E above).

6. In the text box provided, enter the St ate/ Provi nce where the company site is
located (F above).

7. In the text box provided, enter the Postal Code for the company site (G above).
8. In the text box provided, enter the Country for the company site (H above).
9. In the text box provided, enter the Contract |D for the company site (J above).

10. To register externally with Sun, check the Regi stration externally wth
Sun check box (K above).

Next task: To continue, go to “Specifying Internet Connection Settings” on page 203. To
save or clear changes, go to “Reading the privacy statement and saving changes” on
page 203.

202 Sun Customer Ready Infinite Archive System User Operations Guide for Version 3.6 Oct 2009



V¥ Specifying Internet Connection Settings
1. Scroll down to the | nternet Connection Settings section of the
Regi strations page (A below).

q Internet Connection Settings

Connection Type: @ Direct Connection to the Internet
) Use Proxy Server

Proxy Host Name: |

Proxy Port: e | 8080

"] Enable Proxy Authentication

GUser Name: |
Password: |

2. If you connect to the Internet directly, without an intervening proxy server,
specify your Connecti on Type (B above) by clicking the Di rect Connecti on
to the Internet radio button. Then stop here, and go to the Next task
listed at the end of this procedure.

3. If you connect to the Internet via a proxy server, specify your Connecti on Type
(B above) by clicking the Use Proxy Server radio button.

4. In the two text boxes provided, enter the Proxy Host Nane (C above) and
Proxy Port number (D).

5. If you must provide credentials before accessing the proxy server, check the
Enabl e Proxy Authentication check box (E above) and enter your User
Name and Password in the two text boxes provided (F).

Next task: “Reading the privacy statement and saving changes” on page 203.

V¥ Reading the privacy statement and saving changes

1. Scroll down to the Privacy Statenent section of the Regi strati ons page
(A below).

6 Privacy Statement

Sun Microsysterns Inc. respects your desire for privacy. Personal information collected from this form will not be
shared with organizations external o Sun without your consent, except to process data on Sun's behalf in
connection with this transaction.

aWe will use the personal information collected for communications and management of your Sun Online Account,
the services and applications you access using your Sun Online Account, and the products you register with your
Sun Online Account.

ry
_Sun: asa globai company, may lr:_ansfer your persnnal _i qformatic_-n to cour_&l.ries '!\rhich may not pmvid_e an adeguate -
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2. Use the controls at the right side of the text area (B above) to scroll through the
statement (C).

3. Once you have read the privacy statement and reviewed all entries, press Save
to save your registration information or Reset to discard the information and
start over (D above).

Stop here. This completes the registration process.
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CHAPTER 15

Troubleshooting

This chapter provides information about troubleshooting the Sun Customer Ready
Infinite Archive System software. It contains the following sections:

m “Using IAS diagnostic tools” on page 205

m “Error conditions” on page 205.

Using IAS diagnostic tools

Always start by “Running the IAS Explorer” on page 85. The IAS Explorer gathers a
wide range of diagnostic and support information that is essential when solving
problems. “Running SAM Explorer” on page 87 can also be a useful source of
supplemental information in some circumstances.
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Error conditions

No Remaining Space for a VSN
If you receive a notification that there is no space available for archiving on a volume
(VSN), do one of the following;:

m Add more VSNs to the copies of the appropriate archive policy. The appropriate
archive policy is the policy that is applied to the files being archived to that VSN.
Contact Sun support for further information.

m Recycle the expired archive copies on the VSN by running the recycler.

Sun Customer Ready Infinite Archive System User Operations Guide for Version 3.6 205



You can use the Monitoring Console to track VSN usage. One of the available reports
lists archive copies with the highest usage.

Damaged or Stale Files in a Recovery Point
If you encounter either of the following situations, you must archive the specified
files and then create another recovery point of the archiving file system:

m You review the recovery point log file and you find a message that says a file is
damaged and cannot be restored with the specified recovery point.

m You receive an email notification that a stale files exists and that the file cannot be
restored using the specified recovery point.

Existing Fault Conditions Not Displayed

If you are aware that a server is in a fault condition, but there is no indicator of this
fault condition in the browser interface, you might need to restart the Solaris
sysevent daemon (sysevent d) on the server.

To address this issue, reboot the server and log in to the server as r oot . Then enter
the command pkill -HUP syseventd at the system prompt. The Solaris
sysevent daemon will then restart and find the required SUNWsanf s binaries.

206 Sun Customer Ready Infinite Archive System User Operations Guide for Version 3.6 Oct 2009



APPENDIX A

Registering for the ASR feature

Auto Service Request (ASR) is a feature of the Common Array Manager Software
(CAMS) that manages the disk-storage subsystems integrated into Infinite Archive
System appliances. By registering with Sun, you setup the ASR feature to
automatically initiate a service request—with supporting telemetry —as soon as
CAMS detects a problem.

You must accept or decline ASR registration before you can use the CAMS software
or the IAS disk-array monitoring features. Normally, Sun Services personnel perform
ASR registration during initial configuration of an IAS appliance. But if necessary,
you can take care of this step yourself using the procedures in this appendix. Start
with “Starting the ASR registration wizard” on page 207. Then continue with one of
the following procedures:

m “Declining ASR support” on page 208
m “Accepting ASR support” on page 210.

V¥ Starting the ASR registration wizard
1. If you have not already done so, open a compatible web browser, such as Mozilla

Firefox, enter the IP address of the management interface on the SAM-QFS Meta
Data Server (MDS) node, and log in as an adminstrative user, such as expert.
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2. When the Java VWb Consol e interface appears, click on the Sun
StorageTek(TM Common Array Manager hyperlink (A below).

APPLICATIONS HELP
User: expert Server: iasd05-n01 I{

Java™ Web Console =
Javd

Sun™ Micrasystems, Inc.

[ start Each Application in a New Window

Systems Desktop Applications
Sun Cluster Manager Mo applications available
Storage Other

Infinite Archive System No applications avallable

°Sun StorageTek(TM) Common Array Manager
File System Manager

Services

Mo applications available

If you have not already completed ASR registration, the Auto Service Request (ASR)
registration wizard starts automatically.

Next task: “Declining ASR support” on page 208 or “Accepting ASR support” on
page 210.

V¥ Declining ASR support

1. When the Auto Service Request (ASR) Setup screen appears, press
Decl i ne (A below).

Auto Service Request (ASR) Setup | Enroll Now || Decline °

Complete this form to configure your connection with Auto Service Request These settings will
apply to all storage systems managed by this consaole. » More on Auto Service Request

| Unregister || TestASR |

¥ Sun Online Account Information ¥ Purpose Statement ¥ Internet Connection Settings
* Indicates required field

Sun Online Account Information

You must have a Sun Online Account to change the settings on this page. If you do not have
an account, create one now by going to Sun Online Account Registration.
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2. If ASR is desired at a later time, the customer can register from the CAMS
interface.

CAMS can be accessed via the Appl i cations button at the top left corner of the
IAS graphical user interface and the Sun St orageTek(TM Common Array
Manager hypertext link.

Stop here.
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V¥V Accepting ASR support

1. If the customer has a Sun Online Account, enter the Sun Onli ne Account
Name and Password in the fields provided in the Sun Onl i ne Account
I nformati on section of the Auto Service Request (ASR) Setup screen

(A below).

Auto Service Request (ASR) Setup e Enroll Now || Decline |

| Unregister || TestASR |

Sun Online Account Information

an account, create one now by going to Sun Online Account Registratio
Registration Status: Mot Registered
o * Sun Online Account Name: |

* Password: [
# Back to top

Internet Connection Settings
Connection Type: f®) Direct Connection to the Internet
7 Use Proxy Server

Complete this form to configure your connection with Auto Service Reguest. These settings will
apply to all storage systems managed by this console. »» More on Auto Service Request

You must have a Sun Online Account to change the settings on this page. !! ‘ﬂu do not have

e Proxy Host Name: |
Proxy Port: |

["] Enable Proxy Authentication

User Mame: |

= Back to top Password: |

Purpose Statement

¥ Sun Online Account Information ¥ Purpose Statement ¥ Internst Connection Settings
* Indicates required field

to process data on Sun's behalf in connection with this transaction.

Account, and the products you register with your Sun Online Account.

If you are providing an alternative contact, you represent and warrant to Sun that you have

Sun Microsystems Inc. respects your desire for privacy. Personal information collected from
this form will not be shared with organizations external to Sun without your consent, except

We will use the personal information collected for communications and management of your
Sun Online Account, the services and applications you access using your Sun Online

'

v

2 Back 1o lop e Enroll Now_|[ Decline |

2. Otherwise, if you do not have a Sun Online Account, click the Sun Onl i ne

Account Registration hypertextlink in the Sun Onl i ne Account

Informati on section of the Auto Service Request (ASR) Setup screen

(B above), follow the instructions on screen, and return here.
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. Inthe Internet Connections Settings section (C above), click the radio

button corresponding to your | nternet Connection Type, and enter proxy
information (if any) in the text fields provided.

. Read the Purpose Statenent (D above).

. Press Enroll Now to complete registration or Decl i ne to abort (E above).

Stop here.
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Glossary
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A

allocation scheme
The method by which files are allocated to disk. There are two file allocation
schemes: dual allocation and single allocation.

archive age
The amount of time since a file’s last modification.

archive files

Files that are copied by the archiver to archive media. Archive files are compatible
with the standard UNIX t ar (1) format. This compatibility ensures data
compatibility with the Sun Solaris Operating System and other UNIX systems. The
file format of archive files includes the file access data (inode) and the path to the
file. If a complete loss of the Sun StorageTek SAM environment occurs, the t ar (1)
format enables file recovery using standard UNIX tools and commands.

archive interval
The amount of time between complete archiving processes.

archive media device

The media device to which an archive file is written. Archive media can be
removable tape or magneto-optical cartridges in a library. In addition, archive media
can be mount points on another file system.

archive policy
See policy.

archiver
A program that automatically copies files from online disk to offline storage, such as
a disk or tape.

archive set

A group of files to be archived. The groups can be defined across any group of file
systems. Files in an archive set share common criteria that pertain to size,
ownership, group, and directory location. The archive set controls the destination of
the archive copy, the length of time for which the archive copy is kept, and the
length of time the system waits before archiving the data. All files in an archive set
are copied to the volumes associated with the archive set. A file in a file system can
be a member of only one archive set. In the browser interface, archive sets are called
archive policies.
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archive storage
Copies of file data that have been created on archive media.

archiving file system

A file system that uses the Sun StorageTek SAM software for storage and archive
management of its files. The Sun StorageTek SAM software controls access to all files
stored and all devices configured in the master configuration file (ncf ).

associative staging
A file attribute that you can define in a policy. When this attribute is set, all files to
which the policy is applied are staged.

audit

The process of loading of cartridges to verify their volume serial numbers (VSNs).
For magneto-optical cartridges, the capacity and space information is determined
and entered into the automated library’s catalog.

automated library

A robotically controlled device designed to load and unload removable media
cartridges without operator intervention. Cartridges are imported to and exported
from the library and they are loaded and unloaded automatically. The archiving and
staging processes use a site-defined scheme for allocating the number of drives to be
used.

B

block size
See disk allocation unit.

C

capacity
The total amount of space available for storage on a file system, device, or object.

cartridge
A physical entity that contains a media device for recording data, such as a tape or
optical disk.

catalog
A record of the VSN pools in an automated library. There is one catalog for each
automated library, and there is one Historian for all automated libraries at a site.

client-server

The model of interaction in a distributed file system in which a program at one site
sends a request to a program at another site and awaits a response. The requesting
program is called the client. The program satisfying the request is called the server.
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connection

The path between two protocol modules that provides reliable stream delivery
service. A TCP connection extends from a TCP module on one machine to a TCP
module on another machine.

continuous archiving

A scheduled archiving process based on the Start Age, Start Size, and Start Count
values in a policy copy. When a file meets the specified criteria, it is scheduled to be
archived.

critical fault

A severe error condition. For more information about the different conditions that
can cause a critical fault to occur in the browser interface, see the

[ opt/ SUNWsanf s/ m bs/ SUN- SAM M B. ni b file on the server on which the fault
condition occurred.

current job
A File System Manager, Sun StorageTek QFS, or Sun StorageTek SAM process that is
currently running or is attempting to run.

current management station

The management station that is hosting the current session of the File System
Manager software. The name of the current management station is displayed in the
banner of the File System Manager browser interface.

current server

The system for which you are monitoring and administering file systems through
the browser interface. This server’s name is displayed next to the Change Server
button above the global navigational tabs in the browser interface.

D

data device
A device or group of devices upon which file data is stored.

DAU
See disk allocation unit.

direct access
A file staging option (stage never) designating that a file can be accessed directly
from the archive media and need not be retrieved to disk cache.

direct attached library

An automated library connected directly to a server through a simple computer
system interface (SCSI) interface. A SCSI attached library is controlled directly by the
Sun StorageTek SAM software using the SCSI standard for automated libraries.
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direct copy method

An offline copy method that copies files directly from the offline volume to the
archive volume without using the cache. For this copy method, the source volume
and the destination volume must be different, and two drives must be available.

disk

A nonvolatile, randomly addressable, rewriteable data storage device. This
definition includes both rotating magnetic disks, optical disks, and solid-state disks,
or nonvolatile electronic storage elements. (SNIA)

disk allocation unit (DAU)

The basic unit of online storage. The Sun StorageTek QFS file system uses an
adjustable DAU. You can use this configurable DAU to tune the file system to the
physical disk storage device. For Sun StorageTek QFS file systems that use the dual
allocation scheme, the DAU is 16, 32, or 64 Kbytes. For Sun StorageTek QFS file
systems that use the single allocation scheme, the DAU is a multiple of 8 Kbytes
within the range of 16 Kbytes and 64 Mbytes.

disk archiving
The process of archiving of data to disk volumes on another file system.

disk cache

The disk-resident portion of an archiving file system. Disk cache is used to create
and manage data files between an online disk and archive media. Individual disk
partitions or an entire disk can be used as disk cache.

disk space threshold

An administrator-defined range of disk space that is available to a user. The high
threshold indicates the maximum level of disk cache utilization. The low threshold
indicates the minimum level of disk cache utilization. The releaser controls disk
cache utilization according to these predefined disk space thresholds.

disk striping
The process of recording a file across several disks, thereby improving access
performance and increasing overall storage capacity. See also striping.

down fault

An indicator that the File System Manager software is unable to communicate with a
server or object, for any reason. For information about the types of conditions that
can generate faults in the browser interface, see the / opt / SUN\Vsanf s/ mi bs/ SUN-
SAM M B. i b file on the management station.

drive
A device that transfers data to and from a removable media volume.

dual allocation

A method by which you define a small and large allocation sizes for files being
allocated to storage devices. When a file is created on a storage device, the system
allocates the first eight addresses of the file in the small allocation. If more space is
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needed, the file system uses one or more large disk allocation units (DAUs) to
expand the file. For Sun StorageTek QFS file systems, the small allocation size is 4
Kbytes and the large allocation size is the DAU, which can be 16, 32, or 64 Kbytes.

E

€q
See equipment ordinal number.

equipment ordinal number
The status code for a removable media device.

export
The unloading of removable cartridges from a library.

F

failover
The process of moving metadata server control to a host other than the primary
metadata server that is associated with a shared file system.

family set
A storage device that is represented by a group of independent physical devices,
such as a collection of disks or the drives within an automated library.

fault
An error condition on the current server.

file system

A software component that imposes structure on the address space of one or more
logical or physical disks so that applications can deal more conveniently with
abstract named data objects of variable size (files). (SNIA)

file system resources

Sun StorageTek SAM software components, volumes, or disks that are associated
with a file system. The Sun StorageTek SAM resources include the archiver, stager,
releaser, and recycler.

G

global directives
Archiver and releaser directives that apply to all file systems on the current server.
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H

hard limit
For disk quotas, a maximum limit on file system resources that users cannot exceed.

high water mark

When defined as a mount option for an archiving file system, a threshold that
triggers the release of disk space occupied by eligible archived files on the file
system. When defined in a policy copy or on the Recycler page, a threshold that
triggers recycling, expressed as a percentage of the total capacity of the volumes
associated with a policy or an automated library.

Historian

A catalog that keeps track of cartridges exported from an automated library or a
manually mounted device. The Historian records entries for all cartridges associated
with it, and can import and export cartridges. There is one Historian for all
automated libraries at a site.

I

import
The loading of removable cartridges into a library.

inode (index node)

A 512-block of information that describes the characteristics of a file or directory.
This information is allocated dynamically within the Sun StorageTek QFS file
system.

involuntary failover

An operation in which, when the current metadata server of a shared file system
becomes inaccessible, metadata server control is switched from the inaccessible
metadata server to the potential metadata server. Involuntary failover is performed
from the potential metadata server.

J

job
A process from a user or from the File System Manager, Sun StorageTek QFS, or Sun
StorageTek SAM software.
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L

last update
The most recent time that the browser interface was updated with data.

library
See automated library.

library catalog
See catalog.

low water mark

A specified percentage of the total disk space that is used to control recycling. The
releaser continues to release files as long as the file system remains above the
configured Low Water Mark.

M

major fault

An error condition that requires some administrator action. For more information
about the different conditions that can cause a major fault to occur in the browser
interface, see the / opt / SUN\Wsanf s/ mi bs/ SUN- SAM M B. ni b file on the server on
which the fault condition occurred.

management station

The fully qualified host name of the system on which the File System Manager
software is installed locally. You can connect to this system’s File System Manager
browser interface from other hosts in the network. From the File System Manager
browser interface, you can configure and administer file systems that are located on
other servers in the network.

master configuration file (ncf)
The file, read at initialization time, that defines the relationships between devices
within a Sun StorageTek SAM or Sun StorageTek QFS environment.

mcf
See master configuration file.

media
In the Sun StorageTek SAM environment, tape or optical disk cartridges.

media type
The type of tape or optical disk cartridge, such as, SONY AIT or IBM 3570.
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metadata

Data about data. In the Sun StorageTek SAM or Sun StorageTek QFS environments,
metadata is the index information needed to locate the exact data position of a file
on a disk. Metadata consists of information about files, directories, access control
lists, symbolic links, removable media, segmented files, and the indexes of
segmented files. Metadata must be protected, because if the data is lost, the
metadata that locates that data must be restored before the lost data can be retrieved.

metadata archiving

An archiving process in which metadata is archived but file data is not. In an
archiving file system, the file system default policy archives the metadata for the
archiving file system.

metadata device

A device, such as a solid-state disk or mirrored device, upon which a Sun
StorageTek QFS file system’s metadata is stored, separate from the system’s file data.
Separating file data from metadata can increase performance.

metadata server

A host system in a shared file system that is used by the file system for metadata, the
. nodes file, and file data. The metadata server also controls storage and archive
management operations for the shared file system, if the shared file system is
configured to be archiving.

recovery point

A file that captures all the metadata for a complete archiving file system at a single
point in time. This file can be used by the File System Manager software to recover
lost file data in the event of a disaster.

recovery point schedule
The automatic creation of recovery point files for archiving file systems. It is good
practice to create a recovery point at least once a day.

minor faults

An error condition that is not as severe as a critical error condition, but that is more
severe than a minor error condition. For information about the different conditions
that cause minor faults to occur, see the / opt / SUNWsanf s/ m bs/ SUN- SAM

M B. mi b file on the server on which the fault condition occurred.

mount point
(1) A method used to attach a file system to the hierarchy at a path name location
directory. (2) The directory on which a file system is mounted.
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N

network attached library

A library, such as IBM or Sony, controlled through a software package that is
supplied by the vendor, IBM or Sony. The Sun StorageTek SAM file system interfaces
with the vendor software using a Sun StorageTek SAM media changer daemon
designed specifically for the library.

none copy method
An offline copy method that stages files as needed for each archive file before
copying to the archive volume.

NEFS (Network File System) shared directories

Network File System directories in a file system that enable you to share files across
servers that are connected to the network. Through the browser interface, you can
manipulate the read and write permissions of these shared directories, and can
control whether the directories are shared or unshared.

notification
A mechanism by which an email message is sent to the specified recipient when a
certain condition is detected by the File System Manager software.

@)

offline storage
Storage that requires operator intervention for loading.

online storage
Storage that is immediately available upon request, such as disk cache storage.

P

partition
A portion of a device or a side of a magneto-optical cartridge.

policy

A mechanism that indicates how and when files in an archiving file system are
archived to remote media. When the documentation refers to a policy, it is referring
to a custom policy unless otherwise specified.

pool
A collection of disks or virtual disks that can be carved into volumes.

port
A connection point on a host system through which connected devices pass data into
and out of the host.
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potential metadata server
A host system that has the ability to become the metadata server for a shared file
system.

primary metadata server

The original, preferred host system for a shared file system’s metadata, . i nodes file,
and file data. The primary metadata server also controls the storage and archive
management operations for the shared file system, if the shared file system is
configured for archiving. When you create a shared file system, the server that you
are managing at the time automatically becomes the primary metadata server for the
shared file system.

quota
The amount of system resources that a user is allowed to consume. Quotas are not
supported for removable media or disk archive resources.

recycler

A utility that inspects all archive files that are on offline storage and determines
which of these are no longer needed. Upon completing its assessment, the recycler
utility enables you to reuse the space on the media.

releaser

A software component that identifies archived files and releases their disk cache
copies, thus making more disk cache space available. The releaser automatically
regulates the amount of online disk storage between specified high and low
thresholds.

report
The result of a File System Manager query. Reports are built from the results of the
most recent update of discovered data.

restore
The process of recovering lost files or an archiving file system itself from archive
media.

robot
The portion of an automated library that moves cartridges between storage slots and
drives. Also called a transport.

round-robin
A data access method in which entire files are written to logical disks in a sequential
fashion. The entire first file is written to the first logical disk, the second file is

written to the next logical disk, and so on. The size of each file determines the size of
the I/O.
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In Sun StorageTek QFS file systems, files are round-robined if round-robin access is
specified or if the file system contains mismatched striped groups.

SCSI
See small computer system interface.

segment
A section of a large file that has been divided into smaller pieces.

server
(1) A system that is hosting the file systems that you are managing through the
browser interface. (2) As displayed in the browser interface’s banner, the
management station.

severity level
An indicator of the seriousness of a fault condition.

single allocation

A method by which you define one allocation size for files that are being allocated to
storage devices. The allocation size is the disk allocation unit (DAU) value, which
can be a multiple of 8 Kbytes within the range of 16 Kbytes and 64 Mbytes. Only
stand-alone Sun StorageTek QFS file systems can use the single-allocation scheme.

small computer system interface (SCSI)

A collection of ANSI standards and proposed standards which define I/O buses
primarily intended for connecting storage subsystems or devices to hosts through
host bus adapters. Originally intended primarily for use with small (desktop and
desk-side workstation) computers, SCSI has been extended to serve most computing
needs, and is arguably the most widely implemented I/O bus in use today. (SNIA)

SNMP community name
The name of the Simple Network Management Protocol (SNMP) community within
which the management station system and the SNMP host system are members.

SNMP port
The port number of the SNMP host.

soft limit

For disk quotas, a threshold limit on file system resources that you can temporarily
exceed. Exceeding the soft limit starts a timer. When you exceed the soft limit for the
specified time (the default is one week), no further system resources can be allocated
until you reduce file system to a level below the soft limit.

stage-ahead method

An offline copy method that stages the next archive file as the current archive file is
written to the destination. For stage-ahead copying, two drives must be available
and space must be available in cache for all files in one archive file.
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stage-all method
An offline copy method that stages all files before archiving. For stage-all copying,
one drive must be available, and space must be available in cache for all files.

stager
A software component that copies files from offline storage back to online disk as
they are needed.

staging
The process of copying an offline file from archive storage back to online storage.

stand-alone tape drive
A device that is similar to an automated library but that requires manual
intervention for loading media into, and removal of media from, its drive.

storage area network (SAN)

A network whose primary purpose is the transfer of data between computer systems
and storage elements, and among storage elements. A SAN consists of a
communication infrastructure, which provides physical connections, and a
management layer, which organizes the connections, storage elements, and
computer systems so that data transfer is secure and robust. (SNIA)

storage slots

Locations inside an automated library in which cartridges are stored when they are
not being used in a drive. If the library is direct attached, the contents of the storage
slots are kept in the automated library’s catalog.

striped group

A collection of devices within a Sun StorageTek QFS file system that are defined in
the ntf file as one or more (usually two) gXXX devices. Striped groups are treated as
one logical device and are always striped with a size equal to the disk allocation
unit. You can specify up to 128 striped groups within a file system, but you can
specify no more than 252 total devices. Files can be allocated across the striped
groups.

stripe size
The specified number of disk allocation units (DAUs) to be allocated before
allocation to the next device of a stripe.

striping

A data access method in which files are simultaneously written to logical disks in an
interlaced fashion. In a Sun StorageTek QFS environment you can declare either
striped or round-robin access for each file system, and you can declare striped
groups within each file system.

Sun StorageTek QFS file system

A high-speed UNIX file system that can store file data and metadata on the same
device or on separate devices. The Sun StorageTek QFS software controls access to
all files stored and all devices configured in the master configuration file (ncf ).
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Sun StorageTek SAM software

Software that can be configured with a file system to provide storage, archive
management, and archive retrieval capabilities. This software archives files by
copying the files from online disk to archive media.

T

threshold
A mechanism that defines the desirable available storage window for online storage.
Thresholds set the storage goals for the releaser. Also see disk space threshold.

U

unarchiving
The process of deleting archive entries for one or more files or directories.

\"

volume
A named area on a cartridge or a disk for sharing data. A cartridge has one or more
volumes. Double-sided cartridges have two volumes, one on each side.

volume overflow
The spanning of a single file over multiple volumes. Volume overflow is useful for
sites that use very large files that exceed the capacity of their individual cartridges.

volume serial name (VSN)

In the context of archiving to removable media cartridges, a logical identifier for
magnetic tape and optical disk that is written in the volume label. In the context of
archiving to disk cache, the unique name for the disk archive set. An individual
volume is identified by media type and VSN.

voluntary failover

An operation in which, when the primary metadata server is running and available,
the metadata server control is switched from the primary metadata server to a
potential metadata server.

VSN
See volume serial name.
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World Wide Name (WWN)
A 16-digit, hexadecimal number that uniquely identifies a peripheral device, such as
a switch or a fabric.

WWN
See World Wide Name.
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