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Preface

Preface

Audience

This guide describes the connector that is used to integrate Oracle Identity Manager
Connector with UNIX.

This guide is intended for resource administrators and target system integration teams.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at ht t p: / / www. or acl e. cont pl s/ t opi ¢/ | ookup?
ct x=acc& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit ht t p: / / www. or acl e. com pl s/t opi c/
| ookup?ct x=accé&i d=i nfo or visit htt p: // www. or acl e. com pl s/t opi ¢/ | ookup?

ct x=accé&i d=trs if you are hearing impaired.

Related Documents

For information about installing and using Oracle Identity Manager, visit the following
Oracle Help Center page:

http://docs. oracle. com cd/ E52734_01/i ndex. ht m

For information about Oracle Identity Governance Connectors documentation, visit the
following Oracle Help Center page:

http://docs. oracl e. cont m ddl ewar e/ 12213/ oi g/ i ndex. ht m

Documentation Updates

Oracle is committed to delivering the best and most recent information available. For
information about updates to the Oracle Identity Manager Connectors documentation,
visit Oracle Technology Network at

http://downl oad. oracl e. conf docs/ cd/ E22999 01/i ndex. htm

Conventions

ORACLE

The following text conventions are used in this document:


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://docs.oracle.com/cd/E52734_01/index.html
http://docs.oracle.com/middleware/12213/oig/index.html
http://download.oracle.com/docs/cd/E22999_01/index.htm

ORACLE

Preface

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code

in examples, text that appears on the screen, or text that you enter.

Xi



What's New in Oracle Identity Manager Connector for UNIX?

What's New in Oracle Identity Manager
Connector for UNIX?

This chapter provides an overview of the updates made to the software and
documentation for release 11.1.1.7.0 of the UNIX connector.

The updates discussed in this chapter are divided into the following categories:

e Software Updates

This section describes updates made to the connector software. This section also
points out the sections of this guide that have been changed in response to each
software update.

e Documentation-Specific Updates

These include major changes made to this guide. For example, the relocation of a
section from the second chapter to the third chapter is a documentation-specific
update. These changes are not related to software updates.

Software Updates

The following sections discuss the software updates:

» Software Updates in Release 11.1.1.7.0
» Software Updates in Release 11.1.1.6.0
» Software Updates in Release 11.1.1.5.0

Software Updates in Release 11.1.1.7.0

The following are issues resolved in release 11.1.1.7.0:

Bug Number Issue Resolution
16490411 When you created access policy with DNLA flag for This issue has been
the connector, it did not work as expected. After resolved.

running the "Evaluate user policies" job, the account
did not move to Enabled state but moved to
Provisioned state.
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What's New in Oracle Identity Manager Connector for UNIX?

Bug Number Issue

Resolution

16489848 Entitlement, IT resource, Account Name, and
Account ID tagging were missing in the process
form fields in Oracle Identity Manager 11.1.2.

16240960 Unnecessary step for copying the third-party files
was displayed in Ul during the connector
installation.

This issue has been
resolved.

The following form
fields have been
tagged in the
connector:

Secondary groups
child form tagged as
Entitlement = true.

IT Resource Type field
of the parent form
tagged as | TResour ce
= true.

User Login field in the
parent form tagged as
Account Nanme =true
and Account | d =
true.

This step has been
removed.

Software Updates in Release 11.1.1.6.0

There are no software updates in release 11.1.1.6.0.

Software Updates in Release 11.1.1.5.0

This is the first release of the Oracle Identity Manager Connector for UNIX based on
Identity Connector Framework (ICF). The following software updates have been made

in release 11.1.1.5.0:

* |CF Based Connector

e Support for Switching Between SSH and Telnet Protocols

e Support for Running Custom Scripts

e Support for Configuring the Connector for a New Target System

e Support for Multiple Instances and Multiple Versions of UNIX

e Support for Addition of New Fields
e Support for Resource Exclusion Lists
e Support for Transformation and Validation of Data

e Support for Connection Pooling

ICF Based Connector

The Identity Connector Framework (ICF) is a component that provides basic
provisioning, reconciliation, and other functions that all Oracle Identity Manager

connectors require.

ORACLE
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What's New in Oracle Identity Manager Connector for UNIX?

The Oracle Identity Manager Connector for UNIX is an ICF-based connector. The ICF
uses classpath isolation, which allows the connector to co-exist with legacy versions of
the connector.

For more information about the ICF and its advantages, see Understanding the
Identity Connector Framework in Oracle Fusion Middleware Developing and
Customizing Applications for Oracle Identity Manager.

Support for Switching Between SSH and Telnet Protocols

From this release onward, you can switch between SSH and Telnet protocols to
connect to UNIX-based target systems. Earlier, there were separate UNIX connectors
for SSH and Telnet connections.

You can specify the connection type by using the connectionType parameter of the IT
Resource. The connector supports the following connection types:

e SSH - This is the default connection. Used for SSH with password-based
authentication.

* SSHPUBKEY - Used for SSH with key-based authentication.
e TELNET - Used for Telnet connection.

See Configuring the IT Resource for the Target System for related information.

Support for Running Custom Scripts

From this release onward, you can run scripts on a computer where the UNIX
connector is deployed. You can configure custom scripts to support additional flavors
of UNIX.

You can configure the scripts to run before or after the create, update, or delete an
account provisioning operations. For example, you could configure a script to run
before a user is created by the connector. See Configuring Action Scripts for more
information.

Support for Configuring the Connector for a New Target System

From this release onward, you can configure the connector to support an additional
flavor of UNIX by using custom scripts.

By default, the connector uses pre-configured scripts to support AlX, HP-UX, Linux,
and Solaris. You can customize these scripts to support an additional flavor of UNIX.
See Configuring the Connector for a New Target System for more information.

Support for Multiple Instances and Multiple Versions of UNIX

This release of the connector supports multiple instances and multiple versions of
UNIX.

You can deploy a single connector bundle on Oracle Identity Manager and create
multiple IT resources for multiple instances and multiple versions of UNIX. Then, you
can use Oracle Identity Manager to manage accounts on these target systems. See
Configuring the Connector for Multiple Instances and Multiple Versions of the Target
System for more information.
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Support for Addition of New Fields

This release of the connector supports the addition of single-valued fields for
provisioning and reconciliation.

See the following sections for more information:

e Adding Custom Attributes for Target Resource Reconciliation

e Adding Custom Attributes for Provisioning

Support for Resource Exclusion Lists

From this release onward, you can specify a list of accounts that must be excluded
from reconciliation and provisioning operations. Accounts whose user IDs you specify
in the exclusion list are not affected by reconciliation and provisioning operations.

Configuring Resource Exclusion Lists describes the procedure to add entries in these
lookup definitions.

Support for Transformation and Validation of Data

You can configure transformation of data, such as process form field data or any other
object, that is brought into Oracle Identity Manager during reconciliation. In addition,
you can configure validation of data that is brought into or sent from Oracle Identity
Manager during reconciliation and provisioning. See the following sections for more
information:

*  Configuring Validation of Data During Reconciliation and Provisioning

e Configuring Transformation of Data During User Reconciliation

Support for Connection Pooling

This release of the connector supports the connection pooling feature based on the
ICF. In earlier releases, a connection with the target system was established at the
start of a reconciliation run and closed at the end of the reconciliation run. With the
introduction of connection pooling, multiple connections are established by the ICF
and held in reserve for use by the connector.

See Setting up the Lookup Definition for Connection Pooling for more information.

Documentation-Specific Updates

The following sections discuss the documentation-specific updates:

*  Documentation-Specific Updates in Release 11.1.1.7.0
*  Documentation-Specific Updates in Release 11.1.1.6.0

*  Documentation-Specific Updates in Release 11.1.1.5.0

Documentation-Specific Updates in Release 11.1.1.7.0

The following documentation-specific update has been made in the revision "14" of the
release 11.1.1.7.0:

ORACLE v
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* The "Oracle Identity Governance or Oracle Identity Manager" row in Table 1-1 has
been modified to include support for Oracle Identity Governance release 12c PS4
(12.2.1.4.0).

The following documentation-specific updates have been made in the revision "13" of
the release 11.1.1.7.0:

* The "Target Systems" row in Table 1-1 has been modified to include the supported
version Oracle Enterprise Linux 6.x and 7.x.

* A prerequisite step has been removed from Creating a Target System SUDO User
Account for Connector Operations.

The following documentation-specific updates have been made in the revision "12" of
the release 11.1.1.7.0:

e The "Target System" row of Table 1-1 has been modified to include Red Hat Linux
6.x and 7.x Enterprise Edition (64 bit).

*  The "External code" row of Table 1-1 has been removed.

The following documentation-specific updates have been made in the revision "11" of
the release 11.1.1.7.0:

*  The procedure to configure SSH Public Key Authentication for Linux has been
modified in Configuring SSH Public Key Authentication.

* The example path mentioned for Solaris, HP-UX, Linux, and AIX has been
modified in Configuring SSH Public Key Authentication.

 The "Connector Server" row has been added to Table 1-1.
e The "JDK" row of Table 1-1 has been renamed to "Connector Server JDK".

The following documentation-specific update has been made in the revision "10" of the
release 11.1.1.7.0:

A "Note" regarding trusted source IT resource has been added at the beginning of
Configuring the IT Resource for the Target System.

The following documentation-specific update has been made in the revision "9" of the
release 11.1.1.7.0:

Table 2-4 has been updated with information specific to the defaultConnectorShell
attribute.

The following documentation-specific updates have been made in the revision "8" of
the release 11.1.1.7.0:

e The "Oracle Identity Manager" row of Table 1-1 has been updated.

* Information specific to Oracle Identity Manager 11g Release 2 PS3 (11.1.2.3.0)
has been added to Usage Recommendation for the UNIX Connector.

The following documentation-specific updates have been made in the revision "7" of
the release 11.1.1.7.0:

e A"Note" has been added at the beginning of Extending the Functionality of the
Connector .

e A note related to NOPASSWD has been added to Step 2 of the procedure in Creating
a Target System SUDO User Account for Connector Operations.

*  The "isSudoWithNoPasswd" row has been added to Table 2-4.
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The following documentation-specific update has been made in the revision "6" of the
release 11.1.1.7.0:

» Information about limited reconciliation has been modified in Limited
Reconciliation.

The following documentation-specific updates have been made in the revision "5" of
the release 11.1.1.7.0:

e TimeOut Errors has been updated with a new problem description and solution.
e The "Target System" row in Table 1-1 has been modified for the 7.1 AlX version.

The following are documentation-specific updates in this release:

*  The "Oracle Identity Manager" row in Table 1-1 has been modified.
* A note has been added in the "xml/UNIX-RequestDatasets.xml" row of Table 2-1.
*  The following sections have been added:

— Configuring Oracle Identity Manager 11.1.2 or Later

— Localizing Field Labels in Ul Forms

— Upgrade the UNIX Connector from Release 11.1.1.6.0to0 11.1.1.7.0

— Configuring Provisioning in Oracle Identity Manager Release 11.1.2

* Instructions specific to Oracle Identity Manager release 11.1.2.x have been added
in the following sections:

— Configuring the IT Resource for the Target System
— Configuring the IT Resource for the Connector Server

— Configuring Scheduled Tasks

Documentation-Specific Updates in Release 11.1.1.6.0

There are no documentation-specific updates in this release.

Documentation-Specific Updates in Release 11.1.1.5.0

ORACLE

The following documentation-specific update has been made in the revision "2" of the
release 11.1.1.5.0:

» Installation includes connector installation scenarios depending on where you want
to run the connector code (bundle), either locally in Oracle Identity Manager or
remotely in a Connector Server.

* In Table 1-1, the following target systems are included on this release:
— Exalogic X2-2
— Oracle Enterprise Linux 5.2+(32-bit) and higher versions of 64-bit
— Higher version of Red Hat Linux 5.5 Enterprise Edition (64-bit)
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About the Connector

Oracle Identity Manager automates access rights management, security, and
provisioning of IT resources. Oracle Identity Manager connectors are used to integrate
Oracle Identity Manager with external, identity-aware applications. This guide
discusses the connector that enables you to integrate Oracle Identity Manager with
UNIX-based target systems using SSH or Telnet protocol. This connector enables you
to use the target system as a managed (target) resource or as an authoritative
(trusted) source of identity data for Oracle Identity Manager.

In the account management (target resource) mode of the connector, information
about users created or modified directly on the target system can be reconciled into
Oracle Identity Manager. In addition, you can use Oracle Identity Manager to perform
provisioning operations on the target system.

In the identity reconciliation (trusted source) configuration of the connector, users are
created or modified only on the target system and information about these users is
reconciled into Oracle Identity Manage

This chapter contains the following sections:

e Certified Components

» Usage Recommendation for the UNIX Connector

» Certified Languages for the UNIX Connector

*  Architecture of the UNIX Connector

*  Features of the UNIX Connector

*  User Attributes for Target Resource Reconciliation and Provisioning
e User Attributes for Trusted Source Reconciliation

* Roadmap for Deploying and Using the Connector

" Note:

In this guide, the term Oracle Identity Manager server refers to the computer
on which Oracle Identity Manager is installed.

1.1 Certified Components

ORACLE

These are the software components and their versions required for installing and using
the connector.

Table 1-1 lists the certified components for this connector.
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Chapter 1
Certified Components

Table 1-1 Certified Components

Component

Requirement

Oracle Identity
Governance or
Oracle Identity
Manager

Target systems

Connector Server

Connector Server
JDK

External code

Other systems

Target system user
account

Character encoding
supported by the
target system

You can use one of the following releases of Oracle Identity Manager:
*  Oracle Identity Governance 12c (12.2.1.4.0)
e Oracle Identity Governance 12c (12.2.1.3.0)

e Oracle Identity Manager 11g Release 1 BP02 (11.1.1.5.2) and any
later BP in this release track

*  Oracle Identity Manager 11g Release 2 BP04 (11.1.2.0.4) and any
later BP in this release track

*  Oracle Identity Manager 11g Release 2 PS3 (11.1.2.3.0)

The target system can be any one of the following operating systems:

e HP-UX11.11, 11.20, 11.31

 IBMAIX5L Version 5.2,5.3,6.1, 7.1

*  Oracle Enterprise Linux 5.2+(32-bit) and 64-bit versions of 5.2, 5.3,
5.4,5.5,5.6, 6.x, 7.x

. Red Hat Enterprise Linux AS 2.1, 3, 4.x

* Red Hat Enterprise Linux ES 3, 4.x

* Red Hat Linux 5.5+ Enterprise Edition (64-bit)

. Solaris 9, 10, 11

Note: You can also configure and use the connector on any other UNIX-
based operating system that supports SSH and Telnet protocols. See
Configuring the Connector for a New Target System for more
information.

11.1.2.1.0
JDK 1.6 Update 24 or later, or JRockit JDK 1.6 Update 24 or later

Expect4j (expect4j-1.0.jar) is a third-party API used to connect and run
commands or scripts on the target systems.

It is included with the connector installation bundle, along with the
following dependent libraries:

e commons-net-3.0.1.jar

e jakarta-oro-2.0.8.jar

e jsch-0.1.41.jar

OpenSSH, OpenSSL, operating system patches (HP-UX), and SUDO
software (only if the SUDO Admin mode is required)

Depending on the target system that you are using, the target system
user account can be one of the following:

*  For AlX, HP-UX, and Linux environments: root user or sudo user
»  For Solaris: root user, sudo user, RBAC user

You provide the credentials of this user account while configuring the IT
resource.

The target system must support the default C (POSIX) locale.

Use the following command to check the locale that the target system
supports:

| ocale -a
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< Note:

The connector requires sh shell on the target system to run the scripts.
Therefore, the connector switches to sh before running the commands.

If the user account indicated in the loginUser basic configuration parameter
has access to sh and the user account can switch to sh, then there is no
restriction on the original login shell.

1.2 Usage Recommendation for the UNIX Connector

Depending on the Oracle Identity Manager version that you are using, you must
deploy and use one of the following connectors:

» If you are using an Oracle Identity Manager release 9.1.0.1 or later and earlier
than Oracle Identity Manager 11g Release 1 BP02 (11.1.1.5.2), then use the 9.0.4
version of this connector.

* If you are using Oracle Identity Manager 11g Release 1 BP02 (11.1.1.5.2) or later,
Oracle Identity Manager 11g Release 2 BP04 (11.1.2.0.4) or later, or Oracle
Identity Manager 11g Release 2 PS3 (11.1.2.3.0), then use the latest 11.1.1.x
version of this connector.

1.3 Certified Languages for the UNIX Connector

ORACLE

These are the languages that the connector supports.
*  Arabic
e Chinese (Simplified)

e Chinese (Traditional)

¢ Czech

e Danish
* Dutch

e English
e Finnish
* French
* German
* Greek

* Hebrew

*  Hungarian
e ltalian

e Japanese
 Korean

*  Norwegian
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*  Polish
*  Portuguese
» Portuguese (Brazilian)

 Romanian

* Russian

e Slovak

e Spanish

*  Swedish

e Thai

e Turkish
# Note:

However, the connector does not support the entry of multibyte characters in
some of the fields.

1.4 Architecture of the UNIX Connector

The UNIX connector is implemented by using the Identity Connector Framework (ICF).

This connector enables management of target system accounts through Oracle
Identity Manager. Figure 1-1 shows the architecture of the connector.

Figure 1-1 Architecture of the Connector

Oracle Identity Manager

UNIX Connector Bundle

| Provisioning Third-party Lib

- Adapters

Expectd|

UNIX Target System

Target-specific

scripts

IM=<Er TMO—

> »| Scheduled Tasks

Reconciliation

The architecture of the connector can be explained in terms of the connector
operations it supports:

* Reconciliation Process for the UNIX Connector

*  Provisioning Process for the UNIX Connector
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*  Provisioning Functions of the UNIX Connector

1.4.1 Reconciliation Process for the UNIX Connector

ORACLE

This connector can be configured to perform either trusted source reconciliation or
target resource reconciliation.

When you configure the target system as a target resource, the connector enables you
to create and manage target accounts for OIM Users through provisioning. In addition,
data related to newly created and modified target system accounts can be reconciled
and linked with existing OIM Users and provisioned resources.

When you configure the target system as a trusted source, the connector fetches into
Oracle Identity Manager, data about newly created or modified target system
accounts. This data is used to create or update OIM Users.

¢ See Also:

Reconciliation Based on the Object Being Reconciled in Oracle Fusion
Middleware Administering Oracle Identity Manager for conceptual
information about target resource reconciliation and trusted source
reconciliation.

The following is an overview of the steps involved in reconciliation;

1. The scheduled task is run at the time or frequency that you specify. This
scheduled task contains details of the mode of reconciliation (trusted source or
target resource) that you want to perform.

2. The scheduled task establishes a connection with the target system by using the
Expect4j third-party library.

3. The scheduled task performs the following tasks:
* Reads the values that you set for the task attributes.

* Reads the differences in the /etc/passwd, /etc/shadow and their corresponding
mirror files to determine user records to be fetched into Oracle Identity
Manager.

* Fetches user records into Oracle Identity Manager.
4. If you have configured your target system as a trusted source, then:

a. Each user record fetched from the target system is compared with existing
OIM Users. The reconciliation rule is applied during the comparison process.
See Reconciliation Rule for Trusted Source Reconciliation for information
about the reconciliation rule.

b. If a match is found between the target system record and the OIM User, then
the OIM User attributes are updated with changes made to the target system
record.

c. If no match is found between the target system record and the OIM User, then
the target system record is used to create an OIM User.

5. If you have configured your target system as a target resource, then:

1-5



Chapter 1
Architecture of the UNIX Connector

a. Each user record fetched from the target system is compared with existing
target system resources assigned to OIM Users. The reconciliation rule is
applied during the comparison process. See Reconciliation Rule for Target
Resource Reconciliation for information about the reconciliation rule.

b. If a match is found between the target system record and a resource
provisioned to an OIM User, then the database user resource is updated with
changes made to the target system record.

c. If no match is found between the target system record and a resource
provisioned to an OIM User, then the target system user record is compared
with existing OIM Users. The next step depends on the outcome of the
matching operation:

If a match is found, then the target system record is used to provision a
resource for the OIM User.

If no match is found, then the status of the reconciliation event is set to No
Match Found.

1.4.2 Provisioning Process for the UNIX Connector

Provisioning involves creating and managing user accounts. When you allocate (or
provision) a UNIX resource to an OIM User, the operation results in the creation of an
account on the target system for that user. Similarly, when you update the resource on
Oracle Identity Manager, the same update is made to the account on the target
system.

The provisioning process can be started through one of the following events:
e Direct provisioning

The Oracle Identity Manager administrator uses the Administrative and User
Console to create a target system account for a user.

e Provisioning triggered by access policy changes

An access policy related to accounts on the target system is modified. When an
access policy is modified, it is reevaluated for all users to which it applies.

e Request-based provisioning

In request-based provisioning, an individual creates a request for a target system
account. The provisioning process is completed when an OIM User with the
required privileges approves the request and provisions the target system account
to the requester.

During provisioning operations, adapters carry provisioning data submitted through the
process form to the Expect4j third-party library, which in turn submits the provisioning
data to the target system. The user account maintenance commands accept
provisioning data from the adapters, carry out the required operation on the target
system, and return the response from the target system to the adapters. The adapters
return the response to Oracle Identity Manager.

1.4.3 Provisioning Functions of the UNIX Connector

This section lists provisioning functions supported by the connector

Table 1-2 lists the provisioning functions and the Adapter column gives the name of
the adapter that is used when the function is performed.
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Function

Adapter

Create User

UNIXCreateUser

Delete User UNIXDeleteUser
Disable User UNIXDisableUser
Enable User UNIXEnableUser

Expire Date Updated

UNIXUpdateUser

GECOS Updated

UNIXUpdateUser

Home Directory Updated

UNIXUpdateUser

Inactive Days Updated

UNIXUpdateUser

Password Updated

UNIXUpdateUser

Primary Group Updated

UNIXUpdateUser

Secondary Group Delete

UNIXUpdateChildTableValues

Secondary Group Insert

UNIXUpdateChildTableValues

Secondary Group Update

UNIXUpdateChildTableValues

UID Updated

UNIXUpdateUser

User Login Updated

UNIXUpdateUser

User Shell Updated

UNIXUpdateUser

1.5 Features of the UNIX Connector

The features of the connector include support for connector server, full reconciliation,
and limited reconciliation.

ORACLE

The following are the features of this connector:

Support for Switching Between SSH and Telnet Protocols

Support for Running Custom Scripts

Support for Configuring the Connector for a New Target System
Support for Multiple Instances and Multiple Versions of UNIX
Support for Both Target Resource and Trusted Source Reconciliation
Support for Both Full and Incremental Reconciliation

Support for Limited Reconciliation

Support for Batched Reconciliation

Support for Reconciliation of User Status from the Target System
Support for Adding Custom Attributes for Reconciliation and Provisioning
Transformation of Data

Support for Resource Exclusion Lists
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1.5.1 Support for Switching Between SSH and Telnet Protocols

You can switch between SSH and Telnet protocols to connect to UNIX-based target
systems. You can specify the connection type by using the connectionType parameter
of the IT Resource.

The connector supports the following connection types:

e SSH - This is the default connection. Used for SSH with password-based
authentication.

e SSHPUBKEY - Used for SSH with key-based authentication.
e TELNET - Used for Telnet connection.

See Configuring the IT Resource for the Target System for related information.

1.5.2 Support for Running Custom Scripts

You can run scripts on a computer where the UNIX connector is deployed. You can
configure custom scripts to support additional flavors of UNIX.

You can configure the scripts to run before or after the create, update, or delete an
account provisioning operations. For example, you could configure a script to run
before a user is created by the connector. See Configuring Action Scripts for more
information.

1.5.3 Support for Configuring the Connector for a New Target System

You can configure the connector to support an additional flavor of UNIX by using
custom scripts.

You can configure the connector to support an additional flavor of UNIX by using
custom scripts.

By default, the connector uses pre-configured scripts to support AlX, HP-UX, Linux,
and Solaris. You can customize these scripts to support an additional flavor of UNIX.
See Configuring the Connector for a New Target System for more information.

1.5.4 Support for Multiple Instances and Multiple Versions of UNIX

The connector supports multiple instances and multiple versions of UNIX.

You can deploy a single connector bundle on Oracle Identity Manager and create
multiple instances and multiple versions of UNIX. Then, you can use Oracle ldentity
Manager to manage accounts on these target systems. See Configuring the
Connector for Multiple Instances and Multiple Versions of the Target System for more
information.

1.5.5 Support for Both Target Resource and Trusted Source
Reconciliation

You can use the connector to configure the target system as either a target resource
or trusted source of Oracle Identity Manager.
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See Configuring Reconciliation for more information.

1.5.6 Support for Both Full and Incremental Reconciliation

After you deploy the connector, you can perform full reconciliation to bring all existing
user data from the target system to Oracle Identity Manager. After the first full
reconciliation run, incremental reconciliation is automatically enabled from the next run
of the user reconciliation.

You can perform a full reconciliation run at any time. See Full Reconciliation for more
information.

1.5.7 Support for Limited Reconciliation

You can set a reconciliation filter as the value of the Filter attribute of the scheduled
tasks. This filter specifies the subset of newly added and modified target system
records that must be reconciled.

See Limited Reconciliation for more information.

1.5.8 Support for Batched Reconciliation

You can break down a reconciliation run into batches by specifying the number of
records that must be included in each batch.

See Batched Reconciliation for more information.

1.5.9 Support for Reconciliation of User Status from the Target System

From this release onward, the connector can reconcile user account status information
from the target system.

1.5.10 Support for Adding Custom Attributes for Reconciliation and
Provisioning

If you want to add custom attributes for reconciliation and provisioning, then perform

the procedures described in Adding Custom Attributes for Target Resource
Reconciliation and Adding Custom Attributes for Provisioning.

1.5.11 Transformation of Data

You can configure transformation of data that is brought into Oracle Identity Manager
during reconciliation.

See Configuring Transformation of Data During User Reconciliation for more
information.

1.5.12 Support for Resource Exclusion Lists

You can specify a list of accounts that must be excluded from reconciliation and
provisioning operations.
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Accounts whose user IDs you specify in the exclusion list are not affected by
reconciliation and provisioning operations.

Configuring Resource Exclusion Lists describes the procedure to add entries in these
lookup definitions.

1.6 User Attributes for Target Resource Reconciliation and

Provisioning

The connector provides a default set of attribute mappings for reconciliation between
Oracle Identity Manager and the target system. If required, you can add new user or

group attributes for reconciliation.

Table 1-3 provides information about user attribute mappings for target resource

reconciliation and provisioning.

Table 1-3 User Attributes for Target Resource Reconciliation and Provisioning

Process Form Field

Target System Field

Description

User Login User Login New login name, specified as a string of printable
characters
Password passwd Password

The length of the password field must be 32 characters.

The supported special characters for password during
provisioning are:

<>~ @$% - =+ () [1V{}H &

Secondary Group
Names

supplementary groups

List of supplementary groups, of which the user is also
a member

User UID

uid

Numeric value of the user ID

Note: It is recommended that you leave this entry
blank. The target system will automatically assign a
UID.

Primary Group Name

initial group

The group name or number of the user's initial login
group
Note: Primary Group cannot be updated to null.

Default Shell

shell

User's login shell

GECOS

comment

Generally, a short description of the login

It is used as the field for the user's full name. This
information is stored in the user's /etc/passwd file entry.

Note: The entry of multibyte characters is supported for
this attribute.

Home Directory

home directory

Login directory of the new user

The final home directory name is obtained by
appending the login name to the home directory value
provided in this field.

For example, if the login name is jdoe and the actual
home directory desired on the target is / hone/ j doe,
then enter / home as the value for this field. Then, the
default home directory is / hone/ j doe.

ORACLE
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Table 1-3 (Cont.) User Attributes for Target Resource Reconciliation and Provisioning
]

Process Form Field Target System Field

Description

Expire Date expire date

Date on which the user account is disabled
Note: For AlX, this field is not reconciled.

Skeleton Directory skeleton directory

Specifies the skeleton directory that contains
information that can be copied to the new login's home
directory

An existing directory must be specified. The system
provides a skeleton directory, /etc/skel, that can be
used for this purpose.

Inactive Days inactive days

Number of days after a password has expired before
the account is disabled

Note: For AlX, this field is neither provisioned nor
reconciled.

1.7 User Attributes for Trusted Source Reconciliation

The connector provides a default set of attribute mappings for reconciliation between
Oracle Identity Manager and the target system.

Table 1-4 lists user attributes for trusted source reconciliation.

Table 1-4 User Attributes for Trusted Source Reconciliation
]

OIM User Form Field Target System Attribute  Description

User ID UserLogin UserLogin

Last Name UserLogin Last name

Employee Type NA Default value: Ful | - Ti me

User Type NA Default value: End- User
Organization NA Default value: Xel | erate Users

TrustedStatus[TRUSTED] Flag (Lock/Unlock)

User status

1.8 Roadmap for Deploying and Using the Connector

The following is the organization of information in the rest of this guide:

*  Deploying the Connector describes procedures that you must perform on Oracle
Identity Manager and the target system during each stage of connector

deployment.

* Using the Connector describes guidelines on using the connector and the
procedure to configure reconciliation runs and perform provisioning operations.

» Extending the Functionality of the Connector describes procedures that you can
perform if you want to extend the functionality of the connector.

* Testing and Troubleshooting describes the procedure to use the connector testing

utility for testing the connector.

ORACLE
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» Known Issues lists known issues associated with this release of the connector.

»  Privileges Required for Performing Provisioning and Reconciliation provides
information about privileges required for successful provisioning operations and
reconciliation runs.

e Sample Scripts for Updating Default Attributes for Reconciliation provides sample
scripts for the procedure described in Adding Custom Attributes for Target
Resource Reconciliation.

»  Sample Scripts for Updating Default Attributes for Provisioning provides sample
scripts for the procedure described in Adding Custom Attributes for Provisioning.
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Deploying the Connector

This chapter is divided into the following sections:

*  Preinstallation

* Installation

* Postinstallation

e Upgrading the Connector

e Postcloning Steps

2.1 Preinstallation

Preinstallation information is divided across the following sections:

* Files and Directories on the Installation Media

*  Configuring the Target System

2.1.1 Files and Directories on the Installation Media

This section lists files and directories on the installation media.

Table 2-1 lists and describes them in detail.

Table 2-1 Files and Directories in the Installation Package

____________________________________________________________________________________________|]
File in the Installation Package Directory Description

bundle/org.identityconnectors.genericunix-1.0.0.jar  This JAR file contains the connector bundle.

configuration/GenericUNIX-Cl.xml This XML file contains configuration information that is used
during the connector installation process.

Files in the resources directory Each of these resource bundles contains language-specific
information that is used by the connector. During connector
installation, these resource bundles are copied to Oracle
Identity Manager database.

Note: A resource bundle is a file containing localized
versions of the text strings that are displayed on the
Administrative and User Console. These text strings include
GUI element labels and messages.
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Table 2-1 (Cont.) Files and Directories in the Installation Package

File in the Installation Package Directory

Description

Files in the test-utility directory:
e example-config.groovy

« README

e test-utility.jar

These files are used by the testing utility to identify the cause
of problems associated with connecting to the target system
and performing basic operations on the target system.

*  The example-config.groovy file is a sample configuration
that can be used to set the connection properties of the
target system and the connector.

The README file contains instructions to configure and
run the testing utility.

e The test-utility.jar file contains the class files used by the
testing utility.

upgrade/PostUpgradeScriptUnix.sql

This file is used after upgrading the connector.
See Upgrading the Connector for more information.

util/privateKeyGen.sh

This file is used during SSH key-based authentication.

util/sudoers

This file contains the SUDO user specifications and
configurations.

xml/UNIX-ConnectorConfig.xml

This XML file contains definitions for the connector
components. These components include the following:

e IT resource type

e Process form

e Process task and adapters (along with their mappings)
e Resource object

e Provisioning process

*  Prepopulate rules

e Lookup definitions

e Scheduled tasks

xml/UNIX-RequestDatasets.xml

This XML file contains request datasets that can be imported
using Deployment Manager. It specifies the information to be
submitted by the requester during a request-based
provisioning operation.

See Importing Request Datasets Using Deployment Manager
for more information.

Note: Use this file only if you are using Oracle Identity
Manager release prior to 11.1.2.

2.1.2 Configuring the Target System

Depending on the target system and your requirements, perform some of the following

procedures:

e Configuring Solaris and Linux

e Configuring AIX

e Configuring HP-UX

e Installing OpenSSH

e Creating a Target System SUDO User Account for Connector Operations

e Creating an RBAC User Account for Connector Operations on Solaris
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»  Configuring Public Key Authentication
*  Configuring SSH Public Key Authentication

2.1.2.1 Configuring Solaris and Linux

Perform the following steps to configure Solaris and Linux environments:

1. Ensure that the /etc/passwd and /etc/shadow files are available on the UNIX
server.

2. Create a directory on the target system where the connector can create mirror files
for the /etc/passwd and /etc/shadow files.

This directory is specified in the mirrorFilesLocation entry of the
Lookup.UNIX.Configuration lookup definition. The default value is / et ¢/
connector_nmirror_files. If the directory path is different from the default value,
then you must update the correct path in the lookup.The loginUser (sudo or root
user) must have read and write privileges to this directory.

2.1.2.2 Configuring AIX

Perform the following steps for AIX environments:

1. Ensure that the /etc/passwd and /etc/security/user files are available on the server.

2. Create a directory on the target system where the connector can create mirror files
for the /etc/passwd and /etc/shadow files.

This directory is specified in the mirrorFilesLocation entry of the
Lookup.UNIX.Configuration lookup definition. The default value is / et ¢/
connector_nirror_files. Ifthe directory path is different from the default value,
then you must update the correct path in the lookup.The loginUser (sudo or root
user) must have read and write privileges to this directory.

2.1.2.3 Configuring HP-UX

Perform the following steps for HP-UX environments:

1. If you want to switch to HP-UX Trusted mode, then:

# Note:

If you are converting the target system to the trusted system, then please
make sure that no shadow file exists on the target after it is converted to

trusted system.You can use pwunconv command to get rid of the shadow
file, if it exists.

a. Login as root and then run the following command:

[ usr/bin/sam

[ usr/sbin/sam

b. Select Auditing and Security and then select System Security Policies. A
message is displayed asking if you want to switch to the trusted mode.
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c. Click Yes. The following message is displayed:
Syst em changed successfully to trusted system

2. Ensure that the /etc/passwd and /etc/shadow directories are available on the
target server.

3. Create a directory on the target system where the connector can create mirror files
for the /etc/passwd and /etc/shadow files.

This directory is specified in the mirrorFilesLocation entry of the
Lookup.UNIX.Configuration lookup definition. The default value is / et ¢/
connector_nirror_files. Ifthe directory path is different from the default value,
then you must update the correct path in the lookup.The loginUser (sudo or root
user) must have read and write privileges to this directory.

2.1.2.4 Installing OpenSSH

Follow these steps to install OpenSSH on the target system:

For Solaris 9
1. If SSHis not installed on the Solaris server, then install the appropriate OpenSSH.

2. Create a group with the name sshd and group ID 27. Add a user with the name
sshadni n to this group.

3. To enable root logins, change the value of Per mi t Root Logi n in the /etc/ssh/
sshd_config file as follows:

Per ni t Root Logi n yes

# Note:

Implement this change only if it does not violate local security policies. If
Public Key Authentication is enabled, then you can change the value of
Per mi t Root Logi n to wi t hout - passwor d.

Instead of using the root account, if you can use a user account with
sudo privileges, then you do not need to perform this step.

For Solaris 10 and Later Versions

By default, OpenSSH is installed on Solaris 10 and later versions. If it is not installed,
then install the OpenSSH server from the operating system installation CD. To enable
SSH, make the following changes in the /etc/ssh/ssh_config file:

1. Remove the comment character from the Host * line.

2. To enable root logins, change the value of Per mi t Root Logi n in the /etc/ssh/
sshd_config file as follows:

Per ni t Root Logi n yes
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< Note:

Implement this change only if it does not violate local security policies. If
Public Key Authentication is enabled, then you can change the value of
Per mi t Root Logi n to wi t hout - passwor d.

Instead of using the root account, if you can use a user account with
sudo privileges, then you do not need to perform this step.

For HP-UX

If SSH is not installed on the UNIX server, then install the appropriate OpenSSH from
the installation media.

For Linux

By default, OpenSSH is installed on Red Hat Linux. If it is not installed, then install the
OpenSSH server from the operating system installation CD.

For AIX

If SSH is not installed on the AlX server, then from the installation media:

1
2
3.
4

Install OpenSSL.
Install PRNG.
Install OpenSSH.

To enable root logins, change the value of Per mi t Root Logi n in the /etc/ssh/
sshd_config file as follows:

Per ni t Root Logi n yes

" Note:

Implement this change only if it does not violate local security policies. If
Public Key Authentication is enabled, then you can change the value of
Per ni t Root Logi n to wi t hout - passwor d.

Instead of using the root account, if you can use a user account with
sudo privileges, then you do not need to perform this step.

2.1.2.5 Creating a Target System SUDO User Account for Connector

Operations

Oracle Identity Manager uses a target system account for performing reconciliation
and provisioning operations. On all supported target systems, this account must be
either the root user or sudo user.

ORACLE
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¢ See Also:

Privileges Required for Performing Provisioning and Reconciliation for
information about the privileges required to perform connector operations

To create a target system user account with the minimum permissions required to
perform connector operations, perform the following procedure:

1.

If SUDO is not installed on the target system, then install it from the installation
media.

Use the vi sudo command to edit and customize the /etc/sudoers file according to
your requirements.

¢ Note:
If you cannot use the vi sudo command to edit the sudoer s file, then:
a. Enter the following command:
chnod 777 /etc/sudoers
b. Make the required changes in the sudoer s file.
c. Enter the following command:

chmod 440 /et c/ sudoers

For example, if you have a group named ngmon the Linux server and require all
members of the group to act as SUDO users with all possible privileges, then the
sudoer s file must contain the following line:

mgm ALL= (ALL) ALL

This example is only a sample configuration. If you need other group members or
individual users to be SUDO users with specific privileges, then edit this file as
was done for the sample value ngm

Therefore, the SUDO user must have the privileges required to run these
commands.

" Note:

NOPASSWD:  ALL option for any SUDO user or group is supported. To
configure this, you may need to add a lookup field. For more information
on adding a lookup field, refer Setting up the Lookup Definitions for
Connector Configuration.

Edit the same sudoer s file so that the SUDO user stays validated for 10 minutes
after being validated once. You may need to increase the timeout if the
reconciliation operation takes longer than 10 minutes and if you encounter errors
such as "Permission denied". At the beginning of each operation, the connector
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validates the user using sudo -v option so that the operation stays validated for a
maximum of 10 minutes. After carrying out the operation, the connector runs the
sudo -k to kill the validation.

Add the following line under the # Def aul ts specification header:

Defaul ts timestanp_timeout=10

This is a prerequisite for this connector to work successfully.
4. Create a SUDO user as follows:
a. Enter the following command:

useradd -g group_nane -d /hone/directory_name -m user_name

In this command:

group_nane is the SUDO users group for which there is an entry in the / et ¢/
sudoer s file.

di rect ory_nane is the name of the directory in which you want to create the
default directory for the user.

b. Inthe .bash_profile file, which is created in the /home/directory_name
directory, add the following lines to set the PATH environment variable:

PATH=/ usr/ shi n: $PATH
export PATH

5. Inthe sudo user's .bashrc, .cshrc, or .kshrc file, which is created in the sudo user's
home directory, add the following line to change the prompt end character from $
(dollar sign) to # (pound sign):

PSI="[\\u@\h:\\wj #"
The encrypted passwords in the shadow file contain $ (dollar sign), which matches

the default prompt end character. You must change the prompt end character to
ensure that changes made to the shadow file are reconciled correctly.

6. Login with the sudo user.
7. Runthe sudo -k command on the target system to clear the validation.

8. Runthe sudo -v command on the target system and ensure that the password
prompt is displayed.

The connector would not work if the sudo user is not prompted for password at this
step.

2.1.2.6 Creating an RBAC User Account for Connector Operations on Solaris

On Solaris, you can either create a sudo user or apply the role-based access control
(RBAC) feature to create an account and assign to it the minimum privileges required
for connector operations.

" Note:

You use the IT resource to specify whether or not you want to use an RBAC
user. Parameters of the IT resource are described later in this chapter.
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To create an RBAC user account:

1.

Run the following command to create a role for the user.

rol eadd -d /export/home/ ROLE_NAME - m ROLE_NAMVE

In this command, replace ROLE_NAME with the name that you want to assign to the
role, for example, O MRol e.

Run the following command to assign a password to the role:

passwd ROLE_NAME

At the prompt, enter a password for the role.

¢ See Also:

Privileges Required for Performing Provisioning and Reconciliation for
information about the privileges required to run the commands that are
used for provisioning and reconciliation

Create a profile for the user as follows:

a. Open the /etc/security/prof_attr file in a text editor and insert the following line
in the file:

PROFI LE_NAME: : : Oracl e Identity Manager Profile:
In this line, replace PROFI LE_NAME with the name that you want to assign to the
profile, for example, O MPr of .

b. Save and close the file.

Add execution attribute entries in the /etc/security/exec_attr file. Each entry
defines a task to be run and the uid that the role will assume when running the
task.

Open the /etc/security/exec_attr file in a text editor, and insert the following lines:

# Note:

There are seven fields in this file, and the colon (;) is used as the
delimiting character.

On Solaris 10, the value suser can be replaced with sol ari s.

Some of the entries contain eui d. These instances of eui d can be
replaced with ui d.

PROFI LE_NAME: suser: cmd: : : / usr/ shi n/ user nod: ui d=0
PROFI LE_NAME: suser: cmd: : : / usr/ shin/ useradd: ui d=0
PROFI LE_NAME: suser: cmd: : : /usr/shin/userdel : ui d=0
PROFI LE_NAME: suser: cnd: : :/ usr/ bi n/ passwd: ui d=0
PROFI LE_NAME: suser: crd: ::/usr/bin/cat: eui d=0
PROFI LE_NAME: suser: cmd: ::/usr/bin/diff:euid=0
PROFI LE_NAME: suser: cmd: ::/usr/bin/sort: eui d=0
PROFI LE_NAME: suser: cmd: : :/usr/bin/rmui d=0
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PROFI LE_NAME: suser: cnd: :: / usr/ bin/ grep: eui d=0
PROFI LE_NAME: suser: cnd: : : / usr/ bi n/ egrep: eui d=0
PROFI LE_NAME: suser: cmd: : : / bi n/ echo: eui d=0
PROFI LE_NAME: suser: cnd: : : / bi n/ sed: eui d=0

You can add similar entries for other commands if you have customized the pre-
configured Solaris scripts to use other commands.

Run the following command to associate the profile with the role:

rol emod - P PROFI LE_NAME ROLE_NAME

Run the following command to create the user:

useradd -d /export/home/ USER_NAME - m USER_NAME

Run the following command to assign a password to the user:

passwd USER_NAME

Run the following command to grant the role to the user:

usermod - R ROLE_NAME USER_NAME

To verify the changes that you have made, open the /etc/user_attr file in a text
editor and verity that the following entries are present in the file:

ROLE_NAME: : : : type=rol e; profil es=PROFI LE_NAME
USER _NAME: : : : t ype=nor mal ; r ol es=ROLE_NAME

2.1.2.7 Configuring Public Key Authentication

ORACLE

To configure Public Key Authentication:

# Note:

e If Public Key Authentication is used, then an RBAC user for a Solaris
target system cannot be used.

e This section contains the procedure to configure Public Key
Authentication for a root user. It can also be configured for a SUDO user.

Copy the util/privateKeyGen.sh file from the installation media directory to any
directory on the target system server.

Open this script file in a text editor and specify a working directory path other than
the default value given in the file.

If required, enter the following command:
For Solaris or Linux:

dos2uni x privateKeyGen. sh privateKeyGen. sh

For HP-UX:
dos2ux privat eKeyGen. sh

Run the privateKeyGen.sh script on the UNIX server.
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Provide a secure passphrase when prompted. Do not leave the passphrase blank.
If you do so, the connector operations will be affected.

When these commands are run, the following files are created in the $HOME/.ssh
directory:

e id_rsa: This is a private key file.
» authorized_keys: This file lists public keys that can be used to log in.

When the keys are generated successfully, edit the sshd_config file for Public Key
Authentication and test login.

After successfully testing login, copy the id_rsa file to the following directory:

O M _HOVE/ ser ver/ Connect or Def aul t Di rect ory/ SSH confi g

You can also copy the file to any directory that is readable and accessible by
Oracle Identity Governance. The permissions for the keys should not be changed.
If you change it for copying, then you must revert the permissions.

# Note:

This release of the connector has been tested and certified only for RSA
keys, and not DSA. In addition, this connector has been tested and
certified for only single key configuration and not multiple keys.

2.1.2.8 Configuring SSH Public Key Authentication

To configure SSH Public Key Authentication:

ORACLE

For Solaris

1.

Set the following parameters in the /etc/ssh/sshd_config file:

PubKeyAut hori zation yes
Passwor dAut henti cation no
Per ni t Root Logi n yes

# Note:

Change the value of Per m t Root Logi n to yes only if it does not violate
local security policies. If Public Key Authentication is enabled, then you
can change the value of Permi t Root Logi n to wi t hout - passwor d.

Instead of using the root account, if you can use a user account with
sudo privileges, then you do not need to perform this step.

To restart the SSH server, enter the following commands:
e Jetc/init.d/sshd stop

 Jetclinit.d/sshd start

To test login:

ssh -i /[.ssh/id_rsa -1 root server_|P_address
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This command prompts you for the passkey before setting up the connection.

Set the pri vat eKey[ LOADFROMURL] advanced settings parameter to include the
complete path of the i d_r sa file with the prefixfile://
For example:

file:/// 0O MHOVE server/ ConnectorDefaul t Di rectory/ SSH config/id_rsa

For HP-UX

1.

Uncomment the following lines in the /etc/ssh/sshd_config file:

Per ni t Root Logi n yes
PubkeyAut henti cation yes
Aut hori zedKeysFil e . ssh/authorized_keys

# Note:

Change the value of Per m t Root Logi n to yes only if it does not violate
local security policies. If Public Key Authentication is enabled, then you
can change the value of Permi t Root Logi n to wi t hout - passwor d.

Instead of using the root account, if you can use a user account with
sudo privileges, then you do not need to perform this step.

To restart the SSH Server, enter the following command:
[ opt/ ssh/ shin/sshd
To test login, enter the following command:

ssh -i /[.ssh/id_rsa -1 root server_|P_address

When prompted, enter the passkey to connect to the server.

In Oracle Identity Manager Design Console, create a new entry in the
Lookup.UNIX.Configuration lookup definition with the following values:
Code Key: pri vat eKey[ LOADFROMURL]

Decode: Add the complete path of the i d_r sa file, with the prefix file://.
For example:

file:/// O MHOVE server/Connector Defaul t Di rectory/ SSH config/id_rsa

For Linux

1.

Enter the following commands to restart the UNIX server:

letclinit.d/ sshd stop
/etclinit.d/ sshd start

Copy the /.ssh/id_rsa file to the following directory:
O M HOME/ server/ Connect or Def aul t Di rect ory/ SSH confi g

To check if you can connect to the target system using the SSH protocol, directly
from the command prompt and without using a password, enter the following
command:
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< Note:

The account used to run the OIM application server on UNIX should
have the ownership of the id_rsa file.

ssh -i O M HOWE server/ Connect or Def aul t Di rect ory/ SSH config/id_rsa -1 root
host _i p_address

In Oracle Identity Manager Design Console, create a new entry in the
Lookup.UNIX.Configuration lookup definition with the following values:
Code Key: pri vat eKey[ LOADFROVURL]

Decode: Add the complete path of the i d_r safile, with the prefix file://.
For example:

file:/// O MHOVE server/Connect or Def aul t Di rect ory/ SSH config/id_rsa

For AIX

1.

Use the /etc/ssh/sshd_config file to set the following parameters:

export PATH=$PATH /usr/sbin
Installation path: /etc/ssh/
sshd -- [usr/sbin/

Open the /etc/ssh/sshd_config file, and uncomment the following lines:

Aut hori zedKeysFi l e . ssh/ authorized_keys
Perni t Root Logi n yes
PubkeyAut henti cation yes

# Note:

Change the value of Per m t Root Logi n to yes only if it does not violate
local security policies. If Public Key Authentication is enabled, then you
can change the value of Permi t Root Logi n to wi t hout - passwor d.

Instead of using the root account, if you can use a user account with
sudo privileges, then you do not need to perform this step.

To restart the SSH server, enter the following command:
fusr/sbin/sshd

To test the login, enter the following command:

ssh -i /[.ssh/id_rsa -1 root server_|P_address

When prompted, enter the passkey to connect to the server.

In Oracle Identity Manager Design Console, create a new entry in the
Lookup.UNIX.Configuration lookup definition with the following values:
Code Key: pri vat eKey[ LOADFROMURL]

Decode: Add the complete path of the i d_r sa file, with the prefix file://.
For example:

file:/// O MHOVE server/Connector Defaul t Di rectory/ SSH config/id_rsa
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2.2 Installation

You must install the connector in Oracle Identity Manager. If necessary, you can also
deploy the connector in a Connector Server.

# Note:

In this guide, the term Connector Installer has been used to refer to the
Connector Installer feature of the Oracle Identity Manager Administrative and
User Console.

Depending on where you want to run the connector code (bundle), the connector
provides the following installation options:

*  To run the connector code locally in Oracle Identity Manager, perform the
procedure described in Installing the Connector in Oracle Identity Manager

e To run the connector code remotely in a Connector Server, perform the
procedures described in Installing the Connector in Oracle Identity Manager and
Deploying the Connector Bundle in a Connector Server.

2.2.1 Installing the Connector in Oracle Identity Manager

In this scenario, you install the connector in Oracle Identity Manager using the
Connector Installer.

# Note:

In this guide, the term Connector Installer has been used to refer to the
Connector Installer feature of the Oracle Identity Manager Administrative and
User Console.

To run the connector code locally in Oracle Identity Manager, perform the following
steps:

1. Copy the contents of the connector installation media directory into the following
directory:

OIM_HOME/server/ConnectorDefaultDirectory

¢ Note:

In an Oracle Identity Manager cluster, perform this step on each node of
the cluster.

2. If you are using Oracle Identity Manager release 11.1.1, perform the following
steps:
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a. Login to the Administrative and User Console.

b. On the Welcome to Identity Manager Advanced Administration page, in the
System Management region, click Manage Connector.

If you are using Oracle Identity Manager release 11.1.2.x, perform the following
steps:

a. Login to Oracle Identity System Administration.
b. In the left pane, under System Management, click Manage Connector.
In the Manage Connector page, click Install.

From the Connector List list, select Generic UNIX Connector 11.1.1.7.0. This list
displays the names and release numbers of connectors whose installation files
you copy into the default connector installation in Step 1.

If you have copied the installation files into a different directory, then:

a. Inthe Alternative Directory field, enter the full path and name of that
directory.

b. To repopulate the list of connectors in the Connector List list, click Refresh.
c. From the Connector List list, select Generic UNIX Connector 11.1.1.7.0.
Click Load.

To start the installation process, click Continue.

The following tasks are performed, in sequence:

a. Configuration of connector libraries

b. Import of the connector XML files (by using the Deployment Manager)

c. Compilation of adapters

On successful completion of a task, a check mark is displayed for the task. If a
task fails, then an X mark and a message stating the reason for failure are
displayed. Depending on the reason for the failure, make the required correction
and then perform one of the following steps:

* Retry the installation by clicking Retry.
e Cancel the installation and begin again from Step 1.

If all three tasks of the connector installation process are successful, then a
message indicating successful installation is displayed. In addition, a list of the
steps that you must perform after the installation is displayed. These steps are as
follows:

a. Ensuring that the prerequisites for using the connector are addressed

# Note:

At this stage, run the Oracle Identity Manager PurgeCache utility to
load the server cache with content from the connector resource
bundle in order to view the list of prerequisites. See Clearing Content
Related to Connector Resource Bundles from the Server Cache for
information about running the PurgeCache utility.

There are no prerequisites for some predefined connectors.
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b. Configuring the IT resource for the connector

Record the name of the IT resource displayed on this page. The procedure to
configure the IT resource is described later in this guide.

c. Configuring the scheduled tasks

Record the names of the scheduled tasks displayed on this page. The
procedure to configure these scheduled tasks is described later in this guide.

When you run the Connector Installer, it copies the connector files and external code
files to destination directories on the Oracle Identity Manager host computer. These
files are listed in Files and Directories on the Installation Media.

2.2.2 Deploying the Connector Bundle in a Connector Server

To deploy the connector bundle remotely in a Connector Server, you must first deploy
the connector in Oracle Identity Manager.

To do so, perform the procedure described in Installing the Connector in Oracle
Identity Manager.

" Note:

* You can download the Connector Server from the Oracle Technology
Network web page.

e See Configuring the IT Resource for the Connector Server for related
information.

e See Using an Identity Connector Server in Oracle Fusion Middleware
Developing and Customizing Applications for Oracle Identity Manager for
more information about installing, configuring, and running the Connector
Server.

To install the connector in the Connector Server:

1. Stop the Connector Server.

2. Copy the connector bundle JAR file from the bundle directory of the connector
installation media into the following directory:

CONNECTOR_SERVER_HOME/bundles

3. Start the Connector Server.

2.3 Postinstallation

ORACLE

Postinstallation for the connector involves configuring Oracle Identity Manager,
enabling logging to track information about all connector events, and configuring the IT
resources. It also involves performing some optional configurations such as localizing
the user interface, setting up lookup definitions for connection pooling, and so on.

Postinstallation steps are divided across the following sections:

*  Configuring Oracle Identity Manager 11.1.2 or Later
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*  Configuring the IT Resource for the Target System

»  Configuring the IT Resource for the Connector Server

»  Setting up the Lookup Definitions for Connector Configuration

*  Setting up the Lookup Definition for Connection Pooling

e Setting up the Lookup Definitions for User Operations

*  Setting up the Lookup Definitions for Attribute Mappings

* Enabling Logging

* Changing to the Required Input Locale

» Clearing Content Related to Connector Resource Bundles from the Server Cache

* Localizing Field Labels in Ul Forms

2.3.1 Configuring Oracle |dentity Manager 11.1.2 or Later

If you are using Oracle Identity Manager release 11.1.2 or later, you must create
additional metadata such as a Ul form and an application instance. In addition, you
must run entitlement and catalog synchronization jobs.

These procedures are described in the following sections:

e Creating and Activating a Sandbox

e Creating a New Ul Form

e Creating an Application Instance

e Publishing a Sandbox

e Harvesting Entitlements and Sync Catalog

e Updating an Existing Application Instance with a New Form

2.3.1.1 Creating and Activating a Sandbox

ORACLE

Create and activate a sandbox as follows:

1. On the upper navigation bar, click Sandboxes. The Manage Sandboxes page is
displayed.

2. On the toolbar, click Create Sandbox. The Create Sandbox dialog box is
displayed.

3. Inthe Sandbox Name field, enter a name for the sandbox. This is a mandatory
field.

4. In the Sandbox Description field, enter a description of the sandbox. This is an
optional field.

5. Click Save and Close. A message is displayed with the sandbox name and
creation label.

6. Click OK. The sandbox is displayed in the Available Sandboxes section of the
Manage Sandboxes page.

7. Select the sandbox that you created.

8. From the table showing the available sandboxes in the Manage Sandboxes page,
select the newly created sandbox that you want to activate.
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On the toolbar, click Activate Sandbox.
The sandbox is activated.

2.3.1.2 Creating a New Ul Form

Create a new Ul form as follows. For detailed instructions, see Creating Forms By
Using the Form Designer in Oracle Fusion Middleware Administering Oracle Identity

Manager.

1. Inthe left pane, under Configuration, click Form Designer.

2. Under Search Results, click Create.

3. Select the resource type for which you want to create the form.
4. Enter a form name and click Create.

2.3.1.3 Creating an Application Instance

Create an application instance and associate it with the form created in Creating a
New Ul Form. Then, publish the application instance to an organization to make the
application instance available for requesting and subsequent provisioning to users.
See the following sections in Oracle Fusion Middleware Administering Oracle Identity
Manager for detailed instructions on creating and publishing application instances:

1.

4.
5.

Creating Application Instances
Publishing an Application Instance to Organizations

In the System Administration page, under Configuration in the left pane, click
Application Instances.

Under Search Results, click Create.

Enter appropriate values for the fields displayed on the Attributes form and click
Save.

In the Form drop-down list, select the newly created form and click Apply.

Publish the application instance for a particular organization.

2.3.1.4 Publishing a Sandbox

To publish the sandbox that you created in Creating and Activating a Sandbox:

1.
2.

Close all the open tabs and pages.

From the table showing the available sandboxes in the Manage Sandboxes page,
select the sandbox that you created in Creating and Activating a Sandbox.

On the toolbar, click Publish Sandbox. A message is displayed asking for
confirmation.

Click Yes to confirm. The sandbox is published and the customizations it
contained are merged with the main line.

2.3.1.5 Harvesting Entitlements and Sync Catalog

To harvest entitlements and sync catalog:

ORACLE
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1. Run the scheduled jobs for lookup field synchronization listed in Scheduled Tasks
for Lookup Field Synchronization.

2. Run the Entitlement List scheduled job to populate Entitlement Assignment
schema from child process form table. See Predefined Scheduled Tasks in Oracle
Fusion Middleware Administering Oracle Identity Manager for more information
about this scheduled job.

3. Run the Catalog Synchronization Job scheduled job. See Predefined Scheduled
Tasks in Oracle Fusion Middleware Administering Oracle Identity Manager for
more information about this scheduled job.

2.3.1.6 Updating an Existing Application Instance with a New Form

For any changes you do in the Form Designer, you must create a new Ul form and
update the changes in an application instance. To update an existing application
instance with a new form:

1. Create a sandbox and activate it as described in Creating and Activating a
Sandbox.

Create a new Ul form for the resource as described in Creating a New Ul Form.
Open the existing application instance.
In the Form field, select the new Ul form that you created.

Save the application instance.

o o p W N

Publish the sandbox as described in Publishing a Sandbox.

2.3.2 Configuring the IT Resource for the Target System

ORACLE

" Note:

If you have configured your target system as a trusted source, then create an
IT resource of type UNIX. For example, UNIX Trusted. The parameters of
this IT resource are the same as the parameters of the IT resources
described in Table 2-2 of this section. See Creating IT Resources in Fusion
Middleware Administering Oracle Identity Manager.

The IT resource for the target system contains connection information about the target
system. Oracle Identity Manager uses this information for reconciliation and
provisioning.

For both provisioning and reconciliation, the connector uses the UNIX Server IT
Resource. This IT resource is created with default parameter values as part of the
connector installation. You must update the IT resource parameters with information
about the target system.

To configure the UNIX Server IT resource:

1. Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

* For Oracle Identity Manager release 11.1.1: Log in to the Administrative and
User Console
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»  For Oracle Identity Manager release 11.1.2.x: Log in to Oracle Identity System
Administration

If you are using Oracle Identity Manager release 11.1.1, then:
a. On the Welcome page, click Advanced in the upper right corner.

b. On the Welcome to Oracle Identity Manager Advanced Administration page, in
the Configuration region, click Manage IT Resource.

If you are using Oracle Identity Manager release 11.1.2.x, then in the left pane
under Configuration, click IT Resource.

In the IT Resource Name field on the Manage IT Resource page, enter UNl X
Server and then click Search. Figure 2-1 shows the Manage IT Resource page.

Figure 2-1 Manage IT Resource Page

Manage IT Resource

Select an IT resource and the action that you want to perform on it.

IT Resource Name UNIX Server
Search Clear
Results 1-1o0f 1 First | Previous | Mext | Last
IT Resource Name IT Resource Type Edit Delete
UNIX Server UNIX Server 7 ] =3

First | Previous | Mext | Last

Click the edit icon corresponding to the UNIX Server IT resource.
From the list at the top of the page, select Details and Parameters.

Specify values for the parameters of the UNIX Server IT resource. Figure 2-2
shows the Edit IT Resource Details and Parameters page.
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Figure 2-2 Edit IT Resource Details and Parameters Page

Edit IT Resource Details and Parameters

You can view additional information about this IT resource : | Details and Parameters [« |

UNIX Server
UNLX Server

IT Resource Name
IT Resource Type

Remote Manager |:|/ Clear
Parameter Value
Configuration Lookup Lookup. UNIX.Configuration
Connector Server Name UNIX, Connector Server
connectionType SSH
connectorPrompt Z@F
host idmvm0&4. us.orade. com
loginshellPrompt [#5]
loginUser uadmin
loginUserpassword sessnene
passphrase
port 22
propertyFileName
rbacAuthorization false
rbacRoleMName
rbacRolePassword
sudoAuthorization false

Update Cancel

Back to Search Results

Table 2-2 describes each parameter of the UNIX Server IT resource.

Table 2-2 Parameters of the UNIX Server IT Resource for the Target System
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Parameter

Description

Configuration Lookup

Name of the lookup definition that stores configuration information used during

reconciliation and provisioning

To use the target system as a target resource, set the following value (default):

Lookup. UNI X. Confi guration

To use the target system as a trusted source, set the following value:

Lookup. UNI X. Confi gurati on. Trust ed

Connector Server Name

Name of the IT resource of type "Connector Server"

A default IT resource for the Connector Server is created during the connector
installation. See Configuring the IT Resource for the Connector Server for

information about modifying the default IT resource.
By default, this field is blank.

If you use a Connector Server, then the default value is: UNI X Connect or

Server

connectionType

Protocol used by the connector to connect to the target system
The connector supports the following connection types:

e SSH- Used for SSH with password-based authentication.

»  SSHPUBKEY - Used for SSH with key-based authentication.
e TELNET - Used for Telnet connection.

Default value: SSH

ORACLE
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Table 2-2 (Cont.) Parameters of the UNIX Server IT Resource for the Target System

L __________________________________________________________________________________________|
Parameter Description

connectorPrompt Shell prompt set by the connector for its operations on the target system
Default value: #@#

Note: If this value occurs in user login names, comment fields, directory names,
and so on, some connector operations may be affected.

In such a case, the value for the connector prompt can be changed to a value that
does not occur in the names.

host Host name or the IP address of the target system computer

loginShellPrompt Shell prompt that you encounter when you login to the target system using the
loginUser account

Default value: [ #$]

Note: This value is a regular expression. By default, the connector works if the
shell prompt on the target system is either # or $.

However, if the shell prompt is different, for example >, then you must change the
value of this parameter to the actual prompt.

To know the loginShellPrompt, perform the following steps on the target system:
a. Login to the target system using the user and the password specified in the
loginUser and loginUserPassword parameters.
Note the login prompt. For example, #.

b. Run the sh command.
Note the shell prompt, if it is different from the previous prompt. For
example, $.

c. Runthesudo -k command.
Note the shell prompt, if it is different from the previous prompt. For
example, $.

d. Runthe sudo -v command.

This will prompt you for the password if loginUser is a SUDO user. Enter the
password and continue. Note the shell prompt, if it is different from the
previous prompt. For example, $.

e. Runthesudo -s command.

Note the shell prompt, if it is different from the previous prompt. For
example, $.

For the values shown in the examples, the loginShellPrompt parameter value
should be [ #3] . In addition, if the shell prompt displayed in any of the previous
steps is similar to hone/ j doe>, then the prompt is > (not the entire string, hone/
j doe>).

loginUser User ID of the administrator to perform connector operations
root orjdoe
Here, j doe can be the SUDO user ID, for the SUDO Admin mode. Alternatively,
on Solaris, it can be the user ID of the account to which you assign the minimum

privileges required to perform connector operations. See Creating a Target
System SUDO User Account for Connector Operations for more information.

loginUserpassword Password of the administrator

passphrase Passphrase for the key file to use with key based authentication
Note: You must provide a passphrase if you use key-based authentication.

ORACLE 2-21



Chapter 2
Postinstallation

Table 2-2 (Cont.) Parameters of the UNIX Server IT Resource for the Target System

L __________________________________________________________________________________________|
Parameter Description

port Port at which the SSH or Telnet service is running on the server
Default value for SSH: 22
Default value for Telnet: 23

propertyFileName Relative path of the ScriptProperties.properties file of the target system

You can leave this field blank if you want to use the default scripts. However, if you
want to use custom scripts other than the OOTB scripts, then you must provide a
value for this field.

The connector will try to determine the path of the properties file by running the
unane -acommand on the target system. If the connector is unable to determine
an appropriate value (when an exception is encountered), then it will display the
following error message:

Unable to determine UNI X Type. Please provide property file
name in | T Resource.

In the case of an error message, enter one of the following values (or a different
path if you want to use customized scripts) depending on the target system and
the user account:

- scripts/solaris/sudo/ScriptProperties.properties

» scripts/solaris/nonsudo/ ScriptProperties.properties

e scripts/linux/sudo/ScriptProperties.properties

e scripts/linux/nonsudo/ ScriptProperties.properties

» scripts/aix/sudo/ScriptProperties.properties

e scripts/aix/nonsudo/ Scri pt Properties.properties

e scripts/hpux/sudo/ ScriptProperties.properties

« scripts/hpux/nonsudo/ Scri pt Properties. properties

rbacAuthorization Indicates whether the user provided in the loginUser parameter is a RBAC user
Default value: f al se

See Creating an RBAC User Account for Connector Operations on Solaris for
more information.

rbacRoleName If you specify the rbacAuthorization parameter as t r ue, then enter the name of the
role assigned to the RBAC user. Otherwise, do not specify a value for this
parameter.

rbacRolePassword If you specify the rbacAuthorization parameter as t r ue, then enter the password
of the role assigned to the RBAC user. Otherwise, do not specify a value for this
parameter.

sudoAuthorization Indicates whether the user provided in the loginUser parameter is a SUDO user
Default value: f al se

8. To save the values, click Update.

2.3.3 Configuring the IT Resource for the Connector Server

Perform the procedure described in this section only if you have installed the
connector bundle in a Connector Server.

The procedure to install the connector bundle in a Connector Server is described in
Deploying the Connector Bundle in a Connector Server. During the installation of the
connector, a default IT resource for the Connector Server for UNIX is created with the
name, UNIX Connector Server.
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To configure or modify the IT resource for the Connector Server:

1. Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

» For Oracle Identity Manager release 11.1.1: Log in to the Administrative and
User Console

*  For Oracle Identity Manager release 11.1.2.x: Log in to Oracle Identity System
Administration

2. If you are using Oracle Identity Manager release 11.1.1, then:
a. On the Welcome page, click Advanced in the upper right corner.

b. On the Welcome to Oracle Identity Manager Advanced Administration page, in
the Configuration region, click Manage IT Resource.

3. If you are using Oracle Identity Manager release 11.1.2.x, then in the left pane
under Configuration, click IT Resource.

4. Inthe IT Resource Name field on the Manage IT Resource page, enter UNI X
Connect or Server and then click Search. Figure 2-3 shows the Manage IT
Resource page.

Figure 2-3 Manage IT Resource Page for Connector Server IT Resource

Manage IT Resource

Select an IT resource and the action that you want to perform on it.

IT Resource Name UNIX Connector Server
Search Clear
Results 1-10f 1 First | Previous | Mext | Last
IT Resource Name IT Resource Type Edit Delete
UNIX Connector Server Connector Server L =3

First | Previous | Mext | Last

5. Click the edit icon corresponding to the Connector Server IT resource.
6. From the list at the top of the page, select Details and Parameters.

7. Specify values for the parameters of the Connector Server IT resource. Figure 2-4
shows the Edit IT Resource Details and Parameters page.
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Figure 2-4 Edit IT Resource Details and Parameters Page for the Connector
Server IT Resource

Edit IT Resource Details and Parameters

‘You can view additional information about this IT resource : | Details and Parameters ﬂ

IT Resource Name UNIX Connector Server
IT Resource Type Connector Server
Remote Manager I:lx Clear
Parameter Value
Host 10.159.218.236
Key LTI L]
Port 8763
Timeout
UseS5L false
Update Cancel

Back to Search Results

Table 2-3 provides information about the parameters of the IT resource.

Table 2-3 Parameters of the IT Resource for the UNIX Connector Server

________________________________________________________________________________________________|]
Parameter Description

Host Enter the host name or IP address of the computer hosting the Connector Server.
Sample value: Host Nanme

Key Enter the key for the Connector Server.

Port Enter the number of the port at which the Connector Server is listening.

By default, this value is blank. You must enter the port number that is displayed
on the terminal when you start the Connector Server.

For example: 8763

Timeout Enter an integer value which specifies the number of milliseconds after which the
connection between the Connector Server and Oracle Identity Manager times out.

If the value is zero or if no value is specified, the timeout is unlimited.
Recommended value: 0

UseSSL Enter t r ue to specify that you will configure SSL between Oracle Identity
Manager and the Connector Server. Otherwise, enter f al se.

Default value: f al se

8. To save the values, click Update.

2.3.4 Setting up the Lookup Definitions for Connector Configuration

The configuration lookup definitions are created in Oracle Identity Manager when you
deploy the connector.

These lookup definitions are either prepopulated with values or you must manually
enter values in them after the connector is deployed. The lookup definitions are as
follows:

e Lookup.UNIX.Configuration
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This lookup definition holds connector configuration entries that are used during
reconciliation and provisioning operations.

*  Lookup.UNIX.Configuration.Trusted

This lookup definition holds connector configuration entries when the target
system is configured as a trusted source.

Table 2-4 lists the default entries in these lookup definitions.

Table 2-4 Entries in the UNIX Configuration Lookup Definitions

Code Key

Decode

Description

Bundle Name

org.identityconnectors. gener
i cuni x

Name of the connector bundle
package

Do not modify this entry.

Bundle Version 1.0.0 Version of the connector bundle
class
Do not modify this entry.
commandTimeout 100000 Time in milliseconds for which the

connector would wait for a response
from the target systemAfter this time,
the connector will throw timeout
exception.

You can increase this value if you
encounter a ‘command timed out'
exception for connector operations.

configPropertiesOnScripts

moveHomeDi r Cont ent s, shadow, def aul

t HomeBaseDi r,

defaul t Pri Group, def aul t Shel |, ni sP
wdDi r,

ni sBui | dDi rect ory, removeHormeDi r Co
ntents, forceDel et eUser Hone, syncTo
ken,

mrrorFil esLocation, connect or Prom

pt

Lists the properties that are sent to
the scripts

For example, if during provisioning,
you want to set a default shell for the
users. To do so:1. Verify that the
'defaultShell' property is a part of this
list.2. Add an entry for this property
in this lookup.Set the Code Key
value to defaultShell.Set the Decode
value to / bi n/ sh.

If the target-specific script supports
the defaultShell property, it would be
set. Not all scripts support all the
attributes listed in the Decode
column. You must manually check
the script contents for supported
attributes.

Connector Name

org.identityconnectors. gener
i cuni x. Generi cUni xConnect or

Name of the connector class
Do not modify this entry.
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Table 2-4 (Cont.) Entries in the UNIX Configuration Lookup Definitions

Code Key

Decode

Description

mirrorFilesLocation

e For Lookup.UNIX.Configuration:
[etc/
connector_mirror _files

* For
Lookup.UNIX.Configuration.Trus
ted:
letc/
connector_mrror _files_ tr
ust ed

Directory used by the connector to
store copies of the /etc/passwd and
shadow files

Note: This directory has to be
manually created on the target
before performing reconciliation.If
you want to specify a different
directory, ensure that the directory
exists on the target system and the
loginUser has read-write access to
the directory.

moveHomeDirContents

Default value: t r ue

Specifies whether the old home
directory contents should be moved
to the new directory location when
changing the Home Directory.

You can enter t rue or f al se as the
Decode value.

passwordExpectExpressions

new \s] (unix[\s])?
password:, new\ s] (unix[\s])?
passwor d([\ s] agai n) ?:

Note: The third-party library,
Expect4j, matches these expected
expressions to the actual contents of
the console output on the UNIX
target system.

Therefore, you must ensure that
these fields have correct values.
Incorrect values may impact the
connector operations.

Regular expression for the two
comma-separated password prompts
that are displayed on the target
system when a password is set for a
user

If the regular expression does not
work on your target system, then you
can specify the exact prompts in this
lookup entry.

For example, if you set the password
for a user and you get the following
prompt:

Enter Password for USERL:
Re-enter Password for USERL:

Then, you can set the Decode value
as follows:

enter password, re-enter
passwor d

ORACLE
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Table 2-4 (Cont.) Entries in the UNIX Configuration Lookup Definitions

Code Key

Decode

Description

prePasswdExpectExpression

Note: This entry does not exist by
default. You must add it to the
configuration lookup if your target
displays extra prompts such as the
prompt shown in the description
column.

For the example shown in the
description column, the sample value
for the choice p will be:

Enter choice here:,p

Some target systems such as HP-UX
may display additional options before
prompting for passwords while
running the passwd command.

For example:

Do you want (choose one |etter
only):

pronounceabl e passwords
generated for you (g)

a string of letters generated
(r »

to pick your passwords (p)?
Enter choice here:
In such a case, you can enter these

Code Key and Decode entries to the
lookup definition.

privateKey[LOADFROMURL]

Note: This entry does not exist by
default. You must add it to the
configuration lookup if you want to
enable key-based authentication.

Sample value:

file:///scratch/files/jars/
uni x/id_rsa_linux

Path to the id_rsa file

rbacRoleExpectExpressions

Note: This entry is applicable only to
Lookup.UNIX.Configuration.

passwor d: , [ $#]

Note: The third-party library,
Expect4j, matches these expected
expressions to the actual contents of
the console output on the UNIX
target system.

Therefore, you must ensure that
these fields have correct values.
Incorrect values may impact the
connector operations.

Regular expressions for the two
comma-separated prompts

The first prompt (password:) is the
password prompt displayed on the
Solaris target system when you enter
the SUDO mode for the RBAC role.
If the target system displays a
different prompt, then you must
change this password prompt.

The second prompt ([$#]) is the shell
prompt displayed after running the
previous command in SUDO mode.
If the target system displays a
different prompt, then you must
change this shell prompt.

sudoPasswdExpectExpression

password

Note: The third-party library,
Expect4j, matches these expected
expressions to the actual contents of
the console output on the UNIX
target system.

Therefore, you must ensure that
these fields have correct values.
Incorrect values may impact the
connector operations.

Regular expression for the password
prompt displayed on the target
system when you enter the SUDO
mode

If the target system displays a
different prompt, then you must
change this password prompt.

supportedLanguage

Bourne

Shell script language supported on
the target system

ORACLE
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Table 2-4 (Cont.) Entries in the UNIX Configuration Lookup Definitions

Code Key

Decode

Description

targetDateFormat

yyyy-MM-dd

Note: You must ensure that this is
the correct Java date format for the
target system. An incorrect format
may affect provisioning of the Expire
Date attribute.

For information about the date
format, see http: //

docs. oracl e. conl j avase/ 6/
docs/ api/javaltext/

Si npl eDat eFor nat . ht nl and
http://docs. oracl e. com

j avase/ 6/ docs/ api/javal text/
Dat eFor mat . ht nl .

Format of the date on the target
system

telnetAuthenticationPrompts

Note: This entry is applicable for
Telnet connection, when the
connectionType parameter of the IT
Resource is set to TELNET.

| ogi n:, Passwor d:

Note: The third-party library,
Expect4j, matches these expected
expressions to the actual contents of
the console output on the UNIX
target system.

Therefore, you must ensure that
these fields have correct values.
Incorrect values may impact the
connector operations.

The login and password prompts on
a target system using Telnet
connection.

User Configuration Lookup

e For Lookup.UNIX.Configuration:
Lookup. UNI X. UM Conf i gur at
i on

« For
Lookup.UNIX.Configuration.Trus
ted:

Lookup. UNI X. UM Conf i gur at
ion. Trusted

Name of the lookup definition that
contains user-specific configuration
properties

Do not modify this entry.

whitelistRegex

[AZa-z0-9 //]*

Specifies characters that are allowed
as a part of the field values

For example:

The regular expression, [ A- Za-

z0-9 //]*, allows all alphanumeric,
underscore, and forward slash
characters. You can add more
characters if needed.

Note: For information about the
supported regular expressions, you
can refer to a guide such as
http://ww. zytrax. con

tech/ web/ regex. htm

This regular expression does not
apply to the GECOS field, which can
have any characters.
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Table 2-4 (Cont.) Entries in the UNIX Configuration Lookup Definitions

Code Key Decode Description
isSudoWithNoPasswd true/false true: If NoPasswd is configured for
Note: This entry does not exist by SUDO user.

default. If you want the support for If not, false.

SUDO user with NoPasswd, then

you must add it to the configuration

lookup definition.

defaultConnectorShell sh This is the defaultShell used for

Note: If you are using RBAC, then

connector operations.

the decode value must be changed Do not modify this entry unless you
from sh to pf sh. are using RBAC

2.3.5 Setting up the Lookup Definition for Connection Pooling

By default, this connector uses the ICF connection pooling.

ORACLE

Table 2-5 lists the connection pooling properties, their description, and default values

set in ICF:

Table 2-5 Connection Pooling Properties

Property

Description

Pool Max Idle

Maximum number of idle objects in a pool.
Default value: 10

Pool Max Size

Maximum number of connections that the pool can create.
Default value: 10

Pool Max Wait

Maximum time, in milliseconds, the pool must wait for a free
object to make itself available to be consumed for an operation.

Default value: 150000

Pool Min Evict Idle Time

Minimum time, in milliseconds, the connector must wait before
evicting an idle object.

Default value: 120000

Pool Min Idle

Minimum number of idle objects in a pool.
Default value: 1

If you want to modify the connection pooling properties to use values that suit
requirements in your environment, then:

Log in to the Design Console.

Expand Administration, and then double-click Lookup Definition.

1
2
3. Search for and open the Lookup.UNIX.Configuration lookup definition.
4

On the Lookup Code Information tab, click Add.

A new row is added.

5. Inthe Code Key column of the new row, enter Pool Max |dle.
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6. Inthe Decode column of the new row, enter a value corresponding to the Pool
Max Idle property.

7. Repeat Steps 4 through 6 for adding each of the connection pooling properties
listed in Table 2-5.

8. Click the save icon.

2.3.6 Setting up the Lookup Definitions for User Operations

The user management lookup definitions are created in Oracle Identity Manager when
you deploy the connector. These lookup definitions are either prepopulated with values
or values must be manually entered in them after the connector is deployed. The

lookup definitions are as follows:

*  Lookup.UNIX.UM.Configuration
*  Lookup.UNIX.UM.Configuration.Trusted

2.3.6.1 Lookup.UNIX.UM.Configuration

The Lookup.UNIX.UM.Configuration lookup definition holds configuration entries that
are specific to the user object type. This lookup definition is used during user
management operations.

Table 2-6 lists the default entries in this lookup definition.

Table 2-6 Entries in the Lookup.UNIX.UM.Configuration
|

Code Key

Decode

Description

Provisioning Attribute Map

Lookup.UNIX.UM.ProvAttrMap

This entry holds the name of the lookup definition
that maps process form fields and target system
attributes.

See Lookup.UNIX.UM.ProvAttrMap for more
information about this lookup definition.

Recon Attribute Map

Lookup.UNIX.UM.ReconAttrM
ap

This entry holds the name of the lookup definition
that maps resource object fields and target system
attributes.

See Lookup.UNIX.UM.ReconAttrMap for more
information about this lookup definition.

Recon Transformation
Lookup

Note: This entry does not
exist by default. You must
add it if you want to enable
transformation during
reconciliation.

Lookup.UNIX.UM.ReconTrans
formation

This entry holds the name of the lookup definition
that is used to configure transformation of attribute
values that are fetched from the target system
during user reconciliation.

See Configuring Transformation of Data During
User Reconciliation for more information about
adding entries in this lookup definition.

Recon Validation Lookup

Note: This entry does not
exist by default. You must
add it if you want to enable
validation during
reconciliation.

Lookup.UNIX.UM.ReconValid
ation

This entry holds the name of the lookup definition
that is used to configure validation of attribute
values that are fetched from the target system
during reconciliation.

See Configuring Validation of Data During
Reconciliation and Provisioning for more
information about adding entries in this lookup
definition.

ORACLE
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Table 2-6 (Cont.) Entries in the Lookup.UNIX.UM.Configuration
]

Code Key Decode Description

Provisioning Validation Lookup.UNIX.UM.ProvValidati This entry holds the name of the lookup definition

Lookup on that is used to configure validation of attribute

Note: This entry does not values entered on the process form during

exist by default. You must provisioning operations.

add it if you want to enable See Configuring Validation of Data During

validation during provisioning. Reconciliation and Provisioning for more
information about adding entries in this lookup
definition.

Recon Exclusion Lookup Lookup.UNIX.UM.ProvExclusi This entry holds the name of the lookup definition

Note: This entry does not onList that is used to configure resource exclusion lists

exist by default. You must during reconciliation.

add it if you want to enable See Configuring Resource Exclusion Lists for more

resource exclusions during information.

reconciliation.

Provisioning Exclusion Lookup.UNIX.UM.ReconExclu This entry holds the name of the lookup definition

Lookup sionList that is used to configure resource exclusion lists

Note: This entry does not during provisioning operations.

exist by default. You must See Configuring Resource Exclusion Lists for more

add it if you want to enable information about adding entries in this lookup

resource exclusions during definition.

provisioning.

2.3.6.2 Lookup.UNIX.UM.Configuration.Trusted

The Lookup.UNIX.UM.Configuration.Trusted lookup definition holds configuration
entries that are specific to the user object type when the target system is configured as
a trusted source. This lookup definition is used during user management operations.

Table 2-7 lists the default entries in this lookup definition.

Table 2-7 Entries in the Lookup.UNIX.UM.Configuration.Trusted
- ______________________________________________________________________________]

Code Key Decode Description
Recon Attribute Defaults Lookup.UNIX.UM.ReconAttrM  This entry holds the name of the lookup definition
ap.TrustedDefaults that maps process form fields and target system
attributes.
See

Lookup.UNIX.UM.ReconAttrMap.TrustedDefaults
for more information about this lookup definition.

Recon Attribute Map Lookup.UNIX.UM.ReconAttrM  This entry holds the name of the lookup definition
ap.Trusted that maps resource object fields and target system
attributes.

See Lookup.UNIX.UM.ReconAttrMap.Trusted for
more information about this lookup definition.
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2.3.7 Setting up the Lookup Definitions for Attribute Mappings

The attribute mapping lookup definitions are created in Oracle ldentity Manager when
you deploy the connector. These lookup definitions are either prepopulated with values
or values must be manually entered in them after the connector is deployed. The
lookup definitions are as follows:

*  Lookup.UNIX.UM.ProvAttrMap

*  Lookup.UNIX.UM.ReconAttrMap

* Lookup.UNIX.UM.ReconAttrMap.Trusted

*  Lookup.UNIX.UM.ReconAttrMap.TrustedDefaults
* Lookup.UNIX.YesNo.Options

2.3.7.1 Lookup.UNIX.UM.ProvAttrMap

ORACLE

The Lookup.UNIX.UM.ProvAttrMap lookup definition holds mappings between process
form fields (Code Key values) and target system attributes (Decode values) used
during provisioning operations.

You can add entries to this lookup if you want to map new target system attributes for
provisioning. See Adding Custom Attributes for Provisioning for more information.

Table 2-8 lists the default entries in this lookup definition.

Table 2-8 Entries in the Lookup.UNIX.UM.ProvAttrMap

Code Key

Decode

Create home directory

CREATE_HOME_DIR

Expire Date[DATE]

EXP_DATE##DATE##

GECOS COMMENTS##COMMENTS##
Home Directory HOME_DIR

Inactive Days INACTIVE

Password _ PASSWORD__
Primary Group[LOOKUP] PGROUP
ReturnValue _uUib__

Skeleton Directory SKEL_DIR
UD_UNIX_CH~Secondary = SECONDARYGROUP
Group[LOOKUP]

uiD USID

User Login __ NAME__

Note: This value is a target system attribute, used by the
connector for internal purposes.

User Shell[LOOKUP]

USER_SHELL
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2.3.7.2 Lookup.UNIX.UM.ReconAttrMap

The Lookup.UNIX.UM.ReconAttrMap lookup definition holds mappings between
resource object fields (Code Key values) and target system attributes (Decode values)
used during reconciliation operations.

You can add entries to this lookup definition if you want to map new target system
attributes for reconciliation. See Adding Custom Attributes for Target Resource
Reconciliation for more information.

Table 2-9 lists the default entries in this lookup definition.

Table 2-9 Entries in the Lookup.UNIX.UM.ReconAttrMap
|

Code Key

Decode

Create home directory

CREATE_HOME_DIR

Expire Date[DATE]

EXP_DATE##DATE##

GECOS COMMENTS
Home Directory HOME_DIR
Inactive Days INACTIVE
Primary Group[LOOKUP] PGROUP
ReturnValue __UIb__

Note: This value is a target system attribute, used by the
connector for internal purposes.

Secondary SECONDARYGROUP
Groups~Secondary

Group[LOOKUP]

Status _ ENABLE__

uiD usiD

User Login __NAME__

User Shell[LOOKUP] USER_SHELL

2.3.7.3 Lookup.UNIX.UM.ReconAttrMap.Trusted

The Lookup.UNIX.UM.ReconAttrMap.Trusted lookup definition holds mappings
between resource object fields (Code Key values) and target system attributes
(Decode values) used during reconciliation operations. This lookup definition is used
during user management operations when the target system is configured as a trusted

source.

Table 2-10 lists the default entries in this lookup definition.

Table 2-10 Entries in the Lookup.UNIX.UM.ReconAttrMap.Trusted
|

Code Key Decode
LastName __ NAME__
TrustedStatus[TRUSTED]  _ ENABLE__
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Table 2-10 (Cont.) Entries in the Lookup.UNIX.UM.ReconAttrMap.Trusted

__________________________________________________________________________|
Code Key Decode

User ID __uUID__

2.3.7.4 Lookup.UNIX.UM.ReconAttrMap. TrustedDefaults

The Lookup.UNIX.UM.ReconAttrMap.TrustedDefaults lookup definition is used when
the target system is configured as a trusted source.

These entries are OIM User attributes. The fields are not mapped to any UNIX target
system fields. The default values are set for these fields in this lookup.

Table 2-11 lists the default entries in this lookup definition.

Table 2-11 Entries in the Lookup.UNIX.UM.ReconAttrMap.TrustedDefaults
|

Code Key Decode
Organization Xellerate Users
Role Full-Time

User Type End-User

2.3.7.5 Lookup.UNIX.YesNo.Options

The Lookup.UNIX.YesNo.Options lookup definition is used to set value for a process
form field that is boolean in nature, such as true or false. Do not modify the entries in
this lookup definition.

This lookup contains the following entries by default:

Code Key Decode
false false
true true

2.3.8 Enabling Logging

Oracle Identity Manager uses Oracle Java Diagnostic Logging (OJDL) for logging.
OJDL is based on java.util.logger. To specify the type of event for which you want
logging to take place, you can set the log level to one of the following:

# Note:

In an Oracle Identity Manager cluster, perform this procedure on each node
of the cluster. Then, restart each node.

e SEVERE.intValue()+100
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This level enables logging of information about fatal errors.
SEVERE

This level enables logging of information about errors that might allow Oracle
Identity Manager to continue running.

WARNING
This level enables logging of information about potentially harmful situations.
INFO

This level enables logging of messages that highlight the progress of the
application.

CONFIG

This level enables logging of information about fine-grained events that are useful
for debugging.

FINE, FINER, FINEST

These levels enable logging of information about fine-grained events, where
FINEST logs information about all events.

These log levels are mapped to ODL message type and level combinations as shown

In

Table 2-12 Log Levels and ODL Message Type:Level Combinations

Log Level ODL Message Type:Level
SEVERE.intValue()+100 INCIDENT_ERROR:1
SEVERE ERROR:1

WARNING WARNING:1

INFO NOTIFICATION:1
CONFIG NOTIFICATION:16

FINE TRACE:1

FINER TRACE:16

FINEST TRACE:32

The configuration file for OJDL is logging.xml, which is located at the following path:

DOMAIN_HOMEI/config/fmwconfig/servers/OIM_SERVER/logging.xml|

Here, DOMAIN_HOME and OIM_SERVER are the domain name and server name
specified during the installation of Oracle Identity Manager.

To enable logging in Oracle WebLogic Server:

1.

Edit the logging.xml file as follows:
a. Add the following blocks in the file:

<l og_handl er name="uni x- handl er' |evel =" [LOG_LEVEL]
class="oracl e. core. ojdl .l ogging. ODLHandl er Fact ory"' >
<property name='|ogreader:' value="off'/>
<property name='path' val ue=" [FILE_NAME]' />
<property name='format' val ue=" CDL-Text'/>
<property name='useThreadNane' val ue="true'/>
<property name='locale' value="en'/>
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<property name=' maxFil eSize' val ue='5242880' / >
<property name=' maxLogSi ze' val ue='52428800' />
<property name='encodi ng' val ue=' UTF-8'/>

</l og_handl er >

<l ogger name="ORG. | DENTI TYCONNECTORS. GENERI CUNI X" | evel =" [LOG_LEVEL]"
usePar ent Handl er s="f al se" >
<handl er name="uni x- handl er"/>
<handl er nane="consol e-handl er"/>
</l ogger >

b. Replace both occurrences of [LOG_LEVEL] with the ODL message type and
level combination that you require. Table 2-12 lists the supported message
type and level combinations.

Similarly, replace [FILE_NAME] with the full path and name of the log file in
which you want log messages to be recorded.

The following blocks show sample values for [LOG_LEVEL] and [FILE_NAME] :

<l og_handl er name="uni x- handl er' |evel =" NOTIFICATION:1'
class="oracl e. core. ojdl .l ogging. ODLHandl er Fact ory"' >
<property name='|ogreader:' value="off'/>

<property name='path' val ue="' F:\MyMachine\middleware\user_projects
\domains\base_domainl\servers\oim_serverl\logs\oim_serverl-
diagnostic-1.log' / >

<property name='format' val ue=" CDL-Text'/>

<property name='useThreadNane' val ue="true'/>

<property name='|ocale' value="en'/>

<property name=' maxFil eSize' val ue='5242880' />

<property name='maxLogSi ze' val ue='52428800' />

<property name='encodi ng' val ue=" UTF-8'/>

</l og_handl er >

<l ogger name="ORG | DENTI TYCONNECTORS. GENERI CUNI X" | evel ="NOTIFICATION:1"
usePar ent Handl ers="f al se" >
<handl er name="t el net ssh-handl er"/>
<handl er name="consol e-handl er"/>
</l ogger >

With these sample values, when you use Oracle Identity Governance, all
messages generated for this connector that are of a log level equal to or higher
than the NOTI FI CATI ON: 1 level are recorded in the specified file.

Save and close the file.
Set the following environment variable to redirect the server logs to a file:
For Microsoft Windows:

set W.S_REDI RECT_LOG=FI LENAMVE

For UNIX:
export W.S REDI RECT_LOG=FI LENAME

Replace FILENAME with the location and name of the file to which you want to
redirect the output.

Restart the application server.
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2.3.9 Changing to the Required Input Locale

Changing to the required input locale (language and country setting) involves installing
the required fonts and setting the required input locale.

# Note:

In an Oracle Identity Manager cluster, you must perform this step on each
node of the cluster. Then, restart each node.

You may require the assistance of the system administrator to change to the required
input locale.

2.3.10 Clearing Content Related to Connector Resource Bundles from
the Server Cache

When you deploy the connector, the resource bundles are copied from the resources
directory on the installation media into the Oracle Identity Manager database.
Whenever you add a new resource bundle to the connectorResources directory or
make a change in an existing resource bundle, you must clear content related to
connector resource bundles from the server cache.

# Note:

In an Oracle Identity Manager cluster, you must perform this step on each
node of the cluster. Then, restart each node.

To clear content related to connector resource bundles from the server cache:

1. In a command window, switch to the OIM_HOME/server/bin directory.

2. Enter one of the following commands:

# Note:

You can use the PurgeCache utility to purge the cache for any content
category. Run Pur geCache. bat CATEGORY_NAME on Microsoft Windows or
Pur geCache. sh CATEGORY_NAVME on UNIX. The CATEGORY_NAME argument
represents the name of the content category that must be purged.

For example, the following commands purge Metadata entries from the
server cache:

Pur geCache. bat Met aDat a
Pur geCache. sh Met aDat a
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On Microsoft Windows: Pur geCache. bat Al |
On UNIX: Pur geCache. sh Al'l

When prompted, enter the user name and password of an account belonging to
the SYSTEM ADMINISTRATORS group. In addition, you are prompted to enter
the service URL in the following format:

t3:// 0 M _HOST_NAME: O M PORT_NUMBER

In this format:

* Replace O M _HOST_NAME with the host name or IP address of the Oracle
Identity Manager host computer.

* Replace O M PORT_NUMBER with the port on which Oracle Identity Manager is
listening.

2.3.11 Localizing Field Labels in Ul Forms

ORACLE

You can localize Ul form field labels by using the resource bundle corresponding to the
language you want to use. The resource bundles are available in the connector
installation package.

# Note:

Perform the procedure described in this section only if you are using Oracle
Identity Manager release 11.1.2.x or later and you want to localize Ul form
field labels.

To localize field label that you add to in Ul forms:

1. Log into Oracle Enterprise Manager.

2. Inthe left pane, expand Application Deployments and then select
oracle.iam.console.identity.sysadmin.ear.

3. Inthe right pane, from the Application Deployment list, select MDS Configuration.

4. On the MDS Configuration page, click Export and save the archive to the local
computer.

5. Extract the contents of the archive, and open the following file in a text editor:
e For Oracle Identity Manager 11g Release 2 PS2 (11.1.2.2.0) or later releases:
SAVED_LOCATION\\xliffBundles\oracle\iam\ui\runtime\BizEditorBundle_en.xIf
e For releases prior to Oracle Identity Manager 11g Release 2 PS2 (11.1.2.2.0):
SAVED_LOCATION\\liffBundles\oracle\iam\ui\runtime\BizEditorBundle.xIf
6. Edit the BizEditorBundle.xIf file in the following manner:
a. Search for the following text:

<file source-language="en"
original ="/xliffBundles/oracle/iam ui/runtinme/BizEditorBundle.xIf"
dat at ype="x-oracl e-adf ">

b. Replace with the following text:
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<file source-language="en" target-|anguage="LANG CODE"
original ="/xliffBundles/oracle/iam ui/runtine/BizEditorBundle.xIf"
dat at ype="x-oracl e-adf ">

In this text, replace LANG_CODE with the code of the language that you want
to localize the form field labels. The following is a sample value for localizing
the form field labels in French:

<file source-language="en" target-Ianguage="fr"
original ="/xliffBundles/oracle/iam ui/runtine/BizEditorBundle.xIf"
dat at ype="x-oracl e-adf ">

c. Search for the application instance code. This procedure shows a sample edit
for UNIX application instance. The original code is:

<trans-unit id="$

{adf Bundl e[ ' oracl e. adf . busi nessedi t or. nodel . util.BaseRunti meResour ceBundl e']
[" persdef.sessiondef.oracle.iamui.runtine.formnodel.user.entity.userEO UD_U
NI X_GRPNAME__c_description']}">

<sour ce>Primary G oup</source>

</target>

</trans-unit>

<trans-unit

i d="sessi ondef.oracle.iamui.runtine.formnodel . UNI X entity.UNI XEQ UD_UNI X_GR
PNAME _c_LABEL">

<sour ce>Primary G oup</source>

</target>

</trans-unit>

d. Open the resource file from the connector package, for example
UNIX_fr.properties, and get the value of the attribute from the file, for example,
global.udf.UD_UNIX_GRPNAME= Groupe principal.

e. Replace the original code shown in Step 6.c with the following:

<trans-unit id="$

{adf Bundl e[ ' oracl e. adf . busi nessedi tor. nodel . util.BaseRunti meResour ceBundl e']
[ persdef.sessiondef.oracle.iamui.runtine.formnodel.user.entity.userEO UD_U
NI X_GRPNAME__c_description']}">

<source> Primary G oup</source>

<target> Groupe principal </target>

</trans-unit>

<trans-unit

i d="sessi ondef.oracle.iamui.runtine.formnodel.UN X entity. UNI XEQ UD_UNI X_GR
PNAME _c_LABEL">

<source> Primary G oup</source>

<target> Groupe principal </target>

</trans-unit>

f. Repeat Steps 6.a through 6.d for all attributes of the process form.

g. Save the file as BizEditorBundle_LANG_CODE xIf. In this file name, replace
LANG_CODE with the code of the language to which you are localizing.

Sample file name: BizEditorBundle_fr.xIf.

7. Repackage the ZIP file and import it into MDS.
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" See Also:

Deploying and Undeploying Customizations in Oracle Fusion Middleware
Developing and Customizing Applications for Oracle Identity Governance
for more information about exporting and importing metadata files

Log out of and log in to Oracle Identity Governance.

2.4 Upgrading the Connector

If you have already deployed an earlier release of this connector, then upgrade the
connector to the current release 11.1.1.7.0.

" Note:
Before you perform the upgrade procedure:

e ltis strongly recommended that you create a backup of the Oracle
Identity Manager database. Refer to the database documentation for
information about creating a backup.

e As a best practice, first perform the upgrade procedure in a test
environment.

e If you have added custom attributes to an earlier release of the
connector, you must retain and configure all the custom attributes after
the upgrade procedure.

The following sections discuss the procedure to upgrade the connector:

Preupgrade Steps

Upgrade the UNIX Connector from Release 11.1.1.6.0t0 11.1.1.7.0
Upgrade Steps

Postupgrade Steps

2.4.1 Preupgrade Steps

Perform the following preupgrade steps:

ORACLE

1.
2.
3.

Perform a reconciliation run to fetch all latest updates to Oracle Identity Manager.
Perform the preupgrade procedure documented.

Define the source connector (an earlier release of the connector that must be
upgraded) in Oracle Identity Manager. You define the source connector to update
the Deployment Manager XML file with customization changes made to the
connector.
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2.4.2 Upgrade the UNIX Connector from Release 11.1.1.6.0 to

11.1.1.7.0

You can upgrade the UNIX connector from release 11.1.1.6.0 to this release of the
connector.

To do so, perform the following procedures:

Setting Entitlement Tagging.
Setting IT Resource, Account ID, and Account Name Tagging.

Setting the Status of Task to Object Status Mapping of the Secondary Group
Update Process Task to None .

Updating the Connector Bundle.

2.4.2.1 Setting Entitlement Tagging

To set entitlement tagging for secondary groups child form (UD_UNIX_CH), do the

following:

1. Log in to the Oracle Identity Manager Design Console.

2. Expand Development Tools and then double-click Form Designer.

3. Enter the name of the UNIX child form, UD_UNI X _CH, in the Table Name field and
click the Query for records button.

4. Click Create New Version.

5. Inthe Create a New Version dialog box, specify the version name in the Label
field, save the changes, and then close the dialog box.

6. From the Current Version list, select the newly created version.

7. Click the Properties tab.

8. Select the Secondary Group field, and click Add Property.

9. From the Property Name list, select Entitlement.

10. In the Property Value field, enter t r ue.

11. Click Make Version Active.

2.4.2.2 Setting IT Resource, Account ID, and Account Name Tagging

ORACLE

To set IT resource, Account ID, and Account Name tagging in the process form
(UD_UNIX), do the following:

1.

In the Oracle Identity Manager Design Console, expand Development Tools and
then double-click Form Designer.

Enter the name of the parent form, UD_UNI X, in the Table Name field and click the
Query for records button.

Click Create New Version.

In the Create a New Version dialog box, specify the version hame in the Label
field, save the changes, and then close the dialog box.
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From the Current Version list, select the newly created version.
Click the Properties tab.

Select the IT Resource field, and click Add Property.

From the Property Name list, select ITResource.

In the Property Value field, enter t r ue.

. Select the User Login field, and click Add Property.

From the Property Name list, select AccountName.

In the Property Value field, enter t r ue.

Select the User Login field, and click Add Property.

From the Property Name list, select AccountiD.

In the Property Value field, enter t r ue.

Update the parent form to add the child form created in Step 1.
Click Make Version Active.

Recreate the form in the user interface (Ul) and update the application instance
with the new form as described in Updating an Existing Application Instance with a
New Form .

2.4.2.3 Setting the Status of Task to Object Status Mapping of the Secondary
Group Update Process Task to None

To set the status of task to object status mapping of the secondary group update
process task to none, do the following:

1.

In the Oracle Identity Manager Design Console, expand Process Management
and then double-click Process definition.

In the Name field, enter UNI X and then click the Query for records button.
Under Tasks, open the Secondary Group Update task.

In the Task to Object Status Mapping tab, change the Object Status of status C
from Provisioned to None.

2.4.2.4 Updating the Connector Bundle

Update the connector bundle in the Oracle Identity Manager database with the latest
bundle JAR from this release.

2.4.3 Upgrade Steps

Depending on the environment in which you are upgrading the connector, perform one
of the following steps:

ORACLE

Staging Environment
Perform the upgrade procedure by using the wizard mode.
Production Environment

Perform the upgrade procedure by using the silent mode.
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See Procedure to Upgrade a Connector in Oracle Fusion Middleware Administering
Oracle Identity Manager for detailed information about the wizard and silent modes.

The following sample screenshots show the connector artifacts to be mapped between

the new and the old connectors:

Connector Management - Upgrading

Step 2: Define Resource Object Mapping

Map new and existing resource objects,

New Resource Objects

Cancel << Back Continue >>

Connector Management - Upgrading

Step 2: Define Resource Object Mapping

Map new and existing resource objects.

New Resource Objects

Cancel << Back Continue >>

Connector Management - Upgrading

Step 4: Define Process Definition Mappings

Map new and existing process definitions.

New Process Definitions

Cancel << Back Continue >>

ORACLE

(2)(3 4567 89 101112131

Existing Resource Objects
None hd

()3 045 (67 88 101 1213 14

Existing Resource Objects
SSH User ~

()5 (67 (8 (9011 12 13 14

Existing Process Definitions
Mane hd
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506078 (8 40 1) 12 13 18

%tep 4: Define Process Definition Mappings

Map new and existing process definitions,

New Process Definitions Existing Process Definitions
LINEX S5H User

Select the process tasks that must be retained from the existing process definition. The process tasks listed below only exists in the old process definition

Note: If you have customized a shipped process task, then consider whether you would like to retain your custamization.
Results 1-10af 15 First | Previous | Mext | Last
Process Task Retain
Disable User
Enable User
GECOS Updated
Password Updated
Default Shell Updated
Password Change Time Updated
Create User
Delete User
Hame Directory Updated

Primary Group Mame Updated

§ 0000000000

ol

First | Previous | Next | Last

Cancel << Back Continue >>

= i 1203 4 (8)8)(7 88 01 1213 14

}Step 5: Process Definition Mapping Summary

Review process definition mappings.

Results 1-20f 2 First | Previous | Mext | Last

New Process Definitions Existing Process Definitions
UNIX User Trusted Mane
UNIX S5H User

First | Previous | Next | Last

Cancel << Back Continue >>

ORACLE"
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-

12545 (8)(7 08 (8 A0 142 13 e

}Step 6: Define Form Mappings

Map new and existing forms.

New Forms Existing Forms
UD_UNIX_CH None
Cancel | << Back Continue >> |
-

c - 1205 4 5 (8)7)08 (9 0 1 12 1314
}Step 6: Define Form Mappings
Map new and existing forms.

Existing Forms

UD_SSH

Select the form columns that must be merged.

Results 1-30f 3 First | Previous | Mext | Last
Form Column Names
UD_SSH_PWDCHGTIME
UD_SSH_SECGRPMAMES
UD_SSH_CREATEHOME

First | Previous | Mext | Last

Cancel << Back Continue >>

Selected

ooo

Add

ORACLE"
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Connector Management - Upgrading 9 10 11 12 13 14
Step 8: Define IT Resource Type Definition Mappings
Map new and existing IT resource type definitions.
New IT Resource Type Definitions Existing IT Resource Type Definitions
S5H Serwer ~

Select the customized atiributes from the existing IT resource type definition.

Results 1-10 of 13 First | Previous | Next | Last
IT Rescurce Type Definition Attributes Retain
Server [P Address B
Admin UserId )
Admin Password / Private Key file Pwd i}
Port F
Server 05 i}
Shell Prompt F
Delay O
TimeOut )
MaxRetry O
Private Key .l
Retain
First | Previous | Next | Last
Cancel << Back Continue >=

2.4.4 Postupgrade Steps

Perform the following postupgrade steps:

1. If you are using Oracle Identity Manager release 11.1.2.x or later, you must create
a new Ul form and attach it to an existing application instance to view the user-
defined fields (UDFs or custom attributes). For more information about UDFs, see
Configuring Custom Attributes in Oracle Fusion Middleware Administering Oracle
Identity Manager.

2. Modify the parent form and the child form as follows:
a. Create a new version of the parent form, UD_UNIX, and make it active.
For example: v_11.1.1.7.2

b. Ensure that the child form, UD_UNIX_CH, is linked to the parent form
UD_UNIX in the Design Console.

# Note:

You must perform these steps as a workaround for the known issue
where the parent form is not linked to the child form after upgrading the
connector. This issue is also described under Bug 13690646 in Known
Issues.

3. Re-configure the IT resource of the source connector (an earlier release of the
connector that must be upgraded). See Configuring the IT Resource for the Target
System for information.
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4. Run the Form Version Control (FVC) utility to manage data changes on a form
after an upgrade operation. To do so:

a.

In a text editor, open the fvc.properties file located in the OIM_DC_HOME
directory and include the following entries:

For nName; UD_UNI X

FronVersi on; 3

ToVersion;v_11.1.1.7.2

Par ent Par ent ; UD_UNI X_USERLOG N; UD_UNI X_RETURNVALUE
Parent ; UD_UNI X_CREATE_HOMVE DI R, f al se

" Note:

The value of the ToVersion field must match the version of the child
form created in Step 3.a.

Run the FVC utility. This utility is copied into the following directory when you
install the design console:

For Microsoft Windows:
OIM_DC_HOME/fvcutil.bat
For UNIX:
OIM_DC_HOME/fvcutil.sh

When you run this utility, you are prompted to enter the login credentials of the
Oracle Identity Manager administrator, and the logger level and log file
location.

5. Run the PostUpgradeScriptUnix.sql script as follows:

a.

Connect to the Oracle Identity Manager database by using the OIM User
credentials.

Run the PostUpgradeScriptUnix.sql located in the OIM_HOME/server/
ConnectorDefaultDirectory/UNIX_Package/Upgrade directory.

6. Setup incremental reconciliation as follows:

a.

On the target system, copy the password mirror file (/ et ¢/ passwdl), the
shadow mirror file (/ et ¢/ shadowl), and the group file (/ et ¢/ gr oup) to the
location specified by the mirrorFilesLocation attribute (/ et ¢/
connector_nirror_files)in the configuration lookup definition

(Lookup. UNI X. Confi gurati on).

Get the current date and time on the target system by running one of the
following commands:

For Linux, use $(date ' +%a% /% %N )

For Solaris, use (dat e ' +%Pd% %PALE $random

For HPUX and AlX, use ($(date ' +%r@d%%S ) $RANDOV)
Save this value as syncToken.

For example, syncToken = ' 090420121333955808939929000'

Rename the /etc/lconnector_mirror_files/passwdl file to
SYNCTOKEN.passwd.
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For example: /et ¢/ connector_mirror_files/
090420121333955808939929000. passwd.

e. Rename the letc/connector_mirror_files/shadowl file to
SYNCTOKEN.shadow.

For example: /et c/ connector _nirror _files/
090420121333955808939929000. shadow.

f. Rename the letclconnector_mirror_files/group file to SYNCTOKEN.group.

For example: / et ¢/ connector _nirror _files/
090420121333955808939929000. gr oup.

g. Log in to the Oracle Identity Manager Administrative and User Console.

h. On the Welcome to Oracle Identity Manager Self Service page, click
Advanced in the upper-right corner of the page.

i. Search for and open the UNIX Target Incremental Resource User
Reconciliation scheduled task.

j.  On the Job Details tab, in the Parameters region, specify the following value
for the Sync Token attribute of the scheduled task:

<String>090420121333955808939929000</ St ri ng>

# Note:

For other flavors of Unix, you can use the same syncToken format
for the Sync Token attribute of the incremental reconciliation
scheduled task.

k. After specifying the attribute, click Apply to save the changes.

2.5 Postcloning Steps

You can clone the connector by setting new names for some of the objects that
comprise the connector. The outcome of the process is a new connector XML file.
Most of the connector objects, such as Resource Object, Process Definition, Process
Form, IT Resource Type Definition, IT Resource Instances, Lookup Definitions,
Adapters, Reconciliation Rules and so on in the new connector XML file have new
names.

# See Also:

Cloning Connectors in Oracle Fusion Middleware Administering Oracle
Identity Manager for information about the privileges required to perform
connector operations

After a copy of the connector is created by setting new names for connector objects,
some objects might contain the details of the old connector objects. Therefore, you
must modify the following Oracle Identity Manager objects to replace the base
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connector artifacts or attribute references with the corresponding cloned artifacts or
attributes:

Lookup Definition

If the lookup definition contains the old lookup definition details, then you must
modify it to provide the new cloned lookup definition names. If the Code Key and
Decode values are referring the base connector attribute references, then replace
these with new cloned attributes.

Scheduled Task

You must replace the base connector resource object name in the scheduled task
with the cloned resource object name. If the scheduled task parameter has any
data referring to the base connector artifacts or attributes, then these must be
replaced with the new cloned connector artifacts or attributes.

Child Table

You must reassign the adapter and add a new literal value to the childTableName
variable of a child table after cloning the connector.

To update a child table:

1. Loginto Design Console.

2. Open the process task and click Integrations tab.

3. Click Remove to unassign the adapter to the process task.

4. Click Add to assign the same adapter to the process task.

5. Assign a new literal value to the childTableName variable.

6. Map the other adapter variables as per the previous mappings.
Localization Properties

You must update the resource bundle of a user locale with new names of the
process form attributes for proper translations after cloning the connector. You can
modify the properties file of your locale in the resources directory of the connector
bundle.

For example, the process form attributes are referenced in the Japanese
properties file, UNIX_ja.properties, as gl obal . udf. UD_UNI X_ALI ASNAME. During
cloning, if you change the process form name from UD_UNI X to UD_UNI X1, then you
must update the process form attributes to gl obal . udf. UD_UNI X1_ALI ASNAME.
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After you deploy the connector, you must configure it to meet your requirements.

This chapter contains the following sections:

< Note:

These sections provide both conceptual and procedural information about
configuring the connector. It is recommended that you read the conceptual
information before you perform the procedures.

*  Configuring Reconciliation

* Scheduled Tasks

»  Configuring Provisioning in Oracle Identity Manager Release 11.1.1
»  Configuring Provisioning in Oracle ldentity Manager Release 11.1.2

»  Configuring Action Scripts

3.1 Configuring Reconciliation

ORACLE

Reconciliation involves duplicating in Oracle Identity Manager the creation of and
modifications to user accounts on the target system. While configuring the connector,
the target system can be designated as a trusted source or target resource.

If you designate the target system as a trusted source, then during a reconciliation run:

e For each newly created user on the target system, an Oracle Identity Manager
User is created.

» Updates made to each user on the target system are propagated to the
corresponding Oracle Identity Manager User.

If you designate the target system as a target resource, then during a reconciliation
run:

* For each account created on the target system, a resource is assigned to the
corresponding Oracle Identity Manager User.

* Updates made to each account on the target system are propagated to the
corresponding resource.

This section discusses the following topics related to configuring reconciliation:
*  Full Reconciliation
* Limited Reconciliation

» Batched Reconciliation
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* Reconciliation Rule for Target Resource Reconciliation

* Reconciliation Action Rules for Target Resource Reconciliation
»  Configuring the Target System As a Trusted Source

* Reconciliation Rule for Trusted Source Reconciliation

» Reconciliation Action Rule for Trusted Source Reconciliation

3.1.1 Full Reconciliation

Full reconciliation involves reconciling all existing user records from the target system
into Oracle Identity Manager. After you deploy the connector, you must first perform
full reconciliation.

To perform a full reconciliation run, remove (delete) any value currently assigned to
the Filter attribute of the UNIX Target Resource Full User Reconciliation scheduled
task. See Scheduled Tasks for Reconciliation for information about this scheduled
task.

During a full reconciliation run, if you provide both batching parameters and filters, the
connector processes the data in batches. Then, filters are applied to the processed
data.

3.1.2 Limited Reconciliation

By default, all target system records that are added or modified after the last
reconciliation run are reconciled during the current reconciliation run. You can
customize this process by specifying the subset of added or modified target system
records that must be reconciled.

The connector provides a Filter attribute that allows you to use any of the UNIX
resource attributes to filter the target system records.

You can perform limited reconciliation by creating filters for the reconciliation module.
This connector provides a Filter attribute (a scheduled task attribute) that allows you to
use any of the UNIX resource attributes to filter the target system records.

For detailed information about ICF Filters, see ICF Filter Syntax in Oracle Fusion
Middleware Developing and Customizing Applications for Oracle Identity Manager.

While deploying the connector, follow the instructions in Configuring Scheduled Tasks
to specify attribute values.

3.1.3 Batched Reconciliation

ORACLE

During a reconciliation run, all changes in the target system records are reconciled into
Oracle Identity Manager. Depending on the number of records to be reconciled, this
process may require a large amount of time. In addition, if the connection breaks
during reconciliation, then the process would take longer to complete.

You can configure batched reconciliation to avoid these problems.

To configure batched reconciliation, you must specify values for the following user
reconciliation scheduled task attributes:

» Batch Size: Use this attribute to specify the number of records that must be
included in each batch.
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» Batch Start Index: Use this attribute to specify the position from which the records
will be included in each batch.

* No. of Batches: Use this attribute to specify the total number of batches that must
be reconciled.

By default, the values of all attributes is 0, indicating that all records will be included
(no batched reconciliation). The following example illustrates this:

Suppose that of a total 314 records, only 200 records were processed before
encountering an exception or an error. During the next reconciliation run, you can set
Batch Start Index to 200 to process the records from 200 to 314.

You specify values for these attributes by following the instructions described in
Configuring Scheduled Tasks.

3.1.4 Reconciliation Rule for Target Resource Reconciliation

The following is the process-matching rule:
Rule name: UNIX User Recon Rule

Rule element: User Login equals User Login
In this rule:

» User Login for Oracle Identity Manager:
User ID attribute on the OIM User form
e User Login is the User Login Name attribute of the target system.

After you deploy the connector, you can view the reconciliation rule for target resource
reconciliation by performing the following steps:

# Note:

Perform the following procedure only after the connector is deployed.

Log in to the Oracle Identity Manager Design Console.
Expand Development Tools.

Double-click Reconciliation Rules.

P @ M P

Search for UNIX User Recon Rule. Figure 3-1 shows the reconciliation rule for
target resource reconciliation.
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Figure 3-1 Reconciliation Rule for Target Resource Reconciliation

Reconciliation Rule Builder

Mame  |UNIX User Recon Rule | Operator
Cbject  |UNIX User | ® anp O oR Active
.

Description UMK User Recon Rule

[ Rule Elements |
Rule Definition

Rule: UNIX User Recon Rule
EI User Lagin Equals User Lagin

| Legend |

3.1.5 Reconciliation Action Rules for Target Resource Reconciliation

This section lists the action rules for target resource reconciliation and suggests the
procedure to view them.

Table 3-1 lists the action rules for target resource reconciliation.

Table 3-1 Action Rules for Target Resource Reconciliation
]

Rule Condition Action

No Matches Found None

One Entity Match Found Establish Link

One Process Match Found Establish Link
# Note:

No action is performed for rule conditions that are not predefined for this
connector. You can define your own action rule for such rule conditions. See
Setting a Reconciliation Action Rule in Oracle Fusion Middleware Developing
and Customizing Applications for Oracle Identity Manager for information
about modifying or creating reconciliation action rules.

After you deploy the connector, you can view the reconciliation action rules for target
resource reconciliation by performing the following steps:

1. Log in to the Oracle Identity Manager Design Console.
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Expand Resource Management.
Double-click Resource Objects.
Search for and open the UNIX User resource object.

Click the Object Reconciliation tab, and then click the Reconciliation Action
Rules tab. The Reconciliation Action Rules tab displays the action rules defined
for this connector.

3.1.6 Configuring the Target System As a Trusted Source

To configure trusted source reconciliation:

# Note:

Skip this section if you do not want to designate the target system as a
trusted source for reconciliation.

In Oracle Identity Manager Administrative and User Console, update the
Configuration Lookup parameter of the IT Resource to
Lookup. UNI X. Confi gurati on. Trust ed.

You can change the entries in this configuration lookup if needed.

Create a directory on the target system where the connector can create mirror files
for the /etc/passwd and /etc/shadow files.

This directory is specified in the mirrorFilesLocation entry of the
Lookup.UNIX.Configuration.Trusted lookup definition. The default value is / et ¢/
connector_nirror_files_trusted. Ifthe directory path is different from the
default value, then you must update the correct path in the lookup.

The loginUser (sudo or root user) must have read and write privileges to this
directory.

3.1.7 Reconciliation Rule for Trusted Source Reconciliation

This section describes the reconciliation rule for trusted source reconciliation.

ORACLE

¢ Note:

Skip this section if the target system is not designated as a trusted source for
reconciliation.

The following is the process matching rule:

Rule name: UNIX User Trusted Recon Rule

Rule element: User Login Equals User ID

In this rule element:

User Login for Oracle Identity Manager:
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User ID attribute on the OIM User form.

User ID is the User Login Name attribute of the target system.

After you deploy the connector, you can view the reconciliation rule for trusted source
reconciliation by performing the following steps:

P W NP

# Note:

Perform the following procedure only after the connector is deployed.

Log in to the Oracle Identity Manager Design Console.
Expand Development Tools.
Double-click Reconciliation Rules.

Search for UNIX User Trusted Recon Rule. Figure 3-2 shows the reconciliation
rule for trusted source reconciliation.

Figure 3-2 Reconciliation Rule for Trusted Source Reconciliation

Reconciliation Rule Builder

Marme  |UNIX User Trusted Recon | Operator
Object  [UMIX User Trusted | ® aND O OR Active
[ ]

De=cription UMIX User Trusted Recon Rule

[ Rule Elements |
Rule Definition

Rule: UNIK User Trusted Recon Rule
EI User Login Equals User ID

Legend |
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3.1.8 Reconciliation Action Rule for Trusted Source Reconciliation

This section lists the action rules for trusted resource reconciliation and suggests the
procedure to view them.

# Note:

Skip this section if the target system is not designated as a trusted source for
reconciliation.

Table 3-2 lists the action rules for trusted resource reconciliation.

Table 3-2 Action Rules for Trusted Source Reconciliation
]

Rule Condition Action

No Matches Found Create User

One Entity Match Found Establish Link

One Process Match Found Establish Link
¢ Note:

No action is performed for rule conditions that are not predefined for this
connector. You can define your own action rule for such rule conditions. See
Setting a Reconciliation Action Rule in Oracle Fusion Middleware Developing
and Customizing Applications for Oracle Identity Manager for information
about modifying or creating reconciliation action rules.

After you deploy the connector, you can view the reconciliation action rules for trusted
source reconciliation by performing the following steps:

Log in to the Oracle Identity Manager Design Console.
Expand Resource Management.
Double-click Resource Objects.

Search for and open the UNIX User Trusted resource object.

@ H W b P

Click the Object Reconciliation tab, and then click the Reconciliation Action
Rules tab. The Reconciliation Action Rules tab displays the action rules defined
for this connector.

3.2 Scheduled Tasks

When you run the Connector Installer or import the connector XML file, reconciliation
scheduled tasks are automatically created in Oracle Identity Manager.

This section discusses the following topics related to scheduled tasks:
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Scheduled Tasks for Lookup Field Synchronization
Scheduled Tasks for Reconciliation

Configuring Scheduled Tasks

3.2.1 Scheduled Tasks for Lookup Field Synchronization

The following scheduled tasks are used for lookup field synchronization:

UNIX User Primary Group Lookup Reconciliation

This scheduled task is used to synchronize the primary group names available on
the target system into the Lookup.UNIX.PrimaryGroup lookup definition.

UNIX User Shell Lookup Reconciliation

This scheduled task is used to synchronize the default shell on the target system
into the Lookup.UNIX.UserShell lookup definition.

You must specify values for the attributes of these scheduled jobs. Table 3-3
describes the attributes of these scheduled tasks. The procedure to configure
scheduled tasks is described later in the guide.

Table 3-3 Attributes of the Scheduled Tasks for Lookup Field Synchronization

Attribute

Description

Code Key Attribute

Enter the name of the connector or target system attribute that is used to
populate the Code Key column of the lookup definition (specified as the value of
the Lookup Name attribute).

Depending on the scheduled task you are using, the default values are as
follows:

e For UNIX User Primary Group Lookup Reconciliation: G D
¢ For UNIX User Shell Lookup Reconciliation: __NAVE__
Note: You must not change the value of this attribute.

Decode Attribute

Enter the name of the connector or target system attribute that is used to
populate the Decode column of the lookup definition (specified as the value of
the Lookup Name attribute).

Sample value: __NAME__

IT Resource Name

Enter the name of the IT resource for the target system installation from which
you want to reconcile user records.

Default value: UNI X Ser ver

Lookup Name

This attribute holds the name of the lookup definition that maps each lookup
definition with the data source from which values must be fetched.

Depending on the scheduled task you are using, the default values are as
follows:
*  For UNIX User Primary Group Lookup Reconciliation:
Lookup. UNI X. Pri maryG oup
e For UNIX User Shell Lookup Reconciliation: Lookup. UNI X. User Shel |

Object Type

Enter the type of object whose values must be synchronized.

Depending on the scheduled task you are using, the default values are as
follows:

e For UNIX User Primary Group Lookup Reconciliation: User
¢ For UNIX User Shell Lookup Reconciliation: __SHELLS
Note: You must not change the value of this attribute.

ORACLE
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Table 3-3 (Cont.) Attributes of the Scheduled Tasks for Lookup Field Synchronization
]

Attribute

Description

Resource Object Name Enter the name of the resource object that is used for reconciliation.

Default value: UNI X User

3.2.2 Scheduled Tasks for Reconciliation

You can use reconciliation scheduled job to reconcile user account data from the
target system.

ORACLE

To reconcile user data in the target resource (account management) mode of the
connector:

UNIX Target Resource Full User Reconciliation
This scheduled task is used to reconcile all user data from the target system.
UNIX Target Incremental Resource User Reconciliation

This scheduled task is used to reconcile only records created, modified, or deleted
after the last reconciliation run.

# Note:

Full target and trusted reconciliation scheduled tasks do not support
reconciliation of deleted records.

To reconcile user data in the trusted source (identity management) mode of the
connector:

UNIX User Trusted Recon
This scheduled task is used to reconcile all user data from the target system.
UNIX User Trusted Incremental Recon

This scheduled task is used to reconcile only records created, modified, or deleted
after the last reconciliation run.

The following is the behavior of incremental reconciliation scheduled tasks:

Incremental reconciliation scheduled tasks do not support filtering of records.

Incremental reconciliation scheduled tasks fetch data from the target system in
alphabetical order.

If you run an incremental reconciliation scheduled task for the first time, or if you
run the task after removing the value of Sync Token parameter, then the following
directories (or the directory specified in the configuration lookup definition) must be
empty:

connector_mirror_files

connector_mirror_files_trusted
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After an incremental reconciliation scheduled task completes, the following files
will be generated in the connector_mirror_files or
connector_mirror_files_trusted directory (or in the directory specified in the
configuration lookup definition). Here, SYNC_TOKEN refers to the value of the
Sync Token parameter.

SYNC_TOKEN.passwd file contains previous copy of the password file in
the /etc directory, for example, / et ¢/ passwd.

SYNC_TOKEN.shadow file contains previous copy of the shadow file in
the /etc directory, for example, / et ¢/ shadow.

SYNC_TOKEN.group file contains previous copy of the group file in the /etc
directory, for example, / et ¢/ gr oup.

passwd_difference_incr file contains differences between the / et ¢/ passwd
and the SYNC_TOKEN.passwd files.

shadow_difference_incr file contains differences between the / et ¢/ shadow
and the SYNC_TOKEN.shadow files.

group_difference_incr file contains differences between the / et ¢/ gr oup and
the SYNC_TOKEN.gr oup files.

record file contains the actual records that will be sent back to Oracle Identity
Manager in alphabetically sorted order.

Table 3-4 describes the attributes of the scheduled tasks.

Table 3-4 Attributes of the Scheduled Tasks for Reconciliation

Attribute

Description

Batch Size

Note: The data fetched by
an incremental reconciliation
scheduled task is sorted in

alphabetical order.

Specify the number of records that must be included in each batch
Default value: 0
See Batched Reconciliation for more information.

Batch Start Index

Note: The data fetched by

Specify the position from which the records will be included in each batch
Default value: 0

an incremental reconciliation

scheduled task is sorted in

alphabetical order.

No. of Batches

Note: The data fetched by

Specify the total number of batches that must be reconciled
Default value: 0

an incremental reconciliation

scheduled task is sorted in

alphabetical order.

Filter
Note: Incremental

reconciliation scheduled

task does not support
filtering of records.

Expression for filtering records that must be reconciled by the scheduled task
By default, the value of this attribute is empty.

Sample value: equal To(' | ogonnane' , ' SEPT12USERL' )

See Limited Reconciliation for the syntax of this expression.

IT Resource Name

Name of the IT resource for the target system installation from which you want to
reconcile user records

Default value: UNI X Server

ORACLE
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Table 3-4 (Cont.) Attributes of the Scheduled Tasks for Reconciliation
]

Attribute

Description

Object Type

Type of object you want to reconcile
Default value: User

Resource Object Name

Name of the resource object that is used for reconciliation
Default value for UNIX Target Resource Full User Reconciliation: UNI X User
Default value for other scheduled tasks: UNI X User Trust ed

Scheduled Task Name

Name of the scheduled task

Note: For the scheduled task shipped with this connector, you must not change the
value of this attribute. However, if you create a copy of the task, then you can enter
the unigque name for that scheduled task as the value of this attribute.

Sync Token

Time stamp at which the last reconciliation run started
Note: Do not enter a value for this attribute. The reconciliation engine automatically
enters a value for this attribute.

If you set this attribute to an empty value, then incremental reconciliation operations
fetch all the records (perform full reconciliation).

3.2.3 Configuring Scheduled Tasks

Configure scheduled jobs to perform reconciliation runs that check for new information
on your target system periodically and replicates the data in Oracle Identity Manager.

ORACLE

To configure a scheduled task:

1. Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

For Oracle Identity Manager release 11.1.1:

a.

b.

Log in to the Administrative and User Console.

On the Welcome to Oracle Identity Manager Self Service page, click
Advanced in the upper-right corner of the page.

For Oracle Identity Manager release 11.1.2.x:

a.

b.

C.

Log in to Oracle Identity System Administration. For detailed instructions
on creating and activating a sandbox, see Managing Sandboxes in Oracle
Fusion Middleware Developing and Customizing Applications for Oracle
Identity Manager.

Create and activate a sandbox.

In the left pane, under System Management, click Scheduler.

2. Search for and open the scheduled job as follows:

a.

If you are using Oracle Identity Manager release 11.1.1, then on the Welcome
to Oracle Identity Manager Advanced Administration page, in the System
Management region, click Search Scheduled Jobs.

In the Search field, enter the name of the scheduled job as the search
criterion. Alternatively, you can click Advanced Search and specify the search
criterion.
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c. Inthe search results table on the left pane, click the scheduled job in the Job
Name column.

3. On the Job Details tab, you can modify the following parameters:

Retries: Enter an integer value in this field. This number represents the number of
times the scheduler tries to start the job before assigning the Stopped status to the
job.

Schedule Type: Depending on the frequency at which you want the job to run,
select the appropriate schedule type.

# Note:

See Creating Jobs in Oracle Fusion Middleware Administering Oracle
Identity Manager for detailed information about schedule types.

In addition to modifying the job details, you can enable or disable a job.

4. On the Job Details tab, in the Parameters region, specify values for the attributes
of the scheduled task.

< Note:

* Attribute values are predefined in the connector XML file that you
import. Specify values only for those attributes that you want to
change.

* Attributes of the scheduled task are discussed in Scheduled Tasks
for Reconciliation.

5. After specifying the attributes, click Apply to save the changes.

# Note:

The Stop Execution option is available in the Administrative and User
Console. You can use the Scheduler Status page to either start, stop, or
reinitialize the scheduler.

3.3 Configuring Provisioning in Oracle Identity Manager
Release 11.1.1

Provisioning a resource for an OIM User involves using Oracle Identity Manager to
create a target system account for the user.

If you have configured the connector for request-based provisioning, then the process
form is suppressed and the object form is displayed. In other words, direct provisioning
is disabled when you configure the connector for request-based provisioning. If you
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want to revert to direct provisioning, then perform the steps described in Switching
Between Request-Based Provisioning and Direct Provisioning.

The following are types of provisioning operations:
e Direct provisioning
e Request-based provisioning

e Provisioning triggered by policy changes

# See Also:

Manually Completing a Task in Oracle Fusion Middleware Performing Self
Service Tasks with Oracle Identity Manager for information about the types
of provisioning

This section discusses the following topics:

*  Guidelines on Performing Provisioning Operations
»  Configuring Direct Provisioning

*  Configuring Request-Based Provisioning

*  Switching Between Request-Based Provisioning and Direct Provisioning

3.3.1 Guidelines on Performing Provisioning Operations

These are the guidelines that you must apply while performing provisioning operations.

Apply the following guidelines while performing provisioning operations:

*  While performing a Create User provisioning operation, before populating the
Skeleton directory field, data must be populated in the Home Directory field and
the Create Home Directory check box must also be selected.

*  The value in the Home Directory field must not contain spaces.

*  The maximum permitted date value for account expiry is 31-Dec-2099. It should
also be a future date.

*  On HP-UX, while performing a Create User provisioning operation, the Inactive
Days field must be populated only when the UNIX server is configured in trusted
mode.

*  The Primary Group Name and the Secondary Group Names must have different
values. The target system ignores the duplicate values.

3.3.2 Configuring Direct Provisioning

ORACLE

When you install the connector on Oracle Identity Manager, the direct provisioning
feature is automatically enabled. This means that the process form is enabled when
you install the connector.

In direct provisioning, the Oracle Identity Manager administrator uses the
Administrative and User Console to create a target system account for a user.
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To provision a resource by using the direct provisioning approach:

1. Log into the Administrative and User Console.

2. On the Welcome to Identity Administration page, in the Users region, click Create
User.

3. Onthe Create User page, enter values for the OIM User fields, and then click
Save.

4. If you want to provision a target system account to an existing OIM User, then:

*  On the Welcome to Identity Administration page, search for the OIM User by
selecting Users from the list on the left pane.

»  From the list of users displayed in the search results, select the OIM User. The
user details page is displayed on the right pane.

5. On the user details page, click the Resources tab.

6. From the Action menu, select Add Resource. Alternatively, you can click the add
resource icon with the plus (+) sign. The Provision Resource to User page is
displayed in a new window.

7. Onthe Step 1: Select a Resource page, select UNIX User from the list and then
click Continue.

8. Onthe Step 2: Verify Resource Selection page, click Continue.

9. On the Step 5: Provide Process Data for User Details page, enter the details of the
account that you want to create on the target system and then click Continue.

10. On the Step 6: Verify Process Data page, verify the data that you have provided
and then click Continue.

11. Close the window displaying the "Provisioning has been initiated" message.

12. On the Resources tab, click Refresh to view the newly provisioned resource.

3.3.3 Configuring Request-Based Provisioning

The following sections give you a brief about request-based provisioning and how to
enable them:

*  About Request-Based Provisioning

* Enabling Request-Based Provisioning

3.3.3.1 About Request-Based Provisioning

In request-based provisioning, an end user creates a request for a resource by using
the Administrative and User Console. Administrators or other users can also create
requests for a particular user. Requests for a particular resource on the resource can
be viewed and approved by approvers designated in Oracle Identity Manager.

The following are features of request-based provisioning:

e A user can be provisioned only one resource (account) on the target system.

ORACLE 3-14



Chapter 3
Configuring Provisioning in Oracle Identity Manager Release 11.1.1

< Note:

Direct provisioning allows the provisioning of multiple target system
accounts on the target system.

»  Direct provisioning cannot be used if you enable request-based provisioning.

" Note:

The request dataset provided with the connector does not contain the User
Login field, which is usually fed directly from Oracle Identity Manager user
profile to the process form using a prepopulate adapter.

To include the User Login field in request dataset, perform the following
procedure:

1. Export the current dataset using the MDS export utility.
2. Update the dataset to include the User Login field.

3. Import the updated dataset using the MDS import utility.
4

Purge the cache, as described in Clearing Content Related to Connector
Resource Bundles from the Server Cache.

3.3.3.2 Enabling Request-Based Provisioning

The following sections discuss the steps to be performed to enable request-based
provisioning:

< Note:

The procedures described in these sections are built on an example in which
the end user raises or creates a request for provisioning a target system
account. This request is then approved by the approver.

* End User's Role in Request-Based Provisioning

* Approver's Role in Request-Based Provisioning

* Importing Request Datasets Using Deployment Manager
* Enabling the Auto Save Form Feature

*  Running the PurgeCache Utility

3.3.3.2.1 End User's Role in Request-Based Provisioning

The following steps are performed by the end user in a request-based provisioning
operation:

1. Log in to the Administrative and User Console.
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2.  On the Welcome page, click Advanced in the upper-right corner of the page.

3. On the Welcome to Identity Administration page, click the Administration tab, and
then click the Requests tab.

4. From the Actions menu on the left pane, select Create Request.
The Select Request Template page is displayed.
5. From the Request Template list, select Provision Resource and click Next.

6. On the Select Users page, specify a search criterion in the fields to search for the
user that you want to provision the resource, and then click Search. A list of users
that match the search criterion you specify is displayed in the Available Users list.

7. From the Available Users list, select the user to whom you want to provision the
account.

If you want to create a provisioning request for more than one user, then from the
Available Users list, select users to whom you want to provision the account.

8. Click Move or Move All to include your selection in the Selected Users list, and
then click Next.

9. On the Select Resources page, click the arrow button next to the Resource Name
field to display the list of all available resources.

10. From the Available Resources list, select UNIX User, move it to the Selected
Resources list, and then click Next.

11. On the Resource Details page, enter details of the account that must be created
on the target system, and then click Next.

12. On the Justification page, you can specify values for the following fields, and then
click Finish.

» Effective Date
e Justification

On the resulting page, a message confirming that your request has been sent
successfully is displayed along with the Request ID.

13. If you click the request ID, then the Request Details page is displayed.

14. To view details of the approval, on the Request Details page, click the Request
History tab.

3.3.3.2.2 Approver's Role in Request-Based Provisioning

ORACLE

The following are steps performed by the approver in a request-based provisioning
operation:

1. Log in to the Administrative and User Console.

2. On the Welcome page, click Self-Service in the upper-right corner of the page.
3. On the Welcome to Identity Manager Self Service page, click the Tasks tab.
4

On the Approvals tab, in the first section, you can specify a search criterion for
request task that is assigned to you.

5. From the search results table, select the row containing the request you want to
approve, and then click Approve Task.

A message confirming that the task was approved is displayed.
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3.3.3.2.3 Importing Request Datasets Using Deployment Manager

A request dataset is an XML file that specifies the information to be submitted by the
requester during a provisioning operation. These request datasets specify information
about the default set of attributes for which the requester must submit information
during a request-based provisioning operation.

To import a request dataset XML file by using the Deployment Manager:

1.
2.
3.

Log in to the Oracle Identity Manager Administrative and User Console.
Click the Deployment Management link on the left navigation bar.
Click the Import link under Deployment Management.

A dialog box for opening files is displayed.

Locate and open the request dataset XML file, UNIX-RequestDatasets.xml, which
is in the xml directory of the installation media.

Detalils of this XML file are shown on the File Preview page.
Click Add File.

The Substitutions page is displayed.

Click Next.

The Confirmation page is displayed.

Click Import.

Close the Deployment Manager dialog box.

The request dataset is imported into Oracle Identity Manager.

3.3.3.2.4 Enabling the Auto Save Form Feature

To enable the Auto Save Form feature:

1
2
3.
4
5

Log in to the Design Console.

Expand Process Management, and then double-click Process Definition.
Search for and open the SSH User process definition.

Select the Auto Save Form check box.

Click Save.

3.3.3.2.5 Running the PurgeCache Utility

Run the PurgeCache utility to clear content belonging to the Metadata category from
the server cache. See Clearing Content Related to Connector Resource Bundles from
the Server Cache for instructions.

The procedure to configure request-based provisioning ends with this step.

ORACLE
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3.3.4 Switching Between Request-Based Provisioning and Direct
Provisioning

ORACLE

During the provisioning operation, you can switch between request request-based
provisioning to direct provisioning.

# Note:

It is assumed that you have performed the procedure described in
Configuring Request-Based Provisioning.

To switch from request-based provisioning to direct provisioning:

1. Login to the Design Console.
2. Disable the Auto Save Form feature as follows:
a. Expand Process Management, and then double-click Process Definition.
b. Search for and open the UNIX User process definition.
c. Deselect the Auto Save Form check box.
d. Click the save icon.
3. If the Self Request Allowed feature is enabled, then:
a. Expand Resource Management, and then double-click Resource Objects.
b. Search for and open the UNIX User resource object.
c. Deselect the Self Request Allowed check box.
d. Click the save icon.
To switch from direct provisioning back to request-based provisioning:
1. Login to the Design Console.
2. Enable the Auto Save Form feature as follows:
a. Expand Process Management, and then double-click Process Definition.
b. Search for and open the UNIX User process definition.
c. Select the Auto Save Form check box.
d. Click the save icon.
3. If you want to enable end users to raise requests for themselves, then:
Expand Resource Management, and then double-click Resource Objects.

a
b. Search for and open the UNIX User resource object.

0

Select the Self Request Allowed check box.

d. Click the save icon.
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3.4 Configuring Provisioning in Oracle Identity Manager
Release 11.1.2

Provisioning involves creating and updating users on UNIX through Oracle Identity
Manager.

To configure provisioning operations in Oracle Identity Manager release 11.1.2.x:

¢ Note:

The time required to complete a provisioning operation that you perform the
first time by using this connector takes longer than usual.

1. Log in to Oracle Identity Administrative and User console.

2. Create a user. See Managing Users in Oracle Fusion Middleware Performing Self
Service Tasks with Oracle Identity Manager for more information about creating a
user.

3. On the Account tab, click Request Accounts.

4. In the Catalog page, search for and add to cart the application instance, and then
click Checkout.

5. Specify values for fields in the application form and then click Ready to Submit.
6. Click Submit.
7. If you want to provision a UNIX User, then:

a. On the Users page, search for the required user.

b. On the user details page, click Accounts.

c. Click the Request Accounts button.

d. Search for the UNIX application instance in the catalog search box and select
it.

e. Click Add to Cart.
f. Click Checkout.

g. Specify values for fields in the application form and then click Ready to
Submit.

h. Click Submit.

3.5 Configuring Action Scripts

ORACLE

Actions are scripts that you can configure to run before or after the create, update, or
delete an account provisioning operations. For example, you could configure a script
to run before every user creation.

Every connector should specify which scripting language and which target it supports.
The UNIX connector supports the following script:
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shell: shell script

target: Resource

The target refers to the location where the script is executed. In this case, the script is
executed on the computer where the target resource is running (and is typically
interpreted by the target computer).

To configure the action:

1.
2.
3.

6.

Log in to the Design Console.

Search for and open the Lookup.UNIX.UM.Configuration lookup definition.
Add the following new values:

e Code Key: Before Create Action Language

- Decode: Enter the scripting language of the script you want to execute
* Example: shel |

Add these new values:

e Code Key: Before Create Action File

- Decode: Enter the full path to the file containing the script to be executed
(Oracle Identity Manager must be able to access this file.)

Example: /hone/ scripts/testscript.sh
Add these new values:
e Code Key: Before Create Action Target
* Decode: Resour ce

Save the lookup definition.

Now, this action will be executed every time you create a user. You must configure
these three values for each action you want to execute.
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Connector

After you deploy the connector, you must configure it to meet your requirements.

This chapter discusses the following connector configuration procedures:

# Note:

From Oracle Identity Manager Release 11.1.2 onward, lookup queries are
not supported. See Managing Lookups in Oracle Fusion Middleware
Administering Oracle Identity Manager guide for information about managing
lookups by using the Form Designer in the Oracle Identity Manager System
Administration console.

e Configuring the Connector for a New Target System

e Configuring the Connector for Multiple Instances and Multiple Versions of the
Target System

e Adding Custom Attributes for Target Resource Reconciliation

e Adding Custom Attributes for Provisioning

e Configuring Validation of Data During Reconciliation and Provisioning
e Configuring Transformation of Data During User Reconciliation

e Configuring Resource Exclusion Lists

4.1 Configuring the Connector for a New Target System

You can configure the connector to support an additional flavor of UNIX.

# Note:

Perform this procedure only if you want to configure the connector for an
additional flavor of UNIX other than the target systems listed in Certified
Components.

By default, the connector uses pre-configured scripts to support Linux, Solaris, AlX,
and HP-UX.

The scripts are available in the connector bundle JAR file. You can download the
bundle from Oracle Identity Governance database using the DownloadJars utility in
OIM_HOME/ bin directory or from the installation media. If you are using Connector
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Server, then you can copy the bundle from CONNECTOR_SERVER_HOME/ bundles
directory.

You can add similar scripts with similar directory structure to support an additional
flavor of UNIX. For example, you can add connector support for a target system with
BSD/OS flavor of UNIX. To do so:

1.

Create the following directories, which will be packaged into the connector bundle
JAR:

scripts/bsdos/nonsudo/
scripts/bsdos/sudo/

Create the following scripts for sudo and non-sudo authentication types. Then,
drop them in the corresponding directories created in the previous step.

# Note:

It is recommended that the script files have read-only permissions.

Table 4-1 Custom Scripts to Support New Flavor of UNIX Target System

Script Name Description
CreateNativeUser.txt Create a user on target
DeleteNativeUser.txt Delete a user from target

FetchAllGroupRecords.txt  For group lookup reconciliation
FetchAllUserRecords.txt For full user reconciliation
FetchAllShellRecords.txt For Shell lookup reconciliation
FetchSingleUserRecord.txt Get one user

NativeUserIncrementalRec Used by SyncOp for incremental reconciliation
on.txt

UpdateNativeUser.txt For user updates

Create and update the ScriptProperties.properties file with details of all the scripts.

The values should be paths to the new scripts. See the scripts/linux/
ScriptProperties.properties file for sample values. For example:

CREATE_USER_SCRI PT=scri pt s/ bsdos/ sudo/ Cr eat eNat i veUser . t xt
DELETE_USER_SCRI PT=scri pt s/ bsdos/ sudo/ Del et eNat i veUser . t xt

FETCH_SI NGLE_USER=scr i pt s/ bsdos/ sudo/ Fet chSi ngl eUser Recor d. t xt
FETCH_FULL_RECON_SCRI PT=scri pt s/ bsdos/ sudo/ Fet chAl | User Recor ds. t xt

| NCREMENTAL_RECON_SCRI PT=scr i pt s/ bsdos/ sudo/ Nat i veUser | ncr enent al Recon. t xt

Ensure that the values returned by the scripts are appropriate format, as expected
by the bundle. See scripts/linux/ for sample scripts.

Create and update the ResponseMapping.properties file in the scripts/bsdos
directory.

The ResponseMapping.properties file contains mapping between the message to
be expected and the exception class with which the message has to be wrapped
and thrown. See the scripts/linux/ResponseMapping.properties file for sample
values. For example:
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User al ready

exi sts=org.identityconnectors.framework. common. exceptions. Al readyExi st sExcepti on
G oup al ready

exi sts=org.identityconnectors.framework. common. exceptions. Al readyExi st sExcepti on

6. Run the following command to update the bundle JAR file with the new scripts:
jar uvf org.identityconnectors.genericunix-1.0.0.jar scripts/bsdos/

7. Inthe PropertyFileName basic configuration parameter, specify the value of the
path to the properties file.

For example: scri pt s/ bsdos/ nonsudo/ Scri pt Properties. properties (for non-
sudo authentication)

See Table 2-2 for more information about the PropertyFileName parameter.

4.2 Configuring the Connector for Multiple Instances and
Multiple Versions of the Target System

ORACLE

" Note:

Perform this procedure only if you want to configure the connector for
multiple installations of the target system.

You may want to configure the connector for multiple installations of the target system.
The following example illustrates this requirement:

The Tokyo, London, and New York offices of Example Multinational Inc. have their
own installations of the target system. The company has recently installed Oracle
Identity Manager, and they want to configure Oracle Identity Manager to link all the
installations of the target system.

To meet the requirement posed by such a scenario, you must configure the connector
for multiple installations of the target system.

To configure the connector for multiple installations of the target system:

1. Create and configure one IT resource for each target system installation.

The IT Resources form is in the Resource Management folder. An IT resource is
created when you import the connector XML file. You can use this IT resource as
the template for creating the remaining IT resources, of the same resource type.

2. Configure reconciliation for each target system installation. See Scheduled Tasks
for instructions. Note that you only need to modify the attributes that are used to
specify the IT resource and to specify whether or not the target system installation
is to be set up as a trusted source.

3. If required, modify the fields to be reconciled for the UNIX User resource object.

When you use the Administrative and User Console to perform provisioning, you can
specify the IT resource corresponding to the target system installation to which you
want to provision the user.
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4.3 Adding Custom Attributes for Target Resource
Reconciliation

The connector provides a default set of attribute mappings for reconciliation between
Oracle Identity Manager and the target system. If required, you can add new user or
group attributes for reconciliation.

# Note:

In this section, the term "attribute" refers to the identity data fields that store
user data.

By default, the attributes listed in User Attributes for Target Resource Reconciliation
and Provisioning are mapped for reconciliation between Oracle Identity Manager and
the target system. If required, you can map additional attributes for reconciliation as
follows:

1.
2.

ORACLE

Log in to the Oracle Identity Manager Design Console.
Create a new version of the process form as follows:
a. Expand Development Tools.

b. Double-click Form Designer.

c. Search for and open the UD_UNIX process form.
d. Click Create New Version.

On the Create a new version dialog box, enter a new version in the Label field,
and then click the save icon.

Add the new field on the process form as follows:.

a. Click Add.
A field is added to the list. Enter the details of the field.

For example, if you are adding the GID field, enter UD_UNI X_G Din the Name
field and then enter the rest of the details of this field.

b. Click Save.

c. To activate the newly created form, click Make Version Active.
Figure 4-1 is a sample screenshot of the new version of process form.
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Figure 4-1 Adding a New Version of Process Form

“able Name  Up_Umpx

Jescription [UNIX User Form

Preview Form

‘Version Information

Latest Version 1.3 Active Version 125

Operations-

Genves 15[y
Make Version Active

Additional Columns | Child Tablegs) [ Object Permissions | Froperties | Administrators | Usage | Pre-Populate | Default Columns

Add MName Variant Ty...| Len... Field Label Field Type Default Value Ord... ¥ Application Pro... |Encrypted
1 |UD_UNIX_ITRESOL|long IT Resource ITResourceLol 1 L] L]

Delete 2 |UD_UNE{_USERLO|String 30 User Login TextField 2 ] ]
3 |UD_UNEX_PASSWO|String 30 Pa rd Pa rdFielt 3 L] [v]
4 |UD_UNIX_GECOS [String 50 GECOS TextField 4 L] L]
5 |UD_UNIX_HOME_[|String 50 |Home Directory |TextField 5 = =
6 |UD_UNIX_CREATE|String 10 Create home direc/ComboBox 6 = =
7 |UD_UNIX_MOVE_HString 10 Move home direct|ComboBox 7 = =
8 |UD_UNIX_EXPIRE_[Date Expire Date DateFieldDlg g L] L]
a D_UME_INACTIV]int Inactive Days TextField 9 L L
10 |UD_UMEX_PRIMAR® String 50 Primary Group LookupField 10 : :
11 |UD_UMIX_USERID |int uio TextField 12 = =
12 |UD_UNIX_USER_SHString 50 User Shell LookupField 14 L] L]
13 |UD_UNIX_SKEL_DI|String 50 Skeleton Directory|TextField 15 L] L]
14 |UD_UMEZ_RETURN|String 100 Returnvalue TextField 16 L L
15 JUD_UNE{_GID int GID TextField 17 L] L]

Create an entry for the field in the lookup definition for reconciliation as follows:
Expand Administration.

a
b. Double-click Lookup Definition.

o

Search for and open the Lookup.UNIX.UM.ReconAttrMap lookup definition.

d. Click Add and enter the Code Key and Decode values for the field.
The Code Key value must be the form field name. The Decode value must be
the name that would be used for this attribute in the shell scripts.

For example, enter G D in the Code Key field and then enter __ A D__ in the
Decode field.

e. Click the save icon.
Figure 4-2 is a sample screenshot of the new entry added to the reconciliation
lookup definition.
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Figure 4-2 Adding an Entry to Reconciliation Lookup

5.

7.
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Code Lookup UM UM ReconAttrMap
Field | |
i Lookup Type (' Field Type
Required |:|
Croup  |UNI¥
Lookup Code Information |
Add Code Key Decode
1 |UID UsID
Delete ? |lnactive Days INACTIVE
3 |Expire Date[DATE] E<P_DATE#ZDATER#
4 |User Shel[LOOKUP] |USER_SHELL
5 [Secondary Croups-Se/SECOMNDARYCROUP
& [Create home directorn| CREATE_HOME_DIR
7 |User Login Mame __MAME__
g |Password __PASSWORD__
9 [Skeleton Directory SKEL_DIR

10 [Primary Croup[LOOELPCROUP

11 [CECOS COMMENTS

12 [Home Directory HOME_DIR

1= |[Status __EMAELE

14 |Returnvalue __D__

15 [Move home directory |[MOVE_LUSER_HOME
16 |GID __GID__

Copy the connector bundle JAR file.

You can download the bundle from Oracle Identity Manager database using the
DownloadJars utility in OIM_HOME/bin directory or from the installation media. If
you are using Connector Server, then you can copy the bundle from
CONNECTOR_SERVER_HOME/bundles directory.

Extract the JAR file to edit the scripts.

For example, to extract the script for Linux, non-sudo user for reconciliation, run
the following command:

jar xvf org.identityconnectors.genericunix-1.0.0.jar scripts/linux/nonsudo/
Fet chAl | User Recor ds. t xt

The FetchAllUserRecords.txt script is called when you run full reconciliation
without the equalsTo filter. If you want, you can edit additional reconciliation
scripts:

* FetchSingleUserRecord.txt - this script is called when you run full
reconciliation with the equalsTo filter.

* NativeUserIncrementalRecon.txt - this script is called during incremental
reconciliation.

Open the script for editing.
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< Note:

You must have a good knowledge of bash scripts to edit the scripts.
Before editing the scripts, you can create a backup of the original scripts.

For example, you can construct a block for the __GID___ attribute similar to other
blocks.

Add the following line after line 9 starting with PGROUP to fetch the __ GID__ field:
_GD _=$( id-G$_NAVE_ | cut -d" ' -f1);

Add an entry to line 32 starting with RESULT as follows:
RESULT=__NAME__:$_NAME :_ GID_:$ GID_: ENABLE :$ENABLE

Add an entry to line 41 starting with unset as follows:

unset inputline _ NAME _ USID COWENTS HOVE DI R USER SHELL PGROUP secgrpli st
_GID_;

¢ See Also:

Sample Scripts for Updating Default Attributes for Reconciliation for the
original and updated FetchAllUserRecords.txt script

Save the script and update the bundle as follows:

jar uvf org.identityconnectors.genericunix-1.0.0.jar scripts/linux/nonsudo/
Fet chAl | User Recor ds. t xt

Replace the old bundle by using UpdateJars utility in O/IM_HOME/bin directory.

If you are using the Connector Server, stop it. Then, replace the JAR in the
CONNECTOR_SERVER_HOME/bundles directory and restart the Connector
Server.

Add the new field to the list of reconciliation fields in the resource object as follows:
a. Expand Resource Management.

b. Double-click Resource Objects.

c. Search for and open the UNIX User resource object.

d. On the Object Reconciliation tab, click Add Field.

e. Inthe Add Reconciliation Field dialog box, enter the details of this field.
For example, enter G Din the Field Name field and select Number from the
Field Type list.

f. Click the save icon.

g. Click Create Reconciliation Profile. This copies changes made to the
resource object into the MDS.
Figure 4-3 is a sample screenshot of the newly added reconciliation field.
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Figure 4-3 Adding a New Reconciliation Field

( Resource Object rDbject Reconciliation |

Create Reconciliation Profile

Ohject Initial Reconciliation Date | | |

f Eecaonciliation Fields rReconciliatiun Artion Rules |

Reconciliation Fields

Add Field L"_E Reconciliation Fields for Object: UNIX User

] GID [Number]
Delete Field i
[C7] GECos [String]

t] Primary Group [String]
t] Move home directory contents [String]
C uiD [String]
t] Expire Date [Date]
t] Home Directory [String]
t] Create home directory [5tring]
E] ReturnValue [String]
E] Skeleton Directory [String]
[ User Shell [5tring]
E] IT Resource Mame [IT Resource], Required
E] Inactive Days [5tring]
E] User Login Mame [String], Required
E] Status [String]
t] Secondary Croups [Multi-Valued]

11. Create a reconciliation field mapping for the new field on the process form as

follows:

a. Expand Process Management.

b. Double-click Process Definition.

c. From the Process Definition table, select and open the UNIX User resource
object.

d. Click Reconciliation Field Mappings and then click Add Field Map.

e. Inthe Field Name field, select the value for the field that you want to add. For
example, select G D.

f. Inthe Field Type field, select the type of the field that is prepopulated.

g. Double-click the Process Data Field field.
A list of process data columns is displayed. From the list, select the process
data column corresponding to the process data field.
For example, select @ D [ Number] = UD_UNI X G D.

h. Click the save icon.

Figure 4-4 is a sample screenshot of the reconciliation field mappings.
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Figure 4-4 Adding a Reconciliation Field Mapping

Process Definition
Name |UN|X | | Map Descriptive Field | Render Worlkflow
Type |Provisioning | Default Process Auto Pre-populate
Object Name  [UNPX User | [ ] Auto Save Form

Form Assignment

Table Mame [UD_UNIX |

Tasks Feconciliation Field Mappings rAdministrators
Reconciliation Field Mappings

@ Reconciliation Field Mappings for process: UNIX
] GID [Mumber] = UD_UNIX_GID
7] GECOS [String] = UD_UNIX_GECOS
|:| Primary Croup [String] = UD_UNIX_GRPNAME
E] Move home directory contents [String] = UD_UNIX_MOVE_HOME_DIR_CONT
CJ uID [String] = UD_UNIX_UID
E] Expire Date [Date] = UD_LINIX_ACCEXFDATE
E] Home Directory [String] = UD_UNIX_HOMED IR
E] Create home directory [String] = UD_UNIX_CREATE_HOME_DIR
E] ReturnValue [String] = UD_UNIX_RETURMVALLUE
E] Skeleton Directory [String] = UD_UNIX_SKELDIR
] User Shell [String] = UD_UNIX_DEFAULTSHELL
C| IT Resource Name [IT Resource] = UD_UMX_ITRESOURCE, <KEY=>
C| Inactive Days [5tring] = UD_UNIX_INACTIVEDAYS
C| User Login Mame [5tring] = UD_UNIX_USERLOCIN, <KEv>
E| Status [String] = QIM_OBJECT_STATUS
C| Secondary Groups [Multi-Valued] = Table UD_UNX_CH

12. On the Resource Objects form, click Create Reconciliation Profile.
13. Perform reconciliation to verify the GID attribute.

You should be able to see GID in the connector logs. Ensure that they appear in
the reconciliation events.

14. If you are using Oracle Identity Manager release 11.1.2.x or later, create a new Ul
form and attach it to the application instance to make this new attribute visible.
See Creating a New Ul Form and Updating an Existing Application Instance with a
New Form for the procedures.

4.4 Adding Custom Attributes for Provisioning

The connector provides a default set of attribute mappings for provisioning between
Oracle Identity Manager and the target system. If required, you can add new user or
group attributes for provisioning.

# Note:

In this section, the term "attribute" refers to the identity data fields that store
user data.

By default, the attributes listed in User Attributes for Target Resource Reconciliation
and Provisioning are mapped for provisioning between Oracle Identity Manager and
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the target system. If required, you can map additional attributes for provisioning as

follows:
1. Log in to the Oracle Identity Manager Design Console.
2. Create a new version of the process form as follows:
a. Expand Development Tools.
b. Double-click Form Designer.
c. Search for and open the UD_UNIX process form.
d. Click Create New Version.
On the Create a new version dialog box, enter a new version in the Label field,
and then click the save icon.
3. Add the new field on the process form as follows:
a. Click Add.
A field is added to the list. Enter the details of the field.
For example, if you are adding the GID field, enter UD_UNI X_G Din the Name
field and then enter the rest of the details of this field.
b. Click Save.
c. To activate the newly created form, click Make Version Active.
Figure 4-5 is a sample screenshot of the new version of process form.
Figure 4-5 Adding a New Version of Process Form
“able Name D U EEHTIVAE
@) Process
Jescription [UNIx User Form
Version Information
Latest Version 1.3 Active Version 125
Operations
Current vers... 13 [~ | creme ewversion |
Additional Columns rChiID Table(sy rOhjEEl Fermissions rPrnpenies rAdminis[ramrs rUSage rPre—anulate rDefau\[Cmumns
Add Name Variant Ty...| Len.. Field Label Field Type Default Value ord... ¥ Appl\caﬂm Fro... Encrlp(ed
il Wl i g0 siura |3 isesiis —[rewrma | . = =
3 [UD_UNIX_PASSWO|String 30 Password PasswordFiel 3 v
4 |UD_UNIX_CECOS |String 50 GECOS TextField 4
5 |UD_UNIX_HOME_C|String 50 Home Directory | TextField B 5| 5|
6 |UD_UNIX_CREATE|String 10 Create home direc/ComboBox ] e e
7 |UD_UNIX_MOWE_F|String 10 Move home direct)|C 7 = =
8 |UD_UMIX_EXPIRE_|Date Expire Date DateFieldDig B
9 [UD_UNPCINACTIV]int Inactive Days TextField 9
10 |UD_UNB_PRIMAR|String S0 Primary Croup LookupField 10 = =
11 [UD_UMB{_USERID int Ui TextField 12 b b
12 |UD_UNIX_USER_SHString 50 User Shell LookupField 14 e e
13 |UD_UMIX_SKEL_DI|String 50 Skeleton Directory| TextField 15 L] L]
14 |UD_UNI_RETURN|String 100 Returnvalue TextField 16
15 |UD_UNEX_CID int GID TextField 17 L L
4. Create an entry for the field in the lookup definition for reconciliation as follows:

a. Expand Administration.
b. Double-click Lookup Definition.

Search for and open the Lookup.UNIX.UM.ProvAttrMap lookup definition.

o

d. Click Add and enter the Code Key and Decode values for the field.
The Code Key value must be the form field name. The Decode value must be
the name that would be used for this attribute in the shell scripts.

For example, enter G D in the Code Key field and then enter _G D_ in the
Decode field.
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e. Click the save icon.
Figure 4-6 is a sample screenshot of the new entry added to the reconciliation
lookup definition.

Figure 4-6 Adding an Entry to Provisioning Lookup

Code Lookup UME UM, ProvatirMap

Field |

i Lookup Type () Field Type

Required |:|

Croup  [UNIX

Lookup Code Information |

Add Code Key Decode
1 |User Login __MAME__
Delete 2 |Home Directory HOME_DIR
3 [Returnvalue __uib__
4 [CECOS COMMENTS##COMMEMNT S84
5 |User Shell[LOOKUP] |USER_SHELL
& |Skeleton Directory SKEL_DIR
7 |Create home directon|CREATE_HOME_DIR
2 [Primary Croup[LOOKLPCROUP
9 |Inactive Days INACTIVE
10 [Password _ PASSWORD__
11 [UD_UMIX_CH~5econd|SECOMDARYCROUP
12 [Expire Date[DATE] ExP_DATERZEDATERE
13 |Move home directory [MOVE_LUSER_HOME
14 WD USID
15 |CID __GID__

Copy the connector bundle JAR file.

You can download the bundle from Oracle Identity Manager database using the
DownloadJars utility in OIM_HOME/bin directory or from the installation media. If
you are using Connector Server, then you can copy the bundle from
CONNECTOR_SERVER_HOME/bundles directory.

Extract the JAR file to edit the scripts.

For example, to extract the script for Linux, non-sudo user for provisioning, run the
following command:

jar xvf org.identityconnectors.genericunix-1.0.0.jar scripts/linux/nonsudo/
CreateNativeUser. txt

This script is used to enable create operations on the newly added attribute.
Similarly, you can edit the UpdateNativeUser.txt script to enable update
operations.

Open the script for editing.
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< Note:

You must have a good knowledge of bash scripts to edit the scripts.
Before editing the scripts, you can create a backup of the original scripts.

For example, you can construct a block for the __GID___ attribute similar to other
blocks, as follows (lines 76 to 78):

if [!-z2%$ _GD ] ;then
command="$command -g $ G D ";
fi;
Add an entry to line 91 starting with unset as follows:

unset defaul t HoneBaseDi r honedir checkHomeBaseDir grp defaul tPri Goup _ GID

¢ See Also:

Sample Scripts for Updating Default Attributes for Provisioning for the
original and updated CreateNativeUser.txt script

Save the script and update the bundle as follows:

jar uvf org.identityconnectors.genericunix-1.0.0.jar scripts/linux/nonsudo/
Creat eNativeUser. t xt

Replace the old bundle by using UpdateJars utility in O/IM_HOME/bin directory.

If you are using the Connector Server, stop it. Then, replace the JAR in the
CONNECTOR_SERVER_HOME/bundles directory and restart the Connector
Server.

If you are using Oracle Identity Manager release 11.1.2.x or later, create a new Ul
form and attach it to the application instance to make this new attribute visible.
See Creating a New Ul Form and Updating an Existing Application Instance with a
New Form for the procedures.

4.5 Configuring Validation of Data During Reconciliation and

Provisioning

You can configure validation of reconciled and provisioned single-valued data

ORACLE

according to your requirements.

The Lookup.UNIX.UM.ProvValidation and Lookup.UNIX.UM.ReconValidation lookup
definitions hold single-valued data to be validated during provisioning and

reconciliation operations, respectively.

For example, you can validate data fetched from the First Name attribute to ensure

that it does not contain the number sign (#). In addition, you can validate data entered

in the First Name field on the process form so that the number sign (#) is not sent to

the target system during provisioning operations.
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< Note:

The Lookup.UNIX.UM.ProvValidation and Lookup.UNIX.UM.ReconValidation
lookup definitions are optional and do not exist by default.

You must add these lookups as decode values to the
Lookup.UNIX.UM.Configuration lookup definition to enable exclusions during
provisioning and reconciliation operations. See
Lookup.UNIX.UM.Configuration for more information.

To configure validation of data:

1. Write code that implements the required validation logic in a Java class with a fully
qualified domain name (FQDN), such as
org.identityconnectors. genericunix. extensi on. UNl XVal i dat or.

This validation class must implement the validate method. The following sample
validation class checks if the value in the First Name attribute contains the number
sign (#):

package com validationexanpl e;

inport java.util.HashMap;

public class My/Validator {
public bool ean val i dat e(HashMap hmJserDetails, HashMap hnEntitlenment Detail s,
String sField) throws ConnectorException {

/* You nust wite code to validate attributes. Parent
* data val ues can be fetched by using hnserDetails.get(field)
* For child data values, |oop through the
* Arraylist/Vector fetched by hnEntitlenentDetails.get("Child

Tabl e")
* Depending on the outcome of the validation operation,
* the code nust return true or false.
*/
/*

* In this sanple code, the value "false" is returned if the field
* contains the nunber sign (#). OQtherwise, the value "true" is
* returned.
*|
bool ean valid = true;
String sFirstName = (String) hnlserDetails. get(sField);
for (int i =0; i <sFirstNane.length(); i++) {
if (sFirstNane.charAt(i) =="#) {
valid = fal se;
br eak;
}
}

return valid,

}
2. Login to the Design Console.

3. Create one of the following new lookup definitions:

* To configure validation of data for reconciliation:
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Lookup. UNI X. UM ReconVal i dati on
e To configure validation of data for provisioning:
Lookup. UNI X. UM ProvVal i dati on

In the Code Key column, enter the resource object field name that you want to
validate. For example, Si npl eDi spl ayNane.

In the Decode column, enter the class name. For example,
org.identityconnectors. genericunix.extension. UNIl XVal i dat or.

Save the changes to the lookup definition.
Search for and open the Lookup.UNIX.UM.Configuration lookup definition.
In the Code Key column, enter one of the following entries:
» To configure validation of data for reconciliation:
Recon Val i dation Lookup
* To configure validation of data for provisioning:
Provi sioning Validation Lookup
In the Decode column, enter one of the following entries:
e To configure validation of data for reconciliation:
Lookup. UNI X. UM ReconVal i dati on
*  To configure validation of data for provisioning:
Lookup. UNI X. UM ProvVal i dati on
Save the changes to the lookup definition.

Create a JAR with the class and upload it to the Oracle Identity Manager database
as follows:

Run the Oracle Identity Manager Upload JARs utility to post the JAR file created in
Step 7 to the Oracle Identity Manager database. This utility is copied into the
following location when you install Oracle Identity Manager:

< Note:

Before you use this utility, verify that the W._HOVE environment variable is
set to the directory in which Oracle WebLogic Server is installed.

For Microsoft Windows:
OIM_HOME/server/bin/UploadJars.bat
For UNIX:
OIM_HOME/server/bin/UploadJars.sh

When you run the utility, you are prompted to enter the login credentials of the
Oracle Identity Manager administrator, URL of the Oracle Identity Manager host
computer, context factory value, type of JAR file being uploaded, and the location
from which the JAR file is to be uploaded. Select 1 as the value of the JAR type.
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Run the PurgeCache utility to clear content related to request datasets from the
server cache.

Perform reconciliation or provisioning to verify validation for the field, for example,
SimpleDisplayName.

4.6 Configuring Transformation of Data During User
Reconciliation

You can configure transformation of reconciled data according to your requirements.

ORACLE

The Lookup.UNIX.UM.ReconTransformation lookup definition holds single-valued user
data to be transformed during reconciliation operations. For example, you can use
First Name and Last Name values to create a value for the Full Name field in Oracle
Identity Manager.

" Note:

The Lookup.UNIX.UM.ReconTransformation lookup definition is optional and
does not exist by default.

You must add this lookup as decode value to the
Lookup.UNIX.UM.Configuration lookup definition to enable exclusions during
provisioning and reconciliation operations. See
Lookup.UNIX.UM.Configuration for more information.

To configure transformation of single-valued user data fetched during reconciliation:

1.

Write code that implements the required transformation logic in a Java class with a
fully qualified domain name (FQDN), such as
org.identityconnectors. genericunix. extensi on. UNl XTr ansf or mat i on.

This transformation class must implement the transform method. The following
sample transformation class creates a value for the Full Name attribute by using
values fetched from the First Name and Last Name attributes of the target system:

package com transformationexanpl e;

inport java.util.HashMap;

public class MyTransforner {
public Object transform HashMap hmserDetails, HashMap hnEntitlenent Detail s,

String sField) throws ConnectorException {

/*

* You nust wite code to transformthe attributes.

* Parent data attribute values can be fetched by

* using hmserDetails.get("Field Nane").

* To fetch child data val ues, |oop through the

* Arraylist/Vector fetched by hnEntitlenentDetails.get("Child
Tabl e")

* Return the transformed attribute.

*|

String sFirstName = (String) hmiserDetails.get("First Name");

String sLastName = (String) hmUserDetails.get("Last Nane");
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return sFirstNane + "." + slLast Nameg;

}

2. Login to the Design Console.
3. Create a new lookup definition, Lookup.UNIX.UM.ReconTransformation.

4. Inthe Code Key column, enter the resource object field name you want to
transform. For example, Si npl eDi spl ayNane.

5. Inthe Decode column, enter the class nhame. For example,
org.identityconnectors. genericunix. extensi on. UNl XTr ansf or mat i on.

Save the changes to the lookup definition.
Search for and open the Lookup.UNIX.UM.Configuration lookup definition.

In the Code Key column, enter Recon Transformation Lookup.

© © N o

In the Decode column, enter Lookup. UNI X. UM ReconTr ansf or mat i on.
10. Save the changes to the lookup definition.

11. Create a JAR with the class and upload it to the Oracle Identity Manager database
as follows:

Run the Oracle Identity Manager Upload JARs utility to post the JAR file created in
Step 7 to the Oracle Identity Manager database. This utility is copied into the
following location when you install Oracle Identity Manager:

" Note:

Before you use this utility, verify that the W._HOVE environment variable is
set to the directory in which Oracle WebLogic Server is installed.

For Microsoft Windows:
OIM_HOMEI/server/bin/UploadJars.bat
For UNIX:
OIM_HOME/server/bin/UploadJars.sh

When you run the utility, you are prompted to enter the login credentials of the
Oracle Identity Manager administrator, URL of the Oracle Identity Manager host
computer, context factory value, type of JAR file being uploaded, and the location
from which the JAR file is to be uploaded. Select 1 as the value of the JAR type.

12. Run the PurgeCache utility to clear content related to request datasets from the
server cache.

13. Perform reconciliation to verify transformation of the field, for example,
SimpleDisplayName.
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4.7 Configuring Resource Exclusion Lists

The Lookup.UNIX.UM.ProvExclusionList and Lookup.UNIX.UM.ReconExclusionList
lookup definitions hold user IDs of target system accounts for which you do not want to
perform provisioning and reconciliation operations, respectively.

¢ Note:

The Lookup.UNIX.UM.ProvExclusionList and
Lookup.UNIX.UM.ReconExclusionList lookup definitions are optional and do
not exist by default.

You must add these lookups as decode values to the
Lookup.UNIX.UM.Configuration lookup definition to enable exclusions during
provisioning and reconciliation operations. See
Lookup.UNIX.UM.Configuration for more information.

The following is the format of the values stored in these lookups:

Code Key Decode Sample Values

User Login resource  User ID of a user Code Key: User Login

object field name Decode: User001

User Login resource A regular expression  Code Key: User Login[PATTERN]

object field name with  supported by the To exclude users matching any of the user ID

the [PATTERN] suffix  representation in the g User001, User002, User088, then:

java.util.regex. P Decode: User001|User002|User088

attern class
To exclude users whose user ID 's start with
00012, then:

Decode: 00012*

See Also: For information about the
supported patterns, visitht t p: / /
downl oad. oracl e. cont j avase/ 6/
docs/ api/javal util/regex/
Pattern. htm

To add entries in the lookup for exclusions during provisioning operations:

1. On the Design Console, expand Administration and then double-click Lookup
Definition.

2. Create a new lookup definition, Lookup.UNIX.UM.ProvExclusionList.

" Note:

To specify user IDs to be excluded during reconciliation operations,
create a new lookup definition called
Lookup.UNIX.UM.ReconExclusionList and add entries to that lookup.
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3. Click Add.

4. Inthe Code Key and Decode columns, enter the first user ID to exclude.

# Note:

The Code Key represents the resource object field name on which the
exclusion list is applied during provisioning operations.

5. Repeat Steps 3 and 4 for the remaining user IDs to exclude.

For example, if you do not want to provision users with user IDs User001,
User002, and User088 then you must populate the lookup definition with the
following values:

Code Key Decode
User Login User001
User Login User002
User Login User088

You can also perform pattern matching to exclude user accounts. You can specify
regular expressions supported by the representation in the
java. util.regex. Pattern class.

¢ See Also:

For information about the supported patterns, visit http://
downl oad. oracl e. conl j avase/ 6/ docs/ api /j aval util/regex/
Pattern. htm

For example, if you do not want to provision users matching any of the user IDs
User001, User002, and User088, then you must populate the lookup definition with
the following values:

Code Key Decode
User Login[PATTERN] User001|User002|User088

If you do not want to provision users whose user IDs start with 00012, then you
must populate the lookup definition with the following values:

Code Key Decode
User Login[PATTERN] 00012*

6. Click the save icon.
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Testing and Troubleshooting

After you create the application, you must test the connector to ensure that it functions
as expected.

This chapter discusses the following topics related to connector testing:

*  Testing the UNIX Connector

e Troubleshooting

5.1 Testing the UNIX Connector

ORACLE

You can use the testing utility, supplied with the connector package, to identify the
cause of problems associated with connecting to the target system and performing
basic operations on the target system.

The test-utility directory of connector installation media contains the following files:

e The example-config.groovy file is a sample configuration that can be used to set
the connection properties of the target system and the connector.

e The README file contains instructions to configure and run the testing utility.

e The test-utility.jar file contains the class files used by the testing utility.

¢ Note:

The testing utility does not support separate update and delete actions. You
can update and delete a user while creating the user in the same operation.

To use the testing utility, perform the following steps:

1. Ensure JDK 1.6 is installed.
2. Unzip the connector zip file.

3. Locate and switch to the test-uti | ity directory in the contents of the extracted
zip file.

The test-utility.jar and example-config.groovy files already exist in this directory.

< Note:

On a Microsoft Windows computer, the bundle package
(org.identityconnectors.genericunix-1.0.0.jar) mustbeina
directory other than the test-utility directory.
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Copy the following JAR files to the test-utility directory:
e connector-framework.jar
e connector-framework-internal.jar

e groovy-all.jar

< Note:

These are files are delivered as part of the OIM EAR application, and
they are located in the oi m ear/ APP- | NF/ | i b directory.

You must add these three JAR files to the JAVA HOVE/ j re/ | i b/ ext
directory to run the test utility.

If you copy these JAR files into the test-utility directory, you can exclude
these files in the Java command provided in Step 6.

Update the exanpl e- confi g. groovy file to reflect your local settings.
Run one of the following commands:
On a UNIX computer:

java -classpath ./test-utility.jar:./connector-framework.jar:./connector-
framework-internal .jar:./groovy-all.jar:./test-utility.jar
oracl e.iamconnectors.testutility. Main exanple-config.groovy | tee test.log

On a Microsoft Windows computer (assuming the current directory is c:\test-utility):

java -classpath C\test-utility\test-utility.jar;C\test-utility\connector-
framework.jar; C\test-utility\connector-framework-internal.jar;C\test-utility
\groovy-all.jar;C\test-utility\test-utility.jar;
oracle.iamconnectors.testutility. Main exanple-config.groovy

5.2 Troubleshooting

You can troubleshoot the UNIX connector depending on the type of error you
encounter.

The following sections list solutions to some commonly encountered errors of the
following types:

Connection Errors
Create User Errors
Delete User Errors
Edit User Errors

TimeOut Errors

5.2.1 Connection Errors

This table lists the solution to a commonly encountered Connection error.

ORACLE
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Problem Description Solution
Oracle Identity Manager cannot establish a e Ensure that the target system is running.
connection to the target system. *  Ensure that Oracle Identity Manager is working (that is, the
Returned Error Message: database is running).
UNIX connection exception *  Ensure that all the adapters have been compiled.

e Examine the Oracle Identity Manager record (from the IT
Resources form). Ensure that values for all the IT resource
parameters have been correctly specified.

5.2.2 Create User Errors

This table lists the solution to a commonly encountered Create User error.

Problem Description Solution
Oracle Identity Governance cannot create a A user with the assigned ID already exists in the target system.
user.

Returned Error Message:
User already exists

5.2.3 Delete User Errors

This table lists the solution to a commonly encountered Delete User error.

Problem Description Solution

Oracle Identity Governance cannot delete a user. The specified user does not exist in the target system.

Returned Error Message:
User does not exist in target system

5.2.4 Edit User Errors

This table lists the solution to a commonly encountered Edit User error.

Problem Description Solution

Oracle Identity Governance cannot update a user. Review the log for more details.

Returned Error Message:
User does not exist in target system

5.2.5 TimeOut Errors

This table lists the solution to a commonly encountered TimeOut error.
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Problem Description

Solution

Connection timeout during connector
operations, typically during reconciliation
operations.

Returned Error Message:
Command timed out
Reconciliation fails with an error.
Returned Error Message:

org.identityconnectors.genericunix.common.
GenericUnixUtil :getMatchedResponselnfo :

Buffer:-> > > > >Password:

Increase the value of the commandTimeout
entry in the config lookup definition.

See Setting up the Lookup Definitions for
Connector Configuration for more information.

Change the value of the
sudoPasswdExpectExpression entry in the
Lookup.Unix.Configuration.Trusted lookup
definition from Password: to passwor d.

Note: The letter "P" must be in lowercase.
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The following are known issues associated with this release of the connector:

Bug 13979826

After performing a trusted delete reconciliation operation, a user remains in
provisioned status if the user is deleted from Oracle Identity Manager (OIM).

As a work around, run the target delete reconciliation scheduled task after running
the trusted delete reconciliation task.

For any use case where identity is reconciled authoritatively from a target system
to OIM, and also account daily changes are provisioned from OIM back to the
target system, this behavior will be observed.

The solution is to leverage on the existing infrastructure of account reconciliation
and schedule it to run at the optimal frequency so that it follows trusted delete
reconciliation scheduled task run. After the account reconciliation is completed, the
scheduled task will convert the Account status to Revoked state. Eventually, the
identity data maintained inside OIM would look correct from operational as well as
audit perspective.

Bug 13975499

This issue applies to Oracle Identity Manager releases prior to 11.1.2. The request
dataset provided with the connector does not contain the User Login field, which is
usually fed directly from Oracle Identity Manager user profile to the process form
using a prepopulate adapter.

To include the User Login field in request dataset, perform the following
procedure:

1. Export the current dataset using the MDS export utility.
2. Update the dataset to include the User Login field.

3. Import the updated dataset using the MDS import utility.
4

Purge the cache, as described in Clearing Content Related to Connector
Resource Bundles from the Server Cache.

Bug 13650341

During a provisioning operation, if the connector encounters a timeout error, an
incorrect response message is displayed in the resource history of the scheduled
task.

For example:

Response: CONNECTOR_EXCEPTI ON

Response Description: Unknown response received
Bug 13690646

After upgrading the connector, the parent form is not linked to the child form. As a
work around, you must create a new version of the parent form and make it active.
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*  Bug 13695758

If you update an encrypted basic configuration parameter such as
loginUserPassword, other encrypted parameters such as passphrase and
rbacRolePassword also appear to have been updated.
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Privileges Required for Performing
Provisioning and Reconciliation

These are the privileges required for successful provisioning operations and
reconciliation runs.

This appendix includes the following topics:

*  Privileges Required for Running Commands on Solaris and Linux
*  Privileges Required for Running Commands on HP-UX

*  Privileges Required for Running Commands on AlX

A.1 Privileges Required for Running Commands on Solaris
and Linux

These are the privileges and permissions required to run commands on Solaris and
Linux for performing provisioning operations and reconciliation runs.

Users must have privileges to run the following commands:

usermod, useradd, userdel, passwd, chage, id, cut, touch, awk, uniqg

In addition, the users must have execute permissions for the following commands:
sed, cat, diff, sort, rm grep, egrep, echo, /usr/bin/sh, /bin/sh

Users must have read and write permissions on the / home, /tnp and /et c/
connector_mirror_files (or the mirror files directory specified in the configuration
lookup definition) directories.

A.2 Privileges Required for Running Commands on HP-UX

These are the privileges and permissions required to run commands on HP-UX for
performing provisioning operations and reconciliation runs.

Users must have privileges to run the following commands:

modpr pw, usernod, useradd, userdel, passwd, chage, id, cut, touch, awk,
uniq

In addition, the users must have execute permissions for the following commands:
sed, cat, diff, sort, rm grep, egrep, echo, /usr/bin/sh, /bin/sh

Users must have read and write permissions on the / home, /tnp and /et c/
connector_nmirror_files (or the mirror files directory specified in the configuration
lookup definition) directories.
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A.3 Privileges Required for Running Commands on AlX

ORACLE

These are the privileges and permissions required to run commands on AlX for
performing provisioning operations and reconciliation runs.

User must have privileges to execute the following commands:

nkuser, useradd, chuser, rnuser, |suser, /usr/bin/usernmod, /usr/chuser,id,
cut, touch, awk, uniqg

In addition, the users must have execute permissions for the following commands:

fusr/bin/bdiff, sh, cat, /usr/bin/sort, [usr/bin/rm [usr/bin/grep, /bin/
echo, /bin/sed, conmmand.

Users must have read and write permissions on the / home, /tnp and /et c/
connector_nirror_files (or the mirror files directory specified in the configuration
lookup definition) directories.
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Sample Scripts for Updating Default
Attributes for Reconciliation

This appendix provides sample scripts for editing the default attribute mappings for
reconciliation.

Sample scripts for the procedure described in Adding Custom Attributes for Target
Resource Reconciliation are as follows:

e Original Sample Script
e Updated Sample Script

B.1 Original Sample Script

This is the original FetchAllUserRecords.txt script.

while read inputline ;do
__NAME__=$(echo $inputline | cut -d: -f1);
USI D=$(echo $inputline | cut -d: -f3);
COMMENTS=$(echo $inputline | cut -d. -f5);
HOVE_DI R=$(echo S$inputline | cut -d: -f6);
CREATE_HOMVE_DI R="fal se";
if [ -d "$HOVE_DIR' | ;then CREATE HOVE DI R="true";fi;
USER_SHELL=$(echo $inputline | cut -d: -f7);
PGROUP=$( id -G-n $__NAME__ | cut -d ' -f1);
shadowRecor d=$(cat /etc/shadow |grep $__NAME );
| NACTI VE=$( echo $shadowRecord | cut -d: -f7);
EXP_DATE=$( echo $shadowRecord | cut -d: -f8);
secgrplist="";
id-G-n$_ NAME_ | grep-q " "
if [ $?2 -eq 0 ];then

secgrplist=$( id -G-n $_NAME__ | cut -d "' " -f2- | sed's/ /~~~I¢g");
fi;
ENABLE="t rue";
if [ -z2"$_NAME_" ] ;then

passwd -S $ NAME__ | grep -w LK >/dev/null;

if [ $2 -eq 0] ;then
ENABLE="f al se";

fi;

passwd -S $_ NAME__ | grep -w | ocked >/dev/null;

if [ $2 -eq 0] ;then
ENABLE="f al se";

fi;

fi;
RESULT1=__NAVE_ :$ NAME : ENABLE : $ENABLE: COMVENTS: $COVVENTS: USI D: $USI D: USER_SHEL

L: $USER_SHELL: HOVME DI R $HOME DIR ;
RESULT2=CREATE_HOVE_DI R: $CREATE_HOMVE_DI R: SECONDARYGROUP: $secgrplist:;

RESUL T3=PGROUP: $PGROUP: | NACTI VE: $I NACTI VE: EXP_DATE: $EXP_DATE: __UID_:$_ NAME_;

RESULT="$RESULT1$RESULT2$RESULT3";
echo "$RESULT" | grep -g -w "$connect or Pronpt";
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if [ $2 -gt 0];then
echo "RESULT_START $RESULT RESULT_END';
el se
echo "Record contains connector pronpt. Hence ignored";
fi;
done < /etc/passwd;[ $? -eq 0 ] && echo "SUCCESS';
unset inputline __ NAME _ USID COWENTS HOMVE DI R USER SHELL PGROUP secgrplist;
unset ENABLE passwordFul | passwordF passwordS RESULT RESULT1 RESULT2 RESULT3 __UD__
| NACTI VE EXP_DATE shadowRecor d;

B.2 Updated Sample Script

ORACLE

This is the FetchAllUserRecords.txt script that has been updated to include the newly
added __ GID__ attribute. The updated lines are represented in bold font.

while read inputline ;do
__NAME__=$(echo $inputline | cut -d: -f1);
US| D=$(echo $inputline | cut -d: -f3);
COWMENTS=$( echo $inputline | cut -d: -f5);
HOVE_DI R=$(echo $inputline | cut -d: -f6);
CREATE_HOME_DI R="f al se";
if [ -d"$HOVE_DIR' ] ;then CREATE_HOME DIR="true";fi;
USER SHELL=$(echo $inputline | cut -d: -f7);
PGROUP=$( id -G -n $_ NAME__ | cut -d' ' -f1);
_ GID_=$( id -G $_ NAME__ | cut -d" * -fl);
shadowRecor d=$(cat /etc/shadow |grep $__NAMVE );
| NACTI VE=$(echo $shadowRecord | cut -d: -f7);
EXP_DATE=$(echo $shadowRecord | cut -d: -f8);
secgrplist="";
id-G-n$_NAME__ | grep -q " ";
if [ $2 -eq 0 ];then

secgrplist=$( id -G-n$_NAVE | cut -d' ' -f2- | sed 's/ [~~~/g");
fi;
ENABLE="t rue";
if [ ! -z"$_NAME_ " ] ;then

passwd -S $__NAME__ | grep -w LK >/dev/null;
if [ $2 -eq 0] ;then
ENABLE="f al se";
fi;
passwd -S $_ _NAME__ | grep -w | ocked >/ dev/null;
if [ $2 -eq 0] ;then
ENABLE="f al se";
fi;
fi;

RESULT1=_ NAME_:$ NAME_: ENABLE_ : $ENABLE: COMVENTS: $COMVENTS: USI D: $USI D: USER SHEL
L: $USER SHELL: HOVE DIR $HOVE DI R ;
RESULT2=CREATE_HOME_DI R: $CREATE_HOME_Di R SECONDARYGROUP: $secgr pl i st : ;

RESULT3=PGROUP : $PGROUP: INACTIVE: $INACTIVE:EXP_DATE:$EXP_DATE:__UID__:$ NAME_ : GID_
_:$_GID_;
RESULT="$RESULT1$RESULT2$RESULT3" ;
echo "$RESULT" | grep -q -w "$connectorPrompt";
if [ $2 -9t 0];then
echo "RESULT_START $RESULT RESULT_END';
el se
echo "Record contains connector pronpt. Hence ignored";
fi;
done < /etc/passwd;[ $? -eq 0 ] && echo "SUCCESS';
unset inputline _ NAME__ USID COMMENTS HOME_DIR USER_SHELL PGROUP secgrplist _ GID
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unset ENABLE passwordFul | passwordF passwordS RESULT RESULT1 RESULT2 RESULT3 __UID __
| NACTI VE EXP_DATE shadowRecor d;
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Sample Scripts for Updating Default
Attributes for Provisioning

This appendix provides sample scripts for editing the default attribute mappings for
provisioning.

Sample scripts for the procedure described in Adding Custom Attributes for
Provisioning are as follows:

e Original Sample Script
e Updated Sample Script

C.1 Original Sample Script

ORACLE

This is the original CreateNativeUser.txt script.

if [!-z"$_UD_"1] ;then
__NAME_=$ UD__

el se
__NAME__=$ NAME _

fi;
if id$_NAVE__ > /dev/null 2>&1 ;then
echo "User already exists";
el se
gl obal Var="true";
if [ ! -z $SECONDARYGROUP ] ;then
conmand="$conmand - G $SECONDARYGROUP";
fi;

honedi r=""
if [ ! -z$HOMEDR] ;then
honedi r =$HOME_DI R;
el se
if [ ! -z $defaul t HomeBaseDir ] ;then
homedi r =$def aul t HomeBaseDi r;
fi;
fi;
if [ ! -z $honedir ] ;then

checkHormeBaseDi r=$(test -d $homedir && echo "true" || echo "false");
if [ $checkHoneBaseDir == "true" ]; then

conmand="$conmand -d $homedir/$__ NAMVE_
el se

gl obal Var="f al se";
echo "useradd: cannot create directory $homedir/$_NAME
fi;
fi;
if [ ! -z $EXP_DATE ] ;then
command="$conmand -e $EXP_DATE";
fi;
if [ ! -z $INACTIVE] ;then
command="$command -f $I NACTI VE";
fi;
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if [ ! -z $PGROUP ] ;then
gr p=$PGROUP;
el se
if [ ! -z $defaultPriGoup ] ;then
gr p=$def aul t Pri G oup;
fi;
fi;
if [ ! -z $grp] ;then
getent group $grp;
if [ $2 -ne 0] ;then
echo " PGROUP=$gr p";
echo "Invalid primry group :- $grp";
gl obal Var="f al se";
el se
command="$conmand -g $grp";
fi;
fi;
if [ ! -z $OREATE HOME DIR] & [ $CREATE HOME DIR == "true" | ;then
command="$conmand -ni';
if [ ! -z $SKEL DIR] ;then
comand="$conmand -k $SKEL DIR';
fi;
fi;
if [ ! -z $OREATE_USER GROUP ] && [ $CREATE USER GROUP == "false" | ;then
comand="$conmand -n";
fi;
if [ ! -z $USER SHELL ] ;then
comand="$conmand -s $USER SHELL";
el se
if [ ! -z $defaultShell ] ;then
comand="$conmand -s $defaul t Shel | ";
fi;
fi;
if [ ! -Z$USID] & [ $USID-gt 0] ;then
command="$command -u $USI D";
if [! -z SUNQUEUSID] & [ $UNIQUE USID == "false" | ;then
conmmand="$conmand -0";
fi;
fi;
if [ $globalVar == "true" ] ;then
echo "useradd $command $__ NAME__";
useradd $command $_ NAME
if [ $2 -eq 0 ]; then echo "SUCCESS";
if [ ! -z "$COMENTS" ] ; then echo "usernod -c
\""SCOMMENTS'\" $_ NAME_"“;
usernod -c "$COMMENTS' $_ NAME
fi;
fi;
fi;
fi;
unset bar COWMENTS HOME_DI R PGROUP grp EXP_DATE SKEL_DIR UNI QUE_USID _ NAME _
__UD_ CREATE HOME DIR:
unset USER SHELL USI D CREATE_USER GROUP | NACTI VE SECONDARYGROUP conmand gl obal Var
nane;
unset defaul t HoneBaseDi r honedir checkHoneBaseDir grp defaul t Pri Group;
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C.2 Updated Sample Script

This is the CreateNativeUser.txt script that has been updated to include the newly
added __ GID___ attribute. The updated lines are represented in bold font.

ORACLE

if [ ! -z"$_UD_" 1] ;then
_NAVE_=$ UD_;

el se
__ NAME__=$ NAME ;

fi;

if id$ NAME > /dev/null 2>&1 ;then
echo "User already exists";

el se
gl obal Var="true";
if [ ! -z $SECONDARYGROUP ] ;then

comand="$command - G $SECONDARYGROUP" ;

fi;

honedi r="";
if [ ! -z $HOMEDR] ;then
honedi r=$HOVE_ DI R,
el se
if [ ! -z $defaul t HomeBaseDir ] ;then
honedi r =$def aul t HoneBaseDi r ;
fi;
fi;
if [ ! -z $honedir ] ;then

Appendix C
Updated Sample Script

checkHormeBaseDi r=$(test -d $homedir && echo "true" || echo "false");

if [ $checkHoneBaseDir == "true" ]; then
conmand="$conmand -d $homedir/$__NAME__";
el se
gl obal Var="f al se";

echo "useradd: cannot create directory $homedir/$__NAME_";

fi;
fi;
if [ ! -z $EXP_DATE ] ;then
command="$conmand -e $EXP_DATE";
fi;
if [ ! -z $INACTIVE] ;then
comand="$conmand -f $I NACTI VE";
fi;
if [ ! -z $PGROUP ] ;then
gr p=$PGROUP;
el se
if [ ! -z $defaultPriGoup ] ;then
grp=$def aul t Pri G oup;
fi;
fi;
if [ ! -z $grp] ;then
getent group $grp;
if [ $2 -ne 0] ;then
echo " PGROUP=$gr p";
echo "Invalid primry group :- $grp";
gl obal Var="f al se";
el se
command="$command -g $grp";
fi;
fi;

if [ | -z $OCREATE HOVE DIR] && [ $CREATE_HOME DIR == "true" ] ;then
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command="$conmand -ni';
if [ ! -z $SKEL_ DIR] ;then
comand="$conmand -k $SKEL DIR';
fi;
fi;
if [ ! -z $CREATE_USER GROUP | & [ $CREATE USER GROUP == "false" | ;then
comand="$conmand -n";
fi;
if [ ! -z $USER SHELL ] ;then
comand="$conmand -s $USER SHELL";
el se
if [ ! -z $defaultShell ] ;then
comand="$conmand -s $defaul t Shel | ";
fi;
fi;
if [ ! -Z$USID] & [ $USID-gt 0] ;then
command="$command -u $USI D";
if [ ! -zZ$SUNQUEUSID] && [ $UNIQUE_USID == "false" | ;then
conmmand="$conmand -0";
fi;
fi;
if[!-z$ GID__ ] ;then
command="$command -g $_ GID__";
fi;
if [ $globalVar == "true" ] ;then
echo "useradd $command $__ NAME__";
useradd $command $_ NAME
if [ $2 -eq 0 ]; then echo "SUCCESS";
if [ ! -z "$COMENTS" ] ; then echo "usernod -c
\""SCOMMENTS'\" $_ NAME_*“;
usernod -c "$COMMENTS' $_ NAME
fi;
fi;
fi;
fi;
unset bar COWENTS HOVE_DI R PGROUP grp EXP_DATE SKEL_DIR UNIQUE_USID __ NAME _
__UD_ CREATE HOME DIR:
unset USER SHELL USI D CREATE_USER GROUP | NACTI VE SECONDARYGROUP conmand gl obal Var
nane;
unset defaultHomeBaseDir homedir checkHomeBaseDir grp defaultPriGroup _ GID__

C-4



	Contents
	List of Figures
	List of Tables
	Preface
	Audience
	Documentation Accessibility
	Related Documents
	Documentation Updates
	Conventions

	What's New in Oracle Identity Manager Connector for UNIX?
	Software Updates
	Software Updates in Release 11.1.1.7.0
	Software Updates in Release 11.1.1.6.0
	Software Updates in Release 11.1.1.5.0
	ICF Based Connector
	Support for Switching Between SSH and Telnet Protocols
	Support for Running Custom Scripts
	Support for Configuring the Connector for a New Target System
	Support for Multiple Instances and Multiple Versions of UNIX
	Support for Addition of New Fields
	Support for Resource Exclusion Lists
	Support for Transformation and Validation of Data
	Support for Connection Pooling


	Documentation-Specific Updates
	Documentation-Specific Updates in Release 11.1.1.7.0
	Documentation-Specific Updates in Release 11.1.1.6.0
	Documentation-Specific Updates in Release 11.1.1.5.0


	1 About the Connector
	1.1 Certified Components
	1.2 Usage Recommendation for the UNIX Connector
	1.3 Certified Languages for the UNIX Connector
	1.4 Architecture of the UNIX Connector
	1.4.1 Reconciliation Process for the UNIX Connector
	1.4.2 Provisioning Process for the UNIX Connector
	1.4.3 Provisioning Functions of the UNIX Connector

	1.5 Features of the UNIX Connector
	1.5.1 Support for Switching Between SSH and Telnet Protocols
	1.5.2 Support for Running Custom Scripts
	1.5.3 Support for Configuring the Connector for a New Target System
	1.5.4 Support for Multiple Instances and Multiple Versions of UNIX
	1.5.5 Support for Both Target Resource and Trusted Source Reconciliation
	1.5.6 Support for Both Full and Incremental Reconciliation
	1.5.7 Support for Limited Reconciliation
	1.5.8 Support for Batched Reconciliation
	1.5.9 Support for Reconciliation of User Status from the Target System
	1.5.10 Support for Adding Custom Attributes for Reconciliation and Provisioning
	1.5.11 Transformation of Data
	1.5.12 Support for Resource Exclusion Lists

	1.6 User Attributes for Target Resource Reconciliation and Provisioning
	1.7 User Attributes for Trusted Source Reconciliation
	1.8 Roadmap for Deploying and Using the Connector

	2 Deploying the Connector
	2.1 Preinstallation
	2.1.1 Files and Directories on the Installation Media
	2.1.2 Configuring the Target System
	2.1.2.1 Configuring Solaris and Linux
	2.1.2.2 Configuring AIX
	2.1.2.3 Configuring HP-UX
	2.1.2.4 Installing OpenSSH
	2.1.2.5 Creating a Target System SUDO User Account for Connector Operations
	2.1.2.6 Creating an RBAC User Account for Connector Operations on Solaris
	2.1.2.7 Configuring Public Key Authentication
	2.1.2.8 Configuring SSH Public Key Authentication


	2.2 Installation
	2.2.1 Installing the Connector in Oracle Identity Manager
	2.2.2 Deploying the Connector Bundle in a Connector Server

	2.3 Postinstallation
	2.3.1 Configuring Oracle Identity Manager 11.1.2 or Later
	2.3.1.1 Creating and Activating a Sandbox
	2.3.1.2 Creating a New UI Form
	2.3.1.3 Creating an Application Instance
	2.3.1.4 Publishing a Sandbox
	2.3.1.5 Harvesting Entitlements and Sync Catalog
	2.3.1.6 Updating an Existing Application Instance with a New Form

	2.3.2 Configuring the IT Resource for the Target System
	2.3.3 Configuring the IT Resource for the Connector Server
	2.3.4 Setting up the Lookup Definitions for Connector Configuration
	2.3.5 Setting up the Lookup Definition for Connection Pooling
	2.3.6 Setting up the Lookup Definitions for User Operations
	2.3.6.1 Lookup.UNIX.UM.Configuration
	2.3.6.2 Lookup.UNIX.UM.Configuration.Trusted

	2.3.7 Setting up the Lookup Definitions for Attribute Mappings
	2.3.7.1 Lookup.UNIX.UM.ProvAttrMap
	2.3.7.2 Lookup.UNIX.UM.ReconAttrMap
	2.3.7.3 Lookup.UNIX.UM.ReconAttrMap.Trusted
	2.3.7.4 Lookup.UNIX.UM.ReconAttrMap.TrustedDefaults
	2.3.7.5 Lookup.UNIX.YesNo.Options

	2.3.8 Enabling Logging
	2.3.9 Changing to the Required Input Locale
	2.3.10 Clearing Content Related to Connector Resource Bundles from the Server Cache
	2.3.11 Localizing Field Labels in UI Forms

	2.4 Upgrading the Connector
	2.4.1 Preupgrade Steps
	2.4.2 Upgrade the UNIX Connector from Release 11.1.1.6.0 to 11.1.1.7.0
	2.4.2.1 Setting Entitlement Tagging
	2.4.2.2 Setting IT Resource, Account ID, and Account Name Tagging
	2.4.2.3 Setting the Status of Task to Object Status Mapping of the Secondary Group Update Process Task to None
	2.4.2.4 Updating the Connector Bundle

	2.4.3 Upgrade Steps
	2.4.4 Postupgrade Steps

	2.5 Postcloning Steps

	3 Using the Connector
	3.1 Configuring Reconciliation
	3.1.1 Full Reconciliation
	3.1.2 Limited Reconciliation
	3.1.3 Batched Reconciliation
	3.1.4 Reconciliation Rule for Target Resource Reconciliation
	3.1.5 Reconciliation Action Rules for Target Resource Reconciliation
	3.1.6 Configuring the Target System As a Trusted Source
	3.1.7 Reconciliation Rule for Trusted Source Reconciliation
	3.1.8 Reconciliation Action Rule for Trusted Source Reconciliation

	3.2 Scheduled Tasks
	3.2.1 Scheduled Tasks for Lookup Field Synchronization
	3.2.2 Scheduled Tasks for Reconciliation
	3.2.3 Configuring Scheduled Tasks

	3.3 Configuring Provisioning in Oracle Identity Manager Release 11.1.1
	3.3.1 Guidelines on Performing Provisioning Operations
	3.3.2 Configuring Direct Provisioning
	3.3.3 Configuring Request-Based Provisioning
	3.3.3.1 About Request-Based Provisioning
	3.3.3.2 Enabling Request-Based Provisioning
	3.3.3.2.1 End User's Role in Request-Based Provisioning
	3.3.3.2.2 Approver's Role in Request-Based Provisioning
	3.3.3.2.3 Importing Request Datasets Using Deployment Manager
	3.3.3.2.4 Enabling the Auto Save Form Feature
	3.3.3.2.5 Running the PurgeCache Utility


	3.3.4 Switching Between Request-Based Provisioning and Direct Provisioning

	3.4 Configuring Provisioning in Oracle Identity Manager Release 11.1.2
	3.5 Configuring Action Scripts

	4 Extending the Functionality of the Connector
	4.1 Configuring the Connector for a New Target System
	4.2 Configuring the Connector for Multiple Instances and Multiple Versions of the Target System
	4.3 Adding Custom Attributes for Target Resource Reconciliation
	4.4 Adding Custom Attributes for Provisioning
	4.5 Configuring Validation of Data During Reconciliation and Provisioning
	4.6 Configuring Transformation of Data During User Reconciliation
	4.7 Configuring Resource Exclusion Lists

	5 Testing and Troubleshooting
	5.1 Testing the UNIX Connector
	5.2 Troubleshooting
	5.2.1 Connection Errors
	5.2.2 Create User Errors
	5.2.3 Delete User Errors
	5.2.4 Edit User Errors
	5.2.5 TimeOut Errors


	6 Known Issues
	A Privileges Required for Performing Provisioning and Reconciliation
	A.1 Privileges Required for Running Commands on Solaris and Linux
	A.2 Privileges Required for Running Commands on HP-UX
	A.3 Privileges Required for Running Commands on AIX

	B Sample Scripts for Updating Default Attributes for Reconciliation
	B.1 Original Sample Script
	B.2 Updated Sample Script

	C Sample Scripts for Updating Default Attributes for Provisioning
	C.1 Original Sample Script
	C.2 Updated Sample Script

	Index

