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Preface

Preface

Audience

This guide describes the connector that is used to integrate Oracle Identity Manager
with PeopleSoft Human Resources Management Systems (HRMS).

This guide is intended for resource administrators and target system integration teams.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at ht t p: / / www. or acl e. cont pl s/ t opi ¢/ | ookup?
ct x=acc& d=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit ht t p: / / www. or acl e. com pl s/t opi c/
| ookup?ct x=accé&i d=i nfo or visit htt p: // www. or acl e. com pl s/t opi ¢/ | ookup?

ct x=accé&i d=trs if you are hearing impaired.

Related Documents

For information about installing and using Oracle Identity Manager, visit the following
Oracle Help Center page:

http://docs. oracle. com cd/ E52734_01/i ndex. ht m

For information about Oracle Identity Manager Connectors documentation, visit the
following Oracle Help Center page:

http://docs. oracle. com cd/ E22999_01/i ndex. ht m

Documentation Updates

Oracle is committed to delivering the best and most recent information available. For
information about updates to the Oracle Identity Manager Connectors documentation
library, visit Oracle Technology Network at

http://downl oad. oracl e. conf docs/ cd/ E22999 01/i ndex. htm

Conventions

ORACLE

The following text conventions are used in this document:


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://docs.oracle.com/cd/E52734_01/index.html
http://docs.oracle.com/cd/E22999_01/index.htm
http://download.oracle.com/docs/cd/E22999_01/index.htm
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Preface

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLSs, code in

examples, text that appears on the screen, or text that you enter.

Xi



What's New in the Oracle Identity Manager Connector for PeopleSoft Employee Reconciliation?

What's New in the Oracle Identity Manager
Connector for PeopleSoft Employee
Reconciliation?

This chapter provides an overview of the updates made to the software and
documentation for release 11.1.1.5.0 of the PeopleSoft Employee Reconciliation
connector.

The updates discussed in this chapter are divided into the following categories:

»  Software Updates
This section describes updates made to the connector software.
*  Documentation-Specific Updates

This section describes major changes made to this guide. These changes are not
related to software updates.

Software Updates

The following section discusses the software updates:

Software Updates in Release 11.1.1.5.0

The following are software updates in release 11.1.1.5.0:

*  Dynamic Manager Linking for Incremental Updates
*  Simplified PeopleSoft Listener Deployment
*  New Configuration Lookup Definitions

* Resolved Issues

Dynamic Manager Linking for Incremental Updates

This release of the connector supports dynamic reconciliation of Manager ID values
during incremental reconciliation operations.

When you perform a full reconciliation for the first time, you must run the PeopleSoft
HRMS Manager Reconciliation scheduled task to reconcile the Manager ID values.
During the subsequent incremental reconciliation operations, the Manager ID values
are reconciled dynamically. Previously, you had to run the PeopleSoft HRMS Manager
Reconciliation scheduled task after each incremental reconciliation operation.

See Reconciliation of the Manager ID Attribute for more information.
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Simplified PeopleSoft Listener Deployment

This release of the connector has a simplified process to deploy the PeopleSoft Listener
compared to previous releases. The deployment is simplified using a new deployment tool.
See Deploying the PeopleSoft Listener for more information.

New Configuration Lookup Definitions

This release of the connector has the following new configuration lookup definitions:

Lookup.PSFT.HRMS.Configuration

This lookup definition stores configuration information used by the connector. See
Lookup.PSFT.HRMS.Configuration and Setting Up the
Lookup.PSFT.HRMS.Configuration Lookup Definition for more information.

Lookup.PSFT.HRMS.ManagerRecon.Configuration

This lookup definition provides a list of values used by the PeopleSoft HRMS Manager
Reconciliation scheduled task to read the values required to run the task. See
Lookup.PSFT.HRMS.ManagerRecon.Configuration and Running the PeopleSoft HRMS
Manager Reconciliation Scheduled Task for more information.

Resolved Issues

The following table lists issues resolved in this release of the connector:

Bug Number Issue Resolution

13091034 When the User ID attribute was This issue has been resolved.
reconciled into a UDF rather than The Manager ID value is now updated when the
into a User Login field in Oracle User ID attribute is reconciled into a UDF.

Identity Manager, the Manager ID
value was not updated.

Documentation-Specific Updates

The following section discusses the documentation-specific updates:

Documentation-Specific Updates in Release 11.1.1.5.0

The following documentation-specific updates have been made in revision "25" of this guide:

ORACLE

The "Target System" row of Table 1-1 has been modified to include support for PeopleSoft
HRMS 9.2 with PeopleTools 8.59.

The following documentation-specific updates have been made in revision "24" of this guide:

The "Target System" row of Table 1-1 has been modified to include support for PeopleSoft
HRMS 9.2 with PeopleTools 8.58.

The following documentation-specific update has been made in revision "23" of this guide:

The "Oracle Identity Governance or Oracle Identity Manager" row of Table 1-1 has been
updated.
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The following documentation-specific updates have been made in revision "22" of this
guide:

The "Oracle Identity Governance or Oracle Identity Manager" row of Table 1-1 has
been updated to include support for Oracle Identity Governance release 12¢ PS4
(12.2.1.4.0).

The following documentation-specific updates have been made in revision "21" of this
guide:

e The "Target System" row of Table 1-1 has been modified to include support for
PeopleSoft HRMS 9.2 with PeopleTools 8.57.

* The update on PeopleSoft HRMS 9.2 with PeopleTools 8.57 has been made in the
following sections:

— Creating a Permission List

— Creating a Role for a Limited Rights UserAssigning the Required Privileges to
the Target System Account

— Assigning the Required Privileges to the Target System Account
— Configuring the PeopleSoft Integration Broker

— Configuring the PERSON_BASIC_FULLSYNC Service Operation
— Configuring the WORKFORCE_FULLSYNC Service Operation

— Configuring PeopleSoft Integration Broker

— Configuring the PERSON_BASIC_SYNC Service Operation

— Configuring the WORKFORCE_SYNC Service Operation

The following documentation-specific update has been made in revision "20" of this
guide:

» The Code Key and Decode values in Step 5 of Setting Up the
Lookup.PSFT.HRMS.ExclusionList Lookup Definition have been modified.

* The "Note" in Step 5¢ of Creating a Target System User Account for Connector
Operations has been modified.

The following documentation-specific update has been made in revision "19" of this
guide:

The "Oracle Identity Manager" row of Table 1-1 has been renamed as "Oracle Identity
Governance or Oracle Identity Manager" and also updated for Oracle Identity
Governance 12c (12.2.1.3.0) certification.

The following documentation-specific updates have been made in revision "18" of this
guide:

e The "Target System" row of Table 1-1 has been modified to include support for
PeopleSoft HRMS 9.2 with PeopleTools 8.56.

e The update on PeopleSoft HRMS 9.2 with PeopleTools 8.56 has been made in the
following sections:

— Creating a Permission List

— Creating a Role for a Limited Rights UserAssigning the Required Privileges to
the Target System Account

— Assigning the Required Privileges to the Target System Account
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— Configuring the PeopleSoft Integration Broker

— Configuring the PERSON_BASIC_FULLSYNC Service Operation
— Configuring the WORKFORCE_FULLSYNC Service Operation

— Configuring PeopleSoft Integration Broker

— Configuring the PERSON_BASIC_SYNC Service Operation

— Configuring the WORKFORCE_SYNC Service Operation

The following documentation-specific updates have been made in revision "17" of this guide:

The description of the ORACLE_COMMON environment variable in Deploying the
PeopleSoft Listener has been modified.

The "Note" in "Displaying the El Repository Folder" has been modified to include later
versions of PeopleTools after 8.53.

The "Note" in Step 3 of "Activating the WORKFORCE_FULLSYNC Service Operation”
has been modified about the usage of WORKFORCE_SYNC.INTERNAL service
operation.

The following documentation-specific updates have been made in revision "16" of this guide:

The "Target System" row of Table 1-1 has been modified to include support for
PeopleSoft HRMS 9.2 with PeopleTools 8.55.

Information regarding the default status of an OIM User has been modified from "Active"
to "Disabled" in Reconciliation of Effective-Dated Lifecycle Events.

Information regarding PeopleSoft HRMS 9.2 with PeopleTools 8.55 has been added to
the following sections:

— Creating a Permission List

— Creating a Role for a Limited Rights UserAssigning the Required Privileges to the
Target System Account

— Assigning the Required Privileges to the Target System Account
— Configuring the PERSON_BASIC_FULLSYNC Service Operation
— Configuring the WORKFORCE_FULLSYNC Service Operation

— Configuring the PERSON_BASIC_SYNC Service Operation

— Configuring the WORKFORCE_SYNC Service Operation

Oracle Identity Manager interface names have been corrected throughout the document.

The following documentation-specific update has been made in revision "15" of this guide:

The "Target System" row of Table 1-1 has been modified to include support for PeopleSoft
HRMS 9.1 with PeopleTools 8.53.

The following documentation-specific updates have been made in revision "14" of this guide:

The "Connector Server" row has been added to Table 1-1.
The "JDK" row of Table 1-1 has been renamed to "Connector Server JDK".

All instances of WLS_HOME have been replaced with WL_HOME in Deploying the
PeopleSoft Listener.

The following documentation-specific updates have been made in revision "13" of this guide:
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» Information specific to HRMS 9.2 has been added to the "Note" present in the
following sections:

— Configuring the PERSON_BASIC_FULLSYNC Service Operation
— Configuring the WORKFORCE_FULLSYNC Service Operation

— Configuring the PERSON_BASIC_SYNC Service Operation

— Configuring the WORKFORCE_SYNC Service Operation

*  The first "Note" present in Configuring the WORKFORCE_FULLSYNC Service
Operation has been modified.

*  The "Target systems" row of Table 1-1 has been updated.

* The "Note" in Step 3 of the Activating the PERSON_BASIC_FULLSYNC Service
Operation area of Configuring the PERSON_BASIC_SYNC Service Operation has
been updated.

* The "Note" in Step 3.c of the Defining the Routing for the
PERSON_BASIC_FULLSYNC Service Operation area of Configuring the
PERSON_BASIC_SYNC Service Operation has been added.

* Anissue related to workforce incremental reconciliation has been added to
Troubleshooting.

The following documentation-specific updates have been made in revision "12" of this
guide:

e The "Oracle Identity Manager" row of Table 1-1 has been updated.

» Information specific to Oracle Identity Manager 11g Release 2 PS3 (11.1.2.3.0)
has been added to Usage Recommendation.

The following documentation-specific update has been made in revision "11" of this
guide:

A "Note" regarding lookup queries has been added at the beginning of Extending the
Functionality of the Connector.

The following are documentation-specific updates in revision "10" of this guide:

* A"Note" has been added to Step 5.c of Creating a Role for a Limited Rights User.

* A"Note" has been added to Step 6.e of Assigning the Required Privileges to the
Target System Account.

The following is a documentation-specific update in revision "9" of this guide:

The "Oracle Identity Manager" row of Table 1-1 has been modified to include Oracle
Identity Manager 11g Release 2 PS2 (11.1.2.2.0).

The following is a documentation-specific update in revision "8" of this guide:
The "Oracle Identity Manager" row in Table 1-1 has been modified.
The following are documentation-specific updates in revision "7" of this guide:

e Information about including the jrf.jar, jrf-api.jar, and jrf-client.jar files for Oracle
Identity Manager release 11.1.2.x has been added as Step 2 in Testing
Reconciliation.

e PeopleSoft HRMS 9.2 with PeopleTools 8.53 has been added as a supported
target system for this connector. This information has been added in the "Target
System" row of Table 1-1.
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HRMS 9.2 has been added to the first note in Configuring the
WORKFORCE_FULLSYNC Service Operation.

Information about password encryption has been added to Step 1.g in the procedure for
Configuring PeopleSoft Integration Broker, in Configuring the PeopleSoft Integration
Broker.

The first point has been added to the note in the procedure for Displaying the El
Repository Folder in the following sections:

— Configuring the PERSON_BASIC_FULLSYNC Service Operation
— Configuring the WORKFORCE_FULLSYNC Service Operation

— Configuring the PERSON_BASIC_SYNC Service Operation

— Configuring the WORKFORCE_SYNC Service Operation

A note has been added to the procedure for Activating the WORKFORCE_FULLSYNC
Message in the following sections:

— Configuring the PERSON_BASIC_FULLSYNC Service Operation
— Configuring the WORKFORCE_FULLSYNC Service Operation

— Configuring the PERSON_BASIC_SYNC Service Operation

— Configuring the WORKFORCE_SYNC Service Operation

The name of the "Known Issues" chapter has been changed to "Known Issues and
Workarounds" In addition, Known Issues and Workarounds has been restructured.

The following are documentation-specific updates in revision "6" of this guide:

The "Oracle Identity Manager" row in Table 1-1 has been modified.
Displaying UDFs in Oracle Identity Manager 11.1.2.x or Later has been added.

Instructions specific to Oracle Identity Manager release 11.1.2.x have been added in the
following sections:

— Running the Connector Installer
— Configuring the IT Resource

— Configuring Scheduled Tasks

The following documentation-specific updates have been made in the earlier revisions of the
release 11.1.1.5.0:

Revision "5"
Added Deploying the PeopleSoft Listener on WebSphere Application Server.

Added a procedure to display UDFs in Oracle Identity Manager release 11.1.2 in
Configuring the Scheduled Task for Person Data Reconciliation.

Added bug 13497967 to Known Issues and Workarounds
Revision "4"

In Table 1-1 the PeopleSoft HRMS 9.1 with PeopleTools 8.52 has been added as a newly
certified target system.

Revision "3"

In Table 1-1 the Oracle Identity Manager version has been updated to Release 11.1.1.5
BPO02.
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About the Connector

Oracle Identity Manager automates access rights management, and the security of resources
to various target systems. Oracle Identity Manager connectors are used to integrate Oracle
Identity Manager with target applications. This guide discusses the connector that enables
you to use PeopleSoft HRMS as an authoritative (trusted) source of identity information for
Oracle Identity Manager.

# Note:

In this guide, PeopleSoft HRMS has been referred to as the target system.

In the identity reconciliation (trusted source) configuration of the connector, persons are
created or modified only on the target system and information about these persons is
reconciled into Oracle Identity Manager.

This chapter contains the following sections:

*  Certified Components

*  Determining the Version of PeopleTools and the Target System
* Usage Recommendation

*  Connector Architecture

*  Features of the Connector

e Connector Objects Used During Reconciliation

* Roadmap for Deploying and Using the Connector

1.1 Certified Components

ORACLE

Table 1-1 lists the components certified for use with the connector.

Table 1-1 Certified Components

Item Requirement

Oracle Identity Governance or Oracle You can use one of the following releases of Oracle Identity
identity Manager Governance or Oracle Identity Manager:
*  Oracle Identity Governance 12c (12.2.1.4.0)
*  Oracle Identity Governance 12c (12.2.1.3.0)
e Oracle Identity Manager 11g Release 2 PS3 (11.1.2.3.0)
and any later BP in this release track
*  Oracle Identity Manager 11g Release 2 PS2 (11.1.2.2.0)
and any later BP in this release track
*  Oracle Identity Manager release 11.1.1.5 BP06 and any
later BP in this release track
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Table 1-1 (Cont.) Certified Components

_______________________________________________________________________|
Item Requirement

Target systems The target system can be any one of the following:

*  PeopleSoft HRMS 8.9 with PeopleTools 8.49

*  PeopleSoft HRMS 8.9 with PeopleTools 8.50

*  PeopleSoft HRMS 9.0 with PeopleTools 8.49

*  PeopleSoft HRMS 9.0 with PeopleTools 8.50

*  PeopleSoft HRMS 9.0 with PeopleTools 8.52

»  PeopleSoft HRMS 9.1 with PeopleTools 8.50

*  PeopleSoft HRMS 9.1 with PeopleTools 8.51

*  PeopleSoft HRMS 9.1 with PeopleTools 8.52

*  PeopleSoft HRMS 9.1 with PeopleTools 8.53

*  PeopleSoft HRMS 9.2 with PeopleTools 8.53

*  PeopleSoft HRMS 9.2 with PeopleTools 8.54

*  PeopleSoft HRMS 9.2 with PeopleTools 8.55

*  PeopleSoft HRMS 9.2 with PeopleTools 8.56

*  PeopleSoft HRMS 9.2 with PeopleTools 8.57
Note: If you are using Oracle Identity Governance 12c,
then deploying and pinging PeopleSoft listener operations
may not work as expected. Apply PeopleSoft Connector
Patch 26419438 by using the following URL for these
operations to work successfully:
https://support.oracle.conf

e PeopleSoft HRMS 9.2 with PeopleTools 8.58

*  PeopleSoft HRMS 9.2 with PeopleTools 8.59

Connector Server 11.1.2.1.0
Connector Server JDK JDK 1.6 or later, or JRockit 1.6 or later
Other Software You must ensure that the following components are installed

and configured in the target system environment:

»  Tuxedo and Jolt (the application server)

. PeopleSoft Internet Architecture

*  PeopleSoft Application Designer (2-tier mode)

The following standard PeopleSoft messages are available:
¢ PERSON_BASIC_FULLSYNC

J WORKFORCE_FULLSYNC

e PERSON_BASIC_SYNC

e WORKFORCE_SYNC

1.2 Determining the Version of PeopleTools and the Target
System

You might want to determine the versions of PeopleTools and the target system you
are using to check whether this release of the connector supports that combination. To
determine the versions of PeopleTools and the target system:

1. Open a Web browser and enter the URL of PeopleSoft Internet Architecture. The
URL of PeopleSoft Internet Architecture is in the following format:

http:// | PADDRESS: PORT/ psp/ ps/ ?cnd=Il ogi n
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For example:
http://172.21.109. 69: 9080/ psp/ ps/ ?cmd=| ogi n

2. Click Change My Password. On the page that is displayed, press Ctrl+J. The versions
of PeopleTools and the target system that you are using are displayed.

1.3 Usage Recommendation

Depending on the Oracle Identity Manager version that you are using, you must deploy and
use one of the following connectors:

* If you are using an Oracle Identity Manager release 9.1.0.2 BPO5 or later and earlier than
Oracle Identity Manager 11g Release 1 BP02 (11.1.1.5.2), then you must use the 9.1.0.2
version of this connector.

e If you are using Oracle Identity Manager 11g Release 1 BP02 (11.1.1.5.2) or later, Oracle
Identity Manager 11g Release 2 BP04 (11.1.2.0.4) or later, or Oracle Identity Manager
11g Release 2 PS3 (11.1.2.3.0), then use the latest 11.1.1.x version of this connector.

1.4 Connector Architecture

This section contains the following topics:

»  About the Connector Architecture
*  Full Reconciliation

* Incremental Reconciliation

1.4.1 About the Connector Architecture

Figure 1-1 shows the architecture of the connector.

Figure 1-1 Architecture of the Connector

Incremental Reconciliation Oracle Identity

PeopleSoft Manager
PeopleSoft Standard
Integration Broker > XML Message > PeopleSoft
> (PERSON_BASIC_SYNC = Listener
and WORKFORCE_SYNC)

A

HRMS Components
(PERSON Data and

JOB Data)
l Full Reconciliation
PeopleSoft Standard
Integration Broker > (PERSON )I;'\,ggllgleFULLSYNC » Scheduled Task
and WORKFORCE_FULLSYNC)
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The target system is configured as a trusted source of identity data for Oracle Identity
Manager. In other words, identity data that is created and updated on the target
system is fetched into Oracle Identity Manager and used to create and update OIM
Users.

Standard PeopleSoft XML files and messages are the medium of data interchange
between PeopleSoft HRMS and Oracle Identity Manager.

The method by which person data is sent to Oracle Identity Manager depends on the
type of reconciliation that you configure. It is listed as follows:

e Full Reconciliation

e Incremental Reconciliation

1.4.2 Full Reconciliation

# Note:

To reconcile all existing target system records into Oracle Identity Manager,
you must run full reconciliation the first time you perform a reconciliation run
after deploying the connector. This is to ensure that the target system and
Oracle Identity Manager contain the same data.

PeopleSoft uses its standard message format PERSON_BASIC_FULLSYNC and
WORKFORCE_FULLSYNC to send person data to external applications such as
Oracle Identity Manager. Full reconciliation fetches all person records from the target
system to reconcile records within Oracle Identity Manager. Full reconciliation within
Oracle Identity Manager is implemented using the PERSON_BASIC_FULLSYNC and
WORKFORCE_FULLSYNC XML files that PeopleSoft generates. See Support for
Standard PeopleSoft Messages for more information about these messages.

Full reconciliation involves the following steps:
See Performing Full Reconciliation for the procedure to perform full reconciliation.

1. The PeopleSoft Integration Broker populates the XML files for the
PERSON_BASIC_FULLSYNC and WORKFORCE_FULLSYNC messages with all
the person data, such as biographical information and job information.

2. Copy these XML files to a directory on the Oracle Identity Manager host computer.

3. Configure the PeopleSoft HRMS Trusted Reconciliation scheduled task. The XML
files are read by this scheduled task to generate reconciliation events.

1.4.3 Incremental Reconciliation

ORACLE

Incremental reconciliation involves real-time reconciliation of newly created or modified
person data. You use incremental reconciliation to reconcile individual data changes
after an initial, full reconciliation run has been performed. PERSON_BASIC_SYNC or
WORKFORCE_SYNC are standard PeopleSoft messages to initiate incremental
reconciliation. See Support for Standard PeopleSoft Messages for details. These
messages are used to send specific person data for each transaction on the target
system that involves addition or modification of person information. Incremental
reconciliation is configured using PeopleSoft application messaging.
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Incremental reconciliation involves the following steps:

Performing Incremental Reconciliation describes the procedure to configure incremental
reconciliation.

1.

When person data is added or updated in the target system, a PeopleCode event is
generated.

The PeopleCode event generates an XML message, PERSON_BASIC_SYNC or
WORKFORCE_SYNC, containing the modified person data and sends it in real time to
the PeopleSoft listener over HTTP. The PeopleSoft listener is a Web application that is
deployed on an Oracle Identity Manager host computer. If SSL is configured, then the
message is sent to the PeopleSoft listener over HTTPS.

The PeopleSoft listener parses the XML message and creates a reconciliation event in
Oracle Identity Manager.

¢ Note:

During connector deployment, the PeopleSoft listener is deployed as an EAR file.

1.5 Features of the Connector

The following are the features of the connector:

Dedicated Support for Trusted Source Reconciliation

Full and Incremental Reconciliation

Support for Major Person Lifecycle Events

Reconciliation of Effective-Dated Lifecycle Events
Support for Standard PeopleSoft Messages

Support for Resending Messages That Are Not Processed
Validation and Transformation of Person Data
Reconciliation of the Manager ID Attribute

Target Authentication

Support for Specifying Persons to Be Excluded from Reconciliation Operation

1.5.1 Dedicated Support for Trusted Source Reconciliation

The connector provides all the features required for setting up PeopleSoft HRMS as a trusted
(authoritative) source of identity data for Oracle Identity Manager. Oracle Identity Manager
uses this message for incremental reconciliation. In other words, the connector does not
support provisioning operations and target resource reconciliation with PeopleSoft HRMS.

1.5.2 Full and Incremental Reconciliation

The connector supports reconciliation in two ways:

In a full reconciliation run, all records are fetched from the target system to Oracle Identity
Manager in the form of XML files. In incremental reconciliation, records that are added or

ORACLE
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modified are directly sent to the listener deployed on the Oracle Identity Manager host
computer. The listener parses the records and sends reconciliation events to Oracle
Identity Manager.

1.5.3 Support for Major Person Lifecycle Events

The connector helps you to manage all major person lifecycle events, from onboarding
to termination and beyond a whole range of events that defines a long-term
relationship a person establishes with an organization. This relationship can be
defined as the person lifecycle.

The connector performs real-time reconciliation of changes in PeopleSoft including
new person creation, changes to existing persons, and so on. Real-time reconciliation
allows Oracle Identity Manager to immediately detect critical lifecycle events, such as
job terminations, transfers, and so on. Oracle Identity Manager is thus able to take the
appropriate action immediately.

Whenever the status of a person changes in PeopleSoft, the status of the OIM User
changes as defined in the Lookup.PSFT.HRMS.WorkForceSync.EmpStatus lookup
definition. See Lookup.PSFT.HRMS.WorkForceSync.EmpStatus for more information.

1.5.4 Reconciliation of Effective-Dated Lifecycle Events

ORACLE

On the target system, you can use the effective-dated feature to assign a future date to
changes that you want to make to a person account.

The connector can distinguish between hire events and other events in the lifecycle of
a person record on the target system. These events may be either current-dated or
future-dated (in other words, effective-dated). A current-dated event is one in which the
date of the event is prior to or same as the current date. A future-dated event is one in
which the date the event will take effect is set in the future. For example, if the current
date is 30-Jan-09 and if the date set for an event is 15-Feb-09, then the event is
future-dated. During reconciliation, the manner in which an event is processed
depends on the type of the event.

PeopleSoft uses two standard messages to reconcile a record. These are the
PERSON_BASIC_SYNC and the WORKFORCE_SYNC messages. See Support for
Standard PeopleSoft Messages for more information about these messages.

You run the PERSON_BASIC_SYNC message to create an OIM User. The default
status of an OIM User is Disabled. See the Employee Status Code Key in the lookup
definition described in Lookup.PSFT.Message.PersonBasicSync.Configuration.

The job-related information of a person is updated through the WORKFORCE_SYNC
message. In addition, the status is modified depending on the information fetched from
the ACTION node of the WORKFORCE_SYNC message XML. For example, the
value for hire event is retrieved from the ACTION node of the WORKFORCE_SYNC
message XML as H R.

The Lookup.PSFT.HRMS.WorkForceSync.EmpStatus lookup definition provides a
mapping for the value retrieved from the ACTION node of the XML message. In the
lookup definition, the Code Key defines the action performed, and the Decode value is
either Acti ve or I nacti ve. Depending on the Decode value, the status of the person
appears as Acti ve or Di sabl ed in Oracle Identity Manager.

For example, in this case the data fetched from the XML message is H R. The
Lookup.PSFT.HRMS.WorkForceSync.EmpStatus lookup definition stores the mapping
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for the HIR action, in the Decode column. If you want to display Active on the Oracle Identity
Manager console as against the HIR action then define the following mapping in the lookup
definition:Code Key: HIRDecode: Active

See Lookup.PSFT.HRMS.WorkForceSync.EmpStatus. for more information about this lookup
definition.

" Note:

In the context of the Effective Date feature, records for a particular person on the
target system can be categorized into the following types:

« Current: The record with an effective date that is closest to or same as, but not
greater than, the system date. There can be only one current record

e History: Records with dates that are earlier than that of the current-dated
record

e Future: Records that have effective dates later than the system date

1.5.5 Support for Standard PeopleSoft Messages

PeopleSoft provides standard messages to send biographical data and job-related data to
external applications, such as Oracle Identity Manager. The connector uses the following
standard PeopleSoft messages that are delivered as part of PeopleSoft HRMS installation to
achieve full reconciliation and incremental reconciliation:

*  PERSON_BASIC_FULLSYNC

This message contains all the basic biographical information of all persons. This
information includes Employee ID, First Name, Last Name, and Employee Type. It is
used for full reconciliation.

«  PERSON_BASIC_SYNC

This message contains the information about a particular person. This includes Employee
ID and the information that is added or modified. During incremental reconciliation,
PERSON_BASIC_SYNC messages are sent to Oracle Identity Manager.

# Note:

Itis only if a person is added in PeopleSoft that the triggering of
PERSON_BASIC_SYNC creates an OIM User. But, if an OIM User has been
created during full reconciliation, then the PERSON_BASIC_SYNC message
contains modifications to personal data.

*  WORKFORCE_FULLSYNC

This message contains job-related details of all persons. This information includes
Department, Supervisor ID, Manager ID, and Job Code. It is used for full reconciliation.

*  WORKFORCE_SYNC
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This message contains job-related details of a particular person. This information
includes Employee ID and the information that is added or modified. It is used in
incremental reconciliation.

# Note:

When you reconcile records, it is mandatory to run the
PERSON_BASIC_FULLSYNC message before WORKFORCE_FULLSYNC.
If the WORKFORCE_FULLSYNC message is processed first, then Oracle
Identity Manager stores the data for all those events in the Event Received
state and processes them after person data is available through
reconciliation performed using the PERSON_BASIC_FULLSYNC message.

1.5.6 Support for Resending Messages That Are Not Processed

Standard messages provided by PeopleSoft are asynchronous. In other words, if a
message is not delivered successfully, then the PeopleSoft Integration Broker marks
that message as not delivered. The message can then be resent manually.

If the connector is not able to process a message successfully, then it sends an error
code and PeopleSoft Integration Broker marks that message as Failed. A message
marked as Failed can be resent to the listener. See Resending Messages That Are
Not Received by the PeopleSoft Listener for detalils.

¢ See Also:

Resubmitting and Canceling Service Operations for Processing topic in the
PeopleBook Enterprise PeopleTools 8.49 PeopleBook: PeopleSoft
Integration Broker available on Oracle Technology Network:

http://downl oad. oracl e. conf docs/ cd/ E13292_01/ pt 849pbr 0/ eng/
psbooks/ ti br/book. ht m

1.5.7 Validation and Transformation of Person Data

You can configure validation of person data that is brought into Oracle Identity
Manager during reconciliation. In addition, you can configure transformation of person
data that is brought into Oracle Identity Manager during reconciliation.

*  Configuring Validation of Data During Reconciliation provides information about
setting up the validation feature.

*  Configuring Transformation of Data During Reconciliation provides information
about setting up the transformation feature.

1.5.8 Reconciliation of the Manager ID Attribute

The connector supports full and dynamic reconciliation of Manager ID values. The
Manager ID attribute is one of the predefined OIM User form attributes. When you
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reconcile data while creating an OIM User, you can populate this field with manager details
by running the PeopleSoft HRMS Manager Reconciliation scheduled task.

# Note:

The target system also provides the Supervisor attribute, which is a lookup field on
the target system Ul. This value is populated in the Supervisor ID field, which is a
UDF on the process form.

1.5.8.1 Full Reconciliation of the Manager ID Attribute

When you perform a full reconciliation for the first time, you must run the PeopleSoft HRMS
Manager Reconciliation scheduled task to reconcile the Manager ID values.

See Running the PeopleSoft HRMS Manager Reconciliation Scheduled Task for instructions
on how to reconcile Manager ID values in this scenario.

1.5.8.2 Dynamic Reconciliation of the Manager ID Attribute

After you perform a full reconciliation for the first time, during the subsequent incremental
reconciliation operations, the Manager ID values are reconciled dynamically.

The connector reconciles the manager information based on the Supervisor ID in Oracle
Identity Manager and the job information fetched through the WORKFORCE_SYNC
message.

1.5.8.3 Steps in the Manager ID Reconciliation Process

ORACLE

This section describes the steps in the Manager ID reconciliation process, which applies to
both full and dynamic reconciliation of the Manager ID values.

To update the job details of a person:

1. The Supervisor details for a person are retrieved from the target system when you run
the WORKFORCE_FULLSYNC or the WORKFORCE_SYNC message.

The Supervisor details are fetched from the SUPERVISOR_ID node of the message
XML, as shown in the following screenshot:
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The connector populates the Supervisor ID field in the process form.

Run the PeopleSoft HRMS Manager Reconciliation scheduled task only if you
perform full reconciliation for the first time. See Running the PeopleSoft HRMS
Manager Reconciliation Scheduled Task for instructions on how to reconcile
Manager ID values in this scenario.

The scheduled task checks for the existence of an OIM User with the same User
ID as that of Supervisor ID value. If a match is found, the Manager ID attribute is
updated with the value of the Supervisor ID.

This sequence of steps can be illustrated by the following example:

Suppose Richard is a person on the target system with the user ID 02. John Doe, his
manager, with user ID 01 exists on Oracle Identity Manager. During reconciliation of
Richard's person record:

1.

The Supervisor ID of Richard is fetched from the target system using the
WORKFORCE_FULLSYNC or the WORKFORCE_SYNC message. The value
fetched is 01.

The Supervisor ID field of Richard is populated with 01.

The scheduled task looks for an OIM User with the same Supervisor ID value.
John's record matches the criterion.

The Manager ID field pertaining to Richard is populated with 01.
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1.5.9 Target Authentication

Target authentication is done to validate whether Oracle Identity Manager should accept
messages from the target system or not. It is done by passing the name of the IT resource in
the Integration Broker node. You must ensure that the correct value of the IT resource name
is specified in the node. See Configuring PeopleSoft Integration Broker for setting up the
node. In addition, the flag IsActive is used to verify whether the IT Resource is active or not.
The value of this flag is Yes, by default. When this value is Yes, target authentication is
carried out. Target authentication fails if it is set to No.

1.5.10 Support for Specifying Persons to Be Excluded from Reconciliation
Operation

You can specify a list of persons who must be excluded from all reconciliation operations.
Persons whose User IDs you specify in the exclusion list are not affected by the reconciliation
operation. See Lookup.PSFT.HRMS.ExclusionList for more information.

1.6 Connector Objects Used During Reconciliation

Trusted source reconciliation involves reconciling data of newly created or modified accounts
on the target system into Oracle Identity Manager and adding or updating OIM Users.

¢ See Also:

Managing Reconciliation in Oracle Fusion Middleware Administering Oracle Identity
Manager for conceptual information about reconciliation

This section discusses the following topics:
*  User Attributes for Reconciliation

* Reconciliation Rules

* Reconciliation Action Rules

e Predefined Lookup Definitions

1.6.1 User Attributes for Reconciliation

Table 1-2 lists the identity attributes whose values are fetched from the target system during
reconciliation.

Table 1-2 User Attributes for Reconciliation
]

OIM User Form Field PeopleSoft HRMS/HCM Field Description

User ID PS_PERSON.EMPLID The employee ID of the user
This is a mandatory field for the creation of an
OIM User.
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OIM User Form Field PeopleSoft HRMS/HCM Field  Description

Last Name PS_NAMES.LAST_NAME The last name of the user
This is a mandatory field for the creation of an
OIM User.

First Name PS_NAMES.FIRST_NAME The first name of the user
This is a mandatory field for the creation of an
OIM User.

Employee Type PS_JOB.REG_TEMP The employee type of the OIM User

PS_JOB.FULL_PART TIME
PS_JOB.PER_ORG

The combination of the values of the
PS_JOB.REG_TEMP,
PS_JOB.FULL_PART_TIME, and the
PS_JOB.PER_ORG fields are used to specify the
employee type of the OIM User.

This is a mandatory field for the creation of an
OIM User.

Status PS_JOB.ACTION The action to be taken for a person. It could be
HIRE, TRANSFERED, and so on.

Start Date PS_JOB.EFFDT The effective date of a person's job record

Supervisor ID PS_JOB.SUPERVISOR_ID The supervisor ID of a person

Department PS_JOB.DEPTID The department ID of a person

Job ID PS_JOB.JOBCODE The job ID of a person

1.6.2 Reconciliation Rules

¢ See Also:

Reconciliation Metadata in Oracle Fusion Middleware Developing and
Customizing Applications for Oracle Identity Manager for generic information
about reconciliation matching and action rules

The following sections provide information about the reconciliation rules for this

connector:

»  Overview of the Reconciliation Rule

* Viewing the Reconciliation Rule in the Design Console

1.6.2.1 Overview of the Reconciliation Rule

The following is the process-matching rule:

Rule Name: Peoplesoft HRMS Recon Rule

Rule Element: User Login Equals User ID

In this rule:

ORACLE
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* User Login represents the User ID field on the OIM User form.
» User ID represents the Employee ID field of the employee on the target system.

For trusted source reconciliation, the User ID field of the OIM User form is matched against
the Employee ID field on the target system. These are the key fields in Oracle Identity
Manager and the target system, respectively.

1.6.2.2 Viewing the Reconciliation Rule in the Design Console

After you deploy the connector, you can view the reconciliation rule by performing the
following steps:

# Note:

Perform the following procedure only after the connector is deployed.

Log in to the Oracle Identity Manager Design Console.
Expand Development Tools.

Double-click Reconciliation Rules.

P W NP

Search for and open PSFT ER. Figure 1-2 shows this reconciliation rule.
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1.6.3 Reconciliation Action Rules

Application of the matching rule on reconciliation events would result in one of multiple

possible outcomes. The action rules for reconcili
these outcomes.

" Note:

The following sections provide information about
connector:

*  Overview of the Reconciliation Action Rules

ation define the actions to be taken for

For any rule condition that is not predefined for this connector, no action is
performed and no error message is logged.

the reconciliation action rules for this

e Viewing the Reconciliation Action Rules in the Design Console

1.6.3.1 Overview of the Reconciliation Action Rules

Table 1-3 lists the reconciliation action rules for this connector:

ORACLE
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Table 1-3 Action Rules for Trusted Source Reconciliation
|

Rule Condition Action
No Matches Found Create User
One Entity Match Found Establish Link

1.6.3.2 Viewing the Reconciliation Action Rules in the Design Console

After you deploy the connector, you can view the reconciliation action rules by performing the
following steps:

¢ Note:

Perform the following procedure only after the connector is deployed.

Log in to the Oracle Identity Manager Design Console.
Expand Resource Management.
Double-click Resource Objects.

Search for and open the Peoplesoft HRMS resource object.

g H @ b P

Click the Object Reconciliation tab and then the Reconciliation Action Rules tab. The
Reconciliation Action Rules tab displays the action rules defined for this connector.
Figure 1-3 shows these reconciliation action rules.
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Figure 1-3 Reconciliation Action Rules
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1.6.4 Predefined Lookup Definitions

The predefined lookup definitions can be categorized as follows:

e Lookup.PSFT.HRMS.Configuration

*  Lookup.PSFT.HRMS.ManagerRecon.Configuration

*  Lookup Definitions Used to Process PERSON_BASIC_SYNC Messages
*  Lookup Definitions Used to Process WORKFORCE_SYNC Messages

*  Other Lookup Definitions

1.6.4.1 Lookup.PSFT.HRMS.Configuration

The Lookup.PSFT.HRMS.Configuration lookup definition is used to store configuration
information that is used by the connector. See Configuring the IT Resource for more
information about the entries in this lookup definition.

The Lookup.PSFT.HRMS.Configuration lookup definition has the following entries:
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Code Key

Decode

Description

Manager Recon Config
Lookup

HRMS Resource Exclusion
List Lookup

Ignore Root Audit Action

PERSON_BASIC_FULLSYNC Lookup.PSFT.Message.PersonBasic

ORACLE

Lookup.PSFT.HRMS.ManagerRecon

.Configuration

Lookup.PSFT.HRMS.ExclusionList

No

Sync.Configuration

Name of the lookup used by the
PeopleSoft HRMS Manager
Reconciliation scheduled task
to read the required values.

See
Lookup.PSFT.HRMS.ManagerR
econ.Configuration for more
information about this lookup
definition.

Name of the Resource
Exclusion lookup for PeopleSoft
Employee Reconciliation

See
Lookup.PSFT.HRMS.Configurat
ion for more information about
this lookup definition.

Use this value if the Root
PSCAMA audit action is
required to be considered while
parsing the XML message.

Enter Yes if PSCAMA Audit
Action is not taken into account.
Here, the Root Audit Action is
considered as a Change event.

Enter No if PSCAMA Audit
Action is taken into account. If
Root PSCAMA Audit Action is
NULL or Empty, then the Root
Audit Action is considered as an
ADD event.

See Also: Determining the Root
Audit Action Detalils.

Name of the lookup definition
for
PERSON_BASIC_FULLSYNC
message

See
Lookup.PSFT.Message.Person
BasicSync.Configuration for
more information about this
lookup definition.

Note: The Decode value is the
same as that of the
PERSON_BASIC_SYNC
message, because the data to
be reconciled is the same for
both messages.
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Code Key Decode Description
PERSON_BASIC_SYNC Lookup.PSFT.Message.PersonBasic Name of the lookup definition
Sync.Configuration for the PERSON_BASIC_SYNC
message
See

Lookup.PSFT.Message.Person
BasicSync.Configuration for
more information about this
lookup definition.

Target Date Format yyyy-MM-dd Data format of the Date type
data in the XML file and
messages

You must not change this value.

WORKFORCE_FULLSYNC Lookup.PSFT.Message.WorkForceS Name of the lookup definition
ync.Configuration for the
WORKFORCE_FULLSYNC
message

See
Lookup.PSFT.Message.WorkFo
rceSync.Configuration for more
information about this lookup
definition.

Note: The Decode value is the
same as that of the
WORKFORCE_ SYNC
because the data to be
reconciled is the same for both

messages.
WORKFORCE_SYNC Lookup.PSFT.Message.WorkForceS Name of the lookup definition
ync.Configuration for the WORKFORCE_SYNC
message
See

Lookup.PSFT.HRMS.ManagerR
econ.Configuration for more
information about this lookup
definition.

You can configure the message names, such as the PERSON_BASIC_SYNC,
WORKFORCE_SYNC, PERSON_BASIC_FULLSYNC, and
WORKFORCE_FULLSYNC defined in this lookup definition. Setting Up the
Lookup.PSFT.HRMS.Configuration Lookup Definition describes the procedure to
configure these message names.

1.6.4.2 Lookup.PSFT.HRMS.ManagerRecon.Configuration

ORACLE

The Lookup.PSFT.HRMS.ManagerRecon.Configuration lookup definition provides a
list of values used by the PeopleSoft HRMS Manager Reconciliation scheduled task to
read the values required to run the task.

If you want to modify the PeopleSoft HRMS Manager Reconciliation scheduled task,
for example, when the Employee ID field is mapped to a UDF, then you must modify
the values in this lookup as per the changes made to the task.

The following is the format of the values stored in this lookup:
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Code Key

Decode

Employee ID RO

Employee ID UDF

Manager UDF

Name of the Resource Obiject field for Employee ID of a
person.

Sample value: User | D

Metadata of the field of the person form with which EMPL 1D
from the target system is mapped.

Sample value: Users. User 1D

Metadata of the Supervisor ID field of the person form.
Sample value: USR_UDF_SUPERVI SR I D

See Running the PeopleSoft HRMS Manager Reconciliation Scheduled Task for instructions
on how to configure and run the PeopleSoft HRMS Manager Reconciliation scheduled task.

1.6.4.3 Lookup Definitions Used to Process PERSON_BASIC_SYNC Messages

The following lookup definitions are used to process PERSON_BASIC_SYNC messages:

1.6.4.3.1 Lookup.PSFT.Message.PersonBasicSync.Configuration

The Lookup.PSFT.Message.PersonBasicSync.Configuration lookup definition provides the
configuration-related information for the PERSON_BASIC_SYNC and
PERSON_BASIC_FULLSYNC messages.

The lookup definition has the following entries:

Code Key

Decode Description

Attribute Mapping Lookup

Custom Query

Custom Query Lookup

Definition

ORACLE

Lookup.PSFT.HRMS.PersonBas Name of the lookup definition that
icSync.AttributeMapping maps Oracle Identity Manager

attributes with the attributes in the
PERSON_BASIC_SYNC and
PERSON_BASIC_FULLSYNC
message XML

See
Lookup.PSFT.HRMS.PersonBasicS
ync.AttributeMapping for more
information about this lookup
definition.

Enter a Value If you want to implement limited

reconciliation, then enter the query
condition that you create by
following the instructions given in
the Limited Reconciliation.

Lookup.PSFT.HRMS.CustomQu This entry holds the name of the

lookup definition that maps
resource object fields with OIM
User form fields. This lookup
definition is used during application
of the custom query.

See Limited Reconciliation for more
information.
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Code Key Decode Description

Data Node Name Transaction Name of the node in the XML files
to execute a transaction

Default value: Tr ansact i on
You must not change the default
value.

Employee Status Active Default status of an employee
during the creation of an OIM User

Note: You can change the status to
Disabled, if you want the status to
be Inactive when the OIM User is

created.
Employee Type Lookup Lookup.PSFT.HRMS.PersonBas Name of the lookup definition that
icSync.EmpType maps Oracle Identity Manager

attributes with employee type
attributes obtained from XML
message

See
Lookup.PSFT.HRMS.PersonBasicS
ync.EmpType for more information
about this lookup definition.

Message Handler Class oracle.iam.connectors.psft.com Name of the Java class that accepts
mon.handler.impl.PSFTPersonS the XML payload, configuration
yncReconMessageHandlerimpl information, and a handle to Oracle

Identity Manager. Depending on the
message type, it retrieves the
appropriate configuration from
Oracle Identity Manager and
processes the message. To parse a
specific message type, it relies on a
Message Parser factory.

If you want a customized
implementation of the message,
then you must extend the
MessageHandl er . j ava class.

See Also: Configuring the
Connector Messages

Message Parser oracle.iam.connectors.psft.com Name of the parser implementation
mon.parser.impl.PersonMessag class that contains the logic for
eParser message parsing

If you want a customized
implementation of the message,
then you must extend the
MessagePar ser. j ava class.

See Also: Configuring the
Connector Messages

Organization Xellerate Users Default organization in Oracle
Identity Manager
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Code Key Decode

Description

Recon Lookup Definition Lookup.PSFT.HRMS.PersonBas
icSync.Recon

Resource Object Peoplesoft HRMS
Transformation Lookup Lookup.PSFT.HRMS.PersonBas
Definition icSync.Transformation

User Type End-User

Use Transformation No

Use Validation No

Validation Lookup Definition Lookup.PSFT.HRMS.PersonBas
icSync.Validation

Name of the lookup definition that
maps Oracle Identity Manager
attributes with the Resource Object
attributes

See
Lookup.PSFT.HRMS.PersonBasicS
ync.Recon for more information
about this lookup definition.

Name of the resource object

Name of the transformation lookup
definition

See Configuring Transformation of
Data During Reconciliation for more
information about adding entries in
this lookup definition.

It specifies the value with which a
person is created in Oracle Identity
Manager using the
PERSON_BASIC_SYNC message.

Enter yes to implement
transformation while reconciling
records. Otherwise, enter no.

Enter yes to implement validation
while reconciling records.
Otherwise, enter no.

Name of the validation lookup
definition

See Configuring Validation of Data
During Reconciliation for more
information about adding entries in
this lookup definition.

1.6.4.3.2 Lookup.PSFT.HRMS.PersonBasicSync.AttributeMapping

ORACLE

The Lookup.PSFT.HRMS.PersonBasicSync.AttributeMapping lookup definition maps OIM
User attributes with the attributes defined in the PERSON_BASIC_SYNC message. The
following table provides the format of the values stored in this lookup definition:

Code Key Decode

Emp Type PER_ORG~PERSON

First Name FIRST_NAME~NAMES~NAME_TYPE=PRI~-EFFDT
Last Name LAST_NAME~NAMES~NAME_TYPE=PRI~EFFDT
User ID EMPLID~PERSON~None~None~PRIMARY

Code Key: Name of the OIM User field

Decode: Combination of the following elements separated by the tilde (~) character:

NCDE~PARENT NODE~TYPE NODE=Val ue~EFFECTI VE DATED NODE~PRI MARY
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In this format:

NCDE: Name of the node in the PERSON_BASIC_SYNC message XML file from which
the value is read. You must specify the name of the NODE in the lookup definition. It is
a mandatory field.

PARENT NODE: Name of the parent node for the NODE. You must specify the name of
the parent node in the lookup definition. It is a mandatory field.

TYPE NODE=Val ue: Type of the node associated with the Node value. Value defines the
type of the Node.

For example, in the PERSON_BASIC_SYNC message, the rowset NAME_TYPE_VW
lists the names assigned to a person. The names assigned could be primary,
secondary, or nickname, depending on how it is configured in PeopleSoft.

If you want to use the primary name to create an OIM User, then you must locate the
NAME_TYPE node with the value PRI to fetch First Name and Last Name from the
XML message. Therefore, you must provide the following mapping in Decode column
for First Name:

FI RST_NAVE~NAMVES~NAVE_TYPE=PRI ~EFFDT

In this format, NAME_TYPE specifies the TYPE NODE to consider, and PRI specifies
that name of type PRI (primary) must be considered while fetching data from the XML
messages. All other names types are then ignored.

The NAME_TYPE node with PRI value is shown in the following screenshot:
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<«» NAMES
1 Attriburtes:
[Name  [Vaiue

=
ER R

28 Sultags: =

EFFECTI VE DATED NCODE: Effective-dated node for the NCDE, if any.

PeopleSoft supports effective-dated events. The value refers to the name of the node that
provides information about the date on which the event becomes effective.

For example, names can be effective-dated in PeopleSoft. The EFFDT node in XML provides
the date on which the name becomes effective for the OIM User.

The EFFDT node is shown in the following screenshot:
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| = 1sChanged]Y |
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= 2008-07-31T12:43:26,000000-0700=LASTUPDDTTIM=

Primary: Specifies if the node is a mandatory field on Oracle Identity Manager.

The following scenario illustrates how to map the entries in the lookup definition. On
the target system, there is no direct equivalent for the First Name attribute of the OIM
User. As a workaround, a combination of elements is used to decipher the value for
each Code Key entry in the preceding table.

If you want to retrieve the value for the Code Key, Fi rst Nane, then the name of the
NODE will be FIRST_NAME as depicted in the XML file. See the sample XML file in
Figure 1-4 for more information about each node in the PERSON_BASIC_SYNC
message.

1-24



ORACLE

Chapter 1
Connector Objects Used During Reconciliation

Figure 1-4 Sample XML File for PERSON_BASIC_SYNC Message

“PARTNER_LAST_NAME/=

EHe® PERSON_BASIC_SYNG
- - = <PARTNER_ROY_PREFIX!>

B FieldTypes

s MsgData <LAST_NAME_PREF_NLD IsChanged="y">1<LAST_NAME_PREF_NLD=
14 Transaction <NAME_DISPLAY IsChanged="y">Gautam 12 7 Gambhir<MNAME_DISPLAY>
s PERSON =NAME_FORMAL IsChanged="v"=Gautam 18 7 Gambhir=MNAME_FORMAL =
L& class = "R" sLASTUPDDTTM IsChanged="r"=2008-07-31T12:43:26.000000-07 00<LASTUPDDTTM=
15 EMPLID ngmopmu IsChanged="y"=PS<LASTUPDOPRID=
m | »
TE’? EE?—T?.ES <PSCAMA class="R">
#HT5 BIRTHOATE <AUDIT_ACTN=A=IAUDIT_ACTH=
hers <PSCAMA=
zv:!?‘rg BIRTHCOUNTRY —al NAMES. class="R">
< > BIRTHSTATE <EMPLID |sChanged="y"=TCE_111<EMPLID>
L5 0T OF DEATH <NAME_TYPE |sChanged="1">PRI<NAME_TYPE>
11rS LAST GHILD. UPDDTH <EFFDT IsChanged=""»2008-07-07 <EFFDT >
WM PERSNID <EFF_STATUS IsChanged="r"=A=EFF_STATUS>
14> PSCANA <COUNTRY_NM_FORMAT |5Changed="r"»001=/COUNTRY_NM_FORMAT>
e MAME TYFE VWY =NAME isChanged="¢"=Gambhir,Gautarn 7 7 =NAME=
e ML < =
o CNAME PREFIX/-
-.wqi EWPLID ooyt
[+ s
;;.fg; g;"éiﬁwgf sEQ <NAME_ROYAL_PREFIX/=
BHe> NAMES =NAME_ROYAL_SUFFIN/=
B <NAME_TITLE/=
Fri< PSCAMA

<LAST_MAME_SRCH I:Changed="y"=GAMBHIR=LAST_NAME_SRCH=
<FIRST_NAME_SRCH IzChanged="y"*GALTAM=FIRST_NAME_SRCH=

[l
= class="R"

1 o <LAST_NAME [sChanged="">Gambhir<LAST_NAME>
e e e <FIRST_NAME I=Changed="1"Gautam 7 7</FIRST_NAME=
kL i) = <MIDDLE_MAMES=

=75 EFFDT !

R ELE BTaTS <SECOND_LAST_NAME

frer? EFF_ =SECOND_LAST_SRCH/>

TS COUNTRY_NM_F * S

BT MAME NAME_AC/

<PREF_FIRST_NAME/>
<PARTNER_LAST_NAME=
<PARTNER_ROY_PREFIX/=

¢ > MAME_INITIALS
< > MAME_PREFIX
¢ > MAME_SUFFI

ey <LAST_NAME_PREF_NLD IsChanged="7=1=LAST_NAME_PREF_NLD-
i AN IOAL B NAME_DISPLAY IsChanged="y">Gautam 7 7 Gambhir<MAME_DISPLAY=

o RANE AT <NAME_FORMAL I5Changed="r"»Galtam 7 7 Gambhir<MNAME_FORMAL =

BHTS LAST HAME SRC <l ASTUPDDTTM [sChanged="y"»2009-07-31T12:43:26.000000-0700«1 ASTUPDDTTM=

fi<rS FIRST NAME. SR <L ASTUPDOPRID IsChanged="y"=PS<LASTUPDOPRID= |

.:1g§ ll':.;ql‘?SSTFNP\T::ﬂhEE :D‘:f“llElfn rlase="R">

L3 MINDIF NAME Trae Selection Browser

The PARENT NODE for the NODE FIRST_NAME will be NAMES. Now suppose, you have a
scenario where you have multiple FIRST_NAME nodes in the XML file to support the
effective-dated feature for this attribute. In this case, you must identify the TYPE NODE for
the PARENT NODE that has the value PRI. In this example, the TYPE NODE is
NAME_TYPE with the value PRI.

Next, you must locate the EFFECTIVE DATED NODE for FI RST_NAME in the XML file. This
node provides the value when the event becomes effective-dated.

In Oracle Identity Manager, you must specify a mandatory field, such as User | D for
reconciliation. This implies that to retrieve the value from XML, you must mention User |Das
the primary node.

If you do not want to provide any element in the Decode column, then you must specify
None. This is implemented for the User ID attribute.

Now, you can concatenate the various elements of the syntax using a tilde (~) to create the
Decode entry for First Name as follows:

NODE: FI RST_NAME
PARENT NODE: NAVES
TYPE NODE=Value: NAVE_TYPE=PRI
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EFFECTIVE DATED NODE: EFFDT
So, the Decode column for First Name is as follows:

FI RST_NAVE~NAMES~NAME_TYPE=PRI ~EFFDT

1.6.4.3.3 Lookup.PSFT.HRMS.PersonBasicSync.Recon

ORACLE

The Lookup.PSFT.HRMS.PersonBasicSync.Recon lookup definition maps the
resource object field name with the value fetched from the
Lookup.PSFT.HRMS.PersonBasicSync.AttributeMapping lookup definition. The
following is the format of the values stored in this lookup definition:

Code Key Decode

Employee Type Emp Type~Employee Type Lookup
First Name First Name

Last Name Last Name

User ID User ID

Code Key: Name of the resource object field in Oracle Identity Manager

Decode: Combination of the following elements separated by a tilde (~) character:
ATTRI BUTE ~ LOOKUP DEF

In this format:

ATTRI BUTE: Refers to the Code Key of the
Lookup.PSFT.HRMS.PersonBasicSync.AttributeMapping lookup definition

LOOKUP DEF: Name of the lookup definition, if the value of the attribute is retrieved
from a lookup definition. This lookup is specified in the message-specific configuration
lookup.

Consider the scenario discussed in
Lookup.PSFT.HRMS.PersonBasicSync.AttributeMapping. In this example, you fetched
First Name from the FIRST_NAME node of the XML file.

Now, you must map this First Name defined in the
Lookup.PSFT.HRMS.PersonBasicSync.AttributeMapping lookup definition with the
resource object attribute First Name defined in the
Lookup.PSFT.HRMS.PersonBasicSync.Recon lookup definition Code Key.

For example, if the name of the Code Key column in the
Lookup.PSFT.HRMS.PersonBasicSync.AttributeMapping lookup definition is First then
you define the mapping in the Lookup.PSFT.HRMS.PersonBasicSync.Recon lookup
definition as follows:

Code Key: First Name
Decode: First

In other words, the value for First Name in the
Lookup.PSFT.HRMS.PersonBasicSync.Recon lookup definition is fetched from First,
defined in the attribute mapping lookup definition.

The same process holds true for Last Name and User ID.
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However, to fetch the value of the Employee Type resource object, you must consider the
Employee Type lookup definition. Enp Type is defined in the message-specific attribute
lookup, Lookup.PSFT.HRMS.PersonBasicSync.AttributeMapping, which has a value EMP,
which is fetched from the PER_ORG node in the XML.

Now, Employee Type Lookup is defined in the message-specific configuration,
Lookup.PSFT.Message.PersonBasicSync.Configuration lookup definition. The mapping is as
follows:

Code Key: Employee Type Lookup
Decode: Lookup.PSFT.HRMS.PersonBasicSync.EmpType

In other words, you must search the value EMP in the
Lookup.PSFT.HRMS.PersonBasicSync.EmpType lookup definition. The mapping in the
Lookup.PSFT.HRMS.PersonBasicSync.EmpType lookup definition is defined as follows:

Code Key: EMP
Decode: Full-Time

When you create an OIM User, the Employee Type field has Full-Time Employee as the
value.

1.6.4.3.4 Lookup.PSFT.HRMS.PersonBasicSync.EmpType

The Lookup.PSFT.HRMS.PersonBasicSync.EmpType lookup definition is used when person
data is received for an account.

The lookup definition has the following entries:

Code Key Decode
EMP Full-Time
CWR Part-Time
POI Temp

In the preceding table:
« CWR represents Contingent Worker.
e EMP represents Employee.

e POl represents Person of Interest.

1.6.4.3.5 Lookup.PSFT.HRMS.PersonBasicSync.Validation

ORACLE

The Lookup.PSFT.HRMS.PersonBasicSync.Validation lookup definition is used to store the
mapping between the attribute for which validation has to be applied and the validation
implementation class.

The Lookup.PSFT.HRMS.PersonBasicSync.Validation lookup definition is empty by default.

See Configuring Validation of Data During Reconciliation for more information about adding
entries in this lookup definition.
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1.6.4.3.6 Lookup.PSFT.HRMS.PersonBasicSync.Transformation

The Lookup.PSFT.HRMS.PersonBasicSync.Transformation lookup definition is used to
store the mapping between the attribute for which transformation has to be applied
and the transformation implementation class.

The Lookup.PSFT.HRMS.PersonBasicSync.Transformation lookup definition is empty
by default.

See Configuring Transformation of Data During Reconciliation for more information
about adding entries in this lookup definition.

1.6.4.4 Lookup Definitions Used to Process WORKFORCE_SYNC Messages

The following lookup definitions are used to process the WORKFORCE_SYNC
messages:

1.6.4.4.1 Lookup.PSFT.Message.WorkForceSync.Configuration

ORACLE

The Lookup.PSFT.Message.WorkForceSync.Configuration lookup definition provides
the configuration-related information for the WORKFORCE_SYNC and
WORKFORCE_FULLSYNC messages for reconciliation.

The Lookup.PSFT.Message.WorkForceSync.Configuration lookup definition has the
following entries:

Code Key Decode Description

Attribute Mapping Lookup Lookup.PSFT.HRMS.WorkFor Name of the lookup definition
ceSync.AttributeMapping that maps Oracle Identity
Manager attributes with attributes
in the WORKFORCE_SYNC and
WORKFORCE_FULLSYNC
message XML

See
Lookup.PSFT.HRMS.WorkForce
Sync.AttributeMapping for more
information about this lookup
definition.

Custom Query Enter a Value If you want to implement limited
reconciliation, then enter the
query condition that you create
by following the instructions
given in Limited Reconciliation.

Custom Query Lookup Lookup.PSFT.HRMS.Custom This entry holds the name of the

Definition Query lookup definition that maps
resource object fields with OIM
User form fields. This lookup
definition is used during
application of the custom query.

See Limited Reconciliation for
more information.

Data Node Name Transaction Name of the node in the XML
files to run a transaction
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Code Key Decode Description

Employee Status Lookup Lookup.PSFT.HRMS.WorkFor Name of the lookup definition
ceSync.EmpStatus that maps the value of the
ACTION node retrieved from the
WORKFORCE_SYNC message
XML with the status to be shown
on Oracle Identity Manager for
an employee

See
Lookup.PSFT.HRMS.WorkForce
Sync.EmpStatus for more
information about this lookup

definition.
Employee Type Lookup Lookup.PSFT.HRMS.WorkFor Name of the lookup definition
ceSync.EmpType that stores all valid person types

and components of the
Employee person type in the
target system

See
Lookup.PSFT.HRMS.WorkForce
Sync.EmpType for more
information about this lookup
definition.

Message Handler Class oracle.iam.connectors.psft.co Name of the Java class that
mmon.handler.impl.PSFTWor accepts the XML payload,
kForceSyncReconMessageH configuration information, and a
andlerimpl handle to Oracle Identity

Manager. Depending on the
message type, it retrieves the
appropriate configuration from
Oracle Identity Manager and
processes the message. To
parse a specific message type, it
relies on a Message Parser
factory.

If you want a customized
implementation of the message,
then you must extend the
MessageHandl er . j ava class.

See Also: Configuring the
Connector Messages.

Message Parser oracle.iam.connectors.psft.co Name of the parser
mmon.parser.impl.JobMessa implementation class that
geParser contains the logic for message

parsing

If you want a customized
implementation of the message,
then you must extend the
MessagePar ser. j ava class.

See Also: Configuring the
Connector Messages.

ORACLE 1-29



Chapter 1

Connector Objects Used During Reconciliation

Code Key

Decode

Description

Recon Lookup Definition

Resource Object

Transformation Lookup
Definition

Use Transformation

Use Validation

Validation Lookup Definition

Lookup.PSFT.HRMS.WorkFor
ceSync.Recon

Peoplesoft HRMS

Lookup.PSFT.HRMS.WorkFor
ceSync.Transformation

No

No

Lookup.PSFT.HRMS.WorkFor
ceSync.Validation

Name of the lookup definition
that maps Oracle Identity
Manager attribute with Resource
Obiject attribute

See
Lookup.PSFT.HRMS.WorkForce
Sync.Recon for more information
about this lookup definition.

Name of the resource object

Name of the transformation
lookup definition

It is empty by default.

See
Lookup.PSFT.HRMS.WorkForce
Sync.Transformation for more
information about this lookup
definition.

Enter yes to implement
transformation while reconciling
records. Otherwise, enter no.

Enter yes to implement
validation while reconciling
records. Otherwise, enter no.

Name of the validation lookup
definition
It is empty by default.

See
Lookup.PSFT.HRMS.WorkForce
Sync.Validation for more
information about this lookup
definition.

1.6.4.4.2 Lookup.PSFT.HRMS.WorkForceSync.AttributeMapping

ORACLE

The Lookup.PSFT.HRMS.WorkForceSync.AttributeMapping lookup definition maps
OIM User attributes with the attributes defined in the WORKFORCE_SYNC message
XML. The following is the format of the values stored in this lookup definition:

Code Key Decode

Department DEPTID~JOB~None~EFFDT

Full Part Time FULL_PART_TIME~JOB~None~EFFDT
Job ID JOBCODE~JOB~None~EFFDT

Per Org PER_ORG~JOB~None~EFFDT

Reg Temp REG_TEMP~JOB~None~EFFDT

Start Date EFFDT~JOB~None~EFFDT

Status ACTION~JOB~None~EFFDT
Supervisor ID SUPERVISOR_ID~JOB~NONE~EFFDT
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Code Key Decode
User ID EMPLID~PER_ORG_ASGN~None~None~PRIMARY

Code Key: Name of the OIM User field

Decode: Combination of the following elements separated by a tilde (~) character:
NODE~PARENT NCDE~TYPE NCDE=Val ue~EFFECTI VE DATED NODE~PRI MARY

In this format:

NCDE: Name of the node in the WORKFORCE_SYNC message XML file from which the
value is read. You must specify the name of the NODE in the lookup definition. It is a
mandatory field.

PARENT NODE: Name of the parent node for the NODE. You must specify the name of the
PARENT NODE in the lookup definition. It is a mandatory field.

TYPE NODE=Val ue: Type of the node associated with the NODE value. Value defines the Type
of the Node.

EFFECTI VE DATED NCDE: Effective Dated Node for the NODE, if any.

PeopleSoft supports effective-dated events. The value refers to the name of the node that
provides information about the date on which the event becomes effective.

For example, Department can be effective-dated in PeopleSoft. The EFFDT node in XML
provides the date on which the name becomes effective for the OIM User.

PRI MARY: Specifies if the node is a mandatory field.

The following scenario illustrates how to map the entries in the lookup definition. On the
target system, there is no direct equivalent for the Depart nent attribute of the OIM User. As a
workaround, a combination of elements is used to decipher the value. See the sample XML
file in Figure 1-5 for more information about each node in the WORKFORCE_SYNC
message XML.
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Figure 1-5 Sample XML File for WORKFORCE_SYNC Message
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If you want to fetch the value for the Depart ment Code Key from the XML then the
NODE is DEPTI D. The PARENT NODE for DEPTI Dis JOB. There is no Type Node
defined for this attribute. Therefore, the value None is specified in the Decode
combination. But, you must locate the EFFDT node in the XML for that parent node. In
Oracle Identity Manager, you must specify a mandatory field, such as User | D for
reconciliation. In other words, it implies that you have to specify User | D as the
primary node to retrieve the value from XML.

1.6.4.4.3 Lookup.PSFT.HRMS.WorkForceSync.Recon

ORACLE

This Lookup.PSFT.HRMS.WorkForceSync.Recon lookup definition maps the resource
object field name with the value fetched from the
Lookup.PSFT.HRMS.WorkForceSync.AttributeMapping lookup definition. The following
is the format of the values stored in this lookup definition:
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Code Key Decode

Department Department

Effective Start Date Start Date

Employee Type PER ORGH#REG TEMP##FULL PART TI ME~EMPLOYEE TYPE
L OOKUP

Job Code Job ID

Status STATUS~EMPLOYEE STATUS LOOKUP

Supervisor ID Supervisor ID

User ID User ID

Code Key: Name of the resource object field in Oracle Identity Manager
Decode: Combination of the following elements separated by a tilde (~) character:

ATTRI BUTE ~ LOOKUP DEF

In this format:

ATTRIBUTE: Refers to the Code Key of the
Lookup.PSFT.HRMS.WorkForceSync.AttributeMapping lookup definition

LOOKUP DEF: Name of the lookup definition, if the value of the attribute is retrieved from a
lookup. This lookup is specified in the message-specific configuration lookup.

Consider the scenario discussed in Lookup.PSFT.HRMS.WorkForceSync.AttributeMapping.
In this example, you fetched the Depart ment defined in the Code Key column from the DEPTI D
node of the XML file.

Now, you must map this Depart ment defined in the
Lookup.PSFT.HRMS.WorkForceSync.AttributeMapping lookup definition with the resource
object attribute, Depar t ment defined in the Lookup.PSFT.HRMS.WorkForceSync.Recon
lookup definition.

For example, if the name of the Code Key column in the
Lookup.PSFT.HRMS.WorkForceSync.AttributeMapping lookup definition is Dept , then you
must define the mapping as follows:

Code Key: Department
Decode: Dept

In other words, this implies that the value for Depart nent in the
Lookup.PSFT.HRMS.WorkForceSync.Recon lookup definition is fetched from Dept defined in
the attribute mapping lookup.

Similarly, values for all other attributes are fetched from the XML.

However, to fetch the value of the Enpl oyee Type resource object, you must concatenate the
values obtained from Per Org, Reg Tenp, and Full Part Ti ne resource objects defined in
the attribute lookup. This value is then searched in the Employee Type Lookup. The values
obtained from each node are combined using a double hash (##).

The Per O g defined in the Lookup.PSFT.HRMS.WorkForceSync.AttributeMapping lookup
definition has a value ENMP that is fetched from the PER_ORG node in the XML. Similarly, the
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values obtained for Reg Tenp and Ful | Part Ti me from XML are T and P, respectively.
If you combine these values, it becomes a concatenated string of the following format:

EVPH#TH#P

Now, you must locate this value in the Employee Type Lookup, which is defined in the
message-specific configuration, Lookup.PSFT.Message.WorkForceSync.EmpType
lookup definition. The mapping is as follows:

Code Key: EMP##T##P
Decode: Temp

Therefore, during reconciliation, the value for the EMP##T##P employee type is
reconciled into the corresponding Employee Type field of Oracle Identity Manager.

1.6.4.4.4 Lookup.PSFT.HRMS.WorkForceSync.EmpStatus

ORACLE

The Lookup.PSFT.HRMS.WorkForceSync.EmpStatus lookup definition maps the value
retrieved from the ACTION node of the WORKFORCE_SYNC message XML with the
status to be shown on Oracle Identity Manager for the employee.

The following is the format of the values stored in this table:
Code Key: ACTION value retrieved from the WORKFORCE_SYNC message XML

Decode: Active or Disabled in Oracle Identity Manager

¢ Note:

You must define the mapping for all Actions to be performed on the target
system in this lookup definition.

Code Key Decode
ADD Active
ADL Active
ASG Disabled
BON Active
COM Disabled
DEM Disabled
DTA Disabled
FSC Disabled
HIR Active
JED Disabled
JRC Active
LOA Disabled
LOF Disabled
LTO Disabled
PAY Active
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Code Key Decode
PLA Disabled
POI Active

POS Disabled
PRB Disabled
PRO Active

REC Active

STD Disabled
SuUB Disabled
TDL Disabled
TER Disabled
TWB Disabled
TWP Disabled
XFR Active

For example, for the action HIRE for an employee, the data fetched from the ACTION node of
the XML message is H R The Decode column of the lookup definition stores the
corresponding mapping for this action. To display Act i ve on Oracle Identity Manager for the
action HIRE, you must define the following mapping:

Code Key: HIR
Decode: Active

See Setting Up the Lookup.PSFT.HRMS.WorkForceSync.EmpStatus Lookup Definition for
adding an entry in this lookup definition.

1.6.4.4.5 Lookup.PSFT.HRMS.WorkForceSync.EmpType

ORACLE

The connector can reconcile all valid person types that are stored in the target system, and
all components of the Employee person type. The following example describes how this is
done.

The record of a temporary, part-time, Contingent Worker is reconciled from the target system.
During reconciliation, you use the Lookup.PSFT.HRMS.WorkForceSync.EmpType lookup
definition to determine the Employee Type field to which the person type is mapped. In this
lookup definition, the person type value from the target system is used as the Code Key, and
its corresponding Decode value is used to fill the specific Employee Type field. Therefore,
during reconciliation, the value of the temporary, part-time, Contingent Worker person type is
reconciled into the corresponding Employee Type field of Oracle Identity Manager.

The Lookup.PSFT.HRMS.WorkForceSync.EmpType lookup definition has the following
entries:

# Note:

The Decode values are case-sensitive.
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Code Key Decode
CWR##R##D Consultant
CWR##R#H#HF Consultant
CWR##R##P Full-Time
CWR##TH#D Consultant
CWR#HTHHF Temp
CWRH#THH#P Intern
EMP##R##D Consultant
EMP##R##HF Full-Time
EMP##R##P Temp
EMP##T##D Consultant
EMP##TH##F Part-Time
EMP#H#T#H#P Temp
POI##R##D Consultant
POI##R##F Full-Time
POI##R##P Temp
POI##TH#H#D Consultant
POI##THHF Part-Time
POI##THH#P Temp

In the preceding table:

CWR represents Contingent Worker.
EMP represents Employee.

POI represents Person of Interest.

R represents Regular.

T represents Temporary.

D represents On-Demand.

F represents Full Time.

P represents Part Time.

1.6.4.4.6 Lookup.PSFT.HRMS.WorkForceSync.Validation

The Lookup.PSFT.HRMS.WorkForceSync.Validation lookup definition is used to store
the mapping between the attribute for which validation has to be applied and the
validation implementation class.

The Lookup.PSFT.HRMS.WorkForceSync.Validation lookup is empty by default.

1.6.4.4.7 Lookup.PSFT.HRMS.WorkForceSync. Transformation

ORACLE
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The Lookup.PSFT.HRMS.WorkForceSync.Transformation lookup definition is used to store
the mapping between the attribute for which transformation has to be applied and the
transformation implementation class.

The Lookup.PSFT.HRMS.WorkForceSync.Transformation lookup is empty by default.

1.6.4.5 Other Lookup Definitions

The following are the predefined generic lookup definitions:

1.6.4.5.1 Lookup.PSFT.HRMS.ExclusionList

The Lookup.PSFT.HRMS.ExclusionList lookup definition provides a list of user IDs or person
IDs that cannot be created on Oracle Identity Manager.

The following is the format of the values stored in this table:
Code Key: User ID resource object field name
Decode: List of user IDs separated by the tilde character (~)

See Setting Up the Lookup.PSFT.HRMS.ExclusionList Lookup Definition for more
information.

1.6.4.5.2 Lookup.PSFT.HRMS.CustomQuery

ORACLE

You can configure limited reconciliation to specify the subset of target system records that
must be fetched into Oracle Identity Manager. This subset is defined on the basis of attribute
values that you specify in a query condition, which is then applied during reconciliation.

The Lookup.PSFT.HRMS.CustomQuery lookup definition maps resource object fields with
OIM User form fields. It is used during application of the query condition that you create. See
Limited Reconciliation for more information. Setting Up the
Lookup.PSFT.HRMS.CustomQuery Lookup Definition provides instructions on how to add an
entry in this lookup definition.

The following is the format of the values stored in this table:
Code Key: Resource object field name

Decode: Column name of the USR table

Code Key Decode

Department USR_UDF_DEPARTMENT_ID
Effective Start Date Users.Start Date

Employee Type Users.Role

First Name Users.First Name

Last Name Users.Last Name

Manager ID Users.Manager Login

Manager Name USR_UDF_MANAGER_NAME
Organization Name Organizations.Organization Name
Status Users.Status
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Code Key Decode

Supervisor 1D USR_UDF_SUPERVISOR_ID
User ID Users.User ID

User Type Users.Xellerate Type

1.7 Roadmap for Deploying and Using the Connector

The following shows how information is organized in the rest of the guide:

ORACLE

Deploying the Connector describes procedures that you must perform on Oracle
Identity Manager and the target system during each stage of connector
deployment.

Using the Connector provides information about the tasks that must be performed
each time you want to run reconciliation.

Extending the Functionality of the Connector describes procedures that you can
perform to extend the functionality of the connector.

Testing and Troubleshooting provides information about testing the connector.

Known Issues and Workarounds lists the known issues associated with this
release of the connector.

Determining the Root Audit Action Details provides information about root audit
action.

Configuring the Connector Messages describes the procedure to configure the
connector messages of release 9.1.0.x.y with that of the current release.

Setting Up SSL on Oracle WebLogic Server describes how to configure SSL on
Oracle WebLogic Server for PeopleTools 8.50.

Changing Default Message Versions describes how to activate and deactivate
message versions.
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Deploying the connector involves the following steps:

" Note:

In this guide, PeopleSoft HRMS is referred to as the target system.

*  Preinstallation
* Installation
» Postinstallation

* Upgrading the Connector

2.1 Preinstallation

Preinstallation information is divided across the following sections:

e Preinstallation on Oracle Identity Manager

e Preinstallation on the Target System

2.1.1 Preinstallation on Oracle Identity Manager

This section contains the following topic:

2.1.1.1 Files and Directories on the Installation Media

Table 2-1 lists the files and directories on the installation media.

Table 2-1 Files and Directories on the Installation Media
]

File in the Installation Media Directory Description

configuration/ This XML file contains configuration information that is used during
PSFT_Employee_Reconciliation-Cl.xml connector installation.

JavaDoc This directory contains information about the Java APIs used by

the connector.

lib/PSFT_ER-oim-integration.jar This JAR file contains the class files that are specific to integration
of the connector with PeopleSoft target systems.

During connector deployment, this file is copied to the Oracle
Identity Manager database.
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Table 2-1 (Cont.) Files and Directories on the Installation Media
]

File in the Installation Media Directory Description

lib/PSFTCommon.jar This JAR file contains PeopleSoft-specific files common to both
Employee Reconciliation and User Management versions of the
connector.

During connector deployment, this file is copied to the Oracle
Identity Manager database.

The following files and directories in the The base directory contains the class files for the
listener directory: PeopleSoftOIMListener.ear file. This Enterprise Archive (EAR) file
base directory contains one or more entries representing the modules of the Web

application to be deployed onto an application server.

lib/deploytool.jar . . .
During connector deployment, the PeopleSoft listener is deployed

build.xml _ as an EAR file.
deploy.properties The deploytool jar file contains the class files required for deploying
README.txt the listeners.

The build.xml file is the deployment script, which contains
configurations to deploy the listener.

The deploy.properties file contains Oracle Identity Manager
connection details.

The README.txt file contains instructions to deploy, remove, and
redeploy the listener.

The following project files in the peoplecode  Each project file contains two files with .ini and .xml extension that

directory: has the same name as the project. They are listed as follows:
OIM_ER «  OIM_ER.ini
OIM_ER_DELETE e OIM_ER.xml

« OIM_ER_DELETE.ini
« OIM_ER_DELETE.xml

Files in the resources directory Each of these resource bundles contains language-specific
information that is used by the connector.

During connector deployment, this file is copied to the Oracle
Identity Manager database.

Note: A resource bundle is a file containing localized versions of
the text strings that include GUI element labels and messages.

test/config/reconConfig.properties These files are used by the InvokeListener.bat file. The

test/config/log.properties reconConfig.properties file contains configuration information for
running the InvokeListener.bat file. The log.properties file contains
logger information.

test/lib/PSFTTest.jar This JAR file is used by the testing utility for reconciliation.
test/scripts/InvokeListener.bat This BAT file and the UNIX shell script call the testing utility for
test/scripts/InvokeListener.sh reconciliation.

xml/PeoplesoftHRMS-ConnectorConfig.xml This XML file contains definitions for the connector components.
e Resource object
. Process definition
e IT resource type
e Reconciliation rules
e Scheduled tasks
e Lookup definitions
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2.1.2 Preinstallation on the Target System

Permission lists, roles, and user profiles are building blocks of PeopleSoft security. Each user
of the system has an individual User Profile, which in turn is linked to one or more Roles. To
each Role, you can add one or more Permission Lists, which defines what a user can access.
So, a user inherits permissions through the role that is attached to a User Profile.

You must create limited rights users who have restricted rights to access resources in the
production environment to perform PeopleSoft-specific installation or maintenance
operations.

The preinstallation steps consist of creating a user account with limited rights. Permission
lists may contain any number of accesses, such as the Web libraries permission, Web
services permissions, page permissions, and so on. You attach this permission list to a role,
which in turn is linked to a user profile.

This section describes the following procedures, which have to be performed on the target
system to create a user account with limited rights:

* Importing a Project from Application Designer

e Creating a Target System User Account for Connector Operations

2.1.2.1 Importing a Project from Application Designer

A PeopleSoft Application Designer project is an efficient way to configure your application.

You can import the OIM_ER project created in Application Designer to automate the steps for
creating a permission list. You can also create a permission list by manually performing the
steps described in Creating a Permission List If you import the project, OIM_ER then you
need not perform the steps mentioned in this section.

# Note:

If you install, uninstall, or upgrade the same project repeatedly the earlier project
definition will be overwritten in the database.

To import a project from Application Designer:

< Note:
You can access the project files from the following directories:

OIM_HOME/server/ConnectorDefaultDirectory/PSFT_ER-11.1.1.5.0/peoplecode/
OIM_ER

OIM_HOME/server/ConnectorDefaultDirectory/PSFT_ER-11.1.1.5.0/peoplecode/
OIM_ER_DELETE

Copy these files to a directory on your computer from where you can access
Application Designer.
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1. To open Application Designer in 2-tier mode, click Start, Programs,
Peoplesoft8.x, and then Application Designer.

2. From the Tools menu, click Copy Project and then From File.

] Application Designer - Untitled
Fle Edt View Insert Buld Debug RN Go Window Help

DiclB|] & 5|z vesdssrrort

% Walidabe Database WSRP
] Unititled

Compile &l PeopleCode
Comgile Projeck PeopleCode
Differge Project PeopleCode
DiffMerge External Text

Compare and Report
Coapy Praject

Data Admrinistration
Change Conkrol
LUpgrade

Translate

Miscellaneous Definitions
Bulk Operations

LK Qiplieees, ..
e W

From File...

w v v v v v ¥

A ]y Buld b Upgrade ji Resuts ) validate [

Performs an upgrads copy From external files CAP [NLM | 5

The Copy From File : Select Project dialog box appears.
3. Navigate to the directory in which the PeopleSoft project file is placed.

The project files are present in the / peopl ecode directory of the installation media.
Place these files in a new folder so that is accessible by the Application Designer
program. Ensure that the folder name is the same as that of the project you are
importing.

For example, place the OIM_ER.ini and OIM_ER.xml files in OIM_ER folder.

4. Select the project from the Select Project from the List Below region. The name
of the project file is OIM_ER.
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Copy From File : Select Project R
Fﬁ'ﬂﬁﬂ'ﬁﬂ ﬂ - & o EE-

My Documents

:j My Compuker
vty Matwork Places
| IMES ShortCuts

5 0IM ExcelTolT
oM
oM _um
1l My Computer

0 l5My Documents

5 Select Project fiom the List Below

Q1M _UM

5. Click Select.
6. Click Copy.

# Note:

You can remove the PeopleSoft project file and all its objects from the target
system. To do so, repeat the steps described in the preceding procedure. When you
reach Step 4, select OIM_ER_DELETE from the Select Project from the List
Below region.

2.1.2.2 Creating a Target System User Account for Connector Operations

You must create a target system account with privileges required for connector operations.
The user account created on the target system has the permission to perform all the
configurations required for connector operations. This includes configuring the PeopleSoft
Integration Broker for full reconciliation and incremental reconciliation. This account cannot
access pages or components that are not required by the connector.

The following sections describe the procedures to create this target system account:
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< Note:

For creating the target system account, you must log into PeopleSoft Internet
Architecture with administrator credentials.

Creating a Permission List
Creating a Role for a Limited Rights User

Assigning the Required Privileges to the Target System Account

2.1.2.2.1 Creating a Permission List

ORACLE

To create a permission list:

# Note:

You can skip this section if you have imported a project from Application
Designer. See Importing a Project from Application Designer for more
information.

Open a Web browser and enter the URL for PeopleSoft Internet Architecture. The
URL is in the following format:

http:// | PADDRESS: PORT/ psp/ ps/ ?cnd=Il ogi n

For example:
http://172.21.109. 69: 9080/ psp/ ps/ ?cnd=l ogi n
In the PeopleSoft Internet Architecture window:

* For PeopleTools 8.54 and earlier releases, expand PeopleTools, Security,
Permissions & Roles, and then click Permission Lists.

* For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Security, Permissions & Roles, and then click Permission Lists.

Click Add a new Value. On the Add a New Value tab, enter the permission list
name, for example, O MER, and then click Add.

On the General tab, enter a description for the permission list in the Description
field.

On the Pages tab, click the search icon for Menu Name and perform the following:

a. Click the plus sign (+) to add a row for Menu Name. Click the search icon for
Menu Name. In the Menu Name lookup, enter | B_PROFI LE and then click
Lookup. From the list, select IB_PROFILE. The application returns to the
Pages tab. Click Edit Components.

b. On the Component Permissions page, click Edit Pages for each of the
following component names:

IB_GATEWAY
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IB_MESSAGE_BUILDER
IB_MONITOR_QUEUES
IB_NODE
IB_OPERATION
IB_QUEUEDEFN
IB_ROUTINGDEFN
IB_SERVICE
IB_SERVICEDEFN
IB_MONITOR

c. Click Select All, and then click OK for each of the components. Click OK on the
Components Permissions page.

d. On the Pages tab, click the plus sign (+) to add another row for Menu Name.

e. Inthe Menu Name lookup, enter PROCESSMONI TOR and then click Lookup. From the
list, select PROCESSMONITOR. The application returns to the Pages tab. Click Edit
Components.

f.  On the Component Permissions page, click Edit Pages for the PROCESSMONITOR
component name.

g. Click Select All, and then click OK. Click OK on the Components Permissions page.
h. On the Pages tab, click the plus sign (+) to add another row for Menu Name.

i. Inthe Menu Name lookup, enter PROCESS SCHEDULER and then click Lookup. From
the list, select PROCESS_SCHEDULER. The application returns to the Pages tab.
Click Edit Components.

j.  Onthe Component Permissions page, click Edit Pages for the PRCSDEFN
component hame.

k. Click Select All, and then click OK. Click OK on the Components Permissions page.
. On the Pages tab, click the plus sign (+) to add another row for Menu Name.

m. In the Menu Name lookup, enter MANAGE_| NTEGRATI ON_RULES and then click Lookup.
From the list, select MANAGE_INTEGRATION_RULES. The application returns to
the Pages tab. Click Edit Components.

n. On the Component Permissions page, click Edit Pages for the EO_EFFDTPUB
component name.

o. Click Select All, and then click OK. Click OK on the Components Permissions page.
The application returns to the Pages tab.

On the People Tools tab, select the Application Designer Access check box and click
the Definition Permissions link. The Definition Permissions page is displayed.

On this page, grant full access to the following object types by selecting Full Access
from the Access list:

*  App Engine Program
e Message
« Component

*  Project
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» Application Package
Click OK.

Click the Tools Permissions link. The Tools Permissions page is displayed. On
this page, grant full access to the SQL Editor tool by selecting Full Access from
the Access list.

Click OK. The application returns to the People Tools tab.

On the Process tab, click the Process Group Permissions link. The Process
Group Permission page is displayed.

In the Process Group lookup, click the search icon. From the list, select TLSALL.

On the Process Group Permission page, click the plus sign (+) to add another row
for Process Group.

In the Process Group lookup, click the search icon. From the list, select STALL.
The application returns to the Process Group Permission page.

Click OK.

On the Web Libraries tab, click the search icon for the Web Library Name field and
perform the following:

a. Inthe Web Library Name lookup, enter WEBLI B_PORTAL and then click Lookup.
From the list, select WEBLIB_PORTAL. The application returns to the Web
Libraries tab. Click the Edit link.

b. On the WebLib Permissions page, click Full Access(All).
c. Click OK and then click Save.

d. Click the plus sign (+) to add a row for the Web Library Name field and repeat
Steps a through c for the WEBLIB_PT_NAV library.

e. Click Save to save all the settings specified for the permission list.

2.1.2.2.2 Creating a Role for a Limited Rights User

ORACLE

To create a role for a limited rights user:

1.

Open a Web browser and enter the URL for PeopleSoft Internet Architecture. The
URL is in the following format:

http:// | PADDRESS: PORT/ psp/ ps/ ?cnd=Il ogi n

For example:
http:/172.21.109. 69: 9080/ psp/ ps/ ?cmd=l ogi n
In the PeopleSoft Internet Architecture window:

* For PeopleTools 8.54 and earlier releases, expand PeopleTools, Security,
Permissions & Roles, and then click Roles.

* For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Security, Permissions & Roles, and then click Roles.

Click Add a new Value. On the Add a New Value tab, enter the role name, for
example, O MER, and then click Add.

On the General tab, enter a description for the role in the Description field.

On the Permission Lists tab, click the search icon and perform the following:
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a. Inthe Permission Lists lookup, enter O MER and then click Lookup. From the list,
select OIMER.

b. Click the plus sign (+) to add another row.

c. Inthe Permission Lists lookup, enter ECEl 9000 and then click Lookup. From the list,
select EOEI9000.

" Note:

Permission list EOEI9000 is not available in PeopleTools 8.53 and above,
and is hence not applicable.

d. Click the plus sign (+) to add another row.

e. Inthe Permission Lists lookup, enter EOCO9000 and then click Lookup. From the list,
select EOC09000.

Click Save.

2.1.2.2.3 Assigning the Required Privileges to the Target System Account

ORACLE

To assign the required privileges to the target system account:

1.

Open a Web browser and enter the URL for PeopleSoft Internet Architecture. The URL is
in the following format:

http:// | PADDRESS: PORT/ psp/ ps/ ?cnd=Il ogi n

For example:
http://172.21.109. 69: 9080/ psp/ ps/ ?cnd=Il ogi n
In the PeopleSoft Internet Architecture window:

« For PeopleTools 8.54 and earlier releases, expand PeopleTools, Security, User
Profiles, and then click User Profiles.

e For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Security, User Profiles, and then click User Profiles.

Click Add a new Value. On the Add a New Value tab, enter the user profile name, for
example, O MER, and then click Add.

On the General tab, perform the following:

a. From the Symbolic ID list, select the value that is displayed. For example, SYSADML1.
b. Enter valid values for the Password and Confirm Password fields.

c. Click the search icon for the Process Profile permission list.

d. Inthe Process Profile lookup, enter O MER and then click Lookup. From the list,
select OIMER. The application returns to the General tab.

On the ID tab, select none as the value of the ID type.
On the Roles tab, click the search icon:
a. Inthe Roles lookup, enter O MER and then click Lookup. From the list, select OIMER.

b. Click the plus sign (+) to add another row.
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c. Inthe Roles lookup, enter ProcessSchedul er Adni n and then click Lookup.
From the list, select ProcessSchedulerAdmin.

d. Click the plus sign (+) to add another row.

e. Inthe Roles lookup, enter EI R Adni ni strat or and then click Lookup. From
the list, select EIR Administrator.

" Note:

Role EIR Administrator is not available in PeopleTools 8.53, and is
hence not applicable.

f. Click Save to save this user profile. This profile is also used for a person with
limited rights in PeopleSoft for performing all reconciliation-related
configurations.

2.2 Installation

Installation information is divided across the following sections:

* Installation on Oracle Identity Manager

* Installation on the Target System

2.2.1 Installation on Oracle Identity Manager

Installation on Oracle Identity Manager consists of the following procedures:

*  Running the Connector Installer

e Copying the Connector Files and External Code Files
»  Configuring the IT Resource

* IT Resource Parameters

* Deploying the PeopleSoft Listener

*  Removing the PeopleSoft Listener

2.2.1.1 Running the Connector Installer

To run the Connector Installer:

1. Create a directory for the connector, for example, PSFT_ER-11.1.1.5.0, in the
OIM_HOMEI/server/ConnectorDefaultDirectory directory.

2. Copy the contents of the connector installation media directory into directory
created in Step 1.

3. Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

e For Oracle Identity Manager release 11.1.1.x:

a. Log in to the Administrative and User Console.
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b. On the Welcome to Identity Manager Advanced Administration page, in the
System Management region, click Manage Connector.

* For Oracle Identity Manager release 11.1.2.x:
a. Login to Identity System Administration.
b. In the left pane, under System Management, click Manage Connector.
4. In the Manage Connector page, click Install.

5. From the Connector List list, select PeopleSoft Employee Reconciliation 11.1.1.5.0.
This list displays the names and release numbers of connectors whose installation files
you copy into the default connector installation directory in Step 1.

If you have copied the installation files into a different directory, then:
a. Inthe Alternative Directory field, enter the full path and name of that directory.
b. To repopulate the list of connectors in the Connector List list, click Refresh.

c. From the Connector List list, select PeopleSoft Employee Reconciliation
11.1.1.5.0.

6. Click Load.
7. To start the installation process, click Continue.
The following tasks are performed, in sequence:
a. Configuration of connector libraries
b. Import of the connector XML files (by using the Deployment Manager)
c. Compilation of adapter definitions

On successful completion of a task, a check mark is displayed for the task. If a task fails,
then an X mark and a message stating the reason for failure is displayed. Depending on
the reason for the failure, make the required correction and then perform one of the
following steps:

* Retry the installation by clicking Retry.
e Cancel the installation and begin again from Step 1.

8. If all three tasks of the connector installation process are successful, then a message
indicating successful installation is displayed. In addition, a list of steps that you must
perform after the installation is displayed. These steps are as follows:

a. Configuring the IT resource for the connector

See Configuring the IT Resource for more information.
b. Configuring the scheduled tasks

See Configuring Scheduled Tasks for more information.

When you run the Connector Installer, it copies the connector files and external code files to
destination directories on the Oracle Identity Manager host computer. These files are listed in
Table 2-1.

2.2.1.2 Copying the Connector Files and External Code Files

Table 2-2 lists the files that you must copy manually and the directories on the Oracle Identity
Manager host computer to which you must copy them.
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If the connector files are extracted to the OIM_HOME/server/
ConnectorDefaultDirectory/PSFT_ER-11.1.1.5.0/ directory on the Oracle Identity
Manager host computer, then there is no need to copy these files manually.

# Note:

The directory paths given in the first column of this table correspond to
the location of the connector files in the PeopleSoft Employee
Reconciliation directory on the installation media. See Files and
Directories on the Installation Media for more information about these
files.

If a particular destination directory does not exist on the Oracle Identity
Manager host computer, then create it.

While installing Oracle Identity Manager in a cluster, you copy the
contents of the installation directory to each node of the cluster. Then,
restart each node. Similarly, after you install the connector, you must
copy all the JAR files and the contents of the connectorResources
directory into the corresponding directories on each node of the cluster.

Table 2-2 Files to Be Copied to the Oracle Identity Manager Host Computer

File in the Installation Media Directory Destination for Oracle Identity Manager

lib/PeopleSoftOIMListener.ear

OIM_HOME/server/ConnectorDefaultDirectory/
PSFT_ER-11.1.1.5.0/listener

Files in the test/scripts directory OIM_HOME/server/ConnectorDefaultDirectory/

PSFT_ER-11.1.1.5.0/scripts

Files in the test/config directory

OIM_HOME/server/ConnectorDefaultDirectory/
PSFT_ER-11.1.1.5.0/config

2.2.1.3 Configuring the IT Resource

ORACLE

The IT resource for the target system contains connection information about the target
system. Oracle Identity Manager uses this information during reconciliation.

When you run the Connector Installer, the PSFT HRVS IT resource is automatically
created in Oracle Identity Manager. You must specify values for the parameters of this
IT resource as follows:

1. Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

For Oracle Identity Manager release 11.1.1.x:
Log in to the Administrative and User Console.
For Oracle Identity Manager release 11.1.2.x:

Log in to Identity System Administration.

2. If you are using Oracle Identity Manager release 11.1.1.x, then:

a.

On the Welcome page, click Advanced in the upper-right corner of the page.
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b. On the Welcome to Oracle Identity Manager Advanced Administration page, in the
Configuration region, click Manage IT Resource.

If you are using Oracle Identity Manager release 11.1.2.x, in the left pane, then under
Configuration, click IT Resource.

In the IT Resource Name field on the Manage IT Resource page, enter PSFT HRVS and
then click Search.

Click the edit icon for the IT resource.
From the list at the top of the page, select Details and Parameters.

Specify values for the parameters discussed in Table 2-3. The remaining parameters of
IT resource are not applicable for this connector.

To save the values, click Update.

2.2.1.4 IT Resource Parameters

Table 2-3 lists the IT resource parameters applicable to the connector.

Table 2-3 IT Resource Parameters

Parameter

Description

Configuration Lookup

This parameter holds the name of the lookup definition that contains
configuration information.

Default value: Lookup. PSFT. HRVS. Conf i gurati on

Note: You must not change the value of this parameter. However, if you create a
copy of all the connector objects, then you can specify the unique name of the
copy of this lookup definition as the value of the Configuration Lookup Name
parameter in the copy of the IT resource.

IsActive

This parameter is used to specify whether the specified IT Resource is in use or
not. Enter one of the following as the value of the IsActive parameter:

Enter yes as the value to specify that the target system installation represented
by this IT resource is active. If you specify yes as the value, then the connector
processes messages sent from this target system installation.

Enter no as the value if you do not want the connector to process messages sent
from this target system installation.

Default value: Yes

2.2.1.5 Deploying the PeopleSoft Listener

ORACLE

This section contains the following topics:

Prerequisites for Deploying the PeopleSoft Listener
Deploying the PeopleSoft Listener on Oracle Identity Manager

Prerequisites for Deploying the PeopleSoft Listener on IBM WebSphere Application
Server

Deploying the PeopleSoft Listener on WebSphere Application Server
Importing Oracle Identity Manager CA Root Certificate into PeopleSoft WebServer
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2.2.1.5.1 Prerequisites for Deploying the PeopleSoft Listener

ORACLE

The PeopleSoft listener is a Web application that is deployed on an Oracle Identity
Manager host computer. The PeopleSoft listener parses the XML message and
creates a reconciliation event in Oracle Identity Manager.

# Note:

If you have already deployed a listener for the PeopleSoft User
Management connector, then you can skip this procedure.

A single listener is sufficient for both the connectors. You can configure
the nodes to point to the same listener with different IT resource names.

The PeopleSoft Employee Reconciliation and PeopleSoft User
Management connectors have different IT resources. Therefore, you
must configure separate HTTP nodes for messages of the Employee
Reconciliation and User Management connectors.

Even if an existing node is configured to the PeopleSoft listener on
Oracle Identity Manager, a separate node is required for messages of
the PeopleSoft Employee Reconciliation connector.

If you are using IBM WebSphere Application Server, then perform the
procedure described in Deploying the PeopleSoft Listener on
WebSphere Application Server.

If you are using Oracle Identity Governance 12c, then deploying and
pinging PeopleSoft listener operations may not work as expected. Apply
PeopleSoft Connector Patch 26419438 by using the following URL for
these operations to work successfully: htt ps: // support. oracl e. con

See Also:

Upgrading the PeopleSoft Listener for information about upgrading the
listener

Before deploying the PeopleSoft listener, perform the following steps:

e Ensure Apache Ant 1.7 or later and JDK 1.6 or later are installed.

e Set the following environment values in ant.properties:

ORACLE_HOME maps to the Oracle Identity Manager installation directory.
For example, / ps1/ beahome/ Oracl e_| DML

ORACLE_COMMON maps to the oracle_common directory in MW_HOME,
where MW_HOME is the directory in which Oracle Identity Management Suite
is installed. For example, / ps1/ beahone/ oracl e_conmmon

WL_HOME maps to the WebLogic Server directory. For example, /
m ddl ewar e/ wl server _10. 3
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— JAVA_HOME maps to your JDK environment. For example, C: \ Program
Fil es\Java\jdkl.6.0 24

— PATH must include the JAVA_HOME/bin directory. You can set the PATH variable
using the SET PATH=$JAVA_HOWE/ bi n: $PATH command.

Build the wifullclient.jar file in Oracle WebLogic server, for example, in the WL_HOME/
server/lib directory:

1. Change directories to WL_HOME/serverllib.
2. Run the following command:

java -jar ../../../nodul es/com bea.core.jarbuilder_1.3.0.0.jar

< Note:

The exact jar file version can be different based on the WebLogic Server.
Use the corresponding file with the name as com bea. core. j ar bui | der at
the WL_HOME/..Imodules/ directory.

Start Oracle Identity Manager and the Admin Server.

2.2.1.5.2 Deploying the PeopleSoft Listener on Oracle Identity Manager

ORACLE

To deploy the PeopleSoft listener on Oracle Identity Manager:

1.

Set the Oracle Identity Manager connection details in the listener/deploy.properties file.

The listener directory is located in the connector package directory, for example,
OIM_HOME/server/ConnectorDefaultDirectory/PSFT_ER-11.1.1.5.0.

Run the following command:

ant setup-listener

# Note:
If you need to deploy the listener in an Oracle Identity Manager cluster, then:

»  Specify the name of the cluster for the oi m server. nane property in the listener/
deploy.properties file.

e Update the following configurations appropriately with the URL of the listener, /
PeopleSoftOIMListener;

—  Front-end web server
— Load balancer
— PeopleSoft nodes

e Copy the connector package into the OIM_HOME/server/
ConnectorDefaultDirectory directory of every node.
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2.2.1.5.3 Prerequisites for Deploying the PeopleSoft Listener on IBM WebSphere
Application Server

Before deploying the PeopleSoft listener, ensure Apache Ant 1.7 or later and JDK 1.6
or later are installed. Then, set the following environment values in the ant.properties
file:

e OIM_ORACLE_HOME maps to the Oracle Identity Manager installation directory.
For example, / ps1/was/ Oracl e_| DML

You can set this variable using the setenv O M_ORACLE_HOME <val ue> command.

 JAVA_HOME maps to your JDK environment. For example, / usr/ | ocal /
packages/j dk16/

You can set this variable using the set env JAVA HOME <val ue> command.

e PATH must include the JAVA_HOME/bin directory. You can set this variable using
the set env PATH $JAVA _HOWE/ bi n: $PATH command.

* Create the listener EAR file in listener directory. To do so:

1. Change directories to $O/IM_ORACLE_HOME/server/
ConnectorDefaultDirectory/PSFT_ER-11.1.1.5.0/listener.

2. Run the following commands:

rm-rf depl oyear

nkdi r depl oyear

cp -rf base/ Peopl eSof t O M.i stener. ear/ META- I NF depl oyear

cp -rf base/ Peopl eSof t O M.i st ener. ear/ Peopl eSof t O M.i st ener . war / WEB- | NF
depl oyear

cp -rf $O M ORACLE_HOMVE/ server/client/oinclient.jar deployear/WEB-INF/Iib
cp -rf $O M ORACLE_HOVE/ server/platfornfiamplatformutils.jar deployear/
VEB-INF/lib

cp -rf $O M ORACLE_HOMVE/ server/platforntfiamplatformauth-client.jar

depl oyear/ VEB- I NF/ li b

cd depl oyear

sed -i 's/O MADM N_USER/ xel sysadm g' WEB- | NF/ web. xni

jar -cvf PeopleSoftO M.istener.war WEB-|NF

rm-rf VEB- | NF/

jar -cvf PeopleSoft O M.istener.ear META-INF Peopl eSoft O M.i st ener. war
rm-rf META-INF

rm-rf Peopl eSoft O M.i st ener. war

2.2.1.5.4 Deploying the PeopleSoft Listener on WebSphere Application Server

ORACLE

To deploy the PeopleSoft listener on IBM WebSphere Application Server:

Log in to the WebSphere Admin console.

Expand Applications.

Select Enterprise Applications from the list.

Click Install and browse for the listener EAR directory.

Select Fast Path and click Next.

e g k w NP

Under Map modules to servers, select oim_cluster to map the listener EAR file.
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7. Save the listener EAR application and start the service.

8. Go to the $/IBM_HTTP_SERVER/Plugins/bin directory on the computer hosting the IBM
HTTP Server as your Web server. Suppose this is Node A.

9. Copy configurewebserverl.sh to the $WAS_HOME/bin directory on the computer hosting
the deployment manager.

10. Run the ./ confi gurewebserver 1. sh command.
This will generate the plugin-cfg.xml file.
11. Copy plugin-cfg.xml from Node A to another node, say Node C.

For example, copy plugin-cfg.xml from Node A in $WAS_HOME/profiles/Dmgr01/config/
cells/CELL/nodes/INODE_ C/servers/webserverl/plugin-cfg.xml to $/BM_HTTP_SERVER/
Plugins/config/webserverl directory on Node C.

12. Perform syncNode for all nodes. To do so on Node A and another node, say Node B, run
the following commands on both the nodes:

# Note:

Ensure that the deployment manager is running on Node A. If a node is not
stopped, then kill the node from the command line.

$WAS_HOVE/ prof i | es/ <Cust onD1>/ bi n/ st opNode. sh

$WAS_HOVE/ prof i | es/ <Cust omD1>/ bi n/ syncNode. sh <dngr host> 8879
$WAS_HOVE/ prof i | es/ <Cust onD1>/ bi n/ st art Node. sh

$WAS_HOVE/ prof i | es/ <Cust onD1>/ bi n/ start Server.sh soa_server
$WAS_HOMVE/ prof i | es/ <Cust onD1>/ bi n/ start Server.sh oi m server

In the above commands, 8879 is the SOAP connector port of the deployment manager.
You can find SOAP connector port in the $WAS_HOME/profiles/Dmgr01/logs/
AboutThisProfile.txt file.

13. Start IBM HTTP Server by running following command:
$I BM_HTTP_SERVER! bi n/ apachect| start

You can try to access Oracle Identity Manager from IBM HTTP Server by using the path
such as http:// NODE_C/ oi m

2.2.1.5.5 Importing Oracle Identity Manager CA Root Certificate into PeopleSoft WebServer

ORACLE

If you have configured SSL in Oracle Identity Manager, for the PeopleSoft listener to work in
SSL you must import Oracle Identity Manager CA root certificate into PeopleSoft WebServer.

To do so, perform one of the following procedures depending on the PeopleSoft WebServer
you are using:

* For Oracle WebLogic Server:
1. ldentity the certificate of issuing authority, the root CA for Oracle Identity Manager.

If you use the default demo certificate, then the root certificate is located in the
following location:

MW _HOME/wlserver_10.3/server/lib/CertGenCA.der
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If the certificate is issued by an external entity, then you must import the
corresponding root certificate.

2. Use pskeymanager to import the root certificate into PeopleSoft WebServer
keystore.

* For IBM WebSphere Application Server:

1. Identity the certificate of issuing authority, the root CA for Oracle Identity
Manager.

In the WebSphere Admin console, navigate to Security, SSL certificate and
key management, Key stores and certificates, CellDefaultTrustStore, and
Signer certificates. Then, select root and click Extract.

If the certificate is issued by a different entity, then you must import the
corresponding root certificate.

2. Use pskeymanager to import the root certificate into PeopleSoft WebServer
keystore.

2.2.1.6 Removing the PeopleSoft Listener

< Note:

e This section is not a part of installation on Oracle Identity Manager. You
might need this procedure to extend the connector.

e If you uninstall the connector, you must also remove the listener.
Installing a new connector over a previously deployed listener creates
discrepancies.

Do not remove the listener if the PeopleSoft User Management
connector is installed and if it is using the listener.

¢ See Also:

Upgrading the PeopleSoft Listener for information about upgrading the
listener

To remove the PeopleSoft listener:

* Removing the PeopleSoft Listener for BM WebSphere Application Server

* Removing the PeopleSoft Listener for Oracle WebLogic Server

2.2.1.6.1 Removing the PeopleSoft Listener for BM WebSphere Application Server

To remove the PeopleSoft listener for IBM WebSphere Application Server:

1. Log in to the WebSphere Admin console.
2. Expand Applications.
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Select Enterprise Applications from the list.

A list of deployed applications is shown in the right pane.
Select the PeopleSoftOIMListener.ear check box.
Specify the Context root as Peopl eSof t O M.i st ener .
Click Uninstall.

An Uninstall Application confirmation screen appears with the name of the application to
be uninstalled. In this scenario, the application would be PeopleSoftOIMListener.

Click OK.

2.2.1.6.2 Removing the PeopleSoft Listener for Oracle WebLogic Server

From the listener directory, run the following command:

ant undepl oy

To remove the PeopleSoft listener of the connector of a previous release:

1.
2.

10.

11.

Log in to the Oracle WebLogic admin console.

From the Domain Structure list, select OIM_DOMAIN.

Where OIM_DOMAIN is the domain on which Oracle Identity Manager is installed.
Click the Deployments tab.

On Microsoft Windows, in the Change Centre window, click Lock & Edit.

Select PeopleSoftOIMListener.ear. This enables the Delete button of the Control tab in
the Summary Of Deployments region.

Click Stop. A list appears.

Select Force Stop Now.

The Force Stop Application confirmation screen appears.
Click Yes.

On the Control tab in the Summary Of Deployments region, select
PeopleSoftOIMListener.ear.

Click Delete.
A confirmation message appears on successful deletion of the WAR file.

On the left pane, click the Active Changes button.

2.2.2 Installation on the Target System

During this stage, you configure the target system to enable it for reconciliation. This
information is provided in the following sections:

ORACLE

Configuring the Target System for Full Reconciliation

Configuring the Target System for Incremental Reconciliation
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2.2.2.1 Configuring the Target System for Full Reconciliation

As described in About the Connector, full reconciliation is used to reconcile all existing
person data into Oracle Identity Manager. The PeopleCode that is activated in
response to these events extracts the required person data through the following
components:

For PeopleSoft 9.0:

PERSONAL_DATA, JOB_DATA, JOB_DATA_EMP, JOB_DATA_CONCUR, and
JOB_DATA_CWR

Configuring the target system for full reconciliation involves creation of XML files for
full reconciliation by performing the following procedures:

»  Configuring the PeopleSoft Integration Broker
»  Configuring the PERSON_BASIC FULLSYNC Service Operation
*  Configuring the WORKFORCE_FULLSYNC Service Operation

2.2.2.1.1 Configuring the PeopleSoft Integration Broker

The following sections explain the procedure to configure PeopleSoft Integration
Broker:

e Configuring PeopleSoft Integration Broker Gateway

e Configuring PeopleSoft Integration Broker

2.2.2.1.1.1 Configuring PeopleSoft Integration Broker Gateway

ORACLE

PeopleSoft Integration Broker is installed as part of the PeopleTools installation
process. The Integration Broker Gateway is a component of PeopleSoft Integration
Broker, which runs on the PeopleSoft Web Server. It is the physical hub between
PeopleSoft and the third-party system. The integration gateway manages the receipt
and delivery of messages passed among systems through PeopleSoft Integration
Broker.

To configure the PeopleSoft Integration Broker gateway:

1. Open a Web browser and enter the URL for PeopleSoft Internet Architecture.
The URL for PeopleSoft Internet Architecture is in the following format:

http:// | PADDRESS: PORT/ psp/ ps/ ?cnd=l ogi n

For example:
http://172.21.109. 69: 9080/ psp/ ps/ ?cnd=l ogi n
2. To display the Gateway component details:

* For PeopleTools 8.54 and earlier releases, expand PeopleTools, Integration
Broker, Configuration, and then click Gateways.

*  For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Integration Broker, Configuration, and then click Gateways.
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In the Integration Gateway ID field, enter LOCAL, and then click Search. The LOCAL
gateway is a default gateway that is created when you install PeopleSoft Internet
Architecture.

Ensure that the IP address and host name specified in the URL of the PeopleSoft listener
are those on which the target system is installed. The URL of the PeopleSoft listener is in
one of the following formats:

http: //HOSTNAME_of _t he_Peopl eSoft _Web_server or

| PADDRESS: PORT/ PSI GW Peopl eSof t Li st eni ngConnect or

For example:

http://10.121. 16. 42: 80/ PSI GN Peopl eSof t Li st eni ngConnect or

To load all target connectors that are registered with the LOCAL gateway, click Load
Gateway Connectors. A window is displayed mentioning that the loading process is
successful. Click OK.

Click Save.

Click Ping Gateway to check whether the gateway component is active. The
PeopleTools version and the status of the PeopleSoft listener are displayed. The status
should be ACTI VE.

2.2.2.1.1.2 Configuring PeopleSoft Integration Broker

ORACLE

PeopleSoft Integration Broker provides a mechanism for communicating with the outside
world using XML files. Communication can take place between different PeopleSoft
applications or between PeopleSoft and third-party systems. To subscribe to data, third-party
applications can accept and process XML messages posted by PeopleSoft using the
available PeopleSoft connectors. The Integration Broker routes messages to and from
PeopleSoft.

To configure PeopleSoft Integration Broker, create a remote node as follows:

1.

In the PeopleSoft Internet Architecture window:

» For PeopleTools 8.54 and earlier click, expand PeopleTools, Integration Broker,
Integration Setup, and then click Nodes.

* For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Integration Broker, Integration Setup, and then click Nodes.

On the Add a New Value tab, enter the node name, for example, O M FI LE_NODE, and
then click Add.

On the Node Definition tab, provide the following values:
In the Description field, enter a description for the node.
In the Default User ID field, enter PS.

Make this node a remote node by deselecting the Local Node check box and selecting
the Active Node check box.

Ensure that the Node Type is PIA.

For PeopleTools 8.56 or earlier, perform the following steps. If you are using PeopleTools
8.57, skip this step and perform step 7.

a. On the Connectors tab, search for the following information by clicking the Lookup
icon:
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Gateway ID: LOCAL

Connector ID: FILEOUTPUT

On the Properties page in the Connectors tab, enter the following information:
Property ID: HEADER

Property Name: sendUncompressed
Required value: Y

Property ID: PROPERTY

Property Name: Method

Required value: PUT

Property ID: PROPERTY

Property Name: FilePath

Required value: Any location writable by the Integration Broker. This location is
used to generate the full data publish files.

Property ID: PROPERTY
Property Name: Password

Required value: Same value as of ig.fileconnector.password in the
integrationGateway.properties file. If the password is not already encrypted,
that you can encrypt it as follows:

i) In the Password Encrypting Utility region, enter the value of the
ig.fileconnector.password property in the Password and Confirm Password
fields.

i) Click Encrypt.

iii) From the Encrypted Password field, copy the encrypted password to the
Value field for the Password property.
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< Note:

To locate the intergrationGateway.properties file, perform the following
steps using the PeopleSoft administrator credentials:

i. In PeopleSoft Internet Architecture:

* For PeopleTools 8.54 and earlier releases, expand PeopleTools,
Integration Broker, Configuration, and then click Gateways.

* For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator,
PeopleTools, Integration Broker, Configuration, and then click
Gateways

ii. Inthe Integration Gateway ID field, enter LOCAL, and then click Search.
iii. Click the Gateway Setup Properties link.

You are prompted to enter the user ID and password.
iv. Specify the following values:

In the UserID field, enter the appropriate user ID.

In the Password field, enter the appropriate password.

7. For PeopleTools 8.57, perform the following steps:

a.

On the Connectors tab of the PeopleSoft Internet Architecture window, search for the
following information by clicking the Lookup icon:

Gateway ID: LOCAL

Connector ID: FTPTARGET

On the Properties page in the Connectors tab, enter the following information:
Property ID: HEADER

Property Name: sendUncompressed

Required value: Y

Property ID: FTPTARGET

Property Name: HOSTNAME

Required value: Enter the hostname of the computer on which you want to generate
the files. You can also give OIM hostname if ftp port is open.

Property ID: FTPTARGET
Property Name: USERNAME

Required value: Enter the hostname of the computer on which you want to generate
the files.

Property ID: FTPTARGET
Property Name: PASSWORD

Required value: Enter the password of the computer on which you want to generate
the files. Password should be in encrypted form. If the password is not already
encrypted, then you can encrypt it as follows:
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i) In the Password Encrypting Utility region, enter the value of the
ig.fileconnector.password property in the Password and Confirm Password
fields.

i) Click Encrypt.

iii) From the Encrypted Password field, copy the encrypted password to the
Value field for the Password property.

Property ID: FTPTARGET
Property Name: TYPE
Required value: ASCII
Property ID: FTPTARGE
Property Name: METHOD
Required value: PUT
Property ID: FTPTARGET
Property Name: FTPS
Required value: N
Property ID: FTPTARGET
Property Name: FTPMODE
Required value: ACTIVE
Property ID: FTPTARGET
Property Name: DIRECTORY
Required value: Enter the location where you want to generate xmls.
Property ID: FTPTARGET

8. Click Save.

9. Click Ping Node to check whether a connection is established with the specified
IP address.

2.2.2.1.2 Configuring the PERSON_BASIC_FULLSYNC Service Operation

ORACLE

The PERSON_BASIC_FULLSYNC message contains the basic personal information
about all the persons. This information includes the Employee ID, First Name, Last
Name, and Employee Type.

To configure the PERSON_BASIC_FULLSYNC service operation perform the
following procedures:

" Note:

The procedure remains the same for PeopleTools 8.49 with HRMS 9.0,
PeopleTools 8.50 with HRMS 9.1, PeopleTools 8.53 through 8.57 with HRMS
9.2. The screenshots are taken on PeopleTools 8.49 version. Publishing
Messages With VERSION_5 contains a summary of the procedure for
PeopleTools 8.51 with HRMS 9.1.
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Activating the PERSON_BASIC_FULLSYNC Service Operation

Verifying the Queue Status for the PERSON_BASIC_FULLSYNC Service Operation
Setting Up the Security for the PERSON_BASIC_FULLSYNC Service Operation
Defining the Routing for the PERSON_BASIC_FULLSYNC Service Operation
Displaying the EI Repository Folder

Activating the PERSON_BASIC_FULLSYNC Message

Activating the Full Data Publish Rule

Publishing Messages With VERSION_5

2.2.2.1.2.1 Activating the PERSON_BASIC_FULLSYNC Service Operation

ORACLE

The service operation is a mechanism to trigger, receive, transform, and route messages that
provide information about updates in PeopleSoft or an external application. You must activate
the service operation to successfully transfer or receive messages.

To activate the PERSON_BASIC_FULLSYNC service operation:

" Note:

If the message version is not the same as specified, then you can change the
message version as described in Changing Default Message Versions.

In the PeopleSoft Internet Architecture window:

» For PeopleTools 8.54 and earlier releases, expand PeopleTools, Integration
Broker, Integration Setup, and then click Service Operations.

*  For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Integration Broker, Integration Setup, and then click Service Operations.

On the Find Service Operation tab, enter PERSON BASI C FULLSYNC in the Service field,
and then click Search.

Click the PERSON_BASIC_FULLSYNC link.

# Note:

In PeopleSoft HRMS, there are three versions of the message associated with
this service operation. But, when you integrate PeopleSoft HRMS 9.0 or later
and Oracle Identity Manager, you must use the default version VERSI ON_3.

The following screenshot displays the default version associated with this service
operation:
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(" General Y\ Handiers | Roufings |

Service Operation:

Service:
Operation Type:

‘Operation Description

Operation Comments:

Object Cwner ID:

Operation Alias:

PERE0M_BASIC_FULLBYNC

PERSOMN_BASIC_FULLSYNC
Asynchronous - One Way

|Personal Data Full Sync

™ User Password Required

=
=

[HR Core Objects |

| Service Operalion Security

Default Service Operation Version

| ‘Wi sion:

|- T I~ Default ¥ Acthve |

Wer sion Descripgtion:

Version Conuments:

Introspeclion

|Parsuna| Drata Full Sync

s | | Anyto-Loca:

| Localto-Local:

Does not exist

Does not exist

[ Non-Repudiation I™ Generate Any-to-Local

| = B
™ Runtime Schema Validation L Generats Locabts.Local

Type:

Message.Version

“Curetre Mame:

Non-Default Versions

Reguest
IF’ERSON_BASIC_FULLSYNC.'\.'ERSIOP O, view Message
|PERSON_DATA Q ViewGueue  Add MNew Queue

Customize | Flnd | B First 14 4.

o Descripti Acts

VERSION 1 Perzonal Data Full Syne F

YERSION 2 Personal Data Full Syne I
ik Relum 1o Search agd Version

General | Handlers | Boutings

4. In the Default Service Operation Version region, click Active.
5. Click Save.

2.2.2.1.2.2 Verifying the Queue Status for the PERSON_BASIC_FULLSYNC Service
Operation

All messages in PeopleSoft are sent through a queue. This is done to ensure that the
messages are delivered in a correct sequence. Therefore, you must ensure that the
gueue is in the Run status.

To ensure that the status of the queue for the PERSON_BASIC_FULLSYNC service
operation is Run:

1. Inthe PeopleSoft Internet Architecture window:

* For PeopleTools 8.54 and earlier releases, expand PeopleTools, Integration
Broker, Integration Setup, and then click Queues.

* For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Integration Broker, Integration Setup, and then click Queues.

2. Search for the PERSON_DATA queue.
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In the Queue Status list, ensure that Run is selected.

# Note:

If the queue status is not Run:
a. From the Queue Status list, select Run.
b. Click Save.

The queue status is highlighted in the following screenshot:

Queue Definitions

W Archive I Unordered
Gueue Hame: FERSOMN_DATA
Description: |r-.-laintainPersonaIData Queue Status: Run ¥
Comments: HR Message Channel used by a] Object Owner ID: HR Core  »
Message Objects containing
Emploves and Mon-Emplovee ﬂ
Operations Assigned to Queue Define Partiticning Fields
View All First [4] 1-10 of View All First [1] 1-4of 4 [ Last
55 ¥ | ast Include  Field Alias Hame
Operation Version r EMPLID |
HCR_ADD _JOB YERSION_1 o
HCR_ADD_JOB_ACK VERSION_1 | OPERAHONNAME !
HER_ADD_PERSOM YERSION 1 B PUBLISHER |
HCR_ADD_PERSOM_ACK VERSION_1
T = : & I~ PUBPROC |
HER_CAN_JOB YERSION 1

PERSOM_ACCOMP_FULLSYMNC VERSION_1

PERSON_ACCOMP_BYNC YERSION_1
FPERSOM_ACCOMP_SYNC YERSION_2
FERSON_BASIC_FULLSYNC YERSION_2
FERSOM_BASIC_FULLSYNC  VERSION_1

Save Add Field

L\ Return to Search | [Z] Netify

ErAdd

Click Return to Search.

2.2.2.1.2.3 Setting Up the Security for the PERSON_BASIC_FULLSYNC Service Operation

ORACLE

A person on the target system who has permission to modify or add personal or job
information of a person might not have access to send messages regarding these updates.
Therefore, it is imperative to explicitly grant security to enable operations.

To set up the security for PERSON_BASIC_FULLSYNC service operation:

1.

In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Service Operations.

Search for and open the PERSON_BASIC_FULLSYNC service operation.
On the General tab, click the Service Operation Security link.

The link is highlighted in the following screenshot:
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[ Gemeral '\ Handiers ) Routings |
Service Operation: PERSOM_BASIC_FULLSYNG
Service: PERSOM_BASIC_FULLSYNC
Operation Type: Asynchronous - One Way
*Operation Description: |Persanal Data Full Sync I UserPassword Required
Operation Comments: =l

Object Owner ID: |HR Care Objects =l

Operation Alias: | it ration ri
Default Service Operation Version

“WVarsioi: [VERSION_: i Defaur W Active
= T

g 5

Version Dascription: |Per3cma| Data Full Sync

_.I Any-to-Local Does not exst

Version Comments:
Localto-Local: Does not exist

™ NonRepudiation I Generate Any-to-Local

nitr ion [ Runtime Schema Validation

Type: Request
MessageMersion:  |[PERSON_BASIC_FULLSYNC VERSIONC, View Messane

"Ouene Haime: [F‘ERS OM_DATA Q, Yiew Queus  Add Mew Queus

[ Generate Local-to-Local

MNon-Default Versions

Version Description Actibee

VERSION 1 Personal Data Full Sync o

VERSION 2 Persanal Data Full Sync =
Save Return to Search Add Versinn

General | Handlers | Eoulings

4. Attach the OIMER permission list to the PERSON_BASIC_FULLSYNC service
operation. This list is created in Step 3 of the preinstallation procedure discussed
in Creating a Permission List.

To attach the permission list:
a. Click the plus sign (+) to add a row to the Permission List field.

b. Inthe Permission List field, enter O MER and then click the Look up Permission
List icon.

The OIMER permission list appears.
c. From the Access list, select Full Access.

The following screenshot displays the preceding steps:
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Web Service Access

Sendce PERSON_BASIC_FULLSYNG
Operation: FERSON_BASIC FULLSYNC
Customize | Find | i First |
&l[[ﬂ'giiﬂ] l '§T BEEE;E
HCSPSERVICE [Full Access =] [+ [=]
[omER a, [Full access I EE

d. Click Save.

e. Click Return to Search.

2.2.2.1.2.4 Defining the Routing for the PERSON_BASIC_FULLSYNC Service Operation

Routing is defined to inform PeopleSoft about the origin and intended recipient of the

message. You might have to transform the message being sent or received according to the
business rules.

To define the routing for PERSON_BASIC_FULLSYNC service operation:

1. On the Routing tab, enter PERSON BASI C FULLSYNC HR FI LE as the routing name and
then click Add.

2. On the Routing Definitions tab, enter the following:
Sender Node: PSFT_HR

< Note:

The Sender Node is the default active local node. To locate the sender node:
a. Click the Look up icon.
b. Click Default to sort the results in descending order.

The default active local node should meet the following criteria:
Local Node: 1
Default Local Node: Y
Node Type: PIA
Only one node can meet all the above conditions at a time.
c. Select the node.
d. Click Save.

Receiver Node: O M FI LE_NCDE

The following screenshot displays the Sender and Receiver nodes:
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[ Rowting Definitions _Parameters | Conneclar Properties |

¥ Active

Routing Hame: FERSON_BASIC_FLULLSYNC_HR_FILE

"Sarvice Operation: |

™ System Generated

Version: VERSION_3
‘Description: |PE REOM_BASIC_FULLSYNC_HR_FILE

Cormiments: ,;,J

"Semler Mode; |

‘Racaeprer Node: |

Routing Type:  Asynchronous - OneWay
Ohject Dwner ID: 3
Save | Retum |
Routing Definitions | Parameters | Connector Propedies
3. Click Save.

4. Click Return to go back to the Routings tab of the service operation, and verify
whether your routing is active.

2.2.2.1.2.5 Displaying the El Repository Folder
El Repository is a hidden folder in PeopleSoft. Therefore, you must display this folder.

To display the EI Repository folder:

# Note:

« If you are using PeopleTools 8.53, PeopleTools 8.54, PeopleTools 8.55,
PeopleTools 8.56, or PeopleTools 8.57 as the target system, then do not
perform the procedure described in this section.

e Perform this procedure using the PeopleSoft administrator credentials.

1. Inthe PeopleSoft Internet Architecture, expand People Tools, Portal, and then
Structure and Content.

2. Click the Enterprise Components link.

3. Click the Edit link for EI Repository, and then uncheck Hide from portal
navigation.

The following screenshot displays the Hide from portal navigation check box:
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Folder Administration ' Folder Security |
Root =Enterprize Components »E| Repository
Folder Administration
Name: EIP_CATALOG Parent Folder: Enterprise Components
‘Label: |EI Repository Copy object Select New Parent Folder
Loig Description: Enterprise Integrafion Repository __j
(254 Characters) J
Produect: EOE] "Valid from date:  |01/01/1900 [ Creation Date:  10/29/2001
Sequence mimber: 200 Valid to date: B Buthor:  PSEQ
Object Owner 1D Eﬁnq Enterprize Integration Repos
[ Hide from portal nanvigation | [ Hide from MSF navigation Add Folder

I Is Folder Navigation Disabled
Folder Navigation Object Name: | Q

Folder Attributes

Dekete_|
Naime: | ¥ Translate
Label: |
Artribite value: =]
;E

Add

& save I [=1 otity

=older Administration | Eolder Security

4, Click Save.

5. Log out, and then log in.

2.2.2.1.2.6 Activating the PERSON_BASIC_FULLSYNC Message

ORACLE

You must activate the PERSON_BASIC_FULLSYNC message so that it can be processed.
To activate the PERSON_BASIC_FULLSYNC message:

# Note:

If you are using PeopleTools 8.53, PeopleTools 8.54, PeopleTools 8.55,
PeopleTools 8.56, or PeopleTools 8.57 as the target system, then do not perform
the procedure described in this section.

1. Inthe PeopleSoft Internet Architecture, expand Enterprise Components, El

Repository, and then click Message Properties.

2. Search for and open the PERSON_BASIC_FULLSYNC message.
3. Click Activate All.

The following screenshot displays the message to be activated:
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Message Properties
To activate or inactivate Messages and their Subscriptions, narrow your search by entering
the first few letters of a Message Mame. Select which Messages and Subscriptions you
want to aclivate or inactivate by manually make changes or by pushing the Activate All or
Inactivate All bulton, then Save,
Message Name Begins Witl |PERSDN_BA9IC_FULLSYNC Search
: mize | Find | View All | £ First [4] iod1 [¥ Last
Subscription Y |F57H Actieate Al J
Message Name Message Status Yy ey
1 PERSON_BASIC_FULLSYNC Active hd Inactivate All
Save J

4. Click the Subscription tab, and activate the Subscription PeopleCode if it exists.

# Note:

To perform this step, your User Profile must have the EIR Administrator
role consisting of EOEI9000 and EOC0O9000 permission lists.

2.2.2.1.2.7 Activating the Full Data Publish Rule

You must define and activate the Full Data Publish rule, because it acts as a catalyst
for the full reconciliation process. This rule provides the full reconciliation process the
desired information to initiate reconciliation.

To activate the full data publish rule:

1. Inthe PeopleSoft Internet Architecture window:

e For PeopleTools 8.54 and earlier releases, expand Enterprise Components,
Integration Definitions, and then click Full Data Publish Rules.

e For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, Enterprise
Components, Integration Definitions, and then click Full Data Publish
Rules.

2. Search for and open the PERSON_BASIC_FULLSYNC message.
3. In the Publish Rule Definition region:

a. Inthe Publish Rule ID field, enter PERSON_BASI C_FULLSYNC.

b. Inthe Description field, enter PERSON_BASI C_FULLSYNC.

c. From the Status list, select Active.

The following screenshot displays the preceding steps:
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{ Full Table Publish Rules '{ Record Mapping | Languages |

Message Name: PERSOMN_BASIC_FULLSYMC

Description: Persanal Data Full Sync

Publish Rule Definition ind | e Al First (U 1 08 1 L™ Last
‘Publish Rule ID: [PERSON_BASIC_FULLSYNC HE
‘Description: [PERSON_BASIC_FULLSYNC
‘Status: laciive |
chunking Rule ID: | Q

Atternate Clnmk |
Table

I¥ Create Message Header & Message
¥ create Message Trailer | " Flat File
" Flat File with Control Record

@) Save | QUReturnto Search | (=] Notity |

Full Tahle Publish Rules | Eecord Mapping | Langquages
4. Click Save.

2.2.2.1.2.8 Publishing Messages With VERSION_5

The following is a summary of steps to publish messages with VERSION_5 for PeopleTools
8.51 with PeopleSoft HRMS 9.1:

1. Inthe VERSION_5 message, map all alias attributes to their original attributes. For
example, map PERSON_V5 to PERSON.

You can verify the original attributes in INTERNAL or VERSION_3 message. Most of the
attribute names within brackets in VERSION_5 message will be original attribute names.
However, you can confirm the alias attribute names with the original message.
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ORACLE

Favarites Main Menu > PeopIgTﬂ-oh; > Integration Broker » Integn

Records Only

Message:

Left | Right

PERSOMN_BASIC_FULLSYMNC Version: VERSIOMN_E

= PERSON_BASIC_FULLSYNC
= & PERSON_VS-[PERSON]

3
=1
=1

=

(I O T Y Y I T TV VY VY (VR T R T R TV

(=]
=]
b

=]

PODDDDDODODOODODODO

PERSDATA_EFF_V5 - [PERS_DATA_EFFDT]
PERSDATA_USF_V5 - [PERS_DATA_USF]
PERS_NID_V5 - [PERS_NID]

NAMES_V5 - [NAMES]

ADDRESSES_VS - [ADDRESSES]
EMAIL_ADDR_V5 - [EMAIL_ADDRESSES]
PERSN_IMCHAT_V5 - [PERSONAL_IM_CHAT]
PERS_PHONE_VS - [PERSONAL_PHONE]
PERS_SMOKER_V5 - [PERS_SMOKER]
PERSON_BRA_V5 - [PERSON_BRA]
PERSDATA_BRA_V5 - [PERS_DATA_BRA]
PERSDATA_CAN_V5 - [PERS_DATA_CAN]
PERSDATA_CHE_V5 - [PERS_DATA_CHE]
PLACORIG_CHE_V5 - [PLACE_ORIG_CHE]
PERS_HUK_CHN_V5 - [PERS_HUKOU_CHN]
PERS_WLF_CHN_V5 - [PERS_WRKLIF_CHN]
PERS_WLV_CHN_V5 - [PERS_WRKLY_CHN]
PERSDATA_DEU_V5 - [PERS_DATA_DEU]
NATIONAL_GER_V5 - [NATIONALITY_GER]
PERSDATA_ESP_V5 - [PERS_DATA_ESP]
PERSON_FRA_V5 - [PERSON_FRA]
PERSDATA_FRA_VS - [PERS_DATA_FRA]
PERSDATA_IND_VS - [PERS_DATA_IND]
PERSDATA_ITA_V5 - [PERS_DATA_ITA]
PERSDATA_JPN_V5 - [PERS_DATA_JPN]
PERSDATA_MEX_V5 - [PERS_DATA_MEX]
PERSDATA_USA_V5 - [PERS_DATA_USA]
PERSDATA_FPS_V5 - [PERS_DATA_FPS]
PERSON_SA_V5 - [PERSON_SA]

ORACLE"
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2. In the PeopleSoft Internet Architecture window:

* For PeopleTools 8.54 and earlier releases, expand PeopleTools, Integration
Broker, Integration Setup, and then click Full Data Publish Rules.

* For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Integration Broker, Integration Setup, and then click Full Data Publish Rules.

3. Under the Search Criteria region, enter PERSON_BASI C_FULLSYNC in the Service
Operation field, and then click Search.

ORACLE

Favorites Main Menu > Enterprise Components > IntegratiﬂrLDeﬁn'rtions > Full Data Publish Rules

Full Data Publish Rules

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value
w Search Criteria

Search by: service Operation 720iNs With person_basic_fullsync

Search _:.ﬂ.dvan ced Search

4. Inthe PERSON_BASIC_FULLSYNC publish rule, click the Record Mapping tab.

5. Map all the aliases in VERSION_5 message to the original attributes as displayed in the
following screenshot.
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Favarites Main Menu > Enterprise Components > IntegratiorLDeﬁnitions > Full Data Publish Rules
" Full Table Publish Rules " Languages
Service Operation: PERSON_BASIC_FULLSYNC Senice Operation
Operation Description:  perzonal Data Full Sync Message.Version: PERSON_BASIC_FULLSYNC VERSION_5
Publish Rule Definition Find | View All First B} 40r1 D [ast
*Publish Rule 1D: |F'ERSDN_EMSIC_FULLSYNC
*Description: [PERSON_BASIC_FULLSYNC
Record Source Mapping Find | View 4 First *0 430 0f 30 0 Last
Message Record Mame: Source/Order by Record Name: =1
ADDRESSES_VE (@] ADDRESSES [@)
=
EMAIL_ADDR_V5 (@] EMAIL_ADDRESSES [@
=
NAMES_VS (@] MAMES [@)
=l
NATIONAL_GER_VE  [@] MATIONALITY_GER  [@]
=
PERSDATA_BRAVES [@] PERS_DATA_BRA  [@
=
PERSDATA_CAN_VS  [@] PERS_DATA_CAM  [&1]
=
PERSDATA_CHE_VS [@] PERS_DATA_CHE  [@]
=
PERSDATA_DEU_VS [@] PERS_DATA DEU  [@
=
PERSDATA_EFF_V5  [@] PERS_DATA_EFFDT  [@]
=l
PERSDATA_ESP_V5  [@] PERS_DATA_ESF  [@]
=
PERSDATA_FPS_ VS [Q] PERS_DATA_FPS  [@
=
PERSDATA_FRA_VS  [@] PERS_DATA_FRA [
=
PERSDATA_IND_VS  [@] PERS_DATA_IND [@]
=
PERSDATA_ITALVS  [@] PERS_DATA_ITA [@]
=
PERSDATA_JPN_VS  [@] PERS_DATA_JPN @]
=

6. Click Save.
7. Publish the message.

You can verify that the name of message matches with the lookup definition
message name.

2.2.2.1.3 Configuring the WORKFORCE_FULLSYNC Service Operation

The WORKFORCE_FULLSYNC message contains the job-related details of all
persons. This information includes the Department, Supervisor ID, Manager ID, and
Job Code.

To configure the WORKFORCE_FULLSYNC service operation perform the following
procedures:

ORACLE"
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< Note:

In PeopleSoft HRMS, there are many versions of the message associated with this
service operation. But, when you integrate PeopleSoft HRMS and Oracle Identity
Manager, you must send the following versions depending on the version of HRMS:

e Use WORKFORCE_FULLSYNC. | NTERNAL for HRMS 8.9 Bundle 23 or later, HRMS
9.0 Bundle 14 or later, HRMS 9.1 Bundle 3 or later, and HRMS 9.2 Image 4 or
later.

e Use WORKFORCE_FULLSYNC. VERSI ON 3 for other versions of HRMS.

* Activating the WORKFORCE_FULLSYNC Service Operation

*  Verifying the Queue Status for the WORKFORCE_FULLSYNC Service Operation
*  Setting Up the Security for the WORKFORCE_FULLSYNC Service Operation

* Defining the Routing for the WORKFORCE_FULLSYNC Service Operation

» Displaying the El Repository Folder

* Activating the WORKFORCE_FULLSYNC Message

» Activating the Full Data Publish Rule

¢ Note:

The procedure remains the same for PeopleTools 8.49 with HRMS 9.0, PeopleTools
8.50 with HRMS 9.1, PeopleTools 8.53 through 8.57 with HRMS 9.2. The
screenshots are taken on version PeopleTools 8.49.

2.2.2.1.3.1 Activating the WORKFORCE_FULLSYNC Service Operation

ORACLE

To activate the WORKFORCE_FULLSYNC service operation:

" Note:

If the message version is not the same as specified, then you can change the
message version as described in Changing Default Message Versions.

1. Inthe PeopleSoft Internet Architecture window:

» For PeopleSoft 8.54 and earlier releases, expand PeopleTools, Integration Broker,
Integration Setup, and then click Service Operations.

* For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Integration Broker, Integration Setup, and then click Service Operations.

2. On the Find Service Operation tab, enter WORKFORCE_FULLSYNC in the Service field, and
then click Search.

3. Click the WORKFORCE_FULLSYNC link.
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The following screenshot displays the default version of the
WORKFORCE_FULLSYNC service operation:
[ General [ Handlers ' Routings
Sendce Operation: WORKFORCE_FULLSYNG
Senvice:  WORKFORCE_FULLSYNC
Operation Type: Agynchronous - One VWay
‘Operation Description: |Wnlkfnrceagmc I UserPassword Required
Operation Comments: 2
j
Object Gwner I: | HR Core Objects =l
Operation Alias: | genice Operation Securty

Default Service Operation Version

Version:  |VERSION_2  Defaunt ¥ Active
Version Description: | VVOTKIOMCESTC

Version Comiments: ~| | Any-to-Local: Does not exist
Local-to-Lecal: Exisis
I Non-Repudiation [™ Gemerate Any-to-Local
-
Introspection I Runtime Schema Validation i Lot i

Type: Request

Message Version: |WOHI<FORC E_FULLSYMCVERSIOMN_. Q Wigw Messane

‘Ouene Namme: |PERSON_DATA Q View Cusue  Add Mew Qugue

Non.Default Versions

Customize | Find | #

Version Description Acthve
VERSION 1 WorkforceSyne 174
Save___| Retum to Search Add Version

General | Handlers | Roulings

4. In the Default Service Operation Version region, click Active.

5. Click Save.

2.2.2.1.3.2 Verifying the Queue Status for the WORKFORCE_FULLSYNC Service
Operation

To ensure that the status of the queue for the WORKFORCE_FULLSYNC service
operation is Run:

1. Inthe PeopleSoft Internet Architecture window:

For PeopleTools 8.54 and earlier releases, expand PeopleTools, Integration
Broker, Integration Setup, and then click Queues.

For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Integration Broker, Integration Setup, and then click Queues.

2. Search for the PERSON_DATA queue.
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In the Queue Status list, ensure that Run is selected.

# Note:
If the queue status is not Run:

a. From the Queue Status list, select Run.
b. Click Save.

The queue status is shown in the following screenshot:

Queue Definitions

M Archive I Unordered

Gueue Hame: FERSOMN_DATA
Description: |r-.-laintainPersonaIData Queue Status: Run ¥
Comments: HR Message Channel used by a] Object Owner ID: HR Core  »

Message Objects containing
Emploves and Mon-Emplovee ﬂ

Operations Assigned to Queue Define Partiticning Fields

First [1] 1-4of 4 [ Last

First [4] 1-10 of

View All Wiew All
55 B | ast Include  Field Alias Hame
Operation Version r EMPLID |
HCR_ADD _JOB YERSION 1
HCR_ADD_JOB_ACK VERSION_1 [ OPERATIONNAME |
HCR_ACDD_PERSOM YERSION_ 1 I PUBLISHER |
HCR_ADD_PERSOMN_ACK \'-.-iERSlON_’] - PUBPROC |
HCR:CAN 10B VERSIOM 1
PERSOM_ACCOMP_FULLSYNC VERSION_1
PERSON_ACCOMP. SYNC YERSION 1
FERSOM_ACCOMP_SYNC WERSION_2
FERSON_BASIC_FULLSYMC  VERSION_Z
FERSOM_BASIC_FULLSYMNC  VERSIOMN_1
Save Add Field

L\ Return to Search | [Z] Netify Ex 2dd

Click Return to Search.

2.2.2.1.3.3 Setting Up the Security for the WORKFORCE_FULLSYNC Service Operation

To set up the security for the WORKFORCE_FULLSYNC service operation:

1.

ORACLE

In the PeopleSoft Internet Architecture window:

» For PeopleTools 8.54 and earlier releases, expand PeopleTools, Integration
Broker, Integration Setup, and then click Service Operations.

* For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Integration Broker, Integration Setup, and then click Service Operations.

Search for an open the WORKFORCE_FULLSYNC service operation.
On the General tab, click the Service Operation Security link.

The link is shown in the following screenshot:
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{ Gemeral Y Handlers ) Routings
Service Operation: WORKFORCE_FULLSYNC
Senvice: WORKFORCE_FULLSYMC
Operation Type: Asynchronous - One Way
‘Operation Description: |WUI‘|GEI’CE5'I'H¢ [ UserPassword Redquired
Operation Conmvments: _.;j
Object Owner ID: |HR Core Objects =l
Operation Alias: | Service Operation Security
Default Service Operation Version
"Version: | clomnl ¥ Default W Active )
Version Dascription: |WBIWDI‘C€5¥M i |
Version Comments: & | hmyte-Lecak Does not exist '
1
|

| Local-to-Local: Exists

™ Generate Any-to-Local

[ Non-Repudiation |
| T Regenerate Local-to-Local

Introspection ™ Puntimme Schema Validation
Message Information

Type: Request
MessageVersion: MDRKF ORCE_FUU_SWC"#'EHB'ON_: q View Mess AQE

“Ounetie Nae: |F'EF€‘SDN_D|HT|H O View Queue  Add MNew Queue

MNon-Default Versions

Version Description
VERSION 1 Workforce Sync
save | getmto searen Agd Version

General | Handlers | Roytings

4. Attach the OIMER permission list to the WORKFORCE_FULLSYNC service
operation. This list is created in Step 3 of the preinstallation procedure discussed
in Creating a Permission List.

To attach the permission list:
a. Click the plus sign (+) to add a row to the Permission List field.

b. Inthe Permission List field, enter O MER and then click the Look up
Permission List icon.

The OIMER permission list appears.
c. From the Access list, select Full Access.

The following screenshot displays the Access list with Full Access:
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Web Service Access

Service WVORKFORCE_FULLSYNG
O atbon: WORKFORCE_FULLSYNC
zo |Find | @ First [ 3063 (M Last
HCSPSERWICE |Full Access x| [+ =]
[DIMER: Q, [Full Access =| = =
d. Click Save.

e. Click Return to Search.

2.2.2.1.3.4 Defining the Routing for the WORKFORCE_FULLSYNC Service Operation
To define the routing for the WORKFORCE_FULLSYNC service operation:

1. On the Routing tab, enter WORKFORCE_FULLSYNC HR FI LE as the routing name and then
click Add.

2. On the Routing Definitions tab, enter the following:
Sender Node: PSFT_HR

" Note:

The Sender Node is the default active local node. To locate the sender node:
a. Click the Look up icon.
b. Click Default to sort the results in descending order.
The default active local node should meet the following criteria:
Local Node: 1
Default Local Node: Y
Node Type: PIA
Only one node can meet all the above conditions at a time.
c. Select the node.
d. Click Save.

Receiver Node: O M FI LE_NODE

The following graphic displays both the Sender and the Receiver nodes:
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“Reuting Definitions ' Parameters | Conneclor Properties

5
RoutingName:  WORKEORCE_FULLSYNG_HR_FILE i

I ! 7 system Generated

‘Senvice Operation:

Version: VEREIOMN_2
‘Description: [WORKFORCE_FULLSYNC_HR_FILE

Comimelits: .:.j

"Seqler Hode: i

'Receiver Hode: I
Roaing Type: Asynehranous - One Way
Object Owner I0: | =

_Smwe | Rewm |

Rouling Definitions | Parameters | Connector Properies

3. Click Save.
4. Click Return to go back to the Routings tab of the Service Operation, and verify
whether your routing is active.

2.2.2.1.3.5 Displaying the EI Repository Folder
To display the EI Repository folder:

" Note:

» If you are using PeopleTools 8.53 or later, then do not perform the
procedure mentioned in this section.

« If you have performed this procedure as described in "Displaying the El
Repository Folder", then you can skip this section.

e Perform this procedure using the PeopleSoft administrator credentials.

1. Inthe PeopleSoft Internet Architecture, expand People Tools, Portal, and then
Structure and Content.

2. Click the Enterprise Components link.

3. Click the Edit link for EI Repository, and then uncheck Hide from portal
navigation.

The following screenshot displays the Hide from portal navigation check box:
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Folder Administration ' Folder Security |
Root =Enterprize Components »E| Repository
Folder Administration
Name: EIP_CATALOG Parent Folder: Enterprise Components
‘Labet: [El Repository Copy object Select New Parent Folder
Loig Description: Enterprise Integrafion Repository __j
(254 Characters) J
Produect: EOE] "Valid from date:  |01/01/1900 [ Creation Date:  10/29/2001
Sequence mimber: 200 Valid to date: B Buthor:  PSEQ
Object Owner 1D Eﬁnq Enterprize Integration Repos
[ Hide from portal nanvigation | [ Hide from MSF navigation Add Folder

I Is Folder Navigation Disabled
Folder Navigation Object Name: | Q

Folder Attributes '

Dekete_|
Naime: | ¥ Translate
Label: |
Artribite value: =]
;E
Add

& save I [=7 Notity

=older Administration | Eolder Security

4, Click Save.

5. Log out, and then log in.

2.2.2.1.3.6 Activating the WORKFORCE_FULLSYNC Message
To activate the WORKFORCE_FULLSYNC message:

¢ Note:

If you are using PeopleTools 8.53, PeopleTools 8.54, PeopleTools 8.55,

PeopleTools 8.56, PeopleTools 8.57, then do not perform the procedure mentioned
in this section.

1. Inthe PeopleSoft Internet Architecture, expand Enterprise Components, El
Repository, and then click Message Properties.

2. Search for and open the WORKFORCE_FULLSYNC message.
3. Click Activate All.

The following screenshot displays the message to be activated:
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Message Properties

To activate or inactivate Messages and thelr Subscriptions, narmow your search by entering the first fow letters
of a Message Mame. Selectwhich Messages and Subscriptions you want to aclivate or inactivate by manualby

make changes or by pushing the Activate &ll or Inactivate All button, then Sawve.

Message Name Begins With:  [WORKFORCE_FULLSYNC m

Customize | Find | Wiew All | # First 4 4 or 1 ¥ Last

Activate Al
Subscription 4

Message Hame Message Status  Subscription Name Stah
SMMSE nactivate All
1 WORKFORCE_FULLSYNG Active | | -

Sawe

4. Click the Subscription tab, and activate the Subscription PeopleCode if it exists.

" Note:

To perform this step, your User Profile must have the EIR Administrator
role consisting of EOEI9000 and EOC0O9000 permission lists.

2.2.2.1.3.7 Activating the Full Data Publish Rule
To activate the full data publish rule:

1. Inthe PeopleSoft Internet Architecture window:

* For PeopleTools 8.54 and earlier releases, expand Enterprise Components,
Integration Definitions, and then click Full Data Publish Rules.

» For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, Enterprise
Components, Integration Definitions, and then click Full Data Publish
Rules.

2. Search for and open the WORKFORCE_FULLSYNC message.
3. In the Publish Rule Definition region:

a. Inthe Publish Rule ID field, enter WORKFORCE_FULLSYNC.

b. Inthe Description field, enter WORKFORCE_FULLSYNC.

c. From the Status list, select Active.

The following screenshot displays the preceding steps:
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[ Full Table Publish Rules '\ Record Mapping ) Languages

Message Name: WORKFORCE_FULLSYHC

Description: WiarkforceSyne

Publish Rule Definition Elnd |Viewall  First 4 1 06 4 [® Last

‘Publish Rule ID;  |WORKFORCE_FULLSYNC ==

'Description: |'l.-".l'0H FFORCE_FULLSYNC

'Status: Attve ¥ l

Chunking Rule 10x [ &}

Atvernate Chunk |
Talde:

W Create Message Header |  Message

W Create Message Trailer | " Flat File
" Flat File with Control Record

B save | S\Retumio Search | +E] Meot in List E =] Motity |

Full Table Publish Rules | Record Mapping | Languages

4. Click Save.

2.2.2.2 Configuring the Target System for Incremental Reconciliation

Configuring the target system for incremental reconciliation involves configuring PeopleSoft
Integration Broker and configuring the PERSON_BASIC_SYNC and WORKFORCE_SYNC
messages.

A message is the physical container for the XML data that is sent from the target system.
Message definitions provide the physical description of data that is sent from the target
system. This data includes fields, field types, and field lengths. A queue is used to carry
messages. It is a mechanism for structuring data into logical groups. A message can belong
to only one queue.

Setting the PeopleSoft Integration Broker gateway is mandatory when you configure
PeopleSoft Integration Broker. To subscribe to XML data, Oracle Identity Manager can accept
and process XML messages posted by PeopleSoft by using PeopleSoft connectors located in
the PeopleSoft Integration Broker gateway. These connectors are Java programs that are
controlled by the PeopleSoft Integration Broker gateway.

This gateway is a program that runs on the PeopleSoft Web server. It acts as a physical hub
between PeopleSoft and PeopleSoft applications (or third-party systems, such as Oracle
Identity Manager). The gateway manages the receipt and delivery of messages to external
applications through PeopleSoft Integration Broker.

To configure the target system for incremental reconciliation, perform the following
procedures:
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< Note:

You must use an administrator account to perform the following procedures.

e Configuring PeopleSoft Integration Broker
e Configuring the PERSON_BASIC_SYNC Service Operation
e Configuring the WORKFORCE_SYNC Service Operation

e Preventing Transmission of Unwanted Fields During Incremental Reconciliation

2.2.2.2.1 Configuring PeopleSoft Integration Broker

The following sections explain the procedure to configure PeopleSoft Integration
Broker:

2.2.2.2.1.1 Configuring PeopleSoft Integration Broker Gateway

Section "Configuring PeopleSoft Integration Broker Gateway" describes the procedure
to configure the PeopleSoft Integration Broker gateway.

2.2.2.2.1.2 Configuring PeopleSoft Integration Broker

To configure PeopleSoft Integration Broker:

¢ Note:

e The PeopleSoft Employee Reconciliation and PeopleSoft User
Management connectors have different IT resources. Therefore, you
must configure separate HTTP nodes for messages of the Employee
Reconciliation and User Management connectors.

Even if an existing node is configured to the PeopleSoft listener on
Oracle Identity Manager, a separate node is required for messages of
the PeopleSoft User Management connector.

e Asingle listener is sufficient for both the connectors. You can configure
the nodes to point to the same listener with different IT resource names.

1. Create a remote node by performing the following steps:
a. Inthe PeopleSoft Internet Architecture window:

e For PeopleTools 8.54 and earlier releases, expand PeopleTools,
Integration Broker, Integration Setup, and then click Nodes.

* For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator,
PeopleTools, Integration Broker, Integration Setup, and then click
Nodes.

b. Onthe Add a New Value tab, enter the node name, for example, O M _NCDE,
and then click Add.
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On the Node Definition tab, enter a description for the node in the Description field.
In addition, specify the SuperUserID in the Default User ID field. For example, PS.

Make this node a remote node by deselecting the Local Node check box and
selecting the Active Node check box.

Ensure Node Type is PIA.

On the Connectors tab, search for the following information by clicking the Lookup
icon:

Gateway ID: LOCAL

Connector ID: HTTPTARGET

On the Properties page in the Connectors tab, enter the following information:
Property ID: HEADER

Property Name: sendUncompressed
Required value: Y

Property ID: HTTP PROPERTY
Property Name: Method

Required value: POST

Property ID: HEADER

Property Name: Location

Required value: Enter the value of the IT Resource name as configured for
PeopleSoft HRMS

Sample value: PSFT HRMS
Property ID: PRIMARYURL
Property Name: URL

Required value: Enter the URL of the PeopleSoft listener that is configured to receive
XML messages. This URL must be in the following format:

http:// ORACLE_I DENTI TY_MANAGER SERVER | PADDRESS: PCRT/ Peopl eSof t O M.i st ener

The URL depends on the application server that you are using. For an environment
on which SSL is not enabled, the URL must be in the following format:

For IBM WebSphere Application Server:
http://10.121. 16. 42: 9080/ Peopl eSof t O M.i st ener

For Oracle WebLogic Server:

http://10.121. 16. 42: 7001/ Peopl eSof t O M.i st ener

For an environment on which SSL is enabled, the URL must be in the following
format:

htt ps: // COWON_NAME: PORT/ Peopl eSof t O M.i st ener

For IBM WebSphere Application Server:
https://exanpl e088196: 9443/ Peopl eSof t O M.i st ener

For Oracle WebLogic Server:

2-47



Chapter 2
Installation

https://exanpl e088196: 7002/ Peopl eSof t O M.i st ener

# Note:

The ports may vary depending on the installation that you are using.

h. Click Save to save the changes.

i. Click the Ping Node button to check whether a connection is established with
the specified IP address.

# Note:

Ping also validates the target authentication, in this case, the IT
resource name.

Before the XML messages are sent from the target system to Oracle Identity Manager,
you must verify whether the PeopleSoft node is running. You can do so by clicking the
Ping Node button in the Connectors tab. To access the Connectors tab, click
PeopleTools, Integration Broker, Integration Setup, and then Nodes.

ORACLE 2-48



Chapter 2
Installation

< Note:

You might encounter the following error when you send a message from PeopleSoft
Integration Broker over HTTP PeopleTools 8.50 target system:

Ht t pTar get Connect or: PSHt t pFactory init or setCertificate failed

This happens because the Integration Broker Gateway Web server tries to access
the keystore even if SSL is not enabled using the parameters defined in the
integrationgateway.properties file as follows:

secur eFi | eKeyst or ePat h=<path to pskey>
secur eFi | eKeyst or ePasswd=passwor d

If either the <path to pskey> or the password (unencrypted) is incorrect, you will
receive the preceding error message. Perform the following steps to resolve the
error:

1. Verify if secur eFi | eKeyst or ePat h in the integrationgateway.properties file is
correct.

2. Verify if secur eFi | eKeyst or ePasswd in the integrationgateway.properties file is
correct.

3. Access the pskeymanager to check the accuracy of the path and the password.
You can access pskeymanager from the following location:

<PIA_HOME>\webserv\peoplesoft\bin

Usually, a new PeopleTools 8.50 instance throws the preceding error when you
message over the HTTP target connector. The reason is that the default password
is not in the encrypted format in the integrationgateway.properties file.

2.2.2.2.2 Configuring the PERSON_BASIC_SYNC Service Operation

ORACLE

The PERSON_BASIC_SYNC message contains the updated information about a particular
person. This information includes the Employee ID and the information that is added or
modified.

To configure the PERSON_BASIC_SYNC service operation perform the following
procedures:

# Note:

The procedure remains the same for PeopleTools 8.49 with HRMS 9.0, PeopleTools
8.50 with HRMS 9.1, PeopleTools 8.53 through 8.57 with HRMS 9.2. The
screenshots are taken on PeopleTools 8.49 version.

* Activating the PERSON_BASIC_SYNC Service Operation
*  Verifying the Queue Status for the PERSON_BASIC_SYNC Service Operation
»  Setting Up the Security for the PERSON_BASIC_SYNC Service Operation
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»  Defining the Routing for the PERSON_BASIC_SYNC Service Operation

» Displaying the El Repository Folder
* Activating the PERSON_BASIC_SYNC Message

2.2.2.2.2.1 Activating the PERSON_BASIC_SYNC Service Operation
To activate the PERSON_BASIC_SYNC service operation:

# Note:

If the message version is not the same as specified, then you can change
the message version as described in Changing Default Message Versions.

1. In the PeopleSoft Internet Architecture window:

For PeopleTools 8.54 and earlier releases, expand PeopleTools, Integration
Broker, Integration Setup, and then click Service Operations.

For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Integration Broker, Integration Setup, and then click Service Operations.

2. On the Find Service Operation tab, enter PERSON_BASI C_SYNC in the Service field,
and then click Search.

3. Click the PERSON_BASIC_SYNC link.

< Note:

In PeopleSoft HRMS, there are four versions of the message
associated with this service operation. But, when you integrate
PeopleSoft HRMS 9.0 and Oracle Identity Manager, you must send
VERSI ON_3. The default version for PeopleSoft HRMS is | NTERNAL.
Therefore, you must convert the default version to VERSI ON_3. This
conversion is carried out using the transformation program
HMIF_TR_OA.

If you are using PeopleSoft HRMS 9.2 Image 4 or later, then use the
HCM MSG_XFRMtransform program instead of HMTF_TR_QA.

For PeopleTools 8.57, use the default version type | NTERNAL. Skip
the steps specific to version_3.

4. In the Default Service Operation Version region, click Active.

The following screenshot displays the default version of the
PERSON_BASIC_SYNC service operation:
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[ Gemeral | Handlers ) Roulings |
Sepdce Operation: PERSOM_BASIC _SYMC
Service: PERSOM_BASIC_SYNC
Operation Type: Asynchronous - One YWay
“Operation Description: |Personal Data Syne I UserPassword Required
Operation Comiments: =~
Object Owner I0: ]HR Core Objects __":J
Operation Mlias: | wice Operation
Default Service Operation Version
[ e} ! = Defautt ¥ active |
[T
Version D&SC“l.ﬂiﬂll: EPBI’EDHN Diala E'Irlt i g Statt
Version Comments: =] | Amo.locat Dioes nof exist

Local-to-Local: Does not exist

™ Non-Repudiation I" Generate Any-to-Local

[™ Generate Local-to-Local

Infrospection I Runtinee Schema Validation

Message Information

Type: Request
MessageVersion:  |PERSON_BASIC_SYNCINTERNAL QU View Message

‘Ceue Nanme: [F' ERSOM_DATA Q Wiew Quege  Add New Queue

Non-Defaull Versions

Version Descriplion Active

VERSION 1 Personal Data Sync r

VERSION 2 Personal Data Sync =

VERSION 3 FPersonal Data Sync F
Save | Return to Search Add Version

General | Handlers | Eoutings

5. Click Save.

2.2.2.2.2.2 Verifying the Queue Status for the PERSON_BASIC_SYNC Service Operation

To ensure that the status of the queue for the PERSON_BASIC_SYNC service operation is
Run:

1. Inthe PeopleSoft Internet Architecture window:

* For PeopleTools 8.54 and earlier releases, expand PeopleTools, Integration
Broker, Integration Setup, and then click Queues.

» For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Integration Broker, Integration Setup, and then click Queues.

2. Search for the PERSON_DATA queue.

3. Inthe Queue Status list, ensure that Run is selected.
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< Note:

If the queue status is not Run:
a. From the Queue Status list, select Run.
b. Click Save.

The gueue status is shown in the following screenshot:

Queue Definitions

W Archive I Unordered
Queue Hame: FERSOMN_DATA
Description: |r-.-laintainPersonaIData Queue Status: Run -
Comments: HR Message Channel used by s Object Owner ID: HR Core  »
Message Objects containing
Emplovee and Mon-Emplovee ﬂ
Qperations Assigned to Queue Define Paritioning Fields
View All First [ 1-10 of View All First [ 1-4 of 4 ] Last
55 A | ast Include  Field Alias Hame
Operation Version r EMPLID |
HCR_ADD JOB YERSION 1 X X
HCR_ADD_JOB_ACK VERSION_1 [ OPERATIONNANE |
HCR_ADD_PERSON YERSION_1 B FUBLISHER |
HCR_ADD_PERSOMN_ACK VERSION_1
e N ; = " PUBPROC |
HCR_CAM_JOB YERSION 1

FERSOM_ACCOMP_FULLSYNC VERSION_1

PERSON_ACCOMP_3YNC YERSION_1
PERSON_ACCOMP_SYNC VERSION_2
PERBON_BASIC_FULLSYNC  VERSION 2
PERSON_BASIC_FULLSYNC  VERSIOMN_1

Save Add Field

[=] Notify

£\ Return to Search

S 2dd

4. Click Return to Search.

2.2.2.2.2.3 Setting Up the Security for the PERSON_BASIC_SYNC Service Operation
To set up the security for the PERSON_BASIC_SYNC service operation:

1. In PeopleSoft Internet Architecture:

» For PeopleTools 8.54 and earlier releases, expand PeopleTools, Integration
Broker, Integration Setup, and then click Service Operations.

*  For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Integration Broker, Integration Setup and then click Service Operations.

2. Search for an open the PERSON_BASIC_SYNC service operation.
3. Onthe General tab, click the Service Operation Security link.

The link is shown in the following screenshot:
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[ General Y Handiers " Roulings

Serdce Operation: PERSON_BASIC_EYMC

Sendce: PERSON_BASIC_SYMC
Operation Type: Asynchronous = One Way

‘Operation Description: |F'ers-:unal Diata Syne [ UserPassword Required
Operation Comments: =l
Object Owner Ip: | HR Core Objects =
Operation Alias: | Sendce Operation Security

Default Service Operation Version

wversiom:  |N ¥ Default ¥ Active
Version Description:  |Personal Data Sync
Version Comments: | | AmtoLocal: Does not exist
Localto.Localk: Does not exist
I~ Non-Repudiation I Generate Any-to-Local
I~ A
Introspection ™ Runtime Schema Validation Generate Lacaklo-Local

essage Information

Type: Reguest

Messageersion: [PERSON_BASIC_SYNCINTERMAL (U iew Messane
‘e Name: |PEFESON_DAT.*. C, ViewGueus  Add Mew Queue
Non-Default Versions Customize | Find | B8 l130r3l®
Version scription Active
VERSION 1 Personal Data Syne =
VERSION 2 Perzonal Data Sync E
VERSION 3 Personal Data Sync F
s | Rewmiogsarch Add Version

General | Handlers | Routings

4. Attach the OIMER permission list to the PERSON_BASIC_SYNC service operation. This

list is created in Step 3 of the preinstallation procedure discussed in Creating a
Permission List.

To attach the permission list:

¢ Note:

This procedure describes how to grant access to the OIMER permission list.
The OIMER permission list is used as an example. But, to implement this
procedure you must use the permission list (attached through a role) to the user
profile that has the privilege to modify personal data in the target system.

a. Click the plus sign (+) to add a row for the Permission List field.
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b. Inthe Permission List field, enter O MER and then click the Look up Permission
List icon.

The OIMER permission list appears.
c. From the Access list, select Full Access.

The following screenshot displays the permission list with Full Access:

Web Service Access

Service PERSOM_BASIC_SYMC
Operation: PERSOM_BASIC_SYMNC

HCSPSERVICE [Full Access | [#] =]
| {0IMER 4, |Full Access ~| [# =]
d. Click Save.

e. Click Return to Search.

5. In the Non-Default Version region, click the VERSION_3 link to view the details.

# Note:
Skip this step for version type INTERNAL.

a. Click Active.
b. Enter HMTF_TR QA in the Transform From Default field.

< Note:

If the Transform From Default field is not available in the region, you
can ignore this step.

The following screenshot displays the preceding steps:
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Service Operation Version

' [” Generate Any-to-Local

Service Operation: PERSON_BASIC_BYNC
Senvice: PERSON_BASIC_SYNC
Service Operation Version: VERSION_3
Operation Type: Asynchronous - One Yiay

|
| " Generate Local-to-Local
Description:  |Personal Data Sync e

Comments: _J

[ Non-Repudiation
™ Runtime Schema Validation

Message Information

Type: Request

MessageVersion:  |PERSON_BASIC_SYNCVERSION_3 @ View Message

‘Ouene Name: !FERSON_DATP\ Q Wiew QueUs Add Mew Queue

LR

i e

bt o

Mappings to and from the default service operation version: INTERNAL Request Message
| PERSON_BASIC _SYNC.INTERNAL

| Transform From Default: IHMTF TR_OA Q

I
Save Retum
[Z] Metity I

c. Click Save, and then click Return.

ansform Te D

Q

6. On the Handlers Tab, ensure that the Status is Active for the Type column that contains
OnNotify PeopleCode.

7. Click Save.

2.2.2.2.2.4 Defining the Routing for the PERSON_BASIC_SYNC Service Operation
To define the routing for the PERSON_BASIC_SYNC service operation:

1. Onthe Routing tab, enter PERSON_BASI C_SYNC HR_Q Mas the routing name and then click
Add.

2. On the Routing Definitions tab, enter the following:
Sender Node: PSFT_HR
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< Note:

The Sender Node is the default active local node. To locate the sender
node:

a. Click the Look up icon.
b. Click Default to sort the results in descending order.
The default active local node should meet the following criteria:
Local Node: 1
Default Local Node: Y
Node Type: PIA
Only one node can meet all the above conditions at a time.
c. Select the node.
d. Click Save.

Receiver Node: O M NODE

The following screenshot displays the Sender and Receiver nodes:

[ Routing Definitions | Parameters | Conneclor Properties |

Routing Name: PERSON_BASIC_SYNC_HR_OIM ¥ Active |
Service Operation: | I I System Generated
Version: INTERMAL
‘Description: |F‘EH SOM_BASIC_SYNC_HR_OlW
Comments; -]
J

‘Sender Node: |

‘Receiver Node: |

Routing Type: Asynchronous - One Yany
Object Owner ;| =

Save | Raturn

Routing Definitions | Parameters | Connector Properdies

3. On the Parameters tab, enter the following information:

¢ Note:

Skip this step for version type | NTERNAL.
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a. Inthe External Alias field, enter PERSON_BASI C_SYNC. VERSI ON 3.
b. Inthe Message.Ver into Transform 1 field, enter PERSON_BASI C_SYNC. | NTERNAL.
Here, you specify the name of the default message that you must convert.

c. Inthe Transform Program 1 field, enter the name of the transformation program,
HVIF_TR _OA.

< Note:

For PeopleSoft HRMS 9.2 Image 4 or later, the value for the Transform
program 1 field must be HCM M5G_XFRMinstead of HMIF_TR QA

d. Inthe Message.Ver out of Program field, enter PERSON_BASI C_SYNC. VERSI ON 3.

Here, you specify the name into which you want to transform the message mentioned
in Step b.

The following screenshot displays the preceding steps:

i Routing Definlions | Parameters _ Connector Properies

Routing Name: PERSON_BAZIC_SYMNC_HR_OIM

Serdce Operation: PERSON_BASIC_SYMC
Service Operation Version: INTERMAL
Sender Node: FSFT_HR
Recedver Hode: Qlk_MNODE
Type: Outhound Requast
External Alias: |F'EHBDN_BASIC_SYNO.VEF{SION_E
Alias References
Messageer inte Transform 1: |PERSON-B’D'S“:—-SYNC-'NTEHNAL Q
Transform Program 1: |H"'1TF—TR—0A Q
Transform Program 2; | Q,
| MessageNer out of Transforms: |PERSON_BASIC_SYNCVERSION_3 Q&

Save I Retum
Routing Defintions | Parameters | Conneclor Properies
R

e. Click Save.

f. Click Return to go back to the Routings tab of the Service Operation, and verify
whether your routing is active.

The following graphic displays the routing PERSON_BASIC_SYNC_HR_OIM and its
transformation:
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Integration Broker Routing Graphic
Service Operation: PERSOM_BASIC_SYNC Operation Type: Asynchronous - One Way
Routing Name:  PERSON_BASIC_SYNC_HR_OIM
Sender:  PSFT_HR Receiverr  QIM_NODE
Type: Cuthound Request Alias: PERSOM_BASIC_SYMCVERSION_2
Qxﬁ _7 —_—
o =
Out Reqg Transform
Default Message: PERSOM_BASIC_SYNCINTERMAL Out Message: PEREOMN_BASIC_SYNC.VERSION_3

2.2.2.2.2.5 Displaying the EI Repository Folder

To display the El Repository folder:

" Note:

e If you are using PeopleTools 8.53, then do not perform the procedure
described in this section.

e If you have performed this procedure as described in "Displaying the El
Repository Folder", then you can skip this section.

e Perform this procedure using the PeopleSoft administrator credentials.

1. Inthe PeopleSoft Internet Architecture, expand People Tools, Portal, and then
Structure and Content.

2. Click the Enterprise Components link.

3. Click the Edit link for EI Repository, and then uncheck Hide from portal
navigation.

The following screenshot displays the Hide from portal navigation check box:
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Folder Administration ' Folder Security |
Root =Enterprize Components »E| Repository
Folder Administration
Name: EIP_CATALOG Parent Folder: Enterprise Components
‘Labet: [El Repository Copy object Select New Parent Folder
Loig Description: Enterprise Integrafion Repository __j
(254 Characters) J
Produect: EOE] "Valid from date:  |01/01/1900 [ Creation Date:  10/29/2001
Sequence mimber: 200 Valid to date: B Buthor:  PSEQ
Object Owner 1D Eﬁnq Enterprize Integration Repos
[ Hide from portal nanvigation | [ Hide from MSF navigation Add Folder

I Is Folder Navigation Disabled
Folder Navigation Object Name: | Q

Folder Attributes '

Dekete_|
Naime: | ¥ Translate
Label: |
Artribite value: =]
;E
Add

& save I [=7 Notity

=older Administration | Eolder Security

4, Click Save.

5. Log out, and then log in.

2.2.2.2.2.6 Activating the PERSON_BASIC_SYNC Message

To activate PERSON_BASIC_SYNC messages:

¢ Note:

If you are using PeopleTools 8.53, then do not perform the procedure described in
this section.

1. Inthe PeopleSoft Internet Architecture, expand Enterprise Components, El
Repository, and then click Message Properties.

2. Search for and open the PERSON_BASIC_SYNC message.
3. Click Activate All.

The following screenshot displays the message to be activated:
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Message Properties
To activate or inactivate Messages and their Subscriptions, narrow your search by entering the first few letters
of a Message Mame. Select which Messages and SUbStriptions you want 10 activate or inactivate by manually
make changes or by pushing the Activate All or Inactivate all button, then Save.
Message Name Beging with:  |PERSON_BASIC_SYNC ﬂ
Qe o Activate Al |
hMessage Name Messaqge Status Subscription Hane W :
__________ S inactivate All|
1 PERSON_BASIC_SYNG [Active ~| BoC_NSI_PERSON_SYNC  [Active =] -
Save

4. Click the Subscription tab, and activate the Subscription PeopleCode if it exists.

# Note:

To perform this step, your User Profile must have the EIR Administrator
role consisting of EOEI9000 and EOC0O9000 permission lists.

2.2.2.2.3 Configuring the WORKFORCE_SYNC Service Operation

This message contains the job-related details of a particular person. This information
includes Employee ID and the information that is added or modified.

To configure the WORKFORCE_SYNC service operation, perform the following
procedures:

" Note:

The procedure remains the same for PeopleTools 8.49 with HRMS 9.0,
PeopleTools 8.50 with HRMS 9.1, PeopleTools 8.53 through 8.57 with HRMS
9.2. The screenshots are taken on version PeopleTools 8.49.

For PeopleTools 8.57, configure WORKFORCE_SYNC with default version
type INTERNAL. Skip the steps for other version types.

e Activating the WORKFORCE_SYNC Service Operation

e Verifying the Queue Status for the WORKFORCE_SYNC Service Operation
e Setting Up the Security for the WORKFORCE_SYNC Service Operation

e Defining the Routing for the WORKFORCE_SYNC Service Operation

e Displaying the El Repository Folder

e Activating the WORKFORCE_SYNC Message

2.2.2.2.3.1 Activating the WORKFORCE_SYNC Service Operation
To activate the WORKFORCE_SYNC service operation:
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< Note:

If the message version is not the same as specified, then you can change the
message version as described in Changing Default Message Versions.

1. In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Service Operations.

2. On the Find Service Operation tab, enter WORKFORCE_SYNC in the Service field, and then
click Search.

3. Click the WORKFORCE_SYNC link.

" Note:

In PeopleSoft HRMS, there are many versions of the message associated with
this service operation. But, when you integrate PeopleSoft HRMS and Oracle
Identity Manager, you must use the WORKFORCE_SYNC.INTERNAL version

of the service operation.

The following screenshot displays the default version of the WORKFORCE_SYNC
service operation:
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%
i

{ General { Handiers ' Roulings

Service Operation: WORKFORCE_SYNC

Senvice: YWORKFORCE_SYNC
Operation Type: Asynchronous - One Wy

‘Operation Description:  |MMorkforceSyne ™ User Password Required

Operation Comments: _ﬂ
Object Owner ID: [HR Core Onjects =
Operation Alias: | Service Operalion Securiby
Default Service Operation Version
“Version: [vER 7 Defautt ¥ Active
Version Description: TIOTRIOTCESTIT e
Version Comments: = | HAnyto-Local: Dioes niot exist
Local-to-Local: Exists .

[ Generate Any-to-Local
™ Regenerate Local-to-Local

[ Mon-Repudiation

Intr ian ™ Rumtime Schemna Validation

Message Information

Type: Request
WORKFORCE_SYNCVERSION_Z @ Wiew Message

|[FERSON_DATA Q) View Queye  Add New Queiye

Message.Nersion:

‘Chiene Name:

Non-Default Versions

Version escription
VERSION 1 WorkforceSyne &
Gave Beturn to Search Add Version

General | Handlers | Routings

4. In the Default Service Operation Version region, click Active.

5. Click Save.

2.2.2.2.3.2 Verifying the Queue Status for the WORKFORCE_SYNC Service

Operation
To ensure that the status of the queue for the WORKFORCE_SYNC service operation
is Run:

1. In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Queues.

2. Search for the PERSON_DATA queue.
3. Inthe Queue Status list, ensure that Run is selected.
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< Note:
If the queue status is not Run:

a. From the Queue Status list, select Run.
b. Click Save.

The gueue status is shown in the following screenshot:

Queue Definitions

M Archive I Unordered

Queue Hame: PERSON_DATA

Description: |r-.-IaintainF'ersonaIData Queue Status: Run ¥

Comments: HR Message Channel used by - Object Owner ID: HR Core  »

Message Objects containing
Employee and Mon-Employes ﬂ
Operations Assigned to Queue Define Partitioning Fields
View All First [4] 1-10 of View All First [4] 1-4 of 4 [+ Last
55 I | ast Include  Field Alias Hame
Operation Version W EMPLID |
HCR_ADD_JOB YERSION 1
HCR_ADD_JOB_ACK VERSION_1 . OPERATIONNAME |
HER_ ADD_ PERSOM YERSION 1 B PLUBLISHER |
HCR_ADD_PERSOMN_ACK "-.;.ERSIOF-JJ - PUBPROC |
HCR CAN JOB YERSION 1
PERSOM_ACCOMP_FULLSYNC VERSION_1
PERSON_ACCOMP_SYNC YERSION_1
PERSOM_ACCOMP_SYNC YERSION_2
PERSON_BASIC_FULLSYNG  YERSION_ 2
PERSOM_BASIC_FULLSYNC  VERSION_1
Save Add Field

£ Return to Search | [=]: Motify | =} Add

4. Click Return to Search.

2.2.2.2.3.3 Setting Up the Security for the WORKFORCE_SYNC Service Operation
To set up the security for the WORKFORCE_SYNC service operation:

1. In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Service Operations.

2. Search for an open the WORKFORCE_SYNC service operation.
3. Onthe General tab, click Service Operation Security link.

The following screenshot displays the link:
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[ General Y Handlers | Routings |
Service Operation: WORKFORCE_SYMC
Service: WORKFORCE_SYMNC
Operation Type: Asynchronous - One Way
‘Operation Description: |W0ﬁﬁﬂr-:99vn-: I User Password Redquired
Operation Conunents: J
r = 1
Object Cwner ID: rHH Core Objects =
Operation Alias: | | senace operation secunn
'y )
“ersion: [ |_ Default v Acthe
Version Description:  |*orkforceSyne AT LR ShR it
Version Comments: | | Amy-to-Local Does not exist

Local-to-Local: Exists

I Mon Repitiation ™ Generate Any-to-Local

. I alto.]
Inite inn I Rumtime Schema Validation — .R?QH.'E.'M"? I.'M x: In Lm_:a'.l

Type: Request

MessageVersion: |WDRKFDRCE_5‘:’NC WERSIOM_2 Q, View Message

"Qiene Hame: |PEF€SON_D&TA O Wiew Queue  Add Mew Queus
Mon-Default Versions C ve |Find | B8 First B o0 0 ¥ gt
WVersion Description Active
YERSION 1 WorkforceSync - il

Save r Return to Search Add Version

General | Handlers | Rolings

4. Attach the OIMER permission list to the WORKFORCE_SYNC service operation.
This list is created in Step 3 of the preinstallation procedure discussed in Creating
a Permission List.

To attach the permission list:

" Note:

This procedure describes how to grant access to the OIMER permission
list. The OIMER permission list is used as an example. But, to implement
this procedure you must use the permission list (attached through a role)
to the user profile that has the privilege to modify job data in the target
system.

a. Click the plus sign (+) to add a row to the Permission List field.

b. Inthe Permission List field, enter O MER and then click the Look up Permission
List icon.

The OIMER permission list appears.
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c. From the Access list, select Full Access.

The following screenshot displays the permission list with Full Access:

Web Service Access

Senvice WORKFORCE_SYNC

Oprenation: WORKFORCE_SYNC

HCSPSERVICE |F|_|I| ACCESS j ] =l
[CIMER G, |Full Access =] |

d. Click Save.

e. Click Return to Search.

2.2.2.2.3.4 Defining the Routing for the WORKFORCE_SYNC Service Operation
To define the routing for the WORKFORCE_SYNC service operation:

1. On the Routing tab, enter WORKFORCE_SYNC HR O M as the routing name and then click
Add.

2. On the Routing Definitions tab, enter the following:
Sender Node: PSFT_HR

" Note:
The Sender Node is the default active local node. To locate the sender node:
a. Click the Look up icon.
b. Click Default to sort the results in descending order.
The default active local node should meet the following criteria:
Local Node: 1
Default Local Node: Y
Node Type: PIA
Only one node can meet all the above conditions at a time.
c. Select the node.

d. Click Save.

Receiver Node: O M NODE

The following screenshot displays the Sender and Receiver nodes:

ORACLE' .65



Chapter 2
Installation

[ Routing Definitions ' Parameters | Conneclor Properties |

M Active
7 system Generated

Routing Name: WORKFORCE_SYMNC_HR_OIM

"Serace Opearation: |

Version:  VERSION_2
‘Description:  |WORKFORCE_SYNC_HR_OIM

Comments: __.|

"Sender Node: |

‘Recaiar Node: |

Rowuting Type: Asynchronous - One ¥YWay
Object Owner I0: | ﬂ

Save | Return

Routing Definifions | Parameters | Connector Properies

3. Click Save.

4. Click Return to go back to the Routings tab of the Service Operation, and verify
whether your routing is active.

2.2.2.2.3.5 Displaying the EI Repository Folder
To display the EI Repository folder:

# Note:

e If you are using PeopleTools 8.53, then do not perform the procedure
described in this section.

« If you have performed this procedure as described in "Displaying the El
Repository Folder", then you can skip this section.

e Perform this procedure using the PeopleSoft administrator credentials.

1. Inthe PeopleSoft Internet Architecture, expand People Tools, Portal, and then
Structure and Content.

2. Click the Enterprise Components link.

3. Click the Edit link for EI Repository, and then uncheck Hide from portal
navigation.

The following screenshot displays the Hide from portal navigation check box:
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Folder Administration ' Folder Security |
Root =Enterprize Components »E| Repository
Folder Administration
Name: EIP_CATALOG Parent Folder: Enterprise Components
‘Labet: [El Repository Copy object Select New Parent Folder
Loig Description: Enterprise Integrafion Repository __j
(254 Characters) J
Produect: EOE] "Valid from date:  |01/01/1900 [ Creation Date:  10/29/2001
Sequence mimber: 200 Valid to date: B Buthor:  PSEQ
Object Owner 1D Eﬁnq Enterprize Integration Repos
[ Hide from portal nanvigation | [ Hide from MSF navigation Add Folder

I Is Folder Navigation Disabled
Folder Navigation Object Name: | Q

Folder Attributes '

Dekete_|
Naime: | ¥ Translate
Label: |
Artribite value: =]
;E
Add

& save I [=7 Notity

=older Administration | Eolder Security

4, Click Save.

5. Log out, and then log in.

2.2.2.2.3.6 Activating the WORKFORCE_SYNC Message

To activate the WORKFORCE_SYNC message:

< Note:

If you are using PeopleTools 8.53, then do not perform the procedure described in
this section

1. Inthe PeopleSoft Internet Architecture, expand Enterprise Components, EI
Repository, and then click Message Properties.

2. Search for and open the WORKFORCE_SYNC message.
3. Click Activate All.

The following screenshot displays the message to be activated:
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Message Properties
To activate or inaclivate Messages and their Subscriptions, namow your search by entering the first few [efters of a
Message Mame. Selectwhich Messages and Subscriptions you want to aclivate or inactivate by manually make
changes or by pushing the Activate All or Inactivate All button, then Save.
Message Name Begins With:  |VWORKFORCE_SYNC ﬂ
Subscription Attivate All
Messane Name Message Status  Subscription Name Status
1 WORKFORCE_SYNC Active "i Copy_SubstantiveJob Active ~| Inactivate All
2 WORKFORCE_SYNC Active | GPBRTerminations Active ¥
3 WORKFORCE_SYNC Active - i GPCH_Syne_Lenal_Job Active -
4 WORKFORCE_SYNC Active « | GPMX_SDI_Hire_Termination_Job | Active -
5 WORKFORCE_SYMNC Active > i GPMY_Termination_version_job | Active >
6 WORKFORCE_SYMC Active v! GPLIS_JohSyne Active >
7 WORKFORCE_SYMNC Active vi Professional Compliance Active ¥
8 WORKFORCE_SYNC [Activ& v; SCH_PrimarySchedAssign Active r
9 WORKFORCE_SYNC Active v; TLJobSubscription Active r
10 WORKFORCE_SYNC Active v; Termination_Add_Appt Active -

Save

4. Click the Subscription tab, and activate the Subscription PeopleCode.

" Note:

To perform this step, your user profile must have the EIR Administrator
role consisting of EOEI9000 and EOC0O9000 permission lists.

2.2.2.2.4 Preventing Transmission of Unwanted Fields During Incremental Reconciliation

ORACLE

By default, Peoplesoft messages contain fields that are not needed in Oracle Identity
Manager. If there is a strong use case that these fields should not be published to
Oracle Identity Manager, then do the following:

» Locate if there are any local-to-local or local-to-third party PeopleSoft active
routings for the service operations using the message under study.

If none, then you can safely remove the unwanted fields at message level.
See below for more information on removing unwanted fields at the message
level.

If active routings exist, analyze the subscription or handler code of the routing
to determine the fields they are utilizing and the ones not needed in Oracle
Identity Manager. If so, remove the unwanted fields at message level. See
below for more information on removing unwanted fields at the message level.

Lastly, if there are active routings that use these sensitive fields that you do
not want to transmit to Oracle Identity Manager, then you need to write a
transformation.

For more information about implementing transformation, refer to Chapter 21
of Integration Broker PeopleBook on Oracle Technology Network at the
following location
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http://downl oad. oracl e. cont docs/ cd/ E13292_01/ pt 849pbr 0/ eng/ pshooks/ ti br/
book. ht m

In addition, refer to Chapter 43 of PeopleCode AP| Reference PeopleBook on Oracle
Technology Network at the following location

http://downl oad. oracl e. con’ docs/ cd/ E13292_01/ pt 849pbr 0/ eng/ pshooks/ t pcr/
book. ht m

Remove unwanted fields at the message level. To do so:

1.

Expand PeopleTools, Integration Broker, Integration Setup, and then click
Messages.

Search for and open the desired message, for example,
PERSON_BASIC_SYNC.VERSION_3 used for incremental reconciliation.

Expand the message.

{ Message Definition Y Schema

Message:  PERSON_BASIC_SYNC Schema Exists: Mo

Version: VERSION_3 I Part Message

Description: |Pers-:|nal Data Sync

- * Rowset-based
Owner 1D |HR Core Objects j " Nonrowset-based

Comments: |PersonBasicSync containg basic i‘ " Comtainer
information regarding an employee or
applicant. It contains information such as
name, address, email address, etc. Useit j

Service Operation References

Add Record to Root

= PERSON_BASIC_SYHC
= & person
& ¢ EWPLID
& « BIRTHDATE
& « BIRTHPLACE
# ¥ BIRTHCOUNTRY
& « BIRTHSTATE
& « DIT_OF DEATH
&  LAST CHILD UPDDTM
E & EnAL ADDRESSES
= & PERSONAL PHONE
& pERS MID
NAME TYPE W\
ADDRESS TYFE WW

=)
=]
& PERS DATA EFFDT
]

MMM

PERS DATA LISA

Save Save As

I
+

¥
(=N
[= %

L. Return to Search

Message Definition | 2chema

4. Navigate to the field that you do not want to transmit to Oracle Identity Manager, for

example, NAME_ROYAL_PREFIX.
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& « BIRTHCOUNTRY

W  BIRTHSTATE

W« DT OF DEATH

@ « LAST CHILD

LUPDDTH

= & EMAL ADDRESSES

= & PERSONAL PHONE

= & PERS MID

= & [AME TYFE VW

& & EMPLID

« « QRDER BY SEQ

# « NAME TYPE

= & nanes

W " EMPLID

TYPE

W " NANME

W " EFFDT

&  EFF_STATUS

& « COUNTRY MM FORMAT

W o NANME
& o NANE

MITIAL S

PREEFLX

& " MALE

SLIEELX

W " NANME

EOYAL PREFIX

& o NANE

EOYAL SUFFLX

& " MALE

TITLE

W & | AST MAME SRCH

# « FIRST MNAME SRCH

W o | AST MNAME

& o FIRST MNAME

&« MDDLE MNAME

## « SECOND LAST MNAME

# & SECOMD LAST SRCH

& " MALE

W ¢ PREF

AC
FIRST MAME

# « PARTMER LAST MAME

# « PARTMNER ROY PREFIX

& o | AST MAME PREF MLD

& o NMALE

DISPLAY

FORMAL

& « LASTUPDDTTM

& « LASTUPDOPRID

= & ADDRESS TYPE WW

W " NANME

= & PERS DATA EFFDT

= & pERS DATA
|

5. Click the field and clear the Include check box.
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Message Field Properties

Record: MAMES
Field Hame: MAME_ROYAL_PREFIX
Alias Name: i
| ™ Include |

K I Cancel I

6. Click OK, return and save the message.

2.3 Postinstallation

Postinstallation information is divided across the following sections:

Configuring Oracle Identity Manager

Configuring the Target System

2.3.1 Configuring Oracle Identity Manager

¢ Note:

Chapter 2
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In an Oracle Identity Manager cluster, you must perform this step on each node of

the cluster.

Enabling Logging

Setting Up the Lookup.PSFT.HRMS.EXxclusionList Lookup Definition
Setting Up the Lookup.PSFT.HRMS.Configuration Lookup Definition
Configuring SSL

Creating an Authorization Policy for Job Code

Displaying UDFs in Oracle Identity Manager 11.1.2.x or Later

2.3.1.1 Enabling Logging

This section contains the following topics:

ORACLE

Log Levels and Message Types

Enabling Logging on Oracle WebLogic Server
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2.3.1.1.1 Log Levels and Message Types

Oracle Identity Manager uses Oracle Java Diagnostic Logging (OJDL) for logging.
OJDL is based on java.util.logger. To specify the type of event for which you want
logging to take place, you can set the log level to one of the following:

«  SEVERE.intValue()+100
This level enables logging of information about fatal errors.
e SEVERE

This level enables logging of information about errors that may allow Oracle
Identity Manager to continue running.

*  WARNING
This level enables logging of information about potentially harmful situations.
* INFO

This level enables logging of messages that highlight the progress of the
application.

« CONFIG

This level enables logging of information about fine-grained events that are useful
for debugging.

* FINE, FINER, FINEST

These levels enable logging of information about fine-grained events, where
FINEST logs information about all events.

These message types are mapped to ODL message type and level combinations as
shown in Table 2-4.

Table 2-4 Log Levels and ODL Message Type:Level Combinations
|

Java Level ODL Message Type:Level
SEVERE.intValue()+100 INCIDENT_ERROR:1
SEVERE ERROR:1

WARNING WARNING:1

INFO NOTIFICATION:1

CONFIG NOTIFICATION:16

FINE TRACE:1

FINER TRACE:16

FINEST TRACE:32

2.3.1.1.2 Enabling Logging on Oracle WebLogic Server

ORACLE

The configuration file for OJDL is logging.xml, which is located at the following path:
DOMAIN_HOME/config/fmwconfig/servers/OIM_SERVER/logging.xml

Here, DOMAIN_HOME and OIM_SEVER are the domain name and server name
specified during the installation of Oracle Identity Manager.
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To enable logging on Oracle WebLogic Server:

1. Edit the logging.xml file as follows:

a.

Add the following blocks in the file:

<l og_handl er name='psft-er-handler' level ='[LOG LEVEL]'
class="oracl e. core. 0j dl .| oggi ng. CDLHandl er Fact ory' >
<property nane='l|ogreader:' value='off'/>
<property name='path' val ue="[FI LE_NAME]'/>
<property name='format' val ue=' ODL-Text'/>
<property nanme='useThreadNanme' value='true'/>
<property name='|ocal e' value="en'/>
<property name=' maxFil eSi ze' val ue='5242880' />
<property name=' maxLogSi ze' val ue='52428800' / >
<property name='encodi ng' val ue=' UTF-8'/>
</l og_handl er>

<l ogger name="CORACLE. | AM CONNECTORS. PSFT" | evel ="[ LOG_LEVEL] "
usePar ent Handl ers="fal se">
<handl er nane="psft-er-handler"/>
<handl er nanme="consol e- handl er"/>
</l ogger >

<l ogger name="CORACLE. | AM CONNECTORS. PSFT. HRVE" | evel ="[ LOG_LEVEL] "
usePar ent Handl ers="f al se">

<handl er name="psft-er-handler"/>

<handl er name="consol e-handl er"/>

</l ogger >

Replace all occurrences of [LOG_LEVEL] with the ODL message type and level
combination that you require. Table 2-4 lists the supported message type and level
combinations.

Similarly, replace [FILE_NAME] with the full path and name of the log file in which
you want log messages to be recorded.

The following blocks show sample values for [LOG_LEVEL] and [FILE_NAME]:

<l og_handl er name='psft-er-handl er' |evel =" NOTIFI CATI ON: 1'
class="oracl e. core. 0j dl . | oggi ng. CDLHandl er Fact ory' >
<property nane='l|ogreader:' value='off'/>

<property name='path'
val ue=' F:\ MyMachi ne\ m ddl ewar e\ user _pr oj ect s\ domai ns\ base_donmai n1\ servers\oi m se
rver 1\ | ogs\ oi m server 1-di agnostic-1.10g' />

<property name='format' val ue=" ODL-Text'/>

<property nanme='useThreadNanme' value='true'/>

<property name='|ocal e' value="en'/>

<property name=' maxFil eSi ze' val ue='5242880'/>

<property name=' maxLogSi ze' val ue='52428800' / >

<property name='encodi ng' val ue=' UTF-8'/>

</l og_handl er>

<l ogger name="CORACLE. | AM CONNECTORS. PSFT" | evel =" NOTI FI CATI ON: 1"
usePar ent Handl ers="fal se">
<handl er nane="psft-er-handler"/>
<handl er nanme="consol e-handl er"/>
</l ogger >

<l ogger nanme="CORACLE. | AM CONNECTORS. PSFT. HRVB" | evel =" NOTI FI CATI ON: 1"

usePar ent Handl er s="f al se" >
<handl er name="psft-er-handler"/>
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<handl er nane="consol e-handl er"/>
</l ogger >

With these sample values, when you use Oracle Identity Manager, all
messages generated for this connector that are of a log level equal to or
higher than the NOTIFICATION:1 level are recorded in the specified file.

¢ Note:

The logging level for console-handler must be as fine as the level set
in the loggers.For example, if the NOTI FI CATI ON: 1 level is specified
in the ORACLE. | AM CONNECTORS. PSFT logger, and the console-handler
has ERROR: 1 level, then only logs at ERROR: 1 or coarser levels would
be available.

2. Save and close the file.
3. Set the following environment variable to redirect the server logs to a file:
e For Microsoft Windows:
set W.S_REDI RECT_LOG=FI LENAVE
*  For UNIX:
export W.S_REDI RECT LOG=FI LENAVE

Replace FILENAME with the actual name of the file to which you want to redirect
the output.

4. Restart the application server.

2.3.1.2 Setting Up the Lookup.PSFT.HRMS.ExclusionList Lookup Definition

ORACLE

In the Lookup.PSFT.HRMS.ExclusionList lookup definition, enter the user IDs of target
system accounts for which you do not want to perform reconciliation. See
Lookup.PSFT.HRMS.ExclusionList for more information about this lookup definition.

1. On the Design Console, expand Administration and then double-click Lookup
Definition.

2. Search for and open the Lookup.PSFT.HRMS.ExclusionList lookup definition.
3. Click Add.

# Note:

The Code Key represents the resource object field name on which the
exclusion list is applied during reconciliation.

4. Inthe Code Key and Decode columns, enter the first user ID to exclude.
5. Repeat Steps 3 and 4 for all the user IDs you want to exclude.

For example, if you do not want to reconcile users with user IDs User001,
User002, and User088, then you must populate the lookup definition with the
following values:
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Code Key Decode
User ID [PATTERN] User001|User002|User088

6. Click the Save icon.

2.3.1.3 Setting Up the Lookup.PSFT.HRMS.Configuration Lookup Definition

Every standard PeopleSoft message has a message-specific configuration defined in the
Lookup.PSFT.HRMS.Configuration lookup definition. See Lookup.PSFT.HRMS.Configuration
for more information about this lookup definition.

For example, the mapping for the PERSON_BASIC_SYNC message in this lookup definition
is defined as follows:

Code Key: PERSON_BASIC_SYNC
Decode: Lookup.PSFT.Message.PersonBasicSync.Configuration

You can configure the message names, such as PERSON_BASIC_SYNC,
WORKFORCE_SYNC, PERSON_BASIC_FULLSYNC, and WORKFORCE_FULLSYNC
defined in this lookup definition.

Consider a scenario in which the target system sends the
PERSON_BASIC_SYNC.VERSION_3 message. You must change the Code Key value in
this lookup definition to implement the message sent by the target system.

To modify or set the Code Key value:

1. Onthe Design Console, expand Administration and then double-click Lookup
Definition.

2. Search for and open the Lookup.PSFT.HRMS.Configuration lookup definition.
3. Click Add.

4. In the Code Key column, enter the name of the message you want to modify. In this
scenario define the mapping as follows:

Code Key: PERSON_BASIC_SYNC.VERSION_3
Decode: Lookup.PSFT.Message.PersonBasicSync.Configuration

5. Repeat Steps 3 and 4 to modify the Code Key values for all the standard PeopleSoft
messages you want to rename in this lookup definition.

6. Click the Save icon.

2.3.1.4 Configuring SSL

The following sections describe the procedure to configure SSL connectivity between Oracle
Identity Manager and the target system:

»  Configuring SSL on IBM WebSphere Application Server
»  Configuring SSL on Oracle WebLogic Server

2.3.1.4.1 Configuring SSL on IBM WebSphere Application Server

You can configure SSL connectivity on IBM WebSphere Application Server with either a self-
signed certificate or a CA certificate. Perform the procedure described in one of the following
sections:
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Configuring SSL on IBM WebSphere Application Server with a Self-Signed
Certificate

Configuring SSL on IBM WebSphere Application Server with a CA Certificate

guring SSL on IBM WebSphere Application Server with a Self-Signed

configure SSL connectivity between Oracle Identity Manager on IBM WebSphere

Application Server and the target system with a self-signed certificate, you must
perform the following tasks:

1.

© ©® N o

11.
12.
13.

14.
15.
16.

17

2.3.1.4.1.2 Confi
Certificate

To

Log in to the WebSphere Integrated Solutions Console. The URL may be similar to
the following:

https://1 ocal host:9043/i bm consol e/ | ogon. j sp

Click Security, SSL certificate and key management, Related items, Key
stores and certificates, NodeDefaultKeyStore, and then click Personal
certificates.

Click Create a self-signed certificate.

In the Alias field, enter an alias name. You specify the alias name to identify the
certificate request in the keystore.

In the CN field, enter a value for common name. The common name must be the
fully qualified DNS host name or the name of the computer. The CN of the
certificate must match the domain name or the name of the computer. For
example, if the name of your domain is us.example.com, then the CN of the SSL
certificate that you create for your domain must also be us.example.com.

In the Organization field, enter an organization name.
In the Organization unit field, specify the organization unit.
In the Locality field, enter the locality.
In the State or Province field, enter the state.
. In the Zip Code field, enter the zip code.
From the Country or region list, select the country code.
Click Apply and then Save.

Click Security, SSL certificate and key management, Related items, Key
stores and certificates, NodeDefaultKeyStore, and then click Personal
certificates.

Select the check box for the new alias name.
Click Extract.

Specify the absolute file path where you want to extract the certificate under the
certificate file name, for example, C:\SSLCerts\sslcert.cer.

. Click Apply and then click OK.

guring SSL on IBM WebSphere Application Server with a CA

configure SSL connectivity between Oracle Identity Manager on IBM WebSphere

Application Server and the target system with a CA certificate:

ORACLE
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Log in to the WebSphere Integrated Solutions Console. The URL may be similar to the
following:

https://1ocal host:9043/i bm consol e/ | ogon. j sp

Click Security, SSL certificate and key management, Related items, Key stores and
certificates, NodeDefaultKeyStore.

On the Additional Properties tab, click Personal certificate requests.
Click New.

In the File for certificate request field, enter the full path where the certificate request is to
be stored, and a file name. For example: c: \ server certreq. ar m(for a computer running
on Microsoft Windows).

In the Key label field, enter an alias name. You specify the alias name to identify the
certificate request in the keystore.

In the CN field, enter a value for common name. The common name must be the fully-
gualified DNS host name or the name of the computer. The CN of the certificate must
match the domain name of your community. For example, if the name of your domain is
us.example.com, then the CN of the SSL certificate that you create for your community
must also be us.example.com.

In the Organization field, enter an organization name.

In the Organization unit field, specify the organization unit.
In the Locality field, enter the locality.

In the State or Province field, enter the state.

In the Zip Code field, enter the zip code.

From the Country or region list, select the country code.

Click Apply and then Save. The certificate request is created in the specified file location
in the keystore. This request functions as a temporary placeholder for the signed
certificate until you manually receive the certificate in the keystore.

# Note:

Keystore tools such as iKeyman and keyTool cannot receive signed certificates
that are generated by certificate requests from IBM WebSphere Application
Server. Similarly, IBM WebSphere Application Server cannot accept certificates
that are generated by certificate requests from other keystore utilities.

Send the certification request arm file to a CA for signing.

Create a backup of your keystore file. You must create this backup before receiving the
CA-signed certificate into the keystore. The default password for the keystore is WebAS.
The Integrated Solutions Console contains the path information for the location of the
keystore. The path to the NodeDefaultKeyStore is listed in the Integrated Solutions
Console as:

was_profile_root\config\cells\cell_name\ nodes\ node_nane\ key. p12

Now you can receive the CA-signed certificate into the keystore to complete the process
of generating a signed certificate for IBM WebSphere Application Server.

To receive a signed certificate issued by a CA, perform the following tasks:
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In the WebSphere Integrated Solutions Console, click Security, SSL
certificate and key management, Related items, Key stores and
certificates, NodeDefaultKeyStore, and then click Personal Certificates.

Click Receive a certificate from a certificate authority.
Enter the full path and name of the certificate file.

Select the default data type from the list.

Click Apply and then Save.

The keystore contains a new personal certificate that is issued by a CA. The SSL
configuration is ready to use the new CA-signed personal certificate.

2.3.1.4.2 Configuring SSL on Oracle WebLogic Server

You can configure SSL connectivity on Oracle WebLogic Server with either a self-
signed certificate or a CA certificate. Perform the procedure described in one of the
following sections:

¢ See Also:

Setting Up SSL on Oracle WebLogic Server

» Configuring SSL on Oracle WebLogic Server with a Self-Signed Certificate

»  Configuring SSL on Oracle WebLogic Server with a CA Certificate

2.3.1.4.2.1 Configuring SSL on Oracle WebLogic Server with a Self-Signed Certificate

To configure SSL connectivity between Oracle Identity Manager on Oracle WebLogic
Server and the target system with a self-signed certificate, you must perform the
following tasks:

To generate the keystore:

1. Run the following command:

keyt ool -genkey -keystore ABSOLUTE_KEYSTORE_PATH -alias ALI AS_NAME -keyal g
KEY_ALGORI THM - st or epass KEYSTORE_PASSWORD - keypass PRI VATE_KEY_PASSWORD

For example:

keyt ool -genkey -keystore c:\tenp\keys\keystore.jks -alias exanpl e088196 -
keyal g RSA -storepass exanpl e1234 -keypass exanpl e1234

ORACLE
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< Note:

- The keystore password and the private key password must be the same.

- Typically, the alias is the name or the IP address of the computer on which you
are configuring SSL.

- The alias used in the various commands of this procedure must be the same.

When prompted, enter information about the certificate. This information is displayed to
persons attempting to access a secure page in the application. This is illustrated in the
following example:

keyt ool -genkey -keystore c:\tenp\keys\keystore.jks -alias exanpl e088196
keyal g RSA -storepass exanpl e1234 -keypass exanpl e1234
What is your first and last nane?
[ Unknown]: Must be the nane or |P address of the conputer
What is the name of your organizational unit?
[ Unknown]: exanple
Wiat is the name of your organization?
[ Unknown]: exanple
What is the name of your City or Locality?
[ Unknown]: New York
Wiat is the name of your State or Province?
[ Unknown]: New York
What is the two-letter country code for this unit?
[ Unknown]: US
I's <CNeNane or | P address of the conputer, OU=exanple, O=exanple, L=New York,
ST=New York, C=US> correct?
[no]: vyes

When you enter yes in the last line of the preceding example, the keystore.jks file is
created in the c:\temp\keys\directory.
Export the keystore to a certificate file by running the following command:

keytool -export -alias ALIAS_NAME -keystore ABSOLUTE_KEYSTORE PATH -file
CERTI FI CATE_FI LE_ABSOLUTE_PATH

For example:

keytool -export -alias exanpl e088196 -keystore c:\tenp\keys\keystore.jks -file
c:\tenp\ keys\ keystore. cert

When prompted for the private key password, enter the same password used for the
keystore, for example, exanpl e1234.

Import the keystore by running the following command:

keytool -inport -alias ALI AS_NAME - keystore NEW KEYSTORE_ABSOLUTE PATH -file
CERTI FI CATE_FI LE_ABSOLUTE_PATH

For example:

keytool -inport -alias exanpl e088196 -keystore c:\tenp\keys\new jks -file
c:\tenp\ keys\ keystore. cert

When you run this command, it prompts for the keystore password, as shown in the
following example:
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Enter keystore password: exanpl el234 [Enter]
Trust this certificate? [no]: yes [Enter]
Certificate was added to keystore

In this example, the instances when you can press Enter are shown in bold.

After generating and importing the keystore, start Oracle WebLogic Server. To
configure Oracle WebLogic Server:

1.

Log in to the Oracle WebLogic Server console at http:// I ocal host: 7001/
consol e and perform the following:

a. Expand the servers node and select the oim server instance.
b. Select the General tab.

Select the SSL Listen Port Enabled option.

0

d. Ensure that a valid port is specified in the SSL Listen Port field. The default
port is 7002.

e. Click Apply to save your changes.
Click the Keystore & SSL tab, and then click Change.

From the Keystores list, select Custom identity And Java Standard Trust, and
then click Continue.

Configure the keystore properties. To do so:

a. Inthe Custom Identity Key Store File Name column, specify the full path of the
keystore generated in Step 1 of generating the keystore, for example,
c:\temp\ keys\ keystore. jks. In the Custom Identity Key Store Type column,
specify the type of keystore, for example, JKS. In the Custom Identity Key
Store Pass Phrase and Confirm Custom Identity Key Store Pass Phrase
columns, specify the keystore password.

b. Provide the Java standard trust keystore pass phrase and the Confirm Java
standard trust keystore pass phrase. The default password is changei t,
unless you change the password.

c. Click Continue.

Specify the private key alias, pass phrase and the confirm pass phrase as the
keystore password. Click Continue.

Click Finish.

Restart Oracle WebLogic Server. If the server starts successfully with the SSL
configuration, then lines similar to the following are recorded in the startup log:

<Apr 21, 2008 2:35:43 PM GMTI+05: 30> <Noti ce> <WebLogi cServer> <BEA-000355>
<Thread "ListenThread. Default" listening on port 7001, ip address *.*>

<Apr 21, 2008 2:35:43 PM GMTI+05: 30> <Noti ce> <WebLogi cServer> <BEA-000355>
<Thread "SSLLi stenThread. Default" |istening on port 7002, ip address *.*>

" Note:
7002 is the default SSL port for Oracle WebLogic Server.
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2.3.1.4.2.2 Configuring SSL on Oracle WebLogic Server with a CA Certificate

ORACLE

To configure SSL connectivity between Oracle Identity Manager on Oracle WebLogic Server
and the target system with a CA certificate, you must perform the following tasks:

" Note:

Although this is an optional step in the deployment procedure, Oracle strongly
recommends that you configure SSL communication between the target system and
Oracle Identity Manager.

The connector requires Certificate Services to be running on the host computer. To generate
the keystore:

1.

Run the following command:

keyt ool -genkey -keystore ABSOLUTE_KEYSTORE PATH -alias ALI AS NAME -keyal g
KEY_ALGORI THM - st or epass KEYSTORE_PASSWORD - keypass PRI VATE_KEY_PASSWORD

For example:

keyt ool -genkey -keystore c:\tenp\keys\keystore.jks -alias exanpl e088196 -keyal g
RSA -storepass exanpl e1234 -keypass exanpl el234

# Note:

The keystore password and the private key password must be the same.

Typically, the alias name is the name or the IP address of the computer on
which you are configuring SSL.

When prompted, enter the information about the certificate. This information is displayed
to persons attempting to access a secure page in the application. This is illustrated in the
following example:

keyt ool -genkey -keystore c:\tenp\keys\keystore.jks -alias exanpl e088196
keyal g RSA -storepass exanpl e1234 -keypass exanpl e1234
What is your first and last nane?
[Unknown]: Must be the nane or |P address of the conputer
Wat is the name of your organizational unit?
[ Unknown] : exanpl e
VWat is the name of your organization?
[ Unknown] : exanpl e
What is the name of your City or Locality?
[ Unknown]:  New York
What is the name of your State or Province?
[ Unknown]:  New York
Wiat is the two-letter country code for this unit?
[ Unknown]: US
Is <CN=Nane or | P address of the conputer, OU=exanple, O=exanple, L=New York,
ST=New York, C=US> correct?
[no]: vyes
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When you enter yes in the last line of the preceding example, the keystore.jks file
is created in the c:\temp\keys\directory.

Generate the certificate signing request by running the following command:

keytool -certreq -keystore ABSOLUTE KEYSTORE PATH -alias ALI AS_NAME -keyal g
KEY_ALGORI THM -fil e CERTI FI CATE_FI LE_ABSOLUTE_PATH

For example:

keytool -certreq -keystore c:\tenp\keys\keystore.jks -alias exanpl e088196 -
keyal g RSA -file c:\tenmp\keys\keystore. cert

When prompted for the keystore password, enter the same password used for the
keystore in Step 1, for example exanpl e1234. This stores a certificate request in
the file that you specified in the preceding command.

Get the certificate from a CA by using the certificate request generated in the
previous step and store the certificate in a file.

Export the keystore generated in Step 1 to a new certificate file, for example,
myCert.cer, by running the following command:

keyt ool —export —keystore ABSOLUTE_KEYSTORE PATH -alias alias-name specified
instep 1 -file CERTIFICATE_FI LE_ABSOLUTE_PATH

For example:

keyt ool —export —keystore c:\tenp\keys\keystore.jks -alias exanpl e088196 -
file c:\tenmp\keys\nyCert.cer

Import the CA certificate to a new keystore by running the following command:

keytool -inport -alias ALIAS NAME -file CERTIFI CATE FI LE_ABSOLUTE_PATH -
keyst ore NEW KEYSTORE_ABSOLUTE_PATH - st or epass KEYSTORE_PASSWORD gener at ed
in Step 1

For example:

keytool -inport -alias exanpl e088196 -file c:\tenp\keys\rootCert.cert -
keystore c:\tenp\keys\rootkeystore.jks

When you run this command, it prompts for the keystore password, as shown:

Enter keystore password: exanpl el234 [Enter]
Trust this certificate? [no]: yes [Enter]
Certificate was added to keystore

In this example, the instances when you can press Enter are shown in bold.

After creating and importing the keystore to the system, start Oracle WebLogic Server.
To configure Oracle WebLogic Server:

1.

Log in to the Oracle WebLogic Server console ((http://localhost:7001/console) and
perform the following:

a. Expand the server node and select the server instance.
b. Select the General tab.
c. Select the SSL Port Enabled option.

d. Ensure that a valid port is specified in the SSL Listen Port field. The default
port is 7002.

2-82



Chapter 2
Postinstallation

e. Click Apply to save your changes.
2. Click the Keystore & SSL tab, and click the Change link.

3. From the Keystores list, select Custom Identity And Custom Trust, and then click
Continue.

4. Configure the keystore properties. To do so:

a. Inthe Custom Identity Key Store File Name column, specify the full path of the
keystore generated in Step 1 of generating the keystore, for example,
c:\tenp\ keys\ keystore. | ks. In the Custom Identity Key Store Type column, specify
the type of keystore, for example, JKS. In the Custom Identity Key Store Pass Phrase
and Confirm Custom Identity Key Store Pass Phrase columns, specify the keystore
password.

b. Inthe Custom Trust and Custom Trust Key Store File Name column, specify the full
path of the keystore generated in Step 1 of generating the keystore, for example,
c:\tenp\ keys\root keystore. jks. In the Custom Trust Key Store Type column,
specify the type of keystore, for example, JKS. In the Custom Trust Key Store Pass
Phrase and Confirm Custom Trust Key Store Pass Phrase columns, specify the
keystore password.

c. Provide the Java standard trust keystore password. The default password is
changei t, unless you change the password.

d. Click Continue.
5. Specify the alias name and private key password. Click Continue.
6. Click Finish.

7. Restart Oracle WebLogic Server. If the server starts successfully with the SSL
configuration, then lines similar to the following are recorded in the startup log:

<Apr 21, 2008 2:35:43 PM GMI+05: 30> <Noti ce> <WebLogi cServer> <BEA-000355> <Thr ead
"ListenThread. Default" |istening on port 7001, ip address *.*>

<Apr 21, 2008 2:35:43 PM GMI+05: 30> <Noti ce> <WebLogi cServer> <BEA-000355> <Thr ead
"SSLLi stenThread. Defaul t" listening on port 7002, ip address *.*>

< Note:
7002 is the default SSL port for Oracle WebLogic Server.

2.3.1.5 Creating an Authorization Policy for Job Code

" Note:

Perform this procedure only if you are using Oracle Identity Manager release 11g
R1 (11.1.1.x). You must configure the authorization policy for Supervisor ID if you
want to use PeopleSoft HRMS Manager Reconciliation scheduled task.

The following instructions are specific to individual steps of the procedure described in the
"Creating an Authorization Policy for User Management" section of that chapter:
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*  When you reach Step 3, then:
In the Policy Name field, enter Job Code Aut hori zation Policy.
e When you reach Step 4, then:
In the Description field, enter Job Code Aut horization Policy.
*  When you reach Step 7, then:
In the Permissions table, select the following check boxes in the Enable column:
— Modify User Profile
— Search User
— View User Details
Click Edit Attributes.
On the Attribute Settings page, clear all the check boxes and select Job Code.
*  When you reach Step 14 c, then:

From the Available Roles list, select System Administrator, and then click the
Move button to move the selected role to the Organizations to Add list.

" Note:

Perform the preceding steps to create an authorization policy for any user-
defined field that you want to add, for example Supervisor ID, Department,
and so on.

2.3.1.6 Displaying UDFs in Oracle Identity Manager 11.1.2.x or Later

ORACLE

In Oracle Identity Manager release 11.1.2.x or later, some user attributes (UDFs) such
as Department, Job Code, and Supervisor ID are not displayed after running the
reconciliation for the WORKFORCE_FULLSYNC message. If you want to display
these attributes as form fields in the Oracle Identity Manager user interface, then you
must customize the associated pages on the interface to add the custom form fields.
To do so:

1. Perform reconciliation for the WORKFORCE_FULLSYNC message.
2. Login to Oracle Identity System Administration.

3. Create and activate a sandbox.
4

From the Identity System Administration Console, in the Upgrade region, click
Upgrade User Form.

All the UDFs are listed.
5. Click Upgrade now.
6. Publish the sandbox.

For more information about UDFs, see Configuring Custom Attributes in Oracle
Fusion Middleware Administering Oracle Identity Manager.
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2.3.2 Configuring the Target System

Postinstallation on the target system consists of configuring SSL. To do so:

1. Copy the certificate to the computer on which PeopleSoft HRMS/HCM is installed.

" Note:

If you are using IBM WebSphere Application Server, then you must download
the root certificate from a CA.

2. Run the following command:
PEOPLESOFT_HOVE/ webser v/ peopl esof t / bi n/ pskeymanager. cnd - i nport
3. When prompted, enter the current keystore password.

4. When prompted, enter the alias of the certificate to import.

¢ Note:

The alias must be the same as the one created when the keystore was
generated.

If you are using IBM WebSphere Application Server, then enter r oot as the
alias.

5. When prompted, enter the full path and name of the certificate and press Enter.

< Note:

If you are using IBM WebSphere Application Server, then enter the path of the
root certificate.

6. When prompted for the following:

Trust this certificate? [no]: yes

Select yes and press Enter.

7. Restart the Web server of the target system.

2.4 Upgrading the Connector

ORACLE

You can upgrade the PeopleSoft Employee Reconciliation connector while in production, and
with no downtime. Your customizations will remain intact and the upgrade should be
transparent to your users. Form field names are preserved from the legacy connector.

To upgrade the PeopleSoft Employee Reconciliation connector from release 9.1.1.6 to this
release of the connector, perform the following procedures:
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*  Prerequisites for Upgrading the Connector

* Re-defining the Connector

* Running the Upgrade Wizard

* Upgrading the Connector Files and External Code Files
* Upgrading the PeopleSoft Listener

* Upgrading the Customizations

* Updating the PeopleSoft Target System

e Compiling the Adapters

# See Also:

Upgrading Connectors in Oracle Fusion Middleware Administering Oracle
Identity Manager for detailed information of these steps

2.4.1 Prerequisites for Upgrading the Connector

Before you perform the upgrade procedures:

e ltis strongly recommended that you create a backup of the Oracle Identity
Manager database. Refer to the database documentation for information about
creating a backup.

e As a best practice, first perform the upgrade procedure in a test environment.

2.4.2 Re-defining the Connector

The upgrade process of the connector must not include IT resource. Therefore, you
must re-define the connector to exclude IT resource.

To re-define the connector to exclude IT resource:
1. Add the Peoplesoft HRMS resource. To do so:
a. Log in to the Administrative and User Console.

b. On the Welcome to Identity Manager Advanced Administration page, under
the System Management section, click Manage Connector.

c. Click Define.

d. In Step 1 of the Connector Management Wizard, select Resource from the
drop-down box and search for Peopl esof t HRVS.

e. Inthe Search Results region, select the Peoplesoft HRMS check box and click
Select Children, as shown in the following screenshot.
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f.

Connector Management - Defining

Click Add Chiects to add maore objects.
Summary :

O Connector Management Wizard

Step 1 of4

Search

|a Resource | v |

& | [ Search

Search Results
[ Select Al

O Peoplesoft User

O Xellerate User

O Xellerate Organization
O Installation
Peoplesoft HRMS

Select Children =

| modopects || Dene |

In Step 2, in the Select Children region, ensure the Peoplesoft HRMS Person check
box is selected. Click Select Dependencies, as shown in the following screenshot.

Connector Management - Defining

add mare ohjects.

O Connector Management Wizard

tep 2 of 4

Select Children =>
B¢ @ Peoplesoft HRMS
%1 B Peoplesoft HRMS Person

== Back ] [ Zelect Dependencies ==

ORACLE"

2-87



Chapter 2
Upgrading the Connector

g. In Step 3, in the Select Dependencies region, ensure the Peoplesoft HRMS
and the Peoplesoft HRMS Person check boxes are selected. Click
Confirmation, as shown in the following screenshot.

O Connector Management Wizard

Step 3 aof 4

Sehkect Dependencies

B & O SYSTEM ADMIHISTRATORS
& O oM Roles

Bl ¢ & Peoplesoft HRMS
1 ¥ Peoplesoft HRMS Person

B £ O RESOURCE ADMIHISTRATORS
& O oM Roles

B £ O RECOHCILIATION ADMIHISTRATORS
& 0O om Roles

B & O ALL USERS
& O oM Roles

7 O Default

[ == Back ] [ Confirmation == ]

h. In Step 4, click Add For Define, as shown in the following screenshot.

O Connector Management Wizard
Step 4 of 4
Confirmation

= (4 Peoplesoft HRMS
Peoplesoft HRMS Person

[ s<Back | | #dd For Define |

i. On the next page, select Add more (Go to Step 1) to add Peoplesoft HRMS
scheduled tasks, and click OK, as shown in the following screenshot.
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O Connector Management Wizard
The selections made have been saved. Select an option to proceed.
@ Add more (Go to Step 1)
) Exit wizard and =how full selection.

2. Add the Peoplesoft HRMS scheduled tasks. To do so:

a. In Step 1 of the Connector Management Wizard, select Scheduled Task from the
drop-down box and search for the Peoplesoft HRMS tasks.

b. Inthe Search Results region, select the Peoplesoft HRMS Manager Reconciliation
and the Peoplesoft HRMS Trusted Reconciliation check boxes. Then, click Select
Children, as shown in the following screenshot.

O Connector Management Wizard
Step 1 of 4
Search
¢:'E_“‘St:hel:lulel:l Task | v | |* | [ Search

Search Results
O Sselect all
- Ldnyudys wUur LUUKUP RECuiiciiauenn
[0 Permission Ligt Lookup Reconciliation
O Currency Code Lookup Reconciliation
%Rﬂles Lookup Reconciliation
Peoplesoft HRMS Manager Reconciliation
Peoplesoft HRMS Trusted Reconciliation

<1

c. In Step 2, in the Select Children region, ensure the Peoplesoft HRMS scheduled
tasks are selected, as shown in the following screenshot. Click Select
Dependencies.
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O Connector Management Wizard

Step 2.0f 4
5

Select Children =>
EI‘-:El Peoplesoft HRMS Manager Reconciliation
E Peoplzzoft HRMS Manager Reconcilistion Q)
El'-h Peoplesoft HRMS Trusted Reconciliation

e

=/ M Peoplesoft HRMS Trusted Reconcilistion Q)

[ == Back ] [ Select Dependencies == ]

d. In Step 3, in the Select Dependencies region, ensure the Peoplesoft HRMS
scheduled tasks are selected, as shown in the following screenshot. Click

Confirmation.
Step 3of4

Select Dependencies
E|“?'_", Peoplesoft HRMS Manager Reconciliation
) # Peoplesatt HRMS Manager Reconciistion @

Peoplesoft HRMS Trusted Reconciliation
eoplesoft HRMS Trusted Reconciliaﬁon@)

== Back ] [ Confirmation ==

e. In Step 4, click Add For Define.

f.  On the next page, select Exit wizard and show full selection, and click OK, as
shown in the following screenshot.
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O Connector Management Wizard

The selections made have been saved. Select an option to proceed.

' Add more (Go to Step 1)

@ Exit wizard and show full selection.

3. Onthe Summary page, verify the objects added in the preceding steps, as shown in the
following screenshot. Then, click Define.

Connector Management - Defining

Click &Add Ohjects to add more objects.

Summary

Al

1 Process:
& Resource:
ke

""-)E;Scheduled Tazk:

6
1
1
2
2

Current Selections Unszelected Dependencies
El §& Peoplesoft HRMS &'SVSTEM ADMIHISTRATORS
551, Peoplesoft HRMS Person &'RESOURCE ADMIHISTRATORS
E':-)E“ pl ft HRMS M: R liation &'RECONCILIATION ADMIHISTRATORS
’E Peoplesoft HRMS Manager Reconcilistion Q) &'ALL USERS
E"?‘iPeuplesoﬂ HRMS Trusted Reconciliation 7 Default

’_5 Peoplesoft HRMS Trusted Reconciliaﬁon%

Unselected Children

| Addobects || Defne |

4. Select Peoplesoft Employee Reconciliation in the Connector Name drop-down box, and
enter a new version in the Connector Release field, as shown in the following sample
screenshot. Then, click Define.

ORACLE
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- : =l § Peoplesoft HRMS {2, SYSTEM ADMINISTF
FOCESS!

; ) 11 Peoplesoft HRMS Persan £k RESOURCE ADMINIS
eS0LrCe:

ISELA (O Connector Management Wizard I

uled Task: }
{# Select the name of the connector, and then enter a release number for it.

Cannectar Mame Peoplesoft Employee Reconciliation |~

Connector Release e

{ Enter a name and release number for the connector.

Connector Mame
fren

Cannector Release

Define | | Cancel |

2.4.3 Running the Upgrade Wizard

To upgrade the connector in wizard mode:
1. Create a copy of the following XML file in a temporary directory, for example,
c:\tnp:

OIM_HOME/server/ConnectorDefaultDirectory/PSFT_ER-11.1.1.5.0/xml/
PeoplesoftHRMS-ConnectorConfig.xml

The PeoplesoftHRMS-ConnectorConfig.xml file contains definitions for the
connector components. See Files and Directories on the Installation Media for
more information.

2. Log in to the Administrative and User Console.

3. On the Welcome to Identity Manager Advanced Administration page, under the
System Management section, click Manage Connector.

4. Search for the Peoplesoft Employee Reconciliation connector and click the
upgrade icon, as highlighted in the following screenshot.

Connector Management Define Install Clone

Search for the connector, and then dick the button or icon for the action that you want to perform on the connector.

= Search Clear

Connector Name

Results 1-2 0f 2 First | Previous | Next | Last
Connector Name Connector Version ~ Status Installation Date Export  Export Silent Upgrade XML Upgrade  Clone
Peoplesoft Employee Recondiliation 11.1.1.5.0 Active October 20, 2011 3:43:57 AM | 23 4 |3E=|
Peoplesoft User Management 11,1.1.5.0 Active October 12, 2011 407:16aM | B 5 Ey

First | Previous | Mext | Last

5. Inthe Step 1: Select Connector XML to Upgrade dialog, click Browse and provide
the path to the Wizard mode XML file, which is the PeoplesoftHRMS-
ConnectorConfig.xml file created in Step 1.

For example, c: \'t np\ Peopl esof t HRVS- Connect or Confi g. xni

Then, click Continue.

ORACLE 2-92



Chapter 2
Upgrading the Connector

6. Inthe Step 2: Define Resource Object Mapping dialog, map the new and existing
resource objects, as shown in the following sample screenshot. Then, click Continue.

Connector Management—Upgrc‘Ling @ 3 4 5 6 F 8 9 10 11 12 13 14
Step 2: Define Resource Object Mapping
Map new and existing resource objecks,

New Resource Objects Existing Resource Dbjects
[Peoplesoft HRMS o

Cancel =< Back Continue ==

7. Inthe Step 3: Resource Object Mapping Summary dialog, verify the mapping summary of
the new and existing resource objects, and click Continue.

8. In the Step 4: Define Process Definition Mappings dialog, map the new and existing
process definitions, as shown in the following sample screenshot.

Connector Management - Upgrading @ 5 6 7 8 9 10 11 12 13 14

Step 4: Define Pchss Definition Mappings

Map new and existing process definitions.

New Process Definitions Existing Process Definitions
[Peoplesaft HRMS Person e

Cancel == Back Continue ==

Then, click Continue.

9. Inthe Step 5: Process Definition Mapping Summary dialog, verify the mapping summary
of the new and existing process definitions, and click Continue.

# Note:

Steps 6 to 10 of the upgrade wizard require no changes and are skipped. This
behavior is expected.

10. In the Step 11: Define Lookup Definition dialog, select the lookup definitions that must be
deleted. Then, click Continue.
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Connector Management - Upgrading

Step 11: Define Lookup Definition

Select the lookup definitions that must be deleted,

Resulks 1-1 of 1 Fir%l Previous | Mext | Lask

Lookup Selected
Lookup. PSFT.Configur ation |

Fermove

First | Presvious | Mext | Lask

Cancel | <« Back Continue == |

11. Inthe Step 12: Preupgrade Steps dialog, enter the release number of the
connector. Verify and ensure the prerequisites are addressed as per the Note
section. Then, click Continue.

Connector Management - Upgrading

|
EStep 12: Preupgrade Steps

* Indicates required field

Enter the release number of the connectar.

Connector Name Peoplesoft Employee Reconciliation
Connector Release * 11.1.1.5.0.1
Hote:

Before you proceed, ensure that the following prerequisites are addressed.

Create a backup of the Orade Identity Manager database.

Ensure that there are no pending JMS messages to be processed.

Ensure that there are no pending tasks to be performed.

Copy the required connector and third-party JARs and resource bundles into the specified Oracle Identity Manager directories.

Cancel | << Back | Continue >> |

12. In the Step 13: Select Connector Objects to be Upgraded dialog, ensure there are
no red cross-shaped icons in the Current Selections region. Then, click Upgrade.
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Step 13: Select Connector Objects to Be Upgraded
Summany ¥
Al 37 Current Selections Objects Remoued
= : A Lookup.PSFT.HRMS.PersonBasicSync. Validation

= Jokx
A Lookup.PSFT.HRMS WorkForceSync. AttributeM;

7 Lookup.PSFT.HRMS WorkForceSyne. Transform:

2

£ |Datta Object Defirition; 1
0T Resource Defintion: 1 a .b Peoplesoft HRMS

1

1

¥ Resource: £y Pecplesatt HRMS Person
g& Process: A7 Lookup.PSFT.HRMS WorkForceSync.Recon A
A Lookup: 16 7 Lookup.PSFT.HRMS.PersonBasicSync.EmpType
7 Lookup.PSFT.HRMS. Configuration @
B Peoplesoft HEMS Trusted Reconciliation
5! Peoplesoft HRMS Trusted Reconcilistion £
H'¥|Peoplesoft HRMS Manager Reconciliation
5] Peoplesoft HEMS Manager Reconcilistion iy
£ icom thortech.xl.dataobj teUSR /.
A’ Lookup.PSFT.Message WorkForceSync.Configu
usR /iy
H|PSFT Hrms /i
A Lookup.PSFT.HRMS.PersonBasicSync. Transforr
A7 Lookup.PSFT.HRMS.ExclusionList A
/7 Lookup.PSFT.HRMS.CustomQuery /1
A2 Lookup.PSFT.HRMS.PersonBasicSync.Recon i

A7 Lookup.PSFT.HRMS. WorkForceSync.Validation /™
4 *

| Scheduled Taﬁ
Lzer X
'___'_'Z]IT Resource:

Uzet Metadata: Deleted Objects

Exit pgrace

13. In the Step 14: Connector Upgrade Status dialog, verify the upgrade status. Perform the
specified steps before using the connector and to complete the upgrade process. Then,
click Exit.

2.4.4 Upgrading the Connector Files and External Code Files

To upgrade the connector files and external code files:

1. Run the Oracle Identity Manager Delete JARs utility to delete the JAR files from the
Oracle Identity Manager database. This utility is copied into the following location when
you install Oracle Identity Manager:

# Note:

Before you use this utility, verify that the W._HOME environment variable is set to
the directory in which Oracle WebLogic Server is installed.

e For Microsoft Windows:
OIM_HOME/server/bin/DeleteJars.bat

*  For UNIX:
OIM_HOME/server/bin/DeleteJars.sh
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When you run the utility, you are prompted to enter the login credentials of the
Oracle Identity Manager administrator, URL of the Oracle Identity Manager host
computer, context factory value, type of JAR files being deleted, and the location
from which the JAR files are to be deleted.

Select the JAR files and indicate the JAR types as specified in the following table:

JAR File Name JAR Type
PSFTER.jar 2 - ScheduledTask
PSFTCommon.jar 1 - JavaTasks
Common.jar 1 - JavaTasks

Remove this file only if no other connector is using it.

¢ See Also:

Delete JAR Utility in Oracle Fusion Middleware Developing and
Customizing Applications for Oracle Identity Manager for detailed
information about the Delete JARs utility

2. Run the Oracle Identity Manager Upload JARSs utility to post the new bundle JAR
file created in Step 2 and other JAR files to the Oracle Identity Manager database.
This utility is copied into the following location when you install Oracle Identity
Manager:

*  For Microsoft Windows:
OIM_HOME/server/bin/UploadJars.bat

*  For UNIX:
OIM_HOME/server/bin/UploadJars.sh

When you run the utility, you are prompted to enter the login credentials of the
Oracle Identity Manager administrator, URL of the Oracle Identity Manager host
computer, context factory value, type of JAR files being uploaded, and the location
from which the JAR files are to be uploaded.

Select the JAR files from the OIM_HOME/server/ConnectorDefaultDirectory/
PSFT_ER-11.1.1.5.0/lib directory and indicate the JAR types as specified in the
following table:

JAR File Name JAR Type

PSFTCommon.jar 2 - ScheduledTask

Add this file only if it was not added while upgrading the PeopleSoft User
Management connector.

PSFT_ER-oim-integration.jar 2 - ScheduledTask
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" See Also:

Upload JAR Utility in Oracle Fusion Middleware Developing and Customizing
Applications for Oracle Identity Manager for detailed information about the
Delete JARs utility

2.4.5 Upgrading the PeopleSoft Listener

< Note:

e If you have already deployed a listener for the PeopleSoft User Management
connector, then you can skip this procedure.

A single listener is sufficient for both the connectors. You can configure the
nodes to point to the same listener with different IT resource names.

e If you upgrade the connector, you must also upgrade the listener. Installing a
new connector over a previously deployed listener creates discrepancies.

To upgrade the PeopleSoft listener:

1.

Remove the existing PeopleSoft listener by performing the procedure described in
Removing the PeopleSoft Listener.

Deploy the new PeopleSoft listener by performing the procedure described in Deploying
the PeopleSoft Listener.

If there are any validation or transformation JARs, you must add the JARs to the deployable
connector bundle JAR and re-deploy the listener. See Configuring Validation of Data During
Reconciliation and Configuring Transformation of Data During Reconciliation for more
information.

2.4.6 Upgrading the Customizations

To upgrade the connector customizations:

ORACLE

1.

Update the validation customizations.

Re-compile, package, and update the validation code in the Oracle Identity Manager
database and in the PeopleSoft listener.

Sample validation classes are available in Configuring Validation of Data During
Reconciliation.

Update the transformation customizations

Re-compile, package, and update the transformation code in the Oracle Identity Manager
database and in the PeopleSoft listener.

Sample transformation class is available in Configuring Transformation of Data During
Reconciliation.

Update the entries in the connector configuration lookup,
Lookup.PSFT.HRMS.Configuration.
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See Lookup.PSFT.HRMS.Configuration for information about this step.

4. If you are using Oracle Identity Manager release 11.1.2.x or later, then you must
create a new Ul form and attach it to an existing application instance so view the
user-defined fields (UDFs or custom attributes).

See Displaying UDFs in Oracle Identity Manager 11.1.2.x or Later for more
information.

2.4.7 Updating the PeopleSoft Target System

The PeopleSoft Employee Reconciliation and PeopleSoft User Management
connectors have different IT resources. Therefore, you must configure separate HTTP
nodes for messages of the Employee Reconciliation and User Management
connectors.

Even if an existing node is configured to the PeopleSoft listener on Oracle Identity
Manager, a separate node is required for messages of the PeopleSoft Employee
Reconciliation connector.

Configure a new node, for example, OIM_ER_NODE, and configure routings from the
PERSON_BASIC_SYNC and WORKFORCE_SYNC service operations.

See Configuring the Target System for Full Reconciliation and Configuring the Target
System for Full Reconciliation for more information.

2.4.8 Compiling the Adapters

ORACLE

At the end of the upgrade process, you must compile every adapter that resides within
the Oracle Identity Manager database.

To compile the adapters:
1. Log in to Oracle Identity Manager Design Console.
2. Expand Development Tools and double-click Adapter Manager.
The Adapter Manager form is used to compile multiple adapters simultaneously.
3. Select the Compile All check box.
4. Click the Start button.
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After you deploy the connector, you must configure it to meet your requirements. This chapter
discusses the following connector configuration procedures:

e Summary of Steps to Use the Connector

»  Performing Full Reconciliation

e Performing Incremental Reconciliation

* Limited Reconciliation

* Resending Messages That Are Not Received by the PeopleSoft Listener
e Configuring Scheduled Tasks

3.1 Summary of Steps to Use the Connector

The following is a summary of the steps to use the connector for full reconciliation:

# Note:

It is assumed that you have performed all the procedures described in the
preceding chapter.

1. Generate XML files for the PERSON_BASIC_FULLSYNC message for all persons. See
Running the PERSON_BASIC_FULLSYNC Message for more information.

2. Generate XML files for the WORKFORCE_FULLSYNC message for the same set of
persons. See Running the WORKFORCE_FULLSYNC Message for more information.

# Note:

The XML files that you generate in Steps 1 and 2 must reside in different
directories.

3. Copy these XML files to a directory on the Oracle Identity Manager host computer.

4. Configure the Peoplesoft HRMS Trusted Reconciliation scheduled task for the
PERSON_BASIC_FULLSYNC message. The XML files are read by this scheduled task
to generate reconciliation events. See Configuring the Scheduled Task for Person Data
Reconciliation for more information.

5. Configure the Peoplesoft HRMS Trusted Reconciliation scheduled task for the
WORKFORCE_FULLSYNC message. The XML files are read by this scheduled task to
generate reconciliation events. See Configuring the Scheduled Task for Person Data
Reconciliation for more information.
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Change from full reconciliation to incremental reconciliation. See Performing
Incremental Reconciliation for instructions.

3.2 Performing Full Reconciliation

Full reconciliation involves reconciling all existing person records from the target
system into Oracle Identity Manager. After you deploy the connector, you must first
perform full reconciliation.

The following sections discuss the procedures involved in full reconciliation:

e Generating XML Files
e Importing XML Files into Oracle Identity Manager

3.2.1 Generating XML Files

You must generate XML files for all existing persons in the target system.

< Note:

Before performing the procedure to generate XML files, you must ensure that
you have configured the PERSON_BASIC_FULLSYNC and
WORKFORCE_FULLSYNC messages. See Importing XML Files into Oracle
Identity Manager for more information.

To generate XML files for full reconciliation perform the procedures described in the
following topics:

< Note:

If you are using PeopleTools 8.50 and HCM 9.0, then before running Full
Data Publish, you must apply the patch that addresses Bug 824529. This
patch can be downloaded from Oracle Metalink.

*  Running the PERSON_BASIC_FULLSYNC Message
*  Running the WORKFORCE_FULLSYNC Message

3.2.1.1 Running the PERSON_BASIC_FULLSYNC Message

To run the PERSON_BASIC_FULLSYNC message:

1. In PeopleSoft Internet Architecture, expand Enterprise Components, Integration
Definitions, Initiate Processes, and then click Full Data Publish.

2. Click the Add a New Value tab.
3. Inthe Run Control ID field, enter a value and then click ADD.

4. Inthe Process Request region, provide the following values:
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Request ID: Enter a request ID.

Description: Enter a description for the process request.
Process Frequency: Select Always.

Message Name: Select PERSON_BASIC_FULLSYNC.

The following screenshot displays the preceding steps:

|I’ Full Data Publish
Run Control Il PERSON_BASIC_FULLSYNG Repord Manager Process Monitor QR"'"

‘Requestin: |1

Description: |PERSON_BASIC_FULLSYNGC

" Once & Always " Don't Run
"‘Message Name: [PERSON_BASIC_FULLSYNG Q Personal Data Full Sync
& save i S Return to Searchl yE] i +E] Next in List | =] Motity | = Add

5. Click Save to save the configuration.
6. Click Run.
The Process Scheduler Request page appears.
7. From the Server Name list, select the appropriate server.
8. Select Full Table Data Publish process list, and click OK.

The following screenshot displays the process list:

Process Scheduler Request

User Ik Fs Run Comtrol ID: FERS0ON_BASIC_FULLSYNG
Server Name: PSHT j' Run Date: 097302009 37
Recurrence: =l runTime: 82411 4AM Resetto Current Date/Time |

Time Zone: =

Select Description Piocess Name Process Type ‘Type "Format Distribimion
I EIR Full Tahle Data Publish EQEI_FULLPUB Applicaiion Engine |Wab _:J |T}(T __v_f Diistribution
W Full Table Data Publish EQP_PUBLISHT Application Enging |Web ﬂ [TKT = | Distribution

0K J Cancel |

9. Click Process Monitor to verify the status of EOP_PUBLISHT Application Engine. The
Run Status is Success if the transaction is successfully completed.
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On successful completion of the transaction, XML files for the
PERSON_BASIC_FULLSYNC message are generated at a location that you
specified in the FilePath property while creating the OIM_FILE_NODE node for
PeopleSoft Web Server. See Configuring the PeopleSoft Integration Broker on
page 2-19 section for more information.

Copy these XML files to a directory on the Oracle Identity Manager host computer.
Ensure that the permissions for these XML files are sufficiently restrictive. By
default, the permissions are set to 644. You can set them to 640.

# Note:

After you have performed this procedure, remove the permission list created
in Setting Up the Security for the PERSON_BASIC_FULLSYNC Service
Operation on page 2-23 section. This is for security purposes.

3.2.1.2 Running the WORKFORCE_FULLSYNC Message

To run the WORKFORCE_FULLSYNC message:

1.

ORACLE

In PeopleSoft Internet Architecture, expand Enterprise Components, Integration
Definitions, Initiate Processes, and then click Full Data Publish.

Click the Add a New Value tab.

In the Run Control ID field, enter a value and then click ADD.
In the Process Request region, provide the following values:
Request ID: Enter a request ID.

Description: Enter a description for the process request.
Process Frequency: Select Always.

Message Name: Select WORKFORCE_FULLSYNC.

The following screenshot displays the preceding steps:

Full Data Publish
Run Control I WORKFORCE_FULLEYNC ReportManager Process Monitor Run

Process Request Fing | View All First !‘_| 1ef 1 !_'" E:

‘Request ID: 1
Description:  |WORKFORCE_FULLGYNC
 Once * Always " Don't Run
‘Message Name: WRKFORCE—FULLSVNC Q . WarkforceSyne
B save | LLReturn to Search | +[5 Previous in List | sgn i =] notify | Eesdd | F)L
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Click Save to save the configuration.

Click Run.

The Process Scheduler Request page appears.

From the Server Name list, select the appropriate server.
Select the Full Table Data Publish process list, and click OK.

The following screenshot displays the process list:

Process Scheduler Request

User ID: PS Run Comtrol ID: WORKFORCE_FULLEYMC
Server Name: PSMT Tl Run Date: 09/30/2009 &
Recilirence; | Run Time: 92751 M Resatto Current DatefTime |

Time Zone: Q

Select Description Process Name Process Type "Type "Format DHstribation
[~ EIR Full Table Data Publish EQEI_FULLPUB  Application Engine |Web | |THT = | Distribution
¥ Full Table Data Publish EOP_PUBLISHT  |Application Engine [Web  =| [TXT = Distribution

Click Process Monitor to verify the status of EOP_PUBLISHT Application Engine. The
Run Status is Success if the transaction is successfully completed.

On successful completion of the transaction, XML files for the
WORKFORCE_FULLSYNC message are generated at a location that you specified in
the FilePath property while creating the OIM_FILE_NODE node for PeopleSoft Web
Server. See"Configuring the PeopleSoft Integration Broker" section for more information.

You must copy these XML files to a directory on the Oracle Identity Manager host
computer.

" Note:

After you have performed this procedure, remove the permission list created in
"Setting Up the Security for the WORKFORCE_FULLSYNC Service Operation”
section. This is for security purposes.

3.2.2 Importing XML Files into Oracle Identity Manager

ORACLE

Configuring the Scheduled Task for Person Data Reconciliation section describes the
procedure to configure the scheduled task.

Running the PeopleSoft HRMS Manager Reconciliation Scheduled Task describes the
procedure to configure the scheduled task for reconciliation of Manager ID values.
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3.2.2.1 Configuring the Scheduled Task for Person Data Reconciliation

When you run the Connector Installer, the PeopleSoft HRMS Trusted Reconciliation
scheduled task is automatically created in Oracle Identity Manager.

To perform a full reconciliation run, you must configure the scheduled task to reconcile
all person data into Oracle Identity Manager depending on the values that you
specified in the scheduled task attributes. Table 3-1 describes the attributes of this
scheduled task. See Configuring Scheduled Tasks for instructions on running the
scheduled task.

" Note:

Before you configure the scheduled task, you must ensure that the mapping
for all Actions to be performed on the target system is defined in the
Lookup.PSFT.HRMS.WorkForceSync.EmpStatus lookup definition. See
Lookup.PSFT.HRMS.WorkForceSync.EmpStatus for more information.

The Peoplesoft HRMS Trusted Reconciliation scheduled task is used to transfer XML
file data from the file to the parser. The parser then converts this data into
reconciliation events.

Table 3-1 Attributes of the Peoplesoft HRMS Trusted Reconciliation Scheduled Task
__________________________________________________________________________________________|]

Attribute

Description

Archive Mode

Enter yes if you want XML files used during full reconciliation to be archived. After
archival the file is deleted from the original location.

If no, the XML file is not archived.

Archive Path

Enter the full path and name of the directory in which you want XML files used
during full reconciliation to be archived.

You must enter a value for the Archive Path attribute only if you specify yes as the
value for the Archive Mode attribute.

Sample value: / usr/ ar chi ve

File Path

Enter the path of the directory on the Oracle Identity Manager host computer into
which you copy the file containing XML data.

Sample value: / usr/ dat a

IT Resource Name

Enter the name of the IT resource that you create by performing the procedure
described in Configuring the IT Resource.

Default value: PSFT HRVS

Message Name

Use this attribute to specify the name of the delivered message used for full
reconciliation.

Sample value: PERSON_BASI C_FULLSYNC or WORKFORCE_FULLSYNC

Task Name This attribute holds the name of the scheduled task.
Value: Peopl esoft HRMS Trusted Reconciliation
In Oracle Identity Manager release 11.1.2.x or later, some user attributes (UDFs) such
as Department are not displayed after running the reconciliation for the
WORKFORCE_FULLSYNC message. To display these attributes as form fields in the
ORACLE 3-6



3.2.2.2 Runni

Chapter 3
Performing Full Reconciliation

Oracle Identity Manager user interface, see Displaying UDFs in Oracle Identity Manager
11.1.2.x or Later.

ng the PeopleSoft HRMS Manager Reconciliation Scheduled Task

Manager ID values are not reconciled during full reconciliation run.

You must configure and run the PeopleSoft HRMS Manager Reconciliation scheduled task.
Table 3-2 describes the attributes of this scheduled task.

Table 3-2 Attributes of the PeopleSoft HRMS Manager Reconciliation Scheduled Task
|

Attribute

Description

IT Resource Name

Enter the name of the IT resource.
Default value: PSFT HRVS

Resource Object

Enter the name of the resource object.
Default value: Peopl esof t HRMS

Task Name

This attribute holds the name of the scheduled task.
Default value: Peopl esoft HRMS Manager Reconciliation

Update Empty Manager Set this value to Yes to update empty Manager ID of a Person.

Only Default value: No
Before you run this scheduled task, you must specify a value for the Update Empty Manager
Only attribute.
The attributes of the PeopleSoft HRMS Manager Reconciliation scheduled task are shown in
the following screenshot:

ORACLE
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Job Details

Job Details : Peoplesoft HRMS Manager Reconciliation

Job Information
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Apply | Run Mow Stop Enable Disable

Job Mame Peoplesoft HRMS Manager Reconciliation O Periodic
wLy L I
Task Peoplesoft HRMS Manager Recondliation Schedule Type gs;'nognle
* Retri 0
Tili . () No pre-defined schedule
Job Status
Current Status  Stopped
Last Run Start October 17, 2011 5:53:45 AM PDT
Last Run End October 17, 2011 5:58:48 AM PDT
Mext Scheduled Run
Parameters
IT Resource Name | PSFT HRMS
Resource Object | Peoplesoft HRMS
Task Mame | Peoplesoft HRMS Manager Reconcil
Update Empty Manager Only | Yes
Job History
Actions » View - Show error details
Start Time |End Time |30b Status Execution Status
QOctober 17, 2011 5:5October 17, 2011 5: 5 Stopped Success
October 17, 2011 5:< October 17, 2011 5:< Stopped Success
October 17, 2011 5:< October 17, 2011 5:< Stopped Success
QOctober 17, 2011 5:zOctober 17, 2011 5:2 Stopped Success
October 17, 2011 4:< Qctober 17, 2011 4:< Stopped Success
October 17, 2011 3:E October 17, 2011 3:& Stopped Success
QOctober 17, 2011 3:5October 17, 2011 3: 5 Stopped Success

» Enter yes if you want the scheduled task to populate Manager ID values in OIM
User records that do not have this value. Existing Manager ID values in other OIM
User records are not modified.

» Enter no if you want the scheduled task to fetch and populate Manager ID values
for all OIM User records, regardless of whether the Manager ID attribute in these
records currently contains a value.

This scheduled task uses the Lookup.PSFT.HRMS.ManagerRecon.Configuration
lookup definition to read the values required to run the task. If you want to modify this
scheduled task, for example, when the Employee ID field is mapped to a UDF, then
you must modify the values in this lookup as per the changes made to the task. See
Lookup.PSFT.HRMS.ManagerRecon.Configuration for information about this lookup.

When it is run, this scheduled task performs the process described inSteps in the
Manager ID Reconciliation Process

3.3 Performing Incremental Reconciliation

You do not require additional configuration for incremental reconciliation.

It is assumed that you have deployed the PeopleSoft listener as described in
Deploying the PeopleSoft Listener.

ORACLE

3-8



Chapter 3
Limited Reconciliation

< Note:

You must ensure that you have defined the mapping for all Actions to be performed
on the target system in the Lookup.PSFT.HRMS.WorkForceSync.EmpStatus lookup
definition. See Lookup.PSFT.HRMS.WorkForceSync.EmpStatus for more
information.

3.4 Limited Reconciliation

This section contains the following topics:

»  About Limited Reconciliation

e Configuring Limited Reconciliation

3.4.1 About Limited Reconciliation

By default, all target system records that are added or modified after the last reconciliation
run are reconciled during the current incremental reconciliation run. For full reconciliation, all
target system records are fetched into Oracle Identity Manager.

You configure segment filtering to specify the attributes whose values you want to fetch into
Oracle Identity Manager. Similarly, you can configure limited reconciliation to specify the
subset of target system records that must be fetched into Oracle Identity Manager.

You configure limited reconciliation by specifying a query condition as the value of the
Custom Query attribute in the message-specific configuration lookup.

You must use the following format to specify a value for the Custom Query attribute:

RESOURCE_OBJECT_ATTRI BUTE_NAME=VALUE

For example, suppose you specify the following as the value of the Custom Query attribute:

Last Nane=Doe

With this query condition, only records for persons whose last name is Doe are considered
for reconciliation.

You can add multiple query conditions by using the ampersand (&) as the AND operator and
the vertical bar (]) as the OR operator. For example, the following query condition is used to
limit reconciliation to records of those persons whose first name is John and last name is
Doe:

First Nane=John & Last Name=Doe

You can limit reconciliation to the records of those persons whose first name is either John or
their User ID is 219786 using the following query:

First Name=John | User |D=219786

3.4.2 Configuring Limited Reconciliation

To configure limited reconciliation:

ORACLE 3-9
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Ensure that the OIM User attribute to use in the query exists in the
Lookup.PSFT.HRMS.CustomQuery lookup definition. This lookup definition maps
the resource object attributes with OIM User form fields.

¢ See Also:

Lookup.PSFT.HRMS.CustomQuery for a listing of the default contents of
this lookup definition

You must add a new row in this lookup definition whenever you add a new UDF in
the process form. See Setting Up the Lookup.PSFT.HRMS.CustomQuery Lookup
Definition for adding an entry in this lookup definition and Adding New Attributes
for Incremental Reconciliation for adding a UDF.

Create the query condition. Apply the following guidelines when you create the
guery condition:

* Use only the equal sign (=), the ampersand (&), and the vertical bar (]) in the
guery condition. Do not include any other special characters in the query
condition. Any other character that is included is treated as part of the value
that you specify.

e Add a space before and after the ampersand and vertical bar used in the
guery condition. For example:

Fi rst Name=John & Last Name=Doe

This is to help the system distinguish between ampersands and vertical bars
used in the query and the same characters included as part of attribute values
specified in the query condition.

*  You must not include unnecessary blank spaces between operators and
values in the query condition.

A query condition with spaces separating values and operators would yield
different results as compared to a query condition that does not contain
spaces between values and operators. For example, the output of the
following query conditions would be different:

Fi rst Name=John & Last Nane=Doe
First Name= John & Last Name= Doe

In the second query condition, the reconciliation engine would look for first
name and last name values that contain a space at the start.

«  Ensure that attribute names that you use in the query condition are in the
same case (uppercase or lowercase) as the case of values in the
Lookup.PSFT.HRMS.CustomQuery lookup definitions. For example, the
following query condition would fail:

fiRst Name = John

Configure the message-specific configuration lookup with the query condition as
the value of the Custom Query attribute. For example, to specify the query
condition for the PERSON_BASIC_FULLSYNC message, search and open the
Lookup.PSFT.Message.PersonBasicSync.Configuration lookup. Specify the
guery condition in the Decode column of the Custom Query attribute.
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3.5 Resending Messages That Are Not Received by the
PeopleSoft Listener

ORACLE

The messages are generated and sent to Oracle Identity Manager regardless of whether the
WAR file is running or not. Reconciliation events are not created for the messages that are
sent to Oracle Identity Manager while the WAR file is unavailable. To ensure that all the
messages generated on the target system reach Oracle Identity Manager, perform the
following procedure:

If Oracle Identity Manager is not running when a message is published, then the message is
added to a queue. You can check the status of the message in the queue in the Message
Instance tab. This tab lists all the published messages in queue. When you check the details
of a specific message, the status is listed as Ti meout or Error.

To publish a message in the queue to Oracle Identity Manager, resubmit the message when
Oracle Identity Manager is running.

If the status of the message is Newor St art ed and it does not change to Ti neout or Done,
then you must restart the PeopleSoft application server after you restart Oracle Identity
Manager.

" Note:

PeopleSoft supports this functionality for a limited rights user created in Creating a
Role for a Limited Rights User. But, you can specify persons who have rights to
perform this task based on the security policy of your organization.

To manually resend messages in Error or TimeOut status:

1. In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker, Service
Operations Monitor, Monitoring, and then click Asynchronous Services.

2. From the Group By list, select Service Operation or Queue to view the number of
messages in Error, TimeOut, Done, and so on.

= PaopleTools Fi Mew \Window | Customize Page
b Security
i Utilities [ Wonitor Overview | Operafion Inst i Publication Contracts | Subscription Conlracts )
I Workflow
© Portal = .
i- Search Engine Publish Node | Q I Archived
I Personalization I
I Process Scheduler ‘Oueue Level | OPEIINst = sgroyppy | Queue =
i Cube Manager B 2
i Application Engine e 1
I Query Access Senices ate: =l . ~
< Integration Broker From Date: L] To Date: ] ;
[» Configuration From Time: To Time: | Refresh

[ Integration Setup
[> Senice Utilities

[ Webh Services Customize | Find | View Al st 1401 M Last
(]

= Senvice Operations Queue Name Error  Mew  Stated  Working Done Retry  Timeouwt Edited  Canceled  Hold
Monlior PERSON_DATA 1 1 0 0 i 0 0 0 0 0
= Monitoring
— Asynchronous
Benices
Synchronoys Details
Error Notification =] etity |
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The number is in the form of a link, which when clicked displays the details of the
message.

3. Click the link pertaining to the message to be resent, for example, the link under
the Error or the TimeOut column.

You are taken to the Operation Instance tab.

7 PeopleTools )
[ Security \ - p —
& Utilfties { Monitor Overview |~ Operation Instances T Conlbracls ) Confracts |
[+ Workflow
& Bortol Node Name | Q I Archived
[+ Search Engine N |
I Personalization External Service Name
L’ ETI:::; ﬁ;;s:’“'er Senvice Dperation Q
G e e & swwoor
= Integration Broker [

Tran

b Configuration
[ Integration Sefup

[ Sarvice Utilities 2 i
[ Web Services From Date: E [ To Date:

I 21
= Senvice Operations From Time: E To Time: E Refresh
Monitor
= Monitaring
Select  Transaction ID Oueue Nate Status  Time Sta
I — T bode Queye Slalis  TimeSiamp
— brasramEbda6-11de-9392- A 100%2009 -
cd4deIB0IB44 PERSON_DATA PSFT_HR AAN00Y Error 1-06:25PM Details
#  Select All Deselect Al
Resubmit Cancel
- Statigtics
& Administration = =] notity
[ File Lhilities —j
[» REM Senver Configuration Monitor Overvdew | Operation Publication Contracts | Sub: Confract

I Qatun Mananar

4. Click the Details link of the message to be resent. A new window appears.

Asynchronous Details

Transaction ID 50061 bd5-babT-11de-Sech-e 006G TT
dernal Service Name PERSON_BASIC_SYMCVERSION_3

f 1 f Refresh
Publishing Node PSFT_HR Segment “ x Q

Oueue Mame  PERSON_DATA Yigw XHL
Quietie Sequence (D
Sub Cuene
Original Pub Node PSFT_HR Uncompressed Data Length 8228
Status Errar Data Length View Limit 100000
Wigw |B Info
Publication Contracts

Actions Y Infermation | [
Subscriber Mode 'Segrent Status

QiM_NODE 1 Emor  Edit¥ML  Resubmit Cancel |ELL'1LEE§1ELE§. Wiewr 18 Info

A Return o Search

5. Click the Error Messages link to check the error description.

6. Click Resubmit after you have resolved the issue.

3.6 Configuring Scheduled Tasks

This section describes the procedure to configure scheduled tasks. You can apply this
procedure to configure the scheduled tasks for reconciliation.

This section contains the following topics:
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Scheduled Tasks for Reconciliation

Configuring a Scheduled Task

3.6.1 Scheduled Tasks for Reconciliation

Table 3-3 lists the scheduled tasks that you must configure.

Table 3-3 Scheduled Tasks for Reconciliation
|

Scheduled Task Description
PeopleSoft HRMS Trusted This scheduled task is used during full reconciliation. It parses the
Reconciliation contents of the XML files and then creates reconciliation events for

each record. See Configuring the Scheduled Task for Person Data
Reconciliation for information about this scheduled task.

PeopleSoft HRMS Manager This scheduled task is used for reconciling Manager ID values during
Reconciliation full reconciliation. See Running the PeopleSoft HRMS Manager

Reconciliation Scheduled Task for information about this scheduled
task.

3.6.2 Configuring a Scheduled Task

To configure a scheduled task:

ORACLE

1.

Depending on the Oracle Identity Manager release you are using, perform one of the
following steps:

*  For Oracle Identity Manager release 11.1.1.x:
a. Log in to the Administrative and User Console.

b. On the Welcome to Oracle Identity Manager Self Service page, click Advanced
in the upper-right corner of the page.

e For Oracle Identity Manager release 11.1.2.x:

a. Log in to Identity System Administration.

b. In the left pane, under System Management, click Scheduler.
Search for and open the scheduled job as follows:

a. If you are using Oracle Identity Manager release 11.1.1.x, then on the Welcome to
Oracle Identity Manager Advanced Administration page, in the System Management
region, click Search Scheduled Jobs.

b. Inthe Search field, enter the name of the scheduled job as the search criterion.
Alternatively, you can click Advanced Search and specify the search criterion.

c. Inthe search results table on the left pane, click the scheduled job in the Job Name
column.

On the Job Details tab, you can modify the following parameters:

* Retries: Enter an integer value in this field. This number represents the number of
times the scheduler tries to start the job before assigning the Stopped status to the
job.

» Schedule Type: Depending on the frequency at which you want the job to run, select
the appropriate schedule type.
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< Note:

See Creating Jobs in Oracle Fusion Middleware Administering Oracle
Identity Manager for detailed information about schedule types.

4. Specify values for the attributes of the scheduled task. To do so:

* Onthe Job Details tab, under the Parameters section, specify values for the
attributes of the scheduled task. See Table 3-1 for more information about the
attributes of the scheduled task.

" Note:

e Attribute values are predefined in the connector XML that is imported
during the installation of the connector. Specify values only for the
attributes to change.

< If you want to stop a scheduled task while it is running, the process
is terminated only after the complete processing of the file that is
being run. For instance, you want to reconcile data from five XML
files. But, if you stop the scheduled task when it is reconciling data
from the third file, then the reconciliation will stop only after
processing the third file completely.

5. After specifying the attributes, click Apply to save the changes.

# Note:

The Stop Execution option is not available in the Administrative and User
Console. If you want to stop a task, then click Stop Execution on the
Task Scheduler form of the Design Console.
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Extending the Functionality of the Connector

This chapter discusses the following optional procedures:

" Note:

From Oracle Identity Manager Release 11.1.2 onward, lookup queries are not
supported. See Managing Lookups in Oracle Fusion Middleware Administering
Oracle Identity Manager for information about managing lookups by using the Form
Designer in the Oracle Identity Manager System Administration console.

* Adding New Attributes for Full Reconciliation

* Adding New Attributes for Incremental Reconciliation

*  Modifying Field Lengths on the OIM User Form

»  Configuring Validation of Data During Reconciliation

»  Configuring Transformation of Data During Reconciliation

e Setting Up the Lookup.PSFT.HRMS.CustomQuery Lookup Definition

e Setting Up the Lookup.PSFT.HRMS.WorkForceSync.EmpStatus Lookup Definition

»  Configuring the Connector for Multiple Installations of the Target System

4.1 Adding New Attributes for Full Reconciliation

This section contains the following topics:

»  About New Attributes for Full Reconciliation

e Adding New Attributes for Full Reconciliation

4.1.1 About New Attributes for Full Reconciliation

ORACLE

You can modify the default field mappings between Oracle Identity Manager and the
PeopleSoft target system. For example, the
Lookup.PSFT.HRMS.PersonBasicSync.AttributeMapping lookup definition for the
PERSON_BASIC_FULLSYNC message holds the default attribute mappings. If required, you
can add to this predefined set of attribute mappings.

By default, the Employee ID field in the target system is mapped to the User Login field in
Oracle Identity Manager. Suppose you change this mapping, for example, Employee ID is
mapped to PS_EMPLID. To match profiles based on this field, you must also change the
reconciliation rule before creating a new reconciliation profile. For the described example, see
the following screenshot of the sample reconciliation:
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a Oracle ldentity Manager Design C

# [ User Management
= E] Resource Management

@ Rule Designer

EEE Resource Objects
=[] Process Management

Email Definition

£ Process Definition
=] Administration

/2 Lookup Definition

,_,_-* User Defined Field Definiti

=) remote Manager
;‘{, Password Folicies
= C] Development Tools
.;:F‘AdapterFactor\;
& Adapter Manager
% Form Designer
& Error Message Definition
{1 Business Rule Definition

[B| Reconciliation Rules

1= IT Resources Type Definiti

Reconciliation Rule Builder

Mame  [eoplesoft HRMS Recon Rulel Operator
Object  |Peoplesoft HRMS | @ AND () OR e
™ For L)
Description Peoplesoft HRMS Reconciliation Rule
|[ Rule Elements

Rule Definition

dd Bul @ Rule: Proplesoft HRMS Recon Rule
|:| PS_EMPLID Equals PS_EMPLID

4.1.2 Adding New Attributes for Full Reconciliation

To add a new attribute for full reconciliation:

" Note:

If you do not want to add new attributes for full reconciliation, then you need
not perform this procedure.

1. In Oracle Identity Manager Design Console, make the required changes as

follows:

¢ See Also:

steps

Adding Target System Attributes for Target Reconciliation in Oracle
Fusion Middleware Developing and Customizing Applications for Oracle
Identity Manager for detailed instructions on performing the following

a. Create a new user-defined field. For the procedure to create a user-defined
field, see step 5 of Adding New Attributes for Incremental Reconciliation.

b. Add a reconciliation field corresponding to the new attribute in the Peoplesoft
HRMS resource object. For example, you can add the Enpl oyee | D

reconciliation field.

ORACLE
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File Edit ToolBar Help
M 4PN DRAB 3X0

(=] racle identity Manager Design Consc | Resgurce Object | Object Reconcilation | !
B 2] User Management I o g ; o i o T
- : ; i i [
£l ] Resource Management : Chject Intial Reconcilistion Date |
|
i

IT Resowrces Type Definition | -} = = o ”
g W [ Reconciliation Fields i Reconciliation Action Rules |

g IT Resowrces

] Ruis Desianer Reconciliation Fields
28 Resource Objects | [_M_F;‘”HI 8] Reconciiation Fislds for Cbject: Peoplesoft HRMS
-] Process Management || T User 1D [String], Required
@7 Administration | [ Deetefield || Name [String)
-] Development Tools : | ] Last Name [String]
! | - user Type (string)
Cd Employes Typs [String]
(21 Organization Name [String]
() status [String]
() Job Cote [String]

(1 Etfective Start Date [Date]
(2 Manager 10 [String]

{2 Department [String]

) Supervisor 1D [String)

1 Employee I0 [String]

TIR——— T

c. Modify the PeopleSoft HRMS Person process definition to include the mapping
between the newly added field and the corresponding reconciliation field. For the
example described earlier, the mapping is as follows:

Enpl oyee 1D = Enpl oyee 1D

d. On the Object Reconciliation tab, click Create Reconciliation Profile. This copies
changes made to the resource object into the MDS.

2. Add the new attribute in the message-specific attribute mapping lookup definition. For
example, the Lookup.PSFT.HRMS.PersonBasicSync.AttributeMapping lookup definition
for the PERSON_BASIC_FULLSYNC message.

The following is the format of the values stored in this table:

Code Key Decode

AttributeName NODE~PARENT NCDE~NCDE TYPE=Val ue~EFFECTI VE
DATED NCDE~PRI MARY

For example:
Code Key: Empl ID
Decode: EMPLID~PERSON
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3.

In this example, Enpl
field is EMPLI D.

The mapping is shown in the following screenshot:

File Edit Tool Bar Help

MerinnEas 5x o

I Dis the reconciliation field and its equivalent target system

= [:l User Management
#-[C] Resource Management
- [C Process Management
=[] acdministration
3] Form Informsation
A2 Lookup Definition

B} system Configuration

B Remate Manager

0‘,':. Password Policies

24| Task Scheduler
2] Developmert Tools

E Oracle ldertity Manager Design Consd

.\."- Uzer Defined Figld Definition | ||

J' Lookup Code Information |

Add the new attribute in the Resource Object attribute reconciliation lookup

[

[ Lookup Definition

Code | pokup PSFT HRMS PersonBasicSyne AtiributeMapping

Fiel [

® Lockup Type (' Field Type
Required [ ]

Group  [PSFT HRMS

[ A |  codewey | Decode i
e 1 User D [EMPLID-PERSON-None-None-PRIMARY
i ‘ Delete: 2 First Mame [FIRST_MAME-MAMES~NANE _TYPE=PRI~EFFDT |
1 |3 LestMame LAST_MAME~NAMES~NAME_TYPE=PRI-EFFDT
: 4 Emp Type \PER_ORi3~FERSON
5 EmpliD [EMPLID~PERSON |
s ]

definition. For example, the Lookup.PSFT.HRMS.PersonBasicSync.Recon lookup
for the PERSON_BASIC_FULLSYNC message.

The following is the format of the values stored in this table:

Code Key

Decode

RO Attribute

ATTRI BUTE FI ELD~LOOKUP NAME

For example:

Code Key: Employee ID

Decode: Empl ID

The following screenshot displays the mapping:

ORACLE"
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E Oracle identity Manager Design Consd 7| -Lookup Defioltion—————— — —
= [;I LUiser Management |
- (] Resource Management Code Lookug PEFT HRMS PersonBasicSync Recon
® ] Process Management da -
= ] Administration
751 Form Information 8 Lookup Type () Field Type
2 Lookup Definition Requred [
%) Uzer Defined Field Definition ST it
=) System Configuration | STEPEPSITHAMS
5 Remote Manager 1/ Lookup Code Infarmation ]
AP Polici |
o..: assword Policies ; i I ] Code Key Decote
| 2l Task Scheduer i First Name [First Name
B ] Developmert Tacks ' Egdelej |57 [Last Name |Last Mame
i [ 3 UseriD [User D
| 4 [Emploves Type [Emps Type-~Emploves Type Ledkup
< i | LookupDefinion (SRUDDGWMORNEN $8U090900z 0

In this example, RO Attribute refers to the resource object attribute name added in the
preceding steps. The decode value is the code key value in the message-specific

attribute mapping lookup definition.

4. Add the new attribute in the Custom Query lookup definition. See Setting Up the
Lookup.PSFT.HRMS.CustomQuery Lookup Definition for more information.

4.2 Adding New Attributes for Incremental Reconciliation

Standard incremental reconciliation involves the reconciliation of predefined attributes. If
required, you can add new attributes to the list of attributes that are reconciled.

ORACLE

" Note:

skip this section.

If you do not want to add new attributes for incremental reconciliation, then you can

To add a new attribute for incremental reconciliation:

1. In Oracle Identity Manager Design Console, make the required changes as follows:

¢ See Also:

Adding Target System Attributes for Target Reconciliation in Oracle Fusion
Middleware Developer's Guide for Oracle Identity Manager for detailed
instructions on performing the following steps
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a. Create a new user-defined field. For the procedure to create a user-defined
field, see step 5 in this procedure.

b. Add a reconciliation field corresponding to the new attribute in the Peoplesoft
HRMS resource object. For the example described earlier, you can add the
Employee ID reconciliation field.

c. Modify the PeopleSoft HRMS Person process definition to include the
mapping between the newly added field and the corresponding reconciliation
field. For the example described earlier, the mapping is as follows:

Enpl oyee 1D = Enpl oyee 1D

d. On the Object Reconciliation tab, click Create Reconciliation Profile. This
copies changes made to the resource object into the MDS.

Add the new attribute in the message-specific attribute mapping lookup definition,
for example, the Lookup.PSFT.HRMS.PersonBasicSync.AttributeMapping lookup
definition for the PERSON_BASIC_SYNC message.

The following is the format of the values stored in this table:

Code Key Decode

AttributeName NODE~PARENT NODE~NCODE
TYPE=Val ue~EFFECTI VE DATED NCDE~PRI MARY

For example:
Code Key: Empl ID
Decode: EMPLID~PERSON

In this example, Enpl | Dis the reconciliation field and its equivalent target system
field is EMPLID.

Add the new attribute in the Resource Object attribute reconciliation lookup
definition, for example the Lookup.PSFT.HRMS.PersonBasicSync.Recon lookup
for the PERSON_BASIC_SYNC message.

The following is the format of the values stored in this table:

Code Key Decode
RO Attribute ATTRI BUTE FI ELD~LOOKUP NAVME
For example:

Code Key: Employee ID
Decode: Empl ID

In this example, RO Attribute refers to the resource object attribute name added in
the preceding steps. The Decode value is the Code Key value defined in the
message-specific attribute mapping lookup definition.

Add the new attribute in the Custom Query lookup definition. See Setting Up the
Lookup.PSFT.HRMS.CustomQuery Lookup Definition for more information.

To create a user-defined field (UDF) on Oracle Identity Manager:
a. Login to the Oracle Identity Management Administration Console.
b. Click Advanced.
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c. On the Configuration tab, click User Configuration.
d. From the Actions menu, select User Attributes.
e. Click Create Attribute.

f.  Enter details of the attribute (UDF) that you want to create. From the Category list,
select Custom Attributes.

Set values for the attribute properties.

Review the data that you have entered, and then save the attribute.

4.3 Modifying Field Lengths on the OIM User Form

You might want to modify the lengths of the fields (attributes) on the OIM User form. For
example, if you use the Japanese locale, then you might want to increase the lengths of OIM
User form fields to accommodate multibyte data from the target system.

If you want to modify the length of a field on the OIM User form, then:
1. Log in to the Design Console.

2. Expand Administration, and double-click User Defined Field Definition.

File Edit Tool Bar Help

M v wDEMB B X8

ORACLE"

B £ User Management
(2] Resource Management
B L] Process Management
(2] Administration

m Form Information

. Pazsword Policies
g]gi Task Scheduler
23} D Development Tools

E Oracle identity hManager Design Consg -

1 Form Information

Form hame  Lizers

: Descriplion  Users - User Defined Fisldz

[ User Defined Columns | Properies | Administrators |

| Auto pre-population

 User Defined Fields

Label |

DataType

Field Type
Column Mame
Defeut Value |

Encrypted [

Sequence |.1

TextField

1@ Lok Deftlion 1 A _ Lebel [Varisnt Type [Length| ColmnNeme | Order | FiektType | Encrypted | |f
R (i 1 |Supervisor D [String E0 MSRLOF SWPER.2  [lextField [0 H
2 d 1 Relete || 3 Manager Name String ',su USR_UDF_MAMA,,. |3 TestField |0

& System Configuration | | 3 |Department  [String 60 USR_UDF_DEPAR... 4 TestField |0

) Remote Manager 4 lob Code  [String 13 USR_LIDF_JOB _C... 5 o

5. Click the Save icon.

] e T [»] | User Defined Fiokd Definiion  {SERDETNGUISMDENHISHTANEN
3. Search for and open the Users form.
4. Modify the length of the required field.
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4.4 Configuring Validation of Data During Reconciliation

ORACLE

You can configure validation of reconciled single-valued data according to your
requirements. For example, you can validate data fetched from the First Name
attribute to ensure that it does not contain the number sign (#). In addition, you can
validate data entered in the First Name field on the user form so that the number sign
(#) is not sent to Oracle Identity Manager during reconciliation operations.

For data that fails the validation check, the following message is displayed or recorded
in the log file:

Val ue returned for fieldFIELD NAMEi s fal se.
To configure validation of data:

1. Write code that implements the required validation logic in a Java class.

# See Also:

The Javadocs shipped with the connector for more information about this
interface

You must create a class with the following signature:

public bool ean validate(HashMap arg0, HashMap argl, String arg2)
In this signature code:

* arg0 contains primary table field values

* argl contains child table field values

* arg2is the field on which validation needs to be done

The following sample validation class checks if the value in the First Name
attribute contains the number sign (#):

package comvalidate;
inmport java.util.*;
public class My/Validation {

public bool ean val i dat e(HashMap hmJser Det ai | s,
HashMap hnEntitlenentDetails, String field) {
/*
You nust wite code to validate attributes. Parent
data val ues can be fetched by using hniserDetails. get(field)
For child data val ues, |oop through the
Arraylist/Vector fetched by hnEntitlementDetails.get("Child

* Ok E ok

Tabl e")
* Depending on the outcone of the validation operation,
* the code nust return true or false.
*/
/*
* |n this sanple code, the value "false" is returned if the field
* contains the nunber sign (#). Qtherwi se, the value "true" is
* returned.
*/
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bool ean val i d=true;
String sFirstName=(String) hmserDetails.get(field);
for(int i=0;i<sFirstNane.length();i++){

if (sFirstNane.charAt(i) == "#"){
val i d=f al se;
br eak;
}
}
return valid;
}
} I* End */

Create a JAR file to hold the Java class.

Run the Oracle Identity Manager Upload JARs utility to post the JAR file created in Step
2 to the Oracle Identity Manager database. This utility is copied into the following location
when you install Oracle Identity Manager:

# Note:

Before you use this utility, verify that the W._HOVE environment variable is set to
the directory in which Oracle WebLogic Server is installed.

*  For Microsoft Windows:
OIM_HOME/server/bin/UploadJars.bat

*  For UNIX:
OIM_HOME/server/bin/UploadJars.sh

When you run the utility, you are prompted to enter the login credentials of the Oracle
Identity Manager administrator, URL of the Oracle Identity Manager host computer,
context factory value, type of JAR file being uploaded, and the location from which the
JAR file is to be uploaded. Specify 1 as the value of the JAR type.

If you created the Java class for validating a process form field for reconciliation, then:
a. Log in to the Design Console.
b. Search for and open the message-specific configuration lookup definition.

For example, locate the Lookup.PSFT.Message.WorkForceSync.Configuration
lookup definition for the WORKFORCE_SYNC message. See
Lookup.PSFT.Message.WorkForceSync.Configuration for information about this
lookup definition. Check for the parameter Validation Lookup Definition in this lookup
definition. The Decode value specifies the name of the validation lookup. In this
example, the Decode value is Lookup.PSFT.HRMS.WorkForceSync.Validation.

c. Search for and open the Lookup.PSFT.HRMS.WorkForceSync.Validation lookup
definition.

d. Inthe Code Key column, enter Fi rst Narme. In the Decode column, enter
com val i date. MyVal i dati on.

Here, the Code Key value specifies the column name of the field you want to
validate. The Decode value is the complete package name of the Java class that has
the validation logic.

e. Save the changes to the lookup definition.
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f. Search for and open the message-specific configuration lookup definition, in
this example, the Lookup.PSFT.Message.WorkForceSync.Configuration
lookup definition.

g. Setthe value of the Use Validation entry to yes.

h. Save the changes to the lookup definition.
5. Remove the PeopleSoftOIMListener.ear file from the application server.
6. Copy the validation JAR file created in Step 2 to the following directory:

CONN_HOME/listener/deployable-archive/PeoplSoftOIMListener.ear/
PeoplSoftOIMListener.war/WEB-INF/lib

7. Redeploy the PeopleSoftOIMListener.ear file on the application server. To do so,
run the following command:

ant redepl oy

See Deploying the PeopleSoft Listener for information about the deployment tool.

4.5 Configuring Transformation of Data During
Reconciliation

You can configure the transformation of reconciled single-valued data according to
your requirements. For example, you can use the Currency Code value to create a
value for the Currency Code field in Oracle Identity Manager.

To configure the transformation of data:

1. Write code that implements the required transformation logic in a Java class.

¢ See Also:

The Javadocs shipped with the connector for more information about this
interface

The following sample transformation class modifies a value for the Currency Code
attribute by prefixing a dollar sign ($) in the Currency Code value received from the
target system:

package comtransform
inport java.util.*;
public class MyTransform {

/*

Description: Abstract nmethod for transformng the attributes
param hmJser Det ai | s<Stri ng, Cbj ect >

HashMap contai ning parent data details

param hnEntitlementDetails <String, Chject>

HashMap containing child data details

*/

public Object transform HashMap hmJser Detail s,
HashMap

hnEntitlenentDetails,String sField) {
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/*

* You nust wite code to transformthe attributes.
Parent data attribute values can be fetched by

using hmJserDetails.get("Field Nane").

*To fetch child data val ues, |oop through the

* ArraylList/Vector fetched by hnEntitlementDetails.get("Child Table")
* Return the transformed attribute.

*|

Systemout.printin("sfield =" + sField);

String sCurrencyCode= (String)hmJserDetails.get(sField);
sCurrencyCode = "$"+sCurrencyCode;

return sCurrencyCode;

}
} /* End */
Create a JAR file to hold the Java class.

Run the Oracle Identity Manager Upload JARs utility to post the JAR file created in Step
2 to the Oracle Identity Manager database. This utility is copied into the following location
when you install Oracle Identity Manager:

# Note:

Before you use this utility, verify that the W._HOVE environment variable is set to
the directory in which Oracle WebLogic Server is installed.

*  For Microsoft Windows:
OIM_HOMEI/server/bin/UploadJars.bat

*  For UNIX:
OIM_HOME/server/bin/UploadJars.sh

When you run the utility, you are prompted to enter the login credentials of the Oracle
Identity Manager administrator, URL of the Oracle Identity Manager host computer,
context factory value, type of JAR file being uploaded, and the location from which the
JAR file is to be uploaded. Specify 1 as the value of the JAR type.

If you created the Java class for validating a process form field for reconciliation, then:
a. Log in to the Design Console.

b. Search for and open the message-specific configuration lookup definition, in this
example, the Lookup.PSFT.Message.WorkForceSync.Configuration lookup
definition for the WORKFORCE_SYNC message.

See Lookup.PSFT.Message.WorkForceSync.Configuration for information about this
lookup definition. Check for the parameter Transformation Lookup Definition in this
lookup definition. The Decode value specifies the name of the transformation lookup.
In this example, the Decode value is
Lookup.PSFT.HRMS.WorkForceSync.Transformation.

c. Search for and open the Lookup.PSFT.HRMS.WorkForceSync.Transformation
lookup definition.

d. Inthe Code Key column, enter Currency Code. Inthe Decode column, enter
comtransform MyTransform
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Here, the Code Key value specifies the column name of the field you want to
validate. The Decode value is the complete package name of the Java class
that has the transformation logic.

e. Save the changes to the lookup definition.

f. Search for and open the message-specific configuration lookup definition, in
this example, the Lookup.PSFT.Message.WorkForceSync.Configuration
lookup definition.

g. Setthe value of the Use Transformation entry to yes.
h. Save the changes to the lookup definition.
5. Remove the PeopleSoftOIMListener.ear file from the application server.
6. Copy the transformation JAR file created in Step 2 to the following directory:

CONN_HOME/listener/deployable-archive/PeoplSoftOIMListener.ear/
PeoplSoftOIMListener.war/WEB-INF/lib

7. Redeploy the PeopleSoftOIMListener.ear file on the application server. To do so,
run the following command:

ant redepl oy

See Deploying the PeopleSoft Listener for information about the deployment tool.

4.6 Setting Up the Lookup.PSFT.HRMS.CustomQuery
Lookup Definition

ORACLE

You configure limited reconciliation by specifying a query condition as the value of the
Custom Query attribute in the message-specific configuration lookup. See
Lookup.PSFT.HRMS.CustomQuery for more information about this lookup definition.

You must ensure that the OIM User attribute to use in the query exists in the
Lookup.PSFT.HRMS.CustomQuery lookup definition. You must add a row in this
lookup definition whenever you add a UDF in the user form.

To add a new UDF to this lookup definition:

1. On the Design Console, expand Administration and then double-click Lookup
Definition.

2. Search for and open the Lookup.PSFT.HRMS.CustomQuery lookup definition.
3. Click Add.

# Note:

The Code Key value represents the resource object field name and the
Decode value specifies the column name of the USR table.

4. Inthe Code Key and Decode columns, enter the values for the UDF.

The following is the format of the values stored in this table:
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Code Key Decode

RO Attribute Name Column name of the USR table

If you have added a UDF Empl ID with column name as USR_UDF_EMPLOYEE_ID,
then define the following entry in this lookup definition:

Code Key: Empl ID
Decode: USR_UDF_EMPLOYEE_ID

5. Click the Save icon.

4.7 Setting Up the
Lookup.PSFT.HRMS.WorkForceSync.EmpStatus Lookup

Definition

ORACLE

The Lookup.PSFT.HRMS.WorkForceSync.EmpStatus lookup definition maps the value
retrieved from the ACTION node in the WORKFORCE_SYNC message XML with the status
to be shown on Oracle Identity Manager for the employee. See
Lookup.PSFT.HRMS.WorkForceSync.EmpStatus for more information about this lookup
definition.

The following section describes how to add an action, for example Suspension in this lookup
definition.

To add an action in the Lookup.PSFT.HRMS.WorkForceSync.EmpStats lookup definition:

1. Obtain the Code Key and the description for the action to be added from your PeopleSoft
functional resource.

The Code Key is usually a three-character string.

The path to obtain the Action values and its description in PeopleSoft HRMS 9.0 is as
follows:

From the Main Menu, select Set Up HRMS, Product Related, Workforce
Administration, and then Actions.

2. Login to the Design Console of Oracle Identity Manager.
3. Expand Administration, and then double-click Lookup Definition.

4. Search for and open the Lookup.PSFT.HRMS.WorkForceSync.EmpStats lookup
definition.

5. Click Add.

# Note:

The following is the format of the values stored in this lookup definition:

Code Key: ACTION value retrieved from the WORKFORCE_SYNC message
XML

Decode: Acti ve or Di sabl ed in Oracle Identity Manager
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6. Inthe Code Key and Decode columns, enter the values for the following values:
Code Key: SUS
Decode: Disabled

In this example, SUS is retrieved from the ACTION node of the
WORKFORCE_SYNC message XML for the action suspension. The
corresponding mapping for this action is defined as Disabled in Oracle Identity
Manager.

# Note:

You must define the mapping for all Actions to be performed on the
target system in this lookup definition.

7. Click the Save icon.

4.8 Configuring the Connector for Multiple Installations of
the Target System

This section contains the following topics:

e Connector Objects and Their Associations

*  Creating Copies of the Connector Objects

4.8.1 Connector Objects and Their Associations

You might want to configure the connector for multiple installations of the target
system. The following example illustrates this requirement:

The London and New York offices of Example Multinational Inc. have their own
installations of the target system. The company has recently installed Oracle Identity
Manager, and they want to configure Oracle Identity Manager to link all the
installations of the target system.

To meet the requirement posed by such a scenario, you can create copies of
connector objects, such as the IT resource and resource object.

The decision to create a copy of a connector object is based on a requirement. For
example, an IT resource can hold connection information for one target system
installation. Therefore, it is mandatory to create a copy of the IT resource for each
target system installation.

With some other connector objects, you do not need to create copies at all. For
example, a single attribute-mapping lookup definition can be used for all installations
of the target system.
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A single listener is sufficient for multiple installations of the target system. You can
configure the nodes to point to the same listener with different IT resource names.

All connector objects are linked. For example, a scheduled task holds the name of the IT
resource. Similarly, the IT resource holds the name of the common configuration lookup
definition, which is Lookup.PSFT.HRMS.Configuration. If you create a copy of an object, then
you must specify the name of the copy in other connector object. Table 4-1 lists association
between connector objects whose copies can be created and the other objects that reference
these objects. When you create a copy of an object, use this information to change the
associations of that object with other objects.

Table 4-1 Connector Objects and Their Associations

Connector Object

Name

Referenced By

Description

IT Resource

PSFT HRMS

e Scheduled Task:
Peoplesoft HRMS
Trusted
Reconciliation

e Resource Object:
Peoplesoft HRMS

You need to create a copy of IT
Resource with a different name.

Resource Object

Peoplesoft HRMS

Message-specific
configuration lookup
definitions:

e Lookup.PSFT.Mes
sage.PersonBasic
Sync.Configuratio
n

e Lookup.
PSFT.Message.W
orkForceSync.Con
figuration

It is optional to create a copy of a
resource object. If you are
reconciling the same set of
attributes from the other target
system, then you need not create a
new resource object.

Note: Create copies of this
resource object only if there are
differences in attributes between
the two installations of the target
system.

Common
Configuration
Lookup Definition

Lookup.PSFT.HRM
S.Configuration

Message-specific
configuration lookup
definitions:

e Lookup.PSFT.Mes
sage.PersonBasic
Sync.Configuratio
n

e Lookup.
PSFT.Message.W
orkForceSync.Con
figuration

It is optional to create a copy of the
common configuration lookup
definition.

Note: Create copies of this lookup
definition only if there are
differences in attributes between
the two installations of the target
system.
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Table 4-1 (Cont.) Connector Objects and Their Associations

Connector Object

Name

Referenced By

Description

Message-specific .
Configuration
Lookup Definition

Lookup.PSFT. Attribute mapping
Message.Pers lookup definitions:

onBasicSync.

«  Lookup.PSFT.HR

It is optional to create a copy of the
message-specific lookup
definitions.

Configuration MS.PersonBasicS Note: Create copies of this lookup
e Lookup. ync.AttributeMappi definition only if there are
PSFT.Messag ng differences in attributes between
e.WorkForceS . | ookup.PSFT.HR the two installations of the target
ync.Configurat MS.WorkForceSy system.
ion nc.AttributeMappi
ng
Attribute Mapping *  Lookup.PSFT. NA This lookup definition holds the
Lookup Definition HRMS.Person information of the attributes
BasicSync.Attr reconciled from the XML message
ibuteMapping file from the target system.
e Lookup.PSFT. Note: Create copies of this lookup
HRMS.WorkF definition only if there are
orceSync.Attri differences in attributes between
buteMapping the two installations of the target
system.
Recon Map Lookup +  Lookup.PSFT. NA This lookup definition maps the

Definition

HRMS.Person
BasicSync.Re
con
Lookup.PSFT.
HRMS.WorkF
orceSync.Rec
on

resource object field with the data
reconciled from the message.

Note: Create copies of this lookup
definition only if there are
differences in attributes between
the two installations of the target
system.

4.8.2 Creating Copies of the Connector Objects

To create copies of the connector objects:

ORACLE

# Note:

See Cloning Connectors in Oracle Fusion Middleware Administering Oracle
Identity Manager for detailed information about the steps in this procedure.

1. Create a copy of the IT resource. See Configuring the IT Resource for information
about this IT resource.

2. Create a copy of the Peoplesoft HRMS resource object.

3. Create copy of the PERSON_BASIC_SYNC and WORKFORCE_SYNC message-
specific configuration lookup.

4. Create a copy of the Lookup.PSFT.HRMS.Configuration lookup definition. Add the
new lookup to the Configuration Lookup parameter of the new IT resource created
in Step 1. See Lookup.PSFT.HRMS.Configuration for information about this lookup

definition.
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5. Create a copy of the message-specific attribute mapping and Recon lookup definition, for
example, the Lookup.PSFT.HRMS.PersonBasicSync.AttributeMapping and the
Lookup.PSFT.HRMS.PersonBasicSync.Recon for PERSON_BASIC_SYNC message.
Similarly, the Lookup.PSFT.HRMS.WorkForceSync.AttributeMapping and the
Lookup.PSFT.HRMS.WorkForceSync.Recon for WORKFORCE_SYNC message.

6. Create a copy of the Peoplesoft HRMS Trusted Reconciliation scheduled task. See
Configuring the Scheduled Task for Person Data Reconciliation for information about this

scheduled task.

To reconcile data from a particular target system installation, specify the name of the IT
resource for that target system installation as the value of the | TResour ce scheduled task

attribute.
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After you deploy the connector, you must test it to ensure that it functions as expected.

" Note:

Using the testing utility, you can test connectivity and perform sanity tests on basic
connector operations.The testing utility does not support functions such as
validation, transformation, resource exclusion, multiple-version support, and remote
connector server.

This chapter discusses the topics related to connector testing.

e Testing Reconciliation

e Troubleshooting

5.1 Testing Reconciliation

The testing utility enables you to test the functionality of the connector. The testing utility
takes as input the XML file or message generated by the target system. It can be used for
testing full and incremental reconciliation.

The testing utility is located in the test directory on the installation media. See Files and
Directories on the Installation Media for more information.

To run the testing utility for reconciliation:

1. Open and edit the test/config/reconConfig.properties file as follows:

i) Enter the PeopleSoftOIMListener servlet URL as the value of ListenerURL in following
syntax:

htt p: // HOSTNAME: PORT/ Peopl eSof t O M.i st ener

For example:

Li stener URL=htt p: // 10. 1. 6. 83: 8080/ Peopl eSof t O M.i st ener

ii) Enter the absolute XML message file path as the value of XMLFilePath as shown in
the following example:

XMFi | ePat h=c: / xm messages/ per son_basi c_sync. xn

# Note:

Ensure that there is no blank or white-space character in the directory path and
file name that you specify.
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iii) Enter a value for the MessageType. For a ping message, specify Pi ng, None,
or ot herw se as shown in the following example:

MessageType=None

iv) Enter a value for ITResourceName. This value must match the active IT
resource in Oracle Identity Manager.

For example:

| TResour ceNane=PSFT HRMS

v) Enter the name of the message for which you run the testing utility.
For example:
MessageNane=PERSON_BASI C_SYNC

2. If you are using Oracle Identity Manager release 11.1.2.x or later, then include the
jrf.jar, jrf-api.jar, and jrf-client.jar files to the classpath.

These JAR files are located in the $ORACLE_COMMON/modules/oracle.jrf_11.1.1
directory.

3. Open a command window, and navigate to the scripts directory.

You must run the testing utility from the O/IM_HOME/server/
ConnectorDefaultDirectory/ CONN_HOME/test/scripts directory, where
CONN_HOME is the connector directory.

For example:
OIM_HOME/server/ConnectorDefaultDirectory/PSFT_ER-11.1.1.5.0/test/scripts
4. Run the following script:
*  For Microsoft Windows:
I nvokelLi st ener. bat
*  For UNIX:
I nvokelLi st ener. sh

Verify that a reconciliation event is created in Oracle Identity Manager and that the
event contains the data specified in the message-specific XML file.

5.2 Troubleshooting

The following table lists solutions to some commonly encountered issues associated
with the PeopleSoft Employee Reconciliation connector:
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Problem Description

Solution

You might receive the following error
message while reconciling job data:

ERROR [ PSFTCOMVON]
ERROR [ PSFTCOMVON]

oracl e.iam connectors. psft.comon. hand
| er. Handl er Factory:

get MessageHand| er:

No Lookup defined for

message WORKFORCE_SYNC. VERSI ON_2

ERROR [ PSFTCOMVON]

ERROR [ PSFTCOMVON]
ERROR [ PSFTCOMVON]

oracl e.iam connectors. psft.comon. |ist
ener . Peopl eSof t O M.i st ener

process: Message specific handl er
couldn' tbe initialized

Pl ease check if |ookup definition has
been

specified for the nessage

" WORKFORCE_SYNC. VERSI ON_2"

ERROR [ PSFTCOMVON]

This indicates that the target system is
sending the WORKFORCE_SYNC message
with the name
WORKFORCE_SYNC.VERSION_2.

If the WORKFORCE_FULLSYNC message
is processed before the
PERSON_BASIC_FULLSYNC message,
then the Oracle Identity Manager stores the
data for all those events in the Event
Received state. You might receive an event in
the Event Received state with an empty
Status field.

Workforce incremental reconciliation fails or
the updates on the target system are not
transmitted to Oracle Identity Manager.

You must modify the Code Key value of the
WORKFORCE_SYNC attribute in the
Lookup.PSFT.HRMS.Configuration lookup definition as
follows:

Code Key: WORKFORCE_SYNC.VERSION_2

Decode:
Lookup.PSFT.Message.WorkForceSync.Configuration

You must check the value of the Action applicable for
the Person in the
Lookup.PSFT.HRMS.WorkForceSync.EmpStatus
lookup definition. This lookup definition stores the
mapping between the Action applicable for a Person
and the OIM User status.

You must update the Lookup.PSFT.HRMS.Configuration
lookup definition on the Design Console.

To update, modify the WORKFORCE_SYNC. VERSI ON_3
value to WORKFORCE_SYNC. | NTERNAL.
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Known Issues and Workarounds

The following is an issue and workaround associated with this release of the connector:

6.1 Deletion Of Person Records Not Supported By The
Connector

The connector does not support direct deletion of person records.

There is no workaround available for this issue.

ORACLE
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Determining the Root Audit Action Details

ORACLE

An XML message that is published by PeopleSoft contains a Transaction node. In case of full
reconciliation, the XML files for PERSON_BASIC_FULLSYNC and
WORKFORCE_FULLSYNC messages have multiple transaction nodes. However, in case of
incremental reconciliation, the XML messages PERSON_BASIC_SYNC and
WORKFORCE_SYNC have only one transaction node.

Every transaction node has a PeopleSoft Common Application Messaging Attributes
(PSCAMA) subnode.

The following screenshot shows the PSCAMA node:
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PSCAMA is an XML tag that contains fields common to all messages. The PSCAMA
tag is repeated for each row in each level of the Transaction section of the message.
PSCAMA provides the following information about the message data:

e Language in which the data is written
*  Type of transaction the row represents, such as add or update

When receiving a message, PeopleCode inspects the PSCAMA node for this
information and responds accordingly.

The AUDIT_ACTN subnode of PSCAMA, known as Root Audit Action, filters the data
records in an XML message. It indicates the action taken against a person, such as
Add or Change in Oracle Identity Manager.

If the biographical information is changed for a person on the target system, then the
Root Audit Action value is C. If a person is added, then the Root Audit Action is either
A or empty.

The Add Root Audit Action is shown in the following screenshot:
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The nonzero level PSCAMA node and its Root Audit Action are shown in the following

screenshot:
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Configuring the Connector Messages

You can configure the connector messages of release 9.1.0.x.y with that of the current

release.

This appendix contains the following topics:

*  Configuring the Connector Messages

*  Lookup Definitions to Configure the Messages

B.1 Configuring the Connector Messages

To configure the messages:

1. Add the following lookup definitions:

Lookup.PSFT.Message.XellerateUser.Configuration
Lookup.PSFT.HRMS.XellerateUser.EmpStatus
Lookup.PSFT.HRMS.XellerateUser.EmpType
Lookup.PSFT.HRMS.XellerateUser.AttributeMapping
Lookup.PSFT.HRMS . XellerateUser.Recon

To add a lookup definition:

a.
b.

C.

Log in to the Oracle Identity Manager Design Console.
Expand Administration and then double-click Lookup Definition.

In the Code field, enter the name of the lookup definition, for example,
Lookup. PSFT. Message. Xel | erat eUser. Confi gurati on.

In the Group field, enter the name with which you want to associate the lookup
definition, for example, PSFT HRVES.

Click the Save icon.

Add the Code Key and Decode values specified in "Lookup Definitions to Configure
the Messages" section. To do so:

i) Click Add.

A new row is added.

i) Enter the following values:

Code Key: Attribute Mapping Lookup

Decode: Lookup.PSFT.HRMS.XellerateUser.AttributeMapping

iii) Repeat Steps i) and ii) to add the remaining entries in the lookup definition.

iv) Click the Save icon.

2. Modify the Lookup.PSFT.HRMS.Configuration lookup definition as follows:

a.

ORACLE

Add the following entry in the lookup definition:
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Code Key: Name of the message sent by PeopleSoft, for example,
XELLERATE_USR_MSG

Decode: Lookup.PSFT.Message.XellerateUser.Configuration
b. Modify the value of the following entry in the lookup definition:
Code Key: Ignore Root Audit Action
Decode: Yes
c. Click the Save icon.

Write code that implements the required message handler or message parser
logic in a Java class. See the following files in the /samples directory of the
installation media for more information about the Java code.

* PSFTXellerateUserReconMessageHandlerimpl.java
» XellerateUserMessageParser.java
Create a JAR file to hold the Java class.

Run the Oracle Identity Manager Upload JARs utility to post the JAR file created in
Step 4 to the Oracle Identity Manager database.

# Note:

See Upload JAR Utility in Oracle Fusion Middleware Developing and
Customizing Applications for Oracle Identity Manager for steps to import
the contents of JavaTasks directory into the Oracle Identity Manager
database.

Remove PeopleSoftOIMListener.ear file from the application server. See
Removing the PeopleSoft Listener for the procedure.

Copy the validation JAR file created in Step 4 to the following directory:
PeoplSoftOIMListener.ear/PeoplSoftOIMListener.war/WEB-INF/lib

Redeploy the PeopleSoftOIMListener.ear file on the application server. See
Deploying the PeopleSoft Listener for the procedure.

Modify the PeopleSoft Integration Broker configuration as follows:

a. In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Nodes.

b. On the Find an Existing Value tab, enter the node name, for example,
O M ER NODE, and then click Search.

c. Onthe Connectors tab, search for the following information by clicking on the
Lookup icon:

Gateway ID: LOCAL
Connector ID: HTTPTARGET
d. On the Properties page in the Connectors tab, enter the following information:
Property ID: HEADER
Property Name: sendUncompressed

Required value: Y
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Property ID: HTTP PROPERTY
Property Name: Method
Required value: POST
Property ID: HEADER

Property Name: Location

Required value: Enter the value of IT Resource name as configured for PeopleSoft
HRMS

Sample value: PSFT HRMS
Property ID: PRIMARYURL
Property Name: URL

Required value: Enter the URL of the PeopleSoft listener that is configured to receive
XML messages. This URL must be in the following format:

http:// ORACLE_| DENTI TY_MANAGER _SERVER | PADDRESS: PORT/ Peopl eSof t O M.i st ener

The URL depends on the application server that you are using. For an environment
on which SSL is not enabled, the URL must be in the following format:

For IBM WebSphere Application Server:
http://10.121. 16. 42: 9080/ Peopl eSof t O M.i st ener

For Oracle WebLogic Server:

http://10.121. 16. 42: 7001/ Peopl eSof t O M.i st ener

For an environment on which SSL is enabled, the URL must be in the following
format:

htt ps: // COMON_NAME: PORT/ Peopl eSof t O M.i st ener

For IBM WebSphere Application Server:
https://exanpl e088196: 9443/ Peopl eSof t O M.i st ener

For Oracle WebLogic Server:

https://exanpl e088196: 7002/ Peopl eSof t O M.i st ener

# Note:

The ports may vary depending on the installation that you are using.

e. Click Save to save the changes.

f. Click the Ping Node button to check whether a connection is established with the
specified IP address.

B.2 Lookup Definitions to Configure the Messages

You must add the following lookup definitions to configure the messages of this release of the
connector:
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Lookup.PSFT.Message.XellerateUser.Configuration
Lookup.PSFT.Message.XellerateUser.Configuration
Lookup.PSFT.HRMS.XellerateUser.EmpStatus
Lookup.PSFT.HRMS.XellerateUser.AttributeMapping
Lookup.PSFT.HRMS.XellerateUser.Recon

B.2.1 Lookup.PSFT.Message.XellerateUser.Configuration

Code Key

Decode

Attribute Mapping Lookup

Custom Query

Custom Query Lookup Definition

Data Node Name
Employee Status Lookup
Employee Type Lookup
Recon Lookup Definition

Message Handler Class

Message Parser

Organization

Resource Object

Transformation Lookup Definition

User Type
Use Transformation

Use Validation

Validation Lookup Definition

Lookup.PSFT.HRMS.
XellerateUser.AttributeMapping

Enter a Value
Lookup.PSFT.HRMS.CustomQuery
Transaction
Lookup.PSFT.HRMS.XellerateUser.EmpStatus
Lookup.PSFT.HRMS.XellerateUser.EmpType
Lookup.PSFT.HRMS.XellerateUser.Recon

oracle.iam.connectors.psft.common.handler.impl.P
SFTXellerateUserReconMessageHandlerimpl

oracle.iam.connectors.psft.common.parser.impl.
XellerateUserMessageParser

Xellerate Users

Peoplesoft HRMS
Lookup.PSFT.HRMS.XellerateUser.Transformation
End-User

No

No

Lookup.PSFT.HRMS.XellerateUser.Validation

B.2.2 Lookup.PSFT.Message.XellerateUser.Configuration

ORACLE

Code Key

Decode

Attribute Mapping Lookup

Custom Query

Custom Query Lookup Definition

Data Node Name
Employee Status Lookup
Employee Type Lookup
Recon Lookup Definition

Message Handler Class

Lookup.PSFT.HRMS.
XellerateUser.AttributeMapping

Enter a Value
Lookup.PSFT.HRMS.CustomQuery
Transaction
Lookup.PSFT.HRMS.XellerateUser.EmpStatus
Lookup.PSFT.HRMS.XellerateUser.EmpType
Lookup.PSFT.HRMS.XellerateUser.Recon

oracle.iam.connectors.psft.common.handler.impl.P
SFTXellerateUserReconMessageHandlerimpl
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Code Key

Decode

Message Parser

Organization

Resource Object

oracle.iam.connectors.psft.common.parser.impl.
XellerateUserMessageParser

Xellerate Users
Peoplesoft HRMS

Transformation Lookup Definition Lookup.PSFT.HRMS.XellerateUser.Transformation
User Type End-User

Use Transformation No

Use Validation No

Validation Lookup Definition Lookup.PSFT.HRMS.XellerateUser.Validation

B.2.3 Lookup.PSFT.HRMS.XellerateUser.EmpStatus

Code Key Decode
A Active
| Inactive

B.2.4 Lookup.PSFT.HRMS. XellerateUser.AttributeMapping

Code Key Decode

Department DEPTID~JOB

Emp Type EMPLOYEETYPE~JOB

First Name FIRST_NAME~PERSONAL_DATA

Last Name LAST_NAME~PERSONAL_DATA

Job ID JOBCODE~JOB

Status STATUS~JOB

User ID EMPLID~PERSONAL_DATA~None~None~PRIMARY

B.2.5 Lookup.PSFT.HRMS.XellerateUser.Recon

ORACLE

Code Key Decode

Department Department

Employee Type Emp Type~Employee Type Lookup
First Name First Name

Last Name Last Name

Job Code Job ID

Status Status~Employee Status Lookup
User ID User ID

B-5



Setting Up SSL on Oracle WebLogic Server

This appendix describes how to configure SSL on Oracle WebLogic Server for PeopleTools
8.50.

Setting up SSL on Oracle WebLogic Server involves the following steps:

Generating Signed Public Encryption Key and CSR
Submitting CSRs to CAs for Signing

Downloading the Root Certificate

Importing a Server-Side Public Key into a Keystore
Generating and Importing Public Keys

Configuring Oracle WebLogic Server to Use the Keystore
Adding the Root Certificate

Configuring the PeopleSoft Certificates

C.1 Generating Signed Public Encryption Key and CSR

To generate signed public encryption key and certificate signing request (CSR):

1.

ORACLE

Start PSKeyManager by navigating to the appropriate directory on the MS-DOS
command prompt.

Enter the following at the command line:

pskeymanager —create

ommand Prompt

D:s\pt858-111-RZ2—-debugswebseruspeoplesof t»bin>pskeymanager —create

The PSKeyManager opens.
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Enter the following at the command line:

Atthe Enter current keystore password [press ENTER to quit] command
prompt, enter the password. The default password is passwor d.

Atthe Specify an alias for this certificate <host_name>? command
prompt, enter the certificate alias and press Enter. The default certificate alias is
the local machine name.

At the What is the common name for this certificate <host_nane>?
command prompt, enter the host name for the certificate, for example
<host_name>.corp.myorg.com.

Press Enter.

PeopleSoft PSkeymanager.

PeopleSoft PEHeyManager:
A wrapper to Sun’s keytool for managing keys and certificates.

Default passwords are *passuord’
Enter current keystore password [press ENTER to guitl:password

Your keystore password is set to the default password of
‘password’. This is too obvious and should NEUER he used
in a production environment. You can change you keystore
password via the —changekeystorepassword option.

Generate new keys.

All certificates and keys require an alias that they will he referenced hy.
To use local machine name press ENTER. to exit enter "QUIT’.

Specify an alias for this certificate [PLE-DC23641-B1?pt858gu

Specify a common name for this certificate.

For server certificates specify the host name as reguested by clients.
For client certificates specify the name is the name of the client.

What is the common name for this certificate [pt858guwl?

Enter the appropriate information at the following command prompts:
Organization unit

Organization

City or Locality

State or Province

Country code

Number of days the certificate should be valid (Default is 90.)

Key size to use (Default is 1024.)

Key algorithm (Default is RSA.)

Signing algorithm (Default is MD5withRSA or SHA1withDSA.)

Atthe Enter a private key password <press ENTER to use keystore
passwor d> prompt, specify the password or press Enter.
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PenpleSnft PSkeymanager. M[=]

Generate new keys.

All certificates and keys require an alias that they will he referenced by.
To use local machine name press ENTER. to exit enter "QUIT’.

Specify an alias for thisz certificate [PLE-DC23641-Bl17pt858guw

Specify a common name for this certificate.
server certificates specify the host name as requested by clients.
client certificates specify the name is the name of the client.

iz the common name for this certificate [pt85%Aguwl?ple—dc23edli-b.peoplesoft.

iz the name of your organizational wnit?PeopleTools
iz the name of your organization?Oracle
iz the name of your City or Locality?Pleasanton
iu the name of your State or Province?CA
the two—letter country code for this unit?US
How many days should this certificate request be valid for [7817
What key size would you like to use [1824]17
What key algorithm would you like to use <RSA or DEA> [RSAI1?
Hha3131gn1ng algorithm would you like to use (MDSwithRSA or SHAlwithDSA> [MDSwit

assword (prezs ENTER to use kevystore password) ?password

5. Verify that the values you entered are correct, and press Enter.

The PSKeyManager generates a public key and provides the CSR that you must submit
to the Certificate Authority (CA) for signing.

The following example shows a sample CSR:

----- BEG N NEW CERTI FI CATE REQUEST--- - -

M | Bt DCCAROCAQAWI DEL MAk GA1 UEBh MCVVIVk EDAOCBgNVBAG TBOFy aXpv bEx EDAOBgNVBAC TB1Bob2VuaXg
xFDASBgNVBA0TC1BI b3BsZVRvh2xz MRMVEQYDVQQL EwpZV@wh GVz h2Z0 MRYWFAYDVQQDEWL NREFXU09 OVDU
xNTAzM G MAOGCSqGSI b3DQEBAQUAA4GNADCBI QKBgQCA3l CZWkr syxven5Qet hAdsLI EEPhhhI 7Tj AOr 8p
xpO+ukDBLI 7Tl Tnt POMJ535qMX k/

j Yt @QbvpwHDYePyNM Vou6wAs 2yr 1B+wJ Sp6Zmi2nmBPPi hf MUXYLGORI | qcnp2Fzdl Ui 4MD7J80b8r f OV
Ni 1bG2dnmXZ0j GvBmNHQ DAQABoAAWDQYJKoZI hvc NAQEEBQADg YEAKX/

ugTt 0soNVim HOYcl 8FyWBb81FWA ROf 1Cr 2MeDi OQ2pt y24dKKLUgl hogTZdFANOed6Kt ¢82/ 5xBoH1gv7Y
eqyPBJvAxXWsek Ms gOEz Lq9OU3ESez Zor YFdr QTzqs EXUp1A+cZdf 00eKwZTFnj NAsh1ki s+HOLoQQwyj gax
Yl =

[F]command Prompt

[Unknownl: What is the name of your State or Province?

[Unknownl: What is the two—letter country code for this wunit?

[Unknownl:z: Is <{CN=ple—-dc2364i-h.peoplesoft.com, OU=PeopleTools, 0=0racle.
le?sa?tun, ST=CA,. C=US> correct?

nol:

Generating Certificate Signing Request *CER’.

Certificate signing request has been written to "ptB85H8gw_certreqg.txt'
Provide thiz CER to a Certificate Authority for signing.
Contents of Certificate signing request for '"pt8S@gu’
BEGIN MEW CERTIFICATE REQUEST

TELMAKGA1UEBhHCUUMxC=AJEgNUBAgTAKNEMRMwEQY DUQQHEwpQhGUhc 2Fu
wZPocmF jhGUxFDAS BgNUBAsTC1B1h3Bs ZURvh2 xzMSUw I w¥ DUQQDExxwhGUt
ZGMyMzYB@ME1 iLnEB1h3BsZXNvZnQuY 29t M1 GF MABGCE gGS I h3DQEBAGQUAAMGNADCBiQKBgQDDHCa j
u jEaTkgmz jU3m¥p8 iWEd 1KT EuG?GgkNZFHrULD1R 3xYEA0+3e BQ? JOuCxZQI +5 +?sA8my5.»G2hRL
aluv3GEdB y1 YgFULgD/PTSutSxygZ4wACE jz +?QexuuvN3zEDbvz1J3gecyc EQ

ArnY¥ JhHaFx»7?m3AUVCHuUmCGTmj?xQs x 1 4vMTBJof B8uaSf BH4GTLIuimbgyavBusbewz iHLQF j
ylZtdC jrUWFPJUZbUz +tashtdBSYFEt 1GTnBmRzn2 E+pmBc gEf Bu jaf e DBUFs RLg +ZPY =
END NEW CERTIFICATE REQUEST

D:~pt858-111-R2—debugswebzervspeoplesoftsbin>
D:ptB58-111-R2—debug~wehservspeoplesoftsbin

The CSR is a text file, and is written to the <PSFT_HOME>\webserv\peoplesoft directory.
The file name is <host_name>_certreq.txt.
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C.2 Submitting CSRs to CAs for Signing
To submit CSRs to CAs for signing:

# Note:

The set of pages are different depending on what CA you plan on using.

1. Click Download a CA certificate, certificate chain, or CRL.

Microsoft Cerificate Services -- PeopleTools TEST root CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program.
By using a certificate, you can verify your identity to people you communicate with over the Web,

sign and encrypt messages, and, depending upon the type of certificate vou request, perform
other security tasks.

You can also use this Web site to download a cerificate authority (CA) certificate, certificate
chain, or certificate revocation list (CRL), or to view the status of a pending request.

For mare information about Certificate Services, see Certificate Services Documentation.

Select atask:
Reqguest a certificate
Wiew the status of a pending cerificate request
Dowinload a CA certificate, certificate chain, or CREL

2. Click advanced certificate request.

Microsoft Certificate Services - PeopleTools TEST root CA Home

Request a Certificate

Select the certificate type:
Web Browser Certificate
E-Mail Protection Cerificate

or, submit an advanced certificate request.

3. Click Submit a certificate request by using a base-64-encoded CMC or
PKCS#10 file, or submit a renewal request by using a base-64-encoded
PKCS #7 file.
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Microsoit Certificate Services - PeopleTools TEST root CA Home

Advanced Certificate Request

The policy of the CA determines the types of cerificates you can request. Click one of the
following options to;

Create and submit a request to this CA.

Submit a cerificate request by using a base-B4-encoded CWC or PKCES #10 file, or submit &
renewal request by using a base-B4-encoded PKCS #7 file.

The Submit a Certificate Request or Renewal page appears.

Paste the content of the CSR in the Saved Request list box.

Microsofit Cerificate ;- PeopleTools TEST root CA Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-B4-encoded CMC or PKCS #10 certificate
request or PKCS #7 renewal request generated by an external source {such as a Web server) in
the Saved Request box.

Saved Request:

coCzePJpzzFrstJDB+?WnH4NpXSm4LNarVXlV3;l
Bazse-bd-encoded |ATHNr IFOCFEUgW,/ s7EQEDLe VeOghr 4GhZh5+00gL7E
cettificate request [RaCcDyBIctT/mowIDAQAEOAAWD OV IKoZ ThvcHAQEE

(CMC or vILeQWoLZoOtfFUE3 Tow TR/ BOT7 vy ivTiUL?RCT

PECS #10 ar wASawuh TAd9F p P Pl 0 RwFVnRCDLDELak/ kPehSrhi

PKCS #y |- END NEW CERTIFICATE REQUEST—-——- =
| | »

Browse for a file to ingert.

Additional Attributes:

Atributes: ILI
al v

The CA may send the signed public key (root) certificate to you by e-mail or require you
to download it from a specified web page.

Download and save the signed public key on your local drive.

Microsoft Certificate Semvices - PeopleTools TEST root CA Home

Certificate Issued

The certificate you requested was issued to you.

" DER encoded or & Base 64 encoded

Download certificate
—==zd Nownload certificate chain
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C.3 Downloading the Root Certificate

To download the root certificate:

1. Click Download a CA certificate, certificate chain, or CRL.

Microsoft Certificate Services -- PeopleTools TEST root CA

Welcome

LUse this Web site to request a certificate for your Web browser, e-mail client, or other program.
By using a certificate, you can verify your identity to people you communicate with over the Web,

sign and encrypt messages, and, depending upon the type of cerificate you request, perform
other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate
chain, or certificate revocation list (CRL), or to view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select a task:
Reqguest a certificate
Wiew the status of a pending certificate request
Cownload a CA certificate, cerificate chain, or CRL

2. From the CA certificate list, select the certificate.

Microsoft Cerificate Se : - PeopleTools TEST root CA, Home

Download a CA Certificate, Certificate Chain, or CRL

Totrust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CEL, select the centificate and encoding
method.

CA certificate:

Current [PeopleTools TEST root CA

Encoding method:

 DER

& Base 64
Download CA certificate
Download CA certificate chain

=3 e

3. Download and save the root certificate on your local drive.

C.4 Importing a Server-Side Public Key into a Keystore

To import a server-side public key into a keystore:
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Importing a Server-Side Public Key into a Keystore

Open PSKeyManager.
Navigate to the required directory on the MS-DOS command prompt.
Enter the following at the command line:

pskeymanager -inport

eoplesoft PSkeymanager.

D=\pt858-111-R2-debug wehservipeoplesoftsbin?pskeymanager —import

Atthe Enter current keystore password command prompt, enter the password and

press Enter.

Atthe Specify an alias for this certificate <host_name>? command prompt, enter

the certificate alias and press Enter.

Atthe Enter the nane of the certification file to inport command prompt, enter

the path and name of the certificate to import.

People5soft PSkeymanager.

PeopleScoft PEKeyManager:
A wrapper to Sun’s keytool for managing keys and certificates.

Default passwords are ‘password’
Using default keystore at keystorespskey

Enter current keystore password [press ENTER to guitl:password

Warning: Your keystore password is set to the default password of
'password’. This is too obvious and should HMEUER be used
in a production environment. You can change you keystore
password via the —changekeystorepassword option.

All certificates and keys require an alias that they u111 he referenced hy.
Prezs ENTER to use local machine name. to exit enter ‘QUIT

Specify an alias for this certificate [PLE-DC23641-B1?PeopleTools

Enter the name of the certificate file to import [press ENTER to gquitl:D:“certs\

RootCA.cer

Atthe Trust this certificate command prompt, enter Yes and press Enter.
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ommand Prompt

‘password’. This is too obuvious and should NEUER he used
in a production environment. You can change you keystore
password via the —changekeystorepassword option.

All certificates and keys reguire an alias that they will he referenced hy.
Press ENTER to use local machine name, to exit enter *QUIT’

Specify an alias for this certificate [PLE-DC23641-Bl1?Peoplelools

Entegnthe name of the certificate file to import [press ENTER to quitl:D:wcertss
oot .cepr
Ouner: CH=PeopleTools TEST woot CA, DC=peoplesoft. DC=com. OU=PeopleTools Develo
pment . O0=PeopleSoft Inc, L=Pleasanton. ST=CA. G=US
Issuer: CH=PeopleTools TEST root CA. DC=peoplesoft, DC=com, OU=PeopleTools Devel
opment,. O=PeopleSoft Inc, L=Pleasanton, S$T=CA. C=US
Serial number: 3056c4Be@?ch?991458c34f5edaf8168
Ualid from: Thu Nov 28 8%:31:38 PST 2883 until: Mon Nov 28 B?:36:28 PST 2823
Certificate f1ngerpr1ntd.
MD B 1:16:2D:18:CC:FA:=78:5E:4 @:CD:=55:97:86:FB
8:F8:FF:43:EA:74:48:9A:44:24:4:9E:=5C:72:19:93:51:91:9C
yes
Certificate was added to keystore

D:\ptE4785%a—debug wehsery\peoplesoft2>

C.5 Generating and Importing Public Keys

ORACLE

To generate and import public keys:

1. Place the public key from your CA in the keystore. The location of the keystore is
as follows:

<PSFT_HOME>\webserv\peoplesoft\keystore

2. Install the certificate for server authentication SSL on Oracle WebLogic Server
using the following command:

pskeymanager -inport

PeopleSoft PSkeymanager.

D:%pt858-111-R2-debug webhservipeoplesof thin*pskeymanager —import

3. Atthe Enter current keystore password command prompt, enter the password
and press Enter.

4. Atthe Specify an alias for this certificate <host_name>? command
prompt, enter the certificate alias and press Enter.

5. AttheEnter the name of the certification file to inmport command
prompt, enter the path and name of the certificate to import.
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People5soft PSkeymanager.

PeopleScoft PEKeyManager:
A wrapper to Sun’s keytool for managing keys and certificates.

Default passwords are ’password’
Enter current keystore password [press ENTER to gquitl:password

Harning: ?our keystore passunrd iz set to the default password of
'password’. This is too obvious and should MEUER be used
in a pruductlun environment. Y¥You can change you keystore
password via the —changekeystorepassword option.

All certificates and keys require an alias that they will bhe referenced hy.
Prezs ENTER to use local machine name. to exit enter ‘QUIT’.
Specify an alias for thiz certificate [PLE-DC23641-B17pt858gw

Enter the name of the certificate file to import [press ENTER to quitl:D:\pt858gq
T

Certificate is successfully installed in the keystore.

Command Prompt

PeopleSoft PEKeyManager:
A wrapper to Sun’s keytool for managing keys and certificates.

Default passwords are ’password’
Enter current keystore password [press ENTER to guitl:password

Harning: ?nur keystore passunrd iz set to the default password of
'password’. This is too obvious and should MEUER be used
in a production environment. You can change you keystore
password via the —changekeystorepassword option.

All certificates and keys require an alias that they u111 he referenced hy.
Press ENTER to use local machine name. to exit enter *QUIT".

Specify an alias for thiz certificate [PLE-DC23641-B17pt858gw

Enter the name of the certificate file to import [press ENTER to quitl:D:\pt858g
v.CEer
Certificate reply was installed in keystore

D:~\pt858-111-R2—-debug~webseruspeoplesoftsbin>
D:s\pt858-111-RZ2—-debugswehseruspeoplesof tsbin’>

C.6 Configuring Oracle WebLogic Server to Use the Keystore

To configure the Oracle WebLogic Server to use the keystore:

1. Log in to Oracle WebLogic Administration Console.
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WEBLOGIC SERVER
; E

Zbea ADMINIST

Log in to wark with the Weblogic Server domain

Username: [Eymem |

Password: |

2. Expand PeopleSoft, Environment, Servers, PIA to setup the SSL configuration
for the PIA server.

Change Center |. Welcome, system Connected to: peaplesoiil
iew :ha'tgss and restarts Home = Summary of Ervironment > Summary of Servers = PIA
No pending changes exist. Click Setti for PIA
the Release Configuration button e
o allow others to edit the
daornain, Configuration | Protocols  Logging Debug  Monitoring Control  Deployments  Services  Security
[ Lock & EdE General  Cluster | Services  Keystores SSL Federation Services  Deployment  Migratior
Domain Structure Keystores ensure the secure storage and management of private keys and trusted certificate author
| lsoft | keystore configurations. These settings help you to manage the security of message transmissions.
peoples
[ Erwvironment
Deployments
[#-Services T
Security Realms Keystores: D : Which confic
: erno ldentity and Dema Trust s bl
- Irteroper ability I L L J dentity and
[ Diagrastics
Identity
Demo Identity Keystore: D jbeawls92 AWEBLOG~1 /serverlib\Demoldentity. ks The path anc
How do I... =
i The type of |
& Canfigure identity and trust Demo Identity Keystore Jks e type o |
i Type: bilarl, it defs
@ Configure keystores
@ Setup SSL Demo Identity Keystore FHEEER R ad The demoa id
) Passphrase: than the key:
System Status =

1 - . x
Ll | 3

3. Click the Keystores tab.

4. From the Keystores list, select Custom Identity and Custom Trust.
5. In the Identity region, complete the following fields:

- In the Custom Identity Keystore field, enter keyst or e/ pskey.

- In the Custom Identity Keystore Type field, enter JKS.

- In the Custom Identity Keystore Passphrase field, enter passwor d.

- In the Confirm Custom Identity Keystore Passphrase field, enter passwor d again.
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7.

Diownanin o bure

eneral | Chuster

[

Senices  Keystores

S5

Federation Services | Deployment | Migration  Tuning

werbad | =

Fapstoras enure e sacure storage and managament of peivate kays snd Yusted certificate authoribes (Cas), This page ktk

:j Wltich conficuration

hwonakl by ersd e
rugt keystores? More Info. .

Thue pathy crecd Filie e of the identily koot
The type of the keystore. Generally, this & |
Thee ervryphed custom idenitity keystore's p
the keysiore will be openad without 3 pais;

Rinitor e custoem identity keypstonn passg™

The path and file name of the custorm frust

|;‘::::;I_lmt keystore configurations. These seltings Felp you o rmanage e oty of message Irarsmissions.
Serwins
Clusters
virual Hoss
Migratabla Targats Keystores: [Custam entity and Custam Trust
Machinas
Wk Morungers
Stariup 8 Shutdown Classes Tdentity
Doy vt
B Services b Iehenidily Kesgstoora:
Security Realis ¥ [keystoreipekey |
F-Triter g aiility
- Diagnasbcs Custom Identity Keystore  [[g
Type:
i o | Custom Identity Keystore
How d L. o ¥ Keys T |
K | Passphrase:
& Configura identity and st
& Configure kaystores Cordirm Cusbom lll-n!-llllr |..u.n.n.m.u. ]
& St up 581 Keystore Passphrase:
Trust
System Status [#
I 1 Custom Trust Keystore: bty sl an e
Health of Running Servers nt e
II Failerl M rustnm Trnst Kewshnes T 1
i

Tha -v-'r nf the beveinre fenerall thie iz o
s

On the SSL tab, ensure that the parameter Two Way Client Cert Behavior is set to
Client Certs Requested and Enforced.

Failed (@)

Critical (0)

Cwverloaded (0)
Warn (0)

I o)

4]

¥ advanced |
45| Hostname verification: [BEA Hostname Verifer =] Specifies wh
wihlogic.se:
acting as at
«@ Custom Hostname Verifier: I:I The name o
weblogic.se
Export Key Lifespan: _ Indicates the
expartable k
before gens
Sarver 1o be
gererating &
Two Way Client Cert Client Cens Requested and Enforced The form of
Behavior: I : j

&5 cert Authenticator:

]

M ssiLRejection Logging Enabled

Inbound Certificate
Yalidation:

Mudthnend Fartificata

The narme o
weblogic.se
this release
security only
Authenticati

Indicates wk
when SSL o

|Elui||ir1 SEL Validation Only

= Indicates the
Info...

Click the Activate Changes button.

1 Tndiratac illl
L3
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Adding the Root Certificate

WEBLOGIC SERVER

Zhea oumistraric E

Welcome, system

Connected to: peoplesoft

Home = Summary of Ervironment = Summary of Servers > PIA

View changes and restarts

Messages

Pending changes exist. They must

be activated to take effect, =
. =e [ Settings updated successfully.

Settings for PIA
.mstrmlure ] Configuration | Protocols  Logging Debug  Monitoring  Control  Deployments  Services  Security
peoplesoft General Cluster  Services  Keystores SSL Federation Services  Deployment  Migration

[F-Erwironment

cepoymas )

[#-Services
~Security Realms This page lets you view snd define various Secure Sockets Layer (SSL) settings for this server stz
[#-Interoper ability of message fransmissions.
[#-Diagnostics
How do I... 3] Identity and Trust |Keysm,es 3 Indicates where 5SS

Locations:
@ Configure identity and trust

key) as well as the

@ Setup SSL ~ Identity
@ Yerify host name verification is

enabled Private Key Location: frarm Custom Identity Keystare

@ Configure a custom host name
L4l

C.7 Adding the Root Certificate

To add the root certificate:

The keystore attrib

Info... =
;IJ

1. Expand Security, Security Objects, and then click Digital Certificates.

ORACLE"
> Security Obletts
B o
— Lables 1o Ship
= Bigusity Links
Dileital Ceriflcates
- Hingks Sianan
Slangn Pegplatogs . "
- Gacurily PeonieCode T CIESUST AlS Yalidia
008905 ool CA GTE CyberTruzt Global Root GTE CyoerTrust Globs| Root Dewll  [#] [=]
oy 2::"“:‘“ | AN =] [Fecnlatonts Test oo A PraplaToals TastFoot CA adaron [+] [=]
~ Common Quarss Roal CA GTE CybiTrust Rool GTE CytieTrust Rioal Dukil  [#] 5]
= Mk Chanage Gparatar Root CA Kewviness Root Heywines s Root Detall [+ [=]
I Uﬂ?ﬁ?‘:ﬁi oot Ca Root 60 Authanty R0l BEC Autharty AR 11 000RM Jatail ’:‘ ':‘
[ arkmow oot CA Tharwte Pergonal Dasic Thewte Personal Dasie 121020 3:59:50PM Detall [+] [=]
I‘_’ ;:Etln T ool CA Thawte Personal Pramium Thawts Persenal Praniium 1T 58 5P petal  [F =
D‘ POE‘«OHIIGINIM Roul Ca Thearsdir Prormiurn Sueracr Thirwdi Preeriurn Sumer 1243020 2.59,50PM Dbl &FH =
I Process Stheculer oot CA Thawts Seever Thawts Server 1BINI0 F5850PM Datall = 4
EE{\TII‘:E:E;IHR Raal GA ionlgsign Cliss 1 Vierisign Cliss 1 AUNTEN 358 59PM hail [ =]
I Gary Access Senices RootCA Verlsign Class 1 - G2 Vensign Claes 1 - G2 OSHA0 1:59:50PH Detail [ =]
] l:nnmllana-okm RoolCA Visisign Clisiss 2 Visisign Chias 2 0RNILA 459 59PN Dulail ] =]
I REN ,
D sfwﬁ:;m;c;wumw RoolCA  Verlslgn Class 2- 62 Verlsion Class 2- 52 ASNEND 4:55:59PM Detall (%] (=]
I MSCHaned Framework || Foo Gn Wonsign Glass 3 vensign Glass 3 ORMEE 455 59FM tall  [F] [F]
Eg:"’;":ﬂ'i‘ﬁ; " ool O Verlgign Clsss 3- 63 Verlzlgn Class 3-153 ASHAND 4:50:59PM Detall [+ [=]
e Mg
I Tranzlations oot CA, Verisign Clags 3 Fublic Primary ca o500 B1853 JRUICPAMAY oy g 400capm Datall  [#] =
& EEN Managor =]l »

2. Click Add Root.

C.8 Configuring the PeopleSoft Certificates

To configure the PeopleSoft certificates:

ORACLE"
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# Note:

You can use the same root certificate generated in Step 2.

1. Expand Security, Security Objects, and then click Digital Certificates.
2. Add a local node type certificate.

3. Set Alias to the default local node.

OoRACLE
= gecurity Objacts
- Lo Profl T
- Laples 1o Bkip
- Bievurity Linksy Digital Certificates
Dinital Centiflcales
-~ Slnota Slarn i
_m it UL Jissuer ARRE Yalidin
Rogl CA GTE CyberTrust Global Root GTE CyberTrust Global Root Deall  [#] [=]
fg:m:m [Cocarnoa =] [oE_LoCAL [Feamarnas Testraot A, Reausst [+] [=]
= Rl A GTE CytnenTrus! Raoal GTE CybiarTrus] Roal Deiiail [+] [=]
= Misis Chianng Qperitor Root A Kewwitness Root KEWVINE 55 Root petall [+ [=]
D Uﬂﬁliumh: oot Ca FanplaTanls Tagt Ront C8 PanplaToals Tast Root CA AUIOTE 936 THAM Datsit  [#] [=]
[ QTS Rol CA Root SOC Authority Rood SG Authority 1231509 11:00:00FM Detall [+ =]
r;:;‘n Engirs oot A Thawte Personal Basic Thawta Personal Bask: NI 5950 patal  [#] [=
& Pergonlizalion Ruol Chy Therwliz Pien s omaal Prermiurn Thired Personal Preemiven 1231020 259 59PM el =+ [=]
I Process Scheduler Fact CA Thrwte Frériun Serer Thiawte Frarmiurn Server 12EV0 0959 Leatail HE T
Ezﬂ;gﬂim Raul G Therwtis Serverr Thiwte Senver 123120 350 59PN ol [#] 5]
> Query Access Sarvices ot CA Varlzign Clags 1 werlsign Class 1 010720 35950PM patall  [F =]
& Indigralian Brkis Rau| CA Virlsign Cliss 1 - 63 Wisrisiign Clags 1 67 DSN&IN 458 59PN Dol [#] [=]
'; g&ﬁmﬁﬁuww RootGA  Verlsign Class 2 Verlzlgn Class 00101120 459:59PM Detall (%] [=]
b MuliChanned Framewark || Sactca Winsign Glass - GF Winsign Glass ¥ 67 OTEAE 455 59PM il [F] [F]
:g;g":ﬁm — Roct A Verlzign Class 3 Verizign Class 3 002D 4:59:50PM Defall  [#] [=]
+ Translations Ragt CA Verizign Class 3- 63 Vensign Class 3- G3 USNENE 15950PM patal  [F[E .
- FOI Managor =]l |

4. Click Request.

5. Send this certificate request to the CA to get a new certificate.

ORACLE
Menu2 @
Viiitlfffﬁﬂlm — E] e Vinior | Sustarnize Page | h@; =1
- Lables to 8kip

Request Mew Certificate

‘Subject Information

Binturity Links
Diaital Ceatilc5tes
Single Slandn

Comanson Name: [QF_LOCAL

Slanan Peaplecose
- Becurh PaopiaCode
Org Unit: [PecplaTools
o Cuary e ity
o ERCIDEOn Organization: [Orasle
:Hiﬁ"ﬁ aane Operator anﬂ'r.|r‘lea5anwn
Suwity
» ies StateProvince: [Ch Countef DS
VAT
" Porkl
I* Ggarch Enging
& Porsoml:gum *Algorithm: [ SHA1 with K28 ancophion =]
I Process Sohesuler oy size: [1024 bas =]

[ Cube Managar

I+ Application Engine:

[ Query ACCess Senicas

[ Irdergralicn: Barenkiee

I REM Server Cansguration
[+ et Manager

I MuliChanne Framework ||
[ Archive Data

b Diiekan Archiivir Mimniagete

[ Trans|stions: hd
- DI Managor =]« ] v

Additional Covlificale Atlriules

Email Adaress: |

Challende Psvid:

[x]}4 I Camicel | Retresh |
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6. Click OK.
ORACLE
) 2 =2
IR L] N i | Customize Pave | 2
= Usr Profili: Ty
- Lablos th 2K Certificate Signing Request
~ BotunibLinks gning Req
Dlutal Genfenles Copy the cerficate siging request elow aid subimit 10 Feople] oots Test Root CA for
= INOCEESI).
- lanon PeaplECods amibues: 0 =]
— gacurity PaonaCos ]
& Qery decurty |- BEGIN MEW CERTIFICATE REQUEST-m
1 Entryntion MIIBGTC CARICAQAWSTELMAKGATLEBNMC VY MAC ZAIBgHVEAG TAKNEM RMMECTDVI OH
- W Ewp QDGYICIF pdASUMASWD OYDVOOKEWIFCmF |bGUE DRSEgNVEAS TC1 BIDIBe vy
~ Ml Changs Opgrator LM EWLwW TDVQQDDANR RYEM TONE | DCEBNZANEgkghk GSwlBA0 EF ALD BI0AWG TR
Bl ' E B HUV TSI KO HYD Ao i 530 501 314 F AANIGWIEP g qwiiiRdsF 838
I LI A8 ar AV E Y U DV BRSO 2SS A H P ERER VL IPVIRDMNEO L3 Ok
L3 & 2gjpOmbin ML crwP s F 2oL S A0 Swnrn T+ RIREC KN | B CAwEARAAMANG DR 5
I= Vo SIbID0ERRQUAMLG RA MR G ChzHaSshhos U+ Xbepl VTR pm M TS D
t- Portal 73 chwnIguikn el D AMEW2 geriL SRR TR 3P CTWHINIVD R I Ho SRR gl
I+ Sesrch Enging 1200 GuriL VM 2L AIHGKRL PG Hag VS i BBORF ai e BRHUL
= Prrsonalization |--—-EMND NEW CERTIFICATE REQUEST—-- =
I Process Scheduler
- Cusbe Manager ok | cancel | Retresh
[ Application Engine
[ Gwery Access Senvicas
£+ Indegration Brokes
[+ REM Server Gonfguration
1 Sétup Manager
1+ MulbCRanel Frasmework
I» Archive Data
1 Dk Avchive Mieniagor
I+ Translations:
I+ EOI Managar =
7. Ensure that the local node appears on the Digital Certificates list.
ORACLE"
= BecUrly JBjedts B Merw Virudore | Cusstornize Page | 8, =]
= Usr Profile Types
- Labies to Skig N _
= Eecurily Links Digital Certificates
Diigital Cedifcaies
~ Blngls Slgran 3
~ Hlanon Pegplegode
— Getintly PEOMCIE Tt “Alas “ISSUIBT IS Validta
_ Dpsong Local Mode  GE_LOGCAL PeopleTools Test fool CA mport [+ [=]
i Cuary decurty ROCTCA GTE CyberT st Global Hoot GTE CyoerTrust Blooal Root Datail =
_'l;“ “I“H : Feoot CA GTE CyberTrust oot GTE CynerTrust Root Dol [#] [=]
= Mis Change Gperatar ROCTCA Keyviness Roat Eayiiiness Fool Datail =
Suurity Aol CA PoapleTool: Test Rond CA ProphiTog T1F20/23 036 T0AM Dl [#] 5]
b
b mm ool CA ool SGC Autharty Root SGG Adthority 12U 110000FM Datall =
L Poral Rool CA Tharviz Prson al Basic Thirwtie Prers onal Basic 1M 359 59PM i
2 2::‘;5:‘:;‘; RoolCA  Thawle Personal Pramium Thawts Personal Premium 1IN 15959PM
b Process Schedulsr Racl CA Thenwhez Prormism Strae Thirwe: Prosriiuen Server 12730720 289.59PM —
I Cube Manager RootCA Theawte Serear Thawte Senver 10 15959PM
£ Application Enginne - o o 59
R e e ROGLCA  varisign Class 1 Veri$ign Clags 1 QU 359:59PM
& Inugradion Brokis ROSICA  Merisign Cless 1 - 02 Verlzign Clags 1 - 62 Q5120 4:59:50PM
: REM Szm;oriwmﬂm Root CA Varisign Class 2 Verisign Clags 2 QBN 459:59PM
i‘w r
e e . RaolGA Wirision Cliis 2 - 62 262 DENANA 459 50PM
I Archive Data RoolCA  Vansign Class 3 Verisign Clags 3 QBN 459:59PM
& Dika Archive Manager Raal CA Milsign Clieits 1- 63 Viarisign Glass 3 - 62 NENANA 459 59PM
I* Translations e e
& EDI Managnr =l |
8. Click Import.

The Import Certificate page appears.
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ORACLE
= BeLurty Ubjecls B Harwe Vi | Custarnize Bae | 5
= Usor Profile Type s
- Labies 10 Skip I i
port Certificate
= Birourity Lirks
Dilat| eftnsale T imgart the cartflicata for OF_LOCAL, paste the PEM formattad cartiicate data here,
- Glonon PeopleCode [ LI W B RAT Fd 31 3YMI e Diah TP 1 200 ghMMI0 S Dig My HRBE A awe sCwaZhg =l
- Beturity PaopiaCogs AZUEAZIC T M HABLIEC S A MM | S Wit Gz 220 L mbiv 3 DDUORW b 2xs
L1 500 30329t D TRVETVCIYML I JGIM| D0 OS5 eSS GZp b S Ly tHED
T Gury Sacunty AR EZEYLABID 395 EXMEAGLY 2 SHERB AR DA WG LICWE GV OVOHMGVE YT
1+ ERcrymtion Vi Byt d 90IENBLMMyb DN Bk BEQUHACEEgehwg et AY TKw T BBOUHMAKGIGhD
- Common Qystes AHABLYW S0 MM W DS GV JZ0LIN b S0 SR 2oL IB00A R M ZEY
~ Mirss Chanae Onerator LB 3BE AN 29161 B SB 5L D TIWVEN TV UYMHUYD 3 DIMIBO 0SS
AT TR T BB ULIHMAKG TG Lob GUBLYSCXHB DO NRNCZE/LNBIb3BE DIy 29t
Secuily
I LIS i NI RRF B W Crs CHRUBGE 78 TIeGE G 2% m A0 55T IUIGWT Gl ihHMG
H VTV Byt 200 ENFIL e byl DUAME ke ik B BAUIF AR OB g G BB Ol T B b B
By [T HBAC b re R by ykHB I ZREY O 4+ Byrilol a2 sbaCaadaZK TV
- Portal Pl A7 2d1L B TL o0 Tol O kAT oy Thov S AR Bk + GV THZBMM UG ha
I+ Gearch Enging sl LG U SPWTMOPITy==
- Prarrsinalization == END CERTIFICATE - -
I* Process Scheculer
[ Culié Managar ok | comee | Retesn |
£ Application Engin
I Query ALcess Senices
L+ Indergraatican Brokie
I REM Sarver Consguration
[ Geiup Managar
[ MuliChannel Framework
[ Archive Data
L+ Drintan Archive Mimnagar
I Translations
- EOI Managor ]
9. Click OK.
ORACLE
© Sacurity Objects
= Lo Profile Typers
- Labies 1o Skip
~ Boeurily Links Digital Certificates
Digital Cediflcaias
~ Singis S0 il
-~ Slanen PeopleCods r
- gocyrity FappleCods Tvps IAkas Jsyar Aas Yalidin
LocslMode  19E_LOGAL PeapleTools Test ool CA O7TI27/00 10:45:25AM Defall  [+] [=]
- Cluary S ity Rool A GTE CyberTrust Global Mol GTE CyberTrust Blobal Kool Datail =
f R Root CA GTE CyberTrust Root GTE CyoerTrust Root Detall  [#] [=]
= Mo Change Operatar Hool CA Kaniiiness Koot Keyviness Root Leatail =]
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10. Click Load Gateway Connectors.
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11.
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The following message appear:

Loadi ng Process was successful .

Nunber of connectors |oaded: 0. Number of

Properties |oaded: 0. (158, 42)

Click OK.

Click Ping Node to ping your local node.
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Changing Default Message Versions

This appendix describes the following procedures:

e Activating a Message Version

e Deactivating a Message Version

D.1 Activating a Message Version

To activate a message version:

1. In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Service Operations.

2. Click the Find Services Operation tab and enter the Service Operation name, such as
PERSON_BASIC_FULLSYNC, in the Service Operation field. Then, click Search.

3. The following screenshot displays INTERNAL message set as active and default. To set
VERSION_3 as Default and Active, click the VERSION_3 link.
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Activating a Message Version

ORACLE’

Favorites Main Menu > PeoplgTools > Integration Broker > Integration Setup > Service Operations

ELO0EN - Handlers | Routings

Service Operation:
Operation Type:
*Operation Description:

Operation Comments:

Owner ID:

Operation Alias:

PERSOM_BASIC_FULLSYMNC

Asynchronous - One Way

|Personal Data Full Sync

HR Core Objects

UserlPassword Required

*Req Verification: Mone
Senvice Operation Security

Default Service Operation Version

*Wersion:

INTERMAL

Version Description:

Version Comments:

nirospection

Type:
Message. \ersion:

*Queune Name:

Message Information

|Personal Data Full Sync

Routing Status

Hon-Repudiation

|| Runtime Schema Validation

Request

Any-to-Local:

Does not exist

Local-to-Local: Does not exist

Local-to-Atom: Does not exist.

Generate Any-to-Local

Generate Local-to-Local

Routing Actions Upon Save

[PERSON_BASIC_FULLSYNCINTERNAQ,| View Message

[PERSON_DATA

@ View Queue  Add New Queue

Mon-Default Versions

Persoenalize | Find | |

Version Description Active
VERSION 1 Personal Data Full Sync |
VERSION 2 Personal Diata Full Sync O
ERSION 3 Personal Data Full Sync | |
VERSION 4 Personal Data Full Sync O
VERSION 5 Person Basic Full Sync 5 |

First &Y 4.5 of 5

Save |

Add Version

4. Select the Default and Active checkboxes highlighted in the following screenshot
and click Save.
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ORACLE

Favgﬁtes Ma'nvl'u'lenu B PeopIgTools ¥ Integratign Broker > lntegratign Setup > Service Operations

Service Operation Version

7 il :
Service Operation PERS0OM_BASIC_FULLSYNC Default Active

Service PERSON_BASIC_FULLSYNC bl slidi edionni
Service Operation Version YERSION_3

[\ Generate Any-to-Local
Operation Type Asynchronous - One Way

[ Generate Local-to-Local

Description |F'ersnna| Data FuII_ Sync_

[| Generate Local-to-Atom
Comments

Non-Repudiation

["| Runtime Schema Validation
Message Information

Type Request

Message Version [PERSON_BASIC_FULLSYNC VERSIONG, View Message

*Queue Name |F'ERSD_N_DATA
Service Operation Mappings

]q View Queue Add Mew Queue

Mappings to and from the default service operation version: INTERNAL Request Message
PERSON_BASIC_FULLSYNC.INTERNAL

Transform From Defaull|

&

Retun

=] Notify |

Service Operation Versions | Service Operation Versions

Then, the VESRION_3 message is activated and set as default.
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ORACLE’

Favc»vr'rtes Mainvl'ﬂ'lenu 5 PeoplgToob 5 Integratign Broker > Integratign Setup > Service Operations

e EEIRN C Handlers | Routings

Service Operation:
Operation Type:
*QOperation Description:

Operation Comments:

Owner ID:

PERSOM_BASIC_FULLSYNC

Asynchronous - One Way

|Personal Data Full Sync

User/Password Required
*Req Verification: Mone
Semvice Operation Security

HR Core Objects

‘Operation Alias: |

Default Service Operation Version
[VERSION_3

|Personal Data Full Sync

Default Active

Routing Status

*Version:

Version Description:

| Any-to-Local:

Does not exist

Version Comments:
| Local-to-Local:

| Local-to-Atom:

Does not exist

Does not exist.

Routing Actions Upon Save

Non-Repudiation !
Generate Any-to-Local

Introspection [ Runtime Schema Validation

Generate Local-to-Local

Message Information
|
Type: Request
MessageVersion:  |PERSON_BASIC_FULLSYNCVERSIONG,| Yiew Message

*Queue Name:  |PERSON_DATA

@ View Queue

Add New Queue |

Non-Default Versions First KA 4.5 of 5 I3

Personalize | Find | E |

| Version Description Active
INTERMAL Personal Data Full Sync ]
VERSION 1 Personal Data Full Sync L}
VERSION 2 Personal Data Full Sync ]
VERSION 4 Personal Data Full Sync L}
VERSIOM 5 Person Basic Full Sync s ]

| Save :| Add Version

General | Handlers | Routings

D.2 Deactivating a Message Version

To deactivate a message version:

1. In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Service Operations.

2. Click the Find Services Operation tab and enter the Service Operation name,
such as PERSON_BASIC_FULLSYNC, in the Service Operation field. Then, click
Search.

3. The following screenshot displays INTERNAL message set as active and default.

To deactivate the non-default VERSION_5 message, click the VERSION_5 link in
the Non-Default Versions region.
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ORACLE

Favorites Main Menu > PeoplgTools » Integration Broker > Integration Setup > Service Operations

ELUE C Handlers [ Routings

Service Operation:
Operation Type:

*Operation Description:

PERSOMN_BASIC_FULLSYMNC

Asynchronous - One Way

|Personal Data Full Sync

User/Password Required

Operation Comments:
*Req Verification: Maone -
Senvice Operation Security
Owner ID: HR Core Objects -
Operation Alias: | |
Default Service Operation Version
*Version:  [INTERNAL | [V Default Active
Version Description: |Persanal Data Full Sync Routing Status
Version Comments: Any-to-Local: Does not exist

Introspection

Type:
Message. Version:

*Queue Name:

Local-to-Local:

Local-to-Atom:

Does not exist

Does not exist.

Message Information

Routing Actions Upon Save

Generate Any-to-Local
Generate Local-to-Local

Hon-Repudiation
["| Runtime Schema Validation

Reguest
[PERSON_BASIC_FULLSYNC.INTERNAG,| View Wessage

ﬁ View Queue

Add Mew Queue

[PERSON_DATA

Hon-Default Versions Personalize | Find | B |

Version  Description Active
VERSION 1 \Personal Data Ful Sync J '
VERSION 2 'Personal Data Full sync | O

VERSION 3 ‘F'ersonal Data Full Sync . O

VERSION 4 'F'ersonal Data Full Sync O

VERSION &5 Person Basic Full Sync & I

save |

Return to Service

Add Version

4. Deselect the Default and Active checkboxes highlighted in the following screenshot and

click Save.
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ORACLE

Fauovntes Mainvl\l'lenu * PeoplgTools > Integratign Broker lntegratign Setup > Service Operations

Service Operation Version

Service Operation PERSON_BASIC_FULLSYNG Default Active
Service PERSON_BASIC_FULLSYNG st it ol
Service Operation Version VERSION_5 "] Generate Any-to-Local
Operation Type Asynchronous - One Way ["I Generate Local-to-Local
Description [Person Basic Full Sync 5 [l Generate Local-to-Atom
Comments

Non-Repudiation
[ Runtime Schema Validation

Message Information

Type Request

Message Version |PERSON_BASIC_FULLSYNC VERSIONG, View hlessage

*Queue Name [PERSON_DATA [@] ViewQueue  AddMNew Queue

. save . Retum

=] Notity |

Then, the VESRION_5 message is deactivated.
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Deactivating a Message Version

ORACLE

Favovntes Mam‘lylenu > PeoplgTools » 1ntegrati9n Broker lntegraﬁgn Setup » Service Operations

;”Hé?idiem"‘;;"h?u'ﬁngs 3

Service Operation: PERSOMN_BASIC_FULLSYMNC
Operation Type: Asynchronous - One Way

*QOperation Description: lFersonaI Data Full Sync

Operation Comments:

Owner ID: HR Core Objects -

UserlPassword Required

*Req Verification: Mone
Senvice Operation Security

Operation Alias: |
Default Service Operation Version

“Version:  |VERSION_3

Default

Version Description:  |Personal Data Full Sync

Version Comments:

Hon-Repudiation
Introspection ["| Runtime Schema Validation

Message Information

Type: Request

Routing Status
Any-to-Local:
Local-to-Local:

Local-to-Atom:

Active

Does not exist

Does not exist

Does not exist

Routing Actions Upon Save

Generate Any-to-Local
Generate Local-to-Local

Message.Version: |F'ERSDN_ELASIC_FULLSYNC.VERSIDI\]_Q. View Message

*Queue Name: |F'_|_E_B‘_3_QI_‘§!_D{\Tﬁ

ﬁ View Queue

Add Mew Queue

Non-Default Vlersions

Version Description

INTERNAL ' Personal Data Full Sync
VERSION 1 'Personal Data Full Sync
VERSION 2 'Personal Data Full Sync
VERSION 4 'Personal Data Full Sync
VERSID:N L \:F'erson Basic Full Sync 5

Personal

| Active

o|o(o|=|ol

Save | Add Version

General | Handlers | Routings
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