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Preface

Preface

Audience

This guide describes the connector that is used to integrate Oracle Identity Manager
with PeopleSoft User Management.

This guide is intended for resource administrators and target system integration teams.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at http://www.oracle.com/pls/topic/lookup?
ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit http://www.oracle.com/pls/topic/
lookup?ctx=acc&id=info Or Visit http://www.oracle.com/pls/topic/lookup?
ctx=accé&id=trs if you are hearing impaired.

Related Documents

For information about installing and using Oracle Identity Manager, visit the following
Oracle Help Center page: http://docs.oracle.com/cd/E52734 01/index.html

For information about Oracle Identity Manager Connectors documentation, visit the
following Oracle Help Center page:

http://docs.oracle.com/cd/E22999 01/index.htm

Conventions

ORACLE

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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What's New in the Oracle Identity Manager
Connector for PeopleSoft User Management?

This chapter provides an overview of the updates made to the software and documentation
for release 11.1.1.6.0 of the PeopleSoft User Management connector.

The updates discussed in this chapter are divided into the following categories:

» Software Updates

This section describes updates made to the connector software. This section also points
out the sections of this guide that have been changed in response to each software
update.

*  Documentation-Specific Updates

This section describes major changes made in this guide. These changes are not related
to software updates.

Software Updates

The following sections discuss the software updates:

» Software Updates in Release 11.1.1.6.0
» Software Updates in Release 11.1.1.5.0

Software Updates in Release 11.1.1.6.0

The following are issues resolved in this release:

Bug Number Issue Resolution

16395344 When you create an access policy with DNLA This issue has been
flags for the connector, the policy did not work as resolved.
expected.

14697872 In Oracle Identity Manager 11.1.2, entitlement, This issue has been
Account Name, and Account ID tagging were resolved.
missing in the process form fields.

16474937 In Oracle Identity Manager release 11.1.2, IT This issue has been
resource tagging was missing in the process resolved.
form fields.

16482125 In Oracle Identity Manager Release 2 BP04 This issue has been
(11.1.2.0.4), provisioning of child table or resolved.

entitlement failed.
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Bug Number Issue Resolution

16091682 Testing scripts shipped with the connector failed  This issue has been
with JRF PortabilityLayerException due to new resolved by updating the
dependencies introduced in Oracle Identity classpath in the scripts.
Manager release 11.1.2.

15873239 Reconciliation failed in a multithreaded This issue has been
environment with FWKO0O5 parse error. resolved.

15868053 Roles that were added directly in PeopleSoft This issue has been

target system were deleted on running the Delete resolved.
Role Recon scheduled task.

13939959 Reconciliation of users containing secondary This issue has been
emails failed. resolved.

Software Updates in Release 11.1.1.5.0

This is the first release of the Oracle Identity Manager Connector for PeopleSoft User
Management based on Identity Connector Framework (ICF). The following software
updates have been made in release 11.1.1.5.0:

* ICF Based Connector

e Simplified PeopleSoft Listener Deployment

e Support for Addition of Custom Attributes and ID Types

e Support for Custom Component Interfaces

e Support for Configuring the Connector for Multiple Target System Versions
e Support for Segregation of Duties (SoD)

e Support for Connection Pooling

e New Lookup Definitions

e Deployment Using Connector Server

e Enhanced Logging

* Resolved Issues

ICF Based Connector

The Identity Connector Framework (ICF) is a component that provides basic
provisioning, reconciliation, and other functions that all Oracle Identity Manager
connectors require.

The Oracle Identity Manager Connector for PeopleSoft User Management is an ICF-
based connector. The ICF uses classpath isolation, which allows the connector to co-
exist with legacy versions of the connector.

For more information about the ICF, see Understanding the Identity Connector
Framework in Oracle Fusion Middleware Developing and Customizing Applications for
Oracle Identity Manager.
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Simplified PeopleSoft Listener Deployment

This release of the connector has a simplified process to deploy the PeopleSoft Listener
compared to previous releases. The deployment is simplified using a new deployment tool.
See Deploying the PeopleSoft Listener for more information.

Support for Addition of Custom Attributes and ID Types

The PeopleSoft User Management connector supports the addition of custom attributes and
ID types for provisioning and reconciliation. See the following sections for more information:

* Adding New Attributes for Provisioning
e Adding New Attributes for Reconciliation
* Adding New ID Types for Provisioning
* Adding New ID Types for Reconciliation

Support for Custom Component Interfaces

The PeopleSoft User Management connector supports the addition of custom component
interfaces. Component interface definitions are assigned in the PeopleSoft Component
Interface configuration objects. You can modify or add custom definitions by editing a copy of
the PeopleSoftComponentInterfaces.xml file located in the xml directory of the connector
package.

See Connector Component Interfaces for the PeopleSoft User Management for more
information.

Support for Configuring the Connector for Multiple Target System Versions

From this release onward, you can configure the connector for target system installations of
different versions. See Configuring the Connector to Support Multiple Versions of the Target
System for more information.

Support for Segregation of Duties (SoD)

The PeopleSoft user profile has roles that can be treated as entitlements. In such cases, the
segregation of duties (SoD) features supported by Oracle Identity Manager can be used. See
Configuring SoD on Oracle Identity Manager for more information.

Support for Connection Pooling

This release of the connector supports the connection pooling feature based on the ICF. In
earlier releases, a connection with the target system was established at the start of a
reconciliation run and closed at the end of the reconciliation run. With the introduction of
connection pooling, multiple connections are established by the ICF and held in reserve for
use by the connector.

New Lookup Definitions

This release of the connector has new lookup definitions. See Lookup Definitions Used
During Connector Operations for more information.
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Deployment Using Connector Server

This release of the connector can be deployed using the Connector Server, which is
included with the ICF. See Installation on Oracle Identity Manager for more
information.

Enhanced Logging

This release of the connector uses the logging feature included in the ICF. See
Enabling Logging for more information.

Resolved Issues

The following table lists issues resolved in this release of the connector:

Bug Number Issue Resolution
12720160 On Oracle Identity Manager 11g release This issue has been resolved.
1(11.1.1) BPOS, during an incremental  The deleted roles in the child form data are
reconciliation operation, the deleted now reconciled.
roles in the child form data were not
reconciled.
10402459 If you remove a secondary e-mail of a This issue has been resolved.

user profile, all other secondary e-mails  Removing a secondary e-mail does not
were removed from the Oracle Identity  jmpact other secondary e-mails on the

Manager form. Oracle Identity Manager form.

10402370 If you update a primary e-mail of a user  This issue has been resolved.
profile, the secondary e-mails were Removing a primary e-mail does not impact
removed from the Oracle Identity other secondary e-mails on the Oracle
Manager form. Identity Manager form.

10402323 During incremental reconciliation of user This issue has been resolved.
profiles, roles were not updated Roles are now updated correctly during
correctly. incremental reconciliation of user profiles.

Documentation-Specific Updates

The following sections discuss the documentation-specific updates:

* Documentation-Specific Updates in Release 11.1.1.6.0

*  Documentation-Specific Updates in Release 11.1.1.5.0

Documentation-Specific Updates in Release 11.1.1.6.0

The following documentation-specific update has been made in revision "24" of
release 11.1.1.6.0:

The "Target System" row of Table 1-1 has been updated to include support for
PeopleTools 8.59.

The following documentation-specific update has been made in revision "23" of
release 11.1.1.6.0:
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The "Target System" row of Table 1-1 has been updated to include support for PeopleTools
8.58.

The following documentation-specific update has been made in revision "22" of release
11.1.1.6.0:

The "Oracle Identity Governance or Oracle Identity Manager" row of Table 1-1 has been
updated to include support for Oracle Identity Governance release 12¢ PS4 (12.2.1.4.0).

The following documentation-specific updates have been made in revision "21" of release
11.1.1.6.0:

* The "Target System" and "Connector Server JDK" rows of Table 1-1 have been updated
to include support for PeopleTools 8.57.

» JDK Requirement for PeopleTools 8.56 and PeopleTools 8.57 has been updated.
» PeopleTools 8.57 related update has been made to several sections across the guide.

The following is a documentation-specific update that has been made in revision "20" of
release 11.1.1.6.0:

The "Oracle Identity Manager" row of Table 1-1 has been renamed as "Oracle Identity
Governance or Oracle Identity Manager" and also updated for Oracle Identity Governance
12c (12.2.1.3.0) certification.

The following documentation-specific updates have been made in revision "19" of release
11.1.1.6.0:

* The "Target System" and "Connector Server JDK" rows of Table 1-1 have been updated
to include support for PeopleTools 8.56.

* JDK Requirement for PeopleTools 8.56 and PeopleTools 8.57 has been added.
» PeopleTools 8.56 update has been made to the following sections:

— Creating a Permission List

— Creating a Role for a Limited Rights User

— Assigning the Required Privileges to the Target System Account

— Installing and Configuring the Connector Server

— Running the Connector Installer

— Configuring the Connector to Support Multiple Versions of the Target System

— Activating the Full Data Publish Rule

— About Configuring the PeopleSoft Integration Broker

— Configuring the PeopleSoft Integration Broker Gateway

— Creating the Remote Node

— Setting the CopyRowsetDelta Option

— Activating the USER_PROFILE Service Operation

— Configuring PeopleSoft Integration Broker

e The description of the ORACLE_COMMON environment variable in Deploying the
PeopleSoft Listener has been modified.

The following documentation-specific updates have been made in revision "18" of release
11.1.1.6.0:
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* The "Target System" and "Connector Server JDK" rows of Table 1-1 have been
updated to include support for PeopleTools 8.55.

» Information regarding PeopleTools 8.55 has been added to the following sections:

JDK Requirement for PeopleTools 8.53, PeopleTools 8.54, and PeopleTools
8.55

Creating a Permission List

Creating a Role for a Limited Rights User

Assigning the Required Privileges to the Target System Account
Installing and Configuring the Connector Server

Running the Connector Installer

Configuring the Connector to Support Multiple Versions of the Target System

*  The patch number to be applied for retesting the provisioning operation has been
updated in Troubleshooting.

* Oracle Identity Manager interface names have been corrected throughout the
document.

The following documentation-specific updates have been made in revision "17" of
release 11.1.1.6.0:

*  The "Connector Server" row has been added to Table 1-1.

The "JDK" row of Table 1-1 has been renamed to "Connector Server JDK".

The following documentation-specific updates have been made in revision "16" of
release 11.1.1.6.0:

e The "Target systems" row of Table 1-1 has been updated.

« A"Note" regarding full reconciliation has been added to the "Target systems" row
of Table 1-1.

e Step 2 of Running the Connector Installer and Step 4 of Configuring the Connector
to Support Multiple Versions of the Target System have been modified to include
information specific to the psmanagement.jar file.

A "Note" has also been added regarding the same.

e Troubleshooting has been updated.

The following documentation-specific updates have been made in revision "15" of
release 11.1.1.6.0:

*  The "Oracle Identity Manager" row of Table 1-1 has been updated.

» Information specific to Oracle Identity Manager 11g Release 2 PS3 (11.1.2.3.0)
has been added to Usage Recommendation.

The following documentation-specific update has been made in revision "14" of
release 11.1.1.6.0:

A "Note" regarding lookup queries has been added at the beginning of Extending the
Functionality of the Connector.

The following documentation-specific updates have been made in the revision "13" of
release 11.1.1.6.0:

*  Modified Configuring the Target System for Provisioning.
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* Removed Section 2.2.2.4.2, "Creating APIs for the Component Interface".

The following documentation-specific updates have been made in the revision "12" of release
11.1.1.6.0:

* A"Note" has been added to Step 5.c of Creating a Role for a Limited Rights User.

* A"Note" has been added to Step 6.e of Assigning the Required Privileges to the Target
System Account.

The following documentation-specific updates have been made in the revision "11" of release
11.1.1.6.0:

e The "Oracle Identity Manager" row of Table 1-1 has been modified to include Oracle
Identity Manager 11g Release 2 PS2 (11.1.2.2.0).

e Information specific to Oracle Identity Manager 11g Release 2 PS2 (11.1.2.2.0) has been
added to Step 5 of Localizing Field Labels in Ul Forms.

The following documentation-specific updates have been made in the earlier revisions of
release 11.1.1.6.0:

* The "Oracle Identity Manager" row in Table 1-1 has been modified.
* A note has been added in the "Files in the dataset directory” row of Table 2-1.
*  The following sections have been added:
— Configuring Oracle Identity Manager 11.1.2 or Later
— Enabling the Reset Password Option in Oracle Identity Manager 11.1.2.1.0 or Later
— Localizing Field Labels in Ul Forms
— Upgrade the Connector from Release 11.1.1.5.0

* Instructions specific to Oracle Identity Manager release 11.1.2.x have been added in the
following sections:

— Running the Connector Installer
— Configuring the IT Resource
— Configuring Scheduled Jobs

* Information about including the jrf.jar, jrf-api.jar, and jrf-client.jar files for Oracle Identity
Manager release 11.1.2.x has been added as step 2 in the following sections:

— Testing Reconciliation
— Testing Provisioning

* PeopleSoft HRMS 9.2 with PeopleTools 8.53 has been added as a supported target
system for this connector. This information has been added in the "Target System” row of
Table 1-1.

* Information about PeopleTools 8.53 has been added to the "JDK" row of Table 1-1.

» JDK Requirement for PeopleTools 8.53, PeopleTools 8.54, and PeopleTools 8.55 has
been added.

*  The first point to the note has been added in Displaying the El Repository Folder.
* A note has been added to Activating the USER_PROFILE Messages.

 HRMS 9.2 related information has been added to the note in the procedure Activating the
USER_PROFILE Service Operation of Setting the CopyRowsetDelta Option.

* Troubleshooting has been updated with information about provisioning operation failure.
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What's New in the Oracle Identity Manager Connector for PeopleSoft User Management?

*  The name of the "Known Issues" chapter has been changed to "Known Issues and
Workarounds." In addition, Known Issues and Workarounds has been
restructured.

Documentation-Specific Updates in Release 11.1.1.5.0

ORACLE

The following documentation-specific update has been made in the revision "4" of the
release 11.1.1.5.0:

* In Certified Components, the Oracle Identity Manager version has been updated to
Release 11.1.1.5 BPO2.

The following documentation-specific update has been made in the revision "5" of the
release 11.1.1.5.0:

e Installation includes connector installation scenarios depending on where you want
to run the connector code (bundle), either locally in Oracle Identity Manager or
remotely in a Connector Server.

The following documentation-specific update has been made in the revision "6" of the
release 11.1.1.5.0:

* In Certified Components the PeopleTools 8.52 has been added as a newly
certified target system.

The following documentation-specific updates have been made in the revision "7" of
the release 11.1.1.5.0:

» Updated Installing and Configuring the Connector Server and Running the
Connector Server to indicate that these procedures are optional, to be performed if
you want to run the connector code (bundle) remotely in a Connector Server.

» Added Deploying the PeopleSoft Listener on WebSphere Application Server.
* Added bug 13497967 to Known Issues and Workarounds.
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About the Connector

The PeopleSoft User Management connector helps you to manage PeopleTools-based
PSOPRDEFN user profile records in PeopleSoft applications including Role and Permission
List assignments to these records.

This chapter contains the following sections:

e Introduction to the PeopleSoft User Management Connector

*  Certified Components

* Determining the Version of PeopleTools and the Target System
* Usage Recommendation

* Certified Languages

*  Connector Architecture

* Features of the Connector

e Lookup Definitions Used During Connector Operations

*  Connector Objects Used During Reconciliation

e Connector Objects Used During Provisioning

* Roadmap for Deploying and Using the Connector

Introduction to the PeopleSoft User Management Connector

ORACLE

Oracle Identity Manager automates access rights management, security, and provisioning of
resources to various target systems. Oracle Identity Manager Connectors are used to
integrate Oracle Identity Manager with target applications. This guide discusses the
connector that enables you to use PeopleSoft Enterprise Applications as a managed (target)
source of user profile data for Oracle Identity Manager.

< Note:

In this guide, the term Oracle Identity Manager server refers to the computer on
which Oracle Identity Manager is installed.

At some places in this guide, PeopleSoft Enterprise Applications has been referred
to as the target system.

The PeopleSoft User Management connector helps you to manage PeopleTools-based
PSOPRDEFN user profile records in PeopleSoft applications including Role and Permission
List assignments to these records. This is done through target resource reconciliation and
provisioning.
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Certified Components

In the target resource configuration, information about user accounts created or
modified directly on the target system can be reconciled into Oracle Identity Manager.
In addition, you can use Oracle Identity Manager to perform provisioning operations on
the target system.

¢ See Also:

Installing Connectors in Oracle Fusion Middleware Administering Oracle
Identity Manager for detailed information about connector deployment
configurations

Certified Components

Table 1-1 lists the components certified for use with the connector.

Table 1-1 Certified Components

Item

Requirement

Oracle Identity Governance You can use one of the following releases of Oracle Identity Governance or Oracle
or Oracle Identity Manager  Identity Manager:

e Oracle Identity Governance 12c (12.2.1.4.0)

*  Oracle Identity Governance 12c (12.2.1.3.0)

*  Oracle Identity Manager 11g Release 2 PS3 (11.1.2.3.0)

e Oracle Identity Manager 11g Release 2 PS2 (11.1.2.2.0)

e Oracle Identity Manager 11g Release 2 BP04 (11.1.2.0.4) and any later BP in
this release track

*  Oracle Identity Manager 11g Release 1 BP06 (11.1.1.5.6) and any later BP in
this release track

Target systems

The target system can be any one of the following:
*  PeopleTools 8.48

e PeopleTools 8.49

e PeopleTools 8.50

*  PeopleTools 8.51

*  PeopleTools 8.52

e PeopleTools 8.53

e PeopleTools 8.54

*  PeopleTools 8.55

*  PeopleTools 8.56

e PeopleTools 8.57

e PeopleTools 8.58

*  PeopleTools 8.59 or later

Note: If you are using PeopleTools 8.54, full reconciliation operation may not work
as expected. Apply PeopleSoft Patch 21109998 using the following URL for this
operation to work successfully:

https://support.oracle.com/

Connector Server

11.1.2.1.0

ORACLE
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Determining the Version of PeopleTools and the Target System

Table 1-1 (Cont.) Certified Components
]

Item

Requirement

Connector Server JDK

JDK 1.6 Update 24 or later, or JRockit 1.6 or later

If you are using PeopleTools 8.53, PeopleTools 8.54, or PeopleTools 8.55, see JDK
Requirement for PeopleTools 8.53, PeopleTools 8.54, and PeopleTools 8.55, for
information related to JDK requirement.

If you are using PeopleTools 8.56 or PeopleTools 8.57, see JDK Requirement for
PeopleTools 8.56 and PeopleTools 8.57, for information related to JDK requirement.

Other Software Ensure that the following components are installed and configured in the target
system environment:
»  Tuxedo and Jolt (the application server)
»  PeopleSoft Internet Architecture
*  PeopleSoft Application Designer (2-tier mode)
The following standard PeopleSoft messages are available:
. USER_PROFILE
. DELETE_USER_PROFILE
SoD engine If you want to enable and use the Segregation of Duties (SoD) feature of Oracle

Identity Manager release 11.1.1.5 BPO1 with this target system, then install Oracle
Applications Access Controls Governor (OAACG) release 8.6.

See SoD Validation of Entitlement Provisioning for more information about the SoD
feature.

Determining the Version of PeopleTools and the Target System

Before you deploy the connector, you might want to determine the version of PeopleTools
and the target system you are using to check whether you are using the combination
supported by this connector.

To determine the version of PeopleTools and the target system you are using:

1.

Open a Web browser and enter the URL of PeopleSoft Internet Architecture. The URL of
PeopleSoft Internet Architecture is in the following format:.

http://IPADDRESS:PORT/psp/ps/?cmd=login
For example:

http://172.21.109.69:9080/psp/ps/?cmd=Ilogin

Click Change My Password. On the page that is displayed, press Ctrl+J. The versions of
PeopleTools and the target system that you are using are displayed.

Usage Recommendation

Depending on the Oracle Identity Manager version that you are using, you must deploy and
use one of the following connectors:

ORACLE

If you are using an Oracle Identity Manager release 9.1.0.2 BPO05 or later and earlier than
Oracle Identity Manager 11g Release 1 BP06 (11.1.1.5.6), then you must use the 9.1.1
version of this connector.

If you are using Oracle Identity Manager 11g Release 1 BP06 (11.1.1.5.6) or later, Oracle
Identity Manager 11g Release 2 BP04 (11.1.2.0.4) or later, or Oracle Identity Manager
11g Release 2 PS3 (11.1.2.3.0), then use the latest 11.1.1.x version of this connector.
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Certified Languages

The connector supports the following languages:

Arabic

Chinese Simplified
Chinese Traditional
Danish

English

French

German

Italian

Japanese

Korean

Portuguese (Brazilian)

Spanish

Connector Architecture

The architecture of the connector can be explained in terms of the connector
operations it supports.

This section contains the following topics:

About the Connector Architecture
Reconciliation
Provisioning

Deployment Options

About the Connector Architecture

ORACLE

Figure 1-1 shows the architecture of the connector.

Chapter 1
Certified Languages
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Connector Architecture
Figure 1-1 Architecture of the Connector
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The target system is configured as a trusted source of identity data for Oracle Identity
Manager. In other words, identity data that is created and updated on the target system is
fetched into Oracle Identity Manager and used to create and update OIM Users.

The connector is implemented using the Identity Connector Framework (ICF). The ICF
provides a container that separates the connector bundle from the application. The ICF also
provides common features that developers would otherwise need to implement on their own,
such as connection pooling, buffering, time outs, and filtering.

For more information about the ICF, see Understanding the Identity Connector Framework in
Oracle Fusion Middleware Developing and Customizing Applications for Oracle Identity
Manager.

Reconciliation

PeopleSoft Enterprise Application is configured as a target resource of Oracle Identity
Manager. Through reconciliation, account data that is created and updated on the target
system is fetched into Oracle Identity Manager and stored against the corresponding OIM
Users.

Standard PeopleSoft XML files and messages are the medium of data interchange between
PeopleSoft Enterprise Applications and Oracle Identity Manager.

The method by which account data is sent to Oracle Identity Manager depends on the type of
reconciliation that you configure as follows:

»  Lookup Reconciliation
*  Full Reconciliation

* Incremental Reconciliation

Lookup Reconciliation

ORACLE

A lookup reconciliation run fetches the records of Email Types, Currency Codes, Language
Codes, Permission Lists, and Roles from the target system. Running PeopleSoft's Application
Engine process generates these properties files at a specified location. Lookup reconciliation
stores the information from these properties files into Oracle Identity Manager as reference
data for subsequent use in provisioning.
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You must run lookup reconciliation at periodic intervals to ensure that all the lookup
data is reconciled into Oracle Identity Manager. See Performing Lookup Reconciliation
for instructions to perform Lookup reconciliation.

Full Reconciliation

¢ Note:

To reconcile all existing target system records into Oracle Identity Manager,
you must run full reconciliation the first time you perform a reconciliation run
after deploying the connector. This is to ensure that the target system and
Oracle Identity Manager contain the same data.

PeopleSoft uses its standard message format USER_PROFILE to send user profile
data to external applications such as Oracle Identity Manager. Full reconciliation
fetches all of these records from the target system to reconcile records in Oracle
Identity Manager. Full reconciliation within Oracle Identity Manager is implemented
using the USER_PROFILE XML file that PeopleSoft generates. See Support for
Standard PeopleSoft Messages for more information about the message.

Full reconciliation involves the following steps:
See Performing Full Reconciliation for instructions to perform full reconciliation.

1. The PeopleSoft Integration Broker populates the XML files for the
USER_PROFILE message with all the user profile data.

2. Copy these XML files to a on the Oracle Identity Manager host computer.

3. Configure the PeopleSoft User Management Target Reconciliation scheduled task.
The XML files are read by this scheduled task to generate reconciliation events.

Incremental Reconciliation

ORACLE

Incremental reconciliation involves real-time reconciliation of newly created or modified
user data. It is achieved by PeopleSoft standard messages, such as USER_PROFILE
and DELETE_USER_PROFILE. See Support for Standard PeopleSoft Messages for
more information about these messages. You use incremental reconciliation to
reconcile individual data changes after an initial, full reconciliation run has been
performed. Incremental reconciliation is performed using PeopleSoft application
messaging.

Incremental reconciliation involves the following steps:

See Performing Incremental Reconciliation for instructions to perform incremental
reconciliation.

1. When user data is added, updated, or deleted in the target system, a PeopleCode
event is activated.

2. The Integration Broker generates an XML message, such as USER_PROFILE or
DELETE_USER_PROFILE, which contains the modified or deleted user data and
sends it in real time to the PeopleSoft listener over HTTP. The PeopleSoft listener
is a Web application that is deployed on the Oracle Identity Manager host
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computer. If SSL is configured, then the message is sent to the PeopleSoft listener over
HTTPS.

3. The PeopleSoft listener parses the XML message and creates a reconciliation event in
Oracle ldentity Manager.

# Note:

During connector deployment, the PeopleSoft listener is deployed as an EAR file.

Provisioning

PeopleSoft Enterprise Application is configured as a target resource of Oracle Identity
Manager. Through provisioning operations performed on Oracle Identity Manager, accounts
are created and updated on the target system for OIM Users.

During a provisioning operation, the adapters pass on to PeopleSoft Enterprise Applications
user data that are created, modified or deleted in Oracle Identity Manager.

The connector, by default, supports Customer and Vendor ID types in addition to the
Employee ID type. The connector is enhanced to support new ID types depending on the
PeopleSoft application module being provisioned. The new ID type can then be linked to a
user profile for provisioning. See Adding New ID Types for more information.

See SoD Validation of Entitlement Provisioning for information about the process followed for
provisioning of role entitlements in an SoD-enabled environment.

Deployment Options

ORACLE

The PeopleSoft Internet Architecture is flexible; this means that you have many options to
consider for deploying PeopleSoft across your enterprise. The following section describes a
split-deployment scenario where the Jolt listener resides on a different computer than the
Integration Broker.

Figure 1-2 shows the architecture of the connector that supports a split-deployment scenario.
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Figure 1-2 Architecture of the Connector for a Split-Deployment Scenario
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In this configuration:

1. The Application Engine is run to generate the properties files for lookup
reconciliation at a user-specified location on PeopleSoft Application Server. These
files are then fed to the respective scheduled tasks in Oracle Identity Manager for
lookup reconciliation. See Configuring the Scheduled Jobs for Lookup Field
Synchronization for more information.

2. Similarly, the Integration Broker creates PeopleSoft standard XML files at a user
specified location on PeopleSoft Application Server for full reconciliation. These
XML files are read by PeopleSoft User Management Target Reconciliation
scheduled task to generate reconciliation events.

3. Incremental reconciliation is achieved by sending in real time standard PeopleSoft
XML messages directly from PeopleSoft Integration Broker to the PeopleSoft
listener over HTTP. The PeopleSoft listener is a Web application that is deployed
on the Oracle Identity Manager host computer.

4. Provisioning of PeopleSoft user accounts is implemented from Oracle Identity
Manager through the PeopleSoft Component Interface-based Java APIs. These
APIs connect to the Application Server Jolt port through a limited rights user who
has the privilege to add, update, and delete PeopleSoft user accounts.

Features of the Connector

The following are the features of the connector:

* Full and Incremental Reconciliation
e Support for Standard PeopleSoft Messages

e Support for Resending Messages That Are Not Processed
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» Target Authentication

* Validation and Transformation of Account Data

*  Connection Pooling

* Adding New ID Types

* Deleting User Accounts

»  Specifying Accounts to Be Excluded from Reconciliation and Provisioning Operations
*  Support for Multiple Versions of the Target System

» Features Provided by the Identity Connector Framework

*  Support for the Connector Server

Full and Incremental Reconciliation

The connector supports reconciliation in two ways:

In a full reconciliation run, all records are fetched from the target system to Oracle Identity
Manager in the form of XML files. In incremental reconciliation, records that are added,
modified, or deleted are directly sent to the listener deployed on the Oracle Identity Manager
host computer. The listener parses the records and sends reconciliation events to Oracle
Identity Manager.

Support for Standard PeopleSoft Messages

PeopleSoft provides standard messages to synchronize user profiles with external
applications, such as Oracle Identity Manager. The connector uses these standard
PeopleSoft messages that are delivered as part of PeopleSoft installation to achieve full
reconciliation and incremental reconciliation. They are listed as follows:

« USER_PROFILE
« DELETE_USER_PROFILE

The USER_PROFILE message contains information about user accounts that are
created or modified. The DELETE_USER_PROFILE message contains information about
user accounts that are deleted.

Fetching all the records present in PeopleSoft to Oracle Identity Manager is implemented
by running the USER_PROFILE message. Similarly, when a user profile is updated in
PeopleSoft, the USER_PROFILE message is triggered. Oracle Identity Manager uses
this message for incremental reconciliation. Similarly, when a user profile is deleted in
PeopleSoft, the DELETE_USER_PROFILE message is triggered from PeopleSoft to
delete the corresponding provisioned resource in Oracle Identity Manager. The
DELETE_USER_PROFILE is supported through incremental reconciliation.

To distinguish between the full and incremental reconciliation USER_PROFILE XML
messages, you must identify the number of transaction nodes in the message. In case of
full reconciliation, the USER_PROFILE message has multiple transaction nodes. But, in
incremental reconciliation, the USER_PROFILE message has a single transaction node
for a particular user.
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Support for Resending Messages That Are Not Processed

Standard messages provided by PeopleSoft are asynchronous. In other words, if a
message is not delivered successfully, the PeopleSoft Integration Broker marks that
message as not delivered. The message can then be retried manually.

If the connector is not able to process the message successfully, it sends an error
code and PeopleSoft Integration Broker marks that message as Failed. A message
marked as Failed can be resent to the listener. See Resending Messages That Are
Not Received by the PeopleSoft Listener for details.

¢ See Also:

Resubmitting and Canceling Service Operations for Processing topic in the
PeopleBook Enterprise PeopleTools 8.49 PeopleBook: PeopleSoft
Integration Broker available on Oracle Technology Network:

http://download.oracle.com/docs/cd/E13292 01/pt849pbr0/eng/
psbooks/tibr/book.htm

Target Authentication

Target authentication is done to validate whether Oracle Identity Manager should
accept messages from the target system or not. Target authentication is done by
passing the name of the IT resource in the Integration Broker node. You must ensure
that the correct value of the IT resource name is specified in the node. See
Configuring PeopleSoft Integration Broker for setting up the node.

In addition, the flag IsActive is used to verify whether the IT resource is active or not.
The value of this flag is Yes, by default. When this value is Yes, target authentication is
carried out. Target authentication fails if it is set to No.

Target authentication is also carried out during a ping request from the PeopleSoft
node.

SoD Validation of Entitlement Provisioning

This connector supports the SoD feature in Oracle Identity Manager release 11.1.1.5
BPO1.

This section contains the following topics:

e About SoD Validation of Entitlement Provisioning

»  SoD Validation Process

About SoD Validation of Entitlement Provisioning

The following are the focal points of this feature:

e The SoD Invocation Library (SIL) is bundled with Oracle Identity Manager release.
The SIL acts as a pluggable integration interface with any SoD engine.
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*  The connector is preconfigured to work with Oracle Applications Access Controls
Governor as the SoD engine. To enable this, changes have been made in the
provisioning workflows of the connector.

* The SoD engine processes role entitlement requests that are sent through the connector.
Potential conflicts in role assignments can be automatically detected.

¢ See Also:

Configuring SoD on Oracle Identity Manager in this guide

SoD Validation Process

When you enable SoD, an entitlement is provisioned only after the SoD validation clears the
request for the entittement. Users can create entitlement requests for themselves.
Alternatively, administrators can submit entitlement requests on behalf of users.

¢ Note:
The connector supports the scenario in which a single request is created for
multiple roles and a single approver is assigned the entire request.

The SoD validation process is asynchronous. The response from the SoD engine
must be brought to Oracle Identity Manager by a scheduled task.

Request-based provisioning of roles involves the following steps:
1. Arequest for arole is created.

Provisioning Operations Performed in an SoD-Enabled Environment describes the
procedure to create the request.

2. After the standard approval process, the SoD Checker process task is triggered. This

process task is completed by running the GetSODCheckResultApproval scheduled task
from the task scheduler.

# Note:

The approver should not approve/deny this task manually while approving the
request.

After the SoD Checker process task is run and the SoD Check result is passed, the
Human Approval task (if it has been defined) is triggered.

3. If the approval process clears the request, then the request data is sent to the process
form. When this data reaches the target system, the role is assigned to the user.
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< Note:

If SoD is not enabled or if the provisioning operation does not include
entitlement provisioning, then the SODCheckStatus field remains in the
SODCheckNotInitiated state.

If the approval process does not clear the request, then the status of the request is
set to Denied.

Validation and Transformation of Account Data

You can configure validation and transformation of account data that is brought into or
sent from Oracle Identity Manager during reconciliation and provisioning.

*  Lookup.PSFT.UM.ReconValidation and Configuring Validation of Data During
Reconciliation provide information about setting up the validation feature during
reconciliation.

»  Configuring Transformation of Data During Reconciliation provides information
about setting up the transformation feature.

*  Lookup.PSFT.UM.ProvValidation and Configuring Validation of Data During
Provisioning provide information about setting up the validation feature during
provisioning.

Connection Pooling

ORACLE

A connection pool is a cache of objects that represent physical connections to the
target. Oracle Identity Manager connectors can use these connections to
communicate with target systems. At run time, the application requests a connection
from the pool. If a connection is available, then the connector uses it and then returns
it to the pool. A connection returned to the pool can again be requested for and used
by the connector for another operation. By enabling the reuse of connections, the
connection pool helps reduce connection creation overheads such as network latency,
memory allocation, and authentication.

One connection pool is created for each IT resource. For example, if you have three IT
resources for three installations of the target system, then three connection pools are
created, one for each target system installation.

Setting up the Lookup.PSFT.Configuration Lookup Definition for Connection Pooling
provides information about connection pooling.

# Note:

The connector does not support connection pooling for provisioning multiple
versions of the target system. In other words, connection pooling is
supported only when provisioning is done for one version of the target
system. In this case, the Multiple Version Support parameter is set to No in
the Lookup.PSFT.Configuration lookup definition.
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Adding New ID Types

You can configure the connector to support additional ID types effortlessly. The connector by
default supports the following ID types other than the Employee (EMP) ID type:

e Customer (CST)
* Vendor (VND)

The following additional attributes are provided in the Oracle Identity Manager process form
to support these ID types:

For Customer:
e Customer ID

e Customer Set ID

For Vendor:

* Vendor ID

* Vendor Set ID

The Adding New ID Types for Provisioning describes the procedure to add ID types.

Deleting User Accounts

The DELETE_USER_PROFILE component interface definition is used to delete user profile
definitions. The delComplntfcKey key is defined in the PeopleSoft Component Interface map
definition file, PeopleSoftComponentinterfaces.xml.

The Lookup.PSFT.Configuration lookup definition contains a mapping for the
delComplintfcKey key to determine the user profile to be used for delete operations.

Specifying Accounts to Be Excluded from Reconciliation and Provisioning

Operations

You can specify a list of accounts that must be excluded from all reconciliation and
provisioning operations. Accounts whose user IDs you specify in the exclusion list are not
affected by reconciliation and provisioning operations.

Lookup Definitions for Exclusion Lists describes the lookup definitions where you specify the
user IDs to be excluded during reconciliation and provisioning operations. Setting Up the
Lookup Definitions for Exclusion Lists describes the procedure to add entries in these lookup
definitions.

Support for Multiple Versions of the Target System

ORACLE

< Note:

See Certified Components for information about the supported PeopleTools
versions. If you are using a PeopleTools version that is not supported, then you are
likely to encounter issues that might be difficult to resolve.
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The connector can be configured to work with different versions of the target system at
the same time without any custom class loader. The connector uses the Identity
Connector Framework (ICF) connector class loader for this feature. For example, you
can use a single instance of the connector to integrate Oracle Identity Manager with a
PeopleTools 8.48 installation and a PeopleTools 8.49 installation.

See Configuring the Connector to Support Multiple Versions of the Target System for
more information.

Features Provided by the Identity Connector Framework

The Identity Connector Framework (ICF) is a component that provides basic
provisioning, reconciliation, and other functions that all Oracle Identity Manager
connectors require. The ICF also uses classpath isolation, which allows the
PeopleSoft connector to co-exist with legacy versions of the connector.

For more information, see Understanding the Identity Connector Framework in Oracle
Fusion Middleware Developing and Customizing Applications for Oracle Identity
Manager.

Support for the Connector Server

If required by your deployment, you can deploy the connector in the Connector Server.
For more information, see Installing and Configuring the Connector Server.

Lookup Definitions Used During Connector Operations

Lookup definitions used during connector operations can be categorized as follows:

*  Lookup Definitions Synchronized with the Target System

*  Preconfigured Lookup Definitions

Lookup Definitions Synchronized with the Target System

During a provisioning operation, you use a lookup field to specify a single value from a
set of values. When you deploy the connector, lookup definitions corresponding to the
lookup fields on the target system are created in Oracle Identity Manager. Lookup field
synchronization involves copying additions or changes made to the target system
lookup fields into the lookup definitions in Oracle Identity Manager.

" Note:

As an implementation best practice, lookup fields should be synchronized
before you perform reconciliation or provisioning operations.

Table 1-2 lists the lookup fields that are synchronized with their corresponding lookup
definitions in Oracle Identity Manager.
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Lookup Definitions Used During Connector Operations

Table 1-2 Lookup Fields That Are Synchronized

Lookup Definition

Target System
Lookup Field

Synchronization Method

Lookup.PSFT.UM.LanguageCode

Language Code

You use the Language Code
Lookup Reconciliation scheduled
task to synchronize this lookup
definition.

Lookup.PSFT.UM.CurrencyCode

Currency Code

You use the Currency Code
Lookup Reconciliation scheduled
task to synchronize this lookup
definition.

Lookup.PSFT.UM.PermissionList

Permission Lists

You use the Permission List
Lookup Reconciliation scheduled
task to synchronize this lookup
definition.

Lookup.PSFT.UM.EmailType Email Type You use the Email Type Lookup
Reconciliation scheduled task to
synchronize this lookup definition.

Lookup.PSFT.UM.Roles Role Name You use the Roles Lookup

Reconciliation scheduled task to
synchronize this lookup definition.

This section describes the other lookup definitions that are created in Oracle Identity
Manager when you deploy the connector. Either lookup definitions are prepopulated with
values or values must be manually entered in them after the connector is deployed.

The predefined lookup definitions can be categorized as follows:

*  Lookup.PSFT.Configuration

»  Lookup Definitions Used to Process USER_PROFILE Messages
* Lookup Definitions Used to Process DELETE_USER_PROFILE Messages

e Other Lookup Definitions

Lookup.PSFT.Configuration

ORACLE

The Lookup.PSFT.Configuration lookup definition is used to store configuration information
that is used by the connector. See Configuring the IT Resource for information about the

entries in this lookup definition.

The Lookup.PSFT.Configuration lookup definition has the following entries:

Code Key

Decode

Description

Bundle Name
c

Bundle Version

1.0.5963

org.identityconnectors.peoplesoftintf Name of the connector bundle

package. Do not modify this
entry.

Version of the connector bundle
class. Do not modify this entry.
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Code Key

Decode

Description

ORACLE

Connector Name

Constants Lookup

delComplntfcKey

DELETE_USER_PROFILE

Ignore Root Audit Action

mappingFactoryClassName

maxFindltems

Recon Exclusion List

rwComplntfcKey

Target Date Format

org.identityconnectors.peoplesoft.co
mpintfc.PeopleSoftComplintfcConnec
tor

Lookup.PSFT.UM.Constants

DELETE_USER_PROFILE

Lookup.PSFT.Message.DeleteUserP
rofile.Configuration

No

org.identityconnectors.peoplesoft.co
mmon.mapping.idm.IDMSAXCompo
nentinterfacesFactory

300

Lookup.PSFT.UM.Recon.ExclusionLi
st

USER_PROFILE_8 4X

Note: If you want to support a
different component interface, you
must change this value. See
Connector Component Interfaces for
the PeopleSoft User Management
for more information.

yyyy-MM-dd

Name of the connector class.
Do not modify this entry.

Name of the lookup definition
that is used to store constants
used by the connector.

Name of the component
interface used for delete
operations.

Name of the lookup definition
for the
DELETE_USER_PROFILE
message.

Use this value if the Root
PSCAMA audit action is
required to be considered while
parsing the XML message.

Use Yes if PSCAMA Audit
Action is not taken into account.
Here, the Root Audit Action is
considered as a Change event.
Use No if PSCAMA Audit Action
is taken into account. If Root
PSCAMA Audit Action is NULL
or Empty, then the Root Audit
Action is considered as an ADD
event.

See Also: Determining the
Root Audit Action Details

TBD

TBD

Name of the lookup for
specifying exclusions during
reconciliation

Name of the component
interface used for create and
update operations.

Data format of the Date type
data in the XML file and
messages

Do not modify this entry.

1-16



Chapter 1
Lookup Definitions Used During Connector Operations

Code Key Decode Description
USER_PROFILE.VERSION_8 Lookup.PSFT.Message.UserProfile. Name of the lookup definition
4 Configuration for the USER_PROFILE
message
See

Lookup.PSFT.Message.UserPr
ofile.Configuration for more
information about this lookup
definition.

User Configuration Lookup Lookup.PSFT.UM.Prov.Configuration Name of the lookup definition
that contains user-specific
configuration properties for
provisioning. Do not modify this

entry.
xmIMapping[LOADFROMURL] Enter the path to the PeopleSoft This file contains the definitions
Component Interface map definition used by the connector for
file. various operations.

Sample value: file://PATHTOXML/ By default, the file is located in
PeopleSoftComponentInterface the /xml of the connector
s.xml package.
Note: See Connector
Component Interfaces for the
PeopleSoft User Management
for more information about this
definition file.

If you deploy the connector on a
cluster, you must copy this file
to the same location on all the
nodes.

The combination of the following fields form the Identity Connector Framework (ICF)
connector key used for identifying the right connector bundle:

 Bundle Name
» Bundle Version
e Connector Name

You can configure the message names, such as USER_PROFILE and
DELETE_USER_PROFILE defined in this lookup definition. See Setting Up the
Lookup.PSFT.Configuration Lookup Definition for instructions on configuring these message
names in the lookup definition.

Lookup Definitions Used to Process USER_PROFILE Messages

ORACLE

The following lookup definitions are used to process the USER_PROFILE messages:

*  Lookup.PSFT.Message.UserProfile.Configuration

*  Lookup.PSFT.UM.UserProfile.ReconAttrMap

*  Mapping Entries in the Lookup.PSFT.UM.UserProfile.ReconAttrMap Lookup Definition
e Lookup.PSFT.UM.UserProfile.Recon

*  Mapping the Entries in the Lookup.PSFT.UM.UserProfile.Recon Lookup Definition
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*  Lookup.PSFT.UM.UserProfile.UserStatus
e Lookup.PSFT.UM.UserProfile.ChildTables
e Lookup.PSFT.UM.UserProfile.Transformation

Lookup.PSFT.Message.UserProfile.Configuration

ORACLE

Chapter 1
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The Lookup.PSFT.Message.UserProfile.Configuration lookup definition provides
configuration-related information for the USER_PROFILE message.

The Lookup.PSFT.Message.UserProfile.Configuration lookup definition has the

following entries:

Code Key

Decode

Description

Attribute Mapping Lookup

Child Table Lookup Definition Lookup.PSFT.UM.UserProfile

Custom Query

Data Node Name

IT Resource Name

Lookup.PSFT.UM.UserProfile

.ReconAttrMap

.ChildTables

Enter a Value

Transaction

PSFT User

Name of the lookup definition
that maps Oracle Identity
Manager attributes with the
attributes in the USER_PROFILE
message during reconciliation
operations.

See
Lookup.PSFT.UM.UserProfile.Re
conAttrMap for more information
about this lookup definition.

Name of the lookup definition
that maps resource object fields
and multivalued target system
attributes during reconciliation
operations.

If you want to implement limited
reconciliation, then enter the
query condition that you create
by following the instructions
given in Limited Reconciliation.

Name of the node in the XML
files to run a transaction

Default value: Transaction

You must not change the default
value.

Name of the IT resource
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Code Key

Decode

Description

Message Handler Class

Message Parser

Primary Email Lookup

Recon Lookup Definition

Resource Object

Transformation Lookup
Definition

User Status Lookup

Use Transformation

Use Validation

ORACLE

oracle.iam.connectors.psft.co
mmon.handler.impl.PSFTUse
rProfileReconMessageHandl
erlmpl

oracle.iam.connectors.psft.co
mmon.parser.impl.UserMess
ageParser

Lookup.PSFT.UM.PrimaryEm
ail

Lookup.PSFT.UM.UserProfile
.Recon

Peoplesoft User

Lookup.PSFT.UM.UserProfile
.Transformation

Lookup.PSFT.UM.UserProfile
.UserStatus

No

No

Name of the Java class that
accepts the XML payload,
configuration information, and a
handle to Oracle Identity
Manager. Depending on the
message type, it retrieves the
appropriate configuration from
Oracle Identity Manager and
processes the message. To
parse a specific message type, it
relies on a Message Parser
factory.

If you want a customized
implementation of the message,
then you must extend the
MessageHandler.java class.

Name of the parser
implementation class that
contains the logic for message
parsing

If you want a customized
implementation of the message,
then you must extend the
MessageParser.java class.

Name of the lookup definition
used to specify whether an e-
mail ID is primary or not

Name of the lookup definition
that maps the Oracle Identity
Manager attributes with the
Resource Object attributes

Name of the resource object

Name of the transformation
lookup definition

See Configuring Transformation
of Data During Reconciliation for
more information about adding
entries in this lookup definition.

Name of the lookup definition
that provides the user status

See
Lookup.PSFT.UM.UserProfile.Us
erStatus for more information
about this lookup definition.

Use this parameter to perform
transformation.

Use this parameter to perform
validation.
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Code Key Decode Description
Validation Lookup Definition Lookup.PSFT.UM.ReconValid Name of the validation lookup
ation definition for reconciliation

See Configuring Validation of

Data During Reconciliation for
more information about adding
entries in this lookup definition.

Lookup.PSFT.UM.UserProfile.ReconAttrMap

The Lookup.PSFT.UM.UserProfile.ReconAttrMap lookup definition maps OIM User
attributes with the attributes defined in the USER_PROFILE message XML. The
following is the format of the values stored in this lookup definition:

Code Key

Decode

Currency Code
Customer ID
Customer Set ID
Email ID

Email Type
Employee ID
Language Code

Multi Language Code

Navigator Home
Permission List

Primary Email
Primary Permission List

Process Profile
Permission List

Return ID
Role

Row Security Permission
List

Symbolic ID
User Description
User ID

User ID Alias
User Status
Vendor ID
Vendor Set ID

CURRENCY_CD~PSOPRDEFN
CUST_ID~PSOPRALIAS~OPRALIASTYPE=CST
SETID~PSOPRALIAS~OPRALIASTYPE=CST
EMAILID~PSUSEREMAIL~None~None~CHILD=Email IDs
EMAILTYPE~PSUSEREMAIL~None~None~CHILD=Email IDs
EMPLID~PSOPRALIAS~OPRALIASTYPE=EMP
LANGUAGE_CD~PSOPRDEFN

MULTILANG~PSOPRDEFN

DEFAULTNAVHP~PSOPRDEFN

EMAILID~PSUSEREMAIL~PRIMARY_EMAIL=Y
OPRCLASS~PSOPRDEFN
PRCSPRFLCLS~PSOPRDEFN

OPRID~PSOPRDEFN~None~None~PRIMARY
ROLENAME~PSROLEUSER_VW~None~None~CHILD=Roles
ROWSECCLASS~PSOPRDEFN

SYMBOLICID~PSOPRDEFN
OPRDEFNDESC~PSOPRDEFN
OPRID~PSOPRDEFN~None~None~PRIMARY
USERIDALIAS~PSOPRDEFN
ACCTLOCK~PSOPRDEFN
VENDOR_ID~PSOPRALIAS~OPRALIASTYPE=VND
SETID~PSOPRALIAS~OPRALIASTYPE=VND

Code Key: Name of the OIM User field

Decode: Combination of the following elements separated by the tilde (~) character:
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NODE~PARENT NODE~TYPE NODE=Value~EFFECTIVE DATED NODE~PRIMARY or
CHILD=Multivalued Child Table RO Field

In this format:

NODE: Name of the node in the USER_PROFILE message XML from which the value is read.
You must specify the name of the NODE in the lookup definition. It is a mandatory field.

PARENT NODE: Name of the parent node for the NODE. You must specify the name of the
parent node in the lookup definition. It is a mandatory field.

TYPE NODE=Value: Type of the node associated with the Node value. Value defines the type of
the Node.

EFFECTIVE DATED NODE: Effective-dated node for the NODE element, if any.

PeopleSoft supports effective-dated events. The value refers to the name of the node that
provides information about the date on which the event becomes effective.

The USER_PROFILE message does not support effective-dated information. Therefore, the
value of this parameter in the preceding syntax is None.

PRIMARY or Child=Multivalued Child Table RO Field: Specifies whether the node is a
mandatory field or a multivalued attribute on Oracle Identity Manager.

In case of multivalued attribute data, CHILD specifies that this is a Child data followed by the
name of the table defined in the resource object to which the data corresponds.

Mapping Entries in the Lookup.PSFT.UM.UserProfile.ReconAttrMap Lookup Definition

ORACLE

The following scenario illustrates how to map the entries in the lookup definition.

You want to retrieve the value for the Email Type Code Key that is defined as a multivalued
attribute in Oracle Identity Manager. In PeopleSoft, the PSUSEREMAIL rowset lists the e-mail
IDs assigned to a user. The NODE will be EMAILTYPE as depicted in the XML file. See the
sample XML file in Figure 1-3 for more information about each node in the USER_PROFILE
message.
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Figure 1-3 Sample XML File for USER_PROFILE Message

Fle Edt View Options Navigste Hel :
DM & @0 o |1 ot 45|
= T =Iransacuon= =
=He» USER_PROFILE - -PSOPRDEFN (3s5= B
He FleldTypes «OPRID [sChanged = " »004 3=/DPRID>,
:>(lls$g?11:ac“m =VERSION IzChanged = ""=174=NERSION= __|
o =0PRDEFNDESC [sChanged =""=PS ka to
4> PSOPRDEFH <EMPLID |sChanged = "**>0043<EMPLID>
K = class="R <EMAILID |sChanged = *1"=peopi esoft@oracle com=EMAILID =
#<12 OPRID =OPRCLASS IsChanged = */"=HCPPALL=IOPRCLASS =|
#1415 VERSION <ROWSECCLASS IsChanged ="' *HCDPALL/ROWSECCLASS =
$<r> OPRODEFNDESC <OPERPSWD |:Changed = " >IBISHGEMgdKAIUUEZILIN+ TwhiLi= <OPERPSWD>
[<r> EMPLID <ENCRYPTED IsChanged = "¢"=1 <ENCRYPTED>
147> EMAILID =SYMBOLICID |sChanged = > 5YSADM1 </SYMBOLICID=]
<15 OPRCLASS <LANGUAGE_CD [sChanged = "{">ENG<LANGUAGE _CD>
(T2 ROWSECCLASS <MULTILANG>0<MULTILANG>
[¥<r> OPERPSWOD =CURRENCY_CD IsChanged = "7"=USD=/CURRENCY_CD]
515 ENCRYPTED <LASTPSWDCHANGE |5 Changed = “r">2008-03-14=1LASTPSWD CHANGE=
(<12 SYMBOLICID <ACCTLOCK>0<ACCTLOCK>]
> LANGUAGE_CD =PRCSPRFLCLS IsChanged ="Y"=*HCEPFRF LﬂDHCSDRFLCLSﬂ_‘
> MULTILANG =DEFAULTHAVHP IsChanged = ¥ >HCSPNAYHP =/DEFAUL TNAVHP>
1% CURRENCY_CD <FAILEDLOGINS >0 <FAILEDLOGINS 2|
[#4r> LASTP SWODCHANGE <EXPENT >0 <EXPENT >
[Ty ACCTLOCK <OPRTYPE=0=/OPRTYPE=]
?_JEO_'?(TS PRCSPRFLCLS <USERIDALIAS!=
B> DEFAULTNAVHP <LASTSIGNOMDTTM [5Changed = "y »2000-07-09T09:21: 28.000000-07 00<LAS TSIGNONDTTM>]
(x> FAILEDLOGINS <L ASTUPDDTTM IsChanged = “¥*=2009-07-09T10:29:28.000000-0700 <L ASTUPDDTTM=
LS EAPENT. <LASTUPDOPRID |sChanged = "1">PS<LASTUPDOPRID=
<P OPRTYPE <PTALLOWSWITCHUSER=0<PTALLOWSWITCHUSER =
[¢ 2 USERIDALIAS <PSOPRALIAS tlass = "R'>
(<12 LASTSIGNONDTTH <OPRID IsChanged = “*>0043<10PRID=|
4 LAETUPCDITTH <OPRALIASTYPE IsChanged = "1'=EMP </OPRALIASTYPE>
415 LASTUPDOPRID <OPRALIASVALUE |sChanged = "1">0043=0PRALINSYAL UES]
FHTr PTALLOWSWITCHUS <SETIDV>|
[ PSOPRALIAS <EMPLID IsChanged =¥ =0043=/EMPLID=|
[#her PECAMA
[#-6» PEROLEUSER_WW
(£ PSCAMA
e3> PSROLEUSER_WW
(s3> PSCAMA
[#He PEROLEUSER_WY
e PSCAMA
fes PEROLEUSERW. <EOTP_PARTNERID=0=EOQTP_PARTNERID=]
[ PECAMA meADRAI IR =
<> PSROLEUSER_WW oot ———_——_—_ . o
<> PSCAMA, | Tree Selection Browser _;_|
i< PSROLEUSER_WW %3
- ol % PSOPRDEFN
e PSROLEUSER_WW 1 Attributes:
. Fledr PRCAMA . F—Im—l
‘Eﬂ Tree View i;Q Dwa.mingis).[ 4 I » L—a—l—l5 Flass|R =l

NODE: EMAILTYPE

If you do not want to provide any element in the Decode column, then you must
specify None. This is implemented for the User ID attribute.

PARENT NODE: PSUSEREMAIL
TYPE NODE=Value: PRIMARY_EMAIL=N
EFFECTIVE DATED NODE: None

The parent node for the EMAILTYPE node will be PSUSEREMAIL. Now suppose, you
have a scenario where want to retrieve the e-mail IDs that are not defined as Primary.
In this case, you must identify the TYPE NODE value for the parent node that has the
value N. In this example, the type node is PRIMARY_EMAIL with the value N.

The effective-dated node will be None, because the USER_PROFILE message does
not provide this information.

The Multivalued Child Table RO Field in this scenario is Email IDs. It is the name of the
table defined in the Resource Object for the Email ID child attribute.

Now, you can concatenate the various elements of the syntax by using a tilde (~) to
create the Decode entry for Email Type, as follows:
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Child=Multivalued Child Table RO Field: CHILD=Email IDs

So, the Decode column for Email Type is as follows:

EMAILTYPE~PSUSEREMAIL~PRIMARY EMAIL=N~None~CHILD=Email IDs

The Lookup.PSFT.UM.UserProfile.Recon lookup definition maps the resource object field
name with the value fetched from the Lookup.PSFT.UM.UserProfile.ReconAttrMap lookup.

The Lookup.PSFT.UM.UserProfile.Recon lookup definition has the following entries:

Code Key

Decode

Currency Code
Customer ID
Customer Set ID
Email Address
Email Type
Employee ID
ITResource Name
Language Code
MultiLanguage code
Navigator Home Page
Primary Email Address
Primary Email Type
Primary Permission
Process Profile

Role Name

Row Security
Symbolic ID

User Description
User ID

User ID Alias

User Status

Vendor ID

Vendor Set ID

Currency Code~None~LKF

Customer ID

Customer Set ID

Email ID~None~None~Child

Email Type~None~LKF~Child

Employee ID

IT Resource Name

Language Code~None~LKF

Multi Language Code

Navigator Home Permission List~None~LKF
Primary Email ID

Primary Email Type~None~LKF

Primary Permission List~None~LKF
Process Profile Permission List~None~LKF
Role~None~LKF~Child

Row Security Permission List~None~LKF
Symbolic ID

User Description

User ID

User ID Alias

User Status~User Status Lookup

Vendor ID

Vendor Set ID

Code Key: Name of the resource object field in Oracle Identity Manager

Decode: Combination of the following elements separated by a tilde (~) character:

ATTRIBUTE ~ LOOKUP DEF ~LKF

In this format:

ATTRIBUTE: Refers to the Code Key of the Lookup.PSFT.UM.UserProfile.ReconAttrMap

lookup definition
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LOOKUP DEF: Name of the lookup definition, if the value of the attribute is retrieved
from a lookup. This lookup is specified in the message-specific configuration lookup.

LKF: Specifies that the attribute is a lookup field on the process form.

Mapping the Entries in the Lookup.PSFT.UM.UserProfile.Recon Lookup Definition

Consider the scenario discussed in Mapping Entries in the
Lookup.PSFT.UM.UserProfile.ReconAttrMap Lookup Definition. In that example, you
fetched the Email Type in the Code Key column from the EMAILTYPE node of the
XML file.

Now, you must map this Email Type defined in the
Lookup.PSFT.UM.UserProfile.ReconAttrMap lookup definition with the resource object
attribute Email Type defined in the Lookup.PSFT.UM.UserProfile.Recon lookup
definition Code Key.

For example, if the name of the Code Key column in the
Lookup.PSFT.UM.UserProfile.ReconAttrMap lookup definition is E_Type then you
define the mapping in the Lookup.PSFT.UM.UserProfile.Recon lookup definition as
follows:

Code Key: Email Type
Decode: E_Type~None~LKF

In other words, this implies that the value for Email Type in the
Lookup.PSFT.UM.UserProfile.Recon lookup definition is fetched from E_Type defined
in the attribute mapping lookup definition.

The same process holds true for other attributes defined in the lookup.

However, to fetch the value of the User Status resource object field, you must consider
the User Status lookup definition. User Status is defined in the message-specific
attribute lookup, Lookup.PSFT.UM.UserProfile.ReconAttrMap, which has a value 0 that
is fetched from the ACCTLOCK node in the XML.

Now, the User Status Lookup lookup definition is defined in the message-specific
configuration, Lookup.PSFT.Message.UserProfile.Configuration lookup definition. The
mapping is as follows:

Code Key: User Status Lookup
Decode: Lookup.PSFT.UM.UserProfile.UserStatus

In other words, you must search for the value 0 in the
Lookup.PSFT.UM.UserProfile.UserStatus lookup definition. The mapping in
Lookup.PSFT.UM.UserProfile.UserStatus lookup definition is defined as follows:

Code Key: 0
Decode: Enabled

The resource is updated with the user status as Enabled.

Lookup.PSFT.UM.UserProfile.UserStatus
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The Lookup.PSFT.UM.UserProfile.UserStatus lookup definition maps the value of the
ACCTLOCK node in the USER_PROFILE message XML with the status to be shown in
Oracle Identity Manager for the user.

The Lookup.PSFT.UM.UserProfile.UserStatus lookup definition has the following entries:

Code Key Decode
0 Enabled
1 Disabled

Setting Up the Lookup.PSFT.UM.UserProfile.UserStatus Lookup Definition describes the

procedure to modify the Decode values in this lookup definition.

Lookup.PSFT.UM.UserProfile.ChildTables

ORACLE

The Lookup.PSFT.UM.UserProfile.ChildTables lookup definition maps the resource object
fields with the multivalued target system attributes.

Code Key: Multivalued Child Table resource object field

Decode: Child Table attributes defined in the resource object separated by the tilde (~)

character

The following screenshot displays the link between the table and the resource object

attribute:

ﬁ Cracle Identity Manager Design ©
=) User Management
'%i Organizational Defaults
ﬁ Palicy History
#83 Roles
=] C' Resource Management

Rule Desigher

EEB Resource Objects
=] CI Process Management

Ermnail Definition

EK'E Process Definition
=-C2) Administration

2 Lookup Definition

Remote Manager
;ff, Pazzword Policies

) Development Taals

Resource Ohject [ Object Recanciliation

|l - Reconciliation Fields

IT Rezources Type Definiti

¥ User Defined Field Definiti

Ohject Initial Reconciliation Date |

LCreate Feconciliation Profile

f Recanciliation Fields rReconciIiation Action Rules |

I Custamer [0 [5Tring]

Add Field

Delete Field

C] Row Security [String]
07 vendor Set ID [String]
20 symbolic ID [String]
t] Mavigator Home Page [5tring]
t] Uszer Dezcription [3tring]
t] MultiLanguage Code [Mumber]
C] User ID [5tring], Required
|:| Currency Code [String]
|:| Process Profile [String]
t] Primary Permizszion [5tring]
C21 Employee 1D [String]
t] User Status [String]
2 vendor ID [String]
|:| Custamer et D [5tring]
|:| Language Code [5tring]
=) t] Email ID= [Multi-valued]
2 Primary Email [String]
[Z) Email Address [String]
CI Email Type [5tring], Required
21 Roles [Multi-valued)

t] ITResource Mame [IT Resource], Required

4]

Resource Objects
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The Lookup.PSFT.UM.UserProfile.ChildTables lookup definition has the following

entries:

Code Key Decode

Email IDs Email Address~Email Type~Primary Email
Roles Role Name

Lookup.PSFT.UM.UserProfile. Transformation

The Lookup.PSFT.UM.UserProfile.Transformation lookup definition is used to store the
mapping between the attribute for which transformation has to be applied and the
transformation implementation class.

The Lookup.PSFT.UM.UserProfile.Transformation lookup definition is empty, by
default.

See Configuring Transformation of Data During Reconciliation for more information
about adding entries in this lookup definition.

Lookup Definitions Used to Process DELETE_USER_PROFILE Messages

The following lookup definitions are used to process DELETE_USER_PROFILE
messages:

*  Lookup.PSFT.Message.DeleteUserProfile.Configuration
* Lookup.PSFT.UM.DeleteUserProfile.AttributeMapping
*  Lookup.PSFT.UM.DeleteUserProfile.Recon

Lookup.PSFT.Message.DeleteUserProfile.Configuration
The Lookup.PSFT.Message.DeleteUserProfile.Configuration lookup definition provides
configuration-related information for the DELETE_PROFILE message.

The Lookup.PSFT.Message.DeleteUserProfile.Configuration lookup definition has the
following entries:

Code Key Decode Description

Attribute Mapping Lookup Lookup.PSFT.UM.DeleteUser Name of the lookup definition
Profile.AttributeMapping that maps Oracle Identity

Manager attributes with attributes
in the DELETE_PROFILE
message
See
Lookup.PSFT.UM.DeleteUserPro
file.AttributeMapping for more
information about this lookup
definition.
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Code Key

Decode

Description

Data Node Name

IT Resource Name

Message Handler Class

Message Parser

Recon Lookup Definition

Resource Object

Transaction

PSFT User

oracle.iam.connectors.psft.co
mmon.handler.impl.PSFTDel
eteUserReconMessageHand|
erlmpl

oracle.iam.connectors.psft.co
mmon.parser.impl.DeleteUser
MessageParser

Lookup.PSFT.UM.DeleteUser
Profile.Recon

Peoplesoft User

Name of the node in the XML
files to run a transaction

Default value: Transaction

You must not change the default
value.

Name of the IT resource

Name of the Java class that
accepts the XML payload,
configuration information, and a
handle to Oracle Identity
Manager. Depending on the
message type, it retrieves the
appropriate configuration from
Oracle Identity Manager and
processes the message. To
parse a specific message type, it
relies on a Message Parser
factory.

If you want a customized
implementation of the message,
then you must extend the
MessageHandler. java class.

Name of the parser
implementation class that
contains the logic for message
parsing

If you want a customized
implementation of the message,
then you must extend the
MessageParser. java class.

Name of the lookup definition
that maps the Oracle Identity
Manager attributes with the
Resource Object attributes

See
Lookup.PSFT.UM.DeleteUserPro
file.Recon for more information
about this lookup definition.

Name of the resource object

Lookup.PSFT.UM.DeleteUserProfile.AttributeMapping

The Lookup.PSFT.UM.DeleteUserProfile.AttributeMapping lookup definition maps OIM User
attributes with the attributes defined in the DELETE_PROFILE message XML.

The following is the format of the values stored in this lookup definition:

ORACLE
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Code Key Decode

User ID OPRID~PRG_USR PROFILE~None~None~PRIMARY

Note: If you are using PeopleTools 8.52, replace the preceding
default Decode value with the following value:

EMPLID~PER ORG_ASGN~None~None~PRIMARY

Code Key: Name of the OIM User field
Decode: Combination of the following elements separated by a tilde (~) character:
NODE~PARENT NODE~TYPE NODE=Value~EFFECTIVE DATED NODE~PRIMARY

For more information about the preceding syntax, see
Lookup.PSFT.UM.UserProfile.ReconAttrMap.

Lookup.PSFT.UM.DeleteUserProfile.Recon

The Lookup.PSFT.UM.DeleteUserProfile.Recon lookup definition maps the resource
object field name with the value fetched from the
Lookup.PSFT.UM.DeleteUserProfile. AttributeMapping lookup definition.

The following is the format of the values stored in this table:

Code Key Decode
User ID User ID
ITResource Name IT Resource Name

Other Lookup Definitions

The following are the predefined generic lookup definitions:

e Lookup.PSFT.UM.Prov.Configuration

e Lookup.PSFT.UM.ProvAttrMap

e Mappings in the Lookup.PSFT.UM.ProvAttrMap Lookup Definition
e Lookup.PSFT.UM.ProvValidation

e Lookup.PSFT.UM.ReconValidation

e Lookup Definitions for Exclusion Lists

Lookup.PSFT.UM.Prov.Configuration

ORACLE

The Lookup.PSFT.UM.Prov.Configuration lookup definition maps the provisioning
configurations with the lookups.

The Lookup.PSFT.UM.Prov.Configuration lookup definition has the following entries:

Code Key Decode

Provisioning Attribute Map Lookup.PSFT.UM.ProvAttrMap
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Code Key

Decode

Provisioning Exclusion List

Provisioning Validation Lookup

Lookup.PSFT.UM.Prov.ExclusionList
Lookup.PSFT.UM.ProvValidation

You can enable exclusions and validations during provisioning by adding the entries as
shown in this lookup. To disable exclusions or validations, remove the corresponding entries

in this lookup.

Lookup.PSFT.UM.ProvAttirMap

ORACLE

The Lookup.PSFT.UM.ProvAttrMap lookup definition holds mappings between process form
fields and target system attributes. These lookup definitions are used during provisioning.

The Lookup.PSFT.UM.ProvAttrMap lookup definition has the following entries:

Code Key Decode
Currency Code[Lookup] CurrencyCode
Customer ID IDTypes~UM_IDTypes[IDType=CST]~Attributes~UM_

Customer Set ID

Employee ID

Language Code[Lookup]

Multi Language Code

Navigator Home Permission List[Lookup]
Password

Primary Permission List[Lookup]
Process Profile Permission List[Lookup]
Return ID

Row Security Permission List[Lookup]
Symbolic ID

UD_PS_EMAIL~Email Address
UD_PS_EMAIL~Email Type[Lookup]
UD_PS_EMAIL~Primary Email
UD_PSROLES~Role Name[Lookup]
User Description

User ID

User ID Alias

Attributes[AttributeName=Customer
ID]~AttributeValue

IDTypes~UM_IDTypes[IDType=CST]~Attributes~UM_
Attributes[AttributeName=Set ID]~AttributeValue

Note: For People Tools 8.48, the AttributeName is
SetID (without space).

IDTypes~UM_IDTypes[IDType=EMP]~Attributes~UM_
Attributes[AttributeName=Empl ID]~AttributeValue

Note: For People Tools 8.48, the AttributeName is
EmplID (without space).

LanguageCode
MultiLanguageEnabled
NavigatorHomePermissionList
__PASSWORD__
PrimaryPermissionList
ProcessProfilePermissionList
__UID__
RowSecurityPermissionList

SymboliclD
EmailAddresses~UM_EmailAddresses~EmailAddress
EmailAddresses~UM_EmailAddresses~EmailType
EmailAddresses~UM_EmailAddresses~PrimaryEmail
Roles~UM_Roles~RoleName

UserDescription

__NAME__

UserlDAlias
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Code Key Decode

Vendor ID IDTypes~UM_IDTypes[IDType=VND]~Attributes~UM _
Attributes[AttributeName=Vendor ID]~AttributeValue

Vendor Set ID IDTypes~UM_IDTypes[IDType=VND]~Attributes~UM_

Attributes[AttributeName=Set ID]~AttributeValue

Note: For People Tools 8.48, the AttributeName is
SetID (without space).

Mappings in the Lookup.PSFT.UM.ProvAttirMap Lookup Definition

ORACLE

The mappings in this lookup definition follow the Identity Connector Framework (ICF)
conventions. The following is the format of the Code Key and Decode values in this
lookup definition:

SUFFIX[Lookup] means that the value of the attribute is retrieved from a lookup.
For example, the value of the CurrencyCode attribute is retrieved from the
Currency Code[Lookup] Code Key.

For the Employee ID Code Key, Decode is the combination of the following
elements separated by a tilde (~) character:

IDTypes~UM_IDTypes[IDType=EMP]~Attributes~UM_Attributes[AttributeName=E
mpl ID]~AttributeValue

In this format:
— IDTypes: Refers to the ICF Parent Attribute Name

— UM_IDTypes: Refers to the embedded ICF object class that contains IDType
and Attributes. The default value of IDType is EMP.

— Attributes: Refers to the ICF embedded object class that contains
AttributeName and AttributeValue. The default value of AttributeName is Empl
1D. The value of AttributeValue is retrieved from the form field.

The following ICF hierarchy is created for the lookup:

IDTypes [Objectclass UM IDTypes]
IDType : EMP
Attributes [Objectclass UM Attributes]
AttributeName : Empl ID
Attribute Value : <Form field mapping>

This hierarchy is similar to the definition in PeoplesoftComponentinterfaces.xml,
which is the default component interface map definition file.

The same format holds true for the Customer ID, Customer Set ID, Vendor ID, and
Vendor Set ID Code Keys.

»  For the child form mappings, Code Key is the combination of the child form name

and the child form attribute separated by a tilde (~) character.

Decode is the combination of the following elements separated by a tilde (~)
character:

ICF Parent Attribute Name~ICF Embedded Object Class Name~Embedded Object
Class Attribute

The following ICF hierarchy is created for the email lookups:
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EmailAddresses (Objectclass UM EmailAddresses)
EmailAddress
EmailType
PrimaryEmail

The same format holds true for the roles lookups.
» The following Code Keys are used for special configurations:
— User ID: Refers to the key identifier for operations

— Return ID: Refers to the UID returned after a create operation. This UID is used for
further provisioning operations such as update and delete. This connector returns the
User ID.

— Password: Refers to the password field.

Lookup.PSFT.UM.ProvValidation

The Lookup.PSFT.UM.ProvValidation lookup definition is used to store the mapping between
the attribute for which validation during provisioning has to be applied and the validation
implementation class.

The Lookup.PSFT.UM.ProvValidation lookup definition is empty, by default.

See Configuring Validation of Data During Provisioning for more information about adding
entries in this lookup definition.

Lookup.PSFT.UM.ReconValidation

The Lookup.PSFT.UM.ReconValidation lookup definition is used to store the mapping
between the attribute for which validation during reconciliation has to be applied and the
validation implementation class.

The Lookup.PSFT.UM.ReconValidation lookup definition is empty, by default.

See Configuring Validation of Data During Reconciliation for more information about adding
entries in this lookup definition.

Lookup Definitions for Exclusion Lists

The Lookup.PSFT.UM.Prov.ExclusionList and Lookup.PSFT.UM.Recon.ExclusionList lookup
definitions hold user IDs of target system accounts for which you do not want to perform
provisioning and reconciliation operations, respectively.

The following is the format of the values stored in these lookups:

Code Key Decode Sample Values
User ID resource object User ID of a user Code Key: User ID
field name Decode: User001
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Code Key Decode Sample Values

User ID resource object A regular expression Code Key: User ID[PATTERN]

field name with the supported by the To exclude users matching any of the user ID 's
[PATTERN] suffix representation in the User001, User002, User088, then:

java.util.regex.Pat

Decode: User001|User002|User088
tern class

To exclude users whose user ID 's start with
00012, then:

Decode: 00012*

See Also: For information about the supported
patterns, visit http://download.oracle.com/

javase/6/docs/api/java/util/regex/
Pattern.html

Setting Up the Lookup Definitions for Exclusion Lists describes the procedure to add
entries in these lookup definitions.

Connector Objects Used During Reconciliation

Target resource reconciliation involves fetching the data of newly created or modified
users on the target system and using this data to add or modify resources assigned to
OIM Users.

¢ See Also:

Managing Reconciliation in Oracle Fusion Middleware Administering Oracle
Identity Manager for conceptual information about target resource
reconciliation

This section discusses the following topics:
e User Attributes for Reconciliation
* Reconciliation Rules

* Reconciliation Action Rules

User Attributes for Reconciliation

Table 1-3 lists the target system attributes whose values are fetched during a target
resource reconciliation run.

Table 1-3 Attributes Used for Reconciliation

|
Resource Object Field Target System Attribute Description

Single-Valued Fields

User Id PSOPRDEFN.OPRID Login ID of the user profile
This is a mandatory field.

ORACLE 1-32


http://download.oracle.com/javase/6/docs/api/java/util/regex/Pattern.html
http://download.oracle.com/javase/6/docs/api/java/util/regex/Pattern.html
http://download.oracle.com/javase/6/docs/api/java/util/regex/Pattern.html

ORACLE

Chapter 1

Connector Objects Used During Reconciliation

Table 1-3 (Cont.) Attributes Used for Reconciliation
|

Resource Object Field

Target System Attribute

Description

Employee Id

PSOPRDEFN.EMPLID

Employee ID of the
employee linked with the
user profile

User Description

PSOPRDEFN.OPRDEFNDES
C

Description of the user
profile

Multi Language Code

PSOPRDEFN.MULTILANG

Multilanguage code

Language Code

PSOPRDEFN.LANGUAGE_CD

Language code

Currency Code

PSOPRDEFN.CURRENCY_C
D

Currency code

User Id Alias

PSOPRDEFN.USERIDALIAS

Alias of user login ID

Row Security Permission List

PSOPRDEFN.ROWSECCLAS
S

Row security parameter

Process Profile Permission List

PSOPRDEFN.PRCSPRFLCLS

Process profile parameter

Navigator Home Permission
List

PSOPRDEFN.DEFAULTNAVH
P

Navigator home page
address

Primary Permission List

PSOPRDEFN.OPRCLASS

Primary permission list

Multivalued Fields

RoleName

PSROLEUSER_VW.ROLENA
ME

The role name that is
assigned to the user profile

Email Address

Email Type

Primary Email

Note: To specify the e-mail
address for an account, you

must also specify the e-mail
type of that e-mail address.

You must have only one
primary e-mail address if you
provide e-mail addresses.

PSUSEREMAIL.EMAILID
PSUSEREMAIL.EMAILTYPE

PSUSEREMAIL.PRIMARYEM
AlL

E-mail address
E-mail type

Specifies if the e-mail
address is primary

User Profile Type

Note: PeopleSoft stores values
corresponding to a user profile
type, such as Employee ID,
Customer ID, and Vendor ID in
the PSOPRALIAS.
OPRALIASVALUE target system
field.

PSOPRALIAS.
OPRALIASTYPE

A user profile can be
attached to several user
profile types, such as
Employee (EMP), Customer
(CST), and Vendor (VND)

Reconciliation Rules

The following sections provide information about the reconciliation rules for this connector:

e Overview of the Reconciliation Rule

* Viewing the Reconciliation Rules in the Design Console
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Overview of the Reconciliation Rule
The following reconciliation rule is used for target resource reconciliation:
Rule Name: PSFT UM Target Recon Rule

Rule Element: User Login Equals User ID

In this rule:

* User Login represents the User ID field on the OIM User form.

* User ID represents the OPRID field of the user on the target system.

Viewing the Reconciliation Rules in the Design Console

After you deploy the connector, you can view the reconciliation rule by performing the
following steps:

" Note:

Perform the following procedure only after the connector is deployed.

Log in to the Oracle Identity Manager Design Console.
Expand Development Tools.

Double-click Reconciliation Rules.

P ® NP

Search for and open PSFT UM Target Recon Rule. Figure 1-4 shows this
reconciliation rule.

Figure 1-4 Reconciliation Rule
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Reconciliation Action Rules

Application of the matching rule on reconciliation events would result in one of multiple
possible outcomes. The action rules for reconciliation define the actions to be taken for these
outcomes.

# Note:

For any rule condition that is not predefined for this connector, no action is
performed and no error message is logged.

The following sections provide information about the reconciliation action rules for this
connector:

*  Overview of the Reconciliation Action Rules

* Viewing the Reconciliation Action Rules in the Design Console

Overview of the Reconciliation Action Rules

Table 1-4 lists the reconciliation action rules for this connector.

Table 1-4 Action Rules for Target Resource Reconciliation
]

Rule Condition Action

No Matches Found Assign to Administrator With Least Load
One Entity Match Found Establish Link

One Process Match Found Establish Link

Viewing the Reconciliation Action Rules in the Design Console

After you deploy the connector, you can view the reconciliation action rules for target
resource reconciliation by performing the following steps:

" Note:

Perform the following procedure only after the connector is deployed.

Log in to the Oracle Identity Manager Design Console.
Expand Resource Management.
Double-click Resource Objects.

Search for and open the Peoplesoft User resource object.

LA S A

Click the Object Reconciliation tab and then the Reconciliation Action Rules tab. The
Reconciliation Action Rules tab displays the action rules defined for this connector.
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Figure 1-5 shows these reconciliation action rules.
Figure 1-5 Reconciliation Action Rules
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Connector Objects Used During Provisioning

Provisioning involves creating, modifying, or deleting a user's account information on
the target system through Oracle Identity Manager.

# See Also:

Managing Provisioning Tasks in Oracle Fusion Middleware Performing Self
Service Tasks with Oracle Identity Manager for conceptual information about
provisioning

This section discusses the following topics:

e User Provisioning Functions

e User Attributes for Provisioning

User Provisioning Functions

Table 1-5 lists the supported user provisioning functions and the adapters that perform
these functions. The functions listed in the table correspond to either a single or a
multiple process tasks.

¢ See Also:

Developing Provisioning Processes and Using the Adapter Factory in Oracle
Fusion Middleware Developing and Customizing Applications for Oracle
Identity Manager for generic information about process tasks and adapters
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Table 1-5 User Provisioning Functions Supported by the Connector

Function

Adapter

Create a user

PSFT UM Create User

Update the password of a user

PSFT UM Update Password

Update the description of a user

PSFT UM Update User

Update the multilanguage code of a
user

PSFT UM Update User

Update the language code of a user

PSFT UM Update User

Update the currency code of a user

PSFT UM Update User

Update the Primary Permission list of a
user

PSFT UM Update User

Update the Employee Id

PSFT UM Update ID Types

Update the Vendor Set Id

PSFT UM Update ID Types

Update the Vendor Id

PSFT UM Update ID Types

Update the Customer Set Id

PSFT UM Update ID Types

Update the Customer Id

PSFT UM Update ID Types

Update the Process Profile Permission
list of a user

PSFT UM Update User

Update the Navigator Home
Permission list of a user

PSFT UM Update User

Update the Row Security Permission
list of a user

PSFT UM Update User

Update the User Id alias of a user

PSFT UM Update User

Add arole to a user

PSFT UM Modify Multiple Attr Data

Revoke a role from a user

PSFT UM Modify Multiple Attr Data

Update Role

PSFT UM Modify Multiple Attr Data

Add an e-mail address

PSFT UM Modify Multiple Attr Data

Revoke an e-mail address

PSFT UM Modify Multiple Attr Data

Update an e-mail address

PSFT UM Modify Multiple Attr Data

Lock or disable a user

PSFT UM Modify Lock Unlock User

Unlock or enable a user

PSFT UM Modify Lock Unlock User

Delete a user

PSFT UM Delete User

User Attributes for Provisioning

Table 1-6 lists the user attributes for which you can specify or modify values during

provisioning operations.

ORACLE
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Table 1-6 User Attributes for Provisioning

OIM PeopleSoft
UM Resources
Process Form
Field

Target System
Attribute

Description

Adapter

Single-Valued
Fields

User ID

PSOPRDEFN.OPRID

Login Id of the
user profile

PSFT UM Create User

User Description

PSOPRDEFN.OPRDEF
NDESC

Description of the
user profile

PSFT UM Create User

Employee ID

PSOPRDEFN.EMPLID

Employee Id of the
employee to which
the user profile is
assigned

PSFT UM Create User

Multi Language
Code

PSOPRDEFN.MULTILA
NG

Multilanguage
code

PSFT UM Create User

Language Code

PSOPRDEFN.LANGUA
GE_CD

Language code

PSFT UM Create User

Currency Code

PSOPRDEFN.CURREN
CY_CD

Currency code

PSFT UM Create User

User Id Alias

PSOPRDEFN.USERIDA
LIAS

Alias of user login
Id

PSFT UM Create User

Row Security
Permission List

PSOPRDEFN.ROWSEC
CLASS

Row security
parameter

PSFT UM Create User

Process Profile
Permission List

PSOPRDEFN.PRCSPR
FLCLS

Process profile
parameter

PSFT UM Create User

Navigator
Permission List

PSOPRDEFN.DEFAULT
NAVHP

Navigator home
page address

PSFT UM Create User

Primary Permission

List

PSOPRDEFN.OPRCLA
SS

Primary
permission list

PSFT UM Create User

Customer ID

CUST_AL_SRCH.CUST
_ID (CRM Table)

Customer ID

Note: A user
profile can be

attached to several

ID types, such as
None (NON),
Employee (EMP),
Customer (CST),
and Vendor
(VND).

PSFT UM Create User

Customer Set ID

SETID_TBL.SETID
(CRM Table)

Customer's SetlD

PSFT UM Create User

Vendor ID

VENDOR.VENDOR_ID
(FSCM Table)

Vendor ID

PSFT UM Create User

Vendor Set ID

SETID_TBL.SETID
(FSCM Table)

Vendor's Set ID

PSFT UM Create User

Multivalued Fields
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Table 1-6 (Cont.) User Attributes for Provisioning

OIM PeopleSoft Target System Description Adapter
UM Resources Attribute
Process Form

Field
Role Name PSROLEUSER_VW.RO The role name PSFT UM Update Child
LENAME that is assigned to Table Values
the user profile
Email Address PSUSEREMAIL.EMAILI E-mail address (e- PSFT UM Update Child
D mail account) Table Values
Email Type PSUSEREMAIL.EMAILT Email type (e-mail PSFT UM Update Child
YPE account) Table Values
Primary Email PSUSEREMAIL.PRIMA Specifies if the e- PSFT UM Update Child
RY_EMAIL mail address is Table Values
primary
< Note:

The name of the process form in the first column of the preceding table is
UD_PSFT_BAS.

Roadmap for Deploying and Using the Connector

The following shows how information is organized in the rest of the guide:

ORACLE

Deploying the Connector describes procedures that you must perform on Oracle Identity
Manager and the target system during each stage of connector deployment.

Using the Connector describes guidelines on using the connector and the procedure to
configure reconciliation runs.

Extending the Functionality of the Connector describes procedures that you can perform
to extend the functionality of the connector.

Testing and Troubleshooting describes the procedure to use the connector testing utility
for testing the connector.

Known Issues and Workarounds lists known issues associated with this release of the
connector.

Determining the Root Audit Action Details provides information about root audit action.

Setting Up SSL on Oracle WebLogic Server describes how to configure SSL on Oracle
WebLogic Server for PeopleTools 8.50.

Changing Default Message Versions describes how to activate and deactivate message
versions.

1-39



Deploying the Connector

Deploying the connector involves the following steps:

e Preinstallation
e Installation
e Postinstallation

e Upgrading the Connector

Preinstallation

Preinstallation information is divided across the following sections:

* Preinstallation on Oracle Identity Manager
* Preinstallation on the Target System
* Installing and Configuring the Connector Server

* Running the Connector Server

Preinstallation on Oracle Identity Manager

This section contains the following topics:

* Files and Directories on the Installation Media
» JDK Requirement for PeopleTools 8.53, PeopleTools 8.54, and PeopleTools 8.55
» JDK Requirement for PeopleTools 8.56 and PeopleTools 8.57

Files and Directories on the Installation Media

Table 2-1 lists the files and directories on the installation media.

Table 2-1 Files and Directories on the Installation Media
]

File in the Installation Media Directory Description

Files in the bundle directory These JAR files contain bundles for the connector.
configuration/Peoplesoft_User-Management-  This XML file contains configuration information that is used during
Cl.xml connector installation.

Files in the dataset directory: These XML files contain preconfigured datasets that can be used
ModifyProvisionedResource_PeoplesoftUser, 0 configure the provisioning operations.

xml Note: These files specific to Oracle Identity Manager release prior
ProvisionResource_PeoplesoftUser.xml tol1l.1.2.

JavaDoc This directory contains information about the Java APIs used by

the connector.

ORACLE
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Table 2-1 (Cont.) Files and Directories on the Installation Media

File in the Installation Media Directory

Description

lib/PSFT_UM-oim-integration.jar

This JAR file contains the class files that are specific to integration
of the connector with PeopleSoft target systems.

During connector deployment, this file is copied to the Oracle
Identity Manager database.

lib/PSFTCommon.jar

This JAR file contains PeopleSoft-specific files common to both
Employee Reconciliation and User Management versions of the
connector.

During connector deployment, this file is copied to the Oracle
Identity Manager database.

The following files and directories in the
listener directory:

base directory
lib/deploytool.jar
build.xml
deploy.properties

The base directory contains the class files for the
PeopleSoftOIMListener.ear file. This Enterprise Archive (EAR) file
contains one or more entries representing the modules of the Web
application to be deployed onto an application server.

During connector deployment, the PeopleSoft listener is deployed
as an EAR file.

The deploytool.jar file contains the class files required for deploying
the listeners.

The build.xml file contains configurations to build the listener EAR
file.

The deploy.properties file contains Oracle Identity Manager
connection details.

The following files in the peoplecode
directory:

CurrencyCode.txt
EmailType.txt
LanguageCode.txt
PermissionList.txt
UserRoles.txt

The following project files in the peoplecode
directory:

OIM_UM
OIM_UM_DELETE

These files contain the PeopleCode for the steps that you define for
the Application Engine program. This is explained in Creating the
Application Engine Program If PeopleSoft Application Designer
Project Is Not Imported and Creating the Application Engine
Program If PeopleSoft Application Designer Project Is Imported.

The project files contain the PeopleCode for the steps that you
define for importing a Project from Application Designer. This is
explained in Importing a Project from Application Designer.

Each project file contains two files with .ini and .xml extension that
has the same name as the project. They are listed as follows:

«  OIM_UM.ini

e OIM_UM.xml

¢ OIM_UM_DELETE.ini

«  OIM_UM_DELETE.xml

Files in the resources directory

Each of these resource bundles contains language-specific
information that is used by the connector.

During connector deployment, this file is copied to the Oracle
Identity Manager database.

Note: A resource bundle is a file containing localized versions of
the text strings that include GUI element labels and messages

test/config/reconConfig.properties
test/config/log.properties

These files are used by the InvokeListener.bat file. The
reconConfig.properties file contains configuration information for
running the InvokeListener.bat file. The log.properties file contains
logger information.

test/config/config.properties

This file is used to specify the parameters and settings required to
connect, create, update, and delete users in the target system by
using the testing utility for provisioning operations.

ORACLE
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Table 2-1 (Cont.) Files and Directories on the Installation Media

File in the Installation Media Directory Description

test/lib/PSFTTest.jar This JAR file is used by the testing utility for provisioning
operations.

test/scripts/InvokeListener.bat This BAT file and the UNIX shell script call the testing utility for

test/scripts/InvokeListener.sh reconciliation.

test/scripts/PeoplesoftProvisioningTester.bat ~ This BAT file and the UNIX shell script call the testing utility for
test/scripts/PeoplesoftProvisioningTester.sh ~ Provisioning.

xml/PeopleSoftComponentinterfaces.xml This XML file contains PeopleSoft Component Interface map

definitions for the connector components.
xml/PeoplesoftUserManagement- This XML file contains definitions for the connector components:
ConnectorConfig.xml .

IT resource type

e Scheduled tasks

e IT resource

« Resource objects (This file contains the configurations of the
resource objects for the target resource.)

e Process definition

e Process tasks

e Adapters

e Process form

xml/ This XML file preconfigured request dataset for the PeopleSoft
PeoplesoftUserManagementRequestDatasets User Management connector that can be imported into the
xml metadata store (MDS).

Note: This dataset should not be imported if you are using Oracle
Identity Manager release 11.1.2.x or later.

JDK Requirement for PeopleTools 8.53, PeopleTools 8.54, and PeopleTools 8.55

If you are using PeopleTools 8.53, PeopleTools 8.54, or PeopleTools 8.55, then the following
is the JDK requirement:

» If you are already using a Connector Server, then it is mandatory to use JDK 1.7.0_02 as
the minimum version in the Connector Server.

» If the you are not using Connector Server and Oracle Identity Manager is not using JDK
1.7.0_02, then follow one of the following steps:

— Refer the Oracle Identity Manager certification matrix and upgrade the JDK version
used by Oracle Identity Manager to JDK 1.7.0_02 if it is supported.

— 1fJDK 1.7.0_02 is not supported for Oracle Identity Manager, then it is mandatory to
use a Connector Server with minimum JDK 1.7.0_02. In addition, enter the name of
this Connector Server as the value of the Connector Server name parameter of the IT
resource.

JDK Requirement for PeopleTools 8.56 and PeopleTools 8.57

If you are using PeopleTools 8.56 or 8.57, then the following is the JDK requirement:

» If you are already using a Connector Server, then it is mandatory to use JDK 1.8.0_40 as
the minimum version in the Connector Server.
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» If the you are not using Connector Server and Oracle Identity Manager is not using
JDK 1.8.0_40, then follow one of the following steps:

— Refer the Oracle Identity Manager certification matrix and upgrade the JDK
version used by Oracle Identity Manager to JDK 1.8.0_40 if it is supported.

— 1f JDK 1.8.0_40 is not supported for Oracle Identity Manager, then it is
mandatory to use a Connector Server with minimum JDK 1.8.0_40. In
addition, enter the name of this Connector Server as the value of the
Connector Server name parameter of the IT resource.

Preinstallation on the Target System

Permission lists, roles, and user profiles are building blocks of PeopleSoft security.
Each user of the system has an individual user profile, which in turn is linked to one or
more roles. To each role, you can add one or more permission lists, which defines
what a user can access. So, a user inherits permissions through the role that is
attached to a user profile.

You must create limited rights users who have restricted rights to access resources in
the production environment to perform PeopleSoft-specific installation or maintenance
operations. A limited rights user has the privilege to invoke PeopleSoft User Profile
Component Interface Java APIs for provisioning.

The preinstallation steps consist of creating a user account with limited rights.
Permission lists may contain any number of accesses, such as the Web libraries
permission, Web services permissions, page permissions, and so on. You attach this
permission list to a role, which in turn is linked to a user profile.

This section describes the following procedures, which have to be performed on the
target system to create a user account with limited rights:

* Importing a Project from Application Designer

e Creating a Target System User Account for Connector Operations

Importing a Project from Application Designer

A PeopleSoft Application Designer project is an efficient way to configure your
application.

You can import the OIM_UM project created in Application Designer to automate the
steps for creating a permission list. You can also create a permission list by manually
performing the steps described in Creating a Permission List. If you import the
OIM_UM project, then you need not perform the steps mentioned in this section. You
must perform a separate set of instructions for creating an Application Engine program
if you have imported the project. See Creating the Application Engine Program If
PeopleSoft Application Designer Project Is Not Imported and Creating the Application
Engine Program If PeopleSoft Application Designer Project Is Imported for details.

# Note:

If you install, uninstall, or upgrade the same project repeatedly, the earlier
project definition will be overwritten in the database.
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To import a project from Application Designer:

¢ Note:
You can access the project files from the following directories:
OIM_HOME/server/XLIntegrations/PSFTUM/peoplecode/OIM_UM
OIM_HOME/server/XLIntegrations/PSFTUM/peoplecode/OIM_UM_DELETE

Copy these files to a directory on your computer from where you can access
Application Designer.

1. To open Application Designer in 2-tier mode, click Start, Programs, Peoplesoft8.x, and
then Application Designer.

2. From the Tools menu, click Copy Project and then From File.

] Application Designer - Untitled
File Edt Wiew Insert Budd Debug BESUHE Go  Window Help

Diﬁ H!QE ,..,_E #'ddnbc.F‘rl:IiﬁJ:
Walidate Database WSRP

[ Untted Compie all PeopleCads

Compile Project PeopleCode
DifffMerge Project PeopleCode »
CafffMearge External Text

-

Compare and Report
Copy Project

Craka Administration
Change Cantral
Upgrade

Translates
Miscelaneous Definitions
Bulk Operations

Ophions...

Ja56

v ¥ ¥ ¥ ¥ FRATY

[T\, Buld } Upgrade ] Resuks ) validate [

Performs an upgrade copy from external fles | ICAP MU |

.,
B

The Copy From File : Select Project dialog box appears.
3. Navigate to the directory in which the PeopleSoft project file is placed.

The project files are present in the /peoplecode directory of the installation media. Place
these files in a new folder so that is accessible by the Application Designer program.
Ensure that the folder name is the same as that of the project you are importing.

ORACLE"
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For example, place the OIM_UM.ini and OIM_UM.xml in OIM_UM folder.

4. Select the project from the Select Project from the List Below region. The name
of the project file is OIM_UM.

Copy From File : 5elect Project

Lookir: [ () Desktop o= B

a :ﬂ_mtu'rrpl.tar

Sedect Project from the Lizt Below
QIM_ER

5. Click Select.
6. Click Copy.

" Note:

You can remove the PeopleSoft project file and all its objects from the target
system if needed. To do so, repeat the steps described in the preceding
procedure. When you reach Step 4, select OIM_UM_DELETE from the
Select Project from the List Below region.

Creating a Target System User Account for Connector Operations

You must create a target system account with privileges required for connector
operations. The user account created on the target system has the permission to
perform all the configurations required for connector operations. This includes
configuring the PeopleSoft Integration Broker for full reconciliation and incremental
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reconciliation. This account does not have access to pages or components that are not
required by the connector.

The following section describes the procedures to create a target system account:

" Note:

For creating the target system account, you must log in to PeopleSoft Internet
Architecture with administrator credentials.

Creating a Permission List
Creating a Role for a Limited Rights User

Assigning the Required Privileges to the Target System Account

Creating a Permission List

ORACLE

To create a permission list:

¢ Note:

You can skip this section if you have imported a project from Application Designer.
See Importing a Project from Application Designer for more information.

Open a Web browser and enter the URL for PeopleSoft Internet Architecture. The URL is
in the following format:

http://IPADDRESS: PORT/psp/ps/?2cmd=login

For example:
http://172.21.109.69:9080/psp/ps/?cmd=1login
In the PeopleSoft Internet Architecture window:

e For PeopleTools 8.54 and earlier releases, click PeopleTools, Security,
Permissions & Roles, and then click Permission Lists.

» For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Security, Permissions & Roles, and then click Permission Lists.

Click Add a new Value. On the Add a New Value tab, enter the permission list name, for
example, 0IMUM and then click Add.

On the General tab, enter a description for the permission list in the Description field.

On the Component Interfaces tab, click the search icon for the Name field and perform
the following:

a. In the Name lookup, enter USER PROFILE and then click Lookup. From the list, select
USER_PROFILE. The application returns to the Component Interfaces tab. Click
Edit.

b. On the Component Interface Permissions page, click Full Access(All).
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Click OK and then click Save.

Click the plus sign (+) to add a row for the Name field and repeat Steps a
through c for the DELETE_USER_PROFILE component interface.

On the Pages tab, click the search icon for Menu Name and perform the following:

a.

In the Menu Name lookup, enter APPLICATION ENGINE and then click Lookup.
From the list, select APPLICATION_ENGINE. The application returns to the
Pages tab. Click Edit Components.

On the Component Permissions page, click Edit Pages for the AE_ REQUEST
component hame.

Click Select All, and then click OK. Click OK on the Components Permissions
page.

On the Pages tab, click the plus sign (+) to add a row for Menu Name. Click
the search icon for Menu Name. In the Menu Name lookup, enter IB_PROFILE
and then click Lookup. From the list, select IB_PROFILE. The application
returns to the Pages tab. Click Edit Components.

On the Component Permissions page, click Edit Pages for each of the
following component names:

IB_GATEWAY
IB_MESSAGE_BUILDER
IB_MONITOR_QUEUES
IB_NODE
IB_OPERATION
IB_QUEUEDEFN
IB_ROUTINGDEFN
IB_SERVICE
IB_SERVICEDEFN
IB_MONITOR

Click Select All, and then click OK for each of the components. Click OK on
the Components Permissions page.

On the Pages tab, click the plus sign (+) to add another row for Menu Name.

In the Menu Name lookup, enter PROCESSMONITOR and then click Lookup.
From the list, select PROCESSMONITOR. The application returns to the
Pages tab. Click Edit Components.

On the Component Permissions page, click Edit Pages for the
PROCESSMONITOR component name.

Click Select All, and then click OK. Click OK on the Components Permissions
page.
On the Pages tab, click the plus sign (+) to add another row for Menu Name.

In the Menu Name lookup, enter PROCESS SCHEDULER and then click Lookup.
From the list, select PROCESS_SCHEDULER. The application returns to the
Pages tab. Click Edit Components.
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m. On the Component Permissions page, click Edit Pages for the PRCSDEFN
component name.

n. Click Select All, and then click OK. Click OK on the Components Permissions page.

7. On the People Tools tab, select the Application Designer Access check box and click
the Definition Permissions link. The Definition Permissions page is displayed.

8. On this page, grant full access to the following object types by selecting Full Access
from the Access list:

*  App Engine Program

* Message

e Component Interface

*  Project

* Application Package
9. Click OK.

10. Click the Tools Permissions link. The Tools Permissions page is displayed. On this
page, grant full access to the SQL Editor tool by selecting Full Access from the Access
list.

11. Click OK. The application returns to the People Tools tab.

12. On the Web Libraries tab, click the search icon for the Web Library Name field and
perform the following:

a. Inthe Web Library Name lookup, enter WEBLIB PORTAL and then click Lookup. From
the list, select WEBLIB_PORTAL. The application returns to the Web Libraries tab.
Click the Edit link.

b. On the WebLib Permissions page, click Full Access(All).
c. Click OK and then click Save.

d. Click the plus sign (+) to add a row for the Web Library Name field and repeat Steps
a through c for the WEBLIB_PT_NAV library.

e. Click Save to save all the settings specified for the permission list.

13. On the Process tab, click the Process Group Permissions link. The Process Group
Permission page is displayed.

14. In the Process Group lookup, click the search icon. From the list, select TLSALL. The
application returns to the Process Group Permission page.

15. Click the plus sign (+) to add another row for Process Group.

16. In the Process Group lookup, click the search icon. From the list, select STALL. The
application returns to the Process Group Permission page.

17. Click OK.
18. Click Save.

Creating a Role for a Limited Rights User

To create a role for a limited rights user:

1. Open a Web browser and enter the URL for PeopleSoft Internet Architecture. The URL is
in the following format:
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http://IPADDRESS:PORT/psp/ps/?cmd=1login

For example:
http://172.21.109.69:9080/psp/ps/?cmd=login
In the PeopleSoft Internet Architecture window:

» For PeopleTools 8.54 and earlier releases, click PeopleTools, Security,
Permissions & Roles, and then click Roles.

» For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Security, Permissions & Roles, and then click Roles.

Click Add a new Value. On the Add a New Value tab, enter the role name, for
example, 01MUM, and then click Add.

On the General tab, enter a description for the role in the Description field.
On the Permission Lists tab, click the search icon and perform the following:

a. Inthe Permission Lists lookup, enter 0IMUM and then click Lookup. From the
list, select OIMUM.

b. Click the plus sign (+) to add another row.

c. Inthe Permission Lists lookup, enter EOE19000 and then click Lookup. From
the list, select EOEI9000.

# Note:

Permission list EOEI9000 is not available in PeopleTools 8.53,
PeopleTools 8.54, PeopleTools 8.55, 8.56, or PeopleTools 8.57, and
is hence not applicable.

d. Click the plus sign (+) to add another row.

e. Inthe Permission Lists lookup, enter E0C09000 and then click Lookup. From
the list, select EOC09000.

f. Click Save.

Assigning the Required Privileges to the Target System Account

ORACLE

To assign the required privileges to a user:

1.

Open a Web browser and enter the URL for PeopleSoft Internet Architecture. The
URL is in the following format:

http://IPADDRESS: PORT/psp/ps/?2cmd=login

For example:
http://172.21.109.69:9080/psp/ps/?cmd=1login
In the PeopleSoft Internet Architecture window:

e For PeopleTools 8.54 and earlier releases, click PeopleTools, Security, User
Profiles , and then click User Profiles.
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» For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Security, User Profiles, and then click User Profiles.

Click Add a new Value. On the Add a New Value tab, enter the user profile name, for
example, 0IMUY, and then click Add.

On the General tab, perform the following:

a. From the Symbolic ID list, select the value that is displayed, for example, SYSADM1.
b. Enter valid values for the Password and Confirm Password fields.

c. Click the search icon for the Process Profile permission list.

d. Inthe Process Profile lookup, enter 0IMUM and then click Lookup. From the list,
select OIMUM. The application returns to the General tab.

On the ID tab, select none as the value of the ID type.

On the Roles tab, click the search icon and perform the following:

a. Inthe Roles lookup, enter 01MUM and then click Lookup. From the list, select OIMUM.
b. Click the plus sign (+) to add another row.

c. Inthe Roles lookup, enter ProcessSchedulerAdmin and then click Lookup. From the
list, select ProcessSchedulerAdmin.

d. Click the plus sign (+) to add another row.

e. Inthe Roles lookup, enter EIR Administrator and then click Lookup. From the list,
select EIR Administrator.

¢ Note:

Role EIR Administrator is not available in PeopleTools 8.53, PeopleTools
8.54, PeopleTools 8.55, 8.56, or PeopleTools 8.57 and is hence not
applicable.

f. Click Save to save this user profile.

Oracle Identity Manager uses this profile for the Admin user parameter in IT
resource to enable the connector to perform provisioning operations. This profile is
also used for a user with limited rights in PeopleSoft for performing all reconciliation-
related configurations.

Installing and Configuring the Connector Server

This procedure is optional. If you want to run the connector code (bundle) remotely in a
Connector Server, then install and configure the Connector Server as follows:

ORACLE

1.

Create a new directory on the machine where you want to install the Connector Server. In
this section, CONNECTOR_SERVER_HOME represents this directory.

Unzip the Connector Server package in your new directory from Step 1. The Connector
Server package is available with the Identity Connector Framework (ICF).

In the ConnectorServer.properties file, set the following properties, as required by your
deployment. The ConnectorServer.properties file is located in the conf directory.
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Property Description

connectorserver.port Port on which the Connector Server listens for
requests. The defaultis 8759.

connectorserver.bundleDir Directory where the connector bundles are
deployed. The default is bundles.

connectorserver.libDir Directory in which to place dependent libraries. The
default is lib.

connectorserver.usessl If set to true, the Connector Server uses SSL for

secure communication. The defaultis false. If you
specify true, use the following options on the
command line when you start the Connector Server:
-Djavax.net.ssl.keyStore
-Djavax.net.ssl.keyStoreType (optional)

-Djavax.net.ssl.keyStorePassword

connectorserver.ifaddress Bind address. To set this property, uncomment it in
the file (if necessary). The bind address can be
useful if there are more NICs installed on the
machine.

connectorserver.key Connector Server key. The default password for this
property is changeit.

4. Set the properties in the ConnectorServer.properties file, as follows:
* To set connectorserver.key, run the Connector Server with the /setKey option.

For more information, see Running the Connector Server on UNIX and Linux
Systems or Running the Connector Server on Windows Systems.

* For all other properties, edit the ConnectorServer.properties file manually.

5. The conf directory also contains the logging.properties file, which you can edit if
required by your deployment.

" Note:

For related information, see Running the Connector Server and Creating the
IT Resource for the Connector Server.

To configure the Connector Server to support multiple versions of the
connector:

e The connector JAR files copied to the CONNECTOR_SERVER_HOME/
bundle directory must contain target system-specific copy of the psjoa.jar
file. For PeopleTools 8.54, PeopleTools 8.55, PeopleTools 8.56, and
PeopleTools 8.57, the directory must contain target system-specific copy
of the psmanagement.jar file.

¢ Ensure that there are no JAR files in the
CONNECTOR_SERVER_HOME]/lib directory.
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This procedure is optional. If you want to run the connector code (bundle) remotely in a
Connector Server, then install and configure the Connector Server as described in Installing
and Configuring the Connector Server. See Creating the IT Resource for the Connector

Server for related information.

After installing and configuring the Connector Server, perform one of the following procedures
to run the Connector Server depending on your platform:

e Running the Connector Server on UNIX and Linux Systems

e Running the Connector Server on Windows Systems

Running the Connector Server on UNIX and Linux Systems

To run the Connector Server on UNIX and Linux systems, use the connectorserver.sh script,

as follows:

1. Make sure that you have set the properties required by your deployment in the
ConnectorServer.properties file, as described in Installing and Configuring the Connector

Server.

2. Change to the CONNECTOR_SERVER_HOME/bin directory.

3. Use the chmod command to set the permissions to make the connectorserver.sh script

executable.

4. Run the connectorserver.sh script. The script supports the following options.

Option

Description

/run [ -Jjava-option ]

[start [ -Jjava-option ]

[stop

/stop n

[stop -force

[stop n -force

I/setKey key

Runs the Connector Server in the console. Optionally, you can
specify one or more Java options.

For example, to run the Connector Server with SSL:

./connectorserver.sh /run
-J-Djavax.net.ssl.keyStore=mykeystore.jks
-J-Djavax.net.ssl.keyStorePassword=password

Runs the Connector Server in the background. Optionally, you can
specify one or more Java options.

Stops the Connector Server, waiting up to 5 seconds for the
process to end.

Stops the Connector Server, waiting up to n seconds for the
process to end.

Stops the Connector Server. Waits up to 5 seconds and then uses
the kill -KILL command, if the process is still running.

Stops the Connector Server. Waits up to n seconds and then uses
the kill -KILL command, if the process is still running.

Sets the Connector Server key. The connectorserver.sh script
stores the hashed value of key in the connectorserver.key property
in the ConnectorServer.properties file.

ORACLE
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Running the Connector Server on Windows Systems

To run the Connector Server on Windows systems, use the ConnectorServer.bat script
as follows:

1. Make sure that you have set the properties required by your deployment in the
ConnectorServer.properties file, as described in Installing and Configuring the
Connector Server.

2. Change to the CONNECTOR_SERVER_HOME\bin directory and run the
ConnectorServer.bat script.

The ConnectorServer.bat script supports the following options:

Option Description

finstall [serviceName] ["-J java-  Installs the Connector Server as a Windows service.

option’] Optionally, you can specify a service name and Java
options. If you do not specify a service name, the
default name is ConnectorServerJava.

/run ["-J java-option"] Runs the Connector Server from the console.
Optionally, you can specify Java options. For example,
to run the Connector Server with SSL:

ConnectorServer.bat /run
"-J-Djavax.net.ssl.keyStore=mykeystore.jks"
"-J-Djavax.net.ssl.keyStorePassword=password"

/setKey [key] Sets the Connector Server key. The
ConnectorServer.bat script stores the hashed value of
the key in the connectorserver.key property in the
ConnectorServer.properties file.

/uninstall [serviceName] Uninstalls the Connector Server. If you do not specify a
service name, the script uninstalls the
ConnectorServerJava service.

3. To stop the Connector Server, stop the respective Windows service.

Installation

You can run the connector code locally in Oracle Identity Manager or remotely in a
Connector Server.

This section contains the following topics:

* Installation Options
» Installation on Oracle Identity Manager

e Installation on the Target System

Installation Options

Depending on where you want to run the connector code (bundle), the connector
provides the following installation options:

* Run the connector code locally in Oracle Identity Manager.
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In this scenario, you deploy the connector in Oracle Identity Manager.
Run the connector code remotely in a Connector Server.

In this scenario, you deploy the connector in Oracle Identity Manager, and then, deploy
the connector bundle in a Connector Server. See Using an ldentity Connector Server in
Oracle Fusion Middleware Developing and Customizing Applications for Oracle Identity
Manager for information about installing, configuring, and running the Connector Server.

Installation on Oracle Identity Manager

Installation on Oracle Identity Manager consists of the following procedures:

Running the Connector Installer

Copying the Connector Files and External Code Files

Configuring the IT Resource

Configuring the Connector to Support Multiple Versions of the Target System
Deploying the PeopleSoft Listener

Removing the PeopleSoft Listener

Running the Connector Installer

ORACLE

# Note:

Direct provisioning is automatically enabled after you run the Connector Installer. If
required, you can enable request-based provisioning in the connector. Direct
provisioning is automatically disabled when you enable request-based provisioning.
See Enabling Request-Based Provisioning if you want to use the request-based
provisioning feature for this target system.

To run the Connector Installer:

1.

3.

Create a directory for the connector, for example, PSFT_UM-11.1.1.6.0, in the
OIM_HOMEI/server/ConnectorDefaultDirectory/targetsystems-lib directory. This directory
contains connector-specific files.

Copy the psjoa.jar file from the PEOPLESOFT_HOME/web/psjoa directory to the
directory created in Step 1.

# Note:

If you are using PeopleTools 8.54, PeopleTools 8.55, PeopleTools 8.56, or
PeopleTools 8.57, you must also copy the psmanagement.jar file from
PEOPLESOFT_HOME/client-tools/class to the directory created in Step 1 of
this procedure.

Copy the contents of the connector installation media directory into another directory to
hold the installation files.

For example: OIM_HOME/server/ConnectorDefaultDirectory/PSFT_UM-11.1.1.6.0
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# Note:

In an Oracle Identity Manager cluster, perform this step on each node of
the cluster.

Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

e For Oracle Identity Manager release 11.1.1.x:

a. Log in to Oracle Identity Manager Administration and User Console by
using the user account described in Creating the User Account for
Installing Connectors of Oracle Fusion Middleware Administering Oracle
Identity Manager.

b. On the Welcome to Identity Manager Advanced Administration page, in
the System Management region, click Manage Connector.

*  For Oracle Identity Manager release 11.1.2.x:

a. Log in to Oracle Identity System Administration.

b. In the left pane, under System Management, click Manage Connector.
In the Manage Connector page, click Install.

From the Connector List, select PeopleSoft User Management 11.1.1.6.0. This
list displays the names and release numbers of connectors whose installation files
you copy into the default connector installation directory in Step 1.

If you have copied the installation files into a different directory, then:

a. Inthe Alternative Directory field, enter the full path and name of that
directory.

b. To repopulate the list of connectors in the Connector List, click Refresh.

c. From the Connector List, select PeopleSoft User Management 11.1.1.6.0.
Click Load.

To start the installation process, click Continue.

The following tasks are performed, in sequence:

a. Configuration of connector libraries

b. Import of the connector XML files (by using the Deployment Manager)

c. Compilation of adapters

On successful completion of a task, a check mark is displayed for the task. If a
task fails, then an X mark and a message stating the reason for failure are
displayed. Depending on the reason for the failure, make the required correction
and then perform one of the following steps:

* Retry the installation by clicking Retry.
*  Cancel the installation and begin again from Step 1.

If all three tasks of the connector installation process are successful, then a
message indicating successful installation is displayed. In addition, a list of steps
that you must perform after the installation is displayed. These steps are as
follows:
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Note:

At this stage, run the PurgeCache utility to load the server cache with content
from the connector resource bundle in order to view the list of prerequisites.
See Clearing Content Related to Connector Resource Bundles from the Server
Cache for information about running the PurgeCache utility.

There are no prerequisites for some predefined connectors.

a. Configuring the IT resource for the connector.

See Configuring the IT Resource for more information.

b. Configuring the scheduled tasks.

See Configuring the Scheduled Jobs for Lookup Field Synchronization for more
information.

c. Configuring the xmIMapping lookup in the configuration lookup definition.

See Setting Up the Lookup.PSFT.Configuration Lookup Definition for more
information.

When you run the Connector Installer, it copies the connector files and external code files to
destination directories on the Oracle Identity Manager host computer. These files are listed in

Table 2-1.

Copying the Connector Files and External Code Files

Table 2-2 lists all the files that you must copy manually and the directories on the Oracle
Identity Manager host computer to which you must copy them.

# Note:

While installing Oracle Identity Manager in a cluster, you copy the contents of
the installation directory to each node of the cluster. Similarly, you must copy
the contents of the connectorResources directory and the JAR files to the
corresponding directories on each node of the cluster.

The directory paths given in the first column of this table correspond to the
location of the connector files on the installation media. See Files and
Directories on the Installation Media for more information about these files.

If a particular destination directory does not exist on the Oracle Identity
Manager host computer, then create it.

Table 2-2 Files to Be Copied to the Oracle Identity Manager Host Computer

_____________________________________________________________________________________________|]
File in the Installation Media Directory Destination for Oracle Identity Manager

xml/PeoplesoftComponentinterfaces.xml Copy to a path applicable to each node of the target system. Map

the path to the xmIMapping lookup in the configuration lookup.

lib/PeopleSoftOIMListener.ear

OIM_HOME/server/ConnectorDefaultDirectory/
PSFT_UM-11.1.1.6.0/listener/

ORACLE
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Table 2-2 (Cont.) Files to Be Copied to the Oracle Identity Manager Host Computer

_____________________________________________________________________________________________|]
File in the Installation Media Directory Destination for Oracle Identity Manager

Files in the peoplecode directory OIM_HOME/server/ConnectorDefaultDirectory/
PSFT_UM-11.1.1.6.0/peoplecode

Files in the test/scripts directory OIM_HOME/server/ConnectorDefaultDirectory/
PSFT_UM-11.1.1.6.0/scripts

Files in the test/config directory OIM_HOME/server/ConnectorDefaultDirectory/
PSFT_UM-11.1.1.6.0/config

¢ Note:

You might want to configure the connector for different versions of the target
system simultaneously. See Configuring the Connector to Support Multiple
Versions of the Target System for more information about creating and
placing the target system-specific JAR files.

Configuring the IT Resource

The IT resource for the target system contains connection information about the target
system. Oracle Identity Manager uses this information during provisioning and
reconciliation.

When you run the Connector Installer, the PSFT User IT resource is automatically
created in Oracle Identity Manager. You must specify values for the parameters of this
IT resource as follows:

1. Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

* For Oracle Identity Manager release 11.1.1.x:
Log in to the Administrative and User Console.
*  For Oracle Identity Manager release 11.1.2.x:
Log in to Oracle Identity System Administration.
2. If you are using Oracle Identity Manager release 11.1.1.x, then:
a. On the Welcome page, click Advanced in the upper-right corner of the page.

b. On the Welcome to Oracle Identity Manager Advanced Administration page, in
the Configuration region, click Manage IT Resource.

3. If you are using Oracle Identity Manager release 11.1.2.x, in the left pane, under
Configuration, click IT Resource.

4. Inthe IT Resource Name field on the Manage IT Resource page, enter PSFT User
and then click Search.

5. Click the edit icon for the IT resource.

6. From the list at the top of the page, select Details and Parameters.
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7. Click Edit and specify values for the parameters of the IT resource. Table 2-3 describes
each parameter.

8. Click Update to save the values.

IT Resource Parameters

Table 2-3 describes the IT resource parameters.

Table 2-3 IT Resource Parameters

Parameter

Description

Configuration Lookup

Name of the lookup definition that contains configuration information.

Default value: Lookup.PSFT.Configuration

Note: You must not change the value of this parameter. However, if you create a
copy of all the connector objects, then you can specify the unique name of the

copy of this lookup definition as the value of the Configuration Lookup Name
parameter in the copy of the IT resource.

Connector Server Name

Name of the remote connector server IT resource, if any.
See Creating the IT Resource for the Connector Server for related information.

IsActive

Specifies whether the specified IT Resource is in use or not. When Yes, the
message from PeopleSoft is validated against this parameter apart from the IT
Resource name.

If it is No, then the message from the PeopleSoft target is rejected and is not
parsed.

Default value: Yes

TopologyName

Name of the Segregation of Duties (SoD) topology, if any SoD integration exists.

See Specifying a Value for the TopologyName IT Resource Parameter for more
information.

URL

JOLT URL of the computer hosting the PeopleSoft application server.
Format: TARGET COMPUTER IPADDRESS or HOSTNAME:PORT
Sample value: 172.21.109.65:9070

See Determining the JOLT Listener Port for instructions to locate the Jolt Listener
port.

Note: If you have implemented high availability for PeopleSoft Application
Servers, then you need not perform any additional step on Oracle Identity
Manager for provisioning to work. You have to provide the correct Jolt URL
according to your high availability set up for PeopleSoft Application Servers.

For more information about high availability, see Red Paper on Clustering and
High Availability for Enterprise Tools 8.4x on Oracle Support and Working with
Jolt Configuration Options in the PeopleBook Enterprise PeopleTools 8.49
PeopleBook: System and Server Administration.

User

User name of the target system account to be used for connector operations.

You create this account by performing the procedure described in the Creating a
Target System User Account for Connector Operations section.

Sample value: PS

Password

Password of the target system account specified by the User parameter.

ORACLE
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Determining the JOLT Listener Port

You can obtain the Jolt Listener port number from the PeopleSoft Application Server
configuration file, psappsrv.cfg.

To locate the Jolt Listener Port:

1. Log in to the computer where you have deployed the Application Server.

2. Navigate to the folder where you have deployed PeopleTools, for example, the
PT8.49 folder for PeopleTools 8.49.

3. Navigate to the appserv folder.
4. Navigate to the folder that corresponds to the name of your application server.
5. Open the psappsrv.cfg file using WordPad.

The following is an example location for the file:

C:\PT8.49\appserv\HR8DMO\psappsrv.cfg

¢ Note:

You must not modify the contents of the file.

6. Search for the following text in the file:

[JOLT Listener]

; Settings for JOLT Listener

’

Search for the string Port. This provides you the value for the Jolt Listener port.

Configuring the Connector to Support Multiple Versions of the Target System

You can configure the connector for multiple versions of the target system
simultaneously.

This section contains the following topics:

e About Configuring a Connector to Support Multiple Versions of the Target System

e Configuring the Connector to Support Multiple Versions of the Target System

About Configuring a Connector to Support Multiple Versions of the Target System

ORACLE

You might want to configure the connector for different versions of the target system
simultaneously. For example, you can use the connector to perform provisioning
operations on both PeopleTools 8.48 and PeopleTools 8.49 simultaneously. The
following example illustrates this requirement:

To meet the requirement posed by such a scenario:

The London and New York offices of Example Multinational Inc. have their own
installations of the target system. The London office has PeopleTools 8.48 installation,
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while the New York office has PeopleTools 8.49 installation. You have to provision resources
on both installations of PeopleTools simultaneously.

You can configure a single version of the connector to simultaneously provision the resources
on both the versions of the target system. The connector uses a class loading mechanism,
which toggles between the different versions of the installation. You only need to place the
target system-specific JAR files on the computer that hosts Oracle Identity Manager.

Configuring the Connector to Support Multiple Versions of the Target System

ORACLE

To configure the connector to support multiple versions of the target system:

1

From the connector package, copy the bundle JAR file in a temporary directory.
Sample JAR file: bundle/org.identityconnectors.peoplesoftintfc-1.0.5963.jar
Sample temporary directory: c: \temp

Run the following command to extract the manifest file, META-INF/MANIFEST.MF, from
the JAR file:

jar -xvf org.identityconnectors.peoplesoftintfc-1.0.5963.]jar

# Note:

You can also run the WinZip or WinRAR utility to extract the contents from the
JAR file.

Delete the bundle JAR file in the temporary directory.

Update the value of ConnectorBundle-Version in the manifest file to a new value.
For example:

ConnectorBundle-Version: 1.0.5964

Copy the psjoa.jar file (target specific) from the PEOPLESOFT_HOME/web/psjoa
directory to the lib folder of the extracted bundle jar.

# Note:

If you are using PeopleTools 8.54, PeopleTools 8.55, PeopleTools 8.56, or
PeopleTools 8.57, you must also copy the psmanagement.jar file (target
specific) from the PEOPLESOFT_HOME/client-tools/class directory to the lib
folder of the extracted bundle jar.De

Create a new bundle JAR file that contains the updated manifest file as follows:

a. Open the command prompt and navigate to the temporary directory:
c:\temp

b. Run the following command:

jar -cvfm org.identityconnectors.peoplesoftintfc-1.0.5964.jar META-INF/
MANIFEST.MF *

The new connector bundle JAR name contains the new bundle version.

2-21



Chapter 2
Installation

7. Inthe case of a remote connector server, copy the new bundle JAR file in the
bundles directory of the remote connector server instead of posting the JAR file to
the Oracle Identity Manager database. Skip to Step 8.

8. Run the Oracle Identity Manager Upload JARSs utility to post the JAR file created in
Step 6 to the Oracle Identity Manager database. This utility is copied into the
following location when you install Oracle Identity Manager:

# Note:

Before you use this utility, verify that the WL_HOME environment variable is
set to the directory in which Oracle WebLogic Server is installed.

*  For Microsoft Windows:
OIM_HOME/server/bin/UploadJars.bat

*  For UNIX:
OIM_HOME/server/bin/UploadJars.sh

When you run the utility, you are prompted to enter the login credentials of the
Oracle Identity Manager administrator, URL of the Oracle Identity Manager host
computer, context factory value, type of JAR file being uploaded, and the location
from which the JAR file is to be uploaded. Select ICFBundle as the JAR type.

# See Also:

JARs utility in Oracle Fusion Middleware Developing and Customizing
Applications for Oracle Identity Manager for detailed information about
the Upload JARs utility

9. Create a copy of the configuration lookup, for example,
Lookup.PSFTV2.Configuration.

Ensure you update the new lookup with the bundle version.

10. Create a new PeopleSoft UM IT resource definition for the new bundle. Map the
Configuration Lookup parameter of the new IT resource to
Lookup.PSFTV2.Configuration.

The new IT resource will use the new bundle and the corresponding third-party
libraries without affecting the previous installations.

11. Repeat the preceding procedure for the other version of the target system,
PeopleSoft 8.48.

Deploying the PeopleSoft Listener
The PeopleSoft listener is a Web application that is deployed on an Oracle Identity

Manager host computer. The PeopleSoft listener parses the XML message and
creates a reconciliation event in Oracle Identity Manager.

ORACLE 2-22



Chapter 2
Installation

< Note:

The PeopleSoft Employee Reconciliation and PeopleSoft User Management
connectors have different IT resources. Therefore, you must configure separate
HTTP nodes for messages of the Employee Reconciliation and User Management
connectors.

Even if an existing node is configured to the PeopleSoft listener on Oracle Identity
Manager, a separate node is required for messages of the PeopleSoft Employee
Reconciliation connector.

A single listener is sufficient for both the connectors. You can configure the nodes to
point to the same listener with different IT resource names.

If you are using IBM WebSphere Application Server, perform the procedure
described in Deploying the PeopleSoft Listener on WebSphere Application Server.

¢ See Also:

Upgrading the PeopleSoft Listener for information about upgrading the listener

This section contains the following topics:

e Prerequisites for Deploying the PeopleSoft Listener

e Deploying the PeopleSoft Listener on Oracle Identity Manager

e Prerequisites for Deploying the PeopleSoft Listener on WebSphere Application Server

e Deploying the PeopleSoft Listener on WebSphere Application Server

e Importing Oracle Identity Manager CA Root Certificate for WebLogic Server

e Importing Oracle Identity Manager CA Root Certificate for WebSphere Application Server

Prerequisites for Deploying the PeopleSoft Listener

ORACLE

Before deploying the PeopleSoft listener, perform the following steps:

* Ensure Apache Ant 1.7 or later and JDK 1.6 or later are installed.
* Set the following environment values in ant.properties:

— ORACLE_HOME maps to the Oracle Identity Manager installation directory. For
example, /psl/beahome/Oracle IDMI1

— ORACLE_COMMON maps to the oracle_common directory in MW_HOME, where
MW_HOME is the directory in which Oracle Identity Management Suite is installed.
For example, /psl/beahome/oracle common

—  WLS_HOME maps to the WebLogic Server directory. For example, /middleware/
wlserver 10.3

— JAVA_HOME maps to your JDK environment. For example, C:\Program
Files\Java\jdkl.6.0 24
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PATH must include the JAVA_HOME/bin directory. You can set the PATH

variable using the SET PATH=$JAVA HOME/bin:$PATH command.

Build the wifullclient.jar file in Oracle WebLogic server, for example, in the
WLS_HOME/server/lib directory:

1.
2.

Change directories to WLS_HOME/serverl/lib.
Run the following command:

java -jar ../../../modules/com.bea.core.jarbuilder 1.3.0.0.jar

" Note:

The exact jar file version can be different based on the WebLogic
Server. Use the corresponding file with the name as
com.bea.core.jarbuilder at the WLS_HOME/../modules/ directory.

Start Oracle Identity Manager and the Admin Server.

Deploying the PeopleSoft Listener on Oracle Identity Manager

To deploy the PeopleSoft listener on Oracle Identity Manager:

1.

ORACLE

Set the Oracle Identity Manager connection details in the listener/deploy.properties

file.

The listener directory is located in the connector package directory, for example,
OIM_HOME/server/ConnectorDefaultDirectory/PSFT_UM-11.1.1.6.0.

Run the following command:

ant setup-listener

" Note:

If you need to deploy the listener in an Oracle Identity Manager cluster, then:

Specify the name of the cluster for the oim. server.name property in the
listener/deploy.properties file.

Update the following configurations appropriately with the URL of the
listener, /PeopleSoftOIMListener:

— Front-end web server
— Load balancer
— PeopleSoft nodes

Copy the connector package into the OIM_HOME/server/
ConnectorDefaultDirectory directory of every node.
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Prerequisites for Deploying the PeopleSoft Listener on WebSphere Application Server

Before deploying the PeopleSoft listener, ensure Apache Ant 1.7 or later and JDK 1.6 or later
are installed. Then, set the following environment values in the ant.properties file:

OIM_ORACLE_HOME maps to the Oracle Identity Manager installation directory. For
example, /psl/was/Oracle IDM1

You can set this variable using the setenv OIM ORACLE HOME <value>command.

JAVA_HOME maps to your JDK environment. For example, /usr/local/packages/
jdk16/

You can set this variable using the setenv JAVA HOME <value>command.

PATH must include the JAVA_HOME/bin directory. You can set this variable using the
setenv PATH $JAVA HOME/bin:$PATH command.

Create the listener EAR file in listener directory. To do so:

1. Change directories to $O/M_ORACLE_HOME/server/ConnectorDefaultDirectory/
PSFT_UM-11.1.1.6.0/listener.

2. Run the following commands:

rm -rf deployear

mkdir deployear

cp -rf base/PeopleSoftOIMListener.ear/META-INF deployear

cp -rf base/PeopleSoftOIMListener.ear/PeopleSoftOIMListener.war/WEB-INF
deployear

cp -rf $SOIM ORACLE HOME/server/client/oimclient.jar deployear/WEB-INF/lib

cp -rf SOIM ORACLE HOME/server/platform/iam-platform-utils.jar deployear/WEB-
INF/1ib

cp -rf SOIM ORACLE HOME/server/platform/iam-platform-auth-client.jar deployear/
WEB-INF/1lib

cd deployear

sed -1 's/OIM ADMIN USER/xelsysadm/g' WEB-INF/web.xml

jar -cvf PeopleSoftOIMListener.war WEB-INF

rm -rf WEB-INF/

jar -cvf PeopleSoftOIMListener.ear META-INF PeopleSoftOIMListener.war

rm -rf META-INF

rm -rf PeopleSoftOIMListener.war

Deploying the PeopleSoft Listener on WebSphere Application Server

ORACLE

To deploy the PeopleSoft listener on IBM WebSphere Application Server:

@ N o g kb v b PR

Log in to the WebSphere Admin console.

Expand Applications.

Select Enterprise Applications from the list.

Click Install and browse for the listener EAR directory.

Select Fast Path and click Next.

Under Map modules to servers, select oim_cluster to map the listener EAR file.
Save the listener EAR application and start the service.

Go to the $IBM_HTTP_SERVER/Plugins/bin directory on the computer hosting the IBM
HTTP Server as your Web server. Suppose this is Node A.
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9. Copy configurewebserverl.sh to the $WAS_HOME/bin directory on the computer
hosting the deployment manager.

10. Runthe ./configurewebserverl.sh command.
This will generate the plugin-cfg.xml file.
11. Copy plugin-cfg.xml from Node A to another node, say Node C.

For example, copy plugin-cfg.xml from Node A in $WAS_HOME/profiles/Dmgr01/
config/cells/CELL/nodes/NODE_ C/servers/webserverl/plugin-cfg.xml
to $IBM_HTTP_SERVER/Plugins/config/webserverl directory on Node C.

12. Perform syncNode for all nodes. To do so on Node A and another node, say Node
B, run the following commands on both the nodes:

" Note:

Ensure that the deployment manager is running on Node A. If a node is
not stopped, then kill the node from the command line.

$SWAS HOME/profiles/<Custom01>/bin/stopNode.sh

SWAS HOME/profiles/<Custom0l1>/bin/syncNode.sh <dmgr host> 8879
$SWAS HOME/profiles/<Custom01>/bin/startNode.sh
SWAS_HOME/profiles/<Custom01>/bin/startServer.sh soa_server
SWAS HOME/profiles/<Custom0l1>/bin/startServer.sh oim server

In the above commands, 8879 is the SOAP connector port of the deployment
manager. You can find SOAP connector port in the $WAS_HOME/profiles/
Dmgr01/1ogs/AboutThisProfile.txt file.

13. Start IBM HTTP Server by running following command:

$IBM HTTP SERVER/bin/apachectl start

You can try to access Oracle Identity Manager from IBM HTTP Server by using the
path such as http://NODE_C/oim.

Importing Oracle Identity Manager CA Root Certificate for WebLogic Server

ORACLE

If you have configured SSL in Oracle Identity Manager, for the PeopleSoft listener to
work in SSL you must import Oracle Identity Manager CA root certificate into
PeopleSoft WebServer.

To import the CA root certificate into PeopleSoft WebServer for WebLogic Server:

1. Identity the certificate of issuing authority, the root CA for Oracle Identity Manager.

If you use the default demo certificate, then the root certificate is located in the
following location:

MW_HOME/wlserver_10.3/server/lib/CertGenCA.der

If the certificate is issued by an external entity, then you must import the
corresponding root certificate.

2. Use pskeymanager to import the root certificate into PeopleSoft WebServer
keystore.
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Importing Oracle Identity Manager CA Root Certificate for WebSphere Application Server

If you have configured SSL in Oracle Identity Manager, for the PeopleSoft listener to work in
SSL you must import Oracle Identity Manager CA root certificate into PeopleSoft WebServer.

To import the CA root certificate into PeopleSoft WebServer for WebSphere Application
Server:

1. ldentity the certificate of issuing authority, the root CA for Oracle Identity Manager.

In the WebSphere Admin console, navigate to Security, SSL certificate and key
management, Key stores and certificates, CellDefaultTrustStore, and Signer certificates.
Then, select root and click Extract.

If the certificate is issued by a different entity, then you must import the corresponding
root certificate.

2. Use pskeymanager to import the root certificate into PeopleSoft WebServer keystore.

Removing the PeopleSoft Listener

If you uninstall the connector, you must also remove the listener. Installing a new connector
over a previously deployed listener creates discrepancies.

< Note:

e This section is not a part of installation on Oracle Identity Manager. You might
need this procedure to extend the connector.

e See Upgrading the PeopleSoft Listener for more information about upgrading
the listener.

This section contains the following topics:

* Removing the PeopleSoft Listener on WebSphere Application Server

* Removing the PeopleSoft Listener for WebLogic Server

Removing the PeopleSoft Listener on WebSphere Application Server

ORACLE

To remove the PeopleSoft listener on WebSphere Application Server:

1. Log into the WebSphere Admin console.
2. Expand Applications.
3. Select Enterprise Applications from the list.
A list of deployed applications is shown on the right pane.
4. Select the PeopleSoftOIMListener.ear check box.
5. Specify the Context root as PeopleSoftOIMListener.
6. Click Uninstall.

An Uninstall Application confirmation screen appears with the name of the application to
be uninstalled. In this scenario, the application would be PeopleSoftOIMListener.
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Click OK.

Removing the PeopleSoft Listener for WebLogic Server

To remove the PeopleSoft listener from for WebLogic Server, run the following
command from the listener directory:

ant undeploy

To remove the PeopleSoft listener of the connector of a previous release, perform the
following procedure:

1.
2.

10.

11.

Log in to the Oracle WebLogic admin console.

From the Domain Structure list, select OIM_DOMAIN.

Where OIM_DOMAIN is the domain on which Oracle Identity Manager is installed.
Click the Deployments tab.

On Microsoft Windows, in the Change Centre window, click Lock & Edit.

Select PeopleSoftOIMListener.ear. This enables the Delete button of the Control
tab in the Summary Of Deployments region.

Click Stop. A list appears.

Select Force Stop Now.

The Force Stop Application confirmation screen appears.
Click Yes.

On the Control tab in the Summary Of Deployments region, select
PeopleSoftOIMListener.ear.

Click Delete.
A confirmation message appears on successful deletion of the WAR file.

On the left pane, click the Active Changes button.

Installation on the Target System

During this stage, you configure the target system to enable it for reconciliation and
provisioning operations.

ORACLE

< Note:

If the target system is PeopleSoft 9.1 with PeopleTools 8.51, the target
system must be patched with the PeopleSoft USER_PROFILE project.

This information is provided in the following sections:

Configuring the Target System for Lookup Reconciliation
Configuring the Target System for Full Reconciliation
Configuring the Target System for Incremental Reconciliation

Configuring the Target System for Provisioning
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»  Configuring Oracle Identity Manager Server as a Non-Proxy Host on PeopleSoft Server

Configuring the Target System for Lookup Reconciliation

Lookup reconciliation is used to reconcile lookup definitions for currency codes, languages,
roles, permissions, and e-mail types corresponding to the lookup fields on the target system
created into Oracle Identity Manager.

Configuring the target system for lookup reconciliation involves creating the properties file by
performing the procedure described in the following section:

The Application Engine program populates the .properties file with lookup data that is
required for look up reconciliation. This is a one-time procedure.

You can create the Application Engine program based on whether you have imported the
PeopleSoft Application Designer project. Perform the procedure described in one of the
following sections:

*  Creating the Application Engine Program If PeopleSoft Application Designer Project Is
Not Imported

*  Creating the Application Engine Program If PeopleSoft Application Designer Project Is
Imported

Creating the Application Engine Program If PeopleSoft Application Designer Project Is Not

Imported

ORACLE

To create the Application Engine program if you have not imported the PeopleSoft Application
Designer Project as described in Importing a Project from Application Designer, you must
perform the following tasks:

1. To open Application Designer in 2-tier mode, click Start, Programs, Peoplesoft8.x, and
then Application Designer.

# Note:

To open Application Designer in 2-tier mode, the database client (client of the
database that PeopleSoft is using) must be installed on the server. In addition,
you must select the appropriate database type from the Connection Type field
(for example, Oracle Database) while providing sign-on information in the
PeopleSoft Application Designer Signon window.

2. From the File menu, click New.
3. In the New Definition dialog box, select App Engine Program from the Definition list.

4. On the App Engine Program page, a plus sign (+) is displayed besides the MAIN section.
The MAIN section may contain multiple steps. Expand MAIN. A step named Step01 is
added to MAIN.

Rename Step01 to Language.
Click Action in the Insert menu. An action is added to the Language step.

Select PeopleCode from the list for the new action.

@ N o o

Click Save in the File menu, and save the Application Engine program as
LOOKUP_RECON.
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Double-click the PeopleCode action. A new PeopleCode window is displayed.

Copy the code from the OIM_HOME/xellerate/XLIntegrations/PSFTUM/
peoplecode/languageCode.txt file into the PeopleCode window.

Change the path to a directory location on the PeopleSoft server as follows:

&DataFile = GetFile("absolute path where you want to generate the DataFile",
"w", %FilePath Absolute);

&LOGFile = GetFile("absolute path where you want to generate the LogFile",
"w", "a", %FilePath Absolute);

For example:

&DataFile = GetFile("C:\PSFT 849 LOOKUPS\language.properties", "w",
%$FilePath Absolute);

§LOGFile = GetFile("C:\PSFT 849 LOOKUPS\language.log", "w", "a",
%$FilePath Absolute);

# Note:

Ensure that the name of the file ends in .properties, for example,
language.properties.

Save the PeopleCode action, and close the window.

On the App Engine Program page, select the language step and then select Stepl/
Action from the Insert menu.

Repeat Steps 5 through 12 to create the remaining steps, which are listed in the
following table:

Step Name File Containing the Required PeopleCode
Currency CurrencyCode.txt

userrole UserRoles.txt

permiss PermissionList.txt

EmailType EmailType.txt

Save the Application Engine program.

Creating the Application Engine Program If PeopleSoft Application Designer Project Is

Imported

ORACLE

To create the Application Engine program if you have imported the PeopleSoft
Application Designer Project as described in Importing a Project from Application
Designer, you must perform the following tasks:

1.

To open Application Designer in 2-tier mode, click Start, Programs,
Peoplesoft8.x, and then Application Designer.

From the File menu, select Open and then select Project. Search for and open
the project OIM_UM.

The Open Definition dialog box appears.

In the Name field, enter 0IM UM as the project name and then click Open.
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The project appears on the left pane.

Click the plus sign (+) below Application Engine Programs.

Double-click LOOKUP_RECON on the left pane.

The LOOKUP_RECON (App Engine Program) window appears on the right pane.

Double-click the PeopleCode action associated with Step01 - "Currency Code". A new
PeopleCode window is displayed.

Change the path to a directory location on the PeopleSoft server as follows:

&DataFile = GetFile("absolute path where you want to generate the DataFile", "w",
%$FilePath Absolute);

&LOGFile = GetFile("absolute path where you want to generate the LogFile", "w",
"a", %FilePath Absolute);

For example:

&DataFile = GetFile("C:\PSFT 849 LOOKUPS\currencycodes.properties", "w",
%$FilePath Absolute);

§LOGFile = GetFile ("C:\PSFT_849 LOOKUPS\lcurrencycodes.log", "w", "a",
%$FilePath Absolute);

¢ Note:

Ensure that the name of the file ends in .properties, for example,
language.properties.

Save the PeopleCode action, and close the window.

Repeat Steps 6 through 8 for the remaining steps, such as Email Types, Language
Codes, Permission Lists, and Roles.

10. Save the Application Engine program.

Configuring the Target System for Full Reconciliation

ORACLE

Configuring the target system for full reconciliation involves configuring the USER_PROFILE
message.

This section contains the following topics:

# Note:

The screenshots are taken on PeopleTools 8.49 version. They may vary for other
versions of PeopleTools.

Displaying the EI Repository Folder

Activating the USER_PROFILE Messages
Activating the Full Data Publish Rule

About Configuring the PeopleSoft Integration Broker

Configuring the PeopleSoft Integration Broker Gateway
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» Creating the Remote Node

e Activating the USER_PROFILE Service Operation

*  Verifying the Queue Status for the USER_PROFILE Service Operation
e Setting Up the Security for the USER_PROFILE Service Operation

Displaying the El Repository Folder

El Repository is a hidden folder in PeopleSoft. Therefore, you must display this folder.

" Note:

» If you are using PeopleTools 8.53 or later as the target system, do not
perform the procedure described in this section.

e Perform this procedure using the PeopleSoft administrator credentials.

To display the El Repository folder:

1. Inthe PeopleSoft Internet Architecture, expand People Tools, Portal, and then
Structure and Content.

2. Click the Enterprise Components link.

3. Click the Edit link for EI Repository, and then uncheck Hide from portal
navigation.

4. Click Save.

5. Log out, and then log in.

Activating the USER_PROFILE Messages

ORACLE

< Note:

If you are using PeopleTools 8.53 or later as the target system, do not
perform the procedure described in this section.

You must activate the USER_PROFILE message so that it can be processed.
To activate the USER_PROFILE messages:

1. In the PeopleSoft Internet Architecture, expand Enterprise Components, El
Repository, and then click Message Properties.

2. Search for and open the USER_PROFILE message.
3. Click Activate All.

4. Click the Subscription tab, and activate the Subscription PeopleCode if it exists.
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< Note:

To perform this step, your user profile must have the EIR Administrator role
consisting of EOEI9000 and EOCO9000 permission lists.

Activating the Full Data Publish Rule

You must define and activate this rule, because it acts as a catalyst for the Full Reconciliation
process. This rule provides the Full Reconciliation process the desired information to initiate
reconciliation.

To activate the full data publish rule:

1. Inthe PeopleSoft Internet Architecture window:

* For PeopleTools 8.54 and earlier releases, expand Enterprise Components,
Integration Definitions, and then click Full Data Publish Rules.

» For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, Enterprise
Components, Integration Definitions, and then click Full Data Publish Rules.

2. Search for and open the USER_PROFILE message.

3. In the Publish Rule Definition region:
a. Inthe Publish Rule ID field, enter OIM USER PROFILE.
b. Inthe Description field, enter 0OIM USER PROFILE.
c. From the Status list, select Active.

4, Click Save.

About Configuring the PeopleSoft Integration Broker

PeopleSoft Integration Broker is installed as part of the PeopleTools installation process. The
Integration Broker Gateway is a component of PeopleSoft Integration Broker, which runs on
the PeopleSoft Web Server. It is the physical hub between PeopleSoft and the third-party
system. The integration gateway manages the receipt and delivery of messages passed
among systems through PeopleSoft Integration Broker.

PeopleSoft Integration Broker provides a mechanism for communicating with the outside
world using XML files. Communication can take place between different PeopleSoft
applications or between PeopleSoft and third-party systems. To subscribe to data, third-party
applications can accept and process XML messages posted by PeopleSoft by using the
available PeopleSoft connectors. The Integration Broker routes messages to and from
PeopleSoft.

A remote node that you create within the Integration Broker acts as the receiver for XML
messages from PeopleSoft. This remote node accepts XML messages and posts them as
XML files to a folder that you specify. During a reconciliation run, a scheduled task running on
Oracle Identity Manager uses the data in these XML files to Oracle Identity Manager.

Configuring the PeopleSoft Integration Broker Gateway
To configure the PeopleSoft Integration Broker gateway:

1. Open a Web browser and enter the URL for PeopleSoft Internet Architecture.
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The URL for PeopleSoft Internet Architecture is in the following format:

http://IPADDRESS:PORT/psp/ps/?cmd=1login

For example:
http://172.21.109.69:9080/psp/ps/?cmd=login
To display the Gateway component details:

* For PeopleTools 8.54 and earlier releases, expand PeopleTools, Integration
Broker, Configuration, and then click Gateways.

» For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Integration Broker, Configuration, and then click Gateways.

In the Integration Gateway ID field, enter LocAL and then click Search. The
LOCAL gateway is a default gateway that is created when you install PeopleSoft
Internet Architecture.

Ensure that the IP address and host nhame specified in the URL of the PeopleSoft
listener are those on which the target system is installed. The URL of the
PeopleSoft listener is in one of the following formats:

http://HOSTNAME of the PeopleSoft Web Server or

IP address:port/PSIGW/PeopleSoftListeningConnector

For example:
http://10.121.16.42:80/PSIGW/PeopleSoftListeningConnector

To load all target connectors that are registered with the LOCAL gateway, click
Load Gateway Connectors. A window is displayed mentioning that the loading
process is successful. Click OK.

Click Save.

Click Ping Gateway to check whether the gateway component is active. The
PeopleTools version and the status of the PeopleSoft listener are displayed. The
status should be ACTIVE.

Creating the Remote Node

ORACLE

To create the remote node:

1.

While creating the remote node, you use the value of the ig.fileconnector.password
property in the integrationGateway.properties file. Determine the value of this
property as follows:

a. Inthe PeopleSoft Internet Architecture window:

» For PeopleTools 8.54 and earlier releases, expand PeopleTools,
Integration Broker, Configuration, and then click Gateways.

e For PeopleTools 8.55 and 8.56, click NavBar, Navigator, PeopleTools,
Integration Broker, Configuration, and then click Gateways.

b. Inthe Integration Gateway ID field, enter LOCAL and then click Search.
c. Click the Gateway Setup Properties link.

d. Enter the user ID and password for accessing the
integrationGateway.properties file, and then click OK.
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e. On the PeopleSoft Node Configuration page, click Advanced Properties Page.
The contents of the integrationGateway.properties file are displayed.

f. Search for ig.fileconnector.properties in the file contents. The line displayed in the
file may be similar to the following sample line:

ig.fileconnector.password={V1.1}%5GhbfJ89bvNT1HzF98==

g. Copy the text after (that is, to the right of) the equal sign of the property. For example,
copy {V1.1}%$5GhbfJ89bvNT1HzF98== from the line given in the preceding sample.

This is the password that you specify while creating the remote node. The sample
password given here is encrypted. If the password displayed on your PeopleSoft
installation is not encrypted, then you can encrypt it by following the steps given later
in this section.

In the PeopleSoft Internet Architecture window:

* For PeopleTools 8.54 and earlier releases, expand PeopleTools, Integration
Broker, Integration Setup, and then click Nodes.

* For PeopleTools 8.55 and 8.56, click NavBar, Navigator, PeopleTools, Integration
Broker, Integration Setup, and then click Nodes.

On the Add a New Value tab, enter the node name, for example, 0IM FILE NODE, and
then click Add.

On the Node Definition tab, provide the following values:
In the Description field, enter a description for the node.
In the Default User ID field, enter ps.

Make this node a remote node by deselecting the Local Node check box and selecting
the Active Node check box.

Make the Node Type as PIA.

On the Connectors tab, search for the following information by clicking the Lookup icon:
Gateway ID: LOCAL

Connector ID: FILEOUTPUT

On the Properties page in the Connectors tab, enter the following information:
Property ID: HEADER

Property Name: sendUncompressed

Required value: Y

Property ID: PROPERTY

Property Name: Method

Required value: PUT

Property ID: PROPERTY

Property Name: FilePath

Required value: Enter the full path of any folder on which the Integration Broker has Write
permissions. The remote node will post XML files to this folder.

Property ID: PROPERTY

Property Name: Password
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Required value: Enter the value of the ig.fileconnector.password property in the
integrationGateway.properties file. This is the password that you determine by
performing Step 1. If the password is not already encrypted, that you can encrypt it
as follows:

a. Inthe Password Encrypting Utility region, enter the value of the
ig.fileconnector.password property in the Password and Confirm Password
fields.

b. Click Encrypt.

c. From the Encrypted Password field, copy the encrypted password to the
Value field for the Password property.

9. Click Save.

10. Click Ping Node to check whether a connection is established with the specified
IP address.

Activating the USER_PROFILE Service Operation

ORACLE

The service operation is a mechanism to trigger, receive, transform, and route
messages that provide information about updates in the PeopleSoft or an external
application. You must activate the service operation for successful transmission and
receipt of messages.

To activate the USER_PROFILE service operation:

" Note:

If the message version is not the same as specified, then you can change
the message version as described in Changing Default Message Versions.

1. In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Service Operations.

2. On the Find Service Operation tab, enter USER_PROFILE in the Service field, and
then click Search.

3. Click the USER_PROFILE link.

# Note:

In PeopleSoft HRMS, there are two versions of the message associated
with this service operation. But, when you integrate PeopleSoft HRMS
9.0 or HRMS 9.2 and Oracle Identity Manager, you must send
version 84. So, you must use the default version, VERSION 84, for
HRMS 9.0 and HRMS 9.2.

If you are using PeopleTools 8.53, then you must use PeopleSoft HRMS
9.2 as the minimum version.

4. In the Default Service Operation Version region, click Active.

5. Click Save.
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Verifying the Queue Status for the USER_PROFILE Service Operation

All messages in PeopleSoft are sent through a queue. This is done to ensure that the
messages are delivered in the correct sequence. Therefore, you must ensure that the queue
is in the Run status.

To ensure that the status of the queue for the USER_PROFILE service operation is Run:

1. Inthe PeopleSoft Internet Architecture window:

» For PeopleTools 8.54 and earlier releases, expand PeopleTools, Integration
Broker, Integration Setup, and then click Queues.

* For PeopleTools 8.55, 8.56, and 8.57, click NavBar, Navigator, PeopleTools,
Integration Broker, Integration Setup, and then click Queues.

2. Search for the USER_PROFILE queue.

3. Inthe Queue Status list, ensure that Run is selected.

# Note:

If the queue status is not Run:
a. From the Queue Status list, select Run.
b. Click Save.

4. Click Return to Search.

Setting Up the Security for the USER_PROFILE Service Operation

The target system user who has the permission to modify, add, or delete personal or job
information of an employee might not have access to send messages regarding these
updates. Therefore, it is imperative to explicitly grant security to enable operations.

To set up the security for the USER_PROFILE service operation:

1. Inthe PeopleSoft Internet Architecture window:

» For PeopleTools 8.54 and earlier releases, expand PeopleTools, Integration
Broker, Integration Setup, and then click Service Operations.

* For PeopleTools 8.55, 8.56 and 8.57, click NavBar, Navigator, PeopleTools,
Integration Broker, Integration Setup, and then click Service Operations.

2. Search for and open the USER_PROFILE service operation.
3. On the General tab, click the Service Operation Security link.

4. Attach the permission list OIMUM to the USER_PROFILE service operation. This list is
created in Step 3 of the preinstallation procedure discussed in Creating a Permission List.

To attach the permission list:
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< Note:

This procedure describes how to grant access to the OIMUM permission
list. The OIMUM permission list is used as an example. However, to
implement this procedure you must use the permission list (attached
through a role) to the user profile of the actual user who maintains the
user profile information or the user who performs full reconciliation.

a. Click the plus sign (+) to add a row to the Permission List field.

b. Inthe Permission List field, enter OIM and then click the Look up Permission
List icon.

The OIMUM permission list appears.
c. From the Access list, select Full Access.
d. Click Save.

e. Click Return to Search.

Configuring the Target System for Incremental Reconciliation

ORACLE

Configuring the target system for incremental reconciliation involves configuration of
USER_PROFILE and DELETE_USER_PROFILE service operations, nodes, and
routing to send messages from PeopleSoft Integration Broker to other systems, and
configuring PeopleSoft Integration Broker.

# Note:

The PeopleSoft Employee Reconciliation and PeopleSoft User Management
connectors have different IT resources. Therefore, you must configure
separate HTTP nodes for messages of the Employee Reconciliation and
User Management connectors.

Even if an existing node is configured to the PeopleSoft listener on Oracle
Identity Manager, a separate node is required for messages of the
PeopleSoft Employee Reconciliation connector.

A single listener is sufficient for both the connectors. You can configure the
nodes to point to the same listener with different IT resource names.

This section contains the following topics:

»  About Configuring the Target System for Incremental Reconciliation

e Configuring PeopleSoft Integration Broker

e Setting the CopyRowsetDelta Option

*  Configuring the USER_PROFILE Service Operation

* Activating the DELETE_USER_PROFILE Service Operation

»  Verifying the Queue Status for the DELETE_USER_PROFILE Service Operation
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e Setting Up the Security for the DELETE_USER_PROFILE Service Operation
» Defining the Routing for the DELETE_USER_PROFILE Service Operation
*  Preventing Transmission of Unwanted Fields During Incremental Reconciliation

* Removing Unwanted Fields at Message Level

About Configuring the Target System for Incremental Reconciliation

Configuring the target system for incremental reconciliation involves configuration of
USER_PROFILE and DELETE_USER_PROFILE service operations, nodes, and routing to
send messages from PeopleSoft Integration Broker to other systems, and configuring
PeopleSoft Integration Broker.

The USER_PROFILE message contains information about user accounts that are created or
modified. The DELETE_USER_PROFILE message contains information about user accounts
that have been deleted.

A message is the physical container for the XML data that is sent from the target system.
Message definitions provide the physical description of data that is sent from the target
system. This data includes fields, field types, and field lengths. A queue is used to carry
messages. It is a mechanism for structuring data into logical groups. A message can belong
to only one queue.

Setting the PeopleSoft Integration Broker gateway is mandatory when you configure
PeopleSoft Integration Broker. To subscribe to XML data, Oracle Identity Manager can accept
and process XML messages posted by PeopleSoft by using PeopleSoft connectors located in
the PeopleSoft Integration Broker gateway. These connectors are Java programs that are
controlled by the Integration Broker gateway.

This gateway is a program that runs on the PeopleSoft Web server. It acts as a physical hub
between PeopleSoft and PeopleSoft applications (or third-party systems, such as Oracle
Identity Manager). The gateway manages the receipt and delivery of messages passed
among systems through PeopleSoft Integration Broker.

To configure the target system for incremental reconciliation, perform the following
procedures:

# Note:

You must use an administrator account to perform the following procedures.

Configuring PeopleSoft Integration Broker

ORACLE

The Integration Broker Gateway is a component of PeopleSoft Integration Broker (a
messaging system), which is deployed at the PeopleSoft Web server. The Integration Broker
Gateway is used for sending messages from PeopleSoft and for receiving messages for
PeopleSoft.

Integration Broker is the inherent messaging system of PeopleSoft. You must configure
Integration Broker to send and receive messages from and to PeopleSoft.

To configure PeopleSoft Integration Broker:

1. Create a remote node by performing the following steps:
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In the PeopleSoft Internet Architecture window:

» For PeopleTools 8.54 and earlier releases, expand PeopleTools,
Integration Broker, Integration Setup, and then click Nodes.

» For PeopleTools 8.55 and 8.56, click NavBar, Navigator, PeopleTools,
Integration Broker, Integration Setup, and then click Nodes.

On the Add a New Value tab, enter the node name, for example, 0OIM NODE,
and then click Add.

On the Node Definition tab, enter a description for the node in the Description
field. In addition, enter ps in the Default User ID field.

Make this node a remote node by deselecting the Local Node check box and
selecting the Active Node check box.

Make the Node Type as PIA.

On the Connectors tab, search for the following information by clicking the
Lookup icon:

Gateway ID: LOCAL

Connector ID: HTTPTARGET

On the Properties page in the Connectors tab, enter the following information:
Property ID: HEADER

Property Name: sendUncompressed
Required value: Y

Property ID: HTTP PROPERTY
Property Name: Method

Required value: POST

Property ID: HEADER

Property Name: Location

Required value: Enter the value of the IT resource name as configured for the
target system.

Sample value: PSFT User
Property ID: PRIMARYURL
Property Name: URL

Required value: Enter the URL of the PeopleSoft listener that is configured to
receive XML messages. This URL must be in the following format:

http://HOSTNAME_Of_OIM_SERVER or IPADDRESS:PORT/
PeopleSoftOIMListener

The URL depends on the application server that you are using. For an
environment on which SSL is not enabled, the URL must be in the following
format:

For IBM WebSphere Application Server:

http://10.121.16.42:9080/PeopleSoftOIMListener

For JBoss Application Server:
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http://10.121.16.42:8080/PeopleSoftOIMListener

For Oracle WebLogic Server:

http://10.121.16.42:7001/PeopleSoftOIMListener

For Oracle Application Server:

http://10.121.16.42:7200/PeopleSoftOIMListener/

For an environment on which SSL is enabled, the URL must be in the following
format:

https://COMMON NAME: PORT/PeopleSoftOIMListener

For IBM WebSphere Application Server:

https://example088196:9443/PeopleSoftOIMListener

For JBoss Application Server:

https://example088196:8443/PeopleSoftOIMListener

For Oracle WebLogic Server:

https://example088196:7002/PeopleSoftOIMListener

For Oracle Application Server
https://example088916:7200/PeopleSoftOIMListener/
Click Save to save the changes.

Click Ping Node to check whether a connection is established with the specified IP
address. Ping Node will fail if the IT resource is not specified correctly.
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< Note:

You might encounter the following error when you send a message from
PeopleSoft Integration Broker over HTTP PeopleTools 8.50 target
system:

HttpTargetConnector:PSHttpFactory init or setCertificate
failed

This happens because the Integration Broker Gateway Web server tries
to access the keystore even if SSL is not enabled using the parameters
defined in the integrationgateway.properties file as follows:

secureFileKeystorePath=<path to pskey>
secureFileKeystorePasswd=password

If either the <path to pskey> or the password (unencrypted) is incorrect,
you will receive the preceding error message. Perform the following
steps to resolve the error:

a. Verify if secureFileKeystorePath in the
integrationgateway.properties file is correct.

b. Verify if secureFileKeystorePasswd in the
integrationgateway.properties file is correct.

c. Access the pskeymanager to check the accuracy of the path and the
password. You can access pskeymanager from the following
location:

<PIA_HOME>\webserv\peoplesoft\bin

Usually, a new PeopleTools 8.50 instance throws the preceding error
when you message over the HTTP target connector. The reason is that
the default password is not in the encrypted format in the
integrationgateway.properties file.

Setting the CopyRowsetDelta Option

Before configuring the service operations for PeopleTools 8.50, ensure that the
following setting is enabled:

1. In PeopleSoft Internet Architecture, expand PeopleTools, Security, Security
Objects, and then click Security PeopleCode Options.

2. Select CopyRowsetDelta check box.

Configuring the USER_PROFILE Service Operation

The USER_PROFILE message contains information about user accounts that are
created or modified.
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< Note:

The screenshots are taken on PeopleTools 8.49 version. They may vary for other
versions of PeopleTools.

To configure the USER_PROFILE service operation:

1. Inthe PeopleSoft Internet Architecture window:

* For PeopleTools 8.54 and earlier releases, expand PeopleTools, Integration
Broker, Integration Setup, and then click Service Operations.

» For PeopleTools 8.55 and 8.56, click NavBar, Navigator, PeopleTools, Integration
Broker, Integration Setup, and then click Service Operations.

2. Search for and open the USER_PROFILE service operation.

3. Onthe Routing tab, enter USER_PROFILE HR TO OIM as the routing name and then click
Add.

4. On the Routing Definition tab, enter the following:

Sender Node: PSFT_HR

" Note:
The sender node is the default active local node. To locate the sender node:
a. Click the Look up icon.
b. Click Default to sort the results in descending order.
The default active local node should meet the following criteria:
Local Node: 1
Default Local Node: Y
Node Type: PIA
Only one node can meet all the above conditions at a time.
c. Select the node.
d. Click Save.

Receiver Node: 0IM NODE
5. Click Save.

6. Click Return to go back to the Routings tab of the Service Operation and verify whether
your routing is active.

Activating the DELETE_USER_PROFILE Service Operation

To activate the DELETE_USER_PROFILE service operation:
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< Note:

< If the message version is not the same as specified, then you can
change the message version as described in Changing Default Message
Versions.

e The screenshots are taken on PeopleTools 8.49 version. They may vary
for other versions of PeopleTools.

In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Service Operations.

On the Find Service Operation tab, enter DELETE_USER PROFILE in the Service
field, and then click Search.

Click the DELETE_USER_PROFILE link.
In the Default Service Operation Version region, click Active.

Click Save.

Verifying the Queue Status for the DELETE_USER_PROFILE Service Operation

To ensure that the status of the queue for the DELETE_USER_PROFILE service
operation is Run:

1.

2.
3.

4.

In the PeopleSoft Internet Architecture window:

» For PeopleTools 8.54 and earlier releases, expand PeopleTools, Integration
Broker, Integration Setup, and then click Queues.

* For PeopleTools 8.55 and 8.56, click NavBar, Navigator, PeopleTools,
Integration Broker, Integration Setup, and then click Queues.

Search for the DELETE_USER_PROFILE queue.

In the Queue Status List, ensure that Run is selected.

" Note:
If the queue status is not Run:
a. From the Queue Status list, select Run.

b. Click Save.

Click Return to Search.

Setting Up the Security for the DELETE_USER_PROFILE Service Operation

To set up the security for the DELETE_USER_PROFILE service operation:

1.

ORACLE

In the PeopleSoft Internet Architecture window:

* For PeopleTools 8.54 and earlier releases, expand PeopleTools, Integration
Broker, Integration Setup, and then click Service Operations.
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» For PeopleTools 8.55 and 8.56, click NavBar, Navigator, PeopleTools, Integration
Broker, Integration Setup, and then click Service Operations.

2. Search for and open the DELETE_USER_PROFILE service operation.
3. On the General tab, click the Service Operation Security link.

4. Attach the permission list OIMUM, created as a part of the preinstalltion, in Step 3, (See
Creating a Permission List) to the USER_PROFILE service operation.

To attach the permission list:

# Note:

This procedure describes how to grant access to the OIMUM permission list.
The OIMUM permission list is used as an example. However, to implement this
procedure, you must use the permission list (attached through a role) to the
user profile of the actual user who maintains the user profile information.

a. Click the plus sign (+) to add a row for the Permission List field.

b. Inthe Permission List field, enter OIM and then click the Look up Permission List
icon.

The OIMUM permission list appears.
c. From the Access list, select Full Access.
d. Click Save.

e. Click Return to Search.
Defining the Routing for the DELETE_USER_PROFILE Service Operation

To define the routing for the DELETE_USER_PROFILE service operation:

1. On the Routing tab, enter DELETE_USER PROFILE HR TO OIM as the routing name and
then click Add. The following screenshot displays the routing information:

b My Eavorites [ General | Handlers Routings

[ Salf Serice

- Manager Sell Sendce Service Operation: DELETE_USER_PROFILE

[ Récrudting Dafault Version: VERSION_1

[ Warktorce Administration I —

 Banefts RoutingHame:  [FLETE_USER_PROFILE_HR_TO_0IM st

[ Compensation L

[ Stock Firs [1 | | g
[ Thme and Labor . st o tast
T Payrall tor North America Selpcted  Name Version Routing Type  SenderHode  ReceiverWode [irection Statug
[ Glebal Payroll & Absencs r DELETE USER PROFILE HWR TO LM VERSION_1 Azynch F3FT_HR OIM_UK_MODE  Outbownd Active =

Hgmt

[ Payrall nferface

[ Workforce Development

[ Organizational Devalopment
[+ Enterprise Leaming

I Workforce Monitaring

[ Pension

I+ Campus Community

I+ Student Recruiting

[ Student Admissions

[» Records and Enroliment Save Relum to Search
I+ Cuermicubum Managemeant
I Financial Aid

Inactivate 3alected Roulings Adtivate Selected Routings

Gangral | Handlers | Routings

2. On the Routing Definition tab, enter the following:

Sender Node: PSFT HR
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< Note:

The sender node is the default active local node. To locate the sender
node:

a. Click the Look up icon.
b. Click Default to sort the results in descending order.
The default active local node should meet the following criteria:
Local Node: 1
Default Local Node: Y
Node Type: PIA
Only one node can meet all the above conditions at a time.
c. Select the node.
d. Click Save.

Receiver Node: 0IM NODE

The following screenshot displays the Sender and Receiver nodes:

Search:

®

b My Favorites { Routing Definitions \_ Farameters }* Conneclor Properties |

[ Salf Senice
[ Manager Self Senice 1 W acti
b éecm iting Routing Name: DELETE_USER_PROFILE_HR_TO_OIM Active

[T System Generated

I»

I Warkforce Administration *Sarvice Operation: ii: ELETE_USE WOFILE
[ Banefits
[» Compensation Version: VERSION_1
E ?i‘:f: SR *Description:  |PELETE_USER_PROFILE_HR_T0_0Il
[» Payroll for Morth Amearica . | :_j
b Global Payroll & Absence Comments:
Mgmt
[ Payroll Interface
I Workforce Development =
[> Organizational Development
[ Enterprise Learning “Sender Node:  |PSFT_HR Q
[» Workforce KMonitoring
I Pension “Receiver Node: | OIH_NODE Q
b Campus Cemmunity - s
b Student Recriiting Routing Type: Asynchronous - One Way
[ Student Admissions Object Owner ID: I d
[* Records and Enreliment
b Curriculum Management Savs 1 Refurmn
[ Financial Aid
I Student Financials Routing Definitions | Parameters | Connectar Prapeies

[> Academic Advisement
I Pantribitsr Raiatiane

3. Click Save.

4. Click Return to go back to the Routings tab of the Service Operation, and verify
whether your routing is active.

Preventing Transmission of Unwanted Fields During Incremental Reconciliation

By default, Peoplesoft messages contain fields that are not needed in Oracle Identity
Manager. If there is a strong use case that these fields should not be published to
Oracle Identity Manager, then do the following:
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Locate if there are any local-to-local or local-to-third party PeopleSoft active routings for the
service operations using the message under study.

If none, then you can safely remove the unwanted fields at message level. See
Removing Unwanted Fields at Message Level for more information.

If active routings exist, analyze the subscription or handler code of the routing to
determine the fields they are utilizing and the ones not needed in Oracle Identity
Manager. If so, remove the unwanted fields at message level. See Removing Unwanted
Fields at Message Level for more information.

Lastly, if there are active routings that use these sensitive fields that you do not want to
transmit to Oracle Identity Manager, then you need to write a transformation.

For more information about implementing transformation, refer to Chapter 21 of
Integration Broker PeopleBook on Oracle Technology Network at the following location

http://download.oracle.com/docs/cd/E13292 01/pt849pbr0/eng/psbooks/tibr/
book.htm

In addition, refer to Chapter 43 of PeopleCode AP| Reference PeopleBook on Oracle
Technology Network at the following location

http://download.oracle.com/docs/cd/E13292 01/pt849pbr0/eng/psbooks/tpcr/
book.htm

Removing Unwanted Fields at Message Level

ORACLE

To remove unwanted fields at the message level:

1.
2.

Expand PeopleTools, Integration Broker, Integration Setup, and then click Messages.

Search for and open the desired message, for example,
DELETE_USER_PROFILE.VERSION 1 used for incremental reconciliation.

Expand the message.
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| Message Definition __ Schema |

Message:  DELETE_USER_PROFILE SchemaExists: Mo

Version: VERSION_1 I Part Message

Description: iDeIete User Profile

' Rowset-based
" Nonrowset-based
Comments: | This message deletes the user profile ..'i“.i " Container

Chwner 10: ]PeopleTDoIs _,_1

from the subscribing datakase

2

Senvice Operation References

Add Record to Root

= DELETE_USER_PROFILE

= & PRG USR PROFILE
& ¥ OPRID
& v OPRDEFMDESC
& v EMPLID
& « DESCR100
@ v USRPROF PURGE STAT
& « LASTUPDDTTH
& ¥ LASTUPDOFRID

Save ’ Save As

S\ Return to Search I (S Add i B Bpdate

lMessage Definition | Schema

4. Navigate to the field that you do not want to transmit to Oracle Identity Manager,
for example, USRPROF_PRG_STAT.
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lMessage: DELETE_USER_FROFILE

Version: YERSION_1

Description: iDeIete User Profile

Owner 1D: IPeaneTonIs :_i

Schema Exists: Mo

I Part Message

Fe

% Rowset-based

Comments: |This message deletes the user profile
from the subscriking database

Service Operation References

i
i
" Nonrowset-based é
A 7 Container |

Add Record to Root

= DELETE_USER_PROFILE
E & PRC USR PROFILE

& + OFRID

& v OPRDEFNDESC

& v EMPLID

& « DESCR100

[ # v USRPROF PURGE STAT |

& « LASTUPDDTTM

& + |ASTUPDOFPRID

Save I Save As I
E1 Return to Search i

IMessage Definition | Schema

5. Click the field and clear the Include check box.

Message Field Properties

Record; FRG_LUSR_FROFILE
Field Name: USRPROF_PURGE_STAT
Alias Name:; ;
™ Include

QK Cancel i

6. Click OK, return and save the message.

Configuring the Target System for Provisioning

To configure the target system for provisioning, you are required to perform the following
procedure for adding FIND Method Support to the USER_PROFILE Component Interface:

ORACLE
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The default USER_PROFILE component interface does not support the FIND method.
However, the PeopleSoft User Management connector requires the FIND method in
order to support account iteration and list.

To add FIND method support to an existing USER_PROFILE component interface,
follow these steps:

1.

5.

Load the USER_PROFILE component interface in the PeopleSoft Application
Designer.

On the left window (which shows the USERMAINT Component), select the OPRID
field under the PSOPRDEFN_SRCH object.

Drag this field over to the right window (which shows the USER_PROFILE
component interface).

When you drop the field, a new key called FINDKEYS will be created in the
USER_PROFILE component interface. Under that key, there will be a sub-key
called OPRID.

Right-click on the OPRID name under FINDKEYS, and select Edit Name. Change
the name to UserID.

Right click on USER_PROFILE component interface and select Component
Interface Properties. Select the Standard Methods tab, then select the Find
checkbox. Click OK to close the Component Interface Properties dialog.

Save your changes to the USER_PROFILE component interface.

The Find method is now visible under the METHODS field for the component interface.
To verify the functionality of the new FIND method, right-click on the component
interface and select Test Component Interface.

# Note:

A PeopleSoft administrator should grant Full Access to the FIND method for
the component interface (in addition to the Create, Get, Save, and
SetPassword methods).

See Connector Component Interfaces for the PeopleSoft User Management
for information about component interface map definitions.

Configuring Oracle Identity Manager Server as a Non-Proxy Host on
PeopleSoft Server

ORACLE

To configure Oracle Identity Manager server as a non-proxy host on PeopleSoft
server:

1.

Update PT_HOME/webserv/IINSTANCE_NAME/bin/setEnv.sh file with OIM server
value for the following parameter:

HTTP PROXY NONPROXY HOSTS=0IM SERVER HOST NAME

Update integrationGateway.properties, for example, /slot/ems1725/appmgr/pt850/
webserv/h91c306/applications/peoplesoft/PSIGW.war/WEB-INF file with the
following parameter:

ig.nonProxyHosts=0IM SERVER HOST NAME
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Postinstallation

Postinstallation information is divided across the following sections:

Configuring Oracle Identity Manager
Configuring SSL for Oracle Identity Manager
Configuring SoD on Oracle Identity Manager
Configuring the Target System

Creating the IT Resource for the Connector Server

Configuring Oracle Identity Manager

Postinstallation on Oracle Identity Manager consists of the following procedures:

" Note:

In an Oracle Identity Manager cluster, you must perform this step on each node of
the cluster.

Configuring Oracle Identity Manager 11.1.2 or Later

Enabling the Reset Password Option in Oracle Identity Manager 11.1.2.1.0 or Later
Clearing Content Related to Connector Resource Bundles from the Server Cache
Enabling Logging

Setting Up the Lookup Definitions for Exclusion Lists

Setting Up the Lookup.PSFT.UM.UserProfile.UserStatus Lookup Definition

Setting Up the Lookup.PSFT.UM.DeleteUserProfile.AttributeMapping Lookup Definition
for PeopleTools 8.52

Setting Up the Lookup.PSFT.Configuration Lookup Definition
Setting up the Lookup.PSFT.Configuration Lookup Definition for Connection Pooling
Enabling Request-Based Provisioning

Localizing Field Labels in Ul Forms

Configuring Oracle Identity Manager 11.1.2 or Later

ORACLE

If you are using Oracle Identity Manager release 11.1.2 or later, you must create additional
metadata such as a Ul form and an application instance. In addition, you must run entitlement
and catalog synchronization jobs. These procedures are described in the following sections:

Creating and Activating a Sandbox
Creating a New Ul Form
Creating an Application Instance

Publishing a Sandbox
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» Harvesting Entitlements and Sync Catalog

» Updating an Existing Application Instance with a New Form

Creating and Activating a Sandbox

Create and activate a sandbox as follows. For detailed instructions, see Managing
Sandboxes in Oracle Fusion Middleware Developing and Customizing Applications for
Oracle Identity Manager.

1. On the upper navigation bar, click Sandboxes. The Manage Sandboxes page is
displayed.

2. On the toolbar, click Create Sandbox. The Create Sandbox dialog box is
displayed.

3. Inthe Sandbox Name field, enter a name for the sandbox. This is a mandatory
field.

4. In the Sandbox Description field, enter a description of the sandbox. This is an
optional field.

5. Click Save and Close. A message is displayed with the sandbox name and
creation label.

6. Click OK. The sandbox is displayed in the Available Sandboxes section of the
Manage Sandboxes page.

7. Select the sandbox that you created.

8. From the table showing the available sandboxes in the Manage Sandboxes page,
select the newly created sandbox that you want to activate.

9. On the toolbar, click Activate Sandbox.

The sandbox is activated.

Creating a New Ul Form

Create a new Ul form as follows. For detailed instructions, see Managing Forms in
Oracle Fusion Middleware Administering Oracle Identity Manager.

1. Inthe left pane, under Configuration, click Form Designer.
2. Under Search Results, click Create.

3. Select the resource type for which you want to create the form, for example,
Peoplesoft User.

4. Enter a form name and click Create.

Creating an Application Instance

ORACLE

Create an application instance as follows. For detailed instructions, see Managing
Application Instances in Oracle Fusion Middleware Administering Oracle Identity
Manager.

1. Inthe System Administration page, under Configuration in the left pane, click
Application Instances.

2. Under Search Results, click Create.
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Enter appropriate values for the fields displayed on the Attributes form and click Save.
In the Form drop-down list, select the newly created form and click Apply.

Publish the application instance for a particular organization.

Publishing a Sandbox

To publish the sandbox that you created in Creating and Activating a Sandbox:

1.
2.

Close all the open tabs and pages.

From the table showing the available sandboxes in the Manage Sandboxes page, select
the sandbox that you created in Creating and Activating a Sandbox.

On the toolbar, click Publish Sandbox. A message is displayed asking for confirmation.

Click Yes to confirm. The sandbox is published and the customizations it contained are
merged with the main line.

Harvesting Entitlements and Sync Catalog

To harvest entitlements and sync catalog:

1.

Run the scheduled jobs for lookup field synchronization listed in Configuring the
Scheduled Jobs for Lookup Field Synchronization .

Run the Entitlement List scheduled job to populate Entitlement Assignment schema from
child process form table. See Predefined Scheduled Tasks in Oracle Fusion Middleware
Administering Oracle Identity Manager for more information about this scheduled job.

Run the Catalog Synchronization Job scheduled job. See Predefined Scheduled Tasks in
Oracle Fusion Middleware Administering Oracle Identity Manager for more information
about this scheduled job.

Updating an Existing Application Instance with a New Form

For any changes you do in the Form Designer, you must create a new Ul form and update
the changes in an application instance. To update an existing application instance with a new

form:

1. Create a sandbox and activate it as described in Creating and Activating a Sandbox.
2. Create a new Ul form for the resource as described in Creating a New Ul Form.

3. Open the existing application instance.

4. In the Form field, select the new Ul form that you created.

5. Save the application instance.

6. Publish the sandbox as described in Publishing a Sandbox.

Enabling the Reset Password Option in Oracle Identity Manager 11.1.2.1.0 or Later

ORACLE

In Oracle Identity Manager release 11.1.2.1.0 or later, you can reset password for an account
after logging in as the user by navigating to My Access, Accounts tab.
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The Reset Password option is enabled for only those accounts that follow the
UD_FORMNAME_PASSWORD naming convention for the password field. Otherwise,
this option would be disabled as shown in the following sample screenshot:

ORACLE' Identity Self Service

Home

TInbox

~IMy Profile

© My Information
{8 My Access

/Requests

(D Catalog
B8 Track Requests
[#] Pending Attestations

# Note:

&, My Access
My Access
Admin Roles

Roles Accounts

Newly added re:
Actions ~

t appear untl the following t=ble s refreshed.

Request Account ts 7 Modify Account

Row/|Application Instance |Resource

I rsFrum

In Oracle Identity Manager 11.1.2 prior to release 11.1.2.1.0, if you want to
change the password of a PeopleSoft User Management account under My
Information, the account is not available for selection in the drop-down list of
accounts. See bug 14697905 in Known Issues and Workarounds for more
information about this known issue.

To enable the Reset Password option in Oracle Identity Manager release 11.1.2.1.0 or
later:

1.
2.

o

© ® N 9

11.

ORACLE

Log in to Oracle Identity System Design console.

Under Development Tools, click Form Designer.

Enter UD_PSFT BAS in the Table Name field and click the Query for records

button.

Click Create New Version.

In the Create a New Version dialog box, specify the version name in the Label
field, save the changes, and then close the dialog box.

From the Current Version list, select the newly created version.

Click the Properties tab.

Select the password field, and click Add Property.

From the Property Name list, select AccountPassword.

Click Save.

. In the Property Value field, enter true.

The password field is tagged with the AccountPassword = true property as shown
in the following screenshot:

2-54



Lo m e

Chapter 2
Postinstallation

Table Information

Table Name JD_PSFT_BAS

Form Type
& Process
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12. Click Make Version Active.

13. Update the application instance with the new form as described in Updating an Existing
Application Instance with a New Form .

Clearing Content Related to Connector Resource Bundles from the Server Cache

# Note:

In an Oracle Identity Manager cluster, you must perform this step on each node of
the cluster. Then, restart each node.

When you deploy the connector, the resource bundles are copied from the resources
directory on the installation media into the Oracle Identity Manager database. Whenever you
add a new resource bundle to the connectorResources directory or make a change in an
existing resource bundle, you must clear content related to connector resource bundles from

the server cache.

To clear content related to connector resource bundles from the server cache:

1. In a command window, switch to the OIM_HOME/server/bin directory.

ORACLE
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< Note:

You must perform Step 1 before you perform Step 2. An exception is
thrown if you run the command described in Step 2 as follows:

OIM HOME/server/bin/SCRIPT FILE NAME

2. Enter one of the following commands:

" Note:

You can use the PurgeCache utility to purge the cache for any content
category. Run PurgeCache.bat CATEGORY NAME on Microsoft Windows or
PurgeCache.sh CATEGORY NAME on UNIX. The CATEGORY NAME argument
represents the name of the content category that must be purged.

For example, the following commands purge Metadata entries from the
server cache:

PurgeCache.bat MetaData

PurgeCache.sh MetaData

On Microsoft Windows: PurgeCache.bat All

On UNIX: PurgeCache.sh All

When prompted, enter the user name and password of an account belonging to
the SYSTEM ADMINISTRATORS group. In addition, you are prompted to enter
the service URL in the following format:

t3://0IM HOST NAME:0IM PORT NUMBER

In this format:

Enabling Logging

Replace 01 HOST NAME with the host name or IP address of the Oracle
Identity Manager host computer.

Replace 01 PORT NUMBER with the port on which Oracle Identity Manager is
listening.

Sample value: t3://localhost:8003

Oracle Identity Manager uses Oracle Java Diagnostic Logging (OJDL) for logging.
OJDL is based on java.util.logger.

This section contains the following topics:

e Log Levels and ODL Message Types

* Logger Names

e Enabling Logging in Oracle WebLogic Server

ORACLE
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Log Levels and ODL Message Types

To specify the type of event for which you want logging to take place, you can set the log
level to one of the following:

# Note:

In an Oracle Identity Manager cluster, perform this procedure on each node of the
cluster. Then, restart each node.

 SEVERE.intValue()+100
This level enables logging of information about fatal errors.
» SEVERE

This level enables logging of information about errors that may allow Oracle Identity
Manager to continue running.

WARNING

This level enables logging of information about potentially harmful situations.
 INFO

This level enables logging of messages that highlight the progress of the application.
+ CONFIG

This level enables logging of information about fine-grained events that are useful for
debugging.

* FINE, FINER, FINEST

These levels enable logging of information about fine-grained events, where FINEST logs
information about all events.

These message types are mapped to ODL message type and level combinations as shown in
Table 2-4.

Table 2-4 Log Levels and ODL Message Type:Level Combinations

Java Level ODL Message Type:Level
SEVERE.intValue()+100 INCIDENT_ERROR:1
SEVERE ERROR:1

WARNING WARNING:1

INFO NOTIFICATION:1

CONFIG NOTIFICATION:16

FINE TRACE:1

FINER TRACE:16

FINEST TRACE:32

The configuration file for OJDL is logging.xml, which is located at the following path:
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DOMAIN_HOME/config/fmwconfig/servers/OIM_SERVER/logging.xml

Here, DOMAIN_HOME and OIM_SEVER are the domain name and server name
specified during the installation of Oracle Identity Manager.

You can specify the following logger names for logging of information:

e Logger name for Identity Connector Framework (ICF) integration:
ORACLE. IAM.CONNECTORS . ICFCOMMON

e Logger name for ICF connectors: ORG.IDENTITYCONNECTORS
* Logger name for PeopleSoft operations: ORACLE . IAM.CONNECTORS . PSFT

There are separate loggers for the PeopleSoft operations and the connector
operations. The logger for the PeopleSoft operations uses Java-based logging and the
logger name is ORACLE. IAM.CONNECTORS.PSFT. The logger for the connector
operations uses org.identityconnectors.common.logging.Log and the logger name is
ORG.IDENTITYCONNECTORS.PEOPLESOFT.

The logger name for the connector operations must include the package name of the
connector for which you want to enable logging. For example,
ORG.IDENTITYCONNECTORS, ORG.IDENTITYCONNECTORS.PEOPLESOFT,and
ORG.IDENTITYCONNECTORS.PEOPLESOFT.COMPINTEC are valid logger names.

Enabling Logging in Oracle WebLogic Server

ORACLE

To enable logging in Oracle WebLogic Server:

1. Edit the logging.xml file as follows:
a. Add the following blocks in the file:

<log_handler name='psft-um-handler' level='[LOG_LEVEL]'
class="oracle.core.ojdl.logging.ODLHandlerFactory'>
<property name='logreader:' value='off'/>
<property name='path' value='[FILE NAME]'/>
<property name='format' value='ODL-Text'/>
<property name='useThreadName' value='true'/>
<property name='locale' value='en'/>
<property name='maxFileSize' value='5242880"'/>
<property name='maxLogSize' value='52428800"'/>
<property name='encoding' value='UTF-8'/>
</log_handler>

<logger name="ORG.IDENTITYCONNECTORS.PEOPLESOFT.COMPINTEC"
level="[LOG_LEVEL]" useParentHandlers="false">
<handler name="psft-um-handler"/>
<handler name="console-handler"/>
</logger>

<logger name="ORACLE.IAM.CONNECTORS.PSFT" level="[LOG_LEVEL]"
useParentHandlers="false">

<handler name="psft-um-handler"/>

<handler name="console-handler"/>

</logger>
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b. Replace all occurrences of [LOG_LEVEL] with the ODL message type and level
combination that you require. Table 2-4 lists the supported message type and level
combinations.

Similarly, replace [FILE_NAME] with the full path and name of the log file in which
you want log messages to be recorded.

The following blocks show sample values for [LOG_LEVEL] and [FILE_NAME]:

<log handler name='psft-um-handler' level='NOTIFICATION:1'
class="oracle.core.ojdl.logging.ODLHandlerFactory'>
<property name='logreader:' value='off'/>

<property name='path'
value='F:\MyMachine\middleware\user projects\domains\base domainl\servers\oim s
erverl\logs\oim serverl-diagnostic-1.log'/>

<property name='format' value='ODL-Text'/>

<property name='useThreadName' value='true'/>

<property name='locale' value='en'/>

<property name='maxFileSize' value='5242880"'/>

<property name='maxLogSize' value='52428800"'/>

<property name='encoding' value='UTF-8'/>

</log_handler>

<logger name="ORG.IDENTITYCONNECTORS.PEOPLESOFT.COMPINTEFC"
level="NOTIFICATION:1" useParentHandlers="false">
<handler name="psft-um-handler"/>
<handler name="console-handler"/>
</logger>

<logger name="ORACLE.IAM.CONNECTORS.PSFT" level="NOTIFICATION:1"
useParentHandlers="false">

<handler name="psft-um-handler"/>

<handler name="console-handler"/>

</logger>

With these sample values, when you use Oracle Identity Manager, all messages
generated for this connector that are of a log level equal to or higher than the
NOTIFICATION:1 level are recorded in the specified file.

# Note:

The logging level for console-handler must be as fine as the level set in the
loggers.For example, if the NOTIFICATION:1 level is specified in the
ORACLE.IAM.CONNECTORS.PSFT logger, and the console-handler has ERROR: 1
level, then only logs at ERROR: 1 or coarser levels would be available.

2. Save and close the file.
3. Set the following environment variable to redirect the server logs to a file:
e For Microsoft Windows:
set WLS_REDIRECT LOG=FILENAME
e For UNIX:
export WLS REDIRECT LOG=FILENAME

Replace FILENAME with the location and name of the file to which you want to redirect
the output.
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4. Restart the application server.

Setting Up the Lookup Definitions for Exclusion Lists

In the Lookup.PSFT.UM.Prov.ExclusionList and Lookup.PSFT.UM.Recon.ExclusionList
lookup definitions, enter the user IDs of target system accounts for which you do not
want to perform provisioning and reconciliation operations, respectively. See Lookup
Definitions for Exclusion Lists for information about the format of the entries in these
lookups.

To add entries in the lookup for exclusions during provisioning operations:

" Note:

To specify user IDs to be excluded during reconciliation operations, add
entries in the Lookup.PSFT.UM.Recon.ExclusionList lookup.

1. On the Design Console, expand Administration and then double-click Lookup
Definition.

2. Search for and open the Lookup.PSFT.UM.Prov.ExclusionList lookup definition.
3. Click Add.

4. Inthe Code Key and Decode columns, enter the first user ID to exclude.

# Note:

The Code Key represents the resource object field hame on which the
exclusion list is applied during provisioning operations.

5. Repeat Steps 3 and 4 for the remaining user IDs to exclude.

For example, if you do not want to provision users with user IDs User001,
User002, and User088 then you must populate the lookup definition with the
following values:

Code Key Decode
User ID User001
User ID User002
User ID User088

You can also perform pattern matching to exclude user accounts. You can specify
regular expressions supported by the representation in the
java.util.regex.Pattern class.
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" See Also:

For information about the supported patterns, visit http://
download.oracle.com/javase/6/docs/api/java/util/regex/Pattern.html

For example, if you do not want to provision users matching any of the user IDs User001,
User002, and User088, then you must populate the lookup definition with the following
values:

Code Key Decode
User ID[PATTERN] User001|User002|User088

If you do not want to provision users whose user IDs start with 00012, then you must
populate the lookup definition with the following values:

Code Key Decode
User ID[PATTERN] 00012*

Click the save icon.

Setting Up the Lookup.PSFT.UM.UserProfile.UserStatus Lookup Definition

The lookup provides the mapping between the ACCTLOCK node in the USER_PROFILE
message XML and the status to be shown on Oracle Identity Manager for the employee. See
Lookup.PSFT.UM.UserProfile.UserStatus for more information about this lookup definition.

You can change the Decode value in this lookup definition for the Code Key value to modify
the status of the provisioned resource. For example, you can change the Decode value from
Enabled to Provisioned for the Code Key value, 0 defined in this lookup definition. This
enables you to modify the status of the provisioned resource from enabled to provisioned.

To modify or set the Decode value in this lookup definition:

1.

5.

On the Design Console, expand Administration and then double-click Lookup
Definition.

Search for and open the Lookup.PSFT.UM.UserProfile.UserStatus lookup definition.
Click Add.

In the Decode column for the Code Key, enter the following value.

Code Key: 0

Decode: Provisioned

Click the Save icon.

Setting Up the Lookup.PSFT.UM.DeleteUserProfile. AttributeMapping Lookup
Definition for PeopleTools 8.52

The Lookup.PSFT.UM.DeleteUserProfile.AttributeMapping lookup definition maps OIM User
attributes with the attributes defined in the DELETE_PROFILE message XML. See

ORACLE
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Lookup.PSFT.UM.DeleteUserProfile.AttributeMapping for more information about this
lookup definition.

By default, the this lookup definition has the following entries:

Code Key Decode

User ID OPRID~PRG_USR PROFILE~None~None~PRIMARY

If you are using PeopleTools 8.52, modify the Decode value in this lookup definition as
follows:

1. On the Design Console, expand Administration and then double-click Lookup
Definition.

2. Search for and open the Lookup.PSFT.UM.DeleteUserProfile.AttributeMapping
lookup definition.

3. In the Decode column for the User ID Code Key, enter the following value.
EMPLID~PER ORG ASGN~None~None~PRIMARY

4. Click the Save icon.

Setting Up the Lookup.PSFT.Configuration Lookup Definition

You can configure the message names, such as USER_PROFILE and
DELETE_USER_PROFILE, defined in the Lookup.PSFT.Configuration lookup
definition.

This section contains the following topics:

e About Setting Up the Lookup.PSFT.Configuration Lookup Definition
e Setting the Code Key Value

About Setting Up the Lookup.PSFT.Configuration Lookup Definition

ORACLE

Every standard PeopleSoft message has a message-specific configuration defined in
the Lookup.PSFT.Configuration lookup definition. See Lookup.PSFT.Configuration for
more information about this lookup definition.

For example, the mapping for the USER_PROFILE message in this lookup definition is
defined as follows:

Code Key: USER_PROFILE.VERSION_84
Decode: Lookup.PSFT.Message.UserProfile.Configuration

You can configure the message names, such as USER_PROFILE and
DELETE_USER_PROFILE, defined in this lookup definition.

You must map the xmIMapping lookup with the path to the PeopleSoft Component
Interface map definition file, PeopleSoftComponentinterfaces.xml. By default, the
PeopleSoftComponentinterfaces.xml file is located in the xml directory of the
connector package.

Consider a scenario in which the target system sends the
USER_PROFILE.VERSION_3 message. You must change the Code Key value in this
lookup definition to implement the message sent by the target system.
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To modify or set the Code Key value:

1. On the Design Console, expand Administration and then double-click Lookup

Definition.

2. Search for and open the Lookup.PSFT.Configuration lookup definition.

3. Click Add.

4. In the Code Key column, enter the name of the message you want to modify. In this
scenario, define the mapping as follows:

Code Key: USER_PROFILE.VERSION_3

Decode: Lookup.PSFT.Message.UserProfile.Configuration
5. Repeat Steps 3 and 4 to rename the DELETE_USER_PROFILE message name.

6. Click the Save icon.

Setting up the Lookup.PSFT.Configuration Lookup Definition for Connection Pooling

By default, this connector uses the Identity Connector Framework (ICF) connection pooling.

This section contains the following topics:

»  Connection Pooling Properties

* Modifying the Connection Pooling Properties

Connection Pooling Properties

ORACLE

Table 2-5 lists the connection pooling properties, their description, and default values set in

ICF.

Table 2-5 Connection Pooling Properties

Property

Description

Pool Max Idle

Maximum number of idle objects in a pool.
Default value: 10

Pool Max Size

Maximum number of connections that the pool can create.
Default value: 10

Pool Max Wait

Maximum time, in milliseconds, the pool must wait for a free object to
make itself available to be consumed for an operation.

Default value: 150000

Pool Min Evict Idle Time

Minimum time, in milliseconds, the connector must wait before evicting
an idle object.

Default value: 120000

Pool Min Idle

Minimum number of idle objects in a pool.
Default value: 1
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Modifying the Connection Pooling Properties

If you want to modify the connection pooling properties to use values that suit
requirements in your environment, then:

1. Log in to the Design Console.
2. Expand Administration, and then double-click Lookup Definition.
3. Search for and open the Lookup.PSFT.Configuration lookup definition.
4. On the Lookup Code Information tab, click Add.
A new row is added.
5. Inthe Code Key column of the new row, enter Pool Max Idle.

6. Inthe Decode column of the new row, enter a value corresponding to the Pool
Max Idle property.

7. Repeat Steps 4 through 6 for adding each of the connection pooling properties
listed in Table 2-5.

8. Click the Save icon.

Enabling Request-Based Provisioning

" Note:

This procedure is only applicable to Oracle Identity Manager releases prior to
release 11.1.2. Do not enable request-based provisioning if you want to use
the direct provisioning feature of the connector.

In request-based provisioning, an end user creates a request for a resource by using
the Administrative and User Console. Administrators or other users can also create
requests for a particular user. Requests for a particular resource on the resource can
be viewed and approved by approvers designated in Oracle Identity Manager.

The following are features of request-based provisioning:

* A user can be provisioned only one resource (account) on the target system.
»  Direct provisioning cannot be used if you enable request-based provisioning.

To enable request-based provisioning, perform the following procedures:

*  Copying Predefined Request Datasets
* Importing Request Datasets into MDS
* Enabling the Auto Save Form Feature

* Running the PurgeCache Utility
Copying Predefined Request Datasets
A request dataset is an XML file that specifies the information to be submitted by the

requester during a provisioning operation. Predefined request datasets are shipped
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with this connector. These request datasets specify information about the default set of
attributes for which the requester must submit information during a request-based
provisioning operation.

The following is the list of predefined request datasets available in the dataset directory on
the installation media:

e ModifyProvisionedResource_PeoplesoftUser.xml
e ProvisionResource_PeoplesoftUser.xml

Copy the files from the dataset directory on the installation media to the OIM_HOME/
DataSet/file directory.

Depending on your requirement, you can modify the file names of the request datasets. In
addition, you can modify the information in the request datasets. See Validating Request Data
in Oracle Fusion Middleware Developing and Customizing Applications for Oracle Identity
Manager for information about modifying request datasets.

Importing Request Datasets into MDS

ORACLE

< Note:

In an Oracle Identity Manager cluster, perform this procedure on any node of the
cluster.

All request datasets (predefined or generated) must be imported into the metadata store
(MDS), which can be done by using the Oracle Identity Manager MDS Import utility.

To import a request dataset definition into the MDS:

1. Ensure that you have set the environment variables for running the MDS Import utility. In
the weblogic.properties file, set values for the wls_servername, application_name, and
metadata_from_loc properties. See Migrating User Modifiable Metadata Files in Oracle
Fusion Middleware Developing and Customizing Applications for Oracle Identity Manager
for detailed information about setting up the environment for MDS utilities.

2. In a command window, change to the OIM_HOME/server/bin directory.
3. Run one of the following commands:
*  On Microsoft Windows:
weblogicImportMetadata.bat
¢ On UNIX:
weblogicImportMetadata.sh
4. When prompted, enter values for the following:
. Please enter your username [weblogic]
Enter the username used to log in to the Oracle WebLogic Server
Sample value: WL User
e Please enter your password [weblogic]

Enter the password used to log in to the WebLogic server
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* Please enter your server URL [t3://localhost:7001]
Enter the URL of the application server in the following format:
t3://HOST NAME IP ADDRESS:PORT
In this format, replace:

— HOST_NAME_IP_ADDRESS with the host name or IP address of the
computer on which Oracle Identity Manager is installed.

— PORT with the port on which Oracle Identity Manager is listening.

The request dataset is imported into MDS.

Enabling the Auto Save Form Feature

To enable the Auto Save Form feature:

g H @ b P

Log in to the Design Console.

Expand Process Management, and then double-click Process Definition.
Search for and open the Peoplesoft User Management process definition.
Select the Auto Save Form check box.

Click the Save icon.

Running the PurgeCache Utility

Run the PurgeCache utility to clear content belonging to the Metadata category from
the server cache. See Clearing Content Related to Connector Resource Bundles from
the Server Cache for instructions.

The procedure to enable enabling request-based provisioning ends with this step.

Localizing Field Labels in Ul Forms

ORACLE

" Note:

Perform the procedure described in this section only if you are using Oracle
Identity Manager release 11.1.2.x or later and you want to localize Ul form
field labels.

To localize field label that is added to the Ul forms:

Log in to Oracle Enterprise Managetr.

In the left pane, expand Application Deployments and then select
oracle.iam.console.identity.sysadmin.ear.

In the right pane, from the Application Deployment list, select MDS Configuration.

On the MDS Configuration page, click Export and save the archive to the local
computer.
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Extract the contents of the archive, and open one of the following files in a text editor:

For Oracle Identity Manager 11g Release 2 PS2 (11.1.2.2.0) and later:
SAVED_LOCATION\xliffBundles\oracle\iam\ui\runtime\BizEditorBundle_en.xIf
For releases prior to Oracle Identity Manager 11g Release 2 PS2 (11.1.2.2.0):
SAVED_LOCATION\xliffBundles\oracle\iam\ui\runtime\BizEditorBundle.xIf

Edit the BizEditorBundle.xlIf file in the following manner:

a.

Search for the following text:

<file source-language="en"
original="/x1iffBundles/oracle/iam/ui/runtime/BizEditorBundle.x1f"
datatype="x-oracle-adf">

Replace with the following text:

<file source-language="en" target-language="LANG CODE"
original="/x1iffBundles/oracle/iam/ui/runtime/BizEditorBundle.x1f"
datatype="x-oracle-adf">

In this text, replace LANG_CODE with the code of the language that you want to
localize the form field labels. The following is a sample value for localizing the form
field labels in French:

<file source-language="en" target-language="fr"
original="/x1iffBundles/oracle/iam/ui/runtime/BizEditorBundle.x1f"
datatype="x-oracle-adf">

Search for the application instance code. This procedure shows a sample edit for
PSFTUM application instance. The original code is:

<trans-unit id="$
{adfBundle['oracle.adf.businesseditor.model.util.BaseRuntimeResourceBundle"']
['persdef.sessiondef.oracle.iam.ui.runtime.form.model.user.entity.userE0.UD PSF
T BAS LANGUAGE CD c description']}">

<source>Language Code</source>

</target>

</trans-unit>

<trans-unit
id="sessiondef.oracle.iam.ui.runtime.form.model.PSFTUM.entity.PSFTUMEO.UD PSFT
BAS_LANGUAGE CD c LABEL">

<source>Language Code</source>

</target>

</trans-unit>

Open the resource file from the connector package, for example PSFT-
UM_fr.properties, and get the value of the attribute from the file, for example,
global.udf.UD_PSFT_BAS_LANGUAGE_CD= Code de langue.

Replace the original code shown in Step 6.c with the following:

<trans-unit id="$
{adfBundle['oracle.adf.businesseditor.model.util.BaseRuntimeResourceBundle"']
['persdef.sessiondef.oracle.iam.ui.runtime.form.model.user.entity.userE0.UD PSF
T BAS LANGUAGE CD c description']}">

<source> Language Code</source>

<target> Code de langue</target>

</trans-unit>

<trans-unit
id="sessiondef.oracle.iam.ui.runtime.form.model.PSFTUM.entity.PSFTUMEO.UD PSFT
BAS_LANGUAGE CD c LABEL">
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<source> Language Code</source>
<target> Code de langue</target>
</trans-unit>

f. Repeat Steps 6.a through 6.d for all attributes of the process form.

g. Save the file as BizEditorBundle_LANG_CODE xIf. In this file name, replace
LANG_CODE with the code of the language to which you are localizing.

Sample file name: BizEditorBundle_fr.xIf.

Repackage the ZIP file and import it into MDS.

¢ See Also:

Deploying and Undeploying Customizations in Oracle Fusion Middleware
Developing and Customizing Applications for Oracle Identity Manager,
for more information about exporting and importing metadata files

Log out of and log in to Oracle Identity Manager.

Configuring SSL for Oracle Identity Manager

The following sections describe the procedure to configure SSL connectivity between
Oracle Identity Manager and the target system:

Configuring SSL on IBM WebSphere Application Server
Configuring SSL on Oracle WebLogic Server

Configuring SSL on IBM WebSphere Application Server

You can configure SSL connectivity on IBM WebSphere Application Server with either
a self-signed certificate or a CA certificate. The following sections describe this:

Configuring SSL on IBM WebSphere Application Server with a Self-Signed
Certificate

Configuring SSL on IBM WebSphere Application Server with a CA Certificate
Receiving a Signed Certificate Issued By a CA

Configuring SSL on IBM WebSphere Application Server with a Self-Signed Certificate

ORACLE

To configure SSL connectivity between Oracle Identity Manager on IBM WebSphere
Application Server and the target system with a self-signed certificate, you must
perform the following tasks:

1.

Log in to the WebSphere Integrated Solutions Console. The URL may be similar to
the following:

https://localhost:9043/ibm/console/logon. jsp

Click Security, SSL certificate and key management, Related items, Key
stores and certificates, NodeDefaultKeyStore, and then click Personal
certificates.

Click Create a self-signed certificate.
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In the Alias field, enter an alias name. You specify the alias name to identify the
certificate request in the keystore.

In the CN field, enter a value for common name. The common name must be the fully-
gualified DNS host name or the name of the computer. The CN of the certificate must
match the domain name or the name of the computer. For example, if the name of your
domain is us.example.com, then the CN of the SSL certificate that you create for your
domain must also be us.example.com.

In the Organization field, enter an organization name.
In the Organization unit field, specify the organization unit.
In the Locality field, enter the locality.
In the State or Province field, enter the state.
. In the Zip Code field, enter the zip code.
From the Country or region list, select the country code.
Click Apply and then Save.

Click Security, SSL certificate and key management, Related items, Key stores and
certificates, NodeDefaultKeyStore, and then click Personal certificates.

Select the check box for the new alias name.
Click Extract.

Specify the absolute file path where you want to extract the certificate under the
certificate file name, for example, C:\SSLCerts\sslcert.cer.

. Click Apply and then click OK.

Configuring SSL on IBM WebSphere Application Server with a CA Certificate

ORACLE

To configure SSL connectivity between Oracle Identity Manager on IBM WebSphere
Application Server and the target system with a CA certificate, you must perform the following
tasks:

1.

Log in to the WebSphere Integrated Solutions Console. The URL may be similar to the
following:

https://localhost:9043/ibm/console/logon. jsp

Click Security, SSL certificate and key management, Related items, Key stores and
certificates, NodeDefaultKeyStore.

On the Additional Properties tab, click Personal certificate requests.
Click New.

In the File for certificate request field, enter the full path where the certificate request is to
be stored, and a file name, for example, c:\servercertreq.arm (for a computer running
on Microsoft Windows).

In the Key label field, enter an alias name. You specify the alias name to identify the
certificate request in the keystore.

In the CN field, enter a value for common name. The common name must be the fully-
gualified DNS host name or the name of the computer. The CN of the certificate must
match the domain name of your community. For example, if the name of your domain is
us.example.com, then the CN of the SSL certificate that you create for your community
must also be us.example.com.
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In the Organization field, enter an organization name.

In the Organization unit field, specify the organization unit.
In the Locality field, enter the locality.

In the State or Province field, enter the state.

In the Zip Code field, enter the zip code.

From the Country or region list, select the country code.

Click Apply and then Save. The certificate request is created in the specified file
location in the keystore. This request functions as a temporary placeholder for the
signed certificate until you manually receive the certificate in the keystore.

# Note:

Keystore tools such as iKeyman and keyTool cannot receive signed
certificates that are generated by certificate requests from IBM
WebSphere Application Server. Similarly, IBM WebSphere Application
Server cannot accept certificates that are generated by certificate
requests from other keystore utilities.

Send the certification request arm file to a CA for signing.

Create a backup of your keystore file. You must create this backup before
receiving the CA-signed certificate into the keystore. The default password for the
keystore is WebAS. The Integrated Solutions Console contains the path
information for the location of the keystore. The path to the NodeDefaultKeyStore
is listed in the Integrated Solutions Console as:

was profile root\config\cells\cell name\nodes\node name\key.pl2

Now, you can receive the CA-signed certificate into the keystore to complete the
process of generating a signed certificate for IBM WebSphere Application Server.

Receiving a Signed Certificate Issued By a CA

To receive a signed certificate issued by a CA, perform the following tasks:

1.

2
3
4.
5

In the WebSphere Integrated Solutions Console, click Security, SSL certificate
and key management, Related items, Key stores and certificates,
NodeDefaultKeyStore, and then click Personal Certificates.

Click Receive a certificate from a certificate authority.
Enter the full path and name of the certificate file.

Select the default data type from the list.

Click Apply and then Save.

The keystore contains a new personal certificate that is issued by a CA. The SSL
configuration is ready to use the new CA-signed personal certificate.

Configuring SSL on Oracle WebLogic Server

You can configure SSL connectivity on Oracle WebLogic Server with either a self-
signed certificate or a CA certificate. The following sections describe the procedures:

ORACLE
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Setting Up SSL on Oracle WebLogic Server

e Configuring SSL on Oracle WebLogic Server with a Signed Certificate

e Configuring SSL on Oracle WebLogic Server with a CA Certificate

Configuring SSL on Oracle WebLogic Server with a Signed Certificate

ORACLE

To configure SSL connectivity between Oracle Identity Manager on Oracle WebLogic Server
and the target system with a self-signed certificate:

To generate the keystore:

1. Generate the keystore. To do so:

a.

Run the following command:

keytool -genkey -keystore ABSOLUTE KEYSTORE PATH -alias ALIAS NAME -keyalg
KEY ALGORITHM -storepass KEYSTORE PASSWORD -keypass PRIVATE KEY PASSWORD

For example:

keytool -genkey -keystore c:\temp\keys\keystore.jks -alias example(088196 -
keyalg RSA -storepass examplel234 -keypass examplel234

" Note:

e The keystore password and the private key password must be the
same.

e Typically, the alias is the name or the IP address of the computer on
which you are configuring SSL.

e The alias used in the various commands of this procedure must be the
same.

When prompted, enter information about the certificate. This information is displayed
to users attempting to access a secure page in the application. This is illustrated in
the following example:

keytool -genkey -keystore c:\temp\keys\keystore.jks -alias example088196 -
keyalg RSA -storepass examplel234 -keypass examplel234
What is your first and last name?

[Unknown] :

What is the

[Unknown] :

What is the

[Unknown] :

What is the

[Unknown] :

What is the

[Unknown] :

What is the

[Unknown] :

Must be the
name of your
example
name of your
example
name of your
New York
name of your
New York

name or IP address of the computer
organizational unit?

organization?
City or Locality?

State or Province?

two-letter country code for this unit?

Uus
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Is <CN=Name or IP address of the computer, OU=example, O=example, L=New
York, ST=New York, C=US> correct?
[no]: vyes

When you enter yes in the last line of the preceding example, the keystore.jks
file is created in the c:\temp\keys\directory.
Export the keystore to a certificate file by running the following command:

keytool -export -alias ALIAS NAME -keystore ABSOLUTE KEYSTORE PATH -file
CERTIFICATE FILE ABSOLUTE PATH

For example:

keytool -export -alias example088196 -keystore c:\temp\keys\keystore.jks
-file c:\temp\keys\keystore.cert

When prompted for the private key password, enter the same password used
for the keystore, for example, examplel234.

Import the keystore by running the following command:

keytool -import -alias ALIAS NAME -keystore NEW KEYSTORE ABSOLUTE PATH -
file CERTIFICATE FILE ABSOLUTE_ PATH

For example:

keytool -import -alias example088196 -keystore c:\temp\keys\new.jks -
file c:\temp\keys\keystore.cert

When you run this command, it prompts for the keystore password, as shown
in the following example:

Enter keystore password: examplel234 [Enter]
Trust this certificate? [no]: vyes [Enter]
Certificate was added to keystore

In this example, the instances when you can press Enter are shown in bold.

After generating and importing the keystore, start Oracle WebLogic Server. To
configure Oracle WebLogic Server, log in to the Oracle WebLogic Server console
at http://Ilocalhost:7001/console and perform the following:

a
b.

o

e.

Expand the servers node and select the oim server instance.
Select the General tab.
Select the SSL Listen Port Enabled option.

Ensure that a valid port is specified in the SSL Listen Port field. The default
port is 7002.

Click Apply to save your changes.

Click the Keystore & SSL tab, and then click Change.

From the Keystores list, select Custom identity And Java Standard Trust, and
then click Continue.

Configure the keystore properties. To do so:

a.

In the Custom Identity Key Store File Name column, specify the full path of the
keystore generated in Step 1 of this procedure, for example,
c:\temp\keys\keystore.jks. In the Custom Identity Key Store Type column,
specify the type of keystore, for example, JKS. In the Custom Identity Key
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Store Pass Phrase and Confirm Custom ldentity Key Store Pass Phrase columns,
specify the keystore password.

Provide the Java standard trust keystore pass phrase and the Confirm Java standard
trust keystore pass phrase. The default password is changeit.

Click Continue.

6. Specify the private key alias, pass phrase and the confirm pass phrase as the keystore
password. Click Continue.

7. Click Finish.

8. Restart Oracle WebLogic Server. If the server starts successfully with the SSL
configuration, then lines similar to the following are recorded in the startup log:

<Apr 21, 2008 2:35:43 PM GMT+05:30> <Notice> <WebLogicServer> <BEA-000355> <Thread
"ListenThread.Default" listening on port 7001, ip address *.*>

<Apr 21, 2008 2:35:43 PM GMT+05:30> <Notice> <WebLogicServer> <BEA-000355> <Thread
"SSLListenThread.Default" listening on port 7002, ip address *.*>

" Note:
The default SSL port for Oracle WebLogic Server is 7002.

Configuring SSL on Oracle WebLogic Server with a CA Certificate

To configure SSL connectivity between Oracle Identity Manager on Oracle WebLogic Server
and the target system with a CA certificate:

¢ Note:

Although this is an optional step in the deployment procedure, Oracle strongly
recommends that you configure SSL communication between the target system and
Oracle Identity Manager.

1. The connector requires Certificate Services to be running on the host computer. To
generate the keystore:

a.

ORACLE

Run the following command:

keytool -genkey -keystore ABSOLUTE KEYSTORE PATH -alias ALIAS NAME -keyalg
KEY ALGORITHM -storepass KEYSTORE PASSWORD -keypass PRIVATE KEY PASSWORD

For example:

keytool -genkey -keystore c:\temp\keys\keystore.jks -alias example088196 -
keyalg RSA -storepass examplel234 -keypass examplel234
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< Note:
e The keystore password and the private key password must be
the same.

e Typically, the alias name is the name or the IP address of the
computer on which you are configuring SSL.

When prompted, enter information about the certificate. This information is
displayed to users attempting to access a secure page in the application. This
is illustrated in the following example:

keytool -genkey -keystore c:\temp\keys\keystore.jks -alias
example088196 -keyalg RSA -storepass examplel234 -keypass examplel234
What is your first and last name?
[Unknown]: Must be the name or IP address of the computer
What is the name of your organizational unit?
[Unknown]: example
What is the name of your organization?
[Unknown]: example
What is the name of your City or Locality?
[Unknown]: New York
What is the name of your State or Province?
[Unknown]: New York
What is the two-letter country code for this unit?
[Unknown]: US
Is <CN=Name or IP address of the computer, OU=example, O=example, L=New
York, ST=New York, C=US> correct?
[no]: yes

When you enter yes in the last line of the preceding example, the keystore.jks
file is created in the c:\temp\keys\directory.
Generate the certificate signing request by running the following command:

keytool -certreq -keystore ABSOLUTE KEYSTORE PATH -alias ALIAS NAME -
keyalg KEY ALGORITHM -file CERTIFICATE FILE ABSOLUTE PATH

For example:

keytool -certreq -keystore c:\temp\keys\keystore.jks -alias
example088196 -keyalg RSA -file c:\temp\keys\keystore.cert

When prompted for the keystore password, enter the same password used for
the keystore in Step 1, for example, examplel234. This stores a certificate
request in the file that you specified in the preceding command.

Get the certificate from a CA by using the certificate request generated in the
previous step, and store the certificate in a file.

Export the keystore generated in Step 1 to a new certificate file, for example,
myCert.cer, by running the following command:

keytool -export -keystore ABSOLUTE KEYSTORE PATH -alias alias-name
specified in step 1 -file CERTIFICATE FILE ABSOLUTE PATH

For example:

keytool -export -keystore c:\temp\keys\keystore.jks -alias example088196
-file c:\temp\keys\myCert.cer
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Import the CA certificate to a new keystore by running the following command:

keytool -import -alias ALTAS NAME -file CERTIFICATE FILE ABSOLUTE PATH -
keystore NEW KEYSTORE ABSOLUTE PATH -storepass KEYSTORE PASSWORD generated in
Step 1

For example:

keytool -import -alias example088196 -file c:\temp\keys\rootCert.cert -
keystore c:\temp\keys\rootkeystore.jks

When you run this command, it prompts for the keystore password, as shown:

Enter keystore password: examplel234 [Enter]
Trust this certificate? [no]: vyes [Enter]
Certificate was added to keystore

In this example, the instances when you can press Enter are shown in bold.

After creating and importing the keystore to the system, start Oracle WebLogic Server. To
configure Oracle WebLogic Server, log in to the Oracle WebLogic Server console (http://
localhost:7001/console) and perform the following:

a.
b.
c.

d.

e.

Expand the server node and select the server instance.
Select the General tab.
Select the SSL Port Enabled option.

Ensure that a valid port is specified in the SSL Listen Port field. The default port is
7002.

Click Apply to save your changes.

Click the Keystore & SSL tab, and click the Change link.

From the Keystores list, select Custom Identity And Custom Trust, and then click
Continue.

Configure the keystore properties. To do so:

a.

d.

In the Custom Identity Key Store File Name column, specify the full path of the
keystore generated in Step 1 of this procedure, for example,
c:\temp\keys\keystore.jks. In the Custom Identity Key Store Type column, specify
the type of keystore, for example, JkS. In the Custom Identity Key Store Pass Phrase
and Confirm Custom Identity Key Store Pass Phrase columns, specify the keystore
password.

In the Custom Trust and Custom Trust Key Store File Name column, specify the full
path of the keystore generated in Step 1 of this procedure, for example,
c:\temp\keys\rootkeystore.jks. In the Custom Trust Key Store Type column,
specify the type of keystore, for example, Jks. In the Custom Trust Key Store Pass
Phrase and Confirm Custom Trust Key Store Pass Phrase columns, specify the
keystore password.

Provide the Java standard trust keystore password. The default password is
changeit.

Click Continue.

Specify the alias name and private key password. Click Continue.
Click Finish.
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Restart Oracle WebLogic Server. If the server starts successfully with the SSL
configuration, then lines similar to the following are recorded in the startup log:

<Rpr 21, 2008 2:35:43 PM GMT+05:30> <Notice> <WebLogicServer> <BEA-000355>
<Thread "ListenThread.Default" listening on port 7001, ip address *.*>

<Rpr 21, 2008 2:35:43 PM GMT+05:30> <Notice> <WebLogicServer> <BEA-000355>
<Thread "SSLListenThread.Default" listening on port 7002, ip address *.*>

# Note:

The default SSL port for Oracle WebLogic Server is 7002.

Configuring SoD on Oracle Identity Manager

This section discusses the following procedures for configuring SoD on Oracle Identity
Manager release 11.1.1.3 BP02:

Updating OAACG IT Resource Instance

The TopologyName IT Resource Parameter

Specifying a Value for the TopologyName IT Resource Parameter
Disabling SoD

Enabling SoD

Updating OAACG IT Resource Instance

ORACLE

To update OAACG IT Resource Instance:

1.
2.
3.

Log in to the Administrative and User Console.
On the Welcome page, click Advanced in the upper-right corner of the page.

Click Configuration, Manage IT Resource. The Manage IT Resource page is
displayed.

Search for and open OAACG as the resource type. Select PSFT-OAACG-ITRes
and edit this IT resource.

Provide the OAACG environment details that is configured for PeopleSoft.
Table 2-6 shows the sample values.

Table 2-6 OAACG Environment Values
|

Field Name Sample Value Description

Source Datastore PSFT 80 Name of the data source that you had

Name specified during PeopleSoft ETL on
OAACG server.

Port 8080 Port of the OAACG server.

dbuser oaacg_850 Database user used to configure OAACG.

dbpassword ooacg_850 Database user password used to
configure OAACG

username Admin Username to log in to OAACG.
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Table 2-6 (Cont.) OAACG Environment Values
]

Field Name Sample Value Description
password Password Password to log in to OAACG.
server 10.1.6.82 Host machine where OAACG is running.
sodServerUrl http://10.1.6.82/grcc/ SOD Server URL
services/GrccService
sslEnable False True or false
jdbcURL jdbc:oracle:thin:@172.2 Jdbc url to connect to OAACG database.

1.104.74:1521:orcl

6. Click Save.

The TopologyName IT Resource Parameter

The TopologyName IT resource parameter holds the name of the combination of the following
elements that you want to use for SoD validation of entitlement provisioning operations:

*  Oracle Identity Manager installation
*  Oracle Applications Access Controls Governor installation
» PeopleSoft installation

The value that you specify for the TopologyName parameter must be the same as the value
of the topologyName element in the SILConfig.xml file. If you are using default SIL
registration, then specify ocaacgpsft as the value of the topologyName parameter.

See Configuring the IT Resource section for information about specifying values for
parameters of the IT resource.

Specifying a Value for the TopologyName IT Resource Parameter

To specify a value for TopologyName in the IT resource:

1. Log in to the Administrative and User Console.

2.  On the Welcome page, click Advanced in the upper-right corner of the page.

3. Click Configuration, Manage IT Resource. The Manage IT Resource page is displayed.
4

Search for and edit "PSFT User" IT resource or open any IT resource, which you have
configured for PeopleSoft User Management Connector.

o

In the Topology Name attribute, enter oaacgpsft.
6. Click Save.

Disabling SoD

To disable SoD:
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< Note:

The SoD feature is disabled by default. Perform the following procedure only
if the SoD feature is currently enabled and you want to disable it.

1. Log in to the Administrative and User Console.
2. Set the XL.SoDCheckRequired system property to FALSE as follows:
a. On the Welcome page, click Advanced in the upper-right corner of the page.

b. On the Welcome to Identity Manager Advanced Administration page, in the
System Management section, click Search System Properties.

c. Onthe left pane, in the Search System Configuration field, enter
XL.SoDCheckRequired, which is the name of the system property as the
search criterion.

d. In the search results table on the left pane, click the XL.SoDCheckRequired
system property in the Property Name column.

e. Onthe System Property Detail page, in the Value field, enter FALSE.
f. Click Save to save the changes made.

A message confirming that the system property has been modified is
displayed.

3. Restart Oracle Identity Manager. Figure 2-1 shows the details of disabling SoD.

Figure 2-1 Disable SoD

Administration Event Management Policies Configuration System Management B setf-service [ Administration

Scheduler Notification m Deployment Manager ~

Search System Properties Welcome System Property Detaik XL.SoDCheckRequired 7]
=|

Advanced Search System Property Detail: X1.SoDCheckRequired

Actiors -~ View + 2 [§ 3¢ &F . Cancel | Reset | Save

Property Name Keyword

Organization Proc... x'i_'.o.-gan':amrﬂvecess{rrevnd
Organization Proc... XL.OrganizalionProcessRest. ..
Pending Canceled ... L.PendingCancelled

Froxy User Emai N.... XL.ProxyNotificationTemplate
Record Read Limit  XL.READ_LIMIT

Specifies the requ... XL.RequestEngne * Property Name | XL,SoDChedkRequired
Reset with genera... YL ResetWithGeneratedPud
Minimum length of ... XL.ResponseMinLength

*Key

*Keyword |XL.SoDChed®equired

Is Self-Registratio... XL.SeiRegstrationalowed *Value |FALSE|
Property to indicat, ., XL.SendAuditIMSMessage Log In Required [T
Shows tasks assig... XL.ShowTaskAssignedToGro..

ML.SoDChedRequ... XL.SeDChedRequred

Property dictates L. TOOLBAR_DBNAME_DIS

Unlock Account Au, .. XL.UnlockAfter

Use Row Resiriction  XL.UseRowRestriction

| Ine memicnlon as .., ¥ | leSemiCalanAdTielimiter .l.J
Rows Selected 1

Enabling SoD

To enable SoD:
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< Note:

If you are enabling SoD for the first time, then see Enabling and Disabling SoD in
Oracle Fusion Middleware Developer's guide for Oracle Identity Manager for
detailed information.

1. Log in to the Administrative and User Console.
2. Set the XL.SoDCheckRequired system property to TRUE as follows:
a. On the Welcome page, click Advanced in the upper-right corner of the page.

b. On the Welcome to Identity Manager Advanced Administration page, in the System
Management section, click Search System Properties.

c. Onthe left pane, in the Search System Configuration field, enter
XL.SoDCheckRequired, which is the name of the system property as the search
criterion.

d. Inthe search results table on the left pane, click the XL.SoDCheckRequired system
property in the Property Name column.

e. On the System Property Detail page, in the Value field, enter TRUE.
f. Click Save to save the changes made.
A message confirming that the system property has been modified is displayed.

3. Restart Oracle Identity Manager. Figure 2-2 shows the details of enabling SoD.

Figure 2-2 Enable SoD

Administration Event Management Policies Configuration System Management 2 self-Service [ Administratio
Schedder | Notifiation  [EYSISMICOMIGIEONY  Deployment Manager ~
Search System Properties System Property Detail: XL.SoDCheckRequired =

+|
dv h -
Advanced Sear System Property Detail: XL.SoDCheckRequired

Actions ~ view - | 7 [§ 3 B&F Cancel | Reset | save
Property Name Keyword | N - D
Organization Proc... )Q.Gganza‘.iurP'uc::s[nl‘c’il:l
Organization Proc... XL.OrganizationProcessRest..
Pending Canceled ... ¥L.PendingCancelled
Proxy User Email M., ¥L.ProxyNotificationTemplate
Record Read Limt  XL.READ_LIMIT
Spedifies the requ... XL.RequestEngine *Property Name |XL.SoDCheckRequired
Reset with genera... ¥L.ResetiWithGeneratedPwd
Minimum length of ... XL.ResponseMinLength

Koy [75

*Keyword | XL SoDCheckRequired

Is Self Registratio... ¥L.SelfRegstrationAlowed *Value |TRUE

Property to indicat... XL.SendAuditiMSMessage Log In Required [T "

Shows tasks assig... XL.ShowTaskAssignedToGro., This altribute represents Value.
i ML.SoDChedkRequired

Property dictates

¥L.TOOLBAR_DBNAME _DIS. ..
Unlock Account Au... XL.UnlockAfter

Use Row Restriction  XL.UseRowRestriction

e semicrion e d... ¥ sefemiColontanelmiter  Z|
Rows Selected 1

Configuring the Target System

Postinstallation on the target system involves configuring SSL.

To configure SSL on the target system:
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1. Copy the certificate to the computer on which PeopleSoft Enterprise Applications
is installed.

# Note:

If you are using IBM WebSphere Application Server, then you must
download the root certificate from a CA.

2. Run the following command:
PEOPLESOFT HOME/webserv/peoplesoft/bin/pskeymanager.cmd -import
3. When prompted, enter the current keystore password.

4. When prompted, enter the alias of the certificate that you imported while
performing the application server specific procedures listed in Configuring SSL for
Oracle Identity Manager.

# Note:

The alias must be the same as the one created when the keystore was
generated.

If you are using IBM WebSphere Application Server, then enter root as
the alias.

5. When prompted, enter the full path and name of the certificate and press Enter.

# Note:

If you are using IBM WebSphere Application Server, then enter the path
of the root certificate.

6. When prompted for the following:
Trust this certificate? [no]: yes
Select yes and press Enter.

7. Restart the Web server of the target system.

Creating the IT Resource for the Connector Server

Perform the procedure described in this section only if you have deployed the
connector bundle remotely in a Connector Server.

This section contains the following topics:

* Creating the IT Resource

° IT Resource Parameters
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< Note:

Before you deploy the connector bundle remotely in a Connector Server, you must
deploy the connector in Oracle Identity Manager by performing the procedures
described in Installation.

Creating the IT Resource

ORACLE

To create the IT resource for the Connector Server:

Depending on the Oracle Identity Manager release you are using, perform one of the
following steps:

*  For Oracle Identity Manager release 11.1.1.x:
Log in to the Administrative and User Console.
*  For Oracle Identity Manager release 11.1.2.x:
Log in to Identity System Administration.
If you are using Oracle Identity Manager release 11.1.1.x, then:
a. On the Welcome page, click Advanced in the upper-right corner of the page.

b. On the Welcome to Oracle Identity Manager Advanced Administration page, in the
Configuration region, click Create IT Resource.

If you are using Oracle Identity Manager release 11.1.2.x, then:

a. Inthe left pane under Configuration, click IT Resource.

b. Inthe Manage IT Resource page, click Create IT Resource.

On the Step 1: Provide IT Resource Information page, perform the following steps:
* IT Resource Name: Enter a name for the IT resource.

* IT Resource Type: Select Connector Server from the IT Resource Type list.
 Remote Manager: Do not enter a value in this field.

Click Continue. Figure 2-3 shows the IT resource values added on the Create IT
Resource page.
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Figure 2-3 Step 1: Provide IT Resource Information

Create IT Resource

6)23456

Step 1 : Provide IT Resource Information

Specify the IT resource name, and select the IT resource type, IF the IT resource is o be accessed using a remote manager, then select a remote manager,

* Indicates Required Field

IT Resource Mame * |ConnectorServer

IT Resource Type * |Connector Server

Refote Manager LV dea
Caniel | Continue == |

On the Step 2: Specify IT Resource Parameter Values page, specify values for the
parameters of the IT resource and then click Continue. Figure 2-4 shows the Step
2: Specify IT Resource Parameter Values page.

Figure 2-4 Step 2: Specify IT Resource Parameter Values

-
Create IT Resource @ 3 4 85 6

Step 2 : Specify IT Resource Parameter Yalues

Specify values for the parameters of ConnectorServer.

Parameter ¥alue
Huost 172.20.45.110
Key el
Paort 5759

Timeouk ]
UsessL False

Cancel == Back

Table 2-7 provides information about the parameters of the IT resource.

On the Step 3: Set Access Permission to IT Resource page, the SYSTEM
ADMINISTRATORS group is displayed by default in the list of groups that have Read,
Write, and Delete permissions on the IT resource that you are creating.

# Note:

This step is optional.

If you want to assign groups to the IT resource and set access permissions for the
groups, then:
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a. Click Assign Group.

b. For the groups that you want to assign to the IT resource, select Assign and the
access permissions that you want to set. For example, if you want to assign the ALL
USERS group and set the Read and Write permissions to this group, then you must
select the respective check boxes in the row, as well as the Assign check box, for this
group.

c. Click Assign.

8. On the Step 3: Set Access Permission to IT Resource page, if you want to modify the
access permissions of groups assigned to the IT resource, then:

" Note:

e This step is optional.

e You cannot modify the access permissions of the SYSTEM ADMINISTRATORS

group. You can modify the access permissions of only other groups that you
assign to the IT resource.

a. Click Update Permissions.

b. Depending on whether you want to set or remove specific access permissions for
groups displayed on this page, select or deselect the corresponding check boxes.

c. Click Update.

9. On the Step 3: Set Access Permission to IT Resource page, if you want to unassign a
group from the IT resource, then:

" Note:

e This step is optional.

e You cannot unassign the SYSTEM ADMINISTRATORS group. You can unassign
only other groups that you assign to the IT resource.

a. Select the Unassign check box for the group that you want to unassign.
b. Click Unassign.

10. Click Continue. Figure 2-5 shows the Step 3: Set Access Permission to IT Resource
page.
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Figure 2-5 Step 3: Set Access Permission to IT Resource

Create IT Resource 10 @ 4 5 6

Step 3 : Set Access Permission to IT Resource

Specify the Administrative roles and permissions for ConnectorServer.

Resulks 1-10 of 19 First | Previous | Mexk | Last

Administrative Role Display Name Read Access Write Access Delete Access Llnngéﬁgn

SYSTEM ADMINISTRATORS SYSTEM ADMINISTRATORS v v v O

IDENTITY USER. ADMINISTRATORS IDENTITY LISER ADMINISTRATORS + v L' U

ROLE ADMINISTRATORS ROLE ADMINISTRATORS LV v 4 O

REQUEST ADMINISTRATORS REQUEST ADMINISTRATORS L' v v Fl

RECOMNCILIATION ADMINISTRATORS RECOMCILIATION ADMINISTRATORS ' v v ]

ATTESTATION EVENT ADMINISTRATORS ATTESTATION EVENT ADMINISTRATORS L v v O

APPROVAL POLICY ADMINISTRATORS APPROVAL POLICY ADMINISTRATORS ' v v O

ATTESTATION CONFIGURATION ADMINISTRATORS ATTESTATION CONFIGURATION ADMINISTRATORS s 14 v (]

USER COMFIGURATION ADMIMISTRATORS USER CONFIGLIRATION ADMINISTRATORS v v v D

RESOURCE ADMINISTRATORS RESOURCE ADMINISTRATORS v v v 0

Unassign

First | Previous | Next | Last

Assion Role | Undate Permissions |

Cancel | <« Back | Continue > > |

11. On the Step 4: Verify IT Resource Details page, review the information that you
provided on the first, second, and third pages. If you want to make changes in the
data entered on any page, click Back to revisit the page and then make the
required changes.

12. To proceed with the creation of the IT resource, click Continue. Figure 2-6 shows
Step 4: Verify IT Resource Details page.
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Figure 2-6 Step 4: Verify IT Resource Details

Create IT Resource (a_l) 5 6

Step 4 : Yerify IT Resource Details

Review and then submit the information that vou provided. If required, use the Back button to revisit and modify information provided on the previous pages.
0T Resource Mame ConneckorServer
IT Resource Type Conneckar Server
Parameter Yalue
Hast 172.20.45.110
KE‘.\" Fdkkkkk
Port 8759
Timeouk 0
Use35L false

Administrative Role Read Access Write Access Delete Access
SYSTEM ADMINISTRATORS v
IDENTITY USER ADMINISTRATORS
ROLE ADMIMISTRATORS
REQUEST ADMIMISTRATORS
RECOMCILIATION ADMINISTRATORS
ATTESTATION EVYENT ADMIMNISTRATORS
APPROYAL POLICY ADMIMNISTRATORS
ATTESTATION CONFIGURATION ADMINISTRATORS
USER COMNFIGURATION ADMIMISTRATORS
RESQURCE ADMINISTRATORS
REQUEST TEMPLATE ADMINISTRATORS
SCHEDULER ADMINISTRATORS
MOTIFICATION TEMPLATE ADMINISTRATORS
SYSTEM COMFIGURATION ADMINISTRATORS
DEPLOYMENT MANAGER ADMINISTRATORS
PLUGIM ADMIMISTRATORS
SPML_App_Role
SO0 ADMIMNISTRATORS
USER NAME ADMINISTRATORS

L LALLALLLLLLLL LK
G T N B G A O O AR G SR G A O
L L CLCELECEECECECE CL ¢

Before advancing to the next step, perform any manual steps reguired to conmect ko this IT resource, Otherwise, the target connectivity test may Fail,
Cancel | =< Back | Continue == |

13. The Step 5: IT Resource Connection Result page displays the results of a connectivity
test that is run using the IT resource information. If the test is successful, then click
Continue. If the test fails, then you can perform one of the following steps:

» Click Back to revisit the previous pages and then make corrections in the IT resource
creation information.

» Click Cancel to stop the procedure, and then begin from the first step onward.

Figure 2-7 shows the Step 5: IT Resource Connection Result page.
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Figure 2-7 Step 5: IT Resource Connection Result

Create IT Resource @ 6

Step 5 : IT Resource Connection Result

Test connectivity is not supported For the IT resource bype Connector Server,

Host: i 172,20.45.110
Key EEZ 22 2
Port £ 5759
Tirneout L o
UsessL d false

Cancel | << Back | Continue == |

14. Click Finish. Figure 2-8 shows the IT Resource Created Page.
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Figure 2-8 Step 6: IT Resource Created

Create IT Resource @

Step 6 : IT Resource Created

‘ou have created ConnectorServer,

[T Resource Name ConneckarServer
IT Resource Type Conneckor Server
Parameter Yalue
Host 172.20.45.110
Key sk
Port 759
Tirneaukt 8]
UsessL false
Administrative Role Read Access  Write Access Delete Access
SYSTEM ADMIMISTRATORS L
IDENTITY USER ADMINISTRATORS
ROLE ADMIMISTRATORS

REQUEST ADMIMISTRATORS
RECOMNCILIATION ADMINISTRATORS
ATTESTATION EVENT ADMINISTRATORS
APPROVAL POLICY ADMINISTRATORS
ATTESTATION CONFIGURATION ADMINISTRATORS
USER. CONFIGURATION ADMINISTRATORS
RESOURCE ADMIMISTRATORS
REQUEST TEMPLATE ADMINISTRATORS
SCHEDULER ADMINISTRATORS
NOTIFICATION TEMPLATE ADMINISTRATORS
SYSTEM CONFIGURATION ADMINISTRATORS
DEPLOYMENT MANAGER ADMIMNISTRATORS
PLUGIN ADMINISTRATORS
SPML_aApp_Role
SO0 ADMIMNISTRATCORS
LISER. MAME ADMIMISTRATORS

LEALLL L L LS K
LCLLALL L L LLCLLLL LK
CALLLLLLLLLELLLCCLCCK

Firiish

IT Resource Parameters

Table 2-7 provides information about the parameters of the IT resource.

Table 2-7 Parameters of the IT Resource for the Connector Server

Parameter Description

Host Enter the host name or IP address of the computer hosting the connector server.
Sample value: RManager

Key Enter the key for the Java connector server.

Port Enter the number of the port at which the connector server is listening.
Default value: 8759
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Table 2-7 (Cont.) Parameters of the IT Resource for the Connector Server

Parameter Description

Timeout Enter an integer value which specifies the number of milliseconds after which the
connection between the connector server and Oracle Identity Manager times out.
Sample value: 300
Note: A value of O (zero) indicates unlimited timeout.

UseSSL Enter true to specify that you will configure SSL between Oracle Identity

Manager and the Connector Server. Otherwise, enter false.
Default value: false

Note: It is recommended that you configure SSL to secure communication with
the connector server. To configure SSL, run the connector server by using the /
setKey [key] option. The value of this key must be specified as the value of the
Key IT resource parameter of the connector server.

Upgrading the Connector

You can upgrade the PeopleSoft User Management connector while in production, and
with no downtime. Your customizations will remain intact and the upgrade should be
transparent to your users. Form field names are preserved from the legacy connector.

To upgrade the PeopleSoft User Management connector, perform the steps listed in
Prerequisites for Upgrading the Connector.

Then, perform one of the following procedures depending on the version of the
existing connector:

Upgrade the Connector from Release 11.1.1.5.0

Upgrade the Connector from Release 9.1.1.6

¢ See Also:

Upgrading Connectors in Oracle Fusion Middleware Administering Oracle
Identity Manager for detailed information of these steps

Prerequisites for Upgrading the Connector

Before you perform the upgrade procedures:

It is strongly recommended that you create a backup of the Oracle Identity
Manager database. Refer to the database documentation for information about
creating a backup.

As a best practice, first perform the upgrade procedure in a test environment.

You might encounter the following issue during or after performing the upgrade

procedures:

ORACLE
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After the upgrade process, an additional IT resource is created with the name PSFT
User, in addition to converting existing IT resources. The additional IT resource is created
because the default IT resource name has been changed.

As a workaround, if the additional IT resource is unused, you can delete it.

Upgrade the Connector from Release 11.1.1.5.0

ORACLE

To upgrade the PeopleSoft User Management connector from release 11.1.1.5.0 to this
release of the connector, perform the following steps:

1.

Set entitlement tagging for PeopleSoft child form (UD_PSROLES) as follows:

a.
b.

C.

j-

k.

Log in to the Oracle Identity Manager Design Console.
Expand Development Tools and then double-click Form Designer.

Enter the name of the PeopleSoft Roles child form, UD_PSROLES, in the Table Name
field and click the Query for records button.

Click Create New Version.

In the Create a New Version dialog box, specify the version name in the Label field,
save the changes, and then close the dialog box.

From the Current Version list, select the newly created version.
Click the Properties tab.

Select the Role Name field, and click Add Property.

From the Property Name list, select Entitlement.

In the Property Value field, enter true.

Click Make Version Active.

Set IT resource, Account ID, and Account Name tagging in the process form
(UD_PSFT_BAS) as follows:

a.

In the Oracle Identity Manager Design Console, expand Development Tools and
then double-click Form Designer.

Enter the name of the PeopleSoft parent form, UD_PSFT BAS, in the Table Name field
and click the Query for records button.

Click Create New Version.

In the Create a New Version dialog box, specify the version name in the Label field,
save the changes, and then close the dialog box.

From the Current Version list, select the newly created version.
Click the Properties tab.

Select the Server (IT resource) field, and click Add Property.
From the Property Name list, select ITResource.

In the Property Value field, enter true.

Select the User Id field, and click Add Property.

From the Property Name list, select AccountName.

In the Property Value field, enter true.

Select the User Id field, and click Add Property.
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n. From the Property Name list, select AccountID.

o. Inthe Property Value field, enter true.

p- Update the parent form to add the child form created in Step 1.
g. Click Make Version Active.

r. Recreate the form in the user interface (Ul) and update the application
instance with the new form as described in Updating an Existing Application
Instance with a New Form .

3. Set the status of Task to Object Status Mapping of the Role Updated process task
to None as follows:

a. Inthe Oracle Identity Manager Design Console, expand Process
Management and then double-click Process definition.

b. Inthe Name field, enter Peoplesoft User Management and then click the
Query for records button.

c. Under Tasks, open the Role Updated task.

d. Inthe Task to Object Status Mapping tab, change the object status of status C
from Provisioned to None.

e. Repeat Steps 3.c and 3.d for the Email Updated task.

4. Update the bundle in the Oracle Identity Manager database with the latest bundle
JAR from this release as described in Upgrading the Connector Files and External
Code Files.

Upgrade the Connector from Release 9.1.1.6

To upgrade the PeopleSoft User Management connector from release 9.1.1.6 to this
release of the connector, perform the following procedures:

*  Running the Upgrade Wizard

* Upgrading the Connector Files and External Code Files
* Upgrading the Configurations

e Upgrading the Customizations

* Upgrading the PeopleSoft Listener

e Migrating the Form Data

* Updating the PeopleSoft Target System

e Compiling the Adapters

Running the Upgrade Wizard

ORACLE

To upgrade the connector in wizard mode:

1. Create a copy of the following XML file in a temporary directory, for example,
c:\tmp:

OIM_HOME/server/ConnectorDefaultDirectory/PSFT_UM-11.1.1.6.0/xml/
PeoplesoftUserManagement-ConnectorConfig.xml
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The PeoplesoftUserManagement-ConnectorConfig.xml file contains definitions for the
connector components. See Files and Directories on the Installation Media for more
information.

2. Log in to the Administrative and User Console.

3. On the Welcome to Identity Manager Advanced Administration page, under the System
Management section, click Manage Connector.

4. Search for the Peoplesoft User Management connector and click the upgrade icon.

5. Inthe Step 1: Select Connector XML to Upgrade dialog, click Browse and provide the
path to the Wizard mode XML file, which is the PeoplesoftUserManagement-
ConnectorConfig.xml file created in Step 1.

For example, c:\tmp\PeoplesoftUserManagement-ConnectorConfig.xml

()2 (34567 880112130

Step 1: Select Connector XML to Upgrade

L

To upgrade the connector in wizard mede, provide the path to the wizard-mode XML file, Alternatively, to upgrade the connector in silent mode, provide the path to the silent-mode
XML file.

Wizard Mode XML File C:tmp\PeoplesoftUseria
Silent Mode XML File
Cancel Continue >>

Then, click Continue.

6. Inthe Step 2: Define Resource Object Mapping dialog, map the new and existing
resource objects, as shown in the following sample screenshot. Then, click Continue.

(2)(3(4)56(7 (88 0 M 1201301

Step 2: Define Resource Object Mapping

Map new and existing resource objects.

New Resource Objects Existing Resource Objects
Peoplesaft Ut§r
Mane
‘Peonlesoft lser
Cancel | << Back | Continue >> |

7. Inthe Step 3: Resource Object Mapping Summary dialog, verify the mapping summary of
the new and existing resource objects, and click Continue.
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Connector Management - Upgrading

Step 3: Resource Object Mapping Summary

Review resource object mappings.

b3

Results 1-1o0f 1 First | Previous | Mext | Last

New Resource Objects Existing Resource Objects
Feoplesoft User Peoplesoft User

First | Previous | Mext | Last

Cancel << Back Continue >

8. Inthe Step 4: Define Process Definition Mappings dialog, map the new and
existing process definitions, as shown in the following sample screenshots.

G - Upgrading (£)5 (6.7 (88 a0 1 12

%tep 4: Define Process Definition Mappings

Map new and existing process definitions.

Mew Process Definitions Existing Process Definitions
Penolesaft Lser Manaermen Mone M

None

ft User t
Cancel << Back Continue >>

Select the process tasks that you want to retain from the existing process
definitions. Then, click Continue.
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‘Step 4: Define Process Definition Mappings
Map new and existing process definitions.
New Process Definitions Existing Process Definitions
Peoplesoft User Management “

Select the process tasks that must be retained from the existing process definition. The process tasks listed below only exists in the old process definition.

Note: If you have customized a shipped process task, then consider whether you would like to retain your customization.

Results 1-10 of 31 First | Previous | Next | Last

Process Task Retain
Email Updated

Disable User

&

Enable User
Employee ID Updated
Add RoleName
Row Security Permision List Updated

Process Profile Permission List Updated
MNavigator Home Permission List Updated

User ID Alias Updated

User ID Updated

tDDDDDDDDDD

Retain

First | Previous | Mext | Last

Cancel | =< Back | Continue == |

9. Inthe Step 5: Process Definition Mapping Summary dialog, verify the mapping summary
of the new and existing process definitions, and click Continue.

10. In the Step 6: Define Form Mappings dialog, map the new and existing forms, as shown
in the following sample screenshots. Then, click Continue.

Connector Management - Upgrading @ ¥ 8 9

Step &: Define Form Mappings

Map new and existing forms.

MNew Forms Existing Forms
% UD_PSFT_BAS w

Select the form columns that must be merged.

Results 1-2 of 2 First | Previous | Next | Last
Form Column Names Selected
UD_PSFT_BAS_PRIEMAILADDRESS O
UD_PSFT_BAS_PRIEMAILTYPE F
Add

First | Previous | Next | Last

Cancel << Back Continue >= |
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N

'Step 6: Define Form Mappings

Map new and existing forms.

New Forms Existing Forms
UD_PS_EMAIL v

Cancel <= Back Continue >>

Step 6: Define Form Mappings

Map new and existing forms.

New Forms Existing Forms
UD_PSROLES w

Cancel | << Back | Continue >> |

In the Step 7: Form Mapping Summary dialog, verify the mapping summary of the
new and existing forms, and click Continue.

In the Step 8: Define IT Resource Type Definition Mappings dialog, map the new
and existing IT resource type definitions, as shown in the following sample
screenshots. Then, click Continue.

Connector Management - Upgrading

Step 8: Define IT Resource Type Definition Mappings

Map new and existing IT resource type definitions,

New IT R T Definiti
e source lype Delinitlons Existing IT Resource Type Definitions

% | Peaplesoft IT Resource Definition ~

Select the customized attributes from the existing IT resource bype definition.

Results 1-10 of 21 First | Previous | Mext | Last
IT Resource Type Definition Attributes Retain
NumberOfRetries
DelayBetweenRetries
AdminCredentials
Admin
Connection pooling supported
Target supporks only one connection
ResourceConnection class definition
Mative connection pool class definition
Pool excluded fields

Abandoned connection tmeout

e e e e e e B Fe Wi e |

Retain

First | Previous | Mext | Last

Cancel << Back Continue ==

2-94



Chapter 2

Upgrading the Connector
Connecto}: Management - Upgrading 9
Step 8: Define IT Resource Type Definition Mappings
Map new and existing IT resource type definitions.
New IT Resource Type Definitions Existing IT Resource Type Definitions
QAACG L

Cancel | << Back | Continue > |

13. In the Step 9: IT Resource Type Definition Mapping Summary dialog, verify the mapping
summary of the new and existing IT resource type definitions, and click Continue.

14. In the Step 10: Define Scheduled Task dialog, select the scheduled tasks that must be
deleted. Then, click Continue.

5

Connector Management - Upgrading

Step 10: Define Scheduled Task

Select the scheduled tasks that must be deleted,

Results 1-5of 5 First | Previous | Next | Last
Scheduled Task Selected

Language Code Lookup Recondiliation
Roles Lookup Recondliation
Currency Code Lookup Recondliation
Email Type Lookup Recondliation
Permission List Loakup Recondliation

Remove

LDDDDD

First | Previous | Mext | Last

Cancel << Back | Continue >> |

15. In the Step 11: Define Lookup Definition dialog, select the lookup definitions that must be
deleted. Then, click Continue.
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Connector Management - Upgrading

Step 11: Define Lookup Definition

Select the lookup definitions that must be deleted.

Results 1-6 of & First | Previous | MNext | Last
Lookup Selected
Lookup, PSFT.UM. UserProfile, Yalidation

Lookup, PSFT.UM, ExclusionList
Lookup, PSFT.UM,UserProfile, Attributefapping

Lookup, PSFT UM, Attr.Map, Provy

Lookup, PSFT.UM, Yalidation
Lookup, PSFT.UM. AttrMap, IDTypes

[\ (] ] |

Remove

First | Previous | Mext | Last

Cancel | == Back | Continue == |

16. In the Step 12: Preupgrade Steps dialog, enter the release number of the
connector. Verify and ensure the prerequisites are addressed as per the Note
section. Then, click Continue.

Connector Management - Upgrading

Step 12: Preupgrade Steps

* Indicates required field

Enter the release number of the connectar,

Conneckor Mame Peoplesoft User Management
Connectar Release *#111,1.1.5.0.1|
MNote:

Before wou proceed, ensure that the Following prerequisites are addressed,

s Create a backup of the Oracle Identity Manager database.

* Ensure that there are no pending M5 messages to be processed,

s Ensure that there are no pending tasks to be performed.

& Copy the required connector and third-patty J8Rs and resource bundles into the specified Oracle Identity Manager directories.

Cancel | << Back | Confinue == | %

17. In the Step 13: Select Connector Objects to be Upgraded dialog, ensure there are
no red cross-shaped icons in the Current Selections section. Then, click Upgrade.
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mector Management - Upgrading

Step 13: Select Connector Objects to Be Upgraded

Summary
Al &7 Curre_r:t Selections :
" _ 44 Lookup.PSFT.UM.UserProfile.Recon /0
. _ :"'_{Dh' . “"PSFT UM IT Resource Definition /1.
%éData e DT = Peoplesoft User Management Target Reconciliz
I SO LB T & Peoplezoft Uzer Management Target Reconcilistion
@6 Resource: 1 A Lookup.PSFT.UM.UserProfile.ChildTables /0.
Y& |Process Farm: 3 i ‘com.thortech.xl.dataobj.tcUD_PSFT_BAS /0.
Task Adapter: 9 A Lookup. PSFT.UM.ReconYalidation @
1 Process: 1 £ Peoplesoft Permission List Lookup Reconciliat
S Lookup: 24 " Peoplesoft Permission List Lookug Recnnciliatiunql

£ Lookup.PSFT.UM.Prov.ExclusionList @

£ ‘com.thortech.xl.dataobjtcUD_PS_EMAIL /1.
£ com.thortech.xl.dataobjtcUD_PSROLES /).
A7 Lookup.PSFT.UM.Recon.ExclusionList @
A Lookup.PSFT.UM.Constants /&

£ Lookup. PSFT.UM.Prov.Configuration @

£ Lookup.PSFT.UM.LanguageCode i

47 Lookup.PSFT.UM.ProvAttrMap S

A Lookup.PSFT.UM.PermissionList iy

| Scheduled Task: 6
.'_JT_?]IT Resource: 2

47 Lookup.PSFT.Configuration /5.

| PSFT User S

A7 Lookup.PSFT.Messane.DeletelserProfile.Confil ™
4 *

M LUpgrade

18. In the Step 14: Connector Upgrade Status dialog, verify the upgrade status. Perform the
specified steps before using the connector and to complete the upgrade process, as
shown in the following sample screenshot. Then, click Exit.
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Connector Management - Upgrading
Step 14 : Connector Upgrade Status
Peoplesoft User Management 11.1.1.5.0.1 Connector Upgrade Status:  Successful

v Import of Connector XML Files {Using Deployment Manager)

(4 Compilation of Adapter Definitions
Perform the Following steps before you start using this connectar,
il Go ko Advanced == Configuration > [Manage IT Resource, and configure the IT resources created as part of this connector,
2. Go ko Advanced == System Management >> Search Scheduled Job and configure the Following scheduled Jobs that are already created For this connector,
3 Farm field name references in lookup definitions, process task literals, and adapters must be updated according to the old Form names,

To complete upgrade vou need ko run cancelProcessTask utility For the Following process tasks, Mote down the Following process definitions and process tasks name.

Results 1-1 of 1 First | Previous | Mext | Last
Process Definition Process Task
Peoplesoft User Managemes Primary Email Address Updated
Peaplesoft User Management Primary Email Tepe Updated

First | Previous | Mext | Last

Exit

Upgrading the Connector Files and External Code Files

ORACLE

To upgrade the connector files and external code files:

Run the Oracle Identity Manager Delete JARs utility to delete the JAR files from
the Oracle Identity Manager database. This utility is copied into the following
location when you install Oracle Identity Manager:

< Note:

Before you use this utility, verify that the WL_HOME environment variable is
set to the directory in which Oracle WebLogic Server is installed.

*  For Microsoft Windows:
OIM_HOME/server/bin/DeleteJars.bat

e For UNIX:
OIM_HOME/server/bin/DeleteJars.sh

When you run the utility, you are prompted to enter the login credentials of the
Oracle Identity Manager administrator, URL of the Oracle Identity Manager host
computer, context factory value, type of JAR files being deleted, and the location
from which the JAR files are to be deleted.

Select the JAR files and indicate the JAR types as specified in the following table:

JAR File Name JAR Type

PSFTUM.jar 1 - JavaTasks
PSFTCommon.jar 1 - JavaTasks
CustomClassLoader.jar 1 - JavaTasks
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JAR File Name JAR Type
Common.jar 1 - JavaTasks
Select this JAR file only if no other connector is using it.
psjoa.jar 3 - ThirdParty
peoplesoft.jar 3 - ThirdParty

¢ See Also:

Delete JAR Utility in Oracle Fusion Middleware Developing and Customizing
Applications for Oracle Identity Manager for detailed information about the
Delete JARs utility

2. Patch the psjoa.jar file in the connector bundle as follows:
a. Open the command prompt and navigate to the bundle JAR file.
For example:

cd PSFT UM-11.1.1.6.0/bundle bundle/
org.identityconnectors.peoplesoftintfc-1.0.5963.jar

b. Run the following command to create a lib directory.
mkdir 1ib

c. Copy the psjoa.jar file (target specific) from the PEOPLESOFT_HOME/web/psjoa
directory to the new lib directory.

For example:
cp psjoa/psjoa.jar 1lib
d. Run the following command:
jar -uvf org.identityconnectors.peoplesoftintfc-1.0.5963.jar lib/psjoa.jar

3. Run the Oracle Identity Manager Upload JARSs utility to post the new bundle JAR file
created in Step 2 and other JAR files to the Oracle Identity Manager database. This utility
is copied into the following location when you install Oracle Identity Manager:

*  For Microsoft Windows:
OIM_HOME/server/bin/UploadJars.bat

e For UNIX:
OIM_HOME/server/bin/UploadJars.sh

When you run the utility, you are prompted to enter the login credentials of the Oracle
Identity Manager administrator, URL of the Oracle Identity Manager host computer,
context factory value, type of JAR files being uploaded, and the location from which the
JAR files are to be uploaded.

Select the JAR files and indicate the JAR types as specified in the following table:

JAR File Name JAR Type
bundle/org.identityconnectors.peoplesoftintfc-1.0.5963.jar 4 - ICFBundle
lib/PSFTCommon.jar 1 - JavaTasks
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JAR File Name JAR Type
lib/PSFT_UM-oim-integration.jar 1 - JavaTasks

¢ See Also:

Upload JAR Utility in Oracle Fusion Middleware Developing and
Customizing Applications for Oracle Identity Manager for detailed
information about the Upload JARSs utility

Upgrading the Configurations

To upgrade the connector configurations:

1.

Update the IT resource with connection parameters.

The existing IT resources will be mapped to the new definitions. See Configuring
the IT Resource for information about this step.

Configure PeopleSoft target system for multiple versions as per the Identity
Connector Framework (ICF) conventions.

See Configuring the Connector to Support Multiple Versions of the Target System
for information about this step.

Update the xmIMapping entry in the Lookup.PSFT.Configuration lookup definition.

See Setting Up the Lookup.PSFT.Configuration Lookup Definition for information
about this step.

Upgrading the Customizations

ORACLE

To upgrade the connector customizations:

1.

2.

Update the validation customizations as follows:

 Re-compile, package, and update the validation code in the Oracle Identity
Manager database and in the PeopleSoft listener.

Sample validation classes are available in Configuring Validation of Data
During Reconciliation and Configuring Validation of Data During Provisioning.

e Update the entries in the provisioning validation lookup,
Lookup.PSFT.UM.ProvValidation.

See Lookup.PSFT.UM.ProvValidation for information about this step.

« Update the entries in the reconciliation validation lookup,
Lookup.PSFT.UM.ReconValidation.

See Lookup.PSFT.UM.ReconValidation for information about this step.
Update the transformation customizations as follows:

 Re-compile, package, and update the transformation code in the Oracle
Identity Manager database and in the PeopleSoft listener.

Sample transformation class is available in Configuring Transformation of Data
During Reconciliation.
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* Update the entries in the reconciliation transformation lookup,
Lookup.PSFT.UM.UserProfile. Transformation.

See Lookup.PSFT.UM.UserProfile. Transformation for information about this step.
Update the resource exclusion customizations as follows:

* Re-write the resource exclusion rules as per the Identity Connector Framework (ICF)
conventions.

For more information, see Configuring Resource Exclusion Lists in Oracle Fusion
Middleware Developing and Customizing Applications for Oracle Identity Manager.

* Update the entries in the provisioning exclusion list lookup,
Lookup.PSFT.UM.Prov.ExclusionList.

» Update the entries in the reconciliation exclusion list lookup,
Lookup.PSFT.UM.Recon.ExclusionList.

See Lookup Definitions for Exclusion Lists for information about the preceding steps.
Add custom provisioning and reconciliation attributes.

If any custom provisioning and reconciliation attributes were added in the previous
connector, add the same attributes in the new version of the connector.

See Adding New Attributes for Provisioning and Adding New Attributes for Reconciliation
for information about this step.

Add custom ID types.

If any new ID types were added in addition to the default ID types, add the same ID types
in the new version of the connector.

See Adding New ID Types for Provisioning and Adding New ID Types for Reconciliation
for information about this step.

If you are using Oracle Identity Manager release 11.1.2.x or later, you must create a new
Ul form and attach it to an existing application instance to view the user-defined fields
(UDFs or custom attributes).

For more information about UDFs, see Configuring Custom Attributes in Oracle Fusion
Middleware Administering Oracle Identity Manager.

Upgrading the PeopleSoft Listener

ORACLE

< Note:

If you upgrade the connector, you must also upgrade the listener. Installing a new
connector over a previously deployed listener creates discrepancies.

To upgrade the PeopleSoft listener:

1.

Remove the existing PeopleSoft listener by performing the procedure described in
Removing the PeopleSoft Listener.

Deploy the new PeopleSoft listener by performing the procedure described in Deploying
the PeopleSoft Listener.

If there are any validation or transformation JARs, you must add the JARs to the deployable
connector bundle JAR and re-deploy the listener. See Configuring Validation of Data During
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Reconciliation, Configuring Transformation of Data During Reconciliation, and
Configuring Validation of Data During Provisioning for more information.

Migrating the Form Data

The Form Version Control (FVC) utility is used to migrate data changes on a form after
an upgrade operation.

# Note:

After performing this procedure, you cannot revert the data changes.

To run the FVC utility:

1. In atext editor, open the fvc.properties file located in the OIM_DC_HOME
directory and include the following entries:

ResourceObject;Peoplesoft User

FormName;UD PSFT BAS

FromVersion; 9

ToVersion;v_11.1.1.6.0

ParentParent;UD PSFT BAS OPRID;UD PSFT BAS RETURN

ChildConstant;UD PS EMAIL;UD PS EMAIL PRIMARYEMAIL;N

MultipleParentChild;UD PSFT BAS PRIEMAILTYPE:UD PS EMAIL EMAILTYPE;UD PSFT BA
S_PRIEMAILADDRESS:UD PS EMAIL EMAILADDRESS;'Y':UD PS EMAIL PRIMARYEMAIL

2. Run the FVC utility. This utility is copied into the following directory when you
install the design console:

*  For Microsoft Windows:
OIM_DC_HOME/fvcutil.bat

*  For UNIX:
OIM_DC_HOME/fvcutil.sh

When you run this utility, you are prompted to enter the login credentials of the
Oracle Identity Manager administrator, and the logger level and log file location.

" Note:

If you encounter the following error in the debug logs, you can ignore it:

ERROR [Exception Thor.API.Exceptions.tcAPIException: The following
required fields have not been given values:Email Address : The
following required fields have not been given values:Email Address
: The following required fields have not been given values:Email
Address : The following required fields have not been given
values:Email Address - Updation of form data failed for
user=RDRAVIDS, object instance key=12, proc instance key=18,
form instance version=0

ORACLE 2-102



Chapter 2
Upgrading the Connector

Updating the PeopleSoft Target System

To update the PeopleSoft target system for the upgrade process:

1.

Enable the Find and Get methods on the USER_PROFILE component interface. To do

SO:

a.

To open the PeopleSoft Application Designer, click Start and then select Programs,
Peoplesoft8.x, and Application Designer.

On the Application Designer page, click Open from the File menu.

In the Open Definition dialog box, select Component Interface from the Definition
list.

Enter USER_PROFILE in the Name field, and then click Open.

All the component interfaces with names that start with USER_PROFILE are displayed
in the Open Definition dialog box.

Double-click the USER_PROFILE entry.

Drag the User ID field from the USERMAINT definition and drop to the component
interface definition on the right hand side, as shown in the following screenshot. This
will set the Find and Get keys.

Right-click on the USER_PROFILE component interface and click Component
Interface Properties.

In the Properties dialog, click the Standard Methods tab, and then select the Get
check-box.

Click OK and save the component interface.

Update the OIM_NODE node based on HTTP Connector. To do so:

a.

b.

Open the OIM_NODE node that is configured for the PeopleSoft listener.

Update the IT resource header type from Host to Location.

Compiling the Adapters

At the end of the upgrade process, you must compile every adapter that resides within the
Oracle Identity Manager database.

To compile the adapters:

1.
2.

ORACLE

Log in to Oracle Identity Manager Design Console.

Expand Development Tools and double-click Adapter Manager.

The Adapter Manager form is used to compile multiple adapters simultaneously.

Select the Compile All check box.
Click the Start button.
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This chapter contains the following sections:

e Summary of Steps to Use the Connector

e Configuring the Scheduled Jobs for Lookup Field Synchronization

e Configuring Reconciliation

» Resending Messages That Are Not Received by the PeopleSoft Listener

« Performing Provisioning Operations in Oracle Identity Manager 11.1.1.x

« Performing Provisioning Operations in Oracle Identity Manager Release 11.1.2.x
e Configuring Scheduled Jobs

e Provisioning Operations Performed in an SoD-Enabled Environment

Summary of Steps to Use the Connector

The following is a summary of the steps to use the connector for full reconciliation:

# Note:

It is assumed that you have performed all the procedures described in the
preceding chapter.

1. Configure and run the scheduled job to synchronize the lookup fields. See Configuring
the Scheduled Jobs for Lookup Field Synchronization for more information.

2. Generate XML files for the USER_PROFILE message for all users. See Performing Full
Reconciliation for more information.

3. Copy these XML files to a on the Oracle Identity Manager host computer.

4. Configure and run the PeopleSoft User Management Target Reconciliation scheduled job
for the USER_PROFILE message. The XML files are read by this scheduled job to
generate reconciliation events. See Configuring the Scheduled Job for User Data
Reconciliation for more information.

Change from full reconciliation to incremental reconciliation. See Performing Incremental
Reconciliation for instructions.

Configuring the Scheduled Jobs for Lookup Field
Synchronization

When you run the Connector Installer, scheduled jobs for lookup field synchronization are
automatically created in Oracle Identity Manager. These scheduled jobs are used to
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synchronize the values of the lookup fields between the target system and Oracle
Identity Manager.

This section contains the following topics:

Scheduled Jobs for Lookup Field Reconciliation
Scheduled Job Attributes

Scheduled Jobs for Lookup Field Reconciliation

When you run the Connector Installer, the following scheduled jobs for lookup field
synchronization are automatically created in Oracle Identity Manager:

Peoplesoft Currency Code Lookup Reconciliation
Peoplesoft Email Type Lookup Reconciliation
Peoplesoft Language Code Lookup Reconciliation
Peoplesoft Permission List Lookup Reconciliation
Peoplesoft Roles Lookup Reconciliation

Peoplesoft User Management Target Reconciliation

These scheduled jobs are used to synchronize the values of the lookup fields between
the target system and Oracle Identity Manager. Table 3-1 describes the attributes of
this scheduled job. See Configuring Scheduled Jobs for instructions on running the
scheduled job.

¢ Note:

Default attribute values are predefined in the connector XML file that is
imported during the installation of the connector. Specify values only for
those attributes that you want to change.

Scheduled Job Attributes

Table 3-1 describes the attributes of the scheduled jobs or lookup field
synchronization.

Table 3-1 Scheduled Job Attributes for Lookup Field Synchronization
|

Attribute

Description

IT Resource Name

Enter the name of the IT resource.
Default Value: PSFT User

FilePath Enter the full path of the file in which the lookup data to be reconciled is stored. The
operating system of the computer on which Oracle Identity Manager is installed must
be able to access this file path. The data extracted from this file is stored in the
Lookup Definition Name attribute of the scheduled job.

Default value: Enter a Value
Sample value: C: \PSFTUM\LookupRecon\Roles.properties
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Table 3-1 (Cont.) Scheduled Job Attributes for Lookup Field Synchronization
]

Attribute

Description

Lookup Definition Name

Enter the name of the lookup definitions created in Oracle Identity Manager that
corresponds to the lookup fields in the target system.

The value can be any one of the following:
e Lookup.PSFTUM.LanguageCode

e Lookup.PSFTUM.EmailType

*  Lookup.PSFTUM.CurrencyCode

e Lookup.PSFTUM.PermissionList
e Lookup.PSFTUM.Roles

Task Name Enter the name of the scheduled task.
Sample value: Peoplesoft Language Code Lookup Reconciliation
File Archival Enter Yes if you want the lookup properties file used during lookup reconciliation to be

archived. Enter No if you want the file to be deleted after data inside the files is
reconciled.

Default value: No

File Archival Folder

Enter the full path and name of the in which you want the lookup properties file used
during lookup reconciliation to be archived.

Default Value: Enter a Value
Note: You must change this value if the File Archival attribute is set to Yes.
Sample Value: C:\ArchiveFolder

Configuring Reconciliation

This section discusses the following topics related to configuring reconciliation:

» Performing Lookup Reconciliation

*  Performing Full Reconciliation

»  Performing Incremental Reconciliation

e Limited Reconciliation

Performing Lookup Reconciliation

This section describes the procedure to generate the properties file, which contains the
lookup data to be consumed by the lookup reconciliation scheduled job.

You can run the Application Engine program by using PeopleSoft Internet Architecture to
perform Lookup Reconciliation as follows:

" Note:

You must run the Application Engine program periodically.

1. Open a Web browser and enter the URL for PeopleSoft Internet Architecture. The URL is
in the following format:

ORACLE
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http://IPADDRESS:PORT/psp/ps/?cmd=1login

For example:
http://172.21.109.69:9080/psp/ps/?cmd=login
2. Click People Tools, Process Scheduler, Processes, and then Add a new Value.

3. Select Application Engine as the process type, and enter LOOKUP RECON as the
process name.

4. Click Add.

5. In the Process Definition Options tab, enter the following values for Component
and Process Groups, and click Save:

Component: ARE_REQUEST
Process Groups: TLSALL, STALL

6. To make the Application Engine program run in PeopleSoft Internet Architecture,
click People Tools, Application Engine, Request AE, and then click Add a new
Value.

7. Enter values for the following and then click Add:
User ID: Enter your User ID
Run Control ID: Enter a unique run control value
Program Name: Enter LOOKUP_RECON

8. Click Run.

9. From the list that is displayed, select the LOOKUP_RECON process, which you
created in Step 3.

10. Click OK.

11. To determine the progress status of the Application Engine program, click People
Tools, Process Scheduler, and then Process Monitor. Click Refresh until
Success message is displayed as the status.

< Note:

If Status is displayed as "Queued," then you must check the status of the
process scheduler. To do so, click People Tools, Process Scheduler,
and then Process Monitor. Click the Server List tab and check the
status of the server. If the status is not displayed, then start the process
scheduler.

Performing Full Reconciliation

Full reconciliation involves reconciling all existing user profile records from the target
system into Oracle Identity Manager. After you deploy the connector, you must first
perform full reconciliation.
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< Note:

If the target version is PeopleSoft HRMS 9.1 with PeopleTools 8.51, you must use
PeopleTools 8.51.13 release for full reconciliation.

The following sections discuss the procedures involved in full reconciliation:

Generating XML Files
Importing XML Files into Oracle Identity Manager

Generating XML Files

ORACLE

You must generate XML files for all existing users in the target system.

# Note:

« Before performing the procedure to generate XML files, you must ensure that
you have configured the USER_PROFILE message. See Configuring the
Target System for Full Reconciliation for more information.

e If you are using PeopleTools 8.50 and HCM 9.0, then before running Full Data
Publish, you must apply the patch that addresses Bug 824529. This patch can
be downloaded from Oracle Metalink.

¢ You must run the Application Engine program if you are performing the full
reconciliation for the first time. See Performing Lookup Reconciliation for more
information.

To run the USER_PROFILE message:

1.

© N o o0

In PeopleSoft Internet Architecture, expand Enterprise Components, Integration
Definitions, Initiate Processes, and then click Full Data Publish.

Click the Add a New Value tab.

In the Run Control ID field, enter a value and then click ADD.
In the Process Request region, provide the following values:
Request ID: Enter a request ID.

Description: Enter a description for the process request.
Process Frequency: Select Always.

Message Name: Enter USER_PROFILE as the message name.
Click Save to save the configuration.

Click Run.

From the Server Name list, select the appropriate server.

Select Full Table Data Publish process list, and click OK.
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9. Click Process Monitor to verify the status of EOP_PUBLISHT Application Engine.
The Run Status is Success if the transaction is successfully completed.

On successful completion of the transaction, XML files for the USER_PROFILE
message are generated at a location that you specified in the FilePath property
while creating the OIM_FILE_NODE node for PeopleSoft Web Server. See About
Configuring the PeopleSoft Integration Broker through Creating the Remote Node
for more information.

Copy these XML files to a on the Oracle Identity Manager host computer. Ensure
that the permissions for these XML files are sufficiently restrictive. By default, the
permissions are set to 644. You can set them to 640.

# Note:
After you have performed this procedure:

« Remove the permission list created in Setting Up the Security for the
USER_PROFILE Service Operation section. This is for security
purposes.

e Ensure to disable the USER_PROFILE_HR_TO_UMFILE routing
created earlier.

Importing XML Files into Oracle Identity Manager

This section describes the procedure to import XML files into Oracle Identity Manager.
It contains the following topics:

»  Configuring the Scheduled Job for User Data Reconciliation

«  Attributes of the Scheduled Job for Reconciliation of User Data

Configuring the Scheduled Job for User Data Reconciliation

When you run the Connector Installer, the PeopleSoft User Management Target
Reconciliation scheduled job is automatically created in Oracle Identity Manager.

The PeopleSoft User Management Target Reconciliation scheduled job is used for
target resource reconciliation. In addition, this same scheduled job is used to reconcile
data of deleted users from a target resource into Oracle Identity Manager.

The scheduled job transfers data from the XML file to the parser. The parser then
converts this data into reconciliation events. Table 3-2 describes the attributes of this
scheduled job. See Configuring Scheduled Jobs for instructions on configuring the
scheduled job.

Attributes of the Scheduled Job for Reconciliation of User Data

Table 3-2 describes the attributes of the scheduled job for reconciliation of user data.

ORACLE 3-6



Chapter 3
Configuring Reconciliation

Table 3-2 Attributes of the Scheduled Job for Reconciliation of User Data

Attribute

Description

Archive Mode

Enter yes if you want XML files used during full reconciliation to be archived. After
archival, the file is deleted from the original location.

If no, then the XML file is not archived.

Archive Path

Enter the full path and name of the in which you want XML files used during full
reconciliation to be archived.

You must enter a value for the Archive Path attribute only if you specify yes as the
value for the Archive Mode attribute.

Sample value: /usr/archive

File Path

Enter the path of the on the Oracle Identity Manager host computer into which you
copied the file containing XML data.

Sample value: /usr/data

IT Resource Name

Enter the name of the IT resource that you create by performing the procedure
described in the Configuring the IT Resource section.

Default value: PSFT User

Message Implementation
Class

Enter the name of the Implementation class for the message handler required to
process the message. For example, the implementation class for the following
messages are provided by default:

For the USER_PROFILE message:
oracle.iam.connectors.psft.common.handler.impl.PSFTUserProfileRec
onMessageHandlerImpl

For the DELETE_USER_PROFILE message:

oracle.iam.connectors.psft.common.handler.impl.PSFTDeleteUserReco
nMessageHandlerImpl

Message Name

Use this attribute to specify the name of the delivered message used for full
reconciliation.

Sample value: USER PROFILE.VERSION 84

Note: This value must match the entry in the Lookup.PSFT.Configuration lookup
definition, as it is used to determine the class name of the message handler. See
Lookup.PSFT.Configuration for information about the lookup.

Task Name

This attribute holds the name of the scheduled task.
Default value: PeopleSoft User Management Target Reconciliation

Performing Incremental Reconciliation

You do not require additional configuration for incremental reconciliation.

It is assumed that you have deployed the PeopleSoft listener as described in Deploying the
PeopleSoft Listener.

Limited Reconciliation

You can configure limited reconciliation to specify the subset of target system records that
must be fetched into Oracle Identity Manager.

This section contains the following topics:

ORACLE
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e About Limited Reconciliation

»  Configuring Limited Reconciliation

About Limited Reconciliation

By default, all target system records that are added or modified after the last
reconciliation run are reconciled during the current incremental reconciliation run. For
full reconciliation, all target system records are fetched into Oracle Identity Manager.

You can configure limited reconciliation to specify the subset of target system records
that must be fetched into Oracle Identity Manager.

You configure limited reconciliation by specifying a query condition as the value of the
Custom Query attribute of the PeopleSoft User Management Target Reconciliation
scheduled job.

You must use the following format to specify a value for the Custom Query attribute:

RESOURCE _OBJECT ATTRIBUTE NAME=VALUE

For example, suppose you specify the following as the value of the Custom Query
attribute:

Currency Code=1~USD

With this query condition, only records for users with currency code as 1~USD are
considered for reconciliation.

You can add multiple query conditions by using the ampersand (&) as the AND
operator and the vertical bar (|) as the OR operator. For example, the following query
condition is used to limit reconciliation to records of those users for whom the
Currency Code is 1~USD and User ID is John01:

Currency Code=1~USD & User ID=John0l

Configuring Limited Reconciliation

ORACLE

To configure limited reconciliation:

1. Create the query condition. Apply the following guidelines when you create the
guery condition:

e Use only the equal sign (=), the ampersand (&), and the vertical bar (]) in the
guery condition. Do not include any other special characters in the query
condition. Any other character that is included is treated as part of the value
that you specify.

* Add a space before and after the ampersand and vertical bar signs used in the
guery condition. For example:

Currency Code=1~USD & User ID=John01
Currency Code=1~USD | User ID=John01

This is to help the system distinguish between ampersands and vertical bars
used in the query and the same characters included as part of attribute values
specified in the query condition.

e You must not include unnecessary blank spaces between operators and
values in the query condition.

3-8



Chapter 3
Resending Messages That Are Not Received by the PeopleSoft Listener

A query condition with spaces separating values and operators would yield different
results as compared to a query condition that does not contain spaces between
values and operators. For example, the output of the following query conditions
would be different:

Currency Code=1~USD & User ID=John0l
Currency Code= 1~USD & User ID= JohnOl

In the second query condition, the reconciliation engine would look for Currency
Code and User ID values that contain a space at the start.

» Ensure that attribute names that you use in the query condition are in the same case
(uppercase or lowercase) as the case of the attribute defined in PeopleSoft User
resource object. For example, the following query condition would fail:

cUrReNcY Code= 1~USD

2. Configure the message-specific configuration lookup with the query condition as the
value of the Custom Query attribute. For example, to specify the query condition for the
USER_PROFILE message, search and open the
Lookup.PSFT.Message.UserProfile.Configuration lookup. Specify the query condition in
the Decode column of the Custom Query attribute.

Resending Messages That Are Not Received by the PeopleSoft
Listener

The messages are generated and sent to Oracle Identity Manager regardless of whether the
WAR file is running. Reconciliation events are not created for the messages that are sent to
Oracle Identity Manager while the WAR file is unavailable.

This section contains the following topics:

e About Resending Messages

e Resending Messages Manually

About Resending Messages

If Oracle Identity Manager is not running when a message is published, then the message is
added to a queue. You can check the status of the message in the queue in the Message
Instance tab. This tab lists all the published messages in a queue. When you check the
details of the particular message, the status is listed as Timeout Or Error.

To publish a message in the queue to Oracle Identity Manager, resubmit the message when
Oracle Identity Manager is running.

If the status of the message is New or Started and it does not change to Timeout oOr Done,
then you must restart the PeopleSoft application server after you restart Oracle Identity
Manager.
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PeopleSoft supports this functionality for a limited rights user described in
Creating a Role for a Limited Rights User. But, you can specify users who

have rights to perform this job based on the security policy of your
organization.

Resending Messages Manually

To ensure that all the messages generated on the target system reach Oracle Identity
Manager, manually resend messages in Error or TimeOut status. To do so:

1.

ORACLE

In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Service Operations Monitor, Monitoring, and then click Asynchronous

Services.

From the Group By list, select Service Operation or Queue to view the number of
messages in Error, TimeOut, Done, and so on.

= PeoplaTools
I Security
& Uilities
[ Wiorkdlow
i Portal
I Search Engine
I Personalization
[ Process Scheduler
I+ Cube Manager
I+ Application Engine
 Query Access Senvices
= Integration Broker
[ Configuration
[ Integration Setup
[ Service Uiilities
[ Wiebh Services
= Sarvice Operations
Monitor

= Monitoring

b= New Window | Custormize Page

{ Wonitor Overview \_ Operation Instances )~ Publication Contracts |~ Subscription Conlracts |

Publish Mode | a, I Archived
‘Oueue Level | Oper Inst j ‘Group By | Queue =

From Date: 3] To Date: W |

From Time: To Time: Refresh

Quene Name: Emor  Mew Started Working Done Retry  Timeout
PERSON_DATA 1 1 0 0 i 0 0

First [4 1 of 1 [¥] Last
Canceled  Hold

Edlited i
0 0 1}

=1 notity |

The number is in the form of a link, which when clicked displays the details of the

message.

Click the link pertaining to the message to be resent, for example, the link under
the Error or the TimeOut column.

You are taken to the Operation Instance tab.
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7 PaopleTools
[ Security
I Utilities
[ Workdlow
[> Portal
[+ Search Engine
[: Personalization
[* Process Scheduler
[ Cube Manager
[ Application Engine
[ Query Aecess Samices
= Integration Broker
[ Configuration
[+ Integration Setup
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Monitor
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- Archive Monitor Data
— Statistics
> Administration
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[ REN Senver Configuration
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Node Name | Q ™ Archied
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OQueueMame  |PERSON_DATA Q status | Eror -

]

0

From Date:

To Date: E ]

To Time: E-____ ' Refresh J

From Time:

Bublishing
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braSromEbdas-11de-9392- A 1010972009 .
cd4de3303644 FERSON_DATA PSFT_HR AADDDY Error 1-08-25PM Cietails

» SelectAll L] DeselectAl

Resubmit Cancel
[=] naotity

Monitor Overdow | Operation Instances | Publication Contracts | Subscription Contracts

4. Click the Details link of the message to be resent. A new window appears.

Asynchronous Details

Tramsaction ID
dernal Service Name

Publishing Noie
Ouetle Name
Quene Sequence D
Sub Cuene
Original Pub Node

Status

View |B Infa

50061 bd5-bab7-11de-9ecs-e0 0BG T
FERSON_BASIC_SYNC VERSION_3
PSFT_HR

m Refresh

"Segment

PERSOM_DATA, Wigng XML
PSFT_HR Uncompressed Data Length 8228
Errar Drata Length View Limit 100000

Publication Contracts

tomize | Find | ]

Actions Intermation 4 [F5R
Subscriber Node "Seqment Status
OlW_MODE 1 Ermor EditXML  Resubmil Cancel |W Yiew |8 Infg
A Rigturn to Search

Click the Error Messages link to check the error description.

Click Resubmit after you have resolved the issue.

Performing Provisioning Operations in Oracle Identity Manager

11.1.1.x

Provisioning a resource for an OIM User involves using Oracle Identity Manager to create a
PeopleSoft account for the user.

The following are types of provisioning operations:

Direct provisioning

ORACLE"
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* Request-based provisioning

# Note:

The "Unable to access pstools.properties" message might be recorded in the
server logs during provisioning operations. You can safely ignore this
message.

This section discusses the following topics:

» Direct Provisioning on Oracle Identity Manager
* Request-Based Provisioning in Oracle Identity Manager

*  Switching Between Request-Based Provisioning and Direct Provisioning

Direct Provisioning on Oracle Identity Manager

This section describes the prerequisites and the procedure to perform direct
provisioning. It contains the following sections:

e Prerequisites

e Performing Direct Provisioning

Prerequisites

# Note:
Perform the procedure in this section only in the following situations:

e The first time you perform direct provisioning.

« If you switch from request-based provisioning to direct provisioning.

When you install the connector on Oracle Identity Manager release 11.1.1, the direct
provisioning feature is automatically enabled. This means that the process form is
enabled when you install the connector.

If you configure the connector for request-based provisioning, then the process form is
suppressed and object form is displayed. In other words, direct provisioning is disabled
when you configure the connector for request-based provisioning. If you want to revert
to direct provisioning, then see Switching Between Request-Based Provisioning and
Direct Provisioning.

Performing Direct Provisioning

To provision a resource by using the direct provisioning approach:

1. Log in to the Administrative and User Console.

2.  On the Welcome to Oracle Identity Manager Self Service page, click Advanced.
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3. Click the Administration tab.
4. If you want to first create the OIM User and then provision a resource, then:

* On the Welcome to Identity Administration page, in the Users region, click Create
User.

* Onthe Create User page, enter values for the OIM User fields, and then click Save.
5. If you want to provision a target system account to an existing OIM User, then:

* On the Welcome to Identity Administration page, in the Users region, click Advanced
Search - Users.

e Search for the OIM User by using the Search feature, and then click the link for the
OIM User from the list of users displayed in the search results table.

6. Click the Resources tab.
7. Click Add. The Provision Resource to User page is displayed in a new window.

8. On the Select a Resource page, select Peoplesoft User from the list, and then click
Continue.

9. On the Verify Resource Selection page, click Continue.
Provision Resource to User -~
You are provisioning to john doe[JOHNDOE]. @ 34586
Step 2: Verify Resource Selection

You have selected to provision Peoplesoft User to JOHNDOE

Exit << Back Continue >>

10. On Provide Process Data page, enter the details of the account that you want to create
on the target system, and then click Continue.

# Note:

You can assign multiple ID types to a user profile on the PeopleSoft target
system. However, a single instance of an ID type can be assigned to the same
user.

For example, you can link a user profile to Employee ID and Vendor ID during
provisioning. However, the same user cannot be linked to two Employee ID
instances.
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Provision Resource to User

You are provisioning to john doe[JOHNDOE].

}Step 5: Provide Process Data

Peoplesoft User Profile

PreEoputate

* Indicates a required field
Server
User ID
Password
User Description
Symbalic ID
User ID Alias
Employee ID
Language Code
Multi Language Code
Currency Code
Primary Permission List
Row Security Permision List
Process Profile Permission List
Navigator Home Permission List
Customer SetID
Customer ID
endor Set ID
Vendor ID
SoDCheckStatus
SoDChedkTradkingID
SoDChedkResult
SoDChedkTimestamp
SoDCheckEntitlementViolation
Return ID

Bxt | Contnue >>

FT User
HNDOE

LI g

SoDCheckMNotInitiated

il

fa}
i
i

[}
&
g

[}
&
g

[}
=
o

[}
=
o

[}
=
o

11. On the Provide Process Data page for child data, search for and select the child
data for the user on the target system. For instance, on the Provide Process Data
page for e-mail data, specify the e-mail address and e-mail type for the account
and then click Add. If you want to add more than one e-mail, repeat the process.
Then, click Continue.
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Provision Resource to User =
You are provisioning to john doe[JOHNDOE]. 304 @ 6

}Step 5: Provide Process Data

Peoplesoft Emails
Prepopulate

> Ind\:&es a required field

Frimary Email *
v s - ghoneeon ]
Email Type = [PSFT User ~Home Clear
Add
Remove
Primary Email Email Address Email Type O
Yes Jjohn@work.com PSFT User ok O
Remove
Exit << Back Continue >>

12. On the Provide Process Data page for role data, specify the role name, and then click
Add. If you want to add more than one role, repeat the process. Then, click Continue.

Provision Resource to User =
You are provisioning to john doe[JOHMDOE]. j4 @ 6

Step 5: Provide Process Data

Peoplesoft Roles
Prepopulate

Role Mame |./ C

Add

Exit | <= Back Continue >> |

13. On the Verify Process Data page, verify the data that you entered, and then click
Continue.

The account is created on the target system and provisioned as a resource to the OIM
User.
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Provision Resource to User s
You are provisioning to john doe [JOHNDOE]. @

Step &: Verify Process Data

You have selected to provision Peoplesoft User to JOHNDOE.

m
=3
Ey

Peoplesoft User Profile

Server PSFT User
User ID JOHNDOE
passwod = eEsss——
User Description
Symbolic ID
User ID Alias
Employee ID
Language Code
Multi Language Code No
Currency Code
Primary Permission List
Row Security Permision List
Process Profile Permission List
Navigator Home Permission List
Customer Set ID
Customer ID
Vendor Set ID
Vendor ID %
SoDCheckStatus
SoDCheckTrackingID
SoDCheckResult
SoDCheckTimestamp
SoDCheckEntitlementViolation
Return ID

SoDCheckNotinitiated

Peoplesoft User Profile > > Peoplesoft Roles
This form does not have any entries. Click Here to add.

m
=

Peoplesoft User Profile > > Peoplesoft Emails Edit

Primary Email Email Address Email Type
Yes john@work.com PSFT UserrWork.
Mo john@home. com PSFT User ~Home

Exit << Back Continue >>

14. The "Provisioning has been initiated" message is displayed. Close this window,
and click Refresh to view details of the newly provisioned resource.

¢ See Also:

Connector Objects Used During Provisioning for more information about
the provisioning functions supported by this connector and the process
form fields used for provisioning

Request-Based Provisioning in Oracle Identity Manager

A request-based provisioning operation involves both end users and approvers.
Typically, these approvers are in the management chain of the requesters. The
following sections discuss the steps to be performed by end users and approvers
during a request-based provisioning operation:

< Note:

The procedures described in these sections are built on an example in which
the end user raises or creates a request for provisioning a target system
account. This request is then approved by the approver.
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The following sections discuss the steps to be performed by end users and approvers during
a request-based provisioning operation:

End User's Role in Request-Based Provisioning

Approver's Role in Request-Based Provisioning

End User's Role in Request-Based Provisioning

The following steps are performed by the end user in a request-based provisioning operation:

1.
2.
3.

10.

11.

12.

13.
14.

Log in to the Administrative and User Console.
On the Welcome page, click Advanced in the upper-right corner of the page.

On the Welcome to Identity Administration page, click the Administration tab, and then
click the Requests tab.

From the Actions menu on the left pane, select Create Request.
The Select Request Template page is displayed.
From the Request Template list, select Provision Resource and then click Next.

On the Select Users page, specify a search criterion in the fields to search for the user
that you want to provision the resource, and then click Search. A list of users that match
the search criterion you specified is displayed in the Available Users list.

From the Available Users list, select the user to whom you want to provision the
account.

If you want to create a provisioning request for more than one user, then from the
Available Users list, select the users to whom you want to provision the account.

Click Move or Move All to include your selection in the Selected Users list, and then click
Next.

On the Select Resources page, click the arrow button next to the Resource Name field to
display the list of all available resources.

From the Available Resources list, select PeopleSoft User, move it to the Selected
Resources list, and then click Next.

On the Resource Details page, enter details of the account that must be created on the
target system. and then click Next.

On the Justification page, you can specify values for the following fields, and then click
Finish.

« Effective Date
« Justification

On the resulting page, a message confirming that your request has been sent is
displayed along with the Request ID.

If you click the request ID, then the Request Details page is displayed.

To view details of the approval, on the Request Details page, click the Request History
tab.

Approver's Role in Request-Based Provisioning

The approver in a request-based provisioning operation performs the following steps:

ORACLE

3-17



P W NP

Chapter 3
Performing Provisioning Operations in Oracle Identity Manager 11.1.1.x

Log in to the Administrative and User Console.
On the Welcome page, click Self-Service in the upper-right corner of the page.
On the Welcome to Identity Manager Self Service page, click the Tasks tab.

On the Approvals tab, in the first region, you can specify a search criterion for the
request task that is assigned to you.

From the search results table, select the row containing the request you want to
approve, and then click Approve Task.

A message confirming that the task was approved is displayed.

Switching Between Request-Based Provisioning and Direct

Provisioning

The following topics describe switching between request-based provisioning and direct
provisioning:

Switching From Request-Based Provisioning to Direct Provisioning

Switching From Direct Provisioning to Request-Based Provisioning

" Note:

It is assumed that you have performed the procedure described in Enabling
Request-Based Provisioning.

Switching From Request-Based Provisioning to Direct Provisioning

To switch from request-based provisioning to direct provisioning:

1.
2.

Log in to the Design Console.

Disable the Auto Save Form feature as follows:

a. Expand Process Management, and then double-click Process Definition.

b. Search for and open the Peoplesoft User Management process definition.

c. Deselect the Auto Save Form check box.

d. Click the Save icon.

If the Self Request Allowed feature is enabled, then:

a. Expand Resource Management, and then double-click Resource Objects.
b. Search for and open the Peoplesoft User resource object.

c. Deselect the Self Request Allowed check box.

d. Click the Save icon.

Switching From Direct Provisioning to Request-Based Provisioning

To switch from direct provisioning to request-based provisioning:

1.

ORACLE

Log in to the Design Console.

3-18



Chapter 3
Performing Provisioning Operations in Oracle Identity Manager Release 11.1.2.x

2. Enable the Auto Save Form feature as follows:
a. Expand Process Management, and then double-click Process Definition.
b. Search for and open the Peoplesoft User Management process definition.
c. Select the Auto Save Form check box.
d. Click the Save icon.

3. If you want to enable end users to raise requests for themselves, then:
a. Expand Resource Management, and then double-click Resource Objects.
b. Search for and open the Peoplesoft User resource object.
c. Select the Self Request Allowed check box.

d. Click the Save icon.

Performing Provisioning Operations in Oracle Identity Manager
Release 11.1.2.x

To configure provisioning operations in Oracle Identity Manager release 11.1.2 or later:

# Note:

The time required to complete a provisioning operation that you perform the first
time by using this connector takes longer than usual.

1. Login to ldentity Self Service.

2. Create a user. See Managing Users in Oracle Fusion Middleware Performing Self
Service Tasks with Oracle Identity Manager for more information about creating a user.

If you want to provision a Microsoft Exchange mailbox to an existing OIM User, then, on
the Users page, search for the required user.

3. Onthe Account tab, click Request Accounts.

4. In the Catalog page, search for and add to cart the application instance, and then click
Checkout.

5. Specify values for fields in the application form and then click Ready to Submit.
6. Click Submit.
7. If you want to provision entitlements, then:

a. On the Entitlements tab, click Request Entitlements.

b. In the Catalog page, search for and add to cart the entitlement, and then click
Checkout.

c. Click Submit.
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Configuring Scheduled Jobs

This section describes the procedure to configure scheduled jobs. You can apply this
procedure to configure the scheduled jobs for lookup field synchronization and
reconciliation.

ORACLE

See Configuring the Scheduled Jobs for Lookup Field Synchronization for a list of
scheduled jobs that you must configure.

To configure a scheduled job:

1.

Depending on the Oracle Identity Manager release you are using, perform one of
the following steps:

*  For Oracle Identity Manager release 11.1.1.x:
a. Login to the Administrative and User Console.

b. On the Welcome to Oracle Identity Manager Self Service page, click
Advanced in the upper-right corner of the page.

* For Oracle Identity Manager release 11.1.2.x:

a. Login to Identity System Administration.

b. In the left pane, under System Management, click Scheduler.
Search for and open the scheduled job as follows:

a. If you are using Oracle Identity Manager release 11.1.1.x, then on the
Welcome to Oracle Identity Manager Advanced Administration page, in the
System Management region, click Search Scheduled Jobs.

b. Inthe Search field, enter the name of the scheduled job as the search
criterion. Alternatively, you can click Advanced Search and specify the search
criterion.

c. Inthe search results table on the left pane, click the scheduled job in the Job
Name column.

On the Job Details tab, you can modify the following parameters:

* Retries: Enter an integer value in this field. This number represents the
number of times the scheduler tries to start the job before assigning the
Stopped status to the job.

» Schedule Type: Depending on the frequency at which you want the job to run,
select the appropriate schedule type.

¢ Note:

See Creating Jobs in Oracle Fusion Middleware Administering Oracle
Identity Manager for detailed information about schedule types.

Specify values for the attributes of the scheduled job. To do so:

On the Job Details tab, under the Parameters section, specify values for the
attributes of the scheduled job. See Table 3-2 for more information about the
attributes of the scheduled job.
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< Note:

Attribute values are predefined in the connector XML file that is imported during
the installation of the connector. Specify values only for the attributes that you
want to change.

5. Click Apply to save the changes.

¢ Note:

The Stop Execution option is not available in the Administrative and User
Console. If you want to stop a job, then click Stop Execution on the Task
Scheduler form of the Design Console.

Provisioning Operations Performed in an SoD-Enabled
Environment

Provisioning a resource for an OIM User involves using Oracle Identity Manager to create an
PeopleSoft User account for the user.

The following are types of provisioning operations:
» Direct provisioning

* Request-based provisioning of accounts

* Request-based provisioning of entitlements

*  Provisioning triggered by policy changes

¢ See Also:

Oracle Identity Manager Connector Concepts for information about the types of
provisioning

This section discusses the following topics:

e Overview of the Provisioning Process in an SoD-Enabled Environment
e Direct Provisioning in an SoD-Enabled Environment

* Request-Based Provisioning in an SoD-Enabled Environment

Overview of the Provisioning Process in an SoD-Enabled Environment

The following is the sequence of steps that take places during a provisioning operation
performed in an SoD-enabled environment:

1. The provisioning operation triggers the appropriate adapter.
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The adapter carries provisioning data to the corresponding BAPI on the target
system.

If you select an account or entitlements to be provisioned to the OIM User, then
the SoD check is initiated. The SoDChecker task submits the User Account and
Entitlements details in a form of Duties list to Oracle Application Access Controls
Governor. In other words, the SoD validation process takes place asynchronously.

The Web service of Oracle Application Access Controls Governor receives the
entitlement data.

After Oracle Application Access Controls Governor runs the SoD validation
process on the entitlement data, the response from the process is returned to
Oracle ldentity Manager.

The status of the process task that received the response depends on the
response. If the entitlement data clears the SoD validation process, then the status
of the process task changes to Completed. This translates into the entitlement
being granted to the user. If the SoD validation process returns the failure
response, then status of the process task changes to Canceled.

Direct Provisioning in an SoD-Enabled Environment

The procedure for direct provisioning in an SoD-enabled environment is similar to the
procedure for direct provisioning in a typical environment.

ORACLE

To provision a resource by using the direct provisioning approach:

1.

2

Log in to the Administrative and User Console.

If you want to first create an OIM User and then provision a target system account,
then:

a. On the Identity Manager - Self Service page, click Administration.

b. On the Welcome to Identity Administration page, in the Users section, click
Create User.

c. Onthe Create User page, enter values for the OIM User fields, and then click
Save.

If you want to provision a target system account to an existing OIM User, then:

a. On the Welcome to Identity Administration page, search for the OIM User by
selecting Users from the drop-down list on the left pane.

b. From the list of users displayed in the search results, select the OIM User. The
user details page is displayed on the right pane.

On the user details page, click the Resources tab.

From the Action menu, select Add Resource. Alternatively, you can click the add
resource icon with the plus (+) sign. The Provision Resource to User page is
displayed in a new window.

On the Step 1: Select a Resource page, select the resource that you want to
provision from the list and then click Continue.

On the Step 2: Verify Resource Selection page, click Continue.

On the Step 3: Provide Resource Data page for process data, enter the details of
the account that you want to create on the target system and then click Continue.
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16.
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On the Step 3: Provide Process Data page for role data, specify the role name for the
account, and then click Add. If you want to add more than one role, repeat the process.
Then, click Continue.

On the Step 4: Verify Process Data page, verify the data that you have provided and then
click Continue.

The "Provisioning has been initiated" message is displayed. To view the newly
provisioned resource, perform one of the following steps:

a. Close the window displaying the "Provisioning has been initiated" message.

b. On the Resource tab of the user details page, click Refresh to view the newly
provisioned resource.

To view the process form, on the Resources tab of the user details page, select the row
displaying the newly provisioned resource, and then click Open. The Edit Form page is
displayed.

# Note:

If Oracle Identity Manager is not SoD enabled, then SOD Check Status field
shows SODCheckNotlnitiated.

To view the Resource Provisioning Details page, on the Resources tab of the user details
page, select Resource History.

# Note:

SoD validation by Oracle Application Access Controls Governor is
asynchronous. The validation process returns a result as soon as it is
completed.

After the SoD validation process is initiated, the results of the process are brought to

Oracle Identity Manager. To view the process form, on the Resources tab of the User
Details page, select the row displaying the newly provisioned resource, and then click
Open. The Edit Form page is displayed.

On this page, the SOD Check Status field shows SoDCheckCompleted. Because a
violation by the SoD engine in this particular example, the SoD Check Violation field
shows the details of the violation.

In addition, the Resource Provisioning Details page shows the status of the SODChecker
and Holder tasks as Completed.

On this page, the status of the Add User Role tasks is Canceled because the request
failed the SoD validation process.

As the administrator assigning a resource to a user, you can either end the process when
a violation is detected or modify the assignment data and then resend it. To modify the
assignment data, on the Resource tab of the user details page, select the row containing
the resource, and then click Open.

In the Edit Form window that is displayed, you can modify the role and profile data that
you had selected earlier.
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< Note:

To modify a set of entitlements In the Edit Form window, you must first
remove all entitlements and then add the ones that you want to use.

17. After the SoD validation process is initiated, the results of the process are brought
to Oracle Identity Manager. On the Resources tab of the user details page, select
the row containing the resource, and then click Open. The process form is
displayed.

On this form, the SOD Check Status field shows SoDCheckCompleted. Because
no violation was detected by the SoD engine, the SoDCheckResult field shows
Passed.

In addition, the Resource Provisioning Details page shows the status of the
SODChecker and Holder tasks as Completed.

On the Resource Provisioning Details page, the state of the Add Role to User task
is completed.

Request-Based Provisioning in an SoD-Enabled Environment

¢ Note:

This procedure is not applicable to Oracle Identity Manager release 11.1.2.x
or later.

See Configuring SoD on Oracle Identity Manager for related information.

The request-based provisioning operation involves both end users and approvers.
Typically, these approvers are in the management chain of the requesters. The
request-based provisioning process described in this section covers steps to be
performed by both entities.

In the example used in this section, the end user creates a request for two roles on the
target system. The request clears the SoD validation process and is approved by the
approver.

End-User's Role in Request-Based Provisioning

ORACLE

The following steps are performed by the end user in a request-based provisioning
operation:

1. Log in to the Administrative and User Console.
2. On the Welcome page, click Advanced in the upper-right corner of the page.

3. On the Welcome to ldentity Manager Advanced Administration page, click the
Administration tab, and then click the Requests tab.

4. From the Actions menu on the left pane, select Create Request.
The Select Request Template page is displayed.

5. From the Request Template list, select Provision Resource and click Next.
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On the Select Users page, specify a search criterion in the fields to search for the user
that you want to provision the resource, and then click Search. A list of users that match
the search criterion you specified is displayed in the Available Users list.

From the Available Users list, select the user to whom you want to provision the
account.

If you want to create a provisioning request for more than one user, then from the
Available Users list, select users to whom you want to provision the account.

Click Move or Move All to include your selection in the Selected Users list, and then click
Next.

On the Select Resources page, click the arrow button next to the Resource Name field to
display the list of all available resources.

From the Available Resources list, select PeopleSoft User, move it to the Selected
Resources list, and then click Next.

On the Resource Details page, enter details of the account that must be created on the
target system, and then click Next.

On the Justification page, you can specify values for the following fields, and then click
Finish:

« Effective Date
e Justification

On the resulting page, a message confirming that your request has been sent
successfully is displayed along with the Request ID.

If you click the request ID, then the Request Details page is displayed.

On the Resource tab of the Request Details page, click the View Details link in the row
containing the resource for which the request was created. The Resource data page in
displayed in a new window.

One of the fields on this page is the SODCheckStatus field. The value in this field can be
SoDCheckResultPending or SoDCheckCompleted. When the request is placed, the
SODChecksStatus field contains the SoDCheckResultPending status.

# Note:

If Oracle Identity Manager is not SoD enabled, then the SOD Check Status field
shows SODCheckNotlnitiated.

To view details of the approval, on the Request Details page, click the Approval Tasks
tab.

On this page, the status of the SODChecker task is pending.

To initiate SoD validation of pending requests, the approver must run the Get SOD Check
Results Approval scheduled task.

After the Get SOD Check Results Approval scheduled task is run, on the Request Details
page, click the Approval Tasks tab. The status of the SODChecker task is Completed
and the Approval task status is Pending. This page also shows details of the
administrator who must now approve the request.
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Approver's Role in Request-Based Provisioning

ORACLE

This section discusses the role of the approver in a request-based provisioning
operation.

The approver to whom the request is assigned can use the Pending Approvals feature
to view details of the request.

In addition, the approver can click the View link to view details of the SoD validation
process.

The approver can decide whether to approve or deny the request, regardless of
whether the SoD engine accepted or rejected the request. The approver can also
modify entitlements in the request.

The following are steps performed by the approver in a request-based provisioning
operation:

1. Log in to the Administrative and User Console.

2.  On the Welcome page, click Self-Service in the upper-right corner of the page.
3. On the Welcome to Identity Manager Self Service page, click the Tasks tab.
4

On the Approvals tab, in the first section, you can specify a search criterion for
request task that is assigned to you.

5. From the search results table, select the row containing the request you want to
approve, and then click Approve Task.

A message confirming that the task was approved is displayed.
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Extending the Functionality of the Connector

This chapter discusses the following optional procedures:

" Note:

From Oracle Identity Manager Release 11.1.2 onward, lookup queries are not
supported. See Managing Lookups in Oracle Fusion Middleware Administering
Oracle Identity Manager for information about managing lookups by using the Form
Designer in the Oracle Identity Manager System Administration console.

Adding New Attributes for Provisioning

Enabling Update on a New Attribute for Provisioning
Adding New Attributes for Reconciliation

Adding New ID Types for Provisioning

Enabling Update on a New ID Type for Provisioning
Adding New ID Types for Reconciliation

Configuring Validation of Data During Reconciliation
Configuring Transformation of Data During Reconciliation
Configuring Validation of Data During Provisioning
Modifying Field Lengths on the Process Form
Configuring the Connector for Multiple Installations of the Target System
Enabling the Dependent Lookup Fields Feature

Connector Component Interfaces for the PeopleSoft User Management

Adding New Attributes for Provisioning

ORACLE

You can configure a new attribute for provisioning, in addition to those provided by default.

" Note:

If you do not want to add new attributes for provisioning, then you can ignore this
section.

To add a new attribute for provisioning, perform the procedures described in the following
sections. In these sections, the Worklist User attribute in the USER_PROFILE PeopleSoft
Component Interface is added. You can follow the same procedures to add other attributes.
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»  Verifying the Attribute Definition in PeopleSoft Component Interface
* Adding the Attribute to the PeopleSoft Component Interface Map Definition
»  Configuring the Attribute in Oracle Identity Manager

Verifying the Attribute Definition in PeopleSoft Component Interface

You must verify that the new attribute, Worklist User, is listed as one of the properties
of the USER_PROFILE Component Interface. Only the attributes listed under
properties are supported for provisioning. If the attribute exists, verify and note the
definition of the attribute.

To verify the definition of the attribute in the USER_PROFILE Component Interface:

1. To open the PeopleSoft Application Designer, click Start and then select
Programs, Peoplesoft8.x, and Application Designer.

2. On the Application Designer page, click Open from the File menu.

3. In the Open Definition dialog box, select Component Interface from the
Definition list.

4. Enter USER_PROFILE in the Name field, and then click Open.
5. Double-click the USER_PROFILE entry.

6. Expand PROPERTIES and select the Worklist User attribute. In addition, note
that the Comment field of the Worklist User attribute has the following entry:

Y for Yes, N for No

The Comment entry means that the Worklist User attribute supports two values, Y
and N.

7. Right-click Worklist User and click View Definition.

Note that the Worklist User attribute is of Char type and of length 1 character in
upper case format. You must match this definition in the lookup definition entry for
the new attribute.

Adding the Attribute to the PeopleSoft Component Interface Map
Definition

The PeopleSoft User Management connector performs user provisioning by invoking
methods and setting properties on PeopleSoft Component Interfaces. Component
Interface definitions are assigned in the PeopleSoft Component Interface configuration
objects. You can add and modify the definitions by editing a copy of the
PeopleSoftComponentInterfaces.xml file located in the xml of the connector
package.

¢ See Also:

Connector Component Interfaces for the PeopleSoft User Management for
more information about the PeopleSoft Component Interface map definition
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To add the new attribute to the PeopleSoft Component Interface map definition XML file:

1.

In a text editor, open the PeopleSoft Component Interface map definition file,
PeopleSoftComponentinterfaces.xml.

Add the new attribute to the corresponding Object, USER_PROFILE_8 4X, into the
<List> element under the <Attribute name="properties"> element.

The following extract of the PeopleSoftComponentinterfaces.xml file shows the Worklist
User attribute added to the USER_PROFILE Component Interface definition:

<Object name="USER PROFILE 8 4X">
<Attribute name="componentInterface" value="USER PROFILE" />

<Attribute name="getKey" value="UserID" />

<Attribute name="findKey" value="UserID" />

<Attribute name="createKey" value="UserID" />

<Attribute name="properties">

<List>
<Object name="RowSecurityPermissionList" />
<Object name="SupervisingUserID" />
<Object name="SymbolicID" />
<Object name="UserDescription" />
<!--Additional fields so that modification is not required-->
<Object name="EffectiveDateFrom" />
<Object name="EffectiveDateTo" />
<Object name="ExpertEntry" />
<Object name="WorklistUser" />
<Object name="EmailUser" />

</List>

</Attribute>
</Object>

Configuring the Attribute in Oracle Identity Manager

Configuring the attribute in Oracle Identity Manager involves the following steps:

Adding a New Column in the Process Form

Creating a New Lookup Definition

Associating the New Lookup With the Worklist User Process Form
Adding a Mapping for the New AttributeUpdating the Request Dataset
Updating the Request Dataset

< Note:

If you are using Oracle Identity Manager release 11.1.2.x or later, create a new Ul
form and attach it to the application instance to make this new attribute visible. See
Creating a New Ul Form and Updating an Existing Application Instance with a New
Form for the procedures.

Adding a New Column in the Process Form

Add a new column in the process form by performing the following:

1.

ORACLE

Log in to Oracle Identity Manager Design Console.
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Expand Development Tools and then double-click Form Designer.

Enter UD_PSFT BAS in the Table Name field and click the Query for records
button.

Click Create New Version.

In the Create a New Version dialog box, specify the version name in the Label
field, save the changes, and then close the dialog box.

From the Current Version list, select the newly created version.
On the Additional Columns tab, click Add.

Enter UD_PSFT BAS WORKLIST in the Name field and Worklist User in the Field
Label field. Specify other values as shown in the following figure.

Click Make Version Active.

Creating a New Lookup Definition

Create a new lookup definition of Lookup Type for the attribute, for example,
Lookup.PSFT.UM.WorklistUser. Add the following Code Key and Decode entries:

Code Key Decode
Y Yes
N No

The following figure shows the mapping for the new lookup:

Associating the New Lookup With the Worklist User Process Form

Associate the new lookup, Lookup.PSFT.UM.WorklistUser, with the Worklist User
process form. To do so:

1.
2.
3.

4.

In the process form, click the Properties tab.

Select Worklist User (ComboBox) and click Add Property.
In the Add Property dialog, specify the following entries:
Property Name: Lookup Code

Property Value: Lookup.PSFT.UM.WorklistUser

Click the save button and click Make Version Active.

Adding a Mapping for the New Attribute

ORACLE

Add a mapping for the new attribute to the Lookup.PSFT.UM.ProvAttrMap lookup
definition. To do so:

1.
2.

Expand Administration and then double-click Lookup Definition.

Enter the Lookup.PSFT.UM.ProvAttrMap as the name of the lookup definition in
the Code field and click the Query for records button.

Click Add and the following Code Key and Decode values:
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Code Key Decode
Worklist User WorklistUser

The Code Key value maps to the process form label and the Decode value maps to the
entry in the PeopleSoftComponentinterfaces.xml file for the new attribute.

# Note:

To enable the update on the new attribute, perform the procedure described in
Enabling Update on a New Attribute for Provisioning.

Updating the Request Dataset

ORACLE

Update the request dataset.

When you add an attribute on the process form, you also update the XML file containing the
request dataset definitions. To update a request dataset:

1.

In a text editor, open the XML file located in the OIM_HOME/server/ConnectorDefault/
PSFT_UM-11.1.1.6.0/dataset for editing.

Add the AttributeReference element and specify values for the mandatory attributes of
this element.

For example, while performing Step 1 of this procedure, if you added City as an attribute
on the process form, then enter the following line:

<AttributeReference

name = "City"

attr-ref = "City"

type = "String"

widget = "text"

length = "50"
available-in-bulk = "false"/>

In this AttributeReference element:

»  For the name attribute, enter the value in the Name column of the process form
without the table name prefix.

For example, if UD_PSFT_BAS_CITY is the value in the Name column of the
process form, then you must specify CITY is the value of the name attribute in the
AttributeReference element.

*  For the attr-ref attribute, enter the value that you entered in the Field Label column of
the process form while performing Step 1.

*  For the type attribute, enter the value that you entered in the Variant Type column of
the process form while performing Step 1.

*  For the widget attribute, enter the value that you entered in the Field Type column of
the process form, while performing Step 1.

*  For the length attribute, enter the value that you entered in the Length column of the
process form while performing Step 1.
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*  For the available-in-bulk attribute, specify true if the data value is available for
bulk modification. Otherwise specify false.

While performing Step 1, if you added more than one attribute on the process
form, then repeat this step for each attribute added.

Save and close the XML file.

Run the PurgeCache utility to clear content related to request datasets from the
server cache.

See Running the PurgeCache Utility in Oracle Fusion Middleware Administering
Oracle Identity Manager for more information about the PurgeCache utility.

Import into MDS, the request dataset definitions in XML format.

See Importing Request Datasets into MDS for detailed information about the
procedure.

Enabling Update on a New Attribute for Provisioning

ORACLE

To enable the update of newly provisioned attributes:

" Note:

Some of the steps in the following procedure are specific to the values that
have been used. If you use other values, then these steps must be
performed differently.

To add new attributes for provisioning, see Adding New Attributes for
Provisioning.

Log in to Oracle Identity Manager Design Console.
Expand Process Management and then double-click Process definition.

In the Name field, enter Peoplesoft User Management and then click the Query
for records button.

Add a new task, for example WorkList User Updated and save the task.

" Note:

While creating a new task, ensure that the task name is same as the
name of the field in the process form.

Click the Integration tab of the WorkList User Updated task, and then click Add.
Select Adapter as the handler type and then perform the following:
a. Select ADPPSFTUPDATEATTRIBUTEVALUE and click Save.

b. Inthe Adapter Variables region, double-click Adapter return value. A window
is displayed for editing the data mapping for the variable.

c. From the Map To list, select Response Code and then click Save.
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In the Adapter Variables region, double-click AttrFieldName. A window is displayed
for editing the data mapping of the variable.

From the Map To list, select Literal.

In the Literal Value field, enter UD_PSFT BAS WORKLIST as the column name for the
new attribute that was added in the Lookup.PSFT.UM.ProvAttrMap lookup definition.

In the Adapter Variables region, double-click ITResourceFieldName. A window is
displayed for editing the data mapping of the variable.

From the Map To list, select Literal.

In the Literal Value field, enter UD_PSFT BAS SERVER as the column name of the
ITResource field.

In the Adapter Variables region, double-click objectType. A window is displayed for
editing the data mapping of the variable.

From the Map To list, select Literal.
In the Literal Value field, enter User and then save.

In the Adapter Variables region, double-click proclinstanceKey. A window is
displayed for editing the data mapping of the variable.

From the Map To list, select Process Data and from the Qualifier list, select Process
Instance and then save.

Perform the mappings and save the form.

Click the Responses tab of the Worklist Updated task. The sucCESS response should be
mapped to status C and all other responses to status R.

< Note:

You must enter Y or N in the WorklistUser field, because PeopleSoft accepts
only these values.

Adding New Attributes for Reconciliation

ORACLE

You can modify the default field mappings between Oracle Identity Manager and the target
system. For example, the Lookup.PSFT.UM.UserProfile.ReconAttrMap lookup definition for
the USER_PROFILE message holds the default attribute mappings. If required, you can add
to this predefined set of attribute mappings.

To add a new attribute for reconciliation:

# Note:

If you do not want to add new attributes for reconciliation, then you need not
perform this procedure.

In Oracle Identity Manager Design Console, make the required changes as follows:
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" See Also:

Adding Target System Attributes for Target Reconciliation in Oracle
Fusion Middleware Developing and Customizing Applications for Oracle
Identity Manager for detailed instructions on performing the following
steps

a. Add a new attribute on the process form. See Adding New Attributes for
Provisioning for more information.

b. Expand Resource Management and then double-click Resource Objects.

c. Inthe Name field, enter the name of the object definition and then click the
Query for records button.

d. On the Object Reconciliation tab, click Create Reconciliation Profile. This
copies changes made to the resource object into the MDS.

e. Add a reconciliation field corresponding to the new attribute in the Peoplesoft
User resource object. For example, you can add the WorkList reconciliation
field.

f.  Modify the Peoplesoft User Management process definition to include the
mapping between the newly added field and the corresponding reconciliation
field.

2. Add the new attribute in the message-specific attribute mapping lookup definition,
for example, the Lookup.PSFT.UM.UserProfile.ReconAttrMap lookup definition for
the USER_PROFILE message.

The following is the format of the values stored in this table:

Code Key Decode

AttributeName NODE~PARENT NODE~NODE
TYPE=Value~EFFECTIVE DATED NODE~PRIMARY
or Child Table=Multivalued Child Table
RO Field

For example:
Code Key: WorkList
Decode: WORKLIST_USER_SW~PSROLEXLATOPRVW

In this example, WorkList is the reconciliation field, and its equivalent target
system field is WORKLIST_USER_SW.

3. Add the new attribute in the Resource Object attribute reconciliation lookup
definition, for example, the Lookup.PSFT.UM.UserProfile.Recon lookup definition
for the USER_PROFILE message.

The following is the format of the values stored in this table:

Code Key Decode

RO Attribute ATTRIBUTE NAME~LOOKUP DEFINITION NAME~L
OOKUP_FIELD
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In this example, RO Attribute refers to the resource object attribute name added in the
preceding steps. The Decode column refers to the Code Key value in the message-
specific attribute mapping lookup definition.

For example:
Code Key: WorkList
Decode: WorkList

4. If you are using Oracle Identity Manager release 11.1.2.x or later, create a new Ul form
and attach it to the application instance to make this new attribute visible. See Creating a
New Ul Form and Updating an Existing Application Instance with a New Form for the
procedures.

Adding New ID Types for Provisioning

You can also add new ID types depending on the PeopleSoft application module being
provisioned. The new ID type can then be linked to a user profile for provisioning.

This section contains the following topics:

e About Adding New ID Types for Provisioning
e Adding a New ID Type for Provisioning

About Adding New ID Types for Provisioning

A user profile describes a particular user of the PeopleSoft system. Each user of the system
has an individual user profile, which in turn is linked to one or more roles. Typically, a user
profile must be linked to at least one role to be a usable profile. To each role, you can add
one or more permission lists, which control what a user can and cannot access. So, a user
inherits permissions through the role.

You can categorize user profiles based on ID types. In addition, you can grant data access
based on ID type, such as customer, employee, and so on.

The Human Resource system is designed to focus on employee user type. On the other
hand, the financial system is designed to keep track of customer and supplier user types. The
ID type enables you to link user types with records that are most relevant when a user
interacts with the system. So, when a user logs in to the PeopleSoft application, they see
information relevant to them.

The Attribute Value field is where you select the value associated with the attribute name for
the ID type. For example, the value reflects the employee number, but it could be a customer
number or a vendor number.

PeopleSoft supports Customer and Vendor ID types in addition to Employee ID type. You can
also add new ID types depending on the PeopleSoft application module being provisioned.
The new ID type can then be linked to a user profile for provisioning.
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< Note:

You can assign multiple ID types to a user profile on the PeopleSoft
target system. However, a single instance of an ID type can be assigned
to the same user.

For example, you can link a user profile to Employee ID and Vendor ID
during provisioning. However, the same user cannot be linked to two
Employee ID instances.

The ID type and attributes discussed in the following procedure are
sample values, and might differ from the values in the actual
environment. Therefore, you must follow the same procedure with the
values applicable in your present environment.

Adding a New ID Type for Provisioning

Suppose you want to add a new ID type Equation SQL Auth Class with attribute EQS
ID for provisioning. Perform the steps mentioned in the following procedure:

" Note:

The ID type attribute that you decide to use while configuring the new user
profile ID type must map to a field in the PSOPRALIAS table.

To add a new ID type for provisioning:

1. Add a new column to the process form by performing the following steps:

a.
b.

C.

Log in to Oracle Identity Manager Design Console.
Expand Development Tools and then double-click Form Designer.

In the Table Name field, enter UD_PSFT BAS and click the Query for records
button.

Click Create New Version.

In the Create a new version dialog box, specify the version name in the Label
field, save the changes, and then close the dialog box.

From the Current Version list, select the newly created version.
On the Additional Columns tab, click Add.

Specify the new attribute name for the attribute EQS ID, for example Operator
Alias Value. In addition, enter other values, such as the field label as EQS 1ID.

Click Make Version Active.

2. Add a mapping for the new ID type attribute. To do so:

a.

b.

ORACLE

Log in to the Oracle Identity Manager Design Console.

Expand Administration and then double-click Lookup Definition.
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c. Enter Lookup.PSFT.UM.ProvAttrMap as the name of the lookup definition in the Code
field and click the Query for records button.

d. Modify the Lookup.PSFT.UM.ProvAttrMap lookup definition by adding a new row with
the following values:

Code Key: Column name of the form

Decode: Enter a combination of elements similar to the following Decode for the EQS
ID type:

IDTypes~UM IDTypes[IDType=EQS]~Attributes~UM Attributes[AttributeName=0Ope
rator Alias Value]~AttributeValue

In this format:

* IDTypes: Refers to the Identity Connector Framework (ICF) Parent Attribute
Name

UM_IDTypes: Refers to the embedded ICF object class that contains IDType and
Attributes. The default value of IDType is EQS.

e Attributes: Refers to the ICF embedded object class that contains AttributeName
and AttributeValue. The default value of AttributeName is Operator Alias
vValue. The value of AttributeValue is retrieved from the form field.

See Lookup.PSFT.UM.ProvAttrMap for more information about the format of the
elements in Decode.

To add Equation SQL Auth Class ID type with ID type value EQS, and attribute name
Operator Alias Value, you must define a mapping similar to the Employee ID mapping
in the Lookup.PSFT.UM.ProvAttrMap lookup definition.

3. If you are using Oracle Identity Manager release 11.1.2.x or later, create a new Ul form
and attach it to the application instance to make this ID type visible. See Creating a New
Ul Form and Updating an Existing Application Instance with a New Form for the
procedures.

Enabling Update on a New ID Type for Provisioning

ORACLE

Suppose, you want to update the EQS ID field as described in Adding New ID Types for
Provisioning. Then, perform the following procedure:

To update the newly added ID type attributes:

1. Log in to Oracle Identity Manager Design Console.
2. Expand Development Tools and then double-click Adapter Factory.

3. Enter PSFT UM Update ID Types in the Adapter Name field, and then click the Query for
records button.

4. In the Adapter Tasks tab, expand PSFT UM Update ID Types, and then select
updateldType.

5. Click the Variable List tab and add the attribute names along with their types and
mappings based on your entries in Adding New ID Types for Provisioning. Click the save
button.
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Adapter Factory

[ ] Disable Adapter 2% Build

Adapter Namelpsp'r UM Update ID Types | Compile Status g,

Adapter Type [Process Task | Last Edit 2011-10-13
Description  jupdate id type
[ Adapter Tasks | Execution Scheculz | Resources | Wariable List | Usage Lookup | Responses
Add Mame Type Mapped As Dezcription
1 |empllD String Literal Empl ID
Delete 2 |custsetiD String Literal Customer Set 1D Field
3 |custlD string Literal Customer ID Field
4 |proclnstancekey Lang Rezalve at runtime process instance key
T |objectType string Resolve at runtime object type
& [vendorSetld String Literal Wendor et id field
7 [wendordField String Literal Wendor 1D Field
5 |itResourceMame String Rezalve at runtime ITresource name
3 |eqslD string Literal EQS D

In the Adapter Tasks tab, expand PSFT UM Update ID Types, and then double-
click updateldType.

In the Edit Adapter Factory Task Parameters dialog, in the Application Method
Parameters section, expand Method, and then right-click on the Input: String[]

type of parameter. Click on Add String and add the attributes that you added in

Step 5 one at a time. For each attribute, select values for the MapTo and Name

fields. Click the save button.
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—Java

Tazk Mame |updateIdType

—Application APl

[] Persistent Inst... |

APl Source | | |
Applicatian ... | | |
Constructors | public oracle.jam.connectors.icfcommon. prov. [CProvisioninghial

1] i | | »
Methods 4 public java.lang.5tring oracle.jam.connectors.icfoommorn. prow. |
1] Il IC

—Application Method Parameters

W OO oo

@ Method
@ Cutput: 5tring  Return wariable (8

1=l Dezc

I Input: 5tring  objectType (Adapte
= @ Input: String]] Map 1o |Adapter‘ufariables |v|
I® Input: String  custlD (Adapter
[P Input: String wendorldField ¢4 = Mam e |E|:|SID |v|
I® Input: String  empliD (Adapte
I Input: String vendaorSetld (&g
P Input: String  custSetlD (Adap

| Set | | Clear |

I Input: String  eqsID (Adapter =]
1] Il | [»]

[

8. Expand Process Management and then double-click Process definition.

9. Enter Peoplesoft User Management in the Name field, and then click the Query for
records button.

10. Add a new task, for example EQS ID Updated, and save the task.
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Process Definition

Mame [Peoplesoft User Management | | Map Descriptive Field | Render Waorkflow

Type |Pr0visi0ning

Object Name  [Peoplesoft User

| Default Process

| [ auto save Farm

Auto Pre-populate

| -Form Assig
[ Table Mame |UD_PSFT_BAS |
| fTasks r Reconciliation Field Mappings rAdmmistraturs
Add Task ¥ Default Assignee Event HandlerfAdapter | Conditi... | Required for Completion
| 1 |AddEmailAddress adpPSFTUMUPDATECHILDT, [ ™| -
| Delete 2 |mdd RoleMame adpPSFTUMUPDATECHILDT,  [v] L]
| 3 |Create User adpPSFTUMCREATELISER = v]
4 |Currency Code Updated adpPSFTUPDATEATTRIBUTE  [v] il
5 |Customer ID Updated adpPSFTUPDATEIDTYPE v] =
& |Customer Set ID Updated adpPSFTUPDATEIDTYPE v] il
7 |Delete Emailaddress adpPSFTUMUPDATECHILDT,  [v] = =
8 |Delete RoleMame adpPSFTUMUFDATECHILDT,  [v] il
9 |Delete User adpPSFTUMDELETELISER, v] =
10 |Disable User adpPSFTUMDISABLELISER v] il
11 [Email Updated adpPSFTUMUPDATECHILDT,  [v] =
12 |[Employee ID Updated adpPSFTUPDATEIDTYPE v] il |
13 [Enable User adpPSFTUMEMABLELISER v] =
14 |EQSID Updated adpPSFTUPDATEIDTYPE - v
15 |Holder [v] [
16 |Language Code Updated adpPSFTUPDATEATTRIBUTE  [v] il
17 |Multi Language Code Updated adpPEFTUPDATEATTRIEUTE Z :
18 |Mavigator Home Permission List | adpPSFTUPDATEATTRIBUTE  [v] il
19 |Password Updated adpPSFTUPDATEATTRIEUTE  [v] =
200 |Primary Permission List Updated adpPSFTUPDATEATTRIBUTE  [v] il
21 |Process Profile Permission List Uy adpPEFTUPDATEATTRIEUTE Z : =
— = =2

q i

11.
Add.

12.

Double-click the EQS ID Updated task, click the Integration tab, and then click

Process Definition

Select Adapter as the handler type and then perform the following:

a. Select ADPPSFTUPDATEIDTYPE as shown in the following mapping, and
then click the save button.

b 4 Editing Task: EQS ID Updated

LRI LG

sx|g

matification rTaskto Qbject status Mapping rAssignmem |

General

Integration |/ Task Dependency |/ Fesponses |/ UndojfFecowvery |
~Event Handler/ Adapter
~Adapter Variables
Map Mapped (7f M) Mame Descriptian |
1 |7 proclhstancekey process instance key
2 | objectType object type
E] Adapter return value Return wariable
4 |7 itResaurcekame ITresaurce name

In the Adapter Variables region, double-click Adapter return value and select
Response Code from the Map To list. Click the save button.

In the Adapter Variables region, double-click objectType and select Literal
from the Map To list.

Enter User in the Literal Value field and click the save button.

In the Adapter Variables region, double-click ITResourceName and select
Literal from the Map To list.
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f. In the Literal Value field, enter UD_PSFT BAS SERVER as the column name for the new
attribute that was added in the Lookup.PSFT.UM.ProvAttrMap lookup definition.

g. In Adapter Variables region, double-click ProcessinstanceKey.

From the Map To list, select Process Data, and from the Qualifier list, select
Process Instance and then click the save button.

13. Perform the mappings and save the format.
14. Click the Responses tab of the EQS ID Updated task. The SUCCESS response should

be mapped with status C and all other responses with status R.

Adding New ID Types for Reconciliation

Suppose, you want to reconcile the EQS ID field as described in Adding New ID Types for
Provisioning, then perform the following procedure:

ORACLE

To add a new ID type for reconciliation:

1.

Add new ID Type attribute on the process form. For the procedure to add a new ID Type
attribute, see Adding New ID Types for Provisioning.

Create a reconciliation profile for the new ID type attribute. To do so:
a. Expand Resource Management and then double-click Resource Objects.

b. Inthe Name field, enter the name of the object definition and then click the Query for
records button.

c. Click the Object Reconciliation tab and add a reconciliation field corresponding to
the new attribute in the Peoplesoft User resource object. Click the save button.

d. Click Create Reconciliation Profile. This copies changes made to the resource
object into the MDS.

Modify the Peoplesoft User Management process definition to include the mapping
between the newly added field and the corresponding reconciliation field.

Add the new attribute in the message-specific attribute mapping lookup definition, for
example, the Lookup.PSFT.UM.UserProfile.ReconAttrMap lookup definition for the
USER_PROFILE message.

The following is the format of the values stored in this table:

Code Key Decode
AttributeName OPRALIASVALUE~PSOPRALIAS~OPRALIASTYPE=EQS
For example:

Code Key: EQS
Decode: EQS_ID~PSOPRALIAS

In this example, EQS is the reconciliation field and its equivalent target system field is
EQS_ID.

Add the new attribute in the Resource Object attribute reconciliation lookup definition, for
example, the Lookup.PSFT.UM.UserProfile.Recon lookup for the USER_PROFILE
message.

In this example, the following values must be added to this lookup:
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Code Key Decode
EQS ID EQS ID

6. If you are using Oracle Identity Manager release 11.1.2.x or later, create a new Ul
form and attach it to the application instance to make this ID type visible. See
Creating a New Ul Form and Updating an Existing Application Instance with a New
Form for the procedures.

Configuring Validation of Data During Reconciliation

ORACLE

You can configure validation of reconciled and provisioned single-valued data
according to your requirements. For example, you can validate data entered in the
User ID field on the process form so that the number sign (#) is not sent to the Oracle
Identity Manager during reconciliation operation.

For data that fails the validation check, the following message is displayed or recorded
in the log file:

Value returned for field FIELD NAME is false.
To configure validation of data:

1. Write code that implements the required validation logic in a Java class.

" See Also:

The Javadocs shipped with the connector for more information about this
interface

You must create a class with the following signature:

public boolean validate (HashMap arg0, HashMap argl, String arg2)
In this signature code:

e arg0 contains primary table field values

e argl contains child table field values

* arg? is the field on which validation needs to be done

The following sample validation class checks if the value in the User ID attribute
contains the number sign (#):

package com.validate;
import java.util.*;
public class MyValidation {

public boolean validate (HashMap hmUserDetails,
HashMap hmEntitlementDetails, String field) {
/*
You must write code to validate attributes. Parent
data values can be fetched by using hmUserDetails.get (field)
For child data values, loop through the
ArrayList/Vector fetched by hmEntitlementDetails.get ("Child

* o % ot

Table")
* Depending on the outcome of the validation operation,
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* the code must return true or false.
*/
/*
* In this sample code, the value "false" is returned if the field
* contains the number sign (#). Otherwise, the value "true" is
* returned.
*/
boolean valid=true;
String sUserID=(String) hmUserDetails.get (field);
for (int i=0;i<sUserID.length();i++){
if (sUserID.charAt (i) == "#'"){
valid=false;
break;
}
}
return valid;

}
} /* End */

Create a JAR file to hold the Java class.

Run the Oracle Identity Manager Upload JARs utility to post the JAR file created in Step
2 to the Oracle Identity Manager database. This utility is copied into the following location
when you install Oracle Identity Manager:

¢ Note:

Before you use this utility, verify that the WL_HOME environment variable is set to
the in which Oracle WebLogic Server is installed.

*  For Microsoft Windows:
OIM_HOME/server/bin/UploadJars.bat

*  For UNIX:
OIM_HOME/server/bin/UploadJars.sh

When you run the utility, you are prompted to enter the login credentials of the Oracle
Identity Manager administrator, URL of the Oracle Identity Manager host computer,
context factory value, type of JAR file being uploaded, and the location from which the
JAR file is to be uploaded. Specify 1 as the value of the JAR type.

If you created the Java class for validating a process form field for reconciliation, then:
a. Login to the Design Console.

b. Search for and open the message-specific configuration lookup definition, in this
example, the Lookup.PSFT.Message.UserProfile.Configuration lookup definition
for the USER_PROFILE message. See
Lookup.PSFT.Message.UserProfile.Configuration for information about this lookup
definition. Check for the Validation Lookup Definition parameter in this lookup
definition. The Decode value specifies the name of the validation lookup. In this
example, the Decode value is Lookup.PSFT.UM.ReconValidation.

c. Search for and open the Lookup.PSFT.UM.ReconValidation lookup definition.

d. Inthe Code Key column, enter User ID. Inthe Decode column, enter
com.validate.MyValidation.
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Here, the Code Key value specifies the column name of the field you want to
validate. The Decode value is the complete package name of the Java class
that has the validation logic.

e. Save the changes to the lookup definition.

f. Search for and open the message-specific configuration lookup definition, in
this example, the Lookup.PSFT.Message.UserProfile.Configuration lookup
definition.

g. Setthe value of the Use Validation entry to yes.
h. Save the changes to the lookup definition.
5. Remove the PeopleSoftOIMListener.ear file from the application server.
6. Copy the validation JAR file created in Step 2 to the following :
PeoplSoftOIMListener.ear/PeoplSoftOIMListener.war/WEB-INF/lib

7. Redeploy the PeopleSoftOIMListener.ear file on the application server. See
Deploying the PeopleSoft Listener for the procedure.

Configuring Transformation of Data During Reconciliation

You can configure the transformation of reconciled single-valued data according to
your requirements. For example, you can use the Currency Code value to create a
value for the Currency Code field in Oracle Identity Manager.

To configure the transformation of data:

1. Write code that implements the required transformation logic in a Java class.

" See Also:

The Javadocs shipped with the connector for more information about this
interface

The following sample transformation class modifies a value for the Currency Code
attribute by prefixing a dollar sign ($) in the Currency Code value received from the
target system:

package com.transform;
import java.util.*;
public class MyTransform ({

/*

Description:Abstract method for transforming the attributes
param hmUserDetails<String,Object>

HashMap containing parent data details

param hmEntitlementDetails <String,Object>

HashMap containing child data details

*/

public Object transform(HashMap hmUserDetails,
HashMap

hmEntitlementDetails,String sField) {

/*

ORACLE 4-18



ORACLE

Chapter 4
Configuring Transformation of Data During Reconciliation

* You must write code to transform the attributes.
Parent data attribute values can be fetched by
using hmUserDetails.get ("Field Name").
*To fetch child data values, loop through the
* ArrayList/Vector fetched by hmEntitlementDetails.get("Child Table")
* Return the transformed attribute.
*/
System.out.println("sfield =" + sField);
String sCurrencyCode= (String)hmUserDetails.get (sField);
sCurrencyCode = "$"+sCurrencyCode;
return sCurrencyCode;
}
} /* End */

Create a JAR file to hold the Java class.

Run the Oracle Identity Manager Upload JARSs utility to post the JAR file created in Step
2 to the Oracle Identity Manager database. This utility is copied into the following location
when you install Oracle Identity Manager:

# Note:

Before you use this utility, verify that the WL_HOME environment variable is set to
the in which Oracle WebLogic Server is installed.

*  For Microsoft Windows:
OIM_HOME/server/bin/UploadJars.bat

*  For UNIX:
OIM_HOME/server/bin/UploadJars.sh

When you run the utility, you are prompted to enter the login credentials of the Oracle
Identity Manager administrator, URL of the Oracle Identity Manager host computer,
context factory value, type of JAR file being uploaded, and the location from which the
JAR file is to be uploaded. Specify 1 as the value of the JAR type.

If you created the Java class for transforming a process form field for reconciliation, then:
a. Login to the Design Console.

b. Search for and open the message-specific configuration lookup definition, in this
example, the Lookup.PSFT.Message.UserProfile.Configuration lookup definition for
the USER_PROFILE message. See
Lookup.PSFT.Message.UserProfile.Configuration for information about this lookup
definition. Check for the Transformation Lookup Definition parameter in this lookup
definition. The Decode value specifies the name of the transformation lookup. In this
example, the Decode value is Lookup.PSFT.UM.UserProfile. Transformation.

c. Search for and open the Lookup.PSFT.UM.UserProfile.Transformation lookup
definition.

d. Inthe Code Key column, enter Currency Code. In the Decode column, enter
com.transform.MyTransform.

Here, the Code Key value specifies the column name of the field you want to
validate. The Decode value is the complete package name of the Java class that has
the transformation logic.
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e. Save the changes to the lookup definition.

f. Search for and open the message-specific configuration lookup definition, in
this example, the Lookup.PSFT.Message.UserProfile.Configuration lookup
definition.

g. Setthe value of the Use Transformation entry to yes.
h. Save the changes to the lookup definition.
5. Remove the PeopleSoftOIMListener.ear file from the application server.
6. Copy the transformation JAR file created is Step 2 to the following :
PeoplSoftOIMListener.ear/PeoplSoftOIMListener.war/WEB-INF/lib

7. Redeploy the PeopleSoftOIMListener.ear file on the application server. See
Deploying the PeopleSoft Listener for the procedure.

Configuring Validation of Data During Provisioning

ORACLE

You can configure the validation of provisioned single-valued data according to your
requirements. For example, you can validate the user ID provisioned to ensure that it
does not contain the number sign (#).

For data that fails the validation check, the following message is displayed or recorded
in the log file:

Value returned for field FIELD NAME is false.
In this format, FIELD NAME is the name of the field on which you perform validation.
To configure validation of data:

1. Write code that implements the required validation logic in a Java class.

¢ See Also:

The Javadocs shipped with the connector for more information about this
interface

You must create a class with the following signature:

public boolean validate (HashMap arg0, HashMap argl, String arg2)
In this signature code:

* arg0 contains primary table field values

* argl contains child table field values

* arg? is the field on which validation needs to be done

The following sample validation class checks whether the value in the user ID
attribute contains the number sign (#):

package com.validation;
import java.util.HashMap;

public class Validator {
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public boolean validate (HashMap hmUserDetails, HashMap hmEntitlementDetails,
String sField) {

/* You must write code to validate attributes. Parent

* data values can be fetched by using hmUserDetails.get (field)

* For child data values, loop through the

* ArrayList/Vector fetched by hmEntitlementDetails.get ("Child Table")
* Depending on the outcome of the validation operation,

* the code must return true or false.

*/

/%

* In this sample code, the value "false" is returned if the field
* contains the number sign (#). Otherwise, the value "true" is

* returned.

*/
boolean valid = true;
String sGivenName = (String) hmUserDetails.get (sField);
for (int 1 = 0; i < sGivenName.length(); i++) {
if (sGivenName.charAt (i) == "#') {
valid = false;
break;

}
}

return valid;

}
} /* End */

2. Create a JAR file to hold the Java class.

3. Update the Lookup.PSFT.UM.Prov.Configuration lookup definition by performing the
following steps:

" See Also:

Lookup.PSFT.UM.Prov.Configuration for more information about the lookup

a. Login to the Design Console.
b. Search for and open the Lookup.PSFT.UM.Prov.Configuration lookup definition.

c. Inthe Code Key column, enter Provisioning Validation Lookup. In the Decode
column, enter Lookup.PSFT.UM.ProvValidation.

d. Save the changes to the lookup definition.

4. Create a new lookup definition Lookup.PSFT.UM.ProvValidation and update the lookup
by performing the following steps:

¢ See Also:

Creating Lookups in Oracle Fusion Middleware Developing and Customizing
Applications for Oracle Identity Manager for detailed information about creating
a new lookup definition
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a. Inthe Code Key column, enter User ID. Inthe Decode column, enter
com.validation.Validator.

Here, the Code Key value specifies the column name of the field you want to
validate. The Decode value is the complete package name of the Java class
that has the validation logic.

b. Save the changes to the lookup definition.

5. Run the Oracle Identity Manager Upload JARs utility to post the JAR file created in
Step 2 to the Oracle Identity Manager database. This utility is copied into the
following location when you install Oracle Identity Manager:

" Note:

Before you use this utility, verify that the WL_HOME environment variable is
set to the in which Oracle WebLogic Server is installed.

e For Microsoft Windows:
OIM_HOME/server/bin/UploadJars.bat

*  For UNIX:
OIM_HOME/server/bin/UploadJars.sh

When you run the utility, you are prompted to enter the login credentials of the
Oracle Identity Manager administrator, URL of the Oracle Identity Manager host
computer, context factory value, type of JAR file being uploaded, and the location
from which the JAR file is to be uploaded. Specify 1 as the value of the JAR type.

6. Run the PurgeCache utility to purge the Oracle Identity Manager cache.

See Clearing Content Related to Connector Resource Bundles from the Server
Cache for more information about the PurgeCache utility.

Modifying Field Lengths on the Process Form

You might want to modify the lengths of the fields (attributes) on the process form. For
example, if you use a Japanese locale, then you might want to increase the lengths of
the process form fields to accommodate multibyte data from the target system.

To modify the length of a field on the OIM User form:

Log in to the Design Console.

Expand Administration, and double-click User Defined Field Definition.
Search for and open the Users form.

Modify the length of the required field.

g M @ Db P

Click the Save icon.
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Configuring the Connector for Multiple Installations of the Target
System

You can configure the connector for multiple installations of the target system by creating
copies of the connector objects, such as the IT resource, process form, process definition,
and resource object.

This section contains the following topics:

«  About Configuring the Connector for Multiple Installations of the Target System
e Connector Objects and Their Associations

e Creating Copies of the Connector Objects

About Configuring the Connector for Multiple Installations of the Target
System

You might want to configure the connector for multiple installations of the target system. The
following example illustrates this requirement:

The London and New York offices of Example Multinational Inc. have their own installations
of the target system. The company has recently installed Oracle Identity Manager, and wants
to configure Oracle Identity Manager to link all the installations of the target system.

The company has a trusted (authoritative) source of identity data for Oracle Identity Manager,
for example PSFT_TRST. The company uses the PeopleSoft Employee Reconciliation
connector to reconcile person records, which in turn creates OIM Users.

The company now needs to provision resources on two different target systems, PSFT_LDN
and PSFT_NY for London and New York offices, respectively, using the PeopleSoft User
Management connector.

The resources in the London office have five mandatory fields to be provisioned. But, the
New York office has an additional field to provision, for example the Social Security Number
(SSN). In this scenario, you must create a clone of the User Management connector to
provision PSFT_LDN and PSFT_NY target systems. The connector for the PSFT_NY target
system has an additional SSN field to provision.

Figure 4-1 shows the architecture for multiple installations of the target system in Example
Multinational Inc.
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Figure 4-1 Architecture for Multiple Installations of the Target System

Example Multinational Inc.

PSFT_TRST

l Trusted Reconciliation

Oracle Identity

Manager
User Provisioning User Provisioning
- First Name - First Name
- Last Name - Last Name
- Employee No. - Employee No.
- Job Title - Job Title
- Department - Department
- SSN
PSFT_LDN PSFT_NY

To meet the requirement posed by such a scenario, you can create copies of
connector objects, such as the IT resource, process form, process definition, and
resource object.

The decision to create a copy of a connector object is based on a requirement. For
example, an IT resource can hold connection information for one target system
installation. Therefore, it is mandatory to create a copy of the IT resource for each
target system installation.

With some other connector objects, you do not need to create copies at all. For
example, a single attribute-mapping lookup definition can be used for all installations
of the target system.

All connector objects are linked. For example, a scheduled task holds the name of the
IT resource. Similarly, the IT resource holds the name of the common configuration
lookup definition, which is Lookup.PSFT.Configuration. If you create a copy of an
object, then you must specify the name of the copy in other connector object.

Table 4-1 lists the association between connector objects whose copies can be
created and the other objects that reference these objects. When you create a copy of
an object, use this information to change the associations of that object with other
objects.

Connector Objects and Their Associations

Table 4-1 lists the association between connector objects whose copies can be
created and the other objects that reference these objects. When you create a copy of
an object, use this information to change the associations of that object with other
objects.
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Table 4-1 Connector Objects and Their Associations

Connector Object Name Referenced By Description

IT Resource PSFT User e Scheduled Task:  You need to create a copy of IT
PeopleSoft User  Resource with a different name.
Management
Target

Reconciliation

Resource Object:
Peoplesoft User

Resource Object

Peoplesoft User

Message-specific
configuration lookup
definitions:

Lookup.PSFT.Mes
sage.UserProfile.
Configuration
Lookup.PSFT.Mes
sage.DeleteUserP
rofile.Configuratio
n

It is optional to create a copy of a
resource object. If you are
reconciling the same set of
attributes from the other target
system, then you need not create a
new resource object.

Note: Create copies of this
resource object only if there are
differences in attributes between
two installations of the target
system.

Process Definition

Peoplesoft User
Management

NA

It is optional to create a copy of a
process definition. If you are
reconciling or provisioning the
same set of attributes, then you
need not create a copy of this
connector object.

Note: Create copies of this
process definition only if there are
differences in attributes between
two installations of the target
system.

Process Form

UD_PSFT_BAS

NA

It is optional to create a copy of the
process form. If you are
provisioning different sets of
attributes, then you need to create
a copy of this connector object.

Common
Configuration
Lookup Definition

Lookup.PSFT.Confi
guration

Message-specific
configuration lookup
definitions:

Lookup.PSFT.Mes
sage.UserProfile.
Configuration
Lookup.PSFT.Mes
sage.DeleteUserP
rofile.Configuratio
n

It is optional to create a copy of the
common configuration lookup
definition.

Note: Create copies of this lookup
definition only if there are
differences in attributes between
two installations of the target
system.

ORACLE
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Table 4-1 (Cont.) Connector Objects and Their Associations

__________________________________________________________________________|
Connector Object Name Referenced By Description

Lookup.PSFT. Attribute mapping It is optional to create a copy of the
Message.User lookup definitions: message-specific lookup
Profile.Configu . | gokup.PSFT.UM. definitions.

ration UserProfile.Recon Note: Create copies of this lookup
¢ Lookup.PSFT. AttrMap definition only if there are
Message.Dele . | ookup.PSFT.UM. differences in attributes between
teUserProfile. DeleteUserProfile. two installations of the target
Configuration AttributeMapping ~ System.

Message-specific .
Configuration
Lookup Definition

Attribute Mapping .

Lookup Definition

Lookup.PSFT. NA
UM.ProvAttrM

ap

Lookup.PSFT.
UM.DeleteUse
rProfile.Attribu
teMapping

This lookup definition holds the
information of the attributes
reconciled from the XML message
file from the target system.

Note: Create copies of this lookup
definition only if there are
differences in attributes between
two installations of the target
system.

Recon Map Lookup
Definition

Lookup.PSFT. NA
UM.UserProfil
e.Recon

This lookup definition maps the
resource object field with the data
reconciled from the message.

Note: Create copies of this lookup
definition only if there are
differences in attributes between
two installations of the target
system.

Creating Copies of the Connector Objects

To create copies of the connector objects:

ORACLE

1. Create a copy of the IT resource. See Configuring the IT Resource for information
about this IT resource.

You can enable dependent lookups if you want to view data in the lookup fields of
the process form for the selected IT resource. Enabling the Dependent Lookup
Fields Feature describes the procedure to configure the dependent lookups.

2. Create a copy of the Peoplesoft User resource object.

3. Create copy of the USER_PROFILE message-specific configuration lookup.

4. Create a copy of the Lookup.PSFT.Configuration lookup definition. See
Lookup.PSFT.Configuration for information about this lookup definition.

5. Create a copy of the message-specific attribute mapping and the Recon lookup
definition, for example, Lookup.PSFT.UM.UserProfile.ReconAttrMap and the
Lookup.PSFT.UM.UserProfile.Recon for the USER_PROFILE message.

6. Create a copy of the PeopleSoft User Management Target Reconciliation
scheduled task. See Configuring the Scheduled Job for User Data Reconciliation
for information about this scheduled task.
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To reconcile data from a particular target system installation, specify the name of the IT
resource for that target system installation as the value of the ITResource scheduled task
attribute.

Enabling the Dependent Lookup Fields Feature

When you perform a provisioning operation, lookup fields on the Administrative and User
Console allow you to select values from lists. Some of these lookup fields are populated with
values copied from the target system.

In earlier releases of the connector, if you had multiple installations of the target system, then
entries in the lookup field were linked to the target system installation from which the entries
were copied. This allowed you to select lookup field values that were specific to the target
system installation on which the provisioning operation was to be performed.

You can enable this feature after you deploy the Oracle Identity Manager. To enable the
Dependent Lookup Fields feature, perform the following procedures:

< Note:

To provision a resource, you enter the required values in the process form with at
least one lookup value selected, for example, Currency Code and then click
Continue. But, if you click the Back button now, the description of the Code Key on
the process form changes to the Decode value. If you proceed with provisioning
now, the following exception is thrown:

Column data length is too long

» Updating the UD_PSFT_BAS Form
e Updating the UD_PS_EMAIL Form
* Updating the UD_PSROLES Form

Updating the UD_PSFT_BAS Form

This section describes how to update the UD_PSFT_BAS form. It contains the following
topics:

e Creating a New Version of the UD_PSFT_BAS Form
e Adding Properties for the Primary Permission List Lookup Field

e Adding Properties for the Lookup Query

Creating a New Version of the UD_PSFT_BAS Form

To create a new version of the UD_PSFT_BAS form:

1. On Oracle Identity Manager Design Console, expand Development Tools and double-
click Form Designer.

2. Search for and open the UD_PSFT_BAS form.

3. Click Create New Version, enter a new version number, and then save the version.
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Adding Properties for the Primary Permission List Lookup Field

ORACLE

To add properties for the Primary Permission List lookup field:

1.
2.
3.

From the Current Version list, select the version that you created.

Open the Properties tab.

Add properties for the Primary Permission List lookup field as follows:

a.

Select the Lookup Code= Name of Lookup Definition property, and then
click Delete Property.

For example:

Lookup Code = Lookup.PSFT.UM.PermissionList

Select Primary Permission List, and then click Add Property.
In the Add Property dialog box:

From the Property Name list, select Lookup Column Name.

In the Property Value field, enter 1kv_encoded.

Click the Save icon, and then close the dialog box.

Select Primary Permission List, and then click Add Property.
In the Add Property dialog box:

From the Property Name list, select Column Names.

In the Property Value field, enter 1kv_encoded.

Click the Save icon, and then close the dialog box.

Select Primary Permission List, and then click Add Property.
In the Add Property dialog box:

From the Property Name list, select Column Widths.

In the Property Value field, enter 234.

Select Primary Permission List, and then click Add Property.
In the Add Property dialog box:

From the Property Name list, select Column Captions.

In the Property Value field, enter 1kv_decoded.

Click the Save icon, and then close the dialog box.

Select Primary Permission List, and then click Add Property.
In the Add Property dialog box:

From the Property Name list, select Lookup Query.

In the Property Value field, enter the following if Oracle Identity Manager is
running on Oracle:

SELECT lkv_encoded, lkv _decoded FROM lkv lkv,lku lku WHERE lkv.lku key =
lku.lku key AND lku type string key = 'Lookup.PSFT.UM.PermissionList'
AND lkv_encoded like CONCAT ('S$Form data.UD PSFT BAS SERVERS', '~%')
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In the Property Value field, enter the following if Oracle Identity Manager is running
on Microsoft SQL Server:

SELECT lkv_encoded, lkv _decoded FROM lkv lkv,lku lku WHERE lkv.lku key =
lku.lku key AND lku type string key = 'Lookup.PSFT.UM.PermissionList' AND
lkv_encoded like '$Formdata.UD PSFT BAS SERVERS' + '~%'

I.  Click the Save icon, and then close the dialog box.

Adding Properties for the Lookup Query

To add properties for the lookup query:

1.

Perform Steps 6a through 6j in Adding Properties for the Primary Permission List Lookup
Field. Add the properties that you added for the Primary Permission List field on the
UD_PSFT_BAS form.

When you perform Step 6.k, enter values in the Property Value field for the lookup query
specified in Table 4-2 for the respective field, such as Language Code, Currency Code,
Row Security Permission List, Process Profile Permission List, and Navigator Home
Permission List.

Table 4-2 lists the lookup queries.

Table 4-2 Queries for Lookup Fields

Field Name

Oracle Database Version of the Microsoft SQL Server Version of the Query
Query

Field Name
(UD_PSFT_BAS)

Language Code

SELECT Ikv_encoded,lkv_decoded SELECT Ikv_encoded,lkv_decoded FROM lkv Ikv,Iku

FROM lkv Ikv,Iku Iku WHERE Iku WHERE Ikv.lIku_key = Iku.lku_key AND
Ikv.Iku_key = Iku.lku_key AND Iku_type_string_key

Iku_type_string_key = ='Lookup.PSFT.UM.LanguageCode' AND
'‘Lookup.PSFT.UM.LanguageCode' Ikv_encoded like

AND Ikv_encoded like '$Formdata.UD_PSFT_BAS_SERVER$' + '~%'
CONCAT('$Form

data.UD_PSFT_BAS_SERVERS$,

%)

Currency Code SELECT Ikv_encoded,lkv_decoded SELECT Ikv_encoded,lkv_decoded FROM lkv Ikv,lku
FROM Ikv Ikv,lku Iku WHERE Iku WHERE Ikv.lku_key = Iku.lku_key AND
Ikv.lku_key = Iku.lku_key AND Iku_type_string_key =
Iku_type_string_key = ‘Lookup.PSFT.UM.CurrencyCode' AND Ikv_encoded

'Lookup.PSFT.UM.CurrencyCode'  like'$Formdata.UD_PSFT_BAS_SERVER$' + '~%'
AND lkv_encoded like

CONCAT('$Form
data.UD_PSFT_BAS_SERVERS$,
%)
Primary Permission =~ SELECT Ikv_encoded,lkv_decoded SELECT Ikv_encoded,lkv_decoded FROM Ikv Ikv,lku
List FROM Ikv Ikv,lku Iku WHERE Iku WHERE Ikv.lku_key = Iku.lku_key AND
Ikv.lku_key = Iku.lku_key AND Iku_type_string_key =
Iku_type_string_key ‘Lookup.PSFT.UM.PermissionList' AND Ikv_encoded

='Lookup.PSFT.UM.PermissionList' like'$Formdata.UD_PSFT_BAS_SERVERS$' + '~%'
AND Ikv_encoded like

CONCAT('$Form

data.UD_PSFT_BAS_SERVER$',

%)

ORACLE
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Table 4-2 (Cont.) Queries for Lookup Fields
|

Field Name

Oracle Database Version of the Microsoft SQL Server Version of the Query
Query

Row Security
Permission List

SELECT Ikv_encoded,lkv_decoded SELECT Ikv_encoded,lkv_decoded FROM lkv Ikv,Iku

FROM lkv Ikv,lku Iku WHERE Iku WHERE Ikv.lIku_key = Iku.lku_key AND
Ikv.lku_key = Iku.lku_key AND Iku_type_string_key =
Iku_type_string_key '‘Lookup.PSFT.UM.PermissionList' AND Ikv_encoded

='Lookup.PSFT.UM.PermissionList' like'SFormdata.UD_PSFT_BAS_SERVERS$' + '~%'
AND Ikv_encoded like

CONCAT('$Form
data.UD_PSFT_BAS_SERVERS$,
-4
Process Profile SELECT Ikv_encoded,lkv_decoded SELECT Ikv_encoded,lkv_decoded FROM Ikv Ikv,Iku
Permission List FROM lkv Ikv,lku Iku WHERE Iku WHERE Ikv.lIku_key = Iku.lku_key AND
Ikv.lku_key = Iku.lku_key AND Iku_type_string_key =
Iku_type_string_key = ‘Lookup.PSFT.UM.PermissionList' AND Ikv_encoded

'Lookup.PSFT.UM.PermissionList'  like'$Formdata.UD_PSFT_BAS_SERVER$' + '~%'
AND Ikv_encoded like

CONCAT('$Form

data.UD_PSFT_BAS_SERVER$',

o

Navigator Home
Permission List

SELECT Ikv_encoded,lkv_decoded SELECT Ikv_encoded,lkv_decoded FROM lkv Ikv,lku

FROM Ikv Ikv,lku Iku WHERE Iku WHERE Ikv.lku_key = Iku.lku_key AND
Ikv.lku_key = Iku.lku_key AND Iku_type_string_key =
Iku_type_string_key = '‘Lookup.PSFT.UM.PermissionList' AND Ikv_encoded

'Lookup.PSFT.UM.PermissionList'  like'$Formdata.UD_PSFT_BAS_SERVER$' + '~%'
AND lkv_encoded like

CONCAT('$Form

data.UD_PSFT_BAS_SERVERS$,

%)

3.
4,

Click the Save icon to save the changes to the form.

Click Make Version Active.

Updating the UD_PS_EMAIL Form

The procedure that you perform to update the UD_PS_EMAIL form is almost the same
as the procedure described in Updating the UD_PSFT_BAS Form:

ORACLE

1.

On the Design Console, expand Development Tools and double-click Form
Designer.

Search for and open the UD_PS_EMAIL form.

Click Create New Version, enter a new version number, and then save the
version.

From the Current Version list, select the version that you created.
Open the Properties tab.
Add properties for the Email Type lookup field as follows:

a. When you perform Step 6b of the procedure described in Updating the
UD_PSFT_BAS Form, select Email Type instead of Primary Permission List.

b. Perform Steps 6c¢ through 6j. Add the properties that you added for the Email
Type field on the UD_PS_EMAIL form.
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c. When you perform Step 6k, enter the following in the Property Value field for the
lookup query:

For Oracle:

SELECT lkv_encoded, lkv decoded FROM lkv lkv,lku lku WHERE lkv.lku key =
lku.lku key AND lku type string key = 'Lookup.PSFT.UM.EmailType' AND
1lkv_encoded like CONCAT ('SForm data.UD PSFT BAS SERVERS', '~%")

For Microsoft SQL Server:

SELECT lkv_encoded, lkv_decoded FROM lkv lkv,lku lku WHERE
lkv.lku key=lku.lku key AND lku type string key='Lookup.PSFT.UM.EmailType'AND
1lkv_encoded like'SFormdata.UD PSFT BAS SERVERS' + '~%'

7. Click the Save icon to save the changes to the form.

8. Click Make Version Active.

Updating the UD_PSROLES Form

The procedure that you perform to update the UD_PSROLES form is almost the same as the
procedure described in Updating the UD_PSFT_BAS Form:

1. On the Design Console, expand Development Tools and double-click Form Designer.
2. Search for and open the UD_PSROLES form.

3. Click Create New Version, enter a new version number, and then save the version.

4. From the Current Version list, select the version that you created.

5. Open the Properties tab.

6. Add properties for the Role Name lookup field as follows:

a. When you perform Step 6b of the procedure described in Updating the
UD_PSFT_BAS Form, select Role Name instead of Primary Permission List.

b. Perform Steps 6¢ through 6j. Add the properties that you added for the Role Name
field on the UD_PSROLES form.

c. When you perform Step 6k, enter the following in the Property Value field for the
lookup query:

For Oracle:

SELECT lkv_encoded, lkv_decoded FROM lkv lkv,lku lku WHERE lkv.lku key =
lku.lku key AND lku type string key = 'Lookup.PSFT.UM.Roles' AND lkv encoded
like CONCAT ('SForm data.UD PSFT BAS SERVERS', '~5")

For Microsoft SQL Server:

SELECT lkv_encoded, lkv_decoded FROM lkv lkv,lku lku WHERE
lkv.lku key=lku.lku key ANDlku type string key='Lookup.PSFT.UM.Roles' AND
1kv_encoded like'SFormdata.UD PSFT BAS SERVERS' + '~%'

7. Click the Save icon to save the changes to the form.

8. Click Make Version Active.
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Connector Component Interfaces for the PeopleSoft User
Management

The PeopleSoft User Management connector performs user provisioning by invoking
methods and setting properties on PeopleSoft Component -Interfaces. Component
interface definitions are assigned in the PeopleSoft Component Interface configuration
objects. You can modify the definitions by editing a copy of the
PeopleSoftComponentInterfaces.xml file located in the xml of the connector
package. This XML file is mapped to the xmIMapping entry in the
Lookup.PSFT.Configuration lookup definition.

This section includes the following information about configuring and implementing
component interfaces with the PeopleSoft User Management connector:

*  Creating Component Interface Map Definitions

»  Customizing PeopleSoft Component Interface Resource Objects

¢ Note:

See Configuring the Target System for Provisioning.

Creating Component Interface Map Definitions

The component interface map contains the list of component interfaces available to
the connector. The interfaces object contains a list of component interfaces. If you
have a custom component interface, you must define your own component interface
definition in the map. Edit the PeopleSoft Component Interfaces Configuration object
and add your definition as an additional Object into the <List> element under the
<Attribute name='interfaces'> element.

This section contains the following topics:

e Component Interface Definition

»  Default Component Interfaces Supported

Component Interface Definition

ORACLE

Each available component interface has its own definition. Key elements of a
component interface definition include:

e name. The label of a component interface. It often matches the value of the
componentInterface attribute, but this is not a requirement. The value will be
displayed in the drop-down menu on the connector's Resource Parameters page.

* componentInterface attribute. The name of the component interface, as defined in
PeopleSoft.

* getKey attribute. The name of the component interface property that is set when
performing a PeopleSoft GET operation. If getKey is not defined, then the key
attribute is used instead.

4-32



Chapter 4
Connector Component Interfaces for the PeopleSoft User Management

findKey attribute. The name of the component interface property that is set when
performing a PeopleSoft FIND operation. If findKey is not defined, then the key attribute
is used instead.

createKey attribute. The name of the component interface property that is set when
performing a PeopleSoft CREATE operation. If createKey is not defined, then key
attribute is used instead.

key attribute. Deprecated. Use getKey, findKey, Or createKey instead.

properties attribute. A list of properties that can be read or set from the PeopleSoft
component interface.

Each Object in the properties list must have the following attribute:

name. The name of the property. This must match exactly with the name of a property
exposed by the PeopleSoft component interface identified by the componentInterface
property. The names of the properties are candidates to be listed as resource user
attributes on the Account Attributes page.

If this a collection property, then you must define additional attributes. A collection
property defines its key property and its own nested set of simple and/or complex
properties:

isCollection attribute. If the property is a collection, then set this to true.

key attribute. If the property is a collection, set this to the name of the property that
uniquely identifies each item of the collection.

properties attribute. The list of properties that can be read/set for each item of the
collection. To support arbitrary complexity, each member of this list is an Object with the
same allowed attributes as the parent. That is, it can contain its own name, isCollection,
key, and properties attributes.

disableRule attribute. An Object that defines the logic to compute and set the user
disable state.

This attribute contains the following attributes:

property attribute. The property to check. The value must be listed in the properties
attribute for the componentInterface object.

trueValue attribute. A value that indicates the user is disabled.
falseValue attribute. A value that indicates the user is enabled.

supportedObjectTypes attribute. A list of supported resource object types. Each object
defines a set of features.

features attribute. A list supported features. Possible feature types include view, get, list,
find, create, saveas, update, rename, and delete.

Default Component Interfaces Supported

ORACLE

The default Component Interface configuration object defines the following interfaces:

USER_PROFILE. Performs create, read, and update actions. See USER_PROFILE
Component Interface.

DELETE_USER_PROFILE. Deletes user accounts. See DELETE_USER_PROFILE
Component Interface.
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USER_PROFILE Component Interface

The default USER_PROFLE component interface definition is used to perform create,
read, and update actions. The key and findKey attributes are set to UserID, because
the USER_PROFILE component interface assigns the UserID field for the GETKEYS
and FINDKEYS keys.

The default definition for the USER_PROFILE component interface does not define all
of the possible properties. It has been simplified to include those used in the sample
user form. If you need to add more resource user attributes to the Account Attributes
page, then the component interface definition must be updated first. A resource user
attribute cannot be added to that page unless it is listed in the component interface
definition.

Most properties are defined in USER_PROFILE are simple objects. However, the
IDTypes and Roles objects are collections and can have multiple values. IDTypes
contains a collection of its own, Attributes. These objects must include the

isCollection attribute, the key name for the collection, and at least one property.

# See Also:

Configuring the Target System for Provisioning

DELETE_USER_PROFILE Component Interface

The DELETE_USER_PROFILE component interface definition is used to delete user
profile definitions. The OPRID key determines which user profile is to be deleted.
Since the component interface does not have properties, none are listed in the
definition.

Customizing PeopleSoft Component Interface Resource Objects

ORACLE

The PeopleSoft Component Interface map definition file can be edited so that resource
objects can be managed. Use a text editor to add an ObjectType element to the
definition file. For example, to add support for the Role resource object, add an
ObjectType element similar to the following example:

<ObjectTypes>
<ObjectType name='Role' icon='role'>
<ObjectFeatures>
<ObjectFeature name='find'/>
</ObjectFeatures>
<ObjectAttributes i1idAttr='ROLENAME' displayNameAttr='ROLENAME'
descriptionAttr='DESCR'>
<ObjectAttribute name='ROLENAME' type='string'/>
<ObjectAttribute name='DESCR' type='string'/>
<ObjectAttribute name='ROLESTATUS' type='string'/>
</ObjectAttributes>
</ObjectType>
</ObjectTypes>

The ObjectType name (for example, Role) must match the name of one of the objects
in the supportedObjectTypes list of exactly one component interface definition. Each
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ObjectFeature (for example, find) must have a corresponding feature in the features listin
that same supportedObjectTypes. The matched component interface is used to perform the
resource feature. If there are multiple matches, the first one found will be used.

The following example is part of the component interface definition for the ROLE_MAINT
component interface in the component interface map. Note that the Object name Role is
found and that an item in the features list is named find.

<Attribute name='supportedObjectTypes' >
<List>
<Object name='Role'>
<Attribute name='features' >
<List>
<Object name='find' />
<Object name='get' />
</List>
</Attribute>
</Object>
</List>
</Attribute>
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Testing and Troubleshooting

After you deploy the connector, you must test it to ensure that it functions as expected. The
installation media includes a testing utility to test connector operations.

" Note:

Using the testing utility, you can test connectivity and perform sanity tests on basic
connector operations.The testing utility does not support functions such as
validation, transformation, resource exclusion, multiple-version support, and remote
connector server.

This chapter discusses the following topics related to connector testing:
e Testing Reconciliation
e Testing Provisioning

e Troubleshooting

Testing Reconciliation

ORACLE

The utility takes as input the XML file or message generated by the target system. It can be
used for testing full and incremental reconciliation.

The testing utility is located in the test on the installation media. See Files and Directories on
the Installation Media for more information.

To run the testing utility for reconciliation:

1. Open and edit the test/config/reconConfig.properties file as follows:

a. Enter the PeopleSoftOIMListener servlet URL as the value of ListenerURL in
following syntax:

http://HOST NAME:PORT/PeopleSoftOIMListener

For example:
ListenerURL=http://10.1.6.83:8080/PeopleSoftOIMListener

b. Enter the absolute XML message file path as the value of XMLFilePath as shown in
the following example:

XMLFilePath=c:/xmlmessages/user profile.xml
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< Note:

Ensure that there is no blank or white-space character in the path
and file name that you specify.

c. Enter a value for the MessageType. For a ping message, specify Ping, None,
or otherwise as shown in the following example:

MessageType=None

d. Enter a value for ITResourceName. This value must match the active IT
resource in Oracle Identity Manager.

For example:
ITResourceName=PSFT User
e. Enter the name of the message for which you are run the testing utility.
For example:
MessageName=USER PROFILE

If you are using Oracle Identity Manager release 11.1.2.x or later, then include the
jrf.jar, jrf-api.jar, and jrf-client.jar files to the classpath.

These JAR files are located in the $ORACLE_COMMON/modules/
oracle.jrf_11.1.1.

Open a command window, and navigate to the scripts .

You must run the testing utility from the OIM_HOME/server/ConnectorDefault/
CONN_HOME /test/scripts , where CONN_HOME is the connector .

For example:
OIM_HOME/server/ConnectorDefault/PSFT_UM_11.1.1.6.0/test/scripts
Run the following script:

For Microsoft Windows:

InvokeListener.bat

For UNIX:

InvokeListener.sh

After the testing utility completes the run, it creates a reconciliation event. Verify that
the reconciliation event is created in Oracle Identity Manager and that the event

contains the data specified in the message-specific XML file.

Testing Provisioning

ORACLE

You can use the testing utility to identify the cause of problems associated with

connecting to the target system and performing basic operations on the target system.

This section contains the following topics:

About Testing Provisioning

Running the Testing Utility for Provisioning
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»  Properties of the config.properties File

About Testing Provisioning

When you run the testing utility, it reads the connectivity information from the IT Resource,
lookup definitions from Oracle Identity Manager, and process form data is read from the

config.properties file.

You must ensure that Oracle Identity Manager is running. You must copy the psjoa.jar file
from the PEOPLESOFT_HOME/web/psjoa to the OIM_HOME/server/ConnectorDefault/
PSFT_UM_11.1.1.6.0/test/thirdparty .

Running the Testing Utility for Provisioning

To run the testing utility for provisioning:

1. Create the wifullclient.jar file by using the WebLogic JarBuilder Tool. See Oracle
WebLogic Server documentation for more information.

2. If you are using Oracle Identity Manager release 11.1.2.x or later, then include the jrf.jar,
jrf-api.jar, and jrf-client.jar files to the classpath.

These JAR files are located in the $ORACLE_COMMON/modules/oracle.jrf_11.1.1 .

3. Modify the attributes of the config.properties file using the values specified in the
following table. This file is located in the config on the installation media. Table 5-1
describes each property:

4. After you specify values in the config.properties file, run the
PeoplesoftProvisioningTester.sh or PeoplesoftProvisioningTester.bat file. This file is
located in the test/scripts on the installation media.

Properties of the config.properties File

Table 5-1 describes each property of the config.properties file.

ORACLE

Table 5-1 Properties of config.properties File

Property Description Default Value
ACTION Action that you want the testing utility to perform. CONNECT

You can enter one of the following values:

CONNECT, CREATE, DELETE, ENABLE,

DISABLE, UPDATEUSER, UPDATEPASSWORD
LOG LEVEL Logging level of the testing utility. You can enter ~ OFF

one of the following values:
OFF, INFO, FINE

IT_RESOURCE_NAME

Name of the IT resource that the testing utility PSFT User
must use

Oracle Identity Manager
login properties:

SECURITY AUTH LOGIN
CONFIG FILE

Configuration file for security authorization AR AN
config/
authwl.conf
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Table 5-1 (Cont.) Properties of config.properties File
]

ORACLE

Property

Description

Default Value

OIM CONNECTION URL

URL to connect to Oracle Identity Manager

t3://
localhost:8003

CONTEXT FACTORY

Path to the WebLogic context factory

weblogic.jndi.WLI

nitialContextFact
ory

OIM ADMIN USER Admin user ID to log into Oracle Identity Manager NA

Sample value: xelsysadm
Attributes: Enter Create User and Update User data that

must be set during the test provisioning

operation:
USERID User ID NA
USERIDALIAS User ID alias NA
ALTERNATEUSERID Alternate User ID NA
SYMBOLICID Symbolic ID NA
LANGUAGECODEENG Language Code NA
CURRENCYCODE Currency Code NA
NAVIGATORHOMEPERMI Navigator Home Permission List NA
SSIONLIST
MULTILANGUAGEENABL Multi-language enabled or disabled 0
ED
PRIMARYPERMISSIONLI  Primary Permission List NA
ST
PROCESSPROFILEPERM Process Profile Permission List NA
ISSIONLIST
REASSIGNWORK Reassigh Work NA
REASSIGNUSERID Reassign User ID NA
ROWSECURITYPERMISSI Row Security Permission List NA
ONLIST
SUPERVISINGUSERID Supervising User ID NA
USERDESCRIPTION User Description NA
EFFECTIVEDATEFROM Effective Date From NA
EFFECTIVEDATETO Effective Date To NA
EXPERTENTRY Expert Entry NA
WORKLISTUSER Worklist User NA
EMPLID Employee ID NA
VENDOR ID Vendor ID NA
VENDOR SET ID Vendor Set ID NA
CUSTOMER ID Customer ID NA
CUSTOMER SET ID Customer Set ID NA
PRIMARY EMAIL TYPE Primary Email Type WORK
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Table 5-1 (Cont.) Properties of config.properties File
]

Property Description Default Value
WORK EMAIL Work Email NA
Sample value: abcd@work.com
BUS EMAIL Business Email NA
Sample value: abcd@bus. com
HOME EMAIL Home Email NA
BB Email BB Email Type, in 1~EMAILTYPE format NA
OTH Email Other Email NA
ROLES Roles NA

Troubleshooting

The following table lists solutions to some commonly encountered issues associated with the
PeopleSoft User Management connector:

Problem Description Solution
Oracle Identity Manager cannot establish a *  Ensure that the PeopleSoft Enterprise
connection with the PeopleSoft Enterprise Applications server is running.
Applications server. «  Ensure that Oracle Identity Manager is
running.
e Ensure that all the adapters have been
compiled.

. Use the IT resources form to examine the
Oracle Identity Manager record. Ensure that
the IP address, admin ID, and admin
password are correct.

*  Ensure that the correct Jolt URL has been
specified. See Table 2-3 for information
about locating and determining a Jolt URL.

*  Ensure that the server on which Oracle
Identity Manager is running can
communicate with the Jolt listener over the
Jolt URL.

Class loading error *  Ensure that the target system-specific
psjoa.jar file is present in the connector
bundle, in the OIM_HOME/server/
ConnectorDefault/PSFT_UM_11.1.1.6.0/
test/lib .

Returned Error Message:

ERROR [STDERR] Caused by:
java.lang.NoClassDefFoundError: psft/pt8/joa/
JOAEXxception

Connection error Check the Jolt URL parameter defined in the
ITResource. See Table 2-3 for more information.

Returned Error Message: -
It should contain the correct host name and port.

Reason:NwHdIr: Cannot open socketINFO
[STDOUT] Jolt Session Pool cannot provide a
connection to the appsever. This appears to be
because there is no available application server
domain.

ERROR [STDERR] [Thu Nov 12 19:36:16 IST 2009]
bea.jolt.ServiceException: Invalid Session
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Problem Description

Solution

You might receive the following error message while
reconciling user profile data:

ERROR [PSFTCOMMON]

ERROR [PSFTCOMMON]
oracle.iam.connectors.psft.common.handler.Ha
ndlerFactory:

getMessageHandler:

No Lookup defined for message
USER_PROFILE.VERSION 84

ERROR [PSFTCOMMON]

ERROR [PSFTCOMMON]

ERROR [PSFTCOMMON]
oracle.iam.connectors.psft.common.listener.P
eopleSoftOIMListener:

process : Message specific handler
couldn'tbe initialized.

Please check if lookup definition has been
specified for the message
"USER_PROFILE.VERSION 84".

ERROR [PSFTCOMMON]

This indicates that the target system is sending the
USER_PROFILE message with the name
USER_PROFILE.VERSION_84.

You might receive one of the following error
messages:

Exception:

org.identityconnectors. framework.
common.exceptions.ConnectorException:
Cannot connect to peoplesoft

PeopleTools release (8.51.02) for web
server '' is not the same as Application
Server PeopleTools release (8.50.10).
Access denied. at
org.identityconnectors.peoplesoft.common.
SessionWirapper.connect (SessionWrapper.java:6
95)

org.identityconnectors.framework.server.
impl.ConnectionListener
processOperationRequest
SEVERE: Cannot connect to peoplesoft
Failed to deserialize GetCertificate
request data
org.identityconnectors.framework.common.
exceptions.ConnectorException: Cannot
connect to peoplesoft : Failed to
deserialize GetCertificate request data

You must modify the Code Key value of the
USER_PROFILE attribute in the
Lookup.PSFT.Configuration lookup definition as
follows:

Code Key: USER_PROFILE.VERSION_84

Decode:
Lookup.PSFT.Message.UserProfile.Configuratio
n

You must ensure the psjoa.jar version is correct.
It should be specific to the PeopleTools version.
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Problem Description

Solution

You might receive the following error message:

Exception:

Running CREATEUSERTarget Class =
oracle.iam.connectors.icfcommon.prov.ICPr
ovisioningManager
<Aug 23, 2011 3:58:43 AM PDT>
<Error><ORACLE.IAM.CONNECTORS.ICFCOMMON.PROV
LIC
PROVISIONINGMANAGER> <BEA-000000>
<oracle.iam.connectors.icfcommon.prov.IC
ProvisioningManager createObject

Error while creating user
oracle.iam.connectors.icfcommon.exception
s.IntegrationException: Can't read from
URL[file:///path/to/PeopleSoftComponentIn
terfaces.xml] at
oracle.iam.connectors.icfcommon.service.o
im9.0IM9Configuration$ConfigurationHandle
r$LoadFromURLTagHandler.handle

(OIM9Configuration.java:412)

You must ensure you provide the correct path to
the PeopleSoftComponentinterfaces.xml file in
the Lookup.PSFT.Configuration lookup.
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Problem Description

Solution

You might receive the following error message while To resolve this issue:

provisioning Employee ID, Vendor Set ID, or
Customer Set ID:

Exception:
<Aug 24, 2011 2:07:15 AM PDT> <Error>

<ORACLE.IAM.CONNECTORS.ICFCOMMON.PROV.ICP

ROVISIONINGMANAGER>

<BEA-000000><oracle.iam.connectors.icfcommon

.prov.ICP

rovisioningManager : createObject : Error

while creating user

org.identityconnectors.framework.common.e
xceptions.ConnectorException:Cannot create

user at

org.identityconnectors.peoplesoft.compint

fc.PeopleSoftCompIntfcCreatelp.create
(PeoplesoftCompIntfcCreatelp.java:120)

org.identityconnectors.peoplesoft.compint

fc.PeopleSoftCompIntfcConnector.create

(PeopleSoftCompIntfcConnector.java:126)

at weblogic.servlet.internal.WebAppServletCo
ntext.execute (WebAppServletContext.java:2

183)at

weblogic.servlet.internal.ServletRequestI
mpl.run(ServletRequestImpl.java:1454)at
weblogic.work.ExecuteThread.execute (Execu

teThread.java:209)at

weblogic.work.ExecuteThread.run (ExecuteTh

read.java:178)Caused By:
psft.pt8.joa.JOAException:

Error invoking method [Save]Message
item[0] : (2,104) : Field does

not exist -- PSOPRALIAS.. (2,104)
PSOPRALIAS WRK.ATTRVALUE.FieldChange
PCPC:2067 Statement:22Message item[1]
(91,34) : Error

changing value.

{USER_PROFILE.IDTypes (1) .Attributes(2).At

tributeValue} (91,34)Message item([2]
(0,0) : Failed to
execute PSBusComp requestat

org.identityconnectors.peoplesoft.common.

InterfaceWrapper.handleMethodResult
(Interfacelirapper.java:134)....

Verify the PeopleSoft target system for the
EmplID attribute name in the
USER_PROFILE component interface.

Depending on the version of PeopleSoft, the
attribute name will be EmplID or Empl ID.

Similarly, for Vendor Set ID and Customer
Set ID, the attribute name will be Set ID or
SetlID.

Update the entry in the
Lookup.PSFT.UM.ProvAttrMap lookup with
the attribute name that you verified in the
preceding step.

For example, if the attribute name is EmplID
in PeopleSoft, update the decode value for
Employee ID to:

IDTypes~UM IDTypes[IDType=EMP]~Att
ributes~UM Attributes[AttributeNam
e=EmplID]~AttributeValue

If required, perform the preceding step for
the Set ID decode value for Vendor Set ID
or Customer Set ID.
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Problem Description Solution

The following issue is observed if the JDK version To fix the issue, recompile all the adapters by
used by Oracle Identity Manager has been changed performing the following procedure:

from 1.7 to an earlier version: . . .
. ) ) . 1. Login to the Oracle Identity System Design
Provisioning operation fails and an error is Console.

displayed.
2. Expand Development Tools and click on
Adapter Manager.

3. Select Compile All, and click the Start
button.

4. Ensure that the status for all the adapters is
OK.

You might receive the following error message: You must apply Patch 18391274 and retest the
provisioning operation. To obtain the patch, go to
following URL, click Patches and Updates, and
search for the patch number:

org.identityconnectors.framework.common.
exceptions.ConnectorException: Cannot
connect to peoplesoft
DOWNbea.jolt.ServiceException: Invalid  https://support.oracle.com/

Session

User target delete reconciliation fails on Oracle You must set the following values for the various
Identity Manager Release 2 and any later BP in this fields in the

release track. Lookup.PSFT.UM.DeleteUserProfile.AttributeMa

pping and

Lookup.PSFT.UM.DeleteUserProfile.Recon

lookup definitions:

* Inthe
Lookup.PSFT.UM.DeleteUserProfile.Attribut
eMapping lookup definition, set Return ID
as the value for the Code Key variable and
OPRID~PRG USR PROFILE~None~None~PR
IMARY for Decode.

* Inthe
Lookup.PSFT.UM.DeleteUserProfile.Recon
lookup definition, set Return ID as the
value for the Code Key and Decode
variables.

Additionally, perform the following procedure:

1. Login to the Design Console.

2. Expand Process Management and double-
click Process Definition.

3. Search for and open the Peoplesoft User
Management process definition.

4. Navigate and open the User ID window.
5. Select the Case In-sensitive option.
6. Click Save.

Finally, to complete the workaround, re-create a
Reconciliation Profile.
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Problem Description

Solution

You might receive the following error message:
psjoa compiled version not supported

You must install Oracle Identity Manager against
the latest version of Java 1.7 or above.

Alternatively you can install the Connector
Server with the latest version of Java 1.7 or
above.
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Known Issues and Workarounds

The following is an issue and workaround associated with this release of the connector:

Oracle Identity Manager Issues

The following is an issue and workaround associated with Oracle Identity Manager:

Unable To Update All ID Type Attributes In a Single Process Form Update

ORACLE

Vendor ID and Vendor Set ID attributes need to be updated together as they are related
attributes, and the target system does not allow modifying one attribute, either Vendor ID or
Vendor Set ID. When these attributes are updated from Oracle Identity Manager, it triggers
one update each for individual attribute, resulting in failure of attributes update.

As a workaround, use Bulk Attribute Propagation to propagate changes for more than one
process form attribute to the target in a single task.
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Determining the Root Audit Action Details

An XML message that is published by PeopleSoft contains a Transaction node. In case of full
reconciliation, the XML file for USER_PROFILE message has multiple transaction nodes.
However, in case of incremental reconciliation, the XML message has only one transaction
node.

This section contains the following topics:
* The PSCAMA Subnode

* The AUDIT_ACTN Subnode

*  The Root Audit Action

The PSCAMA Subnode

ORACLE

Every transaction node has a PeopleSoft Common Application Messaging Attributes
(PSCAMA) subnode.

The following screenshot shows the PSCAMA node:
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PSCAMA is an XML tag that contains fields common to all messages. The PSCAMA
tag is repeated for each row in each level of the Transaction section of the message.
PSCAMA provides the following information about the message data:

* Language in which the data is written

*  Type of transaction the row represents, such as add, update, or delete

When receiving a message, PeopleCode inspects the PSCAMA node for this
information and responds accordingly.

The AUDIT_ACTN Subnode

The AUDIT_ACTN subnode of PSCAMA, known as Root Audit Action, filters the data
records in an XML message. It indicates the action taken against a user profile, such
as Add, Change, or Delete in Oracle Identity Manager.
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The AUDIT_ACTN node is shown in the following screenshot:
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The Root Audit Action

[ -DYNAMIC_SWsChanged="""=N=DYNAMIC_SW- 4]
| =PSROLEUSER_WW=
=PSCAMA class="R"=
<AUDIT_ACTN IsChanged="1">A</AUDIT_ACTN= —
=PSCAMA=
“PSROLEUSER_WWV class="R"=
=0PRID=0043=/0PRID=
=“ROLENAME IsChanged="7"*ePerformance Setup=<ROLENAME=>
=DYMAMIC_SW IsChanged="7"=N<DYNAMIC_SW=
=PSROLEUSER_ W=
=PSCAMA class="R"=
=AUDIT_ACTN izChanged=""=A=</AUDIT_ACTN=
<PSCAMA>
<PSUSEREMAIL class="R"=
=0PRID IsChanged="y">0043=10PRID=
=EMAILTYPE IsChanged=""">BUS<EMAILTYPE>
<EMBILID I=Changed="7"=peop esoft@oracle.com<EMAILID =
=PRIMARY_EMAIL |sChanged="y">Y<PRIMARY_EMAIL »
=PSUSEREMAIL =
“PSCAMA class="R"=
=AUDIT_ACTN IsChanged="1"=A</AUDIT_ACTN=
“PSCAMA»
<PSOPRDEFN=
=PSROLEXLATOPRVW class="R">
=0PRIDS=
<ROLEUSER!=
“DESCRS=
<EMAILIDS=
=FORMIDS=
ANMORKLIST_USER_SW/=
<EMAIL_USER_SW=
<FORMS_UISER_SWi=
<EMPLID/=
=ROLEUSER_ALT/=
“ROLEUSER_SUPRS=
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</PSROLEXLATOPRV=
=PSCAMA class="R"=
<L ANGUAGE_CD>ENG=LANGUAGE_CD=
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“PROCESS_INSTANCE IsChanged="1"=B856=/PROCESS_INSTANCE*»
«PUBLISH_RULE_ID IsChanged="y"=USER_PROCFILE<PUBLISH_RULE_ID =
“MSGNODENAME |sChanged="Y"= <MSGNODENAME =
<PSCAMA=

=Transartinn = _'i

Tree Selection Browser 2

: &5 AUDIT_ACTN

1 Attribwtes:
| |2 IsChanged]y
| 1text section:

If the user profile information is changed on the target system, then the Root Audit Action
value is C. If a new profile is added, the Root Audit Action is either A or empty.

The Add Root Audit Action is shown in the following screenshot:
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The Root Audit Action
File Edit View Option: MNavigate Help
D@ i 2R o ey
R e NI OGS R ENATIDS g

FHEd FieldTypes
=He% MsgData
24 Transaction
=% PSOPRDEFN
= tlass="R
HHT> OPRID
415 VERSION
E'<TS OPRDEFNDESC
E1F EMPLID
FT> EMAILID
H1F OPRCLASS
475 ROWSECCLASS
17 OPERPSWD
1> ENCRYFTED
415 SYMBOLICID
E'<TS LANGUAGE_CD
EHTr MULTILANG
HHT CURRENCY_CD
475 LASTPSWDCHANGE
T ACCTLOCK
13 PRCSPRFLOLS
FT> DEFALLTNAVHP
4> FALEDLOGINS
BT EXPENT
BT OPRTYPE
» USERIDALIAS
475 LASTSIGNONDTTH
ff<r$ LASTUPDDTTM
15 LASTUPDOPRID
%<T> PTALLOWSWITCHUSER
4D PSOPRALIAS
B PRCAMA
Ee-e# PEROLEUSER_WW
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re PSROLEUSER W
%«» PSCAMA
84 PSROLEUSER W
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Ee# PEROLEUSER_WW
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i PEROLEUSER_ WA
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i PSROLEUSER W
%«» PSCAMA
4% PSROLEUSER W
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Ee# PEROLEUSER_WW
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e PSROLEUSER W
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4% PEROLEUSER_WA
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i PEROLEUSER WA |

»

«<0PRCLASS |sChanged="1">HCFPALL</OPRCLASS >

“ROVWSECCLASS IsChanged="/"*HCDPALL=ROWSECCLASS >
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Setting Up SSL on Oracle WebLogic Server

This section describes how to configure SSL on Oracle WebLogic Server for PeopleTools
8.50.

To set up SSL on Oracle WebLogic Server, perform the following steps:

*  Generating Signed Public Encryption Key and Certificate Signing Request
e Submitting CSRs to CAs for Signing

* Downloading the Root Certificate

* Importing a Server-Side Public Key into a Keystore

*  Generating and Importing Public Keys

»  Configuring the Oracle WebLogic Server to Use the Keystore

* Adding Root Certificate

»  Configuring the Peoplesoft Certificates

Generating Signed Public Encryption Key and Certificate
Signing Request

ORACLE

Generate signed public encryption key and certificate signing request (CSR).

1. Start PSKeyManager by navigating to the appropriate on the MS-DOS command prompt.
2. Enter the following at the command line:

pskeymanager -create

= |Command Prompt

D:~\ptB58-111-R2Z—debugswehservspeoplesof t“bin>pskeymanager —create
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Generating Signed Public Encryption Key and Certificate Signing Request

The PSKeyManager opens.
Enter the following at the command line:

At the Enter current keystore password [press ENTER to quit] command
prompt, enter the password. The default password is password.

Atthe Specify an alias for this certificate <host name>? command
prompt, enter the certificate alias and press Enter. The default certificate alias is
the local machine name.

Atthe What is the common name for this certificate <host name>?
command prompt, enter the host name for the certificate, for example
<host_name>.corp.myorg.com.

Press Enter.

PeopleSoft PSkeymanager.
PeopleSoft PSKeyManager:
A wrapper to Sun’'s keytool for managing keys and certificates.

Default passwords are *passuvord’

Enter current keystore password [press ENTER to guitl:password
Your keystore password iz set to the default password of
‘password’. This iz too obvious and should HEUER he used

in a production environment. You can change you keystore
password via the —changekeystorepassword option.

Generate new keys.

All certificates and keys require an alias that they will he referenced hy.
To use local machine name press EMTER. to exit enter "QUIT’.

Specify an alias for this certificate [PLE-DGC23641-B1?pt858guw

Specify a common name for this certificate.
For server certificates specify the host name as reguested by clients.
For client certificates specify the name is the name of the client.

What iz the common name for this certificate [pt858gwl?

Enter the appropriate information at the following command prompts:
Organization unit

Organization

City or Locality

State or Province

Country code

Number of days the certificate should be valid (Default is 90.)

Key size to use (Default is 1024.)

Key algorithm (Default is RSA.)

Signing algorithm (Default is MD5withRSA or SHA1withDSA.)

At the Enter a private key password <press ENTER to use keystore
password> prompt, specify the password or press Enter.
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Generating Signed Public Encryption Key and Certificate Signing Request

PenpleSnft PSkeymanager. M[=]

Generate new keys.

All certificates and keys require an alias that they will he referenced by.
To use local machine name press ENTER. to exit enter "QUIT’.

Specify an alias for thisz certificate [PLE-DC23641-Bl17pt858guw

Specify a common name for this certificate.
server certificates specify the host name as requested by clients.
client certificates specify the name is the name of the client.

iz the common name for this certificate [pt85%Aguwl?ple—dc23edli-b.peoplesoft.

iz the name your organizational wnit?PeopleTools
iz the name your organization?Oracle
iz the name your City or Locality?Pleasanton
iu the name your State or Province?CA
the two—letter country code for this unit?US
How many days should this certificate request be valid for [7817
What key size would you like to use [1824]17
What key algorithm would you like to use <RSA or DEA> [RSAI1?
Hha3131gn1ng algorithm would you like to use (MDSwithRSA or SHAlwithDSA> [MDSwit

assword (prezs ENTER to use kevystore password) ?password

5. Verify that the values you entered are correct, and press Enter.

The PSKeyManager generates a public key and provides the CSR that you must submit
to the Certificate Authority (CA) for signing.

The following example shows a sample CSR:

MIIBtDCCAROCAQAWADELMAkGA1UEBhMCVVMxEDAOBgGNVBAGTBOFyaXpvbmEXEDAOBGNVBACTB1Bob2VuaXg
xFDASBgNVBAOTC1B1b3BsZVRvb2xzMRMWEQYDVQQLEwpZWOwbGVzb2Z0MRYwFAYDVQQDEW1NREFXUO90MDU
xNTAzZMIGEMAOGCSqGSIb3DQEBAQUAA4AGNADCBi1QKBgQC431CZWxrsyxven50ethAdsLIEEPhhh17TjA0r8p
xpO+ukD8LI7T1TntPOMUS35gMGEk/
JYtGOQbvpwHDYePyNMtVoubwAs2yrl1B+wJISp6Zm42m8PP1ihfMUXYLGIR1Igcmp2FzdIU14M07J80b8rf0W+
N1i1bGW2dmXZ0jGvBmNHQIDAQABOAAWDQYJKoZ I hveNAQEEBQADGYEAKx /
ugTt0soNVmiHOYcI8FyW8b81FWGIR0f1Cr2MeDi0Q2pt y24dKKLUqIhogTZdFANOed6Ktc82/5xBoH1gv 7Y
eqyPBJvAxW6ekMsgOEzLg90U3ESezZorYFdrQTzgsEXUplA+cZdfo0eKwZTFmjNAshlkis+HOLoQQwyjgax
YI=

[F]command Prompt

[Unknownl: What is the name of your State or Province?

[Unknownl: What is the two—letter country code for this wunit?

[Unknownl:z: Is <{CN=ple—-dc2364i-h.peoplesoft.com, OU=PeopleTools, 0=0racle.
le?sa?tun, ST=CA,. C=US> correct?

nol:

Generating Certificate Signing Request *CER’.

Certificate signing request has been written to "ptB85H8gw_certreqg.txt'
Provide thiz CER to a Certificate Authority for signing.
Contents of Certificate signing request for '"pt8S@gu’

BEGIN MEW CERTIFICATE REQUEST

wZPocmF jhGUxFDAS BgNUBAsTC1B1h3Bs ZURvh2 xzMSUw I w¥ DUQQDExxwhGUt
ZGMyMzYB@ME1 iLnEB1h3BsZXNvZnQuY 29t M1 GF MABGCE gGS I h3DQEBAGQUAAMGNADCBiQKBgQDDHCa j
u jEaTkgmz jU3m¥p8 iWEd 1KT EuG?GgkNZFHrULD1R 3xYEA0+3e BQ? JOuCxZQI +5 +?sA8my5.»G2hRL
aluv3GEdB y1 YgFULgD/PTSutSxygZ4wACE jz +?QexuuvN3zEDbvz1J3gecyc EQ

TELMHkGﬂ1UEBhMCUUMszHJBgHUBﬂgTﬂkHBEEMwEQEDUQQHEuthGUhc2Fu
A

ArnY¥ JhHaFx»7?m3AUVCHuUmCGTmj?xQs x 1 4vMTBJof B8uaSf BH4GTLIuimbgyavBusbewz iHLQF j
ZtdCjrWFPJUZhlz +ashtdBSYFt 1GTnBmRzn2 E+pmBc gEf Bujaf e DAUFs RLg +ZPY =
——END NEMW CERTIFICATE REQUEST

D:~pt858-111-R2—debugswebzervspeoplesoftsbin>
D:ptB58-111-R2—debug~wehservspeoplesoftsbin

The CSR is a text file, and is written to the <PSFT_HOME>\webserv\peoplesoft . The file
name is <host_name>_certreq.txt.
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Submitting CSRs to CAs for Signing

Submitting CSRs to CAs for Signing
Submit CSRs to CAs for signing:

# Note:

The set of pages are different depending on what CA you plan on using.

1. Click Download a CA certificate, certificate chain, or CRL.

Microsoft Cerificate Services -- PeopleTools TEST root CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program.
By using a certificate, you can verify your identity to people you communicate with over the Web,

sign and encrypt messages, and, depending upon the type of certificate vou request, perform
other security tasks.

You can also use this Web site to download a cerificate authority (CA) certificate, certificate
chain, or certificate revocation list (CRL), or to view the status of a pending request.

For mare information about Certificate Services, see Certificate Services Documentation.

Select atask:
Reqguest a certificate
Wiew the status of a pending cerificate request
Dowinload a CA certificate, certificate chain, or CREL

2. Click advanced certificate request.

Microsoft Certificate Services - PeopleTools TEST root CA Home

Request a Certificate

Select the certificate type:
Web Browser Certificate
E-Mail Protection Cerificate

or, submit an advanced certificate request.

3. Click Submit a certificate request by using a base-64-encoded CMC or
PKCS#10 file, or submit a renewal request by using a base-64-encoded
PKCS #7 file.
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Microsoit Certificate Services - PeopleTools TEST root CA Home

Advanced Certificate Request

The policy of the CA determines the types of cerificates you can request. Click one of the
following options to;

Create and submit a request to this CA.

Submit a cerificate request by using a base-B4-encoded CWC or PKCES #10 file, or submit &
renewal request by using a base-B4-encoded PKCS #7 file.

The Submit a Certificate Request or Renewal page appears.

Paste the content of the CSR in the Saved Request list box.

Microsofit Cerificate ;- PeopleTools TEST root CA Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-B4-encoded CMC or PKCS #10 certificate
request or PKCS #7 renewal request generated by an external source {such as a Web server) in
the Saved Request box.

Saved Request:

coCzePJpzzFrstJDB+?WnH4NpXSm4LNarVXlV3;l
Bazse-bd-encoded |ATHNr IFOCFEUgW,/ s7EQEDLe VeOghr 4GhZh5+00gL7E
cettificate request [RaCcDyBIctT/mowIDAQAEOAAWD OV IKoZ ThvcHAQEE

(CMC or vILeQWoLZoOtfFUE3 Tow TR/ BOT7 vy ivTiUL?RCT

PECS #10 ar wASawuh TAd9F p P Pl 0 RwFVnRCDLDELak/ kPehSrhi

PKCS #y |- END NEW CERTIFICATE REQUEST—-——- =
| | »

Browse for a file to ingert.

Additional Attributes:

Atributes: ILI
al v

The CA may send the signed public key (root) certificate to you by e-mail or require you
to download it from a specified web page.

Download and save the signed public key on your local drive.

Microsoft Certificate Semvices - PeopleTools TEST root CA Home

Certificate Issued

The certificate you requested was issued to you.

" DER encoded or & Base 64 encoded

Download certificate
—==zd Nownload certificate chain
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Downloading the Root Certificate

Downloading the Root Certificate

Download the root certificate.

1. Click Download a CA certificate, certificate chain, or CRL.

Microsoft Certificate Services -- PeopleTools TEST root CA

Welcome

LUse this Web site to request a certificate for your Web browser, e-mail client, or other program.
By using a certificate, you can verify your identity to people you communicate with over the Web,

sign and encrypt messages, and, depending upon the type of cerificate you request, perform
other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate
chain, or certificate revocation list (CRL), or to view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select a task:
Reqguest a certificate
Wiew the status of a pending certificate request
Cownload a CA certificate, cerificate chain, or CRL

2. From the CA certificate list, select the certificate.

Microsoft Cerificate Se : - PeopleTools TEST root CA, Home

Download a CA Certificate, Certificate Chain, or CRL

Totrust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CEL, select the centificate and encoding
method.

CA certificate:

Current [PeopleTools TEST root CA

Encoding method:

 DER

& Base 64
Download CA certificate
Download CA certificate chain

=3 e

3. Download and save the root certificate on your local drive.

Importing a Server-Side Public Key into a Keystore

Import a server-side public key into a keystore.
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Importing a Server-Side Public Key into a Keystore

Open PSKeyManager.
Navigate to the required on the MS-DOS command prompt.
Enter the following at the command line:

pskeymanager -import

eoplesoft PSkeymanager.

D=\pt858-111-R2-debug wehservipeoplesoftsbin?pskeymanager —import

At the Enter current keystore password command prompt, enter the password and

press Enter.

Atthe Specify an alias for this certificate <host name>? command prompt, enter

the certificate alias and press Enter.

Atthe Enter the name of the certification file to import command prompt, enter

the path and name of the certificate to import.

PeopleSoft PSkeymanager.

PeopleSoft PEKeyManager:
A wrapper to Sun’s keytool for managing keys and certificates.

Default passwords are ’password’
Using default keystore at keystorespskey

Enter current keystore password [press ENTER to gquitl:password

Harning: Your keystore password is set to the default password of
'password’. This is too obvious and should MEUER be used
in a production environment. You can change you keystore
password via the —changekeystorepassword option.

All certificates and keys require an alias that they will be referenced by.

Prezs ENTER to use local machine name. to exit enter 'QUIT’.

Specify an alias for thiz certificate [PLE-DC23641-B17PeopleTools

Enter the name of the certificate file to import [press ENTER to gquitl:D:“certs>
HootCA.cer

At the Trust this certificate command prompt, enter Yes and press Enter.

B-7



Appendix B
Generating and Importing Public Keys

mmand Prompt

‘password’. This is too obuvious and should NEUER he used
in a production environment. You can change you keystore
password via the —changekeystorepassword option.

All certificates and keys reguire an alias that they will he referenced hy.
Press ENTER to use local machine name, to exit enter *QUIT’

Specify an alias for this certificate [PLE-DC23641-Bl1?Peoplelools

Entegnthe name of the certificate file to import [press ENTER to quitl:D:wcertss
oot .cepr
Ouner: CH=PeopleTools TEST woot CA, DC=peoplesoft. DC=com. OU=PeopleTools Develo
pment . O0=PeopleSoft Inc, L=Pleasanton. ST=CA. G=US
Issuer: CH=PeopleTools TEST root CA. DC=peoplesoft, DC=com, OU=PeopleTools Devel
opment,. O=PeopleSoft Inc, L=Pleasanton, S$T=CA. C=US
Serial number: 3056c4Be@?ch?991458c34f5edaf8168

id from: Thu Nov 28 B%:31:30 PST 2803 until: Mon Mov 20 B9:36:28 PST 2823

FA:-78:5E:4B:-CA:CD:55:27:86:FE
4:48:9A:44:24:4A:9E:=50:72:19:93:51:91:9C

Certificate was added to keystore

D:\ptE4785%a—debug wehsery\peoplesoft2>

Generating and Importing Public Keys

Generate and import public keys.

1. Place the public key from your CA in the keystore. The location of the keystore is
as follows:

<PSFT_HOME>\webserv\peoplesoft\keystore

2. Install the certificate for server authentication SSL on Oracle WebLogic Server
using the following command:

pskeymanager -import

PeopleSoft PSkeymanager.

D:%pt858-111-R2-debug webhservipeoplesof thin*pskeymanager —import

3. Atthe Enter current keystore password command prompt, enter the password
and press Enter.

4. Atthe Specify an alias for this certificate <host name>? command
prompt, enter the certificate alias and press Enter.

5. Atthe Enter the name of the certification file to import command
prompt, enter the path and name of the certificate to import.
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People5soft PSkeymanager.

PeopleScoft PEKeyManager:
A wrapper to Sun’s keytool for managing keys and certificates.

Default passwords are ’password’
Enter current keystore password [press ENTER to gquitl:password

Harning: ?our keystore passunrd iz set to the default password of
'password’. This is too obvious and should MEUER be used
in a pruductlun environment. Y¥You can change you keystore
password via the —changekeystorepassword option.

All certificates and keys require an alias that they will bhe referenced hy.
Prezs ENTER to use local machine name. to exit enter ‘QUIT’.
Specify an alias for thiz certificate [PLE-DC23641-B17pt858gw

Enter the name of the certificate file to import [press ENTER to quitl:D:\pt858gq
T

Certificate is successfully installed in the keystore.

Command Prompt

PeopleSoft PEKeyManager:
A wrapper to Sun’s keytool for managing keys and certificates.

Default passwords are ’password’
Enter current keystore password [press ENTER to guitl:password

Harning: ?nur keystore passunrd iz set to the default password of
'password’. This is too obvious and should MEUER be used
in a production environment. You can change you keystore
password via the —changekeystorepassword option.

All certificates and keys require an alias that they u111 he referenced hy.
Press ENTER to use local machine name. to exit enter *QUIT".

Specify an alias for thiz certificate [PLE-DC23641-B17pt858gw

Enter the name of the certificate file to import [press ENTER to quitl:D:\pt858g
v.CEer
Certificate reply was installed in keystore

D:~\pt858-111-R2—-debug~webseruspeoplesoftsbin>
D:s\pt858-111-RZ2—-debugswehseruspeoplesof tsbin’>

Configuring the Oracle WebLogic Server to Use the Keystore

Configuring the Oracle WebLogic Server to use the keystore.

1. Log in to Oracle WebLogic Administration Console.
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WEBLOGIC SERVER
; E

Zbea ADMINIST

Log in to wark with the Weblogic Server domain

Username: [Eymem |

Password: |

2. Expand PeopleSoft, Environment, Servers, PIA to setup the SSL configuration
for the PIA server.

Change Center |. Welcome, system Connected to: peaplesoiil
iew :ha'tgss and restarts Home = Summary of Ervironment > Summary of Servers = PIA
No pending changes exist. Click Setti for PIA
the Release Configuration button e
o allow others to edit the
daornain, Configuration | Protocols  Logging Debug  Monitoring Control  Deployments  Services  Security
[ Lock & EdE General  Cluster | Services  Keystores SSL Federation Services  Deployment  Migratior
Domain Structure Keystores ensure the secure storage and management of private keys and trusted certificate author
| lsoft | keystore configurations. These settings help you to manage the security of message transmissions.
peoples
[ Erwvironment
Deployments
[#-Services T
Security Realms Keystores: D : Which confic
: erno ldentity and Dema Trust s bl
- Irteroper ability I L L J dentity and
[ Diagrastics
Identity
Demo Identity Keystore: D jbeawls92 AWEBLOG~1 /serverlib\Demoldentity. ks The path anc
How do I... =
i The type of |
& Canfigure identity and trust Demo Identity Keystore Jks e type o |
i Type: bilarl, it defs
@ Configure keystores
@ Setup SSL Demo Identity Keystore FHEEER R ad The demoa id
) Passphrase: than the key:
System Status =

1 - . x
Ll | 3

3. Click the Keystores tab.

4. From the Keystores list, select Custom Identity and Custom Trust.
5. In the Identity region, complete the following fields:

- In the Custom Identity Keystore field, enter keystore/pskey.

- In the Custom Identity Keystore Type field, enter JKs.

- In the Custom Identity Keystore Passphrase field, enter password.

- In the Confirm Custom Identity Keystore Passphrase field, enter password again.
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7.

Diownanin o bure

isEneral

[

Chigter | Semvices  Keystores

S5

Federation Services | Deployment | Migration  Tuning

werbad | =

Fapstoras enure e sacure storage and managament of peivate kays snd Yusted certificate authoribes (Cas), This page ktk

:j Wltich conficuration

hwonakl by ersd e
rugt keystores? More Info. .

Thue pathy crecd Filie e of the identily koot
The type of the keystore. Generally, this & |
Thee ervryphed custom idenitity keystore's p
the keysiore will be openad without 3 pais;

Rinitor e custoem identity keypstonn passg™

The path and file name of the custorm frust

|;‘::::;I_lmt keystore configurations. These seltings Felp you o rmanage e oty of message Irarsmissions.
Serwins
Clusters
virual Hoss
Migratabla Targats Keystores: [Custam entity and Custam Trust
Machinas
Wk Morungers
Stariup 8 Shutdown Classes Tdentity
Doy vt
B Services b Iehenidily Kesgstoora:
Security Realis ¥ [keystoreipekey |
F-Triter g aiility
- Diagnasbcs Custom Identity Keystore  [[g
Type:
i o | Custom Identity Keystore
How d L. o ¥ Keys T |
K | Passphrase:
& Configura identity and st
& Configure kaystores Cordirm Cusbom lll-n!-llllr |..u.n.n.m.u. ]
& St up 581 Keystore Passphrase:
Trust
System Status [#
I 1 Custom Trust Keystore: bty sl an e
Health of Running Servers nt e
II Failerl M rustnm Trnst Kewshnes T 1
i

Tha -v-'r nf the beveinre fenerall thie iz o
s

On the SSL tab, ensure that the parameter Two Way Client Cert Behavior is set to
Client Certs Requested and Enforced.

Failed (@)

Critical (0)

Cwverloaded (0)
Warn (0)

I o)

4]

¥ advanced |
45| Hostname verification: [BEA Hostname Verifer =] Specifies wh
wihlogic.se:
acting as at
«@ Custom Hostname Verifier: I:I The name o
weblogic.se
Export Key Lifespan: _ Indicates the
expartable k
before gens
Sarver 1o be
gererating &
Two Way Client Cert Client Cens Requested and Enforced The form of
Behavior: I : j

&5 cert Authenticator:

]

M ssiLRejection Logging Enabled

Inbound Certificate
Yalidation:

Mudthnend Fartificata

The narme o
weblogic.se
this release
security only
Authenticati

Indicates wk
when SSL o

|Elui||ir1 SEL Validation Only

= Indicates the
Info...

Click the Activate Changes button.

1 Tndiratac illl
L3
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Adding Root Certificate

WEBLOGIC SERVER

ADMI AT £

Welcome, system Connected to: peoplesoft

Home = Summary of Ervironment = Summary of Servers > PIA

View changes and restarts

Pending changes exist. They must
be activated to take effect.

[ petate chaoses |

Messages

¥ Settings updated successfully.

Settings for PIA

Domain Structure

Configuration | Protocols  Logging Debug  Monitoring  Control  Deployments  Services  Security
peaplesoft General Cluster  Services  Keystores SSL Federation Services  Deployment  Migration
[F-Ervironment
Copoyrens [l |
[ Services
~Security Realms This page lets you view snd define various Secure Sockets Layer (SSL) settings for this server stz
EE-Interoper ability of message transmissions.
[#-Diagnostics
How do I... 3] Identity and Trust [Keystores 5] Indicates where S¢
Locations: key) as well as the
@ Configure identity and trust
@ Setup SSL ~ Identity
@ Yerify host name verification is
enabled Private Key Location: frarm Custom Identity Keystare The keystore attrib
@ Configure a custom host name Info... =
K| | »

Adding Root Certificate

Add root certificate.

1. Expand Security, Security Objects, and then click Digital Certificates.

ORACLE"
> Security Obletts
B o
— Lables 1o Ship
= Bigusity Links
Dileital Ceriflcates
- Hingks Sianan
Slangn Pegplatogs .
- SECUIN PRapiaCoe Jetum Akts
008905 ool CA GTE CyberTruzt Global Root GTE CyoerTrust Globs| Root Dewll  [#] [=]
- 2::"“:"“3‘ | TR =] [FeonteTools TestRoat oA PeoplaTools Tast Rool CA, adarad [+] [=]
~ Common Quarss Roal CA GTE CybiTrust Rool GTE CytieTrust Rioal Dukil  [#] 5]
= Mk Chanage Gparatar Root CA Kewviness Root Heywines s Root Detall [+ [=]
I Uﬂ?%&i_]k oot Ca Root 60 Authanty R0l BEC Autharty AR 11 000RM Jatail ’:‘ ':‘
[ arkmow oot CA Tharwte Pergonal Dasic Thewte Personal Dasie 121020 3:59:50PM Detall [+] [=]
I‘_’ ;:Etln T ool CA Thawte Personal Pramium Thawts Persenal Praniium 1T 58 5P petal  [F =
D‘ POE‘«OHIIGINIM Roul Ca Thearsdir Prormiurn Sueracr Thirwdi Preeriurn Sumer 1243020 2.59,50PM Dbl &FH =
I Process Stheculer oot CA Thawts Seever Thawts Server 1BINI0 F5850PM Datall = 4
EE{\TII‘:E:E;IHR Raal GA ionlgsign Cliss 1 Vierisign Cliss 1 AUNTEN 358 59PM hail [ =]
I Gary Access Senices RootCA Verlsign Class 1 - G2 Vensign Claes 1 - G2 OSHA0 1:59:50PH Detail [ =]
] léﬂnnmllnna-okm RoolCA Visisign Clisiss 2 Visisign Chias 2 0RNILA 459 59PN Dulail ] =]
I REN ,
D sfwﬁ:;m;c;wumw RoolCA  Verisign Class 2- 062 Verlsign Class 2- G2 SHAND 4:59:59PM Delall  [#] =]
I MusChanned Frasmework | oot Ga Vensign Class 3 Vensign Class 3 O20E 459 559PM iell) ¢| ’:|
Eg:"’;":ﬂ'i‘ﬁ; " ool O Verlgign Clsss 3- 63 Verlzlgn Class 3-153 ASHAND 4:50:59PM Detall [+ [=]
e Mg
I Tranzlations oot CA, Verisign Clags 3 Fublic Primary ca o500 B1853 JRUICPAMAY oy g 400capm Datall  [#] =
& EEN Managor =]l »

2. Click Add Root.

Configuring the Peoplesoft Certificates

Configure the Peoplesoft certificates.
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# Note:

You can use the same root certificate generated in Step 2.

1. Expand Security, Security Objects, and then click Digital Certificates.
2. Add a local node type certificate.

3. Set Alias to the default local node.

OoRACLE
= gecurity Objacts
- Lo Profl T
- Laples 1o Bkip
- Bievurity Linksy Digital Certificates
Dinital Centiflcales
-~ Slnota Slarn i
_m it UL Jissuer ARRE Yalidin
Rogl CA GTE CyberTrust Global Root GTE CyberTrust Global Root Deall  [#] [=]
fg:m:m [Cocarnoa =] [oE_LoCAL [Feamarnas Testraot A, Reausst [+] [=]
= Rl A GTE CytnenTrus! Raoal GTE CybiarTrus] Roal Deiiail [+] [=]
= Misis Chianng Qperitor Root A Kewwitness Root KEWVINE 55 Root petall [+ [=]
D Uﬂﬁliumh: oot Ca FanplaTanls Tagt Ront C8 PanplaToals Tast Root CA AUIOTE 936 THAM Datsit  [#] [=]
[ QTS Rol CA Root SOC Authority Rood SG Authority 1231509 11:00:00FM Detall [+ =]
r;:;‘n Engirs oot A Thawte Personal Basic Thawta Personal Bask: NI 5950 patal  [#] [=
& Pergonlizalion Ruol Chy Therwliz Pien s omaal Prermiurn Thired Personal Preemiven 1231020 259 59PM el =+ [=]
I Process Scheduler Fact CA Thrwte Frériun Serer Thiawte Frarmiurn Server 12EV0 0959 Leatail HE T
Ezﬂ;gﬂim Raul G Therwtis Serverr Thiwte Senver 123120 350 59PN ol [#] 5]
> Query Access Sarvices ot CA Varlzign Clags 1 werlsign Class 1 010720 35950PM patall  [F =]
& Indigralian Brkis Rau| CA Virlsign Cliss 1 - 63 Wisrisiign Clags 1 67 DSN&IN 458 59PN Dol [#] [=]
'; g&ﬁmﬁﬁuww RootGA  Verlsign Class 2 Verlzlgn Class 00101120 459:59PM Detall (%] [=]
b MuliChanned Framewark || Sactca Winsign Glass - GF Winsign Glass ¥ 67 OTEAE 455 59PM il [F] [F]
:g;g":ﬁm — Roct A Verlzign Class 3 Verizign Class 3 002D 4:59:50PM Defall  [#] [=]
+ Translations Ragt CA Verizign Class 3- 63 Vensign Class 3- G3 USNENE 15950PM patal  [F[E .
- FOI Managor =]l |

4. Click Request.

5. Send this certificate request to the CA to get a new certificate.

ORACLE
Menu2 @
Viiitlfffﬁﬂlm — E] e Vinior | Sustarnize Page | h@; =1
- Lables to 8kip

Request Mew Certificate

‘Subject Information

Binturity Links
Diaital Ceatilc5tes
Single Slandn

Comanson Name: [QF_LOCAL

Slanan Peaplecose
- Becurh PaopiaCode
Org Unit: [PecplaTools
o Cuary e ity
o ERCIDEOn Organization: [Orasle
:Hiﬁ"ﬁ aane Operator anﬂ'r.|r‘lea5anwn
Suwity
» ies StateProvince: [Ch Countef DS
VAT
" Porkl
I* Ggarch Enging
& Porsoml:gum *Algorithm: [ SHA1 with K28 ancophion =]
I Process Sohesuler oy size: [1024 bas =]

[ Cube Managar

I+ Application Engine:

[ Query ACCess Senicas

[ Irdergralicn: Barenkiee

I REM Server Cansguration
[+ et Manager

I MuliChanne Framework ||
[ Archive Data

b Diiekan Archiivir Mimniagete

[ Trans|stions: hd
- DI Managor =]« ] v

Additional Covlificale Atlriules

Email Adaress: |

Challende Psvid:

[x]}4 I Camicel | Retresh |
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6. Click OK.
ORACLE
) 2 =2
IR L] N i | Customize Pave | 2
= Usr Profili: Ty
- Lablos th 2K Certificate Signing Request
~ BotunibLinks gning Req
Dlutal Genfenles Copy the cerficate siging request elow aid subimit 10 Feople] oots Test Root CA for
= INOCEESI).
- lanon PeaplECods amibues: 0 =]
— gacurity PaonaCos ]
& Qery decurty |- BEGIN MEW CERTIFICATE REQUEST-m
1 Entryntion MIIBGTC CARICAQAWSTELMAKGATLEBNMC VY MAC ZAIBgHVEAG TAKNEM RMMECTDVI OH
- W Ewp QDGYICIF pdASUMASWD OYDVOOKEWIFCmF |bGUE DRSEgNVEAS TC1 BIDIBe vy
~ Ml Changs Opgrator LM EWLwW TDVQQDDANR RYEM TONE | DCEBNZANEgkghk GSwlBA0 EF ALD BI0AWG TR
Bl ' E B HUV TSI KO HYD Ao i 530 501 314 F AANIGWIEP g qwiiiRdsF 838
I LI A8 ar AV E Y U DV BRSO 2SS A H P ERER VL IPVIRDMNEO L3 Ok
L3 & 2gjpOmbin ML crwP s F 2oL S A0 Swnrn T+ RIREC KN | B CAwEARAAMANG DR 5
I= Vo SIbID0ERRQUAMLG RA MR G ChzHaSshhos U+ Xbepl VTR pm M TS D
t- Portal 73 chwnIguikn el D AMEW2 geriL SRR TR 3P CTWHINIVD R I Ho SRR gl
I+ Sesrch Enging 1200 GuriL VM 2L AIHGKRL PG Hag VS i BBORF ai e BRHUL
= Prrsonalization |--—-EMND NEW CERTIFICATE REQUEST—-- =
I Process Scheduler
- Cusbe Manager ok | cancel | Retresh
[ Application Engine
[ Gwery Access Senvicas
£+ Indegration Brokes
[+ REM Server Gonfguration
1 Sétup Manager
1+ MulbCRanel Frasmework
I» Archive Data
1 Dk Avchive Mieniagor
I+ Translations:
I+ EOI Managar =
7. Ensure that the local node appears on the Digital Certificates list.
ORACLE"
= BecUrly JBjedts B Merw Virudore | Cusstornize Page | 8, =]
= Usr Profile Types
- Labies to Skig N _
= Eecurily Links Digital Certificates
Diigital Cedifcaies
~ Blngls Slgran 3
~ Hlanon Pegplegode
— Getintly PEOMCIE Tt “Alas “ISSUIBT IS Validta
_ Dpsong Local Mode  GE_LOGCAL PeopleTools Test fool CA mport [+ [=]
i Cuary decurty ROCTCA GTE CyberT st Global Hoot GTE CyoerTrust Blooal Root Datail =
_'l;“ “I“H : Feoot CA GTE CyberTrust oot GTE CynerTrust Root Dol [#] [=]
= Mis Change Gperatar ROCTCA Keyviness Roat Eayiiiness Fool Datail =
Suurity Aol CA PoapleTool: Test Rond CA ProphiTog T1F20/23 036 T0AM Dl [#] 5]
b
b mm ool CA ool SGC Autharty Root SGG Adthority 12U 110000FM Datall =
L Poral Rool CA Tharviz Prson al Basic Thirwtie Prers onal Basic 1M 359 59PM i
2 2::‘;5:‘:;‘; RoolCA  Thawle Personal Pramium Thawts Personal Premium 1IN 15959PM
b Process Schedulsr Racl CA Thenwhez Prormism Strae Thirwe: Prosriiuen Server 12730720 289.59PM —
I Cube Manager RootCA Theawte Serear Thawte Senver 10 15959PM
£ Application Enginne - o o 59
R e e ROGLCA  varisign Class 1 Veri$ign Clags 1 QU 359:59PM
& Inugradion Brokis ROSICA  Merisign Cless 1 - 02 Verlzign Clags 1 - 62 Q5120 4:59:50PM
: REM Szm;oriwmﬂm Root CA Varisign Class 2 Verisign Clags 2 QBN 459:59PM
i‘w r
e e . RaolGA Wirision Cliis 2 - 62 262 DENANA 459 50PM
I Archive Data RoolCA  Vansign Class 3 Verisign Clags 3 QBN 459:59PM
& Dika Archive Manager Raal CA Milsign Clieits 1- 63 Viarisign Glass 3 - 62 NENANA 459 59PM
I* Translations e e
& EDI Managnr =l |
8. Click Import.

The Import Certificate page appears.
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ORACLE
= BeLurty Ubjecls B Harwe Vi | Custarnize Bae | 5
= Usor Profile Type s
- Labies 10 Skip I i
port Certificate
= Birourity Lirks
Dilat| eftnsale T imgart the cartflicata for OF_LOCAL, paste the PEM formattad cartiicate data here,
- Glonon PeopleCode [ LI W B RAT Fd 31 3YMI e Diah TP 1 200 ghMMI0 S Dig My HRBE A awe sCwaZhg =l
- Beturity PaopiaCogs AZUEAZIC T M HABLIEC S A MM | S Wit Gz 220 L mbiv 3 DDUORW b 2xs
L1 500 30329t D TRVETVCIYML I JGIM| D0 OS5 eSS GZp b S Ly tHED
T Gury Sacunty AR EZEYLABID 395 EXMEAGLY 2 SHERB AR DA WG LICWE GV OVOHMGVE YT
1+ ERcrymtion Vi Byt d 90IENBLMMyb DN Bk BEQUHACEEgehwg et AY TKw T BBOUHMAKGIGhD
- Common Qystes AHABLYW S0 MM W DS GV JZ0LIN b S0 SR 2oL IB00A R M ZEY
~ Mirss Chanae Onerator LB 3BE AN 29161 B SB 5L D TIWVEN TV UYMHUYD 3 DIMIBO 0SS
AT TR T BB ULIHMAKG TG Lob GUBLYSCXHB DO NRNCZE/LNBIb3BE DIy 29t
Secuily
I LIS i NI RRF B W Crs CHRUBGE 78 TIeGE G 2% m A0 55T IUIGWT Gl ihHMG
H VTV Byt 200 ENFIL e byl DUAME ke ik B BAUIF AR OB g G BB Ol T B b B
By [T HBAC b re R by ykHB I ZREY O 4+ Byrilol a2 sbaCaadaZK TV
- Portal Pl A7 2d1L B TL o0 Tol O kAT oy Thov S AR Bk + GV THZBMM UG ha
I+ Gearch Enging sl LG U SPWTMOPITy==
- Prarrsinalization == END CERTIFICATE - -
I* Process Scheculer
[ Culié Managar ok | comee | Retesn |
£ Application Engin
I Query ALcess Senices
L+ Indergraatican Brokie
I REM Sarver Consguration
[ Geiup Managar
[ MuliChannel Framework
[ Archive Data
L+ Drintan Archive Mimnagar
I Translations
- EOI Managor ]
9. Click OK.
ORACLE
© Sacurity Objects
= Lo Profile Typers
- Labies 1o Skip
~ Boeurily Links Digital Certificates
Digital Cediflcaias
~ Singis S0 il
-~ Slanen PeopleCods r
- gocyrity FappleCods Tvps IAkas Jsyar Aas Yalidin
LocslMode  19E_LOGAL PeapleTools Test ool CA O7TI27/00 10:45:25AM Defall  [+] [=]
- Cluary S ity Rool A GTE CyberTrust Global Mol GTE CyberTrust Blobal Kool Datail =
f R Root CA GTE CyberTrust Root GTE CyoerTrust Root Detall  [#] [=]
= Mo Change Operatar Hool CA Kaniiiness Koot Keyviness Root Leatail =]
JBoowly | Rocica PuoplisTools Tiest Raot GA PuaphiToals Tist Rool CA 1172073 536 2RAM putail [ (5]
Ir Lhilities
B Weidiw Roo1 CA Root SGC snarny ot SGC Authority LAV 110000 Datall =
I Partal Rool CA Therwe Prasonal Bisic Thimwdie Prersomal Basic 1320 253:.509PM
I+ Search Engine ROGICA  Thawts Personal Premium Thawte Personal Premium 1HINI0 ISP
I+ Pirsonslizaion ) = -
I Protess Scheouler Rool CA Tharwdiz Prarniurn Serasr Thinwdiz Priemiurm Semeor 143170 259.59PM
I Cubie Manager Rool CA Thawte Semver Thawte Server 12720 350:59PM
[+ Applicaton Ergine . . . o
e  Sanicos Rool CA Verlgign Class 1 Werisign Clags 1 OO0 359:50FM
b Infgralion Broker ROl CA Verlgign Clags 1 - 62 Verizign Class 1- 02 05N QU20 4:50:50PM
I REM Server Condguration oot CA Verigign Class 2 werisign Class 2 UBIA/ZE 1:59:50PH
I Belug Mana,
t Mﬂcham::'rrmmrk 1 Ruool CA Vinigign Cliags 2 - G Whmisign Chass - G7 081218 4 59 89PM
I Archive Data Hoot CA Verigign Clags 3 Wensign Class 3 OSU1E 15950
I Dika Archive Monaper Roal CA Viriign Class 3. 63 DENENA 460 SIPM
I Translations: = =
& EOI Managor =]

10. Click Load Gateway Connectors.
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11.

ORACLE’

0 Protess Scheduler
© Cubie Waragsr
£ Agplicaban Engine
T Qunry Accoss Senicos
= Inesration Broker
= Configueation |

=l Mo i | Custamize Bage | % 2]
Gateways
Galeway il LOGAI
¥ Liscal Gateway [ Load Datancer
LRL: [rlnpsmbla»dnnsll-n.pwplnsmuuuu— 1A Jeteninglanr Piriyg Galiwary I

Daewa Joluo Fropeies  EElm i Uik COnligyration

Laiai Galizwry Conmielons |

- | 0 | Fad |

 REN Sarver Condguration § eaTARGET [ [F5TTarmetconnetior Progenses (1 =]
= Hatup Managor F
5 O a—.  [FILECUTPUT [ [Simpter ile T argett annector Pridernes =
I+ Archive Liata 3 [FIFTARGET [ [FreTangercannectar Propeies [+ [=]
L Dot Archibeir Wismiagee
1 Tranelations 1 [GETHAILTARGET [ [GetmaiTametconnactor Pronerses (4] [=]
:;mmwm' & [ATTETARGET I [FeaTageConmecr Puoperis [F =
© Parfarmants Mositer B [IMETARGET | METang el Connictar Propeties  [F =
= Wb Profile
_ B w0 Peofls 7 [LoRPTARGET [ [LDaPTargetconmector Propertes (¥ 5]
I~ bty Parsonalizaions =]
I o [PSFTEI1TARGET [ [t aing Prepmes (¥ 51|
- v istionare =lal R

The following message appear:

Loading Process was successful. Number of connectors loaded:0. Number of

Properties loaded:0.

Click OK.

(158,42)

Click Ping Node to ping your local node.

ORACLE’

I Process Schaguler
I Cube Manager
> Applitason Enging
I Quitry ALtns & Sonvicns
= Indeqration Braker
= Configuration
QK Consguraticn
(3ahe

0 Integration Setup
L Brenvive: Utilitives:
[ Web Semices
L Bndee Opeations
Monilar
11 Fibe Lt ies
I+ REM Server Condquration
I Hetup Managor
1 MuiChanned Framework
I+ Archive Data
1 st Ach v Mimagor
I Tranzlstionz
1 EDI Manaigor
I Mass Changes
I Pafiormanca Monitor
1+ Wieb Frofile

Loading Process was successful. Mumber of connectons |naded: 0, Mumser
of Propemes baded:0, (15042
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Changing Default Message Versions

This appendix describes the following procedures:

Activating a Message Version

Deactivating a Message Version

Activating a Message Version

To activate a message version:

ORACLE

1.

In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Service Operations.

Click the Find Services Operation tab and enter the Service Operation name, such as
USER_PROFILE, in the Service Operation field. Then, click Search.

The following screenshot displays USER_PROFILE with VERSION_1 message set as
active and default. To set VERSION_84 as Default and Active, click the VERSION_84
link in the Non-Default Versions region.
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Appendix C
Activating a Message Version

Favorites - Main Menu > Peopi;eTools > Integration Broker > Integration Setup > Service Operations

U EE  Handlers | Routings |

Service Operation: USER_PROFILE
Operation Type: Asynchronous - One Way

*Operation Description:  |User Profile

Operation Comments: User/Password Required

*Req Verification: Mone
Senice Operation Security

Owner ID: PeopleTools -
Operation Alias: |
Default Service Operation Version
bersion:  |VERSION_1 | Default [¥] Active
Version Description: |A new version added | Routing Status
Version Comments: Any-to-Local: Does not exist
Local-to-Local: Does not exist
Local-to-Atom: Does not exist.
Hon_Repudiation Routing Actions Upon Save
) y o Generate Any-to-Local
Introspection [" Runtime Schema Validation
Generate Local-to-Local

Message Information

Type: Request

MessageVersion:  |USER_PROFILE VERSION_1 @] view llessage
*Quene Name: |USER_FRDF||_E [@) View Queue  Add New Queue
MNon-Default Versions Personalize | Find | ™ |
Version Description |Active
[VERsION 84 |User Profile o |
Save | Add Version

4. Select the Default and Active checkboxes highlighted in the following screenshot
and click Save.

ORACLE"
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Favorites Main Menu > PeoplsToob > Integration Broker Integration Setup > Service Operations

Service Operation Version

Service Operation USER_PROFILE Default Active
Service USER_PROFILE ST DAL S
Service Operation Version VERSION_84 " Generate Any-to-Local
Operation Type Asynchronous - One Way || Generate Local-to-Local
Description [User Profile [| Generate Local-to-Atom
Comments .

Hon-Repudiation
[ Runtime Schema Validation

Message Information

Type Reqguest

Message Version |USER_PROFILE.VERSION_84 [@ ViewMessage
*Queue Name [USER_PROFILE [@ ViewQueue  AddMNew Queue

Service Operation Mappings

Mappings to and from the default service operation version: VERSION_1 Request Message
USER_PROFILE.VERSION_1

Transform From Default|

Transform To Default|

& B

. sae  Retum |

Then, the VESRION_84 message is activated and set as default.
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" Handlers Routings

Service Operation: USER_PROFILE

Operation Type: Asynchronous - Cne Way

*Operation Description:  |User Profile

Operation Comments: User/Password Required

*Req Verification: MNone -
Semvice Operation Security

Owner ID: PeopleTools -
Operation Alias: |
Default Service Operation Version

*Version: | VERSION_84 | [V Defautt ¥ Active

Version Description: | User Profile | Routing Status
Version Comments: Any-to-Local: Does not exist
| Local-to-Local: Does not exist
| Local-to-Atom: Does not exist.
[ Hon -Repudiation (ARSI UL S
. [l Generate Any-to-Local
Introspection ["| Runtime Schema Validation

| [Tl Generate Local-to-Local

Message Information

Type: Request

MessageNersion:  |USER_PROFILE VERSION_84 [@] View Message
*Queue Name:  |USER_PROFILE [@] viewQueue Add Mew Queue
Non-Default Versions Personalize | Find | B i
| Version Description Active
|VERSION 1 Anew version added [l |
- sae | Add Version

Deactivating a Message Version

To deactivate a message version:

1. In PeopleSoft Internet Architecture, expand PeopleTools, Integration Broker,
Integration Setup, and then click Service Operations.

2. Click the Find Services Operation tab and enter the Service Operation name,
such as USER_PROFILE, in the Service Operation field. Then, click Search.

3. The following screenshot displays USER_PROFILE with VERSION_84 message
set as active and default. To deactivate the non-default VERSION_1 message,
click the VERSION_1 link in the Non-Default Versions region.
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Favorites . Main Menu > PeoplgToods » Integration Broker > Integration Setup > Service Operations

’ Handlers '/ Routings

USER_FROFILE

Service Operation:
Operation Type: Asynchronous - One Way
*Operation Description: |User Profile
Operation Comments: User/Password Required
*Req Verification: Mone -
Senvice Operation Security
Owner ID: PeopleTools -

Operation Alias: | _
Default Service Operation Version
| [/ Default ¥ Active

“Version: | VERSION_84
Version Description: |User Profile Routing Status
Version Comments: Any-to-Local: Does not exist
Local-to-Local: Does not exist
Local-to-Atom: Does not exist.
[ Non Repudiation Routing Actions Upon Save
_ ) o Generate Any-to-Local
Introspection [ Runtime Schema Validation
Generate Local-to-Local
Message information
Type: Request
Message.Version: | USER_PROFILE.VERSION_84 [@ ] View Message
*Queue Name: |USER_F'RDFILE [@ View Queue  Add New Queue
Non-Default Versions Personalize | Fing [ I | ¥
Mersion :Descrimion Active
YERSION 1 ‘A new version added V] |

. Save | Add Version

4. Deselect the Default and Active checkboxes highlighted in the following screenshot and

click Save.
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Favorites
ek ;

Service Operation Version

Service Operation USER_FPROFILE
Service USER_PROFILE
Service Operation Version VERSION_1
Operation Type Asynchronous - One Way

Main Menu > PeoplgTooIs > Integration Broker > Integration Setup > Service Operations

Description |P. new ve r_sion _added

Comments

Non-Repudiation

[ Runtime Schema Validation

Default Active
Routing Actions Upon' Save

[ Generate Any-to-Local

[ Generate Local-to-Local

[ Generate Local-to-Atom

Message Information

Type Request

Message Version |USER_F‘ ROFILE.VERSION_1

*Queue Name [USER_PROFILE
.

View Message

@ View Queue Add Mew Queue

| save | | Retun |

Then, the VESRION_1 message is deactivated.
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Favorites Main Menu > PeoplgTools » Integration Broker > Integration Setup > Service Operations

O LE ( Handlers [ Routings |

Service Operation: USER_PROFILE
Operation Type: Asynchronous - One Way

*0Operation Description: |!.Jser Profile
Operation Comments: User/Password Required
*Req Verification: MNane v
Semnvice Operation Security
Owner ID: PeopleTools -

Operation Alias: |
Default Service Operation Version
Default Active

“Version: | VERSION_84

Version Description: |User Profile

Version Comments: Any-to-Local: Does not exist
Local-to-Local: Does not exist
Local-to-Atom: Does not exist.

Non-Repudiation Routing Actions Upon Save

) Generate Any-to-Local

Introspection [ Runtime Schema Validation
Generate Local-to-Local

Message Information

Type: Request

]E View Message

Message.Version: |USER_PRDFI LE.VERSION_B4

]@ View Queue  Add Mew Queue

|USER_PROFILE

*Queuve Name:
Non-Default Versions Personalize | Find | B | ##
Version ' Descripti ‘Active
VERSION 1 (A newversion added [0 |
| Sae Add Version
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